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Data protection realities

58% ? %

%

87% of senior managers admit 58% have accidentally sent Focus on data leak prevention
to regularly uploading work sensitiveinformation to the for personal devices, but
filesto a personal email or wrong person ignore the issue on corporate
cloud account owned devices where the risks

are the same



Enabling data to flow from one organization to another
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Sharing data

Securely share any file type,
from within common user
experiences

Between organizations

Authenticate users from other
organizations (without having to
iImplement point to point
federation)

Maintain control

Enlightened applications such as
Office and PDF readers offer the
ability to enforce rights.




Secure collaboration with Azure RMS

Share internally and externally

Azure Rights
Management services

Data
encryption

Authentication and collaboration

o R £

Access Document
control tracking

L

Azure Active Directory




Protect data with Rights Management
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Take advantage INTEGRATE Microsoft Automatically IDENTIFY MORE SECURELY Improve ease of use

of HYBRID options SharePoint and Microsoft AND CLASSIFY data SHARE documents through INTEGRATION

across Windows Server Exchange Server based on content with colleagues and WITH OFFICE,

with AUTOMATIC business partners WINDOWS SHELL

ENCRYPTION extensions, and CROSS-
PLATFORM CLIENTS

and Azure Rights
Management service




Rights Management 107

FILE IS PROTECTED BY AN AES USAGE RIGHTS + SYMMETRIC KEY
SYMMETRIC KEY STORED IN FILE AS ‘LICENSE’

SECRET COLA
FORMULA PROTECT
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LICENSE PROTECTED BY

ORG-OWNED RSA KEY

DECRYPTED

TO READ

SECRET COLA
FORMULA

Water HFCS
Brown #16




Rights Management 107

FILE CONTENT IS NEVER SENT TO
THE RMS SERVICE

USE RIGHTS + @ ENLIGHTENED APPS USE THE RMS
SDK WHICH COMMUNICATES WITH

H@HEH @] THE RMS KEY MANAGEMENT SERVERS
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Microsoft Azure

Rights Management
RMS-ENLIGHTENED APPS ENFORCE Services

RIGHTS, GENERIC PROTECTION
OFFERED BY THE RMS APP’



Cloud Ready

A
: Integration

. gym; Microsoft Azure M
=l Windows Server \:

Active Directory Active Directory

Microsoft Azure

Authenticayi
Cat
and collabOra’;,?gn Rights Management

Services

Rights management service provided in Azure cloud
Complete Sync of AD info to Azure AD Microsoft Azure
End users access Azure RMS from desktops and mobile

Simple, secure collaboration to external organizations for Azure AD Trust Fabric

Key Management




Cloud Accepting

: Integration

Sync Microsoft Azure
ms Windows Server ‘¢' o
Active Directory > Active Directory

Microsoft Azure

o Rights Management

Azure RMS
Connector

Rights management service provided in Azure cloud
Minimal sync of AD info to Azure AD (~13 properties) Microsoft Azure
End users access Azure RMS from desktops and mobile; IT workloads connect via Azure RMS Connector (proxy)
Simple, secure collaboration to external organizations for Azure AD Trust Fabric

Key Management



Microsoft
= Rights Management

Let's see if you can open the RMS-protected
document. Enter your work email address
that you used to open the email message.

someonei@example.com

By clicking next, you agree to our terms of use.

Use of documents that are protected by Microsoft Rights
Management might be tracked by the sender and/or by
their organization's IT administrator. To learn more, see the
Privacy Statement.

Protect. Share.

Cur service lets you protect and share files securely with others, on your terms.

rr'i‘ Your work or school account can be used anywhere you see
~ "} this symboel. © 2016 Microsoft Legal Privacy Feedback

http://portal.aadrm.com



Office 365 Rights
Management



Righ

s Management

Feature

RMS for
Office 365

EMS or
Azure RM5S
Premium

Users can create and consume protected content by using Windows clients and Office
applications

Users can create and consume protected content by using mobile devices

Integrates with Exchange Online, SharePoint Online, and Onelrive for Business

Integrates with Exchange Server 2013/Exchange Server 2010 and SharePoint Server
2013/5harePoint Server 2010 on-premises via the RM5 connector

Administrators can create departmental templates

Organizations can create and manage their own RMS tenant key in a hardware security
module (the Bring Your Own Key solution)

Suppoerts non-Office file formats: Text and image files are natively protected; other files
are generically protected

RMS S5DK for all platforms: Windows, Windows Phone, 105, Mac 05X, and Android

Integrates with Windows file servers for automatic protection with FCl via the EMS
connector

UUsers can track usage of their documents

Users can revoke access to their documents

https://technet.microsoft.com/erus/network/dn858608.aspx




Enable IRM in Office 365

Enable Office 365 Rights Management

rights management

@ Rights management is activated

Rights Management safeguards your email and documents, and helps
you securely share this data with your colleagues.

Te disable Rights Management, click deactivate.

additional configuration

You can configure advanced features for Rights Management using
Microsoft Azure,

Don‘t have an Azure subscription? Before you click Advanced
Features, sign up for a free 30 day tnal .

advanced features

resQurces

« What 15 Rights Management?

« Rights Management Deployment
roadmap

+ Using Rights Management

» FACs For Rights Management



Fnable IRM in Office 365: SharePoint online
At the global level:

Information Rights Management (IRM) ® Use the IRM service specified in your configuration
i1 Do not use IRM for this tenant

Set IRM capabilities to SharePoint for your organization

{requires Office 385 IRM service) Refresh IRM Settings

We successfully refreshed your settings.

And then for each library you want to protect:

Setttings » Information Rights Management Settings

Information Rights Management (IRM)

Home IRM helps protect sensitive files from being misused or distributed without permission once they have
been downloaded from this library.

MNotebook
Restrict permisssions on this library on download
Documents Create a permission policy title
Site Contents | Sales Documents Policy
# EDIT LINKS Add a permission policy description:

| This policy restricts access to sales department employees

SHOW OPTIONS

o







