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u Is Estonia’s Internet voting system secure 
against attackers the country may face? 

u What is a realistic threat model for a 
national Internet voting system? 

u What can other countries considering 
Internet voting learn from Estonia? 
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u Motivation 

u How Estonia’s system works 

u Proper Threat Model 

u Analysis 

u Estonian Response 

u Conclusions 
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 Encrypt(PKelect, Padr(Ballot)) 

Outer Envelope : 

 Sign(SKvoter, Inner Envelope) 



12 

Election 
Servers 

Voting 
Client 

Voting Process 

B



Verification Process 

13 

Election 
Servers 

BB

Verify 
App 

Voting 
Client 



Verification Process 

14 

Election 
Servers 

BB

Verify 
App 

Voting 
Client 



Verification Process 

15 

Election 
Servers 

BB

Verify 
App 

Voting 
Client Inner Envelope : 

 Encrypt(PKelect, Padr(Ballot)) 

Outer Envelope : 

 Sign(SKvoter, Inner Envelope) 

B



Verification Process 

16 

Election 
Servers 

B

Verify 
App 

B

Voting 
Client 

Encrypt(Pkelect,(Padr(“Paul Politician”))) 

Encrypt(Pkelect,(Padr(“Dictator Drew”))) 

B =?= 

Encrypt(Pkelect,(Padr(“Polly Politician”))) 



Verification Process 

17 

Election 
Servers 

BB

Verify 
App 

Voting 
Client 

Encrypt(Pkelect,(Padr(“Paul Politician”))) 

Encrypt(Pkelect,(Padr(“Dictator Drew”))) 

B

Encrypt(Pkelect,(Padr(“Polly Politician”))) 

B



Verification Process 

18 

Election 
Servers 

BB

Verify 
App 

Voting 
Client 

B



Tally Process 
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Analysis Approaches 
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Observational Approach 
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u Observed 2013 Local Elections 

u Interviewed election officials, 
developers, and researchers 

u Reviewed 20+ hours of  official 
election videos 

u Studied written procedures 



OPSEC Failures 

ID card PINs  
on camera 
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Root password 
on camera 



OPSEC Failures 
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Voting Client 
built on personal 

computer 
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stick used for 

transferring results 



Technical Approach 
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u Reproduced system in lab 

u Core of  server source code 
available on GitHub 

u Patched voting client 

u Built proof-of-concept attacks 



Client Infection Method 
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Client-side Attack 
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Server Infection Method 

u Votes stripped and exported to the 
Counting Server 

u HSM decrypts votes and returns to 
be counted 

u OS ISO stored on Dev Server 

u Attack Dev Server 
u  Inject malware into OS ISO 
u  Election officials spread malware 

during Configuration Ceremony 
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Politician Response 
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Our security is 
better than 
Google’s 

Facebook says 
they’re agents of  
the [other] party 

Prime Minister Taavi Rõivas President Toomas Hendrik Ilves 
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Verification app detects all bad behavior. 
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Why steal votes when you can steal money? 
 

 

Verification app detects all bad behavior. 
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u “nice people who care about computer hygiene have no 
viruses” 

u “In practice, computer risks have been eliminated” 

u “they’re here not because of  their technical savvy, but 
their politically suitable (although technically 
incompetent) message” 



u Motivation 

u How Estonia’s system works 

u Proper Threat Model 

u Analysis 

u Estonian Response 

u Conclusions 

50 



Conclusions 

u Threat model should include state-level attackers. 

u Attackers could exploit Estonian system to alter results. 

u Major weaknesses are architectural and not easily fixed. 

u Lax operational security observed in many areas. 

u Possibly a practical reality of  implementation. 

u Recommendation: Estonia should discontinue Internet voting 
until there are fundamental technical advances. 
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Backup slides 

STOP 
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Voting Protocol 
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Voting Client Election Servers

TLS Client Auth

Verify if eligible voter
Find set of candidates C

C

Voter picks candidate c ∈ C
r ← {0, 1}160
b← EncPKelect(Padr(c))
σ ← SignSKvoter

(b)
v := (b,σ)

v

Assign v vote ID x

x

Display QR code: (x, r)



Verify Protocol 
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Verification App Election Servers

Scan QR code (x, r)

x

Find ballot b with vote ID x
Find set of candidates C

b, C

if ∃ c′ s.t. b = EncPKelect(Padr(c
′)):

Display c′

Voter checks: c′
?
= c

else: Display error



Counting Protocol 
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Storage Server Counting Server

B ← {}
For each vote v:
(b,σ) := v
VerifyPKvoter

(b,σ)
B ← B ∪ {b}

B

For each c ∈ C:
counts[c]← 0

For each b ∈ B:
c← DecSKelect(b)
counts[c]← counts[c]+1

Output counts


