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America?
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If anecdotal reports are anything to go by, millions of Americans on
Tuesday are standing in the cold for hours to vote at their local polling
places. But why should they have to? Many Americans can already pay
their utilities online and bank online. Why can't we vote over the Internet

as well?
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€ Is Estonia’s Internet voting system secure
against attackers the country may face?

&€ What is a realistic threat model for a
national Internet voting system?

€ What can other countries considering
Internet voting learn from Estonia?



€ Motivation

€ How Estonia’s system works
€ Proper Threat Model

€ Analysis

€ Estonian Response

€ Conclusions



B EESTIVABARIIK sswuronmisrus

MANNIK
MARI-LIIS
wP\
= \ EST
: v? ~01.01.1971

\\_,

N « 47101010033

AA1236567 tULNunu‘(/

09.01. 2018

EESTI/ EST

Q 09.01.2011

CLLRREE LU

CSRIRRII L R B

IDESTAA12345678<<<<<<<<<<<<<<K<L
7101010F1601091EST<<<<<<<<<<<§
MAENNIK<MARI<LIIS<<<<<<<<<<<<<




Voting Process

KOHALIKUD VALIMISED 2013 | VALIMISED EESTIS | ELEKTROONILINE HAALETAMINE | E-KOOLITUSKESKKOND

Elektroonilise -
komisjon

Election
Servers
E_ h aa I eta m I n e Haaletamise |16puni on jaanud

i - T-1-1 -

LAADI ALLA 32-BITISE LINUXI VALIJARAKENDUS PAEVA TUNDI MINUTIT SEKUNDIT

LAADI ALLA 64-BITISE LINUXI VALIJARAKENDUS i .
Haale korrektset kohalejoudmist véite kontrollida Android-tiipi

nutiseadmega, kui kaivitate seal rakenduse "Valimised". Lugege juhist.
Juhised valijarakenduse kasutamiseks leiate siit. ‘—

Voting
Client

Tehniline abi telefonil 6316633 voi e-posti aadressil
abi@valimised.ee. Lugege ka korduma kippuvaid kiisimusi.




Voting Process

Sisenemine

Election
Servers

Haaletamis

ALICE ANDERSON
Palun sisestage isikutuvastuseks PIN1

Voting
Client

il-ID abil:




Voting Process

oo Valijarakendus

Valiku tegemine

Election Power te People Party , Kelle valite kohaliku
L0 PollyPolitician ... omavalitsuse volikogusse?
Sel”VerS More Power to the People Party 9

1 Paul Politician
All the power to Drew Party Teie valimisringkond:
2 Dictator Drew Tallinn

Minu valik on:

kandidaat nr 0
Polly Politician
Power to the People Party

Votng Cratkertan [ vatn

Client
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Voting Process

— :
Election
Servers
1 .
Voting Inner Envelope :
chent Encrypt(PK,, Pad,(Ballot))

Outer Envelope :

Sign(SK.,.,, Inner Envelope)

11



Voting Process

P

Valijarakendus

Election

Servers Teie tehtud valik ldks arvesse.

@1 Soovi korral saate haalt muuta uuesti elektrooniliselt haaletades.
Arvesse voetakse viimane haal.

Haalt saate muuta ka eelhaaletamise ajal valimisjaoskonnas
haaletades. Sel juhul voetakse arvesse Teie paberhaal ja
elektrooniline haal tuhistatakse. Valimispaeval (20. oktoober) oma
h&alt muuta ei saa!

Haale korrektset kohalejoudmist on soovi korral voimalik kontrollida
Android-tilpi nutiseadmega. Selleks kaivitage nutiseadmes
rakendus "Valimised" (saadaval Google Play-s) ja sihtige paremal
asuvat QR-koodi. Haalt on voimalik kontrollida 30 minuti jooksul
kuni kolmel korral.

Palun sulgege rakendus. Turvalisuse huvides eemaldage ID-kaart

Voting lugejast!
Client
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Veritication Process

P

Valijarakendus

Election

Servers Teie tehtud valik ldks arvesse.

N
@ Soovi korral saate haalt muuta uuesti elektrooniliselt haaletades.
= Arvesse voetakse viimane haal.

Haalt saate muuta ka eelhaaletamise ajal valimisjaoskonnas
haaletades. Sel juhul voetakse arvesse Teie paberhaal ja
elektrooniline haal tuhistatakse. Valimispaeval (20. oktoober) oma
h&alt muuta ei saa!

Haale korrektset kohalejoudmist on soovi korral voimalik kontrollida
Android-tilpi nutiseadmega. Selleks kaivitage nutiseadmes
rakendus "Valimised" (saadaval Google Play-s) ja sihtige paremal
asuvat QR-koodi. Haalt on voimalik kontrollida 30 minuti jooksul
kuni kolmel korral.

Palun sulgege rakendus. Turvalisuse huvides eemaldage ID-kaart

Voting lugejast!
Client
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Veritication Process
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Veritication Process

Election
Servers

©

SECRECY ENVELOPE
Instructions to Absentee Voter

Seal your absentee ballot in this envelope after you have

marked it. Complete the affidavit and place this envelope

e\ inside the affidavit envelope.

. . DO NOT PUT IDENTIFICATION IN THIS ENVELOPE
Voting Verify

Client Inner Envelope :

Encrypt(PK,,..., Pad (Ballot))

elect?

— SteSK—Tnner Envelope)
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Veritication Process

ervers

©
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Veritication Process

Servers
<83 4 Encrypt(Pk,,..,(Pad (“Polly Politician”)))

Vs,
///

o Encrypt! PEelect,! Paar! “Paul Politician”)))

ﬁ} nCI'yptEI Igelect’z! aarz DlCtatOI' BI‘GW ;”

o

r
Client App
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Veritication Process

Tuvastatud valik

Election
Servers

Rakendus sulgub 23 sekundi pérast!

N . .
@ Kelle valite kohaliku omavalitsuse volikogusse?
-

p Polly Politician

Power to the People Party

N o
Voting Verify
Client App
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Tally Process

Server

©

<B4
ervers @
©
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Tally Process

Server
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Tally Process

Server

©
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Servers @)
©
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Tally Process

E@}
Servers {g} o Server

©
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Tally Process

Server

©

<BJ
Servers @)
©

23



Tally Process

Election © Counting

©

Servers ) Server
©

I Estonian Reform
Vojtmg Estonian Centre Party
Client

Pro Patria and Res Publica Union
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79,849 24.3%

73.419 B 22.4%

45765 - 13.9%




€ Motivation

€ How Estonia’s system works

@ Proper Threat Model

€ Analysis
€ Estonian Response

€ Conclusions
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€ How Estonia’s system works
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& Analysis
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must strictly follow the legislation, the actual development of Estonian i-voting system is supervised
Ibset of the information in English:

by National Electoral Committee (NEC) and Internet Voting Committee

Estonian internet-voting system available for public review.
partner for NEC is Cybernetica AS (w

svenheiberg
found here is the code that is used for election. As the voting system used for legally binding elections

The intention behind this repository is to make source code of the server side components of
The repository is not used for active development, but will be kept up to date, so the code that can be
Those, who are not familiar with Estonian language may refer to the following website, which contains

Additional information on the source code can be found on the NEC website: http
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Observational Approach

Observed 2013 Local Elections

Interviewed election officials,
developers, and researchers

. Reviewed 20+ hours of official

At

election videos
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OPSEC Failures
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OPSEC Failures

size Ratio Fornat Nane
1062792 -> 1018196 33.24x  linux/EIARD  kovZ013-64
Packed 1 file.

|
F:\SeadistajasRakendused2013). . \upx -0 kov2013-32 kov2013-32.bin ‘

[Ananone

Fornat

linuxse1f386  hov2013-32

fose(1 3.6.14.131121.22)

§11- 7061 st

Fs 1k Ta I Meachi 2T el D72

Aladdin

Voting Client ersonal USB
built on personal stick used for
computer transferring results
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Technical Approach

. GitHub s reposion Explore Features Enterprise Blog
@ Reproduced system in lab o

vvk-ehk / evalimine

e-haaletamise tarkvara

€ Core of server source code
available On GitHUb E p master - | evalimine / +

Source-code changes for EP2014

svenheiberg

€ Patched voting client

README.md

€ Built proof-of-concept attacks

The intention behind this repository is to make source code of the server side components of
Estonian internet-voting system available for public review.

The repository is not used for active development, but will be kept up to date, so the code that can be
found here is the code that is used for election. As the voting system used for legally binding elections
must strictly follow the legislation, the actual development of Estonian i-voting system is supervised
by National Electoral Committee (NEC) and Internet Voting Committee . The current
partner for NEC is Cybernetica AS (v e).

Additional information on the source code can be found on the NEC website: http:/
/valij € aletamine/

Those, who are not familiar with Estonian language may refer to the following website, which contains
subset of the information in English: s
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Client Infection Method

CORE IMPACT "
PROFESSIONAL ‘ “\
0-day y—
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Client Infection Method

Ratio Fornat Nane
1062792 > 1018196 31.24 LinuxsELfARD hov2013-64
Packed 1 file.
P:\SeadiztajasRakendused2013). . \upx -0 kov2013-32 hov2013-32.

b4 7 da M 0

File size Ratio Fornat Nane
2882076 -> 930592 32.29% linuxself386  hov2013-32

Pached 1 flle. ose(1 3.6.1.4.1311.21.22)
adistajasRakendused2013). . \signtool.exe siyn /n ‘Vabariigl Valiniskon
Soiinestanp.verizign.consacripts/tinestanp.dll /d "Valijarakendus
ee hov2013.exe

0.
Buccezzfully and tineztanped: hov2013.exe
Moakn T LA E xbiacTel U2
Vey wecfeston AT ITVEROSNE
Dol mk Koy Cortarer s

Acsdhary Key Contares e

L

Eimis | s

Infect voting client
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Client-side Attack

oo Valijarakendus

Valiku tegemine

Election Power te People Party , Kelle valite kohaliku
L0 PollyPolitician ... omavalitsuse volikogusse?
Sel”VerS More Power to the People Party 9

1 Paul Politician
All the power to Drew Party Teie valimisringkond:
2 Dictator Drew Tallinn

Minu valik on:

kandidaat nr 0
Polly Politician
Power to the People Party

©
votmng = Ku

Client
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Client-side Attack

P

Valijarakendus

Election

Servers Teie tehtud valik ldks arvesse.
@‘ Soovi korral saate haalt muuta uuesti elektrooniliselt haaletades.
a Arvesse voetakse viimane haal.

Haalt saate muuta ka eelhaaletamise ajal valimisjaoskonnas
haaletades. Sel juhul voetakse arvesse Teie paberhaal ja
elektrooniline haal tuhistatakse. Valimispaeval (20. oktoober) oma
h&alt muuta ei saa!

Haale korrektset kohalejoudmist on soovi korral voimalik kontrollida
Android-tilpi nutiseadmega. Selleks kaivitage nutiseadmes
rakendus "Valimised" (saadaval Google Play-s) ja sihtige paremal
asuvat QR-koodi. Haalt on voimalik kontrollida 30 minuti jooksul
kuni kolmel korral.

Palun sulgege rakendus. Turvalisuse huvides eemaldage ID-kaart

Voting lugejast!
Client
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Client-side Attack

Election
Servers

©

©
Voting [=]4[=] Ver1fy
Client EI'%" App

AE3
Tuvastatud valik

Rakendus sulgub 23 sekundi pérast!

Kelle valite kohaliku omavalitsuse volikogusse?

p Polly Politician

Power to the People Party
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Client-side Attack

= 13 ) 853PM 2 voter

Servers

©

oting Nerity

Client
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Client-side Attack

Eraisikule - Danske Bank - Mozilla Firefox 13 @) 1:18AM 2R voter {}%

M Eraisikule - Danske B... x

danskebank.ee v 3 M Q¥ B8 ¥ #

_ T e v Sisene internetipanka o'
Election |

Soodustused Arveldamine Kaardid E-kanalid Laen ja liising Investeerimine

Kes rohkem teeb,
see rohkem voidab

Vaata, milliseid soodustusi Sina saad =

VN
1
.
Voting I -t
‘ 1 Sis Mobiil-IDga o °
llent Véimalus teenida Kliendiajakiri j
taiendavat intressi Eraklientide uudiskiri

Loe |ahemalt Loe ldhemalt

P& a0 S Left
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Client-side Attack

Eraisikule - Danske Bank - Mozilla Firefox 13 @) 1:18AM 2R voter {}%

M Eraisikule - Danske B... x

danskebank.ee v 3 M Q¥ B8 ¥ #

_ T e v Sisene internetipanka o'
Election |

Soodustused Arveldamine Kaardid E-kanalid Laen ja liising Investeerimine

/ Kes rohkem teeb,
see rohkem voidab
<®)

Vaata, milliseid soodustusi Sina saad =

4
Voti
‘ 1 Sis Mobiil-IDga i °
llent Voéimalus teenida i iaj "
taiendavat intressi Eraklientide uudiskiri

Loe |ahemalt Loe ldhemalt

P& a0 S Left
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Client-side Attack

Election
Servers

©

yo N
Voting
Client

Eraisikule - Danske Bank - Mozilla Firefox

M Eraisikule - Danske B... x
danskebank.ee

Danske .
Eraisikule Ettevottele

Soodustused Arveldamine Kaardid E-kanalid Laen ja liising Investeerimine

Kes rohkem teeb,
see rohkem voidab

Vaata, milliseid soodustusi Sina saad =

INTERNETIPANK KASVUHOIUS

.
Voéimalus teenida
taiendavat intressi

Loe |ahemalt
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Qv Ba 3 A

v Sisene internetipanka of'

Kliendiajakiri
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Server Infection Method

HSM

Counting
Server

o

T

Election
Servers

Dev
Server

@ Votes stripped and exported to the
Counting Server

€ HSM decrypts votes and returns to
be counted

&€ OS ISO stored on Dev Server

& Attack Dev Server
€ Inject malware into OS ISO

€ Election officials spread malware
during Configuration Ceremony
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Server-side Attack

M—
HSM

Counting
Server try

except OSError

!!€C!101’1

Servers
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€ Motivation

€ How Estonia’s system works
@ Proper Threat Model

€ Analysis

& Estonian Response

€ Conclusions
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Politician Response

Prime Minister Taavi Roivas President Toomas Hendrik Ilves

‘ l\\n

Facebook says Our security 1S
they’re agents of better than
the [other] party Google’s
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E-valimised
/‘ Community

Timeline About Photos Likes Events

b) Avaldamata on ainult kliendi lahtekood. Ja seda ei peagi tegema -
avatud koodiga verifitseerimisrakendus tuvastab kliendi ebatapse

kaitumise niikuinii

Keylogger pole uus avastus. Aga kui PINi varastada, siis pigem juba
rahalise kasu saamiseks (Internetipank, digiallkirjastamine) ja sellised
runded tuleksid valja valimistest soltumatult. Ravi on pinpadiga

lugerid.
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E-valimised
/‘ Community

Timeline About Photos Likes Events

Keylogger pole uus avastus. Aga kui PINi varastada, siis pigem juba
rahalise kasu saamiseks (Internetipank, digiallkirjastamine) ja sellised

runded tuleksid valja valimistest soltumatult. Ravi on pinpadiga
lugerid.
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VOte E-valimised
/‘ Community

Timeline About Photos Likes Events
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REPUBLIC OF ESTONIA
INFORMATION SYSTEM AUTHORITY

- News

©  E-voting is (too) secure

Added 19.05.2014

Anto Veldre writes about yet another attack against Estonian e-elections that
started this week: again political, again not technical.

€ “nice people who care about computer hygiene have no
viruses”

& “In practice, computer risks have been eliminated”

€ “they’re here not because of their technical savvy, but
their politically suitable (although technically
incompetent) message”
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€ Motivation

€ How Estonia’s system works
@ Proper Threat Model

€ Analysis

€ Estonian Response

&€ Conclusions
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Conclusions

€ Threat model should include state-level attackers.

& Attackers could exploit Estonian system to alter results.
€ Major weaknesses are architectural and not easily fixed.

€ Lax operational security observed in many areas.
@ Possibly a practical reality of implementation.

€ Recommendation: Estonia should discontinue Internet voting
until there are fundamental technical advances.
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Voting Protocol

Voting Client Election Servers

TLS Client Auth

Verify if eligible voter
Find set of candidates C

Voter picks candidate ¢ € C
r < {0,1}160

b < Encpk,,.., (Pad,(c))

o «+ Signgk . (b)
v:=(b,0)

Assign v vote 1D x

Display QR code: (z,r)




Verify Protocol

Verification App

Scan QR code (z, )

Election Servers

.
>

Find ballot b with vote ID x
Find set of candidates C'

b, C

e
-

if C/ s.t. b= EHCPK
Display ¢

elect

Voter checks: ¢/ L e

else: Display error

(Pad,-(¢')):

*




Counting Protocol

Storage Server Counting Server

B {)

For each vote v:
(b,0) :=w
Verifypy . (b,0)
B+ BU{b}

.

For each ¢ € C:
counts|c|] < 0
For each b € B:
C < DeCSKelect (b)
counts[c] < counts|c]+1
Output counts

I




