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Microlife Connected Health+ APP
Privacy Self-check List

Microlife Corporation and its affiliates (“Microlife”, "we", "us") take its data privacy
responsibilities seriously. The purpose of this self-check list is to clarify how we collect, use
and share personal information in the course of our business activities via the Microlife
Connected Health+ APP in accordance with the Privacy Policy of Google Play Store and
Apple APP Store.

We may amend this self-check list from time to time, please contact Microlife regularly to

receive the latest version of this privacy policy self-check list.

Self-check subject to the Privacy Policy of Google Play Store:

Category Data type Description APP Data use Data linked [Note
Collect? |purpose to the user?
User or device physical location to an area
_ greater than or equal to 3 square kilometers,
Approximate  |sych as the city a user is in, or location N
location provided by Android’s
Loeatiar ACCESS_COARSE_LOCATION permission.
User or device physical location within an
Precise area less than 3 square kilometers, such as
; locati ided by Android’ N
location ocation proviae Yy Anaroid's
ACCESS_FINE_LOCATION permission.
Personal info [Name How a user refers to themselves, such as Y App Y
their first or last name, or nickname. Functionality
Email address |A user's email address. Y App Y
Functionality
Identifiers that relate to an identifiable
User IDs person. For example, an account ID, N
account number, or account name.
Add A user’s address, such as a mailing or home
[£53 address. N
Phone number |A user’s phone number. N
Race and Information about a user's race or ethnicity. "
ethnicity
Politicai or Information about a user’s political or
religious religious beliefs. N
beliefs
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Sexual Information about a user’s sexual
orientation orientation. N
Any other personal information such as A
Other info date of birth, gender identity, veteran status, | Y (Gender) PP
Functionality
etc.
User payment |Information about a user’s financial
info accounts such as credit card number. N
Purchase Information about purchases or
Financial info |history transactions a user has made. N
Credit score Information about a user’s credit score. N
Other financial |Any other financial information such as user
info salary or debts. N
Information about a user's health, such as
Health info medical records or symptoms. Y AP
Functionality
Health and
fitness Information about a user's fitness, such as
Fitness info  |exercise or other physical activity. N App
Functionality
A user's emails including the email subject
Emails line, sender, recipients, and the content of v AR
the email. Functionality
M A user's text messages including the
coSages SMS or MMS |sender, recipients, and the content of the N
message.
Otherin-app  |Any other types of messages. For example,
messages instant messages or chat content. N
A user’s photos. "
Photos Y n
Functionality
Photos
and videos A user’s videos. i
: pp
Mideos ¥ Functionality
. A user’s voice such as a voicemail or a
Voice or sound |55, nq recording. Y App
recordings Functionality
Audio files Music files A user’'s music files. N
. Any other user-created or user-provided
Otheraudio  |5,djo files. y App
files Functionality
A user's files or documents, or information
Files and docs |Files and docs |about their files or documents such as file N
names.
Information from a user’s calendar such as
Calendar Calendar events, event notes, and attendees. y App
events Functionality
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Contacts Contacts social graph information like usernames,
contact recency, contact frequency,
interaction duration and call history.
Information about how a user interacts with
App )
. ;s the app. For example, the number of times
interactions e .
they visit a page or sections they tap on.
In-app search |Information about what a user has searched
history for in your app.
| lied Information about the apps installed on a
App activity nstalled apps | ,ser's device.
Other user- Any other user-generated content not listed
generated here, or in any other section. For example,
content user bios, notes, or open-ended responses.
Any other user activity or actions in-app not
Other actions |listed here such as gameplay, likes, and
dialog options.
Web b . |web browsing |Information about the websites a user has
EDRIoWSINg history visited.
Crash log data from your app. For example,
the number of times your app has crashed, App
Crash logs stack traces, or other information directly Functionality ¥
related to a crash.
. Information about the performance of your
Appinfoand | _ app. For example battery life, loading time,
performance |Diagnostics ||atency, framerate, or any technical
diagnostics.
Other app Any other app performance data not listed
performance |here.
data
Identifiers that relate to an individual device,
; _ browser or app. For example, an IMEI
Device or Device or other ymber, MAC address, Widevine Device ID, App y
other IDs IDs Functionality

Firebase installation ID, or advertising
identifier.
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Category Data type Description APP Data use Data linked [Note
Collect? purpose to the user?
Contact Info [Name Such as first or last name N APP only
collects display
name
Email Address [Including but not limited to a hashed  [Y App Y
email address Functionality
Phone Including but not limited to a hashed |N
Number phone number
Physical Such as home address, physical N
Address address, or mailing address
Other User Any other information that can be used [N
Contact Info  [to contact the user outside the app
Health and medical data, including but |Y App o N
not limited to data from the Clinical Functionality
Health Records API, HealthKit API,
Health Movement Disorder API, or health-
Health & related human subject research or any
Fitness other user provided health or medical
data
Fitness and exercise data, including but [N
Fitness not limited to the Motion and Fitness
API
Payment Info [Such as form of payment, payment N
card number, or bank account number.
If your app uses a payment service, the
payment information is entered
outside your app, and you as the
developer never have access to the
Financial Info payment information, it is not collected
and does not need to be disclosed.
Credit Info Such as credit score
Other Such as salary, income, assets, debts, or|N
Financial Info |any other financial information
Information that describes the location |N
. of a user or device with the same or
. Precise ; .
Location ; greater resolution as a latitude and
Location . ; i
longitude with three or more decimal
places
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Coarse
Location

Information that describes the location
of a user or device with lower
resolution than a latitude and longitude
with three or more decimal places,
such as Approximate Location Services
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Such as racial or ethnic data, sexual L
orientation, pregnancy or childbirth
Sensitive Info [information, disability, religious or
philosophical beliefs, trade union
membership, political opinion, genetic
Sensitive Info information, or biometric data
Such as a list of contacts in the user's  |N
Contacts Contacts phone, address book, or social graph
Including subject line, sender, N
Emails or Text |recipients, and contents of the email or
Messages message
Photos or Y App N
Videos The user’s photos or videos Functionality
Y App N
Audio Data  [The user’s voice or sound recordings Functionality
User Content
Such as saved games, multiplayer N
Gameplay matching or gameplay logic, or user-
Content generated content in-game
Customer Data generated by the user duringa  [Y App Y
Support customer support request Functionality
Other User N
Content Any other user-generated content
Information about content the user has [N
Browsing Browsing viewed that is not part of the app, such
History History as websites
Search Information about searches performed |N
History Search History |in the app
Such as screen name, handle, account X App ) . Y
ID, assigned user ID, customer number, Functionality
User ID or other user- or account-level ID that
Identifiers can be used to identify a particular user
or account
. Such as the device’s advertising Y App N
Device ID ; ” . ; ;
identifier, or other device-level ID Functionality
b Purchase An account’s or individual’s purchases [N
urchases . )
History or purchase tendencies
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Such as app launches, taps, clicks, N
scrolling information, music listening
data, video views, saved place in a
game, video, or song, or other
information about how the user
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Product
Usage Data . i i
g Interaction interacts with the app
Such as information about the N
advertisements the user has seen
Any other data about user activity in N
the app
Crash Data Such as crash logs Y App Y
Functionality
Performance |Such as launch time, hang rate, or N
Diagnostics |Data energy use
Other Any other data collected for the N
Diagnostic purposes of measuring technical
Data diagnostics related to the app

Surroundings

Environment

Such as mesh, planes, scene N
classification, and/or image detection

Scanning of the user’s surroundings
Hands The user’s hand structure and hand N
Body movements
Head The user’s head movement
Other Data |Other Data Any other data types not mentioned N
Types
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