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Objasnienie sktadni polecen wprowadzanych przez uzytkownika

Tekst, ktéry trzeba wprowadzi¢ do interfejsu uzytkownika, jest oznaczony czcionka o stailej

szerokosci.

Tabela -1 Objasnienie sktadni polecei wprowadzanych przez uzytkownika

Element

Opis

Tekst bez nawiasdw

Elementy, ktdre trzeba wprowadzi¢ doktadnie tak, jak sa pokazane

<Tekst wewnatrz nawiasdw
katowych>

Miejsce zarezerwowane na warto$¢ do wprowadzenia; pomin nawiasy

[Tekst wewnatrz nawiasdw
kwadratowych]

Elementy opcjonalne; pomin nawiasy

{Tekst wewnatrz nawiasdw
klamrowych}

Zbiér elementodw, z ktorych trzeba wybrac tylko jeden; pomin nawiasy

Separator elementoéw, z ktorych trzeba wybrac tylko jeden; pomin kreske pionowa

Elementy, ktére mozna lub trzeba powto6rzy¢; pomin wielokropek




iv Objasnienie sktadni polecen wprowadzanych przez uzytkownika



Spis tresci

T ROZPOCZECIE PrACY «ecceeeeeeeecneeennsesesssaessssesssssassssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssss 1
Wykonywanie 0dzySKiwania SIECIOWEGO ......cc.eccveeeeeieeeeeieeeeereeceeeteeeeete e e e teeeseseeseseseesessesssessessessessessssssesnseses 1
Wykonywanie odzyskiwania z dySKU LOKAINEGO .........ccveeeeieereeeieeeeeeeeereereeeceee et e eseesseeeseeessesessesssesessessssesssennes 1

2 Tworzenie 0Drazu firMOWEGO0 ........cceeeeeeeeeeeceeecnccencncceencsseracssssensssssssssssensssssssssssssssssssnssssssssssssnssssssnssssansassssnnass 3
WYIMAGANIA ...eeieeicieeeeeteccee e et e rte s see s et e s sae e et e e sae s e e e e s e s et e e ssesssa e e sessseaassesesaeassesseesssesnseessseesseenssessseesseesassenssesnn 3
TWOTZENIE ODFAZU ...ttt ettt et et et et et et st et e se et st e e e ssesaese s et et et et e st et et eatenaesesasensesaesannn 3

Przyktad 1: Tworzenie obrazu w oparciu o obraz instalacyjny systemu Microsoft Windows ............ 3
Przyktad 2: Tworzenie obrazu na podstawie systemu 0dniesienia ........ccceeveeeeeereereeereereeeseeseeereenenns 5
DZIELENIE ODIAZU ...ttt st et ettt et et et et st e e e e sse e sessessesaese st enteneeseeneen 6
TWOIZENIE MANIFESTU ..eveuitiiteireeteeertee ettt ettt ettt et s st st st st s et et et s s eatsse st ese st esastesestesensenessanensen 6
GENErOWANIE MANIFESTU .....eruetreetreeteetrcete sttt ettt st et et e et e e e e e ee e et sae st s et sens 7
Generowanie podpiSU MANIFESTU ......cc.eeceeeieeeeeeeee ettt s e re s e e s e s sae s 8
HOSEING PLKOW ...ttt et e et e et e s ae e e e e e se e e e e e aesessesess e ss e s sseessas st ensseessesaseaensasassesnseenssens 9
Inicjowanie SYStEMOW AOCELOWYCKH ........eeeeeeeeeeeeeeeeectee et ee e ree e ree e e ee e e ae e e ese s e esseessessesssenseessensesssenssensens 9
Loy ATV P4 VAT = 10T o] o] o] T=T 1 3T 1 9

3 Korzystanie z narzedzia HP Sure Recover Agent wewnatrz firmowej zapory sieCiowej .....ccccceeeeeecrneecccnees wee 11
Instalowanie agenta HP SUME RECOVET ...ttt cteeetee e et ee e e eeessee s e e e e st e s eseessaessseesssesesasssaessssesnsenen 11

4 Praca z biblioteka HP Client Management Script Library (CMSL) .......ccccceericcccnnnnaecnnneecccssssssssnssssssssssssssssssssssnnes 13
Przyktad generowania kluczy przy uzyciu Nnarzedzia OPenSSL ... et ee e s 15

Zatacznik A ROZWIQZyWanie ProblemMOW ......cceeecieeeeeeeecciieeennenesssseeesssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssss 18
Niepowodzenie partyCioONOWANIA AYSKU ........oceiieiieeeeceecceec ettt cee e ree e cae e e e e s seesae s se s e e e e saesesaesssaesneas 18
Dziennik audytu oprogramowania UKtQdOWEGO ........c.ceeeeeeeeeeeeeeceee e te et se s e e ese s s e s e s sae e e e saeesennnan 18
Dziennik zdarzen SYStEMU WINAOWS .........ooceeeereieeieeeteeseeeeeeesteeeseeeseeseseeaesessessaseessessssssssesssssessesssssessesssessssen 18

HP Secure Platform Management (identyfikator Zrodta = 84h) ..........o.cueeeeeeeeeeeeeeeececeeerceeee s 18



vi



1 Rozpoczecie pracy

Oprogramowanie HP Sure Recover pomaga bezpiecznie zainstalowac system operacyjny z sieci przy
minimalnym udziale uzytkownika. Systemy z oprogramowaniem HP Sure Recover z funkcja Embedded
Reimaging obstugujg réwniez instalacje z lokalnego urzadzenia pamieci masowe;j.

M WAZNE: Przed skorzystaniem z oprogramowania HP Sure Recover nalezy wykona¢ kopie zapasowa danych.
Proces przetwarzania obrazu sformatuje dysk, co spowoduje utrate danych.

Obrazy odzyskiwania dostarczane przez firme HP zawierajg podstawowy instalator systemu Windows 10°®.
Opcjonalnie oprogramowanie HP Sure Recover moze zainstalowac¢ zoptymalizowane sterowniki do urzadzen
HP. Obrazy odzyskiwania HP zawierajg tylko agenty odzyskiwania danych dostarczane z systemem Windows
10, takie jak ustuga OneDrive. Korporacje mogg tworzy¢ wtasne niestandardowe obrazy w celu dodania
ustawien firmowych, aplikacji, sterownikow i agentéw odzyskiwania danych.

Agent odzyskiwania systemu operacyjnego wykonuje czynnosci niezbedne do zainstalowania obrazu
odzyskiwania. Agent odzyskiwania dostarczony przez firme HP wykonuje typowe czynnosci, takie jak
partycjonowanie, formatowanie i wyodrebnianie obrazu odzyskiwania do urzadzenia docelowego. Ze wzgledu
na to, ze agent odzyskiwania HP jest dostepny w witrynie hp.com, potrzebny jest dostep do Internetu, chyba
ze system jest wyposazony w wbudowang funkcje tworzenia obrazéw. Korporacje moga rowniez udostepniac
agenta odzyskiwania HP wewnatrz zapory lub tworzy¢ niestandardowe agenty odzyskiwania w przypadku
bardziej skomplikowanych $rodowisk odzyskiwania.

Oprogramowanie HP Sure Recover mozna uruchomi¢ w przypadku braku systemu operacyjnego.
Oprogramowanie HP Sure Recover mozna réwniez uruchamiac¢ zgodnie z harmonogramem, na przyktad w
celu upewnienia sie, ze ztosliwe oprogramowanie zostato usuniete. Te ustawienia mozna konfigurowac przy
uzyciu narzedzia HP Client Security Manager (CSM), zestawu Manageability Integration Kit (MIK) lub biblioteki
HP Client Management Script Library.

Wykonywanie odzyskiwania sieciowego

[:?’”r UWAGA: W celu wykonania odzyskiwania sieciowego nalezy uzy¢ potaczenia przewodowego. Firma HP
zaleca utworzenie kopii zapasowej waznych plikow, danych, zdje¢, filmow itd. przed skorzystaniem z
oprogramowania HP Sure Recover, aby zapobiec utracie danych.

1. Komputer kliencki nalezy podtaczy¢ do sieci, w ktérej dostepny jest punkt dystrybucji HTTP lub FTP.
2. Uruchom ponownie komputer kliencki, a gdy zostanie wysSwietlone logo HP, naciénij klawisz f11.

3.  Wybierz opcje Restore from network (0dzyskaj z sieci).

Wykonywanie odzyskiwania z dysku lokalnego

Jesli komputer kliencki obstuguje wbudowane tworzenie obrazéw, a w zastosowanych zasadach wtgczono
opcje pobierania obrazu zgodnie z harmonogramem, obraz zostanie pobrany do komputera klienckiego o
zaplanowanej godzinie. Po pobraniu obrazu do komputera klienckiego uruchom go ponownie, aby skopiowac
obraz do urzadzenia pamieci masowej funkcji Embedded Reimaging.

Wykonywanie odzyskiwania sieciowego 1
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Aby wykona¢ odzyskiwanie lokalne za pomoca obrazu na urzadzeniu pamieci masowej funkcji Embedded
Reimaging:

1. Uruchom ponownie komputer kliencki, a gdy zostanie wyswietlone logo HP, nacisnij klawisz f11.
2. Wybierz opcje Restore from local drive (Przywrdc z dysku lokalnego).

Na komputerach z funkcjg Embedded Reimaging nalezy skonfigurowa¢ harmonogram pobierania i uzy¢
agenta pobierania w celu sprawdzania aktualizacji. Agent pobierania jest dostarczany z dodatkiem HP Sure
Recover Plug-in do narzedzia HP Client Security Manager i mozna go réwniez skonfigurowac¢ w zestawie MIK.
Instrukcje dotyczace korzystania z zestawu MIK mozna znalez¢ na stronie https://www.hp.com/go/
clientmanagement.

Mozna rowniez utworzy¢ zaplanowane zadanie, aby skopiowac¢ agenta do partycji SR_AED i obraz do partycji
SR_IMAGE. Nastepnie przy uzyciu biblioteki HP Client Management Script Library mozna wystac¢ zdarzenie
ustugi informujace system BIOS o koniecznosci weryfikacji zawartosci i wykonania kopii na urzadzeniu
pamieci masowej funkcji Embedded Reimaging podczas kolejnego ponownego uruchomienia.

Rozdziat 1 Rozpoczecie pracy
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2 Tworzenie obrazu firmowego

Wiekszos¢ firm uzywa narzedzia Microsoft Deployment Tools , zestawu Windows 10 Assessment and
Deployment lub obu tych rozwigzan w celu tworzenia plikdw zawierajgcych obraz w formacie pliku archiwum
Windows Imaging (WIM).

Wymagania

Najnowsza wersja zestawu Windows 10 Assessment and Deployment Kit (Windows ADK)
PowerShell
OpenSSL (lub inne rozwiagzanie do tworzenia pary kluczy prywatnych/publicznych RSA)

Stuzy do generowania pary kluczy RSA uzywanej do zabezpieczenia integralnosci tworzonego i
udostepnianego obrazu firmowego.

Serwerowe rozwigzanie hostingowe (takie jak Microsoft Internet Information Services [I1S])

Tworzenie obrazu

Przed rozpoczeciem procesu tworzenia obrazu skonfiguruj dziatajgcy system lub zbuduj system z
zainstalowanymi wymaganymi narzedziami do przetwarzania obrazu, zgodnie z ponizszymi instrukcjami:

1.

Jako Administrator otwdrz wiersz polecenia srodowiska Deployment and Imaging Tools
Environment (zainstalowanego z narzedziami do wdrazania z zestawu ADK dla systemu Windows).

Utworz obszar tymczasowy dla obrazu przy uzyciu nastepujacego polecenia:
mkdir C:\staging
Utworz obraz przy uzyciu jednego z nastepujacych przyktadow:

Przyktad 1: Tworzenie obrazu w oparciu o obraz instalacyjny systemu Microsoft Windows
na stronie 3

Przyktad 2: Tworzenie obrazu na podstawie systemu odniesienia na stronie 5

Przyktad 1: Tworzenie obrazu w oparciu o obraz instalacyjny systemu Microsoft

Windows
1.

Zamontuj lub otwdrz obraz instalacyjny systemu Microsoft Windows (z pliku ISO firmy Microsoft lub HP
0SDVD).

Z zamontowanego obrazu instalacyjnego systemu Windows skopiuj plik install.wim do obszaru
tymczasowego przy uzyciu nastepujgcego polecenia:

robocopy <M:>\sources C:\staging install.wim

[%9 UWAGA: Litera <M:> oznacza zamontowany naped. Zastap jg prawidtowa literg napedu.

3.

Zmien nazwe pliku install.wim na nazwe pliku obrazu (,,my-image” w tym przyktadzie) przy uzyciu
nastepujacego polecenia:

ren C:\staging\install.wim <my-image>.wim

Wymagania



(Opcjonalnie) Oprogramowanie HP Sure Recover obejmuje funkcje odzyskiwania okreslonej wers;ji z
obrazu wieloindeksowego opartego na wersji systemu Windows, dla ktdrej pierwotnie uzyskano licencje
dla systemu docelowego HP w fabryce. Ten mechanizm dziata, jesli indeksy sg nazwane prawidtowo.
Jesli obraz instalacji systemu Windows pochodzi z obrazu HP 0SDVD, prawdopodobnie masz obraz
zawierajgcy wiele wersji. Jesli to zachowanie jest niepozadane i chcesz mie¢ pewnos¢, ze jedna
konkretna wersja jest uzywana we wszystkich systemach docelowych, upewnij sie, ze obraz instalacyjny
zawiera tylko jeden indeks.

4. Sprawdz zawartos¢ obrazu instalacyjnego za pomocg nastepujgcego polecenia:
dism /Get-ImageInfo /ImageFile:C:\staging\<my-image>.wim

Ponizej przedstawiono przyktadowe dane wyjsciowe z obrazu instalacyjnego obstugujacego pie¢ wers;ji
(do dopasowania na podstawie systemu BIOS poszczegolnych systeméw docelowych):

Szczeg6ty obrazu: my-image.wim

Indeks: 1

Nazwa: CoreSingleLanguage

Opis: Windows 10 May 2019 Update - Home Single Language Edition

Rozmiar: 19,512,500, 682 bytes

Indeks: 2
Nazwa: Core
Opis: Windows 10 May 2019 Update - Home edition

Rozmiar: 19,512,500, 682 bytes

Indeks: 3
Nazwa: Professional
Opis: Windows 10 May 2019 Update- Professional Update

Rozmiar: 19.758,019,520 bytes

Indeks: 4
Nazwa: ProfessionalEducation
Opis: Windows 10 May 2019 Update - Professional Education edition

Rozmiar: 19, 758,019, 480 bytes

Indeks: 5
Nazwa: ProfessionalWorkstation
Opis: Windows 10 May 2019 Update - Professional Workstation edition

Rozmiar: 19, 758,023,576 bytes

ﬁ/f UWAGA: Jesliistnieje tylko jeden indeks, obraz jest uzywany do odzyskiwania niezaleznie od jego
nazwy. Rozmiar pliku obrazu moze by¢ wiekszy niz przed usunieciem.
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5. Jesli zachowanie zwigzane z dostepnoscig wielu wersji jest niepozadane, usun poszczegoélne
niepotrzebne indeksy.

Jak pokazano na ponizszym przyktadzie, jesli potrzebna jest tylko wersja Professional (przy zatozeniu
posiadania licencji dla wszystkich systemow docelowych), usun indeksy 5, 4, 2 i 1. Za kazdym razem,
gdy usuwany jest indeks, numery indeksu sa ponownie przypisywane. Dlatego nalezy usuwa¢ numery
indeksu w kolejnosci od najwyzszego do najnizszego. Uruchom polecenie Get-ImageInfo po kazdym
usunieciu, aby wizualnie potwierdzi¢, ktéry indeks ma zostac¢ usuniety w nastepnej kolejnosci.

dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:5
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:4
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:?2
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:1

Wybierz tylko jeden indeks wersji (na przyktad Professional). Jesli istnieje tylko jeden indeks, obraz jest
uzywany do odzyskiwania niezaleznie od jego nazwy. Nalezy pamietac, ze rozmiar pliku obrazu moze
by¢ wiekszy niz przed usunieciem, ze wzgledu na sposéb modyfikacji metadanych WIM i normalizacji
zawartosci.

6. (Opcjonalnie) Aby dotaczy¢ sterowniki do firmowego obrazu odzyskiwania, wykonaj nastepujace
czynnosci:

a. Zamontuj obraz w pustym folderze przy uzyciu nastepujacych polecen:
mkdir C:\staging\mount

dism /Mount-Wim /WimFile:C:\staging\my-image.wim /MountDir:C:
\staging\mount /Index:1

b. Zamontuj odpowiedni obraz HP Windows 10 Driver DVD (DRDVD) dla obstugiwanego systemu
docelowego. Z zamontowanego nosnika ze sterownikami skopiuj podfoldery sterownikéw do
obszaru tymczasowego za pomoca nastepujacego polecenia:

robocopy /E <M:>\SWSETUP\DRV C:\staging\mount\SWSETUP\DRV

[17? UWAGA: Litera <M: > oznacza zamontowany naped. Zastap jg prawidtowa literg napedu.

Mozesz dotaczy¢ dodatkowe sterowniki w plikach .inf, umieszczajac je w folderze C:\staging\mount
\SWSETUP\DRV. Aby dowiedziec sie, w jaki sposob ta zawartos¢ jest przetwarzana przez
oprogramowanie HP Sure Recover przy uzyciu funkcjidism /Add-Driver /Recurse,zobacz
punkt ,,Dodawanie sterownikéw do obrazu offline systemu Windows i usuwanie ich” w
nastepujgcym temacie: https://docs.microsoft.com/en-us/windows-hardware/manufacture/
desktop/add-and-remove-drivers-to-an-offline-windows-image.

Ta funkcja nie obstuguje sterownikéw w plikach .exe, ktére wymagaja uruchomienia aplikaciji.
€.  Zapisz zmiany i odmontuj obraz przy uzyciu nastepujacego polecenia:

dism /Unmount-Wim /MountDir:C:\staging\mount /Commit

Wynikowy plik obrazu to: C:\staging\my-image.wim.

d. Przejdz nastrone Dzielenie obrazu na stronie 6.

Przyktad 2: Tworzenie obrazu na podstawie systemu odniesienia

1. Utwérz rozruchowy nosnik USB srodowiska WinPE.

Tworzenie obrazu
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[%f UWAGA: Informacje na temat dodatkowych sposobéw przechwytywania obrazu zawiera
dokumentacja zestawu ADK.

Upewnij sie, ze na urzadzeniu USB jest wystarczajaca ilos¢ wolnego miejsca do zapisania
przechwyconego obrazu systemu odniesienia.

2. Utworz obraz w systemie odniesienia.

3. Przechwy¢ obraz, uruchamiajgc system odniesienia przy uzyciu nosnika USB srodowiska WinPE, a
nastepnie uzyj narzedzia DISM.

[17? UWAGA: Litera <U:> oznacza naped USB. Zastap jg prawidtowa literg napedu.

Edytuj czes¢ nazwy pliku ,,my-image” i opis <my-image> zaleznie od potrzeb.

dism /Capture-Image /ImageFile:<U:><\my-image>.wim /CaptureDir:C:\ /
Name:<My Image>

4. Skopiuj obraz z urzadzenia USB do obszaru tymczasowego w systemie roboczym przy uzyciu
nastepujgcego polecenia:

robocopy <U:>\ C:\staging <my-image>.wim
Powinien istnie¢ nastepujacy plik obrazu: C:\staging\my-image.wim.

5. Przejdz na strone Dzielenie obrazu na stronie 6.

Dzielenie obrazu

Firma HP zaleca dzielenie obrazu na mniejsze pliki w celu zwiekszenia niezawodnosci pobierania przez sie¢
przy uzyciu nastepujacego polecenia:

dism /Split-Image /ImageFile:C:\staging\<my-image>.wim /SwmFile:C:\staging
\<my-image>.swm /FileSize:64

[%9 UWAGA: Wartosc FileSize jest wyswietlana w megabajtach. Edytuj je w razie potrzeby.

[’_%f’ UWAGA: Ze wzgledu na sposadb dziatania algorytmu dzielenia narzedzia DISM rozmiary wygenerowanych
plikdw SWM mogg by¢ mniejsze lub wieksze niz deklarowany rozmiar pliku.

Tworzenie manifestu

Pliki manifestu nalezy tworzy¢ w formacie UTF-8 bez BOM (Byte Order Mark).

Mozna zmieni¢ nazwe pliku manifestu (custom.mft) uzytg w ponizszych procedurach, ale nie nalezy zmienia¢
rozszerzen .mft i .sig, a nazwy plikéw manifestu i podpisu muszg by¢ zgodne. Na przyktad mozna zmieni¢
pare (custom.mft, custom.sig) na (myimage.mft, myimage.sig).

Wiasciwos¢ mft version stuzy do okreslania formatu pliku obrazu i obecnie musi mie¢ wartos¢ 1.

Wiasciwos¢ image version jest uzywana w celu okreslenia, czy dostepna jest nowsza wersja obrazu, oraz
w celu zapobiegniecia instalacji starszych wersiji.

Obie wartos$ci musza by¢ 16-bitowymi liczbami catkowitymi bez podpisu, a separatorem wierszy w manifescie
musiby¢ ,\r\n” (CR + LF).

6 Rozdziat2 Tworzenie obrazu firmowego



Generowanie manifestu

Podzielony obraz moze obejmowac kilka plikow, dlatego nalezy wygenerowaé manifest za pomoca skryptu
programu PowerShell.

Wszystkie pozostate czynnosci nalezy wykonywac w folderze C:\staging.

CD /D C:\staging

1.

Utworz skrypt programu PowerShell za pomocg edytora, ktéry moze wygenerowac plik tekstowy w
formacie UTF-8 bez BOM, uzywajac nastepujgcego polecenia: notepad C:\staging\generate-
manifest.psl

Utworz nastepujacy skrypt:
SmftFilename = "custom.mft"

$imageVersion = 1907 (Uwaga: Moze to by¢ 16-bitowa liczba catkowita).

S$header = "mft version=1, image version=SimageVersion"
Out-File -Encoding UTF8 -FilePath SmftFilename -InputObject S$header
SswmFiles = Get-ChildItem "." -Filter "*.swn"

SToNatural = { [regex]::Replace($ , '\d*\....$',

{ $Sargs[0].Value.PadLeft (50) }) }

SpathToManifest = (Resolve-Path ".").Path
Stotal = $swmFiles.count
Scurrent = 1

$SswmFiles | Sort-Object $ToNatural | ForEach-Object {

Write-Progress
-Activity "Generating manifest"
-Status "Scurrent of Stotal (S )"

-PercentComplete (Scurrent / S$total * 100)

ShashObject = Get-FileHash -Algorithm SHA256 -Path $ .FullName
SfileHash = $hashObject.Hash.ToLower ()
$filePath = S$hashObject.Path.Replace ($SpathToManifest + "'\', ''")

$fileSize = (Get-Item $_.FullName) .length

SmanifestContent = "$fileHash $filePath $fileSize"

Tworzenie manifestu
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Out-File -Encoding utf8 -FilePath $mftFilename -InputObject
SmanifestContent -Append

Scurrent = Scurrent + 1

}

[%r UWAGA: Manifesty dla oprogramowania HP Sure Recover nie mogg zawiera¢ BOM, dlatego ponizsze

polecenia zapisujg ponownie plik w formacie UTF8 bez BOM.

Scontent = Get-Content $mftFilename
Sencoding = New-Object System.Text.UTF8Encoding S$False

[System.IO.File]::WriteAllLines ($SpathToManifest + '\' + $mftFilename,
Scontent, S$encoding)

Zapisz skrypt.
Uruchom skrypt.

powershell .\generate-manifest.psl

Generowanie podpisu manifestu

Oprogramowanie Sure Recover weryfikuje agenta i obraz przy uzyciu podpiséw kryptograficznych. W
ponizszych przyktadach uzyto pary kluczy prywatnego/publicznego w formacie PEM X.509

(rozszerzenie .PEM). Dostosuj odpowiednio polecenia, aby uzy¢ plikéw binarnych certyfikatow DER
(rozszerzenie .CER lub .CRT), certyfikatow PEM z szyfrowaniem BASE-64 (rozszerzenie .CER lub .CRT) lub
plikdw PEM PKCS1 (rozszerzenie .PEM). W tym przyktadzie uzywane jest réwniez narzedzie OpenSSL, ktore
generuje podpisy w formacie big-endian. Do podpisywania manifestdw mozna uzy¢ dowolnego narzedzia, ale
niektdre wersje systemu BIOS obstuguja tylko podpisy w formacie little-endian.

1.

Wygeneruj 2048-bitowy klucz prywatny RSA przy uzyciu nastepujacego polecenia. Jesli masz pare
2048-bitowych kluczy RSA prywatnych/publicznych w formacie pem, skopiuj je do folderu C:\staging, a
nastepnie przejdz do kroku 3.

openssl genrsa -out my-recovery-private.pem 2048

Wygeneruj klucz publiczny z klucza prywatnego (jesli masz klucz publiczny odpowiadajacy Twojemu
kluczowi prywatnemu w formacie PEM, skopiuj go do folderu C:\staging), uzywajac nastepujacego
polecenia:

openssl rsa -in my-recovery-private.pem -pubout -out my-recovery-
public.pem

Utworz plik podpisu (przy uzyciu wartosci skrotu sha256) w oparciu o 2048-bitowy klucz prywatny RSA
z kroku 1 przy uzyciu nastepujacego polecenia:

openssl dgst -sha256 -sign my-recovery-private.pem -out custom.sig
custom.mft

Sprawdz plik podpisu, korzystajac z klucza publicznego w poprzednim kroku, przy uzyciu nastepujgcego
polecenia:

openssl dgst -sha256 -verify my-recovery-public.pem -signature
custom.sig custom.mft

Rozdziat2 Tworzenie obrazu firmowego



B UWAGA:

Jesli chcesz tylko utworzy¢ plik podpisu, wymagane sg kroki 11 3.

W przypadku oprogramowania HP Sure Recover minimalne wymagane kroki to 1, 2 i 3. Do zainicjowania
systemu docelowego potrzebny jest klucz publiczny z kroku 2.

Krok 4 jest opcjonalny, ale zaleca sie, aby plik sygnatury i plik manifestu zostaty prawidtowo
zweryfikowane.

Hosting plikow

Na serwerze nalezy udostepnic nastepujace pliki z folderu C:\staging:

*.swm
custom.mft (lub nazwa pliku wybrana dla pliku manifestu)

custom.sig (lub zgodna nazwa pliku wybrana dla pliku podpisu)

[:?’”r UWAGA: Jeslikorzystasz z ustug IIS jako rozwigzania hostingu, musisz skonfigurowa¢ wpisy MIME, aby

zawieraty nastepujgce rozszerzenia, z ktorych wszystkie muszg by¢ skonfigurowane jako ,,application/octet-
stream:”

.mft
.Sig
.swm

.wim

Inicjowanie systeméw docelowych

Systemy docelowe mozna zainicjowaé przy uzyciu biblioteki HP Client Management Script Library, narzedzia
HP Client Security Manager (CSM)/Sure Recover lub zestawu Manageability Integration Kit (MIK)
(https://www.hp.com/go/clientmanagement).

W tym celu nalezy poda¢ nastepujgce informacje:

1.

Adres URL pliku manifestu udostepnionego w poprzedniej sekgji (http://twoj_serwer.domena/sciezka/
custom.mft)

Klucz publiczny stuzacy do weryfikacji utworzonego wczesniej pliku podpisu (na przyktad C:\staging
\my-recovery-public.pem).

Rozwigzywanie problemoéw

Jesli pojawi sie komunikat dotyczacy niepowodzenia weryfikacji zabezpieczen niestandardowego procesu
odzyskiwania, sprawdz nastepujace elementy:

1.
2.
3.

Manifest musi by¢ w formacie UTF-8 bez BOM.
Sprawdz skroty plikow.

Upewnij sie, ze system zostat zainicjowany przy uzyciu klucza publicznego odpowiadajgcego kluczowi
prywatnemu uzytemu do podpisania manifestu.

Hosting plikow
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4. Wymagane typy mime serwerallSto application/octet-stream.

5. Sciezki plikéw w manifeécie musza zawiera¢ petna $ciezke do katalogu najwyzszego poziomu
zawierajgcego obraz widziany z systemu klienckiego. Ta $ciezka nie jest petng Sciezka, w ktorej zapisane
sg pliki w punkcie dystrybucji.

10 Rozdziat2 Tworzenie obrazu firmowego



3 Korzystanie z narzedzia HP Sure Recover
Agent wewnatrz firmowej zapory sieciowej

Narzedzie HP Sure Recover Agent moze by¢ udostepniane w intranecie firmowym. Po zainstalowaniu pakietu
HP Sure Recover SoftPaq skopiuj pliki agenta z katalogu agenta HP Sure Recover z lokalizacji instalacji do
punktu dystrybucji HTTP lub FTP. Nastepnie zainicjuj system kliencki przy uzyciu adresu URL punktu
dystrybucji i klucza publicznego HP 0 nazwie hpsr agent public_ key.pem, ktdry jest dostarczany z
pakietem SoftPaq agenta HP Sure Recover.

Instalowanie agenta HP Sure Recover

1.
2.
3.

Pobierz agenta HP Sure Recover i wyodrebnij pliki do punktu dystrybucji HTTP lub FTP.
Ustaw odpowiednie uprawnienia do plikow w punkcie dystrybuciji.

W przypadku korzystania z ustug IIS (Internet Information Services) utworz typy MIME application/octet-
stream dla nastepujgcych formatdow plikéw:

°
e .wim
e .swm
e .mft
e .sig

o efi

e .sdi

@ WAZNE: Ponizsze kroki opisuja inicjowanie oprogramowania Sure Recover przy uzyciu rozwigzania

SCCM. Przyktady inicjowania oprogramowania Sure Recover przy uzyciu biblioteki HP Client Management
Script Library zawiera Praca z bibliotekg HP Client Management Script Library (CMSL) na stronie 13.

Uruchom rozwigzanie SCCM, przejdz do obszaru HP Client Security Suite, a nastepnie wybierz strone HP
Sure Recover.

r_ﬁ”f UWAGA: Adres URL punktu dystrybucji obejmuje protokot FTP lub HTTP jako protokét transmisiji.

Zawiera rowniez petng $ciezke do katalogu najwyzszego poziomu z manifestem agenta HP Sure Recover
widzianym z systemu klienta. Ta Sciezka nie jest petng Sciezka do miejsca zapisu plikow w punkcie
dystrybucji.

W sekcji Platform Image (Obraz platformy) wybierz opcje Corporation (Korporacja), aby odzyskac
niestandardowy obraz systemu operacyjnego z firmowego punktu dystrybucji. Wprowadz adres URL
podany przez administratora IT w polu wprowadzania Image Location URL (Adres URL lokalizacji
obrazu). Wprowadz klucz publiczny hpsr _agent public_ key.pemw polu Image Verification
(Weryfikacja obrazu).

[%Y UWAGA: Niestandardowy adres URL obrazu musi zawiera¢ nazwe pliku manifestu obrazu.

Instalowanie agenta HP Sure Recover
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6. W sekcji Recovery Agent (Agent odzyskiwania) wybierz opcje Corporation (Korporacja), aby uzy¢
niestandardowego agenta odzyskiwania lub agenta odzyskiwania HP z firmowego punktu dystrybucji.
Wprowadz adres URL podany przez administratora IT w polu wprowadzania Agent Location URL (Adres
URL lokalizacji agenta). Wprowadz klucz publiczny hpsr agent public key.pemw polu
wprowadzania Agent Verification Key (Klucz weryfikacji agenta).

EEK))

& UWAGA: Nie dodawaj nazwy pliku manifestu agenta do adresu URL, poniewaz system BIOS wymaga,
aby byt nazwany recovery.mft.

7. Po zastosowaniu zasad do systemu klienckiego uruchom go ponownie.

8. Podczas wstepnego inicjowania wyswietlany jest monit o wprowadzenie 4-cyfrowego kodu
zabezpieczajgcego w celu ukonczenia aktywacji oprogramowania HP Sure Recover. Aby uzyskac wiecej
informacji przejdz do witryny hp.com i wyszukaj opracowanie techniczne dotyczace zestawu HP
Manageability Integration Kit (MIK) dla rozwigzania Microsoft System Center Manager.

Po pomyslnym ukonczeniu aktywacji oprogramowania HP Sure Recover niestandardowy adres URL
zastosowany do zasad jest wyswietlany w menu ustawien oprogramowania HP Sure Recover w systemie
BIOS.

Aby potwierdzi¢ powodzenie aktywacji, uruchom ponownie komputer i po wyswietleniu logo HP nacisnij
klawisz f10. Wybierz opcje Advanced (Zaawansowane), wybierz oprogramowanie HP Sure Recover i wybierz
opcje Recovery Agent (Agent odzyskiwania), a nastepnie wybierz opcje URL (Adres URL).

12 Rozdziat3 Korzystanie z narzedzia HP Sure Recover Agent wewnatrz firmowej zapory sieciowej



Praca z biblioteka HP Client Management
Script Library (CMSL)

Biblioteka HP Client Management Script Library umozliwia zarzadzanie ustawieniami oprogramowania HP
Sure Recover przy uzyciu programu PowerShell. Ponizszy przyktadowy skrypt prezentuje sposéb inicjowania
oprogramowania HP Sure Recover, okreslania jego stanu, zmieniania jego konfiguracji i anulowania jego
inicjowania.

[%9 UWAGA: Niektore polecenia przekraczajg dtugos¢ wiersza tego podrecznika, ale muszg by¢ wprowadzane w
jednym wierszu.

SErrorActionPreference = "Stop"

Spath = 'C:\test keys'
$ekpw — nn
$ s ka — nn

Get-HPSecurePlatformState

try {
Write-host 'Provisioning Endorsement Key'
Sp = New-HPSecurePlatformEndorsementKeyProvisioningPayload
-EndorsementKeyPassword S$ekpw
-EndorsementKeyFile "S$path\kek.pfx"

Sp | Set-HPSecurePLatformPayload

Start-Sleep -Seconds 3

Write-host 'Provisioning signing key'

Sp = New-HPSecurePlatformSigningKeyProvisioningPayload
-EndorsementKeyPassword S$Sekpw
-EndorsementKeyFile "S$path\kek.pfx"
-SigningKeyFile "S$path\sk.pfx"

Sp | Set-HPSecurePLatformPayload
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Sp = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$Spath\sk.pfx"
-Image OS
-ImageKeyFile "S$path\os.pfx"
-username test -password test
-url "http://www.hp.com/custom/image.mft"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword $skpw
-SigningKeyFile "S$path\sk.pfx"
-Image agent
-ImageKeyFile "$path\re.pfx"
-username test -password test
-url "http://www.hp.com/pub/pcbios/CPR"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverSchedulePayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-DayOfWeek Sunday,EveryWeek -Hour 13 -Minute 27 -WindowSize 30

Sp | Set-HPSecurePlatformPayload

Sp = New-HPSureRecoverConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-0SImageFlags NetworkBasedRecovery
-AgentFlags DRDVD

Sp | Set-HPSecurePlatformPayload

Get-HPSureRecoverState -all

Get-HPSecurePlatformState
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finally {
Write-Host 'Deprovisioning Sure Recover'
Start-Sleep -Seconds 3
Sp = New-HPSureRecoverDeprovisionPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"

Sp | Set-HPSecurePlatformPayload

Start-Sleep -Seconds 3

Write-host 'Deprovisioning P21’

Sp = New-HPSecurePlatformDeprovisioningPayload
-verbose
-EndorsementKeyPassword S$Spw
-EndorsementKeyFile "$Path\kek.pfx"

Sp | Set-HPSecurePlatformPayload

Write-Host 'Final secure platform state:'

Get-HPSecurePlatformState

Przyktad generowania kluczy przy uzyciu narzedzia OpenSSL

Klucze prywatne nalezy przechowywaé w bezpiecznym miejscu. Klucze publiczne beda uzywane do walidacjii
muszg zosta¢ podane podczas inicjowania. Te klucze muszg mie¢ dtugos¢ 2048 bitow i uzywac¢ wyktadnika
0x10001. Zastap temat w przyktadach informacjami o swojej organizacji.

Ustaw nastepujgcg zmienng srodowiskowa przed kontynuowaniem:

set OPENSSL CONF=<path>\openssl.cnf

# Tworzenie certyfikatu gtdéwnego CA z podpisem wiasnym na potrzeby
testowania

openssl req -sha256 -nodes -x509 -newkey rsa:2048 -keyout ca.key -out
ca.crt -subj

"/C=US/ST=State/L=City/0O=Company/0OU=0rg/CN=www.example.com"

# Tworzenie certyfikatu poreczenia klucza

openssl reqg -sha256 -nodes -newkey rsa:2048 -keyout kek.key -out kek.csr -
subj
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"/C=US/ST=State/L=City/0O=Company/0OU=0rg/CN=www.example.com"

openssl x509 -req -sha256 -in kek.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out kek.crt

openssl pkcsl2 -inkey kek.key -in kek.crt -export -out kek.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

# Tworzenie klucza podpisywania polecen

openssl req -sha256 -nodes -newkey rsa:2048 -keyout sk.key -out sk.csr -
subj "/C=US/ST=State/L=City/0O=Company/0OU=0rg/CN=www.example.com"

openssl x509 -reg -sha256 -in sk.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out sk.crt

openssl pkcsl2 -inkey sk.key -in sk.crt -export -out sk.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

openssl pkcsl2 -in sk.pfx -clcerts -nokeys -out sk public.pem -passin
pass:

# Tworzenie klucza podpisywania obrazu

openssl req -sha256 -nodes -newkey rsa:2048 -keyout os.key -out os.csr -
subj "/C=US/ST=State/L=City/0O=Company/0OU=0rg/CN=www.example.com"

openssl x509 -reg -sha256 -in os.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out os.crt

openssl pkcsl2 -inkey os.key -in os.crt -export -out os.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

Za pomocg tego polecenia mozna zarejestrowac manifest obrazu:

openssl dgst -sha256 -sign os.key -out image.sig image.mft

# Tworzenie klucza podpisywania agenta

openssl req -sha256 -nodes -newkey rsa:2048 -keyout re.key -out re.csr -
subj "/C=US/ST=State/L=City/0O=Company/0OU=0rg/CN=www.example.com"

openssl x509 -req -sha256 -in re.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out re.crt

openssl pkcsl2 -inkey re.key -in re.crt -export -out re.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

Za pomocg tego polecenia mozna zarejestrowac¢ manifest agenta:

openssl dgst -sha256 -sign re.key -out agent.sig agent.mft

Narzedzie OpenSSL generuje pliki podpiséw w formacie big-endian, ktéry nie jest obstugiwany przez niektore
wersje systemu BIOS, dlatego kolejno$¢ bajtow w pliku podpisu agenta moze wymaga¢ odwrocenia przed
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wdrozeniem. Wersje systemu BIOS obstugujgce kolejnos¢ bajtéw big-endian obstuguija réwniez kolejnos¢
bajtow little-endian.
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A Rozwigzywanie problemow

Niepowodzenie partycjonowania dysku

Niepowodzenie partycjonowania dysku moze wystapic, jesli partycja SR_AED lub SR_IMAGE jest zaszyfrowana
przy uzyciu funkcji Bitlocker. Partycje te sg zwykle tworzone z atrybutem gpt, ktéry uniemozliwia ich
szyfrowanie, ale jesli uzytkownik usunie i ponownie utworzy partycje lub utworzy je recznie na napedzie
fizycznym, agent Sure Recover nie moze ich usuna¢, a jego dziatanie zostaje zakonczone z powodu btedu
podczas ponownego dzielenia dysku na partycje. Uzytkownik musi je recznie usuna¢, uruchamiajac program
DiskPart, wybierajgc wolumin i wydajac zastepcze polecenie del vol lub podobne.

Dziennik audytu oprogramowania uktadowego

Informacje o zmiennych interfejsu EFl s nastepuijgce:

° GUID: {0xec8feb88, 0xbldl, O0x4f0f, {Oxab, 0x9f, 0x86, Oxcd, 0xb5, 0x3e,
Oxad, 0x45}}

° Nazwa: OsRecoveryInfolog

Interfejsy API istniejg w systemie Windows w celu odczytywania zmiennych interfejsu EFI lub umozliwiaja
zrzucanie zawartosci zmiennej do pliku za pomoca narzedzia dmpstore Srodowiska UEFI Shell.

Dziennik audytu mozna zrzuci¢ za pomocg polecenia Get-HPFirmwareAuditLog dostarczonego przez
biblioteke HP Client Management Script Library.

Dziennik zdarzen systemu Windows

Zdarzenia uruchomienia i zatrzymania oprogramowania Sure Recover sg wysytane do dziennika audytu
systemu BIOS, ktéry mozna wyswietli¢ w narzedziu Podglad zdarzen systemu Windows w dzienniku Sure
Start, jesli zainstalowane jest oprogramowanie HP Notifications. Informacje o tych zdarzeniach zawierajg date
i godzine, identyfikator zrodta, identyfikator zdarzenia oraz kod konkretnego zdarzenia. Na przyktad wpis

[fe 00 40 26 02 27 06 18 84 2a 02 01 00 30 f£2 c3] oznaczahiepowodzenie
odzyskiwania z powodu braku mozliwosci uwierzytelnienia manifestu o kodzie ¢3f 23000, ktore zostato
zarejestrowane o godzinie 2:26:40 w dniu 6/27/18.

[%9 UWAGA: Dzienniki te s zgodne z amerykanskim formatem daty miesigc/dzien/rok.

HP Secure Platform Management (identyfikator zrodta = 84h)
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Tabela A-1 HP Secure Platform Management

Identyfikator Liczba urzadzen Liczba zdarzen Opis Uwagi
zdarzenia: (wszystkie/ (wszystkie/
Daa$) Daa$)
40 256/178 943/552 Proces odzyskiwania systemu Uruchomiono odzyskiwanie
operacyjnego platformy zostat platformy.
uruchomiony przez oprogramowanie
uktadowe.
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Tabela A-1 HP Secure Platform Management (ciag dalszy)

Identyfikator Liczbaurzadzen Liczba zdarzen Opis Uwagi
zdarzenia: (wszystkie/ (wszystkie/
Daas$) Daa$)
41 221/147 588/332 Proces odzyskiwania systemu Ukonczono odzyskiwanie
operacyjnego platformy zostat platformy.

zakonczony pomyslnie.

42 54/42 252/156 Proces odzyskiwania systemu 0dzyskiwanie platformy nie
operacyjnego platformy nie powiddt sie.  powiodto sie.

Dziennik audytu oprogramowania uktadowego mozna pobrac przy uzyciu polecenia Get-HPFirmwareAuditLog

w bibliotece HP Client Management Script Library dostepnej na stronie http://www.hp.com/go/
clientmanagement. Zdarzenia HP Secure Platform Management o identyfikatorach 40, 41 i 42 zwracajg w
polu danych kody zdarzen, ktore oznaczajg wynik operacji oprogramowania Sure Recover. Na przyktad
nastepujacy wpis w dzienniku oznacza, ze pobieranie pliku manifestu lub podpisu przez oprogramowanie
Sure Recover nie powiodto sie z btedem o identyfikatorze btedu event_id 42 i danymi: 00:30:f1:c3, ktore
nalezy interpretowac jako warto$¢ dword 0xC3F13000 = MftOrSigDownloadFailed.

message number: 0

severity: Info

system state at event: SO

source id: HP Secure Platform Management
event id: 42

timestamp is exact: 1

timestamp: 5/27/2019 2:44:18 PM

description: The platform OS recovery process failed to complete
successfully.

data: 00:30:f1:c3

Pomyslne odzyskiwanie jest wyswietlane jako identyfikator zdarzenia event_id = 41 i dane: 00:00:00:00, na
przyktad:

Event Specific Codes

Success = 0x00000000
CatalogDownloadFailed = 0xC3F11000
message number: 0

severity: Info

system state at event: SO

source id: HP Secure Platform Management
event id: 41

timestamp is exact: 1

timestamp: 5/27/2019 2:55:41 PM

HP Secure Platform Management (identyfikator zrodta = 84h)
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description: The platform OS recovery process failed to complete
successfully.

data: 00:00:00:00

Oprogramowanie HP Sure Recover uzywa nastepujacych koddw zdarzen.

Tabela A-2 Kody zdarzen

Opis zdarzenia Kod zdarzenia
CatalogDownloadFailed 0xC3F11000
SignatureDownloadFailed 0xC3F12000
MftOrSigbownloadFailed 0xC3F13000
FtpHttpDownloadFailed 0xC3F14000
AwsDownloadFailed 0xC3F15000
AwsDownloadUnattendedFailed 0xC3F16000
UnableToConnectToNetwork 0xC3F17000
CatalogNotAuthenticated 0xC3F21000
FtpHttpDownloadHashFailed 0xC3F22000
ManifestDoesNotAuthenticate 0xC3F23000
CatalogVersionMismatch 0xC3F31000
CataloglLoadFailed 0xC3F32000
OsDvdDidNotResolvedToOneComponent 0xC3F33000
DriversDvdDidNotResolvedToOneComponent 0xC3F34000
ManifestFileEmptyOrInvalid 0xC3F41000
ListedFileInManifestNotFound 0xC3F42000
FailedToInstallDrivers 0xC3F51000
FailedToApplyWimImage 0xC3F52000
FailedToRegisterWimCallback 0xC3F53000
FailedToCreateDismProcess 0xC3F54000
BcdbootFailed 0xC3F55000
NoSuitableDiskFound 0xC3F56000
PartitoningFailed 0xC3F57000
DiskLayoutCreationFailed 0xC3F58000
UnexpectedProblemWithConfigJson 0xC3FF1000
SureRecoverdsonParsingFailed 0xC3FF2000
RebootRequestFailed 0xC3FF3000
UnableToReadConfigFile 0xC3FF4000
FailedToDetectWindowsPE 0xC3FF5000
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Not all features are available in all editions or
versions of Windows. Systems may require
upgraded and/or separately purchased
hardware, drivers, software or BIOS update to
take full advantage of Windows functionality.
Windows 10 is automatically updated, which is
always enabled. ISP fees may apply and
additional requirements may apply over time
for updates. See http://www.microsoft.com.

To access the latest user guides, go to
http://www.hp.com/support, and follow the
instructions to find your product. Then select
User Guides.

Software terms

By installing, copying, downloading, or
otherwise using any software product
preinstalled on this computer, you agree to be
bound by the terms of the HP End User License
Agreement (EULA). If you do not accept these
license terms, your sole remedy is to return the
entire unused product (hardware and software)
within 14 days for a full refund subject to the
refund policy of your seller.

For any further information or to request a full
refund of the price of the computer, please
contact your seller.


http://www.microsoft.com
http://www.hp.com/support

Safety warning notice

A WARNING! To reduce the possibility of heat-related injuries or of overheating the computer, do not place the
computer directly on your lap or obstruct the computer air vents. Use the computer only on a hard, flat
surface. Do not allow another hard surface, such as an adjoining optional printer, or a soft surface, such as
pillows or rugs or clothing, to block airflow. Also, do not allow the AC adapter to come into contact with the
skin or a soft surface, such as pillows or rugs or clothing, during operation. The computer and the AC adapter
comply with the user-accessible surface temperature limits defined by the International Standard for Safety
of Information Technology Equipment (IEC 60950).
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Processor configuration setting (select products only)

[Q" IMPORTANT: Select computer products are configured with an Intel® Pentium® N35xx/N37xx series or a
Celeron® N28xx/N29xx/N30xx/N31xx series processor and a Windows® operating system. If your computer
is configured as described, do not change the processor configuration setting in msconfig.exe from 4 or 2
processors to 1 processor. If you do so, your computer will not restart. You will have to perform a factory
reset to restore the original settings.
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Welcome

After you set up and register the computer, we recommend the following steps to get the most out of your
smart investment:

'9 TIP:  To quickly return to the computer Start screen from an open app or the Windows desktop, press

the Windows key == on your keyboard. Pressing the Windows key again will return you to the

previous screen.

e  Connect to the Internet—Set up your wired or wireless network so that you can connect to the Internet.
For more information, see Network connections on page 25.

° Update your antivirus software—Protect your computer from damage caused by viruses. The software
is preinstalled on the computer. For more information, see Using antivirus software on page 58.

e  Get to know your computer—Learn about your computer features. See Components on page 4 and
Navigating the screen on page 32 for additional information.

e Findinstalled software—Access a list of the software preinstalled on the computer:
Select the Start button.
—or-
Right-click the Start button, and then select Apps and Features.

e  Back up your hard drive by creating recovery discs or a recovery flash drive. See Backing up, restoring,
and recovering on page 65.




2

Finding information

To locate resources that provide product details, how-to information, and more, use this table.

Resource Contents

Setup Instructions e  Overview of computer setup and features
HP support ° Online chat with an HP technician

For HP support, go to http://www.hp.com/support. e  Support telephone numbers

e  Replacement parts videos (select products only)
e  Maintenance and service guides

° HP service center locations

Safety & Comfort Guide e  Proper workstation setup
To access this guide: e  Guidelines for posture and work habits that increase your comfort
and decrease your risk of injury
A Select the Start button, select HP Help and Support,
and then select HP Documentation. e  Electrical and mechanical safety information
—or—

A Select the Start button, select HP, and then select HP
Documentation.

—-or—

A Goto http://www.hp.com/ergo.

IMPORTANT: You must be connected to the Internet
to access the latest version of the user guide.

Regulatory, Safety and Environmental Notices

Important regulatory notices, including information about proper

battery disposal, if needed.
To access this document:

A Select the Start button, select HP Help and Support,
and then select HP Documentation.

-or—

A Select the Start button, select HP, and then select HP
Documentation.

Limited Warranty* e  Specific warranty information about this computer
To access this document:

A Select the Start button, select HP Help and Support,
and then select HP Documentation.

-or-—

A Select the Start button, select HP, and then select HP
Documentation.

-or-—

A Goto http://www.hp.com/go/orderdocuments.

IMPORTANT: You must be connected to the Internet
to access the latest version of the user guide.

*You can find your HP Limited Warranty located with the user guides on your product and/or on the CD or DVD provided in the box. In
some countries or regions, HP may provide a printed warranty in the box. For countries or regions where the warranty is not provided
in printed format, you can request a copy from http://www.hp.com/go/orderdocuments. For products purchased in Asia Pacific, you
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can write to HP at POD, PO Box 161, Kitchener Road Post Office, Singapore 912006. Include your product name, and your name, phone
number, and postal address.
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2 Components

Your computer features top-rated components. This chapter provides details about your components, where
they're located, and how they work.

Locating hardware

To find out what hardware is installed on your computer:
A Typedevice manager inthe taskbar search box, and then select the Device Manager app.
A list displays all the devices installed on your computer.

For information about system hardware components and the system BIOS version number, press fn+esc
(select products only).

Locating software

To find out what software is installed on your computer:
A Select the Start button.

Right-click the Start button, and then select Apps and Features.
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[:?’”r NOTE: Refer to the illustration that most closely matches your computer.
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Component Description
(1) SIM card slot or plug Supports a wireless subscriber identity module (SIM) card or
ol ' plug.

NOTE: All models have a SIM card slot and icon, but models

that do not have the HP Mobile Broadband Module, a wireless
wide area network (WWAN) device, installed at the factory are
shipped with a non-removable plug inserted into the slot.

combo jack earbuds, a headset, or a television audio cable. Also connects an
optional headset microphone. This jack does not support
optional standalone microphones.

(2) G Audio-out (headphone)/Audio-in (microphone)  Connects optional powered stereo speakers, headphones,

WARNING! To reduce the risk of personal injury, adjust the
volume before putting on headphones, earbuds, or a headset.
For additional safety information, refer to the Regulatory,
Safety, and Environmental Notices.

To access this guide:

A Select the Start button, select HP Help and Support, and
then select HP Documentation.

—-or—

A Select the Start button, select HP, and then select HP
Documentation.

NOTE: When a device is connected to the jack, the computer
speakers are disabled.

3) USB 3.x SuperSpeed port Connects a USB device, such as a cell phone, camera, activity
Ss<- tracker, or smartwatch, and provides high-speed data transfer.

(4) HDMI port Connects an optional video or audio device, such as a high-
. definition television, any compatible digital or audio

component, or a high-speed High Definition Multimedia
Interface (HDMI) device.

(5) RJ-45 (network) jack/status lights Connects a network cable.
e  Green (left): The network is connected.

e Amber (right): Activity is occurring on the network.

(6) Docking connector Connects an optional docking device.

Right
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Component

Description

(7) USB Type-C SuperSpeed port and DisplayPort
ss-[D

When the computer is on, connects and charges most USB
devices that have a Type-C connector, such as a cell phone,
camera, activity tracker, or smartwatch, and provides high-
speed data transfer.

NOTE: Cables and/or adapters (purchased separately) may be
required.

—and-

Connects a DisplayPort device that has a USB Type-C connector,
providing display output.

USB Type-C power connector and
Thunderbolt™ port with HP Sleep and Charge

(7) ;

Connects an AC adapter that has a USB Type-C connector,
supplying power to the computer and, if needed, charging the
computer battery.

—and -

Connects and charges most USB devices that have a Type-C
connector, such as a cell phone, camera, activity tracker, or
smartwatch, and provides high-speed data transfer.

—and -

Connects a display device that has a USB Type-C connector,
providing DisplayPort output.

NOTE: Your computer may also support a Thunderbolt
docking station.

NOTE: Cables and/or adapters (purchased separately) may be
required.

Power connector

(8) Eé

Connects an AC adapter.

(9) Battery light

When AC power is connected:

e  White: The battery charge is greater than 90 percent.
e  Amber: The battery charge is from 0 to 90 percent.

e  Off: The battery is not charging.

When AC power is disconnected (battery not charging):

e  Blinking amber: The battery has reached a low battery
level. When the battery has reached a critical battery level,
the battery light begins blinking rapidly.

e  Off: The battery is not charging.
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Component

Description

(1 ‘ii

Security cable slot

Attaches an optional security cable to the computer.

NOTE: The security cable is designed to act as a deterrent, but
it may not prevent the computer from being mishandled or
stolen.

(2)

Vent

Enables airflow to cool internal components.

NOTE: The computer fan starts up automatically to cool
internal components and prevent overheating. It is normal for
the internal fan to cycle on and off during routine operation.

(3)

USB 3.x SuperSpeed port with HP Sleep and
Charge

Connects a USB device, provides high-speed data transfer, and
even when the computer is off, charges most products such as a
cell phone, camera, activity tracker, or smartwatch.

(@) S;(:

Smart card reader

Supports optional smart cards.

Left
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Display

B NOTE: Refer to the illustration that most closely matches your computer.

Component Description

(1) WWAN antennas* (select products only) Send and receive wireless signals to communicate with wireless wide
area networks (WWANs).

(2) WLAN antennas* (select products only) Send and receive wireless signals to communicate with wireless local
area networks (WLANSs).

3) Internal microphones Record sound.

(4) Camera light(s) (select products only) On: One or more cameras are in use.

(5) Camera(s) (select products only) Allow(s) you to video chat, record video, and record still images. To

use your camera, see Using a camera (select products only)

on page 36. Some cameras also allow a facial recognition logon to
Windows, instead of a password logon. For more information, see
Using Windows Hello (select products only) on page 58.

NOTE: Camera functions vary depending on the camera hardware
and software installed on your product.

*The antennas are not visible from the outside of the computer. For optimal transmission, keep the areas immediately around the
antennas free from obstructions.

For wireless regulatory notices, see the section of the Regulatory, Safety, and Environmental Notices that applies to your country or

region.

To access this guide:

A

-or—

A

Select the Start button, select HP Help and Support, and then select HP Documentation.

Select the Start button, select HP, and then select HP Documentation.
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Keyboard area
TouchPad

0:” L LA g LI

] |

[ I 1

PR |
(3 | |
O |
Component Description
(1) Pointing stick Moves the pointer on the screen.
(2) Left pointing stick button Functions like the left button on an external mouse.
3) TouchPad zone Reads your finger gestures to move the pointer or activate

items on the screen.

(4) Right pointing stick button Functions like the right button on an external mouse.
(5) Near Field Communications (NFC) tappingarea  Allows you to wirelessly share information when you tap it with
and antenna* (select products only) an NFC-enabled device.

*The antenna is not visible from the outside of the computer. For optimal transmission, keep the area immediately around the antenna
free from obstructions.

For wireless regulatory notices, see the section of the Regulatory, Safety, and Environmental Notices that applies to your country or
region.

To access this guide:
A Select the Start button, select HP Help and Support, and then select HP Documentation.
—or—

A Select the Start button, select HP, and then select HP Documentation.
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Lights

E¥ NOTE: Refer to the illustration that most closely matches your computer.
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Component Description
(1) Power light e  On: The computeris on.

e  Blinking: The computer is in the Sleep state, a power-saving
state. The computer shuts off power to the display and
other unneeded components.

° Off: The computer is off or in Hibernation. Hibernation is a
power-saving state that uses the least amount of power.

(2) I_/V Mute light e  On: Computer sound is off.

e  Off: Computer sound is on.

3) .f‘-g Microphone mute light e  On: Microphone is off.
e  Off: Microphone is on.
(a) Num Lk light On: Num lock is on.
nurm Ik
(5) { } Wireless light On: An integrated wireless device, such as a wireless local area
{I} network (WLAN) device and/or a Bluetooth® device, is on.

NOTE: Onsome models, the wireless light is amber when all
wireless devices are off.

(6) Q Sharing or presenting light On: Sharing is on.

(7) Caps lock light On: Caps lock is on, which switches the key input to all capital
letters.

(8) Fn lock light On: The fn key is locked. For more information, see Hot keys

(select products only) on page 18.
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Component Description

9) % Call answer light On: Call answer is on.

(10) Call end light On: Call end is on.
o/

Keyboardarea 11
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Buttons, speakers, and fingerprint reader

EY NOTE: Refer to the illustration that most closely matches your computer.
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Component Description
(1) I Power button e  When the computer is off, press the button to turn on the
O computer.
° When the computer is on, press the button briefly to initiate
Sleep.
e  When the computer is in the Sleep state, press the button
briefly to exit Sleep.
° When the computer is in Hibernation, press the button
briefly to exit Hibernation.
CAUTION: Pressing and holding down the power button results
in the loss of unsaved information.
If the computer has stopped responding and shutdown
procedures are ineffective, press and hold the power button for at
least 5 seconds to turn off the computer.
To learn more about your power settings, see your power
options.
A Right-click the Power meter icon El and then select
Power Options.
(2) Vents (2) Enable airflow to cool internal components.

NOTE: The computer fan starts up automatically to cool
internal components and prevent overheating. It is normal for the
internal fan to cycle on and off during routine operation.
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Component Description
3) Speakers (2) Produce sound.
(4) Fingerprint reader or plug Allows a fingerprint logon to Windows, instead of a password

logon.

NOTE: The fingerprint reader and plug look similar. To verify
you have a fingerprint reader and not a plug, press the Windows
[ 1 |
L1 |
and then select Sign-in options and follow the on-screen
instructions.

key on your keyboard, select Settings, select Accounts,

Keyboard area
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Special keys

E¥ NOTE: Refer to the illustration that most closely matches your computer.
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Component Description

(1) Action keys Execute frequently used system functions.
See Action keys on page 16.

(2) esc key Displays system information when pressed in combination with
the fn key.

(3) fn key Executes frequently used system functions when pressed in
combination with another key. Such key combinations are called
hot keys.

See Hot keys (select products only) on page 18.
) _ Windows key Opens the Start menu.
|
NOTE: Pressing the Windows key again will close the Start
menu.

(5) Embedded numeric keypad A numeric keypad superimposed over the keyboard alphabet
keys. When fn+num Lk is pressed, the keypad can be used like an
external numeric keypad. Each key on the keypad performs the
function indicated by the icon in the upper-right corner of the
key.

NOTE: If the keypad function is active when the computer is
turned off, that function is reinstated when the computer is
turned back on.

(6) num Lk key Turns the embedded numeric keypad on and off.

—or—
Alternates between the navigational and numeric functions on
the integrated numeric keypad.

(7) — Windows application key (select products only)  Displays options for a selected object.

(8) Integrated numeric keypad A separate keypad to the right of the alphabet keyboard. When

14 Chapter 2 Components
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Component Description

NOTE: If the keypad function is active when the computer is
turned off, that function is reinstated when the computer is
turned back on.
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Action keys

An action key performs the function indicated by the icon on the key. To determine which keys are on your
product, see Special keys on page 14.

A Tousean action key, press and hold the key.

Icon

Description

Il

Switches the screen image among display devices connected to the system. For example, if a monitor is
connected to the computer, repeatedly pressing the key alternates the screen image from computer display
to monitor display to simultaneous display on both the computer and monitor.

2l

Helps prevent side-angle viewing from onlookers. If needed, decrease or increase brightness for well-lit or
darker environments. Press the key again to turn off the privacy screen.

NOTE: To quickly turn on the highest privacy setting, press fn+p.

Decreases the screen brightness incrementally as long as you hold down the key.

Increases the screen brightness incrementally as long as you hold down the key.

Mutes or restores speaker sound.

Decreases speaker volume incrementally while you hold down the key.

Increases speaker volume incrementally while you hold down the key.

Mutes the microphone.

wl
L L L]

Turns the keyboard backlight off or on.

NOTE: To conserve battery power, turn off this feature.

Turns the wireless feature on or off.

NOTE: A wireless network must be set up before a wireless connection is possible.

Provides quick access to your Skype for Business calendar.

NOTE: This feature requires Skype® for Business or Lync® 2013 running on Microsoft Exchange or Office
365° servers.

Turns the screen sharing function on or off.

NOTE: This feature requires Skype for Business or Lync 2013 running on Microsoft Exchange or Office 365
servers.
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Icon

Description

° Answers a call.
e  Startsa call during a 1-on-1 chat.
e  Placesacallon hold.

NOTE: This feature requires Skype for Business or Lync 2013 running on Microsoft Exchange or Office 365
servers.

e Endsacall
e  Declinesincoming calls.
e  Endsscreen sharing.

NOTE: This feature requires Skype for Business or Lync 2013 running on Microsoft Exchange or Office 365
servers.

[% NOTE: The action key feature is enabled at the factory. You can disable this feature by pressing and holding
the fn key and the left shift key. The fn lock light will turn on. After you have disabled the action key feature,
you can still perform each function by pressing the fn key in combination with the appropriate action key.

Keyboard area
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Hot keys (select products only)
A hot key is the combination of the fn key and another key.
To use a hot key:

A Press the fn key, and then press one of the keys listed in the following table.

Key Description

C Turns on scroll lock.

R Breaks the operation.

S Sends a programing query.
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Component Description

Vent

Enables airflow to cool internal components.

NOTE: The computer fan starts up automatically to cool internal
components and prevent overheating. It is normal for the internal fan
to cycle on and off during routine operation.

Bottom
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Front

OWS

e

Component Description
(1) l Power light e  On: The computeris on.

O e  Blinking: The computer is in the Sleep state, a power-
saving state. The computer shuts off power to the
display and other unneeded components.

e Off: The computer is off or in Hibernation.
Hibernation is a power-saving state that uses the
least amount of power.
(2) { } Wireless light On: An integrated wireless device, such as a wireless local

{ : ) area network (WLAN) device and/or a Bluetooth® device, is

on.
NOTE: Onsome models, the wireless light is amber when
all wireless devices are off.

3) Drive light e  Blinking white: The hard drive is being accessed.

()

e  Amber: HP 3D DriveGuard has temporarily parked the
hard drive.

NOTE: For more information about HP 3D DriveGuard,
see Using HP 3D DriveGuard (select products only)
onpage 61.

Chapter 2 Components



Cover

@9 NOTE: Refer to the illustration that most closely matches your computer.

Component Description

Internal microphone(s) (1 or 2 depending on model) Record(s) sound.

Cover 21



Labels

The labels affixed to the computer provide information you may need when you troubleshoot system
problems or travel internationally with the computer. Labels may be in paper form or imprinted on the
product.

Mf IMPORTANT: Check the following locations for the labels described in this section: the bottom of the
computer, inside the battery bay, under the service door, on the back of the display, or on the bottom of a
tablet kickstand.

Service label—Provides important information to identify your computer. When contacting support, you
may be asked for the serial number, the product number, or the model number. Locate this information
before you contact support.

Your service label will resemble one of the examples shown below. Refer to the illustration that most
closely matches the service label on your computer.

3

HF Product Mams:
Made! XXX-300KX
Frecl D 00000

Sl X000 @ |
Wilarranty Ty 1vhy I

Component

(1 HP product name (select products only)

(2) Model number

(3)  ProductID

(4)  Serial number

(5)  Warranty period

HPF Product Mams
ProdiD X000 KX

Lulnl

-'.:h,-
EAIRTIEE  SNE JODOODUXXX
I.s':.ﬁg:""'. i Varran 1 .1 .

Component

(1) HP product name (select products only)

(2) Product ID
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Component

(3) Serial number

(@)  Warranty period

Regulatory label(s)—Provide(s) regulatory information about the computer.

Wireless certification label(s)—Provide(s) information about optional wireless devices and the approval
markings for the countries or regions in which the devices have been approved for use.

Labels 23
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Inserting a SIM card (select products only)

A CAUTION: To prevent damage to the connectors, use minimal force when inserting a SIM card.

To insert a SIM card, follow these steps:
1. Turn off the computer by using the Shut down command.

2. Insert the SIM card into the SIM card slot, and then press in on the SIM card until it is firmly seated.

[%’ NOTE: The SIM card in your computer may look slightly different from the illustration in this section.

[%’ NOTE: See theimage on the battery bay to determine which way the SIM card should be inserted into
your computer.

To remove a SIM card, press in on the SIM card, and then remove it from the slot.
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3 Network connections

Your computer can travel with you wherever you go. But even at home, you can explore the globe and access
information from millions of websites using your computer and a wired or wireless network connection. This
chapter will help you get connected to that world.

Connecting to a wireless network

Your computer may be equipped with one or more of the following wireless devices:

e  WLAN device—Connects the computer to wireless local area networks (commonly referred to as Wi-Fi
networks, wireless LANs, or WLANS) in corporate offices, your home, and public places such as airports,
restaurants, coffee shops, hotels, and universities. In a WLAN, the mobile wireless device in your
computer communicates with a wireless router or a wireless access point.

e  HP Mobile Broadband Module (select products only)—A wireless wide area network (WWAN) device that
gives you wireless connectivity over a much larger area. Mobile network operators install base stations
(similar to cell phone towers) throughout large geographic areas, effectively providing coverage across
entire states, regions, or even countries.

e  Bluetooth® device—Creates a personal area network (PAN) to connect to other Bluetooth-enabled
devices such as computers, phones, printers, headsets, speakers, and cameras. In a PAN, each device
communicates directly with other devices, and devices must be relatively close together—typically
within 10 meters (approximately 33 feet) of each other.

Using the wireless controls

You can control the wireless devices in your computer using one or more of these features:

e  Wireless button (also called airplane mode key or wireless key) (referred to in this chapter as wireless
button)

e  Operating system controls

Wireless button

The computer may have a wireless button, one or more wireless devices, and one or two wireless lights. All
the wireless devices on your computer are enabled at the factory.

The wireless light indicates the overall power state of your wireless devices, not the status of individual
devices.

Operating system controls

The Network and Sharing Center allows you to set up a connection or network, connect to a network, and
diagnose and repair network problems.

To use operating system controls:
1. Typecontrol panel inthe taskbar search box, and then select Control Panel.

2. Select Network and Internet, and then select Network and Sharing Center.

Connecting to a wireless network
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Connecting to a WLAN

[%r NOTE: When you are setting up Internet access in your home, you must establish an account with an

Internet service provider (ISP). To purchase Internet service and a modem, contact a local ISP. The ISP will
help set up the modem, install a network cable to connect your wireless router to the modem, and test the
Internet service.

To connect to a WLAN, follow these steps:
1. Besure that the WLAN device is on.
2. Select the network status icon in the taskbar, and then connect to one of the available networks.

If the WLAN is a security-enabled WLAN, you are prompted to enter a security code. Enter the code, and
then select Next to complete the connection.

[%r NOTE: If no WLANSs are listed, you may be out of range of a wireless router or access point.

E;’{ NOTE: If you do not see the WLAN you want to connect to, right-click the network status icon in the
taskbar, and then select Open Network and Sharing Center. Select Set up a new connection or
network. A list of options is displayed, allowing you to manually search for and connect to a network or
to create a new network connection.

3. Follow the on-screen instructions to complete the connection.

After the connection is made, select the network status icon at the far right of the taskbar, to verify the name
and status of the connection.

[%r NOTE: The functional range (how far your wireless signals travel) depends on WLAN implementation, router

manufacturer, and interference from other electronic devices or structural barriers such as walls and floors.

Using HP Mobile Broadband (select products only)

26

Your HP Mobile Broadband computer has built-in support for mobile broadband service. Your new computer,
when used with a mobile operator’s network, gives you the freedom to connect to the Internet, send e-mail,
or connect to your corporate network without the need for Wi-Fi hotspots.

[%/’”r NOTE: If your computer includes HP Mobile Connect, the instructions in this section do not apply. See Using

HP Mobile Connect Pro (select products only) on page 27.

You might need the HP Mobile Broadband Module IMEI and/or MEID number to activate mobile broadband
service. The number may be printed on a label located on the bottom of your computer, inside the battery bay,
under the service door, or on the back of the display.

—or—
You can find the number following these steps:

1.  From the taskbar, select the network status icon.

2. Select View Connection Settings.

3. Under the Mobile broadband section, select the network status icon.

Some mobile network operators require the use of a SIM card. A SIM card contains basic information about
you, such as a personal identification number (PIN), as well as network information. Some computers include
a SIM card that is preinstalled. If the SIM card is not preinstalled, it may be provided in the HP Mobile
Broadband information provided with your computer or the mobile network operator may provide it
separately from the computer.
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For information about HP Mobile Broadband and how to activate service with a preferred mobile network
operator, see the HP Mobile Broadband information included with your computer.

Using HP Mobile Connect Pro (select products only)

HP Mobile Connect Pro is a prepaid, mobile broadband service that provides a cost-effective, secure, simple,
and flexible mobile broadband connection for your computer. To use HP Mobile Connect Pro, your computer
must have a SIM card and the HP Mobile Connect app. For more information about HP Mobile Connect Pro and
where it is available, go to http://www.hp.com/go/mobileconnect.

Using GPS (select products only)

Your computer may be equipped with a Global Positioning System (GPS) device. GPS satellites deliver location,
speed, and direction information to GPS-equipped systems.

To enable GPS, make sure location is enabled under the Windows privacy setting.
1. Type location inthe taskbar search box, and then select Location privacy settings.

2. Follow the on-screen instructions for using location settings.

Using Bluetooth wireless devices (select products only)

A Bluetooth device provides short-range wireless communications that replace the physical cable connections
that traditionally link electronic devices such as the following:

e  Computers (desktop, notebook)

e  Phones (cellular, cordless, smartphone)
e Imaging devices (printer, camera)

e  Audio devices (headset, speakers)

e  Mouse

e  External keyboard

Connecting Bluetooth devices
Before you can use a Bluetooth device, you must establish a Bluetooth connection.
1. Typebluetooth inthe taskbar search box, and then select Bluetooth and other devices settings.
2. Turnon Bluetooth, if it is not already turned on.

3. Select your device from the list, and then follow the on-screen instructions.

E#” NOTE: If the device requires verification, a pairing code is displayed. On the device you are adding, follow the
on-screen instructions to verify that the code on your device matches the pairing code. For more information,
refer to the documentation provided with the device.

[:;’/f’ NOTE: If your device does not appear in the list, be sure that Bluetooth on that device is turned on. Some
devices may have additional requirements; refer to the documentation provided with the device.

Using NFC to share information (select products only)

Your computer supports Near Field Communication (NFC), which allows you to wirelessly share information
between two NFC-enabled devices. Information is transferred by tapping the tapping area (antenna) of the
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computer with the antenna of your phone or other device. With NFC and supported apps, you can share
websites, transfer contact information, transfer payments, and print on NFC-enabled printers.

[%/'”]’9 NOTE: To locate the tapping area on your computer, see Components on page 4.

Sharing
1.  Confirm that the NFC function is enabled.
a. Typewireless inthe taskbar search box, and then select Turn wireless devices on or off.
b. Confirm that the selection for NFCis On.

2. Tap the NFC tapping area with an NFC-enabled device. You may hear a sound when the devices connect.

[%r NOTE: To find the location of the antenna on the other NFC device, refer to your device instructions.

3. Follow any on-screen instructions to continue.
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Connecting to a wired network

Select products may allow wired connections: local area network (LAN) and modem connection. A LAN
connection uses a network cable and is much faster than a modem, which uses a telephone cable. Both cables
are sold separately.

A WARNING! To reduce the risk of electric shock, fire, or damage to the equipment, do not plug a modem
cable or telephone cable into an RJ-45 (network) jack.

Connecting to a local area network (LAN) (select products only)

Use a LAN connection if you want to connect the computer directly to a router in your home (instead of
working wirelessly), or if you want to connect to an existing network at your office.

[Z?’”r NOTE: A feature called HP LAN-WLAN Protection may be enabled on your computer. It closes your wireless
(Wi-Fi) connection when you connect directly to a LAN. For more information about HP LAN-WLAN Protection,
see Using HP LAN-WLAN Protection (select products only) on page 30.

If there is no RJ-45 port on the computer, connecting to a LAN requires an 8-pin, RJ-45 network cable or an
optional docking device or expansion product.

To connect the network cable, follow these steps:

1.  Plug the network cable into the network jack (1) on the computer or on an optional docking device or
expansion product.

2. Plug the other end of the network cable into a network wall jack (2) or router.

’L%y NOTE: If the network cable contains noise suppression circuitry (3), which prevents interference from
TV and radio reception, orient the circuitry end of the cable toward the computer.

7
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Connecting to a wired network
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Using HP LAN-WLAN Protection (select products only)

In a LAN environment, you can set HP LAN-WLAN Protection to safeguard your LAN network from
unauthorized wireless access. When HP LAN-WLAN Protection is enabled, the WLAN (Wi-Fi) connection is
turned off when the computer is connected directly to a LAN.

Turning on and customizing HP LAN-WLAN Protection

1.

Connect a network cable to the network jack on the computer, or on an optional docking device or
expansion product.

Start Computer Setup (BIOS).
e  Computers or tablets with keyboards:

A Turnon or restart the computer, and when the HP logo appears, press f10 to enter Computer
Setup.

e  Tablets without keyboards:

A Turnon orrestart the tablet, and then quickly hold down the volume down button until the
Startup menu is displayed. Tap 10 to enter Computer Setup.

Select Advanced, and then select Built-in Device Options.

Select the check box for LAN/WLAN Auto Switching to turn off WLAN connections when connected to a
LAN network.

To save your changes and exit Computer Setup, select the Save icon in the lower-right corner of the
screen, and then follow the on-screen instructions.

-or—

Select Main, select Save Changes and Exit, and then press enter.

Your changes go into effect when the computer restarts.

Using HP MAC Address Manager to identify your computer ona
network (select products only)

You can enable a system Media Access Control (MAC) address to provide a customizable way of identifying
your computer and its communications on networks. This system MAC address provides unique identification
even when your computer is connected through an external device, such as a docking station or external
wireless adapter. This address is disabled by default.

Turning on and customizing the system MAC address

1.

Connect a network cable to the network jack on the computer, or on an optional docking device or
expansion product.

Start Computer Setup (BIOS).
e  Computers or tablets with keyboards:

A Turnon orrestart the computer, and when the HP logo appears, press f10 to enter Computer
Setup.

e  Tablets without keyboards:

A Turnon orrestart the tablet, and then quickly hold down the volume down button until the
Startup menu is displayed. Tap f10 to enter Computer Setup.
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3. Select Advanced, and then select Host Based MAC Address.

4. Inthe box to the right of Host Based MAC Address, select either System to enable the host-based MAC
address or Custom to customize the address.

5. Make selections for boot order and devices supported.

6. If youselected Custom, select MAC ADDRESS, enter your customized system MAC address, and then
press enter to save the address.

7. Tosave your changes and exit Computer Setup, select the Save icon in the lower-right corner of the
screen, and then follow the on-screen instructions.

Select Main, select Save Changes and Exit, and then press enter.
Your changes go into effect when the computer restarts.

For additional documentation about HP MAC Address Manager and using system MAC addresses, go to
http://www.hp.com/support. Select Find your product, and then follow the on-screen instructions.
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4 Navigating the screen

You can navigate the computer screen in one or more of the following ways:
e  Use touch gestures directly on the computer screen

e  Use touch gestures on the TouchPad

e  Use an optional mouse or keyboard (purchased separately)

e Useanon-screen keyboard

e  Use apointing stick

Using TouchPad and touch screen gestures

The TouchPad helps you navigate the computer screen and control the pointer using simple touch gestures.
You can also use the left and right TouchPad buttons as you would use the corresponding buttons on an
external mouse. To navigate a touch screen (select products only), touch the screen directly using gestures
described in this chapter.

You can also customize gestures and view demonstrations of how they work. Type control panel inthe
taskbar search box, select Control Panel, and then select Hardware and Sound. Under Devices and Printers,
select Mouse.

[%1/]’9 NOTE: Unless noted, gestures can be used on the TouchPad or a touch screen (select products only).

Tap
Use the tap/double-tap gesture to select or open an item on the screen.

e  Point to an item on the screen, and then tap one finger on the TouchPad zone or touch screen to select
the item. Double-tap an item to open it.

™~
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Two-finger pinch zoom

Use the two-finger pinch zoom to zoom out or in on images or text.

e  Zoom out by placing two fingers apart on the TouchPad zone or touch screen and then moving your
fingers together.

e Zoomin by placing two fingers together on the TouchPad zone or touch screen and then moving your
fingers apart.

Two-finger slide (TouchPad only)
Use the two-finger slide to move up, down, or sideways on a page or image.

e  Place two fingers slightly apart on the TouchPad zone and then drag them up, down, left, or right.

N>
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Two-finger tap (TouchPad only)

Use the two-finger tap to open the menu for an object on the screen.

[i?’”f NOTE: The two-finger tap performs the same function as right-clicking with the mouse.

e Tap two fingers on the TouchPad zone to open the options menu for the selected object.

Four-finger tap (TouchPad only)

Use the four-finger tap to open the action center.

Using TouchPad and touch screen gestures
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e Tap four fingers on the Touchpad to open the action center and view current settings and notifications.

Three-finger swipe (TouchPad only)
Use the three-finger swipe to view open windows and to switch between open windows and the desktop.
e  Swipe 3 fingers away from you to see all open windows.
e  Swipe 3 fingers toward you to show the desktop.

e  Swipe 3 fingers left or right to switch between open windows.
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One-finger slide (touch screen only)

Use the one-finger slide to pan or scroll through lists and pages, or to move an object.
e Toscroll across the screen, lightly slide one finger across the screen in the direction you want to move.

e Tomove an object, press and hold your finger on an object, and then drag your finger to move the object.

T~

L

Using an optional keyboard or mouse

An optional keyboard or mouse allows you to type, select items, scroll, and perform the same functions as
you do using touch gestures. The keyboard also allows you to use action keys and hot keys to perform specific
functions.

Using an on-screen keyboard (select products only)

1. Todisplay an on-screen keyboard, tap the keyboard icon in the notification area, at the far right of the
taskbar.

2. Begintyping.

%}9 NOTE: Suggested words may be displayed above the on-screen keyboard. Tap a word to select it.

)

[&f NOTE: Action keys and hot keys do not display or function on the on-screen keyboard.

Using an optional keyboard or mouse
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Entertainment features

Use your HP computer for business or pleasure to meet with others via the camera, mix audio and video, or
connect external devices like a projector, monitor, TV, or speakers. See Components on page 4 to locate the
audio, video and camera features on your computer.

Using a camera (select products only)

Your computer has a camera (integrated camera) that records video and captures photographs. Some models
allow you to video conference and chat online using streaming video.

A Toaccess the camera, type camera in the taskbar search box, and then select Camera from the list of
applications.

Using audio

You can download and listen to music, stream audio content (including radio) from the web, record audio, or
mix audio and video to create multimedia. You can also play music CDs on the computer (on select models) or
attach an external optical drive to play CDs. To enhance your listening enjoyment, attach headphones or
speakers.

Connecting speakers

You can attach wired speakers to your computer by connecting them to a USB port or to the audio-out
(headphone)/audio-in (microphone) combo jack on your computer or on a docking station.

To connect wireless speakers to your computer, follow the device manufacturer's instructions. To connect
high-definition speakers to the computer, see Setting up HDMI audio on page 40. Before connecting
speakers, lower the volume setting.

Connecting headphones

36

A WARNING! To reduce the risk of personal injury, lower the volume setting before putting on headphones,

earbuds, or a headset. For additional safety information, see the Regulatory, Safety and Environmental
Notices.

To access this guide:

A Select the Start button, select HP Help and Support, and then select HP Documentation.
—or-

A Select the Start button, select HP, and then select HP Documentation.

You can connect wired headphones to the audio-out (headphone)/audio-in (microphone) combo jack on your
computer.

To connect wireless headphones to your computer, follow the device manufacturer's instructions.
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Connecting headsets

A WARNING! To reduce the risk of personal injury, lower the volume setting before putting on headphones,
earbuds, or a headset. For additional safety information, see the Regulatory, Safety and Environmental
Notices.

To access this guide:

A Select the Start button, select HP Help and Support, and then select HP Documentation.
—or—

A Select the Start button, select HP, and then select HP Documentation.

Headphones combined with a microphone are called headsets. You can connect wired headsets to the audio-
out (headphone)/audio-in (microphone) combo jack on your computer.

To connect wireless headsets to your computer, follow the device manufacturer's instructions.

Using sound settings

Use sound settings to adjust system volume, change system sounds, or manage audio devices.
To view or change sound settings:

A Typecontrol panel inthe taskbar search box, select Control Panel, select Hardware and Sound,
and then select Sound.

Your computer may include an enhanced sound system by Bang & Olufsen, DTS, Beats audio, or another
provider. As a result, your computer may include advanced audio features that can be controlled through an
audio control panel specific to your audio system.

Use the audio control panel to view and control audio settings.

A Typecontrol panel inthe taskbar search box, select Control Panel, select Hardware and Sound,
and then select the audio control panel specific to your system.

Using video

Your computer is a powerful video device that enables you to watch streaming video from your favorite
websites and download video and movies to watch on your computer when you are not connected to a
network.

To enhance your viewing enjoyment, use one of the video ports on the computer to connect an external
monitor, projector, or TV.

[if IMPORTANT: Be sure that the external device is connected to the correct port on the computer, using the
correct cable. Follow the device manufacturer's instructions.

For information on using your video features, refer to HP Support Assistant.
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Connecting a DisplayPort device using a USB Type-C cable (select products only)

[%9 NOTE: To connect a USB Type-C DisplayPort device to your computer, you need a USB Type-C cable,
purchased separately.

To see video or high-resolution display output on an external DisplayPort device, connect the DisplayPort
device according to the following instructions:

1. Connect one end of the USB Type-C cable to the USB SuperSpeed and DisplayPort port on the computer.

s5[®
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2. Connect the other end of the cable to the external DisplayPort device.

3. Press f1 to alternate the computer screen image between 4 display states.

PC screen only: View the screen image on the computer only.
Duplicate: View the screen image simultaneously on both the computer and external device.
Extend: View the screen image extended across both the computer and external device.

Second screen only: View the screen image on the external device only.

Each time you press f1 the display state changes.

[%} NOTE: For best results, especially if you choose the "Extend" option, increase the screen resolution of
the external device, as follows. Select the Start button, select Settings, and then select System. Under
Display, select the appropriate resolution, and then select Keep changes.

Chapter 5 Entertainment features



Connecting a Thunderbolt device using a USB Type-C cable (select products only)

E,?fy NOTE: To connect a USB Type-C Thunderbolt device to your computer, you need a USB Type-C cable,
purchased separately.

To see video or high-resolution display output on an external Thunderbolt device, connect the Thunderbolt
device according to the following instructions:

1.  Connect one end of the USB Type-C cable to the USB Type-C Thunderbolt port on the computer.

2. Connect the other end of the cable to the external Thunderbolt device.

3. Press fn+f1 to alternate the computer screen image between 4 display states.

PC screen only: View the screen image on the computer only.
Duplicate: View the screen image simultaneously on both the computer and external device.
Extend: View the screen image extended across both the computer and external device.

Second screen only: View the screen image on the external device only.

Each time you press fn+f1 the display state changes.

[% NOTE: For best results, especially if you choose the "Extend" option, increase the screen resolution of
the external device, as follows. Type control panel in the taskbar search box, select Control Panel,
select Appearance and Personalization. Under Display, select Adjust resolution.
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Connecting video devices using an HDMI cable (select products only)

[%]’9 NOTE: To connect an HDMI device to your computer, you need an HDMI cable, purchased separately.

To see the computer screen image on a high-definition TV or monitor, connect the high-definition device
according to the following instructions:

1. Connect one end of the HDMI cable to the HDMI port on the computer.

HOA
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2. Connect the other end of the cable to the high-definition TV or monitor.
3. Press f1 to alternate the computer screen image between 4 display states:
e  PCscreen only: View the screen image on the computer only.
o  Duplicate: View the screen image simultaneously on both the computer and the external device.
e  Extend: View the screen image extended across both the computer and the external device.
e  Second screen only: View the screen image on the external device only.

Each time you press 1, the display state changes.

EJ%’ NOTE: For best results, especially if you choose the "Extend" option, increase the screen resolution of
the external device, as follows. Select the Start button, select Settings, and then select System. Under
Display, select the appropriate resolution, and then select Keep changes.

Setting up HDMI audio

HDMI is the only video interface that supports high-definition video and audio. After you connect an HDMI TV
to the computer, you can then turn on HDMI audio by following these steps:

1.  Right-click the Speakers icon in the notification area, at the far right of the taskbar, and then select
Playback devices.

2. Onthe Playback tab, select the name of the digital output device.
3.  Click Set Default, and then click OK.
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To return the audio stream to the computer speakers:

1.  Right-click the Speakers icon in the notification area, at the far right of the taskbar, and then click
Playback devices.

2. Onthe Playback tab, click Speakers.
3. Click Set Default, and then click OK.

Discovering and connecting wired displays using MultiStream Transport

MultiStream Transport (MST) allows you to connect multiple wired display devices to your computer by
connecting to the VGA or DisplayPorts on your computer and also to the VGA or DisplayPorts on a hub or an
external docking station. You can connect in several ways, depending on the type of graphics controller
installed on your computer and whether or not your computer includes a built-in hub. Go to Device Manager to
find out what hardware is installed on your computer.

A Typedevice manager inthe taskbar search box, and then select the Device Manager app. A list
displays all the devices installed on your computer.

Connect displays to computers with AMD or Nvidia graphics (with an optional hub)

[%”f NOTE: With an AMD graphics controller and optional hub, you can connect up to 6 external display devices.

[i;’/f’ NOTE: With an Nvidia graphics controller and optional hub, you can connect up to 4 external display devices.

To set up multiple display devices, follow these steps:

1.  Connect an external hub (purchased separately) to the DisplayPort on your computer, using a DP-to-DP
cable (purchased separately). Be sure that the hub power adapter is connected to AC power.

2. Connect your external display devices to the VGA ports or DisplayPorts on the hub.

3. Tosee all of your connected display devices, type device manager in the taskbar search box, and
then select the Device Manager app. If you don't see all of your connected displays, be sure that each is
connected to the correct port on the hub.

[%”f NOTE: Multiple display choices include Duplicate, which mirrors your computer screen on all enabled
display devices, or Extend, which spans your computer screen across all enabled display devices.

Connect displays to computers with Intel graphics (with an optional hub)

[%”f NOTE: With an Intel graphics controller and optional hub, you can connect up to 3 display devices.

To set up multiple display devices, follow these steps:

1.  Connect an external hub (purchased separately) to the DisplayPort on your computer, using a DP-to-DP
cable (purchased separately). Be sure that the hub power adapter is connected to AC power.

2. Connect your external display devices to the VGA ports or DisplayPorts on the hub.

3. When Windows detects a monitor connected to the DP hub, the DisplayPort Topology Notification
dialog box is displayed. Click the appropriate options to configure your displays. Multiple display choices
include Duplicate, which mirrors your computer screen on all enabled display devices, or Extend, which
extends the screen image across all enabled display devices.

[’_5”? NOTE: If this dialog box does not appear, be sure that each external display device is connected to the
correct port on the hub. Select the Start button, select Settings, and then select System. Under Display,
select the appropriate resolution, and then select Keep changes.
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Connect displays to computers with Intel graphics (with a built-in hub)

With your internal hub and Intel graphics controller, you can connect up to 3 display devices in the following
configurations:

e Two 1920 x 1200 DP monitors connected to the computer + one 1920 x 1200 VGA monitor connected to
an optional docking station

e One 2560 x 1600 DP monitor connected to the computer + one 1920 x 1200 VGA monitor connected to
an optional docking station

To set up multiple display devices, follow these steps:

1.  Connect your external display devices to the VGA ports or DisplayPorts (DP) on the computer base or the
docking station.

2.  When Windows detects a monitor connected to the DP hub, the DisplayPort Topology Notification
dialog box is displayed. Click the appropriate options to configure your displays. Multiple display choices
include Duplicate, which mirrors your computer screen on all enabled display devices, or Extend, which
extends the screen image across all enabled display devices.

[17? NOTE: If this dialog box does not appear, be sure that each external display device is connected to the
correct port on the hub. Select the Start button, select Settings, and then select System. Under Display,
select the appropriate resolution, and then select Keep changes.

Discovering and connecting to Miracast-compatible wireless displays (select
products only)

[%/’”]’9 NOTE: To learn what type of display you have (Miracast-compatible or Intel WiDi), refer to the
documentation that came with your TV or secondary display.

To discover and connect to Miracast-compatible wireless displays without leaving your current apps, follow
the steps below.

To open Miracast:

A Typeproject inthe taskbar search box, and then click Project to a second screen. Click Connect to a
wireless display, and then follow the on-screen instructions.

Using data transfer

Your computer is a powerful entertainment device that enables you to transfer photos, videos and movies
from your USB devices to view on your computer.

To enhance your viewing enjoyment, use one of the USB Type-C ports on the computer to connect a USB
device, such as a cell phone, camera, activity tracker, or smartwatch, and transfer the files to your computer.

M” IMPORTANT: Be sure that the external device is connected to the correct port on the computer, using the
correct cable. Follow the device manufacturer's instructions.

For information on using your USB Type-C features, refer to HP Support Assistant.
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Connecting devices to a USB Type-C port (select products only)

@ NOTE: To connect a USB Type-C device to your computer, you need a USB Type-C cable, purchased
separately.

1.  Connect one end of the USB Type-C cable to the USB Type-C port on the computer.

e
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2. Connect the other end of the cable to the external device.
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6 Managing power

Your computer can operate on either battery power or external power. When the computer is running on
battery power and an external power source is not available to charge the battery, it is important to monitor
and conserve the battery charge.

Some power management features described in this chapter may not be available on your computer.

Using Sleep and Hibernation

A CAUTION: Several well-known vulnerabilities exist when a computer is in the Sleep state. To prevent an
unauthorized user from accessing data on your computer, even encrypted data, HP recommends that you
always initiate Hibernation instead of Sleep anytime the computer will be out of your physical possession.
This practice is particularly important when you travel with your computer.

CAUTION: To reduce the risk of possible audio and video degradation, loss of audio or video playback
functionality, or loss of information, do not initiate Sleep while reading from or writing to a disc or an external
media card.

Windows has two power-saving states, Sleep and Hibernation.

e Sleep—The Sleep state is automatically initiated after a period of inactivity. Your work is saved to
memory, allowing you to resume your work very quickly. You can also initiate Sleep manually. For more
information, see Initiating and exiting Sleep on page 44.

e Hibernation—The Hibernation state is automatically initiated if the battery reaches a critical level. In the
Hibernation state, your work is saved to a hibernation file and the computer powers down. You can also
initiate Hibernation manually. For more information, see Initiating and exiting Hibernation (select
products only) on page 45.

Initiating and exiting Sleep
You can initiate Sleep in any of the following ways:
e  (Close the display (select products only).
e  Select the Start button, select the Power icon, and then select Sleep.
e  Press the Sleep hot key; for example, fn+f3 (select products only).
You can exit Sleep in any of the following ways:
e  Briefly press the power button.
e If the computer is closed, raise the display (select products only).
e  Press a key on the keyboard (select products only).
e  Tap the TouchPad (select products only).

When the computer exits Sleep, your work returns to the screen.

[%/r NOTE: If you have set a password to be required on exiting Sleep, you must enter your Windows password
before your work returns to the screen.
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Initiating and exiting Hibernation (select products only)

You can enable user-initiated Hibernation and change other power settings and timeouts using Power
Options.

1.  Right-click the Power icon E and then select Power Options.

2. Inthe left pane, select Choose what the power buttons do (wording may vary by product).

3. Depending on your product, you can enable Hibernation for battery power or external power in any of
the following ways:

e  Power button—Under Power and sleep buttons and lid settings (wording may vary by product),
select When | press the power button, and then select Hibernate.

e  Sleep button (select products only)—Under Power and sleep buttons and lid settings (wording
may vary by product), select When | press the sleep button, and then select Hibernate.

e  Lid (select products only)—Under Power and sleep buttons and lid settings (wording may vary by
product), select When I close the lid, and then select Hibernate.

e  Power menu—Select Change Settings that are currently unavailable, and then, under Shutdown
settings, select the Hibernate check box.

The Power menu can be accessed by selecting the Start button.
4. Select Save changes.
A Toinitiate Hibernation, use the method that you enabled in step 3.

A To exit Hibernation, briefly press the power button.

[%”r NOTE: If you have set a password to be required on exiting Hibernation, you must enter your Windows
password before your work returns to the screen.

Shutting down (turning off) the computer

A CAUTION: Unsaved information is lost when the computer shuts down. Be sure to save your work before
shutting down the computer.

The Shut down command closes all open programs, including the operating system, and then turns off the
display and the computer.

Shut down the computer when it will be unused and disconnected from external power for an extended
period.

The recommended procedure is to use the Windows Shut down command.

[%”r NOTE: If the computer is in the Sleep state or in Hibernation, first exit Sleep or Hibernation by briefly
pressing the power button.

1. Save your work and close all open programs.

2. Select the Start button, select the Power icon, and then select Shut down.

Shutting down (turning off) the computer
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If the computer is unresponsive and you are unable to use the preceding shutdown procedures, try the
following emergency procedures in the sequence provided:

e  Press ctri+alt+delete, select the Power icon, and then select Shut down.
e  Press and hold the power button for at least 10 seconds.

e If your computer has a user-replaceable battery (select products only), disconnect the computer from
external power, and then remove the battery.

Using the Power icon and Power Options

The Power icon E is located on the Windows taskbar. The Power icon allows you to quickly access power
settings and view the remaining battery charge.
e  Toview the percentage of remaining battery charge and the current power plan, place the mouse

pointer over the Power icon E

e  Touse Power Options, right—click the Power icon E and then select Power Options.

Different Power icons indicate whether the computer is running on battery or external power. Placing the
mouse pointer over the icon reveals a message if the battery has reached a low or critical battery level.

Running on battery power

A WARNING! To reduce potential safety issues, use only the battery provided with the computer, a
replacement battery provided by HP, or a compatible battery purchased from HP.

When a charged battery is in the computer and the computer is not plugged into external power, the computer
runs on battery power. When the computer is off and unplugged from external power, the battery in the
computer slowly discharges. The computer displays a message when the battery reaches a low or critical
battery level.

Computer battery life varies, depending on power management settings, programs running on the computer,
screen brightness, external devices connected to the computer, and other factors.

[%’/]’9 NOTE: When you disconnect external power, the display brightness is automatically decreased to conserve
battery charge. Select computer products can switch between graphic modes to conserve battery charge.

Using HP Fast Charge (select products only)

The HP Fast Charge feature allows you to quickly charge your computer battery. Charging time may vary by
+/- 10%. Depending on your computer model and the HP AC adapter provided with your computer, HP Fast
Charge operates in one of the following ways:

e  When the remaining battery charge is between zero and 50%, the battery will charge to 50% of full
capacity in no more than 30 minutes.

e  When the remaining battery charge is between zero and 90%, the battery will charge to 90% of full
capacity in no more than 90 minutes.

To use HP Fast Charge, shut down your computer, and then connect the AC adapter to your computer and to
external power.

46 Chapter 6 Managing power



Displaying battery charge

To view the percentage of remaining battery charge and the current power plan, place the mouse pointer over

the Power icon E

Finding battery information in HP Support Assistant (select products only)

To access battery information:

1.

Type support in the taskbar search box, and then select the HP Support Assistant app.
Select the question mark icon in the taskbar.

Select My PC, select the Diagnostics and tools tab, and then select HP Battery Check. If HP Battery
Check indicates that your battery should be replaced, contact support.

HP Support Assistant provides the following tools and information about the battery:

HP Battery Check

Information about battery types, specifications, life cycles, and capacity

Conserving battery power

To conserve battery power and maximize battery life:

Lower the brightness of the display.
Select the Power saver setting in Power Options.
Turn off wireless devices when you are not using them.

Disconnect unused external devices that are not plugged into an external power source, such as an
external hard drive connected to a USB port.

Stop, disable, or remove any external media cards that you are not using.

Before you leave your work, initiate Sleep or shut down the computer.

Identifying low battery levels

When a battery that is the sole power source for the computer reaches a low or critical battery level, the
following behavior occurs:

The battery light (select products only) indicates a low or critical battery level.

The Power icon E shows a low or critical battery notification.

[’_ﬁ”f’ NOTE: For additional information about the Power icon, see Using the Power icon and Power Options

on page 46.

Running on battery power
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The computer takes the following actions for a critical battery level:

e If Hibernation is disabled and the computer is on or in the Sleep state, the computer remains briefly in
the Sleep state and then shuts down and loses any unsaved information.

e If Hibernation is enabled and the computer is on or in the Sleep state, the computer initiates
Hibernation.

Resolving a low battery level

Resolving a low battery level when external power is available
Connect one of the following to the computer and to external power:
e ACadapter
e  Optional docking device or expansion product

e  Optional power adapter purchased as an accessory from HP

Resolving a low battery level when no power source is available

Save your work and shut down the computer.

Resolving a low battery level when the computer cannot exit Hibernation

1.  Connect the AC adapter to the computer and to external power.

2. Exit Hibernation by pressing the power button.

Factory-sealed battery

To monitor the status of the battery, or if the battery is no longer holding a charge, run HP Battery Check in
the HP Support Assistant app (select products only).

1. Type support in the taskbar search box, and then select the HP Support Assistant app.
Select the question mark icon in the taskbar.

2. Select My PC, select the Diagnostics and tools tab, and then select HP Battery Check. If HP Battery
Check indicates that your battery should be replaced, contact support.

The batterylies] in this product cannot be easily replaced by users themselves. Removing or replacing the
battery could affect your warranty coverage. If a battery is no longer holding a charge, contact support.

When a battery has reached the end of its useful life, do not dispose of the battery in general household
waste. Follow the local laws and regulations in your area for battery disposal.

Running on external power

For information about connecting to external power, refer to the Setup Instructions poster provided in the
computer box.

The computer does not use battery power when the computer is connected to external power with an
approved AC adapter or an optional docking device or expansion product.

A WARNING! To reduce potential safety issues, use only the AC adapter provided with the computer, a
replacement AC adapter provided by HP, or a compatible AC adapter purchased from HP.
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/\ WARNING! Do not charge the computer battery while you are aboard aircraft.

Connect the computer to external power under any of the following conditions:
e  When charging or calibrating a battery

e  Wheninstalling or updating system software

e  When updating the system BIOS

e  When writing information to a disc (select products only)

e  When running Disk Defragmenter on computers with internal hard drives
e  When performing a backup or recovery

When you connect the computer to external power:

e  The battery begins to charge.

e  Thescreen brightness increases.
° The Power icon E changes appearance.

When you disconnect external power:
e  The computer switches to battery power.

e  The screen brightness automatically decreases to conserve battery charge.

e  ThePowericon E changes appearance.
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7 Security

Protecting the computer

Standard security features provided by the Windows operating system and the Windows Computer Setup
utility (BIOS, which runs under any operating system) can protect your personal settings and data from a
variety of risks.

[%f NOTE: Security solutions are designed to act as deterrents. These deterrents may not prevent a product
from being mishandled or stolen.

[%’/r NOTE: Before you send your computer for service, back up and delete confidential files, and remove all
password settings.

[%’/r NOTE: Some features listed in this chapter may not be available on your computer.

[%’/r NOTE: Your computer supports Computrace, which is an online security-based tracking and recovery service
available in select regions. If the computer is stolen, Computrace can track the computer if the unauthorized
user accesses the Internet. You must purchase the software and subscribe to the service in order to use
Computrace. For information about ordering the Computrace software, go to http://www.hp.com.

Computer risk Security feature

Unauthorized use of the computer e  HP Client Security software, in combination with a password,
smart card, contactless card, registered fingerprints, or
other authentication credential

° BIOS power-on password

Unauthorized access to Computer Setup (BIOS) BIOS administrator password in Computer Setup*
Unauthorized access to the contents of a hard drive DriveLock password (select products only) in Computer Setup*
Unauthorized startup from an optional external optical drive Boot options feature in Computer Setup*

(select products only), optional external hard drive (select
products only), or internal network adapter

Unauthorized access to a Windows user account Windows user password
Unauthorized access to data Windows BitLocker
Unauthorized removal of the computer Security cable slot (used with an optional security cable on select

products only)

*Computer Setup is an embedded, ROM-based utility that can be used even when the operating system is not working or will not load.
You can use a pointing device (TouchPad, pointing stick, or USB mouse) or the keyboard to navigate and make selections in Computer
Setup.

NOTE: On tablets without keyboards, you can use the touch screen.

Using passwords

A password is a group of characters that you choose to secure your computer information. Several types of
passwords can be set, depending on how you want to control access to your information. Passwords can be
set in Windows or in Computer Setup, which is preinstalled on the computer.
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° BIOS administrator, power-on, and DriveLock passwords are set in Computer Setup and are managed by
the system BIOS.

e  Windows passwords are set only in the Windows operating system.

e If you forget both the DriveLock user password and the DriveLock master password set in Computer
Setup, the hard drive that is protected by the passwords is permanently locked and can no longer be
used.

You can use the same password for a Computer Setup feature and for a Windows security feature.
Use the following tips for creating and saving passwords:
e  When creating passwords, follow requirements set by the program.

e Do not use the same password for multiple applications or websites, and do not reuse your Windows
password for any other application or website.

e  Use the Password Manager feature of HP Client Security to store your user names and passwords for

your websites and applications. You can securely read them in the future if they cannot be remembered.

e Do not store passwords in a file on the computer.

The following tables list commonly used Windows and BIOS administrator passwords and describe their
functions.

Setting passwords in Windows

Password Function

Administrator password* Protects access to a Windows administrator-level account.

NOTE: Setting the Windows administrator password does not
set the BIOS administrator password.

User password* Protects access to a Windows user account.

*For information about setting a Windows administrator password or a Windows user password, type support in the taskbar search
box, and then select the HP Support Assistant app.
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Setting passwords in Computer Setup

Password Function

BIOS administrator password* Protects access to Computer Setup.

NOTE: If features have been enabled to prevent removing the
BIOS administrator password, you may not be able to remove it
until those features have been disabled.

Power-on password e  Must be entered each time you turn on or restart the
computer.

e If you forget your power-on password, you cannot turn on or
restart the computer.

DriveLock master password* Protects access to the internal hard drive that is protected by
DriveLock, and is set under DriveLock Passwords during the
enable process. This password is also used to remove DriveLock
protection.

DriveLock user password* Protects access to the internal hard drive that is protected by
DriveLock, and is set under DriveLock Passwords during the
enable process.

*For details about each of these passwords, see the following topics.

Managing a BI0S administrator password
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To set, change, or delete this password, follow these steps:
Setting a new BIOS administrator password
1.  Start Computer Setup.

e  Computers or tablets with keyboards:

A Turnon or restart the computer, and when the HP logo appears, press f10 to enter Computer
Setup.

e  Tablets without keyboards:

A Turn off the tablet. Press the power button in combination with the volume down button until
the Startup menu is displayed, and then tap f10 to enter Computer Setup.

2. Select Security, select Create BIOS administrator password or Set Up BIOS administrator Password
(select products only), and then press enter.

3.  When prompted, type a password.
4. When prompted, type the new password again to confirm.

5. To save your changes and exit Computer Setup, select the Save icon and then follow the on-screen
instructions.

Select Main, select Save Changes and Exit, and then press enter.
Your changes go into effect when the computer restarts.
Changing a BIOS administrator password

1.  Start Computer Setup.
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e  Computers or tablets with keyboards:

A Turnon or restart the computer, and when the HP logo appears, press f10 to enter Computer
Setup.

e  Tablets without keyboards:

A Turn off the tablet. Press the power button in combination with the volume down button until
the Startup menu is displayed, and then tap f10 to enter Computer Setup.

2. Enter your current BIOS administrator password.

3. Select Security, select Change BIOS administrator Password or Change Password (select products
only), and then press enter.

4. When prompted, type your current password.

5. When prompted, type your new password.

6. When prompted, type your new password again to confirm.

7. Tosave your changes and exit Computer Setup, select the Save icon, and then follow the on-screen

instructions.

—or-

Select Main, select Save Changes and Exit, and then press enter.
Your changes go into effect when the computer restarts.
Deleting a BIOS administrator password
1.  Start Computer Setup.

e  Computers or tablets with keyboards:

A Turnon or restart the computer, and when the HP logo appears, press 10 to enter Computer
Setup.

e  Tablets without keyboards:

A Turn off the tablet. Press the power button in combination with the volume down button until
the Startup menu is displayed, and then tap f10 to enter Computer Setup.

2. Enter your current BIOS administrator password.

3. Select Security, select Change BIOS administrator Password or Change Password (select products
only), and then press enter.

4. When prompted, type your current password.

5. When prompted for the new password, leave the field empty, and then press enter.

6. When prompted to type your new password again, leave the field empty, and then press enter.

7. Tosave your changes and exit Computer Setup, select the Save icon, and then follow the on-screen

instructions.
Select Main, select Save Changes and Exit, and then press enter.

Your changes go into effect when the computer restarts.
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Entering a BIOS administrator password

At the BIOS administrator password prompt, type your password (using the same kind of keys you used to
set the password), and then press enter. After two unsuccessful attempts to enter the BIOS administrator
password, you must restart the computer and try again.

Using DriveLock Security Options

DriveLock protection prevents unauthorized access to the contents of a hard drive. DriveLock can be applied
only to the internal hard drive(s) of the computer. After DriveLock protection is applied to a drive, the
appropriate password must be entered to access the drive. The drive must be inserted into the computer or an
advanced port replicator in order for it to be unlocked.

DriveLock Security Options offers the following features:

° Automatic DriveLock—See Selecting Automatic DriveLock (select products only) on page 54.

° Set DriveLock Master Password—See Selecting manual DriveLock on page 55.

° Enable DriveLock—See Enabling DriveLock and setting a DriveLock user password on page 56.

Selecting Automatic DriveLock (select products only)

A BIOS administrator password must be set before you can enable Automatic DriveLock. When Automatic
DriveLock is enabled, a random DriveLock user password and a DriveLock master password derived from the
BIOS administrator password are created. When the computer is turned on, the random user password
automatically unlocks the drive. If the drive is moved to another computer, you must enter the BIOS
administrator password for the original computer at the DriveLock password prompt to unlock the drive.

Enabling Automatic DriveLock
To enable Automatic DriveLock, follow these steps:
1.  Start Computer Setup.
e  Computers or tablets with keyboards:
1. Turn off the computer.
2. Press the power button, and when the HP logo appears, press f10 to enter Computer Setup.
e  Tablets without keyboards:
1.  Turn off the tablet.

2. Press the power button in combination with the volume down button until the Startup menu
is displayed, and then tap f10 to enter Computer Setup.

2. At the BIOS administrator password prompt, enter the BIOS administrator password, and then press
enter.

3. Select Security, select Hard Drive Utilities, select DriveLock/Automatic DriveLock, and then press
enter.

4. Use the enter key, left mouse click, or touch screen to select the Automatic DriveLock check box.

5. Tosave your changes and exit Computer Setup, select the Save icon and then follow the on-screen
instructions.

Select Main, select Save Changes and Exit, and then press enter.
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Disabling Automatic DriveLock
To disable Automatic DriveLock, follow these steps:
1.  Start Computer Setup.
e  Computers or tablets with keyboards:
1. Turn off the computer.
2. Press the power button, and when the HP logo appears, press f10 to enter Computer Setup.
e  Tablets without keyboards:
1.  Turn off the tablet.

2. Press the power button in combination with the volume down button until the Startup menu
is displayed, and then tap 10 to enter Computer Setup.

2. At the BIOS administrator password prompt, enter the BIOS administrator password, and then press
enter.

3. Select Security, select Hard Drive Utilities, select DriveLock/Automatic DriveLock, and then press
enter.

4. Select aninternal hard drive, and then press enter.
5. Use the enter key, left mouse click, or touch screen to clear the Automatic DriveLock check box.

6. To save your changes and exit Computer Setup, select the Save icon, and then follow the on-screen
instructions.

Select Main, select Save Changes and Exit, and then press enter.

Entering an Automatic DriveLock password

While Automatic DriveLock is enabled and the drive remains attached to the original computer, you will not be
prompted to enter a DriveLock password to unlock the drive. However, if the drive is moved to another
computer, or the system board is replaced on the original computer, you will be prompted to provide the
DriveLock password.

If this happens, at the DriveLock Password prompt, type the BIOS administrator password for the original
computer (using the same kind of keys you used to set the password), and then press enter to unlock the
drive.

After three incorrect attempts to enter the password, you must shut down the computer and try again.

Selecting manual DriveLock

A CAUTION: To prevent a DriveLock-protected hard drive from becoming permanently unusable, record the
DriveLock user password and the DriveLock master password in a safe place away from your computer. If you
forget both DriveLock passwords, the hard drive will be permanently locked and can no longer be used.

Using passwords 55



To manually apply DriveLock protection to an internal hard drive, a master password must be set, and
DriveLock must be enabled in Computer Setup. Note the following considerations about using DriveLock
protection:

e  After DriveLock protection is applied to a hard drive, the hard drive can be accessed only by entering
either the DriveLock user password or the master password.

e  The owner of the DriveLock user password should be the day-to-day user of the protected hard drive.
The owner of the DriveLock master password may be either a system administrator or the day-to-day
user.

e  The DriveLock user password and the DriveLock master password can be identical.

Setting a DriveLock master password
To set a DriveLock master password, follow these steps:
1.  Start Computer Setup.
e  Computers or tablets with keyboards:
1. Turn off the computer.
2. Press the power button, and when the HP logo appears, press f10 to enter Computer Setup.
e  Tablets without keyboards:
1.  Turn off the tablet.

2. Press the power button in combination with the volume down button until the Startup menu
is displayed, and then tap f10 to enter Computer Setup.

2. Select Security, make the selection for Hard Drive Utilities, select DriveLock/Automatic DriveLock,
and then press enter.

Select the hard drive you want to protect, and then press enter.
Select Set DriveLock Master Password, and then press enter.

Carefully read the warning.

o v s W

Follow the on-screen instructions to set a DriveLock master password.

EJ?"” NOTE: You can enable DriveLock and set a DriveLock user password before exiting from Computer
Setup. For more information, see Enabling DriveLock and setting a DriveLock user password
on page 56.

7. To exit Computer Setup, select Main, select Save Changes and Exit, and then select Yes.

Enabling DriveLock and setting a DriveLock user password
To enable DriveLock, and set a DriveLock user password, follow these steps:
1.  Start Computer Setup.
e  Computers or tablets with keyboards:
1.  Turn off the computer.
2. Press the power button, and when the HP logo appears, press f10 to enter Computer Setup.

e  Tablets without keyboards:
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1.  Turn off the tablet.

2. Press the power button in combination with the volume down button until the Startup menu
is displayed, and then tap 10 to enter Computer Setup.

Select Security, select Hard Drive Utilities, select DriveLock/Automatic DriveLock, and then press
enter.

Select the hard drive you want to protect, and then press enter.

Select Enable DriveLock and then press enter.

Carefully read the warning.

Follow the on-screen instructions to set a DriveLock user password and enable DriveLock.

To exit Computer Setup, select Main, select Save Changes and Exit, and then select Yes.

Disabling DriveLock

1.

3
4.
5
6

Start Computer Setup.
e  Computers or tablets with keyboards:

1. Turn off the computer.

2. Press the power button, and when the HP logo appears, press f10 to enter Computer Setup.
e  Tablets without keyboards:

1.  Turn off the tablet.

2. Press the power button in combination with the volume down button until the Startup menu
is displayed, and then tap f10 to enter Computer Setup.

Select Security, select Hard Drive Utilities, select DriveLock/Automatic DriveLock, and then press
enter.

Select the hard drive you want to manage, and then press enter.
Select Disable DriveLock, and then press enter.
Follow the on-screen instructions to disable DriveLock.

To exit Computer Setup, select Main, select Save Changes and Exit, and then select Yes.

Entering a DriveLock password

Be sure that the hard drive is inserted into the computer (not into an optional docking device or external
MultiBay).

At the DriveLock Password prompt, type your DriveLock user or master password (using the same kind of
keys you used to set the password), and then press enter.

After three incorrect attempts to enter the password, you must shut down the computer and try again.

Changing a DriveLock password

To change a DriveLock password in Computer Setup, follow these steps:

1.
2.

Turn off the computer.

Press the power button.
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3. At the DriveLock Password prompt, type the current DriveLock user password or master password that
you are changing, press enter, and then press or tap f10 to enter Computer Setup.

4. Select Security, select Hard Drive Utilities, select DriveLock/Automatic DriveLock, and then press
enter.

5. Select the hard drive you want to manage, and then press enter.

6. Make the selection for the DriveLock password that you want to change, and then follow the on-screen
instructions to enter passwords.

[:7? NOTE: The Change DriveLock Master Password option is visible only if the DriveLock master password
was provided at the DriveLock Password prompt in step 3.

7. To exit Computer Setup, select Main, select Save Changes and Exit, and then follow the on-screen
instructions.

Using Windows Hello (select products only)

On products equipped with a fingerprint reader or an infrared camera, you can use Windows Hello to sign in by
swiping your finger or looking at the camera.

To set up Windows Hello, follow these steps:
1.  Select the Start button, select Settings, select Accounts, and then select Sign-in options.

2. Under Windows Hello, follow the on-screen instructions to add both a password and a numeric PIN, and
then enroll your fingerprint or facial ID.

[17? NOTE: The PIN is not limited in length, but it must consist of numbers only. No alphabetic or special
characters are allowed.

Using antivirus software

When you use the computer to access e-mail, a network, or the Internet, you potentially expose it to
computer viruses. Computer viruses can disable the operating system, programs, or utilities, or cause them to
function abnormally.

Antivirus software can detect most viruses, destroy them, and, in most cases, repair any damage they have
caused. To provide ongoing protection against newly discovered viruses, antivirus software must be kept up
to date.

Windows Defender is preinstalled on your computer. It is strongly recommended that you continue to use an
antivirus program in order to fully protect your computer.

For more information about computer viruses, access the HP Support Assistant.

Using firewall software

Firewalls are designed to prevent unauthorized access to a system or network. A firewall can be a software
program you install on your computer and/or network, or it can be a solution made up of both hardware and
software.

There are two types of firewalls to consider:
e  Host-based firewalls—Software that protects only the computer it is installed on.

e  Network-based firewalls—Installed between your DSL or cable modem and your home network to
protect all the computers on the network.
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When a firewall is installed on a system, all data sent to and from the system is monitored and compared with
a set of user-defined security criteria. Any data that does not meet those criteria is blocked.

Your computer or networking equipment may already have a firewall installed. If not, firewall software
solutions are available.

[%”r NOTE: Under some circumstances a firewall can block access to Internet games, interfere with printer or file
sharing on a network, or block authorized e-mail attachments. To temporarily resolve the problem, disable
the firewall, perform the task that you want to perform, and then reenable the firewall. To permanently
resolve the problem, reconfigure the firewall.

Installing software updates

HP, Windows, and third-party software installed on your computer should be regularly updated to correct
security problems and improve software performance.

[!?'> IMPORTANT: Microsoft sends out alerts regarding Windows updates, which may include security updates.
To protect the computer from security breaches and computer viruses, install all updates from Microsoft as
S00n as you receive an alert.

You can install these updates automatically.

To view or change the settings:

1.  Select the Start button, select Settings, and then select Update & Security.
2. Select Windows Update, and then follow the on-screen instructions.

3. Toschedule a time for installing updates, select Advanced Options, and then follow the on-screen
instructions.

Using HP Client Security (select products only)

HP Client Security software is preinstalled on your computer. This software can be accessed through the HP
Client Security icon at the far right of the taskbar or Windows Control Panel. It provides security features that
help protect against unauthorized access to the computer, networks, and critical data. For more information,
see the HP Client Security software Help.

Using HP Managed Services (select products only)

HP Managed Services is a cloud-based IT solution that enables businesses to effectively manage and secure
their company assets. HP Managed Services helps protect devices against malware and other attacks,
monitors device health, and helps reduce time spent solving device and security issues. You can quickly
download and install the software, which is highly cost effective relative to traditional in-house solutions. For
more information, go to https://www.hptouchpointmanager.com/.

Using an optional security cable (select products only)

A security cable (purchased separately) is designed to act as a deterrent, but it may not prevent the computer
from being mishandled or stolen. To connect a security cable to your computer, follow the device
manufacturer's instructions.
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Using a fingerprint reader (select products only)

Integrated fingerprint readers are available on select products. In order to use the fingerprint reader, you
must enroll your fingerprints in HP Client Security's Credential Manager. Refer to the HP Client Security
software Help.

After you enroll your fingerprints in Credential Manager, you can use HP Client Security's Password Manager to
store and fill in your user names and passwords in supported websites and applications.

Locating the fingerprint reader
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The fingerprint reader is a small metallic sensor that is located in one of the following areas of your computer:

Near the bottom of the TouchPad

On the right side of the keyboard

On the upper-right side of the display
On the left side of the display

On the back of the display

Depending on your product, the reader may be oriented horizontally or vertically.
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8 Maintenance

It is important to perform regular maintenance to keep your computer in optimal condition. This chapter
explains how to use tools like Disk Defragmenter and Disk Cleanup. It also provides instructions for updating
programs and drivers, steps to clean the computer, and tips for traveling with (or shipping) the computer.

Improving performance

You can improve the performance of your computer by performing regular maintenance tasks with tools such
as Disk Defragmenter and Disk Cleanup.

Using Disk Defragmenter

HP recommends using Disk Defragmenter to defragment your hard drive at least once a month.

[%Nf NOTE: Itis not necessary to run Disk Defragmenter on solid-state drives.

To run Disk Defragmenter:

1.  Connect the computer to AC power.

2. Typedefragment in the taskbar search box, and then select Defragment and optimize your drives.
3. Follow the on-screen instructions.

For additional information, access the Disk Defragmenter software Help.

Using Disk Cleanup

Use Disk Cleanup to search the hard drive for unnecessary files that you can safely delete to free up disk space
and help the computer run more efficiently.

To run Disk Cleanup:
1. Type diskinthe taskbar search box, and then select Disk Cleanup.

2. Follow the on-screen instructions.

Using HP 3D DriveGuard (select products only)

HP 3D DriveGuard protects a hard drive by parking the drive and halting data requests under either of the
following conditions:

e  Youdrop the computer.
e  You move the computer with the display closed while the computer is running on battery power.

A short time after the end of one of these events, HP 3D DriveGuard returns the hard drive to normal
operation.

[% NOTE: Only internal hard drives are protected by HP 3D DriveGuard. A hard drive installed in an optional
docking device or connected to a USB port is not protected by HP 3D DriveGuard.

[Z;’/r NOTE: Because solid-state drives (SSDs) lack moving parts, HP 3D DriveGuard is unnecessary for these
drives.
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For more information, see the HP 3D DriveGuard software Help.

Identifying HP 3D DriveGuard status

The hard drive light on the computer changes color to show that the drive in a primary hard drive bay and/or
the drive in a secondary hard drive bay (select products only) is parked. To determine whether a drive is
currently protected or whether it is parked, view the icon on the Windows desktop in the notification area, at
the far right of the taskbar.

Updating programs and drivers

HP recommends that you update your programs and drivers on a regular basis. Updates can resolve issues
and bring new features and options to your computer. For example, older graphics components might not
work well with the most recent gaming software. Without the latest driver, you would not be getting the most
out of your equipment.

Go to http://www.hp.com/support to download the latest versions of HP programs and drivers. In addition,
register to receive automatic notifications when updates become available.

If you would like to update your programs and drivers, follow these instructions:

1. Type support in the taskbar search box, and then select the HP Support Assistant app.
—or-
Click the question mark icon in the taskbar.

2. Select My PC, select the Updates tab, and then select Check for updates and messages.

3. Follow the on-screen instructions.

Cleaning your computer

Use the following products to safely clean your computer:

e  Dimethyl benzyl ammonium chloride 0.3 percent maximum concentration (for example, disposable
wipes, which come in a variety of brands)

e  Alcohol-free glass-cleaning fluid
e  Solution of water and mild soap
e  Dry microfiber cleaning cloth or a chamois (static-free cloth without oil)

e  Static-free cloth wipes

A CAUTION: Avoid strong cleaning solvents that can permanently damage your computer. If you are not sure
that a cleaning product is safe for your computer, check the product contents to make sure that ingredients
such as alcohol, acetone, ammonium chloride, methylene chloride, and hydrocarbons are not included in the
product.

Fibrous materials, such as paper towels, can scratch the computer. Over time, dirt particles and cleaning
agents can get trapped in the scratches.

Cleaning procedures

Follow the procedures in this section to safely clean your computer.
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A WARNING! To prevent electric shock or damage to components, do not attempt to clean your computer
while it is on.

1. Turn off the computer.
2. Disconnect AC power.
3. Disconnect all powered external devices.

A CAUTION: To prevent damage to internal components, do not spray cleaning agents or liquids directly on
any computer surface. Liquids dripped on the surface can permanently damage internal components.

Cleaning the display

Gently wipe the display using a soft, lint-free cloth moistened with an alcohol-free glass cleaner. Be sure that
a display is dry before you close the computer.

Cleaning the sides or cover

To clean the sides or cover, use a soft microfiber cloth or chamois moistened with one of the cleaning
solutions listed previously, or use an acceptable disposable wipe.

[%f NOTE: When cleaning the cover of the computer, use a circular motion to aid in removing dirt and debris.

Cleaning the TouchPad, keyboard, or mouse (select products only)

A WARNING! To reduce the risk of electric shock or damage to internal components, do not use a vacuum
cleaner attachment to clean the keyboard. A vacuum cleaner can deposit household debris on the keyboard
surface.

A CAUTION: To prevent damage to internal components, do not allow liquids to drip between the keys.

e To clean the TouchPad, keyboard, or mouse, use a soft microfiber cloth or a chamois moistened with one
of the cleaning solutions listed previously or use an acceptable disposable wipe.

e  Toprevent keys from sticking and to remove dust, lint, and particles from the keyboard, use a can of
compressed air with a straw extension.

Traveling with or shipping your computer

If you have to travel with or ship your computer, follow these tips to keep your equipment safe.
e  Prepare the computer for traveling or shipping:

e  Back up your information to an external drive.

e  Remove all discs and all external media cards, such as memory cards.

e  Turn off and then disconnect all external devices.

e  Shut down the computer.
e  Take along a backup of your information. Keep the backup separate from the computer.

e  When traveling by air, carry the computer as hand luggage; do not check it in with the rest of your
luggage.

A CAUTION: Avoid exposing a drive to magnetic fields. Security devices with magnetic fields include
airport walk-through devices and security wands. Airport conveyer belts and similar security devices
that check carry-on baggage use X-rays instead of magnetism and do not damage drives.
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e Ifyou plan to use the computer during a flight, listen for the in-flight announcement that tells you when
you are allowed to use your computer. In-flight computer use is at the discretion of the airline.

e If you are shipping the computer or a drive, use suitable protective packaging and label the package
“FRAGILE.”

e  The use of wireless devices may be restricted in some environments. Such restrictions may apply aboard
aircraft, in hospitals, near explosives, and in hazardous locations. If you are uncertain of the policy that
applies to the use of a wireless device in your computer, ask for authorization to use your computer
before you turn it on.

e If you are traveling internationally, follow these suggestions:
e  Check the computer-related customs regulations for each country or region on your itinerary.

e  Check the power cord and adapter requirements for each location in which you plan to use the
computer. Voltage, frequency, and plug configurations vary.

A WARNING! To reduce the risk of electric shock, fire, or damage to the equipment, do not attempt
to power the computer with a voltage converter kit sold for appliances.
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9 Backing up, restoring, and recovering

This chapter provides information about the following processes. The information in the chapter is standard
procedure for most products.

Creating recovery media and backups

Restoring and recovering your system

For additional information, refer to the HP Support Assistant app.

A Type support in the taskbar search box, and then select the HP Support Assistant app.

Select the question mark icon in the taskbar.

i IMPORTANT: I you will be performing recovery procedures on a tablet, the tablet battery must be at least
70% charged before you start the recovery process.

IMPORTANT: For a tablet with a detachable keyboard, connect the tablet to the keyboard base before
beginning any recovery process.

Creating recovery media and backups

The following methods of creating recovery media and backups are available on select products only. Choose
the available method according to your computer model.

Use HP Recovery Manager to create HP Recovery media after you successfully set up the computer. This
step creates a backup of the HP Recovery partition on the computer. The backup can be used to reinstall
the original operating system in cases where the hard drive is corrupted or has been replaced. For
information on creating recovery media, see Using HP Recovery media (select products only)

on page 65. For information on the recovery options that are available using the recovery media, see
Using Windows tools on page 66.

Use Windows tools to create system restore points and create backups of personal information. See
Using Windows tools on page 66.

E,?'f NOTE: If storageis 32 GB or less, Microsoft System Restore is disabled by default.

On select products, use the HP Cloud Recovery Download Tool to create a bootable USB flash drive for
your HP recovery media. For more information, see Using the HP Cloud Recovery Download Tool (select
products only) on page 67.

Using HP Recovery media (select products only)

If possible, check for the presence of the Recovery partition and the Windows partition. Right-click the Start
button, select File Explorer, and then select This PC.

If your computer does not list the Windows partition and the Recovery partition, you can obtain recovery
media for your system from support. You can find contact information on the HP website. Go to
http://www.hp.com/support, select your country or region, and follow the on-screen instructions.

If your computer does list the Recovery partition and the Windows partition, you can use HP Recovery
Manager to create recovery media after you successfully set up the computer. HP Recovery media can be

Creating recovery media and backups
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used to perform system recovery if the hard drive becomes corrupted. System recovery reinstalls the
original operating system and software programs that were installed at the factory and then configures
the settings for the programs. HP Recovery media can also be used to customize the system or restore
the factory image if you replace the hard drive.

Only one set of recovery media can be created. Handle these recovery tools carefully, and keep
them in a safe place.

HP Recovery Manager examines the computer and determines the required storage capacity for
the media that will be required.

To create recovery discs, your computer must have an optical drive with DVD writer capability, and
you must use only high-quality blank DVD-R, DVD+R, DVD-R DL, or DVD+R DL discs. Do not use
rewritable discs such as CD+RW, DVD+RW, double-layer DVD+RW, or BD-RE (rewritable Blu-ray)
discs; they are not compatible with HP Recovery Manager software. Or, instead, you can use a high-
quality blank USB flash drive.

If your computer does not include an integrated optical drive with DVD writer capability, but you
would like to create DVD recovery media, you can use an external optical drive (purchased
separately) to create recovery discs. If you use an external optical drive, it must be connected
directly to a USB port on the computer; the drive cannot be connected to a USB port on an external
device, such as a USB hub. If you cannot create DVD media yourself, you can obtain recovery discs
for your computer from HP. You can find contact information on the HP website. Go to
http://www.hp.com/support, select your country or region, and follow the on-screen instructions.

Be sure that the computer is connected to AC power before you begin creating the recovery media.
The creation process can take an hour or more. Do not interrupt the creation process.

If necessary, you can exit the program before you have finished creating all of the recovery DVDs.
HP Recovery Manager will finish burning the current DVD. The next time you start HP Recovery
Manager, you will be prompted to continue.

To create HP Recovery media using HP recovery manager:

M IMPORTANT: For a tablet with a detachable keyboard, connect the tablet to the keyboard base before
beginning these steps.

1. Type recovery inthe taskbar search box, and then select HP Recovery Manager.

2. Select Create recovery media, and then follow the on-screen instructions.

If you ever need to recover the system, see Recovering using HP Recovery Manager on page 67.

Using Windows tools

You can create recovery media, system restore points, and backups of personal information using Windows

tools.

Ef NOTE: If storageis 32 GB or less, Microsoft System Restore is disabled by default.

For more information and steps, see the Get Help app.

A Select the Start button, and then select the Get Help app.

E/f NOTE: You must be connected to the Internet to access the Get Help app.
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Using the HP Cloud Recovery Download Tool (select products only)

To create HP Recovery media using the HP Cloud Recovery Download Tool:

1. Go to http://www.hp.com/support.

2. Select Software and Drivers, and then follow the on-screen instructions.

Restore and recovery

There are several options for recovering your system. Choose the method that best matches your situation
and level of expertise:

@ IMPORTANT: Not all methods are available on all products.

e  Windows offers several options for restoring from backup, refreshing the computer, and resetting the
computer to its original state. For more information see the Get Help app.

A Select the Start button, and then select the Get Help app.

[’_5/? NOTE: You must be connected to the Internet to access the Get Help app.

e If you need to correct a problem with a preinstalled application or driver, use the Reinstall drivers and/or
applications option (select products only) of HP Recovery Manager to reinstall the individual application
or driver.

A Type recovery in the taskbar search box, select HP Recovery Manager, select Reinstall drivers
and/or applications, and then follow the on-screen instructions.

e If you want to recover the Windows partition to original factory content, you can choose the System
Recovery option from the HP Recovery partition (select products only) or use the HP Recovery media.
For more information, see Recovering using HP Recovery Manager on page 67. If you have not already
created recovery media, see Using HP Recovery media (select products only) on page 65.

e  Onselect products, if you want to recover the computer's original factory partition and content, or if you
have replaced the hard drive, you can use the Factory Reset option of HP Recovery media. For more
information, see Recovering using HP Recovery Manager on page 67.

e  Onselect products, if you want to remove the Recovery partition to reclaim hard drive space, HP
Recovery Manager offers the Remove Recovery Partition option.

For more information, see Removing the HP Recovery partition (select products only) on page 69.

Recovering using HP Recovery Manager

HP Recovery Manager software allows you to recover the computer to its original factory state by using the
HP Recovery media that you either created or that you obtained from HP, or by using the HP Recovery
partition (select products only). If you have not already created recovery media, see Using HP Recovery media
(select products only) on page 65.

What you need to know before you get started

e  HP Recovery Manager recovers only software that was installed at the factory. For software not
provided with this computer, you must either download the software from the manufacturer's website or
reinstall the software from the media provided by the manufacturer.
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iZZ IMPORTANT: Recovery through HP Recovery Manager should be used as a final attempt to correct
computer issues.

e  HP Recovery media must be used if the computer hard drive fails. If you have not already created
recovery media, see Using HP Recovery media (select products only) on page 65.

e  Touse the Factory Reset option (select products only), you must use HP Recovery media. If you have not
already created recovery media, see Using HP Recovery media (select products only) on page 65.

e If your computer does not allow the creation of HP Recovery media or if the HP Recovery media does not
work, you can obtain recovery media for your system from support. You can find contact information
from the HP website. Go to http://www.hp.com/support, select your country or region, and follow the
on-screen instructions.

M IMPORTANT: HP Recovery Manager does not automatically provide backups of your personal data. Before
beginning recovery, back up any personal data you want to retain.

Using HP Recovery media, you can choose from one of the following recovery options:

[%]’9 NOTE: Only the options available for your computer display when you start the recovery process.

e  System Recovery—Reinstalls the original operating system, and then configures the settings for the
programs that were installed at the factory.

e  Factory Reset—Restores the computer to its original factory state by deleting all information from the
hard drive and re-creating the partitions. Then it reinstalls the operating system and the software that
was installed at the factory.

The HP Recovery partition (select products only) allows System Recovery only.

Using the HP Recovery partition (select products only)

The HP Recovery partition allows you to perform a system recovery without the need for recovery discs or a
recovery USB flash drive. This type of recovery can be used only if the hard drive is still working.

To start HP Recovery Manager from the HP Recovery partition:

M IMPORTANT: For a tablet with a detachable keyboard, connect the tablet to the keyboard base before
beginning these steps (select products only).

1. Type recovery inthe taskbar search box, select HP Recovery Manager, and then select Windows
Recovery Environment.

-or—

For computers or tablets with keyboards attached, press f11 while the computer boots, or press and
hold f11 as you press the power button.

For tablets without keyboards:

e  Turnon or restart the tablet, and then quickly hold down the volume up button; then select f11.

—or-

e  Turnon or restart the tablet, and then quickly hold down the volume down button; then select f11.
2. Select Troubleshoot from the boot options menu.

3. Select Recovery Manager, and then follow the on-screen instructions.
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Using HP Recovery media to recover

You can use HP Recovery media to recover the original system. This method can be used if your system does
not have an HP Recovery partition or if the hard drive is not working properly.

1. If possible, back up all personal files.

2. Insert the HP Recovery media, and then restart the computer.

[%f NOTE: If the computer does not automatically restart in HP Recovery Manager, change the computer
boot order. See Changing the computer boot order on page 69.

3. Follow the on-screen instructions.

Changing the computer boot order

If your computer does not restart in HP Recovery Manager, you can change the computer boot order, which is
the order of devices listed in BIOS where the computer looks for startup information. You can change the
selection to an optical drive or a USB flash drive.

To change the boot order:

@f’ IMPORTANT: For atablet with a detachable keyboard, connect the tablet to the keyboard base before
beginning these steps.

1. Insert the HP Recovery media.
2. Access the system Startup menu.
For computers or tablets with keyboards attached:
A Turnon orrestart the computer or tablet, quickly press esc, and then press f9 for boot options.
For tablets without keyboards:
A Turnon orrestart the tablet, and then quickly hold down the volume up button; then select 9.
—or-
Turn on or restart the tablet, and then quickly hold down the volume down button; then select f9.
3. Select the optical drive or USB flash drive from which you want to boot.

4. Follow the on-screen instructions.

Removing the HP Recovery partition (select products only)

HP Recovery Manager software allows you to remove the HP Recovery partition to free up hard drive space.

Mf’ IMPORTANT: After you remove the HP Recovery partition, you will not be able to perform System Recovery
or create HP Recovery media from the HP Recovery partition. So before you remove the Recovery partition,
create HP Recovery media; see Using HP Recovery media (select products only) on page 65.

[:?’”f} NOTE: The Remove Recovery Partition option is only available on products that support this function.

Follow these steps to remove the HP Recovery partition:
1. Type recovery in the taskbar search box, and then select HP Recovery Manager.

2. Select Remove Recovery Partition, and then follow the on-screen instructions.
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10 Computer Setup (BI0S), TPM, and HP Sure
Start

Using Computer Setup

Computer Setup, or Basic Input/Output System (BIOS), controls communication between all the input and
output devices on the system (such as disk drives, display, keyboard, mouse, and printer). Computer Setup
includes settings for the types of devices installed, the startup sequence of the computer, and the amount of
system and extended memory.

[%9 NOTE: Use extreme care when making changes in Computer Setup. Errors can prevent the computer from
operating properly.

Starting Computer Setup

A Turnon or restart the computer, and when the HP logo appears, press f10 to enter Computer Setup.

Using a USB keyboard or USB mouse to start Computer Setup (BI0S)

You can start Computer Setup by using a keyboard or mouse connected to a USB port, but you must first
disable FastBoot.

1. Turnon or restart the computer, and when the HP logo appears, press f9 to enter the Boot Device
Options menu.

2.  Clear the check box for Fast Boot.

3. Tosave your changes and exit, select the Save icon in the lower-right corner of the screen, and then
follow the on-screen instructions.

Select Main, select Save Changes and Exit, and then press enter.

Your changes go into effect when the computer restarts.

Navigating and selecting in Computer Setup

e  Toselect a menu or a menuitem, use the tab key and the keyboard arrow keys and then press enter, or
use a pointing device to select the item.

e  Toscroll up and down, select the up arrow or the down arrow in the upper-right corner of the screen, or
use the up arrow key or the down arrow key on the keyboard.

e To close open dialog boxes and return to the main Computer Setup screen, press esc, and then follow
the on-screen instructions.

70 Chapter 10 Computer Setup (BIOS), TPM, and HP Sure Start



To exit Computer Setup menus, choose one of the following methods:

e  To exit Computer Setup menus without saving your changes:
Select the Exit icon in the lower-right corner of the screen, and then follow the on-screen instructions.
—or-
Select Main, select Ignore Changes and Exit, and then press enter.

e  Tosave your changes and exit Computer Setup menus:
Select the Save icon in the lower-right corner of the screen, and then follow the on-screen instructions.
—or-
Select Main, select Save Changes and Exit, and then press enter.

Your changes go into effect when the computer restarts.

Restoring factory settings in Computer Setup

B’ NOTE: Restoring defaults will not change the hard drive mode.

To return all settings in Computer Setup to the values that were set at the factory, follow these steps:

1.  Start Computer Setup. See Starting Computer Setup on page 70.

2. Select Main, and then select Apply Factory Defaults and Exit.

EX NOTE: Onselect products, the selections may display Restore Defaults instead of Apply Factory
Defaults and Exit.

3. Follow the on-screen instructions.

4. To save your changes and exit, select the Save icon in the lower-right corner of the screen, and then
follow the on-screen instructions.

Select Main, select Save Changes and Exit, and then press enter.

Your changes go into effect when the computer restarts.

[%”r NOTE: Your password settings and security settings are not changed when you restore the factory settings.

Updating the BIOS

Updated versions of the BIOS may be available on the HP website.
Most BIOS updates on the HP website are packaged in compressed files called SoftPags.

Some download packages contain a file named Readme.txt, which contains information regarding installing
and troubleshooting the file.

Determining the BIOS version

To decide whether you need to update Computer Setup (BI0S), first determine the BIOS version on your
computer.

BIOS version information (also known as ROM date and System BIOS) can be accessed by pressing fn+esc (if
you are already in Windows) or by using Computer Setup.
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1. Start Computer Setup. See Starting Computer Setup on page 70.

2. Select Main, and then select System Information.

3. To exit Computer Setup without saving your changes, select the Exit icon in the lower-right corner of the
screen, and then follow the on-screen instructions.

Select Main, select Ignore Changes and Exit, and then press enter.

To check for later BIOS versions, see Downloading a BIOS update on page 72.

Downloading a BIOS update

A CAUTION: To reduce the risk of damage to the computer or an unsuccessful installation, download and

install a BIOS update only when the computer is connected to reliable external power using the AC adapter. Do
not download or install a BIOS update while the computer is running on battery power, docked in an optional
docking device, or connected to an optional power source. During the download and installation, follow these
instructions:

Do not disconnect power on the computer by unplugging the power cord from the AC outlet.
Do not shut down the computer or initiate Sleep.

Do not insert, remove, connect, or disconnect any device, cable, or cord.

1. Type support in the taskbar search box, and then select the HP Support Assistant app.
—or-
Select the question mark icon in the taskbar.

2. Select Updates, and then select Check for updates and messages.

3. Follow the on-screen instructions.

4. Atthe download area, follow these steps:

a. ldentify the most recent BIOS update and compare it to the BIOS version currently installed on your
computer. Make a note of the date, name, or other identifier. You may need this information to
locate the update later, after it has been downloaded to your hard drive.

b. Follow the on-screen instructions to download your selection to the hard drive.

Make a note of the path to the location on your hard drive where the BIOS update is downloaded.
You will need to access this path when you are ready to install the update.

E/f NOTE: If you connect your computer to a network, consult the network administrator before installing
any software updates, especially system BIOS updates.

BIOS installation procedures vary. Follow any instructions that are displayed on the screen after the download
is complete. If no instructions are displayed, follow these steps:

1. Type fileinthe taskbar search box, and then select File Explorer.
2. Select your hard drive designation. The hard drive designation is typically Local Disk (C:).
3. Using the hard drive path you recorded earlier, open the folder that contains the update.
4. Double-click the file that has an .exe extension (for example, filename.exe).

The BIOS installation begins.

5. Complete the installation by following the on-screen instructions.
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[% NOTE: After a message on the screen reports a successful installation, you can delete the downloaded file
from your hard drive.

Changing the boot order using the f9 prompt
To dynamically choose a boot device for the current startup sequence, follow these steps:
1. Access the Boot Device Options menu:

e  Turnon or restart the computer, and when the HP logo appears, press f9 to enter the Boot Device
Options menu.

2. Select a boot device, press enter, and then follow the on-screen instructions.

TPM BIOS settings (select products only)

[Q" IMPORTANT: Before enabling Trusted Platform Module (TPM) functionality on this system, you must ensure
that your intended use of TPM complies with relevant local laws, regulations and policies, and approvals or
licenses must be obtained if applicable. For any compliance issues arising from your operation/usage of TPM
which violates the above mentioned requirement, you shall bear all the liabilities wholly and solely. HP will
not be responsible for any related liabilities.

TPM provides additional security for your computer. You can modify the TPM settings in Computer Setup
(BIOS).

[% NOTE: If you change the TPM setting to Hidden, TPM is not visible in the operating system.

To access TPM settings in Computer Setup:

1. Start Computer Setup. See Starting Computer Setup on page 70.

2. Select Security, select TPM Embedded Security, and then follow the on-screen instructions.

Using HP Sure Start (select products only)

Select computer models are configured with HP Sure Start, a technology that monitors the computer's BIOS
for attacks or corruption. If the BIOS becomes corrupted or is attacked, HP Sure Start automatically restores
the BIOS to its previously safe state, without user intervention.

HP Sure Start is configured and already enabled so that most users can use the HP Sure Start default
configuration. The default configuration can be customized by advanced users.

To access the latest documentation on HP Sure Start, go to http://www.hp.com/support. Select Find your
product, and then follow the on-screen instructions.

TPM BIOS settings (select products only)
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Using HP PC Hardware Diagnostics (UEFI)

HP PC Hardware Diagnostics is a Unified Extensible Firmware Interface (UEFI) that allows you to run diagnostic
tests to determine whether the computer hardware is functioning properly. The tool runs outside the
operating system so that it can isolate hardware failures from issues that are caused by the operating system
or other software components.

When HP PC Hardware Diagnostics (UEFI) detects a failure that requires hardware replacement, a 24-digit
Failure ID code is generated. This ID code can then be provided to support to help determine how to correct
the problem.

[%r NOTE: To start diagnostics on a convertible computer, your computer must be in notebook mode and you
must use the keyboard attached.

To start HP PC Hardware Diagnostics (UEFI), follow these steps:

1.
2.

Turn on or restart the computer, and quickly press esc.
Press f2.
The BIOS searches three places for the diagnostic tools, in the following order:

a. Connected USB drive

[%Nf NOTE: To download the HP PC Hardware Diagnostics (UEFI) tool to a USB drive, see Downloading
HP PC Hardware Diagnostics (UEFI) to a USB device on page 75.

b. Harddrive
c. BIOS

When the diagnostic tool opens, select the type of diagnostic test you want to run, and then follow the
on-screen instructions.

[/ NOTE: If you need to stop a diagnostic test, press esc.
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Downloading HP PC Hardware Diagnostics (UEFI) to a USB device

[Z?’”r NOTE: The HP PC Hardware Diagnostics (UEFI) download instructions are provided in English only, and you
must use a Windows computer to download and create the HP UEFI support environment because only .exe
files are offered.

There are two options to download HP PC Hardware Diagnostics to a USB device.
Download the latest UEFI version

1. Goto http://www.hp.com/go/techcenter/pcdiags. The HP PC Diagnostics home page is displayed.

2. Inthe HP PC Hardware Diagnostics section, select the Download link, and then select Run.
Download any version of UEFI for a specific product

1. Go to http://www.hp.com/support.

2. Select Get software and drivers.

3 Enter the product name or number.

4. Select your computer, and then select your operating system.
5

In the Diagnostic section, follow the on-screen instructions to select and download the UEFI version
you want.

Using Remote HP PC Hardware Diagnostics (UEFI) settings
(select products only)

Your computer supports Remote HP PC Hardware Diagnostics (UEFI). This is a firmware (BIOS) feature that
downloads HP PC Hardware Diagnostics UEFI to your computer.

It executes the diagnostics on your computer, and then may upload results to a preconfigured server.

Using the Remote HP PC Hardware Diagnostics setting in Computer Setup (BIOS), you can perform the
following customizations:

e Setaschedule for running diagnostics unattended. You can also start diagnostics immediately in
interactive mode by selecting Execute Remote HP PC Hardware Diagnostics.

e Set the location for downloading the diagnostic tools. This feature provides access to the tools from the
HP website or from a server that has been preconfigured for use. Your computer does not require the
traditional local storage (such as a disk drive or USB flash drive) to run remote diagnostics.

e Setalocation for storing the test results. You can also set the user name and password settings used for
uploads.

e Display status information about the diagnostics run previously.

Customizing Remote HP PC Hardware Diagnostics (UEFI) settings
1. Turnon or restart the computer, and when the HP logo appears, press f10 to enter Computer Setup.
2. Select Advanced, and then select Settings.
3. Make your customization selections.
4. Select Main, and then Save Changes and Exit to save your settings.

Your changes take effect when the computer restarts.
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To access documentation on using Remote HP PC Hardware Diagnostics (UEFI) to configure a server for
remote diagnostics or to customize which diagnostic tests are run, go to http://www.hp.com/support. Select
Find your product, and then follow the on-screen instructions.
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12 Specifications

Input power

The power information in this section may be helpful if you plan to travel internationally with the computer.

The computer operates on DC power, which can be supplied by an AC or a DC power source. The AC power
source must be rated at 100-240 V, 50-60 Hz. Although the computer can be powered from a standalone DC
power source, it should be powered only with an AC adapter or a DC power source supplied and approved by
HP for use with this computer.

The computer can operate on DC power within the following specifications. The voltage and current for your
computer is located on the regulatory label.

Input Power Rating

Operating voltage and current 19.5Vdc@2.31A-45W
19.5Vdc@3.33A-65W

[%"f NOTE: This product is designed for IT power systems in Norway with phase-to-phase voltage not exceeding
240V rms.

Operating environment

Factor Metric u.s.
Temperature

Operating (writing to optical disc) 5°Cto 35°C 41°F to 95°F
Nonoperating -20°C to 60°C -4°F to 140°F

Relative humidity (noncondensing)

Operating 10% to 90% 10% to 90%

Nonoperating 5% to 95% 5% to 95%

Maximum altitude (unpressurized)

Operating -15mto 3,048 m -50 ft to 10,000 ft

Nonoperating -15mto 12,192 m -50 ft to 40,000 ft

Input power
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13 Electrostatic Discharge

Electrostatic discharge is the release of static electricity when two objects come into contact—for example,
the shock you receive when you walk across the carpet and touch a metal door knob.

A discharge of static electricity from fingers or other electrostatic conductors may damage electronic
components.

To prevent damage to the computer, damage to a drive, or loss of information, observe these precautions:

If removal or installation instructions direct you to unplug the computer, first be sure that it is properly
grounded.

Keep components in their electrostatic-safe containers until you are ready to install them.

Avoid touching pins, leads, and circuitry. Handle electronic components as little as possible.

Use nonmagnetic tools.

Before handling components, discharge static electricity by touching an unpainted metal surface.

If you remove a component, place it in an electrostatic-safe container.
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14 Accessibility

HP designs, produces, and markets products and services that can be used by everyone, including people with
disabilities, either on a stand-alone basis or with appropriate assistive devices. To access the latest
information on HP accessibility, go to http://www.hp.com/accessibility.

Supported assistive technologies

HP products support a wide variety of operating system assistive technologies and can be configured to work
with additional assistive technologies. Use the Search feature on your device to locate more information
about assistive features.

[Z?’”r NOTE: For additional information about a particular assistive technology product, contact customer support
for that product.

Contacting support

We are constantly refining the accessibility of our products and services and welcome feedback from users. If
you have an issue with a product or would like to tell us about accessibility features that have helped you,
please contact us at +1 (888) 259-5707, Monday through Friday, 6 a.m. to 9 p.m. North American Mountain
Time. If you are deaf or hard-of-hearing and use TRS/VRS/WebCapTel, contact us if you require technical
support or have accessibility questions by calling +1 (877) 656-7058, Monday through Friday, 6 a.m. to 9 p.m.
North American Mountain Time.

[%/Nf NOTE: Supportisin English only.
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Syntaxschliissel fiir Benutzereingaben

Text, den Sie in einer Benutzeroberflache eingeben miissen, wird durch eine Schriftart mit fester

Breite dargestellt.

Tabelle -1 Syntaxschliissel fiir Benutzereingaben

Funktion

Beschreibung

Text ohne Klammern

Elemente, die Sie exakt wie gezeigt eingeben miissen

<Text in spitzen Klammern>

Ein Platzhalter fiir einen Wert, den Sie angeben miissen. Lassen Sie dabei die
Klammern weg.

[Text in eckigen Klammern]

Optionale Elemente; Lassen Sie dabei die Klammern weg.

{Text in geschweiften Klammern}

Mehrere Elemente, aus denen Sie nur eines auswahlen miissen. Lassen Sie dabei die
Klammern weg.

Ein Trennzeichen fiir Elemente, von denen Sie nur eines auswahlen miissen. Lassen
Sie dabei den Senkrechtstrich weg.

Elemente, die Sie wiederholen kénnen oder miissen. Lassen Sie dabei die
Auslassungszeichen weg.
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1 Erste Schritte

HP Sure Recover hilft Ihnen dabei, das Betriebssystem mit minimaler Benutzerinteraktion sicher {iber das
Netzwerk zu installieren. Systeme mit HP Sure Recover mit eingebetteter erneuter Imageerstellung
unterstiitzen auch die Installation liber ein lokales Speichergerat.

M WICHTIG: Sichern Sie lhre Daten, bevor Sie HP Sure Recover verwenden. Da bei der Imageerstellung das
Laufwerk neu formatiert wird, gehen Daten verloren.

Die von HP bereitgestellten Wiederherstellungs-lImages enthalten das einfache Windows 10®
Installationsprogramm. Optional kann HP Sure Recover optimierte Treiber fiir HP Gerate installieren. HP
Wiederherstellungs-Images enthalten nur Datenwiederherstellungs-Agents, die in Windows 10 enthalten
sind, z. B. OneDrive. Unternehmen kdnnen eigene benutzerdefinierte Images erstellen, um
Unternehmenseinstellungen, Anwendungen, Treiber und Datenwiederherstellungs-Agents hinzuzufiigen.

Ein Betriebssystem-Wiederherstellungs-Agent fiihrt die erforderlichen Schritte aus, um das
Wiederherstellungs-Image zu installieren. Der von HP bereitgestellte Wiederherstellungs-Agent fiihrt
allgemeine Schritte durch, z. B. Partitionieren, Formatieren und Extrahieren des Wiederherstellungs-Images
auf dem Zielgerat. Da sich der HP Wiederherstellungs-Agent auf hp.com befindet, benétigen Sie
Internetzugriff, um ihn abzurufen, sofern das System keine eingebettete erneute Imageerstellung umfasst.
Unternehmen kénnen den HP Wiederherstellungs-Agent auch innerhalb Ihrer Firewall hosten oder
benutzerdefinierte Wiederherstellungs-Agents fiir komplexere Wiederherstellungsumgebungen erstellen.

Sie konnen HP Sure Recover starten, wenn kein Betriebssystem gefunden wird. Sie konnen HP Sure Recover
auch nach einem Zeitplan ausfiihren, um sicherzustellen, dass Malware entfernt wird. Fiihren Sie die
Konfiguration dieser Einstellungen tiber HP Client Security Manager (CSM), Manageability Integration Kit (MIK)
oder die Client Management Script Library durch.

Durchfiihren einer Netzwerkwiederherstellung

[:?’”r HINWEIS: Um eine Netzwerkwiederherstellung durchzufiihren, miissen Sie eine kabelgebundene
Verbindung verwenden. Um Datenverluste zu vermeiden, empfiehlt HP, wichtige Dateien, Daten, Fotos, Videos
usw. zu sichern, bevor Sie HP Sure Recover verwenden.

1. Verbinden Sie das Clientsystem mit dem Netzwerk, in dem auf den HTTP- oder FTP-Verteilungspunkt
zugegriffen werden kann.

2. Starten Sie das Clientsystem neu. Wenn das HP Logo angezeigt wird, driicken Sie f11.

3. Wahlen Sie Wiederherstellen iiber das Netzwerk aus.

Durchfiihren der Wiederherstellung eines lokalen Laufwerks

Wenn ein Clientsystem die eingebettete erneute Imageerstellung unterstiitzt und die Option fiir den
geplanten Image-Download in der angewendeten Richtlinie aktiviert ist, wird das Image zur geplanten Zeit
auf das Clientsystem heruntergeladen. Nachdem das Image auf das Clientsystem heruntergeladen wurde,
starten Sie es neu, um das Image auf das Speichergerat fiir die eingebettete erneute Imageerstellung zu
kopieren.

Durchfiihren einer Netzwerkwiederherstellung
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So fiihren Sie eine lokale Wiederherstellung mithilfe des Images auf dem Speichergerat fiir die eingebettete
erneute Imageerstellung durch:

1.  Starten Sie das Clientsystem neu. Wenn das HP Logo angezeigt wird, driicken Sie f11.
2. Wahlen Sie Wiederherstellen vom lokalen Laufwerk aus aus.

Systeme mit eingebetteter erneuter Imageerstellung miissen einen Downloadzeitplan konfigurieren und den
Download-Agent fiir die Suche nach Updates verwenden. Der Download-Agent ist im HP Sure Recover-Plug-in
fiir HP Client Security Manager enthalten und kann auch in MIK konfiguriert werden. Weitere Informationen
zur MIK-Verwendung finden Sie unter https://www.hp.com/go/clientmanagement.

Sie kénnen auch einen geplanten Task erstellen, um den Agent auf die Partition SR_AED und das Image auf
die Partition SR_IMAGE zu kopieren. Sie kénnen dann die HP Client Management Script Library verwenden, um
ein Serviceereignis zu senden, das das BIOS dariiber informiert, dass es den Inhalt validieren und beim
nachsten Neustart auf das Speichergerat fiir die eingebettete erneute Imageerstellung kopieren soll.

Kapitel 1 Erste Schritte
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2 Erstellen eines Unternehmensimages

Die meisten Unternehmen verwenden die Microsoft Deployment Tools, das Windows 10 Assessment and
Deployment Kit oder beides, um Dateien, die ein Image enthalten, in einem Windows Imageerstellungsarchiv
im WIM-Dateiformat zu erstellen.

Anforderungen

Die neueste Version von Windows 10 Assessment and Deployment Kit (Windows ADK)
PowerShell

OpenSSL (oder eine andere Losung fiir das Generieren von Paaren aus privaten/offentlichen RSA-
Schliisseln)

Verwenden Sie sie, um das RSA-Schliisselpaar zu generieren, das verwendet wird, um die Integritat des
von lhnen erstellten und gehosteten Unternehmensimages zu sichern.

Eine Serverhostinglésung (z. B. Microsoft Internetinformationsdienste [IIS])

Erstellen des Images

Richten Sie vor dem Starten der Imageerstellung das Arbeits- oder Buildsystem ein, in dem Sie die
erforderlichen Tools zur Vorbereitung auf die Verarbeitung des Images installiert haben, wie in den folgenden

Schritten dargestellt:
1. Offnen Sie als Administrator die Eingabeaufforderung Umgebung fiir Bereitstellungs- und
Imageerstellungstools (die mit den Bereitstellungstools des Windows ADK installiert wurde).
2. Erstellen Sie mit dem folgenden Befehl einen Stagingbereich fiir Ihr Image:
mkdir C:\staging
3. Erstellen Sie das Image mithilfe eines der folgenden Beispiele:

Beispiel 1: Erstellen eines Images basierend auf dem Microsoft Windows Installationsimage
auf Seite 3

Beispiel 2: Erstellen eines Images basierend auf einem Referenzsystem auf Seite 6

Beispiel 1: Erstellen eines Images basierend auf dem Microsoft Windows
Installationsimage

1.

Aktivieren oder 6ffnen Sie das Microsoft Windows Installationsimage ({iber eine Microsoft ISO oder HP
0SDVD).

Kopieren Sie die Datei ,install.wim“ mit dem folgenden Befehl aus dem bereitgestellten Windows
Installationsimage in Ihren Stagingbereich:

robocopy <M:>\sources C:\staging install.wim

[%9 HINWEIS: <M:> ist das bereitgestellte Laufwerk. Ersetzen Sie es durch den korrekten

Laufwerksbuchstaben.

Anforderungen
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3. Benennen Sie mit dem folgenden Befehl ,install.wim* in einen Imagedateinamen um (,my-image“ in
diesem Beispiel):

ren C:\staging\install.wim <my-image>.wim

(Optional) HP Sure Recover bietet eine Funktion zur Wiederherstellung einer bestimmten Edition (iber
ein Multi-Index-Image basierend auf der Windows Version, die urspriinglich werkseitig fiir das HP
Zielsystem lizenziert wurde. Dieser Mechanismus funktioniert, wenn die Indizes richtig benannt sind.
Wenn lhr Windows Installationsimage aus einem HP 0SDVD-Image stammt, haben Sie wahrscheinlich
ein Multi-Edition-Image. Wenn Sie dieses Verhalten nicht wiinschen und sicherstellen méchten, dass
eine bestimmte Edition fiir alle Zielsysteme verwendet wird, miissen Sie darauf achten, dass sich nur ein
Index im Installationsimage befindet.

4.  Uberpriifen Sie mithilfe des folgenden Befehls den Inhalt des Installationsimages:
dism /Get-ImageInfo /ImageFile:C:\staging\<my-image>.wim

Die folgende Abbildung zeigt eine Beispielausgabe eines Installationsimages, das fiinf Editionen
unterstiitzt (basierend auf dem BIOS der Zielsysteme):

Details fiir das Image: my-image .wim

Index: 1

Name: CoreSinglelLanguage

Beschreibung: Windows 10 May 2019 Update - Home Single Language Edition

GroRe: 19,512,500, 682 bytes

Index: 2
Name: Core
Beschreibung: Windows 10 May 2019 Update — Home edition

GroRe: 19,512,500, 682 bytes

Index: 3
Name: Professional
Beschreibung: Windows 10 May 2019 Update- Professional Update

Gréle:19.758,019,520 bytes

Index: 4
Name: ProfessionalEducation
Beschreibung: Windows 10 May 2019 Update - Professional Education edition

GroBe: 19, 758,019,480 bytes

Index: 5
Name: ProfessionalWorkstation
Beschreibung: Windows 10 May 2019 Update - Professional Workstation edition

GroRe: 19, 758,023,576 bytes
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['_5”1’ HINWEIS: Wenn nur ein Index vorhanden ist, wird das Image unabhangig vom Namen fiir die
Wiederherstellung verwendet. Mdglicherweise ist die Imagedatei groRRer als vor den Léschvorgangen.

Wenn Sie das Multi-Edition-Verhalten nicht wiinschen, léschen Sie alle nicht gewiinschten Indizes.

Wenn Sie nur die Professional-Edition bendtigen (sofern alle Zielsysteme lizenziert sind), loschen Sie
denIndex 5, 4, 2 und 1, wie im folgenden Beispiel dargestellt. Jedes Mal, wenn Sie einen Index loschen,
werden die Indexnummern neu zugewiesen. Aus diesem Grund sollten Sie beginnend mit den hochsten
bis zu den niedrigsten Indexzahlen l6schen. Fiihren Sie Get -ImageInfo nach jedem Loschvorgang
aus, um visuell zu priifen, welcher Index als Nachstes geldscht werden muss.

dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:5
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:4
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:?2
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:1

Wahlen Sie nur einen Index der Edition aus (in diesem Beispiel ,,Professional®). Wenn nur ein Index
vorhanden ist, wird das Image unabhangig vom Namen fiir die Wiederherstellung verwendet. Die
Imagedatei ist mdglicherweise groBer als vor den Loschvorgdngen. Dies liegt an der Funktionsweise der
WIM-Metadatenanderungen und der Inhaltsnormalisierung.

(Optional) Fiihren Sie die folgenden Schritte aus, wenn Sie Treiber in Ihr Wiederherstellungsimage fiir
das Unternehmen einbinden mochten:

a. Verwenden Sie die folgenden Befehle, um lhr Image in einem leeren Ordner bereitzustellen:
mkdir C:\staging\mount

dism /Mount-Wim /WimFile:C:\staging\my-image.wim /MountDir:C:
\staging\mount /Index:1

b. Stellen Sie die entsprechende HP Windows 10 Treiber-DVD (DRDVD) fiir das unterstiitzte
Zielsystem bereit. Kopieren Sie mit dem folgenden Befehl die Treiberunterordner von den
bereitgestellten Treibermedien in Ihren Stagingbereich:

robocopy /E <M:>\SWSETUP\DRV C:\staging\mount\SWSETUP\DRV

[%'/r HINWEIS: <M: > ist das bereitgestellte Laufwerk. Ersetzen Sie es durch den korrekten
Laufwerksbuchstaben.

Sie konnen zusatzliche INF-Treiber einbeziehen, indem Sie sie im Ordner ,,C:\staging\mount
\SWSETUP\DRV* platzieren. Eine Erlauterung dazu, wie diese Inhalte von HP Sure Recover mithilfe
der Funktiondism /Add-Driver /Recurse verarbeitet werden, finden Sie unter
»Hinzufligen und Entfernen von Treibern zu einem Windows-0fflineimage* im folgenden Thema:
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/add-and-remove-
drivers-to-an-offline-windows-image.

Diese Funktion unterstiitzt keine EXE-Treiber, die eine Anwendung ausfiihren miissen.

¢.  Speichern Sie die Anderungen und deaktivieren Sie das Image, indem Sie den folgenden Befehl
verwenden:

dism /Unmount-Wim /MountDir:C:\staging\mount /Commit
Die resultierende Imagedatei ist: C:\staging\my-image.wim.

d. Gehen Sie zu Aufteilen des Images auf Seite 6.

Erstellen des Images
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Beispiel 2: Erstellen eines Images basierend auf einem Referenzsystem
1.  Erstellen Sie bootfahige USB-WinPE-Medien.

A,

B HINWEIS:  Weitere Methoden zum Erfassen des Images finden Sie in der ADK-Dokumentation.

Stellen Sie sicher, dass das USB-Laufwerk liber geniigend freien Speicherplatz fiir das erfasste Image
vom Referenzsystem verfiigt.

2. Erstellen Sie ein Image auf einem Referenzsystem.

3. Erfassen Sie das Image, indem Sie das Referenzsystem mit den USB-WinPE-Medien starten, und
verwenden Sie dann DISM.

[%F HINWEIS: <U: > ist das USB-Laufwerk. Ersetzen Sie es durch den korrekten Laufwerksbuchstaben.

Bearbeiten Sie nach Bedarf den my-image-Teil des Dateinamens und die Beschreibung <my-image>.

dism /Capture-Image /ImageFile:<U:><\my-image>.wim /CaptureDir:C:\ /
Name:<My Image>

4. Kopieren Sie das Image mit dem folgenden Befehl vom USB-Laufwerk in den Stagingbereich auf lhrem
Arbeitssystem:

robocopy <U:>\ C:\staging <my-image>.wim
Sie sollten die folgende Imagedatei erhalten: C:\staging\my-image.wim.

5. Gehen Sie zu Aufteilen des Images auf Seite 6.

Aufteilen des Images

HP empfiehlt, das Image mit dem folgenden Befehl in kleinere Dateien aufzuteilen, um die Zuverlassigkeit der
Netzwerkdownloads zu verbessern:

dism /Split-Image /ImageFile:C:\staging\<my-image>.wim /SwmFile:C:\staging
\<my-image>.swm /FileSize:64

[%r HINWEIS: Die DateigréBe (FileSize) wird in Megabyte angezeigt. Nehmen Sie bei Bedarf Anderungen vor.

91

[ HINWEIS: Aufgrund der Art des Aufteilungsalgorithmus von DISM kdnnen die Gr6Ben der generierten SWM-
Dateien kleiner oder gréBer als die angegebene Dateigrél3e sein.

Erstellen eines Manifests

Formatieren Sie Manifestdateien als UTF-8 ohne Bytereihenfolge-Marke (BOM).

Sie konnen den Namen der Manifestdatei (custom.mft) andern, der in den folgenden Vorgehensweisen
verwendet wird, aber Sie diirfen die Erweiterungen .mft und .sig nicht andern und der Dateinamensteil der
Manifest- und Signaturdateien muss {ibereinstimmen. Sie kénnen beispielsweise das Paar (custom.mft,
custom.sig) in (myimage.mft, myimage.sig) andern.

mft version wird verwendet, um das Format der Imagedatei zu bestimmen und muss derzeit auf 1
festgelegt sein.

image version wird verwendet, um festzustellen, ob eine neuere Version des Images verfiigbar ist, und
um zu verhindern, dass éltere Versionen installiert werden.

Beide Werte miissen 16-Bit-Ganzzahlen ohne Vorzeichen sein und das Zeilentrennzeichen im Manifest muss *
\r\n’ (CR + LF) sein.
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Generieren eines Manifests

Da moglicherweise mehrere Dateien zum geteilten Image gehdren, generieren Sie ein Manifest mithilfe eines
PowerShell-Skripts.

In allen verbleibenden Schritten missen Sie sich im Ordner ,,C:\staging” befinden.
CD /D C:\staging

1.  Erstellen Sie mit dem folgenden Befehl ein PowerShell-Skript mit einem Editor, der eine Textdatei im
Format UTF-8 ohne BOM erzeugen kann: notepad C:\staging\generate-manifest.psl

Erstellen Sie das folgende Skript:

SmftFilename = "custom.mft"

$imageVersion = 1907 (Hinweis: Dies kann eine beliebige 16-Bit-Ganzzahl sein.)

S$header = "mft version=1, image version=SimageVersion"
Out-File -Encoding UTF8 -FilePath SmftFilename -InputObject S$header
SswmFiles = Get-ChildItem "." -Filter "*.swm"

SToNatural = { [regex]::Replace($ , '\d*\....$',

{ $Sargs[0].Value.PadLeft (50) }) }

SpathToManifest = (Resolve-Path ".").Path
Stotal = S$swmFiles.count
Scurrent = 1

SswmFiles | Sort-Object $ToNatural | ForEach-Object {
Write-Progress
-Activity "Generating manifest"
-Status "Scurrent of Stotal (S )"

-PercentComplete (Scurrent / S$total * 100)

ShashObject = Get-FileHash -Algorithm SHA256 -Path $ .FullName
SfileHash = $hashObject.Hash.ToLower ()

$filePath = S$hashObject.Path.Replace ($SpathToManifest + "'\', ''")

SfileSize (Get-Item $ .FullName).length

SmanifestContent = "$fileHash $filePath $fileSize"

Out-File -Encoding utf8 -FilePath $mftFilename -InputObject
SmanifestContent —-Append

Erstellen eines Manifests
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Scurrent = S$current + 1

}

[%r HINWEIS: Manifeste fiir HP Sure Recover diirfen keine BOM enthalten, daher wird die Datei mit den

folgenden Befehlen als UTF8 ohne BOM neu geschrieben.

Scontent = Get-Content S$mftFilename
Sencoding = New-Object System.Text.UTF8Encoding S$False

[System.IO.File]::WriteAllLines ($pathToManifest + '\' + $mftFilename,
Scontent, S$encoding)

Speichern Sie das Skript.
Fiihren Sie das Skript aus.

powershell .\generate-manifest.psl

Generieren der Manifestsignatur

Sure Recover validiert den Agent und das Image mithilfe von kryptografischen Signaturen. Die folgenden
Beispiele verwenden ein Paar aus privaten/offentlichen Schliisseln im X.509-PEM-Format (.PEM-
Erweiterung). Passen Sie die Befehle entsprechend an, um binare DER-Zertifikate (.CER- oder .CRT-
Erweiterung), BASE-64-codierte PEM-Zertifikate (.CER- oder .CRT-Erweiterung) oder PKCS1-PEM-Dateien
(.PEM-Erweiterung) zu verwenden. Das Beispiel verwendet auch OpenSSL, mit dem Signaturen im Big-Endian-
Format generiert werden. Sie kénnen beliebige Dienstprogramme verwenden, um Manifeste zu signieren,
aber einige BIOS-Versionen unterstiitzen nur Signaturen im Little-Endian-Format.

1.

Generieren Sie mit dem folgenden Befehl einen privaten 2048-Bit-RSA-Schliissel. Wenn Sie {iber ein
Paar aus privaten/6ffentlichen 2048-Bit-RSA-Schliisseln im PEM-Format verfiigen, kopieren Sie sie in
»C:\staging” und fahren Sie dann mit Schritt 3 fort.

openssl genrsa -out my-recovery-private.pem 2048

Generieren Sie mit dem folgenden Befehl den 6ffentlichen Schliissel aus Ihrem privaten Schliissel (wenn
Sie Uber einen offentlichen Schliissel verfiigen, der lhrem privaten Schliissel im PEM-Format entspricht,
kopieren Sie ihnin ,,C:\staging“):

openssl rsa -in my-recovery-private.pem -pubout -out my-recovery-
public.pem

Erstellen Sie mit dem folgenden Befehl eine Signaturdatei (mithilfe des sha256-basierten Hashs) auf der
Grundlage lhres privaten 2048-Bit-RSA-Schliissels aus Schritt 1:

openssl dgst -sha256 -sign my-recovery-private.pem -out custom.sig
custom.mft

Uberpriifen Sie mit dem folgenden Befehl die Signaturdatei mithilfe des 6ffentlichen Schliissels aus dem
vorherigen Schritt:

openssl dgst -sha256 -verify my-recovery-public.pem -signature
custom.sig custom.mft
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B HINWEIS:
e  Wenn Sie nur eine Signaturdatei erstellen miissen, sind die erforderlichen Schritte 1 und 3.

e  Fiir HP Sure Recover sind zumindest die Schritte 1, 2 und 3 erforderlich. Sie bendtigen den 6ffentlichen
Schliissel aus Schritt 2, um |hr Zielsystem bereitzustellen.

e  Schritt 4 ist optional, wird jedoch empfohlen, um die Signaturdatei und die Manifestdatei korrekt zu
validieren.

Hosten der Dateien

Hosten Sie die folgenden Dateien auf Ihrem Server iiber den Ordner ,,C:\staging*:
e *swm
e custom.mft (oder der Dateiname, den Sie fiir die Manifestdatei ausgewahlt haben)

e  custom.sig (oder der entsprechende Dateiname, den Sie fiir die Signaturdatei ausgewahlt haben)

[:?’”r HINWEIS: Wenn Sie lIS als Hostinglésung verwenden, miissen Sie lhre MIME-Eintrage so konfigurieren, dass
die folgenden Erweiterungen enthalten sind (alle konfiguriert als ,,application/octet-stream:*).

e .mft
° .Sig
L] .swm
° .wim

Bereitstellen lhrer Zielsysteme

Sie konnen lhre Zielsysteme {iber die HP Client Management Script Library, HP Client Security Manager (CSM)/
Sure Recover oder das Manageability Integration Kit (MIK) bereitstellen (https://www.hp.com/go/
clientmanagement).

Geben Sie die folgenden Informationen fiir diese Bereitstellung an:

1.  Die URL-Adresse der Manifestdatei, die im vorherigen Abschnitt gehostet wird (http://
your_server.domain/path/custom.mft)

2. Den offentlichen Schliissel, der verwendet wird, um die zuvor erstellte Signaturdatei zu iberpriifen
(z. B.: C:\staging\my-recovery-public.pem).

Fehlerbeseitigung

Wenn Sie eine Meldung erhalten, dass fiir den benutzerdefinierten Wiederherstellungsprozess keine
Sicherheitstiberpriifung durchgefiihrt werden kann, iiberpriifen Sie Folgendes:

1.  Das Manifest muss UTF-8 ohne BOM sein.
2. Uberpriifen Sie die Dateihashes.

3. Stellen Sie sicher, dass das System mit dem 6ffentlichen Schliissel bereitgestellt wurde, der dem
privaten Schliissel entspricht, der zum Signieren des Manifests verwendet wurde.

Hosten der Dateien


https://www.hp.com/go/clientmanagement
https://www.hp.com/go/clientmanagement

4. Die MIME-Typen des lIS-Servers miissen application/octet-streamsein.

5. Dateipfade innerhalb des Manifests miissen den vollstéandigen Pfad zum hochsten Verzeichnis
enthalten, das das Image enthalt (aus Sicht eines Clientsystems). Bei diesem Pfad handelt es sich nicht
um den vollstandigen Pfad, in dem die Dateien auf dem Verteilungspunkt gespeichert werden.
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3 Verwenden des HP Sure Recover-Agents
innerhalb einer Unternehmensfirewall

Der HP Sure Recover-Agent kann im Intranet eines Unternehmens gehostet werden. Nachdem Sie das HP Sure
Recover-SoftPaq installiert haben, kopieren Sie die Agent-Dateien aus dem HP Sure Recover-Agent-
Verzeichnis vom Installationsspeicherort auf einen HTTP- oder FTP-Verteilungspunkt. Stellen Sie dann das
Clientsystem mit der URL des Verteilungspunkts und dem offentlichen HP Schliissel

hpsr agent public key.pem bereit, der mit dem HP Sure Recover-Agent-SoftPaq verteilt wird.

Installieren des HP Sure Recover-Agents

1.

4.

Laden Sie den HP Sure Recover-Agent herunter und extrahieren Sie die Dateien auf Ihrem HTTP- oder
FTP-Verteilungspunkt.

Legen Sie die entsprechenden Dateiberechtigungen auf dem Verteilungspunkt fest.

Wenn Sie Internetinformationsdienste (1IS) verwenden, erstellen Sie den MIME-Typ ,.application/octet-
stream” fiir die folgenden Dateiformate:

°
e .wim
e .swm
e .mft
® .sig

o efi

o .sdi

@ WICHTIG: Inden folgenden Schritten wird die Bereitstellung von Sure Recover mit SCCM beschrieben.

Beispiele fiir die Bereitstellung von Sure Recover mit der HP Client Management Script Library finden Sie
unter ,Arbeiten mit der HP Client Management Script Library (CMSL)“ auf Seite 13.

Starten Sie SCCM, navigieren Sie zu HP Client Security Suite und wahlen Sie dann die HP Sure Recover-
Seite aus.

[’_ﬁ”f HINWEIS: Die Verteilungspunkt-URL enthalt entweder FTP oder HTTP als Transportprotokoll. Sie

enthalt auch den vollstandigen Pfad zum hdchsten Verzeichnis, das das Manifest fiir den HP Sure
Recover-Agent enthalt (aus Sicht eines Clientsystems). Bei diesem Pfad handelt es sich nicht um den
vollstandigen Pfad zum Speicherort der Dateien auf dem Verteilungspunkt.

Wahlen Sie im Abschnitt Plattform-Image die Option Unternehmen aus, um ein benutzerdefiniertes
Betriebssystem-Image (iber einen Unternehmensverteilungspunkt wiederherzustellen. Geben Sie die
vom IT-Administrator bereitgestellte URL in das Eingabefeld URL des Image-Speicherorts ein. Geben Sie
den 6ffentlichen Schliissel hpsr agent public key.pemindas Feld Image-Uberpriifung ein.

[’_5/]’ HINWEIS: Die benutzerdefinierte Image-URL muss den Namen der Image-Manifestdatei enthalten.

Installieren des HP Sure Recover-Agents
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6. Wahlen Sie im Abschnitt Wiederherstellungs-Agent die Option Unternehmen aus, um einen
benutzerdefinierten Wiederherstellungs-Agent oder den HP Wiederherstellungs-Agent liber einen
Unternehmensverteilungspunkt zu verwenden. Geben Sie die vom IT-Administrator bereitgestellte URL
in das Eingabefeld URL des Agent-Speicherorts ein. Geben Sie den 6ffentlichen Schliissel
hpsr agent public key.pemindas Eingabefeld Schliissel zur Agent-Uberpriifung ein.

ﬁ/f HINWEIS: SchlieBen Sie den Dateinamen fiir das Agent-Manifest nicht in die URL ein, da der Name fiir
das BIOS ,recovery.mft” lauten muss.

7. Nachdem die Richtlinie auf das Clientsystem angewendet wurde, starten Sie es neu.

8. Wahrend der ersten Bereitstellung wird eine Eingabeaufforderung angezeigt, in der Sie einen 4-stelligen
Sicherheitscode eingeben kénnen, um die HP Sure Recover-Aktivierung abzuschlieBen. Weitere
Informationen finden Sie auf hp.com. Suchen Sie nach dem Whitepaper zum HP Manageability
Integration Kit (MIK) fiir Microsoft System Center Manager.

Nachdem die HP Sure Recover-Aktivierung erfolgreich abgeschlossen wurde, wird die von der Richtlinie
angewendete benutzerdefinierte URL im HP Sure Recover-Menii mit BIOS-Einstellungen angezeigt.

Um den Aktivierungserfolg zu bestatigen, starten Sie den Computer neu und driicken Sie 10, wenn das HP
Logo angezeigt wird. Wahlen Sie nacheinander Erweitert, HP Sure Recover, Wiederherstellungs-Agent und
dann URL aus.
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Arbeiten mit der HP Client Management
Script Library (CMSL)

Die HP Client Management Script Library ermdglicht es lhnen, HP Sure Recover-Einstellungen mit PowerShell
zu verwalten. Das folgende Beispielskript zeigt, wie Sie HP Sure Recover bereitstellen, den Status ermitteln,
die Konfiguration andern und die Bereitstellung von HP Sure Recover aufheben.

[%9 HINWEIS: Einige Befehle liberschreiten die Zeilenlange dieses Handbuchs, sie miissen aber in einer
einzelnen Zeile eingegeben werden.

SErrorActionPreference = "Stop"

Spath = 'C:\test keys'
$ekpw — nn
$ s ka — nn

Get-HPSecurePlatformState

try {
Write-host 'Provisioning Endorsement Key'
Sp = New-HPSecurePlatformEndorsementKeyProvisioningPayload
-EndorsementKeyPassword S$ekpw
-EndorsementKeyFile "S$path\kek.pfx"

Sp | Set-HPSecurePLatformPayload

Start-Sleep -Seconds 3

Write-host 'Provisioning signing key'

Sp = New-HPSecurePlatformSigningKeyProvisioningPayload
-EndorsementKeyPassword S$Sekpw
-EndorsementKeyFile "S$path\kek.pfx"
-SigningKeyFile "S$path\sk.pfx"

Sp | Set-HPSecurePLatformPayload
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Sp = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$Spath\sk.pfx"
-Image OS
-ImageKeyFile "S$path\os.pfx"
-username test -password test
-url "http://www.hp.com/custom/image.mft"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-Image agent
-ImageKeyFile "S$path\re.pfx"
—-username test -password test
-url "http://www.hp.com/pub/pcbios/CPR"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverSchedulePayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$Spath\sk.pfx"
-DayOfWeek Sunday,EveryWeek -Hour 13 -Minute 27 -WindowSize 30

Sp | Set-HPSecurePlatformPayload

Sp = New-HPSureRecoverConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$Spath\sk.pfx"
-OSImageFlags NetworkBasedRecovery
-AgentFlags DRDVD

Sp | Set-HPSecurePlatformPayload

Get-HPSureRecoverState -all

Get-HPSecurePlatformState

}
finally {
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Write-Host 'Deprovisioning Sure Recover'

Start-Sleep -Seconds 3

Sp = New-HPSureRecoverDeprovisionPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$Spath\sk.pfx"

$p | Set-HPSecurePlatformPayload

Start-Sleep -Seconds 3

Write-host 'Deprovisioning P21'

Sp = New-HPSecurePlatformDeprovisioningPayload
-verbose
-EndorsementKeyPassword S$pw
-EndorsementKeyFile "$Path\kek.pfx"

Sp | Set-HPSecurePlatformPayload

Write-Host 'Final secure platform state:'

Get-HPSecurePlatformState

Generieren von Beispielschliisseln mithilfe von OpenSSL

Speichern Sie die privaten Schliissel an einem sicheren Ort. Die 6ffentlichen Schliissel werden zur Validierung
verwendet und miissen wahrend der Bereitstellung zur Verfiigung stehen. Diese Schliissel miissen 2048 Bit
lang sein und den Exponenten 0x10001 verwenden. Ersetzen Sie den Betreff in den Beispielen durch
Informationen tiber lhre Organisation.

Legen Sie die folgende Umgebungsvariable fest, bevor Sie fortfahren:

set OPENSSL CONF=<path>\openssl.cnf

# Erstellen eines selbstsignierten CA-Stammzertifikats flir Tests

openssl req -sha256 -nodes -x509 -newkey rsa:2048 -keyout ca.key -out
ca.crt -subj

"/C=US/ST=State/L=City/0O=Company/0OU=0rg/CN=www.example.com"

# Erstellen eines Schliisselbestatigungszertifikats

openssl req -sha256 -nodes -newkey rsa:2048 -keyout kek.key -out kek.csr -
subj

"/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com"
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openssl x509 -reg -sha256 -in kek.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out kek.crt

openssl pkcsl2 -inkey kek.key -in kek.crt -export -out kek.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

# Erstellen eines Befehlsignaturschlissels

openssl reqg -sha256 -nodes -newkey rsa:2048 -keyout sk.key -out sk.csr -
subj "/C=US/ST=State/L=City/O=Company/0OU=0rg/CN=www.example.com"

openssl x509 -reg -sha256 -in sk.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out sk.crt

openssl pkcsl2 -inkey sk.key -in sk.crt -export -out sk.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

openssl pkcsl2 -in sk.pfx -clcerts -nokeys -out sk public.pem -passin
pass:

# Erstellen eines Imagesignaturschlissels

openssl reqg -sha256 -nodes -newkey rsa:2048 -keyout os.key -out os.csr -
subj "/C=US/ST=State/L=City/O=Company/0OU=0rg/CN=www.example.com"

openssl x509 -reg -sha256 -in os.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out os.crt

openssl pkcsl2 -inkey os.key -in os.crt -export -out os.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

Sie kdnnen das Image-Manifest mit diesem Befehl signieren:

openssl dgst -sha256 -sign os.key -out image.sig image.mft

# Erstellen eines Agent-Signaturschliissels

openssl req -sha256 -nodes -newkey rsa:2048 -keyout re.key -out re.csr -
subj "/C=US/ST=State/L=City/0O=Company/OU=0rg/CN=www.example.com"

openssl x509 -req -sha256 -in re.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out re.crt

openssl pkcsl2 -inkey re.key -in re.crt -export -out re.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

Sie kénnen das Agent-Manifest mit diesem Befehl signieren:

openssl dgst -sha256 -sign re.key -out agent.sig agent.mft

OpenSSL generiert Signaturdateien im Big-Endian-Format, das mit einigen BIOS-Versionen nicht kompatibel
ist. Daher muss die Bytereihenfolge der Agent-Signaturdatei vor der Bereitstellung moéglicherweise
umgekehrt werden. BIOS-Versionen, die die Big-Endian-Bytereihenfolge unterstiitzen, unterstiitzen auch die
Little-Endian-Bytereihenfolge.
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A Fehlerbeseitigung

Laufwerkpartitionierung fehlgeschlagen

Die Laufwerkpartitionierung kann fehlschlagen, wenn die Partition SR_AED oder SR_IMAGE mit BitLocker
verschliisselt ist. Diese Partitionen werden normalerweise mit einem GPT-Attribut erstellt, das verhindert,
dass sie von BitLocker verschliisselt werden. Wenn aber ein Benutzer die Partitionen l6scht und neu erstellt
oder sie manuell auf einem Bare-Metal-Laufwerk erstellt, kann der Sure Recover-Agent sie nicht léschen und
wird mit einem Fehler bei der Neupartitionierung des Laufwerks beendet. Der Benutzer muss sie manuell
l6schen, indem er ,,diskpart” ausfiihrt, das Volume auswahlt und einen Befehl wie del vol zum
Uberschreiben ausgibt.

Firmware-Uberwachungsprotokoll

Informationen zur EFI-Variablen lauten wie folgt:

° GUID: {0xec8feb88, 0xbldl, Ox4f0f, {Oxab, 0x9f, 0x86, Oxcd, 0xb5, 0x3e,
Oxad, 0x45}}

° Name: OsRecoveryInfolLog

APIs sind unter Windows zum Lesen von EFI-Variablen vorhanden. Sie konnen aber auch Variableninhalt
mithilfe des UEFI-Shell-Dienstprogramms ,dmpstore” in eine Datei ausgeben.

Sie kénnen das Uberwachungsprotokoll mithilfe des Befehls Get-HPFirmwareAuditLog aus der HP
Client Management Script Library ausgeben.

Windows Ereignisprotokoll

Sure Recover-Start- und -Stoppereignisse werden an das BI0S-Uberwachungsprotokoll gesendet, das Sie in
der Windows Ereignisanzeige im Sure Start-Protokoll anzeigen kénnen, wenn HP Notifications installiert ist.
Zu diesen Ereignissen gehéren Datum und Uhrzeit, Quell-ID, Ereignis-ID und ein ereignisspezifischer Code.
Beispiel: [fe 00 40 26 02 27 06 18 84 2a 02 01 00 30 f2 c3] gibtan,dass die
Wiederherstellung fehlgeschlagen ist, da das Manifest nicht mit dem ereignisspezifischen Code c3f 23000
authentifiziert werden konnte, der um 2:26:40 am 6/27/18 protokolliert wurde.

[:?’”r HINWEIS: Diese Protokolle folgen dem US-Datumsformat Monat/Tag/Jahr.

HP Secure Platform Management (Quell-ID = 84h)

Tabelle A-1 HP Secure Platform Management

Ereignis-1D Gerateanzahl Ereignisanzahl Beschreibung Hinweise
(Alle/DaaS) (Alle/DaaS)
40 256/178 943/552 Der Wiederherstellungsprozess fiir das Plattform-Wiederherstellung

Betriebssystem der Plattform wurde von gestartet
der Firmware gestartet.
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Tabelle A-1 HP Secure Platform Management (Fortsetzung)

Ereignis-1D Gerdteanzahl Ereignisanzahl  Beschreibung Hinweise
(Alle/Daas) (Alle/Daas)
a1 221/147 588/332 Der Wiederherstellungsprozess fiir das Plattform-Wiederherstellung
Betriebssystem der Plattform wurde abgeschlossen

erfolgreich abgeschlossen.

42 54/42 252/156 Der Wiederherstellungsprozess fiirdas  Plattform-Wiederherstellung
Betriebssystem der Plattform konnte fehlgeschlagen
nicht erfolgreich abgeschlossen werden.

Sie kdnnen das Firmware-Uberwachungsprotokoll mithilfe von Get-HPFirmwareAuditLog aus der HP Client
Management Script Library unter http://www.hp.com/go/clientmanagementabrufen. Die HP Secure Platform
Management-Ereignis-IDs 40, 41 und 42 geben ereignisspezifische Codes im Datenfeld zuriick, die das
Ergebnis von Sure Recover-Vorgdangen angeben. Der folgende Protokolleintrag zeigt beispielsweise, dass Sure
Recover die Manifest- oder Signaturdatei mit dem Fehler ,,event_id 42“ und den Daten 00:30:f1:c3 nicht
herunterladen konnte. Dies sollte als DWORD-Wert 0xC3F13000 = MftOrSigDownloadFailed interpretiert
werden.

message number: 0

severity: Info

system state at event: S0

source id: HP Secure Platform Management
event id: 42

timestamp is exact: 1

timestamp: 5/27/2019 2:44:18 PM

beschreibung: Der Wiederherstellungsprozess flir das Betriebssystem der
Plattform konnte nicht erfolgreich abgeschlossen werden.

data: 00:30:f1:c3

Eine erfolgreiche Wiederherstellung wird als ,,event_id = 41“ und mit den Daten 00:00:00:00 angegeben.
Beispiel:

Ereignisspezifische Codes

Success = 0x00000000
CatalogDownloadFailed = 0xC3F11000
message number: 0

severity: Info

system state at event: S0

source id: HP Secure Platform Management
event id: 41

timestamp is exact: 1

timestamp: 5/27/2019 2:55:41 PM
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beschreibung: Der Wiederherstellungsprozess fiir das Betriebssystem der
Plattform konnte nicht erfolgreich abgeschlossen werden.

data: 00:00:00:00

HP Sure Recover verwendet die folgenden ereignisspezifischen Codes.

Tabelle A-2 Ereignisspezifische Codes

Ereignisbeschreibung

Ereigniscode

CatalogbownloadFailed 0xC3F11000
SignatureDownloadFailed 0xC3F12000
MftOrSigDownloadFailed 0xC3F13000
FtpHttpDownloadFailed 0xC3F14000
AwsDownloadFailed 0xC3F15000
AwsDownloadUnattendedFailed 0xC3F16000
UnableToConnectToNetwork 0xC3F17000
CatalogNotAuthenticated 0xC3F21000
FtpHttpDownloadHashFailed 0xC3F22000
ManifestDoesNotAuthenticate 0xC3F23000
CatalogVersionMismatch 0xC3F31000
CatalogLoadFailed 0xC3F32000
OsDvdDidNotResolvedToOneComponent 0xC3F33000
DriversDvdDidNotResolvedToOneComponent 0xC3F34000
ManifestFileEmptyOrInvalid 0xC3F41000
ListedFileInManifestNotFound 0xC3F42000
FailedToInstallDrivers 0xC3F51000
FailedToApplyWimImage 0xC3F52000
FailedToRegisterWimCallback 0xC3F53000
FailedToCreateDismProcess 0xC3F54000
BcdbootFailed 0xC3F55000
NoSuitableDiskFound 0xC3F56000
PartitoningFailed 0xC3F57000
DiskLayoutCreationFailed 0xC3F58000
UnexpectedProblemWithConfigJson 0xC3FF1000
SureRecoverJsonParsingFailed 0xC3FF2000
RebootRequestFailed 0xC3FF3000
UnableToReadConfigFile 0xC3FF4000
FailedToDetectWindowsPE 0xC3FF5000

HP Secure Platform Management (Quell-ID = 84h)
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Magyarazat a felhasznalo altal beirando szintaxishoz

A felhasznaloi feliileten a felhasznalé altal beirand6 széveg réogzitett szélességi

betlikészlettel vanjeldlve.

-1. tablazat: Magyarazat a felhasznalé altal beirandé szintaxishoz

Leiras

Szoveg zardjel vagy kapcsos
zarbdjel nélkiil

Pontosan a megadott médon beirand6 elemek

<Csucsos zardjelbe tett szdveg>

A felhasznalé altal megadando érték helydrzéje; hagyja el a zarojelet

[Szbgletes zardjelbe tett
szoveqg]

Nem kotelezé elemek; hagyja el a zarojelet

{Kapcsos zardjelbe tett szoveg}

Olyan valaszthaté elemek, amelyek koziil csak egyet valaszthat; hagyja el a
zarodjelet

Elvalaszté olyan elemek kozott, amelyek koziil csak egyet valaszthat; hagyjael a
fligg6leges vonalat

Elemek, amelyeket lehetséges vagy kotelez6 ismételni; hagyja el a harom pontot
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1 Elso lépések

A HP Sure Recover segitségével biztonsagosan, minimalis felhasznaléi beavatkozassal telepitheti az
operacios rendszert a haldzatrol. A HP Sure Recover with Embedded Reimaging megoldassal rendelkezd
rendszerek helyi taroléeszkozrdl is tamogatjak a telepitést.

@r FONTOS: AHP Sure Recover hasznalata el6tt készitsen biztonsagi masolatot az adatokrol. Mivel a
lemezkép-telepitési folyamat ujraformazza a meghajtét, adatvesztés fog bekdvetkezni.

A HP altal biztositott helyreallitasi lemezképek az alapszinti Windows 10®-telepitéprogramot tartalmazzak.
A HP Sure Recoverrel azt is megteheti, hogy HP-eszk6zokhoz optimalizalt illesztéprogramokat telepit. A HP
helyreallitasi lemezképek csak a Windows 10 részét képez6 adat-helyreallitasi igyndkoket tartalmazzak,
példaul a OneDrive-ot. A vallalatok létrehozhatjak sajat egyéni lemezképeiket a vallalati beallitasok,
alkalmazasok, illesztéprogramok és adat-helyreallitasi igynékék hozzaadasahoz.

A helyredllitasi lemezkép telepitéséhez sziikséges lépéseket egy operacidosrendszer-helyreallitasi ligynok
hajtja végre. Ez a HP altal biztositott ligynok altalanos lépéseket hajt végre: particional, formaz, és
kicsomagolja a helyreallitasi lemezképet a céleszkdzre. Mivel a HP helyreallitasi ligyndke a hp.com webhelyen
talalhatd, internet-hozzaférésre is sziiksége lesz, ha a rendszer nem tartalmaz beagyazott lemezkép-
helyreallitast. A vallalatok a sajat tlizfalukon beliil is (izemeltethetik a HP helyreallitasi igynokét, de egyéni
helyreallitasi igynokoket is létrehozhatnak a bonyolultabb helyreallitasi kornyezetekhez.

A HP Sure Recover akkor indithat6 el, ha nem talalhaté operacids rendszer. A HP Sure Recover litemezés
szerint is futtathato, példaul a kartevok eltavolitasa érdekében. A kapcsolodd bedllitasokat a HP Client
Security Manager (CSM), a Manageability Integration Kit (MIK) vagy a HP Client Management Script Library
segitségével konfiguralhatja.

Halozati helyreallitas végrehajtasa

[:?’”r MEGJEGYZES: A halozati helyreallitast csak vezetékes kapcsolaton lehet végrehajtani. A HP azt javasolja,
hogy a HP Sure Recover hasznalata el6tt készitsen biztonsagi masolatot a fontos fajlokral, adatokral,
fényképekrdl, videokrol stb., hogy elkeriilje az adatvesztést.

1. Csatlakoztassa az ligyfélrendszert ahhoz a haldzathoz, amelyen a HTTP- vagy FTP-terjesztési pont
elérhetd.

2. Inditsa Ujra az ligyfélrendszert, és amikor megjelenik a HP embléma, nyomja le az F11 billenty(it.

3. Valassza a Restore from network (Visszaallitas halézatrol) lehetéséget.

Helyreallitas helyi meghajtorol

Ha az ligyfélrendszer tdmogatja a bedgyazott lemezkép-helyreallitast, és az Gitemezett lemezképletdltés

engedélyezve lett a vonatkozé szabalyzatban, akkor az ligyfélrendszer letolti a lemezképet az litemezett

idépontban. Miutan a lemezkép let6lt6dott az tigyfélrendszerre, inditsa Gjra a rendszert, hogy atmasolja a
lemezképet a beagyazott lemezkép-helyreallitasi taroldeszkozre.

Helyi helyreallitas a beagyazott lemezkép-helyreallitasi taroldeszk6zon talalhato lemezképpel:
1. Inditsa ujra az tigyfélrendszert, és amikor megjelenik a HP embléma, nyomja le az F11 billentydit.

2. Valassza a Restore from local drive (Visszaallitas helyi meghajtdrol) lehetséget.

Halozati helyreallitas végrehajtasa



A bedgyazott lemezkép-helyreallitassal rendelkez6 rendszereken konfiguralni kell egy letéltési litemezést, és
a letdltési igynokkel ellendriztetni kell, hogy vannak-e elérhetd frissitések. A letoltési ligynokot a HP Client
Security Manager HP Sure Recover beépiilé modulja tartalmazza, és az MIK készletben is konfiguralhato. Az
MIK hasznalataval kapcsolatban itt talal utmutatast: https://www.hp.com/go/clientmanagement.

Utemezett feladatot is létrehozhat, amellyel az SR_AED particiéra masolhatja az ligynokét, az SR_IMAGE
particiéra pedig a lemezképet. Ezutan a HP Client Management Script Library hasznalataval elkiildhet egy
szolgaltatasi eseményt, amely felszoélitja a BIOS-t, hogy érvényesitse a tartalmakat, és masolja 6ket a
beagyazott lemezkép-helyreallitasi taroléeszkdzre a kdvetkezd Gjrainditaskor.

2 1.fejezet Elsé lépések


https://www.hp.com/go/clientmanagement

2 Vallalati lemezkép létrehozasa

A vallalatok tobbsége a Microsoft Deployment Toolst, a Windows 10 Assessment and Deployment Kitet vagy
mindkettét hasznalja lemezképet tartalmazad, a Windows Imaging (WIM) fajlformatumu archivumban
megtalalhato fajlok létrehozasahoz.

Elofeltételek

A Windows 10 Assessment and Deployment Kit (Windows ADK) legtjabb verzidja
PowerShell
OpenSSL (vagy valamilyen mas megoldas a személyes/nyilvanos RSA-kulcspar létrehozasahoz)

RSA-kulcspar létrehozasara szolgal, amellyel a létrehozott és tarolt vallalati lemezkép védelmérdl lehet
gondoskodni.

Egy kiszolgaldiizemeltetési megoldas (példaul a Microsoft Internet Information Services, 1IS)

A lemezkép létrehozasa

A lemezkép-létrehozasi folyamat megkezdése el6tt az alabbi lépéseket kdvetve dllitsa be azt a
munkavégzési vagy 6sszeallitasi rendszert, amelyen a lemezkép feldolgozasahoz sziikséges eszkézoket

telepitette:

1. Nyissa meg rendszergazdakénta Deployment and Imaging Tools Environment
parancssorat (a kérnyezet a Windows ADK iizembehelyezési eszkdzeivel telepiil).

2. Hozzon létre egy atmeneti teriiletet a lemezkép szamdara az alabbi paranccsal:
mkdir C:\staging

3. Hozzalétre a lemezképet az alabbi példak valamelyike alapjan:

1. példa: Lemezkép létrehozasa a Microsoft Windows telepitési lemezképe alapjan 3. oldal

2. példa: Lemezkép létrehozasa referencia-rendszer alapjan 5. oldal

1. példa: Lemezkép létrehozasa a Microsoft Windows telepitési lemezképe alapjan

1.

3.

Csatlakoztassa vagy nyissa meg a Microsoft Windows telepitési lemezképét (Microsoft ISO-fajlbél vagy
HP OSDVD-rdl).

A csatlakoztatott Windows telepitési lemezképb6l masolja az install.wim fajlt az atmeneti teriiletre az
alabbi paranccsal:

robocopy <M:>\sources C:\staging install.wim

EY MEGJEGYZES: Az <M:> a csatlakoztatott meghaijtd. Cserélje le a megfelel§ meghajto betdijelére.

Nevezze at az install.wim fajlt arra a névre, amelynek a lemezképet hivni szeretné (ebben a példaban
»-my-image”) az alabbi paranccsal:

ren C:\staging\install.wim <my-image>.wim

El6feltételek



(Valaszthato) A HP Sure Recover tartalmaz egy olyan funkcidt, amellyel helyre lehet allitani egy adott
kiadast egy tébbindexes lemezképbdl a Windows azon kiadasa alapjan, amely eredetileg licencelve lett
a HP-célrendszer szamara a gyarban. Ez a mechanizmus csak akkor miikédik, ha az indexek
megfelelden lettek elnevezve. Ha a Windows telepitési lemezkép HP OSDVD-lemezképbdl szarmazik,
akkor nagy a valdsziniisége, hogy egy tobbkiadasos lemezképrél van sz6. Ha nem kivanja hasznalni ezt
a funkciot, és gondoskodni szeretne réla, hogy minden célrendszeren egy adott kiadas legyen
hasznalatban, meg kell arr6l gy6zddnie, hogy csak egyetlen index van a telepitési lemezképben.

4. Ellendrizze a telepitési lemezkép tartalmat az alabbi paranccsal:
dism /Get-ImageInfo /ImageFile:C:\staging\<my-image>.wim

Az alabbiakban egy olyan telepitési lemezkép példakimenete lathato, amely 6t kiadast tamogat
(amelyeket az egyes célrendszerek BI0S-a alapjan kell egyeztetni):

Lemezkép részletei: my-image.wim

Index: 1

Név: CoreSinglelLanguage

Leirds: Windows 10 May 2019 Update - Home Single Language Edition

Méret: 19,512,500, 682 bytes

Index: 2
Név: Core
Leirds: Windows 10 May 2019 Update - Home edition

Méret: 19,512,500, 682 bytes

Index: 3
Név: Professional
Leirds: Windows 10 May 2019 Update- Professional Update

Méret: 19.758,019,520 bytes

Index: 4
Név: ProfessionalEducation
Leirds: Windows 10 May 2019 Update - Professional Education edition

Méret: 19,758,019, 480 bytes

Index: 5
Név: ProfessionalWorkstation
Leirds: Windows 10 May 2019 Update - Professional Workstation edition

Méret: 19, 758,023,576 bytes

ﬁ/f MEGJEGYZES: Ha csak egy index van, a rendszer azt a lemezképet hasznalja a helyreallitdshoz a névre
vald tekintet nélkiil. El6fordulhat, hogy a lemezképfajl mérete nagyobb lesz, mint a torlések el6tt volt.
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5. Hanem szeretné hasznalni a tobbkiadasos viselkedést, torélje a nem kivant indexeket.

Ha csak a Professional kiadast szeretné hasznalni (feltételezve, hogy a célrendszerek mindegyike
rendelkezik licenccel), térélje az 5., 4., 2. és 1. indexet, ahogy az alabbi példaban is lathatd. Minden
egyes indextorléskor a rendszer ismételten kiosztja az indexszamokat. Ezért a torlést a legmagasabbtol
a legalacsonyabb indexszam felé haladva hajtsa végre. Minden torlés utan futtassaa Get-ImageInfo
parancsot, és vizudlisan ellenérizze, hogy melyik indexet fogja kdvetkez6ként torolni.

dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:5
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:4
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:?2
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:1

Csak a kivant kiadas indexét valassza ki (ebben a példaban ez a Professional). Ha csak egy index van, a
rendszer azt a lemezképet hasznadlja a helyreallitashoz a névre valé tekintet nélkiil. Vegye figyelembe,
hogy a lemezképfajl mérete esetenként nagyobb lehet, mint a torlések el6tt volt, a WIM metaadat-
madositasainak és tartalomnormalizalasanak a mikddési modja miatt.

6. (Valaszthatd) Ha illeszt6programokat is hozza szeretne adni a vallalati helyreallitasi lemezképhez,
kovesse az alabbi lépéseket:

a. Csatlakoztassa a lemezképet egy lires mappahoz az alabbi parancsokkal:
mkdir C:\staging\mount

dism /Mount-Wim /WimFile:C:\staging\my-image.wim /MountDir:C:
\staging\mount /Index:1

b. Csatlakoztassa a tamogatott célrendszer illeszt6programokat tartalmazo, megfelelé6 HP Windows
10 Driver DVD-jét (DRDVD). Az illeszt6programok csatlakoztatott adathordozojardél masolja az
illesztéprogramokat tartalmazé almappakat az atmeneti teriiletre az alabbi paranccsal:

robocopy /E <M:>\SWSETUP\DRV C:\staging\mount\SWSETUP\DRV

[17? MEGJEGYZES: Az <M: > a csatlakoztatott meghaijtd. Cserélje le a megfelelé meghaitd betijelére.

Ha tovabbi .inf tipusu illeszt6programokat is hozza szeretne adni a lemezképhez, helyezze azokat
a C:\staging\mount\SWSETUP\DRV mappaba. Annak ismertetését, hogy a HP Sure Recover hogyan
dolgozza fel ezeket a tartalmakata dism /Add-Driver /Recurse paranccsal, a kdvetkez6
cikkben tekintheti at, amely tobbek k6zott az illesztéprogramok offline Windows-lemezképhez
torténd hozzaadasaval és onnan valo eltavolitasaval foglalkozik: https://docs.microsoft.com/en-
us/windows-hardware/manufacture/desktop/add-and-remove-drivers-to-an-offline-windows-

Image.

Ez a funkcié nem tamogatja az alkalmazasok futtatasahoz sziikséges .exe tipusu
illeszt6programokat.

€. Mentse a mddositasokat, és valassza le a lemezképet az alabbi paranccsal:
dism /Unmount-Wim /MountDir:C:\staging\mount /Commit
Az eredményiil kapott lemezképfajl: C:\staging\my-image.wim.

d. Lépjen akovetkez6 lépésre: A lemezkép felosztasa 6. oldal.

2. példa: Lemezkép létrehozasa referencia-rendszer alapjan

1.  Hozzon létre egy rendszerinditasra alkalmas, a WinPE-t tartalmazé USB-adathordozét.

A lemezkép létrehozasa


https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/add-and-remove-drivers-to-an-offline-windows-image
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/add-and-remove-drivers-to-an-offline-windows-image
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/add-and-remove-drivers-to-an-offline-windows-image
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[%f MEGJEGYZES: A lemezkép rogzitésének tovabbi médszerei az ADK dokumentacidjaban talalhatok.

Gy6z6djon meg réla, hogy az USB-meghajtd elegend6 szabad teriilettel rendelkezik a referencia-
rendszeren rogzitett lemezkép tarolasahoz.

2. Hozzon létre egy lemezképet egy referencia-rendszeren.

3. Rdgzitse alemezképet (igy, hogy a referencia-rendszert a WinPE-t tartalmazé USB-adathordozéval
inditja el, majd hasznalja az alabbi DISM-parancsot.

[%F MEGJEGYZES: Az <U:> az USB-meghajtéra vonatkozik. Cserélje le a megfelelé meghaité bettijelére.

Médositsa a fajlnév ,my-image” részét, valamint a <my-image> leirast igény szerint.

dism /Capture-Image /ImageFile:<U:><\my-image>.wim /CaptureDir:C:\ /
Name:<My Image>

4. Masolja alemezképet az USB-meghajtorol a munkavégzési rendszer atmeneti teriiletére az alabbi
paranccsal:

robocopy <U:>\ C:\staging <my-image>.wim
A kovetkez lemezképfajlt kell kapnia: C:\staging\my-image.wim.

5. Lépjen akdvetkezd lépésre: A lemezkép felosztasa 6. oldal.

A lemezkép felosztasa

A HP azt javasolja, hogy a hal6zati letéltések megbizhatdsaganak javitasa érdekében ossza fel a lemezképet
kisebb fajlokra az alabbi paranccsal:

dism /Split-Image /ImageFile:C:\staging\<my-image>.wim /SwmFile:C:\staging
\<my-image>.swm /FileSize:64

[%r MEGJEGYZES: A FileSize megabajtban megadott méretet jeldl. Modositsa az értékét igény szerint.
[’_%f’ MEGJEGYZES: A DISM felosztasi algoritmusanak jellege miatt eléfordulhat, hogy a létrehozott SWM-fajlok

mérete kisebb vagy nagyobb lesz a megadott fajlméretnél.

Jegyzékfajl letrehozasa

A jegyzékfajlokat UTF-8 formatumban formazza, bajtsorrendjelz6 (Byte Order Mark, BOM) nélkiil.

A kivetkezd eljarasokban hasznalt jegyzékfajl neve (custom.mft) modosithatd, de nem maddosithatja az .mft
és az .sig kiterjesztést, a jegyzékfajl és az alairasfajlok fajlnévrészének pedig meg ugyanannak kell lennie. A
custom.mft, custom.sig part példaul a myimage.mft, myimage.sig parra modosithatja.

Azmft version alemezképfijl formatumanak a meghatarozasara szolgal, és jelenleg 1 értékdire kell
beallitani.

Az image version annak megallapitasara szolgal, hogy elérhet6-e a lemezkép ujabb verzigja, valamint
megakadalyozza a régebbi verziok telepitését.

Mindkét értéknek eldjel nélkiili 16 bites egész szamnak kell lennie, a jegyzékfajlban pedigaz *\r\n’ (CR
+ LF) karakterlancot kell sorelvalasztoként hasznalni.

2. fejezet Vallalati lemezkép létrehozasa



Jegyzékfajl létrehozasa

Mivel a felosztott lemezkép tobb fajlt is tartalmazhat, hozzon létre egy jegyzékfajlt egy PowerShell-
szkripttel.

A hatralévd lépéseket a C:\staging mappaban kell végrehajtani.

CD /D C:\staging

1.

Hozzon létre egy PowerShell-szkriptet az alabbi paranccsal és egy olyan szerkesztével, amely képes
UTF-8 formatumd, bajtsorrendjelz6 nélkiili szévegfajl létrehozasara: notepad C:\staging
\generate-manifest.psl

Hozza létre az alabbi szkriptet:
SmftFilename = "custom.mft"

$imageVersion = 1907 (Megjegyzés: A szam barmilyen 16 bites egész szam lehet.)

S$header = "mft version=1, image version=SimageVersion"
Out-File -Encoding UTF8 -FilePath SmftFilename -InputObject S$header
SswmFiles = Get-ChildItem "." -Filter "*.swm"

SToNatural = { [regex]::Replace($ , '\d*\....$',

{ $Sargs[0].Value.PadLeft (50) }) }

SpathToManifest = (Resolve-Path ".").Path
Stotal = S$swmFiles.count
Scurrent = 1

$SswmFiles | Sort-Object $ToNatural | ForEach-Object {
Write-Progress
-Activity "Generating manifest"
-Status "Scurrent of Stotal (S )"

-PercentComplete (S$Scurrent / S$Stotal * 100)

ShashObject = Get-FileHash -Algorithm SHA256 -Path $ .FullName
SfileHash = $hashObject.Hash.ToLower ()

$filePath = S$hashObject.Path.Replace ($SpathToManifest + '\', ''")
$fileSize = (Get-Item $_.FullName) .length

SmanifestContent = "$fileHash S$filePath $fileSize"

Jegyzékfajl létrehozasa



Out-File -Encoding utf8 -FilePath $mftFilename -InputObject
SmanifestContent -Append

Scurrent = Scurrent + 1

}

[%r MEGJEGYZES: A HP Sure Recover jegyzékfajlja nem tartalmazhat bajtsorrendjelzét, igy az alabbi
parancsok bajtsorrendjelzé nélkiili UTF-8 formatuma fajlla irjak at a fajlt.

Scontent = Get-Content $mftFilename
Sencoding = New-Object System.Text.UTF8Encoding S$False

[System.IO.File]::WriteAllLines ($SpathToManifest + '\' + $mftFilename,
Scontent, S$encoding)

2. Mentse a szkriptet.
3. Hajtsa végre a szkriptet.

powershell .\generate-manifest.psl

Jegyzékfajl-alairas létrehozasa

A Sure Recover titkositott alairassal ellendrzi az ligynokot és a lemezképet. Az alabbi példak egy X.509 PEM
formatuma (.PEM kiterjesztés(i) személyes/nyilvanos kulcspart hasznalnak. Madositsa a parancsokat igény
szerint, hogy DER binaris tanusitvanyokat (.CER vagy .CRT kiterjesztés), BASE-64 kodolasu PEM-
tanusitvanyokat (.CER vagy .CRT kiterjesztés) vagy PKCS1 PEM-fajlokat (.PEM kiterjesztés) hasznaljanak. A
példa OpenSSL-t is hasznal, amely cs6kkend bajtsorrend(i formatumban hozza létre az alairasokat. Barmilyen
segédprogrammal alairhatja a jegyzékfajlokat, de vegye figyelembe, hogy néhany BIOS-verzi6 csak a
novekvo bajtsorrend( alairasokat tamogatja.

1. Hozzon létre egy 2048 bites személyes RSA-kulcsot az alabbi paranccsal. Ha rendelkezik PEM
formatumu, 2048 bites személyes/nyilvanos RSA-kulcsparral, masolja a C:\staging mappaba, majd
ugorjon a 3. lépésre.

openssl genrsa -out my-recovery-private.pem 2048

2. Hozza létre a nyilvanos kulcsot a személyes kulcsbdl az alabbi paranccsal (ha rendelkezik PEM
formatumu, a személyes kulcsnak megfelel6 nyilvanos kulccsal, akkor masolja a C:\staging mappaba):

openssl rsa -in my-recovery-private.pem -pubout -out my-recovery-
public.pem

3. Hozzon létre egy alairasfajlt (SHA-256-alapu kivonattal) az 1. lépésben létrehozott 2048 bites
személyes RSA-kulcs alapjan az alabbi paranccsal:

openssl dgst -sha256 -sign my-recovery-private.pem -out custom.sig
custom.mft

4. Ellendrizze az alairasfajlt az el6z6 lépésben létrehozott nyilvanos kulcsot hasznalva az alabbi
paranccsal:

openssl dgst -sha256 -verify my-recovery-public.pem -signature
custom.sig custom.mft
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B MEGJEGYZES:
e  Hacsak alairasfajlt kell létrehoznia, csak az 1. és a 3. lépést kell végrehajtani.

e  AHPSureRecover esetén legalabb az 1., 2. és 3. [épést végre kell hajtani. A 2. [épésben létrehozott
nyilvanos kulcs a célrendszer lizembe helyezéséhez sziikséges.

e A4 .lépés nem kotelezd, de ajanlott, hogy az alairasfajl és a jegyzékfajl ellenérzése se maradjon el.

A fajlok tarolasa

Az alabbi fajlokat a kiszolgald C:\staging mappajaban tarolja:
e *swm
e custom.mft (vagy a jegyzékfajlnak adott fajlnév)

e  custom.sig (vagy az alairasfajlnak adott, a jegyzékfajllal egyez6 fajlnév)

[:?’”r MEGJEGYZES: Ha tarolasi megoldasként az IIS-t hasznalja, a MIME-bejegyzéseket tigy kell konfiguralni,
hogy magukban foglaljak az alabbi kiterjesztéseket, mindegyiket ,application/octet-stream” tipustként

konfiguralva:
o .mft

° .sig

e .swm

e .wim

A célrendszerek iizembe helyezése

A célrendszerek a HP Client Management Script Library, a HP Client Security Manager (CSM)/Sure Recover
vagy a Manageability Integration Kit (MIK) (https://www.hp.com/go/clientmanagement) hasznalataval
helyezhet6k (izembe.

Adja meg az alabbi informacidkat az lizembe helyezéshez:

1. Az el6z6 szakaszban talalhato jegyzékfajl URL-cime (http://sajat_kiszolgald.tartomany/utvonal/
custom.mft)

2. Akorabban létrehozott alairasfajl ellen6rzésére hasznalt nyilvanos kulcs (példaul: C:\staging\my-
recovery-public.pem).

Hibaelharitas
Ha olyan lizenetet kap, amely szerint az egyéni helyreallitasi folyamat biztonsagi ellenérzése sikertelen volt,
ellendrizze az alabbiakat:
1.  Ajegyzékfajlnak BOM nélkiili UTF-8 formatumu fajlnak kell lennie.

2. Ellendrizze a fajlkivonatokat.

3. Ellendrizze, hogy a rendszer lizembe helyezése a jegyzékfajl alairasahoz hasznalt személyes kulcsnak
megfeleld nyilvanos kulccsal tortént-e.
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4. AZIIS-kiszolgalé MIME-inek application/octet-stream tipusinak kell lennilik.

5. Ajegyzékfijlon beliili fajlutvonalaknak a lemezképet tartalmazo legfels6 szint(i konyvtar teljes elérési
utjat tartalmazniuk kell, az tigyfélrendszerrél nézve. Ez az elérési it nem annak a helynek a teljes
elérési Gtja, ahol a fajlok mentve lettek a terjesztési ponton.
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3 A HP Sure Recover-iigynok hasznalata
vallalati tiizfalon beliil

A HP Sure Recover-ligynok vallalati tzfalon beliil is Gizemeltethetd. Miutan telepitette a HP Sure Recover
SoftPaq csomagot, masolja az ligyndk fajljait a HP Sure Recover-ligynéknek a telepitési helyen talalhaté
kényvtarabdl egy HTTP- vagy FTP-terjesztési pontra. Ezutan helyezze lizembe az ligyfélrendszert a
terjesztési pont URL-cimével ésa hpsr agent public key.pem nevi nyilvanos HP-kulccsal, amelynek
a terjesztése a HP Sure Recover-ligynok SoftPaq csomagjaval torténik.

A HP Sure Recover-iigynok telepitése

1. Toltse le a HP Sure Recover-iigynokot, és bontsa ki a fajlokat a HTTP- vagy FTP-terjesztési pontra.
2. Allitsa be a megfeleld fajlengedélyeket a terjesztési ponton.

3. HaazInternet Information Services (IIS) megoldast hasznalja, hozzon létre application/octet-stream
MIME-tipusokat az alabbi fajlformatumokhoz:

°
e .wim
e .swm
e .mft
e .sig

o efi

o .sdi

@ FONTOS: Az alabbi lépések a Sure Recover SCCM hasznalataval térténd lizembe helyezését ismertetik.
A Sure Recover HP Client Management Script Library hasznalataval torténd lizembe helyezésével
kapcsolatban lasd: A HP Client Management Script Library (CMSL) hasznalata, 13. oldal.

4. Inditsa el az SCCM-et, lépjen a HP Client Security Suite (HP Client Security szoftvercsomag) részre, majd
valassza a HP Sure Recover oldalt.

[’_ﬁ”f MEGJEGYZES: A terjesztési pont URL-cime tartalmazza vagy az FTP-t vagy a HTTP-t mint atviteli
protokollt. Annak a legfels6 szint(i konyvtarnak az tigyfélrendszerrél lathato teljes elérési itvonalat is
tartalmazza, amelyen HP Sure Recover-iigynok jegyzékfajlja megtalalhatd. Ez az elérési it nem annak a
helynek a teljes elérési Gtja, ahol a fajlok mentve lettek a terjesztési ponton.

5. APlatform Image (Platform lemezképe) szakaszban valassza a Corporation (Vallalat) lehetGséget az
operacios rendszer egyéni lemezképének egy vallalati terjesztési pontrol valo visszaallitasahoz. Adja
meg az informatikai rendszergazdatol kapott URL-cimet az Image Location URL (A lemezkép helyének
URL-cime) beviteli mezében. Adjamegahpsr agent public_ key.pem nyilvanos kulcsot az
Image Verification (Lemezkép ellenérzése) mezében.

[’_5/]’ MEGJEGYZES: Az egyéni lemezkép URL-cimének tartalmaznia kell a lemezkép jegyzékfajljanak a
nevét.
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6. ARecovery Agent (Helyreallitasi igynok) szakaszban valassza a Corporation (Vallalat) lehetGséget az
egyéni helyreallitasi igynéknek vagy a HP helyreallitasi igynékének egy vallalati terjesztési pontrol
vald hasznalatahoz. Adja meg az informatikai rendszergazdatol kapott URL-cimet az Agent Location
URL (Ugyndk helyének URL-cime) mezében. Adja megahpsr _agent public key.pem nyilvanos
kulcsot az Agent Verification Key (Ugynok ellenérzési kulcsa) mezében.

ﬁ/f MEGJEGYZES: Az URL-cimben ne szerepeljen az ligynok jegyzékfajljanak a neve, mert a BIOS
megkoveteli, hogy a név recovery.mft legyen.

7. Miutan alkalmazta a szabalyzatot az ligyfélrendszerre, inditsa Gjra a rendszert.

8. Akezdeti (izembe helyezés soran megjelenik egy, a HP Sure Recover aktivalasahoz sziikséges négyjegyl
biztonsagi kod megadasara felszolito lizenet. Tovabbi részletekért keresse fel a hp.com webhelyet, és
keressen ra a HP Manageability Integration Kit (MIK) for Microsoft System Center Manager megoldassal
foglalkoz6 dokumentaciora.

A HP Sure Recover sikeres aktivalasa utan a szabalyzat altal alkalmazott egyéni URL-cim megjelenik a HP
Sure Recover BIOS-beallitasainak meniijében.

Ha meg szeretné erdsiteni, hogy az aktivalas sikerrel jart, inditsa Ujra a szamitogépet, és amikor megjelenik a
HP embléma, nyomja le az F10 billentytit. Valassza az Advanced (Specialis), a HP Sure Recover, a Recovery
Agent (Helyreallitasi igynok), végiil pedig az URL lehetdséget.
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A HP Client Management Script Library
(CMSL) hasznalata

A HP Client Management Script Library lehetévé teszi a HP Sure Recover beallitasainak PowerShell-lel val6
kezelését. Az alabbi példaszkript bemutatja, hogyan lehet a HP Sure Recovert lizembe helyezni, az allapotat
meghatarozni, a konfiguraciéjat mddositani, valamint kivonni a hasznalatbdl.

[%9 MEGJEGYZES: Tobb parancs is hosszabb annal, hogy ebben az itmutatéban egyetlen sorban kiférjen, de
ett6l fliggetleniil egyetlen sorba kell irni 6ket.

SErrorActionPreference = "Stop"
Spath = 'C:\test keys'

$ekpw — un

$Skpw — nn

Get-HPSecurePlatformState

try {
Write-host 'Provisioning Endorsement Key'
Sp = New-HPSecurePlatformEndorsementKeyProvisioningPayload
-EndorsementKeyPassword S$ekpw
-EndorsementKeyFile "S$path\kek.pfx"

Sp | Set-HPSecurePLatformPayload

Start-Sleep -Seconds 3

Write-host 'Provisioning signing key'

Sp = New-HPSecurePlatformSigningKeyProvisioningPayload
-EndorsementKeyPassword S$Sekpw
-EndorsementKeyFile "S$path\kek.pfx"
-SigningKeyFile "S$path\sk.pfx"

Sp | Set-HPSecurePLatformPayload
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Sp = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$Spath\sk.pfx"
-Image OS
-ImageKeyFile "S$path\os.pfx"
-username test -password test
-url "http://www.hp.com/custom/image.mft"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-Image agent
-ImageKeyFile "S$path\re.pfx"
—-username test -password test
-url "http://www.hp.com/pub/pcbios/CPR"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverSchedulePayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$Spath\sk.pfx"
-DayOfWeek Sunday,EveryWeek -Hour 13 -Minute 27 -WindowSize 30

Sp | Set-HPSecurePlatformPayload

Sp = New-HPSureRecoverConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$Spath\sk.pfx"
-OSImageFlags NetworkBasedRecovery
-AgentFlags DRDVD

Sp | Set-HPSecurePlatformPayload

Get-HPSureRecoverState -all

Get-HPSecurePlatformState

}
finally {
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Write-Host 'Deprovisioning Sure Recover'

Start-Sleep -Seconds 3

Sp = New-HPSureRecoverDeprovisionPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$Spath\sk.pfx"

$p | Set-HPSecurePlatformPayload

Start-Sleep -Seconds 3

Write-host 'Deprovisioning P21'

Sp = New-HPSecurePlatformDeprovisioningPayload
-verbose
-EndorsementKeyPassword S$pw
-EndorsementKeyFile "$Path\kek.pfx"

Sp | Set-HPSecurePlatformPayload

Write-Host 'Final secure platform state:'

Get-HPSecurePlatformState

Példakulcs létrehozasa az OpenSSL-lel

A személyes kulcsokat tarolja biztonsagos helyen. A nyilvanos kulcsokat az érvényesitéshez kell hasznalni, és
az lizembe helyezés soran meg kell adni 6ket. Ezeknek a kulcsoknak 2048 bit hossztsagunak kell lenniiik, és
0x10001 kitevét kell hasznalniuk. A példakban szereplé megfeleld adatokat helyettesitse be cégének vagy
szervezetének az adataival.

Allitsa be kovetkezd kornyezeti valtozot, mielétt folytatna:

set OPENSSL CONF=<path>\openssl.cnf

# Create a self-signed root CA certificate for testing

openssl req -sha256 -nodes -x509 -newkey rsa:2048 -keyout ca.key -out
ca.crt -subj

"/C=US/ST=State/L=City/0O=Company/0OU=0rg/CN=www.example.com"

# Create a key endorsement certificate

openssl req -sha256 -nodes -newkey rsa:2048 -keyout kek.key -out kek.csr -
subj

"/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com"

Példakulcs létrehozasa az OpenSSL-lel 15



openssl x509 -reg -sha256 -in kek.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out kek.crt

openssl pkcsl2 -inkey kek.key -in kek.crt -export -out kek.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

# Create a command signing key

openssl reqg -sha256 -nodes -newkey rsa:2048 -keyout sk.key -out sk.csr -
subj "/C=US/ST=State/L=City/O=Company/0OU=0rg/CN=www.example.com"

openssl x509 -reg -sha256 -in sk.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out sk.crt

openssl pkcsl2 -inkey sk.key -in sk.crt -export -out sk.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

openssl pkcsl2 -in sk.pfx -clcerts -nokeys -out sk public.pem -passin
pass:

# Create an image signing key

openssl reqg -sha256 -nodes -newkey rsa:2048 -keyout os.key -out os.csr -
subj "/C=US/ST=State/L=City/O=Company/0OU=0rg/CN=www.example.com"

openssl x509 -reg -sha256 -in os.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out os.crt

openssl pkcsl2 -inkey os.key -in os.crt -export -out os.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

A lemezkép jegyzékfajljat a kovetkez6 paranccsal irhatja ala:

openssl dgst -sha256 -sign os.key -out image.sig image.mft

# Create an agent signing key

openssl req -sha256 -nodes -newkey rsa:2048 -keyout re.key -out re.csr -
subj "/C=US/ST=State/L=City/0O=Company/OU=0rg/CN=www.example.com"

openssl x509 -req -sha256 -in re.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out re.crt

openssl pkcsl2 -inkey re.key -in re.crt -export -out re.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

Az ligynok jegyzékfajljat a kovetkezd paranccsal irhatja ala:

openssl dgst -sha256 -sign re.key -out agent.sig agent.mft

Az OpenSSL az alairasfajlokat csokkend bajtsorrend(i formatumban hozza létre, amely néhany BIOS-verzidval
nem kompatibilis, ezért eléfordulhat, hogy az ligyndk alairasfajljanak bajtsorrendjét meg kell forditani az

lizembe helyezés el6tt. Azok a BIOS-verziok, amelyek tamogatjak a csokkend bajtsorrendet, a ndvekvét is
tamogatjak.
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A Hibaelharitas

A meghajto particionalasa nem sikeriilt

A meghaijtoé particionalasa akkor bizonyulhat sikertelennek, ha az SR_AED vagy SR_IMAGE particio
BitLockerrel van titkositva. Ezeket a particiokat altalaban egy GPT attribGtummal hozzak létre, amely
megakadalyozza, hogy a BitLocker titkositsa dket, de ha egy felhasznalé torli és Ujra létrehozza a particidkat,
vagy manualisan hozza létre 6ket egy operacids rendszer nélkiili meghajton, akkor a Sure Recover iigynok
nem tudja torolni 6ket, és hibajelzéssel kilép, amikor megprabalja Gjraparticionalni a meghajtot. A
felhasznalonak manualisan kell térolnie a particiokat a DiskPart futtatasaval. Ki kell valasztania a kotetet, és
végre kell hajtaniaa del wvol feliilirasi parancsot vagy valamilyen hasonlé miveletet.

Firmware-naplofajl
Az EFl-valtoz6 adatai a kovetkezok:

° GUID: {0xec8feb88, 0xbldl, Ox4f0f, {Oxab, 0x9f, 0x86, Oxcd, 0xb5, 0x3e,
Oxad, 0x45}}

e Név:OsRecoveryInfolog

Az EFl-valtozékat API-kkal lehet olvasni a Windowsban, de egy fajlba is kiirhatja a tartalmukat az UEFI Shell
dmpstore segédprogrammal.

A naplofajlt a HP Client Management Script Library altal biztositott Get-HPFirmwareAuditLog
paranccsal irhatja ki.

Windows Eseménynaplo

A Sure Recover inditasi és leallitasi eseményeit a rendszer a BIOS naplofajljaba kiildi, amelyet a Windows
Eseménynapldban tekinthet meg a Sure Start napléfajljaban, amennyiben a HP Notifications telepitve van. A
rogzitett események tartalmazzak a datumot és az idépontot, a forrasazonositét, az eseményazonositét és
egy eseményspecifikus kddot. Az [fe 00 40 26 02 27 06 18 84 2a 02 01 00 30 f2 c3]
példaul azt jelzi, hogy a helyreallitas nem sikeriilt, mert a jegyzékfajlt nem lehetett hitelesiteni a c3f 23000
eseményspecifikus koddal, amely a kdvetkez6 napon és idépontban régziilt a napldban: 6/27/18, 2:26:40.

[:?’”r MEGJEGYZES: Ezek a naplok az Amerikai Egyesiilt Allamokban hasznalt hénap/nap/év formatumot kavetik.

HP Secure Platform Management (forrasazonosito = 84h)

A-1. tablazat: HP Secure Platform Management

Eseményazonosi Események Leiras Megjegyzések
to Eszkozok szama szama (6sszes/
(6sszes/DaaS) Daa$)

40 256/178 943/552 A platform operacids rendszerének A platform helyreallitasa
helyreallitasi folyamatat a firmware elindult
megkezdte.

A meghaijté particionalasa nem sikeriilt 17
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A-1.tablazat: HP Secure Platform Management (folytatas)

Eseményazonosi Események Leiras Megjegyzések
to Eszkozok szama szama (dsszes/
(dsszes/Daa$) Daa$)

41 221/147 588/332 A platform operacios rendszerének A platform helyreallitasa
helyredllitasi folyamata sikeresen befejez6dott
befejezddott.

42 54/42 252/156 A platform operaciés rendszerének A platform helyreallitasa
helyredllitasi folyamata sikertelen. sikertelen

A firmware-naplofijlt a Get-HPFirmwareAuditLog paranccsal kérheti le a HP Client Management Script
Libraryben, amely itt érheté el: http://www.hp.com/go/clientmanagement. A HP Secure Platform
Management 40-es, 41-es és 42-es eseményazonositoi visszakildik az eseményspecifikus kodokat az
adatmez6be, amely megjeleniti a Sure Recover-miiveletek eredményét. Az alabbi napldbejegyzés példaul a
kovetkezékkel jelzi, hogy a Sure Recovernek nem sikeriilt letdltenie a jegyzékfajlt vagy az alairasfajlt:
event_id 42 és 00:30:f1:c3, amelyet 0xC3F13000 = MftOrSigDownloadFailed DWORD értékként kell
értelmezni.

message number: 0

severity: Info

system state at event: S0

source id: HP Secure Platform Management
event id: 42

timestamp is exact: 1

timestamp: 5/27/2019 2:44:18 PM

description: The platform OS recovery process failed to complete
successfully.

data: 00:30:f1:c3

A sikeres helyreallitast a kovetkez6k jelzik: event_id = 41 és 00:00:00:00, példaul:
Event Specific Codes

Success = 0x00000000

CatalogDownloadFailed = 0xC3F11000

message number: 0

severity: Info

system state at event: S0

source id: HP Secure Platform Management

event id: 41

timestamp is exact: 1

timestamp: 5/27/2019 2:55:41 PM

A fliggelék: Hibaelharitas
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description: The platform OS recovery process failed to complete

successfully.

data: 00:00:00:00

A HP Sure Recover az alabbi eseményspecifikus kddokat hasznalja.

A-2. tablazat: Eseményspecifikus kédok

Esemény leirasa Eseménykod
CatalogbownloadFailed 0xC3F11000
SignatureDownloadFailed 0xC3F12000
MftOrSigDownloadFailed 0xC3F13000
FtpHttpDownloadFailed 0xC3F14000
AwsDownloadFailed 0xC3F15000
AwsDownloadUnattendedFailed 0xC3F16000
UnableToConnectToNetwork 0xC3F17000
CatalogNotAuthenticated 0xC3F21000
FtpHttpDownloadHashFailed 0xC3F22000
ManifestDoesNotAuthenticate 0xC3F23000
CatalogVersionMismatch 0xC3F31000
CatalogLoadFailed 0xC3F32000
OsDvdDidNotResolvedToOneComponent 0xC3F33000
DriversDvdDidNotResolvedToOneComponent 0xC3F34000
ManifestFileEmptyOrInvalid 0xC3F41000
ListedFileInManifestNotFound 0xC3F42000
FailedToInstallDrivers 0xC3F51000
FailedToApplyWimImage 0xC3F52000
FailedToRegisterWimCallback 0xC3F53000
FailedToCreateDismProcess 0xC3F54000
BcdbootFailed 0xC3F55000
NoSuitableDiskFound 0xC3F56000
PartitoningFailed 0xC3F57000
DiskLayoutCreationFailed 0xC3F58000
UnexpectedProblemWithConfigJson 0xC3FF1000
SureRecoverJsonParsingFailed 0xC3FF2000
RebootRequestFailed 0xC3FF3000
UnableToReadConfigFile 0xC3FF4000
FailedToDetectWindowsPE 0xC3FF5000

HP Secure Platform Management (forrasazonositd = 84h)
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redakécné chyby ¢i vynechany text v tejto
prirucke.

Prvé vydanie: februar 2020

Kataldgové Cislo dokumentu: L93434-231
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Styl syntaxe zadavanej pouzivatelom

Text, ktory musite zadat v pouzivatelskom rozhrani, je oznaeny neproporciondlnym pismom.

Tabulka -1 $tyl syntaxe zadavanej pouzivatelom

Polozka

Popis

Text bez lomenych, hranatych
alebo zlozZenych zatvoriek

Polozky, ktoré musite zadat presne tak, ako st zobrazené.

<Text v lomenych zatvorkach>

Zastupny symbol hodnoty, ktort musite zadat. Zatvorky vynechajte.

[Text v hranatych zatvorkéach]

Volitelné polozky. Zatvorky vynechajte.

{Text v zloZenych zatvorkéach}

Skupina poloziek, z ktorych musite vybrat len jednu. Zlozené zatvorky vynechajte.

Oddelovac poloziek, z ktorych musite vybrat len jednu. Zvislt ¢iaru vynechajte.

Polozky, ktoré sa mézu alebo musia opakovat. Tri bodky vynechajte.
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1 Uvodné informacie

Program HP Sure Recover vam pomdze bezpecne nainstalovat operacny systém zo siete s minimalnou
interakciou pouzivatela. Systémy s konfiguraciou HP Sure Recover with Embedded Reimaging podporuju aj
inStalaciu z lokalneho ukladacieho zariadenia.

i DOLEZITE: Pred pouzitim programu HP Sure Recover zalohuijte tidaje. Ked?e sa pri vytvarani obrazu
preformatuje jednotka, dbjde k strate idajov.

Obnovovacie obrazy, ktoré poskytuje spolo¢nost HP, zahfiiajl zakladny inStalator systému Windows 10°.
Volitelne moze program HP Sure Recover nainstalovat optimalizované ovladace pre zariadenia HP.
Obnovovacie obrazy od spoloc¢nosti HP obsahuju len agentov na obnovenie tdajov, ktori st su¢astou systému
Windows 10, napriklad OneDrive. Firmy mé6zu vytvarat vlastné obrazy na pridanie firemnych nastaveni,
aplikacii, ovladacov a agentov na obnovu Gdajov.

Agent na obnovu opera¢ného systému (0S) vykonava kroky potrebné na instalaciu obrazu na obnovenie.
Agent na obnovu poskytovany spolo¢nostou HP vykonava bezné kroky, ako je delenie, formatovanie a
extrakcia obrazu na obnovenie do cielového zariadenia. Kedze sa agent na obnovu od spolo¢nosti HP
nachadza na lokalite hp.com, na jeho nacitanie budete potrebovat pristup na internet (ak systém neobsahuje
integrovanu tvorbu obrazov). Firmy tiez m6zu hostit agenta na obnovu od spolo¢nosti HP za branou firewall
alebo vytvorit vlastnych agentov na obnovu pre zloZitejSie obnovovacie prostredia.

Ak sa nenajde ziadny operacny systém, mozete iniciovat program HP Sure Recover. Program HP Sure Recover
mozete spustit aj planovane, napriklad na zabezpecenie odstranenia malvéru. Konfiguraciu tychto nastaveni
vykonajte prostrednictvom aplikacie HP Client Security Manager (CSM), Manageability Integration Kit (MIK)
alebo HP Client Management Script Library.

Vykonanie sietovej obnovy

[:?’”r POZNAMKA: Ak chcete vykonat sietovii obnovu, musite pouzit kablové pripojenie. Spolo¢nost HP odporu¢a
pred pouzitim programu HP Sure Recover zalohovat délezité subory, idaje, fotografie, videa a dalSi obsah,
aby nedoslo k strate Gdajov.

1.  Zapoijte klientsky systém do siete, v ktorej mozno ziskat pristup k distribu¢nému bodu HTTP alebo FTP.
2. Restartujte klientsky systém a po zobrazeni loga spolo¢nosti HP stlacte klaves f11.

3. Vyberte polozku Restore from network (Obnovit zo siete).

Vykonanie obnovy lokalnej jednotky

Ak klientsky systém podporuje integrovanu tvorbu obrazov a v pouzitej politike je povolena moznost
prevzatia obrazu, v planovanom €ase sa obraz prevezme do klientskeho systému. Po prevzati obrazu do
klientskeho systému ho resStartujte, aby sa obraz skopiroval do ukladacieho zariadenia na integrovanu tvorbu
obrazov.

Ak chcete vykonat lokalnu obnovu pomocou obrazu na ukladacom zariadeni na integrovanu tvorbu obrazov:
1.  Restartujte klientsky systém a po zobrazeni loga spolocnosti HP stlacte klaves f11.

2. Vyberte polozku Restore from local drive (Obnovit z lokalnej jednotky).

Vykonanie sietovej obnovy 1



Systémy s integrovanou tvorbou obrazov musia nakonfigurovat plan preberania a pomocou agenta
preberania vyhladat aktualizacie. Agent preberania je su¢astou doplnku HP Sure Recover Plug-in pre aplikaciu
HP Client Security Manager a mozno ho tiez nakonfigurovat v aplikacii MIK. Pokyny na pouzivanie aplikacie
MIK najdete na lokalite https://www.hp.com/go/clientmanagement.

Mdzete tiez vytvorit planovanu Ulohu na skopirovanie agenta do oblasti SR_AED a obrazu do oblasti
SR_IMAGE. Potom mozete pouzit kniznicu HP Client Management Script Library na odoslanie servisnej
udalosti, ktora informuje systém BIOS, Ze pri nasledujicom restartovani treba overit obsah a vykonat
kopirovanie do ukladacieho zariadenia na integrovanu tvorbu obrazov.

2 Kapitola1 Uvodné informacie
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2 Vytvorenie firemného obrazu

Vacsina spolocnosti pouziva aplikaciu Microsoft Deployment Tools, stipravu Windows 10 Assessment and
Deployment Kit alebo oboje na vytvorenie stiiborov obsahujtcich obraz v archive s formatom siboru Windows
Imaging (WIM).

Poziadavky

Najnovsia verzia supravy Windows 10 Assessment and Deployment Kit (Windows ADK)
PowerShell
OpenSSL (alebo iné riesenie na generovanie dvojice sukromného/verejného klica RSA)

Pouzite na generovanie dvojice klti€ov RSA, ktora sa pouziva na zabezpecenie integrity vytvaraného a
hosteného firemného obrazu.

Riesenie na hostovanie servera (napriklad Microsoft Internet Information Services [1IS])

Vytvorenie obrazu

Pred spustenim procesu tvorby obrazu nastavte pracovny systém alebo systém zostavy, v ktorom ste
nainstalovali potrebné nastroje na pripravu na spracovanie obrazu, ako je uvedené v nasledujucich krokoch:

1.

Ako spravca otvorte prikazovy riadok Deployment and Imaging Tools Environment
(nainstalovany s nastrojmi nasadenia stipravy Windows ADK).

Vytvorte pracovnu oblast pre obraz pomocou nasledujtceho prikazu:
mkdir C:\staging
Vytvorte obraz pomocou jedného z nasledujtcich prikladov:

Priklad 1: Vytvorenie obrazu na zaklade inStala¢ného obrazu systému Microsoft Windows na strane 3

Priklad 2: Vytvorenie obrazu na zaklade referen¢ného systému na strane 5

Priklad 1: Vytvorenie obrazu na zaklade inStalaéného obrazu systému Microsoft

Windows
1.

’L%y POZNAMKA: Pismeno <M: > oznacuje pripojenti jednotku. Nahrad'te ho spravnym pismenom jednotky.

3.

Pripojte alebo otvorte instala¢ny obraz systému Microsoft Windows (zo stboru ISO od spolo¢nosti
Microsoft alebo z disku HP OSDVD).

Z pripojeného instala¢ného obrazu systému Windows skopirujte sibor install.wim do pracovnej oblasti
pomocou nasledujuceho prikazu:

robocopy <M:>\sources C:\staging install.wim

Premenujte subor install.wim na nazov stiboru obrazu (v tomto priklade ,my-image*) pomocou
nasledujuceho prikazu:

ren C:\staging\install.wim <my-image>.wim

Poziadavky
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(Volitelné) Program HP Sure Recover obsahuje funkciu na obnovu konkrétneho vydania z obrazu s
viacerymi indexmi, a to na zaklade vydania systému Windows pdvodne licencovaného pre cielovy
systém HP od vyrobcu. Tento mechanizmus funguje, ak st indexy pomenované spravne. Ak instalacny
obraz systému Windows pochadza z obrazu HP OSDVD, pravdepodobne mate obraz s viacerymi
vydaniami. Ak si nezelate toto spravanie a chcete zabezpedit pouzivanie jedného konkrétneho vydania
pre vietky cielové systémy, musite sa uistit, Ze v inStalacnom obraze je len jeden index.

4. Skontrolujte obsah inStalatného obrazu pomocou nasledujtceho prikazu:
dism /Get-ImageInfo /ImageFile:C:\staging\<my-image>.wim

Nasleduje vzorovy vystup z instala¢ného obrazu, ktory podporuje pat vydani (na porovnanie podla
systému BIOS jednotlivych cielovych systémov):

Podrobné informacie o obraze: my-image.wim

Index: 1

Nazov: CoreSinglelLanguage

Popis: Windows 10 May 2019 Update - Home Single Language Edition

Velkost: 19,512,500, 682 bytes

Index: 2
Nazov: Core
Popis:Windows 10 May 2019 Update — Home edition

Velkost: 19,512,500, 682 bytes

Index: 3
Nazov: Professional
Popis:Windows 10 May 2019 Update- Professional Update

Velkost: 19.758,019,520 bytes

Index: 4
Nazov: ProfessionalEducation
Popis:Windows 10 May 2019 Update - Professional Education edition

Velkost: 19, 758,019,480 bytes

Index: 5
Nazov: ProfessionalWorkstation
Popis:Windows 10 May 2019 Update - Professional Workstation edition

Velkost: 19, 758,023,576 bytes

ﬁ/f POZNAMKA: Ak je k dispozicii len jeden index, obraz sa pouzije na obnovu bez ohladu na nazov.
Velkost suboru obrazu moéze byt vacsia ako pred odstraneniami.
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5. Ak nechcete spravanie s viacerymi vydaniami, odstrarite vsetky nezZelané indexy.

Ako je uvedené v nasledujicom priklade, ak chcete len vydanie Professional (za predpokladu, ze vsetky
cielové systémy maju licenciu), odstrante indexy 5, 4, 2 a 1. Pri kazdom odstraneni indexu sa ¢isla
indexov priradia znova. Preto by ste mali odstranovat od najvacSieho po najmensie ¢islo indexu. Po
kazdom odstraneni spustite prikaz Get - ImageInfo navizualne potvrdenie indexu, ktory budete
odstranovat ako dalsi.

dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:5
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:4
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:?2
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:1

Vyberte len jeden index vydania (v tomto priklade Professional). Ak je k dispozicii len jeden index, obraz
sa pouzije na obnovu bez ohladu na nazov. Velkost siboru obrazu méze byt vacsia ako pred
odstraneniami v désledku spésobu fungovania Uprav metadat a Standardizacie obsahu WIM.

6. (Volitelné) Ak chcete do firemného obnovovacieho obrazu zahrnit ovladace, postupujte podla tychto
krokov:

a. Obraz pripojte k prazdnemu priecinku pomocou nasledujucich prikazov:
mkdir C:\staging\mount

dism /Mount-Wim /WimFile:C:\staging\my-image.wim /MountDir:C:
\staging\mount /Index:1

b. Pripojte prislusny disk HP Windows 10 Driver DVD (DRDVD) pre podporovany cielovy systém. Z
pripojeného média s ovladacmi skopirujte podpriecinky s ovlada¢mi do pracovnej oblasti pomocou
nasledujuceho prikazu:

robocopy /E <M:>\SWSETUP\DRV C:\staging\mount\SWSETUP\DRV

[17? POZNAMKA: Pismeno <M: > oznatuje pripojent jednotku. Nahrad'te ho spravnym pismenom
jednotky.

Dalsie ovladace vo formate .inf mozete zahrnat ich umiestnenim do prietinka C:\staging\mount
\SWSETUP\DRV. Vysvetlenie sposobu spracovania tohto obsahu programom HP Sure Recover
pomocou funkcie dism /Add-Driver /Recurse ndjdete v asti,Pridanie a odstranenie
ovladacov z obrazu systému Windows v rezZime offline” v nasledujucej téme:
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/add-and-remove-
drivers-to-an-offline-windows-image.

Tato funkcia nepodporuje ovladace vo formate .exe, ktoré vyzaduju spustenie aplikacie.
¢. Ulozte zmeny a odpojte obraz pomocou nasledujiceho prikazu:

dism /Unmount-Wim /MountDir:C:\staging\mount /Commit

Vysledny sibor obrazu je: C:\staging\my-image.wim.

d. Prejdite na lokalitu Rozdelenie obrazu na strane 6.

Priklad 2: Vytvorenie obrazu na zaklade referencného systému

1.  Vytvorte spustitelné médium USB WinPE.

Vytvorenie obrazu


https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/add-and-remove-drivers-to-an-offline-windows-image
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/add-and-remove-drivers-to-an-offline-windows-image

[%f POZNAMKA: Dalsie sposoby zachytenia obrazu mozno najst v dokumentécii stpravy ADK.

Uistite sa, Zze jednotka USB ma dostatok volného miesta na uloZenie zachyteného obrazu z referen¢ného
systému.

2. Vytvorte obraz v referen¢nom systéme.

3. Zachytte obraz spustenim referen¢ného systému pomocou média USB WinPE a potom pouzite prikaz
DISM.

[%F POZNAMKA: Pismeno <U: > oznacuje jednotku USB. Nahrad'te ho spravnym pismenom jednotky.

V pripade potreby upravte ¢ast nazvu suboru ,my-image* a popis <my-image>.

dism /Capture-Image /ImageFile:<U:><\my-image>.wim /CaptureDir:C:\ /
Name:<My Image>

4. Skopirujte obraz z jednotky USB do pracovnej oblasti v pracovhom systéme pomocou nasledujliceho
prikazu:

robocopy <U:>\ C:\staging <my-image>.wim
Mali by ste mat nasledujuci subor s obrazom: C:\staging\my-image.wim.

5. Prejdite na lokalitu Rozdelenie obrazu na strane 6.

Rozdelenie obrazu

Spolo¢nost HP odporuca rozdelit obraz na mensSie sibory, aby sa zlepsila spolahlivost preberania v sieti.
Pouzite nasledujuci prikaz:

dism /Split-Image /ImageFile:C:\staging\<my-image>.wim /SwmFile:C:\staging
\<my-image>.swm /FileSize:64

[%r POZNAMKA: Parameter FileSize sa zobrazuje v megabajtoch. Upravte ho podla potreby.

[’_%f’ POZNAMKA: Vzhladom na povahu algoritmu rozdelenia DISM je mozné, ze velkosti generovanych suborov
SWM budu menSie alebo vacsie ako uvedena velkost suboru.

Vytvorenie manifestu

Formatujte subory manifestu vo formate UTF-8 bez znacky poradia bajtov (BOM).

Mozete zmenit nazov stiboru manifestu (custom.mft), ktory sa pouziva v nasledujicich postupoch. Nesmiete
vSak zmenit pripony .mft a .sig a ¢ast nazvu siboru manifestu sa musi zhodovat so sibormi podpisu. M6zete
napriklad zmenit dvojicu (custom.mft, custom.sig) na (myimage.mft, myimage.sig).

mft version sapouziva na urcenie formatu siboru obrazu a aktudlne musi byt nastaveny na 1.

image version sapouZiva na urfenie, ¢ije k dispozicii novsia verzia obrazu, a na zabranenie v instalacii
starSich verzii.

Obe hodnoty musia byt nepodpisané 16-bitové celé cisla a ako oddelovac riadkov sa musi v manifeste
pouzivat \r\n (CR + LF).

Generovanie manifestu

Rozdeleny obraz sa m6ze tykat niekolkych stborov, a preto pomocou skriptu PowerShell vygenerujte
manifest.

6 Kapitola 2 Vytvorenie firemného obrazu



Vo vsetkych zostavajucich krokoch musite byt v priecinku C:\staging.

CD /D C:\staging

1. Vytvorte skript PowerShell pomocou editora, ktory dokaze vytvorit textovy subor vo formate UTF-8 bez
znactky BOM. Pouzite nasledujuci prikaz: notepad C:\staging\generate-manifest.psl

Vytvorte nasledujuci skript:

SmftFilename = "custom.mft"

$imageVersion = 1907 (Poznamka: Moze ist o lubovolné 16-bitové celé cislo.)

S$header = "mft version=1, image version=SimageVersion"
Out-File -Encoding UTF8 -FilePath SmftFilename -InputObject S$header
SswmFiles = Get-ChildItem "." -Filter "*.swm"

SToNatural = { [regex]::Replace($ , '\d*\....$',

{ $Sargs[0].Value.PadLeft (50) }) }

SpathToManifest = (Resolve-Path ".").Path
Stotal = S$swmFiles.count
Scurrent = 1

$SswmFiles | Sort-Object $ToNatural | ForEach-Object {
Write-Progress
-Activity "Generating manifest"
-Status "Scurrent of Stotal (S )"

-PercentComplete (S$Scurrent / S$total * 100)

ShashObject = Get-FileHash -Algorithm SHA256 -Path $ .FullName
SfileHash = $hashObject.Hash.ToLower ()
$filePath = S$hashObject.Path.Replace ($SpathToManifest + '\', ''")

S$fileSize

(Get-Item $ .FullName) .length

SmanifestContent = "$fileHash $filePath $fileSize"

Out-File -Encoding utf8 -FilePath $mftFilename -InputObject
SmanifestContent —-Append

Scurrent = $current + 1

Vytvorenie manifestu
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[%f POZNAMKA: Manifesty pre program HP Sure Recover nemdzu obsahovat znacku BOM, takze

nasledujlce prikazy prepiSu subor na format UTF8 bez znacky BOM.

Scontent = Get-Content $mftFilename
Sencoding = New-Object System.Text.UTF8Encoding S$False

[System.IO.File]::WriteAllLines ($SpathToManifest + '\' + SmftFilename,
Scontent, S$encoding)

Ulozte skript.
Spustite skript.

powershell .\generate-manifest.psl

Vytvorenie podpisu manifestu

Program Sure Recover overuje agenta a obraz pomocou kryptografickych podpisov. Nasledujuce priklady
pouzivaju dvojicu sikromného/verejného klic¢a vo formate X.509 PEM (pripona .PEM). Podla potreby upravte
prikazy, aby sa mohli pouzivat binarne certifikaty DER (pripona .CER alebo .CRT), certifikaty PEM s kddovanim
BASE-64 (pripona .CER alebo .CRT) alebo stibory PKCS1 PEM (pripona .PEM). Priklad pouziva aj rie$enie
OpenSSL, ktoré generuje podpisy vo formate Big Endian. Manifesty mozZete podpisat pomocou lubovolného
nastroja, ale niektoré verzie systému BIOS podporuju len podpisy vo formate Little Endian.

1.

Vygenerujte 2048-bitovy sukromny kli¢ RSA pomocou nasledujiceho prikazu. Ak mate 2048-bitovu
dvojicu sikromného/verejného klica RSA vo formate PEM, skopirujte kltice do priecinka C:\staging a
prejdite na krok 3.

openssl genrsa -out my-recovery-private.pem 2048

Vlygenerujte verejny kltc¢ zo sukromného kluca (ak mate verejny klu¢ zodpovedajuci sukromnému kltGcu
vo formate PEM, skopirujte ho do priecinka C:\staging) pomocou nasledujuceho prikazu:

openssl rsa -in my-recovery-private.pem -pubout -out my-recovery-
public.pem

Vytvorte stibor podpisu (pomocou hodnoty hash SHA256) na zaklade 2048-bitového stikromného klica
RSA z kroku 1 pomocou nasledujuceho prikazu:

openssl dgst -sha256 -sign my-recovery-private.pem -out custom.sig
custom.mft

Overte subor podpisu pomocou verejného klica z predchadzajiceho kroku pomocou nasledujiceho
prikazu:

openssl dgst -sha256 -verify my-recovery-public.pem -signature
custom.sig custom.mft

Bf POZNAMKA:

Ak potrebujete vytvorit len sibor podpisu, pozaduji sa kroky 1 a 3.

V pripade programu HP Sure Recover sa pozaduju minimalne kroky 1, 2 a 3. Na poskytnutie cielového
systému potrebujete verejny kluc z kroku 2.

Krok 4 je volitelny, ale odporuca sa, aby sa subor podpisu a sibor manifestu spravne overili.

Hostenie suborov

Na serveri hostite nasledujlce subory z priecinka C:\staging:
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*.swm
custom.mft (alebo nazov suboru, ktory ste vybrali pre stibor manifestu)

custom.sig (alebo zodpovedajlici nazov stiboru, ktory ste vybrali pre subor podpisu)

[:?’”f} POZNAMKA: Ak ako rieenie na hostovanie pouzivate server IS, musite nakonfigurovat polozky MIME tak,
aby zahfnali nasledujtce pripony, ktoré st vsetky nakonfigurované ako ,,application/octet-stream:“

.mft
.sig
.swm

.wim

Poskytovanie cielovych systémov

Cielové systémy mozete poskytovat pomocou kniznice HP Client Management Script Library, programu HP
Client Security Manager (CSM)/Sure Recover alebo stipravy Manageability Integration Kit (MIK)
(https://www.hp.com/go/clientmanagement).

Pre toto poskytovanie poskytnite nasledujtce informacie:

1.

2.

Adresa URL stuboru manifestu hostovaného v predchadzajucej ¢asti (http://vas_server.doména/cesta/
custom.mft)

Verejny kli¢ pouzivany na overenie stiboru podpisu, ktory bol vytvoreny predtym (napriklad C:\staging
\my-recovery-public.pem).

RieSenie problémov

Ak sa zobrazi hlasenie, Ze zlyhalo overenie zabezpecenia procesu vlastnej obnovy, skontrolujte nasledujuce:

1.
2.
3.

Manifest musi byt vo formate UTF-8 bez BOM.
Skontrolujte hodnoty hash stborov.

Skontrolujte, ¢i bol systém poskytnuty pomocou verejného kluca, ktory zodpoveda sukromnému klGcu
pouzitému na podpis manifestu.

Typy MIME servera IS musia byt application/octet-stream.

Cesty k siborom v ramci manifestu musia obsahovat Uplnua cestu k hlavnému adresaru obsahujlicemu
obraz, ako sa zobrazuje z klientskeho systému. Tato cesta nie je Uplna cesta k miestu uloZenia stborov v
distribu¢nom bode.

Poskytovanie cielovych systémov
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Pouzivanie agenta programu HP Sure

Recover za firemnou branou firewall

Agenta programu HP Sure Recover mozno hostovat na firemnom intranete. Po nainstalovani balika HP Sure
Recover SoftPaq skopirujte stibory agenta z adresara agenta programu HP Sure Recover v mieste inStalacie
do distribu¢ného bodu HTTP alebo FTP. Potom poskytnite klientsky systém pomocou adresy URL
distribu¢ného bodu a verejného klti¢a spolo¢nosti HP s nazvom hpsr agent public key.pem,ktory sa
distribuuje s balikom SoftPaq agenta programu HP Sure Recover.

InStalacia agenta programu HP Sure Recover

1.

Prevezmite agenta programu HP Sure Recover a extrahujte subory do distribu¢ného bodu HTTP alebo
FTP.

Nastavte prislusné povolenia stborov v distribu¢nom bode.

Ak pouzivate server Internet Information Services (lIS), vytvorte typy MIME application/octet-stream pre
nasledujtce formaty suborov:

°
e .wim
e .swm
o .mft
° .sig

o _efi

o .sdi

@ DOLEZITE: Nasledujuci postup opisuje poskytovanie programu Sure Recover pomocou aplikacie SCCM.

Priklady, ako poskytnut program Sure Recover pomocou kniznice HP Client Management Script Library,
najdete v ¢asti Praca s kniZnicou HP Client Management Script Library (CMSL) na strane 12.

Spustite aplikaciu SCCM, prejdite na polozku HP Client Security Suite a vyberte stranku HP Sure
Recover.

[%9 POZNAMKA: Adresa URL distribu¢ného bodu zahfia prenosovy protokol ftp alebo http. Zahfiia aj

Uplnu cestu k hlavnému adresaru obsahujicemu manifest pre agenta programu HP Sure Recover, ako sa
zobrazuje z klientskeho systému. Tato cesta nie je Uplna cesta k miestu ulozenia suborov v distribu¢nom
bode.

V casti Platform Image (Obraz platformy) vyberte moznost Corporation (Firma) na obnovenie
prispdsobeného obrazu opera¢ného systému z firemného distribu¢ného bodu. Do vstupného pola Image
Location URL (Adresa URL umiestnenia obrazu) zadajte adresu URL, ktor( poskytol spravca IT. Do pola
Image Verification (Overenie obrazu) zadajte verejny kli¢ hpsr agent public key.pem.

[%r POZNAMKA: Adresa URL vlastného obrazu musi obsahovat nazov stboru manifestu obrazu.
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6. Vcasti Recovery Agent (Agent na obnovu) vyberte moznost Corporation (Firma) na pouzitie vlastného
agenta na obnovu alebo agenta na obnovu od spolo¢nosti HP z firemného distribu¢ného bodu. Do
vstupného pola Agent Location URL (Adresa URL umiestnenia agenta) zadajte adresu URL, ktoru
poskytol spravca IT. Do vstupného pola Agent Verification Key (KIU¢ overenia agenta) zadajte verejny
klu€hpsr agent public key.pem.

E/f POZNAMKA: Adresa URL nesmie obsahovat nazov stiboru pre manifest agenta, pretoze systém BIOS
vyZaduje nazov recovery.mft.

7. Po pouziti politiky na klientsky systém ho reStartujte.

8. Pocas Uvodného poskytovania sa zobrazi vyzva na zadanie 4-ciferného kédu zabezpecenia na
dokoncenie aktivacie programu HP Sure Recover. Ak chcete ziskat dalSie informacie, prejdite na lokalitu
hp.com a vyhladajte technick( dokumentaciu k siprave HP Manageability Integration Kit (MIK) pre
Microsoft System Center Manager.

Po uspesnom aktivovani programu HP Sure Recover sa vlastna adresa URL pouzitda politikou bude zobrazovat
v ponuke nastaveni HP Sure Recover systému BIOS.

Ak chcete skontrolovat tispesnu aktivaciu, restartujte pocitac a po zobrazeni loga spolo¢nosti HP stlacte
klaves f10. Postupne vyberte polozky Advanced (Rozsirené), HP Sure Recover, Recovery Agent (Agent na
obnovu) a URL.

InStalacia agenta programu HP Sure Recover 11



4 Pracas kniznicou HP Client Management
Script Library (CMSL)

Kniznica HP Client Management Script Library umoznuje spravovat nastavenia programu HP Sure Recover v
prostredi PowerShell. Nasledujuci vzorovy skript ukazuje, ako poskytnut, urcit stav, zmenit konfiguraciu a
zrusSit poskytnutie programu HP Sure Recover.

[%9 POZNAMKA: Niektoré prikazy prekracuju dizku riadka v tejto prirucke, ale musia sa zadavat ako jeden

riadok.

SErrorActionPreference = "Stop"
Spath = 'C:\test keys'

Sekpw — nn

s s ka — nmn

Get-HPSecurePlatformState

try {
Write-host 'Provisioning Endorsement Key'
Sp = New-HPSecurePlatformEndorsementKeyProvisioningPayload
-EndorsementKeyPassword S$Sekpw
-EndorsementKeyFile "S$path\kek.pfx"

Sp | Set-HPSecurePLatformPayload

Start-Sleep -Seconds 3

Write-host 'Provisioning signing key'

Sp = New-HPSecurePlatformSigningKeyProvisioningPayload
-EndorsementKeyPassword S$ekpw
-EndorsementKeyFile "S$path\kek.pfx"
-SigningKeyFile "S$path\sk.pfx"

Sp | Set-HPSecurePLatformPayload
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Sp = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$Spath\sk.pfx"
-Image OS
-ImageKeyFile "S$path\os.pfx"
-username test -password test
-url "http://www.hp.com/custom/image.mft"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$path\sk.pfx"
-Image agent
-ImageKeyFile "S$path\re.pfx"
-username test -password test
-url "http://www.hp.com/pub/pcbios/CPR"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverSchedulePayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$Spath\sk.pfx"
-DayOfWeek Sunday,EveryWeek -Hour 13 -Minute 27 -WindowSize 30

Sp | Set-HPSecurePlatformPayload

$Sp = New-HPSureRecoverConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$Spath\sk.pfx"
-0SImageFlags NetworkBasedRecovery
-AgentFlags DRDVD

$p | Set-HPSecurePlatformPayload

Get-HPSureRecoverState -all
Get-HPSecurePlatformState

}
finally {



Write-Host 'Deprovisioning Sure Recover'

Start-Sleep -Seconds 3

$Sp = New-HPSureRecoverDeprovisionPayload
-SigningKeyPassword S$Sskpw
-SigningKeyFile "S$Spath\sk.pfx"

Sp | Set-HPSecurePlatformPayload

Start-Sleep -Seconds 3

Write-host 'Deprovisioning P21'

Sp = New-HPSecurePlatformDeprovisioningPayload
-verbose
-EndorsementKeyPassword Spw
-EndorsementKeyFile "S$Path\kek.pfx"

Sp | Set-HPSecurePlatformPayload

Write-Host 'Final secure platform state:'

Get-HPSecurePlatformState

Generovanie vzorového kluca pomocou rieSenia OpenSSL

Sukromné kluce ukladajte na bezpe¢nom mieste. Verejné kltiCe sa pouziji na overenie a musia sa poskytnut
pocas poskytovania. Tieto klu¢e musia mat dlzku 2048 bitov a pouzivat exponent 0x10001. Predmet v
prikladoch nahrad'te informaciami o svojej organizacii.

Pred pokracovanim nastavte nasledujlicu premennu prostredia:

set OPENSSL CONF=<path>\openssl.cnf

# Create a self-signed root CA certificate for testing

openssl req -sha256 -nodes -x509 -newkey rsa:2048 -keyout ca.key -out
ca.crt -subj

"/C=US/ST=State/L=City/0O=Company/0OU=0rg/CN=www.example.com"

# Create a key endorsement certificate

openssl reqg -sha256 -nodes -newkey rsa:2048 -keyout kek.key -out kek.csr -
subj

"/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com"
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openssl x509 -reqg -sha256 -in kek.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out kek.crt

openssl pkcsl2 -inkey kek.key -in kek.crt -export -out kek.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

# Create a command signing key

openssl reqg -sha256 -nodes -newkey rsa:2048 -keyout sk.key -out sk.csr -
subj "/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com"

openssl x509 -reqg -sha256 -in sk.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out sk.crt

openssl pkcsl2 -inkey sk.key -in sk.crt -export -out sk.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

openssl pkcsl2 -in sk.pfx -clcerts -nokeys -out sk public.pem -passin
pass:

# Create an image signing key

openssl req -sha256 -nodes -newkey rsa:2048 -keyout os.key -out os.csr -
subj "/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com"

openssl x509 -reqg -sha256 -in os.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out os.crt

openssl pkcsl2 -inkey os.key -in os.crt -export -out os.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

Manifest obrazu mézete podpisat pomocou tohto prikazu:

openssl dgst -sha256 -sign os.key -out image.sig image.mft

# Create an agent signing key

openssl req -sha256 -nodes -newkey rsa:2048 -keyout re.key -out re.csr -
subj "/C=US/ST=State/L=City/O=Company/0OU=0rg/CN=www.example.com"

openssl x509 -req -sha256 -in re.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out re.crt

openssl pkcsl2 -inkey re.key -in re.crt -export -out re.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

Manifest agenta moZete podpisat pomocou tohto prikazu:

openssl dgst -sha256 -sign re.key -out agent.sig agent.mft

OpenSSL generuje subory podpisu vo formate Big Endian, ktory je nekompatibilny s niektorymi verziami
systému BIOS, takze pred nasadenim sa méze pozadovat obratenie poradia bajtov stiboru podpisu agenta.
Verzie systému BIOS, ktoré podporuji poradie bajtov Big Endian, podporuju aj poradie bajtov Little Endian.

Generovanie vzorového klti¢a pomocou rieSenia OpenSSL

15



A RiesSenie problémov

Nepodarilo sa vytvorit oddiely na jednotke

Ak je oblast SR_AED alebo SR_IMAGE zasifrovana pomocou funkcie BitLocker, vytvorenie oddielov moze
zlyhat. Tieto oddiely sa zvycajne vytvaraji pomocou atributu GPT, ktory zabrariuje ich Sifrovaniu pomocou
nastroja BitLocker. Ak vSak pouzivatel odstrani a vytvori oddiely znova alebo ich vytvori manualne na
jednotke nevyZzadujlcej operacny systém, agent programu Sure Recover ich nedokaze odstranit a pri zmene
oddielov jednotky skon¢i s chybou. Pouzivatel ich musi odstranit manualne spustenim aplikacie diskpart,
vyberom zvdzku a spustenim prikazu prepisania del vol alebo podobného prikazu.

Dennik auditu firmvéru

Informacie o premennej EFI st nasledujuce:

° GUID: {0xec8feb88, 0xbldl, O0x4f0f, {Oxab, 0x9f, 0x86, Oxcd, 0xb5, 0x3e,
Oxad, 0x45}}

e Nazov: OsRecoveryInfolog

V systéme Windows existuju rozhrania API na ¢itanie premennych EFI alebo mézete vytvorit vypis obsahu
premennych do siboru pomocou nastroja UEFI Shell dmpstore.

Z dennika auditu mézete vytvorit vypis pomocou prikazu Get-HPFirmwareAuditLog, ktory je sti¢astou
kniznice HP Client Management Script Library.

Dennik udalosti systému Windows

Udalosti spustenia a zastavenia programu Sure Recover sa odosielaju do dennika auditu systému BIOS, ktory
mdzete zobrazit v Zobrazovaci udalosti systému Windows v denniku Sure Start, ak je nainStalovany program
HP Notifications. Stcastou tychto udalosti je datum a ¢as, identifikator zdroja, identifikator udalosti a
Specificky kod udalosti. Kéd [fe 00 40 26 02 27 06 18 84 2a 02 01 00 30 £f2 c3]
napriklad oznacuje, Ze obnovenie zlyhalo, pretoze manifest nebolo mozné overit pomocou Specifického kddu
udalosti ¢3f 23000, ktory bol prihlaseny 27.6.2018 o0 2:26:40.

B POZNAMKA: Tieto denniky pouzivaji americky format mesiac/datum/rok.

HP Secure Platform Management (identifikator zdroja = 84h)

Tabulka A-1 HP Secure Platform Management

Identifikator Pocet zariadeni  Pocet udalosti Popis Poznamky
udalosti (vSetky/DaaS) (vSetky/DaaS)
40 256/178 943/552 Proces obnovy platformy opera¢ného Obnova platformy sa spustila

systému bol spusteny firmvérom.
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Tabulka A-1 HP Secure Platform Management (pokracovanie)

Identifikator Pocet zariadeni  Pocet udalosti Popis Poznamky

udalosti (vetky/DaaS) (vetky/DaaS)

41 221/147 588/332 Proces obnovy platformy operacného Obnova platformy sa
systému sa uspesne dokoncdil. dokoncila

42 54/42 252/156 Proces obnovy platformy opera¢ného Obnova platformy zlyhala
systému sa nepodarilo Uspesne
dokoncit.

Dennik auditu firmvéru mozete natitat pomocou prikazu Get-HPFirmwareAuditLog v kniznici HP Client
Management Script Library, ktora je k dispozicii na lokalite http://www.hp.com/go/clientmanagement.
Identifikatory udalosti 40, 41 a 42 v aplikacii HP Secure Platform Management vratia Specifické kody udalosti
v tdajovom poli, ktoré oznacuju vysledok operacii programu Sure Recover. Napriklad nasledujuca polozka
dennika oznacuje, ze programu Sure Recover sa nepodarilo prevziat subor manifestu alebo podpisu s chybou
event_id 42 a udajmi: 00:30:f1:c3, ktoré by sa mali interpretovat ako hodnota DWORD 0xC3F13000 =
MftOrSigDownloadFailed.

message number: 0

severity: Info

system state at event: SO

source id: HP Secure Platform Management
event id: 42

timestamp is exact: 1

timestamp: 5/27/2019 2:44:18 PM

description: The platform OS recovery process failed to complete
successfully.

data: 00:30:f1:c3

Uspeéné obnovenie sa zobrazuje ako event_id = 41 a data: 00:00:00:00, napriklad:
Event Specific Codes

Success = 0x00000000
CatalogDownloadFailed = 0xC3F11000
message number: 0

severity: Info

system state at event: S0

source id: HP Secure Platform Management
event id: 41

timestamp is exact: 1

timestamp: 5/27/2019 2:55:41 PM

description: The platform OS recovery process failed to complete
successfully.
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data: 00:00:00:00

Program HP Sure Recover pouziva nasledujlce Specifické kody udalosti.

Tabulka A-2 Specifické kody udalosti

Popis udalosti Kéd udalosti
CatalogbownloadFailed 0xC3F11000
SignatureDownloadFailed 0xC3F12000
MftOrSigbownloadFailed 0xC3F13000
FtpHttpDownloadFailed 0xC3F14000
AwsDownloadFailed 0xC3F15000
AwsDownloadUnattendedFailed 0xC3F16000
UnableToConnectToNetwork 0xC3F17000
CatalogNotAuthenticated 0xC3F21000
FtpHttpDownloadHashFailed 0xC3F22000
ManifestDoesNotAuthenticate 0xC3F23000
CatalogVersionMismatch 0xC3F31000
CatalogLoadFailed 0xC3F32000
OsDvdDidNotResolvedToOneComponent 0xC3F33000
DriversDvdDidNotResolvedToOneComponent 0xC3F34000
ManifestFileEmptyOrInvalid 0xC3F41000
ListedFileInManifestNotFound 0xC3F42000
FailedToInstallDrivers 0xC3F51000
FailedToApplyWimImage 0xC3F52000
FailedToRegisterWimCallback 0xC3F53000
FailedToCreateDismProcess 0xC3F54000
BcdbootFailed 0xC3F55000
NoSuitableDiskFound 0xC3F56000
PartitoningFailed 0xC3F57000
DiskLayoutCreationFailed 0xC3F58000
UnexpectedProblemWithConfigJson 0xC3FF1000
SureRecoverJsonParsingFailed 0xC3FF2000
RebootRequestFailed 0xC3FF3000
UnableToReadConfigFile 0xC3FF4000
FailedToDetectWindowsPE 0xC3FF5000
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@ Uzivatelska prirucka

HP Sure Recover
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Formatovani uzivatelskych vstupu
Text, ktery musite zadat do uzivatelského rozhrani, je oznaten neproporciondlnim pismem.

Tabulka -1 Formatovani uZivatelskych vstupt

Polozka Popis
Text bez zavorek Polozky musite zadavat tak, jak jsou zobrazeny
<Text uvnitf ostrych zavorek> Zastupny objekt pro hodnotu, kterou musite zadat; vynechte zavorky

[Text uvnit¥ hranatych zavorek] Volitelné polozky; vynechte zavorky

{Text uvnitf¥ sloZenych zavorek} Sada polozek, ze které si musite vybrat jen jednu; vynechte zavorky

| Oddélovac polozek, ze kterych si musite vybrat jen jednu; vynechte svislou ¢aru

Polozky, které se mohou nebo musi opakovat; vynechte vypustku
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1 Zaciname

Software HP Sure Recover vam pom(iZe bezpe¢né nainstalovat operacni systém ze sité s minimalnim
zasahem uzivatele. Systémy s technologii HP Sure Recover s technologii Embedded Reimaging také podporuiji
instalaci z mistniho pamétového zafizeni.

M DULEZITE: Nez pouzijete nastroj HP Sure Recover, zalohujte data. Vzhledem k tomu, Ze proces obnoveni
z bitové kopie disku pieformatuje jednotku, dojde ke ztraté dat.

Bitové kopie pro obnoveni, které spole¢nost HP poskytuje, obsahuiji zakladni instalacni soubor systému
Windows 10©. V piipadé potieby mize nastroj HP Sure Recover nainstalovat optimalizované ovladace pro
zarizeni HP. Bitové kopie nastroje HP Recovery obsahuji pouze agenty obnovovani dat, které jsou soucasti
systému Windows 10, jako je OneDrive. Korporace mohou vytvaret své vlastni bitové kopie, které slouzi

k ptidani korporatnich nastaveni, aplikaci, ovladacii a agent(i obnovovani dat.

Agent obnovovani operac¢niho systému (0S) provadi kroky nezbytné k instalaci bitové kopie pro zotaveni.
Agent obnovovani poskytovany spolec¢nosti HP provadi bézné kroky, jako je vytvareni oddildl, formatovani
a extrahovani bitové kopie pro zotaveni na cilové zafizeni. Vzhledem k tomu, ze agent obnovovani HP je
umistén na webové strance hp.com, budete k jeho ziskani potiebovat pristup k internetu, pokud systém
nezahrnuje technologii Embedded Reimaging. Spole¢nosti mohou také hostovat agenta obnovovani HP

vvvvvv

Pokud neni nalezen Zadny operacni systém, mizete aktivovat nastroj HP Sure Recover. MliZete také spustit
nastroj HP Sure Recover podle planu, napf. abyste se ujistili, Ze doslo k odstranéni malwaru. Provedte
konfiguraci téchto nastaveni prostifednictvim nastroje HP Client Security Manager (CSM), Management
Integration Kit (MIK) nebo knihovny HP Client Management Script Library.

Obnoveni ze sité

[:?’”r POZNAMKA: Chcete-li provést obnoveni ze sité, musite pouzit kabelové p¥ipojeni. Spole¢nost HP doporucuje
pred pouzitim nastroje HP Sure Recover zalohovat dilezité soubory, data, fotografie, videa a tak dale, aby
nedoslo ke ztraté dat.

1.  Pripojte klientsky systém k siti, ve které je pristup k distribu¢nimu bodu HTTP nebo FTP.
2. Restartujte systém klienta a jakmile se zobrazi logo HP, stisknéte klavesu f11.

3. Vyberte polozku Obnoveni ze sité.

Obnoveni z mistni jednotky

Pokud systém klienta podporuje funkci Embedded Reimaging a naplanovana bitova kopie je povolena

v pouzitych zasadach, pak se bitova kopie stahne do klientského systému v naplanovaném case. Po stazeni
bitové kopie do klientského systému jej restartujte, aby se obraz zkopiroval do pamétového zafizeni s funkci
Embedded Reimaging.

Chcete-li provést mistni obnoveni pomoci bitové kopie na pamétovém zatizeni s funkci Embedded Reimaging,
postupuijte takto:

1.  Restartujte systém klienta a jakmile se zobrazi logo HP, stisknéte klavesu f11.

2. Vyberte polozku Obnoveni z mistni jednotky.

Obnoveni ze sité 1



Systémy s funkci Embedded Reimaging musi konfigurovat plan stahovani a pouzivat agenta stahovani ke
kontrole aktualizaci. Agent stahovani je obsazen v doplitku HP Sure Recover pro nastroj HP Client Security
Manager a muze byt také konfigurovan v MIK. Pokyny k pouziti MIK naleznete v ¢asti https://www.hp.com/go/
clientmanagement.

MuZete také vytvofit naplanovanou tlohu, ktera bude kopirovat agenta do oddilu SR_AED a bitové kopie do
oddilu SR_IMAGE. Poté mlzZete pouzit nastroj HP Client Management Library a odeslat servisni udalost
informujici systém BIOS, ze by mél ovéfit obsah a zkopirovat jej na pamétové zafizeni s technologii Embedded
Reimaging pfi pristim restartu.
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2 \ytvoreni korporatni bitové kopie

VétSina spolecnosti pouziva nastroje Microsoft Deployment, Windows 10 Assessment and Deployment Kit
nebo oboji k vyrobé soubori obsahujicich bitovou kopii v archivu formatu soubort WIM (Windows Imaging).

Pozadavky

Nejnovéjsi verze Windows 10 Assessment and Deployment Kit (Windows ADK)
PowerShell
OpenSSL (nebo jiné feseni pro generovani paru soukromého/veiejného klice RSA)

Slouzi ke generovani paru klict RSA, ktery se pouziva k zajisténi integrity korporatni bitové kopie, kterou
vytvarite a hostujete.

Server hostujici Feseni (napfiklad Microsoft Internet Information Services [1IS])

Vytvoreni bitové kopie

Pfed zahajenim procesu vytvareni bitové kopie nastavte pracovni systém nebo systém sestaveni, kde jste
nainstalovali pozadované nastroje, abyste se pfipravili na zpracovani bitové kopie, jak je znazornéno
v nasledujicich krocich:

1.

Jako spravce oteviete prikazovy fadek nastroje Deployment and Imaging (nainstalovan s nastroji
pro nasazeni systému Windows ADK).

Vytvorte pracovni oblast pro bitovou kopii pomoci nasledujiciho pfikazu:
mkdir C:\staging
Vytvoite bitovou kopii pomoci jednoho z nasleduijicich prikladu:

Priklad 1: Vytvoreni bitové kopie zalozené na bitové kopii instalace systému Microsoft Windows
na strance 3

Priklad 2: Vytvoreni bitové kopie zaloZzené na referen¢nim systému na strance 5

Priklad 1: Vytvoreni bitové kopie zalozené na bitové kopii instalace systému
Microsoft Windows

1.

3.

VloZte nebo oteviete bitovou kopii instalace systému Microsoft Windows (z aplikace Microsoft ISO nebo
z aplikace HP OSDVD).

Z vlozené bitové kopie instalace systému Windows zkopirujte soubor install.wim do pracovni oblasti
pomoci nasledujiciho prikazu:

robocopy <M:>\sources C:\staging install.wim

%}9 POZNAMKA: < M: > odkazuje navlozenou jednotku. Nahradte spravnym pismenem jednotky.

Pfejmenujte soubor install. wim na nazev souboru bitové kopie (,,My-Image“ pro tento pfiklad) pomoci
nasledujiciho prikazu:

ren C:\staging\install.wim <my-image>.wim

Pozadavky
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(Volitelné) Software HP Sure Recover obsahuje funkci pro obnoveni konkrétni edice z bitové kopie s vice
indexy, ktera je zalozena na edici Windows plivodné licencované pro cilovy systém HP u vyrobce. Tento
mechanismus funguje, pokud jsou indexy spravné pojmenovany. Pokud vase bitova kopie instalace
systému Windows pochazi z bitové kopie HP OSDVD, budete pravdépodobné mit bitovou kopii s vice
edicemi. Pokud si to neprejete a chcete zajistit, aby byla jedna konkrétni edice pouzita pro vsechny cilové
systémy, musite mit jistotu, ze bitova kopie instalace bude mit pouze jeden index.

4. Zkontrolujte obsah bitové kopie instalace pomoci nasledujiciho pfikazu:
dism /Get-ImageInfo /ImageFile:C:\staging\<my-image>.wim

Nasleduijici ptiklad zobrazuje ukazkovy vystup z bitové kopie instalace, ktera podporuje pét edic (bude
odpovidat podle systému BIOS kazdého cilového systému):

Podrobnosti o bitové kopii: my-image . wim

Index: 1

Nazev: CoreSinglelLanguage

Popis: Aktualizace Windows 10, kv&ten 2019 - edice Home Single Language

Velikost: 19 512 500 682 bajth

Index: 2
Nazev: Core
Popis: Aktualizace Windows 10, kv&ten 2019 - edice Home

Velikost: 19 512 500 682 bajth

Index: 3
Nazev: Professional
Popis: Aktualizace Windows 10, kvé&ten 2019 - edice Professional

Velikost: 19 758 019 520 bajth

Index: 4
Ndzev: ProfessionalEducation
Popis: Aktualizace Windows 10, kv&ten 2019 - edice Professional Education

Velikost: 19 758 019 480 bajth

Index: 5
Nazev: ProfessionalWorkstation

Popis: Aktualizace Windows 10, kv&ten 2019 - edice Professional
Workstation

Velikost: 19 758 023 576 bajtl

ﬁ/f POZNAMKA: Je-li k dispozici pouze jeden index, bitova kopie bude pouzita pro obnoveni bez ohledu na
nazev. Velikost souboru bitové kopie mlze byt vétsi nez pfed odstranénim.
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5. Pokud nechcete vice edic, odstrante kazdy index, ktery nechcete.

Jak je znazornéno v nasledujicim p¥ikladu, pokud chcete pouze edici Professional (za pfedpokladu, Ze
jsou vsechny cilové systémy licencovany), odstraiite index 5, 4, 2 a 1. Pokazdé, kdyz odstranite index,
budou ¢isla indexu znovu prifazena. Proto byste méli odstranovat indexy od nejvyssiho po nejnizsi Cislo.
Po kazdém odstranéni spustte pfikaz Get - ImageInfo, abyste vizualné potvrdili, ktery index budete
dale odstranovat.

dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:5
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:4
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:?2
dism /Delete-Image /ImageFile:C:\staging\my-image.wim /Index:1

Zvolte pouze jeden index edice (napfiklad Professional). Je-li k dispozici pouze jeden index, bitova kopie
bude pouzita pro obnoveni bez ohledu na nazev. Uvédomte si, Ze velikost souboru bitové kopie muiZe byt
vétsi nez pfed odstranénim kvali zplsobu, jakym se provadéji zmény metadat WIM a normalizace
obsahu.

6. (Volitelné) Chcete-li zahrnout ovladace do korporatni bitové kopie pro obnoveni, postupujte nasledovné:
a. Bitovou kopii vlozte do prazdné slozky pomoci nasleduijicich prikazu:
mkdir C:\staging\mount

dism /Mount-Wim /WimFile:C:\staging\my-image.wim /MountDir:C:
\staging\mount /Index:1

b. Vlozte prislusny disk DVD s ovladaci HP Windows 10 (DRDVD) pro podporovany cilovy systém.
Z vlozenych médii ovladace zkopirujte podslozky ovladace do své pracovni oblasti pomoci
nasledujiciho prikazu:

robocopy /E <M:>\SWSETUP\DRV C:\staging\mount\SWSETUP\DRV

[17? POZNAMKA: < M: > odkazuje navlozenou jednotku. Nahradte spravnym pismenem jednotky.

Do slozky C:\staging\mount\SWSETUP\DRV mizete umistit dalsi ovladace typu .inf. Chcete-li
ziskat vysvétleni o tom, jak je tento obsah zpracovan nastrojem HP Sure Recover pomoci funkce
dism /Add-Driver /Recurse,prectéte sicast,Pridania odebraniovladacl do offline bitové
kopie systému Windows" v nasledujicim tématu: https://docs.microsoft.com/en-us/windows-
hardware/manufacture/desktop/add-and-remove-drivers-to-an-offline-windows-image.

Tato funkce nepodporuje ovladace typu .exe, které vyzaduji spusténi aplikace.
¢. Ulozte zmény a odpojte bitovou kopii pomoci nasledujiciho ptikazu:

dism /Unmount-Wim /MountDir:C:\staging\mount /Commit

Vysledny soubor bitové kopie je: C:\staging\my-image.wim.

d. Prejdéte na Rozdéleni bitové kopie na strance 6.

Priklad 2: Vytvoreni bitové kopie zalozené na referencnim systému

1.  Vytvoite spustitelné médium USB WinPE.

Vytvoreni bitové kopie
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[%f POZNAMKA: Daléi metody snimani bitové kopie naleznete v dokumentaci ADK.

Ujistéte se, zda je na jednotce USB dostatek volného mista pro ulozeni vytvorené bitové kopie
z referen¢niho systému.

2. Vytvoreni bitové kopie z referen¢niho systému

3. Bitovou kopii vytvorte spusténim referencniho systému s médiem USB WinPE a poté pouzijte nastroj
DISM.

[%F POZNAMKA: < U: > odkazuje najednotku USB. Nahradte spravnym pismenem jednotky.

Podle potieby upravte ¢ast nazvu souboru ,,my-image" a popis <my-image>.

dism /Capture-Image /ImageFile:<U:><\my-image>.wim /CaptureDir:C:\ /
Name:<My Image>

4. Zkopirujte bitovou kopii z pamétového zarizeni USB do pracovni oblasti vaSeho pracovniho systému
pomoci nasledujiciho ptikazu:

robocopy <U:>\ C:\staging <my-image>.wim
Méli byste mit nasledujici soubor bitové kopie: C:\staging\my-image.wim.

5. Prejdéte na Rozdéleni bitové kopie na strance 6.

Rozdéleni bitové kopie

Spole¢nost HP doporucuje, abyste pomoci nasledujiciho prikazu rozdélili bitovou kopii na mensi soubory
a zlepsili tak spolehlivost stahovani ze sité:

dism /Split-Image /ImageFile:C:\staging\<my-image>.wim /SwmFile:C:\staging
\<my-image>.swm /FileSize:64

[%r POZNAMKA: Velikost souboru je uvedena v megabajtech. Podle potieby upravte.

[’_%f’ POZNAMKA: Vzhledem k povaze algoritmu rozdélovani DISM muze byt velikost generovanych souborti SWM
mensi nebo vétsi nez uvedena velikost souboru.

Vytvoreni manifestu

Zformatuijte soubory manifestu jako UTF-8 bez znacky pofadi bajtli (BOM).

M(Zete zménit nazev souboru manifestu (custom.mft), ktery se pouziva v nasledujicich postupech, ale
nesmite ménit pripony .mft a .sig a nazev souboru ¢asti manifestu a podpisu se musi shodovat. MGzete
naptiklad zménit par (custom.mft, custom.sig) na (myimage.mft, myimage.sig).

mft version sepouzivak uréeni formatu souboru bitové kopie a musi byt aktualné nastaven na hodnotu
1.

image version se pouZiva k urteni, zda je k dispozici novéj3i verze bitové kopie a k zabranéni instalace
starSich verzi.

0Obé hodnoty musi byt 16bitova cela ¢isla bez znaménka a oddélovac radki v manifestu musi byt *\r\n’
(CR + LF).
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Generovani manifestu

Vzhledem k tomu, Ze soucasti rozdélené bitové kopie mutze byt nékolik soubor(, vygenerujte manifest pomoci
skriptu PowerShell.

U vsech zbyvajicich krok musite byt ve sloZce C:\staging.
CD /D C:\staging

1. Vytvorte skript PowerShell pomoci editoru, ktery miize vytvorit textovy soubor ve formatu UTF-8 bez
BOM, a to pomoci nasledujiciho pfikazu: notepad C:\staging\generate-manifest.psl

Vytvorte nasleduijici skript:
SmftFilename = "custom.mft"

$imageVersion = 1907 (Poznamka: Mize to byt libovolné 16bitové celé Cislo)

S$header = "mft version=1, image version=SimageVersion"
Out-File -Encoding UTF8 -FilePath SmftFilename -InputObject S$header
SswmFiles = Get-ChildItem "." -Filter "*.swmn"

SToNatural = { [regex]::Replace($ , '\d*\....$',

{ $Sargs[0].Value.PadLeft (50) }) }

SpathToManifest = (Resolve-Path ".").Path
Stotal = S$swmFiles.count
Scurrent = 1

SswmFiles | Sort-Object $ToNatural | ForEach-Object {
Write-Progress
-Activity "Generating manifest"
-Status "Scurrent of Stotal (S )"

-PercentComplete (Scurrent / S$total * 100)

ShashObject = Get-FileHash -Algorithm SHA256 -Path $ .FullName
SfileHash = $hashObject.Hash.ToLower ()

$filePath = S$hashObject.Path.Replace ($SpathToManifest + '\', ''")

SfileSize (Get-Item $ .FullName).length

SmanifestContent = "$fileHash $filePath $fileSize"

Out-File -Encoding utf8 -FilePath $mftFilename -InputObject
SmanifestContent —-Append

Vytvoreni manifestu



Scurrent = S$current + 1

}

[%r POZNAMKA: Manifesty pro nastroj HP Sure Recover nemohou obsahovat BOM, takze nasledujici
piikazy prepisuji soubor jako UTF8 bez BOM.

Scontent = Get-Content S$mftFilename
Sencoding = New-Object System.Text.UTF8Encoding S$False

[System.IO.File]::WriteAllLines ($pathToManifest + '\' + $mftFilename,
Scontent, S$encoding)

2. Ulozte skript.
3. Spustte skript.

powershell .\generate-manifest.psl

Generovani podpisu manifestu

Nastroj Sure Recovery ovéfuje agenta a bitovou kopii pomoci kryptografickych podpist. Nasleduijici priklady
pouzivaji par soukromych/vetejnych kli¢t ve formatu X.509 PEM (pfipona.PEM). Podle potfeby upravte
ptikazy pro pouziti binarnich certifikatt DER (pfipony .CER nebo.CRT), kddovanych certifikati BASE-64 PEM
(pfipony .CER nebo. CRT), nebo soubor PKCS1 PEM (ptipona. PEM). Priklad také pouziva OpenSSL, ktery
generuje podpisy ve formatu big-endian. K podepisovani manifestti mGzete pouzit libovolny nastroj, ale
nékteré verze systému BIOS podporuji pouze podpisy ve formatu little endian.

1.  Pomoci nasledujiciho pfikazu vygenerujte soukromy kli¢ RSA 2048 bajtd. Mate-li ve formatu .pem par
soukromych/verejnych kli¢i 2048 bajtt RSA, zkopiruijte jej do C:\staging a poté piejdéte ke kroku 3.

openssl genrsa -out my-recovery-private.pem 2048

2. Vygenerujte verejny klic¢ z vaseho soukromého klice (pokud mate vefejny kli¢ odpovidajici vasemu
soukromému kli¢i ve formatu PEM, zkopirujte jej do C:\staging) pomoci nasledujiciho p¥ikazu:

OpenSSL RSA-in my-Recovery-Private. pem-pubout-out my-Recovery-Public.
pem

3.  Vytvorte soubor s podpisem (pomoci hash algoritmu SHA256) na zakladé soukromého klice RSA 2048
bajtl z kroku 1 pomoci nasledujiciho pfikazu:

openssl dgst -sha256 -sign my-recovery-private.pem -out custom.sig
custom.mft

4. Ovéfte soubor s podpisem pomoci verejného klice z pfredchoziho kroku pomoci nasledujiciho prikazu:

openssl dgst -sha256 -verify my-recovery-public.pem -signature
custom.sig custom.mft

Ef POZNAMKA:
e  Pokud potiebujete vytvorit pouze soubor s podpisem, jsou pozadované kroky 1 a 3.

e  Pronastroj HP Sure Recover jsou minimalni poZadované kroky 1, 2 a 3. Pro zajiSténi cilového systému
budete potfebovat veiejny kli¢ z kroku 2.

e  Krok 4 je volitelny, ale doporucuje se, aby soubor s podpisem a soubor manifestu spravné ovérovaly.
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Hostovani souboru

Na serveru hostujte nasledujici soubory ze slozky C:\staging:

*.swm
custom.mft (nebo nazev souboru, ktery jste zvolili pro soubor manifestu)

custom.sig (nebo odpovidajici nazev souboru, ktery jste zvolili pro soubor signatury)

[%”f POZNAMKA: Pokud pouzivate sluzbu IIS jako své hostitelské fe$eni, musite nakonfigurovat polozky MIME
tak, aby obsahovaly nasleduijici ptipony, které jsou vsechny konfigurovany jako ,aplikace/octet-stream:“

.mft
.Sig
.swm

.wim

Zkizeni cilovych systému

Své cilové systémy mizete zfidit pomoci nastroji HP Client Management Script Library, HP Client Security
Manager (CSM)/Sure Recover nebo Manageability Integration Kit (MIK) (https://www.hp.com/go/
clientmanagement).

Pro toto zfizeni uvedte nasledujici informace:

1.

Adresa URL souboru manifestu hostovaného v piedchozi ¢asti (http://your_server.domain/path/
custom.mft)

Verejny kli¢ pouzity k ovéreni dfive vytvofeného souboru s podpisem (napfiklad C:\staging\my-
recovery-public.pem).

Odstranovani potizi

Pokud se zobrazi zprava o procesu vlastniho obnoveni, ktery selhal pfi ovérovani zabezpeceni, zkontrolujte
nasleduijici:

1.
2.
3.

Manifest musi byt UTF-8 bez BOM.
Zkontrolujte hash soubory.

Zkontrolujte, zda byl systém zfizen s vefejnym klicem odpovidajicim soukromému kli¢i pouzivanému
k podepsani manifestu.

Typy MIME serveru sluzby IS musi byt application/octet-stream.

Cesty k souboriim v ramci manifestu musi obsahovat tplnou cestu k vrchnimu adresafi s bitovou kopii,
jak je vidét ze systému klienta. Tato cesta nepredstavuje tuplnou cestu, kde se soubory ukladaji
v distribu¢nim bodé.

Hostovani soubort
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3 Pouziti nastroje HP Sure Recover Agent
v ramci korporatniho firewallu

Nastroj HP Sure Recover Agent mGze byt hostovan v korporatni siti intranet. Po instalaci HP Sure Recover
SoftPaq zkopirujte soubory agenta z adresare HP Sure Recover Agent z umisténi instalace do distribu¢niho
bodu HTTP nebo FTP. Poté zfid'te systém klienta s adresou URL distribu¢niho bodu a verejnym klicem HP
nazvanym hpsr agent public key. pem,ktery je distribuovan s agentem HP Sure Recover SoftPaq.

Instalace agenta HP Sure Recover

1.  Stahnéte si agenta HP Sure Recover a rozbalte soubory do distribu¢niho bodu HTTP nebo FTP.
2. Nastavte odpovidajici opravnéni pro soubory na distribu¢nim bodu.

3.  Pokud pouzivate internetovou informacni sluzbu (IIS), vytvorte typy application/octet-stream pro
nasledujici formaty soubori:

°
e .wim
e .swm
o .mft
° .sig

o _efi

o .sdi

@ DULEZITE: Nasledujici kroky popisuiji zajiténi nastroje Sure Recover pomoci SCCM. Priklady zajisténi
nastroje Sure Recover pomoci nastroje HP Client Management Script Library naleznete v ¢asti Prace
s nastrojem HP Client Management Script Library (CMSL) na strance 12.

4. Spustte nastroj SCCM, prejdéte na polozku HP Client Security Suite a poté vyberte stranku HP Sure
Recover.

[%F POZNAMKA: Adresa URL distribu¢niho bodu obsahuije jako protokol prenosu bud ftp nebo http.
Obsahuje také uplnou cestu k vrchnimu adresafi, ktery obsahuje manifest pro agenta HP Sure Recover,
jak je vidét z klientského systému. Tato cesta nepfedstavuje Gplnou cestu k umisténi soubort
v distribu¢nim bodu.

5. Vcasti Platform Image (Platforma bitové kopie) vyberte moznost Corporate (Korporatni), ktera obnovi
bitovou kopii operacniho systému z korporatniho distribu¢niho bodu. Zadejte adresu URL poskytnutou
spravcem IT do pole Image Location URL (Adresa URL umisténi bitové kopie). Do pole Image
Verification (Ovéreni bitové kopie) zadejte vefejny klic hpsr agent public key. pem.

[%r POZNAMKA: Adresa URL vlastni bitové kopie musi obsahovat nazev souboru manifestu bitové kopie.

6. Vcasti Recovery Agent (Agent obnovovani) vyberte moznost Corporation (Korporatni), abyste mohli
pouzivali vlastniho agenta obnoveni nebo agenta obnoveni HP z podnikového distribu¢niho bodu.
Zadejte adresu URL poskytnutou spravcem IT do pole Agent Location URL (URL adresa umisténi
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agenta). Zadejte vefejny klic hpsr agent public key.pemdo pole Agent Verification Key (Kli¢
k ovéFeni agenta).

E/f POZNAMKA: Nezahrnujte nazev souboru manifestu agenta do adresy URL, protoze systém BIOS
vyZzaduje, aby byl pojmenovan recovery.mft.

7. Po pouziti zasady na systém klienta provedte jeho restart.

8. Béhem Uvodniho zajistovani se zobrazi vyzva k zadani bezpe¢nostniho kddu se ¢tyimi €islicemi, aby bylo
mozno dokoncit aktivaci nastroje HP Sure Recover. Chcete-li ziskat dalSi informace, prejdéte na web
hp.com a vyhledejte dokument HP Manageability Integration Kit (MIK) for Microsoft System Center
Manager.

Po uspésném dokonceni aktivace nastroje HP Sure Recover se v nabidce nastaveni nastroje HP Sure Recover
BIOS zobrazi vlastni adresa URL aplikovana zasadami.

Chcete-li potvrdit UspéSnost aktivace, restartujte pocitac a jakmile se zobrazi logo HP, stisknéte klavesu f10.
Vyberte polozku Advanced (Pokrocilé), vyberte polozku HP Sure Recover, vyberte polozku Recovery Agent
(Agent obnoveni) a poté vyberte polozku URL.

Instalace agenta HP Sure Recover
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4 Praces nastrojem HP Client Management
Script Library (CMSL)

Nastroj HP Client Management Script Library umoznuje spravovat nastaveni nastroje HP Sure Recover pomoci
skriptu PowerShell. Nasleduijici pfiklad skriptu ukazuje, jak zfizovat, uréovat stav, ménit konfiguraci a rusit
zajiSténi nastroje HP Sure Recover.

[%9 POZNAMKA: Nékolik piikazt prekracuje délku fadku této prirucky, ale musi byt zadano jako jeden fadek.

SErrorActionPreference = "Stop"
Spath = 'C:\test keys'

Sekpw — nn

sskpw — nmn

Get-HPSecurePlatformState

try {
Write-host 'Provisioning Endorsement Key'
Sp = New-HPSecurePlatformEndorsementKeyProvisioningPayload
-EndorsementKeyPassword Sekpw
-EndorsementKeyFile "S$path\kek.pfx"

Sp | Set-HPSecurePLatformPayload

Start-Sleep -Seconds 3

Write-host 'Provisioning signing key'

Sp = New-HPSecurePlatformSigningKeyProvisioningPayload
-EndorsementKeyPassword S$ekpw
-EndorsementKeyFile "S$path\kek.pfx"
-SigningKeyFile "S$path\sk.pfx"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverImageConfigurationPayload

12 Kapitolad Prace s nastrojem HP Client Management Script Library (CMSL)



-SigningKeyPassword $skpw

-SigningKeyFile "S$Spath\sk.pfx"

-Image OS

-ImageKeyFile "S$path\os.pfx"

-username test -password test

-url "http://www.hp.com/custom/image.mft"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverImageConfigurationPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$Spath\sk.pfx"
-Image agent
-ImageKeyFile "S$path\re.pfx"
-username test -password test
-url "http://www.hp.com/pub/pcbios/CPR"

Sp | Set-HPSecurePLatformPayload

Sp = New-HPSureRecoverSchedulePayload
-SigningKeyPassword $skpw
-SigningKeyFile "S$Spath\sk.pfx"
-DayOfWeek Sunday,EveryWeek -Hour 13 -Minute 27 -WindowSize 30

Sp | Set-HPSecurePlatformPayload

Sp = New-HPSureRecoverConfigurationPayload
-SigningKeyPassword $skpw
-SigningKeyFile "S$Spath\sk.pfx"
-0SImageFlags NetworkBasedRecovery
-AgentFlags DRDVD

Sp | Set-HPSecurePlatformPayload

Get-HPSureRecoverState -all
Get-HPSecurePlatformState

}

finally {

Write-Host 'Deprovisioning Sure Recover'



Start-Sleep -Seconds 3

$Sp = New-HPSureRecoverDeprovisionPayload
-SigningKeyPassword S$skpw
-SigningKeyFile "S$Spath\sk.pfx"

Sp | Set-HPSecurePlatformPayload

Start-Sleep -Seconds 3

Write-host 'Deprovisioning P21'

Sp = New-HPSecurePlatformDeprovisioningPayload
-verbose
-EndorsementKeyPassword Spw
-EndorsementKeyFile "$Path\kek.pfx"

Sp | Set-HPSecurePlatformPayload

Write-Host 'Final secure platform state:'

Get-HPSecurePlatformState

Generovani ukazkovych klicti pomoci OpenSSL

Soukromé kli¢e ulozte na bezpetném misté. Verejné klice budou pouzity k ovéieni a musi byt poskytnuty
béhem zajistovani. Tyto klice musi byt dlouhé 2048 bajtti a musi pouzivat exponent 0x10001. Nahrad'te
predmét v prikladech informacemi o vasi organizaci.

NeZ budete pokracovat, nastavte nasledujici proménnou prostredi:

set OPENSSL CONF=<path>\openssl.cnf

# Vytvoreni certifikdtu kotrenové certifikacni autority podepsaného svym
drZitelem pro testovani

openssl reqg -sha256 -nodes -x509 -newkey rsa:2048 -keyout ca.key -out
ca.crt -subj

"/C=US/ST=State/L=City/0O=Company/0OU=0rg/CN=www.example.com"

# Vytvoreni klice certifikédtu potvrzeni

openssl reqg -sha2?256 -nodes -newkey rsa:2048 -keyout kek.key -out kek.csr -
subj

"/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com"
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openssl x509 -reqg -sha256 -in kek.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out kek.crt

openssl pkcsl2 -inkey kek.key -in kek.crt -export -out kek.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

# Vytvoreni podpisového klice ptrikazu

openssl reqg -sha256 -nodes -newkey rsa:2048 -keyout sk.key -out sk.csr -
subj "/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com"

openssl x509 -reqg -sha256 -in sk.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out sk.crt

openssl pkcsl2 -inkey sk.key -in sk.crt -export -out sk.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

openssl pkcsl2 -in sk.pfx -clcerts -nokeys -out sk public.pem -passin
pass:

# Vytvoreni podpisového klice bitové kopie

openssl req -sha256 -nodes -newkey rsa:2048 -keyout os.key -out os.csr -
subj "/C=US/ST=State/L=City/O=Company/0U=0rg/CN=www.example.com"

openssl x509 -reqg -sha256 -in os.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out os.crt

openssl pkcsl2 -inkey os.key -in os.crt -export -out os.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

Manifest bitové kopie mlzete podepsat pomoci tohoto pfikazu:

openssl dgst -sha256 -sign os.key -out image.sig image.mft

# Vytvoreni podpisového klice agenta

openssl req -sha256 -nodes -newkey rsa:2048 -keyout re.key -out re.csr -
subj "/C=US/ST=State/L=City/O=Company/0OU=0rg/CN=www.example.com"

openssl x509 -req -sha256 -in re.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out re.crt

openssl pkcsl2 -inkey re.key -in re.crt -export -out re.pfx -CSP
"Microsoft Enhanced RSA and AES Cryptographic Provider" -passout pass:

Manifest agenta mizete podepsat pomoci tohoto pfikazu:

openssl dgst -sha256 -sign re.key -out agent.sig agent.mft

OpenSSL vytvafi soubory podpisti ve formatu big-endian, ktery neni kompatibilni s nékterymi verzemi
systému BIOS, takze pofadi bajt souborti podpisti agenta mize byt nutné pied nasazenim stornovat. Verze
systému BIOS, které podporuji pofadi bytl big-endian, také podporuji pofadi byt little-endian.

Generovani ukazkovych kli¢t pomoci OpenSSL 15



A Odstranovani potizi

Rozdélovani jednotky se nezdarilo

K selhani rozdélovani jednotky maze dojit v piipadé, Ze je oddil SR_AED nebo SR_IMAGE zasifrovan pomoci
nastroje BitLocker. Tyto oddily jsou obvykle vytvareny s atributem gpt, ktery zamezuje nastroji BitLocker
jejich Sifrovani, ale v pfipadé, Ze uzivatel odstrani a znovu vytvofi oddily nebo je vytvori ru¢né na holém
kovovém disku, agent Sure Recovery pfi opétovném rozdélovani disku nedokaze odstranit a skoci s chybou.
Uzivatel je musi ru¢né odstranit spusténim nastroje diskpart, vybérem svazku a vykonanim pfikazu del vol
nebo podobného.

Protokol auditu firmwaru

Informace o proménné EFl jsou nasleduijici:

° GUID: {Oxec8feb88, 0xbldl, O0x4f0f, {0xAB, 0x9F, 0x86, 0xCD, 0xB5, 0x3e,
Oxad, 0x45}}

e Nazev:OsRecoveryInfolog

Rozhrani API existuji v systému Windows pro ¢teni proménnych EFl, nebo mizete vypsat proménny obsah do
souboru pomoci nastroje UEFI Shell dmpstore.

Protokol auditu miZete vypsat pomoci prikazu Get-HPFirmwareAuditLog, ktery je soucasti knihovny
skript( HP Client Management.

Protokolu udalosti systému Windows

Udalosti obnoveni spusténi a zastaveni nastroje Sure Recover jsou odesilany do protokolu auditu systému
BIOS, ktery lze zobrazit v nastroji Prohlize¢ udalosti systému Windows v protokolu Sure Start, je-li
nainstalovana aplikace HP Notifications. Mezi tyto udalosti patfi datum a ¢as, ID zdroje, ID udalosti

a specificky kad udalosti. Napfiklad [fe 00 40 26 02 27 06 18 84 2a 02 01 00 30 F2 C3]
oznacuje, Ze obnoveni se nezdafilo, protoZze manifest nelze ovérit pomoci specifického kédu c¢3f 23000, ktery
byl zaznamenan v 2:26:40 dne 6/27/18.

B POZNAMKA: Tyto protokoly se fidi AMERICKYM formatem data mésic/den/rok.

HP Secure Platform Management (zdroj ID = 84h)

Tabulka A-1 HP Secure Platform Management

ID udalosti Pocet zafizeni Pocet udalosti Popis Poznamky
(Vée/Daa$) (Vse/Daa$)
40 256/178 943/552 Proces obnoveni platformy 0S byl Spusténi obnoveni platformy
spustén firmwarem.
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Tabulka A-1 HP Secure Platform Management (pokracovani)

ID udalosti Pocet zarizeni Pocet udalosti Popis Poznamky
(Vie/Daa$) (Vie/Daa$)
41 221/147 588/332 Proces obnoveni platformy 0S byl Obnoveni platformy
uspésné dokoncen. dokonceno
42 54/42 252/156 Proces obnoveni operac¢niho systému Obnoveni platformy se
platformy se nepodafrilo Gispésné nezdafrilo
dokoncit.

Protokol auditu firmwaru m{zete nacist pomoci funkce Get-HPFirmwareAuditLog v nastroji HP Client
Management Script Library, ktery je k dispozici na adrese http://www.hp.com/go/clientmanagement. ID
udalosti nastroje HP Secure Platform Management 40, 41 a 42 vraci specifické kddy udalosti v datovém poli,
které oznacuji vysledek operaci nastroje Sure Recover. Napfriklad nasledujici polozka protokolu indikuje, zda
nastroj Sure Recover selhal pfi stazeni souboru manifestu nebo podpisu s chybou event_id 42 a daty:
00:30:f1:c3, coz by mélo byt interpretovano jako hodnota dword 0xC3F13000 = MftOrSigDownloadFailed.

message number: 0

zavaznost: Informace
system state at event: SO

source id: HP Secure Platform Management
event id: 42

timestamp is exact: 1

Casové razitko: 5/27/2019 2:44:18 PM

popis: Proces obnoveni operac¢niho systému platformy se nepodatrilo UspésSné
dokoncit.

data: 00:30:f1:c3

Uspééné obnoveni je zobrazeno jako event_id = 41 a daty: 00:00:00:00, napfiklad:
Specifické kdédy udélosti

Usp&ch = 0x00000000
CatalogDownloadFailed = 0xC3F11000
message number: 0

zdvaznost: Informace
system state at event: S0

source id: HP Secure Platform Management
event id: 41

timestamp is exact: 1

¢asové razitko: 5/27/2019 2:55:41 PM

popis: Proces obnoveni operac¢niho systému platformy se nepodarilo UGspésSné
dokonc&it.

data: 00:00:00:00
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Nastroj HP Sure Recover pouziva nasleduijici specifické kody udalosti.

Tabulka A-2 Specifické kody udalosti

Popis udalosti Kéd udalosti
CatalogbownloadFailed 0xC3F11000
SignatureDownloadFailed 0xC3F12000
MftOrSigDownloadFailed 0xC3F13000
FtpHttpDownloadFailed 0xC3F14000
AwsDownloadFailed 0xC3F15000
AwsDownloadUnattendedFailed 0xC3F16000
UnableToConnectToNetwork 0xC3F17000
CatalogNotAuthenticated 0xC3F21000
FtpHttpDownloadHashFailed 0xC3F22000
ManifestDoesNotAuthenticate 0xC3F23000
CatalogVersionMismatch 0xC3F31000
CatalogLoadFailed 0xC3F32000
OsDvdDidNotResolvedToOneComponent 0xC3F33000
DriversDvdDidNotResolvedToOneComponent 0xC3F34000
ManifestFileEmptyOrInvalid 0xC3F41000
ListedFileInManifestNotFound 0xC3F42000
FailedToInstallDrivers 0xC3F51000
FailedToApplyWimImage 0xC3F52000
FailedToRegisterWimCallback 0xC3F53000
FailedToCreateDismProcess 0xC3F54000
BcdbootFailed 0xC3F55000
NoSuitableDiskFound 0xC3F56000
PartitoningFailed 0xC3F57000
DiskLayoutCreationFailed 0xC3F58000
UnexpectedProblemWithConfigJson 0xC3FF1000
SureRecoverJsonParsingFailed 0xC3FF2000
RebootRequestFailed 0xC3FF3000
UnableToReadConfigFile 0xC3FF4000
FailedToDetectWindowsPE 0xC3FF5000
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