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Ornasienue

B sokymentTe npegcrasieda Heooxoaumast nadgopmaius jJig online u offline ycranosku kinacrepa Arenadata DB,
a TaK yKe MUHUMAJIbHBIE allapaTHbIE U TPOrPAMMHBIE TpeOOBaHMS. [JOKyMEHT MOXKET OBbITH TIOJI€3eH A IMIHUCTPATOPAM,
MPOTPAMMHUCTAM, Pa3pabOTINKAM U COTPYIHUKAM ITOApPA3e/eHnii nH(POPMAIMOHHBIX TEXHOJIOTHI, OCYIECTBIISIOMIAX
BHEJIPEHUE KJIacTepa.

Important: Konrakraas wrdopmalus ciy:k0br mommepkku — e-mail: infoQarenadata.io
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I'maBa 1

TpeboBanuga K nHPPACTPYKType i
pa3BepThiBaHus Kjactepa Arenadata DB c
noctynoMm B UnaTteprer (online)

Heobxodumasn ungopmayus s Yycmarnosku Kiacmepa;
o Munumanrvrole annapammvie mpebosaHus;

— Cemuv;

Macmep-cepsep;
— Cepsep-ceamenm

— Ilpozpammmsie mpebosarus.

1.1 Heobxognmas nHdopmaumnsa gnst yCTaHOBKU KJjacTepa

Heobxonumas nadopmarus ais online-ycranoBku kimacrepa Arenadata DB:
o IP-anpeca Bcex cepBepoOB B KJlacTepe, COTIOCTABJIEHHBIE C UX POJISIMU;
e Anpec nocrynnoro NTP-cepsepa;
e Jlocryu K 10sb30BaTeo root /awobomy nosb3osaresio ¢ upasamu SUDO na cepsepax Kiacrepa;
e OmmuakoBble nMena ycrpoiicre xpanenus B OC Ha cermenTax (Hampumep, /dev/sdc);
e OxauuakoBble umena ycrpoiicrs xpanenus B OC Ha mMacrepe u pesepsHoM Mmacrepe (Hanpumep, /dev/sdc);

e JlocTyn K pasBepHyTOMY Ha BblIesenHoM cepsepe Arenadata Cluster Manager.

1.2 MwuHumanbHblie annapaTHblie TpeboBaHus

1.2.1 Cetb

MunuManbHBIE alIapaTHbie TpebOBaHNUsA K ceTn s online-ycranosku kiactepa Arenadata DB:

e Hanuuame omHO#fl MM HECKOJBKUX BBIASIEHHBIX W 00OCOOJEHHBIX OJHOPAHIOBBIX Interconnect-cereil mom tesn
BHYTpPEHHEH KOMMYHUKAINY KJIACTEPA;



https://docs.arenadata.io/adcm/user/requisites.html

1.2. MunnMajabHBIE aNmapaTHbe TPeOOBAHUST

K Interconnect-cersm 10J2KHBI OBITH ITOJK/IIOYEHBI BCE CEPBEPA KJIACTEPaA, CEPBEPAM JIOJIKHBI ObITH PO3JAHBI
azpeca, U CepBepa JOJIKHBI «BUIETh» IPYT APYTa;

e Ckopocrs Ethernet or 1 I'6/c (cranmaprom siBisiercst 10 I'6/c);
e Orcyrcreue firewalls u npyroro I1O, 6yokupytoriero win 3amenisionero Tpadduk;
e BryTpm kmacrepa mosskHa OBITH OTKPBITA KOMMYHHUKAIAA 1O BCEM TTIOPTAM;
e CHapyKu K/IacTep JOJIZKeH ObITh JOCTYIIEH TI0 CJICAYIONMM MOPTaM:
— 22 (ssh);
— 5432 (income postgresql interface);

e JIna jocTyma K cepBepaM TOYHOTO BPEMEHH s MaCTep-CEPBEPOB JOJKEH OBITh OTKPLIT JOCTYI MO MOPTY
123 /udp;

e st jocTyna K KJacrepy MOHMTOPUHIA C MACTeP-CEPBEpa JOJKEeH ObITh OTKPBIT AocTym 1o mopry 3000/tcp;

e Jl1s oTmpaBKH METPUK HA CEpBEP MOHUTOPHHIA K HEMY JOJKHO OBITH PAa3peIeHO0 IMOIK/IIOYEHHEe CEPBEPOB
kyacrepa (mo ymomganuio 2015/tep, 2016/ udp);

e Jlnst oTrmpaBku cTaTycoB KOMTOHEHTOB Kiacrtepa B ADCM kK HeMy JOJIZKHO OBITH pa3penieHo MOIKIIOYEHNE
cepBepoB KJacrepa (no ymosdanuio nopr 8000);

e Jlocryunocrs Ping nroboro uz cepsepos (ICMP)

1.2.2 Macrtep-cepBep
MunnmanbHbIE anmapaTHble TPeOOBAHUS K MacTep-cepBepy s online-ycranoeku kiaacrepa Arenadata DB:

o OuznyecKnii cepnep;

e RAM: ot 16 I'6;

Disk storage: ormenbubiit pusndeckuit RAID10-maccus, nedopmarupoBanubiii, or § 16 u 60sbIe;

CPU: or 8 snep.

1.2.3 CepBep-cermeHT
MunnmanbHbIE anmapaTHbie TPeOOBAHUS K CepBep-cerMenTy s online-ycranosku knacrepa Arenadata DB:

o Ousndeckuii ceppep;

e RAM: or 32 I'6;

Disk storage: oguu uian HeckoIbKo dusndeckux RAID10-maccuroB, HedOpMATUPOBAHHBIX, OT 10 I'6 KasKIbIif;

CPU: or 16 snep.

1.2.4 MporpamMmmHbie TpeboBaHus

MunuManbHBIE TPOrpaMMHbIe TpeboBaHus 1y online-ycranosku Kiaacrepa Arenadata DB:

e OC - RHEL/CentOS 7.9, AltLinux 8.2 SPT (Auwr 8 CII Cepsep);
Important: AltLinux mocrynen /st ycTaHOBKY TOJBKO B Enterprise Bepcun

e Ilpomecc ycranoBku MoaudUIUPyeT CAEIYIONIAE CACTEMHBIE (DAIbL:

— Jetc/fstab;




I'nasa 1. Tpe6osanus kK mHOPACTPYKTYpE [JiA pa3sepThiBanus kiaacrepa Arenadata DB ¢ mocrynom B Unreprer (online)

— Jetc/hosts;

— Jetc/hostname;

— /etc/chrony.conf;

— /etc/ssh/sshd_ config;

— /ete/selinux/config;

— Jetc/security/limits.conf;

— Cosmaer HoBble baitnbt B /usr/lib/systemd/system/ ;

— Cosgaer HoBbie dailibl B /etc/cgconfig.d/.

IMepeuncniennbie baiiabl HE JOMKHBI KOHTPOJUPOBATLCS CUCTEMON ynpaBjieHus KoHdurypamuu (npu ee

HAJIAYIH).

e IIporecc ycranoBku ocraHaBiuBaeT u Bbikaodaer ceppuchl firewalld u SELinux, nanHbie cepBUCHI HE TOJZKHBI

KOHTPOJIMPOBATLCH CUCTEMOIl yupasJienus KoHdurypauuu ([pyu ee HaJIudum);

[ Hpouecc YCTAHOBKHN CO3Ja€T HOBBIE CEPBUCHI, MAaHHbIE CEPBUCHI HE MOJIZKHBI KOHTPOJIMPOBATHCA cucTeMoi

yupasjienusi Koudurypanuu (IIpu ee HAJIUYun);

e IIpouecc ycranoBku co3aer HoBblit aiii B /var/spool/cron/ mist cucremuoro nosb3oBaress ADB (1o ymosnuanuro
gpadmin), nocryn K usmeneHuto 31oro daiina (crontab -e -u gpadmin) nos2KkeH ObITh TAKXKE Y BCEX TEXHUYECKUX

YYeTOK;

Hns RHEL/CentOS 7:

e Co Bcex MamMH B KJlacTepe JOKeH ObiTh jgoctyn K odunuansaomy pernosuropuio CentOS Extras

(mampumep, PBK http://centos-mirror.rbe.ru/pub/centos/7/extras/\protect\ T2A\ textdollarbasearch /
CO3/JIAHO JIOKAJILHOE 3ePKAJIO);

e Co Bcex MammH B KJAcTepe JOJKEH ObITh mocTyn K odunuansaomy penosuropuio CentOS Updates
(mampumep, PBK http://centos-mirror.rbe.ru/pub/centos/7/updates/\protect\ T2A\ textdollarbasearch/ wum

COBJIAHO JIOKAJILHOE 3€PKAaJIO);

e Co Bcex MalMH B KJjacrepe JoJKeH ObiTh jocryn K odunuansuomy penosuropuio CentOS Base (manpumep,
PBK http://centos-mirror.rbe.ru/pub/centos/7/0s/\protect\ T2A\ textdollarbasearch/ nnu co3nano mokansHOe

3epPKAJIO);

e Eciu mnmanupyerca ycraHoBka KoMmmoHeHTOB PostGIS, co Bcex wmammua B KIacTepe JIOTKEH ObIThH
mocryn K penosuroputo  EPEL  (manpumep, PBK http://fedora-mirror.rbe.ru/pub/epel/7/\protect\ T2A\

textdollarbasearch/ nim cozmano JiokanbHOE 3€PKAIO);

e Co Bcex MaIlMH B KJIACTEPE MOJKEH ObITh JocTyn K odwunnansHoMy penosutopuio Arenadata DB: https://

downloads.arenadata.io/ADB/<ADB _ version>> /centos/7/community /$basearch/;

e Co Bcex MaIllMH B KJIACTEPE JOJKEH ObITh JOCTyT K odunuanibaomy pernosduroputo Arenadata Monitoring: https:

//downloads.arenadata.io/ADM/<ADM _ version>/centos/7/community /$basearch/.
s Altlinux 8.2:

e Co BCex MalIiH B KJIaCTepe JOJKEH ObITh TOAKJIIOUEH U UMEThCs JOCTYI K oduIimaapHoMy pernosutoputo Altlinux
(mampumep, http://update.altsp.su/pub/distributions /ALT Linux/c9f1 /branch /x86 64/ nnu cozgano 1oKaabHOE

3ePKAJIO);

e Co Bcex MammuH B KJacTepe IOJIXKEeH ObITh JOCTYNm K oduimaibuoMy pernosutopuio Arenadata DB: http:

//downloads.arenadata.io/ADB/<ADB_ version>/altlinux/8.2/community/;

e Co Bcex MAaIllMH B KJIacTepe JIOKEeH ObITh T0oCcTyl K oduimantbaomy peno3uropuio Arenadata Monitoring: http:

//downloads.arenadata.io/ADM/<ADM version> /altlinux/8.2/community/.
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I'maBa 2

TpeboBanuga K nHPPACTPYKType i
pa3BepThiBaHusd Kjaactepa Arenadata DB 6e3
nocryna B Nnrepuer (offline)

o Heobrodumasn unH@Opmayus 048 YCMAHOBKY KAACTNEDA;
o MunumarvHrole annapammsie mpedbosaHus;

— Cemuv;

Macmep-cepsep;
— Cepsep-ceamenms
— Cepsep monumopunza u ynpasaenus ADCC (onyuonasvno);

— Ilpoepammmsie mpebosarus.

2.1 Heobxognmas nHcgpopmaymns ansa ycTaHoBKU KjacTepa

Heobxonnmas nadopmarus ais offline-ycranoBku kimacrepa Arenadata DB:

IP-anpeca Bcex cepBepPOB B KIACTEPE, CONOCTABIEHHBIE C UX POJISMU;

e Anpec nocrynnoro NTP-cepsepa;

e JlocTyn K moJib30BaTestto root /mobomy nosnb3osarenio ¢ npasamu SUDO Ha cepBepax Kiacrepa;

e Opunakosble umena ycrpoiicrs xpanenus B OC Ha cermentax (Hanpumep, /dev/sdc);

e Ouunakosble umena ycrpoiicrs xpanenus B OC na macrepe u pesepsHom macrepe (Haupumep, /dev/sdc);

e JlocTyn K pa3BepHyTOMY Ha BhiIejenHoM cepBepe Arenadata Enterprise Tools.

2.2 MuHunmanbHblie annapaTtHble TpeboBaHus

2.2.1 Cetb

MunumaibHble anmnaparible Tpebopanus K ceru s offline-ycranosku kiacrepa Arenadata DB:

e Hajmume ommOil MM HECKOJBKUX BBIIEJIECHHBIX W 000COOJEHHBIX OJHOPAHTOBBLIX Interconnect-cereil mom 1esn
BHYTpPEHHEH KOMMYHUKAINY KJIACTEPA;




I'nasa 2. Tpe6osanus k mHQPACTPYKTYPE /I pa3BepThiBanus kiaacrepa Arenadata DB 6e3 noctyma B Uareprer (offline)

K Interconnect-cersm 10J2KHBI OBITH ITOJK/IIOYEHBI BCE CEPBEPA KJIACTEPaA, CEPBEPAM JIOJIKHBI ObITH PO3JAHBI
azpeca, U CepBepa JOJIKHBI «BUIETh» IPYT APYTa;

e Ckopocrs Ethernet or 1 I'6/c (cranmaprom siBisiercst 10 I'6/c);
e Orcyrcreue firewalls u npyroro I1O, 6yokupytoriero win 3amenisionero Tpadduk;
e BryTpm kmacrepa mosskHa OBITH OTKPBITA KOMMYHHUKAIAA 1O BCEM TTIOPTAM;
e CHapyKu K/IacTep JOJIZKeH ObITh JOCTYIIEH TI0 CJICAYIONMM MOPTaM:
— 22 (ssh);
— 81 (web-unrepdeiic cepsepa monuroputra ADCC);
— 5432 (income postgresql interface);

e JlocTym K pENO3UTOPHAM, IPEABAPUTEIBHO PA3BEPHYTHIM B CETH OpraHm3anuu Ha cepsepe Arenadata Enterprise
Tools (o ymomyanuio nopr 81/tcp);

e Jlna mocryna K cepBepaM TOYHOI'O BPEMEHH [IJIsi MACTEDP-CEPBEPOB JIOJ2KEH ObITh OTKPBIT JOCTYIL IO IIOPTY

123 /udp;
e Jlyia mocTyna K KJacTepy MOHMTOPWHTA C MacTep-cepBepa JOJIKeH ObITh OTKPBIT JOCTYI 1o nopry 3000/tcp;

e JI1a OTHpaBKM METPHK Ha CepBEP MOHHTODHHIA K HEMY JOJKHO OBITh Pa3peIleHo IOIKIIOYCHHE CePBEPOB
kiacrepa (1o ymosauanuto 2015/tep, 2016/udp);

e Jljig OTmIpaBKM CTATyCOB KOMTOHEHTOB KjacTepa B ADCM x HeMy OMKHO ObITH Pa3pereHo MOIKIIOUeHUe
cepBepoB KJiacrepa (Mo ymomdanuio nopt 8000/tcp);

e Jlocrynuocrs Ping sro6oro us cepsepos (ICMP).

2.2.2 MacTtep-cepsep
MunumanbHbIe annapaTHble TpeboBanus K Macrep-cepsepy s offline-ycranosku kiacrepa Arenadata DB:

o Ousuyeckuit ceprep;

e RAM: ot 16 I6;

Disk storage: ormenpubiit puzndeckuit RAID10-maccus, nedopmaTupoBanubiii, or § 16 u 60mbIIe;

CPU: or 8 suep.

2.2.3 CepBep-cermeHTt
MunnmanbHbIE anmapaTHbie TpeboBaHus K cepBep-cermenty ays offline-ycranosku knacrepa Arenadata DB:

o OuznyecKuit ceppep;

RAM: ot 32 I'6;

Disk storage: ogun uiu veckobko dusndeckux RAID10-maccuBoB, HedopmarupoBanubix, or 10 I'6 KaxKIblif;

CPU: or 16 snep.

2.2.4 Cepsep moHuTopuHra u ynpasneius ADCC (onuunoHansHo)
o Ou3MYeCKnil WM BUPTYaATbHBIN CepBep;
e RAM: ot 16 I6;
e Disk storage: or 100 I'6 (B 3aBuCHMOCTH OT UHTEHCUBHOCTH HCIO/b30BaHus B/I)

e CPU: or 8 sanep.




2.2. MunuMaJsbHBIE aNIapaTHBIE TPEOOBAHUS

2.2.5 lNporpammHbie TpeboBaHus

MunnmanbHbIe TporpaMMube TpeboBanus s offline-ycranosku xknacrepa Arenadata DB:

e OC - RHEL/CentOS 7.9, AltLinux 8.2 SPT (Asuwr 8 CII Cepsep);
Important: AltLinux mocrtynen mjist ycTaHOBKM TOJLKO B Enterprise Bepcun

e Ilpormecc ycranoBku MOIUQPHUIAPYET CIAETYIONIAE CACTEMHBIE (DAIDL:
— Jetc/fstab;
— Jetc/hosts;
— /etc/hostname;
— /etc/chrony.conf;

— /etc/ssh/sshd_ config;

— /etc/selinux/config;
— Jetc/security/limits.conf

— Cosnmaer HoBble baitnbt B /usr/lib/systemd/system/ ;
— Cosgaer HoBbIe baitinl B /ete/cgconfig.d/.

Iepeunciennble aiabl He OJKHBI KOHTDOJHPOBATHCS CHCTEMON ympaByieHHs KOHGHrypanun (mpu ee
HAJIMYWHN).

e IIporecc ycranoBku ocraHapiuBaer u Bbikjaodaer ceppuchl firewalld u SELinux, nanHbie cepBUCHI HE JTOJIZKHBI
KOHTPOJIMPOBATLCSA CUCTEMOl yrpasjenns Koudurypaun (pu ee HAJUYIUN);

e Ilpomecc ycTaHOBKM CO3JA€T HOBBIE CEPBUCHI, JAHHBIE CEPBUCHI HE JOJKHBI KOHTPOJUPOBATHCSA CHCTEMOI
ynupasienusi Koudurypauuu (IIpy ee HAJIUYUK);

e IIpouecc ycranosku co3er HoBblit aiii B /var/spool/cron/ mist cucremuoro nosib3osaress ADB (1o ymosuanuio
gpadmin), nocryu K usmeneHuto 31oro daiina (crontab -e -u gpadmin) 10s2keH ObITh TAKAKE Y BCEX TEXHUYECKUX
YUeToK;

Has RHEL/CentOS 7:

e Co Bcex MamMH B KJlacTepe JOJKeH ObiTh gocryn K - odwunuanbaomy penosuropuio CentOS Extras
(manpumep, PBK http://centos-mirror.rbe.ru/pub/centos/7/extras/\protect\ T2A\ textdollarbasearch/ wunu
CO37IaHO JIOKAJIbHOE 3ePKAJIo);

e Co Bcex MammH B KJAcTepe JOJKEH ObITh mocTyn K odwumuansaomy penosuropuio CentOS Updates
(mampumep, PBK http://centos-mirror.rbe.ru/pub/centos/7/updates/\protect\ T2A\ textdollarbasearch/ wnnu
CO3/IAHO JIOKAJIBHOE 3€PKATIO);

e Co BCeXx MamWMH B KJIACTEpe JOJKEH ObITh JocTyn K odunuanasuomy penosutopuio CentOS Base (mampumep,
PBK http://centos-mirror.rbe.ru/pub/centos/7/os/\protect\ T2A \ textdollarbasearch/ win cozgano gokambHOE
3epPKaJIO);

e Eciu mimanupyerca ycraHoBka kKommoueHTOB PostGIS, co Bcex wmammua B KiIacTepe JOJKEH ObIThH

pocryn K penosuroputo  EPEL  (manpumep, PBK  http://fedora-mirror.rbe.ru/pub/epel/7/\protect\ T2A\
textdollarbasearch/ nam cozmano mokambHOE 3epKaso);

g Altlinux 8.2:

e Co Bcex MAIIWH B KJIacTepe JOMKEH ObITh TOAKII0YEH U UMEThCs JOCTYII K odurmaasHoMy pernosutoputo Altlinux
(nanpumep, http://update.altsp.su/pub/distributions/ALT Linux /c9f1 /branch /x86 64/ uiu co3mano sokajibHoe
3€PKAJIO);
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