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Ornasienue

B aokymenre mnpuBemen oOmwmii npuHiun asropusanuu nosb3oBaresneilt 8 CYBJl Arenadata DB ¢
ucrnons3oaneM LDAP-cepsepa u wacrpoiika warerpammun ADB u LDAP. JJokyMeHT MoOKeT OBITh TOJIE3€H
AIMUHUCTPATOPAM, TTPOrPAMMUCTAM, Pa3pabOTINKAM U COTPYIHUKAM MOAPA3Ae/IeHnit nHMOPMAIMOHHBIX TEXHOJIOT U]
7 nHGOPMAMOHHON 6€30IMaCHOCTH, OCYIIECTBISIONNX BHEIPEHNE KIaCTePA.

Important: Konrakraas wrdopmalus ciy:k0br mommepkku — e-mail: infoQarenadata.io



mailto:info@arenadata.io

I'maBa 1

OOnuii TpUHINO aBTOPU3AIINNI
nmoab3oBaredieii B CYB/1 ADB c
ncmnoJgb3oBanneM LDAP-cepBepa

O6uuit upunuun apropusauuu nosb3osBareseii 8 CYBJ] Arenadata DB (ADB) ¢ ucnosub3oBanuem
LDAP-ceprepa peaqnsyercs B TPHU ITAMA:

1. Boibupaercs HeoOXOAMMOe MHOXKeCTBO moJsib3oBareseii LDAP, koropeiM ciaenyer obecreuants moctyn B CYB/I;

2. Buibpannbie mosb3oarenu cosgaiorcs B CYBJl BpydHyo win ¢ TMOMOIIBIO CKPUITA, MPU HEOOXOIUMOCTH UX
TakzKe JODABJLIOT B OTAEJbHYIO IDYIIILY;

3. Buocurcs nngopmarms o ceasu nojab3osareneit B CYB/I ¢ moaszosarensvu LDAP B daiine nacrpoiiku mocryna
pg_hba.conf.

B nanbreitiiem npu obpamiernn Kk CYB /I ¢ ucnoip30BanreM UMeHHU MOIb30BATE ST, TPEOYIOIIEro CHHXPOHU3AIIH,
kistacrep ADB npoBepsier BajmaHOCTD MOIb30Baress ¢ nomoinbio LDAP-cepsepa.




I'maBa 2

Hactpoiika naterpanun ADB u LDAP

Ina macrpoiiku apropmsanuu noab3oBareneii ADB uepes LDAP Heo6XxOmMMO BBIIOJHHUTDL —CJIELYOIIHE
JIeCTBUSI:

1. Y6emurbcsa, 9TO U3BECTHBI HEOOXOUMbIE JAHHBIE /IS HACTPOUKH:
e xoct u noptr LDAP-cepsepa (B npumepe ucnosnbayercs xoct Idap host, mopr 389);
e dopmar DN LDAP-cepsepa (B npumepe ucnomnnsyercs OU=Regions,DC—org name,DC=local);

e uMs 10Jb30BaTesss W 1apoib s Bxoga B LDAP-cepsep (B upumepe uclOsb3yercss uMsi LOJIb30BATEJIs
Idap _sys_wuser, napons ldap _sys_passwd);

® CIINCOK IOJIb30BaTe el [ CHHXPOHU3AIINH;
e nose 3anucu B LDAP, orBevaromee 3a ca3p nonb3oBarens 8 LDAP u 8 CYB/L (o6brano sAMAccountName).

2. YcranoButh Ha cepsep-macrep maker openldap-clients:

yum install openldap-clients -y ‘

3. Boimonnurs mpobubiit nouck na cepsepe LDAP ¢ cepBepa-macrepa ADB. Ilpumep:

ldapsearch -D "CN= ldap_sys_user,0U=System Accounts,DC=org_name,DC=local" -b "OU=Regions,DC= org_
—name,DC=local" -h ldap_host -w ldap_sys_passwd "sAMAccountName=H.Simpson"

Y0enuThCsi, 9TO MOUCK JjIs BRIOPAHHBIX TOI30BATEIEH 3aBEPIIASTCSA YCIIEITHO.
4. Cosznmars monszoBareneit 8 CYB/L u npu HeobxoaumocTu 106aBUTh UX B rpymimy. [Ipumep:

® CO3JlaHu€e I'PYIIIbL

’adb:# create role ldap_users; ‘

® CO3/1aHu€ I10JIb30BaTeJId:

’adb:# create role "H.Simpson" login; ‘

® BKJIIOUEHHE I10JIb30BaTEJ/Id B I'PDYIIILY:

’adb:# grant ldap_users to "H.Simpson'; ‘

5. Ceaszarp rpynmy mnosnb3oBaresneii B8 ADB ¢ LDAP-cepsepom, Brecs u3menenue B aitin pg hba.conf na
macrep-cepsepe ADB. Tlpumep:




T'nasa 2. Hacrpoiika nnrerpammn ADB u LDAP

host all +ldap_users 0.0.0.0/0 1ldap ldapserver=ldap_host ldapbasedn="0U=Regions,DC= org_
—name,DC=local" ldapbinddn="CN=ldap_sys_user,0U=System Accounts,DC=org_name,DC=local",
—1ldapbindpasswd="1dap_sys_passwd" ldapsearchattribute="sAMAccountName"

6. BadurcupoBars usmenenusi 8 CYB/L:

gpstop -u

7. IIposepursb noaxmoyvenue k CYB/I.

Jlj1s IpOBEpPKU MOXKHO BOCIIOJIB30BATHCS YTUIUTON psql, 0MHAKO MOAKIIIOYEHNE JOJIZKHO BBITIOIHITHCSA C XOCTA,
ormuunoro or macrepa CYBJI (11060l U3 CerMeHToB WU JPYTUX CEPBEPOB):

[root@sdwl -1# psql -h mdw -U "H.Simpson"
Password for user H.Simpson:
< enter H.Simpson domain password >
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