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Ornasienue

B sokymentTe npegcrasieda Heooxoaumast nadgopmaius jJig online u offline ycranosku kinacrepa Arenadata DB,
a TaK yKe MUHUMAJIbHBIE allapaTHbIE U TPOrPAMMHBIE TpeOOBaHMS. [JOKyMEHT MOXKET OBbITH TIOJI€3eH A IMIHUCTPATOPAM,
MPOTPAMMHUCTAM, Pa3pabOTINKAM U COTPYIHUKAM ITOApPA3e/eHnii nH(POPMAIMOHHBIX TEXHOJIOTHI, OCYIECTBIISIOMIAX
BHEJIPEHUE KJIacTepa.

Important: Konrakraas wrdopmalus ciy:k0br mommepkku — e-mail: infoQarenadata.io



mailto:info@arenadata.io

I'maBa 1

TpeboBanuga K nHPPACTPYKType i
pa3BepThiBaHus Kjactepa Arenadata DB c
noctynoMm B UnaTteprer (online)

Heobxodumasn ungopmayus s Yycmarnosku Kiacmepa;
o Munumanrvrole annapammvie mpebosaHus;

— Cemuv;

Macmep-cepsep;
— Cepsep-ceamenm

— Ilpozpammmsie mpebosarus.

1.1 Heobxognmas nHdopmaumnsa gnst yCTaHOBKU KJjacTepa

Heobxonumas nadopmarus ais online-ycranoBku kimacrepa Arenadata DB:
o IP-anpeca Bcex cepBepoOB B KJlacTepe, COTIOCTABJIEHHBIE C UX POJISIMU;
e Anpec nocrynnoro NTP-cepsepa;
e Jlocryu K 10sb30BaTeo root /awobomy nosb3osaresio ¢ upasamu SUDO na cepsepax Kiacrepa;
e OmmuakoBble nMena ycrpoiicre xpanenus B OC Ha cermenTax (Hampumep, /dev/sdc);
e OxauuakoBble umena ycrpoiicrs xpanenus B OC Ha mMacrepe u pesepsHoM Mmacrepe (Hanpumep, /dev/sdc);

e JlocTyn K pasBepHyTOMY Ha BblIesenHoM cepsepe Arenadata Cluster Manager.

1.2 MwuHumanbHblie annapaTHblie TpeboBaHus

1.2.1 Cetb

MunuManbHBIE alIapaTHbie TpebOBaHNUsA K ceTn s online-ycranosku kiactepa Arenadata DB:

e Hanuuame omHO#fl MM HECKOJBKUX BBIASIEHHBIX W 00OCOOJEHHBIX OJHOPAHIOBBIX Interconnect-cereil mom tesn
BHYTpPEHHEH KOMMYHUKAINY KJIACTEPA;



https://docs.arenadata.io/adcm/user/requisites.html

1.2. MunnMajabHBIE aNmapaTHbe TPeOOBAHUST

K Interconnect-cersm 10J2KHBI OBITH ITOJK/IIOYEHBI BCE CEPBEPA KJIACTEPaA, CEPBEPAM JIOJIKHBI ObITH PO3JAHBI
azpeca, U CepBepa JOJIKHBI «BUIETh» IPYT APYTa;

Ckopocrs Ethernet or 1 I'6/c (crangaprom seiasercs 10 16/c);
OrcyrcrBue firewalls u qpyroro I1O, Gaokupyromero uin 3amesiomero rpaduk;
Buyrpu knacrepa J0JKHA OBITH OTKPHITA KOMMYHUKAIUS MO BCEM TTOPTaM;
CHapyXu KJIacTep JOJKEeH ObITh JOCTYIIEH TIO CJIEAYIONIUM MOPTaM:

— 22 (ssh);

— 5432 (income postgresql interface);

Jaa mocTyma K cepBepaM TOYHOTO BPEMEHM IS MAaCTep-CepBEpOB JIOMKEH OBITh OTKPBIT JOCTYH MO TOPTY
123 /udp;

Jlig oTHpaBKU METPUK Ha CepBep MOHHTOPHHIA, K HEMY JOJDKHO OBITh Pa3perieHo MOAKIIOYEHHE CePBEPOB
kiacrepa (1o ymosauanuto 2015/tcp, 2016/udp);

JIjis OTTIpaBKM CTATyCOB KOMTOHEHTOB KjacTepa B ADCM x mHeMmy OMKHO OLITH Pa3pereHo MOIKII0UeHNE
cepBepoB Kjacrepa (o ymosdanuio nopt 8000);

Hocrynurocrs Ping sro6oro u3z cepsepos (ICMP)

1.2.2 Macrtep-cepBep

MuHuManbHBIE anmmapaTHbie TPEeOOBAHNS K MacTep-cepBepy s online-ycranosku kimacrtepa Arenadata DB:
Ousnyecknit ceprep;

RAM: or 16 0,

ROM: ornenbubiit puzndeckuit RAID10-maccus, nedopmaTupoBaHubiii, or § 16 u 6ObIIE;

CPU: or 8 snuep.

1.2.3 CepBep-cermeHT

MunnmanbHbIE anmapaTHbie TPEOOBAHUS K CepBep-cerMenTy ajs online-ycranosku knacrepa Arenadata DB:
OusnydecKnit cepnep;

RAM: ot 32 I'6;

ROM: oaun ninu weckonbko dpusndeckux RAID10-maccuBoB, HedopmarupoBanubix, or 10 I'6 KaxK Iblif;

CPU: or 16 snep.

1.2.4 Tporpammublie TpeboBaHus

MunnmanbHbIE TPOrpaMMHBIE TpeboBanus s online-ycranosku kjacrepa Arenadata DB:
OC - RHEL/CentOS 7.6.1810;
IIpomnecc ycranoBku Moauunupyer Cirenyomue cucreMubie (paiibr:

— /etc/fstab;

— Jetc/hosts;

— /etc/hostname;

— /etc/chrony.conf;

— Jetc/ssh/sshd_ config;




I'nasa 1. Tpe6osanus kK mHOPACTPYKTYpE [JiA pa3sepThiBanus kiaacrepa Arenadata DB ¢ mocrynom B Unreprer (online)

— /etc/selinuz/config;
— Jetc/security/limits.conf;
— Cosmaer HoBble baitnbt B /usr/lib/systemd/system/ ;

— Cosgaer HoBbie dailibl B /etc/cgconfig.d/.

IMepeuncnennbie daliabl HE TOMKHBI KOHTPOJUPOBATLCS CUCTEMON ympaBjieHus Koudurypamuu (mpu ee

HAJIAYIH).

e IIporecc ycranoBku ocraHaBiuBaeT U Bbikiaodaer cepBuchl firewalld u SELinux, nanubie cepBUCHI HE TOJZKHBI

KOHTPOJIMPOBATLCS CUCTEMOli yupasJienus KoHdurypanuu (pyu ee HaJIU4Ium);

[ Hpouecc YCTAHOBKHN CO3da€T HOBBIE CEPBUCHI, MAHHBIE CEPBUCHI HE MJOJI?KHBI KOHTPOJIMPOBATHCA CUCTEMOMN

ynpasjenusi Kondurypanuu (IIpu ee HAJIUYun);

e Co BCex MallUMH B KJacTepe JIOJIKEeH ObITh mocTyn K odunuaabaoMy penosuroputo CentOS Extras (mampumep,

PBK http://centos-mirror.rbe.ru/pub/centos/7/extras/x86 64/ wim co31aHO JTOKAIBHOE 3€PKATIO);

e Co Beex maliuH B Kjacrepe goJizked Obirb pocryi K odunuansuomy penosuroputo CentOS Updates (nanpumep,

PBK http://centos-mirror.rbe.ru/pub/centos/7/updates/x86 64/ nim co3gano JOKaIBHOE 3€PKAJIO);

e Co BCex MalMH B KJacTepe J0JKeH ObiTh Jocryn K odunuanbraoMmy penosuropuio CentOS Base (mampumep,

PBK http://centos-mirror.rbe.ru/pub/centos/7/os/x86__64/ nnm co3gano JTOKAIbHOE 3€PKAJO);

e Eciu mnanumpyercss ycranoBka komnoHeaToB PostGIS, co Bcex mamuma B Kiacrepe JIOZKeH ObITh JIOCTYIT K
perniosuropnio EPEL (wanpumep, PBK http://fedora-mirror.rbe.ru/pub/epel /7/x86 64/ nnn co3mano aokaiabHOe

3epPKAJIO);

e Co Bcex MalMH B KJacTepe [OXKeH OblTh gocTyn K odwurnumansaoMmy pemo3utopuio  Arenadata DB:

https://storage.googleapis.com /arenadata-repo/ADB /release _num/centos7/;

e Co BCEX MAIMH B KJACTEpe JOJIKEH ObITh JOCTYT K odunnaabuomy pernosuropuio Arenadata Monitoring: https:

/ /storage.googleapis.com/arenadata-repo/ADM/2.1/x64/.



http://centos-mirror.rbc.ru/pub/centos/7/extras/x86_64/
http://centos-mirror.rbc.ru/pub/centos/7/updates/x86_64/
http://centos-mirror.rbc.ru/pub/centos/7/os/x86_64/
http://fedora-mirror.rbc.ru/pub/epel/7/x86_64/
https://storage.googleapis.com/arenadata-repo/ADM/2.1/x64/
https://storage.googleapis.com/arenadata-repo/ADM/2.1/x64/

I'maBa 2

TpeboBanuga K nHPPACTPYKType i
pa3BepThiBaHusd Kjaactepa Arenadata DB 6e3
nocryna B Nnrepuer (offline)

o Heobrodumasn unH@Opmayus 048 YCMAHOBKY KAACTNEDA;
o MunumarvHrole annapammsie mpedbosaHus;

— Cemuv;

Macmep-cepsep;
— Cepsep-ceamenms
— Cepsep monumopunza u ynpasaenus ADBCC (onyuonasvno);

— Ilpoepammmsie mpebosarus.

2.1 Heobxognmas nHcgpopmaymns ansa ycTaHoBKU KjacTepa

Heobxonnmas nadopmarus ais offline-ycranoBku kimacrepa Arenadata DB:

IP-anpeca Bcex cepBepPOB B KIACTEPE, CONOCTABIEHHBIE C UX POJISMU;

e Anpec nocrynnoro NTP-cepsepa;

e JlocTyn K moJib30BaTestto root /mobomy nosnb3osarenio ¢ npasamu SUDO Ha cepBepax Kiacrepa;

e Opunakosble umena ycrpoiicrs xpanenus B OC Ha cermentax (Hanpumep, /dev/sdc);

e Ouunakosble umena ycrpoiicrs xpanenus B OC na macrepe u pesepsHom macrepe (Haupumep, /dev/sdc);

e JlocTyn K pa3BepHyTOMY Ha BhiIejenHoM cepBepe Arenadata Enterprise Tools.

2.2 MuHunmanbHblie annapaTtHble TpeboBaHus

2.2.1 Cetb

MunumaibHble anmnaparible Tpebopanus K ceru s offline-ycranosku kiacrepa Arenadata DB:

e Hajmume ommOil MM HECKOJBKUX BBIIEJIECHHBIX W 000COOJEHHBIX OJHOPAHTOBBLIX Interconnect-cereil mom 1esn
BHYTpPEHHEH KOMMYHUKAINY KJIACTEPA;




I'nasa 2. Tpe6osanus k mHQPACTPYKTYPE /I pa3BepThiBanus kiaacrepa Arenadata DB 6e3 noctyma B Uareprer (offline)

K Interconnect-cersm 10J2KHBI OBITH ITOJK/IIOYEHBI BCE CEPBEPA KJIACTEPaA, CEPBEPAM JIOJIKHBI ObITH PO3JAHBI
azpeca, U CepBepa JOJIKHBI «BUIETh» IPYT APYTa;

e Ckopocrs Ethernet or 1 I'6/c (cranmaprom siBisiercst 10 I'6/c);
e Orcyrcreue firewalls u npyroro I1O, 6yokupytoriero win 3amenisionero Tpadduk;
e BryTpm kmacrepa mosskHa OBITH OTKPBITA KOMMYHHUKAIAA 1O BCEM TTIOPTAM;
e CHapyKu K/IacTep JOJIZKeH ObITh JOCTYIIEH TI0 CJICAYIONMM MOPTaM:
— 22 (ssh);
— 81 (web-unrepdeiic cepsepa monuropunra ADBCC);
— 5432 (income postgresql interface);

e JlocTym K pENO3UTOPHAM, IPEABAPUTEIBHO PA3BEPHYTHIM B CETH OpraHm3anuu Ha cepsepe Arenadata Enterprise
Tools (o ymomyanuio nopr 81/tcp);

e Jlna mocryna K cepBepaM TOYHOI'O BPEMEHH [IJIsi MACTEDP-CEPBEPOB JIOJ2KEH ObITh OTKPBIT JOCTYIL IO IIOPTY

123 /udp;

e /Ijst OTIIpABKM METPWK HA CEpPBEP MOHMUTODPWHTA K HEMY JOJKHO OBITh Pa3pemieHo TMOAK/IIOYEHHE CEPBEPOB
kiacrepa (o ymonuanuto 2015/tep, 2016/udp);

e Jlisi ormpaBku crarycoB KomnoHeHToB Kiacrepa B ADCM K Hemy [O/KHO ObITH Pa3pPEeIeHo MOJKIIOUEHUE
cepBepos kJacrepa (1o ymosdanuio nopr 8000/tep);

e Jlocrynuocts Ping mo6oro u3 cepsepos (ICMP).

2.2.2 MacTtep-cepBep
MununmanbHbIe anmapaTHbie TpedoBanus K MacTep-cepsepy s offline-ycranosku kmacrepa Arenadata DB:
o Ousndeckuit cepsep;
e RAM: ot 16 I6;
e ROM: ornenbubiii pusndeckuit RAID10-maccus, HedopMaTupoOBaHHbIi, 0T § ['6 u GOJbIIE;

CPU: or 8 sanep.

2.2.3 CepBep-cermeHT
MunumaibHbIe annaparHble TpeboBanus K cepsep-cerMmenty As offline-ycranosku knacrepa Arenadata DB:

o Ousuyeckuit ceprep;

e RAM: ot 32 I'6;

ROM: oauu unu meckonbko dpusndeckux RAID10-maccuBoB, HedopMaTupoBaHubiX, or 10 I'6 KaxKIblif;

CPU: or 16 sanep.

2.2.4 Cepsep moHutopuHra u ynpasneuus ADBCC (onuunoHanbHo)
o Ou3nyecKnit MM BUPTYATbHBIN cepBep;
e RAM: ot 16 16;
e ROM: or 100 I'6 (B 3aBHCHMOCTH OT HHTEHCUBHOCTH HCIOIb30BaHust B /1)

e CPU: or 8 szep.




2.2. MunuMaJsbHBIE aNIapaTHBIE TPEOOBAHUS

2.2.5 lNporpammHbie TpeboBaHus
MunnmanbHbIe TporpaMMube TpeboBanus s offline-ycranosku xknacrepa Arenadata DB:
e OC - RHEL/CentOS 7.6.1810;
e Ilpomecc ycranoBku MoauduIupyeT CaeayIONne CACTeMHbIE (DabL:
— /etc/fstab;
— Jetc/hosts;
— /etc/hostname;
— /etc/chrony.conf;
— Jetc/ssh/sshd_ config;
— /etc/selinuz/config;
— Jetc/security/limits.conf;
— Cosnaer HoBble baitnbt B /usr/lib/systemd/system/ ;
— Cosgaer HoBbIe (aitnsl B /etc/cgconfig.d/.

Ilepeuncnennbie Qaiinpl HE OMKHBI KOHTDOIMPOBATLCA CHCTEMON ynpasnenus koudwurypanmm (mpu ee
HAJIUYKH).

e IIpomecc ycranoBku ocranaBiwBaer u BoikIO9aeT cepBuch firewalld mw SELinux, manube cepBUCHI HE TOJIXKHbBI
KOHTPOJIMPOBATLCSA CUCTEMOl ynpasjenus Koudurypauu (Ipyu ee HaJUYIun );

e IIpomecc yCTAHOBKH CO3/IA€T HOBBIE CEPBUCDHI, JAHHBIC CEPBUCHI HE JOJKHBI KOHTPOJIHPOBATHLCSA CHUCTEMOM
yupassenus kondurypauuu (IIpu ee HAJIMYuK);

e Co BCex MaIuH B KJIACTEPE JIONKEH ObITh J0cTyn K odunuaasaoMy pernosuropuio CentOS Extras (mampumep,
PBK http://centos-mirror.rbe.ru/pub/centos/7/extras/x86 64/ unu co3maHo JOKAIBHOE 3€PKATIO);

e Co Bcex MaIiuH B Kjacrepe J0JizKeH ObiTh poctyn K odunuansaomy penosuroputo CentOS Updates (manpumep,
PBK http://centos-mirror.rbe.ru/pub/centos/7/updates/x86_ 64/ nim co3gaHo JOKAIBHOE 3€PKAJIO);

e Co BCex MamWH B KJIACTEpe JOJKEH ObITh JocTyn K odunuanasaoMmy penosutopuio CentOS Base (mampumep,
PBK http://centos-mirror.rbe.ru/pub/centos/7/os/x86 64/ nam co3nano JOKaJIbHOE 3€PKAaJIo);

e Eciu nnanupyercs ycranoBka KommoHeHTOB PostGIS wim cepsepa monutopunra ADBCC, co Bcex mammue B
KJIacTepe MoyzKeH ObiTh moctyn K pernosutoputo EPEL (manpumep, PBK http://fedora-mirror.rbe.ru/pub/epel /
7/x86_64/ wiu co31aHO JIOKAIbHOE 3€PKAJIO).



http://centos-mirror.rbc.ru/pub/centos/7/extras/x86_64/
http://centos-mirror.rbc.ru/pub/centos/7/updates/x86_64/
http://centos-mirror.rbc.ru/pub/centos/7/os/x86_64/
http://fedora-mirror.rbc.ru/pub/epel/7/x86_64/
http://fedora-mirror.rbc.ru/pub/epel/7/x86_64/
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