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Ornasienue

B sokymenTe npuBeienbl ceejenus 110 Hacrpoiike Ambari u Hadoop s Kerberos, paciupennbie napamerpbl
6ezonacuoctu st Ambari u ayrenrudukanus SPNEGO mjist Hadoop.

JlokyMeHT MOXKeT OBITh TOJIE3eH AJAMUHUCTPATOPAM, MPOrPAMMUCTAM, PA3PA0OTIMKAM ¥ COTPYIHHUKAM
nosipa3aesiennii "HGOPMAIMOHHBIX TEXHOJIOIWiT, OCYIIECTBIISAIONINX BHEAPEHNE U COIPOBOXKIEHIE KJIACTEPA.

Important: Konrakrras wadopmalus ciy:k0br moamepkku — e-mail: infoQarenadata.io
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I'maBa 1

Hactpoiika Ambari u Hadoop aias Kerberos

B nmammoit rmase onuceiBaerca Hactpoiika Kerberos misa HameKHOM ayTeHTH(OUKAIINN IOIB30BATENEH 1 XOCTOB

Hadoop B kitacrepe, yupasiasemoMm Ambari:

0630p Kerberos;

ITpunnumansr Hadoop n Kerberos;

VYcranoeka u nacrpoiika KDC;

Ionxkrouenune cucrembl 6e3onacuocru Kerberos 8 Ambari;

Kanenrckue makers: Kerberos;

Orkitouenue cucreMbl be3onacuoctu Kerberos B Ambari;

Hacrpoiika mabiona arpudyTa;

Ilepedyens KOMIIOHEHTOB nofAepKuBatomux pabory B Kerberos okpykenun.

ITporpammuoe obecrieuenne Arenadata Hadoop BKIIIOUaeT BOZMOXKHOCTH KepOEpU3alnu KIACTEPA BHY TPEHHUME

cpeacreamu Ambari Server.

[pu ucnonb3osanuu kerberos gynkiuu yepe3 Ambari Server:
Corpyanuku 6€301aCHOCTH KOMIanuu, He ydacrsyior B Hacrpoiike KDC.

A mmuaucrparopsr Hadoop umeror mostabiil KOHTPOs Has yeranoBkoit KDC. Yopasienue keytab mis kiacrepa
Hadoop momHOCTBIO peanu3yercs Ha cropone Ambari Server.

A mmuaucrparopsr Hadoop HecyT monoHUTEIHYIO OTBETCTBEHHOCTD 3a ynpasienune KDC.
OTBETCTBEHHOCTH 34 JIIOObIE YSI3BUMOCTH B CHCTeMe Ge30MacHOCTH HecyT aaMuHucTpaTopbl Hadoop.

ObGecnieuenne BoicOKON goctymHoctT KDC wm  aBapwifHOrO BOCCTAHOBJIEHHSI - 3TO OTBETCTBEHHOCTH
agmuaucTpaTropos Hadoop.

Tpebyercs pyunas renepanusa keytab mis mo0bx pa3pabOTINKOB ¥ CTOPOHHErO MMPOrPAMMHOIO OOECIIedeH s,

Important: Vcmons3oBanue Kerberos moxer BIugTh HA CTAOUIBHOCTH PAOOTHI U MPOU3BOIUTENHHOCTD Psi/Ia CEPBUCOB
KJIACTEPA, BBUIY HEOOXOAMMOCTH UCITOIH30BAHNUS JOMOIHUTEIbHBIX KOMIIOHEHTOB U TTAPAMETPOB JIJIs &y TEHTU(DUKAIIUT
TMOIb30BaTe el 1 B3aNMOJEHCTBUS CEPBUCOB BHYTPU KJIacTepa.




1.1. O63op Kerberos

Important: Hekorpsie cepBuchl TpeOyIOT pydHOil HACTPOiKU i paborsr ¢ Kerberos m pacmpocrpaneHns THKETOB
BHYTpHU WH(MPACTPYKTYPHI JjId KOPPEKTHON PaOOTHI.

Important: Ilepen akrusanueii Kerberos Ha mpoMbIiieHHOM KJlacTepe, KpaiiHe peKOMEHIyeTC s TPOBECTH OMPODAIIIIO
dyHKIMOHAIA ¥ PAOOTHI BCEX MPUJIOKEHUI MCIOIb3yIonmx cepBuckl Hadoop Ha TecToBoii cpene.

Important: [Ina ynpormenus kondurypamun u obecmedenns 0osee CTaOUIbHON PabOThl KOMIIOHEHTOB KJIACTEPA
Hadoop pekomenayercs kepOepe3mpoBaTh YpOBEHb OTEpAIMOHHOM CcHCTeMBI ¥ He ucnoian3oBaTh Kerberos
HerocpeicTBeHHO 7151 ceprcos Hadoop.

1.1 O630p Kerberos

ZKecrkasi ayreHTudUKANMSA W YCTAHOBJIEHHE JUYHOCTH IIOJIH30BATENsi — OCHOBA OE30MACHOTO IOCTYIa B
Hadoop. [lonb3oBarenn [0mKHBI KMETH BO3MOXKHOCTH HAJAEKHO “HAeHTH(PUIUPOBATL  celst, & 3aTeM HCIOIb30BATh
a1y uaentudukanuio Bo Bcem kiacrepe Hadoop. Kax Tonbko 310 Oyaer caemaHo, JaHHBIE MOJb30BATEIN MOTYT
HOJIyYUTh JOCTYIl K pecypcam (Hampumep, K daillaMm wim Karajgoram) WM B3aMMOJEHCTBOBATL C KJIACTEPOM
(manpumep, BoinosiaaTh 330anus MapReduce). [Tomumvo nosb3oBaresieil, camu pecypcebl kiacrepa Hadoop (rakue
KAK XOCTbl U CEPBHUCHI) JOJIKHBI MPOXOJUTH AyTEHTUMHUKAIMIO APYr C APYroM, 4robbl u36exkaTb IOTEHIUAILHO
OIIACHBIX BPEIOHOCHBIX CHCTEM WJIU CHCTEM, ‘TO3UITHOHUPYIONNX cebss’ KaK HAIeKHbIe KOMIIOHEHTBI KJIACTEPA C ME/IHI0
[IOJIyY9€HUs JOCTYIA K JAHHDBIM.

Hadoop wucnons3yer Kerberos B KadecTBe OCHOBBI [IJIsi CTPOTrOil ayTeHTUUKANIMM U ODECIIeYeHUst
UJIEHTUIHOCTH MOJIb30BaTessM u cepBucam. Kerberos sBjsiercs CTOPDOHHHM MEXaHHU3MOM ayTeHTHU(DUKAIMH, Ha,
KOTOPBIH MOJTATAI0TCs TOIB30BATEN W CEPBUCKHI JIJIsT yI0CTOBepenus noaiuanoctu apyr apyra. Cam cepsep Kerberos
uspecred kak Key Distribution Center (Ileutrp pacupenesienuns kirodeii) wiu KDC. Ou cocrour u3 tpex
qacTen:

e Baza mamubIx mosb30BaTesieli U CepBUCOB (M3BECTHBIX KAK IPUHIUNAJIBI), O KOTOPbIX OH 3HAET, WU
coorBercTByIomue maposu Kerberos;

e Cepsep ayrenrudukanuu (AS), KOTOPBIA BbIIOJIHIET IEPBOHAYAJILHYIO IPOBEPKY NomuHHOCTY U Bblgaer Ticket

Granting Ticket (TGT);

e Ticket Granting Server (TGS) — cepsep, KoTopbiii 0bOpMIIAET MOCAEAYIONMe OUIeThl Ha OCHOBE HAYAIHHOTO
TGT.

[Tonb3oBarens-ipuHIUIA 3anpammuBaer ayreatuduxamuio or AS. AS ormpasaser B orBer TGT, KoTopbIii
samu@poBaH € UCIOJB30BAaHUEM IIApPOJisl LOoJib30oBare/s-npuHiunaia Kerberos, u3BecTHbI TOILKO II0JIb30BATEIO
u AS. ITonws3oBarenb-npuanunan pacimudposbiBaeT TGT nokanbHO, ucnoib3ys cBoit maposs Kerberos, u ¢ 3Toro
MOMEHTA JI0 UCTEUYEHNS CPOKA, AeHCTBUs OUIeTa T0JIb30BATE Ib-TIPUHITUAIA MOXKeT UCoab30BaTh TGT mrs monydenust
ouneroB ot TGS. lanubie OMIeTHI MO3BOJISIOT MIPUHITUANALY MOJIYIUTh AOCTYI K PA3JIUIHBIM CEPBUCAM.

ITockosnbKy pecypcbl KiacTepa (XOCTbI WMJIM CEPBUCHI) HE MOLYT KaxKAblil pa3 I[PeJoCTaBJdTh NAPOJb
anga pacmmdposku TGT, onm mcmonb3yior croermuanbHbll (aitn keytab, KOTOPBI COAEPKHAT yUETHBIE JAHHBIE
ayrentudukanuu pecypca. Habop XOCTOB, MOJB30BATENEH W CEpBUCOB, HaI KOTOopbiMu cepBep Kerberos mmeer
KOHTPOJIb, Ha3bIBAETCs Cepoii.
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Tabaunal.l.: TepMuHBI U ONpEIEIEHIS

Tepmun

Onpepenenne

Key Distribution Center, KDC

Hanexupiiti  uMCTOYHMK  yid  ayTEeHTHQUKAIUA B
IKoCcHUCTEME ¢ Toamepskkoit Kerberos

Cepsep Kerberos KDC

Mamuna wuiaun cepBep, KOTOPBIN CIIYKUT B KAIeCTBE
LIEHTPa paclpeiesieHnd Kaoveit

Kiment Kerberos

JIobast MAaInHa B KJlacrepe, KOTODpast
ayrentudunupyercs ¢ KDC

Mpunanuman VHUKAJIBHOE UM MTOJIH30BATENST WA CEPBUCA, KOTOPIi
ayreatudmunupyercss ¢ KDC

Keytab Qaiin, comeprKalnii OTUH WX HECKOTHKO MPUHITAIIATIOB
U MX KJII0Yd

Cdepa Cerp Kerberos, srmrouaromias KDC u psg KaneHTOB

KDC Admin Account

VyerHasd 3ammch aAMHHHACTPATOPA, HUCIOJIb3yeMas
Ambari 119 co37aHIA TPUHIUIIOB U TeHEPAIMA KJTIOUeit
B KDC

1.2 MpunHyunansl Hadoop n Kerberos

Kaxaprit cepsuc u non-cepsuc 8 Hadoop 1012KHbBI

MMETHh CBOEro IpuHNuNaua. VIMs OPUHIMIANA B JIAHHOMN

cdepe cocTONT W3 OCHOBHOTO MMEHU M MMEHH IK3EMILIAPA — TO MOJIHOE JTOMEHHOE WMsi XOCTa, HA KOTOPOM pabOoTaeT
cepBep. YUeTHBIE JAaHHBIE CEPBEPOB xpaHsaTca B (daiine keytab, KoTopsiii n3Biekaercs u3 6a3pl manabix Kerberos

C IIOMOIIBIO IIPHUHITHIIAJIA CEPBEPa WM XPAaHUTCA JIOKAJBbHO B 3alIUINEHHOM KaTaJaore Ha Y3J1€ KOMIIOHEHTa CepBepa

(Puc.1.1.).

Keytabs for
Ambari
Principals

* Service Principals
¥ Ambari Principais

Puc.1.1.: [IpaBa mocTymna K KJ1acTepy

[Ipumep ycnoBHOrO obo3HakdeHuss uMeHn npuanunanos u Keytabs mpusener B Tabiure.

Tabmmmal.2.: YcaoBHoe 0003HAYT
Keytabs

€Hue WMEHH I[IPpUHIUIIAJIOB N

M

YcnosHoe 0603HaueHme Mpumep

Principals $service component name/$FQDN nn/c6401.ambari.apache.orgQEXAMPLE.CO
QEXAMPLE.COM

Keytabs $service _component abbreviation. /etc/security /keytabs/nn.service.keytab
service.keytab
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1.3. VYcramoska m Hactpoiika KDC

B aononnenne k Hadoop Service Principals, cam Ambari takxke t1pebOyer, 4rodbl HAOOP
Ambari-npuHIIUTIAIOB BBIMOJHS CIy)ebuble “smoke”’ mpoBepku u TpoBepky paborocmnocobuocTu. Daitant Keytab
mis Ambari-npunnunanos, unu “headless”’, HaxoadTCa Ha KazKI0M XOCTE KJaCTEpa, TaK K€ KaK U JJIs IPUHIUIAIOB
cepBHca.

B mpumepe ycioBHOro obo3HadeHusi uMeHu NpuHIUNAIOB u Keytabs yKa3aHO OCHOBHOE WMs JJisi KazKJI0TO
cepBucHOTO TpuHIMNAMA. OCHOBA WMEHM, HANPUMEDP, NN WIN hive, MPEICTABISIOT COOOM COOTBETCTBEHHO CEPBUC
NameNode nim Hive. K ocHOBHOMY nMeHN J00ABISETCS MMS SK3EMILISIPA U TTOJTHOE TOMEHHOE UMS XOCTa, Ha, KOTOPOM
OHO BBITIOJIHAETCSA. JTa CXeMa 00ECIIeYNBAET YHUKAJBHOE UMsi CEPBUCAM, KOTOPbIE PA0OTAIOT HA HECKOJIHKUX XOCTAX,
takux Kak DatalNodes n NodeManagers. JlobaBienrne nMeHr XOCTa CIYKUT I PA3IAIHs, HAIPUMeED, 3aIIpoca, n3
DataNode A u 3ampoca u3z DatalNode B. 9710 BaxkHO O CJI€AYIONUM MPUIHHAM:

e Jlanunie Kerberos ans omroro DataNode He moaBepratoTcst pUCKY COBNACTh ¢ maHHbIME Apyrux DataNodes;

e Ecan meckompko DataNodes wmmeroT onvHAKOBBIN MPUHIKMA] W OJHOBPEMEHHO MMOIKJIIOYAIOTCH K OTHOMY
NameNode, n ecmu ayreatmdurarop Kerberos mmeer oamHakKOBbIe BpPEMEHHBIE METKH, B TAaKOM CIydae
ayTeHTU(DUKAIISA OTKJIOHAETCS KAK MOBTOPHBIM 3aIIpoc.

1.3 VYcraHoBka n Hactpoiika KDC

Ambari moxer mactponth Kerberos B kitacrepe mias paborsr ¢ cymecrBytomum MIT KDC wumm ¢
cymecrBytormeii Active Directory. B nganHOM pa3iese OMUCHIBAIOTCS IIArd, HEOOXOAWMbBIE [JIsi TOATOTOBKHA K
WHTErpaIuu.

Ecnu y Bac mer cymecrsymoimero KDC (MIT unu Active Directory), neo6xonumo ycranosurb HoBbiii MIT
KDC.

Important: Ycramoska KDC na y3je kjacrepa y»ke IMOCj€ yCTAHOBKH KJjmeHTa Kerberos moxer mepesamucarh
coznanubiii Ambari daitn krbs.conf

[Ipu Beibope aBromarudeckoit nacrpoiiku Kerberos Ambari camocrosiresibao noakiodaercd kK KDC, co3maer
HEOOXOIMMBIX TPUHIUIAJIOB, TeHepupyeT u pacupocrpanser keytabs. Ilpu Beibope pyumnoii macrpoiiku Kerberos
HEOOXOIMMO BPYYHYIO CO3/aBATH MPUHINIAJIOB, TEHEPUPOBATH U PACIPOCTPAHATh keytabs.

e lcnonb3osanue cymecrsytomero MIT KDC;
e lcnosib3oBanue cymecrsyomei Active Directory;
e Pyunas nacrpoiika Kerberos;

e Ycranoska nosoro MIT KDC.

1.3.1 UNcnonb3oBaHue cywecteytouwero MIT KDC
s uconb3oBanus cymmecrsyomero MIT KDC nna knacrepa He0OXOZHMMO TOATOTOBUTD:

e Cepsepsl Ambari u KjacTepbl, UMEIONIIE CETEBOI JOCTYT Kak K ajiMuaucTparusabim y3aam KDC, rak u kK camomy
KDC;

e Yderuble marubie aamuaEcTparopa KDC.

JasibHeiine neificrBus onucanbl B pasuene [lodkaouenue cucmemn, bezonachocmu Kerberos e Ambari.

1.3.2 WUcnonb3oBaHue cyulectBytoweii Active Directory

Ins wcnons3oBanust cymecteyomein Active Directory s kKjacrepa € aBTOMATHYECKON YCTAHOBKOM
Kerberos meo6xoquMo MOATOTOBUTE:

e Cepsepst Ambari u kiacrepsr, umerorue goctyn K cetd 1 DNS-umenam Domain Controllers;
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e Hacrpours koudurypauuio LDAP (LDAPS) Active Directory;

e TlonnzoBarennckyio Active Directory s npuniunasios. Hanpumep, “OU = Hadoop, OU = People, dc = apache,
dc = org”;

e YuerHble maHuble amMmunucrparopa Active Directory ¢ ¢ macrpoemnbiMm npaom “Cosmanue, yaaieHue u

x99

yipaBJji€eHue y4€THbIMU 3allUCAMU I10JIb30BaTeEsIen .

JasbHeiimune neficTBus onucansl B pasaene Ilodkaowenue cucmemn, besonacnocmu Kerberos ¢ Ambari.

1.3.3 Py4Has HacTpoiika Kerberos
s pyunoit HacTpoiiku Kerberos vHeo6x0IuMo MOJATOTOBUTE:
e Cerenoii gocrymn y3ios kiaacrepa K KDC;
e YcraHoBuTb yruiurbl kiauenra Kerberos (naupumep, kinit) Ha KaxK/J0M y3J/e KJacrepa;
e Ycranosuth pacmupenus Java Cryptography (JCE) na xocre cepsepa Ambari Server u Ha Bcex y3/ax KjacTepa;
e Bpyunyto cozgars ceppucabie u Ambari npunnunanst B8 KDC nepes BoITOTHEHHEM MACTEPA;

e Co31arh BPYYHYIO U PACIHPOCTPAHUTH KJIIOYM JIJisl IPUHIUIIAIOB CepBUCOB U Ambari Ha y37bl Kytacrepa mepej
BBIIIOJIHEHUEM MacTepa.

JasbHeiimne neficTBus onucansl B pasaene Ilodkaowenue cucmemnt besonacrocmu Kerberos ¢ Ambari.

1.3.4 YcranoBka Hosoro MIT KDC

B nmammOM pasmesne nmpuBeeHo mOAPOOHOE onucanue mporecca ycranoBku KDC:

e Ycranoska cepsepa KDC;

Cosnanne 6a3n1 ganusx Kerberos;

Banyck KDC;

e Cospanue agmunucrparopa Kerberos.

Important: Ilockoabky Kerberos sBisiercs TOYHBIM K BpPEMEHW TMPOTOKOJOM, BCE XOCTHI B cdepe TOJIKHBI
CHHXDPOHU3UPOBATHCA 110 BPEMEHH, HAPUMED, UCIOJIb3Ys IPOTOKO ceTeBoro Bpemenu (NTP)

Ecsau smokanbuaoe cucremuoe Bpems KauerTa orimdaercs or Bpemenn B KDC xors Obl Ha § MUHYT, KJIUEHT HE
CMOXKET ayTeHTU(PUIUPOBATHCS.

VYctaHoska cepsepa KDC
g ycranoBku cepsepa KDC HeoOX0AuMO BBITIOJHATE CJIEAYIONNE TeHCTBUS:
1. Ycranoputh HOBYIO Bepcuio cepsepa KDC:
e RHEL / CentOS:
yum install krbb-server krbb-libs krbb-workstation
e SLES:
Zypper install krbb5 krbb5-server krbb5-client

2. Vcnosmb3ys TEKCTOBBIN PEIAKTOD, OTKPHITH (aiin konduryparmun cepsepa KDC, pacnonoKenHblii 10 yMOTIaHAI0
B Vi/etc/krb5.conf;
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3. Usmenurs pasuen [realms| sroro daina, 3amenus uapamerp kerberos.example.com pns csoiicrs kde u
admin__server, ycranoBienubiii o ymondanuio ¢ Fully Qualified Domain Name xocra cepsepa KDC, kak
MOKa3aHo B mpumMmepe, rae kerberos.example.com 3amenen ua my.kdc.server:

[realms]

EXAMPLE.COM = {
kdc = my.kdc.server
admin_server = my.kdc.server

Co3panue 6a3bl gaHHbix Kerberos
Mg co3manus 6a3el nanubix Kerberos neobxonumo ucnonb3osars yruiauty kdbs  util:
e RHEL / CentOS:
Kdb5_util create -s
e SLES:

Kdb5_util create -s

3anyck KDC

Jra 3amycka cepsepa KDC u ceppepa agmunancrparopa KDC HeoOX0AMMO BBITOTHATH KOMAH/IBI:

e RHEL/CentOS 6:

/etc/rc.d/init.d/krbbSkdc start
/etc/rc.d/init.d/kadmin start

e RHEL/CentOS T7:

systemctl start krbbkdc
systemctl start kadmin

e SLES 11:

rckrbbkdc start
rckadmind start

IIpu ycranoske u ynpasieruu coocrserabiM MIT KDC Baxuo macrpouts cepsep KDC na aBromMaruyeckuii
3aIyCK TpU 3arpy3Ke:

e RHEL/CentOS 6:

chkconfig krbbkdc on
chkconfig kadmin on

e RHEL/CentOS 7:

systemctl enable krbbkdc
systemctl enable kadmin

e SLES 11:

chkconfig rckrbb5kdc on
chkconfig rckadmind on
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Co3pganue agmunucrtparopa Kerberos

[Mpuanunansr Kerberos moryr Obith co3manbt aubo wa camoit mamuue KDC, aubo depe3 cerb, MCHIONB3Ys
npuHIUIaT admin. B mocaeayiomeit HHCTPYKIME MPEANOIaraercs, 9o ucrnonb3yercs Kommnbiorep KDC u komanga
oT yTUIATHI aaMuaHcTparopa kadmin.local. Ncnonb3oBanune kadmin.local wa mammuae KDC mo3Bomsier co3maBarh
[PUHIKIIATIOB 6e3 HEOOXOMMOCTU CO3/IaHMs OTJAEJBHOIO MPUHIUIAIA-AMUHICTPATOPA IEPE/l HA9aI0M pabOoThl.

IIpn Brmiouennn Kerberos mna moakmiodenns Ambari k KDC, co3manunst KJIACTEPHBIX MTPUHIAMAIOB W
reneparuu keytabs HEOOXOIMMO MPEIOCTABUATH yUETHBIE JAHHBIE aAMUHUCTPpATOpPa Ambari.

1. Cozmars agmunauctparopa KDC, myTem co3manns TpUHIHIATA-3IMIHACTPATOPA!
Kadmin.local -q "addprinc admin / admin"

2. Ybenurhes, uro co3manubiii agmunuctparop uMeer mpasa B ACL KDC. Orkpoirs daitn ACL KDC, ucnosn3yst
TEKCTOBBIA PEeTaKTOP:

e RHEL / CentOS:
Vi /var/kerberos/krb5kdc/kadmb.acl
e SLES:
Vi /var/lib/kerberos/krbbkdc/kadmb.acl

3. Y6emurnces, aro daitt ACL KDC conepKuT 3amuch, MO3BOILAIONYI0 TPUHIAIIAI-3IMAHACTPATOPY YIPABIATH
KDC B wucnomn3yemoii koukperHoii cdepe. Ilpu ucnonnzosanum cdepsl, ornmunoii or EXAMPLE.COM,
HEOOXOIUMO yOemuThCs, UTO €CTh 3amlucCh Jjisd KOHKpeTHOi cdepsl. Hampumep, aad mpuHnunama
admin/admin@HADOOP.COM cnenyiomast 3auch:

*/admin@HADOOP.COM *
4. Ilocne penakrupoBanusa u coxpanenus daitna kadmd.acl neodbxoaumo nepesanycrurs nponecc kadmin:
e RHEL/CentOS 6:
/etc/rc.d/init.d/kadmin restart
e RHEL/CentOS 7:
systemctl restart kadmin
e SLES 11:

rckadmind restart

1.4 MopakntoyeHune cucrembl 6esonacHoctu Kerberos B8 Ambari

Hezapucumo or toro, kakasi BbiOpana nacrpoiika Kerberos — apromarumueckass wim pydHas — Ambari
MPEIOCTABIISIET MACTEPA YCTAHOBKH, MOMOTraiero BkiounTh Kerberos B knacrepe. B qannom pasmese comep:KuTcst
uudopmarms o moaroroeke Ambari nepes 3amyCcKOM MacTepa U O IMIarax JJjist ero 3aIycKa.

e Ycranoska JCE;

e 3amnyck macrepa Kerberos.

Important: HeoGxomumbim ycimoBuem s Bkitodenusi Kererbos siBnsiercss ycranoska JCE ma Bcex y3iax kjacrepa
(Brarouast cepsep Ambari), umerommx xocT cepsepa Ambari Kak 9acTb Kjaacrepa. 9T0 FOBOPUT O TOM, 4TO Ha CEpBEpe
Ambari Server monzken ObITh 3amyinen areat Ambari




1.4. Tlogkmouenne cucteMbl 6e3omacaocT Kerberos B Ambari

1.4.1 VYcranoska JCE

[Tepen Braouennem Kerberos B kmacrepe HeoOxoaumMo pa3BepHyTh (haitibt 6e3omacuoctu Java Cryptography
Extension (JCE) na cepsepe Ambari u Ha Bcex y3iax KJacrepa.

Important: Ecan ucnonsdyercss Oracle JDK, weobxomumo pacmpocrpansTh u ycranaimusarh JCE Ha Bcex y3max
KJIacTepa, BKjiodas cepeep Ambari. Obsizarensuo Tpebyercs mepe3anycruth cepsep Ambari mocse ycramosku JCE

Ecmu  wmcnonb3yercs  OpenJDK, aucrpubyruser OpenJDK  ycranaBimBaioTcsi aBTOMATHYECKH C
neorpanmderno#t momuocteio JCE u, cienoparenbuo, ycranoska JCE ne Tpebyercs.

1. Hust ycranosku JCE meobxomumo ua cepsepe Ambari momyuurs daitn JCE, nonxonsmmit nyst sepcun JDK na
BaIlleM KJIacTepe:

o s Oracle JDK 1.8

e Jlna Oracle JDK 1.7

2. Apxus ¢ mosydeHubM haiiloM HEOOXOINMO COXPAHUTH BO BPEMEHHON Marke;

3. Ha cepBepe Ambari u Ha KaxX10M y3Jie Kjiacrepa J100aBUThH HeOrpaHUYeHHbIe mpaBa Oe3onacuoctu JCE:
$JAVA_HOME/jre/lib/security/
Hampumep, BBIMOMHUTE ClIenyionue neicTus mis n3pjaedenns npas u3 JDK, ycranosaenmnom wa xocre:
unzip -o -j -q jce_policy-8.zip -d /usr/jdk64/jdk1.8.0_40/jre/lib/security/

4. Tlepesamycturh cepsep Ambari;

5. Ilepeiitu k Hagasy paboTbl Macrepa GE30IaCHOCTH.

1.4.2 3anyck mactepa Kerberos
Ambari npenocrasnsier Tpu BapuanTa mo ycranoBke Kerberos:
e Yepes cymecryronuit MIT KDC;
e Yepes cymecrpyomyio Active Directory;
e Pyunas macrpoiika npunnunanos u keytabs Kerberos.

IIpn BoIGOpe aBTOMaTmdeckoii ycranoBkn Kerberos — wepes cymecrsyonmit MIT KDC uan Active
Directory — macrep Kerberos 3anpamuBaer nundopmamnmio, ceasanayo ¢ KDC: ygerayo 3amuch aJMAHACTPATOPA,
KDC u npunnunanos Ambari. ITocne npegocrasinenus cenenuii Ambari aBToMaTH4ecKu CO3JA€T IPUHIMIIAIOB,
rerepupyer keytabs u pacnpocrpansier ux Ha XocThl B Kiaacrepe. CepBuchl HacTpauBaiorcs s Kerberos, u cepsucubie
KOMITOHEHTBI Iepe3amnyckaiorcs s ayrearuduxamun ¢ KDC. IlonpobHoe omumcanme aBTOMATHIECKOH yCTaHOBKHU
Kerberos npuseneno B paszgene «Asromarnueckas nacTpoiika Kerbeross.

IIpu BoiOOpe pyunoit nactpoitku Kerberos mHeoOXOMMMO CaMOCTOSATENHHO CO3/IABATH NPWHIMIIAIOB U
TeHEPUPOBATH W PACHpPOCTpaHaTh keytabs. IlompobHoe ommcanme pydHOl yCTAaHOBKH NPHUBEAEHO B paszene “‘Pyumas
nactpoiika Kerberos”.

ABTomaTtunyeckasi HacTpoiika Kerberos
s aBromaruveckoii HacTpoiiku Kerberos Heo0X0auMO BBITIOJIHUTE CJIEAYIONINE TeHCTBUS:

1. Heobxomumo y6enurhesi, uro KDC ycranoBnen w nHacrpoeH, a takxke noarorosieH JCE Ha kaxkaom xocre B
KJIACTEpe;

2. Boiitn B Ambari-Web u nepeiitu Ha Briaaky “Admin — Kerberos”,

3. Haxars Enable Kerberos, 9To0bl 3amyCTUuTh MacTep;
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Tnasa 1. Hacrpoiika Ambari u Hadoop g Kerberos

Boi6pars Tunt KDC, KOTOpbIil HCIOJIb3yeTCs, U MOATBEPIUTD, YTO HEOOXOIUMbIE YCAOBHS BbIIIOJIHEHbI;
IIpenocrasuts uadopmanuio 0 KDC u ydyerHoii 3anucu aIMUHECTPATOPA;
Jlasee nmpuBeIeH mepedeHb HEOOA3ATENbHBIX HACTPOEK:

B mone “Tomenbr’ ykKa3aTb CIHCOK IAOJOHOB JJIsi COIOCTABJIEHHsI XOCTOB B KJACTEPE C COOTBETCTBYIOIIEH
cdepoit. Hampumep, ecim xoctsl umeroT obmuit qomern B ceoeM “FQDN”) takom kak hostl.mycompany.local wn
host2.mycompany.local, HEOOXOAUMO YCTAHOBUTD CJIEIYIOIIEE:

.mycompany.local ,mycompany.local

Yrobbl ynpasistsb kiaunenrom Kerberos krbs.conf spyunyio (BMmecro yupasienus um Ambari), passepuyTh pasues
“Advanced krb5-conf” u cusarb duazxok “Manage”. IIpu sarom krbs.conf nonxken ObITh HACTPOEH HA KAXKIOM XOCTE.

Yrobsr Ambari me ycranosus kianentTckue oudbamnorexku Kerberos ma Beex xocrax, pa3sepuyTh paszen “Advanced
kerberos-env” u cuarb daaxok “Install OS-specific Kerberos client package(s)”. Ilpu sroM J0KHBI OBITH
YCTaHOBJIEHBI YTUJIUTBI KJINEHTA Kerberos Ha KaKJI0OM XOCTe.

Ecsin knuenrckue 6ubiauorekn Kerberos Haxousircs B HeCTaHIAPTHLIX LAIKaxX, pa3BepHyTb paszaen “Advanced
kerberos-env” n macrponts onuuio Ezecutable Search Paths.

Ecau KDC umeer maposn Ge3omacHocTr, pa3sepuyTh pasen “Advanced kerberos-env” u HacTpouTh mapameTphbl
apOJIA.

Ambari nposepsier macrpoiiky Kerberos, co3mas Jjiss 3TOr0 TeCroBoro npuHuunaua. Irobbl IepernMeHOBaTb
ero HeobxouuMo paseepHyTh paszaen “Advanced kerberos-env’ u usmenurbh HammenoBanue. 1o ymo4aHuIO
TECTOBOE WMsl MPUHIMMIIANA TIPEJICTABISAET CO0OH KOMOWHAILMIO WMeHW W JaThl kiacrepa (§ {cluster name} -
$ {short_date}). Jaunprii npuamunan Gyner yaajaeH mOCae 3aBEPIIEHNsT TECTA.

Ecyin HeoOxoauMo HaCTPOUTh aTpuOyThI /1J1s IPUHIKMIIAIOB, KoTopble Ambari co3maer npu ucnosb3osanuu Active
Directory, caemyer obparurbes kK paszaeny “Hacrpoiika mabmona arpubyrta’ Ajist MOIydeHUs JOMOJHUTETHHOM
undopmaru. ITpu ucnoaszosanuun MIT KDC moxuo mepemarth mapamerpbl aTpubyTa B pasmene “Advanced
kerberos-env”. Hampumep, MOXXHO yCTAHOBUTH TAPAMETPBI, OTHOCSIINECS K pre-quth wiw mar u OOHOBUTH WX:

-requires_preauth -maxrenewlife "7 days"
IIpono/KuTh yCTaHOBKY;

Ambari ycranasmusaer knuentor Kerberos ma xocrax m mporepsier moctyn K KDC # BO3MOXKHOCTL CO3IAHUS
MPUHIIAITIAJIOB, TeHepaluu keytab u mX pacnpoCTpAHEHUS;

Hacrpouts naertnduxkaropsl Kerberos, ucnons3yemosie Hadoop, u nmepeiitn Kk kepbepu3annm KiaacTepa.

Ha ware “Configure Identities” (nacrpoiika uaenrudukaropos) o06sa3areabHO IIOCMOTPETh UMEHA [IPUHIUIATIOB,

B yacruocru, Ambari Principals B Tabiune “General”. 9ty umena, 110 yMOJI4aHUIO, TOOABJISIOT UMl KJIACTEPA KAZKIOMY
npuHirnasy Ambari. MoxHO ocTaBUTh 3HAYEHHE IO YMOJTYAHWIO HJIM W3MEHWUTH €ro, yaauus - § {uma-kaacmepa} n3
CTPOKM UMeHu npuHImnajia. Hanpumep, eciu kiaacrep Hazsan ADH, a chepa— EXAMPLE.COM, to hdfs npunnumnaJa
coznaercs Kak hdfs-ADHQEXAMPLE.COM.

10.

11.
12.

13.

Honreepaurs Koudurypaiwuio. [To xkenanuio MmoxkHO 3arpy3urb CSV-daiis ¢ npuHIunaIaMu U KI0YaMU It UX
aBTOMaTU4eckoit reneparnun Ambari;

Haxxatbs Next nyis Hadasia mporiecca;

ITocne co3mamust TPUHIUIAIOB, e€HEPAlMU U PpacapocTpaHeHus Kiodeil Ambari obHosiser KoH(pUIypamyuu
KJIACTEPa, & 3aTeM 3aIlyCKAeT U TeCTUPYET CEPBUCHI B KJIACTEPE;

3aBepiuTh paboTy MacCTEPA MOCJEe OKOHYAHUS MTPOIECCA.

PydHas Hactpoiika Kerberos

s pyunoit Hacrpoiiku Kerberos HeoO6X0a1MMO BBIIOTHATD CIEAYIONIAE TeHCTBUA:
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1.5. Kimenrckue nmakersl Kerberos

JIATHCS, 9T TAHOBJIEH U HACTPOEH, & TAKXKE I1OJIOTOBJIEH HA KaXKJIOM XOCTE B KJIACTEPE;
Yo6e cst, aro KDC ycranosiie acrpoet, a rakxke noarorosien JCE na kaxmom xocre acrepe;
Boiitu 8 Ambari-Web u nepeiitu Ha Bkaaaky “Admin — Kerberos”,

Haxxars Enable Kerberos, 94To0bI 3aIIyCTUTh MacTep;

Ll S e

Boibpars napamerp “Manage Kerberos principals” u “keytabs manually” u ybemurbCs, 9TO BBIIOTHEHBI
HEOOXOMNMbIE YCIIOBHST;

5. IlpemocraButs wrdopmaruio 0 KDC u ydernoit 3anucu ajMuHACTPATOPA.

e Eciu kimentckue 6ubsmorekn Kerberos Haxomgarcs B HeCcTaHIAPTHBIX IAlKaX, pasBepHyTb paszen “Advanced
kerberos-env” u macrpoutsb omntuio Fzecutable Search Paths.

6. Hacrpouts unentudukraropsr Kerberos, ncmonnzyembie Hadoop, u nepeiitu k kepOepu3almu KiacTepa.

Ha miare “Configure Identities” (macrpoiika uaentudbukaropoB) 00sa3aTeIbHO ITIOCMOTPETH UMEHA TPUHIUIATIOB,
B yacruoctu, Ambari Principals B Tabmune “General”. 9tu umena, mo yMOT9aHuo, T00ABIISIOT UMsI KJIACTEpa KayKIOMY
npunnunany Ambari. MoKHO ocraBuTh 3HAYEHUE 110 YMOJIYAHUIO UJIM U3MEHHUTD ero, yaauus - § {uma-kaacmepa} u3
cTpoKu umenwu npuHimnaia. Hanpumep, eciu kiaacrep wazsan ADH, a cdhepa— EXAMPLE.COM, o hdfs npunnumnana
cosznaercst Kak hdfs-ADH@QEXAMPLE.COM.

7. Honreepauts kouburypammio. Ilockonbky BbhiOpan nmapamerp pydHoit HacTpoiiku ‘“Manual Kerberos Setup”,
Heobxomumo monyauTh CSV-daiin co cnuckoM TPUHIMIAIOB U KJ0Yel, HeOOXOIUMBIX I PAbOThI KJIacTepa
¢ Kerberos.

Important: He npomomxkaiite pabory 10 TeX mMOp, MOKa BPYIHYIO HE Oy T CO3MAHBI  PACIPEIEJIEHBI y3JIaM KIacTepa
TIPUHITATIAIBI ¥ KON

8. Haxxars Next mjs npomomxenus;
9. Ambari o6HOBIIsIeT KOHMDUTYpAMK KJIACTEPA, & 3aTEM 3allyCKaeT U TECTUPYET CEPBUCHI B KJIACTEPE;

10. 3aBepiuTh paboTy MacCTEPA MOC/IE OKOHIAHUS MTPOIECCA.

1.5 KnueHtckmne nakertbl Kerberos

IIpu apromarwueckom mnoakiaoueHuu Kerberos Ambari ycranmasnupaer kiuenTbl Kerberos na ysiax
KJacTepa. B 3aBUCMMOCTH OT OIEPAIMOHHON CHCTEMbl YCTAHABIUBAIOTCS CJIEYIONIUE TAKETHL:

Tabmunal.3.: [Takersr, ycranaBiuBaemble B 3asucnmoctn ot OC

OnepaymoHHas cucrema Maker
RHEL/CentOS 7 krb5-workstation
RHEL/CentOS 6 krb5-workstation
SLES 11 krb5-client

1.6 OTknoydeHune cucrtembl besonacHoctn Kerberos B8 Ambari

s orkarouenust cucrembl 6esonacunoctu Kerberos 8 Ambari He06X041MO BBIIIOJIHUTE CJEAYOIINE JeACTBYS:
e Boiiru 8 Ambari-Web u uepeittu 8 “Admin — Kerberos”,
e Haxarws Disable Kerberos, 9To0bI 3amyCTUTh MacTep;

e 3aBepiuth paboTy macrepa.
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Tnasa 1. Hacrpoiika Ambari u Hadoop g Kerberos

Ecsiu Kerberos 0bu1 1OJAK/IOYEH [IyT€M aBTOMATHYECKOM HacTpoiiku, Ambari nomnbiraerca cesasarbca ¢ KDC
" yaaauTh co3manubix npunnunajios. Ecan KDC memoctymnen, macrep BbiBoauT omudKy Ha tare “Unkerberize”. Ee
MOXKHO UTHOPUPOBATH M MPOJOJIKUTH paboTy Macrepa, HO yaasgenne npuaimnagos nu3 KDC we Oymer BbITOJIHEHO.

1.7 HacTtpoiika wabsoHa aTpnbyTa

IIpu aBromarmueckoii mHacrpoiike Kerberos ¢ Active Directory B 3asucumoctu or mpasp KDC moxHO
HACTPOUTH ATPUOYTHI MPUHIUIIAIOB, ycTaHaBiuBaembie Ambari npu ux co3ganuu. Ha mare macrepa “Configure
Kerberos” B paszuene “Advanced kerberos-env” ecrb nocryu k mwabsony arpubyros Ambari. 9ror wabson (KoTopbiit
OCHOBaH Ha cuHTakcuce mabmonos Apache Velocity) MOXHO u3MeHHUTH, YTOOBI yCTAHOBUTH, KaKUE aTPUOYTHI
HA3HAYAIOTCS MPWHINITAIAM, U KAK 9TU 3HAYEHUS TOJYIAIOTCH.

B Tabaume npuBeseH CIMUCOK JOCTYIIHBIX MMEPEMEHHBIX aTPHOYTOB.

Tabmmmal.4.: JlocTynHble TepeMeHHble aTpuoyTOR

MepemeHnHble aTpubyTa Mpumep

$normalized _principal nn/c6401.ambari.apache.org@EXAMPLE.COM
$principal name nn/c6401.ambari.apache.org

$principal _primary nn

$principal _digest [[MD5 hash of the $normalized _principal]]
$principal _instance c6401.ambari.apache.org

$realm EXAMPLE.COM

$password [[password||
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1.8. Tlepeuens KOMIIOHEHTOB HozAep:kuBaiomux pabory B Kerberos oxkpy»xenun

1.8 lNepeyeHb komMMnoHeHTOB noaaepxusawowmnx pabotry B Kerberos
OKpY>XeHuun
Tabaunal.5.: IlogmekupaemMble KOMIIOHEHTBL

Cepsuc Mopaepxka

Apache HDFS Ilonmep:xuBaercs
Apache YARN IlonaepxuBaercsa
Apache MapReduce IommepxuBaercsa
Apache Zookeeper TonnepxuBaercs
Apache Tez Ionnep:xuBaercs
Apache Hive Ionnep:xuBaercs
Apache HBase Tlonmep:xuBaercs
Apache Phoenix TlonnepsxkuBaercs
Apache Pig Ionnep:xuBaercs
Apache Sqoop Ilonnep:xuBaercs
Apache Flume Tloanep:xuBaercs
Apache Oozie Ilonnep:xuBaercs
Apache Atlas Ionnep:xuBaercs
Apache NiFi Tlonmep:xuBaercs

Apache Apex

He noanepxxuBaercsa

Apache Flink

HOIL,ZLGp)KI/IBaeTCH HE BO BCEXaX THUIAX OKPYZKeEHUA

Apache Kafka

He noanepxxuBaercs

Apache Knox

TlonnepxxuBaercs

Apache Mahout

IloanepxuBaercs

Apache Ranger

HO,ZL,ZLGP)KI/IB&GTCH HE BO BCEXaX THUIAX OKPYKEHNA

Apache Ranger KMS

IlonzepxuBaercs He BO Bcexax THIIAX OKPY2KEHUs

Apache Solr

Ilonnep:kuBaeTcss He BO BCeXaxX TUTMAX OKPYKEHUS

Apache Spark

TlonaepxkuBaercs

Apache Zeppelin

Ilommep:xuBaercd He BO Bcexax THIIAX OKPYKEHUsT

Apache Giraph

He monnepskuBaercs

Logsearch

Tlonmep:xuBaercs
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I'maBa 2

Pacmmpennabpie mapaMeTrpbl 6€30MacHOCTH
g Ambari

2.1 Hacrtpoiika Ambari gnsa ayteHtucgpukauyun LDAP nnn Active Directory

ITo ymomuanuio Ambari ucnonb3yer BHYTPEHHIO 6a3y JAHHBIX B Ka4eCTBE XPAHUJIMIIA [IOJIb30BATENd JJIsl
ayrenTudgukanuy 1 apropusanyuu. [Ipu HeobxomumocTn HacTpoiiku BHemHedl ayrenrudgukanpnn LDAP wim Active
Directory, cieayer o3nakomurbcsa ¢ paszaesnom “Hacrpoiika ayrenrudukainuu nosbsosarens LDAP” u 3amycrurb
KOMaHIy HAacTpoiiku (cM. paszzmen “Hacrpoiika Ambari myisa ucnonssosanusg LDAP-cepsepa”).

Takxke HEOOXOAMMO CHHXPOHM3WPOBATH mojb3oBareseir u rpymmnbl LDAP ¢ 6a3oit ganabix Ambari, 9To6b1
UMeThb BO3MOXKHOCTb YIDPABJIATh UX aBropusanueil u npaBamu (cM. paszen “CunxpoHusaliys 10Jb30BaTesiell u rpyIiil

LDAP").

IIpn cunxponusarmnu nosab3oBareseii u rpynnm LDAP Ambari wucrmonb3yer smementsl moncka LDAP
JUIS CHHXPOHW3AIMKU O0sbIoro xojmdectBa 00bekToB LDAP. BombmmacTBO coBpemenubix cepsepos LDAP
MO/IIEPYKUBAIOT ITOT JIEMEHT yrnpasijenus. Ho s Hemommep:xuBaonmx cepBepoB, Hampumep, Oracle Directory
Server Enterprise Edition 11g, Ambari Bsoaur mnapaMerp KOH(MUIypaluu [jis OTKIOYEHUs pa3OuBKH Ha
crpanuipl. YTo0bl OTK/IIOYUTD 3JIEMEHThI YIIPpaB/ieHus pa3OUBKOl Ha CTPAHMIILI, HEOOXOAMMO YyCTAaHOBUTD 3HadeHue false
cBoiicTBy authentication.ldap.pagination.enabled B daiine /etc/ambari-server/conf/ambari-properties. ITo orpaHwInT
MaKCHMAJIbHOE KOJUYECTBO OOBEKTOB, KOTOPBIE MOTYT OBITH WMIIOPTHPOBAHBI B JIIOOOH MOMEHT BpEMEHH 10
MaKCHMAJIbHOTO TIpeziesia pe3yiabraroB Ha cepBepe LDAP. HUrobbr m3bekarh 3TOro, HEOOXOAWMO HMIIOPTHPOBATH
MOJIb30BATENEl W TPYMIbI, UCIONb3Ys MapaMeTpbl -Sers W -groups, Kak Ommcano B paszene “OnpesesneHubiii Habop
OJIb30BaTe el u rpym’.

2.1.1 Hacrpoiika ayteHTudurkaunn nons3osatenss LDAP

B rtabsimme ommcambl CcBOHCTBA W 3HAYEHHS, KOTOPbIE HEOOXOAMMO 3HATH /I HACTPOUKH ayTeHTU(DUKAIAH

LDAP.

Important: Eciu ocraBuTh ycTaHOBIEHHOE IO yMOJI4aHuIO0 3HadeHue false mys bind Anonymously, Heobxommumo
ybemuThest, 9To y Bac ectb uMs u mapoiab LDAP-menemkepa. Eciu Oyaer ucnonb3oBarbes SSL, Heobxonumo ybeaurbest,
qT0 CepTI/I®I/IKaT " KJIIOYM K HEMY YCTAHOBJIEHBI
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2.1. Hacrpoiika Ambari mis ayrerrudukanun LDAP win Active Directory

Tabmuma2.1.:  CeoiictBa ¥  3HAYEHWsS s HACTPOUKH
ayrenrudukanun LDAP
CeoiicTBo 3HayveHne Onucanue
authentication.ldap. primaryUrl server:port Nvma xocrta u  mopr aaa LDAP  wm

cepepa Active Directory (AD). IIpumep:
my.ldap.server: 389

authentication.ldap. secondaryUrl server:port Nvms  xocta u wmopr yig  BTOPUYHOIO
ceppepa  LDAP wumm  AD.  TIpumep:
my.secondary.ldap.server: 389
Heobsi3arenbublii mapameTp

authentication.ldap. useSSL true or false Ecnu 3nauenune true — ucnonp3zoBarsh SSL mpu
nonkaodenun Kk LDAP unu cepeepy AD

authentication.ldap. [LDAP attribute] AtpubyT nma mMennm monb3oBaTend. Ilpmmep:

usernameAttribute uid

authentication.ldap. baseDn [Distinguished Name] root  Distinguished Name momcka B

Karajore i nonb3oBareseii.  [Ipumep:
ou=people,dc=hadoop, dc=apache,dc=org

authentication.ldap. referral [Referral method] Onpenenser HEOOXOANMOCTh CJIeIOBATH
pexkomengamusay LDAP

authentication.ldap. true or false Eciu 3mauenme true — mpuBsS3aTh CEpBEP

bindAnonymously LDAP uaun AD anoHuMHO

authentication.ldap. managerDn [Full Distinguished Name| | Ecaun aus napamerpa «Bind anonymous»
ycranoBiieHo 3uadenue «false», «Distinguished
Name» («DN>») ISt MeHe/I7Kepa.

[Tpuwmep: uid=hdfs,ou=people,dc=hadoop,
dc=apache,dc=org

authentication.ldap. [password] Ecom gns mapamerpa  «Bind anonymous»

managerPassword ycraHoBjeHo 3Hadenume «false», mapompb miist
MeHeKePa

authentication.ldap. [LDAP Object Class] Kurace obbekra s nonp3osaresneii. [Ipumep:

userObjectClass organizationalPerson

authentication.ldap. [LDAP Object Class] Kmacc obbekra mist  rpymm.  Ilpumep:

groupObjectClass groupOfUniqueNames

authentication.ldap. [LDAP attribute] ATpubyr  OpUHAIJIEKHOCTH K  TpYIIIe.

groupMembershipAttr [Ipumep: uniqueMember

authentication.ldap. [LDAP attribute] ATpubyT uMeHHn TPyTITHI

groupNamingAttr

2.1.2 Hacrpoiika Ambari ansa ncnons3sosavusa LDAP-cepsepa

Important: FEcan ucnonssyerca LDAPS, u ceprudukar cepsepa LDAPS mnomgmuchbiBaeTcs JOBEPEHHBIM IEHTPOM
cepTudUKAIMKA, TO HET HEOOXOAMMOCTH MMIIOPTUPOBATH cepTudukar B Ambari, u mosToMy maHHbIf pasmes ciemsyer
UTHOPUPOBATH

Ecau cepsep LDAPS — camonoanucannbiit cepTuduKaAT WK TOIINACAH HEOMO3HAHHBIM ITEHTPOM CepTU(MDUKAIINH,
TaKUM KaK BHYTPEHHUH [EHTp cepTudukanmm, HeoOX0IMMO HMIIOPTUPOBATH CEPTH(MUKAT U CO3AATH (DA XPAHUIHIIA
kJoueii. B cieyromem npumepe cosnaercs daiisn xpanuanina Kitodeit B dbaiine /keys/ldaps-keystore.jks, Ho ero MoxKHO
co3marh B JI000M MecTe (aitoBoit cucrembr. lisg sToro ciemyer 3amyctuth komauay nactpoiiku LDAP ma cepsepe
Ambari u orBeTUTH Ha BOIPOCHL:

1. Mecro, rae Karasjgor KJio4eil He CyIecTBYeT, HO B KOTOPOM [I0J/2KE€H ObITh CO3/aH:
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© ® N o o

10.

17.
18.

mkdir /etc/ambari-server/keys

$JAVA_HOME/bin/keytool -import -trustcacerts -alias root -file $PATH_TO_YOUR_LDAPS_CERT -keystore /etc/
< ambari-server/keys/ldaps-keystore. jks

3agars maposb, KOTOPBIH OyIeT NCIOIb30BATHCSA TIPU HACTPOIKe ambari-server-ldap, py TOSBIEHUN 3aMPOCA;;
ambari-server setup-ldap
B zampoce “Primary URL*” Beecru URL-aapec u mopr cepsepa. Tpebytorcs 3nadenusi, OTMEIEHHBIE 3BE3I09KOIA.
B zampoce “Secondary URL*” Beectn URL-agpec Bropmuanoro cepsepa u nopt. Heoba3arensHbrii mapaMeTp.
B 3ampoce “Use SSL*” Beectn cBoe 3nadenue. IIpm ucnonwsopanun LDAPS BeecTn 3smauenue true.
B zanpoce “User object class*” BeecTu Kacc 06bEKTOB, HCIOAL3YyEMbIH /1 OIb30BATEICH.
) y
B zampoce “User name attribute®” seecrn croe 3nadenme. ITo ymMom9annuio ycraHaBInBaeTcs — uid.
B 3ampoce “Group object class*” BeecTn knacc 06beKTa, NCITONB3YEMBIH JIJIsT TPYIIIL.
)

B 3anpoce “Group name attribute*” sBecTm arpubyT HMEHH TPYIIIBL.

. B zampoce “Group member attribute®” ssecru arpubyT NpHHAIIEKHOCTH K IPYyILIIE.
12.
13.
14.
15.
16.

B 3ampoce “Distinguished name attribute*”’ secrm arpubyT, ncnomssyemsrii qua distinguished name.
B zampoce “Base DN*” BBecTr CcBOE 3HAYCHHE.

B 3anpoce “Referral method™” seecrn follow nnn ignore nepenaan LDAP.

B zampoce “Bind anonymously*” Beectu cBoe 3HadeHHE.

B zampoce “Manager DN*” specTn cBOe 3HAUEHWE B TOM CIydae, ecau B 3anmpoce “Bind anonymously” ycranosiero
3Hadenue false.

B 3anpoce “Enter the Manager Password®” seectu maposs DN mernemxepa LDAP.
Ecnu ua mare 6 ycranosieno 3uadenne Use SSL = true, NOSBUTCS CIEIVIONIAN 3amMpOC:
Do you want to provide custom TrustStore for Ambari?

BosmozkHBI citeryiomue BApUAHTHI OTBETOB:

BoJjiee 6e3omacHbIit BapuanT. Eciau ucnonmb3yercss caMOIOANUCAHHDBIH cepTrudUKaT, KOTOPBIAi BBl HE XOTUTE
MMTIOPTHUPOBATH B CYIIECTBYyIOIIee xpanusniie Kiaodeir JDK, cieayer BBecTn 3Hadenue y.

Hamnpuwmep, B ciiydae, ecjid Bbl XOTUTE, YTOOBI JAHHBIH cepTudUKAT UCIOJb30BAJICA TOILKO Ambari, 6e3 apyrux

nputoxkenuit, 3anymenuabix JDK Ha ToMm ke y3ie.

ECJ'H/I BbI6I/IpaeTC§I 9Ta OIIIHUA, TO IIOABATCA AOIIOJTHUTEJIbHbIE 3aIlIPDOCDI:
B zampoce “TrustStore type” BBectu jks;

B zampoce “Path to TrustStore file” Beectu /keys/ldaps-keystore.jks (nam dbakTudaeckunii myts K daitny XpaHuInIa
KJII0Yeit);

B zampoce “Password for TrustStore” BBecTu maposib s XpaHUIAIIA KJIIOYei.

Menee GesomacHbIii BapuaHT. KCan HUCHOIB3yeTCs CAMOMOAMUCAHHBIA CEepTU(MUKAT, KOTOPHIA BBl XOTHUTE
MMTIOPTUPOBATH M XPAHUTD B CYIIECTBYIOIEM KitodeBoM xpanunuiie JDK, BBeauTe 3nadenue n.

IIpeobpazosars ceprudukar SSL B dopmar X.509, ecnu 570 HEOOXOIUMO, BBITOJTHUB CIEIYIONLYI0 KOMAHLY, T/Ie
<slapd.crt> — nyTp K ceprudurary X.509:

openssl x509 -in slapd.pem -out <slapd.crt>
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2.1. Hacrpoiika Ambari mis ayrerrudukanun LDAP win Active Directory

e IImnoprupoBars ceprucdukar SSL B cyiecrByoiiee XpaHuauine Kiardeil, HapuMep, XPaHuIulie cepTudukaTos
jre TIO yMOJTYAHUIO, UCTIOIB3YST CJAEYIONYI0 KOMAHIY:

/usr/jdk64/jdk1.7.0_45/bin/keytool -import -trustcacerts -file slapd.crt -keystore
/usr/jdk64/jdk1.7.0_45/jre/lib/security/cacerts

[ne Ambari macrpoen mjs ucnosb3oBanus JDK 1.7, mosromy ceprudurar JoJKeH ObITh UMIOPTHPOBAH B
xpannuiie kiaodeit JDK 7.

19. IlpoBepuTh BCe HACTPOUKHU, U €CJIM OHU BEPHBI, BHIOPATH 3HAYECHUE Y.
20. 3amycTuTh WK Mepe3anyCTUTh CepBep:
ambari-server restart

NMTmopTHpOBaHHBIM MOIH30BATEISIM HAZHAYAIOTCS MPaBa mojib3oBaresns Ambari. OHu MOryT 9UTaTh METPUKH,
MPOCMATPUBATH CTATYC W KOH(MUTYPAIWIO CEPBHCOB, & TaK K€ MPOCMATPWBATH HHGMOPMAIWIO O 33JaHuu. 1T0ObI
MOJI30BATEN MODIU 3aIlyCKATH WJIM OCTAHABJIMBATH CEPBUCHI, MEHATH KOHMULYpAIMK U 3aIycKaTb smoke tests, um
HeOOXOAMMO HA3HAYUTHL IpaBa agMuHucrparopa Ambari. [Ijis BHeceHus JaHHBIX M3MEHEHUil cjeiyer MepeidTH 110
nyakram Mmerio “Manage Ambari — Users — Edit”.

Mpumep koHdurypauyum Active Directory

B Directory Server wucnoip3yioTcsd CIeNUaJbHbIE KJIACChI OOBEKTOB ¥ ATPUOYTHI [JIsi XPAHEHUS
naeHTupUKATOPOB. B manHOM paszese B KauecTBe IpuMepa 0ToOpaxKaroTcs KOH(uUrypaiuu, Xxapakrepubie 1 Active
Directory.

Tabnuna2.2.: ITpumep xouduryparmun AD

3anpoc (3Ha4eHme No ymonyaHuo) Mpumep 3Hauennii gnsi Active Directory
User object class* (posixAccount) user

User name attribute* (uid) cn

Group object class* (posixGroup) group

Group member attribute* (memberUid) Member

Distinguished name attribute* (dn) distinguishedName

2.1.3 CuHxpoHusauus nonb3osatenein n rpynn LDAP
s cuaxporn3anun LDAP #HeoObxonuMo 3amyCcTuTh KOMAH/IY W OTBETUTH HA 3aIIPOC:

ambari-server sync-ldap [option]
Important: /I Bbimonnerus oneparyyu HeOOXOIMMO 3aMyCTUTH cepBep Ambari

o [Ipu nosiBiennu 3anpoca HEOOXOAUMO MPEJOCTABUTD yUYE€THBIE AHHbIE aJMuHUCTPAaropa Ambari;

e Ilpu cunxpouusamuu LDAP joka/jbHBIE yYeTHBIE 3alWCH MOJIL30BATENel ¢ COBMNAJAIONIMMI UMEHAMU OYIyT
nepekJiodarbes Ha tun LDAP, uro o3nagaer, 4ro ux ayrentudukalus Oyger AedicTBOBATHL MPOTHB BHEITHErO
LDAP, a He B JIOKaJIbHOM XpaHUJIUIIE HOJb30Bareneil Ambari;

e LDAP cunxponmsupyer mo 1000 nonws3oBareseii. Ecim Bbl minanupyere ummnoprupoBarb 6Oosee 1000
MO/IH30BaTe e, HEOOXOIUMO TP CHUHXPOHW3AIWH WCIOJIB30BATEH OMIMI0 —USErs W yKa3aTh OTMOUILTPOBAHHBIH
CITUCOK TIOJTH30BATEIEH /1151 BBITTOJTHEHNST UMITOPTA, TTAKETAMU.

VTuaura mpeaocTaBisieT TPYA BaAPUAHTA CHHXPOHU3AIINN:
o Oupe/ieseHHbIil HAOOP MOJIB30BATENEH U TPYIIL;

e CunxpoHM3alNs CYIIECTBYIOMNX MOJb30BaTeneil u rpynn B8 Ambari ¢ LDAP;
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TnaBa 2. Pacmupennbie mapamverpbl 6e3onacHoctu g Ambari

e Bce nosb3oBaresu u IPyIIibL.

ITo 3aBepIeHNI0 CHHXPOHU3AIAN HEOOXOAMMO TIPOBEPUTH (HaMIbl KYPHAIOB HEYJAATHBIX MOMBITOK UMIIOPTa HA
/var/log/ambari-server/ambari-server.log Ha xocre cepBepa Ambari.

2.1.4 OnpepgenenHbiii Habop nonb3oBaTenein U rpynn

Il CHMHXPOHM3aIMK OIPEIeIeHHOro Habopa mosb3oBareseil u rpymn u3 LDAP B Ambari neobxomumo
HCIOIB30BATh ApAMeTp:

ambari-server sync-ldap --users users.txt --groups groups.txt

Jlamee ciemyeTr MpemOCTABUTh TEKCTOBBIN haityl moIb30BaTe/ el U TPYIIN, PA3IEIEHHBIX 3AMATHIMU. 3AMUCHA B
KaxKJIO0M 3 3TUX (PAIOB JOIKHBI OCHOBBIBATHCA Ha 3HAUeHNAX aTprOyToB B LD AP, BHIOpAHHBIX BO BpEMSI YCTAHOBKH.
s daitna users.trt nomxen ucnonb3oBarbes arpubyT “User name attribute”; a mus daiina groups.tat — “Group name
attribute”. 9ra KomManIa HARAET, UMIIOPTUPYET U CUHXPOHU3UpYyeT coorBercrByiomue oobekTsl LDAP ¢ Ambari.

YjleHCTBO B TpyIIe ONPEIeNIsSeTcs ¢ MOMOIbio arpubyra “groupMembershipAttr”, ums mosb3oBarens — ¢
MOMOINbI0 arpudyTa “usernameAttribute”, ykazanubix Bo Bpems nacrpoiiku LDAP.

2.1.5 CyuwecTtsyilouine nonb3oBaTenn v rpynnbl

[Mocste cuEXpOHU3AINT ONPE/IETeHHOr0 Habopa MOJb30BATENeH U IPYII, CASAYIONHi TapaMeTp UCIOIb3yeTcs
JUIS CHHXPOHU3ALMN TOJIBKO TeX 00beKTOB, KoTopble Haxondrca B Ambari ¢ LDAP:

ambari-server sync-ldap --existing

Hecymecreytomue 8 LDAP noss3oBarenu ymansiorcs u3 Ambari, a gienctso B rpymnmne Ambari o0HOBIsIETCST
1o coorBercrBust LDAP (wieHCTBO B rpyIiiie ope/iessercs ¢ moMolpio arpubyra “groupMembership Attr”, ykazauuoro
BO Bpems Hactpoiiku LDAP).

2.1.6 Bce nonb3oBaTtenu v rpynneol

B ciyuae HeobxomuMoCTH CHHXPOHM3aluU Bcex moJb3oBareseil u rpyun ¢ LDAP B Ambari ucnonb3yercs
CAeYIOmMMiT TapaMeTp:

ambari-server sync-ldap --all

910 JeficTBHE UMIIOPTUPYET BCE OOBEKTHI ¢ COOTBETCTBYIONIMME Kjaccamu mosb3oBareseit u rpynn LDAP B
Ambari.

2.2 Hacrpoiika Ambari gns Non-Root

B mensix 6e30macHOCTH 3KOCUCTEMbBI OTPAHUYEHNE JOCTYITA, M CEPBUCOB, BHITIOJHIEMBIX C IPABAMU T00t, SIBISETCS
xecTkuM TpeboBarmeM. /s 3tux cpenq Ambari Moxker ObITH HACTPOEHA [1J1sT pAabOTHI Oe3 AocTyna root. KoMmoneHTbI
Ambari Server u Ambari Agent obecieunBatoT pabory 6e3 mpas root:

e Hacrpoiika Ambari Server jgis Non-Root;

e Hacrpoiika Ambari Agent aia Non-Root.

2.2.1 Hacrpoiika Ambari Server gns Non-Root

g macrpoiiku 3anycka Ambari Server or nosb3osaress (6e3 npas 700t) BO BpeMs HOPOLECCa HACTPOHKM
ambari-cepBepa HEOOXOAMMO BHIOPATH 3HAYEHUE Y TIPHU 3aIPOCE:

Customize user account for ambari-server daemon?
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2.2. Hacrpoiika Ambari mist Non-Root

B nporecce ycraHOBKE HperaraeTcs UCHoJIb30BATh Uil OJIb30BaTe s, He sBisiomerocsa root, Ambari Server,
Hampumep: ambari.

[Tonw3oBarens 6e3 mpaB 100t, KOTOPBIH BBHIOpAaH /s 3amycka cepBepa Ambari, J0/KeH BXOAUTH B TPYIIILY
Hadoop. Dra rpynna Jo/KHA COOTBETCTBOBATH ydUeTHBbIM 3amnucam ciaykObi Hadoop, ykazanHbIM Ha BKJIAIKE
“Customize Services — Misc tab” Bo Bpems sTama HACTPOWKH MacTepa yCTaHOBKHU. VIMs IPYIIbI, 3aJafoleecs o
ymomganuio — hadoop. Eciiv BO BpeMst yCTAHOBKHY KJIACTEPA HA3BAHUE TPYIINBI OBLIO U3MEHEHO, HEOOXOIUMO yOe uThCs,
9TO TOJB30BATEb, HE SIBJIAIOMIANACS MOIH30BaTEIeM 700t, BXOIUT B JAHHYIO TPYIIIY.

Eciim Ambari Server paboraer Kak Mmoib30BaTesb 0e3 mpas 7ool, Hampumep, ambari, W TIAHUPYETCs
ucnoab3oBarh Ambari Views, #HeoOxoqumo 100aBUTH cjeayiomue cBoiictBa B “Services — HDFS — Configs —
Advanced core-site”:

hadoop.proxyuser.ambari.groups=*
hadoop.proxyuser.ambari.hosts=%*

2.2.2 Hacrpoiika Ambari Agent ans Non-Root

Ambari Agent MOXHO HACTPOWTBH JJIs 3aMyCKa OT TMOJb30BaTenast 0e3 mpas root. ljas sToro Tpebyercs
CIIEIUAJIBHBIN JOCTYT sudo K yueTHbiM 3anucsam cepBruca Hadoop u BbITOTHEHNS OMPEIeIeHHBIX TPUBUIETHPOBAHHBIX
xomana. Hacrpoiika arearo Ambari gis paborel B KadecTBe non-root Tpebyer pydHO yCTAHOBKH areHTOB Ha
BCex yasax kKiacrepa (cM. pykoBoacTBo “Uncrpykiusa no ycranoske kiacrepa’). Ilocie ycTaHOBKH KazKI0ro areHTa
HEOOXO/IMMO HACTPOUTH AreHTa JJis 3allyCKa KaK I0Jb30BaTess 0e3 mpaBa root. B maHHOM mpuMepe UCHOIb3yeTcs
MOJILb30BATEh ambari.

Heobxonnmvo n3menuts B daiise /etc/ambari-agent/conf/ambari-agent.ini cBOWcTBO Tun_ as_user:
run_as_user=ambari
Hasiee 11 crapra paboThL OT 110Jib30BaTe s 6€3 1oJIHOMOYKIE Toot HeobxonuMo nepe3aiycrutb Ambari Agent.

Jl1s 3ammycKa OmpeIeIeHHbIX KOMAHI, TPEOYIOIMINX JTOTOTHATEIHHBIE TIPABA, YCTAHABINBAEMBIE B KOH(DUTYPAIIAT
Sudoer, dbynknus non-root ocuoBbiBaercs Ha sudo. Koudwuryparus sudo pas3meseHa Ha 4HacTh: HACTPAUBAEMBIE
IIOJIb30BaTe/I, HEHaCTPpauBaeMbI€ IIOJIb30BaTE/IN, KOMAaH/Ibl 1 3HAYCHUA SUdO IO YMOJTYIaHHIO.

B nocseayromux pasjesnax OIMMCAHO KaK CJedyeT HacTpauBaTb sudo, 4rodbl mo3BoMTh Ambari 3amyckarbes
OT ToR30BaTeNIsT 663 paB root. Kaskapiit 13 pas3zenoB BKIOYAET OMpeereHHble 3amiuc sudo, KOTOphble HeOOXOIIMMO
MNOMECTUTH B /etc/sudoers m 3aIyCTHTh KOMAHI:

visudo

HacrpaMBaeM blé noJib30BaTtesin

JaHubIit pa3aen comep:KuT KOMaH bl “‘su” u cooTBeTcTByIommne yderHbie 3amucu cepsruca Hadoop, xkoropbie
HACTPAUBAIOTCS MPU YCTAHOBKE:

# Ambart Customizable Users

ambari ALL=(ALL) NOPASSWD:SETENV: /bin/su hdfs *,/bin/su ambari-qa *,/bin/su ranger *,/bin/su zookeeper *,/
—bin/su knox *,/bin/su ams #*,/bin/su hbase *,/bin/su spark *,/bin/su hive *,/bin/su hcat *,/bin/su mapred,,
—*,/bin/su oozie *,/bin/su tez *,/bin/su atlas *,/bin/su yarn *,/bin/su kms *

VueTHbIe 3aiCH TTOJIH30BaTENEH TOJIXKHBI COOTBETCTBOBATE YYETHBIM 3AIUCIM CEPBEPOB, YKA3AHHBIM HA BKJIAIKE
“Customize Services — Misc tab” Bo Bpems 3rama HacTpoitku macrtepa ycranoBku. Hanpumep, eciim YARN macrpoen
JUUIsl 3aIyCKa KaK TYz  Yyarn, HeoOXOAUMO U3MEHUTh KOMaHLy su Ha /bin/su zyz yarn.

HeHaCTpaVIBaeMble nosib30BaTtenu

JlaHHBIH pa3mesl COMEp:KUT KOMAHIBI “‘Su” I CUCTEMHBIX YYETHBIX 3aIHCeill, KOTOPhbIe HEIb3si W3MEHUTH, U
KOTOpbIE TPEOYIOTCS TOJIHKO B TOM Ciydae, eciu ucrtosb3dyercs MySQL, ycranosnenubiit u ynpasiasembrii Ambari
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i Hive Metastore. Eciu ucnosb3yercs cymecrBytomasn 6a3a ganubix MySQL, PostgreSQL wiu Oracle jis
Hive Metastore, BKII0YaTh JAHHBIE KOMAHIbI HET HEOOXOIUMOCTH.

# Ambart Non-Customizable Users
ambari ALL=(ALL) NOPASSWD:SETENV: /bin/su mysql *

KomaHnpgbl

Komampl, KOTOpBIE [OMKHBI BXOAUTh B CTAHIAPTHDBIE OMEPAIINH areHTA:

# Ambari Commands

ambari ALL=(ALL) NOPASSWD:SETENV: /usr/bin/yum,/usr/bin/zypper,/usr/bin/apt-get, /bin/mkdir, /usr/bin/test,
<+/bin/1n, /bin/chown, /bin/chmod, /bin/chgrp, /usr/sbin/groupadd, /usr/sbin/groupmod, /usr/sbin/useradd, /
—usr/sbin/usermod, /bin/cp, /usr/sbin/setenforce, /usr/bin/test, /usr/bin/stat, /bin/mv, /bin/sed, /bin/rm,
— /bin/kill, /bin/readlink, /usr/bin/pgrep, /bin/cat, /usr/bin/unzip, /bin/tar, /usr/bin/tee, /bin/touch, /
—usr/bin/distro-select, /usr/bin/conf-select, /usr/phd/current/hadoop-client/sbin/hadoop-daemon.sh, /usr/
—1ib/hadoop/bin/hadoop-daemon.sh, /usr/lib/hadoop/sbin/hadoop-daemon.sh, /sbin/chkconfig gmond off, /sbin/
—chkconfig gmetad off, /etc/init.d/httpd *, /sbin/service phd-gmetad start, /sbin/service phd-gmond start,
—/usr/sbin/gmond, /usr/sbin/update-rc.d ganglia-monitor #*, /usr/sbin/update-rc.d gmetad *, /etc/init.d/
—apache2 *, /usr/sbin/service phd-gmond #*, /usr/sbin/service phd-gmetad *, /sbin/service mysqld *, /usr/
—bin/python2.6 /var/lib/ambari-agent/data/tmp/validateKnoxStatus.py *, /usr/phd/current/knox-server/bin/
—knoxcli.sh *

# Ambari Ranger Commands

ambari ALL=(ALL) NOPASSWD:SETENV: /usr/phd/*/ranger-usersync/setup.sh, /usr/bin/ranger-usersync-stop, /usr/
—bin/ranger-usersync-start, /usr/phd/*/ranger-admin/setup.sh *, /usr/phd/*/ranger-knox-plugin/disable-knox-
—plugin.sh *, /usr/phd/*/ranger-hbase-plugin/disable-hbase-plugin.sh #*, /usr/phd/*/ranger-hdfs-plugin/
—disable-hdfs-plugin.sh *, /usr/phd/current/ranger-admin/ranger_credential_helper.py, /usr/phd/current/
—ranger-kms/ranger_credential_helper.py

Important: He u3mensiiTe cnucku KOMAHI, TOJbKO WMEHA MOJBH30BATENENl MOTYyT OBITH W3MEHEHBI B pa3esie
«Customizable Users»

it TOBTOPHO# MTepanun HeOOXOANMO BBIIOJIHUTH JAHHYI0 KOH(MUTYpAIuio sudo Ha KaXKIOM y3Jje KJIACTepa.
Y1006l yOeuThCs, 9TO KOH(MUTYyPAIUs BBIIOJTHEHA TPABUILHO, CJIEAYeT BBIIOJHUTHL ‘SU” i MOJIb30BaTe s ambari
u 3anyctuth sudo -l. TaM MOXXHO TPOBEPUTDH, HET JIM MPEAYIPEKICHUN, U yOeTUThCsI, YTO PE3yJIbTAT KOH(MUTYPAITUU
COOTBETCTBYET TOJHKO UTO MPUMEHEHHOMY.

3naveHus Sudo no ymonyaxuio

Hexoropbie Bepcun sudo nMer0oT KOH(MUTYPAIUIO IO YMOJTIAHUIO, KOTOPasi IMPEIOTBPAIAET BBI30B Sudo uU3 He
WHTEPAKTUBHON 0007109KM. Y TOOBI areHT BBIMOIHSI KOMAHIbI HE WHTEPAKTUBHO, HEKOTOPHIE 3HAYEHUS IO YMOJTIAHUIO
HEOOXOIMMO MEPEHACTPOUT.

Defaults exempt_group = ambari
Defaults !env_reset,env_delete-=PATH
Defaults: ambari !requiretty

st IOBTOPHO# mMTepanuun HeOOXOANMO BBIIOJIHUTH JTAHHYI0 KOH(MUIYypanuio sudo Ha KaxKIOM y3Jje KJIACTepa.
Yr00bI yOeIUTHCSA, YTO KOH(MUTYPAIUS BBHIMOJIHEHA TPABUILHO, CJIEAYET BBIMOJHUTH “‘Su” [jIs moJb30BaTess ambari
u 3anyctuth sudo -I. Tam MOXKXHO MPOBEPUTH, HET JIM MPEAYIPeXkKICHuUM, U yOeauThCs, YTO PE3yJIbTaT KOHMUTYpaluun
COOTBETCTBYET TOJIBKO 9TO MPUMEHEHHOMY.

21




2.3. UIudposanme 6a3nr manubx u naposeir LDAP (ommonaanHo)

2.3 LUwudposaHue 6a3bl aaHHbIX 1 naponeii LDAP (onunoHanbHO)

ITo ymonganuto naponu gocryna K Oaze ganabix Ambari u LDAP-cepBepy xpaHsTcs B IIPOCTOM TEKCTOBOM
daiine. s 3amudpoBku maposieil HeOOXOIUMO 3aIlyCTHTD CIIENMUAJIbHYI0 KOMAH/Iy HACTPONKM.

Important: Bo Bpems mmdpoBanus naposeit Ambari Server me mosizken ObITH 3armyIleH: JU00 BHECTH WU3MEHEHUsT
nepeJ; IepBbIM 3aIyCKOM cepBepa Ambari, 1ub0 OCTaHOBUTH CepBep i BHECEHUsI W3MEHEHU N

1. Ha Ambari Server 3amyctuTh KOMaHIy HACTPONKM:
ambari-server setup-security
2. TIpwu 3ampoce “Choose one of the following options” BeiGparh BapuanT 2:
e [1] Bkarouurs HTTPS juis cepepa Ambari;
e [2] IIIudporars maposnn, xpausumecs B daiize ambari.properties;
e [3] Hacrpoiika kordurypamun JAAS Ambari kerberos;

3. JdBaxabl BBeCTH K04 i mudpoBanus napodeil (ecau naposu 3amudpoBaHbl, HEOOXOAUM JOCTYI K KJIIOYY,
4100b! 3amycrurs Ambari Server).

4. Ectb Tpu BapuaHTa COXpaHEHUS KJIOYa:

e [lepenecure ero B (aiin Ha cepBepe, HaXKaB Y B CTPOKE;

e Coznarp nepemennyio cpexy AMBARI SECURITY MASTER KEY u ycraHOBUTH HA Hee KJIIOY;
e Bpyumnyto BBecTH K09 B KOMAHIHON CTPOKE TPH 3aTTyCKe cepBepa.

5. 3amycrurh uam mepesamnyctuth Ambari Server:

ambari-server restart

2.3.1 Copoc wundpoBaHus
Cbpoc nmdpoBanusi BO3MOXKEH B CJEAYIONHMX CJIYIadX:
e Tlosnoe ynanenue mudpoBanue;

o lI3MeHeHME TEKYIIEro MACTEp-KJIYa TMOTOMY, 9TO KJII0Y 3a0bIT, OO JIsS CMEHBI TEKYINEro KJI0Ya B IEJISIX
0Ee30IIaCHOCTH.

Important: Bo Bpems cOpoca mmdpoanus Ambari Server He Jjio/i2keH ObITh 3aILyIEH

MonHoe yganeHue windposaHns

s BoccranosieHus 6a3bl maHHbix Ambari u naposeit LDAP 10 noiHocTbio He3amudpOBaHHOIO COCTOSHUS
HEOOXOIMMO BBINIOJHUTD CJIEYTOIIMe TeHCTBUS:

1. Ha xocre Ambari B TekcTOBOM pemakTope OTKpHITH baitn /etc/ambari-server/conf/ambari.properties n
YCTAHOBUTBH CBOWUCTBO:

security.passwords.encryption.enabled=false
2. YiaanuTh:
/var/1lib/ambari-server/keys/credentials. jceks

3. Yananursb:
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TnaBa 2. Pacmupennbie mapamverpbl 6e3onacHoctu g Ambari

/var/lib/ambari-server/keys/master
4. COpocuth apoJib 0a3bl TaHHLIX W, TPU HeobxoaumocTu, napojb LDAP. Bamycrurs nacrpoiiky “ambari-server”
(cm. paznen “Hludposanue 6a3bl Janubix u naposeit LDAP (omnuonanbio)”) u “setup-ldap ambari-server” (cm.
pazuen “Hacrpoiika Ambari nug ucnosnbzosanus LDAP-cepsepa”).
N3meHeHue Tekyuiero Macrep-kao4da

B ciyuae ecoiu Teky1mmit MacTep-Kai0Y U3BECTEH, JJIsI €r0 M3MEHEeHrs HeOOXOIMMO TIOBTOPHO 3aIyCTUTh KOMAHLY
HACTPOWKHK MIM(POBAHUS U CJIEIOBATH UHCTPYKIUSIM:

ambari-server setup-security
1. U3 npe/10’KeHHBIX BAPUAHTOB BHIOpPATH 3HAUEHME 2:
e [1] Bkatouurs HTTPS nyis cepsepa Ambari;
e [2] Tudposary naposu, xpausumecs B daiiie ambari.properties;
e [3] Hacrpoiika koudurypamnn JAAS Ambari kerberos;
2. Ilpwm 3ampoce BBeCTH TEKYIIUil MacTep-KJIIOq;
3. B zampoce “Do you want to reset Master Key” Bsectu 3uadenue yes;
4. B xoMaHIHOI CTPOKE BBECTH HOBBIN MACTEP-KJIIOY U TOJATBEPIUTH €rO0.
B cayuae ecam Tekymmii MacTep-KJIi0Y HEM3BECTEH:
1. Tonuocrbio ynamurs mudposanue (cm. pazzgen “Tloanoe yuanenue mudposanus’);
2. Ilpoussecru HacTpOiiKy Macrep-Ki04a (Kak ONUCAHO B HAYAJe TEKYIIEro pa3/elia):
ambari-server setup-security
3. Banycruth wiu niepesanyctuth Ambari Server:

ambari-server restart

2.4 Hacrtpoiika SSL gnsa Ambari (onuvonanbHo)

s orpamumuenus goctyna kK cepBepy Ambari gna coemmnenuit HTTPS, meoOxoamMo mnpemsocTaBUThH
ceprudukar. Hecmorpss Ha TO, 9TO MEPBOHAYATHLHO MOXKHO HCIOJIb30BATH CAMOIOIMNCAHHBIA CePTU(UKAT, OH HE
TIOAXOMAT s Aanuoit 3agaqun. Ilocae Toro, kak ceprudukar Oymer ycTaHOBIEH, HEOOXOIUMO 3aIlyCTUTD CIEIUATLHY IO
KOMaHIy HACTPONKM.

Important: Bo Bpems macTpoitku Ambari Server He J0J7KeH ObITH 3aIMyINEH: JUOO BHECTH W3MEHEHUsI [EPE]T IEPBHIM
zamyckoMm cepBepa Ambari, 1u60 OCTAHOBUTH CEPBEP [Jisi BHECEHWST M3MEHEHWI

1. Boiitu na xoct Ambari Server;

2. Haiitu ceprudukar. Ecim co3maercss BpeMeHHBIH CaMOIOAIHCAHHBIN cepTudUKaT, NCI0JIH30BATh €r0 B KAIeCTBE
mpuMepa:

openssl genrsa -out $wserver.key 2048
openssl req -new -key $wserver.key -out $wserver.csr
openssl x509 -req -days 365 -in $wserver.csr -signkey $wserver.key -out $wserver.crt

Tne $wserver — mmsa xocta cepeepa Ambari.

Ucnonp3yemsbrii ceprudurar gomken O0oitb PEM-3akoguposan, a ne DER-3akoauposan. Eciu wncmonbs3oBaTh
DER-3akonupoBanusiit cepruduKaT, BHIIACTCSA CIEAYIONAs OMUOKA:
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2.5. Hacrpoiika Kerberos mna cepsepa Ambari (onmmonaibmo)

unable to load certificate 140109766494024:error:0906D06C:PEM routines:PEM_read_bio:no start line:pem_lib.c
— :698:Expecting: TRUSTED CERTIFICATE

s xousepranuu DER-3akonuposannoro cepruduxara 8 PEM-3akoaupoBanubiii He06X0AMMO HCIIOIB30BATH
CEIYIOIIYI0 KOMAHJLY:

openssl x509 -in cert.crt -inform der -outform pem -out cert.pem
Lne cert.crt — DER-3akonupoBannbiii ceprudukar u cert.pem — nrorobiit PEM-konupoBanubiii ceprudukar.
3. BamycruTh CnernuaabHy0 KOMaH/y HACTPONKHM U OTBETUTH HA 3AMPOCHL:
ambari-server setup-security
e BriOpars 3nauenne 1 s skiaodenus HTTPS mis cepsepa Ambari;
e Ha 3anpoc “Do you want to configure HTTPS?” orseruts y;
e Buibpars mopr jms ucnonbs3oBanust SSL. Homep mopra, ycTaHOBIEHHDBIH M0 yMOTYAHUIO — 844 3;

e IIpenocraBuTh MONHBINA TyTh K daitny ceprudukara ($wserver.crt from above) m daiiry 3aKpbITOrO KIH0Ua
($wserver.key from above);

e BBectu maposib [1Jisi 3aKPBITOTO KJTIOYA;
e 3allyCTUTh WU IEPE3AIyCTUTh CepBep:

ambari-server restart

2.5 Hacrpoiika Kerberos gns cepsepa Ambari (onuynoHanbHo)
Korna kmacrep Briiouen ¢ Kerberos, koneunsie Toukn kommnonenta REST (rakne kak komrnonenT YARN
ATS) tpebytor ayrenruduramu SPNEGO (cum. pazzgen “Ayrentudukanua SPNEGO mia Hadoop”).

B 3aBucumocTu ot cepsucos B kiacrepe Ambari Web nmyxnaerca B gocryme K ganabim API. Tak:ke, Takue
npexcrapinenns, kKak Tez View, myxznatorca B gocryne K ATS. Ilosromy ceppep Ambari rpebyer npuHiunasia
Kerberos nna ayrearudpuxamuun depe3 SPNEGO B ornomennn 3tunx API. B mammom paszene omuchiBaercs,
KaK HacTpouTh cepBep Ambari ¢ momomsio npuanunajga Kerberos u keytab, 9T00bI TO3BOMUTH MPEICTABICHUSIM
ayrenrudunupoBarscs gepe3 SPNEGO no koMnoHeHTaM KJIacTepa.

1. Cozgars npuamunana 8 KDC mgna cepsepa Ambari. Hanpumep, ucnons3yst kadmin:
addprinc -randkey ambari-server@EXAMPLE.COM

2. Co3mars keytab mist 5TOTO MPUHIIATIAIA!
xst -k ambari.server.keytab ambari-server@EXAMPLE.COM

3. Tlomectursb keytab Ha xoct cepBepa Ambari. O6s3aTeIbHO YCTAHOBUTH MpaBa, s (PaiaoB, 9T0ObI 3aIyCKAIOIIN i
Ambari Server nosb3oBarTesb, MOr moJgyduTh AocTyi K daitty keytab:

/etc/security/keytabs/ambari.server.keytab
4. OcranoButh cepsep Ambari:

ambari-server stop
5. Bamycrurh KoMaHiy setup-security:

ambari-server setup-security
6. Boibpars 3 ans mactpoitku Ambari kerberos JAAS;

7. Bectn nms npunnunana Kerberos qis cepsepa Ambari, coznannoro ua 1 mare;
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TnaBa 2. Pacmupennbie mapamverpbl 6e3onacHoctu g Ambari

8. Bsecru nyrh K keytab njisi npunnunana Ambari;
9. Tlepezamycruth cepsep Ambari:

ambari-server restart

2.6 Hacrtpoiika Truststore gns cepsepa Ambari

[Ipu ucnonbzopanuu 1mmppopanus i Hadoop neobxomumo Hacrpourh Truststore Ambari u n106aBuTh
cepruduKaATHI.

Important: Bo Bpems mactpoitku Ambari Server He J0J7KeH ObIThH 3aMyINEH: JHOO BHECTH W3MEHEHUs! [EPE]T MEPBbIM
zamyckoM cepBepa Ambari, 1160 OCTAHOBUTH CEPBEP [1Jisi BHECEHUST M3MEHEHMI

1. Boiitu na xoct Ambari Server;

2. Beibpars 4 miist Setup truststore:

e Ha 3anpoc “Do you want to import a certificate into Truststore?” orserurs y;
e Bsecru tun Truststore. Ilapamerpamu siBnstorcs jks, jeeks ninu pks12;

e Ykazarh myTh K (aitmy Truststore;

e Beecru mapons mna Truststore m moarsepamth ero. Ilapons momkeH comepKarh He MeHee 6 CHMBOJIOB
(Ilpumevanue: mocseauue Tpu mara TpeOYIOTCH TOJLKO IIpU epBudHOil Hacrpoiike Truststore nysi Ambari);

3. Banycrurs win nepesanycrurb Ambari Server:
ambari -server restart

4. BrmonauTh HACTPOWKY 6E30IMaCHOCTH U BHIOPATH MYyHKT J It UMIIOpTa ceprudukara B truststore.

2.7 Hacrpoiika gsyctopoHHero SSL mexxgy Ambari Server u Ambari Agents
(onuunonansHo)

Jsycropounnii SSL obecrneunBaer mudpoBanne cBs3u MexXIy cepBepom Ambari n arearamu Ambari. Tlo
ymoganuio Ambari oTnpas/isieT JaHHBE C OTKJIIOYEHHBIM ABYyXCTOpOHHUM SSL.

Important: Bo Bpems macrpoitku Ambari Server He q0/KeH ObITh 3alyIeH: JHO0 BHECTH U3MEHEHUs! [IE€PE/T IEPBbIM
3aryckoM cepsepa Ambari, u60 OCTAHOBUTH CEPBEP [Jisi BHECEHUST M3MEHEHMI

g Braouenns nByxcroponuero SSL neobxommumo:
1. Ha xocre cepBepa Ambari B TeKcTOBOM penakTope OTKpbITh (aiiin /etc/ambari-server/conf/ambari.properties;
2. [lobaBuTh Cjemytomiee CBOUCTBO:

security.server.two_way_ssl = true
3. Banycruth wiu niepesanyctuth Ambari Server:

ambari -server restart

CepTI/I(bI/IKaTbI areHTa aBTOMATUYECKHU 3arpyzKalTCd BO BpeMdA PETUCTPAIIUU areHTa.
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2.8. Hacrpoiika mudpoB 1 MPOTOKOJIOB i cepsepa Ambari (onmmoHa bHO)

2.8 Hacrtpoiika wudgpoB 1 npoTtokosioB aAna cepsepa Ambari
(onuunoHansbHo)

Ambari obecrieduBaer KOHTPOJIb WKX(POB U IPOTOKOJIOB, KOTOPbIE JOCTyIHbL Yepe3 Ambari Server.

Y100l OTKJIOYNATH ONpEIeeHHbIe Mmudpbl, HEOOXOIUMO [100ABUTH CIHCOK Cjeayiomero ¢opmara B
ambari.properties (Opu yKa3aHUU HECKOJbKUX MIUMPOB, CJEAyeT OTAENATh KaxKAblil MUdpP C IOMOIIBI0 HUKHErO
HOYEPKUBAHUS):

security.server.disabled.ciphers=TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA

Y100l OTKJIIOYHATH OMPEIEIEHHBIE MTPOTOKOJIBI, HEOOXOAUMO [JODABUTH CIHCOK CAEAyIomero ¢dopmara B
ambari.properties (Upu yKa3aHUU HECKOJbKUX IIPOTOKOJIOB, CJIEAYET OTIENATb KarKJblil IIPOTOKOJ C MOMOIIbIO
BEPTUKAJILHON YepThl):

security.server.disabled.protocols=SSL|SSLv2|SSLv3
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I'maBa 3

Ayrentudukamuga SPNEGO gaga Hadoop

ITo ymomgamuio moctyn K HTTP-cepBucam m monb3oBaTenbcKoMy wuHTepQeiicy KiacTepa He HACTPOEH Ha
HeobxoauMocTh ayreHTudukanuu. Ayrearndukanuio Kerberos moxuo nacrpours s BeO-unrepdeiicos HDF'S,
YARN, MapReduce2, HBase u Oozie.

3.1 Hactpoiika cepsepa Ambari gna HTTP c nposepkoii nogsnHHOCTHN

s paboret Ambari ¢ kmacrepom, Tpebytomum ayrentudmuruposanubii HTTP-goctyn k BeOG-unTepdeiicy,
HeobxoanMo HacTpouTh cepBep Ambari gms Kerberos. Ilompobmroe onmcamnne HACTPOEK TPWBEIEHO B pas3jelie
“Hacrpoiika Kerberos myis cepepa Ambari (onmuonasnbho)”.

3.2 Hacrpoiika HT TP-aytentudukaymm gna HDFS, YARN, MapReduce2,
HBase n Oozie

s macrpoiiku HTTP-ayrenrudukanun gugs HDFS, YARN, MapReduce2, HBase u Oozie HeoOx0qumMo
BBIMOJIHUTD CJIEAYIOIINE AefCTBUA:

1. Co3zarh CeKpeTHBIH KJI0Y, UCHOIb3YEMbI JIisi MOAMUCAHNS TOKEHOB ayTeHTHdUKAIUA. DTOT (haili JTOoTKeH
COJIEpKATDH CIydaifHble JAHHBIE U PA3MENIAThCs HA KaxKaoM y3ie kiacrepa. OH TakkKe JOJKEH MPUHAIIEKATD
noJsib3oBaresissM u rpynnam hdfs, sxogsgmum B rpynmy hadoop. IlpaBa mosKHBI ObITH yCTAHOBIEHBL HA 44 0.
Hampuwmep:

dd if=/dev/urandom of=/etc/security/http_secret bs=1024 count=1
chown hdfs:hadoop /etc/security/http_secret
chmod 440 /etc/security/http_secret

2. B Ambari Web nepeiitu no Bnagram “Services — HDFS — Configs”,

3. JIobaBuTh MK M3MEHUTH CBONCTBA KoHdurypauuu B Advanced core-site, TpuBeIeHHbIE B TAOJIAIIE.
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3.2. Hacrpoiika HTTP-ayrenruduranun qnua HDFS, YARN, MapReduce2, HBase u Oozie

Tabmma3.1.: Hosble 3Hauenus cBoiicts koudurypamnun 8 Advanced

core-site
CeoiicTBo Hogoe 3HaueHue
hadoop.http.authentication.simple. anonymous.allowed | false
hadoop.http.authentication. signature.secret.file /etc/security /http secret
hadoop.http.authentication.type kerberos

hadoop.http.authentication. kerberos.keytab

/etc/security /keytabs/spnego.service.keytab

hadoop.http.authentication. kerberos.principal

HTTP/ HOSTQ EXAMPLE.COM

hadoop.http.filter.initializers

org.apache.hadoop.security. AuthenticationFilterInitializei

hadoop.http.authentication. cookie.domain

mycompany.local

Boiienientbie B Tabiiuiie 3anucu 3apucar ot caiira. CoiictBo hadoop.http.authentication. cookie.domain ocHoBaHO

HA TOJHOCTHIO JOMEHHBIX WMEHAaX CEePBEPOB B KJIacTepe.

Hampumep, ecim FQDN Bamero NameNode -

host1.mycompany.local, To hasoop.http.authentication.cookie.domain momxen ObITH yCTaHOBIIEH B mycompany.local.

4. CoxpaHUTb HACTPOWKHU ¥ MEPE3ANyCTUTH COOTBETCTBYIOIIHE CEPBEPA.
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