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Ornasienue

B sokymenTe npuBeienbl ceejenus 110 Hacrpoiike Ambari u Hadoop s Kerberos, paciupennbie napamerpbl
6ezonacuoctu st Ambari u ayrenrudukanus SPNEGO mjist Hadoop.

JlokyMeHT MOXKeT OBITh TOJIE3eH AJAMUHUCTPATOPAM, MPOrPAMMUCTAM, PA3PA0OTIMKAM ¥ COTPYIHHUKAM
nosipa3aesiennii "HGOPMAIMOHHBIX TEXHOJIOIWiT, OCYIIECTBIISAIONINX BHEAPEHNE U COIPOBOXKIEHIE KJIACTEPA.

Important: Konrakrras wadopmalus ciy:k0br moamepkku — e-mail: infoQarenadata.io
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I'maBa 1

Hactpoiika Ambari u Hadoop aias Kerberos

B nmammoit rmase onuceiBaerca Hactpoiika Kerberos misa HameKHOM ayTeHTH(OUKAIINN IOIB30BATENEH 1 XOCTOB
Hadoop B kitacrepe, yupasiasemoMm Ambari:

e O630p Kerberos;

o Ilpunamumanast Hadoop u Kerberos;

e Ycranoska u HacTpoiika KDC;

o IToakitouenue cucremsl Oe3onacHocru Kerberos B Ambari;
o Kimenrckue makerst Kerberos;

e Orkirouenue cucrembr Gezonacuaoctu Kerberos B Ambari;

e Hacrpoiika mabnomna arpubdyTa.

1.1 O630p Kerberos

Kecrkast ayreHTuduKanms W yCTAHOBJIEHHE JIMYHOCTH I110JIb30BaTe/id — OCHOBA O0E30IIaCHOIO JOCTYIa B
Hadoop. [Tonb3oBarean n0IKHBI UMETH BO3MOYKHOCTH HAJIEKHO “UICHTU(MUIIMPOBATL’ cebs, a 3aTeM MCIOIb30BaTh
o1y uaentudukanuio Bo Bcem kjacrepe Hadoop. Kax Tompko 310 Oyaer caemaHo, JaHHBIE MOJb30BATEIN MOTLYT
HOJIyYuTh JOCTYIl K pecypcam (Hanpumep, K daillaM wiu Karajoram) WM B3auMMOJEHCTBOBATHL C KJIACTEPOM
(nanpumep, BoinosusaTh 3ananus MapReduce). [Tomumvo nosb3osareseii, camu pecypebl kKiacrepa Hadoop (rakue
KAK XOCTbl U CEPBUCHI) JOJIKHbBI [IPOXOAUTH AyTEHTUMDUKAIMIO APYD C APYyroM, 4robbl u36exKarb IIOTEHIHUAJILHO
OTIACHBIX BPEIOHOCHBIX CUCTEM MJIM CUCTEM, “TIO3UIMOHUPYIOMUX ceOst’ KaK HAIEKHbIE KOMITIOHEHTHI KJIACTEPA C IEJIHI0
MTOJTy9eHUsT JOCTYIA K JAHHBIM.

Hadoop wucmoms3yer Kerberos B KadgecTBe OCHOBBI JjIsI CTPOrOil  ayTeHTH(UKAINKA W OOECIIeUICHMST
UJIEHTUIHOCTH MOJIb30BareissM u cepBucam. Kerberos sBjisercs CTOPOHHUM MEXAaHH3MOM ayTeHTHU(DUKAIMH, HA
KOTOPBIH [TOJIArAl0TCs TOJIB30BATEM W CEPBUCKH JIJIsi yJI0CTOBepenus nogyimunocru apyr apyra. Cam cepsep Kerberos
ussecred kak Key Distribution Center (Ilenrp pacupegesienus kiroueii) wiu KDC. On coctout u3 Tpex
JacTeii:

e Baza mjamubix mnosb3oBaTesieli U cepBUCOB (M3BECTHBIX KAK IPUHIUNAJBI), O KOTOPbIX OH 3HAEeT, WU
coorBercTByMOMIHe mapoaun Kerberos;

e Cepgrep ayrerrudukarmu (AS), KOTOPHI BHIMOIHIET TEPBOHAYATBHYIO TPOBEPKY TOATHHHOCTH U Bhimaer Ticket
Granting Ticket (TGT);

e Ticket Granting Server (TGS) — cepsep, koropbiii odbopmiser nocjaeayomue OuaeTbl Ha OCHOBE HAYAIBHOTO
TGT.
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[Tosp3oBarenp-nipuaIUIan 3anpamubaer ayrearuduxamuio or AS. AS orupasiser B orBer TGT, koropsbrii
zamudpoBaH € UCIOJB30BAHUEM TAPOJIs MOJb30BaTeIs-puHinnaia Kerberos, m3BecTHbIN TOIBKO MOIB30BATEIO
u AS. Ilonwp3oBarenp-npuanunan paciamudposbiBaeT TGT nokanbHO, ncnoib3ys cBoit maposs Kerberos, u ¢ 3Toro
MOMEHTA JIO HCTEYEHHST CPOKA JeHCTBUS ODUIETA TOJb30BATETb-TIPUHIIAIAT MOXKeT ucnoab3osarb TGT s monydenust
ommeros ot TGS. lammble 6u1eTbl TO3BOMAIOT IPUHITAIAIY MOJYIATH JOCTYII K PASTHIHBIM CEPBUCAM.

IMockoabKy pecypesl KaacTepa (XOCTBI WM CEPBUCHI) HE MOLYT KaxKABIi pa3 MpeJoCTaBIATh MapOJb
mns pacmudpoBku TGT, oHnm ucnonb3yor crnenuaibHbl daitn keytab, KOTOPBI COMEPKUT yUETHBIE TAHHBIE
ayrenrudukanun pecypca. Habop XOCTOB, moJb30BaTeNeil u CepBUCOB, HaX KOoTOpbiMu cepBep Kerberos mmeer
KOHTPOJIb, HA3bIBAETCST CPEpOit.

Tabsmmal.l.: TepMuubl U onpegeeHns

Tepmun Onpepenenne

Key Distribution Center, KDC Hanexwupiit wmcrounmk uisi  ayTeHTHdUKAIUUA B
sKocucTeMe ¢ moaaepkkoi Kerberos

Cepsep Kerberos KDC Marmmaa uaud cepBep, KOTOPBIN CIIYKUT B KAIeCTBE
IIEHTPa pacupenesieHnd Kaoveit

Kanent Kerberos JIiobast MalnHa B KJacrepe, KOTOpas
ayrentudunupyercsa ¢ KDC

[Mpunnunan YHUKATIBHOE UMS [OJIb30BATEIIs] UK CEPBUCA, KOTOPbIA
ayreatudmuiupyercs ¢ KDC

Keytab Qaiin, comeprKaInii OTUH UK HECKOIHKO MPUHITAIIATIOB
U UX KJII0YU

Cdepa Cerp Kerberos, skmrouaromias KDC u psg kineHToB

KDC Admin Account Yuernasd 3amuch AJMUHUCTPATOPA, HUCIOJIb3yeMast
Ambari nya co3ganus TPUHIUIIOR U TeHEPAIUN KJII0Uei
B KDC

1.2 MpunHyunansl Hadoop n Kerberos

Kaxaprit cepsuc u nmoxa-ceppuc B Hadoop 10/KHBI ©METh CBOEro mpuHNnNa/a. VIMs IpuUHIANATA B JAHHOM
cdepe CoOCTOUT M3 OCHOBHOTO MMEHW M WMEHM 3K3EMIIIsIpa — 3TO MOJHOE JOMEHHOEe MMsl XOCTa, Ha KOTOPOM paboTaer
cepBep. YUeTHBIE JAHHBIE CEPBEPOB XxpaHsaTca B daitne keytab, KoTopsiii n3Biekaercs u3 6a3bl manabix Kerberos
C TIOMOIIBIO TPWHIIUIIAIA CEPBEPA W XPAHUTCH JIOKAJBHO B 3aIIWIIEHHOM KATAJOre HA y3JI€ KOMIIOHEHTa CEepPBepa
(Puc.1.1.).

* Service Principals

-
I Ambari Principals

Puc.1.1.: [IpaBa mocTymna K KIacTepy
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[Ipumep ycnoBHOrO obo3nadenus umenn npuanunanos u Keytabs npusenen B Tabmure.

Tabmaumnal.2.: YcjaoBHOe 0003HAYEHWE WMEHW NPWHIUIAIOB U

1

Keytabs
YcnosHoe 0603HaueHme Mpumep
Principals $service component name/$FQDN nn/c6401.ambari.apache.orgQEXAMPLE.CO
@QEXAMPLE.COM
Keytabs $service component abbreviation. /etc/security /keytabs /nn.service.keytab
service.keytab

B momommenne k Hadoop Service Principals, cam Ambari Ttakxke TpebOyer, dUTOOB HAOOP
Ambari-npuHIIUTIAIOB BBIMOJHS ClIy)ebuble “smoke”’ mpoBepku u TpoBepky paborocmnocobHocTu. Daitant Keytab
s Ambari-npunnunanos, unu “headless”, HaxoagTCa Ha KasKI0M XOCTE KJaCTepa, TaK K€ KaK U JJIs IPUHIUIAIOB
cepBHca.

B mpumepe ycioBHOro obo3HadeHHsT mMeHH NpUHIUNAIOB U Keytabs yKa3aHO OCHOBHOE WM JJisi KaXKJI0TO
cepBucHOrO TpuHIMNATA. OCHOBA WMEHW, HANPUMEDP, NN WIN hive, MPEICTABISIOT COOOM COOTBETCTBEHHO CEPBUC
NameNode nin Hive. K ocHOBHOMY nMeHN J00ABISETCS MMS SK3EMILISPA U TTOJTHOE TOMEHHOE UMS XOCTa, Ha, KOTOPOM
OHO BBITIOJIHAETCA. JTa CXeMa 00ECIIEINBAET YHUKAJIBHOE UMsi CEPBUCAM, KOTOPbIE PA0OTAIOT HA HECKOJIHKUX XOCTAX,
takux Kak DatalNodes n NodeManagers. JlobaBienrne nMeHr XOCTa CIYKUT I PA3IAIHs, HAIPUMeE]D, 3aIIpoca, n3
DataNode A u 3ampoca u3z DatalNode B. 9710 BaxkHO 10O CJI€AYIONUM MPUIHHAM:

e Jlanunie Kerberos anst omroro DataNode He moaBepraoTcst puCKy COBNACTh ¢ maHHbIMEU Apyrux DataNodes;

e Ecan meckompko DataNodes wmmeroT onvHAKOBBIN MPUHIKMA] W OJHOBPEMEHHO MMOIKJIIOYAIOTCH K OTHOMY
NameNode, n ecmu ayreatmdurarop Kerberos mmeer oamHakKOBbIe BpPEMEHHBIE METKH, B TAaKOM CIydae
ayTeHTU(DUKAIISA OTKJIOHAETCS KAK MOBTOPHBIM 3aIpoc.

1.3 VYcraHoBka n Hactpoiika KDC

Ambari moxer nacrpourb Kerberos B kiiacrepe s paborbr ¢ cywecrByiomum MIT KDC umu ¢
cymecrBytormeii Active Directory. B nganHOM pa3iese OMUCHIBAIOTCS IIArd, HEOOXOAWMbBIE IJIsi TOATOTOBKHA K
WHTErpaIuu.

Ecnu y Bac mer cymecrsyoiero KDC (MIT unu Active Directory), neo6xonumo ycranosurs HoBbiii MIT
KDC.

Important: Ycramoska KDC na y37e kjmacrepa yke mMOCje yCTAHOBKH KimeHTa Kerberos moxer mepesamucarh
cosnanubiii Ambari daitn krbs.conf

[Ipu BeibOpe aBromarudeckoit nacrpoiiku Kerberos Ambari camocrosiresibao noakitodaerca kK KDC, co3maer
HEOOXOIMMBIX TPUHIUIAJIOB, TeHepupyeT W pacupoctpanser keytabs. Ilpu Beibope pyunoit macrpoiiku Kerberos
HEOOXOIMMO BPYYHYIO CO3/aBATH IMPUHIUIAIOB, TEHEPUPOBATH U PACIPOCTPAHATH keytabs.

e lcnonb3osanue cymecrsytomero MIT KDC;
e lcnosib3oBanue cymecrsyromeii Active Directory;
e Pyunas nacrpoiika Kerberos;

Ycranoska nosoro MIT KDC.

1.3.1 UNcnonb3oBaHue cywecteytouero MIT KDC

s mconb3oBamus cymectsyomero MIT KDC nnga knacrepa HeoOXOZHMMO MOATOTOBUTE:
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e Cepsepbt Ambari u KytacTepbl, UMEIOIIME CETEBOI JOCTYII KaK K ajmuHucrparuBabiM y3iaam KDC, rak u k camomy

KDC;
e Yderuble manubie aamuaEcTparopa KDC.

JasibHeiine neificrBus onucansl B pasuene [lodkaouenue cucmemn, bezonachocmu Kerberos e Ambari.

1.3.2 WUcnonb3oBaHue cyuiectBytoweii Active Directory

s ucnonb3oBanus cyinecrsyomein Active Directory juis Kjacrepa ¢ aBTOMATHYECKOR yCTaHOBKOM
Kerberos meo6xoquMo MOATOTOBUTE:

Cepsepbl Ambari u kjaacTepst, umerorue JocTyl K cetr 1 DNS-umenam Domain Controllers;
e Hacrpours koudurypamuio LDAP (LDAPS) Active Directory;

e IlonbzoBaresnnbckyio Active Directory ags npuniunanos. Hanpumep, “OU = Hadoop, OU = People, dc = apache,
dc = org”;

e YuerHble maHHBbIE amMuHucTparopa Active Directory ¢ ¢ macrpoernbiM mnpaBoMm “Cosmanue, yaajJeHHe U

)9

yYIpaB/Ii€cHHE YYETHBIMU 3aIllUCAMU IIO0JIb30BaTEIen .

Jasibeiiine neificrBus onucanbl B pasuene [lodkarouenue cucmemn, bezonackocmu Kerberos e Ambari.

1.3.3 PyudHas HacTpoiika Kerberos

s pyunoit mactpoiiku Kerberos Heo6xoauMo mOArOTOBUATE:

CeteBoit moctyn y3s08 kiacrepa K KDC;

e YcraHoBurh yruiaurhl kiauenra Kerberos (manpumep, kinit) Ha KaxKJI0M y3je KJacrepa;

e Ycranosutrb paciupenus Java Cryptography (JCE) na xocre cepsepa Ambari Server u Ha Bcex y3/ax Kjacrepa;
e Bpyunyio cozgars ceppucubie u Ambari npunnunanst B KDC mepes BHIMTOJIHEHNEM MACTepa;

e Co3arh BPYYHYIO W PACIPOCTPAHUTH KJIIOUM JIJIsl IPUHIUITAJIOB CepBUCOB U Ambari Ha y3/bl Kjtacrepa mepej
BBIIIOJIHEHUEM MacTepa.

JasibHeiiinne neficrBus ouucanbl B pasuene I[lodkarouenue cucmemn, bezonackocmu Kerberos e Ambari.

1.3.4 VYcranoska Hosoro MIT KDC

B nmammOM pasmesne mpuBeaeHo MOAPOOHOE onucanue mporecca yeranoBku KDC:

e Ycramoska cepsepa KDC;

Cozpnanne 6a3bl ganHbix Kerberos;

Sanyck KDC;

Cozganne amvmuancrparopa Kerberos.

Important: Ilockombky Kerberos siBiasercs TOYHBIM K BPEMEHH IIPOTOKOJIOM, BCE XOCTBI B cdepe TOKHBI
CHHXPOHM3UPOBATHCS 110 BPEMEHU, HALIPUMED, MCII0JIb3Yst 1POTOKoI cereBoro spemenu (NTP)

Ecnu mokanabHOE cucremuOe Bpems KianeHTa orimdaercs or Bpemenn B KDC xors Obl Ha § MUHYT, KJIUEHT HE
CMOXKET ayTeHTU(UIUPOBATHCH.
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YcraHoska cepsepa KDC
s ycranoBku cepsepa KDC HeoOX0MuMO BBITIOJHATE CJIEAYIONNE TeHCTBUS:
1. Ycranouth HOBYIO Bepcuio cepsepa KDC:
e RHEL / CentOS:
yum install krbb-server krbb-libs krbb-workstation
e SLES:
Zypper install krbb krbb5-server krbb5-client

2. Mcnoms3ys TEKCTOBBIN PEIAKTOD, OTKPHITH daiin konduryparmun cepsepa KDC, pacnonokenHblii 10 yMOTIaHAI0
B Vi/etc/krb5.conf;

3. Usmenurs pasupen [realms| srtoro aiina, 3amenus muapamerp kerberos.example.com nnsi csoiicts kde wu
admin__server, ycranoienubiii o ymondanuio ¢ Fully Qualified Domain Name xocra cepsepa KDC, kak
ITOKA3aHO B mpuMmepe, e kerberos.example.com 3amenen Ha my.kdc.server:

[realms]

EXAMPLE.COM = {
kdc = my.kdc.server
admin_server = my.kdc.server

Co3panue b6a3bl ganHbix Kerberos
st co3nanus 6a3el nanabix Kerberos neobxonumo ncnosb3oBars yTunuty kdbs  util:
e RHEL / CentOS:
Kdb5_util create -s
e SLES:

Kdb5_util create -s

3anyck KDC
s 3anycka cepeepa KDC u cepepa amvmuaucrparopa KDC He0OX0OIUMO BBIMOIHATH KOMAHIBI:

e RHEL/CentOS 6:

/etc/rc.d/init.d/krbb5kdc start
/etc/rc.d/init.d/kadmin start

e RHEL/CentOS 7:

systemctl start krbbSkdc
systemctl start kadmin

e SLES 11:

rckrbbkdc start
rckadmind start

[Ipu ycranoske u ynpasiernu coocrseHabiM MIT KDC Baxkmo macrpoutsh cepsep KDC ma aBTOMATHYECKMIH
3aIlyCK IIPU 3arPy3Ke:

e RHEL/CentOS 6:
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chkconfig krbbkdc on
chkconfig kadmin on

¢ RHEL/CentOS 7:

systemctl enable krbbkdc
systemctl enable kadmin

e SLES 11:

chkconfig rckrbbkdc on
chkconfig rckadmind on

Co3paHue agmunuctpartopa Kerberos

[Tpunnunansr Kerberos moryr 06biTh co3mambl nbo Ha camoit mammae KDC, nmubo dyepe3 ceTb, UCHOMB3YS
npuHIUIan admin. B mocaeayiomeit MHCTPYKIME MPEANOIaraercs, 9To ucrnonb3dyercsa Kommnbiorep KDC u xkomanga
oT yTHiuThl aaMuaHCTparopa kadmin.local. Ncnonb3oBanue kadmin.local sa mammuae KDC mo3Bosser co31aBarb
MPUHIIATAJIOB 0€3 HEOOXOMMMOCTH CO3IaHUs OTAEIHHOIO MPUHIINIAIA-QIMIHUCTPATOPA TIEpe ], HA9aI0M PAOOTHI.

IIpu Brmiouennn Kerberos mma moakmiodenns Ambari k KDC, co3mannst KJIACTEPHBIX MTPUHIIAIAJIOB H
redepanun keytabs HeoOXOAUMO IPEJOCTABUATHL yUeTHbIE JaHHbIE aaMuHuCTparopa Ambari.

1. Cozmars agmununcrparopa KDC, myTem co3manus OpUHIHUIATA-3IMIHACTPATOPA:
Kadmin.local -q "addprinc admin / admin"

2. Ybenurhcs, 9ro co3manubiii agmuauctparop uMeer mpasa B ACL KDC. Orkpoits daitn ACL KDC, ucnosn3ys
TEKCTOBBIA PEeJaKTOP:

e RHEL / CentOS:
Vi /var/kerberos/krb5kdc/kadmb.acl
e SLES:
Vi /var/lib/kerberos/krbbkdc/kadmb.acl

3. Yeemutnes, uro daitn ACL KDC comep:KuT 3amuch, MO3BOISAIONIYI0 TPUHIMNAI-AIMUHACTPATOPY YIPABIATH
KDC B ucnomn3yemoii koukperHoii cdepe. Ilpu ucnonnzosanuu cdepsl, ornmunoit or EXAMPLE.COM,
HEOOXOIUMO yOemuThCsi, YTO €CTh 3amuch JJjisd KOHKpeTHO# cdepsl. Hampumep, aad npuHunama
admin/admin@HADOOP.COM cnepyiomias 3a0ucCh:

*/admin@HADOOP.COM *
4. Tlocne penakTupoBanus u coxpanenus aitia kadmd.acl HeobxoauMo mepe3anycTuTh nporece kadmin:
e RHEL/CentOS 6:
/etc/rc.d/init.d/kadmin restart
e RHEL/CentOS 7:
systemctl restart kadmin
e SLES 11:

rckadmind restart
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1.4 MopkntoyeHue cucrembl 6esonacHoctu Kerberos B8 Ambari

HezaBucumo or toro, Kakas BbiOpana nacrpoiika Kerberos — apromarnmueckass wim pydHas — Ambari
[PEJOCTABIIET MAacTepa YCTAHOBKH, IIoMoraioriero Bkiaounth Kerberos B kinacrepe. B qannom pasmene copepurcst
uudopmarms o moaroroeke Ambari nepes 3amycKOM MacTepa U O IMIarax JJjisi ero 3amycKa.

e YcranoBka JCE;

e 3amyck macrepa Kerberos.

Important: HeoOxomumbim ycmoBuem mys Bkitouenusi Kererbos sisisiercst yeranoska JCE wa Bcex y3iax kjaacrepa
(Brurrouas cepsep Ambari), umeromnmx xocT cepsepa Ambari Kak 9acTb Kjaacrepa. TO FOBOPUT O TOM, U4TO Ha CEpBEPE
Ambari Server momken ObITH 3amyrneH arenT Ambari

1.4.1 Ycranoska JCE

[Tepen Brmouennem Kerberos B KiacTepe HEOOXOINMO pa3BepHyTh (aitnbl 6e3onacuoctu Java Cryptography
Extension (JCE) na cepsepe Ambari u Ha Bcex y3siax KJacrepa.

Important: Ecaun ucnonsdyercs Oracle JDK, weobxomumo pacmpocrpausTs n ycranasimusarh JCE Ha Bcex y3max
KJIacTepa, BKjrodas cepeep Ambari. Obsizarensuo Tpebyercs mepe3anycruth cepsep Ambari mocse ycramnosku JCE

Ecmu wmcnonb3yercs OpenJDK, aucrpubyruser OpenJDK  ycranaBnmBaioTcsi aBTOMATHYECKH C
neorpaamdennoit momuocteio JCE u, cienosarensuo, ycranoska JCE ne tpebyercs.

1. Hust ycranosku JCE meoGxomumo Ha cepsepe Ambari momyuurs daitn JCE, noaxonsmuit st Bepcuu JDK Ha
BaIlleM KJIacTepe:

o s Oracle JDK 1.8

e JIna Oracle JDK 1.7

2. Apxus ¢ mosydeHubIM bhaiiIoM HEOOXOINMO COXPAHUTH BO BPEMEHHOM MarKe;

3. Ha cepBepe Ambari u Ha KaxK10M y3Je Kjiacrepa J00aBUTH HeOrpaHudeHHbIe mpaBa 6e3onacuoctu JCE:
$JAVA_HOME/jre/lib/security/
Hampumep, BBIMOMHUTE ClTeyIoNue neicTBus s u3piedenns npas u3 JDK, ycranoiaennom Ha xocre:
unzip -o -j -q jce_policy-8.zip -d /usr/jdk64/jdk1.8.0_40/jre/lib/security/

4. Tlepesamycturh cepep Ambari;

5. Ilepeititu k Hagany paborbl Macrepa Ge30IaCHOCTH.

1.4.2 3anyck mactepa Kerberos
Ambari upeznocrapisier rpu BapuanTa 110 ycranoske Kerberos:
e Yepes cymecreyrommit MIT KDC;
e Yepes cymecryomyio Active Directory;
e Pyunas macrpoitka npunnunanos u keytabs Kerberos.

IIpu BbIGOpe aBroMarmueckoii ycraHopku Kerberos — uepes cymecrsytomuii MIT KDC umu Active
Directory — macrep Kerberos 3anpammupaer nundopmamnmio, ceasanuy ¢ KDC: yuyernyo 3anuch aJMAHACTPATOPA
KDC u npunmumanaos Ambari. ITocie nmpenocrasienus cBefennit Ambari aBTOMaTHYIECKN CO3JAeT MPUHITAIIAIOB,
renepupyert keytabs u pacmpocTpaHsieT ux Ha XOcThI B Kitactepe. CepBuchl HacTpauBatorcs 1i1s Kerberos, u cepsucubie



http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166
http://www.oracle.com/technetwork/java/javase/downloads/jce-7-download-432124

1.4. Tlogkmouenne cucteMbl 6e3omacaocT Kerberos B Ambari

KOMIIOHEHTBI Iepe3amnyckaiorcs i ayrearuduxamun ¢ KDC. IloapobHoe omucanme aBTOMATHYECKON yCTaHOBKU
Kerberos npuseneno B paszaesne «ABromarnueckas HacTpoiika Kerbeross.

IIpu BoibOpe pyunoit nactpoitku Kerberos mHeoOXOMMMO CaMOCTOSTENHHO CO3/IABATH NPWHIMIIAIOB U

TeHEPUPOBATH W PACHPOCTPaHATh keytabs. IlompobHoe ommcanme pydHOl yCTAaHOBKH IPHUBEAEHO B paszene “‘Pyumas
nactpoiika Kerberos”.

ABTomaTtnyeckasi HacTpoiika Kerberos

A

s aBromaruveckoii HacTpoitku Kerberos Heo0X0auMO BBITIOIHUTE CJIEAYIONINE TeHCTBUS:

Heobxomumo yoenurbesi, aro KDC ycranoBnen w nacrpoeH, a takxke noarorosied JCE Ha kaxkaom Xocre B
KJIACTEpE;

Boiitu 8 Ambari-Web u nepeiitu na Bkaanky “Admin — Kerberos”,

Haxxars Enable Kerberos, 9To0bI 3amyCTUTh MacTep;

Boi6pars Tunt KDC, KOTOpBIit HCHOIB3yeTCs, U MOATBEPIUTH, YTO HEOOXOAUMBbIE YCIOBHS BLITOJTHEHDI;
IpenocraBurs urdopmaiuio o0 KDC u ydernoit 3amnucu aJIMUHACTPATOPA,;

Jlasiee MpwBeIEH TEpeUYeHb HEOOA3ATEIHHBIX HACTPOEK:

B nose “/lomensl’” ykKa3aTbh COMCOK IMAOJIOHOB IS COMOCTABJIEHHS XOCTOB B KJIACTEPE C COOTBETCTBYIOIIEH
cdepoit. Hanpumep, ecin xoctbl uMmeror obmuit nomen B csoeM “FQDN”, takom kak hostl.mycompany.local u
host2.mycompany.local, HEOOXOAUMO yCTAHOBUTD CJIEIYIOIIIEE:

.mycompany.local ,mycompany.local

Yrobwl ynpasssarsh kianeatom Kerberos krbs.conf Bpyunyio (BMecTo yupasienus um Ambari), pasBepuyTh pasues
“Advanced krb5-conf” u cuars daazxkok “Manage”. Ilpu atrom krbs.conf monken ObITh HACTPOEH HA KAXKIOM XOCTE.

T06b1 Ambari He ycranosun kiamenTckue 6ubamorekn Kerberos Ha Bcex XoCTax, pasBepPHYTh Pa3Iest vance
Yro6er Amb y 6ub Kerb , y “Ad d
kerberos-env” u cuars daaxok “Install OS-specific Kerberos client package(s)”. TIpu 3T0M DOTKHBI OBITH
ycTaHOBJIeHbI YTUJINTBI KJINEHTa Kerberos Ha KazKJIOM XOCTeE.

Ecin xnuenrckue 6ubauorekn Kerberos HaxoasiTcsa B HeCTaHIAPTHLIX HAllKaX, pa3BepHyTh paszaen “Advanced
kerberos-env” u macrpoutsb omntuio Frecutable Search Paths.

Eciu KDC umeer naposib 6e3omacuocru, pazsepayrb pazjen “Advanced kerberos-env” u Hacrpours napamerpbl
TapOoJIs.

Ambari nposepsier mactpoiiky Kerberos, co3gas Jjig 3TOro TeCTOBOrO NpUHIHUNANA. UTOOBI MeperMeHOBATDH
ero HeoOxomuMO paspepHyTh paszaen “Advanced kerberos-env’ u usMmeHuTb HaymMeHOBaHue. 1I0 yMOTYaHMIO
TECTOBOE MM MPHUHLMIIANA [PeJCTaBiser coboii KOMOUHAIMIO uMeHu u aarbl Kiacrepa (§ {cluster name} -
$ {short_date}). Jannsrii npuammnan GymeT yaaaeH mocae 3aBepIeHns TECTA.

Eciu #He00X0I1uMO HACTPOUTH aTPUOYTHI JIJIst TPUHIIMIIAJIOR, KOTOphie Ambari co3maer npu ucnonn3osanuu Active
Directory, ciemyer obparurhes K pasnpeny “Hacrpoiika mrabmona arpubyra’ mJisi MONLyY€HUs AOMOJHUTEIHHOM
uadopmarmu. [Ipu ucnonszoBanmun MIT KDC moxuo mepemars mapamerpbl arpubyra B paznene “Advanced
kerberos-env”. Hanmpumep, MOXKHO yCTAHOBUTH HAapaMETPbI, OTHOCAIIHAECS K pre-auth wim mar m OOHOBUTH UX:

-requires_preauth -maxrenewlife "7 days"
IIpomomKuTh yCTaHOBKY:;

Ambari ycranasnusaer knmentos Kerberos na xocrax u nposepsier gocryn K KDC u BO3MOXKHOCTD CO3IAHUS
IPUHITAIIAIOB, TeHepanyun keytab m mX pacupoCTPaHEHNUST;

Hacrpouts nnentudukaropsr Kerberos, ncmons3yembre Hadoop, u nepeiitu k kepbepu3aiuu KiacTepa.

Ha miare “Configure Identities” (macrpoiika uaentudbukaropos) 00sa3aTeIbHO ITIOCMOTPETh UMEHA TPUHIUIATIOB,

B yacruoctu, Ambari Principals B Tabmune “General”. 9tu umena, o yMOT9aHuio, T100ABIISIOT UMsI KJIaCTepa KaxKIOMY
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Tnasa 1. Hacrpoiika Ambari u Hadoop g Kerberos

upuniunany Ambari. MoxKHO ocraBuTh 3HaY€HUE 110 YyMOJYAHUIO UJIM UBMEHUTD ero, yiaauus - § {uma-kaacmepa} u3
CTpOKM uMeHu npuHimnajia. Hanpumep, eciu kiaacrep Hazsan ADH, a chepa— EXAMPLE.COM, to hdfs npunumnaa
coznaercs Kak hdfs-ADHQEXAMPLE.COM.

10. TloarBepauth koHuUrypanuio. 1o keranuio MoxkHO 3arpy3uth CSV-daitn ¢ npuHnunaaMu u KJI09aMu s UX
aBToMaTu4eckoil reneparuu Ambari;

11. Haxatw Next njs Hauaja mpoIecca;

12. Tlocsae co3faHus MPUHIUIAJIOB, TE€HEPAIMA W paclpocTpaHenus Kioodeil Ambari oOHOBIsieT KOHMUTyparun
KJIACTepa, a 3aTeM 3aIyCKaeT W TeCTUPYET CEPBUCHI B KIIACTEPE;

13. 3asepiuTh paboTy MacTepa MOCIe OKOHIAHUS TPOIECCA.

Py4Has Hacrtpoiika Kerberos

s pyunoit nacrpoiiku Kerberos HeoOx01nMO BBITIONHATE CJIEAYIONIHE T€HCTBUS:

Yoemurbest, uro KDC ycranosien u HacTpoeH, a takxke nogaroroeien JCE Ha KaxkI0M XocTe B KJTacTepe;
Boiitu 8 Ambari-Web u nepeiiru Ha Bkiajaky “Admin — Kerberos”,

Haxxars Enable Kerberos, 9To0bI 3amyCTUTh MacTeD;

= L b=

Bribpars mapamerp “Manage Kerberos principals” u “keytabs manually” u y0emnuTbCs, 9UTO BBINIOTHEHBI
HEOOXOIUMBIE YCIIOBUST;

5. IIpenocrasurs urdopmanuio o KDC u y4yerHoit 3anucu aMUHECTPATOPA.

e Eciu kinmenrckue 6ubanorekn Kerberos HaxomsTcsa B HeCTaHIAPTHBIX MANKax, pa3BepHyTh paszaen “Advanced
kerberos-env” u macrponts onmmio Ezecutable Search Paths.

6. Hacrpours unentudukaropsr Kerberos, ncmnonszyembie Hadoop, u nepeiitn k kepbepusarmu Kiacrepa.

Ha ware “Configure Identities” (nacrpoiika uaenrudukaropos) 06:43arebHO IOCMOTPETh UMEHA [IPUHIMIIAJIOB,
B uacruoctu, Ambari Principals B Tabmnune “General”. 9u umena, Mo yMOIUYaHUIO, T0OABIISIOT UMsI KJIACTEPa KA¥KIOMY
npuaImnasy Ambari. MoxKHO OCTaBUTH 3HAYEHHE M0 YMOJTYAHWIO HJIH W3MEHHUTH €ro, yaauus - § {uma-kaacmepa} n3
cTpoKu uMenu npuHimnaia. Hanpumep, eciu kinacrep Hazsan ADH, a cdhepa— EXAMPLE.COM, to hdfs npunnumnana
coznaercs Kak hdfs-ADHQEXAMPLE.COM.

. L3 [13 79
7. Hopreepaurs koudurypanuo. [Tockosbky BbiOpan napamerp pyunoit nacrpoiiku “Manual Kerberos Setup”,
HeobxoauMo moaydnTb CSV-daitn co cnuckoM TPUHIUMANOB U KJIIOUeil, HeOOXOAMMBIX jis pabOTHI KJacTepa

¢ Kerberos.

Important: He npomomxkaiite pabory 10 TeX mop, MOKa BPYIHYIO He Oy/IyT CO3IaHbl U PACIPEIEIEHDI y3/IaM KJIaCTepa
MPUHIATIAIB U KJIOYN

8. Haxarp Next nja mpoIoKeHus;
9. Ambari obHOBIseT KOHDUTYpAMK KIACTEPA, & 3ATEM 3allyCKAeT U TECTUPYET CEPBUCHI B KJIACTEPE;

10. 3aBepiuTh paboTy MacCTEPA MOCJTE OKOHUYAHUS MPOIECCA.

1.5 Knuenrtckue naketbl Kerberos

IIpu aBromarwueckom mnoakiaoueHnn Kerberos Ambari ycranasBmusaer kimentbl Kerberos ma y3iaax
KJIacTepa. B 3aBUCHMOCTH OT OMEPAIMOHHON CHCTEMbI YCTAHABIMBAIOTCS CJIEIYIONINE MAKETHI:
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1.6. OTkmiouenne cucremnl 6e3omacaoctu Kerberos 8 Ambari

Tabmmmnal.3.: [Takersr, ycranaBnuBaemble B 3asucnmoctn ot OC

OnepaymoHHas cucrema Maker
RHEL/CentOS 7 krb5-workstation
RHEL/CentOS 6 krb5-workstation
SLES 11 krbb-client

1.6 OTknoydyeHune cucrtembl besonacHoct Kerberos B8 Ambari

s orkmoyenust cucrembl 6esonacnoctu Kerberos 8 Ambari He06X011MO BBIIIOJIHUTH CAEYOIINE JeACTBUS:
e Boiiru 8 Ambari-Web u nepeittu 8 “Admin — Kerberos”,
e Haxarws Disable Kerberos, 9ToObI 3amyCTUTh MacTep;
e 3asepiuTh paboTy MacTepa.

Ecin Kerberos 0bL1 HOAK/I0OYEH [IyTeM aBTOMATHYECKOM HacTpoiiku, Ambari nonbitaercs ceasarbea ¢ KDC
u ynamuTh co3ganabix npunnunasios. Ecaiu KDC menocrynen, macrep BoiBoaut omubky na mare “Unkerberize”. Ee
MOXKHO UTHOPUPOBATH M MPOJOJIKUTH paboTy Macrepa, HO ynasgenne npuHimnagos n3 KDC wve Oymer BBITOJTHEHO.

1.7 Hactpoiika wabsoHa aTtpubyTa

IIpu aBromarmueckoii macrpoiike Kerberos ¢ Active Directory B 3aBucumoctu or mpa KDC moxuO
HACTPOUTH ATPUOYTHI MPUHIUIIATIOB, ycTaHaBiuBaembie Ambari npu ux cozganuu. Ha mare macrepa “Configure
Kerberos” B paszuene “Advanced kerberos-env” ecrb mocryn k mabsony arpubyros Ambari. 9ror mabsion (KoTopbiit
ocHoBaH Ha cuHTakcuce wabsionos Apache Velocity) moxno usmenurb, 4ToObl yCTAHOBUTH, Kakue arpubyrbl
HA3HAYAKOTCS MPWHIINITAIAM, W KAK 3T 3HAUYEHUS TIOJTYIAIOTCH.

B tabsiniie mpuBeIeH CIIUCOK JOCTYIHBIX TIEPEMEHHBIX aTpUOyTOB.

Tabmumal.4.: locrymnubie mepeMenHble aTpuOyTOB

MNepemenHble aTpubyTa Mpumep

$normalized _principal nn/c6401.ambari.apache.org@EXAMPLE.COM
$principal name nn/c6401.ambari.apache.org

$principal _primary nn

$principal _digest [[MD5 hash of the $normalized _principal]]
$principal _instance c6401.ambari.apache.org

$realm EXAMPLE.COM

$password [[password]|

12
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I'maBa 2

Pacmmpennabpie mapaMeTrpbl 6€30MacHOCTH
g Ambari

2.1 Hacrtpoiika Ambari gnsa ayteHtucgpukauyun LDAP nnn Active Directory

ITo ymomuanuio Ambari ucnonb3yer BHYTPEHHIO 6a3y JAHHBIX B Ka4eCTBE XPAHUJIMIIA [IOJIb30BATENd JJIsl
ayrenTudgukanuy 1 apropusanyuu. [Ipu HeobxomumocTn HacTpoiiku BHemHedl ayrenrudgukanpnn LDAP wim Active
Directory, cieayer o3nakomurbcsa ¢ paszaesnom “Hacrpoiika ayrenrudukainuu nosbsosarens LDAP” u 3amycrurb
KOMaHIy HAacTpoiiku (cM. paszzmen “Hacrpoiika Ambari myisa ucnonssosanusg LDAP-cepsepa”).

Takxke HEOOXOAMMO CHHXPOHM3WPOBATH mojb3oBareseir u rpymmnbl LDAP ¢ 6a3oit ganabix Ambari, 9To6b1
UMeThb BO3MOXKHOCTb YIDPABJIATh UX aBropusanueil u npaBamu (cM. paszen “CunxpoHusaliys 10Jb30BaTesiell u rpyIiil

LDAP").

IIpn cunxponusarmnu nosab3oBareseii u rpynnm LDAP Ambari wucrmonb3yer smementsl moncka LDAP
JUIS CHHXPOHW3AIMKU O0sbIoro xojmdectBa 00bekToB LDAP. BombmmacTBO coBpemenubix cepsepos LDAP
MO/IIEPYKUBAIOT ITOT JIEMEHT yrnpasijenus. Ho s Hemommep:xuBaonmx cepBepoB, Hampumep, Oracle Directory
Server Enterprise Edition 11g, Ambari Bsoaur mnapaMerp KOH(MUIypaluu [jis OTKIOYEHUs pa3OuBKH Ha
crpanuipl. YTo0bl OTK/IIOYUTD 3JIEMEHThI YIIPpaB/ieHus pa3OUBKOl Ha CTPAHMIILI, HEOOXOAMMO YyCTAaHOBUTD 3HadeHue false
cBoiicTBy authentication.ldap.pagination.enabled B daiine /etc/ambari-server/conf/ambari-properties. ITo orpaHwInT
MaKCHMAJIbHOE KOJUYECTBO OOBEKTOB, KOTOPBIE MOTYT OBITH WMIIOPTHPOBAHBI B JIIOOOH MOMEHT BpEMEHH 10
MaKCHMAJIbHOTO TIpeziesia pe3yiabraroB Ha cepBepe LDAP. HUrobbr m3bekarh 3TOro, HEOOXOAWMO HMIIOPTHPOBATH
MOJIb30BATENEl W TPYMIbI, UCIONb3Ys MapaMeTpbl -Sers W -groups, Kak Ommcano B paszene “OnpesesneHubiii Habop
OJIb30BaTe el u rpym’.

2.1.1 Hacrpoiika ayteHTudurkaunn nons3osatenss LDAP

B rtabsimme ommcambl CcBOHCTBA W 3HAYEHHS, KOTOPbIE HEOOXOAMMO 3HATH /I HACTPOUKH ayTeHTU(DUKAIAH

LDAP.

Important: Eciu ocraBuTh ycTaHOBIEHHOE IO yMOJI4aHuIO0 3HadeHue false mys bind Anonymously, Heobxommumo
ybemuThest, 9To y Bac ectb uMs u mapoiab LDAP-menemkepa. Eciu Oyaer ucnonb3oBarbes SSL, Heobxonumo ybeaurbest,
qT0 CepTI/I®I/IKaT " KJIIOYM K HEMY YCTAHOBJIEHBI
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2.1. Hacrpoiika Ambari mis ayrerrudukanun LDAP win Active Directory

Tabmuma2.1.:  CeoiictBa ¥  3HAYEHWsS s HACTPOUKH
ayrenrudukanun LDAP
CeoiicTBo 3HayveHne Onucanue
authentication.ldap. primaryUrl server:port Nvma xocrta u  mopr aaa LDAP  wm

cepepa Active Directory (AD). IIpumep:
my.ldap.server: 389

authentication.ldap. secondaryUrl server:port Nvms  xocta u wmopr yig  BTOPUYHOIO
ceppepa  LDAP wumm  AD.  TIpumep:
my.secondary.ldap.server: 389
Heobsi3arenbublii mapameTp

authentication.ldap. useSSL true or false Ecnu 3nauenune true — ucnonp3zoBarsh SSL mpu
nonkaodenun Kk LDAP unu cepeepy AD

authentication.ldap. [LDAP attribute] AtpubyT nma mMennm monb3oBaTend. Ilpmmep:

usernameAttribute uid

authentication.ldap. baseDn [Distinguished Name] root  Distinguished Name momcka B

Karajore i nonb3oBareseii.  [Ipumep:
ou=people,dc=hadoop, dc=apache,dc=org

authentication.ldap. referral [Referral method] Onpenenser HEOOXOANMOCTh CJIeIOBATH
pexkomengamusay LDAP

authentication.ldap. true or false Eciu 3mauenme true — mpuBsS3aTh CEpBEP

bindAnonymously LDAP uaun AD anoHuMHO

authentication.ldap. managerDn [Full Distinguished Name| | Ecaun aus napamerpa «Bind anonymous»
ycranoBiieHo 3uadenue «false», «Distinguished
Name» («DN>») ISt MeHe/I7Kepa.

[Tpuwmep: uid=hdfs,ou=people,dc=hadoop,
dc=apache,dc=org

authentication.ldap. [password] Ecom gns mapamerpa  «Bind anonymous»

managerPassword ycraHoBjeHo 3Hadenume «false», mapompb miist
MeHeKePa

authentication.ldap. [LDAP Object Class] Kurace obbekra s nonp3osaresneii. [Ipumep:

userObjectClass organizationalPerson

authentication.ldap. [LDAP Object Class] Kmacc obbekra mist  rpymm.  Ilpumep:

groupObjectClass groupOfUniqueNames

authentication.ldap. [LDAP attribute] ATpubyr  OpUHAIJIEKHOCTH K  TpYIIIe.

groupMembershipAttr [Ipumep: uniqueMember

authentication.ldap. [LDAP attribute] ATpubyT uMeHHn TPyTITHI

groupNamingAttr

2.1.2 Hacrpoiika Ambari ansa ncnons3sosavusa LDAP-cepsepa

Important: FEcan ucnonssyerca LDAPS, u ceprudukar cepsepa LDAPS mnomgmuchbiBaeTcs JOBEPEHHBIM IEHTPOM
cepTudUKAIMKA, TO HET HEOOXOAMMOCTH MMIIOPTUPOBATH cepTudukar B Ambari, u mosToMy maHHbIf pasmes ciemsyer
UTHOPUPOBATH

Ecau cepsep LDAPS — camonoanucannbiit cepTuduKaAT WK TOIINACAH HEOMO3HAHHBIM ITEHTPOM CepTU(MDUKAIINH,
TaKUM KaK BHYTPEHHUH [EHTp cepTudukanmm, HeoOX0IMMO HMIIOPTUPOBATH CEPTH(MUKAT U CO3AATH (DA XPAHUIHIIA
kJoueii. B cieyromem npumepe cosnaercs daiisn xpanuanina Kitodeit B dbaiine /keys/ldaps-keystore.jks, Ho ero MoxKHO
co3marh B JI000M MecTe (aitoBoit cucrembr. lisg sToro ciemyer 3amyctuth komauay nactpoiiku LDAP ma cepsepe
Ambari u orBeTUTH Ha BOIPOCHL:

1. Mecro, rae Karasjgor KJio4eil He CyIecTBYeT, HO B KOTOPOM [I0J/2KE€H ObITh CO3/aH:
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TnaBa 2. Pacmupennbie mapamverpbl 6e3onacHoctu g Ambari

10.
11.
12.

13.
14.
15.
16.

17.
18.

mkdir /etc/ambari-server/keys

.| $JAVA_HOME/bin/keytool -import -trustcacerts -alias root -file $PATH_TO_YOUR_LDAPS_CERT -keystore /etc/

< ambari-server/keys/ldaps-keystore. jks

3agars maposb, KOTOPBIH OyIeT NCIOIb30BATHCSA TIPU HACTPOIKe ambari-server-ldap, py TOSBIEHUN 3aMPOCA;;
ambari-server setup-ldap

B zaupoce “Primary URL*’ sectu IP/URL-anpec u nopr cepsepa (Ilpumep: myldap.com:389). Tpebytorcs
3HAYEHWS, OTMEYEHHBIE 3BE3I0TKOI.

B 3ampoce “Secondary URL*’ seectm IP/URL-ampec BropmuHOoro cepsepa u 1opr  (Ipumep:
myldap-secondary.com:389). Heobazaresbubiii napamerp.

B 3anpoce “Use SSL*” Beectn cBoe 3navenue. [Ipu ucnonvzosanun LDAPS BBecTn 3nauenue true.
B zampoce “User object class*” BBectu kjacc 00beKTOB, UCIOIB3yeMbIi 11 nob3oBareneil (IIlpumep: user).

B 3ampoce “User name attribute®”’ Beectu cBoe 3nauenue (Ilpumep: sAMAccountName). Ilo ymomauanuio
YCTAHABJIUBAETCS — Uid.

B 3zampoce “Group object class™” Becru kiacc obbekTa, ucnosnb3yemblii st rpyun (Ilpumep: group).
B zampoce “Group name attribute*”’ Beectu arpubyr umenu rpynmnst (IIpumep: CN).
B zampoce “Group member attribute®’ Beectu arpubyr npunamiexuocru K rpynne (Ipumep: member).

B zanpoce “Distinguished name attribute®” ssecru arpubyr, ucnonbsyembiii s distinguished name (IIpumep:
distinguishedName).

B zanpoce “Base DN*” seectu cBoe 3uauenue (ITpumep: CN=Ambari,0U=Hadoop, DC=EXAMPLE,DC=COM).
B zanpoce “Referral method™” seecrn follow wnm ignore mepenaan LDAP.
B zampoce “Bind anonymously*” BeecTn cBoe 3HadeHwmE.

B zampoce “Manager DN*” secTn cBoe 3HaUEHWE B TOM CIydae, ecam B 3ampoce “Bind anonymously” ycranosierno
suagenue false (IIpumep: CN=admin,OU=Hadoop, DC=EXAMPLE,DC=COM).

B 3ampoce “Enter the Manager Password*®” Beecrn maposs DN mernemxepa LDAP.
Ecnu va miare 6 ycranossieno 3uadenue Use SSL = true, mosBUTCS CIEyIOMAN 3aIpoc:
Do you want to provide custom TrustStore for Ambari?

Bo3MOXKHBI cileyiole BApUaHThl OTBETOB:

BoJjee 6e3omacHbIii BapuaHT. Ecin ucnonmb3yercss caMOIOANNCAHHBIN cepTH(UKAT, KOTOPBIA BBl HE XOTUTE
HMIIOPTUPOBATH B cyiecTByiomee xpauusiuine kiaodeit JDK, cienyer sBecTtu 3nagenue y.

Hanpuwmep, B ciiydae, ecjid BBl XOTUTE, YTOOBI JAHHBIH cepTU(UKAT UCIOIb30BAJICT TOILKO Ambari, 6e3 apyrux

npunoxkenunii, 3amymenabix JDK ma Tom ke yaie.

Ecnu BeiGupaercst 3ma omiusi, TO MOSIBATCA JOMOJTHATETbHBIE 3aMPOCHL:
B zampoce “TrustStore type” BBectu jks;

B zampoce “Path to TrustStore file” Beectu /keys/ldaps-keystore.jks (nam dbakTraecknii myts K daitny XpaHuanima
KJII0Yeit);

B zampoce “Password for TrustStore” BBecTH maposb s XpaHWIAIIA KITIOYei.

Menee 6e3omacHbIii BapmaHT. Ecin ncnonb3yercss CaMOIOANMUCAHHBIN cepTU(HUKAT, KOTOPBIH BbI XOTUTE
UMIIOPTUPOBATH U XPAHUTh B CyINEeCTByOmmeM KitoueBoMm xpauunuiie JDK, Beegure 3nauenne n.
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2.1. Hacrpoiika Ambari mis ayrerrudukanun LDAP win Active Directory

e IIpeobpazoBars ceprudukar SSL B hopmar X.509, eciiu 370 HEOOXOAUMO, BBIIOIHUB CJAEAYIONLYI0 KOMAHJLY, T
<slapd.crt> — nyTh k ceprudurary X.509:

openssl x509 -in slapd.pem -out <slapd.crt>

e ImnoprupoBars ceprudukar SSL B cyiecrByoiee XpaHUIUINEe KI09el, HApuMep, XPAHWIUIIE cepTU(QUKATOB
jre 10 yMOJTYAHUIO, UCIOJIb3Ysl CJAEYIONYI0 KOMAHTY:

/usr/jdk64/jdk1.7.0_45/bin/keytool -import -trustcacerts -file slapd.crt -keystore
/usr/jdk64/jdk1.7.0_45/jre/lib/security/cacerts

[ne Ambari macrpoen mis ucnonb3oBanus JDK 1.7, mosromy ceprudukar J0KeH ObITh WMIOPTHPOBAH B
xpanruuiie kiaogeit JDK 7.

19. IlpoBepuTh BCe HACTPOWKHU, U €CJIU OHU BEPHBI, BLIOPATH 3HAYEHUE Y.
20. 3amycTuTh WK MEPE3ANYCTUTh CEPBEP:
ambari-server restart

NMIopTupOBaHHBIM [0JIB30BATENSIM HAZHAYAIOTCS IPaBa nojib3oBaresss Ambari. Onu MOryT YuTars METPUKH,
MPOCMATPUBATH CTATYC W KOH(MUTYPAIWIO CEPBUCOB, & TaK YK€ MPOCMATPWBATH HHMOPMAIWIO O 33JaHuu. 1TOObI
TOJTH30BATENIM MOTJIN 3aIyCKATh MJIA OCTAHABIWBATH CEPBUCHI, MEHATH KOHMUTypaIluu u 3amycKaTb smoke tests, mm
HeOoOXOAUMMO HA3HAYUTHL HpaBa agMuHucrparopa Ambari. [Ijis BHeceHHs JaHHBIX M3MEHEHU cieiyer MmepeidTH IIo
nyakram Merio “Manage Ambari — Users — Edit”.

Mpumep koHdurypauumn Active Directory

B Directory Server wucnoiap3yioTcs CrIenuajabHbIE KJIACCHI OOBEKTOB ¥ ATPUOYTHI [JIsi XPAHEHUS
naeHTudUKATOPOB. B manHOM pa3zene B KauecTBe mpuMepa 0TOOpaXKaroTcs KOHMuUrypaun, xapakrepubie s Active
Directory.

Tabaumna2.2.: [lpumep koudurypanuu AD

3anpoc (3HaueHme No ymMon4aHuo) Mpumep 3Hauennii gns Active Directory
User object class* (posixAccount) user

User name attribute* (uid) cn

Group object class* (posixGroup) group

Group member attribute* (memberUid) Member

Distinguished name attribute* (dn) distinguishedName

2.1.3 CuHxpoHunsauyus nonb3osatenein n rpynn LDAP
s cuaxpornsarmun LDAP #eo6x0nuMo 3amyCTuTh KOMAHIAY W OTBETUTH HA 3AMPOC:

ambari-server sync-ldap [option]
Important: [l BbIMONHEHWSs OMepaIiu HEOOXOINMO 3aMyCTHTh cepBep Ambari

o [Ipu nosgBiennn 3anpoca HEOOXOAUMO MPEJIOCTABUTH yUYEeTHBIE TaHHbIE aJMUHACTPAaTopa Ambari;

o Ilpu cunxponusauuu LDAP JjiokajibHble ydeTHble 3alliMCU 110J1b30BaTe/eil ¢ COBHAJAMIIMMM MMeHaMu OyyT
nepekodarhes Ha tun LDAP, uro o3mauaer, uro ux ayrentuduxaius Oymer AeliCTBOBATH MPOTUB BHEITHErO
LDAP, a He B JIOKaJbHOM XpaHUWJIHIIE MOJb30Bareaeit Ambari;

e LDAP cunxpoumsupyer g0 1000 mnonws3oBareneii. Eciu Bbl mnanupyere ummnoprupoBarh 6Oosee 1000
[oJIb30BaTeseil, HeOOXOAUMO TPU CHHXPOHU3AIUU HCIOJb30BATH OMIMI0 —UsSers U yKa3arh OT(UIBTPOBAHHBIHN
CIUCOK I0JIb30BATEEH U1 BBIIOJHEHUS UMIIOPTA [TAKETAMH.
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TnaBa 2. Pacmupennbie mapamverpbl 6e3onacHoctu g Ambari

YVruiura npesocraBisger TPU BAPUAHTA CUHXPOHUBAIUK:
e Ompenenennbrii HAOOP MOJB30BATEIEN W TPYIIT;
o CunxXpoHM3aIUs CyIIECTBYIOMUX Moab30oBareneil u rpynn B Ambari ¢ LDAP;
e Bce nonbp3oBarenu u rpynimst.

1o 3aBEpIEHNI0 CHHXPOHU3AIAN HEOOXOAMMO TIPOBEPUTH (HaMIbI KYPHATOB HEYJAIHBIX TOMBITOK UMIIOPTA Ha
/var/log/ambari-server/ambari-server.log Ha xocre cepBepa Ambari.

2.1.4 OnpepeneHHbii Habop nonb3oBaTenein U rpynn

J1a CMHXpOHM3AIMK ONPEIEIEHHOr0 HabOopa mosb3oBareneit u rpynn u3 LDAP B Ambari meobxommmo
KCII0JIB30BAaTh [IapaMerp:

ambari-server sync-ldap --users users.txt --groups groups.txt

Jlayee ciemyer TpemOCTABUTh TEKCTOBBIN baiii mob30BaTe/ el W TPYIIN, PA3IeIeHHBIX 3AMSAThIMU. 3AMUCH B
KaXKJIOM 13 9TUX (DaiJIOB JOIKHBI OCHOBBIBATHC HA, 3HAUeHUAX aTpruOyToB B LD AP BHIOpaHHBIX BO BpeMs yCTAHOBKH.
s daitna users.trt nomxen ucnonb3oBaTbes arpubyT “User name attribute”, a mns daiina groups.txt — “Group name
attribute”. 9ra KomManIa HANAET, UMIOPTUPYET U CUHXPOHU3UpYyeT coorBercTByfomue oobekTol LDAP ¢ Ambari.

YjieHCTBO B TpyTIe ONpEIeNseTcss ¢ MOMOIbio arpubyra “groupMembershipAttr”, umsa mosb3oBarens — ¢
MoMOINbI0 arpudyra “usernameAttribute”, ykazanubix Bo Bpems nHacrpoitku LDAP.

2.1.5 CyuwecTtsyilouinue nonb3oBaTenn v rpynnbl

ITocsie cuHXpoHM3AIMHU ONIpe/IeIeHHOr0 Habopa MOJIb30BaTe el U IPYIII, CIAEAYIONHH apaMeTp HMCIOJIb3yeTCs
JUISL CHHXPOHU3AILNN TOJILKO TeX 00bEKTOB, KOTOpble Haxonarcsa B Ambari ¢ LDAP:

ambari-server sync-ldap --existing

Hecymecreyromue 8 LDAP nosis3oBarenu ymamnsiorces n3 Ambari, a aienctso B rpymnmne Ambari o6HOBIsIETCST
1o coorBercrBrust LDAP (4ieHCTBO B IpyIIIIe OIPEIE/ISeTcs ¢ IIOMOIbio arpubyra “groupMembership Attr”, ykazauuoro
Bo Bpems Hactpoiiku LDAP).

2.1.6 Bce nonb3oBartenu u rpynnbi

B ciyuae HeobXomuMOCTH CHHXPOHM3AIMU BCexX moJb3oBareseil u rpynn ¢ LDAP B Ambari ucnonbs3yercs
caeayIoIui napaMerp:

ambari-server sync-ldap --all

910 JeficTBHE UMIOPTUPYET BCE OOBEKTHI ¢ COOTBETCTBYIONIMME Kjaccamu moib3oBaresnei u rpynn LDAP B
Ambari.

2.2 Hacrtpoiika Ambari ana Non-Root

B 1esisx 6€3011aCHOCTH 3KOCUCTEMbI OIPAHMYEHUE JOCTYIIA M CEPBUCOB, BbIIOJHAEMBbIX C IIpABaMU T00t, sABJIAETCs
xecTkuM TpeboBarmeM. [y 3tux cpenq Ambari MoxkeT ObITH HACTPOEHA [JsT pAabOTHI Oe3 Jocryna root. KoMmoneHTbI
Ambari Server 1 Ambari Agent obecrieunBaior pabory 6e3 mpas 700t:

e Hacrpoiika Ambari Server mms Non-Root;

e Hacrpoiika Ambari Agent s Non-Root.
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2.2. Hacrpoiika Ambari mist Non-Root

2.2.1 Hacrpoiika Ambari Server gns Non-Root

g macrpoiiku 3anycka Ambari Server or nosb3osaress (6e3 npas 700t) BO BpeMs OPOLECCA HACTPOHKM
ambari-cepBepa HEOOXOINMO BBIOPATH 3HAUEHHE Yy TPH 3aIPOCe:

Customize user account for ambari-server daemon?

B mporiecce ycTaHOBKM TIPETaraeTcst MCMIOIH30BATh JIJIsT TIOIH30BATEIST, He SBJSIOMerocs root, Ambari Server,
Hampumep: ambari.

[Tonw3oBarens 06e3 mpas r0of, KOTOPLIA BBIOpaH IJis 3allycKa cepsepa Ambari, No/KeH BXOAUTH B TPYIILY
Hadoop. Dra rpynna Jo/pKHA COOTBETCTBOBATH ydeTHbIM 3anucam ciykObi Hadoop, ykazanubiM Ha BKJIAJKE
“Customize Services — Misc tab” Bo Bpems dTama HACTPOWKU MacrTepa yCraHOBKU. VIMs IpYyIIbI, 3aJafolieecs 1o
ymomgauuio — hadoop. Eciin BO BpeMmst yCTaHOBKHY KJTACTEPA HA3BAHUE IPYIIBI OBLIO U3MEHEHO, HEOOXOIUMO yOeuThCs,
9TO TOJIB30BATEb, HE SIBJIAIOMIANCS TOIH30BATEIEM 700t, BXOAUT B JAHHYIO TPYIIITY.

Eciim Ambari Server paboraer Kak mO/Jb30BaTe/ib 0e3 mpas root, Hampumep, ambari, W ILIAHUPYETCs
ucnoiap3oBarh Ambari Views, #HeoOxoqumo 100aBuThH cjenyiomue cBoiictBa B “Services — HDFS — Configs —
Advanced core-site”:

hadoop.proxyuser.ambari.groups=*
hadoop.proxyuser.ambari.hosts=%*

2.2.2 Hacrpoiika Ambari Agent ans Non-Root

Ambari Agent MOXHO HACTPOWTBH I 3aMyCKa OT MOJb30BaTelst 0e3 mpas root. las sToro Tpedyercs
CIIEIUAJIBHBIN HOCTYT sudo K yueTHbiM 3anucsam cepsruca Hadoop u BbIOTHEHNS ONPEIeIeHHBIX TPUBUIETHPOBAHHBIX
komana. Hacrpoiika arearo Ambari gjis paborbl B KadecTBe non-root Tpebyer pydHON yCTAHOBKHM areHTOB Ha
BCex yausax kiacrepa (cM. pykoBoacTBo “Ulncrpykius no ycranoske kiacrepa’). Ilocsie ycraHOBKU KaxKI0ro areHra
HEOOXOIMMO HACTPOUTH ATEHTA I 3AIyCKa KakK MOJIb30BaTesst 0e3 mpaBa root. B maHHOM mpuMepe WCIOIb3yeTCst
MOJIL30BATEIb ambari.

Heobxomumvo uzmenurs B daie /etc/ambari-agent/conf/ambari-agent.ini cBOWCTBO Tun_ as_ user:
run_as_user=ambari
Jasee ay1s ctapTa pabOTHI OT TIOJIB30BATENS 6€3 TTOJTHOMOUNI T00t HeobxonuMo nepe3anyctuth Ambari Agent.

Jl1a 3ammycKa OmpeIeIeHHbIX KOMAH/I, TPEOYIOIMINUX TOTOIHUTE/IbHBIE TIPABA, YCTAHABINBAEMbBIE B KOH(DUTYPAIIAN
Sudoer, ¢pyukIius non-root ocHoBbiBaercsa Ha sudo. Kondwurypanus sudo pasmeneHa Ha YacTH: HACTPAWBAEMbIE
MOJIH30BATEIN, HEHACTPAUBAEMbIE TIOTH30BATENM, KOMAH/bI U 3HAYEHUsT Sud0 IO YMOITIAHUIO.

B nocieayromux pasjesax OINMCAaHO KaK CJejayerT HacTpauBarb sudo, 4rodbl 1103B0MTh Ambari 3amyckarbes
OT ToJB30BaTesA 6e3 paB root. Kaxkaplit 13 pas3zesioB BKIIOYAET ONpeeseHHble 3amuc sudo, KOTOpble HeOOXOIMMO
HOMECTUTH B /etc/sudoers u 3alyCTHTh KOMAHJY:

visudo

HaCTpaVIBaeM bl€é noJib30BaTtesin

JlaHHBIH pa3/esl COMEPKUT KOMAHILI “Su” M COOTBETCTBYIOIIME ydueTHble 3anucu cepBuca Hadoop, KoTopbie
HACTPAMBAIOTCS TIPU YCTAHOBKE:

# Ambart Customizable Users

ambari ALL=(ALL) NOPASSWD:SETENV: /bin/su hdfs *,/bin/su ambari-qa *,/bin/su ranger *,/bin/su zookeeper *,/
—bin/su knox *,/bin/su ams *,/bin/su hbase *,/bin/su spark *,/bin/su hive *,/bin/su hcat *,/bin/su mapred,,
—%*,/bin/su oozie *,/bin/su tez *,/bin/su atlas *,/bin/su yarn *,/bin/su kms *
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TnaBa 2. Pacmupennbie mapamverpbl 6e3onacHoctu g Ambari

YueTHbIe 3aI1CH I0JIb30BATENEH TOJIZKHBI COOTBETCTBOBATD YYETHBIM 3ALUCIAM CEPBEPOB, YKA3AHHBIM HA BKJIAIKE
“Customize Services — Misc tab” Bo Bpemsi 3rama HacTpoitku MacTepa ycranoBku. Hanpumep, eciim YARN macrpoen
JUTs 3aMycKa Kak Yz yarn, HeoOXOIMMO W3MEHUTh KOMaHIy su Ha /bin/su zyz _yarn.

HeHaCTpal/IBaeMble nosib3oBaTtenu

JlaHHBIN pa3esl COMEp:KUT KOMAHABI “‘Su”’ i CHCTEMHBIX YYETHBIX 3aIlicCeil, KOTOPbI€ HEIb3s W3MEHUTH, U
KOTOpbIE TPeOYITCsA TOJILKO B TOM Ciydae, ecau ucuob3dyercs MySQL, ycranonensbiii u yupasiasembiii Ambari
i Hive Metastore. Eciu ucnosbsyercsa cymecrBytomas 6a3a ganabix MySQL, PostgreSQL wiu Oracle ais
Hive Metastore, BKIIOYATH JAHHBIE KOMAHIbI HET HEOOXOIUMOCTH.

# Ambari Non-Customizable Users
ambari ALL=(ALL) NOPASSWD:SETENV: /bin/su mysql *

Komangbi

Komanipr, KOTOpBIE [TOKHBI BXOAUTh B CTAHIAPTHDBIE ONEPAIIAH areHTA:

# Ambar: Commands

ambari ALL=(ALL) NOPASSWD:SETENV: /usr/bin/yum,/usr/bin/zypper,/usr/bin/apt-get, /bin/mkdir, /usr/bin/test,
—/bin/1ln, /bin/chown, /bin/chmod, /bin/chgrp, /usr/sbin/groupadd, /usr/sbin/groupmod, /usr/sbin/useradd, /
—usr/sbin/usermod, /bin/cp, /usr/sbin/setenforce, /usr/bin/test, /usr/bin/stat, /bin/mv, /bin/sed, /bin/rm,
< /bin/kill, /bin/readlink, /usr/bin/pgrep, /bin/cat, /usr/bin/unzip, /bin/tar, /usr/bin/tee, /bin/touch, /
—usr/bin/distro-select, /usr/bin/conf-select, /usr/phd/current/hadoop-client/sbin/hadoop-daemon.sh, /usr/
—1ib/hadoop/bin/hadoop-daemon.sh, /usr/lib/hadoop/sbin/hadoop-daemon.sh, /sbin/chkconfig gmond off, /sbin/
—chkconfig gmetad off, /etc/init.d/httpd *, /sbin/service phd-gmetad start, /sbin/service phd-gmond start,
—/usr/sbin/gmond, /usr/sbin/update-rc.d ganglia-monitor *, /usr/sbin/update-rc.d gmetad *, /etc/init.d/
—apache2 *, /usr/sbin/service phd-gmond *, /usr/sbin/service phd-gmetad *, /sbin/service mysqld *, /usr/
—bin/python2.6 /var/lib/ambari-agent/data/tmp/validateKnoxStatus.py *, /usr/phd/current/knox-server/bin/
—knoxcli.sh *

# Ambari Ranger Commands

ambari ALL=(ALL) NOPASSWD:SETENV: /usr/phd/*/ranger-usersync/setup.sh, /usr/bin/ranger-usersync-stop, /usr/
—bin/ranger-usersync-start, /usr/phd/*/ranger-admin/setup.sh *, /usr/phd/*/ranger-knox-plugin/disable-knox-
—plugin.sh *, /usr/phd/*/ranger-hbase-plugin/disable-hbase-plugin.sh #*, /usr/phd/*/ranger-hdfs-plugin/
—disable-hdfs-plugin.sh *, /usr/phd/current/ranger-admin/ranger_credential_helper.py, /usr/phd/current/
—ranger-kms/ranger_credential_helper.py

Important: He um3MmensiiTe cOMCKM KOMAaH[I, TOJBLKO HMEHA IOJb30BATENEH MOrYT OBITh HM3MEHEHBI B pasmelre
«Customizable Users»

1 TOBTOPHO#N mWTepanuu HeOOXOIUMO BBIMTOJIHUTD JAHHYIO KOH(MUTYDPAIUIO Sudo HA KAXKIOM y3Jie KJIACTEPA.
YTo0bI yOEIUTHCS, ITO KOH(MUTYPAIUs BBIMOTHEHA MPABUILHO, CJAEAyeT BBIMOTHUTHL “‘Su” [j1d moab30oBaTens ambari
u 3amyctuThb sudo -l. Tam MOXKHO TPOBEPUTH, HET JIM MPEAYIPERICHNNH, U YOeIUTHC, ITO Pe3yabTaT KOH(pUTypaIun
COOTBETCTBYET TOJBKO YTO IPUMEHEHHOMY.

3Ha4venus Sudo no ymonuanuro

Hexoropbie Bepcun sudo mMeroT KOH(MUTYPAIUIO TIO YMOJTIAHUIO, KOTOPAsi TPEIOTBPAIIAET BBI3OB Sudo n3 He
HHTepaKTHBHOfI O6OJIO‘{KH. LITO6bI AreHT BBITTOJIHAJI KOMAaHIbI HE THTEPAKTUBHO, HEKOTOPbHIE 3HAYECHUA IO YMOJTIaHUIO
HEOOXOIMMO MEPEHACTPOUT.

Defaults exempt_group = ambari
Defaults !env_reset,env_delete-=PATH
Defaults: ambari !requiretty
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2.3. UIudposanme 6a3nr manubx u naposeir LDAP (ommonaanHo)

Jtst IOBTOPHO# mMTepanuu HeOOXOAUMO BBIIOJHUTH JTAHHYI0 KOH(MUrypamuio sudo Ha KaxKIOM y3Jje KJIACTepa.
Yr00bI yOEeauTHCSA, YTO KOH(MUTYPAIUS BBHIMOIHEHA TPABUILHO, CJIEAYET BBIMOJHUTH “‘Su” [jIs MOJb30BaTesst ambari
u 3anyctuth sudo -I. Tam MOXHO MPOBEPUTH, HET JIM MPEAYIPeXkRICHuUM, u yOeuThCs, YTO Pe3yJIbTaT KOHMUTYpaluun
COOTBETCTBYET TOJBKO 9TO MPUMEHEHHOMY.

2.3 LUudposaHune 6a3bl aaHHbIX 1 naponeii LDAP (onunoHanbHO)

ITo ymonganuto naponu gocryna K Oaze ganabix Ambari u LDAP-cepBepy xpaHsTCs B IPOCTOM TEKCTOBOM
daitne. s 3amudpoBku maposieil HeOOXOAUMO 3aIlyCTHTD CIENUAJIbHYI0 KOMAH/y HACTPONKM.

Important: Bo Bpems mmdpoBanus naposeit Ambari Server me gosizken ObITH 3armyIeH: 00 BHECTH W3MEHEHUST
nepeJ; IepBbIM 3aIyCKOM cepBepa Ambari, nb0 OCTaHOBUTH CepBep Jjis BHECEHUsI W3MEHEHU N

1. Ha Ambari Server 3amyctuTh KOMaHIy HACTPONKM:
ambari-server setup-security
2. TIpwu 3ampoce “Choose one of the following options” BeiOparh BapuanT 2:
e [1] Bxurouurs HTTPS juis cepsepa Ambari;
e [2] Iudporars maposnn, xpausumecs B daiize ambari.properties;
¢ [3] Hacrpoiika koudurypamuu JAAS Ambari kerberos;

3. JdBaxapbl BBeCTH K04 s mmudpoBanus napodeil (ecau naposu 3amudpoBaHbl, HEOOXOAUM HOCTYI K KJIIOYY,
4r100b! 3amycrurs Ambari Server).

4. EcTtb Tpu BapuaHTa COXpaHEHUS KJIOYa:

e Ilepenecure ero B daiin Ha cepBepe, HAXKAB Y B CTPOKE;

e Coznarp nepemennyio cpeny AMBARI SECURITY MASTER KEY u ycraHOBUTH HA Hee KJIIO9;
e BpyuHyio BBeCTH KJIIOY B KOMAHIHON CTPOKE MpU 3aITyCKEe CEpBepa.

5. Bamycrurh uin nepesamnyctutb Ambari Server:

ambari-server restart

2.3.1 Copoc wudpoBaHus
Cbpoc nmdpoBanusi BO3MOXKEH B CJEAYIONHMX CJIyIAdX:
e ITlosnoe ynanenue mudpoBanue;

e lI3MeHeHMe TEKYIIEro MACTEp-KJI0Ya TMOTOMY, 9TO KJII0Y 3a0bIT, OO JIsd CMEHBI TEKYINEro KJI0Ya B IEJISTX
0Ee30IIaCHOCTH.

Important: Bo Bpems c6poca mmdposanus Ambari Server He H0J3KeH OBITH 3aMyIIEH

MonHoe yganeHue wndposaHns

s Boccranos ieHus 6a3bl gaHHbix Ambari u naposeit LDAP 10 nosHocTbio He3amu@pOBaHHOIO COCTOSHUSA
HEOOXO/IMMO BbIIOJHUTD CJIEYTOIIMe TefAcTBUs:

1. Ha xocre Ambari B TekcToBOM pemakTope OTKpBITH baitn /etc/ambari-server/conf/ambari.properties n
YCTAHOBUTBH CBOWUCTBO:
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security.passwords.encryption.enabled=false
2. YaaauTh:
/var/lib/ambari-server/keys/credentials. jceks
3. YiaauThb:
/var/1lib/ambari-server/keys/master

4. COpocuth mapoJib 0a3bl TaHHLIX W, TPU HeobxoaumocTu, napojb LDAP. Bamycruts mHacrpoiiky “ambari-server”
(cm. paznen “Hludposanue 6a3bl gannbix u naposeit LDAP (onnuonansio)”) u “setup-ldap ambari-server” (cm.
pazuen “Hacrpoiika Ambari nuig ucnosnbzosanus LDAP-cepsepa”).

N3meHeHue Tekyuiero macrep-ksio4a

B ciyuae eciiu TekyImmit MacTep-KI0Y U3BECTEH, JJIs €r0 W3MEHEeHNsT HeOOX0INMO TIOBTOPHO 3AMyCTUTh KOMAHLY
HACTPOWKM MU(POBAHNUS U CJIETIOBATH WHCTPYKIUSIM:

ambari-server setup-security
1. VI3 mpeaioykeHHbIX BAPHAHTOB BHIOpPATH 3HAUEHWE 2:
e [1] Brurounts HTTPS ass cepsepa Ambari;
¢ [2] IlTudposars naposnu, xpansumecs B daiine ambari.properties;
¢ [3] Hacrpoiika koudurypamuu JAAS Ambari kerberos;
2. Ilpwm 3ampoce BBeCTH TEKYIIHIT MacTep-KJIIOq;
3. B zampoce “Do you want to reset Master Key” BBectu 3uadenue yes;
4. B KOMaHHON CTPOKE BBECTH HOBBIA MACTEP-KJIOY U TOATBEPIUTH €ro.
B ciyuae econ rekyiumii MacTep-KJI0Y HEM3BECTEH:
1. Tonuocrsio yaamurs mudposanue (cM. paszzgen “Tlonnoe yaanenue mudposanus’);
2. TIpoussecTu HAaCTPOiKy Macrep-KiYa (Kak ONUCAHO B HAYAJIEe TEKYIIEro Pa3/esia):
ambari-server setup-security
3. Banycruth wim niepesanyctuth Ambari Server:

ambari-server restart

2.4 Hacrpoiika SSL ans Ambari (onunoHansHo)

Ilna orpanmueHus gocryna K ceppepy Ambari s coemunennii HTTPS, HeoOxoauMo IpemoCTaBUTh
ceprudukar. Hecmorps HA TO, 9TO MEPBOHAYAIHHO MOXKHO MCIIOJIB30BATH CAMOIO/IUCAHHBINA cepTuduKaT, OH He
OAXOAUT Jyist AaHHo#M 3a1a4u. [locse Toro, kak ceprudurar Oyzer ycraHoBjeH, HEOOXOAMMO 3aIyCTUTD CIIENUAIbHY IO
KOMAaH/Iy HACTPONKMH.

Important: Bo Bpems macrpoiiku Ambari Server He q0/KeH ObITH 3alyIeH: JUO0 BHECTH U3MEHEHUs! [IE€PE]T IEPBHIM
3aryckoMm cepBepa Ambari, 1160 OCTAHOBUTH CEPBEP [Jisi BHECEHUST M3MEHEHMI

1. Boiitu na xoct Ambari Server;

2. Haiitu ceprudukar. Ecin co3maercss BpeMeHHBIH CaMOIOAINCAHHBIN cepTugUKAT, HCIOJIb30BATH €r0 B KAIeCTBE
npumepa:
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2.5. Hacrpoiika Kerberos mna cepsepa Ambari (onmmonaibmo)

openssl genrsa -out $wserver.key 2048
openssl req -new -key $wserver.key -out $wserver.csr
openssl x509 -req -days 365 -in $wserver.csr -signkey $wserver.key -out $wserver.crt

[ne $wserver — umsa xocra cepeepa Ambari.

Ucnonwp3yemsbrii ceprudurar gomxen O6bitb PEM-3akoauposan, a ne DER-3akoauposan. Eciu wncmonbs3oBaTh
DER-3akonupoBanubiil cepruduKaT, BHIIACTCSA CJISAYIONAs OMuOKa:

unable to load certificate 140109766494024:error:0906D06C:PEM routines:PEM_read_bio:no start line:pem_lib.c
— :698:Expecting: TRUSTED CERTIFICATE

g xousepranuu DER-3akonuposannoro cepruduxara 8 PEM-3akoaupoBanubiit He06X04MMO HCIIOIb30BATH
CIEMYIONLYI0 KOMAHJLY:

openssl xb09 -in cert.crt -inform der -outform pem -out cert.pem
Lne cert.crt — DER-3akonupoBannbiii ceprudurar u cert.pem — nrorossiit PEM-konupoBanubiii ceprudukar.
3. BanycruThb cnenuaabHyi0 KOMaH/ly HACTPONKH U OTBETUTH HA 3AIPOCHL:
ambari-server setup-security
e BriOpars 3nadenue 1 s skiaodenus HTTPS gis cepsepa Ambari;
e Ha zanpoc “Do you want to configure HTTPS?” orBeruts y;
e Buibpars nopr juis ucnonbs3oanust SSL. Homep nopra, ycranoBIeHHDBIH 110 yMOTYAHUIO — 844 3;

e IIpenocraBuTh NoJHLIA nyTh K daitay ceprudukara ($wserver.crt from above) m daiiry 3aKpbITOro K/IH04a
($wserver.key from above);

e BBectu maposib [1Jisi 3aKPHITOTO KIIIOYA;
e 3allyCTuTh WK EPE3AIyCTUTh CePBEP:

ambari-server restart

2.5 Hacrpoiika Kerberos gnsi cepsepa Ambari (onunoHansHo)
Korna kiacrep Briiouen ¢ Kerberos, koneunsie Toukn komnonenta REST (rakue kak komnoneHT YARN
ATS) tpebyior ayrenruduraru SPNEGO (cum. pazzgen “Ayrentudukanua SPNEGO mnna Hadoop”).

B saBucumocTu ot ceppucos B Kiacrepe Ambari Web nyxnaerca B gocryne K nanabiM API. Takske, Takue
npeacrapienust, kak Tez View, myxzaatorca B gocryne K ATS. Ilosromy ceppep Ambari rpebyer npuHiunasia
Kerberos mns ayrentudukanuu depes SPNEGO B ornomenun stux API. B mamnom pasmesie omumchiBaeTcs,
KaK HacTpouTh cepBep Ambari ¢ momomsio npuanunajga Kerberos u keytab, 9T00BI TO3BOIUTH MPEACTABICHUSIM
ayrenrudunuposarscs gepe3 SPNEGO no koMnoneHTaM KIacTepa.

1. Cozgarp npunmunaia B KDC maia cepsepa Ambari. Hanpumep, ucnonb3ys kadmin:
addprinc -randkey ambari-server@EXAMPLE.COM

2. Cozmars keytab mitst 5TOTO MPUHIIKATIAIA!
xst -k ambari.server.keytab ambari-server@EXAMPLE.COM

3. Iomecturs keytab na xoct cepBepa Ambari. Obs3aTesIbHO YCTAHOBUTD MIpaBa, st (PANIOB, 9TOObI a1y CKAIOIIN
Ambari Server nosib3oBaresb, MO 10J1y4YuTh gocryil K dhaiiy keytab:

/etc/security/keytabs/ambari.server.keytab

4. OcranoButh cepsep Ambari:
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TnaBa 2. Pacmupennbie mapamverpbl 6e3onacHoctu g Ambari

ambari-server stop
5. BamycTuTh KOMaHIY setup-security:
ambari-server setup-security
Boibpars & miis macrpoitku Ambari kerberos JAAS;
Bsecrn umsa npunnunaga Kerberos mis cepsepa Ambari, cozgannoro #a 1 mare;

Beecru nyTh K keytab ns npuranmmania Ambari;

© »®» N o

Ilepesanycrurs cepsep Ambari:

ambari-server restart

2.6 Hactpoiika Truststore gns cepsepa Ambari

[Mpu ucnonb3oBanuu mudpoanus mus Hadoop neobxommmo nacrpouth Truststore Ambari u mobaBuTh
cepTuUKATHI.

Important: Bo Bpems nacrpoiiku Ambari Server He joikeH ObITh 3allyIneH: JuO0 BHECTH U3MEHEHUs! [IE€PE/T [IEPBbIM
3amyckoM cepsepa Ambari, 1160 OCTAHOBUTH CEPBEP IJIsl BHECEHWUST W3MEHEHWIH

1. Boiitu ma xoct Ambari Server;

2. Bwibpars 4 miisi Setup truststore:

e Ha 3ampoc “Do you want to import a certificate into Truststore?” orseTuts y;
e Bgecru tun Truststore. I[lapamerpamu siBasrorcs jks, jeeks nnu pksi2;

e VYkazars myTh K aiimy Truststore;

e Beecru mapons gna Truststore m moarsepamts ero. Ilapons mosken comepkarb He MeHee 6 CHMBOJIOB
(TIpuMevanue: mocaeqHAE TPU 1IAra TPeOYIOTCS TOJLKO TIPU MepBUYHOi HacTpoiike Truststore mis Ambari);

3. Banycrurh wiu niepesanyctuth Ambari Server:
ambari -server restart

4. Bpmonnurs HacCTPOKY 6e30macHocTu U BoIOpATh IyHKT J Ui uMiopTa ceprudukara B truststore.

2.7 Hacrpoiika gByctopoHHero SSL mexxgy Ambari Server u Ambari Agents
(onuunonanbHo)

Hsycropounnii SSL obecrneunBaer mudpoBanne cBsa3u MexXIy cepBepom Ambari n arearamu Ambari. Ilo
ymodanuio Ambari ornpasiisieT JaHHBIE C OTKJIIYEHHBIM AByXCTOpoHHUM SSL.

Important: Bo Bpems macTpoiiku Ambari Server He qoJKeH ObITH 3aMyINEH: JUOO BHECTH U3MEHEHUs! MEPe.l MePBhIM
3amyckoM cepBepa Ambari, 160 OCTaHOBUTH CEPBEP [JIsi BHECEHUST W3MEHEHMI

s Briovenus apyxcroponmero SSL #Heobxommmo:
1. Ha xocte cepsepa Ambari B TEKCTOBOM pesakTope OTKPHITH daiin /etc/ambari-server/conf/ambari.properties;
2. JTobaBuUTH CJIEIYyIOIIee CBOWCTBO:

security.server.two_way_ssl = true
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2.8. Hacrpoiika mudpoB 1 MPOTOKOJIOB i cepsepa Ambari (onmmoHa bHO)

3. Banycrurs win nepesanycrurb Ambari Server:
ambari -server restart

Ceprudukarhl areHTa aBTOMATHIECKH 3arPyKAOTCS BO BPEMsl PErHCTPAIINN ar€HTA.

2.8 Hacrtpoiika wudpoB 1 npoTtokosioB Ana cepBepa Ambari
(onuunoHansbHo)

A mbari obecrreunBaer KOHTPOIH MUGPOB U TPOTOKOJIOB, KOTOPhIE JOCTYMHBI Yepe3 Ambari Server.

Y100l OTKJIOYNATH ONpEIeeHHbIe Mmudpbl, HEOOXOIUMO [100ABUTH CIWCOK Cjeayiomero ¢opmara B
ambari.properties (0pu yKa3aHUU HECKOJbKUX MIU(POB, CJEAyeT OTAEJNATh KaxKIblil MUMDP C IIOMOIIbI0 HUMKHErO
HOYEPKUBAHUS )

security.server.disabled.ciphers=TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA

Y100l OTKJIIOYHATH OMPEIEIEHHBIE MTPOTOKOJIBI, HEOOXOAUMO J0DABUTH CIHCOK CAEAyIomero ¢dopmara B
ambari.properties (Upu yKa3aHUU HECKOJbKUX IIPOTOKOJIOB, CJIEAYET OTIENATb KarKJblil IIPOTOKOJ C MOMOIIbIO
BEPTHUKAJILHON YepThl):

security.server.disabled.protocols=SSL|SSLv2|SSLv3
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I'maBa 3

Ayrentudukamuga SPNEGO gaga Hadoop

ITo ymomgamuio moctyn K HTTP-cepBucam m monb3oBaTenbcKoMy wuHTepQeiicy KiacTepa He HACTPOEH Ha
HeobxoauMocTh ayreHTudukanuu. Ayrearndukanuio Kerberos moxuo nacrpours s BeO-unrepdeiicos HDF'S,
YARN, MapReduce2, HBase u Oozie.

3.1 Hactpoiika cepsepa Ambari gna HTTP c nposepkoii nogsnHHOCTHN

s paboret Ambari ¢ kmacrepom, Tpebytomum ayrentudmuruposanubii HTTP-goctyn k BeOG-unTepdeiicy,
HeobxoanMo HacTpouTh cepBep Ambari gms Kerberos. Ilompobmroe onmcamnne HACTPOEK TPWBEIEHO B pas3jelie
“Hacrpoiika Kerberos myis cepepa Ambari (onmuonasnbho)”.

3.2 Hacrpoiika HT TP-aytentudukaymm gna HDFS, YARN, MapReduce2,
HBase n Oozie

s macrpoiiku HTTP-ayrenrudukanun gugs HDFS, YARN, MapReduce2, HBase u Oozie HeoOx0qumMo
BBIMOJIHUTD CJIEAYIOIINE AefCTBUA:

1. Co3zarh CeKpeTHBIH KJI0Y, UCHOIb3YEMbI JIisi MOAMUCAHNS TOKEHOB ayTeHTHdUKAIUA. DTOT (haili JTOoTKeH
COJIEpKATDH CIydaifHble JAHHBIE U PA3MENIAThCs HA KaxKaoM y3ie kiacrepa. OH TakkKe JOJKEH MPUHAIIEKATD
noJsib3oBaresissM u rpynnam hdfs, sxogsgmum B rpynmy hadoop. IlpaBa mosKHBI ObITH yCTAHOBIEHBL HA 44 0.
Hampuwmep:

dd if=/dev/urandom of=/etc/security/http_secret bs=1024 count=1
chown hdfs:hadoop /etc/security/http_secret
chmod 440 /etc/security/http_secret

2. B Ambari Web nepeiitu no Bnagram “Services — HDFS — Configs”,

3. JIobaBuTh MK M3MEHUTH CBONCTBA KoHdurypauuu B Advanced core-site, TpuBeIeHHbIE B TAOJIAIIE.
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3.2. Hacrpoiika HTTP-ayrenruduranun qnua HDFS, YARN, MapReduce2, HBase u Oozie

Tabmma3.1.: Hosble 3Hauenus cBoiicts koudurypamnun 8 Advanced

core-site
CeoiicTBo Hogoe 3HaueHue
hadoop.http.authentication.simple. anonymous.allowed | false
hadoop.http.authentication. signature.secret.file /etc/security /http secret
hadoop.http.authentication.type kerberos

hadoop.http.authentication. kerberos.keytab

/etc/security /keytabs/spnego.service.keytab

hadoop.http.authentication. kerberos.principal

HTTP/ HOSTQ EXAMPLE.COM

hadoop.http.filter.initializers

org.apache.hadoop.security. AuthenticationFilterInitializei

hadoop.http.authentication. cookie.domain

mycompany.local

Boiienientbie B Tabiiuiie 3anucu 3apucar ot caiira. CoiictBo hadoop.http.authentication. cookie.domain ocHoBaHO

HA TOJHOCTHIO JOMEHHBIX WMEHAaX CEePBEPOB B KJIacTepe.

Hampumep, ecim FQDN Bamero NameNode -

host1.mycompany.local, To hasoop.http.authentication.cookie.domain momxen ObITH yCTaHOBIIEH B mycompany.local.

4. CoxpaHUTb HACTPOWKHU ¥ MEPE3ANyCTUTH COOTBETCTBYIOIIHE CEPBEPA.
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