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Ornasienue

B nokymente npusesennl cejienus o nuiioze Knox Gateway u OCHOBbI pabOThI ¢ HUM.

PyxoBoacTBO MOXKET OBITH MOJIE3€HO AJMWHHCTPATOPAM, MPOTPAMMHUCTAM, Pa3pabOTIUKaM U COTPYIHUKAM
mo/ipa3aesiennii nHGOPMAIMOHHBIX TEXHOJIOIH, OCYIIECTBIAIONINX BHEAPEHNE U COMPOBOXKIeHNe KiacTepa Hadoop.

Important: Konrakraas uadopmanus ciyzk0bl moaaepkku — e-mail: infoQarenadata.io



mailto:info@arenadata.io

I'maBa 1

Knox Gateway. O630p

Knox Gateway (Knox) — orseuaer 3a 6€3011aCHOCTb LIEDUMETDA, 4TO LO3BOJILET LUPEAIPUATUAM PACIIUPATD

noctyn K Hadoop HOBBIX TIO/IB30BaTEIEl, 8 TAKYKE MO IEPKUBATH COOTBETCTBUE TOJUTHK OE30TACHOCTH MTPEITPUSITHS.
Knox Ttakxke ympomaer obecredenne Oe3omacHoctn Hadoop st mosb3oBaresieil, WMeONUX JOCTYI K JIAHHBIM
KJIACTEPA ¥ BBLIINOJIHSIIONMX HA HEM CBOH 33, IaHH.

Knox unrerpupyercs ¢ cucremamu yupassenus uiaearudukanueii u SSO (Single Sign-On, rexunosiorus eunoro

BXOJIa), YTO MO3BOJISIET MCITOMB30BAThH WAEHTH(MUKAIINIO CHCTEM JIJIst JOCTya K Kiaacrepam Hadoop.

[Ilmo3 Knox obecmeunBaer 6e3omacHOCTh M kKiaacrepoB Hadoop co ciaeayomuvu mpenMyInecTBaMu

(Puc.1.1.):

Ynpowennwii docmyn: pacuupenue cepsucos Hadoop REST /HTTP nyrem unkancyssiuuu Kerberos B knacrep;

Tosviwennoili yposens Oezonachocmu: 3KCTOHWpoBaHWe zgoctyna K cepsncam Hadoop REST/HTTP, we
packpbiBast HHPOPMAILMKE O CeTH, TpemocTanisas SSL n3 Kopobkn;

Ienmpanrusosannoe ynpasaenue: TeHTpamu3oBannoe obecnedenne Gezomacuocrn REST API, mapmipyTusarus
3aIpoCcoOB K HECKOMbKUM Kiacrepam Hadoop;

Kopnopamuenas unmeepayus: nopaep:xkka LDAP, Active Directory, SSO, SAML u apyrux cucrem
ayTeHTH(DUKAIINAN.

Knox MO0XKHO HCIONB30BaTh KaK C He3ammineHHbiMu kjaacrepamu Hadoop, tak u ¢ 3amwmroii Kerberos.

B kopnoparusmHoit cpene, ncnomb3ymommei Knacrepsl ¢ 3amuToii Kerberos, mmo3 Knox obecrednBaer cieayionne
BO3MOXKHOCTH:

XO0pOITIo UHTErPUPYETCsi C KOPIOPATUBHBIMU PEIEHUSIMU 110 YIPABICHUIO UIAHTU(MDUKAIMOHHON nH(MOpMAIIHeii;

Bammiaer cBeneHusi O pasBeprbiBaHnM Kiaacrepa Hadoop (y31bl M mOPTBI CKPBITBI OT  KOHEYHBIX
noJb30BaTeneil);

Yupormaer psiji CepBUCOB, C KOTOPHIME JIOJI?KEH B3aNMOAEHCTBOBATH KJIUEHT.
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Puc.1.1.: Tunuunsiii norok 6e301acHOCTI




I'maBa 2

ApxurekTypa pa3BepTbhiBaHna Knox
Gateway

[Tonyuenne pocryma k knacrepy Hadoop ussae ocymectsisiercss depe3 Knox, REST API 6o depes
unTepdeiic komauguol ctpokn Hadoop.

Crenyiomas auarpamma mnokas3biBaer, Kak Knox Gateway srnuceiBaercs B pa3seproiBanune Hadoop, rne NN
= NameNode, RM = Resource Manager, DN = DataNote, NM = NodeManager (Puc.2.1.).

Hagiae Sheater 1

Puc.2.1.: Apxurekrypa passeproiBanusg Knox 8 Hadoop
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IHognepkuBaembie HILJII030M CEPBUCHI
Hadoop

[Inro3 Knox Gateway nomaepxkubaer cienyiomue cepsuchl Hadoop B kimacrepax kak ¢ Kerberos, rak u
6e3:

e Ilonuepxusaembie API-unrepdeiichl KOMIOHEHTOB (IPOKCHU-CEPBED):
— YARN
— WebHDFS
— WebHCat/Templeton
— Oozie
— HBase/Stargate
— Hive (uepe3s WebHCat)
— Hive (uepe3 JDBC)
— Ambari
— Atlas
— Ranger
— Zeppelin
e IloujepkuBaeMble 110Jb30BaTEIbCKUE MHTEPGhEHCH KOMIIOHEHTOB (IIPOKCU-CEPBED):
Ambari UI
Atlas

— Ranger Admin Console

— Zeppelin

Important: API u Busyasbubie unarepdeiicbi Knox, KoTopble He MepedrcieHbl B JAHHON IVIaBe, PacCMaTPUBAIOTCS
kak QyHKIuonas, robapasgemprit Community mpoekra




T'masa 3. IlommepxkuBaembre nutio3oM cepBuckt Hadoop

Important: @yuknuonas Community mpoekTa pa3pabaThbIBAETCs U TECTUPYETCs, HO OUITNATHHO HE TIOIIEPKUBACTCST
kommanueil Arenadata. Dtu (DYHKIUE UCKIIOUAIOTCA O PALY MPUYWH, BKIIOYAs HEJIOCTATOYHYIO HAJIEKHOCTH WJIN
HEIMOJIHOE TIOKPBITHE TeCTOBOro crieHapus. [lomo0Hbe pyHKINN He pEKOMEHIyeTC sl UCI0Ib30BATh B pabodeii cpeie
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JlemMoHcTpaIuoHHbIE TPUMeEPbI
BO3MOKHOCTEH IIIJIIO3a

Cy1ecTByer HECKOJIBKO MeTOJI0B pa3BepThiBanus Knox B Kiracrepe, OT/imYue KOTOPBIX 3aKJI0YAETCH B PA3HBIX

crocobax ycTaHOBKM W HacTpoiiku ruao3a. I[Ipumepst B karamore { GATEWAY HOME}/samples neMOHCTPUPYIOT
BO3MOXKHOCTH 1033 Knox mist obecredenusi nocrymna K MHOrouncjiaeHubiM API-unrepdeiicam u3 cepBUCHBIX
KoMIOHeHTOB Kytacrepa Hadoop.

B 3aBucumocTu OT TOro, KaKk MMEHHO BBINOJHSAETCS ycraHoBKa Knox, tpebyercsd OlpejeseHHoe KOJUIEeCTBO

TaroB 11 TIOJTHON YCTAHOBKHM W HACTPOWKHM TTPUMEPOB MCTTOTIH30BAHNA.

4.1 donyweHus

[lpuBenennbie TpUMEPHI HATUCAHBI C IEIBI0 PAa3pabOTKU CTAHIAPTHBIX JeMOHCTpanuoHHBIX cpen Hadoop,

Pa3BEPHYTHIX B BHUJE KJIACTEPa C OJHUM y3JIOM BHYTPH BUPTYAJIBHON MaIMWHBI. B CBA3W € 3TUM CJIeJTaHbBI CIIEIYIONINe
JOTYIIEHNS:

Cymecrsyer geiicrBuresibubiii java JDK B myru PATH nuig BbitosineHust HpUMEpOB;

Cepsep Knox Demo LDAP zanymen ua “localhost” ¢ moprom “33389” mo ymosuanuio miisi cepsepa ApacheDS
LDAP;

B wucnonnsyemom karasore LDAP ecrb Habop eMoO-IIo/ib30BaTesiell, KOTOPHIM IIPEJOCTABJIIETCS YCJIOBHOE
obo3HadeHne UMEHN MI0JIb30BaTes s “username” u mapoJib “password”. Tak ke mpumepsr nMeroT Bapuaimu ¢ “guest”
u “guest-password”;

Ox3emmiap Knox Gateway 3amyinen Ha TO Ke MaIlwHe, HA KOTOPOH IIAHUPYETCS 3aIlyCK MPUMEPOB, MOITOMY
ucmnonb3yercd “localhost” u mopt mo ymosrganuio “8443”;

B karanore {GATEWAY HOME}/conf/topologies umeercsi KOPPEKTHO cO3iaHHas Touosorus sandbox.zml,
KOTOpas HACTPOEHA TaK, YTOObI YKA3bIBATH Ha (DAKTHYECKMI XOCT U IIOPThI 3ally EHHbIX KOMIIOHEHTOB CEPBUCA.

B nmoaroroBenHO# 7eMOHCTPAIIMOHHOM Cpe/e KIacTepa ¢ OTHUM Y3JI0M /I MILTIOCTPAIAN UCMoab30Bannsa Knox

HEOOXOIUMO 0OECIEYNTD:

KoppekTHo HACTPOEHHYIO TOMOJIOTUIO Sandbor.xml [y pa3BepHYTHIX CEPBUCOB;

Cepsep LDAP, 3amymmennstit ¢ mosns3oBareneM guest/ guest-password.




T'maBa 4. [leMOHCTpaIMOHHBIE IPUMEDPHI BO3MOXKHOCTEN MITIO3a

4.2 Lllarn passeptbiBaHna Knox Gateway B Ambari

Nucrancet Knox, naxoasmmecs nos yupasiedaueM Ambari, Kak nIpaBujio, He CYUTAIOTCH J1eMO-3K3eMILIsAPAMHU.
JlaHHDbIE MHCTAHCHI IIPEIHA3HAYEHBI JJIs 00erdeHust pa3paboTKu 1 TeCTUpOBaHus uin co3fanusa kiacrepos Hadoop.
OHaKO WX MOXKHO 3aCTaBUTh paboTaTh ¢ nHcTancamu Knox mox ynpasjienrem Ambari 33 HECKOJIBKO T1aroB:

1. Heobxomumo umerh mocTym depes3 ssh.

2. Banycrurb cepsep Knox Demo LDAP (moxHOo 3amycruth ero u3 Ambari).
3. @aitn rononoruu default.zml ckonmpoBars B daitn sandbox.xml.
4

. Obs3aTeIbHO UCITOIH30BAThH (hakTHYecKn cyiecTByomyio Java JRE ms 3amycka nmpumepa, Ha momo0uu:

‘ /usr/jdk64/jdk1.8.0_67/bin/java -jar bin/shell.jar samples/ExampleWebHdfsLs.groovy

4.3 Wlarn pasBepTtbiBaHUA py4dHon yctaHoBku Knox Gateway

Jljig  yCTAHOBJIEHHBIX BPY4YHYI0 WHCTAHCOB Knox HEOOXOAMMO BBIMOJHUTH WIEHTUYHBIE IMATH, KAK I
pa3BepThIBAHUS WHCTAHCA Yepe3 Ambari, 3a UCKJIIOYEHNEM TTYHKTA, 3:

1. Heobxomumo umeThb J0CTyT K cpere ssh.
2. Bauycrurb cepsep Knox Demo LDAP (moxHo 3anycrurs ero uz Ambari).

3. W3menuts xocTsl 1 HopThl B { GATEWAY _HOME] /conf/topologies/sandbox.eml nysa orpaxkenus HakKTHIECKOrO
PACIIOJIOZKEHNS] CEPBHCA KJIACTEPA.

4. Obs3arenbHO HCIOIb30BaTh hakTudecku cymecrByioniyio Java JRE mana 3amycka npumepa, na nogobuu:

/usr/jdk64/jdk1.8.0_67/bin/java -jar bin/shell.jar samples/ExampleWebHdfsLs.groovy
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KaraJjioru miaro3a

IIpu ycranoske Knox Gateway co3zmarorcst caeayromnime KaTaaors:

e HADOOP_NODE_INSTALL ROOT;

o knoz-X. X.X.X.X.X.X-XXXX — xaramor $gateway. Hampumep, karanor /usr/lib/knox conepsxkur ddaiirsbl,
OMMCAHNE KOTOPHIX TIPUBEICHO JaJIee B TaOIHUIIE;

e /var/log/knox — conepxut Bbixoaubie daiiibl nuioza Knox.

Tabauuab.l.: Paiiyibl KaTajora LMIr03a,

Katanor/Vmsi daiina Onucanue

conf/topologies Conepxkur obmue daitiabl KOHDUTYpALIUT [LTI03a

bin Comep:KUT UCTOJHSIEMbIE CKPUIMITHI KOMAHTHON 000J0YKHU, MaKeTHbIe (hailabl u
JAR-dailibl 1j1s KJIHEHTOB U CEPBEPOB

deployments Conepxkur  Gaitibl  JECKPUITOPOB TOHOJOMMU  KJIACTEPA,  OLPEIEJISIONHe
kitacrepsl Hadoop

lib Conepxur JAR-daiiibl 11 BceX KOMIOHEHTOB, COCTABJISIIONIUX ILTIO3

dep Conepxut JAR-daiinbl 1j1s BCeX KOMIIOHEHTOB, OT KOTOPBIX 3aBUCUT ITLIIO3

ext Karanor, B koropom mosib3oBarenbckue pacmmpenusi JAR wmoryr ObiTh
pPa3MelieHbl it paciuperus GyHKIMOHAIBHOCTH IILITI03a

samples Comep:KUT psiil TPUMEPOB, KOTOPBIE MOXKHO WCIOJIb30BATH [JIs W3YIeHHUs
GYHKIMOHATHLHOCTH TILTI03a

templates Comepxkur  daiiyibl  KOHGUTYpAIUA [0  YMOJTYAHUI, KOTOPBIE MOXKHO
CKOITUPOBATh W HACTPOUTH

README [Ipenocrasisier ocuoBHBIE cBesenus o nuo3e Knox Gateway

ISSUES OmucbiBaeT W3BECTHBIE MTPOOJIEMBI

CHANGES [lepeuucnser u3avmenenunss MeXIy BepPCUAMHA

LICENSE JoOKyMeHTUpyeT JHIEH3WI0, TO KOTOPOH TPEJOCTABISAETCd MPOrPAaMMHOE
obecriedenne

NOTICE JlokyMeHThI, HEOOXOAMMbBIE NI yBeAOMJIeHUt 00 aTpubyTax s BKJIFOUEHHBIX
3aBUCUMOCTEN

DISCLAIMER JlOKyMeHTbI, TOATBEPKAAIONINE, YTO JAHHBII BBIIYCK U3 IIPOEKTA, IIPOXO/ISAIIEr0

nHKybanmio B komnanun Arenadata
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Master Secret

s zanycka Knox Gateway neoGxoaum Master Secret, 3ammumimatorniuii apredakThbl, HCIIOIb3yeMble HHCTAHCOM
mTI03a — Keystore, trust stores n XpaHWUIUINA YIETHBIX JAHHBIX.

Important: Baxo nacrponth coxpanenmne B daiine $gateway /data/security/master n ybemurbesi, 9T0 B JAHHOM
KaTaJIore YCTAHOBJICHBI COOTBETCTBYIOIINE PA3PEIICHUS IJI CPEIbl BBITOTHCHI

Veranopka Master Secret ocyiiecTBiIsiercs 10 KOMAaH/IE:
cd $gateway bin/knoxcli.cmd create-master

IIpm 3TOM mosiBIIsieTCs TIPeyNpeKJeHne, YKa3bIBaloOIllee, UTO COXpAaHEHHE CeKpera MeHee 0e30MacHO, UYeM
npeaocrasieHue ero npu 3amycke. Knox 3amuimaer maposib, mudpys ero ¢ momMornpio 128-6utHoro mmdpoBanus
AES, u, rzie 310 BO3MOXKHO, pa3pelieHus Ha JOCTyI K (daifjaM ecTb TOJIBKO y MoJb30BaTesis know.

Important: Bano yGeaurbesi, 4To Karajor GesomacHocTn $gateway/data/security m ero ComepKMUMoe JOCTYITHO
JUIS YTE€HUsT W 3AMKUCH TOJIBKO TIOJB30BATENIO knor. ITO CaMblii BaXKHBIM ypoBeHb 3ammuThl 11t Master Secret. Henp3s
[PEeIoJIaraTb, 9TO JJjis 3allAThI JOCTATOYHO TOJILKO IIHM(PPOBAHU

B kpurnyeckux curyarnusx Master Secret MoxeT ObITH U3MEHEH, TOTIA AIMUHUCTPATOPY HEOOXOIUMO TIOBTOPUTH
BCe HACTPONKM [JIs KaKIOr0 WHCTAHCA IIUII033a mpu pa3seprhiBanun. OOHOBIeHwe Master Secret Tpebyer He
TOJIBKO TEPECO3TaHNusT MACTEPA, HO W TaKKe YIAJEHWs BCEX CYIIECTBYIOIIMX XPAHWJIUI KJOYeH U MePeroaroTOBKY
cepTudUKATOB U YIETHBIX TAHHBIX.

Nszmenenne Master Secret ocymecTBisiercs 10 KOMAaH/IE:
cd $gateway bin/knoxcli.cmd create-master--force

[Ipu HAMVUYMM CyIIECTBYIOMIEr0 XPAHUIIAIIA KJIIOYE ClieyeT OOHOBUATH €r0 MOCJI€ BBITOJTHEHUS KOMAHIbI.

11
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Pydnoe nepepacnpeaenenne KjaacTepoB

Ilocne oOHOBIEHHS CBOMCTB KJacTepa IIOBTOPHOE pa3BepThIBaHHE KJIaCTepOB BPYUHYI0 He Tpebyercs.
Iln03 orcneskupaer ¢afiibl JeCKPUITOPOB TONOJOrMUM B Katanore $gateway/conf/topologies m asroMarTuyecKu
LIEPEPACIPEJEIIAET KJACTED [IPU M3MEHEHMM WJid JI0GABJIEHUU JIECKPUIITOPA (COOTBETCTBYIONEE Pa3BEPTbIBAHUE
HaxomuTest B $gateway/data/deployments).

Oxnako, mocjie n3MeHeHust JII000ro U3 HUKelepeunCIeHHbIX CBOMCTB UM TapaMeTpOB IIJTI03a TPe0yeTcs: pyaHOoe
mepepacipeiesieHne Kiacrepos:

e Hacrpoiika BpemMeHu Ha XOCTe I1ILII033;
e Buenpenne unn obrnossenne Kerberos;
e Breapenne win obHOBIeHME SSL-cepTrdukaTos;

o ll3menenue anuaca KJ1acTepa.

7.1 OpHoBpemeHHOEe NepepacnpegesieHne BCeX KJacTepoB
ITpu BHECEHMU M3MEHeHMI HA YPOBHE 111033 (HAIpUMEp, Ipu peaju3anuu nporokosa Kerberos wiu SSL) wiu
[IPU U3MEHEHUU CUCTEMHOIO BPEeMEeHU HeOOXOIMMO MOBTOPHO PA3BEPHYTH BCE TOMOJIOIMH KJIACTEPA:

1. /Ina TpoBepKM BPEMEHHOH METKM Ha pa3BepHYTHIX Kiacrepax Heobxomumo BBectn: cd $gatewaydir
data/deployments. Cucrema mpu 5T0M 0TOOpazkaeT MHMOPMAIMIO HA MOJXOOUH CIIEYOIIEii:

Directory of /usr/lib/knox/data/deployments

cluster.war.145514f4dc8
myCluster.war.145514f4dc8
sandbox.war.145514f4dc8

2. JIj1s1 IOBTOPHOT'O Pa3BepPTHIBAHUS BCEX KJIACTEPOB HEOOXOIMMO BBECTH KOMAH/IY:
/bin/knoxcli.cmd redeploy

3. s LPOBEPKU BHOBb CO3/IAHHbBIX KJIACTEPOB UCLOJIb30BaTh KoMany: cd $gatewaydir data/deployments. Cucrema
MIPH 3TOM OTOOparkaer MHQOPMAIINIO, U3 KOTOPOil BUIHO, UTO I KayKI0T0 KJIaCTepa CO3/aeTcst HOBBIH (ail ¢
TeKyIllell BpeMeHHOW MeTKOM:

Directory of /usr/lib/knox/data/deployments

12



I'naBa 7. Pyunoe mepepacipenesienue KjaacTepoB

cluster.war.145514f4dc8
cluster.war.1457241bbdc
myCluster.war.145514f4dc8
myCluster.war.1457241bbdc
sandbox.war.145514f4dc8
sandbox.war. 1457241bbdc

7.2 lNepepacnpeaeneHne KOHKpPETHOro Kjacrepa

[Tpu BHECEHWU M3MEHEHWH, BIULAIONINX HA OAMH KOHKPETHBINH KJjacrep (HAIpuMep, Mpu U3MEHEHUU A/Iraca WJIu
BOCCTAHOBJIEHUH KJacTepa u3 6osee panHero ¢aiijia IeCKpPUIITOPa TOIOJIOIHH ), HEOOXOAUMO NEPEPACHPEIETUTH TOJIBKO
maHHbIi KiiacTep. s 3Toro ciemyer BLIMOJIHUTDH A€HCTBUS:

1. Just npoBepku Bpemennoit merku B WAR-daitnax Tonosoruu pazBepHyTOro Kjiacrepa HEoOXOIUMO BBECTH
komauny: cd $gatewaydir data/deployments. Cucrema mnpm 3rom oTobOpazkaer WHGMOPMALMIO HA TMOIOOUH
CIeyIOIeit:

Directory of /usr/lib/knox/data/deployments

cluster.war.145514f4dc8
myCluster.war.145514f4dc8
sandbox.war.145514f4dc8

2. JIj1s1 IOBTOPHOT'O Pa3BepPTHIBAHUS OIIPEIEJIEHHOrO KjiacTepa HeOoOXOMMO BBECTH KOMAH/IY:
cd $gateway bin/knoxcli.cmd redeploy --cluster $cluster_name
Tue $cluster name — ums Jeckpuuropa rounosoruu kiaacrepa (6e3 pacwupenus .zml). Haupumep, myCluster.

3. Inst mpoBepkn akra pasBepThIBAHWS KJACTEPA WCIOJIb30BaTh KoMauny: cd $gatewaydir data/deployments.
Cucrema mpu 3ToM OTOOpakaetr nHMOPMAIUIO HA TOA00UY CJIeY FOIIeH:

Directory of /usr/lib/knox/data/deployments

cluster.war.145514f4dc8
myCluster.war.145514f4dc8
myCluster.war.1457241bbdc
sandbox.war.145514f4dc8

JlO/KHO MPOCTAEKUBATHCS, 9TO wWar-haiiibl KIacTepa He U3MEHUINCh, 38 HCKII0YeHrneM OOHOBIEHHOrO (aiiia
nnst myCluster (AMeeT TEKYIULYI0 BPEMEHHYIO METKY ).

13



I'maBa 8

3allycK U ocTaHOBKa Knox BpyumHylo

3a uckmovYenneM u3MeHeHuit B ../ ../conf/topology/*.xml, m3menenus obmmx Hactpoek Knox Gateway
B $gateway /conf/gateway-site.zml 3arpyKarTCs TOJBKO II0CJIE MEPE3ANYCKA [III03a.

OcranoBka Knox Bpyd4HyI0 OCYIIECTBIISETCS 10 KOMAHJIE:
cd $gateway/bin/gateway.sh stop

JarubIit crrocod Ha3bIBAETCS “IUCTBHIM’ 3aBEpIIeHHEeM PabOThI, TAK KAK CKPHIT IILTI03a OYAIIAET BCe PaIbl .out
U .err B KaTaJiore XKypPHAJOB.

[TepBuunbIii WM MOBTOPHBIH 3amyck Knox mociie 3aBepIiiennst OYMCTKH OCYNIECTBISETCS MO KOMAH/IE:
cd $gateway /bin/gateway.sh start

[Tepesanyck Knox mocse “HedncToro” OTK/IIOYEHNsT OCYIECTBISIETCS 0 KOMAH/IE:

cd $gateway/bin/gateway.sh clean /bin/gateway.sh start

JlanHast KOMAHIA yaajser crapbie Gailabl .out U .err B KaTajgore *KypHAJIOB.

14



I'maBa 9

Bxaouenue WebSocket

Brurouenne mporokosa ces3u WebSocket nis Knox Gateway jomnyckaer mpuMeHEHHe MPOKCH-TPUIOKEHH,
UCIIOB3YIOIUX JaHHOe coeauuenus (Hanpumep, Zeppelin).

WebSocket — 910 HPOTOKON CBsi3M, MMO3BOJILIOMIUN OCYHIECTBIAATD HMOJHOJAYILUIEKCHYIO CB#3b 10 OIHOMY
TCP-coeaunennio. Knox mpemocrasisier BCTpOEHHYIO TOAIepKKy WebSocket, HO B HacrosIimee Bpems
MTO/I/IEPYKUBAIOTCA TOJBKO TEKCTOBBIE COOOIIEHUS.

ITo ymomuanuio 8 Knox Gateway dyuxknus WebSocket orkmouena. Oanako ais paborsl cepsuca Zeppelin
UI (<role>ZEPPELINUI</role>) jannas (pyHKIUOHAJIBHOCTD JOJKHA ObITh BKJIIOYEHA; JJId ITOrO HEOOXOIUMO:

1. B daiine /conf/gateway-site.xml n3vennTs 3HaUeHNe mapaMerpa gateway.websocket.feature.enabled Ha true:

<property>
<name>gateway.websocket.feature.enabled</name>
<value>true</value>
<description>Enable/Disable websocket feature.</description>
</property>

2. B daiine /conf/{topology}.xml n3amenuTs npaBuIO TOIOJIOIHUH:

<service>
<role>WEBSOCKET</role>
<url>ws://myhost:9999/ws</url>
</service>

3. IlepesamycTuTh OIII03 IO KOMAHIE:

cd $gateway bin/gateway.sh stop bin/gateway.sh start
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I'maBa 10

OmnpesesieHne TOIIOJOTHIT KJIacTepa

Knox Gateway ocyImecTBiaser MOMAEPXKKY OJHONO wuam Heckombknx KiaacTtepoB Hadoop. Kaxmas
KoHMUrypanus Kiacrepa onpeesiercs B ¢aiiie 1ecKkpunTopa TooJI0ruu B Karajore 1uio3a $gateway/conf/topologies
u passopauuBaerca B coorsercrsyioniem WAR-daiine B karanore $gateway/data/deployments. daunbie daiiibl
OTIPEJIEJISIIOT, KaK IIJII03 B3aUMOIEHCTBYeT ¢ KaxKIbiM KiacTtepom Hadoop.

Heckpunrop npezacrasisier coboit XML-daiin, comeprkarmii:

e gateway/provider — napamerpbl KOH(UIypalMu, YCTaHOBJIEHHbIE 1111I030M KNoX npu npesocraBieHuu JI0CTyIa
Kk kimacrepy Hadoop;

e service — URL-aapeca cepsuca Hadoop, nucmosnb3yembie MI030M st TTPOKCH-CBSA3U C BHEIMTHUMY KJIHEHTAMUY.

[Il103 aBTOMATHYECKHU TIEpEPACIIPE/IeseT KJIACTep pHU 00HApYKeHnn HOBOro (aila JeCKPHUITOPA TOMOJIOTHH
WM MPH OOHAPYKEHWHM W3MeHeHHuit B cyrmecTByomieM (daitme. lamee B Tabmuie mnpeacTaBieH 0030p MPOBaiiIepoB u
CEPBUCOB.
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T'masa 10. Omnpenesrerme Tomosornii KiacTepa

Tabaunal0.1.: IIpoBaiinepsr u cepBUCHI

Tun Ponb Onncanne
gateway /provider hostmap Cornocrapiisier BHEITHHE W BHYTPEHHHE WMMEHA Y3JIa,
3aMEHsIsT BHYTPEHHEE WMS$ y3JIa COMOCTABJICHHBIM
BHEITHUM WMEHEM, KOTJIa UMs y3J1a BKJIIOUEHO B OTBET
n3 KJacTepa
authentication Nurerpupyer xpanusmine LDAP s ayrentudukanuu
BHEITHUX 3aIPOCOB, ODPAIIAIONINXCS K KJIACTEpy depes
mmio3 Knox
federation Ompenensier nons ayrearudukamuun HTTP-3aromoska

mitst SSO u mOCTABIIMKA PEITeHH

identity-assertion

OrBeuaer 3a cnoco® MOATBEPXKIEHUS HIACHTH(DUKAIUN
[IO/ITMHHOCTHU TI0JIb30BAaTEIs B CEPBHUCE, [Jisi KOTOPOIrO
npegHa3HadaeTcs 3ampoc. Takzke oToOparkaer BHEITHAX
MO/IH30BATE/ el BHYTPEHHETO KJIACTEPA, IMTPOIIEIIINX
MPOBEPKY MMOJIMHHOCTH, KOTOPBIX ILJII03 YTBEPKIAET
KaK IOJb30BaTeeld WK I'PYIILy TEKyLIel ceccun

authorization Apropmsarusi Ha ypOBHE CEPBHCA, OTPAHMYMBAIOIIAS
JIOCTYIT K KJIacTepy yKa3aHHBIM  ITOJIb30BATEJISIM,
rpynmaM u/umu IP-agpecam

webappspec HacrpamBaer mmarma 6e300aCHOCTH BEO-IIPHUIIOKEHUIL,

00eCTIeunBAONINN 3AITATY OT MEKCANTOBOM IMOMIIE/IKH
3ampoca

HA provider

high availability

CunxpoHU3HUpyeT BCE UHCTAHCbL Knox A
WCTIOTh30BAHUSA OJHUX W TeX Ke XPaHWJIWII KJovei
VUEeTHBIX JTAHHBIX TOMOJIOTUN

service

$service _name

Casa3biBaer CepBUC Hadoop ¢ BHYTPEHHUM
URL-azxpecom, HCIIOJIb3YEeMbIM ILTI030M TS
MPOKCH-3AMTPOCOB OT BHEITHUX KJIMEHTOB K BHYTDPEHHUM
CepBHCaM KJIACTEPa

JlecKpumTOpPHI TOTIOJIOTHH KJIACTEpa UMeEIOT ciaemytomuit (popmar XML:

<topology>
<gateway>

</gateway>

</topology>

<provider>
<role></role>
<name></name>
<enabled></enabled>
<param>

<name></name>
<value></value>

</param>
</provider>

<service></service>
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I'maBa 11

JlocTtyn K BHyTpennuMm cepsucaM Hadoop

Hacrpoiika mocryna k sayrperueMmy cepsucy Hadoop depes Knox Gateway ocymecrsisieTcs B gBa mara:

1. Heobxopumo uzmenurs daitn wosa $gateway,/conf/topologies$cluster-name.xml, 106aBuB 111 KazK10ro cepBuUca,
Hadoop 3amnuch, aHAJIOTUYHYIO CJTe1yIOTeii:

<topology>
<gateway>

</gateway>
<service>
<role> $service_name </role>
<url> $schema://$hostname: $port</url>
</service>
</topology>

Tne:

o $service_name — nassanme ceppuca — AMBARI, AMBARIUI, ATLAS, HIVE, JOBTRACKER, NAMENODE,
OOZIE, RANGER, RANGERUI, RESOURCEMANAGER, WEBHBASE, WEBHCAT, WEBHDFS,
ZEPPELINUI wiu ZEPPELINWS;

o <url> — monusiii BayTpennnit URL-aapec kimacrepa mis mocryma K CepBUCY, BKIIOYAA:
— $schema — uporokon cepsuca;
— $hostname — pa3penieHHOe UMs BHYTPEHHErO y3J1a;
— $port — mopT mpocIyImMBaHUS CEpBUCA.

2. Coxpanurb aitn. Ilpu srom muto3 co3gaer woebiii WAR-dailn ¢ wm3MeHeHHOI BpeMEeHHOW MeTKOW B
$gateway/data/deployments.

[Tepezamyck cepBepa Knox mocje BHeceHHsi M3MEHEHWN B TOMOJOTHI0 Uu cepBuchl Kjacrepa Hadoop me
TpebyeTcs.
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I'maBa 12

Ilpumep onpenenenust cepBuca

[Ipu HacTpOiike KaXKI0TO CEPBUCA KIIACTEPA, KOTOPBIN TPEOYETCs SKCIIOHNPOBATH, BAYKHO TIIATETHLHO OIPEIEIISATh

WX BHYTPEHHHE HMEHA XOCTOB ¥ TOPTHL. B ciexyomeM MIpPUMeEPe HCHOJb3YIOTCH IMOPTHI IO YMOJIYAHUIO U

noAAEP2KUBAaEMbIE UME€Ha CEPBUCOB.

<service>
<role>AMBARI</role>
<url>http://ambari-host:8080</url>
</service>

<service>
<role>AMBARIUI</role>
<url>http://ambari-host:8080</url>
</service>

<service>
<role>ATLAS</role>
<url>http://atlas-host:8443</url>
</service>

<service>
<role>HIVE</role>
<url>http://hive-host:10001/cliservice</url>
</service>

<service>
<role>JOBTRACKER</role>
<url>rpc://jobtracker-host:8050</url>
</service>

<service
<role>NAMENODE</role>
<url>hdfs://namenode-host:8020</url>
</service>

<service>
<role>00ZIE</role>
<url>http://oozie-host:11000/00zie</url>
</service>

<service>
<role>RANGER</role>
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<url>http://ranger-host:6080</url>
</service>

<service>
<role>RANGERUI</role>
<url>http://ranger-host:6080</url>
</service>

<service>
<role>RESOURCEMANAGER</role>
<url>http://hive-host:8088/ws</url>
</service>

<service>
<role>WEBHBASE</role>
<url>http://webhbase-host:60080</url>
</service>

<service>
<role>WEBHCAT</role>
<url>http://webcat-host:50111/templeton</url>
</service>

<service>
<role>WEBHDFS</role>
<url>http://webhdfs-host:50070/webhdfs</url>
</service>

<service>
<role>ZEPPELINUI</role>
<url>http://zeppelin-host:9995</url>
</service>

<service>
<role>ZEPPELINWS</role>
<url>http://zeppelin-host:9995/ws</url>
</service>
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I'maBa 13

IIpoBepka noakaoueHnsd K cepBUcCaM

HpI/IBe,ZLEHHbIe Jajiee KOMaHJAbl UCIIONb3YIOTCA JJId IIPOBEPKU IMOAKTIOYECHUA MEXK/AY Yy3J/I0OM ILTI03a U CepBUCAMHA

Hadoop, a Tax ke 77151 TpOBEPKHU MOAKIIOYEHHUS BHEITHEro KanenTa K cepsucam Hadoop wepes murio3.

Important: IIpu cboe cBs3u Mexay y3JIOM IILII03a W BHyTpeHHUM cepBucom Hadoop, HEOOXOAWMO WCITOIH30BATH
telnet a1t MOAK/IIOYEHNS K MTOPTY CEPBUCA, YTOOBI yOEIUTHCs, UTO IIII03 UMEET JOCTYI K y3Jy Kjacrepa. [lpm srom

HEOOXOIMMO HCITOTH30BATH MMS XOCTA U MOPTHI, YKA3AHHBIE B OMPEIEIEHUN CEPBUCA

13.1 Tectuposanmne WebHDFS

TecrupoBanne WebHDF'S nyrem nosydenus myTu K JOMAIIHEMY KATaJOry:

e Ha xocre nurro3a UCTIOJIB3YETCA KOMaH/1a:

curl http://$webhdfs-host:50070/webhdfs/v17op=GETHOMEDIRECTORY

e Ha BmemrmeMm kjmenTe UCIIOJIB3YETCA KOMaH/Ia:

curl https://$gateway-host:$gateway_port/$gateway/$cluster_name/$webhdfs_service_name/v1?
—op=GETHOMEDIRECTORY

IIpu sTOM XOCT IITI03a ¥ BHEITHUIT KJIUEHT PearupyroT OToOpakeHneM HHQMOPMAIINN:

’{"Path”:”/user/gopher”}

13.2 TectupoBaHue WebHCat/Templeton

Tecruposanne WebHCat /Templeton myTeM mostydeHnsi HOMEpa BEpCHH:

e Ha xocre nurroza HUCIIOJIB3yeTCA KOMaH/Ia:

curl http://$webhdfs-host:50111/templeton/vl/version

e Ha Bremnem kiuente HCIIOJIB3yeTCA KOMaH/Ia:

curl https://$gateway-host:$gateway_port/$gateway/$cluster_name/$webhcat_service_name/vl/version

IIpu sTOM XOCT ITI03a W BHEITHHUIT KJIWEHT PearnpyioT OToOpakeHneM HHQPOPMAIINN:
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13.3. Tectuposanme Oozie

‘{"supportedVersions":[”vl”],"version":”vl”}

13.3 Tectuposanue QOozie

TecrupoBanue Qozie myTem mosydeHnsi HOMepa BePCHH:

e Ha xocre murroza HUCIIOJIB3yeTCdA KOMaH/Ia:

curl http://$oozie-host:11000/00zie/v1/admin/build-version

e Ha Bremnem kiuente HUCIIOJIB3YyeTCA KOMaH/Ia:

curl https://$gateway-host:$gateway_port/$gateway/$cluster_name/$oozie_service_name/vl/admin/build-
—version

[Ipu sTOM XOCT III03a ¥ BHEITHUN KJIUEHT PearupyioT oToOpaxkeHnneM HH(MOPMAIINN:

‘{"buildVersion":”4.0.0.2.1.1.0—302”}

13.4 TectupoBaHue HBase/Stargate

Tecruposanue HBase/Stargate myrem nosiyuenusi HoMmepa Bepcuu:

e Ha xocre nurrosa HCIIOJIb3yeTCdA KOMaH/a:

curl http://$hbase-host:17000/version

o Ha Bremnem KjmeHte HCIIOJIb3yeTCA KOMAaH/Ia:

curl http://$hbase-host:17000/version

[Ipu sTOM XOCT ILII03a ¥ BHEITHUN KJIUEHT PearupyioT oroOpakenuneM HH(MOPMAIIAN:

rest 0.0.2 JVM: Oracle Corporation 1.7.0_51-24.45-b08 0S: Linux 3.8.0-29-generic amd64
—Server: jetty/6.1.26 Jersey:1.8

13.5 Tectuposanune HiveServer2

Tecruposanne HiveServer2 mocpeacrsom URL-anpecos:

e Ha xocre murroza HUCIIOJIB3yeTCdA KOMaH/Ia:

curl http://$hive-host:10001/cliservice

e Ha Bremnem kiuente HUCIIOJIB3yeTCA KOMaH/Ia:

curl https://$gateway-host:$gateway_port/$gateway/$cluster_name/$hive_service_name/cliservice

IIpu 3ToM xOCT NMUIIO3a W BHENTHWI KJIWEHT BO3BPAIIAIOT OMMUOKY ITPOBEPKH MOAJIMHHOCTHA, KOTOPYIO MOXKHO
UI'HOPUPOBATh.
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I'maBa 14

JlobaBjieHIEe HOBOI'O cepBHCA

B mumioze Knox Gateway HOBble CepBUCHI M UX JIOTIOJTHEHUs PEATH3YIOTCSA KAK PACHIUPEHue CyIIeCTBYONed
GYHKITMOHATBHOCTH.

Knox Gateway mo/iep:KuBaer JeKIaPATUBHBIN CIOCOO JIEMKOTO “MOAKJIIOYEHUsT’ HOBOI'O CEPBHUCA K IILIIO3Y,
WCTIONB3Ys Cleyiomme a8a gaiiia:

e service.xml — aii, cogepxkaiuii NpegoCTaB/IseMble CEPBUCOM MapUIPYThl (IlyTH) W OPAaBUJIA NEPE3AMCH JIJIs
MIPUBSA3KU ITUX MyTeil;

o rewrite.xml — daitn, comepkamuii MPABUIA EPE3AMUCH JJisi CEPBUCA.

Important: @aiin service.xml saBisiercsa oda3aTeabHBIM, rewrite.zml — ONITMOHAILHBIM
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I'maBa 15

Hactpoiika Knox SSO nagg Ambari

B paszene omnmcbiBaercs, Kak HacTpouTh Ambari Ha ucnosb3oBanue B 1nio3e KNnox TeXHOJOTMK €IUHOIO
BxoJa /i ayrenrudunuposannoro mnouabzosarens (SSO, Single Sign-on). Ilpu rakoii koHndwurypauu He uporieime
[IPOBEPKY MOJJIMHHOCTH [OJIb30BATEN, KOTOPBIE IBITAIOTCH MMOJIYYUTh JM0CTyl K Ambari, nmepeHanpaBisioTcs Ha
CTPAHUILy ABTOPUBAIIUH.

Hacrpoiika Knox SSO mis Ranger BoIOJHSAETCs CIEAYIONUMEA AEACTBUASIMUA:
1. BbIIOJIHUTDL BXOJ, B CHCTEMY IIOJ IOJb30BATENEM T00L.

2. BpimonauTh KOMaHIY:

‘ambari—server setup-sso

3. Ha Bwmamatomumii 3apoc OTBETUTD Y.

4. Bsectu URL-azgpec:

’https://<hostname>:8443/gateway/knoxsso/api/vl/websso ‘

5. Bomonaurs ciemyromryo komanay CLI mist sxcnopra ceprudukara Knox:

JAVA_HOME/bin/keytool -export -alias gateway-identity -rfc -file <cert.pem> -keystore /usr/hdp/
—»current/knox-server/data/security/keystores/gateway. jks

[Ipu mosiBnenun 3ampoca BBecTw naposb Macrepa Knox. OGparurh BHUMaHHE HA MECTO coxpaHeHus daiina
cert.pem.

6. Ilpm mosiBIeHNM 3ampoca Ha HACTPONKY JTOMOJHUTETHLHBIX CBOUCTB OTBETUTH .

7. Ocrasurs nojsas JWT Cookie name (hadoop-jwt) u JWT audiences list mycrbivu. 3ampoc BO3BPAILAET YCIEITHOE
zaBepiienune Ambari Server ‘setup-sso’ completed successfully.

8. Ilepezamycrurs Ambari Server: ambari-server restart.

15.1 Mpumep Knox SSO gna Ambari

ambari-server setup-sso

Setting up SS0 authentication properties...

Do you want to configure SSO authentication [y/n] (y)7y

Provider URL [URL] (http://example.com):https://c6402.ambari.apache.org:8443/gateway/knoxsso/api/
—v1l/websso

Public Certificate pem (empty) (empty line to finish input):
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Tnasa 15. Hacrpoiika Knox SSO gns Ambari

MIICYTCCAcqgAwIBAgIIHA3j94bX9IMwDQYJKoZIhvcNAQEFBQAwczZELMAKGA1UEBhMCVVMxDTAL
BgNVBAgTBFR1c3QxDTALBgNVBAcTBFR1c3QxDzANBgNVBAoTBkhhZG9vcDENMAsGA1UECXMEVGVzZ
dDEmMCQGA1UEAxMda25veHNzby1za29uZXJ1LTItMi5ub3ZhbG9 jYWwwHhcNMTYwMzAxMTEzMTQO
WhcNMT cwMzAxMTEzZMTQOW jBzMQswCQYDVQQGEwJVUZENMAsGA1UECBMEVGVzdDENMAsGA1UEBxME
VGVzdDEPMAOGA1UEChMGSGFkb29wMQOwCwYDVQQLEwWRUZXNOMSYwJAYDVQQDEx1rbm94c3NvLXNr
b251cnUtMiOyLm5vdmFsb2NhbDCBnzANBgkqhkiGOwOBAQEFAAOBjQAwgYkCgYEA1V0Jtd8zmzVZ
UZRbqxXvKOMV50YIOWTX9/FMthwr99eC1Hp3JdZ1x3utYronwdZ6f jZaUlihzu8a8SGoipbW2ZVU
TShGZ/5VKtu96YcSAoB3VTyc3WWRDGERRs7aKA1EqnURDkQz7KRs2tvIt JpBBjrTXZpHKFTOecL4
hCkaalUCAwWEAATANBgkqhkiGOwOBAQUFAAOBgQAqvPf14fivozd+4QI4ZBohFHHvS 124Y7+Dx1Y7
iNAnjnaud4W3wgwTt6CQ1BIfSx3zVT1hu2PfDJwvumBbuKuth/M+KXpG28AbKIo jrL20dlv+cftr]
YeJC6Qjee+5Pf2P9G2wd9fahWF+aQpr50Y1MZSU+VMiT02a2FSAXv0d jvA==

Do you want to configure advanced properties [y/n] (n) 7y
JWT Cookie name (hadoop-jwt):

JWT audiences list (comma-separated), empty for any ():
Ambari Server 'setup-sso' completed successfully.

ambari-server restart
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