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Ornasienue

B nokymente npuBenensl nHactpoiiku (ynkmuit 6e3onmacaocru Hadoop, aBropusanusi B KJiacTepe, yCTaHOBKA
Ranger u cozganue HDFS Policy.

JlokyMeHT MOXKeT OBITh TOJIE3eH AJAMUHUCTPATOPAM, MPOrPAMMUCTAM, PA3PA0OTIMKAM ¥ COTPYIHHUKAM
nosipa3aesiennii "HGOPMAIMOHHBIX TEXHOJIOIHi, OCYIIECTBIIAIONINX BHEAPEHNE KJIACTePA.

Important: Konrakrras wadopmalus ciy:k0br moamepkku — e-mail: infoQarenadata.io
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I'maBa 1

Oyuknun 6ezonacaocTu Hadoop

s opramm3armuii, KOTOpble XpaHAT KOHPUIAEHIHAIbHBIE JaHHble B 3KkocucreMe Hadoop, mHampmmep,
3allaTeHTOBAHHbIE UJIU [IEPCOHAJIbHbIE JJAHHbIE, KOTOPBIE T0/j1exKaT cobiroenuio Hopmarusubix Tpebosanuii (HIPPA
PCI, DSS, FISAM u r.4.), 6e301aCHOCTb O4eHb BaxKHA. MHOrMe opraHu3anuyu TakzKe J0JIZKHbI IPUAEPKUBATHCS
CTPOrOiil BHYTPEHHE! TOJUTUKY OE30TMaCHOCTH.

Arenadata Hadoop (nanee — ADH) oGecrieunBaer KOMILIEKCHBIH MOAX0J K 0E30MaCHOCTH B CJIEZAYIONIMX
KJTIOYEBBIX 001aCTIX: O30MACHOCTD MEPUMETPa, Ay TeHTH(UKAIS, ABTOPU3AIIHSI, OTIETHOCTD, 3AINTA, JAHHBIX.

1.1 Be3onacHocTb nepumeTpa

ADH nozsBossier m3onuposarb Kiacrep Hadoop ¢ momompio muo3a U NPABUABHO HACTPOEHHBIX IIPABUJI
opamamayspa. ADH mommep:KuBaeT CIenyIONIyio 3allUTy MePUMETPA;

e Apache Knox Gateway;

o Kimmenrs numosa.

1.2 AyteHTudunkayuns

ADH npenocraBisier IuHYIO TOUKY ay TeHTU(DUKAIINH J1J11 CEPBUCOB U MOIH30BATE e, KOTOPasi HHTErPUPYETCst
C CyIIECTBYIOIUMU cuCcTeMaMu uaeHTuduKanmu npeanpuatusg u gocryna. ADH nomgepkuBaer cienyiomme CiyKObt
ayTeHTH(hDUKAIIN:

e Kerberos;
e LDAP;
o JlokampHaga cucrema Unix;

e SSO (mo nepumerpy uepe3 Apache Knox Gateway).

1.3 AsTopusauus (KOHTpoOnb AocTyna)

ADH mpenocrasisier (DyHKIUH, TO3BOJISIONINE CUCTEMHBIM AIMUHUCTPATOPAM KOHTPOJIUPOBATH MOCTYMI K
nanabiM Hadoop ¢ wucmosnb3oBanmem apropum3aruu Ha ocHoBe poseit. ADH momzepkuBaer Cjemayoomne MOIen
ABTOPU3AIINAMN:




1.4. OtuerHoCTh (AyIUT M MOHUTOPUHT GE30IIACHOCTH)

e BhicoKOKadecTBEHHOE YIPABIEHUE JIOCTYIIOM JJis JAHHbIX, Xpausimxcsd 8 HDFS;
e Konrposb gocryna na ypoBue pecypcoB st YARN;

e Kontposb mocTyna Ha KPymHO3epHHCTOM ypoBHe s oneparuii MapReduce;

e Konrposb mocrymna Ha ypoBHE ceMeicTBa TaOJUIl U CTOJIOMOB Ay manabix HBase;

e Konrposb gocryna Ha ypoBHE TabIuIbl A7 HaOopoB manubix Apache Hive.

1.4 OTt4eTtHocTb (ayanT 1 MoHUTOpUHT Ge3onacHocTn)

ADH nosBossier orcnexkuBarh aktuBHocTh Hadoop, wucnonb3ysi Native Auditing, »kypransr aymura
Ge3ommacHoCTH TepuMerpa Ha mnutiode Knox, n u3 meHTpaabHOr0 pacloaoKeHns Koncoan aamuancrpupoBanus ADH,
BKJIIOYASL:

e 3ampocsl J0CTyTIa,;
e Omnepanum 00paOOTKU TAHHBIX;

e lI3menenue JaHHBIX.

1.5 3awumTta gaHHbIX

ADH npenocrapisier MexaHU3MbI s MudPOBAHUS JAHHBIX [P WX Mepejade u TpedyeT HCIOJIh30BAHUS
MapTHEPCKUX perneHuit fjs mndpOBaHUd JTAHHBIX B COCTOSHUW I[OKOsi, WX TOHCKA W MackupoBanmsi. ADH
MTO/IIEPYKUBAET CJIELYIONINE METOAbI Mu(pPOBAHUS:

e SSL s komnonenros ADH (naHHbLil pexkuM N0AXOAUT HE Jjisd BCEX OKPYKEHUI U CEPBUCOB CTEKA, B YaCTHOCTH
BO3MOXKHBI TTPOOJIEMBI TIPY B3aUMOJIEHCTBIUYN BHYTPEHHUX CEPBUCOB MO JAHHOMY TPOTOKOJY );

e ITTudposanne RPC;

e IIporokos mepenayn TaHHBIX.
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Hactpoiika aBropuzanuu B Hadoop

Ranger. Bsedenue

IIpedsapumenrvhoie mpebosanus € Ycmanosxe
o Vemanosxa Ranger

HDFS Policy

2.1 Ranger. BeepgeHue

Apache Ranger MOXHO yCTaHOBUTbH IIPU IIOMOILNY II0JIb30BaTeIbCKOro nHTepdeiica Ambari win BpydHYyIO,
ucnosnb3ys mwiargopmy Arenadata Hadoop. B ormmiue ot py9HOro nporecca yCcraHoBKY, TPEOYIOIIEro BbITOIHEHUS
pana maros, ycranoska Ranger ¢ ucnosp3oBannem uutepdeiica Ambari mporre u jerde. Omius ciy:x061 Ranger
nocrynHa gepe3 macrep Add Service nocite mrCcTaIsIN Kiaactepa ADH ¢ moMoOIpio ycTaHOBIIAKA.

ITocne ycranoBku um HacTpoiiku Ambari MO:KHO KCIOJIB30BaTh MAacTep J00aBjeHus CIyKO Ijis yCTaHOBKHU
CHEMYIONMUX KOMIIOHEHTOB:

e Ranger Admin
e Ranger UserSync
e Ranger Key Management Service

[Mocsie ycraHOBKM ¥ 3amycKa 9TUX KOMIIOHEHTOB MOXKHO BKJIIOYUTH Iutaruabl Ranger, mepeiiis K Kaxkaomy
ornensiaomy cepsucy Ranger (HDFS, HBase, Hiveserver2, Storm, Knox, YARN u Kafka) u usvenun
KOH(UTYPAINIO B PACIIUPEHHOM DEXRUME Tanger-<service>-plugin-properties.

Important: Ilpu Bruouenunn miarnna Ranger xHeob6xommmo nepesanyCTuTb KOMIIOHEHT

Important: Bkirouenune Apache Storm wim Apache Kafka rpebyer Britouenust Kerberos

IIpu o6uosnenun ADH (na Ambari 2.5.0) ycranoska Ranger DB sbiiosnsiercs upu nepsom 3anycke Ranger
(B mpebiaymux Bepcuax HacTpoiika Ranger DB BBINONHAIACH BO BPEMS yCTAHOBKH). DTO o3HadaeT, uro Ranger
OpU TEPBOM 3aIyCKe MOXKET 3aHAThH OOJIbINEe BpeMeHH ([IOC/IeIyIOIIMe Iepe3arpy3Ku OyAyT TAKUMU ¥Ke ObICTPBIMU, KaK
U PaHBbIIe).
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2.1.1 lNpegBapuTtesnbHble TpeboOBaHNS K yCTaHOBKe

[Tepen ycranoBkoit Ranger meo0xoanmMo yOoeauThCs, YTO KJIACTEDP OTBEYAET CJIEAYIONINM TPEOOBAHUSIM:

e Pekomenjyerca xpanuthb aygaurhbt Kak B8 HDFS, rak u B Solr. Koudwuryparus no ymosganuio mist Ranger Audits
B Solr ucnosb3yer obiwmit sx3emMigp Solr, npegocrasisiembtii cepsucom Ambari Infra;

e UroObI ObecrednTh TPHHYANTEIbHYI0 aBropu3annio Ha yposHe rpynn LDAP/AD B Hadoop, HeoGxomumo
HacTponuTh conoctasienue rpynn Hadoop ans LDAP/AD ans LDAP (Hacmpotika conocmasaerus epynn Hadoop
das LDAP/AD);

e JlomkeH ObITh 3ammylieH u JocTyieH sK3emigp 6a3ol ganabix MySQL, Oracle, PostgreSQL minu Amazon RDS,
KOTOpLI# Oymer ucmonb3oBaThes Ranger. Yeramosmmk Ranger co3gacT AByX HOBBIX TOJIb30BaTeNed (MMeHa
no ymosadanuio: rangeradmin u rangerlogger) m nse HOBble 0a3bl JAHHLIX (AMEHA O YMOJYAHUIO: TGNGEr W
ranger _audit).

Koudwurypanus sx3emmisipa g Ranger mis Hekoropsix 6a3 JAHHBIX OMUCAHA B CJIEIYIONINX PA3/IEIaX:
— Kongueypayus MySQL
— Kongueypayus PostgreSQL
— Kongueypayusa Oracle

ITpu ucnonbzosanuu Amazon RDS ecrs nononnurensubie tpebosanus ( I'pebosanus x Amazon RDS).

e Ilpu pemennu He MPEIOCTABIATH JAHHBIC YUETHON 3aIUCH aIMUHUCTPATOpa 0a3nl manubix (DBA) ycranosmuky
Ambari Ranger, moxkHO ncnosp3oBarh Python-ckpunt dba_ script.py njs co3manus monb3oBaTeneii 6a3bl JAHHBIX
Ranger DB 6e3 npenocrasienust 31oit nuadOpManuu yctaHoBIIUKY. [lociie yero 3amycTuTs OOBIYHYIO YyCTAHOBKY
Ambari Ranger 6e3 ykazaHus UMeHM W TapoJis aJIMUHUCTPATOpa. JONOTHUTEbHBIE CBEIEHWS IPUBE/ICHbBI
B pazzene ‘Hacrpoiika moJsb3oBaresieil 6a3bl JaHHBIX 0€3 COBMECTHOTO HCHOJIb30BaHUsS YYEeTHBIX
maraerx DBAC .

Hacrpoiika conocrasnervus rpynn Hadoop ans LDAP/AD

s obecnievenust npunyauresbHoil aBropusanuu Ha yposHe rpyun LDAP/AD s Hadoop, neobxomumo
nHacrpourb couocrasienue rpyun Hadoop aus LDAP/AD.

Important: Jocryn k LDAP u ceenenus o noakiouernn: HacTpoitku LDAP MoryT pasindarbcsi B 3aBUCUMOCTH OT
ucnonb3yemoil peamusamuu LDAP

CymectByer Tpu crniocoba HacTpoitku comocrapienus rpynn Hadoop.

e Hacrpoiika conocraBienus rpyna Hadoop pgias LDAP/AD ¢  wucnoss3oBanumeMm  SSSD
(pexkomenyercs)

Il comocraBiieHusl IPYIII  PEKOMEHJYeTCs MCIOAb30BaTb SSSD wmiM omuH M3  CJELYIONMX CEPBUCOB
noaxaiouenus OC Linux xk LDAP:

e Centrify
e NSLCD
e Winbind
e SAMBA

BobImnHCTBO MEPEYNCIEHHBIX CEPBUCOB MO3BOJISET HE TOJIBKO NCKATH MOJIb30BATE IS U MEPEIUCIITH TPY b, HO
TaK¥Ke BBITOIHATE IPyTrue JefcTBUA Ha XocTe. [Ipyu 3TOM HU OHO U3 3TUX AeHCTBUil He TpeOyercs s COMOCTABIEHUST
rpynn LDAP B Hadoop. Ilostomy, onennBast 3Tu cepBUCHI, HEOOXOANMO MTOHUMATh PAa3HUIly Mexay momyiaem NSS



https://fedoraproject.org/wiki/Features/SSSD
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(KOTOPBII BbILIO/IHAET Pa3peLleHue 10J1b30BaTesb/rpyuna) u Mogysaem PAM (Koropbiil BblIOgHAET ayTeHTU()UKALMIO
nosb3oBaresa). Jas BO3MOXKHOCTH Toucka (wnmm “Banupanun’) mosnb3oBaresns B LDAP u mepeuuncienus rpyin
rpedyercas NSS. A PAM MokeT MpecTaBiIsaTh yrpo3y 6e30MacHOCTH.

e Hacrpoiika conocrasienuns rpynn Hadoop B ¢aiisie core-site.xml

Hacrpoiika Hadoop m1a ucmonb3oBanust comocrtasieHusi rpymnn Ha ocaoBe LDAP B aitne core-site.xml
OCYTIECTBIISIETCS B CJEAYIOIIEM TOpSsIIKe:

1. JlobaBuTh CBOICTBA, MOKA3aHHBIE B IMPUBEIECHHOM HHUXKe npuMmepe, B (ain core-site.xml. Heobxoanmo ykazarb
3HAYEHUE NIl MPUBIA3aHHOIO TOJIB30BATENsA, €ro Mapob U JAPYyrue CBOMCTBA, crenudUudHble Ui IKIEMILIAPA
LDAP, u ybeaurnbcs, 9T0 (PHIBTPHI KJIACCOB OOBEKTOB, MOJL30BATENE M I'PYIIl COOTBETCTBYIOT 3HAYEHUSIM,
yKazaHHbIM B dK3eminisipe LDAP.

<property>

<name>hadoop.security.group.mapping</name>
<value>org.apache.hadoop.security.LdapGroupsMapping</value>
</property>

<property>
<name>hadoop.security.group.mapping.ldap.bind.user</name>
<value>cn=Manager,dc=hadoop,dc=apache,dc=org</value>
</property>

<!-

<property>
<name>hadoop.security.group.mapping.ldap.bind.password.file</name>
<value>/etc/hadoop/conf/ldap-conn-pass.txt</value>

</property>

>

<property>
<name>hadoop.security.group.mapping.ldap.bind.password</name>
<value>hadoop</value>

</property>

<property>

<name>hadoop.security.group.mapping.ldap.url</name>
<value>ldap://localhost:389/dc=hadoop,dc=apache,dc=org</value>
</property>

<property>

<name>hadoop.security.group.mapping.ldap.url</name>
<value>ldap://localhost:389/dc=hadoop,dc=apache,dc=org</value>
</property>

<property>
<name>hadoop.security.group.mapping.ldap.base</name>
<value></value>

</property>

<property>

<name>hadoop.security.group.mapping.ldap.search.filter.user</name>

<value> (&amp; (| (objectclass=person) (objectclass=applicationProcess)) (cn={0}))</value>
</property>

<property>
<name>hadoop.security.group.mapping.ldap.search.filter.group</name>
<value> (objectclass=groupOfNames)</value>
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</property>

<property>
<name>hadoop.security.group.mapping.ldap.search.attr.member</name>
<value>member</value>

</property>

<property>
<name>hadoop.security.group.mapping.ldap.search.attr.group.name</name>
<value>cn</value>

</property>

2. B saBucmMocTH OT KOHQDUIYypaIMK MOXKHO OOHOBJIATH CONOCTABJICHHS IIOIL30BATENCH M TPYHI C IIOMOIIBIO
caepyromumx Komang HDFS u YARN:

hdfs dfsadmin -refreshUserToGroupsMappings
yarn rmadmin -refreshUserToGroupsMappings

3. TIposeputh comocrapjenue rpynn LDAP, somonnus komaunay hdfs groups. Komanmga orobpaskaeT Tpynmnbl U3
LDAP nna Texyiero nmoib3oBares. [lpu sacrpoerrom comocrasienuu rpynn LDAP paspemenus HDFS moryr
HCIIOJIB30BaTh IPyLnbl, onpeaenennble B LDAP s KonTpoas mocryia.

e PyuyHnoe co3zganue moJib3oBaresieil u rpynmn B cpese Linux

Taxyke MOXKHO BPYYHYIO CO3/aBATh MOJb30BaTENeH n rpynnbl B cpeae Linux.

Kondurypauua MySQL

[Ipu ucnonbzoBarnn MySQL mammea 17151 XpaHneHus TaOIUIL IOJTUTHKH aaMuHucTparopa Ranger obs3arenbHo
JIOJIYKHA TOAIEPKUBATH Tpau3akimu. InnoDB — 310 mpuMep MaIuHbI, MOIIePKUBAIOIIEH TPAH3AKIIUH.

[Tpu ucnonbzosarnuu Amazon RDS ects gononuurensubie Tpebosanus ( Tpebosanus x Amazon RDS).

I koudurypamun sk3emiiapa 11 Ranger gns MySQL HeoOX0auMO BBINOTHATD CJI€IYONIAE ATH:

1. Just co3pmanus 06a3 JaHHbIX Ranger 0/KEH HCHONBb30BAaThCA ajMuHUCTPATOp 6a3bl jganabix MySQL. s
CO3IIaHus MOIK30BaTeNs rangerdba ¢ maposem rangerdba HEOOXOTIMO:

e Boiitn B cucreMy Kak MoJjib30BaTesb 100t W UCIIOJIH30BATH CJIEIYIONINE KOMAH/IbI, YTOObI CO3/1aTh MOJIb30BATES
rangerdba v MPeIOCTABATL €My COOTBETCTBYIOIIHE MIPABA:

CREATE USER 'rangerdba'@'localhost' IDENTIFIED BY 'rangerdba';

GRANT ALL PRIVILEGES ON #.* TO 'rangerdba'@'localhost';

CREATE USER 'rangerdba'@'j,' IDENTIFIED BY 'rangerdba’;

GRANT ALL PRIVILEGES ON *.* TO 'rangerdba'@'}';

GRANT ALL PRIVILEGES ON *.* TO 'rangerdba'@'localhost' WITH GRANT OPTION;
GRANT ALL PRIVILEGES ON *.% TO 'rangerdba'@'j' WITH GRANT OPTION;

FLUSH PRIVILEGES;

e llcnonp3oBars KoMany ezit mjst Bbixoga w3 MySQL;

e Tenepb MOXKHO MOJAK/IIOYATHCA K 0a3€ JAHHBIX KaK rangerdba, NCIOMb3ys CAEAYIONTyI0 KOMAHLY:



https://www.linode.com/docs/tools-reference/linux-users-and-groups
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mysql -u rangerdba -prangerdba

ITocne recrupoBanus BXOma B cucreMmy rangerdba MCIOIB30BATH KOMAHIY exit mjisa Bbixoma w3 MySQL.

2. Cruepyroras KOMaH 1A UCTIOIB3YETCs [IJTsl MOATBEpK AeHust, 9T0 daitin mysql-connector-java.jar HAXOIUTCS B MATKE
obmero gocryma Java. Komanga gomkaa ObITh 3ammyIeHa Ha cepBepe, Ha KOTOPOM yCTAaHOBJeH cepBep Ambari:

’15 /usr/share/java/mysql-connector-java. jar

Ecsu daiin naxogurcsa He B Karasore obIero J0CTya Java, HCIoab30BATh CJIeIYONy 0 KOMAH/LY JJis yCTAHOBKA
COEJIMHEHUS:

e RHEL/CentOS/Oracle Linux:

‘yum install mysql-connector-java*

e SLES:

zypper install mysql-connector-java* ‘

3. Ucnonb3oBarh chenytomuii  dopmMar KOMAaHIBI, YTOOBI yCTaHOBUTH TyTh jdbc/driver/path ma ocHoBe
Mecronosioxkenus (aitna .jar gpaiisepa MySQL JDBC. Komanaa momKHa BRIMOTHATHCS HA CEPBEPE, HA KOTOPOM
ycraHosjien cepsep Ambari:

’ambari—server setup --jdbc-db={database-type} --jdbc-driver={/jdbc/driver/path}

Hampumep:

’ambari—server setup --jdbc-db=mysql --jdbc-driver=/usr/share/java/mysql-connector-java.jar

Kondurypauusa PostgreSQL

ITpu ucnonszosarmuu Amazon RDS ects gononuurensubie Tpebosanus ( Tpebosanus x Amazon RDS).
s kordurypanuu sxk3emiuisipa 1y Ranger nja PostgreSQL HeoOX0IuMO BBITIOIHUTE CJIEIYIOIINE TArH:
1. Ha xocre PostgreSQL ycranoBuTh coorBercrByomnuii konuekTop PostgreSQL:

e RHEL/CentOS/Oracle Linux:

‘yum install postgresql-jdbc*

e SLES:

zypper install -y postgresql-jdbc

2. Y6emurncst, uTo Baiii .jar HAXOOAUTCS B TAmKe O0Iero moctyna Java:

‘ls /usr/share/java/postgresql-jdbc. jar

3. Usmenuts pexkum pocryna daiiia .jar Ha 644 :

chmod 644 /usr/share/java/postgresql-jdbc.jar

4. ns co3manust 6a3 maHHbIX Ranger MOKeH UCIOIb30BAThCS aAMUHUCTPATOP 6a3bl gaHHbX PostgreSQL. s
co3ZaHusl ToJib3oBaTens rangerdba M TIPEJOCTABJIEHUST €My COOTBETCTBYIONIUX IIPAB CJIEJAYET WCIOJb30BATDH
KOMaH/Iy:
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echo "CREATE DATABASE $dbname;" | sudo -u $postgres psql -U postgres

echo "CREATE USER $rangerdba WITH PASSWORD 'S$passwd';" | sudo -u $postgres psql -U postgres
echo "GRANT ALL PRIVILEGES ON DATABASE $dbname TO $rangerdba;" | sudo -u $postgres psql -U,
—postgres

Cne $postgres — momw3zosarens Postgres, $dbname — umsa 6a3nr nanubx PostgreSQL.

5. Ucnonb3oBars coemytommii  dbopMar KoMmMaHzbl, 4ToObl ycraHoBuTh 1yTh jdbc/driver/path ua ocuoBe
Mecromnosioxkenust daitra .jar apaiisepa PostgreSQL JDBC. Komanga no/KHA BBINOJHATHCS HA CEpBEpE, HA
KOTOPOM yCTaHOBJIeH cepBep Ambari:

’ambari—server setup --jdbc-db={database-type} --jdbc-driver={/jdbc/driver/path}

Hamnpumep:

’ambari—server setup --jdbc-db=postgres --jdbc-driver=/usr/share/java/postgresql-jdbc.jar

6. BBImOTHNTE CiIeayIONTyi0 KOMaHIy:

export HADOOP_CLASSPATH=${HADOOP_CLASSPATH}:${JAVA_JDBC_LIBS}:/connector jar path ‘

7. Paspermuts mocryn Allow Access nnst monn3osareneit Ranger:

2 (4*7

e u3MeHUTH listen addresses=’localhost’ na listen addresses— = any)*, uro6sb! npociymmBaTh Bee IP-aapeca

B postgresql.conf;

® BHECTH CJIe/lyIOlIue U3MeHeHus 1noJb3oBaressM Ranger db u Ranger audit db B daiine pg hba.conf (Puc.2.1.).

all postgres,rangeradmin,rangerlogger trust

postgres ,rangeradmin,rangerlogger 0.0.0.0/0

host all postgres,rangeradmin,rangerlogger :: /0
"fvar /1ib/pgsql/data/pg_hba.conf" 74L, 3445C

Puc.2.1.: Heobxonnmvbie m3menenns nosb3oBarensm Ranger db m Ranger audit db

8. Iocne penakrupoBanus daiia pg_ hba.conf 3amycturb KOMaHmy Ui OOHOBJIEHUsT KOH(DUTYPAIH 0a3bl JAHHBIX
PostgreSQL:

sudo -u postgres /usr/bin/pg_ctl -D $PGDATA reload

Hampuwmep, ecim dbaiin pg hba.conf naxoaurcest B katasore /var/lib/pgsql/data, 3navennem $PGDATA sisnsiercst
J/var/lib/pgsql/data.

Kondurypauusa Oracle

ITpu ucnonszosaruu Amazon RDS ects gonomuurensusie Tpebosanus ( Tpebosanus x Amazon RDS).
s xouduryparun sx3emuispa 11 Ranger qis Oracle He00X01uM0 BBIMOIHUTD CJIEAYIOIINE IITATH:
1. Ha y3ne Oracle ycranosuth coorsercrByfomuit JDBC-daiin .jar:

e 3arpysurp apaiisep Oracle JDBC (OJDBC)

10


http://www.oracle.com/technetwork/database/features/jdbc/index-091264.html
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st Oracle Database 11g: Beibpars Oracle Database 11g Release 2 drivers > ojdbc6.jar

st Oracle Database 12c: Boiopars Oracle Database 12c Release 1 driver > ojdbc7.jar

e Ckonuposarb daiin .jar B manky obuiero pocryna Java. Hanpuwmep, cp ojdbc7.jar /usr/share/java/

Yb6enurbes, 910 .jar-daiiss uMeeT COOTBETCTBYIONIME PA3PEIIeHUS

chmod 644 /usr/share/java/ojdbc7.jar

2. Ins co3manust 6a3 JaHHBIX Ranger J0/KeH HCHOIb30BaThest aqMuaucTparop 6a3el manabix Oracle.

Jna cosmarms nonb3oarens RANGERDBA w npepocrapienust emy mpas ¢ nomombio SQL*Plus — yrumuTer
ammuHUCTpUpOBaHus 6a3bl Janabix Oracle, ciemyer mcnoabp30BaTh KOMAHTY:

# sqlplus sys/root as sysdba

CREATE USER $RANGERDBA IDENTIFIED BY $RANGERDBAPASSWORD;
GRANT SELECT_CATALOG_ROLE TO $RANGERDBA;

GRANT CONNECT, RESOURCE TO $RANGERDBA;

QUIT;

3. Ucnosub3oBars caenyromuii  (opMar KoMaHzpl, 4To0bl ycraHoBuTb 1yTh jdbc/driver/path Ha ocHoBe
Mecromosiozkenus daiina .jar npaiisepa Oracle JDBC. Komanja nomKkHa BBIIOIHATHCS HA CEPBEPe, HA KOTOPOM
ycranosjen cepsep Ambari:

‘ambari—server setup --jdbc-db={database-type} --jdbc-driver={/jdbc/driver/path}

Hampuwmep:

‘ambari—server setup --jdbc-db=oracle --jdbc-driver=/usr/share/java/ojdbc6.jar

TpebosaHns k Amazon RDS

Ranger TpeOyer Haauyus pEISIUOHHON O0a3bl JAHHBIX B KadyecTBe XPaHUIUINE MOAUTHK. CyIIecTByioT
JOMOJTHATEIbHBIE TpeOOBaHWA i 0a3 maHHbIX Ha ocHoBe Amazon RDS wu3-3a cmemuduanocTr HACTPOEK wu
yIpaBJIEHHSI.

e MySQL/MariaDB

Bo Bpemsi ycranoBkm Ranger HeoOXoquMoO wu3MeHHTbH INepeMeHHYIO log bin_trust function creators na
suadenue 1. Yepes nanesn yupasienuss RDS Dashboard > Parameter group (B JjieBoii 4acTu cTpaHuiibl):

e Ycranosurh nepementuyio MySQL Server log  bin_trust_ function_ creators B 3nadenue 1.

e (OnnuonasnbHO) mocJie 3aBEPIIEHNsT yCTaHOBKH Ranger cOpoCuThL 3HAMEHIEe napaMmerpa
log_bin_trust_function_creators B ucxomnoe 3Hadenue (TpebOBaHWE K 3HAYEHUIO MEPEMEHHON OTHOCUTCS
TOJIbKO Ha BpeMs ycraHoBku Ranger).

HonomaurenpHas naHdOpMaIus:
e Stratalux: Why You Should Always Use a Custom DB Parameter Group When Creating an RDS Instance
e AWS Documentation>Amazon RDS DB Instance Lifecycle » Working with DB Parameter Groups
o MySQL 5.7 Reference Manual >Binary Logging of Stored Programs
o PostgreSQL

[Monw3oBarens 6a3br qanabix Ranger na cepBepe Amazon RDS PostgreSQL Server momxen ObITh CO31aH
J10 ycranoBku Ranger u emy mosKkHa ObITh mpejocTasieHa poiab CREATEDB.
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2.2. YcranoBka Ranger

1. Mcuonb3yst OCHOBHYIO YYeTHYIO 3alluCb 1I0Jb30BaTe/s (3aBEJEHHYIO 1pU Co3jaHuu 3dK3emiuisipa RDS
PostgreSQL), Boiitu B Amazon RDS PostgreSQL Server u BBIIOJIHATL KOMAHIBI:

CREATE USER $rangerdbuser WITH LOGIN PASSWORD 'password'

GRANT $rangerdbuser to $postgresroot

Tue $postgresroot — 1o ocuoBHas ydernas 3auuch nosb3osaresns RDS PostgreSQL (naupumep, postgresroot), a
$rangerdbuser — nvs nonp3oBarensa 6asbl JaHHbIX Ranger (manpumep: rangeradmin).

2. Ecsm ucnonb3yercs Ranger KMS, BbITONHATH ClIeAyIOIIe KOMAHIbI:

CREATE USER $rangerkmsuser WITH LOGIN PASSWORD 'password'

GRANT $rangerkmsuser to $postgresroot

Tne $postgresroot — 310 ocHOBHAs yueTHas 3amuch nosab3osarens RDS PostgreSQL (manpumep, postgresroot), a
$rangerkmsuser — umsa nonb3osarens Ranger KMS (manpumep, rangerkms).

e Oracle

N3-3a orpanumuenwnit B Amazon RDS co3nanume mnonb3oBaressi 6Ga3bl manabix Ranger u  TabiaumdHOrO
[POCTPAHCTBA, 4 TAK XK€ IIPEOCTABJIEHUE 10JIb30Bare 0 Ranger HeoOXOMMMbIX IPUBUJIEIHN BBIIOIHAECTCH BPY YHYIO.

1. Ucnonb3yst OCHOBHYIO YYETHYIO 3aIMCh MOJIb30BaTe s (3aBeJeHHYI0 Npu co3ganuu sk3emiuispa RDS Oracle),
soiitu B RDS Oracle Server u BHIIOJTHATH KOMAH/IBI:

create user $rangerdbuser identified by ‘‘password’’;

GRANT CREATE SESSION,CREATE PROCEDURE,CREATE TABLE,CREATE VIEW,CREATE SEQUENCE,CREATE PUBLIC,
—SYNONYM, CREATE ANY SYNONYM,CREATE TRIGGER,UNLIMITED Tablespace TO $rangerdbuser;

create tablespace $rangerdb datafile size 10M autoextend on;

alter user $rangerdbuser DEFAULT Tablespace $rangerdb;

Tue $rangerdb — s1o dakruueckoe ums 6a3bl gannbix Ranger (nmaupumep, ranger), a $rangerdbuser — ums
nosb3oBarens Ranger (mampumep: rangeradmin).

2. Ecsm ucronb3yercs Ranger KMS, BbITOSHATH ClIeAyIOIIe KOMAaHIbI:

create user $rangerdbuser identified by ‘‘password’’;

GRANT CREATE SESSION,CREATE PROCEDURE,CREATE TABLE,CREATE VIEW,CREATE SEQUENCE,CREATE PUBLIC
—SYNONYM, CREATE ANY SYNONYM,CREATE TRIGGER,UNLIMITED Tablespace TO $rangerkmsuser;

create tablespace $rangerkmsdb datafile size 10M autoextend on;

alter user $rangerkmsuser DEFAULT Tablespace $rangerkmsdb;

Tne $rangerkmsdb — sro dbaxruyeckoe ums 6a3bl Jjanubix Ranger (manpumep: rangerkms), a $rangerkmsuser —
uMs noJb3oBaresis Ranger (naupumep: rangerkms).

2.2 YcrtaHoBka Ranger

VYcranoska Ranger ¢ nomorpio Ambari 3ak/109aeTcs B TPU dTama:
o Zanyck uncmasrayuL
e Hacmpotixa cepsucos
e 3asepuwenue Ycmanosku

CMezKHbIE TeMbl:
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T'masa 2. Hacrtpoiika aBropu3saruu 8 Hadoop

o Pacwupennvie nacmpotirxu noav3osameneti
o Hacmpotixa nosvsosameneti 6e3 ucnoib306aHuAs yuemuox dannor DBA
o Obnosaenue naposeti admunucmpamopa Ranger

o Brmouenue nagzunos Ranger

2.2.1 3anyck nHcTanasyuu

BaHyCK UHCTAJIJIAINA OCYIIECTBJIAECTCA IO CJAEAYIOIEMY CIEeHapUIo:

1. Boiitm B kaacTtep Ambari ¢ TOMOIIBIO HA3HAYEHHBIX YYETHBIX JAHHBIX MOIB30BATENA. 1Ipm 9TOM OTOOpaskaercs
[laBHag CTpaHuia naHeau uucrpymentos Ambari (Puc.2.2.).

Metrc Actorm =

HEMS, Duma Linage Databicdes Live HOFS Linka Memory Unage Metwork Linage
] | e o Dt Thrw w0 et ey Dt e e e data
(-] % 3.’3 S ) o .“.-”"- ..-—‘
Srem S i v O
o - = =
-]
-]
CPU Lnags Caontmr Load Bamatiocds Haan Namatode RPC Mamskiooe CPU WO
&
e
Mo Dwts Thers s S M Dt Tave wn o s \
s o 21% 0.29 ms
Actons = s O e P
- e g
B N LT IS MBS FBED MBS Lran FEaS Avw | s HILE b MBS UDTT
| B
17.9 min % SR 15 16.8 min
-
Pl el LW a e Flesour (o Madaed Sl N A Jer s Live YARN Maruiry YARN Lins
Haap Uiptirs
I s Ve
e R
% 8248 s 3/3 o%

Supervisor Live

3/3

Puc.2.2.: [naBuas crpanumna Ambari

2. B leBoM MeHIO HaBHranuu BbIOpaTh MyHKTHI MeHIO “Actions > Add Service” (Puc.2.3.).
3. Ha orkpsisineiicst crpanute “Choose Services” Boibpars Ranger n Haxars kHonky Next (Puc.2.4.).

4. OrkpoiBaercs crpanura “Ranger Requirements’”. Heobxoanmo ybeauThbCsi, YTO BBIMOJHEHBI BCe TPEOOBAHUSA K
ycraHoBke, ycraHoButb (iaxok I have met all the requirements above u naxarsb kuouky Proceed (Puc.2.5.).

5. Jdanee Ha orkpsiBuieiics crpanuie “Assign Masters” HeoOXOauMO BbIOPATH XOCT, HA KOTOPOM Oy/eT yCTaHOBJICH
Ranger Admin (Puc.2.6.). 9ToT X0CT HOJIKEH UMETH JOCTYN aIMUHUCTPATOPA 0a3bl JAHHBIX K XOCTy Ranger
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© HOFS
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Add Service Wizard
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2.2. YcranoBka Ranger

Ranger Requirements

1. You must have an MySQL/Oracle/Postgres/MSSQL/SQL Anywhere Server
database instance running to be used by Ranger.

2. In Assign Masters step of this wizard, you will be prompted to specify which
host for the Ranger Admin. On that host, you must have DB Client installed for
Ranger to access to the database. (Note: This is applicable for only Ranger
0.4.0)

3. Ensure that the access for the DB Admin user is enabled in DB server from any
host.

4. Execute the following command on the Ambari Server host. Replace database-
type with mysgl|loracle|postgres|mssql|sqlanywhere and

/jdbc/driver/path based on the location of corresponding JDBC driver:

ambari-server setup --jdbc-db={database-type} --jdbc-driver={/
jdbc/driver/path}

| have met all the requirements above.

B

Puc.2.5.: Tpebopanusi Ranger
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T'masa 2. Hacrtpoiika aBropu3saruu 8 Hadoop

DB u User Sync. Ha npusejiernom pucyske nokaszaso, 4ro ciayzx0sr Ranger Admin u Ranger User Sync Oyuayr
YCTaHOBJIEHBI Ha, OCHOBHOM y3J1e Kiactepa ( c6401.ambari.apache.org). Caenyer 3amoMHUTD XOCT aAMUHUCTPATOPA
Ranger nia ncnosib30Banms Ha TOCIEAYIONMX dTanaxX ycTanoBKU. Haxkars kaHonky Next mjad mpoaoKeHus.

Add Service Wizard

Choose Services

Fiareloce:
* Sy e
orfigure iderttes Mo
iy ey
Hisiory Server

STy App Trowirs Seces

FrveSarvnd

M Vistaatone

WatHC ! Sarv
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Storm LI Server

LT T ]

DRFC Server

Assign Masters
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oD amban aoache oy |1

ol amban asache org (1

CBACR SThan ahache org (1

ORI armban apache org (1

CEL armDanl a0ache org (1

OB armban anache g (1

CEE0T §TDAC apacte org e

08401 amban apache org (1

ob07 armban agache org (1

540" _ambarLanache oeg (1

B0 amban anache org (1

B0 amban apache org (1

o2 armban apache org (1

ofdlZ ambar apache org (1

Assagn master components o Fosts you wand io run them on

|W‘-0'H' ofa0 smban apache org (1. § I

Hanger Liseryyre

ol amban agache org (1

LE e R

o (e

ofet0 aThan acache org |1

o amban apache org (1

-

o0 ambar apache org (1 8 G, 1 cores)

05402 ambarl apache.org (1.8 GB, 1 cores]

oB400 arrbar anache trg (1.8 GR, 1 cores)

Puc.2.6.: Beibop xocra jiis yecranoBku Ranger Admin

6. OrkpoiBaerca crpanua “Customize Services” (Puc.2.7.). HacTpoiiku cepBUCOB OMUCAHDBI B CIEGLYIOMEM Pa3ese

(Hacmpotixa cepsucos).

2.2.2 HacTtpoiika cepBncos

Crenyrommm maroM B Impolecce ycraHoBku Ranger siBisiercst 3ajanue HacTpoeK Ha crpanwune “Customize

Services” (Puc.2.7.):
e Ranger Admin
e Ranger Audit
e Ranger User Sync
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2.2. YcranoBka Ranger

e Ranger Tagsync
e Ranger Authentication
Ranger Admin

Hacrpoiika agmunucrparopa Ranger soinosinsercs B CieyiomeM mopsi/IKe:

1. Ha crpanunge “Customize Services” BeiOpath BkIaaky “Ranger Admin” u B packpbisaoniemcs crucke “DB Flavor”
BBIOpATh THUI 0a3bl JAHHBIX, HCMOIb3yeMmblii ¢ Ranger (Puc.2.7.).

Add Service Wizard

ADD SEFWVICE WZARD
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Ambir Meirs  Alis Kt Knan  Log Seach  Manger )  Sider  SrmarSenss  Scad M

Pienew
\Fuad], SEarl ded Tes Tiaios i 40 inigamlion chingis I 7 sanvions i Ditalls
:q_,ﬂ-_)'_.
Gengp  Detmat(l) =  Wanage Conlg Geoups T E -

Ranger Agmn @) Ranger User info  Ranger Pugin  Fanger Audt  Fanger Tagmnc  Advanced

Ranger Admin

9 FLAWOS ik Ranger 06 noat

MYSOL -

Marger [ rasrs Drtes cltma =arre 1o & JDOE Mangs: dslabuss
g Ty . Dt

Al 01 Lrisbr ol A Farge 08 passwd

angerEETIn TyDe panswor iy Fafype Pasveciy

OB conved? #g 17 & Aatge 08t aluie

eyt IN0A g

g [acabiane ared e atan |

Puc.2.7.: Boibop Tuna 6a3bl gaHHBIX

2. Beectu agpec cepsepa 6a3wr manuabix B mosie “Ranger DB Host” B coorBercTBum ¢ Tabmaureii.
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T'masa 2. Hacrtpoiika aBropu3saruu 8 Hadoop

Tabauna2.1.: Ranger DB Host

DB Flavor Host Mpumep
MySQL <HOST[:PORT]> ¢6401.ambari.apache.org nim
c¢6401.ambari.apache.org:3306
Oracle <HOST:PORT:SID> c6401.ambari.apache.org:1521:ORCL
Oracle <HOST:PORT /Service> | c6401.ambari.apache.org:1521/XE
PostgreSQL <HOST[:PORT]> c6401.ambari.apache.org unm
c6401.ambari.apache.org:5432
MS SQL <HOST[:PORT]> c6401.ambari.apache.org nim
c6401.ambari.apache.org:1433
SQLA <HOST[:PORT]> c6401.ambari.apache.org I
c6401.ambari.apache.org:2638
3. Ilone “Ranger DB name” — ums 6a3b1 qanusix Ranger Policy, To ecrs Ranger  db.
Important: Ilpu ucnomb3oBarmu Oracle ykasars nms TabaumdaHoro mpocrpancTsa Oracle
4. Tlose “Driver class name for a JDBC Ranger database” — umsi kitacca npaiiBepa s 6a3er ganabix JDBC

Ranger — co3naercs aBromarndeckn Ha OCHOBE BhiOpanuoro tuma B noje “DB Flavor”. B mpuseneruoit Tabauie
NepedYnc/ienbl HACTPONKHU Kjacca apaiiBepa mo ymosuanuio (B HaAcCTOsIee BpeMs Ranger He TOIIep:KUBAET
cropounwuii npaiisep JDBC).

Tabmmna2.2.: Driver Class Name

DB Flavor Driver class name gns JDBC Ranger

MySQL com.mysql.jdbc.Driver

Oracle oracle.jdbc.driver.OracleDriver

PostgreSQL org.postgresql.Driver

MS SQL com.microsoft.sqlserver.jdbc.SQLServerDriver
SQLA sap.jdbc4.sqlanywhere.IDriver

5. B mona “Ranger DB username” u “Ranger DB Password” HeoGxonuMo BBECTH WM MOJIB30BATE/IST U MAPOJIb JJIs
cepsepa 6a3pr manubix Ranger. B tabaune onucanmbr 6osee geranmbHble HACTPOUHKH. MOXKHO HCIIOIB30BATH Oa3y

maaabix MySQL, ycranoBnennyio ¢ Ambari, wiu Baenmmoro BI: MySQL, Oracle, PostgreSQL, MS SQL wuiu SQL

Anywhere.
Tabsnnna2.3.: Iloas3oBarens n mapoas Ranger DB
Ranger DB username Ranger DB password
Onucanne Nwms nonw3oBarens mis 6a3bl JaHHbIX | [lapons  masa  mosab3oBareas  6asbl
Policy manubix Ranger Policy
3HavueHue 0 yMOJTIAHUIO rangeradmin
[Tpumep 3HATEHUST rangeradmin PassWORd
Ob6s13aTeIbHOCTD 3AI0JHEHWS Ha Ha

6. Crpoka moakmouenuss JDBC — B macrosimee Bpems ycranosimuk Ambari cozmaer crpoky coenunenust JDBC,
ucnonb3ys Gopmar jdbe:oracle:thin:@//host:port/db_name. HeobxonumMo 3aMeHUTH CTPOKY HOAKJIIOYEHUS:

e MySQL — cunrakcuc: jdbc:mysql://DB__HOST:PORT/db _name, upumep 3nauenust:

jdbc:mysql://c6401.ambari . apache.org:3306/ranger_db

e Oracle SID — cunrakcuc: jdbc:oracle:thin:@DB__HOST:PORT:SID, mpumep 3HaveHUs:
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2.2. YcranoBka Ranger

‘jdbc:oracle:thin:@c6401.ambari.apache.org:1521:0RCL

e Oracle Service Name - cunrakcuc: jdbc:oracle:thin:Q//DB_HOST[:PORT][/ServiceName], npumep
3HAYCHUSL:

’jdbc:oracle:thin:@//c6401.ambari.apache.org:1521/XE

e PostgreSQL - cunrakcuc: jdbe:postgresql://DB_HOST/db_name, npumep 3HaYEHUS:

’jdbc:postgresql://c6401.ambari.apache.org:5432/ranger_db

e MS SQL — cunrakcuc: jdbc:sqlserver://DB_HOST;databaseName—db_name, npumep 3HadeHus:

’jdbc:sqlserver://c6401.ambari.apache.org:1433;databaseName=ranger_db

e SQLA - cunrakcuc: jdbc:sqlanywhere:host=DB__HOST;database=db_name, npumep 3HAYECHUS:

’jdbc:sqlanywhere:host=c6401.ambari.apache.org:2638;database=ranger_db

7. Tlone “Setup Database and Database User”:

® IIpU YCTAHOBKE 3HAYEHUS Yes MM U MapoJib aIMUHHCTPATOPA 6a3bl JAHHBIX HEOOXOAWMO OyIeT IPeIOCTABUTD,
KaK omucamo Ha miare 8. Ranger we coxpamnsier mMmsa u napoiab DBA nocie ycranoku. Takum o6pa3oM MOXKHO
OYMCTUTH 9TU 3HAYEHUS B TMOJIH30BaTEILCKOM uHTEpdeiice Ambari mocse 3asepienus HacTpoiiku Ranger;

e ycraHOBKa 3HadeHUs NoO O3HAYAET OTKA3 OT MPEeJOCTABIEHUS JAHHBIX yderHoil 3amucu DBA ycranoBmumky
Ambari Ranger. Ilpomecc ycranoBkm Ranger mnpomomxkurcs 6e3 mpemocTaBieHus ITHX JAHHbIX. B Takom
ciaydae HeoOXOJMMO BbIINOJHUTHh HACTPOMKY IOJIb30BaTEess 0a3bl JAHHBIX CHCTEMbI, KaK OIKUCAHO B pa3Jiese
Hacmpotika noavzosameneti 6e3 ucnosb3os8arusd yuemmuus dannor DBA, a 3aTeM MpUCTYTATH K ycTaHoBKe. [Tpu
9TOM TIOJIB30BATEILCKHUIT HHTEPdENHC TO-TPeXKHeMy TpeOyeT BBOJA WMEHH W MapoJisi JJIs MPOJOJIKEHUs, TOTIa,
MOKHO BBECTHU JIIOOble 3HaueHUs (3HaUYeHWs He 00d3aTeIbHO JIOJKHBI ObITh (DaKTUIECKUM MMEHEM U IapoJIeM
AJMUHUCTPATOPA).

8. “Database Administrator (DBA) username” u “Database Administrator (DBA) password” samatorcs upu
yCTaHOBKe cepBepa 6a3 JaHHBIX. Ecan 3T CBeIeHnsi OTCYTCTBYIOT, HEOOXOANMO OOGPATHTHCS K AIMHUHUCTPATODY
6a3bl JaHHBIX, YCTAHOBHUBIIIEMY CEPBED.

Tabnuna2.4.: Hacrpoiiku yuerabix ganabix DBA

DBA username DBA password

Omnucanne ITonb3oBaress 6a3pl  manubix  Ranger, | Ilaposs nosib3oBaress 6a3bl nanHbIx Ranger
obamaroNuii  mpaBaMu  AIAMHHHCTPATOPA
IJId  CO3JaHudA cXeM 0a3  JaHHbIX U

TTOIL30BATEICH
3uauenue o | root
YMOJTYAHUIO
IIpumep 3HaveHMS root root
Ob6s13aTebHOCTD Ha Ia
3al0/IHeHUA
Eciu ponb nosmbzosarens root Oracle DB — SYSDBA, neobxonumMo ykasaTb 3TO B HapaMeTrpe UMEHU

asMuHuCTparopa 6a3bl gannbix. Hanpumep, eciau ums nomb3oBaresnss DBA — orel_root, cienyer ykaszarb orcl_root

AS SYSDBA.

Kak ymomsuyTo Ha mpenpiayinem mare, eciau “Setup Database and Database User” ycranoBjieHO B mOJIOXKeHTE
No, mmst u mapons DBA moryT Bee erme TpeGoBaThCs it MTPOJOIKEHUs yCTAHOBKU Ranger.
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Ha caeayromux pucynkax nokasasbl npuMepbl sacrpoek BJ1 jyis kaxioro runa 6a3bl jannbix Ranger (Puc.2.8.,
Puc.2.9., Puc.2.10., Puc.2.11., Puc.2.12., Puc.2.13.).

Important: Yro6er nposepurh nacrpoiiku B, creayer maxkars “Test Connection”. Eciu 6aza mammpix Ranger
He ObLIa TPEIBAPHUTENILHO YCTAHOBJIEHA, TECTOBOE COEIUWHEHUE 3aBEPIIUTCH HEYJAYHO JaXKe IPH [PABUIHHON
KOH(DUTYpAIHH

Ranger Admin  Ranger User Infc  Fanger Plugn  Ranger Auclt  Ranger Tagsyre  Adhanced

Ranger Admin

D8 FLAVOR Ranger DB host

MYSOL - cB402 ambar apache ofg

Ranger DB name Driver class narme for 8 JOBC Ranger database
ranger com.mysgl idbe. Driver

Ranger D8 usermame Rarger D8 passwors

rangeradmin ———— P e @

JOBC connect strng for 8 Ranger Catabase

jdbe mysql//ob402 ambari spache org 330

Setup Database and Database User

Database Adminstrator (DBA) usemarme Cutatase Ao—wrestrasor [DBA, pesswore

JDBC connect string for oot ussr

jdbc: mysql//cb402_amban apache org 330

Puc.2.8.: MySQL
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Ranger Admin  Ranger User info  Ranger Plugin  Ranger Audit  Ranger Tagsync  Advanced

Ranger Admin

DB FLAVOR Ranger DB host

ORACLE - c6402_ambari.apache.org: 1521/XE
Rangar DB name Driver class narma for a JOBC Rangéer database
ranger oracie. jibe driver OrackeDriver

Ranger DB usemame Ranger DB password

rangerademin e L ey

JOBC connect string for a Ranger database

/cB402 ambari apache.ong: 1521/ XE/ranger

Setup Database and Database User

Database Adminastrator [DBA) usemams Database Acminstracr (DBEA) password
m sssassies ra e @
JDBC connect string for root user

cthin:@//c6402.ambari.apache.omg-1521ME

Puc.2.9.: Oracle Service Name
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Ranger Admin  Ranger User info  Ranger Plugen  Ranger Aucit  Ranger Tagesync  Advanced

Ranger Admin

D8 FLAVOR Ranger DB host

ORACLE - c6402 amban apache ong: 1521:0ACL
Ranger DB name Driver ciass name for 2 JOBC Ranger catabase
ranges cracie ibc driver. OracieDriver

RAanger DA usemame Panger DB password

rangeradmin e O o]

JDBC connect sinng for a Ranger database

b oracke:thin @//cB402 amban apache o

Setup Database and Database User

Catabase Agmnstrator (DEA) username Datatase Aomnatrasr [DEA) pasyworg
rangerdba — B e ®
JDBC connect siring for mot user

Pnrc.2.10.: Oracle SID




2.2. YcranoBka Ranger

Ranger Admin  Ranger User Info  Ranger Plugin  Ranger Audit Ranger Tagsync  Advanced

Ranger Admin

D8 FLAVOR
POSTGRES »

Ranger DB name

Ranger D8 usarmame

rangeradmin

JDBC connect string fior a Ranger database

Setup Database and Database User

Catabase Adminstrator (DBA} usemarms

JDBC connect stng ke rool user

I://c6402 ambar apache.org-5432/postgres

Puc.2.11

8402 ambari apache ong: 5432

Driver class name for a JDBC Ranger database

o postgresgl. Driver

Database Adminstrator (DBA) passwond

J— [ — ®

. PostgreSQL

24



T'masa 2. Hacrtpoiika aBropu3saruu 8 Hadoop

Ranger Admin Ranger User info Ranger Plupn Ranger Audt  Ranger Tagsync  Advanced

Ranger Admin

DB FLAVOR Pl D5 oSt

MSS0L - 6402 ambariapache.org: 1433

Ranger DB name Drwer ciass marme for a JOBC Ranger catabase
anger com.microsoll sqiserver jdbc. SQLServer(
Ranger DB usemame Farger DB pastword

rangaradmin Ss—— @ eeeeeriss O]

JOBC connect string for a Ranger database

ari.apache.org- 1433 databaseName=ranger

Setup Detabase and Detatase Lser

Database Adminestirator [DBA) username Datatase Agruistrator [DBA) pessword
rangerdba e B e ®
JOBC connect string for root user

sqlserver./c6402 ambar apache ong. 1433;

Pwuc.2.12.: MS SQL
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Ranger Admin  Ranger User info  Ranger Plugn  Ranger Audt  Ranger Tagsync  Advanced

Ranger Admin

D8 FLAVOR Rarger DB nost

SOL Anywhers = o402 ambariapache. org: 2638

Ranger DB name Drwer cizss nae for a JOBC Ranger database
FANger san Kncd sy whens. | Drver

Ranger DB usemame FRarger 08 passwond

rangeradmin e L @

Database Aomnstrator [DBA) usemame Dasatase Aownstrator (DEA) password

JOBC connect string for roat user

inerechost=c6402 ambari.apache. org-2638;

Puc.2.13.: SQL Anywhere
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Ranger Audit

Apache Ranger wucnomb3syer Apache Solr nns xpamenus XKypHajOB ayanTa U O0ECIEYUBAET IOUCK
IOJIb30BATEILCKOTO nHTEpdeiica depe3 Hux. Solr HeoOXoaMMO yCTaHOBUTD W HACTPOUTH mepe nncramranueir Ranger
Admin win ar060ro u3 mwiarudos koMmnonedTa Ranger. Kondurypamus no ymonyanuo 11 Ranger Audits B Solr
UCIONB3yeT obmmit sx3emiisip Solr, mpemocrasisiemsrit cepsrucom Ambari Infra. Solr — 370 n mamsiTh, u porEeccop.
Ecnu mpoaykTuBHas cucreMa mMeeT OOJIBIoM 00beM 3aIpoCoB IOCTYIIa, HEOOXOIUMO yOeauThCst, 9TO XOCT Solr mmeer
JIOCTATOYHYIO TTAMSITh, MIPOIECCOP W TUCKOBOE MPOCTPAHCTBO.

SolrCloud  gBisierca  OpeAOYTUTENHHONR — YCTAHOBKOM i wcnosb3oBanus Ranger. SolrCloud,
pasBopauuBaeMblii ¢ ceppucom Ambari Infra, npeacrabisier coboii MacIITAOUPYEMYyIO apXUTEKTYPY, KOTOpasi
MOXKeT PabOTATh KAK eIWHbBINH y3€JI WK KJIACTEP C HECKOIbKUMHU y3aamMu. OH uMeeT JOMOTHUTEIbHBIE (DYHKIUN, TAKUE
KaK PEILIUKAIMA U CerMEHTUPOBAHUE, UTO TOJIE3HO [JIa BICOKOH mocrymnoctu (HA) u macmrabupyemMmocTu.

Crenyer mnaHupoBaTh pa3BEepPTHIBAHWE HA OCHOBE pa3Mepa Kiaacrepa. [IOCKONbKY 3amuch ayauTa MOTYT
3HAYUTEHHO YBEIHMYINBATHCS, BaXKHO mMeTh He Mmenee [ TH cBobommoro mecra, rae Solr Oymer XpaHUTH JAHHBIE
ungekca. Heobxoaumo npegocrasurh npoueccy Solr kak moxkuo Gosibiie namsiru (xopoiwo paboraer ¢ 32 I'B
omneparusHoil namaTn). HactosarenbHo pekoMenmyercs ucnoab3osarh SolrCloud no Menbiieit Mepe ¢ AByMsa y3iaaMu
Solr, paborafommumu Ha pa3HbIX cepBepax ¢ BrioUeHHOi persukamueii. SolrCloud takke Tpebyer Apache
ZooKeeper.

1. Ha crpanuue “Customize Services” Bbibpars Bkiaaky “Ranger Audit” (cm. Puc.2.7.).

Pexkomenmyercss xpauuth ayaurbl B Solr m HDFS. OGe sTu onmuu 3a7aubl M0 yMOTYaHUIO (yCTAHOBJICHBI B
nosoxkeraue ON ). Solr mpegocrasisieT BO3MOKHOCTD WHIEKCUPOBAHUS U TIOUCKA, TI0 CAMBIM MOC/IEIHUM JKYDPHAJIAM, B TO
Bpems kak HDFS ucnosb3yercsa kak 60jiee TOCTOSHHOE 1 JOATOCpOoUHOe Xpauuuie. [1o ymomuanno Solr ucrmoap3yercs
JIJIsl MHAEKCAINK YKYPHAJIOB ayuTa 3a mnpemirecTsyorme 30 aHeii.

2. B 6aoke “Audit to Solr” B nose “SolrCloud” ycranosurs 3uadenne ON aisg akrusuposanus SolrCloud (Puc.2.14.).
ITpu sTom macrpoiiku kouduryparun SolrCloud OymayT 3arpy>KeHbl aBTOMATHYIECKH.

Ranger User Sync

B pasuene onucoiBaercs nacrpoiika Ranger User Sync nia UNIX u LDAP/AD.

Tecm-dpatie Ranger Usersync
e Hacmpotixa cunzporusayuu nosviosamenet Ranger das UNIX
e Hacmpotixa cunrponudayuu noavaosamens Ranger das LDAP/AD

o Asmomamuueckoe naznavernue posu ADMIN/KEYADMIN o0as enewnuz noavaosamenet

Tect-ppaiie Ranger Usersync

Ilepen unpumeHneHueM uU3MEHEHHII B USErsync pPeKOMEH/YeTCs BbIIOJHUTL TECTOBbIA 3allyCK, 4TOObI
MTOTF30BATENIN U TPYTIHI U3BJIEKAJINCH JOJIXKHBIM 00pa3oM. /it TecTOBOrO 3amycka 3arpy3ku ganabix User u Group B
Ranger nepes dbukcarmeit n3ameneHuii HeOOXOIUMO:

1. YcraHoBUTH TapaMeTp B 3HAUEHWE ranger.usersync.policymanager.mockrun=true. Ou maxomurcs B Ambari>
Ranger> Configs> Advanced> Advanced ranger-ugsync-site

2. IIposepursb nosb3oBareseil u rpyuibt st 3arpy3ku B Ranger: tail -f /var/log/ranger/usersync/usersync.log

3. Tlocne momTBEp:KIEHWSI TOTO, YTO TOJB30BATEIW W TPYNIBl OYAyT U3BJIEYEHBLI 10 HA3HAUEHWIO, YCTAHOBUTH
ranger.usersync.policymanager.mockrun=false n nepezamycrurs Ranger Usersync.

OTu AedCTBUS NPUBOAAT K CHHXPOHH3AIMU MOJIb30Baresieil, orobpaykaeMbIX B JKypHaJe usersync, ¢ 6a3oii
nanabix Ranger.
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2.2. YcranoBka Ranger

Add Service Wizard

Rarge Ad=e  Aarge U o Renger Plug-

Audit to Sair
At br

et

g i

T b, speche og T8 o targer_

B e ]

g

R el ettt

il
L

I Al ool b, Parvsl Eainir) dinisindl

Parge fait Farnge Tageye Advarced

Audit to HDFS

e PR

Dt 05§ Cwpriary

oD e asee P org 8000

Puc.2.14.: Audit to Solr
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Hacrpoiika cunxpoHusauuu nonb3osatene Ranger pns UNIX

s macrpoiiku Ranger User Sync gimss UNIX #HeoOX0a1uMO BBIIOJIHUTD CIEAYIOINIHN TOPSIIOK AefCTBHIii:
1. Ha crpanumne “Customize Services” Boibpars Bkiaaky “Ranger User Info” (Puc.2.15.);
2. B pazzene “Enable User Sync” ycranoButh 3HaueHue Yes;
3. B packpsiBatomniemcs crucke “Sync Source” Beibpars UNIX, a 3aTem yCTAHOBUTH CBOWCTBA, OMUCAHUE KOTOPBIX

[IPUBEIEHO B TabIHIIE.

Tabauma2.5.: Ceoiicrea UNIX User Sync

CeoiicTBO Onucanne 3HaueHmne NO yMOJIHaHMIO
Sync Source CunxponusupoBarb  noJib3oBaresieit | 500
TOJILKO BBINIE yKazaHuo ID
Password File Pacnonoxenune daitna naposeit Ha | /etc/passwd
cepsepe Linux
Group File Pacnionoxenwne  aiima rpynm  Ha | /etc/group
cepsepe Linux

Add Service Wizard
Chosts Bervines Customize Services
Ansegn Wamiery
A W el ST Uf wilh recorv e corlguralens foe e service po Slected. Cuslooss T os you tee
g Gierad ) Chants
Wafha K Marger 5o . M
- .
Oroue Dl (1 +  Marage Corlig Ormugs B -

Ranger User Info

L R

v |

L

Puc.2.15.: Hacrpoiika Ranger User Info naa UNIX
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2.2. YcranoBka Ranger

Hacrpoiika cunxponu3auun nonb3osarens Ranger pns LDAP/AD

s obecnevenusi npunyaureabHoii apropusauuu sna ypoue rpynn LDAP/AD s Hadoop neobxomumo
HacrpouTh couocrasienue rpyun Hadoop s LDAP/AD.

Hns nacrpoiikn Ranger User Sync mis LDAP /AD HeoGXoanMo BBITIONTHATE CIEYIONMNIT TIOPSIOK JefiCTBHii:

1. Ha crpanuue “Customize Services” Boibpars Bkiaaky “Ranger User Info” (Puc.2.16.);
2. B pasznene “Enable User Sync” ycraHoBurh 3Hadenue Yes;
3. B packpsiBatomiemcst crmcke “Sync Source” Buibpars LDAP/AD, a 3aTeM yCTaHOBUTH CBOIMCTBA:
e LDAP/AD URL - [o6asnenre URL B 3aBECHUMOCTH OT HCTOYHHKA cHHEXpoHu3aruu LDAP /AD.

— 3uadenue 1o ymordanuio — ldap://{host}:{port}

— Ilpumep 3uavenus — ldap://ldap.ezample.com:889 wnu ldaps://ldap.ezample.com:636
¢ Bind Anonymous — Ecau Beibpano 3nauenne Yes, Bind User u Bind User Password me Tpebyrorcs.

— 3nagenue mo ymomdanuio — NO
¢ Bind User — Pacnonoxenue ¢aiina rpynn Ha ceppepe Linux.

— 3uauenne mo ymomdannio — Ilomroe distinguished name (DN), Bkarowast common name (CN), yuerHoit
samucn  mosib3oBaresas LDAP/AD ¢ npasamm momcka mosb3oBaresieii. Vcnosb3dyercs s 3anpoca
IIOJIB30BATEJICH U IPYTIIL.

— IIpumep 3navenus — cn=admin,dc=example,dc=com wmu admin@example.com
e Bind User Password — [Taposas Bind User.

e Incremental Sync — Ecin Boibpano Yes, Ranger Usersync coxpaHsieT mMOCJETHIOI0 BPEMEHHYIO METKY BCEX
00BEKTOB, KOTOpbIE ObLIM CHUHXPDOHHU3WPOBAHBLI DaHee, W HWCIOJb3yeT 3Ty MeTKY BPEMEHH JJIsi BBIITOJHEHUS
chenyomeit chHEXpoHU3aIu. 3areM USersync HCrIoJib3yeT MeXaHW3M ONpOCa [IJisi BBIMOJHEHUS WHKPEMEHTHOM
cunxponuzanuu ¢ nomoiipio arpubyros LDAP uSNChanged (must AD) unu modifytimestamp (nnsa LDAP).
Bkirtouenne WHKPEMEHTHOW CHHXPOHW3AINKA B MEPBbIH Pa3 MPUBOAWT K TOJHOW CHHXPOHU3AINN; TOCJIELYIOIIIe
OTepaIii  CUHXPOHU3AIMHK OyIyT WHKpeMeHTaJbHbIMU. Korga BKIIOYeHa WHKPEMEHTHAs CHHXPOHM3AIIUS,
rpymunoBas cuaxponusanys (Ha Bkiajke “Group Configs”) sasisierca obs3aTenbHoil. PekoMenayercs ijis KpymHbIX
pa3BepTHIBAHUN.

— Buavenue 1o ymosrdanuio — s oouoBsenusi: No; i WHCTALIAIANA: Yes.
— Ilpumep 3navenus — Yes
4. Ha sruazake “User Configs” ycranosuts cBoiictsa (Prc.2.17.):
e Group User Map Sync — CunxpoHu3anusi OIpeIeIeHHbIX IPYIII JJisl TT0Jh30BaTe €.
— 3HaueHue 10 yMOJIYaHUIO — Yes
— Ilpumep 3navenus — Yes
e Username Attribute — ArpubyTt umenu nons3osarens LDAP.
— Ipumep 3navenus — sAMAccountName nnst AD, wid winu cn pnsi OpenLDAP
e User Object Class — Knacc 06bexTa 1715t MASHTU(MUKAIINNA 3ATTUCEA TTOJIH30BATES.
— 3HaueHue 10 YMOIYAHWUIO — Person

— Ipumep 3uavenus — top, person, organizationalPerson, user wmu posizAccount
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Ranger Admin [Ranger User info  Ranger Plugin  Ranger Audt  Ranger Tagsync  Advanced

Ranger User Info

Enable User Sync.

Syre Source

LDAP/AD hd

Common Configs User Configs  Group Configs
LODAPYAD UAL

idapy//c6401.ambari. apache.ong:388

Bnd User

cn=admin desaxample, de=com or admindexampls com

Bind User Password

T ST AL A S R A b b e

Puc.2.16.: Hacrpoiika Ranger User Info gnia LDAP/AD




2.2. YcranoBka Ranger

User Search Base — Ilouck 6a3br juia nosib3osaresneil. Ranger Moxker uCKarb HECKOJIBKO IO/IPA3/eJIeHUN B
AD. Moxyns Ranger UserSync BBITIONHSIET TIOMCK TIOTH30BATEEH MO KAYKIOMY HACTPOEHHOMY TIOIPA3IETIEHHUIO 1
J00ABJISIET BCEX MOJIH30BATENIEH B OJIMH CIUCOK. 1locite TOro Kak Bce moapaserenus Oy ayT 00pab0TaHbl, TIEHCTBO
B I'DYIIIIE IIOJIB30BAaTE/IAd BBIYUCIAETCA Ha OCHOBE IIOUMCKa I'DYIIIIBI.

— IIpumep 3uagenus — cn=users,dc=example,dc=com;ou=examplel,ou=example2

User Search Filter — JlomonmauTrenbubrii GUIBTP, OrPAHWYWBAMIINANA MOJH30BATENIEH, BBIOPAHHBIX IIJIs
CUHXPOHU3BAIINH.

— Ilpumep 3navenus — Insa n3Bnedenns Bcex nomb3oBareneii: cn=%*. JIj1sa u3BnedeHns BCEX MOIb30BATENEN,
KOTOpbIe sBJIAIOTC 4jieHamu groupA wmu groupB: (/(memberof=CN=GroupA,OU=groups,DC=ezample,
DC=com)(memberof=CN=GroupB, OU=groups,DC=example,DC=com))

User Search Scope — Orpannvenue moncka mo riyonHe moncka 0asbl.
— 3HavyeHue 1Mo yMOJTJIAHUIO — Sub
— Ilpumep 3nauenus — base, one uiam sub

User Group Name Attribute — ArpubyT u3 3ammcu moJb30BATENs, 3HAYEHNUST KOTOPOTO PACCMATPUBAIOTCS KaK
3HAYEHUs TPYMILI IJIsI OTIIPABKU B 0a3y manubix Access Manager. MOXKHO yKa3aTh HECKOJIBLKO UMEH aTpubyTOB,
PAa3Ie/IEHHBIX 3AMATHIMH.

— Buauenue 1o ymonrdanuio — memberof,ismemberof
— TIpumep 3nauenusi — memberof, ismemberof wau gid Number
Enable User Search — Ilapamerp gocrymen, ecin BeiOpana onmnus “Enable Group Search First”.
— Buadvenue no ymomdanuio — No
— Ilpumep 3navenus — Yes
Ha Braaaxe “Group Configs” ycranouts cpoiicra (Puc.2.18.):

Enable Group Sync — Ecin gia napamerpa “Enable Group Sync” ycranosieno No, uMeHna rpymnm, K KOTOPbIM
npuHALIeXRAT mnoab3oBarenu, momydensl u3 “User Group Name Attribute”. B sToMm ciaydae He mpuMeHSIOTCS
JIOTIOTHUTEJIbHBIE TPYIIoBbie duibrpbl. Ecim qiua napamerpa “Enable Group Sync” ycranosneno Yes, rpymibl,
K KOTODBIM LPUHA/JIERKAT L0JIb30Baresu, u3piekatorcd u3z LDAP/AD ¢ uomowpio arpubyroB, CBH3aHHBIX C
rpymmoit. Brioueno mo ymosdanuio, ecau Briawdena ¢yuknus “Incremental Sync” ma Brimagke “Common
Configs”.

— Buadvenue 1o ymomdanuio — No

— Ilpumep 3nagenus — Yes
Group Member Attribute — Nms arpubyra wnena rpynnsr LDAP.

— Ilpumep 3nagenus — member
Group Name Attribute — Arpubyr umenu rpynust LDAP.

— Ipumep snavenus — distinguishedName nns AD, en nna OpenLdap
Group Object Class — Kiacc oobekra LDAP Group.

— Ipumep 3navenus — group, groupofnames unu posizGroup

Group Search Base — Ba3za nowucka juis rpyni. Ranger moxker uckarb HeCKOIbKO nozpasaenenunit 8 AD. Moy
Ranger UserSync BbITIOTHSIET TIONCK TOJIB30BaTEEH 1O KayKJIOMY HACTPOEHHOMY TIOAPA3AEIEeHUI0 U J00aBIsSIeT
BCEX TI0JIh30BaTeN et B ofuH crincok. [locse Toro kak Bce noapasaesenns OyayT 06pabOTaHbl, YJIEHCTBO B TPYIIIe
MO/IH30BATE€Hl BBIYUCISAETCS HA OCHOBE KOHMUTYpAIWK MOUCKA Tpymnbl. KakKablii CerMeHT MOoapas/IesieHus

%)

JIOJKEH ObITH pa3jiesieH 3HaKOM 4’ (TouKa ¢ 3alsToil).

— Ipumep 3navenus — ou=groups,DC=example, D C=com;ou=groupl;ou=group2
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Ranger User Info

Enable User Sync

Sync Source

LDAP/AD -

Common Configs User Configs  Group Configs
Usemame Atinbute

sAMACcountName

User Object Class

User Search Base

Ch=Users dC=axample, do=com; ous=axample] ousaxampla?

Usaer Search Filter

User Search Scope

User Group Mame Aftribute

Group User Map Sync

Puc.2.17.: Hacrpoiika User Configs nins LDAP/AD




2.2. YcranoBka Ranger

Group Search Filter - [lounonnure/bhbiii (pUIbTP, OIPAHMYMBAIOIIMANA I'PYIIIbL, BbIOPAHHbIE JIJId
CUHXPOHUBAIIWHN.

— IIpumep 3navenust — Iyt n3BjedeHusi Bcex rpymm: cn==*. JI7s W3BJIEYEHHs] TONBKO TIPYIII, CIl KOTOPBIX
sapnserca Engineering wnu Sales: (/(cn=Engineering)(cn=>Sales))

Enable Group Search First — Eciu napamerp “Enable Group Search First” we BbiOpan: mosb3oBaresiu
U3BJIEKAIOTCA U3 arpubyTa rpynnsl member. Eciu mapamerp “Enable Group Search First” BoiOpan: wieHcTBO
MOJIL30BATE/IsSI BBIYUC/IAETCS MyTeM BbImoJiHerus oucka LDAP Ha oCcHOBe MOJIH30BATEIBCKON KOH(MDUTYPAITUH.

— Buadvenue no ymomdanuio — No
— Ilpumep 3nagenus — Yes

Sync Nested Groups — Brirouaer 41eHCTBO BO BIIOKEHHBIX Tpynnax B Ranger, 4ToObl TpaBa, HACTPOEHHBIE IS
POIUTENHCKUX TPYIII, TPUMEHSJINCH KO BCEM YjIeHaM B moArpynnax. Eciu cama rpymnma SBiIseTcs 9IEHOM IPYroi
CPYIIbI, MOJB30BATENH, IPUHAIEKAIINE K JTOW TPYIIeE, TAKXKe SBISIOTCA YaCThI0 POIUTEITBCKOU TPYIIILL.
YpoBHE MepapXuu Pyl OnpenendioT riybuHy BiaoxkenHoi rpynnbl. Ecou coiictBo “Sync Nested Groups” me
orobpazkaercs, cieayer obnourh Ambari 2.6.0+.

— 3uavenune no ymoadanuio — No
— Ilpumep 3nauenus — Yes, No

Group Hierarchy Levels — KosmyectBo BiIoKeHHBIX TPy Jjist oneHKE B noaepxkKy “Sync Nested Groups”.
Bamare nenoe ucao >0.

— 3nauenue 1o ymosrganuio —

— llpumep 3naveHUa — 2

AsTtomartunyeckoe HasHaqeHue posivi ADMIN/KEYADMIN pns sHewHux nosnb3osarteneii

MO2KHO HCIIOJIB30BATDH usersync Ijd IIOMETKH OIIPEJeJICHHBbIX BHEITHUX NoJIb30BaTe/Ie U MoJb30BaTeeil B

onpeenentoi Brerneit rpymmne ¢ ponbio ADMIN wiv KEYADMIN B Ranger. 9710 m0Je€3HO B TeX CIydasix, KOTJa
BHyTPEHHUE II0JIb30BaTe/n HE MOryT BoliTu B Ranger.

1.
2.

B “Ambari>Ranger>Configs>Advanced >Custom ranger-ugsync-site” seiopars “Add Property”;
JlobaBuTh ciieyronine CBOMCTBA:
ranger.usersync.role.assignment.list. delimiter = &

— Buauenue 10 ymosrganuio — “&”
TAMGET. USETSYNC. USETS. groups. assignment.list. delimiter = :

— 3HavyeHue Mo yMOTIaHUO —
ranger.usersync.username.groupname.assignment.list.delimiter = ,

w”

— 3HaveHue 1Mo YMOJTIAHUIO —

— ranger.usersync.group.based.role. assignment.rules =

ROLE_SYS_ADMIN:u:userNamel,userName2%ROLE_SYS_ADMIN:g:groupNamel,groupName2&ROLE_KEY_ADMIN:u:userName&
—ROLE_KEY_ADMIN:g:groupName4ROLE_USER:u:userName3,userName4ZROLE_USER: g:groupName

Haxkars Add;
ITepezanycrurs Ranger.

[Ipuwmep:
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Common Configs User Configs Group Configs

Enable Group Sync

Group Member Attribute

meambaer

Group Name Attribute

Group Object Class.

Group Search Base

dec=ge;dc=hortonworks; dc=com

Group Search Filter

Sync Nested Groups

Puc.2.18.: Hacrpoiika Group Configs qnss LDAP/AD
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ranger.usersync.role.assignment.list.delimiter = &
ranger.usersync.users.groups.assignment.list.delimiter = :
ranger.usersync.username.groupname.assignment.list.delimiter = ,
ranger.usersync.group.based.role.assignment.rules : &ROLE_SYS_ADMIN:u:ldapuser_12,ldapuser2

Ranger Tagsync

Ina macrpoiiku Ranger Tagsync cienyer Ha crpanune “Customize Services” ma Briaake “Ranger Tagsync”
BbIOparh HeoOxoauMmblii Tag Source myrem mpocrasienus diara B coorsercrByioiee mose (Puc.2.19.):

e Atlas Tag Source;
o AtlasREST Tag Source;

e File Tag Source.

Add Service Wizard

Allas Tag Source AtlasRest Tag Source

Erabi Atas g Soute Eratie AtimFles! Tag Soros

[ T I S—— At ] B A mn i

Wran Sanme i et Al 1] Gemrrm ATas womri @ (owrerni] e e

File Tag Source

Puc.2.19.: Ranger Tagsync

Omnucanwne coiictB Tag Source npuBemeHo B TabIUIAX.
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Tabmuna2.6.: Atlas Tag Source

CeoiicTBO Onucatne

Atlas Source: Kafka endpoint Koneunaa touka Kafka: <kafka server url>:6667

Atlas Source: ZooKeeper endpoint Koneunast TOYKA ZooKeeper:
<zookeeper server url>:2181

Atlas Source: Kafka consumer group ITonn3oBarens Ranger

Tabnumna2.7.: AtlasREST Tag Source

CeoiicTBO Onucaxne
AtlasREST Source: Atlas endpoint Koneunasi touka AtlasREST: <atlas_host_url>:21000
AtlasREST Source: Atlas source download interval Nureppan 3arpy3kn AtlasREST (MuuincekyHbr)

Tabaumna2.8.: File Tag Source

CeoiicTBO Onucatne
File Source: File update polling interval Nurepsan oupoca obuossienuit daitia (MUIIMCEKYHIbL)
File Source: Filename Nwmsa daitra tag source

Ranger Authentication

B paznene ommcwiBaercs, Kak HacTpouTh ayrenrudukannio Ranger niga UNIX, LDAP u AD:
e Ranger UNIX Authentication
e Ranger LDAP Authentication
e Ranger Active Directory Authentication

[Mocsie 3aBepinienusi HACTPONKEM MapaMeTpoB ayTeHTU(DUKAIUU HaXKaTh KHONKY Next s [POJOIKEHUs
ycranoBku. 3areMm oOHOBuTH Kouburypaiuio Ranger admin truststore, nobasuB ciemyiomupe napamMerpbl B
“Ambari> Ranger> Configs> Advanced> Advanced ranger-admin-site”:

ranger.truststore.file=/etc/ranger/admin/truststore

ranger.truststore.password=password

1 nepesamyctuts Ranger.

Ranger UNIX Authentication

g nacrpoiiku ayrenrudukannn Ranger qns UNIX #e06X01uMO0 BBITOJHATE CJIEAYONIAN TOPSII0K AefCTBHIA:
1. Iepeiitu na Briaaky “Advanced” na crpanune “Customize Services” (cm. Puc.2.7.);

2. Ha orkpsiBuieiicst crpanune B pasgeie “Ranger Settings” ykasarb aapec xocra Ranger Access Manager/Service
Manager B mosne “External URL” B dbopmare http://<your_ ranger host>:6080 (Puc.2.20.);

3. B mome “Authentication method” ormernts UNIX. HTTP BRIIIOUEH 110 YMOJTIAHUIO — ecin OTKI09nTh HT TP,
T0 Bo3MOxKeH Toabk0 HTTPS,

4. B 6soke “UNIX Authentication Settings” ykazars cBoiicTsa:
e Allow remote Login — ®ar st BKIIOYEHNs /OTKIFOYEHNs YIAJEHHOTO BXOIA.

— 3HaueHue 10 YMOTYaHHUIO — true
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— Ilpumep 3navenus — true

e ranger.unixauth.service.hostname — Ajpec xocra, Ha KOTOpOM 3aIyIlieHa CJIy»K0a MPOBEPKU MOIJTHHHOCTH

UNIX.
— 3Hadenue 10 yMordaHuio — {{ugsync_host}}
— TIpumep 3navenns — {{ugsync_host}}
e ranger.unixauth.service.port — Homep mopra, #Ha KOTOpOM 3amyimeHa ciy:x06a nposepku moaauaaoctn UNIX.
— Buavenue o ymonrdanuo — 5151
— IIpumep 3nadvenus — 5151

CroiictBa co 3mauvenwem {{xyz}} — 5TO MakpomnepeMeHHbIe, KOTODBIE MPOU3BOIATCS W3 JAPYIUX 3aJIaHHBIX
3HAYEHWH, JIs ONTHMHU3AIMU TPOIECCa HACTpOiKHW. IlepeMeHHbIe MOCTYNMHBI IS peJaKkTHpoBanms. Jlist
BOCCTAHOBJIEHUSI NCXOJHOTO 3HAYEHHS CIIeIyeT HaxKaTh 3Ha40K Set Recommended cipasa oT momst cBO#cCTBA.

Add Service Wizard

usrere ation methoa LDAP

ACTIVGE LDIRECTOHY
O LN

HTTF aratied ~

Puc.2.20.: Hacrpoiika Ranger UNIX Authentication

Ranger LDAP Authentication

g macrpoiiku ayrenrudukanun Ranger qis LDAP #e00x01uM0 BIMOJIHUTD CJIEAY IOIINIA TTOPSIIOK JeiCTBHIA:
1. Tepeiitu na Briaaky “Advanced” na crpanune “Customize Services” (cm. Puc.2.7.);

2. Ha orkpsiBuieiics crpanune B paszeie “Ranger Settings” ykasarb agpec xocra Ranger Access Manager/Service
Manager B mosne “External URL” B dbopmare http://<your_ ranger host>:6080 (Puc.2.21.);

3. B moze “Authentication method” ormerurs LDAP;
4. B 6moke “LDAP Settings” ykazars cBoiicTpa:
e ranger.ldap.base.dn — Distinguished Name (DN) nauajbHO#l TOUYKHU JIsd IOUCKA HA CEPBEPE KATAJIOIOB.

— 3unavenune no ymomrdanuio — de=example,dc=com
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— Ilpumep 3navenus — de=example,dc=com

e Bind User - ITosnoe Distinguished Name (DN), skiogag Common Name (CN) yderHoit 3anucu nojb»30Bareis
LDAP ¢ mpaBamu momcka MOJb30BaTeIel. DTO 3HAYEHWE MaKpOIEPEeMEHHOU, MoJydenHoe u3 3Hadenus “Bind
User” u3 “Ranger User Info > Common Configs”.

— 3uadenue 10 ymondanuio — {{ranger_ug_ldap_bind_dn}}
— IIpumep 3nauenus — {{ranger _ug ldap bind_dn}}

e Bind User Password — Ilapomas gna Bind User. 910 3HadeHnme MakpomepeMEHHOW, KOTOPOE MOJy9YeHO u3
suagenns naposs “Bind User” u3z “Ranger User Info > Common Configs”.

e ranger.ldap.group. roleattribute — Arpubyr posiu rpyuust LDAP.
— 3HadueHue 10 yMOJIYAHNIO — €N
— Ilpumep 3HavwEHUST — €N
e ranger.ldap.referral — CymiecrByer Tpu BO3MOXKHBIX 3HAYECHUSI:
— follow — cepsuc LDAP cuauana oOpabarsiBaeT Bce OOBIYHBIE 3AMNCH, & 3aT€M CJIEIYET TO CCHLIKAM;

— throw — Bce HOpMaJIbHBIE 3aIMCH BO3BPAIIAIOTCS B [IEPEUNCIEHNH JI0 TOrO, KaK BblOpano ReferralEzception.
IIpu sToM B caydasx HacTpoiiku cBoiicTBa Ha follow wim throw orser 06 ommbKe “referral” obpabarbiBaeTCst
HEMEJIJIEHHO;

— 1gnore — YKa3bIBAET, YTO CEPBEP JIO/IZKEH BO3BPAIIATH 3AIMMCH CCHLJIOK KAK OOBITHBIE 3aTTNCH, OOBITHBIN TEKCT.
OTO MOXKET TPUBECTH K YACTUIHBIM PE3YIHTATAM TOUCKA.

Pekomennyemast mactpoiika follow. Ilpu moucke B Karajore cepBep MOMXKET BO3BPAIATh HECKOIHKO PE3YIHTATOB
[OUCKA, & TaKXkKe HECKOJIbKO CCHhLIOK, KOTOPBIE MOKA3BIBAIOT, T/€ MOJYYUTh JATbHEHIINe pe3yJbraTbl. JTH
PEe3yIBTATHL ¥ CCBUIKM MOT'YT 4e€PeoBaThCd Ha YPOBHE IPOTOKOJIA.

— 3HaueHue Mo yMOJTIAHWIO — 1gnoTe
— IIpumep 3nauernus — follow [ ignore | throw

e LDAP URL - URL-ampec cepsepa LDAP. Dr1o 3HadueHne MakpONEpEeMEHHOH, MOJyYeHHOE U3 3HAYECHUS
“LDAP/AD URL” u3 “Ranger User Info > Common Configs”.

— 3Hauenne 1o ymonuanuio — {{ranger_ug ldap url}}
— IIpumep 3navenus — {{ranger _ug ldap wurl}}

e ranger.ldap.user. dnpattern — [ITabiou DN mosnb3oBaTesist pacimpsercs Ipyu BXOe MOJIb30BATENIA B CHCTEMY.
Haupumep, eciu nosbzoparenb ldapadmin pbimonnser Bxoxn, ceppep LDAP nomnbiraercs cesasarbes ¢ DN
wid=ldapadmin,ou=users,dc=example,dc=com, nCroNBL3yst TAPOJIb, MTPEIOCTABIEHHBIN MOJH30BATEIEM.

— 3Hadenue 1o ymondanuio — uid={0},ou=users,dc=zasecure,dc=net
— IIpumep 3uagenus — cn=Ildapadmin,ou="Users,dc=example,dc=com

e User Search Filter — ®@uibrp mnoucka, wucnonb3yembiit s Bind Authentication. 9t1o 3nadenue
MakporepeMenHoii, mosyuerntoe u3 3uadenus “User Search Filter” u3 “Ranger User Info > Common Configs”.

— 3Hadenue 1o ymondaHuio — {{ranger ug ldap wuser _searchfilter}}
— Ilpumep 3uavenus: — {{ranger wug ldap user _searchfilter}}

CpoiicrBa co 3unauenuem {{zyz}} — 910 MaKpOLEPEMEHHbIE, KOTOPbIE LPOU3BOILATCA U3 JAPYLUX 3a/aHHbIX
3HAYEHWH, [JIsT ONTHMHU3AIMM TPOIECCa HACTpOilkW. IlepeMeHHble MOCTYMHBI JJIs  pemakTHpoBanms. Jlmst
BOCCTAHOBJIEHUS MCXOJHOTO 3HAUEHUS CJIyeT HAXKATh 3HAYOK Set Recommended cripaBa OT moJjig CBOHCTBA.
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Add Service Wizard

*  Aanger Gettings

Exierral UFL i fofad amiban apacts. org 5080
FutFerhonton mesod 0 LowP
ACTHWE DIRECTORY
s
HOME
HTTF i ® & C
*  LDAP Seftings
ARG ko[ D demERTp e, OCsrom
Bind Liser (ranger_ug_sap_ing_dn]}

Birg Liser Password

FRRgST KD group. o

robpattnitute

ranger kdap refeer ireare

LOAP URL (rarepe g lsap_ )

FANQer klap Lmar, | O 0l PSS O = NSO UTE, 00 =t
L]

User Seanch Fiter (iranger_ug_icap_user_searchiber;

¥ Kros S50 Setiegs

¥ Assnosd ranger-scmn-sts

¥ Acanced ranger-eny
b Acvanoed ranger-ugEymC-stn

¥ Custom admin-properties

Puc.2.21.: Hacrpoiika Ranger LDAP Authentication
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Ranger Active Directory Authentication

Ina wmacrpoiiku ayrentudukanuy Ranger ans Active Directory HeoOXOmuMO BBIIOJIHUTDL CJI€LY IR
HOPANOK NercTBuUil:

1. Tepeiitu ma BriIaaky “Advanced” ma crpanune “Customize Services” (cm. Puc.2.7.);

2. Ha orkpsiBiieiica crpanune B pa3zgeie “Ranger Settings” ykasarb aapec xocra Ranger Access Manager /Service
Manager B nosie “External URL” B dbopmare hitp://<your ranger host>:6080 (Puc.2.22.);

3. B none “Authentication method” ormerurs ACTIVE DIRECTORY;

4. B 6aoke “AD Settings” ykasars cpoiicTBa:

¢ ranger.ldap.ad.base.dn — Distinguished Name (DN) nagaibHOl TOYKM /i IIOMCKA HA CEPBEPE KATAJIOrOB.
— Bnauenue 1o ymondanuio — de=example,dc=com
— Ilpumep 3uauvenus — dc=example,dc=com

e ranger.ldap.ad.bind.dn — ITosnoe Distinguished Name (DN), sriiouas Common Name (CN) yuerHoii 3anucu
nosb3oBarens LDAP ¢ mpaBamu nowcka mnosb3oBaresieil. DT0 3HAYEHHE MaKPOIIEPEMEHHO(, II0JyYeHHOEe U3
suadenns “Bind User” uz “Ranger User Info > Common Configs”.

— 3uauenne no ymonuanuio — {{ranger_ug_ldap bind_dn}}
— IIpumep 3nauenus — {{ranger_ug ldap bind_dn}}

e ranger.ldap.ad.bind.password — Ilaposs gma bind.dn. 9ro 3HaYeHME MAKPOMEPEMEHHOMN, MOIyYeHHOE W3
suadenns “Bind User Password” u3z “Ranger User Info > Common Configs”.

¢ Domain Name (Only for AD) — Tomennoe nmsi cepeepa ayrenTndukannn AD
— Ilpumep 3uagenus — dc=example,dc=com
e ranger.ldap.ad.referral — CymiecrByer Tpu BO3MOXKHBIX 3HAYECHUS:
— follow — ceppuc LDAP chauasia obpabarbiBaer Bce 0ObIYHbIE 3AIIMCU, & 3aT€M CJIEILYET 10 CChLIKAM;

— throw — Bce HOpMAaJIbHBIE 3AINCH BO3BPAINAIOTCS B [EPETNCICHIN IO TOTO, KaK BuiOpano ReferralEzception.
IIpum sToM B ciyuasix HacTpoiiku coiicTBa Ha follow niu throw orser 06 ommnbke ‘“referral” obpabarsiBaeTcst
HEeMeIJIEHHO,

— ignore — yKa3bIBAET, YTO CEPBEP JOJI2KEH BO3BPAIIATH 3AIIUCU CChLIOK KAK OOBIYHbIE 3aIUCH, OOBIYHbBIN TEKCT.
OTO MOXKET TTPUBECTH K YACTUUHBIM PE3YIHTATAM TOUCKA.

Pekomennyemast mactpoiika follow. Ilpu momncke B Kartajgore cepBep MOMXKET BO3BPAIATh HECKOJIHKO PE3YIHTATOB
MMOWCKA, & TAaKKe HECKOJIbKO CCBHIJIOK, KOTODPBIE IMOKA3BIBAIOT, TJe MOJYyYUTh JAJbHEHIne pe3y/JbTaTbl. JTH
PE3yIbTATHI U CCBLIKU MOT'YT Y€PEe/IOBATHCA HA YPOBHE MPOTOKOJIA.

— 3HaueHue 10 yMOJIYAHUIO — [gnoTe
— IIpumep 3nauenus — follow [ ignore | throw

e ranger.ldap.ad.url — URL-aapec cepsepa AD. D710 3HaYeHME MaKpOMEPEMEHHOM, MOIYYEHHOE U3 3HAUECHUS
“LDAP/AD URL” u3 “Ranger User Info > Common Configs”.

— 3uadenue 10 yMoadaHuio — {{ranger_ug_ldap_url}}
— IIpumep 3navenus — {{ranger ug ldap wurl}}

e ranger.ldap.ad.user.searchfilter — @unbrp nmowucka, ucnonb3yembrit st Bind Authentication. 9To 3uHauenue
MakporepeMennoit, nosydentoe u3 3uadenus “User Search Filter” uz “Ranger User Info > Common Configs”.

— Bnavenne mo ymomuanuio — {{ranger_ug ldap wuser searchfilter}}

— IIpumep 3navenus — {{ranger_ug ldap user_searchfilter}}
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CpoiicrBa co 3unauenuem {{zyz}} — 910 MaKpOLEPEMEHHbIE, KOTOPbIE LPOU3BOILATCA U3 JAPYrUX 3a/aHHbIX
3HAYEHWH, [JIsi ONTHMHU3AIMK TPOIECCa HACTpOikW. IlepeMeHHble MOCTYMHBI I peJakTHpoBanms. Jlimst
BOCCTAQHOBJIEHUS MCXOJHOTO 3HAUEHUS CJIE/IyeT HAXKaTh 3HAUYOK Set Recommended cripaBa OT moJjisg CBOHCTBA.

Add Service Wizard

Range Satings
Exlerma LWL FAD: DA WTIREN At Oy (R =3
Aurrarbeaton LDwF

D ACTIVE_[DNRECTORY

LK

SOMNE
HITE snabled =
= AD Betings
rRngEr ksap A s o eI, (eI
ranger kdan ad nd én Qe g 13ap_bind_dni}
ranger kA 82t
s
Domam Mame (O o O =y 0 = POAD Franriol G =g
ADY
ranger idap s referra grom =
ranger kiap ad franger_ug_ldap_url)
ranger kg g s e ey user_saarchiite
it

Puc.2.22.: Hacrpoiika Ranger Active Directory Authentication

5. Tlpu coxpamenum wMeToma TpOBepKU mommuanoctn Active Directory MoMXKeT TOABUTHLCSA —BCIIBIBAIOIIEE
okuo “Dependent Configurations”, pexkoMeHIyIOIllee YCTAHOBUTH MeTOZ MpoBepKu momauuauHoctu LDAP. Dra
pekoMeH IyeMas KOH(Urypamus He JOJKHa IpUuMeHdaThesd Jjid AD, mosTomMy HEOOXOAUMO OYUCTUTH (OTMEHUTD)
napamerp ranger.authentication.method, a 3arem maxarb kHonky OK (Puc.2.23.).

Dependent Configurations
Property Service Config Growp File Nama Currend Value Recommended Value
D range authenbcaton method Rar\vﬂ' Defaut NGO Eimin-ste UNIX LDaF

Puc.2.23.: Dependent Configurations

2.2.3 3aBepLlueHue YCTAaHOBKMU

Sasepinenue nporecca ycranopku Ranger ocyiecrsiisiercs B 3 mara;
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1. Ha crpanune “Review” BHUMATENIBHO IPOBEPUTH 33/IAHHBIE APAMETPbI KOH(PUIYDPAIMHA. 3ATE€M [1Jisi yCTAHOBKH
Ranger Ha cepsep Ambari Haxkars kHOTKY Deploy (Puc.2.24.).

Add Service Wizard

Review

i Fevea T CONPIQLIENGN DeATe NN

Admin Name - aomr

Cluster Nams  Thomas
Repoatones

Pwuc.2.24.: TIpoBepka yCTaHOBJIEHHBIX TAPAMETPOB KOHMUTYpaIun

2. Ranger ycranaBimBaercs Ha yKa3aHHOM XocrTe Ha cepBepe Ambari. MHAMKATOD BBIIOJHEHHS OTOOPAXKALT XOJ
ycraHoBku (Pruc.2.25.).

3. Ilo 3aBepirennn yCcTaHOBKY Ha CTpaHuile “Summary” orobparkaiorcs JeTajin yecTaHoBKu. Moxker moTpeboBaThCsS
mepe3aIyck cyKO0 /st KOMIIOHEHTOB KJIACTEPA.

Important: B cayuae c00si yCTaHOBKM HEOOXOAMMO 3aBEPIIATH TPOIECC YCTAHOBKU, & 3aTeM TMEePEHACTPOUTH U
nepeycTanoBuTh Ranger

2.2.4 PacwwupeHHble HACTPOWKM Nosib3oBaTene

Jjis mojydeHus JOCTYMa K PACIIHPEHHBIM HACTPONKaM MOJb30BATEIs HEOOXOAUMO BBIOPATH BKIIAJKY
“Advanced” ma crpanune “Customize Service”. Usersync 3arpyzxkaer nonb3opareneit u3 UNIX, LDAP umu AD
U 3aII0JHSET MMU JIOKAJIbHBbIE TabuIbl noIb30BaTeneii Ranger.

o Hacmpotixu UNIX Usersync
e Heobxodumwvie nacmpoticu LDAP u AD Usersync

o Jlonoanumenvnoie nacmpotiku LDAP u AD Usersync

Important: YTo6sl rapanTHpoBaTh, 9To apropu3anus yposHst LDAP/AD npumensiercs 8 Hadoop, cienyer cHauasa
nacrponts Hadoop Group Mapping nyst LDAP/AD: Hacmpotixa conocmasaenus epynn Hadoop dasn LDAP/AD
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Add Service Wizard

Install, Start and Test

Hoat St WVesirge

Puc.2.25.: OrobpakeHune X0a yCTAaHOBKH

Important: Ilepen mpumenenmem u3MeHEHWI PEKOMEH/YeTCsl MPOTECTUPOBATHL Usersync, 4robbl MMOJIb30BATENH U
IPYIIIbL U3BJIEKAJIUCH 10 Ha3Hadenuio: Tecm-dpatic Ranger Usersync

ITocne ykasamms Bcex nHacTpoek Ha crpanure ‘Customize Services” ciaemyer Haxkarh KHOUKY Next Ijist
OPOOOJ/IZKEHUA YCTAHOBKH.

Hactpoviku UNIX Usersync

IMpu wucnonw3oBanuu ayrenrudukanmuun UNIX  3navenus mno ymosuanuio s cBoiicts  Advanced
ranger-ugsync-site — 3ro HacTpoiiku i nposepku noymaHocTH UNIX (Puc.2.26.).

Heobxogumbie Hactpoiiku LDAP n AD Usersync

IMpu wucnonw3oBanuu ayrentudukanuun LDAP weobxoaumo oOHOBUTH cieayiomue croiictBa Advanced
ranger-ugsync-site:

Tabmuma2.9.: Hacrpoiiku LDAP Advanced ranger-ugsync-site

CeoiicTeo 3HauyeHune LDAP

ranger.usersync.ldap.bindkeystore YcTaHOBUTH  3HAUYeHWe TaKWUM Ke, KaK ¥ B
cBOIiCTBE ranger.usersync.credstore.filename.
Suauenue 1o YMOTYAHUIO:
/usr/lib/ranger-usersync/conf/ugsync.jceks

ranger.usersync.ldap.bindalias ranger.usersync.ldap.bindalias

ranger.usersync.source.impl.class ldap

Tabmua2.10.: Hactpoiiku AD Advanced ranger-ugsync-site

CeoiicTBO 3Hauenune AD
ranger.usersync.source.impl.class ldap

44



T'masa 2. Hacrtpoiika aBropu3saruu 8 Hadoop

¥  Advanced ranger-ugsync-site

ranger.usersync.idap.
Wmmldm.

Fanger.USersync.group.
memberattributename

ranger.usersync.group.
nameattribute

ranger.usersync.group.
objectclass

ranger.usersync.group.
searchbase

FANger.USersync.group.
searchenabled

ranger.usersync.group.
Fanger. uSersync.group.
ranger.usersync.group.

ranger.usersync.idap.
searchBase

FANQEr.USarsync.source.
impl.class

ranger.usersync.
credstore.filename

ranger.usersync.
filesource. file

ranger.usersync.
fllesource.taxt.delimiter

ranger.usersync.
keystore.file

Type password ® Retype Password ® &
false

false

de=hadoop,dc=apache,dc=org

org.apache.ranger.unixusersync.process. UnixUserGroupBuilder

/usrihdp/curment/ranger-usersync/conf/ugsync jceks

Amplusergroup. txt

/usrdp/current/ranger-usarsync/conf/unixauthservice. ks

Puc.2.26.: Croiicrea Advanced ranger-ugsync-site
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HAononHutensHbie HacTpoiiku LDAP u AD Usersync
[Ipu ucnosp3oBannu nposepku nouaHOCTH LD AP niin Active Directory moxker norpeboBaThCst OOHOBJIEHTE
CBOWCTB B 3aBUCUMOCTH OT KOHKPETHBIX XapaKTEPUCTUK PA3BEPTHIBAHUS:
e ranger.usersync.ldap.url
— 3uauenne LDAP: ldap://127.0.0.1:5389
— Buavenue AD: ldap://ad-conrowoller-hostname:389
e ranger.usersync.ldap.binddn
— 3nauenne LDAP: cn=lIldapadmin,ou—users, dc—example,dc=com
— 3nauenune AD: cn=adadmin,cn=Users, dc=example,dc=com
e ranger.usersync.ldap.ldapbindpassword
— Buauenue LDAP: secret
— Buauenune AD: secret
e ranger.usersync.ldap.searchBase
— Buauenue LDAP: dc=ezample,dc=com
— 3nauenune AD: de—ezxample,dc=com
e ranger.usersync.source.impl.class
— Buauenue LDAP: org.apache.ranger. ladpusersync. process.Ldap User Group Builder
e ranger.usersync.ldap.user.searchbase
— 3nauenue LDAP: ou—users, de=example, dc=com
— 3unauenue AD: de=ezxample,dc=com
e ranger.usersync.ldap.user.searchscope
— Buauenue LDAP: sub
— Buauenune AD: sub
e ranger.usersync.ldap.user.objectclass
— Buauenue LDAP: person
— 3nauenue AD: person
e ranger.usersync.ldap.user.searchfilter
— Buauenue LDAP: Set to single empty space if no value. Do not leave it as “empty”
— Buauenue AD: (objectcategory=person)
e ranger.usersync.ldap.user.nameattribute
— 3nauenune LDAP: uid or ¢n
— Buauenue AD: sAMAccountName
e ranger.usersync.ldap.user.groupnameattribute
— Buauenue LDAP: memberof,ismemberof
— Buauenue AD: memberof,ismemberof

® ranger.usersyIiic .ldap .username.caseconversion
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— Buauenue LDAP: none
— Buauenne AD: none
e ranger.usersync.ldap.groupname.caseconversion
— Buauenue LDAP: none
— Buauenne AD: none
Crrenyromue CBOWCTBa MPUMEHSAIOTCS MTPU (DUJIHTPOBKE TPYIIIL:
e ranger.usersync.group.searchenabled
— Buauenue LDAP: false
— Buauenune AD: false
e ranger.usersync.group.usermapsyncenabled
— Buauenue LDAP: false
— Buauenne AD: false
e ranger.usersync.group.searchbase
— Buauenue LDAP: ou=groups, dc=example, dc=com
— Buauenue AD: dc=example,dc=com
e ranger.usersync.group.searchscope
— Buauvenne LDAP: sub
— Buauenune AD: sub
e ranger.usersync.group.objectclass
— Buauenune LDAP: groupofnames
— Buauenue AD: groupofnames
e ranger.usersync.group.searchfilter
— Buauenune LDAP: needed for AD authentication
— 3nadenne AD: (member=CN={0}, OU=MyUsers, DC=AD-HDP, DC=COM)
e ranger.usersync.group.nameattribute
— Buauenue LDAP: ¢n
— Buauenune AD: c¢cn
e ranger.usersync.group.memberattributename
— Buauenue LDAP: member
— Buauenne AD: member
e ranger.usersync.pagedresultsenabled
— Buauenune LDAP: true
— Buauenue AD: true
e ranger.usersync.pagedresultssize
— Buauenue LDAP: 500
— Buauenue AD: 500
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e ranger.usersync.user.searchenabled
— Buauenune LDAP: false
— Buauenue AD: false

e ranger.usersync.group.search.first.enabled
— Buauenne LDAP: false

— Buauenune AD: false

2.2.5 HacTtpoiika nonb3oBaTeneii 0e3 NCNOAb30BaHNS Y4YeTHbIX AaHHbix DBA

C uesbio He mpejOCTaBiIeHUs JeTaseil y4eTHol 3anucu aamuHucrparopa 6a3pr ganubix (DBA) ycranoBuuky
Ambari Ranger moxHo ucnosbzoBars ckpuntr Python dba_ script.py nuisa co3manus nosb3oBaTeseil 6a3bl JAHHBIX
Ranger DB 6e3 nepegaun nagopmarun 06 yuernoii 3ammcu DBA. ITocsie 37010 MOXKHO 3aTyCTUTH OOBIYHYIO YCTAHOBKY
Ambari Ranger 0e3 yka3zaunus uMeHN 1 TApOJsd aMUHUCTPATOPA.

Cosznmanme nonn3oBareneit Ranger DB npu nomomtu ckpunra dba_ script.py:

1. 3arpysurb Ranger rpm ¢ nomombio Komanibl yum install:

yum install ranger-admin

2. B karanore /usr/lib/ranger-admin nosken 6birb (daiia ¢ umenem dba_ script.py;
3. Tlony4nTh BHyTpeHHWIT CKpUNT U ybeanThesa, aro DBA mmeer mpaBo 3amyckaTh ero;

4. BpImOIHUTH CKPUNT KOMAHIOMN:

python dba_script.py

5. Ykasarb Bce HeoOxomuMble 3HadeHus B aprymenre (Bkiodaer db flavor, JDBC jar, db host, db name, db user u
JIpyrue napaMerpbl):

e Eciu Bo BpeMs BBLIIOIHEHHSA He IPEIIOYHTACTCA Hepeada apryMeHTOB B KOMAHIHONR CTPOKE, MOXKHO OOHOBHTD
daiin /usr/lib/ranger-admin/install.properties, a 3aTeM BBITOIHATH KOMAHJLY:

‘python dba_script.py -q

[lpu yka3zaHum ONIUU -¢ CKPUIT CIATHIBAET BCIO HEOOXommMyto wHbopMaruio u3 daitna install.properties;

e Ommus -d mcmosb3yercss st 3aIyCKa, CKpUOTa B pexkume “dry”’. 9T0 mpuBOAMT K CO3JAHWIO CIleHApus Oa3bi
JIAHHBIX:

python dba_script.py -d /tmp/generated-script.sql

CueHapuii MOXKeT BBINOJHUTHL JIIOOOH IOJIB30BATENb, HO PEKOMEHIYETCsl, 4TOOBI €ro 3amyCTUJ B PEKUME
“dry” cucreMmHblii ajgMuHUCTPATOp 0a3 JaHHBbIX. B srobom ciydae cucremubiii DBA  10/2KeH npocMarpuBaTb
CTeHEpUPOBAHHBIN CKPUINT, HO TPHU ITOM BHOCUTDH JIWIb HE3HAUYUTEIHHBIE KOPPEKTUPOBKHU, HANPUMED, W3MEHEHNE
PACIMOJIOKEeHNsT KOHKPETHOTO (haiia 6a3bl manubix. He caemyer BHOCHTH CyIIECTBEHHBIX M3MEHEHUH, KOTOPhIE MOTYT
CUJIbHO M3MEHUTH CKPUIT — B TPOTUBHOM CJIydae yCTaHOBKAa Ranger Moxker 3aBepIiuThCs OMIMOKOIA.

3aTeM CHCTEMHOMY aJIMUHUCTPATOPY 6a3 JAHHBIX HEOOXOAMMO 3AITyCTUTH CO3/IAHHDBIN CKPUIIT.

6. Banycrurs npoueaypy ycraHoskn Ranger Ambari, npeasapuresibio ycranosus Ha crpanuie “Customize Services”
B pazzgene “Ranger Admin” gna napamerpa Setup Database and Database User 3uauernue No.

48



T'masa 2. Hacrtpoiika aBropu3saruu 8 Hadoop

2.2.6 OOGHoBseHue naposeit agmuHucTpatopa Ranger

[Ipu obuoBenun nmaposeit wa crpanure “Ranger Configs” mis HuKenpuBeIeHHBIX MOIb30BATEIEH HEOOXOINMO
Tak2Ke OOHOBHTDH HAPOJIU KaxKJI0ro KoMmrnoHenTa Ambari, 1jisi KOToporo BKJIIOYeH Iiarud Ranger.

Important: Munusuayaibibie KOHGUTYPAIU KOMTOHEHTOB Ambari He 0OOHOBJIAIOTCS aBTOMATHYECKU — MEPE3aIyCK
CepBUCA 3aBEPINAETCs OIMMUOKOM, €CIU MapOJIn JJIs KaXKI0r0 KOMIIOHEHTa He OOHOBJIEHBI

e Ranger Admin user — y4ernble JaHHBIE T0Ib30BaTeNs ycranasiusaiorcs B “Configs > Advanced ranger-env” B
nosisx “admin_username” (3navenue no ymosdanuio: admin) u “admin_password” (3HadeHue 110 yMOJYAHUIO:
admin);

e Admin user, ucnoab3yembrit Ambari mis co3gaHUS PENO3UTODHS /TIONUTHK — WMs I0JIb30BATENs 33/1aeTCs
B “Configs > Admin Settings” B none “Ranger Admin username for Ambari” (3nauenue 1Mo yMoJIYaHUIO:
amb_ranger _admin). Ilaponb ycranasiusaerca B nose “Ranger Admin user’s password for Ambari” (3azaercs
BO BpeMsi ycraHoBKu Ranger).

Ha pucymke mOKa3aHO PACHIOIOKEHHE MOl ¢ IMepeInCIeHHBIME TapaMeTPaMy Ha CTpaHuIe HacTpoek “Ranger
Configs” (Puc.2.27.).

Ny Amb_ranger_admin
-
— usér delails

Ranger ‘admin’ s s -
user detalls S o g -

Puc.2.27.: Obnosiienue napodieit aaMmunucrparopa Ranger

2.2.7 BknwodeHune nnarnHos Ranger

I[Inarmaer Ranger woryr ObIThb BKJIIOYeHBI A7 HeckKoabkux ceppucoB ADH. Ilo coobpazkenmnsm
IPOU3BOIUTEILHOCTH peKOMeH1yeTcs XpauuTh ayauTbl B Solr 1 HDF'S, a ne B 6a3e mannbix.
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[Ipu ucnonp3oBannu Kiaacrepa ¢ noaaepkkoit Kerberos neo6xoumMo BBIIOJTHATD Psil JOIOJHUTEIbHBIX IIAr0B,

4T00bI YyOEIUTHCA B BO3ZMOKHOCTH MCHOJIb30BAHUS TOAKI0IaeMbix myiaruios Ranger B knacrepe Kerberos (HDFS
6 waacmepe ¢ noddeporcroli Kerberos).

Hocrynnsr ciemyromue mnarnasl Ranger: HDFS, Hive, HBase, Kafka, Knox, YARN, Storm, Atlas.

HDFS

1

[NV}

g saouenns miarnia Ranger HDF'S #HeoOX0quMO BBITOHUTE CJIEIYIOIMINE AeHCTBUS:

. Ha crpanune “Ranger Configs” Beibpars Briaiaky “Ranger Plugin” (Puc.2.28.).

& Ty Corfga sk L= Barviw AClors =

e o

o O

) Ranger Plugin

® om | om c
R = =
o om |

Puc.2.28.: Ranger Plugin

. B none “HDFS Ranger Plugin” aktusupoBarh KHOnky On U COXpaHWUTH JIeHCTBUE.

ITpu arom mosiBrisiercst BemibiBaomiee okHo “Save Configuration”. HeobxomuMo BBeCTH MPpUMEYAHUE C OMUCAHUEM
TOJIBKO YTO BHECEHHBIX M3MEHEHUI U COXpaHUTh KHONKOI Save (Puc.2.29.).

IIpu srom mosiByistercss BemabiBamomee okuo “Dependent Configuration”. [nsi moarBep»KaeHusi OOHOBJIEHW
KoHUrypalmn HeobxonuMo Haxkarh KHonky OK (Puc.2.30.).

Haxxars kaonky OK BO BCIJIBIBAIOIIEM OKHe coxpaHeHHs HacTpoek “Save Configuration Changes” (Puc.2.31.).

[epeiitu B mento napuranuu wa nysakr “HDFS”, 3arem BeiOpars “Restart > Restart All Affected” niis mepesamycka
cepsuca HDFS u 3arpysku Hosoit koudurypanuu (Puc.2.32.).

Haxars Confirm Restart All o BerumsiBatoiem okue “Confirmation” mjist moarsepxKaenust nmepesamnycka HDFS
(Puc.2.33.).

IMocre nepesanycka HDFS mrarun Ranger mns HDFS Gymer Bkiroden. JIpyrue KOMIIOHEHTBI MOTYT TaKIKe
noTpeboBaTh Mepe3arpy3KHu.

50



T'masa 2. Hacrtpoiika aBropu3saruu 8 Hadoop

Save Configuration

Notes | Enabled Ranger for HDFS)|

—mr=

Puc.2.29.: Save Configuration

Dependent Configurations

Bassg on your configuration chamges, Ambar s scommanding has following dependent configuration changes

Amibari wil update al checked corfiguration changes to the Recommended Value. Uncheck any configurabon to retain the Current Value

@ Property Service Config Growp File M Current Vilus Recommended Valus

@ duramenode.inode.atribute HDFS Defmut hitts-see O BTV MG _SUThorZation. hed

S provoer class oon RangerHdtalLtharnizes
@ ranger-hofs-plugin-enatied HOFS Defwt ranger-hife-plugi  No Yes
r-propernes

~ 3]

Puc.2.30.: Dependent Configuration

Save Configuration Changes

Service configuration changes saved successfully.

Puc.2.31.: Save Configuration Changes
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'\ Amban  test_cluster i 19 st

Exam o o o o L Servce csns

& MapRecucez = [l

Restart Required: 4 Components on 1 Host

S YARN (2]

8 Tex

& rave B

S rlase B

o mg

H Sooop

S Oane

S ZJookseper

& Falcon B

S Stom

& Fume NameNode DataNode

A Acourmula B

& Aemban Webres Flamehode deeciones. DistmMinds deecionss

® Al hadoop/ s ramenade Magtooptatidats

[-RLEL

& Knox

2 mahout Nl el Pl 30 DO ket D Yoo

© Ranger = Lo

O Sider — |

S SmetSerss

© Spanx NarmMons Serwe: Srats Dt whode et ™ loed "ma) wie
Aotira v ©» Lem)

MATITL, DAL DHTRE W DataNODE M (80 YA T

Puc.2.32.: Restart All Affected

Confirmation

You are about to restart HDFS

This will trigger alerts as the service is restarted. To suppress alerts, tum on
Maintenance Mode for HDFS prior to running restart all

Cancel I Confirm Restart All

Puc.2.33.: Confirm Restart All
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HDFS B knacrepe c nogaepxkoii Kerberos

g skaouenus miarmHa Ranger HDFS B kjacrepe ¢ momgepxkkoit Kerberos neoOxonuMo BBIMOJIHUTH
caeaynoume neicTBud:

1. Cozzgarp nosb3oBaresns cucrembl rangerhdfslookup. Yoeaurbes, 9T0 MOIB30BaTEb CHHXPOHU3UPOBaH ¢ Ranger
Admin (na pxiazke “Settings > Users/Groups” B unrtepdeiice “Ranger Admin User Interface”);

2. Cosmarp  npunnmnajia  Kerberos  mua  rangerhdfslookup, BBems  ciemyiomyno — KomaHmy — (OauH
[0JIb30BATEb /IIPUHIUIIAJ, HATIPUMED, TANgerrepouser, MOXKeT ObITh CO3/IaH U UCIIOJIb30BAH B PA3HBIX CEPBUCAX ):

‘kadmin.local -q 'addprinc -pw rangerhdfslookup rangerhdfslookup@example.com ‘

3. Tlepeiitu B paszaene ceppuca “HDFS” na Briajaky “Config”;

4. B 6usioke “Advanced ranger-hdfs-plugin-properties” o6HOBUTD CBO#ICTBA, IEPEYUCEHHbIE B TAOJIUIE 11O/l PUCYHKOM

(Puc.2.34.).
B3 - o ot .20 12 e
Enabls Ranges lof HOFS # &
it b HDF S = -]
Adt 1o D8 2 e @
iy Ukt e HOF 5§ S - -]
F 3R]
i ger repowtory g “uffnarser G LAMPLE COM & o
- “a o
oo rpc prolecion @ 8
S5. KEYSTORE FILE i g (il Y B (g LEyaiore i - (=]
PATH
Puc.2.34.: Advanced ranger-hdfs-plugin-properties
Tabnnma2.11.: Csoitictsa HDFS Plugin
CeoliicTBo KOHpUrypayumm 3HaueHne
Ranger repository config user rangerhdfslookup@example.com
Ranger repository config password rangerhdfslookup
common.name.for.certificate blank

5. Ilocsie obHOBIIEHMST CBOMCTB HaKaTh KHONKY Save u nepe3amnyctuth cepsuc HDFS.

2.3 HDFS Policy

2.3.1 Ranger ansa astopusauuun B Hadoop

[Tocsie mpoBepKy TOAIMHHOCTH IMOJIH30BATEsT HEOOXOAWMO OIpPEIe/uTh ero mpasa goctyma. [IpaBa mgocryma
TOJTb30BATEJIST K PECypcaM OImpejesisieT aBropusarus. Hampumep, moIb30BATENI0 MOXKET OBbITH PA3PEIEHO CO3IaHne
[IOJIUTUKUA W TPOCMOTP OTYETOB, HO HE Pa3pPelleHo peJaKTUPOBAaHWE MoJib30Baresedl u rpymmn. Ranger moxuO
MCII0JIB30BATH [IJId HACTPOMKHU u yupasienus jgocrynom kK cepsucam Hadoop.
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Ranger nossosisier cozgasarb cepsuchl ais oupeieiennsix pecypcos Hadoop (HDFS, HBase, Hive u up.)
u 100aBIATH MPaBa JOCTYNA K TUM CepBHCaM. MOXKHO TakiKe CO3JaBATh CEPBUCHI HA OCHOBE TErOB W JI0DABJISATH
MOJTUTUKU JOCTyma K HuM. VICmosb30BaHue MOJUTUK HA OCHOBE TErOB MO3BOJISIET YIPABIATH JOCTYIIOM K PECypcam
HeckobKHX KoMmmoneHToB Hadoop 6e3 co3manust OTAETbHBIX CEPBUCOB W MOJUTHK B KaXKIOM KOMIOHeHTe. MoxKHO
Takxke ucrnoib3oBarh Ranger TagSync i CHHXPOHH3AIMKM XPaHUIUINA TeroB Ranger ¢ BHENIHUM CEPBUCOM
MeTaIaHHbIX, TaKuM Kak Apache Atlas.

2.3.2 Cozpgavue HDFS Policy

Braromapst kordurypanun Apache Ranger mo3Bosisier mpoBepsTh I 3aMpOCa MOJb30BATEISA KAK MOJUTUKI
Ranger, tak u paspemenus HDFS. Korna NameNode nonyuaer mons3oBarensckuil 3ampoc, miarud Ranger
[poBEpseT MOJUTHKH, yCTaHOBJeHHble yepe3 Ranger Service Manager, u eciu uX HET, IPOBEPSAET pa3pelleHus,
ycranosienuasie B8 HDFS.

Pexomennyercst coznaBarh paspemienns B Ranger Service Manager u uMeTh OrpaHUYeHHBIE PA3PEIICHUS HA,
yposue HDFS.

Jlobasienre HOBOM MOMUTHKY K cytnecTByomiemy cepsrucy HDF'S ocyiecTBistercst o caemayromnemMy airopuTmy:

1. Ha crpanuue “Service Manager” soibparb cyiiecrsyrouuii cepsuc B paszuese HDFS (Puc.2.35.).

=, HDFS +060

{54'ﬁ'|{.3h.1dﬂﬂp g ﬂ
test hdfs F3 B

Pwuc.2.35.: Beibop cepsuca HDFS

ITpu sToM orkphiBaercsa crpanuna “List of Policies”, na koTopoii meooxoaumo HazxkaTh KHOTNKY “Add New Policy”
(Puc.2.36.).

Ranger UAccessmanager [ Audit o Settings & admin
[ Sericn Manmger > Exampi-Savice ol 3

List of Policies : Example-Service

Q, Saarch for your policy Add New Policy
Palicy ID Policy Name Status Audit Logging Groups Users Action
Example-Service-1-20160211205602 | Enabled  Enabled | admin « B

Puc.2.36.: List of Policies

2. OrkpsiBaerca crpanuua “Create Policy” (Puc.2.37.).
Ha crpanure seobxoaumo 3amoauts noJis. Pazmen “Policy Details”:

e Policy Name — BBeCTH yHUKAJIbHOE MMs JIJIsi IAHHOMN IIOJIUTUKU (MM HE MOXKET ObITh IIPOAYOJIUPOBAHO HUTIE B
cucreme);

e Resource Path — ompenennts myTh K pecypcy muast manku/daitna nmomntukn. Bo m3bexanne HeoOGXOIMMOCTH
YKA3bIBATH MOJIHBII MyTh WM BKJIIOYATH MOJUTHKY JJIS BCEX BJIOYKEHHBIX MANOK UIn (PANIOB, MOXKHO 3AMOJTHUTD
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Ranger UAccessManager [ Audit O Settings & sdmin

Create Policy
Policy Details :
Poicy Type LT
porcy e 0
Dt rgmacn
AR Logging ﬂ acilledit permissiona
L) Bt
Write
Allow Canditions : — M

el Dot Al

Subat Gromap S Ui n e

o ¥ (Lo e - At Permissiong & n

Pwuc.2.37.: Create Policy




2.3. HDFS Policy

9TO 1I0JIE C IOMOLILIO LOACTAHOBOYHbBIX 3HAKOB (Haupumep, /home*) iubo ykazarb, 4ro HOJUTUKA JOJKHA ObITH
PEKYPCUBHOI;

— TloacTanoBo4YHbE 3HAKKA MOTYT OBITH BKJIIOYEHBI B IIYTh PECYPCA, UMsi OA3bI JAHHBIX, TAOIHUITHI WJIH CTOJIOA!
‘¥ _ yKaspIBaeT HOJIb UM 00Jee CHMBOJIOB; “?” — yKa3bIBaeT OIUH CHMBOJI;

Description — (OLLIMOHAJILHO) yKA3aTh LeJlb [OJUTUKMY;
Audit Logging — yka3arb, BBIIOJHAETCS JIU yIAT JAHHON NOJUTUKY (CHATH (DJIAZKOK, 9TOOBI OTKIIOYUTD ayJIuT).
Pazzen “Allow Conditions’

Select Group — ykasarb rpylily, K KOTOPOH HpUMEHSeTCs JaHHAs MOJUTUKA. UTOObI HA3HAYUTH TI'PYIIY B
Ka4decTBe aJIMMHUCTPATOPA Jyist BbIOpAHHOIO pecypca, Bbibparb Admin permissions (aaMUHUCTDATOPLI MOLYT
CO3JIaBATh JIOYEpHUE TOJUTHKU Ha OCHOBE CyHIeCTBYIOIUX). I'pymnmna public comep:KuT BCex MONB30BATENEI,
IIO9TOMY IPEJOCTaBJIEHHE JOCTYIa K Hell MpeIoCcTaBasfeT TOCTYI KO BCEM HOJIb30BATEIIAM;

Select User — yka3arb KOHKPETHOTO M0JIb30BaTeIsd, K KOTOPOMY IIPUMEHSETCs JaHHasd MOJUTHKA (3a IpejesaMu
y2Ke yKa3aHHON IDYIbL), WM HABHAYUTH ONPEJEJICHHOIO 110JIb30BaTelss aAMUHUCTPATOPOM JIAHHON HOJUTUKH
(aMUHUCTPATOPBL MOLYT CO3JABATH JOYEPHUE HOJIUTUKA HA OCHOBE CYILECTBYIOLIUX);

Permissions — nobaBuTh uau u3Menuth npasa: Read (urenme), Write (3amucn), Create (coszpmanme), Admin
(Anmunncrparop), Select/Deselect All (BbiOpaTh/OTMEHHUTH Bee);

Delegate Admin — Korja TOTUTHUKA HA3HAYAETCS [OJB30BATENI0 WM TPYIINE IOJb30BaTesel, JaHHbIe
[I0JIb30BATEJIA CTAHOBATCH [EJIECMPOBAHHBIMU aJMUHUCTPATOpaMu. lejerupoBaHHbI#l A MUHUCTPATOD MOXKET
OOHOBJIATD, yIaaaTh noauTuku. OH Tak:Ke MOKET CO3/1aBaTh JOUYePHUE MOJUTUKY Ha OCHOBE MCXOMHOI (6a30B0ii);

. s mobaBeHus AOMOIHUTEIBHBIX YCIOBUN MOXKHO HCIOJb30BATH CHUMBOJI TLTIOC “+”. YC/IOBUS OIIEHWBAIOTCS B
HOpAIKe, YKA3aHHOM B CIIHCKE — CHAYaJa IPUMEHSeTCS yCIOBHE B BEPXHEH JaCTH CIIMCKA, 3aTeM BTOPOE, TPEThEe
U TaK Jajiee;

Haxxatn xuonky Add myist coxpaHenusi HOBOW TOJUTHKH.
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