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Salto XS4 Face | Privacy Policy template for clients of the solution


DISCLAIMER: Please note that this document is a template subject to change and adaptation based on the corresponding client’s assessment and regulations in force in the territory in which the Salto XS4 Face solution is being used. This document has been drafted to fully comply with the provisions of the GDPR, so if your company is located outside the European Economic Area, certain sections may not be accurate or appropriate to the regulations in force in the territory in question. 

This document is for informational purposes only and is not a substitute for legal advice with respect to any specific case or situation, and there is no guarantee that the information contained in this document is at all times up to date. SALTO expressly disclaims all liability in respect of actions taken or not taken by the client based on any of the contents of this document. As legal advice must be tailored to the specific circumstances of each individual case, nothing in this document should be used as a substitute for legal advice from a lawyer.

Please be aware that the content provided is generic, and the different sections of the policy may be supplemented as you deem appropriate to the circumstances that apply to you.

1. WHO IS THE CONTROLLER OF YOUR PERSONAL DATA?

We inform you that the personal data that you provide us through the Salto XS4 Face solution will be processed as a data controller by […] (hereinafter, "We”, “Us” and/or “Our”, indistinctly), with Tax Identification Number […] and registered office at […].	Comment by Author: To be completed with the information of the corresponding data controller (e.g. performance of a contract, or legimate interest of the controller,...).

You can contact Our Data Protection Officer (DPO) in the following email address: […]

2. WHY AND WHAT FOR WILL WE PROCESS YOUR PERSONAL DATA?

In this section, you can find detailed information about the purposes of the processing that We will carry out on your personal data and the legal basis of said processing activities.

· Registration invitation. We will process your personal data in order to send you an invitation for registering in Salto XS4 Face and to grant you access to open certain doors of our premises by using facial recognition technology. The lawfulness of the processing of your data for this purpose will be […]. 	Comment by Author: Applicable legitimate base to be completed by the data controller (e.g. performance of a contract, or legimate interest of the controller,...). 

· Maintain access control. We will process your data for the purpose of allowing you access to the 
facilities to which you are authorised, as well as maintaining and managing the permits granted to you in this regard.

Once that you have registered yourself in Salto XS4 Face and if you provide your explicit consent through the app, you will be entitled to access part of these facilities through biometric facial recognition using your facial identification record (FIR), which is extracted of the picture that was originally captured by Salto Systems and transferred to Us for this purpose according to your explicit consent granted to Salto Systems.

The lawfulness of the processing of your data for this purpose will be […]. In turn, the exception that will allow the processing of your biometric data (your FIR), as special category data, will be your explicit consent in accordance with article 9.2.a) of the GDPR, as you have freely and voluntarily chosen this option to access the corresponding facilities.	Comment by Author: Applicable legitimate base to be completed by the data controller. 

· Compliance with legal obligations. We may also process your personal data, if it is required,  in order to comply with our legal obligations (such as, complying with legally determined minimum data retention periods) as well as to communicate the data to public authorities, regulators or governmental bodies in those cases in which it is necessary to do so by law, local regulations or compliance with regulatory obligations.

[…]	Comment by Author: To be completed with optional or voluntary additional purposes that may be performed by the customer on its own as controller.

3. WHICH PERSONAL DATA WILL WE PROCESS AND WHERE CAN WE GET THE DATA FROM?	Comment by Author: To be completed with optional or voluntary data that may be processed or obtained by the controller.

3.1 Personal data you provide to Us 
You will directly provide Us with personal data about yourself which will allow Us to send you the corresponding invitation to the registration process in the solution. These data refers to basic identity and contact data; such as your name and email address. 

You are responsible for the veracity and accuracy of the data you provide to Us as well as to keep such data updated. We reserve the right to revoke your permits if you have provided false data, without prejudice to other actions that may proceed in Law.

3.2 Personal data that We obtain from third parties
As we have informed you in the previous section of this policy, certain personal data belonging to you will not be collected directly from you. This is the case, for example, of your picture that was shared by Salto Systems from which We will extract your Facial Identification Record (FIR), necessary to enable the unlocking of certain doors of the relevant premises of Us using your face.

The transfer of this data from Salto Systems to Us depends on your consent, which you may withdraw at any time. However, if you withdraw your consent, you will not be able to unlock the doors using your face, and you will have to choose one of the available alternatives to do so. Please note that withdrawal of your consent does not affect the lawfulness of any processing carried out by Salto Systems or by us beforehand.

4. TO WHOM COULD YOUR PERSONAL DATA BE TRANSFERRED?

We may transfer your personal data to the required public authorities in order to comply with their potential requirements and the obligations of the regulations in force.

[…]	Comment by Author: To be completed with additional recipients of the personal data to whom the controller may transfer such data.

In addition, the data may be accessed by Our suppliers, such as Salto Systems, this access being necessary for the proper fulfilment of legal obligations and/or the aforementioned purposes. These suppliers shall not process your data for their own purposes that have not been previously informed by Us. 

In this regard, We follow strict criteria for the selection of service providers in order to comply with Our data protection obligations and undertake to enter into a data processing agreement with Our suppliers, as required by law, imposing on them, inter alia, the following obligations: to implement appropriate technical and organisational measures to ensure the security of personal data; to process personal data for the agreed purposes and only in accordance with the documented instructions of the controller; and to delete and return the data to the controller once the services have been completed.

5. WILL WE CARRY OUT INTERNATIONAL TRANSFERS OF YOUR PERSONAL DATA?	Comment by Author: To be adapted to the circumstances of the client in question (text included is generic and indicative).

We may share your personal data with third parties or service providers whose location could imply the existence of an international transfer of your personal data. However, We have implemented measures to ensure that such transfers do not result in a lower level of protection of your personal data.

In this regard, service providers outside the EEA have signed the corresponding standard contractual clauses approved by the European Commission ("SCCs"), an agreement signed between the two entities by which the non-EU company guarantees that it applies European data protection standards. Likewise, many of these providers are certified and adhere to the Data Privacy Framework endorsed by the European Commission.

Therefore, the use of these providers does not result in a lower level of protection of your personal data than the use of providers located in the European Union. Anyway, you can request Us a copy of these SCCs by sending your request to the email address indicated in the heading of this policy.

6. HOW LONG WILL WE KEEP YOUR PERSONAL DATA?

We keep your personal information for no longer than necessary for the purposes for which it is processed, and as required to comply with applicable laws and/or as set out in our data retention policy and information management standards.

Specifically, we will retain your personal data for the following periods:

[…]	Comment by Author: Pending specification of the specific time periods for data retention by the controller, which will depend in particular on the regulations in force in the territory in which it operates.

7. YOUR DATA PROTECTION RIGHTS

In accordance with current legislation, you can exercise your rights of access, rectification, erasure, restriction, objection, data portability and not to be subject to a decision based solely on automated processing, by previously proving appropriately your identity (including, if necessary, providing a copy of your ID or equivalent), by sending an email to the address indicated in the heading of this policy. If we are not able to identify you as a User, we may ask for additional information to this regard.

Equally, in case any processing of your data is based on your consent granted to Us, you have the right to withdraw your consent for the processing based on it, at any time by writing an email to the mentioned email address. However, the withdrawal of consent shall not affect the lawfulness of processing performed before your withdrawal of consent.

If you believe that We have not respected any of the aforementioned rights, you will have the right to submit a claim to the competent Control Authority.

8. YOUR RESPONSIBILITY

You guarantee that you are over eighteen (18) years of age and that the data that you provide to Us are true, accurate, complete and up to date. To this effect, you are responsible for the veracity of all the data that you provide and will keep the information provided suitably updated, so that it corresponds to your real situation. You shall be liable for any false or inaccurate information that you provide to Us and for any direct or indirect damages that this may cause to Us or to third parties.

9. SECURITY MEASURES

We will process your data at all times in the strictest confidence and will maintain the mandatory duty of secrecy with regard to the same, in accordance with the provisions of the applicable regulations, adopting for this purpose the necessary technical and organisational measures to guarantee the security of your data and prevent its alteration, loss, unauthorised processing or access, taking into account the state of technology, the nature of the data stored and the risks to which they are exposed, whether from human action or from the physical or natural environment.

10. CHANGES

We reserve the right to revise this Privacy Policy at any time deemed appropriate, in which case users will be informed. For this reason, please check this privacy statement regularly to read the most recent version of Our Privacy Policy.

11. ACCEPTANCE AND CONSENT

You declare that you have been informed of the conditions on personal data protection, accepting the content of this Privacy Policy.
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