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FEAEDHE, TOER =0 VIE =0V IV FRA Y b OHEITEND,

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

4

"access token": "V J/HEXRXb—T Vv,
"token type": "k—J > RA T,
"explres 1in'": 7@@]@‘?’&,

"refresh token": "y Lya b=,
"Scope": "X:l_.70%$"

[b—7yvxﬁyxw%ﬁ]
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A7)y b7 —TRE*T7 IR =7V ETA T FRA Y RTINS,
X IEREICE D &, BAJY 7 T X b D response type IC token AEENTWVWEIHE

HTTP/1.1 302 Found
Location: UX A L7 FURI
access token=7 7R F—7

token type-h—27 XA 7T
expires in-BHHL
scope= A O — J &%

state=A 7T — | DAL RR Y 2D

\. J

( . N
A7)y b7A—0
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CIBAX*MDPUSHE—KFTIlE, 7747 b BT FRAVMIT7 7R M= 2D
i?_é H LT K %)o X% Client Initiated Backchannel Authentication

POST 7747 MBAMITY FRA > HTTP/1.1
Host: BHlZExT5 P —/N—

Authorization: Bearer Z 747> bBAE—7
Content-Type: application/json

{
"access token": "V I7EAXbL—T Vv,
"token type": "= RATT,
"explres 1in": BNTEL,
"refresh token": "U 7L v ab—o2r,
"id token": "IDk—7 ",
"auth req id": "ShEL Y 7 T X hID"

\
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RFC 6750 (The OAuth 2.0 Authorization Framework: Bearer Token Usage)
IZ1%. Protected Resource Endpoint (W bhid 3 Web API) ~dJ 7 T X hC
VAN =0VEEODIAEN=ZDERINTLDS,

@ Authorization Request Header Field (Section 2.1)

— HTTP ~v & — Authorization IC7 7 X b =7V &IEHIAD

2 Form-Encoded Body Parameter (Section 2.2)

— 74 —L/XT X —R— access token ZfED

3 URI Query Parameter (Section 2.3)

— 7T Y —/NTA—K— access token Z{£7
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@ Authorization Request Header Field (Section 2.1)

RFC 6750, Section 2.1 ([ZZ(F N T WL 54

GET /resource HTTP/1.1
= TR =T

Host: server.example. com
Authorization:

Authorization Nv X —IZRTET HEDOF

bodtoken 1*( ALPHA / DIGIT /

/ / /
credentials 1*SP bodtoken

702X =0V DRIBICEZ ZXF% BASESL ROXXFOHICREL TW 3,
RFC 6749 o & ((FEDOXEH]) LU HLEIREH R,
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%EfE] : Bearer ORICHEIT 2 XFINEIRDEHL N7 mmmmmmmmmemmmeeeee \
@O BAIYF—N—DORUW-T /A =7 ZDH D i
@ 7R b—=JVIZBASEGA T O—T 4 v HBLIZDL D i

_____________________________________________________________________________________________________

A2 D721,

oS ————

> b64token & LD ZFRAE(FE LN,

> HEREOYZEFTOBIER T (BASEGAA{FES) R—> v URFFICER L.

> T A =0 VDEEFEICILNS ERIEZINZA AT EI2357-5
(@THNITTERB T 7 RA =07 v ORBITEICFHIRBRIEHLD B WL) |

QEVWSRBEEZTHPLEZ LWL, ERICZ DR L ICBEINE AL W,

S, question about the b64token syntax in draft-ietf-oauth-v2-bearer
-~ https://www.ietf.org/mail-archive/web/oauth/current/msg08481.html
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2 Form-Encoded Body Parameter (Section 2.2)

RFC 67 ion 2.2 IZZE|F ¢ LY l
POST /resource HTTP/1.1 C 6750, Section 2.2 I f 5NT LB

Host: server.example.com
Content-Type: application/x-www-form-urlencoded

access token=mF 9.B5f-4.1JgM

3 URI Query Parameter (Section 2.3)

GET /resource?access token=mF 9.B5f-4.1JgM HTTP/1.1

Host: server.example.com RFC 6750, Section 2.3 (2213 51T L 3/
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DPoP-bound 77X b —7 > D5

GET /protectedresource HTTP/1.1 DPoP, Section 6 (ZZ(Ff 5T L34
Host: resource. example com

Authorization: LTI ReR =
iiOiszZ11b251QGV4YW1WbGUuY29tIlw1aXNszOLaHROCHM6Ly9ZZXJ2ZXIuZXhhbXI_®W®77tx#—77m

I . : . .. - o TWLWAY
BsZS590201LCIhdWQ1 01 JodHRwe zovTL,3J1c2 91 cmN1 LV 4 YW LwbGUub3InTiwibndmT! Soeppound i is e s

5 oxNTY yMj YyNJEXLCI1eHAiOJEINIyNj YyMTYs ImNuZiI6eyJga3QiOi IwWmNPQQ g W Toouzmiy

iWk5ZeSlEV3BchMwalp58kdIVE4wZDJIZZXCVleaWdeTRJInl9.VSFdiHCyIkBYui

'50c69bmPJIsj8qYlsXfuC6nzcLl8YYRNOhgMuRXu60SZHe2dGZY0ODNaGgleg-kVigz Y|

EVD11w1eCI6Imw4dEZyaHgthRovjNonlDUkRZOXpDaORscEJoRjQyVVFVZldWQVdCR%
EnMiLCJ5IjoiQVZFNGmeO9rx282NHinFRsY3VOSquSGlONnY5VERwC1UwQ2R2R1JE§
§QSIsImNydiI6IlAthU2In19.equdeiOiJlMWozv19iszlj001MQUVCIiwiaHRtIjE
EoiROVUIiwiaHRleoiaHROcHM6Ly9yZXNvdXJjZS5leGFthlem9yZy9wcm9OZWNOZE
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V7 S el /75\,”\ MDEZ, APHIEED LS BRI 7 —ZREILLI VDD ?
— RFC 6750 IC#EHLT 572 b WWW-Authenticate Ny X —ZfE D,

T RA =07 HRRRYIND & EDILERF (RFC 6750, Section 3)

HTTP/1.1 401 Unauthorized

WWW-Authenticate: Bearer realm="example",
error="invalid token",
error description="The access token expired"

FTEEEZE2TCELRED

HTTP/1.1 401 Unauthorized

WWW-Authenticate: Bearer realm="example",
error="1nvalid token",

error description="The access token expired"
error uri="https://example.com/error/EQ001",

scope="openid profile email"
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T —0&ICEEND error X7 XA —X—DfEE L T,
RFC 6750, Section 3.1. Error Codes [CRD=D2ATEERIN T L5,

invalid request

The requestis missing a required parameter, includes an unsupported parameter or parameter
value, repeats the same parameter, uses more than one method for including an access token, or
is otherwise malformed. The resource server SHOULD respond with the HTTP 400 (Bad

Request) status code.

invalid token

The access token provided is expired, revoked, malformed, or invalid for other reasons. The
resource SHOULD respond with the HTTP 401 (Unauthorized) status code. The client MAY
request a new access token and retry the protected resource request.

insufficient scope

The requestrequires higher privileges than provided by the access token. The resource server
SHOULD respond with the HTTP 403 (Forbidden) status code and MAY include the "scope"
attribute with the scope necessary to access the protected resource.
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RFC 6749, 1.4. Access Token & V) 3k

The token may denote an identifier used to retrieve the
authorization information or may self-contain the
authorization information in a verifiable manner (i.e., a

token string consisting of some data and a signature). ...
7

M7t~ voEEaxdbstn [H7FE] &
[RNEE] OZDICART 2 EANTE B,

Bonos@atbes [h17Uy RE) oEEsH 2,
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CHRIFEOEETIE, TIER R — 2 B ERAETAY — N — |
T RN — quﬁﬁﬁéo%bf\%@?—ﬁbﬂ—P%—%E ;

FECEHHpFET7 78X =07 8T 5,

_____________________________________________________________________________________________________

KX T 4000, ERICIET V7R M—20Z0O3HL0TIEHLANY Y 2B IRET AL ICH D,

wu_Tff__/\__

’———————————~

TV N—=0VT—TI
VIR b= AT HERR BRNHABR
| abcl23 jmemmemmmenne ot abcl23
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gm@@@%%fm\77@x+—7yu%ﬁ<%ﬁ%77ﬂxf—7
L BROFICEDIAD,

—————————————————————————————————————————————————————————————————————————————————————————————————————

[ ————— 4

"scope": "...",
"client i1d": "...",
"exp": ...,

"iat": ...,

"sub": "...",
"iss": "...",
"Jti": "..."
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NA Ty FRIOEETIZ, WEaR 778X =04/l D2D%,
ICRET AT — X ZRAI Y —/N—D T — X N— AN,

—————————————————————————————————————————————————————————————————————————————————————————————————————

P
[ ————— 4

"scope": "...",
10 —/\—
"client_id": ..., DL' _‘[_Ij_

"exp": ..., .
"jat": ..., VIR N—=0 T —TI)L
b HBAF MR AR

"jti"; u:::vv;- --------------------- abcl23
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)Y =AY == AT —/N—
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RFC 7662 : OAuth 2.0 Token Introspection (4> roz~<s 3> APl OZ%EG)

AvbrARRZa VY2 TR (RFC 7662, Section 2.1)

HTTP X/ v  Relelshs
S EIRY AN spplication/x-www-form-urlencoded
token WBR |\ T 78X b—=0F VT Ly ab—0

—

token type hint | f£& |access token Z7clf refresh token

token_type_hint : “7he protected resource MAY pass this parameter to help
the authorization server optimize the token lookup. If the server is unable to
locate the token using the given hint, it MUST extend its search across all of
its supported token types.”

, token_type_hint &R ;féﬂ?‘- N—2o  OEENEL > TWT D,
I7 ICI LW ED Y A BRITFITINS,



A PFARRIZVa VL REKRR (RFC 7662, Section 2.2)

Status Code 200 OK

ol l=lgisIRolsl application/json

active B | true £7-1L false

scope F=2 | xa—7 (RFC6749, Section 3.3)

client id T2 |7747 > KD

username FE2 |V YV —XF—+—0 Human-Readable 5] F
token type FE& | =2 > %47 (RFC6749, Section 5.1)
exp TR | BMEARER® T KA

iat TR | BITRX

npbf T2 | BB EA

sub TE | FAFEAF. BFIEY VY —XF—F—HhlF
aud TE | F—7 U FHE

iss TE | b—7 URITE

Jti EFE | b—=7 VBT
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RFC 7662, 2.1. Introspection Request & V) %

To prevent token scanning attacks, the endpoint MUST also require
some form of authorization to access this endpoint, such as client
authentication as described in OAuth 2.0 [RFC6749] or a separate
OAuth 2.0 access token such as the bearer token described in OAuth
2.0 Bearer Token Usage [RFC6750]. The methods of managing and

validating these authentication credentials are out of scope of this
specification.

4

B raxRsyayIy REA Y M, A5 OHET
RIALABTNEAR SR, 7720, ZOHEGHEBRA.
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Authlete $t N @ Slack July 17th, 2017

(\ taka 18:06

4 RFC 7662 (OAuth 2.0 Token Introspection) (written by @justin), 2.1. Introspection Request:
https: /tools.ietf.org/html/rfc7662#section-2.1

To prevent token scanning attacks, the endpoint MUST also require some form of
authorization to access this endpoint, such as client authentication as described in OAuth
2.0 [RFC6749] or a separate OAuth 2.0 access token such as the bearer token described in

OAuth 2.0 Bearer Token Usage [RFC6750]. The methods of managing and validating these 5 *" "5 5 s s E s E s,
authentication credentials are out of scope of this specification. «{ RFC 7662 F=E&E A A (Justin Richer)

AEEZ A FPORRZ VI VRBRA YV PO
REHEDOHIE LTI 74T bREEEZEIFT TS,

é[zo 2 U — A H—N—BI L e D ? ]

The examples in the paragraph excerpted above give an impression that expected API callers ﬂ

And, the following example and explanation: R A R L S R

The following is a non-normative example request: . already defines.

POST /introspect HTTP/1.1

Host: server.example.com

Accept: application/json

Content-Type: application/x-www-form-urlencoded
Authorization: Bearer 23410913-abewfq.123483

The client does not do the authentication, the resource server does.

(3t BB T L — T — 5 BRI )
-0, BFEoLD (7747 K
V) AT ALz, 2547 RID
DESICBZBRINETITAT b —7

explicitly says that a pair of client identifier and client secret is used to call the introspection : l/ ‘\/ I\ 0) J: 5 (,: E Z\’ % Tﬂb\ T\O)E?S\EJ—'E 7L:\\75§\\

ooty says ot p o et and sl st st ol e et g \ AP Caller i ORuth 7 54 7 P Tz AL,

token=2YotnFZFEjr1zCsicMWpAA

In this example, the protected resource uses a client identifier and client secret to
authenticate itself to the introspection endpoint. The protected resource also sends a token
type hint indicating that it is inquiring about an access token.
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RFC 8414 : OAuth 2.0 Authorization Server Metadata

introspection endpoint
OPTIONAL. URL of the authorization server's OAuth 2.0 introspection endpoint [RFC7662].

introspection endpoint auth methods supported

OPTIONAL. JSON array containing a list of client authentication methods supported by this introspection
endpoint. The valid client authentication method values are those registered in the IANA "OAuth Token
Endpoint Authentication Methods" registry [IANA.OAuth.Parameters] or those registered in the IANA "OAuth
Access Token Types" registry [IANA.OAuth.Parameters]. (These values are and will remain distinct, due to
Section 7.2.) If omitted, the set of supported authentication methods MUST be determined by other means.

introspection endpoint auth signing alg values supported

OPTIONAL. JSON array containing a list of the JWS signing algorithms ("alg" values) supported by the
introspection endpoint for the signature on the JWT [JWT] used to authenticate the client at the
introspection endpoint for the "private_key jwt" and "client_secret jwt" authentication methods. This
metadata entry MUST be present if either of these authentication methods are specified in the

"introspection_endpoint_auth_methods_supported" entry. No default algorithms are implied if this entry is
omitted. The value "none" MUST NOT be used.

AV FARART 3Ty RRA Y MIBITBRREEAEISEY T WIET AN
RFC8414 DA R T —XREFZIZTZTA T bR GERZRIIZEE L TLEF->TWLWS,
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BMAEi 72X b—0 VICBELRDIEL (BR) . BAICE-T
XS (Bal) . TN O OREOEINEHEZ DO I-OICHERBENRAE,
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NEBET7 o7t =7 i, BEILEINTUOWEHEWRY ZORRBRIZHETEH
DB, £D1=H AoHhOTkx LARITHNIEEEICEBSSNTL I D,

)Y =A== F, RUITFPNS7T7 72X =7 VITBHAINTWS
B 2 #EEHICT 2RI, AL LoD ET, %0)} JERAXbS=7 2N
BIESNTHDTIFBEWZ EZHER LB ITNIE R o0,

RFC 6749, 1.4. Access Token &£ Y ik# (Fi8)

The token may denote an identifier used to retrieve the
authorization information or may self-contain the authorization
information in a verifiable manner (i.e., a token string consisting of

some data and a signature). ... >

— [ tREEFIREG 7 E TR rlIE i = e
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BHED ?T_ IS T R BREXRTT— 2% . BLBRBETCELERN,
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~ - 16 51 FB
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=

EZ=T—2ONBERXE LT, RFC 7519 THREI NS JWT @
FWBEFEARW D, NABI 700X b= D7 4—< v b ELT
JWT ASEIIND Z EAZ W, ERIC, 772X =7 DA
IWT OiFa] EWHORBEZFEOEHKRLIEFEET 5,

7] : RFC 8705, 3.1. JWT Certificate Thumbprint Confirmation Method

When access tokens are represented as JSON Web Tokens (JWT) [RFC7519],

the certificate hash information SHOULD be represented using the
"x5t#5256" confirmation method member defined herein.

WTHERDOT7 7R =0 2B EHNLLYEWVWIEBELH D,

JSON Web Token (JWT) Profile for OAuth 2.0 Access Tokens
https://datatracker.ietf.org/doc/draft-ietf-oauth-access-token-jwt/
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E2LZ 73 X LOBERFIE RFC 7518 : JSON Web Algorithms (JWA) o
[3.1. "alg" (Algorithm) Header Parameter Values for JWS] (ZFIZEEI N T3
HDIZ D, 72720 BELEL] 22T % none [TEBIRFEA HANS,

HMAC using SHA-256

HMAC using SHA-384

HMAC using SHA-512

RSASSA-PKCS1-vl b using SHA-256
RSASSA-PKCS1-vl_5 using SHA-384
RSASSA-PKCS1-vl_5 using SHA-512

ECDSA using P-256 and SHA-256

ECDSA using P-384 and SHA-384

ECDSA using P-521 and SHA-512

RSASSA-PSS using SHA-256 and MGF1 with SHA-256
RSASSA-PSS using SHA-384 and MGF1 with SHA-384
RSASSA-PSS using SHA-512 and MGF1 with SHA-512
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ﬂiLu /\%qﬁJ"'O)bejﬁéjE&ﬁg)
%’—%1:]:4‘% j:T_Y— L/ 79\ U,

[OpenID Connect Core 1.0] @
[10.1. Signingll (CiZ [IDF—2 %
VO TRMNATV 27 bR EDELZIC
YHIGERT7IILTY X LAZFB W BI5E,
J7AT =0 Ly bR @
ELTHWSAZE] ELWHBEORTE
5,
XKIZDOBEIFRAY—N= 7747 FETLD
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FLTINTY) ZLHMNERTEER (RFERR) DBE,

Al Y — N — IR EZBVWTCT /X =7 VIZEBLT B,

) ‘/—X#—/f—ciﬁ?ﬁ@@%ﬁﬁL\’C%%%ﬂ‘ﬁﬁ%ﬁ@“%o

v
)Y =AY —=N—3A D DT ETHRAYT —N—DRHEZEIET 20ELH D,

l

Rl —N—ABHD JWKSet ZRHETEHITV FFRA L FZ2RHL, TDRED
FICT 7R =7V DERRIARCREREZ ZONIE L,

JWKSet T FRA > FD URLIETZ A A A/NY —FF 2 X2 FRND jwks uri,

TARAANY = FF 24> FDOFATIE .well-known/openid-configuration,



o

2 AUTHLETE

Z

N

A7 8V —=—XY—/—

]
}

JWK, JWK, JWK, ...

7
O =24 B AD
NI A Y
H THK

L BEEEEER L \
{ nXE'ﬁ:F& ggi.—-—.,l‘:jﬁ%\}i_a_ > T A ij/\‘ U —
L @HXA—E%:F_ oS I\/l\\\;‘_[‘f/f‘/l\
"Jwks_uri":"URL", {'U'—/\\\—E*E&/DJIJ?F}/ .well-known/openid-configuration
: 74 \“UL_/\‘\—#\%FIL?: JWT @ iss 7 L — L
©JWKSet T~ F \ c T ARANY = FF 21X FAD issuer
#A > h® URL .
ZHY H9, URL QWK Set%%f;» JWK Set }
ABRT o T RiRA >k
WK Set
{ JWK Set &
"keys": [
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IO X LEERDFE S

RFC 7518 : JSON Web Algorithms (JWA), Section 3.1
Required PPN EEA

Recommended

Recommended+ |+1x HREBEED LA D AIBEENLS
Optional

W] & WD E]

D=2 vV I IR MNAT 2 b REDIWT OBLZT7ILIY X L%
R5256;§%&>ﬂ% L TWAEEIARYZ0, ROFTHIZTHIET
o Rl Y — /N — DEENIRICZEICE DD D,

LAAL. RS THEFA7I)ILTY X LDERITETZ1Z D AL UL,
T4 — EFEDRE;

Xl
SN B 7=, Financial- grade APl Part2 Tl RS 27/
I X L&E _**JJ:): LTW3S, bl IC

ZES256 & PS256 A HELE,



=1t

WT B 772X b= > Di

mit

<]

[i-ﬂ\ﬁ\%\ﬁ*m =N ZA]

25 7T Y XLDNIELRDGZE, WAt — "= VY —XY—N"—"FLCRzHEETT HHEN
Do, LHL., HBEER®™ DRDTT=EDDEEMRITFEL AL,

(SERTEREE T LT Y X 4

ESDZa. B4 LY T, RERERODOEFAY —N— WEReRODEY Y/ —XA T —/N—,

|
v

el —N— (I ODDHETY VYV —RY —N—DRNHBZERE T H2LENDH 5,

l VY =AY —NR—DXXT—X%EFEH 5k (OAuth 2.0 Protected
TE Y 77 Resource Metadata) IA X7 —ZD—D& LT juks_uri H'&F
3k AN Y NTWieH SR FZ77 FOKIKEFRHIL 201751 A 19 HT,
‘ N2 7 BHBICENICR S TWD,
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{nkeysn:[

MWK =
hEE {I\i 1}V Wk Set
s‘ ~~~~~

JWT \

1
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s TR B3

:
DI S——

{"keys":[

WK ]
1} JWK Set\

IWTAERLAA
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L
gL — L%

20— BYHEAR. 2 7A T FIDREDT IR M= v DIERA.
EDEITI L —LZTRA A— REBITHENT REHN?
RFC 7662 > RFC 7519 27 L — L 4 - BUC{ S D HYEESEH]

JL—LEDEE{EHIETHELH D

JSON Web Token (JWT) Profile for OAuth 2.0 Access Tokens
https://datatracker.ietf.org/doc/draft-ietf-oauth-access-token-jwt/

EFRRICE T, A PRI I VL ARYIARNO TANT  —F
WT 70X b= DL —LAFEDH TS,

RFC 8707 : Resource Indicators for OAuth 2.0
cnf / x5t#S256 RFC 8705 : OAuth 2.0 Mutual-TLS Client Authentication and Certificate Bound Access Tokens

OAuth 2.0 Demonstration of Proof-of-Possession at the Application Layer (DPoP)

A lF S MR RO M SRS OAuth 2.0 Rich Authorization Requests (RAR)
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HANFET IR =0 vDRT) > T —XXR—=—XHh 6L I— KZ2HIBRT 2707
NEB 7o b—27>0%% — PKI® CRL X OCSP BY D+ 1H A % &

[CRL (Certificate Revocation List) ]

HABRUINBIIC LX) L /-3ERRERE D> U VILEEFT—&,
Ho DX MAEXMELD B, VRANRHEOAEFEERZRA VT,

[OCSP (Online Certificate Status Protocol)

H—0IFBREEDOERTNIREAZ Y 7IL X A LI WEHE 5 (HHE A,
MO I BEREICLIANRN T XEE, Fil-hE—[EE L,
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(1) CRL > OCSP MHY O tHEAZEERT A2/-DICIL. 77 RA =7 v —ZICHTE
BirniEasi, = IWT O 9t1 7L — L& EZILEIRATEE,

@ T7IORRA M= vHEHEIEDZIZNIC, —BHNFE [Khesn/iz7 72X =70 D

X K] I2EMT 2, YT 7R =2 D4 DEMERAYIN % £ TIEER]F%
DX MRICHERFLTEL,

B YUY —RY—N—F ZE-T=-T 7R —27 DENKREZFEDRT

ORI EERN 57 Vv R =0 U X MEEE L, F—EBHNFAEEFNTULARNLADTERSR
o2 RN OCSP L RRVRICHEY TS [77E2R =27 VEPIREEAPI] ICEWEDHYE

;222%;i;=0 27T &+ X
Ny X — @_I:%:I\E-\'-\ | .
{ ;%%é@_% 5l D7 ERN—T T DRF
e ) REEEXM WEDE B,
}"jti":"abcl23" N abcl23 > ﬁ7—EX l\ 7 .
= FhikRE < LR RE 7= 1IR3 API

© LR EIRT,
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KANREEDIEZZ D /- D IR —/N— I WEbtEA2 T2, #AlFRET7 X =712 WT
AV FAXART 3V APIHIZEWEDODE S D EREERIC, v T —VBEIRET S, NEBET 7
X =7 DOBRKONESNIELRHLNDS,

KEREED B W& ht A bBERARTY 3 (BROBWEDLE)
) — XY —/N— SR e T — N — =R =N = 2R Y—/N—
— ITOMIER Introspection AP|
sahikee |— REIRAE 2R Y AP B |—

EWOD AV FERARRI IV LRRYAAND active IFEFEITNIX, A AR 3 AP
X 772X =0 vDENEREIRT API] Z0HLDTHB I ENDh 5,

FoT, BIFET VLI =0 vDIFIDFENL N (BiR) ZEAEERT B E. RREDEIL
EhEELTWALEDTlE, REBBET7I7ER =0 v 2BEBIICIRAIERILITEA AL,

fCTT T T EE ST mmmm ToTTTmmmmmmmmmme e \ ThEELBLCHRAEARAL A TN
V[ 7R b= voraMEHREE L L TEETFRFD S ] cﬁmaﬁﬁwwﬁ%m$%ﬁm
itu5£%%tﬁb@ﬂ\ﬁﬁﬂ%ﬁ%ﬂﬂitAE@mo [AShDEBICLY Y Y —RY—R—¢

|
|
I
] EAY— A ABETEAL] HEOH,
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RFEC 7009 : OAuth 2.0 Token Revocation 1552150 apl

JRgyr—av YT X P (RFC 7009, Section 2.1. Revocation Request)

HTTP X/ v F Relelshy
S EIRY AN spplication/x-www-form-urlencoded
token WBR |\ T 78X b—=0F VT Ly ab—0

& | access token £7cld refresh token

token type hint

POST /revoke HTTP/1.1 RFC 7009, Section 2.1 (ZZ(F o TWL 54

Host: server.example.com
Content-Type: application/x-www—form-urlencoded

Authorization: Basic ¢zZCaGRSa3FOMzpnWDEmQOmMEOMZ2JW

token=45ghiukldjahdnhzdauzé&token type hint=refresh token

X 7747 v FRIED R



JRy—a L REKEYR (RFC 7009, Section 2.2)

Status Code 200 OK X F—2 Vv ARETHEIT T =TI HA L,

JSONP ¥:Kk— b (RFC 7009, Section 2.3. Cross-Origin Support)
BINDY VT A RNT A —R—
callback £& | JSONP A JavaScript B9

RFC 7009, Section 2.3 IZZIToNTWB Y VT X MDA GE:GET XV v FEHFRLTWD)
https.//example.com/revoke token=4agabcdefddddafdd

callback=package.myCallback

RINIGE DB
package.myCallback () ;

— 5B D4

package.myCallback({"error":"unsupported_token_type"});
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['é B DY) ]
BATEADMEZTLE D,

RO |
f

FFIC/NAR—=FMICLDRANERDHEHD T, BATHEZILGTL
WEXDODT VXA =7 TBEBEOYFOL S AL D, FHEERICT
N~V DIEYEFRBEETHD I & DIFBR TProof of Possession] %
BRI NIE. 77X b= ORNENR% R

Proof of Possession D3

7t X
o5,
REED B
IS RFC 8705 : OAuth 2.0 Mutual-TLS Client Authentication and Certificate Bound Access Tokens

DI OAuth 2.0 Demonstration of Proof-of-Possession at the Application Layer

(DPoP)
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Certificate-Bound Access Token (RFC 8705, Section 3)

73/(7‘/ l\ (Mutual TLS) E%’\E_['lj'—/\\\—
OV ETY
AT AR b & 54T EEAE
A Q7 rtR L%
! AL, BERAE L
\ o5, >
- 7O =Y FAT
{77‘[2X I\—7‘/]<@__L[77’EX f—7o v
\ i
\\ \
\\\x\:\\ U \/_X_U_—/\\\—
=Y . | B
M (@ APL A M) [y 194 5 2 v 2
|\_7\/U7IXI\ ~~“~-: ____________ N _
CRALELDLEL || TTmeea 7T - 55T FEERE
k7347\/ I\EEH)%%) ----------- -%7743} k—24 >
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Q. 771X b—=0 0747 FaEBBZEDRRT . BEFERICIZE DB D ?
A. 7747V NaEBBEDNy V2 BZT 7R =7 v ERHTIT 5,
“ X.509 SFAHZ D DER @ SHA-256 /v v > 1

A bOARRTIGVLARVZAPRPIWT 77 R =270 O—F|FZ, 2D
Ny a{BD BASEGAURL % cnf 7 L — LT D x5t#5256 DL L TEL,

HTTP/1.1 200 OK RFC 8705, Section 3.2 [ZZE|f b NTW3
Content-Type: application/json AV ORI 3 L RR DA

{

"active": true,
"iss": "https://server.example.com",
"sub": "ty.webblexample.com",
"exp": 1493726400,
"nbf": 1493722800,
"cnf":{
"x5t#5256": "bwcKOesc3ACC3DB2Y5 1ESsXE8091tc05089jdN-dg2"

}
}
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OAuth 2.0 Demonstration of Proof-of-Possession at the Application Layer (DPoP)

7747 b V[ — /N —
OQ#~74Em QoFEREEL~AYE—L TR S sATy kA
H N ~AR—FEAR :'@ o T TPARA b WERER > T
LY ,II . (6) DPoP proof JWT 3t L5 T & DRER
— NG // DPoP proof IWT 2 &%
PSR = ] hm7¥Y7IAR @D AENTLHRBRT
Quegcss \ |LAB=FIT B2 % i
(2) DPoP proof JWT =7 @ 7otx b=y >k
W FoERk—2 T e v —
VIR —TV & whbz h—sy | (9 BRREBLETIEX
i \F 7 roEAr=T s b= 2 BT B
\\~~~- I N . . \\_
@ ABREE Ay F—r T - | ) /=AY =N
RAB—-FZAE = \\ (1 & NnTUL3D
N g, > AP SoFHAy:
o N ___—”, %1(%%&
@uamsoss | rreRt=yy e |TIERW ‘@/\Fﬁ%aw
gk T 2y DPoP proof IWT &= &L h—o & Q;HI* _}7 9
— DPoP f
(1) DPoP proof JWT APL A JW(')I' %p;i)ﬂoﬁ TR =T ?%ﬂﬁg%
v
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Q. 77vVR b= v ERFARBOHRMNTIT. BEFERICIZEYINED?
A.RNHEEONY2EBZT 7R =07 v E/MTIT 5,

JWK SHA-256 Thumbprint (RFC 7638)
A bOARRTIGVLARVZAPRPIWT 77 R =270 O—F|FZ, 2D
Nyt a{ED BASEGAURL % cnf 7 L—LALTD 5kt DfEE L TED,

DPoP, Section 7 ([ZZ|Ff o TW3 JWT

TIRERA =7 DRA4O—FKDA
"sub" :"someonelexample.com", 1

"iss":"https://server.example.com",

"aud":"https://resource.example.org",

"nbf":1562262611,

"exp":15622662160,

"cnf": {
"Jkt":"0ZcOCORZNYy-DWpgqg30jZyJGHTNOd2Hg1BV3uigundI"”

J
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DPoP proof JINT D~y X —& X4 0O0— KDl (DPoP, Section 4)

"typ":"dpop+jwt", < typ EEEXFF "dpop+jwt"

"alg":"ES256", CBLTLTY R LERTRRDH

o N
i"kty":"EC", :
"x":"18tFrhx-34tV3hRICRDY9zCkD1pBhF42UQUEWVAWBES", |
"y":"9VE4AIf Ok 064zbTT1cuNJajHmt6v9TDVrUOCAvGRDA", |

:"-BwC3EScobacc21Tc",
:"POST", — JJITXIFD HITP XV v K

:"https://server.example.com/token", <~ U2 ITX D URL
:1562262616
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DPoP proof INT ##5 k=2 > U 7T X kD (DPoP, Section 5)

POST /token HTTP/1.1

Host: server.example.com

Content-Type: application/x-www—-form-urlencoded;charset=UTF-8

I eyJOeXAiOichG9wK2p3dCIsImFsZyI6IkVTMjU21iwiandr1jp71mtOeSI6Iki
VDIiwieCI6Imw4dEZyaHgthROVjNOUleUkRZOXpDaORSCEJORjQyVVFVZldWQVdCRE
nMiLCJ5IjoiOVZFNGmeO9rX282NHinFRSY3VOSquSG1ONnY5VERWClUWQ2R2R1JEE
QSIsImNydiI6I1AtMjU2Inl9.eyJqdGkiOiItQndDMOVTYzZhY2MybFRIIiwiaHREI] ;
inE9TVCISIthdSI6IthdHBin8chVydiyLmV4YW1waUuY29tL3Rva2VuIiwiaE
WFOIjoxNTYyMjYyNjEZfQ.2—GxA6T8lP4vfrg8v—FdWPOAOzdrj8igiMquRMvaanE
4PtFLbdLX10SsX0x7NVY-FNyJK70nfbV37xRZT3Lg '

1 DPoP proof JWT

grant type=authorization code

code=Splx10BeZQQYbYSO6WxSbIA

redirect uri=https$3A%2F%2Fclients2Eexamples2Ecom$2Fcb
code verifier=bEal42i1zcC-o0-xBkO0K2vuJoU-ylp9r wWZ2dFWIWgjz-

XA —N—=H DPoP ZzHHR—bLTULNIE, b=V L RXERYAD "token type" (& "DPoP" IZ72 5,
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DPoP proof JIWT 5 VUV —X7 7 XDf| (DPoP,Section6) (F#8)

GET /protectedresource HTTP/1.1

Host: resource. example com

Authorization: LT o R =
iiOiJZbZ1lb251QGV4YW1waUuY29t11w1aXNszOLaHROCHM6Ly9ZZXJ2ZXIuZXhhbXI_®W®77ﬂz#—7yu

: . : . . V2 EF IWT I2R > TWLBH
Bs2553b201LCIhdWQi0iJodHRwe zovL3J1c2 91 cmNl LnV4AYW1wbGUub3InT iwibmImTI i i o] S22 C 22

' JoxNTYyMJj YyNJExXLCI1eHAIOJEINGIyNj YyMTYs ImNuziI6eyJqa3Qiol IwWmNPQQ9s; WT ThouRamL:

iWk5ZeSlEV3BXCTMwalp5SkdIVE4wZDJIZZXCVleaWdeTRJInl9.VSFdiHCyIkBYuE

§50c69meJSj8qYlstuC6anLl8YYRNthMuRXu6oSZHe2dGZYOODNaGg1cg—kVing§

§VDIlw1eCI6Imw4dEZyaHgthRovjNonlDUkRZOXpDaORscEJoRjQyVVFVZldWQVdCR
'NMiLCJI5I§01i0VZFNGpmX09rX282NHpiVFRsY3VOSMFGSG1ONNYS5VERWC1UWQ2R2R1JE!
iQSIsImNydiI6IlAthU21n19.equdeiOiJlMWonl9iSZljoc1MQUVCIiwiaHRtIjE
§oiROVUIiwiaHRleoiaHROcHM6Ly9yZXNvdXJjzSSleGFthlem9yZy9wcm9oZWNOz'
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RFC 8707 : Resource Indicators for OAuth 2.0

77X M—=2 2D audience ZIEE TZX 5
S| A PAARI I VLRARVARIWTI 792 =0 DRAB— KD aud DEE 5,

> %% protectedresource endpoint ., 77X b= D aud RIZEE D URL %=
WRETZENEENTWSE I EZFERTHIENPFINTLS,

resource J 7 I X F/XT A —R—1EN (GEHEHEEATHE)
=S| TR N=0VDRITICEEDB Y VIR AT ERXZITS,

> ger] ) 7 T X |

> h—2o7 )T Xk

> Ny 7 F v xJLEREEY) 7 T X + (CIBA)

> T/NA ZRFBA]Y 7 T X b (RFC8628)

N%EH, EREIETAIEEE WD DlE. RFC6749 @ “Request and response parameters MUST
NOT be included more than once” &\ ) HREICHHMEISER L T3,

= LA L, BEEEAONEY [HFZRE FHGRERICIEERA S NG W] EWH BRITERICKY, 2DEFE RFC 1
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resource *ZLFAY 7T X FDff] (RFC 8707, Section 2.1, Figure 2)

GET /as/authorization.oauth2?response type=code
client i1d=s6BhdRkgt3
state=tNwzQ87pCobllebpmac IDeeg-mCRZwLDY1jHUZUAWuI
redirect uri=https%s3A32F%2Fclient.example.orgs2Fcb
scope=calendarsZ20contacts
&resource=https%$3A%2F%$2Fcal.example.com%2F

5 resource=httpss3A%2Fs2Fcontacts.example. comOZF HTTP/1.1

Host: authorization-server.example.com

CDFR]Y 7 TR MIZXY, - HHEYY -2
XD =7 UHRITIND, A d— N |https://cal.example.com/

https://contacts.example.com/
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resource 8L b—27 > 7T X kD (RFC 8707, Section 2.2, Figure 3)

POST /as/token.ocauth?2 HTTP/1.1

Host: authorization-server.example.com
Authorization: Basic c¢czZCaGRSa3F0OMzpoc3FFelFsVWIOIQUUScHgORINYNH1J

Content-Type: application/x-www-form-urlencoded

grant type=authorization code
redirect uri=https$3AS2FS2Fclient.example.orgs2Fchb

code lOech9BWC2qZBOacc9v8zAv9ltc2pkolO5tQauZ

DOr—o YT XNC =2 HRYY—R

EED b7 LD

)N
HITSIN D, D7 Ly>ab—7>|https://cal.example.com/
B Y TR IS T 2 https://contacts.example.com/

fh—2o> TR MEEWLDEHR
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D= YT R MT BIZIERODESD BERAO—FA2EFEDIWT 77X
= U RITENS, (HEERNOTI/ERA =22 42Fa—FR32E25A8% 1)

"iss": "https://authorization-server.example.com",
"SU.b" . "_b_C" ,
"exp": 1588420820,

"contacts",

RFC 8707 OFFfifER T T B w |
Resource Indicators for OAuth 2.0
https://qiita.com/TakahikoKawasaki/items/57d6242ff8b20dbff08f
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Rich Authorization Requests for OAuth 2.0 (RAR)
https://datatracker.ietf.org/doc/draft-ietf-oauth-rar/

TIRAN =7 VICEAIOFMIBEREMTITELIENTES

T RINEMEROENEHRICK VTESERFMO R EEE A WA, FRAIEKEMIZTIHT
57-%, HEIFZRAIEKREWA XIR - FIEHRT 5 5% (lodging intent /XZ—>) HEZE L 71-H,
N - Z2EADT-%., FEAOFMIERZRIZET D HEE LT RAR DEREEENEDH N TS

authorization details /X7 X — & —iBJ
—|EARRIZ scope /N T A —X—ERUHZATTHEZR 5,

Al T RbE/FERAIL ARV R
>h gV IR/ F=0 VL ARV
> Ny JF v IIVEREEY VTR N/ T4 T v h@& (CIBA)
> T/NAZXBA]Y 7 T X+ (RFC8628)
> A bARRT 3L RRVYR (RFCT7662)
>» WT 70X =2 >
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aaAl U 7 T X DBl (RAR, Section 3.1)

GET /authorize?response type=code
client 1d=s6BhdRkqgt3
state=af01fjsldkj
redirect uri=https%3A%2F%2Fclient.example.orgs2Fcb
code challenge method=5256
code challenge=KZ2-1tc83acc4h0cO9woESC rEMTJ3bwc-uCHaoeK1t8U
' cauthorization details=%5B%7B%22type%22%3A%22accountsbFinformati!
Eon%22%2C%22actions%22%3A%5B%22list%5Faccounts%22%2C%22read%5Fbal§

Eances%22%2C%22read%5Ftransactions%22%5D%2C%2210cations%22%3A%5B%E
22https$3A%2F%2Fexample$2Ecom$2Faccounts$22%$5D%7D%5D :
HTTP/1.1

Host: server.example.com

authorization details DfE%x URL decode L7z=H D, BV TH S Z & ITFH,

[{"type":"account information","actions":["list accounts","read balances"
, "read transactions"],"locations":["https://example.com/accounts"]}]
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=27 v L ZR > ZDA (RAR, Section 3.4)

HTTP/1.1 200 OK
Content-Type: application/json
Cache-Control: no-cache, no-store

"access token": "2YotnFZFEjrlzCsicMWpAA",
"token type": "example",
"expirgs_in": 3600,
"refresh token": "tGzv3JOkKFOXG5Qx2T1KWIA",
"authorization details":
{
"type": "https://www.someorg.com/payment initiation",
"actions": [ _
"initiate",
"status",
"cancel"
1y
"locations": [
"https://example.com/payments"
1y
"instructedAmount": {
"currency": "EUR",
"amount": "123.50"
b
"creditorName": "Merchantl23",
"creditorAccount": {
"iban": "DE02100100109307118603"
b

"remittanceInformationUnstructured": "Ref Number

AvbRARRT 3L AR ZADOH] (RAR, Section 3.6)

"active": true,
"sub": "24400320",
"aud": "s6BhdRkgt3",
": 1311281970,
"psd2 sca',
"8b4729cc-32e4-4370-8cf0-5796154d1296",

"type": "https://www.someorg.com/payment initiation",

"actions": [
"initiate",
"status",
"cancel"
1y
"locations": [
"https://example.com/payments"
]I
"instructedAmount": {
"currency": "EUR",
"amount™: "123.50"
by
"creditorName": "Merchantl23",
"creditorAccount": {
"iban": "DE02100100109307118603"

by

"remittanceInformationUnstructured":

"debtorAccount":
"iban": "DE40100100103307118608",
"user role": "owner"
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AU 7 T X FTIEESIHT: authorization details AZDEFET I/ LA F—I VITIfTIF o3
N7=72 L. resource /X7 X—%— (RFC8707) IC&2 74L& v ITOHEHEADH S,

~

p
« Forall "authorization details" w/o locations -> treat them as
applicable to all resources, i.e. add them to the result set independent of

the resource value
« Forall "authorization details" w/ locations -> add only those

authorization details objects with at least one location matching

the resource value.
)

* locations 7A/NT 4 —Z & X7\ authorization details ECFIERIE. resource

DEIZBE4 » 9 £ H
e locations 7 H/XT 4 —%%E% authorization details EAEZ=IZ. —DO LU ED

location (locations BEFDEZE) AWLTNAD resource I v T?—%i% D A 3% B

AREEEEERAZRL., 7402 v 7TOFEFEMEED, (REO—RKEFTE W,

[Issue 40] Authorization request with both authorization details and resources
https://github.com/oauthstuff/draft-oauth-rar/issues/40



(@& AUTHLETE

private static AuthzDetailsElement[] filterElementsByResources( // Convert the list of filtered elements to an array.
AuthzDetailsElement[] elements, URI[] resources) return filteredElements.toArray(
{ new AuthzDetailsElement[filteredElements.size()]);
// If the request does not include the 'resource' request parameters. }
if (resources == null || resources.length == 0)
{
// Filtering is not performed. All the elements included in the boolean doResourcesCoverAnyLocation(
// 'authorization_details' array are used without being dropped. URI[] resources, String[] locations)
return elements; {
} // For each resource that corresponds to a 'resource' parameter.
for (URI resource : resources)
// The resultant set of elements after filtering. {
List<AuthzDetailsElement> filteredElements // For each location in the "locations" property.
= new ArraylList<AuthzDetailsElement>(); for (String location : locations)
{
// For each element listed in the 'authorization_details' array. // If the resource covers the location.
for (AuthzDetailsElement element : elements) if (doesResourceCoverLocation(resource, location))
{ {
// The "locations" property in the element. return true;
String[] locations = element.getlLocations(); }
}
// If the element does not have the "locations" property. }
if (locations == null)
{ // None of the locations is covered by the set of resources.
// In this case, the element is selected unconditionally. return false;
filteredElements.add(element); }
continue;

}

private static boolean doesResourceCoverLocation(URI resource, String location)

{

// If the set of resources covers any one of the locations.

if (doResourcesCoverAnylLocation(resources, locations)) // NOTE: The logic here is implementation-dependent

{ // unless the specification defines rules.
// In this case, the element is selected.
filteredElements.add(element);
continue;
} RAR (Rich Authorization Requestsfor OAuth 2.0), Section 2.3.
// The element has the "locations" property, but none of the Relationship to "resource" parameter @O >y 7 #FXKI{REI1— K,
// locations is not covered by the set of resources. In this Issue 40 WT?IEEE [./-/-C:E)O)o doesResourceCoverLocation () )

case, the element is dropped.

Ay 7IZO0WTIE, BRAEKRKREEBENRRET H DI &,
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Pushed Authorization Requests for OAuth 2.0 (PAR)
https://datatracker.ietf.org/doc/draft-ietf-oauth-par/

AU IR FDOFMESFICERT HIENTESD

BE  BNEEROENESRICL VAESIERFMORIEEE DA, o] EKEMAL (I
57-%. mEIFRAIEKGFEMZXIE - FRIEERT 5 HE (Iodg|ng|ntent/\§7 V) BEZELI=H.
SLARAL - B D/, BRI EREEREHFT HHEE L TPAR DEEFEEN N EDOSNTWD

Pushed Authorization Request T> KR A > ~BHN

—|FAIY TR bEPARI YV FARA > MIERIEERIAHAZEICLY, ZOFEAIV I TR baekT
#H A+ TRequestURI] DHEITEZIT 5,

AU 7 T X b OBRIE, FEITE N7z Request URI Z request uri X7 X —X—DfE& LT
EEYd D,
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S Pushed
Authorization

=2 ) TR NEREKD,

code=[E

7747 b
BHERFR]
Vo T Xk
Request UR| BB RAR
-‘ 17V ENLTERARA 7 T2 %
\ XD, . .
\\ request uril=gNEHN 7777
N~> >
=7 VBT REITT b,
(%ﬂZ—F\77ﬂZF—7V\IDF—7V%}h

(%

HIZEY | D=2 b HT)

Request Endpoint




(@& AUTHLETE

PAR YU 7 T X kD (PAR, Section 1)

POST /as/par HTTP/1.1

Host: as.example.com

Content-Type: application/x-www-form-urlencoded

Authorization: Basic c¢zZCaGRSa3FOMzo3RmpmcDBaQnIxS3REUmMJuzZl1z2kbUl3

T Client Type IC& > TlF 7 747 >~ FRAED W E
response type=code

client id=s6BhdRkgt3&state=af01fjsldk]
redirect uri=https%3A%2F%2Fclient.example.org%s2Fcb

PAR L X R> XD (PAR, Section 1)
HTTP/1.1 201 Created
Cache-Control: no-cache, no-store

Content-Type: application/json

| Request URI ’&IfTEN T3

"request uri": "urn:example:bwc4JK-ESCOw8accl9le-Y1LTC2",

"expires in": 90

}

aor] Y 7 TR b0 (PAR, Section 1)
GET /authorize?request uri —Request URI % F
urn%$3Aexample%3Abwcd4d JK-ESCOw8accl91e-Y1LTC2 HTTP/1.1
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a—H—I1FHRIT > KR4 > b (OpenlD Connect Core 1.0, Section 5.3. UserInfo Endpoint) (Z.
openid # X A—T7 ¢ LTHEHI2T7 IR MN—=0 V% FE-2TT7 7R THE, I—H—FHRIELN S,

a—H—1FH®RL AR ZXDfF (OIDC Core 1.0, Section 5.3.2.)
HTTP/1.1 200 OK
Content-Type: application/json

"sub": "248289761001",

"name": "Jane Doe",

"given name": "Jane",

"family name": "Doe",

"preferred username": "j.doe",

"email": "Jjanedoelexample.com",

"picture": "http://example.com/janedoe/me. ]
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{774}/#i A—H—FHL ARV RIZEDODTIFLWZ L —LEA, oY 7T X MEIC
BRI AZIENTES, TR I—T—1FRY 7T X MEFTIEAL,

I—H—FHRL ARV RIZEDHTIFLWI L —LEAZIBEET 5 5%
@ RA—7%{ESH Aix (OIDCCore 1.0, Section 5.4)

R CERERSNIZRA—TZ % scope UV IZRAMNRTIA=R—|ZEHDHE, WILT B
L —LBZBRLTWABI LTS, HlZ L phone & scope ICE® 5 &, phone number
27 L — /L& phone number verified 7L —L%ZERTHE LR D,

X9 %7 L —LEE

profile name, family name, gilven name, middle name, nickname,
preferred username, profile, picture, website, gender,
birthdate, zoneinfo, locale, updated at

email email, email_verified

address address

phone phone number, phone number verified
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@ claims U 7IZ I~l\°5)‘ —9—%1%5 jj_ff (O|DC Core 1.0, Section 55)

claims Y7 T XN ITA—=Z—|TETISOND by 7L 7axFa—&L T
"userinfo" ZEH. F ZIHANIE-TY L — Aﬁ$%jf’\°% HARXLT L — LDERC,

"essential" / "value" / "values" OFEE{TIT-WIEE. claims U Z T X h/XT X —
R—72{ED LH7 L,

{

"userinfo":

OIDC Core 1.0, Section b.h IZZIF N TUWL 5
claims V27 IZ X F/RXT X =2 —D{EDH

i"given name": {"essential": true},
i"nickname" : ,

"email™: {"essential": true} 7747 MIL INDT L — LB
: ° c ’ ! T T \
"email verified": {"essential": true}, i LIHEfT | #ﬁL/?(ﬁ'/ﬁZ Eﬁ&YKWi[/b
i"picture": null, i EERLTWS,
‘"http://example.info/claims/groups": '

"id token":
{
"auth time": {"essential": true },

"acr": {"values": ["urn:mace:incommon:iap:silver"] }

}
}
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{7741/Fi A—H—FRL ARV AIZEDTIEFLWI L —LEE A, BA]J 7 T X FFFIC
| BRETZIEATES, TE1I—H—BRY VIR FETELEL, (FE)

SlE WS Tl Y —BFHR I FRA Y POERKEL, BREINLEZT 72 =27 D5
[ —F—FHL ARV RAICEDHEIRNZT L —LEEICET 21BEHR ] 2EE LA ITNIEG 5750,

sDFVYIE, 7L —LEEARAAOI—78E claims JSONAD "userinfo" 7>z 7 ~] |
MEITZERD. 778X b—7 VITHAITTCRES N TULRITNILE DR,

2L, WWT 772X b= > ThHNIE, TREAKRDBERZFAODDOXRBIEXTELRLELH D,
{

"iss": "https://server.example.com",

M 4

"scope": "openid phone",

| eSS 6  EABRRROTERERT 5, clains

"given name": {"essential": true},: A TR /S5 A —& —R|C

: "value" :"Bob"
"nickname": {"value": "Bob"}

NeEFnaTnwizdL o EE8E L7=4,

N INICHEET 2BEREESZTHL (N7 )y FEITIEAWERARRED) WT 771X =7 v DEE
X, =Y —FHL AR RAAD I L—LICEAL T, 7747 FDEXKIZIGZ 5N,
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WTEROT7 7R =27 OYR—ha2&ETHRIC, [REBE7/7XA =7 ia—YV—FHT > FRA > b
DHORLTIEFLWEEREINAZVZ L —LEICETZ2BEHR=zABLAITNIETASA W] EWOERICEST=H ED,
Authlete £t IR T®D Justin & Taka OESEEZE BN

justin 04:10

@taka Your conclusion on JWt-based access token is incomplete. You do not need to put the user info into the access token, nor
should you do so as it is potentially privacy-leaking. The userinfo endpoint will need to dereference the JWT to determine which user
it applies to. This can be done with the sub claim. If the claims parameter is to be supported directly as you describe above, then
that can be Iooked up underneath the jti claim which is transaction-specific as Joseph said. No JWT based system is fully self-

mformatlon relatively safe. (edited)

@taka WWT 772X b= VICEAT2EDERIITETIEAWLE, 2—Y—1BRZ2T7 7 X =0V IIEDHDIHNET
AN \QTW@MAlﬁmﬁ LERBEDT, £HITRETHREL, I—F—FH IV FRAV bMEEDa1—-HY—%
WRETDHDMNRDZD1=HIZ, IWT oS BEZBIRLENHDHTZAI1, INIE sub 7L —LZFEXILTES, B
NEWLZELDIC claims NI A =X —ZBEENICHR—FIXRE/ZELTH, Joseph BE-7LDIC. M T H 7
avEBD jti 7L —LICEENITTXZDBTHRERRT DI ENTED, IWT R—XDYRT LTRELANRE
BATHEOWAL L, EABTELRY TIdA, TRICAVTH S5 b0, BREENHICKLITRDLDICES
Shicb—2o> (CBETIRER) %265 L

™ taka 04:13

=L Privacy-leaking only if claims in claims contain value or values.

BANBRABICED DL, claims P value ¥ values 35 A TWBIEED AN,
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justin 04:14

“family name” but more of an issue once you get to other resource types like medical and financial records.
ZIOTHHWVWALL, 74 =LA EFEETHEWVH LT TEAANBRRBICAD I ENH LD HH, INIE address
¥ family name O LD BR—BARHOTIFMBICA L AWT E, EEEHECHERHROL IR0 Y v — BT
JRERTERELDE, EiGICHEICK S,

(}\ taka 04:16

#~L "No JWT based system is fully self-contained" is an interesting statement.

[IWT R—ZXDY AT LTREERNTBELATEVALL] WD OdEBE WX 1,

justin 04:16
You are right in the common case, but as Authlete is flexible enough we should consider other things

re: self-contained, what | mean by that is that inevitably the token will be used to look up something in a database someplace

— BT — R DOWTEZRITEDE > TWVWB I EIFIEELWATITE . Authlete IEFZEEEHASMHBORY FE2&sTL-H
ALWEAB S5, REBBICOVWTIE, EVELDIEE, T—ER—IXANDEINIIH 2RI ERET H-DIC—0 %
B 2 &iBETFoNnAEWnEWNS Z &L,

(ﬁ taka 04:17

#~L Yes, | understand.

DA, HDD>TD L,
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justin 04:18

powerful artifact that leaks everywhere it’s used.
We saw this happen with SAML

Since OAuth is much more about APl access we see it less, but it still can creep in
OKe CNEFTIZCHRTCEARITE, BREVPBREZR/IMLT 27012 JWT BEICTZ A ITERZZDOAD, L)
Ty —hEETICIEDIN D, ETCOERBEMTHREL TWS ZEICAZIERBICENLEYEFICLTL TS 265,
ZOFEE FAICLTEF 2T A= T 7ANRNY—FOENLAVWVEBEZ5| 2RI BEAR/NNZ— VAT,

SAML TZ OB RZI2D0x R TEI-AT,

OAuth IZ API 772 XICEET 2 H D72 wREICHEBIFERI VIS W E, ZNTEEEN G NIAD ATt ILH 5,
taka 04:21
So, Authlete can embed information equivalent to the userinfo property into a JWT-based access token but should dare not to do it.
Thank you for your valuable comment.

D F 1) Authlete (£ userinfo 7 O/X7 4 —BHDIBEHRAE IWT 77ERA =20 VITEBOHAL I EHTERITED.
WA TCEFOTARETIEARW, &, BELRAAXA VY FHYLE D,

justin 04:22
Yes, it would be technically feasible but | would not recommend it as either an implementation or a general pattern.

Z 5. BINKIICAIgE/Z T &, BEE L TH MM ANRZ =2 LTHLHED LAWK,
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TABRAFRT 72 b—5 2 EHF— b LT Authlete, /S—Y 2> 2.1 BIIE, BEICLY IWT &7 742

=2 DRITHABEIC, HANDERmEEE A, BEXLEI LB -T-0H?

=7 |

axX A

EREINBT IR =0 (H)

FOCAN—=VBRB7ZINIVZL

[ﬁmbr<ﬁém

xrvhSFnmE12pKz 60pu5gI 7KkOAFUVUI8gjIZdH1fPVI

FPI7ECAN—VVERBTZIIVIL

‘ ES256

eyJhbGciOiJFUzI1INiJ9.eyJzdWIiOiIxMDAxTIiwic2NvcGU
10iJ1bWFpbCBveGVuaWQgcHIvZmlsZSIsImlzcyI 6ImhOdHB
z018v¥XV0aGxldGUuY29tIliwiZXhwIjoxNTUzNDI3MjULLCJ
PYXQiOjE1INTMzNDA4NTUs ImNsaWVudF9pZCI6IjUwWNjgxMTI
XMIJMiLCJqdGki0iJ4cnZoU0ZubUUxMnBLejZPcHU1Z0k3S2t
PQUZVVNVJOGdAgSVpkSGxmUFZJIn0 .bGKzVCOtVYN3H3hbnxm
W6hIWKHrgXqgFz4kSDVHEGjQh QRXvSFhBbFqwZR2WITOybd
v-TE91xWphRqUd92j7Q I

"sub": "1001",
"scope": "email openid profile",
"iss": "https://authlete.com",

"exp": 1553427255,
"iat": 1553340855,

"client id": "5068112123",
"Jti": "xrvhSFnmE12pKz60pu5gI7KkOAFUVUIB8gjIZdH1fPVI"

HBe=E

1. BEZ7NLTY X LIEFERNITRRLD A, X
MR D T IV DY) XL DOHEBFRRTEFE
DIZENFEL B W8

2. BEES iz R—F LAV, BSEOIFKN
ICDWTIERENFE LA WD

3.w7)7lxrfgkéﬂ#7p L B%

ICBET 21EHRE IWTERXT7 72X b—

I NZEDH L, BANERIMREDOLND

%%#b REEZNATY y FRIZT 3
&Y XTI,

4 HARXLT L —LDIBOIAHZ Y HR— b
ERCE
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TR E NEBEL D IR

A7 R

e EE & TIEA =7 VI IBRDOEICL S
IBHWDE XI5 HA[Y—/N"—n DB N TR =0 VRE (V747> bHRE)
BEEWEIE 7% 4> hRAARTY g TORR =0 vZETI—F

BN AE 4> bORRTY g v E HIREE

KB T — X=X H HHIER KENIEHE %

KENIRREHEF 7% AV FAORRT T g CRL > OCSP t#H3 D A DEH

HKITEFET VA =7 O—FERE Al —N—~DamH AT BE

KITBET VA= v OEMEEH A Y —/N—=~D 5 LIk

KITET V2R b= v O—1EHIkK Al —N— Do NAIBE

BY E RAI Y —N—H IR % B
g5t E )y — 2 —N—HEESHE* R
(EE Y L - BEE LR ITNIEETOBEERIRKE

CBESAL L7k TR EABE

WEIER & O T

Ay —/N—0 DB (C

R

EReXI AP SUFS I
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Thank You
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