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2L L Ay S ——— RERAE ———
AU pal i HTTP, HTML, JSON,
« RFC 6749 (The OAuth 2.0 Authorization Framework) E_aVZEVE;VZ_fE;T(;gZS%iOded’
+ RFC 7515 ~ RFC 7519 (JWS, JWE, JWK, JWA, JWT) AERESOBE

RFC 7636 (PKCE)
OpenlID Connect Core 1.0, 2. ID Token
OAuth 2.0 Multiple Response Type Encoding Practices

OAuth & OIDC fhsde [AF9#R] rmssssw)

https://www.authlete.com/ja/resources/videos/20200317/ b \ln
P . ﬁ WA E R % ]

https://www.youtube.com/watch?v=PKPj MmLQ5E 2y no— R

OAuth & OIDC #5385 [77 X b —2 V§E])

https://www.authlete.com/ja/resources/videos/20200422/

https://www.youtube.com/watch?v=8WPPrzL-FQc&list=PLxDcFnLrbxvafUBu2GtX35G-iiktmZhWa
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OpenlD Connect Core 1.0, 3.1.2.1. Authentication Request

An Authentication Request is an OAuth 2.0 Authorization Request that requests that the
End-User be authenticated by the Authorization Server.

- FNEEY 7T R MlE, BRIV —N— v P —Y -2 EKRKT D OAuth20 87U VT X N TH 5,

scope
REQUIRED. OpenlD Connect requests MUST contain the openid scope value. If the
openid scope value is not present, the behavior is entirely unspecified. (U T&E)

—-| W78, OpenlD Connect U 7 T X kb F, openid XA—=7Z&FHITNITH 5L, (UATEE)

FELNDITEIOHLEL DT, LIEeES [8r]) 7 T X ]
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request_parameter specification code_challenge_method

acr_values

OIDC Core 1.0 Section 3.1.2.1

authorization_details

OAuth 2.0 Rich Authorization Requests

claims

OIDC Core 1.0 Section 5.5

claims_locales

OIDC Core 1.0 Section 5.2

client_id RFC 6749
code_challenge RFC 7636
code_challenge method | RFC 7636

plain

page touch consent | none

S256

popup select_account

response_mode

wap login

specification

form_post OAuth 2.0 Form Post Response Mode
form_post. jwt JWT Secured Authorization Response Mode for OAuth 2.0
fragment OAuth 2.0 Multiple Response Type Encoding Practices

fragment. jwt

JWT Secured Authorization Response Mode for OAuth 2.0

jwt JWT Secured Authorization Response Mode for OAuth 2.0

display

OIDC Core 1.0 Section 3.1.2.1

id_token_hint

OIDC Core 1.0 Section 3.1.2.1

login_hint OIDC Core 1.0 Section 3.1.2.1
max_age OIDC Core 1.0 Section 3.1.2.1
nonce OIDC Core 1.0 Section 3.1.2.1
prompt OIDC Core 1.0 Section 3.1.2.1

redirect_uri

RFC 6749

query

OAuth 2.0 Multiple Response Type Encoding Practices

query.jwt

JWT Secured Authorization Response Mode for OAuth 2.0

code

response_type specification

RFC 6749

code id_token

OAuth 2.0 Multiple Response Type Encoding Practices

code id_token token

OAuth 2.0 Multiple Response Type Encoding Practices

code token

OAuth 2.0 Multiple Response Type Encoding Practices

id_token

OAuth 2.0 Multiple Response Type Encoding Practices

ui_locales

OIDC Core 1.0 Section 3.1.2.1

registration OIDC Core 1.0 Section 7.2.1 id_token token OAuth 2.0 Multiple Response Type Encoding Practices
request OIDC Core 1.0 Section 6 none OAuth 2.0 Multiple Response Type Encoding Practices
request_uri OIDC Core 1.0 Section 6 token RFC 6749
resource RFC 8707 scope specification
response_mode OAuth 2.0 Multiple Response Type Encoding Practices Aelces OIDC Core 1.0 Section 5.4
response_type REC 6749 emai% OIDC Core 1.0 Sect?on 54
offline_access OIDC Core 1.0 Section 11
scope RFC 6749 openid OIDC Core 1.0 Section 3.1.2.1
state RFC 6749 phone OIDC Core 1.0 Section 5.4

profile

OIDC Core 1.0 Section5.4
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OpenlD Connect Core 1.0, Section 6. Passing Request Parameters as JWTs

request
OPTIONAL. This parameter enables OpenlID Connect requests to be passed in a single, self-contained
parameter and to be optionally signed and/or encrypted. The parameter value is a Request Object value,
as specified in Section 6.1. It represents the request as a JWT whose Claims are the request parameters.
request_uri
OPTIONAL. This parameter enables OpenID Connect requests to be passed by reference, rather than by
value. The request uri valueis a URL using the https scheme referencing a resource containing a
Request Object value, which is a JWT containing the request parameters.

S| EERIU VTR EDIRT A =R —3E% IWT ICF & D TERAI Y —R—(IX B Hik

S| VI IRMDNRIA—R—BZ2FEDEZIWNTOZEZ ) VI A ATV 27 b
(Request Object) & M.,

request={JWT} JOIZRMFT7 27 bZHEEET (by value)
request uri={URI} Ny ey Ao~ M VAL Il
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A1) 7 T X kD

https://server.example.com/authorize

DO IZAMAFATO 7 bORA B —KER

request Z B LA

response type=code%20id token

client id=s6BhdRkqgt3

redirect uri=https$3A%2F%2Fclient.example.org$2Fcb
scope=openid

state=af0ifjsldkj

nonce=n- OS6 WzA2Mj

'1czZCaGRSa3FOMyIsDQogImFlZCI6ICJodHchzovL3Nlanlc151eGFthlemN.
uvbSISDQogInJlcBBvbanX3R5CGU10LA1Y29kZSBpZF9Ob2tlb1IsDQogImNsaWV'
.udF9pZCI6ICJszJoZFJrcXQzIleClAlckaaXJlYSRdeJijogIthdHB2018'
'VY2XpZW5OLmV4YWleGUUb3JnL2NlIlWNClAlC2NVCGUlOlAlb3BlbmlkIlWNClA|
'1c3thGUlOlAlYWYwaWch2xka201LAOKICJub25]ZSI6ICJuLTBTNl9XekEyTWo.
u1LAOKICJtYthYWdleogODYOMDASDQogImNSYWltcyI6IAOKICB7DQogICA1dXN'
'lcmluZm8l01ANC1AgICB7DQogICAgICJHaXZlbl9uYW1lIjogeyJICBNlbanYWw'
:1OLBOchlfSwNC1AgICAgIm5pY2tuYW11IjoganstwNClAgICAgIthYWlSIjo:
:gelec3NlbanYWiniBOchlfSwNCiAgICAgIthYWlSXBZlcmlmaWVkIjogeyJ:
ulc3NlbanYWw1OlBOchlfSwNClAgICAgIanY3R1chl01BudWxSDQogICAngw
.NClAgICJpZF9Ob2tlb116IAOKICAgIHsNC1AgICAgImdlmelc1I6IG51wasDQo'
,gICAgICJlaXJOaGthGUlOlB7Iszc2VudGlthI6IHRydWV9LAOKICAgICA1YWNu
lyIjogeyJ2YleZXMlOleInVybjptYWNlOmluY29th9uOmlthpzan2ZXIlXXO'
.NClAgICB9DQogIHONCnO nwwnNskl-ZkbmnvsF6zTHm8CHERFMGQPhos— EJcaH4H'
'h sMgk8ePrGhw trPYs8KQxsn6RI9Emo wHwajyFKzuMXZFSZBp6Mb8dkxtVyjoy2'
'GIzvuJT u7PkY2t8QU9thcHs68Pkg]DVTrGluRTxOGXFbuij96tVujllanmFC|
IUR6IEOXKYr7lGOCRB3bthhMO _AKQUfgKnRlrRscc8Kol - CSLWOYE915QqholImZ.
.jT cMnNIan9E7CDyWXTsO70an4SkG6prLSjLlemPG1yon —TelllV8uE83Il

OpenlD Connect Core 1.0, Section 6.1.1. & V) k%

"iss": "s6BhdRkgt3",
"aud": "https://server.example.com",
"response type": "code id token",
"client id": "s6BhdRkqgt3",
"redirect uri": " https://client.example.org/cb",
"scope": "openid",
"state": "afOifjsldkj",
"nonce": "n-0S6 WzA2Mj",
"max age": 86400,
"claims":
{
"userinfo™":
{
"given name": {"essential": true},
"nickname": null,
"email": {"essential": true},
"email verified": {"essential": true},
"picture": null
}I
"id token":
{
"gender": null,
"birthdate": {"essential": true},
"acr": {"values": ["urn:mace:incommon:iap:
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request uri ZRLTFAY 7T X +OH

https://server.example.com/authorize
response type=code%20id token
client 1id S6Bhdeqt3

https://client.example.org/request.jwt

GkurKxf5TO0Y-mnPFCHgQWOM17Z14VS138cQ0O V7PZHAAM

state af0ifjsidkjsnonce-n-056 WzAZMI ’Cf)JZL\ HLLH YUY —RORBHLZENT 2D H S
scope=openid B mo, £ DARABD SHA-256 /N > 2 % basebdurl TIT >
OpenlID Connect Core 1.0, Section 6.2.2. & V) k% O—FL7MEZT7 77 XAV FEBICEHBNE,

7747k 0 client.example.org FoR] Y —/N—
4~ TRk VOIRMFT V0 BT 5,
A7k o

O/t JOIRF TV Y M)Ti B8R @uUsTz -k
1_7‘/17 F% %//J\\Z_ Web77'74j7% IZIlbD 2\—73/17 l\%
£ Do Jo IR EED, Y O/ TXURICT /X,

/request.jwt « )T X MURI

O:r) v DD
)27 T X FURIZHH,

https://server.example.com/authorize?request_uri=...&... P BT RS>k

Web 72 7+

YP—N—FUVI7TXFURIAETV YV —RZzFvrvial
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J o TR b A7 27 bRIARBDEES (OpenlD Connect Core 1.0)

request & request uri ZRIFFICE> TIER LR,
VI IR AT PADNRTA—Z—=1 HDOHLD LY HELIN S,

BMEDl-0H, VIR FT72 27 b aED5HED response type & client id I ZwhE,
VTR FTV7 PRICLEENTLEIHBAE, EIF—BLARITNIEE SR,

M/ |\7f7 Y17 FRIZscope BAEEFNTWLWTH, OpenlDConnect Y 7 T X THB I &
g T2IZ1E, openid & B scope HYUATE,

M/ /xT=x l*ﬂ"7 I MO BEZINTWVWAEE, iss & aud 2ELRNET, E=FENBZL-HBE
HRE iss &7 F4 7>k ID. aud i& OpenlD Provider O FEITEERFTH DHRE,

VDOITRMNF TV 27 MIBZEBSILOMAIEINTWSEIGEES, BRARICESLE W) EET
ANBE G AN R AN AW

BV /T X AT P20 Mlrequest & request uri #&®H TR AL,

4 OpenlD Provider &V 2 T X b URlI DEHERIEHFREERT 5N TE B,

J o TZX b URI2ETASCI 512 XFEZ I ZTIEESAL,

WREBRDYU IR MNAT V27 FOBEKRIEDAIRETHWEY, UZ7IZTXMURIDXF—LIF
https THEITNILE SR,
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J TR ATy bRIBEDEES (Financial-grade API Part 2)

request & request uri DEL LN ZFEORITNILE B,
BLZINTUOARITNIEE S AU,

EZ 7T X LIEps256 H LLIEES256 TRITNIE RO,
exp (Expiration Time) Z& £ TNILG S 74U,

aud (Audience) & F T IS A S 2L,

JOITRbF TV MIHD ) VT AINRIA—Z—FI2T, JIITAFTP 7 bR
ICHFEELBITNIEG OG0,

The OAuth 2.0 Authorization Framework: JWT Secured Authorization Request JAR)
https://datatracker.ietf.org/doc/draft-ietf-oauth-jwsreq/
NVIIR A7V bAFIERELTUYVHE LD D, ZOEBEEEBLR S EOLDH 5,
client id BLXU, request £7zlf request uri O EH LA WA, MBIFER
V7T AMFTV 27 MEBAINTOLRITNIEE SR,
BBIDDIEY I IR MNA TS 27 FRD/IRT A=K =D,
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OpenlD Connect Client Initiated Backchannel Authentication Flow — Core 1.0

CIBA (3 —/) EMEFNZHEE, RFC6749 L IEEAZ 7O —42FELTW3,

EMCBAD7O—d, RBAZY RFRAY bADRAY VTR FTIEBRL, Ny 7 F v 2 ILERE
ITYRRAYEANDNy T Fv3ILESAEY 7 T X b oigX %,

M v 7 F v RIIFREEY 7 TR M %request EWDINTA—=—R—DH), INhzED T & T,
VI ITRRINRIA—Z—FA IWTICEELEDHTEDZIENTES, (Section7.1.1.)

CBADY IR+ AT 7 MZETBEHFIZ. OIDCOZNEITWAWNWAERERS,
SHEMII R DEED 31 VIR MNATV 7 ] 28BoZ &,

WRE KM ORIRARLN, TEEICLS [CIBA) 5

|
!
I !
!
!

' https://qiita.com/TakahikoKawasaki/items/9b9616b999d4ce959ba3

—— O . EE S S S B S S S S S S S S S B B B B S S B B B B B S B B B B B B S S B e B S B e e e e e e
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VIO TR ATV 27 bA2EBELY—NN—2HAE9 2D0HEEILD T,
RA Y —NR=—DZDXEZIEB>TI<NEFEANN? (FIy

2 “Financial-grade API Part 2, 7. Request object endpoint”

( N
k2019$12ﬁ )

I H LT FllES TRENT 5 &I L7,
“Pushed Authorization Requests for OAuth 2.0 (PAR)”

IV R4 ¥ bid “Pushed Authorization Request Endpoint” (C
BMAEE, NS (BRI TR ] 2FF1&EHRT 2D T,
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S Pushed
Authorization

=2 ) TR NEREKD,

code=[E

7747 b
BHERFR]
Vo T Xk
Request UR| BB RAR
-‘ 17V ENLTERARA 7 T2 %
\ XD, . .
\\ request uril=gNEHN 7777
N~> >
=7 VBT REITT b,
(%ﬂZ—F\77ﬂZF—7V\IDF—7V%}h

(%

HIZEY | D=2 b HT)

Request Endpoint
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PAR YU 7 T X kD (PAR, Section 1)

POST /as/par HTTP/1.1

Host: as.example.com

Content-Type: application/x-www-form-urlencoded

Authorization: Basic c¢zZCaGRSa3FOMzo3RmpmcDBaQnIxS3REUmMJuzZl1z2kbUl3

T Client Type IC& > TlF 7 747 >~ FRAED W E
response type=code

client id=s6BhdRkgt3&state=af01fjsldk]
redirect uri=https%3A%2F%2Fclient.example.org%s2Fcb

PAR L X R> XD (PAR, Section 1)
HTTP/1.1 201 Created
Cache-Control: no-cache, no-store

Content-Type: application/json

| Request URI ’&IfTEN T3

"request uri": "urn:example:bwc4JK-ESCOw8accl9le-Y1LTC2",

"expires in": 90

}

aor] Y 7 TR b0 (PAR, Section 1)
GET /authorize?request uri —Request URI % F
urn%$3Aexample%3Abwcd4d JK-ESCOw8accl91e-Y1LTC2 HTTP/1.1




VO TRMNF T2 FEBEODI ATV MARXRT—X

request object signing alg VDO IR bMF T2 FOEZLT7ILTY XL

request object encryption alg [EEZAeuras A7 v boEST7LTY XL (ER)

request object encryption enc [Ny R/ NOYi== e Nl WNRE S ¢:5)

request uris V7T X MURIDY X K
VITRRATIO D © £S256 VI IRMAT 2T b %
REZIAIL $R— T BRAS— /=
— — ~ |/-_\-./-_\-|- —_
DOIARATI VD w ECDH_ES_A128KW 7 _7 /r J f\\ I\ 5 }E@@c‘ Cj:
+— BT FEA ST —RIHIST B
AN N
YOTARATIz b © A128GCM HXA—EI,E\E 75 27—)%0
FXESEZILIVZL y
U7IAK URI © https://client.example.org/request.jwt
— Authlete ®EE I >V — )LD —H
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request object signing alg values supported YR—bITBVIIRFTO7 FELTILTY XL

JIIZREFT2 27 bBEEDOY —N—AXT—X

request object encryption alg values supported [Rzmareslivie BNz iy S S vk db72l &8 =i 3=y e ) B QWA

request object encryption enc values supported [zumirialiiciVRyiEsas iy b ik 57400 NOV: Ny §i=E= ) 2 ) By SV

request parameter supported request X7 A =R —%YR—+F2h (EHIE)

request uri parameter supported request uri /X7 X=X —%ZYR—bT5H (BHE)

require request uri registration U7 TZX b URl OFFIEHFEERT 2D (EHRIE)

OpenlD Connect Core 1.0, Section 6.2. Passing a Request Object by Reference

Note that Clients MAY pre-register request uri values using the request uris parameter
defined in Section 2.1 of the OpenlID Connect Dynamic Client Registration

1.0 [OpenlID.Registration] specification. OPs can require that request uri values used be
pre-registered with the require request uri registration discovery parameter.

~| require request uri registration?' true 7% Request URI DEFIEHEN NE,
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2017 #£ 7 AtA, OpenlD Certification Exf& (2@} 7-

fEZ % Justin Richer (2fk#8, LiIFsH< LT -

______________________

. #5 <D 0Auth/OIDC BRBMED FE I Hb > T\ 3 A4 KiE, | {24 SET . TREAET A
> TOAuth 2in Action] (3B3R [OAuth UEAPFI] ) OEE, ! AE RO Request URI DFFA] - ASFF AJ &R

OpenlD Certification @7 X k% Authlete (C
XL TEITLTWSIFE, [Request URI A
BRI N TWR W] EWHERTERT %1,

MERD Request URI ZEFRI L 7= 5. 227
Y—N—IIERDFFRICKY VT =0T 7+
AZEBHEVWHHENARERICHRY, EF 2V
T4 EEBENHDHDT, XEEKD Request
URI ZEEB T AL DICEELTH DN B,

require request uri registration®
BZ true lCLTHBHDIC, TAFXA—F
EZNE B TINTOLRVDODE?

TAPZA—=bDA-FZER2E&. AT —
; 2 DEICBIfR 7 < Request URI & Z > & L(C
;‘AE&L\%ﬂﬁ—N—EﬁﬁﬁfuﬁoT%o

EWS T ElE, EEEFD Request URI £ 7] )
2% 5 (2 LAWE Certification i Lt | 1aKa

TLODEREEBEZHAEL LA,

¢ ZNIERLLBEWERS, ¥ 2T 14HK—JL
v rr 4 C:ﬁ’)ftxiao

taka

| T 7 AN REEARFTAICL THITILMBER

SR AEIRATAEICT D T & B D K X,

ZolFWoTH, FAILAWET A FAE/RXR

taka | AN \
ara . T &7 < T, Certification EXL7ZR UL L % A

@'A&Eﬁﬁfo

Z 1% Justin I& OpenlID Foundation (ZA T3 Ly,
BER, TAMIA—=MUIMMBESIND T &2 o7,

——————————————————————————————————
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Web 7' 7 7 4% @ AT FfA ki SR — /N —
--------------------------------------- HAY TR b EEITS, . —
EL A RN ES AR T 1 — o AT RSt

@AY v X MAEKTURL A& 0:-# DRERIEHIET 5

Web 75 1235, § TeDICWHERRY &V 21T, .
e — L @ RAL K AR,
AL XKV R -
———————— r———————l

:r-n-b ---'J-;-i-/—’-\-lt-n i":% ---------- EDXNRoTCT 74TV MIET? ]
@Ay 7EX NIRRT
URL = BBE 9 %, LU#{Vﬁbéﬁio J

7747k
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B2 —2190C 1. Web H—N—ARINEE A& TERIE 200 okl 7 ® 200 &
HTTP X F—4 23— RAFEW3

M 5. BEY—"—pABAL AR ZEETEIE [302 Found] 22

(302 UADH — 212D WNTIEER)

4 302 Found] (21 Location Ny X —HMES,

HTTP/1.1 302 Found

Location: %HPF

Web 72 7H1% [302 Foundl Z=IF7EX5 &, Location ~v X —AVRT G
ICBBLEDETE (=ZDFATICHLTCHTTP U TR b2FITS)

~| [302 Foundl T Web 7 Z V¥ %ploFZmIcBRZIEoNS (UXAL T H)
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AL AR XD
HTTP/1.1 302 Found

Web 77 7 H 14 Location IZX0d % HTTP U V7 T X %175,

GET /callback?code=123&state=abc HTTP/1.1

Host: example.com

COHTTP Y TR DR - - -

-

\_

AL ARV AT A =R —Bf code=123&state=abe ME 5,

<
R A B example.com @D /callback THLXITTWE 707 T LIC
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[i%ffé’vf'ﬁ#‘ﬁ 547 FEREOBEETICHNIE. BA ] example.com O Web H —/¥—
LARVANRTIA=—R—%207747 > MIEH S, /callback

¥ B D Z & & Redirection Endpoint & FES, o R

© ZHEICHTTP U/ IR FARIT SN2, A L RR Y RNT A =R —F

GET /callback?code=123&state=abc HTTP/1.1 code=lz3&state=abc

Host: example.com 2| TE B,

Al — /N —

A Web 77 71 (L Location B
NGB T 5, 1 IR
HTTP/1.1 302 Found %i}_i_’a‘o

Location: https://example.com/callback

code=123&state=abc
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[4V7U7v#7m—®%é]

© BBLICHTTP U X bY
WITONDEZNT T A b
ZRIEE F NN,

GET /callback HTTP/1.1

Host:

example.com

Web 7 7 7 /

15

Web 77 7 HI(Z,
JavaScript # &%
HTML %% ¢

/callback % CECHREAIL ZE Y RIS A — R —Ei A

client.com @ Web t —/N—

BB TEH L,

HTTP/1.1 200 OK
Content-Type: text/html

w9,

src="client.js"

lII'L.\__l-_U__/\_

Web 72 7 H#14 Location
MR IGETICBE T 5,

HTTP/1.1 302 Found

Location:
access token=xyzditoken type=Bearerdstate=abc

JavaScript 2’7 7 7' X > FEBIC
BOIAEF NI L XKV R
INT A — X —FE(C

Tt RT B,

HTML &
JavaScript

https://client.com/callback

FHa L ARV A& IRT,
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Redirection URI ICBE9 3 E3KZEIE (RFC 6749, Section 3.1.2)

&3 URI (RFC 3986, 4.3 Absolute URI) T FLIE A S 720,

7T —EEEATH LW,

770XV M BEATIER DL,

BAINEKZEIE (0IDC Dynamic Client Registration 1.0, Section 2, application type)

& application type B web T A Y7 Uy b 7A—%E27747 1
— A ¥ — LBl https DM, localhost ZHRR FERIZE > TIER oAU,

& application type A’ native D7 747 > b
- XAF—LEHINHRAEZL, HLLIE, RF—LEHD http THERX A localhost

BINERZEIE (BCP 212 (OAuth 2.0 for Native Apps), Section 7.1)
S RF—LENHRR L
— AF—LIFEF A ZZ2BEICL-bDOTRITNIT A S0,  (RFC7595, Section 3.8)

;‘LEJJI]EEK$IE (Financial-grade API Part 1, Section 5.2.2, 20)
AF—LERE https THRITNIE A 57y,  (BCP212, 7.2. Claimed "https" Scheme URI Redirection)
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OpenlD Connect Dynamic Client Registration 1.0, Section 2. Client Metadata
application_type
OPTIONAL. Kind of the application. The default, if omitted, is web. The defined values are
native or web. Web Clients using the OAuth Implicit Grant Type MUST only register URLs
using the https scheme as redirect uris; they MUST NOT use 1ocalhost as the
hostname. Native Clients MUST only register redirect uris using custom URI schemes
or URLs using the http: scheme with 1ocalhost as the hostname. (LUTF&E)

~|application type BEEEFIE web, T D78, &F native N web DELHLNITH S,

| D27 Z 47> FIZH Redirection URI ICE8 3 3 L8 B NEREZIEABEIND,
S| &HIFA R ND T, 2 THOO0AUth T 7B A Xy MZERBIREANEEI|FTH L,
Z] - Authlete D32

M:-rplicationType &, WEB, NATIVE Ofth, [BELRUL] ZEND,
B Redirection URI ICRIED B LIL, EITHR GRAIY 7T X MR (SIXLC <,
\§

J
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Redirection URI @& §FICBE T A EKEIE (RFC 6749, Section 3.1.2.2)

NTY o054 T b i’iﬁz\,, 3

| PICESE, A7 Uy 7O u%%1§7:/747//)v)l/774 > MIEFAE,
- LIFEA. BAIY—NRN—FETDIT7AT7 > MIEEFRZEKRKTNE (SHOULD) &xnTWb

B D Redirection URI #& 8L TH L Ly,

BINEKSIE (0IDC Core 1.0, Section 3.1.2.1, redirect uri)

E#ku7H, OpenlD Connect @ Authentication Request Tld redirect uri /X7 X =X —7H'wh
ATHY. TOENEFEADOURIOWI ALy FLARITNITGOBWEEINTWS D

—| Financial-grade APl 72 &, OIDC Core Z#RXR—X(CLTWA HDIE, RFRICEFMAE RS,

BINEREEIE (0IDC Dynamic Client Registration 1.0, Section 2, redirect uris)

F#x B, redirect urisd WBTHY ., FBAIY VT A D redirect uri /N7 X —X—
THEEINS URI AAEEFAD URI @L\Tﬂf}\&V vyFLARITNIERSAVWEEINTNDZD
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Redirection URI ®O1&EEICEd B3 EREIE (OpenlD Connect)
OpenlID Connect D&, © LAKRIEHNE, BREHS - - -
AU 7 TR M redirect uri /87 X —X =D WA,
Redirection URI DEFIEERA WA,
Redirection URI @ Eb#R (L Simple String Comparison (RFC 3986, 6.2.1) T1T5,

Redirect URI &% - BEFlFICROF = v 7 2B T H>THITIL
RFC 6749 OFEREIH (777 A Mz EH 2 WiEx URD ICHEML TW 5
75\
E1TEFD Redirect URI #REE ISR D F = v 7 72T TED,

oAl 7 T X bA redirect uri N7 A—X—%BATEY, ZDEHISHEHRINTL
% Redirection URI BED W h & Te—HT 5,

Application Type ICE D < BANREE, (Bk - EFARFICCDIRLEZ T EXLHRHY 5 5)

h—27> )7 TXbAredirect uri NI X=X —ZZFATEY, ZOEHLNFA]J TR
MFICTEE SN fEL T2 3T 5, (ZMEEIERFC 6749, 4.1.3. DERFE)
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Redirection URI D1&EEICEEd 2 EKREIE (RFC 6749)
RFC 6749 niF&1lE. © LAKREA ERE, Adams - - -
AU T X MOD redirect uri /X7 XA =X —EF 7> a FILENEHICL Y A,
B4 Redirection URI O BRIZERIZ LA IC L - TIEFTRE,

Redirection URI D LEERISIERL L THHIToH (RFC3986,6) . =fFIC LY Simple
String Comparison (RFC 3986, 6.2.1)

ExEEELRA > b Ofl

AV 74TV v LI TAT Y MARAIO—-R70— %ﬁi 54 . Redirection URlI O BRI &
IR ETHS, LHrL,. BERIERKL TCLWAWE X, 3BA]Y 7T X MFIC redirect uri /87
X—R—DWBEERD, CDT—XTIEEIND Redlrectlon URI IZEFIEBHRIN-H D TIEA
LA 5. Redirection URI OBEFIF 2 TETRICE 2D Z &IZhk 5,

—| Authlete MZEZ A Redirection URI DIRIE{EEZ E/TIFICHEE TCWBERDO—D,

[OAuth 2.0 + OpenID Connect ® 7 IVR 7 v FERELVHMR%25ES] / VX4 L7 F URI
https://giita.com/TakahikoKawasaki/items/f2a0d25a4f05790b3baa
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Redirection URlI D&REEICBEF 2 EKEIE (Financial-grade API)
Financial-grade APl (FAPI) @354, OpenlD Connect DERZEIEIZHZ T,
Redirection URI ® X ¥ — LA A https TH D I & ZHERT 5,

HFalTy FRA v boEREIZ. (a) RFC 6749, (b) OIDC. (¢c) FAPI., oM
FOEREBICEODOWTHRIIZBIHRORED, EHP->THIKT 2N ?

@ —™®

[#%1 : 5589] RERECHMZ7 A REIFICL Y, ROFTHTHIET 5,
_ (822 : 9919] BRIV 2T X FORBL O, BRHITNEERFIEZ XD S,

————————————————————————————— 1————————————————————————————————————————
1

\
\
\

s BAAIZE 3 0B D 7
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RFC 6749 % OIDC @

BRIHIE

Openl|D Connect Core 1.0, Section 3.1.2.1. Authentication Request

scope

openid scope value is

REQUIRED. OpenlD Connect requests MUST contain the openid scope value. If the

not present, the behavior is entirely unspecified. (LUIT&E)

—| scope /NT A —X

—I|Z openid EENTULNIX OIDC V7T X b & AT,

FAPI & 5 D ENRIFIE

~ R ICENRVHIE

ICEZZDORERDPFELHRVDOT, AL DO EZ—4

@%@&ﬁ&%% LT BT LITH B,

- C‘.’.Li%z_\ nHﬂEEEI/] 1

EHOTWLC E, scope DRBICE DX, FAPI Part 1

(Read-Only) . FAPI Part 2 (Read-Write) . FE FAPI, OXB|%# 9 %7 %EIC

TE5E <,
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~

Authlete ®=EE

-
Authlete FAPI Enhancements (Part 2)

https://www.authlete.com/ja/resources/videos/20180724/authlete-fapi-enhancements_2/

_ [Financial APls Workshop 2018] T 7L 8@ L., FDXFET L)

1. £E D Key-Value BHEEZ X 3 — 7 THHMT VT 2RV R A7 B&,

2. BEL fapi 2HRIIkWL L. ZDED r 725 FAPI Read-Only, rw 7 FAPI
Read-Write & #&FRT %,

3. AU VIR MIEEFNBRA—TEHZHAN, TNHD—2TH fapi=rw
WO BMYEF > TUIL FAPI Read-Write Y 7 T X & LTS,

4. Z D TIIHEWHEE, fapi=r EWOIBHZIFODRI—T7HA—D2TbHNIIL.
FAPI Read-Only U 7 =T X & LTk,

5. O TIEHWES, FAPI V7 T X b &ldHA I 70N,
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Implementing app-to-app authorisation in OAuth2 / OpenID Connect

https://josephheenan.blogspot.com/2019/08/implementing-app-to—app-authorisation.html

Joseph Heenan (¥ =7 & —7) | €josephheenan

OpenlD Certification Conformance Suite FFEEE#H, Financial-grade API {XEREKEEIEED R LA D— A,
FinTechLabs.io # CTO, emobix #EfH%3E CTO, Authlete > =77 —*%F7 7 b, fHARHED X —/¥—
TV T T, BERAHVAEFTOEI SV E ARPIAABRDOTAEDLEL,

.

app2app l&. E/NAIILT 7 U D OAuth/OIDC 7 A—%RET HEEK /XX —D—D,
RBA Y —/N—FrEHEIIRET S First-Party 77U A v X b =L S NTWBIEEITHI
AU 7 TR bDfNE, Web 77 78 TlEA <, First-Party 77U A BT 4D

\

p
[Claimed "https" Scheme URI Redirection] (BCP 212, Section 7.2) #MAUL., A 7T X +® URL
DAIE % First-Party 77U A B T 74 5, i0S TIX Deep Linking > Universal Lmks\ Android TlE App
Links & L Tl BN T UL B HEEE,
\_

J

M- v-Fix F|rst Party 777U TIiT 5, EEICK > TIERIEESED First-Party 77U T1T 2,
ARFREEFE D EAIC L, UX DNZENH 175\7“%0
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3rd Party
77

app2app

TN )L
OS

A T R4 > D URL ZF3<

1st Party
77V

ENY 5H, BAIZY FRA > bE
TR0 APl ZHET %1%,

URI 2} CTHH)

| 1 | |
: 1 1 1
| g | |
: FET BT T ERR : |
1 | | 1
| 1 | |
: =< : EEICL-TIE :
] {URL % 2|3 TA2H) >l REEE 175 I
| i I ;
| 1 |
1 | 1
| 1 |
1 | 1
| 1 |
1 | 1
l | >
| 1

I |

| : Fra—K&EDIF T

i i< Redirection URI Z# [ < 1T . EAEEREOESE 1st
1 | N A

: kg 277 Al Party b= (TEX S (LA D KE,
1

i EIEHRED Y F TR MNT A —K—%
1

1

A

R e G
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[ applapp NaIEBEZED 2 LH ICH-T-ERIL?

@ )

| EBA (European Banking Authority; BUNSRITEER) DN FEITLIXETCEA L2

2019 F 7 B 26 H. EBAIZZO>H DRIEIC DWW TR AEZREICT 5720, XE % FKIT,
EBA publishes clarifications to the fourth set of issues raised by its Working Group on APIs under PSD2

https://eba.europa.eu/eba-publishes-clarifications-to-the-fourth-set-of-issues-raised-by-its-working-group-on-apis-under-psd2

This means that, ASPSPs that have implemented a redirection approach and that enable
their own PSUs to authenticate via the ASPSP’s mobile app when the PSU directly accesses
his/her account should also support app-to-app redirect when the customer uses a TPP.

ASPSP=Account Servicing Payment Service Provider; PSU=Payment Services User; TPP=Third Party Provider

S|UEAL 7y arvHaERELTEY, 22—V —AORICEET 7RI 53BRICBITERNRAILT Y
TOI—HY—FiEAxAIgEE L TWA L, Y—RKXX=F7 44 =771 L Tapp-to-app HEEE %
REIRETH S,




Response Mode

-

OAuth 2.0
OpenID Connect

Authorization Focused e Relia
Faster Time to Market
Integrates with any Auth

ble and Scalable e
Choice of Hosting Optio
entication methods

Developer Friendly
ns * Broad Usage

&

AUTHLETE




@ AUTHLETE

OpenlD Connect Core 1.0, Section 3.1.2.1. Authentication Request

response_mode
OPTIONAL. Informs the Authorization Server of the mechanism to be used for returning
parameters from the Authorization Endpoint. This use of this parameter is NOT
RECOMMENDED when the Response Mode that would be requested is the default mode
specified for the Response Type.

| RAIL ARV RDNRIA =R —BEDRLAZIBET DY VTR M/IXNT A —
Q_

BEE R

I8 OAuth 2.0 Multiple Response Type Encoding Practices

8 OAuth 2.0 Form Post Response Mode

el JWT Secured Authorization Response Mode for OAuth 2.0 (JARM)




OAuth 2.0 Multiple Response Type Encoding Practices, 2.1. Response Modes

response mode DEXRIE
response mode=query INT A= —B% 7 T —gPITE <
response mode=fragment [KAS DSl Sl SV i E/iP IVl - NI RY

response mode M7 7 # /L ME

response type Response Mode &7 #+ /L MME
code Frla—k7A— query

token A7y bT70A— fragment




response type & response mode DfHABHE

response_mode

response_type

fragment
none o
7Tl — 7Tl — 777X b

code
token
id token
code token o .

777Xk ANA] 777Xk
code id token
id token token
code id token token
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OAuth 2.0 Form Post Response Mode

. EYIRLTWS
Cache-Control: no-cache, no-store

Pragma: no-cache

Submit This Form

type="hidden" name:fstate" ivalue:"DcP7csthMlvybEch1eLHrRzKBra"
type="hidden" name="id token"} value="eyJ (&H)

AL ARV RINT A —R—FE

OAuth 2.0 Form Post Response Mode, Appendix A & YU g# L 7=38RT L XK v 2D f (—ERAEE)
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ITRER D EREOHID R459 5 & JavaScript BMEINICIE > TWBIBRICFEL DT, WEINBE

http-equiv="content-type" content="text/html;charset=UTF-8"
oAl L XKV R

onload="javascript:document.forms [0] .submit ()"

<noscript>

WIBEZTTSEL7:0, HRRX 2L TS L,

</noscript> ; JavaScript B EXN DIHE D A
method="post" action="... FxRhEND, I—Y—HFF

type="hidden" name="... =" .. TR T EITLY
. 7+ —LHEEEIND,

. <noscript>
type="submit" value="HE"
. </noscript>




response type & response mode DfAAEHE (2)

response_mode

response_type

none o
7JTl)— 7Tl — VAV A 7 #F— L

code
token
id token
code token . .

777 X b A A] 777 X b 74— LI
code id token
id token token
code id token token




JWT Secured Authorization Response Mode for OAuth 2.0 (JARM)

query.jwt INT A= —F7 IWT (Cx &, 7T —E8IZEL
fragment. jwt INTA—=R—8% IWT ([CEx &, 777X FERIIZEL
ol INSIYSoB AN /T X — X —FE% JWT [CE &, HTML 7+ —LWIZEL
- RIX—Z—F%H IWT ICEE o, T74)L FDFFRIZEL

R DFBRI L XK > X DY
HTTP/1.1 302 Found
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JARM DFRR] L X7 > X D1

HTTP/1.1 302 Found

9.eyJdpc3Mi0i1JodHRwczovLZ2FJY291bnRzImV4AYWIwbGUuUY29tIiwiYXVkIjoiczZCaGRSa3FOMyIsImV4cC
I6MTMxXMTI4AMTk3MCwiY29kzZSI6I1B5eUZhdXgybzdRMEFImMWEJVMz JgaHcuNUZ YUl FwdnI4YWt20UN1UKRTZD
BROSISINNOYXR1Ij0o1UzhOSjdlcWs1lZ1kORWpOdlBfR19GAHIKAT ZwVXN2SD1gclluaTlkTUFKdyJ9 .HkdJd
TYgwBBj10C-aWuNU1AO62Amg2b0 oyuc5P0aMTQphAgC209WbGSkpfuHVBowlb-zJ15tBvXDIABL t83g6aj
vjtg pgsByiRKZ2dLVAUwKhW3P 9wjvIOK20gdoTNbN1P9Z41lmhart4Bgralol8e—-L EfAHfhCG DDDv/Yg

"iss": "https://accounts.example.com",
"aud": "so6BhdRkgt3",
1311281970,
"PyyFaux207Q0YfXBU32Jhw.5FXSQpvr8akv9CeRDSAOQA",
"S8NJ7ugk5fY4EJNvP G FtyJubpUsvH9]sYni9dMAJw"
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response mode=form post.jwt ICXHT DFAI L XK > X

HTTP/1.1 200 OK

Content-Type: text/html;charset=UTF=8
Cache-Control: no-cache, no-store
Pragma: no-cache

Submit This Form
onload="javascript:document.forms[0].submit ()"
method="post" action="https://client.example.com/callback"

value="eyJhbGci101JSUzIIN1IsInR5cCI6IkpXVCJ9.eyJpc3Mi0i1JodHRwczovL2
Fi1Y291bnRzLmV4AYWIwbGUuY29tTiwiYXVkIjoiczZCaGRSa3FOMyIsImV4cCI6MTM
XMTI4AMTkI3MCwiYWN]ZXNzX3Rva2VuljoiMl1vdGS5GWkZFanIxekNzaWNNV3IBBQOSIs
InNOYXR1IjoiUzh0SjdlcWs1Z1lkORWpOd1BfR19GAH1KATZwVXN2SD1lgclluaTlkT
UFKdyIsInRva2VuX3R5cGU101J1Z2WFyZXT1LCJleHBpcmVzX21uljoiMzYwMCIsIn
Njb3B1IjoiZXhhbXBszSJ9.bgHLOu2d1DjtCnvTLK7hTN JNwoZXEBnbXQx5vd9zl
Jv1HyzfMgz00Vi002T-SWE2JEs3IVSvAelxXxWLIY0Teualegkldx gvB59SQIhXX21
fzRmgPoDdmJGaWz 3tnRyFWNnEogJDgGFCo2RHtk8EXKESIE1BDOg-tNOGS Xnx1E"

Financial-grade APl: JWT Secured Authorization Response Mode for OAuth 2.0 (JARM)
4.3.3. Response Mode "form_post.jwt" & V) ke




JARM BBED 7 247> F X% F7—% (5. Client Metadata)

authorization signed response alg AL AR ZIWT OZEZT7IILTY X L

authorization encrypted response alg GG ESIVANOL:E=0 g NIy WNNE: =)

authorization encrypted response enc [ESGCIREZES NP SIANYIEE= 1) W) By QN (&)

BALRAKVAOEE © ES256 JARM ZH%7R— kd 55"
ZILTY X L Y—N—DI AT FEE
BmEICIEESEARXRT—&IC
BALAKYZDF— © ECDH_ES_A128KW X6 2R EBEE N H 5,
FEAILAKYZA0EY © A128GCM
BES{EZILTVX L . N
— Authlete BBV —ILD—EL




response type & response mode DfAAEHE (3)

response_mode

response_type
jwt query.jwt | fragment.jwt | form post.jwt

Status Code 302 302 302 200 302 302 302 200
JWT NO NO NO NO YES YES YES YES
none
gITY— | T Y—=|T7T7T Xk 74— LA Il — 7Y — VAAD Z 7+ — LA
code
token
id_token

code token

cade Gl alkern VAAZ 7N I =1 B A R740 S8 & TH—L | 777XV ] VA A 74— LA

id token token

code id token
token
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Q

[ JARM %

%Eﬁmi@%@%ﬁg%giggfﬁt’cmtoﬂr?] ?ID h—27 %A, ]

1.

o

oA W

D b= hwETHLTH, ID h=7 Y2 EKT %,

BARIIICIE, response type U7 TR MNT X —XZ—(21id token Z B 5,

AS.
AS]
AS]
AS.

DAL ARV ANRTA—R—8ERAET %,

oAl L ARV ANRT A =R —FED /Ny > 2{EZETET %,
Ny BB ERAO—RERIZESG ID b—2 v E2ERT B,
RAIL ZAFE LV ZNT X —g—FEE ID b—2 v ERT,

AL ARV ANRTA =X —FFD/Ny v 1B%5TET b,
Ny BN ID =2 ADHDE—ET BT EHFERT 5,
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B D =274 00— KBS
GET /authorize
EER=1=N "(FITE",
Cllent ld {774/ //LID} "sub": 11{#7‘\y‘17ﬁ}n,
redlrect_url {RedirectionURI} " oudh . WSS 7> FIDIT

scope={X 7~ 7#) vexpt:  ESHHEE T A,

state={ X7 — /] D s

nonce={./ > X} lat™: ﬁfjﬂiﬂv'

code challenge={F ¥ L >} " S KGN,

code challenge method={ X v A} ' 2 “{(FEAT— DNy E)",
HOTE/1 . 1 ; § s (X T— DNy 2 )

Host: example.com

n/b__[l/XZ’— A

HTTP/1.1 302 Found c hash OIDC Core 1.0, Section 3.3.2.11
Location: {RedirectionURI} SR Erlsll OIDC Core 1.0, Section 3.3.2.11
s hash FAPI Part 2, Section 5.1

"ID Token as a detached signature"



S

FAPI Part 2, 5.2.2. Authorization server

2. shall require the response type values code id token Or code id token token;

3. shall return ID Token as a detached signature to the authorization response;

4. shall include state hash, s hash, in the ID Token to protect the state value if the client
supplied a value for state. s hash may be omitted from the ID Token returned from the

Token Endpoint when s hash is present, in the ID Token returned from the Authorization
Endpoint;

~| response type IZ id token ZEBL T L ZERKL TW 5,

FAPI Part 2, 5.2.5. JWT Secured Authorization Response Mode

If [JARM] is used to secure the authorization responses, the clauses 2, 3, and 4 of section

5.2.2. do not apply. For example, clients may use [JARM] in conjunction with the response
type code.

JARM Z{£ 5 355 1E response type IC id token ZEHMW L TH KLy,
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OpenlD Connect Core 1.0, 5.5. Requesting Claims using the "claims" Request Parameter

claims
OPTIONAL. This parameter is used to request that specific Claims to be returned. The
value is a JSON object listing the requested Claims.

D h—2 > UserinfoTYy RKIRA Y FAOLDIGEICEDTIZLWI L —LAEZIBET 5 5%

{.,userinfo,,, OIDC Core 1.0, Section 5.5 (=T N TWLW 5
; claims Y7 T X h/XT A =X —D{EDH

i"given_name": {"essential":

i"nickname": null, ] X S
i"email": {"essential": true}, i I—Y—1FHML AR RIZ
i"email_verified": {"essential": true}, i SHTIFLWI L —LE
"picture": null, :

i"auth_time": {"essential": i D h—2 > c2BHTIEL L
["urn:mace:ilncommon:iap i ‘7[/——1AE$
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B4DIL—LEROER
6 "5 L —L%": null | FIRFEZ (I, BICERT 2,

"L —LZ": JSONF 77 k -| HIREIEA{TIT TERT 5,
S oS ~ 7=-7"L. B L —LELTEXRLTH.
JSONA 7S = & FRICIEET 2 5IBEE FEL Gzl LTERLCY
) RETEZLVLWEEICH 0 ID Provid
"essential": E{&(E Cﬁg?—%i@?@h\o ben roviaer

—| w782 L — L (Essential Claim) & L TEXTANE SN EZIEET 5,

"value": 7 L —L1E

~| HEDEZIRT LS ICEET %,

"values": [ ZL—L1E, ...

| WITNADIEZRT LD ICHEET 5, 7L —LEIFFET DIEE,
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B4L2nD7L—LERDME
2] given name 7 L—LEERT 5,

"auth time": {"essential": true} —| auth time ZWMBZ7 L —L ¢ L TEXRT S,

sub I LTZDEHYRERETHE, BHED
"sub": {"value": "248289761001"} D ORI AERS BT L~

Sl sub ZL—LALD{EE LT 248289761001 ZEKT 5,

4 N\
"acr": {"essential": true, acr (Authentication Context

"values": ["urn:mace:incommon:iap:silver", Class Reference) 7 L — LA

"urn:mace:1l1ncommon:liap:bronze"] } WA L—LE L TERSN

T el PINRIIC, FBES N
X ~EOWT N mi-Eah

—|acr 7 L—AL7D "urn:mace:incommon:iap:silver" X 7z(& f_ﬂggci;—;gg giﬁ\ﬁ;t L:Ck@fé

"urn:mace:incommon:iap:bronze" DEH O DIEZFD LirniEza sS4 oy, (0IDC

ZExERT B, Core 1.0, Section 5.5.1.1)
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/L —LiIC&k>TIEEZEEWRIEIERLEDOLH S, B family name — Kawasaki, JI|l&, 77774 %
B nox2XpT25Ex1d, 7L—LEZDKREIC T#§E§?7i| Dl

\ 4

"f 'l ": HK k"',
amily name awasakil REC 5646

" A Tags for ldentifying Languages

"family name#ja-Hani-Jp": "JI|l&F",

"family name#ja-Kana-JP":

BEHEn2 0L —LOERXEET 2HE1E. claims locales Y7 TR MNRT A =R —%fFS,

OpenlD Connect Core 1.0, Section 5.2. Claims Languages and Scripts
claims_locales

OPTIONAL. End-User's preferred languages and scripts for Claims being returned,
represented as a space-separated list of BCP47 [RFC5646] language tag values, ordered
by preference. An error SHOULD NOT result if some or all of the requested locales are
not supported by the OpenlD Provider.
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gL —LBEEDODY —NR—XXFT—X

claims supported YR—bFB57L—LEKZDY Xk

claims locales supported YR—bT27L—-LHEFEX7DY R b

claims parameter supported [KSAERREIANIP L Sl il N B RN E=L/-Y )

claim types supported HR—rF27L—LFERIDY X+ (OIDC Core 1.0, 5.6. Claim Types)
HyHK—rgs © ¢ NORMAL
7L—=Lm3 AGGREGATED
DISTRIBUTED
Hik—rg3 © en » ja
2L—LEER
YR—bk93 e sub website zoneinfo email_verifi... birthdate
7b=h address gender profile phone_nu... preferred_u...
given_name middle_name locale picture updated_at
name nickname phone_nu... family_name email
openbankin... — Authlete DEEI >V —ILD—EF
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BAY /IR FOHKE LD I—F—2IEETBHE (1/2)

17 claims WZITRAMNRNTIA—KZ—%ZFHWN, subZ L —LTvalue ZI8FET %,

"1d token": {
"sub": {"value": "248289761001"}

}

20 login hint U7 TR MNNTA—=—Z—ZFHW5,

OpenlID Connect Core 1.0, Section 3.1.2.1. Authentication Request

login_hint
OPTIONAL. Hint to the Authorization Server about the login identifier the End-User might use to log
in (if necessary). This hint can be used by an RP if it first asks the End-User for their e-mail address
(or other identifier) and then wants to pass that value as a hint to the discovered authorization
service. It is RECOMMENDED that the hint value match the value used for discovery. This value MAY
also be a phone number in the format specified for the phone number Claim. The use of this
parameter is left to the OP's discretion.
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AV IR MDOHFELRDZ AV —%2BET SHE (2/2)
38 id token hint U7 T A NI A —=—R—ZHW\%,

OpenlD Connect Core 1.0, Section 3.1.2.1. Authentication Request

id_token_hint
OPTIONAL. ID Token previously issued by the Authorization Server being passed as a hint about the
End-User's current or past authenticated session with the Client. If the End-User identified by the ID
Token is logged in or is logged in by the request, then the Authorization Server returns a positive
response; otherwise, it SHOULD return an error, such as 1ogin required. When possible,
an id token hint SHOULD be present when prompt=none is used and
an invalid request error MAY be returned if it is not; however, the server SHOULD respond
successfully when possible, even if it is not present. The Authorization Server need not be listed as
an audience of the ID Token when it is used as an id token hint value.

If the ID Token received by the RP from the OP is encrypted, to useit asan id token hint, the
Client MUST decrypt the signed ID Token contained within the encrypted ID Token. The Client MAY
re-encrypt the signed ID token to the Authentication Server using a key that enables the server to
decrypt the ID Token, and use the re-encrypted ID token as the id token hint value.
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SIS A RBER (max age)

A—HY—ABRicAs A VEFEATH, 5201 —Y—Fi0EL) b —TFOEEANRE L TWEEIC
Ern/b uE%???%ﬁ/fﬁ ?/TE{ éﬂf L\%

Openl|D Connect Core 1.0, Section 3.1.2.1. Authentication Request

max_age
OPTIONAL. Maximum Authentication Age. Specifies the allowable elapsed time in seconds since the
last time the End-User was actively authenticated by the OP. If the elapsed time is greater than this
value, the OP MUST attempt to actively re-authenticate the End-User. (The max age request
parameter corresponds to the OpenlID 2.0 PAPE [OpenID.PAPE] max auth age request parameter.)
When max age is used, the ID Token returned MUST include an auth time Claim Value.

BET 57 74TV MAXXT—X
CEEEURE EVRECEM max age NEIRIN/ZHBEDT 7 + L ME
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SUEE - RIERESRFHIE (prompt)

OpenlD Connect Core 1.0, Section 3.1.2.1. Authentication Request

prompt
OPTIONAL. Space delimited, case sensitive list of ASCII string values that specifies whether the
Authorization Server prompts the End-User for reauthentication and consent. The defined values are:

prompt U 7 TR MNT A —X—FIIZEHRFHDIE
BICATAVFEADEINICEOOLT, 1—H —FRREE D TEKT 5,
consent BRICRBRFEADEINICEADL LT, RARERZ MO TEKRT 5,

select account [EEEONEV IRy NOY=VPE E/ Nk i

O —H—FAPEBEIERD Ul 3=~ L TIER oL, prompt=none &
BESTHE, 21— —HEBEIC El7/f//§5§<’( DO, BRL TWBAHERIC
XL TCREARATHEWEY, ZBAlY 7T X MIKKT %, prompt 2 none
AEENTULDIHE, MOEIEIEENTULTIEA OA L,

MNecreate EWSEDHREINTWVWS, ATZA > Ul Db YIZTHT Y MERK Ul OFRRERET,

https://bitbucket.org/openid/connect/src/master/openid-connect-prompt-create-1 0.xml
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EEa 5% X b (authentication context)

A—H—FATHALZLTELVWRHEI Y TF A M ERETHHENERINTWDS
LT ARV TFRA M racr ZL—LDEE L TEKRTNIZL L,

OpenlID Connect Core 1.0, Section 2. ID Token

acr
OPTIONAL. Authentication Context Class Reference. String specifying an Authentication Context Class
Reference value that identifies the Authentication Context Class that the authentication performed
satisfied. The value "0" indicates the End-User authentication did not meet the requirements
of ISO/IEC 29115 [ISO29115] level 1. Authentication using a long-lived browser cookie, for instance, is
one example where the use of "level 0" is appropriate. Authentications with level 0 SHOULD NOT be
used to authorize access to any resource of any monetary value. (This corresponds to the OpenlD
2.0 PAPE [OpenID.PAPE] nist auth level 0.) Anabsolute URIoran RFC 6711 [RFC6711]registered
name SHOULD be used as the acr value; registered names MUST NOT be used with a different
meaning than that which is registered. Parties using this claim will need to agree upon the meanings
of the values used, which may be context-specific. The acr value is a case sensitive string.

E AV IR INRTIA—R—TIZHLL IDb—=2vARAD I L— L

- J———U_—E}L?nﬁb /%7—- L/f:EL,I:IEZI /T:‘FX I\ 7 7X 1 — —U_—E}Snﬁwgﬁr E’gb%o
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Mciains YV T A MNRTA—=Z—=%FAWNTacr 7L —LEERT 25 EILRBE M

"acr": {"essential": true,

"values": ["urn:mace:lncommon:1liap:silver",

"urn:mace:ilncommon:liap:bronze"] }

Maocr 7L —L%xFEZ27 L —L (VoluntaryClaim) & L TERT 246, BEMNAAEELT
acr values Y7 ZTRAMNTA—R—%HNHTZ %,

OpenlD Connect Core 1.0, Section 3.1.2.1. Authentication Request
acr_values

OPTIONAL. Requested Authentication Context Class Reference values. Space-separated string that
specifies the acr values that the Authorization Server is being requested to use for processing this
Authentication Request, with the values appearing in order of preference. The Authentication Context
Class satisfied by the authentication performed is returned as the acr Claim Value, as specified

in Section 2. The acr Claim is requested as a Voluntary Claim by this parameter.

—s|lacr 2L —LODEZAR—AXY Y TAEXRE,
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FAPI Part 2, 5.2.3. Public client

3. shall require user authentication at LoA 3 or greater by requesting the acr claim as an
essential claim as defined in section 5.5.1.1 of OIDC;

-| FAPI Part2 Tl acr Zw7B27 L —L & L TERLAGTNIE D S AU,

p
LA L. FAPIPart2 E2# DT OEEA—T7 > "\vx 7707 74 ILERRTIE
CDFMEIFEHI NG L,

REF—T /N FF > https://www.openbanking.org.uk

- J

BEA -\ Fx 577740 (OBP) (tEEER. FAPI £ X /-FEEIL{TT
TRERTEEEIED LN T W=, OBP RERICSHEB L 7- FAPI {tHDOD X+ v 7
gy MIYIHRELNFLAFEEFNTUWEDL ST EAEREEELN S,
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OpenlD Certification Conformance Suite R * 1T
B->TW3 FinTechlLabs.io fHix, HFF. RXA— kIZ
BEEA—T N F 5707 7 4L Certification B
DT AMT—X%ZEBNT H1EEZH T > T,

FRAMIA—FBEOTX T GRED) Authlete &
E-oTHIHm->TEHY - - -

joseph | gcr ZBEI L —LE LTERL TULAL,
» EDERT, A—T NN UEFUTDTRE
( T—ZADEELTLE D,
taka i
FAPI Part2 ICZ DL H IZEAMNTWLB D B 1A, ,
TAMTT—ZRDIED ZEET NI 1, gf;
joseph

- FNH., =T Xxo 7oA ILD
A ERRICITZ DREIEWAT,

FAPI Part 2 #fl% &> D THNIL, OBP D
IEREBES NEN,

' joseph

taka i

FFERRYICERRE B (L8 L < T+, acr ZW7AE
JL—LELTERTAIEARODE, &
IRITD OBP EEAZ & Z & < Certification
TAMERITEGRLL LB ERS,

FLEBHZWR, OBP Bo7Z7 7 %2#HEL.
ZDT7T7THDIL>TWBEEIL, acr DA
JL—LELTERINTWVWSZ & ZHER
HmWEDIZT B L,

Z D, Authlete oY —/NN—FEa3 >/ —JLIZIZ
OPEN BANKING 7 Z 7 » BN & #17=,

BR—h935707 1 —ILE

I BIYEA . Authlete lZFTEEF -7 >N\ F v 7Dt F2 ) T4
TR T ANVERBGmE L TYREIND I EILH T, .
' https://openbanking.atlassian.net/wiki/spaces/DZ/pages/12
! 6321042/0pen+Banking+Security+Profile+Conformance
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ACRBIED I 24T P ARXT—X

Il = o o7 AR 7L LEVAT

r \
default acr values %&

SoRL T FA B 2 urn:mace:incommon:iap:silver by k LTHBHIE. claims
P acr values ZHWVZGL
TH, acr 7L —L&ZxEXK
T Authlete 27 247 FEBOY Y —IILO—EF | T35 &IFa8E, 7L,
FEEICIE X B,

ACRBIEDY —/N—X 2T —X
Hi—rg2RE © urn:mace:incommon:iap:silver urn:mace:incommeon:iap:bronze
AVTFABN

T Authlete DY —/NN—FE 3>/ —I)LD—F
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A—HF—f4 v &2—7 1 —RXEZE (Ul locales)

2—Y—-FAEECREEREEEFOUI CEAT L 5@8ZHEET 2 A ENIEHINTLDS

Openl|D Connect Core 1.0, Section 3.1.2.1. Authentication Request

ui_locales
OPTIONAL. End-User's preferred languages and scripts for the user interface, represented as a space-
separated list of BCP47 [RFC5646] language tag values, ordered by preference. For instance, the value
"fr-CA fr en" represents a preference for French as spoken in Canada, then French (without a region

designation), followed by English (without a region designation). An error SHOULD NOT result if some
or all of the requested locales are not supported by the OpenlID Provider.

BEEd A2 —NR— A RXRFT—X&

B hd21—H— (v h—T 1 —ZFA=ZFED Y Z |

Yyik—rg3EaT © en » ja
BERTEE

—Authlete DY —/NN—FEOI> Y —ILDO—I
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T4 A7 LA (display)

FTREEDXA TZIBET DHENREINTLS,
OpenlD Connect Core 1.0, Section 3.1.2.1. Authentication Request

display
OPTIONAL. ASCII string value that specifies how the Authorization Server displays the authentication
and consent user interface pages to the End-User. The defined values are:

display U7 TR NI A—-—X—BICEREFHDE

A—HY—IT—T v bDOR—IPERFIRMA T Hi—rg23E © ¢ PAGE
R PN o o o R E TN I
popup [Eehyin i S NOK N AV AVE - NEI 5] B =Rl 4 POPUP
touch [ESS VAN IVl ¥ TOUCH

. e . W

BET AU —/N—XXT—X 1t Authlete &EEa Y Y — LD —IF
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code challenge, code challenge method (RFC 7636 : PKCE)

OAuth & OIDC #138% [AFI#R] 1:15:05~
https://www.youtube.com/watch?v=PKPj MmLg5E&t=4505
https://www.authlete.com/ja/resources/videos/20200317/ (E8Kx7>Aa—1F)

PKCE: 8227] a2 — FERY EME D70 IZ OAuth H—/nR—=L 7747V M HPERETREZL
https: //qllta com/TakahikoKawasaki/items/00£333c72ed9%96c4da659

state (RFC 6749 : The OAuth 2.0 Authorization Framework)
.CSRF WEHFCT=-ICHWS, (RFC6819, 3.6,4.4.1.8, 5.3.5)
Mt s Tl <EREEST S, Ty a VI CEBERAE T VA LEEZEE L TIEE A,

27U 0T A MD state /187 X —& — @Tub\%wii BAIL ARV XICEENTER-TLBHDT,
%@ﬁ#t//a/t%ﬁbfb% & HERS T

BAFAPIPart2 ©. SBAIL ZAEVZITID b— 2 VA S ENBIEA. state DAy 2 EEET
s hash ZL—LNID b— 7/W SFND, JARMZE->TWEHEWES, state L ARV X
INTA—B—D/Ny S af@xtE L. s hashDE&—T 5 & 2RI S
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nonce (OpenlD Connect Core 1.0, Section 3.1.2.1)
Bty a8 ID =0 ity BLUOL T L AHEREKED-HICHAWS,

E:2a]) VT X D nonce N7 A —X—DEAZFDEXEID =7 VICEENTR->TLBDT,
ZOEAEAY VTR MNMIEDHT-EE—TEH T L #HERT 5,

PKCE vs. Nonce: Equivalent or Not?

https://danielfett.de/2020/05/16/pkce-vs-nonce-equivalent-or-not/

Dr. Daniel Fett Rdfettd?2

yes.com ft D Web ¥ 2 U T4 AT E., X2 U714 AT v X |,
Web 7’0 k DL DA SHTOIMIL T Stuttgart KEF TIELESEUS,
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authorization details (OAuth 2.0 Rich Authorization Requests: RAR)

OAuth & OIDC fiiE& [/ R b= V#R] #6 5:57~
EDIETM https://www.youtube.com/watch?v=g0nzidOMFGk&t=357
https://www.authlete.com/ja/resources/videos/20200422/ (BER&Z7>O—F)

resource (RFC 8707 : Resource Indicators for OAuth 2.0)

OAuth & OIDC i [72 X F—2 &) #6 0:04~
https://www.youtube.com/watch?v=g0nzidOMFGk&t=4
https://www.authlete.com/ja/resources/videos/20200422/ (ERIX7>AO—F)

Resource Indicators for OAuth 2.0
https://giita.com/TakahikoKawasaki/items/57d6242ff8b20dbff08f
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