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* Financial-grade API Security Profile (FAPI 1.0) « RFC 8705 OAuth 2.0 Mutual-TLS Client Authentication and

 Financial-grade API 2.0 Baseline Profile (FAPI 2.0 Baseline) Certificate-Bound Access Tokens (MTLS)
 Client-Initiated Backchannel Authentication (CIBA) » RFC 9126 OAuth 2.0 Pushed Authorization Requests (PAR)

* OpenID Connect for Identity Assurance (OIDC4IDA) * OAuth 2.0 Rich Authorization Requests (RAR)
 Grant Management for OAuth 2.0 (GM)
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'L Takahiko Kawasaki Apr24,2019 - 51min read o o o @ [;‘T NOTA: Esse artigo foi traduzido do artigo original escrito por Takahiko Kawasaki, em 24 de abril de 2019 e atualizado em Margo de 2021
apds a publicagdo da versdo FAPI 1.0 Final Version. Clique aqui para ler o artigo original 2 01 7
NOTE: This article was updated to align with the FAPI 1.0 Final version NOTA: A OpenlD Foundation gostaria de agradecer ao membro e autor original, Taka Kawasaki, co-fundador da Authlete, por apoiar a
Whlch was pubhshed in March, 2021. Japanese version (Jf this article iS tradug@o de seu blog para o Portugués a fim de apoiar o langamento do Open Banking Brasil. A Fundag&@o também gostaria de agradecer
here novo membro, Danillo Branco co-fundador da Finansystech, por concluir a tradugao e seu apoio e contribuiges para a Fundagao " @TakahikoKawasaki /2017407 A 140 IC #4755
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¥ 2: https://openid.net/financial-grade-api-fapi-explicada-por-um-desenvolvedor/ e37caf50776e00e733be
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HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

Cache-Control: no-store
Pragma: no-cache

"access token": "i 1X-euOC6-45zdObsQty/7hgDMWORUT])SGbOpzP69X0",
"refresh token": "RnxcnFmOufZBpygRGOtgfoLEzYvyPVnUgw/yAeGsSTA",
"scope": "email openid",

"id token": "eyJraWQiO1JTRCOyMDIXLTEWIiwlYWXnIJjoilRVMyNTY1fQ.
eyJ1bWEpbCI6ImpvaGhAZXhhbXBsz2S57b20iLCJpc3MiOi
JodHRwczovL2VAYWlwbGUuY29tTiwic3ViIjo1MTAWMSIs
IMF1Z2CI6WyIyMTMOODg2NzI4MjYiXSwiZXhwIjoxNjI4Mz
KANTEWLCIpYXQ10jJE2M7jgzOTQ5MTBO.
46wrzNIBOpgpnosDKDvZQ9gqgP9hcdPDyHrP/pG]Q7hgalP
oCgb dGyS5K-kRgNoRmZwcXYDCa-eg3t8TSHMCkQ",

"token type": "Bearer",

"expires 1in": 86400






eyJraWQiOiIxZ2TInZGs3IiwiYWxnIjoiUIMyNTY1ifQmewogImlz
cyI6ICJodHRWO18vc2VydmVyLmV4AYWIwbGUuY29tTiwKICJzdWI1i01A1M]Q4
MjgS5NzYXMDAXITiwKICIJhdWQi01AiczZ2CaGRSa3FOMyIsCiAibmOuY2Ui01A1
bi0wUzZfV3pBMklgIiwKICJIleHAIO1AXMzExM]gxOTcwLA0gImlhdCI6IDEzZ
MTEyODALNZASCI1A1bmFtZSI6ICIKYWSO1IERVZSISC1A1Z212ZW5fbmFtZ2ST6
ICIRYWSH1IT1iwKICImYWlpbHlfomFtZSI6ICJEDL2Ui1LAocgImdlbmRlciI6ICIm
ZW1hbGU1LAogImIpcnRoZGFOZSIG6ICIWMDAWLTEWLTMXI1wKICJ1lbWFpbCI6
ICIJgYW51Z2GO91QGVAYWIwbGUuY29tTIiwKICIJwaWNOdXJ1lIjogImhOdHAGLyY91
eGFtcGx1LmNvbSOgYW51ZGO1L21 1 LmpwZyIKEQmrHOJEMBgn9JreO0OLykYNn
spAl100Q0gl2rvx4FsD00JwlBOSym4NzpgvPKsDjn wMkHxcp6CilPcoKrWHcip
R21AjzLvDNAReF97z0Jqg880ZD1bwY82JDauCXELVRO06 BOw3K-E7yMZmac
AAgNCUwti1k6SJjoSUZRcf-051ygIyLENx882p6MtmwaLlhd6egn5RZOQ0OTLrOY
u0532g9Exxcm-ChymrB4xLykpD]31U1vJt63eEGGN6DHSK6033TcxkIJNrCD
4XB1CKKumZvCedgHHF3IAK4dVEDSUOGIHIz4pP eWYNXvgQOjGs-rDaQzUH1
6CQQWN1DPWOl 1xX3QEVQ

(“OpeniID Connect Core 1.0, A.2. Example using response_type=id_token” oYk #%)

ANYyH— Rf4AO—K  EA

“RFC 7515 (JSON Web Signature (JWS)), 7.1. JWS Compact Serialization”




|BASE64URL(UTF8(JWS Protected Header))

| BASE64URLKJWS Payload) || '@

|BASE64URLKJWS Signature)

WY —
RAO—R
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I BEB53 (& base64url T
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base64url TFa—kK

7,
JWSHZAD
ID =02
eyJraWQiOiIxZTInZGs3IiwiYWxnIjoiUIMyNTYifQ.ewogImlz
cyI6ICJodHRWO1i8vec2VydmVyLmV4YW1wbGUuUY29tIiwKICJIJzdWIiO1iAIMjQ4
Mjg5NzYXMDAXTiwKICJhdWQiOiAiczZCaGRSa3FOMyIsCiAibm9uY2Ui01iA1
bi0wUzZfV3pBMklqIiwKICJleHAiOiAXMzEXMgxOTcwLA0gImlhdCI6IDEZ
MTEyODASNZASCiAibmFtZSI6ICIJKYWS1IERVZSISCiA1Z212ZW5fbmEFtZSI6
ICIRKYWS51TiwKICImYWlpbHI fomFtZSI6ICIJEL2UiLAocgImdlbmRl1ciI6ICIm
ZW1hbGUiLAogImJpcnRoZGFOZSI6ICIWMDAWLTEWLTMxIiwKICJ1bWEFpbCI6
ICIgYW51ZG91QGV4AYW1lwbGUUY29tIiwKICIwaWNOdXJ1IjogImhOdHAGLYI91
eGFtcGx1LmNvbS9gYW51Z2G91L21 1lmpwZyIKEQ. rHQJEMBqn9Jre0OLykYNn
spA100gl2rvx4FsD00jwlB0Sym4NzpgvPKsDjn wMkHxcp6CilPcoKrWHcip
R2iAjzLvDNAReF9720Jqq880ZD1bwY82JDauCXELVRI06 BOw3K-E7yM2mac
AAgNCUwtik6SjoSUZRcf-051ygIyLENx882p6oMtmwallhd6gn5RZOQ0TLrOY
u0532g9Exxcm-ChymrB4xLykpDj31UivJt63eEGGN6DHS5K6033TcxkIjNrCD

4XB1CKKumZzZvCedgHHF3TAK4dVEDSUOG1HIZ4pP eWYNXvgQOjGs-rDaQzUHL
6CQQWN1iDpWOl 1xXjQEVQ

“OpenlD Connect Core 1.0, A.2. Example using response_type=id_token”

{"kid":"1e9gdk7", "alg":"RS256")

"iss": "http://server.example.com",
"sub": "248289761001",

"aud": "s6BhdRkgt3",

"nonce": "n-0S6 WzA2Mj",

"exp": 1311281970,

"iat": 1311280970,

"name": "Jane Doe",

"given name":
"family name":
"gender":
"birthdate":
"email":

"Jane",

"Doe",

"female",

"0000-10-31",
"Janedoe(@example.com",

"picture": "http://example.com/janedoe/me. Jjpg"

(1 FUFT—4)




AW A — ("kid": "169gdk7" "alg"l' "RS256"}

alg Algorithm JWS DA\ AS —E8 (&
HS256 | HMAC using SHA-256 JSON T95,

HS384 | HMAC using SHA-384 alg (F B&LVI)ILIUX 7%=
HS512 | HMAC using SHA-512 KIWEDI\SA—5F—
9RS256 | RSASSA-PKCS1-vl 5 using SHA-256 alg ESDLTD/ (S >(_
RS384 |RSASSA-PKCS1-vl 5 using SHA-384 4 —(2 RFC 7515 (JWS)

RS512 | RSASSA-PKCS1-vl 5 using SHA-512 (CHIZENTNET,

ES256 | ECDSA using P-256 and SHA-256
ES384 | ECDSA using P-384 and SHA-384
ES512 | ECDSA using P-521 and SHA-512
PS256 | RSASSA-PSS using SHA-256 and MGF1 with SHA-256
PS384 | RSASSA-PSS using SHA-384 and MGF1 with SHA-384
PS512 | RSASSA-PSS using SHA-512 and MGF1 with SHA-512

none | No digital signature or MAC performed 6.xoC
RFC 7518 (JSON Web Algorithms (JWA)), 3.1. “alg” (Algorithm) Header Parameter Values for JWS

l.alg 7.x5t
2.7ku 8.x5t#S2560
.Jwk  9.typ

.kid 10.cty
.x5u 1ll.crit

o1 W




RAO—K (JWS)
EED) 1 K5
RAO—K (ID=D2)
"iss": "http://server.example.com",
"sub": "248289761001",
"aud": "s6BhdRkgt3",
"nonce": "n-0So WzAZ2Mj",
"exp": 1311281970,
"iat": 1311280970,
"name": "Jane Doe'",
"given name": "Jane",
"family name": "Doe",
"gender": "female",
"birthdate": "0000-10-31",
"emall": "janedoel@example.com",
"picture": "http://example.com/janedoe/me

.Jpg"

RFC 7515 (JWS) B1KI&
RALO— R JISON THD
CEEERUEE A

JWT

JSON ZZE3KU. L\ <DM
DINSGA—F—ZEHELT
LSD(E, RFC 7519
(JSON Web Token (JWT))
CT9,

OpenID Connect (& JWT
ik L. ID—T>ZTE
HZUFU




ID Token

JSON Web Signature |ZE4
15F | JSON Web Token NM—o

JSON Web Encryption | i§&




JWS (RFC 7515) JWE (RFC 7516)

JSON Serialization Compact Serialization Compact Serialization JSON Serialization
(RFC 7515, 3.2) (RFC 7515, 3.1) (RFC 7516, 3.1) (RFC 7516, 3.2)

JWT (RFC 7519)

Nested JWT
JWE including JWS

ID Token
(OIDC Core 1.0, 2)

ID Token
(OIDC Core 1.0, 2)
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RFC 6750 (The OAuth 2.0 Authorization Framework: Bearer Token Usage)
IZ1%. Protected Resource Endpoint (v b Web API) ~d Y 7 T X hIC
VIR =V EBDDIAEN=ZDERINTWS,

@ Authorization Request Header Field (Section 2.1)

— HTTP ~v X — Authorization ICT7 Z7ERA r—27 VA&IBOHAD

2 Form-Encoded Body Parameter (Section 2.2)

— 74— L/INTA—K— access token Z{£7?

® URI Query Parameter (Section 2.3)

— JIT Y —/NT7A—K— access token Z{£7



@ Authorization Request Header Field (Section 2.1)

RFC 6750, Section 2.1 (ZZ(F o TWL 54

GET /resource HTTP/1.1

Host: server.example. com
Authorization:

curl A~ RT, 778X b= %FF1FT Web API IZT7 72 XF B4
$ curl -H "Authorization: Bearer mF 9.B5f-4.1JgM" !I

https://server.example.com/resource




7747 F

AP —n
https://example.com

"iss":"https://example.com",

} IDb=2o v/ R4—F

» -~ > R )
FARNNYIY FRL Y b

/ .well-known/openid-configuration

"jwks uri":"https://example.com/jwks",

F4RAANYXE

-

{
"keyS": [
{
"kid": "SD-2021-10",
mn ktyll : 1] EC" ,

"crv": "P-256",
"x": "£830J3D2xF1Bg8vub9tLelgHMzV76e8TusO9uPHVRVEU",
"y": "X _FEzRU9M36HLN_tue659LNpXW6pCyStikYjKIWI5a0"

}s

JWKE vy P XE

-

>
JWKEy FXETY FHRA b

/jwks

ID k—7 > EZRIAAROES




import com.nimbusds.jose.*;

import com.nimbusds.jose.crypto.*; [|D kN —2 ‘/%%%@E&O) q— |\'f§IJ]

import com.nimbusds.jose.jwk.*;

public class SignatureVerificationExample

{

private static final String ID_TOKEN = "eyJL{ T B&"; —IWSFEHDID b —7 >~

private static final String PUBLIC_KEY = "{¥"kty¥": L{ T B&" —JWKHE DB 32

private static boolean verify(String jwsStr, String jwkStr) throws Exception

{
JWSObject jws =JWSObject.parse(jwsStr); —YZHAHJWSE L T/¥—R
JWK jwk  =JWK.parse(jwkStr); —YXZ5AHJWKE L T/¥—X
ECKey pub = jwk.toECKey().toPublic)WK(); — WK% 5 [ g 5 B S N BAgE | Zoit
JWSVerifier verifier = new ECDSAVerifier(pub); —EHHEREEE2LZ DBEa % £ 51
return jws.verify(verifier); —JWSDEL % MR

}

public static void main(String[] args) throws Exception

{

boolean result = verify(ID_TOKEN, PUBLIC_KEY);
System.out.printin("result =" + result);

}
}



OpenlD Connect Core 1.0, 3.1.3.7. ID Token Validation

Clients MUST validate the ID Token in the Token Response in the following manner:

1.

o ul b

o.

If the ID Token is encrypted, decrypt it using the keys and algorithms that the Client specified during Registration that the OP was to use
to encrypt the ID Token. If encryption was negotiated with the OP at Registration time and the ID Token is not encrypted, the RP SHOULD
reject it.

. The Issuer Identifier for the OpenlID Provider (which is typically obtained during Discovery) MUST exactly match the value of

the iss (issuer) Claim.

. The Client MUST validate that the aud (audience) Claim contains its client_id value registered at the Issuer identified by the iss (issuer)

Claim as an audience. The aud (audience) Claim MAY contain an array with more than one element. The ID Token MUST be rejected if the
ID Token does not list the Client as a valid audience, or if it contains additional audiences not trusted by the Client.

. If the ID Token contains multiple audiences, the Client SHOULD verify that an azp Claim is present.
. If an azp (authorized party) Claim is present, the Client SHOULD verify that its client_id is the Claim Value.
. If the ID Token is received via direct communication between the Client and the Token Endpoint (which it is in this flow), the TLS server

validation MAY be used to validate the issuer in place of checking the token signature. The Client MUST validate the signature of all other
ID Tokens according to JWS [JWS] using the algorithm specified in the JWT alg Header Parameter. The Client MUST use the keys provided
by the Issuer.

. The alg value SHOULD be the default of RS256 or the algorithm sent by the Client in the id_token_signed_response_alg parameter during

Registration.

. If the JWT alg Header Parameter uses a MAC based algorithm such as HS256, HS384, or HS512, the octets of the UTF-8 representation of

the client_secret corresponding to the client_id contained in the aud (audience) Claim are used as the key to validate the sighature. For
MAC based algorithms, the behavior is unspecified if the aud is multi-valued or if an azp value is present that is different than

the aud value.

The current time MUST be before the time represented by the exp Claim.

10.The iat Claim can be used to reject tokens that were issued too far away from the current time, limiting the amount of time that nonces

need to be stored to prevent attacks. The acceptable range is Client specific.

11.If a nonce value was sent in the Authentication Request, a nonce Claim MUST be present and its value checked to verify that it is the

same value as the one that was sent in the Authentication Request. The Client SHOULD check the nonce value for replay attacks. The
precise method for detecting replay attacks is Client specific.

12.If the acr Claim was requested, the Client SHOULD check that the asserted Claim Value is appropriate. The meaning and processing

of acr Claim Values is out of scope for this specification.

13.If the auth_time Claim was requested, either through a specific request for this Claim or by using the max_age parameter, the Client

SHOULD check the auth_time Claim value and request re-authentication if it determines too much time has elapsed since the last End-
User authentication.


https://openid.net/specs/openid-connect-core-1_0.html#JWS
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RFC 6749, 1.4. Access Token £ V) IR#

The token may denote an identifier used to retrieve the

authorization information or may self-contain the
authorization information in a verifiable manner (i.e., a token

string consisting of some data and a signature). ...

4
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NEEOERETIZ. 778X =7 VICH{TL<KBEREZT 72X =7
v BAEROFR(TIEOHIAT,

__________________________________________________________________________________________________________________

- ——— -

"scope": "...",
"client 1d": "...",
"exp": ...,

"i1at": ...,

"sub": "...",
"i1ss": "...",
"Jt1i": ".LL"
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NA T Yy RBEIOEETCIZ, REBET7 77X =0 v HERL DD
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__________________________________________________________________________________________________________________
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RFC 7662 : OAuth 2.0 Token Introspection (4> rnz~s 3> API OEEHR)

A rAARIa YT R PM (RFC 7662, Section 2.1)

HTTP X/ v el
Ol Aolsi s application/x-www—form-urlencoded
token WBR |77 A =0 FE YT Ly b=V

—_

token type hint |{f= |access token X7clf refresh token

token_type hint : “7The protected resource MAY pass this parameter to help
the authorization server optimize the token lookup. If the server is unable to
locate the token using the given hint, it MUST extend its search across all of
its supported token types.”

) token_type_hint & ERR wfh‘c’_ﬂhf— = OBENEL S TWVWTH,
I7 ICE B WEIN Y D, BRISFEITEIND,



A PFPARRIIa VL RKR R (RFC 7662, Section 2.2)

Status Code 200 OK

Ol gl olsi N application/json

active WA | true £7z1d false

scope T&Z | xa—7 (RFC 6749, Section 3.3)
client id T=|7747 KD

username FE& |V Y —XF—7+—0 Human-Readable 5 F
token type FEZ | b—27 %47 (RFC 6749, Section 5.1)

exp TE | BEAR®R 7

iat TE | BITKA

nbf T8 | SRR

sub TF&2 | EFXEAF, B8F Y VY —XF—F+—H=pF
aud T2 | b—7 FHE

iss FE | b= URITE

jti =2 | b—7 vERlF
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wall FET IR =0 DR > T X=X ol a—FxHIRTS7/Z1F
N 77X b= DR — PKI @ CRL A> OCSP #HH 04 % EH

[CRL (Certificate Revocation List) ]

HARRUIN BIIC RN L 7-sEBBEE OV U 7 ILHF =S —F,
= Uzhﬁ%ﬁmbv%oUzrﬁﬁwﬁﬁ&&4iy70

[OCSP (Online Certificate Status Protocol)

J

EH—DIFHE O L3RR TILZA LICEWEHE B A,
ﬁm-@hﬁ__iéﬂ7w—7/xﬁ%o%tﬁi—ﬁgﬁ
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OIOIREEEN OCSP L ARV KXICHE T2 772X =7V REIRE AP ICRAWEDLYE
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77JGX;_77 O = IFE-7-T £ R
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cee, > IREEZ R WNEhtE 5, q
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TOXvRX b=/ TLyabk—0 0%

RFC 7009 : OAuth 2.0 Token Revocation g5z 1m0 ap)

Vi Rgy—a Yo X P (RFC 7009, Section 2.1. Revocation Request)

HTTP X v & [Relhs

Ol Aolsi s application/x-www—form-urlencoded

token WB |\ 778X =0 FEVT7Lyabh—T
f£= |access token X7cld refresh token

(@& AUTHLETE

token type hint

POST /revoke HTTP/1.1 RFC 7009, Section 2.1 [ZZ&(IF 5T UL B4

Host: server.example.com
Content-Type: application/x-www—-form-urlencoded
Authorization: Basic ¢zZCaGRSa3FOMzpnWDEmMQmEOMZJW

token=45ghiukldjahdnhzdauz&token type hint=refresh token

>:< 734 I\nbnEb\Z\ﬁ



https://www.authlete.com/ja/resources/videos/
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OAuth & OIDC #1385 [ AFI#RE]
2020 £ 3 B 17 BiIchEL ¥t LY TFT—Ya VRETY,

OAuth & OIDC #138E [77 X h—7 ViR]
2020 £ 4 A 22 HiIcCEHE#E LU B MRBED T LEYT—Y 3 VBRETY,

OAuth & OIDC #38% [ERRIY 7 T X MR
2020 £ 5 B 27 BIcEE LIt Baen LEYT—Y 3 VREITT,

OAuth & OIDC #1585 [V 4 7> MERELER]
2020 £ 7 B 1 HICAfE L et 7LEYy 77— 3 VIREITY,
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Financial-grade API History

2017 2018 2019 2020 2021 2022

— Financial APl Implementer's Dra FAPI 1.0
— Financial APl Implemente
— Financ

FAPI 2.0

(\ O 0 ) )
7 A A

Feb  Jul Oct Mar Jul

* "Financial API" was renamed to "Financial-grade API" by FAPI 1.0 Implementer's Draft 2.
e "Part 1: Read-Only Security Profile" was renamed to "Part 1: Baseline Security Profile" by FAPI 1.0 Final.
e "Part 2: Read and Write API Security Profile" was renamed to "Part 2: Advanced Security Profile" by FAPI 1.0 Final.




What is FAPI 2.0?
Specifications

TN EHI NI https://openid.net/specs/fapi-2_0-baseline-01.html
TN WROWAN [ CIA\ IR https://openid.net/specs/fapi-2_0-attacker-model-01.html

[announcement] "Implementer's Drafts of Two FAPI 2.0 Specifications Approved" on July 21, 2021
https://openid.net/2021/07/21/implementers-drafts-of-two-fapi-2-0-specifications-approved/

A WROWGAE (e R T MDA Under discussion

Tehcnical components listed in "FAPI FAQ" https://openid.net/wg/fapi/fag/

Component | Standard | Authlete

PKCE RFC 7636 1.1~ Proof Key for Code Exchange by OAuth Public Clients
mTLS RFC 8705 2.0~ OAuth 2.0 Mutual TLS Client Authentication and Certificate Bound Access Tokens
DPoP IETF Draft 2.2~ OAuth 2.0 Demonstration of Proof-of-Possession at the Application Layer (DPoP)
PAR RFC 9126 2.2~ OAuth 2.0 Pushed Authorization Requests

RAR |IETF Draft 2.2~ OAuth 2.0 Rich Authorization Requests

iss |IETF Draft 2.2~ OAuth 2.0 Authorization Server Issuer Identifier in Authorization Response




FAPI Issue #432 FAPI2 Trust Framework structure

https://bitbucket.org/openid/fapi/issues/432/fapi2-trust-framework-structure

Discussion about how to position FAPI 2.0 itself and its technical components. The diagram posted by Dima on Aug
25, 2021 shows what "FAPI 2 Framework" includes and how the framework overlays ecosystem requirements.

Technical standards

System
registration, Consent capture, management and enforcement
discovery and Non-repudiation
management FAP| 2 Advanced framework
FAPI 2 Ecosystem Authorization Grant FAPI 2 Advanced
FAPI 2 Management profile (SSE, RAR, FAPI CIBA Management Security Profile
Implementati Profile (future GM) FAPI 2 Framework
) incl. DCR, SSE)
on advice
FAPI 2 i i
Security profile
Attacker . ' :
FAPI 2 Baseline Security Profile
model
API specifications
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OpenlD Connect for Identity Assurance 1.0 (OIDC4IDA)

A specification about how to request "verified claims" and how to represent them.

\ user attributes such as name and postal address

assured by official evidence such as passport and driver's
license and by a trustworthy process such as face-to-face
confirmation and eKYC.

{

“verified_claims" :{

“verification" :{
“Trust_framework"”:"ial_example_gold", -———

"evidence":|

{

"type" :"id_document”,

How verified?

—» "method” :"pipp”,
"time": "2019-04-22T11:30Z", -

"verifier” :{
“organization”:“National Post")}, «—

“document” : {

Evidence”

?

“type” :"idcard”,
"Date_of_expiry":"2021-083-22")

P ——

“family_name” :"Maxwell”
| )

a1
“claims” : {
Ilgiven-namell:llnax" y

Which Rules?

When verified?

Who verified?

From the website of the "eKYC and Identity Assurance"” WG

https://openid.net/wg/ekyc-ida/



History of OpenlID Connect for Identity Assurance 1.0

2019 2020 2021
— OIDC4IDA ID1
— OIDC4IDA ID2
-- OIDC4IDA ID3
) e :
Nov May Nov

* The public review period of "OpenID Connect for Identity Assurance 1.0 Implementer's Draft 3" (OIDC4I1DA ID3)
started on September 18, 2021.

* The public review period will last 45 days. The specification will be approved at the beginning of November unless
serious problems are found during the public review period.




Specification
OpenlD Connect for Identity Assurance 1.0 Implementer's Draft 3 (under public review)
https://openid.net/specs/openid-connect-4-identity-assurance-1_0-12.html

— To be implemented, but many additions and some changes since ID2.

Related Specifications to Watch

OpenlD Connect Authority claims extension

https://bitbucket.org/openid/ekyc-ida/src/master/openid-connect-authority.md

OIDCA4IDA is a specification to represent verified claims about a natural person while OIDC Authority
claims a specification to represent a legal entitiy. A Japanese ministry, METI (Ministry of Economy, Trade,
Industry; #&F EE 3£ 48), shows interest in this specification.

OpenlID Connect Advanced Syntax for Claims (ASC) 1.0

https://bitbucket.org/openid/ekyc-ida/src/master/openid-advanced-syntax-for-claims.md

A small query language for verified claims embedded in an authorization request. For example,

"if different":"abort"
"transformed claims":{"above 18":{"claim":"birthdate","fn":["years ago", ["gte",18]]}}
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