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/java-getting-started/loyalty/src/main/java/com/authlete/simpleauth/oauth/OAuthAuthorizationServlet.java

private void initiateAuthleteAuthorization(HttpServletRequest request,
HttpServletResponse response) throws IOException {

Client client = OAuthUtils.getClient(getServlietContext());

Map<String, Object> requestMap =
Collections.singletonMap( "parameters", request.getQueryString());

String url = "https://api.authlete.com/api/auth/authorization”;

logger.info("Sending API request to {}:\n{}", url, OAuthUtils.prettyPrint(requestMap));

Map<String, Object> authApiResponse = client.target(url).request().post(

Entity.entity(requestMap, MediaType.APPLICATION_JSON_TYPE), new GenericType<>() {});

logger. info("Received API response:\n{}", OAuthUtils.prettyPrint(authApiResponse));

String action = (String) authApiResponse.get("action");
String responseContent = (String) authApiResponse.get("responseContent");

switch (action) {
case "INTERACTION":
List<Object> prompts = (List<Object>) authApiResponse.get("prompts");
for (Object prompt : prompts) {
if (prompt.equals("LOGIN")) {

request.getSession().setAttribute("authApiResponse", authApiResponse);
LoginUtils.redirectForLogin(request, response);
return;

case "INTERNAL_SERVER_ERROR":
OAuthUtils.setResponseBody(response, HttpServletResponse.SC_INTERNAL_SERVER_ERROR,
responseContent);
return;

case "BAD_REQUEST":
OAuthUtils.setResponseBody(response, HttpServletResponse.SC_BAD_REQUEST,
responseContent);
return;

Map<String, String> errorResponse = Map.of(
"Contact the service owner for details");
OAuthUtils.setResponseBody(response, HttpServletResponse.SC_INTERNAL_SERVER_ERROR,

mapper.writeValueAsString(errorResponse));
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private void processAuthleteAuthorization(HttpServlietRequest request,
HttpServletResponse response, Map<String, Object> authApiResponse) throws IOException {

Map<String, Object> requestMap = new HashMap<>();

requestMap.put("ticket", authApiResponse.get("ticket"));

UserAccount authenticatedUser = LoginUtils.getAuthenticatedUser(request.getSession());
if (authenticatedUser == null) {
requestMap.put("reason", "NOT_LOGGED_IN");
OAuthUtils.handleAuthleteApiCall(getServletContext(), response,
"/auth/authorization/fail", requestMap);
return;

requestMap.put(“subject", authenticatedUser.getUsername());

OAuthUtils.handleAuthleteApiCall(getServletContext(), response, "/auth/authorization/issue",

requestMap);
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/java-getting-started/loyalty/src/main/java/com/authlete/simpleauth/oauth/OAuthUtils.java

public static Map<String, Object> handleAuthleteApiCall(ServletContext context,
HttpServletResponse response, String api, Map<String, Object> requestMap)
throws IOException {
logger.debug("Calling API {} with params {}", api, OAuthUtils.prettyPrint(requestMap));

Map<String, Object> responseMap = getClient(context).target(AUTHLETE_BASE + api).request()
.post(Entity.entity(requestMap, MediaType.APPLICATION_JSON_TYPE),
new GenericType<>() {});

logger.debug( "Received API response {}", OAuthUtils.prettyPrint(responseMap));

String action = (String) responseMap.get("action");
String responseContent = (String) responseMap.get("responseContent");

(action) {
case "INTERNAL_SERVER_ERROR":
setResponseBody(response, HttpServletResponse.SC_INTERNAL_SERVER_ERROR,
responseContent);
return null;
case "BAD_REQUEST":
setResponseBody(response, HttpServletResponse.SC_BAD_REQUEST, responseContent);
return null;
case "LOCATION":
response.setStatus(HttpServletResponse.SC_FOUND);
response.setHeader("Location", responseContent);
response.setHeader("Cache-Control", "no-store");
response.setHeader("Pragma", "no-cache");
return null;

(
(
(
('

return responseMap;
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/java-getting-started/loyalty/src/main/java/com/authlete/simpleauth/oauth/OAuthTokenServlet.java

@wWebServlet("/oauth/token") * 7 5 4 7 y |\ 73\ 15 E 6 nT 3 7:: I\ - 7

public class OAuthTokenServlet extends HttpServlet {
private static final long serialVersionUID = 1L; ) IJ /‘ 7 I Z I\ 0)/\0 )( — 67 — %
private final ObjectMapper mapper = new ObjectMapper(); j
@Override

protected void doPost(HttpServletRequest request, HttpServletResponse response) Authlete 0) /auth/tOken API l: %O) i
throws IOException {

String body = new String(request.getInputStream().readAllBytes(), StandardCharsets.UTF_8); i:ﬁj
Map<String, Object> authApiResponse = OAuthUtils.handleAuthleteApiCall(getServlietContext(), /x

response, "/auth/token", Collections.singletonMap("parameters", body));

if (authApiResponse == null) {
return;

}

String action = (String) authApiResponse.get("action");

« Authlete @ /auth/token API (D "action’
g ettt - (seing) g R gt resprsecotency; L AN RIS X =5 —DIEN 0K
| DAL “responseContent” 29 54

Map<String, String> errorResponse = Map.of("error", “unexpected_error", "error_description",

7 ~ — N
"Contact the service owner for details"); ) / I\ IL—J& i'

OAuthUtils.setResponseBody(response, HttpServletResponse.SC_INTERNAL_SERVER_ERROR,
mapper.writeValueAsString(errorResponse));
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/java-getting-started/loyalty/src/main/java/com/authlete/simpleauth/oauth/OAuthUtils.java

public static Map<String, Object> handleAuthleteApiCall(ServletContext context,
HttpServletResponse response, String api, Map<String, Object> requestMap)
throws IOException {
logger.debug("Calling API {} with params {}", api, OAuthUtils.prettyPrint(requestMap));

Map<String, Object> responseMap = getClient(context).target(AUTHLETE_BASE + api).request()
.post(Entity.entity(requestMap, MediaType.APPLICATION_JSON_TYPE),
new GenericType<>() {});

logger.debug("Received API response {}", OAuthUtils.prettyPrint(responseMap));

String action = (String) responseMap.get("action");
String responseContent = (String) responseMap.get("responseContent");

switch (action) {
case "INTERNAL_SERVER_ERROR":
setResponseBody(response, HttpServletResponse.SC_INTERNAL_SERVER_ERROR,
responseContent);
return null;
case "BAD REQUEST":

setRespongeBody(response, HttpServletResponse.SC_BAD_REQUEST, responseContent);
return null;

case "LOCATION":

response.setStatus(HttpServletResponse.SC_FOUND);
response.setHeader("Location", responseContent)
response.setHeader("Cache-Control", "no-store");
response.setHeader("Pragma", "no-cache");

return null;

}

return responseMap;
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/java-getting-started/loyalty/src/main/java/com/authlete/simpleauth/oauth/OAuthFilter.java
L N

Map<String, String> errorResponse = Map.of("error", "unexpected_error", "error_description",
@Override "Contact the service owner for details");
public void doFilter(ServletRequest req, ServletResponse resp, FilterChain chain)
throws IOException, ServletException {
HttpServletRequest request = (HttpServletRequest) req;

HttpServletResponse response = (HttpServletResponse) resp;

OAuthUtils.setResponseBody(response, HttpServletResponse.SC_INTERNAL_SERVER_ERROR,
mapper.writeValueAsString(errorResponse));

String authHeader = request.getHeader("Authorization"); U 7 5’( 7) I\b\l?)O) API U QIZ |\ (g__ Authorization

if (authHeader == null || !authHeader.startsWith(BEARER_SPACE)) {

chain.doFilter(request, response); VY g\—b\\’é‘gfnf L\ 5 b\*ﬁEEa' 5

return;

«  Authorizaton AW Y —NS 7O =0 ERY LT
String token = authHeader.substring(BEARER_SPACE.length());

logger.info( "Found access token {} - validating it with Authlete", token);
Map<String, Object> authApiResponse =

OAuthUtils.handleAuthleteApiCall(req.getServletContext(), response, ° Authle‘te 0) /au‘th/|n‘trospect|on APl E ] —)ba_é
"/auth/introspection", Collections.singletonMap("token", token));
—  ‘token /NTX—H—

« USATIUENDSRRINET ORI =D

if (authApiResponse == null) {

logger.error("Disallowing API request with access token {}", token);
return;

. Authlete O /auth/introspection API @ “action’ L AR~/
AINTGA=F—DEN 0K DIFEIETIELA =0 IC
?;Er;ggtigﬁtzzu;(jtgén?; ?uthApiResponse.get("action"); %ﬂj\\< |J \j—ZZI'—j——O) |J \j—ZEO 5;{ 7 > |\ (:;\@

String username = (String) authApiResponse.get("subject"); a_
logger.info("Allowing API request to {} for user {}", request.getRequestURI(),
username);

chain.doFilter(new UserRequestWrapper(username, request), response); 29
return;
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/java-getting-started/loyalty/src/main/java/com/authlete/simpleauth/oauth/OAuthUtils.java
o0

public static Map<String, Object> handleAuthleteApiCall(ServletContext context, HttpServletResponse response,
String api, Map<String, Object> requestMap) throws
IOException {
logger.debug("Calling API {} with s {}", api, OAuthUtils.prettyPrint(requestMap));

Map<String, Object> responseMap = getClient(context).target(AUTHLETE_BASE + api)
.request()
.post(Entity.entity(requestMap, MediaType.APPLICATION_JSON_TYPE), GenericType<>() {
};

logger.debug Ir ", OAuthUtils.prettyPrint(responseMap));

String action = (String)responseMap. ("a on");
String responseContent = (String)responseMap.get("“responseContent");

(action) {
case "INTE L_SER :
setResponseBody(response, HttpServletResponse.SC_INTERNAL_SERVER_ERROR, responseContent);
- null;
UEST":
LID_CLIENT":
setResponseBody(response, HttpServletResponse.SC_BAD_REQUEST, responseContent);
eturo null;

setAuthenticateHeader(response, HttpServletResponse.SC_UNAUTHORIZED, responseContent);
i rn null;
)DEN" :
setAuthenticateHeader(response, HttpServletResponse.SC_FORBIDDEN, responseContent);
rn null

response.setStatus(HttpServlietResponse.SC_FOUND);
response.setHeader( "Locat , responseContent);
response.setHeader("Cache-Cont ", "no-store");
response.setHeader(
return null;

default
b

}

return responseMap;
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