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OpenlD Connect 1.0 is a simple identity
layer on top of the OAuth 2.0 protocol
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http://openid.net/connect/
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IHRE - asi 2% 1)

RFC 7515 JWS JSON Web Signature
RFC 7516 JWE | JSON Web Encryption
RFC 7517 JWK | JSON Web Key

RFC 7518 JWA | JSON Web Algorithms

RFC 7519 JWT JSON Web Token
2014 4.

[Special European Identity Award for Best Innovation for Security in the API Economy/
(European Identity Award - API T/ =—<¢&a0ttFa1 U+ - 4 I XR—=2 3 2 5RIE)
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eyJraWQiOiIxZTInZGs3I1iwliYWxnIJjolUIMyNTY1fQmewogImlz
cyI6ICJodHRwWO18vc2VydmVyLmV4YWl1wbGUuY29tIiwKICJzdWI101A1M])Q4
Mjg5NzYxXxMDAxXTiwKICJhdWQ10i1iAiczZCaGRSa3FOMyIsCiAibmO9uY2Ui01A1
bi0wUzZfV3pBMklqIiwKICJleHAIOiAXMZzEXM]gxOTcwLA0gImlhdCI6IDEZ
MTEyODASNZASC1AIbmMFtZSI6ICIKYWS ITERVZSISC1A1Z2212ZW5fbmFtZST6
ICIRKYWS1TiwKICImYWlpbHl1fbomFtZSI6ICJEL2UiLAocgImdlbmRl1ciI6ICIm
ZW1hbGUi1LA0gImIpcnROZGFOZSI6ICIWMDAWLTEWLTMXI1wKICJ1bWFpbCI6
ICIgYW512G91QGVAYW1wbGUuUY29tTiwKICIJwaWNOdAXJ1IjogImhOdHAGLyY91
eGFtcGx1ImNvbSO9gYW51Z2G91L21 1 lmpwZy IKf Qe HOJEmBgn9Jre 0OLykYNn
spAl00gl2rvx4FsD00jwlBO0Sym4NzpgvPKsDjn wMkHxcp6CilPcoKrWHcip
R21AJzLVDNAReF97z0Jqg880Z2D1bwY82JDauCXELVRI906 BOw3K-E7yM2mac
AAgNCUwtik6SjoSUZRcf-051yglyLENx882poMtmwal.lhd6ogn5RZ0Q0TLrOY
u0532g9Exxcm-ChymrB4xLykpD]j31U1vJt63eEGGN6DHOK6033TcxkI JNrCD
4XB1CKKumZvCedgHHF3TAK4dVEDSU0G1HYSz4pP eWYNXvgQOjGs-rDaQzUHL
6CQQWN1DPWOl 1xXjQEVQ

(“OpenlID Connect Core 1.0, A.2. Example using response_type=id_token” &Y #k#%)

AYH— R4O—K  EA

“RFC 7515 (JSON Web Signature (JWS)), 7.1. JWS Compact Serialization”




’--------

|BASE64URL(UTF8(JWS Protected Header))

|BASE64URL(JWS Payload) ||
|BASE64URL(JWS Signature)

\--------’

Ny —
RAO— R
2%

Z 2853 baseb4url T
-> / - I\éntb\éo

base64url CFa—K

JWSHZND
ID =02

eydJraWQiOiIxZTInZGs3IiwiYWxnIjoiUlIMyNTYifQ.ewogImlz
cyI6ICJodHRWO18vc2VydmVyLmV4 YWl wbGUuY 29t IiwKICJzdWIiOiAiM]Q4
Mjg5SNzYxMDAxXI1iwKICJhdWQiOiAlczZCaGRSa3FOMyIsCiAibm9uY2Ui01Al
biOwUzZ fV3pBMklgIiwKICJleHAI1 O1AxXMzExXMjgxOTcwLA0gImlhdCI6IDEzZ
MTEyODASNZASCiAibmFtZSI6ICIKYWS1IERVZSISCiA1Z212ZW5fbmFtZSI6
ICIKYWS1TiwKICImYW1pbH1fbmFtZSI6ICJEL2UiLA0gImdlbmRlciI 6ICIm
ZW1hbGUiLAogImJpcnROZGFO0ZSI6 ICIWMDAWL TEWLTMxIiwKICJ1bWEpbCI6
ICIgYW51Z2G91Q0GV4 YW1 wbGUuY29t IiwKICIJwaWNOdXJ1IjogImhOdHAGLy 91
eGFtcGx1ImNvbSO9gYW51Z2Go1L211 ImpwZy IKEfQ.rHOJEmBgn9Jre 0OLykYNn
SspAl0Qgl2rvx4FsD00jwlB0OSym4NzpgvPKsDjn wMkHxcp6CilPcoKrWHcip
R2iAjszDNAReF97zquq8802D1wa82JDauCXELVR906_BOw3K—E7yM2mac
AAgNCUwtik 6SjoSUZRcf-051ygIlyLENx882p6oMtmwallhd6gqn5RZ0OQ0TLrOY
u0532g9Exxcm-ChymrB4xLykpDj31UivJt 63eEGGN6DHS5K 603 3TcxkI JNrCD
4XB1CKKumZvCedgHHF3TAK4dVEDSU0G1H9z4pP eWYNXvgQO]Gs-rDaQzUHL
6CQOWNiDpWOl 1xXjQEVQ

“OpenlD Connect Core 1.0, A.2. Example using response_type=id_token”

{ " kid"

:"1e9gdk7", "alg" :"RS256"}

"iss": "http://server.example.com",
"sub": "248289761001",

"aud": "s6BhdRkgt3",

"nonce": "n-0S6 WzAZMj",

"exp": 1311281970,

"iat": 1311280970,

"name": "Jane Doe",

"given name": "Jane",

"family name": "Doe",

"gender": "female",
"birthdate": "0000-10-31",
"email": "janedoelexample.com",

"picture": "http://example.com/janedoe/me.jpg"

(A FUFT—%5)




/\\y/?‘— { "kld" . "1e9gdk7" ﬁvalgvﬁ. "R5256" }

alg Algorithm JWS DA\wW A —EB53 (&
HS256 | HMAC using SHA-256 JSON T3,

HS384 |HMAC using SHA-384 alg (& BRIV IV L%z
HS512 |HMAC using SHA-512 KIWMABDI\SA—-5F—,
9RS256 |RSASSA-PKCS1-vl 5 using SHA-256 alg ZEDRTD) (S A —
RS384 RSASSA-PKCSI-V]._S using SHA-384 9_(1 RFC 7515 (JWS)

RS512 |RSASSA-PKCS1-vl 5using SHA-512 CHIZRENTLET,

ES256 |ECDSA using P-256 and SHA-256
ES384 | ECDSA using P-384 and SHA-384
ES512 |[ECDSA using P-521 and SHA-512
PS256 | RSASSA-PSSusing SHA-256 and MGF1 with SHA-256
PS384 | RSASSA-PSSusing SHA-384 and MGF1 with SHA-384
PS512 | RSASSA-PSSusing SHA-512 and MGF1 with SHA-512

none | No digital signature or MAC performed 6.x5cC
RFC 7518 (JSON Web Algorithms (JWA)), 3.1. “alg” (Algorithm) Header Parameter Values for JWS

l.alg 7.x5t

.Jku 8.x5t#S256
.Jwk 9.typ

.kid 10.cty
.x5u 1ll.crit

O s w N




RAO—K (JWS)
EED/\1 K5
RAO—R (IDh=5>)
{
"iss": "http://server.example.com",
"sub": "248289761001",
"aud": "so6BhdRkgt3",
"nonce": "n-0S6 WzAZMj",
"exp": 1311281970,
"iat": 1311280970,
"name": "Jane Doe'",
"given name": "Jane",
"family name": "Doe",
"gender": "female",
"birthdate": "0000-10-31",
"emal1l": "janedoel@example.com",
"picture": "http://example.com/janedoe/me. jpg"

RFC 7515 (JWS) B1K(&
R-1O— RH JSON THD
CEERBERUFEE A

JSON ZZ3KU. L\ <DM
DINSGA—=F—ZTEHRLT
LSDI(E, RFC 7519
(JSON Web Token (JWT))
T9,

OpenlID Connect (& JWT

=R L. IDN—DO>FTE
=UFE U




ID Token

JSON Web Signature | E%
\WAE | JSON Web Token cN—22

JSON Web Encryption | lg§5&




eyJhbGci101JSUOELTOFFUCIsImVuYyI6IkEyNTZHQO001 £Qx
OKOawDo1l3gRp20]aHV/LFpZcgV/T6eDVZKTyKOMTYUmKoTCVJRgckCLO9k1MT03JGe
1psEdY3mx etLbbWSrFr05kLzcSr4gKAg7YN7e9jwQRb23nfa6bc9d-StnImGyFDb
Sv04uVuxIp5Zms1gNxKKK2Dal4B8S4rzVRl1tdYwam 1DpS5XnZAYpQdb76FdIKLaV
magfwX 7XWRxv23221-vDxREfgNzo tETKzpVLzfiwQyeyPGLBIO56YJ/eObdv0je8
1860ppramavo35UgoRdbYaBcoh9QcfylQro66ocovEWXRcZ ZT2LawVCWIIy3brGPi
oUk1fCpIMfIj£f71GdXKHzge

48V1 ALboUS04U3bg¢

S5eym8TW c¢c8SuK01ltJ3rpYIzO0eDQz7TALvtuoUGI9oModvpzs9tX EFShS81iB7j6]j1
SdiwkIr3ajwQzaBtQD Ac

XFBoMYUZodetZdvTiFvSkQ

RFC 7516 (JSON Web Encryption (JWE)), 7.1. JWE Compact Serialization

f]gis-E-gll-U-R-Ll(UTF8 (JWE Protected Header)) || 'a&a' || NS —

| BASE64URL I(JWE Encrypted Key) || '@' || gfbEnic+—
| BASE64URLIJWE Initialization Vector) || '@' || YRR 5 —
'BASE64URL:(JWE Ciphertext) || '&' || EEY
'_BégggligfiLkJWE Authentication Tag) DA /T




BASE64URL (UTF8 (JWE Protected Header)) || '"." ||

-----------------

(
BASE64URL(JWE|Encrypted Key) [ "." [|]
BASEG64URL (JWE Initialization Vector) || '.' ||
BASE64URL (JWE Ciphertext) || '."' ||

(

BASE64URL (JWE Authentication Tag)

[lEs{b=t/z&F—1 (Encrypted Key) 2
[iE=F—1 (Encryption Key) TIlI7x< ?

E r,it*ﬁ‘fi‘vzaﬁiﬁ’rxf@ =169 B ] c‘:(,\j
- ESPED L@%btm%f@

L rr rrrrrrrrrrr - rrrr 3 rrrrrrrrrrrrrrrrrrrrrrr rr 8 §Fr - F F §F]




iE=1t9 S B=169 S

NG W
HEHE (X
— /g[A(L_

FhI Do
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eyJhbGci101JSUOELTOFFUCIsImVuYyI6IkEyNTZHQO01£Q
OKOawDol1l3gRp20]aHV/LFpZcgV/T6DVZKTyKOMTYUmKOTCVJRgckCLO9k1MTO03JGe
1psEdY3mx etLbbWSrEFr05kLzcSr4dgKAgQ7YN/e9]JwQRb23nfacc9d-StnImGyFDb
Sv04uVuxIp5Zms1gNxKKK2Dal4B8S4rzVRltdYwam 1Dp5XnZAYpQdb76FdIKLaV
magfwX 7XWRxv23221-vDxRfgNzo tETKzpVLzfiwQyeyPGLBIOboYJ/7eObdv0je8
1860ppamavo35UgoRdbYaBcoh9QcfylQro6ocovEWXRcZ ZT2LawVCWIIy3brGP1
oUklfCpIMfIjf£7iGdXKHzg.

48V1 ALboUS04U3Db.

5eym8TW c8SuK01ltJ3rpYIzO0eDQz /TALvtuoUGOoModvpzs9tX EFShS81B7j671
SdiwkIr3ajwQzaBtQD A.

XFBoMYUZodetZdvTi1FvSkQ

base64url CFra—Fk

(=== -~ - -

{"alg"j:”"RSA-OAEP" ,f"enc":: "A250GCM" }

\__.I__.o \__.I.__.o

i > LT DIEET7)L T X
- HEFROIES 7))L YU X A




HBuElg=10D )7 )L J AL (RFC 7518, 4.1.)

i AIF (alg) 7ILTdYX L
RSA1 5 RSAES-PKCS1-vl 5
RSA-OAEP RSAES OAEP using default parameters
RSA-OAEP-256 RSAES OAEP using SHA-256 and MGF1 with SHA-256
A128KW AES Key Wrap with default initial value using 128-bit key iﬁﬁéﬁﬁﬁ%
A192KW AES Key Wrap with default initial value using 192-bit key CF%“fﬁ%?;g’Géﬁ?o
A256KW AES Key Wrap with default initial value using 256-bit key
dir Direct use of a shared symmetric key as the CEK (Content Encryption Key)
ECDH-ES Elliptic Curve Diffie-Hellman Ephemeral Static key agreement using Concat KDF

ECDH-ES+A128KW

ECDH-ES using Concat KDF and CEK wrapped with “A128KW”

ECDH-ES+A192KW

ECDH-ES using Concat KDF and CEK wrapped with “A192KW”

ECDH-ES+A256KW

ECDH-ES using Concat KDF and CEK wrapped with “A256KW”

A128GCMKW Key wrapping with AES GCM using 128-bit key
A192GCMKW Key wrapping with AES GCM using 192-bit key
A256GCMKW Key wrapping with AES GCM using 256-bit key

PBES2-HS256+A128KW

PBES2 with HMAC SHA-256 and "A128KW” wrapping

PBES2-HS384+A192KW

PBES2 with HMAC SHA-384 and "A192KW” wrapping

PBES2-HS512+A256KW

PBES2 with HMAC SHA-512 and "A256KW” wrapping




|-

T RES{bD 7))L U X (RFC 7518, 5.1.)

=8 Bl F (enc)
A128CBC-HS256

AES using 128-bit IV and SHA-256

A192CBC-HS384

AES using 192-bit IV and SHA-384

A256CBC-HS512

AES using 256-bit IV and SHA-512

A128GCM AES GCM using 128-bit key
A192GCM AES GCM using 192-bit key
A256GCM AES GCM using 256-bit key




> ::I:Ef@ﬂ =57)L YL /LD—D Idirl Content Encryption Key

Direct use of a shared symmetric key as the CEK
_EPEIESAIET (IR <. BEEEEHIESUIEZS IR D,
» RFC 7518, “4.5. Direct Encryption with a Shared Symmetric Key”

This section defines the specifics of directly performing symmetric
key encryption without performing a key wrapping step.
J2IZU. RFC 7518 Tl&. HBHEDRSOFTD)L—)LIXTESHTLVRUY,

» OpenlD Connect Core 1.0, “10.2. Encryption”

\

AN

The symmetric encryption key is derived from
the client secret value by using a left truncated SHA-2 hash

of the octets of the UTF-8 representation of the client secret.

[ OS> h2—00Lwy bD)\wS 1% EDTHIDFESHTZED]



JSON Web Token

=L+

The suggested pronunciation of JWT is the same as
the English word "jot". = =~ 3w

----- RFC 7519, Introduction
IWTES?

JSON FEN TRz L — A (claim) dD
67 IWS EUK (I IWE (TIEEHIAATZED




JWS AZz0D JWT

JSON ezl CTFXRIE |1
=NnizoL —LD Mlggiie L,
£5 "sub": ...,

l BASE64URL T>1—




JWE A2N0D JWT

JSON FZRT [y
KIR=Nic
gL — LD
%4

"1ss":
"sub":

T BESE
.y —

PAPRPRPRPRP RS

—\—

/

_ s xn fe

NPIRIND ST —| | BBSEX




=260V, lBSEBUTZL

— JWS & JWE CTL< 3T, BULLI(E
JWE = JWS TLK 38

!

Nested JWT




Nested JWT (OWS H* JWE (CEFEND/\F—>)

JSON eI T |

%fﬁéﬂt "iss": ...,
"sub": ..., 22727272727
ggé_m T 22727272727
BESAE 19222222
BASE64URL 2272272727
JWS lI\/:'—l*‘ 2222227
- 2227277
v | pepig
: . BASE64URL
T>d—R

JWE




OpenlID Connect Core 1.0, “2. ID Token”

ID Tokens MUST be signed using JWS and optionally both
signed and then encrypted using JWS and JWE respectively,
thereby providing authentication, integrity, non-repudiation,
and optionally, confidentiality, per Section 16.14. If the ID
Token is encrypted, it MUST be signed then encrypted, with
the result being a Nested JWT, as defined in JWT.

ID b—221Z1% RFC 7519 UWT) KUsRULVFHIFE MM A B

=% |WH

so g [ER, BUBSEOBE [E%(CHESE]
50 C S IBEN WA,




IWT L —LA

1
"JL—LR" DL —ALIE,




RFC 7519, “4.1. Registered Claim Names”

aud audience FAA

exp expiration time | B%1EABRAR 1 K5
nbf not before B3NHEAPR I X
iat issued at FE1TRFX)

jti JWT ID JWT ID
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»ID b= 2 (& IWT (D—74&
»ID =02 (C8EFNdTL—A

1I> Bl_ﬂs_ﬂb DIE(L_I%IQE_5:E)O)
2. T RI—Y—EHICEAITDIED
3. €A



OpenlID Connect Core 1.0, “2. ID Token”

gL —L% iz

iss ID b—2>%17E (OpenlD ZO/\A 4 —i#5IF)
sub sosl 11— —DO—=5AF

aud BEITDID =D FRBE (U=51477> K ID)
exp BREARAR T iFX

iat ID b= > FITEA

auth_time | —H—HFREESNZEFX

nonce UTLAT7Iv OB TeHDS S AXF
acr J—Y -S| UEEREsE > 7TF+F A NI S X
amr Ry - H Wb

azp AGeEN/Z ID =D FITHER




OpenlD Connect Core 1.0, “5.1. Standard Claims” (1/2)

L —L% 5yt AR

sub 11— ——=alF

name JILFR— A

given name ol

family name o4

middle name = RILFR—LA

nickname —wOXR—/

preferred username WHDI1—H—%&

profile JOJ+« —I)LR—=0 URL
picture JO7« —)LE&R®D URL
website Web £ M>JOJ®dD URL




OpenlD Connect Core 1.0, “5.1. Standard Claims” (2/2)

L —L% 5yt AR

email A—=)L77 LR

email verified A =)L R LU AMREEEH DS
gender %5l

birthdate S

zoneinfo AL —>

locale =)l

phone number EEERESS]

phone number verified BRI REEEHADED
address 1EPR

updated_at [B¥ROERILEF




L —AICKDTIFZEEWIOH PIEEIREDHNH B,

WIJ) family_name —> Kawasaki, “lm%j, HJH+

DU —LAEGKREIC #5355 ] ZDIFTCTXRIT B,

'y name'":"Kawasak1",




OpenlD Connect Core 1.0, 559K7&X T L — I
L — I3 Sl
ID b= > LEIFICHEITE=ND
at_hash w0 2K o) \wa s,
ID b= > ERIFICHEITIND
c_hash g+ “Koj\ws 1B,

Financial API, 559K L — I
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Location: {UA 4L ~URI}

e e S S SN BN BN BN BN BN BN EEN BN BN BN BN BN BN BN BN BN BN BN BN BN N

sredirect uri={U4 - L2 ~URI}
sscope={ XA J1—_TJE&f)

HTTP/1.1
HOST: {FA/bY—/\{—}

> access token DIENFEITESNIZT7IOTZA =D,
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posT { b—TO>TI > RIR1> b} HTTP/1.1
HosT: {FnjH—/)(—}
Content-Type:

client id={P>-41J)7> D}«
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application/x-www-form-urlencoded
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}
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> access token DIENFEITESNIZT7IOTZA =D,
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~— D2 UOT A

poST {b—2TO>TI> R/R-1> ~} BHTTP/1.1

HOST: {Er]t—/)(—}

Content-Type:
application/x-www—-form-urlencoded

|grant type=refresh tokeng

lrefresh token—{Ujb‘J/JJ\ 7\/:&

cllent_ld—{f7:Pf77>/FID}&
scope={ XA J—TE&%}

N—D 2L AR R

4

» grant type=refresh token CUJLw=>1 =027

HTTP/1.1 200 OK
Content-Type:
application/json; charset=UTF-8
Cache-Control: no-store
Pragma: no-cache

"access token":"{JVVILAK—=T>}" l
-7§5Eéﬁfﬁiﬁ5é_77“{T:__z7 AT,
"expires in":{BIET,
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}
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» UJLw=1b—7D>2% refresh token CHaXE.
> access token DIENFEITESNIZT7IOTZA =D,
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GET {FRu]T> R/RA> K}

______________________________

“response type= code-

st Tent 1a={7TUSA 7 ND}
sredirect uri={U4& -4 L2 ~URI}
sscope={ A1—_TJ &%}
sstate={1EEXZF5}

HTTP/1.1

HOST: {FZojH—/(—} 7

GET {Fan]T> RR-1> K}

________________________________

response type= token'
sciie nt 1d={754 7 RID}Y
sredirect uri={U4& - L2 ~URI}
sscope={ XA J1—J&})}
sstate={{EEXF5}
HTTP/1.1
HoST: {samJH—/)(—}
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response_type OEN' code IS5 (EERRII—RKTJO—,

token 5IE1>TUS
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openid ZE .
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OpenlD Connect Core 1.0, 3.1.2.1. Authentication Request

| REQUIRED. OpenlID Connect requests MUST contain the openid scope value.
i If the openid scope value is not present, the behavior is entirely unspecified.

5 5 B B N B 2

“the behavior is entirely unspecified” OFNDEEFR(Z [1E U < BYHVRUN]
LA LEDORICIE TEULKEIKT—XRESD] £EEZDABLD,

- https://www.ietf.org/mail-archive/web/oauth/current/msg17364.html

UL, IEULSBINWTERLVES, [MUST contain] BRI/ IRSB,

(scope

([C openid NEFENDINEDINZFITVITINENRLIEDODTUED, )

Authlete D3xE3% :

1. res
— C
2. res

bonse_type 7' id_token ZEOHE. scope (C openid A

SENTLWRITNEMI ITS—E9 B,

/A /A /A

bonse_type 7' “code”, “token”, “code token”, “none” M

%&. scope [C openid 73\ =g Cb\fd~< Ct)__j—(Z@BTcﬁb\o



response_type
id_token

token

2 v

3 v v
4 v v v
5 v v

6a (V4 v

6b v v v
7 v v v v
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: RsEsRn] OO T A =
]

/_ T2 RRA> S

IT>RRA> b

. IDh—U>
FOTR =0




2. response_type=token (openid =)
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3. response_type=id_token (openid »28)
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7. response_type=code id token token (openid &)
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8. response_type=none (openid &)
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JWK Set Document — JWK (JSON Web Key) DE&
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RFC 7636 (Proof Key for Code Exchange by OAuth Public Clients)

son] 11— REERDREADNIGHRE LT, 20154 9 A, RFC 7636
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PKCE, Authorization Request and Response

{https://server/authorization
?client id={client-id}
&response type=code

&code challenge= codecmﬂmnge|
&code_challenge_method=|plain | S256

Client Application

1. Generate a code verifier. ]
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code verifier

- - -
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code challenge
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PKCE, Token Request and Response
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12. Generate an
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4,51

HTTP/1.1 200 OK

RFC 6749 - 4.1.2

@ RFC 6749 - 4.1.3, RFC 7636 - 4.5

GET {FAIT> RRA> K}
?response type=code
gclient id={O3>A 77> KID}
sredirect uri={U#& LT ~URI}
gscope={ A 1—TE}
sstate={{ERXFF}
&code challege={FvL>>}
&code challenge method=S256
HTTP/1.1

HOST: {FBaJt—/(—}

HTTP/1.1 302 Found

Location: {J4& -4 L% KURI}
?2code={F2A] 11— R}
sstate={{ERXF5}

posT {b—=U>TIT > RRA> K} HTTP/1.1

HOST: {fRaJt—/(—}

Content-Type:
application/x-www-form-urlencoded

grant type=authorization code&
code={aRA]J— R}s&
client id={P54 77> KD}«

rediregt_uri={U9“’I’ L2 FURI} &
code verifier={RUJ7A¥—}

Content-Type:
application/j

Cache-Control:

Pragma: no-cach
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"access_ token
"token type":
"expires in":
"refresh toke
"scope":

son; charset=UTF-8
no-store
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HOST: {Fa[t—/{—} Pragma: no-cache

Content-Type:
application/x-www-form-urlencoded {

"access_ token": "{ZIOLAK—-DO>}",
"token type": "{b—=0>HAT}",

grant type=passwordé&
username={1—tH—ID}& <:l "expires in": {BWE},
password={/\XTJ—R}s F "refresh token": "{UJLwZa1hk—-o2}",
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Cache-Control:

posST {h—2U>I>RRA> K} HTTP/1.1
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Basic {54 7> hILFT>3vILX}

Content-Type:
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@ rrc 6749 - 5.1

HTTP/1.1 200 OK

@ RFC 6749 -6 Content-Type:
application/Jjson;charset=UTF-8

Cache-Control: no-store

Pragma: no-cache

posST {h—2U>I>RRA> K} HTTP/1.1
HOST: {Fa[t—/{—}

Content-Type:
application/x-www-form-urlencoded {

"access_ token": "{ZIOLAK—-DO>}",
"token type": "{b—=0>HAT}",

grant type=refresh tokeng&
"expires in": {ﬁ?“)ﬁ@%&} ’

refresh token={UJLwv>1hr—T>}s
client id={935-17> KID}s "refresh token": "{UJLwZa1hk—-o2}",
scope={A0— &} "scope": "{RI—FEf}"
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