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OAuth 2.0 and OpenlD Connectin the early 2010s
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Protocol Flow

Client

-+ Fmm +
—-(A)- Authorization Request -> Resource
Owner
<-(B)-- Authorization Grant ---
S +
R +
--(C)-- Authorization Grant -->| Authorization
Server
<=(D)=-==== Access Token --—-—-—---
Fmm +
Fmm +
-——(E)-=--—- Access Token -----—- > Resource
Server
<-(F)--- Protected Resource ---
-+ S —— +

Figure 1: Abstract Protocol Flow

Source: RFC 6749 1.2. Protocol Flow https://tools.ietf.ora/html/rfc6749
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“OAuth Dance”
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JWT (JSON Web Token) % F

. O /X7 FHDURL
t—7% 71— L]
DREFEFH

- B BSICHID

« OAuth2.0I(CHBIlT5
h—o e LTH
WonbdZELbHB

* OpenlDConnectTI&
JIWTZRHWTID b—7
vEEERLTWD

Wiz b —27 U 5R]

A WL

BASE64URL (UTF8 (JWS Protected Header)) || '&' ||

BASE 64URL (JUWS Payload)

BASE 64URL ( EJWS Signature)

| | 1 A\l

~Ny R —
RAO—F
E4

&ER4> 1% baseb4url T
>t a—rahTuna

base64url T7 3 — K|

JWSH. R D
Dk—2 v

{"kid":"1e9gdk7","alg":"RS256"}

eyJraWQiOiIxZTInZGs3TiwiYWxnIjoiUIMyNTYifQ.ewogImlz
cyI6ICJodHRWO18vc2VydmVyLmVa YWlwbGUuY29tIiwKICJIzdWIi0iAiMIQ4
Mjg5NzYxXMDAXIiwKICJThdWQiOiAiczZCaGRSa3FOMyIsCiAibmIuY2UiOiAL
bi0wUzZEV3pBMk1qIiwKICJ1eHA1Oi AxMzEXMjgxOTcwLAogImlhdCI6IDEZ
MTEyODASNzASCiAibmFtZSI6ICIKYWS1IERVZSISCiA1Z212ZW5fbmFtZSI6
ICJKYW51TiwKICImYW1pbH1 fbmFtZSI6ICJEL2UiLAogImdlbmRlciI6ICIm
ZW1hbGUiLAogImJpcnRoZGFOZSI6ICIWMDAWLTEWLTMXIiwKICJ1bWFpbCI6
ICJQYW51ZG91QGV4YWIlwbGUuY29tIiwKICIwaWNOdXJ1IjogImh0dHAGLYy 91
eGFtcGx1LmNvbS9qYW512G91L211lmpwzyIKEQ. rHOjEmBgn9Jre 00LykYNn
spA100ql2rvx4FsD00jwlB0Sym4NzpgvPKsDjn_wMkHxcp6CilPcoKriWHcip
R21AjzLvDNAReF97z0Jqq880ZD1bwY82JDauCXELVRI06_BOw3K-E7yM2mac
AAgNCUwtik6SjoSUZRcf-051ygIyLENx882p6MtmwaLllhd6gn5RZOQOTLrOY
u0532g9Exxcm-ChymrB4xLykpDj 31UivJt63eEGGN6DH5K6033TcxkIjNrCD
4XB1CKKumZvCedgHHF3IAKAdVEDSUOG1H9z4pP_eWYNXvQQOjGs-rDaQzUHL
6COOWNiDPWOLl_1xXjQEVQ

‘OpenID Connect Core1.0,A.2. Example using response_type=id_token

{

"iss": "http://server.example.com",

"sub": "248289761001",
"aud": "s6BhdRkgt3",
"nonce": "n-0S6 WzA2Mj",
"exp": 1311281970,
"iat": 1311280970,
"name": "Jane Doe",

"given name": "Jane",

"family name": "Doe",

"gender": "female",
"birthdate": "0000-10-31",
"email": "janedoelexample.com",

"picture": "http://example.com/janedoe/me.jpg"

>

(NAFUT=%)

JWS Signed IWT D!
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Getting a Token Using a Token

/\1 0) % }ﬁ b EE The OAuth 2.0 Authorization Framework The OAuth 2.0 Protocol: Bearer Tokens

i ‘ ¢ ' / _L draft-ietf-oauth-v2 draft-ietf-oauth-v2-bearer
A
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e 20154F, FE7
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= i HTTP Authentication: MAC Access Authentication
draft-ietf-oauth-v2-http-mac =

Tokens Assertions and Protocols for SAML V2.0
,__,--'f‘ saml-core-2.0-0s \
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) SAML 2.0 Bearer Assertion Grant
- Typo Proie for OAuth 2.0 1 cratiatiomuthisonmebrioken
draft-ietf-oauth-saml2-bearer f
A P
JSON Web Token (JWT) Bearer ¥ / “\‘ :
Profile for OAuth 2.0 4 Wi b
draft-ietf-oauth-jwt-bearer raft-letf-jose-jsan-web-signature

JSON Web Signature (JWE)
draft-ietf-jose-json-web-encryption

JSON Web Key (JWK)

2 02 O _/EE :E) % O) i i | D Other Protocols 4 JOSE draft-ietf-jose-json-web-key
- . User-Managed Access (UMA) /" JSON Wb Key (JWA)

Core Protocol e ¥ 3
draft-hardjono-oauth-umacore | OpenlD Connect 1.0 | draft-ietf-jose-json-web-algorithms

Source: OAuth 101 & Secure APIs 2012 Cloud Identity Summit
https://www.slideshare.net/briandav idcampbell/oauth-101-secure-apis-2012-cloud-identity -summit-2012/66
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OAuth/OIDC in 2020
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OAuth 2.0 Security Best Current Practice (BCP)

https://datatracker.ietf.org/doc/draft-ietf-oauth-security-topics/
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OAuth 2.0 Threat Model and Security
Considerations (RFC 6819)

— OAuth 2.0 Security Considerations
(RFC 6749 & 6750) D

Source: draft-| |etf -oauth-security-topics- 14 OAuth 2.0 Security Best Current Practice
https://datatracker.ietf.ora/doc/draft-ietf-oauth-security-topics/ 14
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RFC 7636: Proof Key for Code Exchange by OAuth
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draft ietf-oauth-security-topics-14/ 2. Recommendations
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Resource Indicators for OAuth 2.0

https://datatracker.ietf.org/doc/draft-ietf-oauth-resource-indicators/
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« mTLS [I-D.draft-ietf-oauth-mtls] L < & private_key jwt
[OIDC] D & 5 IEXFFIR (RNHEBR—X) OFA TR



AUTHLETE@

OAuth 2.0 Mutual-TLS Client Authentication and Certificate-Bound
Access Tokens (MTLS) https://datatracker.ietf.org/doc/draft-ietf-oauth-mtls/

. 54TV D HIBRENI-XE09EAED [H 727 bihle (DN) | 2&FEE BE

Resource . Authorization Resource
User Agent Client
Owner Server Server
SRR % HET
Subject DN7%&

BEAYITR b

=22 VO ITRAbE
-+ ILSHERII%17°>TY 547 ¥ FOXS09IHEEREL .

N ZOIABOY T U5 FONES EIZH 547 o b &R
7 4t ZER e YO IXFADclient_idDENSY T4 7 2 bEEEH

* EDV A7 v MEHRE LTEAMEHZ SN TS [GEAED
H$JUxy FDN] DIELRE LEEE

AL RRV R
k=2
TLSIEERE b 2.8
client_id
Client's
X.509 Cert rk—=ov
L ARV R

API
PR e


https://datatracker.ietf.org/doc/draft-ietf-oauth-mtls/
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OIDC Core 1.0/ 9. Client Authentication / private_key jwt

https://openid.net/specs/openid-connect-core-1 0.himl#ClientAuthentication

« PHBESICEIVBRINIER (FL—Ltvy b) &b EICHE
2 L—Lty b

"55£9f559-2496-49d4-b6c3-351a586b7484",
"55f9f559-2496-49d4-b6c3-351a586b7484",
"https://idp-p.example.com/token",

Resource . Authorization
User Agent Client
Owner
SRR % HET
RAY TR b
21—y — R - |
TV RER
RAL KR
r k=2
ys IR b
Signed JWT
=2
L RKV R
API
YsIR b

1418698788,
1418698848,
"1418698788/107c4da5194df463e52b56865c5af34e5595"

Signed JWT4 Bk

=22 UO9IRb

POST /token HTTP/1.1
Content-Type: application/x-www-form-urlencoded
Host: idp-p.example.com

grant type=authorization code
&code=sedaFh
&scope=openid+email

&client id=55£9f£559-2496-49d4-b6c3-351a586b7484

&client assertion type=urn%3Aietf%3Aparams%3Roauth%3Aclient-
assertion-type%3Ajwt-bearers&

client assertion=eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NiJ9.
ewOKICAg[...omitted for brevity...].

t- gX8JQ[...omitted for brevity...]
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draft-ietf-oauth-security-topics-14/ 2. Recommendations

22. b=V 7L 1DBLE

o RAY—N—BLOVYV—RYP—1"—(ZEENWT [EEFEE
RET77E€Ab—2 ] ZHVWAHZ &
— ZD L < & & LT Mutual TLS for OAuth 2.0 [RFC8705] % #t12

« Y7Ly a b=V VIREEEREICTSIE. H LKL
I —7T—> 3935 EENE

« IVFY—ITV RDOTLS%H#E
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OAuth 2.0 Mutual-TLS Client Authentication and Certificate-Bound
Access Tokens (MTLS) https://datatracker.ietf.org/doc/draft-ietf-oauth-mtls/

. =20 VI TRANEDI ZAT > FEBBEIZ, RITT BT 78R =0V % NN, VK

ey Usersgent | cienm Ao Resoute
WIRBRA % RN I\ 7 y I) 7 IX '\
s TLSHERZIT2>TY 472 FOXS09 IBAEZF G L
. FOIAEDY T Y FDNZL EITHSA T FEEREE

i e YO IR MAODQCclent [dDEMNSY T4 T 2 EEH
B s TRV AT MEHRE LTEHIER SN TS IFIAED
'U'j /Ib I‘DNJ 0)1'5&59 L/nl..n

2L -
7t RER

k=2 LRARIR

[ o BBAEICEEU DT (A Y RLTz) FOER M=V U %RH
[

TLSIRE R cmjeitlin:id API! ) 7 ¥ 2 I\

Client's TLS*EEIJIL- nIEé TULND SA T FDOX5095 Eﬁﬂi§E2

Y - s SIBAE LTIV R M= DHEEUVDE WNAM U F) #HER
" Giewe. AT T : I~ GUICEEND or AV FARRY I VDFERE
- <@ohB. EBED (FATUL L EHE
TLSHEERAE

Client's RT + client_id

X.509 Cert


https://datatracker.ietf.org/doc/draft-ietf-oauth-mtls/

AUTI-ILETE@

Experts in API Autho

Request Object/ Hybrid Flow / JARM

FINANCIAL-GRADE API (FAPI)



AUTHLETE@

Financial-grade API (FAPI

openid.net

OpenlD

£/t API [ 17 @ OAuth 2.0 B

What is the Financial-grade API (FAPI) WG?

Overview

770T 4R
20164 (ZOpenlD FoundationZzF (Z

Working Group Chairs

B I N/-FAPI WGIC TERET T e
A=l Z - CIRE
* Na mura (Nomura Research In ), Anoop Saxena (Intuit), Anthony Nadalin (Microsoft), Dave Tonge

hed at <

The chairs cai
List of Specifications

+ IZ[EOpen Banking® = MCDR7: &
H BEIC R F

Followings are skeletons of the future works, The structure may well be changed.

Source: https://openid.net/w a/fapi/

S


https://openid.net/wg/fapi/
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FAPI X aVT4 - 7A77A40

« Part 1l (Read Only)
— OAuth 20 BRD 77774 X
— OAuth 2.0 ¥E5RHR
— OIDC I2& 22 —H—HBFOIRT
- Part 2 (Read & Write): OIDC D F&7H&
M7 ER + #7c RHlaRE R

— Request Object, Hybrid Flow, MTLS,
OAUTB

- JARM

OIDCHisRHR

OIDC7 72774 X

OAuth2¥L R HR

QAUth27' 2 774 R

. |

Part 1 (Read Only)

L
Part 2 (Read & Write)
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FAPIIZ$H 1T 3 “OAuth Dance” O E - R

e WAIUIIRE [ LRRYZDEEE & LG &> R
= . Resource UserAgent Client Authorization Resource
ZEFR - S ABGLE Owner Server Server
—  Request ObjectD#F #=h
—  Hybrid Flow% L < [ZJARMD#] A R B ISk
- Faa—FolRH - ZEBIE ﬂ
—  redirect_uriQBE L ER ﬁ S
— T Ut RAER
e 747V ErDOHEYTELBAL -
Ao P
—  Mutual TLSH L < IZIWTIC K S JT—F
7 _3 /r 7 \/ [\ =g (OAuth) FBE L XKV R
R/LMA.
= s - - (OAuth) TR
- b—oroRH - BRI a%anp rre QS
X . -
- OAUTB (b—2 ¥ - R4 VT4 ) oAty >4
b L <IEMTLS GRAATLSEEEA D S Orn R =g
NA v R) oFHE Yo b
(OAuth)
API
=7 L KRR

APIL RV R
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JOITRMNFT 7 b YIIR ATV hDIL— L

O|DCu«u JoxTX I"\a)%%)@ﬂﬁ’iﬂﬁ "iss": "s6BhdRkqt3",

"aud": "https://server.example.com",
"response type": "code id token",
"client id": "s6BhdRkgt3",
o "redirect uri": "https://client.example.org/cb",
Resource . Authorization Resource ' T :
o User Agent Client S S 'scope": "openid",
wner erver erver "state": "af0ifjsldki",
(R&— 1) "nonce": "n-0S6_WzA2Mj",
"max_age": 86400,
"claims":
{
BG4 S "userinfo": { .. "email": {"essential": true},..},
"id token": { "gender": null,
"acr": {"values": ["urn:mace:incommon:iap:silver"]}
21— — RS -

T 7 RAEGR

AL ZEY R U 7IZ I‘T7:/17 I*EEEK(;
OIDCEREEY 7 T X b
ET - [EEL
Sl GET /authorize?request=eyJhbGciOiJSUz I1Nils ImtpZCI6Imsy

YmRJIN0.ewOKICJIpc3MiOiAlczZCaGRS...
API
Yr/ITR b e 7'35':'/}_ L

GET /authorize?

request uri=%3A%2F%2Fclient.example.org%2Frequest.jwt..
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. ERCI R k
Hybrid Flow e
RO —F&ID k=7 %ZZAEPH HIRA]

?response_ type=code%20id_ token

[...]
&state=af0ifjsldk]j

Resource . Authorization Resource
User Agent Client
Owner Server Server . 5
L Detached Signature & f%
B|AY ST
— o]
SBR[ L ARV R
- — HTTP/1.1 302 Found
1;;;;’;;2 Location: https://api.mytpp.com/cb#
code=Splx10BeZQQYbYS6WxSOIA
&id token=eyJ0 ... NiJ9.eyJlc ...
— . I6IjIifX0.DeWt4Qu ... ZXso
ikl takilda sstate=af0ifjsldkj
(75542 F) state,
code, id_token
IS5+ K

Detached Signature (Z & % &

) 5 7 )( k _/— state, code,

id_token

=2 AU Z T 20k

|

code
AT, RT,

ID Token F _‘f7 :/ L’;Z7T€>/;Z
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Detached Signature
BRELF DfEICER L TR L AIITRED

s_hash, c_hash4
gL—Lty k

{ .

"s hash": "76sa5dd",

"c_hash": "asd097d" ..

Resource . Authorization Resource
Client

}
Owner UserAgent Server Server

(2&—1)

1—Y 58 -
7Yt RAER

ID k—% > (Signed JWT) ARk
FER L AR R

HTTP/1.1 302 Found
Location: https://api.mytpp.com/cb#
code=Splx10BeZQQYbYS6WxSLIA
&id token=eyJ0 ... NiJ9.eyJlc ...
I6IjJIifX0.DeWt4Qu ... ZXso

RAL KRR :
(73542 1) state, code, sstate=af0ifjsldk]

[ d_token (s_hash, c_hash, E4) B

FAIJ 7T b
state

ID b—% > (SignedJWT) Z#&&iE L f=ET. c_hash,

s_hashz#HH L. ZhEh % +$ &IZcode, state # #REE
:N
YJITR b
: s_haSh : : "76sa5 dd" ,
state=af0ifjsldk]

b=2>
L XKV R

"c hash": "asd097d" ..

ID—2 > (Signed JWT HDINVINSGA—"—L LT
ST o : WNAELY) B ZITE - =B
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JARM , BARIYHY TR+

JWT Secured Authorization ResponseMode
for OAuth 2.0

Resource . Authorization Resource
User Agent Client
Owner Server Server

(2&—1)

response (SignedJWT) 4R
RALRAKRUR

HTTP/1.1 302 Found
L tion: https:/ ent .example.com/cb?
response=eyJhbGciOiJSUzI1INiIsInR5cCI6IkpXVCJI.
eyJpc3MiOiJodHRwczovL2FjY291bnRzLmV4 YWl wbGUuUY2 9t TiwiYXVkI
joiczZCaGRSa3FOMyIsImV4cCI6MTMXMTI4AMTk3MCwiY29kZSI6I1B5eU
RAIL ARV R ZhdXgyb zdRMF 1mWE JVMzJqaHcuNUZYU1FwdnI4YWt20UN1UKkRTZDBRQSI
sInNOYXR1IjoiUzhOS]jdlcWs1ZlkORWpOd1BfR1 9GAH1IKATZwVXN2SD1lg

[ response (code, state, E4) c1luaTlkTUFKdyJ9.

EE’&H Y7z b m

HkdJ TYgwBBj10C-aWuNUiAO62Amg2b0 oyuc5P0aMTQOphAqC209WbGSk
pfuHVBowlb-zJ15tBvXDIABL t83g6ajvjtg pgsByiRK2dLVAUwKhW3P
_9wjvIOK20gdoTNbN1P9zZ41lmhart4Bqralol8e-L EfAHfhCG_DDDv7Yg

<+~ Signed JWT#&

E‘I_I'I

k=22 TR b
k= LARAKRURA
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FAPIE¥2UF 4 7R 7 74 LOBRR

(EEEMITFT 7 FE2IRUE)

. Removed

OAuth 2.0 Token Binding
code id_token and code id_token token
LoA3

Public client support

+  Separated

Pushed Request Object https://bitbucket.org/openid/fapi/src/master/Financial APl Pushed Reguest Object.md

. Promoted

JARM as an alternative to Hybrid Flow

* Added

60-minute lifetime for exp in Request Object

44


https://bitbucket.org/openid/fapi/src/master/Financial_API_Pushed_Request_Object.md
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OAuth ICHIlF3 [Ra—7] (scope)

& Ca
Resource User Agent
Owner
(R&—1)

e o
. Authorization Resource
Client
Server Server

E:::;(omm)%ﬂu7lxh —>

2L -
T RER

T

GET /authorize?
response_type=code&
client_1id=287560982&
redirect_uri=https://

client.example.org/cb&
scope=payment&..

(OAuth) FBRI L XK R

(OAuth)
Y 2
Y7 TR b

(OAuth)
N
L ARV R
(OAuth)
API
IVESSS

(OAuth)
API
L 2RV R

Uy—x#—f—(l—ﬁ—)ﬁﬁ
ATV MCBET ZHEROKE

— APIUZ &> TT7 7t RAIRER
T — R DfERE - EH

(e.g. OEEIEHR. EX5|ERE)
—  APHI & - TEITAIRELMEEED
#HE (e.g. . RAE. ¥%)

[ B2 EDEA] [REL-HH
TODT—ZEE] LS5 HBNEEER
W BICFEDTBEN?
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[4>T7> ] OEA

& Ca &7 @ & (@ < o
Resource UserAgent Client Authorization Resource
Owner Server Server
— —‘ ﬁm&%tﬁ%%%'—' R
:
— —

EZ 2N o]

EOPYAYS

EBIAAR~D
AGREHERR

v

: — RAILRR VR
p— e k= >
Yoy TRE
[4>F>r]IC
-— j— DH{TEERIBEA

k=7 %R

> API
i Yo/t >
API
‘_ | @

&7
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ATy M&k? [BE|HA] 077 X5A]

e H— K/—F 4 HIRITDOAPIIC,
O B E R EE R FIERGER
ED T4V TFv ] #FaiEsx

o EBERINT-WERZHAED
RITOWebHY A 2
77U THERE - AR

o AR Y—FXX=FT4n 4
YTV ] ORBOERITZIRIT
DAPIIZY 7 TR b

Q & >
& Wy ® S
Resource . Authorization Resource
User Agent Client
Owner Server Server

ﬂﬂiﬁ%ﬁ&é%%i'—l R

— [T | B
e [ [ 25 N ID] EHD

47~ kD]

20
@AY TR b

EBIAAR~D
AGREHERR

v

FAIL RV R

=4/
PR

B2
DH{TEERIBEA

=7 zRE
API
UZ/TR bk
API
LRARYZ

&7
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[4 > T7 > b] DIEE#EL

«  FAPI WG 7" “Lodging Intent Pattern” (Z;£ 8
https://bitbucket.org/openid/fapi/issues/142/standardising-lodging -inte nt
- FBENCZ 7A7 Y bHRAIY —/3—(C “intent” %
B8 L. REIN/ZZOD intent ® [/ R ZFBATY
7= S il

— UK Open Banking TI& essential claim, Berlin Group
NextGenPSD2 Tld dynamic scope (C TR

«  OAUth 2.00FBAIY 7 TR bz HiiRT B8k E L T
IRFEIETF OAuth WGIC CEESmH EITH
— OAuth 2.0 Rich Authorization Requests

— OAuth 2.0 Pushed Authorization Requests

AUTI-I!_ETE@

Meeting
OIDF FAPIWG F2F

organization

+ Testing and certification

Source: https://www.slideshare.net/tkudo/osw2019/7

Bl oauth2 Signin | Gevstared

Rich OAuth 2.0 Authorization
Requests

Ry orten ottt (T

I’s been a while since I blogged about the new challenges arising from open
banking and other use cases when it comes to OAuth authorization

requests.

Meanwhile, I have been entertaining my ideas with a lot of smart people in
the community, combined it with existing proposals, such as the FAPI work
on pushed request objects and OAuth.xyz, and teamed up with great co-

authors to write up concrete specifications.

Source: https://medium.com/oauth-2/rich-oauth-2-0-
authorization-requests-87870e263ech
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OAuth 2.0 Pushed Authorization Requests (PAR)

https://datatracker.ietf.org/doc/draft-ietf-oauth-par/

. S N i’ S 37| 0 & >
PARI 4 I\ ,—J_ ’f 4 I\ (*ﬁ*ﬁ') Res%arce Use%ent Cﬁent Authorization RGSEJI’CG
— USATY FRAY—A—C [ERARE e ==
YT 2&FL, BAIY—"—pH" [V - 7221 53], p
7 TZ FURI] %384 ‘ EP
- __f'U'—/\—f)‘77’fﬂ\/ l\%nbn.l-.E_.[
« ATV RRAY b (LK) i Authz
EP
— 7747V EARAIY ==, YT X}
URIZEE TEMARRY 7T X ] #%(E AL 2K 2
* https://as.example.com/authorize? ey
request_uri=<) 7 TX ~URI>&...
b—s >
- dA—YH-—-—xT—- v kIC ct’)’cq:'%l_énél\i . o API
HEB/IML
API
L RKEVR

&7
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OAuth 2.0 Rich Authorization Requests (RAR)

https://datatracker.ietf.org/doc/draft-ietf-oauth-rar/

«  “authorization details” /¥5 X — & — S @ @ e B
b2 Owner UserAgent Client Server Server
(F#R)
_ - e _ A &t
— T A TV EPRAY == [FEMARZE
DI X b ZFE — @tzgf’fiﬁ b

21— — 3R -

* https://as.example.com/authorize? 794 ZER

response_type=code&
client_id=6493509078&scope=email&
authorization_details=[{*type”:“type0”,

n H 11} " n 1 mw n m, L1} rgﬁﬁj%i%EJ %
locations™:["loc0","loc1"],"hello":"world"}] BG =y

L RV R

— RAY—N—FZOAR%E., FRAEICHWL
ZEREBEIC, P—2 YL RRVYAPA > b0
ARG av L RARVRELT, ZNEFNY
AT REY Y —RY—/N— TR H

API
L RKRY R
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UTILIZING END-USER DEVICES
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“Redirect Flow”

it (WEBELAER:
3 i

1. [AEY A +T
R7A ]

2. URAL o b

4. V&AL 7 b

X

3. ROk

1-—Y—-x-Yzrt

Source: ¥3— 7 #7— K, Google
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RFC 8628: OAuth 2.0 Device Authorization Grant

https://datatracker.ietf.org/doc/rfc8628/

1. 7834 RERH]

7747k
(FN A R)

2. T/N4 RFRH]

0 s LRARVR
\ e R
: i
< 2,|device_code, user_code etc.] DA EP '7"\\/“’( X-E:%,J\E_I-
i 1 D N I

4 | device code etc.

A

Token EP

41

y/

0.x%—F

G2

3. user_code

FIR

EA

‘!

a—H—

©)

—
4 b=o > B P=2%
Y7xTX b L RRVR

6) k=2~
%{E > TAPI

TR

API

4 31— —FREr
— & user_code A S
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HEHIBKRTIE, 21— —ICkD [UXAL7F ]

7747 b R 297 - APIY — /8N —

(F/R4 R) -
g
R >
— I

user_code
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Z IS 7 WEREE -

7747k

(F4 R)
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oA * APIY —/N—
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“Decoupled Flow”

« [ T7LY, BIEIC

5,000

135 > T |

— FTTOT—XA|C
FTFH — E X Apph S

A

Voice — Decoupled/Embedded (Biometrics)

ASPSP

Payment of

Amount: €39.90
Merchant XYZ
ABC123

/-1 TouchID
/1' to confirm
~
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https://www.europeanpaymentscouncil.eu/document-library/minutes-and-agendas/authentication-sca-guidance-key-topic-clarification-api
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“Decoupled Flow”

e TVVavb T EDT,

- RREENEECEAFTEEZIERD

- FRL—Z—(C [TEBEIFDRT—}
7+ VISEXABRZHEY LET, THER
ZEREWLET] EEND

- FEEEFIFTORT—b 7+ IC& &R
BY—EXApph S DB % A TERT B

— JEEANDRENMTHONDS
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“Decoupled Flow”

e {RICPonta® ID ERFETEXBEZDIDAH

SHEONTT=5

— aOvEZEE [Pontah— FAHEV] L v |visA = -
- mm

_ o= i B

— EE [XXXMHT7]

— & [CIBAPay(} v¥)]

- JEB TIEW®E 5]

- BORVEK [(XXXHZBA—Y VICXIWET,
EALWTTH?)]

- & [k
- 5B [ZiLEbhi, Ly—hEZ]
MEHF T 5 TT

Source: https://ritou.hatenablog.com/entry /2018/12/29/224452
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OpenlD Connect Client Initiated Backchannel
Authentication (CIBA) Flow - Core 1.0

https://openid.net/specs/openid-client-initiated-backchannel-authentication-core-1_0.html
«  OpenlD Foundation £ TF DWGIZ TEER DI I-HAA — 7 115

- [Y—EXRZFATET A R] & [FEEZEITITNAR] 208k
- JWRLERER (CX) oRftetFa U T4 @MIC

Etley Y@
9

5,000/ % KB

—_—
TEFSA Av—hRE—H— TEFSA aO—Lt vk —
RIS L 728R1T BRIEG L 724
D APl #FJBL T X/Ffj EZX®D
S AR % FbA AP| % 1{# > T #
SVERBH LA
RITT Z VI \4%/%*) Bz
A D7 7Y@
P R — <—
{EFEADARTR CIBA 3t L 7=8R1T FEADRTKR CIBA 3ty L 7=

RAAV MY —ER
Bll: 22— bFPRE—H—RBHTOES B2 :57FLEYay T TORE
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CIBA®D7A—

0. 2—%¥—o
BT & IR

-——

1. 583 2. BIIHE
VIR b
S /
1 User
Identifier o

1Ny 5 F % FIVEREE
I REKRAV

o8]« APIY —/N—

VA=A

2 EuthN Req IDi

3 [ID Token/ AT* / (RT*) |

4)

N

(PATVT4T4 -

(4) BER % 4) b=2o v
FELTULE% %{$-> TAPI
=T ToER

OoQm

Consumption
Device (CD)

3. REHER &

b —2 > %RA

(Poll / Ping /
Push)

(*) Access Token
(**) Refresh Token

Authentication

Device (AD)
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Experts in API Autho

IDA

ASSURED IDENTITY
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OpenlD Connect for Identity Assurance 1.0

https://lopenid.net/specs/openid-connect-4-identity-assurance-1 0.html
Identity Provider

. “verified_claims” (##R) & L@ & >
Resource User Agent Relying Party Authorization Userlinfo
— [#&EEF 7 L — A | Owner ying Server Endpoint
- ODbChZL—LELTER WA A T

BRLEW TRAEAIL—L] Z
BURIEY /TR b

«  RPIZ [BUS L 7= \WREEE 7

L—LEXZDRAE] =, 7P: S ena

Yo7 TXkDclaims/¥7 X — « T T

X—%ZHWTIEE = -
YoITR b

. IdPIZXID b — 7 > X UserlInfo
L ARy RELT, BIEE Y :
L — L % RED b

"date_

Userlnfo
Y7IR b

"elaims": {
"given_name"

& Userlnfo
L 2RV R

(&®=T)
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