TAME™ Range

AN ADVANCED CYBER COMPETENCY CENTER

IAl's TAME™ Range is an advanced cyber
competency center, which can be provided
either as a turnkey solution or on a pay per
use basis. It's an ideal dynamic, realistic and
affordable cyber training environment. The
TAME™ Range training curriculum challenges
cyber security enthusiasts, intermediaries and
security professionals with authentic, real-
world cyber-attack scenarios.

Cyber competency, security

professionals, real-world

cyber-attack campaigns,
training, capacity buildup
<< \fjsit website

CyConcerto
NEXT GENERATION NATIONAL LEVEL SOC

IAlI's CyConcerto is an innovative core
management platform for National-Grade
Cyber-Security Operation Centers (NSOCs).
Designed to strengthen national cyber
resilience, CyConcerto integrates and manages
an assortment of cybersecurity systems,
fusing them into a single focal point forall NSOC
services and activities. CyConcerto performs
centralized threat analysis and management
by integrating threat intelligence information
from multiple sources with reported cyber
incidents and attack surface mapping.

National-Grade, cyber
early warning, NSOC, SOC,
cyber resilience, situational

awareness, incident response
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IAI-ELTA
Cyber Division
IAI'S CENTER FOR CYBER SOLUTIONS

IAl's center of excellence for Cyber Solutions
addressing national-grade cyber challenges
faced by nation-states, critical infrastructures,
defense forces and large enterprises.

IAl leads the Israeli Cyber Companies
Consortium (IC3) and the Israeli Aviation
Cyber Companies Consortium (IAC3)
comprising of leading Israeli cyber
companies, the best and finest of Israel’s
cyber eco-system & innovation.
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CyFo
MALWARE FORENSICS PLATFORM

CyFo is an all-inclusive Malware Forensics
Platform that enables investigators to perform
the complete malware forensic analysis cycle.
The platform is easy to operate and requires
very little training and operating knowledge.
What once required experienced expertise can
now be performed simply and automatically
with no need for user interaction.

CyFo
Malware Forensics
Platform
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Cyber Academy
COMPETENCY CENTER

IAl establishes local live and online cyber
academies. This is achieved by providing high-
level expert training solutions and enabling
our end users to gain independent cyber
knowledge in order to run their own Cyber
Academy through train-the-trainer programs.

Services include on-the-job and hands-on
training, testing, and operational support
that will strengthen an organization’s cyber-
security proficiency level.

Cyber competency,
interactive cyber classroom,
online academy, train the

trainer, capacity buildup
<< Viskwebsite
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CyShare

COLLABORATION AND INFORMATION SHARING

IAl's CyShare platform provides a secure
portal for sharing cyber threat information
within an ecosystem. Designed for National
Security Operations Centers (NSOC) and
central SOC/CERT'’s, defense, government
agencies and large enterprises, CuyShare
provides quick, easy, safe and systematic
means for NSOC, CERTs and central SOCs to
alert its member organizations of new and
emerging security risks and provides tools
and best-practice methodologies to prevent
and mitigate cyber-attacks.

Information sharing,
capacity buildup, TLP,
SOC, CERT

<< Download brochure

CyScan
NATIONAL VULNERABILITY SCANNING PLATFORM

IAl's CyScan is a platform for monitoring
nationwide vulnerabilities and configuration
discrepancies, facilitating a comprehensive
cyber risk awareness. The platform performs
nonintrusive, proactive and automatic national
IP address range scanning and analysis for
Attack Surface Monitoring and reports on
potential risks. The solution simulates the
attacker’s view from all steps of the cyber Kkill
chain and detects and exposes vulnerabilities
on IT and OT networks. CyScan incorporates
global vulnerability scanning engines (i.e.
Nessus, SHODAN).

Risk mapping, Attack Surface
Monitoring. Cyber Kill Chain,
Vulnerability Scanning

<< Download brochure

Trades

THREAT AND RISK ASSESSMENT

IAl's TRADES is a model-based design and
analysisimplementation of IAl's state of the art,
field-proven methodology for Threat and Risk
Assessment. TRADES enables management
of security related repositories (threats and
controls), on the fly documentation of system
composition and security related findings,
threat chain composition, scoring and model-
based design paradigms.

IAl's TRADES is open source and can be
downloaded at

https:/github.com/IAl-Cyber/TRADES

Cyber model-based design,

cyber analysts, Threat analysis,
risk analysis, threat risk analysis

<< Download

Cylinspect
SOFTWARE SECURITY AND AUDIT TOOL

Cylnspect is a software security and audit
tool that performs software scan for cyber
vulnerabilities. Cylnspect maps the entire
software parts, including drivers and
firmware, and associates each vulnerability
to the relevant software part.

Cylnspect incorporates global cyber
vulnerabilities scanning engines based on
Off-the-Shelf and open-source tools.

Cyber software-scan,
vulnerabilities analuysis

<< Visit website
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CyITS
ISRAEL CYBER CENTER FORITS

CylTS is a state-of-the-art research and testing
facility, that certifies products in compliance with
the regulations governing cyber resiliency of
Intelligent Transportation Systems (ITS). CylTS
was established by the Ministry of Transport,
the National Cyber Directorate, and Ayalon
Highwauys, in partnership with a consortium led
by ELTA Systems, including IBI group, Alstom,
Enigmatos, and Ben- Gurion University of
the Negev. CyITS offers the industry’s most
advanced technologies to optimize a range
of cyber defense capabilities for vehicles and
transportation infrastructures.
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Custodio Subsidiary
CYVESTIGO & ORBWEAVER

CyVestiGO, Next Generation Cyber
Investigation Platform, is an advanced multi-
layer cybersecurity investigation solution
that automatically correlates & pivots events
of interests from multiple data sources. It
generates an intuitive threat visualizer for
actionable insights.

Orbweaver is a patented early warning data
leak detector. When the dreaded data leak
occurs, Orbweaver enables you to get a head
start on damage control by promptly and
covertly alerting you when sensitive data is
accessed outside of your organization.

1 Cybersecurity investigation,
EHE Data leak detection
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