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Abstract—Due to the myriad of loads that are collected into 

commercial Grid-interactive Efficient Buildings (GEBs) focused 

on the industry 4.0 paradigm, it is important to ensure their 

proper electrical operation. The power quality (PQ) here requires 

a granular monitoring approach, reaching a point where each 

device connected to the microgrid can diagnose whether its power 

supply is optimal. Otherwise, it can participate cooperatively in 

decision-making to avoid anomalies or faults in the microgrid. In 

this work, we present cloud-based extended functionality to make 

smart appliances (SA) responsive to the grid, either autonomously 

or managed under the open automated demand response 

(OpenADR) standard. Further to acting as a switch, the main 

strength lies in its PQ monitoring via the Fiware Internet of Things 

(IoT) platform with data-driven analytics capabilities. It identifies 

and even predicts a broad spectrum of electrical disturbances, far 

exceeding the capabilities of previous solutions such as the grid-

friendly appliance controller, so it is possible to customize a 

battery of alarms at will (e.g., according to IEEE 1547 standard). 

Moreover, although it can act autonomously, its main mission will 

be to act in a coordinated manner, either cooperatively or under 

the supervision of the GEB Energy Management System (EMS). 

Finally, different case studies are presented to show their 

capabilities. With the integration of these distributed sub-

metering systems, under standards IoT wireless communication 

protocols, a further step will be taken in the advent of the digital 

utility paradigm. 

 
Index Terms—advanced metering infrastructure, Demand 

Response, Fiware, grid friendly appliance, grid-interactive 

appliance, internet of things, OpenADR, power quality, smart 

appliances, smart grids. 

I. INTRODUCTION 

he market for large household appliances is expected to 

grow annually by 1.8% (CAGR 2019-2023), reaching 

368 billion dollars in 2023 [1]. This increasing pace is 

being driven by several trends, such as the expansion of 

digitization in everyday life, the citizen interest in 

sustainability, and the increase in the purchasing power of the 

average consumer. Meeting these expectations requires 

investments and economies of scale, but on the other hand, it 

can bring new opportunities for innovation. Thus, in recent 

years we have witnessed the appearance and proliferation of 
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SAs. Popularly SAs are recognized for having some electronic 

processing capability and wireless connectivity. For example, 

smart washing machines can independently regulate the 

washing powder and the detergent to be used depending on the 

weight of the load and the type of fabric. They can also 

automatically send alerts when the detergent runs out. 

However, in the energy field, within the framework of Smart 

Grids (SG), the term "smart" refers to those appliances capable 

of modulating their electricity demand in response to signal 

requests from the electrical system. Thus, household appliances 

could incorporate different Demand Response (DR) strategies. 

DR has already proven to be a resource that the grid operator 

can use in several ways to provide system reliability, stability, 

and security services such as voltage and frequency support. 

Typically, DR policies can be divided into direct (explicit DR) 

through aggregation or virtual power plants (VPP), or indirect 

(implicit DR) [2]. Explicit DR (also called incentive-based DR 

program) is divided into traditional-based (e.g., direct load 

control, interruptible pricing) and market-based (e.g., 

emergency DR programs, capacity programs, demand bidding 

programs, and ancillary services market programs). On the 

other hand, implicit DR (sometimes called price-based DR 

program) refers to the voluntary program in which consumers 

are exposed to time-varying electricity prices, e.g. time-of-use 

pricing, critical peak pricing, and real-time pricing. For the 

appliances, this would materialize into load-shifting strategies, 

which shift their operating period from peak to off-peak hours, 

or load-modulation strategies, which directly reduce or avoid 

energy use during peak hours. 

In the context of the SG, technological advances that enable 

demand-side resource utilization include bilateral grid-device 

communication, local and centralized smart controllers, IoT-

based coordination and negotiation architecture, controlled and 

communicated SAs [3]. A different solution is represented by 

what is known as a grid-friendly or Grid-Interactive Appliance 

controller (GIAC) [4], [5]. A GIAC can monitor the power 

frequency and shed the appliance after the under-frequency 

alarm is triggered, to support the stability of the system. The 

paper [6] proposes to use appliances equipped with GIAC to 
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address this issue under the umbrella of the IEEE 1547-

compliant inverters [7], tripping off-line when operating as part 

of a microgrid in islanded mode. Finally, the paper [8] 

introduces a novel approach to establish real-time demand 

information for a sector of the distribution network. The 

proposed approach makes it possible to identify the peak and 

off-peak periods, based on the voltage measured at the electrical 

panel of the end-users buildings. 

Nowadays in many countries, due to the three electricity 

tariff periods, and the price difference between the off-peak 

time band compared to the peak time, the electricity over cost 

when using a normal instead of a responsive appliance is even 

more visible. As an example, taking into consideration the 

consumption of a normal appliance as a washing machine[9], it 

is almost twice the price of using this appliance in one- or 

another-time band. 

Thus, the present work aims to design a new controller that 

combines both approaches expanding their possibilities: it can 

act on DR schemes as well as monitor PQ disturbances for the 

establishment of a wide and eligible range of alarms and 

restrictions. The idea is also to be connected to the appliance 

and managed by the EMS according to the presented values. 

Based on a previous IoT sensor development [10], real-time 

status information, configuration, consumption data, and even 

diagnostic data from the appliances can be analyzed and 

recorded while in operation, and simultaneously transferred to 

the cloud for machine learning processing.  

This paper is a thorough revision of the conference paper [11] 

focused on PQ that expands the integration of OpenADR [12], 

[13] together with the IoT flexible devices and platform to 

deploy protective functionalities according to PQ constraints. 

This is the main novelty of the present paper, as to our 

knowledge, there is no previous research combining them all to 

provide PQ functionalities supporting the power system under 

anomalies or faults. 

The rest of this paper is organized as follows: Section 2 

presents a review of the IoT and the OpenADR standard 

employed. Section 3 is devoted to the design of the controller, 

including hardware devices employed and their configurations 

and discussing the communications environment. The main 

features of the developed IoT platform are stated in Section 4 

and the tests are then discussed in Section 5. Finally, the 

conclusions and future work are reported in Section 6. 

II. OVERVIEW 

A. IoT communication protocols 

IoT has become one of the most significant trends in the 

information and communication technology (ICT) world. IoT 

applications are proliferating in all industries. Although there is 

no universal definition, several authors have provided 

definitions of the term [14], [15], [16]. The general idea refers 

to all those everyday objects connected to the Internet. 

Standardization is the current problem with IoT protocols, as 

there are too many protocols and aspirants to be standardized. 

While their consolidation is coming, what is currently being 

created is more confusion with each new device that is launched 

onto the market. There have been many attempts to review all 

protocols [17], [18], [19]. In the paper [20], the authors even 

name the technologies of the future as the 5G. In [21], the author 

makes a good attempt to classify all existing protocols into 

layers similar to ISO levels of communications. IEEE 802.15.4 

and IEEE 802.15.4e are among the most widespread 

communication protocols: They define access to the physical 

layers as well as access control levels for Wireless Personal 

Area Networks (WPANs), and they are mainly used for 

networks with low transmission rates and low power 

consumption. Based on the standard IEEE 802.15.4 of WPAN, 

ZigBee is a high-level wireless communication protocol, 

operating at 2.4 GHz and its bandwidth is up to 250 kbps, to be 

used in ultra-low power wireless communications. LoRaWan 

[22] is a non-cellular low-power wide-area network (LPWAN) 

wireless communication network protocol, particularly 

intended for low power devices. LoRaWAN is mainly used 

within the IoT for connections among devices. Some 

characteristics are secure bi-directional, low power 

consumption, long communication range, low data rates, low 

transmission frequency, mobility, and location services. SigFox 

is also a protocol for IoT that rewards low power consumption, 

12-byte messages are used and are valid for networks up to 50 

km. One of its main advantages is that has compatibility with 

major manufacturers in the market. Another option is the use of 

the existing mobile phone network itself, like GSM, UMTS or 

LTE network. The main advantage is that can use a network 

that is already in service, while the main disadvantage is the 

cost of using a network which is not oriented to low 

consumption. 

B. IoT data protocols 

The most used IoT data protocols today are as follows: 

Message Queuing Telemetry Transport (MQTT) (and its 

variant MQTT-S), Simple Object Access Protocol (SoAP), 

Constrained Application Protocol (CoAP), Extensible 

Messaging and Presence Protocol (XMPP), and 

Representational State Transfer (REST). 

The MQTT [23] protocol permits an extremely lightweight 

publication/subscription messaging model, using Machine to 

Machine (M2M) communication mainly with a star network 

topology. Typically used for bi-directional communications in 

unreliable networks and battery-powered devices with low 

power consumption. The MQTT-S variant is useful for devices 

requiring more time on standby mode, allowing up to ten times 

more scalable devices.  

The SoAP was created by the UserLand company in 1998. It 

oversees structuring the message so that it can be sent from or 

to the server and put into an Extensible Markup Language 

(XML) file, an extensible frame language used to store data 

legibly. As such, it is not tied to or linked to any programming 

language. It was highly accepted by companies when it came to 

light, but today it competes against other modern languages. 

SoAP is an information exchange protocol based on XML, 

designed for the Internet, and is used to encrypt information 

from the requirements of Web Services and respond to 

messages before sending them to the network. SoAP uses Web 

Service Description Language (WSDL) which is an 
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independent platform, is an extension of the XML language that 

stores and locates Web Service applications. 

The CoAP protocol is an improved protocol version from 

MQTT-S oriented to Web Services instead of messages as 

MQTT. It also provides support for integration and content 

discovery, sends, and receives UDP packets, and is designed to 

request and receive information via the hypertext transfer 

protocol (HTTP) with methods like GET, PUT, POST, and 

DELETE. It also adapts to the node-sensor format with 8-bit 

controllers and allows the use of 6loWPAN networks that 

fragment IPv6 packets into small layer frames. 

REST relies on HTTP to exchange information and does not 

need extra encapsulation to do so. It is lighter and easier to use 

but with some limitations. Instead of making requests 

encapsulated in an "envelope SOAP" to request a service for 

which the WSDL is necessary, in REST the requests are made 

through the HTTP protocol with GET, POST methods without 

the need to encapsulate it. It uses a single communication path 

between the device and the cloud and prioritizes Network 

Address Translation (NAT) address crossing. 

XMPP allows an extensive number of uses, including instant 

messaging or voice and video calling, redistribution of contents, 

and generalized routing of XML data. Massive real-time 

scalability for approximately 100,000 nodes. It is also used 

when traffic messages are large and potentially complex for 

each device. Also used when extra security is demanded. 

C. OpenADR standard 

Several studies have been conducted on OpenADR as a 

communication data model for automatic DR. For example, the 

paper [24] introduces a multi-agent system (MAS) that 

aggregates consumers and prosumers and handles 

automatically OpenADR-compliant DR requests. The proposed 

framework ensures a 100% DR success rate through a dynamic, 

bi-directional DR matchmaking process that can mitigate 

observed deviations both internally and externally in real-time. 

Authors use OpenADR as the standard for encoding and 

communicating, e.g., DR events, energy-related reports, and 

availability schedules. 

The paper [25] studies the layered architecture applied to 

automatic DR systems and presents an automatic DR 

hierarchical management system with client-server information 

interaction pair as the basic unit. In the OpenADR framework, 

the clients and the server are better known as virtual end nodes 

(VEN) and virtual top nodes (VTN) respectively, and their roles 

will be discussed later. The paper [26] proposes the use of the 

OpenADR standard protocol in combination with a 

Decentralized Permissioned Market Place (DPMP) based on 

Blockchain. It shows the result of a real experimental case, 

which implements a Capacity Bidding Program (CBP) where 

the OpenADR protocol is used as a communication method to 

control and monitor energy consumption. 

However, less attention has been paid to this concept in 

combination with IoT. One of the few researchers addresses DR 

load control in an SG using IoT technology [27]. Authors 

present the charging control of plug-in electric vehicles in 

response to real-time pricing from a utility. The Plug-in Electric 

Vehicle (PEV) charging is coordinated with real-time pricing 

and desired target State of Charge (SOC). Moreover, authors in 

[12] propose a solution based on the standard OpenADR, 

creating a platform based on IoT capable of turning on or off 

electrical devices based on a central decision process that meets 

the requirements of energy producers and consumers. Another 

example is found in [28], where an open-source platform is 

developed to allow sensing and control of heating, ventilation, 

and air conditioning (HVAC), lighting, and plug load 

controllers in small- and medium-sized commercial buildings. 

III. GRID-INTERACTIVE APPLIANCE CONTROLLER EXTENDED 

FUNCTIONALITY 

This section describes the proposal of the GIAC shown in 

Fig. 1. According to this figure, the proposed GIAC includes 

the prototype board of the IoT PQ sensor besides an 

infrastructure based on the OpenADR standard. The following 

lines will describe both elements more in-depth: Firstly, the IoT 

sensor to monitor PQ and, secondly, the implemented 

OpenADR infrastructure. 

This board includes the input connectors for current (left) and 

voltage (right) sensing. The current input circuit is intended to 

be driven by the split-core current transformer SCT 013-030 of 

YHDC® with a transfer ratio of 30 A/V and the voltage input 

is connected directly to the power grid. According to the signal 

conditioning circuits, the board can measure up to 21 A, 460 V, 

and 9.9 kVA with 2 W maximum power consumption. 

Moreover, the board was equipped with the thermistor 

MCP9700A for monitoring the temperature at the measurement 

point. 

The signal acquisition is performed by a specific purpose 

integrated circuit (IC) for energy measurements. The device 

selected was the MCP3909. As in previous works [10], [29], 

[30], the implemented hardware architecture consists of an 

ESP32 system-on-chip (SoC) that retrieves data from the IC 

through a Serial Peripheral Interface (SPI) bus. However, in this 

design, the ESP32 SoC retrieves raw data (current and voltage 

samples) rather than traditional PQ indices computed by the IC 

such as the root mean square (RMS) values, Powers, total 

power factors (TPF), or total harmonic distortions (THD). This 

means that the workload has been transferred from the IC to the 

ESP32 SoC aiming to build and compute custom algorithms 

and PQ indices from the current and voltage waveforms. The 

waveforms are retrieved with 16 bits resolution from the delta-

sigma analog to digital converters (ADCs) at the frequency of 

12.8 kHz. As was stated, the ESP32 SoC includes an SPI bus to 

retrieve the samples provided by the IC, however, this is not the 

only communication interface: Once the data processing is 

performed over these waveforms, other communication 

channels must be set up to connect the board to the 

infrastructure detailed in section IV. In our research, the 

communication protocol involved in the data transmission was 

the MQTT protocol due to their lightweight implementation 

[31] to be used in low-resources devices with limited 

bandwidth.  

The primary power source of the prototype is the power grid 

from which it is collecting the measurements. To accomplish 

this, a step-down transformer and a circuit based on a linear 

voltage regulator are employed to provide the DC power supply 
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for the ICs. Also, the board includes an external backup 9 V 

input that is enabled when the main grid may be unstable (i.e., 

voltage sags) and is used to supply the ICs and avoid any 

disconnection or reset. 

After the hardware description, the firmware architecture 

involved in obtaining the PQ indices from the current and 

voltage samples acquisition to the data transmission is 

noteworthy. The ESP32 SoC was equipped with the real-time 

operating system (RTOS) FreeRTOS [32] and organized as it is 

depicted in the task diagram of Fig. 2. While task 0 performs 

and queues the PQ indices, tasks 1, 2, and 3 just wake up when 

there is available data within their queues, verify the connection 

with the MQTT broker to avoid the loss of data, dequeue the 

PQ indices from the real-time queues and publish them. 

Otherwise, the PQ indices are not dequeued and will therefore 

be published once the connection is re-established. In this 

scenario, the reconnection functions are also triggered. 

 

 
Fig. 1. GIAC overview. 
 

The interrupt service routine (ISR) is triggered once current 

and voltage samples are converted by the ADCs of the IC. 

Furthermore, this routine fills up a certain buffer with the 

previous current and voltage samples and performs the RMS 

value of the voltage each cycle of the fundamental. Although 

this RMS value is not reported to the IoT platform, the device 

uses it internally to assess whether a voltage disturbance has 

occurred or not with a time response of one cycle of the main 

grid (approximately 20 ms). If so, the magnitude and duration 

of such a voltage disturbance are sent to task 1 using the real-

time queue 0. As it is also evidenced from Fig. 2, several real-

time queues available in FreeRTOS have been included for 

synchronization purposes between tasks according to the time 

intervals they are updated. The ISR also uses a wake-up signal 

to release the highest priority task (task 0) where the main PQ 

indices are computed with 10 cycles (approximately 200 ms) as 

stated in IEC 61000-4-30 for European networks. According to 

this standard, there are three-time aggregation intervals, 150-

cycles (3 seconds approximately), 10-min, and 2 hours which 

are computed by aggregating these periods of 10 cycles. The 

device computes the following indices: RMS value of the 

current and voltage; active, reactive, and apparent powers; 

current and voltage harmonics (up to 50 order), frequency, TPF, 

and THD for the voltage and current in percent of fundamental 

of the voltage or current respectively, as well as transients as 

voltage sags and swells (providing, in this case, their 

magnitudes and durations), and temperature at the measurement 

point. All the parameter magnitudes are 150-cycle aggregated 

except the voltage disturbances which are asynchronously 

reported due to their asynchronous nature. Moreover, RMS 

voltage and current values are reported with a 10 min 

aggregation as well. 

 

 
Fig. 2. RTOS task diagram. 

Finally, OpenADR has been employed through its python 

implementation OpenLEADR [33] in this research and has also 

been deployed over the docker containers technology together 

with the IoT platform that will be described in section IV. 

OpenADR enables the development of non-proprietary and 

standardized interfaces that allow stakeholders in the electricity 

market (mainly utilities and aggregators) to automatize and 

simplify the management of the typical DR resources such as 
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HVAC, lighting, electric water heaters, pool pumps, and factory 

equipment among others. OpenADR-based entities can send 

signals and exchange information so that other entities can 

change their electric load using a common language and the 

existing communications. As was stated previously in Section 

II, entities are organized based on a client-server topology in 

this standard, where clients and servers are better known as 

VEN and VTN respectively, and their functionality is well-

differentiated: The main purpose of VENs is to generate reports 

that support the VTN decision-making process, as well as 

receive and acknowledge events from VTN to control the 

demand side energy resources. By contrast, the VTN has a 

complete diagnosis of the system whenever it is required thanks 

to reports delivered by VENs, and can, therefore, create and 

transmit events to manage the energy resources controlled by 

them after certain conditions. Although Fig. 1 illustrates the 

most likely case where a GIAC operates as a VEN, at least one 

GIAC must operate as a VTN as will be presented in section IV. 

Regarding the reporting functionality, reports will be focused 

on PQ and therefore, parameters delivered by VENs are the 

same described above for the IoT PQ sensor. These reports will 

be scheduled with a period of approximately 3 seconds. On the 

other hand, a battery of custom events as well as events based 

on several standards related to frequency deviations or voltage 

disturbances will be configured into the VTN. 

IV. THE INTERNET OF THINGS PLATFORM DEPLOYED 

Once the GIAC has been introduced, the following lines will 

focus on the IoT platform deployed to collect PQ data to 

provide monitoring and protective functionality. This Fiware-

based platform is shown in Fig. 3 together with the GIACs as 

well as the laboratory setup configured for the testing process. 

At its heart is FIWARE [34] which is an open-source 

framework that is widely used to speed up and facilitate the 

development of customized smart solutions for many sectors 

such as smart city, smart industry, or smart energy. Internally, 

it uses the next-generation service interface (NGSI) protocol 

which is aligned with the current ETSI-NGSI specifications and 

provides communication interfaces called IoT agents for most 

of the protocols used in IoT (i.e. MQTT, HTTP, LoRaWAN, or 

Sigfox) as well as seamless integration with third-party 

applications like popular databases or dashboards to promote 

interoperability. 

For this research, a basic smart solution of six services has 

been deployed using the container technology provided by 

docker [35]. These services include the core of any FIWARE-

based solution which consists of an instance of the MongoDB 

database and the so-called orion context broker (OCB) that 

exchange data through the NGSI protocol as well as with any 

other container. While this database stores all the defined 

entities (understood as a thing representation), their attributes 

structure, and the last value of them even other information 

related to the relationship between containers, the OCB 

manages these data. Besides this core, the well-known MQTT 

broker mosquito has also been used for connecting the IoT PQ 

sensors as well as the IoT agent for the ultralight 2.0 protocol 

[36] which is the bridge between the MQTT broker and the 

OCB to perform the conversion from MQTT to the NGSI 

protocol. Moreover, the platform also includes a couple of 

services in charge of managing the time series data: CrateDB 

and Quantumleap. CrateDB is a Structured Query Language 

(SQL) distributed database optimized for large-scale IoT 

projects which makes it suitable for this research due to the 

large amount of data coming from the sensors. Quantumleap is 

the connector in charge of persisting the time series data into 

CrateDB. Finally, the open-source observability platform for 

data visualization, monitoring, and analysis, Grafana, has also 

been added. 

 
Fig. 3. Block diagram of the IoT platform with the GIAC and the laboratory 
equipment. 

V. PROTECTIVE FUNCTIONALITIES PROVIDED BY THE DEVICES 

This section aims to evaluate the effectiveness of the 

deployed platform and GIACs under several scenarios such as 

overconsumption, power system frequency deviations, voltage 

disturbances as well as the presence of certain harmonics or 

distortion to take corrective or protective actions. 

As was stated in section I, this research is focused on the PQ 

aspects of the power grid and thus, the infrastructure is tested 

autonomously to evaluate its effectiveness in dealing with PQ 

deviations without a controller coordinating its operation. 

Nevertheless, the platform is intended to be driven by a 

decision-making entity located in the upper layer. In this regard, 

previous research such as [37], where an EMS for SAs is 
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developed, or [38], where a load scheduling strategy with PQ 

constraints is presented, are very suitable for this purpose. 

First of all, before discussing the experimental results, a 

schematic diagram of the corrective action taken by the 

infrastructure at certain PQ deviations will be presented in Fig. 

4. Notice that, when power consumption from each load (P) is 

over the established limit (Pmax), the VTN receives the 

corresponding report and generates the power curtailment event 

for this load (VEN1 or VEN2) to force it to reduce the 

consumption up to 98 % of Pmax. This 2 % hysteresis has been 

implemented to avoid the VTN is continuously sending power 

curtailment events. No corrective action is taken if consumption 

does not exceed Pmax. Regarding the power system frequency 

deviations, the balance between total generation and 

consumption would give a situation with constant frequency. 

However, this balance might be broken by two reasons: if 

consumption is over the generation, the frequency falls, and the 

other way around, it rises when generation is overconsumption. 

In our research, it is assumed that frequency variations are 

originated by non-flexible loads while programmable loads 1 

and 2 are intended to compensate these deviations according to 

the following law: if the frequency is over the upper limit (fmax), 

the consumption of this load is then increased in a given 

percentage of its nominal power. Similarly, when the frequency 

is below the lower limit (fmin), its consumption is decreased by 

the same percentage. Otherwise, the consumption remains 

constant at the level at which the frequency is within the limit. 

So that, the presence of the loads leads to changes in frequency. 

The values of fmax and fmin have been established according to 

the standard EN50160 [39] as mentioned below. In case of a 

voltage disturbance occurrence, the loads will be disconnected 

from the programmable source whether there is a voltage 

disturbance that may cause permanent damage to it. To evaluate 

that, limits defined in standards such as IEEE 1547-2018 [40], 

IEC 61727-2004 [41], IEEE 929-2000 [42], and VDE 0126-1-

1 [43] have been employed so that a voltage disturbance defined 

with magnitude and duration within the permissible area would 

be ignored, otherwise, the load would be disconnected. To deal 

with the presence of voltage harmonics, the infrastructure 

evaluates the voltage THD as detailed in standards EN 50160 

and IEEE 519 [44]. Consequently, the loads are disconnected 

when the measured THD is over the limits (THDmax) defined in 

such standards. On the other hand, the load returns to its normal 

operation when this parameter falls below the value THDmin 

(more restrictive than those defined in the standards). As 

mentioned below, the values THDmax and THDmin constitute a 

hysteresis to ensure that the loads’ reconnection is performed 

with an acceptable voltage quality. Finally, the infrastructure 

also detects which load may be a source of current harmonics 

or distortion and performs a disconnection to ensure the PQ 

within the grid. Otherwise, the load behavior is not modified. In 

this case, the standard IEC 61000-3-2 defines what should or 

should not be an acceptable current distortion by evaluating the 

absolute amplitude of the individual current harmonics (In). 

Concretely, the limits (In-max) defined for SA (class A within the 

standard) have been employed. 

Concerning the experimental results, the test bench of Fig. 5 

has been employed. The power system of this laboratory setup 

includes the programmable power source California 

Instruments 3001 iX  [45] and the programmable load 

California Instruments 3091LD [46]. 

 
Fig. 4. Schematic diagram of the corrective actions for each PQ deviation. 

 
Fig. 5. Laboratory setup. 
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The server Dell PowerEdge R220 connected to the local 

network was also used for running the Fiware and OpenADR 

services, as well as the scripts to control the programmable 

source and load for the tests. Moreover, the laboratory setup 

includes the prototypes of the IoT PQ sensors (see Fig. 1) in 

charge of collecting the measurements shown in the results, and 

the datalogger and oscilloscope Yokogawa DL850E [47] 

together with the Pearson 411 [48] current probe for 

visualization purposes. Finally, the DC power supply Agilent 

E3631A [49] was also employed as a backup power supply for 

these boards. 

A. Overconsumption 

Two tests were accomplished for overconsumption with 

different power limits, the first test with different power levels 

for both loads, and the second test with equal power levels. 

First, Fig. 6 a) introduces the power consumption profiles used 

as a reference for both programmable loads (loads 1 and 2). 

These 15 minutes dataset was generated as follows: First, 30 

values between 0 and 1.5 kW were randomly generated to 

ensure that the maximum power of the programmable source 

was not exceeded, generating 30 seconds duration steps. Then, 

noise from the standard normal distribution with 0.25 kW of 

standard deviation was added. 

Fig. 6 b) depicts the consumption behavior of loads 1 and 2 

(blue and orange lines) when the power limits were set to 1.0 

kW and 0.5 kW respectively (see red dashed lines in the 

figures). The power measured at the voltage source terminal 

(green line) is also shown. As expected, when power 

consumptions from each load are over those limits, the load is 

forced to reduce its consumption up to 98 % of the limit. The 

power consumption is not modified if it is below the limit. It is 

noteworthy to mention that as the GIAC computes the active 

power with 150 cycles of aggregation time (see section III), the 

corrective actions appear approximately 3-s after the actual 

change as seen in the spikes of the power consumption when it 

is over the set limits. 

Another test was done, keeping, in this case, the same power 

limit for both loads. In the case of Fig. 6 c), the limit was set to 

1.0 kW. Therefore, the power consumption in load 1 is the same 

as in the previous test while load 2 is allowed to increase its 

consumption 0.5 kW more. Likewise, the approximately 3-s 

response time previously detailed for Fig. 6 a) is also complied 

in this case as it is derived from the figure. 

 

 
a) 

 
b) 

 
c) 
 

Fig. 6. a) Power profiles employed in the tests as a reference, b) Power 
consumption when loads 1 and 2 are limited to 1.0 kW and 0.5 kW respectively 

(Red dashed lines) and c) Power consumption when both loads are limited to 

1.0 kW (Red dashed line). 

B. Power System Frequency Deviations 

Two tests have been carried out for corrective actions related 

to power system frequency, more specifically, this test 

accomplishes with standard EN 50160, where the limits for 95 

and 100% of the time over a year have been implemented in 

Fig. 7 a) and b): 49.5-50.5 Hz and 47–52 Hz respectively (see 

red dashed lines that represent fmax and fmin) for grid-connected 

systems.  

Although a multitude of PQ disturbances may adversely 

impact the power system frequency, most of them do so for a 

very short time and do not depend on the demand side (i.e. 

voltage disturbances). Therefore, this case study is focused on 

the steady-state compensation of the frequency deviations by 

achieving a balance between the total generation and demand 

of the system. To do so, a couple of flexible loads were 

employed to modulate the total consumption of the system. 

Furthermore, the dataset shown in Fig. 7 (see black line) was 

considered to emulate the influence of non-flexible loads on the 

frequency. Similar to section A, this dataset was built 

generating 90 random values varying from 46 to 54 Hz, creating 

then 10 seconds duration steps with those values, and then, 

adding noise from the standard normal distribution with 0.5 Hz 

of standard deviation. As a result, different slopes in the 

frequency variation have been emulated to test the GIAC under 

several conditions. Most of the reported frequencies in real 
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grids are within the limit of 49.5-50.5 Hz, but some points have 

intentionally been selected to be outside it even reaching 54 Hz 

or 46 Hz as it has been recorded in a nanogrid in the southern 

part of Sweden [50]. EN 50160 establishes a larger margin for 

islanded grids (42.5-57.5 Hz during 100% of the time).  

Fig. 7 a) shows the first scenario where the permissible 

region for the frequency goes from fmin = 47 to fmax = 52 Hz (red 

dashed lines). Loads 1 and 2 start from 0.2 and 0.5 kW, 

respectively, and increase their values with a rate of change of 

2 % of their nominal power. Notice that the control rule is 

successfully applied to compensate the frequency deviations: 

From 11:42:30 to 11:43:45 the power consumption of both 

loads keeps growing so that when the frequency is over fmax, it 

can be compensated due to the increase in generation. 

Something similar but shorter in duration takes place at 

11:44:30 and 11:52:15. On the contrary, the frequency falls 

below fmin twice: from 11:46:40 to 11:47:30 and from 11:49:50 

to 11:50:25, however, the frequency does not keep below the 

limit within those intervals which leads to rising the power 

consumptions with several steps while they keep falling. For the 

rest of the test, the frequency is within the limits therefore the 

power on the demand side remains constant. 

 

 
a) 

 
b) 

 

Fig. 7. a) Power consumption for loads 1 and 2 and measured at the source 
terminal when both loads are employed to compensate power system frequency 

deviations (47-52 Hz). b) Power consumption for loads 1 and 2 and measured 

at the source terminal when both loads are employed to compensate power 
system frequency deviations (49.5-50.5 Hz). Red dashed lines are the limits at 

EN 50160. 

 

The second scenario is depicted in Fig. 7 b) where the 

permitted region is more restrictive (fmin = 49.5, fmax = 50.5 Hz). 

Accordingly, the power consumption will suffer more 

variations compared to the previous scenario. Moreover, the 

initial power has been changed to 0.5 kW for both loads and the 

ratio of change for load 2 has been changed to 1 %. Note that 

frequency keeps above fmax from 12:08:15 to 12:10:25 and thus, 

the power consumption does rise, however, immediately load 1 

reaches its nominal power while load 2 still does not. In this 

context, load 1 will opt out of the event transmitted by the VTN 

as cannot increase its consumption to reach a balance between 

consumption and generation. Although the period from 

12:17:15 to 12:19:30 is similar, the consumption does not reach 

the nominal power. In contrast, this can also happen when the 

power system frequency drops below fmin. Notice the period 

from 12:11:20 to 12:14:00 in which the nominal power of load 

1 falls up to 0.0 kW and remains constant even when the 

frequency is still below fmin as the disconnection of the power is 

necessary to keep the frequency.  

C. Voltage Disturbances 

The voltage disturbances test was performed by generating 

several voltage sags and swells with different magnitudes and 

durations using the programmable voltage source. As in the 

previous tests, the main purpose is to check whether the 

deployed infrastructure can detect the voltage disturbance 

events and carry out a certain policy towards the loads.  

Nevertheless, a simple test was performed to validate the 

measurement device before exposing the whole system to a 

more complex scenario. In this regard,  Fig. 8 shows a 

screenshot of the Tektronix MDO3024 oscilloscope with the 

voltage and current waveforms of the load fixed at 230 V and 1 

A (see red and purple waveforms respectively). 

 

 
Fig. 8. Load voltage and current, as well as device measurements during a test 

voltage sag. 

These waveforms in the screenshot have been separated in 

10-cycle windows (i, i+1, i+2) (note that i window is not 

completed, and two cycles are missing in the left hand side of 

the screenshot) since the device calculates parameter 

magnitudes over 10-cycle time interval according to the 

abovementioned standards. Below these current and voltage 

waveforms, the decoded frame with the measurements from i 
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window sent by the universal asynchronous receiver transmitter 

(UART) of the device can be found. It should be mentioned that 

measurements include the RMS voltage of each cycle of the 

window (𝑉𝑅𝑀𝑆𝐶𝑦𝑐𝑙𝑒1
, 𝑉𝑅𝑀𝑆𝐶𝑦𝑐𝑙𝑒2

…𝑉𝑅𝑀𝑆𝐶𝑦𝑐𝑙𝑒10
), the duration of 

the voltage disturbance (if any), and the power corresponding 

to this 10-cycles window (𝑃10𝐶𝑦𝑐𝑙𝑒𝑠) and appear at 

approximately the same time as the next window (i+1) since the 

device processes a 10-cycles window while acquiring the next 

one. For a more detailed visualization, this communication 

frame has been expanded to show the measurements described. 

Notice that a voltage sag (160 V and 0.02 s of magnitude and 

duration) is generated in the fifth cycle of i window by the 

programmable power source and consequently, a voltage sag of 

160.95 V and 0.02 s of magnitude and duration respectively was 

detected by the device as it is derived from the figure. It is 

noteworthy that the voltage disturbances detection algorithm 

needs to recognize one cycle where RMS voltage is within the 

range of 90-110 % of the nominal voltage (230 V in this case) 

to detect the end of a voltage disturbance, that is why the sag 

magnitude and duration do not come together in the frame. 

Finally, an active power of 201.79 W for the i window is 

reported. 

 
a) 

 
b) 

 

Fig. 9. a) Voltage disturbances configured for scenario 1 and limits defined by 
standards IEEE 1547-2018 and IEC 61727-2004. The shaded part denotes the 

prohibited region. b) Voltage disturbances identified by the GIAC and power 

consumption of loads in scenario 1. 
 

Once this device functionality has been validated, Fig. 9 

shows scenario 1 where the standards IEEE 1547-2018 and IEC 

61727-2004 have been employed as a reference for loads 1 and 

2 respectively. Notice that these standards define different 

admissible limits or regions (see Fig. 9) and thus different 

criteria for what should or should not be an allowable voltage 

disturbance. Consequently, a certain voltage disturbance may 

cause the disconnection of one load while the other one remains 

connected since this voltage disturbance is evaluated according 

to different standards for loads 1 and 2. 

Fig. 9 a) depicts the limits established by such standards 

(green and red areas for both standards) and a battery of thirteen 

voltage disturbances configured for this experimental test 

(230.0 V as reference) covering all areas within or outside the 

limits (crosses in the figure). While the shaded part denotes the 

prohibited area defined by one or both considered standards, 

and thus, voltage disturbances located here will cause the loads’ 

disconnection; the remaining blank region between upper and 

lower limits indicates the safety area, where no actions are 

taken. Specifically, the voltage sags and swells have been 

configured to test all possible cases in a 10 min test: Load 1 

disconnected, load 2 disconnected, none of them disconnected, 

and both loads disconnected. Those values have been selected 

considering the most often registered voltage sags in LV 

networks in countries reported at [51].  

On the other hand, the loads' behavior when these 

disturbances are applied is depicted in Fig. 9 b). Concretely, 

both loads were set to a constant power of 0.5 kW for more 

detailed visualization of the protective actions. Four voltage 

disturbances with 2.3, 2.1, 2.4, and 1.4 seconds of duration and 

60.0, 120.0, 130.0, and 44.8 % of magnitude respectively led to 

the disconnection of both loads as they belong to shaded green 

and red areas and their durations and magnitudes were 

measured with less than 0.0 and 1.34 % of error by the devices. 

Moreover, five disturbances characterized by 0.75, 1.5, 0.02, 

0.2, and 0.24 of duration and 114.8, 80.0, 80.0, 112.6, and 70.0 

% of magnitude respectively did not cause the disconnection of 

any load as they belong to the blank area and were identified 

with less than 1.34 and 0.572 % of error. Those leading to the 

disconnection of loads 1 and 2 were detected correctly and also 

identified with a maximum error of 0.67 and 0.0 % in 

magnitude and duration. 

Similarly, scenario 2 is depicted in Fig. 10, however, the 

standards IEEE 929-2000 and VDE 0126-1-1 were employed. 

Another thirteen voltage disturbances were also generated and 

shown in Fig. 10 a) to ensure that all possible cases 

abovementioned were tested. 

The group of three disturbances that caused the 

disconnection of both loads –see Fig. 10 b)- was detected 

correctly and is characterized by 2.2, 2.3, and 1.0 seconds of 

duration and 70.0, 130.0, and 41.7 % of magnitude respectively. 

The maximum error was 1.44 and 0.0 % in magnitude and 

duration in this case. The three voltage disturbances located in 

the safety region –blank area- (0.75, 0.04, and 0.1 seconds of 

duration and 112.2, 84.8, and 114.8 % of magnitude) did not 

trigger any protective functionality as expected and were 

identified with a maximum error of 1.34 and 0.45 %. Finally, 

the other seven disturbances characterized by 2.1, 0.15, 0.5, 2.1, 

1.6, 1.4, and 0.35 seconds of duration and 84.8, 44.8, 130.0, 

112.2, 74.8, 121.7, and 70 % of magnitude (load 1 or load 2 

disconnection) were successfully recognized and thus the 
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protective functionality was triggered. In this latter case, the 

maximum error was 0.67 and 6.7 % in magnitude and duration. 

 

 
a) 

 
b) 

 
Fig. 10. a) Voltage disturbances configured for scenario 1 and limits defined by 

standards IEEE 929-2000 and VDE 0126-1-1. The shaded part denotes the 

prohibited region. b) Voltage disturbances identified by the GIAC and power 
consumption of loads in scenario 2. 

D. Voltage harmonic distortion 

The voltage harmonic distortion test is presented in this 

section. As mentioned above, the voltage THD is employed to 

evaluate the voltage distortion (expressed in percentage of the 

fundamental). Therefore, the THD profile depicted in Fig. 11 

(see black line) has been generated with a duration of 10 

minutes from the standard normal distribution (3 % of standard 

deviation and 7 % of mean) to test the deployed infrastructure. 

The red dashed lines at 12, 8, and 6 % represent the limits 

defined by the standards IEEE 519, EN 50160 and the criterion 

for the load’s reconnection respectively. Moreover, the standard 

IEEE 519 has been applied to load 1 and standard EN 50160 to 

load 2 and the power consumption was set to 1.0 and 0.5 kW 

respectively. As in section C, such standards define different 

limits of THD and thus a certain value of this parameter may 

cause the disconnection of one load while the other one remains 

connected. 

Fig. 11 also depicts the power consumption of both loads as 

well as the power measured at the source terminal (see the blue, 

orange, and green lines respectively). Notice that load 1 is 

disconnected from the grid at 18:54:45 and 18:59:45 since the 

voltage THD rises above 12 %. However, load 2 is 

disconnected when the voltage THD is over 8 % which takes 

place at 18:52:45, 18:55:45, 18:57:45, 19:00:45 besides the 

previous instants when load 1 is disconnected since the standard 

EN 50160 is more restrictive than IEEE 519.  

Furthermore, the reconnection of both loads must take place 

when the voltage THD falls below 6 % as was stated at the 

beginning of this section. In this regard, instants 18:53:45, 

18:55:15, 18:56:45, 18:58:15 and 19:00:30 illustrate examples 

of this behavior. Given the results, it is possible to verify the 

effectiveness of the infrastructure. 

 

 
Fig. 11. Voltage THD profile configured for the test, power consumption for 

loads 1 and 2, and measured at the source terminal. Red dashed lines are the 

limits defined in IEEE 519 (12 %), EN 50160 (8 %), and the loads’ reconnection 
criterion (6 %). 

E. Current harmonic distortion 

Finally, the performance of the infrastructure when dealing 

with the presence of current harmonics is reported in this 

section with a 10 minutes test. As a criterion, the absolute 

amplitude of the current harmonics up to order 50 has been 

considered according to the limits established in the standard 

IEC 61000-3-2. The load control rule could be as complex as 

setting the load to a low harmonic emission mode or 

consumption (if applicable) when a certain harmonic amplitude 

In is over the threshold defined in the standard (In-max) or just 

disconnecting it in such a situation. Furthermore, the control 

rule adopted also depends on the dynamic of the load to be 

controlled and its operation modes. In this research, the load is 

disconnected from the grid (see the schematic diagram at the 

beginning of this section) to consider a general case since the 

key element of the research is the performance of the 

infrastructure when dealing with current harmonics rather than 

the development of a load control law. However, different 

control rules could be implemented due to the flexibility of the 

platform. 

The test current employed is composed of harmonics 3 and 4 

and their profiles are shown in Fig. 12 a) (See the green and 

black lines respectively) and have also been generated from the 

standard normal distribution with 0.5 and 0.1 A of standard 

deviation and 2.2 and 0.3 A of mean respectively. The red 

dashed lines are the limits defined by the standard for the 

considered harmonics: 2.3 A and 0.43 A respectively. Fig. 12 

b) shows in blue the power consumption of the load.  

Although the absolute value of the current harmonics is the 

only criterion employed for making decisions on whether the 
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behavior of the load should be corrected or not, the THD of the 

current is also depicted in red for a more detailed view of the 

experiment. Moreover, notice that this magnitude is expressed 

as a percentage of the fundamental component (I1), and 

therefore, when the load is disconnected, this component 

approaches zero and the THD increases rapidly regardless of 

how high the magnitude of the rest of the harmonics is. 

As expected, the abovementioned behavior can be 

appreciated from the results. Notice that the 3rd harmonic is over 

the limit (2.3 A) at 17:50:00, 17:54:00, 17:56:00, and 17:57:00 

while the 4th harmonic does it (limited to 0.43 A) at 17:53:00 

and 17:58:00. Given the power consumption, the load is always 

disconnected from the grid at these instants. Nevertheless, the 

load remains constant in terms of power consumption when the 

considered current harmonics are within limits. 

 

 
a) 

 
b) 

 
Fig. 12. a) Profiles employed for the 3rd and 4th harmonics and limits defined 

by the standard IEC 61000-3-2 (red dashed lines), b) Power consumption of 

load 1 and THD of the current. 

VI. CONCLUSION 

Responsive appliances are those that, first, represents a 

significant load that can be reduced, increased, or moved over 

time, to provide useful support to the power grid, second, 

provided that the change in its operation is acceptable to the 

customer, if not imperceptible, and third, can respond to price, 

demand, or certain grid conditions. This paper resolves many of 

the technical issues related to the design and construction of 

these devices, presenting a universal and ambivalent solution as 

demonstrated by the high-end IoT device, which can 

communicate and respond to information from the external 

environment within the framework of a cloud platform. While 

there are social, political, and economic barriers to the 

widespread acceptance and adoption of these flexible loads in 

the marketplace, they need to be addressed and reasonable 

approaches to overcome them. 
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