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Who We Are
Citadelo is a leading European cybersecurity company with oensive 
security at our core. Our team of 47+ certified professionals specializes 
in identifying vulnerabilities in applications, networks, cloud 
infrastructures, and industrial systems before aackers do.

Our services span three key areas:

Oensive Security – Penetration testing, security assessments, 
vulnerability research (20+ CVEs discovered)

Defensive Security – SOC/SIEM, security monitoring, threat detection

Compliance & Advisory – Meeting regulatory requirements (NIS2, 
DORA, PCI DSS, ISO 27001, GDPR, SOC2), plus incident response and 
digital forensics

Every team member passes rigorous selection including CTF testing and 
maintains certifications like OSCP, CISSP, and CEH.

Headquarters and Contact: 

info@citadelo.com       |       +421 911 991 216       |       www.citadelo.com
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Citadelo 
by Numbers

3,000+ COMPLETED PROJECTS
Over 14 years of operation, we have successfully completed 
more than three thousand penetration tests and security 
audits for clients worldwide.

200 CLIENTS SERVED
We are trusted by clients from various industries including 
banking, automotive, telecommunications, energy, media, 
financial services, and consulting.

14 YEARS OF EXPERIENCE
More than a decade of experience in cybersecurity enables us 
to recognize even the most sophisticated security threats.

3 EUROPEAN BRANCHES
Our oices in Slovakia, Switzerland and Czech Republic provide 
local support with international quality standards.

47 SECURITY PROFESSIONALS
Our team consists of more than 47 experts including ethical 
hackers, consultants, analysts, and security architects.

3,293 VULNERABILITIES FOUND IN 2025
In 2025, we identified 3,293 security vulnerabilities across 
tested projects, 15% of which were classified as critical or high 
risk.
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Our Services
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Penetration  Testing
and Auditing

We penetrate web and mobile 
applications, APIs, and 
infrastructure according to 
OWASP, NIST, and OSSTMM. 
Includes PCI DSS testing, source 
code audits, social engineering, 
and Red Teaming.

Industrial Security 
(ICS/SCADA)

Industrial systems are often 
vulnerable. We test ICS/SCADA 
infrastructures, IoT devices, 
and critical systems you can’t 
aord to underestimate.

Cloud Security Testing

AWS, Azure, Google Cloud, 
VMware, Hyper-V  – we test all 
major platforms. Finding security 
gaps in configuration, 
permissions, and architecture.

Security Monitoring 
& SOC

Our SOC monitors security 24/7. 
Detecting incidents in real time, 
analyzing events, and 
investigating aacks.

Red Teaming 
& TLPT

Real aack on your 
organization – technically, 
physically, and through 
people. Including TLPT for 
financial sector according to 
regulatory requirements.
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Training & Security 
Awareness

Training for developers (OWASP 
TOP 10, secure coding) and 
employees (cyber threats, 
GDPR).

Source Code Analysis 
& Secure Development

Automated and manual code 
analysis with the possibility of 
integration into agile sprints.

Consultancy Services

ISMS implementation, GAP 
analysis (ISO 27001, SOC2, 
GDPR), risk management, 
security architecture, incident 
response.

Social Engineering

Phishing campaigns, vishing, 
physical tests, and OSINT 
combined with training.

Blockchain & Smart 
Contract Security

Testing of smart contracts, 
dApps, cryptocurrency 
wallets, and blockchain 
infrastructure.

Custom Solutions

Tailored solutions for specific 
client security requirements.

We help organizations meet 
regulatory requirements: NIS2, 
DORA, PCI DSS, ISO 27001, GDPR, 
SOC2



Our Clients
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Trusted by fortune 500 
Companies Worldwide

At Citadelo, we are passionate about cybersecurity 
and take your protection seriously.

That’s why Fortune 500 companies 
from various industries trust us.
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Company Certifications 
& Memberships
We hold ISO 27001 (information security 
management system) certifications, 
ISO 14001 (environmental management 
system), and ISO 9001 (quality 
management system)certifications.

CISSP 
Globally recognized 

certification for security 
professionals

ISA/IEC 
Advanced certification for 

industrial cybersecurity 
professionals specializing in 

OT/ICS systems

OSCP+ 
Renewable three-year 

version of the OSCP 
certification

BSCP
Oicial certification proving 

expertise in web security

Team Professional 
Certification

Our team holds the most respected 
certifications in cybersecurity:

OSWE 
Advanced certification for web 

application security testing

ISO 9001
International standard for quality 

management systems

OSCP 
Professional certification 

in oensive security

OSEP 
Advanced certification 

for experienced penetration 
testers

OSED
Advanced certification 

for security exploit 
development

OSCE³
Highest OSec certification 

in oensive security

ISO 14001
International standard for 

environmental management 
systems

ISO 27001
Standard for information security 

management systems

ISO 27001 Lead Auditor
Certification for leading 

information security audits

CEH 
Certification covering key 

techniques in ethical 
hacking



Expertise 
& Recognition
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Research-Driven Security

20+ CVEs Discovered 
Our team has discovered more than 20 
oicially registered security vulnerabilities 
(Common Vulnerabilities and Exposures). 
The complete list is available on our website.

Co-Authorship OWASP

Tomáš Zaťko, Board Member 
of Citadelo 
is a co-author of OWASP (Open Web 
Application Security Project), which is the 
global standard in web application security 
and a recognized authority in cybersecurity.

Compliance Done Right

Our services help organizations comply with 
key regulations and standards:

NIS2 | DORA | PCI DSS | ISO 27001 | GDPR | SOC2



CVE Discoveries
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IBM Corporation
CVE-2025-0159

IBM FlashSystem could allow a remote 
aacker to bypass RPCAdapter endpoint 
authentication by sending a specifically 
crafted HTTP request.

VMware Cloud Director 
CVE-2020-3956 

(RCE, CVSS 8.8) – discovery of a critical 
Remote Code Execution vulnerability in one of 
the most widely used cloud platforms, 
demonstrating our ability to identify even the 
most complex security issues in enterprise 
technologies.

YAML  
CVE-2023-47204 

Unsafe YAML deserialization in yaml.Loader in 
transmute-core before 1.13.5 allows aackers 
to execute arbitrary Python code.
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Meeting and NDA signing

Report delivery and follow-up

Testing proposal

Contract signing

Hacking

How We Work
In-person or online meeting where we discuss your 
security needs and testing scope. We sign an NDA 
for absolute confidentiality.

We prepare a detailed testing proposal containing scope 
of work, methodology, timeline, and pricing.

Signing of the contract that formalizes all agreed terms 
including scope, deadlines, and responsibilities.

Our team performs comprehensive security testing using
 a combination of automated tools and manual techniques 
with minimal impact on operations.

We provide a detailed report describing vulnerabilities, 
criticality assessment, and remediation recommendations. 
We oer consultations and follow-up retests.

Our penetration testing process 
is transparent and tailored to 
your needs.



Let’s Get Started
Hackers on Your Side

Our Oices:

OFFICE CZECH REPUBLIC
Citadelo Czech Republic, s.r.o.
Dukelských Hrdinů 567/52 Praha 7,   
Holešovice 170 00
Czech Republic

ID: 06084222
VAT ID: CZ06084222

E-mail: info@citadelo.com
Tel.: +420 603 504 464

GENERAL CONTACTS:
Sales:
Tomas Horvath
Tel.:+421 911 991 216
E-mail: sales@citadelo.com 

Marketing and contact with media:
E-mail: marketing@citadelo.com 

© 2026 Citadelo. All rights reserved.

OFFICE SWITZERLAND
Citadelo AG
Hinterbergstrasse 47
6312 Steinhausen, 
Zug, Switzerland

Email: info@citadelo.com 
Tel.: +41 41 562 53 06

OFFICE SLOVAKIA
citadelo s.r.o. 
Boova 7939/2A 
811 09 Bratislava
Slovakia

ID: 44257848
VAT ID: SK2022647176

E-mail: info@citadelo.com
Tel.: +421 911 991 216
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