


Alternative Authentication Solutions for High-Risk Transactions
Short description: High-risk transactions require secure ID checks; NFC ID verification ensures safety but limit access. Exploring alternative solutions.

Challenge Statement:
We have observed an increase in financial fraud cases targeting our customers through social engineering and persuasion tactics. To prevent such fraud, we have implemented an additional authentication step for high-risk transactions to verify that the person performing the transaction is indeed the account owner. Currently, this additional verification relies on the customer’s ID card, authenticated via NFC technology, to help prevent fraudulent activities.
Despite offering NFC-based ID verification, we face user experience challenges and device-related technical issues, leading to the need for alternative authentication methods.
The key question we aim to address with this challenge is:
“For high-risk transactions performed via Akbank Mobile, what customer authentication methods can maintain security while improving accessibility?”
Problem Details:
Recently, there has been a notable increase in financial fraud cases targeting our customers through social engineering (persuasion-based) attacks. These attacks occur when fraudsters deceive users—often through phone calls or online channels—into granting authorization or sharing sensitive information. This poses significant operational and customer security risks.
As a countermeasure, we apply customer authentication methods for high-risk transactions. One such method is verifying the customer’s national ID card using NFC (Near Field Communication) technology.
NFC enables short-range, wireless, and contactless data exchange between devices. It allows secure, fast, and energy-efficient connections among smartphones, cards, and wearable devices. Widely used in contactless payments, public transport, and identity verification, this technology is also leveraged by Akbank to secure mobile transactions.
 Through this method, encrypted identity data stored on the ID card’s secure chip is retrieved and verified via the national infrastructure (Identity Sharing System). Authentication is completed when the read data matches the official records.
NFC authentication offers high security through chip-based verification that prevents cloning or forgery, while also being fast and convenient.
However, it becomes a blocking point when the chip is damaged or faulty, or when the user fails to complete the scan. Additionally, users without a valid ID card or those using devices without NFC support currently lack an alternative verification option.
 
Our Objective:
Our goal is to provide high-security, cost-efficient, and inclusive authentication options that improve customer experience for transactions requiring additional verification.
By bringing this challenge forward, we aim to highlight the real-world limitations of NFC-based authentication, discuss alternative technological and operational models across the industry, and collaboratively develop viable pilot solutions.
Our primary focus is to explore biometric authentication (e.g., Face ID, voice recognition) and device-level security enhancements as potential alternative approaches.
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