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CEO SEYFULLAH KILIÇ 
 

 
 
Seyfullah KILIÇ, the Founder and CEO of SwordSec, has been working with the 
mission of making the digital world more secure since 2007 as a white-hat hacker 
and cybersecurity researcher. He has identified critical security vulnerabilities in 
globally recognized platforms such as Facebook, Twitter, Apple, and CERN, 
contributing to strengthening their defenses. His contributions have also been 
recognized on Google’s Security Hall of Fame. 
 
Seyfullah KILIÇ prioritizes knowledge sharing and industry awareness. He has 
spoken at 20 prestigious cybersecurity events worldwide, including DEFCON Las 
Vegas, BlackHat London, and HackIT Kiev. Additionally, he has delivered 
presentations at over 20 universities and leading cybersecurity conferences, 
continuously sharing his expertise with the community. 
 
At SwordSec, we go beyond being just a service provider—we act as a trusted 
cybersecurity partner, ensuring that our clients’ digital assets remain secure. With 
deep expertise, cutting-edge solutions, and a commitment to innovation, we help 
businesses stay one step ahead in the digital landscape. 
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ABOUT US 
SwordSec, established in 2018, is a cybersecurity R&D firm offering “Next 
Generation Cybersecurity Solutions” to the markets of Turkey, Europe, and the USA. 
Our team consists of engineers with over 10+ years of experience, white-hat 
hackers, and software developers. By closely monitoring and analyzing attackers’ 
methods, we provide our clients with effective and unique cybersecurity solutions. 
 
Since 2018, we have provided cybersecurity services to leading organizations in 
nearly 10 countries, including Turkey, Romania, Qatar, Bahrain, and Portugal. Our 
references include Turkish Airlines, ING Bank Romania, and the Qatar Armed 
Forces. SwordSec is also a founding member of the Turkey Cyber Security Cluster, 
operating under the Presidency of Defense Industries of the Republic of Turkey. 
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* For all our references: swordsec.com/ref 
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CORPORATE IDENTITY 
 
Company Name: Swordsec Siber Güvenlik Teknolojileri Anonim Şirketi 
 
Tax Office: İvedik 
 
Tax Number: 7810864284 
 
Trade Registry Number: 416430 
 
MERSIS Number: 0781086428400001 
 
DUNS Number: 519843806 
 
Kep Address: swordsec@hs01.kep.tr 
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SWORDSEC PENETRATION TESTING SERVICES 
 

 
 

Web Application Pentest Service (Web Security) 

Security tests are conducted on your organization’s publicly accessible services, 

including Mail, DNS, Web, FTP, and more. Our expert team performs comprehensive 

penetration testing from an attacker’s perspective, identifying vulnerabilities and 

security flaws. All tests comply with international standards and methodologies. A 

sample report and methodologies are provided in the appendix. 

 

Local Network (Network) Pentest Service 

To identify security risks and potential threats within your local network, internal 

penetration tests are conducted. Our team examines vulnerabilities arising from 

connected clients and devices, detecting misconfigurations and weaknesses, which 

are then compiled into a detailed report. 
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Mobile Pentest Service 

Mobile security assessments are conducted on applications developed for Android 

and iOS platforms, using both static and dynamic testing techniques. Hybrid mobile 

applications are also included in the scope. Penetration tests identify security 

vulnerabilities, which are then analyzed and documented in a detailed report. 

 

Cloud Pentest Service 

Your organization’s cloud servers and services undergo security testing. Using 

advanced OSINT techniques, our team identifies misconfigurations, security 

vulnerabilities, and unauthorized access risks. Network security, system 

configurations, and security devices are thoroughly examined and reported. 

 

Source Code Analysis Service 

The source code of your applications is analyzed in-depth to detect security 

vulnerabilities. This service ensures that your organization, partners, and customers’ 

software products are protected against cyber threats. Identified weaknesses are 

documented in a comprehensive report with recommendations for mitigation. 

 

DDoS Simulation Test Service 

A detailed analysis of your organization’s entire internet infrastructure is performed, 

followed by real-world DDoS attack simulations. Distributed servers are used for 

testing, scaling up to 50 Gbps, allowing us to measure your system’s resilience 

under high-traffic conditions. Weak points are identified, and recommendations are 

provided for strengthening your defenses. 
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Wireless Network (Wi-Fi) Pentest Service 

Your wireless network infrastructure is thoroughly analyzed to detect potential 

external attacks. Misconfigurations, security gaps, and vulnerabilities are identified 

and compiled into a detailed security report. 

 

VoIP Infrastructure Pentest Service 

A security assessment of your organization’s IP/VoIP system is conducted, 

identifying vulnerabilities and potential attack scenarios. All security weaknesses in 

your VoIP infrastructure are reported along with recommendations for strengthening 

the system. 

 

Social Engineering / Phishing Test Service 

Social engineering attacks are simulated to assess the security awareness of 

employees. Phishing tests are conducted using real-world attack scenarios, 

measuring employees’ responses to malicious links and fraudulent emails. 

Additionally, customized phishing and social engineering scenarios can be designed 

based on your organization’s needs. The results help enhance employee security 

awareness, and training programs are provided to improve internal security 

measures. 
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SAMPLE PENETRATION TEST REPORT 
 

The following data includes sample screenshots from a penetration test 
report. Our penetration testing methodology and techniques are exclusive to our firm, 
developed based on our expertise and experience, and supplemented with licensed 
security tools. 

 

Penetration Test Report Cover 
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Penetration Testing Contents 
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Penetration Testing Executive Summary 
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Our methodology 
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Summary table of vulnerabilities found 
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Risk levels of the vulnerabilities found 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Tel: +90 (850) 532 77 69 ​

E-mail: info@swordsec.com Web: www.swordsec.com​
Address: İvedik OSB Mah. 2224. Cad. No:1/15 Yenimahalle / ANKARA / TÜRKİYE 

13/15 



 
 
 

Detected vulnerabilities, screenshots and solution suggestions 
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Finding example and explanation 
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ANKARA 

Teknopark Ankara E Blok 210
Yenimahalle, Ankara, Turkiye

Tel: +90 (850) 532 77 69

E-mail: info@swordsec.com

Web: www.swordsec.com

TALLINN 

Veskiposti t. 10138 Tallinn,
Estonia

E-mail: info@swordsec.com

Web: www.swordeye.io

www.swordsec.com

https://www.facebook.com/SwordSec/
https://twitter.com/sword_sec
https://www.linkedin.com/company/swordsec/
https://www.instagram.com/swordsec/
http://www.swordsec.com/
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