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https://www.europarl.europa.eu/RegData/etudes/BRIE/202
4/757651/EPRS_BRI(2024)757651_EN.pdf 

https://www.europarl.europa.eu/RegData/etudes/BRIE/2024/757651/EPRS_BRI(2024)757651_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/BRIE/2024/757651/EPRS_BRI(2024)757651_EN.pdf
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https://sciencebusiness.net/news/horizon-europe/commission-adds-extra-eu14b-eu-research-spending-year 

https://sciencebusiness.net/news/horizon-europe/commission-adds-extra-eu14b-eu-research-spending-year
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Cluster-3 of Horizon Europe → 1.600 M€, out of 95.500 M€ total

(final budget for the period 2025-2027 TBC in the coming weeks)
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Opportunities in the call-2024
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Resarch & Innovation actions (RIA)

Upto 100% funding rate for all

Innovation Actions (IA)

Upto 100% for Non-Profit & upto 70% for profit



@HorizonteEuropa

✓ The end-users in security sare COMPULSORY PARTNERS in the consortia of your proposals (check 
elegibility, which are reason for exclusion if they are not reached). → Police forces, forensic institutes, 
border and coast guards, customs authorities, civil protection, firefighters, emergency units…

✓ Stronger involvement of Civil Society Entities → Associations, NGOs, Volunteers,…

✓ Some projects may be Security Classified as they may contain, generate or use 
(background/foreground) secure sensitive Information.

✓ Those projects proposed for funding should pass the ETHICAL SCRUTINY in order to  sign the GA and 
to start… → Thus, ethical aspects matter!

Main features of the programme…

✓ “Challenge-driven” → Focus on testing, validating and developing capacities 
based on R&I of technologies, new methodologies and services for identified end-
users & practitioners. → Most of the topics in this call are “top-down” focussed 
on disaster risk management, pandemic preparedness, protection of critical 
infrastructures, maritime security, customs, civil protection,…
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Other interesting features of the programme …

✓ close-to-market projects / almost operational (TRL 5→ 8)

✓ Exclusive civil application, even that some technologies could be further developed for dual use… 
outside of Horizon Europe!

✓ International collaboration, specially in DRS topics, is welcome/encouraged!

✓ Pilots, demos, “test-beds” in real or semi-real environment → Strong collaboration among “end-
users” and industry (including SMEs), academia & civil society.  
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• Call 2024 logistics:
– Opening: 27-June-2024

– Deadline: 20-November-2024, 5pm CET

https://ec.europa.eu/info/funding-
tenders/opportunities/docs/2021-

2027/horizon/wp-call/2023-2024/wp-6-civil-
security-for-society_horizon-2023-2024_en.pdf

MODIFIED VERSION ONWARDS 17/04/2024

https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2023-2024/wp-6-civil-security-for-society_horizon-2023-2024_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2023-2024/wp-6-civil-security-for-society_horizon-2023-2024_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2023-2024/wp-6-civil-security-for-society_horizon-2023-2024_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2023-2024/wp-6-civil-security-for-society_horizon-2023-2024_en.pdf
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https://research-and-innovation.ec.europa.eu/funding/funding-
opportunities/funding-programmes-and-open-calls/horizon-

europe/horizon-europe-work-programmes_en 

https://research-and-innovation.ec.europa.eu/funding/funding-opportunities/funding-programmes-and-open-calls/horizon-europe/horizon-europe-work-programmes_en
https://research-and-innovation.ec.europa.eu/funding/funding-opportunities/funding-programmes-and-open-calls/horizon-europe/horizon-europe-work-programmes_en
https://research-and-innovation.ec.europa.eu/funding/funding-opportunities/funding-programmes-and-open-calls/horizon-europe/horizon-europe-work-programmes_en
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Main modificacions in the WP-2024:

 No participation of the so called “high risk suppliers”  

14-Mar-2024

[…]New eligibility condition devised to prevent the participation of “high risk supplier entities” in actions that are relevant to the
development of technologies linked to the evolution of European communication networks.

This new eligibility condition, based on article 22(6) of the Horizon Europe regulation […].→ https://digital-
strategy.ec.europa.eu/en/library/communication-commission-implementation-5g-cybersecurity-toolbox

The protection of European communication networks has been identified as an important security interest of the Union and its Member
States and the development of future network technologies and European capacities in this area by leveraging the EU research and
innovation framework programme is seen as a strategic risk mitigation measure. This entails the need to avoid the participation of “high-
risk supplier entities” in the development of technologies linked to the evolution of European communication networks to prevent
technology transfer and the persistence of dependencies.

Following in-depth discussions within the Commission and with Member State representatives in the Horizon Europe strategic programme
committee, this new eligibility condition will be inserted in the General Annexes of the amended 2023-2024 Horizon Europe work
programme. […] A specific topic condition, namely “Subject to restrictions for the protection of European communication networks”, will
also be added to those upcoming actions in the various work programme parts that have been identified by Commission services as being
relevant for this new eligibility condition.

As a result, “high risk supplier entities” will not be eligible to participate in 35 top-down topics of the amended work programme and in
a number of bottom-up MSCA actions.

https://digital-strategy.ec.europa.eu/en/library/communication-commission-implementation-5g-cybersecurity-toolbox
https://digital-strategy.ec.europa.eu/en/library/communication-commission-implementation-5g-cybersecurity-toolbox
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✓ 35 actions concerned
– Cluster 1 – 1 action concerned

– Cluster 3 – 19 actions concerned within the call-2024
– Cluster 4 – 1 action concerned
– Cluster 5 – 8 actions concerned
– Cluster 6 – 1 action concerned
– Missions – 5 actions concerned

Topics in the call-2024 excluding the participation of 

« high-risk supplier entities » within Horizon Europe

https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-
call/2023-2024/wp-13-general-annexes_horizon-2023-2024_en.pdf 

https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2023-2024/wp-13-general-annexes_horizon-2023-2024_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2023-2024/wp-13-general-annexes_horizon-2023-2024_en.pdf
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https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2023-2024/wp-13-general-annexes_horizon-2023-2024_en.pdf 

Where to find info about the “high risk suppliers”? See the General Annexes …

https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2023-2024/wp-13-general-annexes_horizon-2023-2024_en.pdf
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https://digital-strategy.ec.europa.eu/en/library/communication-
commission-implementation-5g-cybersecurity-toolbox 

... And who are those “high risk suppliers”?  

https://digital-strategy.ec.europa.eu/en/library/communication-commission-implementation-5g-cybersecurity-toolbox
https://digital-strategy.ec.europa.eu/en/library/communication-commission-implementation-5g-cybersecurity-toolbox
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TOPIC TITLE
HORIZON-CL3-2024-BM-01-02 Interoperability for border and maritime surveillance and situational awareness
HORIZON-CL3-2024-BM-01-03 Advanced user-friendly, compatible, secure identity and travel document management
HORIZON-CL3-2024-BM-01-04 Integrated risk-based border control that mitigates public security risk, reduces false positives and strengthens privacy
HORIZON-CL3-2024-BM-01-05 Detection and tracking of illegal and trafficked goods
HORIZON-CL3-2024-CS-01-01 Approaches and tools for security in software and hardware development and assessment
HORIZON-CL3-2024-CS-01-02 Post-quantum cryptography transition
HORIZON-CL3-2024-DRS-01-01 Prevention, detection, response and mitigation of chemical, biological and radiological threats to agricultural production, feed and 

food processing, distribution and consumption
HORIZON-CL3-2024-DRS-01-03 Harmonised / Standard protocols for the implementation of alert and impact forecasting systems as well as transnational 

emergency management in the areas of high-impact weather / climatic and geological disasters
HORIZON-CL3-2024-DRS-01-04 Hi-tech capacities for crisis response and recovery after a natural-technological (NaTech) disaster

HORIZON-CL3-2024-DRS-01-05 Cost-effective sustainable technologies and crisis management strategies for RN large-scale protection of population and 
infrastructures after a nuclear blast or nuclear facility incident

HORIZON-CL3-2024-DRS-01-02 Open Topic
HORIZON-CL3-2024-FCT-01-01 Mitigating new threats and adapting investigation strategies in the era of Internet of Things
HORIZON-CL3-2024-FCT-01-03 Lawful evidence collection in online child sexual abuse investigations, including undercover
HORIZON-CL3-2024-FCT-01-07 CBRN-E detection capacities in small architecture
HORIZON-CL3-2024-FCT-01-08 Tracing of cryptocurrencies transactions related to criminal purposes
HORIZON-CL3-2024-INFRA-01-02 Resilient and secure urban planning and new tools for EU territorial entities
HORIZON-CL3-2024-INFRA-01-03 Advanced real-time data analysis used for infrastructure resilience
HORIZON-CL3-2024-SSRI-01-01 Demand-led innovation through public procurement
HORIZON-CL3-2024-SSRI-01-02 Accelerating uptake through open proposals for advanced SME innovation

Topics in CLUSTER-4 call-2024 excluding the participation of

« high-risk supplier entities »
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Where are those modifications 

within the topics concerned?
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CYBERSECURITY

STRENGTHENING SECURITY RESEARCH AND INNOVATION

6“Destinations” / All calls running in parallel, with the same opening 

and deadline!
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• Destination 1 – Better protect the EU and its citizens
against Crime and Terrorism (FCT)

• Destination 2 – Effective Management of EU external
Borders (BM)

• Destination 3 – Resilient INFRAstructure (INFRA)
• Destination 4 – Increased CYBersecurity (CS)
• Destination 5 – A Disaster-Resilitent Society for

Europe (DRS)
• Destination 6 – Strengthened security research and

innovation (SSRI)

✓ All topics are 1-stage evaluation
✓ FOR ALL TOPICs, “beneficiaries must make use of Copernicus and/or Galileo/EGNOS 

(other data and services may additionaly be used).”
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Destination FCT:

Better protect the EU and its citizens against 

Crime & Terrorism
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✓ Prevention, investigation and 
mitigation of the impact of 

criminal acts (including cyber) 

and terrorism

✓ Security in urban public

spaces

✓ End-users: Mainly LEAs…

Destination Fighting Crime and Terrorism (FCT)
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FCT sub-areas Topics call-2024 EUR
(M€)

EUR (M€)
per grant

Type of Action / TRL
Eligibility Conditions 

(min)

Modern information analysis for 
fighting crime and terrorism

Mitigating new threats and adapting 
investigation strategies in the era of 
Internet of Things*

5 5 RIA / 5-6 3 Police Authorities

Improved forensics and lawful 
evidence collection

Open topic 9 4.5 RIA / 5-7 2 Police Authorities & 
2 forensic institutes

Lawful evidence collection in online 
child sexual abuse investigations, 
including undercover*

3.7 3,7 RIA / 5-6 2 Police Authorities & 
2 forensic institutes

Enhanced prevention, detection and 
deterrence of societal issues related 
to various forms of crime

Radicalisation and gender 3 3 RIA / 5-6 3 Police Authorities
Combating hate speech online and 
offline

3 3 IA / 6-7 2 Police Authorities & 
2 Civil Society Organisations

Open Topic 6 3 RIA / 5-6 3 Police Authorities
Increased security of citizens against 
terrorism, including in public spaces

CBRN-E detection capacities in small 
architecture*

6 6 IA / 6-8 2 Police Authorities & 
2 urban municipalities

Citizens are protected against 
cybercrime

Tracing of cryptocurrencies transactions 
related to criminal purposes*

6 6 IA / 6-7 3 Police Authorities

*The following exceptions apply: subject to restrictions for the protection of European communication networks.
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Destination BM:

Effective management of EU 

external borders
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✓ Traffic of passengers (flow of 
people) and traffic of goods
(flow of goods) in the EU

✓ Prevention and counter-
measures against illegal traffic, 
piracy and other criminality 
(including terrorism)

✓ Aerial borders, maritime and 
terrestrial → End-users: Mainly 
coast guards and customs,…

Destination BM/BS
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LUMP SUM funding format FOR ALL TOPICS IN BM THIS YEAR!

BM sub-areas Topics – call 2024
EUR
(M€)

EUR (M€)
per grant

Type of Action 
/ TRL

Eligibility Conditions 
(min)

Open topic* 6 3 RIA / 4-6

2 Border or Coast 
Guards Authorities 

and/or Customs 
Authorities

from at least 2 different 
EU Member States or 
Associated Countries.

Efficient border 
surveillance and 
maritime security

Interoperability for border and 
maritime surveillance and situational 
awareness**

6 6 IA

Secured and 
facilitated crossing of 
external borders

Advanced user-friendly, compatible, 
secure identity and travel document 
management**

6 6 IA

Integrated risk-based border control 
that mitigates public security risk, 
reduces false positives and strengthens 
privacy**

5 5 IA

Better customs and 
supply chain security

Detection and tracking of illegal and 
trafficked goods**

6 3 RIA

*ATTENTION: Proposals that address R&I themes or challenges already covered by other topics in HE Calls BM 2022-23-24 cannot be submitted.

**The following exceptions apply: subject to restrictions for the protection of European communication networks.
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Destination INFRA:

Protected infrastructure
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✓ Resilience and autonomy → Both 

physical and cyber as well 

interconnected systems!

✓ Security in big events, smart cities

and urban infrastructures

✓ End-users: Mainly CIOs,

municipalities,…

Destination Infrastructures
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INFRA sub-areas Topics call-2024
EUR
(M€)

EUR
(M€)

per grant

Type of 
Action / TRL Eligibility Conditions (min)

Improved preparedness 
and response for large-
scale disruptions of 
European infrastructures

Open topic

5 5 IA / 6-8 2 critical infrastructure 
operators & 2 civil protection 

authorities 
Resilient and secure urban 
areas and smart cities

Resilient and secure urban 
planning and new tools for EU 
territorial entities*

6 6 IA / 6-8 2 local or regional 
government authorities

Advanced real-time data analysis 
used for infrastructure 
resilience*

5 5 RIA / 5-6 3 infrastructure operators, 
which could include civil 
protection authorities at 

national level

LUMP SUM funding format FOR ALL TOPICS IN INFRA THIS YEAR!

*The following exceptions apply: subject to restrictions for the protection of European communication networks.
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Destination DRS:

A Disaster-resilient society for 

Europe
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✓ Prevention, mitigation, response and 

recovering from crisis & disasters (natural, 

CBRN-E, pandemics, climate change,…)

✓ Trans-border coordination (including 

neighbouring countries of the EU)

✓ End-users: Mainly emergency services & civil 

protection (CBRN-E, extrem events, 

pandemics, etc…), municipalities, 

volunteers and NGOs,…

Destination DRS
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DRS sub-areas Topics call-2024
EUR
(M€)

EUR (M€)
per grant

Type of Action 
/ TRL

Eligibility Conditions (min)

Improved Disaster Risk 
Management & 
Governance

Prevention, detection, response and 
mitigation of chemical, biological and 
radiological threats to agricultural 
production, feed and food processing, 
distribution and consumption*

8 4 RIA 3 organisations: 
• at least 1 representing 

citizens or local 
communities; 

• at least 1 representing 
practitioners (1st and/or 2nd

responders);
• at least 1 representing local 

or regional authorities

Open topic*

6 3 RIA 5 organisations: 
• At least 1 EU city’s crisis risk 

manager;
• at least 1 representing 

citizens or local 
communities; 

• at least 1 representing 
practitioners (1st and/or 2nd

responders);
• at least 1 representing local 

or regional authorities;
• Private sector
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DRS sub-areas Topics call-2024
EUR
(M€)

EUR (M€)
per grant

Type of Action 
/ TRL

Eligibility Conditions (min)

Improved harmonisation 
and/or standardisation in 
the area of crisis 
management & CBRN-E

Harmonised / Standard protocols for the 
implementation of alert and impact 
forecasting systems as well as 
transnational emergency management in 
the areas of high-impact weather / 
climatic and geological disasters*

6 3 IA 3 organisations: 
• at least 1 representing 

Standardisation organisations,; 
• at least 1 representing practitioners 

(1st and/or 2nd responders);
• at least 1 representing local or 

regional authorities

Strengthened capacities 
of first & second 
responders

Hi-tech capacities for crisis response and 
recovery after a natural-technological 
(NaTech) disaster*

4 4 RIA / 5-7 • at least 1 local or regional 
authorities in charge of managing 
NaTech events; 

• at least 2 first responders’ 
organisations or agencies

Cost-effective sustainable technologies 
and crisis management strategies for RN 
large-scale protection of population and 
infrastructures after a nuclear blast or 
nuclear facility incident*

6 6 RIA / 6-8 • at least 1 local or regional 
authorities in charge of disaster 
response; 

• at least 2 first responders’ 
organisations or agencies

*The following exceptions apply: subject to restrictions for the 

protection of European communication networks.
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Destination SSRI:

Strengthened Security Research 

and Innovation
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✓ Improving market uptake

of the R&I results

✓ Improving the impact of

projects

✓ Planning and medium-

long term vision of 
research needs

Destination Strengthening Security R&I
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SSRI sub-area Topics call-2024
EUR
(M€)

EUR (M€)
per grant

Type of Action 
/ TRL

Eligibility Conditions 
(min)

Increased 
innovation 
uptake

Demand-led innovation through public 
procurement (*)

10.5 5.25 PCP / 6-8 3 end-user 
organisations &

3 public procurers 
from 3 different EU 

MS or AS

Accelerating uptake through open 
proposals for advanced SME innovation 
(**)

6 1.5 IA / 6-7 Consortia must 
include, as 
beneficiaries:

• From 3 to 7partners 
partners 

• Min 2 SMEs 
• Min 1 end-user

At least 2 MS must be 
represented in the 
consortium.

(*) Beneficiaries must ensure that the subcontracted work is performed in at least 3 MS — unless otherwise approved
by the granting authority.→ PCPs/PPIs based on the previous CSAs (i.e. call 2022).
(**) LUMP SUM funding format and 50% of the budgest must be allocated to SMEs; Participation of non-SME
industries and RTOs must be limited to 15% of the budget.

For ALL 2024-SSRI TOPICS: The following exceptions apply: subject to restrictions for the protection of EU communication networks.
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Destination CS:

Increased Cybersecurity
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• Capacities for Europe’s strategic

autonomy

• Strengthening digital

infrastructures from cyber and 

hybrid attacks

• data protection, privacy & ethics

Destination Cybersecurity

CYBERSECURITY
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*LUMP SUM funding format
**Proposals including legal entities which are not 
established in these countries will be ineligible.

Cybersecurity sub-areas Topics call-2024 EUR
(M€)

EUR (M€)
per grant

Type of 
Action /

TRL
Eligibility Conditions

Systems Security and Security 
Lifetime Management, Secure 
Platforms, Digital 
Infrastructures

Approaches and tools for 
security in software and 
hardware development 
and assessment (*)

37 4-6 IA NA

Cryptography

Post-quantum 
cryptography transition

23,4 4-6 RIA

Topic limited to 
MS, AC & and 
OECD 
countries(**)

For ALL 2024-CS TOPICS: The following exceptions apply: subject to restrictions for the protection of EU communication networks.
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Last but not least…
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✓ Spanish national infoday → 

Madrid, 30-May 2024

✓ Regional Spanish infodays → 

Galicia, Catalonia, Basque 

Country, Valencia, Andalucía and 

Murcia!

✓ European Infoday + brokerage 
event → Brussels, 12-13 June 2024

40

Calendar of next events / infodays
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https://www.cmine.eu/networks/events/123953 REGISTRATION CLOSED

https://www.cmine.eu/networks/events/123953
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Community for Research and Innovation for Security 
(CERIS)
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https://home-affairs.ec.europa.eu/networks/ceris-community-european-research-
and-innovation-security/ceris-events_en
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SEREMAP tool for partner search…
https://security-research-map.b2match.io/

https://security-research-map.b2match.io/
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• Innovation and Security

• EU Security Market Study

• Study on the Factors Influencing the 
Uptake of EU-Funded Security Research 
Outcomes

• SEREN5 PROJECT (Cluster-3 NCPs)

• Already funded projects and additional 
info from REA

45

Interesting links!

https://home-affairs.ec.europa.eu/policies/internal-security/innovation-and-security-research_en
file:///C:/Users/mtbe/Downloads/eu%20security%20market%20study-DR0922300ENN.pdf
file:///C:/Users/mtbe/Downloads/study%20on%20the%20factors%20influencing%20the%20uptake%20of%20eu-funded-DR0822354ENN.pdf
file:///C:/Users/mtbe/Downloads/study%20on%20the%20factors%20influencing%20the%20uptake%20of%20eu-funded-DR0822354ENN.pdf
file:///C:/Users/mtbe/Downloads/study%20on%20the%20factors%20influencing%20the%20uptake%20of%20eu-funded-DR0822354ENN.pdf
https://www.seren-project.eu/
https://rea.ec.europa.eu/funding-and-grants/horizon-europe-cluster-3-civil-security-society_en
https://rea.ec.europa.eu/funding-and-grants/horizon-europe-cluster-3-civil-security-society_en
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Many thanks… see you in Brussels!
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