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About Technolution Prime Technolution
Prime is the leader in Netherlands in
preventive high assurance solutions

for classified data. We develop our
products and solutions entirely in-house.
We stand for high quality cyber security
where it is needed most.
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Technolution

PrimeCross will achieve a long-awaited goal. It will automate the
bidirectional exchange of classified information between network
domains of different security levels. PrimeCross consists of

a hardened, FPGA-based hardware core with customizable filter
policies. It couples future-proof upgradeability with great flexibility.
This highly adaptable platform is fit for military-grade use cases
with high assurance security. PrimeCross is being developed in
close cooperation with the Dutch Ministry of Defense and will

be evaluated by the NLNCSA before release.
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Check, filter and convert data

The PrimeCross offers a safe alternative for the data
exchange with mobile data carriers such as USB sticks,

or through software-based filters and firewalls. It provides

a secure and hardened hardware environment, so that users
can focus all their attention on creating application-specific
filters (policies) between network domains with different
security levels.

Fit for many use cases

With its features for the automated checking, filtering and
converting of data, the PrimeCross accomodates for many
different situations, applications and domains.

Secure,
bidirectional
exchange of
classified
information

Use Case 1: Checking Data Security Levels - Create filter
policies for checking data security levels and blocking the
transport of higher-security information to lower-security
domains. Data of the appropriate level can be allowed to
pass the filter.

Use Case 2: Linking Combat Simulations — Securely join
combat vehicle simulations of different army units, such as
fighter jet, ground vehicle, and navy ship simulations. Multiple
countries within an alliance may even combine simulations
through PrimeCross for joint international combat training.

Use Case 3: Converting Sensitive Data - When data need
to be transformed, truncated, or removed before sharing
them with a lower-security network domain, create

a conversion filter to remove or change the relevant

data accordingly. l.e. automatically reduce the accuracy

of coordinates to prevent sharing precise positions of
ground troops.

Use Case 4: Allowing software updates - Validate the
signatures of software updates to allow for secure automated
transfer of software updates to higher security domains.

Evaluated hardware

Since the FPGA-based hardware core of PrimeCross will
come evaluated and ready to use, only the filter policies

that you create will need evaluation before deployment.

This greatly speeds up the process of creating new data
links. In addition, development, management and maintenance
of custom filter policies are performed by your own
organization, which minimizes the risk of unwanted outside
intervention. Technolution Prime offers expert services and
advice for users and developers of filter policies.

Datacenter and Shelter
PrimeCross will come in two versions.

PrimeCross FD60 “Datacenter” PrimeCross FS60 “Shelter”

The PrimeCross FD60 “Datacenter” is

a stand-alone cross-domain hardware
filter in a19” 1U casing. With configurable,
firmware data filters, the FD60 is especially
suited for processing large quantities of
data. The FD60 works with external proxy
servers, thus granting the best options for
speed and bandwidth.

The PrimeCross FS60 “Shelter” offers
specifications similar to the FD60. However,
with the FS60, proxy software can be
installed directly on the embedded operating
system. Thanks to this space-saving option
the FS60 is especially suited for field
deployment, i.e. in vehicles or mobile

control centers.



