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Security Intelligence

• AI for Cybersecurity 

• Cyber security for AI

• Autonomous Security

• Video Analytics for Cyber-physical 
security

• Security & Assurance for Finance, 
Insurance and RegTech



Existing Expertise
• AI for cybersecurity

• Deep Learning for Malware Analysis and Software Vulnerability Detection [1] [2] [3]

• Data Analytics for Network Intrusion in Cyber-physical Systems [1] [2]

• Deep learning for Web application vulnerability analysis [1]

• Real time recognition of IoT attack patterns [1][2] 

• Video analytics for cyber-physical security
• Wide Area Tracking and Reidentification [1][2][3]

• Face Recognition and Access Control [1]

• Multimodal Vehicle Monitoring [1][2][3]

• 3D Pose Estimation and Activity Recognition [1][2]

• Evidential Reasoning for Semantic Event Recognition and Decision Making [1]

• Security and assurance for finance
• Trader fraud detection

• Insurance analytics [1]

• Insider threat detection

• Heterogeneous graph mining

https://pureadmin.qub.ac.uk/admin/files/228719246/JISA_2020_558_Original_V0_submitted.pdf
https://pureadmin.qub.ac.uk/admin/files/194648730/DANdroid_cameraV1.pdf
https://pureadmin.qub.ac.uk/admin/files/122380314/sig_camera_ready.pdf
https://pureadmin.qub.ac.uk/admin/files/200160837/LUCID_PUBLIC_VERSION.pdf
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=7954957
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=7954957
https://www.sciencedirect.com/science/article/pii/S0952197623005286?via%3Dihub
https://link.springer.com/article/10.1007/s11276-022-03219-y
https://pureadmin.qub.ac.uk/admin/files/132850325/egpaper_CSVT_Niall_v52.pdf
https://pureadmin.qub.ac.uk/admin/files/27151912/PID4180443.pdf
https://pureadmin.qub.ac.uk/ws/portalfiles/portal/11749337/dense_manuscript.pdf
https://pureadmin.qub.ac.uk/admin/files/216631184/IMVIP2020_paper_30.pdf
https://pureadmin.qub.ac.uk/admin/files/219698510/ICPR20_home_papercept_iapr.papercept.net_www_conferences_conferences_ICPR20_submissions_2516_MS.pdf
https://pureadmin.qub.ac.uk/admin/files/203150901/PBVS_paper.pdf
https://pureadmin.qub.ac.uk/ws/portalfiles/portal/180211131/HongLMZCLLZ_revision2.pdf
https://pureadmin.qub.ac.uk/admin/files/196982583/bare_jrnl_final_jan_2020.pdf
https://pureadmin.qub.ac.uk/admin/files/149888657/AMDO2018_paper_5.pdf
https://pureadmin.qub.ac.uk/admin/files/17941842/revision_CVIU_14_695.pdf
https://ieeexplore.ieee.org/abstract/document/10194904


Emerging Research Areas

• Security of AI
• Design of adversarial attacks [1]
• Adversarial training [1] [2]
• Explainable AI for cybersecurity [1]
• Privacy Preserving Machine Learning [1][2]
• Federated learning [1]
• Least privilege learning [1]
• Denial of features
• Securing the AI technology stack 
• Trustworthy AI

• Autonomous security
• Learn to detect attacks
• Reason about alerts to extract semantic meaning 
• Adapt to changing environment caused by attack
• Plan response and recovery

https://arxiv.org/pdf/2201.01621.pdf
https://openaccess.thecvf.com/content/CVPR2023/papers/Tarchoun_Jedi_Entropy-Based_Localization_and_Removal_of_Adversarial_Patches_CVPR_2023_paper.pdf
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=9422778
https://www.sciencedirect.com/science/article/pii/S0167404823005473?via%3Dihub
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=10133266
https://arxiv.org/pdf/2303.01819.pdf
https://pure.qub.ac.uk/en/publications/a-wolf-in-sheeps-clothing-evading-robust-aggregation-in-federated
https://pureadmin.qub.ac.uk/admin/files/216631184/IMVIP2020_paper_30.pdf


Industry Collaborators



Physical Security

Evidential Reasoning for Semantic Event Recognition and Decision Making [1]

Wide Area Tracking and Reidentification [1][2][3]

Multimodal Vehicle Monitoring [1][2][3]

3D Pose Estimation and Activity Recognition [1][2]

Face Recognition and Access Control [1]

Fraud and Anomaly detection based on Graph Mining and Deep learning for 

Financial and Insurance Applications [1]

https://pureadmin.qub.ac.uk/admin/files/17941842/revision_CVIU_14_695.pdf
https://pureadmin.qub.ac.uk/admin/files/132850325/egpaper_CSVT_Niall_v52.pdf
https://pureadmin.qub.ac.uk/admin/files/27151912/PID4180443.pdf
https://pureadmin.qub.ac.uk/ws/portalfiles/portal/11749337/dense_manuscript.pdf
https://pureadmin.qub.ac.uk/admin/files/219698510/ICPR20_home_papercept_iapr.papercept.net_www_conferences_conferences_ICPR20_submissions_2516_MS.pdf
https://pureadmin.qub.ac.uk/admin/files/203150901/PBVS_paper.pdf
https://pureadmin.qub.ac.uk/ws/portalfiles/portal/180211131/HongLMZCLLZ_revision2.pdf
https://pureadmin.qub.ac.uk/admin/files/196982583/bare_jrnl_final_jan_2020.pdf
https://pureadmin.qub.ac.uk/admin/files/149888657/AMDO2018_paper_5.pdf
https://pureadmin.qub.ac.uk/admin/files/216631184/IMVIP2020_paper_30.pdf
https://ieeexplore.ieee.org/abstract/document/10194904
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