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Executive Summary

Most cybersecurity tooling (point security) today is built around a Detect & Respond paradigm:
expose systems to users and the internet, collect massive amounts of telemetry, then try to
detect malicious activity quickly enough to respond before damage is done.

This model is fundamentally probabilistic and assumes compromise as the normal state of
affairs.

ZafePass Prevent & Protect is designed from the opposite direction. It implements a
Prevent-First, DIE-aligned (Distributed, Immutable, Ephemeral) architecture that removes the
very preconditions required for cyber-attacks, to become successful:

- No routable paths from endpoints to protected assets

- No discoverable IPs, ports or services

- No persistent sessions or long-lived credentials

- No direct access to file systems or underlying protocols
- No trust based solely on user credentials

Instead, ZafePass builds ephemeral, policy-bound micro-perimeters around each user/
session/resource combination. Access is granted only when the user’'s identity is verified with
MFA and cryptographic keys, the device has been adopted and fingerprinted by ZafePass, the
device and context satisfy Comply-to-Connect (CtC) posture rules, and policy (ABAC/RBAC)
explicitly permits the requested action.

All interaction then happens inside a ZafePass session container, via “VPN-without-the-N"
Virtual Private Connectivity (VPC) over a single outbound port through a Dual-Reverse /| SOCKS5
proxy gateway.
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The session container operates in Null-state when idle: non-connected, non-processing, and
non-broadcasting, with keys and state wiped after use.

Where Detect & Respond stacks try to monitor and interpret attacks, ZafePass makes it
structurally impossible for attackers to scan, enumerate or fingerprint infrastructure, laterally
move inside networks, reuse stolen credentials from uncontrolled devices, persist malware in
the access layer, or exfiltrate/encrypt data via generic network/file channels.

External security review has confirmed that ZafePass presents no exploitable critical
vulnerabilities and significantly improves organisational cyber-resilience.

The result is not “another point solution” but a holistic access platform that can replace or
render redundant large parts of the reactive security stack: VPN, ZTNA/SDP edge, PAM jump
hosts, (IAM and PAM like functionality is built into ZafePass), CASB/DLP add-ons and assorted
remote-access tools—while still co-existing where needed.

ZafePass Prevent & Protect is a no-risk implementation, as the platform is created to co-exists
with existing Network Access Control methods. ZafePass is a non-invasive, non-intrusive and
non-interruptive platform - with unique functionality helping IT- and OT-architectures to
remove total exposure.

NOVEMBER 27, 2024

ZAFEPASS

Overall we rate the security of the system as HIGH based
on the CVSS scores of our findings and due to the fact
that we were not able to exploit the system in practice.

SECURITY LEVEL
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1. Context: Why Prevent-First, and Why Now?

Traditional architectures leave networks routable end-to-end, assets discoverable by
IP/port/service enumeration, sessions persistent (VPN tunnels, browser tokens, cookies), and
file systems directly reachable (SMB/NFS, SaaS sync agents).

Detect & Respond tooling (IDS/IPS, EDR/XDR, SIEM, SOAR] then attempts to spot anomalies in
this exposed environment.

This approach suffers from false positives, blind spots, high operational cost and, most
importantly, the fact that exploitation happens before detection.

Thought leaders in Zero Trust, de-perimeterisation and modern secure access have all argued
that the industry must move away from perimeter-based, network-trusted models toward
de-perimeterised, identity-centric, software-defined perimeters where exposure is drastically
reduced.

Prevent-First and ‘D-I1-E’

ZafePass is one of the only platforms that implements Prevent-First at an
architectural level.

Technical Benefits Summary

v No scanning possible

v No enumeration possible

v No lateral movement possible

v No session hijacking possible

v No credential replay possible

v No ransomware propagation possible
v No VPN tunnel for attackers to ride

v No commodity malware effectiveness
v No pivot opportunities

v No persistent footholds

(The D-I-E concept is continued ... ).
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ZafePass is a concrete implementation of that shift, embedding Prevent-First philosophy and
the DIE model:

- Distributed:

Functions (gateway, provisioning, policy, crypto) are separated, reducing single points of
failure and blast radius.

- Immutable

Policy, keying and session logic are deterministic at runtime; once a session is constructed, its
boundaries cannot be arbitrarily expanded by the user.

- Ephemeral

Sessions, keys, temporary app deployments and file mappings exist only for the duration of
authorised use and revert to Null-state afterwards.

Instead of “detect and remediate after compromise”, ZafePass ensures that attack paths
never materialise, connections do not exist outside of authorised context, and no artefacts
remain for attackers to latch onto between sessions.

Detect & Respond Prevent-First

e Infinite alerts & logs Distributed
e Chronic patch cycles ' | tabl
m
e Responding to attacks mutable
Ephemeral
model model
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2. ZafePass High-Level Architecture

The ZafePass Prevent & Protect (ZPP) architecture is a software-defined access overlay that
sits between users and protected assets (layer 7). It does not expose networks; it exposes
controlled resources via ephemeral channels.

Core components:

o ZafePass Proxy Gateway - Hardened FreeBSD-based, default-deny application
proxy providing Dual-Reverse /| SOCKSS5 tunnelling and application enablement.
Gateways maintain no long-term user state and expose only a minimal single
inbound port.

o ZafePass Client / Agent - A generic executable (service, desktop app, portable
binary or launched from a web context) hosting the Connector, Tunnelling
module and Network Socket Gateway engine. It builds Virtual Private
Connectivity (VPC) “VPN-without-the-Network” to the gateway.

o ZafePass Management & Provisioning Console - Single pane of glass for
policies, device adoption, application/resource onboarding and configuration of
VFS/UFS mappings and session behaviour.

Trust and threat model assumptions:

o Allunderlying netwaorks are hostile, including “internal” segments.
o Clients may be compromised; attackers may possess valid credentials.
o No endpoint should ever talk directly to an application or file service.

Therefore, no session paths are created until identity, device and policy checks have succeed.

Gateways accept connections only from entitled ZafePass agents; even with stolen
credentials, an attacker cannot reach any resources from an unadopted or non-compliant
device.
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3. Connectivity Architecture: VPC, Dual-Reverse Proxy and
Null-State (Ephemeral)

ZafePass replaces network-level connectivity (VPN/IPsec) with application-centric Virtual
Private Connectivity (VPC).

Users see resources, not networks. Applications, services and policy-controlled access points
is exposed in the ZafePass launchpad - only after all checks and validations have succeeded.

Key properties of VPC:

o No layer-3 network overlay, no IP routing tables pushed to endpoints.
o Eachresource is associated with its own logical micro-channel and policy set.

o Connectivity is bound to specific processes via the Netwaork Socket Gateway
engine in the client.

The ZafePass Proxy Gateway operates as a Dual-Reverse /| SOCKS5 proxy and application
enabler. Tunnels are established over SSH/SSH2 with an additional encrypted virtual channel
for application payloads. Only configured resources are reachable; everything else is
implicitly denied.
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Null-state extends across the connectivity stack. When a task completes, Connector
instances and gateway engines disconnect, destroy keys and reset internal state.

No unsolicited event can “wake up” a dormant module: there are no idle listeners beyond the
pre-shared, and generated on a per-installation basis hardened entry point(s), and no
reusable session context. This is materially different from traditional “stateless” services,
which still respond to arbitrary incoming packets.

4. |dentity, Device, Policy and Comply-to-Connect

ZafePass enforces device adoption before user identity is even considered. Adoption binds a
device cryptographically to a user account using a combination of device fingerprinting, key
material and internal identity stores. Copying the client binary to another host yields no
usable access; the binding is not portable.

Authentication uses MFA, device identity, ephemeral session tokens and certificate validation.
ZafePass employs a double keypair model in its provisioning infrastructure—one hard-coded
keypair for signing authenticity and one rotating keypair for session key exchange with
configurable rotation intervals. Long-lived cookies or browser tokens are not used; session
keys are discarded at teardown.

The Policy Engine combines role-based and attribute-based access control. Policy evaluation
occurs both at session establishment and continuously for operations such as application
launch, resource selection, file access, clipboard/print actions and protocol initiation. This is
deeper than network ACLs or static group entitlements, and directly aligned with the concept
of least privilege.

Comply-to-Connect (CtC) gates connectivity on device posture, key validity, adoption status
and contextual constraints (location, time, origin, risk signals). If CtC fails, no tunnel is
established, no session container is created, and no partial access is granted. D&R tools
typically observe non-compliant devices after the fact; ZafePass never allows them to reach
the protected surface.

Endpoint request access Endpoint classified
and profiled into groups

Endpoint authorized access
Trust continuously verified based on least privilege

_y
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5. Data-Plane Security: Virtual File System (VFS) and
Unified File System (UFS)

5.1. Virtual File System (VFS)

(Local encrypted session-bound storage anchored inside the ZafePass micro-perimeter)]

ZafePass Virtual File System (VFS) is a policy-controlled, emulated secure drive that
behaves like a physical storage volume but is actually an encrypted container file stored
beside the ZafePass client itself.

Core Architectural Characteristics
1. Local encrypted storage vault

o VFSis avirtual drive containing all stored data inside a single encrypted file co-
located with the client (e.g., a portable drive or workstation).

o ltis only accessible after successful ZafePass authentication, and is
automatically unmounted once the session ends.

2. Session-bound activation
o The ZafePass provisioning server dynamically instructs the client to mount a
“SecureDrive” upon login.

o When the user's session expires, the drive automatically detaches, eliminating
persistent exposure windows.

3. Micro-perimeter-enforced file access

o VFS access is governed by ZafePass guard-railed policies, meaning:
o Only approved applications and/or users can access the drive.
o Even Windows Explorer can be restricted.

o Data visibility is context-controlled (application-restricted mode is available)

4. Multiple protection levels
VFS has three policy modes:
e Open - accessible like a normal USB drive.
e ZafePass-restricted - accessible only to applications launched by ZafePass.
e Application-restricted - accessible only to specific ZafePass-approved applications.

@
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Aligned with CMMC 2.0 requirements

o QOriginally developed to securely manage Controlled Unclassified Information
(CUN) and meet CMMC 2.0 storage requirements

CMMC

Security Advantages over Traditional Endpoints

Traditional Storage VFS Prevent-First Behaviour

Persistent local drives — recoverable by || No persistent access; session-bound

attackers. ephemeral mounts.
OS-level exposure — ransomware can Drive may not appear in OS; not accessible
enumerate drives. to unauthorized apps.

User cannot mount VFS themselves—

U b trols.
Ser can bypass controls policy controlled.

Encrypted-at-rest in a single file; invisible

Local data leakage risk.
when unmounted.

Technical Integration Use Cases

e CAD/CAM workflows requiring large temporary working sets from SVN, Git, or Helix can
use VFS as a controlled local cache with guaranteed non-leakage of intellectual

property

e« On stolen/lost devices, data remains fully inaccessible due to encryption and absence
of mounted session.
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5.2. Unified File System (UFS)

(Unified, policy-driven access layer for remote, hybrid, and heterogeneous storage systems.:
SMB, NFS, 53 SFTF)

The Unified File System (UFS) extends secure storage from local endpoints to distributed or
cloud environments. It presents a virtualized abstraction of network file systems, where
the user sees consistent folder-like structures, but data resides remotely on shared drives or
cloud objects.

UFS is designed to give system owners full control of cross-environment file access,
without exposing backend systems directly to user devices.

Architectural Model
UFS consists of three major components:

1. UFS Manager

o Defines mappings, policies, and share exposure.

o Handles encryption for cloud storage such as S3 (all uploaded objects are
transparently encrypted; bucket contents cannot be directly downloaded outside
ZafePass)

2. UFS Proxy (for SMB, NFS, and local-folder backends)

o Acts as a secure relay, reachable only through ZafePass gateways.

o Users never communicate directly with file servers.

o Enforces micro-perimeter policy for every request.

o Runs ‘Dynamic UFS Mappings’ based on authentication rules/environment.
3. ZafePass Client UFS Interface

o Presents a list of "shares" as folders.

o Provides zero-installation access; mappings update dynamically without
endpoint changes.
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Supported Backend Types

UFS supports heterogeneous storage environments—critical for hybrid enterprises, OT/IT

convergence, and defence-grade segmentation. No dependencies on user's technical

abilities to mount/access remote drives, is needed - it's all taken care of by ZafePass.

Backend Uses
Notes
Type Proxy?
Local Ves Accesses directories on proxy server (C:;, D:;, NFS mounts,
Folders UNC paths)

SMB Shares Yes

Dynamic UFS Mappings and authenticate as the user; can
require domain membership for transparency.

S3 Buckets No

End-to-end encryption; only UFS Manager can decrypt
uploaded data.

SFTP

No

Direct client-to-server SFTP with optional gateway
routing; supports non-standard ports (e.g., :422)

Prevent-First Advantages of UFS

1. No direct connection from user to file servers
All access flows through ZafePass gateways — UFS Proxy — target systems.

o

o

o

Eliminates lateral movement risks.

Prevents credential harvesting.

Breaks ransomware attack chains (no drive letter, no OS-visible share mount)

2. Zero-knowledge exposure

o

o

Users do not know the protocol, path, or server where data resides.

Only the proxy knows the actual backend location.

3. Share-specific micro-perimeter policies

Access rules may require:

o

Identity + posture verification.

Approved device.

Approved gateway region.

Controlled application behaviour (no copy/paste, no OLE, no drag/drop)
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4. Ransomware resistance

o

o

o

UFS does not present as a mapped drive.
No file-system enumeration from malware.

No direct SMB/NFS session exposed to the endpoint.

5. Infrastructure isolation

o

Backend servers never see user traffic directly — attackers cannot exploit 0S-
level vulnerabilities or SMB/NFS stack weaknesses.

File servers are shielded from 0-days because connections are proxied, sanitized,
and policy-enforced.

Mapping Mechanics

When a user selects a UFS share:

1.

2.

The ZafePass client establishes a secure session to the ZafePass gateway.
The gateway forwards the request to the appropriate UFS Proxy.

The proxy establishes authenticated sessions with SMB/NFS/SFTP/S3/local folder
resources.

Data is streamed through the secure ZafePass channel to the client.

No filesystem is mounted on the OS; the user interacts through a controlled
ZafePass Ul surface.

For S3, SFTP and other (cloud) filesystems designed for internet access:

The ZafePass client establishes a secure session directly with the server(s)
responsible for the filesystem endpoint.

Data is streamed through the secure channel to the server.

. No filesystem is mounted on the OS; the user interacts through a controlled

zafePass Ul surface.

Administrator-Controlled Governance

e UFS mappings are defined centrally in the ZafePass admin console.

e Changes propagate automatically to all proxies via the synchronizer service

e Clients receive only the mapping names and proxy access instructions—not actual
server paths.

e System owners can limit access to specific network zones, geographies, or device
profiles.
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Combined VFS + UFS - this Unified Prevent-First Storage Layer, allow:

e Modern zero-trust protection for legacy systems (no modernization needed).
e Centralized, policy-driven control with zero endpoint exposure.

e Uniform storage access across OT, /7, cloud, defence, and regulated
environments.

e Full alignment with Prevent-First principles and the DIE (Distributed, Immutable,
Ephemeral) model.

Together, VFS and UFS form a holistic, modern, zero-trust storage fabric:

Function VFS UFS
Local encrypted workspace v —
Remote storage abstraction — v
Zero-trust micro-perimeter around storage v v
Legacy environment support (SMB/NFS) Limited Full
Cloud support (S3, SFTP, hybrid) — v
Ransomware-resistant ) v
CMMC/CUI compliance v v

OBS: VFS data is not ransomware resistant if the VFS share is mounted. The file itself can be
ransomware encrypted - but the data in it, cannot be leaked or stolen (converted to plain text).
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6. Micro-Perimeters and the Perimeter-less Enterprise

ZafePass aligns with de-perimeterisation, software-defined perimeter (SDP), Zero Trust and
SASE concepts, but goes further by making micro-perimeters an intrinsic property of the
access layer rather than a configurable overlay.

For each combination of user, device, session and resource, ZafePass constructs a
guard-railed micro-perimeter that:

o Contains only the applications, data objects and operations explicitly allowed by
policy.
o Exposes no routable adjacency to other systems.

o Terminates cleanly at the end of the session, returning all components to
Null-state.

Network-level segmentation alone cannot achieve this: routed paths still exist, and
enforcement depends on correct configuration of multiple devices.

In ZafePass, the micro-perimeter is expressed directly in the access model, and there is
simply nowhere to go outside of what the policy defines. This is particularly powerful in M&A
and cross-organisational collaboration, where a gateway can expose only the required
resources from one environment to another without merging networks or trust domains.

7. Operational Model and Scalability

Gateways are stateless with respect to user identity and session data. Scaling is horizontal:
add more gateways, assign them to sites and resource groups, and let the management
console replicate policy. There is no heavy correlation engine or telemetry store in the access
layer, and no need to re-address infrastructure or re-plumb networks.

ZafePass is intentionally non-intrusive and non-disruptive. It can be introduced as a parallel
access path for selected high-value assets, then progressively expanded as VPNs, jump
servers and legacy remote-access point solutions are decommissioned. Because it runs in the
customer’s environment, there is no dependency on third-party data centres or shared
multi-tenant control planes.

From a SOC/SIEM perspective, ZafePass shrinks the haystack. Access logs are identity-centric
and resource-specific, much easier to interpret than generic firewall logs. Detection
technologies can then be focused on residual legacy exposure rather than the entire

environment.
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8. Comparison with Reactive Point Security Solutions

Compared with VPN and traditional ZTNA/SDPSASE solutions, ZafePass does not present
routed networks to endpoints. There are no generic tunnels and no IP ranges to explore—only
tightly bound per-resource channels under VPC.

Lateral movement is structurally impossible because there is no network adjacency.

Compared with EDR/XDR and DLP, ZafePass remaoves many of the behaviours those tools are
designed to monitor: no direct SMB/NFS access from endpoints, no long-lived tunnels, no
residual application or file mappings after session teardown. EDR/XDR remains useful for
unmanaged or legacy endpoints, but ZafePass dramatically reduces its criticality in the
controlled access plane.

Compared with pure IAM/SS0O, ZafePass bridges the gap between “who you are” and “what you
can technically reach and do”. Identity from SSO becomes just one input among many;
device adoption, Comply-to-Connect (CtC) and fine-grained policy ultimately decide whether
any connectivity exists at all.

ZAFEPASS vs. LEADING VENDORS

ZTNA/SDP IAM/SSO EDR/XDR VPN

* Routed networks « |dentity inputs only * File exposure « Generic tunnels

* Network * Routable networks * Protocol paths ¢ IP ranges

adjacenc
J y * Browser tokens * Lateral movement ¢ Lateral movement

« Persistent
sessions

ZafePass

= No routable networks « No direct access » No lateral movement

» No lateral movement * Ephemeral micro-perimeters
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ZafePass Prevent & Protect vs. The Entire Industry

ZTNA / ZafePass

Capability Firewalls <pp SSE || IAM/PAM | XDR/SIEM | Prevent &

Protect
Micro-perimeters % A % % % Ol
per resource Limited nique
Comply-to-Connect A
(device + posture + X . )4 X X Unique

Partial
ABAC)
Ephemeral null- .
state sessions “ x x x x “ x ” e
End-to-end
encryption "
independent of X X X X X AHe
TLS/VPN
aacien |y | A |x| x | X | G
v " S200ITIe " II
Invisible apps, data A .
& endpoints X Partial X X “ X I‘ Unique
VFS ted fil
space
UFS multi-tenant .
secure sharing “ X X X X “ X “ Unique
User “reason for
¥ i

access” prompts “ X X X X “ X ” . Unique
Zero blast radius
even during ) 4 )4 )4 4 X Unique
compromise
Protects against I I I
unknown- ) 4 ) 4 )4 ) 4 X Unique
unknowns
Works even if
network is X X 4 X ) 4 Unique
compromised
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9. External Validation and Compliance Alignment

Independent third-party penetration testing and cryptographic review have validated the
architectural integrity of the ZafePass backend. Assessors confirmed that the platform’s core
design—particularly its guard-railed micro-perimeters, ephemeral session fabric,
resource-menu abstraction, and multi-layer cryptographic controls—provides
exceptionally strong resistance to compromise.

Crucially, no exploitable critical vulnerabilities were identified, and the reviewers
concluded that platforms architected in this manner can materially elevate organisational
cyber-resilience by eliminating entire categories of attack vectors rather than merely
detecting them.

Unlike traditional netwaork or identity products, ZafePass presents no routable network, no
exposed service surface, and no persistent credential artefacts. Its session isolation model
reduces exposure time from “hours or days” (typical for ZTNA/SDP, VPN, identity brokers and
VDI/RDP systems) to milliseconds-to-minutes, after which every cryptographic key, device
binding, and access context evaporates.

This architecture aligns directly with the emerging DIE (Distributed, Immutable, Ephemeral)
paradigm, which is being widely adopted by defence, critical infrastructure and regulated
industries.

From a compliance perspective, ZafePass inherently supports—and in many domains
exceeds—the requirements of major governance frameworks including NI1S2, CMMC Level 2/3,
ISO 27001, NIST 800-53, CIS18, DORA, and sector-specific privacy laws.

Controls tied to secure communication, strong identity binding, access control,
segmentation, device governance, data protection, zero-trust enforcement and logging
are built into the operational fabric of the platform. As a result, ZafePass dramatically
simplifies technical implementation and reduces the administrative burden associated with
audits and evidence gathering:

o Exposure isinherently smaller, making risk assessment clearer and faster.

o Relationships between users, devices, resources and policies are explicit,
eliminating ambiguity.

o Session-level, immutable logs are natively available, reducing SIEM/SOC workload
and enabling rapid, forensically sound reporting.

o Fewer tools are required, simplifying architecture, reducing operational
complexity, and lowering long-term cost.
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10. Business Benefits of Having a Platform No One Has
Been Able to Compromise

A platform repeatedly subjected to professional penetration testing—without a single
successful breach—delivers measurable strategic, financial, and operational value:

1. Predictable, Defensible Cyber-Risk Posture

Executives and boards gain confidence that the organisation’s exposure window is not
“reduced” but structurally removed. A platform that withstands real-world testing
lowers the probability and impact of the costliest attack scenarios.

2. Potentially Lower Cybersecurity Insurance Premiums

Insurers respond to demonstrably lower risk: fewer exposed assets, fewer attack paths,
and strong cryptographic controls translate directly to reduced premiums and
improved coverage terms.

3. Reduced Dependence on Expensive Detection Tools

Because ZafePass eliminates the behaviours that detection tools monitor—lateral
movement, SMB/NFS access, network scanning, brute-force attempts—organisations
can safely reduce spend on overlapping EDR/XDR, DLP, CASB, VPN and micro-
segmentation tools.

4. Faster Regulatory Alignment & Easier Audits
Platforms that naturally enforce core controls reduce cost and effort across:

o NIS2 readiness

o CMMC certifications

o ISO/NIST compliance cycles

o Procurement and supply-chain audits

o Industry-specific regulatory reporting

ZafePass becomes a compliance accelerator rather than an overhead.
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5. Minimized Breach Impact & Financial Loss

Even in worst-case scenarios—compromised endpoint, stolen device, malicious user—

ZafePass ensures:

No access to internal networks

No persistent data or credentials
No lateral movement opportunities
No exposed storage or file shares

No readable session artefacts
This drastically limits the operational, financial, and reputational consequences
of a breach.

6. Board-Level Assurance & Demonstrable Due Diligence

A platform that has been independently validated provides an audit-ready narrative to
boards, regulators, and stakeholders. Leaders can show that the organisation implemented
controls proven to withstand attack, not merely “best efforts” based on detection.

7. Strategic Advantage in M&A, Supplier Certification & Government Contracting

For companies operating in defence, aerospace, energy, finance, healthcare, and critical

infrastructure:

o

A non-compromisable Prevent-First architecture becomes a competitive
differentiator.

It accelerates supplier approvals, joint-venture integrations, and due-diligence
reviews.

It meets or exceeds the expectations of high-security procurement framewaorks.

8. Long-Term Cost Efficiency

By consolidating capabilities that typically require 5-10 separate tools, organisations achieve:

Lower licensing cost

Lower integration and maintenance overhead
Smaller SOC operational footprint

Fewer false positives

Fewer incident investigations

A thoroughly validated platform is not just more secure—it is more economical.
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11. Use Cases

Use Case 1: Secure Access for Remote Engineering Teams (CAD/CAM, VCS, PLM)

Challenge

Engineering teams warking with large CAD/CAM models typically sync files locally from:

o

o

o

SMB/NFS file servers
Git/SVN repositories
PLM/SCADA-integrated systems

Traditional solutions expose:

o

o

o

o

Netwaork adjacency
SMB/NFS shares

Persistent sessions
Credential material

Sensitive data temporarily stored in 0S-visible locations

How ZafePass Solves It

Engineers authenticate via ZafePass; device adoption ensures only approved endpoints
are permitted.

ZafePass launches CAD/CAM tools inside an ephemeral micro-perimeter container.

VFS provides a local encrypted warkspace, invisible to the 0S and locked to specific
applications.

UFS connects CAD/CAM apps to remote repositories without expasing SMB/NFS to the
endpoint.

Prevent-First Outcome

o

o

o

o

No file shares are mounted — ransomware cannot encrypt or exfiltrate files.
No routable netwaork — scanning, reconnaissance, and pivoting are impossible.
No persistent local storage — stolen devices reveal nothing.

Compliance with export controls and IP protection policies is inherently strengthened.

Business Benefit

o

o

o

Prevents seven-figure IP theft incidents.
Simplifies multinational engineering collaboration.

Reduces licensing burden for VDI/RDP and DLP solutions.
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Use Case 2: Third-Party / Contractor Access Without VPN or Network Exposure
Challenge
Contractors, suppliers, auditors, and partners often need access to:

o ERP
o CRM
o OT/SCADA dashboards

o Time-limited sensitive data
Organizations struggle with:

o VPN onboarding overhead

o MFA bypass risks

o Unknown device hygiene

o Supplier non-compliance

o Lateral movement from compromised endpoints

How ZafePass Solves It

o Contractor devices undergo cryptographic device adoption before any connectivity
exists.

o Comply-to-Connect enforces 0OS patch level, security posture, location, or time-of-day
rules.

o Only per-resource ephemeral channels are created—no subnets or tunnels.
o Access applies for the contract duration and is revoked automatically.

Prevent-First Outcome

o Third parties never touch internal networks, even briefly.
o No tunnelling — no pivot opportunities.
o No cached credentials or sessions to steal.

Business Benefit

o Contractor/partner onboarding time reduced from days to minutes.
o No need for segmented contractor VLANSs, firewalls, or jump servers.

o Huge reduction in the risk of supply-chain compromise.
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Use Case 3: Ransomware-Proof Access to Files and Storage (UFS/VFS)
Challenge
Traditional storage access models expose:

o SMB/NFS drives
o Cloud sync folders

o Localfile caches
Attackers exploit these to propagate ransomware or extract troves of data.

EDR/XDR tools try to detect malicious behavior—but the 0S-level exposure remains.
How ZafePass Solves It

o UFS presents file shares through a virtualized access abstraction—not a mounted drive.
o ZafePass proxy intermediates all SMB/NFS/S3/SFTP traffic.

o File shares have no OS presence, and no path exists for enumeration.

o VFS provides a secure local vault that no program except approved apps can see.

Prevent-First Outcome

o 0Sransomware cannot “see” any file structure to encrypt.
o User-driven data exfiltration (DLP bypass) becomes structurally impossible.
o Storage servers are shielded from external 0-day exploits.

Business Benefit

o Storage-related security incidents drop to near zero.
o No need for MDM-based file controls, sync restrictions, or complex DLP rules.

o Lower cloud egress fees and simplified storage governance.
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Use Case 4: Zero-Trust Access for OT, ICS, and Critical Infrastructure
Challenge
Operational Technology environments (OT/ICS/SCADA) face:

o Legacy systems that cannot be patched

o Flat or partially segmented networks

o High availability requirements

o Remote operators connecting through RDP/VPN

o High-value ransomware targets
Traditional ZTNA solutions cannot be deployed due to protocol limitations or vendor
constraints.

How ZafePass Solves It

o ZafePass provides protocol mediation through a Null-state container, isolating OT
systems from direct contact with user endpoints.

o Operators use UFS-based access for file and configuration updates—no SMB/NFS
exposure.

o Only narrowly defined micro-perimeter “resource-menu entries” are exposed, not
networks.

o Device posture checks enforce that only hardened operator terminals can access
sensitive OT systems.

Prevent-First Outcome

o OT systems become non-routable from the outside.
o Operators cannot accidentally misconfigure networks or mount untrusted storage.
o Malware on operator laptops cannot cross into OT environments.

Business Benefit

o Zero downtime access improvements.
o Dramatically fewer OT security incidents.

o OT network segmentation projects reduced from months to hours.
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Use Case 5: CMMC 2.0 Level 2/3 - Secure CUI Handling for Defence Contractors

Challenge

Defense suppliers must meet stringent CUl protection, logging, segmentation, device
governance, and secure communication requirements across on-prem, remote, and multi-
tenant environments.

Common pain points include:

o

o

o

o

o

VPN + RDP exposure

Local CUI file storage

Inadequate audit trails

Access from non-compliant devices

Difficulty proving access segmentation

How ZafePass Solves It

VFS provides a CUlI-compliant encrypted local vault visible only during approved
sessions.

UFS ensures remote file stores (SMB/NFS/S3/SFTP) are accessed through secure
abstractions—not drive mounts.

Cryptographic device adoption ensures only vetted endpoints can access CUI.

Null-state ephemeral sessions meet requirements for data minimization, session
isolation, and key destruction.

Per-resource micro-perimeters enforce segmentation in a way traditional networks
cannot replicate.

Native audit logs provide immutable, session-level evidence for DFARS, NIST 800-171, and

CMMC assessments.

Prevent-First Outcome

o

o

o

o

CUIl cannot be copied to unauthorized storage or applications.
No network paths exist for lateral movement.
No credentials are stored on the endpoint.

CUIl access terminates automatically when sessions close.

Business Benefit

o

o

o

CMMC cost and preparation time drops dramatically (often by 50-70%).
Contractors avoid expensive system modernization.

The environment inherently satisfies many high-impact controls.
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Use Case 6: Hospital Use Case: Enforcing Access Reason Logging for PHI/EHR

Systems

Challenge

Hospitals struggle with maintaining strict control and accountability over access to sensitive
patient information (PHI).

Even with IAM, SS0O, ZTNA, EDR, and SIEM tools in place, several issues persist:

o

Staff access EHR/PHI without clinical justification (“curiosity access”).

No mandatory pre-access justification exists in most EHR workflows.

Audit trails often only show who accessed records, not why.

Insider misuse, accidental access, and inappropriate lookup of VIP or family records
remain common.

Compliance teams face heavy burden producing defensible access evidence for GDPR,
HIPAA, ISO, or national regulators.

Remote clinicians and external specialists frequently gain over-broad access when
supporting patients off-site.

Traditional controls only monitor access after exposure occurs—they cannot enfarce /intent.

How ZafePass Solves It

ZafePass introduces Access Reason Logging, a mandatory justification step that blocks
PHI/EHR access until the user provides a valid reason. Here's how it works:

—_

A N

User selects a sensitive hospital system (EHR, PACS, LIS, pharmacy, radiology).
ZafePass intercepts the request and displays a mandatory “Reason for Access” dialog.
The system requires typed justification—case ID, patient ID, clinical intent, or similar.

Only after validation does ZafePass create an ephemeral micro-perimeter container and

launch the EHR system.

5. ZafePass records an immutable log containing:

o

o

o

o

o

o

User identity
Device identity
Reason text
Timestamp
Session policies

Clinical resource involved

B8. No PHI is exposed to the endpoint; VFS/UFS ensure no local data leakage.

ZafePass enforces justification before access—something IAM/SSQO/ZTNA tools cannot

do.

All rights reserved @Zafehouze

@



Prevent-First Outcome

o No access occurs without clinical justification — insider misuse and curiosity
access are eliminated.

o Every access is linked to a reason — full traceability across staff, contractors, and
remote clinicians.

o Regulators receive airtight audit evidence — logs are structured, immutable, and
complete.

o PHI remains invisible to the 0S — no local files, no cache, no copy/paste risk.

o Attackers cannot exploit EHR infrastructure because micro-perimeter access
provides:

o No routable network
o No session persistence
o No exposed backend endpoints
o Compromised devices can't “see” PHI systems — ransomware can't touch EHR/PACS.

o The hospital becomes a dark, non-routable environment where sensitive
systems cannot be discovered, scanned, or misused.

Business Benefit
Hospitals gain immediate operational, financial, and compliance value:

v Regulatory Confidence & Audit Readiness

Reason-bound access logs satisfy GDPR, HIPAA, NIS2, ISO 27001/27701, and national
healthcare privacy obligations without manual evidence collection.

v Reduced Legal Risk & Liability

Eliminates “excessive access” situations that create reputational, ethical, and legal
exposure.

v Improved Patient Privacy & Trust

Patients gain confidence that their records are accessed only for legitimate reasons,
strengthening trust in the hospital’'s digital governance.

v Minimized SOC Workload

Curiosity access, suspicious EHR lookups, and insider anomalies disappear from monitoring
queues.

v Ransomware & Malware Resistance

Since endpoints never mount or see any file shares, ransomware cannot spread into EHR,
PACS, or LIS environments.

v Safer Remote Access

Visiting specialists, remote consultants, students, or temporary staff must justify every
access—even from off-site—ensuring accountability.

v Lowers Overall Security Cost

By replacing or minimizing the need for DLP, CASB, ZTNA, segmentation firewalls, and manual
audit processes, ZafePass reduces operating cost by up to 50% compared to a traditional
Detection & Response stack.
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12. Conclusion

ZafePass Prevent & Protect represents a decisive break from legacy access and security paradigms.
Instead of attempting to detect malicious behaviour after exposure has already occurred, ZafePass
eliminates exposure itself. By removing routable networks, enforcing identity-to-device binding
through cryptographic adoption, validating posture via Comply-to-Connect before any session can
exist, executing all access in ephemeral Null-state containers, and abstracting storage and
application access through VFS and UFS,

ZafePass makes entire classes of attacks technically impossible—not simply harder to detect.

Where traditional Detect & Respond stacks rely on probability, ZafePass is built on engineering
determinism. No routability means no scanning. No adjacency means no lateral movement. No
persistent sessions means no hijacking. No SMB/NFS exposure means no ransomware spread. No
credentials on the endpoint means no phishing replay. The attack surface does not shrink—it ceases
to exist.

This architectural shift has profound business and financial implications.

Because ZafePass replaces VPN, ZTNA/SDP, jump servers, PAM gateways, DLP agents, CASB controls,
RDP/VNC brokers, and large portions of the EDR/XDR dependency, organisations typically achieve 40-
B0% lower total licensing cost compared to a conventional reactive security stack.

Operational overhead also drops sharply: SOC teams triage fewer alerts, IT spends less time
maintaining segmentation, network teams manage fewer exception paths, and compliance teams
spend less time collecting evidence. Fewer tools, fewer logs, fewer moving parts—and dramatically
fewer ways for attackers to gain a foothold.

From a compliance perspective, ZafePass does not just support major frameworks such as NIS2, CMMC
Level 2/3, ISO 27001, NIST 800-53 and CIS18—it enforces many of their core principles natively;
Segmentation, least privilege, device governance, secure communications, access logging, and data
protection controls are built into the platform’s operational fabric.

As a result, audits become simpler and faster: the exposure surface is smaller, the mapping between
users and resources is explicit, and immutable session-level logs are automatically generated with no
additional tooling.

In a landscape where organisations struggle with rising costs, increasing regulatory pressure, talent
shortages, and relentless adversaries, ZafePass offers a fundamentally different proposition: security
that does not depend on detection, total elimination of network exposure, unified governance
across storage, assets and applications, and a dramatic reduction in operational complexity and
spend.

ZafePass is not a point solution. It is a holistic Prevent-First access platform, built to serve as the
backbone of an exposure-free digital enterprise—one where compromise is not merely difficult, but
structurally unachievable.
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