ZAFEPASS PREVENT & PROTECT - ARCHITECTURAL BRIEF

Prevent-First

Non-Exposure Security

Rooted in US DoD and NATO doctrine. Built into the ZafePass platform.

Black Transmission Black Core Zero Attack Surface

What makes Prevent-First Non-Exposure Security fundamentally different from every
traditional security model is the direction of the problem statement.

ZafePass asks:

"How do we eliminate exposure before the
question is relevant?"

Traditional security asks:
"How do we protect an exposed system?"

US DOD & NATO DOCTRINE — THE FOUNDATIONS

BLACK TRANSMISSION

US DoD / NATO COMSEC

Transmitting sensitive information only in encrypted,
operationally unintelligible form across untrusted
infrastructure. The transport medium is assumed
hostile. Interception is expected. The network is

treated as adversarial — but the data remains
meaningless to any interceptor.

Common in:
* NATO COMSEC and classified networking
* Satellite communications

* Secure radio systems and cross-domain
solutions

* Any environment where the transport layer is
assumed to be compromised

BLACK CORE
SECURITY PHILOSOPHY

Emphasising minimal operational exposure, controlled
interaction, opaque transport, identity-bound access,
compartmentalisation, and reduction of persistent
readable states.

Core principles:
*  Minimal operational exposure
* Controlled interaction only
* Opaque transport channels
* Identity-bound access at every layer

* Compartmentalisation of resources and
states

* Reduction of persistent readable states

TRADITIONAL MODELS VS. PREVENT-FIRST — A CATEGORICAL DIFFERENCE

The structural contrast with VPN, flat networks, and perimeter models is not a matter of degree. It is categorical.
All three assume exposure and then try to manage it. Prevent-First assumes exposure is the enemy and
eliminates it at the architectural level.



X VPN trust extension — the tunnel becomes a
trusted path

X Flat networks and routing — broad reachability
by default

X Perimeter trust — everything inside is assumed
benign

X Persistent connectivity — sessions stay open,
trust persists

X Compensating controls — SIEM, SOC, EDR to
detect after breach

X Exposed resources require monitoring to detect
compromise

v The network is hostile — never trusted, never
extended

v Resources are invisible — non-discoverable by
default

v Identity is the perimeter — verified user, device,
context

v Sessions are ephemeral — policy-created,
policy-destroyed

v Non-exposure eliminates the need for
compensating controls

v No exposed surface exists to monitor or breach

THE ZAFEPASS ACCESS MODEL — HOW A SESSION IS CREATED
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HOW ZAFEPASS IMPLEMENTS PREVENT-FIRST NON-EXPOSURE SECURITY

Seven architectural principles — each directly traceable to Black Transmission, Black Core, or NATO Zero Trust

doctrine.
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Black Transmission by architecture — not by configuration

All interaction between authenticated users and protected resources transits through Virtual Protected
Channels (VPCs) — encrypted, ephemeral, and operationally opaque. AES encryption and SSH2 secure
transport are the only channel that exists. Plaintext transport between user and resource is structurally
impossible. The transport medium is treated as fully hostile.

Resource invisibility — non-discoverable by default

Protected systems, applications, files, and services do not appear on the network nor to unauthenticated
parties. There is no IP address to scan, no port to enumerate, no banner to read. The attack surface does
not exist. A threat actor cannot target what they cannot locate — the direct operational implementation of
Black Core's opaque transport principle.

Identity-bound, device-aware access — before interaction is possible

Access requires simultaneous validation of user identity, device identity, site identity, and entitlement. No
single factor alone grants access. No implicit trust is extended to a device on a known network. This
directly mirrors NATO ICAM and DoD Zero Trust principles — identity and ‘environmental fingerprints’ are
the only valid trust anchor, never assumed from location, IP, time or network membership.

Policy-created, ephemeral sessions — no persistent readable state

Sessions are instantiated by the policy engine in direct response to a verified, authorised request. They
exist only for the duration of the authorised interaction, then terminate. No persistent connections, no open
tunnels, no long-lived trust relationships. This eliminates the lateral movement paths that persistent
connectivity creates — a direct expression of Black Core's reduction of persistent readable states.

Guard-Railed Micro-perimeterisation — compartmentalisation at resource level

Access is granted at the level of individual resources — specific applications, files, databases, services. Not
to network segments. Not to subnets. Each resource is its own compartment. A user authorised for
Resource A has zero implicit visibility into Resource B. This operationalises NATO compartmentalisation
doctrine and DoD least-privilege principles at architectural granularity.

Controlled interaction paths — eliminating lateral movement

All interaction occurs through explicitly policy-authorised paths. No implicit routes, no routing table trust, no
subnet adjacency that can be exploited for lateral movement. Even a fully compromised endpoint cannot
traverse to adjacent resources — because those resources are not reachable from any network location,
only from within an authorised, policy-bound VPC session.

Comprehensive auditability — full traceability of controlled interaction

Every policy decision, access grant, session establishment, resource interaction, and administrative action
is logged with complete traceability. Because ZafePass controls all authorised interaction paths, the audit
log is complete by construction — there are no shadow paths, no unmonitored connections, no implicit
access. The audit surface is the entire operational surface.



Here’s another way; an architectural diagram showing how these layers relate to each other:
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ARCHITECTURAL LAYERS — FROM HOSTILE NETWORK TO PROTECTED RESOURCE

The diagram above shows the five concentric protection layers of the ZafePass Prevent & Protect architecture. A
threat actor on the hostile network sees nothing beyond Layer 5 — the non-exposure boundary. Resources only
become accessible after traversing every layer through verified identity, policy, and encrypted channel.

Layer 5 — Hostile network - Assumed adversarial. Interception expected. Black Transmission context. No trust extended
from network membership.

Layer 4 — Non-exposure boundary (Black Core) - Resources are invisible and non-discoverable. No IP, no port, no
banner. The attack surface does not exist from any unauthenticated vantage point.

Layer 3 — Identity + device verification - Simultaneous validation of user identity, device identity, site identity,
and entitlement. No single factor grants access. No implicit trust from network location.

Layer 2 — Policy engine - ABAC / RBAC policy evaluation. Per-resource authorisation. Micro-perimeter
enforcement. Compartmentalisation at resource granularity.

Layer 1 — Virtual Protected Channel (Black Transmission) - AES encryption + SSH2 secure
transport. Ephemeral, policy-created, operationally opaque. Terminates on session end.

PROTECTED RESOURCE - Zero attack surface - Accessible only through full
traversal of all five layers. Invisible to the network. No persistent state. Complete audit trail.

Threat actor perspective: At Layer 5, the hostile network, the threat actor sees an empty network. There are no services to
enumerate, no addresses to probe, no banners to read. The attack cannot begin because the target does not appear to exist.



DOCTRINE ALIGNMENT — TRACING EACH PRINCIPLE TO ITS SOURCE

Principle

Black Transmission

Black Core — opaque transport

Black Core — minimal exposure

Doctrine source

US DoD COMSEC / NATO

US DoD / NATO doctrine

US DoD / NATO doctrine

Identity-centric access NATO ICAM / DoD ZTA

Compartmentalisation NATO information security

Least privilege NIST SP 800-207 Zero Trust

DoD Zero Trust Architecture

Never trust, always verify

The fundamental conclusion

Prevent-First Non-Exposure Security is not a hardening
methodology applied to exposed infrastructure. It is an architectural
category. The system does not detect and respond to threats
against an exposed surface. It eliminates the conditions under
which that surface can be reached — before adversarial interaction
is operationally viable.

ZafePass implementation

AES + SSH2 VPCs — the only
transport channel

Resource invisibility — non-
discoverable by design

Zero persistent readable state —
ephemeral sessions

User + device + site + entitlement
simultaneously

Per-resource micro-perimeterisation

ABAC/RBAC policy engine, per-
resource authorisation

Non-persistent trust — every session
re-evaluated
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