Sphynx SPA Suite

Your comprehensive shield to cyber risk

Robust cyber risk management for enterprises

The Sphynx SPA Suite is a comprehensive platform, designed to deliver a holistic and fully customisable solution for security and
privacy assurance. With asset and threat modelling at its core and a wide array of components, the Sphynx SPA Suite enables a
seamless approach to identifying, assessing, and mitigating risks across the entire spectrum of the systems of an enterprise.

Security tools

To streamline effective risk management, the Sphynx SPA
suite leverages a range of in-house developed security
tools, enabling comprehensive asset and threat
modelling, asset vulnerability assessments, ingestion of
cyber threat intelligence, penetration testing, user and
entity behaviour security analytics, financial and technical
risk evaluation and automated incident response.

The SPA suite has been designed to deliver a holistic
solution for security and privacy assurance that can be
fast and easily customised to the needs of individual
clients and integrated to existing client systems and
infrastructures.

The SPA suite embodies the outcomes of the extensive
R&D experience of Sphynx in international projects to
equip our clients with cutting-edge cybersecurity
technology, including Generative Al and machine
learning.

Security Operation Centre Services

Leveraging the advanced capabilities of the Sphynx SPA Suite
and its team of in-house engineers and cyber security analysts,
Sphynx delivers Security Operations Centre (SOC) services
structured in a comprehensive portfolio of Managed Security
Services (MSS).

This portfolio includes a comprehensive range of SOC-as-a-
Service plans, which provide clients with the necessary flexibility
to select and tailor security services to their specific needs.



Sphynx SPA Suite

Key Benefits

The Sphynx SPA Suite is an integrated platform designed to empower organisations to manage their cybersecurity risk across the
entire spectrum of IT & OT systems. The tools embedded in the Sphynx SPA Suite allow organisations to:

c—

Monitor

Continuously monitor their assets
(systems, data, processes and users)
and strengthen their cybersecurity
posture through automated detection
of threats, vulnerabilities, attacks and
indicators of compromise
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Stay Ahead

Keep defences up to date against
emerging threats with the integration
of cutting-edge predictive and
diagnostic Al models and automated
cyber threat intelligence

Service Plans
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Mitigate

Proactively mitigate identified
vulnerabilities and threats through
penetration testing, cyber threat
intelligence, advanced Al enabled
security analytics and hybrid
assessments

Respond

Orchestrate incident response
activities through tailored and
automatically executed CACAO
playbooks

Offerings Bronze
Baseline asset and threat modelling, and risk analysis ®
Regular vulnerability assessment & penetration testing o

Continuous monitoring (SIEM)

Continuous and hybrid technical & financial risk assessments

Continuous CTl updates

Managed alarm monitoring and incident investigation

Managed incident response

DPO as a Service

SPHYNX develops and offers innovative solutions
and services providing clients with security operation
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Quantify

Optimise decision-making through
cyber risk quantification and risk
assessments in both financial and
technical terms

Evaluate & Prepare

Enhance response capabilities and
operational readiness by updates of
security monitoring, analytics and
incident response processes and use
of training based on Sphynx’s Cyber
Range platform for security training
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Website: www.sphynx.ch
Email: innovation@sphynx.ch

centres, managed security, cyber threat intelligence,

incident response, training, and certification.

Linkedln - X/Twitter - Facebook
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