StateWarden: Architecture & Competitive Advantage

Technical Factsheet for DACH System Integrators & Infrastructure
Architects

Executive Summary: The Sovereign Bare-Metal Cloud

The disaster recovery market is burdened by legacy systems architected over a decade
ago. Built on aging foundations (Java, .NET, C++), they suffer from severe performance
overhead, slow recovery times, and exposure to the US CLOUD Act.

StateWarden is a paradigm shift. Engineered entirely in native Rust, itis a surgical,
highly optimized data resilience engine designed exclusively for Critical Infrastructure
(KRITIS). We guarantee sub-15-minute Recovery Time Objectives (RTO) and native
compliance with the EU Tech Sovereignty Package and NIS2 directive, completely
bypassing the "High-Risk Suppliers" regulatory trap.

1. StateWarden vs. Legacy Enterprise (Veeam & Rubrik)
Against Veeam:

e The Architecture Gap: Veeam relies on aging C++/.NET foundations and heavy
Windows Server/SQL footprint. StateWarden operates via a single, hyper-
optimized ~15MB Rust binary with zero memory-leak classes and massive
concurrency.

e The Cloud Bottleneck: Veeam relies on S3 object storage, where translating
block I/0 to millions of HTTP requests during Bare Metal Recovery causes
catastrophic latency. StateWarden utilizes the custom Driad block storage
protocol, streaming deduplicated chunks over multiplexed TCP, completely
bypassing HTTP overhead forimmediate restores.

Against Rubrik:

e Hardware & Cloud Lock-in: Rubrik enforces "Zero Trust" through proprietary,
expensive hardware appliances ("Briks") and is bound by US data regulations.
StateWarden is 100% Software-Defined and Sovereign. You bring the hardware;
we provide the mathematical immutability and compliance.

e Threat Hunting: Rubrik relies on slow, ML-based scanning that heavily taxes
compute resources. StateWarden’s Vigil Active Defense utilizes deterministic
Edge-Cached Bloom Filters and BLAKE3 hashing, providing near Zero-Load threat
hunting directly on production IOPS.



2. StateWarden vs. DACH Regional Incumbents (SEP sesam & Bareos)

The Sovereignty Equivalency: SEP and Bareos are often chosen in the DACH region to
ensure GDPR compliance and avoid the US CLOUD Act. StateWarden offers the exact
same sovereign guarantee, developed strictly within the EU.

The StateWarden Advantage:

e Instant Mount vs. Physical Restore: SEP and Bareos rely on traditional, slow
physical restores, streaming terabytes of data before a server can boot.
StateWarden features Liquid Backups (iSCSI / NBD Instant Mount). You can
mount a multi-terabyte server directly from the immutable backup stream and
begin extracting data in seconds.

e Modernization: We replace aging Java-based GUIs and steep learning curves
with an API-first platform and a highly responsive React Dashboard designed for
modern Site Reliability Engineering (SRE).

3. StateWarden vs. Appliance & MSP Models (Datto & Acronis)
Against Datto:

e The Appliance Tax: Datto forces MSPs to purchase expensive local hardware
(Siris) to synchronize to the cloud. StateWarden features a Direct-to-Driad
architecture—performing block-level deduplication directly from the endpoint to
the storage target without mandatory local appliances.

e Chain Dependencies: Datto relies on Inverse Chain Technology. StateWarden
utilizes an Immutable Block Matrix where every backup is a synthetic full,
eliminating chain corruption.

Against Acronis:

e Agent Fatigue: Acronis forces a heavy "All-in-one" agent (Backup + AV + Patch
Management) that consumes high CPU/RAM and conflicts with dedicated
EDR/XDR tools. StateWarden is surgically precise. Our lightweight Rust agent
focuses purely on backup immutability and features deep binary-level anti-
tampering (control flow flattening) to protect against advanced memory scraping.

4. StateWarden vs. Hypervisor Silos (Proxmox Backup Server)

The Universal Scope: PBS is an excellent, Rust-native tool for QEMU environments, but
it operates in a silo. StateWarden provides a Universal Single Pane of Glass. We
seamlessly integrate with Proxmox (via native QMP/NBD Fleecing), but extend that exact
same hyper-efficient block-level deduplication to physical Windows Servers and bare-
metal Linux hosts.



Post-Quantum Cryptography: While both systems offer excellent performance,
StateWarden natively integrates cascade Post-Quantum Cryptography (ML-KEM) to
actively defeat "Store Now, Decrypt Later" quantum threats aimed at critical
infrastructure.

Core Technical Specifications
e Codebase: 100% Native Rust (Memory-Safe, Thread-Safe).
e RTO (Recovery Time Objective): < 15 minutes via Instant Mount.

e Cryptography: Cascade AES-256-GCM + ChaCha20-Poly1305 + Post-Quantum
ML-KEM.

e Compliance Ready: NIS2, DORA, EU Tech Sovereignty Package, KRITIS.

o Zero-Knowledge Architecture: Cryptographic keys are isolated and never
transmitted to the control plane.



