YORKIE-PRO

eeeeeeeeeeeeeeeeee




Table of Contents

INCIUAA 11 THE BOX......ooooeeeeeeeeeeeeeeeeeeeessseseeeese s sssssssssse s sssssssssss s ssssssssssss s s s s sssssss s 2

CRAEGING YOTKIE-PTO.........ooooeeeeeeeee e eeeeeesssssssseeeeeeeee s sssssssssssssss s sssssssssssssss s ssssssssssmssss s ssssssssssasense 3

Backup (Trickle) COrGING PrOCEAUE.............eeceeeeeeeeeeeeeeeeeeeeeeseeeeeseessssssseeesssssssssssesessssssssssesessssssssssssssssssssmssesssssssssssssenessssses 4

MUIN MEUSUTBMENL.........ooveeeeeeereeeeseeessessessesessessesssssesssssssssssssssssssssesssssssssssssssssssssesssssssssssassssesssssassssssssssasssssssssnsssssassssssssssassssans 5

YOTKIE-PrO NOVIGOEON TEBE...........ovveeeeeeeeeeeeeesesseeeeseesssseseeessssssssssssesssssssssssssssssssssssssssessssssssssssesssssssssssseesssssssssssnssssssssssamsaenssssess 6

FEOTUTES AN NOVIGUTION........voooeeeeeeeeeeeeeeeeeeeeeesseassssseeeeeeee e sesssssssssssssssesssessssssssssssssssssssss s ssssssssssssssss s ssssssssssmsssnns 7

DO LOGGING...rverrerrreereeeseeseseessesestessessssseessessssesssssssssssssssssssssses s s s e s s s s s s s s st s s bbb ase s b e e a s b et s e 7

MOIN MENU...ceoo ettt sss s ssss st ssssss s sss s s s s s s SRS RS A RS A st R e 7

DOIO SNAPSNOL........oooeneeeeeeeeeeeeeeeeeseeseeeeessessssssssessessssssssssssssssssssmsssssssssssssssss s ssssass s s ssRA s R RRA SRR AR RRRR 0000 7

BUHEIY SHITUS.....ooe ettt bbb e bbb e bRt bbb et ae bR bae s b et b sane 7

ClIUIAr MEUSUTBMENES.......oooeeeeeeeeeeeeeeeeeseeessssssseeeeeee s ssssssssssssssss s ssssssssssssss s s s ssssssss s s s s sass s 8

CellUlar DIrCON FINAING.......oouueeeeeeeeeeeeeeeeeeeeessssssssseeeeeeee e sesesssssssssssssseseeessssssssssssssssssssnssesssssssssssssssssssssssss s ssssssssssssssnssnns 8

Wi-Fi MEOSUTBIMENLS..........evveeeeeeeesrceesseessesssssssssssssssssssssssssssssssssssssssssssssssessssssessssssesssssssssssssessssssessssssssssssssssssssssssssnsssssssssssssnns 9

WiFi ROGUE AP DEIBLHON. .........cveeeceenceeeecressessssessssessssessessessssssessssesssssessssssssssessssssssssssssssassssssssssesssssassssesssssassssssssssasssssasssnnnes 10
Detecting Cable MAIWArE (D.MB)...........oeeeeeeeeeeeeeeeeeeeeeessssssnsseeeeeseeeeesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssssssses I
WiFi DIr@CHON FINGING........oooooeeeeeeeeeeeeeeeeeeeeeeesssssssasseeeeeeees s sssssssssssssssssssssssssssssssssssssssssnsss s ssssssssssssssssssssessesssssssssssssssssnnnnns 12
Bluetooth/Bluetooth Low ENErgy MEASUIEMENIS..................ceeeeeeeeeeeessseeneeesessssssessesssssssssessssssssssssssssssssssssssssssssssssnssssssssssssnnnns 13
ABOUE BIUIOOMN........ooe e eeessssasssssesse e sssssssssss s ssssssssmssss s sssssssmssss e s ssssssssnnns 14
Bluetooth/Bluetooth Low Energy Direction FINAing...............eeeeeeeeeeeeeeeeneeeeeeeeessnsseeeeeeesssssssessessssssssssessesesssssssssssssssssssssesssssssssnnns 14
Bluetooth/BIUBLOOth PAIFING..............ceeeeeeeeeereeeeeeeeeeeesssesnsaseeeeeeee e seessssssssssssssssssssessssssssssssssssssssesssssssssssssssssssmsssnssssssssssssssssses 15
Bluetooth/BLE DEVICE SPOOTING..............c.veeeeeeemmmsneeeeeeeeeeeeeeeeessssssssasssssssssesssssssssssssssssssnssssssssssssssssssssssssssnssssssssssssssssssssssmsssnnssse 15
Bluetooth/BLE FrEQUENCY ANGIYZEN............ceeeeeeeeeeeeeeeemmseeeeessnse s ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnns 15
DEIECHNG FEIPPET ZETO........ooeoeeeeeeeeeeeeeeeeeeeeeeeasseeeesesessssssssssesssssssssesssssssssssssesssssssssssssessssssssssssssesssssssssssssssssssssmmsssssssssssnmssssnsee 16
AbOUE BLE PErSONG TEACKETS........ooooueeeeeeeeeeeeeeeeessesesssseeeeeee e seeeessssssssssssnseseesesssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssssssssssssssnnns 17
LOCOTING BLE PErSONQI THUCKEES.......eooneeeeeeeeeeeeeeceessssaseesssessssssseeesssssssssssesssssssssssssnesssssssssssensssssssssssesssssssssmsssesssssssssssnsesessssss 19
FrRQUENCY ANGIYSIS...ovvvveneeeeeeeee e seeeeessss e sssssssssessssssssssssssssssssssssssssssssssssss s ssssssss s sssssss s sssssssssssssssssssssaes 20
MUIN MENU...cooeeereeeeeeeceeeeeesese st ssesesssssssssssssesssssssssssssssssssssssssssssssssssssessssssssssssassssssasssssassssssesssssasssssnsssssssesssssnesssssnsnses 2
VIBFGHNG ALBIT...........coooeeeeeeeeeeee e eeeeesssssassssseseeeee s ssssssssssssse s sssssssssmssss s s s s st smmss s s s s sssmmsss e 2
AULIBIE ALBIL.........oooeeeeeee e eseseeesaaseeee s ssssssssssss s s s sssssssss s eSS RRRs SRR AR 2
RF SN PEISISIENCE. .......eoreeereeerseeesieessieesstssessssesssssssssssssssssssssssssssessssssssssssssssassssssssssessssssssssesssssesassssssssassssssssasasssssassssssssnasssnns 21
BPS SHITUS.....vveeeeeeesereeessesssessssssssssssssssesssssssssssessssssssssssesssssssssssssasssssssssssssssssssessssssassssssssssssssssssssssssssssssmesssssmasssssnssssssnsssssss 2
BUHEIY SHITUS.....ooe ettt be s bbbt bbb e b a bbb e bbb ae s b s s e sa s b et s sane 22
SRIBEE COUNTIY....vvveeeereeeeeeeeeeeeeeeeeessssseeeeesessssssssssssssssssss s sssssssss s e sssmsss s sRAs eSS S AR SRR AR5 RRR RS RRR 00000 22
UNIEINFOTMGHON..........coooooveeeeeeeeeeee e eeeeeeeesssssssssseesesees s sssssssssssse s ssssssssssssss s ssssssssmssss s ssssssssansssnse 23
DO LOGGING...rrverrrrerrrereeerrieeesieesseseessees s sesesssesesssssssbases st ssesess s s e s e e bes s s s e bR e bR b e R b e bR bt 23
YOrKie-Pro ProdUct SAFETY INf0...........vveeeeeeeeeceeeeee e eceeeemmnesseseessssse s sessssassssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans yl!
YOTKIE-PrO PCSOFWATE.........ooooeeeeeeeeeeemmmmsmmmmssmsmsasssssssasssssssssssssssssasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssene 25
Dual Band Directional Patch Antenna SPeCfCations...............cvvveeeemeeereceeeemnesseeeessmssessssssssssssssssssssssssssssssssssssssssssssssssssnnnns 32
Low Pim Directional AMenna SPECTICHNIONS................ccuummmmrereeeeeeeeeseesssssssssssnssseseesessssssssssssssssssssssssssssssssssssssssssnssssssssssssssssssssens 34
Omni Directional Ulira Wideband Paddle Antenna SPeGifications...................ccceeeneceveeeemmeeeeeeeesmnsessesessssnssesssssssssssssssssssssssnnes 37
Omni Directional 2.4/5.8 GHz ANtenna SPOCICaTIONS..........rrneeeeeeeeeeeeeesssenseseeeseeeeeeeeessssssssssssssssssesssssssssssssssssssssssssssssssssssssssnns 44
GPS Antenna Setup Tips ANd SPECHICATIONS............coueurreveeemmecesceessssneeesesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssssssssnnns 45
GPS RECBIVET DT SHEEL.........oooeeeeeeeeeeeeeeeeeeeeesseee s ssssssssssss s ssssssssssssss s s s sssssssss s s s s ssssssss s 46
MSDS Battery Safety DAta SREEL..............ceeeeeeeeereeeeesmaeseeeesssnssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssmsssssssssssssssssssees 47

Page 1



Yorkie-Pro ships inside its own rugged Pelican carrying case along with all accessories to get you
going right away.

Included in box:

Pelican hard carrying/shipping case with space for accessories
Yorkie-Pro unit

charging base

AC power adapter with 110V AC power cable

USB-A to USB Mini 6' cable

2.4 / 5.8 GHz Wi-Fi/BT/BLE SMA omni-directional antenna
650-3000 MHz (W SMA omni-directional antenna

4.9-5.9 GHz (W SMA omni-directional antenna

2.4 / 5.8 GHz Wi-Fi/BT/BLE SMA directional patch antenna with 18" cable
650-3000 MHz CW SMA directional antenna including 18" cable

Before you start, completely charge up your Yorkie-Pro using the supplied AC/DC transformer
and charging base. Note that the mini-USB port is for BVS factory use unless specified by your
authorized BVS sales engineer or reseller.

Power up your Yorkie-Pro using the white, round button on the front of the unit just below the
screen. The unit will immediately begin scanning but allow at least one minute after all anten-

nae are attached for complete measurements of all nearby wireless energy.

You may power down Yorkie-Pro at any time by simply holding in the same round, white button
for a few seconds and you see the screen power back down.
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CHARGING YORKIE-PRO
The primary method for charging the Yorkie-Pro wireless intrusion detector is by using the sup-
plied charging cradle.

T0 CHARGE:

Insert the Yorkie-Pro into the charging cradle.

Ensure the external transformer is plugged into an AC power outlet.

The GREEN light on the charging cradle will illuminate while the unit is charging.
Error Indicator:

If the RED light illuminates at any point while the Yorkie-Pro is in the charging cradle, this indi-
cates an error. In this case, remove the Yorkie-Pro, unplug the charger base, and contact BVS for
technical support.

SECONDARY CHARGING METHOD

If you lose, misplace, or forget the charging cradle and/or external transformer, you can charge
the Yorkie-Pro using a micro USB cable. This method provides a trickle charge, allowing the unit
to operate and maintain battery life until it can be properly recharged in the charging cradle.

BATTERY & CHARGING SPECIFICATIONS

Charging Time: Approximately 5 hours for a full charge using the supplied charging cradle.
Runtime: Approximately 4 hours on a full charge/discharge cycle.

Battery: The Yorkie-Pro is powered by a high-capacity 5500mAh lithium battery.
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BACKUP (TRICKLE) CHARGING PROCEDURE

If you lose or forget the Yorkie-Pro charger base or external charge transformer, follow these
steps to charge the device using a standard micro-USB cable:

OBTAIN COMPATIBLE POWER ADAPTER

Use a wall adapter (USB power supply) with the following specifications:
Output Voltage: 5V DC

Output Current: 1.0 Amp (1000mA)

Ensure the adapter is certified for safe operation (UL, CE, or equivalent).
Use a Standard Micro-USB Cable

Connect a high-quality micro-USB cable to the USB charging port on the Yorkie-Pro.
Avoid using low-quality or damaged cables, as they may affect charging efficiency.
Plug Into a Reliable Power Source

Insert the USB adapter into a standard AC wall outlet.
Alternatively, a USB power bank with a 5V/1A output can be used for emergency charging.
Charging Time Considerations

This trickle charge method will charge the Yorkie-Pro at a slower rate than the standard charging
base. (Up to 24 hours)

Expect a longer charging duration to reach full capacity (charging fime may vary depending on
battery level).

CHARGING INDICATOR & BATTERY STATUS

The battery LED indicator on the Yorkie-Pro will illuminate to show charging status.
Allow the device to charge fully before use to ensure optimal performance.
Important Notes:

DO NOT use fast chargers (higher than 5V/1A) as they may damage the internal battery.
This trickle charge method is for temporary use only and is not a replacement for the original
charging base. For any further questions or technical support

BATTERY REPLACEMENT & MAINTENANCE

The internal rechargeable battery should only be replaced or upgraded by a factory-authorized
technician. During battery replacement, the technician will:

Conduct a full battery test

Perform battery calibration to optimize performance.

For any charging issues or battery service, contact BVS technical support.
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MAIN MEASUREMENT Records all data shown ~ Navigates to Saves a single data  Battery level indico-
This is the first and main Yorkie-Pro measurement on screen for export  Main Menu for snapshot and fime-  tor. Navigate to bat-

. . ) and review onto PC all settings. stamps for export  tery settings in main
screen users will see allowing a quick glance of all \ \ and review onfo P~ menu for more info.
wireless acfivity. In this screen, independent thresh- \ \ \\ \\

olds can be set for cellular and Wi-Fi bands. Users can
also drill down to one or all lists of all detected de-
vices. Logging data, data snapshots and main menus
can all be accessed from here too. A frequency and
time domain analysis screen can only be accessed
from here.

Top 6 strongest cellular frequencies are listed by channel
number. Use UP/DOWN arrows to adjust threshold. Red signal
strength bars indicate level above threshold and will trigger
vibrating alerts depending upon alert settings. ‘US’ indicates —
United States cellular bands will only be detected. Yorkie-Pro
ships from the factory with country’s RF bands as indicated
by the customer but you can change to your country of choice
in the Main Menu settings. Please consult with BVS sales or
support staff to verify that your unit can support your country
before purchasing and also before you attempt to change the
country in the MAIN MENU.

Displays entire 2.4 GHz Wi-Fi 14 channel band. Use S
UP/DOWN arrows to adjust threshold. Red signal
strength bars indicate level above threshold and will
trigger vibrating alerts depending upon alert settings.

Displays entire 5 GHz Wi-Fi band. Use UP/DOWN ar-

rows to adjust threshold. Red signal strength bars in- ———
dicate level above threshold and will trigger vibrating

alerts depending upon alert settings.

)

/ / / /
/

Push this button Push this button to access Push this button to access a Push this button to

o access cel- a list of all WiFi access  list of all Bluetooth and BLE  access the frequency
lular band and points by signal strength ~ (Bluetooth Low Energy) de-  analyzer screen which
compare top 3 and more information. vices by signal strength and ~ displays frequency and
strongest signals more information. time domain graphs in
received. 2.4 GHz band only.

Page 5



Yorkie-Pro Navigation Tree

g
N

ANTENNA ASSIGNMENTS

IVVVV

Page 6




FEATURES & NAVIGATION

BACK ARROW
Use this arrow usually located on the upper left of the screen to navigate back to the previous
screen. If it does not appear, then there is no previous screen.

DATA LOGGING

Touch this icon to begin logging data. The icon flashes to indicate measurements currently being
seen on screen are also being recorded to the unit's internal flash storage. All data logs are time
stamped using the Yorkie-Pro’s internal GPS for precise time and positioning. Simply touch the
icon again fo stop data logging.

Internal storage allows for 5 unique data logging sessions at approximately 13MB per log file.
Depending upon the screen being logged, the resulting data can be logged for a range of fime.
Use the countdown timer as an estimate for your security surveys. This data can then be down-
loaded from Yorkie-Pro to a PC for further analysis in any standard spreadsheet application.
Check with your BVS sales or support representative for more information.

MAIN MENU

Touch this menu icon to enter the MAIN MENU settings from any screen. If you do not see this
icon at the top of the screen, you are already in the MAIN MENU. Confinue further into this user
manual for a detailed breakdown of all settings.

DATA SNAPSHOT

Touch this camera icon fo take a quick data snapshot of the on-screen data at anytime. Note:
this does not take a screen image but rather it captures all visible measurements into a data
snapshot. Yorkie-Pro can store up fo 70 data snapshots internally.

This allows for convenient data points that can easily be integrated into a spreadsheet or report.
All snapshots are time stamped using the Yorkie-Pro's internal GPS for precise time and position-
ing. These snapshots can then be downloaded from Yorkie-Pro to a PC for further analysis in any
standard spreadsheet application.

BATTERY STATUS
This battery icon indicates the unit's remaining power af a glance. For estimated runtime and

battery details, choose BATTERY STATUS in the MAIN MENU.
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CELLULAR MEASUREMENTS

This screen displays the 3 highest cellular signal sirength measurements in dBm, frequency and
cellular channel allocation from moment to moment. This means that the fop 3 strongest signals
displayed can quickly change if any newer, stronger cellular signals are then detected. This al-
lows users to dynamically sweep the area for the strongest (usually the closest too) signals in
real fime.

Choose SHIFT SCALE to dynamically shift the dBm measurement scale between 0 dBm to-50 dBm
and -40 dBm fo -90 dBm. SCALE SHIFT allows users to effectively “zoom in” or “zoom out” on
signals that are too visibly low or too high respectively.

The threshold is also adjustable allowing for vibrating alerts when any one or all of the signals
break that threshold. When a verfical signal strength measurement bar is greater than the
threshold setting, the area above the threshold turns red. Touch the up or down ADJUST THRESH
arrows to adjust the threshold. Lowering the threshold (touching down arrow) is useful for de-
tecting and alerting users to lower strength measurements. Raising the threshold (touching up
arrow) is useful for detecting and alerting users to higher strength measurements.

Each vertical signal strength bar displays a high watermark indicating the maximum signal
strength detected. This peak signal strength can indicate a great change in signal strength over
time that cannot be seen by simply looking at this screen momentarily. The watermark timer is
settings are located at the fop of the screen and can reset the watermark every 5 or 30 seconds
automatically.

Users who wish to pick a single measurement for further surveying and direction finding can
simply fouch the one of interest to enter the CELLULAR DIRECTION FINDING screen.

CELLULAR DIRECTION FINDING

This screen allows users to locate a cellular device being measured by replacing the standard
omni-directional antenna with the optional direction finding antenna and using the real fime
signal strength scales. The color-coded scale on the left is measured in a range from -30 dBm
to -80 dBm. Each colored har represent 5 dBm. The stronger the signal, the greater the number
of bars that are shown. Before you begin direction finding, replace the small omni-directional
antenna with the larger directional ot the middle SMA antenna connection (650 MHz - 3000
MHz) on top of the Yorkie-Pro unit.

As you sweep, the colored bar will guide you in the direction of the cellular signal source by
lowering and raising accordingly. When the colored bars are at their maximum height, you can
utilize the scale to the right to view further signal strength details in dBm. The top half of this
scale (starting at 0 and ending in 5) corresponds to 5 dBm which is also the size of a single
colored block on the left so the scale on the right effectively magnifies the top portion of the

scale on the left.
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Once the direction finding antenna is pointing in the direction of the highest signal strength,
you can begin fo locate the phone being detected by slowly walking in that direction. If you see
the signal strength drop, simply stop moving and rotate in place just as you did before until the
strongest signal strength is again displayed. Continue moving in the direction that the directional
anfenna is now pointing and repeat these steps unfil you reach the source.

You can return to the previous screen at any time by touching the back arrow on the upper left
side of the screen. From there you can try to locate the same cellular source again or choose a
different one. Just remember to replace the direction finding antenna with the omni-directional
antenna when you are not in the direction finding screen or your RF surveys will not be accurate.

WI-FI MEASUREMENTS

Starting from the MAIN MEASUREMENT screen, touch the Wi-Fi icon located on the bottom to scan
all nearby Wi-Fi access points. This screen indicates MAC address, RSSI signal strength in dBm,
802.11 channel number and SSID of every 2.4 GHz and 5 GHz access point detected. Orange
colored SSIDs indicate 2.4 Ghz and yellow SSIDs indicate 5 GHz. Yorkie-Pro will not detect any
client Wi-Fi devices.

Depending upon the number of access points and their activity, you might see the list updating
very frequently or not frequently at all. The sirongest Wi-Fi access point will move to the top of
the list followed by the next strongest one and so on, but if you find the list too long or changing
too frequently you can adjust the RF SCAN PERSISTENCE in the MAIN MENU settings. RF SCAN
PERSISTENCE does not affect measurements, it only affects how long measurements remain on
the screen after a signal is lost. The choices include ALWAYS ON, ALWAYS OFF, 10 SECS and 10
MINS. You might need to experiment with these setfings depending upon your environment but
BVS recommends 10 SECS for most busy RF environments and 10 MINS for less busy RF environ-
ments.

WI-FI MEASUREMENT screen includes sorting and navigation buttons on the bottom. Touch the up
or down PAGE arrows in the lower right of the screen to navigate through the pages of APs and
their respective measurements

The WHITE LIST button allows users to remove known access points from the list. This feature
allows users to spend more time identifying unknown and possibly dangerous rogue APs instead
of continually sorfing through access points that have already been scanned and accounted for.
Simply touch this button to activate this feature (the button will invert to indicate activation).
Next, touch each listed Wi-Fi device that you wish to white list. Every AP you choose will disap-
pear from the list and not return until the unit power is reset or until you choose to reset your
white list. Touch the WHITE LIST button again when you are finished white listing access points.

RESET WHITE LIST button simply resets the white list of removed access points. Touch this button

to reset the list.
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WI-FI ROGUE AP DETECTION

A Rogue Access Point (AP) is any wireless access point that exists on a network without the authorization of the network administrator. These
rogue APs pose significant risks fo a company’s cybersecurity posture:

Data Interception (Man-in-the-Middle Attacks): Rogue APs can intercept sensitive company data, including login credentials, confidential files, and
communication. Cybercriminals can set up malicious APs designed to mimic legitimate company networks, tricking employees info connecting to
them.

Network Breach and Malware Deployment: Attackers can use rogue APs to bypass corporate firewalls and security controls, gaining unauthorized
access to the internal network. Once inside, they can deploy malware, ransomware, or spyware.

Credential Theft and Phishing: Employees connecting to rogue APs may unknowingly enter their login credentials, which can then be harvested
by attackers. Rogue APs can also serve phishing websites or inject malicious code into legitimate sites.

Compliance Violations: Unauthorized APs may compromise data protection regulations, such as GDPR, HIPAA, or PCI DSS, leading fo legal conse-
quences, fines, and reputational damage.

Denial of Service (DoS) Risks: Rogue APs can degrade legitimate network performance or launch denial-of-service attacks, disrupting operations.

WHY YORKIE-PRO IS ESSENTIAL FOR DETECTING ROGUE APs?
The Yorkie Pro wireless intrusion detector is a crifical tool for security audits and sweeps because of its ability to:

Accurate Rogue AP Detection: Yorkie-Pro can detect and locate unauthorized access points by identifying suspicious wireless signals and compar-
ing them against known authorized devices.

Real-Time Threat Identification: lts real-time scanning capabilities ensure that rogue APs are identified as soon as they appear on the network,
minimizing the time attackers have to exploit vulnerabilities.

Wide Spectrum Coverage: Yorkie-Pro can scan multiple wireless frequencies (Wi-Fi, Bluetooth, BLE) and pinpoint threats from a wide range of
rogue devices.

Portable and User-Friendly Design: Its compact, portable design allows security teams to conduct regular on-site sweeps easily, covering even
large facilities.

Proactive Security Posture: Routine audits using the Yorkie-Pro help organizations maintain a proactive security posture, identifying vulnerabili-
ties before attackers can exploit them.

Potential Threats to a Company's Cybersecurity Posture
Failing to address rogue APs can lead to:

* Loss of Intellectual Property: Sensitive data can be exfiltrated through unsecured rogue APs.

* Reputational Damage: A data breach linked to a rogue AP can erode trust among clients and stakeholders.

* Financial Impact: Costs related to legal actions, fines, incident response, and downfime can be significant.

* Reduced Employee Productivity: Network instability caused by rogue AP interference can disrupt business operations.

By integrating tools like the Yorkie-Pro into regular security routines, companies can bolster their defenses, prevent unauthorized access, and
safeguard their networks against rogue AP threats. If you are looking to specifically hunt down Wi-Fi clients/STA's then consider the companion

offering; the Yellowjacket-Pro WiFi security tool.
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The Yorkie-Pro wireless intrusion detector is highly effective in detecting and locating 0.MG bad
cables that have integrated Wi-Fi capabilities and function as covert hotspots for deploying ma-
licious payloads. These malicious cables appear as standard USB or Lightning cables but house
embedded chips that create rogue Wi-Fi access points, allowing attackers to wirelessly execute
payloads, steal data, or maintain persistent access to compromised systems.

How Yorkie-Pro Detects 0.MG Cables:
1. RF Signal Detection - The Yorkie-Pro continuously scans for unauthorized or suspicious Wi-Fi

signals (2.4 GHz, 5 GHz), identifying rogue access points created by compromised cables. The
0.MG bad cable acts as a WiFi AP Hot Spot.

2. SSID and MAC Address Analysis - The device can recognize anomalous SSID broadcasts or
unauthorized MAC addresses, which often appear with randomization tactics that differ from
facility-approved networks.

3. Signal Strength Direction Finding - Once an unauthorized signal is detected, Yorkie-Pro
enables direction-finding mode to pinpoint the exact location of the 0.MG cable by following its
RF emissions.

4. Automated Alerts & Logging - Yorkie-Pro can integrate with security monitoring systems fo
alert personnel in realime and provide detailed logs of the detected threat.

Why This Threat is Critical for US DoD & Other Secure Facilities

* Covert Exfiltration - An attacker with brief physical access can replace legitimate cables with
0.MG cables, which then serve as remote access backdoors, potentially leaking sensitive data
from classified systems.

* Bypasses Traditional Security - These malicious cables operate outside of traditional network
defenses since they establish their own Wi-Fi hotspots, making them difficult to detect without
RF surveillance.

* Air-Gapped Facility Risk - Even secure air-gapped environments are vulnerable if a compro-
mised cable is introduced internally, bridging the gap between isolated systems and external
attackers.

* Insider Threat & Supply Chain Attacks - The introduction of these devices can be infentional
(insider threat) or unintentional (compromised supply chain), making regular RF sweeps es-
sential to counter emerging threats.

The Need for Routine Yorkie-Pro Scanning
Given the rapid evolution of wireless attack vectors, DoD and other high-security facilities must
implement frequent RF sweeps with the Yorkie-Pro fo detect:

* Emerging Wi-Fi-based threats, including unauthorized loT devices and bad cables.
* New rogue signals in secure areas that should not have any wireless activity.
* Hidden access points that evade conventional Wi-Fi security tools.

By integrating Yorkie-Pro into daily or weekly security sweeps, facilities can proactively

identify and mitigate wireless threats like 0.MG cables before they lead to catastrophic security
breaches.

Page 11

MALWARE

This 0.MG cable contains a Wi-Fi chip
capable of delivering malware directly to
any device it is plugged ino. It is visibly
indistignuishable from any regular USB-C
cable but Yorkie-Pro can defect it.



WI-FI DIRECTION FINDING

Once you have identified a Wi-Fi access point of interest, you can begin to locate it by choosing it
from the Wi-Fi MEASUREMENT list screen. That takes you to the WI-FI DIRECTION FINDING screen
seen here. This screen scans only the AP selected from the previous screen. If you require a full
Wi-Fi scan of all channels or Wi-Fi RF energy profile, use the BACK ARROW to return to the MAIN
MEASUREMENT screen.

In addition to Wi-Fi RSSI measurements in dBm, the WI-FI DIRECTION FINDING screen also dis-
plays the MAC address, and SSID of the access point.

Replace the omni-directional antenna with the large, 2.4/5.8 GHz DF antenna by connecting fo
the SMA connector on the left side atop the Yorkie-Pro unit.

From the Wi-Fi MEASUREMENT list screen, touch the device you wish to locate. This will take
you to the Wi-Fi Direction Finding screen. This screen displays the device's signal strength in
dBm in both numerical and graphical form. The scale on the left goes from -30 dBm to -130
dBm. The lower the number, the higher the signal strength. Graphically, the higher the signal
strength detected, the higher the color-coded blocks will appear. Red to orange blocks are high
signal strength, yellow to green are medium signal strength and blue to purple are low signal
strengths. A high signal strength generally indicates that the device being scanned is nearby and
in the same direction that the direction finding patch antenna is pointing af that moment. If the
signal strength is stronger than -30, it will appear as red and blinking at the bottom.

The scale on the right is a more granular scale for dBm within each color-coded block. The signal
strength bar to the right should always match the color of the color-coded block being displayed
on the left. The RSSI number at the bottom (in dBm) should also correlate to the signal strength
currently being show. Due to some factors such as interference and movement during direction
finding performed by the user, these numbers and color-coded blocks can shift abruptly.

Users trying to locate any device while direction finding need to move slowly and methodically
always keeping the position and direction of the handheld antenna in mind. Once the direction
finding antenna is attached to the Yorkie-Pro the position or direction of the unit itself has no
bearing on the measurements being taken. Once the omni-directional antenna is connected back
to the Yorkie-Pro receiver, the position and direction of the unit itself will have some bearing on
the measurements taken again.

Begin direction finding by slowly sweeping the area in a full 360 degrees. Note the direction you
are facing when you see the strongest signals. Next, you can break the 360 degree sweep into
halves or quarters and concentrate the next sweep on just the half or quarter(s) that showed the
strongest signals. Move info the direction of the strongest signals and continue sweeping slowly
until you reach the highest signal strength. If the DF antenna is held too closely to the measured
device, it can overload the receiver and display a measurement of -120 dBm in white at the bot-

tom of the screen.
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BLUETOOTH MEASUREMENTS

Starting from the MAIN MEASUREMENT screen, touch the Wi-Fi icon located on the bottom to
scan all nearby Bluetooth and BLE (Bluetooth Low Energy) devices. This screen indicates MAC
address, Device ID and RSSI signal strength in dBm of every BT and BLE device detected. White
colored MAC and device IDs (friendly names) indicate BT but light blue colored MAC and device
IDs (friendly names) indicate BLE devices.

Depending upon the number of devices and their activity, you might see the list updating very
frequently or not frequently at all. The strongest BT or BLE device will move to the top of the
list followed by the next strongest one and so on, but if you find the list too long or changing
too frequently you can adjust the RF SCAN PERSISTENCE in the MAIN MENU settings. RF SCAN
PERSISTENCE does not affect measurements, it only affects how long measurements remain on
the screen after a signal is lost. The choices include ALWAYS ON, ALWAYS OFF, 10 SECS and 10
MINS. You might need fo experiment with these settings depending upon your environment but
BVS recommends 10 SECS for most busy RF environments and 10 MINS for less busy RF environ-
ments.

BLUETOOTH MEASUREMENTS screen includes sorting and navigation buttons on the bottom.
Touch the up or down PAGE arrows in the lower right of the screen to navigate through the pages
of devices and their respective measurements.

BLE ONLY/BLE+BT TOGGLE is a two-way button that either displays only nearby BLE devices
detected or all nearby BLE and BT devices detected. Since there are so many BT and BLE devices
already in use, some users need to view only BLE devices, specifically hidden personal trackers.
This toggle disappears when the BLE TAG SORT is checked on in the MAIN MENU screen.

PERSONAL TRACKERS are among the cheapest and most ubiquitous devices around. They are also
elusive to most BLE receivers. Yorkie-Pro ufilizes a special algorithm to detect hidden BLE track-
ers (including Apple AirTag®, Samsung Galaxy SmariTag®, Tile Tracker®, etc.) immediately
without the need to wait for warning notifications from your phone that you are in the vicinity of
an unknown tracker. BLE MAC addresses shown in YELLOW have been identified as possible BLE
trackers. BLE MAC addresses in RED have a much higher confidence identification of unknown
personal frackers.

The WHITE LIST button allows users to remove known devices from the list. This feature allows
users fo spend more time identifying unknown and possibly dangerous rogue BT or BLE devices
instead of continually sorting through devices that have already been scanned and accounted
for. Simply touch this button to activate this feature (the button will invert to indicate activation).
Next, touch each listed Wi-Fi device that you wish to white list. Every AP you choose will disap-
pear from the list and not return until the unit power is reset or until you choose to reset your
white list. Touch the WHITE LIST button again when you are finished whitelisting devices.

RESET WHITE LIST button simply resets the white list of removed BT and BLE devices. Touch this
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button fo reset the list.

About Bluetooth and BLE

Bluetooth is a wireless technology standard for exchanging data over short distances (using
short-wavelength UHF radio waves in the 2.4 GHz ISM band) from fixed and mobile devices, and
building personal area networks (PANs). The Bluetooth protocol is active in over tens of billions
of devices worldwide. Bluetooth technology, combined with a lower cost of entry, has enabled
business cases for applications that were previously unthinkable.

BLE devices follow the Bluetooth standard. They manage their power by automatically power-
ing up and down while remaining connected to the reader infrastructure (smart connectivity).
Compared to previous versions, BLE enables 250% faster and more reliable over-the-nir data
transmission and 10x more packet capacity. The job of BLE is to drive the ‘Internet of Things’
(loT), namely the thousands of smart, web connected devices - from fridges to toothbrushes -
that are expected fo enter our lives over the next decade.

BLUETOOTH/BLE DIRECTION FINDING

Once you have identified a Bluetooth or Bluetooth Low Energy device of inferest, you can begin
to locate it by choosing it from the BT/BLE MEASUREMENT list screen. That takes you to the BT/
BLE DIRECTION FINDING screen seen here. This screen scans only the device selected from the
previous screen. If you require a full BT/BLE scan of all nearby devices, use the BACK ARROW to
return to the MAIN MEASUREMENT screen. In addition to BT/BLE RSSI measurements in dBm, the
BT/BLE DIRECTION FINDING screen also displays the MAC address, and device ID of the device.

Replace the omni-directional antenna with the large, 2.4/5.8 GHz DF antenna by connecting to
the SMA connector on the left side atop the Yorkie-Pro unit.

BLUETOOTH/BLUETOOTH PAIRING

Some BT/BLE devices allow pairing with Yorkie-Pro's internal BT/BLE module. This pairing is de-
pendent upon the BT/BLE device settings and cannot be controlled or guaranteed by Yorkie-Pro.
When this happens, a blue chain icon will appear in the lower left corner of the direction finding
screen. You may notice a speed increase in the direction finding screen’s update rate during this
time due fo the nature of BT/BLE pairing.

From the BT/BLE MEASUREMENT list screen, touch the device you wish to locate. This will take
you to the BT/BLE Direction Finding screen. This screen displays the device's signal strength in
dBm in both numerical and graphical form. The scale on the left goes from -30 dBm to -130
dBm. The lower the number, the higher the signal strength. Graphically, the higher the signal
strength detected, the higher the color-coded blocks will appear. Red to orange blocks are high
signal strength, yellow to green are medium signal strength and blue to purple are low signal
strengths. A high signal strength generally indicates that the device being scanned is nearby and
in the same direction that the direction finding patch antenna is pointing to at that moment. If

the signal strength is stronger than -30, it will appear as red and blinking at the bottom.
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The scale on the right is a more granular scale for dBm within each color-coded block. The signal
strength bar to the right should always match the color of the color-coded block being displayed
on the left. The RSSI number at the bottom (in dBm) should also correlate to the signal strength
currently being show. Due to some factors such as interference and movement during direction
finding performed by the user, these numbers and color-coded blocks can shift abruptly.

Users trying to locate any device while direction finding need to move slowly and methodically
always keeping the position and direction of the handheld antenna in mind. Once the direction
finding antenna is attached to the Yorkie-Pro the position or direction of the unit itself has no
bearing on the measurements being taken. Once the omni-directional antenna is connected back
to the Yorkie-Pro receiver, the position and direction of the unit itself will have some bearing on
the measurements taken again.

Begin direction finding by slowly sweeping the area in a full 360 degrees. Note the direction you
are facing when you see the strongest signals. Next, you can break the 360 degree sweep into
halves or quarters and concentrate the next sweep on just the half or quarter(s) that showed the
strongest signals. Move into the direction of the strongest signals and continue sweeping slowly
until you reach the highest signal strength. If the DF antenna is held too closely to the measured
device, it can overload the receiver and display a measurement of -120 dBm in white at the bot-
tom of the screen.

BLUETOOTH/BLE DEVICE SPOQFING

MAC address randomization is a process of generating MAC addresses that cannot be traced back
to a specific device. MAC addresses are randomly generated and changed periodically, making it
difficult for someone to track down a specific device. Many smartphones, Wi-Fi and BLE devices
utilize MAC and Device ID spoofing to maintain user privacy. These spoofing randomizations
usually occur about every 15 minutes (varies by manufacturer) but Yorkie-Pro can detect these
changes and alert users to them.

The red and black “1” next to any device ID indicates a possible MAC spoof. If you choose one of
these devices from the list, the direction finding screen will also display “POSSIBLE MAC ADDRESS
SPOOF” at the fop as well. Learn more about spoofing in the steps for Locating BLE Personal
Trackers that follows this page.

BT/BLE FREQUENCY ANALYZER

This frequency analyzer (button with blue outline) measures the 3 advertising channels (37, 38
and 39) in the BT and BLE spectrum. Users can adjust the time domain at the bottom between 1,
4 and 10 seconds for each scan. This frequency analyzer mode differs slightly from the regular
frequency analyzer mode (button with red outline) used in the MAIN MEASURMENT screen.
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DETECTING FLIPPER ZERO

Why the Flipper Zero is a Threat? The Flipper Zero is a powerful multitool for hackers, pentest-
ers, and tech enthusiasts, but it also poses a serious security threat due to its ability to interact
with various wireless protocols. It can be used for legitimate testing purposes, but in the wrong
hands, enables unauthorized access and potential exploitation of RFID systems, NFC devices,
infrared, sub-GHz radio signals, BLE devices.

RFID and NFC Cloning
* Can read, store, and emulate RFID/NFC badges and access cards.
* Poses a risk for unauthorized entry into secure areas using cloned credentials.

Sub-GHz Frequency Attacks

* Can intercept and replay signals from key fobs, garage doors, and other remote-controlled
systems.

* Potential for unauthorized access to vehicles, buildings, and secured gates.

Bluetooth Low Energy (BLE) Exploits
* Can scan and interact with BLE devices, exposing vulnerabilities in wireless security.
* Could be used to hijack or disrupt loT devices, smart locks, and medical equipment.

Infrared Control
* Can mimic remote controls for TVs, air conditioners, and other IR-based systems.
* Possible manipulation of security cameras and smart home systems.

BadUSB Attacks
* Can act as a rogue USB device to execute malicious scripts when plugged info a computer.
* Enables unauthorized data extraction, malware installation, or system compromise.

Why Use the Yorkie-Pro to Detect and Locate a Flipper Zero? Yorkie-Pro is an advanced RF scan-
ner capable of identifying and tracking suspicious wireless activity, including threats from a
Flipper Zero.

Bluetooth Low Energy (BLE) Scanning:
The Yorkie-Pro can scan and list active BLE devices, including the Flipper Zero.
Once detected, the Flipper Zero appears in the main list screen for further analysis.

Direction-Finding Mode:
Once the Flipper Zero is idenfified, Yorkie-Pro enables users to locate its precise location.
By moving toward the signal source, security teams can pinpoint and neutralize the threat.

Continuous RF Monitoring:
Yorkie-Pro provides realime detection of unauthorized wireless activity and ideal for corporate

security, government facilities, and law enforcement agencies monitoring for rogue devices.
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About BLE Personal Trackers

Yorkie-Pro detects frequencies used by both cellular GPS trackers and BLE (Bluetooth Low Energy)
personal trackers such as AirTags, Galaxy Smart Tags, Tile Trackers, Chipolo, PebbleBee and oth-
ers. For precise cellular GPS tracker detection and location features, ask your BVS sales engineer
about Wolfhound-Pro. For detection of BLE personal trackers, Yorkie-Pro contains special features
described in the following text, but first a brief background on BLE personal trackers.

Back in 2013, Tile launched their first BT (Bluetooth) based keyfinders. Over the years, they've
improved the product line and added a Tile Network that leverages the GPS in every smartphone
to help users locate a variety of lost items. These trackers (including all modern personal track-
ers) are relatively small, inexpensive and have a long battery life lasting around a year. All of
these products required users fo install an app on their Android or i0S devices so marketshare
was limited but that all changed once Apple introduced their AirTag back in 2021. Since Apple
has shipped well over 1.5 billion i0S devices that include their ‘Find My’ app pre-installed and in-
tegrated into their i0S, AirTags gain an immediate advantage over all personal trackers because
every i0S user in the world automatically parficipates in finding lost items using AirTags. Other
popular BLE trackers are on the market including Samung Galaxy Smart Tags and Tile Trackers
but they are all similar so for this discussion, we will only be dealing with AirTags since they are
the most popular for both good and not-so-good reasons that we will discuss shortly.

Since i0S devices are popular around the world, Apple’s Find My network is able to identify
AirTags around the globe. The primary limitation for AirTag discovery is the range of the BLE
radio beacon in every AirTag. Since BLE is limited to about 100 meters, if there is no i0S device
in that range, the AirTag will not be seen on the Find My network until an i0S device is nearby.
In order to save hattery life, AirTags do not continuously emit a BLE beacon so if an i0S device
leaves the AirTag's range too soon after arriving, it will not be discovered on the Find My network
either. Nevertheless, AirTags can usually be located by their users reliably and quickly from the
other side of the world. AirTags also utilize an UWB (Ulira WideBand) chip that works in the
6.5-8 GHz range for short range direction finding (typically 15 feet or less) and an NFC (Near
Field Communications) chip that works at 13.56 MHz for initial AirTag setup out of the box, but
without a 2.4 GHz BLE connection to a nearby i0S device, an AirTag will not be discoverable on
the Find My network.

Soon after AirTags arrived on the scene, problems were being reported by users involving illegal
stalking and tracking of people and items without their knowledge. Apple foresaw some of these
problems before they released AirTags by including “unwanted tracking” technology warnings
for users. If an unknown AirTag has been hidden inside a vehicle or in someone’s bag, the AirTag
will eventually emit an audible chime and also send a notification to the user’s i0S device that
they are being tracked by a nearhy, unknown AirTag. However, some users reported to only re-
ceive unwanted tracking warnings days after the tracking began and others complained that the
alert chime was too faint to hear in most scenarios. In 2022, Apple updated all AirTags to include
a more audibly discernible chime but the amount of time from the beginning of unwanted track-

ing to the moment of notification is a much more complex issue. Tech enthusiasts have added
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to the mix by modifying and selling “silent’ AirTags on Etsy and Ebay. These are simply AirTags
that have been modified so that no audible tone can be heard. This makes detection of hidden
AirTags even more difficult for the average consumer and since they are being sold as a remedy
to thieves who can easily hear and remove hidden AirTags on items they just stole, ‘silent’ Air-
Tags are not being labelled as illegal so they continue to be sold.

Since many users hide AirTags inside valuable items to track them, the faster the Find My net-
work alerts users to the possibility of unwanted tracking, the more likely thieves who've stolen
trackable items will be informed that they contain an AirTag. From there, thieves can simply lo-
cate and remove the AirTag frustrating honest users. If unwanted tracking nofifications takes oo
long to warn users, it might be too late for victims of stalking or theft. Couple this balancing act
with the fact that Apple has implemented specific algorithms that respond to AirTag movement,
proximity to owners and other i0S devices and you end up with an unpredictable notification
system af best and a dangerous and illegal stalking or tracking tool at worst.

Law enforcement agents have already responded to thousands of reports of unwanted tracking
but that is only because users have already been notified of an unknown, nearby AirTag. AirTags
continue fo be used to track police vehicles, track packages of illegal substances and the where-
abouts of high profile individuals and their families. Law enforcement agents have managed to
successfully detect hidden cellular GPS trackers since they transmit at regular intervals when in
motion but personal BLE trackers are more complex to identify and locate. Since AirTags do not
immediately alert users to nearby unwanted tracking, there is no fast and easy way for anyone
to detect a hidden AirTag without waiting hours or possibly days until they receive a warning
notification. This is not acceptable to any law enforcement agent that requires immediate action-
able intelligence. Yorkie-Pro solves this problem. Use the following steps on the next page to
practice detecting the tracker included with your unit.
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Locating BLE Personal Trackers

In order to help users better understand how to locate personal trackers, we have detailed
the following steps.

1. Unpack and register your included tracker by activating it and following the instructions in-
cluded from the manufactruer of the respective tracker.

2. After you have initialized your tracker and are ready fo practice detecting it using Yorkie-Pro,
be sure to turn OFF your phone or put it into airplane mode making sure the BT radio is off as
well (some phones do not include BT in airplane mode). Otherwise, that tag cannot be detected.

3. Be sure that all included omni-directional antennas are connected to the Yorkie-Pro.
4. Enter the Main Menu Settings and make sure that the ‘BLE Tag Sort’ box is checked.

5. While in the Main Menu Settings, set RF Scan Persistence to ‘Always Off'. This will ensure that
all trackers present will be seen as they appear and that trackers no longer active or in range
will not appear. Since you are only testing your tracker detection feature af this stage, you will
be keeping a close watch on a single tracker so ‘Always Off' is a useful setting.

When you begin to operate Yorkie-Pro in unknown environments with varying degrees of BT and
BLE activity, you will need to experiment with different RF Scan Persistence settings to minimize
your time spent surveying. For instance, if you leave RF Scan Persistence ‘Always On’ in a busy
environment, the list of devices will grow quickly and you will eventually see the spoof icon
(exclamation point surrounded by red) for some devices indicating that those MAC addresses are
being spoofed and no longer being used by those devices. Navigate back to the Main Measure-
ment Screen and enter the Bluetooth Measurement screen.

6. In Bluetooth Measurement screen, the tracker should appear within a minute or so and the
RSSI value should remain relatively stable unless the distance from Yorkie-Pro to the tracker
changes. The MAC address will initially appear in yellow to indicate that a tracker has likely been
detected. Once Yorkie-Pro fully verifies tracker detection, the MAC address will turn red.

Each tracker manufacturer has their own timing assigned to this advertising beacon. For ex-
ample, Apple AirTags can take up to 20 minutes for the MAC address to turn from yellow (lower
confidence) to red (high confidence) to indicate tracker identification certainty while Samsung's
Galaxy Smart Tags are immediately identified as such (MAC address is red) as soon as they are
detected. It can be helpful to note these time variations with each new manufacturer and their
respective tracker models that you detect using Yorkie-Pro as it will help anticipate survey times
for future surveys.
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FREQUENCY ANALYSIS

The FREQUENCY ANALYSIS screen can only be accessed from the MAIN MEASUREMENT screen. It
consists of 2 different panels that both scan the 2.4 GHz spectrum but do not display live data
simultaneously. The orange panel on top is a frequency domain that scans 20 MHz chunks start-
ing at the center of each of the (14) 802.11b/g channels. The yellow panel on the bottom is a
time domain that samples a single frequency (same as center frequency in the top panel) over
a selectable time interval.

Touch the top panel to begin scanning by frequency. If the time domain panel below was active,
it will freeze during the frequency domain scan. Move along the spectrum in 20 MHz chunks by
touching the left or right yellow arrows on the green top panel. Adjust the dBm scale by touching
the up and down yellow arrows on the left side of the orange top panel just below.

Touch the bottom yellow panel to activate the time domain scan. If the frequency domain panel
above was active, it will freeze during the fime domain scan. Move along the spectrum in 20
MHz chunks by touching the left or right yellow arrows on the green top panel. Adjust the dBm
scale by touching the up and down yellow arrows on the left side of the yellow bottom panel.
Choose between 100 ms, 1 sec and 10 sec using the yellow left and right arrows at the bottom
of this yellow panel.

The white lines indicate real fime activity in each panel and the red lines indicate peak activity
in each panel. Touch the CLEAR button at any time on the top to reset the red peak activity lines.

Each graph has its merits but the biggest value to most users is in capturing both domains’

signals and analyzing them together in order to recognize the combined pattern belonging fo a
specific signal source.
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MAIN MENU
The MAIN MENU allows access to more of the Yorkie-Pro's settings and information. These include
alerts, RF scan persistence, GPS, battery status, country selection and unit information.

VIBRATING ALERT
Touch the VIBRATING ALERT checkbox to toggle vibrating alerts on or off. When vibrating alerts
are turned on, the unit will vibrate every fime a set threshold is surpassed.

AUDIBLE ALERT
Touch the AUDIBLE ALERT checkbox to toggle audible alerts on or off. The unit will beep every
time a threshold is surpassed or any button is touched.

RF SCAN PERSISTENCE

RF SCAN PERSISTENCE only affects the rate at which Wi-Fi, BT or BLE measurements are dis-
played. For instance, only the last scan result will be shown when it is set to ALWAYS OFF. The
choices include ALWAYS ON, ALWAYS OFF, 10 SECS and 10 MINS. You might need fo experiment
with these settings depending upon your environment but BVS recommends 10 SECS for most
busy RF environments and 10 MINS for less busy RF environments.

BLE TAG SORT
Touch the BLE Tag Sort checkbox to list only BLE personal trackers on the BLE Measurement

Screen. This makes sorting and identification of such devices much easier. Note that when this
hox is checked on, the BT/BLE TOGGLE button will not appear.

GPS STATUS

Touch the GPS STATUS button to display the Yorkie-Pro’s internal GPS receiver status including
|atitude, longitude, date, time, fix status, dead reckoning status, 2D fix status, 3D fix status,
GNSS + dead reckoning status and time fix status. This information is useful primarily for users
performing site security surveys requiring export for reports and later analysis.
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BATTERY STATUS
Touch the BATTERY STATUS button to see estimated remaining runtime down to the minute and
instructions for periodically cycling the battery to maintain superior battery life.

SELECT COUNTRY
Touch the SELECT COUNTRY button to match the

country you are in when taking measurements there. A B e

These countries only apply to the cellular
measurements. The current selected country is
indicated by its two or three letter abbreviation near
the top left of the MAIN MEASUREMENT screen.
Supported countries or territories include the ones
shown. Yorkie-Pro ships direct from the factory with
support for the country designated by the customer.
Check with your BVS sales or support contact for
more details about support in your country.

Page 22



UNIT INFORMATION
Touch the UNIT INFORMATION button to access this screen for antenna assignments, firmware <| i
and your unit's serial number. Be sure fo reference these SMA connection assignments when ANTENNA ASSIGNMENTS

attaching any antennas to your unit. Also be sure fo reference this screen for the firmware

. . ol [ 4.9-5.9 GHz
and serial number for any sales or support related issues. Do not update your unit's firmware cwW
until you can confirm it is compatible with the correct hardware. Contact BVS support at DR PN e
support@bvsystems.com or call 732-548-3737 with your unit serial number for confirmation to 650—333.9 MHz
proceed. SMA ANTENNA

== GPS
ANTENNA

FIRMWARE: 5.21

SERIAL NUMBER: 00001

DATA LOGGING

Touch the DATA LOGGING button to access this screen. From here, users can sort and review all
captured data snaphots or logged data. Begin by choosing between SNAPSHOTS and LOGGING
buttons at the top. Data can be sorted by the measurement screen (cellular, BT, BLE, Wi-Fi 2.4
GHz, Wi-Fi 5 GHz and frequency analyzer) used and or by timestamp of measurement. If you
have filled your Yorkie-Pro up with data and need more room to store more measurements,
choose DELETE SNAPSHOT DATA or DELETE LOGGING DATA button to make more space for data.
Be sure you have already connected Yorkie-Pro to a PC running the BVS logging software and
have saved the data before you delete any data you might need.

Note: Not all screens support both data logging features. If you do not see the data snaphot

(camera icon) or data logging (round record button icon) on top of the measurement screen,
you cannot record data.

Approximate Time To Transfer Logged Measurements fo P(:

1 Data Snapshot <100 mSec per snapshot
10 minute Mainscreen Log File 23 seconds

60 minute Mainscreen Log File 2.5 minutes

10 minute WiFi Log File 3.5 seconds

60 minute WiFi Log File 22.4 seconds

10 minute Bluetooth or BLE Log File 3.2 seconds
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Yorkie-Pro Product Safety Info

BVS WIDS (Wireless Intrusion Detection Systems) monitor for cellular, Wi-Fi and BT/BLE signals emitted by standard consumer electronic devices
and therefore are rather passive Receivers of RF energy. Most of the time these receivers are passively listening for possible ambient signals of
inferest. Occasionally, BVS WIDS systems broadcast brief scanning requests. These requests are low energy standard signals just as signals emitted
by personal consumer electronic devices, such as cell phones, etc.

Wi-Fi

Wi-Fi access points emit electromagnetic radiation in the form of radiofrequency (RF) signals to fransmit data wirelessly. The RF signals used by
Wi-Fi fall within the non-ionizing part of the electromagnetic spectrum, which means they do not have enough energy to ionize atoms or molecules
and, therefore, are generally considered to be non-harmful at typical exposure levels.

The radiofrequency radiation emitted by Wi-Fi devices is classified as non-ionizing radiation, and it is generally considered safe for human exposure
within established regulatory limits. Regulatory agencies, such as the Federal Communications Commission (FCC) in the United States, set limits on
RF exposure to ensure that devices like Wi-Fi routers operate within safe levels.

Bluetooth & Bluetooth Low Energy

Similar to Wi-Fi, Bluetooth technology uses radiofrequency (RF) signals to transmit data wirelessly. Bluetooth operates in the sume non-ionizing
part of the electromagnetic specirum as Wi-Fi, and the emitted radiation is generally considered to be safe af typical exposure levels.

Bluetooth devices, such as headphones, speakers, and other peripherals, emit low-power radiofrequency signals. The power levels used in Bluetooth
communication are typically much lower than those associated with cell phones and other devices that use higher-powered RF signals.

As with any technology, it's important to follow established guidelines and regulations to ensure safe usage. Regulatory bodies, such as the Federal
Communications Commission (FCC) in the United States, set limits on RF exposure to protect against potential health risks. The current scientific
consensus is that the RF exposure from Bluetooth devices is not harmful ot typical usage levels.

Cellphone

The radiofrequency (RF) signals emitted by cell phones are a form of non-ionizing electromagnetic radiation. The consensus among the scientific
community, as reflected in the guidelines of various health organizations and regulatory agencies, is that the RF exposure from cell phones, when
used within established safety limits, is not likely to cause harm to human health.

Regulatory bodies, such as the Federal Communications Commission (FCC) in the United States, set limits on the Specific Absorption Rate (SAR),

which measures the rate at which the human body absorhs RF energy. Cell phones must comply with these SAR limits to ensure that the RF exposure
is below levels considered safe.
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Yorkie-Pro Product Safety Info

BVS WIDS (Wireless Intrusion Detection Systems) monitor for cellular, Wi-Fi and BT/BLE signals emitted by standard consumer electronic devices
and therefore are rather passive Receivers of RF energy. Most of the time these receivers are passively listening for possible ambient signals of
inferest. Occasionally, BVS WIDS systems broadcast brief scanning requests. These requests are low energy standard signals just as signals emitted
by personal consumer electronic devices, such as cell phones, etc.

Wi-Fi

Wi-Fi access points emit electromagnetic radiation in the form of radiofrequency (RF) signals to fransmit data wirelessly. The RF signals used by
Wi-Fi fall within the non-ionizing part of the electromagnetic spectrum, which means they do not have enough energy to ionize atoms or molecules
and, therefore, are generally considered to be non-harmful at typical exposure levels.

The radiofrequency radiation emitted by Wi-Fi devices is classified as non-ionizing radiation, and it is generally considered safe for human exposure
within established regulatory limits. Regulatory agencies, such as the Federal Communications Commission (FCC) in the United States, set limits on
RF exposure to ensure that devices like Wi-Fi routers operate within safe levels.

Bluetooth & Bluetooth Low Energy

Similar to Wi-Fi, Bluetooth technology uses radiofrequency (RF) signals to transmit data wirelessly. Bluetooth operates in the sume non-ionizing
part of the electromagnetic specirum as Wi-Fi, and the emitted radiation is generally considered to be safe af typical exposure levels.

Bluetooth devices, such as headphones, speakers, and other peripherals, emit low-power radiofrequency signals. The power levels used in Bluetooth
communication are typically much lower than those associated with cell phones and other devices that use higher-powered RF signals.

As with any technology, it's important to follow established guidelines and regulations to ensure safe usage. Regulatory bodies, such as the Federal
Communications Commission (FCC) in the United States, set limits on RF exposure to protect against potential health risks. The current scientific
consensus is that the RF exposure from Bluetooth devices is not harmful ot typical usage levels.

Cellphone

The radiofrequency (RF) signals emitted by cell phones are a form of non-ionizing electromagnetic radiation. The consensus among the scientific
community, as reflected in the guidelines of various health organizations and regulatory agencies, is that the RF exposure from cell phones, when
used within established safety limits, is not likely to cause harm to human health.

Regulatory bodies, such as the Federal Communications Commission (FCC) in the United States, set limits on the Specific Absorption Rate (SAR),

which measures the rate at which the human body absorhs RF energy. Cell phones must comply with these SAR limits to ensure that the RF exposure
is below levels considered safe.
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Yorkie-Pro PC SOFTWARE

Introduction

Yorkie-Pro wireless intrusion detection system (WIDS) is a handheld receiver designed for
wireless security audits of data-sensitive government, law enforcement, military and critical
infrastructure facilities. Yorkie-Pro detects all nearby wireless PEDs (Personal Electronic
Devices) including Cellular, Wi-Fi, Bluetooth and BLE (Bluetooth Low Energy) channels using
a high-speed receiver engine in conjunction with a Wi-Fi/BT/BLE demodulator. Yorkie-Pro is
also the only device on the market that detects and locates unknown Apple AirTag®,
Samsung Galaxy SmartTag® and Tile® Tracker as well any active, hidden GPS trackers used
for illegal stalking and tracking.

Yorkie-Pro is also capable of storing screen data such as Snapshot Data and Logged Screen
Data.

Snapshot Data is an instance of the data and measurements taken from the current screen
and stored in Yorkie-Pro. Yorkie-Pro can store up to 70 snapshots internally.

Logged Screen Data is a continuous collection overtime of current screen data and
measurements that is stored onto Yorkie-Pro. Internal storage allows for 5 unique data
logging sessions at approximately 13 MB per log file. Depending upon the screen being
logged, the resulting data can be logged for a range of time.

Yorkie-Pro PC Software retrieves these types of data from Yorkie-Pro through Mini-USB

connection to your Windows machine. Allows you to visualize the data on your PC and save
the raw data to an Excel file.

Minimum Software Requirements

Operating System: Windows 8/10/11

RAM: 8 GB

Processor Speed: 2.30 GHz

Hard Drive Space: 5 MB for application installation
Monitor Resolution: 1680 x 1050 (recommended)
.Net Framework: 4.8

Yorkie-Pro Firmware: 213
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Installation
1. Make sure your current. Net Framework is 4.8 or higher.

2. Open the installation folder and click on setup.exe file.

2. Next, click on the Install.

Application Install - Security Warning X
Publisher cannot be verified. ™
Are you sure you want to install this application? @3

Name:
Yorkie-Pro

From (Hover over the string below to see the full domain):
C:\Users\Charles\source\repos\YorkieNet61223\Yorkie-Pro\publish

Publisher:
Unknown Publisher

Install Don't Install

g While applications can be useful, they can potentially harm your computer. If you do not trust the
> source, do not install this software. More Information...

Getting Started

IKeep the Yorkie-Pro in the Data Logging screen during the Data Downloading to improve
data transfer. To get there go to the Main MENU on the Yorkie-Pro and click on the DATA
LOGGING
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Connect Yorkie-Pro to the PC using the Mini-USB cable and launch the Yorkie-Pro application. Make
sure to select proper COM port.

Once the Yorkie-Pro COM port is selected you will see that Status switched to “Connected”
and other information data is filled. Otherwise, if you select the wrong device, you will get an
error. Next click the “View” button.
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The main window will open up and it will start downloading Snapshot Data.

You can move between different views on the navigation bar on the left.
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When all the Snapshots got downloaded you will see a list with populated data. And in the
mean time the application will start downloading the Logged Screen Data.

Click on the relative Snapshot to further view the data contents
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Example view of exported Snapshot Data to Excel
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When Logged Screen Data has finished downloading, data will be available to view. Each log
has multiple records of Entry data.

After selecting View on the relative Log you will be able to see the collected data. Also, you
can Export to Excel the whole log or select one or more entries of that log to be exported.
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Safety Data Sheets (SDSs)

Section 1 - Identification

Product Name: Lithium Ion/Lithium Polymer Battery (LiCoO2). Please refer part number and watt-hours on your purchase record.
Manufacturer / Distributor Name: AA Portable Power Corp

Address: 825 S 19™ Street, Richmond, CA 94804, Tel: 510-525-2328 Fax: 510-439-2808

Email: sales@batteryspace.com

Emergency Tel (Within USA and Canada): Here should be your company’s emergency telephone number.

Emergency Tel (Outside USA and Canada) for Shipment to USA: Here should be your company’s emergency telephone number.
Recommended Use: General use

Restrictions on Use: N/A

Section 2 — Hazard(s) Identification

Routes of Entry: Inhalation, Skin, Ingestion.

Health Hazards (Acute and Chronic)

These chemicals are contained in a sealed can. Risk of exposure occurs only if the battery is mechanically or electrically abused. The most
likely risk is acute exposure when a battery vents.

Sign/Symptoms of Exposure

A shorted lithium battery can cause thermal and chemical burns upon contact with the skin. May be a reproductive hazard.

Medical Conditions Generally Aggravated by Exposure

An acute exposure will not generally aggravate any medical condition.

Required Label Elements: N/A

Section 3 — Composition/Information on Ingredients

Ingredient Content CAS Index No. EINECS
(percent of total weight)
LithiumCobalt Oxide(LiCoO2) 50% 12190-79-3 235-362-0
Carbon(Graphite) 10% 7782-42-5 231-955-3
PP 5 9003-07-0 N/A
PVDF 2 24937-79-9 N/A
PE 5 9002-88-4 N/A
CMC 0.5 9004-32-4 N/A
LiPF6 5 21324-40-3 244-334-7
EC 5 96-49-1 202-510-0
DMC 5 616-38-6 210-478-4
Ni 2.5 7440-02-0 231-111-4
Cu 5 7440-50-8 231-159-6
Al 5 7429-90-5 231-072-3

Trade Secret Claims: N/A

Section 4 — First-aid Measures

Eye: Flush eyes with plenty of water for at least 15 minutes, occasionally lifting the upper and lower eyelids. Get medical aid.

Skin: Remove contaminated clothes and rinse skin with plenty of water or shower for 15 minutes. Get medical aid.
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Inhalation: Remove from exposure and move to fresh air immediately. Use oxygen if available.
Ingestion: Give at least 2 glasses of milk or water. Induce vomiting unless patient is unconscious. Call a physician.
Section 5 — Fire-fighting Measures
Flash Point: N/A.
Auto-Ignition Temperature: N/A.
Extinguishing Media: Use only Lith-X (Class D extinguishing media) on fire involving lithium batteries or raw lithium metal. Do not use
for this purpose water, sand, CO2, Halon, dry powder or soda ash extinguishers.
Special Fire-Fighting Procedures: Self-contained breathing apparatus.
Unusual Fire and Explosion Hazards: Cell may vent when subjected to excessive heat-exposing battery contents.
Hazardous Combustion Products: Carbon monoxide, carbon dioxide, lithium oxide fumes
Firefighting: In case of fire in an adjacent area, use Lith-X (Class D extinguishing media). Do not use water.
Special protective equipment for firefighters:

. Respiratory protection: Respiratory equipment of a gas cylinder style or protection-against-dust mask

. Hand protection: Protective gloves

. Eye protection: Goggle or protective glasses designed to protect against liquid splashes

. Skin and body protection: Protective cloth

Section 6 - Accidental Release Measures

Steps to be taken in case Material is Released or Spilled

If the battery is accidentally broken and organic electrolyte leaks out, wipe it up with a cloth, and dispose of it in a plastic bag and put into a
steel can. The preferred response is to leave the area and allow the batteries to cool and vapors to dissipate. Provide maximum ventilation.
Avoid skin and eye contact or inhalation of vapors. Remove spilled liquid with absorbent and incinerate.

Waste Disposal Method

It is recommended to discharge the battery to the end, handing in the abandoned batteries to related department unified, dispose of the
batteries in accordance with approved local, state, and federal requirements. Consult state environmental protection agency and/or federal

EPA.

Section 7 - Handling and Storage

The batteries should not be opened, destroyed or incinerate, since they may leak or rupture and release to the environment the ingredients
that they contain in the hermetically sealed container. Do not short circuit terminals, or over charge the battery, forced over-discharge, throw
to fire. Do not crush or puncture the battery, or immerse in liquids.

Precautions to be taken in handling and storing

Avoid mechanical or electrical abuse. Storage preferably in cool dry and ventilated area which is subject to little temperature change.
Storage at high temperatures should be avoided. Do not place the battery near heating equipment, nor expose to direct sunlight for long
periods.

Other Precautions

Batteries may explode or cause burns, if disassembled, crushed or exposed to fire or high temperatures. Do not short or install with incorrect

polarity.

Section 8 - Exposure Controls / Personal Protection
Respiratory Protection: In case of battery venting, provide as much ventilation as possible. Avoid confined areas with venting batteries.
Respiratory Protection is not necessary under conditions of normal use.

Ventilation: Not necessary under conditions of normal use.
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Protective Gloves: Not necessary under conditions of normal use.

Other Protective Clothing or Equipment: Not necessary under conditions of normal use.
Personal Protection is recommended for venting batteries: Respiratory Protection, Protective Gloves, Protective Clothing and safety
glass with side shields.

OSHA's Permissible Exposure Limits (PELs): N/A

Threshold Limit Values (TLVs): N/A

Section 9 - Physical and Chemical Properties

Appearance Characters:

Physical state: Solid,

Form: Cylindrical or Prismatic or Pouch,

Color: Depends on the PVC wrapper, can be green/white/black/yellow

Odor: Odorless

Section 10 - Stability and Reactivity

Stability: Stable under normal use

Conditions to Avoid: External short-circuit, crushes, deformation, high temperature, mechanical abuse and electrical abuse, direct sunlight
and high humidity.

Hazardous Decomposition Products: N/A.

Hazardous Polymerization: N/A.

If leaked, forbidden to contact with strong oxidizers, mineral acids, strong alkalies, halogenated hydrocarbons.

Section 11 - Toxicological Information
Inhalation, skin contact and eye contact are possible when the battery is opened. Exposure to internal contents, the corrosive fumes will be
very irritating to skin, eyes and mucous membranes. Overexposure can cause symptoms of non-fibrotic lung injury and membrane irritation.

Numerical Measures of Toxicity: No toxicity.

Section 12 - Ecological Information

When promptly used or disposed the battery does not present environmental hazard. When disposed, keep away from water, rain and snow.

Section 13 - Disposal Considerations

APPROPRIATE METHOD OF DISPOSAL OF SUBSTANCE OR PREPARATION

If batteries are still fully charged or only partially discharged, they can be considered a reactive hazardous waste because of significant
amount of unreacted or unconsumed lithium remaining in the spent battery. The batteries must be neutralized through an approved
secondary treatment facility prior to disposal as a hazardous waste. Recycling of battery can be done in authorized facility, through licensed

waste carrier.

Section 14 - Transport Information

UN Number: 3480 (3481 when the battery is contained in equipment or packed with equipment)

Proper shipping name: Lithium ion batteries (“lithium ion batteries contained in equipment” or “lithium ion batteries packed with
Equipment”)

Ground Transportation:

<20Wh/cell or <100Wh/battery non-regulated

20Wh<cell<60Wh or 100Wh<battery<300Wh | non-regulated, label: “LITHIUM BATTERIES—FORBIDDEN FOR
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TRANSPORT ABOARD AIRCRAFT AND VESSEL.”

J >60Wh/cell or > 300Wh/battery Regulated as Class 9

Non UN38.3 Tested Ship per 49 CFR 173.185(e)

Air Transportation: ICAO/IATA-DGR , only UN38.3 tested batteries can be ship by Air. Regulated as Class 9, Cargo Only

J UN38.3 Tested Cell and battery Regulated as Class 9, Cargo Only
Non UN38.3 Tested Can not ship by Air

Standalone Lithium Ion Standalone (P.I. 965) UN 3480

Packed With Lithium Ion Packed With (P.I. 966) UN 3481

Contained in Lithium Ion Contained in (P.I. 967) UN 3481

Ocean Transportation: IMO-IMDG, only UN38.3 tested batteries can be ship by Ocean. Regulated as Class 9

Separate Li-ion batteries when shipping to prevent short-circuiting. They should be packed in strong packaging for support during transport.
In the case of transportation, confirm no leakage and no overspill from a container. Take in a cargo of them without falling, dropping and
breakage. Prevent collapse of cargo piles and wet by rain. The container must be handled carefully. Do not give shocks that result in a mark

of hitting on a cell. Please refer to Section 7-HANDLING AND STORAGE also.

Section 15 - Regulatory Information
Law Information
{Dangerous Goods Regulation)
{Recommendations on the Transport of Dangerous Goods Model Regulations )
{Classification and code of dangerous goods )
{Occupational Safety and Health Act) (OSHA)
{California Proposition 65
{Resource Conservation and Recovery Ac) (RCRA)
{Toxic Substances Control Act) (TSCA)
{Superfund Amendments and Reauthorization Act Title Il  (302/311/312/313)) SARA
{Code of Federal Regulations) (49CFR 173.185)
{International Maritime Dangerous Goods )
IATA Lithium Battery Guidance

In accordance with all Federal, State and Local laws.

Section 16 - Other Information

The above information is based on the data of which we are aware and is believed to be correct as of the data hereof. Since this information
may be applied under conditions beyond our control and with which may be unfamiliar and since data made available subsequent to the data
hereof may suggest modifications of the information, we do not assume any responsibility for the results of its use. This information is
furnished upon condition that the person receiving it shall make his own determination of the suitability of the material for his particular
purpose.

SDSs Creation Date: January 22, 2010

SDSs Revision Date: February 8, 2021
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