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Introduction

BlueSleuth-Pro is a handheld detector for locating BLE beacons, BT skimmers, hidden BLE personal tags and
many other nearby BLE devices including wireless earbuds, smartphones, smartwatches, tablets and all kinds of
wireless [oT (Internet of Things) devices. BlueSleuth-Pro detects hidden BLE personal trackers and tags including
but not limited to Apple AirTag, Samsung SmartTags (1 and 2), Tile Trackers, Chipolo, eufy, AirCard and
PebbleBee. There are many BLE tags with new ones announced regularly. If you need to detect a BLE tag not
mentioned in this user manual, please contact support so that we can test and include new BLE tags in future

firmware updates.

About Bluetooth and BLE

Bluetooth is a wireless technology standard for exchanging data over short distances (using short-wavelength
UHF radio waves in the 2.4 GHz ISM band) from fixed and mobile devices, and building personal area networks
(PANSs). The Bluetooth protocol is active in over tens of billions of devices worldwide. Bluetooth technology,

combined with a lower cost of entry, has enabled business cases for applications that were previously unthinkable.

BLE devices follow the Bluetooth standard. They manage their power by automatically powering up and down
while remaining connected to the reader infrastructure (smart connectivity). Compared to previous versions, BLE
enables 250% faster and more reliable over-the-air data transmission and 10x more packet capacity. The job of
BLE is to drive the ‘Internet of Things’ (IoT), namely the thousands of smart, web connected devices — from

fridges to toothbrushes — that are expected to enter our lives over the next decade.

Comparing Classic BT to BLE
Bluetooth and Bluetooth Low Energy (BLE) are two related but distinct wireless communication technologies.
The main differences between Bluetooth and Bluetooth Low Energy are primarily related to power consumption,

range, and use cases:

Power Consumption:

Bluetooth: Traditional Bluetooth (Classic Bluetooth) is designed for more data-intensive applications and
typically consumes more power. It is suitable for continuous streaming of audio and other high-bandwidth
applications. Bluetooth Low Energy (BLE): BLE is optimized for low power consumption, making it ideal for
devices that operate on coin cell batteries or other limited power sources. BLE is well-suited for applications

where intermittent communication and energy efficiency are critical.



Range:
Bluetooth: Classic Bluetooth typically has a longer range compared to BLE. It can cover distances of up to 100

meters or more, depending on the class of the Bluetooth device.

Bluetooth Low Energy (BLE): BLE is designed for short-range communication, typically within a range of about

10 to 100 meters. This shorter range contributes to lower power consumption.

Data Transfer Rate:
Bluetooth: Classic Bluetooth supports higher data transfer rates, making it suitable for applications like audio

streaming and file transfer.

Bluetooth Low Energy (BLE): BLE sacrifices data transfer rate for reduced power consumption. It is optimized
for intermittent and small data transfers, making it suitable for applications like sensor data monitoring and

tracking.

Connection Duration:
Bluetooth: Classic Bluetooth connections are designed for continuous and relatively high-throughput

communication, which can result in more extended connection durations.

Bluetooth Low Energy (BLE): BLE is optimized for short bursts of data transmission with minimal connection
time. Devices can establish connections quickly, transmit small amounts of data, and then disconnect to conserve

power.

Use Cases:

Bluetooth: Classic Bluetooth is often used for applications that require continuous, high-bandwidth data transfer,
such as audio streaming between devices like headphones and speakers.

Bluetooth Low Energy (BLE): BLE is commonly used in applications that prioritize energy efficiency and
intermittent data transfer, such as fitness trackers, smartwatches, key finders, and other 10T (Internet of Things)

devices.

Device Discovery:



Bluetooth: Classic Bluetooth uses inquiry and page procedures for device discovery, which can take longer and

consume more power.

Bluetooth Low Energy (BLE): BLE utilizes an advertising mechanism for device discovery, allowing devices to

be quickly discovered while keeping power consumption low.

Bluetooth and Bluetooth Low Energy are tailored to different sets of applications based on their power
consumption, range, and data transfer characteristics. Classic Bluetooth is suitable for applications that require
continuous data transfer, while Bluetooth Low Energy is designed for scenarios where energy efficiency is a

primary consideration, making it well-suited for a wide range of IoT devices.

BLE Tag Technical Details

Bluetooth Low Energy (BLE) tracker tags, such as AirTag, Tile, Samsung Smart Tag, and Chipolo, are small
devices designed to help users locate and track their personal belongings. These devices leverage Bluetooth
Low Energy technology, a power-efficient version of the traditional Bluetooth wireless communication

standard. Here's a technical overview of the key features and components commonly found in such tracker tags:

Bluetooth Low Energy (BLE) Technology:
Low Power Consumption: BLE is designed to minimize power consumption, making it suitable for battery-

operated devices like tracker tags.

Short Range:
BLE has a relatively short range, typically around 100 meters, which is ideal for close-range tracking

applications.

System Architecture:
Microcontroller Unit (MCU): Each tracker tag is equipped with a microcontroller unit responsible for managing
the device's overall operation, including processing sensor data, handling Bluetooth communication, and

managing power consumption.

Bluetooth Module:



This module enables the tracker tag to communicate with other devices, such as smartphones, using Bluetooth

Low Energy.

Power Source:
Coin Cell Battery: Most tracker tags are powered by a coin cell battery, providing a compact and lightweight

power source. The low power requirements of BLE contribute to the device's extended battery life.

Sensors:
Accelerometer: Many tracker tags incorporate an accelerometer to detect movement or changes in orientation.
This information can be used to trigger actions, such as sending notifications to the user's smartphone when the

tag is in motion.

Temperature Sensor:

Some tracker tags include temperature sensors to monitor the environmental conditions around the device.

Localization and Tracking:

Triangulation and Proximity Detection: Tracker tags use the signal strength of Bluetooth signals to estimate the

distance between the tag and a user's smartphone. Triangulation algorithms can then be used to approximate the
location of the tag. Proximity detection is also employed to alert users when they are getting closer to or moving

away from their tagged items.

Mobile Applications:
Companion Apps: Users interact with tracker tags through companion mobile applications on their
smartphones. These apps provide a user interface for configuring and managing multiple tags, as well as

receiving alerts and locating tagged items.
Security:
Encryption and Authentication: BLE tracker tags implement security measures, such as encryption and

authentication, to protect against unauthorized access and tracking.

Compatibility:



Cross-Platform Support: Tracker tags are typically designed to work with both iOS and Android devices,

ensuring broad compatibility.

Cloud Integration:
Cloud Services: Some tracker tag ecosystems include cloud services that enable users to track their items
beyond the range of Bluetooth connectivity. When another user's device detects a tracker tag, the location

information can be anonymously relayed to the cloud, helping the owner locate their lost item.

BLE Vulnerabilities

Bluetooth Low Energy (BLE) devices are generally designed to be power-efficient and have a low impact on
battery life, making them suitable for a wide range of applications, including wearable devices, health monitors,
smart home devices, and more. While BLE devices are generally secure, there are potential threats and

vulnerabilities associated with their use:

* Cyber Stalking & Tracking: Tiny BLE (Bluetooth Low Energy) tags are being placed in people’s vehicles,
pockets, bags and other items on the move all the time. Mostly, these are harmless trackers but an increase in
stalking, theft and even murder has resulted over the past few years and where tech companies have failed to

respond, victims are looking for ways to fight back.

* Eavesdropping: BLE signals can be intercepted by unauthorized devices within range. If the communication

between BLE devices is not properly encrypted, an attacker could eavesdrop on the data being transmitted.

* Man-in-the-Middle Attacks: Attackers might attempt to position themselves between two communicating BLE
devices to intercept or manipulate the data being exchanged. This can lead to unauthorized access or data

manipulation.

* Impersonation: An attacker could attempt to impersonate a legitimate BLE device to gain unauthorized access

to a network or services. This could be a concern if proper authentication mechanisms are not implemented.

* Denial of Service (DoS): BLE devices can be susceptible to DoS attacks, where an attacker overwhelms the

device with requests or interferes with its normal operation, leading to a loss of service.



* Bluejacking: This involves sending unsolicited messages or data to a Bluetooth-enabled device. While not a

serious security threat, it can be used for harassment or annoyance.

* Exploiting Vulnerabilities in Implementations: Some BLE devices may have vulnerabilities in their software
or firmware implementations. Attackers can exploit these vulnerabilities to gain unauthorized access or control

over the device.

* Proximity-based Attacks: BLE devices often rely on the concept of proximity for pairing and communication.
If an attacker can get within the communication range of the devices, they may be able to exploit vulnerabilities

or launch attacks.

* Lack of Firmware Updates: If manufacturers do not provide firmware updates for their BLE devices, any
security vulnerabilities discovered in the future may remain unpatched, leaving devices susceptible to

exploitation.

To mitigate these threats, it's essential for device manufacturers and users to implement security best practices,
such as encryption, authentication, and regular firmware updates. Users should also be cautious about pairing
with unknown devices and ensure that their devices are configured securely. Additionally, the adoption of

security standards and protocols can contribute to the overall security of Bluetooth Low Energy devices.

To keep your facility secure from potential Bluetooth threats we recommend regular security sweeps to detect

and locate threats.



Unpacking Your Unit

BlueSleuth-Pro ships complete with the (1) BlueSleuth-Pro
unit, (1) Li-Ion AA battery charger, (6) Li-lon AA batteries,
(1) USB Mini cable, (1) external SMA omni-directional

antenna and (1) wideband direction finding antenna all

inside a rugged Pelican transport case. The user manual is in

digital format on www.bvsystems.com.

Dimensions and Weight

BlueSleuth-Pro ships in a 20” x 15” x 6” box weighing 12 Ibs. (51cm x 38cm x 15cm and 5.44 kg)

Battery Charging

BlueSleuth-Pro is powered by (3) AA Li-lon rechargeable
batteries. The unit ships with (6) of these batteries and a

charger allowing users to charge batteries while operating

BlueSleuth-Pro. Always use the supplied rechargeable
batteries, charger and power adapter for consistent charging and runtimes. Take

careful note of polarity by matching the + to the battery’s polarity. Be sure to charge unit completely before
updating firmware and follow instructions to download latest firmware from the support section at

www.bvsystems.com. If you are experiencing technical issues with your BlueSleuth-Pro, contact

support@bvsystems.com for further instructions and possible firmware updates as well.

aLUESLEU‘I’H-an
Startup Screen

BlueSleuth-Pro has a physical power switch located on the top of the unit. Upon turning on
that switch, users will immediately see this startup screen. The unit has already begun scanning

the area for nearby BLE devices.

BT + BLE
DEVICE LOCATOR




Unit Updates

BlueSleuth-Pro contains a Mini-USB port atop of the unit. This port allows '-
for firmware updates via a BVS Windows PC firmware installer. Be sure to
t‘"} ‘-ﬁ
. ;

check with BVS support before updating your unit.

Setting Up Your Antennas

BlueSleuth-Pro supports both an omni-directional and wideband directional

antenna system. We recommend you begin BLE/BT surveys with the omni-

\:.

directional antenna to get a sense of all the surrounding BT/BLE device activity.

Once you are ready to hone in on some specific devices or tags, remove the omni-

directional antenna by unscrewing it from the SMA connector atop the unit.

Connect the DF antenna bracket to the back of the

unit and tighten the thumb screws.

Feed the antenna cable through the hole in the DF antenna bracket and hand-
tighten it to the SMA connector. You may need to use a small end wrench to

tighten it fully.



Your mounted DF antenna should look like this and you will see more directionality
and slightly higher signal strength as you sweep areas with active devices. Be aware
that devices you are pointing the DF antenna away from will appear further down

the list with a lower signal strength.
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Main Scanning List

From this Main Scanning List, users can view and filter all scanned devices.

APPLE AIRTAG
20 MINS

00:16:AD:8E:71:15
CHIPOLO
45 MINS

18:00:DB:0D:A1:17
NR APPLE AIRTAG
20 MINS

18:65:90:0E:1B:23
GLX SMART TAG
20 MINS

TILE TRACKER

Sl SORT

RESET VOICE — Resets the voice alerts so that the strongest signal from each device type selected
(TAGS, BLE, BT, BEACON) will trigger once again.

b

<
[*]
I}
m

MAIN MENU - Takes users to the MAIN MENU allowing many settings to be altered.

EDIT

WHITE
LIST

EDIT WHITE LIST — Allows users to add and subtract devices from the WHITE LIST screen.

TAGS — This filter is adding only BLE tags to the scan list. BLE tags and trackers include AirTags,
Tile, Samsung Galaxy SmartTags (versions 1 and 2), Eufy, Chipolo, Pebblebee, AirCard and more.

—'
o
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BLE DEVICES - This filter is only adds BLE devices to the scan list. BLE devices include wireless
earbuds, smart watches, wearables, smartphones, tablets and more.

AW BT - This filter only adds Bluetooth devices to the scan list. Classic Bluetooth devices are not very
* common so this filter is used primarily to identify and locate Bluetooth skimmers hidden inside
ATMs, gas pumps and retail POS card readers.

Sveall BEACON - This filter only adds BLE beacons to the scan list. BLE beacons are more commonly

(*) found in retail areas and indoor venues.

Depending upon the filter(s) selected by the user, this screen will

18:00:DB:0D:A1:17 _78

NR APPLE AIRTAG
20 MINS

list any combination of BLE devices, tags, beacons or BT

skimmers detected from strongest (top) to weakest (bottom) in
the list. An NR (Not Registered) AirTag is listed including its MAC address, manufacturer, signal strength in
RSSI, duration of detection so far and spoofing indicator. In this list screen, all devices are scanned
approximately every 5 seconds. Due to MAC spoofing and manufacturers’ settings, some BLE devices and tags
will shift frequently up and down the list and sometimes disappear altogether and some will take a little longer
to be detected than others. MAC addresses associated with BLE tags are color-coded according to confidence
that these devices are still nearby and active: blue MACs are detections with no confidence (yet), yellow MACs

have some degree of confidence and red MACs indicate that the device or tag is nearby and active.

s
m

HI

S

WHITE LIST — Select this button to view the current WHITE LIST of friendly, known devices. The

C
1

user will automatically be taken to the corresponding white list for the scan mode currently engaged.

SORT LIST — This button has a toggle feature. When SORT IS ON, the listed BT and BLE devices

SORT
= %O;?E will be sorted by RSSI value from strongest to weakest. When SORT IS OFF, BT and BLE devices

appear in an order as they are received to populate the list.
FREEZE — Select this button to freeze the list as is. Users may scroll through multiple pages of frozen
devices while in this mode. While activated, this icon will blink to remind the user that freeze is active.

PAGE NAVIGATION - Touch the UP or DOWN arrow to navigate between pages in this list. The

Sl \2ximum number of pages is 30.
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MAC Spoofing

MAC address randomization is a process of generating MAC addresses that cannot be traced
back to a specific device. MAC addresses are randomly generated and changed periodically,
making it difficult for someone to track down a specific device. Many smartphones, Wi-Fi
and BLE devices utilize MAC and Device ID spoofing to maintain user privacy. These
spoofing randomizations usually occur about every 15 minutes (varies by manufacturer) but
BlueSleuth-Pro can detect these changes and alert users to them. The red and black “!”” next to
any device ID indicates a likely MAC spoof. When this icon is displayed next to the MAC address in a list, it
indicates that the MAC address has spoofed to something new. Attempts to isolate it from the list and enter the
Single Device DF mode will be met by 4 beeps and denial of the DF function.

The frequency at which Bluetooth devices change their MAC addresses depends on the specific device and its
configuration. In general, Bluetooth devices do not dynamically change their MAC addresses during normal
operation. The MAC address is typically a unique identifier assigned to a device and remains constant
throughout its lifetime.

However, there are situations where a device might use temporary or randomized MAC addresses, particularly
for privacy reasons. This practice is often seen in Wi-Fi and Bluetooth Low Energy (BLE) devices to enhance
user privacy when scanning for nearby devices. For example, in BLE, devices can use a feature called "LE
Privacy" that allows them to generate random MAC addresses periodically to avoid being tracked over time.

The specific mechanisms and policies for MAC address usage, including randomization, can vary between
devices and manufacturers. Some devices may use randomized MAC addresses by default, while others may
have this feature disabled. The use of randomized MAC addresses is often a configurable option in the device
settings.

Unregistered Tags

If an ‘NR’ appears before the tag’s name, the tag N R A p p L E A I R TA G

has not been registered yet. Normally, anyone

tracking someone or something would need to have their tag registered in order to track it’s whereabouts but
most tags allow others to reset or unregister them if found. If a tag has power to it but has never been registered
or re-registered, it can still be detected by BlueSleuth-Pro.

13



Single Device Scan

Once you have discovered the device or tag of interest in the main
scanning list, select it to enter the Single Device Scan screen. This
screen not only visually focuses on a single device but also scans just
that device once every 1,2 or 5 seconds (adjustable in the MAIN
MENU). Just like from the previous screen, the BLE device or tag by

manufacturer is identified, the time that has elapsed since it was first

detected, the MAC address and the signal strength. There are far too

many BLE devices available to identify with new ones arriving all

the time so BlueSleuth-Pro visually identifies (by name and product

icon or shape) the most widely used BLE tags, but as new tags come

5
4
3
2
1
0
1
2
K
4
5

to market, they will be included with future BlueSleuth-Pro updates. R
BLE Rssl: -32 dBm

Users with specific needs or security applications should contact

BVS sales and support direct for help. The duration of detection is a
APPLE AIR TAG

25 MINS

simple timer that starts incrementing the moment that the BLE device

or tag is first detected. The only time this detection timer will reset is

when the unit is powered off. This detection timer is useful for
determining patterns and durations of device activity, but it does not necessarily provide real time BLE device
status. It only serves as an indicator from initial detection. For real time detection of active BLE devices or tags,

you must return to the Main Scanning List.

The direction finding scale operates displays a different color for each level (-30 dBm (strongest) and -100 dBm
(weakest) signal strength) of signal strength as well as a more granular scale (right side) that correlates to the
current signal strength. Five distinct audio tones inform users if the signal strength is getting stronger or weaker
so constant visual access to the touchscreen is not necessary. The vertical scale on the right side of the screen
provides a more precise, real-time indication of signal strength changes. While the main color bars represent
broader RSSI ranges, this secondary scale (-5 to +5) shows fine fluctuations within the current signal level. As
the signal improves, the indicator moves upward toward +5; as it weakens, it drops toward -5. This allows users
to detect subtle changes in proximity or orientation that may not be immediately visible in the larger color bands,
making it especially useful for pinpointing the exact direction or location of a BLE device during close-range

tracking.
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BACK ARROW - Touch this button in any screen to navigate back to the previous screen.

. MUTE — Toggle this button to mute the “beep” volume on or off only for the direction finding screen.

It is important to note that the Single Device Scan screen only alerts users to activity for the current device shown
and no other devices. That means that if another device or tag is detected while in this screen, you will not see
nor get an alert to that new device. This screen also behaves a little like a Geiger counter. As you near closer to
the device being scanned, the visual, color-coded signal strength generally increases as well as the vibrations (if

you have them turned on in Alert Settings).

BT Classic Mode

When using Single Device mode to detect and locate a BT skimmer,
operation can appear a little different due to the nature of BT classic
compared with BLE. RSSI signal strength updates normally but if the
signal strength suddenly goes all the way down to nothing (-120
dBm), it indicates that the user has either gone out of range or the BT

device was possibly spoofed.

BTRssI: -32 d

HC-05
25 MINS
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Detecting AirTags and Other Bluetooth Tracking Devices

When testing for the presence of Apple AirTags or similar Bluetooth tracking devices, it is important to
understand how they communicate and why they may not always appear on a Bluetooth detection tool such as

BlueSleuth-Pro or BlueSleuth-Lite.

An AirTag primarily relies on Bluetooth Low Energy (BLE) to broadcast short advertising packets. These
packets are what scanning tools or unpaired devices can detect. However, once an AirTag has been paired to an
iPhone, that phone establishes a secure BLE connection with the tag. While this connection is active, the AirTag
no longer behaves like an “unknown” tag broadcasting to its surroundings. Instead, it enters a connected state
and primarily communicates with its owner’s iPhone using encrypted BLE packets. Because of this, third-party
tools like BlueSleuth-Pro or BlueSleuth-Lite will not detect the AirTag when the paired iPhone is nearby, since

the tag is no longer advertising openly.

In addition to BLE, newer iPhones equipped with the U1 Ultra-Wideband (UWB) chip use UWB signals for
precision ranging when the phone is close to the AirTag. If the owner’s phone is very close to the tag, UWB
may replace or reduce the need for BLE advertising. This further decreases the likelihood of the AirTag being

visible in a BlueSleuth-Pro or BlueSleuth-Lite scan.

For these reasons, when attempting to test or detect an AirTag using BlueSleuth-Pro or BlueSleuth-Lite, it is
critical to isolate the tag from its paired phone. A good practice is to place the iPhone (or any phone that the
AirTag is registered to) into Airplane Mode and to physically move it a sufficient distance away from the area
being scanned (at least 20 feet away). It is also important to manually turn off Bluetooth, since Airplane Mode
by itself does not disable Bluetooth, and the phone will continue to transmit and receive BLE signals if it is left
on. In contrast, Airplane Mode will automatically disable the Ultra-Wideband (UWB) radio. By ensuring both
Airplane Mode is active and Bluetooth is turned off, you prevent any direct BLE connections or UWB ranging
from taking place. This in turn forces the AirTag to resume periodic BLE advertising. Once the AirTag is no
longer “busy” communicating with its owner device, it will once again appear as an unrecognized BLE signal,

which is what BlueSleuth-Pro or BlueSleuth-Lite is designed to detect.

In summary, BlueSleuth-Pro and BlueSleuth-Lite are optimized to identify tags that are unknown or hidden, not
tags that are actively paired and communicating with their owner device. Therefore, when testing for AirTags or
other tracking tags, always ensure that the paired phone is disabled (via Airplane Mode) and kept at a good
distance away. This ensures that the AirTag is in its advertising state and can be properly detected during a

scan.
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Operator Procedure: Testing for AirTags Paired to Your Phone

* Identify the Owner Device

* Determine which iPhone (or other mobile phone) the AirTag is
paired with.

* Disable Communication

* Place the paired phone into Airplane Mode to stop all BLE and
UWB connections. (And shut off Bluetooth in addition)

Create Separation
* Physically move the paired phone away from the scan area.

* A separation of 10-15 feet (3—5 meters) or more is recommended
to ensure UWB does not maintain communication.

Prepare the Detection Tool
* Launch BlueSleuth-Pro or BlueSleuth-Lite

» Ensure the tool is set to scan for unknown or hidden BLE
devices.

Perform the Scan
* Begin scanning the area where the AirTag may be located.

* The tag should now appear as an unrecognized BLE signal, since
it is no longer linked to its paired phone.

Verify Detection

* Repeat the scan from different positions in the area to confirm results.

* If the AirTag does not appear, double-check that the paired phone

is fully disabled and sufficiently distant.

17

Determine which iPhone (or other mobile phone)
the AirTag is paired with

T

<F

Place the paired phone into Airplane Mode
to stop all BLE and UWB connections.
(And shut off Bluetooth in addition)

‘ Alrplane Mode

Physically move the paired phone away from the
scan area. A separation of 10-15 feet (3-5 meters)
or more is recommended to ensure UWB does not

maintain communication.

)+ -
Alrplane Mode
C—y
10-15 f ft
(3-5m)

Begin scanning the area where the AirTag may

be located. The tag should now appear as an

unrecognized BLE signal, since it is no longer
linked to its paired phone.

Repeat the scan from different positions in the area to
confirm results. If the AirTag does not appear, double-

check that the paired phone is fully disabled and

sufficiently distant.



Once you have mastered locating a BLE tag you hid yourself, try locating one that someone else hid for you.
Please remember that using an AirTag or any tracking device to monitor N
someone's location without their consent is illegal and a breach of privacy. It is

crucial to respect others' privacy and use such devices responsibly and ethically.

Vehicles are often tracked and offer good hiding spaces if you want to practice
searching. Here are a few tips:

Under the seats: BLE Tags are small and easily accessible, making them a
common hiding spot.

Glove compartment: Easily accessible but also enclosed make it a popular hiding

space.

Trunk: Popular choice for hiding tags because it offers additional hidden spaces ‘_ 1‘2‘*:.-. \ \

such as under the spare tire.

Door storage pockets: Convenient space to hide small item especially if the pocket is already full of items.
Between seat cushions: The seam between bottom and back cushions fits any BLE tag nicely.

Cup holders: Sometimes the best hiding place is right in front of you or at least under your coffee cup.

Center console: Contains many compartments to hide many small items.

Floormat: Only takes a moment to place BLE tag under a mat and takes the same time to find one there too.
Outside vehicle: Too many possibilities to mention all of them but popular ones include inside gas cap, inside

wheel well, under front/rear bumpers, behind license plate, inside front grill area, etc.

18



Main Options Menu

Choose the menu icon at the top of any screen to enter the Main Options ALERTS® VOLUME STEALTH

V! | <HieH v
J {3 AN

be toggled on or off. There is also a low, medium and high volume control RF PERSISTENCE® /

Menu at any time. From this menu, users can adjust alert settings, scan

settings and access unit information. Voice, tonal or vibrating alerts can all

for audio alerts. Tap the circle i (info icon) on the text it follows at any time

BLE SCAN LIST INTERVAL®

for more information on that setting in the form of pop-up text. Stealth

1 P
SEC SECS

UNIT INFORMATION

mode removes all audible beeping from the unit’s speakers so that users can

conduct more covert scans for hidden BLE devices.

AUDIO ALERTS are voice alerts that include BLE tags, BT skimmers,
BLE devices and BLE beacons. When the user selects (filtering the list) one
or any combination of these device types in the MAIN SCANNING LIST,

voice alerts can be heard for each device type detected with the strongest signal strength. The primary voice
AUDIO ALERTS are:

“AirTag Detected”
‘ALERTS’ ALLOWS USERS TO
ADJUST THE UNIT'S METHOD
OF FEEDBACK.

“Skimmer Detected” (BT Classic) THE SPEAKER ICON TOG-
GLES AUDIBLE ALERTS IN

¢ s THE FORM OF VOCAL

‘Beacon Detected ALERTS, DIRECTION FINDING
TONES AND NAVIGATION
SOUNDS.

“Bluetooth Low Energy Detected”

“. . . . . THE VIBRATION ICON TOG-
Additional voice AUDIO ALERTS for wireless devices that pose a potential threat — [ReRERRTNERG=C YV eI o
INDICATE DETECTION OR
FEEDBACK FOR DIRECTION
FINDING.

based upon their manufacturer are:

“ZTE Device Detected” VOLUME ADJUSTS LEVELS
TO HIGH, MED OR LOW.

“Huawei Device Detected”

“Xiaomi Device Detected”

Additional voice AUDIO ALERTS for common BLE Tags or PEDs (Personal Electronic Devices) are:
“AirTag Detected”

“Tile Tracker Detected”

“Samsung Tracker Detected”

“PebbleBee Tracker Detected”

“Google Device Detected”
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“FitBit Detected”
“Chipolo Detected”

BLE SCAN LIST INTERVAL allows users to change the rate at which scans are
displayed. One second is the default interval with two and five second options as well.
In environments with little activity, shorter intervals are recommended in order to
achieve faster refreshes of BT and BLE device lists. In environments with lots of BT
and BLE activity, longer intervals are recommended to display all nearby devices long
enough to observe. If you wish to display a history of spoofed MAC addresses, you
must select the 5 second option and the RF PERSISTENCE mode ON as well.

RF PERSISTENCE will help to identify some of the more elusive BLE devices and
tags. BlueSleuth-Pro is capable of detecting many BLE devices and tags
simultaneously but since the Main Scanning List can only display 5 devices on a
screen page simultaneously, it can sometimes make it difficult to identify specific
ones, especially if they broadcast intermittently. The general rule is to turn on RF
Persistence when in areas with a lot of BLE devices and activity. RF Persistence does
not change the rate or speed at which BLE devices and tags are scanned. It merely
changes the rate at which they are removed from the list once they are no longer
detected. To display a history of spoofed MAC addresses, you must select RF

Persistence to ON.

‘BLE SCAN LIST INTERVAL’
ALLOWS USERS TO CHANGE
THE RATE AT WHICH SCANS
ARE REFRESHED ON

SCREEN. 1 SEC IS THE DE-
FAULT INTERVAL.

SHORTER REFRESH INTER-
VALS ARE RECOMMENDED IN
AREAS WITH FEW BLE DEVIC-
ES.

LONGER INTERVALS MAY BE

NECESSARY IN DENSE BLE
ENVIRONMENT.

‘RF PERSISTENCE’ CREATES
A CUMULATIVE LIST OF DE-
VICES DISPLAYED.

WHEN THIS FEATURE IS TOG-
GLED ON, NEW DEVICES
FOUND AFTER EACH SCAN
ARE ADDED TO THE LIST.

WHEN TOGGLED OFF, ONLY A
CURRENT LIST OF BLUE-
TOOTH AND BLE DEVICES IS
DISPLAYED AFTER EACH
SCAN.

UNIT INFORMATION displays all relevant info for that particular unit including serial number and firmware.

Be sure to have this information handy if you are contacting BVS support for help.
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Unit Information

This screen displays your unit’s unique serial number and current firmware
version. Be sure to have this information handy if you are contacting BVS

support for help.

SERIAL NUMBER: 000000

FIRMWARE: 1.22
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White List

Each of the four scan modes in the BlueSleuth-Pro (Tags, BLE, BT and
Beacon) has its own independent White List that can store up to 150 MAC

TAGS
off -

addresses (5 per page x 30 pages). The White List button allows users to

remove known/selected devices from the scan list. This feature allows users

to spend more time identifying unknown and possibly dangerous rogue Tag, 9(? r,"Lﬁ SAIRTAG
; ; ; ; ; 00:16:AD:8E:71:15

BLE, BT or Beacon devices instead of continually sorting through devices gHIP OLO -69
that have already been scanned and accounted for. Simply touch the White o NS

) ) ) o 18:00:DB:0D:A1:17 _78
List button to activate this feature (the button will invert to a red color and 9(’;’ npnlLNESAIRTAG
blink to indicate activation). Next, touch each listed Bluetooth device in the 18-65:90-0E:1B:23 84

. . ., g . GLX SMART TAG =

scan list pages that you wish to white list. Every Bluetooth device you 20 MINS

choose will disappear from the associated scan list and not return until the
unit power is reset or until you choose to reset/edit any of the four white

lists. Touch the White List button again when you are finished white listing
devices.

To Edit any of the created White Lists, simply touch the "Edit White List" icon at the top of the display page for

the scan mode that you are in. You will be automatically taken to the White List for that mode. When there, you
will find two icons at the bottom of the display page which will read "Clear White List" and "Delete From
White List". The "Clear White List" button will delete the entire White List at once. The "Delete From White
List" will allow you to selectively delete particular MAC addresses from the White List while leaving the rest of
the list intact. Depressing the "Delete From White List" button will invert the color of the button to red and also
make it blink. While the button is in this state, click on any of the MAC addresses that you wish to clear from
the White List. When finished, click on the "Delete From White List" button again. Those items that were
individually removed from the White List during this operation will now rejoin the main scan pages where they

were originally detected (if those devices are still present in your scan environment).

The "Edit White List" page also allows you to navigate to the four available White Lists (Tags, BLE, BT and
Beacon) so that you can clear or edit them as explained in the paragraph above. Simply depress the
corresponding button for Tags, BLE, BT or Beacon and you will be presented with the corresponding White
List of MAC addresses for that mode. If no items were placed into the White List, the display area for listed

devices will be blank.
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Detectable BLE Tag List

This list changes (and new BLE tags introduced into the market) with more frequency than this user manual can

be updated, so if you do not see your tag listed here, contact sales@bvsystems.com for the latest updates. If you

need to detect a particular BLE tag not on the list, contact support@bvsystems.com and we can attempt an

update to your unit’s firmware to include that tag.

' Apple AirTag (registered and non-registered)

g ‘ aSamsung Galaxy SmartTag (versions 1 and 2)

v Eufy Security SmartTrack Link

. . ‘ ‘ v Tile (Slim, Mate, Pro, Sticker, Sport)
a v AirCard

‘ v Chipolo (generation 1 and 2)

‘ v PebbleBee

v Satechi Findall Wallet Card

o m

v These lesser known tags simply identify as generic “Tag Detected”

23



BlueSleuth-Pro Unit Dimensions

9.5

24



Under the Hood

BlueSleuth-Pro Touchscreen, Controller Board & Speaker BlueSleuth-Pro Main Digital Board
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