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Harms caused by LLM applications

Large Language Model 
Applications



Homogenization of language and 
ideas



diversity in LLM-generated essays
Homogenization of language and ideas
“As a college applicant, please generate my admissions essay of approximately 650 words in response to the 
following prompt: [Essay Prompt].”

Moon et al. “Homogenizing effect of large language models (LLMs) on creative diversity: An empirical comparison of human and ChatGPT 
writing.” 2025.

diverse human: racially and ethnically population

parameter-modified: presence and frequency penalties 
set to 2

naive-prompted: “be as creative as possible in your 
writing” added to the prompt

CoT-prompted: prompted to reason about an assigned 
persona

DSI (y-axis): average distance between all word pairs in 
the essay 
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problem isn’t specific to individual LLMs
Homogenization of language and ideas

• Alternative Uses Test (AUT): 
presents subjects with an 
object and asks them to write 
down as many creative uses for 
it as they can think of.

• Forward Flow (FF): starting 
with a seed word, asks subjects 
to list the next word that 
follows in their mind from the 
previous word 20x, then 
measures how different the 
final word is from the first.

• Divergent Association Task 
(DAT): asks subjects to list 10 
words that are as unrelated as 
possible.

Kosmyna et al. “Your Brain on ChatGPT: Accumulation of Cognitive Debt when Using an AI Assistant for Essay Writing Task.” 2025.
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Excessive trust in AI outputs



Case study #1: Air Canada’s chatbot
Excessive trust in AI outputs

https://www.canlii.org/en/bc/bccrt/doc/2024/2024bccrt149/2024bccrt149.html
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Case study #1: Air Canada’s chatbot
Excessive trust in AI outputs

Some quotes from the judge’s decision:
• “Air Canada argues it cannot be held liable for information provided by one of its agents, 

servants, or representatives – including a chatbot. … This is a remarkable submission. 
While a chatbot has an interactive component, it is still just a part of Air Canada’s 
website. It should be obvious to Air Canada that it is responsible for all the information 
on its website.

• While Air Canada argues Mr. Moffatt could find the correct information on another part 
of its website, it does not explain why the webpage titled “Bereavement travel” was 
inherently more trustworthy than its chatbot. It also does not explain why customers 
should have to double-check information found in one part of its website on another part 
of its website.

https://www.canlii.org/en/bc/bccrt/doc/2024/2024bccrt149/2024bccrt149.html



Case study #2: bondu, the cuddly, possibly vibe-coded AI plushie
Excessive trust in AI outputs

https://
bondu.com/



Case study #2: bondu, the cuddly, possibly vibe-coded AI plushie
Excessive trust in AI outputs

• In January 2026, AI security expert Joseph Thacker’s neighbor purchased a bondu
• Thacker and his collaborator quick identified serious security vulnerabilities

• Anyone with a Google account could log into bondu’s internal console and access children’s 
conversations

• Insecure Direct Object Reference (IDOR) vulnerability in the bondu API allowed them to 
retrieve any child’s profile data by simply guessing their ID

• While we don’t know for sure if bondu was vibe-coded, errors of these sorts are 
prevalent in AI-generatd code.

“Hacking An AI Children's Toy: Remote Access to Every Conversation.” 2026.

https://josephthacker.com/hacking/2026/01/29/bondu-smart-toy-vulnerability.html


vibe coding produces insecure code
Excessive trust in AI outputs

• Veracode, a web app security company asked various AIs to complete 80 coding tasks 
with known potential for security vulnerabilities.

• They measured how often the AI produced the insecure code option.

GenAI Code Security Report, October 2025

https://www.veracode.com/wp-content/uploads/October-2025-GenAI-Code-Security-Report-Update.pdf
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case study #3: lawyers using AI
Excessive trust in AI outputs

• “repeatedly filed briefs containing fictitious, AI-
generated case citations”

• “cited xxx, attributing multiple sentences the court 
could not find”

• “ quoted a non-existent decision”

https://www.damiencharlotin.com/hallucinations

• 81 fines over $1,000



Effect on education



students are using AI
Effect on education

Laird et al. “Hand in Hand: Schools’ Embrace of AI Connected to Increased Risks to Students.” 2025.
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companies are investing in LLMs for education
Effect on education

https://cloud.google.com/solutions/learnlm
https://www.anthropic.com/news/introducing-claude-for-education



features of LLMs custom-built for education
Effect on education

• Explicitly trained to follow principles from learning science
• This means:

• providing step-by-step guidance rather than just a solution
• following Socratic questioning method
• give feedback on student’s homework submissinos
• etc.

Citations



evidence that people learn less when using AI
Effect on education

Effect of Claude on people learning a new Python library:

Shen and Tampkin. “How AI Impacts Skill Formation.” 2026.
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Social harms



deaths linked with AI chatbot usage
Social Harms

• Deaths linked to AI chatbots
• https://en.wikipedia.org/wiki/Deaths_linked_to_chatbots
• 16 listed here

Citations

https://en.wikipedia.org/wiki/Deaths_linked_to_chatbots


AI usage and psychosis
Social Harms

• Psychosis ranges from:
• common and low severity symptoms (eg, 

fleeting and infrequent hallucinatory 
experiences, preoccupation with odd beliefs)

• rare, highly severe symptoms (eg, ongoing 
command hallucinations, highly distressing 
and high-conviction delusions) that are often 
linked with negative outcomes

• Study of 1003 young adults in July 2025 
recruited on Prolific
• 241 were identified as high-risk for psychosis

Buck and Maheux. “Psychosis Risk and Generative Artificial Intelligence Use Frequency, Motivations, and 
Delusion-Like Experiences: Cross-Sectional Survey Study.” 2026.



Illegal and/or unethical 
applications



Illegal and/or unethical applications

Suppose a malicious actor gets access to all your emails from the last several years.

Given an example of how he might use LLMs to enhance his ability to do bad things 
with your data. 

Carlini et al. “LLMs unlock new paths to monetizing exploits.” 2025.



AI can search for compromising information more quickly than humans.
Illegal and/or unethical applications

Citations
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How much money would it cost you to have AI analyze one million photos?
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AI can search for compromising information more quickly than humans.
Illegal and/or unethical applications

How much money would it cost you to have AI analyze one million photos?

Cost of Gemini 2.5 Flash-Lite is:
• $0.05 per million input tokens
• $0.20 per million output tokens

1 photo = ~300 Gemini tokens
let’s assume we expect 100 tokens of output

300 * 1 million = 300 million input tokens → $15
100 * 1 million = 100 million output tokens → $20 



AI can search for compromising information more quickly than humans.
Illegal and/or unethical applications

How much money would it cost you to have AI analyze one million photos?

Cost of Gemini 3 Flash Preview is:
• $0.5 per million images (input tokens)
• $3 per million images (output tokens) 

1 photo = ~300 Gemini tokens
let’s assume we expect 100 tokens of output

300 * 1 million = 300 million input tokens → $50
100 * 1 million = 100 million output tokens → $300 



AI can search for compromising information more quickly than humans.
Illegal and/or unethical applications

The image is a close-up, angled shot of a Pennsylvania driver's license. The license is mostly white with a faint pattern of wavy lines and colors.

Key details and text visible on the license:

• Top Center: "DRIVER'S LICENSE" is printed in dark blue.

• Top Left: The Pennsylvania state outline is visible, and the word "Pennsylvania" is printed in a stylized font, with "visitPA.com USA" below it.

• Center Left (under the photo):

◦ [redacted]

• Right Side:

◦ "NOT FOR REAL ID PURPOSES" is printed in dark blue.

◦ "DUPS: 01" is printed.

◦ A small inset photo of the license holder is visible.

◦ A box with "DL" inside is present.

◦ "ORGAN DONOR" is printed to the right of the small photo, next to a red heart symbol.

• Bottom Center: “DD [redacted]“ is printed.

• Main Photo: A woman's face is the prominent feature on the left side of the license. She has brown hair and blue eyes.

• Signature: The name "Daphne Ippolito" is handwritten in cursive below the main photo.

• Other markings: There are various holographic patterns and security features embedded in the card. A number "899" is visible vertically on 
the far left edge.

The overall impression is of a standard government-issued identification card.

Prompting Gemini 2.5 Flash-Lite



Social engineering attacks
Illegal and/or unethical applications

Social engineering attacks use psychological pressure 
and persuasion techniques to convince the victim to 
lower their guard and taking unsafe actions such as 
divulging personal information, opening malicious 
web links, or sending money to the attackers

They are more effective when they are personalized 
to each potential victim.

Citations
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Social engineering attacks
Illegal and/or unethical applications

Suppose a malicious actor wants to employ language 
models to increase the amount of money she makes 
from a “Nigerian prince”-style scam.

How might she employ LMs?

https://us.norton.com/blog/online-scams/nigerian-prince-scam



Software exploits at scale
Illegal and/or unethical applications

• A lot of software has vulnerabilities
• Black hats look for these vulnerabilities to epxloit them.
• White hats look for these vulnerabilities so they can 

report them to the software developers

• Language models can automate the process of 
finding these vulnerabilities.

Citations



Software exploits at scale
Illegal and/or unethical applications

• A lot of software has vulnerabilities
• Black hats look for these vulnerabilities to epxloit them.
• White hats look for these vulnerabilities so they can 

report them to the software developers

• Language models can automate the process of 
finding these vulnerabilities.

• One example:
• cross-site scripting (XSS) attacks, where an attacker takes 

advantage of un-sanitized input fields to embed malicious 
Javascript into a webpage that a benign user might see.

Carlini et al. “LLMs unlock new paths to monetizing exploits.” 2025.



mass surveillance
Illegal and/or unethical applications

This is almost certainly happening. At what scale, we don’t know.

Citations



Environmental effects



Environmental effects

https://about.fb.com/news/2026/01/meta-nuclear-energy-projects-power-american-ai-leadership/
https://www.wsj.com/business/energy-oil/google-is-spending-big-to-build-a-lead-in-the-ai-energy-race-a8b5734a



cradle to grave energy usage
Environmental effects

Schneider et al. “Life-Cycle Emissions of AI Hardware: A Cradle-To-Grave Approach and Generational Trends.” 2025.



cost of training
Environmental effects

Citations



what makes inference costs hard to estimate?
Environmental effects

• Computational overhead on top of actual model inference xall
• Network costs, preprocessing, batching, etc.
• Extra machines idling to accomodate usage spikes

•

• Differing hardware
• E.g., one datacenter might have A100s, another H100s, another proprietary TPUs

• Differing model architectures and inference methods 
• Different datacenters have wildly different efficiency characteristics

• E.g., one datacenter might have a newer, more efficient cooling system

Elsworth et al. “Measuring the environmental impact of delivering AI at Google Scale.” 2025.



What makes inference costs hard to estimate?
Environmental effects - inference

Elsworth et al. “Measuring the environmental impact of delivering AI at Google Scale.” 2025.

Google’s



Google’s claims
Environmental effects

As of March 2025, Gemini had 
35 million daily active users.

Citations



Google’s expanding water and electricity usage
Environmental effects

https://www.gstatic.com/gumdrop/sustainability/google-2025-environmental-report.pdf



factors that affect energy usage
Environmental effects

Fernandez et al. “Energy Considerations of Large Language Model Inference and Efficiency Optimizations.” 2025.
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ChatGPT inference costs as of June 2025
Environmental effects

• “average query uses about 0.34 watt-hours and 0.322 mL of water” -Sam Altman

How much electricity would 1 million average ChatGPT queries use?

https://blog.samaltman.com/the-gentle-singularity



ChatGPT inference costs as of June 2025
Environmental effects

• “average query uses about 0.34 watt-hours and 0.322 mL of water” -Sam Altman

How much electricity would 1 million average ChatGPT queries use? 340 kwh

Daphne’s electricity usage



what’s being done to improve things?
Environmental Effects

• modeling improvements
• e.g. mixture-of-experts, PagedAttention

• algorithms for improved machine utilization
• algorithms for more efficient decoding
• data center improvements

• clean energy procurement
• building in more efficient locations

Citations



What can you
(as a future LLM app developer)
do?



What can you do?

• Homogenization of language and ideas
• Excessive trust in AI outputs
• Effect on education
• Social harms
• Illegal and/or unethical applications
• Environmental effects

Citations


