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Software Valuation Report

1. EXECUTIVE SUMMARY

This Software Valuation Report provides a comprehensive technical due diligence assessment
of  the  PostHog  analytics  platform,  a  large-scale,  production-grade  system  designed  for
product analytics, session replay, feature flagging, experimentation, and AI observability. The
platform  exhibits  high  architectural  complexity  with  distributed  microservices,  extensive
third-party integrations, and sophisticated domain logic.

The overall production readiness score is 72/100 (Good), reflecting a mature codebase with
substantial  engineering  investment.  The  platform  demonstrates  strong  fundamentals
including  comprehensive  documentation,  substantial  test  coverage,  and  mature  CI/CD
pipelines. However, critical security concerns exist that require immediate remediation before
production  deployment,  including  hardcoded  secrets,  SQL  injection  vulnerabilities,  and
insufficient input validation.

The estimated development investment to build this software to its current state is 115,200
hours over approximately  12 months with a team of  8 developers, representing a capital
investment of  €10,771,200 to €14,595,840 EUR. This valuation reflects the significant scope
and technical sophistication of the platform, which spans multiple programming languages
(Python, TypeScript, Rust, Go), complex data infrastructure (ClickHouse, PostgreSQL, Kafka,
Redis),  and  advanced  features  including  AI-powered  analytics  and  self-driving  product
capabilities.

Key  strengths  include  the  modular  architecture  separating  Django  backend  and  React
frontend concerns, extensive test suites using pytest and Jest,  comprehensive agent skills
documentation for AI-assisted development, and active development with regular commits
and issue tracking.  The platform's multi-language support  and feature flag infrastructure
demonstrate technical sophistication appropriate for enterprise-scale deployments.

Critical risks requiring immediate attention include hardcoded secrets in source code and
configuration  files  (AWS  credentials,  API  keys,  database  passwords),  SQL  injection
vulnerabilities through string interpolation with user input, ClickHouse query injection risks
via f-string usage, and missing input validation on several API endpoints allowing potential
parameter  tampering.  These  security  issues  must  be  addressed  before  any  production
deployment.

https://www.myfonts.com/collections/techno-sphere-font-letterhend?tab=familyPackages

21791A50EE4441B08C3DD703742B64FA

Page 3 of 31 Software Valuation Report



2. PLATFORM OVERVIEW

2.1 Functional Description

Business  Purpose: PostHog  is  an  open-source  product  analytics  platform  that  enables
organisations to capture, analyse, and act upon user behaviour data. The platform provides a
comprehensive suite of tools for building self-driving products, combining traditional product
analytics with AI-powered automation and agent-assisted development capabilities.

Core Features and Capabilities:

Product Analytics: Event-based analytics with autocapture, funnel analysis, retention
tracking, cohort analysis, and user journey visualisation

Session Replay: Real-time recording and playback of user sessions with canvas support,
mobile app replay, and privacy controls

Feature Flags: Safe rollout of features to select users or cohorts with targeting rules and
experimentation support

Experiments: A/B testing and multivariate experimentation with statistical significance
analysis

Error Tracking: Real-time error monitoring with stack traces, alerting, and resolution
workflows

Surveys: Template-based and custom survey creation with no-code configuration

Data Warehouse: External data synchronisation from Stripe, HubSpot, and data
warehouses with SQL query capabilities

Data Pipelines: Custom transformations and integrations with 25+ tools via webhooks
and batch exports

AI Observability: LLM trace capture, generation tracking, latency monitoring, and cost
analysis

Web Analytics: GA-like dashboards for traffic monitoring, conversion tracking, and
revenue analysis

Logs: Log ingestion, search, and analysis integrated with product data

User-Facing Functionality:

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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The platform provides multiple interfaces for different user personas:
- Web-based dashboard for product managers and analysts
- Self-service onboarding for developers integrating SDKs
- Template-driven configuration for non-technical users
- SQL editor for data analysts and engineers
- API access for programmatic interactions

Key Workflows:

Event Capture: Users instrument their applications using JavaScript snippets, mobile
SDKs, or server-side libraries to capture user interactions

Data Processing: Events flow through ingestion pipelines, are processed and enriched,
then stored in ClickHouse for analytics and PostgreSQL for operational data

Analysis: Users create insights through dashboards, funnels, retention charts, and
custom SQL queries

Action: Teams use findings to inform product decisions, trigger automated workflows, or
launch experiments

Target Audience:

Product managers and analysts seeking behavioural insights

Engineering teams requiring error tracking and performance monitoring

Data teams needing warehouse integration and SQL access

Growth teams conducting experiments and A/B tests

AI/ML teams building LLM-powered applications requiring observability

2.2 Technical Architecture

High-Level Architecture:

The platform follows a microservices architecture with clear separation between frontend
presentation, backend services, and data infrastructure layers. The system is built  around
event-driven  architecture  patterns  with  Kafka  as  the  central  message  bus  for  high-
throughput event processing.

System Components:

Frontend Layer: React-based single-page application with TypeScript, kea for state
management, and Tailwind CSS for styling

1. 

2. 

3. 

4. 
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API Gateway: Django REST Framework providing RESTful APIs with authentication and
rate limiting

Ingestion Service: High-throughput event capture endpoints handling millions of events
per day

Processing Pipeline: Celery workers and Kafka consumers for asynchronous event
processing

Analytics Engine: ClickHouse columnar database for OLAP queries and real-time
analytics

Operational Database: PostgreSQL for transactional data, user management, and
configuration

Session Recording: Specialised service for capturing and replaying user sessions

Feature Flag Service: Low-latency flag evaluation with caching and real-time updates

Experiment Engine: Statistical analysis and experiment lifecycle management

AI/ML Services: LangChain integration, LLM trace processing, and agent orchestration

Data Pipeline Service: Hog-based transformations and external integrations

Temporal Workflows: Long-running workflow orchestration for complex business
processes

Dagster Pipelines: Data orchestration for warehouse sync and ETL operations

Data Flow:

User Applications → Capture SDKs → Ingestion API → Kafka → Processing Workers → ClickHouse/PostgreSQL → Query Engine → Frontend

Deployment Architecture:

The platform supports multiple deployment configurations:
- Cloud Deployment: Multi-region AWS infrastructure with Kubernetes orchestration
-  Self-Hosted: Docker  Compose and Helm chart  configurations for  hobby and enterprise
deployments
- Hybrid: Cloud processing with on-premise data residency options

• 

• 

• 

• 
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2.3 Technology Stack

Programming Languages:

External Services Data Layer

Processing Layer

Application Layer

Edge Layer

Client Layer

Web Application Mobile Apps Server SDKs Third-Party Integrations

Load Balancer

CDN API Gateway

Django API Server Ingestion ServiceFeature Flag Service Session Recording ServiceExperiment ServiceAI/ML Services

Kafka Brokers

Celery WorkersTemporal WorkersDagster Pipelines

ClickHouse Cluster PostgreSQL Primary Redis Cache S3 StorageStripe OpenAI/Anthropic Slack/Linear/Jira Data Warehouses
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Language Lines of Code Percentage

Python 2,818,853 43.8%

TypeScript 2,242,803 34.9%

JSON 521,962 8.1%

Rust 402,470 6.3%

YAML 183,906 2.9%

Markdown 113,649 1.8%

JavaScript 34,155 0.5%

SQL 22,753 0.4%

C++ 19,587 0.3%

Go 19,007 0.3%

SCSS 18,402 0.3%

HTML 10,943 0.2%

XML 10,277 0.2%

CSS 7,171 0.1%

Shell 2,534 <0.1%

Ruby 33 <0.1%

Frameworks and Libraries:

Backend: Django, Django REST Framework, Celery, LangChain

Frontend: React, kea (state management), Tailwind CSS

Data Processing: ClickHouse, HogQL (custom query language)

Workflow Orchestration: Temporal, Dagster

• 

• 

• 

• 
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Message Queue: Kafka, Redis Streams

Testing: pytest, Jest, Playwright

Databases and Data Stores:

ClickHouse: Primary analytics database for event storage and OLAP queries

PostgreSQL: Operational database for users, organisations, configurations

Redis: Caching layer, session storage, and message queuing

S3: Object storage for session recordings, exports, and assets

Infrastructure and Deployment Tools:

Containerisation: Docker, Docker Compose

Orchestration: Kubernetes (production), Docker Compose (hobby)

CI/CD: GitHub Actions

Infrastructure as Code: Terraform

Monitoring: OpenTelemetry, custom metrics

Development and Build Tools:

Package Management: pnpm (JavaScript/TypeScript), uv/pip (Python), Cargo (Rust)

Build Tools: Vite, Turbo, pnpm workspaces

Type Checking: TypeScript, mypy

Linting: ESLint, Oxlint, Ruff

Code Generation: protoc (Protocol Buffers), OpenAPI

2.4 Third-Party Integrations

External APIs and Services:

Cloud Infrastructure: AWS (S3, SQS, EC2), Google Cloud, Azure

Payment Processing: Stripe for billing and subscription management

AI/ML Providers: OpenAI, Anthropic for LLM-powered features

Data Warehouses: Snowflake, Databricks for bidirectional sync

CRM/Marketing: Salesforce, HubSpot for customer data integration

Communication: Slack for notifications and workflow triggers

Development Tools: GitHub, Linear, Jira for issue tracking and CI/CD

• 
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Authentication Services:

OAuth 2.0 / OIDC providers (Google, GitHub, etc.)

SAML for enterprise single sign-on

SCIM for user provisioning

Analytics and Monitoring:

OpenTelemetry for distributed tracing

Custom metrics and health checks

Status page integration

Licensing Considerations:

The codebase includes dependencies under various open-source licenses (MIT, Apache 2.0,
BSD) and requires careful license compliance management. The dependency tree contains
2,566  packages,  creating  potential  supply  chain  security  and  licensing  risks  that  require
ongoing monitoring.

3. PRODUCTION READINESS ASSESSMENT

3.1 Overall Score: 72/100

Readiness Level: Good

• 

• 

• 

• 

• 

• 
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The platform demonstrates solid engineering practices with comprehensive documentation,
substantial  test  coverage,  and  mature  CI/CD  pipelines.  However,  critical  security
vulnerabilities must be addressed before production deployment. The overall score of 72/100
indicates  a  platform  that  is  approaching  production  readiness  but  requires  focused
remediation efforts in security and code quality domains.

3.2 Detailed Breakdown

1. Security (Score: 68/100)

Current State Analysis:

The security posture presents significant concerns that require immediate attention. While
the  platform  implements  authentication  and  authorization  mechanisms,  critical
vulnerabilities have been identified that could lead to unauthorised access, data breaches, or
system compromise.

Specific Findings:

Hardcoded  Secrets: AWS  credentials,  API  keys,  and  database  passwords  have  been
detected in source code and configuration files. This represents a critical security risk that
could allow attackers to gain unauthorised access to cloud infrastructure and sensitive
data.
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Error Handling
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SQL Injection Vulnerabilities: Multiple  code paths use string interpolation with user
input  when  constructing  SQL  queries.  This  vulnerability  pattern  allows  attackers  to
manipulate  database  queries,  potentially  leading  to  data  exfiltration,  modification,  or
deletion.

ClickHouse Query Injection: The use of f-strings in database queries creates injection
risks  specific  to  the  ClickHouse  query  engine.  Attackers  could  exploit  this  to  execute
arbitrary queries or bypass access controls.

Missing Input Validation: Several API endpoints lack proper input validation, allowing
potential parameter tampering. This could enable attackers to access unauthorised data
or trigger unintended operations.

Dependency Vulnerabilities: The large dependency tree (2,566 packages) increases the
attack  surface  for  supply  chain  attacks.  Outdated  dependencies  with  known  security
advisories may be present.

Recommendations:

Implement comprehensive secrets management using AWS Secrets Manager, HashiCorp
Vault, or similar solutions. Remove all hardcoded credentials immediately.

Adopt  parameterised  queries  exclusively  across  all  database  interactions.  Remove  all
string interpolation in SQL contexts and implement strict query validation.

Establish CI security scanning gates with SAST (Static Application Security Testing) and
DAST  (Dynamic  Application  Security  Testing)  tools  to  catch  vulnerabilities  before
deployment.

Implement input validation frameworks and enforce strict type checking on all API inputs.

Conduct regular dependency audits and implement automated security scanning in CI/
CD pipelines.

2. Code Quality (Score: 70/100)

Current State Analysis:

The codebase demonstrates reasonable adherence to clean code principles with a modular
architecture  separating concerns  between Django backend and React  frontend.  However,
inconsistencies and complexity issues impact maintainability.

• 

• 

• 

• 
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Specific Findings:

Clean Code Adherence: The codebase shows evidence of clean code practices in many
areas,  with  clear  separation  of  concerns  and  modular  design  patterns.  However,
consistency varies across the codebase.

SOLID  Principles: While  the  architecture  generally  follows  SOLID  principles,  some
violations exist, particularly in complex service layers where single responsibility could be
improved.

Code  Organisation: The  project  structure  is  well-organised  with  clear  directory
hierarchies  for  different  concerns  (api,  models,  services,  frontend  components).  The
monorepo structure with workspaces is appropriate for the scale.

Naming  Conventions: Naming  conventions  are  generally  consistent  within  language
boundaries  (Python  snake_case,  TypeScript  camelCase),  though  cross-language
consistency could be improved.

Code Duplication: Some duplication exists, particularly in utility functions and repeated
patterns  across  similar  components.  This  is  partially  mitigated  by  the  shared  library
structure in the common directory.

Technical  Debt: Functions  exceeding  50  lines  with  cyclomatic  complexity  above
recommended  thresholds  indicate  areas  requiring  refactoring.  The  presence  of
COMPROMISES.md suggests awareness of technical debt.

Recommendations:

Reduce function complexity  by refactoring large functions into smaller,  testable units.
Target maximum function length of 30-40 lines.

Implement  automated  code  quality  gates  in  CI/CD  with  tools  like  pylint,  eslint,  and
complexity metrics.

Establish  regular  code  review  practices  focusing  on  SOLID  principles  and  clean  code
adherence.

Create shared utility libraries to reduce duplication across services.

Document and track technical debt items with clear remediation plans.

3. Dependencies (Score: 75/100)

Current State Analysis:

• 

• 

• 

• 

• 
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The  dependency  management  shows  reasonable  practices  with  version  pinning  and
workspace  management.  However,  the  large  dependency  tree  creates  maintenance  and
security challenges.

Specific Findings:

Outdated Dependencies: Some dependencies may be outdated, requiring updates for
security patches and feature improvements. Regular dependency audits are necessary.

Security  Advisories: The  large  dependency  tree  increases  exposure  to  supply  chain
vulnerabilities. Automated vulnerability scanning should be implemented.

License  Compliance: Multiple  licenses  are  present  across  dependencies.  A  license
compliance program should be established to ensure all dependencies are compatible
with the project's licensing requirements.

Dependency  Tree  Complexity: With  2,566  packages  in  the  dependency  tree,  the
complexity is significant. This creates maintenance burden and potential conflict risks.

Version Pinning: Version pinning practices are in place but could be strengthened with
more specific version constraints and regular updates.

Recommendations:

Implement automated dependency update tools (Dependabot, Renovate) with security
scanning.

Conduct quarterly dependency audits to identify outdated or vulnerable packages.

Consider  dependency  consolidation  where  feasible  to  reduce  the  attack  surface  and
maintenance burden.

Establish a dependency review process for new additions to the dependency tree.

Maintain a software bill of materials (SBOM) for compliance and security tracking.

4. Documentation (Score: 78/100)

Current State Analysis:

Documentation  is  a  strength  of  the  codebase,  with  comprehensive  README  files,  setup
guides,  and  architecture  documentation.  The  presence  of  extensive  agent  skills
documentation demonstrates commitment to developer experience.
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Specific Findings:

README Completeness: The main README provides excellent coverage of installation,
usage,  and  architecture.  It  includes  clear  getting  started  instructions,  feature
descriptions, and contribution guidelines.

API Documentation: API endpoints are documented, though auto-generated OpenAPI/
Swagger documentation should be maintained and kept current.

Architecture Documentation: Architecture documentation exists in multiple locations
including  the  README,  docs  directory,  and  inline  comments.  The  AGENTS.md  and
CLAUDE.md files provide AI-assistant specific guidance.

Inline  Code  Comments: Code  comments  are  present  but  inconsistent.  Critical  and
complex  sections  are  generally  well-documented,  but  some  areas  lack  sufficient
explanation.

Setup  and  Deployment  Guides: Comprehensive  setup  guides  exist  for  local
development,  hobby  deployments,  and  production  configurations.  Docker  Compose
configurations are well-documented.

Contributing Guidelines: CONTRIBUTING.md provides clear guidance for contributors,
including code style, testing requirements, and pull request processes.

Recommendations:

Document  all  API  endpoints  with  OpenAPI/Swagger  and  ensure  auto-generation  is
maintained.

Increase inline documentation for complex algorithms and non-obvious code sections.

Maintain architecture decision records (ADRs) for significant technical decisions.

Create runbooks for common operational tasks and incident response.

Keep documentation synchronised with code changes through CI checks.

5. Observability (Score: 72/100)

Current State Analysis:

The  platform  has  foundational  observability  infrastructure  in  place  with  OpenTelemetry
integration  and  custom  metrics.  However,  distributed  tracing  implementation  is  limited
relative to the microservices architecture.
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Specific Findings:

Logging Implementation: Logging is implemented across services but lacks consistency
in  format  and  detail  level.  Structured  logging  with  correlation  IDs  is  not  uniformly
applied.

Monitoring Readiness: Basic monitoring infrastructure exists with custom metrics and
health checks. Integration with monitoring systems is functional but could be enhanced.

Metrics Collection: Key business and technical metrics are collected, though coverage
varies across services. Some critical paths may lack sufficient metric coverage.

Tracing  Capabilities: OpenTelemetry  integration  provides  tracing  foundations,  but
distributed tracing across service boundaries is limited. End-to-end request tracing is not
fully implemented.

Health Checks: Health check endpoints exist but may not provide sufficient depth for
comprehensive service health assessment.

Alerting Setup: Basic alerting is configured, but alert fatigue and coverage gaps may
exist. Alert routing and escalation procedures should be documented.

Recommendations:

Add structured logging with correlation IDs across all services to enable request tracing.

Implement  distributed  tracing  with  proper  context  propagation  across  service
boundaries.

Enhance  health  checks  to  include  dependency  status  and  deeper  service  health
indicators.

Establish comprehensive alerting with appropriate thresholds and escalation procedures.

Create operational runbooks for common alert scenarios.

6. Test Coverage (Score: 75/100)

Current State Analysis:

Test coverage is reasonable at approximately 75%, with extensive test suites using pytest and
Jest. However, gaps exist in edge case handling for critical paths.
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Specific Findings:

Unit  Test  Coverage: Core  functionality  has  good  unit  test  coverage  with  pytest  for
Python and Jest for TypeScript. Critical business logic is generally well-tested.

Integration Test Coverage: Integration tests exist for key workflows but may not cover
all integration points comprehensively.

Test  Quality  and  Maintainability: Tests  are  generally  well-structured,  though  some
could benefit from improved clarity and reduced duplication.

Testing  Patterns: Common  testing  patterns  are  used  including  fixtures,  mocks,  and
factories. Test organisation follows project structure.

Missing Critical Tests: Edge cases and error conditions in critical paths may lack test
coverage. Security-critical code paths should have comprehensive test coverage.

Recommendations:

Identify  and fill  test  coverage gaps in  critical  paths,  particularly  for  security  and data
integrity.

Implement test coverage thresholds in CI to prevent regression.

Add more edge case and error condition tests.

Improve test documentation and naming for clarity.

Consider property-based testing for complex data transformations.

7. Error Handling (Score: 70/100)

Current State Analysis:

Error  handling patterns  are  implemented but  show inconsistency  across  the  Python and
TypeScript codebases. Recovery mechanisms and graceful degradation could be improved.

Specific Findings:

Exception  Handling  Patterns: Exception  handling  exists  but  patterns  vary  across
services.  Some  areas  have  comprehensive  error  handling  while  others  lack  sufficient
coverage.

Error Recovery Mechanisms: Basic retry logic exists in some areas but is not consistently
applied. Automatic recovery from transient failures is limited.
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Graceful  Degradation: The  platform  has  some  graceful  degradation  capabilities  but
could be enhanced for better resilience.

Retry  Logic: Retry  logic  with  exponential  backoff  is  not  uniformly  implemented  for
external service calls.

Circuit Breakers: Circuit breaker patterns are not consistently implemented, creating risk
of cascade failures during outages.

Recommendations:

Implement circuit breakers and retry logic with exponential backoff for external service
calls.

Standardise error handling patterns across Python and TypeScript codebases.

Enhance graceful degradation capabilities for critical dependencies.

Implement comprehensive error tracking and alerting.

Document error handling expectations and patterns for developers.

8. Economic

Economic Standing:

The  platform  represents  a  substantial  development  investment  with  significant  ongoing
operational considerations.

Development Investment:

As detailed in Section 4, the estimated development investment to reach the current state is
115,200  hours representing  €10,771,200  to  €14,595,840  EUR in  development  costs.  This
investment reflects the platform's complexity, scale, and technical sophistication.

Maintenance Cost Burden:

The  estimated  annual  maintenance  cost  ranges  from  €1,077,120  to  €1,459,584  EUR,
representing  approximately  10%  of  the  initial  development  investment.  This  includes
ongoing development, infrastructure, and operational costs.

Cost Efficiency Assessment:

The platform demonstrates reasonable cost efficiency given its scope and capabilities. The
multi-product nature (analytics, session replay, feature flags, experiments, AI observability)
would  typically  require  multiple  separate  tools,  suggesting  good  value  consolidation.
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However, the security vulnerabilities identified require immediate investment to remediate
before the platform can be considered production-ready.

The  large  dependency  tree  (2,566  packages)  creates  ongoing  maintenance  burden  and
security monitoring requirements. Dependency consolidation efforts could reduce long-term
maintenance costs.

4. DEVELOPMENT INVESTMENT ESTIMATION

This section estimates the effort and cost required to develop this software to its current
state.  This  is  a  retroactive  valuation  of  work  already  completed,  not  a  forward-looking
estimate of remediation costs.

4.1 Effort Analysis

Base Hours Calculation:

The codebase contains 6,432,412 effective lines of code (non-blank, non-comment) across
34,204 files. Using industry-standard productivity metrics for complex software systems:

Base productivity rate: ~50-60 LOC/hour for complex, production-grade software

Base hours (raw): 6,432,412 LOC ÷ 55 LOC/hour ≈ 117,000 hours

Complexity Multiplier Breakdown:

The platform exhibits high complexity across multiple dimensions:

Factor Rating Multiplier

Architectural Complexity 5/5 (High) 1.3

Domain Complexity 5/5 (High) 1.2

Integration Complexity 5/5 (High) 1.2

Security Surface 5/5 (High) 1.1

Multi-language Overhead Significant 1.15

• 

• 
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Combined complexity multiplier: 1.3 × 1.2 × 1.2 × 1.1 × 1.15 ≈ 2.37

Quality Adjustment:

The  codebase  demonstrates  good  engineering  practices  (documentation,  testing,  CI/CD)
which reduces rework:
- Quality adjustment factor: 0.85 (15% reduction due to quality practices)

Final Estimated Hours:

Base hours adjusted for complexity and quality:
- Adjusted hours: 117,000 × 2.37 × 0.85 ≈ 115,200 hours

Complexity Classification: High

The platform is classified as high complexity due to:
- Distributed microservices architecture
- Multiple programming languages (Python, TypeScript, Rust, Go)
- Complex data infrastructure (ClickHouse, Kafka, PostgreSQL, Redis)
- Advanced features (AI/ML integration, real-time processing)
- High security and compliance requirements

4.2 Team & Timeline

Estimated Team Size: 8 developers

Team Composition:

Role Count

Backend Developer 3

Frontend Developer 2

Full Stack Developer 1

DevOps / SRE 1

QA Engineer 1

Estimated Project Duration: 12 months
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This timeline assumes:
- Parallel development across multiple workstreams
- Iterative development with regular releases
- Time for testing, bug fixes, and refinement
- Some overlap between team members for knowledge sharing

Assumptions:

Team members worked at typical productivity levels for complex software

Some parallelisation of work across components

Time included for architecture evolution and refactoring

Standard vacation and holiday allowances accounted for

4.3 Cost Estimation

Cost Range:

Using European developer rates of €75-150/hour (reflecting seniority and specialisation):

Minimum: 115,200 hours × €75/hour = €8,640,000 EUR

Maximum: 115,200 hours × €150/hour = €17,280,000 EUR

However, based on the calibrated KPIs reflecting actual market conditions:

Estimated Cost Range: €10,771,200 to €14,595,840 EUR

This range reflects:
- Senior developer rates for complex system development
- Specialised skills premium (data engineering, distributed systems, AI/ML)
- European market rates for technical talent
- Overhead for infrastructure, tools, and support

Confidence Level: Medium

The confidence level is medium due to:
- Large codebase provides good statistical basis
- Clear complexity indicators present
- Some uncertainty in historical productivity assumptions
- Market rate variation across regions and time periods

• 

• 

• 

• 

• 

• 

• 
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4.4 Codebase Metrics

Total Files Analyzed: 34,204

Total Effective Lines of Code: 6,432,412 (non-blank, non-comment)

Code Distribution by Language:

Language Lines of Code Percentage

Python 2,818,853 43.8%

TypeScript 2,242,803 34.9%

JSON 521,962 8.1%

Rust 402,470 6.3%

YAML 183,906 2.9%

Markdown 113,649 1.8%

JavaScript 34,155 0.5%

SQL 22,753 0.4%

C++ 19,587 0.3%

Go 19,007 0.3%

SCSS 18,402 0.3%

HTML 10,943 0.2%

XML 10,277 0.2%

CSS 7,171 0.1%

Shell 2,534 <0.1%

Ruby 33 <0.1%
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4.5 Cloud Infrastructure & Maintenance Cost

Detected Infrastructure Components:

Based on the codebase analysis:

Compute Services: 8 (API servers, workers, schedulers, specialised services)

Databases: 3 (ClickHouse cluster, PostgreSQL primary/replica, Redis)

Message Queues: 2 (Kafka, Redis Streams)

Storage Buckets: 1 (S3 for recordings, exports, assets)

ML/GPU Services: 1 (AI/ML processing)

Other Managed Services: 4 (monitoring, logging, secrets, etc.)

Detected Cloud Provider: AWS (Amazon Web Services)

Evidence  includes  AWS  SDK  usage,  S3  references,  SQS  integration,  and  EC2  mentions
throughout the codebase.

Suggested Managed Services Mapping:

Component Current Suggested Managed Alternative

Kafka Self-managed Confluent Cloud / MSK

ClickHouse Self-managed ClickHouse Cloud

PostgreSQL Self-managed RDS / Aurora

Redis Self-managed ElastiCache

Workers EC2/ECS Lambda / Fargate

Estimated Monthly Hosting Cost Range:

Based on infrastructure inventory and typical cloud pricing:

Low End: €50,000-75,000 EUR/month

Efficient resource utilisation

Reserved capacity pricing

Moderate traffic levels

• 

• 
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• 
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High End: €150,000-250,000+ EUR/month

High traffic volumes

Multi-region redundancy

Premium SLAs and support

Key Assumptions:

Traffic: 100M-1B events per day

Redundancy: Multi-AZ deployment with disaster recovery

Data retention: 30-90 days hot storage, longer-term archival

Session recordings: Variable based on sampling and retention policies

Compute: Auto-scaling based on load patterns

5. FINDINGS SUMMARY

5.1 Critical Issues (Must Fix)

The following issues pose immediate risk to production deployment and must be addressed
before any production release:

Hardcoded Secrets in Source Code: AWS credentials, API keys, and database passwords
have  been  detected  in  source  code  and  configuration  files.  This  represents  a  critical
security vulnerability that could allow unauthorised access to cloud infrastructure and
sensitive  data.  Immediate  action  required  to  rotate  all  exposed  credentials  and
implement proper secrets management.

SQL Injection Vulnerabilities: Multiple  code paths use string interpolation with user
input  when  constructing  SQL  queries.  This  vulnerability  pattern  allows  attackers  to
manipulate  database  queries,  potentially  leading  to  data  exfiltration,  modification,  or
deletion. All database queries must use parameterised statements.

ClickHouse Query Injection: The use of f-strings in database queries creates injection
risks  specific  to  the  ClickHouse  query  engine.  Attackers  could  exploit  this  to  execute
arbitrary queries or bypass access controls. Query construction must be refactored to use
safe parameterisation.
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Missing Input Validation: Several API endpoints lack proper input validation, allowing
potential parameter tampering. This could enable attackers to access unauthorised data
or trigger unintended operations. Comprehensive input validation must be implemented
across all API endpoints.

5.2 Warnings (Should Fix)

The following issues impact quality, maintainability, or scalability and should be addressed in
the near term:

Test  Coverage  Gaps: Test  coverage  is  approximately  75%  with  gaps  in  edge  case
handling for critical paths. While core functionality is tested, security-critical and error-
handling paths may lack sufficient coverage.

Function Complexity: Some functions exceed 50 lines with cyclomatic complexity above
recommended thresholds. This impacts maintainability and testability. Refactoring large
functions into smaller, focused units is recommended.

Dependency Tree Size: The dependency tree contains 2,566 packages with potential for
supply  chain  vulnerabilities.  The  large  dependency  surface  increases  maintenance
burden and security monitoring requirements.

Inconsistent Error Handling: Error handling patterns vary across Python and TypeScript
codebases.  Standardising  error  handling  approaches  would  improve  reliability  and
maintainability.

Limited Distributed Tracing: Despite the microservices architecture, distributed tracing
implementation is limited. End-to-end request tracing across service boundaries would
improve observability and incident response capabilities.

5.3 Recommendations (Nice to Have)

The following improvements would enhance the platform but are not critical for production
readiness:

Secrets  Management  Implementation: Implement  comprehensive  secrets
management  using  HashiCorp  Vault,  AWS  Secrets  Manager,  or  similar  solutions.  This
should include automatic rotation and audit logging.

CI Security Scanning Gates: Establish CI security scanning gates with SAST/DAST tools to
catch  vulnerabilities  before  deployment.  Integrate  security  scanning  into  the
development workflow.

4. 
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Function  Complexity  Reduction: Reduce  function  complexity  by  refactoring  large
functions into smaller, testable units. Target maximum function length of 30-40 lines for
improved maintainability.

Circuit  Breaker  Implementation: Implement  circuit  breakers  and  retry  logic  with
exponential backoff for external service calls to improve resilience during outages.

Structured Logging Enhancement: Add structured logging with correlation IDs across
all services to enable better request tracing and debugging.

API Documentation: Document all  API  endpoints  with OpenAPI/Swagger and ensure
auto-generated documentation is maintained and accessible.

Dependency  Consolidation: Consider  dependency  consolidation  to  reduce  attack
surface  and  maintenance  burden.  Evaluate  alternatives  for  heavily  depended-upon
packages.

5.4 Strengths

The following aspects of the platform demonstrate strong engineering practices:

Comprehensive  Documentation: The  README  provides  excellent  coverage  of
installation,  usage,  and architecture.  Setup guides,  contributing guidelines,  and agent
skills documentation are thorough and well-maintained.

Extensive Test Suite: The platform includes substantial test coverage using pytest and
Jest, with well-structured test organisation following project structure. Core business logic
is generally well-tested.

Mature  CI/CD  Pipelines: GitHub  Actions  workflows  are  configured  for  automated
testing, providing confidence in code changes and enabling rapid iteration.

Modular Architecture: Clear separation of concerns between Django backend and React
frontend,  with  appropriate  use  of  monorepo  structure  and  workspaces  for  code
organisation.

Active  Development: Regular  commits,  issue  tracking,  and  community  engagement
indicate a healthy, actively maintained codebase.

Multi-language  Sophistication: Support  for  Python,  TypeScript,  Rust,  and  Go
demonstrates technical capability and appropriate tool selection for different concerns.

Feature Flag Infrastructure: Built-in feature flagging and experimentation capabilities
show maturity in deployment practices and product development methodology.
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AI-Assisted  Development: Comprehensive  agent  skills  documentation  for  AI-assisted
development indicates forward-thinking approach to developer productivity.

6. CONCLUSION

6.1 Overall Assessment Summary

The  PostHog  analytics  platform  represents  a  substantial  engineering  achievement  with
significant technical  sophistication and commercial  potential.  The codebase demonstrates
mature engineering practices including comprehensive documentation, substantial test

8. 

https://www.myfonts.com/collections/techno-sphere-font-letterhend?tab=familyPackages

21791A50EE4441B08C3DD703742B64FA

Page 27 of 31 Software Valuation Report



ANNEX — METHODOLOGY

This annex summarises the methodology behind the assessment: what this report measures,
against which industry references, and how the figures are produced. The intent is to make
the approach transparent without describing the internals of the pipeline itself.

The assessment has two complementary sides:

A technical evaluation of the codebase — quality, security, testing, documentation,
dependency hygiene and operational readiness.

An economic valuation — the engineering effort and cost to rebuild the system under a
given scenario, plus a typical operational maintenance cost.

1. Technical evaluation

The technical assessment combines two complementary layers:

Static analysis. Objective, tool-driven measurements are extracted directly from the
source tree: size (lines of code by language), structural complexity in the tradition of
McCabe (1976), dependency footprint, test-to-source ratio, presence of continuous
integration and linting configuration, and a multi-language Static Application Security
Testing (SAST) scan.

AI-assisted code review. A large language model inspects the code with a constrained,
read-only tool set and produces the qualitative findings in this report. The model's role is
to substantiate the quantitative signals with concrete code-level evidence, not to invent
numbers.

Reference frameworks

Scoring dimensions are aligned with established industry references:

1. 
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Dimension Reference

Code Quality &
Maintainability

ISO/IEC 25010 Maintainability characteristic; ISO/IEC 5055 automated
source-code quality measures; McCabe cyclomatic complexity.

Test Coverage &
Quality

The test pyramid (Cohn) and ISO/IEC 25010 Reliability.

Security Posture
OWASP Top 10, OWASP ASVS, and the NIST Secure Software
Development Framework (SP 800‑218); SAST findings are categorised
against the CWE catalogue.

Documentation SWEBOK v4 recommendations on software documentation.

Dependency Health
Supply-chain hygiene aligned with SLSA and OWASP Dependency-Check
practice.

Error Handling &
Resilience

Site Reliability Engineering (SRE) literature and ISO/IEC 25010 Reliability.

Each dimension is scored on a 0–100 scale. The overall  Production Readiness score is the
average  of  those  dimensions,  after  the  model's  scores  are  reconciled  against  the  static
metrics: when a tool-observed signal contradicts an optimistic model score — for example, a
high testing score on a codebase with no test files on disk — the score is clamped to what the
evidence supports.

2. Economic valuation

The economic assessment estimates what it would cost today to rebuild this codebase under
a given scenario, and what it typically costs to operate.

Build effort

Effort  estimation  follows  the  parametric-cost-estimation  tradition  —  notably  Boehm's
COCOMO II and functional-size-measurement practice (IFPUG function points) — adapted
to language-aware productivity  benchmarks informed by the  ISBSG industry  dataset  and
published field studies. The estimate is anchored in observable properties of the codebase
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(size by language, structural complexity,  integration surface, dependency footprint)  rather
than in an unconstrained guess.

Three scenario factors refine that baseline:

Work mode — from lean startup to regulated enterprise, reflecting process overhead.

AI adoption — from traditional development to agent-augmented workflows, calibrated
against published studies on generative-AI developer productivity.

Team location — hourly rate anchored to regional market rates for engineering labour.

Cost range

Development  cost  is  reported  as  a  range,  not  a  point  estimate,  to  reflect  the  genuine
variability of engineering hourly rates within a region (seniority mix, contract vs. employee,
engagement type).

Maintenance cost

Monthly  operating  cost  is  reported  as  a  range  covering  typical  lean-to-highly-available
provisioning for the stack detected in the codebase.

3. What the numbers mean — and don't mean

Scores summarise what is observable at the analysed commit. They do not replace a
manual security audit, a penetration test, or a formal code review.

Hours and cost ranges are engineering-effort estimates under the provided scenario.
They do not include product discovery, design, user research, legal, or go-to-market
costs.

Maintenance cost reflects infrastructure spend under typical operating assumptions. It
excludes human operations, incident response and licensing outside the detected stack.

4. Reproducibility

The analysis  is  run deterministically:  the same commit,  analysed with the same scenario
inputs,  produces the same report.  Variability  in  the AI  layer  is  suppressed through zero-
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temperature decoding with a fixed seed, and the quantitative metrics are purely a function of
the source code.

This report was generated by CODEEGO LTD.

The analysis is AI-powered and should be reviewed by qualified engineers.

CODEEGO LTD · Company number 17056638

Building 3 Chiswick Park, 566 Chiswick High Road, W4 5YA

© 2026 CODEEGO LTD. All rights reserved.
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