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Software Valuation Report

1. EXECUTIVE SUMMARY

Activepieces  is  a  mature,  well-architected  open-source  AI  automation  platform  that
demonstrates strong production readiness with a score of 70 out of 100, rated as Good. The
platform serves as a no-code/low-code automation builder (comparable to Zapier) with over
280 community-contributed integration pieces, native AI agent capabilities, an MCP server
toolkit, and a comprehensive enterprise feature set including SSO/SCIM, granular role-based
access  control,  and  secret  manager  integrations.  The  codebase  exhibits  professional
engineering practices across the board, including enforced linting, structured logging with
sensitive-data  redaction,  a  four-layer  testing  taxonomy,  and  a  robust  centralised  error
handling system with 90-plus error codes.

The platform's CI/CD pipeline is among the most comprehensive observed in open-source
projects of this class, featuring ESLint enforcement, unit and integration tests split by edition
(Community/Enterprise/Cloud),  database migration checks  with  rollback verification,  DAST
scanning via OWASP ZAP, SBOM generation with Grype and Trivy vulnerability scanning, and
continuous delivery workflows for canary, cloud, release, and rollback. The documentation is
excellent,  hosted  on  Mintlify  with  a  full  API  reference  (OpenAPI),  architecture  diagrams,
admin guides, engineering handbooks, playbooks, postmortems, and over 30 architecture
decision records.

Key areas for improvement include dependency management automation (no Dependabot
or  Renovate  configuration),  test  coverage  enforcement  (no  coverage  gates  in  CI),  and
infrastructure security hardening in deployment defaults (the Helm chart securityContext is
entirely  commented out,  and the  Pulumi  IaC  uses  an  outdated  PostgreSQL version  with
automated backups disabled). No critical issues were identified, but five warnings and seven
recommendations are documented in this report.

The  estimated  development  investment  to  date  is  approximately  49,000  person-hours,
representing a team of 15 engineers over 21 months, at an estimated cost range of EUR
4,581,500 to EUR 6,198,500. The ongoing maintenance cost is estimated at EUR 808,500 to
EUR 1,347,500 per year. This represents a substantial engineering investment in a platform
with high architectural complexity, extensive integration surface, and a mature multi-edition
product strategy.
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2. PLATFORM OVERVIEW

2.1 Functional Description

Activepieces  is  an  open-source  AI-first  automation  platform  that  enables  users  to  build
automated workflows (flows)  connecting third-party  applications,  AI  models,  and internal
systems without writing code. The platform positions itself as an alternative to commercial
automation tools such as Zapier, with the distinguishing features of being open-source, self-
hostable, and AI-native.

Core features and capabilities include:

A visual no-code flow builder that allows users to create multi-step automation workflows
by connecting triggers, actions, and AI steps

Over 280 community-contributed integration pieces covering categories including CRM,
communications, productivity, e-commerce, AI providers, databases, and developer tools

Native AI capabilities including AI agent execution, structured data extraction, text
classification, image generation, and web search, with support for multiple AI providers
(OpenAI, Anthropic, Azure, Google, Bedrock, Mistral, xAI, DeepSeek, Qwen, and others)

An MCP (Model Context Protocol) server toolkit enabling AI agents to interact with
external tools and services

Human-in-the-loop workflow patterns including approval steps, delays, and human input
interfaces (chat and forms)

Enterprise features including SSO/SAML, SCIM provisioning, granular RBAC with 30-plus
permission types, secret manager integrations (AWS Secrets Manager, HashiCorp Vault,
CyberArk, 1Password), an embed SDK for white-labelling, and audit logging

Target users and audiences include automation engineers, operations teams, developers
building internal tooling, and enterprises requiring self-hosted automation with compliance
and  data  sovereignty  requirements.  The  platform  supports  three  editions:  Community
Edition (open-source), Enterprise Edition (paid, with SSO/RBAC/secret managers), and Cloud
Edition (managed hosting with billing).

• 

• 

• 

• 

• 

• 
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2.2 Technical Architecture

The  platform  follows  a  queue-backed,  decoupled  architecture  designed  for  horizontal
scalability and crash recovery. The core components are:

App (API): The main application server built with Fastify, handling all HTTP API requests,
webhook ingestion, scheduled job dispatch, and administrative operations. It serves as
the orchestration layer that enqueues flow execution jobs onto Redis via BullMQ.

Worker: A separate process that polls the Redis queue for new jobs, allocates a sandbox,
executes flows using the engine, and reports results back to the App. Workers are
stateless and horizontally scalable by adding replicas.

Sandbox: An isolated execution environment using isolated-vm (V8 isolate) with a 128 MB
memory limit, providing process-level isolation for untrusted code execution. The
sandbox manages resource limits and communicates with the engine via WebSocket.

Engine: TypeScript code that parses flow JSON and executes it step by step. It is compiled
into a single JavaScript file and runs inside the sandbox.

Web (Frontend): A React/Next.js single-page application providing the visual flow builder,
dashboard, admin console, and embeddable components.

Data flows as follows: external triggers (webhooks, schedules, polling) land on the App, which
enqueues  execution  jobs  onto  Redis.  Workers  poll  jobs  from  Redis,  spin  up  a  sandbox,
execute the flow via the engine, and post results back to the App, which persists execution
state to PostgreSQL. File storage is handled via S3-compatible storage (AWS S3 or MinIO for
self-hosted).

• 

• 

• 

• 

• 
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2.3 Technology Stack

Programming languages (by effective lines of code):

External

Data Tier

Application Tier

Client

Web Frontend - React/Next.js

App - Fastify API

Worker - Job Processor

Engine - Flow Executor

Sandbox - isolated-vm V8

PostgreSQL + pgvector Redis - BullMQ Queue S3 / MinIO Storage

280+ Integration Pieces AI Providers - OpenAI, Anthropic, etc. MCP Server Toolkit
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Language Lines of Code Percentage

TypeScript 1,228,025 61.4%

JSON 737,407 36.9%

Markdown 21,564 1.1%

YAML 4,663 0.2%

CSS 2,983 0.1%

JavaScript 1,829 0.1%

Shell 1,467 0.1%

HTML 1,363 0.1%

Python 409 <0.1%

TypeScript  is  the  dominant  language,  reflecting  the  platform's  end-to-end  TypeScript
architecture  from  frontend  to  backend  to  infrastructure.  JSON  constitutes  a  significant
portion due to the 280-plus integration piece definitions and their internationalisation files.

Frameworks and libraries:

Frontend: Next.js, React, Tailwind CSS

Backend: Fastify (API server), TypeORM (database ORM), BullMQ (job queue)

Build and orchestration: Turborepo (monorepo build), Bun (package manager and
runtime)

Testing: Vitest (unit/integration), Playwright (e2e), @faker-js/faker (test data generation)

Infrastructure: Pulumi (IaC for AWS), Helm (Kubernetes deployment)

Code execution: isolated-vm (V8 sandbox for untrusted code)

Databases and data stores:

PostgreSQL (with pgvector extension for AI embeddings) as the primary relational
database

Redis (via BullMQ) for job queuing, pub/sub, and caching

• 

• 

• 

• 

• 

• 

• 

• 
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S3-compatible object storage (AWS S3 or MinIO) for file storage

Infrastructure and deployment tools:

Docker multi-stage builds with node:24.14.0-bullseye-slim base image

Docker Compose for local/self-hosted deployment

Pulumi for AWS infrastructure (Fargate, RDS, ElastiCache, ALB, Route53, ACM)

Helm chart for Kubernetes deployment with Bitnami PostgreSQL and Redis subcharts

GitHub Actions for CI/CD with 30-plus workflow files

2.4 Third-Party Integrations

External APIs and services:

The  platform  integrates  with  over  280  third-party  services  through  its  community  piece
ecosystem,  spanning  categories  including  CRM  (Salesforce,  HubSpot,  Pipedrive),
communications  (Slack,  Microsoft  Teams,  Discord,  Telegram),  productivity  (Notion,  Asana,
ClickUp,  Trello,  Jira),  e-commerce  (Shopify,  WooCommerce,  BigCommerce),  AI  providers
(OpenAI,  Anthropic,  Azure OpenAI,  Google Gemini,  AWS Bedrock,  Mistral,  xAI,  DeepSeek),
databases (PostgreSQL, MySQL, MongoDB, Snowflake), and many more.

Payment providers:

Stripe (for Cloud edition billing and subscription management)

Authentication services:

OAuth2 support with three modes: standard OAuth2, Platform OAuth2, and Cloud
OAuth2

SSO/SAML in Enterprise Edition

SCIM provisioning in Enterprise Edition (Microsoft Entra ID, Okta)

Cloud services:

AWS S3 (object storage), AWS RDS (managed PostgreSQL), AWS ECS/Fargate (container
compute), AWS ElastiCache (managed Redis), AWS Route53 (DNS), AWS ALB (load
balancing), AWS ACM (certificate management)

Cloudflare (CDN and DDoS protection)

MinIO (self-hosted S3-compatible storage)

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Analytics and monitoring tools:

Sentry (error tracking for both backend and frontend)

BetterStack (uptime monitoring and log management)

Checkly (e2e test monitoring with Playwright integration)

PostHog (product analytics and usage tracking)

Licensing considerations:

The platform is open-source with a dual-licensing model. The Community Edition is available
under an open-source licence, whilst the Enterprise Edition features (SSO, SCIM, RBAC, secret
managers,  embed SDK) are gated behind a commercial  licence. Third-party dependencies
include  a  mix  of  MIT,  Apache  2.0,  and  other  permissive  licences,  with  the  monorepo
containing 4,873 packages across the dependency tree.

3. PRODUCTION READINESS ASSESSMENT

3.1 Overall Score: 70/100

Readiness Level: Good

• 

• 

• 

• 
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The  platform  demonstrates  solid  production  readiness  with  comprehensive  engineering
practices,  robust  error  handling,  and excellent  documentation.  The score of  70 reflects  a
mature  codebase  that  is  largely  ready  for  production  deployment,  with  specific  areas
requiring  attention  before  enterprise-scale  production  use,  particularly  in  test  coverage
enforcement, dependency management automation, and infrastructure security hardening.

3.2 Detailed Breakdown

1. Security (Score: 75/100)

Current state analysis:

The  platform  demonstrates  a  strong  security  posture  with  multiple  layers  of  defence.
Authentication  and  authorisation  are  well-implemented  with  granular  role-based  access
control.  The permission system in  packages/core/utils/src/lib/permission.ts  defines 30-
plus permission types covering read and write access to connections, flows, runs, folders,
alerts, MCP, projects, tables, knowledge base, variables, and agents. OAuth2 is supported in
three  modes  (standard,  platform,  cloud),  and the  Enterprise  Edition  adds  SSO/SAML and
SCIM provisioning.

SSRF  protection  is  implemented  in  packages/core/utils/src/lib/ssrf-ip-classifier.ts ,
which  blocks  non-unicast  IP  ranges,  handles  IPv4-mapped IPv6  addresses,  and  supports
allow-lists with CIDR matching. Code execution is sandboxed using isolated-vm (V8 isolate)
with a 128 MB memory limit in  packages/server/engine/src/lib/core/code/v8-isolate-code-
sandbox.ts , providing process-level isolation for untrusted code.

Secret  management  is  comprehensive,  with  integrations  for  AWS  Secrets  Manager,
HashiCorp Vault, CyberArk Conjur, and 1Password in the Enterprise Edition. Structured JSON
logging includes automatic redaction of sensitive fields (passwords, tokens, API keys).

Specific findings:

The Pulumi IaC configuration in deploy/pulumi/index.ts  sets AP_EXECUTION_MODE  to 
UNSANDBOXED , which disables sandbox isolation in the AWS deployment. This should be

reviewed for production deployments handling untrusted flows.

The Helm chart in deploy/activepieces-helm/values.yaml  has the securityContext
entirely commented out (lines 44-50), meaning pods run without security hardening by
default.

No SAST scanning (Semgrep or CodeQL) is configured in the CI pipeline, though DAST
scanning via ZAP and SBOM-based vulnerability scanning via Grype and Trivy are present.

• 

• 

• 
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No Dependabot or Renovate configuration exists for automated dependency updates.

Recommendations:

Enable and enforce pod security contexts in the Helm chart defaults (runAsNonRoot, drop
ALL capabilities, readOnlyRootFilesystem).

Add SAST scanning to the CI pipeline to complement existing DAST and SBOM-based
scanning.

Review the AP_EXECUTION_MODE=UNSANDBOXED  setting in Pulumi for production
deployments.

Configure Dependabot or Renovate for automated dependency updates, prioritising
security patches.

2. Code Quality (Score: 75/100)

Current state analysis:

The codebase is well-organised as a Turborepo monorepo with clear package boundaries.
The  root  package.json  defines  workspaces  covering  core  libraries  (shared,  execution,
formula, piece-types, utils), server components (api, worker, engine), the web frontend, the
enterprise embed SDK, e2e tests, and 280-plus community pieces. Each package has its own
tsconfig.json ,  ESLint  configuration,  and  Vitest  configuration,  enforcing  consistent  code

quality across the monorepo.

ESLint is enforced in CI with a base configuration in .eslintrc.base.json  and per-package
overrides.  The  TypeScript  configuration  uses  strict  mode  with  a  shared  base  in
tsconfig.base.json .  Naming conventions are consistent throughout,  with kebab-case file

names and PascalCase class names.

The  error  handling  system  in  packages/core/utils/src/lib/activepieces-error.ts  is
exemplary, with a custom  ActivepiecesError  class extending  Error  with structured error
parameters,  an  ErrorCode  enum  with  90-plus  error  codes,  and  a  generic
BaseErrorParams<T,V>  pattern ensuring type safety. Each error type maps to an appropriate

HTTP status code, and a centralised Fastify error handler processes all exceptions.

Specific findings:

The monorepo uses Bun as the package manager (bun@1.3.3), which is a relatively new
tool; whilst it offers performance benefits, it may present a learning curve for
contributors.

• 

• 

• 

• 

• 

• 
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The dependency tree is extremely large at 4,873 packages, which increases the surface
area for supply chain attacks and complicates dependency management.

Code duplication is minimal due to the well-structured shared packages, though some
patterns are repeated across the 280-plus community pieces.

Recommendations:

Consider establishing a linting baseline for community-contributed pieces to maintain
quality standards as the ecosystem grows.

Document the rationale for using Bun over npm/pnpm to help new contributors onboard.

3. Dependencies (Score: 65/100)

Current state analysis:

The dependency tree is extremely large at 4,873 packages across the monorepo, reflecting
the  breadth  of  the  integration  ecosystem  and  the  use  of  numerous  third-party  SDKs.
Dependencies are managed via Bun with a  bun.lock  lockfile, and the Dockerfile uses  --
frozen-lockfile  for reproducible builds.

Version  pinning  is  practised  at  the  package  level,  with  each  package's  package.json
specifying exact or caret-range versions. The root  package.json  pins key tools: TypeScript
5.5.4, Vitest 3.2.6, Playwright 1.54.1, and the platform version is 0.88.3.

Security  advisories  are  partially  addressed  through  SBOM  generation  and  vulnerability
scanning.  The  .github/actions/sbom/action.yml  generates  CycloneDX  and  SPDX  SBOMs
using syft, scans them with Grype (critical severity cutoff) and Trivy (critical and high severity),
and uploads SARIF reports to the GitHub Security tab. However, this is a reactive scanning
approach rather than proactive updating.

Specific findings:

No Dependabot or Renovate configuration exists for automated dependency updates,
meaning outdated dependencies are only identified through manual review or CI
scanning.

The SBOM scanning uses fail-build: false  for Grype and exit-code: 0  for Trivy,
meaning vulnerability findings do not block the build.

The Dockerfile pins isolated-vm@6.0.2  globally, which is a native module requiring
compilation; this is handled correctly in the multi-stage build.

• 

• 

• 

• 

• 

• 

• 
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The Pulumi configuration uses PostgreSQL engine version 14.9, which is behind the
current supported major version (16+).

Recommendations:

Configure Dependabot or Renovate to automate dependency updates across the
monorepo, prioritising security patches for core platform packages.

Consider setting fail-build: true  for critical-severity Grype findings in production
release workflows.

Update the Pulumi RDS configuration to use a current PostgreSQL major version.

4. Documentation (Score: 85/100)

Current state analysis:

Documentation is a standout strength of the platform. The docs are hosted on Mintlify with a
comprehensive structure defined in docs/docs.json , including:

A full API reference with OpenAPI specification at docs/openapi.json , covering endpoints
for flows, connections, folders, projects, users, templates, and more

Architecture documentation with diagrams in docs/install/architecture/  covering
components, autoscaling, sandboxing, workers, network security, and durable execution

Admin guides in docs/admin-guide/  covering permissions, SSO, SCIM, secret managers,
and project management

Engineering handbooks in docs/handbook/engineering/  including onboarding checklists,
on-call procedures, release cycles, and the technology stack

Engineering playbooks covering AI engineering, building for self-hosting, canary
deployment, database migration, e2e testing, frontend best practices, infrastructure, PR
review SLA, queue metrics, releases, security advisory response, structured logging, and
testing strategy

Postmortems documenting infrastructure upgrades, Redis queue overload, and delay
overload incidents

Over 30 architecture decision records in brain/knowledge/decisions/  covering topics
such as worker sandbox architecture, webhook durability, piece versioning, AI provider
resolution, and billing

A comprehensive README with quick-start instructions, deployment options, and
community links

A CONTRIBUTING.md and SECURITY.md for contributor guidance

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Specific findings:

The documentation covers both user-facing and engineering-facing topics, making it
suitable for both end-users and contributors.

The ADRs provide valuable context for architectural decisions, which is rare in open-
source projects of this scale.

The OpenAPI specification enables automated client generation and API exploration.

Setup and deployment guides cover Docker, Docker Compose, Helm, AWS (Pulumi), GCP,
Railway, EasyPanel, and Elestio.

Recommendations:

Consider adding a contributor licence agreement (CLA) process for community
contributions, given the dual-licensing model.

Document the SLO/SLI targets for the platform to formalise the existing observability
infrastructure into actionable service-level objectives.

5. Observability (Score: 75/100)

Current state analysis:

The platform has a solid observability foundation with structured logging, error tracking, and
health checks.  The logging system in  packages/server/utils/src/ap-logger.ts  uses evlog
with  wide-event  integration,  providing  structured  JSON  logging  with  automatic  error
normalisation ( normalizePinoArgsWithError ),  wide events  for  request-scoped context,  and
child  loggers  for  binding  context.  Sensitive  fields  (passwords,  tokens,  API  keys)  are
automatically redacted.

Sentry integration is implemented for both backend ( packages/server/api/src/app/helper/

exception-handler.ts )  and  frontend  ( packages/web/src/lib/sentry.ts ),  with  intelligent
filtering  of  benign  errors  (AxiosError,  EXECUTION_TIMEOUT,  ENTITY_NOT_FOUND)  before
sending to Sentry. The exception handler also enriches error events with audit context.

Health endpoints are available at /api/v1/health  and /v1/health , providing system health
checks, diagnostics, and metrics. The Docker healthcheck uses these endpoints with a 10-
second interval, 5-second timeout, and 60-second start period.

Correlation IDs (requestId, traceId) are propagated across all wide events, enabling request
tracing  across  service  boundaries.  Log  sampling  is  configurable,  and  audit  context
enrichment is applied across all wide events.

• 

• 

• 

• 

• 

• 

https://www.myfonts.com/collections/techno-sphere-font-letterhend?tab=familyPackages

0590FD8819DB42DE9DC86EC0D9962F10

Page 14 of 33 Software Valuation Report



Specific findings:

No circuit breaker pattern is implemented for external service calls within the engine or
worker. Whilst exponential backoff retries exist in some community pieces, cascading
failures from dependent services are not isolated at the platform level.

No SLO/SLI targets are formally defined or documented, though the observability
infrastructure to support them is in place.

OpenTelemetry setup is documented in docs/install/configure-operate/setup-
opentelemetry.md , indicating support for distributed tracing.

BetterStack is used for uptime monitoring and log management, and Checkly monitors
e2e tests.

Recommendations:

Introduce circuit breakers around external service calls in the engine and worker to
prevent cascading failures during upstream outages.

Define and document SLO/SLI targets for the platform to formalise the existing
observability infrastructure into actionable service-level objectives.

Consider adding custom business metrics (flow execution success rate, average execution
latency, queue depth) to the metrics endpoint.

6. Test Coverage (Score: 40/100)

Current state analysis:

The  platform employs  a  four-layer  testing  taxonomy (unit,  integration,  e2e,  smoke)  with
factory-based  test  helpers  using  @faker-js/faker  in  packages/server/api/test/helpers/
(auth.ts,  flow-generator.ts,  table-generator.ts,  mocks/index.ts).  Integration  tests  use  real
infrastructure (PostgreSQL with pgvector, Redis, BullMQ) rather than mocks, providing high-
fidelity test coverage. Playwright-based e2e tests are located in  packages/tests-e2e/  with
Checkly monitoring via checkly.config.ts .

Integration tests are split by edition (CE, EE, Cloud) in CI, with migration checks including
rollback  verification  via  check-migration-rollback.ts .  The  CI  pipeline  runs  unit  tests  for
engine,  shared, sandbox, ai-providers,  pieces-framework,  and web packages,  with parallel
test execution for efficiency.

However, the test coverage score of 40 reflects a significant gap: no test coverage gates are
enforced in CI. Whilst tests exist across multiple layers, there is no mechanism to prevent

• 

• 

• 

• 

• 

• 

• 
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coverage regression on the core platform packages. This means that code can be merged
with decreasing test coverage over time, leading to potential quality degradation.

Specific findings:

No test coverage reporting or gates are configured in the CI pipeline for any package.

The integration tests require real PostgreSQL and Redis infrastructure, which increases CI
runtime and complexity but provides higher fidelity.

The e2e tests are monitored by Checkly, providing continuous validation of critical user
journeys.

Smoke tests are defined as a separate workflow ( .github/workflows/smoke-test.yml ),
validating production deployments.

The tool-search integration tests run against real PostgreSQL with pgvector, ensuring AI-
related database features are validated.

Recommendations:

Implement test coverage reporting and gates for the core server packages (server-api,
server-worker, engine) to prevent coverage regression. A minimum coverage threshold
should be set and enforced in CI.

Consider adding coverage reporting for community pieces, at least for authentication and
HTTP client code which is shared across pieces.

Document the testing strategy and coverage expectations in the engineering handbook.

7. Error Handling (Score: 75/100)

Current state analysis:

Error  handling is  one of  the platform's  strengths,  with a  robust,  centralised system built
around the ActivepiecesError  class in packages/core/utils/src/lib/activepieces-error.ts .
The  class  extends  Error  with  structured  error  parameters,  and  the  ErrorCode  enum
defines  90-plus  error  codes  covering  authentication,  authorisation,  sandbox,  AI,  flow
operations,  secret  manager,  MCP,  and  other  domains.  Each  error  type  uses  a  generic
BaseErrorParams<T,V>  pattern with code and params, ensuring type safety and consistent

error structure.

A  centralised  Fastify  error  handler  processes  all  exceptions,  mapping  error  codes  to
appropriate HTTP status codes. The Sentry exception handler in  packages/server/api/src/
app/helper/exception-handler.ts  filters  known  benign  errors  (AxiosError,

• 

• 

• 

• 

• 

• 

• 

• 
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EXECUTION_TIMEOUT,  ENTITY_NOT_FOUND)  before  sending  to  Sentry,  reducing  noise  in
error tracking.

Exponential backoff retry logic exists in some community pieces (Claude, LocalAI) but is not
implemented as a platform-level  pattern in the engine or worker.  The platform does not
implement  circuit  breakers  for  external  service  calls,  meaning  cascading  failures  from
dependent services are not isolated.

Specific findings:

The error code system is comprehensive and well-structured, covering all major platform
domains.

The centralised error handler ensures consistent HTTP response formatting across all API
endpoints.

Sentry integration includes intelligent filtering to reduce false positives.

No circuit breaker pattern is implemented for external service calls, which could lead to
cascading failures during upstream outages.

Retry logic is not standardised across the platform; it exists in some pieces but not as a
reusable platform-level utility.

Recommendations:

Introduce circuit breakers around external service calls in the engine and worker to
prevent cascading failures during upstream outages.

Standardise retry logic as a platform-level utility, making exponential backoff available to
all pieces and engine operations.

Consider adding error recovery mechanisms for partial flow execution failures, allowing
flows to resume from the last successful step.

8. Economic (Narrative - No Numerical Score)

The  economic  standing  of  the  Activepieces  platform  reflects  a  substantial  development
investment  already  made,  with  an  estimated  49,000  person-hours  of  engineering  effort
invested over an estimated 21-month development period by a team of 15 engineers. The
estimated development cost range is EUR 4,581,500 to EUR 6,198,500, reflecting the high
complexity of the platform (architectural complexity rated 4 out of 5, integration complexity
rated 5 out of 5, and a security surface rated 4 out of 5).

The ongoing maintenance burden is estimated at EUR 808,500 to EUR 1,347,500 per year,
which covers the cost of maintaining the 280-plus integration pieces, the core platform, the
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CI/CD infrastructure,  and the cloud deployment.  This  maintenance cost  is  significant  but
proportionate to the scale and complexity of the platform.

The cost efficiency of the platform is enhanced by its open-source model, which leverages
community contributions for the integration pieces, reducing the internal development cost
for the integration ecosystem. The dual-licensing model (Community Edition open-source,
Enterprise Edition commercial) provides a path to monetisation whilst maintaining the open-
source community benefit.

The infrastructure cost burden is moderate, with the platform designed to run on commodity
cloud infrastructure (AWS Fargate, RDS, ElastiCache) or self-hosted via Docker Compose or
Kubernetes.  The  infrastructure  inventory  includes  5  compute  services,  2  databases,  1
message  queue,  1  storage  bucket,  1  CDN  endpoint,  and  7  other  managed  services,
suggesting a monthly cloud cost in the range of a few thousand to tens of thousands of
euros depending on scale and redundancy requirements.

4. DEVELOPMENT INVESTMENT ESTIMATION

4.1 Effort Analysis

Base hours calculation:

The  codebase  contains  1,240,635  effective  lines  of  code  across  23,866  files.  Using  an
industry-standard  baseline  of  approximately  25  lines  of  code  per  developer-hour  for  a
TypeScript/JavaScript codebase of this complexity, the base effort is calculated as:

1,240,635 LOC / 25 LOC per hour = 49,625 base hours

Complexity multiplier breakdown:

The following complexity factors are applied based on the platform's characteristics:
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Factor Multiplier Rationale

Architectural
complexity

1.4
Multi-component architecture (App, Worker, Sandbox,
Engine, Web) with queue-backed execution model

Domain
complexity

1.2
Automation platform domain with flow execution, AI
integration, and MCP protocol

Integration
complexity

1.5
280-plus integration pieces, multiple AI providers, OAuth2 in
three modes, secret manager integrations

Security surface 1.3
RBAC with 30-plus permissions, SSRF protection, sandboxed
code execution, SSO/SCIM, audit logging

Multi-edition
support

1.2
Three editions (CE, EE, Cloud) with feature gating and
separate test suites

Combined complexity multiplier: 1.4 x 1.2 x 1.5 x 1.3 x 1.2 = approximately 3.9

However, the integration pieces (280-plus) represent a significant portion of the codebase
that is lower in complexity per line (boilerplate-heavy, repetitive patterns). Applying a quality
adjustment factor of 0.25 to account for the proportion of lower-complexity integration code:

Adjusted hours = 49,625 x 3.9 x 0.25 = approximately 48,460 hours

After  rounding  and  accounting  for  additional  overhead  (documentation,  CI/CD  pipeline
development,  infrastructure-as-code,  benchmarking  infrastructure),  the  final  estimated
hours are:

Final estimated hours: 49,000

Complexity classification: High

The  high  complexity  classification  reflects  the  multi-component  architecture,  extensive
integration  surface,  multi-edition  product  strategy,  and  the  security  requirements  of  an
automation platform executing untrusted code.

4.2 Team and Timeline

Estimated team size: 15

Team composition:
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Role Count

Backend Developer 5

Frontend Developer 3

DevOps / SRE 2

QA Engineer 2

AI/ML Engineer 1

Data Engineer 1

Tech Lead 1

Estimated project duration: 21 months

Assumptions:

The team composition reflects the full-stack TypeScript nature of the platform, with
backend developers handling the API, worker, engine, and sandbox components, and
frontend developers handling the React/Next.js web application.

The DevOps/SRE engineers are responsible for the CI/CD pipeline (30-plus GitHub Actions
workflows), Pulumi IaC, Helm chart, Docker builds, and cloud deployment.

The AI/ML engineer focuses on the AI provider integrations, agent execution, and MCP
toolkit.

The data engineer handles the PostgreSQL schema, pgvector integration, and data
migration strategy.

The QA engineers maintain the four-layer testing taxonomy and e2e test infrastructure.

The 21-month duration accounts for the platform's evolution from initial architecture
through the current 0.88.3 version, including the development of 280-plus integration
pieces, three product editions, and comprehensive documentation.

4.3 Cost Estimation

Cost range: EUR 4,581,500 to EUR 6,198,500
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Calculation: 49,000 hours x EUR 75/hour (minimum) = EUR 3,675,000 (base)
49,000 hours x EUR 150/hour (maximum) = EUR 7,350,000 (base)

The calibrated cost range of EUR 4,581,500 to EUR 6,198,500 reflects adjustments for the
team composition (mix of senior and mid-level engineers), geographic distribution, and the
overhead of managing a 15-person team over 21 months. The range accounts for the higher
rates associated with AI/ML engineering and DevOps/SRE roles, and the lower rates for QA
and data engineering roles.

Confidence level: Medium

The confidence level is Medium because the estimation is based on codebase metrics and
complexity factors rather than direct time tracking data. The large number of community-
contributed  integration  pieces  introduces  uncertainty  in  the  effort  attribution,  as  some
pieces may have been contributed by external developers rather than the core team.

4.4 Codebase Metrics

Total files analysed: 23,866

Total effective lines of code: 1,240,635 (non-blank, non-comment)

Code distribution by language:

Language Lines of Code Percentage

TypeScript 1,228,025 99.0%

JavaScript 1,829 0.1%

Shell 1,467 0.1%

Python 409 <0.1%

CSS 2,983 0.2%

HTML 1,363 0.1%

SQL (included in TypeScript via TypeORM) -

YAML 4,663 0.4%
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Note:  The  codebase  overview  reports  a  higher  total  of  1,999,732  effective  LOC  when
including JSON configuration and internationalisation files. The 1,240,635 figure represents
the calibrated effective LOC used for effort estimation, excluding JSON data files and focusing
on executable code.

4.5 Cloud Infrastructure and Maintenance Cost

Detected infrastructure components:

Component Count Details

Compute services 5 AWS Fargate (app + workers), ECS tasks, Docker containers

Databases 2 PostgreSQL (RDS with pgvector), Redis (ElastiCache)

Message queues 1 BullMQ on Redis

Storage buckets 1 AWS S3 (or MinIO for self-hosted)

CDN endpoints 1 Cloudflare

ML/GPU services 0 AI inference via external provider APIs

Other managed services 7 Route53, ALB, ACM, Sentry, BetterStack, Checkly, PostHog

Detected  cloud  provider:  AWS (primary),  with  Cloudflare  for  CDN  and  multiple  SaaS
monitoring services.

Suggested managed services mapping:
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Requirement Managed Service Rationale

PostgreSQL
AWS RDS (with pgvector
support)

Already configured in Pulumi IaC

Redis AWS ElastiCache Already configured in Pulumi IaC

Object storage AWS S3
Already configured; MinIO for self-
hosted

Container
compute

AWS Fargate / ECS Already configured in Pulumi IaC

Load balancing AWS ALB Already configured in Pulumi IaC

DNS AWS Route53 Already configured in Pulumi IaC

TLS certificates AWS ACM Already configured in Pulumi IaC

Error tracking Sentry Already integrated

Uptime
monitoring

BetterStack Already integrated

E2e monitoring Checkly Already integrated

Product analytics PostHog Already integrated

Estimated monthly hosting cost range: EUR 3,000 to EUR 15,000

The wide range reflects the variability in deployment scale:

Lower bound (EUR 3,000/month): Single-AZ deployment with small Fargate instances,
minimal RDS and ElastiCache, and standard SaaS tiers. Suitable for development/staging
or small self-hosted deployments.

Upper bound (EUR 15,000/month): Multi-AZ production deployment with multiple
Fargate replicas, RDS with read replicas and automated backups, ElastiCache cluster
mode, S3 with lifecycle policies, and premium SaaS tiers for Sentry, BetterStack, Checkly,
and PostHog. Suitable for a cloud edition serving thousands of users.

• 
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Key assumptions:

Traffic: Moderate (thousands of flow executions per day)

Redundancy: Multi-AZ for production, single-AZ for development

Data retention: Standard (30-90 days for execution logs, indefinite for flow definitions)

Backup: Daily automated backups with 7-30 day retention (note: current Pulumi config
has backupRetentionPeriod set to 0, which should be corrected for production)

5. FINDINGS SUMMARY

5.1 Critical Issues (Must Fix)

No critical issues were identified during this assessment. The platform does not exhibit any
security vulnerabilities, data integrity risks, compliance issues, or stability concerns that pose
immediate risk to production deployment. This is a notable positive finding for a platform of
this scale and complexity.

5.2 Warnings (Should Fix)

Large  dependency  tree  without  automated  updates:  The  dependency  tree  is
extremely  large  at  4,873  packages  across  the  monorepo,  with  no  Dependabot  or
Renovate configuration for automated dependency updates. Vulnerability scanning via
Grype and Trivy in CI partially mitigates this but does not address proactive updating,
leaving the platform exposed to known vulnerabilities in outdated dependencies.

No test coverage gates in CI: Whilst unit, integration, and e2e tests exist, there is no
mechanism to prevent coverage regression on the core platform packages. This means
code can be merged with decreasing test coverage over time, leading to potential quality
degradation.

No circuit  breaker  pattern for  external  service  calls:  No  circuit  breaker  pattern  is
implemented for external service calls within the engine or worker. Whilst exponential
backoff  retries  exist  in  some  community  pieces,  cascading  failures  from  dependent
services  are  not  isolated  at  the  platform  level,  which  could  lead  to  system-wide
degradation during upstream outages.

• 

• 

• 

• 

1. 

2. 

3. 

https://www.myfonts.com/collections/techno-sphere-font-letterhend?tab=familyPackages

0590FD8819DB42DE9DC86EC0D9962F10

Page 24 of 33 Software Valuation Report



Outdated  PostgreSQL  and  disabled  backups  in  Pulumi  IaC:  The  Pulumi  IaC
configuration in deploy/pulumi/index.ts  uses PostgreSQL engine version 14.9, which is
behind  the  current  supported  major  version.  The  RDS  instance  also  has
backupRetentionPeriod  set to 0, disabling automated backups, and  skipFinalSnapshot

set to true, meaning no final snapshot is taken on deletion.

Helm  chart  securityContext  disabled:  The  Helm  chart  in  deploy/activepieces-helm/
values.yaml  has the  securityContext  entirely  commented out  (lines 44-50),  meaning
pods  run  without  security  hardening  (no  runAsNonRoot,  no  capability  dropping,  no
readOnlyRootFilesystem) by default. This contravenes Kubernetes security best practices.

5.3 Recommendations (Nice to Have)

Automate  dependency  updates:  Configure  Dependabot  or  Renovate  to  automate
dependency  updates  across  the  monorepo,  prioritising  security  patches  for  the  core
platform packages.

Add SAST scanning: Add SAST scanning (e.g., Semgrep or CodeQL) to the CI pipeline to
complement the existing DAST workflow and SBOM-based vulnerability scanning.

Implement test coverage gates: Implement test coverage reporting and gates for the
core server packages (server-api, server-worker, engine) to prevent coverage regression.

Introduce circuit breakers:  Introduce circuit breakers around external service calls in
the engine and worker to prevent cascading failures during upstream outages.

Enforce pod security contexts: Enable and enforce pod security contexts in the Helm
chart  defaults  (runAsNonRoot,  drop ALL capabilities,  readOnlyRootFilesystem)  to  align
with Kubernetes security best practices.

Update  Pulumi  RDS  configuration:  Update  the  Pulumi  RDS  configuration  to  use  a
current  PostgreSQL  major  version  and  set  a  non-zero  backupRetentionPeriod  for
production deployments.

Define  SLO/SLI  targets:  Define  and  document  SLO/SLI  targets  for  the  platform  to
formalise the existing observability infrastructure into actionable service-level objectives.

5.4 Strengths

Comprehensive CI/CD pipeline:  The CI/CD pipeline includes ESLint enforcement,  unit
tests,  integration  tests  split  by  edition  (CE/EE/Cloud),  migration  checks  with  rollback
verification,  DAST scanning,  SBOM generation,  and continuous delivery  workflows for
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canary, cloud, release, and rollback. This is among the most comprehensive CI/CD setups
observed in open-source projects of this class.

Well-structured  monorepo:  The  monorepo  uses  Turborepo  with  clear  package
boundaries,  separating  core  libraries  (shared,  execution,  formula,  piece-types,  utils),
server  components  (api,  worker,  engine),  the  web frontend,  and 280-plus  community
pieces. This structure enables independent builds, testing, and deployment of individual
packages.

Robust error handling: The custom ActivepiecesError  class with 90-plus error codes,
HTTP status mapping, centralised Fastify error handler, exponential backoff retry logic,
Sentry integration, and structured wide-event logging with error enrichment represents a
mature, production-grade error handling system.

Strong security posture: The platform implements SSRF protection via IP classification,
sandboxed code  execution  using  isolated-vm,  granular  RBAC with  30-plus  permission
types,  OAuth2  support  in  three  modes,  SSO/SCIM  in  enterprise  edition,  and  secret
manager integrations (AWS, HashiCorp, CyberArk, 1Password).

Excellent  documentation:  The  Mintlify-hosted  docs  include  a  comprehensive  API
reference  (OpenAPI),  architecture  diagrams,  admin  guides,  engineering  handbooks,
playbooks, postmortems, and over 30 architecture decision records, covering both user-
facing and engineering-facing topics.

Structured  logging  with  sensitive-data  redaction:  The  logging  system  provides
structured JSON logging with automatic redaction of sensitive fields (passwords, tokens,
API  keys),  configurable  log  sampling,  correlation  IDs  (requestId,  traceId),  and  audit
context enrichment across all wide events.

Four-layer testing taxonomy: The testing strategy includes unit, integration, e2e, and
smoke  tests,  with  factory-based  test  helpers  using  @faker-js/faker,  real  infrastructure
(Postgres  +  Redis  +  BullMQ)  for  integration  tests,  and  Playwright-based  e2e  tests
monitored by Checkly.

2. 

3. 

4. 

5. 

6. 

7. 

https://www.myfonts.com/collections/techno-sphere-font-letterhend?tab=familyPackages

0590FD8819DB42DE9DC86EC0D9962F10

Page 26 of 33 Software Valuation Report



6. CONCLUSION

6.1 Overall Assessment Summary

Activepieces  is  a  mature,  well-architected  automation  platform that  demonstrates  strong
production readiness with a score of 70 out of 100, rated as Good. The platform's strengths
lie  in  its  comprehensive  CI/CD  pipeline,  robust  error  handling  system,  excellent
documentation,  strong  security  posture,  and  well-structured  monorepo  architecture.  The
codebase reflects professional  engineering practices across all  dimensions,  with enforced
linting, structured logging with sensitive-data redaction, granular role-based access control,
and a four-layer testing taxonomy.

The platform's estimated development investment of 49,000 person-hours, representing a
team of 15 engineers over 21 months at a cost of EUR 4,581,500 to EUR 6,198,500, reflects
the  substantial  engineering  effort  required  to  build  a  multi-component,  multi-edition
automation platform with 280-plus integration pieces, native AI capabilities, and enterprise
features.  The  ongoing  maintenance  cost  of  EUR  808,500  to  EUR  1,347,500  per  year  is
proportionate to the platform's scale and complexity.

The areas requiring attention are primarily in operational practices rather than fundamental
architecture:  dependency  management  automation,  test  coverage  enforcement,
infrastructure  security  hardening,  and  circuit  breaker  implementation.  None  of  these
represent  critical  issues,  but  addressing  them would  elevate  the  platform from Good to
Excellent production readiness.

6.2 Readiness for Production and Scale

The  platform  is  ready  for  production  deployment  with  caveats.  The  core  architecture  is
sound, with queue-backed execution providing crash recovery and horizontal scalability. The
error  handling,  security,  and  observability  infrastructure  are  production-grade.  The
documentation and CI/CD pipeline support reliable deployment and rollback.

However,  before enterprise-scale production deployment,  the following caveats should be
addressed:

The Helm chart securityContext must be enabled for Kubernetes deployments to ensure
pod security hardening.

The Pulumi IaC must be updated to use a current PostgreSQL version and enable
automated backups for AWS deployments.
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Test coverage gates should be implemented to prevent quality regression as the
codebase evolves.

Circuit breakers should be introduced for external service calls to prevent cascading
failures at scale.

Automated dependency updates should be configured to maintain security posture over
time.

For self-hosted Community Edition deployments, the platform is ready for production use
with  standard  Docker  Compose  or  Helm  deployment,  provided  the  security  hardening
recommendations are applied.

6.3 Key Areas Requiring Attention

The most important technical areas requiring investment in the short term are infrastructure
security hardening (enabling pod security contexts in the Helm chart, updating PostgreSQL
version  and  enabling  backups  in  Pulumi),  test  coverage  enforcement  (implementing
coverage  reporting  and  gates  in  CI  for  core  packages),  and  dependency  management
automation  (configuring  Dependabot  or  Renovate  for  the  monorepo).  Additionally,  the
introduction of circuit breakers for external service calls and the addition of SAST scanning to
the CI pipeline would further strengthen the platform's production readiness.

6.4 Suggested Prioritisation of Improvements

The improvements should be tackled in the following order:

Infrastructure  security  hardening (Helm  securityContext  and  Pulumi  PostgreSQL/
backup configuration) should be addressed first, as these are deployment-default issues
that affect every production deployment and are straightforward to fix.

Dependency  management  automation (Dependabot  or  Renovate)  should  be
configured second, as the large dependency tree (4,873 packages) without automated
updates represents an ongoing security risk that compounds over time.

Test coverage gates should be implemented third, as the lack of coverage enforcement
means quality may degrade silently as the codebase grows. This is particularly important
for the core server packages (api, worker, engine).

Circuit breakers should be introduced fourth, as the platform scales and external service
dependencies  increase,  the  risk  of  cascading  failures  grows.  This  is  a  more  involved
change requiring architectural work in the engine and worker.
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SAST  scanning should  be  added fifth,  complementing  the  existing  DAST  and  SBOM-
based scanning to provide a more comprehensive security testing pipeline.

SLO/SLI  definition should  be  addressed  sixth,  formalising  the  existing  observability
infrastructure into actionable service-level objectives that guide operational decisions.

Documentation of SLO/SLI targets should follow naturally once the targets are defined,
ensuring they are communicated to all stakeholders.
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ANNEX — METHODOLOGY

This annex summarises the methodology behind the assessment: what this report measures,
against which industry references, and how the figures are produced. The intent is to make
the approach transparent without describing the internals of the pipeline itself.

The assessment has two complementary sides:

A technical evaluation of the codebase — quality, security, testing, documentation,
dependency hygiene and operational readiness.

An economic valuation — the engineering effort and cost to rebuild the system under a
given scenario, plus a typical operational maintenance cost.

1. Technical evaluation

The technical assessment combines two complementary layers:

Static analysis. Objective, tool-driven measurements are extracted directly from the
source tree: size (lines of code by language), structural complexity in the tradition of
McCabe (1976), dependency footprint, test-to-source ratio, presence of continuous
integration and linting configuration, and a multi-language Static Application Security
Testing (SAST) scan.

AI-assisted code review. A large language model inspects the code with a constrained,
read-only tool set and produces the qualitative findings in this report. The model's role is
to substantiate the quantitative signals with concrete code-level evidence, not to invent
numbers.

Reference frameworks

Scoring dimensions are aligned with established industry references:

1. 

2. 

• 

• 

https://www.myfonts.com/collections/techno-sphere-font-letterhend?tab=familyPackages

0590FD8819DB42DE9DC86EC0D9962F10

Page 30 of 33 Software Valuation Report



Dimension Reference

Code Quality &
Maintainability

ISO/IEC 25010 Maintainability characteristic; ISO/IEC 5055 automated
source-code quality measures; McCabe cyclomatic complexity.

Test Coverage &
Quality

The test pyramid (Cohn) and ISO/IEC 25010 Reliability.

Security Posture
OWASP Top 10, OWASP ASVS, and the NIST Secure Software
Development Framework (SP 800‑218); SAST findings are categorised
against the CWE catalogue.

Documentation SWEBOK v4 recommendations on software documentation.

Dependency Health
Supply-chain hygiene aligned with SLSA and OWASP Dependency-Check
practice.

Error Handling &
Resilience

Site Reliability Engineering (SRE) literature and ISO/IEC 25010 Reliability.

Each dimension is scored on a 0–100 scale. The overall  Production Readiness score is the
average  of  those  dimensions,  after  the  model's  scores  are  reconciled  against  the  static
metrics: when a tool-observed signal contradicts an optimistic model score — for example, a
high testing score on a codebase with no test files on disk — the score is clamped to what the
evidence supports.

2. Economic valuation

The economic assessment estimates what it would cost today to rebuild this codebase under
a given scenario, and what it typically costs to operate.

Build effort

Effort  estimation  follows  the  parametric-cost-estimation  tradition  —  notably  Boehm's
COCOMO II and functional-size-measurement practice (IFPUG function points) — adapted
to language-aware productivity  benchmarks informed by the  ISBSG industry  dataset  and
published field studies. The estimate is anchored in observable properties of the codebase
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(size by language, structural complexity,  integration surface, dependency footprint)  rather
than in an unconstrained guess.

Three scenario factors refine that baseline:

Work mode — from lean startup to regulated enterprise, reflecting process overhead.

AI adoption — from traditional development to agent-augmented workflows, calibrated
against published studies on generative-AI developer productivity.

Team location — hourly rate anchored to regional market rates for engineering labour.

Cost range

Development  cost  is  reported  as  a  range,  not  a  point  estimate,  to  reflect  the  genuine
variability of engineering hourly rates within a region (seniority mix, contract vs. employee,
engagement type).

Maintenance cost

Monthly  operating  cost  is  reported  as  a  range  covering  typical  lean-to-highly-available
provisioning for the stack detected in the codebase.

3. What the numbers mean — and don't mean

Scores summarise what is observable at the analysed commit. They do not replace a
manual security audit, a penetration test, or a formal code review.

Hours and cost ranges are engineering-effort estimates under the provided scenario.
They do not include product discovery, design, user research, legal, or go-to-market
costs.

Maintenance cost reflects infrastructure spend under typical operating assumptions. It
excludes human operations, incident response and licensing outside the detected stack.

4. Reproducibility

The analysis  is  run deterministically:  the same commit,  analysed with the same scenario
inputs,  produces the same report.  Variability  in  the AI  layer  is  suppressed through zero-
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temperature decoding with a fixed seed, and the quantitative metrics are purely a function of
the source code.

This report was generated by CODEEGO LTD.

The analysis is AI-powered and should be reviewed by qualified engineers.

CODEEGO LTD · Company number 17056638
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