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The Elastic Stack

Plugins

User Interface
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Beats are lightweight
shippers that collect and
ship all kinds of operational
data to Elasticsearch



Examples of operational data

wire data

Packetbeat Topbeat Filebeat
Winlogbeat
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Sniffing the network traffic

* Copy traffic at OS or hardware level

Client * |s completely passive
- ZERO latency overhead
l Sniff sniff * Not in the request/response path,
g — cannot break your application
Server

%@ elastic
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Packetbeat: Available decoders

‘ PostgreSQL

£ Redis

Thrift-RPC
Memcache
MongoDB

ICMP

° Add your own

% elastic
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Topbeat: Exported data

system load

total CPU usage
CPU usage per core
Swap, memory usage

state + available disks
name + used, free space
command line * mounted points
pid

CPU usage

memory usage

. .
% elastic



Filebeat

Forwards log lines to
Elasticsearch

2016/702/09 21:20:42.414572 client.
2 105 110 103 95 101 120 99 101 1

00:257: WARN Can not index event (st«
2 116 105 111 110 34 44 34 114 101 97

16 194 32 102 97 105 188 117 114 101 115 32 123 9 29 97 112 112 101 11
2 32 100 105 102 182 101 114 101 110 116 6 12 101 44 3299 117 1

114 183 1081 100 95 116 121 112 11

414833 output.
1 20:4 0692 bulkapt

NNNNNNN

) 129:42.429343 bulkagp
.‘.'3-4’,'. '1"(' ,-l ‘.,1..
2 105 110
16 104 32
114 101

1
|

110 116 32 116 112 101
2 101

32 N
2 .

1 20:42.472679 output.
120:42.474100 bulkap
120:42.482476 single.
120:42.482513 output.
1:29:42.484328 bulkapi

NNINNN

1
) §
1
 §
1
i
4
|
4

2 output.
SO3488 bulkapt

NNNINNNNN

single.

91 output.g

1 20:42 427488 single.gx
1 20:42.427526 output.go:87

99958 single.gc

3‘342‘-. 51'1u' e.go:

32 91 100 111 117 ¢ 3 93 93 125
414805 single.go:135: DBG send comp

DBG output wc : publish 5@

: DBG Sending bulk request to ht

DBGC send completed

DBG output worker: publish 50 events
DBG Sending bulk reguest to http://
WARN Can not Ve '11 (statuss~ 4(%,

@3 95 101 120 § | 1’ 'H 1085 111 110 3
@2 97 105 188 117 114 111

115 32 123 91 109 97 112 112 101 114 1.-’ 91

44 32 99 117 114 114 101 110 116 95 116 122
.00 '.1'. 117 98 108 101 93 93 125 34 125)
0:42 56 single.go:l:

DBGC send completed

DBG output worker: publish events

: DBG  Sending bulk request to http://
send compl d

0BG output worker: publish events

: DBG Sending bulk reguest to http

:135: D8G send completed

: DBG output worker: publish 5@ events

: DBG Sending bulk request to http://

DBGC send completed

DBG output worker: publish events
31: DBG Sending bulk request to http://
S: 0BG send completed

DBG output worker: publish 22 events

6 Sending bulk request
send completed

: DBG Received sigterm/sigint, stoppi
INFO Start exiting beat
INFO Stopping Beat
INFO Cleanm > topbeat before shutting
INFO Exit beat completed
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Filebeat: Never lose a log line

Yo Filebeat, slow it
down a bit, pls

Back-pressure
sensitive

protocol

Filebeat

read pomter

The original log lines
act like a queue

line line line line line

line

%# elastic
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Filebeat: Parse logs with Logstash
Parse logs with Logstash

Filebeat

= 9 3
= plasticsearch

§. logstash
|
v

Other
systems

Filebeat sends out unparsed log
lines

Use filters from Logstash to
parse the log lines

Flexible, with conditionals &
custom filters

Forward data to other systems
using the Logstash output
plugins

% elastic
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Filebeat: Parse logs with Ingest Node
Parse logs with Ingest node in Elasticsearch

* Filebeat sends out unparsed log
lines directly to Elasticsearch

* Use Ingest Node processors
(grok, geoip...) to parse the log

Filebeat lines
- Easier to setup

¢ e elasti
»* elastic
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Winlogbeat

Forwards Windows Event logs
to Elasticsearch

System  Number of events: /23

Level

(i) Information
(i) Information
@ Information
CD Information

Date and Time

1/13/2015 9:26:35 AM
171372015 9:26:35 AM
171372015 9:26:35 AM
1/13/2015 9:26:35 AM

Source

Service Control Manager
Senace Control Manager
Senace Control Manager
Service Control Manager

. TaskC

§§§%

{1 Information 1/13/2015 9:26:35 AM  Service Control Manager
(i) Information 1/13/2015 %:26:33 AM  Nafs (Microsoft-Windows-N... 98 None
(i) Information 1/13/2015 9:26:33 AM  Kernel-Processor-Power (Mi... 55 @7
@ Information 171372015 9:26:33 AM  Kernel-Processor-Power (Mi... 55 @0
@ Information 1/13/2015 9:26:32 AM  Kernel-Power 08 (159)
(i) Information 1/13/2015 9:26:32 AM  FilterManager 6 None
<| ™
Event 7036, Service Control Manager
' General | Details
The Plug and Play service entered the running state.

Log Name: System

Source Service Control Manager Logged: 1/13/2015 9:26:35 AM

Event ID: 7035 Task Category: None

Level Information Keywords: Classic

User: N/A Computer vagrant-2012-r2

QpCode: Info

More Information:  Event Log Online Help
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Beats Platform

Elastic
Beats

libbeat

{Community}
Beats

Collect, Parse & Ship

= beats

Optlonal

Search & Analyze

= .
m  plasticsearch

Q. logstash

Enrich & Transport

4

HOERE!

Explore & Visualize

. .
% elastic
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Architecture Overview - libbeat

{Community}Beat

~

Config

Management

Elasticsearch

Debugging
Cmd Line
Handling

libbeat

Outputs

Logstash

Logging
Syslog

Testing

Testing
Environment

System Test
Framework




Beats Packer

Produces RPMs, DEBs, ...
https://github.com/elastic/beats-packer
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topbeat, packetbeat and
soundbeat

https://qithub.com/dadoonet/soundbeat

Q. sredicamp
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thanks!

https://qithub.com/dadoonet/soundbeat

Q. sredicamp



