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Identifying Phishing Scams 

 

 

 

GOAL: 

To reduce the number of 
phishing attempts by 50% in 

2025 and increase the 
number of phishing attempts 
that employees successfully 
identify and report to the IT 

department.

Identify common signs of 
phishing scams such as asking 

for personal information, 
downloading an attached file, 

requesting urgent 
information, recognizing 

spelling and grammar errors, 
or sender is unfamiliar email 

address. 

Interactive activity where 
learners can identify common 

signs of phishing attempts.

Identify when to report 
phishing attempts.

Phishing simulation activity 
where learners receive various 

scam attempts and must 
identify whether to report or 

ignore them.

Accurately report phishing 
attempts to the IT 

department.

Learners can follow a detailed, 
interactive guide that walks 
them through the steps of 

reporting a phishing attempt.

Job aid for reporting the scam 
to the IT department.
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