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Preface

Preface

This guide contains Command-Line Interface (CLI) commands to maintain the Runner 4G
device. This guide provides a complete listing of all possible commands. The other chapters
provide examples of how to implement the most common of these commands, general
information on the interrelationships between the commands and the conceptual

background of how to use them.

1 Readership

This guide is for the networking or computer technician responsible for configuring and

maintaining the Runner 4G on-site. It is also intended for the operator who manages the
Runner 4G. This manual cover high-level technical support procedures available to Root

administrators and Runner 4G technical support personnel.

2 Organization

This manual covers the following topics:

Introduction to the CLI Describes how to use the Runner 4G Command-Line
Interface (CLI), its hierarchical structure, authorization
levels and its help features.

Command Reference Provides an alphabetical list of the available CLI commands
that you can use to configure the Runner 4G device.

3 Document Conventions

Command descriptions use the following conventions:

boldface font

Commands and keywords are in boldface.
Must be typed exactly as shown. Bold font
is used as a user input in examples.

italic font

Arguments for which you supply values are
in italics.

I [optional]

Elements in square brackets are optional.

I <replaceables

Elements in angle brackets are replaceable.

x|y]2 Alternative keywords are grouped in round
brackets and separated by vertical bars.
x|y|z Optional alternative keywords are grouped

in brackets and separated by vertical bars.
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Each command description is broken down into the following sub-sections:

Description Description of what the command does.
Synopsis The general format of the command.
Prefix no The possibility of using no prefix with

command.

Change settings

The ability of command to change the
settings.

Multiple input

The possibility of multiple input.

Group entry

Name of the group that owns the command.
If there is no group, this section does not
displayed.

Interface type

Type of interface, which can be managed by
the command. The section does not
displayed, if this context has no meaning for
the command.

Interfaces used in the system and the
relationships between them are shown in
the diagrams below.

Arguments

List of arguments if they exists, and
explanations to them.

Example

An illustration of how the command looks
when invoked. Because the interface is
straightforward, some of the examples are
obvious, but they are included for clarity.

Notes, cautionary statements, and safety warnings use these conventions.

Note:

Warning:

Means "reader take note". Notes contain helpful suggestions or
references to materials not contained in this manual.

Means "reader be careful". You are capable of doing something that
might result in equipment damage or loss of data.
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Product Overview

1.1 Hardware Configuration

CPU
RAM
Flash
LTE

Ethernet

Wi-Fi

MediaTek MT7628NN MIPS® 24KEc 575 MHz
ESMT M14D1G1664A-2.5BG2S 128MB DDR2-800
GigaDevice 25Q256DF 32MB SPI

Qualcomm® MDM9207, Cat. 4 3G/4G

Ports Chipset Notes

4 Integrated

Label Speed Notes

0 100 Mbps WAN port

1 100 Mbps

2 100 Mbps

3 100 Mbps

Band Chipset Notes

2.4 GHz MediaTek MT7603 802.11bgn 2x2
(on-die)
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Introduction to the CLI

This chapter describes how to use the Runner 4G Command-Line Interface (CLI), its
hierarchical structure, authorization levels and its help features.

The primary tool for managing the Runner 4G router is the command line interface (CLI).
System settings can be defined as a sequence of commands, which can be executed to
bring the device to the specified condition.

Runner 4G has three types of settings:

Current settings running config is a set of commands describing the current
status of the system. Current settings are stored in RAM and
reflect every change of the system settings. However, the
content of RAM is lost when the device is turned off. To
restore the settings after reboot, they must be saved in
non-volatile memory.

Startup configuration startup config is a sequence of commands, which is stored in
a specific partition of the non-volatile memory. It is used to
initialize the system immediately after startup.

Default settings default config contains factory default settings of Runner 4G.
RESET button is used to reset startup configuration to the
factory default.

Files startup-configand running-config can be edited manually, without participation
of the command line. It should be remembered that the lines with ! in the beginning are
ignored by the parser and the arguments which contain spaces must be enclosed in double
quotes (for example, ssid "Free Wi-Fi"). Quotes themselves are ignored by the parser.

Responsibility for the accuracy of the changes rests with their author.

2.1 Enter commands in the CLI

Command line interpreter in Runner 4G is designed for beginners as well as experts. All
command names and options are clear and easy to remember.

Commands are divided into groups and arranged in a hierarchy. Thus, to do a setting, the
operator needs to enter a sequence of nested command group names (node commands),
and then enter the final command with parameters.

For example, IP-address of the FastEthernet0/Vlan2 network interface is set using the
address command, which is located in the interface - ip group:

(config)>interface FastEthernet0/Vlan2 ip address 192.168.15.43/24
Network address saved.
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2.1.1 Entering a group

Some of the node commands (containing a group of child commands) can be “entered”
to allow direct executing of the child commands without typing the node name as prefix.
In this case the prompt is changed to indicate the entered group.

The exit command or [Ctrl]+[D] key combination can be used to exit a group.

For example, after entering the interface group the command line prompt is changed to
(config-if):

(config)>interface FastEthernet0/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 Getting Help and auto-completion

28

To make the configuring process as comfortable as possible, the CLI provides
auto-completion of commands and parameters, hinting the operator, which commands

are available at the current level of nesting. Auto-completion works by pressing [Tab].
Example:

(config)>in[Tab]
interface - network interface configuration
(config)> interface Fa[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0
FastEthernet0®/Vlanl
FastEthernet®/Vlan2

(config)> interface FastEthernet0[Tab]

Usage template:
interface {name}

Variants:
FastEthernet@/Vlanl
FastEthernet@/Vlan2

(config)> interface FastEthernet®[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
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mtu - set Maximum Transmit Unit size

mru - set Maximum Receive Unit size
access-group - bind access-control rules

apn - set 3G access point name

(config-if)> ip ad[Tab]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

Hint for the current command can always be displayed by pressing [Tab]. Example:

(config)> interface FastEthernet0/Vlan2 [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface FastEthernet0/Vlan2

2.3 Prefix no

Prefix no is used to negate a command.

For example, the command interface is responsible for creating a network interface with
the given name. When used with this command, prefix no causes the opposite action —
removing of the interface:

(config)> no interface PPPoEO

If the command is composite, no can be placed in front of any member. For example,
service dhcp enables the DHCP service. It consists of two parts: service — the group name
in the hierarchy of commands, and dhcp — the final command. Prefix no can be placed
either at the beginning, or in the middle. The action is the same in both cases: stopping
of the service.
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(config)> no service dhcp
(config)> service no dhcp

2.4 Multiple input

Many commands have the property of idempotence, which means that multiple input of a
command has the same effect as as the single input. For example, entering service http
adds asingleline“service http”tothe currentsettings, and re-entering does not change

anything.

However, some of the commands allow you to add not a single, but multiple records, if
they are entered with different arguments. For example, static routing table entries ip
route or filters access-list are added sequentially and appear in the settings as a list:

Example 2.1. Using a command with multiple input

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1l

Records from such tables can be removed one by one, using prefix no and arguments to
identify the record you want to remove:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO
55.255.255.0 PPTP1

ip route 1.1.1.0 2
ip route 1.1.3.0 2

2.5 Saving to startup settings

30

Current and startup settings are stored in the files running-config and startup-config,
respectively. To save the current settings in the non-volatile memory, copy them as shown
below:

(config)> copy running-config startup-config
Copied: running-config -> startup-config
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2.6 Delayed restart

If Runner 4G device is located away from the operator and is managed remotely, there is
a risk to lose control over it because of a misoperation. In this case it will be difficult to
reboot and return to the saved settings.

The system reboot command lets you set a delayed restart timer, perform “risky” settings,
then turn off the timer and save the changes. If connection to the device is lost during
configuration, the operator will be enough to wait for automatic reboot and connect to
the device again.
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Command Reference

3.1 Core commands

Core commands are used to manage files on your device.

3.1.1 copy

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

3.1.2 erase
Description

Prefix no

Copy the contents of one file to another. Used for the firmware updating,
saving the current settings, resetting to factory, etc.

No
No
No
(config)>  copy ¢«sources «destinations
Argument Value Description
source Filename Full path to the file to be copied in <file
system>:<path> format
destination Filename Full path to the directory for the new file.

Current settings can be saved as follows:
(config)> copy running-config startup-config

(config)> copy log MyPassport:/log.txt

File names in this example are aliases. Full names of the configuration files
are system: running-config and flash:startup-config, respectively.

Version Description

2.00 The copy command has been introduced.

Delete a file from the Runner 4G device.

No
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Change settings
Multiple input

Synopsis

Arguments

Example

History

3.1.3 exit

Description
Prefix no
Change settings
Multiple input

Synopsis

Example

History

3.14ls

Description
Prefix no
Change settings
Multiple input

Synopsis

Yes
Yes
(config)> erase «filename>
Argument Value Description
filename Filename Specifies the file to be removed.

(config)> erase ext-opkg:/.dlna_files.db

FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.

Version Description

2.00 The erase command has been introduced.

Leave the command node.
No
No

No
I (config)> exit

(show)> exit
Core::Configurator: Done.

(config)>
Version Description
2.00 The exit command has been introduced.

Display list of files from the specified directory.
No
No

No

I (config)>  1s[«irectory]

34
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Arguments

Example

History

3.1.5 mkdir

Description
Prefix no
Change settings
Multiple input

Synopsis

Arguments

Argument

Value Description

directory

Path to the directory. Must contain the
name of the file system and path to the
folder directly in the following format <file
system>:<path>. Examples of file systems
— flash, temp, proc, usb. etc.

String

(config)> 1s FILES:

rel: FILES:

entry, type = D:
name: com

entry, type = R:
name: IMAX.mkv
size: 1886912512

entry, type = D:
name: speedfan

entry, type = D:
name: portable

entry, type = D:
name: video

entry, type = D:
name: HoBas nanka

Version

Description

2.00

The Is command has been introduced.

Create a new directory.

No
No
No
(config)> mkdir «directory»
Argument Value Description
directory String Path to the directory.
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Example

History

3.1.6 more

Description
Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

(config)> mkdir SANDSK:/test
FileSystem: :Repository: "SANDSK:/test" created.

(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.

Version

Description

2.12

The mkdir command has been introduced.

Display the contents of a text file line by line.

No
No
No
(config)> more «filename>
Argument Value Description
filename Filename Full path to the file or alias.

(config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1 rotate

Version

Description

2.00

The more command has been introduced.

3.2 access-list

Description

Prefix no
Change settings
Multiple input

Group entry

Access to a group of commands to configure the selected list of packet filtering

rules. If the list is not found, the command tries to create it. Such a list can
be assigned to a network interface using interface ip access-group command.

Command with no prefix removes the list of rules.

Yes

Yes

Yes

(config-acl)
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Synopsis

Arguments

Example

History

(config)>

access-list name>

(config)> no access-1list name»

Argument

Value

Description

name

String

Filtering rules list name (Access Control List, ACL).

(config)> access-list test_acl
Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

Version

Description

2.00

The access-list command has been introduced.

3.2.1 access-list deny

Description

Prefix no
Change settings
Multiple input

Synopsis

Add a packet filtering deny rule into a specified ACL.

Command with no prefix removes the rule.

Yes
Yes

Yes

(config-acl)>

(config-acl)>

deny (tcp | udp) <sources <source-mask»

[ port((<src-port-operators <source-port)|

( range <source-ports <source-end-port,))]
<destinations «destination-mask>

[ port((<«dst-port-operators«destination-port)|
(range «destination-port> «destination-end-port))]

deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask»

(config-acl)> no deny (tcp | udp) <sources <source-mask»
[ port((<«src-port-operator: <source-ports)|
( range <source-ports <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port>«destination-end-port))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
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Arguments

«destinations «<destination-mask>

Argument Value Description
tcp Keyword TCP protocol.
udp Keyword UDP protocol.
icmp Keyword ICMP protocol.
esp Keyword ESP protocol.
gre Keyword GRE protocol.
ipip Keyword IP in IP protocol.
ip Keyword IP protocol (include TCP, UDP, ICMP and
other).
source IP-address |The source address in the header of
IP-packet.
source-mask IP-mask Mask to be applied to the source address
in the header of IP-packet before
comparison with source. There are two
ways to enter the mask: the canonical form
(for example, 255.255.255.0) and the
form of prefix bit length (for example, /24).
source-port Integer Source port in the TCP or UDP header.
source-end-port|Integer The end of the source range of ports.
src-port-operator|lt Operator “less” to compare the port with
the specified source-port.
eq Operator “equal” to compare the port with
the specified source-port.
gt Operator “greater” to compare the port
with the specified source-port.
destination IP-address |The destination address in the header of
IP-packet.
destination-mask|IP-mask Mask to be applied to the destination
address in the header of IP-packet before
comparison with destination. There are
two ways to enter the mask: in the
canonical form (for example,
255.255.255.0) and in the form of prefix
with bit length (for example, /24).
destination-port|Integer Destination portin the TCP or UDP header.
destination-end-port|Integer The end of the destination range of ports.
dst-port-operator|lt Operator “less” to compare the port with
the specified destination-port.
eq Operator “equal” to compare the port with

the specified destination-port.

38

Command Reference Guide — Runner 4G (KN-2210)



Chapter 3 Command Reference

Example

History

Argument Value Description

gt Operator “greater” to compare the port
with the specified destination-port.

(config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule deleted.

Version Description

2.00 The access-list deny command has been introduced.
2.06 New value ip was added to the protocol argument.
2.08 New protocols esp, gre and ipip were added.
2.09.A.2.1 Port ranges were added.

3.2.2 access-list permit

Description

Prefix no
Change settings
Multiple input

Synopsis

Add a packet filtering permit rule into a specified ACL.
Command with no prefix removes the rule.

Yes

Yes

Yes

(config-acl)>  permit (tcp | udp) <sources <source-mask>
[ port((<«src-port-operator: <source-ports)|
( range <source-port <source-end-port))]
«destinations <destination-mask>
[ port((<«dst-port-operator> «destination-ports)|
(range «destination-port «destination-end-port))]

(config-acl)> permit (icmp | esp | gre | ipip | ip)<sources <source-mask»
<destinations «destination-mask»
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(config-acl)> no permit (tcp | udp) <sources <source-mask>
[port((<«src-port-operators<source-port)|
( range <source-ports <source-end-port»))]
<«destinations <destination-mask>
[ port((<«dst-port-operator «destination-port>)|
( range «destination-ports «destination-end-port,))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask>
«destinations <destination-mask>

Arguments Argument Value Description

tcp Keyword TCP protocol.

udp Keyword UDP protocol.

icmp Keyword ICMP protocol.

esp Keyword ESP protocol.

gre Keyword GRE protocol.

ipip Keyword IP in IP protocol.

ip Keyword IP protocol (include TCP, UDP, ICMP and
other).

source IP-address |The source address in the header of
IP-packet.

source-mask IP-mask Mask to be applied to the source address
in the header of IP-packet before
comparison with source. There are two
ways to enter the mask: the canonical form
(for example, 255.255.255.0) and the
form of prefix bit length (for example, /24).

source-port Integer Source port in the TCP or UDP header.

source-end-port|Integer The end of the source range of ports.

src-port-operator|lt Operator “less” to compare the port with
the specified source-port.

eq Operator “equal” to compare the port with
the specified source-port.
gt Operator “greater” to compare the port

with the specified source-port.

destination IP-address |The destination address in the header of
IP-packet.

destination-mask|IP-mask Mask to be applied to the destination

address in the header of IP-packet before
comparison with destination. There are
two ways to enter the mask: in the
canonical form (for example,
255.255.255.0) and in the form of prefix
with bit length (for example, /24).
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Example

History

Argument Value Description

destination-port|Integer Destination portin the TCP or UDP header.
destination-end-port|Integer The end of the destination range of ports.
dst-port-operator|lt Operator “less” to compare the port with

the specified destination-port.

eq Operator “equal” to compare the port with
the specified destination-port.

gt Operator “greater” to compare the port

with the specified destination-port.

(config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 8080 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.

Version Description

2.00 The access-list permit command has been introduced.
2.06 New value ip was added to the protocol argument.
2.08 New protocols esp, gre and ipip were added.
2.09.A.2.1 Port ranges were added.

3.2.3 access-list rule

Description

Prefix no
Change settings

Multiple input

Disable, set operation time by schedule, change the order or set description
for the ACL rule.

Command with no prefix enables the rule, removes schedule and description
for ACL rule.

Yes
Yes

Yes
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Synopsis (config-acl)>  rule <index> (disable | schedule «<schedule; | order
<new-1index> | description «description)
(config-acl)> no rule <index> (disable | schedule | description)
Arguments Argument |Value Description
index Integer The ACL rule number.
disable Keyword Disable the ACL rule.
schedule Schedule The name of the schedule that was created
name with schedule group of commands.
order Integer New position of the ACL rule in the list.
description |String The ACL rule description.
Example (config-acl)> rule 0 disable
Network::Acl: Rule disabled.
(config-acl)> rule 0 schedule acl_schedule
Network::Acl: Rule schedule set to "acl schedule".
(config-acl)>rule 0 description myacl
Network::Acl: Rule description set to "myacl".
(config-acl)> rule 0 order 1
Network::Acl: Rule 0 moved to position 1.
(config-acl)> no rule 0 disable
Network::Acl: Rule enabled.
(config-acl)> no rule 0 schedule
Network::Acl: Rule schedule removed.
(config-acl)> no rule 0 description
Network::Acl: Rule description removed.
History Version Description

2.08 The access-list rule command has been introduced.

3.3 adguard-dns

Description Access to a group of commands to configure AdGuard DNS profiles.
Prefix no No
Change settings No
Multiple input No
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Group entry (adguard-dns)

Synopsis I (config)> adguard-dns

Example (config)> adguard-dns
Core::Configurator: Done.
(adguard-dns)>

History Version Description

2.12 The adguard-dns command has been introduced.

3.3.1 adguard-dns assign

Description Assign profile of protection to the host. By default standard profile is used
for all hosts.

Command with no prefix resets setting to default standard profile.

Prefix no Yes
Change settings Yes
Multiple input Yes
Synopsis (adguard-dns)>  assign [ <host> ] <type>
(adguard-dns)> no assign [ <host> ]
Arguments Argument |Value Description
host MAC-address |Host to which type of protection is applied. If
not specified, the protection is applied to all
hosts.
type default No protection used.
base Blocking advertising,tracking and phishing.
standard Secure DNS resolving, no blocking.
family Blocking advertising,tracking, phishing, adult
sites, providing secure search.

Example (adguard-dns)> assign base
AdguardDns::Client: Default type set.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA default
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been associated with »
"default" profile.
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History

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA standard
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "standard" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA family
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "family" profile.

(adguard-dns)> no assign a8:1e:84:85:f2:72
AdguardDns::Client: Host "a8:1e:84:85:f2:72" has been removed.

(adguard-dns)> no assign
AdguardDns::Client: Default type set.

Version Description

2.12 The adguard-dns assign command has been introduced.

3.3.2 adguard-dns check-availability

Description
Prefix no
Change settings
Multiple input

Synopsis

Example

History

Check availability of AdGuard DNS service.
No
No

No
I (adguard-dns)>  check-availability

(adguard-dns)> check-availability
AdguardDns::Client: AdGuard DNS is available.

Version Description
2.12 The adguard-dns check-availability command has been
introduced.

3.3.3 adguard-dns enable

Description

Prefix no
Change settings

Multiple input

Enable AdGuard DNS service.

Command with no prefix disables the service.
Yes

Yes

No
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Synopsis

Example

History

I (adguard-dns)>  enable

I (adguard-dns)> no enable

(adguard-dns)> enable
AdguardDns::Client: AdGuard DNS enabled.

(adguard-dns)> no enable
AdguardDns::Client: AdGuard DNS disabled.

Version Description

2.12 The adguard-dns enable command has been introduced.

3.4 cloud control2 security-level

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Set Cloud Control2 service security level for Keenetic mobile application. By
default, public value is set.

No
Yes

No

(config)> cloud control2 security-level (public | private)

Argument |Value Description

public Keyword Access to the Cloud Control2 is allowed for
public, private and protected interfaces.

private Keyword Access to the Cloud Control2 is allowed for

private interfaces only.

(config)> cloud control2 security-level public
CloudControl2::Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

Version Description
3.05 The cloud control2 security-level command has been
introduced.
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3.5 cloudflare-dns

Description
Prefix no
Change settings
Multiple input
Group entry

Synopsis

Example

History

Access to a group of commands to configure Cloudflare DNS profiles.
No
No
No

(cloudflare-dns)

I (config)> cloudflare-dns

(config)> cloudflare-dns
Core::Configurator: Done.
(cloudflare-dns)>

Version Description

3.05 The cloudflare-dns command has been introduced.

3.5.1 cloudflare-dns assign

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Assign profile of protection to the host. By default standard profile is used
for all hosts.

Command with no prefix resets setting to default.
Yes
Yes

Yes

(cloudflare-dns)>  assign [ <hosts] «types

(cloudflare-dns)> no assign [ <host> ]

Argument |Value Description
host MAC-address |Host to which type of protection is applied. If
not specified, the protection is applied to all
hosts.
type default No protection used.
standard Secure DNS resolving, no blocking.
malware Blocking malware.
family Blocking malware and adult sites.
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Example

History

(cloudflare-dns)> assign default
CloudflareDns::Client: Default type set.

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 default
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "default" profile.

v

(cloudflare-dns)> assign c0:b8:83:c2:ch:11 standard
CloudflareDns: :Client: "c0:b8:83:c2:cb:11" has been reassociated
with "standard" profile.

v

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 malware
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "malware" profile.

\J

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 family
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "family" profile.

v

(cloudflare-dns)> no assign c0:b8:83:c2:ch:11
CloudflareDns::Client: Host "c0:b8:83:c2:cb:11" has been removed.

(cloudflare-dns)> no assign
CloudflareDns: :Client: Default type set.

Version Description
3.05 The cloudflare-dns assign command has been
introduced.

3.5.2 cloudflare-dns check-availability

Description
Prefix no
Change settings
Multiple input

Synopsis

Example

History

Check availability of Cloudflare DNS service.
No
No

No
I(cloudflare—dns)> check-availability

(cloudflare-dns)> check-availability
CloudflareDns: :Client: Cloudflare DNS is available.

Version Description

3.05 The cloudflare-dns check-availability command has
been introduced.
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3.5.3 cloudflare-dns enable

Description
Prefix no
Change settings

Multiple input

Synopsis

Example

History

Enable Cloudflare DNS service.

Command with no prefix disables the service.
Yes

Yes

No

I(cloudflare-dns)> enable

I (cloudflare-dns)> no enable

(cloudflare-dns)> enable
CloudflareDns: :Client: Cloudflare DNS enabled.

(cloudflare-dns)> no enable
CloudflareDns: :Client: Cloudflare DNS disabled.

Version Description

3.05 The cloudflare-dns command has been introduced.

3.6 components

Description
Prefix no
Change settings
Multiple input
Group entry

Synopsis

History

Access to a group of commands to manage firmware components.
No
No
No

(config-comp)

(config)>  components

Version Description

2.00 The components command has been introduced.

3.6.1 components auto-update channel

Description

Set source of components for auto-update feature. By default, value stable
is used.

Command with no prefix resets setting to default.
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Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Yes
Yes

No

(config-comp)>  auto-update channel <channel

(config-comp)> no auto-update channel

Argument |Value Description

channel stable Components have been fully tested and
recommended for installation. The web
interface specifies this channel as Main.

preview Components contain the latest features and
enhancements, but have not been fully tested
yet. The web interface specifies this channel
as Preview.

draft The components contain the latest features
and are used for testing. The web interface
specifies this channel as Dev.

(config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.

Version Description

3.01 The components auto-update channel command has
been introduced.

3.6.2 components auto-update disable

Description

Prefix no
Change settings
Multiple input

Synopsis

Components auto-update function. By default, automatic update is enabled.
Command with no prefix enables auto-update.

Yes

Yes

Yes

I(config-comp)> auto-update disable

I (config-comp)> no auto-update disable
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Example

History

(config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

Version Description

2.09 The components auto-update disable command has
been introduced.

3.6.3 components auto-update schedule

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Assign a schedule for the auto-update operation. Schedule must be created
and customized with schedule action command before execution.

Command with no prefix unbinds the schedule.
Yes
Yes

No

(config-comp)>  auto-update schedule «<schedule;

(config-comp)> no auto-update schedule

Argument |Value Description

schedule Schedule name |The name of the schedule that was created

with schedule group of commands.

(config-comp)> auto-update schedule Update
Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.

Version Description

3.03 The components auto-update schedule command has

been introduced.

3.6.4 components check-update

Description

Prefix no

Check the firmware updates for the candidate or member of Modular Wi-Fi

System.

No
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Change settings
Multiple input

Synopsis

Arguments

Example

History

No

No

(config-comp)>  check-update [ force]

Argument |Value Description

force Keyword Check for updates constantly.

(config-comp)> check-update

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no

(config-comp)> check-update force

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55

valid: no
Version Description
2.14 The components check-update command has been
introduced.

3.6.5 components commit

Description

Prefix no
Change settings
Multiple input

Synopsis

History

Apply the changes made by components install and components remove
commands.

No
Yes

No

(config-comp)>  commit

Version Description
2.00 The components commit command has been
introduced.
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3.6.6 components install

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Mark component to install. Final installation carried out with components
commit command.

No
Yes

Yes

(config-comp)>  install «component>

Argument Value Description

component String Component name. List of available
components for installation can be
displayed with the components list
command.

(config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.

Version Description

2.00 The components install command has been introduced.

3.6.7 components list

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

Switch to the selected sandbox and mark for installation all the components
that require changes to match the version in the sandbox. If you use no
argument, the entire list of all components for current sandbox (installed and
available) will be displayed. If there is no Internet connection, only the list of
installed components will be displayed.

No
No

No

(config-comp)>  list [ sandbox ]

Argument |Value Description

sandbox String Remote sandbox, such as stable or beta.

(config-comp)> list

firmware:
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version: 2.13.C.0.0-1
sandbox: stable

local:
sandbox: beta

component:
name: base

priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb58140
installed: 2.13.B.1.0-1

preset: minimal
preset: recommended
queued: yes

History Version Description
2.00 The components list command has been introduced.
2.06.A.6 The sandbox parameter has been introduced. The

command components list should be used in favour of
components sync.

3.6.8 components preset

Description Select a predefined set of components. Installation of preset is carried out
with components commit command.

Before preset installation check the latest versions of components on the
update server with components list command. Internet connection is

required.
Prefix no No
Change settings Yes
Multiple input No
Synopsis I(conﬂg{onun> preset preset
Arguments Number and names of presets can be changed, so check the list of available
presets with help of preset [Tab] command.
Argument (Value Description
preset minimal Minimal set of components will be marked.
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Example

History

Argument |Value Description

recommended |Recommended set of components will be

marked for installation.

(config-comp)> preset [Tabl]

Usage template:
preset {preset}

Choose:
minimal
recommended

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

Version Description

2.00 The components preset command has been introduced.

3.6.9 components preview

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

History

Show size of firmware as current set of components selected with
components install command.

No
Yes

No
I (config-comp)>  preview

(config-comp)> preview

preview:
size: 7733308

Version Description
2.06 The components preview command has been
introduced.
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3.6.10 components remove

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Mark component to remove. Final removal carried out with components
commit command.

No
Yes

Yes

(config-comp)>  remove <component>

Argument Value Description

component String Component name. List of available
components for removal can be displayed
with the components list command.

(config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.

Version Description
2.00 The components remove command has been
introduced.

3.6.11 components validity-period

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Set a validity period of a local component list. After this time the command
components list will be automalically executed to get actual list of
components from update server.

Command with no prefix resets period to default. By default, value 1800 is
used.

Yes
Yes

No

(config-comp)>  validity-period <seconds>

(config-comp)> no validity-period

Argument Value Description

seconds Integer Validity period of a local
component list in seconds. Can
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Example

History

Argument Value Description

take values in the range from 0 to
604800 inclusively.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Version Description
2.03 The components validity-period command has been
introduced.

3.7 crypto engine

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Select the type of £SP packets processing with IPsec.
Command with no prefix disables the feature.

Yes

Yes

No

(config)> crypto engine <type>

(config)> no crypto engine

Argument Value Description

type software |Software mode.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.

Version Description

2.06 The crypto engine command has been introduced.
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3.8 crypto ike key

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Add IKE key with remote side ID.

Command with no prefix removes specified key.
Yes

Yes

Yes

(config)> crypto ike key names psk> (<type> <ids | any)

(config)> no crypto ike key name>

Argument |Value Description
name String Name of the key. Latin letters, numbers, dots,
hyphens and underscores are acceptable.
psk String Password for authentication. Password length
can be from 6 to 96 characters.
type address ID type is IP-address.
fqdn ID type is full domain name.
dn ID type is domain name.
email ID type is e-mail address.
id String Value of the remote side ID.
any Keyword Allow the key usage for any remote side.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478 any

IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
added.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
updated.

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
removed.

Version Description

2.06 The crypto ike key command has been introduced.
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3.9 crypto ike nat-keepalive

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

3.10 crypto

Description

Prefix no
Change settings
Multiple input

Group entry

Set the timeout between keepalive packets in case of NAT between the client
and server [Psec. By default, 20 value is set.

Command with no prefix resets setting to default.
Yes
Yes

No

(config)> crypto ike nat-keepalive «nat-keepalive;

(config)> no crypto ike nat-keepalive

Argument Value Description

nat-keepalive Integer Timeout between keepalive
packets in seconds. Can take
values from 5 to 3600 inclusively.

(config)> crypto ike nat-keepalive 90
IpSec::Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec::Manager: Reset crypto ike nat-keepalive timeout to 20 s.

Version Description
2.06 The crypto ike nat-keepalive command has been
introduced.

ike policy

Access to a group of commands to configure selected IKE policy. If IKE policy
is not found, the command tries to create it.

Command with no prefix removes IKE policy. At the same time references to
this IKE policy are automatically deleted from all IPsec profiles.

Yes
Yes
Yes

(config-ike-policy)
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Synopsis

Arguments

Example

History

(config)> crypto ike policy name>

(config)> no crypto ike policy name>

Argument Value Description

name String IKE policy name. Latin letters,
numbers, dots, hyphens and
underscores are acceptable.

(config)> crypto ike policy test
IpSec::Manager: "test": crypto ike policy successfully created.

(config)> no crypto ike policy test
IpSec::Manager: Crypto ike policy "test" removed.

Version Description

2.06 The crypto ike policy command has been introduced.

3.10.1 crypto ike policy lifetime

Description
Prefix no
Change settings

Multiple input

Synopsis

Arguments

Example

Set lifetime of IPsec IKE association. By default, the value 86400 is used.

Command with no prefix resets setting to default.
Yes
Yes

No

(config-ike-policy)>  lifetime <lifetime>

(config-ike-policy)> no lifetime

Argument Value Description

lifetime Integer Lifetime of IPsec IKE association in
seconds. Can take values from 60
to 2147483647.

(config-ike-policy)> lifetime 3600
IpSec: :Manager: "test": crypto ike policy lifetime set to 3600 s.

(config-ike-policy)> no lifetime
IpSec::Manager: "test": crypto ike policy lifetime reset.
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History

Version Description
2.06 The crypto ike policy lifetime command has been
introduced.

3.10.2 crypto ike policy mode

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Set IKE protocol version. By default, the value ikev1l is used.

Command with no prefix resets setting to default.
Yes
Yes

No

(config-ike-policy)>  mode node>

(config-ike-policy)> no mode

Argument |Value Description
mode ikevl Protocol version IKEv1.
ikev2 Protocol version IKEv2.

(config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".

(config-ike-policy)> no mode
IpSec::Manager: "test": crypto ike policy mode reset.

Version Description
2.06 The crypto ike policy mode command has been
introduced.

3.10.3 crypto ike policy negotiation-mode

Description

Prefix no
Change settings

Multiple input

Set exchange mode for IKEv1 (see crypto ike policy mode command). By
default, the value main is used.

Command with no prefix resets setting to default.
Yes
Yes

No
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Synopsis

Arguments

Example

History

(config-ike-policy)>  negotiation-mode <negotiation-modes

(config-ike-policy)> no negotiation-mode

Argument Value Description
negotiation-mode main Main mode, protects the identity of the
peers.

aggressive |Aggressive mode, does not protect the
identity of the peers.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec::Manager: "test": crypto ike policy negotiation-mode reset.

Version Description

2.06 The crypto ike policy negotiation-mode command has
been introduced.

3.10.4 crypto ike policy proposal

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

Add reference on existing IKE proposal to IKE policy. The order of adding has
a value for data exchange on the IKE protocol.

Command with no prefix removes reference on IKE proposal.
Yes
Yes

Yes

(config-ike-policy)>  proposal <proposal

(config-ike-policy)> no proposal «<proposal

Argument Value Description

proposal String IKE proposal name. Latin letters,
numbers, dots, hyphens and
underscores are acceptable.

(config-ike-policy)> proposal test
IpSec: :Manager: "test": crypto ike proposal "test" successfully »
added.
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History

3.11 crypto

Description

Prefix no
Change settings
Multiple input
Group entry

Synopsis

Arguments

Example

History

(config-ike-policy)> no proposal
IpSec: :Manager: "test": crypto ike policy proposal "test" »
successfully removed.

Version Description
2.06 The crypto ike policy proposal command has been
introduced.

ike proposal

Access to a group of commands to configure selected IKE proposal. If IKE
proposal is not found, the command tries to create it.

A full list of encryption algorithms implemented in the system is provided in
the Appendix.

Command with no prefix removes IKE proposal. At the same time references
to this IKE proposal are automatically deleted from all IKE policy.

Yes
Yes
Yes

(config-ike-proposal)

(config)> crypto ike proposal name»

(config)> no crypto ike proposal name»

Argument |Value Description

name String IKE proposal name. Latin letters, numbers,
dots, hyphens and underscores are
acceptable.

(config)> crypto ike proposal test
IpSec: :Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec: :Manager: Crypto ike proposal "test" removed.

Version Description

2.06 The crypto ike proposal command has been introduced.
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3.11.1 crypto ike proposal aead

Description Enable AEAD cypher mode on IKE proposal.

Prefix no No

Change settings No

Multiple input No

Synopsis I (config-ike-proposal)>  aead

Example (config-ike-proposal)> aead
IpSec: :Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »
mode.

History Version Description
3.05 The crypto ike proposal aead command has been

introduced.

3.11.2 crypto ike proposal dh-group

Description Add the selected DH group to IKE proposal to work in the PFS mode. The order
of adding has a value for data exchange on the IKE protocol.

Command with no prefix removes the selected group.

Prefix no Yes
Change settings Yes
Multiple input Yes
Synopsis (config-ike-proposal)>  dh-group «dh-group»
(config-ike-proposal)> no dh-group «dh-group»
Arguments Argument (Value Description
dh-group 1 DH group to work in the PFS mode.
2
5
14
15
16
17
18
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Example

History

Argument |Value Description

19
20
21
25
26
31

32

(config-ike-proposal)> dh-group 14
IpSec::Manager: "test": crypto ike proposal DH group "14" »
successfully added.

(config-ike-proposal)> no dh-group 14
IpSec: :Manager: "test": crypto ike proposal "test" group type »
successfully removed.

Version Description
2.06 The crypto ike proposal dh-group command has been
introduced.

3.11.3 crypto ike proposal encryption

Description Add the selected type of encryption to IKE proposal. The order of adding has
a value for data exchange on the IKE protocol.
Command with no prefix removes the selected type of encryption.
Prefix no Yes
Change settings Yes
Multiple input Yes
Synopsis (config-ike-proposal)>  encryption «encryption;
(config-ike-proposal)> no encryption «encryption;
Arguments Argument |Value Description
encryption |des Type of IKE encryption.
3des
aes-chc-128
aes-cbc-192
aes-cbc-256
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Example

History

Argument |Value Description
aes-ctr-128

aes-ctr-192
aes-ctr-256

(config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

Version Description
2.06 The crypto ike proposal encryption command has been
introduced.

3.11.4 crypto ike proposal integrity

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

Add the selected value of HMAC signature algorithm to IKE proposal. The
order of adding has a value for data exchange on the IKE protocol.

Command with no prefix removes the selected algorithm.
Yes
Yes

Yes

(config-ike-proposal)>  integrity <integrity»

(config-ike-proposal)> no integrity <integrity»

Argument Value Description
integrity md5 HMAC signature algorithm of IKE
shal messages.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec: :Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.
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History

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

Version Description
2.06 The crypto ike proposal integrity command has been
introduced.

3.11.5 crypto ike proposal prf

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Add the selected PRF group to IKE proposal.

Command with no prefix removes the selected algorithm.
Yes

Yes

Yes

(config-ike-proposal)>  prf «orf>

(config-ike-proposal)>  no prf «prf>

Argument |Value Description

prf md5 HMAC signature algorithm of IKE messages.
shal

aes-xchc
sha256
sha384
sha512

aes-cmac

(config-ike-proposal)> prf sha256
IpSec::Manager: "TEST": crypto ike proposal prf algorithm »
"sha256" successfully added.

(config-ike-proposal)> no prf sha256
IpSec::Manager: "TEST": crypto ike proposal "TEST" prf type »
successfully removed.

Version Description
3.05 The crypto ike proposal prf command has been
introduced.
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3.12 crypto ipsec incompatible

Description
Prefix no
Change settings

Multiple input

Synopsis

Example

History

3.13 crypto

Description
Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

Disable IPsec tunnels compatibility checking. By default, the setting is disabled.

Command with no prefix enables the checking back.
Yes
Yes

No

I(config)> crypto ipsec incompatible

I (config)> no crypto ipsec incompatible

(config)> crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is enabled.

Version Description

2.10 The crypto ipsec incompatible command has been
introduced.

ipsec mtu

Set MTU value to be transmitted to IPsec. By default, auto value is used.
No
No

No

(config)> crypto ipsec mtu(auto | <value))

Argument |Value Description

auto Keyword MTU will be assigned automatically.

value Integer MTU value. Can take values from 128 to 1500
inclusively.

(config)> crypto ipsec mtu auto
IpSec::Manager: MTU is set to auto.

(config)> crypto ipsec mtu 1400
IpSec::Manager: Static MTU value is set to 1400.
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History

3.14 crypto

Description

Prefix no
Change settings
Multiple input
Group entry

Synopsis

Arguments

Example

History

Version Description

2.08 The crypto ipsec mtu command has been introduced.

ipsec profile

Access to a group of commands to configure selected IPsec profile. If profile
is not found, the command tries to create it.

Command with no prefix removes profile. At the same time references to
this profile are automatically deleted from all IPsec crypto maps.

Yes
Yes
Yes

(config-ipsec-profile)

(config)> crypto ipsec profile <name>

(config)> no crypto ipsec profile name»

Argument |Value Description

name String IPsec profile name. Latin letters, numbers,
dots, hyphens and underscores are
acceptable.

(config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.

Version Description

2.06 The crypto ipsec profile command has been introduced.

3.14.1 crypto ipsec profile authentication-local

Description

Prefix no

Change settings

Set authentication type for local host. By default, value pre-share is used.
Command with no prefix resets setting to default.
Yes

Yes
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Multiple input

Synopsis

Arguments

Example

History

No

(config-ipsec-profile)> authentication-local <auth»

(config-ipsec-profile)> no authentication-local

Argument

Value Description

auth

pre-share A single available type of authorization for
now.

(config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec: :Manager: "test": crypto ipsec profile authentication-local »

reset.
Version Description
2.06 The crypto ipsec profile authentication-local command

has been introduced.

3.14.2 crypto ipsec profile authentication-remote

Description

Prefix no

Change settings

Multiple input

Synopsis

Arguments

Example

Set authentication type for remote host. By default, value pre-share is used.

Command with no prefix resets setting to default.

Yes
Yes

No

(config-ipsec-profile)> authentication-remote auth»

(config-ipsec-profile)> no authentication-remote

Argument

Value Description

auth

pre-share A single available type of authorization for
now.

(config-ipsec-profile)> authentication-remote pre-share
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.
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History

(config-ipsec-profile)> no authentication-remote
IpSec: :Manager: "test": crypto ipsec profile »
authentication-remote reset.

Version Description

2.06 The crypto ipsec profile authentication-remote
command has been introduced.

3.14.3 crypto ipsec profile dpd-clear

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

History

Set method of action when detecting a dead I/KE peer. By default, the setting
is enabled, which means deleting peer information.

Command with no prefix set action to restart.
Yes
Yes

No

I (config-ipsec-profile)>  dpd-clear

I (config-ipsec-profile)> no dpd-clear

(config-ipsec-profile)> dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "clear".

(config-ipsec-profile)> no dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "restart".

Version Description
2.1 The crypto ipsec profile dpd-clear command has been
introduced.

3.14.4 crypto ipsec profile dpd-interval

Description

Prefix no

Change settings

Set parameters of method to detect a dead IKE peer. By default, intervalis
setto 30, retry-count is set to 3.

Command with no prefix resets settings to default.
Yes

Yes
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Multiple input

Synopsis

Arguments

Example

History

No

(config-ipsec-profile)>  dpd-interval<intervals>[retry-count]

(config-ipsec-profile)> no dpd-interval

Argument |Value Description

The interval of sending DPD packets in
seconds. Can take values from 2 to 3600.

interval Integer

retry-count |Integer Number of attempts to send DPD packets. Can

take values from 3 to 60.

(config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec: :Manager: "test": crypto ipsec profile dpd retry count »
reset.

Version Description

2.06 The crypto ipsec profile dpd-interval command has
been introduced.

3.14.5 crypto ipsec profile identity-local

Description

Prefix no

Change settings

Multiple input

Synopsis

Arguments

Set a local identifier of IPsec profile.

Command with no prefix removes the local identifier.
Yes

Yes

No

(config-ipsec-profile)>  identity-local type> «<id>

(config-ipsec-profile)> no identity-local

Argument |Value Description

type address ID type is IP-address.
fqdn ID type is full domain name.
dn ID type is domain name.
email ID type is e-mail address.
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Argument |Value Description
id String Local ID value.
Example (config-ipsec-profile)> identity-local address 10.10.10.5

IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".

(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

History Version Description
2.06 The crypto ipsec profile identity-local command has
been introduced.

3.14.6 crypto ipsec profile match-identity-remote

Description Set remote host identifier for IPsec profile.

Command with no prefix removes remote host ID.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis (config-ipsec-profile)> match-identity-remote ( <types<id> | any)
(config-ipsec-profile)> no match-identity-remote
Arguments Argument |Value Description
type address ID type is IP-address.
fqdn ID type is full domain name.
dn ID type is domain name.
email ID type is e-mail address.
id String Remote host ID value.
any Keyword Allow usage of any remote host.
Example (config-ipsec-profile)> match-identity-remote any

IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote reset.
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History Version Description
2.06 The crypto ipsec profile match-identity-remote
command has been introduced.

3.14.7 crypto ipsec profile mode
Description Set the mode of operation IPsec. By default, tunnel value is set.

Command with no prefix resets setting to default.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-ipsec-profile)> mode mode>

(config-ipsec-profile)> no mode

Arguments Argument (Value Description

mode tunnel Tunnel mode, when the entire IP packet is
encrypted and/or authenticated.

transport Transport mode, when only the payload of
the IP packet is encrypted and/or
authenticated.

Example (config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »
“transport".

(config-ipsec-profile)> no mode
IpSec: :Manager: "test": crypto ipsec profile mode reset.

History Version Description
2.06 The crypto ipsec profile mode command has been
introduced.

3.14.8 crypto ipsec profile policy

Description Set the reference to existing IKE policy (see crypto ike policy command).
Command with no prefix removes the reference.

Prefix no Yes

Change settings Yes
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Multiple input No

Synopsis (config-ipsec-profile)>  policy policy»

(config-ipsec-profile)> no policy

Arguments Argument |Value Description
policy String IKE policy name. You can see the list of
available policies with help of policy [Tab]
command.
Example (config-ipsec-profile)> policy [Tabl
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy VirtualIPServer
IpSec::Manager: "TEST": crypto ipsec profile policy set to »
"VirtualIPServer".

(config-ipsec-profile)> no policy
IpSec::Manager: "test": crypto ipsec profile policy reset.

History Version Description
2.06 The crypto ipsec profile policy command has been
introduced.

3.14.9 crypto ipsec profile preshared-key

Description Set pre-shared key for IPsec profile.

Command with no prefix removes pre-shared key.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-ipsec-profile)>  preshared-key preshare-key»

(config-ipsec-profile)> no preshared-key

Arguments Argument Value Description

preshare-key |String Pre-shared key value.
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Example

History

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec: :Manager: "test": crypto ipsec profile preshared key reset.

Version Description

2.06 The crypto ipsec profile preshared-key command has
been introduced.

3.14.10 crypto ipsec profile xauth

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Enable additional authentication XAuth for IKEv1 mode. By default, function
is disabled.

Command with no prefix disables additional authentication.
Yes
Yes

No

(config-ipsec-profile)>  xauth <type>

(config-ipsec-profile)> no xauth

Argument |Value Description
type client Client mode.
server Server mode.

(config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec: :Manager: "test": crypto ipsec profile xauth is disabled.

Version Description
2.06 The crypto ipsec profile xauth command has been
introduced.

3.14.11 crypto ipsec profile xauth-identity

Description

Set login for additional authentication XAuth in client mode.
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Command with no prefix removes the login.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-ipsec-profile)>  xauth-identity <identity

(config-ipsec-profile)> no xauth-identity

Arguments Argument |Value Description
identity String Login for XAuth client mode.
Example (config-ipsec-profile)> xauth-identity ident

IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »

deleted.
History Version Description
2.06 The crypto ipsec profile xauth-identity command has
been introduced.

3.14.12 crypto ipsec profile xauth-password

Description Set password for additional authentication XAuth in client mode.

Command with no prefix removes the password.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

Arguments Argument  |Value Description
password String Password for XAuth client mode.
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Example

History

3.15 crypto

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Version Description

2.06 The crypto ipsec profile xauth-password command has
been introduced.

ipsec rekey delete-delay

Set interval before removing the IKE SA after receiving the DELETE command
from the remote side. By default, the 10 value is used.

Command with no prefix resets setting to default.
Yes
Yes

No

(config)> crypto ipsec rekey delete-delay «delay>

(config)> no crypto ipsec rekey delete-delay

Argument |Value Description

delay Integer Delay value in seconds. Can take value in the
range from 1 till 60.

(config)> crypto ipsec rekey delete-delay 1
IpSec::Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.

Version Description
2.1 The crypto ipsec rekey delete-delay command has been
introduced.
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3.16 crypto ipsec rekey make-before

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

History

3.17 crypto

Description

Prefix no
Change settings
Multiple input
Group entry

Synopsis

Set the mode when new IKE SA creates before the breaking the old one. By
default, the feature is disabled.

Command with no prefix disables the mode.
Yes
Yes

No

I(config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before

(config)> crypto ipsec rekey make-before
IpSec: :Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

Version Description

2.1 The crypto ipsec rekey make-before command has
been introduced.

ipsec transform-set

Access to a group of commands to configure selected IPsec ESP transformation
during Phase 2. If transformation is not found, the command tries to create
it.

Command with no prefix removes transformation. At the same time references
to this transformation are automatically deleted from all IPsec crypto maps.

Yes
Yes
Yes

(config-ipsec-transform)

I(config)> crypto ipsec transform-set name;

I (config)> no crypto ipsec transform-set name>
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Arguments

Example

History

Argument |Value Description

name String IPsec transformation name. Latin letters,
numbers, dots, hyphens and underscores are
acceptable.

(config)> crypto ipsec transform-set test
IpSec: :Manager: "test": crypto ipsec transform-set successfully »
created.

(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.

Version Description
2.06 The crypto ipsec transform-set command has been
introduced.

3.17.1 crypto ipsec transform-set aead

Description
Prefix no
Change settings
Multiple input

Synopsis

Example

History

Enable AEAD cypher mode on IPsec.
No
No

No
I (config-ipsec-transform)>  aead

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »
AEAD mode.

Version Description

3.05 The crypto ipsec transform-set aead command has
been introduced.

3.17.2 crypto ipsec transform-set cypher

Description

Prefix no

Change settings

Add the selected type of encryption to IPsec transformation. The order of
adding has a value for data exchange on the IKE protocol.

Command with no prefix removes the selected type of encryption.
Yes

Yes
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Multiple input

Synopsis

Arguments

Example

History

Yes

(config-ipsec-transform)>  cypher «cypher;

(config-ipsec-transform)> no cypher <«cypher>

Argument |Value Description

cypher esp-des Type of IPsec ESP encryption.

esp-3des

esp-aes-128

esp-aes-192

esp-aes-256

(config-ipsec-transform)> cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Version Description

2.06 The crypto ipsec transform-set cypher command has
been introduced.

3.17.3 crypto ipsec transform-set dh-group

Description

Prefix no

Change settings

Multiple input

Synopsis

Arguments

Add the selected DH group to IPsec transformation to work in the PFS mode.
The order of adding has a value for data exchange on the IKE protocol.

Command with no prefix removes the selected group.
Yes
Yes

Yes

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

Argument |Value Description

dh-group 1
2

DH group to work in the PFS mode.
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Argument |Value Description
5

14
15
16
17
18

Example (config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.

History Version Description
2.06 The crypto ipsec transform-set dh-group command
has been introduced.

3.17.4 crypto ipsec transform-set hmac

Description Add the selected value of HMAC signature algorithm to IPsec transformation.
The order of adding has a value for data exchange on the IKE protocol.

Command with no prefix removes the selected algorithm.

Prefix no Yes
Change settings Yes
Multiple input Yes
Synopsis (config-ipsec-transform)>  hmac <hmac>

(config-ipsec-transform)> no hmac <hmac>

Arguments Argument |Value Description

hmac esp-md5-hmac HMAC signature algorithm of IPsec ESP
transformation.

esp-shal-hmac

esp-sha256-hmac
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Example (config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set hmac »
"esp-shal-hmac" successfully added.

(config-ipsec-transform)> no hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set "test" hmac »
successfully removed.

History Version Description
2.06 The crypto ipsec transform-set hmac command has
been introduced.

3.17.5 crypto ipsec transform-set lifetime

Description Set lifetime of selected IPsec transformation. By default, the value 3600 is
used.

Command with no prefix resets setting to default.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-ipsec-transform)>  lifetime «lifetime>

(config-ipsec-transform)> no lifetime

Arguments Argument (Value Description
lifetime Integer Lifetime of IPsec transformation in seconds.
Can take values from 60 to 2147483647.

Example (config-ipsec-transform)> lifetime 8640
IpSec: :Manager: "test": crypto ipsec transform-set lifetime set »
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

History Version Description
2.06 The crypto ipsec transform-set lifetime command has
been introduced.
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3.18 crypto map

Description

Prefix no
Change settings
Multiple input
Group entry

Synopsis

Arguments

Example

History

Access to a group of commands to configure selected IPsec crypto map. If
crypto map is not found, the command tries to create it.

Command with no prefix removes crypto map.
Yes
Yes
Yes

(config-crypto-map)

(config)> crypto map <name>

(config)> no crypto map <name>

Argument |Value Description

name String IPsec crypto map name. Latin letters,
numbers, dots, hyphens and underscores are
acceptable.

(config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec::Manager: Crypto map profile "test" removed.

Version Description

2.06 The crypto map command has been introduced.

3.18.1 crypto map connect

Description

Prefix no
Change settings

Multiple input

Enable automatic unconditional IPsec connection to the remote host. Setting
has no meaning if basic remote host was set to any (see crypto map set-peer

command). By default, setting is disabled and connection is established when
attempting to transmit traffic through the IPsec £SP transformation.

Command with no prefix disables automatic unconditional connection.
Yes
Yes

No
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Synopsis I (config-crypto-map)>  connect

I (config-crypto-map)> no connect

Example (config-crypto-map)> connect
IpSec: :Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

History Version Description

2.06 The crypto map connect command has been introduced.

3.18.2 crypto map enable

Description Enable selected IPsec crypto map. By default, setting is enabled.

Command with no prefix disables crypto map.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

I (config-crypto-map)>  enable

I (config-crypto-map)> no enable

Example (config-crypto-map)> enable
IpSec: :Manager: "test": crypto map enabled.

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

History Version Description

2.06 The crypto map enable command has been introduced.

3.18.3 crypto map fallback-check-interval

Description Enable periodic checking of basic host availability and return to it in case of
presence basic and backup remote hosts both. By default, setting is disabled.

Command with no prefix disables checking.
Prefix no Yes

Change settings Yes
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Multiple input

Synopsis

Arguments

Example

History

No

(config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

Argument Value Description

interval-value Integer Period of checking in seconds. Can

take values from 60 to 86400.

(config-crypto-map)> fallback-check-interval 120
IpSec::Manager: "test": crypto map fallback check interval is »
set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec::Manager: "test": crypto map fallback check interval is »
cleared.

Version Description

2.06 The crypto map fallback-check-interval command has
been introduced.

3.18.4 crypto map force-encaps

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

Enforce the £SP packet wrapping mode in UDP to bypass the firewall and NAT.
Command with no prefix disables the mode.

Yes

Yes

No

I (config-crypto-map)>  force-encaps

I (config-crypto-map)> no force-encaps

(config-crypto-map)> force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
enabled.

(config-crypto-map)> no force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
disabled.
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History

Version Description
2.08 The crypto map force-encaps command has been
introduced.

3.18.5 crypto map I2tp-server dhcp route

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Assign a route which is transmitted in DHCP INFORM messages to the
L2TP-server clients.

Command with no prefix cancels the specified route. If you use no arguments,
the entire list of routes will be cleared.

Yes
Yes

Yes

(config-crypto-map)>  12tp-server dhcp route «address» inask»

(config-crypto-map)> no 12tp-server dhcp route [ «addresss amasks ]

Argument Value Description
address IP-address |Network client address.
mask IP-mask Network client mask. There are two ways

to enter the mask: the canonical form (for
example, 255.255.255.0) and the form of

prefix bit length (for example, /24).

(config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.

(config-crypto-map)> 12tp-server no dhcp route
IpSec: :Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.

Version Description

2.12 The crypto map I2tp-server dhcp route command has

been introduced.

3.18.6 crypto map I2tp-server enable

Description Enable L2TP-server on IPsec crypto map. By default, the setting is enabled.
Command with no prefix disables the setting.
Prefix no Yes
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Change settings Yes
Multiple input No
Synopsis

I (config-crypto-map)>  12tp-server enable

I (config-crypto-map)> no 12tp-server enable

Example (config-crypto-map)> 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.

(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »

disabled.
History Version Description
2.1 The crypto map I12tp-server enable command has been
introduced.

3.18.7 crypto map I2tp-server interface
Description Bind L2TP-server to the specified interface.

Command with no prefix unbinds the server.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-crypto-map)>  12tp-server interface <interface

(config-crypto-map)> no 12tp-server interface

Arguments Argument Value Description

interface |Interface name |Full name or an alias of the interface. You
can see the list of available interfaces with
help of 12tp-server interface [Tab]
command.

Example (config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
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History

ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster®/AccessPoint0

AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl

GuestWiFi

(config-crypto-map)> 12tp-server interface ISP
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is unbound.

Version Description

2.1 The crypto map I2tp-server interface command has

been introduced.

3.18.8 crypto map I2tp-server ipvécp

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

History

Enable IPv6 support. DHCP IPv6 pools are created for each L2TP-server. By
default, the setting is disabled.

Command with no prefix disables IPv6 support.
Yes
Yes

No

I (config-crypto-map)>  12tp-server ipv6cp

I (config-crypto-map)> no 12tp-server ipvécp

(config-crypto-map)> 12tp-server ipv6cp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.

(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

Version Description
3.00 The crypto map I2tp-server ipv6cp command has been
introduced.
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3.18.9 crypto map I2tp-server Icp echo

Description
Prefix no
Change settings

Multiple input

Synopsis

Arguments

Example

History

3.18.10 crypto

Description

Prefix no

Change settings

Specify the testing rules of the L2TP-server connections with LCP echo tools.
Command with no prefix disables LCP echo.

Yes

Yes

No

(config-crypto-map)>  12tp-server lcp echo <intervals <count>

(config-crypto-map)> no 12tp-server lcp echo

Argument |Value Description

interval Integer Interval between sending LCP echo, in
seconds. If within the specified time interval
thereis no LCP echo request from the remote
location, the same request will be sent there
asking for response LCP reply.

count Integer The number of consecutive requests LCP echo
sent, for which no response LCP reply was
received. If count of LCP echo requests goes
unanswered, the connection is terminated.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Version Description
2.1 The crypto map I