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BBegeHue

BBepeHme

JaHHbIM cNpaBOYHMK COAEPXUT KOMaHZAbI AN yripaBieHus ycTponcTBom Giga nocpeAcTBOM
nHTepderica KOMaHAHOM CTPOKW. 34eCb NpMBeAeH MOMHbIA CNUCOK BCEX JOCTYMHbIX
KoMaHZ. Takxke yka3aHbl MprIMepbl TOFo, Kak MCMo/ib30BaTh Hanbonee pacnpoCcTpaHeHHbIe
13 3TUX KOMaHg, 06Lasa nHpopmMauysa 0 B3aMMOCBA3W MeXAy KOMaHAaMu v
NPUHLMNMANLHbIE OCHOBbI TOFO, Kak X 1CMOJIb30BaThb.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

[JlaHHOe pyKOBOACTBO NpeAHa3Ha4vyeHo Ans ceTeBbIX aAMUHUCTPATOPOB NN CNeLmancToB
Mo BbIUMNCINTENBHON TEXHVKE, OTBEYAOLLMX 3a HaCTPOWKY 1 noaaepxky Giga Ha mecTe.
OHo TaKke npegHa3HayYeHo AN onepaTopoBs, KOTopble ynpasnsaoT Giga. JokymMeHT
OXBaTbIBaeT TeXHNYecKme npoLesypbl NOAAEP>KKN BbICOKOro YPOBHSA AN
root-afMUHNUCTPATOPOB U COTPYAHMKOB TEXHMYECKOM noaaepxku Giga.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic
CTPOKOM KOMaHJHoW cTpoku Giga, ee nepapxmyeckyro CTpyKTypy,
YPOBHW aBTOPM3aLMM 1 BOSMOXHOCTW CAPaBKN.

OnucaHvie KOMaHj AndaBUTHbIV CNMCOK KOMaHA, KOTOPbIE MOXHO BBOAUTH
B KOMaHZHOI CTpoKe Ans HacTpoliku Giga.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLlme o603HaueHs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.

JneMeHThI B YrnoBblX ckobkax noanexat

I <3aMeHSAEMbI 3/1EMEHT>
3aMeHe.
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BBegeHue

x|y]2 Obs3aTenbHble anbTepHaTUBHbIE K/HOYeBble
C/I0Ba rpynnuvpyoTcs B KPYrabiX CKOBKax 1
pasfensoTca BepTUKaNbLHOM YepToi.
x|yl zl Heobsi3aTenbHble anbTepHaTUBHbIE

K/It0YEBbIE C/I0BA FPYNNMpPYHTCS B
KBaApaTHbIX CKOBKax 1N pa3gensioTcs

BepTMKa/NbHOWN YepTo.

OnurcaHmne Kaxaoi KOMaHAbl pa3zefieHo Ha ciegyroLye noapasaens:

OnwcaHwne OnuncaHwe TOro, 4To KOMaHZAa AenaerT.
CnHoncuc O6Lwnin popmaTt KOMaHAbI.
Mpedukc no BO3MOXHOCTb NCMNONb30BaHMA B KOMaHAe

npedukca no.

MeHsieT HaCTpPOoiKK

CnocobHOCTb KOMaHAbI MEHATL HAaCTPOKM.

MHorokpaTHbIi BBOA,

BO3MOXHOCTb MHOFOKPATHOrO BBO/AA
KOMaHAbI.

BxoxzeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KomaHaa. Ecam rpynnbl HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodeiica

Tvn nHTepodeiica, Ha KOTOpbIN BAVSET
KomaHgaa. Pasgen He oTobpaxaeTcs, ecam
AAHHbIN KOHTEKCT He MeeT CMbIcNa ANs
KOMaHgbl.

NHTepdelicbl, NCnonb3yemMble B CUCTEME, U
OTHOLUEHUSI MEXAY HAMW NOKa3aHbl Ha
Aarpamme Huxe.

AprymeHThl

AprMeHTbI, eCc/in eCTb, N NMNoACHEHNA K HNM.

Mpumep

MnntocTpauums Toro, Kak KOMaHAa BbIrNaANT
npv Bbi3oBe. MockoNbKy MHTepdeiic NpocT,
HeKoTopble NPVMepbl 0YEBUAHbI, HO OHU
BKJ/IOUEHbI A1 ICHOCTW.

an/IMeL'IaHVIﬂ, npeaynpexaeHma n npejocrepexeHnda ncnonb3yroT ciegyrome

0603HayeHus.

MpumeyaHve:  O3HauvaeT "unTaTtesnb, NPUMK K CBefeHUID". MprMeYvaHuns cogepxar
rnosne3sHble COBEThI UK CCbIIKW Ha MaTtepuansl, He cojepXalimecs B

AAaHHOM CMpaBOYHUKKE.

MpeaynpexaeHve: O3HayaeT "untaTenb, BHUMaHMe!". Bawmn geicTBns MoryT NnpmeecTi K
noBpexaeHnto obopyf0BaHNSA AW NoTepe AaHHbIX.
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O630p NpoAYyKTa

1.1 AnnapaTHoe obecneyeHue

Mpoueccop

MediaTek MT7621AT MIPS® 1004KEc 880 MHz, 2 cores

OnepatuBHasa namAaTb 512MB DDR3: Nanya NT5CC256M16ER-EK, Micron MT41K256M16TW-107:P

dnew-namaTb

Ethernet

UsB

Wi-Fi

128MB NAND: Winbond W29NO01HVSINF, Macronix MX30LF1G18AC-TI,
Macronix MX30LF1G28AD-TI

MopThl Mwukpocxema NMpymMmeyaHus

5 RTL8211FS

MeTka CkopocTb NMpumMmeyaHus

0 1000 MéwuT/c KoMBVHMPOBaHHbIM rMrabuUTHbIN NOPT
WAN/SFP

1 1000 MéuT/c

2 1000 MéwuT/c

3 1000 MéwuT/c

4 1000 MéwuT/c

MeTka CkopocTb MpnmeuaHusa

1 USB 2.0

2 USB 3.0

YacroTHbIVi | MnKkpocxema MpnmeuaHus

AnanasoH

24TTy, MediaTek MT7915N 802.11ax 2x2, QAM256

5 GHz 802.11ax 2x2, BF, MU-MIMO, Dedicated

RX for DFS
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B aToIn rnaBe onmcaHo, Kak Nonb3oBaTbCs MHTepdelricoMm komaHaHoM cTpoku (CLI) Giga,
ero vepapxuyeckas CTpyKTypa, ypOBHU aBTOPM3aLMn 1 BOSMOXHOCTY KOHTEKCTHO
Mo/ CKa3Ku.

OCHOBHOE CpeACTBO yrpaB/eHMs MapLLpyTM3aTopoM Giga — 3T0 MHTepdeic KoMaHgHO
cTpoku (CLI). HacTpOMKM CUCTEMbI MOHOCTBHO ONUCLIBAKOTCS B BUAE NOC/eL0BaTeNIbHOCTH
KOMaH4, KOTOpble HY>XHO BbIMOIHNTb, YTOBbI MPUBECTI YCTPONCTBO B 3alaHHOE COCTOsIHME.

Giga vmeeT TpuY BMAA HaCcTpoeK:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapToBble HaCTPOWKM startup config 3T0 Nocnef0BaTeNIbHOCTb KOMaHA, KOTopast
XPaHWUTCA B CreLanbHOM CEKTOpPe SHEProHe3aBNUCMONA
NamaTy 1 NCMONb3YeTCs AN UHULMANN3aumnm CUCTeMbI
HernocpeACTBEHHO NOC/Ie 3arpy3Ku.

Hactporikum no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3anNKnCbIBAOTCA NPV NPOoM3BOACTBe Ha Giga. RESET Ha
Koprnyce No3BossieT COpoCcUTb CTapTOBbIe HACTPOMKWN Ha
3aBojcKue.

®ainbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUYHYHO, 6e3
y4acTust KOMaHAHOW cTpoKK. MNpu 3TOM ciegyeT MOMHUTb, YTO CTPOKM HauMHatoLmecs ¢
! MITHOPMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN04EHbI B 4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.
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2.1 BBoAg KOMaHA4 B KOMAaHAHOW CTpoKe

KomaHZHbIi nHTepnpeTaTop Giga pa3paboTaH TakvM 06pasoMm, YTo6bl MM Mor
NoNb30BaTbCs KAK HAUMHAOLLMIA, Tak 1 OMbITHLIN NONb30BaTeNb. Bce KOMaHAbI 1
napaMeTpbl UMEIT SICHbIe 1 erko 3anoMuUHakoLLMecs Ha3BaHKs.

KomaHZAbl pa36buTbl Ha rpynmnbl 1 BbICTPOEHbI B epapXuto. Taknm o6pasom, Ans
BbINOHEHWNS KAKOK-1M60 HACTPOIKIN NONBb30BaTENIO HY>HO NocneAoBaTe/IbHO BBECTH
Ha3BaHWs BNOXEHHbIX rPYMN KOMaHZ, (Y310BbIX KOMaHZA) 1 3aTeM BBECTU KOHEUHYHO
KOMaHAy ¢ napameTpamu.

Hanpuwmep, IP-agpec ceteBoro nHTepderica GigabitEthernet1 3agaetca komaHgon address,
KoTopasi HaxoauTcsa B rpynne interface - ip:

(config)>interface GigabitEthernetl ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa, B rpynny

HekoTopble y3noBble KOMaHAbl, cogepKaLle Habop JoUYepHUX KOMaHZ, NMO3BONSIOT
MO/Ib30BaTE/0 BbIMOMHUTL «BXOA» B FPYMMy, YTO6bl BBOAUTL AOYEPHME KOMaHABI
HenocpeACTBEHHO, He TpaTsA BpeMsl Ha BBOZA MIMEHW y3/10BOM KOMaHAbl. B 3ToM cayyae
MeHSeTCA TeKCT NpUraaLleHns KOMaHAHOM CTPOKK, YTO6bI NONb30BaTe b BUAEN, B KAaKOW
rpynne oH HaxoAnTcs.

JobaBneHa koMaHAa exit nnr no HaxxaTuro KombuHaumm knasuwl [Ctrl]+[D] BbiInonHsieTcs
BbIXOZ, 13 rpynnbl.

Hanpumep, npu Bxoge B rpynny interface npurnalieHne KOMaHAHOM CTPOKW MeHsAeTCs
Ha (config-if):

(config)>interface GigabitEthernetl
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 /icnosib30oBaHMe CNpaBKU U
aBToOA0MNoJ/IHeHUA
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[lna Toro 4to6bI caenaTh NPOLLECC HACTPOMKM MaKCUManbHO YAO6HbLIM, MHTepdenc
KOMaHZAHOW CTPOKN nMeeT GYHKLMI0 aBTOA0MOMHEHNS KOMaHA 1 NapamMeTpos,
noAcKkasblBas ornepaTopy, Kakme KOMaHAbl AOCTYMNHbI Ha TekyLLleM YPOBHE B/IOXKEHHOCTMU.
ABTOZ0MONHEHMe paboTaeT No HaxaTuo Knaeuwmn [Tab]l. Hanpumep:

(config)>in[Tab]
interface - network interface configuration

(config)> interface Gi[Tab]
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Usage template:
interface {name}

Variants:
GigabitEthernet0
GigabitEthernet0/Vlanl
GigabitEthernetl

(config)> interface GigabitEthernetO[Tab]

Usage template:
interface {name}

Variants:
GigabitEthernet0/Vlanl
GigabitEthernetl

(config)> interface GigabitEthernet@[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLeil KOMaHge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface GigabitEthernetl [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication

Giga (KN-1011) — CnpaBOYHVK KOMaHZ,
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ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface GigabitEthernetl

2.3 NMpedunkc no

I'Ipeq>|/||<c NO NCNONBb3YeTCA AN1A OTMEHDbI ,Cl,eIZCTBI/Iﬂ KOMaHZAbl, nepes KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHaa interface oTBeuaeT 3a co3jaHMe ceTeBOro MHTepdeica c 3ajaHHbIM
nmeHeM. Npedrkc no, NCnonb3yeMblii C 3TON KOMaHAOW, Bbl3biBaeT 0bpaTHoOe JelicTBre —
yaaneHve nHtepderica:

(config)> no interface PPPoEO

Ecnn koMaHga cocTaBHasi, N0 MOXET CTaBUTLCA Nepes, obbiM ee YneHoM. Hanpumep,
koMaHga service dhcp BkarouaeT cnyx6y DHCP 1 cOCTOUT U3 ABYX YacTel: service —
NMEHW rpynnbl B nepapxum koMang, n dhecp — KoHeuHol komaHAbl. Mpedurkc no MOXKHO
CTaBUTb Kak B Hayase, Tak 1 B cepeimnHe. leincTeme B 060mx cnyyasx byaeT o4NHAKOBbIM:
OCTaHOBKa C/TyX6bl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,

32

MHorue KOMaHAbI o6na,a,a+0T CBOWVICTBOM UGEMI’)OI’I’IEHmHOCmU, KOTOpPOE NPOoABAAETCA B
TOM, YTO MHOFOKpaTHbIIZ BBOJ 3TUX KOMaHA NpUBOANT K TEM XE USMEHEHUAM, UTO U
oAHoOKpaTHbI. Hanpumep, komaHAa service http fo6asnsert ctpoky «service http» B
TekyLme HacTPOWMKKN, U MNP MOBTOPHOM BBOJE HMUYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosiseT A406aBNATb He OfHY, a8 HECKONbKO 3anuncen, ecnu
BBOAMWTb VX C Pa3HbIMW aprymeHTaMu. Hanpumep, ctatuyeckme 3anucy B Tabnvue
MapLipyTusaumu ip route nnv dunbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NpUCYTCTBYHOT B HAaCTPOMKax B BUAE CINCKA:

Mpumep 2.1. cnonb3oBaHMe KOMaHAbl C MHOFOKpPaTHbIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1
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3anucK 13 Takmnx TabauL, MOXHO yAansaTb No OAHOM, NCMOb3ys NpePUKe No, 1 yKasbiBas
B apryMeHTe KOMaHZbl, Kakyto UMEeHHO 3anucb TpebyeTcsa yaanunTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO

ip route 1.1.1.0 2
.1.3.0 255.255.255.0 PPTP1

ip route

[y

2.5 CoxpaHeHue HacTpoekK

TekyLLme 1 CTapTOBble HACTPONKK XpaHATCA B ¢painax running-config u startup-config.
Ans TOoro 4To6bl COXPaHUTL TeKyLLMe HAaCTPOKN B SHEProHEe3aBUCMMYHO NaMATb, HYXXHO
BBECTW KOMaHAY KOMMPOBaHUs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTNno)KeHHas nepesarpyska

Ecnm Giga HaxoAMTCst Ha 3HaYMTeNbHOM yAaneHM OT orepaTopa 1 ynpaBsieTcs Mo ceTu,
BO3HMKAET ONACHOCTb NOTEPSITh CBA3b C HAM MO NPUUYMHE OLLUNBOUHbIX AeNCTBUIA
oneparopa. B 3ToM clyyae nepesarpyska 1 BO3BPaT K COXPaHeHHbIM HacTpolikam 6yayT
3aTpyZAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/IOXXEHHO nepesarpysku,

BbINOHUTb «OMaCHbIe» HACTPOIIKM, 3aTeM BbIK/TIOUNTbL TaliMeEp Y COXPaHUTb U3MEHEHWS.
Ecnv B npoLiecce HacTPOLiKM CBSI3b C YCTPONCTBOM byAeT NoTepsiHa, onepaTopy A0CTaTOUHO
ByAeT A0XAATbCA aBTOMATNYECKOWN nepesarpy3ku 1 NOAKNHOUNTBLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OnucaHwne

Mpedukc no
MeHsieT HacTpoOViKun
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHui

KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

Het
Het

HeTt

(config)>  copy ¢«sources «destinations

AprymeHT 3HayeHne |OnucaHue

source Wms ganna  |MNyTb K paiiny, KOTOPLIA HEO6XOANMO
CKONMPOBAaTh.

destination Wmsa gavina  |MNyTb K KaTanory, Kyga éyaeT ckonmpoBaH
dann.

Hanpumep, coxpaHeHme HacTpoek Aenaercs Tak:
(config)> copy running-config startup-config

(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

Bepcus OnucaHve

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHwne Yaanutb paiin n3 namatu Giga.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
filename Mms ¢anna  |MyTb K ariny, KOTOPbIA HEO6XOANMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.14ls
OonucaHue BbiBecTy Ha akpaH cnncok ¢ainnos B yKkazaHHOM KaTanore.
Mpejukc no Het
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MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

CuHoncuc

(config)> s [«directory:]
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
directory Ctpoka MNyTb K KaTanory. Jlo/ixxeH cogepxxaTb UMSA
balinoBo cUCTeMbI 1 HEMOCPEACTBEHHO
nyTb K KaTanory B popmare < paiinosas
cumcTema >: < nyTb >. Mpumepsl ¢painosbix
cuctem — flash, temp, proc, usb n 1. 4.
Mpumep (config)> 1s FILES:

rel: FILES:

entry, type = D:
name: com

entry, type = R:
name: IMAX.mkv
size: 1886912512

entry, type = D:
name: speedfan

entry, type = D:
name: portable

entry, type = D:
name: video

entry, type = D:

name: HoBas nanka
VICTOpI/Iﬂ N3MeHeHUn Bepcwﬂ onvicaHue
2.00 JlobaBneHa komaHaa ls.

3.1.5 mkdir

OnucaHune
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog, Het

Co3aaTb HOBbI KaTanor.

Giga (KN-1011) — CnpaBOYHVK KOMaHZ,

37




naBa 3 OnncaHme KoMaHp,

Cunoncuc (config)> mkdir «directory»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
directory CTpoka MyTb K KaTanory.

Mpumep (config)> mkdir SANDSK:/test

FileSystem: :Repository: "SANDSK:/test" created.

(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.

UcTopus nsmeHeHnii

Bepcus OnucaHve

212 JobaBneHa komaHaa mkdir.

3.1.6 more

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc
AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.2 access

OnucaHwne

MNpedukc no

BbiBeCTV Ha 3KpaH cofepXXmMMoe TeKCToBOro gaiina NnoCcTpoyHoO.
Het
Het

Het

(config)> more «filename>

AprymeHT 3HaueHue |OnucaHue

filename Ums gavina |MonHoe nma Ganna unm NCeBAOHUM.

(config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1l rotate

Bepcus OnucaHve

2.00 JlobaBneHa KoMaHa more.

HacTpouTb Nonb3oBaTenbCKMiA AOCTYN K KaTanory Ha USB-ycTpoiicTBe.

KomaHaa ¢ npedunkcomM no 3anpeLlaer A4oCTyn K narnke.

Ja

38
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)> access «directoryswser> modes [ recursive ]
(config)> no access «directorys wusers [ recursive ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
directory Ctpoka HasBaHue KaTanora Ha USB-ycTpoiicTse.
user CTpoka ViMsa nonb3oBarens.
mode forbidden JocTyn 3anpeLueH.
read JocTyn TONBKO AN1A UTEeHUS.
write JlocTyn ToNbKO ANF 3anncK.
read/write |[ocTyn AN YTEHUSA N 3aNUCU.
inherited [MpaBa gocTtyna HacneayoTca oT
pPOANTENbCKOro KaTaiora.
recursive Knoyesoe MpaBa focTyna NPUMEHSIOTCA KO BCEM
C/10BO B/IOXKEHHbIM KaTasoram.
Npumep (config)> access OD5F-1DB6:Downloads test read/write
(config)> no access OD5F-1DB6:Downloads test
VICTOleﬂ N3MeHeHNnN Bepcmﬂ onucaHvie

2.00 JlobaBneHa KOMaH/a access.

3.3 access-list

OnucaHune JocTtyn K rpynne KOMaHA A5 HaCTPOWKN BbIGPaHHOMO CMcKa nNpasun
dnneTpaumm nakeTos. Ecn cNncok He HaldeH, KOMaHAa NbITaeTcs ero
C03/aTb. TaKoW CANCOK MOXET 6bITb NPUCBOEH CeTeBOMY MHTepdeiicy ¢
nomolLLbro koMaHabl interface ip access-group.

KomaHga ¢ npedurkcom no yaansiet cnmcok npasu.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a
Bxo>xaeHue B rpynny (config-acl)

Cunoncuc I (config)> access-list name»
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(config)> no access-1list name»

AprymeHTbI AprymMeHT |3HayeHue |OnuncaHue
name Ctpoka HasBaHuve cnucka npasun ¢unbtpaumn (Access
Control List, ACL).

Mpumep (config)> access-list test_acl
Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobaBneHa komaHaa access-list.

3.3.1 access-list deny

OnucaHue Job6aBuTb 3anpeLuatoLee npasuno dGnnbTpaLmm NakeToB B yKasaHHbIN ACL.
KomaHga ¢ npedunkcom no yaanseT npasuo.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-acl)>  deny (tcp | udp) <sources <source-mask»
[port((<«src-port-operators<source-port)|
( range <source-ports <source-end-port»))]
«destination> «destination-mask>

[ port((<«dst-port-operators«destination-port)|
( range «destination-port> «destination-end-port»))]

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask>

(config-acl)> no deny (tcp | udp) <sources <source-mask»
[ port((<«src-port-operators<source-port)|
( range <source-ports <source-end-port»))]
<destinations «destination-mask>
[ port((<«dst-port-operators«destination-port)|
( range «destination-port> «destination-end-port»))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask>
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AprymeHTbI AprymeHT 3HaueHne |OnucaHue
tcp Knwyesoe TCP npoToko7.
CJ/1080
udp Knwyesoe UDP npoTokonn.
CJ/1080
icmp Knouesoe ICMP npoTtokon.
CJ1080
esp Knoyesoe ESP npoToko/.
CJ1080
gre Knioyesoe GRE npoToKo-.
CJ1080
ipip KnwyeBoe IP in IP NnpOTOKOJI.
CJ1080
ip KnwyeBoe IP-npoTokon (BkAroYaeT B cebsa TCP, UDP,
c/oBoO ICMP v npouyne).
source IP-agpec Appec nctoyHuka B 3aronoske IP-nakera.
source-mask IP-macka Macka, nprimeHeHaeMasn K agpecy

MCTOYHVKa B 3arosioBke IP-nakeTa, nepey,
CpaBHeHVeM c source. CyliecTByeT ABa
crnocoba BBOAA MacKu: B KAHOHNYECKOW
dopme (Hanpumep, 255.255.255.0) n B
BUZe OMTOBOW ANVHbI NpedurKca
(Hanpumep, /24).

source-port

Lenoe uucno

MopT ncrouHmka B TCP nnn UDP 3aronoske.

source-end-port

Lenoe u4ucno

OKOH4YaHMe gmarasoHa nopTtoB
NCTOYHWKa.

src-port-operator|lt OnepaTop «MeHbLUe» A1 CPaBHEHUS
nopTa C yKasaHHbIM source-port.
eq OnepaTop «paBHO» SIS CPAaBHEHUSA NOPTA
C yKa3aHHbIM source-port.
gt Onepatop «bonbLue» A CpaBHEHUS
nopta C yKasaHHbIM source-port.
destination IP-agpec Ajpec Ha3Ha4yeHuA B 3arosioske IP-nakera.
destination-mask|IP-macka Macka, npymMeHeHsaemasn K agpecy

Ha3HauyeHWA B 3arosioBke IP-nakeTa, nepes
CpaBHeHMeM c destination. CywecTByeT
JBa crnocoba BBOJA Macku: B
KaHOHMYecKon popMe (Hanpumep,
255.255.255.0) 1 B BUAae 6UTOBOW ANINHbI
npedukca (Hanpumep, /24).

destination-port

Lenoe w4ucno

MopT Ha3HauyeHwa B TCP nnn UDP
3aroJioske.

destination-end-port

Uenoe uucno

OKoHuYaHWe AranasoHa nopTos
Ha3HayeHwus.
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Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HayeHue |OnucaHue

dst-port-operator|lt OnepaTop «MeHbLLe» A1 CPaBHEHUS
rnopTa C yKasaHHbIM destination-port

eq OnepaTtop «paBHO» ANA CPaBHEHNS NOPTa
C yKasaHHbIM destination-port.

gt Onepatop «bonbLue» A cpaBHEHUS
rnopTa C yKa3aHHbIM destination-port.

(config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule deleted.

Bepcus OnucaHve

2.00 [Jlo6aBneHa komaHza access-list deny.

2.06 HoBoe 3HaueHue ip 6b110 f06aBNEHO B apryMeHT
protocol.

2.08 Jlo6aBneHbl HOBblE MPOTOKO/bI esp,gre 1 ipip

2.09.A.2.1 JlobaBneHbl Anana3oHbl MOPTOB.

3.3.2 access-list permit

OnuncaHwmne

Mpedukc no

MeHsieT HacTpoWiKKn

Job6aBuTb paspeLuatoLee npasuno dbuabTpaLmm NnakeTos B yKasaHHbIN ACL.
KomaHga ¢ npedunkcom no yaanseT npasuo.

Ja

Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

(config-acl)>  permit (tcp | udp) <sources <source-mask>
[ port((<«src-port-operator>«source-port»)
( range <source-ports <source-end-port»))]
«destinations <destination-mask>
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naBa 3 OnncaHme KOMaHA,

(config-acl)>

[ port((<«dst-port-operator:«destination-port)|
(range «destination-port> «destination-end-port))]

permit (icmp | esp | gre | ipip | ip)<source<source-mask»
<destinations «destination-mask>

(config-acl)> no permit (tcp | udp) <sources <source-mask»
[ port((<«src-port-operator: <source-ports)|
( range <source-ports <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port>«destination-end-port))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask»
<destinations «destination-mask»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
tcp Knwyesoe TCP npoToKO.
CJ1080
udp Knwyesoe UDP npoTokonn.
c/10BO
icmp Knwyesoe ICMP npoTokon.
c/10BO
esp Kmouesoe ESP npoTtokon.
c/10BO
gre Knoyesoe GRE npoToKo-.
CJ1080
ipip KnwyeBoe IP in IP npoTOKO/.
CJ1080
ip KnwyeBoe IP-npoTokon (BkArouaeT B ceba TCP, UDP,
CcJ/10BO ICMP n l'lpOHI/IE).
source IP-agpec Ajpec nctoyHuka B 3aronoske IP-nakera.
source-mask IP-macka Macka, nprumeHeHsaemMas K agpecy

NCTOYHVKa B 3arosioBke IP-nakeTa, nepej
CpaBHeHVeM c source. CyliecTByeT ABa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B
BUAe 6UTOBOV ANMHBI NpedurKca
(Hanpumep, /24).

source-port

Uenoe uucno

MopT nctouHmKka B TCP vnn UDP 3aronoske.

source-end-port

Llenoe uucno

OKOH4YaHMe gmarnasoHa nopTtoB
NCTOYHMKa.

src-port-operator

1t

OnepaTtop «MeHbLLe» ANS CPaBHEHUS
nopTa C yka3aHHbIM source-port.

Giga (KN-1011) — CnpaBOYHVK KOMaHZ,

43



naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HayeHue |OnucaHue
eq OnepaTop «paBHO» AIS CPAaBHEHUSA NOPTA
C yKa3aHHbIM source-port.
gt Onepatop «bonbLue» A5t CpaBHEHUS
nopTa C YKasaHHbIM source-port.
destination IP-agpec Appec Ha3Ha4yeHuA B 3arosioske IP-nakera.
destination-mask|IP-macka Macka, nprmeHeHaeMas K agpecy

Ha3HayeHus B 3aronoske IP-nakeTa, nepes
CcpaBHeHueM c destination. CywiecTByeT
JBa cnocoba BBOJa Macku: B
KaHOHMYecKko popMe (Hanpumep,
255.255.255.0) 1 B BUAe BUTOBOW ANINHbI
npedukca (Hanpumep, /24).

destination-port|lenoe uucno |[opT HasHaveHuda B TCP nnn UDP

3arosioBKe.

destination-end-port|ljesioe u4ucno |OKOHUYaHMeE fmnanasoHa NopToBs
Ha3HayeHwus.

dst-port-operator|lt OnepaTop «MeHbLUe» ANA CPpaBHEHUS

nopTa C yKasaHHbIM destination-port.

eq OnepaTop «paBHO» 41K CPAaBHEHWNSA NOPTA
C yKasaHHbIM destination-port.

gt Onepatop «b6onbLue» A5 CpaBHEHNS
rnopTa C yKa3aHHbIM destination-port.

(config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 8080 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.

Bepcus OnucaHue

2.00 JobasneHa KomaHaa access-list permit.

2.06 HoBoe 3HaueHue ip 66110 A06aBNEHO B apryMeHT
protocol.

2.08 [JlobaBneHbl HOBble MPOTOKO/bI esp,gre v ipip.

2.09.A.2.1 JlobaBneHbl AnanasoHbl MOPTOB.
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naBa 3 OnncaHme KOMaHA,

3.3.3 access-list rule

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

OTkNUUTL Npasuio ACL, orpaHNYUTL BpeMsi ero paboTbl pacnmcaHmnem,
N3MEHUTb ero MecTo B CNucKke Npasua Unu Ao6aBnTb ero onncaHuve.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BKNKOYaET NpaBunio, OTMEHAET pacnncaHne nin
yAandaeT onncaHme.

Ja
Ja
Aa

(config-acl)>  rule <index> (disable | schedule «<schedule> | order
<new-index> | description «descriptiom)

(config-acl)> no rule <index> (disable | schedule | description)

AprymeHT 3HauyeHue OnuncaHue
index lenoe uyncno |Homep npasuna ACL.
disable Knwyesoe OTknrounTe Npasuio ACL.

c/10B80
schedule Pacnucanune HasBaHue pacnucaHmsa, CO34aHHOro npwu

nomMoLuwm rpynnel KoMaHA schedule.

order Lllenoe 4ucno HoBas nosunuma npasuna ACL B cnucke.
description |CTpoka OnuncaHune npasuna ACL.

(config-acl)> rule 0 disable
Network::Acl: Rule disabled.

(config-acl)> rule 0 schedule acl_schedule
Network::Acl: Rule schedule set to "acl schedule".

(config-acl)>rule 0 description myacl
Network::Acl: Rule description set to "myacl".

(config-acl)> rule 0 order 1
Network::Acl: Rule O moved to position 1.

(config-acl)> no rule 0 disable
Network::Acl: Rule enabled.

(config-acl)> no rule 0 schedule
Network: :Acl: Rule schedule removed.

(config-acl)> no rule 0 description
Network::Acl: Rule description removed.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 JobaBneHa komaHaa access-list rule.

3.4 adguard-dns

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

JocTtyn K rpynne KoMaHA AN HacTporikmn npodbunei 3awmnTel AdGuard DNS.
Het

Het

MHorokpaTtHbIia BBog, Het

BxoXkaeHue B rpynny

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

3.4.1 adguard-

OnuncaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncunc

AprymeHThl

(adguard-dns)
I (config)> adguard-dns

(config)> adgquard-dns
Core::Configurator: Done.
(adguard-dns)>

Bepcus OnucaHue

2.12 Job6asneHa komaHaa adguard-dns.

dns assign

HasHaunTb npodunb 3amThl XOCTy. 10 yMOYaHMIO A/15 BCEX XOCTOB
ncnonb3yetca npodunb standard.

KomaHga c npedrkcom no Bo3BpaLLlaeT 3HaueHre No yMonyaHuo — npodusib
standard.

Aa
[Ja
Ja
(adguard-dns)>  assign [ <host» ] <type»

(adguard-dns)> no assign [ <host> ]

AprymeHT |3HaueHue OnucaHve

host MAC-agpec XOoCT, K KOTOpOMY NpuMeHsieTcs npodunb
3aWmnThl. Ecnn He ykasaH, npodpuib
NpUMeHsIeTCA KO BCEM XOCTaM.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopusa nsmeHeHwnii

3.4.2 adguard-

OnucaHwue
Mpejukc no

MeHsieT HacTpoiKkmn

AprymeHT |3HauyeHue OnucaHve
type default 3awmTa He UCNoJib3yeTcs.
base Bnoknposka peknamel, TpekuHra n ¢uLinHra
standard BesonacHoe npeobpasosaHune DNS, 6e3
610KNPOBKMU.
family BnokvpoBKka peknamebl, TPeKUHra, pULLMHra,
CaNTOB AN5 B3POCUIbIX, BKNHOUUTL 6e30NacHbI
nounck B bpaysepe.

(adguard-dns)> assign base
AdguardDns::Client: Default type set.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA default
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been associated with »
"default" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA standard
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "standard" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA family
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "family" profile.

(adguard-dns)> no assign a8:1e:84:85:f2:72
AdguardDns::Client: Host "a8:1e:84:85:f2:72" has been removed.

(adguard-dns)> no assign
AdguardDns::Client: Default type set.

Bepcus OnucaHue

2.12 JlobasneHa komaHaa adguard-dns assign.

dns check-availability
MpoBepuTb JAOCTYNHOCTL CyX6bl AdGuard DNS.
Het

Het

MHorokpaTtHbIiA BBog Het

CviHoncuc

Mpumep

I(adguard—dns)> check-availability

(adguard-dns)> check-availability
AdguardDns::Client: AdGuard DNS is available.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

3.4.3 adguard-dns enable

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

Bepcusa

OnucaHwmne

2.12

[JobaeneHa komaHaa adguard-dns check-availability

BrntounTs cnyxby AdGuard DNS.

KomaHga c nped1KcomM no ocTaHaBNNBAET CAyXOby.

Ja
Aa

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

Mpumep

UcTopuns nameHeHuii

3.5 afp

OnucaHwue
Mpedukc no

MeHsieT HacTpoWiKKn

I(adguard—dns)> enable

I(adguan*dnsﬁ>noenable

(adguard-dns)> enable
AdguardDns::Client: AdGuard DNS enabled.

(adguard-dns)> no enable
AdguardDns::Client: AdGuard DNS disabled.

Bepcusa

OnucaHwune

2.12

Jlo6aBneHa komaHza adguard-dns enable.

JocTtyn K rpynne KOMaHA Ans yrnpasneHus cnyxoomn AFP.

HeTt

Het

MHorokpaTtHbiia BBog Het

Bxo)xaeHue B rpynny (config-afp)

CuvHoncuc

Mpumep

I(conﬁg)> afp

(config)> afp

Core::Configurator: Done.

(config-afp)>
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 Jo6aBneHa komaHaa afp.

3.5.1 afp automount

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BrntounTb aBTOMaTnyeckoe nogxntoyeHne USB-ycTpoincTs ana goctyna K
HUM Yepe3 AFP. Mo ymonyaHuio GyHKLMA BKIHOYEHaA.

KomaHga ¢ npeprKcom no oTkAoHaeT GyHKLMIO aBTOMaTNYeCKoro
NOAKNHOYEHNS.

Ja
Aa
Het
I(config—afp)> automount

I (config-afp)> no automount

(config-afp)> automount
Afp::Server: Automount enabled.

(config-afp)> no automount
Afp::Server: Automount disabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga afp automount.

3.5.2 afp permissive

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

BKOUNTb pa3peLuatoLLii pexim, Koraa Bce Nnosib30oBaTeiv MOTyT NMoyyYnTb
AocTyn K $painam Ha USB-ycTporicTe. 10 yMOAYaHMIO PEXMM OTKIHOYEH.

KomaHga ¢ npedrkcom no oTKIoYaeT paspeLUaroLnin pexmnm, 1 4oCTyn K
daiinam MMetoT ToNIbKO NoAb30BaTeNn ¢ meTkon "afp".

Ja
Aa

MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

I (config-afp)>  permissive

I (config-afp)> no permissive

Giga (KN-1011) — CnpaBOYHVK KOMaHZ,

49



naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-afp)> permissive

(config-afp)> no permissive
Afp::Server: Permissive mode disabled.

Afp::Server: Permissive mode enabled.

Bepcusa

OnucaHwmne

2.06

Jlo6aBneHa komaHaa afp permissive.

3.5.3 afp share

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

OTKpbITE 06LLMIA AOCTYN K KaTanory Ha USB-ycTpoiicTee.

KomaHga ¢ npedurkcom no 3akpbiBaeT 06LWMIA JoCTyn K KaTanory. Ecim
BbIMNO/IHNTb KOMaHA4Y 6e3 dprymMmeHTa, To KO BCEM KaTanioram Ha
USB-ycTpolicTBe byaeT 3aKpbIT 06U JOCTYN.

Ja
Aa
Ja

(config-afp)>

(config-afp)> no share [ label ]

share labels> anounts [timemachine] [ description]

AprymeHT 3HauyeHue |OnucaHue

label CTpoka HasBaHwue obLero pecypca Ans
nonb3oBaTenen.

mount CTpoka Mms KaTanora, K KOTOPOMY OTKpbIBaeTcs
o6LwKMin focTyn.

timemachine Kniwyesoe JocTtyn ana npunoxeHus Time Machine.

C/10B0
description CTtpoka [Mpov3BONbLHOE OMKCaHMe KaTasiora.

(config-afp)> share AFP C253-062D:/FOR_AFP timemachine
Afp::Server: Added share "AFP".

(config-afp)> no share AFP

Afp::Server: Removed share "AFP".

Bepcusa

OnucaHune

2.06

Jlo6aBneHa komaHga afp share.
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naBa 3 OnncaHme KOMaHA,

3.6 cifs

OnucaHwue JocTtyn K rpynne KomMaHa Ansa ynpasneHus cnyxéoin CIFS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (config-cifs)

Cunoncuc I (config)> cifs

Mpumep (config)> cifs
Core::Configurator: Done.
(config-cifs)>

VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHza cifs.

3.6.1 cifs automount

OnucaHue BknrounTb aBTOMaTmyeckoe nogkatoueHmne USB-ycTponcTs Ana goctyna K
HUM yepe3 CIFS. Mo ymonYaHuio GyHKLNSA BKAKOYEHA.

KomaHga c npedurkcom no otkaroyaeT GyHKLMIO aBTOMATUYECKOro
NOAK/TIOYEHNS.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het

CuHoncuc I (config-cifs)>  automount

I (config-cifs)> no automount

Mpumep (config-cifs)> automount
Cifs::ServerTsmb: Automount enabled.

(config-cifs)> no automount
Cifs::ServerTsmb: Automount disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHga cifs automount.
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naBa 3 OnncaHme KoMaHp,

3.6.2 cifs map-hidden

OnucaHue BrntounTb noasaepxky ACL n ckpbITbix dainnos ans CIFS. Mo ymonyaHuto
bYHKUMA OTKAOYEHa.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-cifs)>  map-hidden

I (config-cifs)> no map-hidden

MNpumep (config-cifs)> map-hidden
Cifs::ServerTsmb: Map hidden enabled.

(config-cifs)> no map-hidden
Cifs::ServerTsmb: Map hidden enabled.

MCTOPMH N3MeHeHUnA Bepc”ﬂ onvicaHue

214 JobasneHa komaHga cifs map-hidden.

3.6.3 cifs master

OnucaHwue BkntounTtb macmep-6paysep Ha TSMB-cepsepe. 1o ymMon4aHMIO HacTpoika
BbIK/TIOYEHa.

KomaHga ¢ npedurKcoM no oTKAYaeT mMacmep-6pay3ep.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-cifs)> master
I (config-cifs)> no master
MNpumep (config-cifs)> master

Cifs::ServerTsmb: Master browser enabled.

(config-cifs)> no master
Cifs::ServerTsmb: Master browser disabled.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 JlobaBneHa komaHja cifs master.

2.04 KomaHga cifs master ysaneHa kak yctapeBLuas.
3.03 BHoBb fo6aBneHa komaHza cifs master.

3.6.4 cifs permissive

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,

CviHoncmc

Mpumep

WcTopusa nsmeHeHuim

BinrounTb paspeLuaroLmii pexum, Koraa Bce Noab30BaTev MOryT NoslyYmTb
foctyn K daninam Ha USB-ycTpolicTse. 10 yMOAYaHNIO PeXNM OTK/THOYEH.

KomaHaa ¢ npedurKcom no oTkNoYaeT paspeLuatoLnii pexmm, 1 4OCTyn K
darinam vmetoT ToNIbKO Noib30BaTenu ¢ MeTkoi "cifs".

Ja

Ja

Het

I (config-cifs)> permissive

I (config-cifs)> no permissive

(config-cifs)> permissive
Cifs::ServerTsmb: Permissive mode enabled.

(config-cifs)> no permissive
Cifs::ServerTsmb: Permissive mode disabled.

Bepcus OnucaHue

2.00 JobasneHa koMmaHgaa cifs permissive.

3.6.5 cifs share

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

OTKpbITb 06LLMI AOCTYN K KaTanory Ha USB-ycTpolicTse.

KomaHaa ¢ npedurKcom no 3akpbiBaeT o6LwMiA A0CTYN K KaTanory. Ecam
BbIMONHUTbL KOMaHZAy 6e3 aprymeHTa, TO KO BCeM KaTasoram Ha
USB-ycTpolicTBe byaeT 3aKpbIT 06LWMIA JOCTYN.

Ja
Ja
Ja

I (config-cifs)>  share <label> <mount> [ description]
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(config-cifs)> no share [ label ]

AprymeHT 3HaueHue |OnucaHue

label CTpoka Mms kaTanora, koTopoe byaeTt BUAHO
nosib3oBaTensm.

mount CTpoka Vima kaTtanora, K KOTOPOMY OTKpbIBaeTcA
o6LmiA focTyn.

description Crpoka lMpon3BonbHOe onurcaHve Katasora.

(config-cifs)> share MYHOME1l 10A0CDE9AOCDD4FE:/
Cifs::ServerTsmb: Added share "MYHOME1l".

(config-cifs)> share MYHOME 10A0CDE9AOCDD4FE:/Video/
Cifs::ServerTsmb: Added share "MYHOME".

(config-cifs)> no share MYHOME1l
Cifs::ServerTsmb: Removed share "MYHOME1".

Bepcus

OnucaHmne

2.00

JobaBneHa komaHza cifs share.

3.7 cloud control2 security-level

OnuncaHwune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

YcTaHoBUTL ypoBeHb b6e3onacHocTu cepBuca Cloud Control2 ang mobunesHoro
npunoxeHus Keenetic. Mo ymMon4aH1o Ha3Ha4vyeH ypoBeHb 6e30MacHOCT

public.

Hert

Ja

Hert

(config)> cloud control2 security-level (public | private)

AprymeHT |3HaueHue OnuncaHwue

public Knw4esoe cnoso |foctyn k Cloud Control2 paspelueH ans
public, private n protected nHTepdeiicos.

private |Kmw4esoe cnoso |AocTtyn k Cloud Control2 pa3peLueH TonbKO
Ans private nHtepodeiicos.

(config)> cloud control2 security-level public
CloudControl2::Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.
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naBa 3 OnncaHme KOMaHA,

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

3.05

[JobaeneHa komaHaa cloud control2 security-level.

3.8 cloudflare-dns

OnucaHune JocTyn K rpynne KOMaHZA ANns HacTporiku npodunein 3awmtel Cloudflare DNS.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIia BBog, Het

BxoxxaeHue B rpynny (cloudflare-dns)

CuvHoncuc

I (config)> cloudflare-dns

Mpumep (config)> cloudflare-dns
Core::Configurator: Done.
(cloudflare-dns)>

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

3.05

JobasneHa komaHaa cloudflare-dns.

3.8.1 cloudflare-dns assign

OnucaHwue HasHaunTb npodunb 3amThl XOCTy. 10 yMOYaHMIO A/15 BCEX XOCTOB
ncnonb3yetca npodunb standard.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpallaeT 3HaveHne No yMmoa4aHuio.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (cloudflare-dns)>  assign [ <host>] <type>
(cloudflare-dns)> no assign [ <host> ]
AprymeHTbI AprymeHT |3HaueHune OonucaHue

host MAC-agpec XoCT, K KOTOpOMY NpuMeHsieTca npodunb

3awmThl. Ecnm He ykasaH, npodunb
NPUMEHSIETCS KO BCEM XOCTaM.

type default 3almTa He UCNoJib3yeTcs.
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AprymeHT |3HauyeHue OnucaHve
standard be3sonacHbIii DNS, 6e3 610KMpoBKN.
malware BnoknpoBka BpeOHOCHbLIX MPOrpamMm.
family BnoknpoBka BpeOHOCHbLIX MPOrpamMMm 1 CalitoB
ANS B3POCSIbIX. .

Mpumep (cloudflare-dns)> assign default
CloudflareDns::Client: Default type set.

(cloudflare-dns)> assign c0:b8:83:c2:cbh:11 default
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "default" profile.

\J

(cloudflare-dns)> assign c0:b8:83:c2:ch:11 standard
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "standard" profile.

v

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 malware
CloudflareDns: :Client: "c0:b8:83:c2:cb:11" has been reassociated
with "malware" profile.

v

(cloudflare-dns)> assign c0:b8:83:c2:ch:11 family
CloudflareDns: :Client: "c0:b8:83:c2:cb:11" has been reassociated
with "family" profile.

\J

(cloudflare-dns)> no assign c0:b8:83:c2:ch:11
CloudflareDns::Client: Host "c0:b8:83:c2:cb:11" has been removed.

(cloudflare-dns)> no assign
CloudflareDns::Client: Default type set.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.05 Job6aBneHa komaHaa cloudflare-dns assign.

3.8.2 cloudflare-dns check-availability

OnucaHue MpoBepuUTb JOCTYMHOCTb CyX6bI Cloudflare DNS.
Mpedukc no Het
MeHsieT HacTpoiikn  Hert
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I(cloudflare—dns)> check-availability

Mpumep (cloudflare-dns)> check-availability
CloudflareDns: :Client: Cloudflare DNS is available.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [Jlo6asneHa komaHga cloudflare-dns check-availability.

3.8.3 cloudflare-dns enable

OnucaHune BkntounTb cnyx6y Cloudflare DNS.
KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXOy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het

CnHoncuc I (cloudflare-dns)>  enable

I (cloudflare-dns)> no enable

Mpumep (cloudflare-dns)> enable
CloudflareDns::Client: Cloudflare DNS enabled.

(cloudflare-dns)> no enable
CloudflareDns::Client: Cloudflare DNS disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

3.05 JlobaBneHa komaHaa cloudflare-dns.

3.9 components

OnucaHue JocTyn K rpyrne KOMaHaA A1 yrnpas/ieH st KOMNOHEHTaMM1 MUKPOMPOrpaMmel.
Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiia BBog Het

Bxo>xaeHue B rpynny (config-comp)

CuHoncuc (config)>  components
UcTopus nsmeHeHni Bepcus OonucaHue
2.00 JlobaBneHa KOMaHAa components.
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3.9.1 components auto-update channel

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

3a4aTb NCTOYHMK KOMMOHEHTOB AN14 q)yHKLI,I/II/I aBToO6HOBNEHUA. 1o
YMOTYaHWIO NCNONb3yeTCd 3Ha4YeHne stable.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja

HeTt

(config-comp)>

auto-update channel «channel;

(config-comp)> no auto-update channel

AprymeHT

3HavyeHue

OnuncaHue

channel

stable

KOMMNOHEeHTbI NOMHOCTLIO NPOTECTUPOBAaHbI
N PEKOMEHAYHTCA ANS YCTaHOBKW. B
Be6-nHTepdeince 3TOT KaHaN ykasaH Kak
Penus.

preview

KoMnoHeHTbI cogepykaT Hoselilmne GyHKLnK
1 yCOBepLUEHCTBOBAHWS, HO MPOTECTMPOBAaHbI
He MNOoNHOCTLIO. B Be6-HTepdelice 3TOT kKaHan
yKa3aH Kak MpenBaputensHas Bepcus

draft

KoMnoHeHTbI cogepikaTt HoBelilme GyHKLNK
N NCNONIb3YHTCA ANS TeCTUpoBaHuA. B
Beb-nHTepdeice 3TOT KaHaN yKalaH Kak
TectoBasa cbopka.

(config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.

Bepcus

OnucaHune

3.01

JobaBneHa

KoMaHza components auto-update channel.

3.9.2 components auto-update disable

OnuncaHune

Mpejukc no

CDyHKLI,I/Iﬂ aBTOMAaTM4YeCcKoro 06HOBAEHNSA KOMAOHEHTOB. 1o YyMO/T4YaHUIO
aBTOMaTu4yeckoe 06HOBNEHME BK/IHOYEHO.

KomaHga ¢ I'Ipeq)I/IKCOM no BKJIIOYAET aBTOMAaTN4YeCcKkoe 06HOBEHME.

Aa
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MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

CuHoncuc I(config-comp)> auto-update disable

I (config-comp)> no auto-update disable

Mpumep (config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.09 JobaeneHa komaHza components auto-update disable.

3.9.3 components auto-update schedule

OnucaHune MprcBonTL pacnuncaHmne ans paboTbl GyHKLMN aBTOMATUHECKOro 06HOBAEHNS.
MepeA BbINOAHEHVEM KOMaHAbI pacnmcaHne AoMXHO ObiTb CO34aHO U
HacTpoeHo npu nomowm komaHAael schedule action.

KomaHza c nped1Kcom no pa3pbiBaeT CBSA3b MeXJAy pacrnvcaHneMm U
aBTOMAaTNYeCKM 06HOBNEHNEM.

Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-comp)>  auto-update schedule <schedule>
(config-comp)> no auto-update schedule
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
schedule Pacnucanne |HasBaHMe pacnncaHums, CoO3gaHHOro npu
nomMoLum rpynnel KoMaHa schedule.
NMpumep (config-comp)> auto-update schedule Update

Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
3.03 [JlobaeneHa komaHAa components auto-update
schedule.

3.9.4 components check-update

OnuncaHmne MpoBepuTb 06HOBNAEHME NPOLUNBKA AN1A KaHAMAATa U BEAOMOTO
ycTpoinctBa MogynbHoi Wi-Fi Cuctembl.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-comp)>  check-update [ force]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
force Knoyesoe [MoCTOAHHO NMPOBEPATL Hannyme
C/I0BO 06HOBNEHUIA.
Npumep (config-comp)> check-update
release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no
(config-comp)> check-update force
release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.14 JobasneHa komaHaa components check-update.

3.9.5 components commit

OnucaHue MpUMeHUTb U3MeHeHUs, BHeCeHHble kKoMaHAamu components install n
components remove.

Mpejukc no Het

MeHsieT HacTpouikm  /[la
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MHorokpaTHbIii BBOA,

CvHoncuc

UcTopuns nameHeHuii

Het

(config-comp)>  commit

Bepcus OnucaHve

2.00 [JlobaBneHa KomaHZa components commit.

3.9.6 components install

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

OTMeTUTb KOMMOHEHT ANs I'IOCﬂeﬂ,yFOLLLEVI YCTaHOBKW. OkoHu4aTenbHas
YCTaHOBKa BbIMNOJ/IHAETCA KOMaHAomM components commit.

Het
Ja
Ja

(config-comp)>  install «component>

AprymeHT 3HaueHue |OnucaHue

component Crtpoka HasBaHue koMrnoHeHTa. Cnncok
JOCTYMNHbIX AN YCTAHOBKM KOMMNOHEHTOB
MOXeT ObITb BblBeJeH Ha 3KpaH KOMaHAOM
components list.

(config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.

Bepcusa OnucaHue

2.00 [Jlob6aBneHa koMaHAa components install.

3.9.7 components list

OnucaHune

Mpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBO,

MepeknruUnTLCA Ha BbIBpaHHY NeCOUYHMLY U OTMETUTbL A/1s1 YCTAHOBKU BCe
KOMMOHEHTbI, TpebyoLme N3MEeHEH M /151 COOTBETCTBUS BEPCUUN B
necoyHuue. Ecnm BeINOAHUTL KOMaHAy 6e3 aprymeHTa, TO byAeT BblBeAeH
BECb CMNCOK BCEX KOMMOHEHTOR TeKYLLIEM NeCOYHMLbI (YCTAaHOBIEHHbIX U
AOCTYMHBIX 4151 YCTaHOBKM). ECnv oTCyTCTBYET NogkntoueHne K MIHTepHeT, To
6YZAET BbiBeAEH TO/IbKO CMMCOK Y>Ke YCTaHOBMAEHHbIX KOMMOHEHTOB.

Het
HeTt

Het
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config-comp)>  list [ sandbox ]

AprymeHT 3HauyeHue OnucaHwue
sandbox Ctpoka YpaneHHasa necoyHuua, HanpumMep stable
nnu beta.
(config-comp)> list
firmware:
version: 2.13.C.0.0-1
sandbox: stable
local:
sandbox: beta
component:
name: base
priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb5840
installed: 2.13.B.1.0-1
preset: minimal
preset: recommended
queued: yes
Bepcus OnucaHue
2.00 Job6aBneHa komaHAa components list.
2.06.A.6 Job6asneH napameTp sandbox. KomaHaa components
list goMKHa NCNONBL30BaTLCSA BMECTO yCTapeBLUeit
components sync.

3.9.8 components preset

OnuncaHwune

Mpe¢ukc no

MeHsieT HacTpoViKKn

BbibpaTh roToBbIli HA6OP KOMMOHEHTOB. YCTaHOBKAa Habopa BbIMOHAETCH
KOMaHAoM components commit.

Mpexae YemM ycTaHOBUTbL HAbOp KOMMOHEHTOB, NMPOBeEpPbLTE NOCNeHNE BEPCUA
KOMMOHEHTOB Ha cepBepe 06HOBNeHW KoMaHAo components list.
TpebyeTca nogkntoueHve K VIHTepHeTy.

HeT

Ja
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MHorokpaTtHbIiA BBOg, Het

CuHoncuc I(conﬁg{0ﬂuﬂ> preset preset

AprymeHTbI KonnuyecTBo 1 Ha3BaHWsA roTOBbIX HAOOPOB KOMMOHEHTOB MOIYT 6bIThb
13MeHeHbI, MO3TOMY PeKOMeHAYeTCs MPOBepUTb CMMCOK AOCTYMHbIX HA6OPOB
KOMaHzom preset [Tab].

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWHMMaNbHO BO3MOXHBbIN 419 paboThbl
yCTPOCTBa Habop KOMMNOHEHTOB byaeT
oTMeYeH.

recommended |PekomeHAyemblii HA6OP KOMMOHEHTOB byaeT
OTMeYeH ANs yCTaHOBKM.

Mpumep (config-comp)> preset [Tab]

Usage template:
preset {preset}

Choose:
minimal
recommended

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.00 JobasneHa KOMaHAa components preset.

3.9.9 components preview

OnucaHune MokaszaTb pasMep NPOLUMBKW, COCTABNEHHOM 113 KOMMOHEHTOB, BbI6paHHbIX
C MOMOLLI0 KOMaHAbl components install.

Mpe¢ukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-comp)>  preview

Mpumep (config-comp)> preview
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WcTopusa nsmeHeHum

preview:
size: 7733308

Bepcus

OnucaHmne

2.06

JobasneHa KOMaHAa components preview.

3.9.10 components remove

OnuncaHune

Mpejukc no

MeHsieT HacTpoiAKK

OTMETUTb KOMMOHEHT A5t Moc/eAytoLLero yaaneHus. OKkoH4YaTeNnbHoe
yAaneHve BbINONHSAETCH KOMaHA0M components commit.

HeTt

Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.9.11 components validity-period

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIii BBOA,

(config-comp)>

remove «component»

AprymeHT

3HauyeHue

OnucaHune

component

CTpoka

HasBaHve koMmnoHeHTa. CNncok
JLOCTYMHbIX ANS YAaNeHWNst KOMMOHEHTOB
MOXET ObITb BbiBe,eH Ha 3KpaH KOMaHAOM
components list.

(config-comp)> remove ntfs

Components: :Manager: Component "ntfs" is queued for removal.

Bepcusa

OnucaHue

2.00

Ao6aeneHa koMaHAa components remove.

YcTaHOBUTbL CPOK aKTya/ibHOCTW JTOKAJZIbHOTO Crnncka KOMMOHEHTOB. Mo
NCTEYEHUN 3TOI0 BpeEMEHN 6y,CI,ET aBToMaTn4yeckun BblNnoJsiIHeEHa KOMaHAa
components list gns noslydyeHnA TeKyLlero cnmcka KOMNOHEHTOB C cepBepa

O6HOB/IEHNIA.

KomMaHga c npedrkcoM no ycTaHaBNMBAET 3HaUeHe Mo YMO4YaHMIo, KOTOpoe

pasHo 1800.
Ja
Aa

Het
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CuHoncuc (config-comp)>  validity-period <seconds>
(config-comp)> no validity-period
AprymeHTbI AprymeHT 3HaueHue OnucaHue
seconds Lenoe u4ucno CpoK aKTyanbHOCTU IOKaIbHOroO
CMMcKa KOMMNOHEHTOB B CEKYHAAX.
Mo>eT NpuHUMaTb 3HaYEeHUS B
AvanasoHe ot 0 go 604800
BKJTIOUYNTENBHO.
Npumep (config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.
(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.03 Jlo6aBneHa komaHAa components validity-period.

3.10 crypto engine

OnucaHwue Bbl6paTh TN 06paboTku ESP IPsec nakeToB. [10 yMOAYaHWUIO UCMONb3yeTcs
annapaTHbI pexuM.

KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOgA, Het

Cutoncnc (config)> crypto engine <type>
(config)> no crypto engine
AprymeHTbI AprymeHTt 3HaueHue OnucaHune
type software |[porpaMMmHbIN pexmnm.
hardware |AnnapaTHbI pexunm.
Mpumep (config)> crypto engine software

IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JlobaeneHa komaHaa crypto engine.

3.11 crypto ike key

OnucaHwue Job6aBuTb kntou IKE ¢ naeHTUGNKaTOPOM YAAaNeHHON CTOPOHBI.
KomaHga ¢ npedprKcoM no yaanseT yKa3aHHbIN KoY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, /[la

Cutoncnc (config)> crypto ike key names psk» (<type> <ids | any)
(config)> no crypto ike key name»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka Ha3BaHwve ktoya. lonyckaeTtcs
1CN0/b30BaHMe CIMBOJIOB JIATUHCKOro
andasnTa, UNPP, TOUKK, MOJUYEPKNBAHNS 1
fedunca.
psk CTpoka Naponb ans ayteHTUdMKaumn. nnHa napons
MOXeT 6bITb OT 6 40 96 CMMBOOB.
type address NaeHTndunkatopom aensetcs IP-agpec.
fqdn VaeHTndmnKkaTopom a9BAseTCs nosiHoe
AOMeHHoe 1MS.
dn NaeHTndrKaTopoM ABAAETCH JOMEHHOE NMS.
email NaeHTUdnKaTOPOM ABNAETCH 3NEKTPOHHbI
agpec e-mail.
id CTpoka 3HaueHuve ngeHTudmnKaTopa yaaneHHowm
CTOPOHBI.
any Kriw4yesoe Paspeluaet rcrnosib3oBaHme Kao4a ANs
C/I0BO nto60in yaaneHHOM CTOPOHBI.
Npumep (config)> crypto ike key VirtualIPServer »

aDjs0C1lgvWCs0iE4Ijhs+HRnNPiheGA478 any
IpSec: :Manager: "VirtualIPServer": crypto ike key successfully »
added.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
updated.
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WcTopusa nsmeHeHum

3.12 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.13 crypto

OnucaHune

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
removed.

Bepcus OnucaHue

2.06 JobasneHa KomaHaa crypto ike key.

ike nat-keepalive

YcTaHOBUTL TaliM-ayT Mexay naketamu keepalive B cnydae o6HapyxeHus
NAT mMexay KnreHToM 1 cepBepoM [Psec. [0 yMOI4aHMIO YCTaHOB/IEHO
3HaueHwe 20.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoAYaHuio.

Ja

Ja

Het

(config)> crypto ike nat-keepalive nat-keepalive;

(config)> no crypto ike nat-keepalive

AprymeHT 3HauyeHue OnucaHue

nat-keepalive Lenoe 4ucrno TaimM-ayT mexay naketamm
keepalive B cekyHgax. MoxeTt
NPUHMMaTL 3HaYeHWs oT 5 10 3600
BKAOUUTENBHO.

(config)> crypto ike nat-keepalive 90
IpSec::Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec: :Manager: Reset crypto ike nat-keepalive timeout to 20 s.

Bepcus OnucaHve

2.06 JobasneHa komaHga crypto ike nat-keepalive.

ike policy

JocTtyn K rpynne KoMaHa Ans HaCcTPOViky BblbpaHHOW nonnTtukn IKE. Ecnn

nonuTunka IKE He HalifeHa, KOMaHa NbiTaeTca eé co3aaThb.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncunc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomaHnga c npedurkcom no yaansiet nonutuky /KE. Mpun 3TOM JaHHas NoAnT1Ka
IKE aBTOMaTM4eckn yganaeTtcsa u3 Bcex npodunen IPsec.

Ja
Aa
Ja

(config-ike-policy)

(config)> crypto ike policy name>

(config)> no crypto ike policy name>

AprymeHT

3HaueHve

OnucaHue

name

Crpoka

Ha3aHune nonutukn IKE.
JonyckaeTca ncnonb3oBaHme
CVIMBOJIOB NIaTUHCKOro andaBuTa,
umdp, ToUKN, NoAYEPKNBAHNSA U

feduca.

(config)> crypto ike policy test

IpSec: :Manager:

"test": crypto ike policy successfully created.

(config)> no crypto ike policy test
IpSec::Manager: Crypto ike policy "test" removed.

Bepcus

OnucaHmne

2.06

JobasneHa komaHgaa crypto ike policy.

3.13.1 crypto ike policy lifetime

OnuncaHwune

Mpe¢ukc no

MeHsieT HaCTpoWKKn

YcTaHOBUTL BpeMs XN3HW accouunaumm IPsec IKE. o ymonuyaHmto
1ncnonb3yeTca 3HaueHre 86400.

KomaHga ¢ ﬂpeq)I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoadaHuio.

Ja
Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

I (config-ike-policy)>  lifetime <lifetime>

I (config-ike-policy)

>no lifetime
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HaueHue OnucaHwue

lifetime Uenoe uyucno Bpems xun3HM accoumaunm IPsec
IKE B cekyHzax. MoxeT npuH1UMaTh

3HaydeHUs ot 60 o 2147483647.

(config-ike-policy)> lifetime 3600
IpSec: :Manager: "test": crypto ike policy lifetime set to 3600 s.

(config-ike-policy)> no lifetime
IpSec::Manager: "test": crypto ike policy lifetime reset.

Bepcus OnucaHve

2.06 JobaBneHa komaHaa crypto ike policy lifetime.

3.13.2 crypto ike policy mode

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

3agaTb Bepcuto npoTtokosa IKE. [1o yMONYaHUIo UCMOJIb3YeTCA 3HaYeHue
ikevl.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHne No yMOAYaHUIO.
Ja

Aa

Het

(config-ike-policy)>  mode «node>

(config-ike-policy)> no mode

AprymeHT 3HauyeHue OnuncaHwue

mode ikevl Bepcus npoTokona IKEv1.

ikev2 Bepcusa npoTtokona IKEv2.

(config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".

(config-ike-policy)> no mode
IpSec: :Manager: "test": crypto ike policy mode reset.

Bepcus OnucaHue

2.06 JobasneHa komaHgaa crypto ike policy mode.
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3.13.3 crypto ike policy negotiation-mode

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

YcraHoBuUTb pexxnm obmeHa ans IKEv1 (cm. komaHay crypto ike policy mode).
Mo yMONYaHUIO NCMOb3yeTca 3HaveHre main.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Ja

Ja

Het

(config-ike-policy)>  negotiation-mode <negotiation-modes

(config-ike-policy)> no negotiation-mode

AprymeHT 3HauyeHue ‘Onwcal-wle

negotiation-mode main OCHOBHOV pexum, 3almiiaeT
naeHTndmKaumo nmpa.

aggressive |ArpeccmBHbIN pexunM, He 3almiaeT
naeHTUdMKauuo nmpa.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec: :Manager: "test": crypto ike policy negotiation-mode reset.

Bepcusa OnucaHue

2.06 JobasneHa komaHaa crypto ike policy
negotiation-mode.

3.13.4 crypto ike policy proposal

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Jlo6aBnTb B NOAUTUKY IKE CCbINKY Ha BblbpaHHbIN IKE proposal. OuepegHOCTb
f06aBneHNs MeeT 3HaveHne Ans obmMeHa faHHbIMY No npoTokony IKE.

KomaHga ¢ npedurkcom no yaanset ccoinky Ha IKE proposal.
Ja
Ja
Ja

I (config-ike-policy)>  proposal <proposal
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

3.14 crypto

OnuncaHwme

MNpedukc no

MeHsieT HaCTPOMKN
MHorokpaTHbI/ BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

AprymeHTsl

(config-ike-policy)> no proposal <proposal

AprymeHT 3HaueHue OnucaHue

proposal Ctpoka HassaHwe IKE proposal.
JonyckaroTcs CMMBObI
naTuHckoro andasuTa, udpsl,
TOUKW, MoAYepKMBaHNS U Aeduchl.

(config-ike-policy)> proposal test
IpSec::Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec: :Manager: "test": crypto ike policy proposal "test" »
successfully removed.

Bepcus OnucaHve

2.06 JobasneHa komaHgaa crypto ike policy proposal.

ike proposal

JocTyn K rpynne KoMaHg, 4151 HacTpoliku BbibpaHHoro IKE proposal. Ecnu IKE
proposal He HalieH, KOMaHAa NbITaeTca ero co3Aathb.

MonHbIN CNCoK aaropmTtmMmoB LIJI/I(I)pOBaHI/IFl pe€ann3oBaHHbIX B CUCTEME
npmBejeH B I'Ip|/|r|o>|<eH|/||/|.

KomaHga ¢ npedukcom no yaanset IKE proposal. Mpr 3ToM 13 Bcex NOANTUK
IKE aBTOMaTM4eCcKn yAanarTca CCblIKM Ha JaHHbIN IKE proposal.

Ja

Ja

[Ja

(config-ike-proposal)

(config)> crypto ike proposal name»

(config)> no crypto ike proposal name>

AprymeHT 3HauyeHue OnucaHue

name Ctpoka HassaHwe IKE proposal. JonyckatoTcs
CUMBOJIbl TATUHCKOrO andasuTa, Lndpsl,
TOUKM, NOAYEPKMBAHUA U AedUChI.
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NMpumep (config)> crypto ike proposal test
IpSec::Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JobaeneHa komaHaa crypto ike proposal.

3.14.1 crypto ike proposal aead

OnucaHune BrntounTs pexum windpoBaHua AEADans IKE proposal.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(config-ike-proposal)> aead

Npumep (config-ike-proposal)> aead
IpSec: :Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »
mode.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
3.05 [Jlo6baBneHa komaHga crypto ike proposal aead.

3.14.2 crypto ike proposal dh-group

OnucaHwue Jlob6aBuTb BelIbpaHHyto DH rpynny B IKE proposal Ans paboTbl B pexume PFS.
OuepepHoCTb fobaBneHNS UMeeT 3HaYeHe A5 o6MeHa AaHHbIMY MO
npotokony IKE.

KomaHza ¢ npedpurKcom no yaanseT BolbpaHHyH rpynny.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbIiA BBOg, [a

CuHoncuc I (config-ike-proposal)>  dh-group «dh-group

I (config-ike-proposal)> no dh-group «dh-group»
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
dh-group 1 DH rpynna ans paboTel B pexume PFS.

2
5

14
15
16
17
18
19
20
21
25
26
31
32

Npumep (config-ike-proposal)> dh-group 14
IpSec::Manager: "test": crypto ike proposal DH group "14" »
successfully added.

(config-ike-proposal)> no dh-group 14
IpSec::Manager: "test": crypto ike proposal "test" group type »
successfully removed.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.06 JobaBneHa komaHAa crypto ike proposal dh-group.

3.14.3 crypto ike proposal encryption

OnucaHwue Jo6aBnTb BbIbpaHHbIN TUN WndpoBaHus B IKE proposal. OuepeaHOCTb
fob6aBneHns MeeT 3HaveHne Ans obMeHa JaHHbIMY No npoTokony IKE.

KomaHga ¢ npedurkcom no yaanset BbIGpaHHbI TUMN WNPPOBaAHMA.
MNpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a

Cunoncuc I (config-ike-proposal)>  encryption «encryption
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config-ike-proposal)> no encryption «encryption>

AprymeHT 3HauyeHue OnucaHwue

encryption |des

3des

aes-cbhc-128
aes-cbc-192
aes-chc-256
aes-ctr-128
aes-ctr-192
aes-ctr-256

Tun wndposaHua IKE.

(config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

Bepcusa OnucaHue

2.06 JlobaBneHa komaHAa crypto ike proposal encryption.

3.14.4 crypto ike proposal integrity

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

MHorokpaTHbIVi BBOA,

CunHoncunc

AprymeHThl

Jlo6aBuUTL BbIBPaHHOE 3HaYeHMe anroputma noagnucn HVIAC B IKE proposal.
OuepepHOCTL f0BaBNEHNS UMEET 3HaYeHMe 151 0bMeHa AaHHbIMU MO
npotokony IKE.

KomaHga ¢ npedurkcom no yaanseT BbI6paHHbIA anroputMm.
Aa

Ja

Ja

(config-ike-proposal)>  integrity <integrity»

(config-ike-proposal)> no integrity <integrity»

AprymeHT 3HaueHue |OnucaHue

integrity md5
shal

Anropuntm nognucu HMAC IKE
COO0b6LLEHN.
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AprymeHT 3HauyeHue |OnucaHve
sha256
sha384
sha512
Mpumep (config-ike-proposal)> integrity sha256

IpSec: :Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 Job6asneHa komaHaa crypto ike proposal integrity.

3.14.5 crypto ike proposal prf

OnucaHune Jo6aBunTb BbIbpaHHyto rpynny PRF B IKE proposal.
KomaHgaa c npedurkcom no yaansieT BblbpaHHbI anropuTm.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-ike-proposal)>  prf «orf>
(config-ike-proposal)>  no prf «prf>
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
prf md5 Anropnt™m nognvicn HMAC ansa IKE
shal COO6LEHWN.
aes-xcbc
sha256
sha384
sha512
aes-cmac
Mpumep (config-ike-proposal)> prf sha256

IpSec: :Manager: "TEST": crypto ike proposal prf algorithm »
"sha256" successfully added.
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WcTopusa nsmeHeHum

3.15 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

3.16 crypto

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

(config-ike-proposal)> no prf sha256
"TEST": crypto ike proposal "TEST" prf type »
successfully removed.

IpSec: :Manager:

Bepcus

OnucaHmne

3.05

JobasneHa komaHgaa crypto ike proposal prf.

ipsec incompatible

OTKNHOUNTb NPOBEPKY COBMECTUMOCTU IPsec TyHHenel. Mo ymonyaHuio
HaCcTpolKa OTK/IOYeHa.

KomaHza c npedurKcom no BkatoUaeT NpoBepky 06paTHO.

Ja
Ja

HeTt

I(config)> crypto ipsec incompatible

I (config)> no crypto ipsec incompatible

(config)> crypto ipsec incompatible
IpSec::Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is enabled.

Bepcus OnucaHve
2.10 JobasneHa KomaHaa crypto ipsec incompatible.
ipsec mtu

YcTaHoBUTL 3HaueHune MTU, koTopoe byaeT nepesaHo [Psec. Mo ymonyaHuto
NCNoNb3yeTca 3HaveHne auto.

Het
Het

Het

I(config)> crypto ipsec mtu (auto | «value>)
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.17 crypto

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

AprymeHT 3HauyeHue OnuncaHwue

auto Krnwyesoe MTU Ha3HayaeTcd aBTOMaTUYECKN.
CJ10B0
value UYenoe uucro |3HadeHme MTU. MoxeT NPpUHUMAaTb 3HaUeHNs

oT 128 po 1500 BK/IFOUUTENBHO.

(config)> crypto ipsec mtu auto
IpSec::Manager: MTU is set to auto.

(config)> crypto ipsec mtu 1400
IpSec::Manager: Static MTU value is set to 1400.

Bepcus OnucaHue

2.08 JlobaBneHa komaHAa crypto ipsec mtu.

ipsec profile

JocTyn K rpynne KoMaHz, ANst HACTPOViKK BbibpaHHOro npoouns IPsec. Ecnn
npodunb He HalAeH, KOMaHAa NMbITaeTCcsa ero co3aaTb.

KomaHga c npedunkcom no yganseT npodunb. Mpu 3TOM CCbIIKM Ha AaHHbI
npodrb aBTOMaTUYECKN YAANAOTCA N30 BCEX KPUMTOKAPT IPsec.

Aa

Ja

Ja

(config-ipsec-profile)

(config)> crypto ipsec profile name»

(config)> no crypto ipsec profile <name>

AprymeHT 3HauyeHue OnucaHue

name CTpoka HassaHune npoduns IPsec.
JlonyckarTcs CMMBObI
naTuHckoro andasuTa, u1dpsl,
TOUKW, MoAYepKMBaHNSA U Aeduchl.

(config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.06

JobaBneHa komaHAa crypto ipsec profile.

3.17.1 crypto ipsec profile authentication-local

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3ajaTtb TMN ayTEHTI/I(I)I/IKaLI,I/IVI NlokanbHoOro xocra. o YyMO/T4aHWIO
Mncnonb3yeTcd 3HaveHne pre- share.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoan4aHuio.

Ja
Ja

HeT

(config-ipsec-profile)>

authentication-local auth»

(config-ipsec-profile)> no authentication-local

AprymeHT

3HavyeHue

OnucaHue

auth

pre-share

Ha aaHHbII MOMEHT eJHCTBEHHOE
JAOCTYMHOE 3HaueHue.

(config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec: :Manager: "test": crypto ipsec profile authentication-local »

reset.
Bepcus OnucaHve
2.06 [JlobaBneHa KkomaHga crypto ipsec profile

authentication-local.

3.17.2 crypto ipsec profile authentication-remote

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIiA BBOA,

3afaTtb TMM ayTeHTUOUKALUN YAANEHHOrO XOCTa. [0 yMoAYaHuo
MCMNoNb3yeTcs 3HayeHne pre-share.

KomaHgaa c npedrkcom no BO3BPALLAET 3HAUEHME MO YMONYAHMIO.

Ja
Ja

HeTt
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)>  authentication-remote auths

(config-ipsec-profile)> no authentication-remote

AprymeHT 3HauyeHue OnuncaHwue

auth pre-share Ha AaHHbIA MOMEHT eANHCTBEHHOE
AOCTYMHOEe 3HayeHue.

(config-ipsec-profile)> authentication-remote pre-share
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ipsec profile
authentication-remote.

3.17.3 crypto ipsec profile dpd-clear

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

3agaTb CNocob AecTBMA NpU 06HapyXXeHUW HepaboTatoLero nupa IKE. Mo
YMONYaHMIO NapameTp BK/IOYEH, YTO 03HavaeT yaaneHne nHpopmaLmm o

nmpe.
KomaHga c npedunkcom no yctaHaBAMBaeT JeicTBue B restart.
Ja

Aa

Het

I(config—ipsec-profile)> dpd-clear

I (config-ipsec-profile)> no dpd-clear

(config-ipsec-profile)> dpd-clear

IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »

set to "clear".

(config-ipsec-profile)> no dpd-clear

IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »

set to "restart".
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto ipsec profile dpd-clear.

3.17.4 crypto ipsec profile dpd-interval

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3afaTb NapameTpbl MeToAa AN 0O6HapyXeHns HepaboTatowmx IKE NMpoB..
Mo ymonuaHuio 3HaveHue interval paBHo 30, retry-count pasHo 3.

KomMaHgza ¢ npedprKcomM no BO3BpaLLAeT 3HAUYEHWS MO YMONYAHUIO.
Ja

Ja

Het

(config-ipsec-profile)>  dpd-interval<intervals[retry-count]

(config-ipsec-profile)> no dpd-interval

AprymeHT 3HauyeHue OnucaHwue

interval enoe uucno WHTepBan oTnpasku DPD nakeToB
B cekyHAax. MoxeT npuHnMaTb
3Ha4yeHus oT 2 40 3600.

retry-count Lenoe 4ucno KonnyectBo MomnbITOK OTMpaBKy
DPD naketoB. MoXeT npnHMMaTb
3Ha4yeHus oT 3 40 60.

(config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHga crypto ipsec profile dpd-interval.

3.17.5 crypto ipsec profile identity-local

OnucaHune

Mpe¢ukc no

3aAaTb NIoKanbHbIN nageHTUdUKaTOp Anst npoduns IPsec.

KomaHza c npedurkcom no yaansieT nokanbHbll ngeHTnduKaTop.

Aa

80

CnpaBoyHuK KoMaHa — Giga (KN-1011)




naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-ipsec-profile)>  identity-local type> «<id>
(config-ipsec-profile)> no identity-local
AprymeHTbI AprymeHT 3HaueHue OnucaHue
type address Tun nageHTnomkatopa — IP-agpec.
fqdn Tvn ngeHTndmrkatopa — nonaHoe
AOMeHHoe nMS.
dn Tun naeHTndrkKaTopa — JOMeHHoe
M.
email Tun ngeHtTndumkatopa — agpec e-mail.
id CTtpoka 3HaueHVe NoKabHOro
naeHTndumkaTopa.

Example (config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".
(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.06 Job6aeneHa komaHAa crypto ipsec profile identity-local.

3.17.6 crypto ipsec profile match-identity-remote

OnucaHune 3afaTb MAEHTNPNKATOP YAAaNEHHOI0 XOCTa AN BbIbpaHHOro npoduns IPsec.
KomaHga ¢ npedumkcom no yganaet naeHTuGuKaTop yaaneHHoro xocra.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ipsec-profile)> match-identity-remote («type><ids | any)
(config-ipsec-profile)> no match-identity-remote
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
type address Tun naeHtTndumkatopa — IP-agpec.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
fqdn Tun naeHTndrkaTopa — NoJHOe JOMEeHHOoe
nms.
dn Tun ngeHTndunkaTopa — AOMEHHOE NMS.
email Tun naeHTndurkatopa — agpec e-mail.
id CTpoka 3HadveHne naeHTUdMKaTopa yaaneHHoro
XocTa.
any Kriw4yesoe Pa3spewwnTb ncnonb3oBaHme n060ro
CJ1080 yAa/IeHHOro xocTa.

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ipsec profile

match-identity-remote.

3.17.7 crypto ipsec profile mode

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

YCTaHOBUTb pexuM paboTbl IPsec. 10 yMOAYaHUIO UCMOb3YyeTCs 3HaYeHne
tunnel.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHWIO.
Ja

Aa

Het

(config-ipsec-profile)>  mode mode»

(config-ipsec-profile)> no mode

AprymeHT 3HaueHve |OnucaHve

mode tunnel TYHHeNbHbIN pexuMm, Npu KOTOPOM
Becb IP nakeT wupyetca n/mam
npoBepseTcs Ha NOAJIMHHOCTb.

transport |TpaHCNOPTHbLIV peXxuMm, Koraa
wndpyeTcs TONbKO CoOAepXMMOoe
IP-nakeTa.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »
"transport".

(config-ipsec-profile)> no mode
IpSec::Manager: "test": crypto ipsec profile mode reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec profile mode.

3.17.8 crypto ipsec profile policy

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHum

3ajaTb CCbIIKY Ha CyLlecTBYyHOLLYO NoanTuky IKE (cM. KomaHay crypto ike
policy).

KomMaHza ¢ npeprKCoM No yaansaeT CCbiaky.
Ja
Aa
Het
(config-ipsec-profile)>  policy «policy»

(config-ipsec-profile)> no policy

AprymeHT 3HaueHue OnucaHwue

policy Crpoka HasBaHwue nonntmnkun IKE. Cnmncok
AOCTYMHbIX MOUTUK MOXHO YBUAETH

€ nomoLbo KomaHabl policy [Tabl.

(config-ipsec-profile)> policy [Tabl
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".

(config-ipsec-profile)> no policy
IpSec: :Manager: "test": crypto ipsec profile policy reset.

Bepcus OnucaHve

2.06 Job6asneHa KkomaHaa crypto ipsec profile policy.
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naBa 3 OnncaHme KoMaHp,

3.17.9 crypto ipsec profile preshared-key

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3afaTb CBA3aHHYO KtoueByto dpasy Ans jaHHoro npoduns IPsec.
KomaHga c npedunkcom no yganseT kio4veByr Gpasy.

Ja

Ja

Het

(config-ipsec-profile)>  preshared-key preshare-key»

(config-ipsec-profile)> no preshared-key

AprymeHT 3HauyeHue OnucaHwue

preshare-key CTpoka 3HauyeHMe KatoueBon ¢ppasbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec: :Manager: "test": crypto ipsec profile preshared key reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec profile
preshared-key.

3.17.10 crypto ipsec profile xauth

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

BkntounTb foNoAHUTENBHY0 ayTeHTUdUrKauumio XAuth ana pexuma IKEv1. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHa.

KoMaHAa ¢ Npedurkcom no OTKIHOYAET AOMONHUTENIbHYH NPOBEPKY
NOA/IMHHOCTM.

Ja

Aa

Het

I (config-ipsec-profile)>  xauth <type>

I (config-ipsec-profile)> no xauth
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HaueHve |OnucaHve
type client KnneHTckuin pexxmm.
server CepBepHbI pexmnm.

(config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec::Manager: "test": crypto ipsec profile xauth is disabled.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ipsec profile xauth.

3.17.11 crypto ipsec profile xauth-identity

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

YKa3aTb 0rvH 415 AONONHUTENbHOM ayTeHTudukaumm XAuth B KIMEHTCKOM
pexvme.

KomaHaa ¢ npepurkcom no yaanseT noruH.

Aa

Ja

Het

(config-ipsec-profile)>  xauth-identity <identity»

(config-ipsec-profile)> no xauth-identity

AprymeHT 3HauyeHue OnucaHue
identity Ctpoka JIorviH Ansa KNMEHTCKOro pexunma
XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Bepcusa OnucaHue

2.06 JobasneHa komaHza crypto ipsec profile xauth-identity.
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naBa 3 OnncaHme KoMaHp,

3.17.12 crypto ipsec profile xauth-password

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.18 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

YKazaTb Naposib AN JONONHUTENbHOM ayTeHTUdMKaLmmn XAuth B KIMEHTCKOM
pexvme.

KomaHga ¢ npedrKCOM no CcTMpaeT 3HaYeHne Napons.
Ja
Ja
Het
(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

AprymeHT 3HauyeHue OnucaHwue
password CTtpoka Maposnb ANA KNNEHTCKOro pexviMa
XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ipsec profile
xauth-password.

ipsec rekey delete-delay

3aaate MHTepBas nepeg yaaneHvieMm IKE SA nocsie nonyyeHns KOMaHAbl
DELETE OT yAaneHHON CTOPOHbI. [10 yMon4aHMIo Ncnonb3yeTcs 3HaueHre 10.

KomaHga ¢ npednKcom no BO3BpALLLAET 3HaUeHme No YMOHaHMIo.
Ja
Aa

Het

I(config)> crypto ipsec rekey delete-delay «delay»
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

3.19 crypto

OnuncaHwme

Mpedukc no
MeHseT HacTpPoIAKK
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

(config)> no crypto ipsec rekey delete-delay

AprymeHT 3HauyeHue OnucaHwue

delay Lenoe 4ucno |3HayeHue 3afepXKn B cekyHAax. MoxeT
NPVHVMAaTbL 3Ha4YeHWs B gnanasoHe oT 1 Ao
60.

(config)> crypto ipsec rekey delete-delay 1
IpSec: :Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.

Bepcus OnucaHve

2.1 JobaeneHa koMaHaa crypto ipsec rekey delete-delay.

ipsec rekey make-before

Bkntoumntb pexum yctaHoBKM HOBbIX IKE SA fi0 paspbiBa npeabiayLuux. o
YMONYaHUIO QYHKLMSA OTKIOYEHa.

KomaHga ¢ npedrKcoM NO OTK/AOUAET 3TOT peXxmM.
[Ja
Ja

HeT

I(config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before

(config)> crypto ipsec rekey make-before
IpSec: :Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto ipsec rekey make-before.
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naBa 3 OnncaHme KoMaHp,

3.20 crypto ipsec transform-set

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

JocTyn K rpynne KoOMaHA A5 HACTPOMKW BbIGpaHHOro npeobpasosaHuns IPsec
ESP BO 2 da3ze. Ecnm npeobpasoBaHme He HalgeHo, KOMaHAa MbiTaeTcs ero
Co3/aThb.

KomaHga c npedurkcom no yaansiet npeobpasoBaHue. Mpu 3TOM 13 Bcex
KPUNTOKapT /Psec aBTOMaTNYeCKM YAANSTCS CCbIIKU Ha JaHHOe
npeobpasoBaHue.

Ja
Ja
Aa

(config-ipsec-transform)

(config)> crypto ipsec transform-set name>

(config)> no crypto ipsec transform-set name>

AprymeHT 3HaueHue OnucaHwue

name CTpoka HasBaHune npeobpasoBaHus IPsec.
JonyckaroTca CMMBObI
natunHckoro andasuTa, undpbl,
TOUKW, MoAYepKMBaHNSA U Aeduchl.

(config)> crypto ipsec transform-set test
IpSec: :Manager: "test": crypto ipsec transform-set successfully »
created.

(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ipsec transform-set.

3.20.1 crypto ipsec transform-set aead

OnucaHwue
MNpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

BrntounTb pexum wndposaHua AEADANA IPsec.
Het
Het

Het
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naBa 3 OnncaHme KOMaHA,

CuHoncuc I(conﬁngsec¢ransﬁwnﬂ> aead

Npumep (config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »
AEAD mode.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.05 JobaBneHa komaHga crypto ipsec transform-set aead.

3.20.2 crypto ipsec transform-set cypher

OnucaHwue [lo6aBunTb BbI6paHHbIN TN WNdpPOBaHMA B Npeobpa3oBaHue IPsec.
OuepepHoCTb fobaBneHNs UMeeT 3HaveHue 415 obMeHa AaHHbIMY Mo
npotokony IKE.

KomaHga ¢ npedumkcom no yaanseT BbIGpaHHbIV TUMN WNPPOBaHMS.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-ipsec-transform)>  cypher «cyphers

(config-ipsec-transform)> no cypher <«cypher>

AprymeHTbI AprymeHT 3HauveHue |OnucaHue

cypher esp-des Tun wndpoBaHma NpeobpaszoBaHUs
IPsec ESP.

esp-3des

esp-aes-128

esp-aes-192

esp-aes-256

Npumep (config-ipsec-transform)> cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.06 JlobaeneHa komaHAa crypto ipsec transform-set cypher.
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naBa 3 OnncaHme KoMaHp,

3.20.3 crypto ipsec transform-set dh-group

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

Jo6aBuTb BbibpaHHyto DH rpynny B npeobpasoBaHue IPsec anst paboTbl B
pexuvme PFS. O4epeaHOCTb J0baBneHNs MeeT 3HaveHne 415 obMeHa
AaHHbIMK o npoTtokony IKE.

KomaHgaa ¢ npedurKcom no yaanseT BolopaHHYHO rpynny.
Ja

Ja

Aa

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

AprymeHT 3HauyeHue |OnucaHve

dh-group 1 DH rpynna ans paboTbl B pexuvme PFS.
2

5

14
15
16
17
18

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.

Bepcus OnucaHue
2.06 JobasneHa KoMaHaa crypto ipsec transform-set
dh-group.

3.20.4 crypto ipsec transform-set hmac

OnuncaHwne

J06aBunTb BbIbpaHHbI anropntm nognmucn HVAC B npeobpasoBaHue IPsec.

OuepegHocTb fo6aBneHNs MMeeT 3HaueHne 419 obMeHa JaHHbIMM NO
npotokony IKE.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

KomaHga c npedunkcom no yganseT BbI6paHHbIA afiropuTM.
Ja

Aa

Ja

(config-ipsec-transform)>  hmac <hmac>

(config-ipsec-transform)> no hmac <hmac>

AprymeHT |3HayeHmne OnucaHve

hmac esp-md5-hmac Anroputm noanmuecn HMAC
npeobpasoBaHus IPsec ESP.

esp-shal-hmac

esp-sha256-hmac

(config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set hmac »
"esp-shal-hmac" successfully added.

(config-ipsec-transform)> no hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set "test" hmac »
successfully removed.

Bepcus OnucaHve

2.06 JobaBneHa KoMaHga crypto ipsec transform-set hmac.

3.20.5 crypto ipsec transform-set lifetime

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

YCTaHOBUTL BpeMsi XXN3HW BbIbpaHHOro npeobpasoBaHus IPsec. Mo
YMOJIYaHUIO NCMNOJIb3yeTca 3HadeHre 3600.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Ja

Ja

Het

I (config-ipsec-transform)>  lifetime <lifetimes

I (config-ipsec-transform)> no lifetime
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

3.21 crypto

OnucaHune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

AprymeHT 3HaueHue OnucaHwue

lifetime Lenoe uucsno Bpemsi x13Hn npeobpazoBaHus
IPsec B cekyHaax. MoxeTt
npuHMMaTh 3HavyeHus ot 60 go
2147483647.

(config-ipsec-transform)> lifetime 8640
IpSec: :Manager: "test": crypto ipsec transform-set lifetime set »
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

Bepcus OnucaHve

2.06 JlobaBneHa koMaHga crypto ipsec transform-set
lifetime.

map

JocTyn K rpynne KOMaHA AN HaCTPOMKN BbIGPaHHOW KPUATOKAPTLI IPsec.
Ecnv kpynTokapTa He HalaeHa, KOMaHAa NblTaeTcs eé co3aaThb.

KomaHza ¢ npedurkcom no yaanaet KpUNTokapTy.
[Ja
Ja
Ja

(config-crypto-map)

(config)> crypto map <name»

(config)> no crypto map <name»

AprymeHT 3HaueHue OnucaHwue

name CTpoka Ha3BaHue KpunTokapThl IPsec.
JlonyckarTca CUMBObI
naTtuHckoro andasuTa, undpsl,
TOYKMW, MoAYepKMBaHNSA U Aeduchl.

(config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec::Manager: Crypto map profile "test" removed.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa crypto map.

3.21.1 crypto map connect

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntoumTb aBTOMaTUYeCKoe 6e3ycnoBHOe coearHeHre IPsec ¢ yaaneHHowm
CTOPOHOI. HacTpolika He MMeeT CMbICa, eC/I OCHOBHOMY YAaneHHOMY XOCTy
MPUCBOEHO 3HaYeHMe any (CM. KOMaHZAy crypto map set-peer). Mo

YMOYaHUIO HAaCTPOIKa OTK/IlOUEHa U coeanHeHre byeT yCTaHOBNEHO Mpu
nonbITke nepeAaTtb Tpadumk Yepes npeobpasoBaHme IPsec ESP.

KomaHga ¢ I'Iped)I/IKCOM NOo OTK/IKDYaeT aBTOMaTun4yeckoe 6€3yCJ'IOBHO€
coeanHeHwme.

Ja
Ja
HeTt
I(config—crypto—map)> connect

I (config-crypto-map)> no connect

(config-crypto-map)> connect
IpSec::Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa KkoMaHza crypto map connect.

3.21.2 crypto map enable

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

BkntounTb BbIGpaHHYO KpUnToKapTy IPsec. Mo ymonyaHuio napameTp
BKJIHOYEH.

KomMaHgza ¢ npeprKcoM No OTKKOYAET KPUNTOKAPTY.
Ja
Aa

HeTt

I (config-crypto-map)>  enable
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

I (config-crypto-map)> no enable

(config-crypto-map)> enable
IpSec::Manager: "test": crypto map enabled.

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

Bepcus OnucaHue

2.06 JobasneHa KoMaHAa crypto map enable.

3.21.3 crypto map fallback-check-interval

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

BknounTb nepmnogmyeckyto NpoBepKy AOCTYMHOCTY OCHOBHOMO XOCTa U
BO3BpaTa Ha Hero B TOM C/ly4ae, Korfa HasHayeHbl 1 OCHOBHOW 1 pe3epBHbIi
yAaneHHble XOCTbl. 10 yMONYaHNIO HAaCTPOiKa OTK/tOYEeHa.

KomaHga ¢ npednkcom no oTKIoUaeT NpoBepkKy.

Ja

Ja

Hert

(config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

AprymeHT 3HauyeHue OnucaHue

interval-value Lenoe uucrno MNeproa NpoBepKkn B CEKYHAAX.
Mo>eT NnpnHMMaThL 3HayYeHnsa oT
60 g0 86400.

(config-crypto-map)> fallback-check-interval 120
IpSec::Manager: "test": crypto map fallback check interval is »
set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec::Manager: "test": crypto map fallback check interval is »
cleared.

Bepcusa OnucaHve

2.06 [JlobaeneHa komaHaa crypto map
fallback-check-interval.
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naBa 3 OnncaHme KOMaHA,

3.21.4 crypto map force-encaps

OnucaHue MpUHYANTENbHO BKAOYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP ansi o6xoaa
firewall n NAT.

KomaHga ¢ npedrKcom no oTKA0YAET 3TOT PEXUM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  force-encaps
I (config-crypto-map)> no force-encaps
Mpumep (config-crypto-map)> force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
enabled.
(config-crypto-map)> no force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
disabled.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
2.08 JobasneHa koMaHaa crypto map force-encaps.

3.21.5 crypto map I2tp-server dhcp route

OnucaHwue HasHaunTb MapLupyT, nepesaBaemMblii yepes coobuieHmns DHCP INFORM,
KnneHTtam L2TP-cepBepa.

KomaHaa ¢ npeprKcom no oTMeHsIeT NoslyYeHne yKkasaHHOro MapLupyTa.
Ecnu BBeCTM KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMEHEHO NoJlyYeHme Bcex
MapLLpYTOB.

Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-crypto-map)>  12tp-server dhcp route address» inask»
(config-crypto-map)> no 12tp-server dhcp route [ addresss amasks ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec Ajpec ceTeBOro K/MeHTa.
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HayeHue |OnucaHue

mask IP-macka Macka ceteBoro knmeHTa. CyLlecTByeT ABa
cnocoba BBOAA MaCKW: B KAHOHNYECKOW
dopme (Hanpumep, 255.255.255.0) u B
BUAe 6UTOBOIN ANVHbI NpeduKca
(Hanpumep, /24).

Mpumep

(config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.

(config-crypto-map)> 12tp-server no dhcp route
IpSec::Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.

UcTopus nsmeHeHwnii

Bepcus OnucaHve
2.12 Jlo6aBneHa koMaHza crypto map I2tp-server dhcp
route.

3.21.6 crypto map I2tp-server enable

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncumc

Mpumep

UcTopus nsmeHeHwnii

Bkntoumntb L2TP-cepBep Ha KpunTokapTe IPsec. [1o ymonyaHuio napameTp
BKJ/IOYEH.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.
[Ja
Ja

Het

I(conﬁg«xypto«napﬁ> 12tp-server enable

I(conﬁg«ryptoqnapﬁ>nothp-serverenable

(config-crypto-map)> 12tp-server enable
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.

(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
disabled.

Bepcusa OnucaHue

2.1 JlobaBneHa komaHAa crypto map I2tp-server enable.
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3.21.7 crypto map I2tp-server interface

OnucaHue Cesi3aTb cepBep L2TP C yKa3aHHbIM UHTepdeicoMm.

KomaHaa ¢ npedrKcom no pa3pbiBaeT CBSI3b MeXAY CepBEPOM U1
nHTepdericom.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-crypto-map)>  12tp-server interface <interface
(config-crypto-map)> no 12tp-server interface
AprymeHTbI AprymeHT |3HaueHune OnucaHue
interface |WMa uHTeppeiica MonHoe nmsa nHTepderica NI NCEBLOHNM.
CnncoK AOCTYMNHbIX AN5 Bbibopa
VHTepdericoB MOXHO yBUAETb BBEAA
komaHgay I12tp-server interface [Tab].
Npumep (config-crypto-map)> 12tp-server interface [Tab]
Usage template:
interface {interface}
Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl
GuestWiFi
(config-crypto-map)> 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.
(config-crypto-map)> no 12tp-server interface ISP
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is unbound.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.1 JlobasneHa koMaHAa crypto map I12tp-server interface.
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3.21.8 crypto map I2tp-server ipvecp

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Bkntoumntb nogaepxky IPv6. [lnga kaxgoro L2TP-cepBepa co34atoTcs
DHCP-nynbl IPv6. Mo ymMon4aHmio HacTporKa OTK/OYeHa.

KomaHga ¢ npedprKcoM no OTK/I0UaEeT HaCTPOWKY.
Ja
Ja

Het

I (config-crypto-map)>  12tp-server ipvécp

I (config-crypto-map)> no 12tp-server ipvécp

(config-crypto-map)> 12tp-server ipv6cp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.

(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

Bepcus OnucaHve

3.00 JobaeneHa koMaHaa crypto map I2tp-server ipvécp.

3.21.9 crypto map I2tp-server Icp echo

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

3afaTb NpaBuia TeCTUPOBAHUA coeanHeHns L2TP-cepBepa cpeactsamu LCP
echo.

KomaHga ¢ npedurkcom no oTkntovaeT LCP echo.

Ja

[Ja

Het

(config-crypto-map)>  12tp-server lcp echo <interval> «count»

(config-crypto-map)> no 12tp-server lcp echo

AprymeHT 3HauyeHue OnuncaHwue

interval Uenoe uucno |VIHTepBan mexay otnpaskamm LCP echo, B
cekyHzax. Ecniv B TeueHme ykasaHHOro
WHTepBana BpemMmeHu oT yAaeHHOMN CTOPOHbI

He 6bln nonydeH LCP 3anpoc, el byaet
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Mpumep

WcTopus nsmeHeHum

3.21.10 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

AprymeHT 3HauyeHue OnuncaHwue

OTNpPaB/ieH TakoW 3anpoc € OXUAaHMNEM
oTteeTa LCP reply.

count lenoe uncno |Konm4yecTBo OTMpPaBAEeHHbIX NOAPSA 3arpocoB
LCP echo Ha KoTOpble He bbi1 Mony4yeH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanuckb 6e3 oTBeTa, coeavHeHVe byaeT
pa3opBaHo.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Bepcus OnucaHue

2.1 Job6aBneHa koMaHaa crypto map I2tp-server Icp echo.

map I2tp-server mru

YcTaHoBUTb 3HaueHne VRU, koTopoe byaeT nepeaaHo cepsepy L2TP. Mo
YMONYaHUIO NCNOJIb3yeTca 3HaueHve 1200.

KomaHAa ¢ npedrKcom no ycTaHaBAMBaeT 3HAaUYEHME MO YMOJTYAHUIO.
Aa

Ja

Het

(config-crypto-map)>  12tp-server mru anru»

(config-crypto-map)> no 12tp-server mru

AprymeHT 3HayeHue OnucaHue

mru Uenoe 4ucno |3HauveHve MRU. MoxeT MpUHUMAaTb 3HaYeHNs
oT 128 po 1500 BKAKOUNTENLHO.

(config-crypto-map)> 12tp-server mru 1500
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 [JobaeneHa komaHza crypto map I2tp-server mru.

3.21.11 crypto map I2tp-server mtu

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.21.12 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

YcTaHOBUTbL 3Ha4veHue MTU, KoTopoe byaeT nepegaHo L2TP. Mo ymMon4aHuto
ncnonb3yeTca 3HadeHue 1400.

KomaHga c npedunkcom no ycTaHaBAMBaeT 3HaUEHMe MO YMOAYaHUI0.
Ja

[Ja

HeTt

(config-crypto-map)>  12tp-server mtu wmtw

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HauyeHue OnuncaHwue

mtu UYenoe uucro |3HauveHme MTU. MoxeT NPUHUMAaTb 3HaYeHNs
o1 576 go 1500 BkAOUNTENLHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".

(config-crypto-map)> no 12tp-server mtu
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

Bepcus OnucaHve

2.11 [Ao6asneHa komaHga crypto map I2tp-server mtu.

map I2tp-server multi-login

PaspelwunTb nogkaroveHue K cepeepy L2TP HeCKONbKMX Nosb30oBaTenei ¢
OJZIHOTO aKKayHTa.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.
[Ja
Ja

Het

100

CnpaBoyHuK KoMaHa — Giga (KN-1011)



naBa 3 OnncaHme KOMaHA,

CuHoncuc I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login

Mpumep (config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.1 JobasneHa koMaHaa crypto map I2tp-server
multi-login.

3.21.13 crypto map I2tp-server nat

OnucaHune BkntoumnTb TpaHCcnaLUuio agpecos ana cepsepa L2TP.
KomaHga ¢ npedrnkKcom no oTKIoUaeT TpaHCIAUUIO.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server nat
I (config-crypto-map)> no 12tp-server nat

Mpumep (config-crypto-map)> 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.
(config-crypto-map)> no 12tp-server nat
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 JobaeneHa komaHaa crypto map I2tp-server nat.

3.21.14 crypto map I2tp-server range

OnucaHune Ha3HaunTb nyn agpecos AN4 KINEHTOB cepsepa L2TP. [1o ymMonyaHuio
ncnonb3lyeTca pasmep nyna 100.
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Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

KomaHga c npedumkcom no yganset nyn.

CnHoncuc (config-crypto-map)>  12tp-server range <begin (<ends | «<sizes)
(config-crypto-map)> no 12tp-server range
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
begin IP-agpec HauanbHbI agpec nyna.
end IP-agpec KoHeuHbIll agpec nyna.
size lenoe 4ucno |Pasmep nyna.
Mpumep (config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38

IpSec: :Manager:

"VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100

IpSec: :Manager:

"VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range

IpSec: :Manager:
pool range deleted.

"VPNL2TPServer": crypto map L2TP/IPsec server »

UcTopusa nsmeHeHwnii

Bepcusa

OnucaHwune

2.11

Jlo6aBneHa koMaHga crypto map l2tp-server range.

3.21.15 crypto map I2tp-server static-ip

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Ha3HaunTb NnocTosHHbLIN IP-agpec nonb3oBaTento. lonb3oBaTtenb B cUCTEME
JONXKEeH UMeTb MeTKy ipsec-12tp.

KoMaHAa ¢ npeprkcom no yaanaeT npuBs3Ky.

Ja
Aa

Het

I (config-crypto-map)>  static-ip wsenr @address»

I (config-crypto-map)> no static-ip wsenr
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AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.21.16 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

AprymeHT 3HauyeHue OnuncaHwue

user CTpoka IMa nonb3oBaTens.

address IP-agpec HasHauaembiln IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHue

2.1 JlobaBneHa komaHAa crypto map I2tp-server static-ip.

map match-address

YCTaHOBUTL CCbIIKY Ha CyLLECTBYHOLLINI CANCOK NPaBua GpUAbTPaLMM NakeToB
(cM. koMaHay access-list). NepBoe NpaBWo B Cncke ByAeT NCNOMNb30BaTLCA
ansa ¢asbl 2 IPsec.

KomaHgaa ¢ npedurKcom no yaanseT cCbinky.

Aa

Ja

Hert

(config-crypto-map)> match-address <access-list

(config-crypto-map)> no match-address

AprymeHT 3HauyeHue OnucaHwue

access-list |CTpoka HasBaHue cnucka npasun GuabTpaLunm.
Habop AoCTynHbIX ANs BbI6OPa CNNCKOB
MOXHO YBUAETL BBeAs KOMaHay
match-address [Tab].

(config-crypto-map)> match-address [Tab]

Usage template:
match-address {access-list}

Choose:
_WEBADMIN GigabitEthernet0/Vlan4
_WEBADMIN ISP
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UcTopusa nsmeHeHwnii

3.21.17 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

3.21.18 crypto

OnuncaHune

Mpejukc no

MeHsieT HacTpoiAKK

_WEBADMIN Home
_WEBADMIN Bridge2
_WEBADMIN Wireguard?2

(config-crypto-map)> match-address test
IpSec::Manager: "test": crypto map match-address set to "test".

(config-crypto-map)> no match-address
IpSec::Manager: "test": crypto map match-address reset.

Bepcus OnucaHue
2.06 JlobaBneHa komaHAa crypto map match-address.
map nail-up

Bk/tounTb aBTOMaTMYECKOe NepecoriacoBaHmne npeobpasoBaHuii IPsec ESP
npuv UX yctapesaHun. Mo yMmonyaHvio napaMmeTp OTK/IHOYEH.

KomaHpaa c npedurKCcoOM no oTk/toYaeT aBTOMaTMYeCcKoe rnepecoranacoBaHue.
Aa
Ja

Het

I (config-crypto-map)>  nail-up

I (config-crypto-map)> no nail-up

(config-crypto-map)> nail-up
IpSec::Manager: "test": crypto map SA renegotiation enabled.

(config-crypto-map)> no nail-up
IpSec::Manager: "test": crypto map SA renegotiation disabled.

Bepcus OnucaHue

2.06 JobaBneHa koMaHaa crypto map nail-up.

map priority

YcTaHOBUTL NpUOpUTET ANA KPUNTOKapPTbI [Psec. 10 yMOMYaHMIO NCMO/b3YeTcs
3Ha4yeHue 0.

KomaHga ¢ npedurKcom no yctaHaBAMBaeT 3HaYeHMe o yMO4aHuIo.
Aa
Ja
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MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.21.19 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Het

(config-crypto-map)>  priority priority»

(config-crypto-map)> no priority

AprymeHT 3HauyeHue OnuncaHwue

priority Uenoe 4ucno |3HayeHwue npuoputeta. MoxeT NpuHMMaTb
3HayveHus B gnanasoHe ot 0 go 255
BK/IHOUNTENBHO.

(config-crypto-map)> priority 255
IpSec::Manager: "VPNL2TPServer": crypto map priority set to 255.

(config-crypto-map)> no priority
IpSec::Manager: "VPNL2TPServer": crypto map priority reset.

Bepcus OnucaHue
2.06 JlobaBneHa komaHAa crypto map priority.
map reauth-passive

BkaounTb NaccnBHYO NepenpoBepky NOAANHHOCTY KpUNTOoKapTbl IPsec. Mo
YMONYaHMIO NapameTp BK/IKOYEH.

KomaHza c nped1Kcom no oTKIOYaEeT NacCMBHYHO NepenpoBepky
NOANNHHOCTM.

Aa
[Ja

Het

I (config-crypto-map)>  reauth-passive

I (config-crypto-map)> no reauth-passive

(config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.

(config-crypto-map)> no reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.

Bepcus OnucaHue

2.1 JobasneHa KomaHaa crypto map reauth-passive.
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3.21.20 crypto map set-peer

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ha3HaunTb OCHOBHOW yaNeHHbI XOCT 415 YCTaHOBAEHWSA coefHeHns IPsec.
KomaHga ¢ npednkcom no yganser HacTPOnKy.

Ja

Ja

Het

(config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

AprymeHT 3HauyeHue OnuncaHwue
remote-ip Ctpoka IP-agpec nnn gomeHHoe NMA yaaneHHoro
XOoCTa.
any MpuHUMaTL Nobbie BXOASALLME COeANHEHNS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec::Manager: "test": crypto map remote primary and fallback »
peer reset.

Bepcusa OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-peer.

3.21.21 crypto map set-peer-fallback

OnucaHune

MNpejukc no

MeHsieT HacTpoiAKK

Ha3HaunTb pe3epBHbI yaaneHHbI XOCT A/18 YCTaHOBNEHWS COeANHEHNS
IPsec. 3Ta HaCTPOMKa MOXET BbITb BbIMO/IHEHA MNOC/e Ha3HAaYeHWs1 OCHOBHOTO
y3na (CM. KOMaHay crypto map set-peer).

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
[Ja
Ja

MHorokpaTtHbiiA BBog, Het

CuHoncuc

I (config-crypto-map)>  set-peer-fallback «remote-ip»
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

3.21.22 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

(config-crypto-map)> no set-peer-fallback

AprymeHT

3HaueHve

OnucaHue

remote-ip

Crpoka

IP-agpec nnm goMeHHoe nms
YAaJIeHHOro XocTa.

(config-crypto-map)> set-peer-fallback test.com

IpSec: :Manager: "test":

be set without primary peer.

crypto map fallback remote peer cannot »

(config-crypto-map)> no set-peer-fallback

IpSec: :Manager:

"test": crypto map fallback remote peer reset.

Bepcus

OnucaHune

2.06

JobasneHa KoMaHaa crypto map set-peer-fallback.

map set-profile

3agaThb CCbIIKY Ha CyLLecTBYOLWMIA Npodunb IPsec (CM. KoMaHAy crypto ipsec

profile).

KomaHga ¢ I'Ipe¢I/IKCOM Nno yAansdeT CCbINKYy.

Ja
Ja

Het

(config-crypto-map)>

(config-crypto-map)> no set-profile

set-profile profile;

AprymeHT

3HauyeHve

OnucaHwue

profile

Crpoka

Nmsa npogung IPsec. Cnncok
AOCTYMHbIX 415 Bbl6opa npodunen
MOXHO YBUAETb BBeAS KOMaHAy
set-profile [Tab].

(config-crypto-map)> set-profile [Tab]

Usage template:

set-profile {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
TEST
MYMY
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VirtualIPServer
VPNL2TPServer

(config-crypto-map)> set-profile test
IpSec::Manager: "test": crypto map ipsec profile is set to "test".

(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 JobaBneHa komaHAa crypto map set-profile.

3.21.23 crypto map set-tcpmss

OnucaHue YCTaHOBWUTb OrpaHnyeHne MakCMaaibHOro pasMepa cerMeHTa UCXoaaLLmx
ceccuin TCP B paMkax faHHOro TyHHens IPsec. Ecnm 3HaueHme MSS, koTopoe
nepegaetcs B noJsie 3arosioBka SYN-MakeToB, MpeBbILLaeT 3a4aHHOe, KOMaHAa
MeHsieT ero. Pexxum Path MTU Discovery no3BossieT aBToMaTnyecku
onpeaensTb orpaHn4yeHune MSS.

KomaHga ¢ npedurkcom no cHUMaeT Bce orpaHnyeHuns ¢ MSS.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncue (config-crypto-map)>  set-tcpmss wnss-value

(config-crypto-map)> no set-tcpmss

AprymeHTbI AprymeHT 3HauyeHue OonucaHue

mss-value Lenoe umucno |3HaveHme BepxHel rpaHuubl MSS. MoxeT
NpUHMMaTbL 3HayeHusa ot 576 go 1500.

pmtu Bknountb pexum Path MTU Discovery.

Mpumep (config-crypto-map)> set-tcpmss 1280
IpSec::Manager: "test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss
IpSec::Manager: "test": crypto map tcpmss reset.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.06 JobaeneHa koMaHaa crypto map set-tcpmss.
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naBa 3 OnncaHme KOMaHA,

3.21.24 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

3.21.25 crypto

OnucaHune

map set-transform

3ajaTb CCbUIKY Ha CyLlecTByloLLee npeobpasoBaHue IPsec ESP (CM. KOMaHAay
crypto ipsec transform-set).

KomaHgaa ¢ npedrKcoM no yaanseT cCbinky.

Ja

Ja

Het

(config-crypto-map)>  set-transform«transform-set»

(config-crypto-map)> no set-transform

AprymeHT 3HauyeHue lOnncaHue

transform-set |Crpoka HasBaHune npeobpasoBaHus IPsec. Cnncok
JOCTYrMHbIX NPeobpa3oBaHN MOXHO YBUAETL
C MOMOLLbIO KOMaHAbI set-transform [Tab].

(config-crypto-map)> set-transform [Tab]
Usage template:
set-transform {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer

(config-crypto-map)> set-transform test
IpSec::Manager: "test": crypto map ipsec transform-set is set »
to "test".

(config-crypto-map)> no set-transform
IpSec::Manager: "test": crypto map ipsec transform-set reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-transform.

map virtual-ip dhcp route

HasHaunTb MapLupyT, nepesaBaemMsbiii yepes coobLyeHmns DHCP INFORM,
knAneHTam cepsepa Virtual IP.

KomaHza c nped1KcomM no 0TMeHsIeT NoslyYeHne ykazaHHOro MapLupyTa.
Ecnv BBeCcT KOMaHAy 6e3 apryMeHToB, 6yAeT OTMEHEHO NoJyYeHre BCexX
MapLUpyTOB.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-crypto-map)>  virtual-ip dhcp route addresss mask»
(config-crypto-map)> no virtual-ip dhcp route [<address: anask> ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IP-appec Afpec ceTeBOro K/MeHTa.
mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTsyeT ABa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOI ANNHbI Npeduikca (Hanpumep, /24).
Mpumep (config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24

IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »

removed.

(config-crypto-map)> no virtual-ip dhcp route
IpSec: :ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM routes cleared.

WcTopuns nsmeHeHwnit |Bepcus

OnucaHune

3.06

JobasneHa KomaHAa crypto map virtual-ip dhcp route.

3.21.26 crypto map virtual-ip dns-server

OnucaHue YkazaTb DNS-cepBep 415 BblJauu KAVieHTaM B cepBepHoM pexxme Virtual

IP.

KomaHga ¢ npedurKcom no yaansieT agpec cepsepa.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuvHoncuc

I (config-crypto-map)>  virtual-ip dns-server address»

110

CnpaBoyHuK KoMaHa — Giga (KN-1011)



naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.21.27 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

(config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HaueHue OnucaHue

address IP-agpec IP-agpec cepBepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec: :Manager: "test": crypto map Virtual IP DNS server deleted.

Bepcus OnucaHve

2.08 Job6asneHa komaHAa crypto map virtual-ip dns-server.

map virtual-ip enable

BkntounTb cepBepHbIi pexxim Virtual IP, npy KOTOpoM KnneHTam
NpPoOV3BOAMUTCA pasjada ajpecoB 13 3afaHHOro guanasoHa. lMpy sTom B
KayecTBe yAaneHHoN nogcetn B cooTBeTCTBYOLEM ACL MOXHO yKasaTb
Npoun3BOAbHOE 3HaYeHMe, OHO ByAeT MPOUrHOPMPOBAHO. [0 yMOAYaHMIO
PEXVM OTKJIHOYEH.

KomaHga ¢ npedprKcoOM no OTK/HOUYaeT HaCTPOIKY.
Ja
Ja

Het

I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

(config-crypto-map)> virtual-ip enable
IpSec: :Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.

Bepcus OnucaHve

2.08 JobasneHa koMmaHaa crypto map virtual-ip enable.
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naBa 3 OnncaHme KoMaHp,

3.21.28 crypto map virtual-ip multi-login

OnucaHue PaspewnTtb noakntoueHne Kk cepaepy Virtual IP HeckonbKkmx nonb3oBatenei
C OZJHOro akkayHTa.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  virtual-ip multi-login
I (config-crypto-map)> no virtual-ip multi-login

Npumep (config-crypto-map)> virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.
(config-crypto-map)> no virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.05 Job6asneHa koMaHga crypto map virtual-ip multi-login.

3.21.29 crypto map virtual-ip nat

OonucaHue BKNOUNTb TPAHC/ISILIMIO 4PECOB ANS KIMEHTOB B cepBEpPHOM pexume Virtual
IP.

KomaHga ¢ npedunkcom no yganseT npasuo.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc I (config-crypto-map)>  virtual-ip nat
I (config-crypto-map)> no virtual-ip nat

Mpumep (config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

3.21.30 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.21.31 crypto

OnucaHune

(config-crypto-map)> no virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

Bepcus OnucaHue

2.08 JobasneHa KoMaHaa crypto map virtual-ip nat.

map virtual-ip range

HactpouTb franasoH agpecoB A9 BblAauu K/IeHTaM B CEPBEPHOM pexnme
Virtual IP.

KomaHga ¢ npedunkcom no yaanseT jManasoH.

Ja

Ja

Het

(config-crypto-map)>  virtual-ip range <begins (<end> | <sizes)

(config-crypto-map)> no virtual-ip range

AprymeHT 3HauyeHue |OnucaHue

begin IP-appec Ha4ano ArnanasoHa agpecos.
end IP-apgpec KoHeL anarna3oHa agpecos.
size Uenoe 4ucno |Pa3mep ananasoHa ajpecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20
IpSec::Manager: "test": crypto map Virtual IP pool range set »
from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).

(config-crypto-map)> no virtual-ip range
IpSec: :Manager: "test": crypto map Virtual IP pool range deleted.

Bepcus OnucaHue

2.08 JobaBneHa komaHAa crypto map virtual-ip range.

map virtual-ip static-ip

Ha3sHaunTb NocToAHHbLIV [P-agpec nonb3oBaTento. Nonb3oBaTeNb B cUCTEME
JONXKEH MeTb MeTKy ipsec-xauth.

KomaHaa ¢ npepurkcom no yaanseT npuBsa3Ky.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-crypto-map)>  virtual-ip static-ip wsenr <address>
(config-crypto-map)> no virtual-ip static-ip wsen

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
user CTpoka MImsa nonb3oBarens.
address IP-agpec HasHauaemsbli IP-agpec.

Mpumep (config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".
(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.05 [JlobaBneHa koMaHza crypto map virtual-ip static-ip.

3.22 dIna

OnucaHwue JocTyn K rpynne KoMaHa Ans ynpasneHus cnyxooin DLNA.

Mpedukc no Het

MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

BxoxxgeHue B rpynny (config-dlna)

Cunoncuc I(config)> dlna

MNpumep (config)> dlna
Core::Configurator: Done.
(config-dlna)>

WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.00 Job6aeneHa komaHaa dina.
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naBa 3 OnncaHme KOMaHA,

3.22.1 dlna container

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

YCTaHOBUTbL KOHTEMHep No yMon4aHuio ansa cnyxésl DLNA.
KomaHga ¢ npednkKcom no oTMeHsAET HaCTPOIKY.

Ja

Ja

MHorokpaTtHbIiA BBog, Het

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

(config-dina)>  container «container;

(config-dina)> no container

AprymeHT 3HadyeHuve | OnucaHve

container browse |[[loka3biBaTb MO YMOAYaHUIO COAEPXKMMOE
KOHTeHepa NpocMoTpa.

music MNMoka3biBaTb MO YMOAYAHMIO COAEPXMMOE
KOHTeliHepa My3blKW.

video lNMoka3biBaTb MO YMOYaHMIO CogepXKmnmMmoe
KOHTeliHepa BUAEeO.

images |[oka3biBaTb MO yMOMUYaHMIO COAepXKMMoe
KOHTeliHepa n306paxeHui.

(config-dlna)> container browse
Dlna::Server: Set default container to "browse".

(config-dlna)> no container
Dlna: :Server: Reset default container.

Bepcus OnucaHve

2.11 JobasneHa komaHga dlna container.

3.22.2 dina db-directory

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

YKa3zaTb NyTb K KaTanory ¢ 6a3oi AaHHbIX MyNbTUMeAVNAHBLIX GainnoB.
KomaHga c npedurkcom no yganseTt HacTPOWKY.

Ja

Ja

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

I (config-dina)>  db-directory «directory>
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-dina)> no db-directory

AprymeHT

3HayeHue

OonvicaHune

directory

CTpoka

MyTb K Nanke c 6a30i AaHHbIX.

(config-dlna)> db-directory 46E243F4E243E6B1:/components/dlna/

Dlna::Server: DB directory set.

(config-dlna)> no db-directory
Dlna::Server: DB directory removed.

Bepcus

OnucaHune

2.06

Job6asneHa komaHaa dina db-directory.

3.22.3 dIna directory

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

YKaszaTtb nyTb K KaTanory ¢ Megna-KOHTEHTOM.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiky.

Ja
Ja
Aa

(config-dina)>

directory «directory, [ media-type]

(config-dina)> no directory «directory:

AprymeHT 3HauyeHue OnuncaHwue

directory CTpoka [MyTb K KaTanory c MefmMa-KOHTEHTOM.

media-type |audio Cofepxnmoe katanora — ayamo-dannbl.
video Cogepxunmoe kaTanora — Bugeo-paiibl.
images Coaep>xmmMoe Katanora — n3obpaxeHus.

(config-dlna)> directory »
46E243F4E243E6B1: /components/transmission/download/

Dlna::Server:

"46E243F4E243E6B1: /components/transmission/download/" directory »

added.

>

(config-dlna)> no directory »
46E243F4E243E6B1: /components/transmission/download/

Dlna: :Server:

>
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naBa 3 OnncaHme KOMaHA,

"46E243F4E243E6B1: /components/transmission/download/" directory »

removed.

WcTopuns nsmeHeHunit |Bepcus onucaHue
2.00 Job6asneHa komaHaa dina directory.
2.06 [JobaeneH napameTp media-type.

3.22.4 dIna display-name

OnucaHune Ha3HaunTb nosib3oBaTenbckoe nMsa DLNA-cepBepy.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncnc (config-dina)>  display-name «display-name>
(config-dina)> no display-name
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
display-name CTtpoka Monb3oBaTenbLCcKoe NMA cepsepa.
Mpumep (config-dlna)> display-name MYDLNA
Dlna::Server: Set a display name.
WcTopus nsmeHeHuim Bepcus onucaHuve

2.12 Job6asneHa komaHaa dina display-name.

3.22.5 dlna interface

OonuncaHmne YKasaTb MHTepdelic MapLLpyTM3aTopPa, Hepes KOTopbIl byeT nepesaBaThCs
Meana-KoHTeHT. MOXHO BBeCTU He 6bonee 16 nHTepdelicos.

KomaHgaa ¢ npedpurKcom no yaanseT yKasaHHbIM nHTepdelric n3 cnucka. Ecnnm
BbIMONHUTL KOMaHZAy 6e3 aprymMeHTa, TO BeCb CMCOK MHTepdericoB Ans
nepejayn Mejna-KoHTeHTa byAeT OunLLeH.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a
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naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

IP

(config-dina)>  interface <interface;

(config-dina)> no interface <interface»

AprymeHT |3HayeHue OnucaHwue

interface |Wmsa uHTepgeiica|llonHoe nms HTepderica Nnn NCeBAOHMM.
CrncoK AOCTYMHbIX NHTepdEeriCoB MOXHO
yBUAETL C MOMOLLbIO KOMaHAbl interface
[Tabl.

(config-dlna)> interface [Tabl]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl
GuestWiFi

(config-dlna)> interface GigabitEthernet0/Vlanl

(config-dlna)> no interface GigabitEthernet0/Vlanl

Bepcus OnucaHve

2.00 JobaBneHa komaHaa dina interface.

3.22.6 dina port

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpoViKKn

Ykazatb nopT DLNA-cepBepa ana HTTP-Tpaduka (onucaHunii, SOAP, nepeaayn
KOHTEHTA).

KomaHaa c npedurkcoM no ycTaHaBNVBaET 3HaUeHMe No YMOIYaHWIo, KOTopoe
paBHO 8200.

Ja
Ja

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

CnHoncuc (config-dina)>  port qort>

(config-dina)> no port

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

port Yenoe uucno |Homep nopta.

Mpumep (config-dlna)> port 8999
Dlna::Server: Port changed to 8999.

(config-dlna)> no port
Dlna: :Server: Port reset to 8200.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga dina port.

3.22.7 dlna rescan

OnucaHune O6HOBUTL NHPOopMaLMto O palinax B KaTanore c MefMa-KOHTEHTOM.

MpumeuaHune:  EcamykasaTb kitoveBoe oo full, 6a3a JaHHbBIX KOHTEHTa
6yAeT yfaneHa 1 co3jaHa 3aHOBO. ITO MOXEeT 3aHATb

KaKoe-TO BpeMsd, MO3TOMY TakKyro KOMaHAY peKOMeHAYyeTCA
BbIMO/IHATb TOJIbKO €C/11 CTPYKTYpPa 6a3bl AAHHbBIX KOHTEHTAa
noBspexseHa.

MNpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config-dina)>  rescan|[ full]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
full Kroyesoe Mpur3HaK HeEO6XO0AVMOCTN Nepeco3faHns
C/10B0 6a3bl JaHHbIX KOHTEHTa.
Mpumep (config-dlna)> rescan
(config-dlna)> rescan full
VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHza dina rescan.
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naBa 3 OnncaHme KoMaHp,

3.22.8 dlna sort

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHni

3agaTb KpuTepuii copTupoBku dannos DLNA-cepBepa.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Ja

Ja

Aa

(config-dina)>  sort <key» [<order ]

(config-dina)> no sort

AprymeHT [3HauyeHue OnucaHue
key class CopTvpoBaTtk Mo Kaccy Mefma-KoHTeHTa
(ayavo, Bngeo, nsobpaxeHus).
title CopTrpoBaThk NO Ha3BaHMIO.
date CopTupoBartk Mo gare.
track CopTvpoBaTb NO AOPOXKKeE.
album CopTvpoBaTb No anbbomy.
order ascending CopTmpoBka ¢arinoB B NopsAKe BO3paCTaHMs.

3TOT NapaMeTp MCMOJb3YeTCs MO YMOUYaHMIO.

descending |CopTupoBKa ¢aiifioB Mo y6bIBaHMIO.

(config-dlna)> sort date
Dlna::Server: "date by ascending" sort criterion appended.

(config-dlna)> sort date ascending
Dlna::Server: "date by ascending" sort criterion appended.

(config-dlna)> no sort
Dlna::Server: Sort criteria removed.

Bepcus OnucaHve

2.1 JobaBneHa komaHaa dina sort.

3.23 dns-proxy

OnucaHune
Mpe¢ukc no

MeHsieT HacTpoKM

JocTtyn K rpynne KomaHa ans yrnpasneHus cnyxooit DNS-npokcu.

HeT

HeTt
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

Bxo)xaeHue B rpynny (config-dnspx)

CnHoncuc I (config)>  dns-proxy

Mpumep (config)> dns-proxy
Core::Configurator: Done.
(config-dnspx)>

UcTopus nsmeHeHnii Bepcus onuvcaHue

2.04 JobasneHa KoMaHAa dns-proxy.

3.23.1 dns-proxy https upstream

OnucaHune JobaBuTb cepsep DNS nosepx HTTPS.

KomaHgaa c npedprkcom no yaansieT ykasaHHbIN cepBep 13 cnucka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BECb CMMCOK CEpPBEPOB byaeT
OUULLIEH.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-dnspx)>  https upstreamwrls [<format>] [ sni <hash>][ on
<interfaces]
(config-dnspx)> no https upstream [«wris]
AprymeHTbI AprymeHT |3HaueHme |OnucaHune
url CTpoka Monb3oBaTenbckmini URL-agpec cny>k6bl DNS.
format dnsm PopmaT oTobpaxeHnsa gaHHbIX DNS.
json
hash CTpoka Xaw ceptndukaTta TLS.
interface Nms Nms nHTepdeiica Ana HacTPOnKU.
MHTepPenca
MNpumep (config-dnspx)>https upstream »

https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm on ISP

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>no https upstream https://dns.adguard.com/dns-query
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)>no https upstream
Dns: :Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.

Bepcus OnucaHue

3.01 JobasneHa komaHaa dns-proxy https upstream.

3.23.2 dns-proxy intercept enable

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb nepexsat TpaH3uTHbIX DNS-3anpocoB. Takxe 3Ta ¢yHKLUMSA
BK/IlOYaeTCs Npu paboTe nHTepHeT-GUabTpa. Mo yMonyaH1o nepexsat
3anpeLleH.

KomaHgaa ¢ npedrKcOM no OTKAKOHaeT nepexsar.
Ja
Ja

HeTt

I(conﬁg-dnspxﬁ» intercept enable

I(conﬁg—dnspxﬁ>nointerceptenable

(config-dnspx)> intercept enable
Dns::Filter::Interceptor: Enabled.
(config-dnspx)> no intercept enable
Dns::Filter::Interceptor: Disabled.

Bepcus OnucaHue

3.06 JobasneHa komaHaa dns-proxy intercept enable.
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naBa 3 OnncaHme KOMaHA,

3.23.3 dns-proxy max-ttl

OnucaHue 3agaTb MakcMManbHbIv TTL Ana kawmnpoBaHHbIX 3anuvcet DNS-npokcu.
KomaHga ¢ npedurkcom no yaanset 3HadeHue TTL.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dnspx)>  max-ttl max-ttl
(config-dnspx)> no max-ttl
AprymeHTbI AprymeHT |3HaueHme |OnucaHme
max-ttl Lenoe uucno |MakcmmanbHoe 3HayeHue TTL. Moxet
npMHMMaTbL 3HayeHus ot 1 Ao 604800000
MunancekyHa (1 Hegens).
Mpumep (config-dnspx)> max-ttl 10000
Dns::Proxy: Dns-proxy set max-ttl to 10000.
(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.05 Jlo6aBneHa komaHaa dns-proxy max-ttl.

3.23.4 dns-proxy proceed

OnucaHune 3agaTb MHTepBaJ MeXxay napasne/isHbIMVY 3anpocamMm, KOTopble OTrpasiseT
DNS-npokcu Heckonbknm DNS-cepsepam. Mo yMOAYaHUIO UCMO/b3yeTcs
3HayeHwe 500.

KomaHga ¢ npedunkcom no Bo3BpaLLaeT 3Ha4yeHme no yMonyaHuio.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het

CuHoncuc I (config-dnspx)>  proceed proceed>

I (config-dnspx)> no proceed
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
proceed lenoe uucno |Bpems paboTbl DNS-npokcu B
MUAANCEKYHAAX. MOXeT NpuHUMaTh
3HauyeHus ot 1 go 50000.
Mpumep (config-dnspx)> proceed 600

Dns::Proxy: Dns-proxy set 600 msec. proceed.

(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.

UcTopus nsmeHeHwnii

Bepcus

OnucaHue

2.04

[Jlo6baBneHa komaHza dns-proxy proceed.

3.23.5 dns-proxy rebind-protect

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

BkntounTb 3aWwmnTy oT atak DNS rebinding. Mo yMONYaHWIO NCNONb3YyeTcs
napameTp auto.

KoMaHAa ¢ NpedrKCcoM No OTKIOYAET 3aLLUTY.

Ja
Aa

HeTt

(config-dnspx)>

rebind-protect (auto | strict)

(config-dnspx)> no rebind-protect

AprymeHT 3HauyeHue OnuncaHwue

auto Knwouyesoe 3awmTa nHTepdeiicos private.
C/10B0O

strict KmwyeBoe 3awmTa noacetei U3 cnurcka IANA IPv4
C/I0BO Special-Purpose Address Registry1.

(config-dnspx)> rebind-protect auto
Dns::Manager: Enabled rebind protection.
(config-dnspx)> no rebind-protect
Dns::Manager: Disabled rebind protection.

Bepcus

OnucaHue

3.04

[Jlo6aBneHa komaHaa dns-proxy rebind-protect.

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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naBa 3 OnncaHme KOMaHA,

3.23.6 dns-proxy srr-reset

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTL BpeMs, Yepe3 KoTopoe byaeT copacbiBaTbCA PeNTUHT
3anpocos-oTBeToB DNS-npokcu. 1o yMO4YaHUIo NCMOb3yeTcs 3HayueHne
600000.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.

Ja

Ja

Het

(config-dnspx)>  srr-reset «<srr-reset

(config-dnspx)> no srr-reset

Argument 3HauyeHue OnuncaHwue

srr-reset Lenoe 4ucro |3Ha4veHVe BpeMEHHOro NpPoMeXyTka B
MuanancekyHaax. MoxeT npuHMMaTb
3HauyeHus ot 0 go 600000.

(config-dnspx)> srr-reset 111
Dns::Manager: Set send-response rating reset time to 111 ms.

(config-dnspx)> no srr-reset
Dns::Manager: Reset send-response rating reset time to default.

Bepcus OnucaHve

2.12 Jlo6aBneHa koMmaHaa dns-proxy srr-reset.

3.23.7 dns-proxy tls upstream

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Job6asuTb cepeep DNS nosepx TLS.

KomaHga ¢ npedpurKkcom nNo yaansieT ykasaHHbIA cepBep U3 cnmcka. Ecam
BbINMOJHUTL KOMaHAy 6e3 apryMeHTa, TO BeCb CM1COK CepBepoB byaeT
OUNLLIEH.

Ja

Aa

Ja

(config-dnspx)>  tls upstream «address; [port>] [ sni «fqgdns] [ spki
<hash>][on dnterface ]
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naBa 3 OnncaHme KoMaHp,

(config-dnspx)> no tls upstream [<address>] [port:]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-appec IP-agpec cepsepa
port Yenoe uucno |lopT cepBepa.
fqdn CTpoka JomMeHHOoe nms.
hash Ctpoka Xaw ceptmnukara TLS.
interface Umsa Nms nHTepdelica Ana HacTPOKK
nHTeppeica
Npumep (config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com

Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »

added.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com »

on ISP

Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »

added.

(config-dnspx)>no tls upstream 1.1.1.1 853
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »

deleted.

(config-dnspx)>no tls upstream
Dns::Secure: :ManagerDot: DNS-over-TLS name servers cleared.

UcTopusa nsmeHeHwnii

Bepcus

OnucaHue

3.01

[Jlo6baBneHa komaHza dns-proxy tls upstream.

3.24 dpn accept

MpuHATL Nonb3oBaTeNbCcKoe cornaweHmne DPN. o NpUHATUA cornallueHumns
KOHPUrypaTop He NpUH1UMAaeT HMKaKMe KOMaHAbl, KpOMe KOMaHJ Ha uTeHne

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

Het

Het

HeT

I(conﬁg)> dpn accept

(config)> dpn accept
Core::Legal: Accepted dpn version 20200330.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [JobaeneHa komaHaa dpn accept.

3.25 dyndns profile

OnuncaHmne JocTyn K rpynne KOMaHA A8 HaCTPOMKM yka3aHHoro npouns DynDns. Ecan
npodunb He HalAeH, KOMaHAa MbITaeTcsa ero co3gaTe. MOXHO co34aTb He
6onee 32 npodunei.

KomaHga ¢ npedukcom no yaanset npoduab DynDns.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la

BxoxxgeHue B rpynny (config-dyndns)

Cunoncuc (config)> dyndns profile name»
(config)> no dyndns profile name>

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue

name CTpoka HasBaHune npodunsa. MakcnmanbHas AnmHa

nmeHn — 64 cumBona.

Mpumep (config)> dyndns profile _WEBADMIN

Core::Configurator: Done.

(config-dyndns)>
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa dyndns profile.

3.25.1 dyndns profile domain

OnucaHune HasHaunTb MK nocTosiHHOE foMeHHOoe nMS. MNepes BbINOAHEHVEM KOMaHA!
Heob6X0AMMO 3aperncTpupoBaTh AOMEHHOEe NMS Ha caTe dyndns.com” nam
no-ip.com-.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.

MNpedukc no Ja

2 http:\\www.dyndns.com
http:\\www.no-ip.com

Giga (KN-1011) — CnpaBOYHVK KOMaHZ, 1 27


http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dyndns.com
http:\\www.no-ip.com

naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dyndns)>  domain «domain

(config-dyndns)> no domain

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

domain CTpoka JomMmeHHoe nvsa. MakcmmansHasa 411MHa
AOMeEHHOro nmeHm — 254 cumsona.

Mpumep (config-dyndns)> domain support.ddns.net
DynDns::Profile: " WEBADMIN": domain saved..

(config-dyndns)> no domain
ynDns::Profile: " WEBADMIN" domain cleared.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.00 Job6asneHa komaHaa dyndns profile domain.

3.25.2 dyndns profile password

OnucaHue YcTaHOBWUTL Naposib 4N goctyna Yepes DynDns.
Mpe¢ukc no Ja

MeHsieT HacTpoikm  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dyndns)>  password password>
(config-dyndns)> no password
AprymeHTbI AprymeHT |3HauyeHue |OnucaHue
password CTpoka Maponb anda asTopusaymn. MakcrmanbHas
ANVHa napons — 64 cmBona.
NMpumep (config-dyndns)> password 123456789

DynDns::Profile: " WEBADMIN": password saved.

(config-dyndns)> no password
DynDns::Profile: " WEBADMIN" password cleared.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

Jlo6aBneHa komaHaa dyndns profile password.

3.25.3 dyndns profile send-address

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

3.25.4 dyndns

OnucaHwne

Mpedukc no

MeHsieT HacTpoWiKKn

Bkntoumntb HEO6XOANMOCTb yKa3aHu4 IP-a,qpeca MHTEPHET-COeJNHEHNA B

3anpoce DynDns.

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

Ja
Aa

Het

I (config-dyndns)>  send-address

I (config-dyndns)> no send-address

(config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns: :Profile: Send address is disabled.

Bepcusa

OnucaHwune

2.03

Jlo6aBneHa komaHaa dyndns profile send-address.

profile type

MpucBonTb DynDns-npoduato TvM, B 3aBUCMMOCTM OT CaiiTa, Ha KOTOPOM
6b110 3apPEerncTpMpPOBaHO AOMEHHOE MMSI.

Ja
Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

I (config-dyndns)>  type <type>

I (config-dyndns)> no type
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nameHeHui

AprymeHT

3HauyeHe [OnucaHwue

type

dyndns YKasblBaeTcs, ecin JOMeHHOoe UMS 4
3aperncTpupoBaHo Ha cate dyndns.com.

noip YKasblBaeTcs, ecin JOMeHHOoe UMS 5
3aperncTpupoBaHo Ha caiite no-ip.com™.

rucenter YKa3sblBaeTcd, ecnm JOMeHHOe MS 6
3aperncTpmpoBaHo Ha cavite rucenter .

custom YKa3blBaeTcs, eciv OMeHHOe UMS
3aperncTprupoBaHO Ha APYrom canmTe (canT
onpegensetca komaHgor dyndns profile url).

(config-dyndns)> type noip
DynDns::Profile: " WEBADMIN": type saved.

(config-dyndns)> no type
DynDns::Profile: " WEBADMIN" type cleared.

Bepcusa

OnucaHune

2.00

Jlo6aBneHa komaHaa dyndns profile type.

3.25.5 dyndns profile update-interval

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

4 http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru

YCTaHOBUTb MHTepBan 06HOBNEHMS agpeca Anst DynDns.

KomaHga c npedunkcom no oTMeHseT BO3MOXHOCTb 06HOBEHMS.

Ja
Aa

Het

(config-dyndns)>  update-interval «days> days [ <hourss hours ]
[ aminutes> minutes ] [ <seconds> seconds ]

(config-dyndns)> no update-interval

AprymeHT 3HauyeHue OnuncaHwue

days lenoe uymucno |BpeMeHHOW NHTepBan B AHSAX.
hours Lenoe uucno |BpemMeHHON nHTepBan B Yacax.
minutes Lenoe umucno |BpemeHHOWN nHTepBan B MUHYTaXx.
seconds Lenoe umucno |BpemMeHHOW nHTepBan B CeKyHAax.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopusa nsmeHeHwnii

(config-dyndns)>

seconds

DynDns::Profile: Interval

(config-dyndns)>

DynDns: :Profile: Interval

(config-dyndns)>

DynDns::Profile: Periodic

is set to 450305 seconds.

update-interval 5 days

is set to 432000 seconds.

no update-interval

registration disabled.

update-interval 5 days 5 hours 5 minutes 5 »

Bepcus

OnucaHune

2.03

Job6asneHa komaHaa dyndns profile update-interval.

3.25.6 dyndns profile url

OnucaHwue
MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

Yka3atb URL ncnonbsyemoro caiita ciyx6sl DynDns

Ja
Aa

Het

(config-dyndns)>  urlwrb

(config-dyndns)> no url

AprymeHT

3HauyeHue

OnucaHue

url

CTpoka

Monb3oBaTenbcknii URL-agpec cnyx6b
DynDns.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)> no url

DynDns: :Profile:

url http:
" WEBADMIN": URL saved.

//members.dyndns.org/nic/update

" WEBADMIN" URL cleared.

Bepcusa

OnucaHune

2.05

Job6asneHa komaHaa dyndns profile url.

3.25.7 dyndns profile username

OnucaHwue
Mpejukc no

MeHsieT HacTpoiKmn

YKa3aTb NOrMH yyeTHOM 3anncuy Ana goctyna dyepes DynDns.

Ja
Aa

Giga (KN-1011) — CnpaBOYHVK KOMaHZ,

131



naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-dyndns)>  username username;

(config-dyndns)> no username
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

username CTpoka ViMsa nonb3oBaTensa Ans asTopusaunm.

MakcrmanbHasa gnmHa nmeHn — 64 cumBona.

NMpumep (config-dyndns)> username test@gmail.com

DynDns::Profile: " WEBADMIN": username saved.

(config-dyndns)> no username

DynDns::Profile: " WEBADMIN" username cleared.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JlobasneHa komaHaa dyndns profile username.

3.26 easyconfig check

OnucaHwue JocTtyn K rpynne KoMaHg 419 HAaCTPOMKIM MPOBEPKN JOCTYNa B UHTepHeT. [ns
NMPOBEpPKU AOCTYMa B MUHTEPHET CHayasa OTMNPaB/SATCA 3anpochl K LLHO3Y
no ymon4yaHuto. Ecnm otBeT nonyyeH, Torga onpallmnBaroTcs yaaneHHble
XOCThbl, YKa3aHHble B HacTpomKax. TakXe B HAaCTPOMKaxX yKasbiBaeTcs
NPOAO/IKNTENBLHOCTL M YacToTa 3anpocoB. Ecin Bce NpoBepKn NponjeHsl,
3HauUT AOCTYM B UHTEPHET eCTb.

MNpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOgA, Het

BxoXxaeHue B rpynny (ezconfig-check)
CuHoncuc (config)> easyconfig check

Mpumep (config)> easyconfig check
(ezconfig-check)>

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa easyconfig check.
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naBa 3 OnncaHme KOMaHA,

3.26.1 easyconfig check exclude-gateway

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

OTK/OUMTE MPOBEPKY LLK03a MO YMOAYaHWI0. [0 yMOYaHWN0 3TOT NapameTp
BKJ/TOUEH.

KomaHga ¢ npedprkcom no BktOUaeT NpoBepky ob6paTHO.
Ja
Ja

Het

I (ezconfig-check)>  exclude-gateway

I (ezconfig-check)> no exclude-gateway

(ezconfig-check)> exclude-gateway
Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network: :InternetChecker: Gateway checking enabled.

Bepcus OnucaHve

2.05 JobasneHa komaHga easyconfig check
exclude-gateway.

3.26.2 easyconfig check host

OnucaHune

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

3asaTb MMSsI XOCTa, K KOTOPOMY 6yAyT OTNPABAATLCS 3aNpochl 415 TPOBEPKN
AOCTyrNa B UHTepHET. Mo yMONYaHMo NCNONb3YTCA agpeca ya. ru, nic. ru,

google.com.

KomaHga ¢ npedrkcomM no Bo3BpaLLaeT MeHa XOCTOB MO YMOIYaHUIO.
Ja

Ja

Aa

(ezconfig-check)>  host <host»

(ezconfig-check)> no host [ <host» ]

AprymeHT 3HayeHue OnuncaHwue

host CTpoka Wmsi yaaneHHoro xocta.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopusa nsmeHeHwnii

(ezconfig-check)> host google.com
Network: :InternetChecker: "google.com" name added.

(ezconfig-check)> no host google.com
Network: :InternetChecker: "google.com" name removed.

(ezconfig-check)> no host
Network: :InternetChecker: Domain name set reset to default.

Bepcus OnucaHue

2.00 JlobasneHa komaHaa easyconfig check host.

3.26.3 easyconfig check max-fails

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YKaszaTb KOM4ecTBO Noc/ieA0BaTe/IbHbIX HeYAauHbIX 3aNpoOCOB K XOCTaM,
3aZ,aHHbIM € NoMoLbto kKoMaHabl easyconfig check host. Mo ymonuanuio
ncnosb3yeTcd 3HaueHuve 3.

KomaHza ¢ npedprKcom no Bo3BpaLLaeT 3HaYeHNe N0 YMOAYaHUIO.

Ja

Ja

Het

(ezconfig-check)>  max-fails «count»

(ezconfig-check)> no max-fails

AprymeHT 3HaueHue |OnucaHue

count Uenoe 4ucno |Konnyectso HeyaauHbIX 3arnpocos. MoxeT
NPUHNMAaTb 3HaYeHVs B npesenax ot 2 40
8 BK/IIOYUTENBHO.

(ezconfig-check)> max-fails 5
Network: :InternetChecker: A new maximum fail count set to 5.

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

Bepcus OnucaHue

2.00 Job6asneHa komaHaa easyconfig check max-fails.
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3.26.4 easyconfig check period

OnuncaHwne 3afaTb MPOAO/IKNTENBbHOCTL NPOoBepKU. 10 yMONUYaHUIO UCNO/b3YyeTCs
3HayeHue 15.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc (ezconfig-check)>  period «period>
(ezconfig-check)> no period
AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne
period UYenoe uucno |/IHTepBan NpoBepku B cekyHAax. MoxeT
NPUHNUMAaTbL 3HayYeHus B gnanasoHe ot 10 go
60 BKAOUNTENBHO.
Mpumep (ezconfig-check)> period 20
Network: :InternetChecker: A new check period set to 20 seconds.
(ezconfig-check)> no period
Network: :InternetChecker: Check period reset to default (15 »
seconds) .
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue
2.00 Jlo6aBneHa komaHaa easyconfig check period.

3.27 easyconfig disable

OonucaHue OTKNOUNTb MacTep NepPBUYHOM HACTPOIKK. M0 yMONYaHMIO 3TOT NapaMeTp
BK/TOYEH.

KomaHga ¢ npedrkcom no BkIOUaET MacTep NepBUYHOM HaCTPOMKN.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config)> easyconfigdisable

I (config)> no easyconfig disable
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NMpumep (config)> easyconfig disable
EasyConfig: :Manager: Disabled.

(config)> no easyconfig disable
EasyConfig: :Manager: Enabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.01 Jlo6aBneHa komaHaa easyconfig disable.

3.28 eula accept

OnucaHwue MprHATL NosIb30BaTeNbCKOe cornaweHve EULA. o NPUHATUA cornawleHmns
KOHUrypaTop He NprHMUMAaeT HUKaKmMe KOMaHZAbl, KpOMe KOMaHA Ha uTeHune.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> eula accept
Mpumep (config)> eula accept

Core::Eula: "20181001" license accepted.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.15 Jlo6baBneHa komaHaa eula accept.

3.29 igmp-proxy

OnucaHue JocTyn K rpynne KoMaHz ans Hactponkn IGMP.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

BxoXxaeHue B rpynny (igmp-proxy)

CuHoncuc I (config)>  igmp-proxy

MNpumep (config)> igmp-proxy
(igmp-proxy)>
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JlobaBneHa KomaHaa igmp-proxy.

3.29.1 igmp-proxy force

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHuim

MprHYANTENLHO BKAOUNTL CTapyto Bepcuto IGMP. Mo ymonyaHmto 31a
HaCTPOIKa OTKJIFOUEHa N BEPCUA NPOTOKOA BbI6MPaeTcs B aBTOMaTUYECKOM
pexvme.

KomaHga ¢ npedrKcomM no Bo3BpaLlaeT 3HayYeHne No YMOAYaHUIo.
Ja

Aa

Het

(igmp-proxy)>  force «protocol»

(igmp-proxy)> no force

AprymeHT 3HauyeHue OnuncaHwue
protocol igmp-vl MpUMEeHUTb GUNbTPALMIO K BXOAALLIM
nakeTam.
igmp-v2 MpUMeHNTb GUNBLTPAaLMIO K NCXOAALLNM
nakeTam.

(igmp-proxy)> force igmp-vl
Igmp::Proxy: Forced protocol: igmp-vl.

(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.

Bepcus OnucaHue

2.08 JobasneHa komaHaa igmp-proxy force.

3.30 igmp-snooping disable

OnuncaHune

Mpe¢ukc no

MeHsieT HacCTpoWiKKn

OTknounTb IGMP snooping. KomaHaa A0CTYNHa TO/IbKO B pexumax KnveHr,
Ycnnutens unm Touka Jloctyna.

KomaHgaa ¢ npedurkcom no Bkatovaet IGMP snooping.
Ja
Ja
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

UcTopuns nameHeHuii

I(config)> igmp-snooping disable

(config)> igmp-snooping disable
Igmp::Snooping: Disabled.

(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

Bepcus OnucaHve

2.12 [JobaeneHa komaHaa igmp-snooping disable.

3.31 interface

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

JocTtyn K rpynne KoMaHA Ans HacTPoikun BelbpaHHoOro nHtepderica. Ecnm
NHTepdelic He HaliAeH, KOMaHAA NbITAeTCA ero Co34aThb.

Nma nHtepderica 3agaeT ero kacc, KOTOPbIA HaclegyeT onpegeneHHble
CBOWCTBA, CM. Anarpammel B [NprinoxeHunn. KomaHabl paboTatoT
npUMeHNTeNbHO K knaccam. COOTBETCTBYHOLLMI KlacC nHTepdeiica ykasaH
B OMUCaHNU KOMaHZABI.

KomaHga c npedurkcom no yaanset nHtepoeiic.
Ja

Ja

Ja

(config-if)

(config)> interface name>

(config)> no interface name>

AprymeHT |3HauyeHwue OnucaHue

name Ums uHTepgesica|llonHoe nMs nHTepderica UNn NCeBAOHUM.
CrncoK AOCTYMHbIX NHTepdEericoB MOXHO
yBUAETb C NOMOLLbI0 KoMaHAbl interface
[Tab].

(config)> interface [Tab]

Usage template:
interface {name}

Choose:
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Pvc

Vlan
CdcEthernet
UsbModem
RealtekEthernet
AsixEthernet
Davicom

UsbLte

Yota

Bridge

PPPoE

SSTP

PPTP

L2TP

Wireguard
OpenVPN

IPIP
TunnelSixInFour
Gre

EoIP
TunnelSixToFour
Chilli

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobaBneHa komaHaa interface.

3.31.1 interface atf disable

OnucaHwue OtknounTtb ATF ana AP 2,4 TTuy 1 5 Ty, Mo ymon4vaHmio HacTpoika
BbIK/IHOYEHa.

KomaHga ¢ npedrKcom no oTKAYaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica WiFiMaster

CuHoncuc I (config-ify>  atf disable

I(conﬁgJﬂ>noatfdisab1e

Npumep (config-if)> atf disable
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": Airtime »
Fairness disabled.
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WcTopusa nsmeHeHum

(config-if)> no atf disable
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": Airtime »
Fairness enabled.

Bepcus

OnucaHmne

3.02

JobaBneHa komaHaa interface atf disable.

3.31.2 interface atf inbound

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Bkntountb ATF TONBKO AN nepejayum BxoaaLumx naketos gna AP 2,4 Tun 5
IMy. Mo ymonyaHmMio HaCTPoWKa BbIKAOYEHa.

KomaHza c nped1KcomM no oTKIOYaEeT HaCTPOWKY.

Ja
Ja

HeTt

WiFiMaster

I (config-if)>  atf inbound

I (config-if)> no atf inbound

(config-if)> atf inbound
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": Airtime »
Fairness inbound is set.

(config-if)> no atf inbound
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": Airtime »
Fairness inbound is unset.

Bepcusa

OnucaHue

3.02

JobaeneHa komaHaa interface atf inbound.

3.31.3 interface authentication chap

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIiA BBOA,

BkatounTb noagepxky ayteHTudumnkaumm CHAP.

KomaHga c npedumkcom no otkntoyaeT CHAP.

Ja
Aa

HeTt
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Tun nutepdeiica Secure

CuHoncnc I (config-if)> authentication chap

I (config-if)> no authentication chap

NMpumep (config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

CHAP.
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onvcaHue
2.00 [Jlo6baBneHa komaHga interface authentication chap.

3.31.4 interface authentication eap-md5

OnucaHwue BkntounTb noagepxky ayteHTndumkaumm EAP-MD5.
KomaHga c npedurkcom no otkntoyaet EAP-MD5.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication eap-md5

I (config-if)> no authentication eap-md5

Mpumep (config-if)> authentication eap-md5
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.

(config-if)> no authentication eap-md5
Network::Interface: :Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHga interface authentication eap-mds5.
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3.31.5 interface authentication eap-mschapv2

OnucaHue BkntounTb noaaepxky ayreHTudumkaumm EAP-MSCHAPV2.
KomaHga ¢ npedurkcom no otkatouaet EAP-MSCHAPvV2, MS-CHAPV2.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica Secure

CuHoncuc I (config-if)> authentication eap-mschapv2

I (config-if)> no authentication eap-mschapv2

Mpumep (config-if)> authentication eap-mschapv2
Network::Interface::Supplicant: "IKEO": authentication is »
unchanged.

(config-if)> no authentication eap-mschapv2
Network::Interface::Supplicant: "IKEO": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
3.05 JobaBneHa komaHaa interface authentication
eap-mschapv2.

3.31.6 interface authentication eap-ttls

OnucaHwue BkntounTe noasepxky ayteHTndumkaumm EAP-TTLS.
KomaHga c npedurkcom no otkatouaet EAP-TTLS.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

Mpumep (config-if)> authentication eap-ttls
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.
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(config-if)> no authentication eap-ttls
Network::Interface: :Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaeneHa komaHaa interface authentication eap-ttls.

3.31.7 interface authentication identity

OnucaHwne YKazaTb UMS Nonb3oBaTens Ang ayTeHTudrKaLmm ycTpoicTea Ha yAaneHHon
cucteme. MicnonbsyeTca Ansa noaxntodeHmnin PPTP, PPPoE 1 L2TP, a Takxe ans
nHTepdericos UsbQmi.

KomaHaa ¢ npedrKcom no cTvpaeT paHee 3aAaHHOE MMS Mo/b30BaTenNs.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Secure

CuHoncuc (config-if)> authentication identity <identity»

(config-if)> no authentication identity

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
identity Ctpoka Vma nonb3oBaTens Ansa ayteHTuomKaumn.
Mpumep (config-if)> authentication identity mylogin

Network::Interface::Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network: :Interface::Supplicant: "PPTPO": identity cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHga interface authentication identity.

3.31.8 interface authentication mschap
OnucaHwue BknounTb noagepxky ayteHTudumkaumm MS-CHAP.
KomaHga c npedumkcom no otkntovaet MS-CHAP.

Mpejukc no Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Secure

I(conﬂgJﬂ> authentication mschap

I(conﬁg4ﬂ>noauthenticationmschap

(config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPO": added authentication: »
MS-CHAP.

(config-if)> no authentication mschap
Network::Interface::Supplicant: "PPTPO": removed authentication: »
MS-CHAP.

Bepcus OnucaHve

2.00 Job6aeneHa komaHaa interface authentication mschap.

3.31.9 interface authentication mschap-v2

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepdderica

CuvHoncuc

Mpumep

BkntounTb noaaepxky ayreHTudumnkaumm MS-CHAPV2.
KomaHga ¢ npedpurkcom no otkaroyaet MS-CHAPV2.
Ja

Ja

HeTt

Secure

I(conﬁ94ﬂ> authentication mschap-v2

I(conﬁg-ﬁﬁ>noauthenticationmschap-v2

(config-if)> authentication mschap-v2
Network: :Interface::Supplicant: "PPTPO": authnentication is »
unchanged.

(config-if)> no authentication mschap-v2
Network: :Interface: :Supplicant: "PPTPO": removed authentication: »
MS-CHAPv2.
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UcTopuns nameHeHuii

Bepcus OnucaHve
2.00 JlobaBneHa komaHaa interface authentication
mschap-v2.

3.31.10 interface authentication pap

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb noagaepxky ayteHTudmnkaumm PAP.
KomaHga ¢ npepurkcom no oTkarouaeT PAP.
Ja

Aa

Het

Secure

I (config-if)>  authentication pap

I (config-if)> no authentication pap

(config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.

(config-if)> no authentication pap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
PAP.

Bepcus OnucaHue

2.00 JobasneHa komaHAa interface authentication pap.

3.31.11 interface authentication password

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

YKkasaTb Naponb Ans ayTeHTudmKaLmm yCTpoicTBa Ha yAaneHHOM cucTeme,
Wcnonb3yetca ana nogkntoueHuin PPTP, PPPoE n L2TP.

KomaHgaa ¢ npedrKcom no cTmpaeT 3HayeHre Napons.
Aa
Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Secure

I (config-if)> authentication password «password»
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(config-if)> no authentication password

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
password Ctpoka Maponb ans ayteHTUGUKaLUN.
NMpumep (config-if)> authentication password Aihoi2chal

Network::Interface::Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network: :Interface: :Supplicant: "PPTPO": password cleared.

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.00 JobaBneHa komaHaa interface authentication
password.

3.31.12 interface authentication peap

OnucaHue Bkntoumntb noaaepxky EAP-PEAP meToga npoBepKy MOAJINHHOCTU.
KomaHga ¢ npedpurkcom no oTkatouaeT wundpoBaHme EAP-PEAP.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Secure

CuHoncuc I (config-if)> authentication peap

I (config-if)> no authentication peap

Mpumep (config-if)> authentication peap
Network::Interface::Ethernet: "WifiMasterl/AccessPoint0": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network: :Interface::Supplicant: "WifiMasterl/AccessPoint0": »
removed authentication: PEAP.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 [Jlo6aBneHa komaHaa interface authentication peap.
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3.31.13 interface authentication shared

OnucaHune BKAHOUUTL peXxnm ayTeHTUUKaLNK € pazdesndembiM KH4YoM. DTOT PEXUM
NCNOIb3YeTCs TONbKO B codeTaHnK € LundpoBaHuem WEP. Pazdessembie karoyu
3ajaTca KomaHgol interface encryption key.

KomaHga c npe$rKcoM no rnepesonT ayTeEHTUUKALMIO B OTKPLITbIV PEXUM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica WiFi

CuHoncuc I (config-if)> authentication shared

I (config-if)> no authentication shared

Mpumep (config-if)> authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHaa interface authentication shared.

3.31.14 interface authentication wpa-psk

OnucaHue YCTaHOBUTb NMpeABapuUTeNbHO COracoBaHHbIN KU A9 ayTeHTUGMKaumm
no npotokony WPA-PSK. Bo3MOXHO 3asaHune knroda B Buge 256-61MTHOro
LecTHaaLaTepuyHoro ymcna, 1nmbo B suge ctpokun ASCII-cumsonos. Bo
BTOPOM C/ly4vae CTpOKa 1UCMonb3yeTcd Kak KogoBas dpasa And reHepnpoBaHus
KnroYa (napons).

KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica WiFi

CuHoncuc I (config-if)> authentication wpa-psk psk>

Giga (KN-1011) — CnpaBOYHVK KOMaHZ, 1 47



naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no authentication wpa-psk

AprymeHT 3HauyeHue OnucaHwue

psk CTpoka MpeABapuTeIbHO COrNacoBaHHbIN KN4 B
BUAe 256-6MTHOrO WecTHaALaTepnYHOro
yncna, CocTosiLLero 13

64 WwecTHaguaTepuydHbIX undp, N1Mb60 B BUAE
cTpoku ASCII gnmHoi oT 8 A0 63 CUMBO/OB.

(config-if)> authentication wpa-psk Eethaich9z
Network: :Interface::Wifi: "WifiMasterl/AccessPoint@": WPA PSK set.

(config-if)> no authentication wpa-psk
Network::Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK »
removed.

Bepcus OnucaHve

2.00 JobaBneHa komaHAa interface authentication wpa-psk.

3.31.15 interface backhaul

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

BrntounTb noaaepxky VLAN ans 6€CnpoBOAHOIO COefMHEHUS MeXay
poyTepamu Keenetic B pexxmme trunk. Mo ymon4aHumio HacTpoka OTK/IKUEeHa.

KomaHga ¢ npedprKcoOM no OTK/HOUYaeT HaCTPOIKY.
Ja

Ja

Het

WiFiMaster

| (config-if>  backhaut

I (config-if)> no backhaul

(config-if)> backhaul
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »
backhaul mode enabled.

(config-if)> no backhaul
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »
backhaul mode disabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.02 JlobaBneHa komaHa interface backhaul.

3.31.16 interface band-steering

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

3anycTnTb cnyxey Band Steering ana AP 5 Ty, Mo ymon4aHuMio HacTpoiika

BK/IFOYEHa.

Ana npaBunbHoOM paboTbl Band Steering HEOGXOAMMO BbIMONHUTL CiefytoLume

yCcnoBus:

* BKJ/OYeHbl 06e Touku goctyna 2,4 My n 5 My,

* Y HUX ofMHaKkoBble SSID

* OHN NMEKT OAMNHAKOBbIE NapaMeTpbl 6e3onacHoOCTU (Tvin LIJVICI)pOBaHI/Iﬂ,

3HayeHue KNYa, UT. 4.)

KomaHga ¢ npedukcom no oTkarouaet Band Steering.

Aa
Ja
HeTt

WiFiMaster

I (config-if)>  band-steering

I (config-if)> no band-steering

(config-if)> band-steering

Network: :Interface::Rtx::WifiMaster:

enabled.

(config-if)> no band-steering

Network: :Interface: :Rtx: :WifiMaster:

"WifiMasterl": band steering »

"WifiMasterl": band steering »

disabled.
Bepcus OnucaHve
2.09 JobasneHa komaHgaa interface band-steering.

3.31.17 interface band-steering preference

OnuncaHwmne

3ajaTb NpeanoYTUTENbHbIN Ananas3oH Ana TexHonoruu Band Steering. MNo

YMOJZIYaHWIO 3Ha4YeHne He onpejesieHo.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpallaeT 3HayeHne no yMmoad4aHuio.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

Ja
Ja
Het

WiFiMaster

(config-if)>  band-steering preference <band>

(config-if)> no band-steering preference

AprymeHT 3HaueHue ‘Onmcal-me
band 2 [AnanasoH 2,4 Tw,
5 AnanasoH 5Ty,

(config-if)> band-steering preference 5
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference is 5 GHz.

(config-if)> no band-steering preference
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference disabled.

Bepcus OnucaHue
2.09 Job6asneHa komaHaa interface band-steering
preference.

3.31.18 interface beamforming explicit

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

BkntounTb ABHOE PopmuposaHue duazpammel HanpaeneHHocmu (eBF) ana AP
5Ty, 3Ta PyHKLUMA MOXKET ObITb MCMNOb30BaHA TONLKO A5 K/INEHTOB
802.11ac n HecoBmecTMMa C APYrMmMu ctaHgapTamu. 1o ymonyaHmio sTot
napamMmeTp BK/IHOYEH.

KomaHza ¢ nped1Kcom no oTKoYaeT ABHOe PopMUpOBaHUE dUa2paMMbI
HanpaeneHHoCMu.

Ja
Ja
Het

WiFiMaster

I (config-if)> beamforming explicit [mu-mimo]

I (config-if)> no beamforming explicit
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

mu-mimo Keyword YnpasneHve pnaramm MU-MIMO ana ss8Horo

bopMMpoBaHMA frarpamMmmbl

rnosib3oBaTenen.

HanpaBNeHHOCTN. Bkntouaer KOHTPOJ1b
MOTOKa AaHHbIX A1 HECKOJIbKNX

(config-if)> beamforming explicit

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl":

beamforming and SU-MIMO enabled.

(config-if)> beamforming explicit mu-mimo

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl":

beamforming and MU-MIMO enabled.

(config-if)> no beamforming explicit

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl":

beamforming and MIMO disabled.

explicit »

explicit »

explicit »

Bepcus OnucaHue

2.10 Job6asneHa komaHaa interface beamforming explicit.

3.31.19 interface beamforming implicit

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKM
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

BkntounTb HeaBHOe ®opmuposaHue duazpamMmel HanpasaeHHocmu (iBF) ans

AP 5 TTu. Mo ymon4aHmio HaCTpOIKa OTK/IOYeHa.

KomaHza c npedurKcom no oTkIo4HaeT HesaBHOe PopMuposaHUe OUuazpammel

HanpaeaeHHocmu.
Ja

Ja

Het

WiFiMaster

I(conﬁg4ﬂ> beamforming implicit

I(conﬁg-ﬁﬁ>nobeamf0rming implicit

(config-if)> beamforming implicit

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl":

beamforming enabled.

(config-if)> no beamforming implicit

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl":

beamforming disabled.

implicit »

implicit »
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 Jlo6aBneHa komaHga interface beamforming implicit.

3.31.20 interface ccp

OnucaHue BrntounTb noaaep>kky npoTokosa CCP Ha 3Tane ycTaHOBAEHWUS COefMHEHNS.
KomaHga ¢ npedpurkcom no oTkntoyaet CCP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica PPP

CunHoncmc I (config-if)> ccp

I (config-if)> no ccp

Mpumep (config-if)> ccp
CCP enabled.

(config-if)> no ccp
CCP disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHgaa interface ccp.

3.31.21 interface channel

OnucaHwune YCTaHOBUTL pajMokaHa (4acToTy BeLLaHKA) AN 6eCcnpoBOAHbIX
nHTepoericos. HTepdencol Wi-Fi npuHMMaloT B KauecTBe HOMepa KaHana
uensle yncna ot 1 go 14 (gnanasoH YactoTt o1 2.412 MMy 80 2.484 'Ty) n ot 36
f0 165 (gmanasoH yactot oT 5.180 'y go 5.825 Mw). Mo ymonyaHuio
NCNo/sib3yeTcsl 3HaYeHme auto.

KomaHga ¢ npedurkcom no ycTaHaBAMBAaET 3HaUEHME MO YMOAYAHUNIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Radio

CuHoncuc I (config-if)>  channel «channel>
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

(config-if)> no channel

AprymeHT 3HaueHue |OnucaHue
channel number Homep paavo kaHana.
auto Howmep paano kaHana onpejensercs
aBTOMaTUYeCKW.

(config-if)> channel 8
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": channel set »
to 8.

(config-if)> channel 36
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": channel set »
to 36.

(config-if)> no channel
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »
mode set.

Bepcus OnucaHue

2.00 JobaeneHa komaHga interface channel.

3.31.22 interface channel auto-rescan

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

3azaTb pacnucaHue 418 aBTOMaTUYECKOro CKaHMPOBaHMSA Pajno KaHaoB.
Mo yMOAYaHUIo NapaMeTp OTK/IHOYEH.

KomaHpaa ¢ npedprKcoM no oTK/IHOUaeT HaCTPOWKY.
Aa

Ja

HeTt

Radio

(config-if)>  channel auto-rescan [ <hhs:.cmm> ]Jinterval <interval

(config-if)> no channel auto-rescan

AprymeHT 3HayeHue OnuncaHwue
interval 1 VIHTepBa/ NOBTOPHOro CKaHMPOBaHVA B
yacax.
6
12
24
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-if)> channel auto-rescan interval 1
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": scheduled »
auto rescan, interval 1 hour.

(config-if)> no channel auto-rescan
Network::Interface: :Rtx::WifiMaster: "WifiMaster@": auto rescan »

disabled.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.07 JobaeneHa komaHaa interface channel auto-rescan.

3.31.23 interface channel width

OnucaHune YCTaHOBUTb LUMPUHY NOM0ChI NPONYCKaHWA A1 yKa3aHHOro kaHana. No
YMOJIYaHUIO UCNob3yeTcs 3HaveHne 40-below ana AP 2,4 1Ty, 40-above/80

ansa AP 51T,
KomaHga c npedunkcom no ycTaHaBAMBaET 3HaUYEHMe MO YMOAYaHUIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Radio

Cunoncuc (config-if)>  channel width widths

(config-if)> no channel width

AprymeHTbI AprymeHT |3HauyeHue OonucaHue
width 20 YcTaHOBWUTL NONOCY NPOMNYyCKaHNA paBHYHO
20 MT'u,.
40-above Pacumputb nonocy nponyckaHmsa o 40 MIy,

ncnonb3yq CﬂEAyI-OLI.I,I/IVI KaHarnl.

40-below Pacumputb nonocy nponyckaHmsa o 40 MIy,
NCNONb3ysA NpeabIAyLLNIA KaHan.

40-above/80 PaclinpunTb nonocy nponyckaHwmsa ao 40/80
Ml vcnonb3ysa cneayrowmin KaHan.

40-below/80 PacwimpnTb nosocy nponyckaHws go 40/80
Mly vcnonb3ysa npeablayLwmnii KaHan.

MNpumep (config-if)> channel width 20
Network: :Interface: :Rtx::WifiMaster: "WifiMaster@": channel »
bandwidth setting applied.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no channel width
Network::Interface: :Rtx::WifiMaster: "WifiMaster@": channel »
bandwidth settings reset to default.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 Job6aBneHa komaHaa interface channel width.

3.31.24 interface chilli coaport

OnucaHue Ykazatb UDP-NopT, Ha KOTOPbIV 6yAyT OTNPaBAATLCSA 3anNpoCkl Ha OTK/IHOYEHe
oT RADIUS-knueHTa.

KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli coaport <coaport>

(config-if)> no chilli coaport

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
coaport UYenoe uucrio |Homep nopta CoA.
NMpumep (config-if)> chilli coaport 3940

Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.10 JlobaBneHa komaHga interface chilli coaport.

3.31.25 interface chilli dhcpif

OnucaHwue HasHaunTb nHTepdeinc Chilli ceteBoMy cncteMHomy nHTepdericy.
KomaHga ¢ npedrkcom no oTMeHsAeT NpuBA3KY.
Mpejukc no Ja

MeHsieT HacTpouikm  /[la
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli dhcpif «hcpifs

(config-if)> no chilli dhcpif

AprymeHTbI AprymeHT |3HaueHue OnucaHue
dhcpif Ums nHtepgesica|lonHoe nMa nHTepdenca Unm NceBaoHUM.
Mpumep (config-if)> chilli dhcpif Bridgel

Chilli::Interface: "Chilli@": bound to Bridgel.

(config-if)> no chilli dhcpif
Chilli::Interface: "Chilli@": unbound.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.10 Job6asneHa komaHgaa interface chilli dhcpif.

3.31.26 interface chilli dns

OnucaHue Ykasatb IP-agpec cepsepa DNS.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-ifi>  chilli dns «@nsl [ «dns2> ]

(config-if)> no chilli dns

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
dnsl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
dns2 IP-agpec Appec BTopryHoro DNS-cepBepa.
Mpumep (config-if)> chilli dns 8.8.8.8 1.1.1.1

Chilli::Interface: "Chilli0": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns
Chilli::Interface: "Chilli®": DNS servers reset to default.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JlobaeneHa komaHaa interface chilli dns.

3.31.27 interface chilli lease

OnucaHune HacTpouTtb Bpems apeHAbl NOAKIHOUYEHHOrOo KaneHTckoro IP-agpeca. o
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMOAYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Chilli

CuvHoncuc (config-if)>  chilli lease lease

(config-if)> no chilli lease

AprymeHTbI AprymeHT 3HaueHue OonucaHue
lease Uenoe uucro |Bpemsa apeHabl B cekyHAax. MakcmMmMasnsHoe
3HayeHwue 259200.

Mpumep (config-if)> chilli lease 1000
Chilli::Interface: "Chilli®": lease has been set 1000 seconds.

(config-if)> no chilli lease
Chilli::Interface: "Chilli0": lease has been reset to default »
(3600 seconds).

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.11 Job6aBneHa komaHaa interface chilli lease.

3.31.28 interface chilli logout

OnucaHue MpuHyanTensHo oTkaUuNTL MAC-ajpec ykasaHHOro KjaveHTa.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli

Giga (KN-1011) — CnpaBOYHVK KOMaHZ, 1 57



naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-ifi>  chilli logout (macs | all)
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-agpec MAC-agpec 3aperncTpMpoBaHHOro KAneHTa.
all Keyword OTkntounTb Bce MAC-agpeca.
NMpumep (config-if)> chilli logout 64:a2:22:51:b4:11
(config-if)> chilli logout all
Chilli::Interface: "Chilli@": service restarted.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.10 Jlo6aBneHa komaHga interface chilli logout.

3.31.29 interface chilli macauth

OnucaHune BrOUnTL GYHKLMIO MPOBEPKN NOAAVNHHOCTY NO/b30BaTeNei TONbKO Ha
ocHoBaHUM npoBepkn MAC-agpeca.

KomaHza c nped1KcomM no oTKIOYaEeT HaCTPOWKY.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

CunHoncuc

I (config-if)>  chilli macauth

I (config-if)> no chilli macauth

Mpumep (config-if)> chilli macauth
Chilli::Interface: "Chilli®": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli®": macauth cleared.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHga interface chilli macauth.

3.31.30 interface chilli macpasswd

OnucaHue YcTaHOBWUTE Napob A nposepku noganHHoctn MAC-agpeca.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomMaHza ¢ npedprKcom No yaanset HaCTPOKY.
Ja

Aa

Het

Chilli

(config-if)>  chilli macpasswd macpasswd>

(config-if)> no chilli macpasswd

AprymeHT 3HauyeHue OnucaHue

macpasswd CTpoka Maponb nonb3osaTens.

(config-if)> chilli macpasswd 1234567890
Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli@": macpasswd cleared.

Bepcus OnucaHue

2.1 Job6asneHa komaHga interface chilli macpasswd.

3.31.31 interface chilli nasip

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbI

YcraHoBUTbL 3HaueHue RADIUS napameTtpa IP-agpec NAS. lMossonser
HaCTPOUTb 1 UCMO/B30BaTb NPOM3BO/bHLIN IP-agpec.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Hert

Chilli

(config-if)>  chilli nasip («address> | interface wan> | auto)

(config-if)> no chilli nasip

AprymeHT |3HaueHue OnucaHwue
address |IP-agpec KoHkpeTHbI IP-agpec cepBepa.
wan Mms uHTepgeiica |IP-agpec ykasaHHoro WAN-nHTepdeiica.
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naBa 3 OnncaHme KoMaHp,

AprymeHT |3HauyeHue OnuncaHwue

auto Knwuesoe cnoso |IP-agpec Tekywiero WAN-uHTepderica.

Mpumep (config-if)> chilli nasip 95.213.215.187
Chilli::Interface: "Chilli®@": NAS IP address set to »
"95.213.215.187".

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli@": NAS IP address set to auto.

(config-if)> no chilli nasip
Chilli::Interface: "Chilli@": NAS IP address cleared.

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.10 Job6asneHa komaHgaa interface chilli nasip.

3.31.32 interface chilli nasmac

OnucaHwne YcraHoBuTb MAC-agpec ans atpmbyta RADIUS Called-Station-ID. MNo
yMon4aHuo ncnonbsyetca MAC-agpec rocteBoi ceTu.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nutepdeiica Chilli

CuHoncuc (config-if)>  chilli nasmac mac

(config-if)> no chilli nasmac

AprymeHTbI AprymeHT 3HaueHue OonucaHue
mac MAC-apgpec HoBsbiin MAC-agpec ans RADIUS
Called-Station-ID.

Mpumep (config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli®": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli®": NAS MAC address cleared.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 JobaeneHa komaHaa interface chilli nasmac.

3.31.33 interface chilli profile

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

HasHaunTe npodunb Chilli cooTBeTCTBYOWEMY NHTEpdeiicy.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

Chilli

(config-if)>  chilli profile «profile»

(config-if)> no chilli profile

AprymeHT 3HaueHue |OnucaHue

profile CTpoka HassaHune npodunsa RADIUS-cepBepa.

(config-if)> chilli profile Wi-Fi_SYSTEM
Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

Bepcus OnucaHue

2.10 Job6asneHa komaHgaa interface chilli profile.

3.31.34 interface chilli radius

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

JobaBuTb agpeca RADIUS-cepsepa.
KomaHaa c npedurkcom no yaanset agpeca.
Ja

Ja

Het

Chilli
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-if)>  chilli radius <serverl [«server2s]
(config-if)> no chilli radius
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
serverl CTtpoka Agpec nepsuyHoro RADIUS-cepBepa.
server2 Ctpoka Agpec BTopuyHoro RADIUS-cepBepa.
Mpumep (config-if)> chilli radius radius.wifisystem.ru »
radius2.wifisystem. ru
Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.
(config-if)> no chilli radius
Chilli::Interface: "Chilli@": RADIUS servers cleared.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli radius.

3.31.35 interface chilli radiusacctport

OnucaHue Ha3HaunTb UDP-nopTy4yéTta RADIUS-cepBepa. 10 yMO/THaHMIO UCNONb3YyeTCs
3HayeHue 1813.

KomaHga ¢ npedurkcom no yctaHaBAMBaeT MOPT MO YMOYAHUIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli radiusacctport <radiusacctport;

(config-if)> no chilli radiusacctport

AprymeHTbI AprymeHT 3HayeHue (OnucaHue
radiusacctport CTtpoka Homep nopra.
Npumep (config-if)> chilli radiusacctport 1819

Chilli::Interface: "Chilli@": radiusacctport set to 1819.

(config-if)> no chilli radiusacctport
Chilli::Interface: "Chilli@": radiusacctport reset to default.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.06 Jo6aBneHa komaHga interface chilli radiusacctport.

3.31.36 interface chilli radiusauthport

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

HasHaunTte UDP-nopT ayteHTUdUKaunm RADIUS-cepsepa. 1o ymondaHuio
ncnonb3yeTca 3HaveHue 1812.

KomaHga ¢ npedrkcom no yctaHaBAMBaET NOPT MO YMOAYAHULO.
Ja

Ja

Het

Chilli

(config-if)>  chilli radiusauthport <radiusauthport,

(config-if)> no chilli radiusauthport

AprymeHT 3HaueHue |OnucaHue

radiusauthport Ctpoka Homep nopra.

(config-if)> chilli radiusauthport 1820
Chilli::Interface: "Chilli@": radiusauthport set to 1820.

(config-if)> no chilli radiusauthport
Chilli::Interface: "Chilli@": radiusauthport reset to default.

Bepcus OnucaHue

3.06 Job6asneHa komaHaa interface chilli radiusauthport.

3.31.37 interface chilli radiuslocationid

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

3agaTb naeHTMdMKaTop MectonosioxxeHns RADIUS-cepeepa. OH A0MKeH ObiTb
B dopmate isocc=, cc=, ac=, network=.

KomaHgza c npedunkcom no yaanseTt HacTPOKy.
Aa

Ja

Hert

Chilli
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naBa 3 OnncaHme KoMaHp,

Cunoncuc (config-if)>  chilli radiuslocationid «radiuslocationid»

(config-if)> no chilli radiuslocationid

AprymeHTbI AprymeHT 3HaueHve |OnucaHune

radiuslocationid |Crpoka 3HauveHne naeHTndmnKaTopa
MeCTOrMOJIOXEHNSA.

NMpumep (config-if)> chilli radiuslocationid »
isocc=,cc=,ac=,network=WiFiSYSTEM,
Chilli::Interface: "Chilli0@": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, " .

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli®": radiuslocationid cleared.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.10 JobaeneHa komaHaa interface chilli radiuslocationid.

3.31.38 interface chilli radiuslocationname

OnucaHune 3a4aTb Ha3BaHMe MecTononoxeHus RADIUS-cepsepa.
KomaHga c npedurkcom no yganseTt HaCTPOWKY.

MNpedukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli radiuslocationname <radiuslocationname;

(config-if)> no chilli radiuslocationname

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
radiuslocationname|CTpoka HasBaHVe MeCcTonoN0XeHUA.

Mpumep (config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli@": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli@": radiuslocationname cleared.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.10 JobaeneHa komaHzaa interface chilli
radiuslocationname.

3.31.39 interface chilli radiusnasid

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcTaHOBUTb NaeHTUdMKaTOp cepBepa CeTeBoro AocTyna.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

Chilli

(config-if)>  chilli radiusnasid <radiusnasiad>

(config-if)> no chilli radiusnasid

AprymeHT 3HaueHue |OnucaHue

radiusnasid CTpoka NaeHTrndunkaTop NAS.

(config-if)> chilli radiusnasid keeneticru_12
Chilli::Interface: "Chilli@": radiusnasid set to "keeneticru 12".

(config-if)> no chilli radiusnasid
Chilli::Interface: "Chilli@": radiusnasid cleared.

Bepcus OnucaHue

2.10 Job6aBneHa komaHaa interface chilli radiusnasid.

3.31.40 interface chilli radiussecret

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

YcTaHOBUTbL 06LWMIA KNtoY Ans 06oux RADIUS-cepBepoB.
KomaHaa ¢ npedunKcom no yaanseT HaCTPOWKY.

Ja

Ja

Het

Chilli
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-if)>  chilli radiussecret <radiussecret»

(config-if)> no chilli radiussecret

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

radiussecret CTtpoka 3HaueHue Kaua.

Npumep (config-if)> chilli radiussecret 12df34fd
Chilli::Interface: "Chilli@": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.10 JobaeneHa komaHaa interface chilli radiussecret.

3.31.41 interface chilli uamallowed

OonucaHue YKa3aTb pecypc, K KOTOPOMY K/IMEHT MMeeT A0CTyn 6e3 nepBUYHOIA
ayTeHTUdMKaLuu.

KomaHAa ¢ npedurkcom no yganseT pecypc 13 cnucka. Ecnv BbINoAHUTL
KOMaHzy 6e3 apryMeHTa, To BeCb CMNCOK PeCypCcoB ByAeT OUULLEH.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamallowed wamallowed>

(config-if)> no chilli uamallowed [ «wamallowed> ]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
uamallowed |CTpoka IP-agpec, URL nnu noaceTs.

Mpumep (config-if)> chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled »
garden.

(config-if)> chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" added to walled »
garden.
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naBa 3 OnncaHme KOMaHA,

UcTopusa nsmeHeHwnii

(config-if)> no chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" removed from »
walled garden.

(config-if)> no chilli uamallowed www.example.link
Chilli::Interface: "Chilli0@": "www.example.link" removed from »
walled garden.

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHgaa interface chilli uamallowed.

3.31.42 interface chilli uamdomain

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YKa3aTb fOMeH, K KOTOPOMY K/INEHT UMeeT JOCTyn 6e3 nepBrUYHOW
ayTeHTUPUKaLmmn.

KomaHaa ¢ npepurkcom no yaanseT JoOMeH 13 cnucka. Ecam BeINOAHUTL
KOMaHAy 6e3 aprymeHTa, To BeCb CMUNCOK AOMEHOB byzeT OUKLLeH.

Aa

[Ja

Ja

Chilli

(config-if)>  chilli uamdomain wamdomain>

(config-if)> no chilli uamdomain [ <«uamdomains ]

AprymeHT 3HayeHue OnuncaHwue

uamdomain CTpoka JloMeHHoe 1MA yaaneHHOoro XocTa.

(config-if)> chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli0@": "wifisystem.ru" added to walled »
garden.

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli@": "wifisystem.ru" removed from walled »
garden.

(config-if)> no chilli uamdomain
Chilli::Interface: "Chilli0@": walled garden cleared.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.10

JlobaeneHa komaHaa interface chilli uamdomain.

3.31.43 interface chilli uamhomepage

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcraHoBUTb URL-agpec goMalluHelr cTpaHuLbl 419 nepeHanpaBieHus
HeaBTOPM30BaHHbIX MOAb30BaTeNel.

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

Ja
Aa
HeTt

Chilli

(config-if)>

chilli uamhomepage (wamhomepages

(config-if)> no chilli uamhomepage

AprymeHT

3HauyeHne |OnucaHvie

uamhomepage

Crtpoka Monb3oBaTenbckmin URL-agpec.

(config-if)> chilli uamhomepage http://192.168.2.1/welcome.html
Chilli::Interface: "Chilli@": uamhomepage set to »
"http://192.168.2.1/welcome.html".

(config-if)>

no chilli uamhomepage

Chilli::Interface: "Chilli@": uamhomepage cleared.

Bepcus

OnucaHune

2.10

Job6asneHa komaHaa interface chilli uamhomepage.

3.31.44 interface chilli uamport

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTHbIVi BBOA,

Ykasatb TCP-nopT A8 NOAKIH0UYEHNA aBTOPN30BaHHbLIX KNMeHTOB. 1o
YMONYaHWIO NCMOJIb3yeTcs 3HaueHre 3990.

KomaHga ¢ Hpe¢MKCOM No yCTaHaBAMBaeT NOPT MO yYMO/YaHNIO.

Ja
Ja

Het

168
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Chilli

(config-if)>  chilli uamport wamport>

(config-if)> no chilli uamport

AprymeHT 3HauyeHue OnuncaHwue

uamport lenoe 4ucno |Homep nopra.

(config-if)> chilli uamport 3922
Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

Bepcus OnucaHue

2.10 Job6aBneHa komaHaa interface chilli uamport.

3.31.45 interface chilli uamsecret

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

YcTaHoBUTb 06LWwmin knto4 mexay UAM-cepsepom u Chilli. UAM-kntou
NCNONb3yeTCsa AN X3LWMPOBAHNA 3aNpoca nepej BblunCIeHEM Napons.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
Aa

Ja

Het

Chilli

(config-if)>  chilli uamsecret wamsecret>

(config-if)> no chilli uamsecret

AprymeHT 3HauyeHne |OnucaHue

uamsecret CTpoka 3HaueHue Kua.

(config-if)> chilli uamsecret 12df34fd
Chilli::Interface: "ChilliO0": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret
Chilli::Interface: "Chilli®": uamsecret set to "".
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JobaeneHa komaHaa interface chilli uamsecret.

3.31.46 interface chilli uamserver

OnucaHue YctaHosuTb URL-agpec Beb6-cepsepa A/15 NpoBepKy NOASTIMHHOCTY K/INEHTOB.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamserver wamserver;

(config-if)> no chilli uamserver

AprymeHTbI AprymeHT 3HayeHue |OnucaHue
uamserver Crtpoka Monb3oBaTenbcknini URL-agpec
Beb-cepBepa.

Mpumep (config-if)> chilli uamserver »
https://auth.wifisystem.ru/hotspotlogin
Chilli::Interface: "Chilli@": uamserver set to »
"https://auth.wifisystem.ru/hotspotlogin".

(config-if)> no chilli uamserver
Chilli::Interface: "Chilli@": uamserver cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.10 Job6aBneHa komaHaa interface chilli uamserver.

3.31.47 interface compatibility

OnucaHwne YCTaHOBUTL CTaHAAPThl 6€CNPOBOAHON CBA3K, C KOTOPbLIMU JOMKEH bBbITh
COBMeCTUM AaHHbI becnpoBogHoM agantep (MHTepdeiic). ina nHtepdericos
Wi-Fi coBMeCcTMMOCTb 3aaeTcsa CTPOKOM 13 NaTUHCKNX 6ykB A, B, G, N,
0603HavarLLMX AoNonHeHWs K ctaHgapTy IEEE 802.11. K npumepy, Hannune
B CTPOKe COBMeCTUMOCTU B6ykBbl N ByaeT 03Ha4aTb, UTO AaHHbIN aganTep
CMOXeT B3anmogencTeoBaTthb € 802.11n-COBMeCTMMbIMU YCTPOCTBaMM Yepes
pagnokaHan. Habop fonyCTUMbIX CTPOK COBMECTMMOCTU onpejenseTcs
annapaTHbIMY BO3MOXHOCTAMU KOHKPETHOro agantepa 1 TpeboBaHnsaMun
COOTBETCTBYIOLLMX JONOAHEHW K cTaHgapTy IEEE 802.11.
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naBa 3 OnncaHme KOMaHA,

Mo ymonuaHuto ans vactotsl 2,4 My ncnonbsyercsa ctpoka «BGN», «AN» —
ana 5o,

Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Radio
CnHoncuc (config-if)>  compatibility annex>
AprymeHTbI AprymeHTt 3HaueHue ‘Onucal-me
annex B, G, N Ana 2,4TTu,
A, N Ana 5TTu.
A, N+AC JononHuTtenbHbIn ctaHaapT IEEE.
Mpumep (config-if)> compatibility N

Network: :Interface: :Rtx: :WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": PHY mode set.

MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
2.00 JobasneHa komaHgaa interface compatibility.
2.06 Jlo6aBneH HoBhbI cTaHAapT AC.

3.31.48 interface connect

OnucaHmne 3anycTuTb NPOLECC NOAKNOYEHNS K YAANEHHOMY Y3/1y.
KomaHga c npedurkcom no npepbiBaeT coejunHeHMe.

MNpejukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica PPP, IP

CuiHoncuc I (config-if)> connect [via«wia ]

I (config-if)> no connect
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT|3HaueHue OnucaHue

via Wmsa unntepgerica |VIHTepdeinc, yepes KOTOpPbIN
OCYLLIeCTBAETCA NOAKNOYEHNE K
yaaneHHowmy y3ny. insa PPPoE sToT
napameTp ABAsieTCA 0693aTe/IbHbIM.

Mpumep (config-if)> connect via ISP

(config-if)> no connect

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHga interface connect.

3.31.49 interface country-code

OnucaHue HasHaunTb nHTepdecy 6ykBeHHbIN KO CTPaHbl, KOTOPbIN BAUAET Ha Habop
pafmno-KaHanos. o ymMonyaHuo ycTaHoBAEHO 3HaueHre RU.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nutepdeiica Radio

CuHoncuc (config-if)>  country-code «code>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
code CTpoka Kog cTpaHsbl.
Npumep (config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": country code »
set.
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.00 JobasneHa komaHaa interface country-code.

3.31.50 interface debug

OnucaHwue BkOUNTL OTAAAOUHbIN pexuM NoakatoueHns PPP. B 0Tnaf04yHOM pexurme
B CUCTEMHbIV XXypHan BbIBOAUTCA NogpobHas nHpopmMaums o xoae
noaknto4eHus. No ymonyaHuo GyHKLNSA OTKAOUEHaA.

KomaHga ¢ I'Ipe¢I/IKCOM No OTKJ/IFOYaeT OT/Ia40uUHbIN pexunm.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica PPP

CuHoncumc | (config-if)>  debug

I (config-if)> no debug

Mpumep (config-if)> debug
Network::Interface::Base: Debug enabled.

(config-if)> no debug
Network: :Interface::Base: Debug disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHga interface debug.

3.31.51 interface description

OnucaHue Ha3HauunTb Npon3Bo/IbHOE oNncaHne ceTeBoMy UHTepdericy.
KomaHga c npedunkcom no cTvpaeT onncaHue.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CvHoncuc (config-if)> description «description»

(config-if)> no description
AprymeHTbI AprymeHT 3HayeHue |OnucaHue

description CTpoka Mpown3BosibHOe onncaHne nHTepderica.
Mpumep (config-if)> description MYHOME

Network::Interface::Base: "Bridge0": description saved.

(config-if)> no description

Network::Interface::Base: "Bridge0": description saved.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa interface description.
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naBa 3 OnncaHme KoMaHp,

3.31.52 interface down

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

OTKNOUYNTL CeTeBOV MHTepdenC 1 3anrcaTh B HACTPOMKM COCTOAHME «down».

KomaHga c npedunKcomM no BKAKOHaeT ceTeBol MHTepdeinc n yaanset «down»
N3 HacTpoexk.

Ja

Ja

Het

I (config-if)>  down

I (config-if)> no down

(config-if)> down
Network::Interface::Base: "GigabitEthernet0/2": interface is down.

(config-if)> up
Network::Interface::Base: "GigabitEthernet0/2": interface is up.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface down.

3.31.53 interface downlink-mumimo

OnucaHune

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CvHoncuc

Mpumep

BkitounTb HUCXoasLLee (ABHOe) PopmuposaHue duazpammMel HanpagaeHHoCmu
(eBF) MU-MIMO ansa AP 5 I'Tu. laHHas ¢yHKLMA MOXKeT 6bITb MCNONb30BaHa
TOJIbKO Ana KnneHTos 802.11ac n HecoBMeCTMMaA C APpYrMU CTaH4apTaMu.
HacTpolika He MOXeT bbITb UCNOb30BaHa 6e3 BktoUveHns KoMaHapl interface
beamforming explicit.

KomMaHgza ¢ npeprKCOM NO OTK/IFOYAET HACTPOWKY.
Ja

Ja

Het

WiFiMaster

I(config—if)> downlink-mumimo

I (config-if)> no downlink-mumimo

(config-if)> downlink-mumimo

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1llac/ax »
downlink-mumimo enabled.

174
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-if)> no downlink-mumimo
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1llac/ax »
downlink-mumimo disabled.

Bepcus OnucaHue

3.05 JobaBneHa komaHaa interface downlink-mumimo.

3.31.54 interface downlink-ofdma

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Brntoumntb HMcxogdaLwyto cease 802.11ax OFDMA. o yMOn4YaHMIo HacTpoiika
OTKJIH0OYEeHa.

KomaHga ¢ npedprKcoM no OTK/IH0UaeT HacTPOIKY.
Ja

Ja

HeTt

WiFiMaster

I (config-if)>  downlink-ofdma

I (config-if)> no downlink-ofdma

(config-if)> downlink-ofdma
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1lax »
downlink-ofdma enabled.

(config-if)> no downlink-ofdma
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1lax »
downlink-ofdma disabled.

Bepcus OnucaHve

3.07 JobaeneHa komaHaa interface downlink-ofdma.

3.31.55 interface duplex

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

YCTaHOBUTb AynaeKcHbli pexum Ethernet-nopTa. Mo ymonyaHuto 3agaHo
3HayeHwue auto.

KomMaHgza ¢ npedprKcomM no BO3BPALLAET 3HAUEHME MO YMONIYAHUIO,
Ja
Aa

Het
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naBa 3 OnncaHme KoMaHp,

Tun nutepdeiica Ethernet

CuHoncuc (config-if)>  duplex anode>

(config-if)> no duplex

AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
mode full Pexxnm nonHoro gynnekca.
half MonyaynaeKCHbIA pexum.
auto ABTOMAaTUYECKMIA JYNNEKCHBIT PEXUM.
Mpumep (config-if)> duplex full
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex set »
to "full".

(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex reset »

to default.
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.06.B.1 JobasneHa komaHgaa interface duplex.

3.31.56 interface dyndns profile

OnucaHue MpuBA3aTh K ceTeBOMY UHTepdeicy npodunb DynDns. MNepes BoinonHeHNEM
KOMaHZabl NPodub AoMKEH 6bITb CO34aH 1 HACTPOEH rpynnoi komaHa dyndns
profile.

KomaHaa ¢ npedrKcom no paspbiBaeT CBsA3b MeXAy npoduaem n
nHTepdericom.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc (config-if)>  dyndns profile (profile

(config-if)> no dyndns profile
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

profile Crpoka HasBaHune npodunsa DynDns.
Mpumep (config-if)> dyndns profile TEST

DynDns::Profile: Interface set.
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(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.02 Job6asneHa komaHaa interface dyndns profile.

3.31.57 interface dyndns update

OnucaHwue O6HoBUTL BPyUYHYto IP-agpec ans DynDns. Mo ymonuaHuio komaHaa paboTaet
B COOTBETCTBMMW C MOAUTMKOM NocTaBLymka ycayr DynDns, KOTopblii He
rnossonseT 06HoBAATL IP cnvkom YacTo. KntoyeBoe cnoBo force nossonseT

06HOBUTL IP B 06X0A4 MOAUTVKM MNOCTaBLLMKa YCAYT.
MNpejukc no Het
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-if)>  dyndns update [ force]
AprymeHTbl AprymeHT (3HauyeHue OnuncaHue
force KnwyeBoe cioBo |HeyuunTbiBaTbh peKOMEHA0BAHHYH YacToTy
0o6HOBNEHMSA.
Npumep (config-if)> dyndns update
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHga interface dyndns update.

3.31.58 interface encryption anonymous-dh

OnucaHwue BkntounTts Anonymous DH ansa SSTP-cepepoB 6e3 cepTudukaTa.
KomaHga ¢ npedpurkcom no oTkatovaetT Anonymous DH.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica SSTP

CuHoncue I (config-if)>  encryption anonymous-dh

Giga (KN-1011) — CnpaBOYHVK KOMaHZ, 1 77



naBa 3 OnncaHme KoMaHp,

I (config-if)> no encryption anonymous-dh

Mpumep (config-if)> encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.13 JobasneHa komaHgaa interface encryption
anonymous-dh.

3.31.59 interface encryption disable

OnucaHune OTKNOUNTb WndpoBaHme Ha 6ecnpoBogHOM NHTepdeiice.
Mpejukc no Het

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  encryption disable

Mpumep (config-if)> encryption disable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
wireless encryption disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface encryption disable.

3.31.60 interface encryption enable

OnucaHune BrntounTb WdpoBaHMe Ha 6ecnpoBogHOM MHTepdeiice. [To ymonyaHuio
ncnonb3yetcs wudposaHue WEP.

KomaHga c npedumkcom no otkaoyaeT wirdpoBaHve Ha 6ecnpoBOgHOM
nHTepderice.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica WiFi
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CuvHoncuc

Mpumep

UcTopuns nameHeHui

I (config-if)> encryption enable

I (config-if)> no encryption enable

(config-if)> encryption enable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0Q/AccessPoint0": »
wireless encryption enabled.

(config-if)> no encryption enable
Network::Interface: :Rtx::AccessPoint: "WifiMaster®/AccessPoint0": »
wireless encryption disabled.

Bepcus OnucaHve

2.00 JobasneHa koMmaHga interface encryption enable.

3.31.61 interface encryption key

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

HasHaunTtb Kntoum windpposaHuns WEP. B 3aBUCUMOCTI OT pas3psgHOCTY, KoY
MOXeT ObITb 3agaH 10 WwecTHaguaTepnyHbIMU Undpamm (5 cumeonamum ASCII)
— 40-6UTHbIN KNtoY, WEP — 40-6UTHBIN KN4, UK 26 LWeCTHaUuaTepUYHbIMU
umdpamum (13 cumBonamm ASCII) WEP Bcero moxeT 6bITb 3agaHo oT 1 fo 4
KAtouen wndpoBaHUS, N OANH U3 HUX AOSIXKEH BblTb Ha3Ha4YeH KAYOM Mo
YMOJIYaHWIO.

KomaHga c npedunkcom no yganseT Ktou.

Ja

Ja

Ja

WiFi

(config-if)>  encryption key <ids («values> [default] | default)

(config-if)> no encryption key <id>

AprymeHT 3HayeHue |OnucaHue

id UYenoe uyucro |Homep kntoya. Bcero MoxHo 3agath A0
yeTbIpex Katye.

value CTtpoka 3HaueHwue KYa B BUAe
LUeCTHaALLaTEPMYHOrO YMNCNA, COCTOSALLIErO
13 10 nnv n3 26 umdp.

default Knoyesoe YKa3sblBaeT, UTO JaHHbIV KoY byaeT
CJ/I0BO 1CMN0/Ib30BaH Mo YMOYaHUIO.
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Mpumep

UcTopuns nameHeHuii

(config-if)> encryption key 1 1231231234
Network: :Interface::Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »
set.

(config-if)> no encryption key 1
Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »
removed.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface encryption key.

3.31.62 interface encryption mppe

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb noasaepxky wndposaHua VMPPE.

KomaHga ¢ npedpurkcom no oTktovaeT wudposaHune MPPE.
Ja

Aa

Het

PPTP

I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

(config-if)> encryption mppe
MPPE enabled.

(config-if)> no encryption mppe
MPPE disabled.

Bepcus OnucaHue

2.00 JobasneHa komaHAa interface encryption mppe.

3.31.63 interface encryption owe

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

BkntounTb anroputmel obecrneyeHms 6esonacHoct OWE Ha 6ecnpoBOgHOM
nHTepoerice. Mo yMon4aHMIO HaCTPOMKa OTKJTHOYEHaA.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxry OWE.
Aa
Ja
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WifiMaster

CuHoncuc I (config-if)>  encryption owe

I (config-if)> no encryption owe

Mpumep (config-if)> encryption owe
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
OWE algorithms enabled.

(config-if)> no encryption owe
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
OWE algorithms disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.00 Job6asneHa komaHaa interface encryption owe.

3.31.64 interface encryption wpa

OnucaHune BikntoumnTb anropntmel obecneveHms 6esonacHocTn WPA Ha 6ecnpoBogHOM
nHTepderice. becnpoBogHol MHTepdeic MOXET MoAAePXMBaTb COBMECTHOE
ncnone3oBaHme WPA n WPA2, ogHako nogaep>ka WEP aBToMaTUUeCKy
OTK/IH0YaEeTCA MpY BKAOYEHUN 1toboro n3 WPA.

KomaHga ¢ npedurkcom no oTkatouaet WPA.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

MNpumep (config-if)> encryption wpa
WPA algorithms enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa interface encryption wpa.
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3.31.65 interface encryption wpa2

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb anroputmel obecneveHns 6esonacHoctun WPA2 (IEEE 802.11i, RSN)
Ha 6becnpoBoaHOM NHTepderice. becnpoBoaHO MHTepdelic MoXeT pa3peLlaTb
coBmecTHoe ncrnonb3osaHue WPA n WPAZ, opHako nogaepxka WEP
aBTOMAaTM4YeCcKM OTK/IHOHaAETCs NpU BKAKUYEHUN N1H060ro n3 WPA.

KomaHga ¢ npedurkcom no oTknro4aet WPA2.
[Ja

Ja

Het

WiFi

I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2

(config-if)> encryption wpa2
WPA2 algorithms enabled.

Bepcus OnucaHve
2.00 JobasneHa komaHgaa interface encryption wpa2.

3.31.66 interface encryption wpa3

OnucaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CvHoncuc

Mpumep

Bkntountb anroputMmel obecneveHums besonacHoctu WPA3 Ha 6ecnpoBogHOM
nHTepodeice. becnpoBogHO NHTepdENC MOXET NOAAEPXKNBATL COBMECTHOE
ncnonb3oBaHue WPA2 n WPA3. Mo yMONYaHUIO HAaCTPOKKa OTKAKOYEHa.

KomaHga ¢ npedprKcom no oTktoUaeT noaaepxky WPA3.
Ja

[Ja

Het

WiFi

I (config-if)>  encryption wpa3

I (config-if)> no encryption wpa3

(config-if)> encryption wpa3
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
WPA3 algorithms enabled.
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(config-if)> no encryption wpa3
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
WPA3 algorithms disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.00 JobasneHa komaHgaa interface encryption wpa3.

3.31.67 interface encryption wpa3 suite-b

OnucaHwue BkntounTb anroputmel obecnedeHuns 6esonacHoctn WPA3 ans 3awmnTel
KOH$MAeHUManbHbIX AaHHbIX Suite-B B WPA Enterprise. o ymonyaHuio
bYHKUMA OTKAOYEHa.

Mpejukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  encryption wpa3 suite-b

Mpumep (config-if)> encryption wpa3 suite-b
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »
WPA3 SuiteB enabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 [JlobaBneHa komaHga interface encryption wpa3 suite-b.

3.31.68 interface flowcontrol

OnucaHwue HacTtpolika ynpasneHus notokoM Ethernet Tx/Rx. Mo ymonyaHuo GyHKLUNS
BK/ItOYEHa.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  flowcontrol on

I (config-if)> no flowcontrol [send]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
send Kno4yesoe YnpaBneHve NoToKOM paboTaeT
c71080 ACUHXPOHHO.
Npumep (config-if)> flowcontrol on

Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 JlobaBneHa komaHaa interface flowcontrol.

3.31.69 interfa

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbl

ce follow

KonupoeaTb HacTpoliku Toukmn goctyna ¢ WifiMaster0 (2,4 T'Tu) B TOUKy
foctyna Ha WifiMaster ¢ nHgekcom 6onbLue Hyns (5 My 1 6onbLue).

Touka goctyna "nocnegoBatesns" aBTOMaTUYECKM KOMMpPYeT BCe M3MEeHEeHUs
HacTpoek C rNaBHOV TOYKM AOCTyna.

Ecnwn B HacTpolikm "nocnegoBatens” BHECTU U3MEHEHWS, CBS3b C INTaBHOM
TOYKOW AOCTyrMa pa3pbiBaeTcs.

MpegynpexaeHne: Toukm goctyna Ha WifiMasterO Bcerga ncnonb3yroTcs Kak
NCTOYHUK HacTpoeK. OHW He MOryT BbITb
"nocnepoBatensmun”.

Het

Aa
Het

AccessPoint

(config-if)>  follow«<access-point>

AprymeHT 3HauyeHue OnuncaHwue

access-point |/ms Nma nHtepdelica AccessPoint Ha
MHTEpPelica WifiMaster0 2,4 Tu. Bbl MOXeTe yBNAETL
CMNCOK JOCTYMHBIX MHTepdencoB npu
nomotum komaHasl follow [Tab].

184

CnpaBoyHuK KoMaHa — Giga (KN-1011)



naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

(config-if)> follow WifiMaster0/AccessPoint@
Network: :Interface: :AccessPoint: "WifiMasterl/AccessPoint0": set »
to follow WifiMaster0/AccessPoint0.

Bepcus OnucaHue

3.07 Job6aeneHa komaHaa interface follow.

3.31.70 interface ft enable

OnuncaHune

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BrntounTb nogaepxky FT ana Toukm goctyna (FT Over the Air, OTA) B pamkax
ctaHgapTa IEEE 802.11r. o ymonuaHuto napameTp OTK/AHOUEH.

Ana npaBuabHON paboTbl FT Mexay Toukamu goctyna 2,4 1 5 My Heobxoammo
BbINO/IHUTL C/iefytoLe yCIoBUS:

* BKJ/IHOYeHbl 06e Touku goctyna 2,4 Mu n 5 My,
* Y HUX ognHakoBble SSID

* OHW MMeIOT OANHAKOBbIE MapaMeTpbl 6e30NacHOCTY (TUN WNPPOBaAHNS —
WPA2 nnn 6e3 napons, naponb, N T. 4.).

KomaHga ¢ npedunKcom no yaanset HacTpOnKy.
Ja

Aa

Het

AccessPoint

I (config-if)>  ft enable

I (config-if)> no ft enable

(config-if)> ft enable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition enabled.

(config-if)> no ft enable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0O/AccessPoint0": »
fast transition disabled.

Bepcus OnucaHue

2.13 Job6aBneHa koMmaHa interface ft enable.
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3.31.71 interface ft mdid

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcraHoBuUTb ngeHTudumkatop Mobility Domain gns FT. Mo ymonvaHuio
ncnonb3syetca 3HayeHe KN.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja

Ja

HeTt

AccessPoint

(config-if)>  ft mdid wndid>

(config-if)> no ft mdid

AprymeHT 3HauyeHue OnuncaHwue

mdid CTpoka 3HauveHune ugeHTndrkatopa Mobility Domain.
CocTtounT 13 2 cmeosios ASCII.

(config-if)> ft mdid 1F
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID set to "1F".

(config-if)> no ft mdid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
fast transition MDID reset to default.

Bepcus OnucaHue

2.13 JobaeneHa komaHga interface ft mdid.

3.31.72 interface ft otd

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

Bknrountb nogaepxky FT Over-the-DS (Distribution System) B pamkax
ctaHgapTa IEEE 802.11r. 3TOT TUN FT ncnonb3yeTca And pOyMUHra B
ycTapeBLUnX aboHEeHTCKUX YCTPOMCTBaxX, HanpuMep, B TenedpoHe iPhone 4s.
Mo ymMon4aHMio napaMeTp OTKIOUEH.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
Aa

Ja

Het

AccessPoint
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CuHoncuc I (config-if)> ftotd

I (config-if)> no ft otd

MNpumep (config-if)> ft otd
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0Q/AccessPoint0": »
fast transition OTD enabled.

(config-if)> no ft otd
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition OTD disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

213 JobaBneHa komaHaa interface ft otd.

3.31.73 interface green-ethernet

OonucaHue BkntounTb Ha MHTepdeiice pexxm Green Ethernet. [0 yMONUYaHNIO 3TOT PeXnM
BbIK/THOYEH.

KomaHaa ¢ npepurKcom no oTKAOYaeT HaCTPONKY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun uHTepdderica Ethernet

CuHoncuc I (config-ify> green-ethernet

I (config-if)> no green-ethernet

Mpumep (config-if)> green-ethernet
Network: :Interface: :Ethernet: Green ethernet enabled.

(config-if)> no green-ethernet
Network: :Interface: :Ethernet: Green ethernet disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.05 [Job6aBneHa komaHaa interface green-ethernet.

3.31.74 interface hide-ssid

OnucaHwue BkAounTb pexkmm ckpbiTvsa SSID. Mpr CNoAb30BaHUM 3TOW GYHKLIMK, TOUKA
A0CTyNna He oTobpaxkaeTcs B CNMCKe JOCTYMNHbIX 6eCnpoBOAHbIX ceTein. Ho
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€CNu NOJIb30BaTeNto N3BECTHO O CYLLLeCTBOBAHMN 3TO CeTUN U OH 3HaeT ee
SSID, TO CMOXEeT NOAKMNOUYNTLCA K 3TOW ceTU. 10 yMONYaHNIO pexinm
OTKJIFOUEH.

KomaHga ¢ npedrkcom no OTKAYAET 3TOT PEXUM.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Access Point

CuHoncunc I (config-if)>  hide-ssid

I (config-if)> no hide-ssid

NMpumep (config-if)> hide-ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
SSID broadcasting disabled.

(config-if)> no hide-ssid
Network::Interface: :Rtx::AccessPoint: "WifiMaster®/AccessPoint0": »
SSID broadcasting enabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa interface hide-ssid.

3.31.75 interface iapp auto

OnucaHwue CreHepupoBaTb ka1t JAPP B aBTOMaTU4YeCKOM pexunme. s Toro, YTobbl
Ha3Ha4YNTb KU BPYYHYHO, NCNONb3yliTe KoMaHay interface iapp key.

MNpedunkc no Het
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun untepdeiica Bridge

CuHoncunc I (config-if)>  iapp auto

Mpumep (config-if)> iapp auto
Network::Interface::Rtx::Iapp: Bridge0 autoconfigured.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

3.03 JobasneHa komaHaa interface iapp auto.
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3.31.76 interface iapp key

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTb K/IH0Y MOBUALHOrO JloMeHa JAPP Ans ycneLHOM CUHXPOHM3aLnn
MeX Ay ToUKamMu A0CTyna, rae BkatodeH FT (komaHaa interface ft enable).
Toukn gocTyna AONXKHbI NpUHagnexatb ogHol IP-noaceTtu. Mo ymonyaHumio
KOY He Ha3Ha4eH.

KomaHga ¢ npedrKcoM no yaanseT KoY.

Ja

Ja

Het

Bridge

(config-if)>  iapp key <key»

(config-if)> no iapp key

AprymeHT 3HauyeHue OnuncaHwue

key CTpoka 3HaueHwue kntoYa IAPP. MakcMaibHasa AvHa

Knro4ya — 64 cmmBona.

(config-if)> iapp key 11223344556677
Network: :Interface: :Rtx::Iapp: Bridge0® key applied.

(config-if)> no iapp key
Network::Interface::Rtx::Iapp: Bridge0 key cleared.

Bepcus OnucaHue

2.13 JlobasneHa komaHaa interface iapp key.

3.31.77 interface idle-timeout

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

YCTaHOBWUTb MHTEPBaJ OTKIoUeHUs KneHTa STA OT TOUKM AoCTyna no
TalMayTy HeakKTUBHOCTW. [10 YMONYaHMIO UCMOJIb3yeTcs 3HaveHve 600.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.

Aa
Ja

Het

WiFiMaster
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CuHoncuc (config-if)>  idle-timeout <idle-timeout>
(config-if)> no idle-timeout
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
idle-timeout|lenoe uyucno |3HadeHMe TaMayTa B ceKyHAaX. MoxeT
NPUHMMaTbL 3HaueHus ot 60 Ao 2147483646.
Npumep (config-if)> idle-timeout 500
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
value is 500 sec.
(config-if)> no idle-timeout
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
disabled.
VICTOpI/Iﬂ N3MeHeHU Bepcmﬂ onvcaHue
3.06 JlobaBneHa komaHaa interface idle-timeout.

3.31.78 interface igmp downstream

OnucaHwue BkntounTb pexum paboTbl IGMP Ha nHTepdeiice NO HanpaBieHUIO K
noTpebuTensM rpynnoBo paccblikn. Ha ycTponcTee fo/KHa 6bITh 3anyLueHa
cnyxba service igmp-proxy. lonyckaeTcs Haanume HeCKoNbKUX HTepdercos
downstream.

KomaHga ¢ npeprKCcOM Nno oTMeHseT AeCTBME KOMaH/bI.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-if)>  igmp downstream

I (config-if)> no igmp downstream

Mpumep (config-if)> igmp downstream

(config-if)> no igmp downstream

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa interface igmp downstream.
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3.31.79 interface igmp fork

OnucaHwue BkntounTb gybnnpoBaHme ncxoaaimx naketos /GMP upstream B 3aaHHbIN
nHTepderic. JonyckaeTca Haanyme TonabKo ogHoro nHTepderica fork.

KomaHga ¢ ﬂpeq)I/IKCOM No OTMEHSIET AelCTBE KOMaHAbI.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica IP

CuHoncuc I (config-if)>  igmp fork
I (config-if)> no igmp fork

NMpumep (config-if)> igmp fork

(config-if)> no igmp fork

WcTopus nsmeHeHnii |Bepcus

OnucaHwune

2.00

Job6aBneHa komaHAa interface igmp fork.

3.31.80 interface igmp upstream

OnucaHwue BkntounTb pexum paboTbl IGMP Ha nHTepdeiice No HanpaBieHUIo K
NCTOYHMKY FPYNNOBOI paccblIkn. Ha ycTponcTBe Ao/KHa 6bITh 3anyLyeHa
cnyxba service igmp-proxy. /lonyckaeTca Haanyve ToNbKo OAHOro
nHTepderica upstream.

KomaHga ¢ npeprKCcOM Nno oTMeHseT AeCTBME KOMaH/bI.

MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CunHoncuc

I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

MNpumep (config-if)> igmp upstream

(config-if)> no igmp upstream
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa koMmaHga interface igmp upstream.

3.31.81 interface include

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Yka3zaTb Ethernet-uHtepdeliic, koTopblii byaeT Ao6aBneH B NPOrpaMMHbIi
MOCT B KayecTBe nopra.

KomaHga ¢ npedukcom no yaanset nHtepdeinc n3 mocra.
Ja

Aa

Ja

Bridge

(config-if)>  include <interfaces

(config-if)> no include <interface»

AprymeHT 3HauyeHue OnucaHwue

interface msa Wmsa nnn ncesgoHum Ethernet nHtepoderica,
uHTepgesica |KOTOPbLIV AO/IKEH BbiTb BK/IKOUYEH B MOCT.

(config-if)> include ISP
Network::Interface::Bridge: "Bridge0": ISP included.

(config-if)> no include
Network::Interface::Bridge: "Bridge0": removed ISP.

Bepcus OnucaHue

2.00 Job6aBneHa komaHaa interface include.

3.31.82 interface inherit

OnuncaHune

Yka3atb Ethernet-nHtepderiic, KoTopbii byaeT fobaBeH B MPOrpaMMHbIii
MOCT B KauecTBe nopTa. B otanume ot komaHasl include, komaHga inherit
nepesaeTt MOCTY HEKOTOpPbIE HACTPOIKK AobaBnseMoro nHTepdeiica, Takme
kak IP-agpec, macky v IP-ncesgoHuMbI. MNpuy yaaneHnn nmbo caMoro MocTa,
nnbo nHTepderica N3 MoCTa, 3T HACTPOKU, AaXKe eC/IN OHU BbLIV MSMEHEHbI,
6yAyT CKONMMpPOBaHblI 06paTHO Ha 0CBOBOAMBLUNICA MHTepPdeNC.

KomaHga nossonseT Aob6aBUTb B MOCT MHTepdeiic, Yepes KOTOpbI
OCyLLeCTBNSIETCS yNpaBneHue yCTPOMCTBOM, U He NOTepsiThb ynpasB/ieHue.
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Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomaHga c npedumkcom no yaanseT nHtepdeinc ns Mocra, Bo3Bpallaer
NHTepdency HaCcTPOKK, yHac/ie0BaHHbIe paHee MOCTOM, 1 cbpacbiBaeT 3Tn
HaCTPOMKM y MOCTa.

Ja

Aa

Ja

Bridge

(config-if)>  inherit <interface»

(config-if)> no inherit <interface»

AprymeHT 3HauyeHue OnucaHue

interface msa Nms nnm ncesgoHum Ethernet nHtepdodeiica,
uHTepgesica |KOTOPbLIV AO/IKEH BbITb BK/IKOUYEH B MOCT.

(config-if)> inherit GigabitEthernet0/Vlan3
Network::Interface::Bridge: "Bridgel": GigabitEthernet@/Vlan3 »
inherited in Bridgel.

(config-if)> no inherit
Network::Interface::Bridge: "Bridgel": inherit removed.

Bepcus OnucaHue

2.00 JobaBneHa koMmaHaa interface inherit.

3.31.83 interface ip access-group

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKM
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

MpuBA3aTb MMEHOBAHHbIW CIMCOK NpaBua ¢punbTpaunm (ACL, cm. access-list)
K nHTepdelicy. NapameTp in nam out ykasbiBaeT HanpaeneHve Tpadurka Ans

KOTOporo byaeT npumeHsaTbea ACL. K ogHOMY nHTepdericy MoxeT 6bITb
npmBs3aHo Heckonbko ACL.

KomaHga ¢ npedurkcom no oTkntoyvaeT ACL Ansa ykazaHHoro nHtepderica n
Hanpas/ieHVa Tpaduka.

Ja
Ja
Ja
IP

I (config-if)> ip access-group acl> «direction
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(config-if)> no ip access-group «acls> «direction

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
acl CTpoka Cnuncok npasun ¢uabTpaumy,
npeABapuTeIbHO CO3aHHbIA C MOMOLLIBbIO
KoMaHAbl access-list.
direction in MpUMeHUTb GUNbTPALMIO K BXOAALLIM
nakeTam.
out MpUMEHUTb GUABTPALMIO K MCXOASALLIAM
nakeTam.
Mpumep (config-if)> ip access-group BLOCK in

UcTopuns nameHeHuii

Network: :Acl: Input "BLOCK" access list added to "CdcEthernetl".

(config-if)> ip access-group BLOCK out
Network: :Acl: Output "BLOCK" access list added to "CdcEthernetl".

(config-if)> no ip access-group BLOCK in
"BLOCK" access group deleted from "CdcEthernetl".

Network: :Acl:

(config-if)> no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".

Bepcusa

OnucaHune

2.00

Jlo6aBneHa komaHga interface ip access-group.

3.31.84 interface ip address

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

N3meHnTb IP-agpec n macky ceTeBoro nHTepdeiica. Ecnm Ha nHTepdelice
3anylieHa cnyxba aBToMaTNYeCcKon HacTpPoMKKM agpeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
afpec MoXeT 6bITb Nepe3anucaH.

KomaHga c npedurkcom no copacbiBaeT agpec Ha 0.0.0.0.

Ja
Aa
HeTt

IP

I (config-if)>  ip address address» imask>

I (config-if)> no ip address
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-appec Appec ceTeBoro nHTepodeiica.
mask IP-macka Macka ceteBoro nHtepéelrica. Ectb gga

cnocoba BBOAA MacKn: B KAHOHMYECKOM BUje
(Hanpumep, 255.255.255.0) 1 B Buje
61TOBOI ANVHBI NpeduKkca (Hanpumep, /24).

Mpumep OAHO 1 TO Xe 3HayYeHue agpeca ceTu, cocTosLero ns IP-agpeca n macku,
MO>HO BBeCTU ABYMS CNOCO6aMM: yKasaTb Macky B KQHOHUYECKOM BUAE NN
3a4aTb OUTOBYH ANVHY Npedukca.

(config)> ip address 192.168.9.1/24
Network::Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa interface ip address.

3.31.85 interface ip address dhcp

OnucaHue 3anyctntb DHCP-kAMEeHT Ana aBTOMaTMYeCKON HaCTPOKL CeTeBbIX
napameTpos: IP-agpeca v mackn nHtepdeiica, cepsepos DNS 1 wito3a no
yMOJIHaHUIo.

KomaHga ¢ npedurkcom no octaHaBnmBaeT cnyxby DHCP-knneHTa, yaanset
AVHaMUYeCKN HaCTpOeHHble NapaMeTpbl 1 BO3BpalLlaeT npejbigyLime
HacTpolikun IP-agpeca n macku.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Ethernet

CuHoncuc (config-if)>  ip address dhcp [ hostname <hostname> ]

(config-if)> no ip address dhcp

AprymeHTbI AprymeHT 3HaueHue |OnucaHune

hostname CTpoka Mimsa xocTa, KOTOpoe nepejaeTcs B noJe
12-o1n onumun DHCP. 310 nms He
0653aTeNbHO A0/KHO 6bITh TAKUM Xe, Kak
MMS XOCTa, BBeAeHHoe B npoLecce
rno6asibHOM HACTPOKMN.
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Mpumep

UcTopuns nameHeHuii

(config-if)> ip address dhcp hostname QWERTY2
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp
Dhcp::Client: Stopped DHCP client on ISP.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip address dhcp.

3.31.86 interface ip adjust-ttl recv

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

N3mMeHUTb napameTp TTL Ana BCcex BXOAALLMX NAKeTOB Ha MHTepdeiice.
KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.

Ja

Aa

Het

IP

(config-if)>  ip adjust-ttl recv «recv>

(config-if)> no ip adjust-ttl recv

AprymeHT 3HaueHve OnucaHue

recv llenoe uucno BennumHa nameHeHus TTL. MoxeT
nPUHMaTh 3Ha4yeHusa oT 1 Jo 255
BK/TIOUNTENBHO.

(config-if)> dip adjust-ttl recv 1
Network: :Interface::Ip: "CdcEthernet0": incoming TTL set to 1.

(config-if)> no ip adjust-ttl recv
Network::Interface::Ip: "CdcEthernet0": incoming TTL settings »
removed.

Bepcus OnucaHue

3.07 Job6asneHa KkomaHga interface ip adjust-ttl recv.
MpeablayLiee Ha3BaHWe KOMaHAb! interface ip adjust-ttl.

3.31.87 interface ip adjust-ttl send

OnuncaHune

N3meHnTb napameTp TTL Ana BCeX NCXOAALLMX NaKeTOB Ha UHTepdelice.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomaHga ¢ npepurkcomM No OTMEHSET HACTPOIKY.
Ja

Aa

HeTt

IP

(config-if)> ip adjust-ttl send <send>

(config-if)> no ip adjust-ttl send

AprymeHT 3HauyeHue OnucaHue

send Llenoe uucnio |BennumHa nameHeHumsa TTL. MoxeT
MPUHVMaTb 3HadeHnsa oT 1 fo 255

BKHOYNTENTbHO.

(config-if)> ip adjust-ttl send 65
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

(config-if)> no ip adjust-ttl send
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL settings »
removed.

Bepcus OnucaHue

2.09 Job6asneHa komaHgaa interface ip adjust-ttl send.

3.31.88 interface ip alias

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

YCTaHOBUTL AOMNONHUTENbHBIN IP-agpec 1 Macky ceTeBoro nHTepdeiica
(nceBROHUM).

KomaHgaa c npedrkcom no copacbiBaeT yKaszaHHbIN NCeBAOHM Ha 0.0.0.0,
TeM cambIM yaanas ero. Ecin BbINONHUTE KOMaHAY 6€3 aprymeHTa, To Becb
CNUCOK NCEBAOHNMOB BYAeT OUULLEH.

Ja

Ja

Ja

IP, Ethernet

I (config-if)>  ip alias address> anask»

I (config-if)> no ip alias [ «@ddress> anask> ]
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AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec JlononHnTenbHbIN agpec ceTeBoro
nHTepoderica.
mask IP-mMacka JononHntenbHas Macka ceTeBoro

nHTepdeiica. Ectb ABa cnocoba BBoAa MaCKM:
B KAHOHMYeCKOM Buje (Hanpumep,
255.255.255.0u1 B BUAe BUTOBOW A/VHbI

npedukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 reset »
to 0.0.0.0/0.

(config-if)> no ip alias
Network: :Interface::Ip: "WifiMasterl/WifiStationQ": all aliases »
removed.

Bepcus OnucaHue

2.00 JobasneHa komaHga interface ip alias.

3.31.89 interface ip dhcp client broadcast

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

YcTraHoBUTL 6UT broadcast B coobuieHmsax DHCP Discover, yka3biBatoLLuii
Ha cnocob oTnpaBky oTBeTa 06paTHO KANEHTY. Mo yMonYaHuo napamMmeTp
OTKJ/IHOYEH.

KomaHga c npedurkcom no yganseTt HacTPOWKY.
Ja
Ja
Het

Ethernet

I(conﬁ94ﬂ> ip dhcp client broadcast

I(conﬁgJﬂ>|u>ipdhcpclientbroadcast

(config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.15 JlobaeneHa komaHga interface ip dhcp client broadcast.

3.31.90 interface ip dhcp client class-id

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

YKa3aTb Npon3BOANTENS YCTPOMCTBA, Ha KOTOPOM paboTtaeT DHCP-KNNeHT
(onuwsa dhcp 60).

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
Ja

Aa

Het

Ethernet

(config-if)>  ip dhcp client class-id «class>

(config-if)> no ip dhcp client class-id

AprymeHT 3HauyeHue OnucaHwue

class-id Ctpoka Ha3BaHuve nponsBoanTens ycTpoiicTBa,
3aK/IlOYeHHOe B /IBOViHble KaBblYKN.

(config-if)> ip dhcp client class-id "Giga"
Dhcp::Client: ISP DHCP client vendor class is set to "Giga".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

Bepcus OnucaHve

2.02 Job6asneHa komaHgaa interface ip dhcp client class-id.

3.31.91 interface ip dhcp client debug

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTtHbIiA BBOJ,

BktounTb 0TNAA0UHBIN pexXmM. B 0TnagouHOM peximme B CUCTEMHBIN XXypHan
BbIBOAMTCHA NOAPOOHasa nHpopmaumnsa o pabote DHCP-knveHTa.

KomaHgaa ¢ npedprKCOM No OTKAKOHaEeT OTAAL0UHbIA PEXUM.
Ja
Ja

HeTt
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Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Ethernet

I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.

(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

Bepcus OnucaHve

2.01 Jlo6aBneHa komaHga interface ip dhcp client debug.

3.31.92 interface ip dhcp client displace

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

AprymeHTsl

BbITECHUTb CTaTUUECKNA agpec nHTepdeiica what B cnyyae eciv OH

KOH}NVKTYeT ¢ agpecoM, nonyyeHHbIM DHCP-kMeHTOM OCHOBHOIO
nHTepderica.

[JaHHasa KoMaHAa BbIMOMHAETCA aBTOMATNYeCcky Npu nogkntoyeHnn USB
Ethernet aganTepa. lNocne 3T0ro NPONCXoANT COXpaHeHne KoHGUrypaumm n
nepesarpyska ycTponcTaa.

KomaHaa ¢ npepunKcom no oTMeHseT BbITeCHEHME 419 YKa3aHHOro
nHTepoderica.

Aa

Ja

Ja

Ethernet

(config-if)>  ip dhcp client displace whats[ check-session ]

(config-if)> no ip dhcp client displace whats [ check-session ]

AprymeHT 3HauyeHue OnuncaHwue
what msa NMs nnm nceBaoHUM NHTepdeinca, yei
nHTepdernica CcTaTnYecKknii agpec byaeT BbITECHEH.
check-session|Knwyesoe Mpw Hann4ynm akTneHom cecnmn SCGI, He
C/1080 pa3peLuaTb nepesarpysky 1 CMeHy
ceTeBOro agpeca poyrepa. 1o ymonyaHuio
KoMaHaa fobasnsietcsa Bdefault-config.
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Npumep (config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

WcTopusa nsmeHeHum Bepcus onuvucaHve
2.03 Job6asneHa komaHga interface ip dhcp client displace.
2.15 [JobasneH aprymeHT check-session.

3.31.93 interface ip dhcp client dns-routes

OnucaHune BraounTb aBTOMaTryeckoe JobasneHme XocT-MapLupyTos 4o DNS-cepsepos,
nony4yeHHbIx oT DHCP-cepBepa. o yMon4yaHuo HacTPOoika BKAKOYEeHa.

KomaHaa ¢ npeprKcom no oTKNoYaeT HaCTPONKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun uHTepderica Ethernet

CuHoncnc I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

NMpumep (config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa komaHga interface ip dhcp client
dns-routes.
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3.31.94 interface ip dhcp client fallback

OnucaHune YCTaHOBUTb 3alaHHbIi NOMIb30BaTeNleM CTaTUYeCcKUiA agpec B ciyvae
BO3HWKHOBEHWSA oLLn60K Npu pabote DHCP.

KomaHza ¢ nped1rKcoM no 0TMeHsIeT HacTPOIiKy, 1 ycTaHaBVBaeT agpec
0.0.0.0..

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Ethernet

Cutoncnc (config-if)>  ip dhcp client fallback <type>

(config-if)> no ip dhcp client fallback

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
type CTpoka Tun IP-agpeca. B HacTosiLee BpeMs
peannsoBaH TONIbKO OAMH TN — static.

Npumep (config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.05 JobasneHa komaHaa interface ip dhcp client fallback.

3.31.95 interface ip dhcp client hosthame

OnucaHue Ha3HauunTb UM$A XoCTa, KoTopoe oTnpasnseTcd B DHCP-3anpoce.
KomaHgaa ¢ npedprkKcom no Bo3BpaLLaeT XOCTy MMS MO YMOAYaHUIO.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client hostname <hostname>
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(config-if)> no ip dhcp client hostname

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
hostname CTpoka MIMsa xocTa ans Ha3HayeHus.
Npumep (config-if)> ip dhcp client hostname MYHOME

Dhcp::Client: ISP DHCP client hostname is set to MYHOME.

(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.00 Job6asneHa komaHaa interface ip dhcp client hostname.

3.31.96 interface ip dhcp client name-servers

OnucaHue VMcnonb3oBaTh agpeca cepsepos DNS nonyyeHHsble no DHCP. 1o ymon4aHuio
3Ta $yHKLUMA BKAOYEHA.

KomaHga c npedrkcom no 3anpeLLaeT NCNonb30oBaTh agpeca DNS-cepeepos
nosiyyeHHble no DHCP.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

Mpumep (config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.00 Jlo6aBneHa komaHga interface ip dhcp client
name-servers.
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3.31.97 interface ip dhcp client release

OnucaHue DHCP-knueHT ocBoboXxAaaeT apeHay [P-agpeca n yxoanT B CASALLNA pexxmMm.
ELLe ogHO BbiNONHEHMe 3TOM KOMaHAbl nepeBoauT DHCP-knreHT B pexunm
aBToMaTtumyeckoro nosydeHus IP-agpeca.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

Cunoncnc I (config-if)>  ip dhcp client release

Mpumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Jlo6aBneHa komaHga interface ip dhcp client release.

3.31.98 interface ip dhcp client renew

OonucaHmne DHCP-knneHT ocBob60OXAaEeT apeHay IP-agpeca 1 nepexonT B pexmnm
MoJsly4eHns HOBOTO.

Mpedukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Ethernet

CuHoncmc I (config-ify>  ip dhcp client renew

Mpumep (config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.03 JobasneHa komaHaa interface ip dhcp client renew.
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3.31.99 interface ip dhcp client routes

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb nonyyeHre MapLUpyToB OoT npoBaligepa (onuum dhep 33, 121,
242). Mo ymon4aHuto BKAOYeHO. B HacTpoiikax oTobpaXkaeTcs TONbKO C
npedurkcom no.

KomaHga ¢ npedprKcoM no OTK/I0UaEeT HaCTPOWKY.
Ja

Ja

Het

Ethernet

I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes

(config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.

Bepcus OnucaHve
2.05 [Jlo6aBneHa komaHga interface ip dhcp client routes.

3.31.100 interface ip flow

OnucaHwmne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Bknrountb ceHcop NetFlow Ha 3agaHHOM MHTepdelice. 1o ymon4aHuMio 3ToT
napameTp OTK/HOYEH.

KomaHga c npedurkcom no otktouaeT ceHcop NetFlow.
Ja

Ja

Het

IP

(config-if)> ip flow«directiom

(config-if)> no ip flow

AprymeHT 3HayeHne |OnucaHue

direction ingress C6op BxoggdLero Tpaduka.
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Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue ‘Onwcal-wle
egress C6op ncxogsuero Tpaduka.
both C6op 1 BXOAALLErO, U UCXOAALLENO
Tpaduka.

(config-if)> ip flow ingress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.

(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "both" direction.

Bepcus OnucaHve

2.1 JobasneHa komaHgaa interface ip flow.

3.31.101 interface ip global

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

YcTaHoBUTL Anst HTepdelica cBoiicTBO «global» c napameTpoM. 3To CBONCTBO
Heo6X0AMMO ANS YCTaHOBKW MapLUpyTa No yMOA4aHu1to, paboTsbl
DynDNS-knveHTa 1 NAT. MoxHo npeactaBnsath global-nHtepdeiicel, kak
BejyLLue B rN06anbHyo CeTb (B MHTEpHET).

MapameTp cBoicTBa «global» BnnseT Ha nprnopuTeT HTepdeiica B Npase
YCTaHOBUTb MapLUPYT MO yMONYaHW0. Yem npropuTeT 60nbLUe, TeM
XenartesbHee 419 NO/Ib30BaTENS BbIXOA B IN106aNbHYH CeTb Yepes yKa3aHHbIN
nHTepdeic. C NOMOLLIbIO MpropuTeTa peannsyeTcs GyHKLMA pe3epBrpOoBaHNS
noaxntoveHms B HTepHeT (WAN backup) «global».

Mo yMonYaHMIO HaCcTpOoKa OTKOYeHa.
KomaHgaa ¢ npedurkcom no yaanseTt CBOMCTBO.
Aa

Ja

HeTt

IP

I (config-if)> ip global (xpriority> | order <order> | auto)

I (config-if)> no ip global
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
priority Uenoe 4ucno |MpuoputeT nHTepderica npm yctaHoBKe
MapLUpyTa no ymon4daHuto. Moxet
NpMHMMaTbL 3HayveHunsa ot 1 o 65534.
order Lenoe 4ncso |OTHOCUTENbHbBIV NPUOPUTET MEXAY
nHTepdericamu. MoxeT NpUHUMaTb
3HaueHus ot 0 10 65534, Ho He 6osee, uem
KONM4YecTBO rnobanbHbIX MHTEpdEencosB.
auto Knio4yesoe ABTOMaTM4YecKoe BblYMCNeHne
C/10B0 npuoputeta nHTepdeiica. iHtepdeiic
pacnonaraeTcs 6mxKe K KOHLY CrncKa, HO
BblLLe nopsaaka X.
Mpumep (config-if)> ip global 16
Network::Interface::IP: "L2TPO0": global priority is 10.
(config-if)> ip global order 0
Network::Interface::IP: "L2TPO": order is 1.
(config-if)> ip global auto

Network: :Interface: :IP:

(config-if)> no ip glob
Network: :Interface: :IP:

Global priority recalculated.

al
"L2TPO": global priority cleared.

VICTOleﬂ M3MeHeHWA Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHga interface ip global.
2.09 Job6asneHbl aprymeHThbl order 1 auto.

3.31.102 interface ip mru

OnuncaHwne YcTaHOBWUTb 3HayeHne MRU

KoTOopoe byzeT nepeAaHo yaaneHHOMyY y31y npu

ycTaHoBAeHUn coeanHeHusa PPP (IPCP). To ymon4yaHMo NCNONb3yeTcs

3HayeHne 1460.

KomaHga ¢ I'Ipeq)I/IKCOM No OTMEeHSIeT AelCTBME KOMaHAbI.

Mpe¢ukc no [Ja
Ja

MHorokpaTtHbIiA BBog, Het

MeHsieT HacTpoWiKKn

Tun nHTepdeiica PPP

CuHoncuc I (config-ify>  ip mru mrw

I (config-if)> no ip mru
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AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

mru Llenoe uucno |3HayveHme MRU.

Mpumep

(config-if)> ip mru 1492
Network::Interface::Ppp: "PPPoEQ": MRU saved.

(config-if)> no ip mru
Network: :Interface::Ppp: "PPPoEO": MRU reset to default.

WcTopus nsmeHeHwnii

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip mru.

3.31.103 interface ip mtu

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nsmeHeHnii

YcTaHOBUTbL 3HaveHve MTU Ha ceTeBOM NHTepdeiice. MNpu ycTaHOBAEHNN
coefiMHeHWs No npoTokony PPP (IPCP), yaaneHHOMY y31y 6yAyT OTAPaBAsaTLCA
nakeTbl ykasaHHoOro pasmepa MTU gaxe ecnv ToT 3anpocun MTU MeHbLUero
3HaveHus.

KomaHga ¢ npedprikcomM no copackiBaeT 3HaueHue MTU Ha To, KoTopoe 6b110
40 nepBoro npuMeHeHMAa KoMaHabl.

Ja
Aa
HeTt

IP

(config-if)>  ip mtu mtw

(config-if)> no ip mtu

AprymeHT 3HauyeHue OnucaHwue

mtu lenoe 4ucno |3HauveHwe MTU. MOXeT NPUHUMAaTb 3HaYeHNs
oT 64 a0 65535 BKIHOUNTENBHO.

(config-if)> ip mtu 1500
Network: :Interface::Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network: :Interface::Base: "GigabitEthernetl": static MTU reset »
to default.

Bepcus OnucaHve

2.00 JobasneHa KomaHaa interface ip mtu.
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3.31.104 interface ip nat loopback

OnucaHue BkntounTb 0bpaTHyto TpaHcnsauuio agpecos (NAT loopback) ana otnpasku
JIOKaNnbHbIX 3anNpocoB J1oKalbHOMY cepBepy 13 VIHTepHeTa. [1o yMoi4aHuio
3TOT NapaMeTp BK/KOUeH 418 nHTepdericos JomallHel ceTu (YypoBHM
b6e3onacHocTu private un protected).

KomaHga c npedurkcom no oTknrovaet NAT loopback.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback

Mpumep (config-if)> ip nat loopback
Network: :StaticNat: NAT loopback is explicitly enabled on "Home".

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 Jlo6aBneHa komaHga ip nat loopback.

3.31.105 interface ip remote

OnucaHue YCTaHOBUTb CTaTUYeCcKni agpec yaaneHHoro ysna.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nHtepdeiica PPP

CrnHoncuc (config-if)>  ip remote address»

(config-if)> no ip remote

AprymeHTbI AprymeHT 3HaueHue OonucaHue

address IP-agpec Appec yaaneHHoro ysna.
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Mpumep

UcTopuns nameHeHuii

(config-if)> ip remote 192.168.2.19
Network::Interface::Ppp: "L2TPO": remote address saved.

(config-if)> no ip remote
Network::Interface::Ppp: "L2TPO": remote address erased.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip remote.

3.31.106 interface ip tcp adjust-mss

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

YCTaHOBUTbL OrpaHNYeHrie MakCMMasibHOro pasmepa cerMeHTa NCXoAsaLLmx
ceccmin TCP. Ecnm 3HaveHwme MSS, KOTopoe nepejaeTcs B NOJie 3arofioBka
SYN-nakeToB, npeBsblLLaeT 3ajaHHoe, KOMaHAa MeHsieT ero. KomaHga
npuMeHseTcs K UHTepdeincy n aelicTByeT Ha Bce ncxoasaiume TCP SYN-nakeThbl.

KomaHga ¢ npeprKcoOM Nno oTMeHsieT AeCTBME KOMaH/bI.
Ja

Aa

Het

IP

(config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

AprymeHT |3HauyeHue OnucaHue

pmtu KriwyeBoe c¢/1080|YCTaHOBUTL BEPXHIOO rpaHuLy MSS,
paBHYy0 MUHUManbLHOMY MTU Ha nyTn K
yAaneHHoMy y3ny.

mss Lenoe uucrno MSS BepxHAa rpaHuua.

(config-if)> ip tcp adjust-mss pmtu
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> ip tcp adjust-mss 1300
Network::Interface::Ip: "L2TP0": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip tcp adjust-mss.
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3.31.107 interface ipcp default-route

OnucaHune Mcnonb3oBaTtb agpec yaaneHHoro y3a Kak LWJIo3 Mo YMOJYaHUIo.
KomaHga ¢ npedumkcom no 3anpeLlaet MsMeHeHme LWI3a Mo yMOAYaHMIo.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica PPP

CuHoncuc I (config-if)>  ipcp default-route
I (config-if)> no ipcp default-route

Mpumep (config-if)> ipcp default-route
Using peer as a default gateway.

WcTopuns nsmeHeHwnit |Bepcus onuvcaHue

2.00 JobasneHa koMmaHgaa interface ipcp default-route.

3.31.108 interface ipcp dns-routes

OnucaHwue Mcnonb3oBaTb MapLUpyThl nofy4YeHHble o IPCP. 1o yMon4YaHuo HacTpolika
BKJIIOYEHa.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica PPP

CuHoncuc I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

Mpumep (config-if)> ipcp dns-routes
DNS routes enabled

(config-if)> no ipcp dns-routes
DNS routes disabled
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.02

Jlo6aBneHa koMmaHga interface ipcp dns-routes.

3.31.109 interface ipcp name-servers

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

3.31.110 interface ipcp vj

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Vicnonb3oBaTb agpeca cepsepoB DNS, nonyyeHHble no IPCP. o ymon4aHuio
HaCTpoiiKa BKIOYEHa.

KomaHga c npedumkcomM no 3anpeLlaeT Ncnonb3oBaTh ajpeca cepsepos DNS
noJsiyyeHHsble ro IPCP.

Ja
Aa
HeTt

PPP

I (config-if)>  ipcp name-servers

I (config-if)> no ipcp name-servers

(config-if)> ipcp name-servers
using remote name servers.

(config-if)> no ipcp name-servers
not using remote name servers.

Bepcus

OnucaHune

2.00

JobaBneHa komaHAa interface ipcp name-servers.

Bkntountb cxxatume 3aronoekoB TCP/IP meTogom BaH fkobcoHa. Mo
YMONYAHMIO HAaCTPOKKa OTK/IOUEHa.

KomaHga ¢ I'Ipeq)I/IKCOM NO OTK/IKDYaeT COKaTune.

Aa
Ja
Het

PPP

I (config-if)>  ipcp vj [cid]
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AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-if)> no ipcp vj

AprymeHT 3HauyeHue OnucaHwue

cid Knoyesoe Bkntountb cxatme Connection ID B
c/10B0 3aronoBKax.

(config-if)> ipcp vj cid

V] compression enabled.

(config-if)> no ipcp vj

V] compression disabled.

Bepcus OnucaHue

2.03 Job6asneHa komaHga interface ipcp vj.

3.31.111 interface ipsec encryption-level

OnuncaHwne

3aszaTb ypoBeHb WndpoBaHUa ans IPsec-coefHEHVS, aBTOMaTM4YeCckun
CBSA3aHHOrO C TYHHe/1eM. 3HaueHne no ymondaHuo — normal.

MoApo6HOe onMcaHme KaXzaoro YpoBHS MPUBOAMTCS B [1pUIOXKEHNN.

KomaHaa ¢ npedurKcom no ycTaHaBNMBaET ypoBeHb LWMGPOBaAHMSA MO
YMONYaHWIO.

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Ja
Ja
Het

Secure

(config-if)>

ipsec encryption-level <level»

(config-if)> no ipsec encryption-level

AprymeHT 3HauyeHue OnuncaHwue
level weak Cnabblii ypoBeHb, BKAKOUEHbl anropuTmbl DES
n MD5.
normal CoBMeCTUMbII C 60/BLLUMHCTBOM CUCTEM

ypOBeHb, Npunoputet oTaaetca AES128 n
SHAT.

normal-3des |CoBMeCTUMbIN C 60bLLUNHCTBOM CUCTEM

ypoBeHb, npuoputeT otaaetca 3DES n SHAT.
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Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue
strong CaMblii CUNBHBIA YPOBEHb, 06a3aTeIbHO
BKJIHOYEH PFS, npuopuTeT otaaeTtca AES256 n
SHAT1.
weak-pfs To e camoe, 4To 1 weak, HO AN BTOPOIA
dasbl BkAtoYeH PFS group 1 1 2.
normal-pfs |To>e camoe, 4to 1 normal, HO AN BTOPOM

dasbl BKAOYeH PFS group 2 1 5.

normal-3des-pfs

To e camoe, 4To 1 normal-3des, HO Ans
BTOpOW ¢a3bl BkAOUEH PFS group 5 1 14.

high

Habop coBpeMeHHbIX anropnTMoB AN
BHeLLHWX nposarigepos VPN cepBucoB.

strong-aead

CaMblli CUNbHBIA YPOBEHb, MPUOPUTET
oTaaetca AES256 n SHA1 c gobaeneHnem
anropuntmoB AEAD.

strong-aead-pfs

CaMblii CUNbHBI YpOBeHb, 06a3aTe/IbHO
BK/KOUeEH PFS, npnopuTteT oTaaetcsa AES256 m
SHA1 c pobaBneHnem anropntmoB AEAD.

(config-if)> ipsec encryption-level weak
Network::Interface::Secure: "Gre0@": security level is set to »

"Weak"

(config-if)> no ipsec encryption-level
Network::Interface::Secure: "Gre0": security level was reset.

Bepcus OnucaHve
2.08 JobasneHa koMmaHgaa interface ipsec encryption-level.
3.07 JobaBneHbl HOBble YpoBHU WndpoBaHusa — high,

strong-aead v strong-aead-pfs.

3.31.112 interface ipsec force-encaps

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKmn

BkntounTb noaaepxxky NpUHYANTENbHOW NHKancynaumm ESP 8 UDP ans
KNNEHTCKMX TyHHener. Mo yMonyaHuio 3ta GyHKLMA OTKI0UEHa.

KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.

Ja
Aa

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica

Secure
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CuvHoncuc

Mpumep

UcTopuns nameHeHui

I(conﬂgJﬂ> ipsec force-encaps

I(conﬁg-ﬁﬁ>noipsecforce-encaps

(config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
enabled.

(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
disabled.

Bepcus OnucaHve

2.12 JobasneHa komaHaa interface ipsec force-encaps.

3.31.113 interface ipsec ignore

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

OTKNOUNTL 06paboTKy BXOAALLMX IKE-NnakeToB cnyX6bbl IPsec Ha nHTepdeiice.
KomaHga c npednkcom no oTMeHseT HaCTPOIKY.

Ja

Ja

HeTt

Secure

I(conﬁ94ﬂ> ipsec ignore

I(conﬁ94ﬂ>noipsecignore

(config-if)> ipsec ignore
IpSec::Manager: Interface "Gre0" added to IPsec ignore list.

(config-if)> no ipsec ignore
IpSec::Manager: Interface "Gre0" removed from IPsec ignore list.

Bepcus OnucaHue

2.10 JobasneHa komaHaa interface ipsec ignore

3.31.114 interface ipsec ikev2

OnucaHune

Brkntountb npotokon IKEV2 ana IPsec-coeHeHWs, aBTOMaTUYeCKMN
CBSA3aHHOrO C TyHHeneMm. 1o ymMonyaHuio ncnonbsyercs npotokon IKEv1.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HaYeHMe No YMONYaAHUIO.
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Mpedukc no

N3MeHUTb HacTpoiikmn

Ja
Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

Secure
I (config-if)>  ipsec ikev2
I(conﬁ94ﬂ>noipsecikev2

(config-if)> ipsec ikev2
Network: :Interface: :Secure: IKEv2 is enabled.

(config-if)> no ipsec ikev2

Network: :Interface: :Secure: IKEv2 is disabled, enable IKEvl.

Bepcus OnucaHve

2.10 Jlo6aBneHa komaHga interface ipsec ikev2,

3.31.115 interface ipsec nail-up

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

BknounTb aBTOMaTnyeckme NsmMeHeH s CeKpeTHbIX Katouen aas TyHHenemn
L2TP/IPsec, EolP/IPsec, Gre/IPsec, IPIP/IPsec. o ymon4yaHuto napameTp

BKJTHOYEH.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.
[Ja

Ja

Het

Secure

I (config-if)>  ipsec nail-up

I (config-if)> no ipsec nail-up

(config-if)> ipsec nail-up

Network::Interface::Secure: SA renegotiation enabled.

(config-if)> no ipsec nail-up

Network::Interface::Secure: SA renegotiation disabled.

Bepcus OnucaHue

2.12 Job6asneHa koMmaHgaa interface ipsec nail-up.
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3.31.116 interface ipsec name-servers

OnucaHue Vicnonb3oBaTh agpeca cepsepoB DNS nonydeHHsble yepes IKEv1 van IKEv2
IPsec cepep. Mo ymon4daHuto GbyHKLMS BKIKOUYEHa.

KomaHga ¢ npedurkcom no 3anpeLaeT 1Ccnonb3oBaTtb agpeca DNS
nonyyeHHble yepes IKEv1 nnun IKEv2 IPsec cepsep.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Secure

CuHoncuc I (config-if)>  ipsec name-servers

I (config-if)> no ipsec name-servers

Mpumep (config-if)> ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are enabled.

(config-if)> no ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

3.06 [Jlo6baBneHa komaHga interface ipsec name-servers.

3.31.117 interface ipsec preshared-key

OnucaHue YcTtaHoBUTL KoY PSK ans IPsec-coeAHEHWS, aBTOMAaTUYeCKW CBA3AaHHOIO
C TYHHeneM. Takxe BK/KoYaeT NCMonb30BaHMe [Psec AN 3TOro TYHHens.

KomaHga c npedumkcom no cbpacbiBaeT 3Ha4YeHMe KoYa.
MNpejukc no Ja
N3meHUTb HacTpokn /a
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica Secure

Cunoncuc I (config-if)>  ipsec preshared-key «key>

I (config-if)> no ipsec preshared-key
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HayeHue |OnucaHue

key CTpoka 3HaueHwue cekpeTHoro PSK-knoua.

(config-if)> ipsec preshared-key 12345678
Network::Interface::Secure: "Gre0": preshared key was set.

(config-if)> no ipsec preshared-key
Network: :Interface::Secure: "Gre0": preshared key was reset.

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHaa interface ipsec preshared-key.

3.31.118 interface ipsec proposal lifetime

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHuim

YCTaHOBUTb BpeMs XN3HU TpaHchopMaunm IPsec Phase1 Ha nHTepodeiice.
Mo ymMonyaHuIo NCcnosib3yeTcs 3HaueHve 28800.

KomaHga ¢ npedprKcom no Bo3BpaLLaeT 3HAUYEHME MO YMOIYAHUIO,
Ja

Aa

HeTt

Secure

(config-if)>  ipsec proposal lifetime «lifetimes

(config-if)> no ipsec proposal lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime Lenoe umucno |Bpems xun3Hm npeobpasoBaHusa IPsec B
cekyHAax. MoxeT npvHUMaTh 3Ha4YeHns ot
60 f0 2147483647.

(config-if)> ipsec proposal lifetime 222222
Network: :Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.

(config-if)> no ipsec proposal lifetime
Network::Interface::Secure: IPsec IKE proposal lifetime reset »
to 28800 s.

Bepcus OnucaHve

2.1 JobasneHa komaHja interface ipsec proposal lifetime.
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3.31.119 interface ipsec transform-set lifetime

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTbL BpeMsi XN3HU TpaHchopMaunm IPsec Phase2 Ha nHtepdeiice.
Mo ymonyaHmio ncnonb3syetcs 3HayeHve 28800.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja

Ja

HeTt

Secure

(config-if)> ipsec transform-set lifetime «lifetime»

(config-if)> no ipsec transform-set lifetime

AprymeHT 3HauyeHue OnuncaHwue

lifetime Lenoe uncno |Bpems Xun3HU NnpeobpasoBaHus IPsec B
cekyHzaax. MoxeT npvHMMaTb 3Ha4YeHus oT
60 f0 2147483647.

(config-if)> ipsec transform-set lifetime 2222222
Network::Interface: :Secure: IPsec ESP transform-set lifetime set »
to 2222222 s.

(config-if)> no ipsec transform-set lifetime
Network: :Interface: :Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.

Bepcus OnucaHue
2.11 Jo6aeneHa komaHga interface ipsec transform-set
lifetime.

3.31.120 interface ipv6 address

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

HactpouTb IPv6-agpec Ha nHtepdeiice. Ecnm ykasaH aprymeHT auto, agpec
HacTpavBaeTcs aBToMaTnyecku. Beog agpeca Bpy4Hyto genaeT ero
CTaTnyveckmnm.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKY.
Ja
Ja
Ja
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CuHoncuc (config-if)>  ipv6 address (<address> | auto)

(config-if)> no ipv6 address [ «address; | auto]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

address IPv6-agpec |Apapec DNS-cepsepa.

auto Kniouesoe BkntounTb AMHaAMKUYECKOe Ha3HaYeHne

CJI0BO ajpeca.

Mpumep (config-if)> ipv6é address 2001:db8::1

Static IPv6 address saved.
WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.00 JobasneHa komaHga interface ipv6 address.

3.31.121 interface ipv6 force-default

OnuicaHue Ncnonb3oBaTtb nHTepdelic B kKauecTse LWAt03a No ymondaHuio ans IPvé. Mo
YMONYaHMIO NapaMeTp OTK/IHYEH.

KomaHgaa ¢ npedrKcom no yaanset HacTPOKY.
Mpedukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config-if)>  ipv6 force-default

I (config-if)> no ipv6 force-default
NMpumep (config-if)> ipv6 force-default

interface is forced to be the default IPv6 gateway
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa interface ipv6 force-default.

3.31.122 interface ipv6 name-servers

OnucaHue HactpounTb nonyyeHmne nHpopmaumm ot DNS. Ecnm ykasaH aprymeHT auto,
BktovaroTcss DNS-3anpocsl DHCPv6.

KomaHza c npedurKcom no yaansieT HacTpoiiky.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config-if)>  ipv6 name-servers (auto)
(config-if)> no ipv6 name-servers [auto]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
auto Knwyesoe BkntounTb aBTOKOHGUrypaumio DNS.
c/oBo
Npumep (config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa interface ipv6 name-servers.

3.31.123 interface ipv6 prefix

OnucaHue HactponTb generaumio npedukca. Ecnm ykasaH apryMmeHT auto , npedpukc
3anpaluvsaetca Yyepes DHCPv6-PD.

KomaHga ¢ npedunkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config-if)>  ipv6 prefix («prefix> | auto)
(config-if)> no ipv6 prefix [ «prefix> | auto]
AprymeHTbl AprymeHT 3HaueHme |OnucaHue
auto Kmuesoe Bkntountb generauumio npeduikca.
cnoBo
prefix lpegukc YKazaTb npeduKc BPyUHYHo.
NMpumep (config-if)> ipv6 prefix 2001:db8:43:abl2::/64

Static IPv6 prefix added.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa interface ipv6 prefix.

3.31.124 interface ipvécp

OnucaHwue Bkntountb nogaepxky IPv6CP Ha 3Tane ycTaHOBNeHNA coegNHEHNS.
KomaHga ¢ npedpurkcom no oTkntouaet IPv6CP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica PPP

CuHoncunc I (config-ify>  ipv6cp

I (config-if)> no ipv6cp

Mpumep (config-if)> ipvécp
IPv6CP enabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga interface ipvécp.

3.31.125 interface Icp acfc

OnucaHue BkAounTb cornacoBaHve napaMeTpoB OKaTUS Nosiell KOHA/6H020 YPO8Hs
Address u Control. Tlo yMONYaHMIO HACTPOIKa OTKAOYEHaA.

KomaHga c npedurkcom no oTkIoYaeT 4aHHYIO OMNLMIO 1 BCe 3anpochl
yZAaneHHOIM CTOPOHBbI Ha cornacoBaHme ACFC OTKIOHAROTCS.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOgA, Het
Tun nHTepdeiica PPP

CuHoncuc I (config-if)>  lcp acfc [cid]

I (config-if)> no lcp acfc
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AprymeHTbI AprymeHT |3HaueHme |OnucaHue
cid Knyesoe Brkntountb oxkatre Connection ID B
CJ10BO 3arojioBkax.
Mpumep (config-if)> lcp acfc cid

ACFC compression enabled

(config-if)> no lcp acfc cid
ACFC compression disabled

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.03 Jlo6aBneHa komaHga interface Icp acfc.

3.31.126 interface Icp echo

OnucaHune 3agaTb NpaBufa TeCTUPOBaHUSA coeanHeHnsa PPP cpeactBaMmun LCP echo.
Mo ymonuaHwuio interval paBeH 30, count paBeH 3.
KomaHga c npedumkcom no otkntouaet LCP echo.

MNpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica PPP

Cunoncuc (config-if)>  lcp echo <intervals <count> [adaptive]

(config-if)> no lcp echo

AprymeHTbI AprymMeHT |3HaueHme |OnucaHue

interval lenoe umncno |NHTepBan mexay otnpaskamu LCP echo, B
cekyHgax. Ecnu B TeyeHue yKa3aHHOro
NHTepBasia BpeMeHW OT YAaNeHHOW CTOPOHbI
He 6bln nony4yeH LCP 3anpoc, el byaeT
OTMpaB/ieH TaKol 3anpoc ¢ oXnaHnem
oTBeTa LCP reply.

count Lenoe uucno |Konn4yecTBo OTNPaBAEHHbIX MOAPSA 3arpocoB
LCP echo Ha kOTOpbIe He b6bl1 Moay4YeH oTBeT
LCP reply. Ecan count 3anpocos LCP echo
ocTanuck 6e3 oTBeTa, coeaviHeHVe byaeT

pa3opBaHo.
adaptive Knyesoe Pppd 6yaet otnpaBnATk 3anpoc LCP echo
C/10B0 TO/IbKO B TOM C/ly4ae, ecau OT yAaneHHoro

y3na HeT Tpaduika.
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Mpumep

UcTopuns nameHeHuii

(config-if)> lcp echo 20 2

Network: :Interface: :Ppp:

(config-if)> no lcp echo
Network: :Interface: :Ppp:

"PPPoE0®": LCP echo parameters updated.

"PPPoEQ@": LCP echo disabled.

Bepcus OnucaHve
2.00 Jlo6aBneHa komaHga interface Icp echo.
2.06 [Jlo6baBneH napameTp adaptive.

3.31.127 interface Icp pfc

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

BknrounTb cornacoBaHve napamMeTpoB CKaTus nosisa Protocol 8 3020/108Kax
PPP. Tlo yMON4YaHWIO HAaCTPOMKa OTK/IOUEeHa.

KomaHga ¢ npedurkcom no oTkIoYaeT 4aHHYIO OMNLMIO 1 BCe 3anpochl
yZAaneHHOI CTOPOHbI Ha cornacoBaHme PFC OTKIOHSAHOTCS.

Ja
Ja
Het

PPP

(config-if)>

lcp pfc [cid]

(config-if)> no lcp pfc

AprymeHT 3HayeHue OnucaHue
cid KmwyeBoe Bkntountb okatne Connection ID B
CJ/10BO 3arojioBkax.

(config-if)> lcp pfc cid
PFC compression enabled

(config-if)> no lcp pfc cid

PFC compression disabled

Bepcus

OnucaHue

2.03

JobasneHa komaHga interface lcp pfc.
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3.31.128 interface Idpc

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTs LDPC Ko, Ana Touku goctyna 5 ', No ymonyaHumio pyHKUuA
BbIK/IHOYEHa.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLMIO.
Ja

Ja

Het

WifiMaster

I (config-if)>  ldpc

I (config-if)> no ldpc

(config-if)> ldpc
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC enabled.

(config-if)> no ldpc
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC disabled.

Bepcus OnucaHve

2.07 [Jlo6aBneHa komaHga interface ldpc.

3.31.129 interface led wan

OnucaHwmne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

Moka3blBaTb COCTOAHME NHTepdelrica c NTOMOLLbIO MHAMKATOPA. Jo/KeH 6bITh
Bbl6paH napameTp SelectedWan npm nomowm komaHabl system led. Mo

YMOTYaHUIO HAaCTPOIKa OTKJIIOUEHa.

KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.
Ja

Aa

Het

I (config-if)> led wan

I (config-if)> no led wan

(config-if)> led wan
Network::Interface::Led: Selected WAN GigabitEthernetl.

(config-if)> no led wan
Network::Interface::Led: Selected no WAN.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JobaeneHa komaHaa interface led wan.

3.31.130 interface lldp disable

OnucaHwue OTKNOUNTL areHT LLDP Ha nHTepderlice. o ymonvaHmio GyHKLMSA BKIKOYEHA.
KomaHga ¢ npedpurkcom no BkaroyaeT LLDP areHT.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CnHoncuc I(config-if)> 1ldp disable
| (config-if)> no Lldp disable
Npumep (config-if)> 1ldp disable
Network: :DiscoveryManager: LLDP agent is disabled on interface »
"ISP".
(config-if)> no 1ldp disable
Network: :DiscoveryManager: LLDP agent is enabled on interface »
"ISP".
VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue
2.1 Jlo6aBneHa komaHga interface lldp disable.

3.31.131 interface mac access-list address

OnucaHue Jo6asutb MAC-agpec B cnncok npasua ¢uabTpaumm nHTepderica. Tun
Cnucka AoCTyna ycTaHaBAnBaeTca kKoMaHgol interface mac access-list type.

KomaHga c npedumkcom no yaanset ykasaHHbIn MAC-agpec n3 ACL.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la
Tun nHTepdeiica Access Point

CuHoncuc I (config-if)> mac access-list address «address>

I (config-if)> no mac access-list address «address>
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address MAC-apgpec MAC-aapec, KOTOpbIi HE06X0AVMO f,06aBUTL
BACL.
Mpumep (config-if)> mac access-list address 64:a2:f9:53:b2:12

Network: :Interface: :Ethernet: "WifiMaster0®/AccessPointl": added »
64:a2:f9:53:b2:12 to the ACL.

(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster®/AccessPointl": removed »
64:a2:f9:53:b2:12 from the ACL.

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster0/AccessPointl": ACL »

cleared.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 Jo6aBneHa komaHaa interface mac access-list address.

3.31.132 interface mac access-list type

OnucaHune YCTaHOBUTb TUM CA1CKa Npasua uabTpauum nHtepderica. No ymonyaHumo
TUMN He onpejeneH (NPUCBOEHO 3HaYeHre none).

MNpejukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Access Point

Cunoncuc (config-if)> mac access-list type <type

AprymeHTbI AprymeHT 3HaueHue OonucaHue
type none Tvn cnncka npaBua GUAbTpaLUn He

onpeaeneH.
permit B cnucok 6yayT 06aBNSTLCA TONbKO

paspeweHHble MAC-agpeca.

deny B cnncok 6yayT A06aBAATLCA TONBLKO
3anpewteHHble MAC-agpeca.

Mpumep (config-if)> mac access-list type permit
Network::Interface::Ethernet: "WifiMaster0/AccessPointl": ACL »
type changed to permit.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

Jlo6aBneHa komaHga interface mac access-list type.

3.31.133 interface mac address

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

HasHaunTe MAC-agpec Ha ykasaHHbIn ceTeBol nHTepdeiic. Agpec 3agaetcs
B LWeCTHaauaTepu4HoM ¢popmaTe 00:00:00:00:00:00. KomaHaa no3BonseT
YCTaHOBUTL 110601 agpec, HO NpegynpexjaeT nosib3oBaTens, eciv B HOBOM
ajpece yctaHoBNeH 6UT «multicast» nnn cépolueH 6uT «OUI enforceds.

KomaHga c npedukcom no Bo3BpaLLaeT nHTepdericy ncxoaHboin MAC-agpec.

MpeaynpexaeHve: M3ameHeHne MAC-agpeca Ha nHTepdeiice Wi-Fi 3anpeLieHo.

Ja
Ja
Het

MAC

(config-if)>

mac address mac>

(config-if)> no mac address

AprymeHT

3HavyeHue OnucaHue

mac

MAC-agpec HoBbiin MAC-agpec nHtepdeiica.

(config-if)> mac address 3C:1F:6E:2A:1C:BA

(config-if)> no mac address

Bepcus

OnucaHue

2.00

JobaeneHa komaHaa interface mac address.

3.31.134 interface mac address factory

OnucaHwue

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHtepdeiica

HasHaunTb 3aBoackoin MAC-agpec Ha yKa3aHHbIN ceTeBO MHTepdeiic.

HeTt

Ja

HeT

MAC
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-if)>  mac address factory name>
AprymeHT 3HaueHue ‘OnwcaHme
name lan NHTepdelicy 6yaeT npuceoeH "LAN"
MAC-agpec.
wan NHTepdelicy byaeT npmucsoeH "WAN"
MAC-aapec.
wlan5 NHTepdelicy 6yaet npmncsoeH "WLANS"
MAC-agpec.

(config-if)> mac address factory lan
Core::System::UConfig: done.

Bepcusa

OnucaHue

2.00

Jlo6aBneHa komaHga interface mac address factory.

3.31.135 interface mac band

MpuVBSA3aTh 3aperncTPUPOBaHHbI XOCT K YaCTOTHOMY AranasoHy 2,4 uam 5

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

Mu.

KomaHaa ¢ npeprkcom no yaanset cBasb. ECv BbINOAHUTL KOMaHAy 6e3
aprymMeHTa, TO BeCb CMMCOK CBA3el byeT OUMLLEeH.

Ja
Aa
Ja
Bridge

(config-if)>

mac band wmac> <band»

(config-if)> no mac band [ mac> ]

AprymeHT 3HauyeHue OnucaHwue
mac MAC-appec MAC-aapec 3aperncTpmpoBaHHOro KaneHTa.
band 0 AnanasoH 2,4 T,

1 AnanasoH 5 Tw,.

(config-if)> mac band c0:b8:83:c2:ch:11 0
Network::Interface::Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:chb:11 to 2.4 GHz.
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

(config-if)> mac band c0:b8:83:c2:cb:11 1
Network: :Interface: :Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:cb:11 to 5 GHz.

(config-if)> no mac band c0:b8:83:c2:cbh:85
Network::Interface: :Rtx::MacBand: "Bridge0": unbound »
c0:b8:83:c2:cb:85 from 2.4 GHz.

(config-if)> no mac band
Network: :Interface: :Rtx::MacBand: Unbound all hosts.

Bepcus OnucaHue

3.05 JobaeneHa komaHga interface mac band.

3.31.136 interface mac bssid

OnucaHwue

Mpe¢ukc no

MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YctaHoBUTL HoBbI MAC-agpec Touku goctyna 2,4 unn 5y B pexxume WISP.
KomaHga ¢ npedukcom no BosBpaLLaet nHTepdency ncxogHelin MAC-agpec.
Aa

Ja

Het

WifiStation

(config-if)>  mac bssid <bssid

(config-if)> no mac bssid

AprymeHT 3HayeHue OnuncaHwue

bssid MAC-agpec HoBsbln MAC-agpec nHtepdeiica Toukun
AocTyna.

(config-if)> mac bssid 56:ff:20:00:1e:11
Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

Bepcus OnucaHve

2.13 JobaeneHa komaHaa interface mac bssid.
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naBa 3 OnncaHme KOMaHA,

3.31.137 interface mac clone

OnucaHue MpucBonTtb nHTepdelicy MAC-agpec Bawero MMK.
Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica MAC, IP

CuHoncnc I (config-if)>  mac clone

Npumep (config-if)> mac clone
VICTOleﬂ U3MeHeHU Bepcmﬂ onvcaHue
2.00 JobaeneHa komaHga interface mac clone.

3.31.138 interface mac vht40

OnucaHwune [o6aBnTb XOCT B CMUCOK COBMECTMOCTM VHT40.

KomaHza c npedurkcom no yaanseT XocT 13 cnmncka. Ecnm BeInonHUTL KOMaHAy
6e3 aprymeHTa, TO BeCb CMNCOK XOCTOB ByAeT OUMLLIEH.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a
Tun nHTepdeiica WiFiMaster

CuHoncuc (config-if)>  mac vht40 «vht40

(config-if)> no mac vht40 [ «vht40> ]

AprymeHTbl AprymeHT |3HayeHue |OnucaHue
vht40 MAC-agpec MAC-agpec xocTa.
Mpumep (config-if)> mac vht40 fa:8e:80:ec:12:11

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": added »
"fa:8e:80:ec:12:11" to VHT40 compatibility list.

(config-if)> no mac vht40 fa:8e:80:ec:58:e2
Network::Interface::Rtx::WifiMaster: "WifiMasterl": removed »
"fa:8e:80:ec:12:11" from VHT40 compatibility list.
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WcTopusa nsmeHeHum

(config-if)> no mac vht40
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": cleared VHT40 »
compatibility list.

Bepcus OnucaHue

3.06 JobaBneHa komaHaa interface mac vht40.

3.31.139 interface mobile Ite disable-band

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHum

OTKNOUNTb YKa3aHHbIN gnanasoH LTE.

KomaHza ¢ npedurKcom no BKIHOYAeT AMana3oH. ECv BbINOAHUTL KOMaHAy
6e3 aprymMeHTa, To BCe AnanasoHbl LTE 6yayT BKAOYEHbI.

Ja

Ja

Aa

Usb

(config-if)> mobile lte disable-band «band>

(config-if)> no mobile lte disable-band [ <band> ]

AprymeHT 3HauyeHue OnuncaHwue

band Uenoe uucno |LTE ananasoH oT 1 20 43 BKAOUUTENBHO.

(config-if)> mobile 1lte disable-band 22
UsbQmi::Interface: "UsbQmi®": LTE band 22 disabled.

(config-if)> no mobile lte disable-band 22
UsbQmi::Interface: "UsbQmi®": LTE band 22 enabled.

(config-if)> no mobile 1lte disable-band
UsbQmi::Interface: "UsbQmiO": all LTE bands are enabled.

Bepcus OnucaHue

3.04 Jo6aBneHa komaHaa interface mobile Ite disable-band.

3.31.140 interface mobile name-servers

OnuncaHune

Wcnonb3oBatb agpeca cepBepoB DNS nonyyeHHble OT MOBUIBHOIO
onepaTopa. Mo yMonuyaHuo GyHKLNS BKIOYEHA.
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naBa 3 OnncaHme KOMaHA,

KomaHga ¢ npedurkcom no 3anpeLlaeT 1cnosb3oBaTth agpeca DNS

NoJlyYeHHbIe OT MOBWILHOrO onepaTtopa.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Usb

CuHoncuc

I (config-if)> mobile name-servers

I (config-if)> no mobile name-servers

Mpumep (config-if)> mobile name-servers

UsbQmi::Interface: "UsbQmi0":

enabled.

(config-if)> no mobile name-servers

UsbQmi::Interface: "UsbQmi0":

disabled.

automatic name servers via QMI are »

automatic name servers via QMI are »

WcTopuns nsmeHeHnit |Bepcus

OnucaHune

3.06

Job6aBneHa komaHaa interface mobile name-servers.

3.31.141 interface mobile operator

OnucaHwue 3agaTb naeHtupukatop cetu ana PLMN.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

CuHoncuc (config-if)>

mobile operator PLMN>

(config-if)> no mobile operator

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
PLMN Ctpoka VaeHTndunkatop onepartopa.
Mpumep (config-if)> mobile operator 25011

UsbQmi::Interface: Operator PLMN is set to "25011".
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no mobile operator
UsbQmi::Interface: Operator PLMN cleared.

Bepcus

OnucaHmne

3.04

Job6asneHa komaHgaa interface mobile operator.

3.31.142 interface mobile pdp

OnuncaHune

Mpejukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

BbibpaTh Bepcuto npoTokona IP ana USB-mogema. IPv6 MOXHO BblbpaTh
TO/IbKO €CNV YCTaHOB/IEH COOTBETCTBYIOLLNM CUCTEMHbI KOMMOHEHT.

Het
Yes
Het
Usb
(config-if)>  mobile pdp (ipv4 | ipv4v6)
AprymeHT 3HauyeHue OnucaHue
ipv4 CTpoka Tonbko IPv4.
ipv4ve Ctpoka [BoliHow ctek IPv4 n IPv6.

(config-if)> mobile pdp ipv4
UsbQmi::Interface: Packet data protocol is set to "ipv4".

(config-if)> mobile pdp ipv4v6
UsbQmi::Interface: Packet data protocol is set to "ipv4v6".

Bepcusa

OnucaHune

3.04

JobasneHa komaHga interface mobile pdp.

3.31.143 interface mobile roaming

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHTepdeiica

BKntoUNTE MOBUNBHBIA POYMUHT.

KomaHza c nped1KcomM no oTKAoYaeT HaCTPOWKY.

Ja
Ja

HeT

Usb
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-if)>  mobile roaming

I (config-if)> no mobile roaming

(config-if)> mobile roaming
UsbQmi::Interface: "UsbQmi®": roaming is enabled.

(config-if)> no mobile roaming
UsbQmi::Interface: "UsbQmi@": roaming is disabled.

Bepcus OnucaHve

3.03 JobasneHa komaHga interface mobile roaming.

3.31.144 interface mobile scan

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

3anycTuUTb CKaHWpoOBaHMe MObUNLHOM ceTu. MNpoLecc ckaHNPoBaHKWA
3aHnMaet 20-50 cekyHa.

KomaHga ¢ npednkcom no npepbiBaeT ckaHMpoBaHue.
Ja

HeTt

Het

Usb

I (config-if)> mobile scan

I (config-if)> no mobile scan

(config-if)> mobile scan
UsbQmi::Interface: Network scanning started.

(config-if)> no mobile scan
UsbQmi::Interface: Network scanning stopped.

Bepcus OnucaHue

3.05 JobaeneHa komaHga interface mobile scan.

3.31.145 interface mobile umts disable-band

OnucaHune

OTKNOUNTBb YKazaHHbIV grnana3zoH UMTS.

KomaHga ¢ npedurkcom no BKAOYAET AranasoH. Eciv BbINOAHNTE KOMaHAY
6e3 aprymeHTa, To BCe gmanasoHsl UMTS 6yayT BKAOYEHbI.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

Ja
Ja
Aa
Usb

(config-if)>

mobile umts disable-band <band>

(config-if)> no mobile umts disable-band [ <band> ]

AprymeHT 3HauyeHue

OnucaHue

band

Llenoe u4ucno

AnanasoH UMTS. MoxeT npnHmnmatb
3HaveHua 1, 2, 3,4,5,6,7,8,9, 11, 26.

(config-if)> mobile umts disable-band 6
Interface: "UsbQmi@": WCDMA band 6 disabled.

UsbQmi::

(config-if)> no mobile lte disable-band 6
Interface: "UsbQmi@": WCDMA band 6 enabled.

UsbQmi::

(config-
UsbQmi: :

if)> no mobile 1lte disable-band
Interface: "UsbQmi0®": all WCDMA bands are enabled.

Bepcus

OnucaHune

3.05

JobaBneHa komaHaa interface mobile umts
disable-band.

3.31.146 interface modem connect

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Moaxntounts USB-mogem. Mepes BbINOIHEHEM KOMaHAbI HEO6X0ANMO
WHNLMANU3NPOBaTb MOAeM KOMaHAoM modem init.

KomaHza c nped1Kcom no npepbiBaeT coejuHeHMe.

Ja
Ja

Het

UsbModem

I(conﬁ94ﬂ> modem connect ( dial <phones | <string)

I(conﬁgJﬂ>nonmdemconnect
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
phone CTpoka TenedpoHHbI HOMep and Habopa.
string Crpoka MpounsBonbHasd KOMaHAa.
NMpumep (config-if)> modem connect dial *99#

Network::Interface: :UsbModem: "UsbModem@": connect sequence saved.

(config-if)> modem connect dial *99#
Network: :Interface: :UsbModem: "UsbModem@": connect sequence »

cleared.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaeneHa komaHga interface modem connect.

3.31.147 interface modem init

OnucaHune Jlo6aBUTL CTPOKY MHMLMANN3ALMN MOAEMA Ha YKa3aHHYH NO3MLMI0 CAMcKa
index.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica UsbModem

Cunoncnc (config-if)> modem init [ <index>]«string: [ sleep «delay: ]

(config-if)> no modem init [ <index> ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
index Uenoe uucso |[Mo3nums, Homep CTPOKU KyAa BCTaBNALTCA
yKa3aHHas CTpoka.
string CTpoka CTpoka nHuguanmsaunm Mogema.
delay Lenoe 4ucno |3HaveHMe 3a4epXKU, B CeKYHAAX.
Mpumep (config-if)> modem init AT~SYSCFG=14,2,3fffffff,0,1
Network::Interface: :UsbModem: "UsbModem@": initialization string »
inserted.

(config-if)> modem init AT~SYSCFG=14,2,3fffffff,0,1 sleep 1
Network::Interface: :UsbModem: "UsbModem@": initialization string »
inserted.

Giga (KN-1011) — CnpaBOYHVK KOMaHZ, 237



naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no modem init
Network: :Interface: :UsbModem: "UsbModem@": initialization strings »
erased.

Bepcus OnucaHue

2.00 JobaBneHa komaHaa interface modem init.

3.31.148 interface modem timeout

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3ajaTb TaiM-ayT NoAKNOYeHNA MogeMa. HacTpolika ncnonb3syeTca Ans
MeZNeHHbIX MOAEeMOB/coeauHeHNA. [10 yMOTYaHMIO NCMOJIb3yeTCa 3HayYeHne
30.

KomaHgaa ¢ npedrKcoM no yaanset HacTPOKY.

Ja

Ja

Het

UsbModem

(config-if)> modem timeout <timeout>

(config-if)> no modem timeout

AprymeHT 3HauyeHue OnucaHwue

timeout Lenoe 4nucno 3HauyeHMe TaiM-ayTa B CeKyHAaX.
MoxeT NpUHMUMaTb 3Ha4YeHUs oT
1 8o 600 BKIHOUNTENBHO.

(config-if)> modem timeout 300
Network: :Interface: :UsbModem: "UsbModemO": connect timeout is »
300 seconds.

(config-if)> no modem timeout
Network: :Interface: :UsbModem: "UsbModem@": connect timeout is »
unchanged, defaults to 30 seconds.

Bepcus OnucaHve

2.05 JobaeneHa komaHaa interface modem timeout.

3.31.149 interface openvpn accept-routes

OnucaHwne

BKHOUMTL NOSTlyYEeHME MAPLLPYTOB OT YAa/eHHOW CTOpOHbI Yepe3 OpenVPN.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

KomMaHgza ¢ npeprKCOM NO OTK/IKOUAET HACTPOWKY.
Ja

Aa

HeTt

OpenVPN

I (config-if)>  openvpn accept-routes

I (config-if)> no openvpn accept-routes

(config-if)> openvpn accept-routes
Network: :Interface: :0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.

(config-if)> no openvpn accept-routes
Network: :Interface: :0OpenVpn: "OpenVPNO": disable automatic routes »
accept via tunnel.

Bepcus OnucaHue

2.10 JobaBneHa komaHga interface openvpn accept-routes.

3.31.150 interface openvpn connect

OnuncaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

AprymeHTsl

Mpumep

Yka3aTtb nHTepderic gna coegnHenuns OpenVPN. Ecav aprymeHT He 3ajaH,
coefViHeHVe ycTaHaBAMBaeTCs Yepes ntobon nHTepderic.

Het

Ja
Het

OpenVPN

(config-if)>  openvpn connect [viaias]

(config-if)>  openvpn connect

AprymeHT 3HayeHue OnucaHue

via ms MonHoe nmsa nHtepderica Nan NCeBAOHUM.
nHTeppeica

(config-if)> openvpn connect via ISP
Network: :Interface: :0penVpn: "OpenVPNO": set connection via ISP.
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WcTopusa nsmeHeHum

(config-if)> openvpn connect
Network: :Interface: :OpenVpn: "OpenVPNO": set connection via any »
interface.

Bepcus OnucaHue

2.10 JobasneHa komaHgaa interface openvpn connect.

3.31.151 interface openvpn name-servers

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

VMcnonb3oBatb agpeca cepsepoB DNS nonyyeHHble oT cepsepa OpenVPN.
Mo ymonuaHuo GyHKLMSA BKAOUEHaA.

KomaHga ¢ npedurkcom no 3anpeLlaeT 1Ccnonb3oBaTtb agpeca DNS
nony4yeHHble oT cepsepa OpenVPN.

Ja
Ja
Het

OpenVPN

I (config-if)>  openvpn name-servers

I (config-if)> no openvpn name-servers

(config-if)> openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO®": automatic name servers »
via tunnel are enabled.

(config-if)> no openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »
via tunnel are disabled.

Bepcus OnucaHve

3.06 [JlobaBneHa komaHga interface openvpn name-servers.

3.31.152 interface peer

OnucaHwne

Ha3HaunTb ngeHTNPMKaTOP YAaNeHHOro y31a K KOTopomy byaeT
OCYLLECTBNIATLCA NOAKIOUEeHVEe PPP. bosiee TOUHbI CMbIC/T HACTPONKW 3aBUCUT
oT TMna nHTepodeinca. Hanpumep, ans PPPoE komaHaa interface peer 3agaet
MMSA KOHLIeHTpaTopa AocTyna, ana PPTP — nma yaaneHHOro Xxocta Wamn ero
IP-agpec, a ana SSTP — 3agaeT yAaneHHbI cepsep C NOPTOM 443 nam nobbIM

APYrMm.

KomaHga c npednkcom no oTMeHsAeT HaCTPOIKY.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

Ja
Ja
Het

PPP

(config-if)>

peer peer

(config-if)> no peer

AprymeHT

3HauyeHue

OnucaHue

peer

CTpoka

NaeHTndunkaTop yaaneHHoOM ToUKn
NOAKAYEHNSA NV agpec yaaneHHoro
cepBepa host.example.net:port. o
yMoO/14aHWIo, HOMep nopTa 443.

(config-if)> peer 111

(config-if)> peer host.example.net:5555

Bepcus OnucaHve

2.00 [Jlo6baBneHa komaHaa interface peer.

212 JlobaBneHa BO3MOXHOCTb U3MEHSTb NOPT yAaJNeHHOro
cepsepa.

3.31.153 interface peer-isolation

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun nntepdeiica

CuvHoncuc

BrkntoumnTb nsonaumo 6ecnpoBoAHbIX KANEHTOB B JOMAaLUHEM CerMeHTe.
HacTpoiika npnmeHsieTca Ha nHTepderice Bridge 1 pacnpocTpaHsaeTcs Ha
BCe BK/II0UeHHble B Hero Touku goctyna. Kpome Toro, 61o0kmpyeTrcsa nepegava
Tpaduka oT 6eCnpoBOAHbIX KNMEHTOB BHYTpY L2-ceTu.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Ja
Ja
Het

Bridge

I (config-if)> peer-isolation

I (config-if)> no peer-isolation
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Mpumep

UcTopuns nameHeHuii

(config-if)> peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation disabled.

Bepcus OnucaHve

2.10 Jlo6aBneHa komaHaa interface peer-isolation.

3.31.154 interface ping-check profile

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

HasHaunTb nHTepdeincy npodune Ping Check.
KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.
Ja

Aa

Het

(config-if)>  ping-check profile profile

(config-if)> no ping-check profile

AprymeHT 3HauyeHue |OnucaHue

profile Ctpoka HasBaHune Ha3Hauaemoro npoouns.

(config-if)> ping-check profile test
PingCheck::Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

Bepcus OnucaHve

2.04 JobasneHa komaHaa interface ping-check profile.

3.31.155 interface ping-check restart

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

BrkarounTb nepesarpysky nHtepdeica npu cpabatoiBaHun Ping Check (ans
interface HegoctyneH ViHTepHeT). Mo ymonyaHuio GyHKLMA OTKAKOUEeHa.

KomaHga ¢ npedumkcom no otkaroyaeT GyHKLUMIO.
[Ja
Ja

242

CnpaBoyHuK KoMaHa — Giga (KN-1011)



naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-if)>  ping-check restart[<interface]
(config-if)> no ping-check restart
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
interface msa MonHoe nMsa nan NceBAOHUM MHTepdelica,
MHTeppeiica |KOTOPbIA ByseT nepesanyckaTbCsa Npu
cpabaTbiBaHUM Ping Check Ha CBA3aHHOM
nHTepderice. ECnm 3TOT aprymMeHT He yKasaH,
nepesanyckatbcs byaeT nHTepodeliic,
CBA3aHHbIV ¢ npodunem Ping Check.
Mpumep (config-if)> ping-check restart

PingCheck::Client: Enabled "PPPoEQ" interface restart.

(config-if)>

ping-check restart ISP

PingCheck::Client: Enabled "ISP" interface restart for "PPPoEQ".

(config-if)> no ping-check restart
PingCheck::Client: Remove restart settings for "PPPoEQ".

WcTopuns nsmeHeHWit |Bepcusa

OnucaHune

3.04

JobasneHa KkomaHaa interface ping-check restart.

3.31.156 interface pmf

OnucaHue BkntounTb GyHKUMOHaNbHOCTL PVIF,
KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica WiFi

CnHoncmc I (config-if)>  pmf
I (config-if)> no pmf
Mpumep (config-if)> pmf

Network: :Interface: :Rtx::WifiStation:

PMF enabled.

"WifiMasterQ/WifiStation0": »
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(config-if)> no pmf
Network::Interface: :Rtx::WifiStation: "WifiMasterQ/WifiStation0": »
PMF disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.09 Job6asneHa komaHgaa interface pmf.

3.31.157 interface power

OonucaHune YCTaHOBUTb MOLLHOCTb NepesaTyunka AN pagno-nHtepoelicos.
MakcrManbHasi MOLLHOCTb NepeaTumnka orpaHMyeHa ero annapaTHbiMu
BO3MOXHOCTSIMU 1 rOCY,apCTBEHHbBIMY 3aKOHaMW O paamnocBasun. JaHHas
KOMaHZa No3BO/SAET IMLLb YMEHbLLIUTL MOLLHOCTb MepeaatoLLEero ycTpolicTea
OTHOCUTENBHO ero MakCUManbHOM MOLLHOCTH, C Lie/ibH BO3MOXHOI0O
CHVXKEHWSI MOMeX ANst APYrX YCTPOMCTB B 3TOM JManasoHe.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Radio

CuHoncuc (config-if)>  power power

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
power lenoe umucno |MoLHOCTb NepejaTymka B NpoLeHTax oT
MakcuManbHoW MowwHocTuy (oT 1 go 100).

NMpumep (config-if)> power 1
Network::Interface::Rtx::WifiMaster: "WifiMasterQ@": TX power »
level set.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 Job6aBneHa komaHaa interface power.

3.31.158 interface pppoe service

OnucaHue YkazaTtb cnyx6y PPPoE. Ecnn cnyxba He onpeseneHa, To PPPoE-knneHT bygeT
MOAKJIIOYEH K MPOU3BOJ/IbHON cnyx6e.

MNpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het
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Tun nutepdeiica PPPoE

Cutoncnc (config-if)>  pppoe service «<service»

(config-if)> no pppoe service

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
service Ctpoka HazsaHwue cnyx6bl PPPOE.
Mpumep (config-if)> pppoe service TEST

Network::Interface: :Pppoe: "PPPoOEQ": service set.

(config-if)> no pppoe service
Network::Interface: :Pppoe: "PPPoOEQ": service removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 JobasneHa komaHaa interface pppoe service.

3.31.159 interface pppoe session auto-cleanup

OnucaHue Bkarountb otnpaeky PADT nakeTta 415 He3aBepLueHHoW ceccum PPPoE. Mo
YMOYaHUIO GYHKLNSA BKAKOYEHa.

KomaHga ¢ npedurkcom no otkatouaeT otTnpasky PADT nakeTa.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PPPoOE

Cunoncuc I (config-if)>  pppoe session auto-cleanup

I (config-if)> no pppoe session auto-cleanup

Mpumep (config-if)> pppoe session auto-cleanup
Network: :Interface::Ppp: "PPPoOEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup
Network: :Interface: :Ppp: "PPPoEQ@": disabled session auto cleanup.

WcTopuns nsmeHeHwnit |Bepcusa onucaHue
3.03 JobasneHa komaHaa interface pppoe session
auto-cleanup.
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3.31.160 interface preamble-short

OnucaHue
Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Micnonb3oBaTb KOPOTKYH npeanbyy.

Aa
Ja
Het

Radio

I(conﬂgJﬂ> preamble-short

I(conﬁg-ﬁﬁ>nopreamble-short

(config-if)> preamble-short
Network::Interface::Rtx::WifiMaster: "WifiMaster@": short »
preamble enabled.

(config-if)> no preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble disabled.

Bepcusa

OnucaHune

2.00

JobasneHa komaHgaa interface preamble-short.

3.31.161 interface reconnect-delay

OnucaHune

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTbl

YCTaHOBUTb nepunoj BpeMeHn Mexay nonbiTkaMmuy nepenogkioyeHn4. Mo
YMOTYaHWIO NCMNOJIb3yeTCd 3Ha4YeHne 3.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No ymoa4v4aHuio.

Ja
Ja
Het

PPP

(config-if)>

reconnect-delay «sec»

(config-if)> no reconnect-delay

AprymeHT

3HayeHue

OonwvcaHune

sec

Lenoe u4ucno

MNepuog BpemeHn B cekyHaax. MoxeTt
npuHMMaTh 3HayeHusa ot 3 Ao 600.
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Mpumep (config-if)> reconnect-delay 3
Network::Interface::Ppp: "PPTP1": reconnect delay set to 3 »
seconds.

(config-if)> no reconnect-delay
Network: :Interface::Ppp: "PPTPO": reconnect delay reset to »

default.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.11 Jlo6aBneHa koMmaHga interface reconnect-delay.

3.31.162 interface rekey-interval

OnucaHune YKasaTtb nepvoj BpeMeH Mexay aBToMaTtnyeckuMmm n3MmeHeHnsamMm
CeKPEeTHbIX K/toYer Ana A0CTyna K CeTeBbIM YCTPONCTBaMm. 1o ymMonyaHuo
ncnonb3lyetcd 3HaveHVe 86400.

KomaHaa ¢ npedrKcom no oTKNOYaeT N3MEHEHME K/oYen.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica WiFi

Cunoncuc (config-if)>  rekey-interval <interval

(config-if)> no rekey-interval

AprymeHTbI AprymeHT 3HaueHue OonucaHue
interval lesoe uucso |3HayveHMe B CeKyHAaX NMHTepBasa CMeHbl
KAo4a.
Npumep (config-if)> rekey-interval 3000

Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.

(config-if)> no rekey-interval
Network: :Interface::Rtx::WifiMaster: "WifiMasterQ": rekey »
interval disabled.

WcTopuns nsmeHeHnit |Bepcus onucaHue
2.06 Job6asneHa komaHaa interface rekey-interval.
2.15 JobasneHo 3Ha4veHMe no ymonyaHuto 3600 cekyHA,.
3.04 3HayeHve rMo yMon4aHuio n3mMeHeHo Ha 86400 cekyHA,.
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3.31.163 interface rename

OnuncaHwne

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

NcTopusa nsmeHeHum

Ha3HaunTb NPOM3BO/IbHOE UMS CeTEBOMY UHTepdelicy. K HTepdeiicy MOXHO
o6palllaTbcsi N0 HOBOMY MMeHM Kak no ID.

KomaHgaa ¢ npedrKcoM no yaanset HacTPOKY.

MpegynpexaeHre; He nepevimeHoBbIBanTe MHTepdeic Home. 3TO MOXeT
NPUBECTU K HENPeACKa3yeMbIM CUCTEMHbLIM OLLMOKaM.

Aa

Ja

Het

(config-if)>  rename <rename>

(config-if)> no rename

AprymeHT 3HaueHue |OnucaHue

rename CTpoka HoBoe nmsa nHtepdeiica.

(config-if)> rename PPPoEl
Network: :Interface: :Base: "PPPoEQO": renamed to "PPPoEl".

(config-if)> no rename
Network::Interface::Base: "PPPoEO": name cleared.

Bepcus OnucaHue

2.08 JobaBneHa komaHAa interface rename.

3.31.164 interface rf e2p set

OnuncaHune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

N3mMeHWTb 3HaueHe SUeinkn NamMATV KanMbpoBOYHbIX AaHHbIX, HAXOAsLLIenCs
no cMmeLleHuto of fset Ha 3HaueHue value ANa ykazaHHOro nHTepderica.

Het
HeT
Het

Radio

I (config-if) rf e2p set«offset>walue
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AprymeHTbl

Mpumep

UcTopuns nameHeHui

3.31.165 interface role

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTbl

Mpumep

AprymeHT 3HayeHue |OnucaHue

offset lecran preprt+oe| CMeLLeHMe aYelnk namaT. MoxeT
yucsio NMPUHVMaTL 3HayeHus oT 1E0 go 1FE.

value lecren preptHoe| HoBOE 3HaUeHMe 414 3anncK B S4eiky

4yuciio

namaTtn. Moxer I'IpI/IHI/IMaTb 3HayeHnd oT
0 g0 FFFF.

(config-if)> rf e2p set 1f6 0
Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

Bepcusa

OnucaHune

2.04

Jlo6aBneHa komaHga interface rf e2p set.

HasHaunTb ponb nHTepdeincy. OgHomMy nHTepdelicy MOXeT 6bITb Ha3HaYeHO
HecKo/ibko posnieil. KoMaHAa NCnonb3yeTcs 415 NpaBuUabHOro oTobpaxeHus
cBsizeii VLAN B Beb-uHTepodeiice.

KomaHgaa ¢ npedpurkcom no yaanset posb. ECnv BbINOAHUTE KOMaHgy 6e3
aprymMeHTa, T0 BeCb CNCOK posiei nHTepderica byaet oUnLLeH.

Ja

Het

Ja

(config-if)>

role «roles [ for «<ifors ]

(config-if)> no role[ role]

AprymeHT 3HauyeHue OnuncaHwue
role inet WNHTepdeic ncnonbsyetcs A8 NOAKII0YEHNS
K IHTepHeTy.

iptv NHTepdelic ncnonbayetca ansa cny6bl IPTV.
voip NHTepdelic ncnonb3yetcsa ans cnyxosl VoIP.
misc NHTepdeiic ncnonbsyetca ans IP Policy.

ifor Nma MonHoe nmsa nHTepdeinca nim NCeBLOHNM.
MHTEpPenca

(config-if)> role iptv for GigabitEthernetl
Network: :Interface: :Base:
"iptv" for GigabitEthernetl.

"GigabitEthernetl": assigned role »
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UcTopuns nameHeHuii

(config-if)> no role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": deleted role "iptv".

(config-if)> no role

Network::Interface::Base: "GigabitEthernetl": deleted all roles.

Bepcus OnucaHve
2.06 JobaeneHa komaHaa interface role.
2.10 [JlobaBneH aprymeHT misc.

3.31.166 interface rrm

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

Mpumep

WcTopus nsmeHeHum

Bkntountb RRM ansa nomncka cocefHUX ToYyek AocTyna no ctaHgapty IEEE
802.11k c yenbto NpeAocTaBNEHNS CMIMCKA 3TUX TOYEK AOCTYNa abOHEHTCKOMY
YCTPOWCTBY No 3anpocy. [0 yMOAYaHWIO 3Ta OMums OTKJIIOUEHa.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Ja
Ja
Het

AccessPoint

I (config-if)>  rrm

I (config-if)> no rrm

(config-if)> rrm

Network::Interface: :Rtx::AccessPoint:

RRM enabled.

(config-if)> no rrm

Network: :Interface: :Rtx: :AccessPoint:

RRM disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMaster@/AccessPoint0": »

Bepcus OnucaHue

2.13 JobaBneHa komaHaa interface rrm.

3.31.167 interface schedule

MpucBonTh NHTepdeiicy pacnvcaHue. Mepes BoINOAHEHNEM KOMaHAbI,
pacnuncaHmne JOMXKHO BbiTb CO34aHO U HACTPOEHO MPY MOMOLLM KOMaHAbI

OnuncaHwune

schedule action.
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KomaHga c npedurkcom no paspbiBaeT CBSA3b MeXAy pacrnmcaHem u
nHTepdericom.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config-if)>  schedule <schedules

(config-if)> no schedule

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

schedule Pacnncanne |HasBaHMe pacnmcaHus, CO34aHHOro npu
nomMoLum rpynnel KoMmaHA schedule.

Mpumep (config-if)> schedule WIFI
Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.06 JobaeneHa komaHga interface schedule.

3.31.168 interface security-level

OnucaHue YCTaHOBUTL YpOBEHb 6€30MaCHOCTU AN aHHOro MHTepdelica. YpoBHU
6e30MacHOCTM onpeaenstoT N0rMKy paboTbl MeXCeTeBOro 3KkpaHa:

* Pa3pelueHo ycTaHaBAVBaTb COeANHEHWS B HanpaB/ieHUn
private - public.

* 3anpeLueHo yCTaHaBANBaTb COeAMHEHMS, NPUXoadaLLne Ha nHTepdeiic
public, T. e. BHanpaBneHun public - private n public - public.

+ CaMo yCTPOMCTBO NPUHVMAET CETEBbIE MOAK/HOUEHMS (paspeLlaeT
yrnpaB/ieHVe) TONbKO C UHTepdeiicoB private.

+ MNepepaya gaHHbIX Mexay nHTepdericamm private MoxeT 6bITb paspeLleHa

WK 3anpeLleHa B 3aBUCUMOCTM OT YCTaHOBKM rnobanbHOro napameTtpa
isolate-private.

* protected vHTepdelicbl He MMerT AOCTyNa K YCTPOMNCTBY U APYTUM
private/protected nogcetsam, HO OHM MMEIOT JOCTYMN K public

nHTepdericam n NHTepHeTy. YCTPOICTBO obecneynBaeT 3aLlMLLeHHbIM
cermMeHTam ToNbKO JocCTyn K cny>xx6am DHCP n DNS.
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* MNepeaaya gaHHbIX OT private nHTepdeiica k protected No ymonuyaHuto
3anpeLyeHa. YTobbl paspeLlumnTb Takoe B3aMMOAeNCTBME, HEOBXOANMO
BbINOJIHUTL KOMaHAy no isolate-private.

MNpumMeyaHue: o ymMOAYaHMIO BCEM BHOBb CO34aHHbIM MHTepdeincam
npucBanBaeTcs ypoBeHb 6e3onacHocTu public.

Cnnckm goctyna access-list nmetoT 60o51ee BbICOKUIA
nNpUopuTeT, YeM YPOBHM 6€30NacHOCTK, MO3TOMY C
MOMOLLBIO HMX MOXHO BBOAUTL AOMONHUTENbHbIE NPaBMa
dunbTpPaLMM NakeTos..

Mpejukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-if)> security-level (public | private | protected)

Mpumep HecmoTps Ha TO, UTO He cyLecTByeT GyHKLMN NOMHOIO OTK/HYEHMS
MEXCeTeBOro 3KkpaHa, MOXHO OTK/IH0UaTb €ro Ha OTAeNbHbIX HarnpaBaeHUsX.
Jonyctnm, TpebyeTca NOMHOCTLIO pa3peLlnTb nepejady AaHHbIX MeXAy
«fOMaLlHeN» ceTbto Home 1 rnobanbHoM ceTbto PPPOEO. [ns 3Toro o6onm
nHTepdericam Hy>XHO Ha3HaAYNTb YPOBEeHb 6e30MacHOCTU private n
oTkMuUNTL GyHKUMto isolate-private.

(config)> interface Home security-level private
Network::Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOEO security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

MpuMeyaHne:  MexceTeBOW aKpaH U TpaHCALMA agpecoB — GyHKLMN,
npesHasHavYeHHble 419 peLleHVsa NPUHLMNVANBHO Pa3HbIX
3agady. BkntoueHne NAT mexay nHtepdericamm Home n

PPPOEO B KOHGUrypaumm, MokasaHHOW BbILLIe, He 3aKpbiBaeT
JOCTYyn B ceTb Home CO CTOPOHBI rnobanbHon ceTn. [laxe

Npv BKAKOYEHHOW TPaHCNALMY a4pecoB KOMaHAoM ip nat
Home nakeTbl 13 PPPOEO 6yayT cBO6OAHO NPOXOANTL B CETb

Home.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa KomaHaa interface security-level.
2.06 JobasneH napameTp protected.
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3.31.169 interface sim pin

OnucaHwue YctaHoBuTb PIN-kog ansa SIM-kapThl.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

CuHoncuc (config-ify>  sim pin qin

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
pin Ctpoka 4-8-3HauHbI PIN-koga.
NMpumep (config-if)> sim pin 1455

UsbQmi::Interface: "UsbQmil": PIN code set.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.02 Job6asneHa komaHgaa interface sim pin.

3.31.170 interface speed

OnucaHue HactpouTtb ckopocTs Ethernet nHtepderica. Mo ymonyaHuto 3ajaHo 3HaUeHne
auto.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc (config-if)>  speed <speed>

(config-if)> no speed

AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
10 Knyesoe CKopocTb coefnHeHns B MouT/c.
100 C/10B0
1000
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AprymeHT 3HauyeHue OnuncaHwue
auto Knwouesoe ABTOMAaTMYeCKast HaCTPONKa CKOPOCTU.
CJ10BO

Mpumep

(config-if)> speed 1000

Network::Interface::Ethernet: "GigabitEthernetl/0": speed set »

to 1000.

(config-if)> no speed
Network::Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).

UcTopuns nameHeHuii

Bepcusa

OnucaHue

2.06.B.1

Jlo6aBneHa komaHga interface speed.

3.31.171 interface speed nonegotiate

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

OTKNOUYNTb aBTOMATUYECKYH HaCcTPOKY ckopocTu. Mo
YMOJIYaHWNI0,aBTOMAaTMYecKas HacTpolika BK/IOYeHa

KomaHaa ¢ npe¢rkcom no BkItoUaeT aBTOMATUYECKYH HaCTPOWKY.

Ja
Aa
HeTt

Ethernet

I(conﬁ94ﬂ> speed nonegotiate

I(conﬂ94ﬂ>nospeednonegotiate

(config-if)> speed nonegotiate
Network: :Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernetl/0": »

autonegotiation enabled..

Bepcus

OnucaHune

2.08

Job6asneHa komaHaa interface speed nonegotiate.
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3.31.172 interface ssid

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

YkazaTb nms 6ecnposogHoii cet (SSID) ana nHtepdeicoB WiFiStation m
AccessPoint. B 3aBUCMMOCTW OT TUNa UHTepdelica 3HaueHne SSID
06pabaTbiBaeTCA NO-pasHOMY.

* [insa AccessPoint SSID — HeobxoMMas HacTpolika, 6e3 KOTOPO OHa He
byseT NPUHUMAaTb MNOAKIOYEHNS.

* AnaWiFiStation SSID onpegenseT, K Kako TOUKe AOCTyna OHa byaeT
noAakntoyaTtbcs. bes 3agaHHoro SSID WiFiStation MoXeT nogKntoumnTbLCa
K 1060 AOCTYNHOM 6eCnNpOBOAHOM CETK MO CBOEMY YCMOTPEHWUIO.

KomaHga ¢ npedumkcom no yctaHaBAMBaeT nMs 6eCnpoBOAHON ceTn Mo
YMOTYaHMIO.

Ja

Aa

HeTt

WiFi

(config-if)>  ssid«ssid

(config-if)> no ssid

AprymeHT 3HauyeHue OnucaHue

ssid CTpoka Mms 6ecnpoBogHoii ceTtu (SSID).

(config-if)> ssid MYNETWORK
Network::Interface: :Wireless: "WifiMaster®/AccessPoint0": SSID »
saved.

(config-if)> no ssid
Network::Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
SSID reset.

Bepcusa OnucaHue

2.00 JobaBneHa komaHaa interface ssid.

3.31.173 interface switchport access

OnuncaHwne

YctaHoBUTb ngeHTndukatop VLAN Ha nopTy Ana paboTbl B pexurme goctyna.
PaspeLuaet nepegavy Kagpos ykasaHHoro VLAN B MopT v BKIKOYAET yaaneHue
mMapkepa VLAN 13 nepejaBaemMbIiX KagpoB.

KomaHza ¢ npedrKcom no yaansieT HacTpoiiky.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Ja
Ja
Het

Port

(config-if)>  switchport access vlan «vid>

(config-if)> no switchport access vlan

AprymeHT 3HayeHue |OnucaHue

vid Uenoe umncno |NaeHtnukatop VLAN docmyna. MoxeT
npuHMMaTb 3HayeHuns ot 1 go 4094
BK/IIOUMTENBHO.

(config-if)> switchport access vlan 1
Network: :Interface::Switch: "GigabitEthernet0/0": set access »
VLAN ID: 1.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga interface switchport access.

3.31.174 interface switchport friend

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

HacTpouTb ogHOHanpaeneHHbI VLAN ansa rpynnoBoro Tpaddurika B
aononHeHwue K VLAN docmyna. NMopT MOXeT BbITb YacTbio ogHoro VLAN
docmyna. KoMaHAa BKIlOUaeT nepeajpecaumio ncxoaailero Tpaduka ¢
apyroro VLAN docmyna (Ha3eiBaemoro "friend"). MakeTol "friend" nepeaatoTtcs
6e3 Tera.

KomMaHza ¢ npedprKcom no yaanset HaCTPOKY.
Ja

Aa

Het

Port

I (config-if)>  switchport friend vlan «vid>

I (config-if)> no switchport friend vlan
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AprymeHTbI AprymeHT 3HaueHne |OnucaHue
vid Uenoe umucno |NgeHtndukartop "friend" VLAN. MoxeT
NpMHMMaTbL 3HayeHus ot 1 o 4094
BKHOUNTENbHO.
Mpumep (config-if)> switchport friend vlan 2
Network: :Interface::Switch: "GigabitEthernet0/0": set friend »
VLAN ID: 2.
MCTOpMﬂ U3MeHeHUnA Bepc”ﬂ onvicaHue
2.06 JobaeneHa komaHgaa interface switchport friend.

3.31.175 interface switchport mode

OnucaHune YCTaHOBUTL pexunM access Unu trunk ans seiopaHHoro VLAN. Mo ymonyaHuto
YCTaHOBJ/IEH PEXWNM access.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HaUEHME MO YMOAYAHUNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Port

CuHoncuc (config-if)>  switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

AprymeHTbI AprymeHTt 3HaueHue |OnucaHmne

mode access Bknrounts pexum gocrtyna VLAN, To ectb
TaKoW pexmm, Korga vyepes nopT
nepesaroTcs TOIbKO HEMApPKUPOBaHHbIe
Kagapbl. Ha BxogsLme kagpbl CTaBUTCA
mMapkep PVID, ycTaHOBAEHHBI KOMaHZAOM
switchport access. [MopT aBnaeTcs
BbIXO4HbIM TO/IbKO Ana VLAN ¢
naeHtTndukatopom PVID. Mpn nepegave
Kagpos B nopT, Mapkep VLAN ¢ HUX
CHUMaeTCS.

trunk BktounTh pexxnum MynbTUMAEKCUPOBaHNSA
VLAN, Korga yepes nopT nepejaroTcs
Kagpbl, NpHaaaexatime HeCKoNbKUM
VLAN. Mpwn 3TOM Kaxabll Kagp noMeyeH
MapkepoM. CNUCoK NAeHTUGNKATOPOB
ceTeli VLAN, B KOTOpble BXOAUT NOPT,
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Mpumep

UcTopuns nameHeHuii

AprymeHT 3HayeHue |OnucaHue
yCTaHaB/MBaeTca KoMaHgo switchport
trunk.

g-in-q Kmwyesoe BkounTb ABOVIHOE TErnpoBaHue.

cJioBO

(config-if)> switchport mode access
Network: :Interface::Switch: "GigabitEthernet®/1": access mode »
enabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga interface switchport mode.

3.31.176 interface switchport trunk

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

UcTopus nsmeHeHwnii

Jo6asuTtb nopT BO VLAN. PaspelunTs nprem 1 nepeaavy KajpoB yKa3aHHOro
VLAN B nopT, npuyemM mapkep VLAN 13 nepegaBaembiX KagpoB He yaanaeTcs.
B pexxume trunk gonyckaetcs gobaBneHune nopTta B Heckosibko VLAN.

KomaHga ¢ npedurkcom no yaanset nopT 13 ykasaHHoro VLAN. Ecan
NCNONb30BaTb KOMaHAy 6e3 aprymeHToB, NOpT byaeT yaaneH 3 scex VLAN.

Ja

Ja

Ja

Port

(config-if)>  switchport trunk vlan «vid»

(config-if)> no switchport trunk vlan [ vid]

AprymeHT 3HaueHue |OnucaHue

vid Uenoe uucno (aeHtndukaTtop VLAN. JranasoH
AONYCTUMbIX 3HaYeHU — oT 1 fo 4094,

(config-if)> switchport trunk vlan 100
Network::Interface::Switch: "GigabitEthernet0/1": set trunk VLAN »
ID: 100.

Bepcus OnucaHue

2.06 Jlob6aeneHa komaHga interface switchport trunk.
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3.31.177 interface traffic-counter action disconnect

OnucaHue

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

MpepBaTh CBA3b C NPOBaiAePOM NP JOCTUXEHUM NUMUTA Tpaduka.

Het

Ja
Het

Usb

(config-if)>

traffic-counter action (trigger» disconnect

AprymeHT

3HayeHue

OonvicaHune

trigger

limit

Tpurrep ok/l04YeHUs Mo AMMUTY Tpaduka.

(config-if)> traffic-counter action limit disconnect

UsbQmi::TrafficCounter:

trigger "limit".

"UsbQmi0®": set disconnect action for

>

Bepcus

OnucaHune

3.06

[JlobaBneHa komaHaa interface traffic-counter action
disconnect.

3.31.178 interface traffic-counter action sms-alert message

OnucaHwue

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbl

YKa3aTb TeKCT SMS-onoBeLleHus.

Hert
Aa
Het
Usb
(config-if)>  traffic-counter action «trigger> sms-alert message
messages
AprymeHT 3HauyeHue OnuncaHwue
trigger threshold Tpurrep SMS-onoseLyeHna — Noporosoe
3Ha4veHue.
limit Tpwurrep SMS-onoseLyeHNa — AUMUT
Tpaduka.
message CTpoka TekcT SMS-onoBeLyeHUA.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHum

(config-if)> traffic-counter action threshold sms-alert message »
TEXT

UsbQmi::TrafficCounter: "UsbQmi@": set message for trigger »
"threshold".

Bepcus OnucaHue

3.06 JobaBneHa komaHaa interface traffic-counter action
sms-alert message.

3.31.179 interface traffic-counter action sms-alert phone

OnucaHue

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHui

Yka3zaTb Homepa TenepoHOB A1a SVS-onoseLleHNS.

Hert

Ja

Ja

Usb

(config-if)> traffic-counteraction«trigger> sms-alert phone phone;

AprymeHT 3HauyeHue OnucaHue

trigger threshold Tpwurrep SMS-onoseLleHVa — Noporosoe
3HaueHue.

limit Tpurrep SMS-onoseLleHUs — ANMUT

Tpaduka.

phone Ctpoka Homep TenedoHa ana SMS-onoseLLeHUs.
Mo>HO BBeCTU 40 Tpex TenedOoHHbIX
HOMepoOoB.

(config-if)> traffic-counter action threshold sms-alert phone »
+71112223344

UsbQmi::TrafficCounter: "UsbQmi®": add phone number »
"+71112223344" for action "threshold".

Bepcus OnucaHve

3.06 JlobaBneHa komaHa interface traffic-counter action
sms-alert phone.

3.31.180 interface traffic-counter enable

OnucaHwne

BkNHOUNTb CHETUMK MOBW/IBHOTO Tpa¢VIKa. Mo YMOIYaHNIO ONnunsA OTK/IKOYEeHa.

KoMaHAa ¢ NpeprkcoM No OTK/HOYAET CHETUMIK.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Usb

CuHoncnc I (config-if)>  traffic-counter enable

I (config-if)> no traffic-counter enable

NMpumep (config-if)> traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi@": enabled.

(config-if)> no traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi®": disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.06 Job6aeneHa komaHaa interface traffic-counter enable.

3.31.181 interface traffic-counter limit

OnucaHwue YCTaHOBUTb IMMUT cyeTymKka Tpadurka B Merabaritax, rmrabantax nam
TepabawTax.

KomaHga c npedurkcom no copacbiBaeT HaCTPOWKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica Usb

Cunoncuc (config-if)>  traffic-counter limit «values wnit>

(config-if)> no traffic-counter limit

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
value Lenoe 4ncno |3HauyeHve nuMuTa Tpaduka.
unit CTpoka EAVHMLbLI U3SMepeHna: MB, GB, TB, MiB, GiB,
TiB.
NMpumep (config-if)> traffic-counter limit 4 TB

UsbQmi::TrafficCounter: "UsbQmiO": set limit to 4 TB.
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(config-if)> no traffic-counter limit
UsbQmi::TrafficCounter: "UsbQmi@": reset limit.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.06 JobaBneHa komaHaa interface traffic-counter limit.

3.31.182 interface traffic-counter monthly

OonuncaHmne 3afaTthb JeHb MecsLua AN nepesanycka cyeTumka Tpaduka.
KomaHgaa ¢ npedurkcom no copacbiBaeT HAaCTPOKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Usb

CuHoncuc (config-if)>  traffic-counter monthly «day-of-month>

(config-if)> no traffic-counter monthly

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

day-of-month|lenoe uucno |[leHb mecsaua c 1 no 31 Ana nepesanycka
cyeTyumka Tpaduka.

Mpumep (config-if)> traffic-counter monthly 31
UsbQmi::TrafficCounter: "UsbQmi@": set day of month to "31".

(config-if)> no traffic-counter monthly
UsbQmi::TrafficCounter: "UsbQmi®@": reset day of month.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.06 JlobasneHa komaHga interface traffic-counter monthly.

3.31.183 interface traffic-counter set

OnucaHwue 3ajaTb Tekyllee 3HayYeHue cyHeTumKa Tpaduka.
Mpejukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, Het
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Tun nutepdeiica Usb

CuHoncnc (config-if)>  traffic-counter set «values wwnit>

AprymeHTbl AprymeHT |3HaueHme |OnucaHue
value Uenoe uyucno |YncnoBoe 3HaYeHMe cyeTumMKa (Lenoe nam c
M/iaBatoLLEN TOUKOMN).
unit Ctpoka EanHuubl nsmepeHunsa: MB, GB, TB, MiB, GiB,
TiB.
Mpumep (config-if)> traffic-counter set 1.54 GB

UsbQmi::TrafficCounter: "UsbQmi®": set value to 1.54 GB.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

3.06 JlobaBneHa komaHaa interface traffic-counter set.

3.31.184 interface traffic-counter threshold

OnucaHue YCTaHOBUTbL MOPOr OMOBeLLeHNs cyeTymka Tpaduka.
KomaHgza ¢ npedpurkcom no cbpackiBaeT HAaCTPOIKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica Usb

CuHoncuc (config-if)>  traffic-counter threshold «thresholds

(config-if)> no traffic-counter threshold

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue

threshold Uesoe uucso |[loporosoe 3HayeHMe B NPoLeHTax oT
nmmuTta. MoxeT NpUHMMaTh 3HadYeHus oT 1
[0 99 npoueHTOoB.

Mpumep (config-if)> traffic-counter threshold 99
UsbQmi::TrafficCounter: "UsbQmi@": set treshold to 99 percent »
of the limit.

(config-if)> no traffic-counter threshold
UsbQmi::TrafficCounter: "UsbQmi@": reset threshold.
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UcTopuns nameHeHuii

Bepcus OnucaHve
3.06 JlobaBneHa komaHaa interface traffic-counter
threshold.

3.31.185 interface traffic-shape

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YcTaHOBUTbL npeaen ckopoctmn nepeiayn JaHHbIX 419 yKa3aHHOro |/|HTep¢e|7|ca
B 0b6e CTOPOHHbI. Mo YMOJTYaHWKO CKOPOCTb HE OrpaHmM4yeHa.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
Ja
Aa

Het

(config-if)>  traffic-shape raterate> [ asymmetric wpstream-rate;]
[ schedule <schedules ]

(config-if)> no traffic-shape

AprymeHT 3HauyeHue OnucaHwue

rate Lenoe uyncno |3HaueHue CKOPOCTM NMepeaavn gaHHbIX
B K6uT/C. OrpaHnyeHvie OMKHO ObITh B
AnanasoHe oT 64 Kéut/c go 1 rémt/c.

upstream-rate |Uenoe uwucno |CKOPOCTb OTAAUM AaHHbLIX B K6UT/C.
OrpaHunyeHe AOXKHO 6bITh B
AnanasoHe oT 64 K6ut/c go 1 rémt/c.

schedule Pacnuncanmne Ha3BaHwWe pacnuncaHus, co3gaHHOro npu
nomMoLuy rpynnel KomaHa schedule.

(config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

(config-if)> traffic-shape rate 80 asymmetric 64
TrafficControl::Manager: "WifiMasterl/WifiStation@" interface »
rate limited to 80/64 kbit/s.

(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for »
"WifiMasterl/WifiStation@" interface.

Bepcus OnucaHve
2.05 [Jlo6aBneHa komaHga interface traffic-shape.
3.04 JlobaBneH aprymeHT upstream-rate.
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naBa 3 OnncaHme KOMaHA,

3.31.186 interface tunnel destination

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3ajatb yAaHEHHbIIz KOHEeU TyHHenNA. Ecnn oH ncnosib3yeTcd cCOBMeCTHO C
aBToMaTu4yecknm IPsec-coegnHeHMeM, CBA3aHHbIM C TyHHEenewm, MHTep¢e|7|c
CTaHOBUTCA NHNLMNATOPOM IPsec-coegmnHeHmns.

KomaHga ¢ npedrkcoM No 0TMeHSAeT HaCTPOIAKY.
Ja

Ja

Het

Tunnel

(config-if)>  tunnel destination «destination

(config-if)> no tunnel destination

AprymeHT 3HayeHne |OnucaHue
destination Ctpoka IP-agpec v goMeHHoe MA yAaeHHOro
XocCTa.

(config-if)> tunnel destination ya.ru
Network::Interface::Tunnel: "Gre0": destination set to ya.ru.

(config-if)> no tunnel destination
Network: :Interface: :Tunnel: "Gre0": destination was reset.

Bepcus OnucaHue

2.08 JobaeneHa komaHga interface tunnel destination.

3.31.187 interface tunnel eoip id

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKMK
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

3agatb ngeHtudukatop EoIP-tyHHens.

KomaHza ¢ nped1KcoM no OTMeHsIeT HaCTPOIAKy.

Aa
Ja

Het

Eoip

I (config-if)>  tunnel eoip id «id>
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AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-if)> no tunnel eoip id

AprymeHT 3HaueHue |OnucaHue

id Lenoe uucno |\ageHTUdUKaTOp TYHHENS.

(config-if)> tunnel eoip id 50
Network::Interface::Tunnel: "Gre@": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.

Bepcus OnucaHve

2.08 Job6asneHa komaHgaa interface tunnel eoip id.

3.31.188 interface tunnel gre keepalive

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbI

Mpumep

Brntountb noaaepxky Cisco-like keepalive ans TyHHeneli GRE. Mo ymonyaHuto
interval paBHO 5, count paBHoO 3.

KomaHga c npedunkcom no yganseTt HacTPOWKy.
Ja

Ja

Hert

Tunnel

(config-if)>  tunnel gre keepalive <intervals> [count]

(config-if)> no tunnel gre keepalive

AprymeHT 3HauyeHue OnucaHwue

interval lenoe umucno |NHTepBan otnpaBku nakeToB keepalive B
cekyHAax. MoxeT NpMHUMaTb 3Ha4YeHUs oT
0 fo 60. Ecnv npucBouTb 3HaUYeHMe 0, TO
BK/IFOUAETCS TONIbKO OTBET Ha keepalive n
poyTep He byaeT pearmpoBaTb Ha Mi3MeHeHne
COCTOAHUSA TYHHenNs.

count UYesoe uucso |Konnyectso MomnbITOK OTMNPaBKN NakeToB
keepalive. MoxeT NpyHMMaTb 3Ha4YeHUs OT
1 go 20.

(config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).
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(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network: :Interface::Gre: "Gre0": enable only GRE keepalive »

replies.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.10 Jo6aeneHa komaHga interface tunnel gre keepalive.

3.31.189 interface tunnel source

OnucaHune 3afaTtb IoKanbHbIA KOHeL, TYHHens. ECn oH MCcnonb3yeTcs COBMECTHO €
aBTOMaTUYeCcKUM [Psec-coefriHeHVIEM, CBA3AHHbIM C TYHHENeM, TO BK/IH0YaeTcs
pexuvm npuema coegnHeHni IPsec IKE Ha ycTaHOBNeHMe 3aLWyLEHHOIO
TYHHens.

KomaHga ¢ npeprkcoM No OTMEeHSAEeT HaCTPOIKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Tunnel
CuHoncuc (config-if)>  tunnel source (auto | <interface | <address>)
(config-if)> no tunnel source
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
auto Knwoyesoe YCTaHOBUTbL TeKyLLi paboTatoLnii
CJ/1080 WAN-uHTepdelic.
interface nms MonHoe nma nHTepderica NN NCeBAOHUM.
MHTepdelica
address IP-agpec JNokanbHsbIn IP-agpec TyHHens.
Mpumep (config-if)> tunnel source auto

Network: :Interface::Tunnel: "Gre0": source interface set to auto.

(config-if)> no tunnel source
Network::Interface::Tunnel: "Gre0": source was reset.

VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue
2.08 JobasneHa komaHza interface tunnel source.
2.09 [JlobaBneH aprymeHT auto.
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3.31.190 interface tx-burst

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

BkntounTb arperaumio naketoB Ha ypoBHe Wi-Fi gpaiiBepa (Tx Burst). Mo
YMONYaHMIO NapaMeTp OTK/IHYeH.

KomaHga ¢ npedprKcoM no OTK/I0UaEeT HaCTPOWKY.
Ja

Ja

Het

I (config-if)>  tx-burst

I (config-if)> no tx-burst

(config-if)> tx-burst
Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.

Bepcus OnucaHue

2.07 Job6aBneHa koMmaHaa interface tx-burst.

3.31.191 interface tx-queue length

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTpPOWKN
MHorokpaTHbIVi BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

YCTaHOBUTb pa3mep oyepeamn NCXOAALLMX NakeToB Ha MHTepdeiice. Mo
YMOJIHaHUIO yCTaHOBEeHO 3HaveHre 1000.

KomaHga ¢ npedurkcom no yctaHaBAMBaeT 3HavYeHMe o yMOAYaHuIo.
Ja

Ja

Het

(config-if)>  tx-queue length <lengths

(config-if)> no tx-queue length

AprymeHT 3HayeHue OnucaHue

length Uenoe 4ucno |AnviHa ouepegn B npegenax ot 0 Ao 65536.

(config-if)> tx-queue length 255
Network: :Interface::Base: "L2TPO": TX queue length is 255.

(config-if)> no tx-queue length
Network::Interface::Base: "L2TPO": TX queue length reset to »
default.
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.06 Jlo6aBneHa koMmaHga interface tx-queue length.

3.31.192 interface tx-queue scheduler cake

OnucaHwne

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb NNaHNPOBLLMK nakeToB CAKE ana nHTepdeiica. Mo ymonyaHuto
3HayeHune cake ncnonb3yetca ana DSL uHTepdelicos n USB-moaemos,
fq_codel — ana Bcex ocTanbHbIX.

KomMaHgza ¢ npedprKCoM NO Ha3HayaeT NAaHNPOBLLYIK MO YMOUYAHUIO.
Ja

Ja

Het

I (config-if)>  tx-queue scheduler cake

I (config-if)> no tx-queue scheduler cake

(config-if)> tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"cake".

(config-if)> no tx-queue scheduler cake
Network::Interface::Base: "L2TP0": set default TX queue scheduler.

Bepcus OnucaHve

3.06 JlobaBneHa komaHza interface tx-queue scheduler cake.

3.31.193 interface tx-queue scheduler fq_codel

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

YCTaHOBUTb NAaHNPOBLUMK NakeToB FQ_CODEL ana nHtepdeiica. Mo
YyMO4aHUIO 3HaueHne cake ncnonbsyetcs Ans DSL nHTepdeiicos n

USB-mogemoB, fq_codel — gns Bcex oCTanbHbIX.

KomMaHza ¢ npeprKcomM No Ha3HayaeT NAaHNPOBLLVIK MO YMOTUYAHUIO.
Ja

Ja

Het

I (config-if)>  tx-queue scheduler fq_codel

I (config-if)> no tx-queue scheduler fq_codel
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NMpumep (config-if)> tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"fq_codel".

(config-if)> no tx-queue scheduler fq_codel
Network::Interface::Base: "L2TP0": set default TX queue scheduler.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
3.06 Jlo6aBneHa komaHga interface tx-queue scheduler
fq_codel.

3.31.194 interface up

OnucaHune BkntounTb ceTeBoli MHTepdeic 1 3anncaTb B HACTPOIKW COCTOSIHME «Up».

KomaHga ¢ npednKcom no OTK/IKOUYaET ceTeBoOM MHTepdenc n yaanseTt «up»
13 HacTpoek. Takxke MOXeT 6bITb MCMoJIb30BaHa koMaHza interface down.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-if)>  up

I (config-if)> no up
Mpumep (config-if)> up

Interface enabled.
WcTopuns nsmeHeHWit |Bepcua onucaHue

2.00 JobasneHa KomaHaa interface up.

3.31.195 interface uplink-mumimo

OnucaHwue Bkntoumntb Bocxogdiee coeanHeHmne 802.11ax MU-MIMO. Mo ymonvaHutio
byHKUMS BKAOYEHa.

KomaHga ¢ npednkcom no oTKArYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

Tun nutepdeiica WiFiMaster
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CuHoncuc I (config-if)>  uplink-mumimo
I (config-if)> no uplink-mumimo
Mpumep (config-if)> uplink-mumimo

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1llax »
uplink-mumimo enabled.

(config-if)> no uplink-mumimo
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": 1llax »
uplink-mumimo disabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

3.07

JobasneHa komaHgaa interface uplink-mumimo.

3.31.196 interface uplink-ofdma

OnucaHue Brnrountb Bocxogsiee coegnHeHve 802.11ax OFDMA. T1o yMO4aHuio
HaCcTpolKa OTKIOYeHa.

KomaHza c nped1KcomM no oTKIOYaEeT HaCTPOWKY.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

Tun uHTepdderica WiFiMaster

CuvHoncuc

I (config-if)>  uplink-ofdma

I (config-if)> no uplink-ofdma

NMpumep (config-if)> uplink-ofdma
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1lax »
downlink-ofdma enabled.

(config-if)> no uplink-ofdma
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1lax »
downlink-ofdma disabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

3.07

JobaBneHa komaHgaa interface uplink-ofdma.
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3.31.197 interface usb acq

OnucaHue 3adukcmpoBatb pexum 3G\LTE ans USB-mozemoB Huawei.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Usb

CuHoncuc (config-if)>  usb acq @cq

(config-if)> no usb acq

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
acq gsm CeTb 2G.
umts Cetb 3G.
lte CeTb 4G.
Mpumep (config-if)> usb acq lte

Network: :Interface::Usb: "UsbLte0": ACQ saved.

(config-if)> no usb acq
Network::Interface::Usb: "UsbLte0@": ACQ cleared.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.09 JobaeneHa komaHga interface usb acq.

3.31.198 interface usb apn

OnucaHwue Ha3Hauuntb nma Touku goctyna (APN) ans USB-mogema B NDIS pexume.
Mogem nepesarpyxaeTcsi nocsie NnpUMeHeHnss KOMaHAbl.

KomaHza c npedurKcom no yaansieT HacTpoiiKy.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het
Tun nutepdeiica Usb

CuvHoncuc

I (config-if)>  usb apn apn>
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AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-if)> no usb apn

AprymeHT 3HauyeHue OnucaHwue

apn CTpoka HasBaHue Touku gocTyna.

(config-if)> usb apn example.net
Network: :Interface: :Usb: "UsbModemO": APN saved.

(config-if)> no usb apn
Network::Interface::Usb: "UsbModem0": APN cleared.

Bepcus OnucaHve

2.04 JobasneHa KkomaHaa interface usb apn.

3.31.199 interface usb device-id

OnuncaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

Jo6aBuTtb nHPopmaLmio 0 Mogenu 1 npomssogutene USB-mogema B
nHTepderic. 3To0 He06X0AMMO AN NPUBA3KN MOJeMa K MHTepdeincy.

Ecnn ectb nHTepdeinic UsbModem[N] c coBnagatowmm DevicelD, To npu
NOAK/IIOYEHMN MOZleMa NPou30iieT aBToMaTYecKkas NpmBaA3Ka ero K
nHTepdeiicy. Ecnm Takoro nHTepderica HeT, OH byaeT co34aH aBTOMaTUYeCKN
¢ DevicelD noakntoyeHHOro mogema.

KomMaHza ¢ npedprKcom nNo yaanset HaCTPOKY.
Ja

Aa

Het

Usb

(config-if)>  usb device-id «vendors amodels

(config-if)> no usb device-id

AprymeHT 3HayeHne |OnucaHue
vendor CTpoka WHpopmaums o npomssogmuTene.
model Crpoka MHpopmaumsa o mogenn mogema.

(config-if)> usb device-id 12d1 1001
Device ID saved.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface usb device-id.

3.31.200 interface usb power-cycle

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

OTKNOUNTb NUTaHMe Ha usb-mMozeMe Ha 3aZ,aHHbIN NPOMEXYTOK BPEMEHMN.
3Ta PyHKLMS NCNoNb3yeTcs AN annapaTHoro cépoca usb-mogema B cnyyae
3aBMCaHUS.

Het
Het
HeTt

Usb

(config-if)>  usb power-cycle pause>

AprymeHT |3HayeHue |OnucaHune

pause Lenoe MpomMeXyToK BpeEMEHM OTK/IF0UEHMS usb-MmogemMa
yncno B MUINVCEKYHAAX.

(config-if)> usb power-cycle 3000
Network: :Interface::Usb: "UsbLte0": started 3000 ms. power cycle.

Bepcus OnucaHue

2.03 JobasneHa komaHgaa interface usb power-cycle.

3.31.201 interface usb power-fail

OnuncaHwmne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

YKkasaTb janbHelwne AelicTBUSA B CyYae, ecau BbikarodeHme USB-mozema
He Nomor/o.

Het

Ja

Het

Usb

I (config-if)>  usb power-fail <interval> ( retry «pause> | reboot)
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interval Lenoe uucno |BpeMs oxxnaaHusa obHapyXeHus mogema
nocne cébpoca ero no NUTaHUIO, B
cekyHaax. MoxeT NMPMHUMATb 3HaYeHNA
B AnanasoHe oT 0 2o 60 BKIKUNTENBHO.

pause Lenoe 4ucsno |l[TpomMexyTok BpeMeHU OTKI0UEHNS
USB-mogema B cekyHAax. MoxeTt
NPUHNMAaTb 3Ha4YeHWs B gnanasoHe ot 0
40 60 BKIIOUNTENbHO.

reboot Knoyesoe Mepe3sarpyska Bcel CUCTEMBbI.
c/oBo
NMpumep (config-if)> usb power-fail 60 reboot
Network: :Interface::Usb: "YotaOnel": enabled power fail action: »
reboot.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.10 JobaBneHa komaHga interface usb power-fail.

3.31.202 interface usb wwan-force-connected

OnucaHue OTknrounTe onpoc nmHka CDC-mogema rno HTTP. Mo ymonyaHmio gaHHas
GYHKLMS BbIKOYEHa.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.
MNpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

CuHoncuc I (config-ify>  usb wwan-force-connected

I (config-if)> no usb wwan-force-connected

Mpumep (config-if)> usb wwan-force-connected
Network: :Interface: :Usb: "UsbLte0": force WWAN link status.

(config-if)> no usb wwan-force-connected
Network: :Interface::Usb: "UsbLte0@": unforce WWAN link status.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

212 JobaBneHa komaHja interface wwan-force-connected.
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3.31.203 interface wireguard listen-port

OnucaHue HasHaunTb HomMep nopTa UDP, Ha KOTOPbIV NPUHMMAKOTCA BXOAsLLMe
noAxntoyeHus. Mo ymonyaHuo Homep nopTa He onpegeneH.

KomaHaa ¢ npe¢prkcom no cobpacbiBaeT 3HaueHne nopra.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Wireguard

Cutoncnc (config-if)>  wireguard listen-port port>

(config-if)> no wireguard listen-port

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
port lenoe 4ucno |Homep nopta. MoxeT npnHMMaTh 3HaUeHns
B npegenax ot 1 Ao 65535 BkntoumnTesisHO.

Mpumep (config-if)> wireguard listen-port 11633
Wireguard::Interface: "Wireguard4": set listen port to "11633".

(config-if)> no wireguard listen-port
Wireguard::Interface: "Wireguard4": reset listen port.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.03 JlobasneHa komaHaa interface wireguard listen-port.

3.31.204 interface wireguard peer

OnucaHue Jlo6aBUTb NyBANYHbI KHOY YAAaNEHHOMO NMPa, YTO6bI HACTPOUTL 6esonacHoe
coefiHeHVe nocpeacTBoM npoTtokona WireGuard.

KomaHpaa ¢ npedurKcom no yaanseT yKasaHHbI KoY.
Mpe¢ukc no Ja
MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Wireguard

Bxo)xaeHue B rpynny (config-wg-peer)
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Cunoncuc (config-if)>  wireguard peer <key>

(config-if)> no wireguard peer <key>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

key CTtpoka 3HaueHwue K4a. Jonyckaercs
NCMONb30BaHMe NaTUHCKNX BYKB, Ldp n
3HaKOB paBeHCTBa. AnHa Karo4a
cocTaBnseT 44 cumBona (NpeactaBneHve
CTpoKW B 32-6aNTHOWN KOANPOBKe baseb4).

Npumep (config-if)> wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI jjPmmOg=
(config-wg-peer)>

(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmmOg=
Wireguard::Interface: "Wireguard4": removed peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmmgo="".

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

3.03 JobaeneHa komaHaa interface wireguard peer.

3.31.204.1 interface wireguard peer allow-ips

OonucaHue [o6aBuTb NoaceTb IP-aApecoB, Ha KOTOpble paspeLleHa nepejava nakeTos
BHYTPY TYHHenNs.

MNprMeyaHune:  YTOObI pa3pewnTb Nepejady Ha fobble agpeca,
HeobxoAMMO A06aBUTL NoAceTh 0.0.0.0/0.

KomaHga ¢ npedurkcom no yaansaet noaceTb. ECiv BbINOAHWUTL KOMaHAy 6e3
aprymeHTa, TO BeCb CNUCOK NoaceTen byaeT ounLLeH.

Mpejukc no Ja
MeHsieT HacTpovikm  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Wireguard

CnHoncuc I (config-wg-peer)>  allow-ips @address» amask>

I (config-wg-peer)> no allow-ips [ <address> amask> ]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue

address IP-agpec BmecTe ¢ mackon mask 3agaeT noaceTb
IP-agpecoBs, nognexalux TpaHCcAALnN.

mask IP-macka Macka noaceTtun. EcTb gBa cnocoba BBoOAa
MacKu: B KAHOHNYeCKoM BuAe
(Hanpumep,255.255.255.0) 1 B BUje
6UTOBOI ANNHbLI NpeduKca (HanpumMep,
/24).

Npumep (config-wg-peer)> allow-ips 0.0.0.0/0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib133J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> no allow-ips
Wireguard::Interface: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
3.03 Job6asneHa komaHgaa interface wireguard peer
allow-ips.

3.31.204.2 interface wireguard peer endpoint

OnucaHue YKa3aTb agpec yaaneHHoro nmpa, C KOTopbIM ByAeT yCTaHOB/IEHO COeANHEHME
WireGuard.

KomaHga ¢ npednkcom no yaanset KOHeUHYH TOUKY TYHHens.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Wireguard

CuHoncuc (config-wg-peer)>  endpoint address: [:xports]

(config-wg-peer)> no endpoint

AprymeHTbI AprymeHT 3HaueHue |OnucaHune
address IP-agpec IP-agpec unv goMeHHoe MA yAaNIeHHOTO
XocTa.
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Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HayeHue |OnucaHue

port Yenoe umucno |Homep nopta UDP.

(config-wg-peer)> endpoint 10.0.1.10:11635
Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g=" endpoint to »
"10.0.1.10:11635".

(config-wg-peer)> no endpoint
Wireguard::Interface: "Wireguard4": reset endpoint for peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

Bepcus OnucaHve
3.03 JobaeneHa komaHaa interface wireguard peer
endpoint.

3.31.204.3 interface wireguard peer keepalive-interval

OnucaHwune

MNpedukc no

MeHsieT HaCTPOMKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

YCTaHOBUTbL MHTepBan oTnpaBku nakeTos keepalive 4N MOHUTOPUHTa
coeanHenus WireGuard. o yMoOn4YaHUIO UHTEpPBa He 3a4aH.

KomMaHza ¢ npedprKcom no yaanset HaCTPOKY.
Ja

Ja

Hert

Wireguard

(config-wg-peer)>  keepalive-interval <intervals

(config-wg-peer)> no keepalive-interval

AprymeHT 3HaueHue OnucaHue

interval Lenoe 4ucro ViHTepBan oTnpaBKy MakeTos
keepalive B cekyHgax. MoxeTt
NnpUHMMaTL 3HaYeHWs oT 3 J0 3600
BKIOUUTENBHO.

(config-wg-peer)> keepalive-interval 3

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=" keepalive interval »
to "3".
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WcTopusa nsmeHeHum

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHue

3.03 Job6asneHa komaHgaa interface wireguard peer
keepalive-interval.

3.31.204.4 interface wireguard peer preshared-key

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3agatb pasgensemblii kntou ana WireGuard coeguHeHns K yjaneHHoMy nupy.
Paszgensemblii kntod (PSK) — 310 gononHUTENbHOE yny4lleHne 6e30MacHoCTH
B COOTBETCTBUMU C MpoToKosioM WireGuard v anst MakCMManbHOWM
3aLLNLLEHHOCTM KaXAOMY K/IMEHTY JO/KEH OblTb Ha3Ha4YeH YHUKaNbHbI
PSK. Mo ymonuyaHuto PSK He ncnonb3yeTcs.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Het

Wireguard

(config-wg-peer)>  preshared-key preshared-key>

(config-wg-peer)> no preshared-key

AprymeHT 3HauyeHue |OnucaHue

preshared-key |CTpoka 3HaueHwue kro4a PSK. JlonyckaeTcs
NCNONb30BaHMe NaTUHCKUX BYKB, udp v
3HaKoB paBeHcTBa. [lnnHa kntova 44
cMMBONa.

(config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=
Wireguard::Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmm2g="".

Bepcus OnucaHue

3.03 JobasneHa komaHAa interface wireguard peer
preshared-key.
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3.31.205 interface wireguard private-key

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

HasHaunTb UKW creHeprpoBaTh MNPUBATHBIN KU ANst MOAKIOUEHWS K
yAaneHHbIM NMpam vepes npoTokon WireGuard. Mo ymon4aHuo NpuBaTHbI
K04 He HaCTPOEH.

Het
Het
Het

Wireguard

(config-if)> wireguard private-key [ private-key:]

AprymeHT 3HauyeHue |OnucaHue

private-key CTpoka 3HayeHVie HOBOro NPMBATHOIO KJIHOYa.
JlonyckaeTcst UCNonb30BaHMeE NaTUHCKUX
6yKB, Lnbp 1 3HaKoB paBeHCcTBa. AnnHa
Kno4a 44 cnmBona.

(config-if)> wireguard private-key
Wireguard::Interface: "Wireguard4": generated new private key.

(config-if)> wireqguard private-key »
Ushaeghezail7reo8iK6ear0eomujohkeen8jahX5uo=
Wireguard::Interface: "Wireguard4": set private key.

Bepcus OnucaHve

3.03 JobasneHa komaHga interface wireguard private-key.

3.31.206 interface wmm

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoAKM

Bkntounts WMM Ha nHTepdelice.
Aa
Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Access Point

I (config-if)>  wmm

I (config-if)> no wmm
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Mpumep (config-if)> wmm
WMM extensions enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa komaHaa interface wmm.

3.31.207 interface wpa-eap radius secret

OnucaHwne YKazaTb COBMECTHO NCMNOJ/b3yeMblil CEKPETHbIV KoY /15t 6@30MacHoro
B3anmogencTensa mexay RADIUS cepsepom 1 RADIUS knueHToM.

KomaHga ¢ npedunkcom no yaanseT cekpeTHbIR Krou.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Bridge

CuHoncuc (config-if)> wpa-eap radius secret <secret>

(config-if)> no wpa-eap radius secret

AprymeHTbl AprymeHT 3HaueHue |OnucaHmne
secret Ctpoka 3HaueHwue kr4a RADIUS cepeepa.
MakcmnmanbHas annHa coctaBnseT 64
cMMBONa.
Mpumep (config-if)> wpa-eap radius secret »

(+>R#G™ }-INxru'i8i | LK}wBN9E~X0Xa{xFOG-N"%FaTnr|S(e(q$/1P2/tbX/#Q
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS secret applied.

(config-if)> no wpa-eap radius secret
Network: :Interface: :Rtx::WpaEap: Bridge® RADIUS secret cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 JobaBneHa komaHaa interface wpa-eap radius secret.

3.31.208 interface wpa-eap radius server
OnucaHue Yka3aTb agpec RADIUS cepsepa.
KomaHga ¢ npedurkcom no yaanseT agpec cepsepa.

Mpe¢ukc no Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Bridge

CuHoncuc (config-if)> wpa-eap radius server address: [: port>]

(config-if)> no wpa-eap radius server

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec RADIUS cepsepa.
port Yenoe uucno |Homep nopta RADIUS cepsepa.
Npumep (config-if)> wpa-eap radius server 192.168.10.10

Network::Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.160.

(config-if)> wpa-eap radius server 192.168.10.10:1111
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10:1111.

(config-if)> no wpa-eap radius server
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS server cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 JobasneHa komaHza interface wpa-eap radius server.

3.31.209 interface wps

OnucaHue BkntoumnTb PyHKLUMOHanbHoOCTb W/PS.
Mpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi

CuHoncuc | (config-ifi>  wps

I (config-if)> no wps

Mpumep (config-if)> wps
WPS functionality enabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa koMmaHga interface wps.

3.31.210 interface wps auto-self-pin

OnuncaHmne Bkaountb pexxum WPS auto-self-pin. Mo ymonuaHuto pexum auto-self-pin
BK/IHOYEH.

KomaHaa ¢ npedrKcom no oTKAOYaeT 3TOT PeXuMm.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica WiFi

CunHoncuc I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

Mpumep (config-if)> wps auto-self-pin
Network: :Interface: :Rtx::Wps: an auto self PIN mode enabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

2.04 Jlo6aBneHa komaHga interface wps auto-self-pin.

3.31.211 interface wps button

OonucaHue HauaTb npouecc WPS ¢ ncnonib3oBaHMeM KHOMKM. MpoLLecc ANTCS 2 MUHYTHI,
NN MeHbLLE, €C/IN COeAMNHEHME YCTaHOB/IEHO.

Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica WiFi

CuHoncuc (config-ify>  wps button «directions

AprymeHTbI AprymeHT 3HaueHne |OnucaHue
direction send OTnpasuTb HacTpoiiku Wi-Fi.
receive MonyunTtb HacTpoinkm Wi-Fi oT Giga.
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Mpumep

WcTopusa nsmeHeHum

(config-if)> wps button send
Sending WiFi configuration process started (software button mode).

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa interface wps button.

3.31.212 interface wps peer

OnuncaHune

Mpejukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nsmeHeHnii

HauaTb npouecc WPS ncrnonb3ys PIN yaaneHHoro y3na. lNpouecc gantea 2
MUHYTbI, UIN MeHbLLIe, eCNN CoefiHeHNe ycTaHoB/eHo. [1o ymon4aHuio
npouecc WPS PIN Bbik/IrOUeH.

Hert
Het
Hert
WiFi

(config-if)>  wps peer «direction> qpin

AprymeHT 3HayeHve |(OnucaHue
direction send OTtnpaBuTb HacTpoiiku Wi-Fi.
receive MonyunTb HacTpolikn Wi-Fi oT yaaneHHoro
y3na.
pin CTpoka PIN-koA yaaneHHOro ysna.

(config-if)> wps peer send 53794141
Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.

Bepcus OnucaHve

2.04 JobasneHa komaHgaa interface wps peer.

3.31.213 interface wps self-pin

OnucaHune

Mpe¢ukc no
MeHsieT HaCTPOMKMN

MHorokpaTHbIVi BBOj,

HauaTb npouecc WPS ncnonb3sys PIN ycTpoiicTBa. [Mpouecc AnnTcs 2 MUHYTHI,
NIV MeHbLLUE, ec/iN CoefHeHNE YCTaHOB/IEHO.

HeT
Het

Het
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Tun nutepdeiica WiFi

CvHoncuc

(config-if)>  wps self-pin «direction

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
direction send OTnpasuTb HacTpoiiku Wi-Fi.
receive MonyunTtb HacTpoikm Wi-Fi ot Giga.
NMpumep (config-if)> wps self-pin receive

Receiving WiFi configuration process started (self PIN mode).

UcTopuns nameHeHui

Bepcus OnucaHve

2.00 Job6aBneHa komaHaa interface wps self-pin.

3.32ip arp

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbl

Mpumep

3ajaTtb cTaTuyeckoe conocTasneHne mexay IP n MAC agpecamum A5t XOCTOB,
He NoAJep>XMBAOLLNX ANHaMnyeckuin ARP.

KomaHga c npedukcom no yaansaet 3anncb 13 Tabnamubl ARP. ECv BbINOAHUTD
KOMaHZy 6e3 apryMeHTOB, BECb CMUCOK 3anucel ARP 6yseT ounLLeH.

Ja
Ada
Ja
(config)> ip arp dip> mac»

(config)>noip arp[«ips]

AprymeHT 3HaueHue OnucaHwue

ip IP-agpec IP-agpec B Buje yeTbIpéx
AeCATUYHBIX Yncen, pa3fenéHHbIX
TOYKaMU, COOTBETCTBYHOLLNI
JNIoKasNIbHOMY ajpecy.

mac MAC-agpec MAC-aapec B Buje LecTy rpynn
LecTHagLaTepuyHbIX Lnop,
pasfeneHHbIX ABOETOUUAMMN.

(config)> ip arp 192.168.2.50 al:2e:84:85:14:21
Network: :ArpTable: Static ARP entry saved.

(config)> no ip arp 192.168.2.50
Network: :ArpTable: Static ARP entry deleted for 192.168.2.50.
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(config)> no ip arp
Network: :ArpTable: Static ARP table cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa KomaHaa ip arp.

3.33 ip dhcp class

OnucaHue JocTyn K rpynne KoMaHA AN1s HaCTPoMKu BeHAop-kKnacca DHCP (60 onuus).
Ecnm knacc BeHAOPOB He HalAeH, KOMaHAa NbITaeTcs ero co3aathb.

KomaHga ¢ npedurkcom no yaanseT BblopaHHbIN Knacc.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-dhcp-class)

CuHoncuc (config)> ip dhcp class «class»
(config)> no ip dhcp class «class»
AprymeHTbI AprymeHT 3HaueHue OnucaHue
class CTpoka Ha3BaHue BeHAOp-KNacca.
Mpumep (config)> ip dhcp class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 JobasneHa komaHgaa ip dhcp class.

3.33.1 ip dhcp class option

OnucaHune YKa3aTb 3HauyeHune onunu 60 415 NpUCBOEHUS BEHAO0P-Kacca.
KomaHgaa ¢ npedrKcoM no yaanseT yKasaHHbIM Knacc.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBOg, [a
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-dhcp-class)>  option cnumbers hex «datas

(config-dhcp-class)> no option <number>

AprymeHT 3HauyeHue OnuncaHwue

number Lenoe 4ucno |Homep onumu. Celivac MCNONb3yeTCsd TONbKO
3HayeHune 60.

data CTpoka 3HayeHue onuun.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcusa OnucaHve

2.00 JlobasneHa komaHgaa ip dhcp class option.

3.34 ip dhcp host

OnucaHwne

MNpedukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

HactpouTb cTaTnyeckyto npmeasky IP-agpeca k MAC-agpecy xocrta. Ecnm xoct
C YKa3aHHbIM IMeHeM He HalifileH, KOMaHAa NbITaeTcs ero co3fatb. Ecnu
yKasaHHbIn IP-agpec He BXOANT B AManasoH HW OAHOrO nyna, KoMaHAa
COXPaHUTCA B HaCTpoOKax, HO Ha paboTy cepeepa DHCP He noBauserT.

KomaHga no3ssosiseT noMmeHATb MAC-agpec, OCTaBMB NpeXxHee 3HayveHue
IP-agpeca, n Ha060pOT — NomMeHsTb IP-agpec, oCTaBMB NpexHee 3HavyeHne
MAC-aapeca.

KomaHga ¢ npedpurkcom no yaansieT XocT.

Ja

Ja

Ja

(config)> ipdhcp host chosts[mac ][ ip]

(config)> no ip dhcp host <host>

AprymeHT 3HaueHue |OnucaHue

host Ctpoka Mpon3BonbHOE MMS XOCTa, NCMOJIb3YyeTcs
Ansa naeHtTndukaumm napsl MAC-IP B
HacTponKax.

mac MAC-agpec MAC-agpec xocTa Ans cTaTu4eckomn
npwveasku IP-agpeca. Ecnv He ykasaH,
3HayeHne 6epeTca U3 NpeablayLLel
HaCTPOMKMN.
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AprymeHT 3HayeHue |OnucaHue
ip IP-agpec IP-apgpec xocTta. Ecnv He ykasaH, 3HaueHune
bepeTcsa 13 npeablayLueli HacTPOKN.

Mpumep (config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.

I/ICToleﬂ U3MeHeHUnA Bepc”ﬂ onvicaHue

2.00 JobasneHa KomaHaa ip dhcp host.

3.35ip dhcp pool

OnuicaHue JocTtyn K rpynne KomaHa ans Hactporikm DHCP-nyna. Ecav nyn He HaligeH,
KOMaHJa nblTaeTcsa ero co3gatb. Ana nyna 3agaetca cnucok DNS-cepsepos
(komaHaa dns-server), WAO3 N0 ymondaHuto (komaHaa default-router) n
BpeMs apeHabl (KoOMaHAa lease), a Takke Arana3oH aAnHaMmmnyeckux IP-agpecos
(komaHpa range).

Mocne HacTPOMKKM NyNoB HEOHXOAMMO BKIKOUNTL CNyx6y DHCP ¢ MOMOLLbIO
KoMaHgabl service dhcp.

MoxHO co3aaTb He bonbLue 32 nynos. MakcMManbHas AanHa MMeHn nyna
— 64 cmmBona.

MpuMeyaHune: B TekyLlei BepcUn CUCTEMbI peann3oBaHa NoAAepXKKa He
6onee ogHoOro Nyna Ha nHTepdeic. 1na KoppekTHON paboThbl
cepsepa DHCP TpebyeTcs, uTob6bI AMana3oH IP-agpecos,
YCTaHOBNEHHbI KOMaHAOoM range, NnpuHaanexan cetu,
HacTpoeHHo Ha ogHoM 13 Ethernet-nHtepdeiicos
yCTpOICTBa.

KomaHaa ¢ npedpurkcom no yaanset nysn.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-dhcp-pool)

Cuoncnc (config)>  ip dhcp pool <name>
(config)> no ip dhcp pool name>
AprymeHTbI AprymeHT 3HauyeHue |OnucaHue
name Ctpoka Vma nyna DHCP.
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Mpumep

WcTopusa nsmeHeHum

3.35.1 ip dhcp pool bind

OnucaHue

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config)> ip dhcp pool test pool
pool "test pool" has been created.

Bepcus

OnucaHmne

2.00

JobasneHa komaHgaa ip dhcp pool.

MpwBA3aTb Ny K yKazaHHOMY nHTepdelicy.

Aa
Ja
HeTt

Ethernet

(config-dhcp-pool)>

bind <interface>

(config-dhcp-pool)> no bind <interfaces

AprymeHT 3HauyeHne |OnucaHue
interface ms MonHoe nma nHTepderica NN NCeBAOHNM.
MHTEeppelica

(config-dhcp-pool)> bind GigabitEthernetl
pool "test pool" bound to interface GigabitEthernetl.

Bepcus

OnucaHune

2.00

Job6asneHa komaHgaa ip dhcp pool bind.

3.35.2 ip dhcp pool bootfile

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,

Tun untepdeiica

YkasaTb NyTb K paiiny HacTpoek Ha TFTP-cepBepe anst knmeHta DHCP (onums

67).

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja
HeTt

Ethernet
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-dhcp-pool)>  bootfile <bootfiles

(config-dhcp-pool)> no bootfile

AprymeHT 3HauyeHue OnuncaHwue

bootfile Wms ganna MNyTb K banny HacTpoek.

(config-dhcp-pool)> bootfile test.cnf
Dhcp::Pool: " WEBADMIN": set bootfile option to "test.cnf".

(config-dhcp-pool)> no bootfile
Dhcp::Pool: " WEBADMIN": cleared bootfile option.

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga ip dhcp pool bootfile.

3.35.3 ip dhcp pool class

OnucaHwne

MNpe¢ukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuvHoncmc

AprymeHTsl

Mpumep

JocTyn K rpynne koMaHZ AN HaCTPOikn BeHAop-knacca DHCP BbIGpaHHOro
nyna agpecos. Ecin knacc BeHAOPOB He HalAeH, KOMaHAa NblTaeTcs ero
Co34aThb.

[lna KoppekTHOM paboTbl UMS K/lacca AOJ/IHKHO 6bITb TakMM Xe, KakK U B
komaHge ip dhcp class.

KomaHga ¢ npedurkcom no yaanset BbI6paHHbIN Knacc.
Aa

Ja

Ja

(config-dhcp-pool-class)

(config-dhcp-pool)>  class «class>

(config-dhcp-pool)> no class «class>

AprymeHT 3HauyeHue OnucaHwue

class CTpoka Ha3BaHue BeHAOp-KNacca.

(config-dhcp-pool)> class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JobaeneHa komaHza ip dhcp pool class.

3.35.3.1 ip dhcp pool class option

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHwnii

YcTaHOBWUTL A0ONOJIHUTE/IbHBIE onunmn ana DHCP KnneHTa B c/yyae
coBrageHuns BeHA0p-K1acca.

KomaHga c npedurkcom no yganseT yKkazaHHYH onuuto.

Ja

Aa

Ja

(config-dhcp-pool-class)>  option cnumber> <type> «data»

(config-dhcp-pool-class)> no option <number>

AprymeHT 3HauyeHue OnucaHwue

number 6 Onumna 6, DNS-cepsep.
42 Onuwa 42, NTP-cepBep.
43 Onums 43, nogpobHasa nHbopmauus o
npounssoguTtene.
type ip Tun aprymeHTa data — IP-agpec. 3T1oT TMnN
He 1cnosib3yeTca Ana onumm 43,
hex Tun aprymeHTa data — wectHaguaTepmyHoe
yumncso.
data Ctpoka 3HayeHve onuun.

(config-dhcp-pool-class)> option 6 ip 192.168.1.1
Dhcp::Server: Option 6 is set to 192.168.1.1.

Bepcus OnucaHve

2.00 Jlo6aeneHa komaHga ip dhcp pool class option.

3.35.4 ip dhcp pool debug

OnucaHwne

MNpedukc no

Jo6aBnTb 0TNag04HbIe COOBLLEHVS B CUCTEMHbIN XKypHarn. Mo ymonyaHuo
HaCTPOVIKa OTK/TIKOYEeHa.

KomaHga ¢ npedrkcom no oTkIYaeT OTNALKY.

Ja
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MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

WcTopus nsmeHeHum

Ja

Het

(config-dhcp-pool)>  debug

(config-dhcp-pool)> no debug

Bepcus OnucaHue

2.01 Job6asneHa komaHgaa ip dhcp pool debug.

3.35.5 ip dhcp pool default-router

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

NcTopusa nsmeHeHum

3.35.6 ip dhcp

OnuncaHune

Mpe¢ukc no

HactponTb IP-agpec wnto3a no ymonyvanumio. Ecam He ykasaH, To byget
MNCNoNIb30BaTbCA aApec, HacTpoeHHbIN Ha Ethernet-nHTtepderice,
onpegeseHHOM aBTOMaTUYeCkn 419 3a,aHHOro AnanasoHa range.

KomaHaa ¢ npepunKcom no oTMeHseT HaCTPONKY.
Ja

Ja

Hert

(config-dhcp-pool)>  default-router <address;

(config-dhcp-pool)> no default-router

AprymeHT 3HayeHne |OnucaHue

address IP-agpec Afpec Wwr3a rno yMoayaHuio.

(config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa ip dhcp pool default-router.

pool dns-server

HactpouTs IP-agpeca cepsepos DNS (DHCP-onuus 6). Ecnin He ykasaH, 1o
byfeT MCrnob30BaThCA agpec, HaCTPOeHHbIN Ha Ethernet-uHtepdoderice,
ornpeseneHHOM aBTOMaTUYeCKM 4151 3alaHHOro AManal3oHa range,

KomaHza c npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Aa
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-dhcp-pool)>

dns-server (<«addressl> [ address2] | disable)

(config-dhcp-pool)> no dns-server

AprymeHT 3HauyeHue OnucaHue

addressl IP-agpec Agpec nepsmyHoro DNS-cepBsepa.
address2 IP-agpec Agppec sBTopryHoro DNS-cepBepa.
disable KmoyeBoe cnoso |OTkAtountb DHCP onuyumto 6.

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

Bepcus

OnucaHune

2.00

JobasneHa komaHgaa ip dhcp pool dns-server.

2.11

Jlo6aBneH aprymeHT disable.

3.35.7 ip dhcp pool domain

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

YKa3aTb JOMEHHOE NMS, KOTOPOe K/IMEHT JO/KEH NCMONb30BaTh Npu
paspelueHu meH yepes DNS (option 15).

KomaHgaa ¢ npeprkcoM No OTMEeHSAEeT HaCTPOIKY.

Ja
Ja

HeTt

(config-dhcp-pool)>

(config-dhcp-pool)> no domain

domain «domain»

AprymeHT

3HauyeHve

OnucaHwune

domain

Crpoka

JlokanbHOE JOMEHHOEe NMS.

(config-dhcp-pool)> domain example.net
Dhcp::Pool: Domain option has been saved.

294

CnpaBoyHuK KoMaHa — Giga (KN-1011)




naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.05 [JobaeneHa komaHaa ip dhcp pool domain.

3.35.8 ip dhcp pool enable

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

UcTopuns nsmeHeHnii

3.35.9ip dhcp

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHblIiA BBOJ,

CuvHoncuc

AprymeHTbl

HauaTtb ncnonb3oBaTb nyna B cMcTeMe.

KomaHga ¢ npedurkcom no oTk/IoYaeT NCMonb30BaHve nyna.
Ja

Aa

Het

I(config—dhcp—pool)> enable

I (config-dhcp-pool)> no enable

(config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.

Bepcus OnucaHve
2.03 JobasneHa komaHga ip dhcp pool enable.
pool lease

YcTaHoBWUTL Bpems apeHabl IP-agpecos nyna DHCP. Mo ymonyaHutio
ncnonb3yeTtcd 3HayeHe 25200 (7 yacos).

KomaHga ¢ ﬂpeq)I/IKCOM Nno BO3BpallaeT 3HayeHne BpeMeHn apeHibl No
yMO/T4aHWHO.

Ja
Ja
Het
(config-dhcp-pool)>  lease <lease»

(config-dhcp-pool)> no lease

AprymeHT 3HayeHne |OnucaHue

lease Lenoe uucno |Bpemsi apeHabl B cekyHaax. MoxeT
NPUHMMaTL 3HaYeHe B AnanasoHe oT 1

A0 259200 (3 gHS).
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Mpumep

UcTopuns nameHeHuii

(config-dhcp-pool)> lease 259200
Dhcp::Pool: " WEBADMIN": set lease time: 259200 seconds.

(config-dhcp-pool)> no lease
Dhcp::Pool: " WEBADMIN": lease time reset to default (25200 »

seconds) .
Bepcus OnucaHve
2.00 [JobaeneHa komaHza ip dhcp pool lease.

3.35.10 ip dhcp pool next-server

OnucaHune
MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YkasaTtb agpec TFTP-cepBepa ana DHCP-knveHTa (onums 66).

KomaHga ¢ npeprKcoM no yaanset HacTPOKY.

Ja
Aa
HeTt

Ethernet

(config-dhcp-pool)>

next-server «address»

(config-dhcp-pool)> no next-server

AprymeHT

3HayeHue

OonvcaHune

address

IP-agpec

Agppec cepsepa TFTP.

(config-dhcp-pool)> next-server 10.1.1.11
Dhcp::Pool: " WEBADMIN": set next server address: 10.1.1.11.

(config-dhcp-pool)> no next-server
Dhcp::Pool: " WEBADMIN": cleared next server address.

Bepcus

OnucaHune

2.1

Job6asneHa komaHga ip dhcp pool next-server.

3.35.11 ip dhcp pool option

OnuncaHune

Mpe¢ukc no

3agaTb gononHuTenbHble napameTpbl gna DHCP-knveHTa.

KomaHza c npedurKcom no yaansieT 4oNoNHUTENbHYH HAaCTPOLKY.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Ethernet

CuHoncuc (config-dhcp-pool)>  option <number; «type> «data»

(config-dhcp-pool)> no option <number>

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
number 4 Oonuu4a 4, cepsep BpeMeHW.
6 Onumna 6, DNS-cepsep.
42 Onuwa 42, NTP-cepBep.
44 Onuwsa 44, NetBIOS-cepsep.
26 Onuymsa 26, MTU.
121 Onuwsa 121, becknaccoBble cTaTnydeckue
MapLUpyThl.
249 Onuwa 249, MS MapLUpyThI.
type ip Twnn aprymeHTta data — IP-agpec. 31oT TMnN
He 1cnosb3yeTca 414 onumm 26.
hex Tun aprymeHTa data — LecTHagUaTepnyHoe
umncsno.
ascii Tun aprymeHTa data — uncno ASCII.
mtu Tun aprymeHTa data — pasmep MTU.
data CTpoka 3Ha4yeHue onuunn.
Npumep (config-dhcp-pool)> option 4 hex 00010203

(config-dhcp-pool)> option 4 ascii test
(config-dhcp-pool)> option 6 8.8.8.8,8.8.4.4,192.168.1.1

(config-dhcp-pool)> no option 6 8.8.8.8,8.8.4.4,192.168.1.1

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.09 [Jlo6aBneHa komaHga ip dhcp pool option.

3.35.12 ip dhcp pool range

OnucaHune HactponTb Arana3oH AMHaMUYECKNX aapecoB, BblgaBaeMbix DHCP-kiveHTam
HeKoTopoi NoaceTun. lnanasoH 3ajaeTcst HayalbHbIM Y KOHEUHbIM
IP-agpecom, NnMbo HavanbHbIM agpecom 1 pa3MmepoM. CeTeBoi UHTepdelic,
K KOTOPOMY 6yAyT NpUMeHeHbI HAaCTPOWMKN, BbI6BMPaAETC aBTOMaTUUECKN.
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Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

Aapec BbI6paHHOro nHTepdenca Ncnosib3yeTcs B KadecTBe LUk03a no
ymonydaHuio n DNS-cepBepa, eciv He 3aZaHbl Apyrve agpeca KoMaHgamu ip
dhcp pool default-router v ip dhcp pool dns-server.

KomaHga ¢ Hpeq)I/IKCOM no yAandeT AnanasoH.

Aa
Ja

Het

(config-dhcp-pool)>

(config-dhcp-pool)> no range

range <begim («end> | <size>)

AprymeHT 3HayeHne |OnucaHue

begin IP-agpec HauvanbHbIll agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size Yenoe uucno |Pasmep nyna.

(config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

Bepcus

OnucaHune

2.00

JobasneHa komaHaa ip dhcp pool range.

3.35.13 ip dhcp pool update-dns

OnuncaHwne

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,

CuvHoncuc

Mpumep

Jobasnatb ctatudeckme 3anmcm B DNS-npokcu npu Bbigave DHCP-agpecos.

B kauecTBe nMeHn ncnonb3syetcsa Mg xocta n3 DHCP-3anpoca. Mo

YMONIYaHUNIO GYHKLNS OTK/HOYEHA.

KomaHza c npedurKcom no oTkaoHaeT GyHKLMIO.

Ja
Ja

Het

I (config-dhcp-pool)>  update-dns

I (config-dhcp-pool)> no update-dns

(config-dhcp-pool)> update-dns

Dhcp::Pool: DNS update has been enabled.
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UcTopuns nameHeHuii

3.35.14 ip dhcp pool wpad

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

Bepcusa

OnucaHwmne

2.06

[JobaeneHa komaHaa ip dhcp pool update-dns.

Hactponte DHCP onuwnto 252 — npoTokon WPAD. Mo yMon4aHuio onuus

OTK/1FOYEeHa.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.

Ja
Aa

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

(config-dhcp-pool)>

(config-dhcp-pool)> no wpad

wpad wpad>

AprymeHT

3HauyeHue

OnucaHue

wpad

CTpoka

URL-agpec npokcu-cepeepa.

(config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.

Bepcusa

OnucaHune

2.05

[JobaeneHa komaHga ip dhcp pool wpad.

3.36 ip dhcp relay lan

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

YKa3zaTb, Ha KakoMm ceTeBOM NHTepdeiice peTpaHcnaTop DHCP byaet
06pabaTbiBaTh 3aNPOChl KNMEHTOB. MOXHO yKa3aTb HECKONLKO MHTepdelicos
«lan», ANs 3TOro HY>XXHO BBECTU KOMaHAY HeCKO/IbKO pas, yKa3as Bce
HeobxoanMble nHTepdelicbl Mo 0A4HOMY.

KomaHga ¢ npedukcom no otknrodaeT petpaHcnaTop DHCP Ha yka3aHHOM
nHTepderice. ECnm nCnonb30BaTh KOMaHAy 6e3 aprymMeHToB, peTpaHCAaTop
DHCP 6ypeT oTk/AtO4UeH Ha Bcex HTepdericax.

Ja
Ja
Ja
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

(config)>  ip dhcp relay lan <interface

(config)> no ip dhcp relay lan [ interface]

AprymeHT 3HayeHne |OnucaHue

interface Umsa MonHoe nmsa nnn NceBgoHNM NHTepdelica
MHTepgerica Ethernet, Ha KOTOpOM peTpaHcATOpP
DHCP 6ygeT npyHMMaTh 3anpock!
K/INeHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa ip dhcp relay lan.

3.37 ip dhcp relay server

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

YkazaTb IP-agpec cepsepa DHCP, Ha KOTOpbI peTpaHcaaTop byaeT
nepeHanpaBfATb 3aNpoChl KIMEHTOB 13 I0KaNbHOM CceTu.

KomaHgaa ¢ npedrKcoM no yaanset HaCTPOKY.
Ja

Ja

Het

(config)> ip dhcp relay server <address

(config)> no ip dhcp relay server [ address ]

AprymeHT 3HayeHne |OnucaHue

address IP-agpec IP-agpec cepsepa DHCP.

(config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.

Bepcus OnucaHue

2.00 Job6asneHa komaHga ip dhcp relay server.
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3.38 ip dhcp relay wan

OnucaHwne YKasbiBaeT, yepes Kakown ceTeBol nHTepdeiic peTpaHcnaTop DHCP 6yaet
06paLLaThCs K BbllecTosLeMy cepsepy DHCP. B cncteme MOXeT 6bITb TONLKO
OANH NHTepdelic Takoro Tnna. Eciv TouHbIN agpec cepBepa He yKasaH (cMm.
ip dhcp relay server), 3anpocbl 6yayT nepefaBaTbCs LUMPOKOBELLATEIbHO.
PekomeHayeTcs yKasblBaTb ajpec cepeepa.

KomaHga ¢ npednkcom no yganser HacTPOnKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiia BBog Het

CuHoncuc (config)>  ip dhcp relay wan <interface»
(config)> no ip dhcp relay wan [ interface]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interface Umsa MonHoe nmsa nnn NceBgoHNM NHTepdelica
uHTeppeiica |Ethernet, Ha koTopbI ByayT
HanNpaBnATbLCSA 3anNpockl OT
DHCP-knveHTOB.
Mpumep (config)> ip dhcp relay wan GigabitEthernetl
using WAN interface GigabitEthernetl.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.00 JobasneHa komaHga ip dhcp relay wan.

3.39 ip esp alg enable

OnucaHue Brntountb pexum IPSec Passthrough ans TyHHenei IPsec ESP. Mo ymonvaHuio
HaCTpoWKa BbIK/IlOYeHa.

KomaHga ¢ npedrkKcom no oTKA0YaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I(conﬂg)> ip esp alg enable

I (config)> no ip esp alg enable
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Mpumep

UcTopuns nameHeHuii

(config)> ip esp alg enable
Esp::Alg: Enabled.

(config)> no ip esp alg enable
Esp::Alg: Disabled.

Bepcusa

OnucaHwmne

3.05

[JlobaeneHa komaHaa ip esp alg enable.

3.40 ip flow-cache timeout active

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YCTaHOBUTb BpeMsi XpaHeHUst akTUBHbIX CeCcCUii B KeLle. 10 yMonyaHuto
ncnonb3lyeTca 3HadveHWe 10.

KomaHpa ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HayeHne No yMmoa4aHuio.

Ja
Ja

HeT

(config)>

ip flow-cache timeout active «timeout>

(config)> no ip flow-cache timeout active

AprymeHT

3HauyeHue

OnuncaHue

timeout

Lenoe w4ucrno

3HauveHVe TaM-ayTa B MUHYyTax. MoxeT
NPYHMMaTb 3HaYeHvie B AvanasoHe oT 1
4o 30.

(config)> ip flow-cache timeout active 1
Netflow: :Manager: Active timeout set to "1" min.

(config)> no ip flow-cache timeout active
Netflow: :Manager: Active timeout reset to "10" min.

Bepcus

OnucaHue

2.11

Jlo6aBneHa komaHga ip flow-cache timeout active.

3.41 ip flow-cache timeout inactive

OnucaHwne

YCTaHOBUTb BpeMs XpaHeHVs HeakTUBHbIX ceccuii B Kelue. 1o ymonyaHuto
ncnonb3yeTca 3HayveHue 20.

KomaHgaa c npedrkcom no BO3BPALLAET 3HAUEHME MO YMONYAHUIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config)>

ip flow-cache timeout inactive «timeout>

(config)> no ip flow-cache timeout inactive

AprymeHT

3HauyeHue

OnucaHue

timeout

Llenoe u4ucno

3HauveHMe TaiM-ayTa B cekyHAaX. MoxeT
NPUHNUMAaTb 3Ha4YeHVe B AranasoHe ot 1
40 600.

(config)> ip flow-cache timeout inactive 1
Netflow: :Manager: Inactive timeout set to "1" s.

(config)> no ip flow-cache timeout inactive
Netflow: :Manager: Inactive timeout reset to "20" s.

Bepcusa

OnucaHue

2.11

Jlo6aBneHa komaHga ip flow-cache timeout inactive.

3.42 ip flow-export destination

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHThl

3agaTb napameTpsbl konnektopa NetFlow.

KomaHAa ¢ npedurkcom no yaanseT napameTpbl.

Ja
Aa

Het

(config)>

ip flow-export destination address; <port»

(config)> no ip flow-export destination

AprymeHT 3HayeHne |OnucaHue
address IP-agpec IP-agpec coopLumKa AaHHBIX.
port UYenoe uucno |Homep nopta UDP konnektopa. MoxeT

npuHMMaTbL 3HaueHusa 2055, 2056, 4432,
4739, 9025, 9026, 9995, 9996, 6343.
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Mpumep

UcTopuns nameHeHuii

(config)> ip flow-export destination 192.168.101.31 4739
Netflow: :Manager: Export destination is set to »
192.168.101.31:4739.

(config)> no ip flow-export destination
Netflow: :Manager: Export destination is unset.

Bepcusa

OnucaHwmne

2.11

Jlo6aBneHa komaHga ip flow-export destination.

3.43 ip flow-export version

Yka3zaTb Bepcuto konnektopa NetFlow. Mo yMon4aHMIO NCNONb3yeTCcs

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3.44 ip ftp
OnucaHue

Mpedukc no

MeHsieT HacTpoiKkmn

3HayeHue 5.

KomaHpa ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HayeHne No yMmoa4aHuio.

Ja
Ja

HeT

(config)>

ip flow-export version «versions

(config)> no ip flow-export version

AprymeHT

3HavyeHue

OnucaHue

version

CTpoka

Bepcus npoTtokona.

(config)> ip flow-export version 9
Netflow: :Manager: Set export protocol version to 9.

(config)> no ip flow-export version
Netflow: :Manager: Reset export version to 5.

Bepcus

OnucaHue

3.05

Jlo6aBneHa komaHgaa ip flow-export version.

Fpynna KoMaHg Anst HacTpoiikn goctyna K ftp.

Het

Het
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-ftp)

CuHoncuc I (config)>  ip ftp

Npumep (config)> ip ftp
(config-ftp)>

NcTopus nsmeHeHuimi Bepcus onucaHue

2.08 [Jlo6aBneHa komaHaa ip ftp.

3.44.1 ip ftp client-charset

OnucaHue YcTaHOBWTL KOAMPOBKY Mo yMon4yaHwmio gna FTP-cepsepa. 1o ymonuyaHuto
ncnonb3lyeTca kogmnposka UTF-8

KomaHga c npedurkcom no Bo3BpaLLaeT KOAMPOBKY MO YMOAYAHUIO.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CnHoncuc (config-ftp)>  client-charset «charset>

(config-ftp)> no client-charset

AprymeHTbI AprymeHT 3HaueHue OnucaHue
charset utf-8 Tnn KoaNpPOBKMN.

utf-16
utf-16le
utf-16be
utf-32
utf-321le
utf-32be
1s0-8859-1
is0-8859-2
is0-8859-3
iso0-8859-4
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AprymeHT

3HauyeHue

OnucaHwue

150-8859-5

15s0-8859-6

1s0-8859-7

150-8859-8

150-8859-9

150-8859-10

1s0-8859-11

is0-8859-12

is0-8859-13

150-8859-14

1s0-8859-15

is0-8859-16

cp-037

cp-424

cp-437

cp-500

cp-737

cp-775

cp-850

cp-852

cp-852

cp-855

cp-856

cp-857

cp-860

cp-861

cp-862

cp-863

cp-864

cp-865

cp-866

cp-869

cp-874

cp-1026

cp-1250
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AprymeHT 3HauveHue OnucaHue
cp-1251
Ccp-1252
cp-1253
cp-1254
cp-1255
cp-1256
cp-1257
cp-1258

koi8-r

koi8-u
kz-1048

nextstep

mac-celtic

mac-centeuro

mac-croatian

mac-cyrillic

mac-gaelic

mac-greek

mac-icelandic

mac-inuit

mac-roman

mac-romanian

mac-turkish

mac-ukrainian

Mpumep (config-ftp)> client-charset utf-16
Ftp::Server: Set client charset to "utf-16".

(config-ftp)> no client-charset
Ftp::Server: Reset client charset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 JlobasneHa komaHgaa ip ftp client-charset.
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3.44.2 ip ftp lockout-policy

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

3aAaTb NapameTpbl OTCNEXMBAHWSA NOMbITOK BTOPXEHUS NyTéM nepebopa
naponeii FTP-cepsepa Ansa nybnnyHbix nHTepdericos. o ymonyaHuto
byHKLMA BKIKOYEHa.

KomaHga ¢ npedurkcom no oTk/touaeT obHapyxeHmne nogbopa.
Ja

Ja

Het

IP

(config-ftp)>  lockout-policy <threshold> [«durations
[cobservation-windows]]

(config-ftp)> no lockout-policy

AprymeHT 3HauyeHue lOnucaHue
threshold Lenoe Konnuectso HeyaauHbIX MOMbITOK BXOAA
uncno B cuctemy. 1o ymo14aHuo yCTaHOBNEHO
3Ha4yeHue 5.
duration Lenoe MpoAoXNTENBbHOCTL 3anpeTa
uncsno aBTopu3aunn ansa ykasaHHoro IP-agpeca

B MUHYyTaxX. Mo YMOJ/T4YaHNKO YCTaHOB/1EHO
3Ha4yeHue 15.

observation-window |lenoe MpoAoMKNTENBHOCTL HabNAEHMA 33
Yucso NoA03pUTENbHOM aKTUBHOCTBIO B
MuHyTax. 1o ymoi4aHnto ycTaHOB/IEHO
3HaueHu e 3.

(config-ftp)> lockout-policy 10 30 2
Ftp::Server: Bruteforce detection is enabled.

(config-ftp)> no lockout-policy
Ftp::Server: Bruteforce detection is disabled.

Bepcus OnucaHve

2.12 Job6asneHa komaHgaa ip ftp lockout-policy.

3.44.3 ip ftp permissive

OnuncaHwune

Pa3peLunTb J0CTyn K cepBepy FTP ans Bcex nonb3oBaTeneli 6e3 aBTopursamn.

KomaHga c npedurKcom no 3anpeLLaeT Tako 4OCTyn.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

IP

I (config-ftp)>

permissive

I (config-ftp)> no permissive

(config-ftp)> permissive

(config-ftp)> no permissive

Bepcus

OnucaHue

2.08

Jlo6aBneHa komaHga ip ftp permissive.

3.44.4 ip ftp security-level

OnucaHwne

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

YcTaHoBUTbL ypoBeHb 6e3onacHocTu FTP. o ymMoaYaHuio yCTaHOBAEHO
3HayeHue private.

Het

Ja
Het

IP

(config-ftp)>

security-level (public | private | protected)

AprymeHT 3HauyeHue OnucaHwue

public Kmowesoe cnoso|focTyn K FTP-cepBepy pa3speLueH
ans public, private u protected
nHTepdericos.

private Krmwyesoe cnoso|fJoctyn Kk FTP-cepBepy pa3peLueH
ANns private nHTepdeiicos.

protected Kmiwyesoe cnoso|flocTyn K FTP-cepBepy pa3pelueH

Ans private u protected
nHTepdelicos.

(config-ftp)> security-level protected
Ftp::Manager: Security level changed to protected.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 Jlo6aBneHa koMmaHga ip ftp security-level.

3.45 ip host

OnucaHue Jo6aBuTb JOMeHHOe nMsa 1 agpec B Tabanuy DNS.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)>  ip host «domains <address>
(config)> no ip host [ <domains <address> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
domain CTpoka JomMmeHHOoe nvs xocTa.
address IP-agpec IP-apgpec xocTa.
Mpumep (config)> ip host zydata.local 192.168.1.22
Dns::Manager: Added static record for "zydata.local", address »
192.168.1.22.
(config)> no ip host zydata.local 192.168.1.22
Dns::Manager: Record "zydata.local", address 192.168.1.22 deleted.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHga ip host.

3.46 ip hotspot

OnucaHue JlocTyn K rpynne KoOMaHz, ANsi HaCTPOVikM YnpasneHus [lomaluHel CeTbio.
Mpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTHbI BBOA, HeT

Tun nHtepdeiica IP

BxoxxaeHue B rpynny (config-hotspot)
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CuHoncuc I(config)> ip hotspot

MNpumep (config)> ip hotspot
(config-hotspot)>

WcTopus nsmeHeHum Bepcus onucaHuve

2.06 [Jlo6baBneHa komaHgaa ip hotspot.

3.46.1 ip hotspot auto-scan interface

onuncaHue Bkntountb GOHOBOE CKaHVMpPOBaHWe Ha 3aZlaHHOM UHTepdeiice. Mo
YMOTYaHMIO BKIFOYEHO.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOIKY.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica IP

CuHoncuc (config-hotspot)>  auto-scan interface <interface

(config-hotspot)> no auto-scan interface <interface

AprymeHTbI AprymeHTt 3HaueHue OnucaHue
interface Wms untepgesica|lNonHoe nma nHtepdeiica nam
NnceBAOHNM.
Npumep (config-hotspot)> auto-scan interface WifiMaster0/AccessPointl

Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster@/AccessPointl" is unchanged.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.08 Jlo6aBneHa komaHgaa ip hotspot auto-scan interface.

3.46.2 ip hotspot auto-scan interval

OnucaHue 3agjatb MHTEPBAa/1 NPOBEPKN XOCTOB, HaxXoAALMNXCA OHNamH.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomaHga ¢ npedrikcoM no BO3BPALLAET 3HaYEHME MO YMONYAHUIO.

Ja
Aa
HeTt

IP

(config-hotspot)>

auto-scan interval <intervals

(config-hotspot)> no auto-scan interval

AprymeHT

3HaueHve

OnucaHue

interval

Lenoe u4ucno

MHTepBan ckaHMpoBaHVA B
cekyHgaax. 1o ymonydaHuo
ncrnonb3yeTca 3HaueHme 30.

(config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »

10 s.

(config-hotspot)> no auto-scan interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »

default.
Bepcus OnucaHue
2.08 Job6asneHa komaHgaa ip hotspot auto-scan interval.

3.46.3 ip hotspot auto-scan passive

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

3aAaTb CKOPOCTb MACCMBHOMO CKAHMPOBAHMA B XOCTaX B CEKYHAY.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja
Het

IP

I (config-hotspot)>  auto-scan passive <rate> hps

I (config-hotspot)> no auto-scan passive
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HaueHue OnucaHwue

rate Lenoe 4ucno  |CKOPOCTb MACCUBHOIO
CKaHMpOoBaHMs. Mo yMon4aHuto

MCMob3yeTcsa 3HaueHme 3.

(config-hotspot)> auto-scan passive 5 hps
Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.

(config-hotspot)> no auto-scan passive
Hotspot::Discovery: :Manager: Auto-scan rate reset to default.

Bepcus OnucaHve

2.08 Jlo6baBneHa komaHga ip hotspot auto-scan passive.

3.46.4 ip hotspot auto-scan timeout

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YcTaHoBUTb 0$dNaliHOBBIM TaliM-ayT 415 XOCTOB. [ocne yka3aHHOro BpeMeHu
OTCYTCTBYIOLLNY XOCT yAANAETCA U3 CMCKa OBHaPY>XeHHbIX XOCTOB XOT-CroTa.

KomaHza ¢ npedprKcomM no Bo3BpaLLaeT 3HAUYEHNE MO YMOIYAHUIO,
Ja

Aa

HeTt

IP

(config-hotspot)>  auto-scan timeout <timeout>

(config-hotspot)> no auto-scan timeout

AprymeHT 3HaueHue OnucaHue

timeout Lenoe uucno OddnainHoBbI TaliM-ayT B
cekyHgaax. 1o ymonydaHuo
ncrnonb3yeTca 3HaueHume 35.

(config-hotspot)> auto-scan timeout 31
Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> no auto-scan timeout
Hotspot: :Discovery: :Manager: Auto-scan host offline timeout reset »
to default.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 [JobaeneHa komaHza ip hotspot auto-scan timeout.

3.46.5 ip hotspot default-policy

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

OnpegennTb NONUTUKY YNipasnieHus JomMalwlHen CeTbio A8 BCex
NHTepdericoB UNK Ha3Ha4YnUTb Npodunb goctyna B HTepHeT. MoanTurka
NpUMeHsIeTcs KO BceM MHTepdeiicam, He MMeroLLIM CO6CTBEHHOTO Npasua
aoctyna, ip hotspot policy.

MoAnTMKa No ymon4vaHuto: permit.

KomaHaa ¢ npepunKcom no ycTaHaBNMBaEeT 3HayYeHne NOANTUKN Mo
YMONYaHUIO.

Ja
Ja
Ja
IP
(config-hotspot)>  default-policy (<access» | policy»)

(config-hotspot)> no default-policy

AprymeHT |3HayeHue OnucaHue

access permit PaspewwnTb goctyn K ceT IHTepHerT.
deny 3anpeTnTb AoCTyn K ceTn IHTepHeT.

policy lpogunb HasBaHune npoduns goctyna.
pocryna

(config-hotspot)> default-policy permit
FHotspot::Manager: Default policy "permit" applied.

(config-hotspot)> default-policy deny
Hotspot::Manager: Default policy "deny" applied.

(config-hotspot)> default-policy Policy®
Hotspot::Manager: Default policy "Policy0" applied.

(config-hotspot)> no default-policy
Hotspot: :Manager: Default policy cleared.

Bepcus OnucaHve

2.09 [JobaeneHa komaHaa ip hotspot default-policy.
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2.12 Job6asneH aprymeHT policy.

3.46.6 ip hotspot host

OnuncaHwmne

Mpe¢ukc no

MeHsieT HacTpoKK
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTt

Mpumep

HactpouTb NpaBuaa goctyna nam 6noKMpoBKn A5 onpeseneHHbIX KINeHTOB
YnpasneHnus [lomawHein CeTbto. laHHbIE NpaBuaa MMerT 6oJiee BbICOKUN
npuopuTeT, YeM HaCTpoKa NOAUTUKN (CM. KoMaHgy ip hotspot policy).

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja
Ja
Aa
IP

(config-hotspot)>  host mac» (<access» | schedule <schedules | policy
policys)

(config-hotspot)> no host mac> (<access> | schedule | policy)

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-agpec MAC-agpec xocTa. XoCT A0/1KeH 6bITb
3aperncTpvpoBaH 3apaHee C NOMOLLbIO
komaHabl known host.

access permit PaspelunTb gocTyn K ceTn IHTepHerT.
deny 3anpeTnTb JOCTYN K ceTn IHTepHeT.
schedule Pacnucaune |HasBaHMe pacnncaHums, CoO3gaHHOro npu
nomMoLuwm rpynnel KoMaHa schedule.
policy Mpogunb HassaHune npoduns goctyna.
fgoctyna

(config)> known host MYTEST 54:e4:3a:8a:f3:a7
Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule "permit" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 deny
Hotspot: :Manager: Rule "deny" applied to host "54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 schedule MYSCHEDULE
Hotspot: :Manager: Schedule "MYSCHEDULE" applied to host »
"54:e4:3a:8a:f3:a7".
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UcTopusa nsmeHeHwnii

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 schedule
Hotspot::Manager: Host "54:e4:3a:8a:f3:a7" schedule disabled.

(config-hotspot)> host 54:e4:3a:8a:f3:a7 policy Policy0
Hotspot::Manager: Policy "Policy@" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 policy
Hotspot::Manager: Policy removed from host "54:e4:3a:8a:f3:a7".

Bepcus OnucaHue
2.06 JobasneHa komaHAa ip hotspot host.
2.12 JobaBneHbl aprymeHTbl permit, deny, schedule, policy.

3.46.7 ip hotspot host service-class

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTsl

Ha3HauunTb onpeaeneHHbIN knacc BceMy Tpaduky, HanpasBaeHHOMY K
3aperncTpmpoBaHHOMY XocTy. Knacc o603HauvaeTcs LenbiM Ymcaom ot 1 4o
6. Perncrpaums xocrta BbINOAHALTCA 3apaHee nNpuv NOMOoLLY KOMaHabl known
host.

KomaHga ¢ npedurkKcom no yaanset HasHaYeHHbIM Knacc.
Ja

Ja

HeTt

IP

(config-hotspot)>  host wmac» service-class «service-class»

(config-hotspot)> no host wmac» service-class

AprymeHT 3HayeHne |(OnucaHue
mac MAC-agpec |MAC-agpec xocTa.
service-class|l MuHnmanbHas 3agepxkka (VolIP).
2 NHTepakTnBHasA CBA3b B peXnMe peasisHoro
BpeMeHU (Urpbl, BUAeoKoHbepeHUnn).
3 Cepsuckl TpaHcnsauum (YouTube, NetFlix).
4 [JaHHble c HebonbLIVMM 3a4ep>KKamu (6a3bl

AaHHbIX, SSH).

5 JaHHble NOBbILLEHHOV NPOMNYCKHOM
cnocobHocTun (web-Tpaduk).

6 HuskonpuopuTeTHble AaHHble (COBMECTHbIN
Joctyn, BitTorrent).
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Mpumep

UcTopuns nameHeHuii

3.46.8 ip hotspot policy

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

(config-hotspot)> host 04:d4:c4:54:bc:11 service-class 3
Hotspot::Manager: Service class "3" applied to host »
"04:d4:c4:54:bc:11".

(config-hotspot)> no host 04:d4:c4:54:bc:59 service-class
Hotspot::Manager: Service class removed from host »
"04:d4:c4:54:bc:59".

Bepcusa

OnucaHwmne

3.05

[JobaeneHa komaHza ip hotspot host service-class.

OnpegennTtb NOANTUKY YNpasneHus [lomaluHeri CeTbo AN BbI6pPaHHOro
NHTepdelica. MoanTnkKa NPUMEHSETCA KO BCEM XOCTaM, He MMeoLL MM
cobcTBeHHOro npaswuna goctyna ip hotspot host.

MoAnTMKa No ymon4vaHuto: permit.

KomaHAa ¢ npepunKcom no ycTaHaBNMBaEeT 3HayYeHne NOANTUKN Mo

YMONYaHUIO.

Ja
Ja
Ja
IP

(config-hotspot)>

policy <interface («accesss | policy»)

(config-hotspot)> no policy <interfaces

AprymeHT 3HauyeHue OnucaHwue

interface msa MonHoe nmsa Ethernet nHtepderica nnn
uHTeppesica |NCEBAOHUM.

access permit Paspewwntb goctyn K cetn IHTepHer.
deny 3anpeTuTb A0CTYN K ceTn VIHTepHeT.

policy Mpogunb HasBaHune npoduns goctyna.
goctyna

(config-hotspot)> policy
Hotspot::Manager: Policy

(config-hotspot)> policy
Hotspot: :Manager: Policy

Home permit
"permit" applied to interface "Home".

Home deny
"deny" applied to interface "Home".
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(config-hotspot)> policy Home Policy®
Hotspot::Manager: Policy "Policy@" applied to interface "Home".

(config-hotspot)> no policy Home
Hotspot::Manager: Interface "Home" policy cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.06 [JobaeneHa komaHza ip hotspot policy.
2.12 Jlo6baBneH aprymeHT policy.

3.46.9 ip hotspot wake

OnucaHue OtnpaBuTb Wake-on-LAN nakeT Ha private n protected nHTepdericbl xocTa.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Tun uHTepderica IP

CuHoncuc (config-hotspot)>  wake mac

AprymeHTbI AprymeHT 3HaueHue OnucaHue
mac MAC-apgpec MAC-aapec xocTa.
Npumep (config-hotspot)> wake a8:1e:84:11:f1:22

Hotspot::Manager: WoL sent to host: a8:1e:84:11:f1:22.

WcTopuns nsmeHeHwnit |Bepcua onucaHue

2.08 JobasneHa komaHgaa ip hotspot wake.

3.47 ip http lockout-policy

OonuncaHmne 3aAaTb NapamMeTpbl OTCNEXMBAHWSA NOMbITOK BTOPXEHUS NyTéM nepebopa
naponeit HTTP gns nybnnyHbix nHTepdericos. Mo ymondaHuto dbyHKUNS
BK/tOYEHA.

KomaHga ¢ npedunkcom no oTkatoHaeT obHapyxeHme nogbopa.
Mpe¢unkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het
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Tun nutepdeiica IP

Cutoncnc (config)>  ip http lockout-policy «thresholds [«durations

[<observation-window]]

(config)> no ip http lockout-policy

AprymeHTbI AprymeHT 3HaueHue OonucaHue

threshold Lenoe uucno Konnyectso HeygauHbIX MOMbITOK
BX0Za B cucTtemy. 1o ymonyaHuo
yCTaHOBJ/IeHO 3HaveHune 5.

duration Lenoe 4ucro MpogonXknTensHOCTL 3anpeTa
aBTopu3saLumn Ana yKasaHHoOro
IP-agpeca B MunHyTax. Mo
YMOJIHaHWIO YCTaHOBEHO
3HayeHwue 15.

observation-window |lenoe uucno MpogomKnTeNsHOCTb HabAeHNS
3a NOAO3PUTENbHOW aKTUBHOCTLHO
B MUHYyTax. 1o ymMon4aHuio
YCTaHOB/IEHO 3HaueHue 3.

Mpumep (config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is enabled.

(config)> no ip http lockout-policy
Http::Manager: Bruteforce detection is disabled.

VICTOleﬂ V|3Me|'|e|'||/||7| Bepcwﬂ OonvcaHue

2.08 Job6asneHa komaHgaa ip http lockout-policy.

3.48 ip http log access

OnucaHue Brntountb pexum oTnagku Ha Beb-cepsepe (nginx). Mo ymonvaHuo dpyHKUMs
OTK/tOYEHA.

KomaHga ¢ npednkcom no oTkAoYaeT OTNALA0UHbIA PEXUM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica IP

CuHoncuc I (config)>  ip http log access
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I (config)> no ip http log access

Mpumep (config)> ip http log access
Http::Manager: Enabled access logging.

(config)> no ip http log access
Http::Manager: Disabled access logging.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.00 JobasneHa komaHga ip http log access.

3.49 ip http log auth

OnucaHue BKkntoumnTb normpoBaHne NonbITOK HeyAa4yHoM aBTopu3auum B cucteme. Mo
YMOAYaHMIO QYHKLMSA OTKIOYEHa.

KomaHga ¢ npedrkcom no oTKA0YaeT NorpoBaHue.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config)>  ip http log auth

I (config)> no ip http log auth

Mpumep (config)> ip http log auth
Http::Manager: Auth logging enabled.

(config)> no ip http log auth
Http::Manager: Auth logging disabled.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.08 Jlo6aBneHa komaHga ip http log auth.

3.50 ip http log webdav

OnucaHune BktounTb normposaHvie NonbITOK HeYAauHOro NOAK/IHUEHUS K cepBepy
WebDAV. Mo ymon4aHuio GyHKLMA OTKAOYEHA.

KoMaHAa ¢ npedurkcom no OTKIHOUAET IOrMPOBaHMe.

MNpedukc no Ja
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MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja
Het

IP

I (config)>  ip http log webdav

I (config)> no ip http log webdav

(config)> ip http log webdav
WebDav: :Server: Enabled request tracing.

(config)> no ip http log webdav
WebDav: :Server: Disabled request tracing.

Bepcus OnucaHve
3.04 JobasneHa komaHgaa ip http log webdav.

3.51 ip http port

OnucaHune

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

HasHauunTte HTTP nopT ans Beb-nHTepdelica Giga. Mo ymondaHuto
ncnonb3yeTca nopt 80.

KomaHga ¢ npedprKcoM no ycTaHaBAMBaeT MOPT MO YMOAYAHUIO.
Ja

Ja

Het

IP

(config)>  ip http port «port>

(config)> no ip http port

AprymeHT 3HaueHue OnucaHwue

port llenoe 4ucno HoBbin nopT HTTP.

(config)> ip http port 8080
Http::Manager: Port changed to 8080.

(config)> no ip http port
Http::Manager: Port reset to 80.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHza ip http port.

3.52 ip http proxy

OnucaHwue JocTtyn K rpynne KomaHa ans Hactpoikm HTTP npokcun. Ecav npokcn He
HalJeH, KOMaH/a MblTaeTcs ero co3gaTb.

KomaHga c npedunkcom no yganseT NpoKcu.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-http-proxy)

CuHoncuc (config)>  ip http proxy name>
(config)> no ip http proxy name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka Vma HTTP npokcw.
Mpumep (config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.08 Job6asneHa komaHgaa ip http proxy.

3.52.1 ip http proxy auth

OnucaHwue Brnrountb asTopusaumto ansa HTTP-npokcn. o ymonyaHuio napamMmeTp
OTKJIHOUEH.

KomaHgaa ¢ npedurkcom no oTkaro4aeT aBTopmsaunto ana HTTP-npokcu.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

322 CnpaBoyHuK KoMaHa — Giga (KN-1011)




naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I(config-http-proxy)> auth

I (config-http-proxy)> no auth

(config-http-proxy)> auth
Http::Manager: Proxy password auth is enabled.

(config-http-proxy)> no auth
Http::Manager: Proxy password auth is disabled.

Bepcus OnucaHve

2.10 JobasneHa komaHga ip http proxy auth.

3.52.2 ip http proxy domain

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

NcTopus nsmeHeHum

YcTaHOBUTL fJOMEHHOE M4, onpegenatowee FQDN BUPTyanbHOro XocTa.

KomaHgaa ¢ npedprKcoM no yaanset HacTPOKY.
Ja

Ja

Het

IP

(config-http-proxy)>  domain static «domain»

(config-http-proxy)> no domain

AprymeHT 3HauyeHue |OnucaHue

domain Ctpoka JomeHHoe nm4.

(config-http-proxy)> domain static example.net

Http::Manager: Configured base domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

Bepcus OnucaHue

2.08 Job6asneHa komaHaa ip http proxy domain.
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3.52.3 ip http proxy domain ndns

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

3.52.4 ip http proxy force-host

OnucaHwmne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Vicnonb3oBaTb foMeHHOe nM4, nonyyeHHoe ot cepsrica NDNS. Echv gaHHas
onumsa BKIOYEHa, HacTpoiika ip http proxy domain cTupaeTcs.

KomaHza c npedurKcom no yaansieT HacTpoiiKy.

Ja
Ja
Het

IP

I(config-http—proxy)> domain ndns

I (config-http-proxy)> no domain ndns

(config-http-proxy)> domain ndns
Http::Manager: Configured ndns domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

Bepcus

OnucaHue

2.08

Jlo6aBneHa komaHga ip http proxy domain ndns.

Bknrountb nepeonpeaeneHme 3arosioBka Host ansa upstream.

KomaHga ¢ npedurkcom no oTKIoYaeT HaCTPOKY.

Ja
Ja
Het

IP

(config-http-proxy)>

force-host «force-host»

(config-http-proxy)> no force-host

AprymeHT

3HayeHue

OonvcaHune

force-host

CTpoka

IP-agpec nnn gomeHHoe nvs.

324

CnpaBoyHuK KoMaHa — Giga (KN-1011)



naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopusa nsmeHeHwnii

(config-http-proxy)>
Http::Proxy:
"192.168.8.1".

(config-http-proxy)>
Http::Proxy:

(config-http-proxy)>

"modem" :

"modem" :
"modem. keenetic.pro".

force-host 192.168.8.1
enabled Host header enforcing to »

force-host modem.keenetic.pro
enabled Host header enforcing to »

no force-host

Http::Proxy: "modem": disabled Host header enforcing.
Bepcus OnucaHue
3.06 JobasneHa komaHaa ip http proxy force-host.

3.52.5 ip http proxy preserve-host

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

YCTaHOBUTb napamMeTp 4143 COXpaHeEHUA NCXOAHOI0 3arosioBka rnpu

NPOKCVMPOBaAHNM

KomaHga ¢ npedprKCcoM No OTK/HOUaEeT HAaCTPOWKY.

Aa
Ja
HeTt

IP

I(conﬁg-hup-proxyy> preserve-host

I (config-http-proxy)> no preserve-host

(config-http-proxy)>
Http::Manager: Proxy

(config-http-proxy)>
Http::Manager: Proxy

preserve-host
HTTP Host header preservation is enabled.

no preserve-host
HTTP Host header preservation is disabled.

Bepcusa

OnucaHue

2.13

JobasneHa komaHaa ip http proxy preserve-host.

3.52.6 ip http proxy security-level

OnuncaHwmne

YcTaHoBUTL ypoBeHb 6e3onacHocTy Ang HTTP-npokcwn. Mo ymonvaHuio
yCTaHOB/IEHO 3HayveHne private.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

Ja
Ja
Het

IP

(config-http-proxy)>  security-level (public | private)

(config-http-proxy)> no security-level

AprymeHT 3HauyeHue OnuncaHwue

public Knwouesoe Aoctyn Kk HTTP-npokcm pa3spetueH and public,
C/10B0 private n protected nHtepdericos.

private Krouesoe Joctyn K HTTP-npokcu paspeLueH To/IbKO ANd
C/10B0 private nHTepdelicos.

(config-http-proxy)> security-level public
Http::Proxy: "testl": set public security level.

(config-http-proxy)> no security-level
Http::Proxy: "testl": unset public security level.

Bepcus OnucaHue

3.05 JlobaBneHa komaHAa ip http proxy security-level.

3.52.7 ip http proxy upstream

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

YcraHoBuUTb agpec HTTP nnn HTTPS cepBepa, Ha KOTOpbI 6yayT
nepeHanpaBfATbLCSA 3arpochl.

KomaHga c npedunkcom no yaanseTt HacTPOKy.
Aa

Ja

Hert

IP

(config-http-proxy)> upstream(http | https)(wmac> | <ip> | «fqdns) [«ports]

(config-http-proxy)> no upstream

AprymeHT |3HauyeHue OnucaHve

http Knwyesoe cnoso |HTTP cepsep.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT |3HauyeHue OnucaHve

https Kmouesoe cnoso |HTTPS cepsep.

mac MAC-agpec MAC-aapec cepsepa.

ip IP-agpec IP-agpec cepsepa.

fqdn FQDN MNonHoe somMeHHOE NMS cepBepa.
port Yenoe uucno Howmep nopTa.

(config-http-proxy)> upstream http 192.168.1.1 8080
Http::Manager: Proxy "TEST" upstream was set.

(config-http-proxy)> upstream https google.com 443
Http::Proxy: "modem": set https upstream google.com, port 443.

(config-http-proxy)> no upstream
Http::Manager: Remove upstream info for proxy "test".

Bepcus OnucaHue
2.08 JobaBneHa komaHAa ip http proxy upstream.
3.05 Job6aBneHo kno4eBoe CNoBo https.

3.52.8 ip http proxy x-real-ip

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

BkntounTb noaaepxky 3aronoskos X-Real-IP and X-Forwarded-For gna HTTP
NpOoKCK.

KomaHgaa ¢ npedrKCOM no OTKAKOHAET 3aro0BKuU.
Ja

Ja

HeTt

IP

I(conﬁg-hup—proxyy> x-real-ip

I (config-http-proxy)> no x-real-ip

(config-http-proxy)> x-real-ip
Http::Proxy: "testl": enabled X-Real-IP and X-Forwarded-For »
headers.

(config-http-proxy)> no x-real-ip
Http::Proxy: "testl": disabled X-Real-IP and X-Forwarded-For »
headers.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.05 [JobaeneHa komaHza ip http proxy x-real-ip.

3.53 ip http security-level

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOMKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb YpOBeHb 6€30MacHOCTY A/ yAaNeHHOro AocTyna K Beb
nHTepdeiicy Keenetic. Mo ymonyaHuo ycTaHOB/EHO 3HayYeHMe private.

HeT
Ja
HeTt

IP

(config)> iphttpsecurity-level (public[ssl] | private | protected)

AprymeHT 3HaueHue OnucaHwue

public Knw4yesoe cnoso|ocTyn Kk Beb nHTepdeincy
paspeLueH Ana public, private n
protected nHtepdeiicos no HTTP
n HTTPS.

private Knw4yesoe croso|[locTtyn Kk Be6 nHTepdeincy
pa3spelueH gns private
nHTepdericos.

protected Knw4yesoe cnoso|ocTyn Kk Be6 nHTepdeincy
pa3peLueH Ans private n protected
nHTepdelicos.

ssl Kn4yesoe cnoso|ocTyn k Be6 nHTepdeicy
paspeLueH ansa public
nHTepdericoB TONbKO Yepes
HTTPS.

(config)> ip http security-level protected
Http::Manager: Security level changed to protected.

(config)> ip http security-level public ssl
Http::Manager: Security level set to public SSL.

Bepcus OnucaHve
2.08 JobasneHa komaHgaa ip http security-level.
3.00 Jlo6aeneH napametp ssl.
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naBa 3 OnncaHme KOMaHA,

3.54 ip http ssl acme get

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Co3gatb 1 nognucaTb cepTudmkat SSL Ana ykazaHHOro AOMEHHOro MMeHu
(no ymonyaHuto, KeenDNS). [lna Hero AosxeH 6blTb NpefocTaBAeH AOCTYN
13 NHTepHeTa.

Het
Het

Het

(config)> ip http ssl acme get [ <domains ]

Argument 3HayeHue |OnucaHue

domain Ctpoka JomeHHoe nms KeenDNS.

(config)> ip http ssl acme get mytest.keenetic.pro
Acme::Client: Obtaining certificate for domain »
"mytest.keenetic.pro" is started.

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga ip http ssl acme get.

3.55 ip http ssl acme revoke

OnucaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

OTMeHUTb 1 yaanuTb SSL-cepTndmrkat Ana ykasaHHOro AOMeHHOro UMeH
(KeenDNS, no ymon4aHwuio).

Het
Het

Het

(config)> ip http ssl acme revoke «domain

AprymeHT 3HaueHue |OnucaHue

domain Crpoka JomeHHoe nms KeenDNS.

(config)> ip http ssl acme revoke mytest.keenetic.pro
Acme::Client: Revoking certificate for domain »
"mytest.keenetic.pro" is started.
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naBa 3 OnncaHme KoMaHp,

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.11

[JobaeneHa komaHza ip http ssl acme revoke.

3.56 ip http ssl acme list

OnucaHune
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIia BBog, Het

Moka3aTb CnMCcoK 6ecnnaTHbIX cepTndurKaToB Let s Encrypt B cucteme.

ccbb5a71a7644903b51a5454 . keenetic.io

CuHoncuc I(conﬂgp» ip http ssl acme list
Mpumep (config)> ip http ssl acme list
certificate:
domain:
should-be-renewed: no
is-expired: no
issue-time:

expiration-time:

certificate:

domain:
should-be-renewed:
is-expired:
issue-time:
expiration-time:

2018-06-20T09:16:30.000Z
2018-09-17T09:16:30.000Z

mytest.keenetic.pro

no

no
2018-06-28T16:36:56.000Z
2018-09-25T16:36:56.000Z

WcTopus nameHeHni |Bepcus

OnucaHue

2.1

[Jlo6aBneHa komaHga ip http ssl acme list.

3.57 ip http ssl enable

OnucaHwne

Bkntountb SSL Ha HTTP cepsepe. No ymonyaHuto, SSL oTktoueH.

KomaHga c npedurkcom no otkarouaet SSL.

MNpejukc no Ja
Ja

MHorokpaTHbIi BBog, Het

MeHsieT HacTpoiKkmn

Tun nHTepdeiica IP
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naBa 3 OnncaHme KOMaHA,

CuHoncuc I (config)>  ip http ssl enable

I (config)> no ip http ssl enable

MNpumep (config)> ip http ssl enable
Http::Manager: Enabled SSL service.

(config)> no ip http ssl enable
Http::Manager: Disabled SSL service.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.07 JobasneHa komaHgaa ip http ssl enable.

3.58 ip http ssl redirect

OnucaHune BknounTb aBTOMaTUYECKOE NepeHanpaBneHmne Ha JOMeHax ¢ cepTudUKaToMm
SSL. No ymonyaHuio nepeHanpas/ieHVie BKIFOYEHO.

KomaHaa ¢ npedrKcom no oTkIoYaeT nepeHanpas/ieHme.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica IP

CuHoncnc I (config)> ip http ssl redirect

I (config)> no ip http ssl redirect

Mpumep (config)> ip http ssl redirect
Http::Manager: Redirect to SSL is enabled.

(config)> no ip http ssl redirect
Http::Manager: Redirect to SSL is disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 JobasneHa komaHaa ip http ssl redirect.

3.59 ip http webdav

OnucaHwue JocTtyn K rpynne KOMaHA AN HaCTPOWKM NapaMeTpoB cepBepa WebDAV.

Mpejukc no Het
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

Bxo)xaeHue B rpynny (config-webdav)

CuHoncuc I (config)>  ip http webdav

MNpumep (config)> ip http webdav
Core::Configurator: Done.
(config-webdav)>

WcTopuns nsmeHeHnit |Bepcus onuvcaHue

3.04 JobasneHa komaHaa ip http webdav.

3.59.1 ip http webdav enable

OnucaHwue BkntounTk cepsep WebDAV. o ymonyaHUIo cepBep OTK/HOUEH.
KomaHga ¢ npedurkcom no oTktouaeT cepaep WebDAV.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CuHoncumc I (config-webdav)> enable

I (config-webdav)> no enable

MNpumep (config-webdav)> enable
WebDav: :Server: Enabled.

(config-webdav)> no enable
WebDav: :Server: Disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.04 [JobaeneHa komaHaa ip http webdav enable.

3.59.2 ip http webdav permissive

OnucaHwue PaspewnTb goctyn K cepBepy WebDAV ans Bcex nonb3oBaTteneil 6e3
aBTopmsauunn.
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naBa 3 OnncaHme KOMaHA,

KomaHga c npedunkcom no 3anpeLLaeT aHOHNMHbIN JOCTYmM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CrHoncumc I (config-webdav)> permissive

I (config-webdav)> no permissive

Mpumep (config-webdav)> permissive
WebDav: :Server: Enabled permissive mode.

(config-webdav)> no permissive
WebDav: :Server: Disabled permissive mode.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

3.04 Job6asneHa komaHgaa ip http webdav permissive.

3.59.3 ip http webdav security-level

OnucaHwue YCTaHOBUTb YpOBeHb 6€30MacHOCTY A9 YAa/IeHHOro A0CTyna K cepBepy
WebDAV. Mo ymMON4aHUIO NCNONb3yeTcd 3HayueHre private.

MNpejukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc (config-webdav)>  security-level (public | private)

AprymeHTbI AprymeHT |3HauyeHwue OonucaHue

public Knoyesoe croso |[loctyn k WebDAV cepBepy paspeLueH A5
public, private n protected nHtep¢eiicos.

private Knwuyesoe cnoso |[octyn kK WebDAV cepBepy pa3peLueH ans
private nHTepdelicos.

NMpumep (config-webdav)> security-level public
Http::Manager: WebDAV security level set to public.

Giga (KN-1011) — CnpaBOYHVK KOMaHZ, 333



naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.04

[JobaeneHa komaHza ip http webdav security-level.

3.60 ip http x-frame-options

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTbL 3HaYeHMe 3aronoeka X-Frame-Options ansa Be6-cepsepa (Nginx)
B AOMaLlHEeM CerMeHTe CeTu.

KomaHga ¢ npeprKcoM Nno OTKAHOUYAET HAaCTPOIKY.

Ja
Aa
HeTt

IP

(config)> ip http x-frame-options «x-frame-options»

(config)> no ip http x-frame-options «x-frame-options»

AprymeHT

3HauyeHne |OnucaHvie

x-frame-options

CTpoka 3HauveHune X-Frame-Option.

(config)> ip http x-frame-options DENY
Http::Manager: Set X-Frame-Options to "DENY".

(config)> no ip

http x-frame-options DENY

Http::Manager: Disabled X-Frame-Options header.

Bepcus

OnucaHune

3.05

Job6asneHa komaHgaa ip http x-frame-options.

3.61 ip name-server

OnuncaHune

HactponTb IP-agpeca cepsepos DNS. CoxpaHeHHble TakuM 06pa3om agpeca
Ha3bIBAOTCA CTATUYECKUMUN, B MPOTUBOMOIOXHOCTb ANHAMUYECKNM —
3aperncTpupoBaHHbIM cnyxxé6amu PPP nan DHCP.

AKTUBHBIMW, TO €CTb NCMO/b3YeMbIMU B JAHHbI MOMEHT ajpecamMu, ABNSOTCA
Te, KOTOpble 6bIIN 3aperncTpUpPoOBaHbI MO3Xe ocTanbHbIX. O6bIYHO cncTeMa
NCNONb3YyeT ajpeca, NosyYeHHble HECKOIbKUMW NOCeAHMMU YCNeLwHo
NOAKNUMBLLUNMUCS cyXbamu PPP nnn DHCP. ECAv HX OgHa U3 CyX6 He
perncrpupyet agpeca DNS akTUBHbIMUK ByAyT cTaTU4ecKne HacTpOKu.
OgaHako, ecnv nocsie perncTpaummy JUHammn4ecknx afpecos rnoJib3oBartesnem
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naBa 3 OnncaHme KOMaHA,

6111 3MEHEeHbI CTaTUYeCcKe HAaCTPOMKI, OHW CTAHOBSATCS aKTUBHBIMM, MOKa
He 6yZyT 3aperncTprpoBaHbl HOBbIE AUHAMUYecKke agpeca.

ip hame-server MOXHO BBOAMTb MHOTOKPaTHO, ecn TpebyeTcs HacTpouTb
HeckonbKko agpecoB DNS-cepsepoB. Kpome Toro, Kaxaomy BBeileHHOMY
aipecy MOXHO COMOCTaBUTb OZHO NN HECKO/IBKO JJOMEHHbIX UMEH A5
paboTbl co cneyndryeckMmn 30HaMK, HanpuMep, N0KaAbHBIMU UMeHaMn B
KOpnopaTuBHO ceTu.

KomaHza c npedurKcom no yaansieT ykasaHHbl agpec cepsepa DNS 13
CTaTMYEeCKOro 1 akTUBHOIO CNCKa, eC/I KOMaHAA AaeTcs C apryMeHTamu,
NNBO OUMLLLAET CMMCOK CTaTUYeCKMX ajpecoB, e/l KOMaHAa AaeTcs 6e3

aprymeHToB.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

Tun nutepdeiica IP
CuHoncuc (config)> dipname-serveraddress>[: port>][«domains[on<interface
1]
(config)> no ip name-server [ «address [ : <port>]][ «domains [ on
<interfaces]]
AprymeHTbI AprymeHT |3HaueHue OnuncaHue
address IP-agpec Afpec cepBepa NMeH.
port lenoe uucno MopT cepBepa NMeH.
domain CTpoka JlomeH, ans KoToporo byaet
ncnosb3oBaTbcs cepsep. DNS-npokcn npn
paspeLueHnn MMeHN B NepByto oyepesb
BblIOVpaeT agpec cepsepa C Hanbonee
6/IM3KMM K 3anpocy JoMeHoM. Ecav gomeH
He yKasblBaTb, cepeep byaeT
NCMONb30BaTLCA A1 BCEX 3arpOCOoB.
BblpaxeHue "" 1CNosb3yeTcd Kak AoOMeH
no ymonyaHuo. MakcrmanobHoe
KOIMYeCTBO AOMEHOB AJIAl OJHOro
DNS-cepsepa — 16.
interface |Wms untepgesica |IMa nHTepderica Ana HaCTPOKN.
Mpumep (config)> ip name-server 8.8.8.8 "" on ISP

Dns::InterfaceSpecific: Name server 8.8.8.8 added, domain »
(default), interface ISP.

(config)>

no 1p name-server

Dns::Manager: Static name server list cleared.
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UcTopuns nameHeHuii

3.62 ip nat

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

Bepcus OnucaHve
2.00 [JlobaeneHa KkomaHaa ip name-server.
2.14 [JlobaBneH aprymeHT port.

BKAOUNTL TPaHCNALMIO «NOKaNbHBIX» aJpecoB ceT network nam ceTu 3a
nHTepdericom interface. Hanpumep, koMaHga ip nat Home 03Ha4vaeT, yTo
415 BCeX NaKeToB 13 ceTu Home, MPOXOAALLMX Yepes MapLupyTusaTop, byaet
BbIMO/IHEHA NOAMEHA afpPecoB UCTOYHMKA.

Ja
Ja
Aa
IP

(config)>

ip nat (<interface> | <addresss amask> )

(config)> no ip nat (<interfaces | <address> amask> )

AprymeHT 3HayeHue |OnucaHue
interface Nms Vms HTepdeiica NCTouHKKa (MoHoe nms
uHTeppeiica |VHTepderica Nnmn NCeBAOHUM).
address IP-agpec BmecTte ¢ Mackoin mask 3agaeT AnanasoH
IP-agpecoB ncTouHKKa, noanexatmx
TpaHcasauun.
mask IP-macka Macka gmanasoHa TpaHcnauun. Ecte aBa

cnocoba BBOJA MacKU: B KAHOHNYECKOM
BUAe (Hanpumep, 255.255.255.0) n B
BUAe 6UTOBOV ANNHBLI NpedurKca
(Hanpumep, /24).

(config)> ip nat Home
Network::Nat: A NAT rule added.

(config)> no ip nat Home
Network::Nat: A NAT rule removed.

Bepcus

OnucaHune

2.00

JobasneHa KoMmaHaa ip nat.
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3.63 ip nat full-cone

OnucaHwue BkntounTb pexum Full Cone NAT. T10 yMOAYaHNIO peXNM BbIK/HOUEH.
KomaHga ¢ npedrKcom no OTKA0YAET 3TOT PEXUM.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nutepdeiica IP

CuHoncuc I (config)>  ip nat full-cone

I (config)> no ip nat full-cone

NMpumep (config)> ip nat full-cone
Network::Nat: Full cone mode enabled.

(config)> no ip nat full-cone
Network: :Nat: Full cone mode disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 JobasneHa komaHaa ip nat full-cone.

3.64 ip nat restricted-cone

OnucaHwue BrntounTb pexum Restricted NAT. TTo yMOAYaHNIO PEXUM BbIK/THOYEH.
KomaHga ¢ npedrkcom no OTKAYAET 3TOT PeXUM.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CuHoncuc I (config)>  ip nat restricted-cone

I (config)> no ip nat restricted-cone

Mpumep (config)> ip nat restricted-cone
Network: :Nat: Restricted cone mode enabled.

(config)> no ip nat restricted-cone
Network::Nat: Restricted cone mode disabled.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.01

[JobaeneHa komaHza ip nat restricted-cone.

3.65 ip nat sstp

BkntoumnTb TpaHCAaLMIO aapecoB Ana KnneHTos SSTP.

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

Mpumep

WcTopus nsmeHeHum

KomaHga c npedurKcom no yaansiet npasuso.

Ja
Aa
HeTt

IP

I (config)> ip nat sstp

I (config)> no ip nat sstp

(config)> ip nat sstp
SstpServer::Nat: SSTP VPN NAT enabled.

(config)> no ip nat sstp
SstpServer::Nat: SSTP VPN NAT disabled.

Bepcus

OnucaHune

2.12

Job6aBneHa KkoMmaHaa ip nat sstp.

3.66 ip nat vpn

Bkntoumnts TpaHcnauuo agpecos ana VPN-kKNeHTOB.

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

KomaHza c npedurkcom no yaansiet npasuso.

Aa
Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CvHoncuc

IP

I (config)>  ip nat vpn

I (config)> no ip nat vpn
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Mpumep

UcTopuns nameHeHuii

(config)> ip nat vpn
VpnServer::Nat: PPTP VPN NAT enabled.

(config)> no ip nat vpn
VpnServer::Nat: PPTP VPN NAT disabled.

Bepcus OnucaHve

2.04 [JlobaeneHa KkomaHaa ip nat vpn.

3.67 ip policy

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

JlocTyn K rpynne KoMaHz, Ans HacTporiku npodunsa goctyna B IHTepHeT —
npaswuia Bblbopa MapLLpyTa Mo YMOAYAHWUIO 4151 XOCTOB 1 CerMeHTOB
AoMallHel ceTn. Ecam npodunb ocTyna He HaAeH, KOMaHAa NbITaeTCs ero
€o34aTtb. MOXHO co3gaTb He 6onee 16 npodunei.

KomaHga c npedunkcom no yaanseT ykaszaHHbIi npodub JOCTyna 13 cnucka.
Ja

Aa

Ja

(config-policy)

(config)>  ip policy name>

(config)> no ip policy name>

AprymeHT 3HauyeHue OnucaHwue

name Ums npoguns |HasaHume npodwuns goctyna. JonyckaeTcs
NCMONb30BaHMe CMMBOJIOB IaTUHCKOro
andaBuTa, uMdp, NnoguepkrBaHua 1 geduca.
He 6onee 32 cnmBonoB.

(config)> ip policy Policy®
Network: :PolicyTable: Created policy "Policy0@".

(config)> no ip policy Policy0
Network: :PolicyTable: Removed policy "Policy0".

Bepcus OnucaHue

2.12 Job6asneHa komaHgaa ip policy.
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3.67.1 ip policy description

OnucaHue Ha3HauunTb NponsBoibHOE onuncaHne Nnpoduto A4ocTyna B VIHTepHerT.
KomaHga ¢ npedunkcom no cTupaeT onncaHue,

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica IP

CuHoncuc (config-policy)>  description «description

(config-policy)> no description

AprymeHTbI AprymeHTt 3HaueHue |OnucaHune

description Ctpoka MNpon3BosibHOe onncaHve npoduns
poctyna. /lonyckaeTcs UCnonb3oBaHne
CUMBOJIOB IaTUHCKOro andasunTa, undp,
noavepkmBaHus 1 gedunca. He 6onee 256
CUMBOJIOB.

Mpumep (config-policy)> description PolicyOne
Network: :PolicyTable: "Policy0": updated description.

(config-policy)> no description
Network::PolicyTable: "Policy0": updated description.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.12 JlobasneHa komaHgaa ip policy description.

3.67.2 ip policy multipath

OnucaHue BkntounTb GyHKLMIO OA4HOBPEMEHHOTO MCcNo/ib30oBaHUA WAN-noakntoueHnin
B pexumMe 6anaHCUpPOBKU.

KomaHga ¢ npedurkcom no otkarouaeT GyHKLUMIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
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CuHoncuc I (config-policy)>  multipath

I (config-policy)> no multipath

Mpumep (config-policy)> multipath
Network: :PolicyTable: "Policy0": enable multipath.

(config-policy)> no multipath
Network::PolicyTable: "Policy0": disable multipath.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.14 JobasneHa koMmaHgaa ip policy multipath.

3.67.3 ip policy permit

OonucaHue Pa3peLumnTb Ucrnonb30BaHWe Npodusa ZocTyna Ansa rnobanbHoro nHTepoeiica.
Ecnv oguH npodunb AocTyna paspeLueH Ans HECKONbKMX MHTepdelicoB,
MOXHO yKa3aTb NPUOPUTET AN KAXAOro U3 HUNX.

KomaHga c npedurkcom no 3anpeLLaeT NCNob30BaHMe Npoduas JocTyna
A4Ns yKasaHHoro nHtepderica. Ecnm BBecTn KOMaHAy 6€3 apryMeHToB,
npodunb focTyna byaeT 3anpeLLeH 418 Bcex nHTepdencos.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun uHTepdderica IP

CuHoncnc (config-policy)>  permit global <interfaces[ order «orders]

(config-policy)> no permit [ global <interface ]

AprymeHTbI AprymeHT |3HauyeHue OnucaHue

interface |Wmsa uHTepgeiica|llonHoe nms HTepderica Nan NCeBAOHMM.

order Lenoe uucno MpuopuTeT rnobanbHoro nHTepdelrica, ans
KOTOpOro paspeLueH npodusb AocTyna.
MoxeT NprHNMaTb 3Ha4eHns oT 1 J0 65534,
HO He 6oJiee, YeM KOIMYECTBO r106abHbIX
nHTepdelicos.

Mpumep (config-policy)> permit global L2TPO order 0
Network: :PolicyTable: "Policy0": set permission to use L2TPO.

(config-policy)> no permit global L2TPO
Network: :PolicyTable: "Policy@": set no permission to use L2TPO.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.12

[JobaeneHa komaHaa ip policy permit.

3.67.4 ip policy permit auto

OonucaHue ABTOMAaTMYECKM pa3peLlaTb HOBble MOAKYEHWS AN Npoduns JoCTyna.
Mo ymonuyaHuo GyHKUMUS OTK/IOYEHA.

KomaHgaa c npedurkcom no yaansieT aBToMaTnyeckoe paspeLleHue.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncuc

I(config-policy)> permit auto

I (config-policy)> no permit auto

Mpumep (config-policy)> permit auto
Network::PolicyTable: "Policy0": set auto permission.

(config-policy)> no permit auto
Network::PolicyTable: "Policy0": set auto permission.

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.12

JobasneHa komaHaa ip policy permit auto.

3.67.5 ip policy rate-limit input

OnucaHune Jo6aBnTb NapameTpbl OrpaHNYeHNs BXOASLLLe CKOPOCTU ANS r106anbHbIX
nHTepdericoB Nnpoduna goctyna.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-policy)>

I (config-policy)>

rate-limit <interface> input (<rates | auto)

rate-limit <interfaces> no input
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT |(3HayeHue OnucaHwue

interface |Wma uHTepgeiica|Ima rnobanbHoro IP-nHTepdeiica ans
orpaHnyeHus Tpaduka rpynrnom
Ha3Ha4eHHbIX Npodune.

rate Lenoe 4ucno MpegenbHas CKOPOCTbL Nepeaayn AaHHbIX
B K6UT/C. MOXET MPUHMMAaTb 3HaYeHNs B
AvanasoHe o1 64 o 1000000.

auto Knyesoe €080 |PexyM aBTOHACTPOKM.

(config-policy)> rate-limit WifiMasterl/WifiStation® input auto
Network::PolicyTable: "Policy@": set input rate limit to "auto".

(config-policy)> rate-limit WifiMasterl/WifiStation0® input 100000
Network: :PolicyTable: "Policy@": set input rate limit to "100000" »
kbps.

(config-policy)> rate-limit WifiMasterl/WifiStation@ no input
Network::PolicyTable: "Policy0": reset input rate limit.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHga ip policy rate-limit input.

3.67.6 ip policy rate-limit output

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

[l06aBNTb NapaMeTpbl OrPaHNYEHNS UCXOASLLIEN CKOPOCTU AN FN06aNbHbIX
nHTepdericos npoduna gocryna.

KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.
Ja

Aa

Het

IP

(config-policy)>  rate-limit <interfaces output «rates

(config-policy)>  rate-limit <interface» no output

AprymeHT |3HauyeHwue OnucaHue

interface |Umsa uHTepgelica|IMa rnobaneHoro IP-nHTepdeiica ansa
orpaHunyeHuns Tpadumka rpynnom
Ha3Ha4eHHbIX Npodunen.

rate Lenoe uucro MNpeaenbHas cKOPOCTb Nepeaavn JaHHbIX
B K6ut/c. MoXeT NpMHMMaTh 3Ha4YeHus B
AvanasoHe oT 64 ao 1000000.
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Mpumep

UcTopuns nameHeHuii

(config-policy)> rate-limit WifiMasterl/WifiStation0 output 1000
Network::PolicyTable: "Policy0": set output rate limit to "1000" »
kbps.

(config-policy)> rate-limit WifiMasterl/WifiStation® no output
Network: :PolicyTable: "Policy0": reset ouput rate limit.

Bepcus OnucaHve

3.05 [JobaeneHa komaHzaa ip policy rate-limit output.

3.68 ip route

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Jo6aBuTb B TabAMLy MapLUpyTU3aLMN CTaTUYECKUIA MapLUPYT, KOTOPbIA
3ajaeT npaBuao nepegayun IP-nakeToB Yepes onpeseneHHbIl W3 UK
ceTeBoW nHTepoderic.

B kauecTBe ceTM Ha3HayYeHMA MOXHO yKa3aTb kitoyeBoe coBo default. B
3TOM C/lyyae 6yAeT co3jaH MapLUPYT MO YMONYAHMIO.

KomaHgaa ¢ npedrkcom no yaanseT MapLUpyT € yKazaHHbIMY NapamMeTpamMu.
Ja
Ja
Ja
IP

(config)>  ip route ( «networks <mask> | <host> | default) («gateway> [
interface] | <interfaces ) [auto] [metric]

(config)> no ip route ( <network> amask> | <host> | default) [ «gateway: |
<dnterfaces][metric]

AprymeHT |3HauyeHwue OnucaHue
network IP-agpec IP-aspec ceTn Ha3HayeHwus.
mask IP-macka Macka ceTu HazHa4veHus. EcTb ABa crnocoba

BBOJa Macku: B KAHOHWYECKOM BUAe
(Hanpumep, 255.255.255.0) 1 B BUAe

6uTOBOM ANNHBI NpeduKca (Hanpumep, /24).

host IP-agpec IP-agpec y3na Ha3HaueHus.
default Knwuyesoe cnoso|/cnonb3yerca AN 3ajaHna MapLLPYyTOB Mo
YMONYaHUIO.

interface |Umsa uHTepgeiica|llonHoe nMs HTepderica Nan NCeBAOHMM.
YKa3blBaeTcHa B KayecTBe HarnpasneHus
nepegauyu nakeTos, ecn K UHTepdericy
MOAK/OYEH KaHa TOYKa-TouKa, He
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AprymeHT

3HauyeHve

OnucaHwune

TpebyoLwmnii 4ONOAHUTENbHOW agpecaunm
BHYTPUW KaHana.

Ecnv Ha nHTepdeiice yctaHoBNeH
npuopwurer interface ip global, mapwpyT
£06aBnAeTCa B CUCTEMHYHO TabanLy TONbKO
B TOM CJly4ae, eCnu He CyLLecTByeT Apyroro
MapLLpyTa C TeM Xe apecoM Ha3HaveHus
1 661bLWINM NPUOPUTETOM.

gateway

IP-agpec

IP-agpec mapLupyTmnsaTopa B
HernocpeACTBEHHO NOAKIOUEHHON ceTu.
MoxeT 6bITb 3ajjaH BMecTe C UMeHeM
nHTepdelica, ecin TpebyeTcs ykasaTb
npuopwuTteT interface ip global. Ecin
nHTepdelic He yKasaH, OH onpejenseTcs
CNCTEMOI aBTOMAaTUYECKM N3 TeKYLLNX
HacTpoek IP.

auto

KnryeBoe cs10B0

Mo3BonsieT NPUMEHUTb MapLUPYT TOrAQ,
Korga CTaHeT JOCTyneH yKa3aHHbI/ B HEM
LLI/FO3.

metric

Lenoe uucno

MeTpuka mapLupyTa. B TekyLen
peanunsaummn NrHopupyeTcs.

Mpumep (config)> ip route default Home
Network: :RoutingTable: Added static route: 0.0.0.0/0 via Home.

(config)> ip route default Home

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

Job6aBneHa komaHza ip route.

3.69 ip search-domain

OnucaHwue YKasaTb OMeH rnoucka ans pa3peleHna HeENONMHbIX NMEeH XOCTOB.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc

I (config)> ip search-domain «domain>

I (config)> no ip search-domain
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AprymeHTbI AprymeHT 3HaueHue OnucaHue
domain Ctpoka JomeHHoe nms.
Npumep (config)> ip search-domain my.example

(config)> no ip search-domain my.example

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga ip search-domain.

3.70 ip sip alg direct-media

OnucaHwue 3ameHuTb IP-agpec B none Owner npotokona SDP. 3Ta ¢yHKUMA ncnonb3yeTcs

UTObbI HE HAaCTPanBaTh OTAE/bHbLIM Npobpoc nopTo. Ans VoIP-Tpaduka. Mo
YMONYaHMIO HaCcTPOIKa OTK/IOYEHa.

KomaHga ¢ npedurkcom no oTKIoYaeT HaCTPOKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOgA, Het

CuHoncuc I(config)> ip sip alg direct-media

I (config)>no ip sip alg direct-media

Mpumep (config)> ip sip alg direct-media
Sip::Alg: Direct media enabled.

(config)> no ip sip alg direct-media
Sip::Alg: Direct media disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 Jlo6aBneHa komaHga ip sip alg direct-media.

3.71 ip sip alg port

OnucaHue Ykazatb HoMep nopTa gn4 SIP coobLieHnii, OTAINYHBIN OT CTaHAapTHOro. Mo
YMOJTYaHUIO NCMOJIb3yeTcsa HoMep nopTa 5060.

KomaHga ¢ npedurkcom no ycTaHaBAMBAET MNOPT MO YMOJTUAHMIO.

Mpejukc no Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

3.72 ip ssh

OnucaHue
Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica
Bxo>xaeHue B rpynny

CvHoncuc

Mpumep

NcTopus nsmeHeHum

(config)> ip sip alg port «port>

(config)>no ip sip alg port

AprymeHT 3HauyeHue OnucaHue

port Lenoe 4ucro Homep nopra.

(config)> ip sip alg port 7090
Sip::Alg: Port set to 7090.

(config)> no ip sip alg port
Sip::Alg: Port reset to default.

Bepcus OnucaHue

2.12 JobasneHa komaHgaa ip sip alg port.

Joctyn K rpynne KoMaHz Ans yrnpasneHnsa SSH-cepsepom.
Het

Het

Het

IP

(config-ssh)
I (config)> ipssh

(config)> ip ssh
(config-ssh)>

Bepcus OnucaHue

2.12 JobasneHa komaHgaa ip ssh.

3.72.1 ip ssh cipher

OnuncaHune

YCTaHOBUTL WNdpPOBaHME CUMMETPUYHOIO KkoYa A1 ceaHca SSH.
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KomaHaa ¢ npedurkcom no yaanseT ykasaHHbIA anropuTm WwWndpoBaHUS.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbIl/i BBog, /[la

Tun nHTepdeiica IP
CuHoncuc (config-ssh)>  cipher «ciphenr
(config-ssh)>  no cipher «cipher
AprymeHTbI AprymeHT |3HaueHue OnucaHue
cipher chacha20-poly1305@openssh. com|Anroput™ LWNPpOBaHUSA
ChaCha20-Poly1305.
aesl28-ctr ANropntm WindpoBaHms
AES128-CTR.
aes256-ctr An encryption algorithm
AES1256-CTR.
aes128-gcm@openssh.com Anropntm WwWindpoBaHms
AES128-GCM.
aes256-gcm@openssh.com Anropntm WindpoBaHms
AES256-GCM.
NMpumep (config-ssh)> cipher chacha20-polyl305@openssh.com

Ssh::Manager: Added cipher "chacha20-polyl305@openssh.com".

(config-ssh)> no cipher chacha20-polyl305@openssh.com
Ssh::Manager: Use default ciphers.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue
3.04 [JobasneHa komaHaa ip ssh cipher.
Bepcus OnucaHve
3.05 Jlob6aBneHbl HOBble anropUTMbI LULMPPOBaHUSA
aes128-gcm@openssh.com, aes256-gcm@openssh. com.

3.72.2 ip ssh keygen

OnucaHwue O6HoB/eHME KKYa 3a4aHHOro Tuna.
MNpedukc no Het

MeHsieT HacTpouikm /[l

MHorokpaTtHbiiA BBog, Het
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Tun nutepdeiica IP
Cutoncnc (config-ssh)>  keygen keygen>
AprymeHTbl AprymeHT 3HaueHue OnuncaHue
keygen default ABTOMaTMUeCKas reHepauns HOBOro
OTKpbITOro Kntoya RSA2048 +
ECDSA-NISTP521.
rsa-1024 ABTOMaTuM4Yeckas reHepaLusa HOBOro
OTKpbITOro knto4a RSA gnavHon 1024
6uT.
rsa-2048 ABTOMaTMYECKasa reHepaLma HOBOro
OTKpbITOro knto4a RSA gnanHoin 2048
6UT.
rsa-4096 ABTOMaTMYeCKas reHepaLa HOBOro
OTKpbITOro knto4a RSA gnnHoin 4096
ouT.
ecdsa-nistp256 |ABTOMaTU4YecKas reHepaums HOBOroO
OTKpbITOro kntova ECDSA gnvHoin 256
6uT.
ecdsa-nistp384 |ABTOMaTU4YecKas reHepalmsa HOBOro
OTKpbITOro knto4va ECDSA annHoin 384
6UT.
ecdsa-nistp521 |ABTOMaTU4YecKasa reHepaumsa HOBOro
OTKpbITOro knto4va ECDSA gnavHoin 521
6UT.
ed25519 ABTOMaTMUeCKas reHepaums HOBOro
OTKpbITOro Kro4va ED25519.
NMpumep (config-ssh)> keygen default

Ssh::Manager: Key generation is in progress...

WcTopuns nsmeHeHwnii |Bepcus

OnucaHune

2.12

JobasneHa komaHga ip ssh keygen.

3.72.3 ip ssh lockout-policy

OnucaHune

3asaTb NapaMeTpbl OTCNEXMBAHNSA NMOMbITOK BTOPXeHUs NyTém nepe6opa

naponeii SSH ans nybnnyHeIx nHTepdeincos. Mo ymonvaHmo ¢yHKLmMA

BK/IFOYEHa.

KomaHga ¢ npedunkcom no oTkatoHaeT obHapyXXeHne nogbopa.

Ja
Ja

Mpe¢ukc no

MeHsieT HacTpoiKkmn
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CnHoncuc (config)>  ip ssh lockout-policy <threshold: [«duratiom

[cobservation-window]]

(config)> no ip ssh lockout-policy

AprymeHTbI AprymeHTt 3HaueHune OonucaHuve

threshold Llenoe uucno Konnyectso HeyfauHbIX MOMbITOK
BX0Ja B cucteMy. [1o ymonyaHuio
YCTaHOB/IEHO 3HayeHune 5.

duration Uenoe uucno Mpoao/mKNTENbLHOCTL 3anpeTa
aBTopuM3aunmn A1 yKasaHHOro
IP-agpeca B mnHyTax. Mo
YMOJTYaHWIO YCTAaHOB/IEHO 3HaYeHune
15.

observation-window|lUenoe uyucsno MpoAo/KNTENbHOCTL HabAKAeHNSA
3a NO403PUTENbHON aKTUBHOCTbIO
B MVHYyTax. [1o ymonyaHuio
YCTaHOBJIEHO 3HayeHwue 3.

Npumep (config-ssh)> lockout-policy 10 30 2
Ssh::Manager: Bruteforce detection is reconfigured.

(config-ssh)> no lockout-policy
Ssh::Manager: Bruteforce detection is disabled.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

2.12 Jlo6aBneHa komaHgaa ip ssh lockout-policy.

3.72.4 ip ssh port

OnucaHune HasHauuTtb nopt ana SSH-coegriHeHMs. 10 yMONYaHWIO UCMO/b3YeTCs HOMepP
rnopta 22.

KomaHga ¢ npedunkcom no yctaHaBAMBaEeT HOMepP MOpTa B 3HAYEHME MO
YMONYaHWUIO.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica IP
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-ssh)>

port <number>

(config-ssh)> no port

AprymeHT

3HauyeHue

OnucaHue

number

Llenoe uucno

Homep nopTta. MoxeT npuHMMaTb
3HauyeHus B npegenax ot 1 go 65535
BKJIOUNTE/NBHO.

(config-ssh)> port 2626
Ssh::Manager: Port changed to 2626.

(config-ssh)> no port
Ssh::Manager: Port reset to 22.

Bepcusa

OnucaHune

2.12

Jlo6aBneHa komaHga ip ssh port.

3.72.5 ip ssh security-level

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoiKK
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTb ypoBeHb 6e3onacHocTM SSH. Mo yMoa4aHuio ycTaHOBNEHO
3HayeHue private.

Het

Ja
HeTt

IP

(config-ssh)>

security-level (public | private | protected)

AprymeHT 3HauyeHue OnucaHwue

public KmiwyeBoe cnoso|focTyn K SSH-cepBepy paspeLueH
ans public, private u protected
nHTepdelicos.

private Kmwyesoe cnoso|focTyn kK SSH-cepBepy pa3peLueH
Aans private nHTepdencos.

protected Kriwyesoe cnoso|flocTyn K SSH-cepBepy pa3peLueH

Ans private v protected
nHTepdelicos.

(config-ssh)> security-level protected
Ssh::Manager: Security level changed to protected.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa ip ssh security-level.

3.72.6 ip ssh session timeout

OonucaHue YCTaHOBUTL BPeMsi CyLLeCTBOBAHMS HEAaKTUBHOI ceccum ans SSH-coeaunHeHus.
Mo ymonyaHuto TaliMayT paBeH 300, To ecTb GYHKLMSA OTCheXNBaHWS
aKTVBHOCTM BHYTPY CECCUM OTKIHOUEHa.

KomaHga c npedunkcom no yctaHaBAMBaeT TaiMayT Mo YMOYaHUIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica IP

CuHoncuc (config-ssh)>  session timeout <timeout>

(config-ssh)> no session timeout

AprymeHTbI AprymeHT 3HaueHue OonucaHue

timeout Lenoe umucno |Bpems cyLLecTBOBaHWA HEAKTUBHOW Ceccuu.
MoxeTt I'Ig)I/IHI/IMaTb 3HayeHWsa B AMarnasoHe
oT5402 21 CeKyHJ, BKNOUNTEIbHO.

Mpumep (config-ssh)> session timeout 123456
Ssh::Manager: A session timeout value set to 123456 seconds.

(config-ssh)> no session timeout
Ssh::Manager: A session timeout reset.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.03 JobasneHa komaHaa ip ssh session timeout.

3.72.7 ip ssh sftp

OnucaHwue Joctyn K rpynne KomaHz A5 yripasfieHnsa cepsepom SFTP.
MNpejukc no Het
MeHsieT HacTpovikm  Hert
MHorokpaTHbI/i BBog, Het

Tun nHTepdeiica IP
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BxoxxaeHue B rpynny (config-sftp)

CuHoncuc I (config)>  ip sshsftp

Npumep (config)> ip ssh sftp
(config-sftp)>

WcTopuns nsmeHeHnit |Bepcus onucaHue

3.04 [Job6asneHa KomaHaa ip ssh sftp.

3.72.7.1 ip ssh sftp enable
OnucaHwue Brnrountb SFTP-cepsep.
KomaHaa ¢ npepunKcom no oTKNKYaeT cepaep.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncunc I (config-sftp)>  enable

I (config-sftp)> no enable

Mpumep (config-sftp)> enable
Ssh::Manager: Enabled SFTP server.

(config-sftp)> no enable
Ssh::Manager: Disabled SFTP server.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.04 Jlo6aBneHa komaHga ip ssh sftp enable.

3.72.7.2 ip ssh sftp permissive

OnucaHwue PaspewnTb goctyn K cepepy SFTP aAns Bcex Nonb3oBaTenein 6e3
aBTopmsauunn.

KomaHga ¢ npedrkcom no 3anpeLlaeT Takon JOCTyn.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

IP
I(config—sftp)> permissive
I (config-sftp)> no permissive

(config-sftp)> permissive

(config-sftp)> no permissive

Bepcus OnucaHve

3.04 [Jlob6aBneHa komaHgaa ip ssh sftp permissive.

3.72.7.3 ip ssh sftp root

OnucaHwue

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

3aaaTb KOPHEBOW KaTanor Ha cepsepe SFTP NO yMOAYaHUIO.

KomaHga ¢ npedurkcom no copacbiBaeT HaCTPOKY KOPHEBOro KaTaaora.
Ja

Ja

Hert

IP

(config-sftp)>  root («directory: | «directorys)

(config-sftp)> no root

AprymeHT 3HayeHue OnucaHue

directory CTtpoka MyTb K KOPHEBOMY KaTanory no yMmoa4aHuio.

(config-sftp)> root files_ssd:/
Sftp::Server: A default root directory set to "files ssd:/".

(config-sftp)> no root files_ssd:/
Sftp::Server: A default root directory reset.

Bepcus OnucaHve

3.04 Job6asneHa komaHgaa ip ssh sftp root.
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3.73 ip static

OnucaHune Co3aaTb NpaBWIO TPAHCAALMN NOKanbHbIX IP-agpecos B rnobanbHble Nan
HaobopoT. Ecnu interface nnn network cootTBeTcTBYeT UHTepdelicy C
ypoBHemM 6e3ornacHocTy public, To 6ByAeT BbIMOAHATLCA TPAHCAALUMSA ajpeca
Ha3HauveHus (DNAT). Ecnum to-address cooTBeTCTBYeT MHTepdelicy C ypoBHEM
6e3omnacHocTy public, To 6ygeT BbINOAHATLCA TPAHCAALMSA aApeca MCTOYHMKA
(SNAT). Homep nopTa TCP/UDP Bceraa paccmaTpmBaeTcs Kak nopT
Ha3HayeHwus.

Ecnum network cooTBeTCTBYeT O4HOMY ajipecy, 1 3TOT ajpec paBeH to-address,

TO Takoe npaBnio 6yAET 3anpewatb TPaHALMKO YKa3aHHOIo ajgpeca,
KOTOpada Morna 6bl 6bITb BbINO/NHEHA ncxoaqa U3 3afaHHbIX NpaBun ip nat.

Mpasuna ip static nmetoT 6051€e BLICOKUIA MPUOPUTET MO CPAaBHEHMIO C
npaswnamu ip nat.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica IP

CuHoncuc (config)> ip static protocols> (<«interfaces | («address» nasks))
(¢«port> through «end-ports (<to-addresss | <to-host) |
[port] (<to-address> | <to-hosty) [to-port] |

<to-address | <to-host> | <to-interfaces)

(config)> no ip static [ (protocols] («interfaces | («address» inasks))
(¢«port> through «end-port; (<to-addresss | <to-host) |
[port] (<to-address> | <to-hosty) [to-port] |
«to-address» | <to-host> | <to-interfaces)

AprymeHTbI AprymeHT 3HaueHue ‘Onwcal-wle
protocol tcp MpoTokon TCP.
udp MpoTokon UDP.
interface msa Vmsa BxogHoro nHtepderica (monHoe nms
uHTeppeiica |VHTepderica Nnmn NCeBAoHNM).
comment Ctpoka 3ameTKM nosib3oBaTend ¢ CMMBOJIOM !
nepejg HMMW.
address IP-appec BmecTe ¢ mackon mask 3agaeT AManasoH
IP-aapecoB HasHaueHWs, NoAnexaLlmx
TpaHcasauun.
mask IP-macka Macka gmnanasoHa TpaHchaunn. Ecteb aBa

cnocoba BBOAA MacKW: B KAHOHNYECKOM
BuAe (Hanpumep, 255.255.255.0) n B

Giga (KN-1011) — CnpaBOYHVK KOMaHZ, 355



naBa 3 OnncaHme KoMaHp,

AprymeHT 3HayeHue |OnucaHue

BUAe 6UTOBOV ANMHBI NpedurKca
(Hanpumep, /24).

port Lenoe umncno |Homep nopta TCP/UDP, Ha KOTOPbI
NPUXOANT 3aNpoc, NoANeXaLLnin
TpaHcnaumu. Ecnm He ykasaH, TpaHciaLums
6yAeT BbINONHATLCA 415 BCEX BXOAALLMX

3anpocos.
end-port lenoe uucno |OKoHYaHMe ArianasoHa NopTos.
to-address IP-agpec Afpec HasHayeHNs nocne TpaHCcAauun.
to-host MAC-agpec |MAC-agpec Ha3HayeHUs nocie

TpaHoaUUn. Micnonb3yeTcs TONbKO
MAC-agpec n3 cnmucka known host. Ecaun
known host yaanseTtcs, To cBA3aHHbIe C
HVIM MpaBua Takxe 6yayT yaaneHsbl.

to-port lenoe uucno |Homep nopta TCP/UDP nocne TpaHcaaumn.
Ecnuv He yka3aH, NopT Ha3HavyeHns
OCTaeTCs NPEXHUM.

Mpumep MycTb MeeTCa MapLUPYTU3aTOP MeXAY «N10KaNbHOM» ceTbto 172.16.1.0/24
(ypoBeHb 6e30racHOCTV private) n «rnobasbHoOn» ceTbio 10.0.0.0/16
(ypoBeHb 6ezonacHocT public). TpebyeTtcs, UTO6bI BCe 3anNpochl,
npuxoasLue Ha «rnobanbHbli» MHTepdenc 3Toro MapLIpyTM3aTopa Ha nopT
80, TpaHCAMpPOBaNUCh Ha «NOKa/bHbIV» cepBep C agpecoM 172.16.1.33.
MocnefoBaTeNbEHOCTL KOMaHA, Peann3yoLLMX Takyr CXeMy, MOXEeT BbIrsAeTs
Tak:

(config)> interface Home ip address 192.168.1.1/24
Network::Interface::Ip: "Bridge0": IP address is 192.168.1.1/24.

(config)> ip static tcp ISP 80 172.16.1.33 80
Network::StaticNat: Static NAT rule has been added.

(config)> ip static tcp ISP 21 00:0e:c6:al:22:11 !test
Network::StaticNat: Static NAT rule is already there.

(config)> ip static disable
Network::StaticNat: Static NAT disable unchanged.

(config)> no ip static
Network::StaticNat: Static NAT rules have been removed.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa KkoMmaHgaa ip static.
2.06 JobasneH aprymeHT to-host.
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3.74 ip static rule

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

OTKNOUNTb NPABWIO TPaHCAAUUN IP-aZpecoB UV OrpaHNUYNTL BPEMSI ero
paboTbl pacnucaHmeMm.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BKNKYaeT NpaBnio NN OTMEHAET pacnnmcaHue.

Ja
Ja
Aa
IP

(config)>

ip static rule <index> (disable | schedule <schedule»)

(config)> no ip static rule <index> (disable | schedule)

AprymeHT 3HaueHue OnucaHwue

index Lenoe 4ucno Homep npaBwnia TpaHcaaumn.
disable Kriwyesoe cnoso|OTKAUYNTL MPaBUIOo TPAHCAALMN.
schedule PacnucaHnune Ha3BaHue pacnvcaHus,

CO3/laHHOr0 NPY MOMOLLM FpYNMbI
koMaHg schedule.

(config)> ip static rule 0 schedule test_schedule
Network::StaticNat: Static NAT rule schedule applied.

(config)> ip static rule 0 disable

Network::StaticNat: Static NAT rule disabled.

(config)> no ip static rule 0 disable
Network: :StaticNat: Static NAT rule enabled.

(config)> no ip static rule 0 schedule
Network::StaticNat: Static NAT rule schedule removed.

Bepcus

OnucaHune

2.08

JobasneHa KomaHaa ip static rule.

3.75ip telnet

OnucaHwue
MNpejukc no

MeHsieT HacTpoikmn

JocTyn K rpynne komaHa Ans ynpaeneHus Telnet-cepsepom.

Het

HeT
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MHorokpaTtHbIA BBOJ,
Tun nHTepdeiica
Bxo>xaeHue B rpynny

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Het
IP
(config-telnet)

I (config)> ip telnet

(config)> ip telnet
(config-telnet)>

Bepcus OnucaHve

2.08 [Jlo6baBneHa komaHga ip telnet.

3.75.1 ip telnet lockout-policy

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

AprymeHTsl

3agaTb NapaMeTpbl OTCAEXMBAHMWS MOMNbITOK BTOPXEHWs NyTéM nepebopa
naponeii Telnet Ana ny6anyHbix nHTepdeincos. Mo ymondaHuio pyHKLNSA
BK/IHOYEHa.

KomaHga ¢ npedurkcom no oTk/toHaeT obHapyxeHmne nogbopa.
Ja

Ja

Hert

IP

(config)>  ip telnet lockout-policy <thresholds [«duration»
[<observation-window]]

(config)> no ip telnet lockout-policy

AprymeHT 3HauyeHue OnucaHue

threshold Lllenoe uucno Konnyectso HeygauHbIX MOMbITOK
BX0Ja B cucteMy. [10 yMO/I4aHWIo
YCTaHOB/IEHO 3HaueHue 5.

duration Lenoe uucrno MpogoKnTeNbHOCTL 3anpeTa
aBTopM3aLnn ANA yKa3zaHHOro
IP-agpeca B MuyHyTax. 1o
YMOJIHaHWIO YCTaHOBNEHO
3HayeHwue 15.

observation-window |lenoe 4ucro MpofoMKNTENBHOCTE HAbNAEHNS
3a NOA03pUTENbHON aKTUBHOCTLHO
B MUHYyTax. 1o ymon4yaHuio

YCTaHOB/IEHO 3HaveHve 3.
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Npumep (config)> ip telnet lockout-policy 10 30 2
Telnet::Manager: Bruteforce detection is reconfigured.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.08 JobasneHa KomaHaa ip telnet lockout-policy.

3.75.2 ip telnet port

OnucaHue HasHaunTb nopt ang telnet-coeanHeHms. Mo yMon4aHMIO NCNONb3YeTCH
HoOMep nopTa 23.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBNMBaeT HOMepP NopTa B 3Ha4YeHWe no
yMO/14aHuHO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config-telnet)>  port cumber

(config-telnet)> no port

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
number Yenoe uucro |Homep nopta. MoxeT npuHMMaTh
3HaueHusa B npegenax ot 1 go 65535
BKIHOUNTENbHO.
Npumep (config-telnet)> port 2525

Telnet::Server: Port unchanged.

(config-telnet)> no port
Telnet::Server: Port unchanged.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.08 [JlobaBneHa komaHaa ip telnet port.

3.75.3 ip telnet security-level

OnucaHue YcTaHoBUTbL ypoBeHb 6e3onacHocTu Telnet. Mo ymon4aHuo yctaHOBAEHO
3Ha4yeHue private.

Mpedukc no Het
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config-telnet)> security-level (public | private | protected)

AprymeHTbI AprymeHT 3HauyeHue OnucaHue

public Knwo4yesoe cnoso|Joctyn k Telnet-cepsepy
paspeLueH A4na public, private n
protected nHTepdeiicos.

private Knwyesoe cnoso|floctyn Kk Telnet-cepsepy
paspeLueH ans private
nHTepdericos.

protected Knw4yesoe cnoso|[octyn k Telnet-cepsepy
paspeLueH ans private n protected
nHTepdericos.

Mpumep (config-telnet)> security-level protected
Telnet: :Manager: Security level changed to protected.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

2.08 Jlo6aBneHa koMmaHga ip telnet security-level.

3.75.4 ip telnet session max-count

OnucaHune YCTaHOBWUTb MaKCMMaJibHOE YNCI0 O4HOBPEMEHHbIX ceccum gns
telnet-coegnHerus. Mo YMO/THaHWIO NCMO/Ib3YHTCA MakCMyM 4.

KomaHga c npedurkcom no ycTaHaBAMBaET KONMYECTBO CECCUM MO YMONYAHNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncuc (config-telnet)> session max-count «count»

(config-telnet)> no session max-count

AprymeHTbI AprymeHT 3HayeHue |OnucaHue

count Uenoe 4ucno |MakcrMasibHOe YMCN0 O4HOBPEMEHHbIX
ceccuin. MoxeT NpUHUMAaTL 3HaYeHNs B
npeaenax ot 1 A0 4 BKAOYNTENLHO.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-telnet)> session max-count 4
Telnet::Server: The maximum session count set to 4.

(config-telnet)> no session max-count
Telnet::Server: The maximum session count reset to 4.

Bepcus OnucaHve

2.08 [JobaeneHa komaHzaa ip telnet session max-count.

3.75.5 ip telnet session timeout

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb BPeMsi CyLLLeCTBOBaHWNSI HEAaKTUBHOWN ceccun Ans
telnet-coegnHeHws. Mo ymMonyaHWio TaiM-ayT paBeH 300, UTO 3HAUUT YTO

bYHKUNS OTCEXNBAHUA aKTUBHOCTY BHYTPU CeCCUMN OTK/KOYEeHa.
KomaHga ¢ npednkcom no yctaHaBAMBaET TaliM-ayT MO YMOAYaHUIO.
Ja

Ja

Het

IP

(config-telnet)> session timeout (timeout>

(config-telnet)> no session timeout

AprymeHT 3HaueHue |OnucaHue

timeout lenoe uucno |Bpems cyllecTBoBaHUSA HeaKTUBHOMN
ceccun. MoXKeT NprHMMaTL 3HaYeHs B
AvanasoHe oT 5 g0 2321 CeKyH/,

BKIHOYNTENNbHO.

(config-telnet)> session timeout 600
Telnet::Server: A session timeout value set to 600 seconds.

(config-telnet)> no session timeout
Telnet::Server: A session timeout reset.

Bepcus OnucaHue

2.08 JobasneHa KkomaHaa ip telnet session timeout.
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3.76 ip traffic-shape host

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YcTaHOBUTb npeaen CKopocTtn nepegayn JaHHbIX 1A YKa3aHHOro yCTpOI7ICTBa
,U,OMaLLIHeI7I ceTu B 0be CTOPOHDbI. Mo YMONYaHUKO CKOPOCTb HE OrpaHmn4yeHa.

KomaHaa ¢ npedpunkcom no yaansieT HaCTPOiKy A5 YKa3aHHOro YCTPOiCTBa.
Ecnu BbINONHWTL KOMaHAY 6e3 apryMeHTOB, BCe OrpaHNYeHns Ana BCexX
YCTPOWCTB 6yAyT OTMEHEHbI.

Ja
Ja
Aa
IP

(config)> ip traffic-shape host wmac> rate <rate> [ asymmetric
<upstream-rates ][ schedule <schedules ]

(config)> no ip traffic-shape host [ mac> ]

AprymeHT 3HauyeHue |OnucaHue
mac MAC-agpec |MAC-agpec ycTpoMCTBa OMAaLLHEN ceTu.
rate Lenoe umcno|3HauyeHne CKOPOCTY Nepesaydn JaHHbIX B

KéuTt/c. OrpaHnyeHne JomXHO ObiTh B
AnanasoHe oT 64 Kéut/c go 1 remt/c.

upstream-rate |Uesoe yucnio |CKOpPOCTb OTAAUN AaHHbLIX B K6UT/C.
OrpaHuyeHue JONXHO 6bITh B Anana3oHe
oT 64 Kéut/c go 1 rémt/c.

schedule Pacnncanne |Ha3BaHMe pacnvcaHuns, CO34aHHOr0 rnpwu
nomMoLuwm rpynnel KoMaHa schedule.

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80
TrafficControl: :Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 80 Kbits/sec.

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80 »
asymmetric 64

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec..

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80 »
asymmetric 64 schedule Update

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec (controlled by schedule Update).

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".
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(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host
TrafficControl::Manager: Rate limits for all hosts removed.

WcTopuns nsmeHeHwnii |Bepcus onucaHue
2.05 Jlo6aBneHa komaHga ip traffic-shape host.
2.08 [Jlo6aBneH aprymeHT schedule.
3.04 JlobaBneH aprymeHT upstream-rate.

3.77 ip traffic-shape unknown-host

OnucaHue YCTaHOBUTbL OrpaHNYeHe CKOPOCTY Nepesayn AaHHbIX 4SS
He3aperncTpUpPOBaHHLIX YCTPOCTB B 060MX HanpasneHusx. Mo ymonyaHuwo
CKOPOCTb He orpaHnyeHa.

KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config)> ip traffic-shape unknown-host rate <rate> [ asymmetric

<upstream-rates ]

(config)> no ip traffic-shape unknown-host rate

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

rate Uenoe 4ucno |CKOpOCTb Nepefauymn jaHHbIX B K6UT/C.
3HauyeHue J0/KHO 6bITh B B AANa3oHe
oT 64 Kéut/c go 1 réut/c.

upstream-rate |Uenoe uwucso |CKOPOCTb OTAAUN AaHHbLIX B K6UT/C.
OrpaHunyeHne JONXKHO bbITh B Arana3oHe
oT 64 KébuTt/c go 1 réut/c.

Npumep (config)> ip traffic-shape unknown-host rate 80
TrafficControl::Manager: Rate limit for unknown hosts set to 80 »
Kbits/sec.

(config)> ip traffic-shape unknown-host rate 80 asymmetric 64
TrafficControl::Manager: Rate limit for unknown hosts set to »
80/64 Kbits/sec.
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(config)> no ip traffic-shape unknown-host rate
TrafficControl::Manager: Rate limit for unknown hosts removed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.09 Job6asneHa komaHaa ip traffic-shape unknown-host.
3.04 [JlobaeneH aprymeHT upstream-rate.

3.78 ipv6 firewall

OnucaHwue BkntounTb 6paHamayap IPv6. Mo ymonyaHumio yHKLMSA BKIOYEHaA.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Mpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CnHoncuc I(config)> ipv6 firewall
I (config)> no ipv6 firewall
Example (config)> ipvé firewall
(config)> no ipv6 firewall
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.06 Job6aBneHa komaHaa ipveé firewall.

3.79 ipv6 local-prefix

OnucaHwue HacTponTb nokanbHbIn npedurkc (ULA). ApryMeHT MOXeT 6bITb 6yKBEHHbIM
npednKcom nnm kntoyesbiM ciosom default, KoTopoe aBToMaTMYECKN

reHepupyeT NOCTOAHHbIN YHUKaNbHbIV npedukc.
KomaHga ¢ npedrkcomM no oTKAKOYaeT HaCTPOMKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> ipv6 local-prefix (default | prefix)
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(config)> no ipv6 local-prefix [default | prefix ]

AprymeHTbI AprymeHT |3Ha4yeHue OnucaHue
default Kni4yesoe cnoso|leHepupoBaTb NOCTOAHHBIN YHUKAaNbHbI
npedwukc.
prefix lpegukc NokanbHbin npedunkc (ULA). LomKHO 6bITb
KOppeKTHOe 3HaveHVe npedukca B 6a10ke
£d00: : /8 c annHoM Nnpedunkca He 6bonee 48.

Mpumep (config)> ipvé local-prefix default
Ip6::Prefixes: Default ULA prefix enabled.

(config)> ipvé local-prefix fd0l:db8:43::/48
Ip6::Prefixes: Added static prefix: fd0l:db8:43::/48.

(config)> no ipv6 local-prefix default
Ip6::Prefixes: Default ULA prefix disabled.

(config)> no ipv6 local-prefix fd0l:db8:43::/48
Ip6::Prefixes: Deleted static prefix: fd0l:db8:43::/48.

VICTOleﬂ Mn3MeHeHWiA Bepc”ﬂ onvcaHue

2.00 Job6asneHa komaHaa ipv6 local-prefix.

3.80 ipv6 name-server

OnucaHue HactpounTts IP-agpeca cepBepoB DNS. CoxpaHeHHble TakiM 06pa3om agpeca
Ha3bIBaKOTCA CTaTUYECKUMU, B MPOTUBOMOJIOXKHOCTL JUHAMUYECKUM —
3aperncTpupoBaHHbIM cnyxxb6amu PPP nan DHCP.

ipv6 name-server MOXHO BBOAUTE MHOIOKPaTHO, eC/IN TpebyeTcs HacTPOUTb
HeckonbKo agpecos DNS-cepsepos.

KomaHga ¢ npedpurkcom no yaansieT ykasaHHbIn agpec cepsepa DNS u3
CTaTU4eCKoro N aktTMBHOIo Cnncka, ecsin KoMaHza faeTcd C aprymMmeHTamMmu,
60 ounLLaeT CNMCOK CTaTUYeCKUX apecoB, ecnu KOMaHAa AgaeTcs 6e3
aprymMeHTOB.

Mpejukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTHbIi BBog, /[la

CuHoncuc I (config)> ipv6 name-server address [ «domains ]

I (config)> no ipv6 name-server [ <address» [ «domain 1]
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AprymeHTbl

AprymeHT

3HauyeHue

OnucaHue

address

IPv6-agpec

Afpec cepBepa NMeH.

domain

CTpoka

JlomeH, ans KoToporo byaet
ncnonb3osatbes cepsep. DNS-npokcu npun
pa3speLleHnn MeHW B NMepBYyHo ovepedb
BblbMpaeT agpec cepsepa C Hanbonee
6/M3KMM K 3arnpocy AoMeHOoM. Ecav gomeH
He yKa3blBaTb, cepBep byaet
NCNOb30BaTbCA AJ/15 BCEX 3aMPOCOB.
BblpaxeHune "" 1cnosb3yeTcsd Kak JOMeH

Mo yMOMYaHMHo.

Mpumep

(config)> ipvé name-server 2001:4860:4860::8888
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »

(default).

(config)> ipvé name-server 2001:4860:4860::8888 google.com
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »

google.com.

(config)> no ipv6 name-server
Dns::Manager: Static name server list cleared.

WcTopus nsmeHeHum

Bepcus

OnucaHune

2.00

JobasneHa KoMaHAa ipvé name-server.

3.81 ipv6 pass

BKHOUMTL CKBO3HOWM pexmnM Ha MapLUpyTu3aTope Ans nakeTtos IPv6. Mo
YMONYaHUIO 3Ta GYHKLNS OTKIOUEHa.

OnuncaHwune

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

KomaHza ¢ npedurKcom no oTkno4HaeT GyHKLMIO.

Ja
Ja

Het

(config)>

ipv6 pass through wan-iface> <lan-iface»

(config)> no ipv6 pass

AprymeHT 3HayeHue |OnucaHue
wan-iface msa MonHoe nmsa nHtepdeica WAN nnum
MHTepPesica |NCEBAOHUM.
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Mpumep

UcTopuns nameHeHuii

AprymeHT 3HayeHue |OnucaHue
lan-iface nms MonHoe nmsa nHtepderica LAN nan
nHTeppesica |NCEBAOHUM.

(config)> ipv6 pass through ISP Home
Ip6::Pass: Configured pass from "GigabitEthernetl" to "Bridge0".

(config)> no ipv6 pass
Ip6::Pass: Disabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHgaa ipv6 pass.

3.82 ipv6 route

OnucaHwne

Mpejukc no

MeHsieT HacTpoAKK

MHorokpaTHbIVi BBOA,

CuHoncunc

AprymeHThl

Jo6aBuTb B TabnMLy MapLUpyTU3aLMN CTAaTUYECKUIA MapLUPYT, KOTOPbIA
3ajaeT npaBuao nepegayumn IPv6-nakeTos Yepes onpejenieHHbIN LWA3 Uan
ceTeBoW nHTepoderic.

B kauecTBe ceTn Ha3HayYeHMA MOXHO yKa3aTb ktoyeBoe cnoBo default. B
3TOM C/lyyae 6yeT co3jaH MapLUPYT Mo YMONYAHUIO.

KomaHgaa ¢ npedrkcom no yaanseT MapLUpyT € yKazaHHbIMY NapameTpamu.
Aa
Ja
Ja

(config)>  ipv6 route («prefix> | default) (<interfaces [«gateway:] |
<gateway)

(config)> no ipv6 route (prefix> | default) (<interfaces [gateway] |
«gateway»)

AprymeHT 3HauyeHue OnuncaHwue

prefix Mpegukc Mpedwukc IPv6.
default Knoyesoe Mpedurkc No ymon4vaHuio.
C/10B0

interface Nms
MHTEeppeica

MonHoe nMs MHTepdeica v NCeBAOHUM.

gateway IP-appec IP-agpec mapLpyTmsatopa B

HenocpeaCcTBEHHO I'IO,CI,KI'II'O‘—IGHHOI‘/’I CeETN.
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Mpumep

WcTopusa nsmeHeHum

(config)> ipv6 route 2002:c100:aeb5::/48 ISP
route added

(config)> no ipv6 route 2002:c100:aeb5::/48 ISP
route erased

(config)> ipvé route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route added

(config)> no ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route erased

Bepcus OnucaHue
2.00 JobasneHa koMaHgaa ipv6 route.
2.1 [JlobasneH aprymeHT gateway.

3.83 ipv6 static

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn

Co3zaTb NpaBuo, pa3peLLatoliiee BXOAsILLEe NOAKIOYEHME K 3aaHHOMY
MOPTY 3aperncTprpoBaHHOro YCTPOIiCTBa AOMAaLLHEN CeTH.

ipv6 firewall gomkeH 6bITb BKIHOYEH.
KomaHga c npedumkcom no yganseTt npasuso.
Ja

Ja

MHorokpaTHbIi BBog, Het

CuvHoncuc

AprymeHTbl

(config)>  ipv6 static protocols [<«interfaces> ] wmacs port> [ through
<end-port ]

(config)> no ipv6 static [ protocol [ <interfaces ] wmac> ports [through
<end-port]]

AprymeHT 3HauyeHue OnuncaHwue

protocol tcp MpoTokon TCP.

udp MpoTtokon UDP.

interface nmsa Mims BXOogHOro nHTepdeiica (NonHoe nms
uHTeppeiica |NHTEpdeinca nnm ncesaoHNM).

mac MAC-agpec MAC-agpec xocTa.

port Uenoe 4ucno |Homep nopta TCP/UDP, Ha KOTOpbI
NPUXOANT 3aNpPOC NOAKIHOYEHNS.

end-port Lenoe u4ncno |OKOHYaHWe AManasoHa NopToB.
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Npumep (config)> ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Rule updated.

(config)> no ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Static rule removed.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JlobaeneHa KomaHza ipv6 static.

3.84 ipv6 subnet

OonucaHue JocTyn K rpynne KOMaHz ANst HACTPOWMKM CermMeHTa 1oKanbHoM ceTn IPv6.
Ec/v cerMeHT He HallieH, KOMaHZa NbITaeTcs ero co3aaTb.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Bxo)xaeHue B rpynny (config-subnet)

CuHoncuc (config)>  ipv6 subnet name>
(config)> no ipv6 subnet [ <name> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka VIMsi v nceBAOHUM MOACETN.
NMpumep (config)> ipvé subnet Default
(config-subnet)>
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 JobasneHa koMaHaa ipv6 subnet.

3.84.1 ipv6 subnet bind

OnucaHune MpuvBs3aTb NoACeTb K UHTEpdeicy.

KomaHga ¢ npeprkcomM no oTMeHseT NpUBA3KY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het
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CuHoncuc (config-subnet)>  bind <bind>

(config-subnet)> no bind
AprymeHTbI AprymeHT |3HaueHue OnucaHue

bind Wmsa uHTepgerica |MNonHoe nmsa nHTepdenca nam NnceBgoHNM.
Mpumep (config-subnet)> bind WifiMaster0/AccessPointl

Ip6::Subnets: Interface "WifiMaster@/AccessPointl" bound to »

subnet "Default".

(config-subnet)> no bind

Ip6::Subnets: Interface unbound from subnet "Default".
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga ipv6 subnet bind.

3.84.2 ipv6 subnet mode

OnucaHune BbIbpaTb pexxuM HacTpoliKn aApecos A1 XOCTOB B noAceTu. oCTynHbI ABa
BapuaHTa — dhcp 1 slaac. MNepBbIli BKAOYaeT nokanbHbln DHCPv6-cepsep

C LenbH NPUCBOEHS aapecoBs, BTopoii BktovaeT SLAAC (aBTOKOH$UIypaLmio
ajpecos).

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-subnet)>  mode <mode>
(config-subnet)> no mode
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
mode slaac BkntounTb SLAAC (aBTOKOH$UTypaLmto
ajpecos.).
dhcp Bkntounte DHCPv6-cepBep.
Mpumep (config-subnet)> mode dhcp

Ip6::Subnets: Subnet "Default" enabled as DHCP.

(config-subnet)> no mode
Ip6::Subnets: Subnet "Default" disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JlobaeneHa komaHaa ipvé subnet mode.

3.84.3 ipv6 subnet number

OnuncaHmne MpuncBonTb NoACETUN AEHTUUKATOP, KOTOPLI ByaeT onpesensTsb
ny6AnyUHbIf Nnpedurkc cermeHTa. iaeHTUdMKaTOp A0KEH BbITh YHUKANBHbBIM
cpean noaceTeil.

MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-subnet)>  number <number>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

number Lenoe umucno |YHUKanbHbIA NaeHTUGUKATOP NOACETU.
Mpumep (config-subnet)> number 2

Ip6::Subnets: Number 2 assigned to subnet "Default".
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Job6aBneHa komaHaa ipv6 subnet number.

3.85 isolate-private

OonuncaHmne 3anpeTuTb nepegavy AaHHbIX MeXAy N6bIMU NHTepdelricaMm € ypoBHEM
6e3zonacHocTy private. [0 yMOnYaHMIO BKIKOYEHO.

KomaHgaa ¢ npedprKCcoM no oTMeHsIeT AeliCTBME KOMaHAbl, pa3speLuas
nepeAaBaTb AaHHble Mexay HTepdelicamum private.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het

CuHoncnc I (config)> isolate-private
I (config)> no isolate-private
NMpumep (config)> isolate-private

Netfilter::Manager: Private networks isolated.
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(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHaa isolate-private.

3.86 kabinet

OnucaHue JocTyn K rpynne KOMaHZA A4/15 HacTPoKKy napameTpos aBTopmsatopa KABINET.

KomaHza ¢ nped1KcomM no Bo3BpaLLaeT 3HaYEHMs M0 YMONUYAHWNIO BCEM
napameTpam.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Bxo)xaeHue B rpynny (kabinet)

CuHoncuc I (config)>  kabinet

I (config)> no kabinet

Mpumep (config)> kabinet
(kabinet)>

(config)> no kabinet
Kabinet: :Authenticator: A configuration reset.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.02 JobaeneHa komaHaa kabinet.

3.86.1 kabinet access-level

OnucaHwue 3a4aTtb ypoBeHb goctyna ansa astopmsatopa KABINET. Mo ymonyaHuio
NCNONb3yeTcA YpoBeHb AocTyna internet.

KomaHaa ¢ npedunKcom no ycTaHaBNMBaET YPOBEHb MO YMOTYAHWIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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CuHoncuc (kabinet)> access-level <level»

(kabinet)> no access-level

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
level lan 3HaueHVe ypoBHS JOCTyra.
internet
Mpumep (kabinet)> access-level lan

Kabinet: :Authenticator: An access level set to "lan".

(kabinet)> access-level internet
Kabinet: :Authenticator: An access level set to "internet".

(kabinet)> no access-level
Kabinet: :Authenticator: An access level reset to "internet".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.02 Job6aeneHa komaHaa kabinet access-level.

3.86.2 kabinet interface

OnucaHune MpuBasaTtb aBTopmsaTop KABINET K ykazaHHOMY nHTepdelicy.
KomaHga ¢ npedunkcom no paspeiBaeT CBA3b.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc (kabinet)>  interface <interface>

(kabinet)> no interface

AprymeHTbI AprymeHT |3HauyeHune onucaHue

interface |Umsa uHTepgeiica|llonHoe nMsa HTepderica Nan NCeBAOHMM.
Crncok AOCTYNHbIX NHTepdEicoB MOXHO
yBUAETb C NOMOLLbI0 KOMaHAbl interface
[Tab].

Mpumep (kabinet)> interface [Tabl

Usage template:
interface {interface}
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Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0
AccessPoint

(kabinet)> interface ISP
Kabinet: :Authenticator: Bound to GigabitEthernetl.

(kabinet)> no interface
Kabinet: :Authenticator: Interface binding cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.02 JobaeneHa komaHaa kabinet interface.

3.86.3 kabinet password

OnucaHue 3agaTb naponb and astopusatopa KABINET. Mo ymonuaHuoo naponb He
YyCTaHOB/EH.

KomaHga ¢ npedurkcom no cTrpaeT 3HaueHne napons.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbliA BBog, Het

Cunoncuc (kabinet)>  password <passwords

(kabinet)> no password
AprymeHTbI AprymeHTt 3HayeHue |OnucaHue

password CTpoka Maponb ans ayteHTUdGUKaLUN.
Mpumep (kabinet)> password 123456789

Kabinet: :Authenticator: A password set.

(kabinet)> no password

Kabinet: :Authenticator: A password cleared.
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.02 JobasneHa komaHaa kabinet password.
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3.86.4 kabinet port

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YcTaHoBUTbL NMOPT cepBepa Ans asTopmsatopa KABINET. o ymonyaHuio
ncnonb3yloTcd 3HadeHnsa 8314 nam 8899.

KomaHga ¢ npedprKcoM no ycTaHaBANBaET MOPT MO YMOAYAHUIO.
Ja

Ja

Hert

(kabinet)>  port port>

(kabinet)> no port

AprymeHT 3HayeHue OnuncaHue

port UYenoe uucro |Homep nopra.

(kabinet)> port 12345
Kabinet: :Authenticator: A server port set.

(kabinet)> no port
Kabinet: :Authenticator: A server port reset.

Bepcus OnucaHve

2.14 [JobaeneHa komaHaa kabinet port.

3.86.5 kabinet protocol-version

OnucaHwne

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

3aaaTtb Bepcuio NpoTokoa asTopusatopa KABINET. Mo ymonyaHwuio,
MNCNONb3YeTCH BEPCUSA MPOTOKOIA 2.

KomMaHza ¢ npedprKcomM Nno BO3BpaLLAET 3HAUEHME MO YMONIYAHUIO,
Ja

Ja

Het

(kabinet)>  protocol-version «version

(kabinet)> no protocol-version

AprymeHT 3HayeHue OnuncaHwue

version Ctpoka Bepcusa npotokona.
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Mpumep

UcTopuns nameHeHuii

(kabinet)> protocol-version 1
Kabinet: :Authenticator: A protocol version set to "1".

(kabinet)> no protocol-version
Kabinet::Authenticator: A protocol version reset to "2".

Bepcus OnucaHve

2.02 [JobaeneHa komaHaa kabinet protocol-version.

3.86.6 kabinet server

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3agaTb IP-agpec cepBepa ayteHTUduKaumm KABINET. Mo ymonyaHuio
ncnonesyetca IP 10.0.0. 1.

KomMaHga ¢ npedpurKcoM No ycTaHaBANBAET 3HAaYEHME MO YMOJTHYAHUIO.
Ja

Ja

Het

(kabinet)> server «address»

(kabinet)> no server

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec Azapec cepBepa ayTeHTUGMKaLUN.

(kabinet)> server 77.222.111.1
Kabinet: :Authenticator: A server address set.

(kabinet)> no server
Kabinet: :Authenticator: A server address reset.

Bepcus OnucaHve

2.02 JobaeneHa komaHaa kabinet server.

3.87 known host

OnucaHwue
Mpedunkc no

MeHsieT HacTpoiKkmn

Jlo6aBUTb YCTPOMCTBO AOMALLHEN ceTu.
Ja
[Ja
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MHorokpaTHbIl/i BBog, /[la

CuHoncnc (config)> known host <names <mac»

(config)> no known host [ mac ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune

name Ctpoka Mpon3BonbHOE NMSA XOCTa.

mac MAC-agpec |MAC-agpec xocTa.
Npumep (config)> known host MY 00:0e:c6:a2:22:al

Core: :KnownHosts: New host "MY" has been created.

(config)> no known host 00:0e:c6:a2:22:al

Core: :KnownHosts: Host 00:0e:c6:al:26:a8 has been removed.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.00 Jo6aeneHa komaHaa known host.
3.88 mdns
OnucaHue JocTyn K rpynne KomMaHg4 Ans yrnpasneHus cnyxo6oi mDNS.
Mpejukc no Het

MeHsieT HacTpovikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (config-mdns)

Cunoncuc I (config)> mdns

Mpumep (config)> mdns
Core::Configurator: Done.
(config-mdns)>

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.07 JlobaBneHa komaHaa mdns.

3.88.1 mdns reflector disable

OnucaHue MPUHYANTENBHO OTKIIOUYNTE PEXUM NPO3PaYHOCT MeXAY CerMeHTamm
JAOMaLLHel ceTu, He3aBUCMMO OT U30ASLMN CErMEHTOB (CM. KoMaHay interface
security-level).
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KomaHga ¢ npedurkcom no oTK/IoYaeT HaCTPOKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config-mdns)>  reflector disable

I (config-mdns)> no reflector disable

Npumep (config-mdns)>reflector disable
Mdns: :Manager: Reflector disabled.

(config-mdns)>no reflector disable
Mdns: :Manager: Reflector enabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.07 [Jo6aBneHa komaHaa mdns reflector disable.

3.88.2 mdns reflector enforce

OnucaHune MPUHYANTENBHO BKAOUYNTE PEXUM MPO3PavYHOCTU MeXAy cerMeHTamm
JOMaLLHel ceTn, HeE3aBUCKMO OT 301N CerMeHTOB (CM. KOMaHgy interface
security-level).

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het

CuHoncuc I (config-mdns)>  reflector enforce

I (config-mdns)> no reflector enforce

Mpumep (config-mdns)>reflector enforce
Mdns: :Manager: Reflector enforced.

(config-mdns)>no reflector enforce
Mdns: :Manager: Reflector unenforced.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

3.07 JobaeneHa komaHaa mdns reflector enforce.
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3.89 mws acquire

OnucaHwue MpucoeanHNTL HOBOE YCTPOMCTBO K MIVS.

KomaHga ¢ npedunkcom no npekpallaet npucoesmHeHme.
Mpedukc no Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog Het

CuHoncuc (config)> mws acquire «candidates [eula-accept] [dpn-accept]
[no-update]
(config)> no mws acquire «candidate»
AprymeHTbI ApryMeHT |3HaueHune OnucaHue
candidate |Ctpoka ID yctpoiictBa — MAC-agpec nnu CID.
eula-accept |Kmwvyesoe croso|BbinonHNTL KOMaHAy eula accept.
dpn-accept |Kmwyesoe cnoso|lNoaTBepanTh nNpuHATNE DPN.
no-update |KmwyeBoe cnoso|lpucoeanHeHme 6e3 NoaTBEPXAeHNS
06HOBNEHMSA NPOLUMBKN.
Mpumep (config)> mws acquire abl409a2-0f87-11e8-8f23-3d5f5921b253 »
eula-accept
Mws: :Controller: Candidate "abl409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.
(config)> mws acquire 7207838e-af7d-11e6-8029-25463bd03811 »
eula-accept dpn-accept no-update
Mws::Controller: Candidate "7207838e-af7d-11e6-8029-25463bd03811" »
acquire started.
(config)> no mws acquire 60:31:97:3f:36:00
Mws::Controller: Candidate "60:31:97:3f:36:00" acquire stopped.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

2.15 Jlo6aBneHa kOMaHAa mws acquire.

3.90 mws backhaul shutdown

OnucaHune OTKNOUNTL CKPbITbIE 6eCNPOBOAHbIE CNYXKebHble TOUKW A0CTYNa AN CYXObI
MWS. Mo ymon4aHWo HaCcTpoika BKAOYEHa.

KomaHga ¢ npedrKcom no BKIKOUAET CKPbIThIE TOUKM AOCTYnNa.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

Cunoncuc I(config)> mws backhaul shutdown

I (config)> no mws backhaul shutdown

MNpumep (config)> mws backhaul shutdown
Mws: :Controller: Backhaul disabled.

(config)> no mws backhaul shutdown
Mws::Controller: Backhaul enabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.04 JobaBneHa komaHaa mws backhaul shutdown.

3.91 mws log stp

OnucaHune BrntounTtb nornposaHue STP gnsa nHtepdeiica. No3sonseT oTcIexXmBaTb
oTnpaBieHHble U NonyyYeHHble BPDU-nakeThl.

KomaHaa ¢ npepurKcom no oTKI0OYaEeT IOrMpoBaHme 415 3aaHHOro
NHTepoeiica. ECnv apryMeHT He yKa3aH, BeCb CMUCOK JIOrMpoBaHus STP byaeT
yZaneH.

Mpedunkc no Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBOg, [a

Cunoncnc (config)> mws log stp <interface
(config)> no mws log stp [ <interfaces ]
AprymeHTbI AprymeHT |3HaueHue OnwncaHue
interface |IMa uHTepgesica |[MonHOe UMA NHTepdeinca nan NnCeBaoHNM.
Crnncok AOCTYMHbIX NHTEPPENCoB MOXKHO
YyBUAETb C MOMOLLIO KOMaHAbI interface
[Tab].
NMpumep (config)> mws log stp Bridge0
Network::Interface: :Rtx::WifiController: Enabled STP logging for »

"Bridge0".
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(config)> no mws log stp Bridge0
Network: :Interface: :Rtx::WifiController: Disabled STP logging »
for "Bridge0".

(config)> no mws log stp
Network::Interface: :Rtx::WifiController: Disabled all STP logging.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.06 [JobaeneHa komaHaa mws log stp.

3.92 mws member

OnucaHue KomaHaa c npedurkcom no yganseT 3anmcb 0 3axBa4eHHOM ycTporictee MIVS.
Ecnu BbINONHUTL KOMaHAy 6e3 aprymMeHTa, TO BeCb CMMCOK 3aXBaYeHHbIX
YCTPOWCTB byAeT yaaneH.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIia BBog, Het

CuHoncuc (config)> no mws member [ member ]

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
member Ctpoka ID yctpoiictBa — MAC-agpec nnwn CID.

Mpumep (config)> mws no member 2937a388-0d00-11e7-8029-7119319f930e
Mws: :MemberList: Member 2937a388-0d00-11e7-8029-7119319f930e »
pending factory reset.

VICTOleﬂ U3MeHeHU Bepcmﬂ onvucaHue

2.15 JobaBneHa komaHaa mws member.

3.93 mws member check-update

OnucaHue 3anycTnTb NPOBEPKY OBHOBNEHWIA AN 3aXBaYeHHOro ycTporictea MIVS.
MNpedukc no Het
MeHsieT HacTpoiikn  Hert
MHorokpaTtHbIiA BBOog, Het

CuHoncnc I (config)>  mws member «member> check-update
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

member CTpoka ID ycTtpoiictBa — MAC-agpec nau CID.

(config)> mws member ahl409a2-0f87-11e8-8f23-3d5f5921b253 »
check-update

Mws: :MemberList: Member "50:ff:20:08:7a:6a" »
(abl1409a2-0f87-11e8-8f23-3d5f5921b253) checking for an update.

Bepcus OnucaHve

2.15 JobasneHa komaHaa mws member check-update.

3.94 mws member debug

OnuncaHwme

Mpedukc no
MeHseT HacTpPoIAKK
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

BinrounTb 0TNasKy 3axBaveHHoro yctpoiictaa MIVS. Mo ymondaHuo napameTp
OTK/HOYEH.

KomaHga c npedurkcom no oTkIoHaeT HaCTPOKY.
Ja

Ja

Het

(config)>  mws member <members debug

(config)> no mws member <members debug

AprymeHT 3HayeHue OnuncaHwue

member Ctpoka ID ycTpoiictBa — MAC-agpec nan CID.

(config)> mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug enabled.

(config)> no mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug disabled.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHaa mws member debug.
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3.95 mws member dpn-accept

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

MpuHATL cornaweHne DPN ana 3axBayeHHOro ycrpoiicraa MIVS.
Het
Het

Het

(config)>  mws member <member; dpn-accept

AprymeHT 3HauyeHue OnuncaHwue

member Ctpoka ID ycTpoiictea — MAC-agpec nawn CID.

(config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 »
dpn-accept

Mws::Controller: Candidate "ab1409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHAa mws member dpn-accept.

3.96 mws revisit

OnucaHune

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

MepeynTaTb COCTOAHME NOTEHUMAaNBLHOrO ycTporcTea MIVS.

Ja
Het

Het

(config)> mws revisit «candidate»

(config)> no mws revisit «candidate»

AprymeHT 3HauyeHue OnuncaHwue

candidate Ctpoka ID ycTpoiictBa — MAC-agpec nan CID.

(config)> mws revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit started.

(config)> mws no revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit stopped.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.15 JobaBneHa kKOMaHAa MWS revisit.

3.97 mws zone

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

3.98 ndns

OnucaHune

OrpaHnunTb 06/1aCTb MOAKNHOYEHWS KIWEHTCKOrO YCTPOMCTBA YKa3aHHbIMN
y3namu MIWS.

KomaHga ¢ npedunKcom no yaanseTt ykazaHHYH HacTporiky. Ecnm Beectun
KOMaHZAy 6e3 apryMeHToB, byAeT yaneH BECTb CMNCOK OrPaHNYEHWIA,

Ja

Het
Ja
(config)> mws zone anac> «cid»

(config)> no mws zone [ wmac> «cids ]

AprymeHT 3HauyeHue OnucaHwue

mac MAC-appec MAC-agpec KIMeHTCKOoro yctponcraa. OH
JO/MKEH BbITb 3aperncTprupoBaH Kak
N3BECTHbI XOCT.

cid CID NaeHTndunkaTop yana MIVS.

(config)> mws zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeh8d6

Mws: :Controller: Added zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone 11:22:33:ec:58:e2 »
12298160-d886-11e7-9396-176971eeh8d6

Mws: :Controller: Deleted zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone
Mws::Controller: Cleared all zones.

Bepcus OnucaHve

3.06 JobaBneHa KOMaHAa mws zone.

JocTtyn K rpynne KoMaHa ans ynpasneHus cnyxooin KeenDNS.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het
Bxo>xaeHue B rpynny (ndns)

CuHoncuc I (config)>  ndns

(config)> ndns
Core::Configurator: Done.

Mpumep

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.07 JobaBneHa komaHAa ndns.

3.98.1 ndns book-name

OnuncaHune

3apesepBupoBaTb UMA XocTa B DNS.

Ansa nepefayun 3ape3epBMPOBAHHOIO MMEHM XOCTa Ha ApYyroe ycTporicTBO
Keenetic ncnone3syetca napametp transfer-code.

[Na nepesayn MeHn XoctTa He06X0ANMO:

1. BbInonHUTL KOMaHAy ¢ napameTpoM transfer-code Ha nepegatoLein

CTOpOHe.

2. BbeInonHnTtb Ty XK€ CaMyr0 KOMaHAy C TeMIU >Xe CaMbIMW NapaMeTpamMn Ha

NpUHUMatoLLLEli CTOPOHE.

Ctpok geincteus transfer-code ogHa Hegens.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuvHoncuc

(ndns)>  book-name name> <domain [«access» [1pv6 access6)] |
<transfer-code; ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name CTpoka MimMs xocTa gnsa pesepBypoBaHnS.
domain CTpoka JloMeH BTOPOro ypoBHS.
access auto ABTOMaTM4YeCcKMin TN JocTyna.
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AprymeHT 3HayeHue |OnucaHue

cloud Mmsa xocTa 3aperncTtpypoBaHo Ha
IP-agpec o6nauHoro cepBepa,
HTTP-Tpaduk TyHHenmnpyetca Ha Giga.

direct Vims xocTa 3aperncTprpoBaHo Ha
WAN-agpec Giga.
access6 cloud BknounTb 061auHbIA pexnm a4ns

IPv6-agpeca.
transfer-code |lbctranarearHoe|Kog ans nepesaym UMeHW apyromy

yucro ycTporicty Keenetic. AnvHa koga 32
cMMBoOna.
Mpumep (ndns)> book-name myhome23 keenetic.pro

done, layout = view, title = NDSS::ndns/bookName »
(Public DNS Hostname Booking), sub-title = The name booking was »
successful.:

client, geo = RU, ip = 193.0.174.200, format = »
clean, date = 2019-05-23T09:46:54.536Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:46:51.013Z
address: 193.0.174.200
access: direct
access6: none
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
column, id = type, title

Type:

column, id peer, title = Peer:

column, id = detail, title = Detail:
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column, id = elapsed, title = Time, »
variant = period, scale = 1:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndss111h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllh2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllh2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 27, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 27, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 67, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 68, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 70, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 79, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited. :

item, elapsed = 91, origin = »
[TaskBookName, »
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{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated:
193.0.174.200:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed. :

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 97, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 106, origin = »
[TaskUdpSingle "ndssl11lh2.ndm9.xyz" [MsgNdssMessage »
["rohs/bodFiraliz", "014635/373/4613", ' mphare3", "keretic.pro®, "198.0.174.200", '+ :2" undefined, "2019-C5-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "e46H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss11l1lr3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "keanetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3465, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "e46H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3520, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
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{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro", "license": "014635737374513"}],
type = complete, peer = *, detail = All done.:

\J

Ndns::Client: Booked "myhome23.keenetic.pro".

(ndns)> book-name nnttnn keenetic.pro »
121d567f901a345b289¢c121b567c903c¢

v

done, layout = view, title = NDSS::ndns/bookName
(Public DNS Hostname Booking), sub-title =
The name booking was successful.: client, geo = RU, ip = »
193.0.174.137, format =
clean, date = 2018-12-13T09:04:41.939Z, standalone = false:

fields:
field, name name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: nnttnn
domain: keenetic.pro
acme: LE
updated: 2018-12-13T08:47:11.014Z
address: 0.0.0.0
access: cloud
accessb6: none
transfer: true

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:

columns:
column, id = o, title = Operation:
column, id = d, title = Detail:

column, id = t, title = Time, variant »
= period, scale = 1:

item, hl = false, o = start, d = »
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[TaskBookName, {"name":"nnttnn", "domain":

>

"keenetic.pro","license":"730102642155400"}], t = 0:

item, hl = false, o = lock-local, d = »
the name is locked (for current transaction), t = 1:

item, hl = false, o = cluster, d = »
quorumRemaining: 2, quorumPossible: 4, quorumTotal: 4, t = 1:

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1M"),
dst="/192.168.21.14:17047")], [MsgCack], quorumLeft=2, t = 10:

\J

\j

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('lc+3/pP6zaUjuE5w'),
dst="/88.198.177.100:17047")]1, [MsgCack], quorumLeft=1, t = 57:

\J

\j

\J

item, hl = false, o = lock-reply, d =
Quorum reached, finalizing, t = 57:

item, hl = false, o = finalize, d = »
local changes commited., t = 65:

item, hl = false, o = refreshed, d = »
address updated: 0.0.0.0, t = 77:

item, hl = false, o = finalize, d = »

post-process triggers executed., t = 77:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")], [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSels'),
dst="/88.198.177.100:16047")]1, [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o
Done, all replies collected., t = 79:

lock-reply, d = »

commit-reply, d »

item, hl = false, o
= Success: finalize, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1iM'),
dst="/192.168.21.14:17047")]1, [MsgCack], t = 84:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('1lc+3/pP6zaUjuE5w'), »
dst="/88.198.177.100:17047")1, [MsgCack], t = 126:
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item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")]1, [MsgCack], t = 133:

\j

\J

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSeOls"'),
dst="/88.198.177.100:16047")]1, [MsgCack], t = 145:

\J

item, hl = false, o = commit-reply, d
= Commit stage complete., t = 146:

\J

item, hl = false, o = complete, d = All »
done., t = 146:

Ndns::Client: Booked "nnttnn.keenetic.pro".

(ndns)> book-name myhome23 keenetic.pro cloud ipv6 cloud

done, layout = view, title = NDSS::ndns/bookName »
(Public DNS Hostname Booking), sub-title = The name booking was »
successful.:
client, geo = RU, ip = 193.0.174.200, format = »
clean, date = 2019-05-23T09:12:29.145Z, standalone = false:
fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »

IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode
IPv6, default = unknown:
field, name = transfer, title = Transfer:

v

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:12:16.197Z
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
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column, id = type, title = Type:

column, id peer, title = Peer:

column, id = detail, title = Detail:

column, id
variant = period, scale = 1:

elapsed, title = Time, »

item, elapsed = 11, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 11, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 17, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 18, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssl120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndssl11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllol.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 25, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited. :

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
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type = complete, peer = finalizer, detail = address updated: »
0.0.0.0:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed. :

item, elapsed = 49, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " : -, undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 49, origin = »
[TaskUdpSingle "ndss11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " -, undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 51, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 80, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " :* ,undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 122, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : ;" ,undefined, "2019-65-
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23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 165, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " :* ,undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 166, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:

Ndns::Client: Booked "myhome23.keenetic.pro".

WcTopusa nsmeHeHum Bepcus onuvcaHve
2.07 JobaBneHa komaHaa ndns book-name.
2.14 [JobaeneH napameTp ipvé.

3.98.2 ndns check-name

OonucaHune MpoBepuTb AOCTYNHOCTb MMEHM XOCTa ANt pe3epBaLu.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbIiA BBog, Het

Cunoncuc (ndns)>  check-name name>
AprymeHTbI AprymeHT 3HauyeHue |OnucaHue
name CTpoka ViMsa xocTa ansa pesepBUpPOBaHUS.
Npumep (ndns)> check-name testname
list:
item:

name: testname
domain: mykeenetic.by
available: no

item:
name: testname
domain: mykeenetic.kz
available: yes
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item:
name:
domain:
available:

item:
name:
domain:
available:

item:
name:
domain:
available:

testname
mykeenetic. ru
yes

testname
mykeenetic.com
yes

testname
mykeenetic.net
yes

Ndns::Client: Check completed.

Bepcus OnucaHue

2.07

Jo6aeneHa komaHaa ndns check-name.

3.98.3 ndns drop-name

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

OTMeHNTbL pernctpauuno nmeHu xocta B DNS.

Hert
Ja
Hert
(ndns)>  drop-name <name> <domain»
AprymeHT 3HaueHue |OnucaHue
name CTpoka VMg xocTa ana yaaneHusa ns DNS.
domain CTpoka JloMeH BTOpPOro ypoBH#.

(ndns)> drop-name testname

done, title =
Hostname Booking), code =

mykeenetic.net

NDSS: :ndns/dropName (Delete DNS »

200,

icon = tick, hl = true, layout = message:

client, geo
clean, date = 2016-09-
22T10:52:35.685Z,

reason:

standalone =
The name is un-booked.

false:

detail, layout = list:

columns:

RU, ip = 81.200.27.56, format = »
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column, id = o, title = Operation:

column, id = d, title = Detail:

column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0:

item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:

item, hl = false, o
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:

item, hl = false, o
Success: prepare, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")]1, [MsgCack], quorumLeft=2, t = 55:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1l, t = 72:

item, hl = false, o = lock-reply, d = Quorum »

reached, finalizing, t = 73:

item, hl = false, o = finalize, d = local »
changes commited., t = 79:

item, hl = false, o = refreshed, d = address »

cluster, d = »

lock-reply, d = »

cleared, t = 85:

item, hl = false, o = finalize, d = »
post-process triggers executed., t = 85:

item, hl = false, o
Success: finalize, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 134:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")1, [MsgCack], t = 161:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")], [MsgCack], quorumLeft=0, t = 231:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 3608:

item, hl = false, o = complete, d = All »

commit-reply, d = »

done., t = 3608:
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Ndns::Client: Dropped "testname.mykeenetic.net".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.07 Job6asneHa komaHaa ndns drop-name.

3.98.4 ndns get-booked

OnucaHue MonyunTb akTyanbHY MHGOPMaLNIO C cepBepa O TekyLLem
3ape3epBMpPOBaHHOM MMeHN xocTa B DNS.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncurc I(ndn9> get-booked

MNpumep (ndns)> get-booked

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 41.189.34.56, format = »

xml, date = 2017-09-
14708:30:19.266Z, standalone = false:

menu, src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name

name, title = Public Name:

field, name domain, title = Domain Name:

field, name address, title = IP Address:

field, name = updated, title = Updated, type »
= date, variant = date:

field, name = access, title = Access Mode, »
default = unknown:

field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: 2017-09-11T11:27:32.167Z
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WcTopusa nsmeHeHum

access: direct
transfer: false

Ndns::Client: Get-booked completed.

Bepcus OnucaHue

2.08 Job6asneHa komaHaa ndns get-booked.

3.98.5 ndns get-update

OnucaHwue
Mpejukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

O6HOBUTL perncTpaynto nmeHn xocta B DNS Ha cepeepe.

HeTt
Het

Het

(ndns)> get-update [<access

> [ipv6 access6s]]

AprymeHT 3HaueHue

OnucaHune

access auto

ABTOMAaTUYECKMIA TUM AOCTyNa.

cloud

Mima xocTa 3apernctpripoBaHo Ha IP-aapec
obnayHoro cepeepa, HTTP-Tpaduk
TYHHenunpyeTtca Ha Giga.

direct

M5 xocTa 3aperncTtpmpoBaHo Ha
WAN-agpec Giga. KomaHga no3sonser
BKIHOUNTL NoAaepxKy Static NAT (NAT 1-1)
CO CTOPOHbI CepBepa B napameTpax
KeenDNS.

accessb cloud

Bk/1lounTb 06/1aUHBIN pexnm AN
IPv6-aapecos.

(ndns)> get-update auto

done, layout =
NDSS: :ndns/updateBooking (Up
Address and Expiration):
client, geo =
xml, date = 2016-09-
22T12:07:32.746Z, standalone
menu, S

/index? auth=force& role=c

menu&ref=%2fndns%2fupdateBoo
fields:

field, n

view, title = »
date Name Booking

RU, ip = 81.200.27.56, format = »
= false:
rc =»

ontext-
king:

ame = name, title = Public Name:
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field, name domain, title = Domain Name:
field, name = address, title = IP Address:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = access, title = Access Mode, »

default = unknown:
field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.net
address: 81.200.27.56
updated: 2016-09-22T12:07:32.744Z
access: direct
transfer: false

Ndns::Client: Get-update completed.

(ndns)> get-update cloud ipv6 cloud

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):
client, geo = RU, ip = 193.0.174.168, format = »
xml, date = 2019-05-21T15:26:45.552Z, standalone = false:
menu, sSrc = »
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
(ip4), default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »

(ipv6), default = unknown:
field, name = transfer, title = Transfer:

name: mytest
domain: keenetic.pro
acme: LE
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
updated: 2019-05-21T15:26:45.547Z
transfer: false

Ndns::Client: Get-update completed.

(ndns)> get-update direct

Giga (KN-1011) — CnpaBOYHVK KOMaHZ,

399



naBa 3 OnncaHme KoMaHp,

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):
client, geo = RU, ip = 193.0.174.159, format = »
xml, date = 2019-11-13T16:53:30.782Z, standalone = false:
menu, Src = »
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
(ip4), default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
(ipv6), default = unknown:
field, name = transfer, title = Transfer:

name: myworknow
domain: keenetic.link
acme: LE
address: 193.0.174.159
access: direct
access6: none
updated: 2019-11-13T16:50:34.298Z
transfer: false

WcTopusa nsmeHeHum Bepcus onucaHve
2.07 JobasneHa komaHaa ndns get-update.
2.14 [JobaeneH napameTp ipvé.

3.99 ntce

OnucaHune JocTtyn K rpynne KomaHa Ana HacTporiku cepsuca NTCE.
Mpedunkc no Het

MeHsieT HacTpouikm  Het

MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (config-ntce)

CuHoncUc I(conﬁgp> ntce

MNpumep (config)> ntce
(config-ntce)>
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.07

JlobaBneHa koMaHAa ntce.

3.99.1 ntce debug

BkntounTb 0TNnag0uHbI pexum ansa cepsmca NTCE. Mo ymondaHuto yHKLUMSA

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

OTK/1FOYEeHa.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.

Ja
Aa

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

Mpumep

UcTopuns nameHeHuii

3.99.2 ntce qos enable

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

I (config-ntce)>  debug

I (config-ntce)> no debug

(config-ntce)> debug
Ntce: :Manager: Enabled debug.

(config-ntce)> no debug
Ntce::Manager: Disabled debug.

Bepcusa

OnucaHwune

3.07

Jlo6aBneHa komaHaa ntce debug.

BkntounTs IntelliQoS, koTopblin 06ecneyrBaeT BXOAALLYIO N NCXOASALLYIO
noJsiocy NPONyckaHUs ANS MPUOPUTETHBIX MPUIOXKEHWI 1 33434 C MOMOLLbHO
npegBapuTeNibHO onpeAeneHHbIX Fpynmn kateropuii. Mo ymonydaHuio cnyxbéa

OTK/1FO4YEeHa.

KomaHga c npedurkcom no oTkIoYaeT HaCTPOKY.

Ja
Aa

MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

I (config-ntce)>  qos enable

I (config-ntce)> no qos enable
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Mpumep (config-ntce)> qos enable
Ntce::Manager: Enabled QoS.

(config-ntce)> no qos enable
Ntce::Manager: Disabled QoS.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.07 [JlobaeneHa KkomaHza ntce qos enable.

3.99.3 ntce qos priority

OonucaHue YCTaHOBUTb NPUOPUTETHLI A1 KaTeropuin Tpaduika.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIii BBog, /[la

Cunoncnc (config-ntce)>  qos priority «category> «priority»
(config-ntce)> no qos priority
AprymeHTbl AprymeHT 3HaueHue OonucaHue
category calling O MuHMManbHas 3agepxka.
gaming 0 VIHTepaKTUBHBbIN pexurm peanbHOro
BpeMeHMU.
streaming U WnpokosellatenibHble yCayru.
work O HebonbLuoe BpeMs OXUAAHWS.
surfing O [laHHble BbICOKOW
MPoOn3BOAUNTE/ILHOCTH.
filetransfering |0 Hu3konpuopuTteTHble jaHHbIe.
priority Uenoe uucno 3HauveHue npunopuTteTa. Moxert
NpUHMMaTL 3HadyeHws ot 1 4o 6.
Npumep (config-ntce)> qos priority calling 1
Ntce::Manager: Set priority "1" to "calling".
(config-ntce)> no qos priority
Ntce::Manager: Reset QoS priority list.
WcTopuns nsmeHeHwnit |Bepcusa onucaHue

3.07 JlobaBneHa KoOMaHAa ntce qos priority.
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3.100 ntp

OnucaHwue JocTtyn K HacTpoiike NTP-knneHTa.

KomaHaa c npedrikcoM no cbpacbiBaeT HacTPOKn NTP-KAnMeHTa B HaCTPOWMKN
MO YMOMYaHUIO.

Mpedukc no Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog Het

CuHoncuc I (config)> no ntp
MNpumep (config)> no ntp

Ntp::Client: Configuration reset.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JlobaBneHa koMaHza ntp.

3.101 ntp server

OnucaHue JobaBunTb B cnncok HoBbl NTP-cepBep. MoXxHO AobaBunTb He 6onee 8
NTP-cepBepoB.

KomaHga ¢ npedukcom no yaanset NTP-cepsep 13 cnucka. ECiv BbINOAHUTL
KOMaHAy 6e3 aprymeHTa, TO BeCb Cnncok NTP-cepBepoB byAeT OUMLLIEH.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> ntp server <server
(config)> no ntp server [ «server:]
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
server CTpoka Appec NTP-cepBepa.
Mpumep (config)> ntp server pool.ntp.org

Ntp::Client: Server "pool.ntp.org" has been added.

(config)> no ntp server
Ntp::Client: ALl NTP servers removed.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JlobaeneHa KomaHza ntp server.

3.102 ntp sync-period

OnucaHune YCTaHOBUTb nepnoj CMHXpOHM3aunn BpeMeHN. Mo YMOTHaHNIO NCMNOJ/1b3YETCA
3HayeHue 1 Hegens.

KomaHga ¢ npedurKkcom no ycTaHaBAMBAET BPEMS CUHXPOHU3ALMN MO
YMONYaHWUIO.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

Cunoncnc (config)> ntp sync-period «period>
(config)> no ntp sync-period
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
period lenoe 4ucno |Bpemsi cMHXpOHU3aLMN, B MUHYTaX. MoxeT
NpMHMMaTL 3HayeHre oT 60 MUHYT 40 1
Mecaua.
Mpumep (config)> ntp sync-period 60
Ntp::Client: A synchronization period set to 60 minutes.
(config)> no ntp sync-period
Ntp::Client: Synchronization period value reset.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHAa ntp sync-period.

3.103 opkg chroot

OnucaHue Bknrountb chroot ans opkg. Ecnm BknroueHo, KOPHEBOV KaTanor n3MeHseTcs
Ha /opt nepef BbINOAHEHMEM Nt060oro cueHapus opkg. No ymonyaHuo
HaCTpoOMKa OTK/AKYeHa.

KomaHga ¢ npedrnKcom no oTKAKUaET JaHHbIA PeXnM.
Mpejukc no Ja

MeHsieT HacTpouikm  /[la
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MHorokpaTHbIii BBOA,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Het

I(config)> opkg chroot

I (config)> no opkg chroot

(config)> opkg chroot
Opkg: :Manager: Chroot enabled.

(config)> no opkg chroot
Opkg: :Manager: Chroot disabled.

Bepcus OnucaHve

2.05.C.3 Jlo6aBneHa komaHaa opkg chroot.

3.104 opkg disk

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

HactpouTtb pasgen ansa opkg. 3TOT napamMeTp HEOBXOAUM ANS YCTaHOBKN U
3anycka opkg.

Mocne HacTpokK, pasaen byseT MOHTUPOBATLCS B /opt C MCNOMBb30BaHNEM
mount --bind n nocneaytoLm 3anyckom ckpunTa initre cm. Takke
Pasgen 3.106 Ha cTpaHuue 406.

Ecnun katanor /opt/install He nycT, BCce cogepXalimieca B HEM apXuBbl
*.ipkwn *.tgz pacnakoBbiBatoTcA B /opt nepes BbinosHeHeM initrc. lNocne
YCTaHOBKMW apXVBbl YAaNsa0TCA.

KomaHgaa ¢ npedurkcom no oTknroHaeT opkg.
[Ja

Ja

Het

(config)> opkg disk («disk» | «disk>)

(config)> no opkg disk

AprymeHT 3HaueHue OnucaHwue

disk CTpoka MeTka pa3gena nan UUID.

(config)> opkg disk ext4 opkg:/
Opkg::Manager: Disk is set to: ext4 opkg:/.

(config)> no opkg disk
Opkg: :Manager: Disk is unset.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.05 [JobaeneHa komaHaa opkg disk.

3.105 opkg dns-override

OnucaHwne

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

Mpumep

WcTopus nsmeHeHum

3.106 opkg

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpouiKKn

OTkntounTe TCP n UDP 53 nopT ana DNS-npokcw.

OTKNtOYeHMe nopTa NO3BOASET 3aMeHUTb BCTPOEHHbI DNS-npokcn
cobcTBeHHOW cnyx60i, Hanpumep BIND nan Dnsmasq mns opkg.

KomaHga ¢ npedurkcom no Bo3epallaetca paboty nopta agns DNS-npokcu.
Aa
Ja

Het

I(config)> opkg dns-override

I (config)> no opkg dns-override

(config)> opkg dns-override
Opkg: :Manager: DNS override enabled.

(config)> no opkg dns-override
Opkg: :Manager: DNS override disabled.

Bepcus OnucaHue
2.05 Job6asneHa komaHaa opkg dns-override.
Initrc

3asjaTb CTApTOBbLIV CKPUMT. 3HaYeHMe Mo yMo4aHu — /opt/etc/initrec.

Korga opkg disk cMOHTMpOBaH 1 NakeTbl yCTaHOBNEHbI, CUCTEMA BbINONHUT
cTapToBbIi ckpunT. Ecnm path 3To kaTanor, cucteMa 6yAeT BbINOMHSATL BCe

coaepxxallpmecs B HeM CKpUNTbI B andaBUTHOM nopsjke.

KomaHgaa ¢ npedrkcom no cbpacbiBaeT initrc B 3Ha4eHMe nNo yMoa4aHuo.
Ja

Ja

MHorokpaTtHbiiA BBog, Het

CuviHoncmc

I (config)> opkg initrc «paths
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AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(config)> no opkg initrc

AprymeHT 3HaueHue OnucaHue
path Wms ¢anna ®aiin nnm katanor co CTapToBbIM
CKPUMTOM.

(config)> opkg initrc /opt/etc/init.d/rc.unslung
Opkg::Manager: Configured init script: »
"/opt/etc/init.d/rc.unslung".

(config)> no opkg initrc

Opkg::Manager: Init script reset to default: /opt/etc/initrc.

Bepcus OnucaHue

2.05.C.3 JobasneHa komaHaa opkg initrc.

3.107 opkg timezone

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

HacTponTb nepemeHHyto okpyxeHus TZ n aiin /opt/var/TZ pns opkg. Mo
YMONYaHMIO YaCoOBOW NOSAC He onpejeneH.

3HaueHue TZ 3aBUcKT oT C b1MbnmnoTekn opkg, oT TOro, Kak Tam
WHTeprnpeTVUpOoBaH YacoBol nosc. OHo MoxeT 6bITb nnu B POSIX popmaTe
stdoffset[dst[offset][,start[/time],end[/time]]] vnn B BNAE MEHN

datina 6a3bl JaHHbIX MHOPMaLMK 0 30HaxX (ncnonb3yetcs B glibc n noutn
BO Bcex GNU-cncrtemax).

KomaHga c npedunkcom no ycTaHaBAMBaeT 3HaUEHMe Mo YMOIYAHUIO.
Ja

Ja

Het

(config)> opkg timezone (auto | <timezone»)

(config)> no opkg timezone

AprymeHT 3HauyeHue OnucaHwue

timezone CTtpoka YacoBow nosc 4ns 3anmcm B
rnepemMeHHy okpy>xeHna TZ n B
/opt/var/TZ.

auto Knwuyesoe crnoso|ABTOMaTMYyeckoe HasHaueHme

yacoBoro nosica. Cneundourkaums
reHepupyeTcs 13 HaCcTpoeK
CUCTEMBI, CM.

Pasgen 3.144.3 Ha cTpaHuue 586.
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Mpumep

WcTopusa nsmeHeHum

(config)> opkg timezone auto

Opkg: :Manager: Enabled automatic timezone.
(config)> opkg timezone UTC

Opkg: :Manager: Enabled timezone "UTC".
(config)> no opkg timezone

Opkg::Manager: Timezone reset to undefined.

Bepcus OnucaHue

2.05.C.3 JobasneHa komaHaa opkg timezone.

3.108 ping-check profile

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

JocTyn K rpynne KoOMaHZ4 ANS HaCcTPOMKK BeibpaHHoOro npoguns Ping Check.
Ecnv npodwunb He HalaeH, KOMaHAa MblTaeTCs ero co3gatb

KomaHga ¢ npedurkcom no yaanset npodunb Ping Check.
Ja

Ja

Aa

(config-pchk)

(config)> ping-check profile name>

(config)> no ping-check profile name>

AprymeHT 3HauyeHue OnuncaHwue

name Ctpoka Wmsa npoduns Ping Check. CMNCOK JOCTYMHbIX
Ans Bblbopa npodunell MOXHO YBUAETb BBeAA
komaHay ping-check profile [Tab].

(config)> ping-check profile [Tab]

Usage template:
profile {name}

Choose:
TEST
MYMY

(config)> ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been created.
(config-pchk)>

(config)> no ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been deleted.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHaa ping-check profile.

3.108.1 ping-check profile host

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHum

YKkazaTtb yAaHEHHbIVI XOCT And teCtTmpoBaHuA. Mo yMO/l4aHWKO, agpec XoCTa
Ha3Ha4aeTcd B COOTBETCTBUN C KOAOM CTPaHbI.

KomaHza ¢ npepurKcom no yaanseT nmMsi XocTa.
Ja

Aa

Het

(config-pchk)>  host <host>

(config-pchk)> no host [ <host> ]

AprymeHT 3HauyeHue |OnucaHue

host Wms xocta |VIMa nnu agpec yaaneHHoro xocTa.

(config-pchk)> host 8.8.8.8
PingCheck: :Profile: "test": add host "8.8.8.8" for testing.

(config-pchk)> host google.com
PingCheck: :Profile: "test": add host "google.com" for testing.

(config-pchk)> no host
PingCheck::Profile: "test": hosts cleared.

Bepcus OnucaHue

2.04 JobasneHa komaHaa ping-check profile host.

3.108.2 ping-check profile max-fails

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTHbIVi BBOA,

YKa3zaTb KONNYECTBO NOC/1e0BaTe/IbHbIX HeyAa4YHbIX 3anpoCoB K yaaneHHOMY
XOCTY, MO JOCTUXEHMIO KOTOPOro MHTEPHET Ha MHTepdeiice cumTaeTcs
OTCyTCTBYHOLMM. [10 yMONYAHMIO UCMOb3yeTCs 3HaYeHue 5.

KomaHga ¢ npedurkcom no yctaHaBAMBaeT 3HavYeHMe o yMOA4aHuio.
Ja
Ja

Het
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CuHoncuc (config-pchk)>  max-fails «count>
(config-pchk)> no max-fails
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
count Uenoe 4ucno |Konnuectso HeyaauHbIX 3arnpocoB. MoxeT
NPUHNUMaTb 3HaYeHs B npegenax ot 1 40
10 BKIHOUUTENBHO.
Mpumep (config-pchk)> max-fails 7
PingCheck: :Profile: "test": uses 7 fail count for disabling »
interface.
(config-pchk)> no max-fails
PingCheck: :Profile: "test": fail count is reset to 5.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.04 JobaBneHa komaHaa ping-check profile max-fails.

3.108.3 ping-check profile min-success

OnucaHwune YKa3aTb KONMYeCTBO nocsiegoBaTe/IbHbIX YAA4YHbIX 3aNPOCOB K y4al€eHHOMY
XOCTY, NO AOCTMXKEHUNHO KOTOPOIro MHTEPHET Ha MHTep¢e|7|ce CUNTaeTCcA
Hann4eCcTBYHOLWUM. Mo YMOJTHaHWIO UCMOJIb3YeTCs 3HayveHune 5.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaUYeHMe M0 YMOTYaHNIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-pchk)>  min-success «count»
(config-pchk)> no min-success
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
count Uenoe 4ucno |Konn4yectso yAauHbIX 3anpocos. MoxeT
NPUHNMAaTb 3HaYeHs B npeenax ot 1 40
10 BKAOUMNTENBHO.
Mpumep (config-pchk)> min-success 3
PingCheck: :Profile: "test": uses 3 success count for enabling »
interface.
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WcTopusa nsmeHeHum

(config-pchk)> no min-success
PingCheck::Profile: "test": success count is reset to 5.

Bepcus

OnucaHmne

2.04

JobasneHa komaHaa ping-check profile min-success.

3.108.4 ping-check profile mode

OnucaHue

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHwnii

YcraHoBUTL pexum Ping Check. Mo yMon4aHWMIo yCTaHOBIEHO 3HayeHve icmp.

HeTt

Ja

Het

(config-pchk)>

mode node»

AprymeHT 3HauyeHue |OnucaHue
mode icmp TecTnpoBaHMe JOCTYNMHOCTN yAaneHHOro
XOCTa byfeT OCyLLecTBATLCA MOCPEACTBOM
oTnpasku emy ICMP-echo request (ping).
connect TecTnpoBaHwve JOCTYNHOCTY YAa/IeHHOro

XOCTa byZeT OCyLLecTBATLCA NOCPECTBOM
ycTaHoBkuM TCP-nogkntoueHnsa Ha
3a/laHHbIN NOPT.

(config-pchk)> mode connect

PingCheck: :Profile: profile "TEST" uses connect mode.

Bepcus

OnucaHune

2.04

JlobasneHa komaHaa ping-check profile mode.

3.108.5 ping-check profile port

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

YKasaTb nopT AN4 NoAKNHYEHUNA K yaaneHHOMY XOCTY. HaCTpOVIKa nMmeet
CMbICN NMpy pexnme connect (cM. kKomaHay ping-check mode).

KomaHga ¢ npedurkcom no yganseTt HacTPOWKy.

Ja
Ja

Het
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naBa 3 OnncaHme KoMaHp,

port port»

3HauyeHne |OnwucaHue

Uenoe uucno |Homep nopta. MoxeT NpuHMMaTb
3HayeHusa B npegenax ot 1 go 65534
BKJIOUNTE/NBHO.

CuHoncuc (config-pchk)>
(config-pchk)> no port
AprymeHTbl AprymeHT
port
Mpumep (config-pchk)> port 860

PingCheck: :Profile:

"test": uses port 80 for testing.

(config-pchk)> no port

PingCheck: :Profile:

"test": port is cleared.

WcTopuns nsmeHeHnii |Bepcus

OnucaHune

2.04

Jlo6aBneHa komaHaa ping-check profile port.

3.108.6 ping-check profile power-cycle

OnucaHwne
BK/1HOYEHO.

BktounTh ynpaBneHve ntaHneM ceTeBoro HTepdeiica USB. Mo ymonyaHuio

KomaHgaa ¢ npedrKcom no OTK/I0UYaeT HacTpoliky.

MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

I (config-pchk)>  power-cycle

I (config-pchk)> no power-cycle

Mpumep

(config-pchk)> power-cycle
PingCheck: :Profile:

"test": enabled USB power cycle.

(config-pchk)> power-cycle

PingCheck: :Profile: "test": disabled USB power cycle.
VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onvcaHue
2.04 [Jlo6aBneHa komaHaa ping-check profile power-cycle.

412

CnpaBoyHuK KoMaHa — Giga (KN-1011)



naBa 3 OnncaHme KOMaHA,

3.108.7 ping-check profile timeout

OnucaHwue YCTaHOBUTb MakcUMasibHoe BpeMA OXXnhaHNA OTBeTa yAa/1eHHOIo XO0CTa Ha
O4WH 3anpoc B CeKyHAax. Mo YMOJIHaHUIO NCMO/Ib3YyeTcs 3HauveHue 2.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HAaUEHME MO YMOAYAHUNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-pchk)>  timeout «timeout>
(config-pchk)> no timeout
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
timeout Uenoe uucsno |Bpemsa oxxngaHma B cekyHaax. MoxeTt
NPUHMUMaTL 3HayeHus ot 1 4o 10
BKJTHOUNTENBHO.
Mpumep (config-pchk)> timeout 4
PingCheck: :Profile: "test": timeout is changed to 4 seconds.
(config-pchk)> no timeout
PingCheck: :Profile: "test": timeout is reset to 2.
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.04 Jo6aBneHa komaHga ping-check profile timeout.

3.108.8 ping-check profile update-interval

OnucaHune YCTaHOBUTb NEPUOSMYHOCTL BbIMOSHEHWA NpoBepoK Ping Check.
MNpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIia BBog, Het

CuHoncuc (config-pchk)>  update-interval «seconds>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
seconds lenoe uucno |Mepurog o6HOBNEHUS B ceKyHAax. MoxeT
NPUHNUMaTb 3HayveHusa oT 3 Ao 3600
BKJTIOUYNTENBHO.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHum

3.109 ppe

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-pchk)> update-interval 60
PingCheck: :Profile: "test": update interval is changed to 60 »

seconds.
Bepcus OnucaHue
2.04 JobasneHa koMmaHgaa ping-check profile

update-interval.

BKHOUMTL MeXaHM3M NakeTHOM 06paboTKK. Mo yMOAYaHUIO HacTpoiika
BkatoveHa 1 ana HWNAT, n gna SWNAT.

KomaHza ¢ nped1KcomM no oTKNOYaeT BbIbpaHHbIV ycKopUTenb.

Ja
Ja

HeTt

(config)>

ppe <engines

(config)> no ppe [<engines]

AprymeHT | 3HauyeHue OnucaHwue
engine |software MporpaMMHBbI ycKopUTenb.
hardware AnnapaTHbI ycKopUTenb.

hardware-ipv6

AnnapaTHbIi yckopuTtenb ans IPv6. Mo
YMOJIHaHUIO OTK/IHOYEH.

(config)> ppe software

Network: :Interface: :Rtx:

(config)> no ppe

Network: :Interface: :Rtx:

(config)>

:Ppe: Software PPE enabled.

:Ppe: All PPE disabled.

ppe hardware-ipvé
Network::Interface: :Rtx::Ppe: Hardware-ipv6 PPE enabled.

(config)> no ppe hardware-ipv6
Network: :Interface: :Rtx::Ppe: Hardware-ipv6 PPE disabled.

Bepcus OnucaHve
2.00 Jlo6aBneHa komaHza ppe.
2.05 JlobaBneH aprymeHT engine.
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naBa 3 OnncaHme KOMaHA,

2.07 Job6asneH napameTp hardware-ipv6.

3.110 pppoe pass

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

BkntounTb GYHKLMIO CKBO3HOrO nponyckaHusa. MoxHo Beectn 4o 10
JIOKafbHbIX CeTeBbIX Y3/10B.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLUMIO.
Ja

Ja

Het

Ethernet

(config)>  pppoe pass through wan-iface <lan-iface>

(config)> no pppoe pass through

AprymeHT 3HauyeHue |OnucaHue
wan-iface msa HayanbHbI MHTepdeinc — nonHoe
uHTeppeiica |Ha3BaHve WAN-uHTepdeiica nnm ero
anmac.
lan-iface Ums KoHeuHbI nHTepdeinc — nonHoe
uHTeppeiica |Ha3BaHve LAN-nHTepdeiica nnm ero
anvac.

(config)> pppoe pass through Home ISP
Pppoe::Pass: Configured pass from "Bridge@" to "GigabitEthernetl".

(config)> no pppoe pass
Pppoe: :Pass: Disabled.

Bepcus OnucaHue

2.00 JobaBneHa KOMaHAa pppoe pass.

3.111 printer

OnuncaHwne

Mpe¢ukc no

JocTyn K rpynne KOMaHz ANst HACTPOVKM BblIBpaHHOro NpuHTepa. Ecan
NPUHTEP He HaAeH, KOMaHAa MbITaeTcsa ero co3aaTb.

KomaHgza ¢ npedurKcom no yaansieT NpuHTep 13 CUCTEMBI.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-printer)

Cunoncuc (config)>  printer<id>
(config)> no printer <id>
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
id CTtpoka NaeHTudmnkaTop npuHTEpa.
Mpumep (config)> printer 0924:3cf4
(config-printer)>
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobaBneHa koMaHga printer.

3.111.1 printer bidirectional

OnucaHue BkntoumnTb N5 NnpuHTepa AByHanpaBieHHbIN pexnm obMeHa.
KomaHga ¢ npedrkcom no oTKAt0YaeT ABYHAMPaBeHHbIN PeXNM.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CnHoncumc I (config-printer)>  bidirectional

I (config-printer)> no bidirectional

MNpumep (config-printer)> bidirectional
Printer::Manager: A bidirectional mode enabled.

(config-printer)> no bidirectional
Printer::Manager: A bidirectional mode disabled.

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvcaHue

2.04 Job6asneHa komaHgaa printer bidirectional.
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naBa 3 OnncaHme KOMaHA,

3.111.2 printer debug

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

BKOUNTL pexmM 0TNagKN Ans NpuHTepa. ECn apryMeHT He ykasaH, ypoBeHb
OTNajKWN YCTaHaBNNBAETCS PaBHbIM 1.

KomaHza c npe¢$1rKcom no oTK/I0YAET OTNIAZ0UHbI PEXUM.
Ja

Ja

Het

(config-printer)>  debug [ level <level;]

(config-printer)> no debug

AprymeHT 3HauyeHue OnuncaHwue

level Uenoe uucno |YpoBeHb OoTNajku. MoxeT NnpUHNUMaTh
3HaveHnsa oT 1 40 3 BKJIIOUMNTENLHO.

(config-printer)> debug level 3
Printer::Manager: a debug level set to 3.

(config-printer)> no debug
Printer::Manager: A debug mode disabled.

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHga printer debug.

3.111.3 printer firmware

OnucaHune

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

YcTaHoBUTbL $arin NpoLUVBKN NpUHTepa.
Ja
Ja
Het
(config-printer)>  firmware «firmware»

(config-printer)> no firmware

AprymeHT 3HauyeHue OnuncaHwue

firmware CTpoka MNyTb K pariny NpoLLINBKMU.
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-printer)> firmware storage:sihpl018.d1l
Printer::Manager: A printer firmware set.

(config-printer)> no firmware
Printer::Manager: A printer firmware set.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Job6aBneHa komaHaa printer firmware.

3.111.4 printer name

OnucaHune MprcBOUTL NPUHTEPY NPON3BOJIbLHOE UMSA.
MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-printer)>  name name>
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
name CTpoka Mpon3BonbLHOE UM NPUHTEpA.
Mpumep (config-printer)> name Canon
Printer::Manager: A printer name set.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 [JobaBneHa koMaHza printer name.

3.111.5 printer port

OnucaHue YcTaHOBWUTBL MNOPT MPUHTEPA, ecuv TUM NpuHTepa direct. Mo ymonyaHuio
ncnonb3yetca nopt 9100.

Mpedukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-printer)>  port «port>
AprymeHTbl AprymeHT |3HayeHue |OnucaHue
port UYenoe uucno |MNopT npuHTEpa.

41 8 CnpaBoyHuK KoMaHa — Giga (KN-1011)




naBa 3 OnncaHme KOMaHA,

Mpumep (config-printer)> port 2012
Printer::Manager: A port set.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa koMmaHgaa printer port.

3.111.6 printer status-polling

OnucaHue BKAOUNTBL ONPOC COCTOAHMA NpUHTEpa. 10 yMonYaHmio GyHKLMA BKIKOYEHa.
KomaHga ¢ npedrkKcom no oTKAYaeT Onpoc COCTOAHWSA MPUHTepa.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-printer)>  status-polling

I (config-printer)> no status-polling

Mpumep (config-printer)> status-polling
Printer::Manager: Status polling enabled.

(config-printer)> no status-polling
Printer::Manager: Status polling disabled.

WcTopuns nsmeHeHWit |Bepcua onucaHue

3.04 JobasneHa komaHaa printer status-polling.

3.111.7 printer type

OnucaHwne YCTaHOBUTb TUM npunHTEpPAa.
Mpe¢ukc no Het

MeHsieT HacTpouikm  /la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-printer)>  type <type>
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
type cifs MpunHTep noakntoveH Yepes CIFS.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

AprymeHT

3HavyeHue OnucaHue

direct MpuHTep NoAK/IFYEeH HeNnocpeaCTBEHHO K
yCTpolicTBY.

(config-printer)> type direct
Printer::Manager: A printer type set.

Bepcusa

OnucaHune

2.00

JobaBneHa koMaHga printer type.

3.112 schedule

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

JocTyn K rpynne KOMaHz ANst HACTPOMKM BbI6paHHOro pacnucaHus. Ecan
pacnuncaHve He HalijeHo, KOMaHZa NbITaeTcs ero Co3zath.

KomaHga ¢ I'Ipe(bI/IKCOM no yAandeT pacnmncaHue.

Ja
Ja
Ja

BxoxxgeHue B rpynny (config-sched)

CviHoncuc

AprymeHTbl

UcTopusa nsmeHeHwnii

3.112.1 schedule action

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOj,

(config)>

schedule <name>

(config)> no schedule name>

AprymeHT 3HaueHue |OnucaHue

name CTpoka HasBaHune pacnucaHus.
Bepcus OnucaHve

2.06 JobaeneHa komaHaa schedule.

3aAaTb AeNCTBUS, BbIMOHSEMbIe COrTacHO BbIBPaHHOMY PacnycaHumio.

KomaHga ¢ I'Ipeq)I/IKCOM Nno oTMeHdeT AEVICTBME.

Aa
Ja
Ja
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-sched)>  action action wmins <hours «dows
(config-sched)> no action [ <actions mins <hours «dows ]
AprymeHTbI AprymeHT 3HaueHue ‘Onwcal-wle
action start [JencTBme Havana.
stop [JencTBme KoHUa.
min UYenoe yucrio |MnHyThI.
hour Llenoe uwncso [Yacobl.
dow lenoe uucno |AHV Hepenn, pasgeneHHble 3anaTbiMu. 0
1 7 03HaYarT BOCKpPeCeHbe. * 03HayaeT
exeaHeBHO.
NMpumep (config-sched)> action start 0 9 1,2,3,4,5
Core::Schedule: :Manager: Updated schedule "WIFI".
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.06 Job6aBneHa komaHaa schedule action.

3.112.2 schedule description

OnucaHwue 3afaTtb onncaHme Ans BbIGPaHHOro pacnmcaHus.
KomaHga ¢ npedurKcom no cTmpaeT onvcaHue.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-sched)>  description «description
(config-sched)> no description
AprymeHTbl AprymeHT 3HaueHme |OnucaHue
description Crtpoka TekcT onmncaHums.
Npumep (config-sched)> description "Schedule for on/off Access Point"
Core::Schedule: :Manager: Updated description of schedule "WIFI".
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.06 Job6asneHa komaHaa schedule description.
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naBa 3 OnncaHme KoMaHp,

3.112.3 schedule led

OnucaHune Ha3HaunTb CBETOANOAHYIO MHANKALMIO ANSA 3aMIaHNPOBAHHbBIX COBbITUT.
JonxeH 6bITb BbibpaH NapameTp SelectedSchedule npy nOMOLLM KOMaHAbI
system led.

KomaHga ¢ npedrkKcom no oTKI0UAET CBETOAMOAHYIO UHANKALNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-sched)>  led<action
(config-sched)> no led
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
action start VHanKaTop nokasbiBaeT Hayano
3anJ1aHNPOBAHHOIO COBbLITUS.
stop MHavkaTop nokasbliBaeT OKOHYaHue
3anJ1aHNPOBAHHOIO COBLITUS.
Mpumep (config-sched)> led start
Core::Schedule::Led: Selected schedule "111".
VICTOpI/Iﬂ V|3MEHEH|/||7| Bepcmﬂ onvicaHue

2.08 JobaBneHa komaHaa schedule led.

3.113 service afp

OnucaHune 3anycTuTb Cyxoéy AFP.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> service afp
I (config)> no service afp
Mpumep (config)> service afp

Afp::Server: Enabled.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa komaHaa service afp.

3.114 service cifs

OnucaHwue Bknrounte CIFS-cepBep.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIia BBog, Het

CuHoncmc I (config)> service cifs

I (config)> no service cifs

Mpumep (config)> service cifs
Cifs::ServerTsmb: Enabled.

(config)> no service cifs

Cifs::ServerTsmb: Disabled.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.00 JobaBneHa komaHaa service cifs.

3.115 service dhcp

OnucaHue BkntounTts DHCP-cepaep. Ecnn pns 3anycka cnyxobl HeA0CTaTOYHO HaCTpoeK
(cm. ip dhep pool), cnyxba He bygeT oTBeudaThb NMo ceTu. Kak ToNbKO HacTpoek
CTaHeT A0CTaTOUHO, Cy>K6a BKAIOUNTCA aBTOMaTUYECKN.

KomaHga c nped1KcomM no ocTaHaBNNBaET CAyXoby.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CuHoncuc I (config)> service dhcp
I (config)> no service dhcp
Mpumep (config)> service dhcp

service enabled.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga service dhcp.

3.116 service dhcp-relay

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

BkntounTb petpaHcnaTop-DHCP. Ecam ansa 3anycka cnyx6bl HefoCTaToOuHO
HacTpoek (cM. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cyx6a He 6yseT oTBeyaTb Mo ceTu. Kak TONIbKO HacTPoeK CTaHeT JOCTaTOUHO,
cnyx6a BKJIIOUNTCA aBTOMaTUYECKM.

KomMaHga ¢ npeprKcomM no ocTaHaBAUBAET Cyx6y.
Ja

Aa

HeTt

I (config)> service dhcp-relay

I (config)> no service dhcp-relay

(config)> service dhcp-relay
service enabled.

Bepcus OnucaHve

2.00 JobasneHa komaHaa service dhcp-relay.

3.117 service dlna

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

BrntounTs cnyx6y DLNA. Ecnn ans 3anycka cny>6bl He40CTaTOYHO HacTpoeK
(cm. dIna), cnyxx6a He byseT oTBedaTb No ceTu. Kak TO/IbKO HacTpoek cTaHeT
AOCTAaTOYHO, CNy>X6a BKAHOUMTCH aBTOMATUYECKM.

KomaHga ¢ npedprkcom no octaHaBAMBAaET Cnyxoy.
Ja

Ja

Het

I (config)> servicedlna

I (config)> no service dlna

(config)> service dlna
DLNA server enabled.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa service dlna.

3.118 service dns-proxy

OnucaHune BrntounTtb DNS-npokcu. 118 HacTporikn napaMeTpoB CyX6bl, UCNONbL3YNTe
rpynny komaHg Pasgen 3.23 Ha cTtpaHuue 120.

MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIia BBog, Het

CuHoncuc I(config)> service dns-proxy

Mpumep (config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 Jlo6baBneHa KkomaHga service dns-proxy.

3.119 service ftp

OnucaHue Bknountb FTP-cepBep ans obecneveHnsi Nosb3oBaTeneil 4OCTYyNoMm K
noAkAtYeHHbIM USB-HocuTensm, HacTpoeuHbiM ¢ainnam n panam c
0BHOBNEHNSMU MUKPOMNPOrpamMMeil.

KomaHga ¢ npedurkcom no ocTaHaBAMBAaET CyX6y.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het

CuHoncnc I (config)> service ftp

I (config)> no service ftp
NMpumep (config)> service ftp

FTP server enabled.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHaa service ftp.
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3.120 service http

OnucaHwue BkntounTts HTTP-cepBep, KOTOPbIA NpeAoCTaBAseT Nosb30BaTeNto
Web-unHTtepdelic ana HacTpoliku Giga.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Cunoncnc I (config)> service http
I (config)> no service http
Mpumep (config)> service http
HTTP server enabled.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobaBneHa koMmaHaa service http.

3.121 service igmp-proxy

OnucaHune Brnrounte IGMP-npokcn. Ans paboTbl cny>X6bl HEO6XOAMMO Hanue 04HOMo
nHTepderica upstreamn xoTsa 661 04HOr0 HTepdelica downstream. Ecav ans

3anycka c1y>6bl He0CTaTOUHO HAaCTPOEK, OHa He ByaeT paboTaTk. Kak ToNbKO
HaCTPOEK CTaHeT A0CTAaTOYHO, CyX6a BKAOUNTCS aBTOMATUYECKMN.

KomaHaa ¢ npeprKCcom no ocTaHaBNMBAET CNyXOy.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> service igmp-proxy
I (config)> no service igmp-proxy

Mpumep (config)> service igmp-proxy
IGMP proxy enabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa service igmp-proxy.
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3.122 service internet-checker

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb Internet-checker ans KOHTPONA COCTOAHUSA VIHTEPHET COeANHEHMS
Ha ycTpoiicTge. Mo ymonyaHuto GyHKLMS BKIOYEHA.

KomaHga ¢ npedrKcomM no octaHaBAUBAET CNyxoy.
Ja
Ja

Het

I (config)> service internet-checker

I (config)> no service internet-checker

(config)> service internet-checker
Network: :InternetChecker: Hosts check enabled.

(config)> no service internet-checker
Network: :InternetChecker: Hosts check disabled.

Bepcus OnucaHve

213 JobaBneHa komaHaa service internet-checker.

3.123 service ipsec

OnucaHune
Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

WcTopusa nsmeHeHum

3anycTnTb cnyxeby IPsec. o ymon4aHuto ciy>k6a oTKAtoHeHa.
KomaHga ¢ npednkcom no ocTaHaBAMBAET CNYXKOy.

Ja

Ja

Het

I (config)> service ipsec

I (config)> no service ipsec

(config)>service ipsec
IpSec: :Manager: Service enabled.

Bepcus OnucaHue

2.06 JobasneHa KoMaHaa service ipsec.
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3.124 service kabinet

OnucaHwue BrkntounTb cnyxby aBTopusatopa KABINET. Mo ymonyaHuio cnyxba
OTK/OYEHa.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het

CuHoncuc I (config)> service kabinet

I (config)> no service kabinet

Mpumep (config)> service kabinet
Kabinet: :Authenticator: Authenticator enabled.

(config)> service kabinet
Kabinet: :Authenticator: Authenticator disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.02 JobaBneHa komaHaa service kabinet.

3.125 service mdns

OnucaHwue BrntounTb cnyx6y mDNS. Mo ymonvaHuio ciyxoa Bkao4eHa.
KomaHga ¢ npednkcom no ocTaHaBAMBAET CNYXKOy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(config)> service mdns
I (config)> no service mdns
Mpumep (config)>service mdns
(config)>no service mdns
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

2.15 JobaBneHa komaHAa service mdns.

428 CnpaBoyHuK KoMaHa — Giga (KN-1011)



naBa 3 OnncaHme KOMaHA,

3.126 service mws

OnuncaHwne
Mpedukc no
MeHsieT HacTpoiikmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb cnyxby MIWVS. Mo ymonuaHuio cnyxba oTkarYeHa.
KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.

Ja

Ja

Het

I(config)> service mws

I (config)> no service mws

(config)> service mws
Mws: :Controller: Enabled.

(config)> no service mws
Mws::Controller: Disabled.

Bepcus OnucaHve

2.15 JobaBneHa KoOMaHa service mws.

3.127 service ntce

OnucaHune
Mpedunkc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

WcTopusa nsmeHeHum

3anyctnTb cnyxby NTCE. [0 yMOAYaHNIO CEPBUC OTK/HOYEH.
KomaHga ¢ npedrkcom no ocTaHaBAMBAET CNYXKOY.

Ja

Ja

Het

I (config)> service ntce

I (config)> no service ntce

(config)> service ntce
Ntce::Manager: Enabled.

Bepcus OnucaHue

2.09 JobasneHa KoMaHaa service ntce. lNpexHee Ha3BaHVe
KoMaHAbl service dpi.
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3.128 service ntp-client

OnucaHwue Bkntountb NTP-KNVEHT.

KomaHga ¢ npedrKcomM no octaHaBAUBAET CNyxoy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Cunoncnc I (config)> service ntp-client
I (config)> no service ntp-client

Mpumep (config)> service ntp-client
NTP client enabled.

VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobasneHa KomaHaa service ntp-client.

3.129 service snmp

OnucaHune 3anyctuTb cyx6y SNMP . Mo ymonyaHuto cyxba oTKIYeHa.
KomaHga ¢ npedrkKcom no ocTaHaBAIMBAET CYX6Y.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)>  service snmp

I (config)> no service snmp

Mpumep (config)> service snmp
Snmp: :Manager: SNMP service was enabled.
(config)> no service snmp
Snmp: :Manager: SNMP service was disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobaBneHa KoMaHAa service snmp.
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3.130 service ssh

OnucaHwue BkntounTb cepBep SSH, KoTopbIi npefocTaBnseT Nob3oBaTento HTepdeiic

KOMaHZAHOW CTPOKW AN HACTPOMKM YCTPOWCTBA.
KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het

CuHoncuc I (config)>  service ssh

I (config)> no service ssh

Mpumep (config)> service ssh
Ssh::Manager: SSH server enabled.

(config)> no service ssh
Ssh::Manager: SSH server disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

212 JobaBneHa komaHaa service ssh.

3.131 service sstp-server

OnucaHune BkntouunTts cepsep SSTP.

KomaHga ¢ npednkcom no ocTaHaBAMBAET CNYXKOy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> service sstp-server
I (config)> no service sstp-server
Mpumep (config)> service sstp-server

SstpServer: :Manager: Service enabled.

(config)> no service sstp-server
SstpServer: :Manager: Service disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JlobaeneHa KomaHza service sstp-server.

3.132 service telnet

OnuncaHmne BkntounTtb cepsep telnet, KoTopbIV NpeAOCTaBASET NO/b30BaTeNto NHTepdelic
KOMaHZAHOW CTPOKW AN HAaCTPOMKW YCTPOWCTBA.

KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXoby.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

CuHoncuc I (config)> service telnet
I (config)> no service telnet

Mpumep (config)> service tel
Telnet server enabled.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.00 JobaBneHa komaHja service telnet.

3.133 service torrent

OonuncaHmne BkntounTb BitTorrent-knveHT Ans obecneyeHmns nonb3oBaTenel ooLwmm
AOCTyNoM K 6onbwnm daiinam (bunemam, TB-LLoy) nocpeacTsomM
MMPUHIrOBOro CeTeBOro NPoToKoa.

KomaHga ¢ npednkcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

Cunoncuc I (config)> service torrent
I (config)> no service torrent
Mpumep (config)> service torrent

server enabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 JobaBneHa koMmaHaa service torrent.

3.134 service udpxy

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

BrntounTb cnyxey udpxy.

KomaHga c nped1KcomM no ocTaHaBNNBAET CAyXOby.

Ja
Aa

MHorokpaTtHbIiA BBog Het

CviHoncuc

Mpumep

UcTopuns nsmeHeHnii

I (config)> service udpxy

I (config)> no service udpxy

(config)> service udpxy
Udpxy: :Manager: a service enabled.

Bepcus OnucaHve

2.03 JobasneHa KomaHAa service udpxy.

3.135 service upnp

OnuncaHwne

Mpedukc no

MeHsieT HacTpoViKKn

BkntounTs cnyxby UPnP.

KomaHga c nped1KcomM no ocTaHaBNNBaET CAyXoby.

Ja
Ja

MHorokpaTtHbiiA BBog Het

CvHoncuc

UcTopuns nameHeHuii

(config)> service upnp

(config)> no service upnp

Bepcus OnucaHve

2.00 JlobaeneHa KoMaHga service upnp.
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3.136 service vpn-server

OnucaHwue BkntoumnTts cepsep VPN.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I(config)> service vpn-server
I (config)> no service vpn-server
NMpumep (config)> service vpn-server
VpnServer: :Manager: Service enabled.
(config)> no service vpn-server
VpnServer::Manager: Service disabled.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.04 JlobaBneHa KOMaHAa service vpn-server.

3.137 show

OonucaHue [oCTyn K rpynne KOMaHZ A1 TpoCcMOTpa ArarHocTuyeckoi nHdopmaumm o
cucTeMe. Bce KOMaHZAbI 3TOW rpynnbl HE U3MEHSIOT CUCTEMHbIE HACTPOKM.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (show)

CuHoncuc (config)>  show
WcTopus nsmeHeHum Bepcus onvcaHue
2.00 JobaBneHa koMmaHAa show.

3.137.1 show access

OnucaHue MNMoka3aTb Noib30BaTeNbLCKUM AOCTYN K KaTanory Ha USB-ycTpoiicTse.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Het

MHorokpaTtHbiia BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(show)> access «directory;
AprymeHT 3HauyeHue |OnucaHue
directory CTpoka MyTb K KaTanory Ha USB-ycTpolicTse.

(show)> access PENDRIVE:doc

user:
name: admin
assigned: write
effective: write
exists: yes
user:
name: test
assigned: read
effective: read
exists: yes

Bepcus

OnucaHune

2.00

JlobaBneHa koMmaHa show access.

3.137.2 show acme

OnucaHwue
MNpedukc no

MeHsieT HacTpoiKkmn

Het

Het

MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

Mpumep

I(shom0> acme

(show)> acme

acme:

default-domain:

real-time: yes

MokasaTb cTatyc knveHTa ACME B cncteme.

ndns-domain: mytest.keenetic.pro
ndns-domain-acme: yes
ndns-domain-error: no

account-pending: no
account-running: no

get-pending: no
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get-running: no
revoke-pending: no
revoke-running: no
reissue-queue-size: 0
revoke-queue-size: 0
retries: 0
checker-timer: 82499
apply-timer: 0
acme-account: 36902346

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.11 JobaBneHa komaHaa show acme.

3.137.3 show adguard-dns availability
OnucaHwue MpoBepuTb 1 NOKasaTb AOCTYNHOCTb AdGuard DNS.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> adguard-dns availability
Mpumep (show)> adguard-dns availability
available: yes
port: 53
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.12 Job6aeneHa komaHaa show adguard-dns availability.

3.137.4 show adguard-dns profiles
OnucaHune Mokasatb npodunn AdGuard DNS.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)>  adguard-dns profiles

Mpumep (show)> adguard-dns profiles
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profiles:

profile: default
profile: standard

profile: family

WcTopuns nsmeHeHwnit |Bepcus

OnucaHmne

2.1

Job6asneHa komaHaa show adguard-dns profiles.

3.137.5 show afp

OnucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

MokasaTb cTaTyc cny>6bl AFP

I(shom0> afp
Mpumep (show)> afp
enabled: yes
automount: yes
permissive: yes
share:
mount: C253-062D:
label: FLASH
timemachine: yes
description:
active: yes
share:
mount: C253-062D:/FOR_AFP
label: AFP
timemachine: yes
description:
active: yes
WcTopusa nsmeHeHunm Bepcus onwvcaHve
2.06 JobasneHa komaHaa show afp.
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3.137.6 show associations

OnucaHune Moka3aTb CNNCOK 6eCnpPOBOAHbIX CTAHLMIA, CBA3AHHbLIX C TOUKOM AOCTyna.
Ecnv BEINONHUTL KOMaHAy 6e3 apryMeHTa, TO Ha 3KpaH byaeT BbiBeseH Becb
CNMCOK 6eCcnpOBOAHbLIX CTAHLNA.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Access Point

Cunoncnc (show)> associations [ <name; ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name CTpoka HazBaHue Touku goctyna. Cnmcok AoCTYMHbIX
ANsi Bblbopa Touek AOCTyMna MOXHO YBUAETb
BBeAs KOMaHJay associations [Tab].

NMpumep (show)> associations [Tab]

Usage template:
associations [{name}]

Choose:
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster®/AccessPoint0

AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl

GuestWiFi
WifiMasterl/AccessPoint3
WifiMasterl/AccessPoint0
AccessPoint 5G

(show)> associations WifiMaster0/AccessPoint0

station:
mac: ec:1f:72:d3:6d:3f
ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 130
uptime: 3804
txbytes: 2058837
rxbytes: 25023483

ht: 20
mode: 11ln
gi: 800
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rssi: -26
mcs: 15

station:
mac: 20:aa:4b:5c:09:0e
ap: WifiMaster@/AccessPoint0

authenticated: 1

txrate: 270
uptime: 19662
txbytes: 19450396
rxbytes: 70800065

ht: 40
mode: 1ln
gi: 800
rssi: -41
mcs: 15
WcTopusa nsmeHeHum Bepcus onucaHuve
2.00 JobaBneHa komaHaa show associations.
3.137.7 show button

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

MokasaTb MH$OPMAaLMIO MO YKa3aHHOM CUCTeMHO KHomMKe. EC/iv BbIMOAHUTb
KOMaHAy 6e3 aprymeHTa, To Ha 3KpaH byzeT BbiBeeH BeCb CMNCOK KHOMOK

Ha ycTporicTeBe. Habop KHOMOK 3aBMCUT OT annapaTHOW KOHGUrypaumu.

HeTt
Het

Het

(show)> button [<name>]

AprymeHT

3HavyeHue OnwucaHue

name

Crpoka HazBaHue KHOMKMN.

(show)> button FN1

buttons:
button, name = FN1:
is switch: no
position: 2
position count: 2
clicks: 0
elapsed: 0
hold delay: 3000

Giga (KN-1011) — CnpaBOYHVK KOMaHZ,

439



naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

JobasneHa komaHaa show button.

3.137.8 show button bindings

OnucaHune
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

bindings:

MokasaTb CMNCOK AeNCTBUM, Ha3HAYEeHHbIX Ha KHOMKW yCTpOVICTBa.

I(shom0> button bindings

(show)> button bindings

binding, index = 0:

button:

action:

active handler:
default handler:
protected:

RESET
click
Reboot
Reboot
yes

binding, index = 1:

button:

action:

active handler:
default handler:
protected:

RESET

hold
FactoryReset
FactoryReset
yes

binding, index = 2:

button:

action:

active handler:
default handler:
protected:

WLAN

click
WpsStartMainAp
WpsStartMainAp
no

binding, index = 3:

button:

action:

active handler:
default handler:
protected:

WLAN
double-click
WpsStartMainAp5
WpsStartMainAp5
no

binding, index = 4:

button:
action:
active handler:

WLAN
hold
WifiToggle
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default handler: WifiToggle

protected:

no

binding, index = 5:

button:

action:

active handler:
default handler:
protected:

FN1

click
UnmountUsbl
UnmountUsbl
no

binding, index = 6:

button:

action:

active handler:
default handler:
protected:

FN1
double-click

no

binding, index = 7:

button:

action:

active handler:
default handler:
protected:

FN1
hold

no

binding, index = 8:

button:

action:

active handler:
default handler:
protected:

FN2

click
UnmountUsb2
UnmountUsb2
no

binding, index = 9:

button:

action:

active handler:
default handler:
protected:

FN2
double-click

no

binding, index = 10:

button: FN2
action: hold
active handler:
default handler:
protected: no
VICTOleﬂ N3MeHeHUn Bepcmﬂ onvucaHue
2.03 Job6asneHa komaHaa show button bindings.

3.137.9 show button handlers

OnuncaHune

MokasaTb CAMCOK AOCTYNHbIX 06PabOTUMKOB KHOMOK B CUCTEME.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het

CuHoncurc I(shom0> button handlers

Mpumep (show)> button handlers

handlers:
handler, name = LedToggle:
short description: toggle system LED states
protected: no
switch related: no

handler, name = FactoryReset:
short _description: reset a configuration to factory »
defaults
protected: yes
switch related: no

handler, name = UnmountUsbl:
short description: unmount USB 1 port storages
protected: no
switch related: no

handler, name = UnmountUsb2:
short description: unmount USB 2 port storages
protected: no
switch related: no

handler, name = Reboot:
short description: reboot the system
protected: yes
switch related: no

handler, name = DlnaDirectoryRescan:
short _description: rescan DLNA directory for newer media »
files
protected: no
switch related: no

handler, name = DlnaDirectoryFullRescan:
short _description: remove a DLNA database and rescan a »
DLNA directory
protected: no
switch related: no

handler, name = DectHandsetRegistrationToggle:
short description: toggle a DECT handset registration
protected: no
switch related: no

442 CnpaBoyHuK KoMaHa — Giga (KN-1011)



naBa 3 OnncaHme KOMaHA,

handler, name
short description:
protected:

switch related:

handler, name
short description:
protected:

switch related:

handler, name

= DectHandsetPagingToggle:
toggle a DECT handset paging
no

no

= OpkgRunScript:
run Opkg script
no
no

= TorrentAltSpeedToggle:

short _description: toggle a Torrent alternative speed »

mode
protected: no
switch related: no
handler, name = TorrentClientStateToggle:
short description: toggle a Torrent client state
protected: no
switch related: no
handler, name = WifiToggle:
short description: on/off all Wi-Fi interfaces
protected: no
switch related: no
handler, name = WpsStartMainAp:
short description: start WPS (2.4 GHz main access point)
protected: no
switch related: no
handler, name = WpsStartMainAp5:
short description: start WPS (5 GHz main access point)
protected: no
switch related: no
handler, name = WifiGuestApToggle:
short description: toggle a guest access point state »
(2.4 GHz)

protected:
switch related:

handler, name
short description:
protected:

switch related:

handler, name
short description:
protected:

switch related:

no
no

= WpsStartStation:

start WPS (2.4 GHz Wi-Fi station)
no

no

= WpsStartStation5:

start WPS (5 GHz Wi-Fi station)
no

no
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 JobaBneHa komaHaa show button handlers.

3.137.10 show chilli profiles

OnucaHune MokasaTb CANCOK AOCTYNHbIX Npoduneli RADIUS-cepBepa.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)>  chilli profiles

Mpumep (show)> chilli profiles
profile:
name: GetWiFi
url: https://getwi.fi/
description: GetWiFi - user identification in public »
networks
WiFi.

preset:
uamallowed: 193.161.193.102

uamallowed: getwi.fi
uamallowed: paypal.com
uamallowed: www.paypal.com
uamallowed: money.yandex.ru
radius:
serverl: 193.161.193.102
server2: 193.161.193.102

radiussecret: getwi.fi
uamserver: https://getwi.fi/auth

dns:
dnsl: 8.8.8.8

custom: uamsecret

custom: radiusnasid
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 Jo6aeneHa komaHaa show chilli profiles.

3.137.11 show cifs

OnucaHwue Moka3aTk ctaTyc CIFS-cepBepa.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> cifs

Mpumep (show)> cifs
enabled: yes
master: no
automount: yes
permissive: yes
share:
mount: 9430B54530B52EDC:
label: 9430B54530B52EDC

description:
active: no

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHaa show cifs.

3.137.12 show clock date

OnucaHue MNMoka3saTb TekyLlee CUCTEMHOE BpeMs.
Mpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(show)> clock date

Mpumep (show)> clock date
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weekday: 4
day: 18
month: 1
year: 2018
hour: 8
min: 46
sec: 2
msec: 660

dst: inactive

WcTopusa nsmeHeHum

tz:
locality: GMT
stdoffset: 0
dstoffset: 0O
usesdst: no
rule: GMTO
custom: no
Bepcus OnucaHue
2.00 Job6asneHa komaHaa show clock date.

3.137.13 show clock timezone-list

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbliA BBog, Het

CuHoncuc

Mpumep

(show)> clock timezone-list

timezones:
tz:

locality:
stdoffset:
dstoffset:

tz:

locality:
stdoffset:
dstoffset:

tz:

locality:
stdoffset:
dstoffset:

tz:

locality:

lMoka3aTb CNMCoK AOCTYNHbIX YaCOBbIX NOACOB.

I(shom0> clock timezone-list

Adak
-36000
-32400

Aden
10800
-1

Almaty
21600
-1

Amsterdam
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stdoffset: 3600

dstoffset: 7200
tz:

locality: Anadyr

stdoffset: 43200

dstoffset: -1

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa komaHaa show clock timezone-list.

3.137.14 show cloudflare-dns availability
OnucaHwne MpoBepuTb 1 NokasaTb gocTynHocTb Cloudflare DNS.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(shom0> cloudflare-dns availability
Mpumep (show)> cloudflare-dns availability
available: yes
doh-supported: yes
doh-available: yes
dot-supported: yes
dot-available: yes
blocked-name: »
31bd8460-89fd-e2de-8865-63ffb93d1c9e.is-cf.cloudflareresolve.com
ipv6-supported: no
ipv6-enabled: no
WcTopuns nsmeHeHWit |Bepcusa onucaHue

3.05 Job6asneHa komaHga show cloudflare-dns availability.

3.137.15 show cloudflare-dns profiles
OnucaHune Mokasatb npodunn Cloudflare DNS.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt
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MHorokpaTtHbIiA BBOg, Het

CuHoncuc I(shom0> cloudflare-dns profiles
Npumep (show)> cloudflare-dns profiles
profiles:
profile: default
profile: standard
profile: malware
profile: family
WcTopusa nsmeHeHum Bepcus onvicaHue

3.05 Job6asneHa komaHaa show cloudflare-dns profiles.

3.137.16 show configurator status

OnucaHune Moka3zaTb NHGOPMaLMIO O CUCTEMHOM KOHUrypaTope.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> configurator status

Mpumep (show)> configurator status
touch: Thu, 18 Oct 2018 14:37:25 GMT

header, name = Model: Keenetic Giga

header, name Version: 2.06.1

header, name = Agent: http/rci
header, name = Last change: Thu, 18 Oct 2018 14:37:25 »
GMT

serving:
name: Session /var/run/ndm.core.socket
time: 0.000397

request, host = 192.168.1.42, name = admin:
parse: show configurator status
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.06 Jlo6aeneHa komaHaa show configurator status.
3.137.17 show credits
OnucaHue MokasaTb NNLEeH3MOHHY MHbOPMaLUo 06 yCTaHOBNEHHOM NakeTe B
KeeneticOS. Ecin BbINOAHUTL KOMaHAy 6e3 apryMeHTa, TO Ha 3KpaH byaet
BblBegeHa BCA MHbOpMaLMsa No yCTaHOBAEHHbLIM NakeTamM Ha YCTpOICTBe.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het
CuHoncuc (show)> credits [ package> ]
AprymeHTbI AprymeHT |3HaueHue OnucaHue
package Ctpoka MIma nakeTa
Mpumep (show)> credits
package:
name: accel-ppp
title: High performance accel-ppp VPN server
homepage: https://accel-ppp.org/
package:
name: accel-ppp-12tp
title: L2TP plugin for accel-ppp
homepage: https://accel-ppp.org/
package:
name: accel-ppp-pptp
title: PPTP plugin for accel-ppp
homepage: https://accel-ppp.org/
package:
name: accel-ppp-sstp
title: SSTP plugin for accel-ppp
homepage: https://accel-ppp.org/
package:
name: avahi-daemon
title: An mDNS/DNS-SD implementation (daemon)
homepage: http://www.avahi.org/
package:
name: coova-chilli
title: Wireless LAN HotSpot controller (Coova »
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450

Chilli Version)
homepage: http://www.coova.org/CoovaChilli

tool with

package:
name: crconf

title: Netlink-based CryptoAPI userspace »
management utility

homepage:

package:
name: dhcpv6

title: DHCPv6 client + server
homepage: http://wide-dhcpv6.sourceforge.net/

package:
name: dropbear

title: Small SSH2 client/server
homepage: http://matt.ucc.asn.au/dropbear/

package:

name: iperf3-ssl

title: Internet Protocol bandwidth measuring »

iperf auth support

homepage: https://github.com/esnet/iperf

package:
name: kernel

title: Linux kernel
homepage: http://www.kernel.org/

package:

name: kmod-ipt-account
title: ACCOUNT netfilter module

homepage:

package:

name: kmod-ipt-chaos
title: CHAOS netfilter module

homepage:

package:

name: kmod-ipt-compat-xtables
title: API compatibilty layer netfilter module

homepage:

package:

name: kmod-ipt-condition
title: Condition netfilter module

homepage:

package:

name: kmod-ipt-delude
title: DELUDE netfilter module

homepage:
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package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:

kmod-ipt-dhcpmac
DHCPMAC netfilter module

kmod-ipt-dnetmap
DNETMAP netfilter module

kmod-ipt-fuzzy
fuzzy netfilter module

kmod-ipt-geoip
geoip netfilter module

kmod-ipt-iface
iface netfilter module

kmod-ipt-ipmark
IPMARK netfilter module

kmod-ipt-ipp2p
IPP2P netfilter module

kmod-ipt-ipv4options

ipv4options netfilter module

kmod-ipt-length2
length2 netfilter module

kmod-ipt-logmark
LOGMARK netfilter module

kmod-ipt-lscan
lscan netfilter module
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library

homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:

kmod-ipt-netflow
Netflow netfilter module for Linux kernel
http://ipt-netflow.sourceforge.net/

kmod-ipt-psd
psd netfilter module

kmod-ipt-quota2
quota2 netfilter module

kmod-ipt-sysrq
SYSRQ netfilter module

kmod-ipt-tarpit
TARPIT netfilter module

kmod-nf-nathelper-rtsp
RTSP Conntrack and NAT helpers
https://github.com/maru-sama/rtsp-linux

kmod-wireguard
WireGuard kernel module

libattr

title: Extended attributes (xattr) manipulation »

homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:

http://savannah.nongnu.org/projects/attr

libav
This package contains Libav library
https://libav.org/

libavahi
An mDNS/DNS-SD implementation (No D-Bus)
http://www.avahi.org/
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name: libcurl
title: A client-side URL transfer library
homepage: http://curl.haxx.se/
package:
name: libdaemon
title: A lightweight C library that eases the »
writing of UNIX daemons
homepage: »

http://0pointer.de/lennart/projects/libdaemon/

package:

name:
title:

1ibdb47
Berkeley DB library (4.7)

homepage: http://www.sleepycat.com/products/db.shtml

package:
name: libevent
title: Event notification library
homepage: http://www.monkey.org/~provos/libevent/
package:
name: libexif
title: Library for JPEG files with EXIF tags
homepage: https://libexif.github.io
package:
name: libexpat
title: An XML parsing library
homepage: https://libexpat.github.io/
package:
name: libgcrypt
title: GNU crypto library
homepage: »

http://directory.fsf.org/security/libgcrypt.html

package:

name:

libgpg-error

title: GnuPG error handling helper library
homepage: »
http://www.gnupg.org/related software/libgpg-error/

package:
name: libid3tag
title: An ID3 tag manipulation library
homepage: https://www.underbit.com/products/mad/

package:
name: libjpeg
title: The Independent JPEG Group's JPEG runtime »
library
homepage: http://www.ijg.org/
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package:

name:
title:
homepage:

package:

name:
title:

of HTTP/2

homepage:

package:

name:
title:
.S0))
homepage:

(libcrypto.so, libssl

package:

name:
title:
homepage:

package:

name:

liblzo
A real-time data compression library
http://www.oberhumer.com/opensource/1zo/

libnghttp2

Library implementing the framing layer »
https://nghttp2.0org/

libopenssl

Open source SSL toolkit (libraries »
http://www.openssl.org/

libpcap

Low-level packet capture library
http://www.tcpdump.org/

libtommath

title: A free number theoretic multiple-precision »

integer library

homepage:

package:

name:

https://www.libtom.net/

libusb

title: A library for accessing Linux USB devices

homepage:

package:

name:
title:

http://libusb.info/

mini_ snmpd
Lightweight SNMP daemon

homepage: http://troglobit.github.io/mini-snmpd.html

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

minidlna
UPnP A/V & DLNA Media Server
http://minidlna.sourceforge.net/

miniupnpd
Lightweight UPnP daemon
http://miniupnp.tuxfamily.org/

netatalk
netatalk
http://netatalk.sourceforge.net
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suite

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

title:

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

nginx

Nginx web server
http://nginx.org/

nginx-stream-module
Nginx stream module

openvpn

Open source VPN solution using OpenSSL

http://openvpn.net

pjproject
PJSIP

http://www.pjsip.org/

pureftpd
FTP server

http://www.pureftpd.org

radvd

Router advertisement daemon
http://www.litech.org/radvd/

sstp-client

SSTP client for Linux
http://sstp-client.sourceforge.net/

strongswan

Strongswan IKEv1/IKEv2 ISAKMP and IPSec »

https://www.strongswan.org/

transmission-daemon

A free, lightweight BitTorrent client
http://www.transmissionbt.com

tspc
TSP client

http://www.broker.ipv6.ac.uk

tzdata

Timezone data files

https://www.iana.org/time-zones
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456

package:
name: udpxy
title: Convert UDP IPTV streams into HTTP stream
homepage: http://sourceforge.net/projects/udpxy

package:
name: zlib
title: Library implementing the deflate »
compression method
homepage: http://www.zlib.net/

(show)> credits nginx

copying: /*
* Copyright (C) 2002-2019 Igor Sysoev
* Copyright (C) 2011-2019 Nginx, Inc.
* ALl rights reserved.
*
* Redistribution and use in source and binary »
forms, with or without
* modification, are permitted provided that »
the following conditions
* are met:
* 1. Redistributions of source code must »
retain the above copyright
& notice, this list of conditions and the »
following disclaimer.
* 2. Redistributions in binary form must »
reproduce the above copyright

* notice, this list of conditions and the »
following disclaimer in the
* documentation and/or other materials »

provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND »

CONTRIBUTORS "“AS IS'' AND

* ANY EXPRESS OR IMPLIED WARRANTIES, »
INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND »
FITNESS FOR A PARTICULAR PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE »
AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, »
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, »
PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; »

OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF »
LIABILITY, WHETHER IN CONTRACT, STRICT

* LIABILITY, OR TORT (INCLUDING NEGLIGENCE »
OR OTHERWISE) ARISING IN ANY WAY

* QUT OF THE USE OF THIS SOFTWARE, EVEN IF »
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ADVISED OF THE POSSIBILITY OF
* SUCH DAMAGE.

*/
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
3.01 JobaBneHa komaHaa show credits.

3.137.18 show crypto ike key

OnucaHue MNMokasaTb MHPOopMaLMIO 0 BbIBpaHHOM Kntoue IKE. Ecnv BbINOAHUTE KOMaHAY
6e3 aprymeHTa, TO BeCb CNMcok IKE Kntouein byaeT BbiBefeH Ha 3KpaH.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> crypto ike key [name]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka HasBaHue BbI6paHHoOro IKE knroua.
Mpumep (show)> crypto ike key
IpSec:
ike key, name = test:
type: address
id: 10.10.10.10
ike key, name = test2:
type: any
id: »
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.06 [JobaeneHa komaHza show crypto ike key.
3.137.19 show crypto map
OnucaHwne MokasaTb MHbOPMaLMIO O BbIbpaHHOW KpnnTokapTe IPsec. ECnv BbINOAHUTL
KOMaHJAy 6e3 aprymeHTa, TO BeCb CIMCOK KPUMATOKApPT IPsec byaeT BbiBeAeH
Ha 3KpaH.
MNpedukc no Het

MeHsieT HacTpoiikm  Het
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

(show)> crypto map [map-name]

AprymeHT 3HauyeHue

OnucaHue

map-name CTtpoka

Ha3BaHwue BbI6paHHO KPATOKAPThI.

(show)> crypto map test

IpSec:

crypto map, name = test:

config:

remote peer: ipsec.example.com
crypto ipsec profile name: profl

mode: tunnel

local network:

net
mask
protocol

: 172.16.200.0
1 24
: IPv4

remote network:

net
mask
protocol

status:

: 172.16.201.0
1 24
: IPv4

primary peer: true

phasel:

name:
unique id:

ike state:
establish time:
rekey time:
reauth time:
local addr:
remote addr:
ike version:
local spi:
remote spi:
local init:

ike cypher:

ike hmac:

ike dh group:

phase2 sa list:

test

572

ESTABLISHED
1451301596

0

1451304277
10.10.10.15
10.10.10.20

2
00abebfc9d90f1c2
3cd201ef496df75c
yes

aes-cbc-256

shal

2

phase2 sa, index = 0:
unique id: 304
request id: 185
sa_state: INSTALLED
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mode:
protocol:
encapsulation:
local spi:
remote spi:
ipsec_cypher:
ipsec_hmac:
ipsec_dh group:
in bytes:

in packets:

in time:

out bytes:

out packets:
out time:
rekey time:
local ts:
remote ts:

TUNNEL

ESP

yes

cab9bfcf
cde23d83
esp-aes-256
esp-shal-hmac

7152

115

1451302507

6008

98

1451302507
1451305159
172.16.200.0/24
172.16.201.0/24

state: PHASE2 ESTABLISHED

WcTopuns nsmeHeHunit |Bepcus onucaHue
2.06 Job6asneHa komaHaa show crypto map.
3.137.20 show defaults
OnucaHwne MNMoka3aTb 06LMe NapaMeTpbl 6eCrpoBOAHON CETU U CUCTEMbI MO YMOIYaHUIO.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbliA BBog, Het

CnHoncuc | (show)>  defautts
Npumep (show)> defaults
servicetag: 014635737374%**
servicehost: ndss.keenetic.ndmsystems.com
SerVicepaSS: 3k 3k ok 5k 5k 5k >k >k K >k Kk >k >k k
wlanssid: Keenetic-0000
wlankey: XFxXTH***
wlanwps: 75534%**
country: RU
ndmhwid: KN-1010
ctrisum: 4712e0849ccead77ccdd1l8e2fedb***
serial: S1749WF***
signature: valid
integrity: ok
locked: yes
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaeneHa komaHaa show defaults.

3.137.21 show dilna

OnucaHwue MokasaTb ctatyc DLNA-cepBepa.
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> dlna

Mpumep (show)> dlna

running: yes

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHaa show dina.

3.137.22 show dns-proxy

OnucaHwue MokasaTb cnucok cepsepoB DNS nosepx TLS n DNS nosepx HTTPS.
Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog, Het

CuHoncunc I (show)>  dns-proxy

Mpumep (show)> dns-proxy

proxy-status:
proxy-name: System

proxy-config:

rpc_port = 54321

rpc_ttl = 10000

rpc_wait = 10000

timeout = 7000

proceed = 500

stat _file = /var/ndnproxymain.stat
stat _time = 10000
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127.0.0.1:40500 .
127.0.0.1:40501 .
127.0.0.1:40508 .
127.0.0.1:40509 .
my . keenetic.net 78.4

dns_server
dns_server
dns_server
dns_server

static a =
static a = ccbb5a71a7644903b51a
static a =

set-profile-ip 127.0.0.1 0
set-profile-ip ::1 0

dns_tcp port = 53
dns _udp port = 53
proxy-stat:

# ndnproxy statistics file

Total incoming requests: 809

7.125.180
5454 . keenetic.io 78.47.125.180

myhome23.keenetic.pro 78.47.125.180

(155)

R.Sent A.Rcvd NX.Rcvd »
2 2 0 -
652 651 0 >
2 0 0 -
3 1 0 >

1.1.1.1
853
cloudflare-dns.com

8.8.8.8
853
dns.google.com

Proxy requests sent: 659
Cache hits ratio: 0.192
Memory usage: 44 .41K
DNS Servers
Ip Port
Med.Resp Avg.Resp Rank
127.0.0.1 40500
40ms 40ms 10
127.0.0.1 40501
17ms 17ms 10
127.0.0.1 40508
Oms Oms 4
127.0.0.1 40509
326ms 326ms 3
proxy-safe:
proxy-tls:
server-tls:
address:
port:
sni:
Sspki:
interface:
server-tls:
address:
port:
sni:
Sspki:
interface:

proxy-tls-filters:
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proxy-https:
server-https:
uri: https://dns.adguard.com/dns-query
format: dnsm
Sspki:
interface:

server-https:
uri: »
https://cloudflare-dns.com/dns-query?ct=application/dns-json
format: json
Sspki:
interface:

proxy-https-filters:

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.01 Job6asneHa komaHaa show dns-proxy.

3.137.23 show dpn document
OnucaHune lNokasaTtb TeKkcT cornateHna DPN.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)>  dpn document [ «version ][ «language; ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
version Ctpoka Bepcusa DPN. Ecnuv He ykasaHa, oTobpaxaeTcs
nocneiHsas Bepcus.
language CTtpoka A3bIk DPN. Ecnn He yKasaH, oTobpaxaeTcs Ha
AHIINNCKOM Ai3bIKe.
Mpumep (show)> dpn document

20200330
DEVICE PRIVACY NOTICE
Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and

binding agreement between Keenetic Limited, including all »
affiliates and
subsidiaries (“Keenetic”,

u n u

us-, “our

n

or “we”) and You (as »
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UcTopuns nameHeHuii

3.137.24 show

OnucaHune
Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

(show)> dpn document 20200330 en
20200330

DEVICE PRIVACY NOTICE
Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and

binding agreement between Keenetic Limited, including all »
affiliates and

subsidiaries (“Keenetic”, “us”, “
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

n

our” or “we”) and You (as »

Bepcus OnucaHve

3.05 [JobaeneHa komaHaa show dpn document.

dpn list

MokasaTb cAnCcoK cornawieHnin DPN, AOCTYNHbIX B CUCTEME.
HeTt

HeTt

Het
I(shom0> dpn list

(show)> dpn list
dpn:
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464

version: 20200330

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:

de
txt

md

en
txt

md

es
txt

md

fr
txt

md

it
txt

md

pl
txt

md

pt
txt

md

ru
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format: txt
format: md

document:
lang: sv

format: txt
format: md

document:
lang: tr

format: txt
format: md

document:
lang: uk

format: txt

format: md
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
3.05 Job6asneHa komaHaa show dpn list.
3.137.25 show dot1x
OnucaHue Moka3saTb cocTosHMe kKaneHTa 802.1x Ha nHTepdeiice. ns BO3IMOXHOCTU

ynpasfieHunsi CocTosiHMeM kneHTa 802.1x Ha nHTepdelice L0MKHA b6bITb
HacTpoeHa aBTopmM3aLMsa Npy NOMOLLM rpynnbl KOMaHg interface
authentication.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
Tun nHTepdeiica Ethernet
MHorokpaTtHbIiA BBog, Het

CuHoncuc (show)> dotlx[interface]

AprymeHTbI AprymeHT |3HauyeHune OonuncaHmne

interface |Wmsa uHTepgelica|HasBaHme nHTepdelica Ethernet. Cnncoxk
AOCTYNHbIX 415 Bblbopa nHTepdericoB
MOXHO yBUAeTb BBeAs koMmaHay dot1x [Tab].
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Mpumep

(show)> dotlx [Tab]

Usage template:

dotlx [{name}]

Choose:

GigabitEthernetl

ISP

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0

AccessPoint

(show)> dotlx ISP

dotlx:

id: GigabitEthernetl

state: CONNECTING

UcTopuns nameHeHuii

Bepcusa

OnucaHune

3.137.26 show drivers

OnucaHune
Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

2.02

JobaBneHa komaHaa show dot1x.

Moka3aTb CMMCOK 3arpy>eHHbIX ApaliBepoB siApa

Het
Het

HeTt

I(shom0> drivers

(show)> drivers

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:

rt2860v2 sta
546736
0

rt2860v2_ap
554192
2

rndis host
5024
0
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subs: -
module:

name: dwc_otg

size: 68416

used: 0

subs: -
module:

name: 1m

size: 1344

used: 1

subs: dwc otg, [permanent]

VICTOleﬂ Mn3MeHeHuiA Bepcmﬂ onvucaHue

2.00 JobaBneHa komaHAa show drivers.

3.137.27 show dyndns updaters

OnucaHue lMoka3aTb CNMCOK AOCTYMNHbIX NocTaBLLkos DynDNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> dyndns updaters
Mpumep (show)> dyndns updaters
updater:
type: dyndns
url: https://account.dyn.com/dns/dyndns
api: http://members.dyndns.org/nic/update
updater:
type: noip
url: https://www.noip.com/
api: http://dynupdate.no-ip.com/nic/update
updater:
type: rucenter
url: https://www.nic.ru/login/
api: https://api.nic.ru/dyndns/update
WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.12 Job6asneHa komaHaa show dyndns updaters.
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3.137.28 show easyconfig status

OnucaHue MokasaTb cocTosiHMe 1 HacTpolikn EasyConfig.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> easyconfig status
MNpumep (show)> easyconfig status
easyconfig:

checked: Tue Aug 6 11:50:21 2019
enabled: yes
reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
internet: yes

gateway:
interface: GigabitEthernetl
address: 193.0.175.2
failures: 0
accessible: yes
excluded: no

hosts:
host:
name: ya.ru
failures: 0
resolved: yes
accessible: yes

host:
name: nic.ru
failures: 0
resolved: no
accessible: no

host:
name: google.com
failures: 0
resolved: no
accessible: no

VICTOleﬂ M3MeHeHWA Bepcmﬂ onvucaHue

2.00 Job6asneHa komaHaa show easyconfig status.
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3.137.29 show eula document

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTpPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

[Moka3aTb TeKCT cornawleHus EULA.
Het
Het

Het

(show)> euladocument [<«versions ][ <language;]

AprymeHT 3HauyeHue OnuncaHwue

version Ctpoka Bepcuns EULA. Ecnu He yka3aHa, oTobpaxaeTcs
nocneiHsAs Bepcus.

language CTtpoka AA3bIK EULA. Ecnun He yka3aH, oTobpaxaeTcs
Ha aHINNCKOM A3bIKe.

(show)> eula document 20181001
20181001

KEENETIC LIMITED
End User License Agreement

This End User License Agreement (this “Agreement”) constitutes
a valid and binding agreement between Keenetic Limited, including
all affiliates and subsidiaries (“Keenetic”, “us”, “our” or “we”)
and You (as

defined below) of the Software (as defined below), including the
Software installed onto any one of our Keenetic products (the
“Product”) and/or the Software legally obtained from or provided
by an App Platform

(as defined below) authorised by Keenetic. Keenetic and You shall
be collectively referred to as the “Parties”, and individually
as a “Party”.

\J

v

v

v

v

\J

v

v

(show)> eula document 20181001 ru
20181001

KEENETIC LIMITED
JInueH3noHHoe cornaiueHue C KOHeYHbIM Monb30BaTeneM

HacTtoswee JIMLEH3MOHHOE COrnaweHMe C KOHEYHbIM MoSib30BaTeneM »
(HacTosiwee «CornaweHue») npepcTaBifieT cobod OEeNCTBUTENbHOE U »
oba3artenbHoe cornaweHve mexpy Keenetic Limited, Bkmw4as Bce »
CBSiI3aHHble C HeW KOMMaHuMM U BCe

eé noppaspeneHns («Keenetic», «HaM», <«HaWw» WM «Mbl»), U Bamu »
(kak onpepeneHo Huxe) o lporpamvHoM obecneyeHun (Kak onpepeneHo »
Huxe) , Bkwo4vasa MporpamMmHoe obecneyeHue, yCTaHaBIMBaeMoe Ha JilHoM »
M3 NpOoYyKTOB

npoussoacTtea Keenetic («MpogykT») n/unu MporpamvHoe obecneyeHune, »
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WcTopusa nsmeHeHum

nosly4YeHHOEe Ha 3aKOHHbIX OCHOBaHWUAX WNKW nNpepocTaBiieHHoe Mara3vHOM »
MpunoxeHnn (Kak OMpefeneHo Hu¥e), aBTOpu30oBaHHOW Keenetic. »
Keenetic u Bbl BMecTe

yrnoMnHaeTecb Kak «CTOPOHbI», @ MO OTOENbHOCTU — «CTOPOHa».

Bepcus OnucaHue

2.15 JobaBneHa komaHaa show eula document.

3.137.30 show eula list

OnuncaHune
Mpejukc no

MeHsieT HacTpoiAKK

MokasaTb cNnCoK cornatlueHnn EULA, LOCTYNHbIX B CUCTEME.
Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> eula list

(show)> eula list
eula:
version: 20181001

document:
lang: en

format: md
format: txt

document:
lang: ru

format: md
format: txt

document:
lang: tr

format: md
format: txt

document:
lang: uk

format: md
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format: txt

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.15 JobaeneHa komaHaa show eula list.

3.137.31 show interface

OnucaHune MNMoka3aTbk AaHHble yKa3aHHOro nHTepdeiica. Ecnv BelNONHUTL KOMaHAy 6e3
aprymMeHTa, TO Ha 3KpaH byJeT BbiBejeH BeCb CNCOK CeTeBbIX MHTepdercoB.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
Cunoncuc (show)> interface names
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Nms MonHoe nMsa NNn NCceBAOHUM MHTepdeiica,
uHTeppeiica |NHGOPMAaLMIO O KOTOPOM TpebyeTca
0oTO6pasnTb.
Mpumep Mpumep 3.1. IpocMOTpP COCTOSAHUA NOPTOB KOMMYTaTopa

KomaHga show interface BbiBOANT pa3nnyHyro MHPOPMALIMIO B 3aBUCMMOCTH
OT Tuna nHTepdeiica. B yactHocTn, an1s kommyTatopa GigabitEthernet®

OHa MOMMMO OBLLMX CBeAeHWN MOKa3blBaeT TekyLlee COCTOSAHNE GU3NYECKNX
MOPTOB, CKOPOCTb U Ayniekc.

(config)> show interface GigabitEthernet0/Vlanl

id: GigabitEthernet0

index: 0
type: GigabitEthernet
description:
interface-name: GigabitEthernet0
link: up
connected: yes

state: up

mtu: 1500

tx-queue: 2000

port, name = 1:
id: GigabitEthernet0/0
index: 0
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interface-name: 1
type: Port
link: up
speed: 1000
duplex: full
auto-negotiation: on
flow-control: on
eee: off
last-change: 4578.185413
last-overflow: 0
public: no
port, name = 2:
id: GigabitEthernet0/1
index: 1
interface-name: 2
type: Port
link: down
last-change: 4590.205656
last-overflow: 0
public: no
port, name = 3:
id: GigabitEthernet0/2
index: 2
interface-name: 3
type: Port
link: up
role, for = GigabitEthernet0/Vlan2: inet
speed: 100
duplex: full
auto-negotiation: on
flow-control: off
eee: off
last-change: 4570.078144
last-overflow: 0
public: yes
port, name = 4:
id: GigabitEthernet0/3
index: 3
interface-name: 4
type: Port
link: down
last-change: 4590.202571
last-overflow: 0
public: no
WcTopuns nsmeHeHunit |Bepcus onuvcaHue
2.00 JobaBneHa komaHAa show interface.

472

CnpaBoyHuK KoMaHa — Giga (KN-1011)




naBa 3 OnncaHme KOMaHA,

3.137.32 show interface antennas

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

lMokazaTb YPOBEHb CUTHaa aHTEHH.

Het

Het

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

BbiBOg,

Mpumep

Usb
(show)> interface name> antennas
AprymeHT |3HauyeHue OnucaHwue
name Ums uHtepgesica|lonHoe nMa nHTepdenca Unm NCeBaoHUM.
Cnncok AOCTYMHbIX NHTepdencoB MOXHO
yBUAETb C NOMOLLbI0 KOMaHAbl interface
[Tab]l.
SnemMeHT OnucaHve
channel Homep aHTeHHbI.
rssi VHAvKaTop ypOBHS MPUHVIMaeMoro curHana.
rsrq KauecTBO NpUHMaemMoro NWAOTHOrO CMrHana. TonbKo
ans 4G,
rsrp MOLLHOCTb NPUHNMAaEeMOro NMUIOTHONo cUrHana. TonbKo
ana 4G.
phase CwmeweHmne dasbl. Tonbko ana 4G.
ecio CooTHOLUEeHVe Moy4YeHHOro/4mncToro curHana K

rnomexam. Tonbko ansa 3G.

(show)> interface UsbQmi® antennas

antenna:
channel:
rssi:
rsrp:
rsrq:
phase:

antenna:
channel:
rssi:
rsrp:
rsrq:
phase:

-61
-81
-8

-94
-120
-10
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.05

JobaeneHa komaHaa show interface antennas.

3.137.33 show interface bands

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

Moka3saTb gocTynHble 3G/LTE gnanasoHbl.

Tun nHtepdeiica Usb

CuHoncuc (show)> interface names> bands

AprymeHTbl ApryMeHT |3HaueHune OnucaHue

name WM nHTepgeica|lMonHoe nmMst MHTepdeiica UM NCeBAOHUM.

Cn1CoK AOCTYMHbIX MHTepdENcoB MOXHO
yBUAETH C MOMOLLIbIO KOMaHAb! interface
[Tab].

Npumep (show)> interface UsbQmi® bands

umts:
band:
enabled:

umts:
band:
enabled:

lte:
band:
enabled:

lte:
band:
enabled:

lte:
band:
enabled:

lte:
band:
enabled:

1
yes

yes

yes

yes

yes

20
yes
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 JlobaBneHa komaHga show interface bands.

3.137.34 show interface bridge

OnucaHue Moka3aTb cocTosiHMe nHTepderica MocTa.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Bridge

CuHoncuc (show)> interface <names bridge

AprymeHTbl AprymeHT 3HaueHue OnucaHue

name Wms muHTepgesica|lloNHOE NMSA UKW NCEBAOHUM
nHTepodelica, nHPopmaLumio o
KOTOpOM TpebyeTca oTobpasnThb.

BeiBog, 3nemMeHT 3HaueHue
members KopHeBow y3en.
interface Nmsa nHtepderica.
link CocTosiHMe coeguHeHUs NHTepdeiica.
inherited Mpur3HaK HacneaoBaHUA.
NMpumep (show)> interface Bridgel bridge
members:

interface, link = no, inherited = yes:
WifiMasterQ/AccessPoint2
interface, link = yes: UsbLte0

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHaa show interface bridge.

3.137.35 show interface cells

OonucaHue MNMoka3aTb 6a30Bble CTAHLUMW MOBWJIbHbIX CETENA.

MNpejukc no Het
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MeHsieT HacTpoAKM

Het

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

BbiBOg,

Mpumep

UcTopuns nsmeHeHni

3.137.36 show interface channels

OnucaHune
Mpe¢ukc no

MeHsieT HacTpoiKku

Usb

(show)> interface name> cells

AprymeHT |3HauyeHue OnucaHue

name Wms uHtepgesica|lonHoe nMa nHTepdenca Unm NCeBaoHUM.
Cnncok AOCTYMHbIX NHTepdencoB MOXHO
yBUAETb C NOMoLLbI0 KoMaHAbl interface
[Tabl.

onemeHT OnucaHue

phy-id NpeHtndukatop cotl (Cell ID).

rssi NHankaTop ypoBHS MPUHMMAEMOro CUTHana.

(show)> interface UsbQmi® cells

cells:
phy-id: fc
rssi: -71
cells:
phy-id: 15b
rssi: -71
cells:
phy-id: 187
rssi: -72
Bepcus OnucaHve
3.05 JobaBneHa komaHaa show interface cells.

HeT

Het

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

Radio

[Moka3aTb faHHble 0 KaHanax YKa3aHHOro 6ecr|p0|30,quro |/|HTepc|>e|7|ca.

476

CnpaBoyHuK KoMaHa — Giga (KN-1011)



naBa 3 OnncaHme KOMaHA,

Cunoncuc (show)> interface name> channels
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name ms MonHoe Ma N NceefoHNM nHTepderica,
uHTeppeiica |VHPOPMaLMIO O KOTOPOM TpebyeTcs
0TO6pPasnTb.
BoiBog dnemeHT 3HaueHune
channels KopHeBoii y3en.
channel, index Homep 3anucu B cnucke.
number Homep kaHana.
ext-40-above B0O3MOXHOCTb pacllpeHns KaHana BBepX.
ext-40-below BO3MOXHOCTb pacllmpeHnsa KaHana BHU3
vhc-80 Bo3mMoxHOCTb pacwmpeHmns kaHana go 80 Mru,.
Mpumep (show)> interface WifiMaster0 channels
channels:
channel, index = 0:
number: 1

ext-40-above: yes
ext-40-below: no
vht-80: yes

channel, index = 1:
number: 2
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 2:
number: 3
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 3:
number: 4
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 4:
number: 5
ext-40-above: yes
ext-40-below: yes
vht-80: yes

Giga (KN-1011) — CnpaBOYHVK KOMaHZ, 477



naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

channel, index = 5:
number: 6
ext-40-above: yes
ext-40-below: yes
vht-80: yes
channel, index = 6:
number: 7
ext-40-above: yes
ext-40-below: yes
vht-80: yes
channel, index = 7:
number: 8
ext-40-above: yes
ext-40-below: yes
vht-80: yes
Bepcus OnucaHue
2.03 JobaBneHa komaHaa show interface channels.

3.137.37 show interface chilli

OnuncaHune

RADIUS.

Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

lMokasaTb |/|Hc|>op|v|au,vuo O CTaTUCTUKE KTMEHTOB, MOAKNHYEHHbIX K XOT-CNOTY

Cunoncuc (show)> interface name> chilli
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name msa MonHoe nmsa nHTepdeinca nim NCeBLOHNM.
uHTEpPenca
NMpumep (show)> interface Chilli@ chilli

host:
session-id:
user:
ip:
mac:

4bf7c55f00000006
44w3cl

10.1.30.3
55:a3:f9:51:b4:11
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start-time: 3884
end-time: 0
idle-time: 9
idle-time-limit: ©
tx-bytes: 695682
tx-bytes-limit: 0
rx-bytes: 1627453
rx-bytes-limit: 0

tx-speed: 0
tx-speed-limit: O
rx-speed: 0
rx-speed-limit: 0
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.10 JobasneHa komaHaa show interface chilli.

3.137.38 show interface country-codes

OnucaHune MNMoka3aTb CANCOK AOCTYMHbIX KAHANOB Ha paano-uHTepderice.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Radio

CuHoncuc (show)> interface name> country-codes

AprymeHTbI AprymeHT 3HauyeHue OonuncaHmne

name Wmsi nHtepgesica|llonHOE NMSA NN NCEBAOHUM
nHTepdelica, MHbopmauuio o
KOTOpPOM TpebyeTca 0TO6pasnTb.

BriBOg, dnemeHT 3HaueHne

country-codes KopHeBoii y3en.

code Kog cTpaHsbl.

country Ha3BaHue cTpaHsbl.
Mpumep (show)> interface WifiMaster0 country-codes

country-codes:
country-code:
code: AL
country: Albania
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country-code:

WcTopusa nsmeHeHum

code: DZ
country: Algeria
country-code:
code: AR
country: Argentina
country-code:
code: AM
country: Armenia
country-code:
code: AU
country: Australia
Bepcus OnucaHue
2.03 Job6asneHa komaHaa show interface country-codes.

3.137.39 show interface mac

OnuncaHune

Moka3aTte Tabnnuy MAC-agpecoB KOMMYyTaTopa.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbliA BBog, Het

Tun nHTepdeiica Switch

Cunoncuc (show)> interface name> mac

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name Ums MonHoe MMSA NI NCeBAOHUM UHTepdelica,
uHTeppeiica |VHPOPMaLMIO O KOTOPOM TpebyeTcs

0oTO6pasnTb.

NMpumep (show)> interface GigabitEthernet® mac

Aging

Port MAC
1 20:
3 cc:
3 cc:
1 01:

6a:8a:1a:58:e9
5d:4e:4f:aa:b2
5d:4e:4f:aa:b2
00:5e:00:00: fc

N W =
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

JobaeneHa komaHaa show interface mac.

3.137.40 show interface operators

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

MokasaTb CAMCOK AOCTYMHbIX MOBW/BHbIX ONepaTopoB. MNepey 3anyckomM
3TOM KOMaHZbl HEO6X0ANMO CHaYvana BbIMOAHUTE KOMaHAY CKaHUPOBaHUS
cetn interface mobile scan. Mocne 3aBepLUeHNS CKAHMPOBAHUSA CNICOK
byzeT AOCTyrneH A0 Tex Nop, Moka MoAeM He byzeT nepesanyLleH.

Het
Het
HeTt

Usb

(show)>

interface <name> operators

AprymeHTt

3HauyeHve

OnucaHue

name

Wms uHTepgenica

MonHoe NMs HTepdelica N NCEBAOHWM.

CrnCoK AOCTYMHbIX UHTEPDECOB MOXHO
YyBUAEThb C MOMOLLbIO KOMaHAb! interface
[Tab].

(show)> interface

UsbQmi0 operators

scanning: complete
age: 80
operator:
plmn: 25011
name: YOTA
mobile: 4G
status: used
status: preferred
operator:
plmn: 25099
name: Beeline
mobile: 4G
status: available
status: roaming
status: forbidden
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operator:

plmn:
name:
mobile:
status:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

25020
Tele2

3G
available
roaming
forbidden
25001

MTS

3G
available
roaming
forbidden
25099
Beeline
3G
available
roaming
forbidden
25020
Tele2

4G
available
roaming
forbidden
25001

MTS

4G

available

roaming
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WcTopusa nsmeHeHum

status: forbidden
Bepcus OnucaHue
2.12 Job6asneHa komaHaa show interface operators.

3.137.41 show interface rf e2p

OnucaHue

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

MokasaTb TekyLlLiee COAepPXMMOe BCeX AueeK KaNMbpoBOUHbIX AaHHbIX.

Hert
Het
Hert
Radio
(show)> interface name> rf e2p
AprymeHT 3HayeHne |OnucaHue
name Mms MonHoe 1MA NIK NCeBfoHUM UHTepdelica,
uHTeppeiica |VHOOPMaLMIO O KOTOPOM TpebyeTcs
0TO6pasnTb.

(show)> interface WifiMaster0® rf e2p

[0x0000]
[0x0008]
[0x0010]
[0x0018]
[0x0020]
[0x0028]
[0x0030]
[0x0038]
[0x0040]
[0x0048]
[0x0050]
[0x0058]
[0x0060]
[0x0068]
[0x0070]
[0x0078]
[0x0080]

[0x0090]
[0x0098]
[0x00A0]
[Ox00A8]

15392
:042B
:0000
10001
:FFFF
:43EC
: 758E
:FFFF
:88CC
:0000
:FFFF
11011
11111
11313
:00F1
:0000
:FFFF
[0x0088] :
:FFFF
:FFFF
:FFFF
:FFFF

FFFF

[0x0002]
[Ox000A]
[0x0012]
[0x001A]
[0x0022]
[0x002A]
[0x0032]
[0x003A]

[0x004A]
[0x0052]
[0x005A]
[0x0062]
[0x006A]
[0x0072]
[0x007A]
[0x0082]

[0x0092]
[0x009A]

[Ox00AA]

:0103
:5392
:5392
: FF6A
:FFC1
:04F6
14301
:012D
[0x0042]:
10000
11111
:1010
11211
11413
11133
10000
:FFFF
[Ox008A] :
:FFFF
:FFFF
[0x00A2] :
:FFFF

FFFF

FFFF

FFFF

[0x0004]
[0x000C]
[0x0014]
[0x001C]
[0x0024]
[0x002C]
[0x0034]
[0x003C]
[0x0044]
[0x004C]
[0x0054]
[0x005C]
[0x0064]
[0x006C]
[0x0074]
[0x007C]
[0x0084]
[0x008C] :
[0x0094]
[0x009C]
[0x00A4] :
[0x00AC]

:43EC
:1814
:1814
10213
19201
:052B
:FF22
:FFFF
: FFOA
:0000
11111
:1010
11212
11414
:0000
:0000
:FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF

[0x0006]
[0x000E]
[0x0016]
[0x001E]
[0x0026]

[0x0036]
[0x003E]
[0x0046]
[0x004E]
[0x0056]
[0x005E]
[0x0066]
[0x006E]
[0x0076]
[0x007E]
[0x0086]

[0x0096]
[0x009E]

[OxO0AE]

:04F6
18001
:0000
:FFFF
:FFFF
[0x002E] :
10025
: FAD9
10000
:FFFF
11111
:1010
11312
12264
:FC62
10000
:FFFF
[0x008E] :
:FFFF
:FFFF
[0x00A6] :
:FFFF

FFFF

FFFF

FFFF
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[0x00BO]:FFFF [0x00B2]:FFFF [0x00B4]:FFFF [0x00B6]:FFFF
[0x00B8]:FFFF [0x00BA]:FFFF [0x00BC]:FFFF [Ox00BE]:FFFF
[0x00CO]:FFFF [0x00C2]:FFFF [0x00C4]:FFFF [0x00C6]:FFFF
[0x00C8]:FFFF [0x0O0CA]:FFFF [0x00CC]:FFFF [OxOO0CE]:FFFF
[0x00DO]:FFFF [0x00D2]:FFFF [0x00D4]:FFFF [0x00D6]:FFFF
[0x00D8]:FFFF [0x0OGDA]:FFFF [0x00DC]:FFFF [OxOO0DE]:6666
[OXOOEQ] : AAAA [0OxOOE2]:6688 [Ox00E4]:AAAA [OxO0E6]:6688
[OXOOE8]:AAAA [OxOOEA]:6688 [OxO00EC]:AAAA [OxOOEE]:6688
[0XO00FO]:FFFF [0x00F2]:FFFF [Ox00F4]:FFFF [Ox00F6]:FFFF
[0xO00F8]:FFFF [0x00FA]:FFFF [0XxO0OFC]:FFFF [OxOOFE]:FFFF
[0x0100]:FFFF [0x0102]:FFFF [0x0104]:FFFF [0x0106]:FFFF
[0x0108]:FFFF [0x010A]:FFFF [0x010C]:FFFF [Ox010E]:FFFF
[0x0110]:FFFF [0x0112]:FFFF [0x0114]:FFFF [0x0116]:FFFF
[0x0118]:FFFF [0x011A]:FFFF [0x011C]:FFFF [Ox011E]:FFFF
[0x0120]:FFFF [0x0122]:FFFF [0x0124]:FFFF [0x0126]:FFFF
[0x0128]:FFFF [0x012A]:FFFF [0x012C]:FFFF [0Ox012E]:FFFF
[0x0130]:FFFF [0x0132]:FFFF [0x0134]:FFFF [0x0136]:FFFF
[0x0138]:FFFF [0x013A]:FFFF [0x013C]:0000 [O0x013E]:FFFF
[0x0140]:FFFF [0x0142]:FFFF [0x0144]:FFFF [0x0146]:FFFF
[0x0148]:FFFF [0x014A]:FFFF [0x014C]:FFFF [Ox014E]:FFFF
[0x0150]:FFFF [0x0152]:FFFF [0x0154]:FFFF [0x0156]:FFFF
[0x0158]:FFFF [0x015A]:FFFF [0x015C]:FFFF [Ox015E]:FFFF
[0x0160]:FFFF [0x0162]:FFFF [0x0164]:FFFF [0x0166]:FFFF
[0x0168]:FFFF [0x016A]:FFFF [0x016C]:FFFF [Ox016E]:FFFF
[0x0170]:FFFF [0x0172]:FFFF [0x0174]:FFFF [0x0176]:FFFF
[0x0178]:FFFF [0x017A]:FFFF [0x017C]:FFFF [Ox017E]:FFFF
[0x0180]:FFFF [0x0182]:FFFF [0x0184]:FFFF [0x0186]:FFFF
[0x0188]:FFFF [0x018A]:FFFF [0x018C]:FFFF [0Ox018E]:FFFF
[0x0190]:FFFF [0x0192]:FFFF [0x0194]:FFFF [0x0196]:FFFF
[0x0198]:FFFF [0x019A]:FFFF [0x019C]:FFFF [Ox019E]:FFFF
[0x01A0]:FFFF [0x01A2]:FFFF [0x01A4]:FFFF [0x01A6]:FFFF
[0x01A8]:FFFF [0x01AA]:FFFF [0x01AC]:FFFF [OxO1AE]:FFFF
[0x01BO]:FFFF [0x01B2]:FFFF [0x01B4]:FFFF [0x01B6]:FFFF
[0x01B8]:FFFF [0x01BA]:FFFF [0x01BC]:FFFF [Ox01BE]:FFFF
[0x01CO]:FFFF [0x01C2]:FFFF [0x01C4]:FFFF [0x01C6]:FFFF
[0x01C8]:FFFF [0x01CA]:FFFF [0x01CC]:FFFF [Ox01CE]:FFFF
[0x01DO]:FFFF [0x01D2]:FFFF [0x01D4]:FFFF [0x01D6]:FFFF
[0x01D8]:FFFF [0x01DA]:FFFF [0x01DC]:FFFF [OxO1DE]:FFFF
[0XO1EQ]:FFFF [0Ox01E2]:FFFF [Ox01E4]:FFFF [Ox01E6]:FFFF
[0xO01E8]:FFFF [OxO1EA]:FFFF [OxO@1EC]:FFFF [OxO1EE]:FFFF
[0xO1FO]:FFFF [0x01F2]:FFFF [Ox01F4]:FFFF [Ox01F6]:FFFF
[0x01F8]:FFFF [0x01FA]:FFFF [0x01FC]:FFFF [OxO1FE]:FFFF

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

2.04 Job6asneHa komaHaa show interface rf e2p.

3.137.42 show interface rrd

OnucaHwne MNMokasaTb 3arpysky ceteBoro nHTepderica no npmHumny Round Robin
Database.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Het

MHorokpaTtHbiia BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

(show)>  interface amesrrd @ttributes [ «details]

AprymeHT 3HauyeHue OnucaHwue

name msa MonHoe nmsa nHTepdeinca Nam NCeBLOHNM.
nHTEeppeica

attribute rxspeed 3HayeHvie TUMa CKOPOCTU Nepesaymn AaHHbIX.
txspeed

detail 0 YpoBeHb geTanusaumun 1 cekyHaa.
1 YpoBeHb geTannsaumm 2 cekyHabl.
2 YpoBeHb feTanmsaumm 3 cekyHAbl.
3 YpoBeHb geTann3aunm 5 cekyHa.
4 YpoBeHb geTanusaumu 15 cekyHA.
5 YpoBeHb geTanusaumu 30 cekyHA.
6 YpoBeHb geTanusaumu 1 MUHYTa.
7 YpoBeHb feTannsaumm 2 MUHYThI.
8 YpoBeHb geTtanmsaymm 3 MUHYTHI.
9 YpoBeHb getanmsaumm 5 MUHYT.
10 YpoBeHb geTanusaumuv 15 MUHYT.
11 YpoBeHb getanmsauun 30 MUHYT.

(show)> interface GigabitEthernetl rrd rxspeed

data:
t
v
data:
t
Vi
data:
t
Vi
data:
t
v
data:

: 90083.990183
: 200880

: 90082.990128
152392

: 90081.990193
110976

: 90080.990142
: 48000
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t: 90079.990178
v: 38366

(show)> interface GigabitEthernetl rrd txspeed

data:
t: 87771.249486
v: 148202

data:
t: 87768.248974
v: 10694

data:
t: 87765.248977
v: 19070

data:
t: 87762.249105
v: 48909

data:

t: 87759.249105
v: 149277

(show)> interface GigabitEthernetl rrd rxspeed 1

data:
t: 90176.990054
v: 164766
data:
t: 90174.990061
v: 121828
data:
t: 90172.990052
v: 95430
data:
t: 90170.990085
v: 57559
data:
t: 90168.990119
v: 97759
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.10 JobaeneHa komaHaa show interface rrd.
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3.137.43 show interface stat

OnuicaHue MokasaTb CTaTUCTUKY NO UHTepdelicy.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)> interface names> stat
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
name Nmsa MonHoe nmsa nHTepdenca nam NCeBLOHUM.
MHTEppelica
Mpumep (show)> interface Home stat
rxpackets: 564475
rxbytes: 68729310
rxerrors: 0
rxdropped: 0
txpackets: 796849
txbytes: 870960214
txerrors: 0
txdropped: 0
WcTopusa nsmeHeHum Bepcus onucaHue

2.00 JobaeneHa komaHaa show interface stat.

3.137.44 show interface traffic-counter

OnucaHue Moka3aTb NOAPO6HYI MHPOPMALMIO O COCTOSHUN CYeTUMKa Tpaduka
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

Tun nHtepdeiica Usb
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Cunoncuc (show)> interface name>traffic-counter
AprymeHTbI AprymeHT |3HaueHune OnwucaHue
name Ums uHTepgerica |MonHoe nMa nHTepderca nam NceBaoHUM.
Cnncok AOCTYMHbIX MHTePPENCcoB MOXKHO
yBUAETb C NOMOLLbIO KoMaHAbl interface
[Tab].
NMpumep (show)> interface UsbQmi® traffic-counter
enabled: true
value: 1.47
threshold: 3.96
limit: 4
remaining: 2.46
unit: GiB
trigger:
limit: false
threshold: false
saved: Fri Feb 19 18:56:29 2021
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.06 JobaBneHa komaHaa show interface traffic-counter.

3.137.45 show interface wps pin

OnucaHue MokasaTtb WPS PIN Touku goctyna.
MNpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOgA, Het

Tun nHTepdeiica WiFi
CnHoncuc (show)> interface <name> wps pin
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
name Nmsa MonHoe nmsa nHTepdernca nam NCeBLOHUM.
MHTEppelica
BeiBog 3nemeHT 3HaueHue
pin Homep PIN.
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Mpumep (show)> interface WifiMaster0/AccessPoint0 wps pin

pin: 60180360

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa show interface wps pin.

3.137.46 show interface wps status
OnucaHue MNMoka3saTb ctaTyc WPS Toukmn goctyna.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi
Cunoncuc (show)> interface names> wps status
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name ms MonHoe nma nHTepderica NN NCeBAOHUM.
MHTEepderica
BeiBOA, dnemeHT 3HaueHne
wps KopHeBoii y3en.
configured HactpoeH nn WPS ans AaHHOI TOUKM JOCTyna.
auto-self-pin CocTosiHMe pexunma auto-self-pin.
status disabled
enabled
active
direction send
receive
mode pbc
self-pin
peer
left Bpems A0 3aKkpbITUS ceccnu B CeKyHAax.
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NMpumep (show)> interface WifiMaster0/AccessPoint® wps status

wps :
configured: yes
auto-self-pin: yes
status: active
direction: send
mode: self-pin
left: infinite

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

2.00 Job6asneHa komaHaa show interface wps status.

3.137.47 show internet status

OnucaHue MNpoBepuTb HaNMuUKe NOAKIKYEHVS K IHTepHeTy Ha ycTponcTee. MIHAnKaTop
"MIHTepHeT" (rnobyc) Ha Kopnyce yCTPOWMCTBa ropuT, ecauv nposepka
NOAK/IIOYEHMA K MOMYASPHbBIM CaiTamM NPOoLL/a yYCneLHo.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CrnHoncuc I(shom0> internet status

Mpumep (show)> internet status

checked: Tue Apr 24 17:14:37 2018
reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
internet: yes

gateway:
interface: GigabitEthernetl
address: 192.168.1.1
failures: 0
accessible: yes
excluded: no

hosts:
host:
name: example.net
failures: 0
resolved: yes
accessible: yes
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host:
name: google.com
failures: 0
resolved: no
accessible: no

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.11 JobaBneHa komaHaa show internet status.
3.137.48 show ip arp
OnucaHue OTobpaxaeT cogepxunmoe Ketua ARP.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> iparp

Mpumep (show)> ip arp
IP MAC Interface
192.168.75.209 9c:b7:0d:91:e7:31 Home
82.135.72.150 00:0e:0c:09:db:60 ISP
192.168.75.106 88:53:2e:5e:07:1d Home
192.168.75.201 7c:61:93:eb:6c:77 Home
192.168.75.203 00:19:d2:48:d6:dc Home
10.10.30.34 a0:88:b4:40:9c:98  GuestWiFi
192.168.75.203 7c:61:93:e€e:88:67 Home
192.168.75.211 00:26:c7:4a:e0:16 Home
82.138.72.163 34:51:c9:c6:53:cf ISP
192.168.75.200 60:d8:19:cb:1b:36 Home
192.168.75.204 4c:0f:6e:4b:3c:ba Home
82.138.72.129 00:30:48:89:b5:9f ISP

WcTopusa nsmeHeHum Bepcus onucaHve
2.00 JobasneHa komaHaa show ip arp.

3.137.49 show ip dhcp bindings

OnucaHwue Mokasatb ctatyc DHCP-server. ECAv BbINOAHUTL KOMaHAy 6€3 aprymeHTa, 10
Ha 3KpaH byAeT BbiBeJeH BeCb CNUCOK BblAeneHHbIX IP Ana Bcex nynos.

Mpedukc no Het
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MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

CuHoncuc

(show)>  ip dhcp bindings [ pool>]
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
pool Ctpoka Vma nyna.
NMpumep (show)> ip dhcp bindings _WEBADMIN
lease:

ip: 192.168.15.211
mac: 00:26:c7:4a:€0:16
expires: 289
hostname: lenovo
lease:
ip: 192.168.15.208
mac: 00:19:d2:48:d6:dc
expires: 258
hostname: evo

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

Jlo6aBneHa komaHaa show ip dhcp bindings.

3.137.50 show ip dhcp pool

OonucaHue Moka3aTb MHpOpMaLMIo 06 ornpeseneHHOM nyne. Eciv BbINOAHWUTE KOMaHAy
6e3 apryMeHTa, TO Ha 3KpaH byzeT BbiBeAeHa MHPOpMaL s 060 BCex nynax

CUCTEMBI.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  ip dhcp pool [ «pool;]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

pool CTpoka Vmsa nyna.
Mpumep (show)> ip dhcp pool 123

pool, name = 123:
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interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0
end: 0.0.0.0

router, default = yes: 0.0.0.0

lease, default = yes: 25200

state: down

debug: no
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue

2.03 Job6asneHa komaHaa show ip dhcp pool.

3.137.51 show ip ftp
OnucaHue MNokasaTb AOMalLHVe KaTanoru nonb3oBarenen, nmeroLux Ter ftp.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ip ftp
Mpumep (show)> ip ftp
enabled: yes
permissive: yes
root: ADATA SD60O:
path: /tmp/mnt/ADATA SD600
user, index = 0:
name: admin
root: ADATA SD60O:
path: /tmp/mnt/ADATA SD600O
WcTopusa nsmeHeHum Bepcus onucaHve

2.08 JobasneHa komaHaa show ip ftp.

3.137.52 show ip hotspot

OnucaHwue Moka3aTb CNUCOK XOCTOB, MOAKNOUYEHHbIX K XOT-CMOTY.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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CuHoncUc I(Shom0> ip hotspot

Mpumep (show)> ip hotspot

host:
mac: 24:92:0e:92:e5:44
via: 24:92:0e:92:e5:44
ip: 192.168.1.41
hostname: android-41d997d510af8ff9
name:

interface:
id: Bridge0
name: Home
description: Home network (Wired and wireless hosts)

expires: 207328
registered: no
access: permit

schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 4911
link: up

ssid: Bewilderbeast
ap: WifiMaster@/AccessPoint0
authenticated: yes

txrate: 65
ht: 20
mode: 1ln
gi: 800
rssi: -24
mcs: 7
host:

mac: 20:aa:4b:5c:09:0e
via: 20:aa:4b:5c:09:0e
ip: 192.168.1.51
hostname: Julia-PC
name:

interface:
id: Bridge0
name: Home
description: Home network (Wired and wireless hosts)

expires: 212967
registered: no
access: permit

schedule:
active: yes
rxbytes: 0
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txbytes: 0
uptime: 884
link: up

ssid: Bewilderbeast
ap: WifiMaster@/AccessPoint0
authenticated: yes

txrate: 130
ht: 20
mode: 1ln
gi: 800
rssi: -37
mcs: 15
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.09 Job6asneHa komaHaa show ip hotspot.

3.137.53 show ip hotspot rrd

OonuncaHmne MokasaTb NHPopMaLMo 0 TpadurKe 3aperMcTpMpPOBaHHOrO XoCTa Nno
npuHumny Round Robin Database.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)>  ip hotspot mac> rrd «attributes [ «details]
AprymeHTbI AprymeHTt 3HaueHue OnucaHue
mac MAC-agpec MAC-agpec
3aperncTpMpoBaHHOro
X0CTa.
attribute rxspeed Twnn ckopocTu Nepegaumn
txspeed AaHHBIX.
rxbytes
txbytes
detail 0 YpoBeHb geTanumsauun 1
cekyHza.
1 YpoBeHb geTtanmsaunm 2
CeKkyHAbl.
2 YpoBeHb feTanusaunn 3
CeKyHAbl.
3 YpoBeHb feTanusaunm 5
CeKkyHJ,
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AprymeHT 3HaueHue OnucaHwue
4 YpoBeHb geTanvsaymn
15 cekyHa.
5 YpoBeHb geTanusaymn
30 cekyHA,.
6 YpoBeHb geTanunsauummn 1
MUHYTa.
7 YpoBeHb geTanunsauunm 2
MWHYTbI.
8 YpoBeHb feTannsaunn 3
MWHYTbI.
9 YpoBeHb feTanmsaunm 5
MUHYT.
10 YpoBeHb geTanusaymn
15 MUHYT.
11 YpoBeHb geTanusaymu
30 MUHYT.
Npumep (show)> ip hotspot a8:1e:84:85:f2:11 rrd rxspeed
data:
t: 2180.491855
v: 16298
data:
t: 2177.492050
v: 9026
data:
t: 2174.491916
v: 11450
data:

t: 2171.491843
V: 626

(show)> ip hotspot a8:1e:84:85:f2:11 rrd txspeed

data:
t: 2228.491841
v: 952

data:
t: 2225.491920
v: 8813

data:

t: 2222.492053
v: 28746
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data:
t: 2219.491845
v: 22474

(show)> ip hotspot a8:1e:84:85:f2:11 rrd rxbytes

data:
t: 2279.491860
v: 4197

data:
t: 2276.492050
V: 362

data:
t: 2273.492040
v: 14337

data:

t: 2270.491862
v: 3281

(show)> ip hotspot a8:1e:84:85:f2:11 rrd txbytes

data:
t: 2360.491865
v: 3342
data:
t: 2357.491853
1 142
data:
t: 2354.491949
v: 3333
data:
t: 2351.491847
v: 3390
VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie
2.14 JobasneHa komaHaa show ip hotspot rrd.

3.137.54 show ip hotspot summary

OnucaHwue MokasaTtb MHbOopMaLMIo 0 TpadrKe HECKONBKNX 3aperncTprpoBaHHbIX XOCTOB
no npuHuuny Round Robin Database.

MNpedukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc (show)>  ip hotspot summary «attribute; [ detail «detail>][ count
«count> ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
attribute rxspeed 3Ha4eHvie T1na ckopocTy nepesayn AaHHbIX.
txspeed
rxbytes
txbytes
detail 0 YpoBeHb feTanmsaumm 3 cekyHAbl.
1 YpoBeHb geTanusaumuv 60 cekyHA.
2 YpoBeHb geTanusaumu 180 cekyHA,.
3 YpoBeHb geTanusaumun 1440 cekyHA,.
count lenoe umucno |Konnuectso xocToB. Ecnn He ykasaHo,
oTobparkaeTcs BeCb CANCOK XOCTOB.
NMpumep (show)> ip hotspot summary rxspeed

t: 255

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

yes
toshiba
143964

yes
lnx
24749

yes
oneplus6
2558

(show)> ip hotspot summary rxspeed detail 0

t: 0

host:

active:
name:
rxspeed:

host:

active:
name:

yes
toshiba
186519

yes
oneplus6
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(show)>

rxspeed: 94298

host:
active: yes
name: 1nx
rxspeed: 8237

ip hotspot summary rxspeed count 3
t: 255

host:
active: yes
name: toshiba
rxspeed: 390322

host:
active: yes
name: 1lnx
rxspeed: 53518

host:
active: yes
name: oneplus6
rxspeed: 5284

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.14

JobasneHa komaHaa show ip hotspot summary.

3.137.55 show ip http proxy

OnucaHwue MokasaTb ctatyc HTTP-npokcu.

Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(shom0>

Mpumep (show)>

ip http proxy

ip http proxy

proxy:
name: modem
domain: myhomemodem.keenetic.link
upstream: http://192.168.8.1:80
allow: public
ndns: yes
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.09 [JobaeneHa komaHaa show ip http proxy.

3.137.56 show ip http webdav

OnucaHune MokasaTb cTaTyc cepepa WebDAV.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncumc I (show)>  ip http webdav

Mpumep (show)> ip http webdav

enabled: yes
permissive: yes
root: ext4-files:/
path: /tmp/mnt/7a976f42-al6f-d501-3017-6b42al6fd501

user, index = 0:
name: admin
root:
path:

user, index = 1:
name: enpa
root: ext4-files:/
path: »
/tmp/mnt/7a976f42-al6f-d501-3017-6b42al16fd501

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.04 Jlo6aBneHa komaHaa show ip http webdav.

3.137.57 show ip name-server

OnucaHue MokasaTb cNnCcoK TekyLmx agpecoB DNS-cepBepoB B nopsigke yobiBaHUS
npuopwuTeTa.
Mpejukc no Het

MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)>  ip name-server
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Mpumep

WcTopusa nsmeHeHum

(show)> ip name-server

server:
address: 82.131.72.251
domain:
global: no

server:
address: 82.131.72.15
domain:
global: no

server:
address: 82.132.76.130
domain: zydata.ru

global: yes
Bepcus OnucaHue
2.00 Job6asneHa komaHaa show ip name-server.

3.137.58 show ip nat

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTbl

Mpumep

MokasaTb TabnuLy TpaHCASLMN CeTEBbIX aAPecoB.

Hert

Het

Hert

(show)>  ip nat [tcp]

AprymeHT 3HaueHue |OnucaHue

tcp Kmouesoe Tonbko 3anucy ¢ Tunom TCP byayT

C/10B0 BblBeileHbl Ha 3KpaH.
(show)> ip nat
Type | In | Source Port Destination Port Packets
| Out |

udp 10.1.30.34 6482 111.221.77.159 40005 1
111.221.77.159 40005 82.138.7.164 6482 1

udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1

tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11

udp 10.1.30.34 6482 84.201.228.162 44423 11
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84.201.228.162 44423 82.138.7.164 6482 16
tcp 10.1.30.34 46655 96.55.147.21 443 2

96.55.147.21 443 82.138.7.164 46655 0
udp 10.1.30.34 6482 213.199.179.158 40006 1

213.199.179.158 40006 82.138.7.164 6482 1

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa show ip nat.

3.137.59 show ip neighbour

OonucaHune MokasaTb CNMCOK 06HaPYXXeHHbIX Ha CETeBOM YPOBHE XOCTOB.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  ip neighbour [alive]
AprymeHTbI AprymeHT |3HauyeHune OnucaHue
alive Kriouyesoe cnoBo|l1oka3aTb aKTUBHbIE XOCThI.
Mpumep (show)> ip neighbour
neighbour:
id: 1

via: b8:88:el:2b:30:af
mac: b8:88:el:2b:30:af
address-family: ipv4
address: 192.168.22.16
interface: Bridge0
first-seen: 251387
last-seen: 0
leasetime: 7372
expired: no
wireless: no

neighbour:
id: 4
via: b8:88:e2:4b:30:af
mac: b8:88:e2:4b:30:af
address-family: ipv6

addresses:
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address:
address: fe80::a022:a505:fae6:c891
status: active
last-seen: 3

interface: Bridge0

first-seen: 251371

last-seen: 251371
leasetime: 0
expired: no
wireless: no

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 Job6asneHa komaHaa show ip neighbour.

3.137.60 show ip policy

OnucaHue MokasaTtk cTaTyc Nnpoduas 4ocTyna B VIHTepHer.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue (show)>  ippolicy[ policy:]
AprymeHTbI AprymeHT |3HauyeHune OnucaHue
policy lpogunb HasBaHune npoduns goctyna.
pocrtyna
Mpumep (show)> ip policy

policy, name = Policy®, description = VPN-OpenVPN:
mark: fffffdoo
table: 42

route:
destination: 10.1.30.0/24
gateway: 0.0.0.0
interface: Guest
metric: 0
proto: boot
floating: no

route:
destination: 172.16.3.33/32
gateway: 0.0.0.0
interface: L2TPVPN
metric: 0
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proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

policy, name =

boot
no

192.168.1.0/24
0.0.0.0

Home

0

boot

no

Policy3, description = Home:

mark: fffffdo3

table: 45

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

(show)> ip policy Policy®
policy, name = Policy0:

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

172.16.3.33/32
0.0.0.0
L2TPVPN

0

boot

no

192.168.1.0/24
0.0.0.0

Home

0

boot

no

mark: fffffdoo

table: 42

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:

0.0.0.0/0
193.0.174.1
ISP

0

boot

no

10.1.30.0/24
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WcTopusa nsmeHeHum

gateway: 0.0.0.0
interface: Guest
metric: 0
proto: boot
floating: no
route:
destination: 185.230.127.84/32
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 192.168.1.0/24
gateway: 0.0.0.0
interface: Home
metric: 0
proto: boot
floating: no
route:
destination: 193.0.174.0/24
gateway: 0.0.0.0
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 193.0.175.0/25
gateway: 193.0.174.10
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 193.0.175.22/32
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no
Bepcus OnucaHue
2.12 Job6asneHa komaHaa show ip policy.
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3.137.61 show ip route

OnuicaHue MokaszaTb TekyLLyt Tabaunuy MapLUpyTU3aLnm.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)> ip route[sort«riterias«direction ]
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
direction ascending [3anucy Tabavubl MapLLpyTU3aunm 6yayT
ynopsiioyeHbl Mo BO3pacTaHuHo.
descending |3anucm Tabanubl MapwpyTu3aummn oyayTt
ynopsiio4eHbl No yobIBaHUIO.
criteria interface |CopTupoBKa3anucer bygeT ocyLlecTeieHa
no umeHn nHtepdeiica.
gateway CopTurpoBKa 3anucei byaeT ocyLLecTB/IEHa
no ajpecy wnto3a.
destination|CopTupoBka 3anunceri byaeTt ocyLlecTBaeHa
no ajpecy HazHa4veHus.
Mpumep (show)> ip route sort destination ascending
Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 [Jlob6aBneHa komaHaa show ip route.
3.137.62 show ipsec
OnucaHwue MokasaTb nHPopmMaLumio o cocTosHUK IPsec/IKE cnyx6bbl strongSwan.
Mpejukc no Het

506 CnpaBoyHuK KoMaHa — Giga (KN-1011)



naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

Mpumep

UcTopuns nameHeHui

Het

Het
I(shom0>ipsec

(show)> ipsec
ipsec_statusall:

Status of IKE charon daemon (strongSwan 5.3.4, Linux 2.6.36, »
mips):
uptime: 6 days, since Dec 22 10:23:36 2015
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: »
0/0/0/0, scheduled: 10
loaded plugins: charon aes des shal sha2 md5 random nonce »
openssl xcbc cmac hmac attr kernel-netlink socket-default stroke »
updown eap-mschapv2 eap-dynamic xauth-generic xauth-eap »
error-notify systime-fix
Listening IP addresses:
192.168.1.1
10.10.10.15
Connections:
test: %any...ipsec.example.org IKEv2, dpddelay=10s
test: local: [ipsec.example.org] uses pre-shared key »
authentication
test: remote: [ipsec.example.com] uses pre-shared key »
authentication
test: child: 172.16.200.0/24 === 172.16.201.0/24 TUNNEL, »
dpdaction=restart
Security Associations (1 up, 0 connecting):
test[572]: ESTABLISHED 24 minutes ago, »
10.10.10.15[ipsec.example.org]...10.10.10.20[ipsec.example.com]
test[572]: IKEv2 SPIs: 00a6ebfc9d90flc2 i* »
3cd201ef496df75¢c_r, pre-shared key reauthentication in 20 minutes
test[572]: IKE proposal: »
AES_CBC=256/HMAC_SHA1 96/PRF_HMAC_SHA1/MODP_1024/#
test{304}: INSTALLED, TUNNEL, reqid 185, ESP in UDP SPIs: »
cab9bfcf i cde23d83 o
test{304}: AES CBC 256/HMAC_SHA1l 96, 10055 bytes i (164 »
pkts, 0s ago), 10786 bytes o (139 pkts, 0s ago), rekeying in 34 »
minutes

test{304}: 172.16.200.0/24 === 172.16.201.0/24
Bepcus OnucaHve
2.06 [JobaeneHa komaHza show ipsec.

3.137.63 show ipv6 addresses

OnucaHwne

MNMoka3aTb cNUCcok Tekywmx IPv6-agpecos.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc I(shom0> ipv6 addresses
Mpumep (show)> ipv6 addresses
address:
address: 2001:db8::1
interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fed4f:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:cebd:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01:db8:43:0:ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
VICTOleﬂ V|3MEHEH|/||7| Bepcuﬂ onucaHvie
2.00 [Jlob6aBneHa komaHza show ipv6 addresses.
3.137.64 show ipv6 prefixes
OnucaHwue MokasaTb cnncok TekyLmx IPve-npedukcos.

Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CrHoncuc I(shom0> ipv6 prefixes
Mpumep (show)> ipv6 prefixes
prefix:
prefix:
interface:

valid-lifetime:
preferred-lifetime:

prefix:

2001:db8::/64
ISP

infinite
infinite
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prefix: fd3c:4268:1559::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd01l:db8:43::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.00 JobasneHa komaHaa show ipv6 prefixes.

3.137.65 show ipv6 routes

OnucaHue
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

lNoka3aTb cnncok TekyLwmnx IPv6-mapLUpyTOB.

I(shom0> ipv6 routes

(show)> ipv6 routes

route :
destination: 2001:db8::/64
gateway: ::
interface: Home
route :
destination: fd3c:4268:1559::/64
gateway: ::
interface: Home
route :
destination: fd01:db8:43::/64
gateway: ::
interface: Home
WcTopusa nsmeHeHum Bepcus onuvcaHuve
2.00 JobasneHa komaHaa show ipv6 routes.

3.137.66 show kabinet status

OnucaHune

Mpedukc no Het

MpoBepuTb cOCTOsAHME N KOHbUrypaumto asTopmsaTopa KABINET
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(shom0> kabinet status
Mpumep (show)> kabinet status
kabinet:
enabled: yes
wan: yes
state: STOPPED
server: 10.0.0.1
access-level: internet
protocol-version: 2
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.02 JobaBneHa komaHza show kabinet status.

3.137.67 show last-change

OnucaHune Moka3aTbk KTO U KOrAa Noc/iefiHN pa3 BHOCUST U3MEHEHWNS B HaCTPOKMN.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(show)> last-change
Mpumep (show)> last-change
date: Thu, 12 Jul 2012 10:01:47 GMT
agent: cli
WcTopus nsmeHeHum Bepcus onucaHuve
2.00 [Jlo6aBneHa komaHaa show last-change.

3.137.68 show led

OnucaHmne MokasaTb MHPOPMaLMIO MO YKa3aHHOMY CBETOAMOAHOMY NHAMKATOPY. Ecan
BbIMNOMHUTBL KOMaHAy 6e3 apryMeHTa, To Ha 3KpaH byAeT BbiBeeH BeCb CMINCOK
CBETOAMNOAHBIX MHAMKATOPOB Ha ycTpoicTee. Habop NHANKATOPOB 3aBUCUT
OT annapaTHOM KoHbUrypaumn.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Het

MHorokpaTtHbiia BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

NcTopusa nsmeHeHum

(show)>

led [ <name> ]

AprymeHT

3HayeHue

OonvicaHune

name

SYS

FN

FW_UPD

ACT ACK

WAN

DSL

WLAN

WLANS5

wPs_1

WPS_2

WPS_3

WPS 4

WPS5 1

WPS5_2

WPS5_3

WPS5 4

USB 1

USB_2

LTE

Ha3sBaHwve nHankatopa. Konnyectso
AOCTYMHbBIX MHANKATOPOB 3aBUCUT OT
Bbl6paHHOro yCTPOMCTBa

(show)> led FN_1

leds:

led, index = 0:

name: FN 1

user _configurable: yes
virtual: no

Bepcus

OnucaHune

2.05

Job6aBneHa komaHaa show led.
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3.137.69 show led bindings

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

lMokazaTb yl'lpaB}'IFIFOLLI,I/IVI 06BbEKT, CBA3aHHbIN C YKa3saHHbIMW CBETOANOAHBIM
MHAMKaTOpOM.EUH4BHHOﬂHMTbKOMaHAy6e3aprMEHTa,6yAETBHBEAEH
BeCb CNMNCOK CBETOANOAHBIX MHANKATOPOB C X yNpaBaArLWNMN obbekTaMu.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

(show)>

led [ <name> Jbindings

AprymeHT

3HayeHue

OnucaHune

name

SYS

HaseaHwue nHgmkaTopa. Habop AOCTYMHbIX

FN

NHANKATOPOB 3aBUCUT OT BbIGPAaHHOIO
yCTpOWNCTBa.

FW_UPD

ACT ACK

WAN

DSL

WLAN

WLANS5

WPS 1

WPS 2

WPS_3

WPS_4

WPS5 1

WPS5 2

WPS5_3

WPS5_4

USB_1

USB 2

LTE

(show)> led bindings

bindings:

binding, index

=0:

led: SYS
user_configurable: no
active control: SystemState
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default control: SystemState

binding, index = 1:
led: FN 1
user_configurable: yes
active control: UsblPortDeviceAttached
default control: UsblPortDeviceAttached

binding, index = 2:
led: FN 2
user_configurable: yes
active control: Usb2PortDeviceAttached
default control: Usb2PortDeviceAttached

binding, index = 3:
led: ACT_ACK
user_configurable: no
active control: ButtonActivityAcknowledgement
default control: ButtonActivityAcknowledgement

binding, index = 4:
led: FW_UPD
user_configurable: no
active control:
default control:

binding, index = 5:
led: WAN
user_configurable: no
active control: WanConnected
default control: WanConnected

binding, index = 6:
led: WLAN
user_configurable: no
active control: WlanActivity
default control: WlanActivity

binding, index = 7:
led: WPS 1
user_configurable: no
active control: WlanWpslActivity
default control: WlanWpslActivity

binding, index = 8:
led: WPS 2
user_configurable: no
active control: WlanWps2Activity
default control: WlanWps2Activity

binding, index = 9:
led: WPS 3
user_configurable: no
active control: WlanWps3Activity
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default control: WlanWps3Activity

binding, index = 10:
led: WPS 4
user_configurable: no
active control: WlanWps4Activity
default control: WlanWps4Activity

binding, index = 11:
led: WPS STA
user_configurable: no
active control: WstaWpsActivity
default control: WstaWpsActivity

binding, index = 12:
led: WLAN5
user_configurable: no
active control: Wlan5Activity
default control: Wlan5Activity

binding, index = 13:
led: WPS5 1
user_configurable: no
active control: Wlan5WpslActivity
default control: Wlan5WpslActivity

binding, index = 14:
led: WPS5 2
user_configurable: no
active control: Wlan5Wps2Activity
default control: Wlan5Wps2Activity

binding, index = 15:
led: WPS5 3
user_configurable: no
active control: Wlan5Wps3Activity
default control: Wlan5Wps3Activity

binding, index = 16:
led: WPS5 4
user_configurable: no
active control: Wlan5Wps4Activity
default control: Wlan5Wps4Activity

binding, index = 17:
led: WPS5 STA
user_configurable: no
active control: WstaSWpsActivity
default control: WstaSWpsActivity

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.08 Job6asneHa komaHaa show led bindings.
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3.137.70 show led controls

OonuncaHmne MokasaTb CMMCOK YNPaBASOLWNX 06 EKTOB CBETOAMOAHBIX MHANKATOPOB
cncteMsbl. IocTynHble ynpaBastoLme 06bekTbl 3aBUCAT OT KOHPUIypaLmm
obopyaoBaHMs.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I(shom0> led controls

Mpumep (show)> led controls

controls:
control, index = 0:
name: SystemState
short description: System state
owner: ndm
user _configurable: no

control, index = 1:
name: ButtonActivityAcknowledgement
short _description: Button activity acknowledgement
owner: ndm
user _configurable: no

control, index = 2:
name: SelectedSchedule
short description: Selected schedule is active
owner: ndm
user_configurable: yes

control, index = 3:
name: SelectedWan
short _description: Selected WAN interface has default »
route
owner: ndm
user_configurable: yes

control, index = 4:
name: BackupWan
short description: Backup WAN interface has default route
owner: ndm
user_configurable: yes

control, index = 5:
name: WanConnected
short _description: WAN interface connected
owner: ndm
user _configurable: no
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control, index = 6:

name:
short description:

owner:
user _configurable:

UsblPortDeviceAttached

USB port 1 known device attached
ndm

yes

control, index = 7:

name:
short description:

owner:
user _configurable:

Usb2PortDeviceAttached

USB port 2 known device attached
ndm

yes

control, index = 8:

name:
short description:

owner:
user _configurable:

UpdatesAvailable

Firmware updates available
ndm

yes

control, index = 9:

name:
short description:

owner:
user _configurable:

OpkgLedControl
OPKG LED control
ndm

yes

control, index = 10:

name:
short description:

owner:
user _configurable:

Wlan5Activity

WLAN 5GHz interface activity
mt7615 ap

no

control, index = 11:

name:
short description:

owner:
user _configurable:

Wlan5Wps1lActivity

WLAN 5GHz SSID 1 WPS activity
mt7615 ap

no

control, index = 12:

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

Wlan5Wps2Activity

WLAN 5GHz SSID 2 WPS activity
mt7615 ap

no

= 13:
Wlan5Wps3Activity
WLAN 5GHz SSID 3 WPS activity
mt7615 ap
no

= 14:
Wlan5Wps4Activity
WLAN 5GHz SSID 4 WPS activity
mt7615 ap
no
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control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

15:
WlanActivity
WLAN 2.4GHz interface activity
mt7615 ap
no
16:
WlanWpslActivity
WLAN 2.4GHz SSID 1 WPS activity
mt7615 ap
no
17:
WlanWps2Activity
WLAN 2.4GHz SSID 2 WPS activity
mt7615 ap
no
18:
WlanWps3Activity
WLAN 2.4GHz SSID 3 WPS activity
mt7615 ap
no
19:
WlanWps4Activity
WLAN 2.4GHz SSID 4 WPS activity
mt7615 ap
no
= 20:
Wsta5WpsActivity
Station 5GHz WPS activity
mt7615 ap
no
= 21:
WstaWpsActivity
Station 2.4GHz WPS activity
mt7615 ap
no

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.08

JobaBneHa komaHAa show led controls.

3.137.71 show log

OnuncaHune

MokaszaTb COAEPXMMOE CUCTEMHOTO XypHana (3anmcu, KOTopble COXPaHUINCh

B LMKANYeckoM bydepe), a Takxke HOBble 3anncy No Mepe NX MNOCTYNAeHs.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.137.72 show

OnucaHwne
Mpe¢ukc no

MeHsieT HacTpoViKKn

KomaHgza paboTaeT B $OHOBOM pexrMe, TO eCTb A0 MPUHYANTENbHON
OCTaHOBKW Nonb3oBaTteneM no Ha)xatuto [Ctri]+[C].

Het
Het

Het

(show)>  log [ @nax-lines>] [once]

AprymeHT 3HayeHne |OnucaHve

max-lines Yenoe uucno |Konnyectso BO3BpaLLaeMbIX CTPOK SIOrOB.

once Knwouyesoe MokaszaTk TekyLwmii nor v BblnT B CLI.
CJ/1080

(show)> log

Time Message

I [Jul 12 12:08:39] radvd[228]: attempting to reread config file
I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:40] radvd[228]: attempting to reread config file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation
I [Jul 12 12:08:41] wmond: WifiMaster®/AccessPoint0Q: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:41] radvd[228]: attempting to reread config file
I [Jul 12 12:08:41] radvd[228]: resuming normal operation
I [Jul 12 12:08:44] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl1) had

deauthenticated.
Bepcus OnucaHve
2.00 [JobasneHa komaHaa show log.

media
MokasaTb nHPopMaLmto 0 cncTeMHbIX USB-Hakonutensax n nx pasgenax.
HeT

Het
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

I(shom0> media

Mpumep (show)> media

media:

name: Media®

port: 1

state: ACTIVE
manufacturer: Western Digital
product: My Passport 074A
serial: 575832314139324D36383139
size: 1000202043392

partition:

uuid:
label:
fstype:
state:
total:
free:

partition:

uuid:
label:
fstype:
state:
total:
free:

partition:

uuid:
label:
fstype:
state:
total:
free:

01D55E919F06F5CO
MyPassport

ntfs

MOUNTED
982291312640
285839884288

dd5e899f1-915e-d501-101e-8991915ed501
fls wd ext4

ext4

MOUNTED

15756732416

15741890560

00000000-0000-0000-0000-000000000000

swap
MOUNTED

1081077760
1081077760

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

3.04

JobaBneHa komaHAa show media.

3.137.73 show mws associations

OnwucaHue lMokasaTb CNMCOK TOoYeK JOCTYyMna Ha ycunuTtene, ceasaHHoM ¢ MIV/S
KOHTPOAEepPOM.
MNpejukc no Het

MeHsieT HacTpouikm  Hert
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

WcTopus nsmeHeHum

I(shom0> mws associations

(show)> mws associations

station:
mac: 5l:ef:22:11:17:1a
ap: WifiMasterl/Backhaul®
authenticated: yes
txrate: 585
rxrate: 270
uptime: 31
txbytes: 33569
rxbytes: 74324
ht: 80
mode: 1llac
gi: 800
rssi: -27
mcs: 7
txss: 2
ebf: yes
mu: yes
Bepcus OnucaHue
3.01 JobaBneHa komaHaa show mws associations.

3.137.74 show mws candidate

OnuncaHune

Mpejukc no

MeHsieT HacTpoiKkmn

HeTt

HeT

MHorokpaTtHbiiA BBog, Het

CunHoncuc

AprymeHTbI

Mpumep

Moka3aTb CNNCOK KAaHAWAATOB UM ONUCaHNE OnpeseneHHOro KaHANnAaTa
no 3alaHHOMY UAeHTUUKATOPY.

(show)> mws candidate [ <candidate> ]
AprymeHT 3HauyeHue OnuncaHwue
candidate CTpoka ID ycTpomictea — MAC-agpec nawm CID.

(show)> mws candidate 50:ff:20:08:71:61

candidate:

mac:
cid:

50:ff:20:08:71:61
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mode:
model:
state: DISCONNECTED

(show)> mws candidate 50:ff:20:08:71:61

candidate:
mac: 50:ff:20:08:71:61
cid: abl409a2-0f87-11e8-8f23-3d5f5921b253
mode: ap
model: Extra (KN-1710)
state: COMPATIBLE
fw: 2.15.A.4.0-1
fw-available: 2.15.A.4.0-1
license: 273720056272398

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.15 JobasneHa komaHaa show mws candidate.

3.137.75 show mws log

OnucaHue MokaszaTb XXypHan NOAKNOHYEHNM 1 NepexoioB OT OAHON TOUKM AOCTYMA K
Aapyroii B npegenax M/S. KomaHaa pabotaeT B $OHOBOM pexmme, To eCTb
[0 NPUHYAUTENbHOV OCTaHOBKW NoJjib30oBaTeneM no Haxatuto [Ctri]+[C].

Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)> mws log [ <max-lines>][once]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
max-lines Lenoe umucno |OrpaHnyeHne KonmdecTsa 3anuncen B
oTBeTe.
once Kno4esoe MNMokasaTb nocsegHue 3anncy B XypHare.
c/1080
MNpumep (show)> mws log 1
Time Message

[Jan 17 15:04:58] : 64:22:19:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

(show)> mws log once
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WcTopusa nsmeHeHum

Time Message

[Jan 17 14:46:37] : 64:22:1f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

[Jan 17 15:04:50] : 64:22:19:51:b1:82: 50:ff:20:00:11:82 (5 »
GHz) -> disassociated

[Jan 17 15:04:58] : 64:22:f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

Bepcus OnucaHue

2.15 Job6asneHa komaHaa show mws log.

3.137.76 show mws member

OnuncaHune

Mpejukc no
MeHsieT HacTpoiAKkmn

MHorokpaTHbIVi BBOj,

MokasaTb CNMCOK 3aXBaYeHHbIX YCTPOMCTB UM ONMCaHWe onpeAeseHHOro
yCTpOCTBa Mo 3ajaHHOMY naeHTudmnKaTopy.

HeTt
Het

Het

CuHoncuc (show)>  mws member [ <member; ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
member Ctpoka ID yctpoiictBa — MAC-agpec nnu CID.
Npumep (show)> mws member abl409a2-0f87-11e8-8f23-3d5f5921b253
member:
cid: abl409a2-0f87-11e8-8f23-3d5f5921b253
model: Extra (KN-1710)
mac: 50:ff:20:08:7a:6a
ip: 192.168.1.43
mode: ap
fw: 2.15.A.4.0-1
fw-available: 2.15.A.4.0-1
dual-band: yes
system:

cpuload: 3

memory: 32680/131072

uptime: 2696

rci:

errors: 0
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VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

2.15 JobasneHa komaHaa show mws member.
3.137.77 show ndns
OonucaHune MNoka3zaTb napameTpbl KeenDNS, nonyyeHHble 13 Noc/ieAHero 3anpoca Ha

cepsep (cM. koMaHAbl ndns get-booked v ndns get-update).
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncmc I(show)> ndns
Mpumep (show)> ndns
name: testname
booked: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: yes
access: direct
ttp:
direct: yes
interface: GigabitEthernetl
address: 41.189.34.56
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.07 JobaeneHa komaHga show ndns.

3.137.78 show netfilter

OonucaHue MokasaTb MH$OpMaLMIo 0 paboTe ceTeBOro akpaHa. Heo6xoanmo Ans
obecneyeHns yaaneHHoM TeXnoaaep>KKu.

Mpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncurc I (show)> netfilter
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

JlobaBneHa komaHaa show netfilter.

3.137.79 show ntce applications

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:
short:
long:

MokasaTb CANCOK NPUIOXEHWIA, MOAAepXKMBaeMbIX cyxb6oi NTCE.

I(shom0> ntce applications

(show)> ntce applications

1

facebook
Facebook
2065

Social

4

surfing

Web surfing

2

magicjack

magicJack

2054

Voice over IP

0

calling

Calling and conferencing

3

itunes

iTunes

2056

Streaming

2

streaming

Video & Audio streaming

4
myspace
MySpace
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group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:

2065

Social

4

surfing

Web surfing

5

facetime

FaceTime

2054

Voice over IP

0

calling

Calling and conferencing

6

truphone

Truphone

2054

Voice over IP

0

calling

Calling and conferencing

7

twitter
Twitter
2065

Social

4

surfing

Web surfing

8

xbox

XBOX gaming console
2050

Gaming

1

gaming

Gaming

9
realmedia
RealMedia
2088
Removed

5

other
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groupset-long-id: Other

application:
id-num: 10
short: google-mail
long: Google Mail
group-id: 2059
group-long: Mail
groupset-id: 3
groupset-short-id: work
groupset-long-id: Work & Learn from home

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

3.07 Job6asneHa komaHaa show ntce applications.

3.137.80 show ntce attributes

OnucaHwne Moka3aTb CNNCOK aTpMbyTOB, NoAJepKMBaeMblx cyx6oin NTCE.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ntce attributes
Mpumep (show)> ntce attributes
attribute:
id-num: 1

short: encrypted
long: Indicates that the current connection is »
encrypted traffic.

attribute:
id-num: 2
short: audio
long: Indicates that the current connection is »
an audio or voice signal.

attribute:
id-num: 3
short: out

long: Indicates that the current connection is »
a landline call, e.g. a call to a home phone.

attribute:
id-num: 4
short: video
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long: Indicates that the current
video signal.

Q

attribute:
id-num: 5
short: file-transfer
long: Indicates that the current
a file transfer.

attribute:
id-num: 6
short: web

long: Indicates that the current
a surf the Internet session.

attribute:
id-num: 7
short: chat

long: Indicates that the current
a chat session.

attribute:
id-num: 8
short: mail
long: Indicates that the current
mail traffic.

attribute:
id-num: 9
short: stream
long: Indicates that the current

connection

connection

connection

connection

connection

connection

a continues unidirectional stream of audio and / or video.

attribute:
id-num: 10
short: android

is

\J

is »

is »

is »

is »

is »

long: Indicates that the client side uses the »

operating system Android.

attribute:
id-num: 11
short: ios

long: Indicates that the client side uses the »

operating system i0S.

attribute:
id-num: 12
short: windows-mobile

long: Indicates that the client side uses the »

operating system Windows Mobile.

attribute:
id-num: 13
short: blackberry
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long: Indicates that the client side uses the »
operating system Blackberry.

attribute:
id-num: 14
short: picture
long: Indicates that the current connection »
transfers pictures.

attribute:
id-num: 15
short: ddl

long: Indicates that the current connection is »
a Direct Download Hoster.

attribute:
id-num: 16
short: google
long: Indicates that the current connection is »
a Google service.

attribute:
id-num: 17
short: outlook web access
long: Indicates that the current connection »
uses the Microsoft Exchange Outlook Web Access as authentication »
mechanism.

attribute:
id-num: 18
short: amazon-cloud
long: Indicates that the current connection is »
a service of Amazon Cloud.

attribute:
id-num: 19
short: apache
long: Indicates that the server side is an »
Apache server.

attribute:
id-num: 20
short: mysql-server
long: Indicates that the server side is a MySQL »
database server.

attribute:
id-num: 21
short: mariadb-server
long: Indicates that the server side is a »
MariaDB database server.

attribute:
id-num: 22
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short: ntlm
long: Current connection uses NTLM as »
authentication mechanism.

attribute:
id-num: 23
short: microsoft-windows
long: Indicates that the client side is the »
operating system Microsoft Windows.

attribute:
id-num: 24
short: chrome
long: Indicates that the client side is the »
operating system Chrome.

attribute:
id-num: 25
short: akamai-cloud
long: Indicates that the current connection is »
a service of Akamai Cloud.

attribute:
id-num: 26
short: dox

long: Indicates that the current connection is »
DoT (DNS over TLS) or DoH (DNS over HTTPS).

attribute:
id-num: 27
short: rcs

long: Indicates that the current connection is »
RCS (Rich Communication Services).

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.07 JobaeneHa komaHaa show ntce attributes.

3.137.81 show ntce groups

OnucaHwne Moka3saTb CAMCOK rpynmn, NoAgep>xxmBaeMblix cnyxooin NTCE.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CunHoncmc I(Shom0> ntce groups
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Mpumep (show)> ntce groups

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:
long:

2048
Generic
5

other
Other

2049

Peer to Peer

6
filetransfering
File transfering

2050
Gaming
1
gaming
Gaming

2051

Tunnel

3

work

Work & Learn from home

2052

Business

3

work

Work & Learn from home

2053

E-Commerce

3

work

Work & Learn from home

2054

Voice over IP

0

calling

Calling and conferencing

2055
Messaging
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groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

0
calling
Calling and conferencing

2056

Streaming

2

streaming

Video & Audio streaming

2057

Mobile

0

calling

Calling and conferencing

2058

Remote Control

3

work

Work & Learn from home

2059

Mail

3

work

Work & Learn from home

2060

Network Management
5

other

Other

2061

Database

3

work

Work & Learn from home

2062
Filetransfer

6
filetransfering
File transfering
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id-num: 2063
long: Web
groupset-id: 4
groupset-short-id: surfing
groupset-long-id: Web surfing

group:
id-num: 2064
long: Conference
groupset-id: 0
groupset-short-id: calling
groupset-long-id: Calling and conferencing

group:
id-num: 2065
long: Social
groupset-id: 4
groupset-short-id: surfing
groupset-long-id: Web surfing

group:
id-num: 2066
long: Sharehosting
groupset-id: 6
groupset-short-id: filetransfering
groupset-long-id: File transfering

group:
id-num: 2067
long: Deprecated
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other

group:
id-num: 2068
long: Industrial
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other

group:
id-num: 2069
long: Encrypted
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other

group:
id-num: 2070
long: Advertisement and Analytic Services
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
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group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:
long:
groupset-id:

2071

News

4

surfing

Web surfing

2072

Health and Fitness
5

other

Other

2073

Cloud and CDN Services
5

other

Other

2074
Navigation
4

surfing

Web surfing

2075
Finance
5

other
Other

2076

Travel and Transportation
5

other

Other

2077
Pornography
5

other

Other

2078
Books and Magazines
5
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groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

other
Other

2079

Audio Entertainment

2

streaming

Video & Audio streaming

2080
Education
5

other
Other

2081

M2M and IoT

3

work

Work & Learn from home

2082

Device Security
4

surfing

Web surfing

2083

Multimedia Service Providers
2

streaming

Video & Audio streaming

2084

Organizers

3

work

Work & Learn from home

2085

Enterprise Services
4

surfing

Web surfing

2086
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WcTopusa nsmeHeHum

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

App-Stores and 0S Updates

6
filetransfering
File transfering

2087
Browsers

4

surfing

Web surfing

group:
id-num: 2088
long: Removed
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
group:
id-num: 2089
long: Moved
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
Bepcusa OnucaHue
3.07 Job6asneHa komaHaa show ntce groups.

3.137.82 show ntce groupsets

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

MNMoka3sbiBaTb CMNCOK HABOPOB rpynmn, Noagep>xKmBaeMblix cnyxooin NTCE.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ntce groupsets

(show)> ntce groupsets

groupset:
id-num:
short:
long:

groupset:
id-num:

0
calling
Calling and conferencing
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WcTopusa nsmeHeHum

short: gaming
long: Gaming
groupset:
id-num: 2
short: streaming
long: Video & Audio streaming
groupset:
id-num: 3
short: work
long: Work & Learn from home
groupset:
id-num: 4
short: surfing
long: Web surfing
groupset:
id-num: 5
short: other
long: Other
groupset:
id-num: 6
short: filetransfering
long: File transfering
Bepcusa OnucaHue
3.07 Job6asneHa komaHaa show ntce groupsets.

3.137.83 show ntce hosts

OnucaHue

XOCTOB.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ntce hosts

(show)> ntce hosts

host:

mac:

application:

MokasaTb CTaTUCTUKY NPUNOXEHWIA, KOTOpble cnyx6a NTCE obHapyxwvna ans

04:d4:c4:54:31:12
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id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

groupset-service-class:
rxbytes:
txbytes:

application:
id-num:
short:

7
twitter
Twitter
2065
Social
4
surfing
Web surfing
2

62274
6020

43
instagram
Instagram
2065
Social

4

surfing
Web surfing
2

57606
11148

428

spotify

Spotify

2079

Audio Entertainment
2

streaming

Video & Audio streaming
2

155317

80526

438
whatsapp
WhatsApp
2055
Messaging
0

calling
Calling and conferencing
2

826

706

461
google-cloud
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long:

group-id:

group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:
long:
group-id:

Google Cloud

2073

Cloud and CDN Services
5

other

Other

2

313

352

498
telegram
Telegram
2055
Messaging
0

calling
Calling and conferencing
2

109895
15561

559

google-play
Google Play

2086

App-Stores and 0S Updates
6
filetransfering
File transfering
2

16736

28451

590

yandex
Yandex

2085
Enterprise Services
4

surfing

Web surfing
2

606

200

611
zendesk
ZenDesk
2052
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group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:

long:
group-id:
group-long:
groupset-id:

Business

3

work

Work & Learn from home
2

101697

187527

621

slack
Slack

2064
Conference
0

calling
Calling and conferencing
2

30568

3650

632

google-services
Google Shared Services
2085

Enterprise Services
4

surfing

Web surfing

2

614512

202174

664
microsoft-services
Microsoft Services
2085

Enterprise Services
4

surfing

Web surfing

2

20243

10699

700

fastly

Fastly

2073

Cloud and CDN Services
5
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groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

other
Other
2
14859
3147

703
cloudflare
Cloudflare
2073

Cloud and CDN Services
5

other
Other

2

2172

3593

719
google-apis
Google APIs
2052
Business

3

work

Work & Learn from home
2

11837

7602

933

bamtech-media

BAMTech Media

2083

Multimedia Service Providers
2

streaming

Video & Audio streaming
2

4734

6006

1136
cloud-mail-ru
Cloud-Mail-Ru
2062
Filetransfer

6
filetransfering
File transfering
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groupset-service-class:
rxbytes:
txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

os-id: 3
os-long: Windows

2
61161
86671

1281
kaspersky-services
Kaspersky Services
2082

Device Security

4

surfing

Web surfing

2

40

70

host:
mac: 04:d4:c4:54:31:12
via: 04:d4:c4:54:31:12
ip: 192.168.11.19
hostname: MyHost
name: MyHost
interface:
id: Bridge0
name: Home
description: Home network
dhcp:
static: yes
registered: yes
access: permit
schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 9083
first-seen: 9097
last-seen: 1
link: up
auto-negotiation: yes
speed: 1000
duplex: yes
port: 2
traffic-shape:
rx: 0
tx: 0
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mode: mac

schedule:

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

3.07

JobaBneHa komaHaa show ntce hosts.

3.137.84 show ntce oses

OnucaHue Moka3saTb CNNCOK OMepaLMOHHbIX CUCTEM, MOoAAepXmnBaeMblix cnyxooim NTCE.

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

I(shom0> ntce oses

Mpumep (show)> ntce oses

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:

1
Not detected

Other

3

Windows

Linux

0S X

i0S

7
Symbian
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WcTopusa nsmeHeHum

long: Android

0S:
id-num: 9

long: Blackberry

0S:
id-num: 10

long: WindowsMobile

0S:
id-num: 11

long: WindowsPhone

0S:
id-num: 12

long: Chrome

0S:
id-num: 13

long: Darwin

Bepcus

OnucaHmne

3.07

JobaBneHa komaHAa show ntce oses.

3.137.85 show ntce status

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

MokasaTb nHPopmaumo o cnyxbe NTCE.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ntce status

(show)> ntce status

conntrack:

hosts:
applications:

applications-flows:
applications-events:

groups:
groups-flows:
groups-events:

memory :

16
63

12
64

applications-flows: 1512
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applications-events: 0
applications: 512
groups-flows: 1536

groups-events: 0

groups: 384
hosts: 72
total: 4016
event:
count: 0
memory:
total: O
database:
hosts: 1
applications: 54
groups: 30

attributes: 6

memory :
applications: 2372976
groups: 1318320
attributes: 263664
total: 3954960

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.07 JobaBneHa komaHaa show ntce status.

3.137.86 show ntp status

OnucaHue MNMoka3aTb cMcTeMHble HacTporkn NTP.

OcHOBHble cBegeHNA 0 cocTosHN NTP

©® Bpewms, npollejLlee C MOMeHTa NoCNefHelr CUHXPOHM3aL MM B CEKYHAAX.
® [Ipu3HaK nocneaHen CUHXPOHU3ALMN.
© [Ipun3HaK HayanbHOM CUHXPOHMU3ALNN.
® Bpewms ycTaHOBNEHO B COOTBETCTBUMU C cepBepoM NDSS.
© Bpewms yCcTaHOBNEHO NoJIb30BaTeNeM BPYUHYHO.
Mpedunkc no Het

MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOA, Het

CuHoncuc I(shom0> ntp status
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Mpumep

WcTopusa nsmeHeHum

(show)> ntp status

status:
elapsed: 435146 ©
server: l.pool.ntp.org
accurate: yes ®
synchronized: yes ©

ndsstime: no O

usertime: no ©
Bepcus OnucaHue
2.00 Job6asneHa komaHaa show ntp status.

3.137.87 show nvox call-history

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

[Moka3aTb CNNCOK 3BOHKOB, 3aperncTtpmpoBaHHbIX C MOMEHTa BK/THOYEHNA

VHTepHeT-LleHTpa.
HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> nvox call-history

(show)> nvox call-history

call history:
revision: 13

call:

type:
index:

start time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:
type:
index:
start time:
line:
hs:
other party number:

missed
0
Thu Sep 14 12:13:23 2017
SIPLabl
KX-TPA60O
3254

rejected

accepted
1
Thu Sep 14 12:13:32 2017
SIPLabl
Gigaset A540CAT
3254
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other party name:
duration:

release code:
release reason:

call:
type:

index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:
type:

index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:
type:

index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:
type:

index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:

3

internal
2
Thu Sep 14 12:13:51 2017
intercom
Gigaset A540CAT
hsl
KX-TGA250
3

internal
3
Thu Sep 14 12:14:07 2017
intercom
Gigaset A540CAT
hs2
KX-TPA60O
2

internal

4

Thu Sep 14 12:14:24 2017
intercom

Gigaset A540CAT

hs*

0

internal
5
Thu Sep 14 12:14:42 2017
intercom
Gigaset A540CAT
hs2
KX-TPA60O
0
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WcTopusa nsmeHeHum

type:

index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:
type:

index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:
type:

index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:
type:

index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

outgoing

6
Thu Sep 14 12:15:44 2017
Data Group
Gigaset A540CAT
0443647362

0

missed

7
Thu Sep 14 12:15:44 2017
Data Group

3647362

forwarded

8
Thu Sep 14 12:17:30 2017
Data Group

3647362

61773
0687852828

outgoing

9
Thu Sep 14 12:17:30 2017
Data Group

Panasonic KX-TPAGO
0443647362

0
480
Temporarily Not Available

Bepcus OnucaHue
2.06 Job6asneHa komaHaa show dect call-history.
3.05 KomaHga nepenmeHoBaHa B show nvox call-history.
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3.137.88 show ping-check

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

MokasaTtb nHPopmaumto o npodune Ping Check. Mpwn NCcNnonbL30BaHUK
KOMaHAbl 6e3 aprymMeHTa BbIBOAATCA AaHHble 060 BCcex Mpodunsx.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(show)>  ping-check[<«profile name>]

AprymeHT 3HauyeHue |OnucaHue

profile_name Ctpoka HassaHwne npoduns.

(show)> ping-check

pingcheck:
profile: TEST
host: 8.8.8.8

port: 80
max-fails: 7
timeout: 1

mode: connect

interface: ISP
fail count: 0
status: pass

pingcheck:
profile: TEST1
mode: icmp
pingcheck:
profile: TEST2
mode: icmp
Bepcus OnucaHve
2.04 Jlo6aBneHa komaHaa show ping-check.

3.137.89 show ppe

OnucaHwne

Mpedukc no

MeHsieT HacCTpoViKKn

Moka3aTb COCTOAHME MeXaHM3Ma NakeTHOM 06paboTKU.
Het

Het
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

WcTopusa nsmeHeHum

I(shom0> ppe

(show)> ppe
hw_nat:

Total Entry Count = 2

IPv4 NAPT=1122 : 13.33.96.244:443->10.77.140.59:56457 => »
13.33.96.244:443->192.168.232.44:56457

IPv4 NAPT=5454 : 173.194.220.97:443->10.77.140.59:56553 => »
173.194.220.97:443->192.168.232.44:56553

done
Bepcus OnucaHue
2.03 Job6asneHa komaHaa show ppe.

3.137.90 show printers

OnuncaHune
Mpejukc no

MeHsieT HacTpoiKkmn

lNokasaTb CNUCOK NPUHTEPOB B CUCTEME.
HeTt

HeT

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

UcTopuns nsmeHeHnii

I(shom0> printers

(show)> printers

printers:
printer: Canon MF8300C Series

Bepcus OnucaHve

2.00 JobasneHa komaHaa show printers.

3.137.91 show processes

OnuncaHwme
Mpe¢ukc no

MeHsieT HacTpoAKK

MokaszaTb CTaTUCTUKY NCNOB30BaHMS NpoLeccopa cyxbamm n npoueccamu.
Het

HeTt

MHorokpaTtHbiiA BBog, Het
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CuHoncunc I(Shom0> processes

MNpumep (show)> processes

process, id = NETBIOS browser:
name: nqnd

arg: -i
arg: 50ff20001e87

state: S (sleeping)
pid: 629

ppid: 192
vm-size: 3188 kB
vm-data: 1548 kB
vm-stk: 136 kB
vm-exe: 4 kB
vm-1lib: 1448 kB
vm-swap: 0 kB

threads: 1
fds: 15
statistics:

interval: 30

cpu:
now: 17319.483753
min: O
max: 0
avg: 0
cur: 0
service:
configured: yes
alive: yes
started: yes
state: STARTED

process, id = Dns::Proxy::Policy0:
name: ndnproxy

arg: -c
arg: /var/ndnproxy Policy@.conf
arg: -p
arg: /var/ndnproxy Policy®0.pid

state: S (sleeping)

pid: 630
ppid: 192
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vm-size: 1676 kB
vm-data: 504 kB
vm-stk: 136 kB
vm-exe: 108 kB
vm-1ib: 896 kB
vm-swap: 0 kB

threads: 1
fds: 10

statistics:

interval:

cpu:

service:

configured:
alive:
started:
state:

30

now: 17319.483764
min: 0
max: 0
avg: 0
cur: 0

yes
yes
yes
STARTED

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.09

JobasneHa komaHaa show processes.

3.137.92 show running-config

OnucaHwne MokasaTb TekyLUme HaCTPOWKN, KOTOpble coaepXnT darin
system:running-config TOYHO Tak Xe, KaK 3TO AesiaeT KoMaHJa more.

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CunHoncuc

I(shom0> running-config

Mpumep (show)> running-config
I $$$ Model: Keenetic Start
I $$$ Version: 2.06.1
I $$$ Agent: http/rci
I $$$ Last change: Fri, 12 Jan 2017 07:23:56 GMT

system

set net.ipv4.ip forward 1
set net.ipv4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established »
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1200
set net.ipv4.netfilter.ip conntrack udp timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
domainname WORKGROUP
!
ntp server 0.pool.ntp.org
ntp server l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi
deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
!
access-list WEBADMIN ISP
permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »
port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
!
isolate-private
dyndns profile ABCD
!
dyndns profile WEBADMIN
type dyndns
!
interface GigabitEthernet0

up
!
interface GigabitEthernet0/0
switchport mode access
switchport access vlan 1
|
interface GigabitEthernet0/1
switchport mode access
switchport access vlan 1
|
interface Bridge0
name Home
description "Home network"
inherit GigabitEthernet0/Vlanl
include AccessPoint
security-level private
ip address 192.168.15.43 255.255.255.0
up
!
interface WiMax0
description Yota
security-level public
ip address auto
ip global 400

up
I

interface PPTPO
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!

ip
ip
ip
ip

!
ip

!

ip
ip
ip
ip

description "Office VPN"

peer crypton.zydata.ru

lcp echo 30 3

ipcp default-route

ipcp name-servers

ccp

security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe

ip tcp adjust-mss pmtu

connect via ISP

up

route 82.138.7.141 ISP auto

route 82.138.7.132 ISP auto

route 82.138.7.27 PPTPO auto

dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home

dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi

dhcp host A 00:01:02:03:04:
dhcp host B 00:01:02:03:04:
nat Home

nat GuestWiFi

05 1.1.1.1
06 1.1.1.2

ipv6 subnet Default

bind Home
number 0
mode slaac

ipv6 local-prefix default

no

ppe

upnp lan Home
torrent

rpc-port 8090
peer-port 51413

user admin

password md5 2320924ba6e5clfec3957e587a21535b
tag cli
tag cifs
tag http
tag ftp

user test

password md5 baadfb946f5d516379cfd75e31e409d9
tag readonly

Giga (KN-1011) — CnpaBOYHVK KOMaHZ, 553



naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

3.137.93 show

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp-client
service upnp

cifs
share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive

J

J

J

Bepcus OnucaHue

2.00 Job6asneHa komaHaa show running-config.

schedule

MNMoka3aTb NapameTpbl onpejeneHHoro pacnucaHus. Ecam sBeinonHNTE
KOMaHZAy 6e3 aprymeHTa, To 6yAeT oTobpaXKeH BeCb CMMCOK pacnmcaHnii B
cncTeme.

HeTt
Het

Het

(show)>  schedule [ <name> ]

Argument 3HauyeHue OnuncaHwue

name CTpoka Ha3BaHuve pacnuncaHus

(show)> schedule 123

schedule, name = 123:
action, type = start, left = 561514, next = yes:
dow: Tue
time: 01:29

action, type = stop, left = 564274:
dow: Tue
time: 02:15
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 JobaBneHa komaHaa show schedule.

3.137.94 show self-test

OonucaHue Moka3zaTb COBOKYMHYH MHGOPMALMIO O CUCTEMHOW aKTUBHOCTM. He06X0AMMO
ANst obecrneyeHVs yaaneHHON TeXnoAaepXKKN.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> self-test
WcTopuns nsmeHeHWit |Bepcus onucaHue
2.00 [obaBneHa koMmaHaa show self-test.

3.137.95 show site-survey

OnucaHue MNMoka3aTb AOCTYyMNHbIE 6eCNpPOBOAHbIE CETU.
MNpejukc no Het

MeHsieT HacTpovikm  Hert

MHorokpaTHbIi BBog, Het

Tun nHTepdeiica Radio

Cunoncuc (show)> site-survey names

AprymeHTbI AprymeHT |[3HaueHue OonucaHue

name Wms nHTepgeica|lMonHoe nMsa nHTepdeiica M NCeBAOHUM.
CnunCcokK AOCTYMHbIX ANs BbIGOpa
NHTeppelicoB MOXHO yBUAETb BBEASA
KoMaHAy site-survey [Tab].

Mpumep (show)> site-survey [Tab]

Usage template:
site-survey {name}

Choose:
WifiMasterl
WifiMaster0
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(show)> site-survey WifiStation0

ESSID MAC Ch Rate Q

Gena 00:23:f8:5b:d3:f5 11 300Mbit/s 100

Keenetic-2034 00:23:f8:5b:d3:f4 11 300Mbit/s 100

Sonar 40:4a:03:b4:5d:18 4 54Mbit/s 34
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHaa show site-survey.

3.137.96 show skydns profiles
OnucaHwne BbiBecTn cnucok npodunein SkyDNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> skydns profiles
Mpumep (show)> skydns profiles
profile:
name: Main
token: 821766297
profile:
name: Kids
token: 840106815
SkyDns::Client: Profile list is loaded.
WcTopusa nsmeHeHum Bepcus onucaHve

2.01 Job6asneHa komaHaa show skydns profiles.

3.137.97 show skydns userinfo

OnucaHune MokasaTtb nHGopmaLmto 0 nonb3oBaTtene SkyDNS.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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Cunoncuc I(shom0> skydns userinfo
Mpumep (config)> skydns userinfo
plan:
name: Premium
code: PREMIUM
SkyDns::Client: SkyDNS info is loaded.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.01 Job6asneHa komaHaa show skydns userinfo.

3.137.98 show ssh fingerprint

OnucaHue MokasaTb TekyLure kir4n SSH-cepsepa.
Mpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc I(show)> ssh fingerprint
Mpumep (show)> ssh fingerprint
rsa: MD5:d0:b0:d4:f7:da:7b:c0:e0:d0:c8:8f:ea:85:3c:09:00
rsa: SHAL:Nhxg8KNeE62E8zAZJIngImcrJkmA
rsa: SHA256:1M7MyrIagq4qFGT/dyF/t8TbJk5tCzreeGuh03zaydu4
ecdsa: »
MD5:a6:db:b4:fb:3c:b9:ae:31:ca:6d:ca:ed:62:73:a5:7e
ecdsa: SHA1l:ndWg/dx/dP/P8rMkJcVC3XB8nFo
ecdsa: »
SHA256 : Wp1K9d8MsquQBt1BeB1pV1yKdCN1Vay3BtBWbjOxs+0
NcTopusa nsmeHeHum Bepcus onucaHue
2.12 Job6asneHa komaHaa show ssh fingerprint.
3.137.99 show ssh sftp
OnucaHune MNMoka3aTb AOMaLUHWe KaTanoru nonb3osartenen, nmetowmx ter sftp.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het

CuHoncurc I (show)> sshsftp

MNpumep (show)> ssh sftp

enabled: yes
permissive: yes
root: files ssd:/
path: /tmp/mnt/963b0583-4017-401b-9542-7ff1255add40

user, index = 0:
name: admin
root:
path: »

VICTOleﬂ n3MeHeHuA Bepcuﬂ onucaHvie

3.04 JobasneHa komaHaa show ssh sftp.

3.137.100 show sstp-server

OnucaHwue MNMoka3aTb TekyLMe NoAKIYeHNA K cepBepy SSTP.
Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

CuHoncuc I(shom0> sstp-server

Mpumep (show)> sstp-server

enabled: yes
ndns-name: mymy.keenetic.link
has-ndns-certificate: yes

tunnel:
clientaddress: 172.16.3.33
username: mymy
uptime: 29

statistic:
rxpackets: 121
rx-multicast-packets: 0
rx-broadcast-packets: 0
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rxbytes: 14715
rxerrors: 0
rxdropped: 0
txpackets: 78
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 48265
txerrors: 0
txdropped: 0
timestamp: 104530.202229
last-overflow: 0.000000

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

2.12 Job6asneHa komaHaa show sstp-server.

3.137.101 show system

OnucaHwue MNMoka3aTb obLyee COCTOSAHNE CUCTEMBI.

OCHOBHbIe CBeA€HNA 0 COCTOAHUUN CUCTEMBbI

©® 3arpyska LeHTpasibHOro npoLeccopa, B NpoLeHTax.

® ViHdopMauus 0 3aHATOM 1 NMeLOLLECa B HaNUYUM NaMaTn, B
KunobarTax.

©® ViHbopmauusa 06 ncnonb3oBaHuM dalina Nogxkayku, B knnobarrax.

O Bpewms paboTbl CMCTEMbl C MOMEHTA 3aMnycka, B CeKyHAax.

Mpejukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTHbI BBOA, HeT

CuHoncuc I(show)> system
NMpumep (config)> show system
hostname: Undefined
domainname: WORKGROUP
cpuload: 0 ©
memory: 13984/28976 @
swap: 0/0 ©
uptime: 153787 ©
VlCTOpI/Iﬂ U3MeHeHU BepCVlﬂ OonucaHue

2.00 [Job6aBneHa komaHaa show system.
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3.137.102 show system cpustat

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

[Moka3aTb cBegeHusA 06 ncnonb3oBaHUN npoueccopa yCTpOI\/’ICTBa.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> system cpustat

(show)> system cpustat

interval:

busy:

user:

nice:

system:

iowait:

irq:

sirq:

36

cur:
min:
max:
avg:

cur:
min:
max:
avg:

cur:
min:
max:
avg:

cur:
min:
max:
avg:

cur:
min:
max:
avg:

cur:
min:
max:
avg:

1
0

[cNoNoNo (ol SNoNo) [cNoNoNo

[cNoNoNo)
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cur: 0

min: O

max: 0O

avg: 0
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.09 Job6asneHa komaHaa show system cpustat.

3.137.103 show system zram
OnucaHwne Moka3aTk cTaTyc cmctemMHoro ¢arina nogkadkm zRam.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (show)> system zram
Mpumep (show)> system zram
zram:
enabled: yes
compression-algo: 1zo
disk-size: 268435456
compressed-size: 87
original-size: 4096
total-memory-used: 12288
compression-threads: 4
compressed-ratio-pcs: 300
WcTopusa nsmeHeHum Bepcus onucaHve

2.09 JobasneHa komaHaa show system zram.

3.137.104 show tags

OnucaHwue lNMoka3aTb AOCTYMNHbIE NO/b30BaTeIbCKVE Teru.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CunHoncmc I (show)> tags
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Mpumep (show)> tags

tag: cli
tag: readonly
tag: http-proxy

tag: http
tag: printers
tag: cifs
tag: ftp

tag: ipsec-xauth
tag: ipsec-12tp

tag: opt

tag: sstp

tag: torrent

tag: vpn
VICTOleﬂ V|3MEHEHV"‘/’| Bepcmﬂ onvcaHue

2.00 JobasneHa komaHaa show tags.

3.137.105 show threads
OnuncaHune [Moka3aTb CNMUCOK aKTUBHbIX NOoToKOoB B NDM.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> threads
Mpumep (show)> threads
thread:
name: Cloud agent service
tid: 518
lock list complete: yes
locks:
statistics:

interval: 30

cpu:
now: 17771.481435
min: 0
max: 0
avg: 0
cur: 0

thread:
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name: FTP brute force detection

tid: 519

lock list complete: yes
locks:
statistics:

interval: 30

cpu:
now: 17771.481440
min: O
max: O
avg: 0
cur: 0
VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue
2.09 JobaBneHa komaHaa show threads.
3.137.106 show torrent status
OnucaHue MNMoka3aTb cocTosiHMe KnneHTa BitTorrent.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Cunoncuc I(shom0> torrent status
Mpumep (show)> torrent status
state: running
rpc-port: 8090
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.03 JobaBneHa komaHaa show torrent status.
3.137.107 show upnp redirect
OnucaHwue MokasaTb Npasuna TpaHcaaumy noptos UPnP. ECin BbIMOAHNTL KOMaHAY
6e3 aprymeHTa, TO BeCb CNNCOK NpaBua TpaHCSaLUK byaeT BbiBeAeH Ha
3KpaH.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

IP
(show)>  upnp redirect [( protocols> <interfaces qports) | <index> ]
AprymeHT 3HayeHue |OnucaHue
protocol tecp Ha akpaH 6yayT BbiBefeHbl npaswuaa TCP.
udp Ha akpaH 6yayT BbiBefeHbl Npasuna UDP.
interface nms Ha skpaH 6yayT BbiBeeHbl NpaBuia c
uHTeppeiica |yKasaHHbIM MHTepEiCoM.
port lenoe uucno |Ha akpaH 6yayT BbiBeAeHbl NpaBuia c
YyKa3aHHbIM MOPTOM.
index lenoe umucno |Ha akpaH byseT BbiBeEHO NPaBuIo C
yKa3aHHbIM NOpAAKOBbIM HOMEPOM.

(show)> upnp redirect

udp ISP 11175

entry:
index: 1
interface: ISP
protocol: udp
port: 11175
to-address: 192.168.15.206
to-port: 11175
description: Skype UDP at 192.168.12.286:11175 (2024)
packets: 0
bytes: 0
Bepcus OnucaHve
2.00 Jlo6aBneHa komaHaa show upnp redirect.

3.137.108 show usb

OnucaHwue
Mpedukc no

MeHsieT HacTpoWiKKn

Mokasatb cnuncok USB-ycTpolicTB.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

I(shom0> usb

(show)> usb

device:
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WcTopusa nsmeHeHum

name: 12F6-312F:
label: PENDRIVE
subsystem: storage
device:
name: 69f2894d-56al-4632-9521-dbdc8ab5c53d:
label: EXT3
subsystem: storage
device:
name: 4FCC-A585:
label: FAT32
subsystem: storage
device:
name: 226F114CO88FC43D:
label: NTFS
subsystem: storage
Bepcus OnucaHue
2.00 JobaBneHa komaHaa show usb.

3.137.109 show version

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

Moka3aTb BepCUio MUKPOMPOrpamMMbl.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> version

(show)> version

release: 2.10.C.1.0-0
arch: mips
ndm:
exact: 0-d32118a
cdate: 11 Dec 2017
bsp:
exact: 0-cbe0525
cdate: 11 Dec 2017
ndw:
version: 4.2.3.92
features: »

wifi button, flexible menu,emulate firmware progress

components:

>

ddns,dotlx,interface-extras,miniupnpd, nathelper-ftp,
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>
nathelper-pptp,nathelper-sip,ppe,trafficcontrol,

>
cloudcontrol,base, components, corewireless,dhcpd, 12tp,

>

igmp,easyconfig, pingcheck, ppp, pptp, pppoe, ydns

manufacturer: Keenetic Ltd.

vendor: Keenetic
series: KN

model: Start (KN-1110)

hw version: 10118000

hw id: KN-1110

device: Start

class: Internet Center

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvcaHue

2.00 JobaBneHa komaHAa show version.

3.137.110 show vpn-server

OnucaHue lNoka3saTb TekyLme nogkntoveHus K cepsepy VPN.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(Shom0> vpn-server

Mpumep (show)> vpn-server

tunnel:
clientaddress: 172.16.1.33
username: test
uptime: 3

statistic:
rxpackets: 51
rx-multicast-packets: 0
rx-broadcast-packets: 0
rxbytes: 5440
rxerrors: 0
rxdropped: 0
txpackets: 46
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 9229
txerrors: 0
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txdropped: 0
timestamp: 146237.254244
last-overflow: 0.000000

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobasneHa komaHaa show vpn-server.

3.138 skydns

OnucaHue JocTyn K rpynne KOMaHA AN1s HaCcTponky napameTpoB SkyDNS.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (skydns)

CnHoncumc (config)>  skydns
WcTopuns nsmeHeHunit |Bepcus onucaHue
2.01 Job6asneHa komaHaa skydns.

3.138.1 skydns assign

OnucaHune Ha3HauunTb TokeH anga xocta (MAC-aapeca).
MNpedukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTHbIli BBog, /[la

CuHoncnc (skydns)>  assign (mac> <token> | <tokens)
(skydns)> no assign [ wmac> ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
mac MAC-agpec |MAC-agpec, KOTOPOMY Ha3Ha4aeTCsd TOKeH.
token lenoe uucno |aeHTUPUKALNOHHBIN HOMep npodus
bunbTpaumn.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
2.01 Job6asneHa komaHaa skydns assign.
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3.138.2 skydns check-availability

OnucaHue MpoBepnTb AOCTYMHOCTb CYX6bI SkyDNS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (skydns)>  check-availability
Mpumep (skydns)> check-availability
available
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.06 [JobaeneHa komaHaa skydns check-availability.

3.138.3 skydns enable

OnucaHune BkntounTs cnyx6y SkyDNS.

KomaHga ¢ npednkcom no ocTaHaBAMBAET CNIYXKOy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc I (skydns)>  enable

I (skydns)> no enable
Mpumep (skydns)> enable

SkyDns::Client: SkyDNS is enabled.
NcTopusa nsmeHeHum Bepcus onwvcaHve

2.01 Job6asneHa komaHaa skydns enable.

3.138.4 skydns login

OnucaHue YKaszaTb NOrMH AN y4eTHon 3anmncu SkyDNS.
KomaHga ¢ npedpurkcom no cbpacbiBaeT BCe HACTPOMKN YHETHON 3anmncu.

Mpedukc no Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (skydns)>  login <login [ passworad ]
(skydns)> no login
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
login CTpoka JlorvH yyeTHo 3anmncu SkyDNS.
password CTpoka Maponb y4yeTHOM 3anuncK SkyDNS.
Mpumep (skydns)> login test_user 1234
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.01 JobasneHa komaHaa skydns login.

3.138.5 skydns password

OnucaHue YKka3aTb Naposb A1 y4eTHon 3anucu SkyDNS.
Mpejukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc (skydns)>  password passwords
(skydns)> no password

AprymeHTbI AprymeHTt 3HaueHue |OnucaHune

password CTpoka Maponb yveTHo 3anucun SkyDNS.
Npumep (skydns)> password 7654
VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.01 Jlo6aBneHa komaHaa skydns password.
3.139 sms
OnucaHwue JocTtyn K rpynne KOMaHA AN HaCTPOWKK cepBuca SMS Ha nHTepdelice.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Usb

Bxo>xaeHue B rpynny (sms)

Cunoncuc (config)>  sms name>
AprymeHTbI AprymeHT |3HauyeHue OonucaHue
name ms uHTepgesica|inTepdelic c SMS cepsucom.
NMpumep (config)> sms UsbQmi@
(sms)>
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue
3.03 JlobaBnieHa KOMaHa sms.

3.139.1 sms delete

OnucaHue Ypannte SMS-coobLeHwe.
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc (sms)> delete id>
AprymeHTbI AprymeHT |3HauyeHue |OnucaHue
id Ctpoka NaeHTudunkaTop coobLueHus.
Mpumep (sms)> delete sim-5
UsbQmi::Sms: "UsbQmi@": message deleted.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.03 JobaBneHa komaHaa sms delete.
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3.139.2 sms list

OnucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

MokasaTb cANCOK NonyYeHHbIX SMS-coobLLeHNniA.

CuHoncuc (sms)> list[unread][id«id>][no-content]
AprymeHTbI AprymeHT |3HauyeHue OnucaHue
unread Kmiwuesoe cnoso |lokasaTb CNMUCOK TONbKO HEMPOUUTAHHbIX
SMS-coobLueHuin.
id KnmioyeBoe cnoso|lNokasaTb CO0bLEHME C 3aaHHbIM
NaeHTUONKATOPOM.
no-content |KnwyeBoe croBo|He nokasbiBaTb COAEPXMMOE TEKCTOBbIX
COO6LLEeHMIA.
Mpumep (sms)> list
nv-free-slots: 23
nv-total-slots: 23
sim-free-slots: 0O
sim-total-slots: 15
messages, id = sim-0:
read: yes
from: +79658283425
timestamp: Thu Aug 20 14:39:57 2020
parts: 1
total-parts: 1
text: Accepted
messages, id = sim-1:
read: yes
from: MegaFon
timestamp: Wed Sep 9 13:57:21 2020
parts: 2
total-parts: 2
text: 636-269 — your personal login code.
Do not share this code with anyone.
messages, id sim-3:
read: yes
from: +79658283425
timestamp: Wed Sep 9 16:32:26 2020
parts: 1
total-parts: 1

text:

OQur time to your time to yes to
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572

messages, id

read:

from:
timestamp:
parts:
total-parts:
text:

messages, id

read:

from:
timestamp:
parts:
total-parts:
text:

leadership,

2 weeks free!

and

listen to them without advertising on any

convenient device.

/ day.

card binding. Cancel

days

18:35

free by

messages, id

read:

from:
timestamp:
parts:
total-parts:
text:

book parodies in

= sim-4:

yes
+79658283425

Mon Sep 14 17:14:11 2020

1
1
Ok

= sim-5:

yes
MegaFon

Wed Sep 16 10:24:46 2020

7
7

Listen to audiobooks on management, »

personal efficiency and self-development

Just subscribe to the MegaFon AudioBooks

The cost after the trial period - 1 euro

Payment from the phone account without
subscriptions at any time: pay only for

of usage. Learn more:
http://i.megafon.com/Q2XadzRp9xusLwS1

= sim-12:

no
+79252384670

Fri Sep 18 19:02:27 2020

3
4

\J

\J

\J

\J

\j

\J

This subscriber left you 18.09.2020 at »

voice message. You can listen to it for »

number 0525. / Listen to podcasts and »

convenient application without advertising »
for 5 e/d. Detailed[...].

(sms)> list id xnv-64

nv-free-slots: 68

nv-total-slots:

sim-free-slots: 15

128
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sim-total-slots: 15
messages-count: 1

messages, id = xnv-64:
read: yes
from: mTinkoff
timestamp: Sat Jul 3 17:30:46 2021
parts: 2
total-parts: 2
text: Replenishment: 10.00 €. Available: 31.00 €.

(sms)> list no-content

nv-free-slots: 12
nv-total-slots: 23
sim-free-slots: 10

sim-total-slots: 10
messages-count: 5

messages, id = nv-3:
read: yes

messages, id = nv-7:
read: yes

messages, id = nv-2:
read: yes

messages, id = nv-0:
read: yes

messages, id = nv-1:

read: yes
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
3.03 JobaBneHa komaHaa sms list.
3.07 JlobaBneHbl aprymeHThl id 1 no-content.
3.139.3 sms read
OnucaHue OTMeTnTb SMS Kak NnpoYnTaHHoe.

KomaHga c npedurkcom no Bo3epalyaet SMS HenpoumMTaHHYO MeTKYy.
Mpejukc no Ja
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(sms)>  read «id»
AprymeHT 3HauyeHue OnucaHwue
id CTpoka NaeHTudunkaTop coobLueHums.

(sms)> read sim-5
UsbQmi::Sms: "UsbQmiO": message marked as read.

(sms)> no

read sim-5

UsbQmi::Sms: "UsbQmi®": message marked as unread.

Bepcus

OnucaHune

3.03

JobaBneHa komaHaa sms read.

3.139.4 sms send

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

OTnpaBuTb SMS Ha yKka3aHHbI HoMep. MakcrManbHoe 3HaYeHne
COXpaHeHHbIX BXoAALLMX SMS-coobLeHni B NamMATK MapLUpyTM3aTopa —
128. Ecnv naMaTb 3anoaHeHa, camble ctapble SMS 13 namaTun 6yayTt
aBTOMaTMYeCcKn yAansaTbCs nNpm nojyyeHnm Hosoro SMS.

Het
Het
Hert
(sms)> send «tos imessage>
AprymeHT 3HauyeHue OnuncaHwue
to Ctpoka Homep TenedpoHa nonyuyarens.
message CTpoka TekcToBOe coobLLeHMe A1 OTNPaBKN.

(sms)> send +79261122777 "hello world!"
UsbQmi::Sms: "UsbQmi®": message sent.

Bepcus

OnucaHune

3.03

JobaeneHa komaHaa sms send.

3.140 snmp community

OnucaHune

3agaTtb HoBoe nmsa ana SNMP coobuectsa. [10 yMOA4aHUIO, MCNOAb3YeTCH
CTaHAapTHOe nms public.
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KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHo.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

Cutoncnc (config)>  snmp community «community:>
(config)> no snmp community
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
community Crpoka HoBoe Ha3BaHMe coobLecTBa.
Npumep (config)> snmp community Co_test
Snmp: :Manager: SNMP community set to "Co test".
(config)> no snmp community
Snmp: :Manager: SNMP community reset to "public".
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.08 Jlo6aBneHa kOMaHZa shmp community.

3.141 snmp contact

OnucaHwue MpurcBonTb KOHTaKTHOE MMA SNMP areHTy. [1o yMONYaHUIO UMSA He
ornpegeneHo.

KomaHga ¢ npedprKcom no yaanset HacTPOnKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config)> snmp contact «contact,
(config)> no snmp contact
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
contact Ctpoka KoHTakTHas nHopmaums SNVP.
Mpumep (config)> snmp contact Cont_test

Snmp: :Manager: SNMP contact info set to "Cont test".
(config)> no snmp contact
Snmp: :Manager: SNMP community info reset.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHaa snmp contact.

3.142 snmp location

OnucaHwue YKa3aTb pacnonoxeHve SNVP areHTa. [1o yMon4aHUIO pacnonoxeHue He
ornpegeneHo.

KomaHga ¢ npedprKcoM no yaanset HacTPOMKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

CuHoncuc (config)>  snmp location <location»
(config)> no snmp location
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
location CTpoka PacnonoxeHve SNMP ycTpolicTBa.
Mpumep (config)> snmp location Odintsovo
Snmp: :Manager: SNMP device location set to "Odintsovo".
(config)> no snmp location
Snmp: :Manager: SNMP device location reset.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHaa snmp location.

3.143 sstp-server

OnucaHune JocTtyn K rpynne KOMaHA AN HAaCTPOMK NapaMeTpoB cepBepa SSTP.
Mpedunkc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Bxo>xxaeHwe B rpynny (sstp-server)

CuHoncnc I (config)>  sstp-server

576 CnpaBoyHuK KoMaHa — Giga (KN-1011)




naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa KomaHaa sstp-server.

3.143.1 sstp-server dhcp route

OnucaHwue HasHaunTb MapLLpyT, nepesaBaeMblii Yepes coobuieHmns DHCP INFORM,
KnneHTam SSTP-cepBepa.

KomaHaa ¢ npe¢rkcom no oTMeHsieT NolyYeHune yKkasaHHOro MapLupyTa.
Ecnu BBeCTM KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMEeHEeHO NoJlyyeHme Bcex
MapLLpyTOB.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIii BBog, /[la

CuHoncuc (sstp-server)>  dhcp route caddress, anask»
(sstp-server)> no dhcp route [ «@address» anasks |
AprymeHTbl AprymeHT 3HaueHue |OnucaHmne
address IP-agpec Ajpec ceTeBOro K/ineHTa.
mask IP-macka Macka ceTteBoro knveHTa. CyLecTeyeT ABa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B
BUAe 6UTOBOV ANNHBI NpedurKca
(Hanpumep, /24).
Npumep (sstp-server)> dhcp route 192.168.2.0/24
SstpServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.
(sstp-server)> no dhcp route
SstpServer: :Manager: Cleared DHCP INFORM routes.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.12 JobasneHa komaHgaa sstp-server dhcp route.

3.143.2 sstp-server interface
OnucaHune CBsi3aTb cepBep SSTP € yKa3aHHbIM nHTepdericom.
KomaHaa ¢ npedunKcom no paspbiBaeT CBA3b.

Mpe¢ukc no [Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (sstp-server)>  interface<interface;
(sstp-server)> no interface
AprymeHTbI AprymeHT |3HaueHue OnucaHue
interface |Umsa uHTepgeiica|llonHoe nms HTepderica NAn NCeBAOHMM.
Cnncok AOCTYMHbIX NHTepdencoB MOXHO
yBUAETb C NOMOLLbI0 KoMaHAbl interface
[Tabl.
Npumep (sstp-server)> interface [Tabl]
Usage template:
interface {interface}
Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl
GuestWiFi
(sstp-server)> interface Bridge0
SstpServer: :Manager: Bound to Bridge0.
VICTOleH I/I3MEHeHI/II7I Bepcwﬂ Onv'caHv'e

212 JobasneHa KoMaHaa sstp-server interface.

3.143.3 sstp-server ipvécp

OnucaHwue Bkntountb nogaepxky IPv6. ina kaxaoro SSTP-cepBepa co3gatoTcs
DHCP-nynbl IPv6. Mo ymMon4aHmio HacTpoKka OTK/OYeHa.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxky IPv6.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (sstp-server)>  ipvécp

I (sstp-server)> no ipvécp

(sstp-server)> ipvé6cp
SstpServer: :Manager: IPv6 control protocol enabled.

(sstp-server)> no ipvécp
SstpServer: :Manager: IPv6 control protocol disabled.

Bepcus OnucaHve

3.00 JlobaBneHa KoMaHaa sstp-server ipvecp.

3.143.4 sstp-server Icp echo

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

OnpeaenuTb Npasuaa TecTupoBaHus SSTP-noaxkntouveHnin cpegcreamm LCP
echo.

KomaHga ¢ npedurkcom no oTknto4aeT LCP echo.

Ja

[Ja

HeTt

(sstp-server)>  lcp echo <interval> «count> [adaptive]

(sstp-server)> no lcp echo

AprymeHT |3HauyeHune OnuncaHwue

interval |Yenoe uucno ViHTepBan Mexay oTnpaskamu LCP echo,
B cekyHAax. Ecnv B TeueHue yKkasaHHOro
VHTepBasa BpeMeHu oT yaaneHHow
CTOPOHBbI He 6b1a1 nonyyeH LCP 3anpoc, e
6yAeT oTNpaBAeH Takol 3anpoc C
oxugaHviem oteeTta LCP reply.

count Llenoe uuncno KonnuyecTBo oTnpaBieHHbIX NOAPAA
3anpocoB LCP echo Ha KOTopble He 6bl
nony4eH oteeT LCP reply. Ecim count
3anpocoB LCP echo octanuck 6e3 oTBeTa,
coeAnHeHune byaeT pa3opBaHo.

adaptive |Kmowyesoe croso |Pppd 6yaeT otnpaBnsaTtb 3anpoc LCP echo
TOJIbKO B TOM CJlyYae, eCiv OT yAaneHHOro
y3na HeT Tpaduka.

(sstp-server)> lcp echo 5 3
SstpServer: :Manager: LCP echo parameters updated.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa sstp-server Icp echo.

3.143.5 sstp-server Icp force-pap

OnucaHue MPUHYANTENBHO MCNOBL30BaTb PeXUM ayTeHTuduKaummn PAP ana cepsepa
SSTP.
KomaHga c npedurkcom no oTkAtoYaeT NPpUHYyAUTENbHOE UCMOob30BaHe
PAP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (sstp-server)>  lcp force-pap

I (sstp-server)> no lcp force-pap

Mpumep (sstp-server)> lcp force-pap
SstpServer: :Manager: Forced PAP-only authentication.

(sstp-server)> no lcp force-pap
SstpServer: :Manager: Disabled forcing PAP-only authentication.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

3.05 Jlo6aBneHa komaHga sstp-server Icp force-pap.

3.143.6 sstp-server mru

OnucaHwue YcTaHOBUTbL 3HaveHVe MRU koTopoe byaeT nepeaaHo SSTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaUYeHMe M0 YMOTYAHNIO.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (sstp-server)>  mru «walue

I (sstp-server)> no mru
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
value lenoe 4ucno |3HaveHne MRU. MoxeT nprHumaTh
3HauyeHusa oT 128 o 1500 BKAOUUNTENBHO.

Mpumep (sstp-server)> mru 200
SstpServer::Manager: MRU set to 200.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.12 JobasneHa KOMaHAa sstp-server mru.

3.143.7 sstp-server mtu

OnucaHwue YcTaHoBUTL 3HaveHwe MTU, koTopoe byaeT nepegaHo SSTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHga ¢ npednkKcom no ycTaHaB/IMBAET 3HaUEHME MO YMOJAYAHUNIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc (sstp-server)>  mtu walue»
(sstp-server)> no mtu
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
value Yenoe uucno |3HadeHme MTU. MoxeT NpUHNMAaTb
3HauyeHusa oT 128 o 1500 BKAOUUNTENBHO.
Mpumep (sstp-server)> mtu 200
SstpServer::Manager: MTU set to 200.
WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.12 JobasneHa KOMaHAa sstp-server mtu.

3.143.8 sstp-server multi-login

OnucaHue PaspewnTb nogkntoveHme K cepBepy SSTP HeCKoNbKMX Nonb30BaTenei ¢
O HOro aKKayHTa.

KomaHga ¢ I'Ipe¢I/IKCOM NOo OTK/NIFOYaEeT 3TY BO3MOXHOCTb.

Mpedukc no Ja

Giga (KN-1011) — CnpaBOYHVK KOMaHZ, 581



naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (sstp-server)> multi-login

I (sstp-server)> no multi-login
Mpumep (sstp-server)> multi-login

SstpServer: :Manager: Enabled multiple login.
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.12 [JlobaBneHa koMaHga sstp-server multi-login.

3.143.9 sstp-server pool-range

OnucaHue HasHauuTb Nyn agpecos A8 KIVEHTOB, NOAK/IHOYAIOLLMXCA K cepBepy SSTP.
KomaHgaa ¢ npedurkcom no yaansaer nyn.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CuHoncnc (sstp-server)> pool-range <begin> [«size>]
(sstp-server)> no pool-range
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
begin IP-agpec HauanbHbIl agpec nyna.
size Uenoe uyucsno |Pasmep nyna. Ecnm 3HaveHre He yKkasaHo,
ncrnonb3yeTca pasmep nyna 10.
Mpumep (sstp-server)> pool-range 192.168.1.22 7
SstpServer: :Manager: Configured pool range 192.168.1.22 to »
192.168.1.28.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.12 JobaBneHa komaHAa sstp-server pool-range.
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3.143.10 sstp-server static-ip

OnuncaHwne HasHaunTb nocTosiHHbLIN IP-agpec nonb3oBaTento. Monb3oBaTenb B cucTeMe
JOJIXeH MeTb MeTKy sstp.

KomaHga ¢ npedunkcom no yaanseTt NpmsBasky.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (sstp-server)>  static-ip name> <address»
(sstp-server)> no static-ip <name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka J1orvH.
address IP-appec HasHauaemsblin IP-agpec.
Mpumep (sstp-server)> static-ip admin 192.168.1.22
SstpServer: :Manager: Static IP 192.168.1.22 assigned to user »
"admin".
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.12 JobasneHa KoMaHAa sstp-server static-ip.

3.144 system

OnuicaHue JocTtyn K rpynne KoMaHA AN HaCTPOMKM rnobanbHbIX NapameTpoB.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (system)

CunHoncmc (config)>  system
WcTopuns nsmeHeHunit |Bepcus onucaHue
2.00 JobaBneHa KoMaHaa system.
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3.144.1 system button

OonuncaHmne HacTpouTb KHOMKM Ha KOpMyce yCTPONCTBA Ha BbIMOHEHWE onpeAeneHHbIX
AenctBuii. Habop 06paboTUMKOB 3aBMCUT OT annapaTHor KoHGUrypaumm u
YyCTaHOBNEHHbIX MOAYNeN.
KomaHaa ¢ npedurKcom no oTMeHseT HaCTPONKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (system)>  button <buttons on actions do <handlers
(system)> no button <button
AprymeHTbI AprymeHT  |3HaueHue OnucaHue
button RESET KHonka cbpoca.
WLAN KHonka WLAN.
FN1 KHonka FN1.
FN2 KHonka FN2.
action click OAVHOYHBIN KWK,
double-click [BONHOW KWK,
hold HaxaTb 1 yaepxXuBaTb B
TeyeHwue 3 cekyHA. KHormky
RESET yaep>xxvnBaeTca B
TedeHue 10 cekyHA.
handler FactoryReset Cbpoc cncTemMbl B 3aBOACKME
3HaYeHUs Mo YMONYaHUIO.
Reboot lMepesarpyska cucTembl.
WifiToggle BktoueHve/BbIktOUEHNE
Wi-Fi.
WifiGuestApToggle BriroueHve/BbikIrOUeHMEe
roctesoro Wi-Fi.
WpsStartMainAp 3anyctnte WPS (Tonbko ans
2,4T1Tw).
WpsStartMainAp5 3anyctutb WPS (TonbKo ana 5
).
WpsStartAllMainAp 3anyctutb WPS (BCe nosiockl
4acToThl).
UnmountAll be3onacHoe n3BneyeHre Bcex
ANCKOB.
DlnaDirectoryRescan [Monck HOBLIX Meavan/ieepos.
DlnaDirectoryFullRescan |llonHoe ckaHMpoBaHMe.
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AprymeHT 3HauyeHue OnuncaHwue

TorrentAltSpeedToggle Pexum yepenaxu B
BitTorrent-knneHTe
(HeobxoAMM YCTaHOBNEHHbIN
KOMMOHeHT BitTorrent-knneHT
Transmission).

TorrentClientStateToggle |BkntoueHue/BbikNOUYeHNE
BitTorrent-knneHTa
(HeobxoAMM yCTaHOBNEHHbIN
KOMMOHeHT BitTorrent-knneHT
Transmission).

OpkgRunScript 3anycTuTb CKPUNT Ha
opkg-pasaene, B kaTanore
/etc/ndm/button.d/
(HeobxoAMM yCTaHOBNEHHbIN
KomMmrnoHeHT OPKG).

Mpumep (system)> button WLAN on double-click do WifiGuestApToggle
Peripheral: :Manager: "WLAN/double-click" handler set.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.03 JobaBneHa komaHaa system button.
2.06 JobasneH obpaboTumk OpkgRunScript.

3.144.2 system clock date

OnucaHue YCTaHOBUTL CUCTEMHbIE AaTy 1 BpeMmsl.
Mpejukc no Het
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (system)> clock date «date-and-time>
AprymeHTbI AprymeHT 3HaueHue |OnucaHmne
date-and-time |[CTpoka TekyLwias gata v Bpems B dopmate DD MM
YYYY HH:MM:SS.
Mpumep (system)> clock date 18 07 2012 09:52:33
System date and time has been changed.
WcTopuns nsmeHeHwnit |Bepcua onuvcaHue

2.00 JobaeneHa koMmaHga system clock date.
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3.144.3 system clock timezone

OnucaHwue YCTaHOBWUTb 4YaCOBOI NOSIC CUCTEMBI.

KomaHza ¢ npeprkcom no yctaHaB/MBaeT YacoBOW MOAC MO YMOYaHWIO
(GMT).

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (system)>  clock timezone <locality»
(system)> no clock timezone <locality»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

locality CTtpoka HasBaHue ropoga, 0603HauvaroLLero

YacoBoW nosic.

Mpumep (system)> clock timezone Dublin

the system timezone is set to "Dublin".
VICTOleH I/I3MEHeHI/II7I Bepcwﬂ Orlv'caHv'e

2.00 JobasneHa komaHaa system clock timezone.

3.144.4 system configuration factory-reset
OnucaHwne BoccTtaHoBUTL 3aBojcKkune HaCTpOVIKM ANA BCeEX PEXMMOB.
Mpe¢ukc no Het

MeHsieT HacTpouikm  /la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(system)> configuration factory-reset
Mpumep (system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »
defaults.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa koMmaHaa system configuration
factory-reset.
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3.144.5 system configuration save

OonuncaHmne CoXxpaHUTb CUCTEMHbIEe HaCTPOMKM.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(system)> configuration save

Mpumep (system)> configuration save
Saving configuration.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.05.B.1 Jlo6aBneHa koMmaHaa system configuration save.

3.144.6 system debug

OonuncaHmne BknounTb 0TnagKky cmctemsl. Mo yMon4aHuto napameTp OTKAHOYEH.
KomaHaa ¢ npepurKcom no oTKN0YaeT HaCTPONKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CnHoncuc I (system)>  debug

I (system)> no debug
Mpumep (system)> debug

Core::Debug: System debug enabled.
WcTopuns nsmeHeHunit |Bepcusa onucaHue

2.03 JobasneHa komaHaa system debug.

3.144.7 system description

OnucaHune 3afaTb onMcaHmMe CUCTeMbI B BUAE NMPOU3BOIBHON CTPOKK. 10 ymonyaHmio
ncrnonb3syetcsa ctpoka Giga (KN-1011).

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpallaeT onncaHme No ymon4yaHuio.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (system)> description «descriptions
(system)> no description
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
description CTpoka OnvcaHve cncTemMbl 4IMHON He 6onee 256
6anT.
Mpumep (system)> description DEVICE

Core::System::Info: Description saved.

(config)> show version

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Ultra (KN-1810)
hw_version: 10188000
hw_id: KN-1810
device: Ultra
class: Internet Center
region: RU
description: DEVICE

(config)> show running-config

set vm.swappiness 60

set vm.overcommit memory O

set vm.vfs cache pressure 1000
set dev.usb.force usb2 0
domainname WORKGROUP

hostname Keenetic Ultra
description DEVICE

(system)> no description
Core::System::Info: Description reset to default.

(config)> show version

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Ultra (KN-1810)
hw_version: 10188000
hw_id: KN-1810
device: Ultra
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class: Internet Center
region: RU
description: Keenetic Ultra (KN-1810)

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.15 JobasneHa komaHaa system description.

3.144.8 system domainname

OnucaHue MpncBouTb cucTeMe JOMEHHOE UMS.

KomaHga ¢ npedunkcom no yganseT JOMeHHOe NMS.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (system)>  domainname <domain»
(system)> no domainname
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
domain CTpoka JomMmeHHOoe nwvs.
Npumep (system)> domainname zydata
Domainname saved.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.00 JobasneHa KomaHaa system domainname.

3.144.9 system eject

OnucaHue OcTtaHoBUTL N n3BneYb USB-HakonuTens SCSI/SATA. [ina oTobpaxeHus Bcex
NMeH HakonuTenel ¢ AaHHbIMW UCNoNb3ylTe KoMaHAy show media.

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (system)>  eject mame
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

name Ctpoka MMs HakonuTens ¢ AaHHbIMUK, KOTOPbI
HeobXxoAMO N3BNeYb.

(system)> eject Media0
Storage: :Manager: Started "Media0" eject.

Bepcus OnucaHve

3.04 JobasneHa KoMaHAa system eject.

3.144.10 system hostname

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YCTaHOBUTb CUCTEMHOE MMS XOCTa. VIMsA XoCTa Ucnosib3yeTcs ANs
naeHTUdMKaLMmM y3na B ceTn. 3To HEOH6XOANMO ANs obecneyeHns paboTsl
HEeKOTOPbIX BCTPOEHHbIX CYX6, Takmx Kak CIFS.

KomaHga ¢ npednKcom no ycTaHaBAMBAET 3HAUEHME MO YMOAYAHUIO,
3aBuCsLLee OT Ha3BaHMA MOAENN YCTPOICTBA.

Ja

Ja

Het

(system)>  hostname chostname>

(system)> no hostname

AprymeHT 3HauyeHue |OnucaHue

hostname CTpoka MIMs1 XoCTa cuCTeMBbI.

(system)> hostname KN1010
Core::System: :Hostname: The host name set.

(system)> no hostname
Core::System: :Hostname: The host name reset.

Bepcus OnucaHve

2.00 Jlo6baBneHa komaHaa system hostname.
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3.144.11 system led

OnucaHune HactponTb NHAMKATOPLI 06LLIEr0 Ha3HavYeHs. 10 yMONYaHWIO MHANKATOPbI
FN_1 1 FN_2 noka3blBatoT COCTOSAAHME YCTPOMCTB, MOAKIHOUEHHbIX K MOpTam
USB_1 n USB_2.

KomaHga ¢ npednkcom no oTMeHsAET HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncnc (system)>  led <led> indicate «controls
(system)>no led [ <led> [ indicate] ]
AprymeHTbI AprymeHT 3HaueHue OnucaHue
led FN 1 Ha3BaHVe nHanKaTopa.
FN 2
control UpdatesAvailable NHankaTop coobLuaet, UTo ecTb
06HOBNEHUSA ANA BaLLEro
ycTpoiicTBa.
BackupWan VIHAMKaTOp MokasbIBaeT, YTo B

JAaHHbIA MOMEHT aKTUBHbIM
ABNAETCA pe3epBHOe
noaknr4yeHme.

SelectedWan MHavkaTop nokasbiBaeT
cocTosHne nHTepdeiica,
YKa3aHHOro npv nomoLum
komaHgpl interface led wan.

SelectedSchedule MHavikaTop nokasbiBaeT
COCTOsIHME 3anJ1aHNPOBAHHOIO
CO6bITUSA, yKa3aHHOro npu
nomoLum komaHzabl schedule led.

OpkgLedControl VHAnKaTop nokasbiBaeT cTaTyc
opkg.
UsblPortDeviceAttached|/HAMKaTOP NOKasbiBaeT
COCTOsIHME YCTPOICTBA,
noAkJrouyeHHoro Kk nopty USB_1.

Usb2PortDeviceAttached |VIHAMKaTOp noka3sbiBaeT
COCTOSIHME YCTPOWCTBA,
noakntoyeHHoro Kk nopty USB_2.

indicate KnwyeBoe cnoBo [MONHOCTBLIO OTKAHOUUTb
WHANKATOP.
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Mpumep

WcTopusa nsmeHeHum

(system)> led FN_1 indicate BackupWan
Peripheral: :Manager: "BackupWan" control bound to "FN 1" LED.

(system)> led FN_2 indicate SelectedWan
Peripheral: :Manager: "SelectedWan" control bound to "FN 2" LED.

(system)> no led FN_1 indicate
Peripheral: :Manager: "FN 1" LED control binding removed.

(system)> no led FN_1
Peripheral::Manager: "FN 1" LED control binding reset to default.

Bepcus OnucaHue

2.08 JobasneHa komaHaa system led.

3.144.12 system led power schedule

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

MpncBonTL pacnucaHve Ana paboTbl CBETOAVNOAHbLIX MHANKATOPOB Ha
ycTponcTtBe. [Nepes BbINOHEHEM KOMaHAbI pacnvcaHne A0XKHO 6bITb
CO3JaHO N HaCTPOeHO Npu nomoLLm koMaHapel schedule action.

KomaHga c npedrKcoM nNo paspbiBaeT CBA3b MexXAy pacnncaHemM 1 paboToi
NHANKATOPOB.

Ja

Ja

Het

(system)>  led power schedule <schedule»

(system)> no led power schedule

AprymeHT 3HayeHue OnuncaHwue

schedule Pacnucaune |HasBaHMe pacnncaHums, CoO3gaHHOro npu
nomMoLum rpynnel KoMaHa schedule.

(system)> led power schedule schedulel
Core::Peripheral: :Manager: Set LED power schedule "schedulel".

(system)> no led power schedule
Core::Peripheral: :Manager: Clear LED power schedule.

Bepcus OnucaHve

3.06 [JobaeneHa komaHza system led power schedule.
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3.144.13 system led power shutdown

OnucaHue BbIKNOUNTE CBETOAMOAbI Ha YCTPOMCTBE.
KomaHga ¢ npedrnKcom no BKIOYAET CBETOANOALI.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (system)>  led power shutdown anode»

(system)> no led power shutdown

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

mode all BbIK/1HOUNTL BCe CBETOAVOAbI.

front BbIKAOUNTB CBETOAMOAbI Ha NepeaHeli
naHesnu,

back BbIKNOUNTL CBETOAMOAbI Ha 3aHE NaHenn.

Mpumep (system)> led power shutdown all
Core::Peripheral::Manager: Set LED shutdown mode to "all".

(system)> no led power shutdown
Core::Peripheral: :Manager: Set LED shutdown mode to "none".

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.06 JobasneHa komaHaa system led power shutdown.
MpeablayLiee HazBaHMe KoMaHAbl system led shutdown.

3.144.14 system log clear

OnucaHwue OUNCTUTb CUCTEMHbIA XypHaI.
MNpejukc no Het
MeHsieT HacTpovikm  Hert
MHorokpaTHbIi BBog, Het

CuHoncuc I (system)>  log clear

MNpumep (system)> log clear
Syslog: the system log has been cleared.

Giga (KN-1011) — CnpaBOYHVK KOMaHZ, 593



naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaeneHa komaHza system log clear.

3.144.15 system log reduction

OonucaHue BkNOUMTE COKpaLLieHVe MOBTOPHbIX COOBLLEHNIA B CUCTEMHOM XYypHare. Mo
YMOJIYaHUNIO NMapameTp BKIHOYUEH.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (system)>  log reduction
I (system)> no log reduction
Mpumep (system)> log reduction
(system)> no log reduction
VlCTOleﬂ U3MeHeHU Bepcmﬂ onvcaHue

2.04 Jlo6aBneHa komaHaa system log reduction.

3.144.16 system log server

OnucaHune J06aBUTb yaneHHbIl cepsep A1 XpaHeHWs CUCTEMHOIO XypHana.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (system)>  log server «addresss [: ports]
(system)> no log server [ <address: [: port>]]
AprymeHTbI AprymeHT 3HaueHune OnucaHue
address IP-agpec Aapec yaaneHHOro cepsepa AN
XpaHeHUsA CUCTEMHOrO XYypHarna.
port lenoe uucro Homep nopTa yaaneHHoro
cepsepa.
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Mpumep

WcTopusa nsmeHeHum

(system)> log server 192.168.1.1:8080
Syslog: server 192.168.1.1:8080 added.

Bepcus

OnucaHmne

2.00

JobasneHa komaHaa system log server.

3.144.17 system log suppress

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

3.144.18 system mode

OnuncaHwne

Mpe¢ukc no

[lo6aBuTb NpaBnIo NoAaBNEHNSA COOBLLEHWIA.

KomaHga c npedurKcom no yaansiet npasuso.

Ja
Ja
Aa

(system)>

log suppress <ident»

(system)> no log suppress [ <ident> ]

AprymeHT

3HayeHue

OnuncaHue

ident

CTpoka

NaeHTndurkaTop npotiecca, CoobLLeHs
KOTOPOro HYy>HO NOAaBUTb.

(system)> log suppress kernel
Core::Syslog: Added suppression "kernel".

(system)> no log suppress kernel
Core::Syslog: Deleted suppression "kernel".

(system)> log suppress transmissiond
Core::Syslog: Added suppression "transmissiond".

(system)> no log suppress transmissiond
Core::Syslog: Deleted suppression "transmissiond".

Bepcus

OnucaHmne

2.04

JobaBneHa

KoMaHZa system log suppress.

BbibpaTb pexum paboThl Giga.

HeTt
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

(system)>  mode wmode»

AprymeHT 3HaueHue OnucaHwue
mode router OCHOBHOI pexuMm.
client Pexum ceTesoro agantepa 4n4
noAaxntoyeHus yctpoincte Ethernet
K ceTn Wi-Fi.
repeater Pexxum ycnnntensa gns

pacwupeHuns cetn Wi-Fi ¢
NoMOLLbI0 6ecnpoBOAHOroO
coefViHeHus.

ap Pexunm Toukm goctyna ans
pacwupeHus cetn Wi-Fi ¢
nomoLlbio NnpoBogHoro Ethernet
coeIHeHNs.

(system)> mode repeater
Core::Mode: The system switched to "repeater" mode, reboot the »
device to apply the settings.

Bepcus OnucaHve

2.05 [JobaeneHa komaHaa system mode.

3.144.19 system mount

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbl

MogxntounTe USB-ycTpoincTBo. 415 0TO6paXeHst NOAKIOYEHHbIX yCTPOCTB
ncnonb3yiite komaHay show usb.

KomaHgaa ¢ npedrKkcom no OTK/IYaEeT YCTPOCTBO.

Ja
Het

Het

(system)>  mount «filesystem

(system)> no mount «filesystem

AprymeHT 3HauyeHne |OnucaHue

filesystem CTtpoka HasBaHuve dalinoBoli cuctemsl ans

I'IOAK}'II-OLIEHI/IFI/OTK}'II-OLIEHI/IFI.
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naBa 3 OnncaHme KOMaHA,

Mpumep (system)> mount 9430B54530B52EDC:
Filesystem mounted

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa koMaHaa system mount.

3.144.20 system ndss dump-report disable

OnucaHwue OTKNOUNTL NPOrpaMmy yayylleHns kayecTsa. 10 ymon4aHmio HacTporika
BK/ItOYEHa.

KomaHga ¢ npednkcom no BKIKOYAET UCMONb30BaHWeE JaHHOM NporpamMmmbl.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (system)>  ndss dump-report disable
I (system)> no ndss dump-report disable
Mpumep (system)> ndss dump-report disable
Core::Ndss: Dump-reporting disabled.
(system)> no ndss dump-report disable
Core::Ndss: Dump-reporting enabled.
WcTopuns nsmeHeHWit |Bepcua onucaHue
3.05 JlobaeneHa koMaHAa system ndss dump-report disable.
MpeablgyLlee Ha3BaHWe KOMaHAbI system dump-report
disable.

3.144.21 system reboot

OonucaHue BbINonHWTL Nepesarpysky cuctemsl. Ecnm ykasaH napametp, nepesarpyska
BbINOAHUTCS 3aMN1aHMPOBAHO Yepes 3aZaHHbI HTepBan B CEKYHAAX.
Micnonb3oBaHMe KOMaHZAbI NpY yXe YCTaHOBNEHHOM TaliMepe 3aMeHsieT
CTapoe 3HaueHVe TaliMepa HOBbIM.

Micnonb3oBaHWe 3aniaHpoBaHHOW Nepesarpysky ya06HO B TOM ciyyae,
KOrAa OCyLLLeCTBNSIETCS yAaNeHHOe yripaBneHne yCTpolicTBOM, U
nonb3oBaTesto HenssecTeH 3G deKT OT MPUMEHEHUNSI KAKUX-TNBO KOMaHA,
/13 onaceHus NoTepsiTb KOHTPO/b Haj YCTPOCTBOM MO/Ib30BaTE/Ib MOXET
BK/IOUMTL 3aM1aHNPOBaHHYH nepesarpysky, kotopas cpaboTaeT yepes
3aflaHHbI MHTepBan BpeMeHW. CcTeMa BEPHETCS B MepBOHaYaibHoe
COCTOSIHME, B KOTOPOM OHa CHOBa byAeT AOCTYMHa Mo CeTw.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

KomaHaa ¢ npeprkcom no oTMeHsieT nepesarpysKky Uan yaansiet npuBasKy
K pacnucaHmtio.

Ja
Het

Het

(system)> reboot [ <intervals> | schedule <schedules]

(system)> no reboot [ schedule]

AprymeHT 3HauyeHue OnuncaHwue

interval lenoe uucno |VIHTepBan, yepes KOTOPbIV BbIMOJAHUTCS
nepesarpyska, B cekyHAax. Ecnm He ykasaH,
nepesarpyska BbIMOJIHUTCA HeMe1eHHO.

schedule Pacnucaune |HasBaHMe pacnncaHums, CoO3gaHHOro rnpu
nomMoLuy rpynnel KomaHa schedule.

(system)> reboot 20
Core::System: :RebootManager: Rebooting in 20 seconds.

(system)> no reboot
Core::System: :RebootManager: Reboot cancelled.

(system)> reboot schedule rebootroute
Core::System: :RebootManager: Set reboot schedule "rebootroute".

(system)> no reboot schedule
Core::System: :RebootManager: Schedule disabled.

Bepcus OnucaHue
2.00 JobaBneHa komaHaa system reboot.
2.12 Job6asneH aprymeHT schedule.

3.144.22 system set

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOUKMN

MHorokpaTtHbIiA BBOJ,

YCTaHOBUWTb 3HaYeHKe yKazaHHOro CUCTEMHOr0 NapameTpa 1 COXPaHUTb
N3MEeHEHUS B TeKYLLIMX HAaCTPOMKaX.

KomaHga c npedrkcom no Bo3BpaLLaeT napaMeTpy 3HaueHue, KoTopoe 6b110
YCTaHOB/IEHO MO YMONYaHWIO, 40 NEPBOro N3MEHeHWs.

Ja
Ja
Ja
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (system)>  set <name> value
(system)> no set <name
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka VaeHTndmnkaTop cMcTeMHOro napameTpa.
value Ctpoka HoBoe 3HaueHvie CUCTEMHOro NapamMeTpa.
MNpumep (config)> system
(system)> set net.ipv4.ip_forward 1
(system)> set net.ipv4.tcp_fin_timeout 30
(system)> set net.ipv4.tcp_keepalive time 120
(system)> set »
net.ipv4.netfilter.ip_conntrack_tcp_timeout_established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipv4.netfilter.ip_conntrack_max 4096
(system)> exit
(config)> show running-config
system
set net.ipv4.ip forward 1
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200
set net.ipv4.netfilter.ip conntrack udp_ timeout 60
set net.ipvé4.netfilter.ip conntrack max 4096
!
(config)>
MCTOpMﬂ N3MeHeHUnA Bepcmﬂ onvicaHue
2.00 [JobasneHa komaHaa system set.

3.144.23 system swap

OnucaHune HactpouTtb daiin nogkaukun. Ecnu daiin He HallaeH, kKOMaHAa NbiTaeTcsa ero
co3aaTb.

KomaHaa ¢ npedrKcom no oTKItoHaeT NogKauKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (system)>  swap («area> | «area) size»
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(system)> no swap

AprymeHT 3HauyeHue OnucaHwue

area Wms gaiina MNyTb K pariny nogkauku B popmaTte <file
system>:<path>.

size Lenoe umucno |Pa3mep daina nogkaykm B Kmnobaritax.

(system)> swap OPKG:/swap/swapfile 2097152
Storage: :Swap: :Manager: Swap is being initialized in background.

(system)> no swap
Storage: :Swap: :Manager: Swap area OPKG:/swap/swapfile disabled.

Bepcusa OnucaHve

2.00 JobasneHa KoOMaHAa system swap.

3.144.24 system trace lock threshold

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTb NOPOr 6/10KVPOBKU OTCIEXNBAHUSA ANA CUCTEMHbIX MOTOKOB.
Ecnn noporosoe 3HaveHme npeBbIwaeTcsd, MHGopMaLuma 06 3TOM noToke
(Hanpumep, o ceccum SCGI) coxpaHAeTCa B CUCTEMHOM XypHane. o
YMONYaHUIO, MapamMeTp OTKJIHOYEH.

KomaHga ¢ npedpurkcom no oTkarouaeT GpyHKLMIO Nopora 610KNPOBKU.
Ja
Het

HeT

(system)> system trace lock threshold «threshold>

(system)> no system trace lock threshold

AprymeHT 3HauyeHne |OnucaHue

threshold CTpoka NoporoBoe 3HayeHe B MUIICEKYHAAX.
MoxxeT npmHmmaTe 3HaveHus ot 100 go
100000000 BkoUMTENBLHO. [Oporosoe
3HayeHVe He COXpaHseTcH B
startup-config.

(system)> system trace lock threshold 100
Lockable: Set threshold to 100 ms.

(system)> no trace lock threshold
Lockable: Reset threshold.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.03 [JobaeneHa komaHaa system trace lock threshold.

3.144.25 system zram

OonucaHue Hactpolika paiina nogkaukm zRam. ECiv apryMeHT He UCNonb3yeTcs, pa3mep
daiina zRam 6yaeT ycTaHaBAMBaTbLCA aBTOMaTUYECKM.

KomaHga ¢ npedpurkcom no yaanset ¢painn NoAKauKU.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (system)> zram[<sizes ]
(system)> no zram

AprymeHTbl AprymeHT 3HaueHue |OnucaHmne

size Lenoe umucno |Pasmep daiina zRam, B kKnnobantax.
Mpumep (system)> zram

Zram: :Manager: Enabled zram swap of size 262144Kb.

(system)> no zram

Zram: :Manager: Zram swap disabled.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.09 JobaBneHa komaHAa system zram.
3.145 tools
OnucaHue JocTyn K rpynne KOMaHA 4151 TeCTUPOBaHNSA CUCTEMHOWN Cpeapbl.
Mpedukc no Het

MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het
BxoxxaeHue B rpynny (tools)

CuHoncuc I (config)>  tools
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa tools.

3.145.1 tools arping

OnucaHune JecTBre KOMaHAbl aHaIorMYHO KoMaHje tools ping, HO B oTAnYMe OT Heé
paboTaeT Ha BTOPOM ypoBHe Mogenn OSI 1 ncnonb3yet NnpoTokon ARP.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (tools)> arping<address;source-interface <source-interface [ count
«count>][wait-time wait-time> ]
AprymeHTbI AprymeHTt 3HayeHue |OnucaHune
address IP-agpec OnpawwnBaemsblii IP-agpec.
source-interface|lms Nms nHTepdelica-ncToHHMKa 3anpocoB.
MHTeppelica
count lenoe u4ucno |Konn4yectso 3anpocos. Ecav He ykasaHo,
KOMaHAa byaeT paboTaTb A0 NpepbiBaHNUS
nosb30BaTeNeM.
wait-time Uenoe uucno |MakcmmanbHoe BpeMsi OXUAaHUA OTBETa,
yKa3blBaeTCq B MUAINCEKYHAAX.
Mpumep (tools)> arping 192.168.15.51 source-interface Home count 4 »
wait-time 3000
Starting the ARP ping to "192.168.15.51"...
ARPING 192.168.15.51 from 192.168.15.1 bro.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
Sent 4 probes, received 2 responses.
Process terminated.
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JlobasneHa koMmaHga tools arping.

3.145.2 tools ping

OnucaHwue OTnpaBuTb 3anpockl Echo-Request npoTtokona ICMP ykazaHHOMY y3ny ceTun
1 3apuKcMpoBaTh NoctynawLme oteeTbl Echo-Reply. Bpemsa mexay
OTMpaBKoM 3anpoca 1 noayyeHnem otseta Round Trip Time (RTT) no3sonsiet
ornpeaenaTb 4BYCTOPOHHME 3a4ePXXKM MO MapLUPYTY 1 YacTOTy NoTepun
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naBa 3 OnncaHme KOMaHA,

MakeToB, TO CTb KOCBEHHO OMNpeAeNsiTb 3arpy>KeHHOCTb Ha KaHanax nepesayn
AAHHBIX 1 MTPOMEXYTOUHbIX YCTPOMCTBAX.

MonHoe otcyTcTBME ICMP-0TBETOB MOXET TakKe 03HayaTb, UTO YAANEHHbIN
y3en (MNn Kakon-n1nmbo 13 NPOMEXYTOUHbIX MapLUpPyTN3aToOpPOB) 610KNpyeT
ICMP Echo-Reply nnn nrHopupyet ICMP Echo-Request.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

CuHoncuc (tools)>  ping <host> [ count «count>][ size packetsizes]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHune

host Crpoka JomeHHoe rma nnn IP-agpec xocTa.

count lenoe uucno |Konnyectso 3anpocos ICMP Echo. Ecan
He yKa3aHo, KoMaHja byaeT paboTaTtb A0
npepbiBaHNA NoJib30BaTeNeMm.

packetsize lenoe uucno |Pazmep nons aaHHbix ICMP Echo-Request
B 6aiTax. [lo ymon4aHmio — 56, 4To

BMecTe C 8-6aliTOBbIM 3aro/IoBKOM 3ajaeT
pasmep ICMP-nakeTa — 64 6aiiTa.

NMpumep (tools)> ping 192.168.1.33 count 3 size 100
Sending ICMP ECHO request to 192.168.1.33
PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.
100 bytes from 192.168.1.33: icmp reg=1, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp req=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp req=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,
0 duplicate(s), time 2002.65 ms.
Round-trip min/avg/max = 1.06/1.49/2.35 ms.
Process terminated.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobasneHa KomaHga tools ping.

3.145.3 tools ping6

OnucaHwue OTtnpaeuTb 3anpockl Echo-Request npotokona ICMPv6 ykazaHHOMY y31y
ceTu 1 3adpumKcmpoBaTh noctynarLme oteeTbl Echo-Reply. Bpemsa mexay
OTMpaBKoM 3anpoca 1 noayyeHem oteeta Round Trip Time (RTT) no3sonser
onpesenaTe 4BYCTOPOHHME 3aePXXKM MO MapLUPYTY 1 4acToOTy NoTepun
NaKeToB, TO eCTb KOCBEHHO OMNpeAeNaTh 3arpy>XeHHOCTb Ha KaHanax nepegaymn
AAHHbBIX M TPOMEXYTOYHbIX YCTPOicTBaXx.
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naBa 3 OnncaHme KoMaHp,

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

MonHoe oTcyTcTBME ICMPV6-0TBETOB MOXET Tak)Ke 03HayaTb, YTO YAANEHHbIN
y3en (MAn Kakon-n1nmbo 13 NPOMEXYTOUHbIX MapLUpPyTN3aTOPOB) 610KMpyeT
ICMP Echo-Reply nan nrHopupyet ICMP Echo-Request.

Het
Het

Het

(tools)>  ping6 <hosts [ count «count> ][ size packetsizes]

AprymeHT 3HayeHne |OnucaHve
host CTpoka JomMeHHoe umsa unm IPve-agpec xocTa.
count Uenoe umncno |Konnyectso 3anpocos ICMPv6 Echo. Ecin

He yKa3aHo, KoMaHja byaeT paboTaThb A0
npepbIBaHUs NOIb30BaTeNEM.

packetsize UYernoe uucno |Pasmep nong gaHHbIx ICMPv6
Echo-Request B 6atiTax. 1o ymonyaHuo —
56, UTO BMeCTe C 8-6al1TOBbIM 3ar0/10BKOM

3agaeT pa3smep ICMPv6-nakeTa — 64
6aliTa.

(tools)> ping6 fd4b:fl2b:5d59:0:1108:4407:b772:20cd count 3 size »
100

Sending ICMPv6 ECHO request to »

fd4b: f12b:5d59:0:1108:4407:b772:20cd

PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=1, ttl=64, »
time=7.18 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=2, ttl=64, »
time=8.42 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=3, ttl=64, »
time=1.51 ms.

--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.61 ms.

Round-trip min/avg/max = 1.51/5.70/8.42 ms.

Process terminated.

Bepcus OnucaHve

2.00 Jlo6baBneHa komaHga tools ping6.
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naBa 3 OnncaHme KOMaHA,

3.145.4 tools traceroute

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

MokasaTb MapLLpPYT K CETeBOMY XOCT.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

(tools)>  traceroute <hosts [count «counts] [interval <intervals]
[wait-time wait-times] [packet-size packet-sizes]
[max-ttlmax-ttD][port porty][source-address «source-address:]
[source-interface «<source-interfaces] [type <types] [tos «tos>]

AprymeHT

3HauyeHve

OnucaHwune

host

Crtpoka

Vimsa ueneBoro xocTa.

count

Lenoe uucno

Konnyectso npoBepoYHbIX
rMakeToB 3a oAuH npoxoga. Mo
YMOJIHaHWUIO 3HayYeHne — 3.
3HauyeHwue AOSIKHO bbITb B
AvanasoHe [1;10].

interval

Lenoe uucno

Bpems B cekyHAax Mexay
OTNPaBKOW NakeToB. 3HayYeHne No
ymMosiYaHuio — 0. 3HaueHune
JO/MKHO 6bITb B AnanasoHe [0;15].

wait-time

Llenoe uucno

Bpemsa oxungaHuna peakumm Ha
MPOBEpPOYHbI NaKeT (B cekyHAax).
3HayeHve no ymonyaHuwo — 1.
3Ha4veHue J0KHO 6bITh B
AvanasoHe [1, 15].

packet-size

Lenoe uucno

Pasmep naketa cornacHo
npoTokoJy type.

[ns Tvna tcp pa3smep naketa no
YyMONYaHWIO cocTaBnsaer 52.
[nanasoH 3HayveHui [52].

[nsa Tmnos udp v icmp pasmep
naketa no yMoJ/l4aHWIO COCTaBNsAeT
60. lnanasoH 3HayYeHU
[28;65535].

max-ttl

Lenoe uucno

MakcrmManbHoe Konm4yecTso
MPOXOA0B (3HayeHve
MaKCUMaJIbHOro CPOKa XN3HW)
TPacCcMpoBKN. 3HaYEHMe Mo
yMonyaHuto — 30. 3HaueHue
AOJIKHO 6bITh B AMana3oHe [1;255].

port

Lenoe uucno

MopT Ha3HaveHMs.
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HaueHue OnucaHwue

Ana Tnna tcp No yMon4aHuio
ncnosnb3yetcd nopt 80.

[na Tmna udp No yMon4aHuio
ncnonb3yercs nopt 33434,

[na Tmna icmp No ymMonyaHuio
ncnonb3yetcs nopt 1.

source-address CTpoka Aapec ncxogsauiero nHTepdeinca

source-interface CTpoka VHTepdelic ana ncnonb3oBaHUA B
KauecTBe MHTepdelica-ncTouHmMKa
B NCXOAALLMX NakKeTax.

type tcp TCP npoToKkon.
udp UDP npotoko. Ncnonb3yeTtcs rno
YMOJTHaHMIO.
icmp ICMP npoTokon.
tos enoe uucno Tun O6cny>xmMBaHUs. 3HaveHme rno

yMosidaHuio — 0. 3HaueHune
JIOJI)XHO 6bITb B AnanasoHe [0;255]

Npumep (tools)> traceroute ya.ru count 5 interval 5

starting traceroute to ya.ru...
traceroute to ya.ru (213.180.193.3), 30 hops maximum, 60 byte
packets.

1 192.168.111.1 (192.168.111.1) 0.958 ms 0.885 ms 2.946 ms
11.275 ms 10.934 ms

2 testl.ru (193.0.111.3) 9.125 ms 7.263 ms 5.352 ms 2.146 »
ms 12.224 ms

3 test2.ru (193.0.111.2) 11.610 ms 9.378 ms 7.236 ms 15.399
ms 6.327 ms

4 178.108.133.57 (178.108.133.57) 4.325 ms 20.235 ms 10.831
ms 8.463 ms 7.232 ms

5 iki-crs.comcor.ru (62.117.100.134) 5.153 ms 10.526 ms »
5.738 ms 3.137 ms 13.886 ms

6 213.79.127.21 (213.79.127.21) 30.260 ms 2.883 ms * 27.922 »
ms 3.487 ms

7*****

8 fol2-c4-ae8.yndx.net (87.250.239.80) 9.815 ms 8.340 ms »
fol5-c2-ae7.yndx.net (87.250.239.84) 5.451 ms 3.637 ms 5.221 ms
9 * fol5-c2-ael5.yndx.net (87.250.239.24) 2.990 ms * 19.063 »
ms *

10 * * * www.yandex.ru (213.180.193.3) 2.017 ms *

process terminated

v

v

\J

v

MCTOpMﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa tools traceroute.
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3.146 torrent

OnucaHune JocTyn K rpynne KoMaHA AN1s HacTpoiku napameTpos BitTorrent.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

BxoxxaeHue B rpynny (config-torrent)

CnHoncuc (config)>  torrent
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa koMmaHaa torrent.

3.146.1 torrent directory

OnucaHune Yka3aTb nanky 415 3arpyxaemsbix ¢ainnos. Eciv nanka He HainaeHa, KOMaHAa
nblTaeTcs ee co3aath.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-torrent)>  directory «directory:

(config-torrent)> no directory

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

directory CTpoka MyTb K Nanke c ykasaHueMm ¢dalinosoii
cucteMbl. ParinoBble cMcTeMbl — temp:,

system:, flash:, sys:, proc:, usb:.

MNpumep (config-torrent)> directory »
46E243F4E243E6B1: /components/transmission/

(config-torrent)> no directory

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobasneHa KoMaHga torrent directory.
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3.146.2 torrent peer-port

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YKaszaTb NopT 414 yAaneHHoro ysna. [1o yMoi4aHunto 1cnonb3yerca nopt
51413.

HeTt

Ja

Het

(config-torrent)>  peer-port «port>

AprymeHT |3HauyeHue OnucaHve

port lenoe uncno |Bxoasawmin npomokosa TCP nopT
npocnyLvBaHusa. MoxXeT NpUHUMaTh 3HaueHus
ot 1024 o 65535.

(config-torrent)> peer-port 11122
Torrent::Client: Peer port changed to 11122.

Bepcus OnucaHve

2.00 Jlo6aBneHa koMaHga torrent peer-port.

3.146.3 torrent policy

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

HasHaunTb Npodunb AocTyna Ansa knmeHTa BitTorrent.

KomaHga c npedurkcom no npedurkca yaanseT ykasaHHbIn npodub goctyna
Ans knneHTa BitTorrent.

Ja

Aa

Het

(config-torrent)>  policy «policy»

(config-torrent)> no policy

AprymeHT 3HauyeHue OnuncaHwue

policy Mpogunb HassaHune npoduns gocryna.
jocrtyna

(config-torrent)> policy PolicyNaN
Torrent::Client: Policy PolicyNaN applied.
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(config-torrent)> no policy
Torrent::Client: Policy cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.01 JobasneHa KomaHaa torrent policy.

3.146.4 torrent reset

OnucaHwne C6pocnTb HacTpoOlikn knvneHTa BitTorrent.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(config-torrent)> reset

Mpumep (config-torrent)> reset
Torrent::Client: Reset performed.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.10 JobaBneHa komaHAa torrent reset.

3.146.5 torrent rpc-port

OnucaHwue Ha3HaunTb nopT RPC. [To yMONYaHWIO NCNOJIb3yeTcd 3HaueHve 8090.
Mpe¢ukc no Het

MeHsieT HacTpoiiku  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-torrent)> rpc-port port; [public]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
port lenoe 4ucrno |Homep RPC noprta. MoxeT npnHMMaTh
3HayveHusa ot 1024 po 65535.
public Knoyesoe Joctyn K ynpasneHuto BitTorrent-kineHTom
C/I0BO nocpeacTBOM Ny6ANYHBIX MHTepdEencoB.
NMpumep (config-torrent)> rpc-port 9945

Torrent::Client: RPC port changed to 9945 (private).
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(config-torrent)> rpc-port 9945 public
Torrent::Client: RPC port changed to 9945 (public).

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa KomaHaa torrent rpc-port.

3.147 udpxy

OnucaHune JocTyn K rpynne KoOMaHA AN1s HaCTPOMKY NapamMeTpoB udpxy.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (udpxy)

CuHoncuc (config)> udpxy
WcTopuns nsmeHeHunit |Bepcus onucaHue
2.03 JobaBneHa komaHAa udpxy.

3.147.1 udpxy buffer-size

OnucaHue YcTaHoBUTL pasmep bydepa udpxy. o yMONUYaAHMIO NCMONb3YETCA 3HaYeHNe
2048.

KomaHga ¢ npedurkcom no cbpacbiBaeT pasmep bydepa B 3HaveHume no
YMONYaHWUIO.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (udpxy)> buffer-size«<size
(udpxy)> no buffer-size
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
size lenoe uucno |Pasmep bydepa B 6ainTax. MoxeTt
npuHMMaTbL 3HayeHusa ot 1 go 1048576.
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Mpumep (udpxy)> buffer-size 500
Udpxy: :Manager: a buffer size set to 500 bytes.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 Job6asneHa komaHaa udpxy buffer-size.

3.147.2 udpxy buffer-timeout

OnucaHwne YCTaHOBUTbL TaillM-ayT AN XpaHeHUs AaHHbIX B bydepe udpxy. Mo ymonyaHumo
ncnosb3yeTcsd 3HaveHne 1.

KomaHga ¢ npedunkcom no yctaHaBAMBaET TallM-ayT MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (udpxy)>  buffer-timeout «timeout>
(udpxy)> no buffer-timeout
AprymeHTbI AprymeHT 3HaueHme |OnucaHue
timeout lenoe umcno|3HauyeHue TalimM-ayTa B cekKyHAax. MoxeTt
NPUHNUMAaTbL 3HayveHus oT -1 4o 60. -1 —
HeorpaHWYeHHbI TalimM-ayT.
Mpumep (udpxy)> buffer-timeout 10
Udpxy: :Manager: a hold data timeout set to 10 sec.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.04 Job6asneHa komaHaa udpxy buffer-timeout.

3.147.3 udpxy interface

OnucaHwue CBs3aTb Udpxy € yKa3aHHbIM NHTepdericoM. o yMonuyaHuio NnpuBsa3sKka He
HacTpoeHa 1 UCMOo/b3yeTcsa TeKyLee NoAKNOUYEeHNE K UHTEPHETY.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme no yMOAYaHUIo.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(udpxy)> interface <interface»

(udpxy)> no interface

AprymeHT (3HauyeHue OnucaHwue

interface |Wms uHTepgelica|llonHoe nmsa nHTepdenca Nan NCEBAOHNM.
CnncokK AOCTYMNHbIX NHTEP$EencoB MOXHO
YBUAETL C MOMOLLbIO KOMaHAbl interface
[Tab].

(udpxy)> interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint

(udpxy)> interface ISP
Udpxy: :Manager: bound to GigabitEthernetl.

Bepcus OnucaHve

2.02 Jlo6aBneHa komaHaa udpxy interface.

3.147.4 udpxy port

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn

YcTaHoBWUTL NopT gna HTTP-3anpocoB. 10 yMon4aHuio NCnob3yeTca
3HayeHve 4022.

KomaHga ¢ npednkcom no BO3BpALLLAET 3HaUeHme No YMOHaHMIo.
Ja
Aa

MHorokpaTtHbIiA BBOog, Het

CuvHoncuc

I (udpxy)>  port port>

I (udpxy)> no port
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HayeHue |OnucaHue

port lenoe 4ucno |Homep nopta. MoxeT NpUHMMaTL

3HauyeHus ot 0 go 65535.

(udpxy)> port 2323
Udpxy: :Manager: a port set to 2323.

Bepcus OnucaHve

2.03 JobasneHa koMmaHaa udpxy port.

3.147.5 udpxy renew-interval

OnucaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

YCTaHOBUTb nepunoj BO306HOB/IEHNS NnoANMNCKN Ha MY/IbTUKACT-KaHain. Mo
YMONYaHW0 NCNONb3YeTCA 3HaYeHe 0, To eCTb MoAnmcka He BO306HOBNSAETCS.

KomaHza ¢ npe$rKkcom no Bo3BpaLLaeT 3HaueHne o yMoUYaHuIo.
Ja

Ja

Het

(udpxy)>  renew-interval <renew-intervals

(udpxy)> no renew-interval

AprymeHT 3HayeHne |OnucaHve

renew-interval |Uenoe uucno |lepmnog BO306HOBAEHNS NOAMNCKA B
cekyHAax. MoxeT npnHMMaTh 3HaUYeHus
o1 0 go 3600.

(udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.

Bepcus OnucaHve

2.03 JobasneHa komaHaa udpxy renew-interval.

3.147.6 udpxy timeout

OnuncaHwne

YCTaHOBUTb TaI7IM-ayT coegnHeHus. Mo YMONYaHNIO NCMNOJIb3yeTCA 3Ha4YeHne
5.

KomaHga ¢ ﬂpeq)I/IKCOM No BO3BpallaeT 3HayeHne no yMmoad4aHuio.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (udpxy)>  timeout <timeout>
(udpxy)> no timeout

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

timeout Lenoe umucno|3HayeHve TalimM-ayTa B cekyHAax. MoxeTt

NpMHMMaTbL 3HayeHwsa ot 5 go 60.

Mpumep (udpxy)> timeout 10

Udpxy: :Manager: a stream timeout set to 10 sec.
VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.03 JobasneHa komaHaa udpxy timeout.

3.148 upnp forward

OnucaHue Jo6aBuTb NnepeHanpasnstoLlee npasuno UPnP.
KomaHga ¢ npedunkcom no yaanaeT npasuio U3 crmcka.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Tun nHtepdeiica IP

CuHoncuc (config)> upnp forward protocols [ interface]<address: port»

(config)> no upnp forward [ <indexs | («protocols <caddress; port>)]

AprymeHTbI AprymeHTt 3HaueHue ‘Onmcal-me

protocol tcp JobaBuTb/yaanutb NpaBuno Ans
npomokosaa TCP.

udp Jo6aBuTb/yaanuTb NpaBuo Ans
npomokosaa UDP.

interface Nms ByaeT gobasneHo NpaBuIo AN
uHTepgeiica |yKasaHHOro nHTepoerica.

address IP-agpec byneT fobaBneHo/yaaneHo NpaBuio ANs
yKasaHHoro IP-agpeca.

61 4 CnpaBoyHuK KoMaHa — Giga (KN-1011)




naBa 3 OnncaHme KOMaHA,

AprymeHT 3HayeHue |OnucaHue

port Lenoe uncno |ByaeT ao6aBneHo/yzaneHo npaBuio Ans
yKasaHHOro nopTa.

index lenoe uucrno |byaet yaaneHo npaBuiio C yKkazaHHbIM
NopsAAKOBLIM HOMEPOM.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa upnp forward.

3.149 upnp lan

OnucaHue Yka3zaTb LAN-uHTepdelic Ha KOTOpOM 3anyLieHa ciyxba UPnP. Cnyxba
paboTaeT TONbKO AN OAHOIO CerMeHTa CeTu.

KomaHga ¢ npedrnkcom no oTMeHseT HaCTPOIKY.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CnHoncuc (config)>  upnp laninterface

(config)> no upnp lan

AprymeHTbI AprymeHT |3HaueHue OnucaHue

interface |Wms uHTepgelica|llonHoe nmsa nHTepdeinca Nan NCEBAOHNM.
CnncokK AOCTYMHbIX NHTEPPEencoB MOXHO
YBUAETL C MOMOLLBbI0 KOMaHAbl interface
[Tab].

Mpumep (config)> upnp lan [Tab]

Usage template:
lan {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
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UcTopuns nameHeHuii

3.150 upnp

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

WifiMaster0/AccessPointl

GuestWiFi

(config)> upnp lan PPTPO
using LAN interface: PPTPO.

Bepcus OnucaHve
2.00 [JobaeneHa komaHza upnp lan.
redirect

Jo6aBuTb NpaBuao TpaHcaauum UPnP nopTa.

KomaHAa ¢ npeprkcom no yganseT npaBuio 13 cnmcka. Ecnv BbINonHWTL
KOMaHzy 6e3 apryMeHTa, To BeCb CMNCOK NpaBua 6yaeT OUULLEH.

Ja
Aa
Ja
IP

(config)>  upnp
to-port]

(config)> no upnp

1

redirect protocol> <interface> <port, <to-address; [

redirect [and forward | [«index; | («protocols> ports)

AprymeHT 3HaueHue ‘OnmcaHme
protocol tcp JobaBuTb/yaanuTb NpaBuio Ans
npoTtokona TCP.
udp Jo6aBuTb/yaanuTb NpaBuo ans
npoTtokona UDP.
interface Nmsa byseT fobaBneHO NpaBuo ANs
MHTepgesica |yKasaHHOro nHtepoerica.
port lenoe uucno |bypet pobaBneHo/yaaneHo npaBuio ans
yKa3aHHOro nopra.
to-address IP-agpec Byaet gobasneHo/yaaneHo NpaBuIo 4ns
yKa3aHHOro agpeca HasHa4veHus.
to-port lenoe uucno |bypet pobaBneHo/yganeHo npaBuio ans

YKa3aHHOro nopTa Ha3Ha4YeHUA.

and forward

KnyeBoe
CcJ/10BO

Cnwnckn npasuna nepecbiikKn n
nepeHanpasneHvs 6yayT yAaneHsl.

index

Lenoe u4ucno

ByaeT yaaneHo npaBuio ¢ ykasaHHbIM
NopsiZAKOBbLIM HOMEPOM.
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UcTopuns nameHeHuii

3.151 user

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHwue B rpynny

CuHoncuc

AprymeHTsl

WcTopusa nsmeHeHum

Bepcusa

OnucaHwmne

2.00

[JobaeneHa komaHaa upnp redirect.

JocTyn K rpynne KOMaHz ANst HACTPOWMKM NapameTpoB YUYETHON 3anmncu

nonb3osaTtensd. Ecam y4€THad 3anncb He HallgeHa, KOMaHja NbiTaeTcs ee

co34aThb.

MpnmeyaHwue:

KomaHaa ¢ npepunKcom no yaanseT y4eTHyH 3anncb Nonb3oBaTens.

Ja
Ja
Ja

(config-user)

(config)>

user <name>

(config)> no user name>

YueTHas 3anunchb C 3ape3epBMPOBAHHLIM MeHeM admin He
MOXeT bbITb yaaneHa. Kpome Toro, y nonb3oBaTtens admin
Henb3s yAanuTb NpaBo AOCTyMNa K KOMaHAHOM CTpOKe.

AprymeHT 3HaueHue |OnucaHue

name CTpoka Mms nonb3oBarens.
Bepcus OnucaHve

2.00 JobaBneHa KOMaH/a user.

3.151.1 user home

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

HasHauuntb AOM3UJHI/II7I KaTanor nojib3oBaTtens.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Ja
Ja

Het

I (config-user)>

home <directory>
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-user)> no home

AprymeHT 3HayeHue |OnucaHue

directory CTpoka MyTb K AOMaLLHeMYy KaTanory Ans cepsepos
FTP, SFTP n WeDAV.

(config-user)> home files_ssd:/
Core::Authenticator: "test" user root directory set to »
"files ssd:/".

(config-user)> no home
(config-user)>

Bepcus OnucaHve

3.04 JobaBneHa komaHaa user home.

3.151.2 user password

OnuncaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

AprymeHTbI

YKa3aTb naponb nosb3osatens. [Naponb xpaHuTtca B Buae MD5-xewua,
BbIYMNC/IEHHOIO N3 CTPOKW «user:realm:password». realm 3TO Ha3BaHue
MoZenu ycTpoiicTea 13 daiina startup-config. txt.

KomaHza NprvHMMaeT apryMeHT B BUAE OTKPbITOM CTPOKWN U 3HaYEHWs
xew-GyHKUMN. COXpaHeHHbIN Naponb NCNONb3yeTcs ANs ayTeHTUdUKaLmn
nonb3oBaTesns.

KomaHaa ¢ npeprkcom no yaanseT naposb, YTo6bl Nob30BaTeNb MOT
MOMY4YMTb JOCTYN K YCTPOCTBY 6€3 ayTeHTMUdUKALMN.

Ja
Aa
Het
(config-user)>  password ( md5 <hash> | passwords)

(config-user)> no password

AprymeHT 3HaueHue |OnucaHue
hash Ctpoka 3HayveHvie MD5-xewwa.
password CTpoka 3Ha4veHne Napons B OTKPbLITOM BUAe, N3

KOTOPOro aBTOMaTn4eCK BblYNCNAETCA
3Ha4eHWne Xella.
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Mpumep (config-user)> password 1111
Core::Authenticator: Password set has been changed for user »
"test".

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.00 JobasneHa komaHaa user password.

3.151.3 user tag

OonuncaHmne MpUCBONTL YHETHOI 3anucK creumnanbHyo MeTKy, Han4vme KOTOpoi
npoBepsieTcs B MOMEHT aBTOpPM3aLnn NoNb30BaTeNs U BbINONHEHUN UM
NobbIX feNncTBMiA B cucTeMe. Habop AoMNyCTUMbIX 3HaYEHUIN MeTKU 3aBUCUT
OT GYHKLMOHANBHbBIX BO3MOXHOCTEl cncTembl. MNMoAHbIN CNMCOK NpuBeaeH
B Tabnumue Huxe.

OpHoi yquHOVI 3afncn MO>XHO Ha3Ha4YUTb HECKOJ/IbKO pa3HbIX METOK, BBOAA
KOMaHA4Yy MHOIOKpaTHO. Ka>|<,u,yro MeTKY MO>XHO pacCMaTpuBaTb KakK
npeaocraBneHne nnm orpaHmn4yeHme onpeageneHHbIX npas.

KomMaHgaa c npedurKkcom no yaanseT 3aZlaHHY MeTKY.

MNpuMeyaHune:  YyeTHoOV 3anmncy admin Henb3sA NpMCcBONTEL MeTKy readonly
1 yaanutb MeTky cli nam ssh.

Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config-user)>  tag (tag»
(config-user)>no tag [ <tag> ]
AprymeHTbI AprymeHT |3HauyeHune onucaHue
tag cli JocTtyn Kk komaHaHom ctpoke (TELNET n SSH).
readonly 3anpeT BbINOJIHEHVA KOMaHJ, MEeHSOLLUX
HaCTPOMKMW.

http-proxy Joctyn K HTTP proxy.

http Joctyn K Web-nHtepdeiicy.

afp Joctyn K USB xpaHunuwy Yepes Apple File
Protocol.

printers Joctyn Kk USB-npuHTEpam no npoToKoy
SMB/CIFS.

cifs Moaknto4veHme K cnyxxbe dpainnos n

npuHTepoB Windows.
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Mpumep

AprymeHT |(3HayeHue OnucaHwue
vpn-dlna MoakntoueHwe kK DLNA ans TyHHenein PPTP,
L2TP/IPSec, SSTP.
ftp MNoakntoveHwe K BctpoeHHoMyY FTP-cepsepy.

ipsec-xauth

MoakntoYeHne K BCTPOEHHOMY
IPsec/XAuth-cepBepy.

ipsec-12tp MoaxkntoueHre K BCTPOEHHOMY
L2TP/IPSec-cepsepy

opt JocTyn K cepBucam Nog ynpaBaeHUsMm
OptWare.

sftp Joctyn K dannoBomy cepBepy SFTP.

sstp MoaknoYeHMe K BCTPOEHHOMY
SSTP-cepBepy.

torrent Bxog B nHTepderic ynpaBieHns KINEHTOM
dalinoobmeHHbIX ceTeli BitTorrent.

vpn MoaknoveHme K BCTPOEHHOMY
PPTP-cepBepy.

webdav Joctyn Kk dainoBomy cepsepy WebDAV.

(config-user)> tag cli
Core::Authenticator: User "admin" tagged with "cli".

(config-user)> tag readonly
Core::Authenticator: User "my" tagged with "readonly".

(config-user)> tag http-proxy
Core::Authenticator: User "admin" tagged with "http-proxy".

(config-user)> tag http
Core::Authenticator: User "admin" tagged with "http".

(config-user)> tag afp
Core::Authenticator: User "test" tagged with "afp".

(config-user)> tag printers
Core::Authenticator: User "admin" tagged with "printers".

(config-user)> tag cifs
Core::Authenticator: User "admin" tagged with "cifs".

(config-user)> tag vpn-dlna
Core::Authenticator: User "enpa" tagged with "vpn-dlna".

(config-user)> tag ftp
Core::Authenticator: User "admin" tagged with "ftp".

(config-user)> tag ipsec-xauth
Core::Authenticator: User "admin" tagged with "ipsec-xauth".
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(config-user)> tag ipsec-12tp

Core::Authenticator: User "admin" tagged with "ipsec-12tp".

(config-user)> tag opt
Core::Authenticator: User "admin" tagged with "opt".

(config-user)> tag sftp
Core::Authenticator: User "test" tagged with "sftp".

(config-user)> tag sstp
Core::Authenticator: User "admin" tagged with "sstp".

(config-user)> tag torrent

Core::Authenticator: User "admin" tagged with "torrent".

(config-user)> tag vpn
Core::Authenticator: User "admin" tagged with "vpn".

(config-user)> tag webdav
Core::Authenticator: User "test" tagged with "webdav".

(config-user)> no tag readonly

Core::Authenticator: User "admin": "readonly" tag deleted.
WcTopuns nsmeHeHwii |Bepcusa onucaHue

2.00 [JlobaeneHa KomaHza user tag.

2.04 [JlobaBneHa meTka vpn.

2.06 [JobaBneHbl MeTKM opt 1 ipsec-xauth.

2.10 JobasneHa meTka http-proxy.

2.11 [JobaeneHa meTKa ipsec-I12tp.

2.12 [JlobaBneHa meTka sstp.

3.04 Jo6asneHbl MeTkn vpn-dina, sftp n webdav.

3.152 ussd send

OnucaHue OTtnpaBuTb USSD 3anpoc MO6UALHOMY onepaTopy.
MNpedukc no Het
MeHsieT HacTpovikm  Hert
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Usb

CuHoncuc I (config)> ussd<interfaces send <request>
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AprymeHTbI AprymeHT |3HaueHue OnucaHue

interface |Wmsa uHTepgelica|llonHoe nMsa nHTepdenca Nan NCEBAOHNM.
CnncoK AOCTYMHbIX NHTePHEencoB MOXHO
yBUAeTb C MOMOLLbIo KOMaHAbl interface

[Tab].
request Crpoka USSD komaHga.
Mpumep (config)> ussd UsbQmi® send *100#

request: *100#
response: Your number: +79953332211
Available: 10 dol

4.01 / 5 GB
VlCTOleﬂ MN3MeHeHUM Bepcmﬂ onvicaHue
3.05 JlobaBneHa komaHaa ussd send.
3.153 vpn-server
OnucaHwue JocTtyn K rpynne KoMaHA Ans HacTporiky napameTpos cepsepa VPN.

Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiia BBog, Het

BxoxxaeHue B rpynny (vpn-server)

CuHoncuc (config)>  vpn-server
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
2.04 JobaBneHa KOMaHga vpn-server.

3.153.1 vpn-server dhcp route

OnucaHwue HasHaunTb MapLupyT, nepesaBaeMblii Yepes coobuieHmns DHCP INFORM,
KnneHtam VPN-cepsepa.

KomaHaa ¢ npeprKcom no oTMeHsIeT Nosly4eHune ykasaHHOro MapLupyTa.
Ecnu BBeCTM KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMEHEHO NoJlyYeHme Bcex
MapLUpYTOB.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a
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MHorokpaTHbIl/i BBog, /[la

CuHoncnc (vpn-server)>  dhcp route caddress> inask»

(vpn-server)>no dhcp route [ <address» mask> ]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

address IP-agpec Ajpec ceTeBOro KaneHTa.

mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTsyeT ABa
cnocoba BBOJA MacKW: B KAHOHNYECKOM
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOM ANNHBLI NpedurKkca (Hanpumep, /24).

NMpumep (vpn-server)> dhcp route 192.168.2.0/24
VpnServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(vpn-server)> no dhcp route
VpnServer: :Manager: Cleared DHCP INFORM routes.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.12 JobasneHa komaHaa vpn-server dhcp route.

3.153.2 vpn-server interface

OnucaHune Cesa3atb cepsep VPN ¢ ykasaHHbIM NHTepdencom.
KomaHga ¢ npedunkcom no paspeiBaeT CBA3b.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (vpn-server)>  interface <interface»
(vpn-server)> no interface
AprymeHTbI ApryMeHT |3HaueHune OnucaHue
interface |Wma uHTepgeiica|llonHoe nMa HTepderica NAn NCeBAOHNM.
Cnncok AOCTYMHbIX NHTepdencoB MOXHO
yBUAETb C NOMOLLLI0 KOMaHAbl interface
[Tabl.
NMpumep (vpn-server)> interface [Tab]
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UcTopus nsmeHeHwnii

Usage template:

interface {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0

AccessPoint

(vpn-server)> interface GigabitEthernet0/Vlanl
VpnServer: :Manager: Bound to GigabitEthernet0/Vlanl

(vpn-server)> no interface
VpnServer::Manager: Reset interface binding.

Bepcus

OnucaHune

2.04

JlobaBneHa koMmaHza vpn-server interface.

3.153.3 vpn-server ipvécp

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

Brnrounte noaaepxky IPv6. ns kaxaoro VPN-cepsepa cosgatotcsa DHCP-nynbl
IPv6. Mo ymMonyaHuo HacTpoika OTKOYeHa.

KomaHga ¢ npedumkcom no oTkaoyaeT nogaepxky IPve.

Aa
Ja

Het

I(vprrserven> ipvéecp

I (vpn-server)> no ipvécp

(vpn-server)> ipvécp
VpnServer: :Manager: IPv6 control protocol enabled.

(vpn-server)> no ipvécp
VpnServer::Manager: IPv6 control protocol disabled.

Bepcus

OnucaHune

3.00

Jo6aBneHa koMaHAa vpn-server ipvécp.
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3.153.4 vpn-server Icp echo

OnucaHue OnpeaenuTb NpaBuna TecTupoBaHua PPTP-noakntoueHnin cpegcreamm LCP
echo.

KomaHga ¢ npedurkcom no oTknto4aeT LCP echo.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (vpn-server)>  lcp echo <intervals «count> [adaptive]
(vpn-server)> no lcp echo
AprymeHTbI AprymeHT  |3HaueHme |OnucaHue
interval Lenoe VHTepBan mexay oTnpaskamu LCP echo, B
yncno cekyHaax. Ecav B TeveHme ykasaHHOMo
NHTepBasa BPeEMEHU OT YAANEeHHOW CTOPOHBI
He 6b11 nonyyeH LCP 3anpoc, e byaeT
OTnpaB/ieH TaKkow 3anpoc C OXngaHnem oTeeTa
LCP reply.
count Uenoe KonnuyectBo oTnpaBneHHbIX NOAPSAA 3anpocoB
yucnao LCP echo Ha kOoTOpble He 6bI/1 NONyYeH OTBET
LCP reply. Ecnmn count 3anpocos LCP echo
OoCTanucb 6e3 0TBeTa, CoenHeHne byaeT
pa3opBaHo.
adaptive Knwyesoe |Pppd 6yget oTnpasnaTk 3anpoc LCP echo
C/10B0 TONbKO B TOM C/lyyae, eCnu OT y4aneHHoro y3na
HeT Tpaduka.
NMpumep (vpn-server)> lcp echo 5 3
LCP echo parameters updated.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHAa vpn-server lcp echo.

3.153.5 vpn-server lockout-policy

OnucaHue 3ajaTb NapamMeTpbl OTCNEXMBAHMWS MOMNbITOK BTOPXeHWs NyTéM nepebopa
naponeii VPN-cepBepa. 10 ymMon4aHuo pyHKLNSA BKAOYEHA.

KomaHga ¢ npedurkcom no oTkaroyaeT obHapy>eHne nogoopa.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

Het

(vpn-server)>  vpn-server lockout-policy <threshold [«durations
[cobservation-windows]]

(vpn-server)> no vpn-server lockout-policy

AprymeHT 3HauyeHue lOnucaHue
threshold Lenoe Konnuyectso HeyauHbIX MOMbITOK BXOAA
yucsio B cuctemy. o no ymonyaHuo
yCTaHOB/IeHO 3HaveHue 5.
duration Lenoe MpoAoXNTENBbHOCTL 3anpeTa
4Yucsio aBTopm3aumun ansa ykasaHHoro IP-agpeca
B MUHyTax. [10 yMOYaH1I0 yCTaHOB/IEHO
3HayeHune 15.
observation-window |lenoe MpoAoMKNTENBHOCTL HAabNAEHMA 33
4Yucsio NoA03pUTeNbHOM aKTUBHOCTBIO B

MuHyTax. 1o ymoi4aHuto ycTaHOB/IeHO
3HayeHue 3.

(vpn-server)> lockout-policy 10 30 2
VpnServer::Manager: Bruteforce detection is reconfigured.

(vpn-server)> no lockout-policy
VpnServer::Manager: Bruteforce detection is disabled.

Bepcus OnucaHve

3.01 JobaeneHa koMmaHaa vpn-server lockout-policy.

3.153.6 vpn-server mppe

OnuncaHwune

Mpedukc no

MeHsieT HaCTpoWiKKn

YCTaHOBUTL pexumM ans wmndpoBaHusa MPPE. o yMon4YaHUO NCNONb3yeTcs

KoY agnnHom 40 6uT.

KomaHza c npedrKcomM no oTKNoYaeT BblbpaHHbIV PeXxXnM.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

I (vpn-server)>  mppe aode»

I (vpn-server)> no mppe anode»
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AprymeHTbI AprymeHT 3HaueHue ‘Onwcal-wle
mode 40 AnnHa kntova wndposaHusa 40 6umT.
128 AnviHa knoya windposaHmsa 128 6uT.
Mpumep (vpn-server)> mppe 40

VpnServer: :Manager: Set encryption 40.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.05 Jlo6aBneHa KOMaHza vpn-server mppe.

3.153.7 vpn-server mppe-optional

OnucaHune BkntounTs winpposaHue MPPE.

KomaHga c npedumkcom no otkatoyaeT wrdpoBaHme.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

Cutoncnc I (vpn-server)>  mppe-optional

I (vpn-server)> no mppe-optional
Mpumep (vpn-server)> mppe-optional

VpnServer: :Manager: Unencrypted connections enabled.
WcTopus nsmeHeHunim Bepcus onucaHve

2.04 JobasneHa KOMaHAa vpn-server mppe-optional.

3.153.8 vpn-server mru

OnucaHue YcTraHoBUTL 3HaveHue MRU koTopoe byaeTt nepeaaHo PPTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HaUEHME MO YMOAYAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het
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CuHoncuc (vpn-server)>  mru walue»
(vpn-server)> no mru
AprymeHTbI AprymeHT |3HaueHne |OnucaHue
value Uenoe uucno |MRU3HayeHne
Npumep (vpn-server)> mru 200
VpnServer: :Manager: mru set to 200.
WcTopus nsmeHeHum Bepcus onvcaHuve

2.04 JobaBneHa KOMaHAa vpn-server mru.

3.153.9 vpn-server mtu

OnucaHue YcTaHOBUTbL 3HaueHne MTU, koTopoe byzeT nepegaHo PPTP-cepeepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHga ¢ npednkcom no ycTaHaB/AIMBAET 3HAaUEHME MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (vpn-server)>  mtu walue»
(vpn-server)> no mtu

AprymeHTbI AprymeHT |3HaueHue OnucaHue

value lenoe 4ucno |3HaudeHue MTU. MOXeT NPUHUMAaTb 3HaUeHUs

o1 128 po 1500 BKAOUUTENBHO.

Mpumep (vpn-server)> mtu 200

VpnServer::Manager: mtu set to 200.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.04 JobasneHa KOMaHAa vpn-server mtu.

3.153.10 vpn-server multi-login

OnucaHue PazpewnTtb nogkntoueHme K cepsepy VPN HeCkonbkux nosb3oBaTteneil ¢
OJHOTO aKKayHTa.
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KomaHaa ¢ npe¢prKcom no OTKIHOYaEeT 3Ty BO3MOXHOCTb.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (vpn-server)>  multi-login

I (vpn-server)> no multi-login
Mpumep (vpn-server)> multi-login

VpnServer: :Manager: multi login enabled.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.04 JobasneHa komaHaa vpn-server multi-login.

3.153.11 vpn-server pool-range

OnucaHune HasHaunTb Nyn agpecos AN KINEHTOB, NoAKatovatoLwmxcs K cepsepy VPN.
KomaHga ¢ npedunkcom no ygansaet nyn.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (vpn-server)>  pool-range <begin [sizes]
(vpn-server)> no pool-range
AprymeHTbI AprymeHT |3HaueHue |OnucaHue
begin IP-agpec |HauanbHbI agpec nyna.
size Uenoe Pasmep nyna. MoxeT npHMMaTb 3HaYeHNs B
Yucno AvanasoHe oT 1 g0 64 BkntounTenbHo. Ecnn
pa3smMep He ykasaH, OH onpegenseTtcs
aBTOMaTM4eckn B 3aBUCMMOCTU OT YCTPOMCTBA.
NMpumep (vpn-server)> pool-range 172.168.1.22 20
VpnServer: :Manager: Configured pool range 172.168.1.22 to »
172.168.1.41.

(vpn-server)> no pool-range
VpnServer::Manager: Reset pool range.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.04 [JobaeneHa komaHza vpn-server pool-range.

3.153.12 vpn-server static-ip

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

Ha3HauunTb IP-agpec nonb3oBaTento. Monb30BaTesb B CUCTEME JO/DKEH UMETb
MeTKy vpn.

KomMaHza ¢ npedpurKcom no yaansaeTt npmuBasky.
Ja
Ja
Ja
(vpn-server)>  static-ip name> <address»

(vpn-server)> no static-ip name>

AprymeHT 3HayeHne |OnucaHue
name CTpoka JTorviH.
address IP-agpec HasHauaembiln IP-agpec.

(vpn-server)> static-ip test 172.16.1.35
VpnServer: :Manager: Static IP 172.16.1.35 assigned to user "test".

(vpn-server)> static-ip test
VpnServer: :Manager: Static IP address removed for user "test".

Bepcus OnucaHue

2.04 JlobaBneHa komaHAa vpn-server static-ip.

3.154 yandexdns

OnucaHwue

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

JocTyn B rpynny KoOMaHZA ANs HacTpoiku npodunein Yandex.DNS.
Het
Het
Het

(yandexdns)

I (config)> yandexdns
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.01 [JobaeneHa komaHza yandexdns.

3.154.1 yandexdns assign

OnucaHune HasHaunTb TNkl 418 XOCTOB. 10 yMONYaHWIO AN BCEX XOCTOB MCMOJIb3yeTcs
TMn safe. default MoxeT 6bITb Ha3HaYeH TONbLKO OAHOMY XOCTY.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMOAYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (yandexdns)>  assign [ <host» ] «type>
(yandexdns)> no assign [ <hosts ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host MAC-agpec  |XOCT, K KOTOPOMY NMPUMEHSAETCA TN
dunbTpaumn. Ecnn He ykasaH, Tvn
NPYIMEHSIeTCA KO BCEM XOCTaM.
type default PunbTpaumsa He NCNob3yeTcs.
safe 3aLmTa oT BPeAOHOCHbIX U
MOLLEHHNYeCKNX CanToB.
family 3aKpbIT JOCTYM K BPEAOHOCHBLIM U
MOLLUEHHNYeCKNM CairTaM, a Takxe K
pecypcam Ans B3POC/bIX.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.01 Jlo6aBneHa komaHaa yandexdns assign.

3.154.2 yandexdns check-availability

OnucaHune MpoBepuTb JAOCTYNHOCTb CAyX6bl Yandex.DNS.
Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog, Het

Cunoncnc I (yandexdns)>  check-availability
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Mpumep (yandexdns)> check-availability
available
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.06 Job6asneHa komaHaa yandexdns check-availability.

3.154.3 yandexdns enable
OnucaHue 3anyctuTb cnyxoby Yandex.DNS.
KomaHgaa c npedprkcom no ocTaHaBNMBaeT CyXoby.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (yandexdns)>  enable

I (yandexdns)> no enable
MNpumep (yandexdns)> enable

YandexDns::Client: Yandex DNS is enabled.
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.01 Job6asneHa komaHaa yandexdns enable.

632

CnpaBoyHuK KoMaHa — Giga (KN-1011)



JononHutensHas MHGopMaLus

4.1 HTTP Core Interface

Giga npegoctasnsgeT HTTP XML API. API goctyneH yepes nHtepdeiic /ci, KOTopblii

npuHmnmaeT POST-3anpockl B popmate XML 1 Bo3epaLlaet XML KNMeHTCKOMY NPUNOXKEHNIO,
npotuejliemy npoveaypy asTopusaumn.

Mocne cbpoca Giga Ha 3aBOACKME HACTPOMKM aBTOpM3aLmsa He TpebyeTcs.

Mpumep 4.1. BbizoB XML API

BbinonHnTh KOMaHAay «show interface» ans WAN-nHTepdelica ¢ umeHem ISP. 70T
NHTepdelic NpuCyTCTBYeT B 3aBOACKNX HacTpoikax Giga.

POST /ci HTTP/1.1

Host: 192.168.1.1

Connection: keep-alive

Content-Length: 177

Origin: http://192.168.1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64)
Content-Type: application/xml

Referer: http://192.168.1.1/

<packet ref="/">
<request id="1" ref="former.ifaces[load]">
<command name="show interface">
<name>ISP</name>
</command>
</request>
</packet>

YCTpONCTBO BO3BpaLLaeT TekyLlee COCTosiHuE nHTepdeica ISP;

HTTP/1.0 200 OK

Server: Ag [47]

Set-Cookie: authorized=*; path=/
Content-type: text/xml
Content-Length: 760

<packet>
<response id="1">
<interface name="ISP">
<mac>ec:43:f6:d3:22:d9</mac>
<id>GigabitEthernetl</id>
<index>2</index>
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<type>VLAN</type>
<description>Broadband connection</description>
<link>down</1link>
<connected>no</connected>
<state>up</state>
<mtu>1500</mtu>
<tx-queue>1000</tx-queue>
<global>yes</global>
<defaultgw>no</defaultgw>
<priority>700</priority>
<security-level>public</security-level>
<auth-type>none</auth-type>
</interface>
<message code="268370345" ident="Network::Interface: :Base"
source="">done</message>
</response>
</packet>

dnemMeHT <request> JO/XEH BCErAa NpUCyTCTBOBATb B 3anpoce OT KANEHTCKOro
MPUNOXEHUNS K YCTPOCTBY. YCTPOICTBO BCerAa oTBeYaeT CoObLLeHNEeM <response>.
ATPUBYT id MOXET MCNONBb30BaTLCSA A1 YCTAHOBEHNSI COOTBETCTBUSA MEXAY HUMMU.

PucyHok 4.1. ®opmart 3anpoca

<request id="identifier">
<!-- request content -->
</request>

PucyHok 4.2. dopmaT oTBeTa

<response id="identifier">

<!-- response content -->
</response>
CyuiecTByeT ABa OCHOBHbIX T/MNa 3anpocos XML:

BbinonHeHVe KoMaHAbl  BbINoAHUTE onpeaeneHHY0 KOMaHAy Ha ycTpoicTee. locTynHble
KOMaHAbl onncaHbl B pasgese [/1aBa 3 Ha cTpaHuLe 35

3anpoc HacTpoek MonyunTb NapameTpbl, HACTPOEHHbIE MO ONpeAeNeHHO
KOMaHze.

4.1.1 Bbinos1IHeEHMe KOMaHAbI

3anpoc command No3BOoNSIET BbIMNONHUTL ONPeAeNeHHYH KOMaHAY Ha YCTPOMCTRE.
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PucyHok 4.3. BbinosiIHEHWEe KOMaHAbl

<request id="identifier">
<command name="command">
<no/>
<argument>value</argument>

</command>
</request>

command  [lofIHOe NMSA KOMaHAbI, pasgefieHHoe rnpobenamu. JocTyrnHble KOMaHAb
nepeyviciieHbl B pasgene [Nnaga 3 Ha cTpaHuLe 35.

argument WMsa aprymeHTa. ApryMeHTbl KaX/0W KOMaH/bl nepeyncieHsl B pasgene
[naBa 3 Ha cTpaHuLe 35. HekoTopble KOMaHAbl He TpebytoT Kaknx-11bo

aprymMeHToB.
value 3HayeHVe aprymeHTa.
no Heobs3aTeNbHbIl 31eMeHT, KOTOPbIV UCNOob3yeTcsa A5 OTPULIAHUSA AeCTBUSA

KOMaHgabl. OH AeNCTBYeT Tak Xe, Kak npedurKc no, CM.
Pa3pen 2.3 Ha cTpaHuue 32.

4.1.2 3anpoc HacTpoek

3anpoc config ncnonb3syeTrca Ans NOAyYeHNss HACTPOEHHbIX MapameTpoB. Beb-nHTepderic
NCNoNb3yeT TakoW 3anpoc Ana 3anonHeHus HTML-¢popm.

PucyHok 4.4. 3anpoc HacTpoek

<request id="identifier">
<config name="command" />
</request>

4.1.3 NakeTHbIX 3anpoc

Heckonbko 3arnpocoB MOXHO 06beAVHATL B NAKETbl 418 ONTUMKU3aLUN
npon3BoOANTE/NIbHOCTI.

PncyHok 4.5. NMakeTHbIW 3anpoc

<packet>
<request id="1">
<!-- request content -->
</request>
<request id="2">
<!-- request content -->
</request>
</packet>
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OTBETHbIE 3/1IEMEHTbI NMPUXOAAT B BUZE NakeToB. aeHTUPNKATOPLI OTBETA UCMO/b3YHTCS
4151 yCTaHOB/IEHWNSI COOTBETCTBUSI MeXy OTBeTaMu 1 3arnpocamu. Ecam HeT oTBeTa,
BO3BpALLlaeTCs NyCcTol 3N1EeMEHT <response/>

PucyHok 4.6. NMakeTHbI oTBET

<packet>
<response id="1">
<!-- response content -->
</response>
<response id="2"/>
<!l-- no response for id=2 -->
</packet>
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Address and Control Field
Compression

Address Resolution Protocol

AdGuard DNS

Airtime Fairness

Apple Filing Protocol

Asynchronous Transfer
Mode

[noccapui

LCP HacTpoiika, obecneynBatoLlas cxaTue noneii Address u Control
KaHaNbHOro ypoBHS.

NPOTOKOJ onpejeneHuns agpeca, NPOTOKON KaHaNbHOro YPOBHS,
npegHa3HaveHHbIV Ana onpegeneHns MAC-agpeca no n3BecTHOMY
IP-agpecy. Hanbonbluee pacnpocTpaHeHve 3STOT NPOTOKO NOAYYn
6narofaps noBcemMecTHOCTU ceTeid IP, nocTpoeHHbIX nosepx Ethernet,
MockoJsibKy npaktnyecku B 100% cnyyaes npu TaKOM coyeTaHumn
ncnonb3yetcs ARP. MNpeobpa3oBaHuve afpecoB BbIMOIHAETCS MyTem
novcka B Tabnuue, Tak HasbiBaeMoil ARP-Tabnnue. OHa cogepxuT
CTPOKM AN5 KaXAOro y31a ceTu. B AByx ctonbuax cogepxatcs IP- 1
Ethernet-agpeca. Ecnn TpebyeTtca npeobpasoBath IP-agpec B
Ethernet-agpec, To vLLeTCA 3aNnCb C COOTBETCTBYOLWNM IP-agpecom.

cepeuc AdGuard ansa 3aWwmThl JoMalLHel ceTn. ObecneymBaeT Tpu
pexunma 3alnTbl:

+ be3 punbTpauunK: 3aLMTa He NCNOb3YeTCs;
* be3 peknambl: 610KMPOBKa peknaMbl, TPEKUHIa U GULLNHTa;

+ CemeiHbI: 610KMpPOBKa pek/iaMbl, TPeKMHra, GULLINHIG, CaliTOB ANs
B3pOC/bIX, @ TakXke 6e3onacHbI MonCK B 6pay3epe.

3TO TeXHONOrsi, NpeAHa3HauYeHHas A/ NOBbILLEHWS 06LLel
NPOV3BOANTENBLHOCTM 6€CNPOBOAHON CETU NYTEM peLLeHNs Npobaembl
C MeZANeHHbIMUN KAMeHTaMW. Mpur BbICOKON aKTUBHOCTU MeZ/1IeHHbIX
yCTPOIiCTB, NponyckHas cnoco6HocTb Wi-Fi ceTn cHxkaeTcs. YTobbl
BbICTPLIM K/IMEHTAM He MPUXOANIOCH XAaTb OHepean Ha nepesady
AAHHBIX, TexHonorus Airtime Fairness orpaHMUMBaeT CeaHc CBA3M C
KIMEHTCKUM YCTPOCTBOM HE KOIMYECTBOM MakKeToB, @ BPEMEHEM NX
nepegauun.

CeTeBOl NPOTOKO/ NPeACTaBUTENbCKOrO U MPUKIaAHOMO YPOBHEA
ceTeBo mogenun OS], npegocTaBnstowmi goctyn K ¢ainam B Mac OS
X.

ACMHXPOHHbIV CNOCO6 NepeAayn AaHHbIX, ceTeBas
BbICOKOMPOV3BOANTENIbHAA TEXHOIOMNS KOMMYTaLUm 1
My/NbTUMNNEKCUPOBAHNS, OCHOBaHHas Ha nepejade AaHHbIX B BUje
Aveek (cell) dnkcnposaHHoOro pasmepa (53 6ainta), U3 KoTopbix 5 6anToB
MCNOob3yeTCcs Noj 3arofoBok. B oTanume oT CMHXPOHHOrO cnocoba
nepegayu gaHHoelx, ATM fydile npmcnocobneH ana npesoctaBneHns
ycnyr nepeAayu AaHHbIX C CUbHO Pasnyatowmmcs niam
V3MEHSIOLLMMCA BUTPEnTOM.
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ATM adaptation layer

Authenticated Encryption
with Associated Data

Automatic Certificate
Management Environment

Band Steering

Beamforming

Challenge-Handshake
Authentication Protocol

Change of Authorization

N30MpYyeT NPOTOKO/bI 6o/ee BbICOKMX YPOBHe oT geTanein ATM
NpoLeccoB NyTem NpeobpasoBaHKs BbICOKOYPOBHEBO MHPOPpMaL
B ATM si4eiiku, n Hao6opoT.

AAL penntca Ha ABa NoAypoOBHS:

+ MNopypoBeHb KoHBepreHumy (CS) — 6epeT Kagp obLein YacTu
noAypoBHS KoHBepreHumn (CPCS), aennT ero Ha 53-6aliToBble A4elikin
1 OTrpaBaseT NX K MecTy HasHaueHusa Ana nepecbopkun

*+ MNoaypoBeHb cermMeHTaLum 1 nepecbopkn — AenuT Kagpbl AaHHbIX
Ha ATM fsiuelikn y oTnpaBuTens 1 nepecobrpaeT X B UCXOLHOM
dopmarte y nonyyatens

Takke AyTeHTUPMLIMPOBaHHOE LWPOBaHME C NMPUCOEANHEHHBIMM
AAHHbIMU

KNacc 6/104UHbBIX PeXMMOB LWNPPOBaHUS, MPY KOTOPOM YacTb
Co06LLeHMA LdpYyeTCs, YacTb OCTAETCS OTKPLITON, U BCE COObLLEeHNe
LLeNIMKOM ayTEHTUOULMPOBAHO.

ABNAETCA KOMMYHUKALMOHHbBIM NMPOTOKOJ/IOM A1 aBTOMaT13aLmm
B3aMMOAENCTBUIA MexXay opraHamu ceptudukaLmn 1 Beb-cepsepamm
CBOWX NOfib30BaTes1ell, NO3BO/ISAA aBTOMaTNYecKoe pasBepTbiBaHMe
VHPPaCTPYKTYpbl OTKPLITLIX KAOYel No 04eHb HU3KOM LeHe. OH 6bin
pa3pabotaH Internet Security Research Group (ISRG) ansa cBoeii cnyx6bl
wundposaHus Let's Encrypt.

3TO PYHKLMSA, KOTOpas NobyxaaeT 6ecnpoBofHble KINEHTbI C
noAAep>KKOM ABYyX ANaNa3oOHOB MNOAKYATECA K MeHee
nepenosHeHHOM ceTn 5 'L 1 ocTaenATb ceTb 2,4 [Ty, 4OCTYNHON Ans
TeX KJINEHTOB, KOTOPbIe NOAAEPXMBAKOT TONLKO 2,4 [TL; Taknm
o6pasom, nponseogmTensHocTb Wi-Fi MoXeT 6bITb ynyuLleHa A5 Bcex
KJIMeHTOB.

npeacTaBnaseT cobor cnocob ynpaBneHUsa pagmodactotramu, npu
KOTOPOM TOUYKa AOCTyrMa UCMONb3YeT Pa3/INUYHbIE aHTEHHbI 4SS
nepesayn 0OAHOro 1 TOro Xe cMrHana. NMepesaBas pa3NnuUHbIe CUTHabI
M U3y4ast peakLmio KINEeHTOB, MHPPaCcTPyKTypa 6€CnpoBOAHOM CceTH
MOXET 3HAUUTENIbHO BAVATL Ha NepeaBaeMble et CUrHabl. Takum
06pa3om, OHa MOXET BbISIBUTb UAeabHbIN MyTb, M0 KOTOPOMY JJO/IKEH
VATV CUTHAN, YTOBbI 06paThCsa A0 KINEHTCKOro YyCTPOMCTBA.
dopMmnpoBaHme grarpaMmmbl HANPaBAEHHOCTU 3GGEKTVBHO yayYLLIaeT
XapaKTepUCTUKY BOCXOAALLLEro U HUCXoAsLwero kaHanos SNR, a Takxke
06 LYy MPONYCKHYH CMOCOBHOCTL CETU.

LUIMPOKO PacrnpoCTpaHéHHbI anropmMTM NpoBepKn NOAANHHOCTH,
npeaycmMaTpuBaloLLMiA nepesady He CaMOro Naposs NonbL3oBaTens, a
KOCBEHHBbIX CBegeHu 0 HEM. CHAP aBnsieTca 6onee 6e3onacHbIM
MeToA0oM, YeM Password Authentication Protocol.

MeXaHW3M AN U3MEeHEeHWA aTpnbyToB ceaHca ayTeHTUdUKaumm u
aeTopu3auumm RADIUS. MNo3BonseT HaCTPOUTb YXXe akKTUBHbIA ceaHc
KNVeHTa.
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Cloudflare DNS 3710 ycnyra komnanum Cloudflare no 3awmre gomaluHen ceTu.
ObecrneumBaeT TpU pexxrMma 3aLnThbI;

+ default: 3awmTa oTKNOUEHS;
+ standard: 6e3onacHbIi DNS, 6e3 610KNpoBKY;
* malware: 610kMpoBKa BpeAOHOCHbIX MPOrpamm;

+ family: 6nokrpoBka BpegoHOCHbLIX MPOrpaMm 1 CanTOB AN B3POC/bIX.

Command Line Interface HTepderic KOMaHAHOM CTPOKWY, Pa3HOBUAHOCTb TEKCTOBOIO
vHTepderica Mexay YenoBekoM 1 KOMMbIOTEPOM, B KOTOPOM
VIHCTPYKLMN KOMMNbIOTEPY AAOTCA B OCHOBHOM MYyTEM BBOJA C
KNnaBMaTypbl TEKCTOBbLIX CTPOK (KOMaHJ). TakxKe n3BecTeH noj
Ha3BaHNEM KOHCO/b.

Common ApplicationsKept 370 nopsaok dopmMrpoBaHMa ovepean, NCNonb3yroLmin kak AQM, Tak

Enhanced 1 FQ. OH 06beanHsaeT COBALT, koTopblili aBnseTcs anroputMom AQM,
B KOTOpOM KOMBUHUMpytoTca Codel n BLUE, welinep, koTopblii paboTaeT
B pexvmMe gednunTa, 1 pasHoBUAHOCTb DRR++ ana n3onaumm notoka.
8-CTOpOHHEee MHOXeCTBEHHO-aCcCoLMaTVUBHOE X3LWMpPOBaHMe
NCNoNb3yeTcs AN1A BUPTYanbHOMO YCTPAHEHWS CTOIKHOBEHMWIA X3LLe.
MpropuTeTHasa opraHmMsauns odepean 4OCTyNHa Yepes yrpoLLEeHHYo
peanusaunto diffserv. CAKE ncnonb3syert werinep ¢ AedpuunTHbIM
pexXxMmMoM paboTbl, KOTOPbIA He NCNOob3yeT "Bcnaeck", XxapakTepHbIi
ANng "anropmTtMa TekyLlero segpa". OH aBToMaTU4yeckn nepejaeT
CTONbKO NaKeToB, CKOJIbKO TpebyeTcsa ANa NojjepXaHns yKasaHHOM
NMPONYCKHOM CNOCOBHOCTU.

Common Internet File 3TO MPOTOKOA, KOTOPbI MO3BO/AET NPOrpaMMaM BbIMONHATbL 3aNpoChl

System K paitnam n cnyx6am Ha yAaneHHbIX KOMMboTepax B ceTh VIHTepHeT.
CIFS ncnonb3yeT MoAesb NPOrpaMMMPOBaHNS KNeHT/cepBep.
KnuneHTckas nporpamma nocbliaeT 3anpoc K nporpaMMHOMY cepBepy
(Kak NpaBW/Io, Ha APYrom KOMMboTEPE) ANst AoCTyna K daiiny nam
OTrnpaBnsieT CoobLLeHMe B porpaMmMy, koTopasi paboTaeT Ha cepBepe.
CepBep BbIMO/HSAET 3anpallviBaemMoe AeiAcTBINe 1 OTNPaBNsieT OTBeT.

Compression Control MCMONb3yeTcs AN19 YCTAaHOBKW U HACTPOMKM aITOPUTMOB OKaTUA AaHHbIX
Protocol Ha PPP.
Dead Peer Detection 3TO MeTOZ, NCNONb3yeMblii CeTEBLIM YCTPOMCTBaMU A5 MPOBEPKU

cywiecTtBoBaHMA U AOCTYNMHOCTUN APYTrNX CETEBbLIX yCTpOI‘;ICTB.

Device Privacy Notice 3TO NONIOXEeHWe 0 KOHOUAEHLMANbLHOCTN ycTporicTBa Keenetic npu
06paboTKe JaHHbIX.

DHCP NMPOTOKON AMHAMNUECKO KOHPUTYpaLIMK y3/1a, 3TO CETEBOM MPOTOKOS,
NO3BONSIOLWNIA KOMMNbIOTEPaM aBToOMaTUYeckn nonyyateb IP-agpec n
Apyrvie napameTpbl, HeobxoamMble Aaa paboTbl B ceT TCP/IP. laHHbI
NPOTOKON paboTaeT Mo MOAENU «KIMEHT-CepBep». 119 aBTOMaTUYeCcKomn
KOHGUrypauum KOMMboTep-KAMeHT Ha 3Tane KOHPUrypaumy ceTeBoro
yCTpOMCTBa 0bpaLlaeTcs K Tak Ha3biBaeMomy cepepy DHCP, u
NONyYaeT OT Hero Hy>KHble NapamMmeTpsl. CeTeBOM agMUHUCTPATOP
MOXeT 3a/laTb AMara3oH aJpecos, pacrnpejefisieMbliX CepBepoM cpeau
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DHCP-server

Diffie-Hellman

DLNA

KOMMbKOTEPOB. 3TO NO3BOJIAET U36eXaTb PYUHOM HACTPOMKN
KOMMbIOTEPOB CETU 1 YMeHbLUaeT KOAM4YecTBo owmnboK. MpoTokon
DHCP ncnonb3yetcs B 6onbLumHcTBe ceTeld TCP/IP.

DHCP-cepBep ynpasnsieT nynom IP-agpecos 1 nHbopmaumein o
KOHGUIypaLmnm KANeHTCKUX NapaMeTpoB, TakMX Kak LLUA03 Mo
YMONYaHUIO, JOMEHHOE VMS, CepBep NMEH, ApPYrX cepBepoB, Takmx
Kak cepBep BpeMeHu 1 Tak ganee. [onyuns KOPPeEKTHbIN 3anpoc,
cepBsep BblAaeT KoMmnbloTepy IP-agpec, apeHay (MPoMeXXyToK BpeMeHU,
B TeyeHue KkoToporo IP-agpec geicTBuTeNneH) U pyrme HacTpoeyHble
napameTpsbl IP, Takme Kak Macka NoAceTu v L3 No yMONYaHuo. B
3aBUCKMOCTM OT peann3aunm, DHCP-cepsep MOXET UMeTb TP MeTo/a
Ha3HayeHws IP-agpecos:

* duHamuyeckoe pacnpedeneHue: CeTeBO aAMUHNCTPATOP Ha3HayaeT
onpegeneHHbln gnanasoH IP-agpecos ans DHCP, 1 kaxabli
KJIMEHTCKWIA KOMMbIOTep B JIOKaNbHOM CeTW HacTpOeH 3anpalunBaTb
IP-agpeca ot DHCP-cepBepa npu nHuumanusaumm cetu. Npouecc
3anpoca v NpeLocTaBAeHVs NCNOMb3YeT NPUHLMM apeHibl Ha
onpegeneHHbIn cpok, no3sonss DHCP-cepeepy Bo3BpaLLaTh (M 3aTem
nepepacrnpegensts) IP-agpeca, KOTopble He 06HOBAAIOTCS.

* aemomamuyeckoe pacnpedesneHue; DHCP-cepBep Ha NOCTOsIHHOE
NCNob30BaHMe BblgeNnseT NPon3BoJbHbI CBO6OAHbIN IP-agpec n3
onpegenéHHOro agMMHNCTPAaTOPOM AManasoHa. OTOT Crnocob
aHaJsIornyeH AnHamMmmyeckomy pacnpegeneHuto, Ho DHCP-cepsep
XPaHUT TabvLly NPOLL/bIX Ha3HaveHn IP-agpeca, Tak UTo OH ckopee
BCEro Ha3HauunT KJNEHTY TOT Xe IP-agpec, uTo 1 paHbLue.

« cmamuyeckoe pacnpedeneHue: Cepsep DHCP BbigensieT IP-agpeca
Ha ocHoBe Tabaunubl ¢ napamu MAC/IP-agpecoB, KOTopble
3aMNOJIHAOTCA BPYUHYIO (BO3MOXHO, CETEBLIM aZAMUHUCTPATOPOM).
IP-agpeca byayT BblAeNATLCSA TONLKO ANSA KIMEHTOB, b MAC-agpeca
yKasaHbl B 3TOM Tabauue. 3Ta GyHKUMA (KOTopas NojaepXmnBaeTcs
He BceMu cepBepamm DHCP) Takxe HasbiBaeTcsa CTaTnyeckum
HasHayeHnem DHCP (DD-WRT), dukcmpoBaHHbIM agpecom (no
aokymeHTauum dhcpd), pesepBupoBaHmnem agpeca (Netgear),
PezepBupoBaHume DHCP nan Cratudecknin DHCP (Cisco/Linksys) u
PesepsuposaHue IP nan MAC/IP npvssaska (NpovsBogUTENSMUN
pasfINYHbIX APYrUX MapLLUPYTN3aTOPOB).

3T0 yacTb /KE NpoTOKO/a, MO3BONSAOLLANA ABYM 1 60siee CTOpOHaM
NoAyYNTb OBLLNIA CEeKPETHBIV KU, NCMOAb3YS He3alUNLLEeHHbIA 0T
NPOCAYLINBAHNA KaHan cBA3W. MNoslydeHHbIN IPsec KoY Ncnosb3yeTcs
4N5 WnppoBaHMA JanbHeliwero o6MeHa € MOMOLLbIO aJITOPUTMOB
CUMMETPUYHOrO W$POBaHNS.

CTaHAapPT, NO3BOASAOLLMIA COBMECTVMBIM YCTPOMCTBaAM NepejaBaTb U
NPUHMMaTL NO AOMALLHEN CeTV PasINYHbI/ Mena-KOHTEHT
(n306paxkeHus, My3biKy, BUAEO), @ TakKe 0TOBpaxaTb ero B pexvmMe
peasibHOro BpeMeHu. 3TO TEXHONOIMMA AN COeANHEHNS AOMALLHWNX
KOMMNbOTEPOB, MOBUABHBLIX TenedOHOB, HOYTOYKOB 1 6LITOBOI
3NeKTPOHUKMN B eAVHYH0 LdpOoBYH CeTb. YCTPOLICTBA, KOTOpbIe
nogaepxueatoT cneundurkayuo DLNA, no xxenaHWto nonb3oBaTens
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MOTYT HaCcTpanBaTbCA N OG'bG,ﬂ,VIHFlTbCFI B AOMALLHIOK CeTb B
dBTOMATNYECKOM pexXunme.

Domain Name System CUCTEMA JOMEHHbBIX MMEH, KOMMbIOTEPHAs pacrpejenéHHas cuctema
ANst noNyyYeHns nHbopMaLmm o JoMeHax. Yallle BCero Ucnosb3yeTcs
ANst nonyyeHus IP-agpeca no MeHM XocTa (KoMNbloTepa nam
yCTpOIiCTBa), NoNyYeHUs MHPOPMaLMN O MapLLPYTU3aLUK NOYThI,
06CNYXMBAKOLLMX Y3N1aX A/ MPOTOKO/OB B JOMEHe.

DNS nosepx HTTPS cMcTeMa AOMEHHbIX MeH, KOMMNbloTepHasa pacrnpeseneHHas cucrema
ANs noslyvyeHns nHopmMaLmm o JoMeHax C MCNoib30BaHNEM
6e30MacHoi Nepegauyun AaHHbIX MeXAy y31aMn ceTu VIHTepHeT no
npotokosiy HTTPS. 3TOT MeTo/ 3aKk/1H04aeTcs B NMOBbILLEHUN
KOHOUAEHLMANBLHOCTM 1 6e30NacHOCTY NoJib30oBaTeneit nyTem
npeAoTBpaLLeHna NPoCyLINBaHVA N MaHUMYINPOBaHUA JaHHbIMU
DNS c nomoLkto atak TMna "man-in-the-middle". CtaHAapT onvcaH B
RFC 8484,

DNS nosepx TLS cncTemMa AOMEeHHbIX MMeH, KOMMNbITepHas pacnpejeneHHas cmcrema
A4N5 nonyveHna nHopmMaLmm o JOMeHax C UCNob30BaHNEM
6e3onacHoi nepep,?qm ,ZI,aHHbIXBMe)KAy WNHTepHeT-y3namn. CtaHgapt
onucaH B RFC 7858” n RFC 8310°.

DNS rebinding dopma KoMMNbIOTepHOW aTaku Ha Beb-cepBuUChl. B faHHO aTake
BpeAOHOCHas Beb-CTpaHMLa 3acTaBseT bpaysep nocetmrens
3anycTUTb CKPUNT, 06paLLaoLWLMIACS K APYTMM CailTaM 1 cepBUCaM.
ATaka MOXeT 6bITb NCNOMb30BaHa A1 MPOHNKHOBEHWS B JIOKaNbHble
CeTu, KOrja aTakyoLLmii 3acTaBnsieT Beb-6pay3ep xxepTBbl 06paLLaThCs
K yCTPOWMCTBaM MO YacTHbIM (MprBaTHbIM) [P-agpecam v Bo3Bpawatb
pe3synbTaThl 3TUX ObpaLLeHniA aTakytoLemy. Takxe ataka MoXeT
MCNOb30BaTbCA A5 TOro, YTOObI MopaXaeMblii 6pay3ep BbINOAHSAN
OTMpaBkKy cnama Ha Beb-caiThl, 1 ana DDOS-aTak n Apyrux
BPeAOHOCHbIX AeAHUIA.

Energy-Efficient Ethernet Takxe Green Ethernet

npeacTaBnseT cobori HAbop ycoBepLUIEHCTBOBAHUA CTaHAAPTOB
KOMMbIOTEPHbLIX CETEN HA OCHOBE BUTOM Napbl 1 Backplane Ethernet,
KOTOpbIe CHMXAIT 3HepronoTpebieHre B Nepmogbl HU3KOM
AKTVBHOCTM AaHHbIX. Lle/bto ABASIETCS CHUXKEHME SHEPronoTpe6bieHs
Ha 50% n 6onee NpY COXpPaHEHUN NOMHOM COBMECTUMOCTU C
CyLLeCTBYOLLMM 060py0BaHMEM.

Encapsulating Security 3TO YacTb Habopa npoTokono. IPsec. B IPSec oH obecneunBaet
Payload NOAJ/IMHHOCTb MPONCXOXAEHUS, LLeSIOCTHOCTb U 3aLunTy
KOHOUAEHLMANBHOCTY NaKeToB.

End-user license agreement ABNAETCA OPNaNYeCkKMm 4OroBopomM Mexagy aBTopomMm nporpaMmMmHOro
obecneyeHuss UK n3gaTenem 1 NoAb30BaTe/IEM 3TOrO NPUOXKEHNA.

! https://tools.ietf.org/html/rfc8484
2 https://tools.ietf.org/html/rfc7858
3 https://tools.ietf.org/html/rfc8310
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Fast Transition

Fair Queuing Controlled
Delay

Fully Qualified Domain
Name

Full Cone NAT

Generic Routing
Encapsulation

Hash Message
Authentication Code

NaemMnoTeHTHOCTb

Inter-Access Point Protocol

Internet Control Message
Protocol

Internet Group
Management Protocol

3TO HOBad KoHUenumna poyMmnHra, Korga Ha4dasibHoe noareepxgeHme
nogxknro4yeHna K HOBOW TOUKe A0CTyMNa BbINOJIHAETCA fAaXKe npexje
yeM KINEeHT NOAKNHUYNTCA K 3TOW TOUKe Aoctyna.

3To NopsaAok GopMMpoBaHMA ovepesmn, KOTopbli coveTaeT B cebe FQ
n cxemy CoDel AQM. FQ_Codel ncnonbsyet ctoxacTuyeckyo Mojesnb
ANs Knaccnpurkaumm BXOASLLMX NaKeToB B Pas/iNiHble MOTOKN U
NCnonb3yeTcsa A8 pacnpegeneHns nponyckHOM CnocobHOCTU MexXay
BCEMM NOTOKaMW, NCNOMb3YOLWNMUM ovepesb. Kax bl Takor NoToK
ynpasnsetcsa ¢popmmpoBaHuem ovepegm CoDel.

MMS AOMeHa, He nMetoLLiee HeO4HO3HAYHOCTe B onpeaeneHun.
BkntovaeT B ce65 IMeHa BCex poAUTENbCKUX JOMEHOB epapXimn
Domain Name System.

Takoke Ctatuyecknii NAT, NAT oguH K og4HOMY, NepeajpecaLs nopToB

3TO eANHCTBEHHbIN TN NAT, B KOTOPOM MOPT NOCTOSAHHO OTKPbLIT U
pa3peLuaeT BXogsLLme coeAnHeHMs ¢ 1oboro BHelwHero y3na. Full
Cone NAT conocrtaBnseT nybnnyHbii IP-agpec v nopt c IP-agpecom n
NOPTOM NOKaNbHONM ceTu. JTIo60 BHELLHWIA XOCT MOXeT OTNPaBAsATb
AaHHble Ha IP-agpec nokanbHOM ceTu Yepes COOTBETCTBYIOLLNIA eMy
IP-agpec n nopt NAT. OTNpaBuTb AaHHbIE Yepes ApYyroi NopT He
nonyumntcs. Ctatnyeckuin NAT Heo6XxoaMM, KOraa ceTeBoe YCTPOICTBO
B YaCTHOW CeTW JOMKHO 6bITb JOCTYMHO U3 VIHTepHeTa.

NPOTOKOJ1 TYHHENMPOBAHWSA CeTEBbIX NaKeToB, pa3paboTaHHbIN
KoMnaHweli Cisco Systems. Ero ocHoBHOe Ha3HauyeHve —
VHKancynaumsa nakeTos ceTeBoro yposHs cetesori mogenun OSI B IP
nakeTbl.

OAVH 13 MeXaHN3MOB NPOBEPKM LIeNOCTHOCTU HbOopMaLmN,
NO3BOJIAIOLLMIA rapaHTUPOBATL TO, UTO JaHHbIe, NepesaBaemMble NUIn
XpaHsLLMecs B HeHaAEXHON cpese, He 6bIn 3MeHeHbl MOCTOPOHHUMM
nuamu.

CBOWCTBO MaTeMaTMYeCcKoro o6beKkTa, KOTOpPOE NPOoABAAETCA B TOM,
4YTO NOBTOPHOE AeMCTBME Haj 06bEKTOM He N3MEHSIET ero.

NPOTOKO/I 06MeHa cnyxebHon nMHopmMaLmern Ana nepejayn AaHHbIX
MeX Ay TouKamu AocTyna. JJaHHbI NPOTOKON AB/AETCS
pekomeHgaL e, KoTopast onncbiBaeT Heoba3aTelbHOe paclunpeHmne
IEEE 802.11, obecneynBatoLlee 6ecnpoBOAHYIO TOYKY AOCTyMNa ANd
KOMMYHWKaLMN MeXay CUCTEMaMM Pa3HbIX MPon3BoAnUTeNei.

NMPOTOKO/1 MEXCETEBbIX YMPaBAAOLLNX COO6LLEHNIA, CETEBOV MPOTOKOS,
BXOAALLMI B cTek npoTokonos TCP/IP. B ocHoBHOM ICMP ncnonb3syetcs
ANS rnepeAaym coobLLeHNn 06 oLMbKax N APYTUX UCKTHOUUTENbHBIX
CUTYyaUMAX, BO3HUKLLVX NPU nepesade JaHHbIX, Harnpumep,
3anpalwimBaemMas ycayra HefoCTyrnHa, Uiy XocT, AN MapLupyTr3aTop
He oTBeyaroT. Takxe Ha ICMP Bo3nararoTcsl HEKOTOpPbIe CEPBHCHbIE

byHKUMM.

3TO MHTEPHET-NMPOTOKOI, KOTOprI7I obecneynBaeT BO3MOXHOCTb
KOMNbHOTEPY COO6LLI,I/ITb 0 CBOEe NMPMHaANEXHOCTU Krpynne pacCbl/IKK
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Internet Key Exchange

Internet Protocol

Internet Protocol Control
Protocol

Internet Protocol Security

IPsec Passthrough

IPsec Security Association

IPinIP

Ha cocefiHVe MapLUpyTu3aTopskl. [pynnoBas paccbliika No3sosseT
OJHOMY KOMMbIOTEPY MO MHTEPHETY PaccbilaTb KOHTEHT APYrm
KOMIMbIOTEpPaM, 3aHTEPECOBAHHbLIM B MOJIyYEHNN PACCbUIKU.
lpynnoBas paccblika MOXeT 6bITb MCMO/Ib30BaHa B TaKUX CyYasx,
Kak 06HOB/IeHMEe agpecHbIX KHUT Monb3oBaTenei MobuabHbIX
KOMMbIOTEPOB, paccbliika NHGOPMALIMOHHbIX broNi1eTeHel No
KOMMNaHuu, 1 "s¢npHoe BellaHre" LWNPOKOMONAOCHbIX MPOrpaMm
MOTOKOBOrO My/ibTUMeAMa A1 ayAnTOpum, KoTopas "HacTpounack"”
Ha noJslyydeHwe rpyrnnoBoi PaccbliKn.

3TO CTaHAAPTHbIV NpoTokon IPsec, ncnonb3yeMbix AN obecrneyeHns
6e30MacHOCTV B3aMOAEeNCTBUSA B BUPTYasbHbIX YacTHbIX ceTax. Lenb
IKE - co3aaHume 3aLumLLeHHoro ayTeHTMdLMpoBaHHOr0 KaHana cBsAsun
C MOMOLLbIO anropmnTma obmMeHa kntodamu Diffie-Hellman ans co3gaHums
06LLLero ceKPeTHOro K/toua ¢ JanbHeliwmnm windpoBaHmeM IPsec cBsi3u.

OCHOBHOW KOMMYHUKaLMOHHbI NPOTOKON B ceTU NHTepHeT. B
coBpeMeHHol ceTn HTepHeT ncnosb3yetcs IP yeTBEpTOit Bepcmn,
TakXe N3BeCTHbIM Kak IPv4. Ero npeeMHMK — LLecTas Bepcus
npotokona, IPvé6.

NPOTOKO/ YNpaBAeHNs ceTeBbIM YPOBHEM ANA YCTAHOBKM, HACTPONKN
1 paspelBa IP nogknroueHms nosepx Point-to-Point Protocol (PPP)
coeguHeHus. IPCP ncnonb3syeT TOT XXe MexaHM3M 0bMeHa naketamu,
uTto 1 LCP. O6MmeH naketamu IPCP He nponcxoanT J0 Tex nop, noka
PPP He HauHET dazy cornacoBaHusa NPOTOKONA CETEBOrO YPOBHS.
Mo6ble nakeTbl IPCP, nonyyeHHbIe J0 TOro, kKak HAYHETCS 3Ta $asa,
LO/MKHBI 6bITb OTOPOLLIEHHI,

Habop NPOTOKONOB AN 06ecneyeHs 3aLLMTbl AaHHbIX, NepejaBaeMbIX
no MexceTeBOMYy NpOToKONY Internet Protocol. Mo3BoNseT oCyLLecTBASATh
NoATBepPXAeHMe NOANNHHOCTY (ayTeHTUPUKALMIO), MPOBEPKY
LenocTHoctTn u/unu wunposaHme IP-nakeToB.. IPsec Taikoke BkoYaeT
B Ce65 NPOTOKO/bI ANSA 3aLLMLLEHHOIO O6MEHa KAtYamun B CeTU
NHTepHeT. B 0OCHOBHOM, NPUMEHSIETCA AN OpraHm3aLmn
VpN-CoeANHEHWIA.

3TO TexHonorusi, kotopasi nossonsieT VPN-Tpadurky npoxoanTb Yepes
NAT.

vMeeT PyHAaMeHTanbHoe 3HauveHne ans IPsec. SA — 370 CBA3b Mexay
ABYMS NN HECKONBbKMMU CYLLIHOCTAMMW, KOTOpas onucbiBaeT Kak
CYLLLHOCTUM ByAyT MCNONb30BaTb C1y>X6bl 6e30MacHOCTY ANA
6e3onacHoro obMeHa gaHHbIMU. Kaxaoe nogxknroyeHme IPsec moxeT
obecneunTb LUINPPOBaAHME, LIeNOCTHOCTb, MOAJIMHHOCTL UV BCE
BMmecTe. Korga cyx6a 6e3onacHoCTy onpegeneHa, Aa nupa IPsec
[LOJDKHbI OnpeennTb, Kakue anropuTMbl UCNOAb30BaTh (Hanpumep,
DES nnu 3DES ana wndposanusa, MD5 nnn SHA ans uenoctHoctw).
Mocne NPUHATUA peLLeHnss OTHOCUTENbHO airOPUTMOB, ABa YCTPOCTBa
LOJDKHbI MOAGNNTLCSA KAoYaMM AN YCTaHOBAEHWs ceccun. SA 3TO
METOJ, KOTOpPbI/ ncrnonb3yeT IPsec, UTo6bI OTC/IEXMBATL BCE CBEAEHNS,
Kacatowmecs gaHHom ceccmm cesasm IPSec.

3To NpoToKoN IP-TyHHenpoBaHUs, KOTOPbI MHKaNCyAnpyeT O4uH
IP-nakeT B gpyroi IP-naker.
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IPv6CP

Layer 2 Tunneling Protocol

Link Control Protocol

Link Layer Discovery
Protocol

Logical Link Control

Low-Density Parity-Check

OTBeYaeT 3a HaCTPOWKY, BK/IKOUEHME N OTKIKUEHVe Moy nei
npoTtokosna IPv6 Ha o6oux KoHUax Point-to-Point (PPP) coegnHeHMs.
IPv6CP ncnonb3yeT TOT e MexaHn3M 06MeHa nakeTamMm 4To U
npoTokon Link Control Protocol. O6meH nakeTamu IPv6CP He
NPOVCXOANT A0 Tex nop, noka PPP He HauHET $pas3y cornacoBaHums
NMpPOTOKOJIa CeTEBOro ypoBHS. Jltobbie nakeTbl IPV6CP, mony4veHHbIe A0
TOro, Kak Ha4YHETCs 3Ta $a3a, A0/KHbI BbITb OTOPOLLEHBI.

NPOTOKOJI TYHHENPOBAHNSA BTOPOro YPOBHSA. B KOMMNbIOTEPHbIX CETAX
TYHHEe/IbHbI MPOTOKO/, NCNOAb3YIOLWMIACS ANA NOAAEPXKKN
BUPTYaNbHbIX YaCTHbIX ceTeil. [naBHoe JOoCTONHCTBO L2TP cocTtonT B
TOM, YTO 3TOT NPOTOKOJ1 MO3BOJIAET CO3/aBaTb TYHHE/b He TOJIbKO B
cetax IP, Ho 1 B Takux, kak ATM, X.25 n Frame Relay. HecmoTps Ha To,
uTo L2TP gelicTByeT Hanogo6ve NPoTOKONa KaHabHOIO YPOBHS
Mogenn OSI, Ha camoM Jiefie OH ABASETCA NPOTOKO/I0OM CeaHCOBOro
YPOBHS 1 CMONb3YeT 3aperucTpmpoBaHHblin UDP-nopT 1701.

NPOTOKON yrpas/ieHns coeriHeHviem, LCP ABnsieTcs yacTbio MpoToKoia
Point-to-Point Protocol. Mpwn ycTaHOBAEHUW coefnHeHns PPP
nepejatoLlee 1 NpUHUMatoLLee yCTpPoONCTBO O6MeHVBAIOTCA NakeTamm
LCP pns yTouHeHns cneumdunyeckoin MHpopmaumm, Kotopas
noTpebyeTcsa Npu nepegave JaHHbIX.

MakeTbl LCP genatca Ha Tpuy knacca:

* TakeTbl ANs OpraHM3aLMmy KaHana ceasu. Micnonb3yroTesa Ans
opraHv3auun 1 Belbopa KOHGUrypaLmm kaHana

* [lakeTbl 4n4 3aBepLlieHna AEeNCTBMA KaHana. V|Cl'|01'|b3yI-OTCFI anda
3aBepLlieHuns AEeNCTBUSA KaHana CBs3n

+ MNakeTbl ANa noaaepXaHus paboTocnocobHOCTY KaHana.
Mcnonb3yrotca ana nogaepxaHusa N oTaagkm KaHana

NPOTOKO/ KaHa/lbHOro YPOBHS, MO3BONAIOLLNA ceTeBOMY
060pyA0BaHMIO OrnoBeLLaTL 060pyA0BaHMe, paboTatoLLee B 10KaNbLHOW
ceTn, 0 CBOEM CyLLLeCTBOBaHUN 1 NepejaBaTb emMy CBOU
XapakTepuUCTUKK, a TakKe NoayyaTb OT HEro aHaNorNYHbIe CBEAEHUS.

WHpopmauums, cobpaHHas nocpeacteoM LLDP, HakannvBaeTcs B
YCTPOWCTBaxX M MOXeT ObITb C HMX 3anpoLleHa nocpeacteoM SNMP.

3TVIM METO/0M B OZJHOM COeZMHEHU MOTYT UCMOJIb30BaTbCsA HECKO/IbKO
TMMNOB MPOTOKOJI0B, MPUYEM TUM MHKANCYANPYEMbIX NakeToB
onpegenseTcd cTaHAapTHbLIM 3aronoskom LLC/SNAP. LLC nHkancynaums
obecrneynBaeT NOAAEPXKKY MapLLUPYTUNPYEMBIX N MOCTOBbIX
NPOTOKOJIOB. B TakoM popMaTe MHKaNCcynaLmm yepes of4HO 1 TO Xe
BUPTYasibHOE COeAiMHEHVe MOryT nepeaaBaTbCcs pparMeHTbl JaHHbIX
pPas/INYHbIX NPOTOKOJOB. TUM MPOTOKOJ/1a YKa3blBaeTCH B
SNAP-3arosioBke nakerta.

KOZ, C Manoi NNOTHOCTbIO MPOBEPOK Ha YETHOCTb, UCMO/b3YyeMblli B
nepegaye nHGopMaLMKM KO, YaCTHbIA Cllyyail 6,10KOBOr0 IMHENHOIO
KoZa € NpoBepKoin YETHOCTU. OCOBEHHOCTLIO ABNSETCS Manas
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Microsoft Point-to-Point
Encryption

Master Browser

Maximum Receive Unit

Maximum segment size

Maximum Transmission
Unit

Modular Wi-Fi System

Multicast DNS

Network Access Control List

Network Flow

NJOTHOCTb 3HAYMMbIX 31€EMEHTOB MPOBEPOYHON MAaTPULLbI, 33 CHET
yero JOCTUraeTcs OTHOCUTENbHAsA NPOCTOTa peanmnsaunm CpeacTB
KOAMPOBaHWA.

NPOTOKON LWN$POBAHNSA AAHHbBIX, NUCMONb3YeMblii MOBEPX COeAVNHEHWTA
Point-to-Point Protocol. icnonb3yeT anroputm RSA RC4. MPPE
nogaepxmeaet 40-, 56- 1 128-6UTHble KNHOUN, KOTOPbIE MEHSAIOTCA B
TeyeHue ceccum (4acToTa CMeHbI K/loYeln ycTaHaBNMBaeTCA B NpoLecce
X3HJLenKa coegnHeHns PPP, ecTb BO3MOXHOCTb FreHeprpoBaTh Mo
HOBOMY KJ1HOUY Ha Kaxablli nakeT). MPPE obecneynBaeT 6e30MacHOCTb
nepeaayv JaHHbIX Ang nogknrodeHunsa PPTP mexay VPN-knvneHToM n
VPN-cepBepom.

npeAcTaBnseT cO60M NHCTPYMEHT, farowunii nHopmaumto o SMB/CIFS
daitnax v ceTeBbIX NPUHTEPAX K, Kak NPaBUIIO, CNOCO6 AOCTYNA K HAM.
OH oTBeyYaeT 3a 0TObpaXeHMe Crmcka XoCTOB B COOTBETCTBYIOLLEN
noAcetn. Micnonb3syeTca Ans pasMeLleHns MHGopMaLmm o Apyrmx
KoMnbtoTepax Windows B ToMm e gomeHe Windows nnn cetu TCP/IP.

onpegensieT MakCUMasbHbI pa3mep (B baTax) 6710ka, KOTOPbIA MOXeT
6bITb MPUHSAT Ha KaHa/IbHOM YPOBHE KOMMYHWKALIMOHHOMO MPOTOKONA.

ABNAETCA NapaMeTpom npoTokona TCP 1 onpeaensieT MakCMManbHbIiA
pasmep 610Ka AaHHbIX B baTax ans cermeHTa TCP. Takmum obpa3om
3TOT NapaMeTp He yunTbiBaeT AAnHY 3aronoskos TCP u IP.

MaKCMManbHbIA pa3Mep 610ka (B 6aliTax), KOTOPbIA MOXET BbIThb
nepegaH Ha KaHanbLHOM ypoBHe ceTeBO Mogenn OSI. 3HaueHne MTU
MOXeT 6bITb onpejeneHo ctTaHgapToM (Hanpumep ans Ethernet), nanéo
MOXET BblOMPATLCA B MOMEHT YCTaHOBKW COeANHEHNS (06bIYHO B
ciyyae NpsAMbIX MOAKAOYEHWNIA TOUKA-TOUKa). YeM BblLLe 3HaYeHne
MTU, TeM MeHbLLIe 3aroJioBKOB nepesaéTcs No CeTV — a 3HaUuT, BbiLle
NPOMNyCcKHasi CNoCO6HOCTb.

CUCTEMa, NO3BOJIAIOLLIAS 06BEANHUTE HECKOJIbKO YCTPOMCTB KMHETHK
B e4NHOe NHTePHEeT-MPOCTPAHCTBO, pacnpeseneHHoe Mo naoLaAun.
OAHO M3 YyCTPONCTB Ha3HaYaeTCs BeAyLLUM, OCTa/lbHble — BELOMbIMU.

3TO CNOCO6 MCMONB30BaHWUA 3HAKOMbIX MporpaMmmupyembix DNS
nHTepdelicoB, popmMaToB NakeToB 1 OMepaLOHHON CEMaHTUKN B
HebOoNbLLOW ceTu, rae He ycTaHoBAeH 06bl4vHbIVi DNS-cepBep. MpoTokon
MDNS ncnonb3yet MHoroaapecHble IP-nakeTtsl UDP v peann3oBaH B
nakeTtax nporpamm Apple Bonjour 1 Avahi ¢ OTKpbITbIM NCXOAHBIM
KOAOM.

npasuna, 3agaHHble ns IP-nHTepdelicos, KOTopble AOCTYMHbI Ha
MapLUpyTM3aTope, KaXAoe CO CMNCKOM XOCTOB MW CeTel,
pa3peLuatoLlee v 3anpeLlatoLLee Ncnonb3oBaHue cepauca. Cnmckn
KOHTPO/IA OCTYMNa MOTyT yNpaBAsTh Kak BXOAALLMM, TaK U UCXOAALLMM
Tpadvkom.

CeTeBOV NPOTOKO/, NpeAHa3HaYeHHbIN A5 yYéTa ceTeBOro Tpaduka,
KoTopbIli ncnonb3yet UDP nnu SCTP NpoToKobl 415 nNepeaaymn AaHHbIX
o Tpaduke konnekTopy. Konnekrop - 3To NpuioxeHve, paboTaroLlee
Ha cepBepe 1 3aHKMatoLLLeecst C6opoM CTaTUCTUKIN, KOTOpas MoJlyveHa
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Network Time Protocol

Network Traffic
Classification Engine

Open Package

Opportunistic Wireless
Encryption

Orthogonal
Frequency-Division Multiple
Access

Password Authentication
Protocol

4 https://www.openwrt.org/

> https://github.com/Entware/Entware

OT CeHCopoB. B ponu ceHcopa BbICTynaeT yCTPOMCTBO, KOTOpOe
cobupaeT CTaTUCTUKY O TpaduKe 1 NepesaeT ee KonnekTopy. B
KayecTBe ceHCcopa MOXEeT BbICTYMaTb MapLUpyTM3aTop NIV KOMMYTaTop
TpeTbero yposHs Cisco.

ceTeBOW NPOTOKOA AN CUHXPOHM3ALMN BHYTPEHHNX YacoB
KOMMblOTEpa C UCMOb30BaHNEM CeTe C NepeMeHHOM NaTeHTHOCTbIO.
NTP ncnonbsyet ansa ceoein pabotbl npoTokon UDP. Hanbonee
LUMpOKOoe nprMeHeHne NpoTokon NTP HaxoAWUT ANs peanm3saumm
cepBepoB TOYHOIO BPEMEHW.

Takke DPI, Deep Packet Inspection

TEeXHOJIOrMA HaKOMMEeHNSA CTaTUCTUYECKNX AaHHbIX, MPOBEPKN 1
dnnbTpaLUMKn ceTeBbIX MAKeTOB Mo ux cogepxxmmomy. Deep Packet
Inspection aHanM3npyeT He TONLKO 3aro/I0BKN MNakeToBs, HO U MOAHOe
coaepxmmoe Tpadurka Ha ypoBHSX Mmogenun OSI co BTOpOro v BheiLLe,

Deep Packet Inspection MoxeT onpesennTb, Kakoe ceTeBoe
NPWI0XEHME CreHEePUPOBANOo UN NONyYaeT AaHHble, cobrpast
NOAPOBHYH CTaTUCTUKY COEAVNHEHWS KaXA0ro YCTPOCTBa 1
npunoxeHus B otaenbHocTy. C nomolbto quality of service Deep
Packet Inspection KOHTPONMPYET CKOPOCTL NepeAaun OTAeNbHbIX
NakeToB, NOBbILLASA WY NOHMXas eé.

KomnoHeHT Traffic Classification Engine paboTaeT NoNHOCTLIO
aBTOHOMHO W He BbINOAHAET HMKaKNX 06paLLeHNin K BHELLUHUM
cepBucam.

YMNpoLLEeHHasa cncTemMa ynpasneHuns naketamu. NpegHasHaveHa and
BCTpavBaeMbIX CUCTEM Ha OCHOBe Linux 1 ncnonb3yeTtcs B AaHHOM
KauyecTBe B OpenWrt4 n Entware® npoekTax. MakeTbl Opkg ncnonb3ytoT
pacwimpeHus . ipk.

ABnsAeTca pacwmpeHnem ctaHgapTa IEEE 802.11, cxoxnm ¢ MeTo0M
LNppoBaHNSA OAHOBPEMEHHOM NPOBEPKN MOAINHHOCTY PaBHbIX (SAE).
3TOT MeToA WndpOoBaHNSA NpefoCTaBAseT NoJib30BaTeNSAM NYULLYHO
3aLUTY NPU MOAKIIOYEHUN K OTKPbITbIM Wi-Fi ceTam.

O/lHa 13 BaXKHeNLUNX GYHKLMIA N5 NOBbILLEHUA NPON3BOANTENBHOCTA
ceTun. MepesaBaemble JaHHbIe Pa3fenstoT Ha HECKObKO HebobLLINX
nakeToB, YTObbI MPOCTO NepemMeLLaTb HebonbLLne 61Tl MHGopMaLmn.
Kpome Ttoro, OFDMA pa3gensiet kKaHan Ha MeHbLUVIe YaCcTOTHbIe
BblJeNeHns, Ha3BaHbl NogHecyLwMN. bnarogaps pasgeneHuio KaHana
Hebo/bLLMe NaKeTbl MOrYT O4HOBPEMEHHO MepesaBaThbCs Ha HECKOJIbKO
ycTpoincTB. 802.11ax OFDMA MOXeT 6bITb Kak BOCXOAALLMM, TaK U
HUCXOAALLMM KaHaoM.

3TO NPOTOKOJ NPOBEPKN NOAANHHOCTN, KOTOPbIA NCMOMb3YeT Napo/ib.
PAP ncnonb3yetcs coegmHeHmnem Point-to-Point Protocol agns npoBepku
nonb3oBaTesiel nepes npejocTaBaeHneM UM JOCTyna K yaaneHHon
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cetn. PAP nepesaet He 3alumdppoBaHHbIe Nnaponau B popmate ASCII no
CeTn 1, CNefoBaTe/IbHO, CYMTAETCA HE6Ee30MaCHbIM,

Protected Extensible NpOTOKON MHKaNcynmpyroLwmii Extensible Authentication Protocol (EAP)

Authentication Protocol BHYTpw Transport Layer Security (TLS) TyHHens. NpegHa3HayveH ans
ycuneHus ctorikocty EAP, KoTopblil Npegnonaraet, 4to dusnyeckumii
KaHan 3alnLéH 1 He NpUMeHsieT cneumanbHbIX Mep ANs 3almThbl
obMeHa.

Perfect Forward Secrecy CoBepLLEHHas NpsIMasi CEKPETHOCTh, CBOCTBO HEKOTOPbIX MPOTOKO/I0B
cornacoBaHus knto4a (Key-agreement), KOTopoe rapaHTUpYeT, 4YTo
CEeCCMOHHbIE KNHOYM, NONYyYeHHbIe NPY NoMOLLM Habopa Kitoyeid
AONIrOBPEMEHHOIO M0/Ib30BaHWs, He 6yAyT CKOMMNPOMETUPOBaHbI NpY
KOMMPOMETaLMN OLHOTO 13 AONTOBPEMEHHbIX K/THYeiA.

Permanent Virtual Circuit 3TO ceTeBas TeXHOJI0ris, KOTopas M03BOJIieT COBMECTHO KCMOo/Ib30BaTb
BblZe/1eHHY0 LieMb C 3apaHee onpegesieHHbIM NyTeM HeCKONbKNMU
BUPTYalbHbIMY KaHanaMu nyTemM yCTaHOB/IEHUSA 40/ITOCPOYHbIX
JIOTNYeCKNX CoeMHEeHWI 1 pacrpeenieH s MponyCcKHOM CNoCobHOCTH
rnocpeacTBoOM peTpaHcasaALnm Kagpos nnu cetn ATV, kotopas
OCyLLLeCTBASIeT yripaBaeHne ceTeBbIM TPaprKOM.

Ping Check onpegensieT paboTocnoco6HOCTb NOAKIHOUEHNS K MHTEPHEeTY Mo
AOCTYMHOCTUN 3aZlaHHOrO y3/1a. Pe3ynbTaT NpoBepkn MOXET 6bIThb
NCNONb30BaH A/t NepekNoYeHs MeXAY OCHOBHbIM 1 pe3epBHbIM
NOAKNHOYEHVSIMU K MHTEPHETY.

Point-to-Point Protocol 3TO NPOTOKO/ UCMONb3YeMbI A/151 YCTAHOBNEHWS MPSIMOIA CBA3M MeXay
ABYMS y3namu. OH MOXeT obecneynTs ayTeHTUGUKaL MO COeANHEHWS,
wurdpoBaHme nepeaayn faHHbIX U okaTue. PPP ncnonb3yeTcs BO
MHOTMUX BUAax $pU3NYecknx ceTe, BKIoYas kabenb, TenepoHHyH
JINHWIO, COTOBYIO CBA3b, CNeuvann3vpoBaHHbIe PagN0 IMHUN N
OMTOBOJIOKHO. Noc/e ycTaHOBNEHWSA COefHEeHNS HaYMHaeTCs
HacTpoiKa AONONHUTENBHON ceTu (YypoBeHb 3). Yalle Bcero
ncnonb3yetcs Internet Protocol Control Protocol.

Power Spectral Density 3TO Mepa MHTEHCUBHOCTY MOLLHOCTY CUIHaNa B YacToTHOW obnactu,
PSD npegocTaBnsieT None3HbI CNO0Co6 OXapakTepmn30oBaTb aMMANTYAbl
Mo CPAaBHEHWIO C YACTOTON COAEPXMMOro Cly4anHOro cMrHana.

Public Land Mobile Network ~ 3T0 cOBOKYMHOCTb yC/yr 6ecnpoBOAHON CBA3M, NpeafaraemMbix
KOHKpPEeTHbIM OnepaTopoM B KOHKpeTHo cTpaHe. PLMN 06bI4HO
COCTOUT N3 HECKO/IbKMX COTOBbIX TEXHONOMMIA, Takmnx Kak GSM/2G,
UMTS/3G, LTE/AG, npeanaraeMbix onepaTopoM COTOBOW ceTu.

Preamble 3TO NepBas YacTb 610Ka JaHHbIX npoTokona (PDU) pumsmnueckoro
ypOBHs KOHBepreHumu (PLCP). 3arosioBKOM ABAAETCA OCTaBLUASACA
YaCTb MNaKeToB AaHHbIX, KOTOPas COAePXUT 6osibLue nHGopmaLmm o
cxeme MoAynALMN, CKOPOCTU Nepeaayu, 1 o0 NpoMeXxyTke BpeMeHu,
TpebyoLeMcs 418 nepejaydn Bcex aHHbIX Kagpa.

Tun npeambynbl B IEEE 802.11 Ha ocHoBe 6ecnpoBOAHON CBA3N
onpegensaet annHy 6noka CRC (Cyclic Redundancy Check) ans
COoeAVHEHUS MEXAY TOUKOWN JOCTYMNa 1 FoCTEBLIMM 6ECMPOBOAHLIMUA
ajanrtepamu.
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Protected Management
Frames

Protocol-Field-Compression

Pseudo-Random Function

Radio Resource
Management

Remote Authentication in
Dial-In User Service

[nnHHasa npeambyna:

* PLCP c gnvHHOI npeamMbynoli nepeaaeTcs Ha ckopocty 1 MeunT/c
He3aBNCMMO OT CKOPOCTY NepeAayn JaHHbIX Kajgpa

+ ObLLee BpeMs Nepegaydv ANVIHHOW Npeamby bl SBASETCA KOHCTaHTOMN
- 192 MVIKpPOCEKYHAbI

+ CoBMeCTUMO C ycTapeBLnMm cucteMamu IEEE 802.11 paboTarowymm
Ha 1 12 MéuT/c

KopoTkas npeambyna:

+ MNpeambyna nepepaeTca Ha ckopocty 1 MBUT/C, a 3arofIoBoK — Ha
2 MéuT/c

+ Ob6LLee BpeMs NepeAaydn KOPOTKOM Mpeambyibl ABASETCH KOHCTaHTOM
— 96 MMKpOCEeKYHAbI

* He coBMecTUMO ¢ ycTapeBLInMn cnctemamm IEEE* 802.11
paboTtatowmmm Ha 1 n 2 MéuT/c

IEEE 802.11w 3TO CTaHAApPT 3aLLUMThl KA4POB YNpaBAeHuns U3 ceMencTBa
cTaHaapToB IEEE 802.11. 3Ta dyHKLMOHANBHOCTL HEO6X0AMMA AN
noBbILLeHMst 6e30MacHOCTV NyTeM obecrneyeHns KOHPUAEHLMANBHOCTU
JAHHbIX B Kajpax yrnpaBaeHus.

MeTO/ CcornacoBaHums oxkatmns nons Protocol B 3aronoskax PPP. Mo
yMonyaHwuto, Bce peanusauuv OJ/IKHbI nepegasath nakeTbl C 4BYMSA
okTeTamu nons Protocol.

Takxe nceBgocnydaiHas GyHKLUS

MOXOX Ha a/IrOPUTM LLe/IOCTHOCTW, HO BMECTO TOro, YTOObI
MCNOMb30BaThCA A5 ayTEHTUPUKALMM COOBLLIEHWIA, OH UCMOb3YyeTCs
TO/bKO A/15 0becrneyeHns CIy4anHOCTM B TaKMX LieNIAX, Kak noayveHme
MaTtepuana kioda. PRF B OCHOBHOM MCNOJIb3YOTCA C
ayTeHTUGMLMPOBaAHHBIM anropnTMom WwndposaHusa Truna AES-GCM.

npeacTaBnsieT coboii CUCTEMHBIN ypOBeHb yrpaBieHns
MeXKaHaNbHbIMU MOMexXamu, pagnopecypcamm n Apyrimm
XapaKTepucTKamu paguonepesayn B ccteMax 6eCrpoBOAHON CBA3N.
RRM Bk/toYvaeT B ceba napaMeTpbl yripaBneHus, Takme Kak MOLLHOCTb
nepegaun, pacnpezeneHune nonb3osareneii, bopMrpoBaHme
AvarpamMmbl HarnpaBIeHHOCTM, CKOPOCTY Nepesayn AaHHbIX, KPUTEPUK
nepezaun o6Cy>XXMBaHWS, CXeMy MOAYNSLNN, OLLMGKIN CXeMbl
KOAUPOBaHKS.

ceTeBOW NPOTOKO/, MpeAHa3HavYeHHbI Ans obecneyeHms
LeHTPann3oBaHHOW ayTeHTUdMKaLMW, aBTOPMU3aALMN 1 yHETa
nosib3oBaTtenei, NOAKNHOHAOLLMXCSA K Pa3NYHbBIM CeTEBbIM CTyXX6aMm.
Ncnonb3yeTcs, Hanpumep, Npy ayTeHTUdMKaLMKM Nosb3osaTtenei
Wi-Fi, VPN, B npowunowm, dialup-nogkntoueHunia, n gpyrmx nogo6HbIX
cnyyasx.
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Remote Procedure Call

Restricted NAT

Secure Socket Tunneling
Protocol

Service Set Identifier

Shared key

Short Message Service

SkyDNS

Simple Network
Management Protocol

BbI30B YAANEHHbIX Npoueayp, KNacc TeEXHOOrn, NO3BOASOLLNX
KOMMbIOTEPHbBIM MPOrpaMMam Bbi3blBaTb GYHKLNW NIV NPOLEeaypbI B
APYrom ajpecHoM MpoCTpaHCTBe (Kak Npasuio, Ha YAanE€HHbIX
KoMnbtoTepax). O6bI4HO, peannsaums RPC TexHoNOrnm BKIOYaET B
cebs Ba KOMMOHEHTa: ceTeBO MPOTOKON A4/191 06MeHa B pexunme
K/INEHT-CepBep M A3bIK Ceprann3aumm o6 bekToB (Uam CTPYKTYP, AN1S
HeobBbekTHbIX RPC). Ha TpaHcnopTHOM ypoBHe RPC 1cnosnb3ytoT B
0CHOBHOM rnpoTokoJibl TCP 1 UDP, ogHako, HEKOTOpble MOCTPOEHbI Ha
ocHose HTTP (uto HapyLwiaeT apxutektypy ISO/OSI, Tak kak HTTP
M3HayanbHO He TPAHCNOPTHbIM MPOTOKON).

Takxe AnHammnyeckuin NAT

paboTaeT Tak Xe, Kak v Full Cone NAT, HO IpUMeHseT AONONHUTENbHbIe
orpaHunyeHuns K IP-agpecy. lNpexae yem nosydatb NakeTbl OT IP-agpeca,
BHYTPEHHWI KNVEHT J0/IKEeH CHavasa CaMm OTMPaBuTb NakeTbl Ha Hero.
To ecTb ll060e coeANHEHNE, NHULIMMPOBAHHOE C BHYTPEHHEro ajpeca,
No3BOMAET B JaNbHelLLeM Noy4YaTb eMy NakeTbl C11060ro nopTa T0ro
Ny6/IMYHOr0 XOCTa, K KOTOPOMY OH OTMpPaB/s/l NakeT(bl) paHee.

NpPOTOKO 6€30MacHOro TYHHENMPOBaHWSA COKETOB, CMPOEKTUPOBAHHLIN
ANS CO34aHNSA CUHXPOHHOM B3aMMOCBSI3M NPY COBMECTHOM ObMeHe
VHpopMaLmen AByx nporpamMm. bnarogaps eMy MOXHO €034aTb
HeCKONbKO MOAKIOYEHNIA IPOrpaMMbl MO OAHOMY COeANHEHNIO MeXAy
y3/1amu, B pesynbTaTe yero foctmraetca 3¢ GekTBHOE UCMONb30BaHMe
ceTeBbIX pecypcoB. [TpoTokosn SSTP ocHoBaH Ha SSL, a He Ha PPTP
ncrnonb3yet TCP nopT 443 ans nepegaum Tpaduka.

3TO NocC/ie0BaTeIbHOCTb CIMBOJIOB, KOTOPAas YHUKaIbHbIM 06pa3om
MMeHyeT 6ecnpoBoAHyto nokanbHyto ceTb (WLAN). 3To nms nossonset
6ecrnpoBOAHbBIM CTaHLMAM MOAKNOYATLCA K HYXKHO CeTu, ecnu B
AAHHOM MecTe AO0CTYNMHO HECKONbKO He3aBUCKMBbIX CeTe.

3TO pexmnMm, B KOTOPOM KOMMbIOTEP MOXET MOAYUNTb JOCTYN K
6ecnpoBoAHOl ceTu, ncnonb3ytowein npotokon Wired Equivalent
Privacy. Mpw nomoLy O6LLero Kntoya KOMMNbTeP, OCHALLEHHbIN
6ecnpoBOAHBLIM MOAEMOM, MOXKET MOAY4YUTb AOCTYN K ito6oi ceTnn WEP
1 06MeHNBaTbCA 3aLlNPPOBAHHBIMY AN He3aLWNPPOBaAHHbLIMU
AAHHbBIMU.

3TO KOMMOHEHT C/TYX6bl TEKCTOBLIX COOBLLEHWI BO/TbLLIMHCTBA CUCTEM
TenepoHumn, IHTepHeTa 1 MOBUIIBHBIX YCTPOMCTB. B HEM NCNonb3yoTcs
CTaHAAPTU3VPOBaHHbLIE MPOTOKO/bI CBA3W, MO3BOAAIOLLME MOBUTbHBIM
YCTPOMCTBAM O6MEHNBATLCSA KOPOTKVMU TEKCTOBBIMU COOBLLLEHNSIMUA,

cnyxb6a, KoTopas npesocTaBnseT BOSMOXHOCTb GUAbTPaLUn
6710KMPOBKIM ONACHBIX NN HeXenaTenbHbIX canToB. SkyDNS paclumnpsier
BO3MOXHOCTW Domain Name System, Ao6aBnss Takme GyHKLMN, Kak
3almTa oT pULIKHIra 1 GUAbTPaLNA KOHTEHTa.

3TO CTaHAAPTHbLIA MHTEPHET-NPOTOKON A5 YyNPaB/ieHUs YCTPOCTBaMM
B IP-ceTsix Ha ocHoBe apxuTtekTyp TCP/UDP. K nogaepxvsaroLmm
SNMP ycTpoicTBaM OTHOCATCS MapLUPYTU3aToOpPbl, KOMMYTaTOpbI,
cepBepbl, paboune CTaHLMW, MPUHTEPDI, MOJEMHble CTONKW U Apyrie.
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SSH File Transfer Protocol

Transmission Control
Protocol

Universal Access Method

User Datagram Protocol

udpxy

Universal Plug and Play

Unstructured
Supplementary Service
Data

VCI&VPI

3TO NPOTOKOA NPUKIAAHOI0 YPOBHS ANA nepejaydn $ainnos rno
HaZeXHOMY 1 6e30MacHOMY coeAnHeHno Yepe3 TCP-nopT 22.

ABNAETCA OCHOBHbIM NPOTOKONOM U3 Habopa Internet Protocol. TCP —
3TO TPAHCMOPTHbI MeXaH13M, 06ecrneyrBatoLLNi NOTOK AaHHbIX, C
npesBapuTeIbHON YCTaHOBKOM COeANHEH IS, 3@ CHET 3TOro AatOLLNTA
YBEPEHHOCTb B OCTOBEPHOCTM MOAYYaeMbIX AaHHbIX, OCyLLecTBAsSEeT
NOBTOPHbI 3aMpoC JaHHbIX B C1yyae noTepu 1 ycTpaHseT
Ay6ampoBaHve Npu Noslyv4eHunn AByx KON O4HOro rnakera.

3TO MeToZ, KOTOPbI N03BONsIET aBOHEHTY NOIYUUTb JOCTYN K
6ecnposogHoin ceTu Wi-Fi. IHTepHeT-6pay3ep OTKPOeT CTpaHuLYy BXOAa,
rAe rnosib30BaTe/lb JO/KEH 3aroJIHNTL CBOV YUYeTHbIE AaHHbIe, npex e
UeM OH CMOXeT NosyunTb gocTtyn. B UAM ana aBTopusaunm
ncnonb3yertcs knmeHT RADIUS v cepsep RADIUS.

ABNAETCA OCHOBHbIM NPOTOKONOM U3 Habopa Internet Protocol. 310
TPaHCMOPTHLIV NPOTOKON ANSA NepeAayn faHHbIX B ceTsx IP 6e3
yCTaHOBNeHUA coeariHeHNs. OH ABNSETCHA O4HUM U3 CaMbIX MPOCTbIX
MPOTOKO/1I0B TPAHCMOPTHOr0 ypoBHA Mogenu OSI. B otanyuve ot TCP,
UDP He noaTBepxAaeT A0CTaBKY AAHHbIX, HE 3a60TUTCS O KOPPEKTHOM
rnopsifke fOCTaBKU N He AeflaeT NoBTOPOB. 3aTO OTCYTCTBME
COeANHEHNS, LOMNONIHUTENBbHOrO TpadmkKa N BO3MOXHOCTb
LIMPOKOBeLLAaTeNbHbIX PACChIIOK AeNAK0T ero ya06HbIM A5
NMPUMEHEeHU, r4e Manbl NoTepy, B MacCOBbIX PACCbiIKaxX NOKaAbHOM
rnoAceTu, B MeAManpoToKonax v T. .

cepBepHoe nNpuioxeHve (daemon) 4nd nepeAayn JaHHbIX U3 CETeBOro
rnoToka My/ibTrKacT KaHana (sewaemoro no UDP) B HTTP coegmHeHme
3anpaluvBaroLLLero KaneHTa.

3TO apXuTeKTypa MHOrOPaHroBbIX COeANHEHWI MeX Ay NepCcoHaNbHbIMU
KOMIMbOTEPaMn U MHTeNNeKTYalbHbIMW YCTPONCTBaMu,
yCTaHOBJ/IEHHbLIMW, Hanpumep, goMa. UPnP ctponTca Ha ocHoBe
CTaHAAPTOB W TEXHONIOMNIA MHTEepHeTa, Takux kak TCP/IP, HTTP n XML,
1 obecrneynBaeT aBTOMaTMYeCKOe MNOoAKYEH Ve MOA00OHbIX YCTPONCTB
APYT K APYrY U NX COBMECTHYIO paboTy B ceTeBOl cpejie, B pesy/bTaTte
yero ceTb (HanprMep, JOMALLHSASA) CTAHOBUTCA NErkon AN1A HaCTPONKM
6onbLIeMYy YMCY NOb30BaTeNei.

3TO MPOTOKO/ CBSA3M, UCMO/b3YeMbIl COTOBbIMU TenedoHaMM 4151 CBSI3U
C KOMMbOTEPAMK onepaTopa MobunbHom ceTu. USSD 06bIvHO
1CMONb3yeTCs NPeAonIayeHHbIMU COTOBLIMY TenedoHaMIM 4Jis 3anpoca
[OCTynHoro 6anaHca.

NaenTudunkatop BuptyansHoro nytn (VPI) n ngeHtnomkatop
BUpTyanbHoro kaHana (VCI). VP onpegenset dparMeHT BUPTYyanbHOro
nyTu Ha nHtepodeiice ATM. VPI n VCI BmecTe ngeHTnouumpyroT
dparmeHT BUpTYyanbHOro kaHana Ha uHtepderice ATM. ObbeanHeHne
Taknx pparmMeHTOB NOCPeACTBOM KOMMYyTaTopoB obpasyeT
BUpTyanbHoe ceTeBoe coegnHeHuve. VPIn VCI He aBnatoTca agpecamu,
Taknmm kak MAC-agpeca ncrosnb3yemble B KOMMYTUPYEMbIX JIOKabHbIX
ceTax. VPI n VCI ABHO Ha3HayvaroTCa KaX40My CerMeHTy coegHeHUs
W, TakKnM 06pa3om, MMeIoT NINLLb JIOKaNbHOE 3HaYeHre B npejenax
OTAEeNbHO B3STOro coenHeHuns. OHM nepeHasHayaroTcs npum
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HEeobX0AMMOCTM Ha KaXA0M y3/ie KOMMyTaLumn. Micnonb3ys
naeHtTnoumkatTopbl VCI/VPI, ATM ypoBeHb MOXeT MyIbTUM/IEKCMPOBAaTb
(yepespoBaTb), AEMYNBLTUMNIEKCUPOBATL 1 NepekioYaTh SUeriky 13
HECKO/IbKMX COeANHEHWIA.

Very-high-bit-rate Digital CBEpPXBbICOKOCKOPOCTHas undpoBas aboHeHTCKas IMHUSA, TEXHONOr S,

Subscriber Line NO3BOJIAIOLLIAS 3HAUYNTENBHO NOBLICUTL NPOMYCKHYH CMOCOBHOCTb
aboHEeHTCKOM NMHNYK TenedoHHO ceTn 06LLero NoAbL30BaHNSA NMYTEM
NCNONb30BaHMA 3$PEKTVBHbBIX TMHEVHbIX KOAOB U aAanTUBHbIX
MEeTOA0B KOPPEKLMN NCKaKEHNIA INHUN HA OCHOBE COBPEMEHHbIX
AOCTUXEHNIA MUKPOIEKTPOHUKN N MeTOA0B LindpoBoi 06paboTkin
curHana.

Virtual LAN nornyeckas ("BrpTyanbHasa") nokanbHasg KOMMbOTEPHas CeTb,
npeActaenseT coboi rpynny XocTos ¢ 06LLnM HabopoM TpeboBaHWA,
KOTOpble B3auMOAENCTBYIOT TaK, Kak eciv 6bl OHW 6bINU MOAKNHOYEHbI
K LLMPOKOBeLLATe/IbHOMY JJOMEHY, He3aBUCUMO OT VX PU3NYECKOro
MecToHaxoxXaeHns. VLAN rMeeT Te Xxe CBOICTBa, YTo U $pur3myeckas
JIOKa/IbHas CeTb, HO MO3BOJIIET KOHEYHbIM CTAHLIMSAM FPYNMMpoBaThLCA
BMeCTe, Jaxe eC/Ii OHU He HaXoAATCcsA B O4HOMN GU3NYECKO ceTu.
Takasi peopraHnsaLusa MOXeT bbITb cAenaHa Ha OCHOBE NPOrpaMMHOro
obecrneyeHnss BMeCTo GM3NYECKOro nepemMeLLieHms yCTPonCTB.

Web Distributed Authoring  Habop paclumpeHunin n JoNoNAHeHW K npoTtokony HTTP,

and Versioning noAAep>KMBakOLLIMX COBMECTHYH PaboTy Nosib3oBaTenen Haj
pesakTupoBaHnem ¢pannos 1 yrnpaBneHue GaiiaMn Ha yaaNeHHbIX
Beb-cepBepax. MNogaepxuvBaeT ayTeHTUdUKALMIO BEH-cepBepa n
SSL-umndpoaHwue ana HTTPS, ncnonbsys TCP-nopT 443 No yMO/T4aHMIO,

Web Proxy Auto-Discovery 3TO MeTOJ, UCNOob3yeMbll knneHTamum aAnsd noncka URL-agpeca dainna

Protocol KoHUrypaumm npuv nomoLuy DHCP n/unu DNS meToa0B 06HapyXeHus.
Mocne okoHYaHUA 06HapyXeHUs 1 3arpyskun dainna KoHPUrypauum,
OH MOXeT 6bITb BbINOJIHEH A/17 orpejeneHns NPoKCK yKasaHHOro
URL-agpeca.

WireGuard 6ecniaTHoe NPorpaMMHOoE NPUIoXeHre C OTKPbLITEIM UCXOAHBIM KOA0M
1 NPOTOKON BUPTYyanbHOM YacTHo ceTun (VPN) ana cosgaHus
6e30mMacHbIX COefMHEHNIA TOUKa-TOUKa B MapLLPYTU3NPYeMbIX
KoHourypauumsx. Npotokon WireGuard ncrnonbsyeT coBpeMeHHble
KpunTorpadpumyeckmne Bo3MoxHocTn Curve255519 ana obmeHa
kntovamn, ChaCha20 gnsa wndposaHusa 1 Poly1305 ans
ayTeHTUPUKaLMN JaHHbIX, SipHash 4na xawmpyeMblX Kao4ver 1
BLAKE2s ans xawmpoBaHus. MogaepXxmneaeT TpeTUii ypoBeHb ANs
06ounx npoTokonos IPv4 n IPv6.

Wi-Fi Multimedia asnsetcs ceptudumkaumen Wi-Fi Alliance, 6asmpyroLeiicst Ha cTaHgapTe
IEEE 802.11e. OH 0becneynBaeT OCHOBHbIE BO3MOXHOCTU QoS (quality
of service) gns cetein IEEE 802.11 nocpeAcTBOM NMpropeTU3aunm
MakeToB AAHHbIX MO YeTbipeM KaTeropusam: rosoc (AC_VO), Bnaeo
(AC_VI), HerapaHTMpoBaHHas goctaska (AC_BE), n HU3kuin npuoputet
(AC_BK).

Wi-Fi Protected Access npeActaenseT cobori 06HOBNEHHYIO NporpamMMy cepTudumkaumm
yCTpoiicTB 6ecnpoBogHoi cBA3U. TexHonorna WPA npuLna Ha 3amMmeHy
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Wi-Fi Protected Setup

Wired Equivalent Privacy

Extended Authentication

Yandex.DNS

TEXHOJIOrMK 3aLLnTbl 6ecnpoBoAHbIX ceTeit WEP. Mntocamu WPA
ABNAOTCA YCUIeHHasa 6€30MacHOCTb AaHHbIX U Y)KeCTOUEHHbI
KOHTPOJIb A0CTyNa K 6eCcrnpoBoAHbIM ceTaM. HeManoBaxHOM
XapaKTepUCTMKON ABNSETCA COBMECTUMOCTb MeXAy MHOXEeCTBOM
6eCcnpoBOAHbLIX YCTPOMCTB Kak Ha anmnapaTHOM yPOBHE, Tak 1 Ha
nporpaMMHoM. Ha gaHHbin MomeHT WPA, WPA2 n WPA3
paspabaTbiBalOTCA U NpoaBuratoTcs opraHusaumein Wi-Fi Alliance.

WPA3 ncnonbsyet 128-6utHoe windpposaHme B pexxrme WPA3-Personal
(192-6unT B WPA3-Enterprise). CtaHgapt WPA3 Takoke 3aMeHsieT obMmeH
kKntovamm Pre-Shared Key exchange v SAE kak onpegeneHo B IEEE
802.11-2016, uTo NpMBOAUNT K 6oNee 6e30nacHOMY HavanbHOMY 06MeHy
KNtoYaMn B NepcoHaibHOM pexunme.

WPA Enterprise - 3T0 pexXumM ayTeHTUdMKaLMM Ha OCHOBE MPOTOKO/A
IEEE 802.1X c ucnonb3oBaHVeM BHeLLHero cepeepa ayTeHTudunkaumn
RADIUS n nokanbHoro knveHta Supplicant.

CTaHAAPT (M OAHONMEHHbLI MPOTOKO) MONYaBTOMAaTUYECKOr0 CO34aHUA
6ecnpoBoaHoi cet Wi-Fi, co3gaHHbIn Wi-Fi Alliance. Llenbto npoTokona
WPS aBnsieTca ynpoLleHme npoLiecca HacTpoliky 6ecnpoBOgHON ceTy,
NO3TOMY M3Ha4anbHO OH Ha3sbiBanca Wi-Fi Simple Config. MpoTokon
npr3BaH okasaTb MOMOLLb MOJib30BaTeNsIM, KOTOpble He obnajaroT
LUINPOKMMW 3HAHMAMM 0 6€30MacHOCTM B 6eCnpoBOAHbIX CeTAX, U Kak
cnefcTBme, UMEKT CI0XKHOCTY MNpU ocyLlecTBieHUn HacTpoek. WPS
aBTOMaTM4yeckn 0b603HavaeT UMSA CeTU 1 3a4aeT LWNPpPOBaHUe, AN
3aLUThl OT HECAHKLMOHMPOBAHHOTIO A0CTYNa B CeTb, NPV 3TOM HeT
HeobXoAMMOCTM BPYUYHYHO 3a4aBaTb BCe NapameTpbl.

aNnropuT™ Aansa obecneyeHns 6esonacHocTn cetein Wi-Fi. cnonbsyeTca
Ans obecneveHMs KOHPUAEHUMANBHOCTA N 3aLLNTbI NepeAaBaeMbIX
AAHHBIX aBTOPM30BaHHbIX MONb30BaTeneli 6ecnpoBOgHO CeTK OT
npocnywursaHus. Cyuiecteyet ase pasHoBuaHoct WEP: WEP-40 n
WEP-104, paznnyaroLlpecs ToNbKo A/IMHOW Kto4a. B HacTosiLee Bpemst
AAHHaA TeXHONOorVsA ABNAETCA YCTapeBLUen, Tak Kak ee B3/IOM MOXeT
6bITb OCyLLeCTB/IEH BCEro 3a HECKOJIbKO MUHYT. TeM He MeHee, OHa
MPOAO/IKAET LWMPOKO UCNOJb30BaTbCA. WPAZ.

nnn XAUTH, obecneunBaeT fONONHUTENbHbIA YPOBEHb NPOBEPKM
NOAJ/IMHHOCTW, MO3BOAA LWIO3Y [Psec 3anpallumBaTb pPacLUVPeHHYHO
aBTOPM3aLMIO YaNleHHbIX MONb30BaTesein, TakMm 06pa3om 3acTaBnss
yAaneHHbIX Nofb30oBaTenein NpefocTaBisATb UX YUETHbIE JaHHble,
npexae yem noayumTb goctyn K VPN.

CepBUC KOMNaHUW AHAEKC AN 3aLLMThI AoMaLLHel ceTy. ObecneunBaeT
TpU pexumMa ¢uabTpayunm:

+ 6e3 dnnbTpaumn: pecypcbl He 610KMPYHOTCA

+ 6e30MacHbIN pexxmrm: 610KMPYHOTCA BPeAOHOCHbIE U MOLLEHHMYeckue
CalThI

* CeMeliHbI pexnM: 610KNPYIOTCS BPeLOHOCHbIE M MOLLEHHNYecKne
CalThbl, @ TaKXXe pecypcbl ANs B3POC/bIX
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Nepapxua nHtepodencos

PrncyHok A.1. BasoBble HTep¢eichl

FastEthernet GigabitEthernet

Mac IP Supplicant Peer
Ethernet Ppp Secure
I /: _____ ]
| | Pppoe PppTunnel
[ Bridge Vlan [ o o
I I
I I
| Pvc OpenVpn |
: : Pptp L2tp
I I
I I

PucyHok A.2. TYHHe N bHble NHTep¢EChbI

Ethernet P Secure Peer

Tunnel

Tunnel6

SecurelPTunnel /A \
. Tunnel6to4 Tunnel6in4
Eoip /A \

Gre Iplp
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PucyHok A.3. UHTepdericbl USB

Usb

T

UsbEthernet UsblLte UsbModem
CdcEthernet YotaOne

PucyHok A.4. UHTepdeiicbl Wi-Fi

Wireless Radio

N

AccessPoint WiFiStation WiFiMaster
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[Nogaep>xka Keenetic Plus DSL

Keenetic Plus DSL HagenseT ntobyto Mogens MHTepHeT-LeHTpa Keenetic c noptom USB
dyHKumamu mogema ADSL2+/VDSL2. OH nogkntovaetca no USB HenocpeacTBEHHO K
VHTEPHEeT-LeHTPY, YNPaBAseTcs ero onepauyioHHON CUCTEMON (Yepes AOMNOAHUTENbHO
yCTaHaBAMBaeMbli KOMMOHEHT) 1 He TpebyeT oTAe/IbHOro 610Ka NMMTaHWS.

B.1 interface operating-mode

OnucaHue HactpouTtb pexum pabotel ADSL. [0 yMONYaHWIO NCMOb3YHOTCA 3HaYeHNS
ads12+ u a.
MNpejukc no Het

MeHsieT HacTpoilikn  [la
MHorokpaTHbIVi BBog, Het
Tun nHTepdeiica Switch

Cunoncuc (config-if)>  operating-mode mode> [ annex ]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

mode adsl12 Hactpavsaet paboty pexvma ADSL2 — ITU
G.992.3 Annex A n Annex M. Ecnv HU oguH
pexunm iBHO He BblbpaH, To Annex A n Annex
M oba 6yayT BktoUeHbl. OKOHYaTENbHbI
pexunm byaeT onpeaenaTbcs
MynbTUNAeKcopom goctyna DSL (DSLAM).

ads12+ HactpanBaet paboty pexuma ADSL2+ — ITU
G.992.5 Annex A n Annex M. Ecnun
pexrMAnnex A He BblbpaH, To byayT
BKAtoYeHbl n Annex A, n Annex M.
OKoHuaTeNbHbIV pexnm byaeT onpesensTeCs
MyfibTUMAEKCOpoM gocTyna DSL (DSLAM).

vdsl2-cpe HacTpaunBaeT paboTy KNMEeHTCKOro pexmnmMa
VDSL2.

vdsl2-co HactpanBaeT paboTy cepBepHOro pexviMa
VDSL2. MOXHO yCTaHOBUTbL TOJIbKO BPYYHYHO.

auto Pexxm BblbUpaeTcs aBToMaTNYeCcKK (3a
ncknoveHmem vdsl2-co).

annex a Pexu1mM paboTbl MOCpPeACTBOM aHaNoroBom
TenedoHun.
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Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue OnucaHue

m Mcxopaiaa/BxoaaLLasa 4acToThl CABUTAOTCS
c 138 kl'y, Ao 276 k', obecneymBas
yBennyeHne MakCcMasabHOW NPOnyCKHOM
CNOCOBHOCTU NCXoasLLero kaHana c 1,4
MéwuT/c go 3,3 MéuT/c.

auto BbI60p ocyLLecTBNAETCA B aBTOMATUYECKOM
pexume.

(config)> interface UsbDs10 operating-mode vdsl2-cpe
Network: :Interface::Mt2311::UsbDsl: Opmode is set to VDSL2-CPE.

Bepcus

OnucaHue

2.06

[Jlo6aBneHa komaHga interface operating-mode.

B.2 interface pvc

OnucaHwue
Mpedukc no

MeHsieT HacTpoiKkmn

HacTponTb nocmosHHsIU eupmyaneHell KaHa Ha nHTepderice ATM.

HeTt

Ja

MHorokpaTtHbiiA BBOg, [a

Tun nHTepdeiica

PVC

BxoxxaeHue B rpynny (config-if-atm-vc)

CuHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

(config-if)>  pvc «vpis«vcis
AprymeHT 3HaueHue |OnucaHue
vpi Lenoe uucno |MideHmupukamop supmyansHo20 nymu
3toro PVC. MoXeT npnHMUMaTh 3HaveHuns
ot 0 po 255.
vci Lenoe w4ucno |VIdeHmugpukamop supmyansHO20 KaHaAAA

3toro PVC. MoXeT NpUHMMaTL 3HayeHns
oT 32 ao 65535.

(config-if)> pvc 1 50
Network: :Interface: :Mt2311::Pvc: Assigned UsbDs10/Pvc@ 1/50.

Bepcus

OnucaHune

2.00

Job6asneHa komaHgaa interface pvc.
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MpunoxeHue B Moaaepxxka Keenetic Plus DSL

B.3 interface pvc encapsulation

OnucaHwue HactpouTtb ypoBeHb agantaunmn ATM (AAL) n Tun nHkancynaummn ATM PVC. Mo
YMONYaHUIO NCNO/b3YeTcs 3HadYeHre aal5snap.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PVC

CuHoncuc (config-if-atm-vc)  encapsulation (aal5mux | aal5snap)

AprymeHTbI AprymeHT 3HaueHme |OnucaHue

encapsulation |aal5mux BblaenuTtb ykasaHHbIn PVC ang ogHOro
NpoTOKoNa (Tak Ha3blBaemoe
MYJIbTUTMIEKCMPOBaHMe BUPTYaibHOro
KaHana, VC-MynbTunaekcMpoBaHue).

aal5snap MynbTUnaekcMpoBaHue AByX 1 6onee
MPOTOKON0B Ha oaHOM PVC (Tak

Ha3blBaemMoe MyNbTUMNIEeKCUPOBaHe
yrnpaBneHus N10rn4eckom ceasbto, LLC

multiplexing).
Npumep (config-if-atm-vc)> encapsulation aal5snap
Network::Interface: :Mt2311::Pvc: Using Ethernet encapsulation, »
LLC mux.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
2.00 Job6asneHa komaHaa interface pvc encapsulation.
B.4 interface vdsl carrier
OnucaHue BbibpaTb gnanasoH 4actoT VDSL. Mo ymMonyaHuo Mcnob3yeTcs napameTp
auto.
Mpejukc no Het

MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  vdsl carriercarrien
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AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HayeHue |OnucaHue
carrier auto YacToTa BbI6MpaeTcs B aBTOMATUUYECKOM
pexvme.
a43 BbibpaTb Anana3oH YacTtoT A43.
b43 BbibpaTb Anana3oH 4acToT B43.
v43 BbibpaTh Anana3oH vacToT V43,

(config-if)> vdsl carrier a43
Network: :Interface: :Mt2311::UsbDsl: Set G.hs carrier: A43.

Bepcus

OnucaHune

2.06

JobaBneHa komaHaa interface vdsl carrier.

B.5 interface vdsl profile

OnuncaHune

Mpedunkc no
MeHsieT HaCTPOMKMN
MHorokpaTHbliA BBOA,

CviHoncmc

AprymeHTsl

BbibpaTb npodunb VDSL. Mo ymonyaHmio ncnosb3yeTcs 3HadveHuve all.

KomaHza c npedurKcom no yaansieT ykasaHHblii npodunb. Ecnm BBectn
KoMaHAy 6e3 aprymMeHToB, byAeT yCTaHOBEHO 3HaYeHME N0 YMONYAHUIO.

Ja
Ja
Ja

(config-if)>

vdsl profile (

profiles> | all)

(config-if)> no vds1 profile [ profile]

AprymeHT

3HayeHue

OonvicaHune

all

KnwyeBoe
CJ10BO

BbibpaTtk Bce npoduan VDSL.

profile

8a

8b

8c

8d

12a

12b

17a

30a

HassaHune npodunsg VDSL.
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MpunoxeHue B Moaaepxxka Keenetic Plus DSL

Mpumep (config-if)> vdsl profile 12a
Network::Interface::Mt2311::UsbDsl: Enabled profile(s): 12a.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.06 Job6asneHa komaHgaa interface vdsl profile.

B.6 interface vdsl psdmask

OnucaHwue YctaHoBUTL MacKy PSD. o yMOAYaHUIo UCMo/b3yeTcs 3HaveHme
A R _POTS D-32_EU-32.

MNpejukc no Het
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a

Cunoncuc (config-if)>  vdsl psdmask mask>

AprymeHTbI AprymeHT 3HaueHune OnucaHue
mask A R POTS D-32 EU-32 Ha3BaHue
A R POTS D-64 EU-64 macku P3D.
B7-1 997-Mlc-A-7

B7-3 997-M1x-M

B7-7 HPE17-M1-NUSO

B7-8 HPE30-M1-NUSO

B7-9 997E17-M2x-A

B7-10 _997E30-M2x-NUSO
B7-11 HPE1230-M1-NUSO
B7-12 HPE1730-M1-NUSO
B8-1 998-M1x-A

B8-2 998-M1x-B

B8-3 998-M1x-NUSO

B8-4 998-M2x-A

B8-5 998-M2x-M

B8-6 998-M2x-B

B8-7 998-M2x-NUSO

B8-8 998E17-M2x-NUSO

B8-9 998E17-M2x-NUSO-M
B8-10 998ADE17-M2x-NUSO-M
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AprymeHT

3HavyeHue

OnucaHue

B8-11 998ADE17-M2x-A

B8-12 998ADE17-M2x-B

B8-13 998E30-M2x-NUSO

B8-14 998E30-M2x-NUSO-M

B8-15 998ADE30-M2x-NUSO-M

B8-16 998ADE30-M2x-NUSO-A

B8-17 998ADE30-M2x-NUSO-A

Mpumep

UcTopuns nsmeHeHnii

C_POTS 25-138 b

C_POTS 25-276 b

C_TCM-ISDN

(config-if)> vdsl psdmask B7-7_HPE17-M1-NUSO
Network::Interface: :Mt2311::UsbDsl: Set PSD mask: »

B7-7 HPE17-M1-NUSO.

Bepcus OnucaHve

2.06 JobaBneHa kKomaHaa

interface vdsl psdmask.

B.7 show interface dsl

OnucaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

MNMokasaTb NnapameTpbl DSL nHTepdeiica.
Het

HeTt

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> interface name> dsl
AprymeHTbI AprymeHT 3HauyeHue OnucaHue
name Ums uHtepgesica|lonHoe nma nHtepderica nnn
nceBAOHNM.
Mpumep (show)> interface UsbDs10 dsl
id: UsbDsl0
index: 0
type: UsbDsl
description: Keenetic Plus DSL
connected: yes
state: up
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mtu: 1500
tx-queue: 1000
global: no
security-level: public
mac: 90:ef:68:d2:61:f0
auth-type: none
plugged: yes
vendor: 0586
model: 3427
manufacturer: ZyXEL
product: Keenetic Plus DSL
serial: S155608000034
opmode: VDSL2-CPE
link: showtime
standard: VDSL2
us_delay: 0 ms
ds delay: 0 ms
profile: 30a

us fast rate:
ds fast rate:
us_noise:
ds noise:
us atten:
ds atten:

us_attain:
ds _attain:

us_power:
ds_power:

us_ capacity:
ds capacity:

far itu id:

122784 Kkbps
200187 kbps
6.5 dB
6.2 dB
0.0 dB
0.0 dB
122784 kbps
209445 kbps
9.0 dBm
10.3 dBm
100 %
95 %
b5004d455441003300

near itu id: b5004d455441000000

WcTopusa nsmeHeHum

Bepcusa OnucaHue

2.06

JobaBneHa komaHaa show interface dsl.

B.8 show interface dsl snr

OnucaHwue lMoka3aTb COOTHOLLEHME CUTHaN/LWYM ANA Kaxaoro kaHana xDSL.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Cunoncuc I(shom0>interface<name>dsl snr
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>

0, timestamp = »
1, timestamp
2, timestamp
3, timestamp

index
index
index

nceBAOHUM.
index

OnucaHwue

2657, index = 4, timestamp = »

to = 593,
to = 977,
to = 1017,

609,
985,

Wmsa uHTepgerica|llonHoe nmMa nHTepdeica nnu
433,

3HauyeHve

from = 25, to = 425,

from = 1401, to

from
from
from

8,
8,
8,

49.5,49.5,53.5,53.0,53.5,53.5,53.5,53.5,53.5,53.5,53.5,53.5,

52.0,51.5,51.5,51.0,51.5,50.0,50.0,50.0,50.0,50.0,50.
53.0,53.0,53.0,53.5,53.0,53.0,53.0,53.0,53.0

50.5,50.0,50.0
47.0,47.0,53.5,53.0,53.5

AprymeHT
name

(show)> interface UsbDs10 dsl snr
DS, mult = 8,
15348.699707:
US, mult
15348.707689:
DS, mult
15348.723292:
US, mult
15348.725914:
DS, mult = 8,
15348.781327:

MpunoxeHue B MNoaaep>xka Keenetic Plus DSL
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 JobaeneHa komaHaa show interface dsl snr.

B.9 show interface dsl bits

OnucaHune MNMoka3saTb pacnpegeneHue 6UT 418 Kaxaoro kaHana xDSL.
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIia BBog, Het

CuHoncuc (show)> interface name> ds1 bits
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
name Wms uHtepgesica|lonHoe nma nHtepdeiica nnn
NnceBAOHUM.
Mpumep (show)> interface UsbDs10 dsl bits

DS1, mult = 1, from = 20, to = 430, index = 0, timestamp = »
15402.799703:

o,11,11,11,11,12,12,12,12,12,9,9,9,9,13,13,13,13,13,13,13,13,
13,13,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14, 14,
14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,
14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,
14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,
14,14,14,14,14,15,13,12,14,14,14,14,14,14,14,14,14,14,14, 14,
14,14,14,14,14,14,14,14,15,15,15,15,14,14,15,14,14,14,15, 15,
14,15,14,14,15,15,15,14,15,15,15,14,15,14,14,15,14,14,14,15,
14,14,14,15,15,15,15,14,15,14,15,14,14,14,15,15,14,14,14,15,
15,14,14,15,15,15,14,14,14,15, 14, 14,15, 15,15, 15, 15, 15, 14, 15,
15,15,15,15,15,15, 15,15, 15,15, 15,15, 15, 15, 15, 15, 15, 14, 15, 15,
15,15,15,14,15,15,15,15,15,15,15,15, 14,15, 14,13, 15, 14, 15, 15,
15,15, 14,15,15,15,15,15,15,15,15, 14,14, 14,15, 15, 15, 14, 15, 15,
15,14,15,14,14,15, 14,15, 14,15, 15, 14,15, 15,15, 14, 14,15, 14,15,
15,15,14,14,15,14,14,14,15,15,15,15, 14,15, 14,15,14,14,14,15,
14,14,14,14,15,14,14,14,14,14,14,14,14,14,15,14,15,14,14,15,
15,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14, 14,
14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,
14,14,13,12,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14, 14,
14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,
14,14,14,14,14,14,14,14,14

US1, mult = 1, from = 439, to = 598, index = 1, timestamp = »

15403.129745:
o,11,11,11,11,15,15,15,15,15,15,15,15,15,15,15,15, 15,15, 15,
15,15,15,15,15, 15,15, 15,15, 15, 15, 15, 15, 15, 15, 15,15, 15, 15, 15,
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WcTopusa nsmeHeHum

15,15,15,15, 15, 15, 15,15, 15, 15, 15, 15, 15, 15, 15, 15,15, 15, 15, 15,
15,15,15,15, 15, 15, 15,15, 15, 15, 15, 15, 15, 14, 11, 15,15, 15, 15, 15,
15,15,15,15, 15, 15, 15,15, 15, 15, 15, 15, 15, 15, 15, 15,15, 15, 15, 15,
15,15,15,15, 15, 15, 15,15, 15, 15, 15, 15, 15, 15, 15, 15,15, 15, 15, 15,
15,15,15,15, 15, 15, 15,15, 15, 15, 15, 15, 15, 15, 15, 15,15, 15, 15, 15,
15,15, 15,15,15,15,15,15,15,15, 15, 15, 15, 15, 15, 15, 15,15,15,15

Bepcus

OnucaHmne

2.06

JobaBneHa komaHaa show interface dsl bits.
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SNMP MIB

ba3bl ynpasnstoLleii nHpopmaumm (MIB) 4OCTYMHBI TONBKO AN YTEHUS.

MoaaepxwvsatoTca cnegyrowye MIB:

C.1 SNMPv2-MIB

OID: 1.3.6.1.2.1.1

MoAAePXKMBAOTCS CIeAyHOLLIME SNIeMEHTbI AaHHbIX:

MoaAep>XMBaOTCA CleytoLe 31eMeHTbI AaHHbIX:

Ba3oBblii BapnaHT

SNMPv2-MIB::sysDescr

SNMPv2-MIB::sysUpTime

SNMPv2-MIB::sysContact

SNMPv2-MIB::sysName

SNMPv2-MIB::sysLocation

SNMPv2-MIB::sysServices

C.2 IF-MIB

OID: 1.3.6.1.2.1.21 1.3.6.1.2.1.31

OID: 1.3.6.1.2.1.2

IF-MIB::ifNumber
IF-MIB::ifIndex
IF-MIB::ifDescr
IF-MIB::ifType
IF-MIB::ifMtu
IF-MIB::ifSpeed
IF-MIB::ifPhysAddress

IF-MIB::ifAdminStatus
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PaclumpeHHbIA
BapuaHT

IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB:
IF-MIB::
IF-MIB:
IF-MIB::
IF-MIB::

IF-MIB::

ifOperStatus
ifLastChange
ifInOctets

ifinUcastPkts

:ifinDiscards

ifInErrors

:ifOutOctets

ifOutUcastPkts
ifOutDiscards

ifOutErrors

OID 1.3.6.1.2.1.31

+ IF-MIB::ifName

IF-MIB:
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB:
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB:
IF-MIB::
IF-MIB:
IF-MIB::

IF-MIB:

(ifinMulticastPkts

ifinBroadcastPkts
ifOutMulticastPkts
ifOutBroadcastPkts

ifHCINnOctets

:ifHCInUcastPkts

ifHCInMulticastPkts
ifHCInBroadcastPkts
ifHCOutOctets
ifHCOutUcastPkts
ifHCOutMulticastPkts

ifHCOutBroadcastPkts

sifLinkUpDownTrapEnable

ifHighSpeed

:ifPromiscuousMode

ifConnectorPresent

:ifAlias
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+ IF-MIB::ifCounterDiscontinuityTime

Mpoueccop |CBUTY YcTpoiicTBO |OnucaHue
MT7621/RT63368|MT7530 Keenetic Giga III | NoaaepxvBaroTca
64-6UTHbIE CUeTUNKN BalT
RTL8376M Keenetic Ultra II no rnoptam CBUTYa,
) 32-6UTHbIE CYHETUUNKN
KeeneticLTE  |naketos no nopram centua.
MT7620 RTL8367B Keenetic Viva |EcTb knaccumkaums no
. TNy nakeTtoB.: broadcast,
Keeentic Extra |multicast n unicast.
WHTerpuposaHhbin| Keenetic 4G III |[Moaaep>xmnBaroTcs
o 32-6UTHbIe cHeTUNKN BaliT
Keenetic Lite II no nopTam CBUTYa U
L 16-6BUTHbIE CHETUNKMN
Keenetic Lite Il |55 o108 Mo nopram centua.
Keenetic Omni B cnyuae nepenosiHeHus
CYETUMKOB BbICTaBASAETCA
Keenetic Omni |BPeMs nocnesHero
I nepenosiHeHVs B
IFMIB:ifCounterDiscontinuityTime.
MT7628 WHTerpupoBaHHbi | Keenetic Start II| MNoaaep>xnBatoTcs TO/IbKO
o 16-6UTHbIE CYETUYNKM
Keenetic Lite IIl | nakeTos no noptam cemtua.
rev.B B cnyuae nepenonHeHus
) CYETUYNKOB BbICTaBASETCA
Keenetic 4G III BPeMS MOCNeAHEro
rev.B nepenonHeHvs B
Keenetic Air IFMIB:ifCounterDiscontinuityTime.
Keenetic ExtraIl

C.3IP-MIB

OID: 1.3.6.1.2.1.49

nOAAep)KI/IBaI-OTCFI cnegyrouine sneMeHTbl JaHHbIX:

+ TCP-MIB::tcpRtoAlgorithm

* TCP-MIB::tcpRtoMin
* TCP-MIB::tcpRtoMax

* TCP-MIB::tcpMaxConn

* TCP-MIB::tcpActiveOpens
* TCP-MIB::tcpPassiveOpens

+ TCP-MIB::tcpAttemptFails
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TCP-MIB::
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB::

tcpEstabResets

tcpCurrEstab

‘tcpInSegs

tcpOutSegs

‘tcpRetransSegs

tcpInErrs

tcpOutRsts

C.4 UDP-MIB

OID: 1.3.6.1.2.1.50

Moasep>KMBaOTCS CeAyroLLme 31eMeHTbl AaHHbIX:

+ UDP-MIB::udpInDatagrams

nOAAep)KI/IBaI-OTCFI cegyrouine sneMeHTbl JaHHbIX!

UDP-MIB::udpNoPorts

UDP-MIB::udpInErrors

UDP-MIB::udpOutDatagrams

UDP-MIB::udpHCInDatagrams

UDP-MIB::udpHCOutDatagrams

C.5 HOST-RESOURCES-MIB

OID: 1.3.6.1.2.1.25

+ HOST-RESOURCES-MIB::hrSystemUptime

C.6 UCD-SNMP-MIB

OID 1.3.6.1.4.1.2021

MoaAep>XMBaOTCA CleAytoL/e 31eMeHTbI AaHHbIX:

NHdopmanyums 06 O3Y -« UCD-SNMP-MIB::memTotalReal

ycTpoiicTBa

* UCD-SNMP-MIB::memAvailReal
+ UCD-SNMP-MIB::memShared

* UCD-SNMP-MIB::memBuffer
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NHdopmauums o

USB-HakonuTtensx

NHdopmauums o

Harpyske Ha cuctemy

UCD-SNMP-MIB::

UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

memCached

:dskIndex
:dskPath
:dskTotal
:dskAvail
:dskUsed
:dskPercent

:dskPercentNode

laIndex
laNames
laLoad
laConfig

laLoadInt

:ssCpuRawUser
:ssCpuRawNice
:ssCpuRawSystem
:ssCpuRawldle
:ssRawlnterrupts

:ssRawContexts
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YpoBHU WinppoBaHums IPsec

YpoBeHb WwWndpoBaHus onpegenset Habop anropmutmoB IKE n IPsec SA.

Hwxe ansa Kaxaoro ypoBHSA NpMBeAeH NOJHbIN CNINCOK aNrOPUTMOB B MOPSAKE YMEHbLLEHWSA
nprvopuTeTa, a Takxke Habop komaH crypto ike proposal g5 HacTpoOiK aHaNOrMYHOro

npoduns BpyUHyto.

B cnuncke aIfOPNTMOB YKa3blBaeTCA:

* wundpoBaHme C ANVHOM Kao4a

+ xXew-byHKUMS ana popmumposaHua HMAC

* PFS pexxkum (NO, ecnv OTK/IHOYEH)

D.1 weak

MpoTokon

LlndpoBaHue

Proposal

IKEvl

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768
3DES-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP768
3DES-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

encryption aes-128-cbc
encryption 3des
encryption des
integrity sha1

integrity md5
dh-group 2

dh-group 1

IKEv2

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024

encryption aes-128-cbc
encryption 3des

encryption des
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D.2 weak-pfs

672

MpoTokon LlndpoBaHue Proposal
AES-128-CBC/MD5/MODP768 integrity sha
3DES-CBC/SHA1/MODP1024 integrity md>5
3DES-CBC/SHA1/MODP768 dh-group 2
3DES-CBC/MD5/MODP1024 dh-group 1
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

IPsec SA DES/MD5 cypher esp-des

AES-128-CBC/SHA1
3DES-CBC/SHA1
DES/SHA1
AES-128-CBC/MD5

3DES-CBC/MD5

cypher esp-3des
cypher esp-aes-128
hmac esp-md5-hmac

hmac esp-shal-hmac

MpoTokon

LlindpoBaHue

Proposal

IKEv1

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768
3DES-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP768
3DES-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768

DES-CBC/MD5/MODP1024

encryption aes-128-cbc
encryption 3des
encryption des
integrity sha1

integrity md>5
dh-group 2

dh-group 1

CnpaBoyHuK KoMaHa — Giga (KN-1011)



MpunoxeHune D YpoBHW WwWindpoBaHus IPsec

AES-128-CBC/SHA1
3DES-CBC/SHA1

DES/SHA1

AES-128-CBC/MD5
3DES-CBC/MD5
AES-128-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
3DES-CBC/SHA1/MODP768
DES-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768

3DES-CBC/MD5/MODP768

MpoTokon LlndpoBaHue Proposal
DES-CBC/MD5/MODP768

IKEv2 AES-128-CBC/SHA1/MODP1024 encryption aes-128-cbc
AES-128-CBC/SHA1/MODP768 encryption 3des
AES-128-CBC/MD5/MODP1024 encryption des
AES-128-CBC/MD5/MODP768 integrity sha1
3DES-CBC/SHA1/MODP1024 integrity md>5
3DES-CBC/SHA1/MODP768 dh-group 2
3DES-CBC/MD5/MODP1024 dh-group 1
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

IPsec SA DES/MD5/MODP1024 cypher esp-des

cypher esp-3des
cypher esp-aes-128
hmac esp-md5-hmac
hmac esp-shal-hmac
dh-group 2

dh-group 1
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MpoTokon LlndpoBaHue Proposal

DES-CBC/MD5/MODP768
D.3 normal

MpoTokon LndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP2048 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha1
AES-128-CBC/SHA1/MODP1536 integrity sha256
AES-128-CBC/SHA1/ECP256 dh-group 5
AES-128-CBC/SHA1/MODP1024 dh-group 20
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc

AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024
AES-256-CBC/SHA1/MODP1024
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/ECP256
AES-256-CBC/SHA256/MODP2048
3DES-CBC/SHA1/MODP2048
3DES-CBC/SHA1/MODP1536

3DES-CBC/SHA1/MODP1024

encryption aes-128-cbc
encryption 3des
integrity sha256
integrity sha1
dh-group 2

dh-group 20

dh-group 14

dh-group 5

dh-group 26
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MpoTokon

LlndpoBaHue

Proposal

IPsec SA

AES-128-CBC/SHA1
AES-256-CBC/SHA1
3DES-CBC/SHA1
AES-128-CBC/SHA256
AES-256-CBC/SHA256

3DES-CBC/SHA256

cypher esp-aes-128
cypher esp-aes-256
cypher esp-3des
hmac esp-shal-hmac

hmac esp-sha256-hmac

D.4 normal-pfs

MpoTokon LlndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP2048 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha1
AES-128-CBC/SHA1/MODP1536 integrity sha256
AES-128-CBC/SHA1/ECP256 dh-group 5
AES-128-CBC/SHA1/MODP1024 dh-group 20
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
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AES-128-CBC/SHA1
AES-256-CBC/SHA1
3DES-CBC/SHA1
AES-256-CBC/SHA1/MODP1536

MpoTokon LlndpoBaHue Proposal
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA AES-128-CBC/SHA1/MODP1024 esp-aes-128

cypher esp-aes-256
cypher esp-3des
hmac esp-shal-hmac

hmac esp-sha256-hmac

AES-128-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1536 dh-group 14
AES-256-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP1024
D.5 normal-3des
MpoTokon WndpoBaHue Proposal
IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc

AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/ECP256
AES-128-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP2048
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024
AES-256-CBC/SHA256/MODP1024

AES-128-CBC/SHA256/MODP1024

encryption aes-128-cbc
encryption 3des
integrity sha1

integrity sha256
dh-group 5

dh-group 20

dh-group 14

dh-group 2

dh-group 26
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MpoTokon LlndpoBaHue Proposal
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA 3DES-CBC/SHA1 cypher esp-3des
AES-256-CBC/SHA1 cypher esp-aes-256
AES-128-CBC/SHA1 cypher esp-aes-128
3DES-CBC/SHA256 hmac esp-shal-hmac
AES-256-CBC/SHA256 hmac esp-sha256-hmac
AES-128-CBC/SHA256

D.6 normal-3des-pfs

MpoTokon

LndpoBaHue

Proposal

IKEv1

AES-256-CBC/SHA1/MODP1536
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/ECP256

AES-128-CBC/SHA1/MODP1024

encryption aes-256-cbc
encryption aes-128-cbc
encryption 3des
integrity sha1

integrity sha256
dh-group 5

dh-group 20
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MpoTokon LlndpoBaHue Proposal
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA 3DES-CBC/SHA1/MODP1024 cypher esp-3des

3DES-CBC/SHA1
AES-256-CBC/SHA1
AES-128-CBC/SHA1
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1536
AES-256-CBC/SHA1/MODP1024

AES-128-CBC/SHA1/MODP1024

cypher esp-aes-256
cypher esp-aes-128
hmac esp-shal-hmac
hmac esp-sha256-hmac
dh-group 2

dh-group 14
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D.7 high

MpoTokon

LndpoBaHue

Proposal

IKEv1

AES-256-CBC/SHA256/MODP1024
AES-256-CBC/SHA256/ECP384
AES-256-CBC/SHA256/MODP1536
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP2048
AES-128-CBC/SHA1/ECP256
AES-128-CBC/SHA1/MODP1536

encryption aes-256-cbc
encryption aes-128-cbc
integrity sha256
integrity sha1
dh-group 2

dh-group 20

dh-group 5

dh-group 14

dh-group 26

IKEv2

AES-256-CBC/SHA256/MODP1024
AES-256-CBC/SHA256/ECP384
AES-256-CBC/SHA256/MODP1536
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP2048
AES-128-CBC/SHA1/ECP256
AES-128-CBC/SHA1/MODP1536

encryption aes-256-cbc
encryption aes-128-cbc
integrity sha256
integrity sha1
dh-group 2

dh-group 20

dh-group 5

dh-group 14

dh-group 26

IPsec SA

AES-256-CBC/SHA256
AES-128-CBC/SHA256

cypher esp-aes-256
cypher esp-aes-128

hmac esp-hmac-sha256

D.8 strong

MpoTokon

LndpoBaHue

Proposal

IKEv1

AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/ECP384

AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP2048

encryption aes-256-cbc
encryption aes-128-cbc
integrity sha1

dh-group 14
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MpoTokon LlndpoBaHue Proposal
AES-128-CBC/SHA1/ECP256 dh-group 20
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 26

IKEV2 AES-256-CBC/SHA1/MODP2048 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP1536 integrity sha1
AES-128-CBC/SHA1/MODP2048 dh-group 14
AES-128-CBC/SHA1/ECP256 dh-group 20
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 26
IPsec SA AES-256-CBC/SHA1/MODP1536 cypher esp-aes-256

AES-256-CBC/SHA1/MODP2048

AES-128-CBC/SHA1/MODP2048

cypher esp-aes-128

hmac esp-shal-hmac

AES-128-CBC/SHA1/MODP1536 dh-group 5
dh-group 14
D.9 strong-aead

MpoTokon LlndpoBaHue Proposal

IKEv1 AES-256-GCM-16/PRF-SHA384/ECP384 |aead
encryption aes-256-gcm-16
prf sha384
dh-group 20

IKEv2 AES-256-GCM-16/PRF-SHA384/ECP384 |aead
encryption aes-256-gcm-16
prf sha384
dh-group 20

IPsec SA AES-256-GCM-16 aead
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CHACHA20POLY1305

cypher aes-256-gcm-16
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D.10 strong-aead-pfs
MpoTokon LndpoBaHue Proposal
IKEv1 AES-256-GCM-16/PRF-SHA384/ECP384 |aead

encryption aes-256-gcm-16
prf sha384

dh-group 20

IKEv2

AES-256-GCM-16/PRF-SHA384/ECP384

aead
encryption aes-256-gcm-16
prf sha384

dh-group 20

IPsec SA

AES-256-GCM-16/ECP384
CHACHA20POLY1305-ECP384

aead
cypher aes-256-gcm-16

dh-group 20
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