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BBegeHue

BBepeHme

JaHHbI CNPaBOYHUK COAEPXUT KOMaHZAbI AN YPaBieHnsa yCTPOCTBOM Lite nocpeAcTBOM
nHTepderica KOMaHAHOM CTPOKW. 34eCb NpMBeAeH MOMHbIA CNUCOK BCEX JOCTYMHbIX
KoMaHZ. Takxke yka3aHbl MprIMepbl TOFo, Kak MCMo/ib30BaTh Hanbonee pacnpoCcTpaHeHHbIe
13 3TUX KOMaHg, 06Lasa nHpopmMauysa 0 B3aMMOCBA3W MeXAy KOMaHAaMu v
NPUHLMNMANLHbIE OCHOBbI TOFO, Kak X 1CMOJIb30BaThb.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

JaHHOe pyKOoBOACTBO NpeAHa3HauYeHo A5 CETEBbIX aAMUHNCTPATOPOB MW CNELMANNCTOB
Mo BbIYNCINTENbHOWN TEXHMKE, OTBEYAIOLLMX 33 HAaCTPOWKY 1 NoaaepxKy Lite Ha mecTe.
OHoO TakXe npejgHa3Ha4yeHo A/1s onepaTopoBs, KOTopble ynpaBastoT Lite. JokymeHT
OXBaTblBaeT TEXHUYECKMe NpoLeaypbl MOALEPXKKN BbICOKOTO YPOBHS A1
root-afMMHUCTPATOPOB U COTPYAHUKOB TEXHNYECKON noaaep>kkiu Lite.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic
CTPOKOM KOMaHJHOWM CTPOKWU Lite, ee nepapxmuyeckyro CTpyKTypy,
YPOBHW aBTOPM3aLMM 1 BOSMOXHOCTW CAPaBKN.

OnucaHvie KOMaHj AndaBUTHbIV CNMCOK KOMaHA, KOTOPbIE MOXHO BBOAUTH
B KOMaHZHOI CTpoKe AN HacTpoliku Lite.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLlme o603HaueHs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.

JneMeHThI B YrnoBblX ckobkax noanexat

I <3aMeHSAEMbI 3/1EMEHT>
3aMeHe.

Lite (KN-1310) — CnpaBO4YHMK KOMaHA 3



BBegeHue

x|y]2 Obs3aTenbHble anbTepHaTUBHbIE K/HOYeBble
C/I0Ba rpynnuvpyoTcs B KPYrabiX CKOBKax 1
pasfensoTca BepTUKaNbLHOM YepToi.
x|yl zl Heobsi3aTenbHble anbTepHaTUBHbIE

K/It0YEBbIE C/I0BA FPYNNMpPYHTCS B
KBaApaTHbIX CKOBKax 1N pa3gensioTcs

BepTMKa/NbHOWN YepTo.

OnurcaHmne Kaxaoi KOMaHAbl pa3zefieHo Ha ciegyroLye noapasaens:

OnwcaHwne OnuncaHwe TOro, 4To KOMaHZAa AenaerT.
CnHoncuc O6Lwnin popmaTt KOMaHAbI.
Mpedukc no BO3MOXHOCTb NCMNONb30BaHMA B KOMaHAe

npedukca no.

MeHsieT HaCTpPOoiKK

CnocobHOCTb KOMaHAbI MEHATL HAaCTPOKM.

MHorokpaTHbIi BBOA,

BO3MOXHOCTb MHOFOKPATHOrO BBO/AA
KOMaHAbI.

BxoxzeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KomaHaa. Ecam rpynnbl HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodeiica

Tvn nHTepodeiica, Ha KOTOpbIN BAVSET
KomaHgaa. Pasgen He oTobpaxaeTcs, ecam
AAHHbIN KOHTEKCT He MeeT CMbIcNa ANs
KOMaHgbl.

NHTepdelicbl, NCnonb3yemMble B CUCTEME, U
OTHOLUEHUSI MEXAY HAMW NOKa3aHbl Ha
Aarpamme Huxe.

AprymeHThl

AprMeHTbI, eCc/in eCTb, N NMNoACHEHNA K HNM.

Mpumep

MnntocTpauums Toro, Kak KOMaHAa BbIrNaANT
npv Bbi3oBe. MockoNbKy MHTepdeiic NpocT,
HeKoTopble NPVMepbl 0YEBUAHbI, HO OHU
BKJ/IOUEHbI A1 ICHOCTW.

an/IMeL'IaHVIﬂ, npeaynpexaeHma n npejocrepexeHnda ncnonb3yroT ciegyrome

0603HayeHus.

MpumeyaHve:  O3HauvaeT "unTaTtesnb, NPUMK K CBefeHUID". MprMeYvaHuns cogepxar
rnosne3sHble COBEThI UK CCbIIKW Ha MaTtepuansl, He cojepXalimecs B

AAaHHOM CMpaBOYHUKKE.

MpeaynpexaeHve: O3HayaeT "untaTenb, BHUMaHMe!". Bawmn geicTBns MoryT NnpmeecTi K
noBpexaeHnto obopyf0BaHNSA AW NoTepe AaHHbIX.
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O630p NpoAYyKTa

1.1 AnnapaTHoe obecneyeHue

Mpoueccop MediaTek MT7628NN MIPS® 24KEc 575 MHz

OnepaTtuBHasa namatb Winbond W9751G6KB-25 64MB DDR2

dnew-namaTb Winbond W25Q128JVFQ 16MB SPI

Ethernet MopTbi Mukpocxema MpumeuaHuns
5 VIHTerpmpoBaHHas
MeTka CkopocTb MpumeuaHusa
0 100 M6éuT/c Mopt WAN
1 100 M6uT/c
2 100 M6éuT/c
3 100 M6uT/c
4 100 MéuT/c

CeTb Wi-Fi YacToTHbIli | MmKpocxema NpymeuaHus
AnanasoH
247TTy MediaTek MT7603 802.11bgn 2x2

(on-die)
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B aToIn rnaBe onmcaHo, Kak Nonb30BaTbCs NHTepdelricoM KomaHAHOM cTpoku (CLI) Lite,
ero vepapxuyeckas CTpyKTypa, ypOBHU aBTOPM3aLMn 1 BOSMOXHOCTY KOHTEKCTHO
Mo/ CKa3Ku.

OCHOBHOE CPeACTBO yrNpaB/eHVs MapLUPYTU3aTOpPOM Lite — 3To HTepdelic KoMaHagHO
cTpoku (CLI). HacTpOMKM CUCTEMbI MOHOCTBHO ONUCLIBAKOTCS B BUAE NOC/eL0BaTeNIbHOCTH
KOMaH4, KOTOpble HY>XHO BbIMOIHNTb, YTOBbI MPUBECTI YCTPONCTBO B 3alaHHOE COCTOsIHME.

Lite nmeeT Tpn BNAA HaCTpoek:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapTOBbIe HaCTpOVIKM Startup COI’Iﬁg 3TO noCie40BaTe/IbHOCTb KOMaHJA, KOTOpPad
XPaHNTCA B cneynanbHOM CeEKTOpe 3Hepr0He3aBI/ICI/IMOI7I
NnamMAaATn N NCNOJNIb3YETCA ANA MHNUMann3aunm CMCTeMbI
HenocpeACTBEHHO Noce 3arpyskun.

Hactporikum no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3aNKnCbIBaOTCA NPU NPom3BOACTBe Ha Lite. RESET Ha
Koprnyce No3BossieT COpoCcUTb CTapTOBbIe HACTPOMKWN Ha
3aBojcKue.

®ainbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUYHYHO, 6e3
y4acTust KOMaHAHOW cTpoKK. MNpu 3TOM ciegyeT MOMHUTb, YTO CTPOKM HauMHatoLmecs ¢
! MITHOPMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN04EHbI B 4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.
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2.1 BBoAg KOMaHA4 B KOMAaHAHOW CTpoKe

KomaHAHbI nHTepnpeTaTop Lite pa3paboTaH TakvM 06pa3oMm, UTO6bI IM MOT M0/1b30BaTbCs
KaK HaUMHAOLLMIA, TaK U OMbITHLIA NoNb30BaTeNb. Bce KOMaHAbI U NapaMeTpbl UMerT
SICHbIE U IErKO 3aNOMVHaLLMeCs Ha3BaHWS.

KomaHZAbl pa36buTbl Ha rpynmnbl 1 BbICTPOEHbI B epapXuto. Taknm o6pasom, Ans
BbINOHEHWNS KAKOK-1M60 HACTPOIKIN NONBb30BaTENIO HY>HO NocneAoBaTe/IbHO BBECTH
Ha3BaHWs BNOXEHHbIX rPYMN KOMaHZ, (Y310BbIX KOMaHZA) 1 3aTeM BBECTU KOHEUHYHO
KOMaHAy ¢ napameTpamu.

Hanpumep, IP-agpec ceTeBoro nHtepderica FastEthernet0/Vlan2 3agaetca komaHAoM
address, koTopas HaxoauTcsa B rpynne interface - ip:

(config)>interface FastEthernet0/Vlan2 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa, B rpynny

HekoTopble y3noBble KOMaHAbl, cogepKaLle Habop JoUYepHUX KOMaHZ, NMO3BONSIOT
MO/Ib30BaTE/0 BbIMOMHUTL «BXOA» B FPYMMy, YTO6bl BBOAUTL AOYEPHME KOMaHABI
HenocpeACTBEHHO, He TpaTsA BpeMsl Ha BBOZA MIMEHW y3/10BOM KOMaHAbl. B 3ToM cayyae
MeHSeTCA TeKCT NpUraaLleHns KOMaHAHOM CTPOKK, YTO6bI NONb30BaTe b BUAEN, B KAaKOW
rpynne oH HaxoAnTcs.

JobaBneHa koMaHAa exit nnr no HaxxaTuro KombuHaumm knasuwl [Ctrl]+[D] BbiInonHsieTcs
BbIXOZ, 13 rpynnbl.

Hanpumep, npu Bxoge B rpynny interface npurnalieHne KOMaHAHOM CTPOKW MeHsAeTCs
Ha (config-if):

(config)>interface FastEthernet0/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 /icnosib30oBaHMe CNpaBKU U
aBToOA0MNoJ/IHeHUA

28

[lna Toro 4to6bI caenaTh NPOLLECC HACTPOMKM MaKCUManbHO YAO6HbLIM, MHTepdenc
KOMaHZAHOW CTPOKN nMeeT GYHKLMI0 aBTOA0MOMHEHNS KOMaHA 1 NapamMeTpos,
noAcKkasblBas ornepaTopy, Kakme KOMaHAbl AOCTYMNHbI Ha TekyLLleM YPOBHE B/IOXKEHHOCTMU.
ABTOZ0MONHEHMe paboTaeT No HaxaTuo Knaeuwmn [Tab]l. Hanpumep:

(config)>in[Tab]
interface - network interface configuration

(config)> interface Fa[Tab]
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Usage template:
interface {name}

Variants:
FastEthernet0
FastEthernet0®/Vlanl
FastEthernet0®/Vlan2

(config)> interface FastEthernetO[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0/Vlanl
FastEthernet0/Vl1an2

(config)> interface FastEthernetO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLeil KOMaHge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface FastEthernet0/Vlan2 [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
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ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface FastEthernet0/Vlan2

2.3 NMpedunkc no

I'Ipeq>|/||<c NO NCNONBb3YeTCA AN1A OTMEHDbI ,Cl,eIZCTBI/Iﬂ KOMaHZAbl, nepes KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHaa interface oTBeuaeT 3a co3jaHMe ceTeBOro MHTepdeica c 3ajaHHbIM
nmeHeM. Npedrkc no, NCnonb3yeMblii C 3TON KOMaHAOW, Bbl3biBaeT 0bpaTHoOe JelicTBre —
yaaneHve nHtepderica:

(config)> no interface PPPoEO

Ecnn koMaHga cocTaBHasi, N0 MOXET CTaBUTLCA Nepes, obbiM ee YneHoM. Hanpumep,
koMaHga service dhcp BkarouaeT cnyx6y DHCP 1 cOCTOUT U3 ABYX YacTel: service —
NMEHW rpynnbl B nepapxum koMang, n dhecp — KoHeuHol komaHAbl. Mpedurkc no MOXKHO
CTaBUTb Kak B Hayase, Tak 1 B cepeimnHe. leincTeme B 060mx cnyyasx byaeT o4NHAKOBbIM:
OCTaHOBKa C/TyX6bl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,

30

MHorue KOMaHAbI o6na,a,a+0T CBOWVICTBOM UGEMI’)OI’I’IEHmHOCmU, KOTOpPOE NPOoABAAETCA B
TOM, YTO MHOFOKpaTHbIIZ BBOJ 3TUX KOMaHA NpUBOANT K TEM XE USMEHEHUAM, UTO U
oAHoOKpaTHbI. Hanpumep, komaHAa service http fo6asnsert ctpoky «service http» B
TekyLme HacTPOWMKKN, U MNP MOBTOPHOM BBOJE HMUYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosiseT A406aBNATb He OfHY, a8 HECKONbKO 3anuncen, ecnu
BBOAMWTb VX C Pa3HbIMW aprymeHTaMu. Hanpumep, ctatuyeckme 3anucy B Tabnvue
MapLipyTusaumu ip route nnv dunbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NpUCYTCTBYHOT B HAaCTPOMKax B BUAE CINCKA:

Mpumep 2.1. cnonb3oBaHMe KOMaHAbl C MHOFOKpPaTHbIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1

CnpaBo4HMK KoMaHa — Lite (KN-1310)



naBa 2 3HaKOMCTBO C KOMaHAHOW CTPOKOWA

3anucK 13 Takmnx TabauL, MOXHO yAansaTb No OAHOM, NCMOb3ys NpePUKe No, 1 yKasbiBas
B apryMeHTe KOMaHZbl, Kakyto UMEeHHO 3anucb TpebyeTcsa yaanunTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO

ip route 1.1.1.0 2
.1.3.0 255.255.255.0 PPTP1

ip route

[y

2.5 CoxpaHeHue HacTpoekK

TekyLLme 1 CTapTOBble HACTPONKK XpaHATCA B ¢painax running-config u startup-config.
Ans TOoro 4To6bl COXPaHUTL TeKyLLMe HAaCTPOKN B SHEProHEe3aBUCMMYHO NaMATb, HYXXHO
BBECTW KOMaHAY KOMMPOBaHUs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTNno)KeHHas nepesarpyska

Ecnu Lite HaXoANUTCA Ha 3HAUMTENIbHOM YAANEHMM OT onepaTopa 1 ynpaBsnsieTcs no ceTu,
BO3HMKAET ONACHOCTb NOTEPSITh CBA3b C HAM MO NPUUYMHE OLLUNBOUHbIX AeNCTBUIA
oneparopa. B 3ToM clyyae nepesarpyska 1 BO3BPaT K COXPaHeHHbIM HacTpolikam 6yayT
3aTpyZAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/IOXXEHHO nepesarpysku,

BbINOHUTb «OMaCHbIe» HACTPOIIKM, 3aTeM BbIK/TIOUNTbL TaliMeEp Y COXPaHUTb U3MEHEHWS.
Ecnv B npoLiecce HacTPOLiKM CBSI3b C YCTPONCTBOM byAeT NoTepsiHa, onepaTopy A0CTaTOUHO
ByAeT A0XAATbCA aBTOMATNYECKOWN nepesarpy3ku 1 NOAKNHOUNTBLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OnucaHwne

Mpedukc no
MeHsieT HacTpoOViKun
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHui

KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

Het
Het

HeTt

(config)>  copy ¢«sources «destinations

AprymeHT 3HayeHne |OnucaHue

source Wms ganna  |MNyTb K paiiny, KOTOPLIA HEO6XOANMO
CKONMPOBAaTh.

destination Wmsa gavina  |MNyTb K KaTanory, Kyga éyaeT ckonmpoBaH
dann.

Hanpumep, coxpaHeHue HacTPoeK AenaeTcs Tak:

(config)> copy running-config startup-config
(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

Bepcus OnucaHve

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHwne Yaanutb ¢aiin ns namaTu Lite.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
filename Mms ¢anna  |MyTb K ariny, KOTOPbIA HEO6XOANMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.14ls
OonucaHue BbiBecTy Ha akpaH cnncok ¢ainnos B yKkazaHHOM KaTanore.
Mpejukc no Het
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MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

CuHoncuc

(config)> s [«directory:]
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
directory Ctpoka MNyTb K KaTanory. Jlo/ixxeH cogepxxaTb UMSA
balinoBo cUCTeMbI 1 HEMOCPEACTBEHHO
nyTb K KaTanory B popmare < paiinosas
cumcTema >: < nyTb >. Mpumepsl ¢painosbix
cuctem — flash, temp, proc, usb n 1. 4.
Mpumep (config)> 1s FILES:

rel: FILES:

entry, type = D:
name: com

entry, type = R:
name: IMAX.mkv
size: 1886912512

entry, type = D:
name: speedfan

entry, type = D:
name: portable

entry, type = D:
name: video

entry, type = D:

name: HoBas nanka
VICTOpI/Iﬂ N3MeHeHUn Bepcwﬂ onvicaHue
2.00 JlobaBneHa komaHaa ls.

3.1.5 mkdir

OnucaHune
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog, Het

Co3aaTb HOBbI KaTanor.
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Cunoncuc (config)> mkdir «directory»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
directory CTpoka MyTb K KaTanory.

Mpumep (config)> mkdir SANDSK:/test

FileSystem: :Repository: "SANDSK:/test" created.

(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.

UcTopus nsmeHeHnii

Bepcus OnucaHve

212 JobaBneHa komaHaa mkdir.

3.1.6 more
OnucaHwne BbiBeCTV Ha 3KpaH cofepXXmMMoe TeKCToBOro gaiina NnoCcTpoyHoO.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Cunoncuc (config)> more «filename>
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
filename Ums gavina |MonHoe nma Ganna unm NCeBAOHUM.
Npumep (config)> more temp:/resolv.conf

UcTopuns nameHeHuii

nameserver 127.0.0.1
options timeout:1 attempts:1 rotate

Bepcus OnucaHve

2.00 JlobaBneHa KoMaHa more.

3.2 access-list

OnucaHwne

JocTyn K rpynne KOMaHz, A5 HaCTPOVKM BbIBPAaHHOIO CMCKa NpaBu
dunbTpaumm nakeToB. ECM CNNCOK He HalAeH, KOMaHAa NbITaeTCs ero
C03/aTb. TakoW CANCOK MOXET 6bITb NPUCBOEH CeTEBOMY UHTepdericy ¢
nomoLLblo KoMaHapl interface ip access-group.

KomaHgaa ¢ npedrkcom no yaansieT Crnmcok npasul.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Bxo)xaeHue B rpynny (config-acl)

CuHoncuc (config)> access-list <name»

(config)> no access-list wname>

AprymeHTbI AprymeHT |3HauyeHue |OnucaHue

name Ctpoka Ha3BaHwne cnuncka npasun ¢unbTpaumm (Access
Control List, ACL).

Mpumep (config)> access-list test_acl
Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa access-list.

3.2.1 access-list deny

OnucaHwue Jo6aBnTb 3anpeLyatoLLiee NpaBuIo GuabTPaL MM NakeToB B yKa3aHHbIN ACL.
KomaHga ¢ npedumkcom no yganset npasuso.

MNpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-acl)>  deny (tcp | udp) <source> <source-mask»
[ port((<«src-port-operator <source-ports)|
( range <source-port <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port «destination-end-port))]

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask»
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(config-acl)> no deny (tcp | udp) <sources <source-mask»
[port((<«src-port-operators<source-port)|
( range <source-ports <source-end-port»))]
<«destinations <destination-mask>
[ port((<«dst-port-operator «destination-port>)|
( range «destination-ports «destination-end-port,))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
«destinations <destination-mask>

AprymeHThl

AprymeHT 3HauyeHue |OnucaHue
tcp Knoyesoe TCP npoToKo”.
C/1080
udp Knyesoe UDP npoTokon.
C/10B0
icmp Knyesoe ICMP npoTokon.
C/10B0
esp Knwyesoe ESP npoToko/.
CJ1080
gre Kmouesoe GRE npoTokos.
CJ1080
ipip Knwyesoe IP in IP npoToOKO/.
CJ1080
ip KnwyeBoe IP-npoTokon (BkarouaeT B cebsa TCP, UDP,
CJ/10BO ICMP v npouyne).
source IP-agpec Ajpec ncToyHmka B 3aronoske IP-nakera.
source-mask IP-macka Macka, nprmeHeHaeMas K agpecy

NCTOYHMKA B 3aronoske IP-nakeTa, nepes
CpaBHeHVeM c source. CyliecTByeT ABa
cnocoba BBOJA MacKW: B KAHOHNYECKOM
dopme (Hanpumep, 255.255.255.0) u B
BUAe 6UTOBOV ANNHbI NpedurKca
(Hanpumep, /24).

source-port

Llennoe uucno

MopT nctouHwka B TCP nnmn UDP 3aronoBske.

source-end-port

Lenoe u4ucno

OkoHuaHue gmnanasoHa NnopToBs
WNCTOYHMKA.

src-port-operator|lt OnepaTop «MeHbLUe» ANA CPpaBHEHUS
rnopTa C yKa3aHHbIM source-port.
eq OnepaTop «paBHO» AN1S1 CPAaBHEHWNSA NOPTA
C YKasaHHbIM source-port.
gt OnepaTop «bosnbLUe» And CpaBHEHWS
nopTa C yKasaHHbIM source-port.
destination IP-agpec Appec Ha3HayeHwusA B 3arosnioske IP-nakera.
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AprymeHT 3HayeHue |OnucaHue

destination-mask|IP-mMacka Macka, nprimeHeHsaemMas K agpecy
HasHayeHus B 3arosioske IP-nakera, nepej
CpaBHeHMeM c destination. CyuliecTsyeT
ABa cnocoba BBOJA Macku: B
KaHOHMYecKkon popMe (Hanpumep,
255.255.255.0) nBBUgEe 6MTOBOIN A/IVIHbI
npedwukca (Hanpumep, /24).

destination-port|lenoe umucno |[lopT HasHaveHua B TCP nnn UDP

3aronoBke.
destination-end-port|lesnoe uucno |OkoHYaHVe gMana3oHa NopToB
Ha3HayeHws.
dst-port-operator|lt OnepaTop «MeHbLUe» 415 CpaBHEHUS

nopTa C yKa3aHHbIM destination-port.

eq OnepaTop «paBHO» A1 CPaBHEHMA NOPTa
C YKa3aHHbIM destination-port.

gt OnepaTtop «6obLue» 418 CpaBHEHUS
rnopTa C yKa3aHHbIM destination-port.

Npumep (config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule deleted.

UcTopus nsmeHeHni Bepcus onwvcaHuve
2.00 [JlobaeneHa komaHaa access-list deny.
2.06 HoBoe 3HaueHune ip 66110 406ABNEHO B apryMeHT
protocol.
2.08 JlobaBneHbl HOBbIE MPOTOKO/bI €Sp,gre v ipip.
2.09.A.2.1 Jlob6aBneHbl AnanasoHbl MOPTOB.

3.2.2 access-list permit

OnucaHue Job6aBnTb paspeLuatoLLiee NpaBuaIo GuabTpaLnm NakeToB B yKa3aHHbIN ACL.
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Mpedukc no

MeHsieT HacTpoiKkun

MHorokpaTHbIl/i BBog, /[la

CuvHoncuc

AprymeHTbI

(config-acl)>

KomaHga ¢ npedurkcom no yaansiet npasuso.
Ja
Aa

permit (tcp | udp) <source <source-mask>

[ port((<«src-port-operator: <source-port)|

( range <source-ports <source-end-port,))]
«destinations <destination-mask>

[ port((<«dst-port-operator>«destination-port)|
(range «destination-port>«destination-end-port))]

(config-acl)>

permit (icmp | esp | gre | ipip | ip)<source<source-mask»

«destinations «<destination-mask»

(config-acl)> no permit (tcp | udp) <sources <source-mask>
[ port((<«src-port-operator: <source-ports)|
(range <source-port <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port «destination-end-port))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask»
<destinations «destination-mask»

AprymeHT 3HayeHne |OnucaHue
tcp Knwyesoe TCP npoToKko7.
CJ1080
udp Knwyesoe UDP npoTokonn.
CJ/1080
icmp Kmouesoe ICMP npoTtokon.
CJ1080
esp Knoyesoe ESP npoToko/.
CJ1080
gre Knoyesoe GRE npoToKo-n.
CJ1080
ipip KnwyeBoe IP in IP NnpOTOKO.
CJ1080
ip KnwyeBoe IP-npoTokon (BKAtOYaeT B cebsa TCP, UDP,
CJ/10BO ICMP n I'IpOl-II/IE).
source IP-agpec Ajpec ncrtoyHvika B 3arosioske IP-nakera.
source-mask IP-macka Macka, nprimeHeHaeMas K agpecy

MCTOYHKKa B 3arosioBke IP-nakeTa, nepey,
CpaBHeHMeM c source. CyliecTByeT ABa
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AprymeHT

3HauyeHue

OnucaHue

cnocoba BBOAA MaCKW: B KAHOHNYECKOW
dopme (Hanpumep, 255.255.255.0) u B
BUAe 6UTOBOI ANVHBI NpeduKca
(Hanpumep, /24).

source-port

Lenoe u4ucno

MopT nctouHmka B TCP vnn UDP 3aronoske.

source-end-port

Lenoe uucno

OkoOH4YaHVe ananasoHa nopTtoB

NCTOYHMKA.
src-port-operator|lt OnepaTop «MeHbLUe» A5 CPaBHEHUS
nopTa C yKasaHHbIM source-port.
eq OnepaTop «paBHO» A1 CPAaBHEHUSA NOPTa
C YKa3aHHbIM source-port.
gt OnepaTtop «6obLue» 418 CpaBHEHUS
nopra C yKasaHHbIM source-port.
destination IP-agpec Ajpec Ha3HayeHuA B 3arosioske IP-nakera.
destination-mask|IP-macka Macka, nprmeHeHaemMas K agpecy

Ha3HayeHus B 3aronoske IP-nakeTta, nepes
CcpaBHeHueM c destination. CywiecTByeT
ABa cnocoba BBOJA Macku: B
KaHOHM4YecKo popMe (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOIN ANIVHbI
npedukca (Hanpumep, /24).

destination-port

Lenoe u4ucno

MopT Ha3HauyeHwaA B TCP namn UDP
3arosioBke.

destination-end-port

Lenoe w4ucrno

OkoHuaHwue grnanasoHa NnopToBs

dst-port-operator

Ha3HayeHwus.

1t OnepaTop «MeHbLUe» AN CPpaBHEHUS
nopra C ykasaHHbIM destination-port.

eq OnepaTtop «paBHO» AN CPaBHEHNS NOPTa
C yKasaHHbIM destination-port.

gt Onepatop «bonbLue» AN cpaBHEHNS

rnopTa C yKa3aHHbIM destination-port.

Mpumep
255.255.255.0

Network::Acl: Rule accepted.

(config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »

port range 8080

Network::Acl: Rule accepted.

9090

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »

192.168.1.1 255.

255.255.0

Network: :Acl: Rule deleted.
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(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090

Network: :Acl: Rule deleted.

WcTopusa nsmeHeHum

Bepcus OnucaHue

2.00 JobasneHa KomaHaa access-list permit.

2.06 HoBoe 3HaueHue ip 66110 A06aBNEHO B apryMeHT
protocol.

2.08 JlobaBneHbl HOBbIe MPOTOKO/bI €sp,gre 1 ipip.

2.09.A.2.1 Jlo6aBneHbl AnanasoHbl MOPTOB.

3.2.3 access-list rule

OnucaHwmne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

OTKNUYNTL NpaBuno ACL, OrpaHNYNTbL BpeMs ero paboTbl pacnmncaHnem,
MN3MEHUTb €ro MecTo B CN1CKe NpaBua Uan 4o06aBuTb €ro onncaHue.

KomaHaa ¢ npeprKcom no BkItOUYaeT NPaBuio, OTMEHSIeT pacnmcaHne nnm
yAansieT onuncaHue.

[Ja
Ja
Ja

(config-acl)>  rule <index> (disable | schedule <schedule> | order
<new-1index> | description «descriptiom)

(config-acl)> no rule <index> (disable | schedule | description)
AprymeHT 3HauyeHue OnuncaHwue

index lenoe uyucno |Homep npasuna ACL.

disable Kroyesoe OTKNtounTb Npasmno ACL.

C/10B0
schedule Pacnucanune Ha3BaHVe pacnncaHuns, Co34aHHOro npu
nomMoLum rpynnel KoMaHa schedule.

order lenoe 4yncno |Hosas nosnuma npaswna ACL B cnucke.
description |CTpoka OnwucaHve npasuna ACL.

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

rule 0 disable
Rule disabled.

rule 0 schedule acl_schedule
Rule schedule set to "acl schedule".
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UcTopuns nameHeHuii

(config-acl)>rule 0 description myacl
Network::Acl: Rule description set to "myacl".

(config-acl)> rule 0 order 1
Network::Acl: Rule 0 moved to position 1.

(config-acl)> no rule 0 disable
Network::Acl: Rule enabled.

(config-acl)> no rule 0 schedule
Network::Acl: Rule schedule removed.

(config-acl)> no rule 0 description
Network::Acl: Rule description removed.

Bepcus OnucaHve

2.08 JobaBneHa komaHaa access-list rule.

3.3 adguard-dns

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoWiKKn

JocTtyn K rpynne KoMaHa Ans HacTporikmn npodbunei 3awmnTel AdGuard DNS.
Het

Het

MHorokpaTtHbIia BBog, Het

BxoXkaeHue B rpynmny

CuvHoncuc

Mpumep

NcTopus nsmeHeHum

3.3.1 adguard-

OnuncaHune

Mpejukc no

(adguard-dns)
I (config)> adguard-dns

(config)> adgquard-dns
Core::Configurator: Done.
(adguard-dns)>

Bepcus OnucaHue

2.12 Job6asneHa komaHaa adguard-dns.

dns assign

HasHaunTb npodunb 3awmThl XOCTy. 10 yMONYaHMIO 415 BCEX XOCTOB
ncnonb3yetca npodunb standard.

KomaHga c npedrkcom no Bo3BpaLLlaeT 3HaueHre No yMonyaHuo — npodusb
standard.

Aa
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(adguard-dns)>  assign [ <host> ] <types
(adguard-dns)> no assign [ <host> ]
AprymeHT |3HauyeHue OnucaHue
host MAC-agpec XOoCT, K KOTOpOMY NpuMeHsieTcs npodunb
3aWnThl. Ecnn He ykasaH, npodpuib
NPVYIMEHSAETCHA KO BCEM XOCTaM.
type default 3almTa He UCNoJib3yeTcs.
base BroknpoBka peknamel, TpekuHra n uinHra
standard BesonacHoe npeo6pasosaHue DNS, 6e3
6710KNPOBKM.
family BnokupoBKka peknamebl, TPeKNHra, pULLMHra,
CaTOB A/151 B3POC/IbIX, BKNHOUNTL 6e30MnacHbI
nouck B bpaysepe.

(adguard-dns)> assign base
AdguardDns::Client: Default type set.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA default
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been associated with »
"default" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA standard
AdguardDns::Client:

"4C:0F:6E:4B:3C:BA" has been reassociated »
with "standard" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA family
AdguardDns::Client:

"4C:0F:6E:4B:3C:BA" has been reassociated »
with "family" profile.

(adguard-dns)> no assign a8:1e:84:85:12:72
AdguardDns::Client: Host "a8:1e:84:85:f2:72" has been removed.

(adguard-dns)> no assign
AdguardDns::Client: Default type set.

Bepcusa

OnucaHue

2.12

Jlo6aBneHa komaHaa adguard-dns assign.

3.3.2 adguard-dns check-availability

OnucaHwne

MpoBepuTb AOCTYNHOCTb CyX6bl AdGuard DNS.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

3.3.3 adguard-

OnucaHwue
Mpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

CuHoncuc

Mpumep

WcTopusa nsmeHeHwnii

Het
Het

Het
I (adguard-dns)>  check-availability

(adguard-dns)> check-availability
AdguardDns::Client: AdGuard DNS is available.

Bepcus OnucaHve

2.12 [Jlo6aBneHa komaHaa adguard-dns check-availability.

dns enable

BrntounTe cnyxéy AdGuard DNS.

KomaHga ¢ npedurkcom no ocTaHaBAMBAET CyX6y.
Ja

Ja

Het

I (adguard-dns)>  enable

I (adguard-dns)> no enable

(adguard-dns)> enable
AdguardDns::Client: AdGuard DNS enabled.

(adguard-dns)> no enable
AdguardDns::Client: AdGuard DNS disabled.

Bepcus OnucaHue

2.12 Job6aBneHa komaHaa adguard-dns enable.

3.4 cloud control2 security-level

OnuncaHune

Mpejukc no

YcTaHoBUTL ypoBeHb 6e3onacHocTu cepBuca Cloud Control2 ans mobunsHoro
npunoxeHus Keenetic. Mo ymon4aHuio HasHavyeH ypoBeHb 6e30MacHOCTU
public.

Het
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)> cloud control2 security-level (public | private)

AprymeHTbI AprymeHT |3HauyeHune OnuncaHue

public Knw4esoe cnoso |foctyn k Cloud Control2 paspelueH ans
public, private n protected nHtep¢eiicos.

private |Kmw4yesoe cnoso |AocTtyn k Cloud Control2 pa3peLueH TonbKO
Ans private nHtepdeiicos.

Mpumep (config)> cloud control2 security-level public
CloudControl2::Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

3.05 JobasneHa komaHaa cloud control2 security-level.

3.5 cloudflare-dns

OnucaHune JocTtyn K rpynne KOMaHZA ANna HacTporiku npodunein 3awmtel Cloudflare DNS.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (cloudflare-dns)

Cunoncuc I (config)> cloudflare-dns

Mpumep (config)> cloudflare-dns
Core::Configurator: Done.
(cloudflare-dns)>

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie

3.05 JlobaBneHa komaHaa cloudflare-dns.
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naBa 3 OnncaHme KOMaHA,

3.5.1 cloudflare-dns assign

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

HasHaunTb npodunb 3amThl XOCTY. 10 yMONYaHMIO A/15 BCEX XOCTOB
ncnonb3yetca npodunb standard.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHuIo.
Ja

Ja

Aa

(cloudflare-dns)>  assign [ <host] <type>

(cloudflare-dns)> no assign [ <hosts ]

AprymeHT |3Ha4yeHue OnucaHve

host MAC-agpec XOCT, K KOTOPOMY NpuMeHsieTcs npodunb
3aWnThl. Ecnn He ykasaH, npopuib
NPUMEHSIETCA KO BCEM XOCTaM.

type default 3almTa He UCNOoJib3yeTCs.
standard Be3sonacHbIi DNS, 6e3 610KMpoBKN.
malware BrokrpoBKa BpefoHOCHbLIX MPOrpamMMm.
family BnokvpoBka BpeJOHOCHbLIX MPOrpamMM 1 CaliToB

4N4A B3PpOCabIX. .

(cloudflare-dns)> assign default
CloudflareDns::Client: Default type set.

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 default
CloudflareDns: :Client: "c0:b8:83:c2:cb:11" has been reassociated
with "default" profile.

v

(cloudflare-dns)> assign c0:b8:83:c2:ch:11 standard
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "standard" profile.

v

(cloudflare-dns)> assign c0:b8:83:c2:cbh:11 malware
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "malware" profile.

\J

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 family
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "family" profile.

v

(cloudflare-dns)> no assign c0:b8:83:c2:ch:11
CloudflareDns::Client: Host "c0:b8:83:c2:cb:11" has been removed.

(cloudflare-dns)> no assign
CloudflareDns::Client: Default type set.
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naBa 3 OnncaHme KoMaHp,

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

3.05

Jlo6aBneHa komaHga cloudflare-dns assign.

3.5.2 cloudflare-dns check-availability

OnucaHune MpoBepuTb AOCTYNHOCTL cnyx6bl Cloudflare DNS.

MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuvHoncuc

I(cloudflare-dns)> check-availability

Mpumep (cloudflare-dns)> check-availability
CloudflareDns: :Client: Cloudflare DNS is available.

WcTopus nsmeHeHnit |Bepcus

OnucaHue

3.05

[JlobaBneHa komaHga cloudflare-dns check-availability.

3.5.3 cloudflare-dns enable

OnucaHwue BkntounTb cnyx6y Cloudflare DNS.

KomaHgaa c npedprkcom no ocTaHaBNMBAET CNyXo6y.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het

CuHoncnc I (cloudflare-dns)>  enable
I (cloudflare-dns)> no enable
Npumep (cloudflare-dns)> enable

CloudflareDns: :Client: Cloudflare DNS enabled.

(cloudflare-dns)> no enable
CloudflareDns::Client: Cloudflare DNS disabled.

WcTopus nsmeHeHuii |Bepcus

OnucaHune

3.05

JobaeneHa komaHaa cloudflare-dns.
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3.6 components

OnucaHune JocTyn K rpyrnne KoMaHz 415 ynpasneHns KOMMOHEeHTaM1 MUKPOMporpamMmel.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (config-comp)

CuHoncuc (config)> components
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.00 JobaBneHa KOMaHAa components.

3.6.1 components auto-update channel

OnucaHwue 3ajaTb NCTOYHUK KOMMOHEHTOB A9 PyHKLUMM aBTOOBHOBAEHUS. 0
YMOJIHaHUIO 1CMOoJib3yeTca 3HaueHne stable.

KomaHaa ¢ npeprKcom no Bo3BpaLLaeT 3HayeHre Mo YMONYaHWIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-comp)>  auto-update channel «channel>
(config-comp)> no auto-update channel
AprymeHTbI AprymeHT |3HayeHue |OnucaHue

channel stable KOMMOHEHTLI MOSIHOCTHLIO MPOTECTUPOBAHbI
N PEKOMEHAYIOTCA A1 YCTaHOBKW. B
Beb-nHTepdeince 3TOT KaHaN yKasaH Kak
Penus.

preview KoMnoHeHTbI cogepxxat HoBenLme GyHKLNN
1 yCOBepLUEHCTBOBaHWSA, HO NPOTECTUPOBAaHbI
He NoNHOCTbIO. B Be6-MHTepdelice 3TOT KaHan
yKasaH Kak lpepBaputenbHas Bepcus.

draft KoMMnoHeHTbI cogepikaTt HoBelilme GyHKLNN
1 VICNONb3YIOTCA AJ1A TECTUPOBaHUA. B
Beb-VHTepdelice 3TOT KaHas yKa3aH Kak
TectoBas cbopka.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.

Bepcus OnucaHve

3.01 [JobaBneHa komaHaa components auto-update channel.

3.6.2 components auto-update disable

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

(DyHKLI,I/Iﬂ aBTOMATMNYecKoro 06HOBNEHUSA KOMIMOHEHTOB. Mo YMO/T4aHUKO
aBTOMaTU4Yeckoe 06HOBEHME BKIHOUEHO.

KomaHga ¢ npedunkcom no BkOUaeT aBToMaTmyeckoe obHOBAEHNe.
Ja
Aa
Ja

I(config-comp)> auto-update disable

I (config-comp)> no auto-update disable

(config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

Bepcus OnucaHve
2.09 JlobaBneHa komaHza components auto-update disable.

3.6.3 components auto-update schedule

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

MprcBOUTL pacnucaHmne Ana paboTbl PyHKLMN aBTOMATNYECKOr0 O6HOBEHMS.
Mepes BbINOAHEHNEM KOMaHAbI pacnmncaHne Ao/XKHO 6biTb CO3AaHO U
HaCcTpoeHOo npu NnomoLLm KomaHabl schedule action.

KoMaHAa ¢ Nnpedunkcom no pa3pbiBaeT CBsi3b MeXAY pacnmncaHem u
aBTOMaTUYEeCKUM O6HOBNEHUNEM.

Ja
Aa

MHorokpaTtHbIiA BBOg, Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-comp)>  auto-update schedule <schedule;

(config-comp)> no auto-update schedule

AprymeHT 3HauyeHue OnuncaHwue

nomMoLum rpynnel KoMaH4 schedule.

schedule Pacnucanne |HasBaHMe pacnncaHums, Co3gaHHOro npu

(config-comp)> auto-update schedule Update
Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.

Bepcus OnucaHve
3.03 [Jlo6aBneHa KkoMaHAa components auto-update
schedule.

3.6.4 components check-update

OnucaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

MpoBepuTb 06HOBNAEHME MNPOLUNBKA AN1A KaHAMAATa U BEAOMOTO
ycTpoinctBa MogynbHoi Wi-Fi Cuctembl.

Het
Het

Het

(config-comp)>  check-update [ force]

AprymeHT 3HauyeHue OnucaHwue

force Knoyesoe [MoCTOAHHO MPOBEPATL Hannyme
cn0Bo 06HOBNEHWI.

(config-comp)> check-update

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no

(config-comp)> check-update force

release: 2.15.A.3.0-2
sandbox: draft
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timestamp: Dec 17 18:58:55

valid: no
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.14 JobasneHa komaHaa components check-update.

3.6.5 components commit

OnuicaHue MpUMeHUTb U3MeHeHUs, BHeCeHHble kKoMaHAamu components install n
components remove.

Mpejukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-comp)>  commit
VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onvicaHue
2.00 JlobaBneHa KoMaHAa components commit.

3.6.6 components install

OnucaHue OTMeTUTb KOMMOHEHT Aana nocne,qyrou_q,e|7| YCTaHOBKW. OkoHu4aTenbHas
YCTaHOBKa BbIMOJ/IHAETCA KOMaH,D,OI7| components commit.

Mpejukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBOg, [a

CnHoncuc (config-comp)>  install <component;
AprymeHTbI AprymeHT 3HaueHme |OnucaHue
component Crpoka Ha3sBaHne komnoHeHTa. Cnncok
AOCTYMHbIX AN YCTAHOBKW KOMMOHEHTOB
MOXeT 6bITb BblBeZeH Ha 3KpaH KOMaHAOM
components list.
Mpumep (config-comp)> install ntfs

Components: :Manager: Component "ntfs" is queued for installation.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JobaeneHa komaHAa components install.

3.6.7 components list

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoViKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

nepEKﬂI'OLWITbCFI Ha Bbl6paHHyI-O necoyHuLy n oTMeTuUTb 4114 YCTaHOBKU BCe
KOMIMOHEHTHI, Tpe6yrou.|,|/|e M3MeHEHNA ANA COOTBETCTBUA BEPCN B
rnecoyHuue. Echm BeIMNOMHNTL KOMaHAy 6e3 aprymeHTa, 1o 6yp,eT BbiBEAEH
BeCb CMMCOK BCEX KOMIMOHEHTOB TEKyU.LeVI necoYyHmubl (yCTaHOBI'IEHHbIX n
AOCTYNHbIX 4114 yCTaHOBKI/I). Ecnn OTCYTCTBYET NOoAK/IHoHYEHNE K MHTepHeT, TO
6y,CI,ET BblBEAEH TOJIbKO CMUNCOK y>Ke YCTaHOB/MNE€HHbIX KOMMOHEHTOB.

Het
Het

HeTt

(config-comp)>  list [ sandbox ]

AprymeHT 3HauyeHue OnucaHue

sandbox CTpoka YpaaneHHasa necoyHuua, HanpumMep stable

nnn beta.

(config-comp)> list

firmware:
version: 2.13.C.0.0-1

sandbox: stable

local:
sandbox: beta

component:
name: base

priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb58f40
installed: 2.13.B.1.0-1

preset: minimal
preset: recommended
queued: yes
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UcTopuns nameHeHuii

Bepcus OnucaHve
2.00 [JobaeneHa KkomaHza components list.
2.06.A.6 [Jlo6baBneH napameTp sandbox. KomaHaa components

list foMKHa NCNONBL30BaTLCSA BMECTO yCTapeBLUei
components sync.

3.6.8 components preset

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbl

Mpumep

BbibpaTb roToBbIi HA6OP KOMMOHEHTOB. YCTaHOBKa Habopa BbINOHAETCH
KOMaHzol components commit.

Mpexae YeM yCTaHOBUTb HAbOP KOMMOHEHTOB, MPOBEPLTE NOCeAHME BEPCUN
KOMMOHEHTOB Ha cepBepe 06HOBNEeHN KOMaHAoM components list.
TpebyeTtca noaknoueHme Kk IHTepHeTy.

Het
Ja

HeTt
I (config-comp)>  preset preset;

KonnuectBo 1 Ha3BaHUA rOTOBbIX Ha60pOB KOMMNOHEHTOB MOFyT 6bITb
N3MEHEHbI, MO3TOMY PEKOMEHAYETCA MPOBEPUTL CMMCOK JOCTYMHbLIX HA6OPOB
KoMaHZol preset [Tab].

AprymeHT 3HaueHue OnucaHwue

preset minimal MWHUManbHO BO3MOXHBbIA A8 paboThl
yCTpOICTBa Habop KOMMNOHEHTOB byaeT
OoTMeyeH.

recommended |PekomeHAyemblii HA6OP KOMMOHEHTOB byaeT

oTMeYeH AN4 YCTaHOBKW.

(config-comp)> preset [Tab]

Usage template:
preset {preset}

Choose:
minimal
recommended

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

[Ao6asneHa komaHga components preset.

3.6.9 components preview

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoViKKn

MNMoka3aTb pa3mep NPOLLUNBKW, COCTaBAEHHOW U3 KOMMOHEHTOB, BbIBPaHHbIX
C NoMoLLb KOMaHAbl components install.

Het

Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

I (config-comp)>

preview

(config-comp)> preview

preview:
size: 7733308

Bepcus

OnucaHue

2.06

JlobaBneHa komaHAa components preview.

3.6.10 components remove

OnucaHwune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

OTMeTUTb KOMMOHEHT ANs NocaeaytoLero yaaneHus. OKoHYaTenbHoe
yZaneHve BbINOMHSAETCA KOMaHAol components commit.

Het
Ja
Ja

(config-comp)>

remove <component»

AprymeHTt

3HaueHue

OnucaHue

component

Ctpoka

Ha3sBaHne komnoHeHTa. Cnncok
AOCTYMHbIX ANSA YAANEeHNS KOMMNOHEHTOB
MOXeT 6bITb BblBeZeH Ha 3KpaH KOMaHAOM
components list.

(config-comp)> remove ntfs

Components: :Manager: Component "ntfs" is queued for removal.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JlobaBneHa KoMaHAa components remove.

3.6.11 components validity-period

OnucaHue YCTaHOBUTbL CPOK aKTyaslbHOCTW IOKANbHOrO CNcka KOMMOHEHTOB. o
NCTeYEeHNW 3TOro BpeMeHu byaeT aBToMaTUYeck BbIMOAHEHa KOMaHAa
components list 4na nonyyeHms TekyLLero cnucka KOMMOHEHTOB C cepBepa
06HOB/IEHUA.

KomaHga c npedprkcomM no ycTaHaBNMBaET 3HayYeHMe Mo yMONYaHMIo, KOTopoe
pasHo 1800.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-comp)>  validity-period <seconds>
(config-comp)> no validity-period
AprymeHTbl AprymeHT 3HaueHue OnucaHue
seconds Lenoe 4ucno CpoK akTyanbHOCTU IOKaIbHOroO
CMMCKa KOMMNOHEHTOB B CEKYHAAX.
MoxeT NpUH1MaTb 3Ha4YeHUs B
AvanasoHe ot 0 go 604800
BKJTIOYNTENBHO.
Mpumep (config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.
(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.03 JobasneHa komaHAa components validity-period.

3.7 crypto engine

OnucaHune BbibpaTb TN 06paboTkm £SP IPsec makeToB.
KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.

Mpejukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config)> crypto engine <type>

(config)> no crypto engine

AprymeHT 3HayeHue OnucaHue

type software |[porpaMmHbIN pexmnm.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.

Bepcus OnucaHue

2.06 JobasneHa koMaHaa crypto engine.

3.8 crypto ike key

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Jo6aBuTb koY IKE ¢ naeHTUGUKaTOPOM yAaNEHHON CTOPOHBI.
KomaHaa ¢ npedrKcom no yaanseT ykasaHHbIA KoY.

Ja

Ja

Aa

(config)>  crypto ike key name> psks (<types <id> | any)

(config)> no crypto ike key name>

AprymeHT 3HayeHue OnuncaHwue

name Crtpoka HasBaHwue kntoya. JlonyckaeTtcs
1Cro/Ib30BaHVIe CIMBOJIOB JIATUHCKOro
andasuTa, UNdp, TOUKK, NOAHEPKUBAHUSA N

dedwuca.
psk Ctpoka Maponk ans ayteHTUdMKaumn. anHa napons
MOXeT 6bITb OT 6 10 96 CMMBOOB.
type address NaeHTndunkatopom aensetca IP-agpec.
fqdn NaeHTudnKaTopom SBASETCA NOAHOe

AOMEHHOE NMA.
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Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue
dn NaeHTndrkaTopom SiBASeTCA JOMEHHOE NMS.
email NaeHTnPnKaTopoM ABNSETCA 3N1eKTPOHHbIN
agpec e-mail.
id Ctpoka 3HaueHuVe ngeHTudmnKaTopa yaaneHHom
CTOPOHbI.
any Knwovesoe PaspeluaeT ncnosib3oBaHue kao4va ans
Cc/10BO no6oin yaaneHHoM CTOPOHbI.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478 any

IpSec: :Manager: "VirtualIPServer": crypto ike key successfully »
added.

(config)> crypto ike key VirtualIPServer »
aDjs0C1lgvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
updated.

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
removed.

Bepcus OnucaHve

2.06 [Jlo6baBneHa komaHga crypto ike key.

3.9 crypto ike nat-keepalive

OnucaHwne

MNpedukc no
MeHsieT HaCTPOMKN
MHorokpaTHbI/ BBOJ,

CuvHoncuc

AprymeHTbl

YCTaHOBUTb TaliM-ayT Mexay naketamu keepalive B ciiydae o6Hapy»xeHuUs
NAT mexay K1nmeHToM 1 cepsepom IPsec. Mo yMOYaHUIO YCTaHOBNEHO
3HaueHwue 20.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.

Ja

Ja

Het

(config)> crypto ike nat-keepalive wnat-keepalive;

(config)> no crypto ike nat-keepalive

AprymeHT 3HaueHue OnucaHwue

nat-keepalive Lenoe uncsno Tanm-ayT Mexay naketamu
keepalive B cekyHgax. MoxeT
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHwnii

3.10 crypto

OnucaHune

MNpedukc no

MeHsieT HaCTPOMKN
MHorokpaTHbI/ BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

AprymeHTsl

Mpumep

AprymeHT

3HauyeHve

OnucaHwue

MpUHMMaTh 3Ha4YeHus oT 5 10 3600
BK/IHOUUTE/BLHO.

(config)> crypto ike nat-keepalive 90
IpSec: :Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec::Manager: Reset crypto ike nat-keepalive timeout to 20 s.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ike nat-keepalive.

ike policy

JocTyn K rpyrne KoMaHZA A8 HaCTPOMKKU BbIbBpaHHOW NoanTukn IKE. Ecnu
nonutuka IKE He HalaeHa, KOMaHAa MbiTaeTca eé co3aaThb.

KomaHga c npedurkcom no yaansiet nonntuky IKE. Mpuv 3TOM JaHHas NoanT1Ka
IKE aBTOMaTM4eckun yganaeTtcsa u3s Bcex npodunein IPsec.

Ja
Ja
Ja
(config-ike-policy)

(config)> crypto ike policy name>

(config)> no crypto ike policy name>

AprymeHT

3HaueHve

OnucaHue

name

Crpoka

Ha3aHune nonutukn IKE.
JonyckaeTca ncnonb3oBaHme
CVMIMBOJIOB 1aTUHCKOro andaBuTa,
umdp, ToUKN, NofYepKNBAHNSA U

feduca.

(config)> crypto ike policy test

IpSec::Manager: "test": crypto ike policy successfully created.

(config)> no crypto ike policy test
IpSec::Manager: Crypto ike policy "test" removed.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JlobaeneHa komaHza crypto ike policy.

3.10.1 crypto ike policy lifetime

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcTaHOBWUTL BpeMsa XN3HW accoumaumu IPsec IKE. 1o ymonyaHmio
ncnonb3lyetcd 3HaveHve 86400.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHve No yMOAYaHUIO.
Ja

[Ja

Het

(config-ike-policy)>  lifetime <lifetime>

(config-ike-policy)> no lifetime

AprymeHT 3HauyeHue OnucaHwue

lifetime Uenoe uucno Bpems xu3Hm accoumaunmn IPsec
IKE B cekyHzax. MoxeT npuH1UMaTh
3Ha4veHWs ot 60 o 2147483647.

(config-ike-policy)> lifetime 3600
IpSec: :Manager: "test": crypto ike policy lifetime set to 3600 s.

(config-ike-policy)> no lifetime
IpSec::Manager: "test": crypto ike policy lifetime reset.

Bepcus OnucaHve

2.06 JobaBneHa komaHAa crypto ike policy lifetime.

3.10.2 crypto ike policy mode

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIiA BBOA,

3ajaTb Bepcuio npoTtokosa IKE. [1o yMON4YaHUIo UCMOJIb3YeTCA 3HaYeHne
ikevl.

KomaHza ¢ npedprKcom no Bo3BpaLLaeT 3HAUYEHME N0 YMOIYaHUIO.,
Ja
Ja

HeTt
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-ike-policy)>  mode <mode>

(config-ike-policy)> no mode

AprymeHT 3HauyeHue OnuncaHwue

mode ikevl Bepcusa npoTtokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

(config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".

(config-ike-policy)> no mode
IpSec::Manager: "test": crypto ike policy mode reset.

Bepcus OnucaHve

2.06 [Jlo6baBneHa komaHga crypto ike policy mode.

3.10.3 crypto ike policy negotiation-mode

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YcTaHoBUTbE pexxrm obmeHa ans IKEv1 (cM. komaHay crypto ike policy mode).
Mo yMOnuaHuIo NCNob3yeTcs 3HadeHme main.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
Ja

Ja

Het

(config-ike-policy)>  negotiation-mode <negotiation-modes

(config-ike-policy)> no negotiation-mode

AprymeHT 3HaueHue ‘OnucaHMe

negotiation-mode main OCHOBHOW pexum, 3aLmiiaeT
naeHTudmKaLmo nmpa.

aggressive |ArpeccmBHbIN pexunMm, He 3alumiiaeT

naeHTUdMKaLMIo Nnpa.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec::Manager: "test": crypto ike policy negotiation-mode reset.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa crypto ike policy
negotiation-mode.

3.10.4 crypto ike policy proposal

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

3.11 crypto

OnucaHune

Jo6aBunTb B NnonnTKKY IKE CCbINKY Ha BblbpaHHbIN IKE proposal. OuepegHOCTb
AobaBneHns nmeeT 3HaYeHne A8 0bMeHa JaHHbIMW No npoTokony IKE.

KomaHga ¢ npedpurkcom no yaanseT ccblnky Ha IKE proposal.
Ja

Aa

Ja

(config-ike-policy)>  proposal <proposal

(config-ike-policy)> no proposal <proposal

AprymeHT 3HaueHue OnucaHwue

proposal CTtpoka HassaHue IKE proposal.
JonyckaroTca CMMBObI
natunHckoro andasuTa, undpbl,
TOUKW, MOAYEPKNBAHNSA N AePUChI.

(config-ike-policy)> proposal test
IpSec: :Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec::Manager: "test": crypto ike policy proposal "test" »
successfully removed.

Bepcusa OnucaHue

2.06 JobasneHa komaHaa crypto ike policy proposal.

ike proposal

JocTyn K rpynne koMaHg Ans HacTporiku BeibpaHHoro IKE proposal. Ecnu IKE
proposal He HalljeH, KOMaH/Aa NbITaeTcsa ero co3aathb.

MONHbBIA CNNCOK aNrOPUTMOB LWNGPOBaHMA peann3oBaHHbIX B CUCTeMe
npuBegeH B [prnoxeHnn.
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naBa 3 OnncaHme KOMaHA,

KomaHga c npedukcom no yaanset IKE proposal. Mpr 3ToM 13 Bcex NOANTUK
IKE aBTOMaTM4eCcKn yaanarTcsa CCblIKM Ha JaHHbIN IKE proposal.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

Bxo>xaeHue B rpynny (config-ike-proposal)

CnHoncuc (config)> crypto ike proposal name>
(config)> no crypto ike proposal name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka HassaHwe IKE proposal. JonyckatoTtcs
CMMBOJbI TaTUHCKOro andasuTa, udpsl,
TOYKW, NoAYEepPKNBaHUSA N AedunChl.
Mpumep (config)> crypto ike proposal test
IpSec: :Manager: "test": crypto ike proposal successfully created.
(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.06 JobasneHa koMmaHaa crypto ike proposal.

3.11.1 crypto ike proposal aead

OnucaHune Brntountb pexxum wngposanua AEADanA IKE proposal.
MNpe¢ukc no Het

MeHsieT HacTpovikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue I(config-ike—proposal)> aead

Mpumep (config-ike-proposal)> aead
IpSec: :Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »
mode.

VICTOPMH U3MeHeHUn Bepcmﬂ onvicaHue
3.05 JobasneHa komaHaa crypto ike proposal aead.
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naBa 3 OnncaHme KoMaHp,

3.11.2 crypto ike proposal dh-group

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

Jo6aBuTb BbibpaHHyto DH rpynny B IKE proposal Ana paboTbl B pexume PFS.
OuepegHoCTb fo6aBneHNA MMeeT 3HaueHe 419 obMeHa JaHHbIMU NO
npotokony IKE.

KomaHgaa ¢ npedurKcom no yaanseT BolopaHHYHO rpynny.
Ja

Ja

Aa

(config-ike-proposal)>  dh-group «dh-group»

(config-ike-proposal)> no dh-group «dh-group»

AprymeHT 3HauyeHue OnuncaHwue

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2
5

14
15
16
17
18
19
20
21
25
26
31
32

(config-ike-proposal)> dh-group 14
IpSec: :Manager: "test": crypto ike proposal DH group "14" »
successfully added.

(config-ike-proposal)> no dh-group 14
IpSec::Manager: "test": crypto ike proposal "test" group type »
successfully removed.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.06

[JobaeneHa komaHgaa crypto ike proposal dh-group.

3.11.3 crypto ike proposal encryption

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nsmeHeHnii

Jo6aBuTb Bbl6paHHbIN TN WindpoBaHua B IKE proposal. OuepeaHocTb
AobaBneHns nmeeT 3HaYeHne A8 0bMeHa JaHHbIMW No npoTokony IKE.

KomaHga ¢ npepurkcom no yaanseT BolbpaHHbIA TUN WNdpPOBaHUS.

Ja
Aa
Ja

(config-ike-proposal)>  enc

ryption <encryption»

(config-ike-proposal)> no encryption «encryptions

AprymeHT

3HavyeHue

OnucaHue

encryption

des

3des

aes-chc-128

aes-chc-192

aes-chc-256

aes-ctr-128

aes-ctr-192

aes-ctr-256

Tun wndposaHus IKE.

(config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »

"des" added.

(config-ike-proposal)> no encryption des

IpSec: :Manager:
type successfully removed.

"test": crypto ike proposal "test" encryption »

Bepcusa

OnucaHune

2.06

JobasneHa komaHga crypto ike proposal encryption.
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naBa 3 OnncaHme KoMaHp,

3.11.4 crypto ike proposal integrity

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Jo6aBuTb BbIbpaHHOe 3Ha4eHue anroputma nognucn HVAC B IKE proposal.
OuepegHoCTb fo6aBneHNA MMeeT 3HaueHe 419 obMeHa JaHHbIMU NO
npotokony IKE.

KomaHga ¢ npedpurkcom no yaansieT BblopaHHbIA anropuTMm.
Ja

Ja

Aa

(config-ike-proposal)>  integrity <integrity»

(config-ike-proposal)> no integrity <integrity»

AprymeHT 3HaueHue |OnucaHmue
integrity md5 Anroputm nognucu HMAC IKE
shal COO6LLEeHMIA.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec::Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

Bepcus OnucaHve

2.06 [JlobaeneHa komaHza crypto ike proposal integrity.

3.11.5 crypto ike proposal prf

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

Jo6aBuTb BbibpaHHyto rpynny PRF B IKE proposal.
KomaHga ¢ npedpurkcom no yaanseT BblopaHHbIA anropuTMm.
Ja

[Ja

Ja
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-ike-proposal)>  prf «prf>
(config-ike-proposal)>  no prf «prf>
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
prf md5 Anropunt™m nognucu HMAC ans IKE
shal COO6LLEeHNI.
aes-xchc
sha256
sha384
sha512
aes-cmac
NMpumep (config-ike-proposal)> prf sha256
IpSec::Manager: "TEST": crypto ike proposal prf algorithm »
"sha256" successfully added.
(config-ike-proposal)> no prf sha256
IpSec: :Manager: "TEST": crypto ike proposal "TEST" prf type »
successfully removed.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.05 JobasneHa komaHaa crypto ike proposal prf.

3.12 crypto ipsec incompatible

OnucaHue OTKNOUNTL NMPOBEPKY COBMECTUMOCTU IPsec TyHHenel. 1o yMon4aHuio
HaCcTpoMKa OTK/YeHa.

KomaHaa ¢ npepunKcom no BkItOUaeT NpoBepKy 06paTHO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncue I(conﬁgﬁ> crypto ipsec incompatible
I(conﬂgﬁ>nocrypto ipsec incompatible
Mpumep (config)> crypto ipsec incompatible

IpSec::Manager: Compatibility checks is disabled.
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naBa 3 OnncaHme KoMaHp,

(config)> no crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 JobasneHa KomaHaa crypto ipsec incompatible.

3.13 crypto ipsec mtu

OnucaHue YcTaHOBUTbL 3HaYeHne MTU, koTopoe byaeT nepeaaHo IPsec. 1o ymon4yaHuio
1NCMosib3yeTca 3HayeHune auto.

MNpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)> crypto ipsec mtu (auto | «value)
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

auto Knwyesoe MTU Ha3Ha4yaeTcd aBToOMaTn4yecku.

C/10B0O
value UYesoe uucso |3HaveHme MTU. MoxeT NpUHUMAaTb 3HaUYeHNs
oT 128 po 1500 BK/IHOUUTENBHO.

Npumep (config)> crypto ipsec mtu auto

IpSec::Manager: MTU is set to auto.

(config)> crypto ipsec mtu 1400

IpSec::Manager: Static MTU value is set to 1400.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.08 JobaBneHa KoMaHaa crypto ipsec mtu.

3.14 crypto ipsec profile

OnucaHune JocTyn K rpynne KoMaHZ4 ANS HaCTPOMKKM BbibpaHHOro npoduns IPsec. Ecanm
npodunb He HalijeH, KOMaHAa NbITAaeTCs ero co3aathb.

KomaHga c npedunkcom no yganseT npodunb. Mpu 3TOM CCbIIKM Ha AaHHbI
npodrab aBTOMaTUYECKN YAANAIOTCA N30 BCEX KPUMTOKAPT IPsec.

Mpedunkc no Ja

MeHsieT HacTpoliku  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

Bxo)xaeHue B rpynny (config-ipsec-profile)

CnHoncuc (config)> crypto ipsec profile name»
(config)> no crypto ipsec profile name»
AprymeHTbI AprymeHT 3HaueHue OonucaHue
name CTpoka HassaHune npoduns IPsec.
JonyckarTca CcMMBObI
naTtuHckoro andasuTa, udpsl,
TOUKW, MOAYEPKNBAHNSA N edUChI.
Mpumep (config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.
(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.06 JobasneHa komaHaa crypto ipsec profile.

3.14.1 crypto ipsec profile authentication-local

OnucaHue 3afatb TMN ayTeHTUGMKaUMM IOKaNBHOro XocTa. 1o ymonyaHuio
1NCMoNib3yeTca 3HayeHune pre-share.

KomaHga ¢ npedrkcom no Bo3BpaLlaeT 3HaueHme no yMoa4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-ipsec-profile)>  authentication-local «auth>
(config-ipsec-profile)> no authentication-local
AprymeHTbI AprymeHT  |3HaueHue |OnucaHune
auth pre-share Ha AaHHbIA MOMEHT eANHCTBEHHOE
JOCTyrNHOe 3HayeHwue.
NMpumep (config-ipsec-profile)> authentication-local pre-share

IpSec::Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-ipsec-profile)> no authentication-local
IpSec::Manager: "test": crypto ipsec profile authentication-local »
reset.

Bepcus OnucaHue

2.06 JobasneHa KoMmaHaa crypto ipsec profile
authentication-local.

3.14.2 crypto ipsec profile authentication-remote

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3aAaTh TMN ayTeHTMdMKaALMM yaaneHHOro xocTta. Mo ymonyaHuto
MCNoONb3yeTcs 3HayeHne pre-share.

KomaHaa ¢ npedrKcom no Bo3BpaLLaeT 3HayeHre Mo YMONYaHWIO.
Ja

Ja

Het

(config-ipsec-profile)>  authentication-remote auths

(config-ipsec-profile)> no authentication-remote

AprymeHT 3HauyeHue OnucaHwue

auth pre-share Ha AaHHbIA MOMEHT eHCTBEHHOE
JOCTYrNHOe 3HayeHwue.

(config-ipsec-profile)> authentication-remote pre-share
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec profile
authentication-remote.

3.14.3 crypto ipsec profile dpd-clear

OnucaHwne

3agaTb CNocob AecTBMA Npy 06HapyxXeHnn HepaboTatoLero nupa IKE. Mo
YMONYaHMIO NapameTp BK/IOYEH, YTO 03HavaeT yaaneHne nHpopmaLlmm o
nupe.
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naBa 3 OnncaHme KOMaHA,

MNpejukc no

MeHsieT HacTpoiKmn

KomaHga c npedunkcom no yctaHaBAMBaeT JeincTBue B restart.
Ja
Aa

MHorokpaTtHbIiA BBOog, Het

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

I (config-ipsec-profile)>  dpd-clear

I (config-ipsec-profile)> no dpd-clear

(config-ipsec-profile)> dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "clear".

(config-ipsec-profile)> no dpd-clear
IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "restart".

Bepcus OnucaHve

2.1 Jlo6aBneHa koMmaHga crypto ipsec profile dpd-clear.

3.14.4 crypto ipsec profile dpd-interval

OnucaHune

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

3afatb NapameTpbl MeToAa ANt 0O6HapyXeHUs HepaboTatoLwmx IKE NMpoB..
Mo ymonuaHuio 3HaveHue interval paBHo 30, retry-count pasHo 3.

KomMaHga ¢ npedprKcomM no Bo3BpaLLaeT 3HAUYEHUS MO YMOYAHUIO,
Ja
Aa
Het
(config-ipsec-profile)>  dpd-intervalintervals[retry-count]

(config-ipsec-profile)> no dpd-interval

AprymeHT 3HaueHue OnucaHwue

interval Lenoe uucno WHTepBan oTnpasku DPD nakeToB
B cekyHAax. MoxeT npuHnmMaTb
3Ha4yeHNs oT 2 40 3600.

retry-count Lenoe u4ucno Kosnmyectso NonbITOK OTApaBKy
DPD nakeTtoB. MoXeT NpUHMMaTh
3Ha4yeHusa oT 3 40 60.
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Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ipsec profile dpd-interval.

3.14.5 crypto ipsec profile identity-local

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Example

WcTopusa nsmeHeHwnii

3aAaTb I0KanbHbIN naeHTUdUKaTop Ans npoduns IPsec.
KomaHga ¢ npedprKcom no yaanseT NoKaabHbIN nAeHTUdumKaTop.
Ja

Aa

Het

(config-ipsec-profile)>  identity-local «types <id>

(config-ipsec-profile)> no identity-local

AprymeHT 3HaueHve |OnucaHve
type address Tun naeHTnomkatopa — IP-agpec.
fqdn Tun nageHTndmkaTopa — nosaHoe
JOMEHHOoe NMA.
dn Tvn nageHTndrkatopa — JoMeHHoe
nms.
email Tun ngeHTndurkaTopa — agpec e-mail.
id Crpoka 3HauyeHue I0KanbHOro
naeHTndumkaTopa.

(config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".

(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

Bepcus OnucaHue

2.06 Job6asneHa komaHga crypto ipsec profile identity-local.
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naBa 3 OnncaHme KOMaHA,

3.14.6 crypto ipsec profile match-identity-remote

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3agaTb AeHTUGMKATOP yAaNeHHOro XocTa A5 BelbpaHHoro npoduns IPsec.

KomaHza c npedurKcom no yaansiet naeHTMoukaTop yaaneHHoro xocTa.

Ja

Ja
Het
(config-ipsec-profile)> match-identity-remote ( <types<id> | any)
(config-ipsec-profile)> no match-identity-remote
AprymeHT 3HauyeHue OnuncaHwue
type address Tun naeHtndumkatopa — IP-agpec.
fqdn Tun naeHTndrkatopa — NOaHoOe AOMEHHOe
UMS.
dn Tun naeHTndrkaTopa — JOMeHHOe UMS.
email Tun naeHtTndurkatopa — agpec e-mail.
id CTpoka 3HauveHVe ngeHTndmnKaTopa ysaneHHoro
XocrTa.
any Knuesoe Pa3pelwnTb ncnonb3oBaHne nt0b6oro
C/10B0O YAANeHHOro xocTa.

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote reset.

Bepcus OnucaHve

2.06 [Jlo6baBneHa KkomaHga crypto ipsec profile
match-identity-remote.

3.14.7 crypto ipsec profile mode

OnucaHwne

Mpejukc no

YcTaHOBUTbL pexunM paboTbl IPsec. Mo yMOAYaHMIO UCN0/b3yeTCs 3HaveHue
tunnel.

KomaHga ¢ npedrikcoM no BO3BpaALLAET 3HaYEHMEe MO YMONYAHNIO.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncue (config-ipsec-profile)>  mode mode>
(config-ipsec-profile)> no mode
AprymeHTbI AprymeHT 3HaueHue OnucaHue
mode tunnel TYHHENbHbIN pexuM, NpY KOTOPOM
Becb IP naket wndpyetcs n/vnm
nposepseTcs Ha NOAJMHHOCTb.
transport |TpaHCNOPTHbIA pexunmMm, Korga
WndpyeTcs TONbKO CoOAepXKMMOoe
IP-nakeTa.
Npumep (config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »
"transport".
(config-ipsec-profile)> no mode
IpSec::Manager: "test": crypto ipsec profile mode reset.
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa koMmaHgaa crypto ipsec profile mode.

3.14.8 crypto ipsec profile policy

OnucaHvne 3afaTb CCbUIKY Ha CyLLecTBYOLWY0 noanTuky IKE (cm. koMaHay crypto ike
policy).

KomaHaa ¢ npedurKcom no yaanseT CCbliky.
MNpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, Het

Cutoncnc (config-ipsec-profile)>  policy «policy»
(config-ipsec-profile)> no policy
AprymeHTbI AprymeHTt 3HaueHue OonucaHue
policy CTpoka HasBaHwue nonntmnkun IKE. Cnncok
AOCTYMHBIX MOAUTMK MOXHO YBUAETb
¢ nomoLbto KomaHabl policy [Tab].
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Mpumep

UcTopusa nsmeHeHwnii

(config-ipsec-profile)> policy [Tab]
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".

(config-ipsec-profile)> no policy
IpSec::Manager: "test": crypto ipsec profile policy reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto ipsec profile policy.

3.14.9 crypto ipsec profile preshared-key

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

3a4aTh CBA3aHHYO KAo4UeByo ¢pasy ans gaHHoro npodouns IPsec.
KomaHga ¢ npedurkcom no yaanseT kao4esyro ¢ppasy.

Aa

Ja

Hert

(config-ipsec-profile)>  preshared-key preshare-key>

(config-ipsec-profile)> no preshared-key

AprymeHT 3HaueHue OnucaHue

preshare-key CTpoka 3HaueHune Knto4eBoli dpassbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec::Manager: "test": crypto ipsec profile preshared key reset.

Bepcus OnucaHue

2.06 JobasneHa KoMaHaa crypto ipsec profile
preshared-key.
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3.14.10 crypto ipsec profile xauth

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

BkntounTb fononHUTENbHY ayTeHTUdurKauumio XAuth ansa pexxuma IKEv1. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHa.

KomaHza ¢ nped1KcomM no oTKNYaeT AOMONHNTENbHYH NPOBepPKY
NOANMHHOCTM.

Ja
Ja
Het
(config-ipsec-profile)>  xauth <type»

(config-ipsec-profile)> no xauth

AprymeHT 3HaueHve |OnucaHve
type client KnneHTckuin pexxmm.
server CepBepHbIi pexum.

(config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec::Manager: "test": crypto ipsec profile xauth is disabled.

Bepcus OnucaHve

2.06 [Jlo6aBneHa komaHga crypto ipsec profile xauth.

3.14.11 crypto ipsec profile xauth-identity

OnucaHwne

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

YKasaTb IOrMH ANS JONONHUTENbHOW ayTeHTUduKaumm XAuth B KIMEHTCKOM
pexume.

KomaHga ¢ npedurkcom no yaanseT noruH.

[Ja

Ja

Het

I (config-ipsec-profile)>  xauth-identity <identity

I (config-ipsec-profile)> no xauth-identity
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HaueHue OnucaHwue
identity Ctpoka JIorviH Ans KNMEHTCKOro pexvma
XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHza crypto ipsec profile xauth-identity.

3.14.12 crypto ipsec profile xauth-password

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncumc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YKaszaTb naposb ANst AONONHUTENBHOM ayTeHTUdMKaumm XAuth B KTMEHTCKOM
pexume.

KomaHga ¢ npedurkcom no cTrpaeT 3HaueHne napons.
Ja

Ja

Het

(config-ipsec-profile)>  xauth-password password»

(config-ipsec-profile)> no xauth-password

AprymeHT 3HauyeHue OnucaHue
password CTpoka MNMaponb AN KNMEeHTCKOro pexuvma
XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHue

2.06 JobasneHa KomaHaa crypto ipsec profile

xauth-password.
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naBa 3 OnncaHme KoMaHp,

3.15 crypto

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.16 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

ipsec rekey delete-delay

3agaTb VHTepBan nepeg yaaneHmem IKE SA nocsie nonyyeHus KoMmaHabl
DELETE OT yA4aneHHON CTOPOHbI. [10 yMon4aHMIo ncnonb3yeTcs 3HayeHve 10.

KomaHza c npe$urkcom no BO3BpaLLAET 3HaYeHMe Mo YMONYAHNIO.
Ja

Ja

Het

(config)>  crypto ipsec rekey delete-delay «delay»

(config)> no crypto ipsec rekey delete-delay

AprymeHT 3HauyeHue OnuncaHwue

delay lenoe 4ucno |3HayeHve 3afepXKn B cekKyHAax. MoxeT
NPUHNUMAaTbL 3HaYeHVA B Anana3oHe ot 1 go
60.

(config)> crypto ipsec rekey delete-delay 1
IpSec::Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.

Bepcus OnucaHve

2.11 [JobaeneHa KkomaHza crypto ipsec rekey delete-delay.

ipsec rekey make-before

BrkirounTb pexxmm yctaHoBKW HOBbIX IKE SA 0 paspbiBa npegblayyx. Mo
YMONYaHUIO QYHKLMA OTKIOYEHa.

KomaHAa ¢ npedrKcom no OTKAOYAET 3TOT PeXuMm.
Ja

Aa

Het

I (config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before
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Mpumep

UcTopuns nameHeHuii

3.17 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

(config)> crypto ipsec rekey make-before
IpSec: :Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto ipsec rekey make-before.

ipsec transform-set

JocTyn K rpynne KoMaHA A5t HACTPOKW BbIBpaHHOro npeobpasosaHns IPsec
ESP BO 2 ¢a3ze. Ecnm npeobpa3oBaHme He Hal4eHo, KOMaHAa MblTaeTcs ero
Co34aThb.

KomaHga ¢ npedunkcom no ygansiet npeobpasoBaHue. MNpu 3ToM 13 BCex
KpUNTOKapT IPsec aBTOMAaTUYECKN YAANAOTCSA CChIIKM Ha AaHHOe
npeobpasoBaHue.

Ja

Aa

Ja

(config-ipsec-transform)

(config)> crypto ipsec transform-set name>

(config)> no crypto ipsec transform-set name>

AprymeHT 3HaueHue OnucaHue

name CTpoka HasBaHuve npeobpasoBaHus IPsec.
JlonyckarTca CMMBObI
naTuHckoro andasuTa, udpsl,

TOYKN, NOAHEPKMBAHNA U Ae(I)I/ICbI.

(config)> crypto ipsec transform-set test
IpSec: :Manager: "test": crypto ipsec transform-set successfully »
created.

(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.

Bepcus OnucaHue

2.06 JobasneHa koMaHgaa crypto ipsec transform-set.
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3.17.1 crypto ipsec transform-set aead

OnucaHue BrntounTb pexum wndposaHua AEADanA IPsec.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-ipsec-transform)>  aead

Npumep (config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »
AEAD mode.

VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue
3.05 Jlo6aBneHa koMmaHga crypto ipsec transform-set aead.

3.17.2 crypto ipsec transform-set cypher

OnucaHune Jo6aBuTb Bbi6paHHbIN TN WndpoBaHMA B NpeobpasoBaHue IPsec.
OuepegHoCTb fo6aBNeHNS MMeeT 3HaueHKe 419 0bMeHa JaHHbIMUK NO
npotokony IKE.

KomaHga ¢ npepurkcom no yaanseT Bol6paHHbIA TUN WNdPOBaHMUS.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOA, [a

Cunoncnc (config-ipsec-transform)>  cypher «cypher;
(config-ipsec-transform)> no cypher «cypher»
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
cypher esp-des Tun WwndpoBaHma NpeobpaszoBaHUS
IPsec ESP.
esp-3des
esp-aes-128
esp-aes-192
esp-aes-256
Npumep (config-ipsec-transform)> cypher esp-3des

IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.

80 CnpaBo4HMK KoMaHa — Lite (KN-1310)



naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Bepcus OnucaHue

2.06 JlobaBneHa komaHga crypto ipsec transform-set cypher.

3.17.3 crypto ipsec transform-set dh-group

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

Jlo6aBuTb BeibpaHHyto DH rpynny B npeobpasoBaHue IPsec anst paboTbl B
pexuvme PFS. OuepeaHOCTb J0baBneHNs MeeT 3HaveHne 415 obmMeHa
JaHHbIMK No npoTtokony IKE.

KomaHga c npedunkcom no yaanseT BbIbpaHHy rpynny.
Ja

Ja

Aa

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

AprymeHT 3HayeHue |OnucaHve

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2
5

14
15
16
17
18

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.
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UcTopuns nameHeHuii

Bepcus OnucaHve
2.06 Jlo6aBneHa koMaHga crypto ipsec transform-set
dh-group.

3.17.4 crypto ipsec transform-set hmac

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHum

Jo6aBuTb Bbi6paHHbI anroputm noagnucn HVIAC B npeobpasoBaHue IPsec.
OuepegHocTb fo6aBNeHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npedpurkcom no yaanseT BblopaHHbIA anropuTMm.
Ja

Aa

Ja

(config-ipsec-transform)>  hmac <hmac>

(config-ipsec-transform)> no hmac <hmac>

AprymeHT |3HayeHue OnucaHve

hmac esp-md5-hmac Anroputm noanmnecn HMAC
npeobpasoBaHus IPsec ESP.

esp-shal-hmac

esp-sha256-hmac

(config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set hmac »
"esp-shal-hmac" successfully added.

(config-ipsec-transform)> no hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set "test" hmac »
successfully removed.

Bepcus OnucaHve

2.06 JobaBneHa KoMaHga crypto ipsec transform-set hmac.

3.17.5 crypto ipsec transform-set lifetime

OnuncaHwune

Mpe¢ukc no

YCTaHOBUTL BpeMsi XXN3HW BbIBpaHHOro npeobpasoBaHus IPsec. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
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naBa 3 OnucaHve Koma

HA

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.18 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN

MHorokpaTtHbliA BBOJ,

Ja

Het

(config-ipsec-transform)>

(config-ipsec-transform)> no lifetime

lifetime <lifetimes

AprymeHT

3HaueHve

OnucaHue

lifetime

Lenoe u4ucno

Bpems xu13H1 npeobpazoBaHms
IPsec B cekyHpax. MoxeTt
NpUHMMaTb 3HavyeHus ot 60 ao
2147483647.

(config-ipsec-transform)> lifetime 8640

IpSec::Manager: "test":
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

crypto ipsec transform-set lifetime set »

Bepcus OnucaHve

2.06 JobasneHa koMaHaa crypto ipsec transform-set
lifetime.

map

[JocTyn K rpynne KOMaHz ANst HACTPOMKM BblI6paHHOI KpUNTOKapThl IPsec.
Ecnm kpynTokapTa He HalieHa, KOMaHAa NbITaeTcs eé co34aThb.

KomaHza c npedurKcom no yaansiet KpUnTokapTy.

Ja
Ja
Aa

BxoxxaeHue B rpynny (config-crypto-map)

CuyHoncuc

AprymeHTbl

(config)>

crypto map name»

(config)> no crypto map <name»

AprymeHT

3HauyeHve

OnucaHwue

name

Crpoka

HasBaHue KpurnTokapTsl IPsec.
JonyckaroTca CMMBObI
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HaueHue OnucaHwue

natuHckoro andasuTa, undpsl,
TOYKW, NogYepkmBaHNA N geducol.

Mpumep (config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec::Manager: Crypto map profile "test" removed.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 [JlobaBneHa KoMaHAa crypto map.

3.18.1 crypto map connect

OnucaHwue BkntounTb aBTOMaTMyeckoe 6e3ycnoBHOe coeariHeHve IPsec C yaaneHHowm
CTOPOHOM. HacTporika He MeeT CMbIC/1a, eC/IM OCHOBHOMY YAalIeHHOMY XOCTY
NprCcBOEHO 3HaveHre any (CM. KOMaHay crypto map set-peer). 1o

YMOJ/IYaHUIO HAaCTPOIKa OTK/IIOUEHa U coeAnHeH e byeT yCTaHOBNEHO Mpu
nonbITke nepeAatb Tpadumk Yepes npeobpasoBaHme IPsec ESP.

KomaHgaa c npedrkcom no oTk/IoUYaeT aBToMaTnyeckoe 6e3ycioBHoe
coefVHeHNe.

MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config-crypto-map)>  connect

I (config-crypto-map)> no connect

Mpumep (config-crypto-map)> connect
IpSec::Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.06 JlobaBneHa koMaHza crypto map connect.
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naBa 3 OnncaHme KOMaHA,

3.18.2 crypto map enable

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb BbIbpaHHY KpUnToKapTy IPsec. Mo ymonyaHuio napameTp
BKJIFOYEH.

KomaHga ¢ npedprKcoM no oTK/I0UYaeT KpUNTOKapTY.
Ja
Ja

Het

I (config-crypto-map)>  enable

I (config-crypto-map)> no enable

(config-crypto-map)> enable
IpSec: :Manager: "test": crypto map enabled.

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

Bepcus OnucaHve

2.06 JobasneHa KoMaHAa crypto map enable.

3.18.3 crypto map fallback-check-interval

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Bknountb nepmnoan4yeckyto npoBepky A40CTYNMHOCTU OCHOBHOIO XOCTa
BO3BpaTa Ha HEro B TOM C/iydae, Korga HasHa4eHbl U OCHOBHOW pe3epBHb||7|
yAaneHHble XOCTbl. Mo YMONYaHUKO HaCTpOIZKa OTK/IKOYeHa.

KomaHga c npedurkcom no oTkaroUaeT NpoBepKy.

Ja

[Ja

Het

(config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

AprymeHT 3HaueHue OnucaHwue

interval-value enoe uucno MNMeproa NpoBepKn B CEKyHAAX.
MoxeT NMprH1MaTb 3Ha4YeHusa oT
60 0 86400.
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naBa 3 OnncaHme KoMaHp,

Mpumep

(config-crypto-map)> fallback-check-interval 120

IpSec: :Manager:
set to 120.

"test": crypto map fallback check interval is »

(config-crypto-map)> no fallback-check-interval

IpSec: :Manager:
cleared.

"test": crypto map fallback check interval is »

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.06

Jo6aBneHa KoMaHAa crypto map
fallback-check-interval.

3.18.4 crypto map force-encaps

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

MpUHYANTENBbHO BKAOYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP anst o6xoaa
firewall n NAT.

KomMaHgaa ¢ npedprKcomM no OTK/IOYAET 3TOT PEXUM.

Ja
Aa

Het

I (config-crypto-map)>  force-encaps

I (config-crypto-map)> no force-encaps

Mpumep

(config-crypto-map)> force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »

enabled.

(config-crypto-map)> no force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »

WcTopus nsmeHeHwnii

disabled.
Bepcus OnucaHve
2.08 Jlo6aBneHa komaHga crypto map force-encaps.

3.18.5 crypto map I2tp-server dhcp route

OnucaHwne

HasHaunTb MapLLpyT, nepesaBaemMblii yepes coobLieHms DHCP INFORM,
KnneHTam L2TP-cepBepa.

KomaHaa ¢ npeprKcom no oTMeHsIeT NoslyYeHne yKkasaHHOro MapLupyTa.
Ecnu BBecT KoMaHAy 6e3 aprymMeHTOB, 6yeT OTMeHEeHO NoJlyyeHmne Bcex

MapLLpYyTOB.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-crypto-map)>  12tp-server dhcp route <address> anask»
(config-crypto-map)> no 12tp-server dhcp route [ «addresss amasks ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec Afpec ceTeBOro K/MeHTa.
mask IP-macka Macka ceteBoro knmeHTa. CyLlecTsyeT ABa

crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) u B
BUAe 6UTOBOV ANMHBI NpedurKca
(Hanpumep, /24).

Npumep (config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.
(config-crypto-map)> 12tp-server no dhcp route
IpSec::Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.12 JlobaBneHa komaHAa crypto map 12tp-server dhcp

route.

3.18.6 crypto map I2tp-server enable

OnucaHwue Brnrountb L2TP-cepBep Ha kpunTokapTe IPsec. 10 ymo/i4aHWIO napamMeTp
BKJ/IHOYEH.

KomaHga ¢ npedrkcom no oTKAYaeT HaCTPOKY.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc I (config-crypto-map)>  12tp-server enable
I (config-crypto-map)> no 12tp-server enable

NMpumep (config-crypto-map)> 12tp-server enable
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.
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WcTopusa nsmeHeHum

(config-crypto-map)> no 12tp-server enable

IpSec: :Manager:

"VPNL2TPServer": crypto map L2TP/IPsec server »

disabled.
Bepcus OnucaHue
2.1 JobasneHa koMaHaa crypto map I2tp-server enable.

3.18.7 crypto map I2tp-server interface

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

CBsi3aTb cepsep L2TP C yKazaHHbIM NHTepdecoMm.

KomaHaa ¢ npedunKcom no pa3pbiBaeT CBS3b MeXAy CepBEepPOM U1
nHTepdericom.

Ja
Ja

HeTt

(config-crypto-map)>

12tp-server interface <interface»

(config-crypto-map)> no 12tp-server interface

AprymeHT

3HauyeHue

OnuncaHue

interface

Wms uHTepgerica

MonHoe nMs nHTepderca nm NCeBAOHUM.
Cnncok AOCTYMNHbIX ANs Bbl6opa
nHTepdelicoB MOXHO yBUAETb BBeASA
KoMaHgy 12tp-server interface [Tab].

(config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster®/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint?2
WifiMaster0/AccessPointl

GuestWiFi
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UcTopuns nameHeHuii

(config-crypto-map)> 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is unbound.

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga crypto map I12tp-server interface.

3.18.8 crypto map I2tp-server ipvécp

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Brnrounte nogaepxky IPv6. [ins kaxgoro L2TP-cepBepa co34ar0Tcs
DHCP-nynbl IPv6. Mo ymMOn4aHMIO HacTPOMKa OTK/IOYEHa.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.
Ja
Aa

Het

I (config-crypto-map)>  12tp-server ipvécp

I (config-crypto-map)> no 12tp-server ipvécp

(config-crypto-map)> 12tp-server ipv6cp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.

(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

Bepcus OnucaHve

3.00 Jlo6aBneHa koMaHza crypto map I2tp-server ipvécp.

3.18.9 crypto map I2tp-server Icp echo

OnucaHwne

MNpejukc no

3a4aTb NpaBuW/ia TeCTUPOBaHUSA coeanHeHus L2TP-cepsepa cpeacTsamu LCP
echo.

KomaHga c npedumkcom no otkntouaet LCP echo.

Ja
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MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.18.10 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Ja

Het

(config-crypto-map)>  12tp-server lcp echo <intervals <count>

(config-crypto-map)> no 12tp-server lcp echo

AprymeHT 3HauyeHue OnucaHue

interval Uenoe umncno |NHTepBan mexay otnpaskamu LCP echo, B
cekyHgax. Ecnu B TeyeHe yka3aHHOrMo
NHTepBasia BpeMeHW OT yAaneHHOW CTOPOHbI
He 6bln nony4yeH LCP 3anpoc, eli byaet
oTMpaB/ieH Takol 3anpoc € oXnAaHneM
oTBeTa LCP reply.

count lYenoe uucno |Konmyecrso oTrpaBieHHbIX MOAPAs 3anpocoB
LCP echo Ha KOTOpble He bbls1 Nony4veH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanucb 6e3 oTBeTa, coenHeHWe byaeT
pa3opBaHo.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto map I2tp-server Icp echo.

map I2tp-server mru

YcTaHoBUTbL 3HaveHue MRU, koTopoe byaeT nepefaHo cepepy L2TP. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1200.

KomaHga ¢ npepurKcom no ycTaHaBAMBaET 3HaYEeHMe Mo YMOTHAHUIO.
Ja

[Ja

Het

I (config-crypto-map)>  12tp-server mru nru»

I (config-crypto-map)> no 12tp-server mru
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

3.18.11 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

mru UYenoe uucro |3HauveHue MRU. MoxeT MpUHNMAaTb 3HaUeHns
oT 128 go 1500 BkAOUNTENLHO.

(config-crypto-map)> 12tp-server mru 1500
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

Bepcus OnucaHve

2.11 [Jo6asneHa komaHga crypto map I2tp-server mru.

map I12tp-server mtu

YcTaHoBUTL 3HaueHune MTU, koTopoe 6yaeT nepesaHo L2TP. o ymonyaHuto
ncnonb3yetca 3HaueHve 1400.

KomaHga ¢ npedurkcom no yctaHaBAMBaET 3HaUEHKMeE MO YMOAYaHUIO.
Ja

Aa

Het

(config-crypto-map)>  12tp-server mtu wmtuw

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HauyeHue OnuncaHwue

mtu UYesoe uucro |3HaveHme MTU. MoxeT NPpUHUMAaTb 3HaUeHNs
oT 576 po 1500 Bk/IHOUUTENBHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".

(config-crypto-map)> no 12tp-server mtu
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

Bepcus OnucaHue

2.11 [JobaBneHa KoMaHaa crypto map l2tp-server mtu.
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3.18.12 crypto map I2tp-server multi-login

OnucaHue PazpewnTtb nogxntoyeHme K cepepy L2TP HeCKONbLKMX NoNb30BaTenei ¢
O HOro aKKayHTa.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login

Mpumep (config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.1 JobaBneHa koMaHaa crypto map I2tp-server
multi-login.

3.18.13 crypto map I2tp-server nat

OnucaHune Bkntoumntb TpaHCaaLUuio agpecos ana cepsepa L2TP.
KomaHga ¢ npedrnkcom no oTKIUaeT TpaHCIAUUIO.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server nat
I (config-crypto-map)> no 12tp-server nat
Mpumep (config-crypto-map)> 12tp-server nat

IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

3.18.14 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(config-crypto-map)> no 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

Bepcus OnucaHue

2.1 JobasneHa koMaHaa crypto map l2tp-server nat.

map I2tp-server range

Ha3HaunTb nyn agpecos AN19 KJINEHTOB cepBepa L2TP. [1o ymonyaHuio
ncnonb3yeTca pasmep nyna 100.

KomaHaa c npe¢ukcom no yaanset nyn.

Ja

Ja

Het

(config-crypto-map)>  12tp-server range <begin (end> | <size»)

(config-crypto-map)> no 12tp-server range

AprymeHT 3HauyeHue OnucaHwue

begin IP-appec HauvanbHbIll agpec nyna.
end IP-apgpec KoHeuHbIl agpec nyna.
size Uenoe uucno |Pasmep nyna.

(config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range deleted.

Bepcus OnucaHue

2.1 JobasneHa KoMaHaa crypto map l2tp-server range.
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3.18.15 crypto map I2tp-server static-ip

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHwnii

HasHaunTb nocTosiHHbLIN IP-agpec nonb3oBaTento. Monb3oBaTenb B cucTeMe
JOJIKEH MeTb MeTKy ipsec-12tp.

KomaHgaa ¢ npedurKcom no yaanset npuBa3ky.

Ja

Ja

Hert

(config-crypto-map)>  static-ip wsenr address»

(config-crypto-map)> no static-ip wsenr

AprymeHT 3HayeHue OnuncaHue

user CTtpoka Mms nonb3oBarensi.

address IP-agpec HasHauaemsblin IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHve

2.1 [Jlo6aBneHa komaHga crypto map l2tp-server static-ip.

3.18.16 crypto map match-address

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

YCTaHOBUTb CCbISIKY Ha CYLLIECTBYHOLLMI CANCOK NPaBua GuabTpaLmmv NnakeTos
(cM. KoMaHay access-list). NepBoe NpaBwWo B Cincke byAeT NCNob30BaThCs
ansa ¢asbl 2 IPsec.

KomMaHgaa ¢ npedurKcom no yaansaeT cCbiaky.
Ja
Ja

Het

I (config-crypto-map)> match-address <access-list
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naBa 3 OnncaHme KOMaHA,

(config-crypto-map)> no match-address

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

access-list |Ctpoka HasBaHue cnucka npasun GuabTpaLmn.
Habop AoCTynHbIX ANs BbI6OPa CNNCKOB
MOXHO yBUAETL BBEASA KOMaHAy
match-address [Tab].

NMpumep (config-crypto-map)> match-address [Tab]

Usage template:
match-address {access-list}

Choose:
_WEBADMIN GigabitEthernet0/Vlan4
_WEBADMIN ISP
_WEBADMIN Home
_WEBADMIN Bridge2
_WEBADMIN Wireguard2

(config-crypto-map)> match-address test
IpSec::Manager: "test": crypto map match-address set to "test".

(config-crypto-map)> no match-address
IpSec::Manager: "test": crypto map match-address reset.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 Jlo6aBneHa koMaHga crypto map match-address.

3.18.17 crypto map nail-up

OnucaHune BkntounTb aBTOMaTMYeCcKoe nepecoriacoBaHme npeobpasosaHuii IPsec ESP
npuv Ux yctapeBaHuW. [10 yMOYaHNIO NapameTp OTK/IHOYEH.

KomaHza c npedrKcom no oTkNtoUYaeT aBToMaTUYeCcKoe nepecornacoBaHue.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOgA, Het

CnHoncuc I (config-crypto-map)>  nail-up
I (config-crypto-map)> no nail-up
Mpumep (config-crypto-map)> nail-up

IpSec::Manager: "test": crypto map SA renegotiation enabled.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

3.18.18 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.18.19 crypto

OnucaHwne

Mpedukc no

(config-crypto-map)> no nail-up
IpSec::Manager: "test": crypto map SA renegotiation disabled.

Bepcus OnucaHue

2.06 JobasneHa koMaHaa crypto map nail-up.

map priority

YcTaHOBUTL MPUOPUTET 419 KPUMTOKapThl [Psec. 1o yMon4aH o NCnosb3yeTca
3HaueHwue 0.

KomaHga ¢ npedrkcom no ycTaHaB/IMBAET 3HaUEHME MO YMOAYAHWNIO.
Ja

Ja

Hert

(config-crypto-map)>  priority priority»

(config-crypto-map)> no priority

AprymeHT 3HauyeHue OnucaHwue

priority lenoe 4ucno |3HayeHwe npuoputeta. MoXeT NPpUHNMaTb
3HauyeHus B AnanasoHe ot 0 go 255
BK/IIOUMTE/IbHO.

(config-crypto-map)> priority 255
IpSec::Manager: "VPNL2TPServer": crypto map priority set to 255.

(config-crypto-map)> no priority
IpSec::Manager: "VPNL2TPServer": crypto map priority reset.

Bepcus OnucaHve

2.06 [JlobaeneHa KomaHza crypto map priority.

map reauth-passive

BKNHOUMTE NacCMBHYHO NepenpoBepKy NOANMHHOCTN KpUNTOKapTbl IPsec. Mo
YMOJTYaHWIO NMapameTp BKIHOYUEH.

KomaHgaa ¢ npedrKcom no OTK/I0UaEeT NacCUBHYH MepenpoBepKy
NOA/IMHHOCTM.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

Mpumep

WcTopus nsmeHeHum
3.18.20 crypto
OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKMN

MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

Ja

Het

I (config-crypto-map)>  reauth-passive

I (config-crypto-map)> no reauth-passive

(config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.

(config-crypto-map)> no reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.

Bepcus OnucaHue

2.1 JobasneHa KomaHaa crypto map reauth-passive.

map set-peer

Ha3HaunTbL OCHOBHOW yaneHHbIN XOCT A/151 yCTaHOB/EH WS coeauHeHust IPsec.
KomaHga c npedunkcom no yganseTt HacTPOKy.

Ja

Ja

Het

(config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

AprymeHT 3HayeHue OnucaHue
remote-ip CTpoka IP-agpec nnn gomeHHoe NMsa yaaneHHoro
X0CTa.
any MpurHMNMaTb 106l BXOASLLNE COefMHEHNS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec::Manager: "test": crypto map remote primary and fallback »
peer reset.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JlobaBneHa KkomaHaa crypto map set-peer.

3.18.21 crypto map set-peer-fallback

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

HasHaunTb pe3epBHbI YAANEHHBbI XOCT 419 YCTAHOBNEHWS COEANHEHNSA
IPsec. DTa HacTpolika MOXET 6bITb BbIMOIHEHA MOC/1E HAa3HAYEHWIS OCHOBHOMO
y3/a (CM. KoMaHay crypto map set-peer).

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

(config-crypto-map)>  set-peer-fallback «remote-ip»

(config-crypto-map)> no set-peer-fallback

AprymeHT 3HaueHue OnucaHwue

remote-ip Ctpoka IP-agpec nnn gomeHHoe nms
yAaneHHOoro xocra.

(config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

Bepcusa OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-peer-fallback.

3.18.22 crypto map set-profile

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

3ajaTb CCbIIKY Ha CyLLecTBYOLWMIA Npoduib IPsec (CM. KOMaHAy crypto ipsec
profile).

KomaHpaa ¢ npedurKcom no yaansaeT cCbinky.
Aa
Ja

MHorokpaTtHbiiA BBog, Het
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CuHoncuc (config-crypto-map)>  set-profile profile
(config-crypto-map)> no set-profile
AprymeHTbI AprymeHT 3HaueHue OnucaHue
profile CTpoka Nmsa npogung IPsec. Cnmncok
AOCTYMHbIX 415 Bbl6opa npodunen
MOXHO YBUAETb BBeAA KOMaHAYy
set-profile [Tab].
Npumep (config-crypto-map)> set-profile [Tab]
Usage template:
set-profile {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
TEST
MYMY
VirtualIPServer
VPNL2TPServer
(config-crypto-map)> set-profile test
IpSec::Manager: "test": crypto map ipsec profile is set to "test".
(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHAa crypto map set-profile.

3.18.23 crypto map set-tcpmss

OnucaHue YCTaHOBWUTb OrpaHnyeHne MakCMaabHOro pasMepa cermMeHTa UCXoaaLLmx
ceccmin TCP B pamMKax AaHHOro TyHHens IPsec. Ecnn 3HaveHne MSS, koTopoe
nepegaetcs B noJsie 3arosioBka SYN-rakeToB, MpeBbILLaeT 3a4aHHOe, KOMaHAa
MeHsieT ero. Pexxum Path MTU Discovery no3sonsieT aBToMaTnyecku
onpeaensTb orpaHnyeHme NMSS.

KomaHpaa ¢ npedpurKcomM no CHMMaeT BCe orpaHunyeHms c MSS.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncue I(conﬂg«xyptownapﬁ> set-tcpmss wss-values

I(conﬁg«xypto¢napﬁ>noset-tcpmss
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.18.24 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

AprymeHT 3HauyeHue OnuncaHwue

mss-value Lenoe 4ucno |3HauveHwne BepxHen rpaHmubl MSS. MoxeT
npMHMMaTbL 3HayeHus ot 576 go 1500.

pmtu Bkntountb pexxum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280
IpSec::Manager: "test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss
IpSec::Manager: "test": crypto map tcpmss reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-tcpmss.

map set-transform

3azaTb CCbUIKY Ha CyLlecTByloLLee NpeobpasoBaHue IPsec ESP (CM. KOMaHAy
crypto ipsec transform-set).

KomaHga ¢ npedumnkcom no yganset cCbiky.

Aa

Ja

Het

(config-crypto-map)>  set-transformtransform-set

(config-crypto-map)> no set-transform

AprymeHT 3HayeHue | OnucaHue

transform-set |Crpoka HasBaHune npeobpasoBaHus IPsec. CANCok
AOCTYMHBIX NPe06pa3oBaHMIn MOXHO YBUAETb
C NOMOLLbI KOMaHAb! set-transform [Tab].

(config-crypto-map)> set-transform [Tab]
Usage template:
set-transform {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer

(config-crypto-map)> set-transform test
IpSec::Manager: "test": crypto map ipsec transform-set is set »
to "test".

100

CnpaBo4HMK KoMaHa — Lite (KN-1310)



naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

3.18.25 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config-crypto-map)> no set-transform

IpSec: :Manager:

"test": crypto map ipsec transform-set reset.

Bepcus

OnucaHmne

2.06

JobasneHa koMaHaa crypto map set-transform.

map virtual-ip dhcp route

HasHaunTb MapLupyT, nepesaBaeMbiii yepes coobLyeHmns DHCP INFORM,
knneHTam cepsepa Virtual IP.

KomaHza ¢ nped1KcomM no 0TMeHsIeT NoslyYeHne ykazaHHOro MapLupyTa.

Ecnn BBecTun KOMaHA4y be3 aAprymeHTOB, 6yAET OTMEHEHO MnoJjiydeHne Bcex

MapLLpPYTOB.
Ja
Ja
Aa

(config-crypto-map)>  virt

ual-ip dhcp route <address» anask»

(config-crypto-map)> no virtual-ip dhcp route [<address; mask> ]

AprymeHT 3HayeHue OnuncaHwue
address IP-agpec Afpec ceTeBOro KaneHTa.
mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTsyeT ABa

cnocob6a BBOJA MacKu: B KAHOHNYECKO

dopme (Hanpumep, 255.255.255.0) n B Buge
6UTOBOI ANNHbLI Npeduikca (Hanpumep, /24).

(config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24

IpSec::ManagerVirtuallp:

"VirtualIPServerIKE2":

Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24

IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »

crypto map »

Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »

removed.

(config-crypto-map)> no virtual-ip dhcp route

IpSec: :ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »

Virtual IP server DHCP INFORM routes cleared.

Bepcus

OnucaHune

3.06

JobasneHa komaHza crypto map virtual-ip dhcp route.
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naBa 3 OnncaHme KoMaHp,

3.18.26 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.18.27 crypto

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

map virtual-ip dns-server

YkazaTb DNS-cepBep 415 Bbljauun KAvieHTaM B cepBepHoM pexxume Virtual
IP.

KomaHga ¢ npedurkcom no yaanseT agpec cepeepa.

Ja

Ja

Het

(config-crypto-map)>  virtual-ip dns-server address»

(config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec IP-agpec cepsepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec: :Manager: "test": crypto map Virtual IP DNS server deleted.

Bepcus OnucaHve

2.08 [JobaeneHa komaHAa crypto map virtual-ip dns-server.

map virtual-ip enable

BkntounTb cepBepHbIn pexxum Virtual IP, npy KOTOpOM KnneHTam
NpPOV3BOAMTCA pasjava ajpecoB 13 3aaHHOoro jguanasoHa. lMpyv aTom B
KayecTse yAaneHHoN nogcety B cooTBeTcTBYOLEM ACL MOXHO yKasaTb
NPoun3BONbHOE 3HaYeHMe, OHO ByAeT MPOUrHOPMPOBAHO. [0 yMONYaHUIO
PEXVM OTK/THOYEH.

KomaHga ¢ npeprKcoM No OTKOUaEeT HaCTPOKKY.
Ja

Aa

Het

I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

3.18.28 crypto

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

3.18.29 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIiA BBOA,

(config-crypto-map)> virtual-ip enable
IpSec: :Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.

Bepcus OnucaHve

2.08 [JlobaeneHa komaHza crypto map virtual-ip enable.

map virtual-ip multi-login

Pa3peLumnTb NogkatoueHue k cepaepy Virtual IP Heckonbkyx nonb3oBaTenei
C OHOrO0 aKkKayHTa.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.
Ja
Aa

Het

I (config-crypto-map)>  virtual-ip multi-login

I (config-crypto-map)> no virtual-ip multi-login

(config-crypto-map)> virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.

(config-crypto-map)> no virtual-ip multi-login
IpSec: :Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

Bepcus OnucaHve

3.05 [JlobaBneHa komaHga crypto map virtual-ip multi-login.

map virtual-ip nat

BKIOUNTb TPAHCISLIMIO 4PeCOB ANS KIMEHTOB B cepBepPHOM pexume Virtual
IP.

KomaHga ¢ npedurkcom no yaansieT npasuso.
Ja
Aa

HeTt
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naBa 3 OnncaHme KoMaHp,

CuHoncuc I(conﬂg«xyptoqnapﬁ> virtual-ip nat
I(conﬁg«xyptownapp>novirtual-ipnat

Npumep (config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.
(config-crypto-map)> no virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.08 JobasneHa KoMaHAa crypto map virtual-ip nat.

3.18.30 crypto map virtual-ip range

OonucaHue HacTpouTb Arana3oH agpecoB AN14 BblAa4yu K/IeHTaM B CEpPBEPHOM pexnme
Virtual IP.

KomaHga ¢ npedunkcom no yaansaeT jranasoH.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-crypto-map)>  virtual-ip range <begins (<ends | <size>)
(config-crypto-map)> no virtual-ip range

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
begin IP-apgpec Hauano ananasoHa agpecos.
end IP-agpec KoHeL agnarna3oHa agpecos.
size UYesnoe uyucsno |Pasmep granasoHa ajpecos.

Mpumep (config-crypto-map)> virtual-ip range 10.5.0.0 20
IpSec::Manager: "test": crypto map Virtual IP pool range set »
from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).
(config-crypto-map)> no virtual-ip range
IpSec::Manager: "test": crypto map Virtual IP pool range deleted.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.08 Job6asneHa koMaHaa crypto map virtual-ip range.
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naBa 3 OnncaHme KOMaHA,

3.18.31 crypto map virtual-ip static-ip

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHwnii

HasHaunTb nocTosiHHbLIN IP-agpec nonb3oBaTento. Monb3oBaTenb B cucTeMe
JOJIKEH MeTb MeTKy ipsec-xauth.

KomaHga ¢ npedunkcom no yaanseTt NpmsBasky.

Ja

Ja

Aa

(config-crypto-map)>  virtual-ip static-ip wsen <address>

(config-crypto-map)> no virtual-ip static-ip wsen

AprymeHT 3HayeHue OnuncaHue

user CTtpoka Mms nonb3oBarensi.

address IP-agpec HasHauaemsblin IP-agpec.

(config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".

(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

Bepcus OnucaHve

3.05 [Jlo6aBneHa koMaHza crypto map virtual-ip static-ip.

3.19 dns-proxy

OnucaHwue

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

JocTtyn K rpynne KoMaHa ans ynpasneHus cnyxé6oih DNS-npokcu.
Het
Het
Het

(config-dnspx)

I (config)> dns-proxy
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHum

(config)> dns-proxy
Core::Configurator: Done.
(config-dnspx)>

Bepcus OnucaHue

2.04 JobasneHa KomaHaa dns-proxy.

3.19.1 dns-proxy https upstream

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

JobasuTtb cepeep DNS nosepx HTTPS.

KomaHza c npedurKcom no yaansieT ykasaHHbIin cepep 13 cnvcka. Ecam
BbINONHUTL KOMaHAYy 6e3 apryMeHTa, To BeCb CMMCOK CEpBEPOB byaeT
OUMLLeH.

Ja
Ja
Aa

(config-dnspx)>  https upstream«wrls [<format>] [ sni <hash>][ on
<interfaces]

(config-dnspx)> no https upstream [«vr 5]

AprymeHT 3HauyeHue OnucaHwue
url CTpoka Monb3oeaTenbckmini URL-agpec cny>6bl DNS.
format dnsm dopmat oTobpaxkeHns gaHHbIX DNS.
json
hash Ctpoka Xaw ceptndukaTta TLS.
interface Umsa Nms nHTepdelica Ana HaCTPOKK
MHTeppeica

(config-dnspx)>https upstream »
https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm on ISP
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naBa 3 OnncaHme KOMaHA,

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>no https upstream https://dns.adguard.com/dns-query
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)>no https upstream
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 JobasneHa komaHaa dns-proxy https upstream.

3.19.2 dns-proxy intercept enable

OnucaHwue BkntounTb nepexsaTt TPaH3UTHbIX DNS-3anpocos. Takxe 3Ta ¢pyHKLUMA
BKJIlOUaeTCcs Npu paboTe nHTepHeT-GUIbTPa. Mo yMonyaHuto nepexsat
3anpeLyeH.

KomaHga ¢ npedurkcom no oTkAoYaeT nepexsar.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-dnspx)>  intercept enable

I (config-dnspx)> no intercept enable

Npumep (config-dnspx)> intercept enable
Dns::Filter::Interceptor: Enabled.
(config-dnspx)> no intercept enable
Dns::Filter::Interceptor: Disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

3.06 Jlo6aBneHa komaHaa dns-proxy intercept enable.

3.19.3 dns-proxy max-ttl

OnucaHwue 3agaTb MakcMManbHbIv TTL Ana KaWKrpoBaHHbIX 3anuvcen DNS-npokcu.
KomaHga ¢ npedukcom no yaansiet sHadeHue TTL.,
MNpejukc no Ja

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Het

(config-dnspx)>

(config-dnspx)> no max-ttl

max-ttl wmmax-tth

AprymeHT

3HavyeHue

OnucaHue

max-ttl

Llenoe u4ucno

MakcmnmanbHoe 3HaveHue TTL. MoxeTt
npuHMMaTb 3HaveHus ot 1 4o 604800000
MUAAncekyHa (1 Hegens).

(config-dnspx)> max-ttl 10000
Dns::Proxy: Dns-proxy set max-ttl to 10000.

(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.

Bepcus

OnucaHune

2.05

JlobaBneHa komaHAa dns-proxy max-ttl.

3.19.4 dns-proxy proceed

OnucaHune

MNpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

3ajaTb HTepBan MeXxay napasiesbHbIMY 3arnpocamMu, KOTopble OTrpaBisaeT
DNS-npokcn HeckonbknM DNS-cepsepam. Mo ymonyaHmMo ncnosb3yeTcs

3Ha4yeHue 500.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HaYeHMe Mo YMONYAHUIO.

Aa
Ja

Het

(config-dnspx)>

(config-dnspx)> no proceed

proceed proceed>

AprymeHT

3HayeHue

OnvcaHune

proceed

Lenoe uucno

Bpemsa paboTtbl DNS-npokcu B
MUNUCEKYHAAX. MoXeT NpuH1UMaTh
3Ha4yeHusa ot 1 go 50000

(config-dnspx)> proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
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naBa 3 OnncaHme KOMaHA,

(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobasneHa KomaHaa dns-proxy proceed.

3.19.5 dns-proxy rebind-protect

OnucaHwue BkntounTb 3awwunty ot atak DNS rebinding. Mo yMONYaHUIO NCNONb3YeTCH
napameTp auto.

KomaHga ¢ npedrkKcom no oTKA0YaeT 3aLumTy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dnspx)>  rebind-protect (auto | strict)
(config-dnspx)> no rebind-protect
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
auto Knwyesoe 3awuTa nHTepdelicoB private.
€J10B0
strict Knwyesoe 3awmTa noacetein 13 cnvcka IANA IPv4
C/10BO Special-Purpose Address Registry1.
Mpumep (config-dnspx)> rebind-protect auto
Dns: :Manager: Enabled rebind protection.
(config-dnspx)> no rebind-protect
Dns: :Manager: Disabled rebind protection.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.04 Job6asneHa komaHaa dns-proxy rebind-protect.

3.19.6 dns-proxy srr-reset

OnucaHune YCTaHOBUTL BpeMs, Yepes KoTopoe byaeT copacbiBaTbCA PENTUHT
3anpocos-otBeToB DNS-npokcun. 1o yMon4aHUio NCMoib3yeTca 3HaueHmne
600000.

KomaHga ¢ ﬂpeq)I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoadaHuio.

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-dnspx)>  srr-reset «<srr-reset

(config-dnspx)> no srr-reset

Argument 3HauyeHue OnuncaHwue

srr-reset Lenoe 4ucro |3Ha4veHVe BpeMEHHOro NPoMeXyTKa B
MuanancekyHaax. MoxeT npuHMMaTb
3HauyeHusa ot 0 go 600000.

(config-dnspx)> srr-reset 111
Dns::Manager: Set send-response rating reset time to 111 ms.

(config-dnspx)> no srr-reset
Dns::Manager: Reset send-response rating reset time to default.

Bepcus OnucaHve

2.12 Jlo6aBneHa koMmaHaa dns-proxy srr-reset.

3.19.7 dns-proxy tls upstream

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn

JobasuTb cepeep DNS nosepx TLS.
KomMaHga ¢ npedurKkcom nNo yaansieT ykasaHHbIA cepBep U3 cnmcka. Ecam

BbINONHUTbL KOMaHAy 6e3 aprymMeHTa, TO BeCb CrMCOK CepBepoB byaeT
ounLLEeH.

Ja
Aa

MHorokpaTHbIli BBog, /[la

CuvHoncuc

AprymeHTbI

(config-dnspx)>  tls upstream «address; [¢port>] [ sni «fqgdns] [ spki
<hash>][on dnterface; ]

(config-dnspx)> no tls upstream [«addresss] [«ports]

AprymeHT 3HauyeHue OnucaHwue
address IP-agppec IP-agpec cepBepa.
port Lenoe 4ucno |lMopT cepBepa.
fqdn CTpoka JomMmeHHOoe nwvs.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHui

AprymeHT 3HauyeHue OnuncaHwue

hash Ctpoka Xaw ceptmndumkarta TLS.

interface Nmsa Nma nutepderica Ana HaCTPOMKK
uHTEpPenca

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »

added.

(config-dnspx)>tls upstream 1.1.1.1 853 sni

on ISP

Dns::Secure: :ManagerDot: DNS-over-TLS name

added.

(config-dnspx)>no tls upstream 1.1.1.1 853

Dns::Secure: :ManagerDot: DNS-over-TLS name

deleted.

(config-dnspx)>no tls upstream

Dns::Secure: :ManagerDot: DNS-over-TLS name

servers cleared.

cloudflare-dns.com »

server 1.1.1.1:853 »

server 1.1.1.1:853 »

Bepcusa

OnucaHune

3.01

[JlobaeneHa komaHza dns-proxy tls upstream.

3.20 dpn accept

MprHATL NoNb30BaTeNbCKoe cornaweHue DPN. 1o NpUHATUS cornawleHmns
KOH®UrypaTop He MpUHMUMaeT HUKaKne KOMaHAbl, KpOMe KOMaHA Ha YTeHne

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbIiA BBog, Het

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

I(conﬂg)> dpn accept

(config)> dpn accept
Core::Legal: Accepted dpn version 20200330.

Bepcus

OnucaHue

3.05

Jlo6baBneHa komaHza dpn accept.

Lite (KN-1310) — CnpaBO4YHMK KOMaHA

111



naBa 3 OnncaHme KoMaHp,

3.21 dyndns profile

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

JocTyn K rpynne KOMaHA A8 HaCTPOMKM yka3aHHoro npoéuns DynDns. Ecan
npodunb He HalAeH, KOMaHAa NMbITaeTcsa ero co3gaTe. MOXHO co34aTb He
6onee 32 npodunei.

KomaHgaa ¢ npedurkcom no yaanset npodunb DynDns.
Ja

Ja

Aa

(config-dyndns)

(config)> dyndns profile name>

(config)> no dyndns profile name»

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka HasBaHue npodunsa. MakcnmanbHas Al1MHa
VMeHU — 64 cumBona.

(config)> dyndns profile _WEBADMIN
Core::Configurator: Done.
(config-dyndns)>

Bepcus OnucaHve

2.00 Jo6aeneHa komaHaa dyndns profile.

3.21.1 dyndns profile domain

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

2 http:\\www.dyndns.com
http:\\www.no-ip.com

HasHauunTb MK nocTofaHHOe JoMeHHOe nMS. [Nepey BbiNo/IHEHNEM KOMHZb!
HeobXoAMMO 3aperncTpmpoBaTh JOMeHHOe UMA Ha caliTe dyndns.com” nam
no-ip.com-.

KomaHga ¢ npedunKcom no yaanset HacTPOnKy.
Ja
Aa

Het

I (config-dyndns)>  domain «domain»
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-dyndns)> no domain

AprymeHT 3HauyeHue OnucaHwue

domain CTpoka

AOMEHHOro umeHm — 254 cumBona.

JomMeHHoe nvsa. MakcmmanbHasa 411MHa

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
ynDns: :Profile:

domain support.ddns.net
" WEBADMIN": domain saved..

no domain
" WEBADMIN" domain cleared.

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dyndns profile domain.

3.21.2 dyndns profile password

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTpPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

YcTaHOBWUTL Naposb 4N AgocTyna Yepes DynDns.

Aa
Ja

Het

(config-dyndns)>

password (passwords

(config-dyndns)> no password

AprymeHT 3HauyeHue OnucaHwue

password Crp

OKa I'Iaponb ANA aBTOpUM3aunn. MakcnmanbHas

ANVMHa naponst — 64 cumBona.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

password 123456789
" WEBADMIN": password saved.

no password
" WEBADMIN" password cleared.

Bepcusa

OnucaHune

2.00

Job6asneHa komaHaa dyndns profile password.
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naBa 3 OnncaHme KoMaHp,

3.21.3 dyndns profile send-address

OnucaHune BKOUMTL HEO6XOANMOCTL YKasaHua IP-agpeca NHTepHeT-coeAnNHEeHs B
3anpoce DynDns.

KomaHga ¢ npednkcom no yganser HacTPOnKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncunc I (config-dyndns)>  send-address

I (config-dyndns)> no send-address

Mpumep (config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns::Profile: Send address is disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Job6asneHa komaHaa dyndns profile send-address.

3.21.4 dyndns profile type

OonucaHue MpucBonTe DynDns-npodunto TvM, B 3aBUCMMOCTY OT CaiiTa, Ha KOTOPOM
6b110 3aPerncTpMpPOBaHO AOMEHHOE MMSI.

Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dyndns)>  type <type>
(config-dyndns)> no type
AprymeHTbI AprymMeHT |3HayeHue |OnuncaHue

type dyndns YKa3blBaeTcd, ecnm JOMEHHOe NMS 4
3aperncTpupoBaHo Ha caiite dyndns.com".

noip YkasbiBaeTcs, eCnv AOMeHHOe NMS s
3aperncTpupoBaHO Ha canTe no-ip.com™.

4 http:\\www.dyndns.com
http:\\www.no-ip.com
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

AprymeHT |3HauyeHme |OnucaHue

rucenter |YkasblBaeTcs, eC/iv AJOMEHHOE UMS .
3aperncTpupoBaHoO Ha caiTe rucenter”.

custom YKa3blBaeTcs, ecv JOMeHHoe UMs
3aperncTpupoBaHo Ha Apyrom caiTte (camT

onpegensertca koMmaHgon dyndns profile url).

(config-dyndns)> type noip
DynDns::Profile: " WEBADMIN": type saved.

(config-dyndns)> no type
DynDns::Profile: " WEBADMIN" type cleared.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa dyndns profile type.

3.21.5 dyndns profile update-interval

OnucaHwne
Mpe¢ukc no
MeHsieT HacTpoiikmn

MHorokpaTHbIVi BBOj,

CviHoncmc

AprymeHThl

Mpumep

6 http:\\www.dns-master.ru

YCTaHOBUTL NHTepBan 0b6HOBAeHUS agpeca Ansa DynDns.
KomaHgaa ¢ npedprKcOM Nno oTMeHsieT BO3MOXHOCTb 06HOBAEHMS.
Ja

Ja

Het

(config-dyndns)>  update-interval «days> days [ <hourss hours ]
[ aminutes> minutes ] [ <seconds» seconds ]

(config-dyndns)> no update-interval

AprymeHT 3HauyeHue OnucaHwue

days Lenoe umucno |BpemMeHHOWN nHTepBan B AHAX.
hours Lenoe umucno |BpemMeHHOW NHTepBan B Yacax.
minutes lenoe umucno |BpemeHHOWN NHTepBan B MUHYTaXx.
seconds lenoe uncno |BpeMeHHOI MHTepBas B CeKyHAAX.

(config-dyndns)> update-interval 5 days 5 hours 5 minutes 5 »
seconds
DynDns::Profile: Interval is set to 450305 seconds.
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UcTopuns nameHeHuii

(config-dyndns)> update-interval 5 days
DynDns::Profile: Interval is set to 432000 seconds.

(config-dyndns)> no update-interval
DynDns::Profile: Periodic registration disabled.

Bepcusa

OnucaHwmne

2.03

Jo6aeneHa komaHaa dyndns profile update-interval.

3.21.6 dyndns profile url

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Yka3zaTb URL ncnonbsyemoro caiita cnyxosl DynDns.

Ja
Ja

HeTt

(config-dyndns)>  urlwrb

(config-dyndns)> no url

AprymeHT 3HayeHue OnuncaHwue
url CTpoka Monb3oBaTenbckmini URL-agpec cnyx6bl
DynDns.

(config-dyndns)> url http://members.dyndns.org/nic/update
DynDns::Profile: " WEBADMIN": URL saved.

(config-dyndns)> no url
DynDns::Profile: " WEBADMIN" URL cleared.

Bepcusa

OnucaHune

2.05

Job6aeneHa komaHaa dyndns profile url.

3.21.7 dyndns profile username

OnucaHwue
Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTtHbIiA BBOJ,

YKa3aTb JIOTVH YYEeTHO 3anuncu ans gocTtyna Yepes DynDns.

Ja
Ja

HeTt
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-dyndns)>  username sernames

(config-dyndns)> no username

AprymeHT 3HauyeHue OnuncaHwue

username CTpoka Vimsa nonb3oBaTensa Ans asTopusauum.
MakcrmManbHasa ganMHa uMeHn — 64 cumBona.

(config-dyndns)> username test@gmail.com
DynDns::Profile: " WEBADMIN": username saved.

(config-dyndns)> no username
DynDns::Profile: " WEBADMIN" username cleared.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHaa dyndns profile username.

3.22 easyconfig check

OnucaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xaeHue B rpynny
CnHoncuc

Mpumep

WcTopus nsmeHeHwnii

[oCTyn K rpynne KOMaHA ANst HACTPOWKM NPOBePKM AOCTYNa B UHTEPHET. N5
NpoBepKN AOCTyMNa B UHTEPHET CHaYana OTNPaBAAIOTCS 3aMpoChl K LLAKO3Y
Mo yMonyaHuto. ECiv oTBET NosyyeH, TorAa onpalivBatoTcs yaaneHHble
XOCTbl, yKa3aHHble B HacTpoikax. Takxke B HaCTPOLikax yKka3blBaeTcs
NPOAOMKNTENBHOCTB Y YacToTa 3anpocoB. Ec/iv Bce NpoBepKu NpoigeHbl,
3HAUUT AOCTYN B UHTEPHET ecTb.

Het

Hert

Het

(ezconfig-check)
(config)> easyconfig check

(config)> easyconfig check
(ezconfig-check)>

Bepcus OnucaHve

2.00 Jlo6baBneHa komaHaa easyconfig check.

3.22.1 easyconfig check exclude-gateway

OnucaHwne

OTKNOUMTE MPOBEPKY LLFO3a MO YMOAYaHUIO. [0 yMONUYaHNIO 3TOT NapaMeTp

BK/THOYEH.
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naBa 3 OnncaHme KoMaHp,

KomaHga c npedunkcom no BKIKOYaeT NpoBepKy 0bpaTHO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (ezconfig-check)>  exclude-gateway

I (ezconfig-check)> no exclude-gateway

Mpumep (ezconfig-check)> exclude-gateway
Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network: :InternetChecker: Gateway checking enabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 Jlo6aBneHa komaHza easyconfig check
exclude-gateway.

3.22.2 easyconfig check host

OonucaHvne 3a4aTb MMs XOCTa, K KOTOPOMY ByAyT OTNPaBAATLCSA 3aNpockl AN MPOBEPKU
A0CTyNa B MHTepHeT. [0 yMOoNYaHMIo NCNo/b3YyTCS agpeca ya. ru, nic. ru,

google. com.

KomaHga c npedurkcom no Bo3BpaLlaeT MIMeHa XOCTOB MO YMOYaHMIO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIl/i BBog, /[la

CuHoncuc (ezconfig-check)>  host <host»
(ezconfig-check)> no host [ <host> ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
host Crpoka ViMa yaaneHHoro xocTa.
Npumep (ezconfig-check)> host google.com

Network: :InternetChecker: "google.com" name added.

(ezconfig-check)> no host google.com
Network: :InternetChecker: "google.com" name removed.
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naBa 3 OnncaHme KOMaHA,

(ezconfig-check)> no host
Network: :InternetChecker: Domain name set reset to default.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa easyconfig check host.

3.22.3 easyconfig check max-fails

OnucaHune YKa3aTb KOJINYeCTBO Noc/ie0BaTe/IbHbIX HeYauHbIX 3aNpocoB K XOCTaM,
3alaHHbIM C nomoLbo KoMaHabl easyconfig check host. Mo ymonyaHuio
1NCNOoNb3yeTca 3HayeHue 3.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc (ezconfig-check)>  max-fails «count>

(ezconfig-check)> no max-fails

AprymeHTbI AprymeHT 3HaueHme |OnucaHue

count lenoe uucno |Konnuecteo HeyAauHbIX 3arnpocos. MoxeT
NPUHUMAaTb 3HaYeHs B Npeaenax ot 2 4o
8 BKNHOUNTENBHO.

Mpumep (ezconfig-check)> max-fails 5
Network: :InternetChecker: A new maximum fail count set to 5.

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHaa easyconfig check max-fails.

3.22.4 easyconfig check period

OnucaHwne 3a4aTb NMPOAO/IKNTENBHOCTL NPOBEPKU. 10 YMONYAHNIO NCNONb3YeTCH
3HayeHune 15.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.

Mpedukc no [Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(ezconfig-check)>

(ezconfig-check)> no period

period period>

AprymeHT

3HayeHue

OnvicaHune

period

Lenoe uucno

WHTepBan npoBepkun B cekyHAax. MoxeT
NPUHUMAaTb 3Ha4vYeHus B gnanasoHe ot 10 go
60 BKNHOUNTENIBHO

(ezconfig-check)> period 20
Network: :InternetChecker: A new check period set to 20 seconds.

(ezconfig-check)> no period
Network: :InternetChecker: Check period reset to default (15 »

seconds) .
Bepcus OnucaHve
2.00 Job6aeneHa komaHaa easyconfig check period.

3.23 easyconfig disable

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

OTKNOUNTb MacTep NepBUYHO HACTPOVKK. M0 yMONYaHMIO 3TOT NapaMeTp

BKJ/TFOYEH.

KomaHza ¢ npedurKcom no BKIKOYaeT MacTep NepBUYHOL HAaCTPOMKN.

Ja
Ja

MHorokpaTtHbIiA BBog, Het

CuvHoncuc

Mpumep

I(conﬂg)> easyconfig disable

I(conﬁgﬁ>noeasyconfigdisable

(config)> easyconfig disable
EasyConfig: :Manager: Disabled.

(config)> no easyconfig disable
EasyConfig: :Manager: Enabled.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.01 Jlo6aBneHa komaHaa easyconfig disable.

3.24 eula accept

OnucaHwue MprHATL NosIb30BaTeNbCKOe cornaweHve EULA. o NPUHATUA cornawleHmns
KOHUrypaTop He NprHMUMAaeT HUKaKmMe KOMaHZbl, KpOMe KOMaHA Ha uTeHune.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIia BBog, Het

CuHoncuc I (config)> eula accept
Npumep (config)> eula accept

Core::Eula: "20181001" license accepted.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.15 [Jlo6aBneHa komaHaa eula accept.

3.25 igmp-proxy

OnucaHwue JocTtyn K rpynne KoOMaHA Ans HacTpomkn IGMP.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (igmp-proxy)

CuHoncuc I(config)> igmp-proxy

MNpumep (config)> igmp-proxy
(igmp-proxy)>

WcTopuns nsmeHeHwnit |Bepcus onucaHmne

2.06 JobasneHa KoMaHAa igmp-proxy.

Lite (KN-1310) — CnpaBO4YHMK KOMaHA 1 21



naBa 3 OnncaHme KoMaHp,

3.25.1 igmp-proxy force

OnucaHue MprHYANTENLHO BKAOUYNTL CTapyro Bepcuto IGMP. Mo ymonyaHmio 31a
HaCTPOIKa OTK/IFOYEHa 1 BEpCKA NPOTOKO/a BbI6MpaeTcs B aBTOMaTUYECKOM
pexvme.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (igmp-proxy)>  force «protocols
(igmp-proxy)> no force
AprymeHTbI AprymeHT |3HaueHme |OnucaHme
protocol igmp-vl MpuMeHUTb GUNLTPALMIO K BXOAALLUM
naketam.
igmp-v2 MpUMEHUTb GUABLTPALMIO K NCXOASALLIAM
naketam.
NMpumep (igmp-proxy)> force igmp-vl
Igmp::Proxy: Forced protocol: igmp-vl.
(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JlobaBneHa komaHAaa igmp-proxy force.

3.26 igmp-snooping disable

OnucaHue OTknrounTe IGMP snooping. KomaHza A0CTynHa TONbKO B pexxumMax KnveHT,
Ycunutens nnu Touka Joctyna.

KomaHga ¢ npedukcom no srkatovaeT IGMP snooping.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> igmp-snooping disable
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naBa 3 OnncaHme KOMaHA,

Mpumep (config)> igmp-snooping disable
Igmp::Snooping: Disabled.

(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa igmp-snooping disable.

3.27 interface

OonucaHue [JocCTyn K rpynne KOMaHz ANst HACTPONKN BbI6paHHOro nHTepdelica. Ecan
nHTepdeiic He HallAeH, KOMaHAa NbITaeTCcs ero co3Aatb.

Vmsa nHtepdeiica 3agaeT ero Kiacc, KOTopblii HacneayeT onpejeneHHble
CBOWCTBA, CM. Anarpammel B [NprinoxeHn. KomaHabl paboTatoT
npUMeHUTeNbHO K knaccam. COOTBETCTBYHOLLNI KlacC nHTepdeiica ykasaH
B ONMMNCaHNN KOMaHAbl.

KomaHga ¢ npedurkcom no yaanset nHtepoeiic.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-if)

Cunoncuc (config)> interface name>
(config)> no interface name>
AprymeHTbI AprymeHT |3Ha4yeHue OnucaHue
name Ums uHTepgesica|llonHoe nmst nHTepderica Unn NCeBAOHUM.
CrncoK AOCTYMHbIX NHTepdEicoB MOXHO
yBUAETb C NOMOLLLI0 KOMaHAbl interface
[Tab].
MNpumep (config)> interface [Tab]

Usage template:
interface {name}

Choose:
Pvc
Vlan
CdcEthernet
UsbModem
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naBa 3 OnncaHme KoMaHp,

RealtekEthernet
AsixEthernet
Davicom

UsbLte

Yota

Bridge

PPPoE

SSTP

PPTP

L2TP

Wireguard
OpenVPN

IPIP
TunnelSixInFour
Gre

EoIP
TunnelSixToFour
Chilli

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobaBneHa komaHaa interface.

3.27.1 interface authentication chap

OnucaHue BktounTb noasepxky ayreHTudumnkaummn CHAP.
KomaHga ¢ npedurkcom no oTkatouaeT CHAP.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Secure

CuHoncuc I(conﬁ94ﬂ> authentication chap

I(conﬁg-WF>noauthenticationchap

Mpumep (config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
CHAP.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHga interface authentication chap.

3.27.2 interface authentication eap-md5

OnucaHwue BkntounTb noagepxky ayreHTndumkaumm EAP-MD5.
KomaHga ¢ npedpurkcom no oTkntovaet EAP-MDS5.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Secure

Cunoncuc I (config-if)>  authentication eap-md5

I (config-if)> no authentication eap-md5

Mpumep (config-if)> authentication eap-md5
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.

(config-if)> no authentication eap-md5
Network: :Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHza interface authentication eap-md5.

3.27.3 interface authentication eap-mschapv2

OnucaHwue BkntounTtb nogaepxky ayteHtTudumkaumm EAP-MSCHAPV2.
KomaHga ¢ npedurkcom no otkntouvaet EAP-MSCHAPvV2, MS-CHAPV2.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Secure

CuHoncuc I (config-if)> authentication eap-mschapv2

I (config-if)> no authentication eap-mschapv2
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Mpumep

UcTopuns nameHeHuii

(config-if)> authentication eap-mschapv2
Network::Interface::Supplicant: "IKE®": authentication is »
unchanged.

(config-if)> no authentication eap-mschapv2
Network::Interface::Supplicant: "IKE®": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.

Bepcus OnucaHve

3.05 JlobaBneHa komaHaa interface authentication

eap-mschapv2.

3.27.4 interface authentication eap-ttls

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb noasaepxky ayteHTndbumkaumm EAP-TTLS.
KomaHga ¢ npedpurkcom no oTkntovaet EAP-TTLS.
Ja

Aa

Het

Secure

I(conﬁ94ﬂ> authentication eap-ttls

I(conﬂg-ﬁﬁ>noauthenticationeap-ttls

(config-if)> authentication eap-ttls
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.

(config-if)> no authentication eap-ttls
Network::Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface authentication eap-ttls.

3.27.5 interface authentication identity

OnuncaHune

YKazaTb Ms No/ib30BaTeNs AN ayTeHTUPUKaLnm ycTporicTea Ha yaaneHHom
cucteme. MicnonbayeTcs ana noaxkntouenmin PPTP, PPPoE v L2TP.

KomaHga ¢ I'Ipeq)I/IKCOM No CTUPAET paHee 3ajaHHOe NMA NMOoJ1b30BaTeNnA.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Secure

CuHoncnc (config-if)> authentication identity <identity»

(config-if)> no authentication identity

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
identity Ctpoka Vims nonb3oBaTtens Ana ayteHTudumkaumun,
Npumep (config-if)> authentication identity mylogin

Network: :Interface::Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network::Interface::Supplicant: "PPTPO": identity cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [JlobaeneHa komaHga interface authentication identity.

3.27.6 interface authentication mschap

OnucaHwue BknounTb noagepxky ayteHTndumkaumm MS-CHAP.
KomaHga c npedumkcom no otkntouaet MS-CHAP.

MNpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication mschap

I (config-if)> no authentication mschap

Mpumep (config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPO": added authentication: »
MS-CHAP.

(config-if)> no authentication mschap
Network::Interface::Supplicant: "PPTPO": removed authentication: »
MS-CHAP.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlob6aeneHa komaHaa interface authentication mschap.

3.27.7 interface authentication mschap-v2

OnucaHwue BkntounTb noagepxky ayreHTudmnkaumm MS-CHAPV2.
KomaHga ¢ npedpurkcom no otkaroyaet MS-CHAPV2.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Secure

Cunoncuc I (config-if)>  authentication mschap-v2

I (config-if)> no authentication mschap-v2

Mpumep (config-if)> authentication mschap-v2
Network: :Interface::Supplicant: "PPTPO": authnentication is »
unchanged.

(config-if)> no authentication mschap-v2
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

MS - CHAPv?2.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 Job6aBneHa komaHaa interface authentication
mschap-v2.

3.27.8 interface authentication pap

OnucaHwue BintounTtb nogaepxky ayteHTudmkaumm PAP.
KomaHga ¢ npedurkcom no oTkarouaeT PAP.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Secure

CuHoncuc I (config-if)> authentication pap
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Mpumep

WcTopus nsmeHeHum

I (config-if)> no authentication pap

(config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.

(config-if)> no authentication pap
Network::Interface::Supplicant: "PPTPO": removed authentication: »
PAP.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa interface authentication pap.

3.27.9 interface authentication password

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YKa3aTb Naposb 419 ayTeHTUdUKaLmMmM yCTPoricTBa Ha yAaNeHHON cucTeMe.
Wcnonb3yeTtca ana nogkntoueHuin PPTP, PPPoE n L2TP.

KomaHgaa ¢ npedrKcom no cTmpaeT 3HayeHne Napons.
Ja

Ja

Het

Secure

(config-if)> authentication password «password»

(config-if)> no authentication password

AprymeHT 3HauyeHue OnuncaHwue

password CTpoka Maponb ans ayteHTUGUKaLUN.

(config-if)> authentication password Aihoi2chal
Network: :Interface: :Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network: :Interface::Supplicant: "PPTPO": password cleared.

Bepcus OnucaHve
2.00 JobaBneHa komaHaa interface authentication
password.
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3.27.10 interface authentication peap

OnucaHue Bkntountb noaaepxky EAP-PEAP meTofa npoBepKy MOAJIVHHOCTK.
KomaHga ¢ npedpurkcom no oTkatoyaeT wundpoBaHme EAP-PEAP.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica Secure

CuHoncuc I (config-if)> authentication peap

I (config-if)> no authentication peap

Mpumep (config-if)> authentication peap
Network::Interface::Ethernet: "WifiMasterl/AccessPoint0": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network: :Interface::Supplicant: "WifiMasterl/AccessPoint0": »
removed authentication: PEAP.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.03 [Jlo6aBneHa komaHga interface authentication peap.

3.27.11 interface authentication shared

OnucaHwue BKounTb pexunM ayTeHTUGUKALNK C pa3desnsdemMsiM KH4YoM. DTOT PeXUM
MCNOb3YyeTCs TONIbKO B COMETaHWM C ndppoBaHmeM WEP. Pazdesdemeble kao4vu
3ajaroTca komaHgol interface encryption key.

KomaHga c npedrkcomM no nepeBogmT ayTeHTUOMKALMIO B OTKPbITbIV PEXUM.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica WiFi

Cunoncuc I (config-if)> authentication shared

I (config-if)> no authentication shared
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Mpumep (config-if)> authentication shared
Network: :Interface: :Rtx::AccessPoint: "WifiMasterl/AccessPoint0Q": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaeneHa komaHaa interface authentication shared.

3.27.12 interface authentication wpa-psk

OnucaHune YCTaHOBUTbL NpeABapuUTe/IbHO COrNacoBaHHbIV KN4 Ans ayTeHTUdrKaumm
no npotokony WPA-PSK. Bo3MOXHO 3asaHuve Knto4a B BUge 256-6MTHOro
LWecTHaALATEPMYHOro Ymcna, 1nbo B Buae ctpokn ASCII-cmumsonos. Bo
BTOPOM CJly4ae CTPOKa MUCMoJib3yeTcs Kak KogoBas pasa A5 reHeprpoBaHUs
Kntoya (napons).

KomaHga ¢ npeprkcoM No OTMEeHSAEeT HaCTPOIKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica WiFi

CuHoncue (config-if)>  authentication wpa-psk psk>

(config-if)> no authentication wpa-psk

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue

psk Ctpoka MpeaBapuTENbHO COrNacoBaHHbIN KAHOY B
BUAe 256-61THOro WecTHaALaTepUYHOro
yncna, cocTosLLero 13

64 WwecTHaguaTepuydHbIX undp, N1Mb6o B BUAE
cTpoku ASCII gnmHol oT 8 40 63 CLUMBO/OB.

NMpumep (config-if)> authentication wpa-psk Eethaich9z
Network::Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK set.

(config-if)> no authentication wpa-psk
Network: :Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK »
removed.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.00

JobasneHa komaHga interface authentication wpa-psk.

3.27.13 interface ccp

OnucaHwne

Bknrountb noaAep>XXKy MpPpOTOKO/1a CCPHa3Tane YCTaHOB/IEHNA COENHEHUA.

KomaHga ¢ npedpurkcom no oTkntoyaet CCP.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica PPP

CunHoncmc I (config-if)> ccp

I (config-if)> no ccp

(config-if)> ccp
CCP enabled.

Mpumep

(config-if)> no
CCP disabled.

ccp

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.00

JobaeneHa komaHgaa interface ccp.

3.27.14 interface channel

OnucaHune

YcTaHOBUTL pagnokaHan (4acToTy BellaHmsa) Anst 6ecnpoBOAHbIX

nHTepoericos. HTepdencol Wi-Fi npuHMMaloT B KauecTBe HOMepa KaHana
uensle uncna ot 1 o 14 (ananasoH vactoT oT 2.412 My 8o 2.484 I'Tw). Mo
YMONYAHMIO NCNO/b3YeTCs 3HaUYeHe auto.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBIMBaeT 3Ha4YeHne Nno yMOoa4aHuMIo.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Radio

CuvHoncuc

I (config-if)>  channel «channel
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AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

(config-if)> no channel

AprymeHT 3HaueHue |OnucaHue
channel number Homep paavo kaHana.
auto Howmep paano kaHana onpejensercs
aBTOMaTUYeCKW.

(config-if)> channel 8
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": channel set »
to 8.

(config-if)> channel 36
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": channel set »
to 36.

(config-if)> no channel
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »
mode set.

Bepcus OnucaHue

2.00 JobaeneHa komaHga interface channel.

3.27.15 interface channel auto-rescan

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

3azaTb pacnucaHue 418 aBTOMaTUYECKOro CKaHMPOBaHMSA Pajno KaHaoB.
Mo yMOAYaHUIo NapaMeTp OTK/IHOYEH.

KomaHpaa ¢ npedprKcoM no oTK/IHOUaeT HaCTPOWKY.
Aa

Ja

HeTt

Radio

(config-if)>  channel auto-rescan [ <hhs:.cmm> ]Jinterval <interval

(config-if)> no channel auto-rescan

AprymeHT 3HayeHue OnuncaHwue
interval 1 VIHTepBa/ NOBTOPHOro CKaHMPOBaHVA B
yacax.
6
12
24
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Mpumep

UcTopuns nameHeHuii

(config-if)> channel auto-rescan interval 1
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": scheduled »
auto rescan, interval 1 hour.

(config-if)> no channel auto-rescan
Network::Interface: :Rtx::WifiMaster: "WifiMaster@": auto rescan »
disabled.

Bepcus OnucaHve

2.07 JobaeneHa komaHaa interface channel auto-rescan.

3.27.16 interface channel width

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTb LUMPWHY NONAOCHI MPOMYCKaHWsA AN yKa3aHHOro kaHana. Mo
YMOJTYaHWNIO NCMONb3YeTCs 3HaUeHue 40-below .

KomaHga ¢ npednKcom no ycTaHaBAMBAET 3HAUYEHMe MO YMOIYaHUIO.
Ja

Ja

Het

Radio

(config-if)>  channel width widths

(config-if)> no channel width

AprymeHT |3HauyeHue OnucaHue
width 20 YcTaHOBWUTL NONOCY NPOMNYyCKaHNA paBHYHO
20 MT'u,.
40-above Pacumputb nonocy nponyckaHmsa o 40 MIy,

ncnonb3yq CﬂEAyI-OLI.I,I/IVI KaHarnl.

40-below Pacumputb nonocy nponyckaHmsa o 40 MIy,
NCNONb3ysA NpeabIAyLLNIA KaHan.

(config-if)> channel width 20
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": channel »
bandwidth setting applied.

(config-if)> no channel width
Network: :Interface::Rtx::WifiMaster: "WifiMaster0": channel »
bandwidth settings reset to default.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 JlobaBneHa komaHaa interface channel width.

3.27.17 interface chilli coaport

OnucaHwne Yka3atb UDP-NopT, Ha KOTOPbIA 6yAyT OTNPaBAATLCSA 3anNpockl Ha OTK/IH0YeHe
oT RADIUS-knneHTa.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Chilli

CuHoncue (config-if)>  chilli coaport <coaport>

(config-if)> no chilli coaport

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
coaport lesnoe uucso |Homep nopta CoA.
Mpumep (config-if)> chilli coaport 3940

Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6asneHa komaHgaa interface chilli coaport.

3.27.18 interface chilli dhcpif

OnucaHune HasHauunTb nHtepdeiic Chilli ceteBoMy cncteMHOMy MHTepdeicy.
KomaHga ¢ npednkcom no oTMeHsET NpuBA3KY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Chilli
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>

chilli dhcpif

(config-if)> no chilli dhcpif

«dhcpif»

AprymeHT

3HauyeHve

OnucaHue

dhcpif

Wmsa uHTepgerica|llonHoe nmsa nHTepdeinca Nam NCEBAOHMM.

(config-if)> chilli dhcpif Bridgel

Chilli::Interface:

"Chilli0@": bound to Bridgel.

(config-if)> no chilli dhcpif

Chilli::Interface:

"Chilli0": unbound.

Bepcusa

OnucaHwmne

2.10

Jlo6aBneHa komaHga interface chilli dhcpif.

3.27.19 interface chilli dns

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

Ykasatb IP-agpec cepsepa DNS.

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

Ja
Aa
HeTt

Chilli

(config-if)>

chilli dns «dns1s [ «dns2» ]

(config-if)> no chilli dns

AprymeHT 3HauyeHue OnucaHwue
dnsl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
dns2 IP-appec Agpec BTopnyHoro DNS-cepsepa.

(config-if)> chilli dns 8.8.8.8 1.1.1.1
Chilli::Interface: "Chilli®": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns

Chilli::Interface:

"Chilli0": DNS servers reset to default.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JlobaeneHa komaHaa interface chilli dns.

3.27.20 interface chilli lease

OnucaHune HacTpouTtb Bpems apeHAbl NOAKIHOUYEHHOrOo KaneHTckoro IP-agpeca. o
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMOAYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Chilli

CuvHoncuc (config-if)>  chilli lease lease

(config-if)> no chilli lease

AprymeHTbI AprymeHT 3HaueHue OonucaHue
lease Uenoe uucro |Bpemsa apeHabl B cekyHAax. MakcmMmMasnsHoe
3HayeHwue 259200.

Mpumep (config-if)> chilli lease 1000
Chilli::Interface: "Chilli®": lease has been set 1000 seconds.

(config-if)> no chilli lease
Chilli::Interface: "Chilli0": lease has been reset to default »
(3600 seconds).

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.11 Job6aBneHa komaHaa interface chilli lease.

3.27.21 interface chilli logout

OnucaHue MpuHyanTensHo oTkaUuNTL MAC-ajpec ykasaHHOro KjaveHTa.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli
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CuHoncuc (config-ifi>  chilli logout (macs | all)
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-agpec MAC-agpec 3aperncTpMpoBaHHOro KAneHTa.
all Keyword OTkntounTb Bce MAC-agpeca.
NMpumep (config-if)> chilli logout 64:a2:22:51:b4:11
(config-if)> chilli logout all
Chilli::Interface: "Chilli@": service restarted.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.10 Jlo6aBneHa komaHga interface chilli logout.

3.27.22 interface chilli macauth

OnucaHune BrOUnTL GYHKLMIO MPOBEPKN NOAAVNHHOCTY NO/b30BaTeNei TONbKO Ha
ocHoBaHUM npoBepkn MAC-agpeca.

KomaHza c nped1KcomM no oTKIOYaEeT HaCTPOWKY.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

CunHoncuc

I (config-if)>  chilli macauth

I (config-if)> no chilli macauth

Mpumep (config-if)> chilli macauth
Chilli::Interface: "Chilli®": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli®": macauth cleared.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHga interface chilli macauth.

3.27.23 interface chilli macpasswd

OnucaHue YcTaHOBWUTE Napob A nposepku noganHHoctn MAC-agpeca.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomMaHza ¢ npedprKcom No yaanset HaCTPOKY.
Ja

Aa

Het

Chilli

(config-if)>  chilli macpasswd macpasswd>

(config-if)> no chilli macpasswd

AprymeHT 3HauyeHue OnucaHue

macpasswd CTpoka Maponb nonb3osaTens.

(config-if)> chilli macpasswd 1234567890
Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli@": macpasswd cleared.

Bepcus OnucaHue

2.1 Job6asneHa komaHga interface chilli macpasswd.

3.27.24 interface chilli nasip

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbI

YcraHoBUTbL 3HaueHue RADIUS napameTtpa IP-agpec NAS. lMossonser
HaCTPOUTb 1 UCMO/B30BaTb NPOM3BO/bHLIN IP-agpec.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Hert

Chilli

(config-if)>  chilli nasip («address> | interface wan> | auto)

(config-if)> no chilli nasip

AprymeHT |3HaueHue OnucaHwue
address |IP-agpec KoHkpeTHbI IP-agpec cepBepa.
wan Mms uHTepgeiica |IP-agpec ykasaHHoro WAN-nHTepdeiica.
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naBa 3 OnncaHme KoMaHp,

AprymeHT |3HauyeHue OnuncaHwue

auto Knwuesoe cnoso |IP-agpec Tekywiero WAN-uHTepderica.

Mpumep (config-if)> chilli nasip 95.213.215.187
Chilli::Interface: "Chilli®@": NAS IP address set to »
"95.213.215.187".

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli@": NAS IP address set to auto.

(config-if)> no chilli nasip
Chilli::Interface: "Chilli@": NAS IP address cleared.

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.10 Job6asneHa komaHgaa interface chilli nasip.

3.27.25 interface chilli nasmac

OnucaHwne YcraHoBuTb MAC-agpec ans atpmbyta RADIUS Called-Station-ID. MNo
yMon4aHuo ncnonbsyetca MAC-agpec rocteBoi ceTu.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nutepdeiica Chilli

CuHoncuc (config-if)>  chilli nasmac mac

(config-if)> no chilli nasmac

AprymeHTbI AprymeHT 3HaueHue OonucaHue
mac MAC-apgpec HoBsbiin MAC-agpec ans RADIUS
Called-Station-ID.

Mpumep (config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli®": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli®": NAS MAC address cleared.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 JobaeneHa komaHaa interface chilli nasmac.

3.27.26 interface chilli profile

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

HasHaunTe npodunb Chilli cooTBeTCTBYOWEMY NHTEpdeiicy.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

Chilli

(config-if)>  chilli profile «profile»

(config-if)> no chilli profile

AprymeHT 3HaueHue |OnucaHue

profile CTpoka HassaHune npodunsa RADIUS-cepBepa.

(config-if)> chilli profile Wi-Fi_SYSTEM
Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

Bepcus OnucaHue

2.10 Job6asneHa komaHgaa interface chilli profile.

3.27.27 interface chilli radius

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

JobaBuTb agpeca RADIUS-cepsepa.
KomaHaa c npedurkcom no yaanset agpeca.
Ja

Ja

Het

Chilli
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-if)>  chilli radius <serverl [«server2s]
(config-if)> no chilli radius
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
serverl CTtpoka Agpec nepsuyHoro RADIUS-cepBepa.
server2 Ctpoka Agpec BTopuyHoro RADIUS-cepBepa.
Mpumep (config-if)> chilli radius radius.wifisystem.ru »
radius2.wifisystem. ru
Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.
(config-if)> no chilli radius
Chilli::Interface: "Chilli@": RADIUS servers cleared.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli radius.

3.27.28 interface chilli radiusacctport

OnucaHue Ha3HaunTb UDP-nopTy4yéTta RADIUS-cepBepa. 10 yMO/THaHMIO UCNONb3YyeTCs
3HayeHue 1813.

KomaHga ¢ npedurkcom no yctaHaBAMBaeT MOPT MO YMOYAHUIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli radiusacctport <radiusacctport;

(config-if)> no chilli radiusacctport

AprymeHTbI AprymeHT 3HayeHue (OnucaHue
radiusacctport CTtpoka Homep nopra.
Npumep (config-if)> chilli radiusacctport 1819

Chilli::Interface: "Chilli@": radiusacctport set to 1819.

(config-if)> no chilli radiusacctport
Chilli::Interface: "Chilli@": radiusacctport reset to default.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.06 Jo6aBneHa komaHga interface chilli radiusacctport.

3.27.29 interface chilli radiusauthport

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

HasHaunTte UDP-nopT ayteHTUdUKaunm RADIUS-cepsepa. 1o ymondaHuio
ncnonb3yeTca 3HaveHue 1812.

KomaHga ¢ npedrkcom no yctaHaBAMBaET NOPT MO YMOAYAHULO.
Ja

Ja

Het

Chilli

(config-if)>  chilli radiusauthport <radiusauthport,

(config-if)> no chilli radiusauthport

AprymeHT 3HaueHue |OnucaHue

radiusauthport Ctpoka Homep nopra.

(config-if)> chilli radiusauthport 1820
Chilli::Interface: "Chilli@": radiusauthport set to 1820.

(config-if)> no chilli radiusauthport
Chilli::Interface: "Chilli@": radiusauthport reset to default.

Bepcus OnucaHue

3.06 Job6asneHa komaHaa interface chilli radiusauthport.

3.27.30 interface chilli radiuslocationid

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

3agaTb naeHTMdMKaTop MectonosioxxeHns RADIUS-cepeepa. OH A0MKeH ObiTb
B dopmate isocc=, cc=, ac=, network=.

KomaHgza c npedunkcom no yaanseTt HacTPOKy.
Aa

Ja

Hert

Chilli
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naBa 3 OnncaHme KoMaHp,

Cunoncuc (config-if)>  chilli radiuslocationid «radiuslocationid»

(config-if)> no chilli radiuslocationid

AprymeHTbI AprymeHT 3HaueHve |OnucaHune

radiuslocationid |Crpoka 3HauveHne naeHTndmnKaTopa
MeCTOrMOJIOXEHNSA.

NMpumep (config-if)> chilli radiuslocationid »
isocc=,cc=,ac=,network=WiFiSYSTEM,
Chilli::Interface: "Chilli0@": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, " .

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli®": radiuslocationid cleared.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.10 JobaeneHa komaHaa interface chilli radiuslocationid.

3.27.31 interface chilli radiuslocationname

OnucaHune 3a4aTb Ha3BaHMe MecTononoxeHus RADIUS-cepsepa.
KomaHga c npedurkcom no yganseTt HaCTPOWKY.

MNpedukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli radiuslocationname <radiuslocationname;

(config-if)> no chilli radiuslocationname

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
radiuslocationname|CTpoka HasBaHVe MeCcTonoN0XeHUA.

Mpumep (config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli@": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli@": radiuslocationname cleared.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.10 JobaeneHa komaHzaa interface chilli
radiuslocationname.

3.27.32 interface chilli radiusnasid

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcTaHOBUTb NaeHTUdMKaTOp cepBepa CeTeBoro AocTyna.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

Chilli

(config-if)>  chilli radiusnasid <radiusnasiad>

(config-if)> no chilli radiusnasid

AprymeHT 3HaueHue |OnucaHue

radiusnasid CTpoka NaeHTrndunkaTop NAS.

(config-if)> chilli radiusnasid keeneticru_12
Chilli::Interface: "Chilli@": radiusnasid set to "keeneticru 12".

(config-if)> no chilli radiusnasid
Chilli::Interface: "Chilli@": radiusnasid cleared.

Bepcus OnucaHue

2.10 Job6aBneHa komaHaa interface chilli radiusnasid.

3.27.33 interface chilli radiussecret

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

YcTaHOBUTbL 06LWMIA KNtoY Ans 06oux RADIUS-cepBepoB.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja

Ja

Het

Chilli
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-if)>  chilli radiussecret <radiussecret»

(config-if)> no chilli radiussecret

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

radiussecret CTtpoka 3HaueHue Kaua.

Npumep (config-if)> chilli radiussecret 12df34fd
Chilli::Interface: "Chilli@": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.10 JobaeneHa komaHaa interface chilli radiussecret.

3.27.34 interface chilli uamallowed

OonucaHue YKa3aTb pecypc, K KOTOPOMY K/IMEHT MMeeT A0CTyn 6e3 nepBUYHOIA
ayTeHTUdMKaLuu.

KomaHAa ¢ npedurkcom no yganseT pecypc 13 cnucka. Ecnv BbINoAHUTL
KOMaHzy 6e3 apryMeHTa, To BeCb CMNCOK PeCypCcoB ByAeT OUULLEH.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamallowed wamallowed>

(config-if)> no chilli uamallowed [ «wamallowed> ]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
uamallowed |CTpoka IP-agpec, URL nnu noaceTs.

Mpumep (config-if)> chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled »
garden.

(config-if)> chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" added to walled »
garden.
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naBa 3 OnncaHme KOMaHA,

UcTopusa nsmeHeHwnii

(config-if)> no chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" removed from »
walled garden.

(config-if)> no chilli uamallowed www.example.link
Chilli::Interface: "Chilli0@": "www.example.link" removed from »
walled garden.

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHgaa interface chilli uamallowed.

3.27.35 interface chilli uamdomain

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YKa3aTb fOMeH, K KOTOPOMY K/INEHT UMeeT JOCTyn 6e3 nepBrUYHOW
ayTeHTUPUKaLmmn.

KomaHaa ¢ npepurkcom no yaanseT JoOMeH 13 cnucka. Ecam BeINOAHUTL
KOMaHAy 6e3 aprymeHTa, To BeCb CMUNCOK AOMEHOB byzeT OUKLLeH.

Aa

[Ja

Ja

Chilli

(config-if)>  chilli uamdomain wamdomain>

(config-if)> no chilli uamdomain [ <«uamdomains ]

AprymeHT 3HayeHue OnuncaHwue

uamdomain CTpoka JloMeHHoe 1MA yaaneHHOoro XocTa.

(config-if)> chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli0@": "wifisystem.ru" added to walled »
garden.

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli@": "wifisystem.ru" removed from walled »
garden.

(config-if)> no chilli uamdomain
Chilli::Interface: "Chilli0@": walled garden cleared.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.10

JlobaeneHa komaHaa interface chilli uamdomain.

3.27.36 interface chilli uamhomepage

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcraHoBUTb URL-agpec goMalluHelr cTpaHuLbl 419 nepeHanpaBieHus
HeaBTOPM30BaHHbIX MOAb30BaTeNel.

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

Ja
Aa
HeTt

Chilli

(config-if)>

chilli uamhomepage (wamhomepages

(config-if)> no chilli uamhomepage

AprymeHT

3HauyeHne |OnucaHvie

uamhomepage

Crtpoka Monb3oBaTenbckmin URL-agpec.

(config-if)> chilli uamhomepage http://192.168.2.1/welcome.html
Chilli::Interface: "Chilli@": uamhomepage set to »
"http://192.168.2.1/welcome.html".

(config-if)>

no chilli uamhomepage

Chilli::Interface: "Chilli@": uamhomepage cleared.

Bepcus

OnucaHune

2.10

Job6asneHa komaHaa interface chilli uamhomepage.

3.27.37 interface chilli uamport

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTHbIVi BBOA,

Ykasatb TCP-nopT A8 NOAKIH0UYEHNA aBTOPN30BaHHbLIX KNMeHTOB. 1o
YMONYaHWIO NCMOJIb3yeTcs 3HaueHre 3990.

KomaHga ¢ Hpe¢MKCOM No yCTaHaBAMBaeT NOPT MO yYMO/YaHNIO.

Ja
Ja

Het
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Chilli

(config-if)>  chilli uamport wamport>

(config-if)> no chilli uamport

AprymeHT 3HauyeHue OnuncaHwue

uamport lenoe 4ucno |Homep nopra.

(config-if)> chilli uamport 3922
Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

Bepcus OnucaHue

2.10 Job6aBneHa komaHaa interface chilli uamport.

3.27.38 interface chilli uamsecret

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

YcTaHoBUTb 06LWwmin knto4 mexay UAM-cepsepom u Chilli. UAM-kntou
NCNONb3yeTCsa AN X3LWMPOBAHNA 3aNpoca nepej BblunCIeHEM Napons.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
Aa

Ja

Het

Chilli

(config-if)>  chilli uamsecret wamsecret>

(config-if)> no chilli uamsecret

AprymeHT 3HauyeHne |OnucaHue

uamsecret CTpoka 3HaueHue Kua.

(config-if)> chilli uamsecret 12df34fd
Chilli::Interface: "ChilliO0": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret
Chilli::Interface: "Chilli®": uamsecret set to "".
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JobaeneHa komaHaa interface chilli uamsecret.

3.27.39 interface chilli uamserver

OnucaHue YctaHosuTb URL-agpec Beb6-cepsepa A/15 NpoBepKy NOASTIMHHOCTY K/INEHTOB.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamserver wamserver;

(config-if)> no chilli uamserver

AprymeHTbI AprymeHT 3HayeHue |OnucaHue
uamserver Crtpoka Monb3oBaTenbcknini URL-agpec
Beb-cepBepa.

Mpumep (config-if)> chilli uamserver »
https://auth.wifisystem.ru/hotspotlogin
Chilli::Interface: "Chilli@": uamserver set to »
"https://auth.wifisystem.ru/hotspotlogin".

(config-if)> no chilli uamserver
Chilli::Interface: "Chilli@": uamserver cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.10 Job6aBneHa komaHaa interface chilli uamserver.

3.27.40 interface compatibility

OnucaHwne YCTaHOBUTL CTaHAAPThl 6€CNPOBOAHON CBA3K, C KOTOPbLIMU JOMKEH bBbITh
COBMeCTUM AaHHbI becnpoBogHoM agantep (MHTepdeiic). ina nHtepdericos
Wi-Fi coBMeCcTMMOCTb 3aaeTcs CTPOKOM M3 naTUHCKnX 6ykB B, G, N,
0603HavarLLMX AoNonHeHWs K ctaHgapTy IEEE 802.11. K npumepy, Hannune
B CTPOKe COBMeCTUMOCTU B6ykBbl N ByaeT 03Ha4aTb, UTO AaHHbIN aganTep
CMOXeT B3anmogencTeoBaTthb € 802.11n-COBMeCTMMbIMU YCTPOCTBaMM Yepes
pagnokaHan. Habop fonyCTUMbIX CTPOK COBMECTMMOCTU onpejenseTcs
annapaTHbIMY BO3MOXHOCTAMU KOHKPETHOro agantepa 1 TpeboBaHnsaMun
COOTBETCTBYIOLLMX JONOAHEHW K cTaHgapTy IEEE 802.11.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Mo ymonuaHuio ansa vactotsl 2,4 'L ncnonbsyercsd ctpoka «BGN».
Het

Aa

Het

Radio

(config-if)>  compatibility annex>

AprymeHT 3HaueHue ‘OnucaHMe
annex B, G, N Ana 2,4TTu,

(config-if)> compatibility N
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network: :Interface: :Rtx: :WifiMaster: "WifiMasterl": PHY mode set.

Bepcus OnucaHue

2.00 JlobasneHa komaHaa interface compatibility.

3.27.41 interface connect

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

3anycTuTb NPOLECC MOAKNOYEHVS K YAAJIEHHOMY Y3y.
KomaHgaa ¢ npedrKcoM no npepbIBaeT coegnHeHme.
Aa

Ja

HeTt

PPP, IP

(config-if)>  connect [ via wia]

(config-if)> no connect

AprymeHT |3HayeHve OnucaHwue

via Wmsa unntepgerica |VIHTepdeinc, yepes KOTOpPbIN
oCyLLecTBAAeTCA NoAKIYeHNE K
yAaneHHowmy y3ny. [ina PPPoE stot

fMnapamMeTp ABadAeTcA 0653aTe/IbHbIM.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> connect via ISP

(config-if)> no connect

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface connect.

3.27.42 interface country-code

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

HasHaunTb nHTepdeicy 6ykBeHHbI KO CTPaHbl, KOTOPLIV BANSET Ha Habop
paAno-kaHanos. Mo yMon4aHnio yctTaHoBNEHO 3HayeHue RU.

HeT

Ja
HeTt

Radio

(config-if)>  country-code «code>

AprymeHT 3HauyeHne |OnucaHue

code CTpoka Koa cTpaHbl.

(config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMasterQ": country code »
set.

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface country-code.

3.27.43 interface debug

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

BKlOUNTL OTNAAOUHbIN peXUM NOAKAKUEHUs PPP, B 0TNaf04yHOM pexuvme
B CUCTEMHBbIV XXypHan BbIBOAUTCA NoApobHas nHpopmMaLums o xoje
noakntoueHus. No ymonyanuo GyHKLNSA OTKAOUEHa.

KomaHgaa ¢ npedrKcoM no oTKAKOHaeT OTAAL0UHbIA PEXNM.
Ja

Ja

Het

PPP
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naBa 3 OnncaHme KOMaHA,

CuHoncuc I (config-if)>  debug
I (config-if)> no debug
Mpumep (config-if)> debug
Network::Interface::Base: Debug enabled.
(config-if)> no debug
Network: :Interface::Base: Debug disabled.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 JobasneHa komaHaa interface debug.

3.27.44 interface description

OnucaHune Ha3HauunTb Npon3BoO/IbHOE oNKncaHne ceTeBoMy UHTepdelicy.
KomaHga ¢ npednkcom no cTupaeT onncaHue,

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (config-if)> description «description»

(config-if)> no description
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

description CTpoka MpounsBonbHOe onucaHne nHTepderica.
Mpumep (config-if)> description MYHOME

Network::Interface::Base: "Bridge0": description saved.

(config-if)> no description

Network::Interface::Base: "Bridge0": description saved.
VlCTOleﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga interface description.

3.27.45 interface down

OnucaHune OTKNOUYNTE ceTeBOV MHTepdEnC 1 3anncaTb B HACTPOMKN COCTOSAHME «down».
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

KomaHga c npedurkcom no BkItOHaeT ceTeBOM MHTepdeinc n yaansaeTt «down»

13 HaCTPOEeK.
Ja
Aa

Het

I (config-if)>  down

I (config-if)> no down

(config-if)> down

Network: :Interface

(config-if)> up

::Base: "GigabitEthernet0/2": interface is down.

Network::Interface::Base: "GigabitEthernet0/2": interface is up.

Bepcus

OnucaHue

2.00

JobaeneHa komaHga interface down.

3.27.46 interface duplex

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

YCTaHOBUTbL AynaekcHbI pexxm Ethernet-nopTa. Mo ymonyaHuio 3a4aHo

3HayeHMe auto.

KomaHga ¢ npedrikcoM no BO3BpALLAET 3HaYEHME MO YMONYAHNIO.

Ja
Aa
HeTt

Ethernet

(config-if)>  duplex mode>

(config-if)> no duplex

AprymeHT 3HaueHue |OnucaHue
mode full Pexxvm nonHoro gynnekca.
half MonyAynneKCHbIN pexum.
auto ABTOMaTUNYECKN AYNNEKCHBIN PeXUM.

154

CnpaBo4HMK KoMaHa — Lite (KN-1310)



naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-if)> duplex full
Network: :Interface::Ethernet: "GigabitEthernet0/1": duplex set »
to "full".

(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex reset »
to default.

Bepcus OnucaHve

2.06.B.1 Jlo6aBneHa komaHga interface duplex.

3.27.47 interface dyndns profile

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

MpwvBsA3aTh K ceTeBOMY MHTepdericy npoduab DynDns. MNepes BbiNnoAHEHVEM
KOMaHZabl NPodub JOMKEH 6bITb CO34aH U HACTPOEH rpynnoi komaHg dyndns
profile.

KomaHga ¢ npedrkcom no paspbiBaeT CBA3b Mexay npodunem un
nHTepdericom.

Ja
Aa
Het
(config-if)>  dyndns profile ¢profile

(config-if)> no dyndns profile

AprymeHT 3HauyeHue OnuncaHwue
profile Crpoka HasaHune npodunga DynDns.

(config-if)> dyndns profile TEST
DynDns::Profile: Interface set.

(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

Bepcus OnucaHve
2.02 [Jlo6aBneHa komaHga interface dyndns profile.

3.27.48 interface dyndns update

OnucaHwne

O6HOBUTL Bpy4YHYto IP-agpec anst DynDns. 1o ymonyaHuio koMaHza paboTtaeT
B COOTBETCTBUM C NOAUTUKOW NOCTaBLUuKa ycnyr DynDns, KOTopblii He
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rnossosaseT 06HoBAAThL IP cavikom YacTo. KnroyeBoe cnoso force no3sonseT
06HOBUTL IP B 06X04 MOAUTVIKM MOCTaBLLMKa YCAYT.

MNpejukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-if)>  dyndns update [ force]
AprymeHTbI AprymeHT |3HaueHue OnucaHue
force Knio4yesoe crnoBo |HeyunTbiBaTb peKOMEHAOBAHHYHO YacToTy
06HOBNEHMA.
Npumep (config-if)> dyndns update
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.00 Job6asneHa komaHaa interface dyndns update.

3.27.49 interface encryption anonymous-dh

OnucaHue BkntounTts Anonymous DH ansa SSTP-cepBepoB 6e3 ceptudukaTa.
KomaHga ¢ npedurkcom no oTkatovaetT Anonymous DH.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica SSTP

CuHoncunc I (config-if)>  encryption anonymous-dh

I (config-if)> no encryption anonymous-dh

Mpumep (config-if)> encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.13 [Jlo6baBneHa komaHga interface encryption
anonymous-dh.
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3.27.50 interface encryption disable

OnucaHwne OTknunThL WndpoBaHme Ha 6ecnpoBOgHOM NHTepdeiice.
Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  encryption disable

Mpumep (config-if)> encryption disable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
wireless encryption disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga interface encryption disable.

3.27.51 interface encryption enable

OnucaHue Bkaountb WwWindpoBaHme Ha becnpoBogHOM nHTepdeiice. Mo ymondaHuto
ncnonb3syetcs wudposaHue WEP.

KomaHga ¢ npedpurkcom no oTknrovaeT wndpoBaHme Ha 6ecrnpoBoiHOM
nHTepderice.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncKc I (config-if)> encryption enable

I (config-if)> no encryption enable

Mpumep (config-if)> encryption enable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
wireless encryption enabled.

(config-if)> no encryption enable
Network::Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
wireless encryption disabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa koMmaHga interface encryption enable.

3.27.52 interface encryption key

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

HasHaunTtb Kntoum windpposaHus WEP. B 3aBUCUMOCTN OT pas3psgHOCTH, KoY
MOXeT 6bITb 3a4aH 10 WwecTHaguaTepnyHbIMU undpamu (5 cumeonamum ASCII)
— 40-6UTHbIN KntoY, WEP — 40-6UTHBIN KN4, UK 26 LWeCTHagLaTepUYHbIMU
umdpamu (13 cumBonamm ASCII) WEP Bcero moxeT 6bITb 3agaHo oT 1 go 4
KAtouern wndpoBaHUS, N OANH U3 HUX AOSIXKEH OblTb Ha3Ha4YeH KAYOM Mo
YMOJIYaHUIO.

KomaHga c npedurkcom no yganseT Ktou.

Ja

Aa

[Ja

WiFi

(config-if)>  encryption key <ids («values [default] | default)

(config-if)> no encryption key «id>

AprymeHT 3HaueHue |OnucaHue

id UYenoe uyucno |Homep kntoya. Bcero MoxHo 3agath A0
yeTblipex KauYen.

value Crtpoka 3HaueHwue KaYa B BUAe
LUeCTHaALLaTEPMYHOrO YMCNA, COCTOALLIErO
13 10 nnv n3 26 undp.

default KnwyeBoe YKasbIBaeT, YTO AaHHbIN K1Y byaeT
C/10B0O MNCMOABb30BaH N0 YMOAYaHMIO.

(config-if)> encryption key 1 1231231234
Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »
set.

(config-if)> no encryption key 1
Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »
removed.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface encryption key.
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3.27.53 interface encryption mppe

OnucaHue BkntounTb noasaepxky wndposaHua MPPE.
KomaHga ¢ npedurkcom no oTkatovaeT wundposaHune MPPE.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica PPTP

CnHoncuc I (config-ify>  encryption mppe

I (config-if)> no encryption mppe

Mpumep (config-if)> encryption mppe
MPPE enabled.

(config-if)> no encryption mppe
MPPE disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga interface encryption mppe.

3.27.54 interface encryption owe

OnucaHwue BkntounTb anroputMel obecrneyeHms 6esonacHocT OWE Ha 6ecnpoBOAHOM
nHTepderice. Mo yMONUYaHWIO HAaCTPOLiKa OTKAOUEHa.

KomaHga ¢ npedurkcom no otkaroyaeT nogaepxky OWE.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica WifiMaster

CuHoncuc I (config-if)>  encryption owe

I (config-if)> no encryption owe

Mpumep (config-if)> encryption owe
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
OWE algorithms enabled.
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WcTopusa nsmeHeHum

(config-if)> no encryption owe
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
OWE algorithms disabled.

Bepcus OnucaHue

3.00 JobasneHa komaHgaa interface encryption owe.

3.27.55 interface encryption wpa

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

BkntounTb anropmtMmel obecneveHmns 6esonacHoctu WPA Ha 6ecnpoBOgHOM
nHTepdeiice. becnpoBogHoO MHTepdeic MOXeT NoAAepPXMBaTb COBMECTHOE
ncnone3oBaHme WPA n WPAZ, ogHako nogaep>ka WEP aBToMaTUUeCKN
OTK/It0YaEeTCA NPy BKAOYEHUN 1lo6oro n3 WPA.

KomaHga ¢ npedpurkcom no oTkatoyaeTt WPA.
Ja

Ja

Het

WiFi

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.

Bepcus OnucaHve
2.00 JobasneHa komaHaa interface encryption wpa.

3.27.56 interface encryption wpa2

OnuncaHwune

Mpedukc no

MeHsieT HacTpoWiKKn

BkntounTb anroputmel obecneveHns 6esonacHoctun WPA2 (IEEE 802.11i, RSN)
Ha 6becnpoBoaHOM NHTepdelice. becnpoBoaHO MHTepdelic MoXeT pa3peLlaTb
coBmMmecTHoe ncrnonb3osaHue WPA n WPAZ, ogHako noaaepxka WEP
aBTOMAaTMYeCKM OTK/IIOHaAETCA NpU BKAKYEHUN N1H060ro n3 WPA.

KomaHga ¢ npedurkcom no oTknro4aeT WPAZ2.
[Ja
Ja

MHorokpaTtHbiiA BBog, Het
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Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

WiFi
I (config-if)>  encryption wpa2
I(conﬁg-ﬁﬁ>noencryptionwpaz

(config-if)> encryption wpa2
WPA2 algorithms enabled.

Bepcus OnucaHve

2.00 JobasneHa komaHgaa interface encryption wpa2.

3.27.57 interface encryption wpa3

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

Bkntountb anroputMmel obecneveHums besonacHoctu WPA3 Ha 6ecnpoBogHOM
nHTepdeice. becnpoBogHO NHTepdENC MOXET NOAAEPXKNBATL COBMECTHOE
ncnonb3osBaHue WPA2 n WPA3. Mo yMONYaHUIO HAaCTPOIKa OTKAKOUEHa.

KomaHga ¢ npedmnKcom no oTkA4aeT Nnogaepxky WPA3.

Ja

Ja

Het

WiFi

I (config-if)>  encryption wpa3

I (config-if)> no encryption wpa3

(config-if)> encryption wpa3

Network: :Interface: :Rtx: :AccessPoint:

WPA3 algorithms enabled.

(config-if)> no encryption wpa3

Network: :Interface: :Rtx: :AccessPoint:

WPA3 algorithms disabled.

"WifiMaster@/AccessPoint0": »

"WifiMasterQ@/AccessPoint0": »

Bepcus OnucaHue

3.00 JobasneHa komaHaa interface encryption wpa3s.
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3.27.58 interface encryption wpa3 suite-b

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb anroputmel obecnedeHns 6esonacHocTn WPA3 ans 3awmTel
KoHUAEHUMaNbHbIX AaHHbIX Suite-B B WPA Enterprise. [0 ymMon4aHuto
byHKUMS OTKAOYEHa.

Het

Ja

HeTt

WiFi

I (config-if)> encryptionwpa3 suite-b

(config-if)> encryption wpa3 suite-b
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »
WPA3 SuiteB enabled.

Bepcus OnucaHve
3.01 [JlobaBneHa komaHga interface encryption wpa3 suite-b.

3.27.59 interface flowcontrol

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

HacTtpolika ynpasneHus notokoM Ethernet Tx/Rx. Mo ymonyaHuo GyHKLUNS
BK/tOYeHa.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.
[Ja

Ja

Het

Ethernet

(config-if)>  flowcontrol on

(config-if)> no flowcontrol [send]

AprymeHT 3HayeHue |OnucaHue
send Knyesoe YnpaBneHve NOTOKOM paboTaeT
CJ/10BO ACNHXPOHHO.

(config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.
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WcTopusa nsmeHeHum

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

Bepcus OnucaHue

2.08 JobaBneHa komaHaa interface flowcontrol.

3.27.60 interface ft enable

OnuncaHune

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BrntounTb nogaepxky FT ana Toukm goctyna (FT Over the Air, OTA) B pamkax
ctaHgapTa IEEE 802.11r. o ymonuaHuto napameTp OTK/AHOUEH.

Ana npaBuabHON paboTbl FT Mexay Toukamu goctyna 2,4 1 5 My Heobxoammo
BbINO/IHUTL C/iefytoLe yCIoBUS:

* BKJ/IHOYeHbl 06e Touku goctyna 2,4 Mu n 5 My,
* Y HUX ognHakoBble SSID

* OHW MMeIOT OANHAKOBbIE MapaMeTpbl 6e30NacHOCTY (TUN WNPPOBaAHNS —
WPA2 nnn 6e3 napons, naponb, N T. 4.).

KomaHga ¢ npedunKcom no yaanset HacTpOnKy.
Ja

Aa

Het

AccessPoint

I (config-if)>  ft enable

I (config-if)> no ft enable

(config-if)> ft enable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition enabled.

(config-if)> no ft enable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0O/AccessPoint0": »
fast transition disabled.

Bepcus OnucaHue

2.13 Job6aBneHa koMmaHa interface ft enable.
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3.27.61 interface ft mdid

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcraHoBuUTb ngeHTudumkatop Mobility Domain gns FT. Mo ymonvaHuio
ncnonb3syetca 3HayeHe KN.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja

Ja

HeTt

AccessPoint

(config-if)>  ft mdid wndid>

(config-if)> no ft mdid

AprymeHT 3HauyeHue OnuncaHwue

mdid CTpoka 3HauveHune ugeHTndrkatopa Mobility Domain.
CocTtounT 13 2 cmeosios ASCII.

(config-if)> ft mdid 1F
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID set to "1F".

(config-if)> no ft mdid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
fast transition MDID reset to default.

Bepcus OnucaHue

2.13 JobaeneHa komaHga interface ft mdid.

3.27.62 interface ft otd

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

Bknrountb nogaepxky FT Over-the-DS (Distribution System) B pamkax
ctaHgapTa IEEE 802.11r. 3TOT TUN FT ncnonb3yeTca And pOyMUHra B
ycTapeBLUnX aboHEeHTCKUX YCTPOMCTBaxX, HanpuMep, B TenedpoHe iPhone 4s.
Mo ymMon4aHMio napaMeTp OTKIOUEH.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
Aa

Ja

Het

AccessPoint
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CuvHoncuc

Mpumep

UcTopuns nameHeHui

I (config-if)> ftotd

I (config-if)> no ft otd

(config-if)> ft otd
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0Q/AccessPoint0": »
fast transition OTD enabled.

(config-if)> no ft otd
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition OTD disabled.

Bepcus OnucaHve

213 JobaBneHa komaHaa interface ft otd.

3.27.63 interface hide-ssid

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

BkntounTb pexxnm ckpbiTvs SSID. Mpr ncnonb30BaHMM 3TON GYHKLMK, TOUKa
A0CTyNa He oTobpaXaeTcs B CMcKe AOCTYMNHbIX 6ecnpoBOAHbIX ceTel. Ho
eCNu No/b30BaTesNto N3BECTHO O CYLLIeCTBOBAHMN 3TON CeTN U OH 3HaeT ee
SSID, To cMOXeT NOAKNHUNTLCA K 3TOM ceTu. 10 yMONYaHMIo pexum
OTK/IHOYEH.

KomaHga ¢ npednKcom no OTKAKYAET 3TOT PEXUM.
Ja

Ja

Het

Access Point

I (config-if)>  hide-ssid

I (config-if)> no hide-ssid

(config-if)> hide-ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID broadcasting disabled.

(config-if)> no hide-ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID broadcasting enabled.

Bepcus OnucaHue

2.00 JobaeneHa komaHga interface hide-ssid.
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3.27.64 interface iapp auto

OnucaHue CreHepunpoBaTb koY JAPP B aBTOMaTU4YeCKOM pexunme. s Toro, YTobbl
Ha3HauuMTb K04 BPYUYHYHO, NCMONb3yinTe KOMaHAy interface iapp key.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Bridge

CuHoncunc I (config-ify>  iapp auto

Mpumep (config-if)> iapp auto
Network: :Interface: :Rtx::Iapp: Bridge® autoconfigured.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.03 [JlobaBneHa komaHga interface iapp auto.

3.27.65 interface iapp key

OnucaHwune YCTaHOBUTb KKOY MOBUIBHOIO fOoMeHa IAPP ans ycneLwHOoM CMHXPOHM3aLumn
MeXay ToukaMu AoCTyna, rae BkatoueH FT (koMmaHaa interface ft enable).
Toukm focTyna fOMKHbI NpuHagnexaTb ogHoin IP-noacetn. Mo ymonyaHumio
K/1HOY He Ha3HayeH.

KomaHaa ¢ npepunKcom no yaanseT Kawou.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Bridge

CunHoncuc (config-ify>  iapp key key»

(config-if)> no iapp key

AprymeHTbl AprymeHT |3HayeHue |OnucaHue
key CTpoka 3HaueHwue kntoYa IAPP. MakcManbHasa A1vHa
Kno4ya — 64 cumBona.

Mpumep (config-if)> iapp key 11223344556677
Network::Interface::Rtx::Iapp: Bridge0® key applied.
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WcTopusa nsmeHeHum

(config-if)> no iapp key
Network::Interface: :Rtx::Iapp: Bridge0® key cleared.

Bepcus OnucaHue

2.13 Job6asneHa komaHgaa interface iapp key.

3.27.66 interface idle-timeout

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBWUTb NHTEPBa OTKNOUEeHUS KaneHTa STA oT ToOUKM AocTyna no
TaiMayTy HeaKTUBHOCTW. [10 yMONYaHMIO NCMONb3YyeTcs 3HaueHue 600.

KomaHga ¢ npedrKcoM no oTK/H0UaeT HacTPOIKY.
Ja

Ja

Het

WiFiMaster

(config-if)>  idle-timeout <idle-timeout>

(config-if)> no idle-timeout

AprymeHT 3HauyeHue OnuncaHwue

idle-timeout|lesnoe uyucno |3HaveHMe TaiMayTa B ceKyHAaxX. MoxeT
NpMHMMaTbL 3HaueHns ot 60 A0 2147483646.

(config-if)> idle-timeout 500
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
value is 500 sec.

(config-if)> no idle-timeout
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
disabled.

Bepcus OnucaHve

3.06 JlobaBneHa komaHaa interface idle-timeout.

3.27.67 interface igmp downstream

OnucaHwne

BkntounTb pexunmM paboTel IGMP Ha nHTepdeiice NO HanNPaBieHUIO K
noTpebuTensm rpynnoBoi paccbUikn. Ha ycTporicTBe foKHa ObiTh 3anyLueHa
cnyxba service igmp-proxy. lonyckaeTcsa Hannume HeckoJIbKNX HTeppencos
downstream.
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KomaHga c npednkcom no oTMeHseT fecTBMe KOMaHAbI.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc I (config-if)>  igmp downstream

I (config-if)> no igmp downstream

Mpumep (config-if)> igmp downstream

(config-if)> no igmp downstream

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa interface igmp downstream.

3.27.68 interface igmp fork

OnucaHwue BkntounTb aybnnpoBaHme NcxoaaLmx naketoB /GMP upstream B 3ajaHHbIN
nHTepoeric. lonyckaeTcs Hannume TobKO OAHOro nHTepdeiica fork.

KomaHga ¢ npedprnkcom no oTMeHseT feiCTBNE KOMaHAbI.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-ify>  igmp fork

I (config-if)> no igmp fork

Mpumep (config-if)> igmp fork

(config-if)> no igmp fork

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.00 JobasneHa KomaHaa interface igmp fork.
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3.27.69 interface igmp upstream

OnucaHue BkntounTb pexuim paboTel IGMP Ha nHTepdeiice No HanpaBAeHUIO K
MNCTOYHMKY FPYNNOBOW paccblkun. Ha yCTpoicTBe Ao/XHa 6bITh 3anyLueHa
cnyxba service igmp-proxy. lonyckaeTca Haanuyve ToAbKo OAHOMo
nHTepderica upstream.

KomaHga ¢ npednkKcom no oTMeHseT feiiCTBUE KOMaHAbI.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

Mpumep (config-if)> igmp upstream

(config-if)> no igmp upstream

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHga interface igmp upstream.

3.27.70 interface include

OnucaHue Yka3zaTb Ethernet-uHTtepdeiic, koTopblii byaeT AgobaBneH B NporpaMmMHbIi
MOCT B KayecTBe nopra.

KomaHga c npedumkcom no yganset nHtepderic ns mocTta.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la
Tun nHTepdeiica Bridge

CrHoncumc (config-if)>  include <interface

(config-if)> no include <interface»

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

interface Umsa Wms nnm ncesaoHum Ethernet nHtepdodeiica,
uHTepgesica |KOTOPbLIV AO/IKEH BbiTb BK/IKOUEH B MOCT.
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Mpumep

UcTopuns nameHeHuii

(config-if)> include ISP
Network: :Interface::Bridge: "Bridge@": ISP included.

(config-if)> no include
Network::Interface::Bridge: "Bridge0@": removed ISP.

Bepcus OnucaHve

2.00 JobaeneHa komaHga interface include.

3.27.71 interface inherit

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

Yka3zaTb Ethernet-uHtepdeliic, koTopblii byaeT Ao6aBneH B NPOrpaMmMHbIi
MOCT B KayecTBe nopTta. B otanume ot komaHapl include, komaHaa inherit
nepeAaeT MOCTY HEKOTOpPbIE HAacTPOKiKK fobaBnsemMoro nHTepderica, Takme
Kak IP-agpec, macky u IP-nceBgoHMMBI. [pun yaaneHn nn6o camoro MocTa,
nnbo nHtepdeiica N3 MOCTa, 3T HACTPOIKU, AaXKe eCI OHW BbLIV U3SMEHEHbI,
6yayT CKONMpPOBaHbl 06PaTHO Ha OCBOBOAMBLUNICA MHTepdeiC.

KomaHga nossonseT fo6aBUTb B MOCT MHTepdeiic, Yepes KOTopbI
OCyLLecTBASETCS ynpas/ieHne yCTPOMCTBOM, N He NOTepsTb ynpasfeHune.

KomaHga ¢ npedurkcom no yaanset nHtepderic u3 MocTa, Bo3Bpallaer
NHTepdency HaCTPOIKK, yHacne0BaHHbIE paHee MOCTOM, U cbpackiBaeT 3Tn
HaCTPOWNKM y MOCTa.

Aa

Ja

Ja

Bridge

(config-if)>  inherit <interface»

(config-if)> no inherit <interface»

AprymeHT 3HayeHue OnuncaHwue

interface Umsa Nmsa nnm ncesaoHum Ethernet nHtepdeiica,
uHTepgesica |KOTOPbLIV AO/IXEH BbITb BK/IKOUYEH B MOCT.

(config-if)> inherit GigabitEthernet0/Vl1an3
Network: :Interface::Bridge: "Bridgel": GigabitEthernet0/Vlan3 »
inherited in Bridgel.

(config-if)> no inherit
Network::Interface::Bridge: "Bridgel": inherit removed.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

JobaeneHa komaHaa interface inherit.

3.27.72 interface ip access-group

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

UcTopuns nsmeHeHnii

MpurBA3aTb MMEHOBaHHbIM CNUCOK NpaBun dpunbTpaunm (ACL, cm. access-list)
K nHTepdelicy. NapameTp in nam out ykasblBaeT HanpasneHve Tpapurka Ans
KOTOporo byaeTt npumeHATbcA ACL. K ogHOMY MHTepdelicy MoXeT 6biTb

npmBs3aHoO Heckonbko ACL.

KomaHaa ¢ npedpurkcom no oTkntouaet ACL Anst ykazaHHOro nHtepdeiica u
HanpaBneHus Tpaduka.

Ja
Ja
Ja
IP

(config-if)>

ip access-group acl> «direction

(config-if)> no ip access-group «acls> «direction

AprymeHT 3HauyeHue OnucaHwue

acl Ctpoka Cnuncok npasun ¢uabTpaLmy,
npeaBapuTeNbHO CO3aHHbIN C MOMOLLbIO
KoMaHAbl access-list.

direction in MpUMeHUTb GUNbTPALMIO K BXOAALLM
nakeTam.

out MpUMeHUTb GUNBLTPALMIO K NCXOAALLINM

nakeTtam.

(config-if)>
Network: :Acl:

(config-if)>
Network: :Acl:

(config-if)>
Network: :Acl:

(config-if)>

ip access-group BLOCK in
Input "BLOCK" access list added to "CdcEthernetl".

ip access-group BLOCK out
Output "BLOCK" access list added to "CdcEthernetl".

no ip access-group BLOCK in
"BLOCK" access group deleted from "CdcEthernetl".

no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".

Bepcusa

OnucaHune

2.00

JobaBneHa

KkoMaHga interface ip access-group.
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3.27.73 interface ip address

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

N3meHnTb IP-agpec n macky ceteBoro nHtepdeiica. Ecnm Ha nHtepdelice
3anylieHa cnyxba aBToMaTUYeCKON HacTPOMKK aapeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
afpec MoXeT 6bITb Nepe3anycaH.

KomaHga ¢ npedurkcom no copacbiBaeT agpec Ha 0.0.0.0.
Ja

Ja

Het

IP

(config-if)>  ip address «address> amask>

(config-if)> no ip address

AprymeHT 3HauyeHue OnuncaHwue

address IP-apapec Afpec ceTeBoro nHtepderica.

mask IP-macka Macka ceteBoro nHTepéelrica. Ectb aBa
cnocoba BBOAA MacKn: B KAHOHMYECKOM BUje
(Hanpumep, 255.255.255.0) v B BUAe

61TOBOI ANVHBI NpeduKca (Hanpumep, /24).

OAHO 1 TO Xe 3HauYeHue agpeca ceTu, cocTosLero ns IP-agpeca n macku,
MO>HO BBeCTU ABYMS CNOCO6aMM: yKa3aTb Macky B KQHOHUYECKOM BUAE NN
3a4aTb OUTOBYH ANVHY Npedukca.

(config)> ip address 192.168.9.1/24
Network: :Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.

Bepcus OnucaHve

2.00 JobasneHa komaHgaa interface ip address.

3.27.74 interface ip address dhcp

OnuncaHwne

3anyctntb DHCP-kAMEHT Ana aBTOMaTMYeCKON HaCTPOKM ceTeBbIX
napameTpoB: IP-agpeca n mackn nHtepdeliica, cepsepos DNS n winto3a no
YMONUaHUIO.
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Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

KomaHga c npedurkcom no octaHaBnmBaeT cnyx6y DHCP-knveHTa, yaansaet
AVHaMMYeCcKn HacTpOeHHble NapamMeTpbl 1 BO3BpaLlaeT npeabigyLume
HacTpouku IP-agpeca 1 macku.

Ja
Aa
HeTt

Ethernet

(config-if)>  ip address dhcp [ hostname <hostname> ]

(config-if)> no ip address dhcp

AprymeHT 3HayeHne |OnucaHue

hostname CTpoka MMsa xocTa, KOTopoe nepejaeTcs B nose
12-oin onuyymum DHCP. 310 nmsa He
0653aTeNIbHO AOMKHO 6bITb TaKMM Xe, Kak
NMS XOCTa, BBeJEeHHOe B npoLiecce
rno6anbHON HAaCTPOKMN.

(config-if)> ip address dhcp hostname QWERTY2
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp
Dhcp::Client: Stopped DHCP client on ISP.

Bepcus OnucaHve

2.00 Job6asneHa komaHga interface ip address dhcp.

3.27.75 interface ip adjust-ttl recv

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

N3meHnTb NnapameTp TTL Ans Bcex BXOAALLMX NaKeToB Ha nHTepodelice.
KomaHga ¢ npedrkcoM No OTMeHSAEeT HaCTPOIAKY.

Ja

Ja

Het

IP

I (config-if)> ip adjust-ttl recvrecvs

I (config-if)> no ip adjust-ttl recv
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHve OnucaHwune

recv Llenoe uucno BennumHa nameHeHus TTL. MoxeT
NnpUHMMaTh 3HayeHusa oT 1 Ao 255
BKJIIOUNTENBHO.

(config-if)> dip adjust-ttl recv 1
Network::Interface::Ip: "CdcEthernet0": incoming TTL set to 1.

(config-if)> no ip adjust-ttl recv
Network::Interface::Ip: "CdcEthernet0": incoming TTL settings »
removed.

Bepcus OnucaHve

3.07 Jlo6aBneHa komaHga interface ip adjust-ttl recv.
MpeabiayLiee HasBaHMe KOMaHAbI interface ip adjust-ttl.

3.27.76 interface ip adjust-ttl send

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

N3mMeHUTb napameTp TTL Ana BCex MCXOAALLMX NaKeTOB Ha nHTepdelice.
KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.

Ja

Aa

Het

IP

(config-if)> ip adjust-ttl send <send>

(config-if)> no ip adjust-ttl send

AprymeHT 3HauyeHue OnucaHwue

send Llenoe uucno |BennumHa nameHeHumsa TTL. MoxeT
NMPUHMMaTb 3HaveHnsa oT 1 fo 255
BK/HOUNTENBHO.

(config-if)> ip adjust-ttl send 65
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

(config-if)> no ip adjust-ttl send
Network::Interface::Ip: "CdcEthernetl": outgoing TTL settings »
removed.

174

CnpaBo4HMK KoMaHa — Lite (KN-1310)



naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.09 Jlo6aBneHa komaHga interface ip adjust-ttl send.

3.27.77 interface ip alias

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHui

YCTaHOBUTb AOMNONHUTENbHBIN IP-agpec 1 Macky ceTeBOro nHTepdeiica
(nceBAOHUM).

KomaHga c npedurkcom no cbpacbiBaeT ykasaHHbI NceBAOHNM Ha 0.0.0.0,

TeéM CaMbIM yaandaa ero. Ecnwv BbIMONHUTL KOMaHA4y 6e3 aprymMmeHTa, TO BeCb
Crnnmcok ncesaoHMMOB 6yAET o4nLleH.

Ja
Ja
Ja
IP, Ethernet

(config-if)>  ip alias «address> anask»

(config-if)> no ip alias [ <address> amask> ]

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec JonoNHUTENbHbIN ajpec ceTeBoro
nHTepoderica.
mask IP-macka JornonHnTenbHas Macka ceTeBoro

nHTepodeiica. EcTb ABa cnocoba BBOAa Macku:
B KAHOHMYeCKOM BUje (Hanpumep,
255.255.255.0u B BUAe 61TOBOW AJINHBI

npedukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24
Network::Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStationQ": alias 0 reset »
to 0.0.0.0/0.

(config-if)> no ip alias
Network: :Interface::Ip: "WifiMasterl/WifiStation0@": all aliases »
removed.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip alias.
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3.27.78 interface ip dhcp client broadcast

OnucaHue YcraHoBUTL 6UT broadcast B coobuieHmsax DHCP Discover, yka3biBatoLLuii
Ha cnocob oTnpaBkKy oTBeTa 06paTHO KANEHTY. Mo yMOonyYaHuo napamMeTp
OTKJ/IHOYEH.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client broadcast

I (config-if)> no ip dhcp client broadcast

Npumep (config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.15 [JlobaBneHa komaHga interface ip dhcp client broadcast.

3.27.79 interface ip dhcp client class-id

OnucaHwue YKa3aTb NPOU3BOANTENS YCTPOMNCTBA, Ha KOTOPOM paboTtaeT DHCP-KNMeHT
(onumsa dhcp 60).

KomaHgza ¢ npedpurKcom no yaanset HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client class-id «class>

I (config-if)> no ip dhcp client class-id
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
class-id Ctpoka HasBaHune npousBoanTens yCcTponcTBa,
3aKJIlOYEeHHOe B ABOViHble KaBbIYKN.

Npumep (config-if)> ip dhcp client class-id "Lite"
Dhcp::Client: ISP DHCP client vendor class is set to "Lite".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.02 Jlob6aBneHa komaHga interface ip dhcp client class-id.

3.27.80 interface ip dhcp client debug

OnucaHue BKNOUNTL OTNAA0YUHBIN PeXUM. B 0TNaf0UHOM pexxrMe B CUCTEMHbI XXYpHan
BbIBOAUTCA NOApO6Hasa nHopmaumsa o pabote DHCP-knneHTa.

KomaHga ¢ npedurkcom no oTkaoYaeT 0TAAA0UHbBIN PEXMM.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc | (config-ifi>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

Mpumep (config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.

(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.01 Job6asneHa komaHgaa interface ip dhcp client debug.

3.27.81 interface ip dhcp client displace

OnucaHwne BbITecHUTB cTaTnuecknin agpec nHTepdeiica what B cnyyae ecim oH
KOH®NNKTYeT C agpecom, nonyvyeHHsiM DHCP-K1MeHTOM OCHOBHOIO
nHTepderica.
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Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

[JaHHasa KoMaHAa BbIMONHAETCA aBTOMATNUYeCcKky Npu nogkntoyeHnn USB
Ethernet aganTepa. lNocsie 3T0ro NPONCXoANT COXpaHeHre KoHUIypaumm n
nepesarpyska ycTpowncTBa.

KomaHaa ¢ npepunKcom no oTMeHseT BbITECHEHME 419 YKa3aHHOro
nHTepoderica.

Aa

Ja

Ja

Ethernet

(config-if)>  ip dhcp client displace whats[ check-session ]

(config-if)> no ip dhcp client displace whats [ check-session ]

AprymeHT 3HauyeHue OnuncaHwue
what msa NMs nnm nceBAoHUM NHTepdeiica, yei
nHTepderica CTaTUYecKnin agpec byaeT BbITECHEH.
check-session|Knwyesoe Mpw Hann4ynm akTneHom cecnmn SCGI, He
C/1080 pa3speLuaTb nepesarpysky 1 CMeHy
ceTeBOro agpeca poytepa. 1o ymonyaHuio
KoMaHaa fobasnseTcsa Bdefault-config.

(config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

Bepcus OnucaHve
2.03 Job6asneHa koMmaHga interface ip dhcp client displace.
2.15 Jlo6aBneH aprymeHT check-session.

3.27.82 interface ip dhcp client dns-routes

OnucaHwne

BraounTb aBTOMaTryeckoe fobasneHme XocT-MapLupyTos 40 DNS-cepsepos,
nonyyeHHbIx oT DHCP-cepBepa. o yMon4yaHuo HaCcTPoika BKAKOYEHa.

KomaHga ¢ npeprKcoM no OTKAOUYAET HaCTPOIKY.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Ethernet

CuHoncnc I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

NMpumep (config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue
2.00 [Jlo6aBneHa komaHga interface ip dhcp client
dns-routes.

3.27.83 interface ip dhcp client fallback

OnucaHue YCTaHOBUTb 3af,aHHbI MONb30BaTeNeM CTaTUYeCcKNi agpec B ciiyydae
BO3HMKHOBeEHWs owmnboK npu pabote DHCP,

KomaHza ¢ npedb1KcoM no OTMeHsIeT HaCTPOIAKyY, 1 yCTaHaBMBaeT agpec
0.0.0.0..

MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Ethernet

CuHoncuc (config-if)>  ip dhcp client fallback <type>

(config-if)> no ip dhcp client fallback

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
type CTpoka Tunn IP-agpeca. B HacTosLee BpeMs
peanin3oBaH TONbKO OAMH TN — static.

Mpumep (config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

Bepcus OnucaHue

2.05 Job6asneHa komaHgaa interface ip dhcp client fallback.

3.27.84 interface ip dhcp client hostname

OnucaHue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

HasHaunTb nms xocTta, KoTopoe oTrnpasndetca B8 DHCP-3anpoce.
KomaHga ¢ npedunkcom no Bo3BpaLlaeT XocTy MMs Mo YMONYaHUIO.
Ja

Ja

Het

Ethernet

(config-if)>  ip dhcp client hostname <hostname>

(config-if)> no ip dhcp client hostname

AprymeHT 3HauyeHue OnuncaHwue

hostname CTpoka MIMa xocTa Ana Ha3Ha4veHus.

(config-if)> ip dhcp client hostname MYHOME
Dhcp::Client: ISP DHCP client hostname is set to MYHOME.

(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).

Bepcus OnucaHve

2.00 [JlobaBneHa komaHaa interface ip dhcp client hostname.

3.27.85 interface ip dhcp client name-servers

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

VMcnonb3oBatbk agpeca cepsepos DNS nosyyeHHsble no DHCP. 1o ymon4aHuio
3Ta QYHKUMSA BKAKOYEHA.

KomaHga c npedurkcom no 3anpeLaeT UCnonb3oBaTth agpeca DNS-cepeepos
nony4yeHHble no DHCP.

Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Ethernet

CnHoncuc I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

Mpumep (config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHgaa interface ip dhcp client
name-servers.

3.27.86 interface ip dhcp client release

OnucaHwue DHCP-knneHT ocBoboxaaeT apeHay IP-agpeca 1 yxoauT B CALLNYT pexXnm.
ELLe ogHO BbINONHEHME 3TOM KOMaHAbl nepeBoauT DHCP-knreHT B pexunm
aBTOMaTU4eckoro nosayyeHus IP-agpeca.

MNpejukc no Het
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client release

Mpumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.03 Jlo6aBneHa komaHga interface ip dhcp client release.

3.27.87 interface ip dhcp client renew

OnucaHwue DHCP-knueHT ocBoboXaaeT apeHay IP-agpeca n nepexoanT B pexmnm
noJly4eHns1 HoBOrO.

MNpedukc no Het

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

UcTopuns nameHeHuii

Het

Ethernet

I (config-if)>  ip dhcp client renew

(config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

Bepcusa

OnucaHune

2.03

Job6aeneHa komaHaa interface ip dhcp client renew.

3.27.88 interface ip dhcp client routes

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopusa nsmeHeHwnii

3.27.89 interface ip flow

OnuncaHwne

BkntounTb nonyveHre MapLUpyToB OoT npoBakigepa (onuun dhep 33, 121,
242). Mo ymon4aHuto BKAOYeHO. B HacTpoiikax oTobpakaeTcs TONbKO C

npedrkcom no.

KomaHza ¢ nped1KcomM no oTKIOYaEeT HaCTPOWKY.

Ja
Ja

HeT

Ethernet

I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes

(config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.

Bepcus

OnucaHune

2.05

JobasneHa komaHaa interface ip dhcp client routes.

BkntounTb ceHcop NetFlow Ha 3aaaHHOM MHTepdelice. Mo yMONYaHuo 3TOT
napameTp OTK/HOYEH.

KomaHga ¢ npedurkcom no oTkatouaet ceHcop NetFlow.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

IP

(config-if)> ip flow«direction

(config-if)> no ip flow

AprymeHT 3HayeHue |OnucaHue
direction ingress Cb6op BxoggdLero Tpaduka.
egress Céop ncxogsutero Tpaduka.
both C6op 1 BXOAALLErO, U UCXOAALLENO
Tpaduka.

(config-if)> ip flow ingress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.

(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "both" direction.

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga interface ip flow.

3.27.90 interface ip global

OnucaHwne

YcTaHOBUTL Anst MHTepderica cBONCTBO «global» c mrapameTpom. 3To CBOCTBO
HeobXxoANMO AN YCTaHOBKW MapLUpyTa Mo yMoa4aHuio, paboThl
DynDNS-knveHTa 1 NAT. MoxHo npeactaBnate global-nHtepdeincel, kak
BeAyLUVe B r1ob6anbHyto ceTb (B UHTEPHET).

MNapameTp cBolicTBa «global» BansieT Ha npuopuTeT nHTepdelica B Npase
YCTaHOBUTb MapLUpPYT N0 YMOAYaHWIO. Yem npnopuTeT 6onbLue, Tem
XenaTesbHee ANs Nob30BaTeNs BbIXOZ B rN06anbHYI0 ceTb Yepes yKa3aHHbIN
nHTepdeic. C NOMOLLbHO NpropuTeTa peannsyeTcs GyHKLMSA pe3epBrpoBaHms
nogkntoveHmsa B uHTepHeT (WAN backup) «global».

Mo YMONYaHUNKO HaCTpOI7IKa OTK/1FO4EeHa.

KomaHga ¢ npedurKcom no yaanset CBOMCTBO.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

3.27.91 interface ip mru

OnucaHune

Ja
Ja
Het

IP

(config-if)>

ip global (priority, | order <orders | auto)

(config-if)> no ip global

AprymeHT 3HayeHue |OnucaHue
priority Lenoe umucno |MpuoputeT nHTepderica Npm yctaHoOBKe
MapLupyTa no ymon4daHuio. Moxer
npMHMMaTb 3HayeHunsa ot 1 4o 65534.
order lenoe umncno |OTHOCUTENBLHbLIN NPUOPUTET MEXAY
nHTepdericamn. MoxeT NPUHNUMATb
3HaueHus ot 0 40 65534, Ho He 6osee, uem
KONN4YecTBO rnobanbHbIX MHTepbencos.
auto Knio4yesoe ABTOMaTMYeCcKoe BblUYNCNeHNe
C/1080 npuoputeta nHTepdeiica. iHtepdeiic

pacnonaraeTcs 6mxKe K KOHLY CrncKa, HO
BblLLe nopsaaka X.

(config-if)> ip global 10

Network: :Interface: :IP:

(config-if)> ip global
Network: :Interface: :IP:

(config-if)> ip global auto

Network: :Interface: :IP:

(config-if)> no ip global
Network::Interface::IP: "L2TPO": global priority cleared.

"L2TPO": global priority is 10.

order 0
"L2TPO": order is 1.

Global priority recalculated.

Bepcus OnucaHve
2.00 JobasneHa KomaHga interface ip global.
2.09 [JlobasneHbl aprymeHTbl order un auto.

YcTaHOBUTb 3HaveHne VMRU KoTopoe byaeT nepesaHo yaaeHHOMY Y31y Npu
yCTaHoBeHUU coeanHeHna PPP (IPCP). o ymonyaHUIo UCnosib3yeTcs

3HayeHue 1460.

KomaHga ¢ I'Ipeq)I/IKCOM NOo OTMEHSIET AeCTBNE KOMaHAbI.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

PPP

(config-if)>  ipmru wmru

(config-if)> no ip mru

AprymeHT 3HauyeHue OnuncaHwue

mru Llenoe uucno |3HayveHue MRU.

(config-if)> ip mru 1492
Network: :Interface::Ppp: "PPPoEO": MRU saved.

(config-if)> no ip mru
Network::Interface::Ppp: "PPPoEO": MRU reset to default.

Bepcus OnucaHue

2.00 Job6aBneHa komaHgaa interface ip mru.

3.27.92 interface ip mtu

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

YcTaHoBUTL 3HadveHve MTU Ha ceTeBoM MHTepdelice. MNMpu ycTaHOBAEHUN
coeAviHeHUs No npotokony PPP (IPCP), ynaneHHOMY y3/1y 6yAyT OTNPaBAAaTLCA
nakeTbl yka3zaHHoOro pa3smepa MTU aaxe ecnw ToT 3anpocun MTU MmeHbLUero
3HayeHws.

KomaHga c npedurkcom no cobpackiBaeT 3HadeHue MTU Ha To, KOTopoe 6b110
4,0 NepBOro NpUMeHeHNs KOMaHAbl.

Aa
Ja
HeTt

IP

(config-if)>  ip mtu wmtw

(config-if)> no ip mtu

AprymeHT 3HayeHue OnuncaHwue

mtu lenoe 4ucno |3HauveHuwe MTU. MOXeT NPUHUMAaTL 3HaUYeHNS
oT 64 a0 65535 BKIHOUNTENBHO.
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naBa 3 OnncaHme KoMaHp,

NMpumep (config-if)> ip mtu 1500
Network: :Interface::Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network::Interface::Base: "GigabitEthernetl": static MTU reset »

to default.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jo6aBneHa komaHaa interface ip mtu.

3.27.93 interface ip nat loopback

OnucaHwue BkntounTb 06paTHyto TpaHcnsauuio agpecos (NAT loopback) ana otnpasku
JIOKaNbHbIX 3aNpoCcoB J1IoKajbHOMY cepBepy U3 VIHTepHeTa. [1o yMoi4aHuto
3TOT NapaMeTp BKKOUeEH 418 nHTepdericos JomallHel ceTu (YypoBHM
b6e3onacHocTu private un protected).

KomaHga ¢ npedpurkcom no oTkntovaet NAT loopback.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica IP

CuHoncuc I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback

Mpumep (config-if)> ip nat loopback
Network::StaticNat: NAT loopback is explicitly enabled on "Home".

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.1 JobaBneHa komaHAa ip nat loopback.

3.27.94 interface ip remote

onuncaHmne YCTaHOBUTb CTaTUYeCKN aApec yAaleHHOro y3na.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

PPP

(config-if)>  ip remote address»

(config-if)> no ip remote

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec Ajpec yaaneHHoro ysna.

(config-if)> ip remote 192.168.2.19
Network::Interface::Ppp: "L2TPO": remote address saved.

(config-if)> no ip remote
Network::Interface::Ppp: "L2TPO": remote address erased.

Bepcus OnucaHue

2.00 [JobaBneHa komaHga interface ip remote.

3.27.95 interface ip tcp adjust-mss

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

YCTaHOBUTb OrpaHnYeHie MakCMMasibHOro pasmepa cerMeHTa MCXoAALLmMX
ceccuin TCP. Ecnm 3HadveHue MSS, KOTopoe nepeaaeTcs B NoJsie 3arofioBka
SYN-nakeToB, npeBbIllaeT 3ajaHHOe, KOMaH4a MeHdeT ero. KomaHza
nprMeHsieTca K nHTepdelicy 1 gelicTByeT Ha Bce ncxogsiume TCP SYN-nakeThbl.

KomaHga ¢ npedunkcom no oTMeHseT feicTBNEe KOMaHAbI.
Aa

Ja

Het

IP

(config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

AprymeHT |3HayeHue OnucaHwue

pmtu KriwyeBoe ¢s1080|YCTaHOBNTL BEPXHIOKO rpaHunLy MSS,
paBHYy0 MUHVManbHOMY MTU Ha nyTn K
yAaneHHOoMY y3ny.

mss Llenoe uucno MSS BepxHASA rpaHuua.

(config-if)> ip tcp adjust-mss pmtu
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.
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naBa 3 OnncaHme KoMaHp,

(config-if)> ip tcp adjust-mss 1300
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHga interface ip tcp adjust-mss.

3.27.96 interface ipcp default-route

OnucaHue Ncnonb3oBaThb agpec yAaneHHOoro y3/a Kak L3 No YMOAYaHUIO.
KomaHaa ¢ npedurkcom no 3anpeLlaeT M3MeHeHM e LWA3a N0 YMOAYaHUIO.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica PPP

CuHoncuc I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

Mpumep (config-if)> ipcp default-route
Using peer as a default gateway.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface ipcp default-route.

3.27.97 interface ipcp dns-routes

OnucaHwue Mcnonb3oBaTb MapLUpyThl NofyYeHHble no IPCP. 1o yMon4YaHWIo HacTpoKa
BKJIIOYEHa.

KomaHga c npedunkcom no yganseTt HacTPOKy.

MNpejukc no

MeHsieT HacTpoiKkmn

Ja
Aa

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

PPP
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naBa 3 OnncaHme KOMaHA,

CuHoncuc I (config-ify>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

Mpumep (config-if)> ipcp dns-routes
DNS routes enabled

(config-if)> no ipcp dns-routes
DNS routes disabled

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.02 JobasneHa koMmaHga interface ipcp dns-routes.

3.27.98 interface ipcp name-servers

OnucaHune VMicnonb3oBaTk agpeca cepsepoB DNS, nosyyeHHble no IPCP. Mo ymon4aHuio
HaCTpoiiKa BKIOYEHa.

KomaHga c npedurkcomM no 3anpeLaeT Ncnonb3oBaTh ajpeca cepsepos DNS
nosyyeHHble no IPCP.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun uHTepdderica PPP

CuHoncnc I (config-if)>  ipcp name-servers

I (config-if)> no ipcp name-servers

Mpumep (config-if)> ipcp name-servers
using remote name servers.

(config-if)> no ipcp name-servers
not using remote name servers.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHAa interface ipcp name-servers.

3.27.99 interface ipcp vj

OnucaHue Bxkaountb ckaTtue 3aronoskoB TCP/IP meTtoaom BaH AkobcoHa. Mo
YMOJIYaHUIO HAaCTPOIKa OTKAKOYeHa.

KomaHza c nped1KcomM no oTKIo4aeT oKaTue.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

Ja
Ja
Het

PPP

(config-if)>

ipcp vj [cid]

(config-if)> no ipcp vj

AprymeHT 3HauyeHue OnuncaHwue
cid Kriw4yesoe Brkntountb oxaTtue Connection ID B
CJ/10BO 3arojioBkax.

(config-if)> ipcp vj cid
V] compression enabled.

(config-if)> no ipcp vj
V] compression disabled.

Bepcus

OnucaHune

2.03

[JlobaBneHa komaHga interface ipcp vj.

3.27.100 interface ipsec encryption-level

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiKK
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

3ajaTb YpoBeHb WdpPoBaHWS aas [Psec-CoefVIHEHS, aBTOMATUYECKM
CBA3AHHOIO C TYHHeneM. 3Ha4eHre No yMoYaHuio — normal.

MoapobHoe onrcaHme Kaxaoro ypoBHSA NPUBOAUTCS B [1puIoxeHN .

KomaHza ¢ npedrKcom no ycTaHaBNMBaeT ypoBeHb LUMbPOBaHNSA Mo

yMO/14aHUHO.

Ja
Ja
Het

Secure

I (config-if)>  ipsec encryption-level <level

I (config-if)> no ipsec encryption-level
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue
level weak Cnabblin ypoBeHb, BKAOYeHbl anroputMbl DES
n MD5.
normal CoBMeCTUMBIN € 60BbLLINHCTBOM CUCTEM

ypoBeHb, npuoputeT oTaaetca AES128 n
SHAT.

normal-3des

CoBMeCTUMBI € 60/BLLUMHCTBOM CUCTEM
ypoBeHb, npuopuTeT oTgaetca 3DES 1 SHA1.

strong CaMblli CUNbHBI YPOBeHb, 06a3aTeIbHO
BKJIHOYEH PFS, npuoputeT otaaeTtcs AES256 n
SHA1.

weak-pfs To e camoe, 4To 1 weak, HO AN BTOPOA
dasbl BkAtoYeH PFS group 1 1 2.

normal-pfs |To>e camoe, 4to 1 normal, HO AN BTOPOM

dasbl BKNoYeH PFS group 2 1 5.

normal-3des-pfs

To e camoe, 4To 1 normal-3des, HO Ans
BTOpOW ¢a3bl BkAOUEH PFS group 51 14.

high

Habop coBpeMeHHbIX anropuTMOB A4S
BHeLHMX npoBangepos VPN cepBuncos.

strong-aead

CaMmblil CUNbHbBIN YPOBEHb, MPUOPUTET
oTpaetca AES256 n SHA1 c gobaBneHmnem
anropmntmoB AEAD.

strong-aead-pfs

CaMblii CUNbHBIA YpOBeHb, 06a3aTeIbHO
BKOYeH PFS, npuopuTeT otaaeTtca AES256 n
SHA1 c pobaBneHnem anropntmoB AEAD.

(config-if)> ipsec encryption-level weak
Network: :Interface::Secure: "GreQ": security level is set to »

"weak" .

(config-if)> no ipsec encryption-level
Network::Interface::Secure: "Gre0": security level was reset.

Bepcus OnucaHue

2.08 Job6asneHa koMmaHgaa interface ipsec encryption-level.

3.07 JobasneHbl HOBble ypoBHU WindpoBaHms — high,
strong-aead v strong-aead-pfs.

3.27.101 interface ipsec force-encaps

OnucaHune

Mpejukc no

BkntounTb noaaepxxky NpUHYANTENbHOW NHKancynaumm ESP 8 UDP ans
KANEHTCKMX TyHHenel. Mo yMonyaHuto 3ta yHKLMA OTKI0YEHa.

KomaHaa ¢ npepurKcomM no oTMeHsIeT HaCTPONKY.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja
Het

Secure

I(conﬂgJﬂ> ipsec force-encaps

I(conﬁg-ﬁﬁ>noipsecforce-encaps

(config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
enabled.

(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
disabled.

Bepcus OnucaHve

2.12 JobasneHa komaHaa interface ipsec force-encaps.

3.27.102 interface ipsec ignore

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

OTKNOUNTL 06paboTKy BXOAALLMX IKE-NnakeToB cnyx6bbl IPsec Ha nHTepdeiice.
KomaHga c npedrkcom no oTMeHseT HaCTPOIKY.

Ja

Ja

HeTt

Secure

I(conﬁ94ﬂ> ipsec ignore

I(conﬁ94ﬂ>noipsecignore

(config-if)> ipsec ignore
IpSec::Manager: Interface "Gre0" added to IPsec ignore list.

(config-if)> no ipsec ignore
IpSec::Manager: Interface "Gre0" removed from IPsec ignore list.

Bepcus OnucaHue

2.10 JobasneHa komaHaa interface ipsec ignore
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3.27.103 interface ipsec ikev2

OnucaHwue Bkntoumntb npotokon IKEV2 ana IPsec-coeMHeHUs, aBTOMaTn4yeckm
CBA3aHHOrO C TyHHeneM. [1o ymon4yaHuto ncronbsyetca npotokon IKEv1.

KomaHaa ¢ npedrKcom no Bo3BpaLLaeT 3HayeHne o YMONYaHWI0.
Mpedukc no Ja
N3meHuTb HacTpoiiku [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Secure

CuHoncuc I (config-ify>  ipsec ikev2

I (config-if)> no ipsec ikev2

Mpumep (config-if)> ipsec ikev2
Network: :Interface::Secure: IKEv2 is enabled.

(config-if)> no ipsec ikev2
Network: :Interface: :Secure: IKEv2 is disabled, enable IKEvl.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.10 [Jlo6aBneHa komaHga interface ipsec ikev2,

3.27.104 interface ipsec nail-up

OnucaHue BknounTb aBTOMaTnyeckme NsmMeHeH s CeKpeTHbIX Katouen aas TyHHenemn
L2TP/IPsec, EolP/IPsec, Gre/IPsec, IPIP/IPsec. o ymon4yaHuto napameTp
BKJTHOUEH.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica Secure

CuHoncuc I (config-if)>  ipsec nail-up

I (config-if)> no ipsec nail-up

Mpumep (config-if)> ipsec nail-up
Network::Interface::Secure: SA renegotiation enabled.
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WcTopusa nsmeHeHum

(config-if)> no ipsec nail-up
Network::Interface::Secure: SA renegotiation disabled.

Bepcus

OnucaHmne

2.12

JobasneHa komaHgaa interface ipsec nail-up.

3.27.105 interface ipsec name-servers

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

Vcnonb3oBaTh agpeca cepsepoB DNS nonydeHHsble yepes IKEv1 vinn IKEv2
IPsec cepsep. M0 ymon4aHmo GYHKLMSA BKAKOYEHA.

KomaHga ¢ npedurkcom no 3anpeLlaeTt UCcnonb3oBaTtb agpeca DNS
nony4yeHHble yepes IKEv1 nnu IKEv2 IPsec cepsep.

Ja
Ja
Het

Secure

I (config-if)>  ipsec name-servers

I (config-if)> no ipsec name-servers

(config-if)> ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are enabled.

(config-if)> no ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are disabled.

Bepcusa

OnucaHue

3.06

Job6aeneHa komaHaa interface ipsec name-servers.

3.27.106 interface ipsec preshared-key

OnucaHwne

MNpejukc no

MN3MeHUTb HaCTPoAKun

YcTtaHoBUTb KoY PSK ans IPsec-coeAnHEHWS, aBTOMAaTUYeCK CBA3AaHHOIo
C TYHHesieM. TakxXe BK/toYaeT 1UCroib3oBaHue IPsec ANs 3TOro TYHHeNs.

KomaHga c npedumkcom no cbpacbiBaeT 3Ha4YeHMe Koya.

Ja
Aa

MHorokpaTtHbIiA BBOg, Het
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Secure

(config-if)>  ipsec preshared-key key>

(config-if)> no ipsec preshared-key

AprymeHT 3HayeHue |OnucaHue

key CTpoka 3HaueHue cekpeTHoro PSK-kntoua.

(config-if)> ipsec preshared-key 12345678
Network::Interface::Secure: "Gre0": preshared key was set.

(config-if)> no ipsec preshared-key
Network: :Interface::Secure: "Gre@": preshared key was reset.

Bepcus OnucaHue

2.08 JlobasneHa komaHAa interface ipsec preshared-key.

3.27.107 interface ipsec proposal lifetime

OnucaHune

MNpejukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

YCTaHOBUTb BPeMs XN3HU TpaHchopMaumu IPsec Phasel Ha nHTepdeiice.
Mo ymonuaHumio ncnonb3yetcs 3HadveHve 28800.

KomaHgaa ¢ npedprKcom no Bo3BpaLLaeT 3HaYeHNE N0 YMOAYaHUIO.
Ja

Ja

Het

Secure

(config-if)>  ipsec proposal lifetime (lifetime>

(config-if)> no ipsec proposal lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime lenoe uucno |Bpems Xun3Hm npeobpasoBaHusa IPsec B
cekyHAax. MoxeT npvH1UMaTh 3Ha4YeHns ot

60 0 2147483647.

(config-if)> ipsec proposal lifetime 222222
Network::Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.
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(config-if)> no ipsec proposal lifetime
Network: :Interface::Secure: IPsec IKE proposal lifetime reset »

to 28800 s.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.1 JobasneHa komaHga interface ipsec proposal lifetime.

3.27.108 interface ipsec transform-set lifetime

OnucaHwne YCTaHOBUTb BpeMs XM3HU TpaHcpopmauumm IPsec Phase2 Ha nHTepdelice.
Mo ymonuaHutio ncnonb3yercs 3HayveHe 28800.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Secure

CuHoncuc (config-if)>  ipsec transform-set lifetime «lifetime»

(config-if)> no ipsec transform-set lifetime

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
lifetime Uenoe uyncno |Bpems Xun3HU npeobpasoBaHus IPsec B
cekyHaax. MoxeT npyHMUMaTh 3Ha4YeHns oT
60 f0 2147483647.
Mpumep (config-if)> ipsec transform-set lifetime 2222222

Network::Interface: :Secure: IPsec ESP transform-set lifetime set »
to 2222222 s.

(config-if)> no ipsec transform-set lifetime
Network: :Interface: :Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.

VICTOleﬂ U3MeHeHU Bepcmﬂ onvcaHue
2.1 Jlo6baBneHa komaHga interface ipsec transform-set
lifetime.
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naBa 3 OnncaHme KOMaHA,

3.27.109 interface ipv6 address

HactpouTtb IPv6-agpec Ha nHTepdelice. Ecnm ykasaH aprymeHT auto, agpec
HacTpavBaeTcs aBToMaTnyeckn. BBog agpeca BpyyHyto JenaeTt ero

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

CTaTn4eCckKnMm.

KomaHza ¢ npedurKcomM no yaansieT HacTpoiiky.

Ja
Ja
Aa

(config-if)>

ipv6 address ( «address; | auto)

(config-if)> no ipv6 address [ «address; | auto]

AprymeHT 3HayeHue |OnucaHue

address IPv6-agpec |Aapec DNS-cepsepa.

auto Knouesoe BkIUUTh AHaMKYecKoe Ha3HaveHve
CJ1I0BO ajpeca.

(config-if)> ipv6 address 2001:db8::1
Static IPv6 address saved.

Bepcus

OnucaHune

2.00

JobasneHa komaHgaa interface ipv6 address.

3.27.110 interface ipv6 force-default

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOMKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

Mpumep

Ncnonb3oBaTtb nHTepdelic B kauecTse LWA03a No ymondaHuo ans IPvé. Mo
YMONYaHUIO NapaMeTp OTK/IHYEH.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiKy.

Ja
Ja

Het

I (config-if)>  ipv6 force-default

I (config-if)> no ipv6 force-default

(config-if)> ipv6 force-default
interface is forced to be the default IPv6 gateway
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ipv6 force-default.

3.27.111 interface ipv6 name-servers

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

Hactpoutb nony4veHne nHdopmauumm ot DNS. Ecam ykasaH aprymeHT auto,
BrkArovaroTcss DNS-3anpocel DHCPv6.

KomMaHza ¢ npedprKcom No yaanseT HaCTPOWKY.
Ja

Ja

Het

(config-if)>  ipv6 name-servers (auto)

(config-if)> no ipv6 name-servers [auto]

AprymeHT 3HayeHne |OnucaHue
auto Knwyesoe BrtounTb aBTOKOH$Urypaumto DNS,
C/1080

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.

Bepcus OnucaHve

2.00 JobasneHa komaHaa interface ipv6 name-servers.

3.27.112 interface ipv6 prefix

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

HactponTb generaumnio npedukca. Ecnm ykasaH apryMeHT auto , npedpukc
3anpawmnsaeTcd Yepes DHCPv6-PD.

KomaHgaa ¢ npedrKcom no yaanset HaCTPOKY.
Ja
Ja

MHorokpaTtHbiiA BBog, Her

CuvHoncuc

I (config-if)>  ipv6 prefix («prefix> | auto)

I (config-if)> no ipv6 prefix [ «prefix> | auto]
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AprymeHTbI AprymeHT 3HaueHne |OnucaHue
auto KmueBoe Brkntountb generauumto npeduikca.
cnoBo
prefix lpegukc YkazaTb NpeduKc BpyUHYHo.
Npumep (config-if)> ipvé prefix 2001:db8:43:abl2::/64

Static IPv6 prefix added.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Job6aBneHa komaHaa interface ipv6 prefix.

3.27.113 interface ipvécp

OnucaHwue Bkntountb noaaepxky IPv6CP Ha 3Tane ycTaHoOBNeHNA coegVHEHNS.
KomaHga ¢ npedpurkcom no oTkntouaet IPv6CP.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica PPP

CnHoncuc I (config-if)>  ipvé6cp

I (config-if)> no ipv6cp

Mpumep (config-if)> ipv6cp
IPv6CP enabled.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga interface ipvécp.

3.27.114 interface Icp acfc

OnucaHue BknounTb cornacoBaHve napaMeTpoB OKaTUS nosiell KAHA/6H020 YPO8Hs
Address u Control. Mo yMONYaHMIO HaCTPOIKa OTKAOUEHaA.

KomaHga ¢ npedurkcom no oTK/IoYaeT 4aHHYIO OMNLMIO 1 BCe 3anpochl
yAaneHHON CTOPOHbI Ha cornacoBaHme ACFC OTKNOHAKOTCS.

MNpedukc no Ja

MeHsieT HacTpoilikn  [la
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPP

CuHoncuc (config-if)>  lcp acfc [cid]

(config-if)> no lcp acfc

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
cid KnwyeBoe Bknrountb cxatne Connection ID B
C/10BO 3aro/s10BKax.
Mpumep (config-if)> lcp acfc cid

ACFC compression enabled

(config-if)> no lcp acfc cid
ACFC compression disabled

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 JobasneHa komaHgaa interface Icp acfc.

3.27.115 interface Icp echo

OnucaHue 3afaTb NpaBwaa TeCTUPOBaHMA coegmnHeHns PPP cpepctBamu LCP echo.
Mo ymonuaHwuto interval paBeH 30, count paBeH 3.
KomaHga ¢ npedukcom no otknrodaet LCP echo.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun uHTepderica PPP

CuHoncuc (config-if)>  lcp echo <intervals <count> [adaptive]

(config-if)> no lcp echo

AprymeHTbI AprymeHT 3HauyeHue OonucaHue

interval Lenoe uncno |VIHTepBan Mexgy otnpaskamu LCP echo, B
cekyHpAax. Ecnu B TeyeHue ykasaHHOro
NHTepBasia BpeMeHW OT yAaneHHOW CTOPOHbI
He 6bln nonydyeH LCP 3anpoc, el byaet
oTMpaB/eH Takol 3anpoc C oXnAaHnem
oTeeTa LCP reply.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

count Uenoe uncno |Konm4yecTBo OTApaBAeHHbIX MOAPSA 3arpocoB
LCP echo Ha KOTOpble He bbln Nony4veH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanucb 6e3 oTBeTa, coeavHeHVe byaeT
pa3opBaHo.

adaptive Knwouyesoe Pppd 6yget otnpaensaTb 3anpoc LCP echo

C/10B0 TO/IbKO B TOM C/lyyae, ec/iv OT Y4aneHHOro

y3na HeT Tpaduka.

(config-if)> lcp echo 20 2
Network::Interface: :Ppp: '

(config-if)> no lcp echo
Network: :Interface::Ppp: '

'PPPOEO": LCP echo parameters updated.

'"PPPOEO": LCP echo disabled.

Bepcus OnucaHue
2.00 Job6asneHa komaHaa interface Icp echo.
2.06 JobasneH napameTp adaptive.

3.27.116 interface Icp pfc

OnuncaHwmne

Mpe¢ukc no

BkntounTb cornacosaHme napameTpoB OKaTuA nosis Protocol 8 3020/108Kax
PPP. Tlo yMmOA4aHMIO HAaCTPOIKa OTKJIOHeHa.

KomaHga ¢ ﬂpe¢I/IKCOM Nno OTKNKYaeT JaHHYH ONUUI0 1 BCe 3anpocChl
yAaHEHHOVI CTOPOHbI Ha corsiacoBaHne PFC OTK/IOHAIOTCA.

Ja

MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica PPP

CuvHoncuc

(config-if)>  lcp pfc[cid]

(config-if)> no lcp pfc

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
cid Kmwyesoe Brknrountb coxkatne Connection ID B
CJ10BO 3aroJ/ioBKax.
Mpumep (config-if)> lcp pfc cid

PFC compression enabled
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(config-if)> no lcp pfc cid
PFC compression disabled

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.03 JobasneHa komaHgaa interface lcp pfc.

3.27.117 interface led wan

OnucaHwne MNMoka3blBaThb cOCTOsIHME MHTepeica C MOMOLLBLI0 MHAMKATOPA. [loXeH 6bITb
BblbpaH napameTp SelectedWan npy nomoLLm kKoMmaHgbl system led. Mo

YMONYaHMIO HAaCTPOIKa OTK/IOHeHa.

KomaHga ¢ npedunkcom no otkatoyaeT GyHKLUMIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncnc I (config-if)>  led wan

I (config-if)> no led wan

MNpumep (config-if)> led wan
Network::Interface::Led: Selected WAN GigabitEthernetl.

(config-if)> no led wan
Network: :Interface::Led: Selected no WAN.

VICTOleﬂ Mn3MeHeHWiA Bepc”ﬂ onvucaHue

2.08 JobaBneHa komaHaa interface led wan.

3.27.118 interface lldp disable

OnucaHue OTKNUNTL areHT LLDP Ha nHTepdelice. o ymonyaHmio GyHKUMSA BKIKOYEHa.
KomaHga ¢ npedurkcom no BkarouaeT LLDP areHT.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I(config-if)> 1ldp disable

| (config-if)> no Lldp disable
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Mpumep

UcTopuns nameHeHuii

(config-if)> 1ldp disable
Network::DiscoveryManager: LLDP agent is disabled on interface »
"ISP".

(config-if)> no 1ldp disable
Network: :DiscoveryManager: LLDP agent is enabled on interface »
"ISP".

Bepcus OnucaHve

2.11 Jo6aBneHa komaHga interface lldp disable.

3.27.119 interface mac access-list address

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

Jobasutb MAC-agpec B cnncok npasua ¢uabTpaunm nHTepderica. Tun
Cnucka AoCTyna ycTaHaBAnBaeTca koMaHaol interface mac access-list type.

KomaHga ¢ npedpurkcom no yaanset ykasaHHbln MAC-agpec ns ACL.
Ja
Aa
Ja

Access Point

(config-if)> mac access-1list address «address>

(config-if)> no mac access-list address address>

AprymeHT 3HauyeHue OnucaHwue

address MAC-apgpec MAC-agpec, KOTOpbIi HEO6X0AMMO f,06aBUTb
BACL.

(config-if)> mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster@/AccessPointl": added »
64:a2:f9:53:b2:12 to the ACL.

(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster0/AccessPointl": removed »
64:22:f9:53:b2:12 from the ACL.

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster®/AccessPointl": ACL »
cleared.

Bepcus OnucaHve

2.00 Jo6aBneHa komaHaa interface mac access-list address.
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3.27.120 interface mac access-list type

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb TWM CN1cKka NpaBua ¢unbTpauum nHtTepderica. Mo ymonyaHmo
TUN He onpegeneH (NPUCBOEHO 3HaYeHMe none).

HeTt

Ja
Het

Access Point

(config-if)> mac access-list type <type

AprymeHT 3HayeHue OnucaHue

type none Tun cnncka npasun GunbTpaLnm He
onpejeneH.
permit B cnncok 6yayT A06aBAATLCA TOBLKO

pa3spelwleHHble MAC-agpeca.

deny B cnncok 6yayT A06aBAATECSA TONBLKO
3anpeweHHble MAC-agpeca.

(config-if)> mac access-list type permit
Network::Interface::Ethernet: "WifiMaster0/AccessPointl": ACL »
type changed to permit.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface mac access-list type.

3.27.121 interface mac address

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

HasHaunTe MAC-agpec Ha yka3aHHbIn ceTeBol nHTepdeiic. Agpec 3agaetcs
B LWeCTHaauaTepu4HoM popmaTe 00:00:00:00:00:00. KomaHaa no3BonseT

YyCTaHOBUTL 10601 agpec, HO NpegynpexzaeT NoNb30BaTeNs, eCNv B HOBOM
ajpece yctaHoB/eH 6UT «multicast» nnn cépolueH 6uT «OUI enforceds.

KomaHga c npedurkcom no Bo3BpaLlaeT nHTepdericy ncxoaHboin MAC-agpec.

MpeaynpexaeHve: M3ameHeHne MAC-agpeca Ha nHTepdeiice Wi-Fi 3anpeLieHo.

Ja
Ja
Het

MAC
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>  mac address mac>

(config-if)> no mac address

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-agpec HoBbii MAC-aapec nHtepdeliica.

(config-if)> mac address 3C:1F:6E:2A:1C:BA

(config-if)> no mac address

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface mac address.

3.27.122 interface mac address factory

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoWiKKn

HasHaunTb 3aBoackon MAC-agpec Ha yKa3aHHbIN ceTeBO MHTepdeiic.

Het

Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

MAC

(config-if)> mac address factory name>

AprymeHT 3HauyeHue ‘Onwcal-wle
name lan NHTepdelicy byaeT npuceoeH "LAN"
MAC-aapec.
wan NHTepdelicy 6yaet npmucsoeH "WAN"
MAC-agpec.

(config-if)> mac address factory lan
Core::System::UConfig: done.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHaa interface mac address factory.

3.27.123 interface mac bssid

OnucaHwne

YcTaHoBUTb HOBbI MAC-agpec Touku goctyna 2,4 unn 5Ty B pexxume WISP.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

KomaHga c npedurkcom no Bo3BpaLlaeT nHTepdeiicy ncxogHeli MAC-agpec.
Ja

Aa

Het

WifiStation

(config-if)>  mac bssid <bssid

(config-if)> no mac bssid

AprymeHT 3HauyeHue OnucaHue

bssid MAC-agpec HoBsblin MAC-agpec nHtepdeiica ToUkun
AocTyna.

(config-if)> mac bssid 56:ff:20:00:1e:11
Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

Bepcus OnucaHve

213 JobaBneHa komaHaa interface mac bssid.

3.27.124 interface mac clone

OnucaHue

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

MpucBonTtb nHTepdelicy MAC-agpec Bawero MMK.

Het

Ja
Het

MAC, IP
I (config-if)>  mac clone

(config-if)> mac clone

Bepcus OnucaHve

2.00 JobaeneHa komaHga interface mac clone.

206

CnpaBo4HMK KoMaHa — Lite (KN-1310)



naBa 3 OnncaHme KOMaHA,

3.27.125 interface openvpn accept-routes

OnucaHue BktounTb NonyyeHrie MapLUpyTOB OT yAasieHHOM CTopoHbl Yepe3 OpenVPN.

KomaHza ¢ nped1Kcom no oTKAoYaeT HaCTPOWKY.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica OpenVPN

CuHoncuc I (config-ify>

openvpn accept-routes

I (config-if)> no openvpn accept-routes

Mpumep (config-if)> openvpn accept-routes
Network::Interface: :0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.

(config-if)> no openvpn accept-routes
Network: :Interface::0penVpn: "OpenVPNQ@": disable automatic routes »
accept via tunnel.

WcTopus nameHeHnit |Bepcus

OnucaHue

2.10

[Jo6aeneHa komaHaa interface openvpn accept-routes.

3.27.126 interface openvpn connect

OnucaHue YkazaTtb nHTepdeiic ana coegnHeHns OpenVPN. Ecav aprymeHT He 3a4aH,
coeAViHeHMe yCTaHaBAVBaeTcs Yepes 1tboin nHrepdeiic.

Mpedukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

openvpn connect [via«wias]

openvpn connect

3HayeHue OonwvcaHune

Tun uHTepderica OpenVPN
CuHoncuc (config-ify>
(config-if)>
AprymeHTbI AprymeHT
via

ms MonHoe nmsa nHTepdeinca nam NCeBLoOHNM.
MHTEpderica
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Mpumep

UcTopuns nameHeHuii

(config-if)> openvpn connect via ISP
Network: :Interface: :0penVpn: "OpenVPNO": set connection via ISP.

(config-if)> openvpn connect
Network: :Interface: :0penVpn: "OpenVPNO": set connection via any »
interface.

Bepcus OnucaHve

2.10 Jo6aBneHa koMmaHga interface openvpn connect.

3.27.127 interface openvpn name-servers

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

VMcnonb3oBaTtb agpeca cepsepoB DNS nonyyeHHble oT cepsepa OpenVPN.
Mo ymonuaHuio GpyHKLUMSA BKAOYEHA.

KomaHga ¢ npedunkcom no 3anpeLlaeT ncnoab3oBaTtb agpeca DNS
noJsiydyeHHble oT cepsepa OpenVPN.

Ja
Aa
HeTt

OpenVPN

I (config-if)>  openvpn name-servers

I (config-if)> no openvpn name-servers

(config-if)> openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »
via tunnel are enabled.

(config-if)> no openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »
via tunnel are disabled.

Bepcus OnucaHue

3.06 JobaBneHa koMaHga interface openvpn name-servers.

3.27.128 interface peer

OnuncaHune

HasHaunTb naeHTNGUKaTop yaaneHHoro ysnia kK KoTopomy byaet
OCYLLIeCTBAIATLCA NoAKN0UeHMe PPP, Bonee TOUHbIA CMbIC/T HACTPOMKW 3aBUCUT
oT TUna nHTepdeica. Hanpumep, ans PPPoE komaHaa interface peer 3asaet
Ms KOHLIeHTpaTopa goctyna, agns PPTP — vMs yaaneHHOro xocra wimn ero
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Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

IP-agpec, a ana SSTP — 3asaeT yaaneHHbI cepBep C NOPTOM 443 nnm niobsim

Apyrum.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIKy.

Aa
Ja
Het

PPP

(config-if)>

peer peer;

(config-if)> no peer

AprymeHT

3HauyeHue

OnucaHue

peer

Ctpoka

NaeHTrdunkaTop yaaneHHOM ToOUKN
NOAKNHOYEHNS AU aapec YAANeHHOro
cepBepa host.example.net:port. Mo

yMo/i4aHuto, Homep nopTta 443.

(config-if)> peer 111

(config-if)> peer host.example.net:5555

Bepcus OnucaHve
2.00 Jlo6aBneHa koMaHga interface peer.
212 Jlo6aBneHa BO3MOXHOCTb U3MEHSTL NOPT YAANEHHOro

cepBepa.

3.27.129 interface peer-isolation

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

BkArounTb N3015ALMI0 6€CNPOBOAHbLIX KTMEHTOB B JOMAaLLHeM CerMeHTe.
Hactpoiika npumeHseTcs Ha uHTepdelice Bridge n pacnpocTpaHsaeTcs Ha
BCe BK/IOYEHHbIe B HEero Toukm goctyna. Kpome Toro, 6/10kmpyeTca nepegaya
Tpadurka oT 6ecnpoBOAHbIX KIVEHTOB BHYTpWY L2-ceTu.

KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.

Ja
Ja
Het

Bridge
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CuHoncumc I (config-ify> peer-isolation

I (config-if)> no peer-isolation

MNpumep (config-if)> peer-isolation
Network: :Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JobasneHa koMmaHaa interface peer-isolation.

3.27.130 interface ping-check profile

OnucaHune HasHaunTb nHTepdeincy npodune Ping Check.
KomaHga c npednkcom no oTMeHseT HaCTPOIKY.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncurc (config-if)>  ping-check profile profiles

(config-if)> no ping-check profile

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

profile CTtpoka Ha3sBaHune Ha3zHayaemoro npoduns.

Mpumep (config-if)> ping-check profile test
PingCheck::Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

WcTopusa nsmeHeHwnii Bepcus OonucaHve

2.04 JobaBneHa komaHga interface ping-check profile.

3.27.131 interface ping-check restart

OnucaHune BkntounTb nepesarpysky HTepderica npu cpabaTteiBaHUKM Ping Check (ans
interface HegocTtyneH NHTepHeT). o yMon4aHnio GpyHKLMS OTKAOYEHa.
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KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-if)>  ping-check restart[<interface]

(config-if)> no ping-check restart

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

interface msa MonHoe nMsa nan NceBAOHUM MHTepdelica,
MHTeppeiica |KOTOPbIA ByseT nepesanyckaTbCsa nNpu
cpabaTbiBaHUM Ping Check Ha CBA3aHHOM
nHTepderice. ECnv 3TOT aprymMeHT He yKasaH,
nepesanyckatbcs byaeT nHTepodeliic,
CBA3aHHbIV ¢ npodunem Ping Check.

Mpumep (config-if)> ping-check restart
PingCheck::Client: Enabled "PPPoEQ" interface restart.

(config-if)> ping-check restart ISP
PingCheck::Client: Enabled "ISP" interface restart for "PPPoEQ".

(config-if)> no ping-check restart
PingCheck::Client: Remove restart settings for "PPPoEQ".

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

3.04 JobasneHa komaHga interface ping-check restart.

3.27.132 interface pmf

OnucaHue BkntounTb GyHKUMOHaNbLHOCTL PVIF,
KomaHga ¢ npednkKcom no oTKA0YaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica WiFi

CuHoncuc I (config-ify>  pmf

I (config-if)> no pmf
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Mpumep

UcTopuns nameHeHuii

(config-if)> pmf
Network::Interface: :Rtx::WifiStation: "WifiMasterQ/WifiStation0": »
PMF enabled.

(config-if)> no pmf
Network::Interface: :Rtx::WifiStation: "WifiMaster@/WifiStation0": »
PMF disabled.

Bepcus OnucaHve

2.09 Jlo6aBneHa koMmaHga interface pmf.

3.27.133 interface power

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb MOLLHOCTb nepejgatymka ans paAMO-MHTep(IDEVICOB.
MakcrmManbHass MOLHOCTb nepejatymka orpaHnyeHa ero annapaTtHbiMu
BO3MOXHOCTAMU N TOCyAapCTBEHHbBIMN 3aKOHAMW O PagnNOCBA3N. JaHHas
KOMaHJa No3BOJIAET Wb YMEHbLUNTb MOLWHOCTb NepeAatoLero yCTpOVICTBa
OTHOCUTENBLHO ero MakCMMaJsibHOW MOLLIHOCTW, C Lie/IbF0 BO3MOXHOI0
CHVXKEHUA nNoMex And Apyrmnx yCTpOVICTB B 3TOM AManasoHe.

Het
Ja
HeTt

Radio

(config-if)>  power <power

AprymeHT 3HayeHne |OnucaHue

power Lenoe uucso |MOLWHOCTb nepegatymka B npoueHTax ot

MakcManbHoM MowwHocTK (oT 1 Ao 100).

(config-if)> power 1
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": TX power »
level set.

Bepcus OnucaHve

2.00 JobasneHa komaHaa interface power.

3.27.134 interface pppoe service

OnuncaHwune

Mpejukc no

YkazaTtb cnyx6y PPPoE. Ecnn cnyxba He onpeaeneHa, To PPPoE-knneHT byaet

noaknr4yeH K I'IpOI/I3BOI1bHOVI cny>|<6e.

Aa
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica PPPoE

CuHoncuc (config-if)>  pppoe service <service»

(config-if)> no pppoe service

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
service Crtpoka HasBaHue cnyx6bl PPPOE.
Mpumep (config-if)> pppoe service TEST

Network::Interface: :Pppoe: "PPPOEQ": service set.

(config-if)> no pppoe service
Network::Interface: :Pppoe: "PPPOEQ": service removed.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.05 Jlo6aBneHa koMmaHga interface pppoe service.

3.27.135 interface pppoe session auto-cleanup

OnucaHwue BkntounTb otnpaeky PADT nakeTta Ans He3aBepLueHHow ceccum PPPOE. Mo
YMOYaHUIO QYHKLMSA BKIKOYEHA.

KomaHga ¢ npedpurkcom no oTktouvaeT oTnpasky PADT nakeTa.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica PPPoOE

CvHoncuc I (config-if)>  pppoe session auto-cleanup

I (config-if)> no pppoe session auto-cleanup

Mpumep (config-if)> pppoe session auto-cleanup
Network::Interface::Ppp: "PPPoEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup
Network: :Interface: :Ppp: "PPPoEO": disabled session auto cleanup.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

3.03

Jlo6aBneHa komaHga interface pppoe session
auto-cleanup.

3.27.136 interface preamble-short

onucaHune Mcnonb3oBaTb KOPOTKYH npeambysy.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Radio

CvHoncuc

I (config-if)>  preamble-short

I (config-if)> no preamble-short

Mpumep (config-if)> preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble enabled.

(config-if)> no preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble disabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHue

2.00

Jlo6aBneHa komaHga interface preamble-short.

3.27.137 interface reconnect-delay

OnucaHune YCTaHOBUTb nepunoj BpeMeHn Mexay nonbiTkaMmuy rnepenogkitoyeHns. Mo
YMOTYaHUKO NCMNONIb3YyeTCA 3Ha4YeHne 3.

KomaHga ¢ npedrikcoM no BO3BpALLAET 3HaYEHME MO YMONYAHNIO.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPP

CuHoncuc

I (config-if)>  reconnect-delay «sec>

I (config-if)> no reconnect-delay
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

sec Uenoe 4ucno |Meprog BpeMeHU B cekyHAax. MoxeT

NpMHMMaTL 3HayeHus ot 3 Ao 600.

(config-if)> reconnect-delay 3
Network: :Interface::Ppp: "PPTP1": reconnect delay set to 3 »
seconds.

(config-if)> no reconnect-delay
Network: :Interface::Ppp: "PPTPO": reconnect delay reset to »
default.

Bepcus OnucaHve

2.1 [Jlo6aBneHa komaHaa interface reconnect-delay.

3.27.138 interface rekey-interval

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

Yka3aTb Nepuog BpeMeHn Mexay aBToMaTUYeckKMy N3MeHeHUsIMN
CeKpeTHbIX K/loYer AN A4oCTyrna K ceTeBbIM YCTPOMCcTBaMm. 1o ymonyaHumio
ncnonb3yeTtcs 3HaveHe 86400

KomaHga c npednkcom no oTkIYaeT N3MeHeHMe KoYe.

Ja

Aa

Het

WiFi

(config-if)>  rekey-interval <interval

(config-if)> no rekey-interval

AprymeHT 3HauyeHue OnucaHwue

interval Uenoe uymcno |3HauveHve B CEKyHAAX UHTEpPBaNa CMeHb
KnroYa.

(config-if)> rekey-interval 3000
Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.

(config-if)> no rekey-interval
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": rekey »
interval disabled.
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WcTopuns nsmeHeHwnii |Bepcus onucaHue
2.06 Job6aeneHa komaHga interface rekey-interval.
2.15 JlobaBneHo 3HauveHme no ymon4vaHumto 3600 cekyHA,
3.04 3HayeHve Mo ymonyaHuo n3meHeHo Ha 86400 cekyHA,.

3.27.139 interface rename

OnucaHue Ha3HauunTb Npon3BoabLHOE Ms ceTeBOMY MHTepdelicy. KnHtepdercy MoXHO
ob6paLLaTbCa Mo HOBOMY MMeHM Kak no ID.

KomaHgaa ¢ npedrKcom no yaanset HaCTPOKY.
MpeaynpexgeHre: He nepenmMeHoBbIBaTe nHTepdeiic Home. 3TO MOXeET
NPUBECTU K HernpeackasyeMblM CUCTEMHbLIM OLUMBKaM.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config-ify>  rename <renames

(config-if)> no rename

AprymeHTbI AprymeHTt 3HaueHue |OnucaHune

rename CTpoka HoBoe nmsa nHtepodeiica.

Mpumep (config-if)> rename PPPoE1l
Network::Interface::Base: "PPPoEG": renamed to "PPPoEl".

(config-if)> no rename
Network: :Interface: :Base: "PPPoEOQ": name cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.08 JobaeneHa komaHga interface rename.

3.27.140 interface rf e2p set

OonucaHue N3MeHUTb 3HaYeHME SHENKN NaMSATV KaIMBPOBOYHBIX AaHHbIX, HAXOAsILLIeACs
no cMeLLeHuto offset Ha 3HaueHue value ana ykasaHHoOro nHTepdelica.

Mpejukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Radio
Cunoncuc (config-if) rf e2p set«ffset> walue
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
offset lecran preprHoe| CMeLLeHne aueink namatn. MoxeT
yucso NMPUHXMaTL 3HadyeHns oT 1E0 go 1FE.
value llecren preptHoe| HOBOE 3HauveHme A5 3anncK B SYeinky
yncno namaTn. MoxeT NpUHMMaTL 3HaYeHUs OT
0 no FFFF.
Mpumep (config-if)> rf e2p set 1f6 0

Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 [Jlo6aBneHa komaHga interface rf e2p set.

3.27.141 interface role

OnucaHue HasHauunTtb ponb nHtepdericy. OgHoMy HTepdency MoxeT 6bITb HazHa4YeHo
HeCcKo/IbKOo poneil. KoMaHga ncnonb3yeTcs N8 NPaBUIBHOIO 0TOBpaXxeHUs
cedaseln VLAN B Be6-uHTepdeiice.

KomaHga ¢ npedurkcom no yaanset ponb. Ecav BbINOAHUTL KOMaHAy 6e3
aprymMeHTa, To BeCb CNCOK posel nHTepdeiica byaeT ounLLeH.

Mpejukc no Ja
MeHsieT HacTpovikm  Hert

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config-if)>  role«roles[ for<«ifor ]
(config-if)> no role[ role]
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
role inet NHTepdeic ncnonbsyercs Ang NOAKIOYEHUNS
K IHTepHeTy.
iptv NHTepdelic ncnonbayetca ansa cny6bl IPTV.
voip VHTepdeinc ncnonbsyetcs ansa ciy>ébl VoIP.
misc WHTepdeiic ncnonesyetca ana IP Policy.
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Mpumep

UcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

ifor Nms MonHoe nmsa nHTepdeca nam NCeBAoHMM.
MHTepPenca

(config-if)> role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": assigned role »
"iptv" for GigabitEthernetl.

(config-if)> no role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": deleted role "iptv".

(config-if)> no role
Network::Interface::Base: "GigabitEthernetl": deleted all roles.

Bepcus OnucaHue
2.06 JobaeneHa komaHga interface role.
2.10 JobasneH aprymeHT misc.

3.27.142 interface rrm

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

Bkntountb RRM gna nomcka cocefHUX Tovek AocTyna no ctaHgapty IEEE
802.11k c uenbto NpeAoCTaBNEHNSA CMICKA ITUX TOUEK AOCTYNa aboOHEHTCKOMY
YCTPOWCTBY Mo 3anpocy. Mo yMOAYaHWUIO 3Ta ONuUMS OTK/IOHeHa.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Het

AccessPoint

I(conﬁ94ﬂ> rrm

I (config-if)> no rrm

(config-if)> rrm
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
RRM enabled.

(config-if)> no rrm
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
RRM disabled.

Bepcus OnucaHve

2.13 JobaeneHa komaHga interface rrm.
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naBa 3 OnncaHme KOMaHA,

3.27.143 interface schedule

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

MpucBonTh NHTEpdeiicy pacnvcaHue. Mepes BoINOAHEHNEM KOMaHAbI,

pacnncaHmne A01XXKHO 6bITb CO34aHO N HaCTpPOEHO Npn NoOMoLKN KOMaHAbl

schedule action.

KomaHaa ¢ npedunKcom no pa3pbiBaeT CBSA3b MeXAY pacnuncaHvem u
nHTepdericom.

Ja

Ja

Het

(config-if)>  schedule <schedule»

(config-if)> no schedule

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnucaune |HasBaHMe pacnmncaHumsa, Co3gaHHOro npu
nomMoLum rpynnel KoMaHA schedule.

(config-if)> schedule WIFI
Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

Bepcus OnucaHve

2.06 JobaeneHa komaHaa interface schedule.

3.27.144 interface security-level

OnucaHwne

YCTaHOBUTb YpOBeHb 6€30MacHOCTY ANt JAHHOTO UHTepdeiica. YpoBHU
6e30MacHOCTV onpeAensitoT IOrnKy paboTbl MeXCeTeBOro 3KkpaHa:

+ Pa3pelueHo ycTaHaBAVBaTb COeANHEHWS B HarnpasaeHnn
private - public.

*+ 3anpeLleHo yCTaHaBIMBaTb COeANHEHNS, MPUXoAsLLMe Ha NHTepdeiic

public, T. e. B HanpaBneHun public - private n public - public.

+ CaMo yCTPOICTBO NPMHMMAET CeTeBble NOAKNOYEHMs (pa3peLuaeT
ynpas/ieHue) ToNbKo ¢ MHTepdeiicoB private.

+ MNepepaya faHHbIX Mexay NHTepdelicamm private MoXeT 6bITb paspeLLeHa
WK 3anpeLleHa B 3aBUCUMOCTY OT YCTaHOBKM rNobanbHOro napamerpa

isolate-private.
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naBa 3 OnncaHme KoMaHp,

MNpejukc no

MeHsieT HaCTPOMKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

Mpumep

+ protected nHTepdericbl He MMerT AOCTyMNa K YCTPOMCTBY U APYrvM
private/protected nogcetsiM, HO OHM UMEIOT JOCTYM K public
nHTepdericaM n nHTepHeTy. YCTPOWCTBO obecneymBaeT 3aLUnLLEeHHbIM
cerMeHTam To/bKO gocTyn K cny>xb6am DHCP 1 DNS.

* MNepepaya gaHHbIX OT private nHTepdeiica Kk protected No ymonyaHuto

3anpeLleHa. Ytobbl paspelnTb Takoe B3aMMoaelicTeme, Heo6XxoAnMo
BbINOJIHUTL KOMaHAy no isolate-private.

MNpuMeyaHune: [0 yMONYaHUIO BCEM BHOBb CO3JaHHbIM MHTepdeicam
npucBavBaeTcs ypoBeHb 6e3onacHOCTU public.

Cnuckn goctyna access-list nmetoT 6onee BbICOKNI
npuopuTeT, YeM YPOBHU 6€30MacHOCTH, MO3TOMY C
MOMOLLIbO HUX MOXHO BBOAUTL AOMOAHUTE/IbHbIE MpaBuaa
dnnbTpauMn NakeToB..

Het

Ja
HeTt

IP

I (config-if)> security-level (public | private | protected)

HecmoTpsi Ha To, UTO He cyLlecTByeT GYHKLMM MONHOTO OTKOUYEH S
MEeXCeTEBOr0 3KpaHa, MOXHO OTK/IH0UaTb €ro Ha OTAe/IbHbIX HanpaBAeHUsIX.
JonycTm, TpebyeTcs NONHOCTBIO paspeLlnTb nepesady AaHHbIX MeXay
«/loMallHen» ceTbto Home 1 rnobanbHoOM ceTbio PPPOED. s 3TOro o6oum

MHTepdericam Hy>XHO Ha3Ha4YMTb YPOBeHb 6e30MacHOCTM private u
oTkNUNTL dyHKUMIo isolate-private.

(config)> interface Home security-level private
Network: :Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOE® security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

MpuMeyaHne:  MexXceTeBOW aKpaH U TPaHCALMA agpecos — GYHKLMN,
npejHasHavYeHHble 419 peLleHVsa MPUHLMNVANBHO PasHbIX
3aay. BkntoueHne NAT mexay nHtepdericamm Home u

PPPoEO B KOH®UIypaLmu, MOKa3aHHO BbiLLe, He 3akpbiBaeT
JAOCTyn B ceTb Home co cTopoHbl rnobanbHow cetun. [laxe
Npwv BKAKOYEHHOW TPaHCAALMY aapecoB KOMaHAoM ip nat
Home nakeTbl 13 PPPOEO 6yayT cBO6OAHO MPOXOAUTL B CETb
Home.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.00 Job6aBneHa komaHaa interface security-level.
2.06 Jlo6baBneH napameTp protected.

3.27.145 interface speed

OnucaHwne HactpounTtb ckopocTb Ethernet uHtepdeiica. Mo ymonvaHumio 3ajaHo 3HaYeHe
auto.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHo.
MNpejukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOgA, Het

Tun nHTepdeiica Ethernet
CuHoncuc (config-if)>  speed <speed>
(config-if)> no speed
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
10 Knoyesoe CKopocCTb coegnHeHnsa B MbuUT/c.
100 CJ10BO
1000
auto Knwyesoe ABTOMaTUYeCcKas HacTPolika CKOPOCTH.
C/10B0
Mpumep (config-if)> speed 1000
Network::Interface::Ethernet: "GigabitEthernetl/0": speed set »
to 1000.

(config-if)> no speed
Network::Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.06.B.1 JobaBneHa komaHgaa interface speed.

3.27.146 interface speed nonegotiate

OnucaHwue OTKAUNTL aBTOMAaTUYECKYH HacTPOnKy ckopocTu. Mo
YMONYaHMI0,aBTOMaTNYeCKas HacTPOMKa BKAKOYEHa.
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naBa 3 OnncaHme KoMaHp,

KomaHga c npedunkcom no BKAKOYaeT aBTOMaTUYeCKY0 HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  speed nonegotiate

I (config-if)> no speed nonegotiate

Mpumep (config-if)> speed nonegotiate
Network: :Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation enabled..

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.08 Job6asneHa komaHaa interface speed nonegotiate.

3.27.147 interface ssid

OnucaHune Yka3aTb nms 6ecnposogHoi cetn (SSID) ana nHtepdeicos WiFiStation u
AccessPoint. B 3aBUCMMOCTM OT TUNa nHTepdeiica 3HaueHme SSID
obpabaTtbiBaeTCst NO-pa3HOMY.

* [lnsa AccessPoint SSID — HeobxoaMMas HacTpolika, 6e3 KOTOpPO OHa He
6yAeT NPUHUMaTb NOAKIHOUEHNS.

« AnaWiFiStation SSID onpegensieT, K Kakoli Touke AOCTyna OHa byaeT
noAakntoyatbcs. be3s 3agaHHoro SSID WiFiStation MoXeT nogKntoumnTbLCa
K 1060 A0CTYNHOM 6eCnpoBOAHOM CETY MO CBOEMY YCMOTPEHUHO.

KoMaHAa ¢ Npedrkcom no ycTaHaBNMBaeT UMsi 6eCrpoBOAHON CeTU Mo
YMOYaHWIO.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica WiFi

CuHoncuc I (config-if)>  ssid «ssid>
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-if)> no ssid

AprymeHT 3HauyeHue OnucaHwue

ssid CTpoka Mms 6ecnpoBogHoii ceTtu (SSID).

(config-if)> ssid MYNETWORK
Network::Interface: :Wireless: "WifiMaster®/AccessPoint0": SSID »
saved.

(config-if)> no ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID reset.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface ssid.

3.27.148 interface switchport access

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YcraHoBUTb naeHTUdUKaTop VLAN Ha NOpTy AN paboThl B pexuvmMe JocTyna.
Paspeluaet nepegady Kagpos ykasaHHoro VLAN B MOpT v BKIKOYAaET yaaneHue
Mapkepa VLAN 13 nepegaBaembiX KagpoB.

KomaHga c npedurkcom no yganseTt HacTPOKY.
Ja

Ja

Het

Port

(config-if)>  switchport access vlan «id>

(config-if)> no switchport access vlan

AprymeHT 3HayeHue |OnucaHue

vid Uenoe umncno |NaeHtnukatop VLAN docmyna. MoxeT
npuHMMaTb 3HayeHus ot 1 o 4094
BK/IFOUMTENBHO.

(config-if)> switchport access vlan 1
Network: :Interface: :Switch: "FastEthernet0/0": set access VLAN »
ID: 1.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga interface switchport access.

3.27.149 interface switchport friend

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopus nsmeHeHwnii

HacTpouTb ogHoHanpasneHHbli VLAN ansa rpynnoBoro Tpadduvka B
aononHeHwue K VLAN docmyna. NMopT MOXeT BbITb YacTbio ogHoro VLAN
docmyna. KoMaHAa BKIOYaeT nepeajpecaumio ncxogailero tpaduka ¢
apyroro VLAN docmyna (Ha3eiBaemoro "friend"). MakeTol "friend" nepeaatoTtca
6e3 Tera.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
Ja

Aa

Het

Port

(config-if)>  switchport friend vlan «vid»

(config-if)> no switchport friend vlan

AprymeHT 3HaueHue |OnucaHue

vid Uenoe uucno |VaeHtndukatop "friend" VLAN. MoxeT
npyHMMaTbL 3HayeHusa ot 1 go 4094
BK/IIOUMTE/IbHO.

(config-if)> switchport friend vlan 2
Network::Interface: :Switch: "FastEthernet0/0": set friend VLAN »
ID: 2.

Bepcusa OnucaHue

2.06 Job6aeneHa komaHgaa interface switchport friend.

3.27.150 interface switchport mode

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn

YCTaHOBUTL pexuM access Unu trunk gns seliopaHHoro VLAN. o yMonyaHuto
YCTaHOB/IEH PEXNM access.

KomMaHgza ¢ npedpurKcom No ycTaHaBAMBAET 3HaYeHMe Mo yMOJTHAHUIO.
Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Port

(config-if)>  switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

AprymeHT 3HayeHne |OnucaHue

mode access Bkntouunts pexum goctyna VLAN, To ecTb
TaKOW pexunm, Korga yepes nopt
nepejaroTcs TOJIbKO HEMApPKVPOBaHHbIe
Kagapsbl. Ha BxogdLme kagpbl CTaBUTCA
Mapkep PVID, ycTaHOBNEHHbIi KOMaHAOM
switchport access. [opT aBnseTcs
BbIXO4HbIM TO/IbKO Ans VLAN ¢
naeHTndumkatopom PVID. Mpu nepegave
Kagpos B nopt, Mapkep VLAN ¢ HUX
CHUMaeTCS.

trunk BKIIOUUTL pexxnm MynbTUNNEKCUPOBaHNSA
VLAN, korga yepes nopTt nepegarorca
Kagpbl, NpYHaaaexalime HeCKObKNM
VLAN. Mpwn 3TOM Kaxabl Kagp noMeyeH
MapkepoM. Cncok naeHTnerKaTopos
ceteln VLAN, B KOTOpble BXOAUT NOPT,
yCTaHaB/MBaeTCs KoMaHaol switchport
trunk.

g-in-q Knwuyesoe BKNtOUMTb ABOMHOE TErMpPOBaHUe.
C/10B80

(config-if)> switchport mode access
Network: :Interface::Switch: "FastEthernet0/1": access mode »
enabled.

Bepcus OnucaHve

2.06 JobasneHa KomaHaa interface switchport mode.

3.27.151 interface switchport trunk

OnucaHune

Mpedukc no

Job6aButb nopt BO VLAN. Paspelunts Nnprem 1 nepegavy KajpoB yKa3aHHOro
VLAN B nopT, npmnyem mapkep VLAN 13 nepegaBaembix KagpoB He yaanaeTcs.
B pexxume trunk gonyckaetcs gobaBneHune nopTta B Heckosbko VLAN.

KomaHga ¢ npedurkcom no yaanseTt nopT n3 ykaszaHHoro VLAN. Ecnun
MCNoNb30BaTb KOMaHAy 6e3 apryMeHTOB, NopT 6yaeT yaaneH ns scex VLAN.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

Port

(config-if)>  switchport trunk vian «vid»

(config-if)> no switchport trunk vlan [ vid]

AprymeHT 3HayeHne |OnucaHue

vid Uenoe uucno |NpeHtndmkatop VLAN. lnanasoH
AOMYCTUMbIX 3HaYeHU — oT 1 fo 4094.

(config-if)> switchport trunk vlan 100
Network::Interface::Switch: "FastEthernet0/1": set trunk VLAN »
ID: 100.

Bepcus OnucaHve

2.06 Job6asneHa KkomaHaa interface switchport trunk.

3.27.152 interface traffic-shape

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

YcTaHOBUTb npeaen ckopoctn nepeiayn JaHHbIX 4114 yKasaHHOro MHTep¢e|7|ca
B 0be CTOPOHDbI. Mo YMONYaHNKO CKOPOCTb He orpaHn4eHa.

KomaHgaa ¢ npedprKcoOM no yaanset HacTPOKY.
Ja
Ja

Het

(config-if)>  traffic-shape rate rate> [ asymmetric wpstream-rate;]
[ schedule <schedule> ]

(config-if)> no traffic-shape

AprymeHT 3HauyeHue OnucaHwue

rate Lenoe 4ncno |3HayeHme CKOPOCTU Nepejaydn AaHHbIX
B K6uT/c. OrpaHnyeHne JONXHO 6biTb B
Anana3oHe oT 64 Kéut/c go 1 Fréumt/c.

upstream-rate |Uenoe uwucno |CKOPOCTb OTAAUM AAHHbIX B K6UT/C.
OrpaHunueHue O0/IKHO 6bITh B

AnanasoHe oT 64 Kéut/c go 1 rémt/c.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnucaHwue

schedule Pacnncanne  |Ha3BaHMe pacnmncaHus, CO34aHHOro npwu
nomoLum rpynnbl KoMaHg schedule.

(config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

(config-if)> traffic-shape rate 80 asymmetric 64
TrafficControl::Manager: "WifiMasterl/WifiStation@" interface »
rate limited to 80/64 kbit/s.

(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for »
"WifiMasterl/WifiStation@" interface.

Bepcus OnucaHue
2.05 Job6asneHa komaHaa interface traffic-shape.
3.04 JlobasneH aprymeHT upstream-rate.

3.27.153 interface tunnel destination

OnuncaHwme

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

3apatb yAaHEHHbIIz KOHEeLU TyHHenA. Ecnn oH ncnosib3yeTcd COBMeCTHO C
aBToOMaTun4yecknm IPsec-coegnHeHMeM, CBA3aHHbIM C TyHHEenewm, MHTep¢e|7|c
CTaHOBUTCA NHNLMNATOPOM IPsec-coegmnHeHmns.

KomaHga ¢ npedrkcoM No oTMEeHSAeT HacTPOIKY.
Ja

Ja

Het

Tunnel

(config-if)>  tunnel destination «destinations

(config-if)> no tunnel destination

AprymeHT 3HayeHue |OnucaHue
destination Crpoka IP-agpec unn goMeHHoe MA yAaneHHOoro
XOocCTa.

(config-if)> tunnel destination ya.ru
Network::Interface::Tunnel: "Gre0": destination set to ya.ru.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no tunnel destination
Network::Interface::Tunnel: "Gre0@": destination was reset.

Bepcus OnucaHue

2.08 JobaBneHa komaHaa interface tunnel destination.

3.27.154 interface tunnel eoip id

OnucaHue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

3agaTb ngeHtndukartop EolP-tyHHens.

KomaHaa ¢ npepunKcom no oTMeHseT HaCTPONKY.
Ja

Ja

Hert

Eoip

(config-if)>  tunnel eoip id «id>

(config-if)> no tunnel eoip id

AprymeHT 3HauyeHue |OnucaHue

id lenoe umucno |\ageHTUGUKaATOP TYHHENS.

(config-if)> tunnel eoip id 50
Network::Interface::Tunnel: "Gre0": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHaa interface tunnel eoip id.

3.27.155 interface tunnel gre keepalive

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

Brntountb nogaepxky Cisco-like keepalive ana tyHHeneli GRE. o ymonyaHuto
interval paBHO 5, count paBHoO 3.

KomaHga c npedurkcom no yganseTt HacTPOKY.
[Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Tunnel

(config-if)>  tunnel gre keepalive <intervals> [count]

(config-if)> no tunnel gre keepalive

AprymeHT 3HauyeHue OnucaHue

interval Uenoe umucno |NHTepBan oTnpasku naketos keepalive B
cekyHaax. MoxeT NnpyHMMaTb 3HayYeHUs oT
0 A0 60. Ecnv npucBoUTb 3HaYeHMe 0, TO
BKJIIOUAeTCH TONbKO OTBeT Ha keepalive n
poyTep He ByfeT pearmpoBaTth Ha M3MeHeHne
COCTOSAHUSA TYHHeNs.

count UYenoe uucno |Konnyectso NOMbITOK OTMNPaBKN NakeToB
keepalive. MoxeT NpMHMMaTb 3Ha4YeHUs OT
1 po 20.

(config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network: :Interface::Gre: "Gre0": enable only GRE keepalive »
replies.

Bepcus OnucaHve

2.10 [Jlo6aBneHa komaHga interface tunnel gre keepalive.

3.27.156 interface tunnel source

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

3afatb IoKanbHbIA KOHeL, TYHHens. Ecim oH 1cnonb3yeTcs COBMECTHO €
aBTOMaTNYecKUM IPsec-coeuHeHNeM, CBA3aHHbIM C TYHHe1IeM, TO BK/1toYaeTcA
pexuvm nprema coeanHeHunii IPsec IKE Ha ycTaHOBNeHVe 3aLyLLEHHOIO
TYHHens.

KomaHga ¢ npednkcom no oTMeHsAeT HaCTPOIKY.
Ja

Ja

Het

Tunnel
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-if)>  tunnel source (auto | <interface | <address>)
(config-if)> no tunnel source
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
auto Kniwyesoe YCTaHOBUTbL TeKyLLWIA paboTatoLnii
CJ/10B0 WAN-nHTepdeiic.
interface nms MonHoe nmsa nHtepderica N NCEBLOHNM.
MHTEepdeica
address IP-agpec JNokanbHbIn IP-agpec TyHHens.
Mpumep (config-if)> tunnel source auto
Network: :Interface::Tunnel: "Gre0": source interface set to auto.
(config-if)> no tunnel source
Network::Interface::Tunnel: "Gre@": source was reset.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.08 JobaeneHa komaHaa interface tunnel source.
2.09 JobasneH aprymeHT auto.

3.27.157 interface tx-burst

OnucaHue BrkntounTb arperaumio nakeTos Ha ypoBHe Wi-Fi gpatisepa (Tx Burst). Mo
YMOJIHaHUIO NapaMeTp OTK/IHOYEH.

KomaHga ¢ npedrkcom no oTKA0YaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-if)>  tx-burst

I (config-if)> no tx-burst
NMpumep (config-if)> tx-burst

Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.
VICTOleﬂ N3MeHeHUun Bepcmﬂ onvucaHue

2.07 JobaBneHa komaHgaa interface tx-burst.
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3.27.158 interface tx-queue length

OnucaHune YCTaHOBUTb pa3mep oyepeamn NCXOAALLMX NakeToB Ha MHTepdeiice. Mo
YyMON4YaHUo ycTaHoBAeHO 3HaveHme 1000.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HaUEHME MO YMOAYAHNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-if)>  tx-queue length <lengths

(config-if)> no tx-queue length

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

length UYenoe uucro |AnnHa ouepean B npegenax ot 0 4o 65536.

Mpumep (config-if)> tx-queue length 255
Network::Interface::Base: "L2TPO": TX queue length is 255.

(config-if)> no tx-queue length
Network::Interface::Base: "L2TPO": TX queue length reset to »
default.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

3.06 Jlo6aBneHa koMmaHga interface tx-queue length.

3.27.159 interface tx-queue scheduler cake

OnucaHwue YCTaHOBUTb NNaHNPOBLLMK nakeToB CAKE ana nHTepdeiica. Mo ymonyaHuto
3Ha4eHune cake ncnonb3yetca ana DSL uHTepdelicos n USB-moaemos,
fq_codel — ana Bcex ocTanbHbIX.

KomaHga c npedunkcom no HazHayaeT NIaHNPOBLLMK MO YMOIUYaHUIO.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-if)>  tx-queue scheduler cake

I (config-if)> no tx-queue scheduler cake
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Mpumep

UcTopuns nameHeHuii

(config-if)> tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"cake".

(config-if)> no tx-queue scheduler cake
Network::Interface::Base: "L2TP0": set default TX queue scheduler.

Bepcus OnucaHve

3.06 [JlobaBneHa komaHza interface tx-queue scheduler cake.

3.27.160 interface tx-queue scheduler fq_codel

OnucaHwne

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHui

YCTaHOBUTb NAaHNPOBLUMK NakeToB FQ_CODEL ana nHtepdeiica. Mo
YMO4aHUIO 3HaueHne cake ncnonbsyetcs Ans DSL nHTepdeiicos n

USB-mogemoB, fq_codel — gns Bcex oCTanbHbIX.

KomMaHgza ¢ npeprKcoM No Ha3HayaeT NIaHNPOBLLVIK MO YMOUYAHUIO.
Ja

Ja

Het

I (config-if)>  tx-queue scheduler fq_codel

I (config-if)> no tx-queue scheduler fq_codel

(config-if)> tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"fg_codel".

(config-if)> no tx-queue scheduler fq_codel
Network::Interface::Base: "L2TP0": set default TX queue scheduler.

Bepcus OnucaHve
3.06 Jo6aBneHa komaHga interface tx-queue scheduler
fq_codel.

3.27.161 interface up

OnucaHwne

Mpedukc no

BkntounTb ceTeBoli MHTepdelic 1 3anncaTbh B HACTPOIKN COCTOSIHME «Up».

KomaHga ¢ npednKcom no OTK/IKUaEeT ceTeBOM MHTepdelc n yaanseTt «up»
13 HacTpoek. Takxke MOXeT 6bITb MCMoJIb30BaHa koMaHza interface down.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc I (config-if)> up

I (config-if)> no up
Mpumep (config-if)> up

Interface enabled.
NcTopus nsmeHeHuimi Bepcus OonucaHue

2.00 Jlo6aBneHa komaHaa interface up.

3.27.162 interface wireguard listen-port

OnucaHwue HasHaunTb Homep nopTa UDP, Ha KOTOPbLIV NPUHMMAOTCA BXoAsLLme
noAknoueHms. o ymonyaHmo HoMep NopTa He onpejeseH.

KomaHga c npedumkcom no cbpacbiBaeT 3HaveHme nopra.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica Wireguard

CuHoncuc (config-if)>  wireguard listen-port port>

(config-if)> no wireguard listen-port

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
port lenoe umucno |Homep nopTta. MoxeT NnpyUHUMaTb 3HaYeHUs
B npegenax oT 1 Ao 65535 BkAOUNTENBHO.

Mpumep (config-if)> wireguard listen-port 11633
Wireguard::Interface: "Wireguard4": set listen port to "11633".

(config-if)> no wireguard listen-port
Wireguard::Interface: "Wireguard4": reset listen port.

VICTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.03 JobasneHa komaHaa interface wireguard listen-port.
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3.27.163 interface wireguard peer

OnucaHwne J06aBuTb NyBANYHbIA KOY YAaneHHOro NMpa, YTobbl HACTPOUTL HesonacHoe
coenHeHVe nocpeacTBOM npoTtokona WireGuard.

KomaHaa ¢ npedrKcom no yaanseT ykasaHHbIA KA.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tuvn nHtepdeiica Wireguard
Bxo)xaeHue B rpynny (config-wg-peer)

CuHoncue (config-if)>  wireguard peer «key>

(config-if)> no wireguard peer <key>

AprymeHTbI AprymeHT 3HaueHme |OnucaHue

key Crtpoka 3HaueHwue karYa. Jjonyckaerca
NCMONb30BaHMe NaTUHCKMX BYKB, udp n
3HaKoOB paBeHCTBa. AnnHa knro4a
cocraBnfaet 44 cMMmBoa (npeacraBneHve
CTpoOkU B 32-6aliTHOM KoaMpoBKe base64).

Mpumep (config-if)> wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmmOg=
(config-wg-peer)>

(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI jjPmmOg=
Wireguard::Interface: "Wireguard4": removed peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmmg0o="".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.03 Job6asneHa komaHaa interface wireguard peer.

3.27.163.1 interface wireguard peer allow-ips

OnucaHue JobaBuTb noaceTb IP-agpecoBs, Ha KOTOpbIe pa3peLleHa nepejaya NakeTos
BHYTPU TYHHens.

MNprMeyaHue:  YTobbI pa3pelLnTb Nepedady Ha fobble agpeca,
HeobxoAnmMo A06aBUTb NoAceTb 0.0.0.0/0.

KomaHga ¢ npedurkcomM no yaanseTt nogcetb. ECM BbINOAHNTE KOMaHAy 6e3
aprymMeHTa, To BeCb C1COK NoAceTeln byaeT oumLLeH.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

Ja

Ja

Aa

Wireguard

(config-wg-peer)>  allow-ips address» mask>

(config-wg-peer)> no allow-ips [ <address> mask> ]

AprymeHT 3HayeHue |OnucaHue

address IP-agpec BmecTte ¢ mackoln mask 3agaeT noacetb
IP-agpecos, nognexawmx TpaHCNALUNN.

mask IP-macka Macka noacetu. EcTb ABa cnocoba BBOAA
Macku: B KAHOHWUYEeCKOM BUAe
(Hanpuvmep,255.255.255.0) 1 B BUAe
61TOBOM ANNHBLI NpedurKca (Hanpumep,
/24).

(config-wg-peer)> allow-ips 0.0.0.0/0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

(config-wg-peer)> no allow-ips
Wireguard::Interface: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g=".

Bepcus OnucaHve
3.03 JobasneHa komaHgaa interface wireguard peer
allow-ips.

3.27.163.2 interface wireguard peer endpoint

OnucaHune

Mpedukc no

MeHsieT HacTpoiKkmn

YKasaTb agpec yianeHHoro n1pa, c KoTopbiM byAeT yCTaHOBIEHO COeMHeHVe
WireGuard.

KomaHga ¢ npednKcom no yaanset KOHeYHYH TOYKY TYHHess.
Ja
Ja
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

Wireguard

(config-wg-peer)>

(config-wg-peer)>

endpoint «address; [«ports]

no endpoint

AprymeHT 3HayeHne |OnucaHue

address IP-agpec IP-agpec v gomMeHHoe MA yaaneHHoro
xocTa.

port lYenoe uucno |Homep nopta UDP.

(config-wg-peer)> endpoint 10.0.1.10:11635

Wireguard::Interface:

"Wireguard4": set peer »

"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g=" endpoint to »

"10.0.1.10:11635

(config-wg-peer)

Wireguard::Interface:

> no endpoint

"Wireguard4": reset endpoint for peer »

"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Bepcusa

OnucaHune

3.03

Job6aBneHa komaHAa interface wireguard peer

endpoint.

3.27.163.3 interface wireguard peer keepalive-interval

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

YCTaHOBUTb MHTepBas O0TNpaBky nakeTos keepalive Ans MOHUTOPWHTIa
coeanHeHns WireGuard. To yMONYaHNIO MHTEPBan He 3ajaH.

KomaHga ¢ npeprKcom no yaanset HacTPOKY.

Ja
Ja
Het

Wireguard

(config-wg-peer)>

keepalive-interval <interval>

(config-wg-peer)> no keepalive-interval

AprymeHT

3HaueHve

OnucaHue

interval

Lenoe u4ucno

NHTepBan oTnpaBkM NakeToB
keepalive B cekyHpax. MoxeTt
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HaueHue OnucaHwue
NpUHMMaTh 3Ha4YeHVs oT 3 A0 3600
BK/IHOUUTE/BLHO.
Mpumep (config-wg-peer)> keepalive-interval 3

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g=" keepalive interval »
to II3II .

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.03 JobaeneHa komaHAa interface wireguard peer
keepalive-interval.

3.27.163.4 interface wireguard peer preshared-key

OnucaHue 3agaTb pa3sgenseMblii Koy ana WireGuard coenHeHns K yaaneHHoMy nupy.
Pazpensembiii kntou (PSK) — 3To gononHUTeNbHOE yyulleHe 6e30nacHOCTU
B COOTBETCTBMMW C MpoTOoKosoM WireGuard v ans MakCMManbHOW
3aLUNLLEHHOCTU KaXAO0MY KANEHTY A0/KeH 6bITb Ha3HauYeH YHUKaAbHbIN
PSK. Mo ymonuaHuto PSK He ncnonb3syeTcs.

KomMaHza ¢ npedprKcom no yaanset HaCTPOKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOgA, Het
Tun nHTepdeiica Wireguard

Cunoncuc (config-wg-peer)>  preshared-key preshared-key:

(config-wg-peer)> no preshared-key

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

preshared-key |CTpoka 3HauveHwue kntoya PSK. [lonyckaeTcs
NCNOb30BaHMe aTUHCKUX BYKB, Lndp 1
3HaKoB paBeHcTBa. [rHa Kntoya 44
crMBoONa.

Mpumep (config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=
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UcTopuns nameHeHuii

Wireguard::Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHve

3.03 JobaBneHa komaHaa interface wireguard peer
preshared-key.

3.27.164 interface wireguard private-key

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Ha3HaunTb UK creHeprpoBaTb NPUBATHBIN KU ANSt MOAKIUYEHUS K
yAaneHHbIM NMpam Yepes npoTokon WireGuard. Mo ymon4aHuto NpyBaTHbI
KNHOY He HaCTPOEH.

Het
Het
HeTt

Wireguard

(config-if)>  wireguard private-key [ private-key>]

AprymeHT 3HayeHne |OnucaHue

private-key CTtpoka 3HauyeHVie HOBOro NPYBATHOIO K/toYa.
JlonyckaeTcs NCNonb3oBaHMe NaTUHCKMUX
6yKB, Ldp 1 3HaKoB paBeHCTBa. AnnHa
Kntova 44 cmmsona.

(config-if)> wireguard private-key
Wireguard::Interface: "Wireguard4": generated new private key.

(config-if)> wireguard private-key »
Ushaeghezail7reo8iK6ear0eomujohkeen8jahX5uo=
Wireguard::Interface: "Wireguard4": set private key.

Bepcus OnucaHve

3.03 [Jlo6aBneHa komaHga interface wireguard private-key.

3.27.165 interface wmm

OnucaHwne

Bkntounts WMM Ha nHTepdelice.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja
Ja
Het

Access Point

I (config-if)>  wmm

I (config-if)> no wmm

(config-if)> wmm
WMM extensions enabled.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface wmm.

3.27.166 interface wpa-eap radius secret

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

YKa3aTb COBMECTHO NCMOJIb3yeMblii CEKPETHbIN KoY A18 6e30nacHOro
B3auMoAencTBma mexay RADIUS cepepom 1 RADIUS KnneHToMm.

KomaHga ¢ npedunKcom no yaanset CeKpeTHbIN KoY.
Ja

Ja

Het

Bridge

(config-if)> wpa-eap radius secret <secret>

(config-if)> no wpa-eap radius secret

AprymeHT 3HayeHue |OnucaHue

secret Ctpoka 3HadeHue kntoya RADIUS cepsepa.
MakcumanbHaa gnnHa coctaBnsaet 64
cumMmBoOna.

(config-if)> wpa-eap radius secret »
(+>R#G™ }-INxru'i8i | LK}wBN9E~X0Xa{xFOG-N"%FaTnr|S(e(q$/1P2/tbX/#Q
Network: :Interface: :Rtx::WpaEap: Bridge® RADIUS secret applied.

(config-if)> no wpa-eap radius secret
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret cleared.
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.01 Jlo6aBneHa koMmaHga interface wpa-eap radius secret.

3.27.167 interface wpa-eap radius server

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopus nsmeHeHwnii

YKa3aTb agpec RADIUS cepBepa.

KomaHga ¢ npedpurkcom no yaanseT ajpec cepsepa.

Ja

Aa

Het

Bridge

(config-if)> wpa-eap radius server address[: port,]

(config-if)> no wpa-eap radius server

AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec RADIUS cepsepa.
port UYenoe uucno |Homep nopta RADIUS cepsepa.

(config-if)> wpa-eap radius server 192.168.10.10
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10.

(config-if)> wpa-eap radius server 192.168.10.10:1111
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS server set to »
192.168.10.10:1111.

(config-if)> no wpa-eap radius server
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server cleared.

Bepcus OnucaHve

3.01 [Jlo6aBneHa komaHza interface wpa-eap radius server.

3.27.168 interface wps

OnucaHwue
Mpedukc no

MeHsieT HacTpoViKKn

BrntounTb GyHKLUMOHaNLHOCTL WPS.

Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WiFi

Cunoncuc | (config-ifi>  wps

I (config-if)> no wps

Mpumep (config-if)> wps
WPS functionality enabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHga interface wps.

3.27.169 interface wps auto-self-pin

OnucaHue BrntounTb pexum WPS auto-self-pin. Mo ymonuaHuo pexmnm auto-self-pin
BKJIFOUEH.

KomaHga ¢ npedrkcom no oTKA0YAET 3TOT PeXUM.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

Mpumep (config-if)> wps auto-self-pin
Network: :Interface::Rtx::Wps: an auto self PIN mode enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 JlobaBneHa komaHAa interface wps auto-self-pin.

3.27.170 interface wps button

OnucaHwue Hauatb npouecc WPS ¢ ncnonb3soBaHvem KHOMKW. [poLecc AnnTca 2 MUHYTHI,
NIV MeHblLLUe, ecsin coejnHeHne yCTaHOB/IEHO.

Mpedukc no Het

MeHsieT HacTpoiikn  Hert
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WiFi

Cunoncuc (config-if)>  wps button «directiom

AprymeHTbI AprymeHT 3HayeHue |OnucaHue
direction send OTtnpaBuTb HacTpolikmn Wi-Fi.
receive MonyuunTb HacTpoiikm Wi-Fi oT Lite.
Mpumep (config-if)> wps button send

Sending WiFi configuration process started (software button mode).

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHga interface wps button.

3.27.171 interface wps peer

OnucaHue Hauatb npouecc WPS ncnonbsysa PIN yaaneHHoro y3na. lMpouecc anntesa 2
MUHYTbI, W11 MeHbLLe, eCIn CoefMHeHne YyCTaHOoB/eHO. [10 yMon4aHuio
npouecc WPS PIN BbIk/IrOUeH.

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica WiFi
CuHoncuc (config-if)>  wps peer «direction> pin
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

direction send OTtnpaBuTb HacTporikmn Wi-Fi.

receive MonyunTb HacTpolikn Wi-Fi oT yaaneHHoro
y3na.

pin CTpoka PIN-koA yAaneHHoro ysna.

NMpumep (config-if)> wps peer send 53794141

Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 Job6asneHa komaHgaa interface wps peer.
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naBa 3 OnncaHme KOMaHA,

3.27.172 interface wps self-pin

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep
WcTopusa nsmeHeHum

3.28 ip arp

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

HauaTb npouecc WPS ncnonb3sys PIN ycTpoiicTBa. [Mpouecc AnnTes 2 MUHYTHI,
NV MeHbLLUE, ecsin coefHeHE YCTaHOBJIEHO.

Het
Het
Hert
WiFi

(config-if)>  wps self-pin «directiom

AprymeHT 3HauyeHue |OnucaHue
direction send OTnpaBuTb HacTpoiiku Wi-Fi.
receive MonyunTb HacTpoiikm Wi-Fi oT Lite.

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface wps self-pin.

3agaTb cTaTU4Yeckoe cornoctasneHne mexay IP n MAC agpecamu 4519 XOCTOB,
He NoAAepPXMBAOLLNX AHaMUYeckuin ARP.

KomaHga c npedurkcom no yaanseT 3anucb 13 tabamusl ARP. ECnv BbINOAHUTL
KOMaHZAy 6e3 aprymMeHTOoB, BeCb CNUCOK 3anucein ARP byaeT ounLLeH.

[Ja
Ja
Ja
(config)> ip arp «ips> mac

(config)>noip arp[«ips]

AprymeHT 3HauyeHue OnucaHwue

ip IP-agpec IP-agpec B BUAe yeTbIpéx
AECATUYHBIX YnCeS, pa3fenéHHbIX
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HaueHue

OnucaHwue

TOYKaMM, COOTBETCTBYHOLLMIA
NOKaNbHOMY agpecy.

mac MAC-agpec

MAC-aapec B Buje LecTy rpymnn
LecTHagLaTepuyHbIx L1op,
pa3jefieHHbIX 4BOeTOUNAMMN.

(config)> ip arp 192.168.2.50
Network: :ArpTable: Static ARP

(config)> no ip arp 192.168.2.
Network: :ArpTable: Static ARP

(config)> no ip arp
Network: :ArpTable: Static ARP

al:2e:84:85:14:21
entry saved.

50
entry deleted for 192.168.2.50.

table cleared.

Bepcus OnucaHve

2.00

JobasneHa KoMaHaa ip arp.

3.29 ip dhcp class

OnucaHune

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

JocTtyn K rpynne KoMaHA AN HacTporKkn BeHAop-knacca DHCP (60 onuus).
Ecnn knacc BeHAOPOB He HalAeH, KOMaHAa NbITaeTca ero co3aathb.

KomaHgaa ¢ npedpurkcom no yaanseT Bbl6paHHbIN Knacc.

Ja

Het

Ja
(config-dhcp-class)

(config)> ipdhcp class «class»

(config)> no ip dhcp class «class»

AprymeHT 3HaueHue

OnucaHwue

class Ctpoka

HasBaHuve BeHA0p-KNacca.

(config)> ip dhcp class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.

Bepcus OnucaHve

2.00

Jlo6aBneHa komaHga ip dhcp class.
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naBa 3 OnncaHme KOMaHA,

3.29.1 ip dhcp class option

OnuncaHwne
Mpedukc no
MeHsieT HacTpoiikmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YKa3aTb 3HaueHue onumn 60 A5 NPUCBOEHMA BeHAO0P-Kacca.
KomaHga ¢ npedunkcom no yaanseT ykasaHHbI knacc.

Ja

Ja

Aa

(config-dhcp-class)>  option cnumbers hex «datas

(config-dhcp-class)> no option <number>

AprymeHT 3HauyeHue OnuncaHwue

number Lenoe 4ucrno |Homep onumu. Celivac MCNONb3yeTCsd TONbKO
3HayeHune 60.

data CTpoka 3HayeHve onuun.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcus OnucaHve

2.00 JobasneHa komaHgaa ip dhcp class option.

3.30 ip dhcp host

OnucaHwne

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

HactpouTb cTaTnyeckyto npmeasky IP-agpeca k MAC-agpecy xocrta. Ecnm xoct
C YKa3aHHbIM IMeHeM He HalifileH, KOMaHAa NbITaeTcs ero cos3fathb. Ecnu
yKasaHHbI IP-agpec He BXOANT B A1ana3oH HW OAHOrO nyna, KoMaHAa
COXPaHUTCA B HaCTpoOKax, HO Ha paboTy cepeepa DHCP He noBauserT.

KomaHga no3ssosset noMmeHATb MAC-agpec, OCTaBUB NpeXxHee 3HayveHue
IP-agpeca, n HA060pOT — NomMeHsTh IP-agpec, oCTaBMB NpexHee 3HavyeHne
MAC-aapeca.

KomaHga ¢ npedpurkcom no yaansiet XocT.
Ja
Ja
Ja

| (config)>  ip dhcp host chosts [mac ][ ip ]
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config)> no ip dhcp host <host>

AprymeHT 3HayeHne |OnucaHue

host CTpoka Mpon3BoNbHOE MMS XOCTa, NCMOJIb3YyeTcs
Ansa naeHtTnoukaunm napsl MAC-IP B
HacTpomKax.

mac MAC-agpec |MAC-agpec xocTa aas CTaTn4yeckom

npwveasku IP-agpeca. Ecnn He ykasaH,
3HaueHuVe bepeTca 13 NpeablayLuen
HaCTPOMKM.

ip IP-agpec IP-agpec xocTta. Ecnv He ykasaH, 3HaueHune
6epeTca 13 npeablayLueli HacTPOKN.

(config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.

Bepcus OnucaHve

2.00 Jlo6aeneHa komaHaa ip dhcp host.

3.31 ip dhcp pool

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn

JocTtyn K rpynne KomaHa ans Hactpoiriku DHCP-nyna. Ecav nyn He HaligeH,
KOMaHJa nbiTaeTcsa ero co3gatb. Ana nyna 3agaetca cnucok DNS-cepsepos
(komaHaa dns-server), WAO3 N0 ymMon4daHuto (komaHaa default-router) n
BpeMs apeHbl (KoOMaHAa lease), a TakKe Arana3oH AnHaMmnyeckux IP-agpecos
(komaHpa range).

Mocne HacTPOIKM NyI0B HEOH6XOANMO BKIOUNTE CiTyX6y DHCP € MOMOLLIbIO
KoMaHgbl service dhcp.

Mo>HO co34aTb He 6onbLue 32 nynoB. MakcMManbHasa ANVHA UMeHU nyna
— 64 cumBona.

MpuMeyaHune: B TekyLlei BepcUn CUCTEMBI peann3oBaHa NoAdepXKKa He
6onee ogHoro Nyna Ha nHTepdeic. 111 KoppekTHON paboThbl
cepsepa DHCP TpebyeTcs, uTobbI AMnana3oH IP-agpecos,
YCTaHOBNEHHbI KOMaHAOoM range, NnpuHaaiexan cety,
HacTpoeHHo Ha ogHoM 13 Ethernet-nHtepdeiicos
YCTpPOICTBaA.

KomaHgza ¢ npedpurkcom no yaanaer nyn.
Ja
Aa

MHorokpaTHbIli BBog, /[la
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naBa 3 OnncaHme KOMaHA,

BxoXkAeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-dhcp-pool)

(config)>  ip dhcp pool <name>

(config)> no ip dhcp pool <name>

AprymeHT 3HaueHue |OnucaHue

name Ctpoka Vmsa nyna DHCP.

(config)> ip dhcp pool test_ pool
pool "test pool" has been created.

Bepcus OnucaHve

2.00 [JobasneHa komaHaa ip dhcp pool.

3.31.1 ip dhcp pool bind

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

MpwvBsi3aTb Nyn K yKkazaHHOMY UHTepdericy.
Ja

Ja

Het

Ethernet

(config-dhcp-pool)>  bind <interfaces

(config-dhcp-pool)> no bind <interfaces

AprymeHT 3HayeHue |OnucaHue
interface Umsa MonHoe ma nHTepderica NN NCeBAOHM.
MHTEepPeica

(config-dhcp-pool)> bind FastEthernet0/Vlan2
pool "test pool" bound to interface FastEthernet@/Vlan2.

Bepcus OnucaHve

2.00 JobasneHa komaHgaa ip dhcp pool bind.
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naBa 3 OnncaHme KoMaHp,

3.31.2ip dhcp

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.31.3ip dhcp

OnucaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Bxo>kaeHue B rpynny

pool bootfile

YkazaTb NyTb K paiiny HacTpoek Ha TFTP-cepBepe ans knveHta DHCP (onums
67).

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

Ethernet

(config-dhcp-pool)>  bootfile <bootfile»

(config-dhcp-pool)> no bootfile

AprymeHT 3HauyeHue OnuncaHwue

bootfile Wma ganna MyTb K pariny HacTpoek.

(config-dhcp-pool)> bootfile test.cnf
Dhcp::Pool: " WEBADMIN": set bootfile option to "test.cnf".

(config-dhcp-pool)> no bootfile
Dhcp::Pool: " WEBADMIN": cleared bootfile option.

Bepcus OnucaHue
2.1 Job6asneHa komaHaa ip dhcp pool bootfile.
pool class

JocTyn K rpynne KOMaHZ4 A9 HacTpOMKn BeHAop-knacca DHCP BbIGpaHHOro
nyna agpecos. Ecnu knacc BeHAOPOB He HaljeH, KOMaHAa MblTaeTcs ero
co3AaThb.

[na KoppekTHOM paboThl MMSA Kacca AO/IHKHO BbITb TakMM Xe, KaK U B
koMaHge ip dhcp class.

KomaHga ¢ npedurkcom no yaanseT Bbl6paHHbIA Knacc.
Ja

Ja

Aa

(config-dhcp-pool-class)
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config-dhcp-pool)>  class «class»

(config-dhcp-pool)> no class «class>

AprymeHT 3HaueHue OnucaHwue

class CTpoka Ha3BaHve BeHAOp-Kacca.

(config-dhcp-pool)> class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa ip dhcp pool class.

3.31.3.1 ip dhcp pool class option

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YcTaHOBWUTE A0ONOJIHUTENIbHBIE onunmn anga DHCP knneHTa B c/iyyae
coBnajeHna BeHA0p-Kiacca.

KomaHga c npedunkcom no yaanseT ykasaHHYH onuuto.

Ja

Ja

Aa

(config-dhcp-pool-class)>  option <cnumber> <type> «data»

(config-dhcp-pool-class)> no option <number>

AprymeHT 3HayeHue OnuncaHwue

number 6 Onuwsa 6, DNS-cepsep.
42 Onuwa 42, NTP-cepBep.
43 Onuws 43, nogpobHas nHpopmaums o
npovssoguTene.
type ip Tun aprymeHTta data — IP-agpec. 31oT TMnN
He 1cnosb3yeTca 4na onumm 43.
hex Tun aprymeHTa data — LecTHaguaTepmyHoe
yumcno.
data CTpoka 3HayeHue onuun.

(config-dhcp-pool-class)> option 6 ip 192.168.1.1
Dhcp::Server: Option 6 is set to 192.168.1.1.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHza ip dhcp pool class option.

3.31.4 ip dhcp pool debug

OonucaHue [06aBNTb OTNAA0YHbIE COOBLLEHNS B CUCTEMHBbIN XypHa. 10 yMonyaHuio
HacTpoiiKa OTK/I0YEHa.

KomaHaa ¢ npedrKcom no oTkAtoYaeT OTAaAKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-dhcp-pool)>  debug

(config-dhcp-pool)> no debug

VlCTOleﬂ n3MeHeHuniA Bepcmﬂ onvcaHue
2.01 Jlo6aBneHa komaHga ip dhcp pool debug.

3.31.5 ip dhcp pool default-router

OnucaHwue HactpouTtb IP-agpec wnto3a no ymondaHuto. Ecnv He ykasaH, To byget
NCNONb30BaTbCA afpec, HaCTPoeHHbI Ha Ethernet-nHtepdeiice,
orpejesieHHOM aBTOMaTUYeCKM A1 3aJaHHOro JManasoHa range.

KomaHga c npednkcom no oTMeHseT HaCTPOIKY.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOgA, Het

CnHoncuc (config-dhcp-pool)>  default-router <address»
(config-dhcp-pool)> no default-router
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
address IP-appec AJpec LWt3a no yMo4aHuio.
NMpumep (config-dhcp-pool)> default-router 192.168.1.88

pool "test pool" router address has been saved.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aeneHa komaHga ip dhcp pool default-router.

3.31.6 ip dhcp pool dns-server

OnucaHwue HactpouTs IP-agpeca cepsepos DNS (DHCP-onuus 6). Ecin He ykasaH, TO
byfeT MCnonb30BaThCA agpec, HaCTpoeHHbI Ha Ethernet-uHtepderice,
onpegeneHHOM aBToMaTUYeCcKn 419 3alaHHOro AnanasoHa range.

KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-dhcp-pool)>  dns-server («address1> [ address2] | disable)
(config-dhcp-pool)> no dns-server
AprymeHTbl AprymeHT 3HaueHue OonucaHue
addressl IP-agpec Agpec nepsmnyHoro DNS-cepBepa.
address?2 IP-agpec Appec sTopuyHoro DNS-cepBepa.
disable Kmoyesoe cnoso |OTkntoumtb DHCP onuyuto 6.
NMpumep (config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.
VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie
2.00 JobasneHa komaHaa ip dhcp pool dns-server.
2.11 Job6asneH aprymeHT disable.

3.31.7 ip dhcp pool domain

OnucaHune YKa3aTb JOMEHHOe VMS, KOTOPOe KNEHT JO/KEH MUCMO/b30BaTh Npu
pa3peLleHnn nmeH yepes DNS (option 15).

KomaHga ¢ npednkcom no oTMeHsAEeT HaCTPOIKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-dhcp-pool)>  domain «domain»
(config-dhcp-pool)> no domain
AprymeHTbI AprymeHT 3HaueHue OnucaHue
domain Ctpoka JlokanbHOe JOMeHHOoe VMS.
Mpumep (config-dhcp-pool)> domain example.net
Dhcp::Pool: Domain option has been saved.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.05 Job6asneHa komaHgaa ip dhcp pool domain.

3.31.8 ip dhcp pool enable
OnucaHue HauaTb ncnonb3oBaTh Ny B CUCTEME.
KomaHaa ¢ npeprKcom no oTkNoYaeT NCNOoNb30BaHMe nyna.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I (config-dhcp-pool)>  enable
I (config-dhcp-pool)> no enable
NMpumep (config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHgaa ip dhcp pool enable.

3.31.9 ip dhcp pool lease

OnucaHue YcTaHoBWUTE Bpems apeHabl IP-agpecos nyna DHCP. Mo ymonyaHuio
MNCrosib3yeTcs 3HaueHme 25200 (7 yacos).

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpallaeT 3HavyeHne BpeMeH apeHabl No
yMO/14aHuio.

Mpejukc no Ja

MeHsieT HacTpolikm  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

Het

(config-dhcp-pool)>  lease <lease

(config-dhcp-pool)> no lease

AprymeHT 3HayeHue |OnucaHue

lease lenoe 4ucno |Bpems apeHfbl B cekyHAax. MoxeT
NnpMHMMaTbL 3HayYeHue B AranasoHe ot 1

40 259200 (3 gH#).

(config-dhcp-pool)> lease 259200
Dhcp::Pool: " WEBADMIN": set lease time: 259200 seconds.

(config-dhcp-pool)> no lease
Dhcp::Pool: " WEBADMIN": lease time reset to default (25200 »
seconds) .

Bepcus OnucaHve

2.00 [Jlob6aBneHa komaHga ip dhcp pool lease.

3.31.10 ip dhcp pool next-server

OnucaHune

MNpejukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncmc

AprymeHTsl

Mpumep

Yka3aTb agpec TFTP-cepBepa ansd DHCP-knmneHTa (onums 66).
KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.

Ja

Ja

Hert

Ethernet

(config-dhcp-pool)>  next-server «address»

(config-dhcp-pool)> no next-server

AprymeHT 3HauyeHue OnucaHue

address IP-agpec Appec cepepa TFTP.

(config-dhcp-pool)> next-server 10.1.1.11
Dhcp::Pool: " WEBADMIN": set next server address: 10.1.1.11.

(config-dhcp-pool)> no next-server
Dhcp::Pool: " WEBADMIN": cleared next server address.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 [JobaeneHa komaHaa ip dhcp pool next-server.

3.31.11 ip dhcp pool option

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

3aAaTtb JOMOIHUTENbHbIE NapamMeTpbl and DHCP-kineHTa.
KomaHga ¢ npedrkcom no yaanset LONOAHUTENbHYO HaCTPOWKY.
Ja

Aa

MHorokpaTHbI/i BBog, /[la

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

Ethernet

(config-dhcp-pool)>  option <numbers <type> «data»

(config-dhcp-pool)> no option <number:

AprymeHT 3HauyeHue OnucaHwue

number 4 Onuua 4, cepsep BpeMeHw.
6 Onuwsa 6, DNS-cepsep.
42 Onuua 42, NTP-cepBep.
44 Onuma 44, NetBIOS-cepBep.
26 Onuwsa 26, MTU.
121 Onuusa 121, becknaccoBble cTaTnyeckue
MapLUpPYThI.
249 Onuwsa 249, MS MapLupyThl.
type ip Tun aprymeHTta data — IP-agpec. 3T1oT T”n
He 1cnosib3yeTca A8 onummn 26.
hex Tun aprymeHTa data — WecTHajLatepmyHoe
ymcno.
ascii Tun aprymeHTa data — umcno ASCIL
mtu Twnn aprymeHTta data — pasmep MTU.
data CTpoka 3HayeHue onuun.

(config-dhcp-pool)> option 4 hex 00010203
(config-dhcp-pool)> option 4 ascii test
(config-dhcp-pool)> option 6 8.8.8.8,8.8.4.4,192.168.1.1

(config-dhcp-pool)> no option 6 8.8.8.8,8.8.4.4,192.168.1.1
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.09 Jlo6aBneHa komaHga ip dhcp pool option.

3.31.12ip dhcp pool range

OnuncaHmne HacTpouTb AnanasoH AHaMNYeCcKX aApecos, BblaBaeMbix DHCP-knveHTam
HekoTopol noaceTu. inanasoH 3a4aeTcs HayanbHbIM N KOHEYHbIM
IP-agpecom, 60 Ha4anbHbLIM agpecoM 1 pasmepoM. CeTeBoli MHTepdelic,
K KOTOPOMY 6yAyT NprIMeHeHbl HaCTPOWKK, BbIOMpaeTcs aBTOMaTUYeCK.
AZpec BbIbpaHHOro MHTepdeica NCnob3yeTcs B KayecTse LUA03a Mo
ymonyaHuto n DNS-cepBepa, eciv He 3aaHbl Apyrve agpeca KoMaHAaMu ip
dhcp pool default-router v ip dhcp pool dns-server.

KomaHaa ¢ npedurkcom no yaanseT gnanasoH.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-dhcp-pool)>  range <begin> (<end> | <sizes)
(config-dhcp-pool)> no range

AprymeHTbl AprymeHT 3HaueHue |OnucaHmne
begin IP-agpec HauanbHbI agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size lenoe uucsno |Pasmep nyna.

NMpumep (config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa ip dhcp pool range.

3.31.13 ip dhcp pool update-dns

OnucaHue Jlo6aBnsaTb cTatuyeckme 3anmcm B DNS-npokcu npu Bbigave DHCP-agpecos.
B kauecTtBe nMeHn ncnonb3syetcsa MM xocta n3 DHCP-3anpoca. Mo
YMONYaHUIO GYHKLNSA OTKHOUEHa.

KomaHza ¢ npedurkcom no oTkno4aeT GyHKLUIO.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

Mpumep

WcTopus nsmeHeHwnii

Ja

Het

I (config-dhcp-pool)>  update-dns

I (config-dhcp-pool)> no update-dns

(config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga ip dhcp pool update-dns.

3.31.14 ip dhcp pool wpad

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

Hactpoute DHCP onuwuto 252 — npoTtokon WPAD. o ymMoi4aHuio onuus
OTKJIHOUEHaA.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.
[Ja

Ja

Het

(config-dhcp-pool)>  wpad wpad>

(config-dhcp-pool)> no wpad

AprymeHT 3HauyeHue |OnucaHue

wpad Ctpoka URL-agpec npokcun-cepsepa.

(config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga ip dhcp pool wpad.

3.32ip dhcp relay lan

OnucaHwne

YKa3zaTb, Ha KakoM ceTeBOM NHTepdeiice peTpaHcnaTop DHCP 6yaeT
06pabaTbiBaTh 3aMNpPOChl KNMEHTOB. MOXHO YKa3aTb HECKONLKO MHTepdericoB
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naBa 3 OnncaHme KOMaHA,

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

«lan», A5 3TOro HY>XHO BBECTM KOMaHAy HeCko/IbKO pas, yka3as Bce
HeobxoaMble NHTepdencel Mo O4HOMY.

KomaHga ¢ npedurkcom no oTktoyaeT petpaHcnaTop DHCP Ha ykazaHHOM
nHTepderice. Ecam ncnonb3osatb KOMaHAy 6€3 apryMeHTOB, peTpaHCsaTop
DHCP byaeT oTktO4eH Ha BceX MHTepdelicax.

Aa
Ja
Ja
(config)> ip dhcp relay lan <interface

(config)> no ip dhcp relay lan [ interface]

AprymeHT 3HayeHne |OnucaHue

interface nms MonHoe nmsa nam nceBAoHUM nHTepdeiica
uHTepgeiica |Ethernet, Ha KOTOpoM peTpaHCIATOP
DHCP 6yaeT npyHMMaTh 3anpock!
K/IMEHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa ip dhep relay lan.

3.33 ip dhcp relay server

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncunc

AprymeHThl

YkasaTb IP-agpec cepsepa DHCP, Ha KOTOpPLIA peTpaHciaTop byaeT
nepeHanpaBAATb 3aMpoChkl KAVNEHTOB U3 10KaJIbHOW ceTu.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Aa

Ja

Het

(config)>  ip dhcp relay server «address;

(config)> no ip dhcp relay server [ address ]

AprymeHT 3HaueHue |OnucaHue

address IP-agpec IP-agpec cepsepa DHCP.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHum

(config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa ip dhcp relay server.

3.34 ip dhcp relay wan

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YKkasbiBaeT, yepes Kakown ceTeBol nHTepdeiic petpaHcnatop DHCP byaet
06paLLaThCs K BblLLecTosLeMy cepeepy DHCP. B cucteme MoXeT 6bITb TOIbKO
OANH nHTepdelic Takoro TMna. Ecnm TouHbIN agpec cepBepa He yKasaH (CMm.
ip dhcp relay server), 3anpocbl 6yayT nepesaBaTbCs LUVPOKOBELLATEIbHO.
PekomeHayeTcs ykasblBaTb ajpec cepeepa.

KomaHza ¢ npe$urKcom no yaanset HacTpowiky.
Ja

Ja

Het

(config)>  ip dhcp relay wan <interfaces

(config)> no ip dhcp relay wan [ interface]

AprymeHT 3HauyeHue |OnucaHue

interface nms MonHoe NMsA nam NnceBAoHUM NHTepdeiica
uHTeppeiica |Ethernet, Ha koTopbI ByayT
HanpaBnATLCA 3anpockl OT
DHCP-knvieHTOB.

(config)> ip dhcp relay wan FastEthernet0/Vlan2
using WAN interface FastEthernet0/Vlan2.

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa ip dhcp relay wan.

3.35ip esp alg enable

OnuncaHune

Mpe¢ukc no

Brntoumntb pexum IPSec Passthrough ana TyHHenei IPsec ESP. Mo ymonvaHuio
HaCTpoWKa BbIK/IlOYeHa.

KomaHza ¢ nped1KcomM no oTKIOYaeT HaCTPOWAKY.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc

I(config)> ip esp alg enable

I (config)> no ip esp alg enable

Mpumep

(config)> ip esp alg enable

Esp::Alg: Enabled.

(config)> no ip esp alg enable
Esp::Alg: Disabled.

WcTopuns nsmeHeHnit |Bepcus

OnucaHune

3.05

JobasneHa komaHgaa ip esp alg enable.

3.36 ip flow-cache timeout active

OnuncaHune

YCTaHOBUTb BPeMS XpaHeHs aKTUBHbIX CeCCUIA B Kelue. Mo yMon4aHuto

ncnonb3yerca 3HaveHye 10.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

ip flow-cache timeout active <timeout>

(config)> no ip flow-cache timeout active

3HauyeHne |OnucaHvie

Lenoe uucno |3HaveHVe TaiM-ayTa B MUHYyTax. MoxeT
NPUVHUMAaTb 3Ha4YeHVe B AnanasoHe oT 1
a0 30.

CuiHoncuc (config)>
AprymeHTbI AprymeHT

timeout
Mpumep

(config)> ip flow-cache timeout active 1

Netflow: :Manager: Active timeout set to "1" min.

(config)> no ip flow-cache timeout active
Netflow: :Manager: Active timeout reset to "10" min.

WcTopuns nsmeHeHnit |Bepcua

OnucaHune

2.1

JobasneHa komaHgaa ip flow-cache timeout active.
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naBa 3 OnncaHme KoMaHp,

3.37 ip flow-cache timeout inactive

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTL BpeMsi XpaHeHUst HeaKTUBHbIX CeCCUi B KeLle. 10 yMonyaHuto
ncnonb3lyeTca 3HayveHue 20.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHre Mo YMOAYaHUIO.
[Ja

Ja

Het

(config)> ip flow-cache timeout inactive «timeout>

(config)> no ip flow-cache timeout inactive

AprymeHT 3HayeHne |OnucaHue

timeout Lenoe umcno|3HauyeHve TalimM-ayTa B cekKyHAax. MoxeT
NPVHNMAaTb 3HaueHVe B jrana3oHe oT 1
A0 600.

(config)> ip flow-cache timeout inactive 1
Netflow: :Manager: Inactive timeout set to "1" s.

(config)> no ip flow-cache timeout inactive
Netflow: :Manager: Inactive timeout reset to "20" s.

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga ip flow-cache timeout inactive.

3.38 ip flow-export destination

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

3afaTb NnapameTpbl Konnektopa NetFlow.

KomaHga c npedumkcom no yganseTt napameTpbl.

Ja

Aa

Het

I (config)> ip flow-export destination address port»

I (config)> no ip flow-export destination
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec coopLumKa JaHHBIX.
port lenoe 4ucno |Homep nopta UDP konnektopa. Moxer
npuHMMaTb 3HayveHusa 2055, 2056, 4432,
4739, 9025, 9026, 9995, 9996, 6343.

Mpumep (config)> ip flow-export destination 192.168.101.31 4739
Netflow: :Manager: Export destination is set to »
192.168.101.31:4739.

(config)> no ip flow-export destination
Netflow: :Manager: Export destination is unset.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 JobasneHa komaHaa ip flow-export destination.

3.39 ip flow-export version

OnucaHune YKaszaTtb Bepcuo konnektopa NetFlow. No yMOAYaHMIO UCMO/b3yeTcs
3HayeHue 5.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIo.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncue (config)> ip flow-export version «wersion

(config)> no ip flow-export version

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

version Ctpoka Bepcusa npoTtokona.

Mpumep (config)> ip flow-export version 9
Netflow: :Manager: Set export protocol version to 9.

(config)> no ip flow-export version
Netflow: :Manager: Reset export version to 5.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.05 Job6asneHa komaHgaa ip flow-export version.
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naBa 3 OnncaHme KoMaHp,

3.40 ip host

OnucaHwue [o6aBuTb JOMeHHOe nMa 1 agpec B Tabanuy DNS.
Mpe¢ukc no Ja
MeHsieT HacTpouikm  /la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)>  ip host «domains <address>
(config)> no ip host [ <domains <address> ]
AprymeHTbI AprymeHT 3HaueHme |OnucaHue
domain Crpoka JomMmeHHOe nvs xocTa.
address IP-agpec IP-agpec xocTa.
NMpumep (config)> ip host zydata.local 192.168.1.22
Dns: :Manager: Added static record for "zydata.local", address »
192.168.1.22.
(config)> no ip host zydata.local 192.168.1.22
Dns::Manager: Record "zydata.local", address 192.168.1.22 deleted.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHgaa ip host.

3.41 ip hotspot

OonucaHue [oCTyn K rpynne KOMaHz ANt HACTPOKM YnpasneHus JomaluHeli CeTbio.

Mpe¢ukc no

MeHsieT HacTpoiKK
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica
Bxo>xAaeHue B rpynny

CuvHoncuc

Mpumep

Het
Hert
Hert
IP

(config-hotspot)

I(config)> ip hotspot

(config)> ip hotspot
(config-hotspot)>
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa ip hotspot.

3.41.1 ip hotspot auto-scan interface

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

BkntounTb GOHOBOE CKaHMpPOBaHMe Ha 3aaHHOM UHTepdelice. Mo
YMOTYaHUIO BK/IHOUEHO.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.
Ja
Aa
Ja
IP

(config-hotspot)>  auto-scan interface <interface

(config-hotspot)> no auto-scan interface <interface»

AprymeHT 3HaueHue OnucaHue
interface Ums uHtepgesica|NonHoe nma nHtepderica nnn
nceBAOHNM.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is unchanged.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

Bepcus OnucaHve

2.08 Job6asneHa komaHgaa ip hotspot auto-scan interface.

3.41.2 ip hotspot auto-scan interval

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTtHbIiA BBOJ,

3ajaTb MHTepBan NPOBEPKMN XOCTOB, HAXOAALLMXCA OHMAVH.
KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIo.
Ja

Ja

HeTt
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naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

IP

(config-hotspot)>

auto-scan interval <interval>

(config-hotspot)> no auto-scan interval

AprymeHT

3HauyeHve

OnucaHwune

interval

Lenoe uucno

WHTepBan ckaHMpoBaHVA B
cekyHzax. 1o ymondaHuio
1cnosib3yeTcsa 3HaueHue 30.

(config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »

10 s.

(config-hotspot)> no auto-scan interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »

default.
Bepcus OnucaHue
2.08 JobasneHa komaHaa ip hotspot auto-scan interval.

3.41.3 ip hotspot auto-scan passive

OnucaHune

MNpe¢ukc no

MeHsieT HacTpoiAKK

3ajaTb CKOPOCTb MACCMBHOIO CKaHMPOBAHMS B XOCTaxX B CEKYHAY.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HaYeHMe Mo YMONYAHUIO.

Aa
Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

IP

(config-hotspot)>

auto-scan passive «rates hps

(config-hotspot)> no auto-scan passive

AprymeHT

3HauyeHue

OnucaHue

rate

Lenoe uucno

CKOpOCTb naccnBHoOro
CKaHNPOBaHWUA. Mo ymonyaHuo
MCMob3yeTcsa 3HaueHne 3.

(config-hotspot)> auto-scan passive 5 hps
Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-hotspot)> no auto-scan passive
Hotspot::Discovery: :Manager: Auto-scan rate reset to default.

Bepcus OnucaHue

2.08 JobasneHa komaHgaa ip hotspot auto-scan passive.

3.41.4 ip hotspot auto-scan timeout

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YcTaHOBUTE 0PPNaNHOBbIN TaliM-ayT AN XOCTOB. [oc/ie yKazaHHOro BpemeHu
OTCYTCTBYIOLLMIA XOCT YAANAETCH U3 CNMCcKa 0BHapY>KEeHHbIX XOCTOB XOT-CroTa.

KomaHga ¢ npedprKcom no Bo3BpaLLaeT 3HaYeHne Mo YMOAYaHUIO.
Ja

Ja

HeTt

IP

(config-hotspot)>  auto-scan timeout <timeout>

(config-hotspot)> no auto-scan timeout

AprymeHT 3HaueHue OnucaHwue

timeout Lenoe uucno OddnaliHOBLIV TaliM-ayT B
cekyHaax. 1o ymonyaHuio

1cnosib3yeTcsa 3HayueHue 35.

(config-hotspot)> auto-scan timeout 31
Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> no auto-scan timeout
Hotspot::Discovery: :Manager: Auto-scan host offline timeout reset »
to default.

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHga ip hotspot auto-scan timeout.

3.41.5 ip hotspot default-policy

OnucaHwne

OnpegennTtb NOANTUKY YnpasneHus JomaluHeri CeTbio Ans Bcex
NHTepdelicoB N HasHaunTb Npoduab goctyna B HTepHeT. MoanTmka

Lite (KN-1310) — CnpaBO4YHMK KOMaHA 265



naBa 3 OnncaHme KoMaHp,

NpUMeHseTcs KO BceM MHTepdeincam, He MMeroLLIM CO6CTBEHHOTO NMpaBua
faocTyna, ip hotspot policy.

MonnTtmka no ymonyaHuo: permit.

KomaHga ¢ ﬂpeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHne NoJINTUKU No
yMO/T4aHUHO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHtepdeiica IP

CuHoncuc (config-hotspot)>  default-policy (<access» | policys)

(config-hotspot)> no default-policy

AprymeHTbI AprymeHT |3HauyeHue OonucaHue
access permit PaspewnTb goctyn K cet UHTepHer.
deny 3anpeTuTb JOCTYynN K ceTu VIHTepHeT.
policy Mpogunb HassaHune npoduns goctyna.
pocryna
Mpumep (config-hotspot)> default-policy permit

FHotspot: :Manager: Default policy "permit" applied.

(config-hotspot)> default-policy deny
Hotspot: :Manager: Default policy "deny" applied.

(config-hotspot)> default-policy Policy®
Hotspot::Manager: Default policy "Policy0" applied.

(config-hotspot)> no default-policy
Hotspot: :Manager: Default policy cleared.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.09 JobasneHa komaHaa ip hotspot default-policy.
2.12 Job6asneH aprymeHT policy.

3.41.6 ip hotspot host

OonucaHue HactpouTb npaBunia AocTyna nam 610KMPOBKY AN onpeseNieHHbIX KTMEeHTOB
YnpasneHnus [lomawHen CeTbro. laHHbIE NpaBuia MMeRT 60Jiee BbICOKUN
nNpuopuTeT, YeM HaCTPoKa NOAUTUKIM (CM. KoMmaHgy ip hotspot policy).
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHTt

Mpumep

KomaHgaa ¢ npedurkcom no yaansieT HacTporiky.

Ja
Aa
Ja
IP

policys)

(config-hotspot)>

host mac> (<access> | schedule <schedule> | policy

(config-hotspot)> no host wmac» (<access» | schedule | policy)

AprymeHT 3HauyeHue OnucaHwue
mac MAC-agpec MAC-agpec xocTa. XoCT Jo/KeH 6bITb
3aperncTpupoBaH 3apaHee € NOMOLLIbIO
komMaHabl known host.
access permit PaspewwnTb goctyn K cet IHTepHerT.
deny 3anpeTuTb AOCTYN K ceTn VIHTepHeT.
schedule Pacnncanne |HasBaHMe pacnmncaHus, CO34aHHOro npu
nomMoLum rpynnel KoMaH4 schedule.
policy Mpogunb HasBaHune npoduns goctyna.
fgocryna

(config)> known host MYTEST 54:e4:3a:8a:f3:a7
Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule "permit" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 deny
Hotspot: :Manager: Rule "deny" applied to host "54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 schedule MYSCHEDULE
Hotspot::Manager: Schedule "MYSCHEDULE" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 schedule
Hotspot::Manager: Host "54:e4:3a:8a:f3:a7" schedule disabled.

(config-hotspot)> host 54:e4:3a:8a:f3:a7 policy Policy0
Hotspot::Manager: Policy "Policy@" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 policy
Hotspot::Manager: Policy removed from host "54:e4:3a:8a:f3:a7".
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve
2.06 [JobaeneHa komaHza ip hotspot host.
2.12 [JlobaBneHbl aprymeHThl permit, deny, schedule, policy.

3.41.7 ip hotspot host service-class

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

HasHaunTb onpegeneHHbI knacc Bcemy Tpadumky, HanpaBaeHHOMY K
3aperncTpmpoBaHHOMY X0CTy. Knacc o6o3Ha4vaeTcs LenbiM Ynciom ot 1 4o
6. Perncrpauus XxocTa BbINONHAETCS 3apaHee Npy NoMoLLm koMaHasl known
host.

KomaHga ¢ npedunkcom no yganseTt HazHauyeHHbI knacc.
Ja

Ja

Het

IP

(config-hotspot)>  host anacs service-class «service-class»

(config-hotspot)> no host mac» service-class

AprymeHT 3HayeHne |OnucaHue
mac MAC-agpec |MAC-agpec xocTa.
service-class|1 MwrHuManeHaa 3agep>xka (VoIP).
2 NHTepakTnBHasA CBA3b B peXnMe peasisHoro
BpeMeHU (Urpbl, BUAeOKOHPepeHLmn).
3 Cepsuchkl TpaHcnauum (YouTube, NetFlix).
4 JaHHble ¢ He6obLIVMK 3a4epXKaMK (6a3bl

AaHHbIX, SSH).

5 JaHHble NOBbILWEHHOV NPOMNYCKHOMN
cnocobHocTn (web-Tpaduk).

6 HuskonpropuTeTHble AaHHble (COBMECTHbIN
Joctyn, BitTorrent).

(config-hotspot)> host 04:d4:c4:54:bc:11 service-class 3
Hotspot::Manager: Service class "3" applied to host »
"04:d4:c4:54:bc:11".

(config-hotspot)> no host 04:d4:c4:54:bc:59 service-class
Hotspot::Manager: Service class removed from host »
"04:d4:c4:54:bc:59".
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UcTopuns nameHeHuii

3.41.8 ip hotspot policy

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

Bepcusa

OnucaHwmne

3.05

[JobaeneHa komaHza ip hotspot host service-class.

OnpegennTtb NOANTUKY YNpasneHus [lomaluHeli CeTbo AN BbI6PaHHOro
NHTepderica. MoAnTnkKa NPUMEHSETCA KO BCEM XOCTaM, He MMeoLL MM
cobcTBeHHOro npaswuna goctyna ip hotspot host.

MoAnTMKa No ymon4vaHuto: permit.

KomaHaa ¢ npepunKcom no ycTaHaBNMBaEeT 3HayYeHne NOANTUKN Mo

YMONYaHUIO.

Ja
Ja
Ja
IP

(config-hotspot)>

policy <interface («access» | policy»)

(config-hotspot)> no policy <interfaces

AprymeHT 3HauyeHue OnucaHwue

interface msa MonHoe nmsa Ethernet nHtepderica nnn
nHTeppesica |NCEBAOHVM.

access permit Paspewwntb goctyn K cetn IHTepHer.
deny 3anpeTuTb A0CTynN K ceTn VIHTepHerT.

policy Mpogunb HasBaHune npoduns goctyna.
goctyna

(config-hotspot)> policy
Hotspot::Manager: Policy

(config-hotspot)> policy
Hotspot: :Manager: Policy

(config-hotspot)> policy
Hotspot::Manager: Policy

(config-hotspot)>
Hotspot: :Manager:

Home permit
"permit" applied to interface "Home".

Home deny
"deny" applied to interface "Home".

Home Policy0
"Policy0" applied to interface "Home".

no policy Home
Interface "Home" policy cleared.
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VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.06 [JobaeneHa komaHza ip hotspot policy.
212 JlobaBneH aprymeHT policy.

3.41.9 ip hotspot wake

OnucaHue OtnpaBuTb Wake-on-LAN nakeT Ha private n protected nHTepdericbl xocTa.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Tun uHTepderica IP

CuHoncuc (config-hotspot)>  wake mac»

AprymeHTbI AprymeHT 3HaueHue OnucaHue
mac MAC-apgpec MAC-aapec xocTa.
Npumep (config-hotspot)> wake a8:1e:84:11:f1:22

Hotspot::Manager: WoL sent to host: a8:1e:84:11:f1:22.

WcTopuns nsmeHeHwnit |Bepcua onucaHue

2.08 JobasneHa komaHgaa ip hotspot wake.

3.42 ip http lockout-policy

OonuncaHmne 3aAaTb NapaMeTpbl OTCNEXNBAHWSA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponeit HTTP gns nybnnyHbix nHTepdericos. Mo ymondaHuto GbyHKUNS
BK/tOYEHA.

KomaHga ¢ npedunkcom no oTkatoHaeT obHapyxeHme nogbopa.
Mpedukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het
Tun uHTepderica IP

Cuoncnc (config)>  ip http lockout-policy «thresholds [«durations

[cobservation-windows]]
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(config)> no ip http lockout-policy

AprymeHTbI AprymeHTt 3HayeHue OnucaHue

threshold Llenoe uucno Konnyectso HeyaauHbIX MOMbITOK
BX0Ja B cucTeMy. [10 yMO/I4YaHUIo
YyCTaHOBJ/IEHO 3HaueHue 5.

duration Lenoe uucno MpoAoNXKNTENBbHOCTL 3arnpeTa
aBToOpM3aLUN ANIA YKa3aHHOTO
IP-agpeca B MyHyTax. 1o
YMOJIHaHWIO YCTaHOB/IEHO
3Ha4yeHue 15.

observation-window |lenoe 4ucrio MpofoMKNTENBHOCTE HAbNAEHNS
3a NOA03pUTENbHON aKTUBHOCTLHO
B MUHyTax. [1o ymon4aHuio
YCTaHOB/IEHO 3HaYeHve 3.

Mpumep (config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is enabled.

(config)> no ip http lockout-policy
Http::Manager: Bruteforce detection is disabled.

VICTOpI/Iﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 Jlo6aBneHa komaHga ip http lockout-policy.

3.43 ip http log access

OonucaHmne BkntoumnTh pexunm oTnagkm Ha Beb-cepsepe (nginx). Mo ymon4aHuio yHKLMS
OTK/ItOYEeHa.

KomaHga ¢ npedurkcom no oTkIoYaeT 0TAAA0UHbBIN PEXMM.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config)>  ip http log access

I (config)> no ip http log access

Mpumep (config)> ip http log access
Http::Manager: Enabled access logging.
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(config)> no ip http log access

Http::Manager: Disabled access logging.

WcTopusa nsmeHeHum

Bepcus

OnucaHmne

3.00

Job6asneHa komaHgaa ip http log access.

3.44 ip http log auth

BknounTb norvpoBaHme NonbITOK HeyAa4yHOM aBTopum3aumn B cucteme. Mo

OnuncaHune

YMONYaHMI0 GYHKLMA OTKIHOUEHa.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CviHoncuc

HeTt

IP

KomaHga ¢ ﬂpe¢I/IKCOM Nno OTKNKYaEeT IormpoBaHMe.

I (config)> ip http log auth

I (config)> no ip http log auth

Mpumep

(config)> ip http log auth

Http::Manager: Auth logging enabled.

(config)> no ip http log auth

Http::Manager: Auth logging disabled.

WcTopus nsmeHeHwnii

Bepcusa

OnucaHue

2.08

Jo6aBneHa komaHga ip http log auth.

3.45 ip http log webdav

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica

IP

BktounTb normposaHvie NonbITOK HeyAauHOro NOAK/JIHYEHUS K cepBepy
WebDAV. Mo ymon4aHuio GyHKLMA OTKAOYEHA.

KomMaHgza ¢ npedprKcoM no OTK/KOUAET I0rMpoBaHume.
Ja
Aa

272

CnpaBo4HMK KoMaHa — Lite (KN-1310)



naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config)> ip http log webdav

I (config)> no ip http log webdav

(config)> ip http log webdav
WebDav: :Server: Enabled request tracing.

(config)> no ip http log webdav
WebDav: :Server: Disabled request tracing.

Bepcus OnucaHve

3.04 JobasneHa komaHgaa ip http log webdav.

3.46 ip http port

OnucaHune

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

HasHaunTte HTTP nopT ans Beb-nHTepdelica Lite. Mo ymonyaHuio
ncnonb3yeTca nopt 80.

KomaHga ¢ npedprKcoM no ycTaHaBANBaET MOPT MO YMOAYAHUIO.
Ja

Ja

Het

IP

(config)>  ip http port «port>

(config)> no ip http port

AprymeHT 3HaueHue OnucaHwue

port llenoe 4ucno HoBbin nopT HTTP.

(config)> ip http port 8080
Http::Manager: Port changed to 8080.

(config)> no ip http port
Http::Manager: Port reset to 80.

Bepcus OnucaHue

2.08 JlobasneHa komaHaa ip http port.
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3.47 ip http proxy

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHwnii

JocTtyn K rpynne KomaHa ans Hactpoikm HTTP npokcun. Ecam npokcn He
HalJeH, KOMaH/a nblTaeTcs ero co3gaTb.

KomaHza c nped1Kcom no yaansieT npokcu.

Ja
Ja
Aa
IP

(config-http-proxy)

(config)>

ip http proxy name»

(config)> no ip http proxy name>

AprymeHT

3HayeHue

OonvcaHune

name

CTpoka

Vma HTTP npokcw.

(config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.

Bepcus

OnucaHune

2.08

JobaBneHa komaHaa ip http proxy.

3.47.1 ip http proxy auth

OnucaHune

MNpejukc no

MeHsieT HaCTpPOVKMK
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Bkntountb aBTopusaumto ana HTTP-npokcu. Mo ymonyaHmio napameTp

OTK/TKOYEH.

KomaHga ¢ npedumkcom no otkaroyaeT asTopmsauuto ana HTTP-npokcn.

Ja
Ja
Het

IP

I(config-http-proxy)> auth

I (config-http-proxy)> no auth
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Mpumep

UcTopuns nameHeHuii

(config-http-proxy)> auth
Http::Manager: Proxy password auth is enabled.

(config-http-proxy)> no auth
Http::Manager: Proxy password auth is disabled.

Bepcus OnucaHve

2.10 [JobaeneHa komaHaa ip http proxy auth.

3.47.2 ip http proxy domain

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcTaHOBWUTL flOMEHHOE M4, onpegensatowee FQDN BUPTyanbHOro XocTa.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

IP

(config-http-proxy)>  domain static «domain»

(config-http-proxy)> no domain

AprymeHT 3HaueHue |OnucaHue

domain Crpoka JomMmeHHOoe nwvs.

(config-http-proxy)> domain static example.net
Http::Manager: Configured base domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

Bepcus OnucaHue

2.08 Job6asneHa komaHga ip http proxy domain.

3.47.3 ip http proxy domain ndns

OnuncaHune

Mpe¢ukc no

VMcnonb3oBatk joMeHHoe 1M, noayyeHHoe oT cepsuca NDNS. Ecnun gaHHas
onumsa BKKOYEHa, HacTpoiika ip http proxy domain cTupaeTcs.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
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MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja

Het

IP

I(conﬂg-hup-proxyﬁ> domain ndns

I(conﬁg—hup—proxyﬁ>nodomain ndns

(config-http-proxy)> domain ndns
Http::Manager: Configured ndns domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

Bepcusa

OnucaHune

2.08

JobasneHa koMmaHgaa ip http proxy domain ndns.

3.47.4 ip http proxy force-host

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

Bknrountb nepeornpejgeneHne 3arojioBka Host ans upstream.

KomaHza c nped1KcomM no oTKIOYaEeT HaCTPOWKY.

Ja
Ja
HeT

IP

(config-http-proxy)>

force-host «force-host»

(config-http-proxy)> no force-host

AprymeHT

3HayeHue

OnwucaHune

force-host

Crpoka

IP-agpec nnn gomeHHoe nms.

(config-http-proxy)> force-host 192.168.8.1
"modem": enabled Host header enforcing to »
"192.168.8.1".

Http::Proxy:

(config-http-proxy)> force-host modem.keenetic.pro
"modem": enabled Host header enforcing to »
"modem. keenetic.pro".

Http::Proxy:

(config-http-proxy)> no force-host

Http::Proxy:

"modem" :

disabled Host header enforcing.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.06 Jlo6aBneHa komaHga ip http proxy force-host.

3.47.5 ip http proxy preserve-host

OnucaHune YCTaHOBUTb napamMeTp 414 CoOXpaHeHnA NCXo4HOro 3arosioBka rnpu
NPOKCnpoBaHMN.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncunc I (config-http-proxy)>  preserve-host

I (config-http-proxy)> no preserve-host

Npumep (config-http-proxy)> preserve-host
Http::Manager: Proxy HTTP Host header preservation is enabled.

(config-http-proxy)> no preserve-host
Http::Manager: Proxy HTTP Host header preservation is disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.13 JobasneHa komaHaa ip http proxy preserve-host.

3.47.6 ip http proxy security-level

OnucaHue YcTaHOBUTL ypoBeHb 6e3onacHocTy aAng HTTP-npokcu. Mo ymonyaHuio
YCTaHOB/IEHO 3HayeHue private.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CnHoncuc I(config-http-proxy)> security-level (public | private)

I (config-http-proxy)> no security-level
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
public Knouesoe Joctyn K HTTP-npokcn paspelueH aad public,
C/I0BO private u protected nHtepdeiicos.
private Knwyesoe Joctyn K HTTP-npokcu paspeLueH To/IbKO ANd
C/10BO private nHTepdelicos.
Mpumep (config-http-proxy)> security-level public

Http::Proxy: "testl": set public security level.

(config-http-proxy)> no security-level
Http::Proxy: "testl": unset public security level.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.05 Jlo6aBneHa komaHga ip http proxy security-level.

3.47.7 ip http proxy upstream

OnucaHue YctaHoBuTb agpec HTTP vnn HTTPS cepBepa, Ha KOTopbI 6yayT
nepeHanpaBnATbLCA 3aMNpochl.

KomaHga ¢ npedurkcom no yganseTt HacTPOWKy.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
Cunoncuc (config-http-proxy)> upstream(http | https)(wmac> | <ip> | «fqdns) [«ports]
(config-http-proxy)> no upstream
AprymeHTbI AprymMeHT |3HayeHue onucaHue
http Knwyesoe cnoso |HTTP cepsep.
https Krouesoe cnoso |HTTPS cepsep.
mac MAC-appec MAC-aapec cepsepa.
ip IP-agpec IP-agpec cepBepa.
fqdn FQDN MNonHoe somMeHHOE NM4 cepeepa.
port Uenoe uucno Homep nopra.
Mpumep (config-http-proxy)> upstream http 192.168.1.1 8080

Http::Manager: Proxy "TEST" upstream was set.
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UcTopuns nameHeHuii

(config-http-proxy)> upstream https google.com 443
Http::Proxy: "modem": set https upstream google.com, port 443.

(config-http-proxy)> no upstream
Http::Manager: Remove upstream info for proxy "test".

Bepcus OnucaHve
2.08 [JlobaeneHa komaHza ip http proxy upstream.
3.05 JlobaBneHo k4eBoe CnoBo https.

3.47.8 ip http proxy x-real-ip

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

Mpumep

WcTopusa nsmeHeHum

BknrounTb noaaep>kky 3aronoskos X-Real-IP and X-Forwarded-For gns HTTP
npoKcwu.

KomMaHza ¢ npedprKcomM no OTKIKOHAET 3aro/10BKuU.
Ja

Ja

Het

IP

I (config-http-proxy)>  x-real-ip

I (config-http-proxy)> no x-real-ip

(config-http-proxy)> x-real-ip
Http::Proxy: "testl": enabled X-Real-IP and X-Forwarded-For »
headers.

(config-http-proxy)> no x-real-ip
Http::Proxy: "testl": disabled X-Real-IP and X-Forwarded-For »
headers.

Bepcus OnucaHue

3.05 Job6asneHa komaHgaa ip http proxy x-real-ip.

3.48 ip http security-level

OnuncaHune

Mpejukc no

YCTaHOBUTb YpOBEeHb 6€30MacHOCTY ANS yAaleHHOro A0CTyNa K Beb
nHTepdericy Keenetic. Mo ymonyaHmio ycTaHOBMEHO 3Ha4YeHe private.

Het
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

IP

(config)> iphttpsecurity-level (public[ssl] | private | protected)

AprymeHT 3HaueHue OnucaHue

public Knio4yesoe cnoso|ocTyn Kk Be6 nHTepdeincy
paspeLueH A4na public, private n
protected nHtepdeiicos no HTTP
n HTTPS.

private KnwuyeBoe cnoso|[octyn k Beb nHTepdeiicy
pa3peLlleH ans private
nHTepdericos.

protected Knw4yesoe cnoso|[octyn Kk Be6 nHTepdeincy
paspeLueH ans private n protected
nHTepdericos.

ssl Knw4yesoe cnoso|ocTyn Kk Be6 nHTepdeincy
paspeLueH ansa public
nHTepdelicoB TONbLKO Yepes
HTTPS.

(config)> ip http security-level protected
Http::Manager: Security level changed to protected.

(config)> ip http security-level public ssl
Http::Manager: Security level set to public SSL.

Bepcus OnucaHue
2.08 Job6asneHa komaHgaa ip http security-level.
3.00 [JobaeneH napameTp ssl.

3.49 ip http ssl acme get

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

Co3aaTb U noanuncaTb cepTudumkat SSL 419 ykazaHHOro JOMEHHOIo IMeHN
(no ymonyaHuto, KeenDNS). [lna Hero gosXeH 6blTb NpefocTaBAeH AOCTYn
13 NHTepHeTa.

HeT
Het

HeTt

I(config)> ip http ssl acme get [ «domains]
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AprymeHTbI Argument 3HaueHne |OnucaHue
domain Crtpoka JomeHHoe nms KeenDNS.
NMpumep (config)> ip http ssl acme get mytest.keenetic.pro

Acme::Client: Obtaining certificate for domain »
"mytest.keenetic.pro" is started.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.1 JobasneHa koMmaHgaa ip http ssl acme get.

3.50 ip http ssl acme revoke

OnucaHue OTMeHUTb 1 yaanuTb SSL-cepTndurkat Ana ykaszaHHOro AOMeHHOro UMeHu
(KeenDNS, no ymon4vaHuio).

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> ip http ssl acme revoke «domain
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
domain Crpoka JomeHHoe nms KeenDNS.
NMpumep (config)> ip http ssl acme revoke mytest.keenetic.pro
Acme::Client: Revoking certificate for domain »
"mytest.keenetic.pro" is started.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.1 Jlo6baBneHa komaHga ip http ssl acme revoke.

3.51 ip http ssl acme list

OnucaHune MokasaTb cnmcok becrnnaTHbIX cepTudmkaTos Let s Encrypt B cucteme.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog Het
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Cunoncuc I(conﬂgﬁ> ip http ssl acme list
Mpumep (config)> ip http ssl acme list
certificate:
domain: cc6b5a71a7644903b51a5454.keenetic.io
should-be-renewed: no
is-expired: no
issue-time: 2018-06-20T09:16:30.000Z
expiration-time: 2018-09-17T09:16:30.000Z
certificate:
domain: mytest.keenetic.pro
should-be-renewed: no
is-expired: no
issue-time: 2018-06-28T16:36:56.000Z
expiration-time: 2018-09-25T16:36:56.000Z
VICTOleﬂ N3MeHeHUn Bepcuﬂ onucaHvie

2.1 [Jlo6aBneHa komaHga ip http ssl acme list.

3.52 ip http ssl enable

OnucaHue Bkntountb SSL Ha HTTP cepsepe. No ymonyaHuio, SSL oTktoueH.
KomaHga ¢ npedurkcom no otkarouaet SSL.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CuHoncuc I(conﬂgﬁ> ip http ssl enable

I (config)> no ip http ssl enable

Mpumep (config)> ip http ssl enable
Http::Manager: Enabled SSL service.

(config)> no ip http ssl enable
Http::Manager: Disabled SSL service.

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvcaHue

2.07 Job6asneHa komaHgaa ip http ssl enable.
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3.53 ip http ssl redirect

OnucaHune BrnounTb aBTOMaTUYECKOE NepeHanpaBneHmne Ha JOMeHax ¢ cepTudrKaToMm
SSL. Mo ymonyaHuio nepeHanpas/ieHVie BKIFOYEHO.

KomaHga ¢ npednkKcom no oTKIOYaeT rnepeHarpasneHue.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nutepdeiica IP

CuHoncnc I (config)> ip http ssl redirect

I (config)> no ip http ssl redirect

Mpumep (config)> ip http ssl redirect
Http::Manager: Redirect to SSL is enabled.

(config)> no ip http ssl redirect
Http::Manager: Redirect to SSL is disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 [Jlo6aBneHa komaHga ip http ssl redirect.

3.54 ip http x-frame-options

OonucaHue YcTaHOBUTb 3HaYeHMe 3aronoBka X-Frame-Options ans Be6-cepsepa (nginx)
B JOMALLHEM CEerMeHTe CeTu.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config)> ip http x-frame-options «x-frame-options»

(config)> no ip http x-frame-options «x-frame-options,

AprymeHTbI AprymeHT 3HaueHme |OnucaHue

x-frame-options|Crpoka 3HaueHune X-Frame-Option.
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Mpumep

UcTopuns nameHeHuii

(config)> ip http x-frame-options DENY
Http::Manager: Set X-Frame-Options to "DENY".

(config)> no ip http x-frame-options DENY
Http::Manager: Disabled X-Frame-Options header.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHga ip http x-frame-options.

3.55 ip name-server

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuyHoncuc

HactpounTtbk IP-agpeca cepeepoB DNS. CoxpaHeHHble TakiiM 06pa3om agpeca
Ha3bIBaKOTCA CTAaTUYECKVMW, B MPOTUBOMOJIOXHOCTb JUHAMUYECKUM —
3aperncTpmpoBaHHbIM ciyxbamu PPP nnwn DHCP.

AKTUBHbBIMW, TO €CTb NCMO/b3YyeMbIMU B JaHHBIA MOMEHT aZpecamMu, ABAAI0TCA
Te, KOTOpble BbIIN 3aperncTPUPOBaHbI MO3Xe ocTanbHbIX. O6bIYHO cuCTEMa
ncnonb3yeT ajgpeca, NojiyuyeHHble HeECKO/IbKUMW MocaeAHUMU ycneLHo
NOAK/TIOUNBLLUMMUNCS ciyxxbamu PPP unn DHCP. Ecan Hn ogHa 13 ciyx6 He
pernctpupyet agpeca DNS akTUBHbIMYK ByAyT cTaTU4eckne HaCcTPOKM.
OaHako, ecnvi nocsie perncTpaumm JUHamm4eckmnx afpecos rnoJib3oBartesiem
6b1N11 3MEHeHbI CTaTuYeckme HaCTPOKM, OHW CTAHOBATCHA aKTUBHbIMM, MOKa
He ByayT 3aperncTpmpoBaHbl HOBbIE JVHAMUYeCcKMe ajpeca.

ip hame-server MOXHO BBOAWTb MHOTOKPaTHO, ecn TpebyeTcs HacTpouTb
Heckosnbko agpecoB DNS-cepBepoB. Kpome Toro, Kaxaomy BBeeHHOMY
aipecy MOXHO COMOCTaBUTb OHO NN HECKO/IbKO JOMEHHbIX UMEH A5
paboTbl co cneynduyeckMmn 30HaMK, HanprMep, N0KabHBIMU UMEHaMn B
KOpnopaTuBHOM ceTu.

KomaHza c npedurKcom no yaansieT ykasaHHbIi agpec cepsepa DNS 13
CTaTMYEeCKOro 1 akTUBHOIO CNCKa, eC/I KOMaHAA AAeTcs C apryMeHTamu,
NNBO OUMLLLAET CMMCOK CTaTUYeCKMX ajpecoB, e/l KOMaHAa JaeTcs 6e3
aprymMeHTOB.

Ja
Ja
Aa
IP

(config)> ipname-serveraddress>[: port>][«domains[on<interface

1]

(config)> no ip name-server [ «addresss [ : <port>]][ «domains [ on
<dnterfaces]]
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

3.56 ip nat

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHT |3HayeHue OnuncaHwue

address IP-agpec Afpec cepBepa NMeH.

port Lenoe 4ncsno MNopT cepBepa NMeH.
domain CTtpoka JlomeH, ans KoToporo byaet

rcnonb3osBaTbca cepsep. DNS-npokcy npw
paspeLleHnn MeHN B MepByto oyepelb
BblOVpaeT agpec cepsepa € Hanbonee
6/IM3KMM K 3anpocy AoMeHOoM. Ecav gomeH
He yKasblBaTb, cepBep byaeT
1CMob30BaTLCA A7 BCEX 3aMpoCoB.
BblpaxeHune "" 1cnonb3yeTcd Kak JoMeH
no ymonyaHuto. MakcrmansHoe
KONMYecTBO JOMEHOB A/t O4HOro
DNS-cepsepa — 16.

interface |Wms untepgesica |IMa nHTepderica Ana HaCcTPOiKN.

(config)> ip name-server 8.8.8.8 "" on ISP
Dns::InterfaceSpecific: Name server 8.8.8.8 added, domain »
(default), interface ISP.

(config)> no ip name-server
Dns::Manager: Static name server list cleared.

Bepcus OnucaHve
2.00 JobasneHa KoMaHAa ip name-server.
2.14 Jlo6aBneH aprymeHT port.

BkAoUNTb TpaHCNSALUMIO «N0KaNbHBIX» apecoB ceTu network nnm ceTu 3a
nHTepdeiicom interface. Hanpumep, koMaHga ip nat Home o3Ha4vaeT, yTo
415 BCeX NaKeToB M3 ceTu Home, MPOXOAALLMX Yepes MapLupyTusaTop, byaet
BbIMO/IHEHA NOAMEHA aApecoB UCTOYHMKA.

Aa
Ja
Ja
IP
I (config)> ipnat (<interfaces | <address> amask>)

I (config)> no ip nat (<interfaces | <address> amask>)
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AprymeHTbl

Mpumep

NcTopus nsmeHeHum

3.57 ip nat full-cone

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HayeHue |OnucaHue
interface nms VimMsa nHTepderica nctouHmka (moiHoe nms
uHTepgesica |VHTEpderica niv NceBAoHNM).

address IP-agpec BmecTe c Mackoii mask 3ajaeT AnanasoH
IP-appecoB ncTouHKKa, NoaaexaLmx
TpaHcaauun,

mask IP-macka Macka gmanasoHa TpaHcnauun. Ecte aBa
crnocoba BBOAA MacKW: B KAHOHNYECKOM
BUAe (Hanpumep, 255.255.255.0) n B
BUAe 6UTOBOV ANMHBLI NpedurKca
(Hanpumep, /24).

(config)> ip nat Home
Network::Nat: A NAT rule added.

(config)> no ip nat Home
Network::Nat: A NAT rule removed.

Bepcus

OnucaHune

2.00

JobasneHa KomaHaa ip nat.

BrntounTb pexum Full Cone NAT. TTo yMONYaHUIO PeXNM BbIK/IHOYEH.

KomaHga ¢ I'Ipe¢I/IKCOM NO OTKNKOYaEeT 3TOT PEXUNM.

Aa
Ja
Het

IP

I(conﬁg)> ip nat full-cone

I(conﬁgﬁ>noipnatfu11-cone

(config)> ip nat full-cone
Network::Nat: Full cone mode enabled.

(config)> no ip nat full-cone
Network::Nat: Full cone mode disabled.

Bepcusa OnucaHve

3.01 Jlo6aBneHa komaHgaa ip nat full-cone.
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3.58 ip nat restricted-cone

OnucaHwue BkntounTb pexum Restricted NAT. [0 yMOAYaHNIO PEXMM BbIK/THOYEH.
KomaHga ¢ npedrKcom no OTKA0YAET 3TOT PEXUM.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nutepdeiica IP

CnHoncuc I (config)> ip nat restricted-cone

I (config)> no ip nat restricted-cone

Npumep (config)> ip nat restricted-cone
Network::Nat: Restricted cone mode enabled.

(config)> no ip nat restricted-cone
Network: :Nat: Restricted cone mode disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 [Jlo6baBneHa koMaHgaa ip nat restricted-cone.

3.59 ip nat sstp

OnucaHue BknounTb TpaHCAALMIO aApecoB AN KAneHToB SSTP.
KomaHga ¢ npedurkcom no yaansieT npasuio.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CuHoncuc I (config)>  ip nat sstp

I (config)> no ip nat sstp

Mpumep (config)> ip nat sstp
SstpServer::Nat: SSTP VPN NAT enabled.

(config)> no ip nat sstp
SstpServer::Nat: SSTP VPN NAT disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa KomaHza ip nat sstp.

3.60 ip nat vpn

OnucaHue Bkntoumntb TpaHcnauuio agpecos ana VPN-KNVEHTOB.
KomaHga c npedumkcom no yganseTt npaBuso.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

Tun nHTepdeiica IP

CuHoncuc I (config)>  ip nat vpn

I (config)> no ip nat vpn

Mpumep (config)> ip nat vpn
VpnServer::Nat: PPTP VPN NAT enabled.

(config)> no ip nat vpn
VpnServer::Nat: PPTP VPN NAT disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 Job6asneHa komaHgaa ip nat vpn.

3.61 ip policy

OnucaHwue JocTyn K rpynne KoOMaHZ4 ANs HacTPOKK Npoduns goctyna B VIHTepHeT —
npaBwna Bblbopa MapLUpyTa MO YMOAYAHUIO AN XOCTOB U CerMeHTOB
AoMaluHel cetu. Ecnm npodunb AocTyna He HalifeH, KOMaHAa NbITaeTcs ero
co3gatb. MoXHO co3gaTb He 6onee 16 npodunei.

KomaHga c npedurkcom no yaanset ykasaHHbI npoduab ocTyna 13 cnmcka.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a
BxoxxaeHue B rpynny (config-policy)

CuHoncuc I (config)>  ip policy mames
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config)> no ip policy name>

AprymeHT 3HauyeHue OnucaHwue

name Wms npogunsa |HasaHwe npoduns goctyna. JonyckaeTcs
NCMONb30BaHMe CMMBOJIOB JIAaTUHCKOro
andasuTa, udp, NnoguepkrBaHua 1 geduca.
He 6onee 32 cnmBOSIOB.

(config)> ip policy Policy®
Network: :PolicyTable: Created policy "Policy0@".

(config)> no ip policy Policy0
Network: :PolicyTable: Removed policy "Policy0".

Bepcus OnucaHve

2.12 JobaeneHa koMmaHaa ip policy.

3.61.1 ip policy description

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

HasHaunTb Npon3BobHOE onuncaHre Npodunto goctyna B IHTepHeT.
KomaHga ¢ npedurkcom no cTmpaeT onvcaHue.

Ja

Ja

Het

IP

(config-policy)>  description «description

(config-policy)> no description

AprymeHT 3HaueHue |OnucaHue

description Ctpoka MNpown3BosbHOe onncaHve npoduna
poctyna. lonyckaeTcs UCnonb3oBaHne
CMMBOJIOB fIaTUHCKOro andasuTta, uudp,
noauvepkmeBaHusa n gedunca. He 6onee 256

CMMBOJIOB.

(config-policy)> description PolicyOne
Network: :PolicyTable: "Policy0": updated description.

(config-policy)> no description
Network::PolicyTable: "Policy0": updated description.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.12

[JobaeneHa komaHgaa ip policy description.

3.61.2 ip policy multipath

OnucaHwne

Brntountb GyHKLNIO O4HOBPEMEHHOr0 Mcnoib3oBaHUA WAN-NoaKkItoUeHWi

B pexvMe 6anaHCcMpOBKU.

KomaHga ¢ npedpurkcom no oTkaoHaeT GyHKLMIO.

MNpedukc no Ja
Aa

MHorokpaTtHbIiA BBOog, Het

MeHsieT HacTpoiKmn
Tun nHTepdeiica IP

CuHoncuc I (config-policy)>

multipath

I (config-policy)> no multipath

Mpumep

(config-policy)> multipath
Network: :PolicyTable:

"Policy0": enable multipath.

(config-policy)> no multipath

Network: :PolicyTable: "Policy0": disable multipath.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.14 JobasneHa komaHaa ip policy multipath.

3.61.3 ip policy permit

OnucaHune

PaspeLumnTb ncnonb3oBaHme Npoduas 4oCTyna Ans rnobanbHOro nHTepderica.

Ecnn ogviH npodunnb focTyna pa3peLleH AN HeCKONbKMX MHTepdencos,
MO>XHO yKazaTb NPUOPUTET ASIA KaXA0ro 13 HUX.

KomaHaa ¢ npepurkcom no 3anpeLyaeT UCnosib3oBaHMe Nnpoduns goctyna
ANS ykasaHHoro nHtepdeiica. Ecam BBecTn KoMaHAy 6e3 aprymeHToB,
npodunb foctyna byaeT 3anpeLleH A5 Bcex MHTepdelicos.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica IP
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CuHoncuc (config-policy)>  permit global <interfaces [ order orders]

(config-policy)> no permit [ global <interfaces ]

AprymeHTbI AprymeHT |3HaueHue OnucaHue

interface |Wms uHTepgelica|llonHoe nmsa nHTepdenca Nan NCEBAOHNM.

order Lenoe uucno MpuopuTeT rnobansHOro nuHtepderica, Ans
KOTOpOro paspeLueH npoduab AoCTyna.
MoxxeT npuHUMaTL 3HayeHus oT 1 40 65534,
HO He bosiee, YeM KONNYECTBO r106anbHbIX
nHTepdericos.

Npumep (config-policy)> permit global L2TPO order 0
Network::PolicyTable: "Policy0": set permission to use L2TPO.

(config-policy)> no permit global L2TPO
Network: :PolicyTable: "Policy0": set no permission to use L2TPO.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.12 JlobaBneHa komaHaa ip policy permit.

3.61.4 ip policy permit auto

OonucaHmne ABTOMaTUYeCKWN paspeLlaTb HOBble MOAKOYEeHVS AN npodunsa focTtyna.
Mo ymonyaHuio GyHKLNS OTKOYEHa.

KomaHga ¢ npedunkcom no yaanset aBToMaTMyeckoe paspeLleHue.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I(conﬂg-policy)> permit auto

I (config-policy)> no permit auto

MNpumep (config-policy)> permit auto
Network::PolicyTable: "Policy0": set auto permission.

(config-policy)> no permit auto
Network::PolicyTable: "Policy0": set auto permission.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.12 [JobasneHa komaHza ip policy permit auto.

3.61.5 ip policy rate-limit input

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

[l06aBNTb NapaMeTpbl OrpaHNYEHN BXOASLLLE CKOPOCTU ANS TN06aNnbHbIX
nHTepdericos npoduna gocryna.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
Ja

Aa

Het

IP

(config-policy)>  rate-limit <interfaces> input (<rate> | auto)

(config-policy)>  rate-limit <interfaces no input

AprymeHT |3HauyeHue OnucaHue

interface |Umsa uHTepgelica|IMa rnobaneHoro IP-nHTepdeiica ans
orpaHunyeHuns Tpadumka rpynnom
Ha3Ha4veHHbIX Npodunen.

rate Lenoe uucno MNpeaenbHas cKOpOCTb Nepeaavn JaHHbIX
B K6ut/c. MoXeT NpMHMMaTh 3Ha4YeHus B
AvanasoHe oT 64 ao 1000000.

auto KroyeBoe €n1080|PexXnM aBTOHaCTPOMNKN.

(config-policy)> rate-limit WifiMasterl/WifiStation® input auto
Network::PolicyTable: "Policy@": set input rate limit to "auto".

(config-policy)> rate-limit WifiMasterl/WifiStation® input 100000
Network: :PolicyTable: "Policy0": set input rate limit to "100000" »
kbps.

(config-policy)> rate-limit WifiMasterl/WifiStation@ no input
Network: :PolicyTable: "Policy0": reset input rate limit.

Bepcus OnucaHue

3.05 Job6asneHa komaHaa ip policy rate-limit input.
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3.61.6 ip policy rate-limit output

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

[06aBNTb NapaMeTpbl OrpaHNYEeHNS UCXOASALLIE CKOPOCTU AN TN06aNbHbIX
nHTepdericos npoduna gocryna.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

IP

(config-policy)>  rate-limit <interfaces> output «rate

(config-policy)>  rate-limit <interfaces no output

AprymeHT |3HauyeHue OnucaHwue

interface |Wmsa uHTepgeiica|Ima rnobanbHoro IP-nHTepdeiica ans
orpaHuyeHus Tpaduka rpynnom
Ha3Ha4YeHHbIX Npoduner.

rate Lenoe uucno MNpeaenbHas cKOPOCTb Nepeaavn JaHHbIX
B Kéut/c. MoxeT NnpMHMMaTh 3Ha4YeHus B
AvarnasoHe oT 64 go 1000000.

(config-policy)> rate-limit WifiMasterl/WifiStation0 output 1000
Network::PolicyTable: "Policy0": set output rate limit to "1000" »
kbps .

(config-policy)> rate-limit WifiMasterl/WifiStation® no output
Network: :PolicyTable: "Policy0": reset ouput rate limit.

Bepcus OnucaHue

3.05 JobasneHa komaHaa ip policy rate-limit output.

3.62 ip route

OnuncaHwne

Mpedukc no

[o6aBuTb B TabnMLy MapLUpyTU3aLMN CTaTUYECKUIA MapLUPYT, KOTOPbIA
3ajaeT npaBuno nepegayun IP-nakeToB Yepes onpegeneHHbIl W3 Uan
ceTeBo nHTepodelic.

B kauecTBe ceT Ha3HauYeHNA MOXHO yKasaTtb KntoyeBoe cnoBo default. B
3TOM C/lyyae byAeT co3aH MapLUPYT MO YMOAYaHUIO.

KomaHga ¢ npedurKcom no yaanseT MapLIpyT € yKasaHHbIMU NapamMeTpamu.

Ja
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MeHsieT HacTpoiAiku

Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

AprymeHTbI

IP

(config)>

ip route (<network> imask> | <host> | default) ( gateway: [

interface] | <interfaces ) [auto] [metric]

(config)> no ip route ( <network> <mask> | <host> | default) [ «gateway: |
<ddnterface>][metric]

AprymeHT

3HauyeHue

OnucaHue

network

IP-agpec

IP-agpec ceTn Ha3HayeHus.

mask

IP-macka

Macka ceTu HasHaveHus. EcTb ABa cnocoba
BBOJa MacKn: B KAHOHNYECKOM BUje
(Hanpwumep, 255.255.255.0) 1 B Buge
6uTOBON ANNHBI NpedurKca (Hanpumep, /24).

host

IP-agpec

IP-agpec y3na Ha3HayeHus.

default

KnrwyeBoe cs10B0

Ncnonb3yeTtcs AN 3afaHna MapLUPyTOB MO
YMONYaHUIO.

interface

WmMs uHTeppesica

MonHoe nms HTepdelica NI NCEBAOHUM.
YKka3blBaeTcs B KayecTBe HanpaBiaeHUs
nepejayv rnakeToB, eC/in K UHTepdency
MOAKMOYEH KaHaN TOYKa-Touka, He
TpebyroLLnii AONONHUTENBbHOV agpecauunn
BHYTPW KaHana.

Ecnn Ha nHTepdelice yctaHOBNEH
npuioputeTt interface ip global, mapwwpyT
£[,06aBAAETCS B CUCTEMHYIO TabnLy TONbKO
B TOM CNyyae, ey He CyLLlecTBYyeT 4pyroro
MapLUpyTa C TEM Xe apecoM Ha3HayeHWs
1 661bLWNM NPUOPUTETOM.

gateway

IP-agpec

IP-agpec mapLupyTmn3aTopa B
HernocpeACTBEHHO NOAK/IOUYEHHON ceTu.
MoxeT bbITb 3ajjaH BMecTe C UMeHeM
nHTepdelica, ecin TpebyeTcs ykasaTb
npuopwutet interface ip global. Ecan
nHTepderic He yKasaH, OH onpegensieTcs
CNCTEeMOI aBTOMAaTUYeCKM N3 TeKYyLLX
HacTpoek IP.

auto

Knw4yeBoe csioBO

Mo3BonsieT NPYMEHWTHL MapLUpyT TOrAa,
KOrAa CTaHeT A0CTyrneH yKasaHHbI/ B HEM
LLI/HO3.

metric

Llenoe uucno

MeTpuka MapLupyTa. B TekyLei
peanunsaumn urHopupyetcs.
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Mpumep

UcTopuns nameHeHuii

(config)> ip route default Home
Network: :RoutingTable: Added static route: 0.0.0.0/0 via Home.

(config)> ip route default Home

Bepcus OnucaHve

2.00 [JobaeneHa KomaHza ip route.

3.63 ip search-domain

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHwnii

YKa3aTb fOMeH noncka Aas paspeLleHnss HenoaHbIX IMeH XOCTOB.
KomaHga ¢ npedunKcom no yaanset HacTPOnKy.

Ja

Aa

Het

(config)> ip search-domain «domain»

(config)> no ip search-domain

AprymeHT 3HaueHue OnucaHwue

domain Ctpoka JomeHHoe nms.

(config)> ip search-domain my.example

(config)> no ip search-domain my.example

Bepcus OnucaHve

2.00 [Jlo6aBneHa komaHga ip search-domain.

3.64 ip sip alg direct-media

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn

3ameHuTb IP-agpec B none Owner npotokona SDP. 3Ta ¢yHKUMA ncnonb3yeTcs
UTO6bI HEe HacTpamBaTb OTAeNbHbIN Npobpoc nopto. anda VoIP-Tpaduka. No
YMONYaHMIO HACTPOKKa OTKAOYEHa.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOKY.
[Ja
Ja
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MHorokpaTtHbIiA BBOg, Het

CuHoncuc I(config)> ip sip alg direct-media

I (config)>no ip sip alg direct-media

Mpumep (config)> ip sip alg direct-media
Sip::Alg: Direct media enabled.

(config)> no ip sip alg direct-media
Sip::Alg: Direct media disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 Jlo6aBneHa komaHga ip sip alg direct-media.

3.65 ip sip alg port

OnucaHue Ykazatb HoMmep nopTta an4 SIP coobLieHnii, OTAINYHBIN OT CTaHAapTHOro. Mo
YMOJIYaHUIO NCMNO/Ib3yeTcs HOMep nopTa 5060.

KomaHaa ¢ npepunKcom no ycTaHaBNMBAET MOPT MO YMONUYAHUIO.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIA BBOA, Het

Cutoncnc (config)> ip sip alg port «port>
(config)>no ip sip alg port
AprymeHTbI AprymeHT 3HauyeHue OnucaHue
port Lenoe uucsno Howmep nopra.
Mpumep (config)> ip sip alg port 7090
Sip::Alg: Port set to 7090.
(config)> no ip sip alg port
Sip::Alg: Port reset to default.
VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.12 JobaBneHa komaHAa ip sip alg port.
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3.66 ip ssh

OnucaHwue JocTyn K rpynne KomMaHz4 Ana ynpasneHua SSH-cepsepom.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-ssh)

Cunoncuc I (config)>  ip ssh

Npumep (config)> ip ssh
(config-ssh)>

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.12 Job6asneHa komaHgaa ip ssh.

3.66.1 ip ssh cipher

OnucaHwue YCTaHOBUTb LWUN$POBaHME CUMMETPUYHOIO K/to4a A5 ceaHca SSH.
KomaHga ¢ npedurkcom no yaanseT yKasaHHbIn anroputM WNGpoBaHUS.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica IP

CuHoncuc (config-ssh)>  cipher «ciphenr

(config-ssh)>  no cipher «cipher

AprymeHTbI AprymeHT |3HaueHue OnucaHue
cipher chacha20-poly1305@openssh.com|Anroputm WndpoBaHUS
ChaCha20-Poly1305.
aesl28-ctr AnropuTm WndpoBaHms
AES128-CTR.
aes256-ctr An encryption algorithm
AES1256-CTR.
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AprymeHT |3HayeHue OnucaHue
aes128-gcm@openssh.com ANropnT™ WndpoBaHMS
AES128-GCM.
aes256-gcm@openssh. com AnropuTm WwWndpoBaHms
AES256-GCM.
Mpumep (config-ssh)> cipher chacha20-polyl305@openssh.com

Ssh::Manager: Added cipher "chacha20-polyl305@openssh.com".

(config-ssh)> no cipher chacha20-polyl305@openssh.com
Ssh::Manager: Use default ciphers.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.04 Job6asneHa komaHaa ip ssh cipher.
Bepcus OnucaHve
3.05 JlobaBneHbl HOBbIe anrOpPUTMbI LLINGPOBAHNSA
aes128-gcm@openssh.com, aes256-gcm@openssh. com.

3.66.2 ip ssh keygen

OnucaHmne O6HoBNEHME KNtoYa 3aJaHHOr0 TUNa.
Mpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun uHTepderica IP

CnHoncuc (config-ssh)>  keygen <keygen>

AprymeHTbI AprymeHT 3HaueHue OnwucaHue

keygen default ABTOMaTMUeCKas reHepauns HOBOro
OTKpbITOro Kito4a RSA2048 +
ECDSA-NISTP521.

rsa-1024 ABTOMaTM4YecKas reHepaLysa HOBOro
OTKpbITOro knto4a RSA gnavHoin 1024
6uT.

rsa-2048 ABTOMaTMYeCKasa reHepaLa HoBOro
OTKpPbITOro knto4a RSA ganHoin 2048
6UT.

rsa-4096 ABTOMaTMUeCKas reHepauns HOBOro
OTKpbITOro katoya RSA annHoin 4096
6uT.
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AprymeHT

3HauyeHue

OnucaHune

ecdsa-nistp256

ABTOMaTU4yeckas reHepauuna HoBoro

OTKpbITOro kntova ECDSA gnaviHon 256
o6uT.

ecdsa-nistp384 |ABTOMaTU4YecKas reHepawys HOBOro
OTKpbITOro knto4va ECDSA annHoin 384

eur.

ecdsa-nistp521 |ABTOMaTU4YecKas reHepaumsa HOBOro
OoTKpbITOro knto4va ECDSA gnvHoin 521

eur.

ed25519 ABTOMaTMUeCKas reHepauuns HOBOro

OTKpbITOro Kro4va ED25519.

(config-ssh)> keygen default
Ssh::Manager: Key generation is in progress...

Mpumep

UcTopuns nsmeHeHnii

Bepcus OnucaHve

2.12

Job6asneHa komaHga ip ssh keygen.

3.66.3 ip ssh lockout-policy

OonuncaHmne 3aAaTb NapameTpbl OTCNEXNBAHWSA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponeii SSH ans nybnuyHeix nHTepdeincos. Mo ymonvaHmno ¢yHKLmMA
BK/tOYEHa.
KomaHaa ¢ npedurKcom no oTkntoyaeT obHapyeHne nogbopa.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica IP

CuHoncuc (config)>  ip ssh lockout-policy <threshold: [«durations

[<observation-window]]

(config)> no ip ssh lockout-policy

AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

threshold

Lenoe uucno Konuuectso HeyAauHbIX MOMNbITOK
BX0Ja B CUCTEMY. Mo YMON4YaHUNIO

yCTaHOBJIEHO 3HaveHune 5.

duration Uesoe uyucno Mpogo/mKNTeNbLHOCTL 3anpeTa
aBTopmM3auumn AN yKasaHHoOro

IP-agpeca B MmnHyTax. Mo
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AprymeHT 3HauyeHue OnuncaHwue
YMOMYaHWIO YCTaHOB/IEHO 3HaYeHVe
15.

observation-window|les0e uuco MpoAoMKNTENBLHOCTL HabAeHNS

3a NOA03PUTE/IbHON aKTUBHOCTbBIO
B MUHYyTax. 1o ymon4aHuo
yCTaHOBJIEHO 3HaveHue 3.

Mpumep

(config-ssh)> lockout-policy 10 30 2
Ssh::Manager: Bruteforce detection is reconfigured.

(config-ssh)> no lockout-policy
Ssh::Manager: Bruteforce detection is disabled.

WcTopusa nsmeHeHwnii

Bepcus OnucaHue

2.12 JobasneHa komaHaa ip ssh lockout-policy.

3.66.4 ip ssh port

OnucaHune

Mpejukc no

MeHsieT HaCTpPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

Ha3HauuTb nopT ana SSH-coegHeHMSA. 10 yMOTYaHUIO UCNOJIb3YeTC HOMep
nopra 22.

KomaHza c npedurkKcom no ycTaHaBnMBaeT HOMep NopTa B 3HaYeHue no
YMOIYaHUIO.

Ja
Ja
Het

IP

(config-ssh)>  port <number;

(config-ssh)> no port

AprymeHT 3HayeHne |OnucaHue

number UYenoe uucno |Homep nopta. MoxeT NnpuHNUMaTh
3HaueHVs B Npegenax ot 1 o 65535
BK/IIOUMTE/IbHO.

(config-ssh)> port 2626
Ssh::Manager: Port changed to 2626.

(config-ssh)> no port
Ssh::Manager: Port reset to 22.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa ip ssh port.

3.66.5 ip ssh security-level

OnucaHue YCTaHOBUTb ypoBeHb 6e3onacHocTM SSH. Mo ymMoa4aHmnio yctaHOBNEHO
3HayeHue private.

Mpedunkc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config-ssh)>  security-level (public | private | protected)

AprymeHTbI AprymeHT 3HaueHune OnucaHue
public Knwuyesoe cnoso|floctyn K SSH-cepBepy pa3peLueH
ans public, private u protected
nHTepdelicos.
private Kmwyesoe cnoso|focTtyn kK SSH-cepBepy pa3peLueH
Ans private nHTepdpencos.
protected Kriwyesoe cnoso|flocTyn K SSH-cepBepy paspeLueH
4ns private n protected
nHTepdelicos.
Npumep (config-ssh)> security-level protected

Ssh::Manager: Security level changed to protected.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.12 [Jlo6aBneHa komaHgaa ip ssh security-level.

3.66.6 ip ssh session timeout

OnucaHue YCTaHOBUTL BpeMs CyLLEeCTBOBaHMA HeaKTMBHOI ceccun ans SSH-coegnHeHus.
Mo ymonuaHuio TarmmayT paBeH 300, TO eCTb PyHKLNA OTCAEXMBAHUS

aKTUBHOCTU BHYTPU CECCUM OTK/IIOYEHa.
KomaHga ¢ npedunkcom no yctaHaBAMBaeT TaiMayT Mo YMONYaHMIO.

MNpedukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het

Lite (KN-1310) — CnpaBO4YHMK KOMaHA 301



naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

IP

(config-ssh)>  session timeout <timeout>

(config-ssh)> no session timeout

AprymeHT 3HauyeHue OnuncaHwue

timeout Lienoe uncno |Bpems cyLecTBOBaHMA HEaKTUBHOW CecCcum.
MoxeT NPUHMMATb 3Ha4eHNs B AuanasoHe

o7 5 g0 2°%-1 CEKYHZ BKHOUNTENBHO.

(config-ssh)> session timeout 123456
Ssh::Manager: A session timeout value set to 123456 seconds.

(config-ssh)> no session timeout
Ssh::Manager: A session timeout reset.

Bepcus OnucaHue

3.03 JobaeneHa komaHga ip ssh session timeout.

3.67 ip static

OnucaHune

Mpejukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Co3paTtb NpaBuIo TPaHIALWN NoKanbHbIX IP-agpecoB B rnobanbHble Uamn
HaobopoT. Ecnn interface wnn network cooTBeTCTBYeT MHTepdelicy ¢

ypoBHemM 6e3onacHocTy public, To 6yAeT BbIMOAHATBLCA TRPAHCAALUNSA agpeca
Ha3HayeHus (DNAT). Ecnum to-address cooTBeTCTBYeT MHTepdeicy CypoBHEM
6e3onacHocTV public, TO ByAeT BbINOAHATLCA TPAHCAALMSA ajpeca UCTOYHMKA
(SNAT). Homep nopta TCP/UDP Bcerga paccMatpmBaeTcs Kak nopT
Ha3HayeHwus.

Ecnum network cooTBeTCTBYeT O4HOMY ajipecy, 1 3TOT ajpec paBeH to-address,
TO Takoe NpaBuao ByaeT 3anpeLlaTb TPAHCAALMIO YKa3aHHOro agpeca,
KOTOpasi Morna 6bl 6bITb BbIMOJHEHA UCXOAS 13 3afaHHBIX MpaBun ip nat.

Mpasuna ip static nmetoT 60s1ee BLICOKUIA MPUOPUTET MO CPABHEHMIO C
npaswnamu ip nat.

Aa
Ja
Ja
IP
(config)>  ip static protocol> («nterfaces | (<addresss mask>))

(¢«ports> through end-port; (<to-address» | <to-host) |
[port] (<to-address> | <to-hosty) [to-port] |
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AprymeHTsl

Mpumep

<to-addresss | <to-hosts | <to-interface»)

(config)> no ip static [ (protocols] («interfaces | («address» inasks))
(¢«port> through «end-port> (<to-addresss | <to-host) |
[port] (<to-address» | <to-hosty) [to-port] |
<to-addresss | <to-hosts | <to-interface»)

AprymeHT 3HauyeHue ‘OnwcaHme
protocol tcp MpoTokon TCP.
udp MpoTtokon UDP.
interface Nmsa Vmsa BxogHoro nHtepderica (moaHoe nms
uHTeppeiica |VHTepderica Nnmn NCeBAOHUM).

comment CTpoka 3amMeTKM Nonb3oBaTesNs C CMUMBOJIOM !
nepej HUMMU.

address IP-agpec BmecTe c Mackoii mask 3ajaeT AnanasoH
IP-aagpecoB HasHaueHUs, NoanexaLlmx
TpaHcasauun.

mask IP-Macka Macka gmnanasoHa TpaHcnauun. Ecte aBa
cnocoba BBOAA MacKW: B KAHOHNYECKOM
BUAe (Hanpumep, 255.255.255.0) n B
BUAe 6UTOBOV ANNHbI NpedurKca
(Hanpumep, /24).

port Uenoe 4ucno |Homep nopta TCP/UDP, Ha KOTOpbIN
NPUXOANT 3aNpoc, NoAnexallui
TpaHAUMN. ECnn He yKkasaH, TpaHonsaumns
6yAeT BbINOAHATLCA 419 BCEX BXOAALLMX
3arnpocos.

end-port Lenoe 4ucso |OKoOHYaHWe AranasoHa NnopTos.

to-address IP-agpec Afpec HasHayeHuns nocne TpaHcAauun.

to-host MAC-agpec |MAC-agpec HazHauyeHus rnocse
TpaHcsauun. Ncnosb3yeTcs ToNIbKO
MAC-agpec n3 cnmucka known host. Ecaun
known host yaanaeTtcs, To cBA3aHHble C
HVM NpaBuna Takxe 6yayT yaaneHsol.

to-port Yenoe uucno |Homep nopta TCP/UDP nocne TpaHcisiumu.

Ecnn He YKa3aH, NOpPT Ha3Ha4YeHnA
OCTaeTCd NMpexHumm.

MycTb MeeTCa MapLUPYTU3aTOP MEXAY «10KaNbHOM» ceTbio 172.16.1.0/24
(ypoBeHb 6e30omacHOCTV private) n «rnobanbHoOM» ceTbio 10.0.0.0/16
(ypoBeHb 6e3onacHocTy public). TpebyeTcs, uTobbl BCE 3aMpOChI,
NPUXOASLLME Ha «TN0BaNbHbIA» MHTEPPENC 3TOro MapLUpyTM3aTopa Ha MopT
80, TPaHCAMPOBANNCL Ha «/0KaNbHbIN» cepBep € agpecom 172.16.1.33.
MNMocnenoBaTeNbHOCTL KOMAHZA, PeaNv3YIOLLIMX TaKyt CXeMy, MOXET BbIMIAAEeTh

Tak:
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(config)> interface Home ip address 192.168.1.1/24
Network::Interface::Ip: "BridgeQ@": IP address is 192.168.1.1/24.

(config)> ip static tcp ISP 80 172.16.1.33 80
Network::StaticNat: Static NAT rule has been added.

(config)> ip static tcp ISP 21 00:0e:c6:al:22:11 !test
Network::StaticNat: Static NAT rule is already there.

(config)> ip static disable
Network::StaticNat: Static NAT disable unchanged.

(config)> no ip static
Network::StaticNat: Static NAT rules have been removed.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.00 [JobaeneHa komaHzaa ip static.
2.06 [Jlo6baBneH aprymeHT to-host.

3.68 ip static rule

OnucaHue OTKNHOUUTL NPABUAO TPAHCASALUMK IP-afpecoB UM OrPaHNYNTbL BPEMS ero
paboTbl pacnucaHmem.

KomaHga ¢ npedunkcom no BKAKOYAET NPaBuIO NI OTMEHSeT pacnmcaHue.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a
Tun nHTepdeiica IP

CuHoncuc (config)> ip static rule «index> (disable | schedule <schedule»)

(config)> no ip static rule «<index> (disable | schedule)

AprymeHTbI AprymeHTt 3HaueHue OnucaHue
index Lenoe 4ucro Homep npaBuna TpaHcaauun.
disable Knwuyesoe c1080|OTKIIOUNTL NPaABUIO TPAHCAALMN.
schedule Pacnucanune HasBaHue pacnucaHus,
CO3/laHHOro NPV NOMOLLW Fpynnbl
KomaHg schedule.

Npumep (config)> ip static rule 0 schedule test_schedule
Network::StaticNat: Static NAT rule schedule applied.
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UcTopusa nsmeHeHwnii

(config)> ip static rule 0 disable
Network: :StaticNat: Static NAT rule disabled.

(config)> no ip static rule 0 disable
Network: :StaticNat: Static NAT rule enabled.

(config)> no ip static rule 0 schedule
Network: :StaticNat: Static NAT rule schedule removed.

Bepcus OnucaHue

2.08 [JobaBneHa KkomaHaa ip static rule.

3.69 ip telnet

OnucaHue
MNpedukc no

MeHsieT HacTpoiKmn

JocTyn K rpynne KkomaHg ans ynpasneHus Telnet-cepsepom.

Het

HeTt

MHorokpaTtHbIiA BBog Het

Tun nHTepdeiica
Bxo>xaeHue B rpynny

CviHoncmc

Mpumep

WcTopus nsmeHeHwnii

IP

(config-telnet)
I (config)> ip telnet

(config)> ip telnet
(config-telnet)>

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHga ip telnet.

3.69.1 ip telnet lockout-policy

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

3aAaTb NapameTpbl OTCEXMBAHWSA NOMbITOK BTOPXEHUS NyTéM nepebopa
naponei Telnet Ana ny6anyHbIX MHTepdeincoB. Mo ymonyaHuo GyHKUMSA
BK/IOYEHa.

KomaHga ¢ npedurkcom no oTk/to4aeT obHapyxeHmne nogbopa.
Ja
Aa

MHorokpaTtHbIiA BBOA, Het
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(config)> no ip telnet lockout-policy

ip telnet lockout-policy «thresholad [«duration,

3HaueHve

OnucaHwue

Lenoe uucno

Konnyectso HeygauHbIX MOMbITOK
BX0Za B cucTtemy. 1o ymonyaHuo
yCTaHOBJ/IeHO 3HaveHune 5.

Lenoe u4ucno

MpogomkMTeNLHOCTL 3anpeTa
aBTopu3saLumn Ana yKasaHHoOro
IP-agpeca B MunHyTax. Mo
YMOJIHaHWIO YCTaHOBEHO
3HayeHwue 15.

Lenoe uucno

MPOACIKUTENEHOCTL HAaBNOAEHNS
3a NoA03pUTENBbHOM aKTUBHOCTHHO
B MUHYTax. Mo yMonyaHuto
YCTAHOB/IEHO 3HAYeHNe 3.

Tun nutepdeiica IP
CuHoncuc (config)>
[cobservation-windows]]
AprymeHTbI AprymeHT
threshold
duration
observation-window
Mpumep

(config)> ip telnet lockout-policy 10 30 2

Telnet::Manager: Bruteforce detection is reconfigured.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.08

JlobaBneHa komaHAa ip telnet lockout-policy.

3.69.2 ip telnet port

OnucaHue
HoMep noprTa 23.

HasHaunTb nopT ans telnet-coegriHeHms. Mo yMOAYaHMIO NCNONb3YeTCS

KomaHza c npedurkcom no ycTaHaBnMBaeT HOMep NopTa B 3HaYeHue no

yMONYaHWIo.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

IP

I (config-telnet)>  port <qnumber

I (config-telnet)> no port
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT

3HauyeHue

OnucaHue

number

Llenoe w4ucno

Homep nopTta. MoxeT npuHMMaTh
3HaueHusa B npegenax ot 1 go 65535
BKTHOUNTE/IbHO.

(config-telnet)> port 2525
Telnet::Server: Port unchanged.

(config-telnet)> no port
Telnet::Server: Port unchanged.

Bepcus

OnucaHue

2.08

[Jlo6baBneHa komaHga ip telnet port.

3.69.3 ip telnet security-level

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoViKKn

MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

YcTaHoBUTbL ypoBeHb 6e3onacHocTu Telnet. Mo ymon4aHuo yctaHOBAEHO
3HayeHve private.

HeTt

Ja
Het

IP

(config-telnet)>

security-level (public | private | protected)

AprymeHT 3HauyeHue OnucaHwue

public Knwyesoe cnoso|foctyn Kk Telnet-cepsepy
paspeLueH ans public, private n
protected nHTepdeiicos.

private Knyesoe cnoso|focTyn K Telnet-cepsepy
paspelueH ans private
nHTepdericos.

protected Kno4yesoe cnoso|octyn Kk Telnet-cepsepy

pa3peLueH Ans private n protected
nHTepdelicos.

(config-telnet)> security-level protected
Telnet: :Manager: Security level changed to protected.

Bepcus

OnucaHune

2.08

Job6aBneHa koMmaHgaa ip telnet security-level.
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3.69.4 ip telnet session max-count

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTb MakKCMMasibHOE YNCI0 O4HOBpPEMEHHbIX ceccui ana
temet-COEAI/IHeHI/IH. Mo YMO/THaHWIO NCMNO/Ib3YHTCA MakCMyM 4.

KomaHga c npedrnkcom no ycTaHaBAMBAaET KONNYECTBO CECCUIA MO YMOUYAHNIO.
Ja

Ja

HeTt

IP

(config-telnet)>  session max-count «count»

(config-telnet)> no session max-count

AprymeHT 3HaueHue |OnucaHue

count Lenoe uncno |MakcManbHoe YNCN0 OAHOBPEMEHHbIX
ceccuii. MoxeT NPUHMMAaTL 3HaYeHs B

npegenax oT 1 Ao 4 BKJIHOYNTENLHO.

(config-telnet)> session max-count 4
Telnet::Server: The maximum session count set to 4.

(config-telnet)> no session max-count
Telnet: :Server: The maximum session count reset to 4.

Bepcus OnucaHue

2.08 JobaBneHa komaHgaa ip telnet session max-count.

3.69.5 ip telnet session timeout

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

YCTaHOBUTb BpemMA cyecTtBoBaHNA HeaKTUBHOW Ceccum AnaA
telnet-coegnHeHusA. o ymonyaHuio TaiM-ayT paseH 300, 4TO 3HaUUT YTO

CI)yHKLI,I/IFl OTCNEXUNBAHUA aKTUBHOCTUN BHYTPU CeCCI OTKJTHOYEHa.

KomaHaa ¢ npepurKcom no ycTaHaBNMBaeT TalM-ayT MO YMOJTYAHWIO.

Ja
Ja

Het

IP
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-telnet)> session timeout «timeout>

(config-telnet)> no session timeout

AprymeHT 3HayeHne |OnucaHue

timeout lenoe u4ucno |Bpems cyLiecTBOBaHUSA HeakTUBHOM
ceccnmn. MoxeT NpUHUMaTL 3HaYeHNA B
AvanasoHe oT 5 g0 2321 CeKyHp,
BK/TOUNTE/IbHO.

(config-telnet)> session timeout 600
Telnet::Server: A session timeout value set to 600 seconds.

(config-telnet)> no session timeout
Telnet::Server: A session timeout reset.

Bepcus OnucaHve

2.08 Jlo6aBneHa koMmaHgaa ip telnet session timeout.

3.70 ip traffic-shape host

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncunc

AprymeHThl

YcTaHOBUTb npeaen CKopocTtn nepejayn JaHHbIX 414 YKa3aHHOro yCTpOIZCTBa
JOMalLLHeN ceTn B obe CTOPOHDbI. Mo YMONYaHUKO CKOPOCTb HE OrpaHmn4yeHa.

KomaHga ¢ npedunkcom no yaanseT HacTPOVKy ANS YKa3aHHOro yCTPOMCTBa.
Ecnv BbINOIHUTL KOMaHAY 6e3 apryMeHTOB, BCE OrPaHNYeHNs AN1A BCeX
YCTPOWCTB 6yAYyT OTMEHEHHI.

Ja
Aa
Ja
IP

(config)> ip traffic-shape host tmac> rate <rate> [ asymmetric
<upstream-rates ][ schedule <schedules ]

(config)> no ip traffic-shape host [ mac> ]

AprymeHT 3HaueHue |OnucaHue
mac MAC-agpec |MAC-agpec ycTponcTBa JOMAaLLHEN ceTu.
rate Llenoe umcno|3HauyeHWe CKOPOCTU Nnepesaydn JaHHbIX B

Kéut/c. OrpaHnyeHne JONXKHO ObiTb B
Anana3oHe o1 64 Kéut/c go 1 réut/c.
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AprymeHT 3HayeHue |OnucaHue

upstream-rate |Uenoe uwucsio |CKOPOCTb OTAAUN AaHHbLIX B K6UT/C.
OrpaHu4yeHve A0KHO 6bIThb B AManasoHe
oT 64 KbuTt/c go 1 réut/c.

schedule Pacnncanne |Ha3BaHMe pacnncaHuns, CoO34aHHOro rnpu
nomMoLuwm rpynnel kKomaHg schedule.

Mpumep (config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80
TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 80 Kbits/sec.

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80 »
asymmetric 64

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec..

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80 »
asymmetric 64 schedule Update

TrafficControl: :Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec (controlled by schedule Update).

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host
TrafficControl::Manager: Rate limits for all hosts removed.

WcTopusa nsmeHeHum Bepcus onwvcaHuve
2.05 JobasneHa komaHgaa ip traffic-shape host.
2.08 Jlo6aeneH aprymeHT schedule.
3.04 JlobaBneH aprymeHT upstream-rate.

3.71 ip traffic-shape unknown-host

OonucaHvne YCTaHOBUTb OrpaHNYeHEe CKOPOCTY Nepesayn AaHHbIX A4S
He3aperncTpUPOBaHHLIX YCTPOCTB B 060MX HanpasneHusx. Mo yMmonyaHuo
CKOPOCTb He orpaHunyeHa.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CnHoncuc (config)> ip traffic-shape unknown-host rate <rate> [ asymmetric

<upstream-rates ]

(config)> no ip traffic-shape unknown-host rate

AprymeHTbI AprymeHT 3HaueHme |OnucaHue

rate lenoe uucno |CKOpoCTb Nepesaun gaHHbIX B KonT/c.
3Ha4veHne AONXKHO 6bITb B B ANana3oHe
oT 64 Kbut/c go 1 rémt/c.

upstream-rate |Uesoe uyucnio |CKOpPOCTb OTAAUN AaHHbLIX B K6UT/C.
OrpaHuyeHue JONXHO 6bITh B fMana3oHe
oT 64 Kéut/c go 1 réut/c.

Npumep (config)> ip traffic-shape unknown-host rate 80
TrafficControl::Manager: Rate limit for unknown hosts set to 80 »
Kbits/sec.

(config)> ip traffic-shape unknown-host rate 80 asymmetric 64
TrafficControl::Manager: Rate limit for unknown hosts set to »
80/64 Kbits/sec.

(config)> no ip traffic-shape unknown-host rate
TrafficControl::Manager: Rate limit for unknown hosts removed.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie
2.09 JobasneHa komaHgaa ip traffic-shape unknown-host.
3.04 JobasneH aprymeHT upstream-rate.

3.72 ipv6 firewall

OnwucaHue Brntountb 6paHamayap IPv6. Mo ymonvaHumo GyHKUMSA BKIOYEHaA.
KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> ipve firewall

I (config)> no ipv6 firewall
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Example

UcTopuns nameHeHuii

(config)> ipv6 firewall

(config)> no ipv6 firewall

Bepcusa

OnucaHwmne

2.06

Job6aBneHa komaHaa ipve6 firewall.

3.73 ipv6 local-prefix

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

HacTtponTb nokanbHbIn npedurkc (ULA). ApryMeHT MOXeT 6bITb 6yKBEHHbIM
npepurKcom nnu kntoyesbim cnosom default, KoTopoe aBToMaTMyeckn

reHepupyeT NOCTOAHHbIN YHUKaNbHbIV npedukc.

KomaHza ¢ nped1KcomM no oTKAOYaEeT HaCTPOWKY.

Ja
Ja

HeT

(config)>

ipv6 local-prefix (default | prefixs)

(config)> no ipv6 local-prefix [default | prefix;]

AprymeHT |(3HauyeHue OnucaHwue

default Knw4yesoe cnoso|leHepnpoBaTb NOCTOAHHBLIN YHUKANbHbI
npedukc.

prefix Mpegukc NokanbHbi npedukc (ULA). JomKHO 6bITb

KOppeKTHoe 3HaveHVe npedurkca B 6a1oke
fd0O: : /8 c aanHolM Npedurkca He 6onee 48.

(config)> ipvé local-prefix default
Ip6::Prefixes: Default ULA prefix enabled.

(config)> ipvé local-prefix fdol:db8:43::/48
Ip6::Prefixes: Added static prefix: fd0l:db8:43::/48.

(config)> no ipv6 local-prefix default
Ip6::Prefixes: Default ULA prefix disabled.

(config)> no ipv6 local-prefix fd0l:db8:43::/48
Ip6::Prefixes: Deleted static prefix: fd0l:db8:43::/48.

Bepcus

OnucaHue

2.00

JlobaBneHa komaHaa ipv6 local-prefix.
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3.74 ipv6 name-server

OnuncaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HactpouTts IP-agpeca cepsepoB DNS. CoxpaHeHHble TakiM 06pa3om agpeca
Ha3bIBaKOTCA CTAaTNYECKUMMU, B MPOTUBOMOJIOXKHOCTb JUHAMUYECKUM —
3aperucTpmpoBaHHbIM cyxbamu PPP nnn DHCP.

ipv6 name-server MOXHO BBOAUTb MHOIOKPaTHO, eC/IN TpebyeTcs HaCTPOUTb
HecKkonbKo agpecoB DNS-cepsepos.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIn agpec cepsepa DNS u3
CTaTU4eCKoro N aktTMBHOro Cnncka, ecsin KoMaHza faeTcd C aprymMmeHTamu,
60 ounLLaeT CNMCOK CTaTUYeCKVX apecoB, ecnu KOMaHAa AaeTcs 6e3
apryMeHTOB.

Ja
Aa
Ja
(config)>  ipv6 name-server address [ «domains ]

(config)> no ipv6 name-server [ «addresss [ <domains ]]

AprymeHT 3HauyeHne |OnucaHue
address IPv6-agpec |Aapec cepsepa MMeH.
domain Crpoka JlomeH, ans KoToporo byaet

rcnonb3osBaTbca cepsep. DNS-npokcy npw
paspeLleHnn MeHN B MepByto oyepelb
BblOVpaeT agpec cepsepa C Hanbonee
6/IM3KMM K 3arnpocy AoMeHOM. Ecav gomeH
He yKasblBaTb, cepBep byaeT
1NCMob30BaTLCA A1 BCeX 3aMpoCoB.
BblpaxeHue "" 1cnonb3yeTcsd Kak JoMeH

no ymosi4aHuio.

(config)> ipvé name-server 2001:4860:4860::8888
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »
(default).

(config)> ipv6é name-server 2001:4860:4860::8888 google.com
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »
google.com.

(config)> no ipv6 name-server
Dns::Manager: Static name server list cleared.

Bepcusa OnucaHve

2.00 JlobasneHa KoMaHAa ipvé name-server.
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3.75 ipv6 pass

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

BktounTb CKBO3HOW pexunM Ha MapLupyTu3aTope A5 naketos IPv6. Mo
YMOMYaHUIO 3Ta GYHKLNS OTKIIIOYEHa.

KomaHza ¢ npedurKcom no oTknoHaeT GyHKLMIO.

Ja
Ja

Het

(config)>

ipv6 pass through wan-iface> <lan-iface»

(config)> no ipv6 pass

AprymeHT 3HayeHne |OnucaHve

wan-iface Nms MonHoe nmsa nHtepderica WAN mnam
MHTepPesica |NCEBAOHUM.

lan-iface ms MonHoe nma nHtepdeiica LAN nnum
nHTepperica |NCEBAOHUM.

(config)> ipv6 pass through ISP Home
Ip6::Pass: Configured pass from "GigabitEthernetl" to "Bridge0".

(config)> no ipv6 pass
Ip6::Pass: Disabled.

Bepcusa

OnucaHue

2.06

Jlo6aBneHa KoMaHgza ipv6 pass.

3.76 ipv6 route

OnucaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOj,

Jo6aBuTb B TabAMLy MapLUPYyTU3aLMN CTAaTUYECKUIA MapLUPYT, KOTOPbIA
3ajaeT npaBuao nepegaun IPv6-nakeTos Yepes onpejeneHHbIN LWA3 UIn
ceTeBoOW UHTepoderic.

B kauecTBe ceTM Ha3HayYeHMA MOXHO yKa3aTb kntoyeBoe cnoBo default. B
3TOM C/lyyae 6yeT co3jaH MapLUpPYT Mo YMONYAHUIO.

KomaHza ¢ npedunkcom no yzanseT MapLUpyT € yKazaHHbIMY NapaMeTpamu.

Aa
Ja
Ja
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CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

(config)> ipv6 route («prefix> | default) (<interface [«gateway:]
<gateway»)

(config)> no ipv6 route («prefix> | default) (<interfaces [gateway’] |
«gateway:)

AprymeHT 3HayeHue OnuncaHwue

prefix Mpegukc Mpedukc IPv6.
default Krouesoe Mpedrkc No ymonvaHuto.
CJ10BO

interface ms
uHTEpPenca

MonHoe nmsa nHTepdeinca nim NCeBLoOHNM.

gateway IP-anpec IP-agpec mapLupyTmnsatopa B

HernocpeACTBEHHO MOAK/IHUYEHHON ceTn

(config)> ipvé route 2002:c100:aeb5::/48 ISP
route added

(config)> no ipv6 route 2002:c100:aeb5::/48 ISP
route erased

(config)> ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5: :33
route added

(config)> no ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route erased

Bepcus OnucaHve
2.00 [Jlo6aBneHa koMaHza ipv6 route.
2.1 JlobaBneH aprymeHT gateway.

3.77 ipv6 static

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoViKKn

Co3gaTtb NpasBuo, paspeLuatoLLiee BXxogsLlee nogkatoHeHne K 3ajaHHoMy
NOPTY 3aperncTprupoBaHHOro yCTPOMCTBa AOMALLHEN ceTu.

ipv6 firewall gonxeH 6bITb BKIIOYEH.
KomaHga ¢ npedumkcom no yganseT npasuo.
Ja

Ja

MHorokpaTtHbIia BBog, Het
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config)>  ipv6 static protocols[«interface]wmac> ports [ through
<end-port ]

(config)> no ipv6 static [ protocol [ <interfaces ] wmac> port> [through
<end-port]]

AprymeHT 3HayeHue OnuncaHwue

protocol tcp MpoTokon TCP.

udp MpoTtokon UDP.

interface ms Vims BXogHOro nHtepdeiica (moaHoe nms
MHTeppeiica |VNHTepdeica nnn nNcesaoHNM).

mac MAC-agpec MAC-aapec xocrTa.

port Lenoe umucno |Homep nopta TCP/UDP, Ha KOTOpbIN
NPUXOANT 3anpoc NOAKIOUEHNS.

end-port Lenoe 4ncno |OKOHYaAHWE AMana3oHa NopToB.

(config)> ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Rule updated.

(config)> no ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Static rule removed.

Bepcus OnucaHve

2.12 [JlobaeneHa KomaHza ipv6 static.

3.78 ipv6 subnet

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoWiKKn

JocTyn K rpynne KOMaHz ANst HACTPOWMKM CermMeHTa 1oKanbHoM ceTun IPv6.
Ec/v cerMeHT He HalleH, KOMaHZa NbITaeTcs ero co3aaTb.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

Bxo)xaeHue B rpynny (config-subnet)

CuvHoncuc

AprymeHTbl

(config)>  ipv6 subnet name>

(config)> no ipv6 subnet [ <name> ]

AprymeHT 3HayeHne |OnucaHue

name CTpoka

MIMa nnuv nceBLOHNM MOACETN.
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NMpumep (config)> ipvé subnet Default
(config-subnet)>

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa koMmaHaa ipv6 subnet.

3.78.1 ipv6 subnet bind

OnucaHwne MpuvBA3aTb NoACeTb K UHTepdeicy.

KomaHga ¢ npedprkcom no oTMeHsET NpuBA3KY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-subnet)>  bind <bind>

(config-subnet)> no bind
AprymeHTbI ApryMeHT |3HaueHune OnucaHuve

bind Wmsa nntepgerica |MonHoe Ma nHTepderca Mnv NCeBAOHNM.
Npumep (config-subnet)> bind WifiMaster0/AccessPointl

Ip6::Subnets: Interface "WifiMaster@/AccessPointl" bound to »

subnet "Default".

(config-subnet)> no bind

Ip6::Subnets: Interface unbound from subnet "Default".
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobasneHa komaHza ipv6 subnet bind.

3.78.2 ipv6 subnet mode

OnucaHune BbIbpaTb pexxumM HacTporikm aApecos A1 XOCTOB B noAceTu. JoCTynHbI ABa
BapuaHTa — dhcp 1 slaac. MNepBbIli BKAOYaeT nokanbHbln DHCPv6-cepsep

C LenbH NPUCBOEHA aapecoBs, BTopoii BktovaeT SLAAC (aBTOKOH$UIypaLmio
ajpecos).

Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-subnet)>  mode wmode>

(config-subnet)> no mode

AprymeHT 3HayeHne |OnucaHue
mode slaac Bkntountb SLAAC (aBTOKOHOUTYpaLMIO
ajpecos).
dhcp Bknrounts DHCPv6-cepBep.

(config-subnet)> mode dhcp
Ip6::Subnets: Subnet "Default" enabled as DHCP.

(config-subnet)> no mode
Ip6::Subnets: Subnet "Default" disabled.

Bepcus OnucaHue

2.00 Jlo6baBneHa KkomaHga ipv6 subnet mode

3.78.3 ipv6 subnet number

OnucaHune

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

MpucBonTb NOACETU NAEHTUGUKATOP, KOTOPLI ByseT onpesenaTs
ny6AnYHbIN Npedurkc cermeHTa. iaeHTndmKaTop A0/KEH BbITb YHNKANBHbBIM
cpeaun noaceten.

Het

Ja

Het

(config-subnet)>  number <humber>

AprymeHT 3HayeHue OnuncaHwue

number Lenoe u4ncno |YHUKanbHbIA MAEHTUGMKATOP NOACETN.

(config-subnet)> number 2
Ip6::Subnets: Number 2 assigned to subnet "Default".

Bepcus OnucaHue

2.00 Job6asneHa KomaHaa ipv6 subnet number.
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3.79 isolate-private

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOMKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHuim

3anpeTnTb Nepegavy AaHHbIX MeXAy NobbIMU HTepdeicamm € ypoBHEM
6esonacHocTy private. o ymMonyaHuo BKAOYEHO.

KomaHza c npedrKcoM no OTMeHsIeT AelicTBMe KOMaHAbl, paspeLuas
nepesaBaTh JaHHble MexXay nHTepdeiicamm private.

Ja
Ja
Het
I(config)> isolate-private

I (config)> no isolate-private

(config)> isolate-private
Netfilter::Manager: Private networks isolated.

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

Bepcus OnucaHve

2.00 JobasneHa komaHaa isolate-private.

3.80 kabinet

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuyHoncuc

Mpumep

JocTyn K rpynne KoMaHA Anst HAacTPOik NapameTpoBs aBTopu3atopa KABINET.

KomaHga ¢ nped1Kcom no Bo3BpaLLaeT 3HaYeHMsI M0 YMONYAHWNIO BCEM
napameTpam.

Ja
Ja
Het

(kabinet)

I (config)>  kabinet

I (config)> no kabinet

(config)> kabinet
(kabinet)>
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(config)> no kabinet
Kabinet: :Authenticator: A configuration reset.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.02 JobaeneHa komaHaa kabinet.

3.80.1 kabinet access-level

OnucaHue 3a4aTb ypoBeHb AocTyna ansa asTopmsatopa KABINET. o ymonyaHuio
1NCMoNib3yeTca ypoBeHb A0CTyna internet.

KomaHga ¢ npednkcom no ycTaHaBINBAaET YPOBEHb M0 YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc (kabinet)> access-level <level»

(kabinet)> no access-level

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

level lan 3HaueHVe ypoBHS J0CTyrNa.

internet

Mpumep (kabinet)> access-level lan
Kabinet: :Authenticator: An access level set to "lan".

(kabinet)> access-level internet
Kabinet: :Authenticator: An access level set to "internet".

(kabinet)> no access-level
Kabinet::Authenticator: An access level reset to "internet".

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.02 JobaeneHa komaHza kabinet access-level.

3.80.2 kabinet interface

OnucaHwue MpuBssaTtb aBTopmsaTop KABINET K ykazaHHOMY nHTepdericy.
KomaHga ¢ npedurkcom no paspbiBaeT CBA3b.

Mpe¢ukc no Ja

320 CnpaBo4HMK KoMaHa — Lite (KN-1310)



naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (kabinet)> interface <interface;

(kabinet)> no interface

AprymeHTbI AprymeHT |3HaueHue OnucaHue

interface |Umsa uHTepgeiica|llonHoe nms HTepderica NAn NCeBAOHMM.
Cnncok AOCTYMHbIX NHTepdencoB MOXHO
yBUAETb C NOMOLLbI0 KoMaHAbl interface
[Tab].

Mpumep (kabinet)> interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint

(kabinet)> interface ISP
Kabinet: :Authenticator: Bound to GigabitEthernetl.

(kabinet)> no interface
Kabinet: :Authenticator: Interface binding cleared.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.02 JobaeneHa komaHaa kabinet interface.

3.80.3 kabinet password

OnucaHwue 3aaate naponb ana astopmsatopa KABINET. Mo ymonyaHuio naposb He
yCTaHOB/EH.

KomaHaa ¢ npedurKcom no cTpaeT 3Ha4YeHne napons.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(kabinet)>

(kabinet)> no password

password password»

AprymeHT

3HayeHue

OnucaHue

password

CTpoka

Maponb ans ayTeHTUUKaLmun.

(kabinet)> password 123456789
Kabinet: :Authenticator: A password set.

(kabinet)> no password
Kabinet: :Authenticator: A password cleared.

Bepcusa

OnucaHwmne

2.02

Jo6aBneHa komaHaa kabinet password.

3.80.4 kabinet port

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YcTaHOBUTL NMOPT cepBepa Ansa asTopmsatopa KABINET. Mo ymonyaHuio
ncnonb3ytoTca 3HadeHns 8314 naum 8899.

KoMaHAa ¢ npepurkcom no ycTaHaBAMBAET MNOPT MO YMOYAHUIO.

Ja
Ja

HeT

(kabinet)>

port port»

(kabinet)> no port

AprymeHT

3HavyeHue

OnucaHue

port

Llenoe u4ucrno

Homep nopra.

(kabinet)> port 12345
Kabinet: :Authenticator: A server port set.

(kabinet)> no port
Kabinet: :Authenticator: A server port reset.

Bepcus

OnucaHue

2.14

[JlobaBneHa komaHaa kabinet port.
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3.80.5 kabinet protocol-version

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3ajaTtb Bepcuio NpoTokona asTopusatopa KABINET. o ymonyaHwuio,
NCNONb3YyeTCA BEPCUSA MPOTOKOA 2.

KomaHpaa c npedurkcom no BO3BpaLLAeT 3HaUeHre No yMONYaHWIO.
Ja

Ja

Het

(kabinet)>  protocol-version wversion»

(kabinet)> no protocol-version

AprymeHT 3HayeHue OnuncaHue

version Ctpoka Bepcusa npoTtokona.

(kabinet)> protocol-version 1
Kabinet: :Authenticator: A protocol version set to "1".

(kabinet)> no protocol-version
Kabinet: :Authenticator: A protocol version reset to "2".

Bepcus OnucaHve

2.02 [JobaeneHa komaHaa kabinet protocol-version.

3.80.6 kabinet server

OnucaHwne

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

3agaTb IP-agpec cepBepa ayteHTUduKaumm KABINET. Mo ymonyaHuio
ncnonesyetca IP 10.0.0. 1.

KomMaHga ¢ npepurKcoM No ycTaHaBANBAET 3HAaYEHME MO YMOJTHYAHUIO.
Ja

Ja

Het

(kabinet)> server <address>

(kabinet)> no server

AprymeHT 3HayeHue OnuncaHwue

address IP-agpec Appec cepBepa ayTeHTUbMKaLNN.
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Mpumep (kabinet)> server 77.222.111.1
Kabinet: :Authenticator: A server address set.

(kabinet)> no server
Kabinet: :Authenticator: A server address reset.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.02 JobasneHa komaHza kabinet server.

3.81 known host

OnucaHwne Jl06aBUTb YCTPOMCTBO AOMALLHER ceTu.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncnc (config)>  known host <name> <mac»
(config)> no known host [ mac ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka Mpon3BonbHOE NMA XOCTa.
mac MAC-agpec |MAC-agpec xocTa.
Mpumep (config)> known host MY 00:0e:c6:a2:22:al
Core: :KnownHosts: New host "MY" has been created.
(config)> no known host 00:0e:c6:a2:22:al
Core: :KnownHosts: Host 00:0e:c6:al:26:a8 has been removed.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHaa known host.

3.82 mws acquire

OnucaHwue MpucoeanHNTL HOBOE YCTPONCTBO K MIVS.
KomaHza ¢ npedrkcom no npekpaLlaeT npucoenHeHme.
MNpedukc no Ja

MeHsieT HacTpoiikn  Het
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MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

Het

(config)> mws acquire «candidates [eula-accept] [dpn-accept]
[no-update]

(config)> no mws acquire «candidates

AprymeHT (3HauyeHue OnucaHue

candidate |Ctpoka ID ycTpoinctea — MAC-agpec nan CID.

eula-accept |Kmw4yesoe cnoso|BbinonHNTL KoMaHay eula accept.

dpn-accept |Knwuyesoe cnoso|lToaTBEpAUTL NpuHATE DPN.

no-update |Kmwo4yeBoe croso|lpucoesHeHVe 6e3 NoATBEPXKAEHNS

06HOBJIEHMA MPOLUMBKN.

(config)> mws acquire abl409a2-0f87-11e8-8f23-3d5f5921b253 »
eula-accept

Mws: :Controller: Candidate "abl409a2-0f87-11e8-8123-3d5f5921b253" »
acquire started.

(config)> mws acquire 7207838e-af7d-11e6-8029-25463bd03811 »
eula-accept dpn-accept no-update

Mws::Controller: Candidate "7207838e-af7d-11e6-8029-25463bd03811" »
acquire started.

(config)> no mws acquire 60:31:97:3f:36:00
Mws::Controller: Candidate "60:31:97:3f:36:00" acquire stopped.

Bepcus OnucaHue

2.15 JlobaBneHa kOMaHAa mws acquire.

3.83 mws backhaul shutdown

OnucaHune

Npejukc no

MeHsieT HacTpoAKK

OTK/IIOUNTL CKPbIThbIE 6eCMPOBOAHbIE CTYXKEOHbIE TOUKN AOCTYMNA ANS CIYKObI
MWS. Tlo ymon4aH1o HaCTPOWKa BKIOYeHa.

KomaHgaa ¢ npedprKCOM no BK/IHOUAET CKPbIThbie TOYKM AOCTyNa.
Aa
Ja

MHorokpaTtHbiiA BBog, Het

CunHoncuc

I(config)> mws backhaul shutdown

I (config)> no mws backhaul shutdown
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Mpumep

UcTopuns nameHeHuii

(config)> mws backhaul shutdown
Mws: :Controller: Backhaul disabled.

(config)> no mws backhaul shutdown
Mws::Controller: Backhaul enabled.

Bepcus OnucaHve

3.04 JobaBneHa komaHaa mws backhaul shutdown.

3.84 mws log stp

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHum

BkntounTb nornposaHue STP gns nHTepdeiica. Mo3BonseT oTcnexmsaTb
oTnpaBieHHble U NonyyYeHHble BPDU-nakeTh!.

KomaHga c npedurkcom no oTk/I0YaeT N0rMpoBaHme 415 3aA4aHHOro
nHTepdeiica. Echv aprymeHT He yKasaH, BeCb CNUCOK iorpoBaHna STP byaeT
yaaneH.

Ja

Het
Ja
(config)> mws log stp <interface

(config)> no mws log stp [ <interfaces ]

AprymeHT |3HaueHue OnucaHwue

interface |Ms uHTepgesica |[MlonHoe NMA NHTepdelica UK NCEBAOHUM.
CnncoK AOCTYMHbIX NHTepdelricoB MOXHO
yBMAETb C MOMOLLLIO KOMaHAbI interface
[Tab].

(config)> mws log stp Bridge0
Network::Interface: :Rtx::WifiController: Enabled STP logging for »
"Bridge0".

(config)> no mws log stp Bridge0
Network::Interface::Rtx::WifiController: Disabled STP logging »
for "Bridge0".

(config)> no mws log stp
Network::Interface::Rtx::WifiController: Disabled all STP logging.

Bepcus OnucaHve

3.06 JobasneHa komaHaa mws log stp.
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3.85 mws member

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

KomaHaa c npedurkcomM no yganseT 3anmcb 0 3axBa4eHHOM ycTporicTee MIVS.
Ecnu BbINONHWTL KOMaHAy 6e3 aprymMeHTa, TO BeCb CMMCOK 3aXBayYeHHbIX
YCTPOWCTB byAeT yAaneH.

Aa
Het

Het

(config)> no mws member [ member ]

AprymeHT 3HauyeHue OnuncaHwue

member Ctpoka ID yctpoiictea — MAC-agpec nan CID.

(config)> mws no member 2937a388-0d00-11e7-8029-7119319f930e
Mws: :MemberList: Member 2937a388-0d00-11e7-8029-7119319f930e »
pending factory reset.

Bepcus OnucaHve

2.15 JobaBneHa komaHaa mws member.

3.86 mws member check-update

OnucaHune

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

3anycTnTb NpoBepKY 06HOBAEHWIA AN 3aXBaYeHHOro ycTpoctea MIVS.
Het
Het

Het

(config)>  mws member anember> check-update

AprymeHT 3HauyeHue OnucaHwue

member CTpoka ID yctpoiictBa — MAC-agpec nnwn CID.

(config)> mws member ahl409a2-0f87-11e8-8f23-3d5f5921b253 »
check-update

Mws: :MemberList: Member "50:ff:20:08:7a:6a" »
(ab1409a2-0f87-11e8-8f23-3d5f5921b253) checking for an update.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.15 [JobaeneHa komaHaa mws member check-update.

3.87 mws member debug

OnucaHune BrnrounTb 0TNagKy 3axBaveHHoro yctpoictea MIVS. Mo ymondaHuo napameTp
OTK/IHOYEH.

KomaHga ¢ npeprKcoM Nno OTKAHOUYAET HAaCTPOIKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

CuHoncuc (config)>  mws member <members debug
(config)> no mws member <members debug
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
member Crpoka ID yctpoiictBa — MAC-agpec nnn CID.
Npumep (config)> mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug enabled.
(config)> no mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug disabled.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

3.05 [JlobaBneHa komaHaa mws member debug.

3.88 mws member dpn-accept

OnucaHue MpuHATL cornaweHmne DPN ana 3axBadeHHOro ycrpoincrea MIWVS.
Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

CuHoncuc I (config)>  mws member <members dpn-accept
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

member CTpoka ID ycTtpoiictBa — MAC-agpec nau CID.

(config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 »
dpn-accept

Mws: :Controller: Candidate "abl409a2-0f87-11e8-8123-3d5f5921b253" »
acquire started.

Bepcus OnucaHve

3.05 JobaeneHa koMaHAa mws member dpn-accept.

3.89 mws revisit

OnucaHwue

Mpedunkc no

MeHsieT HaCTpPOUKMN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHuim

MepeynTaTb COCTOAHME NOTEHUMANBLHOrO ycTpoicTea MIVS.
Ja

Het

Het

(config)> mws revisit «candidate»

(config)> no mws revisit «candidate»

AprymeHT 3HauyeHue OnucaHwue

candidate CTpoka ID yctpoiictBa — MAC-agpec nnwn CID.

(config)> mws revisit 50:ff:20:08:71:62
Mws: :Controller: Candidate "50:ff:20:08:71:62" revisit started.

(config)> mws no revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit stopped.

Bepcus OnucaHve

2.15 JobaBneHa KoMaHAa mws revisit.

3.90 mws zone

OnuncaHwne

OrpaHnunTb 061aCTb NOAKNHOYEHUS KIWEHTCKOro YCTPOMCTBA YKa3aHHbIMU
y3namu MIWS.

KomaHza c npedurKcom no yaansieT ykazaHHy HacTpoiiky. Eciv BBeCTu
KoMaHAy 6e3 aprymeHToB, 6yAeT yaaneH BeCTb CNMCOK OrpaHMYeHNiA.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

3.91 ndns

OnucaHue

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuviHoncmc

Mpumep

Ja

Het
Aa

(config)>

mws zone «mac» «cid»

(config)> no mws zone [ wmac> «cids ]

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-appec MAC-agpec KAneHTCcKoro ycrtponcrea. OH
JONXKeH 6bITb 3aperncTprupoBaH Kak
N3BeCTHbI XOCT.

cid CID NaeHTndunkatop ysna MIWS.

(config)> mws zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6

Mws::Controller:

Added zone 11:22:33:ec:58:e2 »

12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone 11:22:33:ec:58:e2 »
12298160-d886-11e7-9396-176971eeb8d6

Mws::Controller:

Deleted zone 11:22:33:ec:58:e2 »

12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone

Mws::Controller:

Cleared all zones.

Bepcus

OnucaHune

3.06

Jlo6aBneHa KOMaHAa MWws zone.

JocTyn K rpynne KomMaH4 ANns ynpaeneHus ciyx6oi KeenDNS.

Het
Het
Het

(ndns)

I (config)> ndns

(config)> ndns
Core::Configurator: Done.
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UcTopuns nameHeHuii

3.91.1 ndns book-name

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTsl

Mpumep

Bepcusa

OnucaHwmne

2.07

JobaBneHa koMmaHga ndns.

3ape3epBupoBaTh MMSA XocTa B DNS.

[na nepegayun 3ape3epBMPOBAHHOIO MMEHU XOCTa Ha Apyroe YCTPOMCTBO
Keenetic ncrnonbsyetca napameTp transfer-code.

Ans nepesaym MeHN xocta HEO6XOANMO:

1. BeinonHUTL KOMaHAy ¢ napameTpoM transfer-code Ha nepegatoLLei

CTOpOHe.

2. BbINOAHUTB Ty Xe caMyto KOMaHAy C TeMU Xe CaMbIMU NapamMeTpamMm Ha
NPUHVMatoLLE CTOPOHe.

Ctpok geinctus transfer-code ogHa Heaens.

Het

Aa

Het

(ndns)>

book-name <name> <domain> [<accesss [ipv6 @access6s] |
<transfer-code> ]

AprymeHT 3HayeHne |OnucaHue
name CTpoka Mma xocTa ans pe3epBMpoOBaHuUA.
domain CTpoka JloMeH BTOpPOro ypoBHS.
access auto ABTOMaTUYECKMIA TUM AOCTYNa.
cloud Mima xocTa 3aperncTprpoBaHo Ha
IP-agpec obnauHoro cepsepa,
HTTP-Tpaduvk TyHHennpyeTcs Ha Lite.
direct ViMs xocTa 3aperncTpmpoBaHo Ha
WAN-agpec Lite.
access6b cloud BkntounTb 061a4UHBIN pexmm aas
IPv6-agpeca.
transfer-code |lbcraapreomoe Ko AN nepegayum MeHun pyromy
yucso ycTpolictBy Keenetic. AnnHa Koaa 32
crMMmBoONa.

(ndns)> book-name myhome23 keenetic.pro

(Public DNS Hostname Booking), sub-title

done, layout =

view, title
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successful.:

\J

client, geo = RU, ip = 193.0.174.200, format =
clean, date = 2019-05-23T09:46:54.536Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

\J

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:46:51.013Z
address: 193.0.174.200
access: direct
access6: none
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:

columns:
column, id = type, title = Type:
column, id = peer, title = Peer:

column, id = detail, title = Detail:

column, id = elapsed, title = Time, »

variant = period, scale = 1:

]
v

item, elapsed = 18, origin
[TaskUdpSingle "ndss111h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1lh2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllh2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 27, origin = »
[TaskUdpSingle "ndssl1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
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/ started], type = reply-final,
peer = ndss1120l1.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 27, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssl120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 67, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 68, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 70, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 79, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited.:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated:
193.0.174.200:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed. :

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssl1l2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 97, origin = »
[TaskUdpSingle "ndssl1120l.ndm9.xyz" [MsgNdssMessage »
["rohs/bodFiraliz", "014635/373/4613" ' mphare3", "keretic.pro®, "198.0.174.200", '+ :2" undefined, "2019-Cb-
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23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 106, origin = »
[TaskUdpSingle "ndss111lh2.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-5-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-5-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss11l1lr3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "0465H/3737/613", "'mhare3", "earetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3465, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3520, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:

Ndns::Client: Booked "myhome23.keenetic.pro".

(ndns)> book-name nnttnn keenetic.pro »
121d567f901a345b289¢c121b567c903c¢

done, layout = view, title = NDSS::ndns/bookName »
(Public DNS Hostname Booking), sub-title =
The name booking was successful.: client, geo = RU, ip = »
193.0.174.137, format =
clean, date = 2018-12-13T09:04:41.939Z, standalone = false:
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fields:

field, name
field, name
, hame

field
= date, variant = date:

field, name
field, name

IP4, default unknown:

field, name
field, name
unknown:

IPv6, default

name, title
= domain, title
updated, title

= access,

address, title

address6, title
access6, title

Public Name:
Domain Name:
Updated, type »

field, name = transfer, title = Transfer:
name: nnttnn
domain: keenetic.pro
acme: LE
updated: 2018-12-13T08:47:11.014Z
address: 0.0.0.0
access: cloud
access6: none
transfer: true

IP Address:
title = Access Mode

IPv6 Address:
Access Mode

suffix, layout = message, code = 200, message

The name booking was successful.:

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:

column, id = t, title = Time, variant

= period, scale 1:
item, hl = false, o = start, d = »
{"name":"nnttnn", "domain":
>

"keenetic.pro","license":"730102642155400"}], t

[TaskBookName,

0:
item, hl = false, o = lock-local, d =
the name is locked (for current transaction), t 1:

item, hl = false, o = cluster, d = »
quorumRemaining: 2, quorumPossible: 4, quorumTotal: 4, t = 1:

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJl/Wh1606j1Am1M"),

dst="/192.168.21.14:17047")]1, [MsgCack], quorumLeft=2, t 10:

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary( 'EbxdTB4nedef/+p/'), alt=Binary('lc+3/pP6zaUjuE5w'),
dst="/88.198.177.100:17047")1, [MsgCack], quorumLeft=1, t = 57
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item, hl = false, o = lock-reply, d = »
Quorum reached, finalizing, t = 57:

item, hl = false, o = finalize, d = »
local changes commited., t = 65:

item, hl = false, o refreshed, d = »

address updated: 0.0.0.0, t = 77:

item, hl = false, o = finalize, d = »
post-process triggers executed., t = 77:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")], [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSels'),
dst="/88.198.177.100:16047")]1, [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d = »

Done, all replies collected., t = 79:

item, hl = false, o = commit-reply, d »
Success: finalize, [NDSS
key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1M'),

(
dst="/192.168.21.14:17047")]1, [MsgCack], t = 84:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('1lc+3/pP6zalUjuE5w"'),
dst="/88.198.177.100:17047")1, [MsgCack], t = 126:

\j

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")]1, [MsgCack], t = 133:

\J

\j

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
key=Binary ('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSeOls"'),
dst="/88.198.177.100:16047")]1, [MsgCack], t = 145:

\J

\J

\J

item, hl = false, o = commit-reply, d
= Commit stage complete., t = 146:

item, hl = false, o = complete, d = All »
done., t = 146:

Ndns::Client: Booked "nnttnn.keenetic.pro".
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(ndns)> book-name myhome23 keenetic.pro cloud ipv6 cloud

done, layout = view, title = NDSS::ndns/bookName »
(Public DNS Hostname Booking), sub-title = The name booking was »
successful.:

client, geo = RU, ip = 193.0.174.200, format = »
clean, date = 2019-05-23T09:12:29.145Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:12:16.197Z
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
transfer: false

suffix, layout = message, code = 200,
The name booking was successful.:
detail, layout = list:
columns:
column, id

message = »

type, title = Type:

column, id = peer, title = Peer:

column, id detail, title = Detail:

column, id = elapsed, title = Time, »

variant = period, scale = 1:

]
v

item, elapsed = 11, origin
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 11, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
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reply: [MsgCack], quorumLeft=3:

item, elapsed = 17, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 18, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssl120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndss11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllol.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 25, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited.:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated: »
0.0.0.0:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed. :

item, elapsed = 49, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " :* ,undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 49, origin = »
[TaskUdpSingle "ndsslllol.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : ;" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
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ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 51, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 80, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " :* ,undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 122, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : ;" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 165, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : :" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 166, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:

Ndns::Client: Booked "myhome23.keenetic.pro".
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UcTopuns nameHeHuii

3.91.2 ndns check-name

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoiKkmn

Bepcus OnucaHve
2.07 JobaBneHa komaHAa ndns book-name.
2.14 [Jlo6baBneH napameTp ipv6.

MpoBepuUTb JOCTYMHOCTb MMEHW XOCTa AJIS pe3epBaLu.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

(ndns)>  check-name name>
AprymeHTt 3HayeHue |OnucaHue
name CTpoka Vms xocTa ans pesepBUpoBaHUS.

(ndns)> check-name testname

list:

item:
name:
domain:
available:

item:
name:
domain:
available:

item:
name:
domain:
available:

item:
name:
domain:
available:

item:
name:
domain:
available:

testname
mykeenetic.by
no

testname
mykeenetic.kz
yes

testname
mykeenetic. ru
yes

testname
mykeenetic.com
yes

testname
mykeenetic.net
yes

Ndns::Client: Check completed.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.07 JobasneHa komaHaa ndns check-name.

3.91.3 ndns drop-name

OnucaHwue OTMeHNTb permcTpauuio nMeHu xocta B DNS.
MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc (ndns)>  drop-name <name> <domain»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Crpoka VMg xocTa ana yaganeHumsa ns DNS.
domain CTpoka JloMeH BTOpPOro ypoBHSA.
NMpumep (ndns)> drop-name testname mykeenetic.net

done, title = NDSS::ndns/dropName (Delete DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:
client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
22T10:52:35.685Z, standalone = false:
reason: The name is un-booked.

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:
column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0:

item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:

item, hl = false, o = cluster, d = »
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:

item, hl = false, o
Success: prepare, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")]1, [MsgCack], quorumLeft=2, t = 55:

lock-reply, d = »
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item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1, t = 72:

item, hl = false, o = lock-reply, d = Quorum »

reached, finalizing, t = 73:

item, hl = false, o = finalize, d = local »
changes commited., t = 79:

item, hl = false, o = refreshed, d = address »

cleared, t = 85:

item, hl = false, o = finalize, d = »
post-process triggers executed., t = 85:

item, hl = false, o
Success: finalize, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 134:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")1, [MsgCack], t = 161:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")], [MsgCack], quorumLeft=0, t = 231:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk"'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 3608:

item, hl = false, o = complete, d = All »

commit-reply, d = »

done., t = 3608:

Ndns::Client: Dropped "testname.mykeenetic.net".

WcTopusa nsmeHeHum Bepcus onucaHue
2.07 JobasneHa komaHaa ndns drop-name.
3.91.4 ndns get-booked

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

Mony4unTb akTyanbHy MHPOPMALMIO C cepBepa O TekyLleMm
3ape3epBMpPOBaHHOM MMeHN xocTa B DNS.

HeTt

Het

342
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MHorokpaTHbIi BBOg, Het
CuHoncuc I(ndn9> get-booked

Mpumep (ndns)> get-booked

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 41.189.34.56, format = »

xml, date = 2017-09-
14T08:30:19.266Z, standalone = false:

menu, Src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:

field, name = domain, title = Domain Name:
field, name = address, title = IP Address:

field, name = updated, title = Updated, type »
= date, variant = date:

field, name = access, title = Access Mode, »
default = unknown:

field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: 2017-09-11T11:27:32.167Z
access: direct
transfer: false

Ndns::Client: Get-booked completed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 Job6asneHa komaHaa ndns get-booked

3.91.5 ndns get-update

OnwucaHue O6HOBUTL perncTpayuto nmeHn xocta B DNS Ha cepsepe.

MNpejukc no Het
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc (ndns)> get-update [<access» [1pv6 access6s]]
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
access auto ABTOMaTMYECKUI TN JOCTyna.
cloud Mima xocTa 3apernctpripoBaHo Ha IP-agpec

obnayHoro cepsepa, HTTP-Tpaduk
TyHHenupyeTcs Ha Lite.

direct ViMAa XocTa 3aperncTtprypoBaHo Ha
WAN-agpec Lite. KomaHaa nossonsieT
BK/IHOUNTL NMoAAepXKy Static NAT (NAT 1-1)
CO CTOPOHbI CepBepa B napamMeTpax
KeenDNS.

access6b cloud BkntounTb 061a4HBIN pexmm aas
IPv6-aapecos.

Mpumep (ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 81.200.27.56, format = »

xml, date = 2016-09-
22T12:07:32.746Z, standalone = false:

menu, src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = address, title = IP Address:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = access, title = Access Mode, »

default = unknown:

field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.net
address: 81.200.27.56
updated: 2016-09-22T12:07:32.744Z
access: direct
transfer: false

Ndns::Client: Get-update completed.
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(ndns)> get-update cloud ipv6 cloud

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):
client, geo = RU, ip = 193.0.174.168, format = »
xml, date = 2019-05-21T15:26:45.552Z, standalone = false:
menu, Src = »
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
(ip4), default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
(ipv6), default = unknown:
field, name = transfer, title = Transfer:

name: mytest
domain: keenetic.pro
acme: LE
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
updated: 2019-05-21T15:26:45.547Z
transfer: false

Ndns::Client: Get-update completed.
(ndns)> get-update direct

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):
client, geo = RU, ip = 193.0.174.159, format = »
xml, date = 2019-11-13T16:53:30.782Z, standalone = false:
menu, src = »
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name
field, name
(ip4), default = unknown:
field, name = address6, title = IPv6 Address:

address, title = IP Address:
access, title = Access Mode »
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field, name = access6, title = Access Mode »
(ipv6), default = unknown:
field, name = transfer, title = Transfer:

name: myworknow
domain: keenetic.link
acme: LE
address: 193.0.174.159
access: direct
access6: none
updated: 2019-11-13T16:50:34.298Z
transfer: false

WcTopusa nsmeHeHum Bepcus onuvucaHve
2.07 JobasneHa komaHaa ndns get-update.
2.14 [JobaeneH napameTp ipvé.

3.92 ntce

OnucaHune JocTtyn K rpynne KomaHa Ana HacTporiku cepsuca NTCE.
Mpedukc no Het
MeHsieT HacTpouikm  Het
MHorokpaTtHbIiA BBog, Het

BxoxxaeHue B rpynny (config-ntce)

CuHoncuc I (config)> ntce

MNpumep (config)> ntce
(config-ntce)>

WcTopuns nsmeHeHunit |Bepcus OonucaHue

3.07 JobaBneHa komaHaa ntce.

3.92.1 ntce debug

OnucaHwue BkAounTb 0TNaA0UHBIA pexuM ansa cepsuca NTCE. Mo ymondaHuto gyHKLMA
OTK/ItOYEHa.

KomaHga ¢ npedrkcom no oTKAOYaeT HaCTPOKY.
Mpejukc no Ja

MeHsieT HacTpoliku  [a
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

I (config-ntce)>  debug

I (config-ntce)> no debug

(config-ntce)> debug
Ntce: :Manager: Enabled debug.

(config-ntce)> no debug
Ntce::Manager: Disabled debug.

Bepcus OnucaHve

3.07 [Jlo6aBneHa komaHza ntce debug.

3.92.2 ntce qos enable

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

BrarounTtb IntelliQoS, koTopbI ob6ecnevriBaeT BXOASALLYIO U MCXOAALLYHO

MoJioCy NPOMYCKaHWSA ANt MPUOPUTETHBIX MPUIOXKEHWI N 33434 C MOMOLLbHO
npesBapuTeNibHO ONpPeAeneHHbIX FPYNM KaTeropuia. Mo ymondaHmto cnyx6éa

OTK/tOYeHa.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.
Ja

Ja

Het

I (config-ntce)>  qos enable

I (config-ntce)> no qos enable

(config-ntce)> qos enable
Ntce::Manager: Enabled QoS.

(config-ntce)> no qos enable
Ntce::Manager: Disabled QoS.

Bepcus OnucaHue

3.07 JobaBneHa koMaHaa ntce qos enable.

3.92.3 ntce qos priority

OnucaHune

YCTaHOBUTb NpUOpUTETHLI ANSt KaTeropuii Tpaduka.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKY.

Lite (KN-1310) — CnpaBO4YHMK KOMaHA

347



naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config-ntce)>  qos priority «category: priority»
(config-ntce)> no qos priority
AprymeHTbI AprymeHT 3HaueHue OnucaHue
category calling 0 MrnHMManbHasa 3agepxka.
gaming O VIHTepaKTUBHBLIV pexinM peanbHOro
BpeMeHWU.
streaming O WnpokoseLlaTesibHble yCayri.
work 0 HebonbLuoe BpemMs 0XUAAHWS.
surfing O [JlaHHble BbICOKOW
NMPOV3BOANTENIbHOCTH.
filetransfering |0 HuskonpuoputeTHble gaHHbIE.
priority Yernoe yucno 3HaueHve npuopuTeTa. Moxet
npuHMMaTh 3HaveHusa ot 1 Ao 6.
Mpumep (config-ntce)> qos priority calling 1
Ntce::Manager: Set priority "1" to "calling".
(config-ntce)> no qos priority
Ntce::Manager: Reset QoS priority list.
VICTOleﬂ M3MeHeHWA Bepcmﬂ onucaHvie
3.07 JobasneHa KoMaHAa ntce qos priority.
3.93 ntp
OnucaHue JocTyn K HacTpolike NTP-knueHTa.

KomaHga c npedrikcom no cbpacbiBaeT HacTpOkn NTP-KAneHTa B HaCTPOWMKIN
MO yMONYaHUIO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncnc I (config)> no ntp
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Mpumep

WcTopusa nsmeHeHum

(config)> no ntp
Ntp::Client: Configuration reset.

Bepcus OnucaHue

2.00 JobasneHa koMaHga ntp.

3.94 ntp server

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

J06aBnTb B CNNCOK HOBLIN NTP-cepep. MOXHO f06aBUTb He 6osee 8
NTP-cepBepoOB.

KomaHga c npedurkcom no yganset NTP-cepBep 13 cnuncka. Ecav BeInoAHUTb
KOMaHZAy 6e3 aprymeHTa, To BeCb Cnncok NTP-cepBepoB byAeT OUMLLIEH.

Ja
Ja
Aa
(config)> ntp serverserver;

(config)> no ntp server [ <servers]

AprymeHT 3HauyeHue |OnucaHue

server CTpoka Appec NTP-cepBepa.

(config)> ntp server pool.ntp.org
Ntp::Client: Server "pool.ntp.org" has been added.

(config)> no ntp server
Ntp::Client: ALl NTP servers removed.

Bepcus OnucaHve

2.00 [JlobaBneHa KomaHza ntp server.

3.95 ntp sync-period

OnucaHwne

Mpejukc no

YCTaHOBUTb nepmnoj CMHXpPOHM3aunn BpeMeHN. Mo YMOTHaAHNIO NCMNO/1b3YETCA
3HayeHue 1 Hegens.

KoMaHAa ¢ Npedrkcom no ycTaHaBNMBaEeT BpeMsi CUHXPOHM3auum no
YMOTYaHWIO.

Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config)> ntp sync-period «period>

(config)> no ntp sync-period

AprymeHT 3HauyeHue OnucaHue

period Uesnoe uucro |Bpema cMHXpOHM3aUnMK, B MUHYTax. MoxeT
NPUVHUMAaTL 3HayeHve oT 60 MUHYT 0 1
mMecsaua.

(config)> ntp sync-period 60
Ntp::Client: A synchronization period set to 60 minutes.

(config)> no ntp sync-period
Ntp::Client: Synchronization period value reset.

Bepcus OnucaHve

2.00 JobasneHa KoMaHaa ntp sync-period.

3.96 ping-check profile

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

JocTtyn K rpynne KoMaHA A5 HaCTPOMKM BbibpaHHoOro npodbwuna Ping Check.
Ecnu npodunb He HaligeH, KOMaHAA NbITAaeTCA ero Co34aThb.

KomaHga ¢ npedurkcom no yaanset npodunb Ping Check.
Ja

Ja

Aa

(config-pchk)

(config)> ping-check profile name>

(config)> no ping-check profile name>

AprymeHT 3HauyeHue OnucaHwue

name Ctpoka Wmsa npoduns Ping Check. CMNCOK JOCTYMHbIX
Ans Bblbopa npodurneli MOXHO YBUAETL BBeAA

komaHay ping-check profile [Tab].

350

CnpaBo4HMK KoMaHa — Lite (KN-1310)




naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopusa nsmeHeHwnii

(config)> ping-check profile [Tab]

Usage template:
profile {name}

Choose:
TEST
MYMY

(config)> ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been created.
(config-pchk)>

(config)> no ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been deleted.

Bepcus OnucaHue

2.04 JobasneHa komaHaa ping-check profile.

3.96.1 ping-check profile host

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

YKaszaTtb yAaneHHbI XOCT ANS TeCTUPOBaHUA. 1o ymonyaHuto, agpec XocTa
Ha3Ha4aeTCsl B COOTBETCTBUM C KOAOM CTPaHbI.

KomaHpaa ¢ npedurKcom no yaanseT nmsi XocTa.
Aa

[Ja

Hert

(config-pchk)>  host <host»

(config-pchk)> no host [ <host> ]

AprymeHT 3HaueHue |OnucaHue

host Wma xocta |VIMa vnu agpec yaaneHHoro xocra.

(config-pchk)> host 8.8.8.8
PingCheck: :Profile: "test": add host "8.8.8.8" for testing.

(config-pchk)> host google.com
PingCheck::Profile: "test": add host "google.com" for testing.

(config-pchk)> no host
PingCheck: :Profile: "test": hosts cleared.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.04 Jo6aBneHa komaHga ping-check profile host.

3.96.2 ping-check profile max-fails

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YKa3aTtb Konm4yecTBo noc/iefoBaTe/IbHbIX HeyJauHbIX 3anpoCcoB K yaaeHHOMY
XOCTY, N0 AOCTUXEHWIO KOTOPOro MHTEePHeT Ha nHTepderice cunTaeTcs
OTCYTCTBYHOLMM. [T0 yMONYaHUIO NCNOJIb3YeTCA 3HaueHve 5.

KomaHga ¢ npednKcom no ycTaHaBAMBAET 3HAUYEHMe MO YMOYaHUIO.

Ja

Ja

HeT

(config-pchk)>  max-fails <count»

(config-pchk)> no max-fails

AprymeHT 3HayeHne |OnucaHue

count Yenoe umcro |KonnuectBo HeyAauHbIX 3arnpocos. MoxeT
NPYHMMaTb 3HaYeHVs B Npegenax ot 1 4o
10 BKIHOYUTENBHO.

(config-pchk)> max-fails 7
PingCheck: :Profile: "test": uses 7 fail count for disabling »
interface.

(config-pchk)> no max-fails
PingCheck: :Profile: "test": fail count is reset to 5.

Bepcus OnucaHve

2.04 JobasneHa komaHaa ping-check profile max-fails.

3.96.3 ping-check profile min-success

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

YKasaTb KONNYECTBO NOC/eA0BaTe/IbHbIX YAauHbIX 3aNPOCOB K yAaleHHOMY
XOCTY, MO AOCTMXEHMIO KOTOPOro MHTEPHET Ha MHTepdeiice cumTaeTcs
HaNM4YecTBYHOLLMM. 10 YMOUaHMIO NCMOIb3YeTCs 3HaUeHe 5.

KomMaHgza ¢ npedpurKcom No ycTaHaBAMBAET 3HaYeHMe Mo yMOJTHAHUIO.
Ja
Ja
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-pchk)>  min-success «count»
(config-pchk)> no min-success
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
count lenoe 4ucno |Konnyectso yAauHbIX 3anpocos. Moxer
NPUHNMAaTb 3HaYeHVs B npesenax ot 1 40
10 BKIHOUUTENBHO.
Mpumep (config-pchk)> min-success 3
PingCheck: :Profile: "test": uses 3 success count for enabling »
interface.
(config-pchk)> no min-success
PingCheck: :Profile: "test": success count is reset to 5.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.04 JobasneHa komaHaa ping-check profile min-success.

3.96.4 ping-check profile mode

OnucaHwue YcTaHoBUTE pexunm Ping Check. Mo yMon4YaHWIO yCTaHOBEHO 3HayYeHve icmp.
Mpejukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-pchk)>  mode wmode>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mode icmp TecTupoBaHme JOCTYNHOCTW YAa/leHHOro
X0CTa byfeT ocyLLeCTBATLCSA NOCPEeACTBOM
otnpaeku emy ICMP-echo request (ping).
connect TecTnpoBaHue JOCTYNHOCTY yAaeHHOro
XOCTa byAeT OCyLLeCTBATLCA MOCPEACTBOM
ycraHoBku TCP-nogkno4veHnsa Ha
3a/laHHbIN NOPT.
Npumep (config-pchk)> mode connect

PingCheck: :Profile: profile "TEST" uses connect mode.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHga ping-check profile mode.

3.96.5 ping-check profile port

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YKkazaTtb nopT ANA NOAKNHYEHNA K YAa/IeHHOMY XOCTY. HaCTPOVIKa nMmeet

CMbICA Npu pexurme connect (cM. komaHay ping-check mode).
KomaHga c npedurkcom no yganseTt HaCTPOWKY.

Ja

[Ja

Het

(config-pchk)>  port «port>

(config-pchk)> no port

AprymeHT 3HayeHne |OnucaHue

port lenoe 4ucno |Homep nopta. MoxeT NpUHMMaTL
3HayeHusa B npegenax ot 1 go 65534
BK/IFOUMTENBHO.

(config-pchk)> port 860
PingCheck: :Profile: "test": uses port 80 for testing.

(config-pchk)> no port
PingCheck: :Profile: "test": port is cleared.

Bepcus OnucaHve

2.04 Jlob6aBneHa komaHaa ping-check profile port.

3.96.6 ping-check profile power-cycle

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

BkntounTb ynpasneHme nutaHmem ceteBoro HTepderica USB. Mo ymonyaHumto

BKJTIOYEHO.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.
Ja

Ja

Het
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I(conﬁg-pchm> power-cycle

I(conﬁg-pchkﬁ>nopower-cycle

(config-pchk)> power-cycle
PingCheck: :Profile: "test": enabled USB power cycle.

(config-pchk)> power-cycle
PingCheck: :Profile: "test": disabled USB power cycle.

Bepcusa

OnucaHune

2.04

JlobasneHa komaHaa ping-check profile power-cycle.

3.96.7 ping-check profile timeout

OnucaHune

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

YCTaHOBUTb MakcUMasibHoe BpeMA OXNAaHNA OTBETa yAa/1IEHHOIO XO0CTa Ha
O4WVH 3anpoc B ceKyHAax. Mo YMOJIHaHUIO NCMNO/Ib3YeTCA 3HaveHne 2.

KomaHga ¢ I'IperI/IKCOM Nno yCTaHaB/IMBaeT 3HaYeHNE MO YMOJTYaHUIO.

Ja
Ja

Het

(config-pchk)>

timeout timeout

(config-pchk)> no timeout

AprymeHT

3HauyeHne |OnwucaHue

timeout

UYenoe uucno |Bpems oxugaHuna B cekyHaax. MoxeTt
NPUHUMaTb 3HayeHus oT 1 4o 10
BKJ/TOYNTE/IBHO

(config-pchk)> timeout 4
PingCheck: :Profile: "test": timeout is changed to 4 seconds.

(config-pchk)> no timeout
PingCheck: :Profile: "test": timeout is reset to 2.

Bepcusa

OnucaHue

2.04

Jlo6aBneHa komaHga ping-check profile timeout.
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3.96.8 ping-check profile update-interval

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc
AprymeHTbl
Mpumep

UcTopusa nsmeHeHwnii

3.97 ppe

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTbL NEPUOSMYHOCTL BbIMOSHEHWA NpoBepok Ping Check.

Het

Ja

Het

(config-pchk)>  update-interval «<seconds>

AprymeHT 3HauyeHue |OnucaHue

seconds Lenoe uucno (Mepnos 06HOBNEHMA B ceKyHAax. MoxeT
NpYHMMaTb 3HayeHusa oT 3 go 3600
BK/IHOUNTENBHO.

(config-pchk)> update-interval 60
PingCheck: :Profile: "test": update interval is changed to 60 »
seconds.

Bepcus OnucaHve

2.04 JobaeneHa komaHga ping-check profile
update-interval.

BkOUNTL MexaHW3M nakeTHo 06paboTku. Mo yMONUYaHMIO HAaCTPOliKa
BK/ItOYEHa.

KomaHga ¢ npedurkcom no oTkIoYaeT BblIOpaHHbI yCKOpUTeSb.
Ja

Aa

Het

(config)>  ppe «engine»

(config)> no ppe [<engines]

AprymeHT | 3HaueHue OnucaHue

engine |software MporpammHbIii yckopuTens.

(config)> ppe software
Network: :Interface: :Rtx::Ppe: Software PPE enabled.
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WcTopusa nsmeHeHum

3.98 pppoe

OnucaHune

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHtepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

(config)> no ppe
Network::Interface: :Rtx::Ppe: All PPE disabled.

Bepcus OnucaHue

2.00 JobasneHa KoMaHaa ppe.
2.05 [JlobaBneH aprymeHT engine.
pass

BkntounTb QYHKLMIO CKBO3HOMO NponyckaHusi. MoxHo BBecTr 4o 10
NOKaNbHbIX CETEBbIX Y3/10B.

KomaHga ¢ npedrkcom no oTkarovaeT GyHKLAIO.
Ja

Ja

Het

Ethernet

(config)> pppoe pass through wan-iface <lan-1iface>

(config)> no pppoe pass through

AprymeHT 3HaueHue |OnucaHue
wan-iface Nmsa HayanbHbI MHTepdeinc — nonHoe
uHTeppeiica |Ha3BaHve WAN-uHTepdeiica nnm ero
anmac.
lan-iface ms KoHeuHbI nHTepdeinc — nonHoe
uHTeppeiica |Ha3BaHve LAN-nHTepdeiica nnm ero
anmac.

(config)> pppoe pass through Home ISP
Pppoe::Pass: Configured pass from "Bridge@" to "GigabitEthernetl".

(config)> no pppoe pass
Pppoe: :Pass: Disabled.

Bepcus OnucaHve

2.00 JlobaBneHa KOMaHaa pppoe pass.
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3.99 schedule

OonucaHue JocTyn K rpynne KOMaHz ANst HACTPOMKM BbI6paHHOTo pacnucaHus. Ecan
pacnucaHve He HalijeHo, KOMaHZa NbITaeTcs ero co3zatb.

KomaHga ¢ npedunkcom no yaansaeT pacnmncaHume.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-sched)

CuHoncuc (config)>  schedule name>
(config)> no schedule name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
name CTpoka HasBaHwue pacnncaHus.
VICTOleﬂ U3MeHeHU Bepcmﬂ onvcaHue
2.06 JobaeneHa komaHaa schedule.

3.99.1 schedule action

OnucaHue 3afaTb AeNCTBMSA, BbIMOAHAEMble COrIacHO BbIBPaHHOMY pacnncaHuio.
KomaHga ¢ npedurkcom no oTMeHseT gelicTeue.

MNpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config-sched)>  action actions min> <hours «dow>
(config-sched)> no action [ <action mins <hours «dows ]
AprymeHTbI AprymeHT 3HauyeHue ‘OnwcaHme
action start [JeiicTBre Hauana.
stop [JewcTBme KoHUa.
min Yenoe uucno |MUHYTHL.
hour UYenoe uucno [Yacel.
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AprymeHT 3HayeHue |OnucaHue
dow UYenoe uucro |QHn Hepenw, pasgeneHHble 3anaTbiMu. 0
1 7 03Ha4aloT BOCKpeceHbe. * 03Havaer
exeaHeBHO.
Npumep (config-sched)> action start 0 9 1,2,3,4,5

Core::Schedule: :Manager: Updated schedule "WIFI".

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.06 JobaBneHa komaHaa schedule action.

3.99.2 schedule description

OnucaHune 3afaTb onmncaHme Ans BbIGPaHHOro pacnmcaHus.
KomaHga ¢ npedunkcom no cTupaeT onncaHue,

Mpedukc no Ja

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-sched)>  description «description
(config-sched)> no description
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
description Crtpoka TekcT onncaHms.
Mpumep (config-sched)> description "Schedule for on/off Access Point"
Core: :Schedule: :Manager: Updated description of schedule "WIFI".
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.06 Job6asneHa komaHaa schedule description.

3.99.3 schedule led

OnucaHune Ha3HaunTb CBETOANOAHYIO MHANKALMIO ANSA 3aMIaHVNPOBAHHbBIX COBbITUI.
JonxeH 6bITb BbIbpaH napameTp SelectedSchedule npy NOMOLLM KOMaHAbI

system led.
KomaHga ¢ npedrkcom no OTKA0UAET CBETOAMOAHYIO MHANKALINIO.

Mpe¢ukc no [Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-sched)>  led<action
(config-sched)> no led
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
action start MHamnKaTop nokasbiBaeT Hayano
3anJ1aHNPOBAHHOIO COBLITUS.
stop NHavkaTop noka3sbiBaeT OKOHYaHue

3aniaHNpPOBaHHOIO COObLITUSA.

Mpumep (config-sched)> led start

Core::Schedule::Led: Selected schedule

||111|| .

WcTopus nsmeHeHum

Bepcus OnucaHve

2.08

JobaBneHa komaHaa schedule led.

3.100 service dhcp

OnucaHue BkntounTtb DHCP-cepeep. Ecnn pns 3anycka cnyxobl He0CTaTOYHO HaCTpoeK
(cm. ip dhep pool), cnyxba He byaeT oTBeudaThb no ceTu. Kak ToNbKo HacTpoek
CTaHeT A0CTaTOUHO, CyX6a BKAIOUNTCA aBTOMaTUYECKN.
KomaHga ¢ npednkKcom no ocTaHaBIMBAET CYX6Y.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service dhcp
I (config)> no service dhcp
Mpumep (config)> service dhcp

service enabled.

WcTopus nsmeHeHum

Bepcus OnucaHue

2.00

Job6asneHa komaHgaa service dhcp.
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3.101 service dhcp-relay

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

BkntounTb petpaHcnsaTop-DHCP. Ecan ana 3anycka cnyx6bl He40CTaTOuHO
HacTpoek (cm. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyx6a He byseT oTBeYaTb Mo ceTu. Kak TO/IbKO HacTPOeK CTaHeT JOCTaTOUHO,
cnyx6a BKIIOUNTCA aBTOMaTUYECKM.

KomaHza ¢ npeprkcom no ocTaHaBNMBaET CNyxXby.
Ja

Ja

Het

I (config)>  service dhcp-relay

I (config)> no service dhcp-relay

(config)> service dhcp-relay
service enabled.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa service dhcp-relay.

3.102 service dns-proxy

OnuncaHune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

WcTopusa nsmeHeHum

Bikntoumtb DNS-npokcu. 1na HacTpolikn napaMeTpoB CyX6bl, UCNOb3YNTe
rpynny komaHg Paszen 3.19 Ha cTtpaHuue 105.

Het

Ja

Het
I (config)> service dns-proxy

(config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

Bepcus OnucaHve

2.00 JobasneHa KoMaHaa service dns-proxy.
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3.103 service http

OnucaHwue BkntounTts HTTP-cepBep, KOTOPbIA NpeAoCTaBAseT Nosb30BaTeNto
Web-unHTtepdelic ana HacTpoliku Lite.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Cunoncnc I (config)> service http
I (config)> no service http
Mpumep (config)> service http
HTTP server enabled.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobaBneHa koMmaHaa service http.

3.104 service igmp-proxy

OnucaHune Brnrounte IGMP-npokcn. Ans paboTbl cny>X6bl HEO6XOAMMO Hanue 04HOMo
nHTepderica upstreamn xoTsa 661 04HOr0 HTepdelica downstream. Ecav ans

3anycka c1y>6bl He0CTaTOUHO HAaCTPOEK, OHa He ByaeT paboTaTk. Kak ToNbKO
HaCTPOEK CTaHeT A0CTAaTOYHO, CyX6a BKAOUNTCS aBTOMATUYECKMN.

KomaHaa ¢ npeprKCcom no ocTaHaBNMBAET CNyXOy.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> service igmp-proxy
I (config)> no service igmp-proxy

Mpumep (config)> service igmp-proxy
IGMP proxy enabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa service igmp-proxy.
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3.105 service internet-checker

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb Internet-checker ans KOHTPONA COCTOAHUSA VIHTEPHET COeANHEHMS
Ha ycTpoiicTge. Mo ymonyaHuto GyHKLMS BKIOYEHA.

KomaHga ¢ npedrKcomM no octaHaBAUBAET CNyxoy.
Ja
Ja

Het

I (config)> service internet-checker

I (config)> no service internet-checker

(config)> service internet-checker
Network: :InternetChecker: Hosts check enabled.

(config)> no service internet-checker
Network: :InternetChecker: Hosts check disabled.

Bepcus OnucaHve

213 JobaBneHa komaHaa service internet-checker.

3.106 service ipsec

OnucaHune
Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

WcTopusa nsmeHeHum

3anycTnTb cnyxeby IPsec. o ymon4aHuto ciy>k6a oTKAtoHeHa.
KomaHga ¢ npednkcom no ocTaHaBAMBAET CNYXKOy.

Ja

Ja

Het

I (config)> service ipsec

I (config)> no service ipsec

(config)>service ipsec
IpSec: :Manager: Service enabled.

Bepcus OnucaHue

2.06 JobasneHa KoMaHaa service ipsec.
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3.107 service kabinet

OnucaHwue BrkntounTb cnyxby aBTopusatopa KABINET. Mo ymonyaHuio cnyxba
OTK/OYEHa.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het

CuHoncuc I (config)> service kabinet

I (config)> no service kabinet

Mpumep (config)> service kabinet
Kabinet: :Authenticator: Authenticator enabled.

(config)> service kabinet
Kabinet: :Authenticator: Authenticator disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.02 JobaBneHa komaHaa service kabinet.

3.108 service mdns

OnucaHwue BrntounTb cnyx6y mDNS. Mo ymonvaHuio ciyxoa Bkao4eHa.
KomaHga ¢ npednkcom no ocTaHaBAMBAET CNYXKOy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(config)> service mdns
I (config)> no service mdns
Mpumep (config)>service mdns
(config)>no service mdns
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

2.15 JobaBneHa komaHAa service mdns.
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3.109 service mws

OnucaHwue BkntounTb cnyxby MIWVS. Mo ymonuaHuio cnyxba oTkarYeHa.
KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I(config)> service mws

I (config)> no service mws

Mpumep (config)> service mws
Mws::Controller: Enabled.

(config)> no service mws
Mws::Controller: Disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.15 JobaBneHa KoOMaHa service mws.

3.110 service ntce

OnucaHwue 3anyctnTb cnyxby NTCE. [0 yMOAYaHNIO CEPBUC OTK/HOYEH.
KomaHga ¢ npedrkcom no ocTaHaBAMBAET CNYXKOY.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> service ntce
I (config)> no service ntce
Mpumep (config)> service ntce
Ntce::Manager: Enabled.
WcTopusa nsmeHeHum Bepcus onucaHuve

2.09 JobasneHa KoMaHaa service ntce. lNpexHee Ha3BaHVe
KoMaHAbl service dpi.
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3.111 service ntp-client

OnucaHwue Bkntountb NTP-KNVEHT.

KomaHga ¢ npedrKcomM no octaHaBAUBAET CNyxoy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Cunoncnc I (config)> service ntp-client
I (config)> no service ntp-client

Mpumep (config)> service ntp-client
NTP client enabled.

VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobasneHa KomaHaa service ntp-client.

3.112 service snmp

OnucaHune 3anyctuTb cyx6y SNMP . Mo ymonyaHuto cyxba oTKIYeHa.
KomaHga ¢ npedrkKcom no ocTaHaBAIMBAET CYX6Y.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)>  service snmp

I (config)> no service snmp

Mpumep (config)> service snmp
Snmp: :Manager: SNMP service was enabled.
(config)> no service snmp
Snmp: :Manager: SNMP service was disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobaBneHa KoMaHAa service snmp.
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3.113 service ssh

OnucaHwue BkntounTb cepBep SSH, KoTopbIi npefocTaBnseT Nob3oBaTento HTepdeiic

KOMaHZAHOW CTPOKW AN HACTPOMKM YCTPOWCTBA.
KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het

CuHoncuc I (config)>  service ssh

I (config)> no service ssh

Mpumep (config)> service ssh
Ssh::Manager: SSH server enabled.

(config)> no service ssh
Ssh::Manager: SSH server disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

212 JobaBneHa komaHaa service ssh.

3.114 service sstp-server

OnucaHune BkntouunTts cepsep SSTP.

KomaHga ¢ npednkcom no ocTaHaBAMBAET CNYXKOy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> service sstp-server
I (config)> no service sstp-server
Mpumep (config)> service sstp-server

SstpServer: :Manager: Service enabled.

(config)> no service sstp-server
SstpServer: :Manager: Service disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JlobaeneHa KomaHza service sstp-server.

3.115 service telnet

OnuncaHmne BkntounTtb cepsep telnet, KoTopbIV NpeAOCTaBASET NO/b30BaTeNto NHTepdelic
KOMaHZAHOW CTPOKW AN HAaCTPOMKW YCTPOWCTBA.

KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXoby.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

CuHoncuc I (config)> service telnet
I (config)> no service telnet

Mpumep (config)> service tel
Telnet server enabled.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.00 JobaBneHa komaHja service telnet.

3.116 service udpxy

OnucaHune BkntounTb cnyx6y udpxy.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CuHoncuc I (config)> service udpxy
I (config)> no service udpxy
Mpumep (config)> service udpxy

Udpxy: :Manager: a service enabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.03 [JobaeneHa KkomaHza service udpxy.

3.117 service upnp

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

BkntounTs cnyxey UPnP.

KomaHga ¢ npedurkcom no ocTaHaBIMBaET CyX6y.
Ja

Aa

MHorokpaTtHbIiA BBog Het

CuvHoncuc

WcTopus nsmeHeHwnii

(config)> service upnp

(config)> no service upnp

Bepcus OnucaHve

2.00 JlobaBneHa KOMaHgza service upnp.

3.118 service vpn-server

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

BkntoumnTth cepsep VPN.

KomaHga c npedurkcom no octTaHaBAMBaET CyX6y.
Ja

Aa

MHorokpaTtHbIiA BBOA, Het

CvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

I (config)> service vpn-server

I (config)> no service vpn-server

(config)> service vpn-server
VpnServer: :Manager: Service enabled.

(config)> no service vpn-server
VpnServer: :Manager: Service disabled.

Bepcus OnucaHve

2.04 JlobaBneHa KoMaHAa service vpn-server.
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3.119 show

OnuncaHwne

[oCTyn K rpynne KOMaHZ A1 MpoCcMOTpa ArarHocTuyeckoi nHdopmaumm o

cucteme. Bce KomaHAb! 3TON rpynnbl HE U3MEHAKT CUCTEMHDbIE HaCTpOI7IKI/I.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het
Bxo>xaeHue B rpynny (show)

CuvHoncuc

(config)>  show
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa kKoMaHAa show.

3.119.1 show acme

OnucaHwue MNokasaTk cTaTyc KnveHta ACME B cucteme.
MNpejukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTHbI/i BBog, Het

CuHoncuc IGh0M0> acme

(show)> acme
acme:

Mpumep

real-time:
ndns-domain:
ndns-domain-acme:
ndns-domain-error:
default-domain:
account-pending:
account-running:
get-pending:
get-running:
revoke-pending:
revoke-running:
reissue-queue-size:
revoke-queue-size:
retries:
checker-timer:
apply-timer:
acme-account:

yes
mytest.keenetic.pro
yes

no
cc6b5a71a7644903b51a5454 . keenetic. io
no

no

no

no

no

no

0

0

0

82499

0

36902346
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 JobaBneHa komaHaa show acme.

3.119.2 show adguard-dns availability
OnucaHune MpoBepuTb N NOKasaTb JAOCTYNHOCTb AdGuard DNS.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> adguard-dns availability
Mpumep (show)> adguard-dns availability
available: yes
port: 53
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvicaHue
2.12 [Jlo6aBneHa komaHaa show adguard-dns availability.

3.119.3 show adguard-dns profiles
OnucaHue MokasaTb npodunu AdGuard DNS.
Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> adguard-dns profiles
Npumep (show)> adguard-dns profiles
profiles:
profile: default
profile: standard
profile: family
UcTtopunsa nsmeHeHun Bepcus onucaHue

2.1 Job6asneHa komaHaa show adguard-dns profiles.
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3.119.4 show associations

OnucaHune Moka3aTb CNNCOK 6eCnpPOBOAHbIX CTAHLMIA, CBA3AHHbLIX C TOUKOM AOCTyna.
Ecnv BEINONHUTL KOMaHAy 6e3 apryMeHTa, TO Ha 3KpaH byaeT BbiBeseH Becb
CNMCOK 6eCcnpOBOAHbLIX CTAHLNA.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Access Point

Cunoncnc (show)> associations [ <name; ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name CTpoka HazBaHue Touku goctyna. Cnmcok AoCTYMHbIX
ANsi Bblbopa Touek AOCTyMna MOXHO YBUAETb
BBeAs KOMaHJay associations [Tab].

NMpumep (show)> associations [Tab]

Usage template:
associations [{name}]

Choose:
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster®/AccessPoint0

AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl

GuestWiFi
WifiMasterl/AccessPoint3
WifiMasterl/AccessPoint0
AccessPoint 5G

(show)> associations WifiMaster0/AccessPoint0

station:
mac: ec:1f:72:d3:6d:3f
ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 130
uptime: 3804
txbytes: 2058837
rxbytes: 25023483

ht: 20
mode: 11ln
gi: 800
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WcTopusa nsmeHeHum

rssi: -26
mcs: 15

station:
mac: 20:aa:4b:5c:09:0e
ap: WifiMaster@/AccessPoint0

authenticated: 1

txrate: 270
uptime: 19662
txbytes: 19450396
rxbytes: 70800065

ht: 40
mode: 1ln
gi: 800
rssi: -41
mcs: 15
Bepcus OnucaHue
2.00 JobaBneHa komaHaa show associations.

3.119.5 show button

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

MokasaTb MH$OPMAaLMIO MO YKa3aHHOM CUCTeMHO KHomMKe. EC/iv BbIMOAHUTb
KOMaHAy 6e3 aprymeHTa, To Ha 3KpaH byzeT BbiBeeH BeCb CMNCOK KHOMOK

Ha ycTporicTeBe. Habop KHOMOK 3aBMCUT OT annapaTHOW KOHGUrypaumu.

HeTt
Het

Het

(show)> button [<name>]

AprymeHT

3HavyeHue OnwucaHue

name

Crpoka HazBaHue KHOMKMN.

(show)> button FN1

buttons:
button, name = FN1:
is switch: no
position: 2
position count: 2
clicks: 0
elapsed: 0
hold delay: 3000
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

JobasneHa komaHaa show button.

3.119.6 show button bindings

OnucaHune
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

MokasaTb CMNCOK AeNCTBUM, Ha3HAYEeHHbIX Ha KHOMKW yCTpOVICTBa.

Cunoncuc I(shom0> button bindings
Mpumep (show)> button bindings
bindings:
binding, index = 0:
button: RESET
action: click
active handler: Reboot
default handler: Reboot
protected: yes
binding, index = 1:
button: RESET
action: hold
active handler: FactoryReset
default handler: FactoryReset
protected: yes
binding, index = 2:
button: WLAN
action: click
active handler: WpsStartMainAp
default handler: WpsStartMainAp
protected: no
binding, index = 3:
button: WLAN
action: double-click
active handler: WpsStartMainAp5
default handler: WpsStartMainAp5
protected: no
binding, index = 4:
button: WLAN
action: hold
active handler: WifiToggle
374
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default handler:
protected:

WifiToggle
no

binding, index = 5:

button:

action:

active handler:
default handler:
protected:

FN1

click
UnmountUsbl
UnmountUsbl
no

binding, index = 6:

button:

action:

active handler:
default handler:
protected:

FN1
double-click

no

binding, index = 7:

button:

action:

active handler:
default handler:
protected:

FN1
hold

no

binding, index = 8:

button:

action:

active handler:
default handler:
protected:

FN2

click
UnmountUsb2
UnmountUsb2
no

binding, index = 9:

button:

action:

active handler:
default handler:
protected:

FN2
double-click

no

binding, index = 10:

button: FN2
action: hold
active handler:
default handler:
protected: no
VICTOleﬂ N3MeHeHUn Bepcmﬂ onvucaHue
2.03 Job6asneHa komaHaa show button bindings.

3.119.7 show button handlers

OnuncaHune

MokasaTb CAMCOK AOCTYNHbIX 06PabOTUMKOB KHOMOK B CUCTEME.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het

CuHoncurc I(shom0> button handlers

Mpumep (show)> button handlers

handlers:
handler, name = LedToggle:
short description: toggle system LED states
protected: no
switch related: no

handler, name = FactoryReset:
short _description: reset a configuration to factory »
defaults
protected: yes
switch related: no

handler, name = UnmountUsbl:
short description: unmount USB 1 port storages
protected: no
switch related: no

handler, name = UnmountUsb2:
short description: unmount USB 2 port storages
protected: no
switch related: no

handler, name = Reboot:
short description: reboot the system
protected: yes
switch related: no

handler, name = DlnaDirectoryRescan:
short _description: rescan DLNA directory for newer media »
files
protected: no
switch related: no

handler, name = DlnaDirectoryFullRescan:
short _description: remove a DLNA database and rescan a »
DLNA directory
protected: no
switch related: no

handler, name = DectHandsetRegistrationToggle:
short description: toggle a DECT handset registration
protected: no
switch related: no
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handler, name = DectHandsetPagingToggle:
short description: toggle a DECT handset paging
protected: no
switch related: no

handler, name = OpkgRunScript:
short description: run Opkg script
protected: no
switch related: no

handler, name = TorrentAltSpeedToggle:
short _description: toggle a Torrent alternative speed »

mode
protected: no
switch related: no
handler, name = TorrentClientStateToggle:
short description: toggle a Torrent client state
protected: no
switch related: no
handler, name = WifiToggle:
short description: on/off all Wi-Fi interfaces
protected: no
switch related: no
handler, name = WpsStartMainAp:
short description: start WPS (2.4 GHz main access point)
protected: no
switch related: no
handler, name = WpsStartMainAp5:
short description: start WPS (5 GHz main access point)
protected: no
switch related: no
handler, name = WifiGuestApToggle:
short description: toggle a guest access point state »
(2.4 GHz)

protected: no
switch related: no

handler, name = WpsStartStation:
short description: start WPS (2.4 GHz Wi-Fi station)
protected: no
switch related: no

handler, name = WpsStartStation5:
short description: start WPS (5 GHz Wi-Fi station)
protected: no
switch related: no
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 JobaBneHa komaHaa show button handlers.

3.119.8 show chilli profiles

OnucaHune MokasaTb CANCOK AOCTYNHbIX Npoduneli RADIUS-cepBepa.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)>  chilli profiles

Mpumep (show)> chilli profiles
profile:
name: GetWiFi
url: https://getwi.fi/
description: GetWiFi - user identification in public »
networks
WiFi.

preset:
uamallowed: 193.161.193.102

uamallowed: getwi.fi
uamallowed: paypal.com
uamallowed: www.paypal.com
uamallowed: money.yandex.ru
radius:
serverl: 193.161.193.102
server2: 193.161.193.102

radiussecret: getwi.fi
uamserver: https://getwi.fi/auth

dns:
dnsl: 8.8.8.8

custom: uamsecret

custom: radiusnasid
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.10 Jo6aeneHa komaHaa show chilli profiles.
3.119.9 show clock date
OnucaHue MNMoka3saTb TekyLlee CUCTEMHOE BpeMsl.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> clock date
Mpumep (show)> clock date
weekday: 4
day: 18
month: 1
year: 2018
hour: 8
min: 46
sec: 2
msec: 660
dst: inactive
tz:
locality: GMT
stdoffset: O
dstoffset: 0
usesdst: no
rule: GMTO
custom: no
VICTOpI/Iﬂ V|3MeHEH|/||7| Bepcmﬂ onvicaHue
2.00 JobaeneHa komaHaa show clock date.

3.119.10 show clock timezone-list

OnucaHwue MNMoka3aTb CNXCOK AOCTYMHbIX YaCOBbIX MOSICOB.
Mpejukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I(shom0> clock timezone-list
Mpumep (show)> clock timezone-list
timezones:
tz:
locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
dstoffset: -1
tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:
locality: Anadyr
stdoffset: 43200
dstoffset: -1
WcTopus nsmeHeHum Bepcus onuvcaHue

2.00 JobaeneHa komaHaa show clock timezone-list.

3.119.11 show cloudflare-dns availability

OnucaHwue MpoBepuTb N NoKasaTb gocTynHocTb Cloudflare DNS.
Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

CuHoncuc I(shom0> cloudflare-dns availability

Mpumep (show)> cloudflare-dns availability

available: yes
doh-supported: yes
doh-available: yes
dot-supported: yes
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dot-available: yes
blocked-name: »
31bd8460-89fd-e2de-8865-63ffb93d1lc9e.is-cf.cloudflareresolve.com
ipv6-supported: no
ipv6-enabled: no

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.05 Job6asneHa komaHaa show cloudflare-dns availability.

3.119.12 show cloudflare-dns profiles

OnucaHwne Moka3sate npodunu Cloudflare DNS.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> cloudflare-dns profiles
MNpumep (show)> cloudflare-dns profiles
profiles:
profile: default
profile: standard
profile: malware
profile: family
UcTopuns nsmeHeHnim Bepcus OonucaHue

3.05 Job6asneHa komaHaa show cloudflare-dns profiles.

3.119.13 show configurator status

OnucaHwue MokasaTb MHPopMaLMIo O CUCTEMHOM KOHbUrypaTope.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> configurator status
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Mpumep (show)> configurator status
touch: Thu, 18 Oct 2018 14:37:25 GMT

header, name = Model: Keenetic Giga

header, name Version: 2.06.1

header, name = Agent: http/rci

header, name = Last change: Thu, 18 Oct 2018 14:37:25 »

GMT
serving:
name: Session /var/run/ndm.core.socket
time: 0.000397
request, host = 192.168.1.42, name = admin:
parse: show configurator status
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.06 Job6asneHa komaHaa show configurator status.
3.119.14 show credits
OonucaHue MNMokasaTb NNLEH3MOHHY NHbOPMaLMo 06 YCTaHOBNEHHOM NakeTe B

KeeneticOS. Ecnu BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO Ha 3KpaH bygeT
BblBeZeHa BCA MHPOpMaLMSA NO YCTaHOB/IEHHbBIM MakeTam Ha YCTpolicTBe.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  credits [ <package; ]
AprymeHTbI AprymeHT |3HauyeHune OnucaHue
package Ctpoka Vima nakerta.
Mpumep (show)> credits
package:

name: accel-ppp
title: High performance accel-ppp VPN server
homepage: https://accel-ppp.org/

package:
name: accel-ppp-12tp
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title: L2TP plugin for accel-ppp
homepage: https://accel-ppp.org/

package:
name: accel-ppp-pptp
title: PPTP plugin for accel-ppp
homepage: https://accel-ppp.org/

package:
name: accel-ppp-sstp
title: SSTP plugin for accel-ppp
homepage: https://accel-ppp.org/

package:
name: avahi-daemon
title: An mDNS/DNS-SD implementation (daemon)
homepage: http://www.avahi.org/

package:
name: coova-chilli
title: Wireless LAN HotSpot controller (Coova »
Chilli Version)
homepage: http://www.coova.org/CoovaChilli

package:
name: crconf
title: Netlink-based CryptoAPI userspace »
management utility
homepage:

package:
name: dhcpv6
title: DHCPv6 client + server
homepage: http://wide-dhcpv6.sourceforge.net/

package:
name: dropbear
title: Small SSH2 client/server
homepage: http://matt.ucc.asn.au/dropbear/

package:
name: iperf3-ssl
title: Internet Protocol bandwidth measuring »
tool with iperf auth support
homepage: https://github.com/esnet/iperf

package:
name: kernel
title: Linux kernel
homepage: http://www.kernel.org/

package:
name: kmod-ipt-account
title: ACCOUNT netfilter module
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homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

kmod-ipt-chaos
CHAOS netfilter module

kmod-ipt-compat-xtables
API compatibilty layer netfilter module

kmod-ipt-condition
Condition netfilter module

kmod-ipt-delude
DELUDE netfilter module

kmod-ipt-dhcpmac
DHCPMAC netfilter module

kmod-ipt-dnetmap
DNETMAP netfilter module

kmod-ipt-fuzzy
fuzzy netfilter module

kmod-ipt-geoip
geoip netfilter module

kmod-ipt-iface
iface netfilter module

kmod-ipt-ipmark
IPMARK netfilter module

kmod-ipt-ipp2p
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title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

title:

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

IPP2P netfilter module

kmod-ipt-ipv4options
ipv4options netfilter module

kmod-ipt-length2
length2 netfilter module

kmod-ipt-logmark
LOGMARK netfilter module

kmod-ipt-lscan
lscan netfilter module

kmod-ipt-netflow

Netflow netfilter module for Linux kernel

http://ipt-netflow.sourceforge.net/

kmod-ipt-psd
psd netfilter module

kmod-ipt-quota2
quota2 netfilter module

kmod-ipt-sysrq
SYSRQ netfilter module

kmod-ipt-tarpit
TARPIT netfilter module

kmod-nf-nathelper-rtsp
RTSP Conntrack and NAT helpers

https://github.com/maru-sama/rtsp-linux
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library

name:
title:
homepage:

package:

name:

kmod-wireguard
WireGuard kernel module

libattr

title: Extended attributes (xattr) manipulation »

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
writing of UNIX daemons
homepage:

http://savannah.nongnu.org/projects/attr

libav
This package contains Libav library
https://libav.org/

libavahi
An mDNS/DNS-SD implementation (No D-Bus)
http://www.avahi.org/

libcurl
A client-side URL transfer library
http://curl.haxx.se/

libdaemon
A lightweight C library that eases the »

>

http://0pointer.de/lennart/projects/libdaemon/

package:

name:
title:

1ibdb47
Berkeley DB library (4.7)

homepage: http://www.sleepycat.com/products/db.shtml

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

libevent
Event notification library
http://www.monkey.org/~provos/libevent/

libexif
Library for JPEG files with EXIF tags
https://libexif.github.io

libexpat
An XML parsing library
https://libexpat.github.io/

libgcrypt
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title: GNU crypto library
homepage: »
http://directory.fsf.org/security/libgcrypt.html

package:
name: libgpg-error
title: GnuPG error handling helper library
homepage: »
http://www.gnupg.org/related software/libgpg-error/

package:
name: libid3tag
title: An ID3 tag manipulation library
homepage: https://www.underbit.com/products/mad/

package:
name: libjpeg
title: The Independent JPEG Group's JPEG runtime »

library
homepage: http://www.ijg.org/
package:
name: liblzo
title: A real-time data compression library
homepage: http://www.oberhumer.com/opensource/1zo/
package:
name: libnghttp2
title: Library implementing the framing layer »
of HTTP/2

homepage: https://nghttp2.org/

package:
name: libopenssl
title: Open source SSL toolkit (libraries »
(libcrypto.so, libssl.so))
homepage: http://www.openssl.org/

package:
name: libpcap
title: Low-level packet capture library
homepage: http://www.tcpdump.org/

package:
name: libtommath
title: A free number theoretic multiple-precision »
integer library
homepage: https://www.libtom.net/

package:
name: libusb
title: A library for accessing Linux USB devices
homepage: http://libusb.info/
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package:

name:

mini_ snmpd

title: Lightweight SNMP daemon
homepage: http://troglobit.github.io/mini-snmpd.html

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

minidlna

UPnP A/V & DLNA Media Server
http://minidlna.sourceforge.net/

miniupnpd
Lightweight

UPnP daemon

http://miniupnp.tuxfamily.org/

netatalk
netatalk

http://netatalk.sourceforge.net

nginx

Nginx web server
http://nginx.org/

nginx-stream-module
Nginx stream module

openvpn
Open source

VPN solution using OpenSSL

http://openvpn.net

pjproject
PJSIP

http://www.pjsip.org/

pureftpd
FTP server

http://www.pureftpd.org

radvd
Router adve

rtisement daemon

http://www.litech.org/radvd/

sstp-client
SSTP client
http://sstp

for Linux
-client.sourceforge.net/
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package:
name: strongswan
title: Strongswan IKEv1l/IKEv2 ISAKMP and IPSec »
suite
homepage: https://www.strongswan.org/

package:
name: transmission-daemon
title: A free, lightweight BitTorrent client
homepage: http://www.transmissionbt.com

package:
name: tspc
title: TSP client
homepage: http://www.broker.ipv6.ac.uk

package:
name: tzdata
title: Timezone data files
homepage: https://www.iana.org/time-zones

package:
name: udpxy
title: Convert UDP IPTV streams into HTTP stream
homepage: http://sourceforge.net/projects/udpxy

package:
name: zlib
title: Library implementing the deflate »
compression method
homepage: http://www.zlib.net/

(show)> credits nginx

copying: /*
* Copyright (C) 2002-2019 Igor Sysoev
* Copyright (C) 2011-2019 Nginx, Inc.
* ALl rights reserved.
*
* Redistribution and use in source and binary
forms, with or without
* modification, are permitted provided that
the following conditions
* are met:
* 1. Redistributions of source code must »
retain the above copyright
& notice, this list of conditions and the
following disclaimer.
* 2. Redistributions in binary form must »
reproduce the above copyright

v

v

v

* notice, this list of conditions and the »
following disclaimer in the
* documentation and/or other materials »
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WcTopusa nsmeHeHum

3.119.15 show

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND »

CONTRIBUTORS "“AS IS'' AND

* ANY EXPRESS OR IMPLIED WARRANTIES, »
INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND »
FITNESS FOR A PARTICULAR PURPOSE

* ARE DISCLAIMED. 1IN NO EVENT SHALL THE »
AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, »
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, »
PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; »

OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF »
LIABILITY, WHETHER IN CONTRACT, STRICT

* LIABILITY, OR TORT (INCLUDING NEGLIGENCE »
OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF »
ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*/
Bepcusa OnucaHue
3.01 JobaBneHa komaHaa show credits.

crypto ike key

MokasaTb MHPOopMaLMIO 0 BbIBpaHHOM Kntoue IKE. Ecnv BbINOAHUTE KOMaHAY
6e3 aprymeHTa, TO BeCb Cnncok IKE kntoyein byaeT BbiBeAeH Ha 3KpaH

HeTt
Het

Het

CuHoncuc (show)> crypto ike key [name]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka HasBaHue BbI6paHHoOro IKE knroua.
NMpumep (show)> crypto ike key
IpSec:
ike key, name = test:
type: address
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WcTopusa nsmeHeHum

id: 10.10.10.10

ike key, name = test2:

type: any
id: »
Bepcus OnucaHue
2.06 Job6asneHa komaHaa show crypto ike key.

3.119.16 show crypto map

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

MokasaTb MHbOpPMaLMIO 0 BbiIbpaHHOW KpunTokapTe IPsec. Ecnv BbINOAHUTL
KOMaHAy 6e3 aprymeHTa, To BeCb CMUCOK KPUMTOKapPT IPsec byaeT BbiBeAeH

Ha 3KpaH.
HeTt
Het

Het

(show)> crypto map [map-name]

AprymeHT

3HavyeHue

OnwucaHue

map - name

Crpoka

HasBaHuve BbIGpaHHOM KPUMTOKAPTHI.

(show)> crypto map test

IpSec:
crypto _map, name = test:

config:

remote peer:
crypto_ipsec profile name:
mode:

local network:
.16.200.0

net: 172
mask: 24

protocol: IPv4

remote network:

ipsec.example.com
profl
tunnel

net: 172.16.201.0

mask: 24

protocol: IPv4

status:
primary peer: true

phasel:
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name:
unique id:

ike state:
establish time:
rekey time:
reauth time:
local addr:
remote addr:
ike version:
local spi:
remote spi:
local init:

ike cypher:

ike hmac:

test

572

ESTABLISHED
1451301596

0

1451304277
10.10.10.15
10.10.10.20

2
00abebfc9d90f1c2
3cd201ef496df75¢
yes

aes-cbc-256

shal

ike dh group: 2

phase2 sa list:

phase2 sa, index = 0:

unique id:
request id:
sa_ state:
mode:
protocol:
encapsulation:
local spi:
remote spi:
ipsec_cypher:
ipsec_hmac:
ipsec_dh group:
in bytes:

in packets:

in time:

out bytes:

out packets:
out time:
rekey time:
local ts:
remote ts:

304

185

INSTALLED
TUNNEL

ESP

yes

cab9bfcf
cde23d83
esp-aes-256
esp-shal-hmac

7152

115

1451302507

6008

98

1451302507
1451305159
172.16.200.0/24
172.16.201.0/24

state: PHASE2 ESTABLISHED

WcTopusa nsmeHeHum

Bepcus

OnucaHmne

2.06

Job6asneHa komaHaa show crypto map.

3.119.17 show defaults

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MNMoka3aTb 06LUMe NapaMeTpbl 6eCrpoOBOAHON CETU U CUCTEMBbI MO YMOIYaHUIO.
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MHorokpaTtHbIiA BBOg, Het

Cunoncumc | show>  defautts
Mpumep (show)> defaults
servicetag: 014635737374%***
servicehost: ndss.keenetic.ndmsystems.com
wlanssid: Keenetic-0000
wlankey: XFxTH***
wlanwps: 75534%**
country: RU
ndmhwid: KN-1010
ctrisum: 4712e0849ccead77ccdd1l8e2fedb***
serial: S1749WF***
signature: valid
integrity: ok
locked: yes
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.00

Job6aBneHa komaHaa show defaults.

3.119.18 show dns-proxy

OnucaHue Moka3saTb cnucok cepsepos DNS nosepx TLS n DNS nosepx HTTPS.

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CunHoncuc

Mpumep (show)>

proxy-status:

dns-proxy

I(shom0> dns-proxy

proxy-name: System

proxy-config:

rpc_port = 54321

rpc_ttl = 10000
rpc_wait = 10000
timeout = 7000
proceed = 500

stat file = /var/ndnproxymain.stat
stat time = 10000
dns server = 127.0.0.1:40500 .
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dns_server

127.0.0.1:40501 .

dns_server = 127.0.0.1:40508 .
dns_server = 127.0.0.1:40509 .
static a = my.keenetic.net 78.47.125.180

static_a = ccbb5a71a7644903b51a5454.keenetic.io 78.47.125.180

static a = myhome23.keenetic.pro 78.47.125.180
set-profile-ip 127.0.0.1 0

set-profile-ip ::1 0

dns_tcp port = 53
dns _udp port = 53
proxy-stat:

# ndnproxy statistics file

Total incoming requests: 809

0

0

Proxy requests sent: 659
Cache hits ratio: 0.192 (155)
Memory usage: 44 .41K
DNS Servers
Ip Port R.Sent A.Rcvd NX.Rcvd
Med.Resp Avg.Resp Rank
127.0.0.1 40500 2 2
40ms 40ms 10
127.0.0.1 40501 652 651
17ms 10
127.0.0.1 40508 2 0
Oms Oms 4
127.0.0.1 40509 3 1
326ms 326ms 3
proxy-safe:
proxy-tls:
server-tls:
address: 1.1.1.1
port: 853
sni: cloudflare-dns.com
Sspki:
interface:
server-tls:

address: 8.8.8.8

port: 853
sni: dns.google.com
Sspki:

interface:

proxy-tls-filters:

proxy-https:

>
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WcTopusa nsmeHeHum

3.119.19 show

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

server-https:
uri: https://dns.adguard.com/dns-query
format: dnsm
Sspki:
interface:

server-https:
uri: »
https://cloudflare-dns.com/dns-query?ct=application/dns-json
format: json
Sspki:
interface:

proxy-https-filters:

Bepcus OnucaHue

3.01 Job6asneHa komaHaa show dns-proxy.

dpn document

[Moka3aTb TekCcT cornawleHuns DPN.
HeTt
Het

Het

(show)>  dpn document [ «version ][ «language; ]

AprymeHT 3HauyeHue OnuncaHwue

version Ctpoka Bepcusa DPN. Ecnuv He ykasaHa, oTobpaxaeTcs
nocnefHAsA Bepcus.

language Ctpoka A3bIk DPN. Ecnn He yKasaH, oTobpaxaeTcs Ha
AHIINNCKOM Ai3blKe.

(show)> dpn document
20200330

DEVICE PRIVACY NOTICE
Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and

binding agreement between Keenetic Limited, including all »
affiliates and
subsidiaries (“Keenetic”,
defined below)

u n u

us-, “our

n

or “we”) and You (as »
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UcTopuns nameHeHuii

3.119.20 show

OnucaHune
Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

(show)> dpn document 20200330 en
20200330

DEVICE PRIVACY NOTICE
Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and

binding agreement between Keenetic Limited, including all »
affiliates and
subsidiaries (“Keenetic”,
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

u ” u

us”, “our

n

or “we”) and You (as »

Bepcus OnucaHve

3.05 [JobaeneHa komaHaa show dpn document.

dpn list

MokasaTb cAnCcoK cornawieHnin DPN, AOCTYNHbIX B CUCTEME.
Het

Het

HeTt

I(shom0> dpn list

(show)> dpn list

dpn:
version: 20200330
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document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:

format:

de
txt

md

en
txt

md

es
txt

md

fr
txt

md

it
txt

md

pl
txt

md

pt
txt

md

ru

txt
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format: md

document:
lang: sv

format: txt
format: md

document:
lang: tr

format: txt
format: md

document:
lang: uk

format: txt

format: md
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvcaHue
3.05 Job6asneHa komaHaa show dpn list.

3.119.21 show dot1x

OnucaHue Moka3saTb cocTosHMe kKnneHTa 802.1x Ha nHTepdeiice. ns BO3IMOXHOCTU
ynpasfeHunsi cocTosiHMeM kmneHTa 802.1x Ha nHTepdelice LOMKHA 6bITb
HacTpoeHa aBTopM3aLMsa Npy NOMOLLM rpynnbl KOMaHg interface
authentication.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
Tun nHTepdeiica Ethernet
MHorokpaTtHbIiA BBog, Het

CuHoncuc (show)> dotlx[interface]

AprymeHTbI AprymeHT |3HaueHue OnucaHue

interface |Wmsa uHTepgelica|HasBaHme nHTepdelica Ethernet. Cnncoxk
AOCTYNHbIX 415 Bblbopa nHTepdericoB
MOXHO yBUAeTb BBeAs koMmaHay dot1x [Tab].
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Mpumep (show)> dotlx [Tab]

Usage template:

dotlx [{name}]

Choose:

GigabitEthernetl

ISP

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0

AccessPoint

(show)> dotlx ISP

dotlx:

id: FastEthernet0/V1lan2
state: CONNECTING

WcTopuns nsmeHeHwii |Bepcusa onucaHue

2.02 JobaBneHa komaHza show dot1x.
3.119.22 show drivers
OnucaHue MNMoka3aTb CNNCOK 3arpy>KeHHbIX ApaiiBepoB 94pa
Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(shom0> drivers

Mpumep (show)> drivers

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:

rt2860v2 sta
546736
0

rt2860v2_ap
554192
2

rndis host
5024
0
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subs: -
module:

name: dwc_otg

size: 68416

used: 0

subs: -
module:

name: 1m

size: 1344

used: 1

subs: dwc otg, [permanent]

VICTOleﬂ Mn3MeHeHuiA Bepcmﬂ onvucaHue

2.00 JobaBneHa komaHAa show drivers.

3.119.23 show dyndns updaters

OnucaHue lMoka3aTb CNMCOK AOCTYMNHbIX NocTaBLLkos DynDNS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> dyndns updaters
Mpumep (show)> dyndns updaters
updater:
type: dyndns
url: https://account.dyn.com/dns/dyndns
api: http://members.dyndns.org/nic/update
updater:
type: noip
url: https://www.noip.com/
api: http://dynupdate.no-ip.com/nic/update
updater:
type: rucenter
url: https://www.nic.ru/login/
api: https://api.nic.ru/dyndns/update
WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.12 Job6asneHa komaHaa show dyndns updaters.
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3.119.24 show easyconfig status

OnucaHue MokasaTb cocTosiHMe 1 HacTpolikn EasyConfig.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> easyconfig status
MNpumep (show)> easyconfig status
easyconfig:

checked: Tue Aug 6 11:50:21 2019
enabled: yes
reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
internet: yes

gateway:
interface: GigabitEthernetl
address: 193.0.175.2
failures: 0
accessible: yes
excluded: no

hosts:
host:
name: ya.ru
failures: 0
resolved: yes
accessible: yes

host:
name: nic.ru
failures: 0
resolved: no
accessible: no

host:
name: google.com
failures: 0
resolved: no
accessible: no

VICTOleﬂ M3MeHeHWA Bepcmﬂ onvucaHue

2.00 Job6asneHa komaHaa show easyconfig status.
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3.119.25 show eula document

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTpPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

[Moka3aTb TeKCT cornawleHus EULA.
Het
Het

Het

(show)> euladocument [<«versions ][ <language;]

AprymeHT 3HauyeHue OnuncaHwue

version Ctpoka Bepcuns EULA. Ecnu He yka3aHa, oTobpaxaeTcs
nocneiHsAs Bepcus.

language CTtpoka AA3bIK EULA. Ecnun He yka3aH, oTobpaxaeTcs
Ha aHINNCKOM A3bIKe.

(show)> eula document 20181001
20181001

KEENETIC LIMITED
End User License Agreement

This End User License Agreement (this “Agreement”) constitutes
a valid and binding agreement between Keenetic Limited, including
all affiliates and subsidiaries (“Keenetic”, “us”, “our” or “we”)
and You (as

defined below) of the Software (as defined below), including the
Software installed onto any one of our Keenetic products (the
“Product”) and/or the Software legally obtained from or provided
by an App Platform

(as defined below) authorised by Keenetic. Keenetic and You shall
be collectively referred to as the “Parties”, and individually
as a “Party”.

\J

v

v

v

v

\J

v

v

(show)> eula document 20181001 ru
20181001

KEENETIC LIMITED
JInueH3noHHoe cornaiueHue C KOHeYHbIM Monb30BaTeneM

HacTtoswee JIMLEH3MOHHOE COrnaweHMe C KOHEYHbIM MoSib30BaTeneM »
(HacTosiwee «CornaweHue») npepcTaBifieT cobod OEeNCTBUTENbHOE U »
oba3artenbHoe cornaweHve mexpy Keenetic Limited, Bkmw4as Bce »
CBSiI3aHHble C HeW KOMMaHuMM U BCe

eé noppaspeneHns («Keenetic», «HaM», <«HaWw» WM «Mbl»), U Bamu »
(kak onpepeneHo Huxe) o lporpamvHoM obecneyeHun (Kak onpepeneHo »
Huxe) , Bkwo4vasa MporpamMmHoe obecneyeHue, yCTaHaBIMBaeMoe Ha JilHoM »
M3 NpOoYyKTOB

npoussoacTtea Keenetic («MpogykT») n/unu MporpamvHoe obecneyeHune, »
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nosly4YeHHOEe Ha 3aKOHHbIX OCHOBaHWUAX WNKW nNpepocTaBiieHHoe Mara3vHOM »
MpunoxeHnn (Kak OMpefeneHo Hu¥e), aBTOpu30oBaHHOW Keenetic. »

Keenetic u Bbl BMecTe
yrnoMnHaeTecb Kak «CTOPOHbI», @ MO OTOENbHOCTU — «CTOPOHa».

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.15

JobaBneHa komaHaa show eula document.

3.119.26 show eula list

OnucaHue MokasaTb cNnCoK cornatlueHnn EULA, LOCTYNHbIX B CUCTEME.

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

I(shom0> eula list

Mpumep (show)> eula list

eula:

version: 20181001

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:

format:

en

md

txt

ru

md

txt

tr

md

txt

uk

md
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format: txt

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.15 JobaeneHa komaHaa show eula list.

3.119.27 show interface

OnucaHune MNMoka3aTbk AaHHble yKa3aHHOro nHTepdeiica. Ecnv BelNONHUTL KOMaHAy 6e3
aprymMeHTa, TO Ha 3KpaH byJeT BbiBejeH BeCb CNCOK CeTeBbIX MHTepdercoB.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
Cunoncuc (show)> interface names
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Nms MonHoe nMsa NNn NCceBAOHUM MHTepdeiica,
uHTeppeiica |NHGOPMAaLMIO O KOTOPOM TpebyeTca
0oTO6pasnTb.
Mpumep Mpumep 3.1. IpocMOTpP COCTOSAHUA NOPTOB KOMMYTaTopa

KomaHga show interface BbiBOANT pa3nnyHyro MHPOPMALIMIO B 3aBUCMMOCTH
OT Tuna nHTepdeiica. B yactHocTn, Ana kommyTatopa FastEthernet0 oHa

MOMMMO OB6LLNX CBEAEHWNI NMOKa3biBaeT TeKyLliee COCTOAHNE GUINYECKNX
MOPTOB, CKOPOCTb U Ayniekc.

(config)> show interface FastEthernet0/Vlanl

id: GigabitEthernet0

index: 0
type: GigabitEthernet
description:
interface-name: GigabitEthernet0

link: up

connected: yes
state: up

mtu: 1500

tx-queue: 2000

port, name = 1:
id: GigabitEthernet0/0
index: 0
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interface-name: 1
type: Port
link: up
speed: 1000
duplex: full
auto-negotiation: on
flow-control: on
eee: off
last-change: 4578.185413
last-overflow: 0
public: no
port, name = 2:
id: GigabitEthernet0/1
index: 1
interface-name: 2
type: Port
link: down
last-change: 4590.205656
last-overflow: 0
public: no
port, name = 3:
id: GigabitEthernet0/2
index: 2
interface-name: 3
type: Port
link: up
role, for = GigabitEthernet0/Vlan2: inet
speed: 100
duplex: full
auto-negotiation: on
flow-control: off
eee: off
last-change: 4570.078144
last-overflow: 0
public: yes
port, name = 4:
id: GigabitEthernet0/3
index: 3
interface-name: 4
type: Port
link: down
last-change: 4590.202571
last-overflow: 0
public: no
WcTopuns nsmeHeHunit |Bepcus onuvcaHue
2.00 JobaBneHa komaHAa show interface.
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3.119.28 show interface bridge

OnucaHune MNMoka3aTb cocTosiHMe nHTepderica MocTa.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Bridge

Cunoncuc (show)> interface names> bridge

AprymeHTbI AprymeHT 3HauyeHue OonucaHue

name Wmsi uHtepgesica|llonHOE NMSA UKW NCEBAOHUM
nHTepdelica, MHbopmauuio o
KOTOpPOM TpebyeTca 0TO6pasnTb.

BoiBog dnemeHT 3HaueHue
members KopHeBoii y3en.
interface Nms vHTepdeiica.
link CocTosiHMe coeanHeHNs nHTepderica.
inherited Mpur3HaK HacneaoBaHUA.
NMpumep (show)> interface Bridgel bridge
members:

interface, link = no, inherited = yes:
WifiMaster0/AccessPoint2
interface, link = yes: UsbLte0

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 [Jlo6aeneHa komaHaa show interface bridge.

3.119.29 show interface channels

OnucaHue MokasaTb AaHHbIe 0 KaHafnax yKa3aHHOro 6ecnpoBoAHOro nHTepdeiica.
Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica Radio
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Cunoncuc (show)> interface name> channels
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name ms MonHoe Ma N NceefoHNM nHTepderica,
uHTeppeiica |VHPOPMaLMIO O KOTOPOM TpebyeTcs
0TO6pPasnTb.
BoiBog dnemeHT 3HaueHune
channels KopHeBoii y3en.
channel, index Homep 3anucu B cnucke.
number Homep kaHana.
ext-40-above B0O3MOXHOCTb pacllpeHns KaHana BBepX.
ext-40-below BO3MOXHOCTb pacllmpeHnsa KaHana BHU3
vhc-80 Bo3mMoxHOCTb pacwmpeHmns kaHana go 80 Mru,.
Mpumep (show)> interface WifiMaster0 channels
channels:
channel, index = 0:
number: 1

ext-40-above: yes
ext-40-below: no
vht-80: yes

channel, index = 1:
number: 2
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 2:
number: 3
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 3:
number: 4
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 4:
number: 5
ext-40-above: yes
ext-40-below: yes
vht-80: yes
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WcTopusa nsmeHeHum

channel, index = 5:
number: 6
ext-40-above: yes
ext-40-below: yes
vht-80: yes
channel, index = 6:
number: 7
ext-40-above: yes
ext-40-below: yes
vht-80: yes
channel, index = 7:
number: 8
ext-40-above: yes
ext-40-below: yes
vht-80: yes
Bepcus OnucaHue
2.03 JobaBneHa komaHaa show interface channels.

3.119.30 show interface chilli

OnuncaHune

RADIUS.

Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

lMokasaTb |/|Hc|>op|v|au,vuo O CTaTUCTUKE KTMEHTOB, MOAKNHYEHHbIX K XOT-CNOTY

Cunoncuc (show)> interface name> chilli
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name msa MonHoe nmsa nHTepdeinca nim NCeBLOHNM.
uHTEpPenca
NMpumep (show)> interface Chilli@ chilli

host:
session-id:
user:
ip:
mac:

4bf7c55f00000006
44w3cl

10.1.30.3
55:a3:f9:51:b4:11
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start-time: 3884
end-time: 0
idle-time: 9
idle-time-limit: ©
tx-bytes: 695682
tx-bytes-limit: 0
rx-bytes: 1627453
rx-bytes-limit: 0

tx-speed: 0
tx-speed-limit: O
rx-speed: 0
rx-speed-limit: 0
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.10 JobasneHa komaHaa show interface chilli.

3.119.31 show interface country-codes

OnucaHune MNMoka3aTb CANCOK AOCTYMHbIX KAHANOB Ha paano-uHTepderice.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Radio

CuHoncuc (show)> interface name> country-codes

AprymeHTbI AprymeHT 3HauyeHue OonuncaHmne

name Wmsi nHtepgesica|llonHOE NMSA NN NCEBAOHUM
nHTepdelica, MHbopmauuio o
KOTOpPOM TpebyeTca 0TO6pasnTb.

BriBOg, dnemeHT 3HaueHne

country-codes KopHeBoii y3en.

code Kog cTpaHsbl.

country Ha3BaHue cTpaHsbl.
Mpumep (show)> interface WifiMaster0 country-codes

country-codes:
country-code:
code: AL
country: Albania
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country-code:
code:
country:

country-code:
code:
country:

country-code:
code:
country:

country-code:
code:
country:

DZ
Algeria

AR
Argentina

AM
Armenia

AU
Australia

WcTopusa nsmeHeHum

Bepcus

OnucaHmne

2.03

Job6asneHa komaHaa show interface country-codes.

3.119.32 show interface mac

OnuncaHune

Moka3aTte Tabnnuy MAC-agpecoB KOMMYyTaTopa.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbliA BBog, Het
Tun nHTepdeiica Switch
Cunoncuc (show)> interface name> mac
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name ms MonHoe nma nan NnceeaoHNM nHTepdelica,
uHTeppeiica |VHPOPMaLMIO O KOTOPOM TpebyeTcs
0oTO6pasnTb.
Mpumep (show)> interface FastEthernet0 mac

Aging

Port MAC
1 20:
3 cc:
3 cc:
1 01:

6a:8a:1a:58:e9
5d:4e:4f:aa:b2
5d:4e:4f:aa:b2
00:5e:00:00: fc

N W =
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

JobaeneHa komaHaa show interface mac.

3.119.33 show interface rf e2p

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

lMokasaTb TekyLwiee cogepXXmmoe Bcex a4eek Kafll/l6pOBOLIHbIX AAHHBbIX.

HeTt
Het
Het
Radio
(show)> interface names> rf e2p
AprymeHT 3HayeHue |OnucaHue
name Nms MonHoe nMsa A NCeBAOHUM NHTepdeiica,
WUH Tepq)eﬁca |/|Hc|>opma|_|,|/no O KOTOpPOM Tpe6yeTc;|
oTO6pasnThb.

(show)> interface WifiMaster® rf e2p

[0x0000]
[0x0008]
[0x0010]
[0x0018]
[0x0020]
[0x0028]
[0x0030]
[0x0038]
[0x0040]
[0x0048]
[0x0050]
[0x0058]
[0x0060]
[0x0068]
[0x0070]
[0x0078]
[0x0080]

[0x0090]
[0x0098]

[0x00A8]
[0x00BO]

[0x00C0]
[0x00C8]

:5392
:042B
:0000
10001
:FFFF
:43EC
: 758E
:FFFF
:88CC
:0000
:FFFF
11011
11111
11313
:00F1
:0000
:FFFF
[0x0088] :
:FFFF
:FFFF
[0x00A0] :
:FFFF
:FFFF
[0x00B8] :
:FFFF
:FFFF

FFFF

FFFF

FFFF

[0x0002]
[0x000A]
[0x0012]
[0x001A]
[0x0022]
[0x002A]
[0x0032]
[0x003A]

[0x004A]
[0x0052]
[0x005A]
[0x0062]
[0x006A]
[0x0072]
[0x007A]
[0x0082]

[0x0092]
[0x009A]

[0x00AA]
[0x00B2]

[0x00C2]
[0x00CA]

:0103
15392
15392
: FFBA
:FFC1
:04F6
14301
:012D
[0x0042]:
10000
11111
:1010
11211
11413
:1133
10000
:FFFF
[Ox008A]:
:FFFF
:FFFF
[0x00A2] :
:FFFF
:FFFF
[0xO0BA] :
:FFFF
:FFFF

FFFF

FFFF

FFFF

FFFF

[0x0004]
[0x000C]
[0x0014]
[6x001C]
[0x0024]
[0x002C]
[0x0034]
[0x003C]
[0x0044]
[0x004C]
[0x0054]
[0x005C]
[0x0064]
[0x006C]
[0x0074]
[6x007C]
[0x0084]
[0x008C] :
[0x0094]
[0x009C]
[Ox00A4] :
[0x00AC]
[0x00B4]
[0x00BC] :
[0x00C4]
[0x00CC]

:43EC
:1814
:1814
10213
19201
:052B
:FF22
:FFFF
: FFOA
:0000
11111
:1010
11212
11414
:0000
:0000
:FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

[0x0006]
[0x000E]
[0x0016]
[0x001E]
[0x0026]

[0x0036]
[0x003E]
[0x0046]
[0x004E]
[0x0056]
[0x005E]
[0x0066]
[0x006E]
[0x0076]
[0x007E]
[0x0086]

[0x0096]
[0x009E]

[Ox00AE]
[0x00B6]

[0x00C6]
[0x00CE]

:04F6
:8001
10000
:FFFF
:FFFF
[0x002E] :
10025
: FAD9
10000
:FFFF
11111
:1010
11312
12264
:FC62
10000
:FFFF
[0x008E] :
:FFFF
:FFFF
[0x00A6] :
:FFFF
:FFFF
[0xOOBE] :
:FFFF
:FFFF

FFFF

FFFF

FFFF

FFFF
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naBa 3 OnncaHme KoMaHp,

[0x00DO]:FFFF [0x00D2]:FFFF [0x00D4]:FFFF [0x00D6]:FFFF
[0x00D8]:FFFF [0x0OGDA]:FFFF [0x00DC]:FFFF [OxOO0DE]:6666
[OXOOEQ] : AAAA [OxOOE2]:6688 [OxO00E4]:AAAA [OxO0E6]:6688
[OXOOE8]:AAAA [OxOOEA]:6688 [OxO00EC]:AAAA [OxOOEE]:6688
[0XO00FO]:FFFF [0x00F2]:FFFF [Ox00F4]:FFFF [Ox00F6]:FFFF
[0xO00F8]:FFFF [0x00FA]:FFFF [OxO0OFC]:FFFF [OxOOFE]:FFFF
[0x0100]:FFFF [0x0102]:FFFF [0x0104]:FFFF [0x0106]:FFFF
[0x0108]:FFFF [0x010A]:FFFF [0x010C]:FFFF [Ox010E]:FFFF
[0x0110]:FFFF [0x0112]:FFFF [0x0114]:FFFF [0x0116]:FFFF
[0x0118]:FFFF [0x011A]:FFFF [0x011C]:FFFF [Ox011E]:FFFF
[0x0120]:FFFF [0x0122]:FFFF [0x0124]:FFFF [0x0126]:FFFF
[0x0128]:FFFF [0x012A]:FFFF [0x012C]:FFFF [0Ox012E]:FFFF
[0x0130]:FFFF [0x0132]:FFFF [0x0134]:FFFF [0x0136]:FFFF
[0x0138]:FFFF [0x013A]:FFFF [0x013C]:0000 [0x013E]:FFFF
[0x0140]:FFFF [0x0142]:FFFF [0x0144]:FFFF [0x0146]:FFFF
[0x0148]:FFFF [0x014A]:FFFF [0x014C]:FFFF [Ox014E]:FFFF
[0x0150]:FFFF [0x0152]:FFFF [0x0154]:FFFF [0x0156]:FFFF
[0x0158]:FFFF [0x015A]:FFFF [0x015C]:FFFF [Ox015E]:FFFF
[0x0160]:FFFF [0x0162]:FFFF [0x0164]:FFFF [0x0166]:FFFF
[0x0168]:FFFF [0x016A]:FFFF [0x016C]:FFFF [Ox016E]:FFFF
[0x0170]:FFFF [0x0172]:FFFF [0x0174]:FFFF [0x0176]:FFFF
[0x0178]:FFFF [0x017A]:FFFF [0x017C]:FFFF [Ox017E]:FFFF
[0x0180]:FFFF [0x0182]:FFFF [0x0184]:FFFF [0x0186]:FFFF
[0x0188]:FFFF [0x018A]:FFFF [0x018C]:FFFF [Ox018E]:FFFF
[0x0190]:FFFF [0x0192]:FFFF [0x0194]:FFFF [0x0196]:FFFF
[0x0198]:FFFF [0x019A]:FFFF [0x019C]:FFFF [Ox019E]:FFFF
[0x01A0]:FFFF [0x01A2]:FFFF [0x01A4]:FFFF [0x01A6]:FFFF
[0x01A8]:FFFF [0x01AA]:FFFF [0x01AC]:FFFF [OxO1AE]:FFFF
[0x01BO]:FFFF [0x01B2]:FFFF [0x01B4]:FFFF [0x01B6]:FFFF
[0x01B8]:FFFF [0x01BA]:FFFF [0x01BC]:FFFF [Ox01BE]:FFFF
[0x01CO]:FFFF [0x01C2]:FFFF [0x01C4]:FFFF [0x01C6]:FFFF
[0x01C8]:FFFF [0x01CA]:FFFF [0x01CC]:FFFF [Ox01CE]:FFFF
[0x01DO]:FFFF [0x01D2]:FFFF [0x01D4]:FFFF [0x01D6]:FFFF
[0x01D8]:FFFF [0x01DA]:FFFF [0x01DC]:FFFF [OxO1DE]:FFFF
[0XO1EQ]:FFFF [0Ox01E2]:FFFF [Ox01E4]:FFFF [Ox01E6]:FFFF
[0xO1E8]:FFFF [OxO1EA]:FFFF [OxO01EC]:FFFF [OxO1EE]:FFFF
[0x01FO]:FFFF [0x01F2]:FFFF [Ox01F4]:FFFF [Ox01F6]:FFFF
[0xO01F8]:FFFF [0x01FA]:FFFF [Ox01FC]:FFFF [OxO1FE]:FFFF

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

2.04 Job6asneHa komaHaa show interface rf e2p.

3.119.34 show interface rrd

OnucaHwne MNMokasaTb 3arpysky ceteBoro nHTepderica no npmHumny Round Robin
Database.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (show)> interface namesrrd attributes [ «details]
AprymeHTbl AprymeHT |3HaueHme |OnucaHue
name ms MonHoe nmsa nHTepdeinca nin NCeBLOHNM.
MHTEepgerica
attribute rxspeed 3HayeHue T1na CKOPOCTW Nepeaayv JaHHbIX.
txspeed
detail 0 YpoBeHb feTanusaumu 1 cekyHaa.
1 YpoBeHb geTannsaumm 2 ceKyHAbl.
2 YpoBeHb geTannsaynm 3 ceKyHAbI.
3 YpoBeHb geTanusaumm 5 cekyHa.
4 YpoBeHb feTanusaumu 15 cekyHAa.
5 YpoBeHb getanmsauynm 30 cekyHA.
6 YpoBeHb geTannsaymm 1 MnHyTa.
7 YpoBeHb getanmsaymm 2 MUHYThI.
8 YpoBeHb geTanusaymv 3 MUHYTHI.
9 YpoBeHb feTanusaumv 5 MUHYT.
10 YpoBeHb feTanusaumuv 15 MAHYT.
11 YpoBeHb geTanusauymuv 30 MUHYT.
Mpumep (show)> interface GigabitEthernetl rrd rxspeed

data:
t
v
data:
t
Vi
data:
t
Vi
data:
t
v
data:
t
v

: 90083.990183
: 200880

: 90082.990128

152392

: 90081.990193

110976

: 90080.990142
: 48000

: 90079.990178
: 38366
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naBa 3 OnncaHme KoMaHp,

(show)> interface GigabitEthernetl rrd txspeed

data:
t: 87771.249486
v: 148202
data:
t: 87768.248974
: 10694
data:
t: 87765.248977
v: 19070
data:
t: 87762.249105
v: 48909
data:

t: 87759.249105
1 149277

(show)> interface GigabitEthernetl rrd rxspeed 1

data:
t: 90176.990054
v: 164766
data:
t: 90174.990061
v: 121828
data:
t: 90172.990052
v: 95430
data:
t: 90170.990085
v: 57559
data:
t: 90168.990119
v: 97759
VICTOpI/Iﬂ V|3MEHEHV||7| Bepcmﬂ onvicaHue
2.10 JobaeneHa komaHaa show interface rrd.

3.119.35 show interface stat

OonucaHue Moka3aTb CTAaTUCTMKY MO UHTepdeiicy.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc (show)>  interface name> stat
AprymeHTbI AprymeHT 3HayeHmne |OnuncaHue
name Nms MonHoe nma nHTepderica NN NCeBAOHUM.
MHTepdelica
NMpumep (show)> interface Home stat
rxpackets: 564475
rxbytes: 68729310
rxerrors: 0
rxdropped: 0
txpackets: 796849
txbytes: 870960214
txerrors: 0
txdropped: 0
WcTopus nsmeHeHum Bepcus onucaHue

2.00 JobaeneHa komaHga show interface stat.

3.119.36 show interface wps pin

OnucaHue MokasaTtb WPS PIN Touku goctyna.
Mpejukc no Het
MeHsieT HacTpoiikm  Hert
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica WiFi

CuHoncue I(shom0> interface <name> wps pin
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name nms MonHoe nmsa nHTepderica NI NCEBLOHNM.
MHTepdeica
BeiBog, 3nemMeHT 3HaueHue
pin Howmep PIN.
Mpumep (show)> interface WifiMaster0/AccessPoint0 wps pin

pin: 60180360

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHaa show interface wps pin.

3.119.37 show interface wps status

OnucaHwue Moka3saTb cTaTyc WPS ToukmM goctyna.
Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi
CuHoncuc (show)> interface names> wps status
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
name Nms MonHoe nma nHTepderica NN NCeBAOHNM.
MHTepperica
BeiBOA, dnemeHT 3HaueHue
wps KopHeBoii y3en.
configured HactpoeH nn WPS ans faHHOM ToUkKM gocTyna.
auto-self-pin CocTosHMe pexunma auto-self-pin.
status disabled
enabled
active
direction send
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naBa 3 OnncaHme KOMaHA,

dnemMeHT 3HaueHue
receive
mode pbc
self-pin
peer
left Bpems 0 3aKpbITUS ceccnu B CeKyHAaX.
NMpumep (show)> interface WifiMaster0/AccessPoint® wps status
wps:

configured: yes
auto-self-pin: yes
status: active
direction: send
mode: self-pin
left: infinite

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.00 Job6asneHa komaHaa show interface wps status.

3.119.38 show internet status

OnucaHune MpoBepnTb HanMuMe NOAKIOYEeHVA K IHTepHeTy Ha ycTpoiicTee. VIHAMKaTop
"MIHTepHeT" (rnobyc) Ha Kopnyce yCTPOWCTBa ropuT, ecauv nposepka
NOAK/IIOYEHUA K MOMYASPHBIM CaiTaM NPOoLL/Ia YCneLLHOo.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> internet status

Mpumep (show)> internet status

checked: Tue Apr 24 17:14:37 2018
reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
internet: yes

gateway:
interface: GigabitEthernetl
address: 192.168.1.1
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naBa 3 OnncaHme KoMaHp,

hosts:
host:
name: example.net
failures: 0
resolved: yes
accessible: yes
host:
name: google.com
failures: 0
resolved: no
accessible: no
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.11 JobaBneHa komaHaa show internet status.
3.119.39 show ip arp
OnucaHue OTobpaxaeT cogepxunmoe Ketua ARP.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

failures: 0
accessible: yes
excluded: no

CuHoncuc I(shom0> iparp

Npumep (show)> ip arp
IP MAC Interface
192.168.75.209 9c:b7:0d:91:e7:31 Home
82.135.72.150 00:0e:0c:09:db:60 ISP
192.168.75.106 88:53:2e:5e:07:1d Home
192.168.75.201 7c:61:93:eb:6c:77 Home
192.168.75.203 00:19:d2:48:d6:dc Home
10.10.30.34 a0:88:b4:40:9c:98 GuestWiFi
192.168.75.203 7c:61:93:e€e:88:67 Home
192.168.75.211 00:26:c7:4a:e0:16 Home
82.138.72.163 34:51:c9:c6:53:cf ISP
192.168.75.200 60:d8:19:cb:1b:36 Home
192.168.75.204 4c:0f:6e:4b:3c:ba Home
82.138.72.129 00:30:48:89:b5:9f ISP
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naBa 3 OnncaHme KOMaHA,

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.00

[JobaeneHa komaHaa show ip arp.

3.119.40 show ip dhcp bindings

OnucaHwne

Mokaszatb ctatyc DHCP-server. ECAn BBINOAHNTL KOMaHAy 6€3 aprymeHTa, 10

Ha 3KpaH 6yAET BblBeJeH BeCb CMNCOK BblgesieHHbIX IP ansa Bcex nynos.

MNpedukc no Het

MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuvHoncuc

(show)>  ip dhcp bindings [ «pools]
AprymeHTbI AprymeHT 3HaueHme |OnucaHue
pool Crpoka VMg nyna.
Mpumep (show)> ip dhcp bindings _WEBADMIN
lease:
ip: 192.168.15.211
mac: 00:26:c7:4a:€0:16
expires: 289
hostname: lenovo
lease:
ip: 192.168.15.208
mac: 00:19:d2:48:d6:dc
expires: 258
hostname: evo
VICTOleﬂ N3MeHeHUun Bepcmﬂ onucaHvie
2.00 JobasneHa komaHaa show ip dhcp bindings.

3.119.41 show ip dhcp pool

MNMoka3saTb HbOpMaLUMto 06 onpeseneHHOM nyne. Ecm BbINOAHUTE KOMaHAy

6e3 apryMeHTa, TO Ha 3KpaH 6yAeT BbiBeeHa MHPOPMaLMs 060 BCeX Mynax

OnucaHwue

cncTeMsl.
Mpejukc no Het
MeHsieT HacTpoiikn  Het
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (show)>  ip dhcp pool [ «pools]

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
pool CTpoka Wma nyna.

NMpumep (show)> ip dhcp pool 123

pool, name = 123:
interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0
end: 0.0.0.0

UcTopus nsmeHeHnii

router, default = yes: 0.0.0.0
lease, default = yes: 25200
state: down
debug: no
Bepcus OnucaHve
2.03 Job6asneHa komaHaa show ip dhcp pool.

3.119.42 show

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

Mpumep

ip hotspot

lMoka3aTb CNMCOK XOCTOB, NOAKNKOYEHHbIX K XOT-CMOTY.
Het

Het

Het
I(shom0> ip hotspot

(show)> ip hotspot

host:
mac: 24:92:0e:92:e5:44
via: 24:92:0e:92:e5:44
ip: 192.168.1.41
hostname: android-41d997d510af8ff9
name:

interface:
id: Bridge0
name: Home
description: Home network (Wired and wireless hosts)
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

expires:
registered:
access:
schedule:
active:
rxbytes:
txbytes:
uptime:
link:

ssid:

ap:
authenticated:
txrate:

ht:

mode:

gi:

rssi:

mcs:

host:

mac:

via:

ip:
hostname:
name:

interface:

207328
no
permit

yes

0

0

4911

up
Bewilderbeast

WifiMaster@/AccessPoint0

yes
65
20
11ln
800
-24
7

20:aa:4b:5c:09:0e
20:aa:4b:5c:09:0e
192.168.1.51
Julia-PC

id: Bridge0

name: Home

description: Home network (Wired and wireless hosts)

expires: 212967
registered: no
access: permit
schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 884
link: up
ssid: Bewilderbeast
ap: WifiMaster@/AccessPoint0
authenticated: yes
txrate: 130
ht: 20
mode: 1ln
gi: 800
rssi: -37
mcs: 15
Bepcus OnucaHue
2.09 Job6asneHa komaHaa show ip hotspot.
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naBa 3 OnncaHme KoMaHp,

3.119.43 show ip hotspot rrd

OonuncaHmne MokasaTb NHPopMaLMo 0 TpadurKe 3aperMcTpMpPOBaHHOrO XoCTa No
npuHumny Round Robin Database.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)>  ip hotspot mac> rrd attributes [ «details]
AprymeHTbI AprymeHT 3HauyeHue OnucaHue
mac MAC-apgpec MAC-agpec
3aperncTpmpoBaHHOro
xocrTa.
attribute rxspeed Twnn ckopocTu nepegaumn
txspeed AaHHBIX.
rxbytes
txbytes
detail 0 YpoBeHb geTanumsauummn 1
ceKkyHAa.
1 YpoBeHb geTtanmsaumm 2
CeKyHAbI.
2 YpoBeHb feTanusaunn 3
CeKyHJabl.
3 YpoBeHb feTanmsaunnm 5
CeKyHa.
4 YpoBeHb geTanmsaymm
15 cekyH4a.
5 YpoBeHb geTannsauymm
30 cekyHA.
6 YpoBeHb geTanu3sauumn 1
MWHyTa.
7 YpoBeHb geTanmsaunm 2
MUHYTbI.
8 YpoBeHb geTtanmsaunm 3
MWHYTbI.
9 YpoBeHb feTanusaunn 5
MWHYT.
10 YpoBeHb geTanusauymn
15 MUHYT.
11 YpoBeHb geTanusaymn
30 MUHYT.
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naBa 3 OnncaHme KOMaHA,

Mpumep (show)> ip hotspot a8:1e:84:85:f2:11 rrd rxspeed

data:
t: 2180.491855
v: 16298

data:
t: 2177.492050
v: 9026

data:
t: 2174.491916
v: 11450

data:
t: 2171.491843

(show)> ip hotspot a8

data:

v
data:

t

v
data:

t

v
data:

v

(show)> ip hotspot a8

data:

t

v
data:

t

v
data:
data:

t

: 626

:1e:84:85:12:11 rrd txspeed

1 2228.491841
: 952

1 2225.491920
: 8813

1 2222.492053
: 28746

1 2219.491845
1 22474

:1e:84:85:12:11 rrd rxbytes

1 2279.491860
1 4197

: 2276.492050
: 362

1 2273.492040

14337

1 2270.491862
1 3281
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(show)> ip hotspot a8

:1e:84:85:f2:11 rrd txbytes

data:
t: 2360.491865
v: 3342
data:
t: 2357.491853
v: 142
data:
t: 2354.491949
v: 3333
data:
t: 2351.491847
v: 3390
Bepcus OnucaHue
2.14 Job6asneHa komaHaa show ip hotspot rrd.

3.119.44 show ip hotspot summary

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbI

MokasaTb MHPOopMaLMIO O Tpadrke HECKONBKMX 3aperncTpMpOBaHHbLIX XOCTOB
no npuHumny Round Robin Database.

HeTt
Het
HeTt
(show)>  ip hotspot summary «<attribute; [ detail «detail>][ count
«count ]
AprymeHT 3Ha4yeHue OnucaHue
attribute rxspeed 3HayeHue T1Mna CKOPOCTU nepeaayv JaHHbIX.
txspeed
rxbytes
txbytes
detail 0 YpoBeHb geTannsaymm 3 ceKyHAbI.
1 YpoBeHb geTanusaumu 60 cekyHA.
2 YpoBeHb geTanusaumu 180 cekyHA,.
3 YpoBeHb getanusauun 1440 cekyHa.
count UYenoe uucno |Konmyectso XocToB. EC/in He ykasaHo,

0To6pa>KaeTc9| BeCb CMCOK XOCTOB.
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naBa 3 OnncaHme KOMaHA,

Mpumep

t: 255

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

(show)> ip hotspot summary rxspeed

yes
toshiba
143964

yes
lnx
24749

yes
oneplus6
2558

(show)> ip hotspot summary rxspeed detail 0

t: 0

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

yes
toshiba
186519

yes
oneplus6
94298

yes
lnx
8237

(show)> ip hotspot summary rxspeed count 3

t: 255

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

host:

active:

yes
toshiba
390322

yes
lnx
53518

yes
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name: oneplus6
rxspeed: 5284

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.14

Job6asneHa komaHaa show ip hotspot summary.

3.119.45 show ip http proxy

OnucaHue Moka3saTb ctaTyc HTTP-npokcu.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ip http proxy
Mpumep (show)> ip http proxy
proxy:
name: modem
domain: myhomemodem.keenetic.link
upstream: http://192.168.8.1:80
allow: public

ndns: yes

WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.09 Job6asneHa komaHaa show ip http proxy.

3.119.46 show ip name-server

OnucaHwue

npuopuTteTta.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het

Moka3aTb CNMCOK TekyLLmx agpecoB DNS-cepBepoB B nopsigke ybbiBaHWs

CnHoncuc I (show)>  ip name-server
MNpumep (show)> ip name-server
server:
address:

82.131.72.251
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WcTopusa nsmeHeHum

domain:
global:
server:
address:
domain:
global:
server:
address:
domain:
global:

no
82.131.72.15
no
82.132.76.130

zydata.ru
yes

Bepcus

OnucaHmne

2.00

Job6asneHa komaHaa show ip name-server.

3.119.47 show ip nat

MokasaTb TabnuLy TPaHCASLMN CeTEBbIX aAPecoB.

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTbl

Mpumep

Hert

Het

Hert

(show)>  ip nat [tcp]

AprymeHT 3HaueHue |OnucaHue

tcp Kmouesoe Tonbko 3anucy ¢ Tunom TCP byayT

C/10B0 BblBeileHbl Ha 3KpaH.
(show)> ip nat
Type | In | Source Port Destination Port Packets
| Out |

udp 10.1.30.34 6482 111.221.77.159 40005 1
111.221.77.159 40005 82.138.7.164 6482 1

udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1

tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11

udp 10.1.30.34 6482 84.201.228.162 44423 11
84.201.228.162 44423 82.138.7.164 6482 16

tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443  82.138.7.164 46655 0
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udp 10.1.30.34 6482 213.199.179.158 40006 1
213.199.179.158 40006 82.138.7.164 6482 1

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa show ip nat.

3.119.48 show ip neighbour

OonucaHune MokasaTb CNMCOK 06HaPYXXEeHHbIX Ha CETeBOM YPOBHE XOCTOB.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  ip neighbour [alive]
AprymeHTbI AprymeHT |3HauyeHune OnucaHue
alive Kniouyesoe cnoBo|[1oka3aTb aKTUBHbIE XOCThI.
Mpumep (show)> ip neighbour
neighbour:
id: 1

via: b8:88:el:2b:30:af
mac: b8:88:el:2b:30:af
address-family: ipv4
address: 192.168.22.16
interface: Bridge0
first-seen: 251387
last-seen: 0
leasetime: 7372
expired: no
wireless: no

neighbour:
id: 4
via: b8:88:e2:4b:30:af
mac: b8:88:e2:4b:30:af
address-family: ipv6

addresses:
address:
address: fe80::a022:a505:fae6:c891
status: active
last-seen: 3
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interface: Bridge0

first-seen: 251371

last-seen: 251371
leasetime: 0
expired: no
wireless: no

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 Job6asneHa komaHaa show ip neighbour.

3.119.49 show ip policy

OnucaHue MokasaTk cTaTyc Nnpoduas 4ocTyna B VIHTepHer.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue (show)>  ippolicy[ policy:]
AprymeHTbI AprymeHT |3HauyeHune OnucaHue
policy lpogunb HasBaHune npoduns goctyna.
pocrtyna
Mpumep (show)> ip policy

policy, name = Policy®, description = VPN-OpenVPN:
mark: fffffdoo
table: 42

route:
destination: 10.1.30.0/24
gateway: 0.0.0.0
interface: Guest
metric: 0
proto: boot
floating: no

route:
destination: 172.16.3.33/32
gateway: 0.0.0.0
interface: L2TPVPN
metric: 0
proto: boot
floating: no

route:
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destination:
gateway:
interface:
metric:
proto:
floating:

policy, name =

192.168.1.0/24
0.0.0.0

Home

0

boot

no

Policy3, description = Home:

mark: fffffdo3

table: 45

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

(show)> ip policy Policy®
policy, name = Policy0:

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

172.16.3.33/32
0.0.0.0
L2TPVPN

0

boot

no

192.168.1.0/24
0.0.0.0

Home

0

boot

no

mark: fffffdoo

table: 42

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:

0.0.0.0/0
193.0.174.1
ISP

0

boot

no

10.1.30.0/24
0.0.0.0
Guest

0

boot
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floating: no
route:
destination: 185.230.127.84/32
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 192.168.1.0/24
gateway: 0.0.0.0
interface: Home
metric: 0
proto: boot
floating: no
route:
destination: 193.0.174.0/24
gateway: 0.0.0.0
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 193.0.175.0/25
gateway: 193.0.174.10
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 193.0.175.22/32
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no
WcTopusa nsmeHeHum Bepcus onuvcaHue
2.12 Job6asneHa komaHaa show ip policy.

3.119.50 show ip route

OnuncaHune

Mpe¢ukc no Het

MokasaTb TekyLLyo TabnuLy MapLIpyTM3aLnn.

Lite (KN-1310) — CnpaBO4YHMK KOMaHA

naBa 3 OnncaHme KOMaHA,




naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc (show)>  ip route[sort«criterias«directiom ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
direction ascending [3anucy Tabavubl MapLLpyTU3aunm 6yayt
ynopsigoyeHbl Mo BO3pacTaHmo.
descending |3anucm Tabnanubl MapwpyTu3aumn oyayTt
ynopsAoyeHbl Mo y6bIBaHMIO.
criteria interface |CopTupoBKa3anucer bygeT ocyLlecTBieHa
no umeHn nHtepdeiica.
gateway CopTuvpoBka 3anucei byaeT ocyLLecTB/eHa
no ajpecy wnto3a.
destination|CopTupoBKka 3anunceri byaeTt ocyLlecTBaeHa
no agpecy Ha3HaveHus.
NMpumep (show)> ip route sort destination ascending
Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHaa show ip route.
3.119.51 show ipsec
OnucaHwue MokasaTtb nHPopMaLmto o cocTosHUM IPsec/IKE cnyx6bbl strongSwan.

Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (show)> ipsec
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Mpumep

WcTopusa nsmeHeHum

(show)> ipsec
ipsec_statusall:

Status of IKE charon daemon (strongSwan 5.3.4, Linux 2.6.36, »
mips):
uptime: 6 days, since Dec 22 10:23:36 2015
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: »
0/0/0/0, scheduled: 10
loaded plugins: charon aes des shal sha2 md5 random nonce »
openssl xcbc cmac hmac attr kernel-netlink socket-default stroke »
updown eap-mschapv2 eap-dynamic xauth-generic xauth-eap »
error-notify systime-fix
Listening IP addresses:
192.168.1.1
10.10.10.15
Connections:
test: %any...ipsec.example.org IKEv2, dpddelay=10s
test: local: [ipsec.example.org] uses pre-shared key »
authentication
test: remote: [ipsec.example.com] uses pre-shared key »
authentication
test: child: 172.16.200.0/24 === 172.16.201.0/24 TUNNEL, »
dpdaction=restart
Security Associations (1 up, 0 connecting):
test[572]: ESTABLISHED 24 minutes ago, »
10.10.10.15[ipsec.example.org]...10.10.10.20[ipsec.example.com]
test[572]: IKEv2 SPIs: 00abebfc9d90flc2 i* »
3cd201ef496df75¢c r, pre-shared key reauthentication in 20 minutes
test[572]: IKE proposal: »
AES CBC=256/HMAC_SHA1l 96/PRF HMAC SHA1/MODP 1024/#
test{304}: INSTALLED, TUNNEL, reqid 185, ESP in UDP SPIs: »
cab9bfcf i cde23d83 o
test{304}: AES CBC 256/HMAC SHA1l 96, 10055 bytes i (164 »
pkts, 0s ago), 10786 bytes o (139 pkts, 0s ago), rekeying in 34 »
minutes

test{304}: 172.16.200.0/24 === 172.16.201.0/24
Bepcus OnucaHue
2.06 JobasneHa komaHaa show ipsec.

3.119.52 show ipv6 addresses

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

Moka3saTb cnucok Tekywmnx IPv6-agpecos.
Het

Het

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

Mpumep

(show)> ipv6 addresses

I(shom0> ipv6 addresses

WcTopus nsmeHeHnit |Bepcus

address:
address: 2001:db8::1
interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:cebd:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01l:db8:43:0:ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
OnucaHue

2.00

Jlob6aBneHa komaHza show ipv6 addresses.

3.119.53 show ipv6 prefixes

OnucaHwue MokasaTb cnncok TekyLmx IPve-npedukcos.

Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CvHoncuc

Mpumep

I(shom0> ipv6 prefixes

(show)> ipv6 prefixes

prefix:

prefix:

interface:
valid-lifetime:
preferred-lifetime:

prefix:

prefix:

2001:db8::/64
ISP

infinite
infinite

fd3c:4268:1559::/48

interface:

valid-lifetime:
preferred-lifetime:

prefix:

prefix:

infinite
infinite

fd01:db8:43::/48
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interface:
valid-lifetime: infinite
preferred-lifetime: infinite

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHaa show ipv6 prefixes.

3.119.54 show ipv6 routes

OnucaHue lNoka3aTb cnncok TekyLwnx IPv6-mapLUpyTOB.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ipv6 routes
Npumep (show)> ipv6 routes
route :
destination: 2001:db8::/64
gateway: ::
interface: Home
route :
destination: fd3c:4268:1559::/64
gateway: ::
interface: Home
route :
destination: fd01l:db8:43::/64
gateway: ::
interface: Home
WcTopusa nsmeHeHum Bepcus onucaHve

2.00 JobasneHa komaHaa show ipv6 routes.

3.119.55 show kabinet status

OnucaHwue MpoBepuTb cocTosiHUE N KOHbUrypaumto aBTopusaTopa KABINET.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I(shom0> kabinet status
Mpumep (show)> kabinet status
kabinet:
enabled: yes
wan: yes
state: STOPPED
server: 10.0.0.1
access-level: internet
protocol-version: 2
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.02 JobaeneHa komaHaa show kabinet status.

3.119.56 show last-change

OnucaHune MokasaTb KTO 1 KOrAa nocneHnii pas BHOCU U3MEHEHUSI B HACTPOIKN.
Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc I (show)> last-change
Mpumep (show)> last-change
date: Thu, 12 Jul 2012 10:01:47 GMT
agent: cli
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHaa show last-change.
3.119.57 show led
OnucaHue MokasaTb MHGOPMaLMIO NO YKa3aHHOMY CBETOAMOAHOMY MHAMKATOPY. Ecin
BbIMO/IHUTL KOMaHZAy 6e3 aprymeHTa, TO Ha 3KpaH byAeT BbiBeAeH BECb CMNCOK
CBETOAVOAHbLIX MHAVNKATOPOB Ha yCTpolicTBe. Habop MHAMKATOPOB 3aBUCUT
OT annapaTHO KOHbUrypaumu,
MNpejukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

(show)>

led [ <name» ]

AprymeHT

3HavyeHue

OnucaHue

name

SYS

FN

FW_UPD

ACT_ACK

WAN

DSL

WLAN

WLAN5

WPS_1

WPS_2

WPS 3

WPS_4

WPS5_1

WPS5 2

WPS5 3

WPS5 4

USB_1

USB_2

LTE

HasBaHue nHankaTopa. Konnyectso
AOCTYMHbIX MHAWKATOPOB 3aBUCUT OT
BbIOpPaAHHOIO YCTPOMCTBA

(show)> led FN_1

leds:

led, index = 0:

name: FN 1

user _configurable: yes
virtual: no

Bepcus

OnucaHune

2.05

JobaBneHa komaHaa show led.
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3.119.58 show led bindings

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

lMokazaTb yl'lpaB}'IFIFOLLI,I/IVI 06BbEKT, CBA3aHHbIN C YKa3saHHbIMW CBETOANOAHBIM
MHAMKaTOpOM.EUH4BHHOﬂHMTbKOMaHAy6e3aprMEHTa,6yAETBHBEAEH
BeCb CNMNCOK CBETOANOAHBIX MHANKATOPOB C X yNpaBaArLWNMN obbekTaMu.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

(show)>

led [ <name> Jbindings

AprymeHT

3HayeHue

OnucaHune

name

SYS

HaseaHwue nHgmkaTopa. Habop AOCTYMHbIX

FN

NHANKATOPOB 3aBUCUT OT BbIGPAaHHOIO
yCTpOWNCTBa.

FW_UPD

ACT ACK

WAN

DSL

WLAN

WLANS5

WPS 1

WPS 2

WPS_3

WPS_4

WPS5 1

WPS5 2

WPS5_3

WPS5_4

USB_1

USB 2

LTE

(show)> led bindings

bindings:

binding, index

=0:

led: SYS
user_configurable: no
active control: SystemState
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default control: SystemState

binding, index = 1:
led: FN 1
user_configurable: yes
active control: UsblPortDeviceAttached
default control: UsblPortDeviceAttached

binding, index = 2:
led: FN 2
user_configurable: yes
active control: Usb2PortDeviceAttached
default control: Usb2PortDeviceAttached

binding, index = 3:
led: ACT_ACK
user_configurable: no
active control: ButtonActivityAcknowledgement
default control: ButtonActivityAcknowledgement

binding, index = 4:
led: FW_UPD
user_configurable: no
active control:
default control:

binding, index = 5:
led: WAN
user_configurable: no
active control: WanConnected
default control: WanConnected

binding, index = 6:
led: WLAN
user_configurable: no
active control: WlanActivity
default control: WlanActivity

binding, index = 7:
led: WPS 1
user_configurable: no
active control: WlanWpslActivity
default control: WlanWpslActivity

binding, index = 8:
led: WPS 2
user_configurable: no
active control: WlanWps2Activity
default control: WlanWps2Activity

binding, index = 9:
led: WPS 3
user_configurable: no
active control: WlanWps3Activity
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default control: WlanWps3Activity

binding, index = 10:
led: WPS 4
user_configurable: no
active control: WlanWps4Activity
default control: WlanWps4Activity

binding, index = 11:
led: WPS STA
user_configurable: no
active control: WstaWpsActivity
default control: WstaWpsActivity

binding, index = 12:
led: WLAN5
user_configurable: no
active control: Wlan5Activity
default control: Wlan5Activity

binding, index = 13:
led: WPS5 1
user_configurable: no
active control: Wlan5WpslActivity
default control: Wlan5WpslActivity

binding, index = 14:
led: WPS5 2
user_configurable: no
active control: Wlan5Wps2Activity
default control: Wlan5Wps2Activity

binding, index = 15:
led: WPS5 3
user_configurable: no
active control: Wlan5Wps3Activity
default control: Wlan5Wps3Activity

binding, index = 16:
led: WPS5 4
user_configurable: no
active control: Wlan5Wps4Activity
default control: Wlan5Wps4Activity

binding, index = 17:
led: WPS5 STA
user_configurable: no
active control: WstaSWpsActivity
default control: WstaSWpsActivity

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.08 Job6asneHa komaHaa show led bindings.
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3.119.59 show led controls

OonuncaHmne MokasaTb CMMCOK YNPaBASOLWNX 06 EKTOB CBETOAMOAHBIX MHANKATOPOB
cncteMsbl. IocTynHble ynpaBastoLme 06bekTbl 3aBUCAT OT KOHPUIypaLmm
obopyaoBaHMs.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I(shom0> led controls

Mpumep (show)> led controls

controls:
control, index = 0:
name: SystemState
short description: System state
owner: ndm
user _configurable: no

control, index = 1:
name: ButtonActivityAcknowledgement
short _description: Button activity acknowledgement
owner: ndm
user _configurable: no

control, index = 2:
name: SelectedSchedule
short description: Selected schedule is active
owner: ndm
user_configurable: yes

control, index = 3:
name: SelectedWan
short _description: Selected WAN interface has default »
route
owner: ndm
user_configurable: yes

control, index = 4:
name: BackupWan
short description: Backup WAN interface has default route
owner: ndm
user_configurable: yes

control, index = 5:
name: WanConnected
short _description: WAN interface connected
owner: ndm
user _configurable: no
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control, index = 6:

name:
short description:

owner:
user _configurable:

UsblPortDeviceAttached

USB port 1 known device attached
ndm

yes

control, index = 7:

name:
short description:

owner:
user _configurable:

Usb2PortDeviceAttached

USB port 2 known device attached
ndm

yes

control, index = 8:

name:
short description:

owner:
user _configurable:

UpdatesAvailable

Firmware updates available
ndm

yes

control, index = 9:

name:
short description:

owner:
user _configurable:

OpkgLedControl
OPKG LED control
ndm

yes

control, index = 10:

name:
short description:

owner:
user _configurable:

Wlan5Activity

WLAN 5GHz interface activity
mt7615 ap

no

control, index = 11:

name:
short description:

owner:
user _configurable:

Wlan5Wps1lActivity

WLAN 5GHz SSID 1 WPS activity
mt7615 ap

no

control, index = 12:

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

Wlan5Wps2Activity

WLAN 5GHz SSID 2 WPS activity
mt7615 ap

no

= 13:
Wlan5Wps3Activity
WLAN 5GHz SSID 3 WPS activity
mt7615 ap
no

= 14:
Wlan5Wps4Activity
WLAN 5GHz SSID 4 WPS activity
mt7615 ap
no
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control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

15:
WlanActivity
WLAN 2.4GHz interface activity
mt7615 ap
no
16:
WlanWpslActivity
WLAN 2.4GHz SSID 1 WPS activity
mt7615 ap
no
17:
WlanWps2Activity
WLAN 2.4GHz SSID 2 WPS activity
mt7615 ap
no
18:
WlanWps3Activity
WLAN 2.4GHz SSID 3 WPS activity
mt7615 ap
no
19:
WlanWps4Activity
WLAN 2.4GHz SSID 4 WPS activity
mt7615 ap
no
= 20:
Wsta5WpsActivity
Station 5GHz WPS activity
mt7615 ap
no
= 21:
WstaWpsActivity
Station 2.4GHz WPS activity
mt7615 ap
no

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.08

JobaBneHa komaHAa show led controls.

3.119.60 show log

OnuncaHune

MokaszaTb COAEPXMMOE CUCTEMHOTO XypHana (3anmcu, KOTopble COXPaHUINCh

B LMKANYeckoM bydepe), a Takxke HOBble 3anncy No Mepe NX MNOCTYNAeHs.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.119.61 show

OnucaHwne

Mpe¢ukc no

KomaHgza paboTaeT B $OHOBOM pexrMe, TO eCTb A0 MPUHYANTENbHON
OCTaHOBKW Nonb3oBaTteneM no Ha)xatuto [Ctri]+[C].

Het
Het

Het

(show)>  log [ @nax-lines>] [once]

AprymeHT 3HayeHne |OnucaHve

max-lines Yenoe uucno |Konnyectso BO3BpaLLaeMbIX CTPOK SIOrOB.

once Knwouyesoe MokaszaTk TekyLwmii nor v BblnT B CLI.
CJ/1080

(show)> log

Time Message

I [Jul 12 12:08:39] radvd[228]: attempting to reread config file
I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:40] radvd[228]: attempting to reread config file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation
I [Jul 12 12:08:41] wmond: WifiMaster®/AccessPoint0Q: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:41] radvd[228]: attempting to reread config file
I [Jul 12 12:08:41] radvd[228]: resuming normal operation
I [Jul 12 12:08:44] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl1) had

deauthenticated.
Bepcus OnucaHve
2.00 [JobasneHa komaHaa show log.

mws associations

lMoka3saTb CNNCOK TOYeK AOCTYMNa Ha ycuauTtene, ceasaHHoM ¢ MIV/S
KOHTPOJI1EPOM.

HeT
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(shom0> mws associations
Mpumep (show)> mws associations
station:
mac: 51:ef:22:11:17:1a
ap: WifiMasterl/Backhaul@
authenticated: yes
txrate: 585
rxrate: 270
uptime: 31
txbytes: 33569
rxbytes: 74324
ht: 80
mode: 1llac
gi: 800
rssi: -27
mcs: 7
txss: 2
ebf: yes
mu: yes
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
3.01 JobaBneHa komaHaa show mws associations.

3.119.62 show mws candidate

OonucaHue Moka3aTb CMMCOK KaHANAATOB UM OMVCaHNe onpesesieHHOro KaHauaaTa
no 3afiaHHOMY MAeHTUUKaTOpY.

Mpedunkc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbliA BBog, Het

CuHoncuc (show)> mws candidate [ «candidate> ]
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
candidate CTpoka ID yctpoiictBa — MAC-agpec nnwn CID.
Mpumep (show)> mws candidate 50:ff:20:08:71:61
candidate:
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UcTopuns nameHeHuii

mac: 50:1f:20:08:71:61
cid:

mode:

model:

state: DISCONNECTED

(show)> mws candidate 50:ff:20:08:71:61

candidate:
mac: 50:ff:20:08:71:61
cid: abl409a2-0f87-11e8-8f23-3d5f5921b253
mode: ap
model: Extra (KN-1710)
state: COMPATIBLE
fw: 2.15.A.4.0-1
fw-available: 2.15.A.4.0-1
license: 273720056272398

Bepcus OnucaHve

2.15 JobasneHa komaHaa show mws candidate.

3.119.63 show mws log

OnucaHwne

Moka3aTb XXypHan NOAKNHUYEHNM 1 NepexoioB OT OAHON TOUKM AOCTYMA K
Aapyroii B npegenax M/S. KomaHaa pabotaeT B $OHOBOM pexrme, TO eCTb
[0 NPUHYAUTENbHOV OCTaHOBKW NoJjib30oBaTeneM no Haxatuto [Ctri]+[C].

Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het
Cunoncuc (show)> mws log [ wmax-lines>][once]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
max-lines Lenoe umucno |OrpaHnyeHne KonnyecTsa 3anuncen B
oTBeTe.
once Kniwyesoe MNMoka3aTb NocnefHme 3anncy B XypHare.
CJ1080
MNpumep (show)> mws log 1
Time Message
[Jan 17 15:04:58] : 64:a22:f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)
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(show)> mws log once

Time Message

[Jan 17 14:46:37] : 64:22:1f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

[Jan 17 15:04:50] : 64:22:19:51:b1:82: 50:ff:20:00:11:82 (5 »
GHz) -> disassociated

[Jan 17 15:04:58] : 64:a2:f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

2.15 Job6asneHa komaHaa show mws log.

3.119.64 show mws member

OonuncaHmne MokasaTb CNMCOK 3aXBaYeHHbIX YCTPOMCTB MM ONMUCaHWe onpeaeneHHOro
yCTpOCTBa Mo 3ajaHHOMY naeHTudmnKaTopy.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  mws member [ <member; ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
member Ctpoka ID yctpoiictBa — MAC-agpec nnn CID.
Npumep (show)> mws member abl409a2-0f87-11e8-8f23-3d5f5921b253
member:

cid: abl409a2-0f87-11e8-8f23-3d5f5921b253
model: Extra (KN-1710)
mac: 50:ff:20:08:7a:6a
ip: 192.168.1.43
mode: ap
fw: 2.15.
fw-available: 2.1
dual-band: yes

system:
cpuload: 3
memory: 32680/131072
uptime: 2696
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rci:
errors: 0
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.15 JobaBneHa komaHaa show mws member.

3.119.65 show ndns

OnucaHue lNokasaTb napameTpbl KeenDNS, nonyyeHHble U3 nocneHero 3anpoca Ha
cepsep (cMm. komaHabl ndns get-booked v ndns get-update).

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncmc I@hom0> ndns
Mpumep (show)> ndns
name: testname
booked: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: yes
access: direct
ttp:
direct: yes
interface: GigabitEthernetl
address: 41.189.34.56
WcTopusa nsmeHeHum Bepcus onucaHve

2.07 JobaBneHa komaHaa show ndns.

3.119.66 show netfilter

OonucaHue Moka3aTb MHPOpMaLMo 0 paboTe ceTeBOro skpaHa. Heo6xoanmo Ans
o6ecneyeHns yaaneHHoM TeXNoaAepxKKu.

Mpedukc no Het
MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

(show)>  netfilter
VICTOleﬂ M3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHAa show netfilter.

3.119.67 show ntce applications

OnucaHue
MNpejukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTtHbiiA BBog, Het

Moka3aTb CANCOK MPUIOXEHWIA, MOAAepPXMBaeMbIx cnyxb6omn NTCE.

CuHoncuc I(shom0> ntce applications
Npumep (show)> ntce applications
application:
id-num: 1
short: facebook
long: Facebook
group-id: 2065
group-long: Social
groupset-id: 4
groupset-short-id: surfing

groupset-long-id:

application:
id-num:
short:
long:
group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:
id-num:
short:
long:
group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

Web surfing

2

magicjack

magicJack

2054

Voice over IP

0

calling

Calling and conferencing

3

itunes

iTunes

2056

Streaming

2

streaming

Video & Audio streaming
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id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:
short:
long:
group-id:

4
myspace
MySpace
2065

Social

4

surfing

Web surfing

5

facetime

FaceTime

2054

Voice over IP

0

calling

Calling and conferencing

6

truphone

Truphone

2054

Voice over IP

0

calling

Calling and conferencing

7

twitter
Twitter
2065

Social

4

surfing

Web surfing

8

xbox

XBOX gaming console
2050

Gaming

1

gaming

Gaming

9
realmedia
RealMedia
2088
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WcTopusa nsmeHeHum

group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

Removed
5

other
Other

10

google-mail

Google Mail

2059

Mail

3

work

Work & Learn from home

Bepcus

OnucaHmne

3.07

Job6asneHa komaHaa show ntce applications.

3.119.68 show ntce attributes

Moka3aTb CNNCOK aTpMbyTOB, NoAJepKMBaeMblx cyx6oin NTCE.

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

Mpumep

HeTt
Het

Het

I(shom0> ntce attributes

(show)> ntce attributes

attribute:
id-num:
short:

1
encrypted

long: Indicates that the current connection is »

encrypted traffic.

attribute:
id-num:
short:

2
audio

long: Indicates that the current connection is »
an audio or voice signal.

attribute:
id-num:
short:

3
out

long: Indicates that the current connection is »
a landline call, e.g. a call to a home phone.
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attribute:
id-num: 4
short: video
long: Indicates that the current connection is »
video signal.

Q

attribute:
id-num: 5
short: file-transfer
long: Indicates that the current connection is »
a file transfer.

attribute:
id-num: 6
short: web

long: Indicates that the current connection is »
a surf the Internet session.

attribute:
id-num: 7
short: chat

long: Indicates that the current connection is »
a chat session.

attribute:
id-num: 8
short: mail
long: Indicates that the current connection is »
mail traffic.

attribute:
id-num: 9
short: stream
long: Indicates that the current connection is »
a continues unidirectional stream of audio and / or video.

attribute:
id-num: 10
short: android
long: Indicates that the client side uses the »
operating system Android.

attribute:
id-num: 11
short: ios

long: Indicates that the client side uses the »
operating system i0S.

attribute:
id-num: 12
short: windows-mobile
long: Indicates that the client side uses the »
operating system Windows Mobile.
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attribute:
id-num: 13
short: blackberry
long: Indicates that the client side uses the »
operating system Blackberry.

attribute:
id-num: 14
short: picture
long: Indicates that the current connection »
transfers pictures.

attribute:
id-num: 15
short: ddl

long: Indicates that the current connection is »
a Direct Download Hoster.

attribute:
id-num: 16
short: google
long: Indicates that the current connection is »
a Google service.

attribute:
id-num: 17
short: outlook web access
long: Indicates that the current connection »
uses the Microsoft Exchange Outlook Web Access as authentication »
mechanism.

attribute:
id-num: 18
short: amazon-cloud
long: Indicates that the current connection is »
a service of Amazon Cloud.

attribute:
id-num: 19
short: apache
long: Indicates that the server side is an »
Apache server.

attribute:
id-num: 20
short: mysql-server
long: Indicates that the server side is a MySQL »
database server.

attribute:
id-num: 21
short: mariadb-server
long: Indicates that the server side is a »
MariaDB database server.
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attribute:
id-num: 22
short: ntlm

long: Current connection uses NTLM as »
authentication mechanism.

attribute:
id-num: 23
short: microsoft-windows
long: Indicates that the client side is the »
operating system Microsoft Windows.

attribute:
id-num: 24
short: chrome
long: Indicates that the client side is the »
operating system Chrome.

attribute:
id-num: 25
short: akamai-cloud
long: Indicates that the current connection is »
a service of Akamai Cloud.

attribute:
id-num: 26
short: dox

long: Indicates that the current connection is »
DoT (DNS over TLS) or DoH (DNS over HTTPS).

attribute:
id-num: 27
short: rcs

long: Indicates that the current connection is »
RCS (Rich Communication Services).

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

3.07 JobaeneHa komaHaa show ntce attributes.

3.119.69 show ntce groups

OnucaHwne Moka3saTb CAMCOK rpynmn, NoAgep>xmBaeMblix cnyx6oin NTCE.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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CnHoncuc I(shom0> ntce groups
Mpumep (show)> ntce groups
group:
id-num:
long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

2048
Generic
5

other
Other

2049

Peer to Peer

6
filetransfering
File transfering

2050
Gaming
1
gaming
Gaming

2051

Tunnel

3

work

Work & Learn from home

2052

Business

3

work

Work & Learn from home

2053

E-Commerce

3

work

Work & Learn from home

2054

Voice over IP

0

calling

Calling and conferencing
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group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:

2055

Messaging

0

calling

Calling and conferencing

2056

Streaming

2

streaming

Video & Audio streaming

2057

Mobile

0

calling

Calling and conferencing

2058

Remote Control

3

work

Work & Learn from home

2059

Mail

3

work

Work & Learn from home

2060

Network Management
5

other

Other

2061

Database

3

work

Work & Learn from home

2062
Filetransfer

6
filetransfering
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groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:
long:

File transfering

2063

Web

4

surfing

Web surfing

2064

Conference

0

calling

Calling and conferencing

2065

Social

4

surfing

Web surfing

2066
Sharehosting

6
filetransfering
File transfering

2067
Deprecated
5

other
Other

2068
Industrial
5

other
Other

2069
Encrypted
5

other
Other

2070

Advertisement and Analytic Services
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groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

5
other
Other

2071

News

4

surfing

Web surfing

2072

Health and Fitness
5

other

Other

2073

Cloud and CDN Services
5

other

Other

2074
Navigation
4

surfing

Web surfing

2075
Finance
5

other
Other

2076

Travel and Transportation
5

other

Other

2077
Pornography
5

other

Other

458

CnpaBo4HMK KoMaHa — Lite (KN-1310)



naBa 3 OnncaHme KOMaHA,

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

2078

Books and Magazines
5

other

Other

2079

Audio Entertainment

2

streaming

Video & Audio streaming

2080
Education
5

other
Other

2081

M2M and IoT

3

work

Work & Learn from home

2082

Device Security
4

surfing

Web surfing

2083

Multimedia Service Providers
2

streaming

Video & Audio streaming

2084

Organizers

3

work

Work & Learn from home

2085

Enterprise Services
4

surfing

Web surfing
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WcTopusa nsmeHeHum

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

2086

App-Stores and 0S Updates
6

filetransfering

File transfering

2087
Browsers

4

surfing

Web surfing

group:
id-num: 2088
long: Removed
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
group:
id-num: 2089
long: Moved
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
Bepcusa OnucaHue
3.07 Job6asneHa komaHaa show ntce groups.

3.119.70 show ntce groupsets

OnuncaHune
Mpejukc no

MeHsieT HacTpoiAKK

MNMoka3sblBaTb CMNCOK HABOPOB rpynmn, Noagep>xxmBaeMblix cnyxooin NTCE.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ntce groupsets

(show)> ntce groupsets

groupset:

id-num: 0
short: calling
long: Calling and conferencing
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groupset:
id-num: 1
short: gaming
long: Gaming
groupset:
id-num: 2
short: streaming
long: Video & Audio streaming
groupset:
id-num: 3
short: work
long: Work & Learn from home
groupset:
id-num: 4
short: surfing
long: Web surfing
groupset:
id-num: 5
short: other
long: Other
groupset:
id-num: 6
short: filetransfering
long: File transfering
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
3.07 Job6asneHa komaHaa show ntce groupsets.

3.119.71 show ntce hosts

OnucaHue

XOCTOB.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0>

Mpumep

ntce hosts

(show)> ntce hosts

host:

MokasaTb CTaTUCTUKY NPUNOXEHWIA, KOTOpble cnyx6a NTCE obHapyxwvna ans
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mac:
application:

id-num:

short:

long:

group-id:

group-long:

groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

04:d4:c4:54:31:12

7
twitter
Twitter
2065
Social
4
surfing
Web surfing
2

62274
6020

43
instagram
Instagram
2065
Social

4

surfing
Web surfing
2

57606
11148

428

spotify

Spotify

2079

Audio Entertainment
2

streaming

Video & Audio streaming
2

155317

80526

438
whatsapp
WhatsApp
2055
Messaging
0

calling
Calling and conferencing
2

826

706
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application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

groupset-service-class:
rxbytes:
txbytes:

application:
id-num:

461
google-cloud
Google Cloud
2073

Cloud and CDN Services
5

other

Other

2

313

352

498
telegram
Telegram
2055
Messaging
0

calling
Calling and conferencing
2

109895
15561

559

google-play
Google Play

2086

App-Stores and 0S Updates
6
filetransfering
File transfering
2

16736

28451

590

yandex
Yandex

2085
Enterprise Services
4

surfing

Web surfing
2

606

200

611
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short:

long:

group-id:

group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:
long:

zendesk

ZenDesk

2052

Business

3

work

Work & Learn from home
2

101697

187527

621

slack
Slack

2064
Conference
0

calling
Calling and conferencing
2

30568

3650

632

google-services
Google Shared Services
2085

Enterprise Services
4

surfing

Web surfing

2

614512

202174

664
microsoft-services
Microsoft Services
2085

Enterprise Services
4

surfing

Web surfing

2

20243

10699

700
fastly
Fastly
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group-id:

group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:
long:
group-id:
group-long:

2073

Cloud and CDN Services
5

other

Other

2

14859

3147

703
cloudflare
Cloudflare
2073

Cloud and CDN Services
5

other
Other

2

2172

3593

719
google-apis
Google APIs
2052
Business

3

work

Work & Learn from home
2

11837

7602

933

bamtech-media

BAMTech Media

2083

Multimedia Service Providers
2

streaming

Video & Audio streaming
2

4734

6006

1136
cloud-mail-ru
Cloud-Mail-Ru
2062
Filetransfer
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groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

os-id: 3
os-long: Windows

6
filetransfering
File transfering
2

61161

86671

1281
kaspersky-services
Kaspersky Services
2082

Device Security

4

surfing

Web surfing

2

40

70

host:

mac: 04:d4:c4:54:31:12

via: 04:d4:c4:54:31:12

ip: 192.168.11.19

hostname: MyHost

name: MyHost
interface:

id: Bridge0
name: Home

description: Home network

dhcp:

static: yes

registered:
access:
schedule:
active:
rxbytes:
txbytes:
uptime:
first-seen:
last-seen:
link:
auto-negotiation:
speed:
duplex:
port:

traffic-shape:

yes
permit

yes
0

0
9083
9097
1

up
yes
1000
yes
2
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WcTopusa nsmeHeHum

rx: 0
tx: 0
mode: mac
schedule:
Bepcus OnucaHue
3.07 JobaBneHa komaHaa show ntce hosts.

3.119.72 show ntce oses

OnuncaHune
Mpejukc no

MeHsieT HacTpoiAKK

MNMoka3saTb CANCOK ONepaLmMOHHbIX CUCTEM, MOAAePXMBaeMbIx cnyx6om NTCE

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ntce oses

(show)> ntce oses

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

1
Not detected

Other

3

Windows

Linux

0S X

i0S

7
Symbian
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0s:
id-num: 8
long: Android
0s:
id-num: 9
long: Blackberry
0s:
id-num: 10
long: WindowsMobile
0s:
id-num: 11
long: WindowsPhone
0s:
id-num: 12
long: Chrome
0s:
id-num: 13
long: Darwin
WcTopuns nsmeHeHunit |Bepcus onucaHue
3.07 JobaBneHa komaHAa show ntce oses.

3.119.73 show ntce status

OnucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuiHoncuc I(shom0> ntce status

Mpumep (show)> ntce status

conntrack:

MokasaTb nHPopmaumo o cnyxbe NTCE.

hosts: 2
applications: 16
applications-flows: 63
applications-events: 0
groups: 12
groups-flows: 64
groups-events: 0
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memory :

applications-flows: 1512
applications-events: 0
applications: 512
groups-flows: 1536
groups-events: 0

WcTopuns nsmeHeHunit |Bepcus

groups: 384
hosts: 72
total: 4016
event:
count: 0
memory:
total: O
database:
hosts: 1
applications: 54
groups: 30
attributes: 6
memory:
applications: 2372976
groups: 1318320
attributes: 263664
total: 3954960
OnucaHmne

3.07

JobaBneHa komaHaa show ntce status.

3.119.74 show ntp status

OnucaHue MNMoka3aTb cMcTeMHble HacTporkn NTP.

OcHOBHble cBegeHNA 0 cocTosHN NTP

O00006

MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOA, Het

CuHoncuc I(shom0>

ntp status

Bpewms, npoLuegLuee c MOMeHTa Noc/ieHen CUHXPOHM3aLMKX B CeKyHAaX.
Mpur3Hak nocnegHen CUHXPOHM3aLMN.

Mpr3HaK HayYaNbHOWM CUHXPOHMU3aLNN.

Bpems yctaHOB/IeHO B cooTBeTCTBUM € cepBepom NDSS.

Bpems ycTaHOB/IEHO NONb30BaTe1eM BPYUHYIO.
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Mpumep

WcTopusa nsmeHeHum

(show)> ntp status

status:
elapsed: 435146 ©
server: l.pool.ntp.org
accurate: yes ®
synchronized: yes ©

ndsstime: no O

usertime: no ©
Bepcus OnucaHue
2.00 Job6asneHa komaHaa show ntp status.

3.119.75 show nvox call-history

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

[Moka3aTb CNNCOK 3BOHKOB, 3aperncTtpmpoBaHHbIX C MOMEHTa BK/THOYEHNA

VHTepHeT-LleHTpa.
HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> nvox call-history

(show)> nvox call-history

call history:
revision: 13

call:

type:
index:

start time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:
type:
index:
start time:
line:
hs:
other party number:

missed
0
Thu Sep 14 12:13:23 2017
SIPLabl
KX-TPA60O
3254

rejected

accepted
1
Thu Sep 14 12:13:32 2017
SIPLabl
Gigaset A540CAT
3254
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other party name:
duration:

release code:
release reason:

call:
type:

index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:
type:

index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:
type:

index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:
type:

index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:

3

internal
2
Thu Sep 14 12:13:51 2017
intercom
Gigaset A540CAT
hsl
KX-TGA250
3

internal
3
Thu Sep 14 12:14:07 2017
intercom
Gigaset A540CAT
hs2
KX-TPA60O
2

internal

4

Thu Sep 14 12:14:24 2017
intercom

Gigaset A540CAT

hs*

0

internal
5
Thu Sep 14 12:14:42 2017
intercom
Gigaset A540CAT
hs2
KX-TPA60O
0
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type:

index:
start _time:
line:
hs:
other party number:
other party name:
duration:
release code:
release reason:

call:
type:
index:
start _time:
line:
hs:
other party number:
other party name:
duration:
release code:
release reason:

call:
type:
index:
start _time:
line:
hs:
other party number:
other party name:
duration:
release code:
release reason:

call:

type:
index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

outgoing

6
Thu Sep 14 12:15:44 2017
Data Group
Gigaset A540CAT
0443647362

0

missed

7
Thu Sep 14 12:15:44 2017
Data Group

3647362

forwarded

8
Thu Sep 14 12:17:30 2017
Data Group

3647362

61773
0687852828

outgoing

9
Thu Sep 14 12:17:30 2017
Data Group

Panasonic KX-TPAGO
0443647362

0
480
Temporarily Not Available

WcTopusa nsmeHeHum

Bepcus OnucaHue
2.06 Job6asneHa komaHaa show dect call-history.
3.05 KomaHga nepenmeHoBaHa B show nvox call-history.
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3.119.76 show ping-check

OnucaHwne MokasaTtb nHPopmaumto o npodune Ping Check. Mpwn NCcNnonbL30BaHUK
KOMaHAbl 6e3 aprymMeHTa BbIBOAATCA AaHHble 060 BCcex Mpodunsx.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  ping-check[<«profile name>]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
profile_name Ctpoka HassaHwne npoduns.
Mpumep (show)> ping-check
pingcheck:
profile: TEST
host: 8.8.8.8
port: 80
max-fails: 7
timeout: 1
mode: connect
interface: ISP
fail count: 0
status: pass
pingcheck:
profile: TEST1
mode: icmp
pingcheck:
profile: TEST2
mode: icmp
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue
2.04 Jlo6aBneHa komaHaa show ping-check.
3.119.77 show ppe
OnucaHue Moka3aTb COCTOAHME MeXaHM3Ma NakeTHOM 06paboTKU.

Mpedukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTtHbIiA BBOg, Het

CunHoncuc I(shom0> ppe
MNpumep (show)> ppe
hw_nat:
Total Entry Count = 2
IPv4 NAPT=1122 : 13.33.96.244:443->10.77.140.59:56457 => »
13.33.96.244:443->192.168.232.44:56457
IPv4 NAPT=5454 : 173.194.220.97:443->10.77.140.59:56553 => »
173.194.220.97:443->192.168.232.44:56553
done
VICTOleﬂ M3MeHeHU Bepcmﬂ onucaHvie
2.03 Job6asneHa komaHaa show ppe.

3.119.78 show processes

OnucaHune MNMoka3aTb CTaTUCTUKY NCMONB30BaHMA NpoLeccopa ciyxbamm 1 npoueccamu.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncunc I (show)> processes

Mpumep (show)> processes

process, id = NETBIOS browser:
name: nqnd

arg: -i
arg: 50ff20001e87

state: S (sleeping)
pid: 629
ppid: 192
vm-size: 3188 kB
vm-data: 1548 kB
vm-stk: 136 kB
vm-exe: 4 kB
vm-1ib: 1448 kB
vm-swap: 0 kB
threads: 1
fds: 15
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statistics:

interval: 30

service:

configured:
alive:
started:
state:

process, id
name:

arg:
arg:
arg:
arg:

state:
pid:
ppid:
vm-size:
vm-data:
vm-stk:
vm-exe:
vm-lib:
vm-swap:
threads:
fds:

statistics:

cpu:

now:
min:
max:
avg:
cur:

yes
yes
yes
STARTED

17319.483753
0

0
0
0

= Dns::Proxy::Policy0:

ndnproxy

-C

/var/ndnproxy Policy@.conf

-p

/var/ndnproxy Policy0.pid

S (sleeping)

630
192

1676 kB

504 kB
136 kB
108 kB
896 kB
0 kB

1

10

interval: 30

service:

configured: yes
alive: yes

cpu:

now:
min:
max:
avg:
cur:

17319.483764
0

0
0
0
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WcTopusa nsmeHeHum

3.119.79 show

OnuncaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

Mpumep

started: yes
state: STARTED

Bepcus OnucaHue
2.09 JobasneHa komaHaa show processes.
running-config

MokasaTb TekyLlme HaCTPOWKN, KOTOpble CoaepXnT darin
system:running-config TOYHO Tak Xe, Kak 3TO AefiaeT KoMaHJa more.

HeTt
HeT

Het
I(shom0> running-config

(show)> running-config
I $$$ Model: Keenetic Start
I $$$ Version: 2.06.1
I $$$ Agent: http/rci
I $$$ Last change: Fri, 12 Jan 2017 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipv4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200
set net.ipvé4.netfilter.ip conntrack udp timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
domainname WORKGROUP
|
ntp server 0.pool.ntp.org
ntp server 1l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi
deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
|
access-list _WEBADMIN_ISP
permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »
port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
|
isolate-private
dyndns profile ABCD
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dyndns profile WEBADMIN
type dyndns

!

interface FastEthernet0

up
!
interface FastEthernet0/0
switchport mode access
switchport access vlan 1
|
interface FastEthernet0/1
switchport mode access
switchport access vlan 1
|
interface Bridge0
name Home
description "Home network"
inherit FastEthernet0/Vlanl
include AccessPoint
security-level private
ip address 192.168.15.43 255.255.255.0
up
!
interface WiMax0
description Yota
security-level public
ip address auto
ip global 400
up
!
interface PPTPO
description "Office VPN"
peer crypton.zydata.ru
lcp echo 30 3
ipcp default-route
ipcp name-servers
ccp
security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe
ip tcp adjust-mss pmtu
connect via ISP
up
!
ip route 82.138.7.141 ISP auto
ip route 82.138.7.132 ISP auto
ip route 82.138.7.27 PPTPO auto
ip dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home
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WcTopusa nsmeHeHum

!
ip

!

ip
ip
ip
ip

dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi

dhcp host A 00:01:02:03:04:
dhcp host B 00:01:02:03:04:
nat Home

nat GuestWiFi

05 1.1.1.1
06 1.1.1.2

ipv6 subnet Default

bind Home
number 0
mode slaac

ipv6 local-prefix default

no

ppe

upnp lan Home
torrent

rpc-port 8090
peer-port 51413

user admin

password md5 2320924ba6e5clfec3957e587a21535b
tag cli
tag cifs
tag http
tag ftp

user test

password md5 baadfb946f5d516379cfd75e31e409d9
tag readonly

service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp-client
service upnp

cifs

share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive

Bepcus OnucaHue

2.00
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3.119.80 show schedule

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

Moka3aTb NapameTpbl OrnpeAeNeHHOro pacnucaHus. ECiv BeInoAHUTL
KoMaHAy 6e3 aprymeHTa, To 6yZeT oTobpaxKeH BeCb CMNCOK pacrnvcaHnii B
cicTeme.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(show)>  schedule [ <name> ]
Argument 3HauyeHue OnuncaHwue
name CTpoka HasBaHune pacnvcaHus.

(show)> schedule 123

schedule, name = 123:
action, type = start, left = 561514, next = yes:
dow: Tue
time: 01:29

action, type = stop, left = 564274:

dow: Tue
time: 02:15
Bepcus OnucaHve
2.06 JobaeneHa komaHaa show schedule.

3.119.81 show self-test

OnucaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

NcTopus nsmeHeHum

Moka3zaTb COBOKYMHYH MHGOPMALMIO O CUCTEMHOW aKTUBHOCTW. Heo6X0AMMO
ANst obecrneyeHns yaaneHHON TexnoAaepXKKN.

Het
Het
Het
(show)> self-test
Bepcus OnucaHue
2.00 JobaBneHa komaHaa show self-test.
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3.119.82 show site-survey

OnucaHune MNMoka3saTb AOCTYMNHbIe 6eCNPOBOAHbIE CETU.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Radio

Cunoncnc (show)> site-survey name»

AprymeHTbI AprymeHT |3Ha4yeHue OnucaHue

name Ums uHTepgesica|llonHoe nMst nHTepderica Unn NCeBAOHUM.
Cnncok AoCTynHbIX Ans Bbibopa
NHTepdelicoB MOXHO yBUAETb BBeAS
KoMaHay site-survey [Tab].

Mpumep (show)> site-survey [Tab]

Usage template:
site-survey {name}

Choose:
WifiMasterl
WifiMaster0

(show)> site-survey WifiStation0

ESSID MAC Ch Rate Q

Gena 00:23:f8:5b:d3:f5 11 300Mbit/s 100

Keenetic-2034 00:23:f8:5b:d3:f4 11 300Mbit/s 100

Sonar 40:4a:03:b4:5d:18 4 54Mbit/s 34
WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.00 JobasneHa komaHaa show site-survey.

3.119.83 show skydns profiles
OnucaHune BbiBecTn cnucok npodunein SkyDNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I(shom0> skydns profiles
Mpumep (show)> skydns profiles
profile:
name: Main
token: 821766297
profile:
name: Kids
token: 840106815
SkyDns::Client: Profile list is loaded.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.01 [Jlo6aBneHa komaHaa show skydns profiles.

3.119.84 show skydns userinfo

OnucaHue MNMoka3saTb HPOpMaLUmto 0 nonb3osaTene SkyDNS.
Mpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc I(shom0> skydns userinfo
Npumep (config)> skydns userinfo
plan:
name: Premium
code: PREMIUM
SkyDns::Client: SkyDNS info is loaded.
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.01 Job6asneHa komaHaa show skydns userinfo.

3.119.85 show ssh fingerprint
OnucaHue MokasaTb TekyLue knr4m SSH-cepsepa.
MNpejukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc I(shom0> ssh fingerprint
Mpumep (show)> ssh fingerprint
rsa: MD5:d0:b0:d4:f7:da:7b:c0:e0:d0:c8:8f:ea:85:3c:09:00
rsa: SHAL1:Nhxg8KNeE62E8zAZJIngImcrJkmA
rsa: SHA256:1M7MyrIag4qFGT/dyF/t8TbJk5tCzreeGuh03zaydu4
ecdsa: »
MD5:a6:db:b4:fb:3c:b9:ae:31:ca:6d:ca:ed:62:73:a5:7e
ecdsa: SHA1l:ndWg/dx/dP/P8rMkJcVC3XB8nFo
ecdsa: »
SHA256 :Wp1K9d8MsquQBt1BeB1lpV1yKdCN1Vay3BtBWbjOxs+o
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.12 Job6asneHa komaHaa show ssh fingerprint.

3.119.86 show sstp-server

OnucaHue lNoka3saTb TekyLMe noakatoveHns K cepsepy SSTP.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I(ShOW0> sstp-server

Mpumep (show)> sstp-server

enabled: yes
ndns-name: mymy.keenetic.link
has-ndns-certificate: yes

tunnel:
clientaddress: 172.16.3.33
username: mymy
uptime: 29

statistic:
rxpackets: 121
rx-multicast-packets: 0
rx-broadcast-packets: 0
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rxbytes: 14715
rxerrors: 0
rxdropped: 0
txpackets: 78
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 48265
txerrors: 0
txdropped: 0
timestamp: 104530.202229
last-overflow: 0.000000

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue

2.12 Job6asneHa komaHaa show sstp-server.
3.119.87 show system
OnucaHwue MNMoka3aTb obLyee COCTOSAHNE CUCTEMBI.

OCHOBHbIe CBeA€HNA 0 COCTOAHUUN CUCTEMBbI

©® 3arpyska LeHTpasibHOro npoLeccopa, B NpoLeHTax.

® ViHdopMauus 0 3aHATOM 1 NMeLOLLECa B HaNUYUM NaMaTn, B
KunobarTax.

©® ViHbopmauusa 06 ncnonb3oBaHuM dalina Nogxkayku, B knnobarrax.

O Bpewms paboTbl CMCTEMbl C MOMEHTA 3aMnycka, B CeKyHAax.

Mpejukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTHbI BBOA, HeT

CuHoncuc I(show)> system
NMpumep (config)> show system
hostname: Undefined
domainname: WORKGROUP
cpuload: 0 ©
memory: 13984/28976 @
swap: 0/0 ©
uptime: 153787 ©
VlCTOpI/Iﬂ U3MeHeHU BepCVlﬂ OonucaHue

2.00 [Job6aBneHa komaHaa show system.
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3.119.88 show system cpustat

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

[Moka3aTb cBegeHusA 06 ncnonb3oBaHUN npoueccopa yCTpOI\/’ICTBa.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> system cpustat

(show)> system cpustat

interval:

busy:

user:

nice:

system:

iowait:

irq:

sirq:

36

cur:
min:
max:
avg:

cur:
min:
max:
avg:

cur:
min:
max:
avg:

cur:
min:
max:
avg:

cur:
min:
max:
avg:

cur:
min:
max:
avg:

1
0

[cNoNoNo (ol SNoNo) [cNoNoNo

[cNoNoNo)
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cur: 0
min: O
max: 0
avg: 0
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.09 Job6asneHa komaHaa show system cpustat.
3.119.89 show tags
OnucaHwue lNMokasaTb AOCTYMHbIE MONbL30BaTe/IbCKME TEru.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
CunHoncuc I (show)> tags
Mpumep (show)> tags
tag: cli
tag: readonly
tag: http-proxy
tag: http
tag: printers
tag: cifs
tag: ftp
tag: ipsec-xauth
tag: ipsec-12tp
tag: opt
tag: sstp
tag: torrent
tag: vpn
WcTopuns nsmeHeHWit |Bepcusa onucaHue
2.00 JobasneHa komaHaa show tags.
3.119.90 show threads
OnucaHue lMoka3aTb CNNCOK aKTUBHbIX NOTOKOB B NDM.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I(shom0> threads

(show)> threads

thread:
name: Cloud agent service
tid: 518
lock list complete: yes
locks:
statistics:

interval: 30

cpu:
now: 17771.481435
min: 0
max: 0
avg: 0
cur: 0
thread:
name: FTP brute force detection
tid: 519
lock list complete: yes
locks:
statistics:

interval: 30

cpu:
now: 17771.481440
min: O
max: 0
avg: 0
cur: 0
Bepcus OnucaHue
2.09 JobaeneHa komaHza show threads.

3.119.91 show torrent status

OnucaHwue
Mpejukc no

MeHsieT HacTpoiKn

Het

Het

MHorokpaTtHbiiA BBog Het

[Moka3aTb cocTosiHMeE KnveHTa BitTorrent.
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I (show)>

torrent status

(show)> torrent status

state: running

rpc-port: 8090

Bepcus

OnucaHue

2.03

JobaeneHa komaHza show torrent status.

3.119.92 show upnp redirect

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbI

Mpumep

MokasaTb nNpaBuaa TpaHALuMM noptos UPNP. ECAn BbINONHUTL KOMaHAy
6e3 aprymeHTa, To BeCb CMNCOK NPaBUA TPAHCISLUN ByAeT BbiBeAeH Ha

3KpaH.
Hert
Hert
Het
IP
(show)>  upnp redirect [( (protocol> <interfaces porty) | <index> ]
AprymeHT 3HauyeHue |OnucaHue
protocol tcp Ha skpaH 6yayT BbiBeeHbl Npasunia TCP.
udp Ha skpaH 6yayT BbiBeeHbl NpaBuaa UDP.
interface nms Ha skpaH 6yayT BbiBeAeHbl NpaBuia C
uHTeppeiica |yKasaHHbIM MHTepdEriCcoM.
port Lenoe uucno |Ha akpaH 6yayT BbiBeAeHbl NpaBuia c
yKa3aHHbIM NMOPTOM.
index lenoe umucno |Ha akpaH byseT BbiBEAEHO NPaBUIIO C
yKa3aHHbIM NOpPALAKOBbLIM HOMEPOM.

(show)> upnp redirect

entry:

index: 1
interface: ISP
protocol: udp

port: 11175

udp ISP 11175

to-address: 192.168.15.206

to-port: 11175

description: Skype UDP at 192.168.12.286:11175 (2024)
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WcTopusa nsmeHeHum

packets: 0
bytes: 0
Bepcus OnucaHue
2.00 Job6asneHa komaHaa show upnp redirect.

3.119.93 show version

OnuncaHune
Mpejukc no

MeHsieT HacTpoiAKK

lNokasaTb BEPCUIO MUKPOMPOrpamMmbl.
HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> version

(show)> version

release: 2.10.C.1.0-0
arch: mips

ndm:
exact: 0-d32118a
cdate: 11 Dec 2017

bsp:
exact: 0-cbe0525
cdate: 11 Dec 2017

ndw:
version: 4.2.3.92
features: »
wifi button, flexible menu,emulate firmware progress
components: »
ddns,dotlx,interface-extras,miniupnpd, nathelper-ftp,
>
nathelper-pptp,nathelper-sip,ppe,trafficcontrol,
>
cloudcontrol, base, components, corewireless,dhcpd, 12tp,

>

igmp,easyconfig,pingcheck, ppp, pptp,pppoe, ydns

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Start (KN-1110)
hw_version: 10118000
hw id: KN-1110
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device: Start
class: Internet Center

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa kKomaHAa show version.

3.119.94 show vpn-server

OnucaHue lNoka3saTb TekyLme nogkntoveHus K cepsepy VPN.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> vpn-server
Npumep (show)> vpn-server
tunnel:
clientaddress: 172.16.1.33
username: test
uptime: 3
statistic:
rxpackets: 51
rx-multicast-packets: 0
rx-broadcast-packets: 0
rxbytes: 5440
rxerrors: 0
rxdropped: 0
txpackets: 46
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 9229
txerrors: 0
txdropped: 0
timestamp: 146237.254244
last-overflow: 0.000000
VlCTOpI/IH N3MeHeHUn Bepcmﬂ onucaHuve

2.04 JobasneHa komaHaa show vpn-server.

3.120 skydns

OnucaHune JocTtyn K rpynne KOMaHA Ans HaCcTPorKn napameTpoB SkyDNS.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

Het
Het
Het

(skydns)

(config)>

skydns

UcTopuns nameHeHuii

Bepcusa

OnucaHune

2.01

JobasneHa komaHaa skydns.

3.120.1 skydns assign

OnucaHune

Ha3HauunTb TokeH anga xocta (MAC-aapeca).

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbIiA BBOg, [a

CviHoncuc

(skydns)>  assign (mac> <tokens | <tokens)
(skydns)> no assign [ wmac: ]
AprymeHTbI AprymeHT 3HaueHme |OnucaHue
mac MAC-agpec |MAC-agpec, KOTOPOMY Ha3Ha4YaeTCs TOKeH.
token lenoe uucno |VgeHTUPUKALNOHHBIN HOMep Npodus
duneTpaumn.
VICTOpI/Iﬂ MN3MeHeHUMn Bepcmﬂ onvcaHue
2.01 Jlo6aBneHa komaHaa skydns assign.

3.120.2 skydns check-availability

OnucaHune MpoBepnTb AOCTYNMHOCTb CYX6bI SkyDNS.

Mpejukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CuvHoncuc

I (skydns)>  check-availability
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Mpumep (skydns)> check-availability
available
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.06 Job6asneHa komaHaa skydns check-availability.

3.120.3 skydns enable

OnucaHwne Brntoumntb cnyx6y SkyDNS.

KomaHaa ¢ npedrkcom no ocTaHaBNMBAET CAyXOy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (skydns)>  enable

I (skydns)> no enable
Npumep (skydns)> enable

SkyDns::Client: SkyDNS is enabled.
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.01 Job6asneHa komaHaa skydns enable.

3.120.4 skydns login

OnucaHwue YKa3aTb NOrMH Ang yyeTHo 3anucn SkyDNS.

KomaHga ¢ npedurkcom no cbpacbiBaeT BCe HACTPOMKMN YHeTHOW 3anmcu.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (skydns)>  login <login [ passworad ]
(skydns)> no login
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
login CTpoka JlorvH yyeTHo 3anmncu SkyDNS.
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AprymeHT 3HayeHue |OnucaHue

password Ctpoka Maponb yyeTHoW 3anucu SkyDNS.
NMpumep (skydns)> login test_user 1234
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.01 JobasneHa KomaHaa skydns login.

3.120.5 skydns password

OnucaHune YKasaTb Naponb Ans ydeTHon 3anmucn SkyDNS.
Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (skydns)>  password password»
(skydns)> no password
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
password CTpoka Maponb y4eTHoOM 3anuncn SkyDNS.
NMpumep (skydns)> password 7654
VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie
2.01 JobasneHa komaHaa skydns password.

3.121 snmp community

OnucaHue 3aszaTb HoBoe nMs ana SNMP coobuiectsa. 1o yMo4aHMIO, MCNONb3YeTCs
CTaHAapTHOe nms public.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncue I (config)>  snmp community <«community:>
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AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config)> no snmp community

AprymeHT 3HaueHue |OnucaHue

community Crpoka HoBoe Ha3BaHue coobuiecTBa.

(config)> snmp community Co_test

Snmp: :Manager: SNMP community set to "Co test".
(config)> no snmp community

Snmp: :Manager: SNMP community reset to "public".

Bepcus OnucaHue

2.08 JlobaBneHa KOMaHAa shmp community.

3.122 snmp contact

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

MpncBouTb KOHTaKTHOE UMA SNVP areHTy. N0 yMONYaHMIo MSA He
ornpejeneHo.

KomaHga c npedurkcom no yganseTt HacTPOKy.
Aa

[Ja

HeTt

(config)>  snmp contact «contact>

(config)> no snmp contact

AprymeHT 3HayeHne |OnucaHue

contact CTpoka KoHTakTHas nHdopmaunsa SNMP.

(config)> snmp contact Cont_test

Snmp: :Manager: SNMP contact info set to "Cont test".
(config)> no snmp contact

Snmp: :Manager: SNMP community info reset.

Bepcus OnucaHue

2.08 JobaBneHa koMaHAa snmp contact.

Lite (KN-1310) — CnpaBO4YHMK KOMaHA 493



naBa 3 OnncaHme KoMaHp,

3.123 snmp location

OnucaHwue YKa3aTb pacnonoxeHvie SNVP areHTa. [1o yMon4aHUIO pacrnonoxeHue He
ornpegeneHo.

KomaHga ¢ npednkcom no yganser HacTPOnKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc (config)>  snmp location <location»
(config)> no snmp location
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
location Ctpoka PacnonoxeHune SNMP ycTpoiicTBa.
Mpumep (config)> snmp location Odintsovo
Snmp: :Manager: SNMP device location set to "Odintsovo".
(config)> no snmp location
Snmp: :Manager: SNMP device location reset.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.08 JobasneHa komaHaa snmp location.

3.124 sstp-server

OnucaHue JocTyn K rpynne KoMaHZ4 ANS HaCTPOMKK NapameTpos cepsepa SSTP.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (sstp-server)

CuHoncuc (config)> sstp-server
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.12 JobaBneHa KoMaHaa sstp-server.
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3.124.1 sstp-server dhcp route

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

HasHaunTb MapLupyT, nepesaBaemMblii Yepes coobLyeHmns DHCP INFORM,
KnneHTtam SSTP-cepBepa.

KomaHza c nped1KcomM no 0TMeHsIeT NoslyYeHne ykazaHHOro MapLupyTa.
Ecnv BBeCTV KOMaHAy 6e3 apryMeHToB, 6yieT OTMEHEHO NoJyYeHre Bcex
MapLUpyTOB.

Ja
Ja
Aa
(sstp-server)>  dhcp route caddress» inask»

(sstp-server)> no dhcp route [ «address» anasks |

AprymeHT 3HayeHne |OnucaHue
address IP-agpec AZpec ceTeBOro K/MeHTa.
mask IP-macka Macka ceteBoro knmeHTa. CyLlecTsyeT ABa

crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B
BUAe 6UTOBOV ANMHBI NpedurKca
(Hanpumep, /24).

(sstp-server)> dhcp route 192.168.2.0/24
SstpServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(sstp-server)> no dhcp route
SstpServer: :Manager: Cleared DHCP INFORM routes.

Bepcusa OnucaHue
2.12 JobaBneHa komaHAa sstp-server dhcp route.

3.124.2 sstp-server interface

OnucaHune

MNpejukc no

MeHsieT HacTpoiAKK

CBsA3aTtb cepBep SSTP € yka3zaHHbIM MHTepdencom.
KomaHzaa ¢ npedrKcom no paspbiBaeT CBA3b.

Ja

Ja

MHorokpaTtHbiiA BBog, Het
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CuHoncuc (sstp-server)>  interface <interface»
(sstp-server)> no interface
AprymeHTbI AprymeHT |3HaueHue OnucaHue
interface |Wms uHTepgelica|llonHoe nmsa nHTepdenca Nan NCEBAOHNM.
CnncokK AOCTYMNHbIX NHTEP$EencoB MOXHO
YBUAETL C MOMOLLbIO KOMaHAbl interface
[Tab].
Mpumep (sstp-server)> interface [Tab]
Usage template:
interface {interface}
Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl
GuestWiFi
(sstp-server)> interface Bridge0
SstpServer: :Manager: Bound to Bridge0.
VICTOpI/Iﬂ N3MeHeHU Bepcmﬂ onvcaHue

2.12 Jlo6aBneHa komaHga sstp-server interface.

3.124.3 sstp-server ipvécp

OnucaHwune Brknrounte nogaepxky IPv6. [ins kaxzaoro SSTP-cepBepa CO34at0TcCs
DHCP-nynbl IPv6. Mo yMOn4aHMIO HacTPOMKa OTK/IOYEHa.

KomaHga c npedumkcom no oTkatoyaeT nogaepxky IPve.
MNpedukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, Het

CrHoncuc I (sstp-server)>  ipvécp
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I (sstp-server)> no ipvécp

Mpumep (sstp-server)> ipvécp
SstpServer: :Manager: IPv6 control protocol enabled.

(sstp-server)> no ipvé6cp
SstpServer: :Manager: IPv6 control protocol disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.00 JobaBneHa koMaHaa sstp-server ipvecp.

3.124.4 sstp-server Icp echo

OnucaHue OnpegenuTb NpasBuaa TecTUpoBaHus SSTP-noaxkntoueHnin cpeacreamm LCP
echo.

KomaHgaa ¢ npedurkcom no oTkntovaet LCP echo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc (sstp-server)>  1lcp echo <intervals «count> [adaptive]

(sstp-server)> no lcp echo

AprymeHTbI AprymeHT |3Ha4yeHune OnucaHue

interval |Jenoe uucno WNHTepBan mexay oTnpaskamu LCP echo,
B cekyHAax. Ecin B TeyeHume ykasaHHOro
NHTepBasa BpeMeHW OT yjaneHHON
CTOPOHbI He 6b11 NonyyeH LCP 3anpoc, e
6yAeT oTnpaBneH Takol 3anpoc C
oxunaaHvem oteeTa LCP reply.

count Lenoe uucno Konwn4yectBo oTnpaB/ieHHbIX NOAPSAA,
3anpocoB LCP echo Ha KOTopkle He 6bl
nony4veH oteeT LCP reply. Ecav count
3anpocoB LCP echo ocTanuck 6e3 oTBeTa,
coefiHeHMe byaeT pa3opBaHo.

adaptive |Kmwouyesoe cnoso |Pppd 6yaeT oTnpasnaTh 3anpoc LCP echo
TOJIbKO B TOM CJlyYae, eciv OT yAaneHHoro
y3na HeT Tpaduka.

Mpumep (sstp-server)> lcp echo 5 3
SstpServer: :Manager: LCP echo parameters updated.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa sstp-server Icp echo.

3.124.5 sstp-server Icp force-pap

OnucaHue MPUHYANTENBHO MCNOBL30BaTb PeXUM ayTeHTuduKaummn PAP ana cepsepa
SSTP.
KomaHga c npedurkcom no oTkAtoYaeT NPpUHYyAUTENbHOE UCMOob30BaHe
PAP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (sstp-server)>  lcp force-pap

I (sstp-server)> no lcp force-pap

Mpumep (sstp-server)> lcp force-pap
SstpServer: :Manager: Forced PAP-only authentication.

(sstp-server)> no lcp force-pap
SstpServer: :Manager: Disabled forcing PAP-only authentication.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

3.05 Jlo6aBneHa komaHga sstp-server Icp force-pap.

3.124.6 sstp-server mru

OnucaHwue YcTaHOBUTbL 3HaveHVe MRU koTopoe byaeT nepeaaHo SSTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaUYeHMe M0 YMOTYAHNIO.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (sstp-server)>  mru «walue

I (sstp-server)> no mru
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
value lenoe 4ucno |3HaveHne MRU. MoxeT nprHumaTh
3HauyeHusa oT 128 o 1500 BKAOUUNTENBHO.

Mpumep (sstp-server)> mru 200
SstpServer::Manager: MRU set to 200.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.12 JobasneHa KOMaHAa sstp-server mru.

3.124.7 sstp-server mtu

OnucaHwue YcTaHoBUTL 3HaveHwe MTU, koTopoe byaeT nepegaHo SSTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHga ¢ npednkKcom no ycTaHaB/IMBAET 3HaUEHME MO YMOJAYAHUNIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc (sstp-server)>  mtu walue»

(sstp-server)> no mtu
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

value Yenoe uucno |3HadeHme MTU. MoxeT NpUHNMAaTb

3HauyeHusa oT 128 o 1500 BKAOUUNTENBHO.

Mpumep (sstp-server)> mtu 200

SstpServer::Manager: MTU set to 200.
WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.12 JobasneHa KOMaHAa sstp-server mtu.

3.124.8 sstp-server multi-login

OnucaHue PaspewnTb nogkntoveHme K cepBepy SSTP HeCKoNbKMX Nonb30BaTenei ¢
O HOro aKKayHTa.

KomaHga ¢ I'Ipe¢I/IKCOM NOo OTK/NIFOYaEeT 3TY BO3MOXHOCTb.

Mpedukc no Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (sstp-server)> multi-login

I (sstp-server)> no multi-login
Mpumep (sstp-server)> multi-login

SstpServer: :Manager: Enabled multiple login.
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.12 [JlobaBneHa koMaHga sstp-server multi-login.

3.124.9 sstp-server pool-range

OnucaHue HasHauuTb Nyn agpecos A8 KIVEHTOB, NOAK/IHOYAIOLLMXCA K cepBepy SSTP.
KomaHgaa ¢ npedurkcom no yaansaer nyn.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CuHoncnc (sstp-server)> pool-range <begin> [«size>]
(sstp-server)> no pool-range
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
begin IP-agpec HauanbHbIl agpec nyna.
size Uenoe uyucsno |Pasmep nyna. Ecnm 3HaveHre He yKkasaHo,
ncrnonb3yeTca pasmep nyna 10.
Mpumep (sstp-server)> pool-range 192.168.1.22 7
SstpServer: :Manager: Configured pool range 192.168.1.22 to »
192.168.1.28.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.12 JobaBneHa komaHAa sstp-server pool-range.
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3.124.10 sstp-server static-ip

OnuncaHwne HasHaunTb nocTosiHHbLIN IP-agpec nonb3oBaTento. Monb3oBaTenb B cucTeMe
JOJIXeH MeTb MeTKy sstp.

KomaHga ¢ npedunkcom no yaanseTt NpmsBasky.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (sstp-server)>  static-ip name> <address»
(sstp-server)> no static-ip <name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka J1orvH.
address IP-appec HasHauaemsblin IP-agpec.
Mpumep (sstp-server)> static-ip admin 192.168.1.22
SstpServer: :Manager: Static IP 192.168.1.22 assigned to user »
"admin".
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.12 JobasneHa KoMaHAa sstp-server static-ip.

3.125 system

OnuicaHue JocTtyn K rpynne KoMaHA AN HaCTPOMKM rnobanbHbIX NapameTpoB.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (system)

CunHoncmc (config)>  system
WcTopuns nsmeHeHunit |Bepcus onucaHue
2.00 JobaBneHa KoMaHaa system.
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3.125.1 system button

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

HacTpouTb KHOMKM Ha KOpMyce yCTPONCTBA Ha BbIMOHEHWE onpeAeneHHbIX
AenctBuii. Habop 06paboTUMKOB 3aBMCUT OT annapaTHor KoHGUrypaumm u

YCTaHOB/TI€HHbIX MOAyﬂEVI.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIKy.

Ja
Ja
Het
(system)>  button <buttons on actions do <handlers
(system)> no button <button
AprymeHT 3HauyeHue OnuncaHwue
button RESET KHonka cbpoca.
WLAN KHonka WLAN.
action click OAVIHOYHBIV KNNK.
double-click [BONHOW KNWK.
hold HaXaTb 1 yaepXnBaTb B
TeyeHwue 3 cekyHA. KHormky
RESET yaepxviBaeTcs B
TeueHwne 10 cekyHA.
trigger VI3ameHeHve nosvuymun
nepekatoyaTens.
handler FactoryReset C6poc cucTeMbl B 3aBOgCKME
3HaYeHUs Mo YMONYaHUIO.
Reboot lMepesarpyska cucTemsl.
WifiToggle BknroyveHwne/BbIkItOYEHNEe
Wi-Fi.
WifiGuestApToggle BktoueHve/BblkItOUEHNE
roctesoro Wi-Fi.
WpsStartMainAp 3anyctutb WPS (ToN1bKO ans
2,4TTu).
WifiSwitch Mepexkntoyatens Wi-Fi
BKJ/1/BbIK/.

(system)> button WLAN on double-click do WifiGuestApToggle
Peripheral: :Manager: "WLAN/double-click" handler set.

Bepcus OnucaHue

2.03 JobasneHa KoMaHaa system button.
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3.125.2 system clock date

OonuncaHmne YCTaHOBUTb CUCTEMHbIE AaTy 1 BpeMs.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (system)> clock datedate-and-times
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
date-and-time |CTpoka TekyLwias gaTa v Bpems B dopmate DD MM
YYYY HH:MM:SS.
Mpumep (system)> clock date 18 07 2012 09:52:33
System date and time has been changed.
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.00 [JobaeneHa komaHza system clock date.

3.125.3 system clock timezone

OnucaHune YCTaHOBUTb 4aCOBOI NOSIC CUCTEMBI.

KomaHga c npe$1Kcom no ycTaHaBAMBaeT YacoBOV MOSIC MO YMOMYAHMIO
(GMT).

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

CuHoncuc (system)> clock timezone <locality»
(system)> no clock timezone <locality»
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
locality CTpoka HasBaHue ropoga, o603HauaroLLero
YyacoBo Nnosic.
Mpumep (system)> clock timezone Dublin

the system timezone is set to "Dublin".
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

[JobaeneHa komaHaa system clock timezone.

3.125.4 system configuration factory-reset

OnucaHwne

Mpe¢ukc no

Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

BocctaHOBUTL 3aBoACKME HaCTpOVIKM ANA BCEX PEXMMOB.

I(system)> configuration factory-reset

(system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »

WcTopus nsmeHeHwnii

defaults.
Bepcus OnucaHve
2.00 [Jlo6aBneHa komaHga system configuration

factory-reset.

3.125.5 system configuration save

OnucaHwune

Mpedukc no

HeTt

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

COXpaHI/ITb cncTemMHble HaCTpOIZKM.

I(systenn> configuration save

(system)> configuration save

Saving configuration.

UcTopus nsmeHeHwnii

Bepcus

OnucaHune

2.05.B.1

JobaBneHa komaHAa system configuration save.

3.125.6 system debug

OnuncaHune

Bkntoumntb oTnagky cmctemMel. 1o yMonyaHUIO nNapamMeTp OTK/OUEH.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

KomMaHgza ¢ npeprKCOM NO OTK/IKOUAET HACTPOWKY.
Ja

Aa

Het

I(systenn> debug

I (system)> no debug

(system)> debug
Core: :Debug: System debug enabled.

Bepcus OnucaHve

2.03 JobasneHa koMmaHaa system debug.

3.125.7 system description

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

3ajaTb oNMcaHWe CUCTeMbl B BUAE MPON3BOJIbHOM CTPOKM. M0 yMONYaHWIO
ncnonb3yetca ctpoka Lite (KN-1310).

KomMaHga ¢ npedprkcom no Bo3BpaLLaeT onvicaHMe No YMOAYAHMIO.
Ja

Ja

Het

(system)>  description «descriptions

(system)> no description

AprymeHT 3HauyeHne |OnucaHue
description Ctpoka OnuncaHwve cncTtembl AIMHOW He 6onee 256
6anT.

(system)> description DEVICE
Core::System::Info: Description saved.

(config)> show version

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Ultra (KN-1810)
hw_version: 10188000
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hw id: KN-1810
device: Ultra
class: Internet Center
region: RU
description: DEVICE

(config)> show running-config

set vm.swappiness 60

set vm.overcommit memory O

set vm.vfs cache pressure 1000
set dev.usb.force usb2 0
domainname WORKGROUP

hostname Keenetic Ultra
description DEVICE

(system)> no description
Core::System::Info: Description reset to default.

(config)> show version

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Ultra (KN-1810)
hw version: 10188000
hw id: KN-1810
device: Ultra
class: Internet Center
region: RU
description: Keenetic Ultra (KN-1810)

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.15 JobasneHa komaHaa system description.

3.125.8 system domainname

OnucaHue MpncBouTb cucTeMe JOMEHHOEe UMS.
KomaHga ¢ npedunkcom no yaanseT JOMeHHOe NMS.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

Cunoncuc I(syﬁenﬂ> domainname «domain>

I (system)> no domainname
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

3.125.9 system hostname

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT

3HaueHMe |OnwucaHue

domain

CTpoka JomMeHHOoe nms.

(system)> domainname zydata
Domainname saved.

Bepcus

OnucaHune

2.00

JobasneHa KomaHAa system domainname.

YCTaHOBUTb CUCTEMHOE MMS XOCTa. VIMs XocTa ncnosib3yeTcs ANs
naeHTUdMKaLmMmM y3na B ceTn. 3To HEOH6XOANMO ANs obecneyeHnNs paboTsl
HEeKOTOPbIX BCTPOEHHbIX CyX6, Takmx Kak CIFS.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBMBaeT 3Ha4YeHNE MO YMOJTYaHNIO,
3aBucqdLllee OT Ha3BaHA MO4ENN yCTpOVICTBa.

Ja
Ja

Het

(system)>

hostname <hostnames

(system)> no hostname

AprymeHT

3HauyeHne |OnwucaHue

hostname

Crpoka M8 XoCTa cncTemsil.

(system)> hostname KN1010
Core::System: :Hostname: The host name set.

(system)> no hostname
Core::System: :Hostname: The host name reset.

Bepcusa

OnucaHune

2.00

Jo6asneHa komaHga system hostname.

3.125.10 system led

OnucaHwne

HaCTpOVITb NHANKATOPbI obLero HasHauveHus. Mo YMOTYaHUKO MHANKATOP
FN nokasbiBaeT Hannume 06HOBAEHUI ANSI CUCTEMBI.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

3.125.11 system led power schedule

OnuncaHwme

KomaHgaa c npedprKcomM no OTMEHSIET HAaCTPOWAKY.

Ja
Aa
Ja
(system)>  led <led> indicate «controls
(system)>no led [ <leds [ indicate] ]
AprymeHT 3HauyeHue OnucaHve
led FN HasBaHue vHAuKaTopa.
control UpdatesAvailable NHankaTop coobLuaeT, UTo ecTb
0B6HOBNEHUS ANA BaLlero
YyCTpOWCTBa.
BackupWan VIHAMKaTOp nokasblBaeT, YTo B
AAHHbIA MOMEHT aKTUBHbIM
ABNAETCA pe3epBHoe
NoAKNOUEHVe.
SelectedWan VHamnkaTop nokasbiBaeT
cocTosiHMe nHTepdelica,
YKa3aHHOro npvi NnoMoLum
komaHgpl interface led wan.
SelectedSchedule VHamnkaTop nokasbiBaeT
COCTOSIHME 3aMn/IaHNPOBAHHOIO
CO6bLITUNSA, YKa3aHHOro npu
nomowm komaHabl schedule led.
indicate Knwyesoe csoBo [MONIHOCTBHO OTK/IOUYNTL
VHANKATOP.

(system)> led FN indicate SelectedWan

Peripheral: :Manager: "SelectedwWan"

(system)> no led FN indicate

control bound to "FN" LED.

Peripheral: :Manager: "FN" LED control binding removed.

Bepcus OnucaHve

2.08 JobasneHa koMmaHaa system led.

MpuvcBonTb pacnucaHve ans paboTbl CBETOAVNOAHBLIX MHANKATOPOB Ha
ycTpolicTse. MNepes BbINOAHEHNEM KOMaHAb! pacnmvcaHme AOMKHO bbITb
C03/aHO 1 HaCTpPOeHO Npu nomoLy KoMmaHael schedule action.
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KomaHaa c npedrkcom no pa3pbiBaeT CBsi3b MeXAY pacnmncaHnem 1 paboToi
NHAMKaTOPOB.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CnHoncuc (system)>  led power schedule <schedule»

(system)> no led power schedule

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

schedule Pacnncanne |HasBaHMe pacnmcaHus, CO34aHHOro npu
nomMoLum rpynnel KoMmaHA schedule.

Mpumep (system)> led power schedule schedulel
Core::Peripheral::Manager: Set LED power schedule "schedulel".

(system)> no led power schedule
Core::Peripheral::Manager: Clear LED power schedule.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.06 JlobaBneHa komaHAa system led power schedule.

3.125.12 system led power shutdown

OnucaHue BbiknH0UnNTb CBETOAVOALI HA YCTPOMCTBE.
KomaHzaa ¢ npedrKcoM no BkIKOHaEeT CBETOANOAbI.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (system)>  led power shutdown (mode>
(system)> no led power shutdown
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mode all BbIKNHOUNTL BCe CBETOANOAbI.
front BbIKNOUNTE CBETOAMOALI HA NepeaHe
naHenwu.
back BbIK1OUNTL CBETOAMOAbLI HA 3aAHEN NaHeNn.
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naBa 3 OnncaHme KoMaHp,

Mpumep (system)> led power shutdown all
Core::Peripheral: :Manager: Set LED shutdown mode to "all".

(system)> no led power shutdown
Core::Peripheral::Manager: Set LED shutdown mode to "none".

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie
3.06 [JobaeneHa komaHaa system led power shutdown.
MpeabigyLiee Ha3BaHe KomaHAabl system led shutdown.

3.125.13 system log clear

OnuncaHue OUNCTUTL CUCTEMHBIV XXYPHan.
Mpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (system)>  log clear
Mpumep (system)> log clear

Syslog: the system log has been cleared.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHaa system log clear.

3.125.14 system log reduction

OonucaHune BKNHOUMTL COKPALLEHVIE MOBTOPHbIX COOBLLEHUI B CUCTEMHOM XYypHarse. Mo
YMO/TYaHMIO MapaMeTp BK/IHOUYEH.

KomaHga ¢ npedurkcom no oTKIoYaeT HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, Het

CnHoncuc I (system)>  log reduction
I (system)> no log reduction
Mpumep (system)> log reduction

(system)> no log reduction
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 [JobaeneHa komaHaa system log reduction.

3.125.15 system log server

OnucaHune Jo6aBuTb yAaneHHbIli cepeep 418 XpaHeHWA CUCTEMHOIO XypHana.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (system)>  log server <address [: qports]
(system)> no log server [ <address; [: port>]]
AprymeHTbI AprymeHT 3HaueHune OnucaHue
address IP-agpec Adpec yaaneHHoro cepsepa AN
XPaHEeHNSA CUCTEMHOIO XypHana.
port Lenoe uucro Homep nopTa yaasneHHoro
cepBepa.
Npumep (system)> log server 192.168.1.1:8080
Syslog: server 192.168.1.1:8080 added.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

2.00 [JobaeneHa komaHaa system log server.

3.125.16 system log suppress

OnucaHue Jo6aBuTb NpaBnIo NogaBneHNs COO6LLEHMIA.
KomMaHga ¢ npedurkcom no yaansieT npasuso.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOA, [a

CuHoncuc I (system)>  log suppress <ident>

I (system)> no log suppress [ <ident> ]

Lite (KN-1310) — CnpaBO4YHMK KOMaHA 51 1



naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
ident CTpoka NaeHTUdmnKaTOp NpoLecca, CoobLLeHNs
KOTOPOro HYy>HO NOAaBUTb.

Mpumep (system)> log suppress kernel

Core::Syslog: Added suppression "kernel".

(system)> no log suppress kernel

Core::Syslog: Deleted suppression "kernel".

(system)> log suppress transmissiond
Core::Syslog: Added suppression "transmissiond".

(system)> no log suppress transmissiond
Core::Syslog: Deleted suppression "transmissiond".

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.04 JobasneHa KoMaHAa system log suppress.

3.125.17 system mode

OnucaHwne BbibpaTh pexxum paboThl Lite.
Mpedukc no Het

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (system)> mode mode»
AprymeHTbI AprymeHT 3HauyeHue OnucaHue
mode router OCHOBHOI pexnMm.
client Pexum ceTeBoro agantepa 4ns
noAaxntoyeHuns yctponcte Ethernet
K ceTn Wi-Fi.
repeater Pexunm ycnnutens ans
pacwupeHus cetn Wi-Fi ¢
NOMOLLIbIO 6eCcnpoBOAHOrO
coegViHeHus.
ap Pexxm ToukK goctyna ans
pacwmpeHus cetn Wi-Fi c
NoMoLLbH NpoBoAHoro Ethernet
CoefiHeHMs.
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naBa 3 OnncaHme KOMaHA,

Mpumep (system)> mode repeater
Core: :Mode: The system switched to "repeater" mode, reboot the »
device to apply the settings.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.05 JobasneHa koMaHaa system mode.

3.125.18 system ndss dump-report disable

OnucaHwue OTKNOUNTL NPOrpaMmy yayylleHns kayecTsa. 10 ymon4aHmio HacTporika
BK/ItOYEHa.

KomaHga ¢ npednkcom no BKIKOYAET UCMONb30BaHWeE JaHHOM NporpamMmmbl.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (system)>  ndss dump-report disable
I (system)> no ndss dump-report disable
Mpumep (system)> ndss dump-report disable
Core::Ndss: Dump-reporting disabled.
(system)> no ndss dump-report disable
Core::Ndss: Dump-reporting enabled.
WcTopuns nsmeHeHWit |Bepcua onucaHue
3.05 JlobaeneHa koMaHAa system ndss dump-report disable.
MpeablgyLlee Ha3BaHWe KOMaHAbI system dump-report
disable.

3.125.19 system reboot

OonucaHue BbINonHWTL Nepesarpysky cuctemsl. Ecnm ykasaH napametp, nepesarpyska
BbINOAHUTCS 3aMN1aHMPOBAHO Yepes 3aZaHHbI HTepBan B CEKYHAAX.
Micnonb3oBaHMe KOMaHZAbI NP yXe YCTaHOBNEHHOM TaliMepe 3aMeHsieT
CTapoe 3HaueHVe TaliMepa HOBbIM.

Micnonb3oBaHWe 3annaHpoBaHHOW Nepesarpysky ya06HO B TOM ciydae,
KOrAa OCyLLLeCTBNSIETCS yAaNeHHOe yrpaBaeHne yCTpolicTBOM, U
nonb3oBaTesto HenssecTeH 3G deKT OT MPUMEHEHUNSI KAKUX-TNBO KOMaHA,
/13 onaceHus NoTepsiTb KOHTPO/b Haj YCTPOCTBOM MO/Ib30BaTE/Ib MOXET
BK/IOUMTL 3aM1aHNPOBaHHYH nepesarpysky, kotopas cpaboTaeT yepes
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naBa 3 OnncaHme KoMaHp,

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

3aJaHHbI MHTepBan BpemeHW. CUcTemMa BepHeTCs B MepBOHaYaibHOe
COCTOsIHVE, B KOTOPOM OHa CHOBa 6yZeT AOCTYMHa Mo CeTu.

KomaHza ¢ nped1rKcomM no oTMeHsIeT nepesarpysky Uav yaanset npuBasky
K pacnucaHutio.

Aa
Het

Het

(system)>  reboot [ <interval> | schedule <schedules]

(system)> no reboot [ schedule]

AprymeHT 3HauyeHue OnucaHue

interval lenoe umucno |NHTepBan, Yepes KOTOPbIA BbIMOJHUTCA
nepesarpyska, B cekyHAax. Ecnu He ykasaH,
nepesarpysKka BbIMOJIHUTCA HEMeA/1IeHHO.

schedule Pacnucaune |HasBaHMe pacnncaHums, CoO3g4aHHOro npu
nomMoLuwy rpynnel KoMaHa schedule.

(system)> reboot 20
Core::System: :RebootManager: Rebooting in 20 seconds.

(system)> no reboot
Core::System: :RebootManager: Reboot cancelled.

(system)> reboot schedule rebootroute
Core::System: :RebootManager: Set reboot schedule "rebootroute".

(system)> no reboot schedule
Core::System: :RebootManager: Schedule disabled.

Bepcus OnucaHve
2.00 JobasneHa koMaHaa system reboot.
2.12 [JobaeneH aprymeHT schedule.

3.125.20 system set

OnucaHwne

Mpedukc no

YCTaHOBUTbL 3HaYeHne YKa3aHHOro CMCTEMHOIO NapamMeTpa 1N COXpaHNTb
N3MEHEHWA B TEKYLUNX HaCTpOIZKaX.

KomaHaa ¢ npedrkcoM no BO3BpaLLaeT NapameTpy 3HaYeHMe, KOTOpoe 6bi10
YCTaHOB/IEHO MO YMOYaHUIO, O MEPBOr0 N3MEHEH S,

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(system)> set <names <value»

(system)> no set <name

AprymeHT 3HaueHue |OnucaHue
name CTpoka NaeHTndunKaTop cMcTeMHOro napameTpa.
value CTpoka HoBoe 3HaueHVe cncTeMHoro napamMmeTpa.

(config)> system
(system)> set net.ipv4.ip forward 1
(system)> set net.ipv4.tcp_fin_timeout 30
(system)> set net.ipv4.tcp_keepalive_time 120
(system)> set »
net.ipv4.netfilter.ip conntrack tcp_ timeout established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipvé4.netfilter.ip_conntrack max 4096
(system)> exit
(config)> show running-config
system
set net.ipv4.ip forward 1

set net.ipv4.tcp fin timeout 30

set net.ipv4.tcp keepalive time 120

set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200

set net.ipv4.netfilter.ip conntrack udp timeout 60

set net.ipv4.netfilter.ip conntrack max 4096
|

(config)>

Bepcus OnucaHue
2.00 JobaBneHa koMaHaa system set.

3.125.21 system trace lock threshold

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoViKKn

YCTaHOBUTb MOPOr 6/10KMPOBKU OTCAEXNBAHNS ANA CUCTEMHbIX MOTOKOB.
Ecnn noporoBoe 3HaveHme npeBbiwaeTcs, MHGopMaLma 06 3TOM noToke
(Hanpumep, o ceccum SCGI) coxpaHAeTCa B CMCTEMHOM XypHane. 1o
YMOJIHaHUIO, MapamMeTp OTK/HOYEH.

KomaHga ¢ npedpurkcom no oTkatouaeT GyHKLMIO Nopora 6/10KNPOBKMN.
Ja

Het
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.126 tools

OnucaHwue

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

UcTopusa nsmeHeHwnii

(system)>

system trace lock threshold «threshold:

(system)> no system trace lock threshold

AprymeHT

3HauyeHve |OnucaHue

threshold

CTpoka lNoporosoe 3HaueHmne B MWIIMCEKYHAAX.
MoxeT npmHmumath 3HaveHus ot 100 go
100000000 BrkntoumTensbHo. Noporosoe
3HayeHVe He CoOXpaHseTcs B
startup-config.

(system)> system trace lock threshold 100
Lockable: Set threshold to 100 ms.

(system)> no trace lock threshold

Lockable: Reset threshold.
Bepcus OnucaHue
3.03 Job6aBneHa komaHaa system trace lock threshold.

JocTyn K rpynne KoMaHz Ansi TEeCTUPOBAaHNS CUCTEMHOI Cpeabl.

Het
Het
Het

(tools)

(config)>

tools

Bepcusa

OnucaHwune

2.00

JobaBneHa komaHaa tools.

3.126.1 tools arping

OnucaHwne

Mpedukc no

JecTBre KoOMaHAbl aHaNornMyYHo KoMaHge tools ping, HO B oTAnYMe OT Heé
paboTaeT Ha BTOPOM ypoBHe Mogenn OSI 1 ncnonb3yet NnpoToKon ARP.

HeTt
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc (tools)> arpingaddress> source-interface <source-interfaces[count
«count>][wait-time wait-time>]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
address IP-agpec OnpawwuBaembiii IP-agpec.
source-interface|/mMs Nmsa nHTepdelica-ncTo4HMKa 3anpocos.
MHTEepperica
count Lenoe 4ucno |Konnyectso 3anpocos. Ecav He ykasaHo,
KoMaHfa byzeT paboTaThb A0 NpepbiBaHUA
nosib3oBaTeniem.
wait-time Yenoe uucno |MakcrmanbHOe BpeMs OXKNAaHUNSA OTBETa,
yKa3blBaeTCq B MUAINCEKYHAAX.
Mpumep (tools)> arping 192.168.15.51 source-interface Home count 4 »
wait-time 3000
Starting the ARP ping to "192.168.15.51"...
ARPING 192.168.15.51 from 192.168.15.1 bro.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
Sent 4 probes, received 2 responses.
Process terminated.
WcTopusa nsmeHeHuim Bepcus onwvcaHve

2.00 JobaeneHa koMmaHga tools arping.

3.126.2 tools ping

OnucaHue OTtnpaBuTb 3anpockl Echo-Request npoTtokona ICMP ykazaHHOMY y3ny ceTun
1 3apurKcMpoBaTh NoctynarLme oteeTbl Echo-Reply. Bpemsa mexay
OTMpaBKoM 3anpoca 1 noayyeHnem otseta Round Trip Time (RTT) no3sonser
ornpesenaTb ABYCTOPOHHME 3a4ePXXKM MO MapLUPYTY 1 4acToTy noTepun
NakeToB, TO eCTb KOCBEHHO OMNpejeNiATh 3arpy>XeHHOCTb Ha KaHanax nepegaym
AAHHbBIX M MTPOMEXYTOUHbIX YCTPOCTBaX.

MonHoe oTtcyTcTBME ICMP-0TBETOB MOXET TakXXe 03HayaTb, YTO YAANEHHbIN
y3en (Mnv Kakol-nmbo 13 MpoMeXXyTOUHbIX MapLUpyTLN3aTopoB) 610KmpyeT
ICMP Echo-Reply nnu nrHopupyet ICMP Echo-Request.

Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (tools)>  ping <hosts [ count «count> ][ size «packetsizes]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host Crpoka JomeHHoe rma nnn IP-agpec xocTa.
count Uenoe 4ucno |Konnyecrso 3anpocos ICMP Echo. Ecan
He yKa3aHo, KoMaHja byaeT paboTatb 40
npepbiBaHNA NO/Ib30BaTeNEM.
packetsize lenoe umucno |Pasmep nonsa gaHHbix ICMP Echo-Request
B 6anTax. Mo ymonyaHmo — 56, uTo
BMecTe C 8-6aMTOBbIM 3aro/IoBKOM 3a4aeT
pa3mep ICMP-nakeTa — 64 6ariTa.
Mpumep (tools)> ping 192.168.1.33 count 3 size 100

Sending ICMP ECHO request to 192.168.1.33

PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.

100 bytes from 192.168.1.33: icmp reg=1, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reqg=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.65 ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.

UcTopuns nsmeHeHnii

Bepcus OnucaHve

2.00 JobasneHa KomaHaa tools ping.

3.126.3 tools p

OnuncaHwne

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

ing6

OTtnpaBuTk 3anpockl Echo-Request npoTtokona ICMPV6 ykazaHHOMY y31y
ceTu 1 3apumKcmMpoBaTh noctynarLme oteeTbl Echo-Reply. Bpemsa mexay
OTMpaBKo 3anpoca 1 noayyeHnem otseta Round Trip Time (RTT) no3sonsiet
ornpeaenaTb ABYCTOPOHHME 3a4ePXXKM MO MapLUPYTY 1 YacTOTy NoTepun
NakeToB, TO eCTb KOCBEHHO OMpejeNiATh 3arpy>KeHHOCTb Ha KaHanax nepejaym
AAHHbBIX N MTPOMEXYTOUHbIX YCTPOCTBaXx.

MonHoe otcyTcTBUE ICMPV6-0TBETOB MOXKET Tak)Xe 03HayaTb, YTO YAANEHHbIN
y3en (Mnv Kakol-nmbo 13 MpoMeXXyTOUHbIX MapLUpyTLN3aTopoB) 610KMpyeT
ICMP Echo-Reply nnu nrHopupyet ICMP Echo-Request.

Het
Het

Het

I (tools)>  ping6 <host> [ count «count>][ size packetsizes]
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host CTpoka JomeHHoe umsa unn IPve-agpec xocTa.
count lenoe umucno |Konuyvectso 3anpocoBICMPv6 Echo. Ecnn

He yKa3aHo, KoMaHja byaeT paboTaTb A0
npepbIBaHWS NOMb30BaTeNeM.

packetsize Yenoe 4yucno |Pasmep nong gaHHbIx ICMPv6
Echo-Request B 6atiTax. 1o ymonyaHuo —
56, UTO BMecTe C 8-6al1TOBbIM 3ar0o/10BKOM

3agaeT pa3smep ICMPv6-nakeTa — 64
6aliTa.

Mpumep (tools)> ping6 fd4b:fl2b:5d59:0:1108:4407:b772:20cd count 3 size »
100
Sending ICMPv6 ECHO request to »
fd4b:f12b:5d59:0:1108:4407:b772:20cd
PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=1, ttl=64, »
time=7.18 ms.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=2, ttl=64, »
time=8.42 ms.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=3, ttl=64, »
time=1.51 ms.
--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,
0 duplicate(s), time 2002.61 ms.
Round-trip min/avg/max = 1.51/5.70/8.42 ms.
Process terminated.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 Jlo6baBneHa komaHga tools ping6.

3.126.4 tools traceroute

OnucaHune MNMoka3aTb MapLUPYT K CEeTeBOMY XOCT.
Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

CuHoncuc (tools)>  traceroute <host> [count «count>] [interval <intervals]
[wait-time wait-times] [packet-size packet-size]

[max-ttlwmax-ttl] [portport:][source-address «source-addresss]
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naBa 3 OnncaHme KoMaHp,

[source-interface «<source-interfaces] [type <types] [tos «tos>]

AprymeHTsl

AprymeHT

3HaueHve

OnucaHue

host

Crpoka

VImsa LeneBoro xocTa.

count

Llenoe uucno

KonnuyectBo npoBepouUHbIX
nakeToB 3a 04MH npoxoga. No
YMONYaHUIO 3HaYeHne — 3.
3Ha4yeHue J0KHO 6bITh B
AvanasoHe [1;10].

interval

Lenoe uucno

Bpewms B cekyHzax Mexay
OTNPAaBKOW NaKeToB. 3HaYeHMe No
ymMosidaHuio — 0. 3HaueHune
JIOJ/IXHO 6bITh B Anana3oHe [0;15].

wait-time

Lenoe uucno

Bpemsa oxungaHus peakumm Ha
NPOBEPOUHbIA NakeT (B cekyHaax).
3HayeHve no ymonyaHuwo — 1.
3HauyeHwue A0JIXHO 6bITb B
AvanasoHe [1, 15].

packet-size

Lenoe uucno

Pa3mep nakeTa CornacHo
npoTokony type.

[na Tnna tcp pasMep naketa no
YMOJIYaHWIO coCcTaBnsaeT 52.
[nanasoH 3HaueHwn [52].

[na Tmnos udp v icmp pasmep
nakeTta no yMo/a4aHuIo cocTaBnsieT
60. [lnanasoH 3HaueHuin
[28;65535].

max-ttl

Lenoe u4ucno

MakcmmanbHOe KOM4YecTBo
NpoxoAoB (3Ha4veHue
MaKCUMasibHOIr0 CPOKa XWU3HW)
TPacCcMpoBKN. 3HaYeHMe no
ymonyaHuto — 30. 3HaueHune
JLOJIXHO 6bITb B AMana3oHe [1;255].

port

Lenoe uucno

|_|OpT Ha3HayeHuns.

[na Tnna tcp No ymMon4aHuio
vncnosb3yetcd nopt 80.

[na Tmna udp No ymMon4aHuio
ncrnonb3yercs nopt 33434,

[na Tmna icmp No yMon4yaHuio
ncnonb3yetcs nopt 1.

source-address

CTtpoka

Appec ncxogsiLero nHtepdeiica.

source-interface

Crpoka

NHTepdelic ans cnonb3oBaHNS B
KauecTBe MHTepdenca-ncToyuHmKa
B MCXOASLLMX MaKkeTax.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HaueHue OnucaHwue
type tcp TCP npoTokorn.
udp UDP npotokon. Micnonb3syeTtcs rno
YMONYaHUIO.
icmp ICMP npoTokon.
tos Llenoe 4ucno Tun O6cnyxmMBaHWs. 3HaveHme rno
ymMosidaHuio — 0. 3HaueHune
JOKHO 6bITh B AMana3oHe [0;255]

(tools)> traceroute ya.ru count 5 interval 5

starting traceroute to ya.ru...

traceroute to ya.ru (213.180.193.3), 30 hops maximum, 60 byte
packets.

1 192.168.111.1 (192.168.111.1) ©0.958 ms 0.885 ms 2.946 ms
11.275 ms 10.934 ms

2 testl.ru (193.0.111.3) 9.125 ms 7.263 ms 5.352 ms 2.146
ms 12.224 ms

3 test2.ru (193.0.111.2) 11.610 ms 9.378 ms 7.236 ms 15.399
ms 6.327 ms

4 178.108.133.57 (178.108.133.57) 4.325 ms 20.235 ms 10.831
ms 8.463 ms 7.232 ms

5 iki-crs.comcor.ru (62.117.100.134) 5.153 ms 10.526 ms »
5.738 ms 3.137 ms 13.886 ms

6 213.79.127.21 (213.79.127.21) 30.260 ms 2.883 ms * 27.922 »
ms 3.487 ms

7*****

8 fol2-c4-ae8.yndx.net (87.250.239.80) 9.815 ms 8.340 ms »
fol5-c2-ae7.yndx.net (87.250.239.84) 5.451 ms 3.637 ms 5.221 ms
9 * fol5-c2-ael5.yndx.net (87.250.239.24) 2.990 ms * 19.063 »
ms *

10 * * * www.yandex.ru (213.180.193.3) 2.017 ms *
process terminated

\J

v

v

\j

\J

Bepcus OnucaHue

2.00 JobaBneHa komaHaa tools traceroute.

3.127 udpxy

OnucaHwue
MNpejukc no

MeHsieT HaCTPOUKM
MHorokpaTtHbIiA BBOJ,

Bxo>xaeHue B rpynny

JocTyn K rpynne KoMaHA Ana HaCTPOVK/ NnapaMeTpoB udpxy.
Hert
Het
Hert

(udpxy)
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CuHoncuc (config)> udpxy
WcTopuns nsmeHeHnit |Bepcus onucaHue
2.03 JobasneHa komaHaa udpxy.

3.127.1 udpxy buffer-size

OnucaHwue YcTaHoBUTbL pasmep bydepa udpxy. [1o yMoOnUYaHMIO NCNOb3YyeTCA 3HaueHne
2048.

KomaHga ¢ npedurkcom no cbpacbiBaeT pa3mep bydepa B 3HaveHme no
YMONYaHWUIO.

Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (udpxy)> buffer-sizesize
(udpxy)> no buffer-size
AprymeHTbI AprymeHT 3HaueHme |OnucaHue
size lenoe uucno |Pasmep bydepa B b6aiiTax. MoxeTt
NPUHNUMAaTbL 3HayeHus oT 1 o 1048576.
Mpumep (udpxy)> buffer-size 500
Udpxy: :Manager: a buffer size set to 500 bytes.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.04 Job6asneHa komaHaa udpxy buffer-size.

3.127.2 udpxy buffer-timeout

OnucaHune YCTaHOBUTbL TaiM-ayT A1 XpaHeHUs AaHHbIX B bydepe udpxy. o ymondaHmo
ncnosb3yeTcs 3HaveHne 1.

KomaHaa ¢ npepurKcom no ycTaHaBNMBaEeT TaiM-ayT MO YMOTYAHWIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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CnHoncuc (udpxy)>  buffer-timeout «timeout>
(udpxy)> no buffer-timeout
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
timeout Lenoe u4ucno |3HayeHVe TaliM-ayTa B CeKyHAax. MoxeT
NPUHMUMaTbL 3HayeHws oT -1 go 60. -1 —
HeorpaHWYeHHbIM TaimM-ayT.
Mpumep (udpxy)> buffer-timeout 10
Udpxy: :Manager: a hold data timeout set to 10 sec.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.04 Job6asneHa komaHaa udpxy buffer-timeout.

3.127.3 udpxy interface

OnucaHue CBs3aTb Udpxy € yKasaHHbIM nHTepdericoM. Mo yMonyaHuio NnpuBesa3sKka He
HacTpoeHa 1 UCMOoJb3yeTca TeKyLlee NoAKNOUYEHNE K UHTEePHETY.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (udpxy)> interface <interface»
(udpxy)> no interface
AprymeHTbI ApryMeHT |3HaueHune OnucaHue
interface |Wma uHTepgerica|llonHoe UMSa MHTepderica NAn NCeBAOHMM.

CNnCcoK AOCTYMHbIX NHTepdeicoB MOXHO
yBUAETb C MOMOLLIbIO KOMaHAbI interface
[Tabl.

Mpumep (udpxy)> interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
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WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster®/AccessPoint0

AccessPoint

(udpxy)> interface ISP
Udpxy: :Manager: bound to FastEthernet®/Vlan2.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.02 Jo6aBneHa komaHaa udpxy interface.

3.127.4 udpxy port

OnucaHwue YctaHoBUTL NopT ana HTTP-3anpocoB. 10 yMo4YaHMIo NCMnob3yeTcsa
3HayeHVe 4022.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMONYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc (udpxy)>  port port>

(udpxy)> no port
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

port lenoe 4ucno |Homep nopta. MoxeT NpvHMMaTL

3HauyeHuns ot 0 go 65535.

Npumep (udpxy)> port 2323

Udpxy: :Manager: a port set to 2323.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.03 [JobaeneHa komaHaa udpxy port.

3.127.5 udpxy renew-interval

OnucaHue YCTaHOBUTb nepunoj BO306HOB/IEHMSA NOAMUNCKU Ha MYNbTUKaCT-KaHasl. Mo
YMONYaHWO NCNONb3YeTCA 3HaYeHe 0, TO eCTb MoAnmcka He BO306HOBNSAETCS.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.

Mpedukc no [Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (udpxy)>  renew-interval <renew-intervals
(udpxy)> no renew-interval
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
renew-interval |Uenoe uucno |lMepnog BO30OHOBAEHNS NOAMUNCKA B
cekyHAax. MoxeT NpMHMMaTb 3HauUeHns
ot 0 go 3600.
Mpumep (udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.03 JlobaBneHa komaHAa udpxy renew-interval.
3.127.6 udpxy timeout
OnucaHue YCTaHOBUTb TaliM-ayT coeAriHeHVs. [10 yMOIYaHMIO UCMO0/b3yeTCs 3HaueHne

5.

KomaHaa ¢ npeprKcom no Bo3BpaLLaeT 3HayYeHre Mo YMONYaHWIO.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (udpxy)>  timeout <timeout»
(udpxy)> no timeout

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

timeout lenoe uucno |3HayeHVe TaliM-ayTa B cekyHAax. MoxeTt

NpYHMMaTL 3HaveHunsa oT 5 go 60.

Mpumep (udpxy)> timeout 10

Udpxy::Manager: a stream timeout set to 10 sec.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 JobasneHa komaHaa udpxy timeout.
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3.128 upnp forward

OnucaHwue JobaBuTb NnepeHanpasnstoLlee npasuno UPnP.
KomaHga ¢ npedunkcom no yaanaeT npasuio U3 crmcka.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Tun nutepdeiica IP

CuHoncnc (config)> upnp forward «protocols [ interface]<addresss port;

(config)> no upnp forward [ <indexs | («protocols <caddress; port>)]

AprymeHTbI AprymeHTt 3HaueHue ‘Onmcal-me

protocol tcp JobaBuTb/yaanuTb NpaBunao Ans
npomokosaa TCP.

udp JobaBuTb/yaanuTb NpaBuo Ans
npomokosaa UDP.

interface Nms ByaeT gobasneHo NpaBuIo AN
uHTepgeiica |yKasaHHOro nHTepoerica.

address IP-agpec byaeT gobasneHo/yganeHo NpasuIo Ans
ykasaHHoro IP-agpeca.

port lenoe uucno |bypet sobaBneHo/yaaneHo NnpaBuio Ans
yKa3aHHOro nopra.

index Uenoe uucso |byaet yaaneHo NpaBuio C yKasaHHbIM
NopsAAKOBLIM HOMEPOM.

VICTOleﬂ I/I3MEHeHI/II7I Bepcwﬂ OonvicaHuvie

2.00 JobasneHa komaHaa upnp forward.

3.129 upnp lan

OnucaHwne YkazaTb LAN-uHTepdelic Ha KOTOpOM 3anyLeHa cnyxba UPnP. Cnyxba
paboTaeT TONbKO ANA OAHOrO CerMeHTa ceTu.

KomaHga ¢ npednkKcom no oTMeHSAET HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.130 upnp

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

IP

(config)>

(config)> no upnp lan

upnp lan <interface;

AprymeHT

3HauyeHve

OnucaHue

interface

Wms uHTepperica

MonHoe nmsa nHTepderica NI NCeBAOHNM.
CnncoK AOCTYMHbIX NHTePHENCoB MOXHO
yBUAETL C MOMOLLbIO KOMaHAbl interface
[Tabl.

(config)> upnp lan [Tab]

Usage template:
lan {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl

GuestWiFi

(config)> upnp lan PPTPO

using LAN interface: PPTPO.

Bepcus

OnucaHune

2.00

JlobasneHa komaHAa upnp lan.

redirect

Jo6aBnTb Npasuno TpaHcnauum UPnP nopTa.

KomaHga ¢ I'Ipeq)I/IKCOM no yAandeT npaBunno n3 cnmcka. Ecnn BbINONHNTL
KOMaHAy 6e3 aprymeHTa, To BeCb CMCOK npaBun 6yAET OYuLLEeH.

Aa
Ja
Ja
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CuvHoncuc

AprymeHTbl

UcTopuns nsmeHeHnii

3.131 user

OnuncaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Bxo>kaeHue B rpynny

(config)>  upnp
to-port]

(config)> no upnp

1

redirect protocol> <interface> port, <to-address; [

redirect [and forward | [<«indexs | (protocols> ports)

AprymeHT 3HauyeHue ‘Onwcal-wle
protocol tcp Jo6aBuTb/yaanuTb NpaBuo Ans
npoTtokona TCP.
udp Job6aBnTb/yganntbe NpaBuIo NS
npoTtokona UDP.
interface Nms ByaeT gobaBneHo NpaBuIo AN
uHTepgeiica |yKasaHHOro nHTepoerica.
port lenoe uucno |bypet pobaBneHo/yganeHo npaBuio ans
yKa3aHHOro rnopra.
to-address IP-appec byseT fobaBneHo/yaaneHo NpaBuIo Ans
yKa3aHHOro agpeca Ha3HayeHwus.
to-port lenoe uucno |bypet pobaBneHo/yaaneHo npaBuio ans

yKa3aHHOro NopTa Ha3HayeHus.

and forward Knoyesoe Cnunckm npaBunn nepecsIkn v
C/10BO nepeHanpasneHns 6yayT yaaneHsbl.
index Uernoe uucso |byaet yaaneHo NpaBuio C yKasaHHbIM
NopsAAKOBLIM HOMEPOM.
Bepcus OnucaHve
2.00 JobasneHa koMaHaa upnp redirect.

[JocTyn K rpynne KOMaHz ANst HACTPOMKM NapameTpoB YUYETHON 3anmncu
nonb3osatens. Eciv yueTHas 3anucb He HailZeHa, KOMaHZa NbiTaeTcs ee

Cco3/4aTb.

MprmeyaHve:  Y4yeTHasa 3annchb C3ape3epBrPOBaHHBIM UMeHeM admin He
MOXeT 6bITb yaaneHa. Kpome Toro, y nonb3osatens admin
HeNb3s yAaANTb NPaBo AOCTyNa K KOMaHAHOW CTpoke.

KomaHga c nped1Kcom no yAansieT yyeTHy 3anucb nosb30oBaTens.

Ja
Aa
Ja

(config-user)
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CuvHoncuc

AprymeHTbl

UcTopuns nameHeHuii

(config)>  user name>

(config)> no user name>

AprymeHT 3HayeHne |OnucaHue

name CTpoka Mms nonb3oBatens.
Bepcus OnucaHve

2.00 JlobaBneHa KOMaHAa user.

3.131.1 user password

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncumc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

YKa3aTb naponb nosb3oBatens. [Naponab xpaHuTtca B Buae MD5-xewua,
BbIYMNCJIEHHOIO N3 CTPOKW «user:realm:password». realm 3To Ha3BaHue

MoZenun ycTpoiictea 13 daiina startup-config. txt.

KomaHza npnHMMaeT aprymMeHT B BUAE OTKPbITOM CTPOKM AW 3HaYEHUSA
xew-dyHKLUMM. CoOXpaHeHHbI Napo/ib MCNOJIb3yeTcs AN ayTeHTUdrKaumm
nonb3oBaTens.

KomaHaa ¢ npeprkcom no yaanseT naposb, YTo6bl Nob30BaTeNb MOT
NoNyYnTb AOCTYN K YCTPOMNCTBY 6€3 ayTeHTUdrKaLmmn.

Ja
Ja
Het
(config-user)>  password (md5 chash> | password>)

(config-user)> no password

AprymeHT 3HaueHue |OnucaHue
hash Crpoka 3HayveHvie MD5-xewwa.
password CTpoka 3HaueHVe naposs B OTKPLITOM BuAe, U3

KOTOPOro aBToMaTn4eCKn BblHYNCNAETCA

3Ha4veHne Xella.

(config-user)> password 1111
Core::Authenticator: Password set has been changed for user »
"test".

Bepcus OnucaHue

2.00 Jo6aBneHa koMaHaa user password.
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3.131.2 user tag

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpoWiKKn

MpVCBONTL YyYETHO 3anncK cneynanbHy MeTKy, Hamdme KOTOpPOoW
npoBepsieTcs B MOMEHT aBTOpM3aLyv NoAb30BaTeNs U BbIMNOJHEHUN UM
nobbIX fencTBui B cucteme. Habop AonyCcTUMbIX 3HaYEeHN MEeTKW 3aBUCUT
OT GYHKLMOHANBbHbBIX BO3MOXHOCTEM cncTeMbl. MNMoHbIN CNUCOK NpUBeAeH
B Tabnuue HMxXe.

OpHoi yl-IeTHOI7I 3afncn MO>KHO Ha3Ha4YUTb HECKOJ/IbKO pa3HbIX METOK, BBOAA
KOMaHA4Yy MHOIOKpaTHO. Ka>|<,u,y+o MeTKY MO>XHO pacCMaTpuBaTb KakK
npeaocraBneHne Nnm orpaHmn4yeHme onpeaeneHHbIX npas.

KomaHaa ¢ npeprkcom no yaanseT 3ajaHHy0 MeTKy.

MprmeyaHwe:

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTbI

(config-user)>

YuyeTHoOI 3anmcy admin HeMb39 NPUCBOUTL MeTKy readonly
n yaanutb MeTky cli nam ssh.

tag «tag>

(config-user)>no tag [ <tag> ]

AprymeHT |3HayeHue OnucaHwue
tag cli JocTyn K komaHaHow ctpoke (TELNET n SSH).
readonly 3anpeT BbINO/HEHWA KOMaHJ, MEHSOLLNX
HaCTPOMKMN.
http-proxy Joctyn K HTTP proxy.
http Joctyn K Web-nHTepdeiicy.
afp Joctyn K USB xpaHunuuy Yepes Apple File
Protocol.
printers Joctyn K USB-npuHTEpam no npoToKoy
SMB/CIFS.
cifs MoakntoyeHme K cnyxbe dpainnos n
npuHTepoB Windows.
vpn-dlna MoakntoveHne K DLNA ana TyHHeneli PPTP,
L2TP/IPSec, SSTP.
ftp MoaknoyeHme K BcTpoeHHoMY FTP-cepeepy.

ipsec-xauth

MNoaknroyeHne K BCTPOEHHOMY
IPsec/XAuth-cepBepy.

ipsec-12tp

MoaxkntoveHme K BCTPOEHHOMY
L2TP/IPSec-cepBepy.
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AprymeHT |(3HayeHue |Onmcane

opt JocTyn Kk cepBuCcam Nog ynpaBaeHUsm
OptWare.

sftp JocTyn k pannosomy cepsepy SFTP.

sstp MoaknoYeHme K BCTPOEHHOMY
SSTP-cepBepy.

torrent Bxog B nHTepdelic ynpas/ieHns KINEeHTOM
¢dalinoobmeHHbIX ceTein BitTorrent.

vpn MoaknoveHme K BCTPOEHHOMY
PPTP-cepBepy.

webdav Joctyn Kk dainoBomy cepsepy WebDAV.

Mpumep (config-user)> tag cli

Core::Authenticator: User "admin" tagged with "cli".

(config-user)> tag readonly
Core::Authenticator: User "my" tagged with "readonly".

(config-user)> tag http-proxy
Core::Authenticator: User "admin" tagged with "http-proxy".

(config-user)> tag http
Core::Authenticator: User "admin" tagged with "http".

(config-user)> tag afp
Core::Authenticator: User "test" tagged with "afp".

(config-user)> tag printers
Core::Authenticator: User "admin" tagged with "printers".

(config-user)> tag cifs
Core::Authenticator: User "admin" tagged with "cifs".

(config-user)> tag vpn-dlna
Core::Authenticator: User "enpa" tagged with "vpn-dlna".

(config-user)> tag ftp
Core::Authenticator: User "admin" tagged with "ftp".

(config-user)> tag ipsec-xauth
Core::Authenticator: User "admin" tagged with "ipsec-xauth".

(config-user)> tag ipsec-12tp
Core::Authenticator: User "admin" tagged with "ipsec-12tp".

(config-user)> tag opt
Core::Authenticator: User "admin" tagged with "opt".

(config-user)> tag sftp
Core::Authenticator: User "test" tagged with "sftp".
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(config-user)> tag sstp
Core::Authenticator: User "admin" tagged with "sstp".

(config-user)> tag torrent
Core::Authenticator: User "admin" tagged with "torrent".

(config-user)> tag vpn
Core::Authenticator: User "admin" tagged with "vpn".

(config-user)> tag webdav
Core::Authenticator: User "test" tagged with "webdav".

(config-user)> no tag readonly

Core::Authenticator: User "admin": "readonly" tag deleted.
WcTopuns nsmeHeHwii |Bepcua onucaHue

2.00 [JlobaeneHa KomaHza user tag.

2.04 [JlobaBneHa meTka vpn.

2.06 [Jo6aBneHbl MeTKM opt 1 ipsec-xauth.

2.10 JobasneHa meTka http-proxy.

2.11 [JobaeneHa meTKa ipsec-I12tp.

2.12 [JlobaBneHa meTka sstp.

3.04 Jo6asneHbl MeTkn vpn-dina, sftp n webdav.

3.132 vpn-server

OnucaHwue JocTyn K rpynne KoOMaHA AN1s HaCcTporiku napameTpoB cepeepa VPN.
MNpedukc no Het
MeHsieT HacTpovikm  Hert
MHorokpaTHbIi BBog, Het

Bxo>xaeHue B rpynny (vpn-server)

CuHoncuc (config)> vpn-server
VlCTOpI/Iﬂ U3MeHeHU BepCVlﬂ onvcaHue
2.04 [JlobaBneHa KOMaHza vpn-server.

3.132.1 vpn-server dhcp route

OnucaHwue HasHaunTb MapLLpyT, NnepesgaBaemMbli yepes coobLeHmns DHCP INFORM,
knneHtam VPN-cepsepa.
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KomaHaa ¢ npeprKcom no oTMeHsIeT NoslyYeHune yKkazaHHOro MapLupyTa.
Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yeT OTMEeHEeHO NoJlyYeHme Bcex
MapLLpYTOB.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

CuHoncnc (vpn-server)>  dhcp route caddress> inask»

(vpn-server)>no dhcp route [ <address» imask> ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

address IP-agpec Afpec ceTeBOro KaneHTa.

mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTsyeT ABa
cnocoba BBOJA MacKW: B KAHOHNYECKOM
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOM ANMHBLI NpedurKkca (Hanpumep, /24).

NMpumep (vpn-server)> dhcp route 192.168.2.0/24
VpnServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(vpn-server)> no dhcp route
VpnServer: :Manager: Cleared DHCP INFORM routes.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.12 JobasneHa komaHaa vpn-server dhcp route.

3.132.2 vpn-server interface

OnucaHune Ces3aTtb cepsep VPN ¢ ykasaHHbIM NHTepencom.
KomaHga ¢ npedunkcom no paspbiBaeT CBA3b.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc I (vpn-server)>  interface <interface»

I (vpn-server)> no interface
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AprymeHTbI AprymeHT |3HaueHue OnucaHue
interface |Wmsa uHTepgelica|llonHoe nMsa nHTepdenca Nan NCEBAOHNM.
CnncoK AOCTYMHbIX NHTePHEencoB MOXHO
yBUAeTb C MOMOLLbIo KOMaHAbl interface
[Tab].
Mpumep (vpn-server)> interface [Tab]

WcTopus nsmeHeHum

Usage template:
interface {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint

(vpn-server)> interface FastEthernet0/Vlanl
VpnServer: :Manager: Bound to FastEthernet®/Vlanl

(vpn-server)> no interface
VpnServer::Manager: Reset interface binding.

Bepcus

OnucaHune

2.04

JobasneHa koMmaHaa vpn-server interface.

3.132.3 vpn-server ipvécp

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKK
MHorokpaTtHbIiA BBOJ,

CviHoncmc

Mpumep

Brntounte nogaepxky IPv6. Ana kaxxaoro VPN-cepsepa co3aatotcd DHCP-niynbl
IPv6. Mo ymon4aHMio HaCTpOIKa OTKIOYeHa.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxky IPv6.

Ja
Ja

Het

I (vpn-server)>  ipvécp

I (vpn-server)> no ipvécp

(vpn-server)> ipvécp
VpnServer: :Manager: IPv6 control protocol enabled.

534

CnpaBo4HMK KoMaHa — Lite (KN-1310)



naBa 3 OnncaHme KOMaHA,

(vpn-server)> no ipvécp
VpnServer: :Manager: IPv6 control protocol disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.00 JobasneHa KoOMaHAa vpn-server ipvécp.

3.132.4 vpn-server Icp echo

OnucaHue OnpeaenuTb NpaBuna TecTupoBaHuna PPTP-noakntoueHnin cpegcreamum LCP
echo.

KomaHga ¢ npedurkcom no oTkntovaet LCP echo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (vpn-server)>  lcp echo <intervals «count> [adaptive]
(vpn-server)> no lcp echo
AprymeHTbI AprymMeHT  |3HaueHme |OnucaHue
interval Yenoe WNHTepBan mexay oTnpaekamu LCP echo, B
uncno cekyHAax. Ecnu B TeyeHe yKa3aHHOro
NHTepBasia BpeMeHW OT YAaJIeHHOW CTOPOHb!
He 6bln nonydeH LCP 3anpoc, e byaeT
OTnpas/ieH Takoi 3anpoc C OXMAaHem oTBeTa
LCP reply.
count Lenoe KonnuecTBo oTrnpaBneHHbIX NoAPsA 3aMpoCcoB
yucno LCP echo Ha kOoTOpble He 6bI/1 NONyYeH OTBET
LCP reply. Ecnn count 3anpocoB LCP echo
OoCTanncb 6e3 0TBeTa, CoeMHeHMe byaeT
pa3opBaHo.
adaptive Knwyesoe |Pppd 6yget oTnpaBnaTk 3anpoc LCP echo
C/10B0 TOJ/IbKO B TOM C/lyYae, ec/iv OT Ya/IeHHOro y3/a
HeT Tpaduka.
Mpumep (vpn-server)> lcp echo 5 3
LCP echo parameters updated.
VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.06 [Jlo6baBneHa KkomaHga vpn-server lcp echo.
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3.132.5 vpn-server lockout-policy

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

3afaTb NapameTpbl OTCIEXMBAHWSA MOMbITOK BTOPXeHUs NyTéM nepebopa
naponeii VPN-cepsepa. 1o ymonvaHunio GpyHKLMS BKAKOYEHa.

KomaHga ¢ npedurkcom no oTktouaeT obHapyxeHmne nogbopa.
Ja
Ja

Het

(vpn-server)>  vpn-server lockout-policy <threshold [«durations
[cobservation-windows]]

(vpn-server)> no vpn-server lockout-policy

AprymeHT 3HauyeHuve (OnucaHue
threshold Llenoe Konnyectso HeyfauHbIX MOMbITOK BXOAa
uncno B cMcTemy. 1o No yMon4aHuio
YCTaHOBJ/IEHO 3HayeHune 5.
duration Lenoe MpoJo/KNTENBHOCTL 3anpeTa
4ynucno aBTOpU3aLMKM Ans ykasaHHoro IP-agpeca

B MUHYyTax. [10 yMO/14aHMIO yCTaHOBNEHO
3HaueHwue 15.

observation-window |Yenoe MNpoAoMKNTENBHOCTL HAabNAEH A 32
Ynco NoA03pUTENbHOM aKTUBHOCTBHO B
MUHyTax. No yMon4aHuio ycTaHOBNEHO
3HauyeHwue 3.

(vpn-server)> lockout-policy 10 30 2
VpnServer: :Manager: Bruteforce detection is reconfigured.

(vpn-server)> no lockout-policy
VpnServer::Manager: Bruteforce detection is disabled.

Bepcus OnucaHue

3.01 JlobasneHa komaHAa vpn-server lockout-policy.

3.132.6 vpn-server mppe

OnuncaHune

Mpejukc no

YcTaHoBUTb pexunm ans wndposaHus MPPE. [To yMOAYaHNIO NCNOJb3yeTCs
KN4 AnnHom 40 6uT.

KomaHza ¢ nped1KcoM no oTKNoYaeT Bbl6paHHbIV PeXxuM.

Aa
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (vpn-server)>  mppe tmode>
(vpn-server)> no mppe node»

AprymeHTbI AprymeHT 3HaueHue ‘Onwcal-wle

mode 40 AnvHa knova wundposaHms 40 6u1T.

128 AnviHa kno4da wugpoBaHna 128 6UT.

Mpumep (vpn-server)> mppe 40

VpnServer: :Manager: Set encryption 40.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 JobaBneHa KOMaHAa vpn-server mppe.

3.132.7 vpn-server mppe-optional
OnucaHune Brkntountb wndposaHwue MPPE.
KomaHaa ¢ npedunkcoM no oTk/IoUaeT WwrppoBaHme.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (vpn-server)>  mppe-optional

I (vpn-server)> no mppe-optional
NMpumep (vpn-server)> mppe-optional

VpnServer::Manager: Unencrypted connections enabled.
VICTOleﬂ U3MeHeHU Bepcmﬂ onvcaHue

2.04 JobaBneHa koMaHAa vpn-server mppe-optional.

3.132.8 vpn-server mru

OnucaHue YcTaHOBUTL 3HaveHMe MRU koTopoe byaeT nepeaaHo PPTP-cepeepy. Mo
YMONYaHUIO NCMOJIb3yeTcd 3HaueHve 1350.
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KomaHaa ¢ npe¢prKCcom no ycTaHaBNMBaEeT 3HaYEHME M0 YMOJTYAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (vpn-server)>  mru walue
(vpn-server)> no mru

AprymeHTbI AprymeHT |3HaueHune OonucaHune
value Uenoe uucno |MRU3HauyeHne

Mpumep (vpn-server)> mru 200
VpnServer::Manager: mru set to 200.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.04 Jlo6aBneHa KOMaHAa vpn-server mru.

3.132.9 vpn-server mtu

OnucaHwue YcTaHOBUTbL 3HaveHue MTU, koTopoe byaeT nepeaaHo PPTP-cepeepy. o
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHaa ¢ npedurKcom no ycTaHaBNMBaeT 3HaUYeHMe M0 YMOTYaHMIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (vpn-server)>  mtu walues
(vpn-server)> no mtu
AprymeHTbI AprymeHT |3HauyeHue OonucaHune
value UYenoe uucro |3HaueHue MTU. MoxeT NpUHUMAaTb 3HaYeHns
oT 128 po 1500 BKAKOUNTENBHO.
Npumep (vpn-server)> mtu 200

VpnServer::Manager: mtu set to 200.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 [JobaeneHa KomaHza vpn-server mtu.

3.132.10 vpn-server multi-login

OonucaHue Pa3peLumnTb nogkatoueHne K cepepy VPN HECKONbKMX Nonb30BaTenei ¢
OJJHOTO aKKayHTa.

KomaHaa ¢ npedrKcom no oTkI0HaeT 3Ty BO3MOXHOCTb.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (vpn-server)>  multi-login

I (vpn-server)> no multi-login
Mpumep (vpn-server)> multi-login

VpnServer: :Manager: multi login enabled.
WcTopusa nsmeHeHuim Bepcus onwvcaHve

2.04 JobasneHa komaHaa vpn-server multi-login.

3.132.11 vpn-server pool-range

OnucaHue Ha3HaunTb nyn agpecos A4 KIMEHTOB, Nojkatovarowmxca K cepsepy VPN.
KomaHga ¢ npedunkcom no yganaet nyn.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (vpn-server)>  pool-range <begim [size]
(vpn-server)> no pool-range
AprymeHTbI AprymeHT |3HaueHue |OnucaHune
begin IP-agpec |HauanbHbIN agpec nyna.
size Uenoe Pasmep nyna. MoxeT NpHMMaTb 3HaUeHNsA B
ynucsio AvanasoHe oT 1 fo 64 BkntounTenbHo. Ecnn
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Mpumep

UcTopus nsmeHeHwnii

AprymeHT

3HauyeHe [OnucaHwue

pasmep He yKkasaH, OH ornpejensercs
aBTOMAaTUYeCKM B 3aBMCUMOCTY OT YCTPOIACTBA.

(vpn-server)> pool-range 172.168.1.22 20

VpnServer:

:Manager: Configured pool range 172.168.1.22 to »

172.168.1.41.

(vpn-server)> no pool-range

VpnServer: :Manager: Reset pool range.
Bepcus OnucaHve
2.04 [Jlo6baBneHa KoMaHza vpn-server pool-range.

3.132.12 vpn-server static-ip

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

Ha3HauunTk IP-agpec nonb3oBaTento. [lonb30BaTte/ib B CUCTEME LO/IKEH IMETb

MeTKy vpn.

KomaHaa ¢ npeprkcom no yaanseT npuBs3ky.

Ja
Aa
Ja

(vpn-server)>  static-ip «name> «address»

(vpn-server)> no static-ip <name>

AprymeHT 3HaueHue |OnucaHue
name CTpoka JTorvH.
address IP-agpec HasHauvaembili IP-agpec.

(vpn-server)> static-ip test 172.16.1.35
VpnServer: :Manager: Static IP 172.16.1.35 assigned to user "test".

(vpn-server)> static-ip test

VpnServer: :Manager: Static IP address removed for user "test".
Bepcus OnucaHue
2.04 JobasneHa koMaHaa vpn-server static-ip.
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3.133 yandexdns

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoAKM

JocTtyn B rpynny KomaHa Ansa HacTporiku npobunein Yandex.DNS.

Het

Het

MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (yandexdns)

CuvHoncuc

WcTopus nsmeHeHum

(config)> yandexdns
Bepcus OnucaHue
2.01 JobaBneHa komaHaa yandexdns.

3.133.1 yandexdns assign

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

WcTopus nsmeHeHum

HasHauunTb TUNbI A1 XOCTOB. [10 yMOT4aHMIO A1 BCEX XOCTOB UCMOJIb3YyeTCA
Tun safe. default MoxeT ObITb Ha3Ha4YeH TO/ILKO O4HOMY XOCTY.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Aa
Ja
Ja
(yandexdns)>  assign [ <hosts]<type»
(yandexdns)> no assign [ <hosts ]
AprymeHT 3HauyeHue |OnucaHue
host MAC-agpec  |XOCT, K KOTOPOMY NPUMEHAETCA T1M
dunbTpaumn. Ecnm He ykasaH, Tmn
NPYIMEHSAETCH KO BCEM XOCTaM.
type default PunbTpaumsa He NCMNOb3YyeTCs.
safe 3aLmTa oT BPeAOHOCHbIX 1
MOLLEHHNYECKNX CaNTOB.
family 3aKpbIT 4OCTYN K BP€AOHOCHLIM 1
MOLUEHHWNYECKUM caiTaM, a Takxe K
pecypcam Ansi B3pOC/ibIX.
Bepcus OnucaHue
2.01 JobasneHa komaHaa yandexdns assign.
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3.133.2 yandexdns check-availability
OnucaHue MpoBepuTb AOCTYNHOCTL CNyX6bl Yandex.DNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (yandexdns)> check-availability
Mpumep (yandexdns)> check-availability
available
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue
2.06 [JobaeneHa komaHza yandexdns check-availability.

3.133.3 yandexdns enable

OnucaHune 3anycTnTb cnyxoby Yandex.DNS.

KomaHga ¢ npednkcom no ocTaHaBAMBAET CNIYXKOy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc I (yandexdns)>  enable

I (yandexdns)> no enable
Npumep (yandexdns)> enable

YandexDns::Client: Yandex DNS is enabled.
NcTopusa nsmeHeHum Bepcus onwvcaHve

2.01 Job6asneHa komaHaa yandexdns enable.
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JononHutensHas MHGopMaLus

4.1 HTTP Core Interface

Lite npepgoctasnseT HTTP XML API. API goctyneH yepes nHTepdeiic /ci, KoTopblii
npuHmnmaeT POST-3anpockl B popmate XML 1 Bo3epaLlaet XML KNMeHTCKOMY NPUNOXKEHNIO,
npotuejliemy npoveaypy asTopusaumn.

Mocne cbpoca Lite Ha 3aBoACKME HACTPOMKM aBTOPU3aLNS He TpebyeTcs.

Mpumep 4.1. BbizoB XML API

BbinonHnTh KOMaHAay «show interface» ans WAN-nHTepdelica ¢ umeHem ISP. 70T
NHTepdelic NpUCyTCTBYeT B 3aBOACKMX HacTpoiKax Lite

POST /ci HTTP/1.1

Host: 192.168.1.1

Connection: keep-alive

Content-Length: 177

Origin: http://192.168.1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64)
Content-Type: application/xml

Referer: http://192.168.1.1/

<packet ref="/">
<request id="1" ref="former.ifaces[load]">
<command name="show interface">
<name>ISP</name>
</command>
</request>
</packet>

YCTpONCTBO BO3BpaLLaeT TekyLlee COCTosiHuE nHTepdeica ISP;

HTTP/1.0 200 OK

Server: Ag [47]

Set-Cookie: authorized=*; path=/
Content-type: text/xml
Content-Length: 760

<packet>
<response id="1">
<interface name="ISP">
<mac>ec:43:f6:d3:22:d9</mac>
<id>FastEthernet0/Vlan2</id>
<index>2</index>
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<type>VLAN</type>
<description>Broadband connection</description>
<link>down</1link>
<connected>no</connected>
<state>up</state>
<mtu>1500</mtu>
<tx-queue>1000</tx-queue>
<global>yes</global>
<defaultgw>no</defaultgw>
<priority>700</priority>
<security-level>public</security-level>
<auth-type>none</auth-type>
</interface>
<message code="268370345" ident="Network::Interface: :Base"
source="">done</message>
</response>
</packet>

dnemMeHT <request> JO/XEH BCErAa NpUCyTCTBOBATb B 3anpoce OT KANEHTCKOro
MPUNOXEHUNS K YCTPOCTBY. YCTPOICTBO BCerAa oTBeYaeT CoObLLeHNEeM <response>.
ATPUBYT id MOXET MCNONBb30BaTLCSA A1 YCTAHOBEHNSI COOTBETCTBUSA MEXAY HUMMU.

PucyHok 4.1. ®opmart 3anpoca

<request id="identifier">
<!-- request content -->
</request>

PucyHok 4.2. dopmaT oTBeTa

<response id="identifier">

<!-- response content -->
</response>
CyuiecTByeT ABa OCHOBHbIX T/MNa 3anpocos XML:

BbinonHeHVe KoMaHAbl  BbINoAHUTE onpeaeneHHY0 KOMaHAy Ha ycTpoicTee. locTynHble
KOMaHAbl onncaHbl B pasgese [/1aBa 3 Ha CcTpaHuLe 33

3anpoc HacTpoek MonyunTb NapameTpbl, HACTPOEHHbIE MO ONpeAeNeHHO
KOMaHze.

4.1.1 Bbinos1IHeEHMe KOMaHAbI

3anpoc command No3BOoNSIET BbIMNONHUTL ONPeAeNeHHYH KOMaHAY Ha YCTPOMCTRE.
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PucyHok 4.3. BbinosiIHEHWEe KOMaHAbl

<request id="identifier">
<command name="command">
<no/>
<argument>value</argument>

</command>
</request>

command  [lofIHOe NMSA KOMaHAbI, pasgefieHHoe rnpobenamu. JocTyrnHble KOMaHAb
nepeyviciieHbl B pasgene [NaBa 3 Ha cTpaHuLe 33.

argument WMsa aprymeHTa. ApryMeHTbl KaX/0W KOMaH/bl nepeyncieHsl B pasgene
[naBa 3 Ha cTpaHuLe 33. HekoTopble KOMaHAbl He TpebytoT Kaknx-11bo

aprymMeHToB.
value 3HayeHVe aprymeHTa.
no Heobs3aTeNbHbIl 31eMeHT, KOTOPbIV UCNOob3yeTcsa A5 OTPULIAHUSA AeCTBUSA

KOMaHgabl. OH AeNCTBYeT Tak Xe, Kak npedurKc no, CM.
Pa3pen 2.3 Ha cTpaHuue 30.

4.1.2 3anpoc HacTpoek

3anpoc config ncnonb3syeTrca Ans NOAyYeHNss HACTPOEHHbIX MapameTpoB. Beb-nHTepderic
NCNoNb3yeT TakoW 3anpoc Ana 3anonHeHus HTML-¢popm.

PucyHok 4.4. 3anpoc HacTpoek

<request id="identifier">
<config name="command" />
</request>

4.1.3 NakeTHbIX 3anpoc

Heckonbko 3arnpocoB MOXHO 06beAVHATL B NAKETbl 418 ONTUMKU3aLUN
npon3BoOANTE/NIbHOCTI.

PncyHok 4.5. NMakeTHbIW 3anpoc

<packet>
<request id="1">
<!-- request content -->
</request>
<request id="2">
<!-- request content -->
</request>
</packet>
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OTBETHbIE 3/1IEMEHTbI NMPUXOAAT B BUZE NakeToB. aeHTUPNKATOPLI OTBETA UCMO/b3YHTCS
4151 yCTaHOB/IEHWNSI COOTBETCTBUSI MeXy OTBeTaMu 1 3arnpocamu. Ecam HeT oTBeTa,
BO3BpALLlaeTCs NyCcTol 3N1EeMEHT <response/>

PucyHok 4.6. NMakeTHbI oTBET

<packet>
<response id="1">
<!-- response content -->
</response>
<response id="2"/>
<!l-- no response for id=2 -->
</packet>
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noccapwin

Address and Control Field
Compression

Address Resolution Protocol

AdGuard DNS

Authenticated Encryption
with Associated Data

Automatic Certificate
Management Environment

Challenge-Handshake
Authentication Protocol

Change of Authorization

[noccapui

LCP HacTpoiika, obecneynBatoLlas cxaTue noneii Address u Control
KaHaNbHOro ypoBHS.

NPOTOKOJ onpejeneHuns agpeca, NPOTOKON KaHaNbHOro YPOBHS,
npegHa3HaveHHbIV Ana onpegeneHns MAC-agpeca no n3BecTHOMY
IP-agpecy. Hanbonbluee pacnpocTpaHeHve 3STOT NPOTOKO NOAYYn
6narofaps noBcemMecTHOCTU ceTeid IP, nocTpoeHHbIX nosepx Ethernet,
MockoJsibKy npaktnyecku B 100% cnyyaes npu TaKOM coyeTaHumn
ncnonb3yetcs ARP. MNpeobpa3oBaHuve afpecoB BbIMOIHAETCS MyTem
novcka B Tabnuue, Tak HasbiBaeMoil ARP-Tabnnue. OHa cogepxuT
CTPOKM AN5 KaXAOro y31a ceTu. B AByx ctonbuax cogepxatcs IP- 1
Ethernet-agpeca. Ecnn TpebyeTtca npeobpasoBath IP-agpec B
Ethernet-agpec, To vLLeTCA 3aNnCb C COOTBETCTBYOLWNM IP-agpecom.

cepeuc AdGuard ansa 3aWwmThl JoMalLHel ceTn. ObecneymBaeT Tpu
pexunma 3alnTbl:

+ be3 punbTpauunK: 3aLMTa He NCNOb3YeTCs;
* be3 peknambl: 610KMPOBKa peknaMbl, TPEKUHIa U GULLNHTa;

+ CemeiHbI: 610KMpPOBKa pek/iaMbl, TPeKMHra, GULLINHIG, CaliTOB ANs
B3pOC/bIX, @ TakXke 6e3onacHbI MonCK B 6pay3epe.

Takke AyTeHTUGMLIMPOBaHHOE LWdPOBaHME C NPUCOEANHEHHBIMM
AAHHbIMU

Knacc 6104YHbIX PEXMMOB LW$POBaHMSA, MPY KOTOPOM YacTb
coobLeHMa WndpyeTcs, YacTb OCTAaeTCs OTKPbITOM, U BCé coobLLeHne
LennKom ayTeHTUPULMPOBAHO.

ABNAETCA KOMMYHUKaUMOHHBIM NMPOTOKOJ/IOM ANA aBTOMaTU3alnn
B3aVMOJEeNCTBUI MeXay opraHamu ceptudukaumnm n Beb-cepsepamm
CBOUX HOﬂbBOBaTGHEVI, Nno3BOJ1IAA aBTOMaTn4ecKkoe pasBepTbiBaHE
VHOPACTPYKTYpPbl OTKPbITbIX K/IOUer N0 o4eHb HN3KOM LeHe. OH 6bia
pa3pabortaH Internet Security Research Group (ISRG) ansa cBoein cnyx6bl
wndpoBaHua Let's Encrypt.

LUIMPOKO PacrnpoCTpaHéHHbI anropmMTM NpoBepKn NOAANHHOCTH,
npeaycmMaTpuBaloLLMiA nepesady He CaMOro Naposs NonbL3oBaTens, a
KOCBEHHBbIX CBegeHu 0 HEM. CHAP aBnsieTca 6onee 6e3onacHbIM
MeToA0oM, YeM Password Authentication Protocol.

MeXaHW3M AN U3MEeHEeHWA aTpnbyToB ceaHca ayTeHTUdUKaumm u
aeTopu3auumm RADIUS. MNo3BonseT HaCTPOUTb YXXe akKTUBHbIA ceaHc
KNVeHTa.
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Dead Peer Detection

Device Privacy Notice

DHCP

DHCP-server

3710 ycnyra komnanum Cloudflare no 3awmre gomaluHen ceTu.
ObecrneumBaeT TpU pexxrMma 3aLnThbI;

+ default: 3awmTa oTKNOUEHS;
+ standard: 6e3onacHbIi DNS, 6e3 610KNpoBKY;
* malware: 610kMpoBKa BpeAOHOCHbIX MPOrpamm;

+ family: 6nokrpoBka BpegoHOCHbLIX MPOrpaMm 1 CanTOB AN B3POC/bIX.

HTepderic KOMaHAHOM CTPOKWY, Pa3HOBUAHOCTb TEKCTOBOIO

vHTepderica Mexay YenoBekoM 1 KOMMbIOTEPOM, B KOTOPOM

VHCTPYKLMN KOMMbBIOTEPY Aat0TCA B OCHOBHOM MYTEM BBOJAA C
KNnaBMaTypbl TEKCTOBbLIX CTPOK (KOMaHJ). TakxKe n3BecTeH noj
Ha3BaHMEM KOHCO/Ib.

3To NopsfoK GopMMPOBaHUMA oUepean, NCNoNb3yroLwnii kak AQM, Tak
1 FQ. OH 06beanHsaeT COBALT, koTopblili aBnseTcs anroputMom AQM,
B KOTOpOM KOMBUHUMpytoTca Codel n BLUE, welinep, koTopblii paboTaeT
B pexvmMe gednunTa, 1 pasHoBUAHOCTb DRR++ ana n3onaumm notoka.
8-CTOpOHHEee MHOXeCTBEHHO-aCcCoLMaTVUBHOE X3LWMpPOBaHMe
NCNoNb3yeTcs AN1A BUPTYanbHOMO YCTPAHEHWS CTOIKHOBEHMWIA X3LLe.
MpropuTeTHasa opraHmMsauns odepean 4OCTyNHa Yepes yrpoLLEeHHYo
peanusaunto diffserv. CAKE ncnonb3syert werinep ¢ AedpuunTHbIM
pexXxMmMoM paboTbl, KOTOPbIA He NCNOob3yeT "Bcnaeck", XxapakTepHbIi
ANng "anropmTtMa TekyLlero segpa". OH aBToMaTU4yeckn nepejaeT
CTONbKO NaKeToB, CKOJIbKO TpebyeTcsa ANa NojjepXaHns yKasaHHOM
NMPONYCKHOM CNOCOBHOCTU.

MCNob3YyeTCs A5 YCTAHOBKM U HACTPOMKIM anropuTMOB OKaTUSA AaHHbIX
Ha PPP.

3TO MEeTOZ, UCMO/b3yeMblii CeTEBbIM YCTPOCTBAMM A/151 MPOBEPKU
CyLLLeCTBOBaAHMSA U AOCTYMHOCTU APYrnX CETEBbIX YCTPOMCTB.

3TO NONOXeHne 0 KOHOUAEHLUMANbHOCTY ycTpolicTBa Keenetic npwu
06paboTke JaHHbIX.

NPOTOKON AUHAMUYECKOM KOHPUTypaLmK y3na, 3To ceTeBOI NPOTOKON,
NO3BONSAOLLNA KOMMbIOTEPAM aBTOMaTHYeckn nosyyate IP-agpec n
Apyrve napameTpbl, HeobxoanMble Ans paboTbl B ceT TCP/IP. aHHbI
NPOTOKON paboTaeT Mo MOAeNU «KANeHT-cepBep». 415 aBTOMaTU4eCcKoin
KOHUrypauum KOMMbloTep-KAMeHT Ha 3Tarne KOHGUrypaummy ceTeBoro
yCTpoOMCcTBa 06palLlaeTcs K Tak Ha3biBaeMoMy cepsepy DHCP, 1
NoJsly4aeT OT Hero Hy>KHble napamMeTpbl. CeTeBon agMUHUCTPATOP
MOXEeT 3ajaTb AMarna3oH agpecos, pacnpejeniemMbix CEpBepoM Cpesmn
KOMIMbIOTEPOB. 3TO NO3BO/SET U36eXaTb PYUHON HACTPONKU
KOMIMbIOTEPOB CETN N YMeHbLUaeT KONMYecTBo owmn6b0oK. MpoTokon
DHCP ncnonb3yetcs B 60nbLUMHCTBe ceTell TCP/IP.

DHCP-cepBep ynpasnseT nynom IP-agpecos v nHdopmaumeri o
KOHOUIypaLmnmy KANeHTCKMX MapaMeTpoB, TakMX Kak L3 Mo
YMOJIHaHWVIO, JIOMEHHOE NMS, CeEPBEP UMEH, APYr1X CEPBEPOB, TaKmnX
Kak cepsep BpeMeHU 1 Tak ganee. [onyynBs KOPPEKTHLIV 3anpoc,

548

CnpaBo4HMK KoMaHa — Lite (KN-1310)



noccapwin

Diffie-Hellman
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cepsep BblgaeT KoMnbloTepy IP-agpec, apeHay (MpoMexXyToK BpeMeHu,
B TeueHume KoToporo IP-agpec gencTBuTeNeH) 1N Apyrme HacTpoeYHble
rnapametpsbl IP, Takre Kak Macka NoACceTu 1 W03 No yMOo/i4aHuto. B
3aBUCKMOCTM OT peann3aunm, DHCP-cepeep MOXET UMeTb TP MeToa
Ha3HauyeHws IP-agpecos:

+ duHamuyeckoe pacnpedeseHue: CeTeBO aAMUHUCTPATOP Ha3HayaeT
onpegeneHHbln AnanasoH IP-agpecos ans DHCP, n kaxabii
K/IMEHTCKWIA KOMMbIoTep B IOKaNbHOW CeTW HacTpOeH 3anpalunBaTb
IP-agpeca ot DHCP-cepBepa npuv nHnumanmsaumm cetn. Npouecc
3anpoca v npejocTaBAeHns NCNOob3yeT NPUHLMM apeHibl Ha
onpegeneHHbIn cpok, no3sonss DHCP-cepBepy Bo3BpaLLath (1 3aTem
nepepacnpegensts) IP-agpeca, KoTopble He 06HOBASIOTCS.

« aemomamuyeckoe pacnpedeneHue: DHCP-cepBep Ha NOCTOsSIHHOe
MCNONb30BaHWe BbigeNseT NPOM3BO/bHbIN CBO6OAHBIV IP-agpec 13
onpeAenéHHOro aiMMHNCTPATOPOM AManasoHa. 3ToT cnocob
aHanorvyeH AnMHammn4eckoMy pacrnpegeneruto, Ho DHCP-cepsep
XPaHWT TabNU1LYy NPOLLbIX Ha3HauYeHW IP-agpeca, Tak YTo OH cKopee
BCEro HasHa4unT KMEeHTY TOT Xe IP-agpec, YTo 1 paHbLue.

« cmamuyeckoe pacnpedeneHue: Cepep DHCP BbigensieT IP-agpeca
Ha ocHoBe Tabnnupl ¢ napamn MAC/IP-agpecos, KoTopeble
3aroJIHAKTCA BPYUHYH (BO3MOXHO, CETEBbLIM aAMUHVCTPaTOPOM).
IP-appeca byayT BblAENATLCSA TONLKO ANSA KIMEHTOB, b MAC-aapeca
yKasaHbl B 3TOM Tabauue. 3Ta GyHKUMA (KOTopas NojAepXnBaeTcs
He BceMu cepBepamm DHCP) Takxe HasbiBaeTcsa CTaTnyeckum
HazHaueHnem DHCP (DD-WRT), ¢uKcrpoBaHHbIM agpecom (no
aokymeHTauum dhcpd), pesepBupoBaHunem agpeca (Netgear),
PesepBupoBaHue DHCP nnu Ctatuyecknii DHCP (Cisco/Linksys) n
PesepsuposaHue IP nan MAC/IP npuBsska (MponsBoanTensiMu
PasAnNYHbIX APYriX MapLUpyTN3aToOpPoOB).

3To0 yacTb /KE NpoTOKO/a, MO3BOASAOLLANA ABYM 1 60/iee CTOpOHaM
NONYYUTb OOLLUIA CEKPETHbLIN KNHOY, NCMONb3YSA He3allULLEeHHbIA OT
NPOCYLUNBaHWA KaHan cBsi3u. MNosly4eHHbI IPsec KoY NCMonb3yeTcs
ANs WndpoBaHMAa JanbHeliwero o6MeHa C MOMOLLbIO airOPUTMOB
CUMMETPUYHOro WndpoBaHUS.

CTaHAApPT, MO3BONAIOLLMIA COBMECTUMbIM YCTPOCTBaM NepeAaBaTb U
NPUHMMAaTL MO JOMALLHeN CeTU Pa3INYHbI MeJna-KOHTEHT
(n306pakeHNs], My3bIKy, BUAEO), @ Tak)Xe 0TObpaxaTb ero B pexvme
peanbHOro BpemMeHu. 3TO TeXHOI0rNA A8 COeANHEHNS AOMALLHNX
KOMMbOTEPOB, MOBUBHbIX TenepOHOB, HOYTOYKOB 1 6bITOBOWA
3N1eKTPOHUKWN B e4MNHYI0 LMPPOBYHO CeTb. YCTPONCTBA, KOTOpble
nogaepxmBatoT cneundurkaymo DLNA, No xxenaHWto nonb3oBaTens
MOTYT HaCTPamBaTbCsA N 06 beANHATLCA B AOMALLIHION CeTb B
aBTOMaTNYECKOM pexunme.

CUCTEMA JOMEHHbBIX MMEH, KOMMbIOTEPHAs pacrpeienéHHas cuctema
ANst noNyyYeHns nHbopMaLmm o JoMeHax. Yallle BCero Ucnosb3yeTcs
ANst nonyyeHus IP-agpeca no MMeHM XocTa (KoMNbloTepa nan
yCTpOIiCTBa), NoNyYeHUs MHPOPMaLMN O MapLLpPYTU3aLUK NOYThI,
06CNYXMBAKOLLMX Y3N1aX A/ MPOTOKO/OB B JOMEHe.
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! https://tools.ietf.org/html/rfc8484
2 https://tools.ietf.org/html/rfc7858
3 https://tools.ietf.org/html/rfc8310

CUCTEMA AOMEHHbIX IMEH, KOMMbIOTEPHAs pacnpeeneHHas cMcTtemMa
ANS nony4vyeHns MHGopMaLMm 0 AOMEHaX C UCMOb30BaHNEM
6e3onacHoM nepefaun aHHbIX MEXAY y31aMu ceTu VIHTepHeT no
rnpotokony HTTPS. 3ToT MeToZ 3ak/ito4aeTcs B NOBbILWIEHNN
KOHPUAEHLMANbHOCTM 1 6€30MacHOCTY MoJib30BaTeNell NyTem
npeAoTBPaLLEeHMs NPOCAYLINBAHUA N MAHUMNYINPOBAHUSA AAHHBIMU
DNS c nomoLupbto atak TMna "man-in-the-middle". CtaHgapT onucaH B
RFC 8484,

CYCTeMa AOMEHHbIX VIMEH, KOMMbIOTepHasa pacrnpegeneHHas cmcrema
Ans nony4veHns MHGopMaLMm 0 AOMEHax C UCMOAb30BaHNEM
6e3onacHomn nepep,iatwl p,aHHblx3|vle>K,qy NHTepHeT-y3namn. CtaHgapT
onucaH B RFC 7858 n RFC 8310°.

dopma KoMMNbIOTEpHOW aTaku Ha Beb-cepBuUChl. B faHHO aTake
BpeJOHOCHas Beb-CTpaHMLa 3acTaBnseT bpaysep rnocetutens
3anycTUTb CKPUNT, 06paLLAloLLMACA K APYTUM CaillTaM U CepBrCcaMm.
ATaka MOXeT bbITb NCNOMb30BaHa A5 MPOHNKHOBEHUS B JIOKaNbHble
CeTu, Korja aTakyoLLmnii 3acTaBnseT Beb-6pay3ep xxepTBbl 06paLLaThcs
K yCTPOWCTBaM MO YacTHbIM (MprBaTHbIM) IP-agpecam v Bo3Bpawatb
pe3ynbTaThl 3TUX ObpaLLeHMiA aTakytoLlemy. Takxke ataka MoxeT
MCNONb30BaThCA A5 TOrO, YTOOLI MopaXaeMsblil 6pay3ep BbINOAHSAN
OTNpaBKy cnamMa Ha Beb-caliThbl, 1 gns DDOS-aTak 1 Apyrnx
BPeAOHOCHbIX AeAHUIA.

3TO YacTb Habopa NpoTokonoB IPsec. B IPSec oH obecneunBaet
MOA/IMIHHOCTb MPOUCXOXAEHUS, LLe/IOCTHOCTb W 3aLnTy
KOHPUAEHLMANBHOCTY MakeToB.

ABNAETCA pnNagn4eckmm 4oroBopomM Mexagy aBTopom nporpaMMmHOro
obecneyeHus nnun n3gartenem N nonbsoBaTtesieM 3TOro NPUIOKeHNA.

3TO HOBad KOHUeNnumna poyMmmnHra, Korga Ha4dasibHoe rnoarsepxageHume
MOAK/IHOYEHUST K HOBOW TOUKe AO0CTYyrMa BbIMNO/JIHAETCA AaXKe npexje
UeM KJIMEHT MOAK/THUYNTCSA K 3TON TOUKe A0CTyna.

3T0 NopsaAok GOpMMpPOBaHMA ovepeamn, KOTopbI coveTaeT B cebe FQ
n cxemy CoDel AQM. FQ_Codel ncnonbsyet cToxacTnyeckyo MoAenb
And Knaccm¢|/||<a|_|,|/||/| BXOAALLMX NMaKeToB B pa3/inyHble MOTOKN
NCNonb3yeTcs 418 pacnpegeneHuns nponyckHOM CnocobHOCTY MexXay
BCEMM MOTOKaMW, NCMOb3YOLWLNMN oYepelb. Kax bl Tako NOTOK
ynpasnsieTca ¢opmmpoBaHmnem odepeaun CoDel.

VMS JOMEHa, He nMetoLLiee HeOAHO3HAYHOCTel B onpeaeneHunn.
BkntouaeT B cebs IMeHa BCex poAnNTENbCKUX JOMEHOB VepapXmin
Domain Name System.

Takke CtaTnyeckunii NAT, NAT ogviH K 04HOMY, NepeajpecaL s nopTos

3TO eAMHCTBEHHbIN TUN NAT, B KOTOPOM MOPT NOCTOSAHHO OTKPbLIT U
paspeLuaeT BXxoAsLne CoeANHEHNS C Ntoboro BHelwHero y3na. Full
Cone NAT conocTasnseT nybanyHeln IP-agpec n nopt c IP-agpecom un
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NOPTOM NOKaNbHONM ceTu. JTlo6oM BHELLHWIA XOCT MOXeT OTNPaBAsATb
JaHHble Ha IP-agpec nokanbHOWM ceTV Yepe3 COOTBETCTBYHOLLUIA eMy
IP-agpec n nopt NAT. OTnpaBuTb JaHHble Yepes Apyror NopT He
nonyuntcs. Ctatnyeckuin NAT He06X0aMM, KOrAa ceTeBoe YCTPOCTBO
B YaCTHOW CeTN AOMKHO 6bITb JOCTYMHO U3 VIHTepHeTa.

NPOTOKOJ1 TYHHENIMPOBAHWSA CeTEBbIX NakeToB, pa3paboTaHHbIN
KoMnaHwueli Cisco Systems. Ero ocHoBHOe Ha3HauyeHne —
VHKaNCcynaums nakeToB CeTeBOro ypoBHs ceteBoi mogenn OSI B IP
nakertbl.

OAVIH N3 MEXaHN3MOB NPOBEPKN LIENOCTHOCTM NHPOPMaLLUK,
MO3BO/AIOLLMIA rapaHTUPOBATL TO, UTO AAHHbIE, MepeAaBaemMble UK
XPaHSLLMECS B HEHAAEXHO cpese, He 6bl U3MEHEHbI MOCTOPOHHVIMM
amuamu,

CBOICTBO MaTeMaTNYeckoro o6beKkTa, KOTopoe NPosiBASETCA B TOM,
UTO NMOBTOPHOE AeicTBMEe Haj 06EKTOM He N3MEHSIeT ero.

NpOTOKON 06MeHa cnyxebHon nHdopmaumen ana nepesadm AaHHbIX
MeXAy TouKamu AocTyna. JaHHbI NPOTOKON ABASETCS
pekomeHgau e, KoTopas onncbiBaeT Heoba3aTelbHOe paclunpeHmne
IEEE 802.11, obecneunBatoLlee 6ecnpoBOAHYHO TOYKY AOCTyMNa ANS
KOMMYHMKaLMN MeXay CMCTeMaMn Pa3HbIX MponsBoauTenei.

NMPOTOKO/ MeXCeTeBbIX YPaBASOLLNX COOOLLEHNIA, CETeBOV MPOTOKOS,
BXOZALWI B cTek npoTokosioB TCP/IP. B ocHoBHOM ICMP ncnonb3yeTcs
ANs nepeAaym coobLLeHNn 06 onbBKax 1 APYrUX NCKAKUUTENbHbIX
CUTYaLMAX, BOSHUKLLNX MPY nepejade JaHHbIX, Hanpumep,
3anpaluviBaemas ycnyra HelocTyrnHa, Uiy XocT, Wi MapLupyTn3aTop
He oTBeYaroT. Takxe Ha ICMP Bo3nararoTcs HEKOTOPbIE CEPBUCHbIE

byHKUNN.

3TO MHTEPHET-MPOTOKOJ, KOTOPbI 0becrneyrBaeT BOSMOXHOCTb
KOMMbIOTEPY COO6LLNTH O CBOEW MPUHAANEXHOCTU K Fpynne paccbli/ikKn
Ha cocefiHVe MapLUpyTu3aTopsbl. [pynnoBas paccbiika No3sosseT
OZJHOMY KOMMbIOTEPY MO MHTEPHETY PaccbilaTb KOHTEHT APYrnm
KOMIMbIOTEpPaM, 3aHTEPECOBAHHbLIM B MOJIyYEHNN PACCbUIKU.
IpynnoBas paccblika MOXeT bbITb MCMO/Ib30BaHa B TaKUX C/yYasx,
KakK 06HOB/eHVe agpecHbIX KHUT MoAb3oBaTenei MobUabHbIX
KOMMbIOTEPOB, paccbliika NHGOPMALIMOHHbIX broi1eTeHel No
KOMMNaHuu, 1 "s¢npHoe BellaHre" LWNPOKOMONAOCHbIX MPOrpaMm
MOTOKOBOrO My/ibTUMeAMa A/1A ayAnTopum, KoTopas "HacTpounack"”
Ha noJslyydeHwe rpyrnnoBo PaccbliKy.

3TO CTaHAAPTHbIV NpoTokon IPsec, ncnonb3yeMbix AN obecrneyeHns
6e30MacHOCTV B3aMOAEeNCTBUSA B BUPTYasbHbIX YacTHbIX ceTax. Lenb
IKE - co3aaHume 3aLumLLeHHOro ayTeHTUdLMpPOBaHHOMO KaHana cBsAsun
C MOMOLLbIO anropmnTma obmMeHa kntodamu Diffie-Hellman ans co3gaHuns
06LLLero ceKPeTHOro K/toua ¢ fanbHelmnm windposBaHmeM IPsec cBsi3u.

OCHOBHOW KOMMYHWKaLMOHHbI NPOTOKON B ceTU VHTepHeT. B
coBpeMeHHol ceTu HTepHeT ncnosb3yetca IP yeTBEpTOit Bepcun,
TakXe N3BeCTHbIM Kak IPv4. Ero npeeMHMK — LLecTas Bepcus
npotokona, IPvé6.
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NPOTOKO/ YyNpaBNeHns ceTeBbIM YPOBHEM ANA YCTAHOBKM, HACTPONKN
1 paspelBa IP nogknroueHns nosepx Point-to-Point Protocol (PPP)
coeguHeHus. IPCP ncnonb3syeT TOT XXe MexaHM3M 0bMeHa nakeTamu,
uTto 1 LCP. O6MeH naketamu IPCP He nponcxoanT J0 Tex nop, noka
PPP He HauHET dazy cornacoBaHua NPOTOKONA CETEBOrO YPOBHS,
Mo6ble nakeTbl IPCP, nonyyeHHbIe J0 TOro, kKak HAYHETCS 3Ta $asa,
LO/MKHBI 6bITb OTOPOLLIEHHI,

Habop NPOTOKONOB AN 06ecneyeHs 3aLLMThl AaHHbIX, NepejaBaeMbIX
no MexceTeBOMYy NPOTOKOAY Internet Protocol. Mo3BoNseT ocyLLecTBASAT
NoATBepPXAeHMEe NOANNHHOCTY (ayTeHTUPUKALMIO), MPOBEPKY
LenocTHocTn u/unu wundposaHme IP-nakeToB.. IPsec Taioke BkoYaeT
B Ce65 NPOTOKO/bI ANSA 3aLMLLEHHOIO O6MEHa KArYamMun B CeTU
NHTepHeT. B 0OCHOBHOM, NPUMEHSIETCA AN OpraHm3aLmn
VpN-CoeANHEHWIA.

3TO TexHosorus, kotopasi nossonsieT VPN-Tpadurky npoxoanTb Yepes
NAT.

vMeeT PyHAaMeHTanbHoe 3HauveHne ans IPsec. SA — 370 cBA3b Mexay
ABYMS NN HECKONBbKMMU CYLLIHOCTAMMW, KOTOpas onucbiBaeT Kak
CYLLLHOCTUM ByAyT MCNONb30BaTb C1Y>X6bl 6e30MacHOCTY ANA
6e3onacHoro obMeHa gaHHbIMU. Kaxaoe nogxknroyeHme IPsec moxeT
obecneunTb LUNPPOBAHME, LLeNOCTHOCTb, MOAJIMHHOCTL UV BCE
BMmecTe. Korga cyxba 6e3onacHoCTy onpegeneHa, Aa nupa IPsec
[LOJDKHbI OnpeAennTb, Kakue anropuTMbl UCNOAb30BaTh (Hanpumep,
DES nnun 3DES ana wndposanusa, MD5 nnn SHA ans uenoctHoctw).
Mocne NPUHATUA peLLeHnss OTHOCUTENbHO aiIrOPUTMOB, ABa YCTPOCTBa
LOJDKHbBI MOAGNNTBLCS KAoYaMIM AN YCTaHOBAEHWs ceccun. SA 3TO
MEeTOJ, KOTOpPbI/ ncrnonb3yeT IPsec, UTobbl OTC/IEXMBATE BCE CBEAEHNS,
Kacatowmecs gaHHom ceccmm cesasm IPSec.

3To NpoToKoN IP-TyHHenMpoBaHUs, KOTOPbI MHKaNCyAnpyeT O4uH
IP-nakeT B gpyroi IP-naker.

OTBeYaeT 3a HACTPOIiKY, BKNOYEHME N OTKoUEeHNe Moy el
npotokona IPv6 Ha o6ounx KoHUax Point-to-Point (PPP) coefgnHeHus.
IPV6CP ncnosb3yeT TOT Xe MexaH13M obMeHa naketaMu YTo u
npotokon Link Control Protocol. ObmMeH nakeTamu IPV6CP He
NPOUCXOANT A0 Tex rnop, noka PPP He HauHET $a3y cornacoBaHus
NpOTOKO/Ia CeTeBOro ypoBHS. Jltobble nakeTbl IPV6CP, nony4veHHble 40
TOro, Kak HauHéTcA 3Ta $pasa, A0KHbI 6bITb OTOPOLLEHBI.

MPOTOKO/1 TYHHENPOBAaHWA BTOPOro YPOBHS. B KOMMbIOTEPHbIX CETAX
TYHHe/IbHbIN NPOTOKO, UCOJIb3YIOLWNIACA ANA NOALEPXKKN
BUPTYaNbHbIX YaCTHLIX ceTeil. [naBHoe JOCTOMHCTBO L2TP cocTtouT B
TOM, YTO 3TOT NMPOTOKO/ NO3BOJIAET CO3JaBaTb TYHHE /b He TO/IbKO B
cetax IP, Ho 1 B Takux, kak ATM, X.25 n Frame Relay. HecmoTps Ha To,
uTo L2TP selicTByeT HanoAo06vie NPOTOKO1a KaHA/IbHOIO YPOBHS
Mogenu OSI, Ha caMoM fefie OH ABNSEeTCA MPOTOKO/IOM CeaHCOBOTro
YPOBHSA 1 UCMOJIb3YeT 3aperncTpmpoBaHHblin UDP-nopT 1701.

NPOTOKOA yrpas/ieHns coeriHeHviem, LCP ABnsieTcs yacTbio MpoToKoia
Point-to-Point Protocol. Mpwn ycTaHoBAeHUW coefnHeHuns PPP
nepejatoLlee 1 NpuHUMatoLLee yCTPONCTBO O6MEHVBAtOTCA NakeTamm
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Microsoft Point-to-Point
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Maximum segment size

Maximum Transmission

Unit

Modular Wi-Fi System

Multicast DNS

LCP ansa yTouHeHus cneundumyeckomn nHGopmarmm, Kotopas
noTpebyeTcsa Npu nepesade AaHHbIX.

MNakeTtbl LCP fgenaTtca Ha TpuU Knacca:

+ TakeTbl ANS OpraHM3aLMmn KaHana ceasu. Micnonb3yroTes Ans
opraHv3auum 1 Bblbopa KOHPUrypaLmm kaHana

+ MNakeTbl AN151 3aBEPLLEHUS AeNCTBMA KaHana. Micnonb3yroTcs aas
3aBepLUeHs AeCTBMA KaHana CBsA3U

* [lakeTbl Anga nogaepxaHumd pa6OTOCI'IOCO6HOCTI/I KaHana.
|/|CI'IOJ'Ib3y}OTCF| 4na nogaepXXaHma n otTnajgkm KaHana

MPOTOKO/ KaHaNbHOr0 YPOBHS, MO3BOAAOLMIA CETEBOMY
060pyA0BaHMIO OMNoBeLLaTL 060pyA0BaHMe, paboTatoLLee B 10KaNbHOW
CeTU, O CBOEM CyLLEeCTBOBAHWM U NepeaaBaTb eMy CBOU
XapakKTepUCTUNKKN, a TakKXKe nonydaTb OT HEro aHasiorm4yHble cBeAeHNA.

NHdopmauwms, cobpaHHas nocpeactsoM LLDP, HakannvBaeTca B
YCTPOMCTBaxX 1 MOXET BbITb C HMX 3anpoLueHa nocpeactsoMm SNMP.

NPOTOKON LUNPPOBAHNSA AAHHBIX, NCMONb3YeMblid MOBEPX COeAUNHEHWI
Point-to-Point Protocol. icnonb3yeT anropmntm RSA RC4. MPPE
nogaepxveaet 40-, 56- 1 128-6UTHbIe KNHOUN, KOTOPbIE MEHSAIOTCA B
TeueHue ceccum (YacToTa CMeHbI K/IoYer ycTaHaBNMBAEeTCA B NpoLecce
X3HJLeKa coegnHeHna PPP, ecTb BO3MOXHOCTb FreHepupoBaTh Mo
HOBOMY KJ1t04Y Ha Kaxblli nakeT). MPPE obecneynBaeT 6e30NacHOCTb
nepeaayu jaHHbIX Anga nogknrodeHunsa PPTP mexay VPN-knvneHToM n
VPN-cepBepoM.

onpegensieT MakCUMasbHbI pa3mep (B baTax) 6710ka, KOTOPbIA MOXeT
6bITb MPUHSAT Ha KaHaJIbHOM YPOBHE KOMMYHWKALMOHHOMO MPOTOKONA.

ABNAETCA NapaMeTpom npoTokona TCP 1 onpeaensieT MakCMManbHbIiA
pasmep 610Ka AaHHbIX B baTax ans cermeHTa TCP. Takmum obpa3om
3TOT NapaMeTp He yunTbiBaeT AAnHY 3aronoskos TCP u IP.

MaKCMManbHbIA pa3Mep 6710ka (B 6aliTax), KOTOPbIA MOXET BbITb
nepegaH Ha KaHanbLHOM ypoBHe ceTeBO Mogenun OSI. 3HaueHne MTU
MOXeT 6bITb onpejeneHo ctTaHgapToM (Hanpumep ans Ethernet), nanéo
MOXET BbIOMPATLCA B MOMEHT YCTaHOBKW COeANHEHNS (06bIYHO B
ciyvae NpsAMbIX MOAKAOYEHWNIA TOUKa-TOUKa). YeM BblLLe 3HaYeHne
MTU, TeM MeHbLLIe 3aroJioBKOB nepejaéTcs Nno CeTV — a 3HaUWT, BblLle
NPOMNyCcKHasi CNoCO6HOCTb.

CUCTEMa, NO3BOJIAIOLLIAS 06BEANHUTE HECKOTbKO YCTPOMCTB KMHETHK
B e4NHOe NHTePHEeT-MPOCTPAHCTBO, pacnpeseneHHoe Mo naoLaAun.
OAHO M3 YyCTPONCTB Ha3HaYaeTCs BeAyLLNM, OCTa/lbHble — BELOMbIMU.

3TO CNOCO6 MCMONB30BaHWUA 3HAKOMbIX MporpaMmmupyembix DNS
nHTepdericoB, popmMaToB NakeToB 1 OMepaLiOHHON CEMaHTUKN B
HebOoNbLLOW ceTu, rae He ycTaHoBAeH 06bl4vHbIVi DNS-cepBep. MpoTokon
MDNS ncnonb3yet MHoroaapecHble IP-nakeTtsl UDP v peann3oBaH B
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Network Traffic
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Encryption

Password Authentication
Protocol

Protected Extensible
Authentication Protocol

naketax nporpamm Apple Bonjour 1 Avahi ¢ OTKpbITEIM MCXOAHBIM
KOZOM.

npasuna, 3agaHHble ans IP-nHTepdelicos, KOTopble AOCTYMHbI Ha
MapLUpyTM3aTope, KaXA0e CO CNUCKOM XOCTOB AW CeTel,
pa3peLuatoLee K 3anpeLlatoLLee Ncnonb3oBaHve cepauca. Cnmckm
KOHTPO/IA AOCTyMNa MOryT yNpaBAsTh Kak BXOAALLMM, TaK U UCXOAALLMM
Tpadumkom.

CeTeBOV NPOTOKON, NpejHa3HauYeHHbI AN y4éTa ceTeBOro Tpaduka,
KoTopbIr ncnonb3yet UDP nnm SCTP NpoTOKOAbI ANS Nepesayn JaHHbIX
0 Tpaduke KonnektTopy. Konnekrop - 370 NpUNoXeHne, paboTaroLLee
Ha cepBepe 1 3aHNMatoLLLeecst C6OPOM CTaTUCTUKK, KOTOpas NoJslyvyeHa
OT CEHCOpPOB. B pon ceHcopa BbICTYMaeT yCTPONCTBO, KOTOpoe
cobupaeT CTaTUCTUKY O Tpaduke 1 NepeaeT ee KONNeKToOpy. B
KayecTBe CeHCOpa MOXET BbICTYMNaTb MapLUpyTU3aTOP U1 KOMMYTATOP
TpeTbero yposHs Cisco.

ceTeBOW NPOTOKOAN ANA CUHXPOHU3ALMN BHYTPEHHMX YacoB
KOMMbIOTEpPa C UCMOJIb30BaHNEM CeTel C MepeMeHHOMN TaTEHTHOCTLIO.
NTP ncnonb3yeT A5 cBoel paboTbl npotokon UDP. Hanbonee
LLIMpoKoe rnprimeHeHme npotokoa NTP HaxoauTt ansa peanmsauum
cepBepoB TOYHOI0 BPEMEHW.

Takoke DPI, Deep Packet Inspection

TEXHOOr st HAKOMIEeHUS CTaTUCTUYECKMX JaHHbIX, MPOBEPKU 1
dunbTpauMn ceTeBbIX NaKeTOB Mo UX cogepxrmomy. Deep Packet
Inspection aHanM3MpyeT He TONbKO 3aroN0BKM NaKeToB, HO Y MOMHOE
coZepxrmMoe Tpadrka Ha ypoBHsaX Mogenu OSI co BTOPOro v BblLLe.

Deep Packet Inspection moxeT onpegenunTb, Kakoe ceTeBoe
NPpUIOXEHNE CrEHEPUPOBAJIO UM MOJTyYaeT AaHHble, cobupas
NOAPOBHYH CTaTUCTUKY COeANHEHWS KaXKA0ro YyCTPOMCTBa 1
npunoxeHusa B otaensHoctu. C nomoLbto quality of service Deep
Packet Inspection KOHTpPOAMPYET CKOPOCTL Nepesaun OTAENbHbIX
MakeToB, NOBbILLUAA NN MOHW>KaA eé.

KomnoHeHT Traffic Classification Engine paboTaeT NoaHOCTbIO
aBTOHOMHO W He BbINOAHSAET HUKaKNX 06paLLeHNn K BHELLUHUM
cepBucam.

ABNAeTCA pacwmpeHveM ctaHgapTa IEEE 802.11, cxoXuM € MeTOZ0M
wrdpoBaHNA 04HOBPEMEHHON NPOBEPKM MOANNHHOCTY paBHbIX (SAE).
STOT MeTo/ LWndpOoBaHNSA NPefOCTaBAAET NOJIb30BATENSAM NYULLYHO
3aLUTy NPY MOAKJIIOYEHUN K OTKPbITbIM Wi-Fi ceTam.

3TO MPOTOKON NPOBEPKM NOANMHHOCTW, KOTOPbIA UCMONb3YeT Naposb.
PAP vcrnonb3yeTtca coeguHeHnem Point-to-Point Protocol ansi npoBepKun
nonb3oBaTesiel nepes npegocTaBneHemM UM JoCTyna K yaaneHHon
cetn. PAP nepesaet He 3alundppoBaHHbIe Nnaponau B popmate ASCII no
ceTu u, cegoBaTesIbHO, CUMTaeTc Hebe3onacHbIM.

NpOTOKON MHKaNcynmpyrowmii Extensible Authentication Protocol (EAP)
BHyTpw Transport Layer Security (TLS) TyHHens. MNpegHa3HayveH ans
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yCuieHus cTonkocTn EAP, KoTopebll npeanonaraeT, uto Gpusmnyeckuii
KaHan 3alWnLLEH 1 He NPUMEeHSET crneumanbHbIX Mep A1 3amThbl
obmeHa.

Perfect Forward Secrecy CoBepLLUEHHas NpsIMasi CEKPETHOCTb, CBOCTBO HEKOTOPbIX MPOTOKO/I0B
cornacoBaHus knto4a (Key-agreement), KOTopoe rapaHTUpYeT, YTo
CEeCCMOHHbIE KUK, NONyYeHHble NPy NoMoLLM Habopa Ktoyeid
AONrOBPEMEHHOIO N0/1Ib30BaHWs, He 6yAyT CKOMMNPOMETUPOBAHbI NpY
KOMMPOMETaLMN OLHOTO 13 AONTOBPEMEHHbIX K/THYeiA.

Ping Check onpegensieT paboToCcnoCco6HOCTb NOAKIOUEHNS K MHTEPHEeTY Mo
AOCTYMHOCTUN 3aZ@aHHOTO y3/1a. Pe3ynbTaT NpoBepKN MOXET BbIThb
MNCNONb30BaH A1t MepekNtoYeHs MeXAY OCHOBHbIM 1 pe3epBHbIM
NOAKNOYEHVSIMU K MHTEPHETY.

Point-to-Point Protocol 3TO MPOTOKO/ NCMO/Ib3YeMblii AN15 YCTaHOBEHWS MPSMOW CBA3U MeXay
ABYMs y3namu. OH MOXeT obecneynTb ayTeHTUPUKALMIO COeANHEHNS,
wndpoBaHMe nepegaymn AaHHbIX 1 okatme. PPP ncnonb3yetcs Bo
MHOIMX BUZax GpU3NUecKnx ceTew, BKoUas kabenb, TenedpoHHyH
JINHWIO, COTOBYIO CBA3b, CNeunann3vpoBaHHbIe PajnN0 IMHUN N
OMTOBOJ/IOKHO. NoC/e ycTaHOBNEHUSA COefMHEeHNA HauYMHaeTCcs
HacTpolKa AONONHUTENbHOW ceTu (ypoBeHb 3). Yalle Bcero
ncnone3yetca Internet Protocol Control Protocol.

Preamble 3TO NepBas YacTb 610Ka faHHbIX npoTokona (PDU) dmsmnueckoro
ypoBHSA KoHBepreHuuu (PLCP). 3arosoBKOM ABASETCA OCTaBLUAACA
YaCTb MNaKeToB AaHHbIX, KOTOPas COAEePXUT 6osbLiue nHGopmaLmm o
cxeme MOAyNALMK, CKOPOCTU Nepeaayu, 1 0 NPoMeXyTKe BpeMeHu,
TpebyoLleMcs 418 nepejadn Bcex AaHHbIX Kaapa.

Tun npeambynbl B IEEE 802.11 Ha ocHOBe 6ecnpoOBOAHON CBA3M
onpegenset annHy 6noka CRC (Cyclic Redundancy Check) ans
COoeAVIHEHMA MeXAy TOUKOI A0CTyNa U rocTeBbIMI 6€CrpoBOAHBIMMA
ajantepamu.

[nnHHasa npeambyna:

« PLCP c gnHHOI npeamMbynoii nepegaeTcs Ha ckopocty 1 MeunT/c
He3aBNCMMO OT CKOPOCTY NepeAayn JaHHbIX Kajgpa

+ ObLLee BpeMs Nepegaydv ANVIHHOW Npeamby bl SBASETCSA KOHCTaHTOMN
- 192 MVKpPOCEKYHAbI

+ CoBMeCTUMO C ycTapeBLWnMm cucteMamu IEEE 802.11 paboTarowymm
Ha 1 12 MéuT/c

KopoTkas npeambyna:

+ MNpeambyna nepepaeTca Ha ckopocty 1 MBuUT/C, a 3arofIoBoK — Ha
2 MéuT/c

+ Ob6LLee BpeMs NepeAaydn KOPOTKOM Mpeambyibl ABASETCH KOHCTaHTOM
— 96 MMKpOCEeKYHAbI

* He coBMecTUMO ¢ ycTapeBLInMn cnctemamm IEEE* 802.11
paboTtatowmmm Ha 1 n 2 MéuT/c
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IEEE 802.11w 3TO CTaHAApPT 3aLLUMThl KA4POB YNpaBAeHns N3 cCeMelncTBa
ctaHaapToB IEEE 802.11. 3Ta dyHKLMOHANBHOCTL HEO6X0AMMA AN
noBhbILLeHMst 6e30MacHOCTV NyTeM obecrneyeHns KOHPUAEHLMANBHOCTU
JAHHbIX B Kajpax yrnpaBaeHus.

MeTOJ CcornacoBaHms oxkatns nons Protocol B 3aronoskax PPP. Mo
yMonyaHwuto, sce peanusauuv JOJ/IDKHbI nepegasath nakeTbl C 4BYMSA
okTeTamu nons Protocol.

Takxe nceBgocnyyanHas GyHKLMS

MOXOX Ha a/IrOPUTM LLe/IOCTHOCTW, HO BMECTO TOro, YTOObI
MCNONb30BaThCA A5 ayTEHTUPUKALMM COOBLLIEHWIA, OH UCMOb3YyeTCs
TO/bKO A/15 06ecrneyeHns CIy4anHOCTM B TaKMX LieNAX, Kak noayveHune
MaTtepuana kioda. PRF B OCHOBHOM MCNOJb3YHOTCA C
ayTeHTUGMLMPOBaAHHBIM anropnTMom WwndposaHusa Truna AES-GCM.

npeacTaBnseT coboil CUCTEMHBIN ypOBeHb yrpaBieHus
MeXKaHaNbHbIMU MOMexXamu, pagnopecypcamm n Apyrimm
XapaKTepucTKamu paguonepesayn B cucteMax 6eCrpoBOAHON CBA3N.
RRM Bk/toYvaeT B ceba napaMeTpbl yripaBneHus,, Takme Kak MOLLHOCTb
nepegauu, pacnpezeneHune nonb3osareneii, bopMrpoBaHme
AvarpaMmbl HarnpaBAeHHOCTM, CKOPOCTU Nepesayn AaHHbIX, KPUTEPU
nepezaun o6Cy>XXMBaHWS, CXeMy MOAYNSLNN, OLLMGKIN CXeMbl
KOAMPOBaHKS.

ceTeBOW NPOTOKO/, NpeAHa3HaYeHHbI ANna obecneyeHms
LeHTPann3oBaHHOW ayTeHTUdMKaLMW, aBTOPU3aALMN 1 yHETa
nosib3oBaTenem, NOAKNHOHAOLLMXCSA K Pa3NYHbBIM CETEBbIM CTyXX6aMm.
Ncnonb3yeTcs, Hanpumep, Npy ayTeHTUdMKaLMmM nosb3osaTtenei
Wi-Fi, VPN, B npowunowm, dialup-nogkntoueHunia, n gpyrmx nogo6HbIX
cnyyasx.

Takke AnHamuueckmuim NAT

paboTaeT Tak Xxe, Kak 1 Full Cone NAT, HO NpUMeHseT 4ONONHUTENbHbIe
orpaHunyeHuns Kk IP-agpecy. Npexae yem nosydats nakeTobl OT IP-agpeca,
BHYTPEHHWI KNVEHT JO/IXXKeH CHavana cam OTrpaBuTb NakeTbl Ha Hero.
To ecTb lt060e coeANHEHME, NHULIMMPOBAHHOE C BHYTPEHHEro ajpeca,
NO3BOJSET B faNbHelLLeM Noy4aTb eMy NakeTbl € 11060ro nopTa T0ro
Ny6/IMYHOr0 XOCTa, K KOTOPOMY OH OTMpPaB/isi NnakeT(bl) paHee.

NPOTOKON 6€30MacHOro TYHHeIMPOBaHWS COKETOB, CNPOEKTUPOBaHHbIN
ANS CO34aHNSA CUHXPOHHOW B3aMMOCBA3M NPY COBMECTHOM ObMeHe
vHdopmMaumein AByx nporpaMm. brarogaps eMy MOXHO co34aTb
HEeCKOIbKO NOAKNHOUEHUIA MPOrpaMMbl MO OA4HOMY COAMHEH IO MeXAY
y3namu, B pesysbTaTe yero AocturaeTtcs 3¢deKTMBHOE UCNOoJb30BaHNe
ceTeBbIX pecypcos. [TpoTokon SSTP ocHoBaH Ha SSL, a He Ha PPTP n
ncnonb3yet TCP nopT 443 ans nepegaumn Tpaduka.

3TO NOC/Ie0BaTE/IbHOCTL CMMBOJIOB, KOTOPAst yHMKa/IbHbIM 06pa3omM
VIMeHyeT 6ecrnpoBoAHYo nokanbHyto ceTb (WLAN). 3To nms no3sonsiet
6eCcnpoBOAHLIM CTAHLUAM NOAKAHOUATLCA K HY>XXKHOW CeTU, ecnv B
[AHHOM MecTe AOCTYMHO HeCKOJIbKO He3aBUCUMbIX CETEN.
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Universal Plug and Play

3TO pexXuM, B KOTOPOM KOMMbLIOTEP MOXET MOJIyUNTb JOCTYN K
b6ecrnpoBoAHO ceTn, ncnonb3ytowlen npotokon Wired Equivalent
Privacy. Mpw nomoLm O6Lero katoya KOMMAbOTEP, OCHALLEHHbI
6ecnpoBOAHbIM MOAEMOM, MOXEeT NOyUYnNTb JOCTYN K itoboi ceTn WEP
1 06MeHNBaTbCA 3aWMPPOBAHHBIMU UK He3aLWNGPOBaAHHBIMU
JaHHbBIMW.

cnyxb6a, KoTopas npefocTaBnseT BOSMOXHOCTb GUAbTPaLn
6710KMPOBKM ONACHBIX NN HeXxenaTenbHbIX canToB. SkyDNS paclinpsiet
BO3MOXHOCTW Domain Name System, Ao6aBnss Takmne GyHKLMN, Kak
3almTa oT pULIKHIra 1 GUAbTPaLUA KOHTEHTa.

3TO CTaHAAPTHbLIA MHTEPHET-NPOTOKON A5 YyNPaB/IeHUs YCTPOMCTBaMM
B IP-ceTsix Ha ocHoBe apxuTtekTyp TCP/UDP. K nogaepxvsatoLmm
SNMP ycTpoiicTBaM OTHOCATCS MapLUPYTU3aToOpPbl, KOMMYTaTOpbI,
cepBepbl, paboune CTaHLMW, MPUHTEPbI, MOJEMHble CTONKW U Apyrie.

SBNAETCA OCHOBHbLIM MPOTOKOA0M 13 Habopa Internet Protocol. TCP —
3TO TPAHCMOPTHbI MeXaH13M, 06ecrneurBatoLLMiA MOTOK AaHHbIX, C
npeABapuUTeNbHOM YCTAaHOBKOWM COeAVHEHMS, 3@ CYET 3TOro AAOLLMNIA
YBEPEHHOCTb B IOCTOBEPHOCTY MOJlydaeMblX aHHbIX, OCYLLeCTBAAeT
NMOBTOPHbI 3aNPOC JaHHbIX B C1yyae notepu v ycTpaHseT
Ayb6ampoBaHve Npu NoslyvYeHnn AByX KON OAHOrO rnakeTa.

3TO MeTOJ, KOTOPbIi N03BOASET aBOHEHTY MNOMYyUYUTb JOCTYN K
6ecnposogHoin cetn Wi-Fi. IHTepHeT-6pay3ep OTKpOeT CTpaHuLYy BXOA3,
rAe nosib30BaTeNb A0/KEH 3aMN0/IHNTL CBOW yUYeTHbIe aHHbIe, pex e
UeM OH CMOXET NosyumnTb gocTtyn. B UAM ana asTopusaunm
ncnosnbsyetca knneHT RADIUS m cepsep RADIUS.

SIBNAETCA OCHOBHbLIM NPOTOKONOM U3 Habopa Internet Protocol. 3T0
TPaHCMOPTHbI NPOTOKO ANIA Nepejaydn JaHHbIX B ceTax IP 6e3
ycTaHoBNeHWs coeAnHeHns. OH ABNSETCA OA4HVM U3 CaMbIX NMPOCTbIX
MPOTOKO/I0B TPAHCMOPTHOro ypoBHsA Mogenun OSI. B otanume o1 TCP,
UDP He noaTBepXAaeT A0CTaBKy AaHHbIX, He 3a60TUTCS O KOPPEKTHOM
nopsiake 4OCTaBKU U He AenaeT NoBTOPOB. 3aTO OTCYTCTBUE
coefuHeHus, JONONHUTENBLHOMO Tpadrka N BOSMOXHOCTb
LUMpoKoBeLLaTe/ibHbIX PAaCcChbINOK AeNatoT ero yA06HbIM Ans
NPUMEHEHWIA, rae Masbl NoTepy, B MaCCOBBIX PACChINIKaX NOKaNbHOM
NnoAceTn, B MeAMarnpoToKoaax 1 T. .

cepBepHoe nNpuioxeHve (daemon) 41 nepeAayn JaHHbIX U3 CETEBOTO
rMoToKa MyJibTUKacT kaHana (Bewaemoro no UDP) B HTTP coegmHeHme
3anpaLuvBaloLLEero KaneHTa.

3TO apXuTeKTypa MHOrOPaHroBbIX COeANHEHW MeXAy NepCOHaNbHbIMU
KOMMblOTEPaMn U MHTENNEKTYalbHbIMW YCTPONCTBaMU,
YyCTaHOB/IEHHbLIMUY, Hanpumep, goMa. UPNP cTponTca Ha ocHoBe
CTaHAAPTOB U TEXHONIOTNIA MHTEepHeTa, Takux kak TCP/IP, HTTP n XML,
1 obecrneynBaeT aBTOMaTMYeCcKoe NOoAKAYeH e MOA00OHbIX yCTPONCTB
APYT K APYTY 1 NX COBMECTHYIO paboTy B CeTeBOl cpeje, B pesy/bTaTte
yero ceTb (HanpuMep, LOMALLHSASA) CTAHOBUTCSA NErKon ANs HaCTPONKM
6onbLIeMy YMCy NoNb30BaTenei.
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norvyveckas ("sBmpTyasnbHasa") lokasbHas KOMMNbOTEPHAs CeTb,
npeAcTaBnsieT cobom rpynmny XoCToB € 06LLMM HabopoMm TpeboBaHWA,
KOTOpble B3aMOAENCTBYIOT TaK, Kak eCcin 6bl OHM 6bIAV MOAKIHOYEHbI
K LUMPOKOBeLLaTeNbHOMY AOMEHY, He3aBNCMMO OT MX GU3NYECcKoro
mecToHaxoxaeHus. VLAN nmMeeT Te xe CBOICTBA, YTO 1 dpur3mnyeckas
JIOKanbHas ceTb, HO MO3BONSET KOHEYHbIM CTaHLMSM FPYNnMpoBaThLCs
BMECTe, AaXe eC/IN OHU He HaxXOoAATCs B O4HON GU3NYECKON CeTu.,
Takasi peopraHusauys MOXeT bbITb cAes1aHa Ha OCHOBE MPOrpaMMHOro
obecneyveHuss BMeCTo GU3NYECKOro nepemMeLLeHuns yCTponCTB.

Habop pacMpeHni U 4ONOAHEHWA K NpoTokony HTTP,
NoAAep>XMBaOLLMX COBMECTHYIO paboTy nonb3oBaTeneli Haj
pefakTupoBaHmeM ¢aiinioB 1 ynpasneHne dainamm Ha yaaneHHbIX
Beb-cepBepax. [ogaepxneaeT ayTeHTUMKaLMIO Beb-cepBepa n
SSL-umndpoBaHwue agna HTTPS, ncnonbsys TCP-nopT 443 No yMO4YaHUIO.

3TO MeTOZ, UCNOob3yeMblil KnneHTamu Ana nomcka URL-agpeca dainna
KoHUrypaumm npm nomoty DHCP n/vnv DNS meToA0B 06HapyXeHus.
Mocne okoHYaHUA 06HapyXeHUs 1 3arpyskun dainna KoOHPUrypauum,
OH MOXeT 6bITb BbINOJHEH A/19 ornpejeneHns NpoKcx yKasaHHoro
URL-agpeca.

6ecniaTHoe NporpaMMHOE MPUIOXKeHe C OTKPbITbIM CXOAHBIM KOAOM
1 NPOTOKON BUPTYyanbHOW YacTHoM ceTn (VPN) ansa co3gaHus
6e30MacHbIX CoOeAVHEeHNN TOUKa-TOYKa B MapLLPYTU3MPYyeMbIX
KoHUrypaumsx. MNpotokon WireGuard ncnonb3yeT coBpeMeHHble
KpunTorpaduyeckme Bo3aMoxHocTn Curve255519 ana obmeHa
knodamm, ChaCha20 gna wndposaHma n Poly1305 ans
ayTeHTUdMKaLMM JaHHbIX, SipHash Ansa xawmpyemMbix KaoYen 1
BLAKE2s ans xawmnpoBaHus. MogaepXxmneaet TpeTuii ypoBeHb AN
0601x NpoTokosoB IPv4 1 IPv6.

asnsetcs ceptudumkaymein Wi-Fi Alliance, 6asnpyroLeiics Ha cTaHaapTe
IEEE 802.11e. OH 0becneynBaeT OCHOBHble BO3MOXHOCTK QoS (quality
of service) ana ceteli IEEE 802.11 nocpeacTBOM NpriopeTrsanmm
nakeToB JaHHbIX MO YeTbipeM Kateropuam: ronoc (AC_VO), sngeo
(AC_VI), HerapaHTMpoBaHHas goctaska (AC_BE), n HU3knii npuoputet
(AC_BK).

npegcTaenseT co60 06HOBNEHHYH NPOrpaMmy cepTudrKaLmm
yCTpoiicTB 6ecnpoBogHoi cBA3n. TexHonorua WPA npuLuna Ha 3ameHy
TEXHOJIOrMK 3aLLnTbl 6ecnpoBoAHbIX ceTeit WEP. Mntocamu WPA
ABNAOTCA YCUNEHHas 6e30MacHOCTb AaHHbIX U Y>KECTOUEHHbI
KOHTPOJIb AOCTYyNa Kk 6ecnpoBOAHbIM ceTsaM. HemanoBaxKHOM
XapaKTepuUCTUKOWN ABASETCS COBMECTMMOCTb MeXy MHOXECTBOM
6ecrnpoBOAHbIX YCTPOMCTB Kak Ha annapaTHOM YPOBHe, TakK 1 Ha
nporpaMmmHoM. Ha aaHHbI MOMeHT WPA, WPA2 n WPA3
pa3pabaTtbiBalOTCA 1 NpoaBuratroTca opraHmnsauuernt Wi-Fi Alliance.

WPA3 ncnonbsyet 128-6utHoe windpposaHme B pexxrme WPA3-Personal
(192-6uT B WPA3-Enterprise). CtaHgapt WPA3 Takoke 3aMeHsieT obMmeH
kntouamum Pre-Shared Key exchange n SAE kak onpegeneHo B IEEE
802.11-2016, uTo NpMBOAUNT K 6oNee 6e30nacHOMY HavanbHOMY 06MeHy
KJH0YaMU B NePCOHaNbHOM pexuMme.
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noccapwin

Wi-Fi Protected Setup

Wired Equivalent Privacy

Extended Authentication

Yandex.DNS

WPA Enterprise - 3T0 pexumM ayTeHTUdMKaLm Ha OCHOBE NPOTOKO/1A
IEEE 802.1X c ncnonb3oBaHMEM BHELUHEro cepBepa ayTeHTuduKaumm
RADIUS n nokanbHoro knmeHta Supplicant.

CTaHAAPT (M O4HOVMEHHbIM MPOTOKO1) NOJTlyaBTOMATNYECKOro CO34aHuA
b6ecnpoBoaHoii ceT Wi-Fi, cozgaHHbIn Wi-Fi Alliance. Llenbto npotokona
WPS aBnsieTca ynpoLleHme npoLiecca HacTporiky 6ecnpoBoHON ceTy,
No3TOMY M3Ha4anbHO OH Ha3biBanca Wi-Fi Simple Config. MpoTokon
Np13BaH 0KasaTb NOMOLLb MOJib30BaTeNsAM, KOTOpble He 0bnajaroT
LUINPOKMMMW 3HAHMAMM 0 6€30MacHOCTM B 6eCnpoBOAHbIX CeTAX, U Kak
CNeAcTBME, UMEROT CIOXKHOCTU MpUY OCyLLecTBAeHUN HacTpoek. WPS
aBTOMaTM4yeckn o603HayaeT NMsS ceTU 1 3aAaeT WnpposBaHue, Ans
3aLLNTbl OT HECaHKLIMOHVNPOBAHHOMO JOCTYMa B CeTb, NPV 3TOM HeT
HeobX0AMMOCTY BPYUHYHO 3alaBaTb BCe NapamMeTpbl.

anroput™ Ana obecneyeHns 6esonacHocTu cetein Wi-Fi. cnonbsyeTtca
Ans obecneyveHms KOHPUAEHUMABLHOCTA N 3aLLNThl NepeAaBaemMbIX
AAHHbBIX aBTOPM30BaHHbIX MONb30BaTesell 6ecnpoBoOAHON ceTK OT
npocnywvsaHus. CywiectsyeT Ase pasHosugHoctn WEP: WEP-40 n
WEP-104, pa3nnyatoLpecs ToNbKo A/IMHO Kto4a. B HacTosiLee Bpems
AaHHaa TexXHONOorVsA ABNAETCA yCTapeBLUen, Tak Kak ee B3/IOM MOXeT
6bITb OCYLLIeCTBJIEH BCEro 3a HECKOJIbKO MUHYT. TeM He MeHee, OHa
MPOAO/IKAET LUMPOKO UCNO/b30BaTbCA. WPAZ.

nnn XAUTH, obecneunBaeT fOMONHUTENbHbIA YPOBEHb MPOBEPKM
MOA/IMHHOCTY, MO3BONAA LWNO3Y [Psec 3anpaluvBaTh PaclMpeHHyto
aBTOPM3aLMIO Ya/leHHbIX MOb30BaTe e, Taknm 06pa3om 3acTaBnss
yAaneHHbIX NoNb30BaTeNiert MPefocTaBNsaTb UX yYeTHbIe AaHHbIe,
npexae yem noayymtb goctyn K VPN.

CepBUC KOMMNaHM AHAEKC ANS 3aLUMTbI JoOMaLLHel ceTn. O6ecneunBaeT
TpY pexrmMa ¢punbTpaunn:

+ 6e3 dnnbTpaumn: pecypcbl He 610KMPYHOTCS

+ 6e30MnacHbIN pexmnM: 610KNPYHTCA BPEAOHOCHbIE 1 MOLLEHHUYEeCKME
CanThbl

* CeMeWHbIn pexurM: 610KNPYTCS BPeAOHOCHbIE U MOLLEHHUYecKMe
CaiiTbl, @ TakXe pecypchbl AN B3POC/bIX
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Nepapxua nHtepodencos

PrncyHok A.1. BasoBble HTep¢eichl

FastEthernet GigabitEthernet

Mac IP Supplicant Peer
Ethernet Ppp Secure
I /: _____ ]
| | Pppoe PppTunnel
[ Bridge Vlan [ o o
I I
I I
| Pvc OpenVpn |
: : Pptp L2tp
I I
I I

PucyHok A.2. TYHHe N bHble NHTep¢EChbI

Ethernet P Secure Peer

Tunnel

Tunnel6

R

Tunnel6to4 Tunnel6in4

SecurelPTunnel

Eoip

Gre Iplp
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MpunoxeHune A Viepapxusi uHtepdericos

PucyHok A.3. UHTepdericbl USB

Usb

T

UsbEthernet UsblLte UsbModem
CdcEthernet YotaOne

PucyHok A.4. UHTepdeiicbl Wi-Fi

Wireless Radio

N

AccessPoint WiFiStation WiFiMaster
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SNMP MIB

ba3bl ynpasnstoLleii nHpopmaumm (MIB) 4OCTYMHBI TONBKO AN YTEHUS.

MoaaepxwvsatoTca cnegyrowye MIB:

B.1 SNMPv2-MIB

OID: 1.3.6.1.2.1.1

MoAAePXKMBAOTCS CIeAyHOLLIME SNIeMEHTbI AaHHbIX:

MoaAep>XMBaOTCA CleytoLe 31eMeHTbI AaHHbIX:

Ba3oBblii BapnaHT

SNMPv2-MIB::sysDescr

SNMPv2-MIB::sysUpTime

SNMPv2-MIB::sysContact

SNMPv2-MIB::sysName

SNMPv2-MIB::sysLocation

SNMPv2-MIB::sysServices

B.2 IF-MIB

OID: 1.3.6.1.2.1.21 1.3.6.1.2.1.31

OID: 1.3.6.1.2.1.2

IF-MIB::ifNumber
IF-MIB::ifIndex
IF-MIB::ifDescr
IF-MIB::ifType
IF-MIB::ifMtu
IF-MIB::ifSpeed
IF-MIB::ifPhysAddress

IF-MIB::ifAdminStatus
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MprnnoxeHne B SNMP MIB

PaclumpeHHbIA
BapuaHT

IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB:
IF-MIB::
IF-MIB:
IF-MIB::
IF-MIB::

IF-MIB::

ifOperStatus
ifLastChange
ifInOctets

ifinUcastPkts

:ifinDiscards

ifInErrors

:ifOutOctets

ifOutUcastPkts
ifOutDiscards

ifOutErrors

OID 1.3.6.1.2.1.31

+ IF-MIB::ifName

IF-MIB:
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB:
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB:
IF-MIB::
IF-MIB:
IF-MIB::

IF-MIB:

(ifinMulticastPkts

ifinBroadcastPkts
ifOutMulticastPkts
ifOutBroadcastPkts

ifHCINnOctets

:ifHCInUcastPkts

ifHCInMulticastPkts
ifHCInBroadcastPkts
ifHCOutOctets
ifHCOutUcastPkts
ifHCOutMulticastPkts

ifHCOutBroadcastPkts

sifLinkUpDownTrapEnable

ifHighSpeed

:ifPromiscuousMode

ifConnectorPresent

:ifAlias
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Mpwvnoxenne B SNMP MIB

+ IF-MIB::ifCounterDiscontinuityTime

Mpoueccop |CBUTY YcTpoiicTBO |OnucaHue
MT7621/RT63368|MT7530 Keenetic Giga III | NoaaepxvBaroTca
64-6UTHbIE CUeTUNKN BalT
RTL8376M Keenetic Ultra II no rnoptam CBUTYa,
) 32-6UTHbIE CYHETUUNKN
KeeneticLTE  |naketos no nopram centua.
MT7620 RTL8367B Keenetic Viva |EcTb knaccumkaums no
. TNy nakeTtoB.: broadcast,
Keeentic Extra |multicast n unicast.
WHTerpuposaHhbin| Keenetic 4G III |[Moaaep>xmnBaroTcs
o 32-6UTHbIe cHeTUNKN BaliT
Keenetic Lite II no nopTam CBUTYa U
L 16-6BUTHbIE CHETUNKMN
Keenetic Lite Il |55 o108 Mo nopram centua.
Keenetic Omni B cnyuae nepenosiHeHus
CYETUMKOB BbICTaBASAETCA
Keenetic Omni |BPeMs nocnesHero
I nepenosiHeHVs B
IFMIB:ifCounterDiscontinuityTime.
MT7628 WHTerpupoBaHHbi | Keenetic Start II| MNoaaep>xnBatoTcs TO/IbKO
o 16-6UTHbIE CYETUYNKM
Keenetic Lite IIl | nakeTos no noptam cemtua.
rev.B B cnyuae nepenonHeHus
) CYETUYNKOB BbICTaBASETCA
Keenetic 4G III BPeMS MOCNeAHEro
rev.B nepenonHeHvs B
Keenetic Air IFMIB:ifCounterDiscontinuityTime.
Keenetic ExtraIl

B.3 IP-MIB

OID: 1.3.6.1.2.1.49

nOAAep)KI/IBaI-OTCFI cnegyrouine sneMeHTbl JaHHbIX:

+ TCP-MIB::tcpRtoAlgorithm

* TCP-MIB::tcpRtoMin
* TCP-MIB::tcpRtoMax

* TCP-MIB::tcpMaxConn

* TCP-MIB::tcpActiveOpens
* TCP-MIB::tcpPassiveOpens

+ TCP-MIB::tcpAttemptFails
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MprnnoxeHne B SNMP MIB

TCP-MIB::
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB::

tcpEstabResets

tcpCurrEstab

‘tcpInSegs

tcpOutSegs

‘tcpRetransSegs

tcpInErrs

tcpOutRsts

B.4 UDP-MIB

OID: 1.3.6.1.2.1.50

Moasep>KMBaOTCS CeAyroLLme 31eMeHTbl AaHHbIX:

+ UDP-MIB::udpInDatagrams

nOAAep)KI/IBaI-OTCFI cegyrouine sneMeHTbl JaHHbIX!

UDP-MIB::udpNoPorts

UDP-MIB::udpInErrors

UDP-MIB::udpOutDatagrams

UDP-MIB::udpHCInDatagrams

UDP-MIB::udpHCOutDatagrams

B.5 HOST-RESOURCES-MIB

OID: 1.3.6.1.2.1.25

+ HOST-RESOURCES-MIB::hrSystemUptime

B.6 UCD-SNMP-MIB

OID 1.3.6.1.4.1.2021

MoaAep>XMBaOTCA CleAytoL/e 31eMeHTbI AaHHbIX:

NHdopmanyums 06 O3Y -« UCD-SNMP-MIB::memTotalReal

ycTpoiicTBa

* UCD-SNMP-MIB::memAvailReal
+ UCD-SNMP-MIB::memShared

* UCD-SNMP-MIB::memBuffer
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Mpwvnoxenne B SNMP MIB

NHdopmauums o

USB-HakonuTenax

NHdopmauums o

Harpyske Ha cuctemy

UCD-SNMP-MIB::

UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

memCached

:dskIndex
:dskPath
:dskTotal
:dskAvail
:dskUsed
:dskPercent

:dskPercentNode

laIndex
laNames
laLoad
laConfig

laLoadInt

:ssCpuRawUser
:ssCpuRawNice
:ssCpuRawSystem
:ssCpuRawldle
:ssRawlnterrupts

:ssRawContexts
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YpoBHU WinppoBaHums IPsec

YpoBeHb WwWndpoBaHus onpegenset Habop anropmutmoB IKE n IPsec SA.

Hwxe ansa Kaxaoro ypoBHSA NpMBeAeH NOJHbIN CNINCOK aNrOPUTMOB B MOPSAKE YMEHbLLEHWSA
nprvopuTeTa, a Takxke Habop komaH crypto ike proposal g5 HacTpoOiK aHaNOrMYHOro

npoduns BpyUHyto.

B cnuncke aIfOPNTMOB YKa3blBaeTCA:

* wundpoBaHme C ANVHOM Kao4a

+ xXew-byHKUMS ana popmumposaHua HMAC

* PFS pexxkum (NO, ecnv OTK/IHOYEH)

C.1 weak

MpoTokon

LlndpoBaHue

Proposal

IKEvl

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768
3DES-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP768
3DES-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

encryption aes-128-cbc
encryption 3des
encryption des
integrity sha1

integrity md5
dh-group 2

dh-group 1

IKEv2

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024

encryption aes-128-cbc
encryption 3des

encryption des
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MpunoxeHne C YpoBHU WwWindpoBaHus IPsec

C.2 weak-pfs

570

MpoTokon LlndpoBaHue Proposal
AES-128-CBC/MD5/MODP768 integrity sha
3DES-CBC/SHA1/MODP1024 integrity md>5
3DES-CBC/SHA1/MODP768 dh-group 2
3DES-CBC/MD5/MODP1024 dh-group 1
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

IPsec SA DES/MD5 cypher esp-des

AES-128-CBC/SHA1
3DES-CBC/SHA1
DES/SHA1
AES-128-CBC/MD5

3DES-CBC/MD5

cypher esp-3des
cypher esp-aes-128
hmac esp-md5-hmac

hmac esp-shal-hmac

MpoTokon

LlindpoBaHue

Proposal

IKEv1

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768
3DES-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP768
3DES-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768

DES-CBC/MD5/MODP1024

encryption aes-128-cbc
encryption 3des
encryption des
integrity sha1

integrity md>5
dh-group 2

dh-group 1
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AES-128-CBC/SHA1
3DES-CBC/SHA1

DES/SHA1

AES-128-CBC/MD5
3DES-CBC/MD5
AES-128-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
3DES-CBC/SHA1/MODP768
DES-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768

3DES-CBC/MD5/MODP768

MpoTokon LlndpoBaHue Proposal
DES-CBC/MD5/MODP768

IKEv2 AES-128-CBC/SHA1/MODP1024 encryption aes-128-cbc
AES-128-CBC/SHA1/MODP768 encryption 3des
AES-128-CBC/MD5/MODP1024 encryption des
AES-128-CBC/MD5/MODP768 integrity sha1
3DES-CBC/SHA1/MODP1024 integrity md>5
3DES-CBC/SHA1/MODP768 dh-group 2
3DES-CBC/MD5/MODP1024 dh-group 1
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

IPsec SA DES/MD5/MODP1024 cypher esp-des

cypher esp-3des
cypher esp-aes-128
hmac esp-md5-hmac
hmac esp-shal-hmac
dh-group 2

dh-group 1
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MpunoxeHne C YpoBHU WwWindpoBaHus IPsec

MpoTokon LlndpoBaHue Proposal

DES-CBC/MD5/MODP768
C.3 normal

MpoTokon LndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP2048 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha1
AES-128-CBC/SHA1/MODP1536 integrity sha256
AES-128-CBC/SHA1/ECP256 dh-group 5
AES-128-CBC/SHA1/MODP1024 dh-group 20
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc

AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024
AES-256-CBC/SHA1/MODP1024
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/ECP256
AES-256-CBC/SHA256/MODP2048
3DES-CBC/SHA1/MODP2048
3DES-CBC/SHA1/MODP1536

3DES-CBC/SHA1/MODP1024

encryption aes-128-cbc
encryption 3des
integrity sha256
integrity sha1
dh-group 2

dh-group 20

dh-group 14

dh-group 5

dh-group 26
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MpoTokon

LlndpoBaHue

Proposal

IPsec SA

AES-128-CBC/SHA1
AES-256-CBC/SHA1
3DES-CBC/SHA1
AES-128-CBC/SHA256
AES-256-CBC/SHA256

3DES-CBC/SHA256

cypher esp-aes-128
cypher esp-aes-256
cypher esp-3des
hmac esp-shal-hmac

hmac esp-sha256-hmac

C.4 normal-pfs

MpoTokon LlndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP2048 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha1
AES-128-CBC/SHA1/MODP1536 integrity sha256
AES-128-CBC/SHA1/ECP256 dh-group 5
AES-128-CBC/SHA1/MODP1024 dh-group 20
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
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MpoTokon LlndpoBaHue Proposal
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA AES-128-CBC/SHA1/MODP1024 esp-aes-128

AES-128-CBC/SHA1
AES-256-CBC/SHA1
3DES-CBC/SHA1
AES-256-CBC/SHA1/MODP1536

cypher esp-aes-256
cypher esp-3des
hmac esp-shal-hmac

hmac esp-sha256-hmac

AES-128-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1536 dh-group 14
AES-256-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP1024
C.5 normal-3des
MpoTokon WndpoBaHue Proposal
IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc

AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/ECP256
AES-128-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP2048
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024
AES-256-CBC/SHA256/MODP1024

AES-128-CBC/SHA256/MODP1024

encryption aes-128-cbc
encryption 3des
integrity sha1

integrity sha256
dh-group 5

dh-group 20

dh-group 14

dh-group 2

dh-group 26
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MpoTokon LlndpoBaHue Proposal
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA 3DES-CBC/SHA1 cypher esp-3des
AES-256-CBC/SHA1 cypher esp-aes-256
AES-128-CBC/SHA1 cypher esp-aes-128
3DES-CBC/SHA256 hmac esp-shal-hmac
AES-256-CBC/SHA256 hmac esp-sha256-hmac
AES-128-CBC/SHA256

C.6 normal-3des-pfs

MpoTokon

LndpoBaHue

Proposal

IKEv1

AES-256-CBC/SHA1/MODP1536
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/ECP256

AES-128-CBC/SHA1/MODP1024

encryption aes-256-cbc
encryption aes-128-cbc
encryption 3des
integrity sha1

integrity sha256
dh-group 5

dh-group 20
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MpoTokon LlndpoBaHue Proposal
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA 3DES-CBC/SHA1/MODP1024 cypher esp-3des

3DES-CBC/SHA1
AES-256-CBC/SHA1
AES-128-CBC/SHA1
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1536
AES-256-CBC/SHA1/MODP1024

AES-128-CBC/SHA1/MODP1024

cypher esp-aes-256
cypher esp-aes-128
hmac esp-shal-hmac
hmac esp-sha256-hmac
dh-group 2

dh-group 14
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C.7 high

MpoTokon LndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-256-CBC/SHA256/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA256/MODP1536 integrity sha256
AES-256-CBC/SHA1/MODP20438 integrity sha1
AES-256-CBC/SHA1/ECP384 dh-group 2
AES-256-CBC/SHA1/MODP1536 dh-group 20
AES-128-CBC/SHA1/MODP20438 dh-group 5
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-128-CBC/SHA1/MODP1536 dh-group 26

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-256-CBC/SHA256/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA256/MODP1536 integrity sha256
AES-256-CBC/SHA1/MODP2043 integrity sha1
AES-256-CBC/SHA1/ECP384 dh-group 2
AES-256-CBC/SHA1/MODP1536 dh-group 20
AES-128-CBC/SHA1/MODP2043 dh-group 5
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-128-CBC/SHA1/MODP1536 dh-group 26

IPsec SA AES-256-CBC/SHA256 cypher esp-aes-256
AES-128-CBC/SHA256 cypher esp-aes-128

hmac esp-hmac-sha256
C.8 strong
MpoTokon LndpoBaHue Proposal
IKEv1 AES-256-CBC/SHA1/MODP2048 encryption aes-256-cbc

AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP2048

encryption aes-128-cbc
integrity sha1

dh-group 14
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MpoTokon LlndpoBaHue Proposal
AES-128-CBC/SHA1/ECP256 dh-group 20
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 26

IKEv2 AES-256-CBC/SHA1/MODP2048 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP1536 integrity sha1
AES-128-CBC/SHA1/MODP2048 dh-group 14
AES-128-CBC/SHA1/ECP256 dh-group 20
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 26

IPsec SA AES-256-CBC/SHA1/MODP1536 cypher esp-aes-256
AES-256-CBC/SHA1/MODP2048 cypher esp-aes-128
AES-128-CBC/SHA1/MODP2048 hmac esp-shal-hmac
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 14
C.9 strong-aead

MpoTokon LlndpoBaHue Proposal

IKEv1 AES-256-GCM-16/PRF-SHA384/ECP384 |aead
encryption aes-256-gcm-16
prf sha384
dh-group 20

IKEv2 AES-256-GCM-16/PRF-SHA384/ECP384 |aead
encryption aes-256-gcm-16
prf sha384
dh-group 20

IPsec SA AES-256-GCM-16 aead

CHACHA20POLY1305 cypher aes-256-gcm-16
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C.10 strong-aead-pfs
MpoTokon LndpoBaHue Proposal
IKEv1 AES-256-GCM-16/PRF-SHA384/ECP384 |aead

encryption aes-256-gcm-16
prf sha384

dh-group 20

IKEv2

AES-256-GCM-16/PRF-SHA384/ECP384

aead
encryption aes-256-gcm-16
prf sha384

dh-group 20

IPsec SA

AES-256-GCM-16/ECP384
CHACHA20POLY1305-ECP384

aead
cypher aes-256-gcm-16

dh-group 20
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