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BBegeHue

BBepeHme

JaHHbI CNPaBOYHUK COAEPXUT KOMaHZAbI AN YPaBieHnsa yCTPOCTBOM Lite nocpeAcTBOM
nHTepderica KOMaHAHOM CTPOKW. 34eCb NpMBeAeH MOMHbIA CNUCOK BCEX JOCTYMHbIX
KoMaHZ. Takxke yka3aHbl MprIMepbl TOFo, Kak MCMo/ib30BaTh Hanbonee pacnpoCcTpaHeHHbIe
13 3TUX KOMaHg, 06Lasa nHpopmMauysa 0 B3aMMOCBA3W MeXAy KOMaHAaMu v
NPUHLMNMANLHbIE OCHOBbI TOFO, Kak X 1CMOJIb30BaThb.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

JaHHOe pyKOoBOACTBO NpeAHa3HauYeHo A5 CETEBbIX aAMUHNCTPATOPOB MW CNELMANNCTOB
Mo BbIYNCINTENbHOWN TEXHMKE, OTBEYAIOLLMX 33 HAaCTPOWKY 1 NoaaepxKy Lite Ha mecTe.
OHoO TakXe npejgHa3Ha4yeHo A/1s onepaTopoBs, KOTopble ynpaBastoT Lite. JokymeHT
OXBaTblBaeT TEXHUYECKMe NpoLeaypbl MOALEPXKKN BbICOKOTO YPOBHS A1
root-afMMHUCTPATOPOB U COTPYAHUKOB TEXHNYECKON noaaep>kkiu Lite.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic
CTPOKOM KOMaHJHOWM CTPOKWU Lite, ee nepapxmuyeckyro CTpyKTypy,
YPOBHW aBTOPM3aLMM 1 BOSMOXHOCTW CAPaBKN.

OnucaHvie KOMaHj AndaBUTHbIV CNMCOK KOMaHA, KOTOPbIE MOXHO BBOAUTH
B KOMaHZHOI CTpoKe AN HacTpoliku Lite.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLlme o603HaueHs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.

JneMeHThI B YrnoBblX ckobkax noanexat

I <3aMeHSAEMbI 3/1EMEHT>
3aMeHe.
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BBegeHue

x|y]2 Obs3aTenbHble anbTepHaTUBHbIE K/HOYeBble
C/I0Ba rpynnuvpyoTcs B KPYrabiX CKOBKax 1
pasfensoTca BepTUKaNbLHOM YepToi.
x|yl zl Heobsi3aTenbHble anbTepHaTUBHbIE

K/It0YEBbIE C/I0BA FPYNNMpPYHTCS B
KBaApaTHbIX CKOBKax 1N pa3gensioTcs

BepTMKa/NbHOWN YepTo.

OnurcaHmne Kaxaoi KOMaHAbl pa3zefieHo Ha ciegyroLye noapasaens:

OnwcaHwne OnuncaHwe TOro, 4To KOMaHZAa AenaerT.
CnHoncuc O6Lwnin popmaTt KOMaHAbI.
Mpedukc no BO3MOXHOCTb NCMNONb30BaHMA B KOMaHAe

npedukca no.

MeHsieT HaCTpPOoiKK

CnocobHOCTb KOMaHAbI MEHATL HAaCTPOKM.

MHorokpaTHbIi BBOA,

BO3MOXHOCTb MHOFOKPATHOrO BBO/AA
KOMaHAbI.

BxoxzeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KomaHaa. Ecam rpynnbl HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodeiica

Tvn nHTepodeiica, Ha KOTOpbIN BAVSET
KomaHgaa. Pasgen He oTobpaxaeTcs, ecam
AAHHbIN KOHTEKCT He MeeT CMbIcNa ANs
KOMaHgbl.

NHTepdelicbl, NCnonb3yemMble B CUCTEME, U
OTHOLUEHUSI MEXAY HAMW NOKa3aHbl Ha
Aarpamme Huxe.

AprymeHThl

AprMeHTbI, eCc/in eCTb, N NMNoACHEHNA K HNM.

Mpumep

MnntocTpauums Toro, Kak KOMaHAa BbIrNaANT
npv Bbi3oBe. MockoNbKy MHTepdeiic NpocT,
HeKoTopble NPVMepbl 0YEBUAHbI, HO OHU
BKJ/IOUEHbI A1 ICHOCTW.

an/IMeL'IaHVIﬂ, npeaynpexaeHma n npejocrepexeHnda ncnonb3yroT ciegyrome

0603HayeHus.

MpumeyaHve:  O3HauvaeT "unTaTtesnb, NPUMK K CBefeHUID". MprMeYvaHuns cogepxar
rnosne3sHble COBEThI UK CCbIIKW Ha MaTtepuansl, He cojepXalimecs B

AAaHHOM CMpaBOYHUKKE.

MpeaynpexaeHve: O3HayaeT "untaTenb, BHUMaHMe!". Bawmn geicTBns MoryT NnpmeecTi K
noBpexaeHnto obopyf0BaHNSA AW NoTepe AaHHbIX.
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O630p NpoAYyKTa

1.1 AnnapaTHoe obecneyeHue

Mpoueccop MediaTek MT7628NN MIPS® 24KEc 575 MHz

OnepatuBHasa namatb ESMT M14D5121632A 64MB DDR2

dnew-namaTb Winbond 25Q256JVFQ 32MB SPI

Ethernet MopTbi Mukpocxema MpumeuaHuns
4 NHTerpnpoBaHHas
MeTka CkopocTb MpumeuaHusa
0 100 M6éuT/c Mopt WAN
1 100 M6uT/c
2 100 MéuT/c
3 100 M6uT/c

Wi-Fi YacToTHbIi | MuKpocxema NpumeyaHus
AnanasoH
24T1Ty MediaTek MT7603 802.11bgn 2x2

(on-die)
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B aToIn rnaBe onmcaHo, Kak Nonb30BaTbCs NHTepdelricoM KomaHAHOM cTpoku (CLI) Lite,
ero vepapxuyeckas CTpyKTypa, ypOBHU aBTOPM3aLMn 1 BOSMOXHOCTY KOHTEKCTHO
Mo/ CKa3Ku.

OCHOBHOE CPeACTBO yrNpaB/eHVs MapLUPYTU3aTOpPOM Lite — 3To HTepdelic KoMaHagHO
cTpoku (CLI). HacTpOMKM CUCTEMbI MOHOCTBHO ONUCLIBAKOTCS B BUAE NOC/eL0BaTeNIbHOCTH
KOMaH4, KOTOpble HY>XHO BbIMOIHNTb, YTOBbI MPUBECTI YCTPONCTBO B 3alaHHOE COCTOsIHME.

Lite nmeeT Tpn BNAA HaCTpoek:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapTOBbIe HaCTpOVIKM Startup COI’Iﬁg 3TO noCie40BaTe/IbHOCTb KOMaHJA, KOTOpPad
XPaHNTCA B cneynanbHOM CeEKTOpe 3Hepr0He3aBI/ICI/IMOI7I
NnamMAaATn N NCNOJNIb3YETCA ANA MHNUMann3aunm CMCTeMbI
HenocpeACTBEHHO Noce 3arpyskun.

Hactporikum no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3aNKnCbIBaOTCA NPU NPom3BOACTBe Ha Lite. RESET Ha
Koprnyce No3BossieT COpoCcUTb CTapTOBbIe HACTPOMKWN Ha
3aBojcKue.

®ainbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUYHYHO, 6e3
y4acTust KOMaHAHOW cTpoKK. MNpu 3TOM ciegyeT MOMHUTb, YTO CTPOKM HauMHatoLmecs ¢
! MITHOPMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN04EHbI B 4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.
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2.1 BBoAg KOMaHA4 B KOMAaHAHOW CTpoKe

KomaHAHbI nHTepnpeTaTop Lite pa3paboTaH TakvM 06pa3oMm, UTO6bI IM MOT M0/1b30BaTbCs
KaK HaUMHAOLLMIA, TaK U OMbITHLIA NoNb30BaTeNb. Bce KOMaHAbI U NapaMeTpbl UMerT
SICHbIE U IErKO 3aNOMVHaLLMeCs Ha3BaHWS.

KomaHZAbl pa36buTbl Ha rpynmnbl 1 BbICTPOEHbI B epapXuto. Taknm o6pasom, Ans
BbINOHEHWNS KAKOK-1M60 HACTPOIKIN NONBb30BaTENIO HY>HO NocneAoBaTe/IbHO BBECTH
Ha3BaHWs BNOXEHHbIX rPYMN KOMaHZ, (Y310BbIX KOMaHZA) 1 3aTeM BBECTU KOHEUHYHO
KOMaHAy ¢ napameTpamu.

Hanpumep, IP-agpec ceTeBoro nHtepderica FastEthernet0/Vlan2 3agaetca komaHAoM
address, koTopas HaxoauTcsa B rpynne interface - ip:

(config)>interface FastEthernet0/Vlan2 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa, B rpynny

HekoTopble y3noBble KOMaHAbl, cogepKaLle Habop JoUYepHUX KOMaHZ, NMO3BONSIOT
MO/Ib30BaTE/0 BbIMOMHUTL «BXOA» B FPYMMy, YTO6bl BBOAUTL AOYEPHME KOMaHABI
HenocpeACTBEHHO, He TpaTsA BpeMsl Ha BBOZA MIMEHW y3/10BOM KOMaHAbl. B 3ToM cayyae
MeHSeTCA TeKCT NpUraaLleHns KOMaHAHOM CTPOKK, YTO6bI NONb30BaTe b BUAEN, B KAaKOW
rpynne oH HaxoAnTcs.

JobaBneHa koMaHAa exit nnr no HaxxaTuro KombuHaumm knasuwl [Ctrl]+[D] BbiInonHsieTcs
BbIXOZ, 13 rpynnbl.

Hanpumep, npu Bxoge B rpynny interface npurnalieHne KOMaHAHOM CTPOKW MeHsAeTCs
Ha (config-if):

(config)>interface FastEthernet0/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 /icnosib30oBaHMe CNpaBKU U
aBToOA0MNoJ/IHeHUA

28

[lna Toro 4to6bI caenaTh NPOLLECC HACTPOMKM MaKCUManbHO YAO6HbLIM, MHTepdenc
KOMaHZAHOW CTPOKN nMeeT GYHKLMI0 aBTOA0MOMHEHNS KOMaHA 1 NapamMeTpos,
noAcKkasblBas ornepaTopy, Kakme KOMaHAbl AOCTYMNHbI Ha TekyLLleM YPOBHE B/IOXKEHHOCTMU.
ABTOZ0MONHEHMe paboTaeT No HaxaTuo Knaeuwmn [Tab]l. Hanpumep:

(config)>in[Tab]
interface - network interface configuration

(config)> interface Fa[Tab]
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Usage template:
interface {name}

Variants:
FastEthernet0
FastEthernet0®/Vlanl
FastEthernet0®/Vlan2

(config)> interface FastEthernetO[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0/Vlanl
FastEthernet0/Vl1an2

(config)> interface FastEthernetO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLeil KOMaHge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface FastEthernet0/Vlan2 [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
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ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface FastEthernet0/Vlan2

2.3 NMpedunkc no

I'Ipeq>|/||<c NO NCNONBb3YeTCA AN1A OTMEHDbI ,Cl,eIZCTBI/Iﬂ KOMaHZAbl, nepes KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHaa interface oTBeuaeT 3a co3jaHMe ceTeBOro MHTepdeica c 3ajaHHbIM
nmeHeM. Npedrkc no, NCnonb3yeMblii C 3TON KOMaHAOW, Bbl3biBaeT 0bpaTHoOe JelicTBre —
yaaneHve nHtepderica:

(config)> no interface PPPoEO

Ecnn koMaHga cocTaBHasi, N0 MOXET CTaBUTLCA Nepes, obbiM ee YneHoM. Hanpumep,
koMaHga service dhcp BkarouaeT cnyx6y DHCP 1 cOCTOUT U3 ABYX YacTel: service —
NMEHW rpynnbl B nepapxum koMang, n dhecp — KoHeuHol komaHAbl. Mpedurkc no MOXKHO
CTaBUTb Kak B Hayase, Tak 1 B cepeimnHe. leincTeme B 060mx cnyyasx byaeT o4NHAKOBbIM:
OCTaHOBKa C/TyX6bl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,

30

MHorue KOMaHAbI o6na,a,a+0T CBOWVICTBOM UGEMI’)OI’I’IEHmHOCmU, KOTOpPOE NPOoABAAETCA B
TOM, YTO MHOFOKpaTHbIIZ BBOJ 3TUX KOMaHA NpUBOANT K TEM XE USMEHEHUAM, UTO U
oAHoOKpaTHbI. Hanpumep, komaHAa service http fo6asnsert ctpoky «service http» B
TekyLme HacTPOWMKKN, U MNP MOBTOPHOM BBOJE HMUYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosiseT A406aBNATb He OfHY, a8 HECKONbKO 3anuncen, ecnu
BBOAMWTb VX C Pa3HbIMW aprymeHTaMu. Hanpumep, ctatuyeckme 3anucy B Tabnvue
MapLipyTusaumu ip route nnv dunbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NpUCYTCTBYHOT B HAaCTPOMKax B BUAE CINCKA:

Mpumep 2.1. cnonb3oBaHMe KOMaHAbl C MHOFOKpPaTHbIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1
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3anucK 13 Takmnx TabauL, MOXHO yAansaTb No OAHOM, NCMOb3ys NpePUKe No, 1 yKasbiBas
B apryMeHTe KOMaHZbl, Kakyto UMEeHHO 3anucb TpebyeTcsa yaanunTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO

ip route 1.1.1.0 2
.1.3.0 255.255.255.0 PPTP1

ip route

[y

2.5 CoxpaHeHue HacTpoekK

TekyLLme 1 CTapTOBble HACTPONKK XpaHATCA B ¢painax running-config u startup-config.
Ans TOoro 4To6bl COXPaHUTL TeKyLLMe HAaCTPOKN B SHEProHEe3aBUCMMYHO NaMATb, HYXXHO
BBECTW KOMaHAY KOMMPOBaHUs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTNno)KeHHas nepesarpyska

Ecnu Lite HaXoANUTCA Ha 3HAUMTENIbHOM YAANEHMM OT onepaTopa 1 ynpaBsnsieTcs no ceTu,
BO3HMKAET ONACHOCTb NOTEPSITh CBA3b C HAM MO NPUUYMHE OLLUNBOUHbIX AeNCTBUIA
oneparopa. B 3ToM clyyae nepesarpyska 1 BO3BPaT K COXPaHeHHbIM HacTpolikam 6yayT
3aTpyZAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/IOXXEHHO nepesarpysku,

BbINOHUTb «OMaCHbIe» HACTPOIIKM, 3aTeM BbIK/TIOUNTbL TaliMeEp Y COXPaHUTb U3MEHEHWS.
Ecnv B npoLiecce HacTPOLiKM CBSI3b C YCTPONCTBOM byAeT NoTepsiHa, onepaTopy A0CTaTOUHO
ByAeT A0XAATbCA aBTOMATNYECKOWN nepesarpy3ku 1 NOAKNHOUNTBLCS K YCTPOCTBY CHOBA.

Lite (KN-1311) — CnpaBO4YHMK KOMaHA 31



lnaBa 2 3HaKOMCTBO C KOMaHAHOW CTPOKOWA

32

CnpaBo4HMK KOMaHA — Lite (KN-1311)



OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OonucaHue KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

MNpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  copy ¢«sources «destinations

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

source Ums gaiina MNyTb K daliny, KOTopbI HE0H6XO0AMMO
CKOMMpoBaTh.

destination |Wma ¢aina MyTb K KaTanory, Kyga éygeT ckonmpoBaH
dann.

Mpumep Hanpuwmep, coxpaHeHmne HacTpoek genaetcsd Tak:

(config)> copy running-config startup-config
(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

VICTOleﬂ N3MeHeHWniA Bepcmﬂ onvcaHue

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHwne Yaanutb ¢aiin ns namaTu Lite.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
filename Wma ganna MyTb K paliny, KOTOPLIA HEO6XOAMMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.14ls
OonucaHue BbiBecTy Ha akpaH cnncok ¢ainnos B yKkazaHHOM KaTanore.
Mpejukc no Het
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MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

CuHoncuc

(config)> s [«directory:]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
directory CTpoka MNyTb K KaTanory. [lomkeH cogepxatb NMs
bainnoBoi CUCTEMbI M HEMOCPEACTBEHHO NYTh
K kaTanory B dopmarte < painoas cmcrema
> < nyTb >. NpyMepbl GpalinoBbIX CUCTEM —
flash, temp, proc, usbn t. 4.
Mpumep (config)> 1s FILES:

rel: FILES:

entry, type = D:

name: com

entry, type = R:
name: IMAX.mkv
size: 1886912512

entry, type = D:
name: speedfan

entry, type = D:
name: portable

entry, type = D:
name: video

entry, type = D:

name: HoBas nanka
VICTOpI/Iﬂ N3MeHeHUn Bepcwﬂ onvicaHue
2.00 JlobaBneHa komaHaa ls.

3.1.5 mkdir

OnucaHwue Co3paTb HOBbI KaTasnor.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog, Het
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.1.6 more

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config)> mkdir «directory»

AprymeHT 3HauyeHue OnucaHwue

directory Ctpoka MyTb K KaTanory.

(config)> mkdir SANDSK:/test
FileSystem: :Repository: "SANDSK:/test" created.

(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.

Bepcus OnucaHve

212 JobaBneHa komaHaa mkdir.

BbiBeCTV Ha 3KpaH cofepXXmMMoe TeKCToBOro gaiina NnoCcTpoyHoO.
Het
Het

Het

(config)> more «filename>

AprymeHT 3HauyeHue OnuncaHwue

filename Wms @anna MonHoe nma gaina nam NCeBAOHUM.

(config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1 rotate

Bepcus OnucaHve

2.00 JlobaBneHa KoMaHa more.

3.2 access-list

OnucaHwne

JocTyn K rpynne KOMaHz, A5 HaCTPOVKM BbIBPAaHHOIO CMCKa NpaBu
dunbTpaumm nakeToB. ECM CNNCOK He HalAeH, KOMaHAa NbITaeTCs ero
C03/aTb. TakoW CANCOK MOXET 6bITb NPUCBOEH CeTEBOMY UHTepdericy ¢
nomoLLblo KoMaHapl interface ip access-group.

KomaHgaa ¢ npedrkcom no yaansieT Crnmcok npasul.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Bxo)xaeHue B rpynny (config-acl)

CuHoncuc (config)> access-list <name»

(config)> no access-list wname>

AprymeHTbI AprymeHT |3HauyeHue |OnucaHue

name Ctpoka Ha3BaHwne cnuncka npasun ¢unbTpaumm (Access
Control List, ACL).

Mpumep (config)> access-list test_acl
Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa access-list.

3.2.1 access-list deny

OnucaHwue Jo6aBnTb 3anpeLyatoLLiee NpaBuIo GuabTPaL MM NakeToB B yKa3aHHbIN ACL.
KomaHga ¢ npedumkcom no yganset npasuso.

MNpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-acl)>  deny (tcp | udp) <source> <source-mask»
[ port((<«src-port-operator <source-ports)|
( range <source-port <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port «destination-end-port))]

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask»

Lite (KN-1311) — CnpaBO4YHMK KOMaHA 37



naBa 3 OnncaHme KoMaHp,

AprymeHThl

(config-acl)> no deny (tcp | udp) <sources <source-mask»
[port((<«src-port-operators<source-port)|
( range <source-ports <source-end-port»))]
<«destinations <destination-mask>
[ port((<«dst-port-operator «destination-port>)|
( range «destination-ports «destination-end-port,))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
«destinations <destination-mask>

AprymeHT 3HaueHue |OnucaHve
tcp Krwyesoe | TCP NpoOTOKO/I.
C/10B0
udp Krwyesoe |UDP npoToKon.
C/10B0
icmp Kmiwyesoe  |ICMP npoToKo-.
C/10B0
esp Krmwyesoe |ESP npoToKon.
C/1080
gre Knwyesoe |GRE npoTokon.
C/10B0
ipip Knoyesoe |IP in IP npoTOKO.
C/10B0
ip Knwyeoe |IP-npoToKon (BKAKOYaeT B cebs TCP,
C/10BO UDP, ICMP v npouwve).
source IP-agpec |AApec NCTOYHKKA B 3arosioBKe
IP-nakeTa.
source-mask IP-macka |Macka, npriMeHeHsemMas K agpecy
MCTOYHKKa B 3aronoeke IP-nakeTa,
nepe/ CpaBHeHVIEM C source.
CyLiecTByeT ABa cnocoba BBOJa Macku:
B KaHOHW4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuAe 6UTOBOI
ANViHbI NpeduKca (Hanpumep, /24).
source-port Lenoe MopT ncrounmka s TCP nnn UDP
4yucsio 3arosioBke.
source-end-port lenoe OkoHuaHue gmnanasoHa NnopToBs
4yucsio NCTOYHWMKaA.
src-port-operator |1t Onepartop «MeHbLUe» ANA CPpaBHEHUS
nopTa C yKasaHHbIM source-port.
eq OnepaTtop «paBHO» ANSA CPaBHEHMS
nopTa € yKa3aHHbIM source-port.
gt Onepatop «6obLUe» ANs CPpaBHEHNS

rnopTa C YKa3aHHbIM source-port.
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AprymeHT

3HauyeHve

OnucaHue

destination

IP-agpec

Ajpec HasHa4yeHus B 3arosioBke
IP-nakeTa.

destination-mask

IP-macka

Macka, nprumeHeHsemMas K agpecy
Ha3HaueHuA B 3aronoske IP-nakera,
nepe/j cpaBHeHveM c destination
CywecTByeT ABa cnocoba BBOJa MacKu:
B KaHOHWN4eckol dopme (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOW

ANViHbI Npedukca (Hanpumep, /24).

destination-port

Lenoe
4ucso

MopT Ha3HauyeHwa B TCP nnn UDP
3arosoBske.

destination-end-port|lenoe

4yncrsio

OKOH4aHMe gmarasoHa nopTtoB
Ha3Ha4yeHunA.

dst-port-operator |1t

OnepaTop «MeHbLLe» A/ CPpaBHEHNSA
nopTa C YKa3aHHbIM
destination-port.

eq OnepaTtop «paBHO» AN CPaBHEHUS
nopTa C yKa3aHHbIM
destination-port.

gt OnepaTtop «6osbLUe» 418 CpaBHeEHUS

nopTa € YKa3aHHbIM
destination-port.

Mpumep
range 18 88

Network::Acl: Rule accepted.

(config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »

255.255.255.0

Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »

range 18 88

Network: :Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »

255.255.255.0

Network: :Acl: Rule deleted.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

[JobaeneHa komaHaa access-list deny.

2.06

HoBoe 3HaueHwe ip 66110 f06aBAEHO B apryMeHT

protocol.

2.08

Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre v ipip

2.09.A.2.1

Jo6aBneHbl A1anasoHbl NOPTOB.
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3.2.2 access-list permit

OnucaHue Jo6aBuTb paspeLuatoLLiee npasuio dbuabTpaLmm NakeTos B yKasaHHbIN ACL.

KomaHga c npedurKcom no yaansiet npasuso.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config-acl)>  permit (tcp | udp) <sources <source-mask>
[port((<«src-port-operators<source-port:)|
( range <source-ports <source-end-port»))]
<«destinations <destination-mask>
[ port((<«dst-port-operator «destination-port>)|
( range «destination-port> «destination-end-port>))]
(config-acl)> permit(icmp | esp | gre | ipip | ip)«sources«source-mask>
«destination <destination-mask>
(config-acl)> no permit (tcp | udp) <sources <source-mask>
[ port((<«src-port-operators<source-ports)|
( range <source-ports <source-end-port»))]
<destinations «destination-mask>
[ port((<«dst-port-operator:«destination-port)|
( range «destination-port> «destination-end-port»))]
(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask>
«destinations <destination-mask>
AprymeHTbI AprymeHT 3HaueHue OnucaHue
tcp Krwyesoe | TCP NpOTOKO.
C/10BO
udp Kmiwyesoe |UDP npoToKon.
C/10BO
icmp Kmwyesoe  |ICMP npoTokKo.
C/10BO
esp Krmwyesoe |ESP npoTokon.
C/10BO
gre Krw4esoe  |GRE NpoTOKO.
CJ/10BO
ipip Kroyesoe |IP in IP npoTOKO.
CJ10BO
ip Knwyeoe |IP-npoToKON (BKAtOYaeT B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
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AprymeHT 3HaueHve |OnucaHve
source IP-agpec |AApec UCTOYHKKA B 3arojioBke
IP-nakera.
source-mask IP-macka |Macka, npriMeHeHaeMas K agpecy
MCTOYHKKa B 3aronoske IP-nakera,
nepe/ cpaBHeHVEM C source.
CywecTByeT ABa cnocoba BBOJa MacKu:
B KaHOHWN4eckol dopme (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOW
ANVHBI Npedukca (Hanpumep, /24).
source-port Llenoe MopT ncrtouHwka B TCP nnn UDP
uncnao 3aroJioBke.
source-end-port Lenoe OkoHYaHwue frarnasoHa nopTos
4yucJsio NCTOYHWKa.
src-port-operator |1t OnepaTop «MeHbLLe» A/ CPpaBHEHNSA
nopTa C YKasaHHbIM source-port.
eq OnepaTop «paBHO» /1Al CPaBHEHUS
nopTa C YKasaHHbIM source-port.
gt OnepaTtop «6osbLUe» 418 CpaBHeEHUS
nopTa C yKasaHHbIM source-port.
destination IP-agpec |Aapec Ha3HayeHWs B 3aronoske
IP-nakerta.
destination-mask IP-macka |Macka, npMMeHeHsaeMas K agpecy
Ha3HaueHWA B 3aronoBke IP-nakeTa,
nepes cpaBHeHneM c destination.
CywecTByeT AiBa cnocoba BBOJa MacKu:
B KaHOHWn4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuJe 6UTOBOI
ANViHbI Npedukca (Hanpumep, /24).
destination-port Llenoe MopT Ha3HauveHwA B TCP namn UDP
uncso 3aroJioBke.
destination-end-port|lenoe OKoH4YaHWe AranasoHa nopTos
uncriio Ha3Ha4yeHunA.
dst-port-operator |lt OnepaTop «MeHbLLe» A/ CPaBHEHNSA
nopTa C YKasaHHbIM
destination-port.
eq OnepaTop «paBHO» AN CPaBHEHUS
nopTa C yKasaHHbIM
destination-port.
gt Onepatop «6onbLUe» Ans CpaBHEHNS

nopTa C YKa3aHHbIM
destination-port.
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Npumep (config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 8080 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.

WcTopuns nsmeHeHunit |Bepcus onucaHue
2.00 JobasneHa KoMmaHaa access-list permit.
2.06 HoBoe 3HaueHue ip 6b110 fO06aBNEHO B apryMeHT
protocol.
2.08 Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre v ipip.
2.09.A.2.1 Jlo6aBneHbl AnanasoHbl MOPTOB.

3.2.3 access-list rule

OonucaHmne OTKNYNTL NpaBuno ACL, OrpaHNYNTbL BpeMs ero paboTbl pacnmncaHnem,
MN3MEHUTb €ro MecTo B CN1CKe NpaBua Uan 4o06aBUTb €ro onncaHue.

KomaHaa ¢ npeprKcom no BkItOUYaeT NPaBuio, OTMEHSeT pacncaHne nnm
yAansieT onuncaHue.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-acl)>  rule <index> (disable | schedule <schedule> | order

<new-1index> | description «descriptiom)

(config-acl)> no rule <index> (disable | schedule | description)
AprymeHTbI AprymeHT 3HauveHue OonucaHue

index lenoe uyucno |Homep npasumna ACL.

disable Kroyesoe OTKNtounTb Npasmno ACL.

c/oBo
schedule Pacnucanune Ha3BaHVe pacnncaHuns, Co34aHHOro npwu
nomMoLum rpynnel KoMaHa schedule.
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Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
order lenoe 4yncno |Hosas nosnuma npaswmna ACL B cnmcke.
description |CTpoka OnwucaHuve npaswuna ACL.

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

rule 0 disable
Rule disabled.

rule 0 schedule acl_schedule
Rule schedule set to "acl schedule".

(config-acl)>rule 0 description myacl

Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

Rule description set to "myacl".

rule 0 order 1
Rule 0 moved to position 1.

no rule 0 disable
Rule enabled.

no rule 0 schedule
Rule schedule removed.

no rule 0 description
Rule description removed.

Bepcusa

OnucaHue

2.08

JlobaBneHa koMaHa access-list rule.

3.3 adguard-dns

OnucaHwue
Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

BxoXkaeHue B rpynmny

CvHoncuc

Mpumep

WcTopus nsmeHeHum

(adguard-dns)

JocTtyn K rpynne KoMaHa Ans HacTporikm npodbunei 3awmTel AdGuard DNS.

I(conﬁg)> adguard-dns

(config)> adguard-dns
Core::Configurator: Done.

(adguard-dns)>

Bepcus

OnucaHune

2.12

Job6asneHa komaHaa adguard-dns.
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3.3.1 adguard-

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

dns assign

HasHaunTb npodunb 3amThl XOCTY. 10 yMONYaHMIO A/15 BCEX XOCTOB
ncnonb3yetca npodunb standard.

KomaHga c npedrkcom no Bo3BpaLLaeT 3HaueHre no yMonyaHmo — npodusib
standard.

[Ja
Ja
Ja
(adguard-dns)>  assign [ <host» ] <types

(adguard-dns)> no assign [ <host> ]

AprymeHT 3HauyeHue OnuncaHwue

host MAC-agpec XOCT, K KOTOpOMY NpuMeHsieTcs npoduib
3aWmnThl. ECnn He yKasaH, npodub
NPUMEHSIeTCA KO BCEM XOCTaM.

type default 3aluMTa He UCNoJib3yeTCs.
base broknpoBka pekiambl, TPEKNHIa 1 GULLINHTA.
standard BesonacHoe npeobpasosaHume DNS, 6e3
6710KMPOBKN.
family BnoknpoBKa peknambl, TPEKNHIa, GULLINHTA,

CaliToB A4/19 B3POC/bIX, BKNHOUUTL 6€30MacHbI
nouck B 6paysepe.

(adguard-dns)> assign base
AdguardDns::Client: Default type set.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA default
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been associated with »
"default" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA standard
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "standard" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA family
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "family" profile.

(adguard-dns)> no assign a8:1e:84:85:f2:72
AdguardDns::Client: Host "a8:1e:84:85:f2:72" has been removed.

(adguard-dns)> no assign
AdguardDns::Client: Default type set.
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UcTopuns nameHeHuii

3.3.2 adguard-

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

3.3.3 adguard-

OnucaHwue
MNpejukc no
MeHsieT HacTpoikmn

MHorokpaTHbIiA BBOA,

CvHoncuc

Mpumep

UcTopus nsmeHeHwnii

Bepcus OnucaHve

2.12 [JobaeneHa komaHaa adguard-dns assign.

dns check-availability
MpoBepuTb AOCTYNHOCTb CNyX6bl AdGuard DNS.
Het

Het

HeTt
I(adguard-dns)> check-availability

(adguard-dns)> check-availability
AdguardDns::Client: AdGuard DNS is available.

Bepcus OnucaHve
2.12 Jlo6baBneHa komaHaa adguard-dns check-availability.

dns enable

BrntounTe cnyxby AdGuard DNS.

KomaHaa ¢ npedrKcomM no oCTaHaBNMBaET CNyXo6y.
Ja

Ja

Het

I (adguard-dns)>  enable

I (adguard-dns)> no enable

(adguard-dns)> enable
AdguardDns::Client: AdGuard DNS enabled.

(adguard-dns)> no enable
AdguardDns::Client: AdGuard DNS disabled.

Bepcus OnucaHue

2.12 [Jlo6baBneHa komaHza adguard-dns enable.

Lite (KN-1311) — CnpaBO4YHMK KOMaHA 45



naBa 3 OnncaHme KoMaHp,

3.4 cloud control2 security-level

OnucaHwne YcTaHoBUTL ypoBeHb 6e3onacHocTu cepBuca Cloud Control2 ang mobuneHoro
npunoxeHus Keenetic. Mo ymMon4aHWIO Ha3HavYeH ypoBeHb 6e30MacHoCT
public.

Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> cloud control2 security-level (public | private)

AprymeHTbI AprymeHT |3HaueHune OnuncaHue

public Knw4esoe cnoso |foctyn k Cloud Control2 paspelueH ans
public, private n protected nHtep¢eiicos.

private |Knmw4esoe cnoso |focTtyn k Cloud Control2 pa3peLueH TonbKO
Ans private nHtepdeiicos.

Mpumep (config)> cloud control2 security-level public
CloudControl2: :Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

VICTOleﬂ Mn3MeHeHWiA Bepc”ﬂ onvcaHue

3.05 Job6asneHa komaHga cloud control2 security-level.

3.5 cloudflare-dns

OnucaHue JocTyn K rpynne KoMaHg Ans HacTponku npoduneli 3awmtel Cloudflare DNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (cloudflare-dns)

CunHoncuc I (config)> cloudflare-dns

Mpumep (config)> cloudflare-dns
Core::Configurator: Done.
(cloudflare-dns)>
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.05

JobaeneHa komaHaa cloudflare-dns.

3.5.1 cloudflare-dns assign

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

HasHauunTb npodunb 3anThl XOCTY. 10 YMOYaHMIO 415 BCEX XOCTOB
ncnonb3yeTtca npodunb standard.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoan4aHuio.

Ja
[Ja
Ja
(cloudflare-dns)>  assign [ <hosts ] «types
(cloudflare-dns)> no assign [ <hosts ]
AprymeHT |3HauyeHue OnucaHve
host MAC-agpec XOCT, K KOTOPOMY NpUMeHsieTcs npoduib
3awmnTbl. Ecnn He ykasaH, npodub
NMPUMEHSIETCA KO BCEM XOCTaM.
type default 3almTa He UCNOoJIb3yeTCs.
standard BesonacHbIi DNS, 6e3 610K1MpOBKN.
malware BriokvpoBKa BpefoHOCHbBIX MPOrpamMm.
family BrokvpoBKa Bpe;JOHOCHbLIX MPOrpamMMm v CaliTos
4N B3POC/IbIX.

(cloudflare-dns)> assign default
CloudflareDns::Client: Default type set.

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 default

CloudflareDns: :Client: "c0:b8:83:c2:cb:11" has been reassociated

v

with "default" profile.

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 standard

CloudflareDns: :Client: "c0:b8:83:c2:cb:11" has been reassociated

\J

with "standard" profile.

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 malware

CloudflareDns: :Client: "c0:b8:83:c2:cb:11" has been reassociated

v

with "malware" profile.

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 family

CloudflareDns: :Client: "c0:b8:83:c2:cb:11" has been reassociated

v

with "family" profile.
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(cloudflare-dns)> no assign c0:b8:83:c2:ch:11
CloudflareDns: :Client: Host "c0:b8:83:c2:cb:11" has been removed.

(cloudflare-dns)> no assign

CloudflareDns::Client: Default type set.

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

3.05

Jlo6aeneHa komaHga cloudflare-dns assign.

3.5.2 cloudflare-dns check-availability

OnucaHune MpoBepuTb AOCTYNHOCTL cnyx6bl Cloudflare DNS.

MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuvHoncuc

I(cloudflare-dns)> check-availability

Mpumep (cloudflare-dns)> check-availability
CloudflareDns::Client: Cloudflare DNS is available.

WcTopus nsmeHeHnit |Bepcus

OnucaHue

3.05

[JlobaBneHa komaHga cloudflare-dns check-availability.

3.5.3 cloudflare-dns enable

OnucaHwue BkntounTb cnyx6y Cloudflare DNS.

KomaHgaa c npedprkcom no ocTaHaBNMBAET CNyXo6y.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het

CuHoncnc I (cloudflare-dns)> enable
I (cloudflare-dns)> no enable
Mpumep (cloudflare-dns)> enable

CloudflareDns: :Client: Cloudflare DNS enabled.

(cloudflare-dns)> no enable

CloudflareDns::Client: Cloudflare DNS disabled.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 JlobaBneHa komaHaa cloudflare-dns.

3.6 components

OnucaHue JocTyn K rpyrne KOMaHA A1 yrnpas/ieHNst KOMMNOHEHTaMM1 MUKPOMPOrpaMmel.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

Bxo>xaeHue B rpynny (config-comp)

CuHoncuc (config)>  components
UcTopuns nsmeHeHnii Bepcus OonucaHue
2.00 JlobaBneHa KOMaHAa components.

3.6.1 components auto-update channel

OnucaHwue 3a4aTb NCTOYHMK KOMMOHEHTOB AN14 q)yHKLl,I/lI/I aBToO6HOBNEHUA. 1o
YMOJTYaHUIO NCNONb3yeTcd 3Ha4YeHne stable.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-comp)>  auto-update channel <channel
(config-comp)> no auto-update channel
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue

channel stable KOMMOHEeHTbI MOIHOCTLIO MPOTECTVPOBAHbI
M peKoMeHAyrTCs 418 YCTaHOBKW. B
Beb-vHTepderice 3TOT KaHa yKa3aH Kak
Penus.

preview KoMMnoHeHTbI cogepikaTt HoBelilme GyHKLNN
1 yCOBEPLUEHCTBOBAHUS, HO MPOTECTMPOBAaHbI
He MNOoNMHOCTLIO. B Be6-HTepdelice 3TOT kKaHarn
yKa3aH Kkak MpenBaputenbHas Bepcus.

Lite (KN-1311) — CnpaBO4YHMK KOMaHA 49



naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue

draft KoMnoHeHTbI cogepaT HoBeWLne GyHKLMN
1N NCMONb3YHTCA ANS TeCTUPOBaHMA. B
Be6-nHTepdeince 3TOT KaHaN yKa3aH Kak
TectoBas cbopka.

Mpumep (config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 JlobaBneHa komaHAa components auto-update channel.

3.6.2 components auto-update disable

OnucaHwune CDyHKLl,VIﬂ aBTOMATMYecKoro 06HOBNAEHUSA KOMIMOHEHTOB. Mo yMONYaHNKO
aBTOMaTU4Yeckoe O6HOB/IEHME BKIHOUEHO.

KomaHza ¢ npedprKcom no Bk/HOUaET aBTOMaTU4eckoe 0bHOBEHME.,
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

CnHoncuc I(config—comp)> auto-update disable

I (config-comp)> no auto-update disable

Mpumep (config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.09 [JlobaBneHa komaHza components auto-update disable.

3.6.3 components auto-update schedule

OonucaHue MpucBoUTb pacnuncaHme Aas paboTbl PyHKLMM aBTOMATNYECKOro 06HOBAEHMS.
Mepes BbiNOAHEHNEM KOMaHAbl pacnmcaHue A0/MKHO 6bITb CO34aHO U
HacTpoeHo npw nomoLum koMaHabl schedule action.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

KoMaHAa ¢ npedurkcom no pa3pbiBaeT CBSi3b MeXAY pacnmncaHem u
aBTOMaTUYEeCKUM O6HOBNEHNEM.

Ja

Aa

Het

(config-comp)>  auto-update schedule «<schedule;

(config-comp)> no auto-update schedule

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnncanne |HasBaHMe pacnmcaHus, CO34aHHOro npu
nomMoLuwm rpynnel KoMmaHg schedule.

(config-comp)> auto-update schedule Update
Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.

Bepcus OnucaHue
3.03 JlobaBneHa komaHAa components auto-update
schedule.

3.6.4 components check-update

OnucaHune

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

MNpoBepuTbL 0OB6HOBIEHME MPOLLNBKYK A5 KAHAVAATA UV BELOMOro
yctporictea MogynbHon Wi-Fi Cnctembl.

Het
Het

Het

(config-comp)>  check-update [ force]

AprymeHT 3HauyeHue OnuncaHwue

force KnwyeBoe [MocToAHHO npoBepATb Hann4yne
CJ10BO 06HOBNEHUIA.

(config-comp)> check-update

release: 2.15.A.3.0-2

Lite (KN-1311) — CnpaBO4YHMK KOMaHA

51



naBa 3 OnncaHme KoMaHp,

sandbox: draft
timestamp: Dec 17 18:58:55
valid: no

(config-comp)> check-update force

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55

valid: no
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.14 [JlobaeneHa komaHaa components check-update.

3.6.5 components commit

OnucaHune |_|pI/IMeHI/ITb n3MeHeHns, BHeCeHHble KoMaHaaMu components install n
components remove.

Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-comp)>  commit
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 [JobaBneHa KOMaHAa components commit.

3.6.6 components install

OnucaHwue OTMeTUTb KOMMOHEHT ANs nocaeaytoLleil yctaHoBk. OKOHYaTeNbHas
YyCTaHOBKa BbINOIHAETCA KOMaHAo0M components commit.

MNpejukc no Het
MeHsieT HacTpouikm  /[la

MHorokpaTtHbIiA BBOg, [a

CuHoncnc (config-comp)>  install «component>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
component CTpoka Ha3BaHVe KoMnoHeHTa. CNMCoK JOCTYMHbIX
NS YCTAHOBKW KOMMOHEHTOB MOXET 6bITb
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Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

BbIBeJEH Ha 3KpaH KOMaHAoM components
list.

(config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.

Bepcus OnucaHve

2.00 JobasneHa koMaHAa components install.

3.6.7 components list

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CviHoncumc

AprymeHThl

Mpumep

HEPEKHFOLWITbCﬂ Ha Bbl6paHHy}O necoyHuLy n oTMeTuUTb 4114 YCTaHOBKU BCe
KOMIMOHEHTHI, Tpe6y+ou.u/|e M3MeHEHNA ANA COOTBETCTBUA BEPCN B
rnecoyHuue. Echm BeIMNONHNTL KOMaHAy 6e3 aprymeHTa, 1o 6yp,eT BbiBEAEH
BeCb CNMCOK BCEX KOMIMOHEHTOB TeKyU.I,EI7| necoYvyHmubl (yCTaHOBI'IEHHbIX n
AOCTYNHbIX 4114 yCTaHOBKI/I). Ecnn OTCYTCTBYET NoAK/TH4YeEHNE K MHTepHeT, TO
6y,qu BblBE€AEH TOJIbKO CMUNCOK y>Ke YCTaHOB/ME€HHbIX KOMMOHEHTOB.

HeT
Het

Het

(config-comp)>  list [ sandbox ]

AprymeHT 3HauyeHue OnucaHwue

sandbox CTpoka YpaneHHasa neco4yHuua, Hanpumep stable

nnn beta.

(config-comp)> list

firmware:
version: 2.13.C.0.0-1

sandbox: stable

local:
sandbox: beta

component:
name: base

priority: optional
size: 35233
version: 2.13.C.0.0-1
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hash: f65428af2a6fd636db779370deb5840
installed: 2.13.B.1.0-1

preset: minimal
preset: recommended
queued: yes

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHue
2.00 JobasneHa koMaHaa components list.
2.06.A.6 [JobaeneH napameTp sandbox. KomaHaa components

list Ao/KHa NCNONB30BaTLCS BMECTO yCTapeBLUeit
components sync.

3.6.8 components preset

OonucaHue BblbpaTb roToBbIli HA6OP KOMMOHEHTOB. YCTaHOBKAa Habopa BbINOHAETCS
KOMaHZo components commit.

Mpexae YemM ycTaHOBUTbL HAbOp KOMMOHEHTOB, MPOBepbTe NOC/IeHMEe BepCUmn
KOMMOHEHTOB Ha cepBepe 06HOBMEHNIA KOMaHAoM components list.
TpebyeTcsa nogkntoueHme K MHTepHeTy.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-comp)>  preset preset>

AprymeHTbI KonnuyecTtBo 1 Ha3BaHWsA roToBbIX HA6OPOB KOMMOHEHTOB MOTYT 6bITb
N3MeHEeHbI, MO3TOMY peKOMeHAyeTCs MPOBePUTb CINCOK AOCTYMHbBIX HA6OPOB
KoMaHZol preset [Tab].

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWHMManbHO BO3MOXHBIV 419 paboThbl
YyCTPOCTBA Habop KOMMNOHEHTOB byzeT
OTMEUYEH.

recommended |PekomeHAyeMbli HA6OpP KOMMOHEHTOB byaeT
OTMeYeH ANs YCTaHOBKM.

Mpumep (config-comp)> preset [Tab]

Usage template:
preset {preset}

Choose:
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minimal
recommended

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JlobaeneHa KomaHAa components preset.

3.6.9 components preview

OnucaHwue MNMoka3aTb pa3mep NPOLLUNBKW, COCTaBAEHHOW U3 KOMMOHEHTOB, BbIBPaHHbIX
C NoMoLLb KOMaHAbl components install.

Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncunc I (config-comp)>  preview
Mpumep (config-comp)> preview
preview:
size: 7733308
WcTopus nsmeHeHuimi Bepcus onucaHue

2.06 [JlobaBneHa KoOMaHAa components preview.

3.6.10 components remove

OnucaHue OTMETUTb KOMMOHEHT A5t NoC/eAytoLLero yaaneHus. OkoH4YaTenbHoe
yAaneHue BbINOHAETCA KOMaHAoM components commit.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBOg, [a

CuHoncuc I (config-comp)>  remove <component>
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

component CTpoka Ha3BaHVe KoMnoHeHTa. CNMCoK JAOCTYMHbIX
ANSA yAaneHns KOMNOHEHTOB MOXeT 6biTb
BblBeJeH Ha 3KpaH KOMaHAolM components
list.

(config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.

Bepcus OnucaHve

2.00 JobasneHa KOMaHAa components remove.

3.6.11 components validity-period

OnucaHune

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBWUTbL CPOK aKTyasibHOCTU NOKabHOroO CAncKa KOMMNOHEHTOB. 1o
NcTevYeHnn 3Toro BpeMeHn byaeT aBTOMaTUYeCKn BbiMOAHeHa KoMaHaa
components list Ana nonyyeHns TekyLLero Cnmcka KOMMNOHEHTOB C cepBepa
06HOBNEeHMA. [10 yMONYaHWIO NCMOJIb3yeTcs 3HadeHe 1800.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.

Ja

Ja

Het

(config-comp)>  validity-period <seconds>

(config-comp)> no validity-period

AprymeHT 3HauyeHue OnuncaHwue

seconds UYenoe umucro |CpoK aKTyasIbHOCTY NOKAJLHOIO Crncka
KOMIMOHEHTOB B CeKyHAax. MoXeT NpuHMMaTb
3HayeHWAa B npegenax ot 0 Ao 604800

BK/THOYNTENIbHO.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Bepcus OnucaHve

2.03 Jlo6aBneHa komaHAa components validity-period.
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3.7 crypto engine

OnucaHwne BbibpaTtb TN 06paboTkun ESP IPsec NakeToB.
KomaHaa ¢ npedrKcom no oTkntouaeT GyHKLMIO.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc (config)> crypto engine <type>
(config)> no crypto engine
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
type software |[porpaMMmHbIN pexmnm.
Mpumep (config)> crypto engine software
IpSec: :CryptoEngineManager: IPsec crypto engine set to "software".
(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa koMaHgaa crypto engine.

3.8 crypto ike key

OnucaHwue Job6asuTb kntou IKE ¢ naeHTUGUKaTOPOM YAaNeHHOW CTOPOHBI.
KomaHga ¢ npeprKcoM no yaanseT yKa3aHHbIN KoY.

MNpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, /[la

Cutoncnc (config)> crypto ike key names psk> (<type> <ids | any)
(config)> no crypto ike key name»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka Ha3BaHwe ktoya. JlonyckaeTtcs
NCNoNb30BaHMe CUMBOJIOB NATUHCKOMO
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AprymeHT 3HauyeHue OnuncaHwue
andasuTa, UNdp, TOUKM, NoAYEPKMBAHUA U
Jeduca.
psk Ctpoka MNaponb ans ayteHTUdMKaumn. JnnHa napons
MOXeT 6bITb OT 6 40 96 CIMBOJOB.
type address NaeHTudnkatopom aensetca IP-agpec.
fqdn NaeHTudnKaTopom SBNAETCH NOAHOE
AOMeHHoe 1M,
dn NaeHTndrKaTopoM ABAAETCA JOMEHHOE NMS.
email NaeHTndunKaTopom ABNSETCA 3N1eKTPOHHbIN
agpec e-mail.
id CTpoka 3HaueHuVe naeHTudmnKaTopa yaaneHHowm
CTOPOHBI.
any Knouesoe PaspeluaeT ncnosib3oBaHue K0Ya N5
C/10BO 0601 yAaneHHO CTOPOHBI.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478 any

IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
added.

Mpumep

(config)> crypto ike key VirtualIPServer »
aDjs0C1lgvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
updated.

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »

removed.
VICTOleﬂ U3MeHeHU Bepcmﬂ onvcaHue
2.06 [Jlo6baBneHa komaHga crypto ike key.

3.9 crypto ike mtu

OnucaHue YcTaHoBUTbL 3Ha4eHue MTU, koTopoe byaeT nepegaHo IKE. o ymon4vaHuto
MTU HacnepyeTcs OoT nHTedelica, Yepes KOTOpbI OCyLLLeCTBAAeTCA AOCTYN B
NHTepHeT.
KomaHga ¢ npedumkcom no Bo3Bpallaet 3HadeHmne MTU no ymondaHumio.
Mpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config)> crypto ike mtu (value)
(config)> no crypto ike mtu
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
value UYenoe uucro |3HaveHune MTU. MoXeT NPUHUMAaTb 3HaYeHNs
B Npejenax ot 576 Ao 1500 BKAOUUTENbHO.
Npumep (config)> crypto ike mtu 1400
IpSec::Manager: IKE MTU value is set to 1400.
(config)> no crypto ipsec mtu
IpSec::Manager: Reset IKE MTU value.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

3.08 Jlo6aBneHa koMmaHga crypto ike mtu.

3.10 crypto ike nat-keepalive

OnucaHune YcTaHOBUTb TallM-ayT MexXay NakeTamu keepalive B ciyyae o6Hapy>KeHUs
NAT Mexay KnreHToM 1 cepBepoM IPsec. 1o yMo4YaHNIo YCTaHOB/IEHO
3HaueHwe 20.

KomaHaa ¢ npeprkcom no Bo3BpaLLaeT 3HayeHre rno yMOAYaHUI0.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)> crypto ike nat-keepalive nat-keepalive;
(config)> no crypto ike nat-keepalive
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
nat-keepalive |lYenoe umcno |Talm-ayT mexay naketamu keepalive B
cekyHAax. MoxeT npMH1UMaTh 3HaYeHns B
npegenax ot 5 Ao 3600 BKIHOUNTENBHO.
Mpumep (config)> crypto ike nat-keepalive 90

IpSec: :Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec::Manager: Reset crypto ike nat-keepalive timeout to 20 s.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

3.11 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa crypto ike nat-keepalive.

ike policy

JocTtyn K rpynne KOMaHA ANS HaCTPOViKM BblbpaHHOW nonnTtuku IKE. Ecnu
nonntuka IKE He HalijleHa, KOMaHAa NblTaeTca eé co3aaThb.

KomaHga c npedurkcom no yaanset nonnTtuky IKE. NMpm 3TOM AaHHas NOANTUKA
IKE aBTOMaTu4yeckn ygansaeTcs 13 scex npounen IPsec.

Ja

Aa

Ja

(config-ike-policy)

(config)> crypto ike policy name>

(config)> no crypto ike policy name>

AprymeHT 3HauyeHue OnucaHwue

name CTpoka Ha3saHve nonutuku IKE. lonyckaeTcs
1CNO/b30BaHMe CMBOJIOB JIAaTUHCKOro
andasuTa, UNbp, TOUKK, NOAHEPKNBAHMA Y

fedwuca.

(config)> crypto ike policy test
IpSec::Manager: "test": crypto ike policy successfully created.

(config)> no crypto ike policy test
IpSec: :Manager: Crypto ike policy "test" removed.

Bepcus OnucaHue

2.06 JobasneHa komaHaa crypto ike policy.

3.11.1 crypto ike policy lifetime

OnuncaHwne

Mpe¢ukc no

YCcTaHOBUTL BpeMs XN3HW accouunaumm IPsec IKE. o ymonyaHunto
1ncnonb3yeTca 3HaueHe 86400.

KomaHga ¢ npe¢|/||<c0M No BO3BpaLlaeT 3HaveHne No ymoa4aHuio.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-ike-policy)>  lifetime <lifetime>

(config-ike-policy)> no lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime Uesnoe uucso |Bpemsa xun3Hu accoumaumm IPsec IKE B
cekyHAax. MoxeT npuHMMaTb 3Ha4YeHUs B
npegenax ot 60 Ao 2147483647.

(config-ike-policy)> lifetime 3600
IpSec::Manager: "test": crypto ike policy lifetime set to 3600 s.

(config-ike-policy)> no lifetime
IpSec: :Manager: "test": crypto ike policy lifetime reset.

Bepcus OnucaHue

2.06 JobasneHa komaHgaa crypto ike policy lifetime.

3.11.2 crypto ike policy mode

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncmc

AprymeHTsl

Mpumep

3ajatb Bepcuto npotokona IKE. 1o ymonyaHno NCNonb3yeTcd 3HadeHne
ikevl.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoa4YaHuio.
Ja

Ja

Het

(config-ike-policy)>  mode mode>

(config-ike-policy)> no mode

AprymeHT 3HauyeHue OnucaHue

mode ikevl Bepcusa npoTtokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

(config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-ike-policy)> no mode
IpSec: :Manager: "test": crypto ike policy mode reset.

Bepcus OnucaHue

2.06 JobasneHa komaHgaa crypto ike policy mode.

3.11.3 crypto ike policy negotiation-mode

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

YcTaHoBUTE pexnm obmeHa ans IKEv1 (cMm. komaHgy crypto ike policy mode).
Mo ymonuaHuio Ncnob3yeTcsa 3HaveHre main.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Ja

Ja

Het

(config-ike-policy)>  negotiation-mode <negotiation-modes

(config-ike-policy)> no negotiation-mode

AprymeHT 3HauyeHue ‘Onwcal-wle

negotiation-mode main OCHOBHOV pexum, 3aLmiiaeT
naeHTndmKaumo nmpa.

aggressive |ArpeccmBHbIN PeXMM, He 3aLLMLLAEeT

naeHTndMKaumo nmpa.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec: :Manager: "test": crypto ike policy negotiation-mode reset.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHga crypto ike policy

negotiation-mode.

3.11.4 crypto ike policy proposal

OnucaHune

Jo6aBnTb B NoNUTUKY IKE CCbINKY Ha BblbpaHHbIN IKE proposal. OuepegHOCTb

f06aBneHns MeeT 3HaveHne Ans obMeHa JaHHbIMY No npoTokony IKE.

KomaHga c npedurkcom no yaanseTt ccoinky Ha IKE proposal.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.12 crypto

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuvHoncuc

Ja
Ja
Aa
(config-ike-policy)>  proposal <proposal

(config-ike-policy)> no proposal <proposal

AprymeHT 3HauyeHue OnuncaHwue

proposal Crtpoka HasBaHwue IKE proposal. lonyckaroTca
CUMBObI 1aTUHCKOTO andasuTa, Undpsl,
TOYKM, NogyepkmMBaHUA 1 geduchl.

(config-ike-policy)> proposal test
IpSec: :Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec::Manager: "test": crypto ike policy proposal "test" »
successfully removed.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ike policy proposal.

ike proposal

JocTyn K rpynne koMaHg, 415t HacTpoliku BbibpaHHoOro IKE proposal. Ecnu IKE
proposal He HaligeH, KOMaH/Aa NbITaeTca ero co3Aathb.

MONHbBIA CNNCOK aNrOPUTMOB WNGPOBaAHMA peann3oBaHHbIX B CUCTEME
npuBegeH B [prnoxeHnn.

KomaHga c npedurkcom no yaanset IKE proposal. Mpu 3Tom 13 Bcex NOANTUK
IKE aBTOMaTM4eCcKn yAansaTCa CCbIIKU Ha AaHHbIN [KE proposal.

Aa
Ja
Ja

(config-ike-proposal)

I(config)> crypto ike proposal names

I (config)> no crypto ike proposal name>
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name Ctpoka HasBaHwe IKE proposal. lonyckaroTcs
CUMBObI 1aTUHCKOTO andasuTa, Undpsl,
TOYKM, NogvepkmMBaHUA 1 geduchl.

Mpumep (config)> crypto ike proposal test
IpSec: :Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 [Jlo6baBneHa komaHgaa crypto ike proposal.

3.12.1 crypto ike proposal aead

OnucaHue BK/IIOUNTL PeXVM LdpoBaHus AFADANS IKE proposal.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config—ike—proposal)> aead

NMpumep (config-ike-proposal)> aead
IpSec: :Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »
mode.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.05 JobaBneHa komaHAa crypto ike proposal aead.

3.12.2 crypto ike proposal dh-group

OnucaHune Job6aBunTb BbibpaHHyto DH rpynny B IKE proposal ans paboTbl B pexunme PFS.
OuepegHoCTb f06aBNeHNS NMeeT 3HaueHre 419 obMeHa JaHHbIMY MO
npotokony IKE.

KomaHaa ¢ npepunkcom no yaanseT BblopaHHYO rpynmny.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

(config-ike-proposal)>  dh-group «dh-group»

(config-ike-proposal)> no dh-group «dh-group»

AprymeHT 3HauyeHue OnuncaHwue

dh-group 1 DH rpynna ans paboTel B pexume PFS.
2

5

14
15
16
17
18
19
20
21
25
26
31
32

(config-ike-proposal)> dh-group 14
IpSec: :Manager: "test": crypto ike proposal DH group "14" »
successfully added.

(config-ike-proposal)> no dh-group 14
IpSec::Manager: "test": crypto ike proposal "test" group type »
successfully removed.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ike proposal dh-group.

3.12.3 crypto ike proposal encryption

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn

Jlo6aBuTb BbI6paHHbIN TN WndpoBaHua B IKE proposal. OuepeaHoCTb
f06aBneHns MeeT 3HaveHne Ans obmMeHa fJaHHbIMY No npoTokony IKE.

KomaHga c npedunkcom no yaanset BbIbpaHHbIA TUMN WNPPOBaAHMS.
Ja
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIl/i BBog, /[la

CuHoncuc (config-ike-proposal)>  encryption «encryptions

(config-ike-proposal)> no encryption <encryption;

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

encryption |des Tun wndposaHus IKE.
3des

aes-chc-128
aes-chc-192
aes-chc-256
aes-ctr-128
aes-ctr-192
aes-ctr-256

NMpumep (config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JobasneHa komaHaa crypto ike proposal encryption.

3.12.4 crypto ike proposal integrity

OnucaHune [lo6aBuTb BbIGpaHHOe 3HaveHue anroputma nognucn HVAC B IKE proposal.
OuepegHoCTb fo6aBNeHNA MMeeT 3HaueHKe 419 obMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npednkcom no yaanseTt BblIopaHHbI aaropuTM.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a

CuHoncuc I(conﬁg4ke1woposan> integrity cintegrity

I(conﬁnge—proposaD>lu)integritycintegrity>
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
integrity md5 Anroputm nognucu HMAC IKE
shal COOBLLIeHWIA.
sha256
sha384
sha512
Mpumep (config-ike-proposal)> integrity sha256

IpSec::Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa komaHga crypto ike proposal integrity.

3.12.5 crypto ike proposal prf

OnucaHune Jo6aBuTb Bbi6paHHyto rpynny PRF B IKE proposal.
KomaHga c npedunkcom no yganseT BbI6paHHbI airopuTM.

MNpejukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTHbIl/i BBog, /[la

CuHoncuc (config-ike-proposal)>  prf «prf>
(config-ike-proposal)>  no prf prf>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
prf md5 Anropunt™m nognucu HMAC ansa IKE
shal COOBLLEeHWIA.
aes-xchc
sha256
sha384
sha512
aes-cmac
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-ike-proposal)> prf sha256
IpSec: :Manager: "TEST": crypto ike proposal prf algorithm »
"sha256" successfully added.

(config-ike-proposal)> no prf sha256
IpSec::Manager: "TEST": crypto ike proposal "TEST" prf type »
successfully removed.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.05 Jo6aBneHa komaHga crypto ike proposal prf.

3.13 crypto ipsec incompatible

OonucaHue OTKNOUNTb NPOBEPKY COBMECTUMOCTM IPsec TyHHenei. Mo yMonyaHuo
HacTpoiiKa OTK/I0YEHa.

KomaHza ¢ npedpurkcom no BktoUaeT nposepky obpaTHoO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het

Cunoncnc I(config)> crypto ipsec incompatible

I (config)> no crypto ipsec incompatible

Npumep (config)> crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec::Manager: Compatibility checks is enabled.

VlCTOleﬂ n3MeHeHuA Bepcmﬂ onvicaHue

2.10 Jlo6baBneHa komaHga crypto ipsec incompatible.

3.14 crypto ipsec mtu

OnucaHwue YcTaHOBUTL 3HaueHune MTU, koTopoe byaeT nepefaHo [Psec. Mo ymonyaHuto
NCnonb3yeTca 3HaveHne auto.

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.15 crypto

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

BxoXkaeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

(config)> crypto ipsec mtu(auto | <value»)

AprymeHT 3HauyeHue OnucaHwue

auto KnwyeBoe MTU Ha3Ha4vaeTcs aBTOMaTUYeCcKU.
C/10BO
value lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHVMAaTbL 3HaUYeHNs

B npegenax oT 128 o 1500 BkAoUMTENBHO.

(config)> crypto ipsec mtu auto
IpSec::Manager: MTU is set to auto.

(config)> crypto ipsec mtu 1400
IpSec::Manager: Static MTU value is set to 1400.

Bepcusa OnucaHve

2.08 JlobaeneHa KoMaHgaa crypto ipsec mtu.

ipsec profile

[AoCTyn K rpynne KOMaHz ANst HaCTPONKM BbiI6paHHOro npoduns IPsec. Ecnn
npodunb He HaliZleH, KOMaHAa NbITaeTcs ero Co3Aathb.

KomaHga ¢ npedurkcom no yaanseT npodusib. Mpm 3TOM CCbINKM Ha AaHHbIN
NpodunIb aBTOMATUYECKM YAANSOTCS N30 BCEX KpUMTOKAPT IPsec.

Ja

Ja

Ja

(config-ipsec-profile)

(config)> crypto ipsec profile <name>

(config)> no crypto ipsec profile name»

AprymeHT 3HauyeHue OnuncaHwue

name Ctpoka HassaHwne npoduns IPsec. JlonyckaroTcs
CMMBOJIbI IaTUHCKOro andasuTa, umdpsl,

TOYKW, NOAYEPKNBAHUSA N fedUChI.

(config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.
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naBa 3 OnncaHme KoMaHp,

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.06 JobasneHa koMmaHgaa crypto ipsec profile.

3.15.1 crypto ipsec profile authentication-local

OnucaHue 3afatb TMN ayTeHTUGMKaLUMKM IOKaNBHOro XocTa. 1o ymonyaHuio
NCMoNib3yeTca 3HayeHune pre-share.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-ipsec-profile)>  authentication-local «auth

(config-ipsec-profile)> no authentication-local

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

auth pre-share Ha AaHHbIA MOMEHT eNHCTBEHHOE
JOCTYrNHOe 3HayeHwue.

NMpumep (config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec::Manager: "test": crypto ipsec profile authentication-local »
reset.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa koMaHga crypto ipsec profile
authentication-local.

3.15.2 crypto ipsec profile authentication-remote

OonucaHue 3agaTb TUN ayTeHTUGMKALMW yaaneHHoro xocta. Mo ymonyaHuo
MCNONb3yeTcs 3HaYeHue pre-share.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.

Mpedukc no [Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

Ja

Het

(config-ipsec-profile)>  authentication-remote auths

(config-ipsec-profile)> no authentication-remote

AprymeHT 3HauyeHue OnucaHue

auth pre-share Ha gaHHbIN MOMEHT eANHCTBEHHOE
JOCTYMNHOe 3HayeHwue.

(config-ipsec-profile)> authentication-remote pre-share
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

Bepcus OnucaHve

2.06 JobasneHa KoMmaHga crypto ipsec profile
authentication-remote.

3.15.3 crypto ipsec profile dpd-clear

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

3ajaTb CNocob AecTBMA Npy 06HapyXeHnn HepaboTatoLero nupa IKE. Mo
YMONYaHMI0 NapameTp BK/IOYEH, YTO 03HavaeT yaaneHne MHopmaLmm o

nupe.
KomaHga c npedunkcom no yctaHaBAMBaeT JeiicTBue B restart.
Ja

Ja

Het

I(config-ipsec-profile)> dpd-clear

I (config-ipsec-profile)> no dpd-clear

(config-ipsec-profile)> dpd-clear

IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »

set to "clear".

(config-ipsec-profile)> no dpd-clear

IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »

set to "restart".

Lite (KN-1311) — CnpaBO4YHMK KOMaHA

71



naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto ipsec profile dpd-clear.

3.15.4 crypto ipsec profile dpd-interval

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3afaTb NapameTpbl MeToAa AN 0O6HapyXeHns HepaboTatowmx IKE NMpoB..
Mo ymonuaHuio 3HaveHue interval paBHo 30, retry-count pasHo 3.

KomMaHgza ¢ npedprKcomM no BO3BpaLLAeT 3HAUYEHWS MO YMONYAHUIO.
Ja

Ja

Het

(config-ipsec-profile)>  dpd-interval<intervals[retry-count]

(config-ipsec-profile)> no dpd-interval

AprymeHT 3HauyeHue OnuncaHwue

interval UYenoe uucno |HTepBan oTnpasku DPD rnakeToB B CEKYHAAX.
Mo>ceT NnpuHMMaTb 3HaYeHus B Npejenax oT
2 [0 3600.

retry-count |Jenoe uucno |Konmuectso nomnbITOK oTNpaskuy DPD nakeTos.
MoxxeT npMHMMaTb 3Ha4YeHVsa B npejenax ot
3 70 60.

(config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHga crypto ipsec profile dpd-interval.

3.15.5 crypto ipsec profile identity-local

OnucaHune

Mpe¢ukc no

3azaTb NOKanbHbI ngeHTUdUKaTOp Ana npoduns IPsec.
KomaHgaa c npedpurkcom no yaansieT nokanbHblli ngeHTnoukaTop.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-ipsec-profile)>  identity-local type> «<id>
(config-ipsec-profile)> no identity-local
AprymeHTbI AprymeHT 3HaueHue OnucaHue
type address Tun nageHTnomkatopa — IP-agpec.
fqdn Tvn ngeHTndmrkatopa — nonaHoe
AOMeHHoe nMS.
dn Tun naeHTndrkKaTopa — JOMeHHoe
M.
email Tun ngeHtTndumkatopa — agpec e-mail.
id CTtpoka 3HaueHVe NoKabHOro
naeHTndumkaTopa.

Example (config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".
(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.06 Job6aeneHa komaHAa crypto ipsec profile identity-local.

3.15.6 crypto ipsec profile match-identity-remote

OnucaHune 3afaTb MAEHTNPNKATOP YAAaNEHHOI0 XOCTa AN BbIbpaHHOro npoduns IPsec.
KomaHga ¢ npedumkcom no yganaet naeHTuGuKaTop yaaneHHoro xocra.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ipsec-profile)> match-identity-remote («type><ids | any)
(config-ipsec-profile)> no match-identity-remote
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
type address Tun naeHtTndumkatopa — IP-agpec.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
fqdn Tun naeHTndrkaTopa — NoJHOe JOMEeHHOoe
nms.
dn Tun ngeHTndunkaTopa — AOMEHHOE NMS.
email Tun naeHTndurkatopa — agpec e-mail.
id CTpoka 3HadveHne naeHTUdMKaTopa yaaneHHoro
XocTa.
any Kriw4yesoe Pa3spewwnTb ncnonb3oBaHme n060ro
CJ1080 yAa/IeHHOro xocTa.

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ipsec profile

match-identity-remote.

3.15.7 crypto ipsec profile mode

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

YCTaHOBUTb pexuM paboTbl IPsec. 10 yMOAYaHUIO UCMOb3YyeTCs 3HaYeHne
tunnel.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHWIO.
Ja

Aa

Het

(config-ipsec-profile)>  mode mode»

(config-ipsec-profile)> no mode

AprymeHT 3HaueHve |OnucaHve

mode tunnel TYHHeNbHbIN pexuMm, Npu KOTOPOM
Becb IP nakeT wupyetca n/mam
npoBepseTcs Ha NOAJIMHHOCTb.

transport |TpaHCNOPTHbLIV peXxuMm, Koraa
wndpyeTcs TONbKO CoOAepXMMOoe
IP-nakeTa.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »
"transport".

(config-ipsec-profile)> no mode
IpSec::Manager: "test": crypto ipsec profile mode reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec profile mode.

3.15.8 crypto ipsec profile policy

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHum

3ajaTb CCbIIKY Ha CyLlecTBYyHOLLYO NoanTuky IKE (cM. KomaHay crypto ike
policy).

KomMaHza ¢ npeprKCoM No yaansaeT CCbiaky.
Ja
Aa
Het
(config-ipsec-profile)>  policy «policy»

(config-ipsec-profile)> no policy

AprymeHT 3HaueHue OnucaHwue

policy Crpoka HasBaHwue nonntmnkun IKE. Cnmncok
AOCTYMHbIX MOUTUK MOXHO YBUAETH

€ nomoLbo KomaHabl policy [Tabl.

(config-ipsec-profile)> policy [Tabl
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".

(config-ipsec-profile)> no policy
IpSec: :Manager: "test": crypto ipsec profile policy reset.

Bepcus OnucaHve

2.06 Job6asneHa KkomaHaa crypto ipsec profile policy.
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3.15.9 crypto ipsec profile preshared-key

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3afaTb CBA3aHHYO KtoueByto dpasy Ans jaHHoro npoduns IPsec.
KomaHga c npedunkcom no yganseT kio4veByr Gpasy.

Ja

Ja

Het

(config-ipsec-profile)>  preshared-key preshare-key»

(config-ipsec-profile)> no preshared-key

AprymeHT 3HauyeHue OnuncaHwue

preshare-key|Crpoka 3HauveHMe KntoyeBo hpasbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec: :Manager: "test": crypto ipsec profile preshared key reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec profile
preshared-key.

3.15.10 crypto ipsec profile xauth

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

BkntounTb foNoAHUTENBHY0 ayTeHTUdUrKauumio XAuth ana pexuma IKEv1. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHa.

KoMaHAa ¢ Npedurkcom no OTKIHOYAET AOMONHUTENIbHYH NPOBEPKY
NOA/IMHHOCTM.

Ja

Aa

Het

I (config-ipsec-profile)>  xauth <type>

I (config-ipsec-profile)> no xauth
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HaueHve |OnucaHve
type client KnneHTckuin pexxmm.
server CepBepHbI pexmnm.

(config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec::Manager: "test": crypto ipsec profile xauth is disabled.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ipsec profile xauth.

3.15.11 crypto ipsec profile xauth-identity

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

NcTopusa nsmeHeHum

YKa3aTb 0rvH 415 AONONHUTENbHOM ayTeHTudukaumm XAuth B KIMEHTCKOM
pexvme.

KomaHaa ¢ npepurkcom no yaanseT noruH.

Aa

Ja

Het

(config-ipsec-profile)>  xauth-identity <identity»

(config-ipsec-profile)> no xauth-identity

AprymeHT 3HauyeHue OnucaHue

identity Crpoka JIOrvH ANSA KNMeHTCKoro pexuma XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Bepcus OnucaHue

2.06 JobasneHa komaHza crypto ipsec profile xauth-identity.
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3.15.12 crypto ipsec profile xauth-password

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.16 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

YKazaTb Naposib AN JONONHUTENbHOM ayTeHTUdMKaLmmn XAuth B KIMEHTCKOM
pexvme.

KomaHga ¢ npedrKCOM no CcTMpaeT 3HaYeHne Napons.
Ja
Ja
Het
(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

AprymeHT 3HauyeHue OnuncaHwue

password Ctpoka Maponb Ans KINeHTCKOoro pexnma XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
xauth-password.

ipsec rekey delete-delay

3aAatb MHTepBas nepey yaaneHvem IKE SA nocsie nonyyeHns KOMaHAbl
DELETE OT yA4aneHHON CTOPOHbI. [10 yMOA4aHMIO NCNob3yeTcs 3HaueHre 10.

KomMaHza ¢ npedprKcoM Nno BO3BPALLAET 3HAUEHME MO YMONYAHUIO,
Ja

Ja

Het

I (config)> crypto ipsec rekey delete-delay «delay>

I (config)> no crypto ipsec rekey delete-delay
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3.17 crypto

OnucaHune

MNpedukc no
MeHsieT HaCTPOMKMN
MHorokpaTHbI/ BBOJ,

CviHoncuc

Mpumep

WcTopus nsmeHeHwnii

3.18 crypto

OnucaHwne

AprymeHT 3HauyeHue OnuncaHwue

delay lenoe umucro |3HayveHMe 3ajepXKKU B ceKyHAax. MoxeT
NMPUHMMaTL 3HaYeHNA B Npesenax ot 1 40 60.

(config)> crypto ipsec rekey delete-delay 1
IpSec::Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga crypto ipsec rekey delete-delay.

ipsec rekey make-before

BrntounTb pexunm yctaHoBkU HOBbIX IKE SA A0 pa3pbiBa npeapiayLumx. o
YMONYaHUIO QYHKLMA OTKIOYEHaA.

KomaHgza ¢ npepurKCcoOM NO OTK/KOUAET 3TOT PEXMM.
Ja
Ja

HeTt

I(config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before

(config)> crypto ipsec rekey make-before
IpSec::Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

Bepcus OnucaHve

2.1 [Jlo6baBneHa komaHga crypto ipsec rekey make-before.

ipsec transform-set

[OCTyn K rpynne KOMaHZA A1t HaCTPOLik/ BbI6BpaHHOro Npeo6bpasoBaHus [Psec
ESP BO 2 dpase. Ecnm npeobpasoBaHuMe He HalAeHO, KOMaHAA NbITaeTcs ero
co3patb.
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naBa 3 OnncaHme KoMaHp,

KomaHaa ¢ npedpurkcom no yaanset npeobpasoBaHue. MNpu 3TOM 13 Bcex
KPpUNTOKapT IPsec aBTOMaTmnyecKkmn YAANAKTCA CCbI/IKN Ha AaHHOE
npeobpasoBaHue.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

BxoxxaeHue B rpynny (config-ipsec-transform)

CuHoncue (config)> crypto ipsec transform-set name>
(config)> no crypto ipsec transform-set name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka HasBaHune npeobpasoBaHus IPsec.
JonyckatoTca CMMBObI NATUHCKOTO
andasuTa, Unbpbl, TOUKK, NOAYEPKNBAHUSA
n geducel.
Mpumep (config)> crypto ipsec transform-set test
IpSec: :Manager: "test": crypto ipsec transform-set successfully »
created.
(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.06 JobasneHa koMaHgaa crypto ipsec transform-set.

3.18.1 crypto ipsec transform-set aead

OnucaHue Brntountb pexxum wndposaHua AEADAnS IPsec.
MNpe¢ukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue I(config-ipsec—transform)> aead

Mpumep (config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »
AEAD mode.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHza crypto ipsec transform-set aead.

3.18.2 crypto ipsec transform-set cypher

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

[o6aBuTb Bbl6paHHbIN TN WndpOBaHMA B Npeobpa3oBaHue IPsec.
OuepegHoCTb f06aBNEHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npepurkcom no yaanseT BolbpaHHbIA TUN WNdpPOBaHUS.
Ja

Aa

Ja

(config-ipsec-transform)>  cypher <«cypher;

(config-ipsec-transform)> no cypher <«cypher;

AprymeHT 3HauyeHue |OnucaHve

cypher esp-des Tun wndpoBaHma NpeobpaszoBaHUs
IPsec ESP.

esp-3des

esp-aes-128

esp-aes-192

esp-aes-256

(config-ipsec-transform)> cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHga crypto ipsec transform-set cypher.

3.18.3 crypto ipsec transform-set dh-group

OnucaHune

Jlo6aBuTb BbIbpaHHyto DH rpynny B npeobpa3osaHue IPsec ans paboTbl B
pexuvme PFS. OuepefHOCTb Jo6aBNeHNS NMeeT 3HaueHue 419 obMeHa
JaHHbIMW No npoTokony IKE.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

KomaHga c npedurkcom no yaanseT BoIbpaHHY0 rpynny.
Ja

Aa

[Ja

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

AprymeHT 3HauyeHue |OnucaHve

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2

5

14
15
16
17
18

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.

Bepcusa OnucaHve
2.06 Jlo6aBneHa koMaHgaa crypto ipsec transform-set
dh-group.

3.18.4 crypto ipsec transform-set hmac

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

Jo6aBuTb BbibpaHHbI anroputm noagnucn HVIAC B npeobpasoBaHue IPsec.
OuepegHoCTb fo6aBNeHNA MMeeT 3HaueHKe 419 obMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npedunkcom no yaanseTt BbIOpaHHbI aaropuTM.
Ja
[Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

CnHoncuc (config-ipsec-transform)>  hmac <hmac

(config-ipsec-transform)> no hmac <hmac>

AprymeHTbI AprymeHT |3HaueHue OonucaHune

hmac esp-md5-hmac Anroputm noanmuecn HMAC
npeobpasoBaHus IPsec ESP.

esp-shal-hmac

esp-sha256-hmac

Mpumep (config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set hmac »
"esp-shal-hmac" successfully added.

(config-ipsec-transform)> no hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set "test" hmac »
successfully removed.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.06 JobaBneHa koMaHga crypto ipsec transform-set hmac.

3.18.5 crypto ipsec transform-set lifetime

OnucaHwue YCTaHOBUTL BpeMsi XXN3HW BbIbpaHHOro npeobpasoBaHus IPsec. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ipsec-transform)>  lifetime <lifetimes
(config-ipsec-transform)> no lifetime
AprymeHTbl AprymMeHT |3HaueHme |OnucaHwne
lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHunsa IPsec B
cekyHaax. MoxeT NnpyHUMaTh 3Ha4YeHns B
npegenax ot 60 Ao 2147483647.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

3.19 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

(config-ipsec-transform)> lifetime 8640
IpSec::Manager: "test": crypto ipsec transform-set lifetime set »
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec transform-set
lifetime.

map

JocCTyn K rpynne KOMaHz ANst HACTPOWMKM BblI6paHHOI KpUNToKapThl IPsec.
Ecnv kpynTokapTa He HalieHa, KOMaHAa NbiTaeTcs eé co34aThb.

KomaHga ¢ npedrkcom no yaanset KpUnTokapTy.
Ja
Aa
Ja

(config-crypto-map)

(config)> crypto map <name»

(config)> no crypto map <name»

AprymeHT 3HauyeHue OnucaHwue

name Ctpoka Ha3BaHVe KpunTokapThl IPsec. lonyckaroTcs
CUMBOJIbI TIATUHCKOrO andasuTa, Lndpsbl,
TOUKM, NoAYEPKMBAHUA U AedUChI.

(config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec: :Manager: Crypto map profile "test" removed.

Bepcus OnucaHue

2.06 JobaBneHa KoMaHaa crypto map.
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naBa 3 OnncaHme KOMaHA,

3.19.1 crypto map connect

OonucaHue BkntoumTb aBTOMaTU4YeCcKoe 6e3ycoBHOE coearHeHme IPsec ¢ yaaneHHowm
CTOPOHOI. HacTpolika He MeeT CMbICa, eC/I OCHOBHOMY YaneHHOMY XOCTy
NPUCBOEHO 3HauYeHue any (CM. KOMaHZy crypto map set-peer). Mo

YMOYaHMIO HAaCTPOIiKa OTK/IlOUeHa U coeAnHeHne byaeT yCTaHOBNEHO Nnpu
noneiTKe Nepegatb TpaduK Yepes npeobpasoBaHue IPsec ESP.

KomaHga ¢ ﬂpe¢I/IKCOM No OTK/1F0YaeT aBToOMaTmn4yeckoe 6e3yCﬂOBHOE
coeanHeHwme.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-crypto-map)>  connect

I (config-crypto-map)> no connect

Mpumep (config-crypto-map)> connect
IpSec::Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.06 JobaBneHa koMaHga crypto map connect.

3.19.2 crypto map enable

OnucaHue BkntounTb BbIGpaHHYO KpUnToKapTy IPsec. Mo ymonyaHuio napameTp
BKJIHOYEH.

KomaHga ¢ npedrnKcom no oTKIoUaeT KPUNTOKaPTY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I (config-crypto-map)>  enable
I (config-crypto-map)> no enable
NMpumep (config-crypto-map)> enable

IpSec: :Manager: "test": crypto map enabled.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

Bepcus OnucaHue

2.06 JobasneHa KoMaHaa crypto map enable.

3.19.3 crypto map fallback-check-interval

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

BknounTb neprogmyeckyto NpoBepKy AOCTYMHOCTY OCHOBHOMO XOCTa U
BO3BpaTa Ha Hero B TOM C/lyyae, Korfa HasHayeHbl 1 OCHOBHOW 1 pe3epBHbIi
yAaneHHble XOCTbl. 10 yMONYaHUIO HAaCTPOiKa OTKHOYEeHa.

KomaHga ¢ npedrnkcom no oTKIoUaeT NpoBepky.

Ja

Ja

Het

(config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

AprymeHT 3HaueHne |OnucaHue

interval-value|lesoe uuco |[lepnos NnpoBepkn B cekyHAax. MoxeT
NPpUHMMaTL 3Ha4YeHNs B Npejenax oT 60 J0
86400.

(config-crypto-map)> fallback-check-interval 120
IpSec::Manager: "test": crypto map fallback check interval is »
set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec: :Manager: "test": crypto map fallback check interval is »
cleared.

Bepcus OnucaHve

2.06 JobasneHa KoMaHAa crypto map

fallback-check-interval.

3.19.4 crypto map force-encaps

OnucaHune

MpUHYANTENbHO BKAOYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP ans o6xoaa
firewall n NAT.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

KoMaHAa ¢ Npe¢prkCcoM No OTK/HOYAET 3TOT PEXUM.

Ja
Aa

Het

I (config-crypto-map)>  force-encaps

I (config-crypto-map)> no force-encaps

(config-crypto-map)> force-encaps

IpSec::Manager: "test":

enabled.

(config-crypto-map)> no force-encaps

IpSec: :Manager: "test":

crypto map force ESP in UDP encapsulation »

crypto map force ESP in UDP encapsulation »

disabled.
Bepcus OnucaHve
2.08 [Jlo6baBneHa komaHga crypto map force-encaps.

3.19.5 crypto map I2tp-server dhcp route

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHThl

HasHaunTb MapLupyT, nepesaBaeMblii Yepes coobuieHns DHCP INFORM,
KnneHTam L2TP-cepBepa.

KomaHaa ¢ npeprKcom no oTMeHseT NoslyveHune yKkazaHHOro MapLupyTa.

Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yeT OTMEeHeHO noJlyyeHme Bcex

MapLLpYTOB.
[Ja
Ja
Ja

(config-crypto-map)>

12tp-server dhcp route address> mask»

(config-crypto-map)> no 12tp-server dhcp route [ <addresss masks ]

AprymeHT 3HauyeHue OnucaHwue
address IP-appec Afpec ceTeBOro KaneHTa.
mask IP-macka Macka ceTeBoro knmeHTta. CyLecTsyeT ABa

crocoba BBOJa MacCKu: B KaHOHWNYeCKOW

dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOM ANNHbI NpedurKkca (Hanpumep, /24).
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.

(config-crypto-map)> 12tp-server no dhcp route
IpSec::Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.

Bepcus OnucaHve
2.12 [JlobaeneHa komaHza crypto map I2tp-server dhcp
route.

3.19.6 crypto map I2tp-server enable

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Bkntouuntb L2TP-cepBep Ha KpunTokapTe IPsec. [To ymonyaHuio napameTp
BKJIHOYEH.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.
Ja
Aa

Het

I(conﬁg«xyptownapp> 12tp-server enable

I(conﬁg«xypto¢napﬁ>nothp-serverenable

(config-crypto-map)> 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.

(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
disabled.

Bepcus OnucaHve

2.1 Jlo6aBneHa koMaHza crypto map I2tp-server enable.

3.19.7 crypto map I2tp-server interface

OnucaHwne

MNpejukc no

CsizaTb cepBep L2TP € yKa3aHHbIM UHTepdelicoM.

KomaHaa ¢ npedunKcom no paspbiBaeT CBSi3b MeXAy CepBepOM U1
nHTepdericom.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-crypto-map)>  12tp-server interface <interface

(config-crypto-map)> no 12tp-server interface

AprymeHT

3HaueHue OnvicaHune

interface

NHTeppeiic MonHoe Msa nHTepderca Nm NCeBLAOHUM.
CnncoK AOCTYNHbIX ANt Bbl6opa
nHTepdelicoB MOXHO yBMAETb BBEASA
KoMaHay 12tp-server interface [Tab].

(config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl

GuestWiFi

(config-crypto-map)> 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »

is unbound.
Bepcus OnucaHve
2.11 Jlo6aBneHa komaHga crypto map I12tp-server interface.

3.19.8 crypto map I2tp-server ipvecp

OnucaHwne

Brnrounte nogaepxky IPv6. [ina kaxgoro L2TP-cepBepa co34ar0Tcs
DHCP-nynbl IPv6. Mo ymMOn4aHMIO HacTPOMKa OTK/IOYEHa.

KomaHgaa ¢ npedrKcom no OTK/I0UYaeT HacTpoliky.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja
Ja

Het

I (config-crypto-map)>  12tp-server ipvécp

I (config-crypto-map)> no 12tp-server ipvécp

(config-crypto-map)> 12tp-server ipv6cp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.

(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

Bepcus OnucaHve

3.00 JobasneHa koMaHaa crypto map I2tp-server ipvécp.

3.19.9 crypto map I2tp-server Icp echo

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

3afaTb NpaBuia TeCTUPOBAHUA coeanHeHna L2TP-cepBepa cpeactsamu LCP
echo.

KomaHga ¢ npedpurkcom no oTknto4aeT LCP echo.
Ja
[Ja
HeTt
(config-crypto-map)>  12tp-server lcp echo <interval> «count»

(config-crypto-map)> no 12tp-server lcp echo

AprymeHT 3HauyeHue OnuncaHwue

interval Uenoe uucno |VHTepBan mexay otnpaskamm LCP echo, B
cekyHzax. Ecniv B TeueHme ykasaHHOro
WHTepBana BpemMeHu oT yAaieHHON CTOPOHbI
He 6bln nonydeH LCP 3anpoc, el byaet
OTNpPaB/ieH TaKo 3anpoc € OXUAAHMNEM
oTteeTa LCP reply.

count lenoe uyncno |Konm4yecTBo OTMpaBAEeHHbIX NOAPSA 3arpocoB
LCP echo Ha KoTOpble He 6bi1 Mony4yeH oTBeT

LCP reply. Ecnn count 3anpocos LCP echo
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopus nsmeHeHwnii

3.19.10 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

ocTanucb 6e3 oTBeTa, coeavHeHVe byaeT
pa3opBaHo.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Bepcus OnucaHve

2.1 [Jlo6baBneHa koMaHgaa crypto map I2tp-server Icp echo.

map I2tp-server mru

YcTaHoBUTbL 3HaveHue MRU, koTopoe byaeT nepesaHo cepsepy L2TP. Mo
YMOJIYaHUIO NCMNOJIb3YeTCHa 3HaueHre 1200.

KomaHga ¢ npedurkcom no yctaHaBAMBaET 3HaUEHKMeE MO YMOAYaHUIO.
Ja

Aa

Het

(config-crypto-map)>  12tp-server mru aru»

(config-crypto-map)> no 12tp-server mru

AprymeHT 3HauyeHue OnuncaHwue

mru UYesoe uucro |3HaveHue MRU. MoxeT MpUHNUMaTb 3HaUeHnNs
B npegenax oT 128 o 1500 BkAOUMTENBHO.

(config-crypto-map)> 12tp-server mru 1500
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

Bepcus OnucaHue

2.1 JlobaBneHa komaHAa crypto map 12tp-server mru.
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naBa 3 OnncaHme KoMaHp,

3.19.11 crypto map I2tp-server mtu

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

3.19.12 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

YcTraHoBUTL 3HaveHve MTU, koTopoe byaeT nepegaHo cepsepy L2TP. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1400.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HAaUEHME MO YMOAYAHUNIO.
Ja

Ja

Het

(config-crypto-map)>  12tp-server mtu mtu»

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HayeHue OnuncaHue

mtu lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHVMATbL 3HaUYeHNS
B npegenax oT 576 o 1500 BkAoUMTENIbHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".

(config-crypto-map)> no 12tp-server mtu
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

Bepcus OnucaHve

2.11 [JobaeneHa komaHaa crypto map I2tp-server mtu.

map I12tp-server multi-login

PaspewnTb nogxntoyeHme K cepepy L2TP HeCKONbLKMX NoNb30BaTenei ¢
OfHOro aKKayHTa.

KomaHga c npedurkcom no oTK/IoYaeT HaCTPOKY.
Ja

[Ja

Het

I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.11 [JobaeneHa komaHaa crypto map I2tp-server
multi-login.

3.19.13 crypto map I2tp-server nat

OnucaHune BkntoumnTb TpaHCcnaLUuo agpecoB ana cepsepa L2TP.
KomaHga ¢ npednkKcom no oTkItoUaeT TpaHCIAUUIO.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-crypto-map)>  12tp-server nat
I (config-crypto-map)> no 12tp-server nat

Mpumep (config-crypto-map)> 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.
(config-crypto-map)> no 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.1 Jlo6aBneHa koMaHaa crypto map l2tp-server nat.

3.19.14 crypto map I2tp-server range

OnucaHune Ha3HaunTb Ny agpecos AN14 KINEHTOB cepBepa L2TP. [1o yMonyaHuio
ncnonb3lyeTca pasmep nyna 100.

KomaHgaa c npedpurkcom no ygansiet nysn.

MNpedukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

3.19.15 crypto

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHThl

(config-crypto-map)>  12tp-server range <begin (cends | <size»)

(config-crypto-map)> no 12tp-server range

AprymeHT 3HauyeHue OnucaHue

begin IP-agpec HauvanbHbIll agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size UYenoe uucno |Pasmep nyna.

(config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range deleted.

Bepcus OnucaHue

2.11 JobasneHa KoMmaHaa crypto map l2tp-server range.

map I2tp-server static-ip

HasHaunTb nocTosiHHbLIN IP-agpec nonb3oBaTento. lonb3oBaTenb B cUCTEME
JOJIKEH MeTb MeTKy ipsec-12tp.

KomaHgaa ¢ npedurkcom no yaanset npmuBasky.

Aa

Ja

Hert

(config-crypto-map)>  static-ip wsenr @address»

(config-crypto-map)> no static-ip wsenr

AprymeHT 3HayeHue OnucaHue

user CTpoka Nms nonb3osarens.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHwnii

3.19.16 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec HasHauvaemsblin IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHve

2.1 [Jlo6aBneHa komaHga crypto map l2tp-server static-ip.

map match-address

YCTaHOBUTb CCbIIKY Ha CYLLECTBYOLLY CMMCOK NPaBua GpUAbTPaLMn NakeTos
(cM. KOMaHgy access-list). MepBoe NpaBuo B CNNCKe ByAeT NCNONb30BaTbCA
ans ¢asbl 2 IPsec.

KomaHga c npedurkcom no yganset cCblky.

Ja

Aa

Het

(config-crypto-map)> match-address <access-list

(config-crypto-map)> no match-address

AprymeHT 3HauyeHue OnuncaHwue

access-list |CTpoka Ha3eaHwue cnuvcka npasun ¢punbTpaLmn.
Habop pocTynHbix Ans BbI6Opa CNUCKOB
MOXHO YBUAETb BBEAS KOMaHAy
match-address [Tab].

(config-crypto-map)> match-address [Tab]

Usage template:
match-address {access-list}

Choose:
_WEBADMIN GigabitEthernet0/Vlan4
_WEBADMIN ISP
_WEBADMIN Home
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

3.19.17 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

3.19.18 crypto

OnucaHune

Mpejukc no

MeHsieT HacTpoiAKK

_WEBADMIN Bridge2
_WEBADMIN Wireguard?2

(config-crypto-map)> match-address test
IpSec::Manager: "test": crypto map match-address set to "test".

(config-crypto-map)> no match-address
IpSec::Manager: "test": crypto map match-address reset.

Bepcus OnucaHue
2.06 JlobaBneHa komaHAa crypto map match-address.
map nail-up

Bk/tounTb aBTOMaTMYECKOe NepecoriacoBaHme npeobpasoBaHuii IPsec ESP
npuv UX yctapesaHun. Mo yMmonyaHvio napaMmeTp OTK/IHOYEH.

KomaHpaa c npedrKCcoOM no oTk/toUaeT aBTOMaTMYeCcKoe rnepecoranacoBaHue.
Aa
Ja

Het

I (config-crypto-map)>  nail-up

I (config-crypto-map)> no nail-up

(config-crypto-map)> nail-up
IpSec::Manager: "test": crypto map SA renegotiation enabled.

(config-crypto-map)> no nail-up
IpSec::Manager: "test": crypto map SA renegotiation disabled.

Bepcus OnucaHue

2.06 JobaBneHa koMaHaa crypto map nail-up.

map priority

YcTaHOBUTL NpUOpUTET ANA KPUNTOKapPTbI [Psec. 10 yMOMYaHMIO NCMO/b3YeTcs
3Ha4yeHue 0.

KomaHga ¢ npedurKcom no yctaHaBAMBaeT 3HaYeHMe o yMO4aHuIo.
Aa
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.19.19 crypto

OnucaHune

MNpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

Het

(config-crypto-map)>  priority priority»

(config-crypto-map)> no priority

AprymeHT 3HauyeHue OnuncaHwue

priority Uenoe 4ucno |3HayeHwue npuoputeta. MoxeT NpuHMMaTb
3HayeHWsa B npegenax ot 0 Ao 255
BK/IHOUNTENBHO.

(config-crypto-map)> priority 255
IpSec::Manager: "VPNL2TPServer": crypto map priority set to 255.

(config-crypto-map)> no priority
IpSec: :Manager: "VPNL2TPServer": crypto map priority reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map priority.

map reauth-passive

BkAoUMTb NaccnBHYO NepenpoBepky NOAANHHOCTU KpUNToKapTbl IPsec. Mo
YMONYaHMIO NapameTp BK/IOYEH.

KomaHza c nped1Kkcom no oTKIOYaEeT NacCMBHYHO NepenpoBepky
NOANNHHOCTM.

Aa
Ja

Het

I (config-crypto-map)>  reauth-passive

I (config-crypto-map)> no reauth-passive

(config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.

(config-crypto-map)> no reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 [JobaeneHa komaHza crypto map reauth-passive.

3.19.20 crypto map set-peer

OnuncaHmne Ha3HaunTb OCHOBHOW yjaneHHbI XOCT ANS YCTaHOBNEHWSA COeANHeHNs IPsec.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CnHoncuc (config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

remote-ip Ctpoka IP-agpec nan [oMeHHOoe NMS YAANEHHOMO
XocTa.

any MprHUMaTL Nto6ble BXOAALLME COEAMHEHNS.

Npumep (config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec: :Manager: "test": crypto map remote primary and fallback »
peer reset.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.06 JobaBneHa koMaHaa crypto map set-peer.

3.19.21 crypto map set-peer-fallback

OnucaHune Ha3HauuTb pe3epBHbI yganeHHbI XOCT 418 YCTaHOBEHNS COeANHEeH s
IPsec. 3Ta HaCTpoOIKa MOXeT 6bITb BbINOJIHEHA MOC/Ie Ha3HaYeH Vs OCHOBHOIO
y3na (cM. KomaHzay crypto map set-peer).

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.19.22 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

Het

(config-crypto-map)>  set-peer-fallback «remote-ip»

(config-crypto-map)> no set-peer-fallback

AprymeHT 3HauyeHue OnuncaHwue

remote-ip CTpoka IP-agpec nnn fomeHHoe Nma yaaneHHoro
XOocTa.

(config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-peer-fallback.

map set-profile

3afaTb CCbIIKY Ha cyLecTByOLWMIA Npoduab IPsec (cM. komaHgy crypto ipsec
profile).

KomaHga c npedunkcom no yaanseT cCbliky.

Aa

Ja

Het

(config-crypto-map)>  set-profile profile»

(config-crypto-map)> no set-profile

AprymeHT 3HauyeHue OnucaHue

profile CTpoka Nmsa npoduns IPsec. CANCOK AOCTYMHbIX ANSA
Bbl6opa npodunein MoXHO yB1AeTb BBeAS
KkoMmaHgay set-profile [Tab].

(config-crypto-map)> set-profile [Tab]

Usage template:
set-profile {name: {A-Z, a-z, 0-9, ., , -}}
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

3.19.23 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Choose:
TEST
MYMY
VirtualIPServer
VPNL2TPServer

(config-crypto-map)> set-profile test
IpSec::Manager: "test": crypto map ipsec profile is set to "test".

(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-profile.

map set-tcpmss

YCTaHOBWUTb OrpaHnyeHne MakCMaaibHOro pasMepa cerMeHTa UCXoAALLMX
ceccuin TCP B paMkax faHHOro TyHHens IPsec. Ecnm 3HaueHme MSS, koTopoe
nepegaeTcs B noJsie 3arosioBka SYN-MakeToB, MpeBbILLaeT 3a4aHHOe, KOMaHAa
MeHsieT ero. Pexxum Path MTU Discovery no3BossieT aBToMaTnyecku
onpeaensTb orpaHn4yeHune MSS.

KomaHga ¢ npedurkcom no cHUMaeT Bce orpaHnyeHuns ¢ MSS.
Aa

Ja

Hert

(config-crypto-map)>  set-tcpmss wnss-value

(config-crypto-map)> no set-tcpmss

AprymeHT 3HauyeHue OnucaHwue

mss-value Lenoe umucno |3HaveHme BepxHel rpaHuubl MSS. MoxeT
NMPUHKXMaTL 3HaYeHA B Npegenax ot 576 A0
1500.

pmtu Bkntountb pexum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280
IpSec::Manager: "test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss
IpSec::Manager: "test": crypto map tcpmss reset.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JlobaeneHa KomaHaa crypto map set-tcpmss.

3.19.24 crypto map set-transform

OnucaHune 3ajaTb CCbIIKY Ha CyLlecTByloLLee npeobpa3oBaHue IPsec ESP (CM. KOMaHAay
crypto ipsec transform-set).

KomaHaa ¢ npedurKcom no yaanseT CCbliky.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-crypto-map)>  set-transform«transform-set>
(config-crypto-map)> no set-transform
AprymeHTbl AprymeHT 3HaueHue (lOnucaHue
transform-set |Crpoka HasBaHune npeobpasoBaHus IPsec. CNncok
JOCTYMHBIX NPe0bpa3oBaHMIn MOXHO YBUAETb
C NOMOLLbI KOMaHAbI set-transform [Tab].
Npumep (config-crypto-map)> set-transform [Tab]
Usage template:
set-transform {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
VirtualIPServer
VPNL2TPServer
(config-crypto-map)> set-transform test
IpSec::Manager: "test": crypto map ipsec transform-set is set »
to "test".
(config-crypto-map)> no set-transform
IpSec::Manager: "test": crypto map ipsec transform-set reset.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onucaHvie

2.06 JobasneHa koMaHaa crypto map set-transform.

3.19.25 crypto map virtual-ip dhcp route

OnucaHue HasHaunTb MapLupyT, nepesaBaemMbiii yepes coobLyeHmns DHCP INFORM,
knneHTam cepsepa Virtual IP.
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naBa 3 OnncaHme KoMaHp,

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

KomaHaa ¢ npeprKcom no oTMeHsIeT NoslyYeHune yKkazaHHOro MapLupyTa.
Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yeT OTMEeHEeHO NoJlyYeHme Bcex

MapLLpYTOB.
Ja
Aa
Ja

(config-crypto-map)>

virtual-ip dhcp route «address anask>

(config-crypto-map)> no virtual-ip dhcp route [ <address; anasks ]

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec Ajpec ceTeBOro K/iMeHTa.
mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTsyeT ABa

cnocoba BBOJA MacKW: B KAHOHNYECKOM
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOM ANMHBLI NpedurKkca (Hanpumep, /24).

(config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24

IpSec::ManagerVirtuallp:

"VirtualIPServerIKE2": crypto map »

Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24
IpSec: :ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »

removed.

(config-crypto-map)> no virtual-ip dhcp route

IpSec::ManagerVirtuallp:

"VirtualIPServerIKE2": crypto map »

Virtual IP server DHCP INFORM routes cleared.

Bepcusa

OnucaHune

3.06

[JobaeneHa komaHaa crypto map virtual-ip dhcp route.

3.19.26 crypto map virtual-ip dns-server

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

Yka3zaTb DNS-cepBep 415 Bbljaun KAMeHTaM B cepBepHOM pexume Virtual

IP.

KomaHgaa c npedurkcom no yaansieT agpec cepeepa.

Ja
Ja

MHorokpaTtHbIiA BBOog, Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.19.27 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

(config-crypto-map)>  virtual-ip dns-server address»

(config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec IP-aapec cepsepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec: :Manager: "test": crypto map Virtual IP DNS server deleted.

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHaa crypto map virtual-ip dns-server.

map virtual-ip enable

BkntounTb cepBepHbIn pexxum Virtual IP, npy KOTOpOM KnneHTam
NpPOV3BOAMTCA pasjava ajpecoB 13 3aaHHOoro gunanasoHa. lMpy aTom B
KayecTse yAaneHHoN nogcety B cooTBeTcTBYOLEM ACL MOXHO yKasaTb
NPoun3BONbHOE 3HaYeHNe, OHO ByAeT MPOUrHOPMPOBAHO. [0 yMONYaHUIO
PEXVM OTK/THOYEH.

KomaHga ¢ npeprKcoOM No OTKOYAET HAaCTPOWKY.
Ja
Aa

Het

I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

(config-crypto-map)> virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.

Bepcus OnucaHve

2.08 Jlo6aBneHa koMmaHga crypto map virtual-ip enable.
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naBa 3 OnncaHme KoMaHp,

3.19.28 crypto map virtual-ip multi-login

OnucaHue PaspewnTtb noakntoueHne Kk cepaepy Virtual IP HeckonbKkmx nonb3oBatenei
C OZJHOro akkayHTa.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  virtual-ip multi-login
I (config-crypto-map)> no virtual-ip multi-login

Npumep (config-crypto-map)> virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.
(config-crypto-map)> no virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.05 Job6asneHa koMaHga crypto map virtual-ip multi-login.

3.19.29 crypto map virtual-ip nat

OonucaHue BKNOUNTb TPAHC/ISILIMIO 4PECOB ANS KIMEHTOB B cepBEpPHOM pexume Virtual
IP.

KomaHga ¢ npedunkcom no yganseT npasuo.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc I (config-crypto-map)>  virtual-ip nat
I (config-crypto-map)> no virtual-ip nat

Mpumep (config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

3.19.30 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.19.31 crypto

OnucaHune

(config-crypto-map)> no virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

Bepcus OnucaHue

2.08 JobasneHa KoMaHaa crypto map virtual-ip nat.

map virtual-ip range

HactpouTb franasoH agpecoB A9 BblAauu K/IeHTaM B CEPBEPHOM pexnme
Virtual IP.

KomaHga ¢ npedunkcom no yaanseT jManasoH.

Ja

Ja

Het

(config-crypto-map)>  virtual-ip range <begins (<end> | <sizes)

(config-crypto-map)> no virtual-ip range

AprymeHT 3HayeHue OnuncaHwue

begin IP-agpec Ha4ano AnanasoHa agpecos.
end IP-agpec KoHeL anarna3oHa agpecos.
size Uenoe 4ucno |Pa3mep fManasoHa ajpecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20
IpSec::Manager: "test": crypto map Virtual IP pool range set »
from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).

(config-crypto-map)> no virtual-ip range
IpSec: :Manager: "test": crypto map Virtual IP pool range deleted.

Bepcus OnucaHue

2.08 JobaBneHa komaHAa crypto map virtual-ip range.

map virtual-ip static-ip

Ha3sHaunTb NocToAHHbLIV [P-agpec nonb3oBaTento. Nonb3oBaTeNb B cUCTEME
JONXKEH MeTb MeTKy ipsec-xauth.

KomaHaa ¢ npepurkcom no yaanseT npuBsa3Ky.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-crypto-map)>  virtual-ip static-ip wsenr <address>

(config-crypto-map)> no virtual-ip static-ip wsen

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

user Crpoka Nms nonb3oBaTensi.

address IP-agpec HasHauaemsbli IP-agpec.

Mpumep (config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".

(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.05 [JlobaBneHa koMaHza crypto map virtual-ip static-ip.

3.20 dns-proxy

OnucaHue JocTyn K rpynne KoMaHZ4 AN ynpasnieHus cnyxx6oi DNS-npokcu.
Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

BxoxxgeHue B rpynny (config-dnspx)

CvHoncuc I(config)> dns-proxy

Mpumep (config)> dns-proxy
Core::Configurator: Done.
(config-dnspx)>

WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.04 JobasneHa KoMaHaa dns-proxy.
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naBa 3 OnncaHme KOMaHA,

3.20.1 dns-proxy filter assign host preset

OonucaHue HasHaunTb npeceT GUNbLTPALN CETEBOMY YCTPOIACTBY.

O3HaKOMUTBCS CO CMIMCKOM MPEeCceToB Bbl MOXETE C MOMOLLbHO KOMaHAbI show
dns-proxy filter presets.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIA npeceT Ans xocTta. Ecam
BbIMNO/IHNTb KOMaHA4Y 6e3 adprymMmeHTa, To BeCb CNMCOK NpeceToB A/1d BCEX
XOCTOB 6yZleT OUnLLEH.

MNpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTHbIl/i BBog, /[la

Cutoncnc (config-dnspx)>  filter assign host preset <host> ¢preset>
(config-dnspx)> no filter assign host preset [<host>]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
host MAC-agpec MAC-azpec ceTeBOro ycTpoincraa.
preset Ctpoka Ha3BaHue npeceTa.

Mpumep (config-dnspx)> filter assign host preset 04:d4:c1l:51:b1:59 »
opendns-family
Dns::Filter::Public: Associated host "04:d4:c1:51:b1:59" with »
preset "opendns-family".
(config-dnspx)> no filter assign host preset 04:d4:cl:51:bl:59
Dns::Filter::Public: Removed preset for host "04:d4:c1:51:b1:59".
(config-dnspx)> no filter assign host preset
Dns::Filter::Public: Removed presets for hosts.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue
3.08 JobasneHa komaHaa dns-proxy filter assign host

preset.

3.20.2 dns-proxy filter assign host profile

OonucaHue HasHaunTb Npodunb GUNbLTPaLMN CETEBOMY YCTPOICTBY.

Jlo6aBUTb HOBbI NPOdUIL MOXKHO NPY NOMOLLM KOMaHAbI dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npodurnelt Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.
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naBa 3 OnncaHme KoMaHp,

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

KomaHga c npedumkcom no yaanseT ykasaHHbIn npoduib 4 xocta. Ecim
BbIMO/IHNTL KOMaHAY 6e3 apryMeHTa, TO BeCb CMUCOK Npodunein ansa Bcex
XOCTOB 6yZleT OUNLLEH.

Ja
Aa
Ja
(config-dnspx)>  filter assign host profile <hosts> profiles

(config-dnspx)> no filter assign host profile [<host]

AprymeHT 3HauyeHue OnuncaHwue
host MAC-apgpec MAC-agpec ceTeBOro ycTpoicTea.

profile Ctpoka HasBaHune npoduns.

(config-dnspx)> filter assign host profile 00:d2:cl:54:bc:59 test
Dns::Filter::Public: Associated host "00:d2:c1:54:bc:59" with »
profile "test".

(config-dnspx)> no filter assign host profile 00:d2:cl:54:bc:59
Dns::Filter::Public: Removed profile for host "00:d2:cl:54:bc:59".

(config-dnspx)> no filter assign host profile
Dns::Filter::Public: Removed profiles for hosts.

Bepcus OnucaHve
3.08 JobasneHa komaHaa dns-proxy filter assign host
profile.

3.20.3 dns-proxy filter assign interface preset

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

Ha3HaunTb npeceT GbUNbTPaLN BCEM YCTPOCTBAM B CErMeHTe (3a
NCK/IOYEHNEM TeX, KOTOPbIM YyXe HazHauyeHbl npoduan/npeceTs).

O3HaKOMUTLCS CO CNCKOM MPECeToB Bbl MOXETe C MOMOLLbI0 KOMaHAbl show
dns-proxy filter presets.

KomaHaa ¢ npepunkcom no oTMeHsieT NPUBA3KY yKa3zaHHOro npeceTa K
nHTepdelicy. Ecnv BbINOAHUTL KOMaHAy 6e3 aprymeHTa, TO BeCb CMUCOK
npeceToB A/15 BCeX CErMeHTOB byfeT ounLLeH.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-dnspx)>  filter assign interface preset <interfaces preset>

(config-dnspx)> no filter assign interface preset [<interface;]

AprymeHTbI AprymeHT |3HaueHue OnucaHue

interface |WHTepgeic MonHoe nma nHTepderica nam NCeBLOHUM.
NHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTn private nnm protected.

preset CTpoka Ha3sBaHue npeceTa.

Mpumep (config-dnspx)> filter assign interface preset Bridge0 »
quad9-security
Dns::Filter::Public: Associated interface "Bridge@" with preset »
"quad9-security".

(config-dnspx)> no filter assign interface preset Bridge0
Dns::Filter::Public: Removed preset for interface "Bridge0".

(config-dnspx)> no filter assign interface preset
Dns::Filter::Public: Removed presets for interfaces.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.08 Job6asneHa komaHaa dns-proxy filter assign interface
preset.

3.20.4 dns-proxy filter assign interface profile

OnucaHune HasHaunTb Nnpodunb dpunbTpaLmm Bcem yCTPOMCTBaM B CerMeHTe (3a
NCKAOYEHMEM TeX, KOTOPbIM yXe Ha3HaveHbl npoduan/npeceTsbl).

Jo6aBuTb HOBbIV NPpodUIL MOXHO NPY NOMOLLM KOMaHAb! dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npoduiein Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.

KomaHaa ¢ npeprKcom no oTMeHseT NPUBA3KY YKazaHHOro Npopuns K
nHTepdelicy. ECnv BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO BeCb CNUCOK
npodunein ana Bcex CerMeHToB byAeT OUnLLEeH.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a

CuHoncnc I (config-dnspx)> filter assigninterfaceprofile<interfaceprofile

I (config-dnspx)> no filter assign interface profile [<interface]
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT |3HauyeHue OnuncaHwue

interface |WHTepgeinc MNonHoe nma nHTepderica Nam NCeBLOHUM.
WHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTu private nnwm protected.

profile |Crpoka HassaHwne npoduns.

(config-dnspx)> filter assign interface profile »
GigabitEthernet0/Vlanl DnsProfile0
Dns::Filter::Public: Associated interface »
"GigabitEthernet0@/Vlanl" with profile "DnsProfile0".

(config-dnspx)> no filter assign interface profile »
GigabitEthernet0/Vlanl

Dns::Filter::Public: Removed profile for interface »
"GigabitEthernet6/Vlanl".

(config-dnspx)> no filter assign interface profile
Dns::Filter::Public: Removed profiles for interfaces.

Bepcus OnucaHve

3.08

profile.

JobasneHa komaHaa dns-proxy filter assign interface

3.20.5 dns-proxy filter engine

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTbl

BbibpaTb MexaHmn3m DNS.

KomaHga c npedurkcom no oTkatouaeT dpuabTp. B 3TOoM cnyyae 3anpoc
KOHGUrypaL M BepHeT MycToe 3HaveHue.

Ja
Ja

Het

(config-dnspx)>

filter engine <engines

(config-dnspx)> no filter engine

AprymeHT 3HauyeHue OnuncaHwue
engine interceptor |OAvH 13 JOCTYMNHLIX MEXaHN3MOB
public dunbTpaumn DNS.
nextdns
opkg
skydns
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-dnspx)> filter engine interceptor
Dns::Filter::Interceptor: Enabled.

(config-dnspx)> no filter engine
Dns::Manager: Disabled filter engine.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.08 Jo6aBneHa komaHaa dns-proxy filter engine.

3.20.6 dns-proxy filter profile

OonucaHue Co3zaTb nonb3oBaTenbckuii npodpunb dunbTpaumm DNS.
KomaHga c npedukcom no yaanaet npodub.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIii BBog, /[la

CuHoncuc (config-dnspx)>  filter profile name;
(config-dnspx)> no filter profile name;
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
name CTpoka Vms npoduna B cokpalleHHOM BUAE, ASTMHOM
He 6onee 32 cuMBONOB. MakcManbHoe
KonmnyecTso npodunen — 8.
Mpumep (config-dnspx)> filter profile test
Dns::Filter::Public: Created profile "test".
(config-dnspx)> no filter profile test
Dns::Filter::Public: Removed profile "test".
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.08 JobasneHa komaHAaa dns-proxy filter profile.

3.20.7 dns-proxy filter profile description
OnucaHwue MpucsouTb onucaHne ana npoouns ¢punetpaumm DNS.
KomaHgaa c npedumkcom no cTupaeT onmncaHue.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-dnspx)>  filter profile namesdescription «description»

(config-dnspx)> no filter profile name>description «description»

AprymeHT 3HauyeHue OnucaHue

name CTpoka HasBaHwue npoduns.

description |CTpoka Mpon3BonbLHOe onucaHne Npoduns.

(config-dnspx)> filter profile test description MyProfilel
Dns::Filter::Public: Set description to profile "test".

(config-dnspx)> no filter profile test description
Dns::Filter::Public: Cleared description of profile "test".

Bepcusa OnucaHve
3.08 JlobasneHa komaHza dns-proxy filter profile
description.

3.20.8 dns-proxy filter profile dns53 upstream

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

Job6aBuTb IP-agpec DNS-cepBepa B nNosib3oBaTeNbCkni npoduis dunsTpayun.
Mo>HO BBeCTU A0 6 CepBepoB.

KomaHga ¢ npedrkcom no yaansieT ykasaHHbIn cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BECb CMMCOK CepBEPOB byaeT
OUNLLIEH.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

(config-dnspx)> filter profilename>dns53 upstream«<address [:«ports]

(config-dnspx)> no filter profile name>dns53 description [ <address>
Lports]]

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka HasBaHwne npoduns.
address IP-agpec IP-agpec cepsepa.
port UYenoe uucro |MNopT cepsepa.
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-dnspx)> filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Added DNS name server 1.1.1.1 to profile »
"test".

(config-dnspx)> no filter profile test dns53 upstream
Dns::Filter::Public: Removed DNS name server from profile "test".

(config-dnspx)> no filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Removed DNS name server 1.1.1.1 from profile »

"test".
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.08 JobasneHa komaHaa dns-proxy filter profile dns53
upstream.

3.20.9 dns-proxy filter profile https upstream

OnucaHwue Job6aBunTtb cepBep DNS nosepx HTTPS B Nofib30BaTeNbCKNA NPOPUb
dunneTpaumn. MoxKHO BBeCTU A0 6 CepBepOB.

KomaHga ¢ npedurkcom no yaanseT ykasaHHbIn cepBep 13 cnucka. Ecan
BbINONHUTbL KOMaHZAy 6e3 aprymMmeHTa, TO BeCb CMMCOK CepBepoB byaeT
OuMLLeH.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncue (config-dnspx)> filter profile <nameshttps upstreamwri[ spki hashs
]
(config-dnspx)> no filter profile name>https description[«wris]
AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
name Ctpoka HasBaHune npoduns.
url CTpoka URL-agpec DNS-cepBepa.
hash Crpoka Xaw ceptndumkarta TLS.
Mpumep (config-dnspx)> filter profile test https upstream »

https://dns.google/resolve
Dns::Filter::Public: Added DNS-over-HTTPS name server »
https://dns.google/resolve to profile "test".

(config-dnspx)> no filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Removed DNS-over-HTTPS name server »
https://dns.google/resolve from profile "test".
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-dnspx)> no filter profile test https upstream
Dns::Filter::Public: Removed DNS-over-HTTPS name server from »
profile "test".

Bepcus OnucaHue
3.08 JobasneHa komaHaa dns-proxy filter profile https
upstream.

3.20.10 dns-proxy filter profile tls upstream

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Jlo6aBuThb cepep DNS nosepx TLS B noNb30oBaTeNbCKUiA Npodub
dunbTpaumn. MoxHo BBeCTM 0 6 CepBepoB.

KomaHza c npedurKcom no yaansieT ykasaHHbIin cepep 13 cnvcka. Ecam
BbINONHUTL KOMaHAYy 6e3 apryMeHTa, To BeCb CMMCOK CEpBEPOB byaeT
OUMLLEH.

Ja
Ja
Aa

(config-dnspx)>  filter profile name>tls upstreamaddress [ «port>
1[ sni«fgdns> ][ spki <hashs ]

(config-dnspx)> no filter profile namestls description [ «address>][
ports]

AprymeHT 3HayeHue OnucaHue

Mpumep

name CTpoka HasBaHune npoduns.
address IP-agpec Agpec cepBepa.
FQDN
port UYenoe uucro |MNopT cepsepa.
fqdn Ctpoka JomeHHoe nm4.
hash CTpoka Xaw ceptndukaTta TLS.

(config-dnspx)> filter profile test tls upstream 1.1.1.1 8853 »
sni cloudflare-dns.com

Dns::Filter::Public: Added DNS-over-TLS name server 1.1.1.1 to »
profile "test".

(config-dnspx)> no filter profile test tls upstream 1.1.1.1 8853
Dns::Filter::Public: Removed DNS-over-TLS name server 1.1.1.1 »
from profile "test".
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-dnspx)> no filter profile test tls upstream
Dns::Filter::Public: Removed DNS-over-TLS name server from »
profile "test".

Bepcus OnucaHue
3.08 Job6asneHa komaHaa dns-proxy filter profile tls
upstream.

3.20.11 dns-proxy https upstream

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

JobasuTtb cepeep DNS nosepx HTTPS.

KomaHza c npedurKcom no yaansieT ykasaHHbIin cepep 13 cnvcka. Ecam
BbINONHUTL KOMaHAYy 6e3 apryMeHTa, To BeCb CMMCOK CEpBEPOB byaeT
OUMLLEH.

Ja
Ja
Aa

(config-dnspx)>  https upstreamwrls [ «format>][ snihash>][ on
<interface>] [ domain «domain> ]

(config-dnspx)> no https upstream [ «wri>]

AprymeHT 3HauyeHue OnucaHwue
url CTpoka Monb3oeaTenbckmini URL-agpec cny>6bl DNS.
format dnsm dopmat oTobpaxkeHns gaHHbIX DNS.
json
hash Ctpoka Xaw ceptndukaTta TLS.
interface UHTepgeiic Nms nHTepdelica ans HacTpOnKU.
domain CTpoka JomMmeHHOoe nwvs.

(config-dnspx)>https upstream »

https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »

dnsm on ISP

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>no https upstream https://dns.adguard.com/dns-query
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)>no https upstream
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.

Bepcus OnucaHue
3.01 JobasneHa komaHaa dns-proxy https upstream.
3.08 Job6asneH aprymeHT domain.

3.20.12 dns-proxy max-ttl

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

3afaTb MaKcMManbHbIA TTL Ana KawmpoBaHHbIX 3anucet DNS-npokcn.

KomaHga ¢ npedurkcom no yaanset 3HadeHue TTL.

Ja
Ja

Het

(config-dnspx)>

(config-dnspx)> no max-ttl

max-ttl max-tth

AprymeHT

3HayeHue

OonvcaHune

max-ttl

Lenoe uucno

MakcmnmanbHoe 3HaueHne TTL. MoxeT
NPUHNUMAaTb 3HaYeHWA B npejenax ot 1 Ao
604800000 mmnnnvcekyHa (1 Hegens).

(config-dnspx)> max-ttl 10000
Dns::Proxy: Dns-proxy set max-ttl to 10000.

(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.

Bepcus

OnucaHue

2.05

JobasneHa koMaHaa dns-proxy max-ttl.
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naBa 3 OnncaHme KOMaHA,

3.20.13 dns-proxy proceed

OnucaHwue 3aAaTb HTEpPBaN Mexay napasne/ibHbIMW 3anpocamMm, KOTopble OTNpaBaAeT
DNS-npokcn HeckoibknM DNS-cepsepam. o ymonyaHmio ncnosb3yeTtcs
3HaueHVe 500.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dnspx)>  proceed proceed>
(config-dnspx)> no proceed
AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne
proceed lenoe umucno |Bpems paboTbl DNS-npokcu B
MUAancekyHaax. MoxeT npnHnMMaTb
3HayeHWsa B npegesnax ot 1 Ao 50000.
Mpumep (config-dnspx)> proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue

2.04 [JobaeneHa komaHaa dns-proxy proceed.

3.20.14 dns-proxy rebind-protect

OnucaHwue BkntounTb 3awmty ot atak DNS rebinding. Mo yMOn4YaHUIO NCNONb3yeTcs
napameTtp auto.

KomaHaa ¢ npedrKcom no oTKAOYaEeT 3aLUnTy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-dnspx)>  rebind-protect (auto | strict)

I (config-dnspx)> no rebind-protect
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
auto Knouesoe 3awmTa nHTepdeicos private.
C/10B0
strict Kmwyesoe 3awmTta nogceten u3s crnmcka IANA IPv4
C/10BO Special-Purpose Address Registry1.
Npumep (config-dnspx)> rebind-protect auto

Dns::Manager: Enabled rebind protection.
(config-dnspx)> no rebind-protect
Dns::Manager: Disabled rebind protection.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

3.04 JobasneHa komaHaa dns-proxy rebind-protect.

3.20.15 dns-proxy srr-reset

OonucaHue YCTaHOBUTb BpeMsi, Yepes KoTopoe byseT cbpacbiBaTbCa PeNTUMHT
3anpocoB-oTBeToB DNS-MpoKcK. Mo YMONYaHNIO NCMONb3YeTCst 3HaYeHne
600000.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HauyeHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dnspx)>  srr-reset «<srr-reset
(config-dnspx)> no srr-reset
AprymeHTbI Argument |3HaueHme |OnucaHwme
srr-reset Lenoe uyncno |3HaveHvie BpeMEHHOro NPoMeXyTKa B
MUAAnceKkyHaax. MoxeT npuHUMaTh
3HayeHWsa B npegenax ot 0 Ao 600000.
Mpumep (config-dnspx)> srr-reset 111

Dns::Manager: Set send-response rating reset time to 111 ms.

(config-dnspx)> no srr-reset
Dns::Manager: Reset send-response rating reset time to default.

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.12 [JobaeneHa komaHaa dns-proxy srr-reset.

3.20.16 dns-proxy tls upstream

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

Job6asuTb cepsep DNS nosepx TLS.

KomaHga c npedpurkcom no yaansieT ykasaHHbIN cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 aprymMeHTa, TO BECb CMMCOK CepBepOB byaeT
OUULLIEH.

Ja
Aa
Ja

(config-dnspx)>  tls upstreamaddress: [ «port>][ sni«fqdns ][ spki
<hash>][on dnterface> ][ domain «domain; ]

(config-dnspx)> no tls upstream [ <address» ][ «ports]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-agpec cepBepa.
port lenoe 4ucno |lMopT cepBepa.

fqdn CTpoka JomMmeHHOoe nwvs.

hash CTpoka Xaw ceptmndukaTa TLS.

interface UHTepgenc Vmsa nHtepdeiica Ana HaCTPOMKM.

domain Ctpoka JomeHHoe nm4.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com »
on ISP
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>no tls upstream 1.1.1.1 853
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
deleted.

(config-dnspx)>no tls upstream
Dns::Secure: :ManagerDot: DNS-over-TLS name servers cleared.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
3.01 [JlobaeneHa komaHza dns-proxy tls upstream.
3.08 Jlo6aBneH aprymeHT domain.

3.21 dpn accept

OnucaHwne MpuHATL Nonb3oBaTeNbCcKoe cornaweHmne DPN. o NpUHATUA cornallueHumns
KOHPUrypaTop He NpUHUMAaEeT HMKaKMe KOMaH/Abl, KpOMe KOMaHJA Ha YTeHue.

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> dpn accept
Mpumep (config)> dpn accept

Core::Legal: Accepted dpn version 20200330.
VICTOleﬂ I/I3MEHEHI/II7I Bepcwﬂ Orlv'caHV'e

3.05 JobasneHa komaHAa dpn accept.

3.22 dyndns profile

OnucaHue JocTyn K rpynne KOMaHZA A5t HACTPOWKM ykazaHHoro npoéunsa DynDns. Ecan
npodunb He HalieH, KOMaHAa NbITaeTcs ero co3gatb. MOXHO co3gaTh He
6onee 32 npodwunei.

KomaHgaa ¢ npedurkcom no yaanset npodunsb DynDns.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBOg, [a

BxoxxaeHue B rpynny (config-dyndns)

CuHoncuc (config)> dyndns profile name>
(config)> no dyndns profile name>
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
name CTpoka HasBaHwue npoduns. MakcMmanbHasa ganHa
VMeHU — 64 cumBona.
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naBa 3 OnncaHme KOMaHA,

NMpumep (config)> dyndns profile _WEBADMIN
Core::Configurator: Done.
(config-dyndns)>

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa dyndns profile.

3.22.1 dyndns profile domain

OnucaHwue Ha3HauunTb MK nocTtosaHHOE foMeHHOe 1MS. [Tepes BbIMOSHEHVIEM KOMéziH,D,bI
HeobX0AVIMO 3aperncTprpoBaTh JOMEHHOe UMS Ha caliTe dyndns.com” nnm
no-ip.com-.

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dyndns)>  domain «domain>

(config-dyndns)> no domain

AprymeHTbI ApryMeHT |3HaueHme |OnucaHue

domain CTpoka JomeHHoe nmMa. MakcrmManbHas arHa
AOMEHHOro nmeHm — 254 cumBona.

Npumep (config-dyndns)> domain support.ddns.net
DynDns::Profile: " WEBADMIN": domain saved..

(config-dyndns)> no domain
ynDns: :Profile: " WEBADMIN" domain cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHaa dyndns profile domain.

3.22.2 dyndns profile password

OonucaHue YCTaHOBUTb Naponb 415 AocTyna Yepes DynDns.

Mpe¢ukc no [Ja

2 http:\\www.dyndns.com
http:\\www.no-ip.com
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

Ja

Het

(config-dyndns)>

password (passwords

(config-dyndns)> no password

AprymeHT

3HayeHue

OnvicaHune

password

CTpoka

Maponb Anst aBTopmsaLmm. MakcmmanbHas
ANVHa naponst — 64 cumBona.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

password 123456789
" WEBADMIN": password saved.

no password
" WEBADMIN" password cleared.

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dyndns profile password.

3.22.3 dyndns profile send-address

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BKOUMTL HEO6XOANMOCTL YKasaHua IP-agpeca NHTepHeT-coeANHEeHs B
3anpoce DynDns.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiky.

Ja
Ja

Het

I(conﬁg-dyndn$> send-address

I(conﬁg-dyndnsp>nosend-address

(config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns::Profile: Send address is disabled.

Bepcus

OnucaHune

2.03

Job6asneHa komaHaa dyndns profile send-address.
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naBa 3 OnncaHme KOMaHA,

3.22.4 dyndns profile type

OonucaHue MpucBonTe DynDns-npodunto TvM, B 3aBUCMMOCTH OT CaiiTa, Ha KOTOPOM
6b110 3aPEerncTpPYPOBaHO AOMEHHOE MMSI.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-dyndns)>  type <type>
(config-dyndns)> no type
AprymeHTbI AprymeHT |3HaueHue |OnucaHue
type dyndns YKa3sblBaeTcd, ecnm JOMEHHOe NMS 4
3aperncTpupoBaHo Ha caiite dyndns.com”.
noip YKa3blBaeTcd, ecim JOMeHHOoe MS s
3aperncTpupoBaHo Ha carTte no-ip.com”.
rucenter |YkasbiBaeTcs, eC/IM JOMEHHOE NMS .
3aperncTpupoBaHo Ha canTe rucenter-.
custom YKasbiBaeTcs, ecnv JOMeHHOoe UMS
3aperncTpupoBaHo Ha Apyrom caiTte (canT
onpegensetca komaHgor dyndns profile url).
NMpumep (config-dyndns)> type noip

DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

" WEBADMIN": type saved.

no type
" WEBADMIN" type cleared.

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dyndns profile type.

3.22.5 dyndns profile update-interval

OnucaHue YcTaHOBUTb MHTepBan obHoBAeHNs agpeca ans DynDns.

KomaHga ¢ ﬂped)I/IKCOM NO OTMEeHSIET BO3MOXHOCTb OBHOBEHUS.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

4 http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

Cutoncnc (config-dyndns)>  update-interval «days> days [ <hourss hours ]

[ cminutes> minutes ] [ <seconds> seconds ]

(config-dyndns)> no update-interval

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
days lenoe uyucno |BpeMeHHOW NHTepBan B AHSAX.

hours Lenoe uucno |BpemMeHHOR nHTepBan B Yacax.

minutes lenoe umucno |BpemeHHOWN nHTepBan B MUHYTaXx.

seconds Lenoe 4ucno |BpemeHHOI MHTepBan B CeKyHAAX.

Mpumep (config-dyndns)> update-interval 5 days 5 hours 5 minutes 5 »
seconds
DynDns::Profile: Interval is set to 450305 seconds.

(config-dyndns)> update-interval 5 days
DynDns::Profile: Interval is set to 432000 seconds.

(config-dyndns)> no update-interval
DynDns::Profile: Periodic registration disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 JobasneHa komaHaa dyndns profile update-interval.

3.22.6 dyndns profile url

OnucaHwue Yka3atb URL ncnonbsyemoro caiita cnyx6sl DynDns.
Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

CuHoncuc (config-dyndns)>  urlwrb
(config-dyndns)> no url
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
url Ctpoka Monb3oBaTenbckuii URL-agpec cnyx6bl
DynDns.
Mpumep (config-dyndns)> url http://members.dyndns.org/nic/update

DynDns::Profile: " WEBADMIN": URL saved.
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naBa 3 OnncaHme KOMaHA,

(config-dyndns)> no url
DynDns::Profile: " WEBADMIN" URL cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.05 Job6asneHa komaHaa dyndns profile url.

3.22.7 dyndns profile username

OnucaHue YKa3aTb NOrMH y4eTHON 3anucuy Anga goctyna vyepes DynDns.
Mpejukc no Ja

MeHsieT HacTpoiiku  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dyndns)>  username usernames

(config-dyndns)> no username
AprymeHTbI AprymeHT 3HauyeHue OonucaHue

username CTpoka ViMsa nonb3oBaTens A1s asTopusaunm.

MakcnmanbHaga gnmHa uMeHn — 64 cumBona.

NMpumep (config-dyndns)> username test@gmail.com

DynDns::Profile: " WEBADMIN": username saved.

(config-dyndns)> no username

DynDns::Profile: " WEBADMIN" username cleared.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onucaHvie

2.00 Job6asneHa komaHaa dyndns profile username.

3.23 easyconfig check

OnucaHue JocTyn K rpynne koMaHz, 4719 HaCTPOMKM NPOBEpPKN AOCTyMNa B UHTepHeT. [ns
NPOoBepPKU A0CTyNa B MHTEPHET CHavana oTrnpaBAsaoTCA 3anpochkl K LUAO3Y
no ymondaHuto. Echm oteeT nonyyeH, Torga onpallimnsaroTca yaaneHHble
XOCTbl, YKa3aHHble B HacTporikax. Takxe B HAaCTPOIKax yKasblBaeTcs
NPOAOCIKNTENBHOCTL U YacToTa 3anpocoB. Ecnv Bce npoBepky NpoiaeHsl,
3HaYUT AOCTYM B UHTEPHET eCTb.

Mpejukc no Het

MeHsieT HacTpouikm  Hert
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het
BxoXxaeHue B rpynny (ezconfig-check)
CuHoncuc (config)> easyconfig check

Mpumep (config)> easyconfig check
(ezconfig-check)>

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa easyconfig check.

3.23.1 easyconfig check exclude-gateway

OnucaHwue OTKAHUMTL MPOBEPKY LLIKO3a MO YMOJI4aHMI0. [10 yMOI4aHWIO 3TOT NapamMeTp
BKJ/IHOYEH.

KomaHga ¢ npedurkcom no BKIKOYAET NpoBepky 06paTHO.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het

CrHoncumc I (ezconfig-check)>  exclude-gateway

I (ezconfig-check)> no exclude-gateway

Mpumep (ezconfig-check)> exclude-gateway
Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network::InternetChecker: Gateway checking enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.05 JobasneHa komaHaa easyconfig check
exclude-gateway.

3.23.2 easyconfig check host

OonuncaHmne 3aAaTb MMS XOCTa, K KOTOPOMY ByAyT OTNPaBAATLCA 3aNpockl AN NPOBEPKU
A0CTyNa B MHTepHeT. 1o yMonyaHuo Ncnonb3yeTcs agpec google. com.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpallaeT MMeHa XO0CTOB Mo yMONYaHUIO.

Mpe¢ukc no [Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

CnHoncuc (ezconfig-check)>  host <host>

(ezconfig-check)> no host [ <host> ]

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

host WmMs xocTa VMg yaaneHHoro xocTa.

Mpumep (ezconfig-check)> host google.com
Network: :InternetChecker: "google.com" name added.

(ezconfig-check)> no host google.com
Network: :InternetChecker: "google.com" name removed.

(ezconfig-check)> no host
Network: :InternetChecker: Domain name set reset to default.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHaa easyconfig check host.

3.23.3 easyconfig check max-fails

OnucaHwue YKa3aTb KOJIMYeCTBO NocnefoBaTe/lbHbIX HeyAa4uHbIX 3aMpOoCoB K XOCTaM,
3a/laHHbIM C nomoLblo KoMaHabl easyconfig check host. Mo ymonvaHuio
NCNONb3yeTcs 3HaYeHue 3.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMOAYaHUo.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CuHoncuc (ezconfig-check)>  max-fails «count»
(ezconfig-check)> no max-fails
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
count lenoe umncno |KonnuectBo HeyAauHbIX 3anpocoB. MoxeT
MPUHVMAaTL 3HaYeHWsa B Npejenax ot 2 40 8
BKJIIOUYNTENBHO.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(ezconfig-check)> max-fails 5
Network: :InternetChecker: A new maximum fail count set to 5.

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

Bepcus OnucaHve

2.00 Jo6aeneHa komaHaa easyconfig check max-fails.

3.23.4 easyconfig check period

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3a4aTb MPOAC/IKNTENBHOCTL NPOBEPKU. [10 YMONUYAHNIO NCNONb3YeTCH
3HayeHune 15.

KomMaHza ¢ npedprKcomM no BO3BpaLLAET 3HAUYEHME MO YMOIYAHUIO.,
Ja

Ja

Het

(ezconfig-check)>  period period>

(ezconfig-check)> no period

AprymeHT 3HauyeHue OnuncaHwue

period UYenoe uucno |/IHTepBan npoBepku B cekyHAax. MoxeT
NpYHMMaTb 3Ha4YeHnsa B Npejenax ot 10 go
60 BK/IOUNTENBHO.

(ezconfig-check)> period 20
Network: :InternetChecker: A new check period set to 20 seconds.

(ezconfig-check)> no period
Network: :InternetChecker: Check period reset to default (15 »
seconds) .

Bepcus OnucaHve

2.00 [Jlo6aBneHa komaHga easyconfig check period.

3.24 easyconfig disable

OnucaHwne

OTKNOUNTb MacTep NepPBUYHOM HACTPOIKK. M0 yMONYaHMIO 3TOT NapaMeTp
BK/TOYEH.
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naBa 3 OnncaHme KOMaHA,

KomaHga c npedurkcom no BKAKOUaeT MacTep NepBUYHON HAaCTPOKM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (config)> easyconfigdisable
I (config)> no easyconfig disable
NMpumep (config)> easyconfig disable
EasyConfig: :Manager: Disabled.
(config)> no easyconfig disable
EasyConfig::Manager: Enabled.
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.01 Jlo6aBneHa komaHaa easyconfig disable.

3.25 eula accept

OnucaHwne MpuHATL Nonb3oBaTeNbCKOe cornaweHmne EULA. o NpUHATUA cornallueHumns
KOHPUrypaTop He MpPUHUMAaET HMKaKMe KOMaH/Abl, KpOMe KOMaHJA Ha YTeHue,

Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> eula accept
Mpumep (config)> eula accept

Core::Eula: "20181001" license accepted.
VICTOleﬂ I/I3MEHEHI/II7I Bepcwﬂ Orlv'caHV'e

2.15 [Jo6aBneHa komaHaa eula accept.

3.26 igmp-proxy
OnucaHwue JocTyn K rpynne KoMaHa AN HacTpomkn IGMP.

MNpedukc no Het

MeHsieT HacTpoiikn  Het
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

Bxo>xaeHue B rpynny (igmp-proxy)

CnHoncuc I (config)>  igmp-proxy

Mpumep (config)> igmp-proxy
(igmp-proxy)>

UcTopus nsmeHeHnii Bepcus OonucaHue

2.06 JobasneHa KoMaHAa igmp-proxy.

3.26.1 igmp-proxy force

OnucaHune MprHYANTENLHO BKAOUYNTL CTapyto Bepcuto IGMP. Mo ymonyaHumio 31a
HaCTPOIMKa OTK/IFOYEHa N BEPCUA NPOTOKO/A BbI6MPaeTcs B aBTOMaTUYECKOM
pexvme.

KomaHpaa c npedprkcom no Bo3BpaLLaeT 3HaUYeHe Mo yMONYaHUIO.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (igmp-proxy)>  force «protocol»
(igmp-proxy)> no force
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
protocol igmp-vl MpuMeHUTb GUNLTPALMNIO K BXOAALLINM
naketam.
igmp-v2 MpUMeHUTb GUABLTPALMIO K MCXOASALLIAM
naketam.
Mpumep (igmp-proxy)> force igmp-vl
Igmp::Proxy: Forced protocol: igmp-vl.
(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.08 JobasneHa komaHaa igmp-proxy force.
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naBa 3 OnncaHme KOMaHA,

3.27 igmp-snooping disable

OnucaHwue OTxntounTb IGMP snooping. KomaHga A0CTynHa TO/IbKO B pexumax KnveHr,
Yecnnutens nnu Toyka floctyna.

KomaHga ¢ npedurkcom no Bkatovaet IGMP snooping.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I(config)> igmp-snooping disable

Mpumep (config)> igmp-snooping disable
Igmp::Snooping: Disabled.
(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.12 JobasneHa komaHaa igmp-snooping disable.

3.28 interface

OnucaHune JocTyn K rpynne KoOMaHZ4 ANs HaCTPOMKKM BbIbpaHHOMo MHTepdeiica. Ecnn
nHTepderic He HallleH, KOMaHAa NbITaeTCsa ero co3aaTb.

ima nHTepdelica 3agaeT ero knacc, KOTopblii HacaedyeT onpeeneHHble
CBOIICTBa, CM. AnarpamMmbl B [punoxernn. KomaHabl paboTatoT
NPUMEHNTENBLHO K kKnaccaM. COOTBETCTBYHOLLMIA Knacc MHTepdelica ykasaH
B OMMUCaHNM KOMaHAbI.

KomaHga ¢ npedukcom no yaanset nutepdeiic.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
BxoxxageHue B rpynny (config-if)

CuHoncnc I (config)> interface name»

I (config)> no interface name>

Lite (KN-1311) — CnpaBO4YHMK KOMaHA 1 31



naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT |3HaueHue OnucaHue

name NHTepgeiic MNMonHoe nma nHTepdeinca Nnv NCeBLOHUM.
CnncoK AOCTYMHbIX NHTePHEencoB MOXHO
yBUAeTb C MOMOLLbIo KOMaHAbl interface
[Tab].

Mpumep (config)> interface [Tabl

Usage template:
interface {name}

Choose:
Pvc
Vlan
CdcEthernet
UsbModem
RealtekEthernet
AsixEthernet
Davicom
UsbLte
Yota
Bridge
PPPoE
SSTP
PPTP
L2TP
Wireguard
OpenVPN
IPIP
TunnelSixInFour
Gre
EoIP
TunnelSixToFour
Chilli

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHja interface.

3.28.1 interface authentication chap

OnucaHune BkntounTb noasaepxky ayreHTudumkaumm CHAP
KomaHga ¢ npedurkcom no oTkntovaet CHAP

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Secure

I(conﬁ94ﬂ> authentication chap

I(conﬁg-ﬁﬁ>noauthenticationchap

(config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
CHAP.

Bepcus OnucaHve

2.00 [Jlo6baBneHa komaHga interface authentication chap.

3.28.2 interface authentication eap-md5

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

BkntounTb noagepxky ayteHTndumkaumm EAP-MD5.
KomaHga c npedurkcom no otkntoyaet EAP-MD5.
Ja

Ja

Het

Secure

I(conﬁg4ﬂ> authentication eap-md5

I(conﬁg—ﬁﬁ>noauthenticationeap-mdS

(config-if)> authentication eap-md5
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.

(config-if)> no authentication eap-md5
Network::Interface: :Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

Bepcus OnucaHue

2.00 JobaBneHa komaHga interface authentication eap-mds5.
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naBa 3 OnncaHme KoMaHp,

3.28.3 interface authentication eap-mschapv2

OnucaHue BkntounTb noaaepxky ayreHTudumkaumm EAP-MSCHAPV2.
KomaHga ¢ npedurkcom no otkatouaet EAP-MSCHAPvV2, MS-CHAPV2.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica Secure

CuHoncuc I (config-if)> authentication eap-mschapv2

I (config-if)> no authentication eap-mschapv2

Mpumep (config-if)> authentication eap-mschapv2
Network::Interface::Supplicant: "IKEO": authentication is »
unchanged.

(config-if)> no authentication eap-mschapv2
Network::Interface::Supplicant: "IKEO": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
3.05 JobaBneHa komaHaa interface authentication
eap-mschapv2.

3.28.4 interface authentication eap-ttis

OnucaHwue BkntounTe noasepxky ayteHTndumkaumm EAP-TTLS.
KomaHga c npedurkcom no otkatouaet EAP-TTLS.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

Mpumep (config-if)> authentication eap-ttls
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no authentication eap-ttls
Network::Interface: :Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaeneHa komaHaa interface authentication eap-ttls.

3.28.5 interface authentication identity

OnucaHwne YKazaTb UMS Nonb3oBaTens Ang ayTeHTudrKaLmm ycTpoicTea Ha yAaneHHon
cucteme. MicnonbayeTcs ana noaknrodenmin PPTP, PPPoE v L2TP.

KomaHaa ¢ npedrKcom no cTvpaeT paHee 3aAaHHOE MMS Mo/b30BaTenNs.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Secure

CuHoncuc (config-if)> authentication identity <identity»

(config-if)> no authentication identity

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
identity Ctpoka Vma nonb3oBaTens Ansa ayteHTuomKaumn.
Npumep (config-if)> authentication identity mylogin

Network::Interface::Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network: :Interface::Supplicant: "PPTPO": identity cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHga interface authentication identity.

3.28.6 interface authentication mschap

OnucaHwue BknounTb noagepxky ayteHTudumkaumm MS-CHAP.
KomaHga c npedumkcom no otkntovaet MS-CHAP.
Mpejukc no Ja

MeHsieT HacTpouikm  /[la
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Het

Secure

I(conﬁ94ﬂ> authentication mschap

I(conﬂg-ﬁﬁ>noauthenticationmschap

(config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPO": added authentication: »
MS-CHAP.

(config-if)> no authentication mschap
Network::Interface::Supplicant: "PPTPO": removed authentication: »
MS - CHAP.

Bepcus OnucaHue

2.00 JobaeneHa komaHga interface authentication mschap.

3.28.7 interface authentication mschap-v2

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTtb nogaepxky ayteHTudumkaumm MS-CHAPV2.
KomaHpga ¢ npedurkcom no otkatoyvaet MS-CHAPV2.
Ja

Ja

Het

Secure

I(conﬂg4ﬂ> authentication mschap-v2

I(conﬁg-ﬁﬁ>noauthenticationmschap-v2

(config-if)> authentication mschap-v2
Network::Interface: :Supplicant: "PPTPO": authnentication is »
unchanged.

(config-if)> no authentication mschap-v2
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
MS-CHAPv2.

Bepcus OnucaHve
2.00 JlobaBneHa komaHaa interface authentication
mschap-v2.
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naBa 3 OnncaHme KOMaHA,

3.28.8 interface authentication pap

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb noasepxky ayteHTudumkaumm PAP.
KomaHga ¢ npedurkcom no oTkatouaeT PAP.
Ja

Ja

Het

Secure

I (config-if)> authentication pap

I (config-if)> no authentication pap

(config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.

(config-if)> no authentication pap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
PAP.

Bepcus OnucaHve

2.00 [Jlo6aBneHa komaHga interface authentication pap.

3.28.9 interface authentication password

OnucaHwmne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

YKkaszaTtb Naposb Ans ayTeHTudumkaumm ycTpomcTea Ha yaaneHHoM cucteme,
Vcnonb3yeTtca agnsa noakntodeHuin PPTP, PPPoE n L2TP.

KomaHgza ¢ npedprKcomM no cTMpaeT 3HaYeHne Naposs.
Ja

Ja

Het

Secure

(config-if)> authentication password «password»

(config-if)> no authentication password

AprymeHT 3HayeHue OnucaHue

password CTtpoka Maponb ans ayteHTUGUKaLUN.
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-if)> authentication password Aihoi2chal
Network::Interface: :Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network: :Interface::Supplicant: "PPTPO": password cleared.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa komaHaa interface authentication
password.

3.28.10 interface authentication peap

OnucaHwue Bkntountb nogaepxky EAP-PEAP meTofa NpoBepKy MOAJIVHHOCTW.
KomaHga ¢ npedpurkcom no oTktouaeT wudpoBaHmne EAP-PEAP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Secure

CuHoncuc I (config-if)>  authentication peap

I (config-if)> no authentication peap

Mpumep (config-if)> authentication peap
Network::Interface::Ethernet: "WifiMasterl/AccessPoint0": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network::Interface::Supplicant: "WifiMasterl/AccessPoint@": »
removed authentication: PEAP.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 JlobasneHa komaHAa interface authentication peap.

3.28.11 interface authentication shared

OnucaHue BkntoumnTb pexum ayTeHTUdUKaLUmnm ¢ pazoendgemoim Ka4oM. ITOT PEXNM
NCMONb3YeTCs TONbKO B coMeTaHnu ¢ LunpposaHmnem WEP. Pasdendemsie karo4u
3ajatoTca komaHgol interface encryption key.

KomaHga c npednKcom no nepeBoANT ayTEHTUGMKALMIO B OTKPBITHIA PEXIM.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja

HeTt

WiFi

I (config-if)> authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Network: :Interface: :Rtx::AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.

Bepcus OnucaHve

2.00 JobaBneHa KkoMmaHAa interface authentication shared.

3.28.12 interface authentication wpa-psk

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

YCTaHOBUTL NpeABapUTe/IbHO COrNacoBaHHbIN KN4 Ans ayTeHTUdrKaumm
no npotokony WPA-PSK. Bo3MOXHO 3asaHuve Knto4a B BUge 256-61TtHOro
LWecTHaALaTePUYHOro Ymcna, 1nbo B Buge ctpokm ASCII-cmumsonos. Bo
BTOPOM CJly4ae CTPOKa MUCMoJib3yeTcs Kak KogoBas pasa /15 reHeprpoBaHus
Kntoya (napong).

KomMaHga ¢ npeprKcoM No OTMEHSIET HACTPONKY.
Ja

Ja

Het

WiFi

(config-if)> authentication wpa-psk psk>

(config-if)> no authentication wpa-psk

AprymeHT 3HauyeHue OnucaHwue

psk Ctpoka MpeaBapuTEbLHO COrNacoBaHHbIV KNHOY B
BUAe 256-61THOrO WecTHaALaTePUYHOro
uncna, cocTosLLero 13

64 wecTHaguaTepuydHbIX undp, NMbo B BUAE
cTpoku ASCII gnmHol oT 8 A0 63 CLUMBO/IOB.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> authentication wpa-psk Eethaich9z
Network: :Interface::Wifi: "WifiMasterl/AccessPoint@": WPA PSK set.

(config-if)> no authentication wpa-psk
Network: :Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK »
removed.

Bepcus OnucaHve

2.00 [JlobaBneHa koMmaHAa interface authentication wpa-psk.

3.28.13 interface ccp

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

Bknrountb noaAep>XXKy MpPpOTOKO/1a CCPHa3Tane YCTaHOB/IEHNA COEJNHEHUA.

KomaHga ¢ npedpurkcom no oTkntoyaet CCP.

Ja
Aa

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

PPP

I (config-if)>  ccp

I (config-if)> no ccp

(config-if)> ccp
CCP enabled.

(config-if)> no ccp
CCP disabled.

Bepcus OnucaHue

2.00 JobaeneHa komaHgaa interface ccp.

3.28.14 interface channel

OnucaHune

Mpejukc no

MeHsieT HacTpoiAKK

YCTaHOBUTL pajMokaHa (4acToTy BeLLaHKA) Ans 6ecnpoBOAHbIX
nHTepoericos. HTepdencol Wi-Fi npuHMMaloT B KavecTBe HOMepa KaHana
uensle uncna ot 1 o 14 (ananasoH vactoT ot 2.412 My 8o 2.484 I'Tw). Mo
YMONYAHMIO NCNOb3YeTCs 3HaUYeHe auto.

KomaHga ¢ npedurKcom no yctaHaBAMBaeT 3HaYeHMe o yMO4aHuIo.
Aa
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Radio

CrnHoncuc (config-if)>  channel «channels

(config-if)> no channel

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
channel number Homep pagvio kaHana.
auto Homep paavio KaHana onpejgendercs
aBTOMaTUYeCKN.
MNpumep (config-if)> channel 8
Network: :Interface: :Rtx::WifiMaster: "WifiMasterQ": channel set »
to 8.

(config-if)> channel 36
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": channel set »
to 36.

(config-if)> no channel
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »

mode set.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaeneHa komaHga interface channel.

3.28.15 interface channel auto-rescan

onucaHune 3azaTb pacnuncaHue 4/ aBTOMaTUUYECKOro CKaHMPOBaHUSA Pajno KaHaoB.
Mo yMOAYaHUIO NapaMeTp OTK/IHOUEH.

KomaHga ¢ npedrkcom no oTKAYaeT HaCTPOKY.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Radio

Cunoncnc I (config-if)>  channel auto-rescan [ <hhs;cmm> Jinterval <interval

I (config-if)> no channel auto-rescan
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interval 1 VIHTepBa/i MOBTOPHOIO CKAHNPOBAaHVSA B
yacax.
6
12
24
Mpumep (config-if)> channel auto-rescan interval 1

Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": scheduled »
auto rescan, interval 1 hour.

(config-if)> no channel auto-rescan
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto rescan »

disabled.
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.07 JobaBneHa komaHaa interface channel auto-rescan.

3.28.16 interface channel width

OonucaHue YCTaHOBUTb LUMPUHY NOAOCHI MPOMYCKaHWs AN yKa3aHHOro kaHana. Mo
YMOJTYaHUNIO NCMONb3YeTCs 3HaUeHue 40-below .

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HaUEHME MO YMOAYAHUNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica Radio

CuHoncuc (config-if)>  channel width widths

(config-if)> no channel width

AprymeHTbI AprymeHT |3HauyeHue OnucaHue
width 20 YCTaHOBUTL MOJIOCY NPOMYCKaHUSA paBHYHO
20 MTu,.
40-above PacwwivpwTb nosocy nponyckaHmsa 4o 40 MIu

ncnonb3y4q Cﬂe,U,yI-OLLJ,I/IVI KaHarn.

40-below Pacumputb nonocy nponyckaHmsa o 40 MIy,
NCNoJb3ys NpeablAyLLNG KaHan.
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-if)> channel width 20
Network::Interface::Rtx::WifiMaster: "WifiMaster0@": channel »
bandwidth setting applied.

(config-if)> no channel width
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": channel »
bandwidth settings reset to default.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.04 JlobaBneHa komaHaa interface channel width.

3.28.17 interface chilli coaport

OnucaHwne Yka3atb UDP-NopT, Ha KOTOPbIV 6yAyT OTNPaBAATLCSA 3anNpockl Ha OTK/IH0YeH e
oT RADIUS-knneHTa.

KomaHga ¢ npedunKcom no yaanset HaCTPOnKYy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Chilli

CuHoncue (config-if)>  chilli coaport <coaport>

(config-if)> no chilli coaport

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
coaport lesnoe uucso |Homep nopta CoA.
Mpumep (config-if)> chilli coaport 3940

Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6asneHa komaHgaa interface chilli coaport.

3.28.18 interface chilli dhcpif

OnucaHune HasHauunTb nHtepdeiic Chilli ceteBoMy cncteMHOMy MHTepdeincy.

KomaHza ¢ npedrKcoM no OTMeHsIeT NPUBA3KY.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Chilli

Cutoncnc (config-ifi>  chilli dhcpif «hcpifs

(config-if)> no chilli dhcpif

AprymeHTbI AprymeHT |3HauyeHue OonucaHue
dhcpif UHTepgeric MNonHoe nmsa nHTepdeinica nnv NCEBLOHNM.
Mpumep (config-if)> chilli dhcpif Bridgel

Chilli::Interface: "Chilli@": bound to Bridgel.

(config-if)> no chilli dhcpif
Chilli::Interface: "Chilli®": unbound.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6aeneHa komaHgaa interface chilli dhcpif.

3.28.19 interface chilli dns

OnucaHue Yka3aTb IP-agpec cepsepa DNS.
KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

CnHoncuc (config-ifi>  chilli dns «nsl [ «dns2» ]

(config-if)> no chilli dns

AprymeHTbl AprymMeHT |3HaueHme |OnucaHue
dnsl IP-agpec Agpec nepsryHoro DNS-cepBepa.
dns2 IP-agpec Appec sTopuyHoro DNS-cepBepa.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-if)> chilli dns 8.8.8.8 1.1.1.1
Chilli::Interface: "Chilli®": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns
Chilli::Interface: "Chilli®": DNS servers reset to default.

Bepcus OnucaHve

2.10 JlobaeneHa komaHaa interface chilli dns.

3.28.20 interface chilli lease

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

HacTpouTtb Bpems apeHAbl NOAKIHOUYEHHOrO KaneHTckoro IP-agpeca. o
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHga ¢ npedrnkcom no BO3BpALLLAET 3HaUYeHMe No YMOTHaHMIO.
Ja

Ja

Het

Chilli

(config-if)>  chilli lease lease>

(config-if)> no chilli lease

AprymeHT 3HauyeHue OnucaHwue

lease Uenoe uucro |Bpemsa apeHabl B cekyHAax. MakcMmMasnsHoe
3HadeHue 259200.

(config-if)> chilli lease 1000
Chilli::Interface: "Chilli®": lease has been set 1000 seconds.

(config-if)> no chilli lease
Chilli::Interface: "Chilli0": lease has been reset to default »
(3600 seconds).

Bepcus OnucaHue

2.11 JobaBneHa komaHaa interface chilli lease.

3.28.21 interface chilli logout

OnuncaHune

Mpejukc no

MpuHyanTensHo oTkaUunTL MAC-ajpec ykasaHHOro KaveHTa.

Het
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica Chilli

CuHoncuc (config-ifi>  chilli logout (macs | all)

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-agpec MAC-agpec 3aperncTpMpoBaHHOro KAneHTa.
all Keyword OTkntounTtb Bce MAC-agpeca.

NMpumep (config-if)> chilli logout 64:a2:22:51:b4:11

(config-if)> chilli logout all
Chilli::Interface: "Chilli®": service restarted.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.10

Jlo6aBneHa komaHga interface chilli logout.

3.28.22 interface chilli macauth

OnucaHune BroUnTb GYHKLMIO MPOBEPKN NOAAVNHHOCTY NO/b30BaTeNei TONbKO Ha
ocHoBaHUM npoBepkn MAC-agpeca.

KomaHza c nped1KcomM no oTKIOYAET HaCTPOWKY.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

CunHoncunc

I (config-if)>  chilli macauth

I (config-if)> no chilli macauth

Mpumep (config-if)>

chilli macauth

Chilli::Interface: "Chilli®": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli®": macauth cleared.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.10

JobaeneHa komaHga interface chilli macauth.
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naBa 3 OnncaHme KOMaHA,

3.28.23 interface chilli macpasswd

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcTaHOBWUTL Naponb A nposepku nognnHHoctn MAC-agpeca.
KomaHga ¢ npednkcom no yganser HacTPOnKy.

Ja

Ja

Het

Chilli

(config-if)>  chilli macpasswd macpasswd>

(config-if)> no chilli macpasswd

AprymeHT 3HauyeHue OnuncaHwue

macpasswd CTpoka Maponb nonb3osaTens.

(config-if)> chilli macpasswd 1234567890
Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli@": macpasswd cleared.

Bepcus OnucaHue

2.11 Job6aeneHa komaHgaa interface chilli macpasswd.

3.28.24 interface chilli nasip

OnucaHune

Mpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

YctaHoBUTL 3HaueHme RADIUS napameTtpa IP-agpec NAS. lMossonsieT
HaCTPOUTL M UCMOIb30BaTb NPOMN3BOJIbHLIN IP-agpec.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
Aa

Ja

Het

Chilli

I (config-if)>  chilli nasip («address> | interface wan> | auto)

I (config-if)> no chilli nasip
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT |3HaueHue OnuncaHue
address |IP-agpec KoHkpeTHbIN IP-agpec cepsepa.
wan WHTepgeiic IP-agpec ykazaHHoro WAN-nHTepderica.
auto Knwuesoe cnoso |IP-agpec Tekyuwiero WAN-uHTepoderica.
Mpumep (config-if)> chilli nasip 95.213.215.187

Chilli::Interface: "Chilli®": NAS IP address set to »
"95.213.215.187".

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli®": NAS IP address set to auto.

(config-if)> no chilli nasip
Chilli::Interface: "Chilli®": NAS IP address cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 [Jlo6aBneHa komaHga interface chilli nasip.

3.28.25 interface chilli nasmac

OnucaHue YcraHoBuTb MAC-agpec ana atpnbyta RADIUS Called-Station-ID. Mo
yMON4aHuo ncnonbsyetcd MAC-agpec rocteBoi ceTu.

KomaHga ¢ npedrkcom no Bo3BpaLlaeT 3Ha4eHve No yMOAYaHUIo.
MNpedukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli nasmac mac>

(config-if)> no chilli nasmac

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
mac MAC-apgpec Hosbln MAC-agpec ans RADIUS
Called-Station-ID.
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli@": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli®": NAS MAC address cleared.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.11 JobaeneHa komaHaa interface chilli nasmac.

3.28.26 interface chilli profile

OnucaHune HasHaunTe npodunb Chilli cooTBeTCTBYOWEMY NHTEpdeiicy.
KomaHga ¢ npedunKcom no yaanset HacTPOnKy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli profile (profiles

(config-if)> no chilli profile

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
profile Ctpoka HassaHune npodunsa RADIUS-cepBepa.
Mpumep (config-if)> chilli profile Wi-Fi_SYSTEM

Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6asneHa komaHgaa interface chilli profile.

3.28.27 interface chilli radius

OnucaHue JobaBuTb agpeca RADIUS-cepsepa.
KomaHga ¢ npedunkcom no yaanset agpeca.

Mpe¢ukc no [Ja

Lite (KN-1311) — CnpaBO4YHMK KOMaHA 1 49



naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Chilli

(config-if)>  chilli radius <serverl [«server2s]

(config-if)> no chilli radius

AprymeHT 3HauyeHue OnuncaHwue

serverl Crtpoka Agpec nepsuyHoro RADIUS-cepBepa.

server2 Crpoka Agpec BTopuyHoro RADIUS-cepBepa.

(config-if)> chilli radius radius.wifisystem.ru »
radius2.wifisystem. ru

Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.

(config-if)> no chilli radius
Chilli::Interface: "Chilli®": RADIUS servers cleared.

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli radius.

3.28.28 interface chilli radiusacctport

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Ha3HaunTb UDP-nopTy4éTta RADIUS-cepBepa. 10 yMO/THaHMIO UCNONb3YyeTCs
3HayeHue 1813.

KomaHgza ¢ npedprKcom no ycTaHaBAMBaET NOPT MO YMOYAHUIO,
Ja

Ja

Het

Chilli

(config-if)>  chilli radiusacctport <radiusacctport;

(config-if)> no chilli radiusacctport

AprymeHT 3HaueHue |OnucaHue

radiusacctport CTtpoka Homep nopra.
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-if)> chilli radiusacctport 1819
Chilli::Interface: "Chilli@": radiusacctport set to 1819.

(config-if)> no chilli radiusacctport
Chilli::Interface: "Chilli@": radiusacctport reset to default.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.06 Jo6aBneHa komaHga interface chilli radiusacctport.

3.28.29 interface chilli radiusauthport

OnucaHwue HasHaunTte UDP-nopT ayteHTUdUKaunm RADIUS-cepsepa. 1o ymondaHuio
ncnonb3yeTca 3HadveHue 1812.

KomaHga c npedurkcom no yctaHaBAMBaeT NOPT MO YMOTYAHUIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli radiusauthport <radiusauthport,

(config-if)> no chilli radiusauthport

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
radiusauthport Ctpoka Homep nopra.
Mpumep (config-if)> chilli radiusauthport 1820

Chilli::Interface: "Chilli@": radiusauthport set to 1820.

(config-if)> no chilli radiusauthport
Chilli::Interface: "Chilli@": radiusauthport reset to default.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.06 Job6asneHa komaHaa interface chilli radiusauthport.

3.28.30 interface chilli radiuslocationid

OnucaHwue 3agaTb naeHTudMKaTop MectonosioxxeHns RADIUS-cepeepa. OH A0MKeH ObiTb
B dopmate isocc=, cc=, ac=, network=.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiky.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Chilli

CuHoncnc (config-if)>  chilli radiuslocationid radiuslocationid»

(config-if)> no chilli radiuslocationid

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
radiuslocationid |CTpoka 3HaueHwue ngeHTndrKaTopa
MeCTOMONOXEHNS.
NMpumep (config-if)> chilli radiuslocationid »

isocc=,cc=,ac=,network=WiFiSYSTEM,
Chilli::Interface: "Chilli®": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, ".

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli®": radiuslocationid cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHgaa interface chilli radiuslocationid.

3.28.31 interface chilli radiuslocationname

OnucaHue 3ajaTb Ha3BaHVe mecTononoxeHua RADIUS-cepsepa.
KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli

Cunoncnc (config-if)>  chilli radiuslocationname radiuslocationname>

(config-if)> no chilli radiuslocationname

AprymeHTbl AprymeHT 3HaueHve |OnucaHune

radiuslocationname|CTpoka HasBaHve MeCcTono0XeHUA.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli@": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli®": radiuslocationname cleared.

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli
radiuslocationname.

3.28.32 interface chilli radiusnasid

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcTaHOBUTb NaeHTUdMKaTOp cepBepa CeTeBoro AocTyna.
KomaHga ¢ npedunKcom no yaanset HaCTPOnKYy.

Ja

Aa

Het

Chilli

(config-if)>  chilli radiusnasid <radiusnasiad>

(config-if)> no chilli radiusnasid

AprymeHT 3HauyeHue OnucaHwue

radiusnasid |Crpoka NaeHTrndunkaTop NAS.

(config-if)> chilli radiusnasid keeneticru_12
Chilli::Interface: "Chilli@": radiusnasid set to "keeneticru_ 12".

(config-if)> no chilli radiusnasid
Chilli::Interface: "Chilli0": radiusnasid cleared.

Bepcus OnucaHue

2.10 Job6aBneHa komaHaa interface chilli radiusnasid.

3.28.33 interface chilli radiussecret

OnuncaHune

YcTaHOBUTbL 06LWMIA KNtoY Ans 06oux RADIUS-cepBepoB.

KomaHza c npedurKcom no yaansieT HacTpoiiky.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Chilli

CuHoncnc (config-if)>  chilli radiussecret <radiussecret»

(config-if)> no chilli radiussecret

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
radiussecret|CTpoka 3HauyeHue KKua.
Mpumep (config-if)> chilli radiussecret 12df34fd

Chilli::Interface: "Chilli®": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli radiussecret.

3.28.34 interface chilli uamallowed

OnucaHue YKkasaTb pecypc, K KOTOPOMY KANEHT MMeeT A0CTyN 6e3 NepBUYHON
ayTeHTUPUKaLmmn.

KomaHga ¢ npedurkcom no yaanseT pecypc 13 cnmcka. Ecnm BeInOAHUTb
KOMaHZAy 6e3 apryMeHTa, TO BeCb CMNCOK pecypcoB byaeT OUnLLEH.

MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBOg, [a
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamallowed wamallowed>

(config-if)> no chilli uamallowed [ «wamallowed> ]

AprymeHTbl AprymMeHT |3HaueHme |OnucaHue

uamallowed |CTpoka IP-agpec, URL nnn noaceTsb.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-if)> chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled
garden.

v

(config-if)> chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" added to walled
garden.

v

(config-if)> no chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli®": "188.166.114.0/24" removed from
walled garden.

v

(config-if)> no chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" removed from
walled garden.

\J

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli uamallowed.

3.28.35 interface chilli uamdomain

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YKasaTb AOMEH, K KOTOPOMY K/IEHT MMeeT A0CTyn 6e3 nepBUYHOIA
ayTeHTUdMKaLuu.

KomMaHAa ¢ npeprkcom no yaanseTt JOMeH 13 Cnncka. ECim BbIMOAHUTL
KOMaHzy 6e3 aprymMeHTa, TO BeCb CMUCOK JOMEHOB ByAeT ounLLeH

Ja

Aa

[Ja

Chilli

(config-if)>  chilli uamdomain wamdomain»

(config-if)> no chilli uamdomain [ <«wvamdomains ]

AprymeHT 3HauyeHue OnucaHwue

uamdomain CTtpoka JloMeHHoe 1MA yaaneHHOoro XocTa.

(config-if)> chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli0@": "wifisystem.ru" added to walled »
garden.
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UcTopuns nameHeHuii

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli0": "wifisystem.ru" removed from walled »

garden.

(config-if)> no chilli uamdomain

Chilli::Interface:

"Chilli@": walled garden cleared.

Bepcusa

OnucaHwmne

2.10

JlobaBneHa komaHa interface chilli uamdomain.

3.28.36 interface chilli uamhomepage

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcraHoBUTb URL-agpec goMalluHelr cTpaHuLbl 419 nepeHanpaBieHus
HeaBTOPM30BaHHbIX MONb30BaTeNel.

KomaHga ¢ npeprKcoM no yaanset HacTPOKY.

Ja
Aa
HeTt

Chilli

(config-if)>

chilli uamhomepage (wamhomepages

(config-if)> no chilli uamhomepage

AprymeHT

3HayeHue

OonvcaHune

uamhomepage

Ctpoka

Monb3oBaTenbckmin URL-agpec.

(config-if)> chilli uamhomepage http://192.168.2.1/welcome.html

Chilli::Interface:

"Chilli0@": uamhomepage set to »

"http://192.168.2.1/welcome.html".

(config-if)>

no chilli uamhomepage
Chilli::Interface: "Chilli@": uamhomepage cleared.

Bepcus

OnucaHune

2.10

Job6asneHa komaHaa interface chilli uamhomepage.

3.28.37 interface chilli uamport

OnuncaHune

Ykasatb TCP-nopT A8 NOAKIH0UYEHNA aBTOPN30BaHHbLIX KNMeHTOB. 1o
YMONYaHWIO NCMOJIb3yeTcsd 3HaueHre 3990.
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naBa 3 OnncaHme KOMaHA,

KomaHga ¢ npedurkcom no yctaHaBAIMBaET MOPT MO YMOTYAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Chilli

CnHoncuc (config-if)>  chilli uamport wamport>

(config-if)> no chilli uamport

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamport Lenoe uncno |Homep nopra.
Mpumep (config-if)> chilli uamport 3922

Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.10 Job6asneHa komaHaa interface chilli uamport.

3.28.38 interface chilli uamsecret

OnucaHune YcTaHOBUTbL 06LWmiA kntou mexay UAM-cepsepom u Chilli. UAM-kntou
NCNoNIb3yeTCa AN X3WMPOBaHNA 3anpoca nepes BbluncieHeM Napons.

KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli uamsecret wamsecret>

(config-if)> no chilli uamsecret

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

uamsecret CTpoka 3HaueHue Knrya.
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Mpumep

UcTopuns nameHeHuii

(config-if)> chilli uamsecret 12df34fd
Chilli::Interface: "ChilliO": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret
Chilli::Interface: "Chilli®": uamsecret set to "".

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli uamsecret.

3.28.39 interface chilli uamserver

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcraHoBuTb URL-agpec Beb-cepBepa AN NpoBepKn NOASTIMHHOCTU KNMEHTOB.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

Chilli

(config-if)>  chilli uamserver wamserver;

(config-if)> no chilli uamserver

AprymeHT 3HauyeHue OnucaHwue

uamserver CTpoka Monb3oBaTenbcknint URL-agpec Beb6-cepBepa.

(config-if)> chilli uamserver »
https://auth.wifisystem.ru/hotspotlogin
Chilli::Interface: "Chilli@": uamserver set to »
"https://auth.wifisystem.ru/hotspotlogin".

(config-if)> no chilli uamserver
Chilli::Interface: "Chilli@": uamserver cleared.

Bepcus OnucaHue

2.10 Job6aBneHa komaHaa interface chilli uamserver.

3.28.40 interface compatibility

OnuncaHune

YCTaHOBUTL CTaHAAPThI 6€CNPOBOAHON CBA3K, C KOTOPbLIMU JOMKEH BbITh
COBMeCTUM AaHHbI becnpoBogHoM agantep (MHTepdeiic). ins nHtepdelicos
Wi-Fi coBMeCcTMMOCTb 3aaeTcs CTPOKOWM M3 naTUHCKMX 6ykB B, G, N,
0603HavarLLMX AoNoNHeHWs K cTaHgapTy IEEE 802.11. K npumepy, Hannune
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naBa 3 OnncaHme KOMaHA,

B CTPOKe COBMeCTUMOCTU BykBbl N ByfeT 03HauaTb, YTO JaHHbIN aganTtep
CcMoOXKeT B3aumMoencTeoBaTth € 802.11n-COBMeCTUMbIMN YCTPONCTBaMM Yepes
pagnokaHasn. Habop fonyCcTMMbIX CTPOK COBMECTMMOCTY onpeenseTcs
annapaTHbIMY BO3MOXHOCTAMU KOHKPETHOro agantepa 1 TpeboBaHnsaMN
COOTBETCTBYIOLLMX AONONHEHN K cTaHaapTy IEEE 802.11.

Mo ymonuaHwuio ang yactotsl 2,4 Ty ncnonb3yeTca ctpoka «BGN».
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Radio

CuHoncuc (config-if)>  compatibility annex>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
annex B, G, N Ana 2,4T1Tu,.
Mpumep (config-if)> compatibility N

Network: :Interface: :Rtx: :WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": PHY mode set.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.00 JobasneHa komaHaa interface compatibility.

3.28.41 interface connect

OnucaHue 3anycTuUTb NpoLecc NOAKAYEHNS K YAaeHHOMY Y3i1y.
KomaHga ¢ npedunkcom no npepuiBaeT coejuHeHme.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica PPP, IP

CuHoncuc I (config-if)>  connect [ via wia]

I (config-if)> no connect
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

via UHTepgenc VHTepdeinc, yepes KoTopbIi OCyLLeCTBAAETCS
noAkaryeHve K yganeHHomy ysny. ina PPPoE
3TOT NapaMeTp ABASETCH 06a3aTeNIbHbIM.

(config-if)> connect via ISP

(config-if)> no connect

Bepcus OnucaHve

2.00 JobaeneHa komaHga interface connect.

3.28.42 interface country-code

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

HasHaunTb nHTepdecy 6ykBeHHbIN KO CTPaHbl, KOTOPbIN BAUAET Ha Habop
pafno-KaHanos. Mo ymonyaHuo ycTaHoBAeHO 3HaueHure RU.

Het
Ja
Het

Radio

(config-if)>  country-code «code>

AprymeHT 3HauyeHue OnuncaHwue

code Ctpoka Kog cTpaHsbl.

(config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": country code »
set.

Bepcus OnucaHve

2.00 JobasneHa komaHaa interface country-code.

3.28.43 interface debug

OnuncaHwne

BkOUNTL OTAAAOUHbIN pexuM NoakatoueHns PPP. B 0Tnaf04yHOM pexurme
B CUCTEMHbIV XXypHan BbIBOAUTCA NogpobHas nHpopmMaums o xoje
noaknto4eHus. No ymonyaHuo GyHKLNSA OTKAOUEHaA.

KomaHga ¢ I'Ipe¢I/IKCOM No OTKJ/IFOYaeT OT/Ia40uUHbIN pexunm.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica PPP

CuHoncumc | (config-if)>  debug

I (config-if)> no debug

Mpumep (config-if)> debug
Network::Interface::Base: Debug enabled.

(config-if)> no debug
Network: :Interface::Base: Debug disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHga interface debug.

3.28.44 interface description

OnucaHune Ha3HaunTb Npon3BO/IbLHOE OMNMCaHVe ceTeBOMY HTepdelicy.
KomaHga c npedunkcom no cTvpaeT onncaHue.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CuHoncnc (config-if)> description «description»

(config-if)> no description

AprymeHTbI AprymeHTt 3HauyeHue |OnucaHue

description |Crpoka Mpown3BosibHOe onncaHne nHTepderica.

Mpumep (config-if)> description MYHOME
Network::Interface::Base: "Bridge0": description saved.

(config-if)> no description
Network::Interface::Base: "Bridge0": description saved.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa interface description.
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3.28.45 interface down

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

OTKNOUYNTL CeTeBOV MHTepdenC 1 3anrcaTh B HACTPOMKM COCTOAHME «down».

KomaHga c npedunKcomM no BKAKOHaeT ceTeBol MHTepdeinc n yaanset «down»
N3 HacTpoOeK.

Ja

Ja

Het

I (config-if)>  down

I (config-if)> no down

(config-if)> down
Network::Interface::Base: "GigabitEthernet0/2": interface is down.

(config-if)> up
Network::Interface::Base: "GigabitEthernet0/2": interface is up.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface down.

3.28.46 interface duplex

OnucaHune

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

YCTaHOBUTb AynieKcHblli pexum Ethernet-nopTa. Mo ymMonyaHuto 3agaHo
3HayeHue auto.

KomaHga ¢ npedrKcomM no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja

Ja

Het

Ethernet

(config-if)>  duplex wmode>

(config-if)> no duplex

AprymeHT 3HauyeHue OnucaHwue
mode full Pexxunm nonHoro gynnekca.
half MonyaynnekcHbIN pexuM.
auto ABTOMAaTUYECKUIA fYNAEKCHBI PeXUM.
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Mpumep

UcTopuns nameHeHuii

(config-if)> duplex full
Network: :Interface::Ethernet: "GigabitEthernet0/1": duplex set »
to "full".

(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex reset »
to default.

Bepcus OnucaHve

2.06.B.1 Jlo6aBneHa komaHga interface duplex.

3.28.47 interface dyndns profile

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

MpwvBsA3aTh K ceTeBOMY MHTepdericy npoduab DynDns. MNepes BbiNnoAHEHVEM
KOMaHZabl NPodub JOMKEH 6bITb CO34aH U HACTPOEH rpynnoi komaHg dyndns
profile.

KomaHga ¢ npedrkcom no paspbiBaeT CBA3b Mexay npodunem un
nHTepdericom.

Ja
Aa
Het
(config-if)>  dyndns profile ¢profile

(config-if)> no dyndns profile

AprymeHT 3HauyeHue OnuncaHwue
profile Crpoka HasaHune npodunga DynDns.

(config-if)> dyndns profile TEST
DynDns::Profile: Interface set.

(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

Bepcus OnucaHve
2.02 [Jlo6aBneHa komaHga interface dyndns profile.

3.28.48 interface dyndns update

OnucaHwne

O6HOBUTL Bpy4YHYto IP-agpec anst DynDns. 1o ymonyaHuio koMaHza paboTtaeT
B COOTBETCTBUM C NOAUTUKOW NOCTaBLUuKa ycnyr DynDns, KOTopblii He
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rnossosaseT 06HoBAAThL IP cavikom YacTo. KnroyeBoe cnoso force no3sonseT
06HOBUTL IP B 06X04 MOAUTVIKM MOCTaBLLMKa YCAYT.

MNpejukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-if)>  dyndns update [ force]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
force Knio4yeBoe He yunTbiBaTb pEKOMEHAOBAHHYH YacTOTy
CJ/10BO o6HOBNEHUS.
NMpumep (config-if)> dyndns update
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHga interface dyndns update.

3.28.49 interface encryption anonymous-dh

OnucaHue Bikntountb Anonymous DH ansa SSTP-cepeepoB 6e3 cepTudmkaTa.
KomaHga ¢ npedurkcom no oTkatovaetT Anonymous DH.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica SSTP

CuHoncuc I (config-if)>  encryption anonymous-dh

I (config-if)> no encryption anonymous-dh

Mpumep (config-if)> encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue
2.13 Jlo6aBneHa komaHga interface encryption
anonymous-dh.
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3.28.50 interface encryption disable

OnucaHwne OTknunThL WndpoBaHme Ha 6ecnpoBOgHOM NHTepdeiice.
Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  encryption disable

Mpumep (config-if)> encryption disable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
wireless encryption disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga interface encryption disable.

3.28.51 interface encryption enable

OnucaHue Bkaountb WwWindpoBaHme Ha becnpoBogHOM nHTepdeiice. Mo ymondaHuto
ncnonb3syetcs wudposaHue WEP.

KomaHga ¢ npedpurkcom no oTknrovaeT wndpoBaHme Ha 6ecrnpoBoiHOM
nHTepderice.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncKc I (config-if)> encryption enable

I (config-if)> no encryption enable

Mpumep (config-if)> encryption enable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
wireless encryption enabled.

(config-if)> no encryption enable
Network::Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
wireless encryption disabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa koMmaHga interface encryption enable.

3.28.52 interface encryption key

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

HasHaunTtb Kntoum windpposaHus WEP. B 3aBUCUMOCTN OT pas3psgHOCTH, KoY
MOXeT 6bITb 3a4aH 10 WwecTHaguaTepnyHbIMU undpamu (5 cumeonamum ASCII)
— 40-6UTHbIN KntoY, WEP — 40-6UTHBIN KN4, UK 26 LWeCTHagLaTepUYHbIMU
umdpamu (13 cumBonamm ASCII) WEP Bcero moxeT 6bITb 3agaHo oT 1 go 4
KAtouern wndpoBaHUS, N OANH U3 HUX AOSIXKEH OblTb Ha3Ha4YeH KAYOM Mo
YMOJIYaHUIO.

KomaHga c npedurkcom no yganseT Ktou.

Ja

Aa

[Ja

WiFi

(config-if)>  encryption key <ids («values [default] | default)

(config-if)> no encryption key «id>

AprymeHT 3HauyeHue OnucaHwue

id lenoe uucro |Homep kntouva. Bcero MoXxHo 3agath A0
yeTblipex KatuYen.

value CTtpoka 3HaueHwue KaYa B BUAe
LIeCTHaALaTeEPUYHOrO YNCNa, COCTOSALLErO
13 10 nnv n3 26 umdp.

default KmwyeBoe YKasbIBaeT, YTO AaHHbIN K04 byaeT
Cc/0BO MCMNOAb30BaH N0 YMOAYaHMIO.

(config-if)> encryption key 1 1231231234
Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »
set.

(config-if)> no encryption key 1
Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »
removed.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface encryption key.
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3.28.53 interface encryption mppe

OnucaHue BkntounTb noasaepxky wndposaHua MPPE.
KomaHga ¢ npedurkcom no oTkatovaeT wundposaHune MPPE.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica PPTP

CnHoncuc I (config-ify>  encryption mppe

I (config-if)> no encryption mppe

Mpumep (config-if)> encryption mppe
MPPE enabled.

(config-if)> no encryption mppe
MPPE disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga interface encryption mppe.

3.28.54 interface encryption owe

OnucaHwue BkntounTb anroputMel obecrneyeHms 6esonacHocT OWE Ha 6ecnpoBOAHOM
nHTepderice. Mo yMONUYaHWIO HAaCTPOLiKa OTKAOUEHa.

KomaHga ¢ npedurkcom no otkaroyaeT nogaepxky OWE.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica WifiMaster

CuHoncuc I (config-if)>  encryption owe

I (config-if)> no encryption owe

Mpumep (config-if)> encryption owe
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
OWE algorithms enabled.
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WcTopusa nsmeHeHum

(config-if)> no encryption owe
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
OWE algorithms disabled.

Bepcus OnucaHue

3.00 JobasneHa komaHgaa interface encryption owe.

3.28.55 interface encryption tkip hold-down

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YCTaHOBUTL 3Ha4veHVe "countermeasure” Talimepa ans TKIP npu
O0fHOBpPEMEHHOM 1cnonb3oBaHum WPA n WPA2 anropnTMoB 6e30MacHOCTU
Ha 6ecnpoBogHOM NHTepdeiice. [0 yMOAYaHNIO NCMOJIb3YeTCa 3HaYeHme
60.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4YeHme No yMOAYaHuIo.
Ja

Ja

Hert

WiFi

(config-if)>  encryption tkip hold-down <hold-down>

(config-if)> no encryption tkip hold-down

AprymeHT 3HauyeHue OnuncaHwue

hold-down Uenoe 4ucno |3HayveHue TaliMepa B cekyHAax. MoxeT
NPUHNMAaTb 3Ha4YeHWA B Anana3oHe oT 0 Jo
60. Ecnn ykasaHo 3HayeHue 0, To dyHKUMS
OTK/It0YeHa.

(config-if)> encryption tkip hold-down 10
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
hold-down interval is 10 sec.

(config-if)> no encryption tkip hold-down
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
hold-down interval is reset to default (60 sec.).

Bepcus OnucaHve
3.08 JobaBneHa komaHaa interface encryption tkip
hold-down.
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3.28.56 interface encryption wpa

OnucaHue BkntounTb anropmtMmel obecneveHmns 6esonacHoctu WPA Ha 6ecnpoBOgHOM
nHTepodeiice. becnpoBogHOM NHTEPdENC MOXET NOAAEPXKNBATL COBMECTHOE
ncnons3oBaHme WPA v WPA2, ogHako nogaep>ka WEP aBToMaTUUeCKn
OTKNKOHaEeTCs Npu BKAKYEHUN ntoboro ns WPA.

KomaHga ¢ npedpurkcom no oTkatouaeTt WPA.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica WiFi

CuHoncuc I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

Mpumep (config-if)> encryption wpa
WPA algorithms enabled.

MCTOPMH N3MeHeHUnA Bepc”ﬂ onvicaHue

2.00 JobasneHa koMmaHga interface encryption wpa.

3.28.57 interface encryption wpa2

OnucaHue Brntountb anroputmel obecnedeHns 6esonacHoctun WPA2 (IEEE 802.11i, RSN)
Ha 6becnpoBoAHOM NHTepdelice. becnpoBoaHO MHTepdelic MoXeT pa3peLlaTb
coBmecTHoe ncrnonb3osaHue WPA n WPAZ, ogHako noaaepsxka WEP
aBTOMAaTMYeCcKn OTK/IIOHaeTCa NpU BKAKYEHUN 1106010 13 WPA.

KomaHga ¢ npedurkcom no oTknro4aeT WPAZ2.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica WiFi

CuHoncuc I (config-ify>  encryption wpa2

I (config-if)> no encryption wpa2

Mpumep (config-if)> encryption wpa2
WPA2 algorithms enabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jo6aBneHa koMmaHga interface encryption wpa2.

3.28.58 interface encryption wpa3

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb anroputMmbl obecneveHums 6esonacHoctu WPA3 Ha 6ecnpoBOgHOM
nHTepodeice. becnpoBogHON NHTepdENC MOXET NOAAEPXKNBATL COBMECTHOE
ncnonb3oBaHue WPA2 n WPA3. Mo yMONYaHUIO HAaCTPOIKa OTKAKOYEHa.

KomaHga ¢ npedprKcom no oTKAoYaeT nogaepxky WPA3.

Ja

Aa

Het

WiFi

I (config-if)>  encryption wpa3

I (config-if)> no encryption wpa3

(config-if)> encryption wpa3

Network: :Interface: :Rtx: :AccessPoint:

WPA3 algorithms enabled.

(config-if)> no encryption wpa3

Network::Interface: :Rtx::AccessPoint:

WPA3 algorithms disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMasterQ@/AccessPoint0": »

Bepcus OnucaHue

3.00 JobasneHa komaHAa interface encryption wpa3s.

3.28.59 interface encryption wpa3 suite-b

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn

BkntounTb anroputmel obecnedeHuns 6esonacHoctn WPA3 ans 3awmTel
KoOHPUAEHLMaANbHBIX AaHHbIX Suite-B B WPA Enterprise. [0 ymon4aHuto

bYHKUMA OTKOYEHa.

Het

Aa

MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica

CuHoncuc

WiFi

I (config-if)> encryptionwpa3 suite-b
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Mpumep (config-if)> encryption wpa3 suite-b
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPointl": »
WPA3 SuiteB enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.01 JobaBneHa komaHga interface encryption wpa3 suite-b.

3.28.60 interface flowcontrol

OnucaHwne HacTtpoiika ynpaBneHua notokom Ethernet Tx/Rx. Mo ymonyaHuto GyHKLNS
BK/IHOYEHa.

KomaHga ¢ npedunkcom no otkaoyaeT GyHKLUMIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Ethernet

CuHoncuc (config-if)>  flowcontrol on

(config-if)> no flowcontrol [send]

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
send Kniwyesoe YnpaBneHve NoTOKOM paboTaeT aCMHXPOHHO.
CJ10BO
Npumep (config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobaeneHa komaHza interface flowcontrol.

3.28.61 interface ft enable

OnucaHue Brkarountb noaaepxky FT ana Toukm goctyna (FT Over the Air, OTA) B pamkax
cTaHgapTa IEEE 802.11r. Mo ymonuyaHuio napameTp OTK/HOUEH.
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Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

[na npaBunbHoOM paboTsl FT Mexay Toukamu goctyna 2,4 n 5 'y Heobxoavimo

BbIMOJIHUTL C/lefytoLime YC10BUS:
* BK/OYeHbl 06e Toukm goctyna 2,4 My

* Y HUX OfMHaKkoBble SSID

n5rMry

* OHW MIMeLOT OANHAKOBbIE MapameTpbl 6e30nacHOCTY (TUN WNdpoBaHNS —
WPA2 nnn 6e3 napons, naponb, N T. 4.).

KomaHza c npedurKcom no yaansieT HacTpowiky.

Aa
Ja
Het

AccessPoint

I (config-if)>  ft enable

I (config-if)> no ft enable

(config-if)> ft enable

Network::Interface: :Rtx::AccessPoint:

fast transition enabled.

(config-if)> no ft enable

Network: :Interface: :Rtx: :AccessPoint:

fast transition disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMasterQ@/AccessPoint0": »

Bepcus OnucaHve

2.13 JobaBneHa komaHaa

interface ft enable.

3.28.62 interface ft mdid

OnucaHune

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CuvHoncuc

YcraHoBUTb ngeHTndumkatop Mobility Domain gns FT. Mo ymondaHuio

ncnonb3syeTca 3HayveHUe KN.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpallaeT 3HayeHne no yMmoadaHuio.

Ja
Ja
Het

AccessPoint

| (config-ifi>  #t mdid amdic

CnpaBo4HMK KOMaHA — Lite (KN-1311)



naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no ft mdid

AprymeHT 3HauyeHue OnucaHwue

mdid CTpoka 3HadveHne ngeHTndrkKaTopa Mobility Domain.

CocTtount 13 2 cumonioB ASCII.

(config-if)> ft mdid 1F
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0Q/AccessPoint0": »
fast transition MDID set to "1F".

(config-if)> no ft mdid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID reset to default.

Bepcus OnucaHve

213 JobaBneHa komaHaa interface ft mdid.

3.28.63 interface ft otd

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

BrntounTb noaaepxky FT Over-the-DS (Distribution System) B pamkax
ctaHaapTa IEEE 802.11r. 3TOT TUN FT ncnonb3yeTtca A poyMUHra B
ycTapeBLUMX abOHEHTCKNX YCTPOMCTBaX, Hanpumep, B TenedoHe iPhone 4s.
Mo ymMonuyaHuo napaMmeTp OTK/IOYEH.

KomaHga c npedurkcom no yganseTt HaCTPOWKY.
Ja

Ja

Het

AccessPoint

I (config-if)> ftotd

I (config-if)> no ft otd

(config-if)> ft otd
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition OTD enabled.

(config-if)> no ft otd
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition OTD disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.13 JobaeneHa komaHzaa interface ft otd.

3.28.64 interface hide-ssid

OnucaHwue BktounTb pexkmm ckpbiTvs SSID. Mpy cNonb30BaHUM 3TOM GYHKLMK, TOUKa
A0CTYyNa He oTObpaXaeTcsa B CncKe AOCTYMNHbIX 6ecnpoBOAHbIX ceTel. Ho
eCNu No/b30BaTeNto N3BECTHO O CYLLLeCTBOBAHMN 3TON CeTN U OH 3HaeT ee
SSID, TO CMOXeT NOAKNHOUYNTLCA K 3TOM ceTu. 10 yMONYaHNIo pexmm
OTK/IHOYEH.

KomaHga ¢ npedrnKcom no OTKA0YAET 3TOT PEXUM.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Access Point

CuHoncuc I (config-if)>  hide-ssid

I (config-if)> no hide-ssid

Mpumep (config-if)> hide-ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID broadcasting disabled.

(config-if)> no hide-ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
SSID broadcasting enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 [Job6aeneHa komaHaa interface hide-ssid.

3.28.65 interface iapp auto

OnucaHue CreHepupoBaTb koY JAPP B aBTOMaTU4YeCKOM pexunme. s Toro, Ytobbl
Ha3HauUTb K04 BPYYHYIO, UCMONb3YyNTe KoMmaHgy interface iapp key.

MNpejukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Bridge
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I (config-if)>  iapp auto

(config-if)> iapp auto
Network: :Interface: :Rtx::Iapp: Bridge® autoconfigured.

Bepcus OnucaHve

3.03 JobasneHa komaHaa interface iapp auto.

3.28.66 interface iapp key

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb KKOY MOBUIBHOTO AOoMeHa IAPP ans ycneLwwHoM CMHXPOHM3aLumn
MeXxay ToukamMm A0CTyna, rae BkatoueH FT (komaHaa interface ft enable).
Toukm focTyna fOMKHbI NpuHagnexaTb ogHon IP-nogcetn. Mo ymonyaHumio
KJIlOY He Ha3Hau4eH.

KomaHza ¢ npedrKCOM No yaanseT K.

Ja

Ja

Het

Bridge

(config-if)>  iapp key <key>

(config-if)> no iapp key

AprymeHT 3HauyeHue OnucaHwue

key CTpoka 3HauyeHwue kntoYa IAPP. MakcManbHasa An1vHa
Kn4Ya — 64 cumBona.

(config-if)> iapp key 11223344556677
Network::Interface: :Rtx::Iapp: Bridge0® key applied.

(config-if)> no iapp key
Network::Interface: :Rtx::Iapp: Bridge® key cleared.

Bepcusa OnucaHve

2.13 Jlo6aBneHa komaHaa interface iapp key.

3.28.67 interface idle-timeout

OnucaHwne

YCTaHOBUTb MHTEPBas OTKNOYEHWS KveHTa STA OT TOUKM AOCTyna no
TallMayTy HeaKTUBHOCTM. [10 yMONYaHWIO UCNONb3YyeTCs 3HaYeHne 600.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomMaHgza ¢ npeprKCOM NO OTK/IKOUAET HACTPOWKY.
Ja

Aa

HeTt

WiFiMaster

(config-if)>  idle-timeout <idle-timeout>

(config-if)> no idle-timeout

AprymeHT 3HayeHue | OnucaHue
idle-timeout |Yesoe 3HaueHVe TalimM-ayTa B cekyHgax. MoxeT
uncio NPVHKMAaTbL 3Ha4YeHWs B npejenax ot 60 Ao
2147483646.

(config-if)> idle-timeout 500
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
value is 500 sec.

(config-if)> no idle-timeout
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
disabled.

Bepcus OnucaHue

3.06 JobaBneHa komaHaa interface idle-timeout.

3.28.68 interface igmp downstream

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKM
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

BkntounTb pexuim paboTel IGMP Ha nHTepdeiice No HaNpPaBIEHUIO K
noTpebuTensmM rpynnoBo paccbikv. Ha ycTponcTee fokHa 6bITh 3anyLueHa
cyxba service igmp-proxy. JonyckaeTcs Haan4vme HeCKONbKNX MHTepdelicos
downstream.

KomaHgaa ¢ npedrKcoOM no oTMeHsieT AeiCTBMEe KOMaHAbI.
Ja

Ja

Het

IP

I (config-if)>  igmp downstream
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I (config-if)> no igmp downstream

Mpumep (config-if)> igmp downstream

(config-if)> no igmp downstream

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa interface igmp downstream.

3.28.69 interface igmp fork

OnucaHwue BkntounTb aybnnpoBaHme NcxoaaLmx naketoB /GMP upstream B 3ajaHHbIN
nHTepderic. JonyckaeTca Haanyme ToabKo ogHoro nHTepderica fork.

KomaHga ¢ npednkcom no oTMeHseT feiCTBUE KOMaHAbI.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-ify>  igmp fork

I (config-if)> no igmp fork

Mpumep (config-if)> igmp fork

(config-if)> no igmp fork

MCTOPMH N3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Job6aBneHa komaHaa interface igmp fork.

3.28.70 interface igmp upstream

OnucaHwue BkntounTb pexuim paboTbl IGMP Ha nHTepdeiice No HanpaBAeHUIO K
MCTOYHMKY FPYNNOBOI paccblIkn. Ha ycTponcTBe fo/KHa 6bITh 3anyLyeHa
cnyxba service igmp-proxy. /lonyckaeTca Haanune TobKo OAHOro
nHTepderica upstream.

KOMaHAa C I'Ipe(])I/IKCOM Nno OTMeHdeT AeIZCTBMG KOMaH/Abl.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

IP
I (config-if)>  igmp upstream
I (config-if)> no igmp upstream

(config-if)> igmp upstream

(config-if)> no igmp upstream

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa interface igmp upstream.

3.28.71 interface include

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

Yka3atb Ethernet-nHtepderiic, KoTopbii byaeT fob6aBeH B MPOrpaMMHbIiA
MOCT B KayecTBe rnopra.

KomaHga ¢ npedurkcom no yaanset nHtepderic s mocTa.
Ja

Ja

Ja

Bridge

(config-if)>  include <interface»

(config-if)> no include <interface»

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgenc Vmsa nnn ncesgoHuM Ethernet nHtepdeiica,
KOTOPbIN AOKEH 6bITb BKAKOYEH B MOCT.

(config-if)> include ISP
Network::Interface::Bridge: "Bridge0": ISP included.

(config-if)> no include
Network: :Interface::Bridge: "Bridge0@": removed ISP.

Bepcus OnucaHve

2.00 JobaeneHa komaHza interface include.
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naBa 3 OnncaHme KOMaHA,

3.28.72 interface inherit

OnuncaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

YkaszaTb Ethernet-uHtepdelic, koTopblin byaeT AobaBneH B NpOorpaMmMHbIi
MOCT B KayecTBe nopTta. B otanume ot komaHapl include, komaHaa inherit
nepeAaeT MOCTY HEKOTOpPble HacTPOIikn fobaBnsemMoro nHTepderica, Takme
kak IP-agpec, macky n IP-nceBgoHMMBI. Mpun yaaneHun nnb6o camoro MocTa,
nnbo nHtepdeiica N3 MOCTa, 3T HACTPOIKU, AaXKe eCIN OHW BbLIV M3SMEHEHbI,
6yAyT CKONMpPOBaHbl 06PaTHO Ha 0CBOBOAMBLUNICA MHTepdeliC.

KomaHga nossonseT fob6aBUTb B MOCT MHTepdeiic, Yepes KOTOopbI
OCyLLeCTBNSIETCS ypaBneHue yCTPONCTBOM, U He NOTepsiThb ynpasBfeHue.

KomaHga c npedumkcom no yaanseT nHtepdeinc ns Mocra, Bo3Bpallaer
NHTepdency HaCcTPOIKK, yHac/ieoBaHHbIe paHee MOCTOM, 1 cbpacbiBaeT 3Tn
HaCTPOMKM y MOCTa.

Ja

Aa

[Ja

Bridge

(config-if)>  inherit <interface»

(config-if)> no inherit <interface»

AprymeHT 3HauyeHue OnucaHue

interface UHTeppeic Nms nnm ncesgoHum Ethernet nHtepodeiica,

KOTOprI7I A0J1KeH 6bITb BK/IKOYEH B MOCT.

(config-if)> inherit GigabitEthernet0/Vlan3
Network::Interface::Bridge: "Bridgel": GigabitEthernet@/Vlan3 »
inherited in Bridgel.

(config-if)> no inherit
Network::Interface::Bridge: "Bridgel": inherit removed.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface inherit.

3.28.73 interface ip access-group

OnuncaHwme

MpurBA3aTb MMEHOBaHHbIM CNUCOK NpaBun dpunbTpaunm (ACL, cm. access-list)
K nHTepelicy. NapameTp in nam out ykasbiBaeT HanpaeneHve Tpadurka Ans
KOTOporo byaeT npumeHaTbea ACL. K ogHOMY nHTepdericy MoXeT 6bITb
npmBs3aHo Heckonbko ACL.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

KomaHga c npedumkcom no otkntoyvaeT ACL Ans ykaszaHHOro nHTepdeiica n
HanpasfieHWsa Tpaduika.

Ja
Aa
[Ja
IP
(config-if)> ip access-group acls>«direction

(config-if)> no ip access-group «acls> «direction

AprymeHT 3HauyeHue OnucaHue

acl Ctpoka Cnncok npasun ¢uabTpaumy,
npejBapuTeibHO CO3aHHbIN C MOMOLLbIO
KomaHapbl access-list.

direction in MpUMeHUTb GUNbTPALMIO K BXOAALLIM
naketam.
out MpyMeHNTb PUABTPAaLMIO K NCXOAALLVM
nakeTam.

(config-if)> ip access-group BLOCK in
Network: :Acl: Input "BLOCK" access list added to "CdcEthernetl".

(config-if)> ip access-group BLOCK out
Network: :Acl: Output "BLOCK" access list added to "CdcEthernetl".

(config-if)> no ip access-group BLOCK in
Network::Acl: "BLOCK" access group deleted from "CdcEthernetl".

(config-if)> no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".

Bepcus OnucaHve

2.00 Jlo6aBneHa koMmaHga interface ip access-group.

3.28.74 interface ip address

OnucaHwne

Mpedukc no

N3meHnTb IP-agpec n macky ceTeBoro nHTepdeiica. Ecnm Ha nHtepdelice
3anylieHa cnyxba aBToMaTNYeCKOn HacTPOMKKM aapeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
afpec MoXeT 6bITb Nepe3anucaH.

KomaHga c npedumkcom no cbpacbiBaeT agpec Ha 0.0.0. 0.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config-if)>  ip address <address> amask>

(config-if)> no ip address

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IP-appec Appec ceTeBoro nHTepodeiica.
mask IP-macka Macka ceteBoro nHTepdeiica. Ectb aBa

cnocoba BBOAA MacKn: B KAHOHNYECKOM BUe
(Hanpumep, 255.255.255.0) v B BUAe
61TOBOI ANVHBI Npedukca (Hanpumep, /24).

Mpumep OpHo 1 TO Xe 3HayeHVe agpeca ceTu, coctosallero s IP-agpeca n macku,
MO>XHO BBECTU ABYyMS CMOCO6aMMN: yKa3aTb MacKy B KAHOHNYECKOM BUAe N
3ajaTb 6UTOBYIO ANHY NpedurKca.

(config)> ip address 192.168.9.1/24
Network::Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa interface ip address.

3.28.75 interface ip address dhcp

OnucaHwue 3anyctute DHCP-kAneHT Ana aBToMaTMYeCckom HacTPOKN ceTeBblX
napameTpos: IP-agpeca v mackn nHtepdeiica, cepsepos DNS 1 wito3a no
YMOJIHaHUIO.

KomaHga ¢ npedurkcom no octaHaBnmBaeT cnyxby DHCP-knneHTa, yaanset
AVHaMUYeCK HaCTpoeHHble NapaMeTpbl 1 BO3BpalLlaeT rnpejbigyLime
HacTpolikun IP-agpeca n Macku.

Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip address dhcp [ hostname <hostname> ]
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no ip address dhcp

AprymeHT 3HauyeHue OnucaHwue

hostname Ctpoka M5 xocTa, KoTopoe nepegaeTcs B none 12-oi
onuun DHCP. 3To nmsa He oba3aTeNbHO
AOMKHO 6bITb TAKUM Xe, Kak UMS XOCTa,
BBe/leHHOoe B npovecce rnobansHomn

HaCTPOMKMN.

(config-if)> ip address dhcp hostname QWERTY2
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp
Dhcp::Client: Stopped DHCP client on ISP.

Bepcus OnucaHve
2.00 JobasneHa KkomaHaa interface ip address dhcp.

3.28.76 interface ip adjust-ttl recv

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

N3meHnTb NnapameTp TTL Ans Bcex BXOAALLMX NakeToB Ha nHTepodelice.
KomaHga ¢ npedrkcomM No oTMeHSAeT HaCTPOIKY.

Ja

Ja

Het

IP

(config-if)> ip adjust-ttl recvrecv

(config-if)> no ip adjust-ttl recv

AprymeHT 3HauyeHue OnuncaHwue

recv Llenoe uucno |BennymHa nameHeHumsa TTL. MoxeT
NPUHNMAaTb 3Ha4YeHWNs B Npegenax ot 1 go

255 BKNHOUUTENBHO.

(config-if)> dip adjust-ttl recv 1
Network::Interface::Ip: "CdcEthernet0": incoming TTL set to 1.

(config-if)> no ip adjust-ttl recv
Network::Interface::Ip: "CdcEthernet0": incoming TTL settings »
removed.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.07 Jlo6aBneHa komaHga interface ip adjust-ttl recv.
MpegblayLiee HasBaHWe KOMaHAbI interface ip adjust-ttl.

3.28.77 interface ip adjust-ttl send

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

N3mMeHUTb napameTp TTL Ana BCex MCXOAALLMX NaKeTOB Ha nHTepdelrice.
KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.

Ja

Aa

Het

IP

(config-if)>  ip adjust-ttl send «<send>

(config-if)> no ip adjust-ttl send

AprymeHT 3HauyeHue OnucaHwue

send llenoe uucno |BennumHa nameHeHumsa TTL. MoxeT
NpUHMMaTL 3HayYeHnsa B npejenax ot 1 4o
255 BKNHOUUTENBHO.

(config-if)> ip adjust-ttl send 65
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

(config-if)> no ip adjust-ttl send
Network::Interface::Ip: "CdcEthernetl": outgoing TTL settings »
removed.

Bepcus OnucaHue

2.09 Job6asneHa komaHaa interface ip adjust-ttl send.

3.28.78 interface ip alias

OnuncaHune

Mpe¢ukc no

YCcTaHOBUTb AOMONHUTENbHBIV IP-agpec 1 Macky ceTeBOro nHTepderica
(nceBgOHUM).

KomaHpaa c npedurkcom no copacbiBaeT yKaszaHHbIN NCeBAOHM Ha 0.0.0.0,

TEéM CaMbIM yaansdaqa ero. Ecnm BbINONHNUTL KOMaHA4y 6e3 aprymeHTa, To BeCb
cnncok ncesgoHMNMoOB 6y,£],ET oyuLleH.

Aa
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

IP, Ethernet

(config-if)>  ip alias address> anask»

(config-if)> no ip alias [ «address> anask> ]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec JononHnTenbHbIN agpec ceTeBoro
nHTepoderica.
mask IP-macka JononHntenbHas Macka ceTeBoro

nHTepdeiica. Ectb ABa cnocoba BBOAA MaCKM:
B KAHOHWNYECKOM BUje (Hanpumep,
255.255.255.0u1 B BUAe 6UTOBOW ANHbI
npedukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24
Network::Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 reset »
to 0.0.0.0/0.

(config-if)> no ip alias
Network: :Interface::Ip: "WifiMasterl/WifiStation@": all aliases »
removed.

Bepcus OnucaHue

2.00 Job6asneHa KkomaHga interface ip alias.

3.28.79 interface ip dhcp client broadcast

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTpPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

YcTaHoBUTL 6UT broadcast B coobuieHmsax DHCP Discover, yka3biBatoLLuii
Ha Ccrnocob oTnpaBKy oTBeTa 06paTHO KIMeHTY. Mo ymonyaHuio napameTp
OTKJIFOYEH.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Hert

Ethernet
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-if)>  ip dhcp client broadcast

I (config-if)> no ip dhcp client broadcast

(config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.

Bepcus OnucaHve

2.15 JobaeneHa komaHga interface ip dhcp client broadcast.

3.28.80 interface ip dhcp client class-id

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YKa3aTb Npon3BOAUTENS YCTPOMCTBA, Ha KOTOPOM paboTtaeT DHCP-KNMeHT
(onuwusa dhcp 60).

KomaHgaa ¢ npedprKcoM no yaanset HacTPOKY.
Ja

Ja

Het

Ethernet

(config-if)>  ip dhcp client class-id «class>

(config-if)> no ip dhcp client class-id

AprymeHT 3HauyeHue OnuncaHwue

class-id CTpoka Ha3BaHwve nponsBoAnTens ycTporicTea,
3aKJIlO4eHHOe B BOliHbIe KaBblYKN.

(config-if)> ip dhcp client class-id "Lite"
Dhcp::Client: ISP DHCP client vendor class is set to "Lite".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

Bepcus OnucaHue

2.02 Job6asneHa komaHga interface ip dhcp client class-id.
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naBa 3 OnncaHme KoMaHp,

3.28.81 interface ip dhcp client debug

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BKAIOUNTL OTNAA0UHbIN peXVM. B 0TNIaZ0UHOM peXXMe B CUCTEMHbIN XXypHan
BbIBOAUTCA Noapo6bHasa nHdopmaumsa o pabote DHCP-knneHTa.

KomaHga ¢ npedrKCOM No OTKAKOYaEeT OTAAL0UHBIA PEXNM.
Ja

Ja

Het

Ethernet

I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.

(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

Bepcus OnucaHve
2.01 Jlo6aBneHa komaHga interface ip dhcp client debug.

3.28.82 interface ip dhcp client displace

OnucaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

BbITeCHUTb cTaTnuecknin agpec nHTepderica what B cnyyae eciv oH
KOH}NVKTYeT ¢ agpecoM, nonyyeHHbIM DHCP-k1eHTOM OCHOBHOIO
nHTepderica.

[JaHHasA KoMaHAa BbIMOMHAETCA aBTOMATNYeCcky Npu nogkntoyeHnn USB
Ethernet aganTepa. lNocne 3T0ro NPONCXoANT COXpaHeHne KoH$Urypaumm n
nepesarpyska ycTponcTaa.

KomaHaa ¢ npepunKCcom no oTMeHseT BbITECHEHME 419 YKa3aHHOro
nHTepoderica.

Aa
Ja
Ja

Ethernet

I (config-if)>  ip dhcp client displace whats[ check-session ]
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naBa 3 OnncaHme KOMaHA,

(config-if)> no ip dhcp client displace whats [ check-session ]

AprymeHTbI AprymeHT 3HaueHue OnwucaHue
what NHTepgeiic MMs nnm nceBAOHUM NHTepdeiica, yei
CTaTU4ecKnin agpec byaeT BbITeCHEH.
check-session|Knwyesoe Mpw Hann4ynm akTneHom cecnmn SCGI, He
C/1080 paspeLuaTb nepesarpysky 1 CMeHy

ceTeBOro agpeca poytepa. o ymonyaHuio
KomaHga gobaensetcaBdefault-config.

Npumep (config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

WcTopus nsmeHeHum Bepcus onuvcaHve
2.03 Job6asneHa koMmaHga interface ip dhcp client displace.
2.15 [JobasneH aprymeHT check-session.

3.28.83 interface ip dhcp client dns-routes

OnucaHune BraounTb aBTOMaTryeckoe JobasneHme XocT-MapLupyTos 4o DNS-cepsepos,
nonyyeHHbIx oT DHCP-cepBepa. o yMon4yaHuo HaCcTPOika BKAKOYEHa.

KomaHaa ¢ npeprKcom no oTKNtoYaeT HaCTPONKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

Mpumep (config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.
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naBa 3 OnncaHme KoMaHp,

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.00 Job6asneHa komaHgaa interface ip dhcp client
dns-routes.

3.28.84 interface ip dhcp client fallback

OonuncaHmne YCTaHOBUTb 3ajaHHbIVi NONb30BaTeNeM CTaTuyecknii agpec B ciyvae
BO3HMKHOBeHMS owmnbok npu pabote DHCP.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCcTPOIAKy, 1 yCTaHaBVBaeT agpec
0.0.0.0..

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Ethernet

Cunoncnc (config-if)>  ip dhcp client fallback <type>

(config-if)> no ip dhcp client fallback

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
type CTpoka Tun IP-agpeca. B HacTosiLee BpeMs
peannsoBaH TONIbKO OAMH TN — static.

NMpumep (config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 [Jlo6aBneHa komaHga interface ip dhcp client fallback.

3.28.85 interface ip dhcp client hosthame
OnucaHue Ha3HauunTb UM$A XoCTa, KoTopoe oTnpasnseTcd B DHCP-3anpoce.
KomaHga ¢ npedurkcom no Bo3BpaLlaeT XoCTy MIMs MO YMOAYAHUIO.

MNpejukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc (config-if)>  ip dhcp client hostname <hostname>

(config-if)> no ip dhcp client hostname

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
hostname CTpoka VIMsi XOCTa ANsi Ha3HaYeHWs.
Mpumep (config-if)> ip dhcp client hostname MYHOME

Dhcp::Client: ISP DHCP client hostname is set to MYHOME.

(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 JlobaBneHa komaHaa interface ip dhcp client hostname.

3.28.86 interface ip dhcp client name-servers

OnucaHune VMicnonb3oBatbk agpeca cepsepoB DNS, nonydeHHble no DHCP. Mo ymondaHuio
3Ta $yHKLMSA BKAOYEHA.

KomaHga c npedurkcomM no 3anpeLlaeT UcnonbL3oBaTh agpeca DNS-cepeepos,
nosiydeHHble rno DHCP.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Ethernet

CuHoncue I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

Mpumep (config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHga interface ip dhcp client
name-servers.

3.28.87 interface ip dhcp client release

OnucaHwue DHCP-knueHT ocBoboXxAaaeT apeHay IP-agpeca n yxoanT B CASALLNA pexXmMm.
ELle ogHO BbINOAHEHME 3TOW KOMaHAbl nepeBoanT DHCP-knreHT B pexunm
aBToMaTtumyeckoro nosydyeHuns IP-agpeca.

MNpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client release

Npumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHgaa interface ip dhcp client release.

3.28.88 interface ip dhcp client renew

OnucaHue DHCP-knueHT ocBoboXxaaeT apeHay IP-agpeca n nepexoanT B pexunm
NnoJly4yeHns HOBOrO.

MNpejukc no Het
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client renew

Mpumep (config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jlo6aBneHa komaHga interface ip dhcp client renew.
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naBa 3 OnncaHme KOMaHA,

3.28.89 interface ip dhcp client routes

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb nonyyeHre MapLUpyToB OoT npoBaligepa (onuum dhep 33, 121,
242). Mo ymon4aHuto BKAOYeHO. B HacTpoiikax oTobpaXkaeTcs TONbKO C
npedurkcom no.

KomaHga ¢ npedprKcoM no OTK/I0UaEeT HaCTPOWKY.
Ja

Ja

Het

Ethernet

I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes

(config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.

Bepcus OnucaHve

2.05 [Jlo6aBneHa komaHga interface ip dhcp client routes.

3.28.90 interface ip flow

OnucaHwmne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Bknrountb ceHcop NetFlow Ha 3agaHHOM MHTepdelice. 1o ymon4aHuMio 3ToT
napameTp OTK/HOYEH.

KomaHga c npedurkcom no otktouaeT ceHcop NetFlow.
Ja

Ja

Het

IP

(config-if)> ip flow«directiom

(config-if)> no ip flow

AprymeHT 3HayeHue OnucaHue

direction ingress C6op BxogsLero Tpaduka.
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue

egress C6op ncxogsuiero Tpaduka.

both Cbop u BxoAsLLero, N ncxogsulero tpaduka.

Mpumep

(config-if)> ip flow ingress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.

(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "both" direction.

WcTopus nsmeHeHum

Bepcus OnucaHue

2.1 Job6asneHa koMmaHgaa interface ip flow.

3.28.91 interfa

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

ce ip global

YcTaHoBUTL Anst HTepdelica cBoiicTBO «global» c napameTpoM. 3To CBONCTBO
Heo6X0AMMO ANS YCTaHOBKW MapLUpyTa No yMON4aHuto, paboTsbl
DynDNS-knveHTa 1 NAT. MoxHo npeactaBnsath global-nHtepdeicel, kak
BeAyLLMe B rnobanbHyto ceTb (B UHTEPHET).

MapameTp cBoicTBa «global» BnnseT Ha npuopuTeT HTepdeiica B Npase
YCTaHOBUTb MapLUPYT MO yMONYaHWio0. Yem npropuTeT 6onbLue, Tem
XenartesnbHee 419 NO/Ib30BaTENS BbIXOA B IN106a1bHYH CeTb Yepes yKa3aHHbIN
nHTepdeic. C NOMOLLIbIO NpropuTeTa peannsyeTcs GyHKLMSA pe3epBrpOoBaHnS
noakntoveHus B HTepHeT (WAN backup) «global».

Mo yMoAYaHMIO HaCcTpOoKa OTKOYeHa.
KomaHgaa ¢ npedurkcom no yaanseTt CBONCTBO.
Aa

Ja

Het

IP

I (config-if)> ip global (xpriority> | order <order> | auto)

I (config-if)> no ip global
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
priority Uenoe uucno |MpuoputeT nHtepdeiica Npu yctaHoBKe
MapLUpyTa no ymon4daHuto. Moxet
NPVHMMaTb 3HaYeHns B npegenax oT 1 go
65534.
order UYenoe uncno |OTHOCUTENbHbIA MPUOPUTET MEXAY
nHTepdencamm. MoxeT MpMHMMaTb 3HaYeHNA
B npejenax ot 0 Ao 65534, HO He 6onee, yuem
KONNYECTBO rnobanbHbIX MHTEPHENCOoB.
auto Knwvesoe ABTOMaTM4YeCcKoe BblYMCNEHWE NMpMopuTeTa
C/10B0 nHTepdelica. IHTepdeiic pacnonaraetcs
61Ke K KOHLYY Cr1CKa, HO Bbille nopsaka X.
Mpumep (config-if)> ip global 10

Network: :Interface::IP: "L2TPO": global priority is 10.

(config-if)> ip global order 0
Network: :Interface::IP: "L2TPO": order is 1.

(config-if)> ip global auto
Network::Interface::IP: Global priority recalculated.

(config-if)> no ip global
Network: :Interface::IP: "L2TP0": global priority cleared.

WcTopus nsmeHeHnit |Bepcus

OnucaHue

2.00

JlobaBneHa komaHaa interface ip global.

2.09

JobasneHbl aprymeHThbl order 1 auto.

3.28.92 interface ip mru

OnucaHwue YcTaHoBUTB 3HaueHme MRU, koTopoe byzeT nepesaHo yaaneHHOMY y3/1y npu
yCTaHOBNeHUU coeanHeHnsa PPP (IPCP). o ymonyaHUo UCnosib3yeTcs
3HayeHve 1460.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PPP

CuvHoncuc

I (config-if)>  ip mru wmru

I (config-if)> no ip mru
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AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

mru Llenoe uucno |3HayveHme MRU.

Mpumep

(config-if)> ip mru 1492
Network::Interface::Ppp: "PPPoEQ": MRU saved.

(config-if)> no ip mru
Network: :Interface::Ppp: "PPPoEO": MRU reset to default.

WcTopus nsmeHeHwnii

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip mru.

3.28.93 interfa

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHuim

ceip mtu

YcTaHOBUTbL 3HaveHve MTU Ha ceTeBOM NHTepdeiice. MNpu ycTaHOBAEHNN
coefiMHeHWs No npoTokony PPP (IPCP), yaaneHHOMY y31y 6yAyT OTAPaBAsaTLCA
nakeTbl ykazaHHOro pasmepa MTU, aaxe ecnu Tot 3anpocun MTU MeHbLUero
3HaveHus.

KomaHga ¢ npedprikcomM no copackiBaeT 3HaueHue MTU Ha To, KoTopoe 6b110
40 nepBoro npuMeHeHMAa KoMaHabl.

Ja
Aa
HeTt

IP

(config-if)>  ip mtu mtw

(config-if)> no ip mtu

AprymeHT 3HauyeHue OnucaHwue

mtu lenoe 4ucno |3HauveHwe MTU. MOXeT NPUHUMAaTb 3HaYeHNs
B npejgenax oT 64 Ao 65535 BkAoUMTENBHO.

(config-if)> ip mtu 1500
Network: :Interface::Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network::Interface::Base: "GigabitEthernetl": static MTU reset »
to default.

Bepcus OnucaHve

2.00 JobasneHa KomaHaa interface ip mtu.
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naBa 3 OnncaHme KOMaHA,

3.28.94 interface ip nat loopback

OnucaHue BkntounTb 0bpaTHyto TpaHcnsauuio agpecos (NAT loopback) ana otnpasku
JIOKaNnbHbIX 3anNpocoB J1oKalbHOMY cepBepy 13 VIHTepHeTa. [1o yMoi4aHuio
3TOT NapaMeTp BK/KOUeH 418 nHTepdericos JomallHel ceTu (YypoBHM
b6e3onacHocTu private un protected).

KomaHga c npedurkcom no oTknrovaet NAT loopback.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback

Mpumep (config-if)> ip nat loopback
Network: :StaticNat: NAT loopback is explicitly enabled on "Home".

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 Jlo6aBneHa komaHga ip nat loopback.

3.28.95 interface ip remote

OnucaHue YCTaHOBUTb CTaTUYeCcKni agpec yaaneHHoro ysna.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nHtepdeiica PPP

CrnHoncuc (config-if)>  ip remote address»

(config-if)> no ip remote

AprymeHTbI AprymeHT 3HaueHue OonucaHue

address IP-agpec Appec yaaneHHoro ysna.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> ip remote 192.168.2.19
Network::Interface::Ppp: "L2TPO": remote address saved.

(config-if)> no ip remote
Network::Interface::Ppp: "L2TPO": remote address erased.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip remote.

3.28.96 interface ip tcp adjust-mss

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

YCTaHOBUTbL OrpaHNYeHrie MakCMMasibHOro pasmepa cerMeHTa NCXoAsaLLmx
ceccmin TCP. Ecnm 3HaveHwme MSS, KOTopoe nepejaeTcs B NOJie 3arofioBka
SYN-nakeToB, npeBsblLLaeT 3ajaHHoe, KOMaHAa MeHsieT ero. KomaHga
npuMeHseTcs K UHTepdeincy n aelicTByeT Ha Bce ncxoasaiume TCP SYN-nakeThbl.

KomaHga ¢ npeprKcoOM Nno oTMeHsieT AeCTBME KOMaH/bI.
Ja

Aa

Het

IP

(config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

AprymeHT |3HauyeHue OnucaHue

pmtu KriwyeBoe c¢/1080|YCTaHOBUTL BEPXHIOO rpaHuLy MSS,
paBHYy0 MUHUManbLHOMY MTU Ha nyTn K
yAaneHHoMy y3ny.

mss Lenoe uucrno MSS BepxHAa rpaHuua.

(config-if)> ip tcp adjust-mss pmtu
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> ip tcp adjust-mss 1300
Network::Interface::Ip: "L2TP0": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip tcp adjust-mss.
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naBa 3 OnncaHme KOMaHA,

3.28.97 interface ipcp default-route

OnucaHwue Vicnonb3oBaTtb ajgpec yaaneHHoro y3sa Kak Wak3 no ymoadaHuio.

KomaHga ¢ I'Ipeq)I/IKCOM Nno 3anpeLlaeT nsSMeHeHre WaK3a No ymon4aHumio.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica PPP

CuHoncuc I (config-if)>  ipcp default-route
I (config-if)> no ipcp default-route

Mpumep (config-if)> ipcp default-route
Using peer as a default gateway.

WcTopuns nsmeHeHwnit |Bepcus onuvcaHue

2.00 JobasneHa koMmaHgaa interface ipcp default-route.

3.28.98 interface ipcp dns-routes

OnucaHwue Mcnonb3oBaTb MapLUpyThl nofy4YeHHble o IPCP. 1o yMon4YaHuo HacTpolika

BK/IFOYEHa.

KomaHza ¢ npedrKcom no yaansieT HacTpoiiKy.

Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica PPP

CuHoncuc I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

Mpumep (config-if)> ipcp dns-routes
DNS routes enabled

(config-if)> no ipcp dns-routes
DNS routes disabled
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.02

Jlo6aBneHa koMmaHga interface ipcp dns-routes.

3.28.99 interface ipcp name-servers

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

3.28.100 interface ipcp vj

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Vicnonb3oBaTb agpeca cepsepoB DNS, nonyyeHHble no IPCP. o ymon4aHuio
HaCTpoiiKa BKIOYEHa.

KomaHga c npedumkcomM no 3anpeLlaeT Ncnonb3oBaTh ajpeca cepsepos DNS
noJsiyyeHHsble ro IPCP.

Ja
Aa
HeTt

PPP

I (config-if)>  ipcp name-servers

I (config-if)> no ipcp name-servers

(config-if)> ipcp name-servers
using remote name servers.

(config-if)> no ipcp name-servers
not using remote name servers.

Bepcus

OnucaHune

2.00

JobaBneHa komaHAa interface ipcp name-servers.

Bkntountb cxxatume 3aronoekoB TCP/IP meTogom BaH fkobcoHa. Mo
YMONYAHMIO HAaCTPOKKa OTK/IOUEHa.

KomaHga ¢ I'Ipeq)I/IKCOM NO OTK/IKDYaeT COKaTune.

Aa
Ja
Het

PPP

I (config-if)>  ipcp vj [cid]
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-if)> no ipcp vj

AprymeHT 3HauyeHue OnucaHwue

cid Knoyesoe Bkntountb cxatme Connection ID B
c/10B0 3aronoBKax.

(config-if)> ipcp vj cid

V] compression enabled.

(config-if)> no ipcp vj

V] compression disabled.

Bepcus OnucaHue

2.03 Job6asneHa komaHga interface ipcp vj.

3.28.101 interface ipsec encryption-level

OnuncaHwne

3aszaTb ypoBeHb WndpoBaHUa ans IPsec-coefHEHVS, aBTOMaTM4YeCckun
CBSA3aHHOrO C TYHHe/1eM. 3HaueHne no ymondaHuo — normal.

MoApo6HOe onMcaHme KaXzaoro YpoBHS MPUBOAMTCS B [1pUIOXKEHNN.

KomaHaa ¢ npedurKcom no ycTaHaBNMBaET ypoBeHb LWMGPOBaAHMSA MO
YMONYaHWIO.

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Ja
Ja
Het

Secure

(config-if)>

ipsec encryption-level <level»

(config-if)> no ipsec encryption-level

AprymeHT 3HauyeHue OnuncaHwue
level weak Cnabblii ypoBeHb, BKAKOUEHbl anropuTmbl DES
n MD5.
normal CoBMeCTUMbII C 60/BLLUMHCTBOM CUCTEM

ypOBeHb, Npunoputet oTaaetca AES128 n
SHAT.

normal-3des |CoBMeCTUMbIN C 60bLLUNHCTBOM CUCTEM

ypoBeHb, npuoputeT otaaetca 3DES n SHAT.
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Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue
strong CaMblii CUNBHBIA YPOBEHb, 06a3aTeIbHO
BKJIHOYEH PFS, npuopuTeT otaaeTtca AES256 n
SHAT1.
weak-pfs To e camoe, 4To 1 weak, HO AN BTOPOIA
dasbl BkAtoYeH PFS group 1 1 2.
normal-pfs |To>e camoe, 4to 1 normal, HO AN BTOPOM

dasbl BKAOYeH PFS group 2 1 5.

normal-3des-pfs

To e camoe, 4To 1 normal-3des, HO Ans
BTOpOW ¢a3bl BkAOUEH PFS group 5 1 14.

high

Habop coBpeMeHHbIX anropnTMoB AN
BHeLLHWX nposarigepos VPN cepBucoB.

strong-aead

CaMblli CUNbHBIA YPOBEHb, MPUOPUTET
oTaaetca AES256 n SHA1 c gobaeneHnem
anropuntmoB AEAD.

strong-aead-pfs

CaMblii CUNbHBI YpOBeHb, 06a3aTe/IbHO
BK/KOUeEH PFS, npnopuTteT oTaaetcsa AES256 m
SHA1 c pobaBneHnem anropntmoB AEAD.

(config-if)> ipsec encryption-level weak
Network::Interface::Secure: "Gre0@": security level is set to »

"Weak"

(config-if)> no ipsec encryption-level
Network::Interface::Secure: "Gre0": security level was reset.

Bepcus OnucaHve
2.08 JobasneHa koMmaHgaa interface ipsec encryption-level.
3.07 JobaBneHbl HOBble YpoBHU WndpoBaHusa — high,

strong-aead v strong-aead-pfs.

3.28.102 interface ipsec force-encaps

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKmn

BkntounTb noaaepxxky NpUHYANTENbHOW NHKancynaumm ESP 8 UDP ans
KNNEHTCKMX TyHHener. Mo yMonyaHuio 3ta GyHKLMA OTKI0UEHa.

KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.

Ja
Aa

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica

Secure
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naBa 3 OnncaHme KOMaHA,

CuHoncuc I (config-if)>  ipsec force-encaps
I(conﬁg-ﬁﬁ>noipsecforce-encaps

MNpumep (config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
enabled.
(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
disabled.

MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
2.12 JobasneHa komaHaa interface ipsec force-encaps.

3.28.103 interface ipsec ignore

OnucaHwne OTKNOUNTL 06paboTKy BXOAALLMX IKE-NnakeToB cnyX6bbl IPsec Ha nHTepdeiice.
KomaHga c npednkcom no oTMeHseT HaCTPOIKY.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun uHTepdderica Secure

CnHoncuc I (config-if)>  ipsec ignore

I (config-if)> no ipsec ignore

NMpumep (config-if)> ipsec ignore
IpSec::Manager: Interface "Gre0" added to IPsec ignore list.

(config-if)> no ipsec ignore
IpSec::Manager: Interface "Gre0" removed from IPsec ignore list.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobasneHa komaHAa interface ipsec ignore.

3.28.104 interface ipsec ikev2

OnucaHwune Brkntountb npotokon IKEV2 ana IPsec-coeHeHWs, aBTOMaTUYeCKMN
CBSA3aHHOrO C TyHHeneMm. 1o ymMonyaHuio ncnonbsyercs npotokon IKEv1.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HaYeHMe No YMONYaAHUIO.
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Mpedukc no Ja
N3meHuTb HacTpoiiku [a
MHorokpaTtHbiia BBog, Het

Tun nutepdeiica Secure

CnHoncuc I (config-if)>  ipsec ikev2
I(conﬁ94ﬂ>noipsecikev2
Mpumep (config-if)> ipsec ikev2

Network: :Interface: :Secure: IKEv2 is enabled.

(config-if)> no ipsec ikev2

Network: :Interface: :Secure: IKEv2 is disabled, enable IKEvl.

WcTopus nsmeHeHni |Bepcus

OnucaHue

2.10

Jlo6aBneHa komaHga interface ipsec ikev2,

3.28.105 interface ipsec nail-up

OnucaHwne

BknounTte aBTOMaTUYeckme n3mMeHeHus CEKPETHbIX Knrouen Ana TyHHe}'IeI\/’I

L2TP/IPsec, EolP/IPsec, Gre/IPsec, IPIP/IPsec. o ymon4yaHuto napameTp

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

BKJTHOYEH.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.
[Ja

Ja

Het

Secure

I (config-if)>  ipsec nail-up

I (config-if)> no ipsec nail-up

(config-if)> ipsec nail-up

Network::Interface::Secure: SA renegotiation enabled.

(config-if)> no ipsec nail-up

Network::Interface::Secure: SA renegotiation disabled.

Bepcus OnucaHue
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3.28.106 interface ipsec name-servers

OnucaHue Vicnonb3oBaTh agpeca cepsepoB DNS, nonyyeHHble Yepes IKEv1 nnum IKEv2
IPsec-cepBep. o ymon4yaHumio pyHKLMA BKIHOYEHaA.

KomaHga ¢ npedurkcom no 3anpeLlaeTt UCcnonib3oBaTh agpeca DNS,
nony4yeHHble yepes IKEv1 nnn IKEv2 IPsec-cepBep.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Secure

CuHoncuc I (config-if)>  ipsec name-servers

I (config-if)> no ipsec name-servers

Mpumep (config-if)> ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are enabled.

(config-if)> no ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

3.06 [Jlo6baBneHa komaHga interface ipsec name-servers.

3.28.107 interface ipsec preshared-key

OnucaHue YcTtaHoBUTL KoY PSK ans IPsec-coeAHEHWS, aBTOMAaTUYeCKW CBA3AaHHOIO
C TYHHeneM. Takxe BK/KoYaeT NCMonb30BaHMe [Psec AN 3TOro TYHHens.

KomaHga c npedumkcom no cbpacbiBaeT 3Ha4YeHMe KoYa.
MNpejukc no Ja
N3meHUTb HacTpokn /a
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica Secure

Cunoncuc I (config-if)>  ipsec preshared-key «key>

I (config-if)> no ipsec preshared-key
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

key CTpoka 3HaueHwue cekpeTHoOro PSK-knoua.

(config-if)> ipsec preshared-key 12345678
Network::Interface::Secure: "Gre0": preshared key was set.

(config-if)> no ipsec preshared-key
Network: :Interface::Secure: "Gre0": preshared key was reset.

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHaa interface ipsec preshared-key.

3.28.108 interface ipsec proposal lifetime

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

YCTaHOBUTb BpeMs XN3HU TpaHchopMaunm IPsec Phase1 Ha nHTepodeiice.
Mo ymMonyaHuIo NCcnosib3yeTcs 3HaueHve 28800.

KomaHga ¢ npedprKcom no Bo3BpaLLaeT 3HAUYEHME MO YMOIYAHUIO,
Ja

Aa

HeTt

Secure

(config-if)>  ipsec proposal lifetime «lifetimes

(config-if)> no ipsec proposal lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime Lenoe umucno |Bpems xun3Hm npeobpasoBaHusa IPsec B
cekyHAax. MoxeT NnpMHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.

(config-if)> ipsec proposal lifetime 222222
Network: :Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.

(config-if)> no ipsec proposal lifetime
Network: :Interface::Secure: IPsec IKE proposal lifetime reset »
to 28800 s.

Bepcus OnucaHue

2.1 JobasneHa komaHaa interface ipsec proposal lifetime.
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3.28.109 interface ipsec proposal local-id

OnucaHwue 3ajaTb NOIb30BaTENbLCKUIA NOKaNbHbIN naeHTUdMKaTOp And IKE.
KomaHga ¢ npedurKcom no yaanseT AaHHY HaCTPOWKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica Secure

Cutoncnc (config-if)>  ipsec proposal local-id «local-id>

(config-if)> no ipsec proposal local-id

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
local-id Ctpoka IP-agpec nnn goMmeHHoe NMsA I0OKaNbHOro
xocTa.
Mpumep (config-if)> ipsec proposal local-id 192.168.8.4

Network: :Interface: :Secure: Set IKE local ID to "192.168.8.4".

(config-if)> no ipsec proposal local-id
Network: :Interface: :Secure: Reset IKE local ID.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.08 JobasneHa komaHaa interface ipsec proposal local-id.

3.28.110 interface ipsec proposal remote-id

OnucaHwue 3afaTb Nosb30BaTeNbCKUM YAANeHHbIV geHTUudunkaTop ans IKE.
KomaHga ¢ npedurkcom no yaanseT JaHHYH HAaCTPOWKY.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Secure

Cunoncnc I (config-if)>  ipsec proposal remote-id <remote-id>

I (config-if)> no ipsec proposal remote-id
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

remote-id CTpoka IP-agpec nnn gomeHHoe NMA yaaneHHoro

XOCTa.

(config-if)> ipsec proposal remote-id my.domain.com
Network: :Interface: :Secure: Set IKE remote ID to "my.domain.com".

(config-if)> no ipsec proposal remote-id
Network: :Interface: :Secure: Reset IKE remote ID.

Bepcus OnucaHve
3.08 JobasneHa komaHga interface ipsec proposal
remote-id.

3.28.111 interface ipsec transform-set lifetime

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTb BpeMs XN3HU TpaHchopMaunm IPsec Phase2 Ha nHTepodeiice.
Mo ymonyaHuio ncnosib3yeTtcs 3HadeHvie 28800.

KomaHza ¢ npedprKcomM no Bo3BpaLLaeT 3HAUYEHNE MO YMOIYAHUIO,
Ja

Aa

HeTt

Secure

(config-if)>  ipsec transform-set lifetime («lifetime»

(config-if)> no ipsec transform-set lifetime

AprymeHT 3HauyeHue OnucaHwue

lifetime Lenoe umucno |Bpems xun3Hm npeobpasoBaHunsa IPsec B
cekyHAax. MoxeT NpvHMMaTb 3HayYeHUs B
npegenax ot 60 Ao 2147483647.

(config-if)> ipsec transform-set lifetime 2222222
Network::Interface::Secure: IPsec ESP transform-set lifetime set »
to 2222222 s.

(config-if)> no ipsec transform-set lifetime
Network: :Interface: :Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.1 Jlo6aBneHa komaHga interface ipsec transform-set
lifetime.

3.28.112 interface ipv6 address

OnucaHwue HactpouTtb IPv6-agpec Ha nHTepderice. Ecnv ykasaH aprymeHT auto, agpec

HacTpanBaeTCcd aBTOMaTUN4YeECKN. Beoga ajpeca Bpy4Hyto genaet ero
CTaTn4eCcKnM.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-if)>  ipv6 address (<address> | auto)

(config-if)> no ipv6 address [ «address; | auto]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

address IPv6-agpec |Aapec DNS-cepBepa.

auto Krnoyesoe Bkrountb gMHaMn4yeckoe HasHaveHuve

C/10B0 ajpeca.

NMpumep (config-if)> ipvé address 2001:db8::1

Static IPv6 address saved.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHga interface ipv6 address.

3.28.113 interface ipv6 force-default

OonucaHue Mcnonb3oBaTb MHTepdelic B KayecTse LW3a No ymonyaHuto ans IPvé. Mo
YMOJTYaHWNIO NMapameTp OTK/HOYEH.

KomaHga ¢ npedprKcom no yaanset HacTPOMKY.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

Mpumep

WcTopus nsmeHeHum

I (config-if)>  ipv6 force-default

I (config-if)> no ipv6 force-default

(config-if)> ipv6 force-default
interface is forced to be the default IPv6 gateway

Bepcus OnucaHue

2.00 Job6asneHa KkomaHaa interface ipv6 force-default.

3.28.114 interface ipv6 name-servers

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHwnii

HactponTb nonyyeHmne nHpopmaumm ot DNS. Ecnm ykasaH aprymeHT auto,
BktoyatoTcad DNS-3anpocsl DHCPv6.

KomaHgaa ¢ npedurKcom no yaanset HaCTPOKY.
Aa

Ja

Het

(config-if)>  ipv6 name-servers (auto)

(config-if)> no ipv6 name-servers [auto]

AprymeHT 3HauyeHue OnucaHwue

auto Knoyesoe Bkntountb aBTokoH$uUrypauumio DNS.
C/10B0

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.

Bepcusa OnucaHue

2.00 Job6aBneHa komaHaa interface ipv6 name-servers.

3.28.115 interface ipv6 prefix

OnucaHune

Mpejukc no

HacTtpounTb generaumnto npedukca. Ecim ykasaH apryMeHT auto , npedukc
3anpawmnBaeTcd Yepes DHCPv6-PD.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-if)>  ipv6 prefix («prefix> | auto)

(config-if)> no ipv6 prefix [ «prefix> | auto]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

auto Knioyesoe BkntounTb generauuto npedukca.

cJ/10BO

prefix lMpegukc YKazaTb npeduKc BPyUHYHo.
Npumep (config-if)> ipv6 prefix 2001:db8:43:abl2::/64

Static IPv6 prefix added.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa interface ipv6 prefix.

3.28.116 interface ipv6cp

OnucaHwue Brnrountb nogaepxky IPv6CP Ha 3Tarne yCTaHOBNEHUS COeVIHEH VS,

KomaHpga ¢ npedurkcom no oTkatouaet IPv6CP.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het
Tun untepdeiica PPP

CuHoncuc I (config-if)>  ipvécp

I (config-if)> no ipv6cp

NMpumep (config-if)> ipv6cp
IPv6CP enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa interface ipve6cp.

Lite (KN-1311) — CnpaBO4YHMK KOMaHA

209



naBa 3 OnncaHme KoMaHp,

3.28.117 interface Icp acfc

OonuncaHmne BknounTb cornacoBaHve napaMeTpoB OKATUS nosell KAHA/6H020 YpPOo8Hs
Address u Control. Tlo yMON4YaHMIO HaCTPOIKa OTKAOYEHa.

KomaHga ¢ npednkcom no oTKI0YaeT aHHYIO OMNLUIO 1 BCe 3anpochl
yAaneHHOI CTOPOHbI Ha cornacoBaHme ACFC OTKIOHAKOTCS.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica PPP

CnHoncuc (config-if)>  lcp acfc [cid]

(config-if)> no lcp acfc

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
cid Krouesoe Bkntountb cxatne Connection ID B
CJ10BO 3arojioBkax.
Mpumep (config-if)> lcp acfc cid

ACFC compression enabled

(config-if)> no lcp acfc cid
ACFC compression disabled

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.03 Jlob6aBneHa komaHga interface Icp acfc.

3.28.118 interface Icp echo

OnucaHue 3agaTtb NpaBuaa TeCTMpoBaHUA coeanHeHnsa PPP cpeactBamm LCP echo.
Mo ymonuaHuto interval paBeH 30, count paBeH 3.
KomaHgaa ¢ npedurkcom no oTkntovaet LCP echo.

Mpe¢ukc no [Ja

MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica PPP
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config-if)>

lcp echo <intervals> «count> [adaptive]

(config-if)> no lcp echo

AprymeHT

3HayeHue OnucaHue

interval

lenoe umucno |NHTepBan mexay oTnpaskamu LCP echo, B
cekyHAax. Ecnv B TeueHme ykasaHHOro
WHTepBasa BpeMeH  OT yafeHHOM CTOPOHbI
He 6b1n1 nonyyeH LCP 3anpoc, e byaeT
OTNpaB/fieH Tako 3anpoc € OXUAaHMEM
oTteeTa LCP reply.

count

Lenoe uucno |Konm4yecTBo OTMpPaBAEHHbIX NOAPSA 3arnpocoB
LCP echo Ha KoTOpbIe He 6bi1 Mony4YeH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanucb 6e3 oTBeTa, coeaviHeHVe byaeT
pa3opBaHo.

adaptive

Knwyesoe Pppd 6yaeT otnpaBnATe 3anpoc LCP echo
C/10B0 TO/IbKO B TOM C/ly4ae, ecau OT yAaneHHoro
y3na HeT Tpaduka.

(config-if)> lcp echo 20 2
Network: :Interface::Ppp: "PPPoEO": LCP echo parameters updated.

(config-if)> no lcp echo
Network::Interface: :Ppp: "PPPoEO": LCP echo disabled.

Bepcus OnucaHve
2.00 Job6asneHa komaHaa interface Icp echo.
2.06 [JobaeneH napameTtp adaptive.

3.28.119 interface Icp pfc

OnucaHune

Mpe¢unkc no

MeHsieT HacTpoiKkmn

BKkntoumnTb cornacoBaHme napamMeTpoB CKaTus nos/s Protocol 8 3020108KaX
PPP. 0 yMON4YaHWMIO HaCTPOiKa OTK/KOYEeHa.

KomaHgaa ¢ npedrKcoM no oTKAKOYaeT AaHHYIO OMLMIO 1 BCe 3anpockl
YAA/IeHHOI CTOPOHbI Ha cornacoBaHme PFC OTKNIOHSAHOTCS.

Ja
Ja

MHorokpaTtHbiiA BBog Het

Tun nHtepdeiica

CuvHoncuc

PPP

| (config-if)>  Lcp pfe [cid]
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AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-if)> no lcp pfc

AprymeHT 3HauyeHue OnucaHwue
cid KmwyeBoe Bkntountb okatne Connection ID B
CJ/10BO 3arojioBkax.

(config-if)> lcp pfc cid
PFC compression enabled

(config-if)> no lcp pfc cid

PFC compression disabled

Bepcus

OnucaHmne

2.03

JobasneHa komaHga interface lcp pfc.

3.28.120 interface led wan

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

MNMoka3blBaTb COCTOSIHME MHTepeica C MOMOLLLI0 MHAMKATOPA. [loXeH 6bITb
BblbpaH napameTp SelectedWan npu nomoLLm KomaHgbl system led. Mo

YMONYaHMIO HAaCTPOIKa OTK/IOHEHa.

KomaHza c npedurKcom no oTkao4HaeT GyHKLUIO.

Ja
Ja

HeTt

I (config-if)> led wan

I (config-if)> no led wan

(config-if)> led wan

Network: :Interface: :Led:

(config-if)> no led wan
Network: :Interface: :Led:

Selected WAN GigabitEthernetl.

Selected no WAN.

Bepcus

OnucaHune

2.08

JobaBneHa komaHaa interface led wan.

3.28.121 interface lldp disable

OTKNUNTL areHT LLDP Ha nHTepdelice. o ymonyaHmio GyHKLUMSA BKIKOYEHa.

OnuncaHwune
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Mpedukc no

MeHsieT HacTpoiKmn

KomaHga ¢ npedurikcom no BkaroyaeT LLDP areHT.
Ja
Aa

MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

I(config-if)> 1ldp disable

I (config-if)> no 1ldp disable

(config-if)> 1ldp disable
Network::DiscoveryManager: LLDP agent is disabled on interface »
"ISP".

(config-if)> no 1ldp disable
Network: :DiscoveryManager: LLDP agent is enabled on interface »
"ISP".

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga interface lldp disable.

3.28.122 interface mac access-list address

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

AprymeHTsl

Mpumep

Jo6asutb MAC-agpec B cnncok npasua ¢uabTpaumy nHTepderica. Tun
CnucKka AoCTyna ycTaHaBAnBaeTcs kKoMaHaol interface mac access-list type.

KomaHga c npedumkcom no yaanset ykasaHHbIn MAC-agpec n3 ACL.
Ja

Ja

Ja

Access Point

(config-if)> mac access-list address «address>

(config-if)> no mac access-list address «address>

AprymeHT 3HayeHue OnucaHue

address MAC-apgpec MAC-agpec, KOTOpbIi HEO6X0AMMO J,06aBUTb
BACL.

(config-if)> mac access-list address 64:a2:f9:53:b2:12
Network: :Interface::Ethernet: "WifiMaster0@/AccessPointl": added »
64:22:f9:53:b2:12 to the ACL.
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(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster0/AccessPointl": removed »
64:22:f9:53:b2:12 from the ACL.

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster®/AccessPointl": ACL »
cleared.

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jo6aBneHa komaHaa interface mac access-list address.

3.28.123 interface mac access-list type

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

YCTaHOBUTb TWM CNMCKa NpaBua ¢punbTpauum nHtTepderica. Mo ymonyaHmo
TUN He onpegeneH (MPUCBOEHO 3HAaYEeHMeE none).

HeT

Ja
HeTt

Access Point

(config-if)> mac access-list type <type

AprymeHT 3HayeHue OnuncaHwue

type none Tvn cnncka npaBua GuabTpaLun He
onpegeneH.
permit B cnucok byayT 06aBAATLCA TOILKO

pa3spelwleHHble MAC-agpeca.

deny B cnncok 6yayT A06aBAATLCA TONbKO
3anpewleHHble MAC-agpeca.

(config-if)> mac access-list type permit
Network::Interface::Ethernet: "WifiMaster0/AccessPointl": ACL »
type changed to permit.

Bepcus OnucaHve
2.00 [Jlo6baBneHa komaHgaa interface mac access-list type.

3.28.124 interface mac address

OnucaHwne

HasHaunTtb MAC-agpec Ha yka3aHHbI ceTeBO MHTepdenc. Agpec 3agaeTcs
B LWeCTHaauaTepnyHoM dopmaTe 00:00:00:00:00:00. KomaHaa no3BonseT
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YCTaHOBUTL 10601 agpec, Ho NpeaynpexaeT NoNb30BaTesNs, eC/vi B HOBOM

ajpece ycTaHoBNeH 6UT «multicast» nnu cépoweH 6ut «OUI enforced».

KomaHga c npedurkcom no Bo3BpaLlaeT nHTepdeiicy ncxogHeli MAC-agpec.

MpegynpexaeHve: M3meHeHre MAC-aapeca Ha uHTepdeiice Wi-Fi 3anpeLueHo.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica MAC
CuHoncuc (config-if)>  mac address mac>
(config-if)> no mac address
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-agpec HoBsblin MAC-agpec nHtepdeiica.
NMpumep (config-if)> mac address 3C:1F:6E:2A:1C:BA

(config-if)> no mac address

WcTopuns nsmeHeHwnit |Bepcus

OnucaHmne

2.00

JobaBneHa komaHaa interface mac address.

3.28.125 interface mac address factory

OnuncaHwne
MNpe¢ukc no Het
MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

Ha3HauunTb 3aBogckoit MAC-agpec Ha YKa3aHHbI ceTeBO MHTepdelic.

Tun nHTepdeiica MAC
CuHoncuc (config-if)>  mac address factory name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name lan WHTepdelicy bypeTt npmnceoeH "LAN"
MAC-aapec.
wan NHTepodeiicy byaeT npmucsoeH "WAN"
MAC-agpec.
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Mpumep

WcTopusa nsmeHeHum

(config-if)> mac address factory lan
Core::System::UConfig: done.

Bepcus

OnucaHmne

2.00

JobasneHa komaHaa interface mac address factory.

3.28.126 interface mac bssid

OnucaHue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

Yka3atb MAC-agpec ToUkmM focTyna ana nogkntodeHnsa K WISP.

KomaHga ¢ npedpurkcom no yaanset gaHHblin MAC-agpec.

Ja
Ja
Het

WifiStation

(config-if)>

mac bssid «bssid>

(config-if)> no mac bssid

AprymeHT

3HauyeHue

OnucaHue

bssid

MAC-agpec

MAC-agpec Touku goctyna WISP.

(config-if)> mac bssid 56:ff:20:00:1e:11
Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

Bepcus

OnucaHue

2.13

JobaeneHa komaHaa interface mac bssid.

3.28.127 interface mac clone

OnucaHwue

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHTepdeiica

MpucesouTb HTEpdericy MAC-agpec Bawero K.

Het
Ja
HeT

MAC, IP
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CuvHoncuc

I (config-if)>  mac clone

Mpumep (config-if)> mac clone

WcTopus nsmeHeHnit |Bepcus

OnucaHue

2.00

JobaeneHa komaHga interface mac clone.

3.28.128 interface openvpn accept-routes

OonucaHmne BkAoUMTb NoNyyYeHme MapLUPYTOB OT yAaneHHOM cToOpoHbl Yepe3 OpenVPN.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOIKY.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica OpenVPN

CviHoncmc

I (config-if)>  openvpn accept-routes

I (config-if)> no openvpn accept-routes

Mpumep (config-if)> openvpn accept-routes
Network::Interface::0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.

(config-if)> no openvpn accept-routes
Network: :Interface: :0OpenVpn: "OpenVPNO": disable automatic routes »
accept via tunnel.

WcTopuns nsmeHeHnit |Bepcus

OnucaHune

2.10

Job6asneHa komaHga interface openvpn accept-routes.

3.28.129 interface openvpn connect

OnucaHue YkazaTb nHTepdeinc ansa coegnHeHms OpenVPN. Ecnm aprymMeHT He 3ajaH,
coefMHeHVe ycTaHaBMBaeTcs Yepes Nboli nHTepdelic.

Mpe¢ukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica OpenVPN
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Cunoncuc (config-if)>  openvpn connect [viawias]
(config-if)>  openvpn connect
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
via UHTepgeinc MonHoe nma nHTepderica nam NCeBLOHUM.
Mpumep (config-if)> openvpn connect via ISP
Network: :Interface: :0penVpn: "OpenVPNO": set connection via ISP.
(config-if)> openvpn connect
Network: :Interface: :0penVpn: "OpenVPNO": set connection via any »
interface.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue
2.10 Jo6aBneHa koMmaHga interface openvpn connect.

3.28.130 interface openvpn name-servers

OnucaHwue Vcnonb3oBaTtb agpeca cepsepoB DNS, nosyyeHHble oT cepeepa OpenVPN.
Mo ymonuaHuio GpyHKLUMSA BKAOUEHA.

KomaHga ¢ npedukcom no 3anpeLlaeT Ucnoab3oBaTtb agpeca DNS,
nony4yeHHble ot cepsepa OpenVPN.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica OpenVPN

CuHoncuc I (config-if)>  openvpn name-servers

I (config-if)> no openvpn name-servers

Mpumep (config-if)> openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »
via tunnel are enabled.

(config-if)> no openvpn name-servers
Network: :Interface: :0OpenVpn: "OpenVPNO": automatic name servers »
via tunnel are disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.06 JobaBneHa koMaHja interface openvpn name-servers.
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3.28.131 interface peer

OnucaHune Ha3HaunTb ngeHTndmKaTop yaaneHHoro ysna K KoTopomy byget
OCYLLeCTBAATLCA NoAKN0UeHVe PPP. bonee TOUHbI CMbIC/T HACTPOMKM 3aBUCUT
oT TMna nHtepodeica. Hanpumep, ans PPPoE komaHaa interface peer 3agaet
MMSA KOHLIeHTpaTopa AgocTyna, ana PPTP — nmsa yaaneHHOro Xxocta Wamn ero
IP-agpec, a ana SSTP — 3agaeT yaaneHHbI cepeep C NOPTOM 443 nnm nobsim

APYrim.

KomaHga ¢ npednkcom no oTMeHsAET HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica PPP

CuHoncuc (config-if)>  peer peenr

(config-if)> no peer

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

peer Ctpoka NaeHTUdnKaTOp yAaNneHHOM TOUKN
NOAKAYEHNSA NNV agpec yAaneHHoro
cepBepa host.example.net:port. o
yMoO/14aHWio, HoOMep nopTa 443.

Mpumep (config-if)> peer 111

(config-if)> peer host.example.net:5555

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.00 JlobaBneHa komaHga interface peer.
212 JlobaBneHa BO3MOXHOCTb U3MEHSTb NOPT yAaleHHOro
cepsepa.

3.28.132 interface peer-isolation

OnucaHue BintoumnTb nsonaumo 6ecnpoBoAHbIX KANEHTOB B JOMAaLUHEM CerMeHTe.
HacTpoiika npnmeHsieTca Ha nHTepderice Bridge  pacnpocTpaHsaeTcs Ha
BCe BK/II0UeHHble B Hero Touku goctyna. Kpome Toro, 61o0kmpyeTtcsa nepegava
Tpaduka oT 6eCnpoBOAHbIX KNMEHTOB BHYTpY L2-ceTu.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Mpe¢ukc no [Ja
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MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja

HeTt

Bridge

I(conﬂgJﬂ> peer-isolation

I(conﬁg-ﬁﬁ>nopeer-isolation

(config-if)> peer-isolation
Network: :Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation disabled.

Bepcus OnucaHve

2.10 JobasneHa komaHaa interface peer-isolation.

3.28.133 interface ping-check profile

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

HasHaunTb nHTepdeincy npodune Ping Check.
KomaHga c npedrkcom no oTMeHseT HaCTPOIKY.
Ja

Ja

Het

(config-if)>  ping-check profile profile

(config-if)> no ping-check profile

AprymeHT 3HauyeHue OnuncaHwue

profile Crpoka Ha3sBaHne Ha3zHa4yaemoro npoduns.

(config-if)> ping-check profile test
PingCheck::Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

Bepcus OnucaHve
2.04 JobaeneHa komaHga interface ping-check profile.
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3.28.134 interface ping-check restart

OnucaHwne BkntounTb nepesarpysky nHTepderica npu cpabaTtbiBaHUKM Ping Check (ans
interface HegocTtyneH NHTepHeT). o ymMon4aHmnio GyHKLMS OTKAKOYEHa.

KomaHga ¢ npedunkcom no otkaoyaeT GyHKLUMIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-if)>  ping-check restart[<interface]

(config-if)> no ping-check restart

AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne

interface UHnTeppeic MonHoe nmsa nnan nceBgoHNM UHTepderica,
KOTOpbI 6yAeT nepesanyckaTbcs nNpu
cpabaTbiBaHUWM Ping Check Ha cBA3aHHOM
nHTepderice. ECNM 3TOT apryMeHT He yKasaH,
nepesanyckaTbcsa byaeT nHTepodeiic,
CBA3aHHbIN ¢ Nnpodunem Ping Check.

Mpumep (config-if)> ping-check restart
PingCheck::Client: Enabled "PPPoEO®" interface restart.

(config-if)> ping-check restart ISP
PingCheck::Client: Enabled "ISP" interface restart for "PPPoEO".

(config-if)> no ping-check restart
PingCheck: :Client: Remove restart settings for "PPPoEQ".

VICTOleﬂ M3MeHeHWA Bepcmﬂ onucaHvie

3.04 JobasneHa komaHaa interface ping-check restart.

3.28.135 interface pmf

OnucaHue BkntounTb GyHKUMOHaNLHOCTL PMF.
KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica WiFi
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CuvHoncuc

Mpumep

UcTopuns nameHeHui

I (config-if)>  pmf
I (config-if)> no pmf

(config-if)> pmf
Network: :Interface: :Rtx::WifiStation: "WifiMasterQ/WifiStation0": »
PMF enabled.

(config-if)> no pmf
Network::Interface: :Rtx::WifiStation: "WifiMaster@/WifiStation0": »
PMF disabled.

Bepcus OnucaHve

2.09 JobasneHa komaHga interface pmf.

3.28.136 interface power

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb MOLLHOCTb NepegaTymka 418 pagno-nHTepdpeincos.
MakcrmanbHasa MOLLHOCTbL NepeaaTynka orpaH4eHa ero annapatHbIMn
BO3MOXHOCTAMU U rocyAapcTBeHHbIMY 3aKOHaMu 0 pagnoceasun. [laHHas
KOMaHJa No3BoseT NMLLb YMEHbLLUNTb MOLLIHOCTb NepearoLLLero ycTponcTea
OTHOCUTE/IbHO €ro MakCMManbHOM MOLLHOCTH, C Lie/Iblo BO3MOXHOIO
CHUXEHMS NoOMeX AN APYrnX YCTPOMCTB B 3TOM AnanasoHe. 1o yMonyaHuio
HaCTpOolKa MOLLHOCTW yCTaHOBNEHa B 100.

Het
Ja
Het

Radio

(config-if)>  power power

AprymeHT 3HayeHue OnucaHue

power Lenoe 4ucno |MoLHOCTb NepeaaTyMka B NPOLIEHTAx OT

MakcMManbHoM MmowwHocTh (oT 1 Ao 100).

(config-if)> power 1
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": TX power »
level set.

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface power.
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3.28.137 interface pppoe service

OnucaHue YkazaTtb cny6y PPPoE. Ecan cnyx6a He onpeaeneHa, To PPPoE-knneHT byaet
NOAKJIIOYEH K MPOU3BO/IbHON cnyx6e.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PPPoE

CuHoncuc (config-if)>  pppoe service <service»

(config-if)> no pppoe service

AprymeHTbI AprymeHT |3HaueHme |OnucaHme
service Crpoka HasBaHue cnyx6bl PPPOE.
Mpumep (config-if)> pppoe service TEST

Network: :Interface: :Pppoe: "PPPOEQ": service set.

(config-if)> no pppoe service
Network::Interface: :Pppoe: "PPPOEQ": service removed.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.05 Jlo6aBneHa koMmaHga interface pppoe service.

3.28.138 interface pppoe session auto-cleanup

OnucaHwue BkntounTb otnpaeky PADT nakeTta Ans He3aBepLueHHow ceccum PPPOE. Mo
YMONYaHUIO QYHKLMA BKIOYEHaA.

KomaHga ¢ npedpurkcom no oTkatoyvaeT oTnpasky PADT nakeTa.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica PPPoOE

CnHoncuc I (config-if)>  pppoe session auto-cleanup

I (config-if)> no pppoe session auto-cleanup
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Mpumep (config-if)> pppoe session auto-cleanup
Network: :Interface: :Ppp: "PPPoEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup
Network: :Interface: :Ppp: "PPPoOEQ@": disabled session auto cleanup.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie
3.03 Jlo6aBneHa komaHga interface pppoe session
auto-cleanup.

3.28.139 interface preamble-short

OnuncaHmne Ncnonb3oBaTb KOPOTKYHO npeambysy.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Radio

CuHoncuc I (config-if)>  preamble-short

I (config-if)> no preamble-short

Mpumep (config-if)> preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble enabled.

(config-if)> no preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface preamble-short.

3.28.140 interface reconnect-delay

OnucaHune YCTaHOBUTb nepunoj BpeMeHn Mexay nonbiTkaMmuy rnepenogkitoyeHns. Mo
YMOJIYaHUIO NCMNO/Ib3YyeTcs 3HaveHre 3.

KomaHza ¢ npedrkcom no Bo3BpaLLAeT 3HayeHre Mo YMONYaHUI0.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het
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Tun nutepdeiica PPP

CuHoncnc (config-if)>  reconnect-delay «sec>

(config-if)> no reconnect-delay

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
sec Uenoe 4ucno |lMepnog BpemeHn B cekyHAax. Moxet
NPVHUMAaTbL 3Ha4YeHVs B Npejenax ot 3 A0
600.
Mpumep (config-if)> reconnect-delay 3
Network: :Interface::Ppp: "PPTP1": reconnect delay set to 3 »
seconds.

(config-if)> no reconnect-delay
Network: :Interface::Ppp: "PPTPO": reconnect delay reset to »

default.
VICTOleﬂ V|3MEHEH|/||7| Bepcmﬂ onvcaHue
2.1 [JlobaBneHa komaHaa interface reconnect-delay.

3.28.141 interface rekey-interval

OnucaHwue YKa3aTb nepuoj BpeMeHn Mexay aBToMaTuyeCcKuMy UsSMeHeHUAMU
CeKpeTHbIX KK4el Ana A0CTyna K ceTeBbIM yCTPOMCTBaM. 10 ymon4aHuio
ncnosb3lyetcd 3HaueHve 86400.

KomaHga ¢ npedunkcom no oTKAKYaeT N3MEHeHMe KoYe.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

Cunoncuc (config-if)>  rekey-interval <interval

(config-if)> no rekey-interval

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
interval Uenoe uyucno |3HauveHve B CEKYHAAX NHTEPBana CMeHbl
KnroYa.
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NMpumep (config-if)> rekey-interval 3000
Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.

(config-if)> no rekey-interval
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": rekey »
interval disabled.

WcTopuns nsmeHeHwnii |Bepcus onucaHue
2.06 Jlo6aBneHa koMmaHga interface rekey-interval.
2.15 Jlo6aBneHo 3HauveHme no ymonvaHumto 3600 cekyHa,
3.04 3HayeHve Mo ymMonyaHumo n3meHeHo Ha 86400 cekyHA,.

3.28.142 interface rename

OnucaHue Ha3HauunTb Npon3BoabLHOE Ms ceTeBOMY MHTepdelicy. KnHtepdericy MoXHO
ob6paLLaTbCa Mo HOBOMY MMeHM Kak no ID.

KomaHgaa ¢ npedrKcoM no yaanset HacTPOKY.
MpeaynpexgeHre: He nepenmMeHoBbIBaTe nHTepdeiic Home. 3TO MOXET
NPUBECTU K HenpeackasyeMblM CUCTEMHbLIM OLUMBKaM.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config-ify>  rename <renames

(config-if)> no rename

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

rename CTpoka HoBoe nmsa nHtepodeiica.

Mpumep (config-if)> rename PPPoE1l
Network::Interface::Base: "PPPoE®": renamed to "PPPoEl".

(config-if)> no rename
Network: :Interface: :Base: "PPPoEQ": name cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobaeneHa komaHga interface rename.
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3.28.143 interface rf e2p set

OonucaHue V3MeHUTb 3HaueHMe AaYelikn NamMaTL KaIMB6POBOYHBbIX AaHHbIX, HAX0AsLLeAcs
Mo cMelleHWto of fset Ha 3HaueHMe value Ans yKasaHHoro nHTepoelica.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Radio

CunHoncuc (config-ify  rf e2p set«ffset> walues

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

offset hex CvmelleHmne aueinkn namatn. MoxeTt
NPUHMMaTL 3HaYeHKA B Npegenax ot 1E0 Ao
1FE.

value hex HoBoe 3HaueHne AN 3anncn B 4eiky
namMaTu. MoxeTt NpUHYMaTb 3HaYeHUs B
npegenax ot 0 Ao FFFF.

Mpumep (config-if)> rf e2p set 1f6 0
Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.04 Job6asneHa komaHgaa interface rf e2p set.

3.28.144 interface role

OnucaHue HasHaunTtb ponb nHTepdeincy. OgHomMy nHTepdericy MOXeT 6bITb Ha3HAYEeHO
HEeCKOo/IbKO poneit. KomaHza ncnonb3yeTcs A8 NPaBUIbLHOIO 0TOBpaXxeHns
cBsizer VLAN B Beb-uHTepodeiice.

KomaHaa ¢ npepurkcom no yaanset ponb. ECv BbINOAHUTL KOMaHZy 6e3
aprymeHTa, To BeCb CNNCOK poseil nHTepdeica byaeT oUmLLEeH.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBOg, [a

Cunoncuc I (config-if)> role«role[ forifor:]

I (config-if)> no role[ role]
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AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

role inet VHTepdeinc ncnonblyercs Aa8 NoAKIHYEHNS
K IHTepHeTy.
iptv WNHTepdelic ncnonbsyetcs Ansa cnyxoel IPTV.
voip NHTepdelic ncnonb3yetcsa ans cnyxosl VoIP.
misc NHTepdelic ncnonesyetca ansa [P Policy.
ifor UHTeppec MonHoe nma nHTepderica nam NCeBLOHUM.

(config-if)> role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": assigned role »
"iptv" for GigabitEthernetl.

(config-if)> no role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": deleted role "iptv".

(config-if)> no role
Network::Interface::Base: "GigabitEthernetl": deleted all roles.

Bepcus OnucaHue
2.06 JobaeneHa komaHga interface role.
2.10 JobasneH aprymeHT misc.

3.28.145 interface rrm

OnuncaHwune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

Bkntountb RRM gna nomcka cocefHUX Tovek AocTyna no ctaHgapty IEEE
802.11k c yenbto NpeAoCTaBNEHNSA CMICKA ITUX TOUEK AOCTYrNa aboHEHTCKOMY
YCTPOWCTBY No 3anpocy. Mo yMOAYaHWUIO 3Ta ONuUMs OTKItOHeHa.

KomaHgaa ¢ npedrKcoM no yaanset HaCTPOKY.
Ja

Ja

Het

AccessPoint

I (config-if)>  rrm

I (config-if)> no rrm

(config-if)> rrm

Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
RRM enabled.
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(config-if)> no rrm
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
RRM disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.13 JobaBneHa komaHaa interface rrm.

3.28.146 interface schedule

OnucaHwue MpuceonTb nHTEpdelicy pacnucarHue. Nepes BbiINOHEHVEM KOMaHAbI,
pacnucaHme A0XXHO BbITb CO34aHO U HACTPOEHO MPY MOMOLLIM KOMaHAbI
schedule action.

KomaHaa ¢ npedunKcom no paspbiBaeT CBSA3b MeXAY pacnmncaHem u
nHTepdericom.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-if)>  schedule <schedules

(config-if)> no schedule

AprymeHTbI ApryMeHT |3HaueHme |OnucaHue

schedule Pacnucaune |HasBaHMe pacnncaHums, CoO3gaHHOro npu
nomMoLum rpynnel KoMaHA schedule.

Mpumep (config-if)> schedule WIFI
Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 JobaeneHa komaHaa interface schedule.

3.28.147 interface security-level

OonucaHue YCTaHOBUTb YpOBeHb 6€30MacHOCTY ANt JaHHOTO UHTepdeiica. YpoBHU
6e30MacHOCTY onpeAenstoT IOrnKy paboTbl MeXCeTEBOro 3KpaHa:

+ Pa3pelueHo ycTaHaBAVBaTb COeANHEHWS B HanpaBieHnn
private - public.
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Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

* 3anpeLleHo yCTaHaBANBaTb COeAMHEHMS, MPUXOASALLME Ha MHTepdelic
public, T. e. B HanpasneHun public - private n public - public.

+ CaMo yCTPOICTBO NPUHMMAET CeTeBble NOAKNOYEHMS (pa3peLLaeT
ynpas/ieHue) ToNbKO ¢ MHTepdeiicoB private.

* TNepepgaya AaHHbIX MEXAY HTepdelicamu private MOXeT 6bIThb pa3peLleHa

WK 3anpeLlieHa B 3aBUCUMOCTM OT YCTaHOBKM rNobanbHOro napamerpa
isolate-private.

* protected nHTepdeincol He MMeLoT JOCTYNa K YCTPOMUCTBY 1 APYTM
private/protected nogcetsam, HO OHM MeRT AOCTyn K public

nHTepdericaMm 1 MHTepHeTy. YCTPOMCTBO obecneyrBaeT 3alLnLLEeHHbIM
cerMeHTaMm TOJIbKO AocTyn K cny>xx6am DHCP 1 DNS.

* MNepeaaya gaHHbIX OT private nHTepdeiica k protected Nno ymonuyaHuto
3anpeLyeHa. YTobbl paspeLlumnTb Takoe B3aMMOAeNCTBME, HEOBXOANMO
BbINOJIHUTL KOMaHAy no isolate-private.

MpumMeyaHune: o ymMOAYaHMIO BCEM BHOBb CO34aHHbIM MHTepdeincam
npucBanBaeTcs ypoBeHb 6e3onacHocTu public.

Cnnckm goctyna access-list nmetoT 6051ee BbICOKUIA
npuopuTeT, YeM YPOBHM 6€30NacHOCTK, MO3TOMY C
MOMOLLBIO HMX MOXHO BBOAUTL AOMONHUTENbHbIE NPaBMa
dunbTpPaLMM NakeTos..

Het

Ja
Het

IP
I (config-if)> security-level (public | private | protected)

HecmoTps Ha TO, UTO He cyLecTByeT GyHKLMN NOMHOIO OTK/HYEHMS
MEXCEeTeBOro 3KpaHa, MOXHO OTK/1H0UaTb €ro Ha OTAeNbHbIX HarnpaBaeHUsX.
JonycTtnm, TpebyeTca NOMHOCTLIO pa3peLlnTb nepejady AaHHbIX MeXAy
«fOMaLUHeN» ceTbto Home 1 rnobanbHoM ceTbto PPPOEO. [ns 3Toro o6onm
VHTepdericaM HYXXHO Ha3HauUUTb YPoBeHb be3onacHoCTU private n
oTkNUNTL GyHKUMIo isolate-private.

(config)> interface Home security-level private
Network::Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOEO security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.
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WcTopusa nsmeHeHwnii

MpnmeyaHwue:

MedxxceTeBOI 3KpaH 1 TpaHCIALWSA agpecoB — GyHKLNN,
npesHa3HavyeHHbIe 418 peLleHVa NPUHLMNVANBHO Pa3HbIX
3agau. BkntoueHure NAT mexay nHtepdercamm Home u

PPPOEOQ B KOHUrypaLmm, NnokasaHHOM BblLLe, He 3aKpbiBaeT
AOCTYyN B ceTb Home cO CTOpOHbI robanbHoOM ceTu. [axe

NpY BKJIFOYEHHOM TPAHCNALMK afpecoB KOMaHAom ip nat
Home nakeTkl 13 PPPOEO 6yayT cBO6OAHO MPOXOAMUTE B CETh

Home.

Bepcus

OnucaHune

2.00

Jlob6aBneHa komaHaa interface security-level.

2.06

Job6asneH napameTp protected.

3.28.148 interface speed

HacTpouTb ckopocTb Ethernet uHtepdeiica. Mo ymonuaHumo 3aaHo 3HaveHve

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

auto.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Aa
Ja
Het

Ethernet

(config-if)>

speed «speed>

(config-if)> no speed

AprymeHT 3HayeHue OnuncaHwue

10 Krwyesoe CkopocTb coeanHeHnst B M6uT/C.

100 c/10B0

1000

auto Knoyesoe ABTOMaTM4YecKas HaCTpPOoliKa CKOPOCTMU.
C/10B0

(config-if)> speed 1000
Network: :Interface::Ethernet: "GigabitEthernetl/0": speed set »

to 1000.

(config-if)> no speed
Network: :Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.06.B.1 Jlo6aBneHa koMmaHga interface speed.

3.28.149 interface speed nonegotiate

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

OTKNOUNTb aBTOMATUYECKYH HAaCTPOKY ckopocTu. Mo
YMO/IYaHWNI0,aBTOMAaTNYeCKas HaCTPOoLika BK/ItOUeHa.

KomaHga ¢ npednKcom no BkIOHaeT aBTOMaTMYeCKy HacTPOKY.
Ja

Aa

HeTt

Ethernet

I (config-if)>  speed nonegotiate

I (config-if)> no speed nonegotiate

(config-if)> speed nonegotiate
Network: :Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation enabled..

Bepcus OnucaHue

2.08 JobasneHa komaHAa interface speed nonegotiate.

3.28.150 interface ssid

OnucaHune

YkaszaTb nms 6ecnpoBogHoi cetu (SSID) ansa nHtepdencoB WiFiStation n
AccessPoint. B 3aBUCMMOCTI OT TMNa UHTepdelica 3HaueHune SSID
obpabaTtbiBaeTCst NO-Pa3HOMY.

+ [nsa AccessPoint SSID — HeobxoAMMas HacTpoiika, 6e3 KOTopol oHa He
6yAeT NPUHUMaTb NOAKIHOUEHNS.

« AnaWiFiStation SSID onpegensieT, K Kakoli Touke AOCTyna OHa byaeT
noaknto4yaTbcs. bes 3agaHHoro SSID WiFiStation MoXeT nogkntoumnTbLCA
K 1060 A0CTYNHOM 6eCnNpOBOAHOM CETY MO CBOEMY YCMOTPEHNIHO.

KomaHga c npedurKcom no ycTaHaBnMBaeT MMs 6ecnpoBOAHOM CeTH Mo
YyMONYaHMIo.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica WiFi

CuHoncuc (config-if)>  ssid«ssid>

(config-if)> no ssid

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
ssid CT1poka Nms 6ecnpoBogHoii ceTtu (SSID).

NMpumep (config-if)> ssid MYNETWORK
Network::Interface: :Wireless: "WifiMaster0/AccessPoint0": SSID »
saved.

(config-if)> no ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »

SSID reset.
VICTOleﬂ N3MeHeHUun Bepcmﬂ onucaHvie
2.00 JobaeneHa komaHgaa interface ssid.

3.28.151 interface switchport access

OnucaHue YcTaHoBUTL naeHTUdUKaTop VLAN Ha NOpTy Ans paboThl B pexumMe JoCcTyna.
PaspelwlaeTt nepegavy Kagpos ykasaHHoro VLAN B MOPT v BKIKOYAET yaaneHue
Mapkepa VLAN 13 nepegaBaemMbiX KagpoB.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Port

Cunoncuc I (config-if)>  switchport access vlan «id>

I (config-if)> no switchport access vlan
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AprymeHTbI AprymeHT |3HaueHme |OnucaHue

vid Uenoe uncno |VaeHntndukatop VLAN docmyna. MoxeT
NpMHMUMaTL 3HaYeHWA B rnpejenax ot 1 Ao

4094 BKNHOUNTENBHO.

MNpumep (config-if)> switchport access vlan 1
Network::Interface::Switch: "FastEthernet0/0": set access VLAN »
ID: 1.

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onucaHvie
2.06 JobasneHa komaHgaa interface switchport access.

3.28.152 interface switchport friend

OnucaHue HacTtpoutb ogHoHanpaBneHHbl VLAN ansa rpynnoBoro Tpadduvka B
aononHeHwue K VLAN docmyna. NMopT MOXET BbITb YacTbio ogHoro VLAN
docmyna. KoMaHAa BKIOYaeT nepeajpecaumio ncxogailero tpaduka ¢
apyroro VLAN docmyna (HaseiBaemoro "friend"). MakeTsl "friend" nepeaatotca
6e3 Tera.

KomaHga ¢ npedrkcom no yganseTt HacTPOnKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Port

CuHoncuc (config-if)>  switchport friend vlan «wid>

(config-if)> no switchport friend vlan

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

vid Uenoe uncno |Vpentudukatop "friend" VLAN. MoxeT
NPVHMMaTb 3HaYeHWs B npeenax oT 1 go

4094 BKNHOUNTENBHO.

NMpumep (config-if)> switchport friend vlan 2
Network::Interface::Switch: "FastEthernet0/0": set friend VLAN »
ID: 2.

VICTOpI/IH N3MeHeHUn Bepcmﬂ onucaHvie
2.06 Jlo6aBneHa komaHga interface switchport friend.
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3.28.153 interface switchport mode

OnucaHue YCTaHOBUTL pexunM access Unu trunk ans BeiopaHHoro VLAN. Mo ymonyaHuto
YyCTaHOB/IEH PEXNM access.

KomaHga ¢ npednkcom no ycTaHaB/AIMBAET 3HAaUEHME MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Port

CuHoncuc (config-if)>  switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

mode access BrarounTb pexum goctyna VLAN, To ecTb
TaKoW pexxumM, Koraa vyepes nopT nepeaaroTcs
TOJIbKO HeMapKVpoBaHHbIe Kazpbl. Ha
BXOJdALLMe Kajpbl cTaBUTCca Mmapkep PVID,
YCTaHOB/EHHbIN KoMaHgon switchport
access. [1opT aB/SETCA BbIXOAHBIM TO/ILKO
ansa VLAN c naeHtndukatopom PVID. Mpwn
nepegave Kagpos B nopT, Mmapkep VLAN c H1UX
CHUMaeTCH.

trunk BKIOUNTL pexXnM MybTUMNNEKCUPOBAHNSA
VLAN, korpa yepes nopT nepesaroTcs Kagpsbl,
npuHagnexawye Heckosibkum VLAN. Mpun
3TOM KaXAblli Kagp NnoMeyeH Mapkepom.
Cnncok ngeHTndumkaTopos cetel VLAN, B
KOTOpble BXOAUT NOPT, yCTaHaBAMBaeTCH
KomaHgow switchport trunk.

g-in-q Knwyesoe BknounTb ABOVIHOE TernpoBaHue.
C/10BO
Mpumep (config-if)> switchport mode access
Network: :Interface: :Switch: "FastEthernet0/1": access mode »
enabled.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.06 Job6aeneHa komaHaa interface switchport mode.
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3.28.154 interface switchport trunk

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

Jo6aBuTtb nopt BO VLAN. PaspelunTs npuem 1 nepeaavy KajpoB yKa3aHHOro
VLAN B nopT, npmnyem mapkep VLAN 13 nepegaBaembix KagpoB He yaanaeTcs.
B pexxume trunk gonyckaetcs gobaBneHune nopTta B Heckosibko VLAN.

KomaHga ¢ npedurkcom no yaanset nopT n3 ykaszaHHoro VLAN. Ecnun
NCnosib30BaTb KOMaHAy 6e3 aprymMeHToB, NopT 6yAeT yaaneH ns scex VLAN.

Ja

Ja

Aa

Port

(config-if)>  switchport trunk vian «vid»

(config-if)> no switchport trunk vlan [ vid]

AprymeHT 3HauyeHue OnuncaHwue

vid UYenoe uncno |VaeHTudukaTtop VLAN. MoxeT npuHUMaTb
3HayeHWda B npegenax ot 1 Ao 4094
BK/IIOUNTE/ILHO.

(config-if)> switchport trunk vlian 100
Network: :Interface: :Switch: "FastEthernet0/1": set trunk VLAN »
ID: 100.

Bepcus OnucaHve

2.06 Jo6aBneHa komaHga interface switchport trunk.

3.28.155 interface traffic-shape

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

YcTaHOBUTbL npeaen ckopoctmn nepeiayun JaHHbIX 4714 yKasaHHOro MHTep¢e|7|ca
B 0be CTOPOHHbI. Mo YMOJTYaHWKO CKOPOCTb HE OrpaHmM4yeHa.

KomaHga ¢ npedunKcom no yaanset HaCTPOnKY.
Ja
Ja

HeT

(config-if)>  traffic-shape raterate> [ asymmetric wpstream-rate;]
[ schedule «<schedule> ]
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(config-if)> no traffic-shape

AprymeHTbI AprymeHT 3HauyeHune OonuncaHmne

rate Lenoe uncno |3HayeHme CKOPOCTU Nepefaydn AaHHbIX
B K6ut/c. OrpaHnyeHve JONXKHO ObiTb B
JAnana3oHe o1 64 Kbut/c go 1 réumt/c.

upstream-rate |Uenoe uyucno |CKOpPOCTb OTAAUUN AaHHbIX B K6uT/C.
OrpaHuYyeHne A0KHO 6bITh B
AnanasoHe oT 64 Kbut/c go 1 réemt/c.

schedule Pacnucanne  |Ha3BaHMe pacnmncaHus, CO34aHHOro rnpwu
nomMoLuy rpynnel KomaHg schedule.

Mpumep (config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

(config-if)> traffic-shape rate 80 asymmetric 64
TrafficControl::Manager: "WifiMasterl/WifiStation@" interface »
rate limited to 80/64 kbit/s.

(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for »
"WifiMasterl/WifiStation@" interface.

VICTOleﬂ V|3Me|'|e|'||/||7| Bepcwﬂ Orlv'caHv'e
2.05 JobasneHa komaHgaa interface traffic-shape.
3.04 [JlobaBsneH aprymeHT upstream-rate.

3.28.156 interface tunnel destination

OnucaHue 3agjatb yAa}'IEHHbII‘/JI KOHEeU TyHHeNA. Ecnn oH Mcnosib3yeTcd COBMeCTHO C
aBToMaTn4yecknm IPsec-coegnHeHMeM, CBA3aHHbIM C TyHHEnNnewm, MHTep¢EVIC
CTaHOBUTCA NHNLMNATOPOM IPsec-coegmnHeHmns.

KomaHga ¢ npeprkcomM No OTMeHSAEeT HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Tunnel

CuHoncuc I (config-if)>  tunnel destination «destination>

I (config-if)> no tunnel destination
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

destination

CTpoka

IP-agpec nnn gomeHHoe NMA yaaneHHoro
XocTa.

(config-if)> tunnel destination ya.ru
Network::Interface::Tunnel: "Gre0": destination set to ya.ru.

(config-if)> no tunnel destination
Network: :Interface::Tunnel: "Gre0": destination was reset.

Bepcus

OnucaHue

2.08

JlobaBneHa koMmaHaa interface tunnel destination.

3.28.157 interface tunnel eoip id

OnucaHwue
MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncumc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

3agatb naeHTudukatop EolP-tyHHens.

KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.

Ja
Ja
Het

Eoip

(config-if)>

tunnel eoip idid>

(config-if)> no tunnel eoip id

AprymeHT

3HayeHue

OonvicaHune

id

Lenoe uucsno

NaeHTndurkaTop TyHHens

(config-if)> tunnel eoip id 50
Network::Interface::Tunnel: "Gre@": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.

Bepcusa

OnucaHune

2.08

JobasneHa komaHgaa interface tunnel eoip id.
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3.28.158 interface tunnel gre keepalive

OnucaHwne Brntountb noaaepxky Cisco-like keepalive ans TyHHeneli GRE. Mo ymonyaHuto
interval paBHO 5, count paBHoO 3.

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Tunnel

CuHoncuc (config-if)>  tunnel gre keepalive <intervals> [count]

(config-if)> no tunnel gre keepalive

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interval lenoe umncno |NHTepBan oTnpaBku nakeToB keepalive B
cekyHAax. MoxeT NpMHUMaTh 3HaYeHUs B
npegenax ot 0 go 60. Echm npmnceonTb
3HaueHue 0, TO BKIOYAETCSA TOJIbKO OTBET Ha
keepalive n poytep He byaeT pearvpoBaTb Ha
N3MeHeHMe COCTOSHUSA TyHHens.

count Uenoe uyncno |Konmuyectso NOMbITOK OTAPAaBKM NakeToB
keepalive. MoxeT npMHMUMaTb 3HaYeHWs B
npegenax ot 1 ao 20.

Mpumep (config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network::Interface::Gre: "Gre0": enable only GRE keepalive »

replies.
WcTopuns nsmeHeHnit |Bepcus onucaHue
2.10 Job6asneHa komaHga interface tunnel gre keepalive.

3.28.159 interface tunnel source

OnucaHwue 3ajatb NoKasNbHbIN KOHeL, TYHHEeNA. Ecnn oH ncnonb3syeTcd COBMeCTHO C
aBTOMaTn4yecknMm IPsec-coegMHEHNEM, CBA3aHHbIM C TYHHE1eM, TO BKIKOYaeTCA
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pexuvm npuema coegrHeHnii IPsec IKE Ha ycTaHOBNeHVe 3aLyLLEeHHOro
TYHHeNs.

Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Tunnel
CuHoncuc (config-if)>  tunnel source (auto | <interfaces | <address>)
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
auto Knioyesoe croBo |YCTaHOBWUTL TeKyLLMIA paboTaroLmii
WAN-nHTepdeiic.
interface WHTepdeiic MNonHoe nmsa nHTepdeinca nnm
NnceBAOHNM.
address IP-agpec NokanbHbIn IP-agpec TyHHens.
Mpumep (config-if)> tunnel source auto

Network: :Interface::Tunnel: "Gre0": set source interface to auto.

WcTopuns nsmeHeHwnit |Bepcus onucaHue
2.08 JobaBneHa komaHaa interface tunnel source.
2.09 [JobaeneH aprymeHT auto.
3.08 YaaneH npedukc No Kak ycTapeBLUNA.

3.28.160 interface tx-burst

OnucaHue BknrounTb arperaumio naketoB Ha ypoBHe Wi-Fi gpariBepa (Tx Burst). No
YMONYaHUIO MapaMeTp OTK/OYEH.

KomaHga ¢ npedurkcom no oTKIoYaeT HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTHbIi BBog, Het

CnHoncuc I (config-if)>  tx-burst
I (config-if)> no tx-burst
Mpumep (config-if)> tx-burst

Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.07 JobaeneHa komaHaa interface tx-burst.

3.28.161 interface tx-queue length

OnucaHune YCTaHOBUTb pa3mep oyepesmn NCXoAALLMX NakeToB Ha MHTepdeiice. Mo
YyMOJIYaHWIO YCTaHOB/IEHO 3HaveHre 1000.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaYeHMe M0 YMOTYaHNIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

Cunoncnc (config-if)>  tx-queue length <lengths
(config-if)> no tx-queue length
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
length Uenoe 4ucno |AnnHaouvepesn MOXeT MPUHMMATb 3HaYEHNS
B npegenax oT 0 Ao 65536.
Mpumep (config-if)> tx-queue length 255
Network::Interface::Base: "L2TPO": TX queue length is 255.
(config-if)> no tx-queue length
Network::Interface::Base: "L2TPO": TX queue length reset to »
default.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
3.06 [Jlo6aBneHa komaHga interface tx-queue length.

3.28.162 interface tx-queue scheduler cake

OnucaHue YcTaHOBUTb NNAHMPOBLUMK NakeToB CAKE ana nHtepdeiica. Mo ymonyaHuto
3HayeHune cake ncnonb3yetca ana DSL uHTepdelicos n USB-moaemos,
fq_codel — ana Bcex ocTanbHbIX.

KomaHaa ¢ npepunKcom no HazHavaeT NAaHUPOBLLMK MO YMOYAHWIO.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-if)>  tx-queue scheduler cake

I(conﬁ94ﬂ>notx-queueschedulercake

(config-if)> tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"cake".

(config-if)> no tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

Bepcus OnucaHve

3.06 JobaeneHa komaHga interface tx-queue scheduler cake.

3.28.163 interface tx-queue scheduler fq_codel

OnucaHune

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nsmeHeHni

YCTaHOBUTb NAaHNPOBLUMK NakeToB FQ_CODEL ana nHtepdeiica. Mo
YMONYaHUo 3HaveHne cake ncnonbsyetca ana DSL nHTepdelicoB u

USB-mozemos, fq_codel — Ans BCcex OCTa/ibHbIX.

KomaHga c npedurkcom no HazHayaeT NAaHNPOBLLMK MO YMOIUYaHNIO.
Ja

Ja

Het

I (config-if)>  tx-queue scheduler fq_codel

I (config-if)> no tx-queue scheduler fq_codel

(config-if)> tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"fg_codel".

(config-if)> no tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

Bepcus OnucaHve
3.06 JobaeneHa komaHgaa interface tx-queue scheduler
fq_codel.

3.28.164 interface up

OnucaHune

BkntounTb ceTeBoli MHTepdelic 1 3anncaTb B HACTPOKN COCTOSIHME «Up».
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naBa 3 OnncaHme KOMaHA,

KomMaHza ¢ npedprKcomM no OTKIHOUAET CETEBON MHTepdENC 1 yaansaeT «up»
13 HacTpoek. Takxke MOXeT 6bITb MCMoJIb30BaHa KoMaHza interface down.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuvHoncuc I (config-ify> up

I (config-if)> no up
Mpumep (config-if)> up

Interface enabled.
UcTopus nsmeHeHnii Bepcus onucaHue

2.00 JobasneHa KomaHaa interface up.

3.28.165 interface wireguard listen-port

OonucaHue Ha3HaunTb Homep nopTa UDP, Ha KOTOpPbIV MPUHNMAKOTCS BXOASALLME
NOAKOYEHMS. [10 yMONYaHMIO HOMep NopTa He onpeseneH.

KomaHaa ¢ npedrkcom no cbpacbiBaeT 3HaueHne nopra.
Mpedunkc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun uHTepdderica Wireguard

Cutoncnc (config-if)>  wireguard listen-port port>

(config-if)> no wireguard listen-port

AprymeHTbI AprymeHT 3HaueHue OonucaHue
port lenoe 4ucrno |Homep nopta. MoxeT npnHMMaTL 3HaUeHnNs
B npegenax oT 1 Ao 65535 BkAOUUTENBHO.

Mpumep (config-if)> wireguard listen-port 11633
Wireguard::Interface: "Wireguard4": set listen port to "11633".

(config-if)> no wireguard listen-port
Wireguard::Interface: "Wireguard4": reset listen port.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.03 Jlo6aBneHa komaHga interface wireguard listen-port.

3.28.166 interface wireguard peer

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

[06aBuTb NYBANYHbIA KOY YAaneHHOro N1pa, YTobbl HACTPOUTL He3onacHoe
coeAnHeHVe nocpeAcTBOM npoTtokona WireGuard.

KomaHga ¢ npedprKcoM no yaanseT yKa3aHHbIN KoY.
Ja

Aa

Ja

Wireguard

(config-wg-peer)

(config-if)>  wireguard peer <key>

(config-if)> no wireguard peer <key>

AprymeHT 3HauyeHue OnucaHwue

key CTpoka 3HauveHMe KntoYa. Jonyckaertca
NCMONb30BaHMe NaTUHCKNX BYKB, Lndp w1
3HaKOB paBeHCTBa. [J/IHa K/iroua cocTaBnsieT
44 cnvBona (npejctaBneHne CTPOKN B
32-6aTHOM KoaMpoOBKe base64).

(config-if)> wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmmOg=
(config-wg-peer)>

(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmmOg=
Wireguard::Interface: "Wireguard4": removed peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmmg0O="".

Bepcus OnucaHve

3.03 Job6aBneHa komaHga interface wireguard peer.

3.28.166.1 interface wireguard peer allow-ips

OnucaHwne

[o6aBuTb NoaceTb IP-aApecoB, Ha KOTOpble paspeLleHa nepejava nakeTos
BHYTPY TYHHenNs.
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naBa 3 OnncaHme KOMaHA,

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

MNprMeyaHune:  YTOObI pa3pewnTb Nepedady Ha fobble agpeca,
HeobxoAMMO A06aBUTL NoAceTh 0.0.0.0/0.

KomaHpa ¢ npec|>|/||<c0M Nno yJandeTt noaceTb. Ecnn BbINONHUTL KOMaHAay 6e3
aprymeHTa, To BeCb CMNCOK I'IO/J,CGTEI7I 6yAET o4uLLeH.

Aa

Ja

Ja

Wireguard

(config-wg-peer)>  allow-ips address> mask>

(config-wg-peer)> no allow-ips [ <address> amask> ]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec BmecTte c mackon mask 3agaeT noaceTb
IP-agpecos, nognexatyx TpaHcIaunmn.

mask IP-macka Macka noacetu. EcTb ABa cnocoba BBOJA
MacKn: B KAHOHNYECKOM Buje
(Hanpumep,255.255.255.0) n B BUge
61TOBOI ANVHBI NpeduKca (Hanpumep, /24).

(config-wg-peer)> allow-ips 0.0.0.0/0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

(config-wg-peer)> no allow-ips
Wireguard::Interface: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

Bepcus OnucaHue
3.03 JlobaBneHa komaHAa interface wireguard peer
allow-ips.

3.28.166.2 interface wireguard peer endpoint

OnuncaHune

YKka3aTb agpec yAaneHHOro nmpa, C KOTOpbIM ByAeT YCTaHOB/IEHO COeANHEHME
WireGuard.
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naBa 3 OnncaHme KoMaHp,

KomaHga c npedurkcom no yganseT KOHeYHYH TOUKY TYHHens.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Wireguard

CuHoncuc (config-wg-peer)>  endpoint address: [:xports]

(config-wg-peer)> no endpoint

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec nnn gomeHHoe nmsa yaaneHHoro
xocTa.
port Yenoe uucno |Homep nopta UDP.
Mpumep (config-wg-peer)> endpoint 10.0.1.10:11635

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g=" endpoint to »
"10.0.1.10:11635".

(config-wg-peer)> no endpoint
Wireguard::Interface: "Wireguard4": reset endpoint for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onucaHvie
3.03 Job6aBneHa komaHAa interface wireguard peer
endpoint.

3.28.166.3 interface wireguard peer keepalive-interval

OonucaHue YCTaHOBUTb MHTepBa oTNpaBky nakeTos keepalive Ans MOHUTOPWHTra
coeanHeHns WireGuard. To yMONYaHNIO MHTEPBan He 3ajaH.

KomaHga ¢ npedunKcom no yaanset HaCTPOnKYy.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Wireguard

CuHoncuc I (config-wg-peer)>  keepalive-interval <intervals
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-wg-peer)> no keepalive-interval

AprymeHT 3HauyeHue OnucaHwue

interval Lenoe umucno |NHTepBan oTnpasku nakeTos keepalive B
cekyHAax. MoxeT NpMHMMaTb 3HayYeHUs B
npegenax ot 3 A0 3600 BK/IFOUNTENbHO.

(config-wg-peer)> keepalive-interval 3

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIj jPmm2g=" keepalive interval »
to II3II .

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHve

3.03 Job6asneHa komaHgaa interface wireguard peer
keepalive-interval.

3.28.166.4 interface wireguard peer preshared-key

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

3asaTb pasgenseMblii knwou ana WireGuard coegnHeHUs K yaaneHHoMy nupy.
Pa3zgensembliii kntod (PSK) — 3710 gononHUTeNbHOoe yay4lleHne 6e30nacHoOCTr
B COOTBETCTBUMU C MpoTokosioM WireGuard v ans MakCMManbHOW
3aLMLLEHHOCTM KaXA0MY KAVNEHTY A0/KeH ObiTb Ha3HaveH YHUKaNbHbINA
PSK. No ymonuaHuio PSK He rcnosnb3syeTcs.

KomaHga c npedurkcom no yganseTt HacTPOKY.
Ja

Ja

Het

Wireguard

(config-wg-peer)>  preshared-key preshared-key>

(config-wg-peer)> no preshared-key

AprymeHT 3HauyeHune |OnucaHue

preshared-key |[CTpoka 3HaueHwve kntoda PSK. lonyckaeTtcs
NCNOMb30BaHMe NaTUHCKUX 6YKB, Ldp 1
3HaKkoB paseHcTBa. [linHa Kntova 44
cuMBoOna.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=
Wireguard::Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHve

3.03 JobaBneHa komaHaa interface wireguard peer
preshared-key.

3.28.167 interface wireguard private-key

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Ha3HaunTb UK creHeprpoBaTb NPUBATHBIN KUY ANSt MOAKIYEHWNS K
yAaneHHbIM NMpam Yepes npoTokon WireGuard. Mo ymon4aHuto NpyBaTHbI
KNHOY He HaCTPOEH.

Het
Het
HeTt

Wireguard

(config-if)>  wireguard private-key [ private-key>]

AprymeHT 3HayeHue OnuncaHwue

private-key [CTpoka 3HauyeHVie HOBOro NPYBATHOIO K/toYa.
JlonyckaeTcs NCNonb3oBaHMe NaTUHCKMUX
6yKB, Ldp 1 3HaKoB paBeHCTBa. AnnHa
Kntoyva 44 cnmsona.

(config-if)> wireguard private-key
Wireguard::Interface: "Wireguard4": generated new private key.

(config-if)> wireguard private-key »
Ushaeghezail7reo8iK6ear0eomujohkeen8jahX5uo=
Wireguard::Interface: "Wireguard4": set private key.

Bepcus OnucaHve
3.03 [Jlo6aBneHa komaHga interface wireguard private-key.
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naBa 3 OnncaHme KOMaHA,

3.28.168 interface wmm

OnucaHwne Bkntounts WMM Ha nHTepdelice.
Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Access Point

CuHoncuc I (config-ify>  wmm

I (config-if)> no wmm

Mpumep (config-if)> wmm
WMM extensions enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa interface wmm.

3.28.169 interface wpa-eap radius secret

OnucaHune YKa3aTb COBMECTHO MCMOJIb3yeMblii CEKPETHbIN KoY A/15 6e30nacHoro
B3anmogencTensa mexay RADIUS cepsepom 1 RADIUS knueHToM.

KomaHga ¢ npedurkcom no yaanseT cekpeTHbIN Kaou.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica Bridge

Cunoncnc (config-if)> wpa-eap radius secret <secret>

(config-if)> no wpa-eap radius secret

AprymeHTbI AprymeHT |3HaueHme |OnucaHune
secret Crpoka 3HaueHwue kr4a RADIUS cepBepa.
MakcnmmanbHasa gnnHa coctaBnseT 64
cMMBoONa.
NMpumep (config-if)> wpa-eap radius secret »

(+>R#G™ }-INxru'i8i | LK}wBNIE~X0Xa{xFOG-N~%FaTnr|S(e(q$/1P2/tbX/#Q
Network: :Interface: :Rtx::WpaEap: Bridge® RADIUS secret applied.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no wpa-eap radius secret
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret cleared.

Bepcus OnucaHue

3.01 Job6asneHa koMmaHga interface wpa-eap radius secret.

3.28.170 interface wpa-eap radius server

OnucaHue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nsmeHeHnii

Ykasatb agpec RADIUS cepsepa.

KomaHaa ¢ npedurkcom no yaanset agpec cepsepa.
Ja

Ja

Het

Bridge

(config-if)> wpa-eap radius server address [: port>]

(config-if)> no wpa-eap radius server

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-agpec RADIUS cepsepa.

port Uenoe 4ucno |Homep nopta RADIUS cepBepa.

(config-if)> wpa-eap radius server 192.168.10.10
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.160.

(config-if)> wpa-eap radius server 192.168.10.10:1111
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10:1111.

(config-if)> no wpa-eap radius server
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS server cleared.

Bepcus OnucaHve

3.01 JobasneHa koMmaHza interface wpa-eap radius server.

3.28.171 interface wps

OnuncaHwme

BkntounTb GyHKUMOHaNbLHOCTL WPS.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica WiFi

CuHoncuc I (config-if)>  wps

I (config-if)> no wps

Mpumep (config-if)> wps
WPS functionality enabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa koMmaHga interface wps.

3.28.172 interface wps auto-self-pin

OnuncaHmne Bxkaountb pexum WPS auto-self-pin. Mo ymonuaHuto pexxm auto-self-pin
BK/IHOYEH.

KomaHaa ¢ npedrKcom no OTKAHOYAET 3TOT PeXUM.
Mpedunkc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun uHTepdderica WiFi

CuHoncuc I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

Mpumep (config-if)> wps auto-self-pin
Network: :Interface: :Rtx::Wps: an auto self PIN mode enabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jlo6aBneHa komaHga interface wps auto-self-pin.

3.28.173 interface wps button

OonucaHue HauaTb npouecc WPS ¢ ncnonb3oBaHMeM KHOMKM. MPOLLeCC ANTCS 2 MUHYTHI,
NN MEHbLLE, €C/IN COeAMNHEHME YCTAHOB/IEHO.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica WiFi

CuHoncuc (config-ify>  wps button «directions

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
direction send OTnpasuTb HacTpokn Wi-Fi.
receive Monyunte HacTpoiikn Wi-Fi oT Lite.
Mpumep (config-if)> wps button send

Sending WiFi configuration process started (software button mode).

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface wps button.

3.28.174 interface wps peer

OnucaHwue HauaTb npouecc WPS ncnonesysa PIN yaaneHHoro y3na. lNpouecc gnntca 2
MUHYTbI, U MEHbLLIE, eC/IN COeAVHEHME YCTaHOoB/IeHO. 10 yMONUYaHUIo
npouecc WPS PIN BbIkntOYeH.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica WiFi
Cunoncnc (config-if)>  wps peer «direction> pin
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

direction send OTtnpasBuTb HacTporikn Wi-Fi.

receive MonyunTb HacTpoikn Wi-Fi oT yaaneHHoro
ysna.

pin Ctpoka PIN-koa yaaneHHoOro ysna.

Mpumep (config-if)> wps peer send 53794141

Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHga interface wps peer.

3.28.175 interface wps self-pin

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.29 ip arp

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

HauaTb npouecc WPS ncnonb3sys PIN ycTpoiicTBa. [Mpouecc AnnTes 2 MUHYTHI,
NIV MeHbLLUE, ec/iN CoeAHeHNe YCTaHOBJIEHO.

Het
Hert
Hert
WiFi

(config-if)>  wps self-pin «direction

AprymeHT 3HayeHue OnuncaHwue

direction send OTnpaBuTb HacTpoiikn Wi-Fi.

receive MonyunTte HacTponkn Wi-Fi oT Lite.

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

Bepcus OnucaHve

2.00 JobaeneHa koMmaHga interface wps self-pin.

3ajaTtb cTaTu4yeckoe conocTasneHne mexay IP n MAC agpecamum 411 XOCTOB,
He NoAJepPXMBAOLLNX ANHaMunYeckuin ARP.

KomaHga c npedukcom no yaansaet 3anncb 13 Tabamubl ARP. ECv BbINOHUTL
KOMaHAy 6e3 apryMeHTOB, BeCb CMMCOK 3anuncein ARP byaeT ounLeH.

Ja
Ja
Ja
I (config)> ip arp «ips> mac

I (config)>noip arp[«ips]
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

3.30 ip dhcp class

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

AprymeHT

3HavyeHue

OnucaHue

ip

IP-agpec

IP-agpec B BUAe YeTbIpéx AeCATUYHbIX Yncen,
pa3AenéHHbIX TOUKaMUM, COOTBETCTBYHOLLMIA
JIoKanbHOMY ajgpecy.

mac

MAC-agpec

MAC-aapec B Buge wecT rpynn
LecTHaguaTepnyHbIx unép, pasgeneHHbix

ABOETOUNAMN.

(config)> ip arp 192.168.2.50 al:2e:84:85:14:21
Network: :ArpTable: Static ARP entry saved.

(config)> no ip arp 192.168.2.50
Network: :ArpTable: Static ARP entry deleted for 192.168.2.50.

(config)> no ip arp
Network: :ArpTable: Static ARP table cleared.

Bepcusa

OnucaHune

2.00

JobasneHa KoMaHaa ip arp.

JocTtyn K rpynne KoMaHA AN HaCcTporKkn BeHAop-knacca DHCP (60 onuus).
Ecnn knacc BeHAOPOB He HalAeH, KOMaHAa NbITaeTca ero co3aathb.

KomaHgaa ¢ npedpurkcom no yaanseT Bbl6paHHbIN Knacc.

Ja

Het

Ja

BxoxxaeHue B rpynny (config-dhcp-class)

CuHoncnc (config)> ipdhcp class «class»
(config)> no ip dhcp class «class»
AprymeHTbl AprymeHTt 3HaueHue |OnucaHue
class Ctpoka Ha3sBaHue BeHAOp-KMacca.
Mpumep (config)> ip dhcp class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JobaeneHa komaHza ip dhcp class.

3.30.1 ip dhcp class option

OnucaHune
MNpedukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHwnii

YKa3aTb 3HaueHue onumn 60 a5 NPUCBOEHUA BEHA0P-Kacca.
KomaHga ¢ npedprKcom no yaanseT yKasaHHbIM Knacc.

Ja

Aa

Ja

(config-dhcp-class)>  option <cnumber> hex «data»

(config-dhcp-class)> no option <number>

AprymeHT 3HauyeHue OnuncaHwue

number lenoe uyncno |Homep onuuun. Ceilvac Ncnoab3yeTcs TONbKO
3HauyeHue 60.

data Crpoka 3HayeHve onuun.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcus OnucaHve

2.00 [Jlo6aBneHa komaHga ip dhcp class option.

3.31ip dhcp host

OnucaHume

Mpedunkc no

MeHsieT HacTpoiAKK

HactpouTk cTatnueckyto npmeasky IP-agpeca k MAC-agpecy xocrta. Ecnm xocT
C YKa3aHHbIM MMEeHEM He HailjeH, KOMaHAa NblTaeTcs ero co3aath. Ecan
yKasaHHbI IP-agpec He BXOAUT B AMana3oH HWY O4HOro nysna, KoMaHaa
COXPaHUTCA B HacTpoKax, HO Ha paboTy cepeepa DHCP He noBauserT.

KomaHga nossosnget nomeHATs MAC-agpec, OCTaBMB NpexHee 3HayveHue
IP-agpeca, n Hao60poT — NoMeHATb [P-agpec, ocTaBMB NpeXHee 3HaYeHNe
MAC-agpeca.

KomaHga ¢ npedpurkcom no yaansiet XocT.
Ja
Ja
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MHorokpaTHbIl/i BBog, /[la

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config)> ipdhcp host chosts[mac ][ ip]

(config)> no ip dhcp host <host»

AprymeHT 3HauyeHue OnuncaHwue

host Ctpoka Mpon3BosibHOE NMSA XOCTa, UCMOJIb3YyeTcsa A1
naeHTndurkaumm napbl MAC-IP B HacTpokax.

mac MAC-agpec MAC-agpec xocTa Ans CTaTU4ecKor NpUBA3KN
IP-agpeca. Ecnv He yka3saH, 3HadeHue bepeTcs
13 NpeablayLLei HaCTPOMKN.

ip IP-agpec IP-agpec xocTa. Ecnm He yKas3aH, 3HayeHue
6epeTca U3 npeablayLieit HacTPOKN.

(config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.

Bepcus OnucaHve

2.00 Job6asneHa komaHaa ip dhcp host.

3.32 ip dhcp pool

OnuncaHwune

Mpe¢ukc no

MeHsieT HaCTpoWiKKn

JocTyn K rpynne komaHga ans Hactpoiiku DHCP-nyna. Ecam nyn He HaingeH,
KOMaHga nbiTaeTcs ero co3gaTth. [ng nyna 3agaetca cnmcok DNS-cepsepos
(komaHaa dns-server), W03 N0 ymondaHuto (komaHaa default-router) n
BpeMms apeHabl (koMaHza lease), a Takke granasoH AnHamuyeckux IP-agpecos
(komaHga range).

Mocne HacTPOMKM NyNOB HEOHXOAMMO BKIKOUNTL CNyx6y DHCP ¢ MOMOLLbIO
KoMaHgbl service dhcp.

MO>HO c034aTb He 6onbLue 32 nynoB. MakcMManbHas ANMHA UMEHU nyna
— 64 cumBona.

MpumMeyaHune: B Tekyllei Bepcun CUCTEeMbl peann3oBaHa NoAdepXKka He
6onee ogHOro nyna Ha nHTepderic. ns KOppekTHOM paboThbl
cepeepa DHCP TpebyeTcs, 4Tob6bI Anana3oH IP-agpecos,
YCTaHOB/IEHHbIV KOMaHAOW range, NpuHaAiexan ceTu,
HaCcTpoOeHHO Ha ogHoM 13 Ethernet-nHtepdeiicos
yCTPONCTBa.

KomaHgaa ¢ npedurkcom no yaanset nyn.
Ja
Ja

MHorokpaTtHbIiA BBOg, [a
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BxoxxaeHue B rpynny (config-dhcp-pool)

Cutoncnc (config)>  ip dhcp pool <name>
(config)> no ip dhcp pool <name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Crpoka Vmsa nyna DHCP.
Npumep (config)> ip dhcp pool test_ pool
pool "test pool" has been created.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobasneHa komaHaa ip dhcp pool.

3.32.1 ip dhcp pool bind

OnucaHue MpwBA3aTb Ny K yKazaHHOMY nHTepdericy.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Ethernet

CuHoncuc (config-dhcp-pool)>  bind <interface

(config-dhcp-pool)> no bind <interfaces

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interface UHTeppenc MonHoe nma nHTepderica nam NCeBAOHNM.

Mpumep (config-dhcp-pool)> bind FastEthernet0/Vian2
pool "test pool" bound to interface FastEthernet@/Vlan2.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHgaa ip dhcp pool bind.

3.32.2 ip dhcp pool bootfile

OnucaHwue YKkazaTb NyTb K daiiny HacTpoek Ha TFTP-cepBepe ans knneHta DHCP (onums
67).
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomaHgaa ¢ npedurkcom no yaansieT HacTporiky.

Ja
Aa
HeTt

Ethernet

(config-dhcp-pool)>

bootfile <bootfiles

(config-dhcp-pool)> no bootfile

AprymeHT

3HayeHue

OnvicaHune

bootfile

Wms panna

MNyTb K daliny HacTpoek.

(config-dhcp-pool)> bootfile test.cnf
Dhcp::Pool: " WEBADMIN": set bootfile option to "test.cnf".

(config-dhcp-pool)> no bootfile
Dhcp::Pool: " WEBADMIN": cleared bootfile option.

Bepcus

OnucaHmne

2.1

Job6asneHa komaHgaa ip dhcp pool bootfile.

3.32.3 ip dhcp pool class

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

JocTyn K rpynne koMaHz AN HaCTPOViK1 BeHAop-knacca DHCP BblIbpaHHOro
nyna agpecos. Ecim knacc BeHAOPOB He HalAeH, KOMaHAa NblTaeTcs ero

co3aaTh.

Jnsa KoppekTHOM paboTbl MMS Klacca AOKHO BbITb TakMM Xe, Kak U B
koMaHge ip dhcp class.

KomaHga ¢ npedpurkcom no yaanseT Bbl6paHHbIN Knacc.

Ja
Aa
Ja

(config-dhcp-pool-class)

I (config-dhcp-pool)>  class «class>

I (config-dhcp-pool)> no class «class>
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
class CTpoka Ha3BaHVe BeHAOp-K1acca.
Mpumep (config-dhcp-pool)> class STB-One

Dhcp::Server: Vendor class "STB-One" has been created.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobasneHa komaHga ip dhcp pool class.

3.32.3.1 ip dhcp pool class option

OnucaHwue YcTaHOBWUTL A0ONOJIHUTENIbHBbIE onunmn ana DHCP knneHTa B c/lyyae
coBrageHunsa BeHA0p-K1acca.

KomaHga ¢ npednkcom no yaanseT ykasaHHYH onuuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbIVi BBOg, [la

CuHoncuc (config-dhcp-pool-class)>  option <number> <types «data»
(config-dhcp-pool-class)> no option <number>
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
number 6 Onumna 6, DNS-cepsep.
42 Onuwa 42, NTP-cepBep.
43 Onumsa 43, nogpobHasa nHbopmauus o
npowssoguTene.
type ip Tun aprymeHTa data — IP-agpec. 3T0T TUN
He ncnonb3yetca Ana onuum 43.
hex Tnn aprymeHTa data — wectHaguartepnyHoe
ymcno.
data CTpoka 3HayeHue onuun.
Mpumep (config-dhcp-pool-class)> option 6 ip 192.168.1.1
Dhcp::Server: Option 6 is set to 192.168.1.1.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHza ip dhcp pool class option.
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3.32.4 ip dhcp pool debug

OnucaHwue ﬂ,06aBI/ITb OoTnajou4yHble COO6LLI,€HI/IFI B CUCTEMHbIN XypHarn. Mo YMONYaHUNKO
HaCTpOI‘;IKa OTK/IKOYeHa.

KomaHga ¢ npednkcom no oTKAoYaeT OTAaAKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dhcp-pool)>  debug

(config-dhcp-pool)> no debug

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.01 JobasneHa komaHgaa ip dhcp pool debug.

3.32.5 ip dhcp pool default-router

OonuncaHmne HactpouTb IP-agpec wto3a no ymonyaHuto. Ecnv He ykasaH, To byaeT
NCNONb30BaTbCS afjpec, HacTpPoeHHbI Ha Ethernet-nHtepdeiice,
onpeaeneHHOM aBTOMaTU4eckn AN 3aaHHOro AnanasoHa range.

KomaHga ¢ npeprkcoOM No OTMEeHSAeT HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dhcp-pool)>  default-router <address
(config-dhcp-pool)> no default-router
AprymeHTbI AprymeHT |3HaueHme |OnucaHune
address IP-appec Afpec wro3a rno yMmoayaHuio.
Npumep (config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobasneHa komaHaa ip dhcp pool default-router.
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3.32.6 ip dhcp pool dns-server

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HactpouTs IP-agpeca cepsepoB DNS (DHCP-onuus 6). Ecin He ykasaH, 1o
byfeT 1Cnonb30BaThCA agpec, HacTpoeHHbI Ha Ethernet-uHtepdoderice,
onpegeseHHOM aBTOMaTUYeCcKn 419 3aAlaHHOro AnanasoHa range.

KomaHga c npedrkcom no oTMeHseT HaCTPOIAKY.

Ja

Ja

Het

(config-dhcp-pool)>  dns-server (<addressl, [ address2] | disable)

(config-dhcp-pool)> no dns-server

AprymeHT 3HauyeHue OnuncaHwue

addressl IP-agpec Agpec nepsuyHoro DNS-cepsepa.

address2 IP-agpec Appec sTopuyHoro DNS-cepBepa.

disable Knwyesoe Otkntountse DHCP onuuito 6.
C/10B0

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

Bepcus OnucaHve
2.00 Jlo6aBneHa komaHga ip dhcp pool dns-server.
2.1 Job6asneH aprymeHT disable.

3.32.7 ip dhcp pool domain

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

YKa3aTb JOMEHHOE VMS, KOTOPOe KANEHT JO/MKEH UCMO/b30BaTh Npu
paspelueHnn rmeH yepes DNS (option 15).

KomaHga ¢ npednkcom no oTMeHseT HaCTPOIKY.
[Ja

Ja

Het

I (config-dhcp-pool)>  domain <domain»

I (config-dhcp-pool)> no domain
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
domain CTpoka JlokanbHOEe JOMEHHOEe UMA.
Mpumep (config-dhcp-pool)> domain example.net

Dhcp::Pool: Domain option has been saved.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.05 Job6asneHa komaHga ip dhcp pool domain.

3.32.8 ip dhcp pool enable
OonuncaHmne HauaTb ncnonb3oBatb My B cUCTEME.
KomaHaa ¢ npedrKcom no oTKNtoYaeT NCMOoNb30BaHWe nyna.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I (config-dhcp-pool)>  enable
I (config-dhcp-pool)> no enable
NMpumep (config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHgaa ip dhcp pool enable.

3.32.9 ip dhcp pool lease

OnucaHue YcraHoBUTL BpeMsa apeHabl IP-agpecos nyna DHCP. o ymondaHuio
1ncnonb3yeTtcs 3HayeHue 25200 (7 Yacos).

KomaHga ¢ Hpe¢MKCOM Nno BO3BpalLlaeT 3HaveHne BpeMeH apeHabl No
yMO/14aHuHo.

Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbIiA BBog, Het

CuiHoncuc I (config-dhcp-pool)>  lease <lease
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AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-dhcp-pool)> no lease

AprymeHT 3HauyeHue OnucaHwue

lease UYernoe uucno |Bpemsa apeHabl B cekyHAax. MoxeT
NPUVHVMAaTbL 3Ha4YeHns B npegenax ot 1 40

259200 (3 gH4).

(config-dhcp-pool)> lease 259200
Dhcp::Pool: " WEBADMIN": set lease time: 259200 seconds.

(config-dhcp-pool)> no lease
Dhcp::Pool: " WEBADMIN": lease time reset to default (25200 »
seconds) .

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa ip dhcp pool lease.

3.32.10 ip dhcp pool next-server

OnucaHue

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHwnii

Ykasatb agpec TFTP-cepepa ana DHCP-knneHTa (onums 66).
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.

Ja

Ja

Het

Ethernet

(config-dhcp-pool)>  next-server «address»

(config-dhcp-pool)> no next-server

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec Agppec cepsepa TFTP.

(config-dhcp-pool)> next-server 10.1.1.11
Dhcp::Pool: " WEBADMIN": set next server address: 10.1.1.11.

(config-dhcp-pool)> no next-server
Dhcp::Pool: " WEBADMIN": cleared next server address.

Bepcus OnucaHve

2.1 [Jlo6aBneHa komaHga ip dhcp pool next-server.
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3.32.11 ip dhcp pool option

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

3agaTb gononHuTenbHble napameTpbl ana DHCP-kaveHTa.
KomaHga ¢ npedurkcom no yaanseTt AONOJHUTENbHYO HAaCTPOWKY.
Ja

Ja

Aa

Ethernet

(config-dhcp-pool)>  option <numbers «<type> «data»

(config-dhcp-pool)> no option <number>

AprymeHT 3HauyeHue OnuncaHwue

number 4 Onuwsa 4, cepsep BpeMeHMU.
6 Onumna 6, DNS-cepsep.
42 Onuwsa 42, NTP-cepBep.
44 Onuua 44, NetBIOS-cepBep.
26 Onuymsa 26, MTU.
121 Onuyuna 121, becknaccoBble cTaTnyeckue
MapLUpyThl.
249 Onuwsa 249, MS MapLupyThl.
type ip Tun aprymeHTa data — IP-agpec. 3T1oT T"nN
He 1Crosib3yeTcsa ANa onuun 26.
hex Tun aprymeHTa data — wectHaguaTepmyHoe
ymcno.
ascii Tun aprymeHTa data — umcno ASCIL
mtu Twnn aprymeHTta data — pasmep MTU.
data CTpoka 3HadeHue onuun.

(config-dhcp-pool)> option 4 hex 00010203
(config-dhcp-pool)> option 4 ascii test
(config-dhcp-pool)> option 6 8.8.8.8,8.8.4.4,192.168.1.1

(config-dhcp-pool)> no option 6 8.8.8.8,8.8.4.4,192.168.1.1

Bepcus OnucaHue

2.09 Job6asneHa komaHaa ip dhcp pool option.
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3.32.12ip dhcp pool range

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

HacTtpouTtb AnanasoH gHaMNYyeckmnx aapecos, BblgaBaemMblix DHCP-kineHTam
HekoTopol noaceTu. lnanasoH 3ajaeTcsa HayanbHbIM N KOHEYHbIM
IP-agpecom, 60 HavanbHLIM agpecomM 1 paamepoM. CeTeBoli MHTepdelic,
K KOTOpOMY 6yAyT NPUMeHeHbl HaCTPOIKK, BbIOMPaeTcs aBTOMaTUYECKN.
Ajpec BbI6paHHOro nHTepdeinca Ncnosib3yeTcs B KadecTse LLK03a No
ymonyaHuto 1 DNS-cepBepa, ecin He 3ajaHbl Apyrve agpeca KoMaHAgamMu ip
dhcp pool default-router v ip dhcp pool dns-server.

KomaHaa ¢ npedurkcom no yaanseT gnanasoH.

Ja

Ja

Het

(config-dhcp-pool)>  range <begins (<end> | <size»)

(config-dhcp-pool)> no range

AprymeHT 3HauyeHue OnuncaHwue

begin IP-apgpec HauanbHbI agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size Lenoe 4ucno |Pasmep nyna.

(config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga ip dhcp pool range.

3.32.13 ip dhcp pool update-dns

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Job6aenatb cTatuyeckme 3anmcm B DNS-npokcu npu Beigave DHCP-agpecos.
B kauecTBe MeHW ncnonbsyeTtca nms xocta s DHCP-3anpoca. Mo
YMOYaHUIO QYHKLMSA OTKIOYEHaA.

KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.
Ja
Aa

HeTt

I (config-dhcp-pool)>  update-dns
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Mpumep

WcTopusa nsmeHeHwnii

I (config-dhcp-pool)> no update-dns

(config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga ip dhcp pool update-dns.

3.32.14 ip dhcp pool wpad

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

Hactpouts DHCP onuwuto 252 — npoTtokon WPAD. 1o ymMoi4aHuio onuus
OTKJIHOYEHaA.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOIKY.
Ja

Ja

Het

(config-dhcp-pool)>  wpad wpad>

(config-dhcp-pool)> no wpad

AprymeHT 3HauyeHue OnucaHwue

wpad Ctpoka URL-agpec npokcu-cepeepa.

(config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.

Bepcus OnucaHve

2.05 [Jlo6aBneHa komaHga ip dhcp pool wpad.

3.33 ip dhcp relay lan

OnucaHwne

YKkaszaTtb, Ha KakoM ceTeBoM MHTepdelice peTpaHcnaTop DHCP 6yaet
0obpabaTtbiBaTh 3aNpPOChl KAMEHTOB. MOXHO yKa3aTb HECKO/IbKO NHTepdencoB
«lan», ANa 3TOro HY>XHO BBECTU KOMaHAY HeCKo/IbKO pas, ykasaB Bce
HeobxoAnMble NHTepdelicbl M0 OAHOMY.

KomaHga ¢ npedurkcom no oTktouaeT petpaHcnaTop DHCP Ha ykazaHHOM
nHTepderice. Ecam ncnonb3osate KOMaHAy 6€3 apryMeHTOB, peTpaHCIsaTop
DHCP byaeT oTKNO4EH Ha BCeX MHTepdelicax.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)> ip dhcp relay lan <interface
(config)> no ip dhcp relay lan [ interface]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
interface UHTepgeinc MonHoe nms nam NnceBAOHMM UHTepdelica
Ethernet, Ha koTopom peTpaHcnaTop DHCP
6yAeT NPUHMMAaTE 3anpockl KIMEHTOB.
Mpumep (config)> ip dhcp relay lan Home
added LAN interface Home.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobasneHa komaHgaa ip dhcp relay lan.

3.34 ip dhcp relay server

OnucaHue YkazaTb IP-agpec cepsepa DHCP, Ha KOTOpbI peTpaHciaTop byaeT
nepeHanpasaaTb 3aNpoCkl KIVEHTOB 13 IOKASIbHOWN CeTu.

KomaHga ¢ npedunkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (config)> ip dhcp relay server <address
(config)> no ip dhcp relay server [ address ]
AprymeHTbI ApryMeHT |3HaueHme |OnucaHune
address IP-appec IP-agpec cepsepa DHCP.
Mpumep (config)> ip dhcp relay server 192.168.1.11

using DHCP server 192.168.1.11.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JobaeneHa komaHza ip dhcp relay server.

3.35ip dhcp relay wan

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

YKa3blBaeT, yepes Kakoi ceTeBol MHTepdeiic peTpaHcaaTop DHCP 6yaet
06paLLaThCa K BblLecTosweMmy cepsepy DHCP. B cncteme MOXeT 6bITb TONbKO
OAMNH NHTepdelic Takoro Tuna. ECv ToUHbIN agpec cepBepa He yKasaH (cMm.
ip dhcp relay server), 3anpockl 6yayT nepefaBaTbCs LUMPOKOBELLAaTeNbHO.
PekomeHayeTcs yKasblBaTb ajpec cepeepa.

KomaHga ¢ npedunKcom no yaanset HacTpOnKy.
Ja

Aa

Het

(config)> ip dhcp relay wan <interface»

(config)> no ip dhcp relay wan [ interface]

AprymeHT 3HauyeHue OnucaHwue

interface UHTeppenc MonHoe nmMa nnn nceBfoHNM UHTepdelica
Ethernet, Ha KOTOpPbIN ByAYT HaNPaBAATLCS
3anpockl ot DHCP-knneHTOB.

(config)> ip dhcp relay wan FastEthernet0/Vlan2
using WAN interface FastEthernet0/Vlan2.

Bepcus OnucaHve

2.00 [JobasneHa komaHaa ip dhcp relay wan.

3.36 ip esp alg enable

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

BkntounTb pexxum IPSec Passthrough ana TyHHenei IPsec ESP. o ymonyaHuto
HaCTPOKa BbIK/IlOYEHa.

KomaHza ¢ nped1KcomM no oTKIOYaEeT HaCTPOWKY.

Ja
Ja

HeT
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I(config)> ip esp alg enable

I(conﬁgﬁ>noip esp alg enable

(config)> ip esp alg enable
Esp::Alg: Enabled.

(config)> no ip esp alg enable
Esp::Alg: Disabled.

Bepcus OnucaHve

3.05 JobasneHa komaHgaa ip esp alg enable.

3.37 ip flow-cache timeout active

OnucaHune

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTbL BpeMsi XpaHeHUst akTUBHbIX CeCcCUii B Kelle. 10 ymMondaHuto
ncnonb3lyeTca 3HayveHWe 10.

KomaHga ¢ npedrKcomM no Bo3BpaLLaeT 3HayYeHne Mo YMOAYaHUIO.
Ja

Ja

Het

(config)>  ip flow-cache timeout active «timeout>

(config)> no ip flow-cache timeout active

AprymeHT 3HauyeHue OnuncaHwue

timeout Lenoe 4ucno |3HayeHwe TaliM-ayTa B MUHYyTax. MoxeT
NMPUHMMaTbL 3HaYeHNA B Npegenax ot 1 4o 30.

(config)> ip flow-cache timeout active 1
Netflow: :Manager: Active timeout set to "1" min.

(config)> no ip flow-cache timeout active
Netflow: :Manager: Active timeout reset to "10" min.

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga ip flow-cache timeout active.
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3.38 ip flow-cache timeout inactive

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTL BpeMsi XpaHeHUst HeaKTUBHbIX CeCCUi B KeLle. 10 yMonyaHuto
ncnonb3lyeTca 3HayveHue 20.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHre Mo YMOAYaHUIO.
[Ja

Ja

Het

(config)> ip flow-cache timeout inactive «timeout>

(config)> no ip flow-cache timeout inactive

AprymeHT 3HauyeHue OnuncaHwue

timeout Lenoe 4ucno |3HayeHue TaliM-ayTa B cekyHAax. MoxeT
NPVHMMaTb 3HAaYeHWs B Npejenax ot 1 4o
600.

(config)> ip flow-cache timeout inactive 1
Netflow: :Manager: Inactive timeout set to "1" s.

(config)> no ip flow-cache timeout inactive
Netflow: :Manager: Inactive timeout reset to "20" s.

Bepcus OnucaHve

2.1 JobasneHa komaHaa ip flow-cache timeout inactive.

3.39 ip flow-export destination

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

3asatb NnapameTpsbl Konnektopa NetFlow.

KomaHga c npedunkcom no yganseTt napameTpbl.

Ja

[Ja

Het

I (config)> ip flow-export destination address port»

I (config)> no ip flow-export destination
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec coopLumKa JaHHBIX.
port lenoe 4ucno |Homep nopta UDP konnektopa. Moxet

npuHMMaTh 3HayeHnsa 2055, 2056, 4432, 4739,
9025, 9026, 9995, 9996, 6343.

Mpumep (config)> ip flow-export destination 192.168.101.31 4739
Netflow: :Manager: Export destination is set to »
192.168.101.31:4739.

(config)> no ip flow-export destination
Netflow: :Manager: Export destination is unset.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.1 JobasneHa komaHgaa ip flow-export destination.

3.40 ip flow-export version

OnucaHue YkazaTtb Bepcuto konnektopa NetFlow. Mo yMOAYaHMIO UCMO/b3yeTcs
3HayeHwue 5.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHne No yMOAYaHUIo.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)> ip flow-export version «wversion

(config)> no ip flow-export version

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

version Ctpoka Bepcus npoTokona.

Mpumep (config)> ip flow-export version 9
Netflow: :Manager: Set export protocol version to 9.

(config)> no ip flow-export version
Netflow: :Manager: Reset export version to 5.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

3.05 JobasneHa komaHgaa ip flow-export version.
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3.41 ip host

OnucaHwue [o6aBuTb JOMeHHOe nMa 1 agpec B Tabanuy DNS.
Mpe¢ukc no Ja
MeHsieT HacTpouikm  /la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)>  ip host «domains <address>
(config)> no ip host [ <domains <address> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
domain CTpoka JomMmeHHOe nvs xocTa.
address IP-agpec IP-agpec xocTa.
Npumep (config)> ip host zydata.local 192.168.1.22
Dns: :Manager: Added static record for "zydata.local", address »
192.168.1.22.
(config)> no ip host zydata.local 192.168.1.22
Dns::Manager: Record "zydata.local", address 192.168.1.22 deleted.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHgaa ip host.

3.42 ip hotspot

OonucaHmne JlocTyn K rpynne KoMaHz ANst HaCTPOVikM YnpasneHus [lomaluHel CeTbo.
Mpedunkc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica IP

BxoxxaeHue B rpynny (config-hotspot)

CuHoncuc I(conﬁg)> ip hotspot

Mpumep (config)> ip hotspot
(config-hotspot)>
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa ip hotspot.

3.42.1 ip hotspot auto-scan interface

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

BkntounTb GOHOBOE CKaHMpPOBaHMe Ha 3aaHHOM UHTepdelice. Mo
YMOTYaHUIO BK/IHOUEHO.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.
Ja
Aa
Ja
IP

(config-hotspot)>  auto-scan interface <interface

(config-hotspot)> no auto-scan interface <interface»

AprymeHT 3HauyeHue OnucaHwue

interface UHTEepperic MonHoe nma nHTepderica nam NCeBAOHUM.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is unchanged.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

Bepcus OnucaHue

2.08 Job6asneHa komaHgaa ip hotspot auto-scan interface.

3.42.2 ip hotspot auto-scan interval

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTHbIVi BBOA,

3afaTb HTepBaa NPOBEPKN XOCTOB, HAXOAALLIMXCS OHAANH. [10 yMOnYaHUIo
ncnonb3yeTtca 3HayeHue 30.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHre Mo YMOAYaHUIo.
Ja
Ja

Het
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Tun nutepdeiica IP

CuHoncnc (config-hotspot)>  auto-scan interval <intervals

(config-hotspot)> no auto-scan interval

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
interval lenoe 4ucno |VIHTepBan CKaHMPOBAHWUA B CEKYHAAX.
Npumep (config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »
10 s.

(config-hotspot)> no auto-scan interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »

default.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.08 JobasneHa komaHaa ip hotspot auto-scan interval.

3.42.3 ip hotspot auto-scan passive

OonuncaHmne 3a4aTb CKOPOCTb MACCMBHOIO CKAHUPOBaHMS B XOCTax B cekyHay. Mo
YMONYaHUIO MCMOb3yeTCs 3HaYeHue 3.

KomaHga ¢ npedrkcom no Bo3BpaLlaeT 3Ha4eHne No yMOAYaHUIo.
MNpejukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config-hotspot)>  auto-scan passive «rates hps

(config-hotspot)> no auto-scan passive

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
rate lenoe 4ucno |CKOPOCTb NAacCUBHOIO CKaHNPOBaHUA.
NMpumep (config-hotspot)> auto-scan passive 5 hps

Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.

(config-hotspot)> no auto-scan passive
Hotspot::Discovery: :Manager: Auto-scan rate reset to default.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 [JobaeneHa komaHaa ip hotspot auto-scan passive.

3.42.4 ip hotspot auto-scan timeout

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcTaHoBUTb 0ddNaliHOBBIN TaliM-ayT 415 XOCTOB. [Nocne yka3aHHOro BpeMeHu
OTCYTCTBYIOLLMIA XOCT YAANSAETCH U3 CNMcKa 0B6Hapy>KeHHbIX XOCTOB XOT-CroTa.
Mo yMonuaHuo NCNob3yeTcsa 3HadeHme 35.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHve No yMOAYaHUIO.

Ja

[Ja

HeTt

IP

(config-hotspot)>  auto-scan timeout <timeout>

(config-hotspot)> no auto-scan timeout

AprymeHT 3HauyeHue OnucaHwue

timeout Uenoe umucno |OddnaiiHoBbIN TaliM-ayT B CeKyHAaX.

(config-hotspot)> auto-scan timeout 31
Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> no auto-scan timeout
Hotspot::Discovery: :Manager: Auto-scan host offline timeout reset »
to default.

Bepcus OnucaHue

2.08 Job6asneHa komaHgaa ip hotspot auto-scan timeout.

3.42.5 ip hotspot default-policy

OnuncaHune

OnpegennTb NOAUTUKY YnpaBneHus JomMalwlHein CeTbio 418 BCex
NHTepdercoB Nan HasHaunTL Npoduab goctyna B MHTepHeT. NonuTtrka
NPUMEHSETCS KO BCeM HTepdeincam, He MMerLLIMM COBCTBEHHOrO NpaBuaa
faoctyna, ip hotspot policy.

MonwnTtmka no ymonuyaHuo: permit.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

KomaHga ¢ npedurkcom no ycTaHaBAMBAET 3HAUEHWE MOANTUKN MO
YMOTYAHUIO.

Ja
Aa
Ja
IP
(config-hotspot)>  default-policy (<access» | policy»)

(config-hotspot)> no default-policy

AprymeHT 3HaueHue OnucaHue

access permit PaspewwnTb goctyn K ceTvi VIHTepHer.
deny 3anpeTnTb AOCTYN K ceTu VIHTepHerT.

policy Mpoguns poctyna|Ha3BaHme npoduna gocryna.

(config-hotspot)> default-policy permit
FHotspot: :Manager: Default policy "permit" applied.

(config-hotspot)> default-policy deny
Hotspot::Manager: Default policy "deny" applied.

(config-hotspot)> default-policy Policy®
Hotspot: :Manager: Default policy "Policy@" applied.

(config-hotspot)> no default-policy
Hotspot: :Manager: Default policy cleared.

Bepcus OnucaHve
2.09 Job6asneHa komaHaa ip hotspot default-policy.
2.12 Jlo6aBneH aprymeHT policy.

3.42.6 ip hotspot host

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

HacTtponTb NpaBrna Aoctyna nam 610KMPOBKN A1 ONpeaeneHHbIX KINeHTOB
YnpasneHusa JjomalwHein CeTbio. [laHHbIe MpaBuia MeloT 6osiee BbICOKWNT
NpUOPUTET, YeM HACTPOIiKa NOAUTUKM (CM. KoMaHay ip hotspot policy).

KomaHga ¢ npedunKcom no yaanset HacTPOnKY.
Ja
Ja

MHorokpaTHbI/i BBog, /[la
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Tun untepdeiica

CvHoncuc

AprymeHT

Mpumep

UcTopuns nameHeHuii

IP
(config-hotspot)>  host mac» (<access» | schedule <schedules | policy
policys)
(config-hotspot)> no host mac> (<access> | schedule | policy)
AprymeHT 3HaueHue OnucaHue
mac MAC-agpec MAC-agpec xocTa. XoCT JO/KEH BbITb
3aperncTprpoBaH 3apaHee ¢
rnomouybo komaHasl known host.
access permit PaspewwnTb goctyn K ceTvi VIHTepHer.
deny 3anpeTuTb JOCTyN K ceTu VIHTepHeT.
schedule PacnucaHne Ha3BaHve pacnncaHusa, co3gaHHoro
MNPV NOMOLLM FPYMMbl KOMaHA,
schedule.
policy Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.

(config)> known host MYTEST 54:e4:3a:8a:f3:a7
Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule "permit" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 deny
Hotspot: :Manager: Rule "deny" applied to host "54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 schedule MYSCHEDULE
Hotspot::Manager: Schedule "MYSCHEDULE" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 schedule
Hotspot::Manager: Host "54:e4:3a:8a:f3:a7" schedule disabled.

(config-hotspot)> host 54:e4:3a:8a:f3:a7 policy Policy®
Hotspot::Manager: Policy "Policy@" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 policy
Hotspot::Manager: Policy removed from host "54:e4:3a:8a:f3:a7".

Bepcus OnucaHve
2.06 [JobaeneHa komaHza ip hotspot host.
2.12 [JlobaBneHbl aprymeHThl permit, deny, schedule, policy.
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3.42.7 ip hotspot host priority

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.42.8 ip hotspot policy

OnucaHwne

Ha3HauunTb onpegeneHHbI npropuTeT BceMy Tpaduky, HanpaBaeHHOMY K
3aperncTpMpoBaHHOMY XOCTY. PercTpaLmsi XxocTa BbINOMHAETCS 3apaHee
npu nomowy koMaHabsl known host.

KomaHza c npedurKcom no yaansieTt npuopuTer.

Ja
Ja
Het

IP

(config-hotspot)>

host wmac> priority priority,

(config-hotspot)> no host mac» priority

AprymeHT

3HavyeHune

OnucaHue

mac

MAC-agpec

MAC-agpec xocTa.

priority

HauBbIcLWINA.

Kputnyecknii.

Bbicokui.

MoBbILLEHHbI.

CpeaHwnin.

HopManbHbI (MO yMOAYaHMIO).

1
2
3
4
5
6
7

Huskui.

(config-hotspot)> host 04:d2:cl:14:bc:59 priority 7
Hotspot::Manager: Applied priority "7" to host »
"04:d2:cl:14:bc:59".

(config-hotspot)> no host 04:d2:cl:14:bc:59 priority
Hotspot::Manager: Removed priority from host "04:d2:cl:14:bc:59".

Bepcusa

OnucaHune

3.08

[JobaeneHa komaHaa ip hotspot host priority.

OnpegennTtb NOANTUKY YNpasneHus [lomaluHeli CeTbio AN BbI6PaHHOro
NHTepderica. MonnTnka NPUMEHSEeTCS KO BCEM XOCTaM, He MMEeoLLMM
cobcTBeHHOro npaswuna goctyna ip hotspot host.
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Mpe¢ukc no

MeHsieT HacTpoiAKK

MHorokpaTHbIVi BBOA,

Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

MonnTnKa No yMonvaHuio: permit.

KomaHga ¢ npeqwn(covvl No yCTaHaB/IMBaeT 3Ha4YeHne NONNTUKN Mo
yMoO14aHuio.

Aa
Ja
Ja

IP
(config-hotspot)>  policy <interfaces (<accesss | policys)

(config-hotspot)> no policy <interface»

AprymeHT 3HauyeHue OnucaHwue
interface WHTepgeiic MNMonHoe nmsa Ethernet nHtepdeiica
WM NCEBAOHUM.
access permit PaspewwnTb goctyn K ceTni VIHTepHer.
deny 3anpeTuTb AOCTYN K ceTn IHTepHeT.
policy Mpog¢unb poctyna|Ha3BaHne npodunsa goctyna.

(config-hotspot)> policy Home permit
Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> policy Home deny
Hotspot::Manager: Policy "deny" applied to interface "Home".

(config-hotspot)> policy Home Policy®
Hotspot::Manager: Policy "Policy@" applied to interface "Home".

(config-hotspot)> no policy Home
Hotspot::Manager: Interface "Home" policy cleared.

Bepcus OnucaHue
2.06 JobasneHa komaHAa ip hotspot policy.
2.12 Job6asneH aprymeHT policy.

3.42.9 ip hotspot priority

OnuncaHune

Mpe¢ukc no

Ha3HauunTb onpegeneHHbI npropuTeT BceMy TpadurKy, HanpasBaeHHOMY K
nHTepdericy.

KomaHza c npedurKcom no yaanseTt npuopuTer.

Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

IP

(config-hotspot)>

priority <interfaces priority

(config-hotspot)> no priority <interface»

AprymeHT

3HayeHue

OnucaHue

interface

UHTepgenc

MonHoe nMs NHTepderca Nnn NCeBLOHNM.

priority

HauBbicuuni,

KpuTtnuecknia.

Bbicokuin.

[MoBbILLEHHBbIN.

CpeaHuin.

HopmanbHbI (N0 ymMon4aHuo).

1
2
3
4
5
6
7

Huskui.

(config-hotspot)> priority Home 7
Hotspot::Manager: Applied priority "7" to interface "Home".

(config-hotspot)> no priority Home
Hotspot::Manager: Removed priority from interface "Home".

Bepcus

OnucaHune

3.08

Job6asneHa komaHgaa ip hotspot priority.

3.42.10 ip hotspot wake

Otnpaeutb Wake-on-LAN nakeT Ha private u protected nHtep¢ericel xocTa.

OnuncaHune
Mpejukc no

MeHsieT HacTpoiKkmn

Het

HeT

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuviHoncuc

AprymeHThl

IP
(config-hotspot)>  wake wmac>
AprymeHT 3HauyeHue OnucaHwue
mac MAC-agpec MAC-aapec xocrTa.
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Mpumep

WcTopusa nsmeHeHum

(config-hotspot)> wake a8:1e:84:11:f1:22
Hotspot::Manager: WoL sent to host: a8:1e:84:11:f1:22.

Bepcus OnucaHue

2.08 Job6asneHa komaHgaa ip hotspot wake.

3.43 ip http lockout-policy

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

3aAaTb NapaMeTpbl OTCIEXNBAHWSA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponeit HTTP ana ny6anyHbix nHTepdericos. Mo ymondaHuio GyHKUmMA
BK/ItOYeHa. Ecm B kavecTBe aprymeHTa ncnosb3yeTcs 0, Bce napameTpbl

oTcnexvBaHus nepebopa 6yAyT cOpOLLEHbl B 3HaYeHNS MO YMOYaHMIO.
KomaHga ¢ npedurkcom no oTkIovaeT obHapyXXeHue nogoopa.

Ja

Ja

Het

IP

(config)>  ip http lockout-policy «thresholds [«durations
[cobservation-window]]

(config)> no ip http lockout-policy

AprymeHT 3HayeHue |OnucaHue

threshold Uenoe umucro|KonnuectBo HeyAaUHbIX MOMbLITOK BXOAA
B crcTemy. [1o yMONYaHWIO yCTaHOBMEHO
3HayveHune 5. MoxeT npuHMMaTh
3HayeHWsa B npegenax ot 4 Ao 20.

duration Uenoe uucso|[poAoKMUTENbHOCTL 3anpeTa
aBTOpM3auMK Ana ykasaHHoro IP-agpeca
B MUHYTax. [10 yMON4aHMI0 yCTaHOBNEHO
3HadeHue 15. MoxeT nprHumaTh
3HayeHusa B npegenax ot 1 A0 60.

observation-window|ljenoe 4ucso|MpofoONKNTENLHOCTL HAabNOAEHNS 3a
NoA03pUTENbHOM aKTUBHOCTBIO B
MUHyTax. 10 ymMon4aHu1o yCTaHOB/IEHO
3HayveHue 3. MoxeT NpUHMMaTb

3HadeHusa B npegenax ot 1 o 10.

(config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is enabled.
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UcTopuns nameHeHuii

(config)> no ip http lockout-policy
Http::Manager: Bruteforce detection is disabled.

(config)> ip http lockout-policy 0
Http::Manager: Bruteforce detection reset to default.

Bepcus OnucaHve

2.08 [JobaeneHa komaHza ip http lockout-policy.

3.44 ip http log access

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

Mpumep

NcTopusa nsmeHeHum

Brntountb pexum oTnagku Ha Beb-cepeepe (nginx). Mo ymonvaHuo ¢pyHKUmMsA
OTK/ItOYEHA.

KomaHga ¢ npeprKcoOM No OTKAHOHAET OTAAA0UHBIA PEXUM.
Ja

Aa

Het

IP

I (config)> ip http log access

I (config)> no ip http log access

(config)> ip http log access
Http::Manager: Enabled access logging.

(config)> no ip http log access
Http::Manager: Disabled access logging.

Bepcus OnucaHue

3.00 Job6asneHa komaHaa ip http log access.

3.45 ip http log auth

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

BknounTb normpoBaHme NonbITOK HeyAa4yHOM aBTopum3aunn B cucteme. Mo
YMONYaHMO GYHKLMA OTKIHOYEHa.

KomaHgaa ¢ npedprKcom no oTk/I0HaeT NorMpoBaHume.
Aa
Ja

282

CnpaBo4HMK KOMaHA — Lite (KN-1311)



naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc I (config)>  ip http log auth

I (config)> no ip http log auth

Mpumep (config)> ip http log auth
Http::Manager: Auth logging enabled.

(config)> no ip http log auth
Http::Manager: Auth logging disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobasneHa komaHgaa ip http log auth.

3.46 ip http log webdav

OonuncaHmne BknoUnMTb norvposBaHMe NonbITOK HeyAauYHOro NOAKIHOYEHUS K cepBepy

WebDAV. o ymonyaHuio GyHKLMSA OTKIH0YEHa.
KomaHga ¢ npedrkcom no oTKI0YaeT NorpoBaHue.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config)>  ip http log webdav

I (config)> no ip http log webdav

Mpumep (config)> ip http log webdav
WebDav: :Server: Enabled request tracing.

(config)> no ip http log webdav
WebDav: :Server: Disabled request tracing.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.04 [JobaeneHa komaHza ip http log webdav.
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3.47 ip http port

OnucaHwue HasHaunTtb HTTP nopT ans Beb-nHTepdelica Lite. Mo ymonyaHumio
ncnonb3lyeTca nopt 80.

KomaHga ¢ npedunkcom no yctaHaBIMBaET MOPT MO YMOJTUAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config)>  ip http port «port>

(config)> no ip http port

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
port lenoe umucno |Hosbih nopT HTTP.
NMpumep (config)> ip http port 80860

Http::Manager: Port changed to 8080.

(config)> no ip http port
Http::Manager: Port reset to 80.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.08 JlobaBneHa komaHaa ip http port.

3.48 ip http proxy

OnucaHwue JocTtyn K rpynne KomaHa ans Hactpoikm HTTP npokcu. Ecav npokcn He
HaAeH, KOMaHAa NbITaeTCca ero Co3Aathb.

KomaHga ¢ npedurkcom no yaanseTt NpoKcu.
MNpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica IP

BxoxpaeHue B rpynny (config-http-proxy)
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Cunoncuc (config)>  ip http proxy name>
(config)> no ip http proxy name>
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
name Crtpoka ma HTTP npokcw.
Mpumep (config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.08 Job6asneHa komaHgaa ip http proxy.

3.48.1 ip http proxy auth

OnucaHue Bknrountb aBTopusaumto ansa HTTP-npokcn. o ymondaHuio napamMmeTp
OTKJIHOUEH.

KomaHga ¢ npedurkcom no oTkaro4aeT aBTopmsaunto a4na HTTP-npokcu.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-http-proxy)>  auth

I (config-http-proxy)> no auth

Mpumep (config-http-proxy)> auth
Http::Manager: Proxy password auth is enabled.

(config-http-proxy)> no auth
Http::Manager: Proxy password auth is disabled.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.10 Jlo6aBneHa komaHga ip http proxy auth.

3.48.2 ip http proxy domain

OnucaHune YcTaHOBWUTL fJOMeHHOe M4, onpejensatowee FQDN BUPTyanbHOro XocTa.

KomaHga c npedunkcom no yganseTt HacTPOKY.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CnHoncuc (config-http-proxy)>  domain static «domain»

(config-http-proxy)> no domain

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
domain Ctpoka JlomeHHOoe nm4.
Mpumep (config-http-proxy)> domain static example.net

Http::Manager: Configured base domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobasneHa komaHaa ip http proxy domain.

3.48.3 ip http proxy domain ndns

OnucaHue Vicnonb3oBaTb fOMeHHOe nM4, nonyyeHHoe oT cepBrca NDNS. Echv gaHHas
onuusa BKAOYEHa, HacTpoKka ip http proxy domain ctupaetcs.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CnHoncumc | (config-http-proxy)>  domain ndns

I (config-http-proxy)> no domain ndns

Mpumep (config-http-proxy)> domain ndns
Http::Manager: Configured ndns domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JlobaeneHa komaHaa ip http proxy domain ndns.

3.48.4 ip http proxy force-host

OnuncaHmne BknounTb nepeonpegeneHne 3aronoska Host ans upstream.
KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica IP

CnHoncuc (config-http-proxy)>  force-host «force-host>

(config-http-proxy)> no force-host

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
force-host |Ctpoka IP-agpec nnn gomeHHoe nms.
Npumep (config-http-proxy)> force-host 192.168.8.1
Http::Proxy: "modem": enabled Host header enforcing to »
"192.168.8.1".

(config-http-proxy)> force-host modem.keenetic.pro
Http::Proxy: "modem": enabled Host header enforcing to »
"modem. keenetic.pro".

(config-http-proxy)> no force-host
Http::Proxy: "modem": disabled Host header enforcing.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.06 Jlo6aBneHa komaHga ip http proxy force-host.

3.48.5 ip http proxy preserve-host

OnucaHue YCTaHOBUTb napamMeTp 414 COXpaHeHnA NCXO4HOro 3arosioBka rnpu
NPOKCnpoBaHMN.

KomaHaa ¢ npeprKcom no oTKNtoUYaeT HaCTPONKY.
Mpedukc no Ja

MeHsieT HacTpoiikn  [la
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

IP

I(config-http-proxy)> preserve-host

I (config-http-proxy)> no preserve-host

(config-http-proxy)> preserve-host
Http::Manager: Proxy HTTP Host header preservation is enabled.

(config-http-proxy)> no preserve-host
Http::Manager: Proxy HTTP Host header preservation is disabled.

Bepcus OnucaHue

2.13 Job6asneHa komaHaa ip http proxy preserve-host.

3.48.6 ip http proxy security-level

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

AprymeHTsl

Mpumep

YcTaHOBUTb YpoBeHb 6e3onacHocTn Ans HTTP-npokcu. Mo ymonvaHumio
YyCTaHOB/IEHO 3HayeHue private.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Aa

Ja

HeTt

IP

(config-http-proxy)>  security-level (public | private)

(config-http-proxy)> no security-level

AprymeHT 3HauyeHue OnuncaHwue

public Krwyesoe Joctyn K HTTP-npokcm paspeleH aas public,
C/1I0BO private n protected nHtepdeiicos.

private Knwyesoe Joctyn K HTTP-npokcu paspeLueH ToJ/IbKO 414
C/I0BO private nHTepdelicos.

(config-http-proxy)> security-level public
Http::Proxy: "testl": set public security level.

(config-http-proxy)> no security-level
Http::Proxy: "testl": unset public security level.
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.05 [JobaeneHa komaHaa ip http proxy security-level.

3.48.7 ip http proxy upstream

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

YcraHoBUTb agpec HTTP nan HTTPS cepBepa, Ha KOTOpbIi 6yayT
nepeHanpaBAsATbLCA 3anpochl.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
Ja

Aa

Het

IP
(config-http-proxy)> upstream(http | https)(wmac> | <ip> | «fqdns) [«ports]

(config-http-proxy)> no upstream

AprymeHT |3HaueHue OnucaHve

http Knouesoe cnoso |HTTP cepsep.

https Kmiwyesoe cnoso |HTTPS cepsep.

mac MAC-appec MAC-aapec cepsepa.

ip IP-agpec IP-agpec cepBepa.

fqdn FQDN NonHoe foMeHHOe NMA cepaepa.
port Uernoe yucno Homep nopra.

(config-http-proxy)> upstream http 192.168.1.1 8080
Http::Manager: Proxy "TEST" upstream was set.

(config-http-proxy)> upstream https google.com 443
Http::Proxy: "modem": set https upstream google.com, port 443.

(config-http-proxy)> no upstream
Http::Manager: Remove upstream info for proxy "test".

Bepcus OnucaHve
2.08 Jlo6aBneHa komaHga ip http proxy upstream.
3.05 JobaBneHo knro4eBoe C/10BO https.

Lite (KN-1311) — CnpaBO4YHMK KOMaHA 289



naBa 3 OnncaHme KoMaHp,

3.48.8 ip http proxy x-real-ip

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb noaaepxky 3aronoskos X-Real-IP and X-Forwarded-For ana HTTP
npokcu.

KomaHga ¢ npedrKCOM Nno OTKAKOHAaEeT 3arooBKuN.
Ja

Ja

Het

IP

I (config-http-proxy)>  x-real-ip

I (config-http-proxy)> no x-real-ip

(config-http-proxy)> x-real-ip
Http::Proxy: "testl": enabled X-Real-IP and X-Forwarded-For »
headers.

(config-http-proxy)> no x-real-ip
Http::Proxy: "testl": disabled X-Real-IP and X-Forwarded-For »
headers.

Bepcus OnucaHve

3.05 [Jlo6aBneHa komaHga ip http proxy x-real-ip.

3.49 ip http security-level

OnucaHwne

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

YCTaHOBUTb YpOBEHb 6€30MacHOCTL A1 YAAIEHHOIO A0CTyra K Be6
nHTepoelicy Keenetic. Mo yMonyaHMIO yCTaHOB/IEHO 3HaUeHe private.

Het

Ja
Het

IP

(config)> iphttpsecurity-level (public[ssl] | private | protected)

AprymeHT (3HauyeHue OnucaHwue

public Knwyesoe cnoso|[locTyn Kk Be6 nHTepdeiicy paspeLueH aAns
public, private n protected nHTepdeiicos no
HTTP n HTTPS.
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AprymeHT |(3HayeHue OnucaHwue

private Knwyesoe cnoso|[locTyn Kk Be6 nHTepdeiicy paspeLleH Ans
private nHTepdericos.

protected |Kmwoyesoe croso|[ocTyn K Beb6 MHTepdency paspeLueH A5
private n protected nHtepdelicos.

ssl Kno4yesoe cnoso|ocTyn Kk Be6 nHTepdeiicy paspeLleH ans
public nHTepdelicoB Tonbko yepes HTTPS.

Npumep (config)> ip http security-level protected
Http::Manager: Security level changed to protected.

(config)> ip http security-level public ssl
Http::Manager: Security level set to public SSL.

WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.08 JobasneHa komaHgaa ip http security-level.
3.00 Jlo6aBneH napametp ssl.

3.50 ip http ssl acme get

OnucaHune Co3gatb 1 nognucaTb cepTudmkat SSL Ana ykazaHHOro AOMEHHOro MMeHN
(no ymonuaHuto, KeenDNS). [lna Hero fosXeH 6blTb NpefoCcTaBAeH JOCTYnN
13 NHTepHeTa.

MNpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc (config)> ip http ssl acme get [ <«domains ]
AprymeHTbI Argument |3HaueHne |OnucaHue
domain CTpoka JomeHHoe nms KeenDNS.
NMpumep (config)> ip http ssl acme get mytest.keenetic.pro
Acme::Client: Obtaining certificate for domain »
"mytest.keenetic.pro" is started.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 JobasneHa komaHaa ip http ssl acme get.
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3.51 ip http ssl acme revoke

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

OTMeHUTb 1 yaanuTb SSL-cepTndurkat Ana ykazaHHOro AJOMeHHOro MMeHu
(KeenDNS, no ymon4vaHuio).

Het
Het

Het

(config)> ip http ssl acme revoke <domain

AprymeHT 3HauyeHue OnuncaHwue

domain Ctpoka JomeHHoe nms KeenDNS.

(config)> ip http ssl acme revoke mytest.keenetic.pro
Acme::Client: Revoking certificate for domain »
"mytest.keenetic.pro" is started.

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga ip http ssl acme revoke.

3.52 ip http ssl acme list

OnucaHune
Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

MokasaTb cnncok 6ecnnaTHbIX cepTudukaTos Let s Encrypt B cucteme.
Het
Het

Het
I(conﬂg)> ip http ssl acme list

(config)> ip http ssl acme list
certificate:
domain: cc6b5a71a7644903b51a5454.keenetic.io
should-be-renewed: no
is-expired: no
issue-time: 2018-06-20T09:16:30.000Z
expiration-time: 2018-09-17T09:16:30.000Z

certificate:
domain: mytest.keenetic.pro
should-be-renewed: no
is-expired: no
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issue-time: 2018-06-28T16:36:56.000Z
expiration-time: 2018-09-25T16:36:56.000Z

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.1 Job6asneHa komaHga ip http ssl acme list.

3.53 ip http ssl enable

OnucaHue Bkarountb SSL Ha HTTP cepsepe. o ymonyaHuto, SSL oTktoUeH.
KomaHga ¢ npedurkcom no oTkarouaet SSL.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica IP

CnHoncuc I (config)> ip http ssl enable

I (config)> no ip http ssl enable

Mpumep (config)> ip http ssl enable
Http::Manager: Enabled SSL service.

(config)> no ip http ssl enable
Http::Manager: Disabled SSL service.

VlCTOleﬂ M3MeHeHuA Bepcmﬂ onvicaHue

2.07 Jlo6aBneHa komaHga ip http ssl enable.

3.54 ip http ssl redirect

OonucaHue BkntounTb aBTOMaTUYECKOE NepeHanpas/ieHre Ha JOMeHaXx C cepTidUKaTom
SSL. Mo yMonyaHuio nepeHanpasieHme BKIOYEHO.

KomaHga c npedurkcom no oTkAoYaeT nepeHanpasneHue.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica IP
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I(conﬂgﬁ> ip http ssl redirect

I (config)> no ip http ssl redirect

(config)> ip http ssl redirect
Http::Manager: Redirect to SSL is enabled.

(config)> no ip

http ssl redirect

Http::Manager: Redirect to SSL is disabled.

Bepcusa

OnucaHune

2.1

JobasneHa komaHgaa ip http ssl redirect.

3.55 ip http x-frame-options

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepderica

CvHoncuc

AprymeHThl

Mpumep

NcTopus nsmeHeHum

YCTaHOBUTbL 3HaYeHMe 3aronoBka X-Frame-Options ansa Be6-cepsepa (Nginx)
B AJOMaLlHeM CerMeHTe CeTu.

KomaHza c nped1KcomM no oTKIoYaeT HaCTPOWKY.

Ja
Ja
HeT

IP

(config)> ip http x-frame-options «x-frame-options;

(config)> no ip http x-frame-options «x-frame-options»

AprymeHT

3HayeHue |OnucaHvie

x-frame-options

Ctpoka 3HaueHue X-Frame-Option.

(config)> ip http x-frame-options DENY
Http::Manager: Set X-Frame-Options to "DENY".

(config)> no ip

http x-frame-options DENY

Http::Manager: Disabled X-Frame-Options header.

Bepcus

OnucaHune

3.05

Job6asneHa komaHgaa ip http x-frame-options.
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3.56 ip name-server

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

HactpouTts IP-agpeca cepsepoB DNS. CoxpaHeHHble TakiM 06pa3om agpeca
Ha3bIBalOTCHA CTATUYECKMMU, B MPOTUBOMONOXHOCTb AUHAMUYECKUM —
3aperucTpmpoBaHHbIM cyxbamu PPP nnn DHCP.

AKTUBHbBIMW, TO €CTb NCMO/b3YeMbIMU B JAHHLIA MOMEHT ajpecamMu, ABNSOTCA
Te, KOTopble 6bIIN 3aperncTprpoBaHbl Mo3xe octanbHbIX. O6bIYHO cncTeMa
1crnonb3yeT agpeca, NoayYeHHble HECKObKUMW NociefHUMM YCreLHo
NOAKNOUNBLUNMUCS cny>K6amu PPP nnn DHCP. EcAn HX 04Ha U3 CyX6 He
perncrpupyet agpeca DNS akTUBHbIMU BYAYT cTaTUYeCcKmMe HaCTPOMKMN.
OgaHako, ecnv Nocsie perncTpaumm JUHaMmmn4eckmnx afpecos rnoJib3oBartesnem
6b111 V3MEHeHbI CTaTUYecKme HaCTPOMKM, OHU CTAHOBATCA aKTUBHbLIMU, MOKa
He 6yAyT 3aperucTpmpoBaHbl HOBble AHaMUYecK e ajgpeca.

ip name-server MOXHO BBOAMTb MHOTOKPaTHO, ec/in TpebyeTcs HacTpouTb
HecKkoJibKo agpecoB DNS-cepBepoB. KpomMe TOro, KaxaomMy BBeieHHOMY
aipecy MOXHO COMOCTaBUTb O4HO NN HECKOBKO JOMEHHbLIX UMEH A5
paboTbl co cneundmnyeckMmMy 30Hamm, HanpumMep, 10KaabHbIMUA UMEHaMU B
KOPNOpaTMBHON ceTu.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIn agpec cepsepa DNS u3
CTaTMYeCcKoro N akTUBHOIO CrMNCKa, eCY KOMaHAa AAeTcs C aprymMeHTamu,
NM60 ounLL@eT CNUCOK CTaTUYeCKUX afpecoB, ecnu KOMaHAa AaeTca 6e3
aprymeHToB.

Aa
Ja
Ja
IP

(config)> ipname-serveraddress>[: port>][«domains[on<interface

11

(config)> no ip name-server [ «addresss [ : <port>]][ «domain [ on
<dnterfaces]]

AprymeHT 3HayeHue OnuncaHwue

address IP-agpec Ajpec cepBepa NMeH.
port UYenoe uucro |I1opT cepBepa MMeH.
domain Crpoka JloMeH, ans KOTOPOro byAeT MCMoAbL30BaTbCA

cepsep. DNS-npokcn npu paspeLueHumn
NMEeHU B MepByto oyepesb BblbMpaeT agpec
cepBepa ¢ Hanbonee 6N3KMM K 3anpocy
AomMeHoM. Ecnum fomeH He yka3sblBaTb, cepeep
6yAeT NCMoNb30BaTbCA ANA BCeX 3aMnpoCoB.

BblpaxeHune "" ncnonb3yeTcs Kak 4OMeH Mo
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopusa nsmeHeHwnii

3.57 ip nat

OnuncaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

AprymeHT 3HauyeHue OnuncaHwue

yMoOn4aHuo. MakcmManbHoe KoAn4ecTso
AoMeHoB ansa ogHoro DNS-cepBepa — 16.

interface WHTepgeiic Nma nutepderica Ana HacTpomkuy.

(config)> ip name-server 8.8.8.8 "" on ISP
Dns::InterfaceSpecific: Name server 8.8.8.8 added, domain »
(default), interface ISP.

(config)> no ip name-server
Dns::Manager: Static name server list cleared.

Bepcus OnucaHue
2.00 JobaBneHa koMaHAa ip name-server.
2.14 JlobaBneH aprymeHT port.

BKAHOUNTb TPAHCAALMIO «JIOKaNbHbIX» aApecoB ceTu network nnn cetn 3a
nHTepdericom interface. Hanpumep, komaHga ip nat Home o3HauaerT, uTto
4151 BCeX MaKeToB M3 ceTy Home, MPOXOAsALLMX Yepes3 MapLupyTunsaTop, byaet
BbIMOJ/IHEHA MOAMEHa ajpecoB NCTOYHMKA.

Ja
Aa
Ja
IP
(config)>  ip nat («dnterfaces | «address> aask>)

(config)> no ip nat (<interfaces | <address> mask>)

AprymeHT 3HauyeHue OnucaHue

interface UHTeppeic Nms nHTepdelica NCToYHMKa (MONHOE NMS
nHTepderica nan NnceBgoHNM).

address IP-agpec BmecTe ¢ mackon mask 3agaeT AgManasoH
IP-aapecoB NcTouHKKa, Nognexatumx
TpaHcasauun.

mask IP-macka Macka gnanasoHa TpaHcnaumn. Ectb aBa

cnocoba BBOAA MacKn: B KAHOHNYECKOM BUje
(Hanpumep, 255.255.255.0) v B BUAe
61TOBOI ANVHBI Npedukca (Hanpumep, /24).
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naBa 3 OnncaHme KOMaHA,

Mpumep (config)> ip nat Home
Network::Nat: A NAT rule added.

(config)> no ip nat Home
Network::Nat: A NAT rule removed.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa KkomaHaa ip nat.

3.58 ip nat full-cone

OnucaHwue BrntounTb pexuM Full Cone NAT. T1o yMOAYaHUIO peXnM BbIK/THOUEH.
KomaHga ¢ npedrnKcom no OTKA0YAET 3TOT PEXUM.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

Tun nHTepdeiica IP

CuHoncuc I (config)>  ip nat full-cone

I (config)> no ip nat full-cone

Mpumep (config)> ip nat full-cone
Network::Nat: Full cone mode enabled.

(config)> no ip nat full-cone
Network::Nat: Full cone mode disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 Job6asneHa komaHgaa ip nat full-cone.

3.59 ip nat restricted-cone

OnucaHwue BrntounTb pexxunm Restricted NAT. TTo yMOAYaHNIO PEXUM BbIK/THOYEH.
KomaHga ¢ npedrkcom no OTKAYAET 3TOT PeXUM.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

Tun nutepdeiica IP

CnHoncuc I (config)> ip nat restricted-cone

I (config)> no ip nat restricted-cone

Npumep (config)> ip nat restricted-cone
Network::Nat: Restricted cone mode enabled.

(config)> no ip nat restricted-cone
Network: :Nat: Restricted cone mode disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 [Jlo6baBneHa komaHgaa ip nat restricted-cone.

3.60 ip nat sstp

OnucaHue BknounTb TpaHCAALMIO aApecoB AN KAneHToB SSTP.
KomaHga ¢ npedurkcom no yaansiet npasuso.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CuHoncuc I (config)>  ip nat sstp

I (config)> no ip nat sstp

Mpumep (config)> ip nat sstp
SstpServer::Nat: SSTP VPN NAT enabled.

(config)> no ip nat sstp
SstpServer::Nat: SSTP VPN NAT disabled.

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onucaHvie

2.12 JobasneHa KoMaHaa ip nat sstp.

3.61ip nat vpn
OnucaHwue Bkntoumnts TpaHcnauuio agpecos ana VPN-kKNeHTOB.

KomaHza c npedurKcom no yaansiet npasuso.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

IP

CuHoncnc I (config)> ip nat vpn
I (config)> no ip nat vpn
Mpumep (config)> ip nat vpn
VpnServer::Nat: PPTP VPN NAT enabled.
(config)> no ip nat vpn
VpnServer::Nat: PPTP VPN NAT disabled.
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.04 [Jlo6baBneHa koMaHga ip nat vpn.

3.62 ip policy

OnucaHune JocTyn K rpynne KoMaHa AN HacTporkn npodunsa goctyna B VIHTepHeT —
npasuaa Bblbopa MapLUpyTa Mo YMOJIYaHUKO AJIS1 XOCTOB U CEerMEHTOB
AOMaLuHel ceTu. Ecnim npodunb AocTyna He HaliAeH, KOMaHAA NbITaeTcs ero
co3gaTb. MoxHO co3aaTth He 6onee 16 npoduneii.

KomaHga c npedurkcom no yaanseT ykasaHHbIA Npoduab 4oCTyna 13 cnmcka.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a

Bxo>xaeHue B rpynny (config-policy)

CnHoncuc (config)>  ip policy name>
(config)> no ip policy name>
AprymeHTbI AprymeHT 3HaueHue OnucaHue

name Mpog¢uns poctyna|Ha3BaHwe npodunnsa goctyna.
JonyckaeTcs ncnosb3oBaHme
CMBOJI0B JTATUHCKOro andasunTa,
undp, noguepkmeaHus n jeduca. He
6os1ee 32 cUMBOJIOB.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config)> ip policy Policy0
Network: :PolicyTable: Created policy "Policy0@".

(config)> no ip policy Policy0
Network: :PolicyTable: Removed policy "Policy0@".

Bepcus OnucaHve

2.12 [JobaeneHa komaHza ip policy.

3.62.1 ip policy description

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

HasHaunTb Npon3Bo/ibHOE onmncaHve Npodunto foctyna B IHTepHeT.
KomaHga ¢ npedrkcom no cTmpaet onvcaHume.

Ja

Aa

HeTt

IP

(config-policy)>  description «descriptiom

(config-policy)> no description

AprymeHT 3HauyeHue OnucaHwue

description |CTpoka Mpoun3BonbHOE onncaHne Nnpodunsa JocTyna.
JlonyckaeTca ncnosib3oBaHve CIMBOJIOB
natuHckoro andasuTta, undp,
noguepkmeaHus n geduca. He bonee 256

CMMBOJIOB.

(config-policy)> description PolicyOne
Network::PolicyTable: "Policy0": updated description.

(config-policy)> no description
Network: :PolicyTable: "Policy0": updated description.

Bepcus OnucaHve

2.12 JobasneHa komaHgaa ip policy description.

3.62.2 ip policy multipath

OnuncaHwne

Brntountb GyHKLNIO OA4HOBPEMEHHOTO Ncnosib3oBaHUa WAN-noaktoueHnin
B pexunme 6anaHCUPOBKU.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.
Ja

Aa

Het

IP

I(config-policy)> multipath

I (config-policy)> no multipath

(config-policy)> multipath
Network: :PolicyTable: "Policy0": enable multipath.

(config-policy)> no multipath
Network::PolicyTable: "Policy0": disable multipath.

Bepcus OnucaHue

2.14 Job6asneHa komaHgaa ip policy multipath.

3.62.3 ip policy permit

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

PaspeLumnTb ncnosib3oBaHme Npoduas 4oCTyna Ans rnobanbHOro nHTepderica.
Ecnm ogviH npodurnb focTyna pa3peLleH AN HeCKONbKMX MHTepdencos,
MO>XHO yKazaTb NPUOPUTET ASIA KaXA0ro N3 HUX.

KomaHaa ¢ npedurkcom no 3anpeLlaeT UCNosib3oBaHMe Npoduns Aoctyna
AN ykasaHHoOro nHtepdeiica. Ecam BBecTn KOMaHAy 6e3 aprymeHToB,
npodunb foctyna byaeT 3anpeLleH A5 Bcex MHTepdelicos.

Ja
Ja
Ja
IP
(config-policy)>  permit global <interfaces> [ order «orders]

(config-policy)> no permit [ global <interfaces ]

AprymeHT |(3HauyeHue OnucaHwue
interface |WHTepgeinc MNMonHoe nmsa nHTepdeinca Nan NCEBAOHUM.
order Lenoe uucno MpuopuTeT rnobanbHOro nHTepdeiica, Ans

KOTOpOro paspeLleH npoduab focTyna.
MoXeT NpUHNUMaTb 3HaUeHUs B Npejenax
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHwnii

AprymeHT |(3HayeHue

OnucaHwune

oT 1 10 65534, HO He 6onee, Yem
KOJINYeCTBO rnobanbHbIX MHTepdelicos

(config-policy)> permit global L2TPO order 0

Network: :PolicyTable:

"Policy0":

set permission to use L2TPO.

(config-policy)> no permit global L2TPO

Network: :PolicyTable: "Policy0":

set no permission to use L2TPO.

Bepcus OnucaHve

2.12

Jlo6baBneHa komaHga ip policy permit.

3.62.4 ip policy permit auto

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

ABTOMaTM4eckun pa3pelatb HOBbl€ MOAKIHYEHNA ANA l'lpO(I)I/IJ'IFl AocCTyna.

Mo yMon4aHuio GyHKLUS OTKIHOYEHA.

KomaHgaa c npedurkcom no yaansiet aBToMaTnyeckoe paspeLleHue.

Ja
Aa
HeTt

IP
I(config-policy)> permit auto
I (config-policy)> no permit auto

(config-policy)> permit auto
Network: :PolicyTable:

(config-policy)> no permit auto

"Policy0":

set auto permission.

Network::PolicyTable: "Policy0": set auto permission.
Bepcus OnucaHue
2.12 Job6asneHa KomaHaa ip policy permit auto.

3.62.5 ip policy rate-limit input

OnuncaHune

[lo6aBuUTbL NapaMeTpbl OrpaHNYeHNs BXOASALLEN CKOPOCTU ANSA robanbHbIX

nHTepdericos npodunsa goctyna.

KomaHza c npedurKcom no yaansieT HacTpoiiky.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CuHoncnc (config-policy)>  rate-limit <interfaces> input (<rate> | auto)

(config-policy)>  rate-limit <interfaces no input

AprymeHTbI AprymeHT |3HauyeHue OonucaHue

interface |WHTepgesc Wms rnobansHoro IP-nHTepdeiica ans
orpaHuueHuns Tpadumka rpynnom
Ha3Ha4YeHHbIX Npoduer.

rate Lenoe 4ucno MpeaenbHas cKOpocTb Nepeaayn AaHHbIX
B Kéut/c. MoxeT NpMHMMaTh 3Ha4YeHus B
npegenax ot 64 Ao 1000000.

auto Knyesoe €080 |PexyM aBTOHACTPOKM.

Npumep (config-policy)> rate-limit WifiMasterl/WifiStation® input auto
Network: :PolicyTable: "Policy@": set input rate limit to "auto".

(config-policy)> rate-limit WifiMasterl/WifiStation0® input 100000
Network: :PolicyTable: "Policy@": set input rate limit to "100000" »
kbps.

(config-policy)> rate-limit WifiMasterl/WifiStation® no input
Network::PolicyTable: "Policy0": reset input rate limit.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.05 Jlo6aBneHa komaHga ip policy rate-limit input.

3.62.6 ip policy rate-limit output

OnucaHune Jlo6aBUTL NapaMeTpbl OrPaHNUEHUS UCXOASALLEN CKOPOCTU AN TN06a/IbHbIX
nHTepdercoB npoduaa goctyna.

KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het

Tun nHTepdeiica IP
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-policy)>  rate-limit <interfaces output («rate> | auto)
(config-policy)>  rate-limit <interface> no output
AprymeHTbI AprymeHT |3HaueHue OnucaHue
interface |MHTepgelic Vmsa rnobansHoro IP-nHtepdeiica ans
orpaHnyeHus Tpadumka rpynrnom
Ha3Ha4eHHbIX Npodune.
rate Lenoe uymncno MpenenbHas CKOpOCTb Nepefaydn JaHHbIX
B K6UT/C. MOXET MPUHMMAaTb 3HaYeHNs B
npegenax ot 64 Ao 1000000.
auto KmoyeBoe cnoBo|PexXM aBTOHaCTPOKN.
Mpumep (config-policy)> rate-limit ISP output auto

Network::PolicyTable: "Policy0": set output rate limit to "auto".

(config-policy)> rate-limit ISP output 1000
Network::PolicyTable: "Policy0": set output rate limit to "1000" »

kbps.

(config-policy)> rate-limit ISP no output
Network::PolicyTable: "Policy0": reset ouput rate limit.

UcTopuns nameHeHuii

Bepcus OnucaHve
3.05 JobasneHa komaHaa ip policy rate-limit output.
3.08 Jlo6aBneH aprymeHT auto.

3.63 ip route

Jo6aBuTb B TabAMLy MapLUPYTU3aLMN CTAaTUYECKUIA MapLUPYT, KOTOPbIA
3ajaeT npaBunao nepegayumn IP-nakeToB Uepes onpejeneHHbIl W3 UK
ceTeBoOW UHTepderic.

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

B kauecTBe ceTn Ha3HayYeHMA MOXHO yKasaTb kitoyeBoe cnoBo default. B
3TOM C/lyyae 6yeT co3jaH MapLUPYT MO YMONYAHUIO.

KomaHza ¢ npedunkcom no yzanseT MapLUpyT € yKazaHHbIMY NapaMeTpamu.

Aa
Ja
Ja
IP
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naBa 3 OnncaHme KOMaHA,

Cunoncuc (config)>  ip route ( networks «mask> | <host> | default) ( «gateway>
[interface] | <interfaces) [auto] [metric] [reject]
(config)> no ip route ( <network> amask> | <host> | default) [«gateway: |
<dnterface] [metric]
AprymeHTbI AprymeHT |3HaueHue OnucaHue
network IP-agpec IP-agpec ceTn Ha3HayeHus.
mask IP-macka Macka ceT HazHayeHus. EcTb ABa cnocoba

BBOJa MacKn: B KAHOHNYECKOM BUje
(Hanpwumep, 255.255.255.0) 1 B Buge
6uTOBOM ANNHBI NpedurKca (Hanpumep, /24).

host IP-agpec IP-agpec y3na HasHaveHus.

default Knwuyesoe cnoso|lcnonb3yerca AN 3agaHna MapLLPYTOB Mo
YMONYaHUIO.

interface |WHTepgeric MNMonHoe nmsa nHTepdeinica nnv NCEBLOHNUM.

YKka3blBaeTcs B KayecTBe HanpaBiaeHUs
nepejayv rnakeToB, eC/in K UHTepdency
MOAKMOYEH KaHaN TOYKa-Touka, He
TpebyroLLnii AONONHUTENbHOV agpecauunn
BHYTPW KaHana.

Ecnn Ha nHTepdelice yctaHOBNEH
npuopwuTteT interface ip global, mapwwpyT
£,06aBAAETCH B CUCTEMHYIO TabnLy TONbKO
B TOM CNyyae, ey He CyLLleCcTBYeT 4pyroro
MapLUpyTa C TEM Xe apecoM Ha3HayYeHWns
1 661bLWNM NPUOPUTETOM.

gateway IP-agpec IP-agpec mapLupyTmnsaTopa B
HernocpeACTBEHHO NOAK/IHOUYEHHON ceTu.
MoxeT bbITb 3ajjaH BMecTe C UMeHeM
nHTepdelica, ecin TpebyeTcs ykasaTb
npuopwutet interface ip global. Ecan
nHTepdelic He yKasaH, OH onpejensieTcs
CNCTEMOI aBTOMATUYeCKM N3 TeKYLLX
HacTpoek IP.

auto Kriwyesoe cnoso|l1o3BONSET NPUMEHUTL MapLUPYT TOrA4a,
KOrfa CTaHeT AOCTYyrneH YKa3aHHbI B HeM
LL/THO3.

metric lenoe uucno MeTpuka MapLupyTa. B TekyLei

peanunsaunmn UTHOPUPYEeTCS.

reject KmtoueBoe cs1080|BKAIOUNTE MapLLPYT, UTO6bI NCNO/B30BaTh
TONbKO BbIOpPaHHbLIN UHTepbenc ans
MapLUpyTM3auum Tpadurka K yKazaHHOMY
MecCTy Ha3HaueHwus. Ecim ykasaHHbIN
nHTepdelic He akTUBEH, TO TpaduK He
nepeaaeTcs no ApyrumM BO3MOXHbIM
MapLupyTaMm. 3Ta onuma paboTaeT TONbKO
Npv NCNOAb30BaHUKX OMNUMK auto 1 He
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naBa 3 OnncaHme KoMaHp,

AprymeHT

3HauyeHve

OnucaHwune

MOXET MPUMEHATLCS K MapLUpPYTy Mo
YMONYaHUIO.

Mpumep

(config)> ip route default Home
Network: :RoutingTable: Added static route: 0.0.0.0/0 via Home.

(config)> ip route 123.123.123.123 Wireguardl auto reject
Network: :RoutingTable: Added static route: 123.123.123.123/32 »
via Wireguardl.

(config)> no ip route 123.123.123.123 Wireguardl
Network: :RoutingTable: Deleted static route: 123.123.123.123/32 »
via Wireguardl.

(config)> no ip route default
Network: :RoutingTable: No such route: 0.0.0.0/0.

UcTopuns nameHeHuii

Bepcus OnucaHve
2.00 JobasneHa koMaHga ip route.
3.08 JlobaBneHa onuus reject.

3.64 ip search-domain

YKa3aTtb fOMeH rnouncka 4Jis pa3peweHnda HeENONHbIX NMeH XOCTOB.

OnucaHune
MNpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTbl

Mpumep

KomaHgaa c npedrkcom no yaansiet HacTporiky.

Ja
Aa

Het

(config)>

ip search-domain «domain»

(config)> no ip search-domain

AprymeHT

3HavyeHue

OnucaHue

domain

Crpoka

JoMeHHOoe nwvs.

(config)> ip search-domain my.example

(config)> no ip search-domain my.example
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHaa ip search-domain.

3.65 ip sip alg direct-media

OnucaHwue 3ameHuTb IP-agpec B none Owner npotokona SDP. 3Ta dyHKUuA ncnonb3yeTcs

YTObbI HE HaCTpanBaTh OTAe/bHbIM Npobpoc nopToB Ans VoIP-Tpaduka. Mo
YMONYaHMIO HacTPOIKa OTK/IOHeHa.

KomaHaa ¢ npedrKcom no oTKNtoYaeT HaCTPONKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het

CuHoncuc I(config)> ip sip alg direct-media

I (config)> noip sip alg direct-media

Mpumep (config)> ip sip alg direct-media
Sip::Alg: Direct media enabled.

(config)> no ip sip alg direct-media
Sip::Alg: Direct media disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.11 Jlo6aBneHa komaHga ip sip alg direct-media.

3.66 ip sip alg port

OnucaHune Yka3aTb HoMep nopTa A5 SIP coobLeHniA, OTANYHBIN OT CTaHAapTHoro. Mo
YMOJIYaHWIO NCNO/Ib3yeTcsa HoMep nopTa 5060.

KomaHga ¢ npeprKcoM no ycTaHaBAMBaeT NOPT MO YMOAYAHUIO.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I(config)> ip sip alg port port>

I (config)> no ip sip alg port
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3.67 ip ssh

OnucaHwue
Mpedukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun untepdeiica
Bxo>xgeHue B rpynny

CuHoncuc

Mpumep

UcTopuns nameHeHuii

AprymeHT

3HavyeHue

OnucaHue

port

Llenoe u4ucno

Homep noprta.

(config)> ip sip alg port 7090
Sip::Alg: Port set to 7090.

(config)> no ip sip alg port
Sip::Alg: Port reset to default.

Bepcusa

OnucaHue

2.12

Jlo6baBneHa komaHga ip sip alg port.

Joctyn K rpynne KoMaHg Ans yrnpasneHnsa SSH-cepsepom.

Het
HeTt
HeT

IP

(config-ssh)

I(conﬁg)> ip ssh

(config)> ip ssh
(config-ssh)>

Bepcusa

OnucaHune

2.12

[JobasneHa komaHza ip ssh.

3.67.1 ip ssh cipher

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

YCTaHOBUTb LWIMPOBaHNE CUMMETPUYHOTO K/toua Anst ceaHca SSH.

KomaHga ¢ npednkcom no yganseT yKasaHHbIA anroputM WnppoBaHus.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

IP
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Cunoncuc (config-ssh)>  cipher «ciphenr
(config-ssh)>  no cipher «cipher
AprymeHTbI AprymeHT |3HaueHue OnucaHue
cipher chacha20-poly1305@openssh.com|Anroputm WndpoBaHUS
ChaCha20-Poly1305.
aesl28-ctr AnropuTm WwWndpoBaHms
AES128-CTR.
aes256-ctr An encryption algorithm
AES1256-CTR.
aes128-gcm@openssh.com ANroput™ WindpoBaHms
AES128-GCM.
aes256-gcm@openssh.com AnropuTtm WwWndposaHms
AES256-GCM.
Npumep (config-ssh)> cipher chacha20-polyl305@openssh.com
Ssh::Manager: Added cipher "chacha20-polyl305@openssh.com".
(config-ssh)> no cipher chacha20-polyl305@openssh.com
Ssh::Manager: Use default ciphers.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.04 Jlo6aBneHa komaHga ip ssh cipher.
Bepcus OnucaHve
3.05 JlobaBneHbl HOBblE aNropUTMbI LULMPPOBAHUS

aes128-gcm@openssh. com, aes256-gcm@openssh. com.

3.67.2 ip ssh keygen

OnucaHue O6HoBNeHMe KNtoYa 3aaHHOro TUNa.
Mpedunkc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica IP

CrHoncuc I (config-ssh)>  keygen <keygen»
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AprymeHTbl

AprymeHT

3HauyeHue

OnucaHune

keygen

default

ABTOMaTuM4yeckas reHepauuns HOBOro
OTKpbITOro Kito4a RSA2048 +
ECDSA-NISTP521.

rsa-1024

ABTOMaTM4Yeckasa reHepaLms HOBOro
OTKpbITOro knto4a RSA gnavHoin 1024
6uT.

rsa-2048

ABTOMaTM4YecKasi reHepaLms HOBOro
OTKpPbITOro knto4a RSA gnanHoin 2048
6UT.

rsa-4096

ABTOMaTmM4yeckasi reHepauus HOBOro
OTKpbITOro katoya RSA annHoin 4096
6uT.

ecdsa-nistp256

ABTOMaTM4Yeckas reHepaLusa HOBOro
OTKpbITOro kAtoya ECDSA anuHon 256
6uT.

ecdsa-nistp384

ABTOMaTM4Yeckasa reHepaLms HOBOro
OTKpbITOro kntoya ECDSA annHoin 384
6uT.

ecdsa-nistp521

ABTOMaTM4YecKasi reHepaLms HOBOro
OTKpbITOro knto4va ECDSA gnvHoin 521
6UT.

ed25519

ABTOMaTuM4yeckas reHepauuns HOBOro
OTKpbITOro Kro4a ED25519.

Mpumep

(config-ssh)> keygen default
Ssh::Manager: Key generation

is in progress...

UcTopuns nameHeHui

Bepcusa

OnucaHune

2.12

[JobasneHa komaHza ip ssh keygen.

3.67.3 ip ssh lockout-policy

OonuncaHmne 3aAaTb NapameTpbl OTCNEXMBAHWA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponeii SSH ans nybnnyHeix nHTepdeincos. Mo ymonvaHmo ¢yHKLmMA
BKAtOYeHa. Ecnv B KavecTBe aprymeHTa ncnonb3yeTcs 0, Bce napameTpbl

oTcnexuvBaHus nepebopa 6yayT CEpoLLEHbI B 3HAUEHWS MO YMONYaHKIO.

KomaHga ¢ npedunkcom no oTkatoHaeT obHapyXXeHne nogbopa.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOJ,

HeT

Tun uHTepderica IP
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CuHoncuc (config)>  ip ssh lockout-policy <threshold: [«durations
[<observation-window:]]
(config)> no ip ssh lockout-policy
AprymeHTbI AprymeHT 3HaueHue OnucaHve
threshold Llenoe uucno Konunuectso HeygauHbIX MOMbITOK
BXOZa B cucTemy. 1o ymonyaHuoo
YCTaHOBJ/IEHO 3HauyeHue 5. MoxeT
NPUHNUMAaTb 3HaYeHWA B rnpejenax
oT 4 p0 20.
duration Uenoe uucno Mpojo/mKNTENLHOCTL 3anpeTa
aBTOpU3aLMK 4181 YKA3aHHOTO
IP-apgpeca B muHyTax. Mo
YMOJIYaHWIO YCTAaHOBJIEHO 3HaYeHne
15. MoXeT NpnuHMMaTh 3HaYeHVs B
npeaenax ot 1 4o 60.
observation-window|lUenoe uyucsno MpoAoMKNTENBEHOCTL HaboAeHNS
33 NOAO3PUTENLHON aKTUBHOCTLHO
B MUHYyTax. 1o ymon4aHuo
YyCTaHOBJ/IEHO 3HauyeHve 3. MoxeT
NPUHNMAaTb 3Ha4YeHVs B nNpegenax
oT 10 10.
Npumep (config-ssh)> lockout-policy 10 30 2
Ssh::Manager: Bruteforce detection is reconfigured.
(config-ssh)> no lockout-policy
Ssh::Manager: Bruteforce detection is disabled.
(config-ssh)> lockout-policy 0
Ssh::Manager: Bruteforce detection reset to default.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.12 Job6asneHa komaHgaa ip ssh lockout-policy.

3.67.4 ip ssh port

OnucaHwue HasHauunTte nopt agna SSH-coegnHeHWA. 10 yMOIYaHMIO MCNONbL3YeTCca HoMep
noprta 22.

KomaHga ¢ I'Ipeq)I/IKCOM no yCTaHaB/1MBaeT HOMep NopTa B 3Ha4YeHUe no
yMO/i4aHuio.

Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

IP

(config-ssh)>

port <number

(config-ssh)> no port

AprymeHT

3HayeHue

OnvicaHune

number

Lenoe uucno

Homep nopta. MoXxeT NpuUHMMaTh 3Ha4YeHns
B npegenax oT 1 Ao 65535 BkoUUTENBHO.

(config-ssh)> port 2626
Ssh::Manager: Port changed to 2626.

(config-ssh)> no port
Ssh::Manager: Port reset to 22.

Bepcus

OnucaHmne

2.12

JobasneHa komaHgaa ip ssh port.

3.67.5 ip ssh security-level

OnuncaHwne

MNpejukc no

MeHsieT HacTpoiAKK

YcTaHOBUTbL YpoBeHb 6e3onacHocTn SSH. Mo ymonyaHumio yctaHoBAeHO
3HayeHve private.

HeTt

Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncmc

AprymeHThl

Mpumep

IP

(config-ssh)>

security-level (public | private | protected)

AprymeHT 3HauyeHue OnucaHwue

public Knoyesoe JocTyn kK SSH-cepBepy paspeLueH ans public,
C/I0BO private un protected nHtepdeicos.

private Knwyesoe Joctyn K SSH-cepBepy pa3pelueH ans private
CJ10B0O nHTepodelicos.

protected Kriw4yesoe Joctyn K SSH-cepBepy pa3pelueH gnd private
C/10BO n protected nHTepdeincos.

(config-ssh)> security-level protected
Ssh::Manager: Security level changed to protected.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.12 [JobaeneHa komaHaa ip ssh security-level.

3.67.6 ip ssh session timeout

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTL BPeMsi CyLLeCTBOBAHMS HEAaKTUBHOI ceccum ans SSH-coeaunHeHus.
Mo ymonyaHuto TaliM-ayT paBeH 300, To ecTb GYHKLMA OTCneXMBaHWS
aKTVBHOCTM BHYTPY CECCUM OTKIHOUEHa.

KomaHga ¢ npednkcom no yctaHaBAMBaET TaliM-ayT Mo YMOAYaHUIO.
Ja

Ja

Het

IP

(config-ssh)>  session timeout <timeout>

(config-ssh)> no session timeout

AprymeHT 3HauyeHue OnucaHwue

timeout Lenoe umucno |Bpems cyLLecTBOBaHWA HEAKTUBHOW Ceccuu.
Mo>keT npuHMMaTb 3HaYeHns B Npesenax oT
540 23%.1 CeKyHJ, BKNHOUNTE/IbHO.

(config-ssh)> session timeout 123456
Ssh::Manager: A session timeout value set to 123456 seconds.

(config-ssh)> no session timeout
Ssh::Manager: A session timeout reset.

Bepcus OnucaHue

3.03 JobasneHa komaHaa ip ssh session timeout.

3.68 ip static

OnuncaHwune

Co3paTtb NpaBuIo TPaHNALMN NoKanbHbIX IP-agpecoB B rnobanbHble Uamn
HaobopoT. Ecan interface nan network cooTBeTCTBYET MHTEpdeicy ¢
ypoBHem be3onacHocTy public, TO ByAeT BbIMOAHATBLCA TPAHCAALMSA agpeca
Ha3Ha4veHus (DNAT). Ecim to-address cooTBeTCTBYeT MHTepdericy C ypoBHEM
6e3omnacHocTy public, To 6yeT BbINOAHATLCA TPAHCAALMSA agpeca MCTOYHMKA
(SNAT). Homep nopTa TCP/UDP Bceraa paccmaTpmBaeTcsi Kak nopT
Ha3HayeHwus.
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MNpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHTbI

Ecnu network cooTBeTCTBYeT O4HOMY ajipecy, N 3TOT ajpec paBeH to-address,

TO Takoe MpaBuIo 6yAeT 3anpeLlaTb TPAHCIALMIO YKa3aHHOMO agpeca,
KOTOpaa Morna 6bl 6bITb BbIMOJHEHA ncxoaa U3 3agaHHbIX NpaBuin Ip nat.

Mpasuna ip static nmetoT 60n1ee BLICOKUIA MPUOPUTET MO CPABHEHUIO C
npaswnamu ip nat.

,ﬂ,OI'IO}'lHI/ITeJ'IbHyI'O HaCTpOVIKy MeXXCeTeEBOro sxpaHa npon3BognTb HE HY>XHO,
T.K. IpU ncnonb3oBaHUM NpaBuna nepeagpecaulv MHTEPHET-LEHTP
CaMOoCTOATE/IbHO OTKPbIBaeT AOCTYM NO YKa3aHHOMY MNMOpPTY.

KomaHza c npedrKcom no BkIKOYaeT U yaanseT npasuso.

Ja
Aa
Ja
IP

(config)>

ip static [ protocols] (<interface | («address» mask>))
(¢«port> through «end-port; (<to-addresss | <to-host) |

[port] (<to-address> | <to-hosty) [to-port] |

«to-address» | <to-host> | <to-interfaces)

(config)> no ip static [ (protocols] («interfaces | («address» inasks))
(¢«port> through «end-port; (<to-addresss | <to-host) |
[port] (<to-address> | <to-hosty) [to-port] |
«to-address | <to-host> | <to-interfaces)

AprymeHT 3HauyeHue OnuncaHwue
protocol tcp MpoTokon TCP.
udp Mpotokon UDP.
icmp MpoTtokon ICMP.
tcpudp MpoTtokonbl TCP n UDP.
gre MpoTtokon GRE.
ipip MpoTokon IP in IP.
interface UHTEpPeric Vims BXxogHOro nHtepdeiica (nonHoe nms
nHTepderica nan NceBgoOHNM).
comment Ctpoka 3aMeTKM rnoJib30BaTens C CUMBOJIOM ! nepej
HUMW.
address IP-agpec BmecTe ¢ mackon mask 3agaeT gmnanasoH
IP-agpecoB HasHavyeHVs, Noanexatmx
TpaHCaUnn.
mask IP-Macka Macka gmanasoHa TpaHcnauun. Ecte aBa

cnocoba BBOJa MaCkKwu: B KAHOHNYeCKOM Bnae
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Mpumep

UcTopuns nameHeHuii

AprymeHT

3HavyeHue

OnucaHue

(Hanpumep, 255.255.255.0) v B BUAe
61TOBOV ANNHLI Npedukca (Hanpumep, /24).

port

Lenoe u4ucrno

Homep nopta TCP/UDP, Ha KoTOpbIiA
NPUXOANT 3aNpoc, MOAEXaLLNA TPAHCIALUN,
Ecnun He ykasaH, TpaHcnauusa byaeT
BbIMOJIHATLCSA 4151 BCEX BXOASALLMX 3aMNPOCOB

end-port

Lenoe uucno

OkoOH4YaHVe ananasoHa nopToB.

to-address

IP-agpec

Aﬂ,pec Ha3Ha4YeHnd nocie TpaHcaunn.

to-host

MAC-apgpec

MAC-agpec Ha3HayeHusa nocne TpaHCAaLNN.
Mcnone3yeTca Tonbko MAC-agpec 13 cnmcka
known host. Ecin known host yagansetcs, To
CBSi3aHHble C HAM MNpaBuaa Takxke byayTt
yAaneHsol.

to-port

Llenoe u4ucno

Homep nopta TCP/UDP nocne TpaHcnauum
Ecnin He ykasaH, MopT Ha3HayeHsa ocTaeTcd
NPEeXHVM.

to-interface

UHTEepperic

Nms nHTepdelica nocne TpaHcasaummn.

MycTb MeeTCa MapLUPYTU3aTOP MeXAy «N10KaNbHOM» ceTbto 172.16.1.0/24
(ypoBeHb 6e30macHOCTV private) n «rnobasbHoOM» ceTbio 10.0.0.0/16
(ypoBeHb 6e3onacHocT public). TpebyeTcs, UTO6bI BCE 3anNpoChl,

npuxoasLume Ha «rnobanbHbli» MHTepdenc 3Toro MapLupyTmM3aTopa Ha nopT
80, TpaHCNMpPOBaNUCh Ha «NOKa/bHbIV» cepBep C agpecoM 172.16.1.33.

lMocnepgoBaTesibHOCTL KOMaHA, peannsyrLWnX Takyro CXxemMy, MOXET BbIrMMAAETb

Tak:

(config)> interface
Network: :Interface::

(config)> ip static
Network: :StaticNat:

(config)> ip static
Network: :StaticNat:

(config)> ip static
Network: :StaticNat:

tcp ISP 80
Static NAT

Home ip address 192.168.1.1/24
Ip: "Bridge0": IP address is 192.168.1.1/24.

172.16.1.33 80
rule has been added.

tcp ISP 21 00:0e:c6:al:22:11 !test
Static NAT rule is already there.
disable

Static NAT disable unchanged.

(config)> no ip static disable

Network::StaticNat: Static NAT

(config)> no ip static

Network::StaticNat: Static NAT

rule enabled.

rules have been removed.

Bepcus OnucaHve
2.00 Jlo6aBneHa koMaHga ip static.
2.06 Jlo6aBneH aprymeHT to-host.
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3.69 ip static rule

OonucaHue OTKNOUNTb NPABWIO TPaHCAAUUN IP-aZpecoB UV OrpaHNUYNTL BPEMSI ero
paboTbl pacnucaHmeMm.

KomaHga ¢ npedrkcom no BKIOUAET MPaBuIo NN OTMEHSeT pacnumcaHue.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica IP

CuHoncnc (config)> ip static rule «index> (disable | schedule «<schedule»)

(config)> no ip static rule <index> (disable | schedule)

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
index lenoe 4ucno |Homep npasuia TpaHCNALMN.
disable Knoyesoe OTKNHUYNTE NPaBUIO TPAHCAALNN.
C/10B0
schedule Pacnucaune |HasBaHMe pacnncaHums, CO3gaHHOro npu
nomMoLuwy rpynnel KoMaHg schedule.

Mpumep (config)> ip static rule 0 schedule test_schedule
Network::StaticNat: Static NAT rule schedule applied.

(config)> ip static rule 0 disable
Network: :StaticNat: Static NAT rule disabled.

(config)> no ip static rule 0 disable
Network: :StaticNat: Static NAT rule enabled.

(config)> no ip static rule 0 schedule
Network: :StaticNat: Static NAT rule schedule removed.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 JobasneHa KomaHaa ip static rule.

3.70 ip telnet

OnucaHwue JocTyn K rpynne komaHa Ans ynpaeneHus Telnet-cepsepom.
Mpejukc no Het

MeHsieT HacTpoiikn  Het
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-telnet)

CuHoncuc I (config)>  ip telnet

MNpumep (config)> ip telnet
(config-telnet)>

NcTopus nsmeHeHuimi Bepcus onucaHue

2.08 [Jlo6baBneHa komaHga ip telnet.

3.70.1 ip telnet lockout-policy

OnucaHune 3agaTb NapamMeTpbl OTCEXVBaAHWA NOMbITOK BTOPXeHWs NyTéM nepebopa
naponeri Telnet Ana Nny6anyHbIX UHTepdeincoB. Mo ymonyaHuio ¢yHKLUMA
BK/ItOUeHa. Ecnuv B kavecTBe aprymeHTa Ucnosb3yeTcs 0, Bce napaMeTpsl
oTcnexvBaHUs nepebopa 6yAyT cOPOLLEHbl B 3HaUYeHNS MO YMOJTYAHMIO.

KomaHga ¢ npedurkcom no oTk/r0UaeT obHapyxeHne nogbopa.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc (config)>  ip telnet lockout-policy <thresholds [«duration»

[cobservation-windows]]

(config)> no ip telnet lockout-policy

AprymeHTbI AprymeHT 3HauyeHue OnucaHue

threshold lenoe 4ucrio |Konmuyectso HeyAauHbIX MOMbITOK
BXOJ4a B cuctemy. 1o ymonuaHuo
yCTaHOB/IEHO 3HayeHve 5. MoxeTt
NpYHMMaTbL 3HayYeHnsa B Nnpejenax ot
4 po 20.

duration Lenoe 4ucno |MNpoAoIXKUTENBHOCTL 3aMpeTa
aBTOpM3aLUN ANA yKa3aHHOro
IP-agpeca B MmyHyTax. [1o ymonyaHuo
yCTaHOB/IEHO 3HayeHve 15. MoxeT
NnpMHNMaTb 3HaueH1A B Npejenax oT
1 n0 60.
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AprymeHT

3HauyeHve OnucaHue

observation-window|lenoe 4yucno |MpoAOAKUTENBHOCTL HAaBMOAEHNS 3a

NoAO3pUTENIbHON aKTUBHOCTLIO B
MUHYyTax. o yMO/I4aHMIO yCTaHOBNEHO
3HayveHue 3. MoxeT NpMHMMaTb
3HayeHWA B npegenax ot 1 o 10.

Mpumep

UcTopusa nsmeHeHwnii

(config-telnet)> lockout-policy 10 30 2
Telnet::Server: Bruteforce detection is reconfigured.

(config-telnet)> no lockout-policy
Telnet::Server: Bruteforce detection is disabled.

(config-telnet)> lockout-policy 0
Telnet::Server: Bruteforce detection is enabled.

Bepcus

OnucaHune

2.08

JlobasneHa komaHAa ip telnet lockout-policy.

3.70.2 ip telnet port

HasHaunTb nopT ans telnet-coearHeHms. Mo yMOAYaHMIO NCNONb3YETCS
HoMep nopTa 23.

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

KomaHza c npedurKcom no ycTaHaBnMBaeT HOMep NopTa B 3HaYeHue no

YMONYaHUIO.

Aa
Ja
HeTt

IP

(config-telnet)>  port <qnumber>

(config-telnet)> no port

AprymeHT

3HavyeHue OnuncaHue

number

lYenoe uucrio |Homep nopta. MoxXeT NpUHUMAaTL 3HaYeHUS
B npegenax oT 1 Ao 65535 BkioUnTENBHO.

(config-telnet)> port 2525
Telnet::Server: Port unchanged.

(config-telnet)> no port
Telnet::Server: Port unchanged.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.08

[JobaeneHa komaHzaa ip telnet port.

3.70.3 ip telnet security-level

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

YcTaHOBUTbL ypoBeHb 6e3onacHocTn Telnet. Mo ymonyaHWo yCTaHOBAEHO
3HayeHue private.

HeT
Ja
HeTt

IP

(config-telnet)> security-level (public | private | protected)

AprymeHT |3HayeHue OnucaHwue

public Kn4yesoe cnoso|ocTyn Kk Telnet-cepsepy pa3speLueH ans
public, private u protected nHTepdeiicos.

private Knw4yesoe croso|[octyn k Telnet-cepBepy pa3peLleH ans
private nHTepdeiicos.

protected |KmwuyeBoe cnoso|focTyn Kk Telnet-cepBepy paspeLueH ans

private n protected nHtepdelicos.

(config-telnet)> security-level protected
Telnet: :Manager: Security level changed to protected.

Bepcus

OnucaHue

2.08

JlobaBneHa komaHga ip telnet security-level.

3.70.4 ip telnet session max-count

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

YCTaHOBUTb MaKCVManbHOE YNCI0 Of4HOBPEMEHHbIX CECCUI ANs
telnet-coegnHeHMs. [0 yMOAYAHNIO UCMONB3YOTCA MaKCUMYM 4.

KomaHga c npedprkcom no ycTaHaBAMBAET KONMYECTBO CECCUM MO YMONYAHNIO.

Ja
Ja

HeTt

IP
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CuHoncuc (config-telnet)>  session max-count «count»
(config-telnet)> no session max-count
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
count UYenoe umucro |MakcmmanbHOe YMC/I0 O4HOBPEMEHHbIX
ceccnii. MoxeT NpUHUMaTb 3HaYeHs B
npeaenax ot 1 Ao 4 BKAOUNTE/IbHO.
Mpumep (config-telnet)> session max-count 4
Telnet::Server: The maximum session count set to 4.
(config-telnet)> no session max-count
Telnet::Server: The maximum session count reset to 4.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

2.08 Jlo6aBneHa koMmaHga ip telnet session max-count.

3.70.5 ip telnet session timeout

OonucaHue YCTaHOBUTb BPeMSsi CyLLLeCTBOBaHWNSI HEAaKTUBHOWN ceccun Ans
telnet-coegnHeHws. Mo yMonyaHuWio TaiM-ayT paBeH 300, YTO 3HAUUT YTO

bYHKUMA OTCNEXMBAHNSA aKTUBHOCTY BHYTPU CECCUM OTKJTIOYEHA.
KomaHga c npedunkcom no yctaHaBAMBaeT TaiM-ayT MO YMOAYaAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

Cunoncuc (config-telnet)> session timeout (timeout>

(config-telnet)> no session timeout

AprymeHTbI AprymeHT 3HaueHue OonucaHue

timeout Lenoe umucno |Bpems cyLLecTBOBaHWA HEAKTUBHOW Ceccuu.
Mo>keT NnpuHMMaTb 3HaYeHs B Npejenax oT
540 23%.1 CeKyHJ, BKNHOUNTE/IbHO.

Mpumep (config-telnet)> session timeout 600
Telnet::Server: A session timeout value set to 600 seconds.
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WcTopusa nsmeHeHum

(config-telnet)> no session timeout
Telnet::Server: A session timeout reset.

Bepcus OnucaHue

2.08 JobasneHa KoMmaHgaa ip telnet session timeout.

3.71 ip traffic-shape host

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTbL NpeAen CKOPOCTU Nepesayn AaHHbIX A1 YKa3aHHOMo yCTpolicTBa
AOMalLHel ceTn B 06e CTOPOHbI. [0 yMONYaHMIO CKOPOCTb He orpaHunyeHa.

KomaHaa ¢ npedpmnkcom no yaansieT HaCTPOViKy A5 YKa3aHHOro YCTPOKCTBa.
Ecnu BbINONHWTL KOMaHAY 6e3 apryMeHTOB, BCe OrpaHNYeHns A1 BCeX
YCTPOWCTB 6yAyT OTMEHEHbI.

Ja
Ja
Aa
IP

(config)> ip traffic-shape host wmac> rate <rate> [ asymmetric
<upstream-rates ][ schedule <schedules ]

(config)> no ip traffic-shape host [ mac> ]

AprymeHT 3HaueHune |OnucaHue
mac MAC-agpec |MAC-agpec yCcTponcTBa AOMaLLHen ceTu.
rate Lenoe 4ucno |3HaveHMe CKopoCTU nepejadnt JaHHbIX B

Kéut/c. OrpaHnyeHne A0XHO ObiTh B
AnanasoHe oT 64 Kéut/c go 1 remt/c.

upstream-rate |Uesoe uucno|CKOpPOCTb OTAAUN AaHHbIX B K6UT/C.
OrpaHunyeHve fJONXHO 6bITb B AManasoHe
oT 64 Kéut/c o 1 réut/c.

schedule Pacnucanne |Ha3BaHWe pacnuncaHusa, coO3gaHHOro npu
nomoLum rpynnbl KomaHg schedule,

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80
TrafficControl: :Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 80 Kbits/sec.

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80 »
asymmetric 64

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec..
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(config)> ip traffic-shape host a8:1e:82:81:f1l:21 rate 80 »
asymmetric 64 schedule Update

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec (controlled by schedule Update).

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"aB:1e:82:81:f1:21".

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host
TrafficControl::Manager: Rate limits for all hosts removed.

WcTopuns nsmeHeHunit |Bepcus onuvcaHue
2.05 Job6asneHa komaHgaa ip traffic-shape host.
2.08 [JobaeneH aprymeHT schedule.
3.04 [lobaBneH aprymeHT upstream-rate.

3.72 ip traffic-shape unknown-host

OnucaHwune YcTaHOBUTbL orpaHmnyeHne CKoOpoCcTn nepejayn AaHHbIX Ana
HE3aPErncTpnNpoBaHHbIX yCTpOI7ICTB B 060MX HanpaBneHnAX. Mo YMO/T4aHWIO
CKOPOCTb HE OrpaHnN4yeHa.

KomaHza ¢ npedprKcom no yaanset HaCTPOKY.
MNpedukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config)> ip traffic-shape unknown-host rate «rate> [ asymmetric

upstream-rate» ]

(config)> no ip traffic-shape unknown-host rate

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

rate Lenoe uncno |CKOpoCTb NepeAayn AaHHbIX B K6UT/c.
3HaueHune A0/IKHO 6bIThb B B AnanasoHe oT
64 Kéut/c po 1 réeut/c.

upstream-rate |Jenoe ymcro|CKOPOCTb OTAAYN AaHHbIX B K6UT/C.
OrpaHuyeHmne JOMKHO 6bITb B AMana3oHe
oT 64 Kéut/c o 1 réumt/c.
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Npumep (config)> ip traffic-shape unknown-host rate 80
TrafficControl::Manager: Rate limit for unknown hosts set to 80 »
Kbits/sec.

(config)> ip traffic-shape unknown-host rate 80 asymmetric 64
TrafficControl::Manager: Rate limit for unknown hosts set to »
80/64 Kbits/sec.

(config)> no ip traffic-shape unknown-host rate
TrafficControl::Manager: Rate limit for unknown hosts removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.09 JobasneHa komaHgaa ip traffic-shape unknown-host.
3.04 JobasneH aprymeHT upstream-rate.

3.73 ipv6 firewall

OnucaHue BrkntounTtb 6paHamayap IPv6. Mo ymonvaHumio GyHKUMSA BKIOYEHa.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(config)> ipv6 firewall
I (config)> no ipv6 firewall

Example (config)> ipvée firewall
(config)> no ipv6 firewall

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.06 JobasneHa komaHaa ipvé firewall.

3.74 ipv6 local-prefix

OnucaHue HacTtpontb nokanbHbIin npedurkc (ULA). ApryMeHT MoXeT 6biTb 6yKBEHHbIM
npedukcom nam knroyesbiM cnosom default, KoTopoe aBToOMaTMUECKN

reHepupyeT NOCTOAHHbIV YHUKaNbHbIN NpedurKc.
KomaHaa ¢ npepurKCcom no oTKNHOYaeT HaCTPONKY.

Mpe¢ukc no [Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het
Cunoncuc (config)> ipv6 local-prefix (default | prefix)
(config)> no ipv6 local-prefix [default | prefix ]
AprymeHTbI AprymeHT |3HauyeHune OonuncaHmne
default Knio4yesoe cnoso|leHepupoBaTb NOCTOAHHBIN YHUKANbHbI
npedwukc.
prefix lMpegpukc NokanbHbin npedukc (ULA). lomKHO 6bITb
KOppeKTHOe 3HaveHVe npedukca B 6a10ke
fd00: : /8 c AnnHom npedukca He bonee 48.
NMpumep (config)> ipv6 local-prefix default

Ip6::Prefixes: Default ULA prefix enabled.

(config)> ipvé local-prefix fd0l:db8:43::/48
Ip6::Prefixes: Added static prefix: fd0l:db8:43::/48.

(config)> no ipv6 local-prefix default
Ip6::Prefixes: Default ULA prefix disabled.

(config)> no ipv6 local-prefix fd0l:db8:43::/48
Ip6::Prefixes: Deleted static prefix: fd0l:db8:43::/48.

WcTopusa nsmeHeHum

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa ipv6 local-prefix.

3.75 ipvé name-server

HactponTb IP-agpeca cepepos DNS. CoxpaHeHHble TakuM 06pa3om agpeca
Ha3bIBalOTCA CTATUYECKUMN, B MPOTUBOMOJIOXHOCTb ANHAMUYECKNM —
3aperncTpmMpoBaHHbIM cnyxxb6amu PPP nan DHCP.

OnuncaHwne

ipv6 name-server MOXHO BBOAUTb MHOIOKPaTHO, eC/IN TpebyeTcs HaCTPOoUTb
HeckoNbKo agpecoB DNS-cepsepos.

KomaHga ¢ npedunkcom no yaansert ykasaHHbI agpec cepsepa DNS u3
CTaTU4eCKoro n aktTMBHOIo Crncka, ec/in KoMaHAaa faeTcd C apryMmeHTamMmu,
60 ounLLaeT CANCOK CTaTUYECKMX aApecos, eci KOMaHAa JaeTcs 6e3

apryMeHTOB.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTHbIi BBog, /[la
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config)> ipv6 name-server «addresss [ «domains ]

(config)> no ipv6 name-server [ «address» [ <domains ]]

AprymeHT 3HauyeHue OnuncaHwue

address IPv6-agpec |Aapec cepBepa MIMeH.

domain Ctpoka JloMeH, A5 KOTOPOro byAeT NCMONb30BaTbCA
cepBep. DNS-npokcm npu paspeLleHnmn
MMEeHU B MepByto o4epesb BblbnpaeT agpec
cepBepa ¢ Hanbosnee 6M3KNM K 3aNpocy
JomeHoM. Ecniv foMeH He yKkasbliBaTh, cepeep
6yAeT NCrnonb30BaTbCA ANA BCeX 3aMpoCoB.
BbipaxeHue "" ncnonb3syeTcsd Kak JOMeH ro

YMOTYaHWIO.

(config)> ipv6 name-server 2001:4860:4860::8888
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »

(default).

(config)> ipvé name-server 2001:4860:4860::8888 google.com
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »

google.com.

(config)> no ipv6 name-server
Dns: :Manager: Static name server list cleared.

Bepcus OnucaHue
2.00 JobasneHa KoMaHaa ipvé name-server.

3.76 ipv6 pass

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTpPOWKMN
MHorokpaTtHbIiA BBOJ,

CuviHoncmc

BKHOUMTL CKBO3HOWM pexmnM Ha MapLupyTu3aTope Ans nakeTtos IPv6. Mo
YMOAYaHMIO 3Ta GYHKLNS OTKIOHEHa.

KomaHgaa ¢ npedurkcom no oTknroHaeT GyHKLUMIO.

Ja

Ja

Het

I (config)>  ipv6 pass through wan-iface><lan-iface

I (config)> no ipv6 pass
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AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

wan-iface UHTepgenc MonHoe nma nHtepderica WAN nam
NCeBAOHMUM.

lan-iface WHTepgeiic MonHoe nmsa nHtTepdeiica LAN nnm
NceBAOHUM.

(config)> ipvé pass through ISP Home
Ip6::Pass: Configured pass from "GigabitEthernetl" to "Bridge0".

(config)> no ipv6 pass
Ip6::Pass: Disabled.

Bepcus OnucaHue

2.06 JobaBneHa KoMaHaa ipv6 pass.

3.77 ipv6 route

OnuncaHune

Mpedukc no
MeHsieT HaCTPOMKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTbl

Jo6aBnTb B TabanLy MapLUpyTU3aLMmM CTaTUYECKMIA MapLUpyT, KOTOPbI
3ajaeT nNpaswio nepegayn IPv6-nakeToB Yepes onpegeneHHbIl W3 Uan
ceTeBoW nHTepoderic.

B KauecTBe ceT Ha3HayYeHNA MOXHO yKasaTtb kntoyeBoe cnoBo default. B
3TOM C/lyyae byAeT co3aH MapLUPYT MO YMOAYaHUIO.

KomaHgaa ¢ npedrkcom no yaanseT MapLUpyT C yKazaHHbIMY NapameTpamu.
Ja
Ja
Aa

(config)> ipv6 route («prefix> | default)(<interfaces [gateway] |
<gateway»)

(config)> no ipv6 route («prefix> | default) (<interfaces [gateway’] |
«gateway:)

AprymeHT 3HayeHue OnuncaHue

prefix Mpegukc Mpedukc IPv6.
default Krouesoe MpedrkKc No ymonvaHuto.
CJ10BO

interface UHTeppenc MonHoe nma nHTepderica nam NCeBAOHUM.

gateway IP-agpec IP-agpec mapLupyTmsaTopa B

HenocpeACTBEHHO I'IOAKHPO‘«IEHHOM ceTun.
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Npumep (config)> ipv6 route 2002:c100:aeb5::/48 ISP
route added

(config)> no ipv6 route 2002:c100:aeb5::/48 ISP
route erased

(config)> ipvé route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route added

(config)> no ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route erased

WcTopusa nsmeHeHum Bepcus onuvucaHve
2.00 JobasneHa koMaHgaa ipv6 route.
2.1 [JlobasneH aprymeHT gateway.

3.78 ipv6 static

OonucaHue Co3zaTb NpaBuo, pa3peLLatoliiee BXOAsILLEe NOAKIOYEHME K 3aaHHOMY
MOPTY 3aperncTprpoBaHHOro YCTPOIiCTBa AOMAaLLHEN CeTH.

ipv6 firewall gomkeH 6bITb BKIHOYEH.
KomaHga c npedumkcom no yganseTt npasuso.
MNpejukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTHbIi BBog, Het

CuHoncnc (config)>  ipv6 static protocols [<«interfaces> ] wmacs port> [ through
<end-port ]
(config)> no ipv6 static [ protocol [ <interfaces ] wmac> ports [through
<end-port]]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
protocol tcp MpoTokon TCP.
udp MpoTtokon UDP.

interface UHTeppeinc Mims BXOogHOro nHTepdeiica (NonHoe nms
nHTepderica nan NnceBgoHNM).

mac MAC-agpec MAC-agpec xocrTa.

port lenoe uyucno |Homep nopta TCP/UDP, Ha KOTOpbI
NPUXOANT 3aNpOC NOAKIHOYEHNS.

end-port UYesnoe unucso |OKOHYaHMeE JmMana3oHa rnopTos.
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Npumep (config)> ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Rule updated.

(config)> no ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Static rule removed.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JlobaeneHa KomaHza ipv6 static.

3.79 ipv6 subnet

OonucaHue JocTyn K rpynne KOMaHz ANst HACTPOWMKM CermMeHTa 1oKanbHoM ceTn IPv6.
Ec/v cerMeHT He HallieH, KOMaHZa NbITaeTcs ero co3aaTb.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Bxo)xaeHue B rpynny (config-subnet)

CuHoncuc (config)>  ipv6 subnet name>
(config)> no ipv6 subnet [ <name> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka VIMsi v nceBAOHWM MOACETN.
NMpumep (config)> ipvé subnet Default
(config-subnet)>
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 JobasneHa koMaHaa ipv6 subnet.

3.79.1 ipv6 subnet bind

OnucaHune MpuvBs3aTb NoACeTb K UHTEpdeicy.

KomaHga ¢ npeprkcomM no oTMeHseT NpUBA3KY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-subnet)>  bind <bind>

(config-subnet)> no bind

AprymeHT 3HauyeHue OnuncaHwue

bind UHTepgenc MonHoe nma nHTepderica nam NCeBLOHUM.

(config-subnet)> bind WifiMaster0/AccessPointl
Ip6::Subnets: Interface "WifiMaster@/AccessPointl" bound to »
subnet "Default".

(config-subnet)> no bind
Ip6::Subnets: Interface unbound from subnet "Default".

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga ipv6 subnet bind.

3.79.2 ipv6 subnet mode

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

BbIbpaTb pexxuM HacTpoliKn aApecos A1 XOCTOB B noAceTu. oCTynHbI ABa
BapuaHTa — dhcp 1 slaac. MNepBbIli BKAOYaeT nokanbHbln DHCPv6-cepsep

C LenbH NPUCBOEHS aapecoBs, BTopoii BktovaeT SLAAC (aBTOKOH$UIypaLmio
ajpecos).

Ja
Ja
Het
(config-subnet)>  mode <mode>

(config-subnet)> no mode

AprymeHT 3HauyeHue OnuncaHue
mode slaac BkntounTb SLAAC (aBTOKOHUIypaLmto
ajpecos).
dhcp Bkntountb DHCPv6-cepBep.

(config-subnet)> mode dhcp
Ip6::Subnets: Subnet "Default" enabled as DHCP.

(config-subnet)> no mode
Ip6::Subnets: Subnet "Default" disabled.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.00

[JlobaeneHa komaHaa ipvé subnet mode.

3.79.3 ipv6 subnet number

OnucaHwne

MpuUCcBOMTL NOACETU NAEHTUGMKATOP, KOTOPbIV ByAeT onpeaensTb

ny6AnyUHbIf Nnpedurkc cermenTa. iaeHTUdMKaTop A0XKEH BbITh YHUKaNBHbBIM

cpean noaceTeil.

MNpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

number <number;

3HayeHue

OnvcaHune

Lenoe uucno

YHUKaNbHbIN MAEHTUOUKATOP NOACETH.

CnHoncuc (config-subnet)>

AprymeHThl AprymeHT
number

Mpumep

(config-subnet)> number 2

Ip6::Subnets: Number 2 assigned to subnet "Default".

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

Job6aBneHa komaHaa ipv6 subnet number.

3.80 isolate-private

OnucaHune

3anpeTuTb nepegavy AaHHbIX MeXAy N6bIMU NHTepdelricaMm € ypoBHEM

6esonacHocTy private. Mo yMOAUYaHUIO BK/OYEHO.

KomaHgaa ¢ npedprKCcoM no oTMeHsIeT AeliCTBME KOMaHAbl, pa3speLuas
nepeAaBaTb AaHHble Mexay HTepdelicamum private.

MNpejukc no Ja
Ja

MHorokpaTHbIi BBog, Het

MeHsieT HacTpoikmn

CuvHoncuc

I(conﬁg)> isolate-private

I(conﬂgﬁ>noisolate-private

Mpumep

(config)> isolate-private

Netfilter::Manager: Private networks isolated.
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(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHaa isolate-private.

3.81 kabinet

OnucaHue JocTyn K rpynne KOMaHZA A4/15 HacTPoKKy napameTpos aBTopmsatopa KABINET.

KomaHza ¢ nped1KcomM no Bo3BpaLLaeT 3HaYEHMs M0 YMONUYAHWNIO BCEM
napameTpam.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Bxo)xaeHue B rpynny (kabinet)

CuHoncuc I (config)>  kabinet

I (config)> no kabinet

Mpumep (config)> kabinet
(kabinet)>

(config)> no kabinet
Kabinet: :Authenticator: A configuration reset.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.02 JobaeneHa komaHaa kabinet.

3.81.1 kabinet access-level

OnucaHwue 3a4aTtb ypoBeHb goctyna ansa astopmsatopa KABINET. Mo ymonyaHuio
NCNONb3yeTcA YpoBeHb AocTyna internet.

KomaHaa ¢ npedunKcom no ycTaHaBNMBaET YPOBEHb MO YMOTYAHWIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(kabinet)> access-level <level»

(kabinet)> no access-level

AprymeHT 3HauyeHue OnuncaHwue

level lan 3HaueHVe ypoBHS JOCTyra.

internet

(kabinet)> access-level 1lan
Kabinet: :Authenticator: An access level set to "lan".

(kabinet)> access-level internet
Kabinet: :Authenticator: An access level set to "internet".

(kabinet)> no access-level
Kabinet: :Authenticator: An access level reset to "internet".

Bepcus OnucaHue

2.02 Job6aeneHa komaHaa kabinet access-level.

3.81.2 kabinet interface

OnuncaHwne
Mpe¢ukc no
MeHsieT HacTpoikmn

MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

MpuBasaTtb aBTopmsaTop KABINET K ykazaHHOMY nHTepdelicy.
KomaHaa ¢ npepunKCcoM no paspbiBaeT CBA3b.

Ja

Ja

Hert

(kabinet)> interface <interface>

(kabinet)> no interface

AprymeHTt 3HayeHue OnucaHue

interface

UHTepgeric

MonHoe nmsa nHTepdeinca Nin NCeBLOHNM.
CnncoK AOCTYMNHbIX NHTePdEicoB MOXHO
yBUAETb C NOMOLLbIO KoMaHAbI interface
[Tabl.

(kabinet)> interface [Tab]

Usage template:
interface {interface}
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UcTopusa nsmeHeHwnii

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0
AccessPoint

(kabinet)> interface ISP
Kabinet: :Authenticator: Bound to GigabitEthernetl.

(kabinet)> no interface
Kabinet: :Authenticator: Interface binding cleared.

Bepcus OnucaHue

2.02 JobaeneHa komaHaa kabinet interface.

3.81.3 kabinet password

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

3agaTb naponb and astopusatopa KABINET. Mo ymonuaHuoo naponb He
YyCTaHOBJEH.

KomaHaa ¢ npedurKcom no CTUpaeT 3HaueHne napons.
Aa

Ja

Het

(kabinet)>  password password

(kabinet)> no password

AprymeHT 3HauyeHue OnucaHwue

password CTpoka Maponb ans ayteHTUdGUKaLUN.

(kabinet)> password 123456789
Kabinet: :Authenticator: A password set.

(kabinet)> no password
Kabinet: :Authenticator: A password cleared.

Bepcus OnucaHue

2.02 JobasneHa komaHaa kabinet password.
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3.81.4 kabinet port

OnucaHue YcTaHoBUTbL NMOPT cepBepa Ans asTopmsatopa KABINET. o ymonyaHuio
ncnonb3yloTcd 3HadeHnsa 8314 nam 8899.

KomaHga ¢ npedunkcom no yctaHaBIMBaET MOPT MO YMOSUAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CunHoncmc (kabinet)>  port port>

(kabinet)> no port

AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne

port UYenoe uucro |Homep nopra.

Mpumep (kabinet)> port 12345
Kabinet: :Authenticator: A server port set.

(kabinet)> no port
Kabinet: :Authenticator: A server port reset.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.14 [JobaeneHa komaHaa kabinet port.

3.81.5 kabinet protocol-version

OnucaHwue 3aaaTtb Bepcuio NpoTokoa asTopusatopa KABINET. Mo ymonyaHwuio,
MNCNONb3YeTCH BEPCUSA MPOTOKOIA 2.

KomaHpaa c npedprkcom no Bo3BpaLLaeT 3HaUYeHe Mo yMONYaHUIO.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (kabinet)>  protocol-version «version
(kabinet)> no protocol-version
AprymeHTbI AprymeHT |3HaueHne |OnucaHue
version Ctpoka Bepcusa npotokona.
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Mpumep

UcTopuns nameHeHuii

(kabinet)> protocol-version 1
Kabinet: :Authenticator: A protocol version set to "1".

(kabinet)> no protocol-version
Kabinet::Authenticator: A protocol version reset to "2".

Bepcus OnucaHve

2.02 [JobaeneHa komaHaa kabinet protocol-version.

3.81.6 kabinet server

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3agaTb IP-agpec cepBepa ayteHTUduKaumm KABINET. Mo ymonyaHuio
ncnonesyetca IP 10.0.0. 1.

KomMaHga ¢ npedpurKcoM No ycTaHaBANBAET 3HAaYEHME MO YMOJTHYAHUIO.
Ja

Ja

Het

(kabinet)> server «address»

(kabinet)> no server

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec Azapec cepBepa ayTeHTUGMKaLUN.

(kabinet)> server 77.222.111.1
Kabinet: :Authenticator: A server address set.

(kabinet)> no server
Kabinet: :Authenticator: A server address reset.

Bepcus OnucaHve

2.02 JobaeneHa komaHaa kabinet server.

3.82 known host

OnucaHwue
Mpedunkc no

MeHsieT HacTpoiKkmn

Jlo6aBUTb YCTPOMCTBO AOMALLHEN ceTu.
Ja
[Ja
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MHorokpaTHbIl/i BBog, /[la

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config)> known host <names <mac»

(config)> no known host [ mac ]

AprymeHT 3HauyeHue OnuncaHwue

name CTtpoka Mpon3BobHOE NMS XOCTa.

mac MAC-agpec MAC-aapec xocrTa.

(config)> known host MY 00:0e:c6:a2:22:al
Core::KnownHosts: New host "MY" has been created.

(config)> no known host 00:0e:c6:a2:22:al
Core: :KnownHosts: Host 00:0e:c6:al:26:a8 has been removed.

Bepcus OnucaHue

2.00 Jo6aeneHa komaHaa known host.

3.83 mws acquire

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpouKKn

MHorokpaTtHbIiA BBOJ,

CuviHoncmc

AprymeHTsl

Mpumep

MpuvcoesHNTL HOBOE YCTPOICTBO K MIVS.

KomaHga ¢ npedurkcom no npekpallaet npucoejmHeHme.
Ja

Het

Het

(config)> mws acquire «candidates [eula-accept] [dpn-accept]
[no-update]

(config)> no mws acquire «candidate»

AprymeHT |3HauyeHue OnucaHue

candidate |Ctpoka ID yctpoiictBa — MAC-agpec nnn CID.

eula-accept |[KmwyeBoe cr080|BbinonHUTL KOMaHgy eula accept.

dpn-accept |Kmwyesoe cnoso|lNogTBepanTh npuHATHe DPN.

no-update |Kmoyesoe croso|lpucoegnHeHve 6e3 noaTBepPXAeHNS
O06HOB/IEHMA MPOLLUMBKN.

(config)> mws acquire abl409a2-0f87-11e8-8f23-3d5f5921b253 »
eula-accept
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Mws::Controller: Candidate "abl409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.

(config)> mws acquire 7207838e-af7d-11e6-8029-25463bd03811 »
eula-accept dpn-accept no-update

Mws::Controller: Candidate "7207838e-af7d-11e6-8029-25463bd03811" »
acquire started.

(config)> no mws acquire 60:31:97:3f:36:00
Mws::Controller: Candidate "60:31:97:3f:36:00" acquire stopped.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.15 [JlobaBneHa kOMaHAa mws acquire.

3.84 mws auto-ap-shutdown

OnucaHue BrknrounTb aBTOMaTryeckoe oTkntodeHue Tovek goctyna Wi-Fi cuctemsl npu
OTCYTCTBUMN €BA3W C KOHTPO/INepoMm. 1o yMON4aHUIO 3Ta HacTpolika
OTK/ItOYEHa.

KomaHga ¢ npedrkcom no oTKAKUaeT 3Ty BO3MOXHOCTb.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> mws auto-ap-shutdown

I (config)> no mws auto-ap-shutdown

Mpumep (config)> mws auto-ap-shutdown
Mws::Controller: Automatic access points shutdown enabled.

(config)> no mws auto-ap-shutdown
Mws: :Controller: Automatic access points shutdown disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.08 JobasneHa koMmaHaa mws auto-ap-shutdown.

3.85 mws backhaul shutdown

OnucaHune OTK/IIOUNTL CKPbITbIE 6eCNPOBOAHbIE CTYXXEOHbIE TOUKN AOCTYMNa ANS CIYXKObI
MWS. Mo ymonyaHuo HaCcTporika BKKOUEHa.

KomaHga ¢ I'Ipeq)I/IKCOM NO BK/IKOYAET CKPbITble TOYKNM A0CTYynMa.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

Cunoncuc I(config)> mws backhaul shutdown

I (config)> no mws backhaul shutdown

MNpumep (config)> mws backhaul shutdown
Mws: :Controller: Backhaul disabled.

(config)> no mws backhaul shutdown
Mws::Controller: Backhaul enabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.04 JobaBneHa komaHaa mws backhaul shutdown.

3.86 mws log stp

OnucaHune BrntounTtb nornposaHue STP gnsa nHtepdeiica. No3sonseT oTcIexXmBaTb
oTnpaBieHHble U NonyyYeHHble BPDU-nakeThl.

KomaHaa ¢ npepurKcom no oTKI0OYaEeT IOrMpoBaHme 415 3aaHHOro
NHTepoeiica. ECnv apryMeHT He yKa3aH, BeCb CMUCOK JIOrMpoBaHus STP byaeT
yZaneH.

Mpedunkc no Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBOg, [a

Cunoncnc (config)> mws log stp <interface
(config)> no mws log stp [ <interfaces ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interface UHTeppenc MonHoe nma nHTepderica A NCeBLOHUM.
Crnncok AOCTYMHbIX NHTEPPENCoB MOXKHO
YyBUAETb C MOMOLLIO KOMaHAbI interface
[Tab].
NMpumep (config)> mws log stp Bridge0
Network::Interface: :Rtx::WifiController: Enabled STP logging for »

"Bridge0".
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UcTopuns nameHeHuii

(config)> no mws log stp Bridge0
Network: :Interface: :Rtx::WifiController: Disabled STP logging »
for "Bridge0".

(config)> no mws log stp
Network::Interface: :Rtx::WifiController: Disabled all STP logging.

Bepcus OnucaHve

3.06 [JobaeneHa komaHaa mws log stp.

3.87 mws member

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

KomaHga c npedurkcomM no yaanseT 3anmcb 0 3axBa4eHHOM ycTporictae MIVS.
Ecnn BbINOIHNTE KOMaHAY 6e3 aprymMeHTa, TO BeCb CMNCOK 3aXBaYeHHbIX
YCTPOWCTB byAeT yaaneH.

Ja
Het

HeTt

(config)> no mws member [ member ]

AprymeHT 3HauyeHue OnucaHue

member Ctpoka ID yctpoiictBa — MAC-agpec nnwn CID.

(config)> mws no member 2937a388-0d00-11e7-8029-7119319f930e
Mws: :MemberList: Member 2937a388-0d00-11e7-8029-7119319f930e »
pending factory reset.

Bepcusa OnucaHue

2.15 JobaBneHa komaHaa mws member.

3.88 mws member check-update

OnucaHwue

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

3anycTnTb NPOBEPKY OBHOBNEHWIA AN 3aXBaYeHHOro ycTporictea MIVS.
Het
HeTt

Het

I (config)>  mws member <nember> check-update
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

member CTpoka ID ycTtpoiictBa — MAC-agpec nau CID.

(config)> mws member ahl409a2-0f87-11e8-8f23-3d5f5921b253 »
check-update

Mws: :MemberList: Member "50:ff:20:08:7a:6a" »
(abl1409a2-0f87-11e8-8f23-3d5f5921b253) checking for an update.

Bepcus OnucaHve

2.15 JobasneHa komaHaa mws member check-update.

3.89 mws member debug

OnuncaHwme

Mpedukc no
MeHseT HacTpPoIAKK
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

BinrounTb 0TNasKy 3axBaveHHoro yctpoiictaa MIVS. Mo ymondaHuo napameTp
OTK/HOYEH.

KomaHga c npedurkcom no oTkIoHaeT HaCTPOKY.
Ja

Ja

Het

(config)>  mws member <members debug

(config)> no mws member <members debug

AprymeHT 3HayeHue OnuncaHwue

member Ctpoka ID ycTpoiictBa — MAC-agpec nan CID.

(config)> mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug enabled.

(config)> no mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug disabled.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHaa mws member debug.
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3.90 mws member dpn-accept

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

MpuHATL cornaweHne DPN ana 3axBayeHHOro ycrpoiicraa MIVS.
Het
Het

Het

(config)>  mws member <member; dpn-accept

AprymeHT 3HauyeHue OnuncaHwue

member Ctpoka ID ycTpoiictea — MAC-agpec nawn CID.

(config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 »
dpn-accept

Mws::Controller: Candidate "ab1409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHAa mws member dpn-accept.

3.91 mws revisit

OnucaHune

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

MepeynTaTb COCTOAHME NOTEHUMAaNBLHOrO ycTporcTea MIVS.

Ja
Het

Het

(config)> mws revisit «candidate»

(config)> no mws revisit «candidate»

AprymeHT 3HauyeHue OnuncaHwue

candidate Ctpoka ID ycTpoiictBa — MAC-agpec nan CID.

(config)> mws revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit started.

(config)> mws no revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit stopped.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.15 JobaBneHa kKOMaHAa MWS revisit.

3.92 mws zone

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

OrpaHnunTb 06/1aCTb MOAKNHOYEHWS KIWEHTCKOrO YCTPOMCTBA YKa3aHHbIMN
y3namu MIWS.

KomaHga ¢ npedunKcom no yaanseTt ykazaHHYH HacTporiky. Ecnm Beectun
KOMaHZAy 6e3 apryMeHToB, byAeT yaneH BECTb CMNCOK OrPaHNYEHWIA,

Ja

Het
Ja
(config)> mws zone anac> «cid»

(config)> no mws zone [ wmac> «cids ]

AprymeHT 3HauyeHue OnucaHwue

mac MAC-appec MAC-agpec KIMeHTCKOoro yctponcraa. OH
JO/MKEH BbITb 3aperncTprupoBaH Kak
N3BECTHbI XOCT.

cid CID NaeHTndunkaTop yana MIVS.

(config)> mws zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeh8d6

Mws: :Controller: Added zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone 11:22:33:ec:58:e2 »
12298160-d886-11e7-9396-176971eeh8d6

Mws: :Controller: Deleted zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone
Mws::Controller: Cleared all zones.

Bepcus OnucaHve

3.06 JobaBneHa KOMaHAa mws zone.

3.93 nextdns

OnucaHune

JocTtyn K rpynne KoMaHa ans HacTpokn npoduneii NextDNS.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

Het
Het
Het

(nextdns)

I (config)> nextdns

(config)> nextdns
Core::Configurator: Done.

(nextdns)>
Bepcus OnucaHue
3.08 JobaBneHa komaHAaa netxdns.

3.93.1 nextdns assign

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Ha3HaunTb Npoduab 3amThl XOCTY. 10 yMONYaHMIO AN1A BCEX XOCTOB U
NOKaNbHbIX CETeBbIX CErMEHTOB NCMONb3yeTcst Npodunb system default.

KomaHgaa c npedrikcom no Bo3BpaLLlaeT 3HaueHre No yMonyaHuo — npodusib
system default.

Aa
Ja
Ja

(nextdns)> assign (<host> <tokens | interface «ifaces <tokens | <token

)

(nextdns)> no assign [<host> | «<ifaces]

AprymeHT 3HauyeHue OnucaHue

host MAC-agpec MAC-aapec xocrTa.

token lenoe umcno |TokeH ayTeHTUdUKaLum (ID).

iface UHTeppenc MonHoe nma nHTepderica nam NCeBLOHUM.

(nextdns)> assign 11:24:c4:54:bc:59 1f2a36
NextDns::Client: Reassociated host "11:24:c4:54:bc:59" with »
profile "1f2a36".

(nextdns)> assign interface Home 1f2a36
NextDns::Client: Associated interface "Home" with profile »
"1f2a36".
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(nextdns)> no assign 11:24:c4:54:bc:59
NextDns::Client: Removed profile for host "11:24:c4:54:bc:59".

(nextdns)> no assign Bridge0
NextDns::Client: Removed profile for interface "Bridge0".

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.08 [JobaeneHa komaHaa nextdns assign.

3.93.2 nextdns authenticate

OnucaHune YKa3zaTb NOruMH Ansa ydeTHon 3anmcm NextDNS.
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Cunoncuc (nextdns)>  authenticate <logins passworad [ pins ]
(nextdns)> no authenticate
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
login CTpoka JlorvH yyeTtHom 3anucm NextDNS.
password Ctpoka Maponb yyeTHOM 3anucn NextDNS.
pin CTpoka PIN-kog ansa ydeTHom 3anmcm NextDNS.,
Mpumep (nextdns)> authenticate account@gmail.com 123456789 1234
NextDns::Client: Authenticated successfully.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

3.08 JlobaBneHa koMaHa nextdns authenticate.

3.93.3 nextdns authtoken

OnucaHune YKa3aTb TOKeH aBTOpM3aunm ana yuetHom 3anncn NextDNS.
KomaHza ¢ npedurKcom no yaanseT TOKeH.

Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOog, Het

344 CnpaBo4HMK KOMaHA — Lite (KN-1311)




naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(nextdns)>  authtoken <authtoken>

(nextdns)> no authtoken

AprymeHT 3HauyeHue OnuncaHwue

authtoken CTpoka TokeH aBTopu3aumu (ID) ana y4eTHON 3anmncu
NextDNS.

(nextdns)> authtoken 1f2a36
NextDns::Client: Set authentication token.

(nextdns)> no authtoken
NextDns::Client: Cleared authentication token.

Bepcus OnucaHve

3.08 JlobaBneHa koMmaHaa nextdns authtoken.

3.93.4 nextdns check-availability

OnucaHwue
Mpedukc no

MeHsieT HaCTpoWiKKn

MpoBepuTb AOCTYNHOCTb CAyX6bl NextDNS.
Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

3.94 ndns

OnucaHwue
Mpedukc no

MeHsieT HacTpoiKkmn

I (nextdns)>  check-availability

(nextdns)> check-availability
NextDns::Client: NextDNS DNS-over-HTTPS is available.

Bepcus OnucaHve

3.08 [Jlo6aBneHa komaHaa nextdns check-availability.

JocTtyn K rpynne KoMaHA ans ynpasneHus cnyxxé6oih KeenDNS.
Het

Het

MHorokpaTtHbiiA BBog Het

BxoXkaeHue B rpynny

(ndns)
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I (config)> ndns

(config)> ndns
Core::Configurator: Done.

Bepcus OnucaHve

2.07 JobaeneHa komaHaa ndns.

3.94.1 ndns book-name

OnucaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

3apesepBupoBaTb UMs XocTa B DNS.

Ansa nepegayn 3ape3epBMPOBAHHOIO MMEHM XOCTa Ha ApYroe yCTPoriCcTBO
Keenetic ncnonebsyetcsa napametp transfer-code.

ANa nepesayun MeHn XoctTa Heo6X0ANMO:

1. BbINOMHWTL KOMaHAy € napameTpoM transfer-code Ha nepegatoLLein
CTOpOHe.

2. BbIMOIHUTBL Ty XXe caMyto KOMaHZy € TeMU e caMbIMU NapamMeTpamMin Ha
NPUHMMatOLLIeli CTOPOHE.

Ctpok geinctBus transfer-code ogHa Hegens.
Het
Ja

Het

(ndns)>  book-name name> <domain» [«accesss [ipv6 <access6)] |
<transfer-code> ]

AprymeHT 3HaueHune |OnucaHue
name CTpoka Vimsa xocTa ans pesepBMpoBaHus.
domain CTpoka [lomeH BTOpPOro ypoBHsA.
access auto ABTOMaTUYECKMIA TUM AOCTYNa.
cloud Vimsa xocTa 3apermnctpupoBaHo Ha IP-agpec

obnauHoro cepepa, HTTP-Tpaduk
TYHHenupyeTcs Ha Lite.

direct Mma xocTa 3aperncTtprpoBaHo Ha
WAN-agpec Lite.
access6 cloud BkntounTb 06nauHbIlv pexim ans

IPv6-aapeca.
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AprymeHT 3HauyeHne |OnucaHue
transfer-code |Hex Kog ansa nepesayvt UMeHU apyromy
ycTporicty Keenetic. AnnHa koga 32
c1mBoOna.
Mpumep (ndns)> book-name myhome23 keenetic.pro

v

NDSS: :ndns/bookName
The name booking was

done, layout = view, title
(Public DNS Hostname Booking), sub-title
successful.:

v

v

client, geo = RU, ip = 193.0.174.200, format =
clean, date = 2019-05-23T09:46:54.536Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:46:51.013Z
address: 193.0.174.200
access: direct
accessb6: none
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:

columns:
column, id = type, title = Type:
column, id = peer, title = Peer:

column, id detail, title = Detail:

column, id = elapsed, title = Time, »

variant = period, scale = 1:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndss111lh2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513" , "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
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peer = ndss111h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllh2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 27, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 27, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssl120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 67, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 68, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 70, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513" , "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 79, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited.:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated:
193.0.174.200:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
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executed.:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 97, origin = »
[TaskUdpSingle "ndssl1120l.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-5-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 106, origin = »
[TaskUdpSingle "ndssl11lh2.ndm9.xyz" [MsgNdssMessage »
["rohs/bodFiraliz", "014635/373/4613" ' mphore3", "keretic.pro®, "198.0.174.200", '+ :2" ,undefined, "2019-C5-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss11l1lr3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "e46H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3465, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3520, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:
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Ndns::Client: Booked "myhome23.keenetic.pro".

(ndns)> book-name nnttnn keenetic.pro »
121d567f901a345b289¢c121b567c903c

done, layout = view, title = NDSS::ndns/bookName »
(Public DNS Hostname Booking), sub-title

The name booking was successful.: client, geo = RU, ip = »
193.0.174.137, format =
clean, date = 2018-12-13T09:04:41.939Z, standalone = false:
fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:

field, name = updated, title = Updated, type »
= date, variant = date:
field,
field,
unknown:
field, name
field, name
unknown:

field,

= address, title IP Address:
= access, title = Access Mode »

name
name

IP4, default

IPv6 Address:
Access Mode »

address6, title
accessb, title

IPv6, default

name transfer, title Transfer:
nnttnn

keenetic.pro

LE

2018-12-13T08:47:11.014Z

0.0.0.0

name:
domain:
acme:
updated:
address:

access:
access6:
transfer:

cloud
none
true

suffix, layout = message, code = 200, message = »

The name booking was successful.:

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:

column, id = t, title = Time, variant »

= period, scale 1:

item, hl = false, o start, d =

[TaskBookName, {"name":"nnttnn", "domain":
>

"keenetic.pro","license":"730102642155400"}], t = 0:

item, hl = false, o = lock-local,
the name is locked (for current transaction), t g

item, hl = false, o = cluster, d
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quorumRemaining: 2, quorumPossible: 4, quorumTotal: 4, t = 1:

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJl/Wh1606j1Am1M"),
dst="/192.168.21.14:17047")], [MsgCack], quorumLeft=2, t = 10:

\J

\j

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('1lc+3/pP6zaljuE5w'),
dst="/88.198.177.100:17047")]1, [MsgCack], quorumLeft=1, t = 57:

\J

\j

\J

item, hl = false, o = lock-reply, d =
Quorum reached, finalizing, t = 57:

item, hl = false, o finalize, d = »

local changes commited., t = 65:

item, hl
address updated: 0.0.0.0, t = 77:

false, o refreshed, d = »

finalize, d = »

item, hl = false, o
post-process triggers executed., t = 77:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")], [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSels'),
dst="/88.198.177.100:16047")]1, [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d = »
Done, all replies collected., t = 79:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1iM'),
dst="/192.168.21.14:17047")]1, [MsgCack], t = 84:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('1lc+3/pP6zalUjuE5w"'),
dst="/88.198.177.100:17047")1, [MsgCack], t = 126:

\j

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")]1, [MsgCack], t = 133:

\J

\j

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS

\J
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\J

key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSels"'),
dst="/88.198.177.100:16047")1, [MsgCack], t = 145:

item, hl = false, o = commit-reply, d
= Commit stage complete., t = 146:

\J

item, hl = false, o = complete, d = All »
done., t = 146:

Ndns::Client: Booked "nnttnn.keenetic.pro".

(ndns)> book-name myhome23 keenetic.pro cloud ipv6 cloud

NDSS: : ndns/bookName »
The name booking was »

done, layout = view, title
(Public DNS Hostname Booking), sub-title
successful.:

client, geo = RU, ip = 193.0.174.200, format = »
clean, date = 2019-05-23T09:12:29.1457Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:12:16.197Z
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
column, id = type, title

Type:

Peer:

column, id peer, title
column, id = detail, title = Detail:

column, id = elapsed, title = Time, »
variant = period, scale = 1:
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item, elapsed = 11, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 11, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 17, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 18, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssl120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndss11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllol.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 25, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited.:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated: »
0.0.0.0:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed.:
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item, elapsed = 49, origin = »
[TaskUdpSingle "ndssl1120l.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : ;" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 49, origin = »
[TaskUdpSingle "ndsslllol.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : :" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndssll11lol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss1llr3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 51, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 80, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : :" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 122, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : :" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 165, origin = »
[TaskUdpSingle "ndsslllr3.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphame3", “keenetic.pro”, "0.0.0.0", " : ;" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:
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item, elapsed = 166, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:

Ndns::Client: Booked "myhome23.keenetic.pro".

WcTopusa nsmeHeHum Bepcus onuvcaHve
2.07 JobaBneHa komaHaa ndns book-name.
2.14 [JobaeneH napameTp ipvé.

3.94.2 ndns check-name

OnucaHwue MpoBepnTb AOCTYNHOCTb UMEHW XOCTa AN pe3epBaunm.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CviHoncmc

(ndns)>  check-name name>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
name CTpoka MimMs xocTa gnsa pesepBMpoBaHnS.
Mpumep (ndns)> check-name testname
list:
item:
name: testname
domain: mykeenetic.by
available: no
item:
name: testname
domain: mykeenetic.kz
available: yes
item:
name: testname
domain: mykeenetic.ru
available: yes
item:
name: testname
domain: mykeenetic.com
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available: yes

item:
name: testname
domain: mykeenetic.net
available: yes

Ndns::Client: Check completed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.07 Jo6aeneHa komaHaa ndns check-name.

3.94.3 ndns drop-name

OnucaHue OTMeHNTbL pernctpauuno nmeHu xocta B DNS.
Mpe¢ukc no Het

MeHsieT HacTpolikm  /[la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (ndns)>  drop-name <name> <domain»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Crpoka VMg xocTa ana yaaneHusa ns DNS.
domain CTpoka JloMeH BTOpPOro ypoBHS.
Npumep (ndns)> drop-name testname mykeenetic.net

done, title = NDSS::ndns/dropName (Delete DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:
client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
22T10:52:35.685Z, standalone = false:
reason: The name is un-booked.

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title Detail:
column, id = t, title = Time, variant = »

period, scale = 1:

item, hl = false, o = start, d = »
[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0:
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item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:
item, hl = false, o
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:
item, hl = false, o
Success: prepare, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")]1, [MsgCack], quorumLeft=2, t = 55:
item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1, t = 72:
item, hl = false, o = lock-reply, d = Quorum »
reached, finalizing, t = 73:
item, hl = false, o = finalize, d = local »
changes commited., t = 79:
item, hl = false, o = refreshed, d = address »

cluster, d = »

lock-reply, d = »

cleared, t = 85:

item, hl = false, o finalize, d = »
post-process triggers executed., t = 85:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 134:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], t = 161:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk"'),
dst="/148.251.129.152:17047")], [MsgCack], quorumLeft=0, t = 231:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 3608:

item, hl = false, o = complete, d = All »
done., t = 3608:

Ndns::Client: Dropped "testname.mykeenetic.net".

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

2.07 JobasneHa komaHaa ndns drop-name.
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3.94.4 ndns get-booked

OnucaHune Mony4unTb akTyanbHy0 MHPOPMALMIO C cepBepa O TekyLleMm
3apesepBMPOBaHHOM MMeHN xocTa B DNS.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHOroKpaTHbIVi BBog, HeT
CuHoncurc I (ndns)>  get-booked

Mpumep (ndns)> get-booked

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 41.189.34.56, format = »

xml, date = 2017-09-
14708:30:19.266Z, standalone = false:

menu, src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:

field, name = domain, title = Domain Name:

field, name address, title = IP Address:

field, name = updated, title = Updated, type »
= date, variant = date:

field, name = access, title = Access Mode, »
default = unknown:

field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: 2017-09-11T11:27:32.167Z
access: direct
transfer: false

Ndns::Client: Get-booked completed.
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VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.08 [JobaeneHa komaHza ndns get-booked.

3.94.5 ndns get-update

OonucaHune O6HOBUTL perncTpauuio MMeHn xocta B DNS Ha cepBepe.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (ndns)>  get-update [<access> [ipv6 access6»]]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
access auto ABTOMaTMYeCKMIA TUM AOCTYNa.
cloud ViMsa XocTa 3apernctpmpoBaHo Ha IP-agpec

obnayvHoro cepsepa, HTTP-Tpadumk
TYHHenupyeTcs Ha Lite.

direct Mms xocTa 3apermncrtpmposaHo Ha WAN-agpec
Lite. KomaHAa no3BoasieT BKAKUYNTb
noaaepxky Static NAT (NAT 1-1) co CTOPOHbI
cepBepa B napameTpax KeenDNS.

access6b cloud BKNtouMTb 06NaYHBIN pexmMm ans
IPv6-agpecos.

Mpumep (ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 81.200.27.56, format = »

xml, date = 2016-09-
22T12:07:32.746Z, standalone = false:

menu, src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = address, title = IP Address:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = access, title = Access Mode, »

default = unknown:
field, name = transfer, title = Transfer:

359

Lite (KN-1311) — CnpaBO4YHMK KOMaHA



naBa 3 OnncaHme KoMaHp,

name:
domain:
address:
updated:
access:
transfer:

testname

mykeenetic.net
81.200.27.56
2016-09-22T12:07:32.744Z
direct

false

Ndns::Client: Get-update completed.

(ndns)> get-update cloud ipv6 cloud

done, layout = view, title = »

NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):

>

client, geo = RU, ip = 193.0.174.168, format

xml, date = 2019-05-21T15:26:45.552Z, standalone = false:
menu, src
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

>

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:

field, name = updated, title = Updated, type »
= date, variant = date:
field,
field,
(ip4), default = unknown:
field, name
field, name
unknown:

field,

address, title IP Address:
access, title = Access Mode

name
name

address6, title IPv6 Address:
access6, title = Access Mode

(ipv6), default

name transfer, title Transfer:
name:
domain:
acme:
address:
access:
address6:
access6:
updated:
transfer:

mytest

keenetic.pro

LE

0.0.0.0

cloud

cloud
2019-05-21T15:26:45.547Z
false

Ndns::Client: Get-update completed.

(ndns)> get-update direct

done, layout = view, title = »

NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):

193.0.174.159, format
standalone false:

>

client, geo = RU, ip
2019-11-13T16:53:30.782Z,
menu, src

/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

xml, date

>
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fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
(ip4), default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
(ipv6), default = unknown:
field, name = transfer, title = Transfer:

name: myworknow
domain: keenetic.link
acme: LE
address: 193.0.174.159
access: direct
access6: none
updated: 2019-11-13T16:50:34.298Z
transfer: false

WcTopusa nsmeHeHum Bepcus onuvcaHve
2.07 JobasneHa komaHaa ndns get-update.
2.14 [JobaeneH napameTtp ipvé.

3.95 ntce

OnucaHune JocTtyn K rpynne KomaHa Ana HacTporiku cepsuca NTCE.
MNpedukc no Het
MeHsieT HacTpouikm  Het
MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (config-ntce)

CuHoncuc I(conﬁgp> ntce

MNpumep (config)> ntce
(config-ntce)>

WcTopuns nsmeHeHunit |Bepcus OonucaHue

3.07 JobaBneHa komaHaa ntce.
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3.95.1 ntce debug

OnucaHue BkntounTb 0Tnag0uHbIA pexum ansa cepuca NTCE. Mo ymondaHuto yHKLMSA
OTK/tOYEHa.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I(config-ntce)> debug
I (config-ntce)> no debug
Mpumep (config-ntce)> debug
Ntce::Manager: Enabled debug.
(config-ntce)> no debug
Ntce: :Manager: Disabled debug.
MCTOPMH N3MeHeHUm Bepcmﬂ onucaHuve

3.07 JobasneHa komaHaa ntce debug.

3.95.2 ntce memory-watcher

OnucaHune BKAHOUNTL MexaHM3M HabloAeHNs 3a Harpy3kor Ha NamaATb AN CTyX6bl
NTCE. Mo ymonyaHuio GyHKLNSA BKAKOYEHA.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-ntce)> memory-watcher
I (config-ntce)> no memory-watcher
Mpumep (config-ntce)> memory-watcher

Ntce::Manager: Enabled automatic memory pressure handler.

(config-ntce)> no memory-watcher
Ntce::Manager: Disabled automatic memory pressure handler.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.08

[JobasneHa KkomaHza ntce memory-watcher.

3.95.3 ntce qos category priority

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nsmeHeHnii

3.95.4 ntce qos enable

OnuncaHwne

YKasaTb NPUOpUTETHLI A/ KaTeropuii Tpaduka.

KomaHga ¢ I'IpEd)I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmon4aHuio.

Ja
Aa

Het

(config-ntce)>

qos category «categoryspriority priority:

(config-ntce)> qos category «categorysno priority

AprymeHT 3HaueHue OnucaHue
category calling 0 HauBbICLWIWIA,
gaming 0 Kpntnueckuia.
streaming O BbICOKUIA.
work O MNMoBbILWEHHbINA.
surfing O CpegHuia.
other 0 HopManbHbI (N0 yMOAYaHMIO).
filetransfering |0 Huskui.
priority Uenoe uucno 3HayeHue npnopuTteTa. Moxer

NPUHMMaTL 3HayYeHna B Nnpejenax ot 1
ho 7.

(config-ntce)> qos category work priority 7
Ntce::Manager: Set category "work" priority to "7".

(config-ntce)> qos category other no priority
Ntce::Manager: Reset QoS priority for category "work".

Bepcus

OnucaHune

3.08

JobasneHa KOMaHAa ntce qos category priority.

BikntounTs IntelliQoS, koTopblin o6ecneyrBaeT BXOAALLYIO N MCXOASALLYHO
noJsiocy NponyckaHUs ANst TPUOPUTETHBIX MPUIOXKEHWIA 1 33434 C MOMOLLbHO
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npesBapuTeNbHO ONpeeneHHbIX FPynmn KaTeropuia. Mo ymondaHuo cnyxéa
OTK/IHOYEHa.

KomaHaa ¢ npepurKCcom no oTKNHOYaeT HAaCTPOUKY.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-ntce)> qos enable
I (config-ntce)> no qos enable
Npumep (config-ntce)> gos enable
Ntce::Manager: Enabled QoS.
(config-ntce)> no gqos enable
Ntce::Manager: Disabled QoS.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
3.07 JobasneHa koMaHaa ntce qos enable.
3.96 ntp
OnucaHwue JocTyn Kk HacTpolike NTP-knueHTa.

KomaHga c npedrikcom no cobpacbiBaeT HacTpolkn NTP-KAneHTa B HaCTPOMKIN
MO yMONYaHUIO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> no ntp
MNpumep (config)> no ntp

Ntp::Client: Configuration reset.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa koMaHza ntp.
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3.97 ntp server

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Jlo6aBuTb B cnucok HOBbI NTP-cepBep. MOXHO A06aBUTL He bonee 8
NTP-cepBepoB.

KomaHga c npedurkcom no yganset NTP-cepBep 13 cnuncka. Ecav BeINOAHUTL
KOMaHZAy 6e3 aprymeHTa, To Becb Cnncok NTP-cepBepoB byAeT OUMLLIEH.

Ja
Ja
Aa
(config)> ntp server <server;

(config)> no ntp server [ <servers]

AprymeHT 3HauyeHue OnuncaHwue

server Ctpoka Appec NTP-cepBepa.

(config)> ntp server pool.ntp.org
Ntp::Client: Server "pool.ntp.org" has been added.

(config)> no ntp server
Ntp::Client: ALl NTP servers removed.

Bepcus OnucaHve

2.00 Jlo6aBneHa KoMaHAa ntp server.

3.98 ntp sync-period

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

YCTaHOBUTb nepumnoj CMHXpOHM3aunn BpeMeHN. Mo YMOTHaHNIO NCMNO/1b3YETCA
3HayeHue 1 Hegens.

KomaHga ¢ npedrKkcom no ycTaHaBAMBAET BPEMS CUHXPOHU3ALMN MO
YMONYaHWUIO.

Ja

Aa

Het

I (config)> ntp sync-period «period>

I (config)> no ntp sync-period
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

period lenoe 4ucno |Bpemsi CMHXpPOHU3aLMN, B MUHYTaX. MoxeT
NpMHMMaTL 3HaYeHus B rnpegenax ot 60
MUHYT o 1 mecaua.

(config)> ntp sync-period 60
Ntp::Client: A synchronization period set to 60 minutes.

(config)> no ntp sync-period
Ntp::Client: Synchronization period value reset.

Bepcus OnucaHve

2.00 Jlo6aBneHa koMaHaa ntp sync-period.

3.99 ping-check profile

OnucaHune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

JocTtyn K rpynne KOMaHA 4158 HaCTPOMKM BeibpaHHoro npodwunsa Ping Check.
Echv npodunb He HalfeH, KOMaHAa MblTaeTcs ero co3aathb.

KomaHga c npedurkcom no yaanset npodunb Ping Check.
Ja

Ja

Ja

(config-pchk)

(config)> ping-check profile name>

(config)> no ping-check profile name>

AprymeHT 3HauyeHue OnucaHwue

name CTpoka Wmsa npodunnsa Ping Check. CNCOK JOCTYMHbIX
Ansi Bblbopa npoduneri MOXHO yBUAETL BBeas

koMaHgay ping-check profile [Tab].

(config)> ping-check profile [Tab]

Usage template:
profile {name}

Choose:
TEST
MYMY
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UcTopuns nameHeHuii

(config)> ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been created.
(config-pchk)>

(config)> no ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been deleted.

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHaa ping-check profile.

3.99.1 ping-check profile host

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHum

YkazaTtb yAaHEHHbIVI XOCT And teCtTmpoBaHuA. Mo yMO/l4aHWKo, agpec XoCTa
Ha3Ha4aeTcd B COOTBETCTBUN C KOAOM CTPaHbI.

KomaHza ¢ npedpurKcom no yaanseT nmsi XocTa.
Ja

Aa

Het

(config-pchk)>  host <host>

(config-pchk)> no host [ <host> ]

AprymeHT 3HauyeHue OnuncaHwue

host Wms xocTa ViMa nnu agpec yaaneHHoro xocra.

(config-pchk)> host 8.8.8.8
PingCheck: :Profile: "test": add host "8.8.8.8" for testing.

(config-pchk)> host google.com
PingCheck: :Profile: "test": add host "google.com" for testing.

(config-pchk)> no host
PingCheck::Profile: "test": hosts cleared.

Bepcus OnucaHue

2.04 JobasneHa komaHaa ping-check profile host.

3.99.2 ping-check profile max-fails

OnuncaHune

YKa3zaTb KONNYECTBO NOC/1e0BaTe/IbHbIX HeyAa4YHbIX 3anpoCoB K yaaneHHOMY
XOCTY, MO AOCTUXEHMIO KOTOPOro MHTEPHET Ha MHTepdeiice cumTaeTcs
OTCyTCTBYHOLWMM. [10 yMONYAHMIO MCMONb3YeTCs 3HaYeHue 5.

Lite (KN-1311) — CnpaBO4YHMK KOMaHA 367



naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

KomaHza ¢ npedprKcom no Bo3BpaLLAeT 3HAUYEHME MO0 YMOIYAHUIO,
Ja

Aa

Het

(config-pchk)>  max-fails «count»

(config-pchk)> no max-fails

AprymeHT 3HauyeHue OnuncaHwue

count lenoe 4ucno |Konnmuyecrso HeyAauHbIX 3anpocos. Moxer
nprHMMaTb 3Ha4YeHusa B nNpegenax ot 1 40 10

BKNHOUYNTENbHO.

(config-pchk)> max-fails 7
PingCheck: :Profile: "test": uses 7 fail count for disabling »
interface.

(config-pchk)> no max-fails
PingCheck: :Profile: "test": fail count is reset to 5.

Bepcus OnucaHue

2.04 JobasneHa komaHaa ping-check profile max-fails.

3.99.3 ping-check profile min-success

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

YKa3aTb KOJIM4eCcTBO nociejoBaTe/IbHbIX YAaUHbIX 3aMpoCcoB K yaaieHHOMY
XOCTY, MO AOCTUXXEHMIO KOTOPOro MHTEPHET Ha nHTepdeice cunTaeTcs
HaNNYecTBYOLWMM. 10 YMOJTYaHUIO NCMOb3YeTCA 3HaveHune 5.

KomaHgaa ¢ npedprKcom no Bo3BpaLLaeT 3HaYeHNEe N0 YMOAYaHUIO.

Ja

Ja

Het

I (config-pchk)>  min-success «count»

I (config-pchk)> no min-success
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
count UYenoe uucro |Konmyecrso yaayHbIX 3anpocoB. MoxeT
MPUHXMAaTL 3HaUeHUA B Npegenax ot 1 Ao 10
BKJIKOUNTENBHO.
Mpumep (config-pchk)> min-success 3
PingCheck: :Profile: "test": uses 3 success count for enabling »
interface.

(config-pchk)> no min-success
PingCheck: :Profile: "test": success count is reset to 5.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 Jlo6aBneHa komaHga ping-check profile min-success.

3.99.4 ping-check profile mode

OnucaHue YcTaHoBUTE pexunm Ping Check. Mo yMon4YaHWMIO yCTaHOB/IEHO 3HayeHve icmp.
Mpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-pchk)>  mode wmode>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mode icmp TecTnpoBaHMe JOCTYNHOCTU YAaeHHOro
X0CTa byfleT oCyLLeCTBASATLCA MOCPEACTBOM
oTnpaeku emy ICMP-echo request (ping).
connect TecTpoBaHue [OCTYNHOCTU YAANEeHHOro
XOCTa byfeT oCyLLecTBAATLCA MOCPeACTBOM
yCcTaHOBKM TCP-NoAKA0YEHWSA Ha 3a4aHHbIN
nopT.
Mpumep (config-pchk)> mode connect
PingCheck: :Profile: profile "TEST" uses connect mode.
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.04 Job6asneHa komaHaa ping-check profile mode.
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3.99.5 ping-check profile port

OonuncaHmne YKasaTb NOpT 418 NOAKAOYEHNS K yAaneHHOMY XocTy. HacTpolika nmeet
CMbICA Npu pexxume Ping Check connect (cM. komaHay ping-check profile

mode).

KomaHza ¢ npedurKcomM no yaansieT HacTpoiiky.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-pchk)>  port port>
(config-pchk)> no port
AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne
port lenoe 4ucno |Homep nopta. MoxeT NpUHMMATL 3HaUeHNs
B npegenax oT 1 Ao 65534 BkoUUTENBHO.
Mpumep (config-pchk)> port 80

PingCheck::Profile: "test":

(config-pchk)> no port

PingCheck: :Profile: "test":

uses port 80 for testing.

port is cleared.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.04

Jo6aBneHa komaHaa ping-check profile port.

3.99.6 ping-check profile power-cycle

OonucaHue BktounTh ynpaBneHve nutaHneM ceTeBoro nHTepdeiica USB. Mo ymonyaHuio

BK/1FOYEHO.

KomaHza c nped1KcomM no oTKAOYAET HaCTPOWAKY.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het

CuvHoncuc

I (config-pchk)> no power-cycle

I (config-pchk)>  power-cycle
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Mpumep (config-pchk)> power-cycle
PingCheck: :Profile: "test": enabled USB power cycle.

(config-pchk)> power-cycle
PingCheck: :Profile: "test": disabled USB power cycle.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jlo6aBneHa komaHga ping-check profile power-cycle.

3.99.7 ping-check profile timeout

OnucaHune YCTaHOBUTb MakcMasibHoe BpeMA OXKMAaHNA OTBETa yAa/1EHHOIO XO0CTa Ha
O4WVH 3anpoc B ceKyHAax. Mo YMOJIHaHWIO NCMO/Ib3YeTCA 3HaveHue 2.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaYeHMe M0 YMOTHaHNIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het

CuHoncuc (config-pchk)>  timeout «timeout>

(config-pchk)> no timeout

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

timeout UYenoe uucro |Bpemsa oxvgaHusa B cekyHAaax. MoxeT
nprHMMaTb 3Ha4YeHusa B Npegenax ot 1 40 10
BKJIKOUYNTENBHO.

Mpumep (config-pchk)> timeout 4
PingCheck: :Profile: "test": timeout is changed to 4 seconds.

(config-pchk)> no timeout
PingCheck: :Profile: "test": timeout is reset to 2.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 Jlo6aBneHa komaHaa ping-check profile timeout.

3.99.8 ping-check profile update-interval
OnucaHwue YCTaHOBUTb NEPUOAMYHOCTE BbIMOJHEHWA NpoBepok Ping Check.
Mpedukc no Het

MeHsieT HacTpoiikn  [la

Lite (KN-1311) — CnpaBO4YHMK KOMaHA 371



naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-pchk)>  update-interval <seconds>
AprymeHTbl AprymeHT |3HaueHme |OnucaHue
seconds Uenoe umucno |Mepunog obHOBNEHUS B cekyHAax. MoxeT
NPUHMMAaTL 3HAYeHWs B Npejenax oT 3 40
3600 BKIHOUNTENBHO.
Mpumep (config-pchk)> update-interval 60
PingCheck: :Profile: "test": update interval is changed to 60 »
seconds.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue
2.04 JobasneHa koMmaHga ping-check profile
update-interval.

3.100 ppe

OnucaHwne BKNHOUMTL MeXaHM3M NakeTHOM 06paboTkK. Mo yMOAYaHUIO HacTpoiika
BK/IHOYEHa.

KomaHga ¢ npednkcom no oTKIoYaeT BblIOpaHHbI yCKOpUTeb.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CunHoncuc (config)>  ppe «engines

(config)> no ppe [<engines]

AprymeHTbI AprymeHT | 3HaueHune OnucaHue

engine |software MporpaMMHBbI ycKopUTenb.

MNpumep (config)> ppe software
Network::Interface: :Rtx::Ppe: Software PPE enabled.

(config)> no ppe
Network::Interface: :Rtx::Ppe: All PPE disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JlobasneHa KomaHza ppe.
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2.05 JobaBneH aprymeHT engine.

3.101 pppoe pass

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

BkntounTb GYHKLMIO CKBO3HOrO nponyckaHusa. MoxHo Beectn 4o 10
JIOKafbHbIX CeTeBbIX Y3/10B.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLUMIO.
Ja

Ja

Het

Ethernet

(config)>  pppoe pass through wan-iface <lan-iface>

(config)> no pppoe pass through

AprymeHT 3HauyeHue OnuncaHwue

wan-iface UHTepgeiic HauvanbHbI MHTepdenc — NoHoe Ha3BaHMe
WAN-nHTepdeiica nan ero anvac.

lan-iface WHTepgelic KoHeuHbI nHTepdeiic — NonHoe Ha3BaHue
LAN-nHTepdeiica nnu ero anvac.

(config)> pppoe pass through Home ISP
Pppoe::Pass: Configured pass from "Bridge@" to "GigabitEthernetl".

(config)> no pppoe pass
Pppoe: :Pass: Disabled.

Bepcus OnucaHue

2.00 JobaBneHa KOMaHAa pppoe pass.

3.102 schedule

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpoWiKKn

JocTyn K rpynne KOMaHJ 415 HaCTPOKMN BblIBpaHHOro pacnucaHus. Ecan
pacnucaHne He HailZeHo, KOMaHAa MbITaeTCst ero co3gathb.

KomaHga ¢ npedurKcom no yaanseT pacnucaHue.
Ja
Ja
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MHorokpaTHbIl/i BBog, /[la

Bxo>xaeHue B rpynny (config-sched)

CuHoncunc

AprymeHTsl

WcTopusa nsmeHeHum

3.102.1 schedule action

OnuncaHwne

Mpe¢ukc no

MeHsieT HacCTpoWiKKn

(config)>

schedule <name>

(config)> no schedule name>

AprymeHT 3HauyeHue OnucaHwue

name CTpoka Ha3sBaHue pacnmncaHus.
Bepcus OnucaHue

2.06 JobaBneHa komaHaa schedule.

3aAaTb AeNCTBUS, BbIMOHSEMbIe COrTacHO BbIBPaHHOMY pacnmcaHuio.

KomaHza c npedurKcom no oTMeHsieT gelicTBue.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config-sched)>

action «action> amins <hours «dow>

(config-sched)> no action [ <actions mins <hours «dows ]

AprymeHT 3HayeHue OnuncaHwue
action start [JlelicTBMe Havana.
stop JencTBme KoHUa.
min UYenoe uucrio |MUHYTBI.
hour Llenoe uucno |Yacobl.
dow UYernoe uucno |[HN Hepenwn, pasgeneHHble 3anaTeiMn. 0 1 7

O3Ha4aloT BOCKpeceHbe. * o3HayvaeT
exeagHeBHO.

(config-sched)> action start 0 9 1,2,3,4,5
Core::Schedule: :Manager: Updated schedule "WIFI".

Bepcus

OnucaHune

2.06

Job6aBneHa

komaHga schedule action.
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3.102.2 schedule description

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

3agaTb onucaHune an4d Bbl6paHHOFO pacnncaHn4.

KomaHga c nped1Kcom no cTMpaeT onncaHue.

Ja

Het

MHorokpaTtHbIiA BBog, Het

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

(config-sched)>

description «description

(config-sched)> no description

AprymeHT

3HayeHue

OnuncaHue

description

Ctpoka

TekcT onncaHms.

(config-sched)> description "Schedule for on/off Access Point"
Core: :Schedule: :Manager: Updated description of schedule "WIFI".

Bepcus

OnucaHmne

2.06

Job6asneHa komaHaa schedule description.

3.102.3 schedule led

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Ha3HaunTb CBETOANOAHYIO MHANKALMIO ANSA 3aMIaHNPOBAHHbBIX COBbITUT.
JonxeH 6bITb BbIbpaH napameTp SelectedSchedule Npy NOMOLLM KOMaHAbI

system led.

KomaHga ¢ I'Ipeq)I/IKCOM Nno OTKNKYaeT CBETOANOAHYH NHAUNKALNIO.

Ja
Ja

HeTt

(config-sched)>

(config-sched)> no led

led <action

AprymeHT 3HauyeHue OnuncaHwue
action start VIHAMKaTOp nokasbiBaeT Hayasno
3anJaHNPOBAHHOIO COBLITUSA.
stop VHAVKaTOp NoKa3biBaeT OKOHYaHue
3anJ1aHNPOBAHHOIO COBLITUS.
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Mpumep (config-sched)> led start
Core::Schedule::Led: Selected schedule "111".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.08 JobaeneHa komaHaa schedule led.

3.103 service dhcp

OnucaHwue Brntountb DHCP-cepeep. Ecnu ans 3anycka cny>K6bl HeOCTaTOYHO HacTpoeK
(cm. ip dhcp pool), cnyxxba He bygeT oTBeuaTb No ceTu. Kak ToNIbKO HacTpoek
CTaHeT AOCTaTOYHO, Cy>K6a BKAOUNTCA aBTOMaTNYECKN.

KomaHga ¢ npednkKcom no ocTaHaBIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service dhcp
I (config)> no service dhcp
Mpumep (config)> service dhcp
service enabled.
VICTOleﬂ N3MeHeHUun Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa service dhcp.

3.104 service dhcp-relay

OnucaHwue Bikntoumntb petpaHcnaTop-DHCP. Ecam gns 3anycka cnyx6bl He40CTaTOUHO
HacTpoek (c™. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyxx6a He byzieT oTBeUaTh Mo ceTu. Kak TONbKO HaCTpoeK CTaHeT JOCTaTOUHO,
cnyx6a BKIIIOUNTCA aBTOMaTUYECKMU.

KomaHga ¢ npedrkcom no ocTaHaBAMBAET CYX6Y.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service dhcp-relay
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I (config)> no service dhcp-relay

Mpumep (config)> service dhcp-relay
service enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [Jlo6baBneHa komaHaa service dhcp-relay.

3.105 service dns-proxy

OnucaHue BkntounTte DNS-npokcun. Ans HacTPOMKY NapaMeTpoB CIYXX6bI, NCNONb3yinTe
rpynny komaHg Pasgen 3.20 Ha cTpaHuvue 106.

Mpejukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CuHoncuc I(config)> service dns-proxy

NMpumep (config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.00 JobaBneHa KomaHaa service dns-proxy.

3.106 service http

OnucaHwue Bikntountb HTTP-cepBep, KOTOPbIA NpeAocTaBAseT Mob30BaTeNto
Web-nHTepdeic ana HacTpoiiku Lite.

KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CNyXOby.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service http
I (config)> no service http
Mpumep (config)> service http

HTTP server enabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JlobaeneHa komaHza service http.

3.107 service igmp-proxy

OnucaHwue Brntounte IGMP-npokcu. Ans paboTbl C1y>K6bl HEO6X0AMMO Hann4vmne ogHOro
nHTepdeiica upstreamun xota 661 ogHOr0 HTEepdelica downstream. Ecnim ans

3arnycka Cl'ly)K6bI HEAO0CTAaTOYHO HAaCTPOEK, OHa He 6yp,eT pa60TaTb. Kak T0/1bK0
HaCTpoOeK CTaHeT AO0CTaTO4HO, cny>|<6a BK/TIOYNTCA aBTOMaTUYECKN.

KomaHga ¢ npedrkcom no ocTaHaBAMBAET C/IYXKOy.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

Cunoncnc I (config)> service igmp-proxy
I (config)> no service igmp-proxy

Mpumep (config)> service igmp-proxy
IGMP proxy enabled.

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.00 JobasneHa KOMaHAa service igmp-proxy.

3.108 service internet-checker

OonucaHue BkntounTb Internet-checker ans KOHTPONA COCTOAHUSA VIHTEPHET COeANHEHMS
Ha ycTpoiicTge. Mo ymonyaHuto GyHKLMS BKIOYEHA.

KomaHga ¢ npednkKcom no ocTaHaB/INBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Her

CnHoncuc I (config)> service internet-checker
I (config)> no service internet-checker
Mpumep (config)> service internet-checker

Network: :InternetChecker: Hosts check enabled.
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(config)> no service internet-checker
Network: :InternetChecker: Hosts check disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.13 JobaBneHa komaHaa service internet-checker.

3.109 service ipsec

OnucaHwue 3anyctuTb CyXo6y IPsec. Mo ymon4vaHuio ciyxba oTkatoueHa.
KomaHga ¢ npednkcom no ocTaHaB/IMBAET CYX6Y.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> service ipsec
I (config)> no service ipsec
NMpumep (config)>service ipsec
IpSec::Manager: Service enabled.
VICTOleﬂ N3MeHeHUun Bepcmﬂ onucaHvie

2.06 JobaBneHa KoMaHaa service ipsec.

3.110 service kabinet

OnucaHune Brntoumntb cnyxx6y aBTopmsatopa KABINET. Mo ymonyvaHuto cnyxba
OTK/ItOYeHa.

KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CNyXOby.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service kabinet
I (config)> no service kabinet
Mpumep (config)> service kabinet

Kabinet: :Authenticator: Authenticator enabled.
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(config)> service kabinet
Kabinet: :Authenticator: Authenticator disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.02 JobaBneHa komaHa service kabinet.

3.111 service mws

OnucaHune Brntouuntb cnyx6y MIWS. Mo ymonyaHuio cnyxxba oTKoueHa.
KomaHga ¢ npednkcom no ocTaHaB/IMBAET CYX6Y.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncumc I(config)> service mws

I (config)> no service mws

Mpumep (config)> service mws
Mws::Controller: Enabled.

(config)> no service mws
Mws::Controller: Disabled.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.15 JobaBneHa KoOMaH/a service mws.

3.112 service ntce

OnucaHue 3anyctnTb cnyxby NTCE. Mo yMOAYaHNIO CEPBUC OTKHOYEH.
KomaHga ¢ npedrkKcom no ocTaHaB/IMBAET CYX6Y.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CuHoncunc I (config)>  service ntce

I (config)> no service ntce
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NMpumep (config)> service ntce
Ntce::Manager: Enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.09 JobasneHa KoMaHaa service ntce. lpexHee Ha3BaHWe
KoMaHzAbl service dpi.

3.113 service ntp-client

OnucaHue Brnountb NTP-KAVEHT.

KomaHga ¢ npednkKcom no ocTaHaBIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> service ntp-client
I (config)> no service ntp-client

Mpumep (config)> service ntp-client
NTP client enabled.

VICTOleﬂ N3MeHeHUun Bepcmﬂ onucaHvie

2.00 JobaBneHa KoMaHaa service ntp-client.

3.114 service snmp

OnucaHwue 3anyctuTb cnyxxby SNMP. Mo ymonuaHuio cnyxba oTKrueHa.

KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CNyXOby.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service snmp
I (config)> no service snmp
Mpumep (config)> service snmp

Snmp: :Manager: SNMP service was enabled.
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(config)> no service snmp

Snmp: :Manager: SNMP service was disabled.

WcTopusa nsmeHeHum

Bepcus

OnucaHmne

2.08

JobasneHa koMaHaa service snmp.

3.115 service ssh

BkntounTb cepBep SSH, KoTopbIi npefocTaBNseT Nob30oBaTento HTepdeic
KOMaHAHO CTPOKM ANIA HACTPOIKK yCTPOiCTBa.

OnuncaHune

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

KomaHza c nped1KcomM no ocTaHaBNNBAET CAyX6by.

I (config)> service ssh

I (config)> no service ssh

Mpumep

(config)> service ssh
Ssh::Manager: SSH server enabled.

(config)> no service ssh
Ssh::Manager: SSH server disabled.

UcTopuns nsmeHeHnii

Bepcusa

OnucaHune

2.12

JobaBneHa komaHAa service ssh.

3.116 service sstp-server

OnuncaHwne

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CvHoncuc

BkntouunTts cepsep SSTP.

KomaHga c nped1KcomM no ocTaHaBNNBAET CAyXoby.

I (config)> service sstp-server

I (config)> no service sstp-server
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Mpumep (config)> service sstp-server
SstpServer: :Manager: Service enabled.

(config)> no service sstp-server
SstpServer: :Manager: Service disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JlobaeneHa KomaHza service sstp-server.

3.117 service telnet

OonucaHue BrtounTh cepBep telnet, KOTOpbI NpesoCcTaB/seT NoAb30BaTeNtO UHTepdEIiC

KOMaHZAHOW CTPOKW AN HAaCTPOMKW YCTPOWCTBA.

KomaHga c nped1KcomM no ocTaHaBNNBAET CAyXOby.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

CuHoncuc I (config)> service telnet
I (config)> no service telnet

Npumep (config)> service tel
Telnet server enabled.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.00 JobaBneHa komaHja service telnet.

3.118 service udpxy

OnucaHune BkntounTb cnyx6y udpxy.

KomaHga c nped1KcomM no ocTaHaBNNBAET CAyXoby.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het

CuHoncuc I (config)>  service udpxy

I (config)> no service udpxy
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NMpumep (config)> service udpxy
Udpxy: :Manager: a service enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.03 JobasneHa KomaHaa service udpxy.

3.119 service upnp

OnucaHune BkntounTs cnyxby UPnP.

KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CAyXOy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> service upnp
(config)> no service upnp
WcTopuns nsmeHeHWit |Bepcusa onucaHue
2.00 JobaBneHa koMaHga service upnp.

3.120 service vpn-server

OnucaHue BkntoumnTts cepsep VPN.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CnHoncuc I (config)> service vpn-server
I (config)> no service vpn-server
MNpumep (config)> service vpn-server

VpnServer: :Manager: Service enabled.

(config)> no service vpn-server
VpnServer: :Manager: Service disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 [JlobaeneHa KomaHza service vpn-server.

3.121 show

OonucaHue [oCTyn K rpynne KOMaHZ A1 TpocMoTpa ArarHocTuyeckon nHGopmaumm o
cucTeMe. Bce KOMaHZAbI 3TOW rpynnbl HE U3MEHSIOT CUCTEMHbIE HACTPOIKM.

MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

Bxo>xxaeHue B rpynny (show)

CuHoncuc (config)> show
UcTopuns nsmeHeHnii Bepcus OonucaHue
2.00 JobaBneHa komaHaa show.

3.121.1 show acme

OnucaHwue MokasaTb ctatyc knneHTa ACME B cncteme.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CunHoncmc I (show)> acme

Npumep (show)> acme
acme:
real-time: yes
ndns-domain: mytest.keenetic.pro
ndns-domain-acme: yes
ndns-domain-error: no
default-domain: cc6b5a71a7644903b51a5454.keenetic.io
account-pending: no
account-running: no
get-pending: no
get-running: no
revoke-pending: no
revoke-running: no
reissue-queue-size: 0
revoke-queue-size: 0
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retries: 0
checker-timer: 82499
apply-timer: 0
acme-account: 36902346

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.11 JobaBneHa komaHaa show acme.

3.121.2 show adguard-dns availability
OnuicaHue MpoBepuTb 1 NOKasaTb AOCTYNHOCTb AdGuard DNS.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> adguard-dns availability
Mpumep (show)> adguard-dns availability
available: yes
port: 53
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.12 Job6aeneHa komaHaa show adguard-dns availability.

3.121.3 show adguard-dns profiles
OnucaHune Mokasatb npodunn AdGuard DNS.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)>  adguard-dns profiles

Mpumep (show)> adguard-dns profiles

profiles:
profile: default

profile: standard
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WcTopusa nsmeHeHum

profile: family

Bepcus OnucaHue

2.1 Job6asneHa komaHaa show adguard-dns profiles.

3.121.4 show associations

OnuncaHune

Mpejukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

MokasaTb cNncok 6ecnpoBoaH
Ecnuv BbINONHUTL KOMaHAy 6e3

bIX CTAHLMIA, CBA3@HHBIX C TOYKOM A0CTYyNa.
apryMeHTa, TO Ha 3KpaH byaeT BbiBe/eH BeCb

CMMCOK 6ecnpoOBOAHbLIX CTAHLINA.

HeTt
Het
Het

Access Point

(show)> associations [«

ame> ]

AprymeHT 3HauyeHue

OnvcaHune

name Crpoka

HazBaHue Touku goctyna. Cnmcok AOCTYMHbIX
ANsi Bblbopa Touek AOCTyna MOXHO YBUAETb
BBeAs KOMaHay associations [Tab].

(show)> associations [Tab]

Usage template:

associations [{name}]

Choose:
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint
WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl

GuestWiFi
WifiMasterl/AccessPoint3
WifiMasterl/AccessPoint0
AccessPoint 5G

(show)> associations WifiMaster0/AccessPoint0

station:
mac: ec:

1f:72:d3:6d:3f
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WcTopusa nsmeHeHum

ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 130
uptime: 3804
txbytes: 2058837
rxbytes: 25023483
ht: 20
mode: 1ln
gi: 800
rssi: -26
mcs: 15
station:
mac: 20:aa:4b:5c:09:0e
ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 270
uptime: 19662
txbytes: 19450396
rxbytes: 70800065
ht: 40
mode: 1ln
gi: 800
rssi: -41
mcs: 15
Bepcusa OnucaHue

2.00

JobaBneHa komaHaa show associations.

3.121.5 show button

OnuncaHune

MokasaTb MH$OPMAaLMIO MO YKa3aHHOM CUCTeMHO KHoMKe. EC/iv BbINOAHUTb
KOMaHAy 6e3 aprymeHTa, TO Ha 3KpaH byzeT BbiBeeH BeCb CMNCOK KHOMOK
Ha ycTporicTeBe. Habop KHOMOK 3aBMCUT OT annapaTHOM KOHGUrypawumm.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)> button [<names]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

name Ctpoka HasBaHue KHoMku.
Mpumep (show)> button FN1

buttons:
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button, name = FN1:
is switch: no
position: 2
position count: 2
clicks: 0
elapsed: 0
hold delay: 3000

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.00 JobaBneHa komaHaa show button.

3.121.6 show button bindings

OnucaHwne Moka3aTb CANCOK AeNCTBUIA, Ha3HaUYeHHbIX Ha KHOMKK YCTPOICTBaA.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> button bindings

Mpumep (show)> button bindings
bindings:

binding, index = 0:
button: RESET
action: click

active handler: Reboot
default handler: Reboot
protected: yes

binding, index = 1:
button: RESET
action: hold

active handler: FactoryReset
default handler: FactoryReset
protected: yes

binding, index = 2:
button: WLAN
action: click
active handler: WpsStartMainAp
default handler: WpsStartMainAp
protected: no

binding, index = 3:
button: WLAN
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action:

active handler:
default handler:
protected:

double-click
WpsStartMainAp5
WpsStartMainAp5
no

binding, index = 4:

button:

action:

active handler:
default handler:
protected:

WLAN

hold
WifiToggle
WifiToggle
no

binding, index = 5:

button:

action:

active handler:
default handler:
protected:

FN1

click
UnmountUsbl
UnmountUsbl
no

binding, index = 6:

button:

action:

active handler:
default handler:
protected:

FN1
double-click

no

binding, index = 7:

button:

action:

active handler:
default handler:
protected:

FN1
hold

no

binding, index = 8:

button:

action:

active handler:
default handler:
protected:

FN2

click
UnmountUsb2
UnmountUsb2
no

binding, index = 9:

button:

action:

active handler:
default handler:
protected:

FN2
double-click

no

binding, index = 10:

button:
action:
active handler:

default handler:
protected:

FN2
hold

no
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.03

[JobaeneHa komaHaa show button bindings.

3.121.7 show button handlers

OnucaHune lMokasaTb CNMCoK AOCTYNMHbIX O6pa6OTL1I/IKOB KHOMOK B CUCTEME.

MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuvHoncuc

I(shom0> button handlers

Mpumep (show)> button handlers

defaults

files

short _description:

short _description:

short _description:

handlers:
handler, name = LedToggle:
short _description:

protected: no
switch related: no

handler, name = FactoryReset:
reset a configuration to factory »

protected: yes
switch related: no

handler, name = UnmountUsbl:
unmount USB 1 port storages

protected: no
switch related: no

handler, name = UnmountUsb2:
unmount USB 2 port storages

protected: no
switch related: no

handler, name = Reboot:
short _description:

protected: yes
switch related: no

toggle system LED states

reboot the system

handler, name = DlnaDirectoryRescan:
short _description: rescan DLNA directory for newer media »

protected: no
switch related: no

handler, name = DlnaDirectoryFullRescan:
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short description: remove a DLNA database and rescan a »
DLNA directory
protected: no
switch related: no

handler, name = DectHandsetRegistrationToggle:
short description: toggle a DECT handset registration
protected: no
switch related: no

handler, name = DectHandsetPagingToggle:
short description: toggle a DECT handset paging
protected: no
switch related: no

handler, name = OpkgRunScript:
short description: run Opkg script
protected: no
switch related: no

handler, name = TorrentAltSpeedToggle:
short description: toggle a Torrent alternative speed »

mode
protected: no
switch related: no
handler, name = TorrentClientStateToggle:
short description: toggle a Torrent client state
protected: no
switch related: no
handler, name = WifiToggle:
short description: on/off all Wi-Fi interfaces
protected: no
switch related: no
handler, name = WpsStartMainAp:
short description: start WPS (2.4 GHz main access point)
protected: no
switch related: no
handler, name = WpsStartMainAp5:
short description: start WPS (5 GHz main access point)
protected: no
switch related: no
handler, name = WifiGuestApToggle:
short description: toggle a guest access point state »
(2.4 GHz)

protected: no
switch related: no

handler, name = WpsStartStation:
short description: start WPS (2.4 GHz Wi-Fi station)
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protected: no
switch related: no

handler, name = WpsStartStation5:
short description: start WPS (5 GHz Wi-Fi station)
protected: no
switch related: no

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.03 JobaBneHa komaHAa show button handlers.

3.121.8 show chilli profiles

OnucaHwne MokasaTb CNNCOK AOCTYNHbIX Npodunel RADIUS-cepBepa.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CvHoncunc | (show)>  chilli profiles

Mpumep (show)> chilli profiles
profile:
name: Iron Wi-Fi
url: https://www.ironwifi.com/
description: Hosted RADIUS and Captive Portal
preset:
uamserver: »
https://europe-west3.ironwifi.com/api/pages/uam/

radius:
serverl: 35.198.88.176

radiuslocationid:

custom: uamsecret
custom: radiussecret

custom: radiusnasid
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WcTopuns nsmeHeHwnii |Bepcus onucaHue
2.10 Jo6aeneHa komaHaa show chilli profiles.
3.121.9 show clock date
OnucaHue MNMoka3saTb TekyLlee CUCTEMHOE BpeMsl.
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

I(shom0> clock date

(show)> clock date

weekday: 4
day: 18
month: 1
year: 2018
hour: 8
min: 46
sec: 2
msec: 660

dst: inactive

tz:
locality: GMT
stdoffset: 0
dstoffset: 0
usesdst: no

WcTopus nsmeHeHwnii

rule: GMTO
custom: no
Bepcus OnucaHve
2.00 JobaeneHa komaHaa show clock date.

3.121.10 show clock timezone-list

OnucaHwue
Mpedukc no

MeHsieT HacTpoiKkmn

HeTt

Het

MHorokpaTtHbiiA BBog, Het

lMokasaTb CNMCcok AOCTYNHbIX YaCOBbIX MOACOB.

394

CnpaBo4HMK KOMaHA — Lite (KN-1311)



naBa 3 OnncaHme KOMaHA,

CuHoncuc I(shom0> clock timezone-list
Mpumep (show)> clock timezone-list
timezones:
tz:
locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
dstoffset: -1
tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:
locality: Anadyr
stdoffset: 43200
dstoffset: -1
WcTopus nsmeHeHum Bepcus onuvcaHue

2.00 JobaeneHa komaHaa show clock timezone-list.

3.121.11 show cloudflare-dns availability

OnucaHwue MpoBepuTb N NoKasaTb gocTynHocTb Cloudflare DNS.
Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

CuHoncuc I(shom0> cloudflare-dns availability

Mpumep (show)> cloudflare-dns availability

available: yes
doh-supported: yes
doh-available: yes
dot-supported: yes
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dot-available: yes
blocked-name: »
31bd8460-89fd-e2de-8865-63ffb93d1lc9e.is-cf.cloudflareresolve.com
ipv6-supported: no
ipv6-enabled: no

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.05 Job6asneHa komaHaa show cloudflare-dns availability.

3.121.12 show cloudflare-dns profiles
OnucaHwne Moka3sate npodunu Cloudflare DNS.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> cloudflare-dns profiles
MNpumep (show)> cloudflare-dns profiles
profiles:
profile: default
profile: standard
profile: malware
profile: family
UcTopuns nsmeHeHnim Bepcus OonucaHue

3.05 Job6asneHa komaHaa show cloudflare-dns profiles.

3.121.13 show configurator status

OnucaHwue MokasaTb MHPopMaLMIo O CUCTEMHOM KOHbUrypaTope.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> configurator status
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Mpumep (show)> configurator status
touch: Thu, 18 Oct 2018 14:37:25 GMT

header, name = Model: Keenetic Giga

header, name Version: 2.06.1

header, name = Agent: http/rci

header, name = Last change: Thu, 18 Oct 2018 14:37:25 »

GMT
serving:
name: Session /var/run/ndm.core.socket
time: 0.000397
request, host = 192.168.1.42, name = admin:
parse: show configurator status
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.06 Job6asneHa komaHaa show configurator status.
3.121.14 show credits
OonucaHue MNMokasaTb NNLEH3MOHHY NHbOPMaLMo 06 YCTaHOBNEHHOM NakeTe B

KeeneticOS. Ecnu BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO Ha 3KpaH bygeT
BblBeZeHa BCA MHPOpMaLMSA NO YCTaHOB/IEHHbBIM MakeTam Ha YCTpolicTBe.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  credits [ <package; ]
AprymeHTbI AprymeHT |3HauyeHune OnucaHue
package Ctpoka Vima nakerta.
Mpumep (show)> credits
package:

name: accel-ppp
title: High performance accel-ppp VPN server
homepage: https://accel-ppp.org/

package:
name: accel-ppp-12tp
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title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:

Chilli Version)

homepage:

package:

name:
title:

management utility

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:

L2TP plugin for accel-ppp
https://accel-ppp.org/

accel-ppp-pptp
PPTP plugin for accel-ppp

https://accel-ppp.org/

accel-ppp-sstp
SSTP plugin for accel-ppp
https://accel-ppp.org/

avahi-daemon
An mDNS/DNS-SD implementation (daemon)
http://www.avahi.org/

coova-chilli
Wireless LAN HotSpot controller (Coova »

http://www.coova.org/CoovaChilli

crconf
Netlink-based CryptoAPI userspace »

dhcpv6
DHCPv6 client + server
http://wide-dhcpv6.sourceforge.net/

dropbear
Small SSH2 client/server
http://matt.ucc.asn.au/dropbear/

iperf3-ssl
Internet Protocol bandwidth measuring »

tool with iperf auth support

homepage:

package:

name:
title:
homepage:

package:

name:
title:

https://github.com/esnet/iperf

kernel
Linux kernel
http://www.kernel.org/

kmod-ipt-account
ACCOUNT netfilter module
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homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

kmod-ipt-chaos
CHAOS netfilter module

kmod-ipt-compat-xtables
API compatibilty layer netfilter module

kmod-ipt-condition
Condition netfilter module

kmod-ipt-delude
DELUDE netfilter module

kmod-ipt-dhcpmac
DHCPMAC netfilter module

kmod-ipt-dnetmap
DNETMAP netfilter module

kmod-ipt-fuzzy
fuzzy netfilter module

kmod-ipt-geoip
geoip netfilter module

kmod-ipt-iface
iface netfilter module

kmod-ipt-ipmark
IPMARK netfilter module

kmod-ipt-ipp2p
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title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

title:

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

IPP2P netfilter module

kmod-ipt-ipv4options
ipv4options netfilter module

kmod-ipt-length2
length2 netfilter module

kmod-ipt-logmark
LOGMARK netfilter module

kmod-ipt-lscan
lscan netfilter module

kmod-ipt-netflow
Netflow netfilter module for Linux kernel
http://ipt-netflow.sourceforge.net/

kmod-ipt-psd
psd netfilter module

kmod-ipt-quota2
quota2 netfilter module

kmod-ipt-sysrq
SYSRQ netfilter module

kmod-ipt-tarpit
TARPIT netfilter module

kmod-nf-nathelper-rtsp
RTSP Conntrack and NAT helpers
https://github.com/maru-sama/rtsp-linux
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library

name:
title:
homepage:

package:

name:

kmod-wireguard
WireGuard kernel module

libattr

title: Extended attributes (xattr) manipulation »

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
writing of UNIX daemons
homepage:

http://savannah.nongnu.org/projects/attr

libav
This package contains Libav library
https://libav.org/

libavahi
An mDNS/DNS-SD implementation (No D-Bus)
http://www.avahi.org/

libcurl
A client-side URL transfer library
http://curl.haxx.se/

libdaemon
A lightweight C library that eases the »

>

http://0pointer.de/lennart/projects/libdaemon/

package:

name:
title:

1ibdb47
Berkeley DB library (4.7)

homepage: http://www.sleepycat.com/products/db.shtml

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

libevent
Event notification library
http://www.monkey.org/~provos/libevent/

libexif
Library for JPEG files with EXIF tags
https://libexif.github.io

libexpat
An XML parsing library
https://libexpat.github.io/

libgcrypt
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title
homepage

: GNU crypto library

a o=

http://directory.fsf.org/security/libgcrypt.html

package:
name
title
homepage

: libgpg-error
: GnuPG error handling helper library

a o=

http://www.gnupg.org/related software/libgpg-error/

package:
name
title
homepage

package:
name

: libid3tag
: An ID3 tag manipulation library
: https://www.underbit.com/products/mad/

: libjpeg

title: The Independent JPEG Group's JPEG runtime »

library
homepage

package:

name:
title:
homepage:

package:

name:
title:

of HTTP/2

homepage:

package:

name:
title:

(libcrypto.so, libssl

homepage:

package:

name:
title:
homepage:

package:
name

: http://www.ijg.org/

liblzo
A real-time data compression library
http://www.oberhumer.com/opensource/1zo/

libnghttp2
Library implementing the framing layer »

https://nghttp2.org/

libopenssl

Open source SSL toolkit (libraries »
.S0))

http://www.openssl.org/

libpcap
Low-level packet capture library
http://www.tcpdump.org/

: libtommath

title: A free number theoretic multiple-precision »

integer library
homepage

package:
name
title:
homepage

: https://www.libtom.net/

: libusb
A library for accessing Linux USB devices
: http://libusb.info/
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package:

name:
title:

mini_ snmpd
Lightweight SNMP daemon

homepage: http://troglobit.github.io/mini-snmpd.html

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

minidlna
UPnP A/V & DLNA Media Server
http://minidlna.sourceforge.net/

miniupnpd
Lightweight UPnP daemon
http://miniupnp.tuxfamily.org/

netatalk
netatalk
http://netatalk.sourceforge.net

nginx
Nginx web server
http://nginx.org/

nginx-stream-module
Nginx stream module

openvpn
Open source VPN solution using OpenSSL
http://openvpn.net

pjproject
PJSIP
http://www.pjsip.org/

pureftpd
FTP server
http://www.pureftpd.org

radvd
Router advertisement daemon
http://www.litech.org/radvd/

sstp-client
SSTP client for Linux
http://sstp-client.sourceforge.net/
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404

package:
name: strongswan
title: Strongswan IKEv1l/IKEv2 ISAKMP and IPSec »
suite
homepage: https://www.strongswan.org/

package:
name: transmission-daemon
title: A free, lightweight BitTorrent client
homepage: http://www.transmissionbt.com

package:
name: tspc
title: TSP client
homepage: http://www.broker.ipv6.ac.uk

package:
name: tzdata
title: Timezone data files
homepage: https://www.iana.org/time-zones

package:
name: udpxy
title: Convert UDP IPTV streams into HTTP stream
homepage: http://sourceforge.net/projects/udpxy

package:
name: zlib
title: Library implementing the deflate »
compression method
homepage: http://www.zlib.net/

(show)> credits nginx

copying: /*
* Copyright (C) 2002-2019 Igor Sysoev
* Copyright (C) 2011-2019 Nginx, Inc.
* ALl rights reserved.
*
* Redistribution and use in source and binary
forms, with or without
* modification, are permitted provided that
the following conditions
* are met:
* 1. Redistributions of source code must »
retain the above copyright
& notice, this list of conditions and the
following disclaimer.
* 2. Redistributions in binary form must »
reproduce the above copyright

v

v

v

* notice, this list of conditions and the »
following disclaimer in the
* documentation and/or other materials »
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WcTopusa nsmeHeHum

3.121.15 show

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND »

CONTRIBUTORS "“AS IS'' AND

* ANY EXPRESS OR IMPLIED WARRANTIES, »
INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND »
FITNESS FOR A PARTICULAR PURPOSE

* ARE DISCLAIMED. 1IN NO EVENT SHALL THE »
AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, »
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, »
PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; »

OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF »
LIABILITY, WHETHER IN CONTRACT, STRICT

* LIABILITY, OR TORT (INCLUDING NEGLIGENCE »
OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF »
ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*/
Bepcusa OnucaHue
3.01 JobaBneHa komaHaa show credits.

crypto ike key

MokasaTb MHPOopMaLMIO 0 BbIBpaHHOM Kntoue IKE. Ecnv BbINOAHUTE KOMaHAY
6e3 aprymeHTa, TO BeCb Cnncok IKE kntoyein byaeT BbiBeAeH Ha 3KpaH

HeTt
Het

Het

(show)> crypto ike key [name]

AprymeHT 3HauyeHue OnuncaHwue

name Ctpoka HasBaHue BbI6paHHoOro IKE knroua.

(show)> crypto ike key

IpSec:
ike key, name = test:
type: address
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WcTopusa nsmeHeHum

id: 10.10.10.10

ike key, name = test2:

type: any
id: »
Bepcus OnucaHue
2.06 Job6asneHa komaHaa show crypto ike key.

3.121.16 show crypto map

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

MokasaTb MHbOpPMaLMIO 0 BbiIbpaHHOW KpunTokapTe IPsec. Ecnv BbINOAHUTL
KOMaHAy 6e3 aprymeHTa, To BeCb CMUCOK KPUMTOKapPT IPsec byaeT BbiBeAeH

Ha 3KpaH.
HeTt
Het

Het

(show)> crypto map [map-name]

AprymeHT

3HavyeHue OnwucaHue

map - name

CTpoka HasBaHuve BbIGpaHHOM KPUMTOKAPTHI.

(show)> crypto map test

IpSec:
crypto _map, name = test:
config:
remote peer: ipsec.example.com
crypto _ipsec profile name: profl
mode: tunnel

local network:
net: 172.16.200.0
mask: 24
protocol: IPv4

remote network:
net: 172.16.201.0
mask: 24
protocol: IPv4

status:
primary peer: true

phasel:
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name:
unique id:

ike state:
establish time:
rekey time:
reauth time:
local addr:
remote addr:
ike version:
local spi:
remote spi:
local init:

ike cypher:

ike hmac:

test

572

ESTABLISHED
1451301596

0

1451304277
10.10.10.15
10.10.10.20

2
00abebfc9d90f1c2
3cd201ef496df75¢
yes

aes-cbc-256

shal

ike dh group: 2

phase2 sa list:

phase2 sa, index = 0:

unique id:
request id:
sa_ state:
mode:
protocol:
encapsulation:
local spi:
remote spi:
ipsec_cypher:
ipsec_hmac:
ipsec_dh group:
in bytes:

in packets:

in time:

out bytes:

out packets:
out time:
rekey time:
local ts:
remote ts:

304

185

INSTALLED
TUNNEL

ESP

yes

cab9bfcf
cde23d83
esp-aes-256
esp-shal-hmac

7152

115

1451302507

6008

98

1451302507
1451305159
172.16.200.0/24
172.16.201.0/24

state: PHASE2 ESTABLISHED

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue
2.06 Job6asneHa komaHaa show crypto map.
3.121.17 show defaults
OnucaHwne MNMoka3aTb 06LUMe NapaMeTpbl 6eCrpoOBOAHON CETU U CUCTEMBbI MO YMOIYaHUIO.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
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MHorokpaTHbIii BBOA,

CvHoncuc

Mpumep

WcTopus nsmeHeHum

HeT
| (show)> defaults

(show)> defaults

servicetag: 014635737374%***
servicehost: ndss.keenetic.ndmsystems.com
SerVicepaSS: 3k 3k >k 5k 5k 5k ok ok >k >k >k >k >k >k k
wlanssid: Keenetic-0000
wlankey: XFxTH***
wlanwps: 75534%**
country: RU
ndmhwid: KN-1010
ctrisum: 4712e0849ccead77ccdd1l8e2fedb***
serial: S1749WF***
signature: valid
integrity: ok

locked: yes
Bepcus OnucaHue
2.00 Job6aBneHa komaHaa show defaults.

3.121.18 show dns-proxy

OnucaHue
Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

Mpumep

Moka3saTb cnucok cepsepos DNS nosepx TLS n DNS nosepx HTTPS.
Het
HeTt

Het
I(shom0> dns-proxy

(show)> dns-proxy

proxy-status:
proxy-name: System

proxy-config:

rpc_port = 54321

rpc_ttl = 10000

rpc_wait = 10000

timeout = 7000

proceed = 500

stat file = /var/ndnproxymain.stat
stat time = 10000

dns server = 127.0.0.1:40500 .
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dns_server

127.0.0.1:40501 .
dns_server = 127.0.0.1:40508 .
dns_server = 127.0.0.1:40509 .

static a = my.keenetic.net 78.47.125.180
static_a = ccbb5a71a7644903b51a5454.keenetic.io 78.47.125.180

static a =

set-profile-ip 127.0.0.1 0
set-profile-ip ::1 0

dns_tcp port
dns_udp port

53
53

proxy-stat:

# ndnproxy statistics file

Total incoming requests: 809

Cache hits ratio:
Memory usage:

DNS Servers

40ms

17ms

Oms

326ms

myhome23.keenetic.pro 78.47.125.180

Proxy requests sent: 659
0.192 (155)
44 . 41K
Ip Port R.Sent A.Rcvd NX.Rcvd »
Med.Resp Avg.Resp Rank
127.0.0.1 40500 2 2 0 >
40ms 10
127.0.0.1 40501 652 651 0 >
17ms 10
127.0.0.1 40508 2 0 0 >
Oms 4
127.0.0.1 40509 3 1 0 >
326ms 3
proxy-safe:
proxy-tls:
server-tls:
address: 1.1.1.1
port: 853
sni: cloudflare-dns.com
Sspki:
interface:
server-tls:
address: 8.8.8.8
port: 853
sni: dns.google.com
Sspki:
interface:

proxy-tls-filters:

proxy-https:
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WcTopusa nsmeHeHum

server-https:
uri: https://dns.adguard.com/dns-query
format: dnsm
Sspki:
interface:

server-https:

uri: »

https://cloudflare-dns.com/dns-query?ct=application/dns-json
format: json

Sspki:
interface:
proxy-https-filters:
Bepcus OnucaHue
3.01 Job6asneHa komaHaa show dns-proxy.

3.121.19 show dns-proxy filter presets

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

MNMokasaTk cnmMcok npeceToB ¢uabTpaumm. Bcerga ectb kak MUHUMYM 1 npecerT,
HO MX MOXeT 6bITb ropaszo 6osbLue.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

BoiBOpA,

(show)>  dns-proxy filter presets [<lang ]

AprymeHT 3HauyeHue OnuncaHwue

lang Ctpoka A3bIK AN 0TO6paXkeHWsa B nonsax "onmcaHmne"
1 "KpaTkoe onvicaHune". Ecnu
3anpaluviBaeMbli A3bIK OTCYTCTBYeT, byaeT
oTObpaxaTbCs aHINNCKas Bepcns

dneMeHT OnucaHue

description AnvHHoe nogpobHoe onucaHue npoduns. Ectb Habop

nepesosoB
id KopoTkoe nms, kKotopoe 6yaeT NCNoNb30BaTbCs B

KoMaHgax dns-proxy.

short-description

KpaTkoe onuncaHve 415 MCrno/b30BaHMsA B KOM6060Kcax
1 3aronoBkax. EcTb Habop nepeBooB.

stale

YcTaHaBnMBaeTcs B true, KorAa npecet yctapen u
6onbLue He paboTaerT.
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Mpumep (show)> dns-proxy filter presets en

version: 4

presets:
id: opendns-family
url: »
https://www.opendns.com/home-internet-security/
stale: no

short-description: OpenDNS - FamilyShield
description: Blocks domains that are categorized as »
Tasteless, Proxy/Anonymizer, Sexuality and Pornography.

presets:
id: quad9-security
url: https://quad9.net/home/individuals/
stale: no
short-description: Quad9 - Security Protection
description: Blocks malicious hostnames to protect »
against a wide range of threats such as malware, phishing, »
spyware, and botnets. Improves performance in addition to »
guaranteeing
privacy.

presets:
id: cleanbrowsing-security
url: https://cleanbrowsing.org/filters
stale: no
short-description: CleanBrowsing - Security Filter
description: Blocks access to phishing, spam, malware »
and malicious domains. Our database of malicious domains is »
updated hourly and considered to be one of the best in the »
industry.
Note that it does not block adult content.

presets:
id: cleanbrowsing-adult
url: https://cleanbrowsing.org/filters
stale: no
short-description: CleanBrowsing - Adult Filter
description: Blocks access to all adult, pornographic »
and explicit sites. It does not block proxy or VPNs, nor »
mixed-content sites. Sites like Reddit are allowed. Google and »
Bing are set
to the Safe Mode. Malicious and Phishing »
domains are blocked.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

3.08 Job6asneHa komaHaa show dns-proxy filter presets.
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3.121.20 show

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

Mpumep

UcTopuns nameHeHui

3.121.21 show

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHThl

Mpumep

dns-proxy filter profiles
MokasaTb cnucok npodwunein dunbTpaLum.
Het

Het

Het
I(shom0> dns-proxy filter profiles

(show)> dns-proxy filter profiles

profiles:
id: DnsProfile@
description: test

Bepcus OnucaHve

3.08 Jo6aBneHa komaHaa show dns-proxy filter profiles.

dpn document
[MokasaTb TeKCcT cornatueHunsa DPN.
Het

Het

Het

(show)>  dpn document [ «version ][ <language>]

AprymeHT 3HauyeHue OnucaHwue

version CTpoka Bepcus DPN. Ecnuv He yKa3aHa, oTobpaaeTcs
nocneHAsA Bepcus.

language CTpoka AA3bIk DPN. Ecnn He yKa3aH, oTobpaxaeTcs Ha
AHIINNCKOM A3blKe.

(show)> dpn document
20200330

DEVICE PRIVACY NOTICE
Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and
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binding agreement between Keenetic Limited, including all »
affiliates and
subsidiaries (“Keenetic”,
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

u

us”, “our” or “we”) and You (as »

(show)> dpn document 20200330 en
20200330

DEVICE PRIVACY NOTICE
Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and

binding agreement between Keenetic Limited, including all »
affiliates and
subsidiaries (“Keenetic”,
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

“us”, “our” or “we”) and You (as »

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [JobaeneHa komaHaa show dpn document.

3.121.22 show dpn list

OnucaHwne MokasaTb cAnCcoK cornawieHnin DPN, AOCTYNHbIX B CUCTEME.
Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

Mpumep

I(shom0> dpn list

(show)> dpn list
dpn:
version: 20200330

document:
lang: de

format: txt
format: md

document:
lang: en

format: txt
format: md

document:
lang: es

format: txt
format: md

document:
lang: fr

format: txt
format: md

document:
lang: it

format: txt
format: md

document:
lang: pl

format: txt
format: md

document:
lang: pt

format: txt
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format: md

document:
lang: ru

format: txt
format: md

document:
lang: sv

format: txt
format: md

document:
lang: tr

format: txt
format: md

document:
lang: uk

format: txt

format: md
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
3.05 Job6asneHa komaHaa show dpn list.
3.121.23 show dot1x
OnucaHue Moka3saTb cocTosiHMe KaneHTa 802.1x Ha nHTepdeiice. ns BO3IMOXHOCTU

ynpaBfeHusi CocTosiHMeM kneHTa 802.1x Ha nHTepdelice L0MKHA 6bITb
HacTpoeHa aBTopmM3aLMsa Npy NOMOLLM rpynnbl KOMaHg interface
authentication.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
Tun nHTepdeiica Ethernet
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (show)> dotlx [ interface]

Lite (KN-1311) — CnpaBO4YHMK KOMaHA 41 5



naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interface UHTepgeiic HasBaHue nHTepdeiica Ethernet. Cnncok
JOCTYMHbIX 4151 BbI6Opa MHTepP$encoB MOXHO
yBuaeTb BBeasa komaHay dotix [Tab].

Mpumep (show)> dotlx [Tab]

Usage template:
dotlx [{name}]

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint

(show)> dotlx ISP

dotlx:
id: FastEthernet0/V1an2
state: CONNECTING

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.02 JobaeneHa komaHaa show dot1x.
3.121.24 show drivers
OnucaHune Moka3aTb CANCOK 3arpPy>KeHHbIX ApaiiBepoB A4pa
Mpedukc no Het

MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> drivers

Mpumep (show)> drivers

module:
name: rt2860v2 sta
size: 546736
used: 0
subs: -
module:
name: rt2860v2 ap
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WcTopusa nsmeHeHum

size: 554192
used: 2
subs: -

module:
name: rndis host
size: 5024
used: 0
subs: -

module:
name: dwc_otg
size: 68416
used: 0
subs: -

module:
name: 1m
size: 1344
used: 1
subs: dwc otg, [permanent]

Bepcus OnucaHue
2.00 JobaBneHa komaHAa show drivers.

3.121.25 show dyndns updaters

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

lMoka3aTb CNMCOK AOCTYMHbIX NocTaBLLkos DynDNS.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

(show)> dyndns updaters

updater:

type:
url:
api:

updater:

type:
url:
api:

updater:

I(shom0> dyndns updaters

dyndns

https://account.dyn.com/dns/dyndns
http://members.dyndns.org/nic/update

noip

https://www.noip.com/
http://dynupdate.no-ip.com/nic/update
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type: rucenter
url: https://www.nic.ru/login/
api: https://api.nic.ru/dyndns/update

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

2.12 Job6asneHa komaHaa show dyndns updaters.

3.121.26 show easyconfig status

OnucaHwne MokasaTb cocTosiHMe 1 HacTpolikn EasyConfig
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> easyconfig status
Mpumep (show)> easyconfig status
easyconfig:

checked: Tue Aug 6 11:50:21 2019
enabled: yes
reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
internet: yes

gateway:
interface: GigabitEthernetl
address: 193.0.175.2
failures: 0
accessible: yes
excluded: no

hosts:
host:
name: ya.ru
failures: 0
resolved: yes
accessible: yes

host:
name: nic.ru
failures: 0
resolved: no
accessible: no

host:
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WcTopusa nsmeHeHum

name: google.com
failures: 0
resolved: no
accessible: no

Bepcus

OnucaHmne

2.00

Job6asneHa komaHaa show easyconfig status.

3.121.27 show eula document

OnucaHwue
Mpejukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

[Moka3aTb TeKCT cornawleHus EULA.

HeTt
Het

Het

(show)> euladocument [<«versions ][ <language;]

AprymeHT 3HauyeHue OnuncaHwue

version Ctpoka Bepcus EULA. Ecnn He yka3aHa, oTobpaxkaeTcs
nocniefHAsA Bepcus.

language Ctpoka A3bIK EULA. Ecnun He yka3aH, oTobpaxaeTcs
Ha aHTINNCKOM A3bIKe.

(show)> eula
20181001

document 20181001

KEENETIC LIMITED
End User License Agreement

This End User License Agreement (this “Agreement”) constitutes »

a valid and binding agreement between Keenetic Limited, including
all affiliates and subsidiaries (“Keenetic”,

and You (as

defined below) of the Software (as defined below), including the
Software installed onto any one of our Keenetic products (the
“Product”) and/or the Software legally obtained from or provided

u n

us-,

by an App Platform

(as defined below) authorised by Keenetic. Keenetic and You shall

Mou r." or “We" )

v

v

v

v

v

v

be collectively referred to as the “Parties”, and individually »

as a “Party”.

(show)> eula
20181001

document 20181001 ru

KEENETIC LIMITED

JInueH3noHHoe

cornalleHme C KOHeYHbiM MoJib30BaTesleM
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HacTtodwee JIMLueH3MOHHOE coOrfaweHne C KOHEeYHbM MoJsib30BaTesleM »
(HacToswee «CornaweHue») npepctaBnseT cobon OEUCTBUTENbLHOE U »
oba3artenbHoe cornaweHve mexpy Keenetic Limited, Bkmwo4as Bce »
CBfiI3@aHHble C HEW KOMMaHuM U BCe

eé nopgpa3penenna («Keenetic», «Ham», «Haw» WM «Mbl»), M Bamu »

(kak onpepeneHo Huxe) o MporpammHoM obecnedveHun (Kak onpepesneHo
HUXe) , BKuyas MporpaMmHoe obecrneyeHue, ycCTaHaBAMBAEeMOE Ha JloHoM

U3 MPOOYyKTOB

npouseoactBa Keenetic («MpomykT») u/unu lMNporpammHoe obecnevyeHue,

\J

\J

\J

MOSlyYEeHHOE Ha 3aKOHHbBIX OCHOBAHWAX WM NpepocTaBiieHHoe Mara3uHoM »
MpunoxeHnn (Kak OMpefeneHo Hu¥e), aBTOpu3oBaHHOW Keenetic. »
Keenetic u Bbl BMecTe

ynoMuHaeTechb

Kak «CTOpPOHbI», @ Mo OTAenbHOCTU — «CTOpoHa».

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.15

JobaBneHa komaHaa show eula document.

3.121.28 show eula list

OnucaHue Moka3aTb CANCOK cornatleHnii EULA, AOCTYNHbIX B CUCTEME.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep (show)> eula

I(shom0> eula list

list
eula:
version: 20181001

document:
lang: en

format: md
format: txt

document:
lang: ru

format: md
format: txt

document:
lang: tr
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WcTopusa nsmeHeHum

format: md
format: txt
document:
lang: uk

format: md

format: txt
Bepcus OnucaHue
2.15 Job6aBneHa komaHaa show eula list.

3.121.29 show interface

MNMoka3aTb AaHHble yKa3aHHOro nHTepdeiica. Ecnv BelNOAHUTL KOMaHAy 6e3
aprymMeHTa, TO Ha 3KpaH byJeT BbiBeJeH BeCb CNCOK CeTeBbIX MHTepdercoB.

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

HeTt
Het
Het

IP

(show)>

interface name>

AprymeHT

3HayeHue

OnvcaHune

name

UHTEepperic

MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHpopmMaLmMio 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.

Mpumep 3.1. MIPOCMOTpP COCTOSAHUS MOPTOB KOMMYTaTopa

KomaHga show interface BbiBOANT pa3nnyHyro MHPOPMALIMIO B 3aBUCMMOCTH
OT Tuna nHTepdeiica. B yactHocTn, Ana kommyTatopa FastEthernet0 oHa
MOMMMO O6LLMX CBEAeH M MoKa3biBaeT TeKyLlee COCTosAHNE GU3MYecKnX
MOPTOB, CKOPOCTb U AyraeKc.

(config)> show interface FastEthernet0

interface-name:

id: GigabitEthernet0

index: 0

type: GigabitEthernet
description:

GigabitEthernet0
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link: up
connected: yes
state: up
mtu: 1500
tx-queue: 2000
port, name = 1:
id: GigabitEthernet0/0
index: 0
interface-name: 1
type: Port
link: up
speed: 1000
duplex: full
auto-negotiation: on
flow-control: on
eee: off
last-change: 4578.185413
last-overflow: 0
public: no
port, name = 2:
id: GigabitEthernet0/1
index: 1
interface-name: 2
type: Port
link: down
last-change: 4590.205656
last-overflow: 0
public: no
port, name = 3:
id: GigabitEthernet0/2
index: 2
interface-name: 3
type: Port
link: up
role, for = GigabitEthernet0/Vlan2: inet
speed: 100
duplex: full
auto-negotiation: on
flow-control: off
eee: off
last-change: 4570.078144
last-overflow: 0
public: yes
port, name = 4:
id: GigabitEthernet0/3
index: 3
interface-name: 4
type: Port
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link: down
last-change: 4590.202571
last-overflow: 0

public: no
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.00 JobaBneHa komaHaa show interface.

3.121.30 show interface bridge

OnucaHwne MNMokasaTb cocTosAHMEe nHTepdelica MocTa.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Bridge
Cunoncuc (show)>  interface names> bridge
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name NHTepgeiic MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.
BoiBog dnemeHT 3HaueHue
members KopHeBoii y3en.
interface Nmsa nHtepdeiica.
link CocTosiHME coeanHeHUs nHTepdelica.
inherited Mpuv3HakK HacneaoBaHMA.
Mpumep (show)> interface Bridgel bridge
members:

interface, link = no, inherited = yes:
WifiMaster0/AccessPoint2
interface, link = yes: UsbLte0

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Jlo6aBneHa komaHaa show interface bridge.
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3.121.31 show interface channels

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

Het

Het

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

BbiBOg,

Mpumep

Radio

[Moka3aTb gaHHble 0 KaHanax YKa3aHHOro 6eCI'IpOBO,U,HOFO |/|HTepc|>e|7|ca.

(show)> interface name> channels

AprymeHT 3HauyeHue OnucaHwue

name NHTepgenic MonHoe nMsa nnn NCeBAOHUM MHTepdeiica,
nHPopMaLmMio 0 KOTOPOM TpebyeTcs
0TO6pasnTb.

dnemMeHT 3Ha4yeHue

channels KopHeBoii y3en.

channel, index

Homep 3anuvcu B cnncke.

number

Homep kaHana.

ext-40-above

BO3MOXHOCTb pacwnpeHna KaHaslia BBepX.

ext-40-below

BO3MOXHOCTb pacwmpeHnda KaHaslia BHU3.

vhc-80

Bo3MOXHOCTb pacwmpeHusa kaHana go 80 Mru.

(show)> interface WifiMaster0® channels

channels:

channel, index =
number: 1

ext-40-above: yes
ext-40-below: no

vht-80: yes

channel, index =
number: 2
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 3
ext-40-above: yes
ext-40-below: yes
vht-80: yes

0:
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WcTopusa nsmeHeHum

channel, index =
number: 4
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 5
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 6
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 7
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 8

ext-40-above: yes

ext-40-below: yes

3:

vht-80: yes
Bepcusa OnucaHue
2.03 JobaBneHa komaHaa show interface channels.

3.121.32 show interface chilli

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

MokasaTb |/|Hc|>op|v|au,vuo O CTaTUCTUKE KTMEHTOB, MOAKNHYEHHbIX K XOT-CMOTY

RADIUS.
HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

I (show)>

interface name> chilli
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name UHTeppeinc MNonHoe nma nHTepderica Nam NCeBLOHUM.
Mpumep (show)> interface Chilli® chilli
host:
session-id: 4bf7c55f00000006
user: 44w3cl
ip: 10.1.30.3
mac: 55:a3:f9:51:b4:11
start-time: 3884
end-time: 0
idle-time: 9
idle-time-limit: ©
tx-bytes: 695682
tx-bytes-limit: 0
rx-bytes: 1627453
rx-bytes-limit: 0
tx-speed: 0
tx-speed-limit: O
rx-speed: 0
rx-speed-limit: 0
WcTopusa nsmeHeHuim Bepcus onuvcaHuve
2.10 JobaBneHa komaHaa show interface chilli.

3.121.33 show interface country-codes

OnwucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

lMoka3aTb CNncok AOCTYMNHbIX KaHanoB Ha paAMO-MHTep(I)eVICG.

Tun nHTepdeiica Radio
Cunoncnc (show)> interface name> country-codes
AprymeHTbl AprymeHT |3HayeHue |OnucaHue
name NHTepgeiic MonHoe nmMsA An NCeBAOHUM NHTepdelica,
nHPopMaLmMio 0 KOTOPOM TpebyeTcs
0TO6pasnTb.
BeiBog dnemeHT 3HaueHue
country-codes |KopHeBol ysen.
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AnemeHT 3HaueHue
code Koa cTpaHbl.
country HasBaHMe cTpaHbl.
NMpumep (show)> interface WifiMaster0 country-codes

country-codes:
country-code:
code: AL
country: Albania

country-code:
code: DZ
country: Algeria

country-code:
code: AR
country: Argentina

country-code:
code: AM
country: Armenia

country-code:
code: AU
country: Australia

VICTOpI/Iﬂ M3MeHeHUnA Bepcwﬂ onvcaHue

2.03 [Jlo6aBneHa komaHaa show interface country-codes.

3.121.34 show interface mac

OnucaHwue MokasaTtb Tabnnuy MAC-agpecoB KOMMyTaTopa.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Switch

CuHoncuc I(shom0> interface names> mac
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT

3HavyeHue

OnucaHue

name

UHTeppeic

MNMonHoe nmsa nnm NceBAOHUM UHTepdelica,
nHbOpmMaLMIo 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.

(show)> interface

FastEthernet0 mac

Port MAC Aging
1 20:6a:8a:1a:58:e9 1

3 cc:5d:4e:4f:aa:b2 1

3 cc:5d:4e:4f:aa:b2 3

1 01:00:5e:00:00: fc 7
Bepcus OnucaHve

2.00

JobaBneHa komaHaa show interface mac.

3.121.35 show interface rf e2p

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKM
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

lMokasaTb TekyLliee cogepXmmoe Bcex a4eek KaﬂVI6pOBOL1HbIX AAHHBbIX.

HeT
Het
Het

Radio

CuHoncuc (show)> interface name> rf e2p
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name NHTepgenic MonHoe nMsa nnu NceBAoHUM MHTepdeiica,
nHpopMaLmMio 0 KOTOPOM TpebyeTcs
0TO6pasnTb.
Npumep (show)> interface WifiMaster0 rf e2p
[0x0000]:5392 [0x0002]:0103 [0x0004]:43EC [0x0006]:04F6
[0x0008]:042B [0x000A]:5392 [0x000C]:1814 [Ox000E]:8001
[0x0010]:0000 [0x0012]:5392 [0x0014]:1814 [0x0016]:0000
[0x0018]:0001 [0Ox001A]:FF6A [0x001C]:0213 [OxO01E]:FFFF
[0x0020]:FFFF [0x0022]:FFC1 [0x0024]1:9201 [0x0026]:FFFF
[0x0028]:43EC [0x002A]:04F6 [0x002C]:052B [Ox002E]:FFFF
[6x0030]:758E [0x0032]:4301 [0x0034]:FF22 [0x0036]:0025
[0x0038]:FFFF [0x003A]:012D [0x003C]:FFFF [0x003E]:FAD9
[0x0040]:88CC [0x0042]:FFFF [0x0044]:FFOA [0x0046]:0000
[0x0048]:0000 [O0x004A]:0000 [0x004C]:0000 [OxO04E]:FFFF
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[0x0050]
[0x0058]
[0x0060]
[0x0068]
[0x0070]
[0x0078]
[0x0080]
[0x0088]
[0x0090] :
[0x0098]
[0x00A0]
[0xO0A8] :
[0x00BO]
[0x00B8]
[0x00CO] :
[0x00C8]
[0x00DO]
[0x00D8] :
[0XO0EO]
[0XOOE8]
[OXO0FO] :
[0xO0F8]
[0x0100]
[0x0108]:
[0x0110]
[0x0118]
[0x0120]
[0x0128]
[0x0130]
[0x0138]:
[0x0140]
[0x0148]
[0x0150] :
[0x0158]
[0x0160]
[0x0168]:
[0x0170]
[0x0178]
[0x0180] :
[0x0188]
[0x0190]
[0x0198]:
[0x01A0]
[0x01A8]
[0x01BO] :
[0x01B8]
[0x01CO]
[0x01C8]:
[0x01DO]
[0x01D8]
[0xO1EO]
[0xO1E8]
[0xO1F0]
[0xO1F8]:

:FFFF
11011
11111
:1313
:00F1
10000
:FFFF
:FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

:AAAA
:AAAA

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF
: FFFF
: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF
: FFFF
: FFFF
: FFFF

FFFF

[0x0052]
[0x005A]
[0x0062]
[0x006A]
[0x0072]
[0x007A]
[0x0082]
[0x008A]

[0x009A]
[0x00A2]

[0x00B2]
[0x00BA]

[0x00CA]
[0x06D2]

[Ox00E2]
[OXO0EA]

[OXO0FA]
[0x0102]

[0x0112]
[Ox011A]
[0x0122]
[0x012A]
[0x0132]

[0x0142]
[0x014A]

[Ox015A]
[0x0162]

[0x0172]
[0x017A]

[Ox018A]
[0x0192]

[0x01A2]
[0x01AA]

[Ox01BA]
[0x01C2]

[0x01D2]
[0x01DA]
[Ox01E2]
[OxO1EA]
[0x01F2]

11111
:1010
11211
11413
:1133
10000
:FFFF
:FFFF
[0x0092]:
:FFFF
:FFFF
[OxO0AA] :
:FFFF
:FFFF
[0x00C2]:
:FFFF
:FFFF
[0xO0DA] :
16688
16688
[0xO0F2] :
:FFFF
:FFFF
[0x010A]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0x013A]:
:FFFF
:FFFF
[0x0152]:
:FFFF
:FFFF
[0x016A]:
:FFFF
:FFFF
[0x0182]:
:FFFF
:FFFF
[0x019A]:
:FFFF
:FFFF
[0x01B2]:
:FFFF
:FFFF
[0x01CA]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[OxO1FA]:

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x0054]
[0x005C]
[0x0064]
[0x006C]
[0x0074]
[0x007C]
[0x0084]
[0x008C]

[0x009C]
[Ox00A4]

[0x00B4]
[0x00BC]

[0x00CC]
[0x00D4]

[0x00E4]
[0x00EC]

[0x00FC]
[0x0104]

[0x0114]
[0x011C]
[0x0124]
[0x012C]
[0x0134]
[0x013C]
[0x0144]
[0x014C]

[0x015C]
[0x0164]

[0x0174]
[0x017C]

[0x018C]
[0x0194]

[0x01A4]
[0x01AC]

[0x01BC]
[0x01C4]

[0x01D4]
[0x01DC]
[0x01E4]
[0x01EC]
[0x01F4]

11111
:1010
11212
11414
:0000
:0000
:FFFF
:FFFF
[0x0094] :
:FFFF
:FFFF
[0XO0AC] :
:FFFF
:FFFF
[0x00C4] :
:FFFF
:FFFF
[6x00DC] :
:AAAA
:AAAA
[0XO0F4] :
:FFFF
:FFFF
[6x010C] :
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
:0000
:FFFF
:FFFF
[0x0154] :
:FFFF
:FFFF
[0x016C] :
:FFFF
:FFFF
[0x0184]:
:FFFF
:FFFF
[0x019C] :
:FFFF
:FFFF
[0x01B4]:
:FFFF
:FFFF
[6x01CC]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0xO1FC]:

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x0056]
[OxO05E]
[0x0066]
[Ox006E]
[0x0076]
[OxO07E]
[0x0086]
[OxO08E]

[0x009E]
[0x00A06]

[0x00B6]
[0x00BE]

[0x00CE]
[0x00D6]
[0xO0DE]
[0x00E6]
[OxO0EE]

[OXO0FE]
[0x0106]

[0x0116]
[OxO011E]
[0x0126]
[0x012E]
[0x0136]

[0x0146]
[0x014E]

[Ox015E]
[0x0166]

[0x0176]
[0x017E]

[Ox018E]
[0x0196]

[0x01A6]
[0x01AE]

[0x01BE]
[0x01C6]

[0x01D6]
[0x01DE]
[0x01E6]
[OxO1EE]
[0x01F6]

11111
:1010
11312
12264
:FC62
10000
: FFFF
: FFFF
[0x0096] :
: FFFF
: FFFF
[OXOOAE] :
: FFFF
: FFFF
[0x00C6] :
: FFFF
: FFFF
16666
16688
16688
[0x00F6] :
: FFFF
: FFFF
[0x010E] :
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
[0x013E]:
: FFFF
: FFFF
[0x0156] :
: FFFF
: FFFF
[0x016E] :
: FFFF
: FFFF
[0x0186] :
: FFFF
: FFFF
[0x019E] :
: FFFF
: FFFF
[0x01B6] :
: FFFF
: FFFF
[0x01CE] :
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
[0XO1FE] :

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.04

Jlo6aBneHa komaHaa show interface rf e2p.

3.121.36 show interface rrd

OnucaHune MNMoka3aTb 3arpysky ceTeBoro nHTepdeiica no npmuHUmny Round Robin
Database.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het
Cunoncuc (show)> interface name>rrd «attributes [ «details]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name WHTepgeiic MonHoe nmsa nHTepdeinca Nam NCeBLOHNM.
attribute rxspeed 3HayeHvie T1Ma CKOPOCTU Nepesaymn AaHHbIX.
txspeed
detail 0 YpoBeHb feTanusaumun 1 cekyHaa.
1 YpoBeHb geTanusaumm 2 cekyHabl.
2 YpoBeHb getannsaumm 3 CeKyHAbI.
3 YpoBeHb geTann3aunm 5 cekyHa.
4 YpoBeHb geTanusaumu 15 cekyHAa.
5 YpoBeHb geTanusaumun 30 cekyHA.
6 YpoBeHb geTanusauymuv 1 MUHyTa.
7 YpoBeHb getannsaunm 2 MUHYTbI.
8 YpoBeHb geTtanmsaymm 3 MUHYTHI.
9 YpoBeHb getanmsaumm 5 MUHYT.
10 YpoBeHb geTanusaumu 15 MUHYT.
11 YpoBeHb getanmsauun 30 MUHYT.
Npumep (show)> interface GigabitEthernetl rrd rxspeed

data:
t
v
data:
t
Vi

: 90083.990183
: 200880

: 90082.990128
152392
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data:

data:

data:

: 90081.990193

110976

: 90080.990142
: 48000

: 90079.990178
: 38366

(show)> interface GigabitEthernetl rrd txspeed

data:

data:

data:

data:

data:

(show)> interface

data:

data:

data:

data:

data:

: 87771.249486

148202

: 87768.248974

10694

: 87765.248977

19070

: 87762.249105
: 48909

: 87759.249105

149277

: 90176.990054

164766

: 90174.990061

121828

1 90172.990052
: 95430

: 90170.990085
: 57559

GigabitEthernetl rrd rxspeed 1
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t: 90168.990119

v: 97759
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.10 JobaeneHa komaHaa show interface rrd.

3.121.37 show interface stat

OnucaHwne MokasaTb CTaTUCTUKY NO UHTepdelicy.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)> interface <names> stat
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name UHTepgeiic MonHoe nma nHTepderica nam NCeBAOHUM.
Npumep (show)> interface Home stat
rxpackets: 564475
rxbytes: 68729310
rxerrors: 0
rxdropped: 0
txpackets: 796849
txbytes: 870960214
txerrors: 0
txdropped: 0
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.00 JobaeneHa komaHaa show interface stat.

3.121.38 show interface wps pin

OnucaHwue Moka3saTtb WPS PIN Touku goctyna.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

Tun nutepdeiica WiFi
CuHoncnc (show)> interface name> wps pin
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
name NHTepgelic MonHoe nMs NHTepderca Nan NCeBLOHNM.
BbiBOA, dnemeHT 3HaueHue
pin Howmep PIN.
Mpumep (show)> interface WifiMaster0/AccessPoint0 wps pin

pin: 60180360

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHaa show interface wps pin.

3.121.39 show interface wps status

OnucaHwue Moka3saTb cTaTyc WPS ToukmM goctyna.
Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi
CuHoncuc (show)>  interface name> wps status
AprymeHTbI AprymeHT  |3HaueHue |OnucaHune
name UHTepgeiic MonHoe nmsa NHTepdeica nnm NCeBLoOHNM.
BeiBog dnemeHT 3HaueHue
wps KopHeBow y3en.
configured HactpoeH nu WPS ans saHHOM TO4YKM foCTyna.
auto-self-pin |CocTosiHMe pexuma auto-self-pin.
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S51eMeHT 3HauveHue
status disabled
enabled
active
direction send
receive
mode pbc
self-pin
peer
left Bpems 10 3aKpbITUS ceccnm B CeKyHAaX.

Mpumep

(show)> interface WifiMaster0/AccessPoint0 wps status

wps:
configured: yes

auto-self-pin: yes

status: active
direction: send

mode: self-pin
left: infinite

UcTopuns nsmeHeHnii

Bepcusa

OnucaHune

2.00

JobasneHa komaHaa show interface wps status.

3.121.40 show internet status

OnuncaHwne

Mpedunkc no
MeHsieT HaCTPOMKMN
MHorokpaTHbliA BBOA,

CviHoncmc

Mpumep

MpoBepnTb HanMume NOAKIOYEeHUA K VIHTepHeTy Ha ycTpoiicTee. VIHAMKaTop
"VMIHTepHeT" (rnobyc) Ha Kopnyce yCTPOWCTBa rOpUT, eCauv nposepka

noAKNHYEHUA K NoNysIApPpHbIM carvitam npotwna ycnewHo.

HeT
Het

Het

I(shom0> internet status

(show)> internet status

checked: Tue Apr 24 17:14:37 2018
reliable: yes

gateway-accessible: yes
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dns-accessible: yes
host-accessible: yes
internet: yes

gateway:

interface: GigabitEthernetl

address: 192.

failures: 0
accessible: yes
excluded: no

168.1.1

hosts:
host:
name: example.net
failures: 0
resolved: yes
accessible: yes
host:
name: google.com
failures: 0
resolved: no
accessible: no
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.11 JobaBneHa komaHaa show internet status.
3.121.41 show ip arp
OnucaHue OTobpaxaeT cogepxmmoe Ketua ARP.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(Shom0> ip arp

Mpumep (show)> ip arp

IP MAC

Interface

192.168.75.209 9c:b7:0d:
82.135.72.150 00:0e:0c:
192.168.75.106 88:53:2e:
192.168.75.201 7c:61:93:
192.168.75.203 00:19:d2:
10.10.30.34 a0:88:b4:
192.168.75.203 7c:61:93:

91:e7:31 Home
09:db:60 ISP
5e:07:1d Home
eb:6c:77 Home
48:d6:dc  Home
40:9c:98 GuestWiFi
ee:88:67 Home
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WcTopusa nsmeHeHum

192.168.75.211 00:26:c7:4a:e0:16 Home
82.138.72.163 34:51:c9:c6:53:cf ISP
192.168.75.200 60:d8:19:cb:1b:36 Home
192.168.75.204 4c:0f:6e:4b:3c:ba Home

82.138.72.129 00:30:48:89:b5:9f ISP
Bepcus OnucaHue
2.00 Job6asneHa komaHaa show ip arp.

3.121.42 show ip dhcp bindings

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

Moka3aTtk ctatyc DHCP server. ECnn BbINOAHUTL KOMaHAy 6e3 apryMmeHTa, To
Ha 3KpaH byAeT BbiBeAeH BeCb CMMCOK BblAeneHHbIX IP Ana Bcex nynos.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(show)>  ip dhcp bindings [ <pool>]
AprymeHT 3HauyeHue OnuncaHwue
pool CTtpoka VMg nyna.

(show)> ip dhcp bindings _WEBADMIN

lease:
ip: 192.168.15.211
mac: 00:26:c7:4a:e0:16
expires: 289
hostname: lenovo
lease:
ip: 192.168.15.208
mac: 00:19:d2:48:d6:dc
expires: 258
hostname: evo

Bepcusa

OnucaHune

2.00

[JobaeneHa komaHaa show ip dhcp bindings.
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3.121.43 show ip dhcp pool

OonuncaHmne MokasaTb MH$OPMaLMIo 06 onpeaeneHHOM nyse. ECIv BbINOAHUTE KOMaHAY
6e3 aprymeHTa, TO Ha 3KpaH byaeT BbiBeAeHa MHOpMaLms 060 Bcex nynax
cncTeMmsl.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  ip dhcp pool [ pool>]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
pool CTtpoka VMg nyna.
Mpumep (show)> ip dhcp pool 123
pool, name = 123:
interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0
end: 0.0.0.0
router, default = yes: 0.0.0.0
lease, default = yes: 25200
state: down
debug: no
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue
2.03 Jlo6aBneHa komaHaa show ip dhcp pool.
3.121.44 show ip hotspot
OnucaHue Moka3aTb CNWCOK XOCTOB, MOAK/MOYEHHbIX K XOT-CMOTY.

Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog, Het

CuHoncUc I (show)>  ip hotspot

Mpumep (show)> ip hotspot

host:
mac: 24:92:0e:92:e5:44
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via: 24:92:0e:92:e5:44
ip: 192.168.1.41
hostname: android-41d997d510af8ff9
name:

interface:
id: Bridge0
name: Home
description: Home network (Wired and wireless hosts)

expires: 207328
registered: no
access: permit

schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 4911
link: up

ssid: Bewilderbeast
ap: WifiMaster@/AccessPoint0
authenticated: yes

txrate: 65
ht: 20
mode: 1ln
gi: 800
rssi: -24
mcs: 7
host:

mac: 20:aa:4b:5c:09:0e
via: 20:aa:4b:5c:09:0e
ip: 192.168.1.51
hostname: Julia-PC
name:

interface:
id: Bridge0
name: Home
description: Home network (Wired and wireless hosts)

expires: 212967
registered: no
access: permit

schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 884
link: up

ssid: Bewilderbeast
ap: WifiMaster@/AccessPoint0
authenticated: yes
txrate: 130

438 CnpaBo4HMK KOMaHA — Lite (KN-1311)



naBa 3 OnncaHme KOMaHA,

ht: 20
mode: 1ln
gi: 800
rssi: -37
mcs: 15
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.09 Job6asneHa komaHaa show ip hotspot.

3.121.45 show ip hotspot rrd

OonuncaHmne MokasaTb nHPopMaLMio 0 TpadurKe 3aperMcTpMpPOBaHHOrO XoCTa Nno
npuHumny Round Robin Database.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)>  ip hotspot mac> rrd «attributes [ «details]
AprymeHTbI AprymeHTt 3HaueHue OnucaHue
mac MAC-agpec MAC-agpec
3aperncTpMpoBaHHOro
X0CTa.
attribute rxspeed Twnn ckopocTu Nepegaumn
txspeed JaHHbIX.
rxbytes
txbytes
detail 0 YpoBeHb geTanumsauumn 1
cekyHza.
1 YpoBeHb geTtanmsaumm 2
CeKkyHAbl.
2 YpoBeHb feTanusaunn 3
CeKyHAbl.
3 YpoBeHb feTannsaunnm 5
CeKkyHJ,
4 YpoBeHb geTtanmsaymm
15 cekyH4a.
5 YpoBeHb geTannsaymm
30 cekyHA.
6 YpoBeHb geTanu3sauun 1
MUHYTa.
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AprymeHT 3HaueHue OnucaHwue

7 YpoBeHb geTanunsauunm 2
MWHYTbI.

8 YpoBeHb feTanmsaunn 3
MWHYTbI.

9 YpoBeHb geTannsaunn 5
MWHYT.

10 YpoBeHb geTannsaymm
15 MUHYT.

11 YpoBeHb geTanusaymn

30 MUHYT.

Mpumep

(show)> ip hotspot a8

(show)> ip hotspot a8

(show)> ip hotspot a8

:1e:84:85:12:11 rrd rxspeed

1 2180.491855

16298

1 2177.492050

: 9026

1 2174.491916

11450

1 2171.491843

1 626

:1e:84:85:12:11 rrd txspeed

1 2228.491841

: 952

1 2225.491920

: 8813

1 2222.492053

: 28746

1 2219.491845

1 22474

:1e:84:85:12:11 rrd rxbytes
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t: 2279.491860

v: 4197

data:
t: 2276.492050
v: 362

data:
t: 2273.492040
v: 14337

data:

t: 2270.491862
v: 3281

(show)> ip hotspot a8:1e:84:85:f2:11 rrd txbytes

data:
t: 2360.491865
v: 3342

data:
t: 2357.491853
v: 142

data:
t: 2354.491949
v: 3333

data:
t: 2351.491847
v: 3390

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvicaHue
2.14 [JobaeneHa komaHaa show ip hotspot rrd.

3.121.46 show ip hotspot summary

OnuncaHmne MokasaTb MHPOopPMaLMIO 0 TpadurKe HECKONBKMX 3aperncTpMpPOBaHHBIX XOCTOB
no npuHumny Round Robin Database.

Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc (show)>  ip hotspot summary «attribute; [ detail «detail>][ count

«count> ]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
attribute rxspeed 3HauyeHue T1na CKOPOCTU rnepeaayv JaHHbIX.
txspeed
rxbytes
txbytes
detail 0 YpoBeHb geTannsaumum 3 cekyHAbl.
1 YpoBeHb geTanusaumu 60 cekyHA.
2 YpoBeHb geTanusaumun 180 cekyHA.
3 YpoBeHb getanmsauun 1440 cekyHa.
count Uenoe uucno |Konmuectso xocToB. Ecim He ykasaHo,
oTobpakaeTcs BeCb CANCOK XOCTOB.
Mpumep (show)> ip hotspot summary rxspeed

t: 255

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

yes
toshiba
143964

yes
lnx
24749

yes
oneplus6
2558

(show)> ip hotspot summary rxspeed detail 0

t: 0

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

host:

active:

yes
toshiba
186519

yes
oneplus6
94298

yes
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name: lnx
rxspeed: 8237

(show)> ip hotspot summary rxspeed count 3
t: 255

host:
active: yes
name: toshiba
rxspeed: 390322

host:
active: yes
name: 1lnx
rxspeed: 53518

host:
active: yes
name: oneplus6
rxspeed: 5284

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.14 [JobaeneHa komaHaa show ip hotspot summary.

3.121.47 show ip http proxy

OnucaHwue MokasaTb ctatyc HTTP-npokcu.
Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ip http proxy
Mpumep (show)> ip http proxy
proxy:
name: modem
domain: myhomemodem.keenetic.link
upstream: http://192.168.8.1:80

allow: public

ndns: yes
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.09 Jlo6aBneHa komaHza show ip http proxy.
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3.121.48 show ip name-server

OnucaHue MokasaTb cnncok TekyLmx agpeco DNS-cepBepoB B nopsijke yobiBaHUSA
npuopuTeTa.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(shom0> ip name-server
Mpumep (show)> ip name-server
server:
address: 82.131.72.251
domain:
global: no
server:
address: 82.131.72.15
domain:
global: no
server:
address: 82.132.76.130
domain: zydata.ru
global: yes
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
2.00 [JobaeneHa komaHaa show ip name-server.
3.121.49 show ip nat
OnucaHue MokasaTb Tabnuuy TPaHCASLNM ceTeBbIX afpecos.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc (show)>  ip nat [tcp]
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
tcp KnwyeBoe Tonbko 3anucm c Tunom TCP byayT BbiBeAeHbI
c/10B0 Ha 3KpaH.
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Mpumep

WcTopusa nsmeHeHum

(show)> ip nat

3.121.50 show ip neighbour

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

Type | In | Source Port Destination Port Packets
| Out |

udp 10.1.30.34 6482 111.221.77.159 40005 1

111.221.77.159 40005 82.138.7.164 6482 1
udp 220.27.130.179 6896 82.138.7.164 28197 1

192.168.15.204 28197 220.27.130.179 6896 1
tcp 10.1.30.33 57474 78.141.179.15 12350 12

78.141.179.15 12350 82.138.7.164 57474 11
udp 10.1.30.34 6482 84.201.228.162 44423 11

84.201.228.162 44423 82.138.7.164 6482 16
tcp 10.1.30.34 46655 96.55.147.21 443 2

96.55.147.21 443 82.138.7.164 46655 0
udp 10.1.30.34 6482 213.199.179.158 40006 1

213.199.179.158 40006 82.138.7.164 6482 1
Bepcusa OnucaHue
2.00 Job6asneHa komaHaa show ip nat.
MokasaTb CNNCOK 06HaPY>XXEeHHbIX Ha CETEBOM YPOBHE XOCTOB.
Het
Het
(show)>  ip neighbour [alive]
AprymeHT (3HauyeHue OnucaHwue
alive Kniouyesoe cnoBo|[1oka3aTb aKTUBHbIE XOCThI.
(show)> ip neighbour

neighbour:
id: 1
via: b8:88:el:2b:30:af
mac: b8:88:el:2b:30:af
address-family: ipv4
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address: 192.168.22.16
interface: Bridge0

first-seen: 251387

last-seen: 0
leasetime: 7372
expired: no

wireless: no

neighbour:

id: 4
via: b8:88:e2:4b:30:af
mac: b8:88:e2:4b:30:af

address-family: ipv6

addresses:

address:
address: fe80::a022:a505:fae6:c891
status: active
last-seen: 3

interface: Bridge0

first-seen: 251371

last-seen: 251371
leasetime: 0
expired: no

wireless: no

WcTopusa nsmeHeHum

Bepcusa

OnucaHmne

2.10

Job6asneHa komaHaa show ip neighbour.

3.121.51 show

OnuncaHune
Mpe¢ukc no
MeHsieT HaCTPOUKMN

MHorokpaTHbIVi BBOA,

ip policy

MokasaTk cTatyc Nnpoduas 4ocTyna B VIHTepHer.

HeTt
Het

Het

CuHoncuc (show)>  ippolicy[«policy]
AprymeHTbI AprymeHT 3HaueHue OnucaHue

policy Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.
Mpumep (show)> ip policy

policy, name

Policy0@, description = VPN-OpenVPN:
mark: fffffdoo
table: 42
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route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

policy, name =

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

172.16.3.33/32

0.0.0.0
L2TPVPN
0

boot

no

192.168.1.0/24

0.0.0.0
Home

0

boot

no

mark: fffffdo3

table: 45

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

172.16.3.33/32

0.0.0.0
L2TPVPN
0

boot

no

192.168.1.0/24

0.0.0.0
Home

0

boot

no

Policy3, description =

Home:
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(show)> ip policy Policy®
policy, name

= Policy0:

mark: fffffdoo

table: 42

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

0.0.0.0/0
193.0.174.1
ISP

0

boot

no

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

185.230.127.84/32
193.0.174.1

ISP

0

boot

no

192.168.1.0/24
0.0.0.0

Home

0

boot

no

193.0.174.0/24
0.0.0.0

ISP

0

boot

no

193.0.175.0/25
193.0.174.10
ISP

0

boot

no
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WcTopusa nsmeHeHum

destination: 193.0.175.22/32
gateway: 193.0.174.1
interface: ISP
metric: 0O
proto: boot
floating: no
Bepcus OnucaHue
2.12 Job6asneHa komaHaa show ip policy.

3.121.52 show ip route

OnucaHue Moka3saTbk TekyLLyr Tabanuy MapLupyTu3aumn.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
CuHoncuc (show)> ip route[sort«criteria«direction]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
direction ascending 3anuncy Tabnuubl MapLIpyTM3auum byayTt
ynopsago4eHbl Mo BO3pacTaHuIo.
descending |3anucu Tabnauubl MapLlpyTM3aumn byayt
yrnopsoyeHbl N0 yobIBaHWIO.
criteria interface CopTupoBka 3anvcei 6yaeT ocyLlecTBeHa
no uMeHn nHTepoderica.
gateway CopTupoBKa 3anucen 6yjgeT ocyLecTBieHa
no ajpecy LLito3a.
destination |CopTupoBKa 3anucein byaeT ocyLlecTBAeHa
no ajpecy Ha3zHauyeHus
Mpumep (show)> ip route sort destination ascending
Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

[JobaeneHa komaHza show ip route.

3.121.53 show ip service

OnucaHune
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

[MokasaTb CNNCOK OTKPbITbIX MOPTOB, NCMOJ1Ib3yeMbIX CUCTEMHbBIMA cny>|<6a|v||/|.

CuHoncuc I(shom0> ip service
Mpumep (show)> ip service
service:
service-name: Telnet
family: ipv4
protocol: tcp
port: 23
security-level: private
service:
service-name: DNS proxy
family: ipv4
protocol: udp
port: 53
security-level: protected
service:
service-name: DNS proxy
family: ipv4
protocol: tcp
port: 53
security-level: protected
service:
service-name: DNS proxy
family: ipv4
protocol: udp
port: 54321
security-level: private
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
3.06 [Jlo6baBneHa komaHaa show ip service.
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3.121.54 show ipsec

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTpPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

Mpumep

MokasaTb nHPopmMaLmto o cocTosiHUM IPsec/IKE cnyx6bbl strongSwan.
Het
Het

Het
I(shom0>ipsec

(show)> ipsec
ipsec_statusall:

Status of IKE charon daemon (strongSwan 5.3.4, Linux 2.6.36, »
mips):
uptime: 6 days, since Dec 22 10:23:36 2015
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: »
0/0/0/0, scheduled: 10
loaded plugins: charon aes des shal sha2 md5 random nonce »
openssl xcbc cmac hmac attr kernel-netlink socket-default stroke »
updown eap-mschapv2 eap-dynamic xauth-generic xauth-eap »
error-notify systime-fix
Listening IP addresses:
192.168.1.1
10.10.10.15
Connections:
test: %any...ipsec.example.org IKEv2, dpddelay=10s
test: local: [ipsec.example.org] uses pre-shared key »
authentication
test: remote: [ipsec.example.com] uses pre-shared key »
authentication
test: child: 172.16.200.0/24 === 172.16.201.0/24 TUNNEL, »
dpdaction=restart
Security Associations (1 up, 0 connecting):
test[572]: ESTABLISHED 24 minutes ago, »
10.10.10.15[ipsec.example.org]...10.10.10.20[ipsec.example.com]
test[572]: IKEv2 SPIs: 00a6ebfc9d90flc2 i* »
3cd201ef496df75¢c_r, pre-shared key reauthentication in 20 minutes
test[572]: IKE proposal: »
AES_CBC=256/HMAC_SHA1 96/PRF_HMAC_SHA1/MODP_1024/#
test{304}: INSTALLED, TUNNEL, reqid 185, ESP in UDP SPIs: »
ca59bfcf i cde23d83 o
test{304}: AES CBC 256/HMAC SHAl 96, 10055 bytes i (164 »
pkts, 0s ago), 10786 bytes o (139 pkts, 0s ago), rekeying in 34 »
minutes
test{304}: 172.16.200.0/24 === 172.16.201.0/24
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.06

[JobaeneHa komaHaa show ipsec.

3.121.55 show ipv6 addresses

OnucaHwue Moka3aTb cNUCoK Tekywmx IPv6-agpecos.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ipv6 addresses
Mpumep (show)> ipv6 addresses
address:
address: 2001:db8::1
interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:cebd:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01l:db8:43:0:ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00

[Jlo6aBneHa komaHza show ipv6 addresses.

3.121.56 show ipv6 prefixes

OnucaHwue MokasaTk cnncok TekyLmx IPve-npedukcos.

Mpejukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)>

ipv6 prefixes
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Mpumep (show)> ipv6 prefixes
prefix:
prefix: 2001:db8::/64
interface: ISP
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd3c:4268:1559::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd01l:db8:43::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.00 JobasneHa komaHaa show ipv6 prefixes.

3.121.57 show ipv6 routes

OnucaHue lNoka3aTb cnucok TekyLwmnx IPv6-mapLUpyTOB.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbliA BBog, Het

CuHoncnc I(Shom0> ipv6 routes

NMpumep (show)> ipvé routes

route :
destination:
gateway:
interface:

route :
destination:
gateway:
interface:

route :
destination:
gateway:
interface:

2001:db8: :/64

Hone
fd3c:4268:1559::/64
Hone
fd01:db8:43::/64

Home
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

[JobaeneHa komaHza show ipv6 routes.

3.121.58 show kabinet status

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

MpoBepuTb coCTosIHUE N KOHbUrypaumto aBTopusaTopa KABINET.

I(shom0> kabinet status

(show)> kabinet status

kabinet:
enabled: yes

wan: yes

state: STOPPED
server: 10.0.0.1
access-level: internet

protocol-version: 2

WcTopus nsmeHeHwnii

Bepcus

OnucaHue

2.02

JobaeneHa komaHaa show kabinet status.

3.121.59 show last-change

OnucaHwue
Mpedukc no

MeHsieT HacTpoiKkmn

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

[Moka3aTtb KTO 1 Korga I'IOCI'Iep,HI/II7I Pa3 BHOCNI N3MeHEHWA B HaCTpOIZKM.

I(shom0> last-change

(show)> last-change

date: Thu, 12 Jul 2012 10:01:47 GMT

agent: cli
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

[JobaeneHa komaHaa show last-change.

3.121.60 show led

MokasaTb MHPOPMaLMIO MO YKa3aHHOMY CBETOAMOAHOMY NHAMKATOPY. Ecan
BbIMOMHUTBL KOMaHAy 6e3 apryMeHTa, To Ha 3KpaH byAeT BbiBeeH BeCb CMINCOK
CBETOANOAHBIX MHAMKATOPOB Ha ycTpoicTee. Habop NHANKATOPOB 3aBUCUT
OT annapaTHOM KOHbUrypaumn.

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

AprymeHThl

Mpumep

(show)>

led [ <name> ]

AprymeHT

3HayeHue OnvcaHune

name

SYS Ha3BaHVve nHankatopa. Konnyecrso

EN JAOCTYMHbIX NHANKATOPOB 3aBNCUT OT
Bbl6paHHOro YCTPONCTBA.

Fw_UPD

ACT ACK
WAN
DSL
WLAN
WLANS
WPS 1
WPS 2
WPS 3
WPS 4
WPS5 1
WPS5_2
WPS5 3
WPS5 4
USB_1
USB_2
LTE

(show)> led FN_1
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leds:

led, index = 0:
name: FN 1
user_configurable: yes

WcTopusa nsmeHeHum

virtual: no
Bepcus OnucaHue
2.05 JobaBneHa komaHaa show led.

3.121.61 show led bindings

MokasaTb ynpaBnsoLwmii 06 beKT, CBA3aHHbIN C yKa3aHHbIMU CBETOAMOAHbLIM
NHAWKaATOPOM. Ecm BEINOAHUTBE KOMaHAy 6e3 aprymeHTa, byseT BbiBeJeH
BeCb CMNCOK CBETOANOAHbBIX MHANKATOPOB C UX YNPaBASOLWNMM 06 beKkTamu.

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

HeTt
Het

Het

(show)>

led [ <name> lbindings

AprymeHTbl

AprymeHT

3HavyeHue

OnwucaHue

name

SYS

FN

FW_UPD

ACT ACK

WAN

DSL

WLAN

WLANS

WPS 1

WPS 2

WPS_3

WPS_4

WPS5 1

WPS5 2

WPS5_3

WPS5_4

USB_1

HasBaHue nHankaTopa. Habop AOCTYMHbIX
MHAWNKATOPOB 3aBUCUT OT Bbl6paHHOFO
yCTpOWCTBA.
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AprymeHT 3HauyeHue OnuncaHwue
USB 2
LTE

Mpumep (show)> led bindings
bindings:

binding, index = 0:
led: SYS
user_configurable: no
active control: SystemState
default control: SystemState

binding, index = 1:
led: FN 1
user_configurable: yes
active control: UsblPortDeviceAttached
default control: UsblPortDeviceAttached

binding, index = 2:
led: FN 2
user_configurable: yes
active control: Usb2PortDeviceAttached
default control: Usb2PortDeviceAttached

binding, index = 3:
led: ACT_ACK
user_configurable: no
active control: ButtonActivityAcknowledgement
default control: ButtonActivityAcknowledgement

binding, index = 4:
led: FW_UPD
user_configurable: no
active control:
default control:

binding, index = 5:
led: WAN
user_configurable: no
active control: WanConnected
default control: WanConnected

binding, index = 6:
led: WLAN
user_configurable: no
active control: WlanActivity
default control: WlanActivity

binding, index = 7:
led: WPS 1

Lite (KN-1311) — CnpaBO4YHMK KOMaHA 457



naBa 3 OnncaHme KoMaHp,

user_configurable: no
active control: WlanWpslActivity
default control: WlanWpslActivity

binding, index = 8:
led: WPS 2
user_configurable: no
active control: WlanWps2Activity
default control: WlanWps2Activity

binding, index = 9:
led: WPS 3
user_configurable: no
active control: WlanWps3Activity
default control: WlanWps3Activity

binding, index = 10:
led: WPS 4
user_configurable: no
active control: WlanWps4Activity
default control: WlanWps4Activity

binding, index = 11:
led: WPS STA
user_configurable: no
active control: WstaWpsActivity
default control: WstaWpsActivity

binding, index = 12:
led: WLAN5
user_configurable: no
active control: Wlan5Activity
default control: Wlan5Activity

binding, index = 13:
led: WPS5 1
user_configurable: no
active control: Wlan5WpslActivity
default control: Wlan5WpslActivity

binding, index = 14:
led: WPS5 2
user_configurable: no
active control: Wlan5Wps2Activity
default control: Wlan5Wps2Activity

binding, index = 15:
led: WPS5 3
user_configurable: no
active control: Wlan5Wps3Activity
default control: Wlan5Wps3Activity

binding, index = 16:
led: WPS5 4
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user_configurable: no

active control: Wlan5Wps4Activity
default control: Wlan5Wps4Activity

binding, index

led: WPS5

user_configurable: no

17:

STA

active control: WstaSWpsActivity
default control: WstaSWpsActivity

WcTopusa nsmeHeHum

Bepcus OnucaHue

2.08

Job6asneHa komaHaa show led bindings.

3.121.62 show led controls

Moka3aTb CANCOK YNpaBasoLWmMX 06 bekTOB CBETOAMOAHBbIX UHANKATOPOB

cncTeMsbl. IoCTynHble ynpaBastoLme 06bekTbl 3aBUCAT OT KOHPUIypaLmm

OnucaHue

060pyAOBaHMSA.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue I(shom0> led controls
Mpumep (show)> led controls
controls:
control, index
name:
short description:
owner:

user configurable:

control, index
name:
short description:
owner:
user configurable:

control, index

name:
short description:

owner:
user configurable:

control, index

name:

= 0:
SystemState
System state
ndm

no

1:
ButtonActivityAcknowledgement
Button activity acknowledgement
ndm

no

2:

SelectedSchedule

Selected schedule is active
ndm

yes

3:
SelectedWan
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short _description: Selected WAN interface has default »
route
owner: ndm
user_configurable: yes

control, index = 4:
name: BackupWan
short description: Backup WAN interface has default route
owner: ndm
user_configurable: yes

control, index = 5:

name: WanConnected
short description: WAN interface connected
owner: ndm
user _configurable: no

control, index = 6:

name: UsblPortDeviceAttached
short description: USB port 1 known device attached
owner: ndm

user _configurable:

yes

control, index = 7:

name: Usb2PortDeviceAttached
short description: USB port 2 known device attached
owner: ndm

user _configurable:

yes

control, index = 8:

name: UpdatesAvailable
short description: Firmware updates available
owner: ndm
user_configurable: yes
control, index = 9:
name: OpkglLedControl
short description: OPKG LED control
owner: ndm
user_configurable: yes
control, index = 10:
name: Wlan5Activity
short description: WLAN 5GHz interface activity
owner: mt7615 ap
user _configurable: no
control, index = 11:
name: Wlan5WpslActivity
short description: WLAN 5GHz SSID 1 WPS activity
owner: mt7615 ap
user _configurable: no
control, index = 12:
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name:
short description:

owner:
user _configurable:

control, index =
name:

short description:
owner:

user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

Wlan5Wps2Activity
WLAN 5GHz SSID 2 WPS activity
mt7615 ap
no
13:
Wlan5Wps3Activity
WLAN 5GHz SSID 3 WPS activity
mt7615 ap
no
14:
Wlan5Wps4Activity
WLAN 5GHz SSID 4 WPS activity
mt7615 ap
no
15:
WlanActivity
WLAN 2.4GHz interface activity
mt7615 ap
no
16:
WlanWpslActivity
WLAN 2.4GHz SSID 1 WPS activity
mt7615 ap
no
17:
WlanWps2Activity
WLAN 2.4GHz SSID 2 WPS activity
mt7615 ap
no
18:
WlanWps3Activity
WLAN 2.4GHz SSID 3 WPS activity
mt7615 ap
no
= 19:
WlanWps4Activity
WLAN 2.4GHz SSID 4 WPS activity
mt7615 ap
no
= 20:
Wsta5WpsActivity
Station 5GHz WPS activity
mt7615 ap
no
= 21:
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WcTopusa nsmeHeHum

name: WstaWpsActivity

short description: Station 2.4GHz WPS activity

owner: mt7615 ap

user _configurable: no

Bepcus

OnucaHmne

2.08

JobaBneHa komaHaa show led controls.

3.121.63 show log

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

MNMoka3aTb CofepXXMMOe CUCTEMHOTO XXypHana (3anncu, KoTopble COXPaHWANCh
B LMKAMYeckom bydepe), a Takke HOBble 3anncy Mo Mepe 1x NocTynaeHns.
KomaHpa paboTtaeT B GOHOBOM pexrMe, TO eCTb A0 MPUHYANTENbHON
OCTaHOBKW Nonb3oBaTteneM no Haxatuto [Ctri]+[C].

HeTt
Het

Het

(show)>

log [ <max- lines> ] [once]

AprymeHT

3HavyeHue OnwucaHue

max-lines

Lenoe uncno |Konmyectso BO3BpaLLAeMbIX CTPOK JIOFOB.

once

Knyesoe Moka3aTb TekyLwii nor v BelT B CLL.
cnoBo

(show)> log

Time

Message

I [Jul
I [Jul
I [Jul

STA(d8:

I [Jul
I [Jul
I [Jul

STA(d8:

I [Jul
I [Jul
I [Jul

STA(d8:

I [Jul

12
12
12

b3:

12
12
12

b3:

12
12
12

b3:

12

12:08:39] radvd[228]: attempting to reread config file

12:
12:
77:

08:
08:
36:

39] radvd[228]: resuming normal operation
40] wmond: WifiMaster@/AccessPoint0Q: »
05:cl)
occurred MIC different in key handshaking.

12:08:40] radvd[228]: attempting to reread config file

12:
12:
77:

08:
08:
36:

40] radvd[228]: resuming normal operation
41] wmond: WifiMaster@/AccessPoint0Q: »
05:cl)
occurred MIC different in key handshaking.

12:08:41] radvd[228]: attempting to reread config file

12:
12:
77:

12:

08:
08:
36:

08

41] radvd[228]: resuming normal operation
441 wmond: WifiMaster@/AccessPoint0Q: »
05:cl)

pairwise key handshaking timeout.

:44] wmond: WifiMaster0/AccessPoint0: »
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STA(d8:b3:77:36:05:cl1) had

deauthenticated.
WcTopuns nsmeHeHunit |Bepcus onuvcaHue
2.00 Job6asneHa komaHaa show log.

3.121.64 show mws associations

OnucaHue lMoka3saTb CNMCOK TOYeK JOCTYMna Ha ycuauTtene, ceasaHHoM ¢ MIV/S
KOHTPOAEPOM.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> mws associations
Mpumep (show)> mws associations
station:
mac: 51:ef:22:11:17:1a
ap: WifiMasterl/Backhaul@
authenticated: yes
txrate: 585
rxrate: 270
uptime: 31
txbytes: 33569
rxbytes: 74324
ht: 80
mode: 1llac
gi: 800
rssi: -27
mcs: 7
txss: 2
ebf: yes
mu: yes
WcTopusa nsmeHeHum Bepcus onuvcaHuve
3.01 JobaBneHa komaHaa show mws associations.

3.121.65 show mws candidate

OonucaHue Moka3aTb CMMCOK KaHANAATOB U/W OMUCaHNe onpesesieHHOro kKaHauaaTa
no 3aZiaHHOMY MAeHTUUKaTOpYy.

Mpedukc no Het
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc (show)> mws candidate [ <candidates ]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
candidate CTpoka ID yctpoiictea — MAC-agpec nawm CID.
Mpumep (show)> mws candidate 50:ff:20:08:71:61
candidate:
mac: 50:ff:20:08:71:61
cid:
mode:
model:
state: DISCONNECTED
(show)> mws candidate 50:ff:20:08:71:61
candidate:
mac: 50:ff:20:08:71:61
cid: abl409a2-0f87-11e8-8f23-3d5f5921b253
mode: ap
model: Extra (KN-1710)
state: COMPATIBLE
fw: 2.15.A.4.0-1
fw-available: 2.15.A.4.0-1
license: 273720056272398
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.15 JobasneHa komaHga show mws candidate.

3.121.66 show mws log

OnucaHue MokasaTb XypHaa NOAKAYEHN U NePEXOA0B OT OAHOM TOUKM A0CTYNa K
apyroi B npegenax M/S. Komanaa pabotaet B POHOBOM pexumme, To eCTb
[0 NPUHYAUTENBbHOV OCTaHOBKM Nojib30oBaTeneM no Haxatuto [Ctri]+[C].

MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOg, Het

CnHoncuc I(shomn> mws log [ <max-lines> ] [once]
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AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

max-lines Lenoe uucno |OrpaHnyeHme KoMYecTBa 3anmcei B OTBeTe.

once Krno4yeBoe
CJ10BO

MokasaTb NocneAHne 3anucun B XypHane.

(show)> mws log 1

Time Message

[Jan 17 15:04:58] : 64:a2:f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

(show)> mws log once

Time Message

[Jan 17 14:46:37] : 64:a2:f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

[Jan 17 15:04:50] : 64:a2:1f9:51:b1:82: 50:ff:20:00:11:82 (5 »
GHz) -> disassociated

[Jan 17 15:04:58] : 64:a2:f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

Bepcus OnucaHue

2.15 Jlo6aBneHa komaHaa show mws log.

3.121.67 show mws member

OnucaHune

Mpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTsl

Mpumep

Moka3aTb CANCOK 3aXBaueHHbIX YCTPOMCTB U OMCAHVE ONpeAesIeHHOMo
yCTPOiCTBa Mo 3agaHHOMY naeHTUdUKaTopy.

Het
Het

Het

(show)>  mws member [ <cmember; ]

AprymeHT 3HayeHue OnuncaHwue

member CTpoka ID yctpoiictBa — MAC-agpec nnwn CID.

(show)> mws member abl409a2-0f87-11e8-8f23-3d5f5921b253

member:
cid: abl409a2-0f87-11e8-8f23-3d5f5921b253
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model: Extra (KN-1710)
mac: 50:ff:20:08:7a:6a
ip: 192.168.1.43
mode: ap
fw: 2.15.
fw-available: 2.15.
dual-band: yes

system:
cpuload: 3
memory: 32680/131072
uptime: 2696

WcTopusa nsmeHeHum

rci:
errors: 0
Bepcus OnucaHue
2.15 JobaBneHa komaHaa show mws member.

3.121.68 show ndns

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

UcTopuns nsmeHeHni

lNokasaTb napameTpbl KeenDNS, nonyyeHHble U3 nocneHero 3anpoca Ha
cepsep (cMm. komaHAbl ndns get-booked v ndns get-update).

I(shom0> ndns

(show)> ndns

name: testname
booked: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: yes
access: direct

ttp:
direct: yes

interface: GigabitEthernetl
address: 41.189.34.56

Bepcusa

OnucaHune

2.07

JobaBneHa komaHaa show ndns.
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3.121.69 show netfilter

OonucaHue Moka3aTb MHPOpMaLMo 0 paboTe ceTeBOro skpaHa. Heo6xoanmo Ans
o6ecneyeHns yaaneHHoM TeXNoAAepXKKM.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuiHoncuc (show)> netfilter
UcTopuns nameHeHui Bepcus onucaHue
2.00 JobaeneHa komaHaa show netfilter.

3.121.70 show nextdns availability

OnucaHwue MpoBepnTb N NOKa3aTb AOCTYNHOCTL NextDNS.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc I(show)> nextdns availability
Npumep (show)> nextdns availability
available: yes
port: 53
doh-supported: yes
doh-available: yes
NcTopusa nsmeHeHum Bepcus OonucaHue

3.08 Job6asneHa komaHaa show nextdns availability.

3.121.71 show nextdns profiles

OnucaHune Moka3zatb npodunn NextDNS.
MNpejukc no Het
MeHsieT HacTpoiikn  Hert

MHorokpaTtHbIiA BBOA, Het
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Cunoncuc I(shom0> nextdns profiles
Mpumep (show)> nextdns profiles
profiles:
profile:
name: No filtering
token: 0
profile:
name: My First Configuration
token: 1f3a36
NextDns::Client: Loaded profiles.
VICTOleﬂ U3MeHeHU Bepcuﬂ onucaHvie

3.08 [Jlob6aBneHa komaHaa show nextdns profiles.

3.121.72 show ntce applications

OnucaHwue MokasaTb CANCOK NPUIOXEHWIA, MoAAepXKMBaeMbIX cyxbon NTCE.
Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CnHoncuc I(shom0> ntce applications
Mpumep (show)> ntce applications
application:
id-num: 1

short: facebook
long: Facebook
group-id: 2065
group-long: Social
groupset-id: 4
groupset-short-id: surfing
groupset-long-id: Web surfing

application:
id-num: 2
short: magicjack
long: magicJack
group-id: 2054
group-long: Voice over IP
groupset-id: 0
groupset-short-id: calling
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groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

Calling and conferencing

3

itunes

iTunes

2056

Streaming

2

streaming

Video & Audio streaming

4
myspace
MySpace
2065

Social

4

surfing

Web surfing

5

facetime

FaceTime

2054

Voice over IP

0

calling

Calling and conferencing

6

truphone

Truphone

2054

Voice over IP

0

calling

Calling and conferencing

7

twitter
Twitter
2065

Social

4

surfing

Web surfing
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short: xbox
long: XBOX gaming console
group-id: 2050
group-long: Gaming
groupset-id: 1
groupset-short-id: gaming
groupset-long-id: Gaming
application:
id-num: 9
short: realmedia
long: RealMedia
group-id: 2088
group-long: Removed
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
application:
id-num: 10
short: google-mail
long: Google Mail
group-id: 2059
group-long: Mail
groupset-id: 3
groupset-short-id: work

groupset-long-id:

Work & Learn from home

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

3.07

Job6asneHa komaHaa show ntce applications.

3.121.73 show ntce attributes

OnucaHwne MNMoka3aTb CNNCOK aTpMbyTOB, NoAAepXKMBaeMblx cyx6oin NTCE.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ntce attributes
Mpumep (show)> ntce attributes
attribute:
id-num: 1

short: encrypted
long: Indicates that the current connection is »
encrypted traffic.
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attribute:
id-num: 2
short: audio
long: Indicates that the current connection is »
an audio or voice signal.

attribute:
id-num: 3
short: out

long: Indicates that the current connection is »
a landline call, e.g. a call to a home phone.

attribute:
id-num: 4
short: video
long: Indicates that the current connection is »
a video signal.

attribute:
id-num: 5
short: file-transfer
long: Indicates that the current connection is »
a file transfer.

attribute:
id-num: 6
short: web

long: Indicates that the current connection is »
a surf the Internet session.

attribute:
id-num: 7
short: chat

long: Indicates that the current connection is »
a chat session.

attribute:
id-num: 8
short: mail
long: Indicates that the current connection is »
mail traffic.

attribute:
id-num: 9
short: stream
long: Indicates that the current connection is »
a continues unidirectional stream of audio and / or video.

attribute:
id-num: 10
short: android
long: Indicates that the client side uses the »
operating system Android.
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attribute:
id-num: 11
short: ios

long: Indicates that the client side uses the »
operating system i0S.

attribute:
id-num: 12
short: windows-mobile
long: Indicates that the client side uses the »
operating system Windows Mobile.

attribute:
id-num: 13
short: blackberry
long: Indicates that the client side uses the »
operating system Blackberry.

attribute:
id-num: 14
short: picture
long: Indicates that the current connection »
transfers pictures.

attribute:
id-num: 15
short: ddl

long: Indicates that the current connection is »
a Direct Download Hoster.

attribute:
id-num: 16
short: google
long: Indicates that the current connection is »
a Google service.

attribute:
id-num: 17
short: outlook web access
long: Indicates that the current connection »
uses the Microsoft Exchange Outlook Web Access as authentication »
mechanism.

attribute:
id-num: 18
short: amazon-cloud
long: Indicates that the current connection is »
a service of Amazon Cloud.

attribute:
id-num: 19
short: apache
long: Indicates that the server side is an »
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WcTopusa nsmeHeHum

Apache server.

attribute:
id-num: 20
short: mysql-server
long: Indicates that the server side is a MySQL »
database server.

attribute:
id-num: 21
short: mariadb-server
long: Indicates that the server side is a »
MariaDB database server.

attribute:
id-num: 22
short: ntlm

long: Current connection uses NTLM as »
authentication mechanism.

attribute:
id-num: 23
short: microsoft-windows
long: Indicates that the client side is the »
operating system Microsoft Windows.

attribute:
id-num: 24
short: chrome
long: Indicates that the client side is the »
operating system Chrome.

attribute:
id-num: 25
short: akamai-cloud
long: Indicates that the current connection is »
a service of Akamai Cloud.

attribute:
id-num: 26
short: dox

long: Indicates that the current connection is »
DoT (DNS over TLS) or DoH (DNS over HTTPS).

attribute:
id-num: 27
short: rcs

long: Indicates that the current connection is »
RCS (Rich Communication Services).

Bepcus OnucaHue

3.07 JobaBneHa komaHaa show ntce attributes.
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3.121.74 show ntce groups

OnucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ntce groups

(show)> ntce groups

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:
long:
groupset-id:

MokasaTb cAnCcoK rpynmn, noajep>XxmBaembix cyxoon NTCE.

2048
Generic
5

other
Other

2049

Peer to Peer

6
filetransfering
File transfering

2050
Gaming
1
gaming
Gaming

2051

Tunnel

3

work

Work & Learn from home

2052

Business

3

work

Work & Learn from home

2053
E-Commerce
3
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groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

work
Work & Learn from home

2054

Voice over IP

0

calling

Calling and conferencing

2055

Messaging

0

calling

Calling and conferencing

2056

Streaming

2

streaming

Video & Audio streaming

2057

Mobile

0

calling

Calling and conferencing

2058

Remote Control

3

work

Work & Learn from home

2059
Mail
3

work

Work & Learn from home

2060

Network Management
5

other

Other

2061
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long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

Database
3
work

Work & Learn from home

2062
Filetransfer

6
filetransfering
File transfering

2063

Web

4

surfing

Web surfing

2064
Conference
0

calling

Calling and conferencing

2065

Social

4

surfing

Web surfing

2066
Sharehosting

6
filetransfering
File transfering

2067
Deprecated
5

other
Other

2068
Industrial
5

other
Other
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group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:

2069
Encrypted
5

other
Other

2070

Advertisement and Analytic Services

5
other
Other

2071

News

4

surfing

Web surfing

2072

Health and Fitness
5

other

Other

2073

Cloud and CDN Services

5
other
Other

2074
Navigation
4

surfing

Web surfing

2075
Finance
5

other
Other

2076

Travel and Transportation

5
other

Lite (KN-1311) — CnpaBO4YHMK KOMaHA

477



naBa 3 OnncaHme KoMaHp,

groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:
long:

Other

2077
Pornography
5

other

Other

2078

Books and Magazines
5

other

Other

2079

Audio Entertainment

2

streaming

Video & Audio streaming

2080
Education
5

other
Other

2081

M2M and IoT

3

work

Work & Learn from home

2082

Device Security
4

surfing

Web surfing

2083

Multimedia Service Providers
2

streaming

Video & Audio streaming

2084
Organizers
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WcTopusa nsmeHeHum

groupset-id:
groupset-short-id:
groupset-long-id:

3
work
Work & Learn from home

group:
id-num: 2085
long: Enterprise Services
groupset-id: 4
groupset-short-id: surfing

groupset-long-id:

Web surfing

group:
id-num: 2086
long: App-Stores and 0S Updates
groupset-id: 6
groupset-short-id: filetransfering

groupset-long-id:

File transfering

group:
id-num: 2087
long: Browsers
groupset-id: 4
groupset-short-id: surfing

groupset-long-id:

Web surfing

group:
id-num: 2088
long: Removed
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
group:
id-num: 2089
long: Moved
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
Bepcus OnucaHue
3.07 Job6asneHa komaHaa show ntce groups.

3.121.75 show ntce groupsets

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

MNMoka3sbiBaTb CMNCOK HABOPOB rpynmn, Noagep>xxmBaeMblix cnyxooin NTCE.

HeTt

Het

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

Mpumep

(show)> ntce groupsets

I(shom0> ntce groupsets

WcTopus nsmeHeHnit |Bepcus

groupset:
id-num: ©
short: calling
long: Calling and conferencing
groupset:
id-num: 1
short: gaming
long: Gaming
groupset:
id-num: 2
short: streaming
long: Video & Audio streaming
groupset:
id-num: 3
short: work
long: Work & Learn from home
groupset:
id-num: 4
short: surfing
long: Web surfing
groupset:
id-num: 5
short: other
long: Other
groupset:
id-num: 6
short: filetransfering
long: File transfering
OnucaHue

3.07

Jo6asneHa komaHga show ntce groupsets.

3.121.76 show ntce hosts

OnucaHune

Mpedukc no Het

MeHsieT HacTpoiikn  Het

MokasaTb CTaTUCTUKY NPUAOXKEHWIA, KOTopble cyxxba NTCE obHapymna ans
XOCTOB.
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MHorokpaTtHbIiA BBOg, Het

CnHoncuc |6h0m0> ntce hosts
Mpumep (show)> ntce hosts
host:
mac: 04:d4:c4
application:
id-num:
short:
long:
group-id:
group-long:

groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:
long:
group-id:

:54:31:12

7
twitter
Twitter
2065
Social
4
surfing
Web surfing
2

62274
6020

43
instagram
Instagram
2065
Social

4

surfing
Web surfing
2

57606
11148

428

spotify

Spotify

2079

Audio Entertainment
2

streaming

Video & Audio streaming
2

155317

80526

438
whatsapp
WhatsApp
2055
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group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:

long:
group-id:
group-long:
groupset-id:

Messaging

0

calling

Calling and conferencing
2

826

706

461
google-cloud
Google Cloud
2073

Cloud and CDN Services
5

other

Other

2

313

352

498
telegram
Telegram
2055
Messaging
0

calling
Calling and conferencing
2

109895
15561

559

google-play
Google Play

2086

App-Stores and 0S Updates
6
filetransfering
File transfering
2

16736

28451

590

yandex

Yandex

2085

Enterprise Services
4
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groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

surfing

Web surfing
2

606

200

611
zendesk
ZenDesk
2052
Business
3

work
Work & Learn from home
2

101697
187527

621

slack
Slack

2064
Conference
0

calling
Calling and conferencing
2

30568

3650

632

google-services
Google Shared Services
2085

Enterprise Services
4

surfing

Web surfing

2

614512

202174

664
microsoft-services
Microsoft Services
2085

Enterprise Services
4

surfing

Web surfing
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groupset-service-class:
rxbytes:
txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:

group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

2
20243
10699

700
fastly
Fastly
2073
Cloud and CDN Services
5
other
Other
2
14859
3147

703
cloudflare
Cloudflare
2073

Cloud and CDN Services
5

other
Other

2

2172

3593

719
google-apis
Google APIs
2052
Business

3

work

Work & Learn from home
2

11837

7602

933

bamtech-media

BAMTech Media

2083

Multimedia Service Providers
2

streaming

Video & Audio streaming

2

4734

CnpaBo4HMK KOMaHA — Lite (KN-1311)



naBa 3 OnncaHme KOMaHA,

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

os-id: 3
os-long: Windows

6006

1136
cloud-mail-ru
Cloud-Mail-Ru
2062
Filetransfer

6
filetransfering
File transfering
2

61161

86671

1281
kaspersky-services
Kaspersky Services
2082

Device Security

4

surfing

Web surfing

2

40

70

host:
mac: 04:d4:c4:54:31:12
via: 04:d4:c4:54:31:12
ip: 192.168.11.19
hostname: MyHost
name: MyHost
interface:
id: Bridge0
name: Home
description: Home network
dhcp:
static: yes
registered: yes
access: permit
schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 9083
first-seen: 9097
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last-seen: 1

link: up
auto-negotiation: yes
speed: 1000
duplex: yes
port: 2

traffic-shape:

rx: 0
tx: 0
mode: mac
schedule:

WcTopusa nsmeHeHum

Bepcus

OnucaHmne

3.07

JobaBneHa komaHaa show ntce hosts.

3.121.77 show ntce oses

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ntce oses

(show)> ntce oses

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

MNMoka3saTb CANCOK OMepaLmMOHHbIX CUCTEM, MOAAePXMBaeMbIx cnyxb6om NTCE

1
Not detected

Other

3

Windows

Linux

0S X
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0S:

id-num: 6
long: 1i0S

0S:

id-num: 7

long: Symbian

0S:
id-num: 8
long: Android

0S:
id-num: 9
long: Blackberry

0S:
id-num: 10
long: WindowsMobile

0S:
id-num: 11
long: WindowsPhone

0S:
id-num: 12
long: Chrome

0S:
id-num: 13
long: Darwin

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvcaHue

3.07 JobaBneHa komaHAa show ntce oses.

3.121.78 show ntce status

OnucaHwne MokasaTtb nHPopmaumo o cnyxbe NTCE.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I(shom0> ntce status

Mpumep (show)> ntce status

conntrack:
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hosts: 2
applications: 16
applications-flows: 63
applications-events: 0
groups: 12
groups-flows: 64
groups-events: 0

memory :
applications-flows: 1512
applications-events: 0
applications: 512
groups-flows: 1536
groups-events: 0

groups: 384
hosts: 72
total: 4016
event:
count: 0
memory:
total: O
database:
hosts: 1
applications: 54
groups: 30

attributes: 6

memory :
applications: 2372976
groups: 1318320
attributes: 263664
total: 3954960

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvcaHue

3.07 JobaBneHa komaHaa show ntce status.

3.121.79 show ntp status

OnucaHue MNMoka3aTb cMcTeMHble HacTporkn NTP.

OcHOBHble cBegeHNA 0 cocTosHn NTP

Bpewms, npoLuegLuee c MOMeHTa Noc/eHen CUHXPOHM3aLMKX B CeKyHAaX.
Mpur3Hak nocnegHen CUHXPOHM3aLMN.

MpU3HaK HayYaNbHOWM CUHXPOHMU3ALNN.

Bpems yctaHoB/IeHO B cooTBeTCTBUM € cepBepom NDSS.

Bpems ycTaHOB/IEHO NONb30BaTe1eM BPYUHYIO.

O0006
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Mpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc I(shom0> ntp status
Npumep (show)> ntp status
status:
elapsed: 435146 ©
server: l.pool.ntp.org
accurate: yes @
synchronized: yes ©
ndsstime: no @
usertime: no ©
VICTOleﬂ U3MeHeHU Bepcuﬂ onvcaHue
2.00 Jlob6aBneHa komaHza show ntp status.

3.121.80 show ping-check

OnucaHwne

MokasaTtb nHpopmaumto o npodune Ping Check. NMpwn NCNONL30BaHNM

KOMaHA bl 6e3 aprymMmeHTa BbiIBOAATCA AaHHbIE 060 Bcex I'IpOCI)I/II'IFlX.

Mpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc (show)>  ping-check[<«profile name>]
AprymeHTbl ApryMeHT |3HaueHme |OnucaHue
profile name|Crpoka HasBaHune npoduns.
Mpumep (show)> ping-check
pingcheck:
profile: TEST
host: 8.8.8.8
port: 80
max-fails: 7
timeout: 1
mode: connect
interface: ISP

fail count: 0
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status: pass

pingcheck:
profile: TEST1
mode: icmp
pingcheck:
profile: TEST2
mode: icmp
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue
2.04 Job6asneHa komaHaa show ping-check.

3.121.81 show processes

OnucaHune MNMoka3aTk CTaTUCTUKY NCMONB30BaHMA NpoLeccopa ciyxbamm 1 npoueccamu.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> processes

Mpumep (show)> processes

process, id = NETBIOS browser:
name: nqnd

arg: -i
arg: 50ff20001e87

state: S (sleeping)
pid: 629

ppid: 192
vm-size: 3188 kB
vm-data: 1548 kB
vm-stk: 136 kB
vm-exe: 4 kB
vm-1ib: 1448 kB
vm-swap: 0 kB

threads: 1
fds: 15
statistics:

interval: 30

cpu:
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service:

now: 17319.483753

min: 0
max: 0
avg: 0
cur: 0

configured: yes

alive: yes

started: yes
state: STARTED

process, id

name:
arg:
arg:
arg:
arg:
state:

pid:
ppid:

= Dns::Proxy::Policy0:
ndnproxy

-C

/var/ndnproxy Policy@.conf
-p

/var/ndnproxy Policy0.pid
S (sleeping)

630
192

vm-size: 1676 kB
vm-data: 504 kB
vm-stk: 136 kB
vm-exe: 108 kB
vm-1ib: 896 kB
vm-swap: 0 kB

threads: 1
fds: 10

statistics:

interval:

cpu:

service:

configured:
alive:
started:
state:

30

now: 17319.483764
min: 0
max: 0
avg: 0
cur: 0

yes
yes
yes
STARTED
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.09 [JobaeneHa komaHaa show processes.

3.121.82 show running-config

OnucaHue MokasaTb TekyLmne HaCTPOWMKN, KOTOpble coaepXnT daiin
system:running-config TOYHO Tak Xe, Kak 3TO AenaeT KoMaH4a more.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)>  running-config

Mpumep (show)> running-config
I $$$ Model: Keenetic Start
I $$$ Version: 2.06.1
I $$$ Agent: http/rci
I $$$ Last change: Fri, 12 Jan 2017 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipvé4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200
set net.ipv4.netfilter.ip conntrack udp_ timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
domainname WORKGROUP
|
ntp server 0.pool.ntp.org
ntp server 1l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi
deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
|
access-list WEBADMIN ISP
permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »
port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
|
isolate-private
dyndns profile ABCD
|
dyndns profile WEBADMIN

type dyndns
!
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interface FastEthernet0
up
!
interface FastEthernet0/0
switchport mode access
switchport access vlan 1
|
interface FastEthernet0/1
switchport mode access
switchport access vlan 1
|
interface Bridge0
name Home
description "Home network"
inherit FastEthernet0/Vlanl
include AccessPoint
security-level private
ip address 192.168.15.43 255.255.255.0
up
!
interface WiMax0
description Yota
security-level public
ip address auto
ip global 400
up
!
interface PPTPO
description "Office VPN"
peer crypton.zydata.ru
lcp echo 30 3
ipcp default-route
ipcp name-servers
ccp
security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe
ip tcp adjust-mss pmtu
connect via ISP
up

ip route 82.138.7.141 ISP auto

ip route 82.138.7.132 ISP auto

ip route 82.138.7.27 PPTPO auto

ip dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home

ip dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi
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WcTopusa nsmeHeHum

ip dhcp host A 00:01:02:03:04:
ip dhcp host B 00:01:02:03:04:

ip nat Home
ip nat GuestWiFi
ipv6 subnet Default
bind Home
number 0
mode slaac
|
ipv6 local-prefix default
no ppe
upnp lan Home
torrent
rpc-port 8090
peer-port 51413
|

user admin

1.1.1.
1.1.1.

1
2

password md5 2320924ba6e5clfec3957e587a21535b

tag cli

tag cifs

tag http

tag ftp
|

user test

password md5 baadfb946f5d516379cfd75e31e409d9

tag readonly
|
service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp-client
service upnp

cifs
share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive

J

J

J

Bepcus OnucaHue

2.00 Job6asneHa komaHaa show running-config.
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3.121.83 show schedule

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

Moka3aTb NapameTpbl OrnpeAeNeHHOro pacnucaHus. ECiv BeInoAHUTL
KoMaHAy 6e3 aprymeHTa, To 6yZeT oTobpaxKeH BeCb CMNCOK pacrnvcaHnii B
cicTeme.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(show)>  schedule [ <name> ]
Argument 3HauyeHue OnuncaHwue
name CTpoka HasBaHune pacnvcaHus.

(show)> schedule 123

schedule, name = 123:
action, type = start, left = 561514, next = yes:
dow: Tue
time: 01:29

action, type = stop, left = 564274:

dow: Tue
time: 02:15
Bepcus OnucaHve
2.06 JobaeneHa komaHaa show schedule.

3.121.84 show self-test

OnucaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

NcTopus nsmeHeHum

Moka3zaTb COBOKYMHYH MHGOPMALMIO O CUCTEMHOW aKTUBHOCTW. Heo6X0AMMO
ANst obecrneyeHns yaaneHHON TexnoAaepXKKN.

Het
Het
Het
(show)> self-test
Bepcus OnucaHue
2.00 JobaBneHa komaHaa show self-test.
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3.121.85 show site-survey

OnucaHune MNMoka3saTb AOCTYMNHbIe 6eCNPOBOAHbIE CETU.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Radio

Cunoncnc (show)> site-survey name»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name NHTepgeiic MNMonHoe nma nHTepdenca Nm NCeBAOHNM.
CnncoK AOCTYMHbIX 419 Bblbopa HTepdelicos
MO>XHO YBWAETb BBeAs KOMaHAy site-survey
[Tab].

Mpumep (show)> site-survey [Tab]

Usage template:
site-survey {name}

Choose:
WifiMasterl
WifiMaster0

(show)> site-survey WifiStation0

ESSID MAC Ch Rate Q

Gena 00:23:f8:5b:d3:f5 11 300Mbit/s 100

Keenetic-2034 00:23:f8:5b:d3:f4 11 300Mbit/s 100

Sonar 40:4a:03:b4:5d:18 4 54Mbit/s 34
WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.00 JobasneHa komaHaa show site-survey.

3.121.86 show skydns profiles
OnucaHune BbiBecTn cnucok npodunein SkyDNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I(shom0> skydns profiles
Mpumep (show)> skydns profiles
profile:
name: Main
token: 821766297
profile:
name: Kids
token: 840106815
SkyDns::Client: Profile list is loaded.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.01 [Jlo6aBneHa komaHaa show skydns profiles.

3.121.87 show skydns userinfo

OnucaHue MNMoka3saTb HPOpMaLUmto 0 nonb3osaTene SkyDNS.
Mpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc I(shom0> skydns userinfo
Npumep (config)> skydns userinfo
plan:
name: Premium
code: PREMIUM
SkyDns::Client: SkyDNS info is loaded.
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.01 Job6asneHa komaHaa show skydns userinfo.

3.121.88 show ssh fingerprint
OnucaHue MokasaTb TekyLue knr4m SSH-cepsepa.
MNpejukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc I(shom0> ssh fingerprint
Mpumep (show)> ssh fingerprint
rsa: MD5:d0:b0:d4:f7:da:7b:c0:e0:d0:c8:8f:ea:85:3c:09:00
rsa: SHAL1:Nhxg8KNeE62E8zAZJIngImcrJkmA
rsa: SHA256:1M7MyrIag4qFGT/dyF/t8TbJk5tCzreeGuh03zaydu4
ecdsa: »
MD5:a6:db:b4:fb:3c:b9:ae:31:ca:6d:ca:ed:62:73:a5:7e
ecdsa: SHA1l:ndWg/dx/dP/P8rMkJcVC3XB8nFo
ecdsa: »
SHA256 :Wp1K9d8MsquQBt1BeB1lpV1yKdCN1Vay3BtBWbjOxs+o
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.12 Job6asneHa komaHaa show ssh fingerprint.

3.121.89 show sstp-server

OnucaHue lNoka3saTb TekyLMe noakatoveHns K cepsepy SSTP.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I(ShOW0> sstp-server

Mpumep (show)> sstp-server

enabled: yes
ndns-name: mymy.keenetic.link
has-ndns-certificate: yes

tunnel:
clientaddress: 172.16.3.33
username: mymy
uptime: 29

statistic:
rxpackets: 121
rx-multicast-packets: 0
rx-broadcast-packets: 0
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rxbytes: 14715
rxerrors: 0
rxdropped: 0
txpackets: 78
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 48265
txerrors: 0
txdropped: 0
timestamp: 104530.202229
last-overflow: 0.000000

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue

2.12 Job6asneHa komaHaa show sstp-server.
3.121.90 show system
OnucaHwue MNMoka3aTb obLyee COCTOSAHNE CUCTEMBI.

OCHOBHbIe CBeA€HNA 0 COCTOAHUUN CUCTEMBbI

©® 3arpyska LeHTpasibHOro npoLeccopa, B NpoLeHTax.

® ViHdopMauus 0 3aHATOM 1 NMeLOLLECa B HaNUYUM NaMaTn, B
KunobarTax.

©® ViHbopmauusa 06 ncnonb3oBaHuM dalina Nogxkayku, B knnobarrax.

O Bpewms paboTbl CMCTEMbl C MOMEHTA 3aMnycka, B CeKyHAax.

Mpejukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTHbI BBOA, HeT

CuHoncuc I(show)> system
NMpumep (config)> show system
hostname: Undefined
domainname: WORKGROUP
cpuload: 0 ©
memory: 13984/28976 @
swap: 0/0 ©
uptime: 153787 ©
VlCTOpI/Iﬂ U3MeHeHU BepCVlﬂ OonucaHue

2.00 [Job6aBneHa komaHaa show system.
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3.121.91 show system cpustat

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

[Moka3aTb cBegeHusA 06 ncnonb3oBaHUN npoueccopa yCTpOI\/’ICTBa.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> system cpustat

(show)> system cpustat

interval:

busy:

user:

nice:

system:

iowait:

irq:

sirq:

36

cur:
min:
max:
avg:

cur:
min:
max:
avg:

cur:
min:
max:
avg:

cur:
min:
max:
avg:

cur:
min:
max:
avg:

cur:
min:
max:
avg:

1
0

[cNoNoNo (ol SNoNo) [cNoNoNo

[cNoNoNo)
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cur: 0
min: O
max: 0
avg: 0
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.09 Job6asneHa komaHaa show system cpustat.
3.121.92 show tags
OnucaHwue lNMokasaTb AOCTYMHbIE MONbL30BaTe/IbCKME TEru.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
CunHoncuc I (show)> tags
Mpumep (show)> tags
tag: cli
tag: readonly
tag: http-proxy
tag: http
tag: printers
tag: cifs
tag: ftp
tag: ipsec-xauth
tag: ipsec-12tp
tag: opt
tag: sstp
tag: torrent
tag: vpn
WcTopuns nsmeHeHWit |Bepcusa onucaHue
2.00 JobasneHa komaHaa show tags.
3.121.93 show threads
OnucaHue lMoka3aTb CNNCOK aKTUBHbIX NOTOKOB B NDM.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I(shom0> threads

(show)> threads

thread:
name: Cloud agent service
tid: 518
lock list complete: yes
locks:
statistics:

interval: 30

cpu:
now: 17771.481435
min: 0
max: 0
avg: 0
cur: 0
thread:
name: FTP brute force detection
tid: 519
lock list complete: yes
locks:
statistics:

interval: 30

cpu:
now: 17771.481440
min: O
max: 0
avg: 0
cur: 0
Bepcus OnucaHue
2.09 JobaeneHa komaHza show threads.

3.121.94 show torrent status

OnucaHwue
Mpejukc no

MeHsieT HacTpoiKn

Het

Het

MHorokpaTtHbiiA BBog Het

[Moka3aTb cocTosiHMeE KnveHTa BitTorrent.
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

3.121.95 show

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbI

Mpumep

I(shom0> torrent status

(show)> torrent status

state: running

rpc-port: 8090

Bepcus OnucaHve

2.03 JobaeneHa komaHza show torrent status.

upnp redirect

MokasaTb nNpaBuaa TpaHALuMM noptos UPNP. ECAn BbINONHUTL KOMaHAy
6e3 aprymeHTa, To BeCb CMNCOK NPaBUA TPAHCISLUN ByAeT BbiBeAeH Ha

SKpaH.
HeTt
Het
Het

IP

(show)>  upnp redirect [( (protocol> <interfaces porty) | <index> ]

AprymeHT 3HauyeHue

OnucaHue

protocol tcp

Ha skpaH 6yayT BbiBefeHbl npasunia 7TCP

udp

Ha skpaH 6yayT BbiBefeHbl npasuna UDP.

interface UHTepgeric

Ha akpaH 6yayT BbiBefeHbl NpaBua ¢
yKa3aHHbIM nHTepdencom.

port Uenoe 4mucno |Ha akpaH 6yayT BbiBeAeHbI NpaBuaa C
yKasaHHbIM NOPTOM.
index lenoe umucno |Ha skpaH byaeT BbiIBeAEHO NPaBUIO C

YKa3aHHbIM NOpPAAKOBbIM HOMEPOM.

(show)> upnp redirect udp ISP 11175

entry:
index: 1

interface: ISP
protocol: udp
port: 11175
to-address: 192.168.15.206
to-port: 11175
description: Skype UDP at 192.168.12.286:11175 (2024)
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WcTopusa nsmeHeHum

packets: 0
bytes: 0
Bepcus OnucaHue
2.00 Job6asneHa komaHaa show upnp redirect.

3.121.96 show version

OnuncaHune
Mpejukc no

MeHsieT HacTpoiAKK

lNokasaTb BEPCUIO MUKPOMPOrpamMmbl.
HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> version

(show)> version

release: 2.10.C.1.0-0
arch: mips

ndm:
exact: 0-d32118a
cdate: 11 Dec 2017

bsp:
exact: 0-cbe0525
cdate: 11 Dec 2017

ndw:
version: 4.2.3.92
features: »
wifi button, flexible menu,emulate firmware progress
components: »
ddns,dotlx,interface-extras,miniupnpd, nathelper-ftp,
>
nathelper-pptp,nathelper-sip,ppe,trafficcontrol,
>
cloudcontrol, base, components, corewireless,dhcpd, 12tp,

>

igmp,easyconfig,pingcheck, ppp, pptp,pppoe, ydns

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Start (KN-1110)
hw_version: 10118000
hw id: KN-1110
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device: Start
class: Internet Center

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa kKomaHAa show version.

3.121.97 show vpn-server

OnucaHue lNoka3saTb TekyLme nogkntoveHus K cepsepy VPN.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> vpn-server
Npumep (show)> vpn-server
tunnel:
clientaddress: 172.16.1.33
username: test
uptime: 3
statistic:
rxpackets: 51
rx-multicast-packets: 0
rx-broadcast-packets: 0
rxbytes: 5440
rxerrors: 0
rxdropped: 0
txpackets: 46
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 9229
txerrors: 0
txdropped: 0
timestamp: 146237.254244
last-overflow: 0.000000
VlCTOpI/IH N3MeHeHUn Bepcmﬂ onucaHuve

2.04 JobasneHa komaHaa show vpn-server.

3.122 skydns

OnucaHune JocTtyn K rpynne KOMaHA Ans HaCcTPorKn napameTpoB SkyDNS.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Het

MHorokpaTtHbiia BBog, Het

BxoXkAeHue B rpynny

CuvHoncuc

UcTopuns nameHeHuii

3.122.1 skydns assign

OnucaHune
Mpe¢ukc no

MeHsieT HacTpoViKKn

(skydns)
(config)>  skydns
Bepcus OnucaHve
2.01 JobasneHa komaHaa skydns.

Ha3HauunTb TokeH anga xocta (MAC-aapeca).

MHorokpaTtHbIiA BBOg, [a

CviHoncuc

AprymeHTsl

UcTopuns nameHeHuii

Ja
Ja
(skydns)>  assign (mac> <tokens | <tokens)
(skydns)> no assign [ wmac: ]
AprymeHT 3HayeHue OnucaHue
mac MAC-agpec MAC-agpec, KOTOPOMY Ha3HayaeTCcst TOKEH.
token lenoe umncno |NpeHTUGNKALMOHHBIA HOMep Npoduns
dunbTpaumn.
Bepcus OnucaHve
2.01 Jlo6aBneHa komaHaa skydns assign.

3.122.2 skydns check-availability

OnucaHune

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

MpoBepnTb AOCTYNMHOCTb CYX6bI SkyDNS.

Het
Het

Het

I (skydns)>  check-availability
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Mpumep (skydns)> check-availability
available
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.06 Job6asneHa komaHaa skydns check-availability.

3.122.3 skydns enable

OnucaHwne Brntoumntb cnyx6y SkyDNS.

KomaHaa ¢ npedrkcom no ocTaHaBNMBAET CAyXOy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (skydns)>  enable

I (skydns)> no enable
Npumep (skydns)> enable

SkyDns::Client: SkyDNS is enabled.
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.01 Job6asneHa komaHaa skydns enable.

3.122.4 skydns login

OnucaHwue YKa3aTb NOrMH Ang yyeTHo 3anucn SkyDNS.

KomaHga ¢ npedurkcom no cbpacbiBaeT BCe HACTPOMKMN YHeTHOW 3anmcu.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (skydns)>  login <login [ passworad ]
(skydns)> no login
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
login Ctpoka JlorvH yyeTtHo 3anmncu SkyDNS.
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AprymeHT 3HauyeHue OnuncaHwue

password Ctpoka Maponb yyeTHoW 3anucu SkyDNS.
NMpumep (skydns)> login test_user 1234
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.01 JobasneHa KomaHaa skydns login.

3.122.5 skydns password

OnucaHune YKasaTb Naponb Ans ydeTHon 3anmucn SkyDNS.
Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (skydns)>  password password»
(skydns)> no password
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
password CTpoka Maponb y4yeTHOM 3anuncn SkyDNS.
Mpumep (skydns)> password 7654
VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie
2.01 JobasneHa komaHaa skydns password.

3.123 snmp community

OnucaHue 3aszaTb HoBoe nMs ana SNMP coobuiectsa. 1o yMo4aHMIO, MCNONb3YeTCs
CTaHAapTHOe nms public.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncue I (config)>  snmp community <«community:>
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AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config)> no snmp community

AprymeHT

3HayeHue

OonvicaHune

community

CTpoka

HoBoe Ha3BaHue coobuiecTBa.

(config)> snmp community Co_test

Snmp: :Manager: SNMP community set to "Co test".
(config)> no snmp community

Snmp: :Manager: SNMP community reset to "public".

Bepcus

OnucaHune

2.08

JobaBneHa kOMaHAa shmp community.

3.124 snmp contact

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

MpncBouTb KOHTaKTHOE UMA SNVP areHTy. N0 yMONYaHMIo MSA He

ornpezesneHo.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Aa
Ja

Het

(config)>

(config)> no snmp contact

snmp contact «contact»

AprymeHT

3HayeHue

OnvcaHune

contact

CTpoka

KoHTakTHas nHdopmaunsa SNMP.

(config)> snmp contact Cont_test

Snmp: :Manager: SNMP contact info set to "Cont test".
(config)> no snmp contact
Snmp: :Manager: SNMP community info reset.

Bepcus

OnucaHune

2.08

Job6aBneHa

KomMaHZa snmp contact.
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3.125 snmp location

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

YKa3aTb pacnonoxeHvie SNVP areHTa. [1o yMon4aHUIO pacrnonoxeHue He

onpegeneHo.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiKy.

Ja
Ja

Het

(config)> no snmp location

(config)>  snmp location <location»

AprymeHT

3HayeHue

OnuncaHue

location

CTpoka

PacnonoxeHune SNMP ycTpoiicTBa.

(config)> snmp location Odintsovo

Snmp: :Manager: SNMP device location set to "Odintsovo".
(config)> no snmp location

Snmp: :Manager: SNMP device location reset.

Bepcus

OnucaHmne

2.08

JobasneHa komaHaa snmp location.

3.126 sstp-server

OnuncaHune
Mpejukc no
MeHsieT HaCTPOUKM

MHorokpaTHbIVi BBOA,

Bxo>xaeHue B rpynny (sstp-server)

CuvHoncuc

NcTopus nsmeHeHum

JocTyn K rpynne KoMaHZ4 ANS HaCTPOMKK NapameTpos cepsepa SSTP.

Het
Het

Het

(config)> sstp-server

Bepcus

OnucaHune

2.12

Jo6aBneHa KOMaHza sstp-server.
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3.126.1 sstp-server dhcp route

OnucaHue HasHaunTb MapLupyT, nepesaBaemMblii Yepes coobLyeHmns DHCP INFORM,
KnneHTtam SSTP-cepBepa.

KomaHza c nped1KcomM no 0TMeHsIeT NoslyYeHne ykazaHHOro MapLupyTa.
Ecnv BBeCTV KOMaHAy 6e3 apryMeHToB, 6yieT OTMEHEHO NoJyYeHre Bcex
MapLUpyTOB.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Cunoncnc (sstp-server)>  dhcp route caddress» inask»

(sstp-server)> no dhcp route [ «address» anasks |

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

address IP-appec Afpec ceTeBOro K/neHTa.

mask IP-macka Macka ceTeBoro knmeHTa. CyLiecTsyeT ABa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B Buge
6UTOBOI ANNHbLI NpeduiKca (Hanpumep, /24).

Npumep (sstp-server)> dhcp route 192.168.2.0/24
SstpServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(sstp-server)> no dhcp route
SstpServer: :Manager: Cleared DHCP INFORM routes.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.12 JobaBneHa komaHAa sstp-server dhcp route.

3.126.2 sstp-server interface

OnucaHue CBsA3aTtb cepBep SSTP € yka3zaHHbIM MHTepdencom.
KomaHzaa ¢ npedrKcom no paspbiBaeT CBA3b.

MNpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het
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CuHoncuc (sstp-server)>  interface <interface»

(sstp-server)> no interface

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

interface UHTepgeinc MonHoe nma nHTepderica nam NCeBLOHUM.
CnnCcoK AOCTYMNHbIX MHTepdencoB MOXHO
YyBUAETb C MOMOLLbIO KoMaHAbI interface
[Tab].

Mpumep (sstp-server)> interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl
GuestWiFi

(sstp-server)> interface Bridge0
SstpServer: :Manager: Bound to Bridge0.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.12 Jlo6aBneHa komaHga sstp-server interface.

3.126.3 sstp-server ipvécp

OnucaHwune Brknrounte nogaepxky IPv6. [ins kaxzaoro SSTP-cepBepa CO34at0TcCs
DHCP-nynbl IPv6. Mo yMOn4aHMIO HacTPOMKa OTK/IOYEHa.

KomaHga c npedumkcom no oTkatoyaeT nogaepxky IPve.
MNpedukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, Het

CrHoncuc I (sstp-server)>  ipvécp
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I (sstp-server)> no ipvécp

Mpumep (sstp-server)> ipvécp
SstpServer: :Manager: IPv6 control protocol enabled.

(sstp-server)> no ipvé6cp
SstpServer: :Manager: IPv6 control protocol disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.00 JobaBneHa koMaHaa sstp-server ipvecp.

3.126.4 sstp-server Icp echo

OnucaHue OnpegenuTb NpasBuaa TecTUpoBaHus SSTP-noaxkntoueHnin cpeacreamm LCP
echo.

KomaHgaa ¢ npedurkcom no oTkntovaet LCP echo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc (sstp-server)>  1lcp echo <intervals «count> [adaptive]

(sstp-server)> no lcp echo

AprymeHTbI AprymeHT |3Ha4yeHune OnucaHue

interval |Jenoe uucno WNHTepBan mexay oTnpaskamu LCP echo,
B cekyHAax. Ecin B TeyeHume ykasaHHOro
NHTepBasa BpeMeHW OT yjaneHHON
CTOPOHbI He 6b11 NonyyeH LCP 3anpoc, e
6yAeT oTnpaBneH Takol 3anpoc C
oxunaaHvem oteeTa LCP reply.

count Lenoe uucno Konwn4yectBo oTnpaB/ieHHbIX NOAPSAA,
3anpocoB LCP echo Ha KOTopkle He 6bl
nony4veH oteeT LCP reply. Ecav count
3anpocoB LCP echo ocTanuck 6e3 oTBeTa,
coefiHeHMe byaeT pa3opBaHo.

adaptive |Kmwouyesoe cnoso |Pppd 6yaeT oTnpasnaTh 3anpoc LCP echo
TOJIbKO B TOM CJlyYae, eciv OT yAaneHHoro
y3na HeT Tpaduka.

Mpumep (sstp-server)> lcp echo 5 3
SstpServer: :Manager: LCP echo parameters updated.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa sstp-server Icp echo.

3.126.5 sstp-server Icp force-pap

OnucaHue MPUHYANTENBHO MCNOBL30BaTb PeXUM ayTeHTuduKaummn PAP ana cepsepa
SSTP.
KomaHga c npedurkcom no oTkAtoYaeT NPpUHYyAUTENbHOE UCMOob30BaHe
PAP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (sstp-server)>  lcp force-pap

I (sstp-server)> no lcp force-pap

Mpumep (sstp-server)> lcp force-pap
SstpServer: :Manager: Forced PAP-only authentication.

(sstp-server)> no lcp force-pap
SstpServer: :Manager: Disabled forcing PAP-only authentication.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

3.05 Jlo6aBneHa komaHga sstp-server Icp force-pap.

3.126.6 sstp-server mru

OnucaHwue YcTaHOBUTbL 3HaveHVe MRU koTopoe byaeT nepeaaHo SSTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaUYeHMe M0 YMOTYAHNIO.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (sstp-server)>  mru «walue

I (sstp-server)> no mru
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
value UYenoe uucro |3HauveHue MRU. MoxeT MpUHNMAaTb 3HaUeHns
B npejenax ot 128 go 1500 BKAOUUTENBHO.

Mpumep (sstp-server)> mru 200
SstpServer::Manager: MRU set to 200.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.12 JobasneHa KOMaHAa sstp-server mru.

3.126.7 sstp-server mtu

OnucaHue YcTtaHoBUTL 3HaveHue MTU, koTopoe byaeT nepegaHo SSTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HaUEHME MO YMOAYAHUNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (sstp-server)>  mtu walue»
(sstp-server)> no mtu

AprymeHTbl AprymeHT |3HaueHme |OnucaHue

value UYenoe uucro |3HauveHme MTU. MoxeT NPUHUMAaTb 3HaYeHUs

B npegenax ot 128 o 1500 BkAoUMTENIbHO.

Mpumep (sstp-server)> mtu 200

SstpServer: :Manager: MTU set to 200.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.12 JobasneHa KoMaHaa sstp-server mtu.

3.126.8 sstp-server multi-login

OnucaHue PazpewnTb nogkntoveHme K cepepy SSTP HeCKonbKMX Nofb3oBaTenei ¢
OJlHOTO aKKayHTa.

KomaHga ¢ ﬂpe¢I/IKCOM No OTKNKYaEeT 3Ty BO3SMOXHOCTb.

Mpe¢ukc no [Ja
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MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

Mpumep

WcTopus nsmeHeHwnii

Ja

Het

I (sstp-server)> multi-login

I (sstp-server)> no multi-login

(sstp-server)> multi-login
SstpServer: :Manager: Enabled multiple login.

Bepcus

OnucaHue

2.12

JobaBneHa komaHAa sstp-server multi-login.

3.126.9 sstp-server pool-range

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

HasHauuTb Nyn agpecos A8 KIVEHTOB, NOAK/IHOYAIOLLMXCA K cepBepy SSTP.
Mo ymonuaHuto ncnonb3yertca pasmep nyna 10.

KomaHga c npedumkcom no yganset nyn.

Ja
Aa

Het

(sstp-server)>

pool-range <begin>[«size>]

(sstp-server)> no pool-range

AprymeHT 3HauyeHue OnucaHwue
begin IP-agpec HauanbHbI agpec nyna.
size lenoe 4ucso |Pasmep nyna.

(sstp-server)> pool-range 192.168.1.22 7
SstpServer: :Manager: Configured pool range 192.168.1.22 to »

192.168.1.28.
Bepcus OnucaHve
2.12 [JlobaBneHa KomaHga sstp-server pool-range.
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3.126.10 sstp-server static-ip

OnuncaHwne HasHaunTb nocTosiHHbLIN IP-agpec nonb3oBaTento. Monb3oBaTenb B cucTeMe
JOJIXeH MeTb MeTKy sstp.

KomaHga ¢ npedunkcom no yaanseTt NpmsBasky.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (sstp-server)>  static-ip name> <address»
(sstp-server)> no static-ip <name>
AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne
name CTpoka J1orvH.
address IP-agpec HasHauaemsblin IP-agpec.
Mpumep (sstp-server)> static-ip admin 192.168.1.22
SstpServer: :Manager: Static IP 192.168.1.22 assigned to user »
"admin".
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.12 JobasneHa KoMaHAa sstp-server static-ip.

3.127 system

OnuicaHue JocTtyn K rpynne KoMaHA AN HaCTPOMKM rnobanbHbIX NapameTpoB.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (system)

CunHoncmc (config)>  system
WcTopuns nsmeHeHunit |Bepcus onucaHue
2.00 JobaBneHa KoMaHaa system.
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3.127.1 system button

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

HacTpouTb KHOMKM Ha KOpMyce yCTPONCTBA Ha BbIMOHEHWE onpeAeneHHbIX
AenctBuii. Habop 06paboTUMKOB 3aBMCUT OT annapaTHor KoHGUrypaumm u

YCTaHOB/TI€HHbIX MOAyﬂEVI.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIKy.

Ja
Ja
Het
(system)>  button <buttons on actions do <handlers
(system)> no button <button
AprymeHT 3HauyeHue OnuncaHwue
button RESET KHonka cbpoca.
WLAN KHonka WLAN.
action click OAVIHOYHBIV KNNK.
double-click [BONHOW KNWK.
hold HaXaTb 1 yaepXnBaTb B
TeyeHwue 3 cekyHA. KHormky
RESET yaepxviBaeTcs B
TeueHwne 10 cekyHA.
trigger VI3ameHeHve nosvuymun
nepekatoyaTens.
handler FactoryReset C6poc cucTeMbl B 3aBOgCKME
3HaYeHUs Mo YMONYaHUIO.
Reboot lMepesarpyska cucTemsl.
WifiToggle BknroyveHwne/BbIkItOYEHNEe
Wi-Fi.
WifiGuestApToggle BktoueHve/BblkItOUEHNE
roctesoro Wi-Fi.
WpsStartMainAp 3anyctutb WPS (ToN1bKO ans
2,4TTu).
WifiSwitch Mepexkntoyatens Wi-Fi
BKJ/1/BbIK/.

(system)> button WLAN on double-click do WifiGuestApToggle
Peripheral: :Manager: "WLAN/double-click" handler set.

Bepcus OnucaHue

2.03 JobasneHa KoMaHaa system button.
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3.127.2 system clock date

OonuncaHmne YCTaHOBUTb CUCTEMHbIE AaTy 1 BpeMs.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (system)> clock datedate-and-times
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
date-and-time |[CTpoka TekyLlas gata 1 Bpems B popmate DD MM
YYYY HH:MM:SS.
Mpumep (system)> clock date 18 07 2012 09:52:33
System date and time has been changed.
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.00 [JobaeneHa komaHza system clock date.

3.127.3 system clock timezone

OnucaHune YCTaHOBUTb 4aCOBOI NOSIC CUCTEMBI.

KomaHga c npe$1Kcom no ycTaHaBAMBaeT YacoBOV MOSIC MO YMOMYAHMIO
(GMT).

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

CnHoncuc (system)>  clock timezone <locality»
(system)> no clock timezone <locality»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
locality CTpoka HasBaHue ropoga, 0603Ha4atoLLero YacoBow
nosic.
Mpumep (system)> clock timezone Dublin

the system timezone is set to "Dublin".
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

[JobaeneHa komaHaa system clock timezone.

3.127.4 system configuration factory-reset

OnucaHwne

Mpe¢ukc no

Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

BocctaHOBUTL 3aBoACKME HaCTpOVIKM ANA BCEX PEXMMOB.

I(system)> configuration factory-reset

(system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »

WcTopus nsmeHeHwnii

defaults.
Bepcus OnucaHve
2.00 [Jlo6aBneHa komaHga system configuration

factory-reset.

3.127.5 system configuration save

OnucaHwune

Mpedukc no

HeTt

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

COXpaHI/ITb cncTemMHble HaCTpOIZKM.

I(systenn> configuration save

(system)> configuration save

Saving configuration.

UcTopus nsmeHeHwnii

Bepcus

OnucaHune

2.05.B.1

JobaBneHa komaHAa system configuration save.

3.127.6 system debug

OnuncaHune

Bkntoumntb oTnagky cmctemMel. 1o yMonyaHUIO nNapamMeTp OTK/OUEH.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

KomMaHgza ¢ npeprKCOM NO OTK/IKOUAET HACTPOWKY.
Ja

Aa

Het

I(systenn> debug

I (system)> no debug

(system)> debug
Core: :Debug: System debug enabled.

Bepcus OnucaHve

2.03 JobasneHa koMmaHaa system debug.

3.127.7 system description

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

3ajaTb oNMcaHWe CUCTeMbl B BUAE MPON3BOJIbHOM CTPOKM. M0 yMONYaHWIO
ncnonb3yetca ctpoka Lite (KN-1311).

KomMaHga ¢ npedprkcom no Bo3BpaLLaeT onvicaHMe No YMOAYAHMIO.
Ja

Ja

Het

(system)>  description «descriptions

(system)> no description

AprymeHT 3HauyeHne |OnucaHue
description Ctpoka OnuncaHwve cncTtembl AIMHOW He 6onee 256
6anT.

(system)> description DEVICE
Core::System::Info: Description saved.

(config)> show version

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Ultra (KN-1810)
hw_version: 10188000
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hw id: KN-1810
device: Ultra
class: Internet Center
region: RU
description: DEVICE

(config)> show running-config

set vm.swappiness 60

set vm.overcommit memory O

set vm.vfs cache pressure 1000
set dev.usb.force usb2 0
domainname WORKGROUP

hostname Keenetic Ultra
description DEVICE

(system)> no description
Core::System::Info: Description reset to default.

(config)> show version

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Ultra (KN-1810)
hw version: 10188000
hw id: KN-1810
device: Ultra
class: Internet Center
region: RU
description: Keenetic Ultra (KN-1810)

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.15 JobasneHa komaHaa system description.

3.127.8 system domainname

OnucaHue MpncBouTb cucTeMe JOMEHHOEe UMS.
KomaHga ¢ npedunkcom no yaanseT JOMeHHOe NMS.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

Cunoncuc I(syﬁenﬂ> domainname «domain>

I (system)> no domainname
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

domain CTpoka JomeHHOe nm4.

(system)> domainname zydata
Domainname saved.

Bepcus OnucaHve

2.00 JobasneHa KomaHAa system domainname.

3.127.9 system hostname

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb CUCTEMHOE MMS XOCTa. VIMs XocTa ncnosib3yeTcs ANs
naeHTUdMKaLmMmM y3na B ceTn. 3To HEOH6XOANMO ANs obecneyeHnNs paboTsl
HEeKOTOPbIX BCTPOEHHbIX CyX6, Takmx Kak CIFS.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBMBaeT 3Ha4YeHNE MO YMOJTYaHNIO,
3aBucqdLllee OT Ha3BaHA MO4ENN yCTpOVICTBa.

Ja

Ja

Het

(system)>  hostname chostname>

(system)> no hostname

AprymeHT 3HauyeHue OnuncaHwue

hostname CTpoka M8 XoCTa cncTemsil.

(system)> hostname KN1010
Core::System: :Hostname: The host name set.

(system)> no hostname
Core::System: :Hostname: The host name reset.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHaa system hostname.

3.127.10 system led

OnucaHwne

HaCTpOVITb NHANKATOPbI obLero HasHauveHus. Mo YMOTYaHUKO MHANKATOP
FN nokasbiBaeT Hannume 06HOBAEHUI ANSI CUCTEMBI.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

3.127.11 system led power schedule

OnuncaHwme

KomaHgaa c npedprKcomM no OTMEHSIET HAaCTPOWAKY.

Ja
Aa
Ja
(system)>  led <led> indicate «controls
(system)>no led [ <leds [ indicate] ]
AprymeHT 3HauyeHue OnucaHve
led FN HasBaHue vHAuKaTopa.
control UpdatesAvailable NHankaTop coobLuaeT, UTo ecTb
0B6HOBNEHUS ANA BaLlero
YyCTpOWCTBa.
BackupWan VIHAMKaTOp nokasblBaeT, YTo B
AAHHbIA MOMEHT aKTUBHbIM
ABNAETCA pe3epBHoe
NoAKNOUEHVe.
SelectedWan VHamnkaTop nokasbiBaeT
cocTosiHMe nHTepdelica,
YKa3aHHOro npvi NnoMoLum
komaHgpl interface led wan.
SelectedSchedule VHamnkaTop nokasbiBaeT
COCTOSIHME 3aMn/IaHNPOBAHHOIO
CO6bLITUNSA, YKa3aHHOro npu
nomowm komaHabl schedule led.
indicate Knwyesoe csoBo [MONIHOCTBHO OTK/IOUYNTL
VHANKATOP.

(system)> led FN indicate SelectedWan

Peripheral: :Manager: "SelectedwWan"

(system)> no led FN indicate

control bound to "FN" LED.

Peripheral: :Manager: "FN" LED control binding removed.

Bepcus OnucaHve

2.08 JobasneHa koMmaHaa system led.

MpuvcBonTb pacnucaHve ans paboTbl CBETOAVNOAHBLIX MHANKATOPOB Ha
ycTpolicTse. MNepes BbINOAHEHNEM KOMaHAb! pacnmvcaHme AOMKHO bbITb
C03/aHO 1 HaCTpPOeHO Npu nomoLy KoMmaHael schedule action.

524

CnpaBo4HMK KOMaHA — Lite (KN-1311)



naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

KomaHaa c npedrkcom no pa3pbiBaeT CBsi3b MeXAY pacnmncaHnem 1 paboToi
NHAMKaTOPOB.

Ja

Aa

Het

(system)>  led power schedule <schedule»

(system)> no led power schedule

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnncanne |HasBaHMe pacnmcaHus, CO34aHHOro npu
nomMoLum rpynnel KoMmaHA schedule.

(system)> led power schedule schedulel
Core::Peripheral::Manager: Set LED power schedule "schedulel".

(system)> no led power schedule
Core::Peripheral::Manager: Clear LED power schedule.

Bepcus OnucaHue

3.06 JlobaBneHa komaHAa system led power schedule.

3.127.12 system led power shutdown

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

BbiknH0UnNTb CBETOAVOALI HA YCTPOMCTBE.
KomaHzaa ¢ npedrKcoM no BkIKOHaEeT CBETOANOAbI.
Aa

Ja

HeTt

(system)>  led power shutdown (mode>

(system)> no led power shutdown

AprymeHT 3HauyeHue OnucaHue
mode all BbIKNHOUNTL BCe CBETOANOAbI.
front BbIKNOUNTE CBETOAMOALI HA NepeaHe
naHenwu.
back BbIK1OUNTL CBETOAMOAbLI HA 3aAHEN NaHeNn.
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Mpumep (system)> led power shutdown all
Core::Peripheral: :Manager: Set LED shutdown mode to "all".

(system)> no led power shutdown
Core::Peripheral::Manager: Set LED shutdown mode to "none".

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie
3.06 [JobaeneHa komaHaa system led power shutdown.
MpeabigyLiee Ha3BaHe KomaHAabl system led shutdown.

3.127.13 system log clear

OnuncaHue OUNCTUTL CUCTEMHBIV XXYPHan.
Mpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (system)>  log clear
Mpumep (system)> log clear

Syslog: the system log has been cleared.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHaa system log clear.

3.127.14 system log reduction

OonucaHune BKNHOUMTL COKPALLEHVIE MOBTOPHbIX COOBLLEHUI B CUCTEMHOM XYypHarse. Mo
YMO/TYaHMIO MapaMeTp BK/IHOUYEH.

KomaHga ¢ npedurkcom no oTKIoYaeT HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, Het

CnHoncuc I (system)>  log reduction
I (system)> no log reduction
Mpumep (system)> log reduction

(system)> no log reduction
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 [JobaeneHa komaHaa system log reduction.

3.127.15 system log server

OonucaHune [06aBNTb yaaneHHbIV cepBep 419 XPaHEHUS CUCTEMHOTO XYypHana.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (system)>  log server <address [: qports]
(system)> no log server [ <address; [: port>]]

AprymeHTbI ApryMeHT |3HaueHme |OnucaHue

address IP-agpec Ajpec yaaneHHoro cepeepa 414 XpaHeHus

CUCTEMHOrOo XypHana.

port UYenoe umucro |Homep noprta yjaneHHOro cepesepa.
Npumep (system)> log server 192.168.1.1:8080

Syslog: server 192.168.1.1:8080 added.
MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa koMaHaa system log server.

3.127.16 system log suppress

OonucaHue Jo6aBuTb NpaBnIo NoAaBAeHNSA COOBLLEHMIA.
KomMaHga ¢ npedurkcom no yaansieT npasuso.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc I (system)>  log suppress <ident>

I (system)> no log suppress [ <ident> ]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
ident CTpoka NaeHTUdmnKaTOp NpoLecca, CoobLLeHNs
KOTOPOro HYy>HO NOAaBUTb.

Mpumep (system)> log suppress kernel
Core::Syslog: Added suppression "kernel".

(system)> no log suppress kernel
Core::Syslog: Deleted suppression "kernel".

(system)> log suppress transmissiond
Core::Syslog: Added suppression "transmissiond".

(system)> no log suppress transmissiond
Core::Syslog: Deleted suppression "transmissiond".

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.04 JobasneHa KoMaHAa system log suppress.

3.127.17 system mode

OnucaHwne BbibpaTh pexxum paboThl Lite.
Mpedukc no Het

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (system)> mode mode»
AprymeHTbI AprymeHT 3HaueHue OonucaHue
mode router OCHOBHOI pexXmnMm.
client Pexxnm ceTeBoro ajanrtepa 414 NoAkIr4YeH A
ycTpoiicTB Ethernet k ceTn Wi-Fi.
repeater Pexxm ycnnutens ans paclunpeHunst cetu
Wi-Fi c nomoLubro 6ecnpoBogHOro
CoeAVHeHMs.
ap Pexxnm Toukm AOCTyna AN paclUMpeHns ceTu
Wi-Fi c nomowbto npoBogHoro Ethernet
CoefiHEeHMs.
Mpumep (system)> mode repeater

Core::Mode: The system switched to "repeater" mode, reboot the »
device to apply the settings.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.05 [JlobaeneHa komaHaa system mode.

3.127.18 system ndss dump-report disable

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

OTKNOUNTb MPOrpaMMy yyuLlieHMst KadyecTBa. [0 yMonyYaHnio HacTpolika
BK/IOUEHa.

KomaHga ¢ npeprKcoM no BKAOYAET UCMONb30BaHWe JaHHOW NPOrpaMmebil.
Ja
Aa

Het

I (system)> ndss dump-report disable

I (system)> no ndss dump-report disable

(system)> ndss dump-report disable
Core::Ndss: Dump-reporting disabled.

(system)> no ndss dump-report disable
Core::Ndss: Dump-reporting enabled.

Bepcus OnucaHve

3.05 JlobaBneHa komaHza system ndss dump-report disable.
MpeabiayLiee Ha3BaHWe KOMaHAbI system dump-report
disable.

3.127.19 system reboot

OnucaHwne

BbINoNHWTL Nepe3arpysky cucTembl. ECiv ykasaH napameTp, nepesarpyska
BbINOAHUTCA 3aMn1aHNPOBaHO Yepes 3a4aHHbI MHTepBa B CEKYHAAX.
Micnonb3oBaHMe KOMaHZAbI NMPY yXe YCTaHOB/IEHHOM TaliMepe 3aMeHsieT
cTapoe 3HauyeHue TaliMepa HOBbIM.

Ncnonb3oBaHme 3annaHnMpoBaHHOW Nepesarpysku yA406HO B TOM cay4yae,
KOrAa oCyLLecTBAAeTCS yAaseHHoe yrpaB/eHne yCTPoiCTBOM, U
noJsib30BaTeNto HemssecTeH 3$deKT OT MPUMEHEHNS KaKNX-1160 KOMaHA.
M3 onaceHnsi NnoTepsATb KOHTPOJIb HaJ, YCTPOMCTBOM NO/b30BaTe/lb MOXeT
BK/IFOUNTL 3aMIaHNPOBAaHHYIO Mepesarpysky, Kotopas cpaboTaeT yepes
3afaHHbI MHTepBan BpeMeHW. CucTeMa BepHeTCs B NepBOHaYanbHoe
COCTOSIHVE, B KOTOPOM OHa CHOBa byzeT A0CTyrMHa Mo ceTu.

KomaHza ¢ nped1KcomM no oTMeHsieT nepesarpysky Uav yaanset npuBasky
K pacnucaHutio.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja
Het

Het

(system)> reboot [ <intervals> | schedule <schedules]

(system)> no reboot [ schedule]

AprymeHT 3HauyeHue OnuncaHwue

interval lenoe umncno |NHTepBan, Yepes KOTOPLIA BbIMOJHUTCS
nepesarpyska, B cekyHaax. Ecim He ykasaH,
nepesarpyska BbIMOJAHNTCA HEMeAIeHHO.

schedule Pacnncanne |HasBaHMe pacnmcaHus, CO34aHHOro npu
nomMoLum rpynnel KoMmaHg schedule.

(system)> reboot 20
Core::System: :RebootManager: Rebooting in 20 seconds.

(system)> no reboot
Core::System: :RebootManager: Reboot cancelled.

(system)> reboot schedule rebootroute
Core::System: :RebootManager: Set reboot schedule "rebootroute".

(system)> no reboot schedule
Core::System: :RebootManager: Schedule disabled.

Bepcus OnucaHve
2.00 Jlo6aBneHa komaHga system reboot.
2.12 Job6asneH aprymeHT schedule.

3.127.20 system set

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

YCTaHOBWUTb 3HayeHve YKa3aHHOIo CUCTeMHOIo napamMeTpa N COXpaHUTb
N3MEHEHNA B TEKYLLINX HaCTpOI7IKaX.

KomaHga c npedrkcom no Bo3BpaLLlaeT napaMeTpy 3HaueHue, KOTopoe 6bL10
YCTaHOB/IEHO MO YMONYaHWIO, 0 MEPBOro N3MeHeHMs.

Ja
Ja
Ja

I (system)> set <name>s «value»
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(system)> no set <name

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name CTpoka NaeHTndunkaTop cnctemMHoro napamMeTpa.

value CTpoka HoBoe 3HaueHMe CUCTEMHOTO NapameTpa.
MNpumep (config)> system

(system)> set net.ipv4.ip forward 1

(system)> set net.ipv4.tcp_fin_timeout 30

(system)> set net.ipv4.tcp_keepalive_time 120

(system)> set »

net.ipv4.netfilter.ip_conntrack tcp_timeout_ established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipv4.netfilter.ip conntrack max 4096

(system)> exit
(config)> show running-config

system

set net.ipv4.ip forward 1
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv4.netfilter.ip conntrack tcp timeout established »

1200

set net.ipv4.netfilter.ip conntrack udp timeout 60
set net.ipv4.netfilter.ip conntrack max 4096

(config)>

WcTopuns nsmeHeHwnit |Bepcus

OnucaHune

2.00

Jo6aBneHa kKoMaHga system set.

3.127.21 system trace lock threshold

OnucaHune YCTaHOBUTb MOPOr 6/10KVPOBKU OTCEXNBAHNS ANA CUCTEMHbIX MOTOKOB.
Ecnn noporosoe 3HaveHme npeBbIwaeTcs, MHGopMaLma 06 3TOM noToke
(Hanpumep, o ceccumn SCGI) coxpaHAeTCa B CMCTEMHOM XypHane. 1o
YMOJIHaHUIO, MapameTp OTK/OYEH.

KomaHgza ¢ npedurKcom no oTko4aeT GyHKLMIO nopora 6/10KMPOBKU.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuvHoncuc

I(systenn> system trace lock threshold «thresholad:
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AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

3.128 tools

OnucaHue

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuvHoncuc

NcTopus nsmeHeHum

(system)> no system trace lock threshold

AprymeHT 3HauyeHue OnucaHwue

threshold Ctpoka [Moporosoe 3HaveHne B MUINNCEKYHAAX.

MoxeT npuHMMaTb 3Ha4YeHVsa B Npejenax ot
100 0 100000000 BKAtOUUTENBLHO. [ToporoBoe
3HayveHVe He coxpaHseTca B startup-config.

(system)> system trace lock threshold 100
Lockable: Set threshold to 100 ms.

(system)> no trace lock threshold
Lockable: Reset threshold.

Bepcus OnucaHue

3.03 JobasneHa komaHaa system trace lock threshold.

JocTtyn K rpynne KOMaHA AN TeCTUPOBaHUS CUCTEMHON Ccpeabl.
Het
HeTt
HeTt

(tools)

(config)> tools

Bepcus OnucaHue

2.00 [obaBneHa koMmaHaa tools.

3.128.1 tools arping

OnuncaHune

MNpedukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

[JelicTBre KOMaHAbl aHANOrM4YHO KomMaHge tools ping, HO B oTIMUMe OT Heé
paboTaeT Ha BTOPOM ypoBHe Mmogenu OSI n ncnonb3yet npoTokon ARP.

Het
Het

HeTt

532

CnpaBo4HMK KOMaHA — Lite (KN-1311)




naBa 3 OnncaHme KOMaHA,

CuHoncuc (tools)> arping<address>source-interfacesource-interface:[ count
<«count>][wait-time wait-times]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec OnpawwnBaemsblii IP-agpec.
source-interface|MHTepgeric | IMa nHTepdelica-MCToUHMKa 3anpoCcos.
count UYenoe uucno |Konnyectso 3anpocoBs. Ecnm He yka3aHo,
KoMaHZa byzeT paboTaThb A0 NpepbIBaHUSA
nonb3oBaTenem.
wait-time Llenoe 4ucno |MakcrmMasibHoe BpeMsi OXXUAaHuA OTBeTa,
yKa3blBaeTCa B MUAINCEKYHAAX.
Mpumep (tools)> arping 192.168.15.51 source-interface Home count 4 »
wait-time 3000
Starting the ARP ping to "192.168.15.51"...
ARPING 192.168.15.51 from 192.168.15.1 bro.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
Sent 4 probes, received 2 responses.
Process terminated.
VICTOpI/Iﬂ M3MeHeHUn Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa tools arping.

3.128.2 tools ping

OnucaHwue OTnpaBuTb 3anpockl Echo-Request npoTtokona ICMP yka3zaHHOMY y31y ceTun
1 3adpumKcmpoBaTh noctynarLme oteeTsl Echo-Reply. Bpems mexay
OTMpaBKol 3anpoca 1 noayyeHnem otseta Round Trip Time (RTT) no3sonset
onpegensaTb ABYCTOPOHHVE 3aepP>XKN MO MapLUPYTY 1 4acToTy noTepu
NMakeToB, TO eCTb KOCBEHHO OMNpeensaTh 3arpy>XeHHOCTb Ha KaHanax nepeaaym
JAaHHBIX Y MPOMEXYTOYHbIX YCTPOCTBAX.

MonHoe oTcytcTBre ICMP-0TBETOB MOXET TakXe 03HauaTb, UTO YAANEHHBIN
y3en (MAn Kakon-n1nmbo 13 NPOMEXYTOUHbIX MapLUpPyTN3aTOpPOB) 610KMpyeT
ICMP Echo-Reply nan nrHopumpyet ICMP Echo-Request.

MNpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOA, Het

CuHoncnc I (tools)>  ping <hosts [ count «count>][ size packetsize]
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host CTpoka JomeHHoe msa unn IP-agpec xocTa.
count lenoe umucno |Konnuectso 3anpocoB ICMP Echo. Ecnu He

yKa3aHo, koMaHa byzeT paboTaTtb A0
npepbiBaHWS NOMb30BaTeNeM.

packetsize |UYenoe uucno |Pa3mep nons gaHHbix ICMP Echo-Request B
6ainTax. Mo ymonyaHmio — 56, 4To BMecTe C

8-6aliToBbIM 3aro/IOBKOM 33,aeT pa3Mmep
ICMP-naketa — 64 6aiiTa.

Mpumep (tools)> ping 192.168.1.33 count 3 size 100
Sending ICMP ECHO request to 192.168.1.33
PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.
100 bytes from 192.168.1.33: icmp reg=1, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reg=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,
0 duplicate(s), time 2002.65 ms.
Round-trip min/avg/max = 1.06/1.49/2.35 ms.
Process terminated.

VICTOpI/Iﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa tools ping.

3.128.3 tools ping6

OnucaHue OTnpaBuTb 3anpockl Echo-Request npoTtokona ICMPv6 ykazaHHOMY y37y
ceTn v 3admKcMpoBaTh NoctynaroLme oTeeTbl Echo-Reply. Bpems mexay
OTnNpaBKoi 3anpoca 1 nonyvyeHvieM oreeta Round Trip Time (RTT) no3sonser
onpeaensiTb ABYCTOPOHHME 3a4eP>XKN MO MapLUPYTY 1 YacTOTy NoTepu
NakeToB, TO eCTb KOCBEHHO OMNpeAensaTh 3arpy>KeHHOCTb Ha KaHaslax nepejavdv
AAHHbIX Y MPOMEXYTOUHbIX YCTPOMCTBAX.

MonHoe oTcyTcTBME ICMPV6-0TBETOB MOXET Tak)Ke 03HauaTh, UTO YAANEHHbIN
y3en (MAn Kakon-n1nmbo 13 NPoOMeXYTOUHbIX MapLUpPyTN3aTOpPOB) 610KMpyeT
ICMP Echo-Reply nan nrHopupyet ICMP Echo-Request.

MNpejukc no Het
MeHsieT HacTpovikm  Hert
MHorokpaTHbIi BBog, Het

CuHoncnc I (tools)>  ping6 <hosts [ count «counts ][ size packetsizes]
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host CTpoka JomeHHoe umsa unn IPve-agpec xocTa.
count Uenoe umucno |Konnuectso 3anpocos ICMPv6 Echo. Ecin He

yKa3aHo, koMaHa byzeT paboTaTtb A0
npepbiBaHWS NOMb30BaTeNeM.

packetsize |Uenoe uucno |Pa3mep nons gaHHbix ICMPv6 Echo-Request
B 6aiTax. [lo ymonyaHmio — 56, 4To BMecTe

C 8-6aliTOBLIM 3aro/IoBKOM 3a4aeT pasMmep
ICMPv6-naketa — 64 6aiiTa.

Mpumep (tools)> ping6 fd4b:fl2b:5d59:0:1108:4407:b772:20cd count 3 size »
100
Sending ICMPv6 ECHO request to »
fd4b: f12b:5d59:0:1108:4407:b772:20cd
PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=1, ttl=64, »
time=7.18 ms.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=2, ttl=64, »
time=8.42 ms.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=3, ttl=64, »
time=1.51 ms.
--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,
0 duplicate(s), time 2002.61 ms.
Round-trip min/avg/max = 1.51/5.70/8.42 ms.
Process terminated.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6baBneHa komaHaa tools ping6.

3.128.4 tools traceroute

OnucaHue MNMoka3aTb MapLUPYT K CeTeBOMY XOCT.
Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc (tools)>  traceroute <hosts [count «counts] [interval <intervals]
[wait-time wait-times] [packet-size packet-size]

[max-ttlwmax-ttl] [port port:][source-address «source-addresss]

Lite (KN-1311) — CnpaBO4YHMK KOMaHA 535



naBa 3 OnncaHme KoMaHp,

AprymeHTsl

[source-interface «<source-interfaces] [type <types] [tos «tos>]

AprymeHT 3HayeHve |(OnucaHue

host CTtpoka Vimsa LeneBoro xocTa.

count Lenoe 4ucso |Konnyectso NpoBepoOYHbIX NaKeToB 3a OANH
npoxog. Mo ymonyaHuto 3HayeHne — 3.
3HayeHne A0/IHKHO 6bITk B Anana3oHe [1;10].

interval Lenoe uucrio |Bpemsi B cekyHAaX Mexay OTNpaBKOW
rnakeToB. 3HaueHwe rno ymonyaHuwo — 0.
3HauyeHVe A0MKHO 6bIThb B AnanasoHe [0;15].

wait-time Lenoe 4ucsio |Bpems oxxngaHmsa peakymv Ha

NpOBepOYHbI/ NakeT (B ceKyHAaX).
3HayeHVe nNo ymMonyaHuo — 1. 3HayeHune
JIOJ/IXHO 6bITb B AMana3oHe [1, 15].

packet-size

Lenoe uucno

Pa3mep rnakeTa CoriacHo NpoTokKony type.

[na Tnna tcp pasmep naketa no
yMONYaHWo coctaBnsieT 52. inanasoH
3HaueHwuwn [52].

[na Tmnos udp 1 icmp pasmMep nakeTa no

ymMoJidaHuto coctasnset 60. lnana3oH
3HayeHwn [28;65535].

max-ttl

Lenoe u4ucno

MakcrManbHOe KO/INYecTBO NPOX0oA0B
(3HaveHMe MakcMasibHOro CPOKa XM3HM)
TPacCcMpOBKN. 3HaYEHMe Mo YMONYAHNIO —
30. 3HaueHMe J0/IKHO BbITb B AMana3oHe
[1,255].

port

Lenoe uucno

|_|OpT Ha3HayeHuns.

[na Trvna tcp no ymonyaHumio Ncnonb3yeTtcs
rnopt 80.

Ana Tvna udp No yMoNYaHuo NCNosb3yeTcs
nopt 33434.

[na Tmna icmp No ymMonyaHuio
ncnonb3yetcs nopt 1.

source-address|Crpoka Appec ncxogsilero nHtepdeiica.
source-interface|CTpoka NHTepdeinc ans ncnonb3oBaHWA B KauecTse
HTepderica-NCTOYHNKA B UCXOAALLMNX
nakerax.
type tcp TCP npoTtokonn.
udp UDP npotokoJ. Ncnonb3yeTtcs no
YMOJITYaHUIO.
icmp ICMP npoTokon.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHne |OnucaHue

tos Lenoe umucro |Tun O6CNyXrBaHWA. 3HaYeHMe Mo
yMonyaHuo — 0. 3HaueHue A0/IKHO 6bITb
B AnanasoHe [0;255].

Npumep (tools)> traceroute ya.ru count 5 interval 5

starting traceroute to ya.ru...
traceroute to ya.ru (213.180.193.3), 30 hops maximum, 60 byte
packets.

1 192.168.111.1 (192.168.111.1) 0.958 ms 0.885 ms 2.946 ms
11.275 ms 10.934 ms

2 testl.ru (193.0.111.3) 9.125 ms 7.263 ms 5.352 ms 2.146 »
ms 12.224 ms

3 test2.ru (193.0.111.2) 11.610 ms 9.378 ms 7.236 ms 15.399 »
ms 6.327 ms

4 178.108.133.57 (178.108.133.57) 4.325 ms 20.235 ms 10.831 »
ms 8.463 ms 7.232 ms

5 iki-crs.comcor.ru (62.117.100.134) 5.153 ms 10.526 ms »
5.738 ms 3.137 ms 13.886 ms

6 213.79.127.21 (213.79.127.21) 30.260 ms 2.883 ms * 27.922 »
ms 3.487 ms

7*****

8 fol2-c4-ae8.yndx.net (87.250.239.80) 9.815 ms 8.340 ms »
fol5-c2-ae7.yndx.net (87.250.239.84) 5.451 ms 3.637 ms 5.221 ms
9 * fol5-c2-ael5.yndx.net (87.250.239.24) 2.990 ms * 19.063 »
ms *

10 * * * www.yandex.ru (213.180.193.3) 2.017 ms *

process terminated

v

v

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa tools traceroute.

3.129 udpxy

OnucaHune JocTyn K rpynne KoMaHA A1 HaCTPOMKW NapamMeTpoB udpxy.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (udpxy)

CuHoncuc (config)>  udpxy
WcTopuns nsmeHeHwnit |Bepcus onucaHue
2.03 JobasneHa koMmaHaa udpxy
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naBa 3 OnncaHme KoMaHp,

3.129.1 udpxy buffer-size

OonucaHue YcTaHOBUTL pa3mep 6ydepa udpxy. Mo yMon4aHmo NCNONb3YeTcs 3HaYeHne
2048.

KomaHga ¢ npedurkcom no cobpacbiBaeT pa3mep bydepa B 3HaveHme no
YMONYaHWUIO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CnHoncuc (udpxy)> buffer-size«size
(udpxy)> no buffer-size
AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne
size lenoe uucno |Pa3mep bydepa B banTax. MoxeT NpUHUMaTL
3HayeHWsa B npegesnax ot 1 Ao 1048576.
NMpumep (udpxy)> buffer-size 500
Udpxy::Manager: a buffer size set to 500 bytes.
VICTOleﬂ N3MeHeHUnA Bepcmﬂ onucaHvie

2.04 Job6asneHa komaHaa udpxy buffer-size.

3.129.2 udpxy buffer-timeout

OnucaHwne YCTaHOBUTbL TaillM-ayT AN XpaHeHWs AaHHbIX B bydepe udpxy. o ymonyaHumio
ncnosb3lyeTcs 3HaveHne 1.

KomaHga ¢ npedunkcom no yctaHaBAMBaET TallM-ayT MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CnHoncuc I (udpxy)>  buffer-timeout «timeout>

I (udpxy)> no buffer-timeout
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

timeout lenoe umucno |3HaveHme TaiM-ayTa B ceKyHAax. MoxeT
NPUYHUMAaTL 3HaYeHWs B Npejenax ot -1 Ao
60.-1 — HeorpaHW4eHHbIN TarM-ayT.

Mpumep (udpxy)> buffer-timeout 10
Udpxy: :Manager: a hold data timeout set to 10 sec.

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie

2.04 JobasneHa komaHaa udpxy buffer-timeout.

3.129.3 udpxy interface

onucaHue CBsi3aTb UdpXy C yKa3aHHbIM NHTepdelicoM. Mo yMonyaHnio NprBsi3ka He
HaCcTpOeHa 1 UCMOoNb3yeTcs TekyLlee NOAKIOYEHME K MHTEPHETY.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (udpxy)> interface <interface»
(udpxy)> no interface
AprymeHTbl AprymeHT |3HaueHme |OnucaHue
interface UHTepgeinc MonHoe nma nHTepderica A NCeBLOHUM.

CrncoK AOCTYMHbIX NHTePdEericoB MOXHO
yBUAETb C MOMOLLbIO KOMaHAbI interface
[Tab].

Mpumep (udpxy)> interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(udpxy)> interface ISP
Udpxy: :Manager: bound to FastEthernet0/Vlan2.

Bepcus OnucaHue

2.02 Job6asneHa komaHaa udpxy interface.

3.129.4 udpxy port

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

3.129.5 udpxy

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOj,

YcraHoBuTb nopt gnsd HTTP-3anpocos. 1o yMoa4aHuio NCrosib3yeTcs
3HaueHVe 4022.

KomaHza ¢ npe$prKcom no BO3BpaLLAeT 3HaYeHne Mo YMONYaHNIO.
Ja

Ja

Het

(udpxy)>  port «port>

(udpxy)> no port

AprymeHT 3HauyeHue OnucaHwue

port lYenoe uucno |Homep nopTa. MoXeT NpUHUMAaTL 3HaYeHUS
B npegenax oT 0 Ao 65535.

(udpxy)> port 2323
Udpxy: :Manager: a port set to 2323.

Bepcus OnucaHue
2.03 JobasneHa komaHaa udpxy port.
renew-interval

YCTaHOBUTb nepuvoj BO306HOB/IEHUS NnoANMNCKN Ha MYNbTUKacCT-KaHan. Mo
YMONIYaHNIO NCMOJIb3YyeTCA 3HaueHne 0, To ecTb NoAnurcka He BO306HOBASETCS.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIo.
Aa
Ja

Het
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naBa 3 OnncaHme KOMaHA,

CnHoncuc (udpxy)> renew-interval «renew-interval
(udpxy)> no renew-interval
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
renew-interval|lenoe uucsno |lNepmoj BO306HOBAEHNSA NOAMNMNCKA B
cekyHAax. MoxeT npyHMMaTb 3Ha4YeHUs B
npegenax ot 0 Ao 3600.
Mpumep (udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue
2.03 JobasneHa komaHaa udpxy renew-interval.

3.129.6 udpxy timeout

OnucaHue YCTaHOBUTb TaiM-ayT coeAnHeHMs. 10 yMOAYaHMI0 NCNOb3yeTcs 3HaYeHne
5.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoa4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (udpxy)>  timeout <timeout>
(udpxy)> no timeout

AprymeHTbI AprymeHT  |3HaueHue |OnucaHune

timeout lenoe umcno |3HauveHue TaiM-ayTa B cekyHAax. MoxeT

NMPUHMMaTb 3HaYeHUA B Npejenax ot 5 0 60.

Npumep (udpxy)> timeout 10

Udpxy::Manager: a stream timeout set to 10 sec.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHaa udpxy timeout.
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naBa 3 OnncaHme KoMaHp,

3.130 upnp forward

OnuncaHwne

Mpedukc no

MeHsieT HacTpPoAKK
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbl

UcTopuns nameHeHuii

3.131 upnp

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn

JobaBuTb NnepeHanpasnstoLlee npasuno UPnP.

KomaHgza c npedurKcom no yaansiet npaBuio U3 crmcka.

Ja

Ja

Aa

IP

(config)> upnp forward «protocols [ interface]<addresss port;
(config)> no upnp forward [ <indexs | («protocols <caddress; port>)]

AprymeHT 3HauyeHue OnuncaHwue

protocol tcp [lo6aBUTbL/yAanuTbL NPaBUNO ANS NPOMOKOAa
TCP.

udp [o6aBnTb/yaanuTb NPaBuIo ANS NPOMoKoaa

UDP.

interface UHTeppeic BbyaeT go6asneHo NpaBWIO A8 yKa3aHHOIo
nHTepderica.

address IP-agpec ByaeT gobaBneHo/yganeHo NpaBuIo AN
ykasaHHoro IP-agpeca.

port Uenoe umucno |byaet gobaBneHo/yaaneHo NpaBuio Ans
yKa3saHHOro rnopra.

index UYesnoe uucno |byaet yaaneHo NpaBUIo C yKaszaHHbIM
NOpPAAKOBbLIM HOMEPOM.

Bepcus OnucaHve

2.00 JobasneHa komaHaa upnp forward.

lan

YkazaTb LAN-uHTepdelic Ha KOTOpOM 3anyLieHa cnyxba UPnP. Cnyxba
paboTaeT TONbKO ANA OAHOrO CerMeHTa ceTu.

KomaHaa ¢ npepurKcoM no oTMeHsIeT HaCTPOIKY.

Ja
Ja

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.132 upnp

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

IP

(config)>

(config)> no upnp lan

upnp lan <interface;

AprymeHT

3HavyeHue

OnucaHue

interface

UHTEppelc

MonHoe nmsa nHTepdeinca nim NCeBLOHNM.
CrnncoK AOCTYMHbIX NHTepdericoB MOXHO
yBUZETb C MOMOLLbIO KOMaHAbI interface
[Tab].

(config)> upnp lan [Tab]

Usage template:
lan {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl

GuestWiFi

(config)> upnp lan PPTPO
using LAN interface: PPTPO.

Bepcus

OnucaHune

2.00

JlobasneHa komaHAa upnp lan.

redirect

Jo6aBnTb Npasuno TpaHcnauum UPnP nopTa.

KomaHga ¢ I'Ipeq)I/IKCOM no yAandeT npaBunno n3 cnmcka. Ecnn BbINONHNTL
KOMaHAy 6e3 aprymeHTa, To BeCb CMCOK npaBun 6yAET OYuLLEeH.

Aa
Ja
Ja
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

UcTopuns nameHeHui

3.133 user

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Bxo>kaeHue B rpynny

(config)>
to-port]

1

upnp redirect protocols> <interface; ort,to-address, [

(config)> no upnp redirect [and forward | [ <index> | (¢protocols ports)

AprymeHT 3HayeHue OnuncaHwue

protocol tcp Jo6aBnTb/yaanuTb NPaBUIO ANSA MPOTOKOA
TCP.

udp [lo6aBUTL/yAanuTL NPaBUIO ANSA MPOTOKO/IA

UDP.

interface UHTEepperic ByaeT go6aBneHo NpaBWIo A8 yKa3aHHOIo
nHTepoderica.

port Lenoe umucno |byaet gobasneHo/yganeHo npaBuao Ans
yKa3aHHOro rnopra.

to-address |IP-aapec byneT fobaBneHo/yaaneHo NpaBuIo Ans
yKa3aHHOro agpeca HasHaueHus.

to-port Uenoe uucno |byaet gobaBneHo/yfaneHo npaBuIo A1

YKa3aHHOro nopTta HasHa4YeHUA.

and forward |Kiwoyesoe Cnvckun npasna nepecbInKn
C/10BO nepeHanpasneHns 6yayT yaaneHsbl.
index UYenoe uucno |byaet yaaneHo NpaBuao C yKaszaHHbIM
NopsAAKOBLIM HOMEPOM.
Bepcusa OnucaHve
2.00 [JobaeneHa komaHaa upnp redirect.

JocTyn K rpynne KOMaHz ANst HACTPOMKM NapameTpoB YUYETHON 3anmncu
nonb3osatens. Ecv yueTHas 3anucb He HailgeHa, KOMaHZAa NbiTaeTcs ee

co34aThb.

MprmeyaHwe:

YyeTHasa 3anmck C 3ape3epBMpoBaHHbLIM MeHeM admin He
MOXeT bbITb yaaneHa. Kpome Toro, y nonb3oBaTtens admin
HeNb34 yAanuTb NPaBo A0CTYMNa K KOMaHAHOW CTPOKe.

KomaHaa ¢ npepurKcom no yaanseT y4eTHyH 3anmncb Noab3oBaTens.

Ja
Aa
Ja

(config-user)
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

UcTopuns nameHeHuii

(config)>  user name>

(config)> no user name>

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka Mms nonb3oBatens.
Bepcus OnucaHve

2.00 JlobaBneHa KOMaHAa user.

3.133.1 user password

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncumc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

YKa3aTb naponb nosb3oBatens. [Naponab xpaHuTtca B Buae MD5-xewua,
BbIYMNCJIEHHOIO N3 CTPOKW «user:realm:password». realm 3To Ha3BaHue

MoZenun ycTpoiictea 13 daiina startup-config. txt.

KomaHza npnHMMaeT aprymMeHT B BUAE OTKPbITOM CTPOKM AW 3HaYEHUSA
xew-dyHKLUMM. CoOXpaHeHHbI Napo/ib MCNOJIb3yeTcs AN ayTeHTUdrKaumm
nonb3oBaTens.

KomaHaa ¢ npeprkcom no yaanseT naposb, YTo6bl Nob30BaTeNb MOT
NoNyYnTb AOCTYN K YCTPOMNCTBY 6€3 ayTeHTUdrKaLmmn.

Ja
Ja
Het
(config-user)>  password (md5 chash> | password>)

(config-user)> no password

AprymeHT 3HauyeHue OnuncaHwue

hash Crpoka 3HayveHvie MD5-xewwa.

password CTpoka 3HaueHVe Naposs B OTKPLITOM BUAE, U3
KOTOPOro aBTOMAaTNUeCKN BblUNCASAETCS

3Ha4yeHne Xella.

(config-user)> password 1111
Core::Authenticator: Password set has been changed for user »
"test".

Bepcus OnucaHue

2.00 Jo6aBneHa koMaHaa user password.
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naBa 3 OnncaHme KoMaHp,

3.133.2 user tag

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpoWiKKn

MpVCBONTL YyYETHO 3anncK cneynanbHy MeTKy, Hamdme KOTOpPOoW
npoBepsieTcs B MOMEHT aBTOpM3aLyv NoAb30BaTeNs U BbIMNOJHEHUN UM
nobbIX fencTBui B cucteme. Habop AonyCcTUMbIX 3HaYEeHN MEeTKW 3aBUCUT
OT GYHKLMOHANBbHbBIX BO3MOXHOCTEM cncTeMbl. MNMoHbIN CNUCOK NpUBeAeH
B Tabnuue HMxXe.

OpHoi yl-IeTHOI7I 3afncn MO>KHO Ha3Ha4YUTb HECKOJ/IbKO pa3HbIX METOK, BBOAA
KOMaHA4Yy MHOIOKpaTHO. Ka>|<,u,y+o MeTKY MO>XHO pacCMaTpuBaTb KakK
npeaocraBneHne Nnm orpaHmn4yeHme onpeaeneHHbIX npas.

KomaHaa ¢ npeprkcom no yaanseT 3ajaHHy0 MeTKy.

MprmeyaHwe:

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTbI

(config-user)>

YuyeTHoOI 3anmcy admin HeMb39 NPUCBOUTL MeTKy readonly
n yaanutb MeTky cli nam ssh.

tag «tag>

(config-user)>no tag [ <tag> ]

AprymeHT 3HauyeHue OnuncaHwue
tag cli JocTtyn K kKoMaHgHo ctpoke (TELNET m SSH).
readonly 3anpeT BbINONHEHUA KOMaHJ, MEHSAHOLLLNX
HaCTPOMKM.
http-proxy |foctyn kK HTTP proxy.
http JocTtyn Kk Web-uHTepdelicy.
afp Aoctyn K USB xpaHunuily 4epes Apple File
Protocol.
printers JocTtyn Kk USB-npuHTEpam rno npoTokoay
SMB/CIFS.
cifs MogkntoueHwe K cnyxbe Gainnos v NpUHTEPOB
Windows.
vpn-dlna MogxntoveHme K DLNA ana TyHHeneih PPTP,
L2TP/IPSec, SSTP.
ftp MopkntoueHme K BcTpoeHHoMY FTP-cepeepy.

ipsec-xauth

MNogknroyeHre K BCTPOEHHOMY
IPsec/XAuth-cepBepy.

ipsec-12tp

MoaxkntoueHmne K BCTPOEHHOMY
L2TP/IPSec-cepBepy.
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naBa 3 OnncaHme KOMaHA,

Mpumep

AprymeHT 3HauyeHue OnuncaHwue

opt JocTyn K cepBrcaM nog ynpasieHnsam
OptWare.

sftp Joctyn K painosomy cepsepy SFTP

sstp MoakntoveHme K BCTpoeHHoMy SSTP-cepBepy.

torrent Bxog B HTepdelic ynpasieHUsa KINEHTOM
dainoobMeHHbIX ceTeln BitTorrent.

vpn MoaknroueHve K BCTpoeHHOMY PPTP-cepBepy.

webdav Aoctyn K painosomy cepsepy WebDAV.

(config-user)> tag cli

Core::Authenticator: User "admin" tagged with "cli".

(config-user)> tag readonly

Core::Authenticator: User "my" tagged with "readonly".

(config-user)> tag http-proxy
Core: :Authenticator: User "admin"

(config-user)> tag http
Core::Authenticator: User "admin"

(config-user)> tag afp

tagged with

tagged with

"http-proxy".

"http" .

Core::Authenticator: User "test" tagged with "afp".

(config-user)> tag printers
Core: :Authenticator: User "admin"

(config-user)> tag cifs
Core::Authenticator: User "admin"

(config-user)> tag vpn-dlna

tagged with

tagged with

"printers".

"cifs".

Core::Authenticator: User "enpa" tagged with "vpn-dlna".

(config-user)> tag ftp
Core::Authenticator: User "admin"

(config-user)> tag ipsec-xauth
Core::Authenticator: User "admin"

(config-user)> tag ipsec-12tp
Core::Authenticator: User "admin"

(config-user)> tag opt
Core: :Authenticator: User "admin"

(config-user)> tag sftp

tagged with

tagged with

tagged with

tagged with

"ftp" .

"ipsec-xauth".

"ipsec-12tp".

||0pt n .

Core::Authenticator: User "test" tagged with "sftp".

(config-user)> tag sstp
Core::Authenticator: User "admin"

tagged with

llsstpll i
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naBa 3 OnncaHme KoMaHp,

(config-user)> tag torrent
Core::Authenticator: User "admin" tagged with "torrent".

(config-user)> tag vpn
Core::Authenticator: User "admin" tagged with "vpn".

(config-user)> tag webdav
Core::Authenticator: User "test" tagged with "webdav".

(config-user)> no tag readonly

Core: :Authenticator: User "admin": "readonly" tag deleted.
VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa koMaHga user tag.

2.04 [JobasneHa meTka vpn.

2.06 [Jlo6aBneHbl MeTKkM opt 1 ipsec-xauth.

2.10 JlobasneHa meTka http-proxy.

2.1 JobasneHa meTka ipsec-12tp.

2.12 [JobasneHa meTka sstp.

3.04 Job6aeneHbl MmeTkn vpn-dina, sftp n webdav.
3.134 vpn-server
OnucaHwue JocTyn K rpynne KomMaHa Ans HacTporiky napameTpos cepsepa VPN.
Mpedukc no Het

MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

BxoxxageHue B rpynny (vpn-server)

CvHoncmc (config)>  vpn-server
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.04 [JobaeneHa KomaHza vpn-server.

3.134.1 vpn-server dhcp route

OnucaHwue HasHaunTb MapLupyT, nepesaBaemMblii Yepes coobLeHmns DHCP INFORM,
KnneHtam VPN-cepsepa.

KomaHaa ¢ npe¢rKcom no oTMeHsIeT Nosly4eHne ykasaHHOro MapLupyTa.
Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMEeHEHO NoJlyYeHme Bcex
MapLLpYTOB.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Aa
(vpn-server)>  dhcp route caddress» inask»

(vpn-server)> no dhcp route [ «address» anasks ]

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec Afpec ceTeBOro K/MeHTa.

mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTsyeT ABa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOI ANNHbI Npeduikca (Hanpumep, /24).

(vpn-server)> dhcp route 192.168.2.0/24
VpnServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(vpn-server)> no dhcp route
VpnServer: :Manager: Cleared DHCP INFORM routes.

Bepcus OnucaHue

2.12 JobasneHa komaHaa vpn-server dhcp route.

3.134.2 vpn-server interface

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncunc

AprymeHThl

CesasaTtb cepBep VPN ¢ ykazaHHbIM MHTepdencom.
KomaHgaa ¢ npedrKcom no paspbiBaeT CBA3b.

Ja

Ja

Hert

(vpn-server)>  interface <interface»

(vpn-server)> no interface

AprymeHT 3HauyeHue OnucaHwue

interface UHTEpPerc MonHoe nma nHTepderica Nan NCeBAOHUM.
Cnncok AOCTYMHbIX MHTEPPENCcoB MOXKHO
yBUAETb C NOMOLLbIO KOMaHAbI interface
[Tab].
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naBa 3 OnncaHme KoMaHp,

NMpumep (vpn-server)> interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0
AccessPoint

(vpn-server)> interface FastEthernet0/Vlanl
VpnServer: :Manager: Bound to FastEthernet®/Vlanl

(vpn-server)> no interface
VpnServer::Manager: Reset interface binding.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.04 JlobaBneHa koMmaHza vpn-server interface.

3.134.3 vpn-server ipvécp

OnucaHwue Brntounte nogaepxky IPv6. Ans kaxxaoro VPN-cepsepa cozaatotcss DHCP-niynbl
IPv6. Mo ymMonyaHuo HacTpoika OTKOYeHa.

KomaHga ¢ npedumkcom no oTkaoyaeT nogaepxky IPve.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (vpn-server)>  ipvécp

I (vpn-server)> no ipvécp

Mpumep (vpn-server)> ipvécp
VpnServer: :Manager: IPv6 control protocol enabled.

(vpn-server)> no ipvécp
VpnServer::Manager: IPv6 control protocol disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.00 JobasneHa KoMaHAa vpn-server ipvécp.
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naBa 3 OnncaHme KOMaHA,

3.134.4 vpn-server Icp echo

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

OnpeaenuTb NpaBuna TecTupoBaHua PPTP-noakntoueHnin cpegcreamm LCP
echo.

KomaHga ¢ npedurkcom no oTknto4aeT LCP echo.

Ja

Ja

Het

(vpn-server)>  lcp echo <intervals «count> [adaptive]

(vpn-server)> no lcp echo

AprymeHT 3HayeHue |OnucaHve

interval Lenoe VHTepBan mexay oTnpaskamu LCP echo, B
unuco ceKkyHAax. Ecnm B TeyeHMe yka3zaHHOro
VHTepBana BpemMeHu OT yAaneHHOM CTOPOHbI
He 6b11 nonyyeH LCP 3anpoc, e byaeT
OTrnpaBfieH Takol 3anpoc C OXUAaHeM OTBeTa

LCP reply.
count llenoe KonnuyectBo oTnpaBneHHbIX NOAPSAA 3anpocoB
yucnao LCP echo Ha kOoTOpble He 6bI/1 NONyYeH OTBET

LCP reply. Ecnmn count 3anpocos LCP echo
OoCTanucb 6e3 0TBeTa, CoenHeHne byaeT

pasopBaHo.
adaptive Knwyesoe |Pppd 6yget oTnpasnaTk 3anpoc LCP echo
C/10B0 TO/IbKO B TOM C/ly4ae, ec/iv OT yaneHHoro ysna

HeT Tpaduka.

(vpn-server)> lcp echo 5 3
LCP echo parameters updated.

Bepcusa OnucaHue

2.06 JlobaBneHa komaHAa vpn-server lcp echo.

3.134.5 vpn-server lockout-policy

OnucaHune

3ajaTb NapamMeTpbl OTCNEXMBAHMWS MOMNbITOK BTOPXeHWs NyTéM nepebopa
naponei VPN-cepeepa. Mo ymonvaHuio dyHKLMA BKAOUeHa. Ecnv B kavecTse
aprymMeHTa ncnosb3yeTtcs 0, Bce napamMeTpbl OTCIeX1BaHWA nepebopa 6yayT
C6pOLIJEHbI B 3Ha4YeHNA Mo yMOYaHNIO.

KomaHga c npedurkcom no oTkaroyaeT obHapyXeHne nogoopa.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

3.134.6 vpn-server mppe

OnuncaHune

Ja
Ja

Het

(vpn-server)>
<«observation-window ]]

vpn-server lockout-policy <threshold [«duration; [

(vpn-server)> no vpn-server lockout-policy

AprymeHT

3HauyeHue

OnucaHue

threshold

Lenoe 4ucno

KonnyectBo HeyAauHbIX MOMbITOK
BX0Za B cucTeMy. Mo ymonyaHuio
yCTaHOB/IEHO 3HayeHue 5. MoxeT
MPUHMMaTL 3HaYeHUS B Npeaenax ot
2 [0 20.

duration

Uenoe uucno

MpojoKNTEeNBEHOCTL 3anpeTa
aBTOpM3aUUU AN YKa3aHHOro
IP-agpeca B MUHyTax. o ymonyaHutio
YCTaHOB/IEHO 3HaueHue 15. MoxeTt
MPUHNMAaTb 3HaYeHUS B Npeseniax oT
1 po 120.

observation-window |lJesioe wucno

MpoAcAKNTENBHOCTL HaboAeHA
3a NOAO3PUTENIbHON aKTUBHOCTLIO B
MUHyTax. [1o ymonyaHuio
YCTaHOBJ/IEHO 3Ha4yeHve 3. MoxeT
NpPVYHMMAaTb 3HaYeHWs B Npejenax ot
1 ao 20.

(vpn-server)> lockout-policy 10 30 2
VpnServer::Manager: Bruteforce detection is reconfigured.

(vpn-server)> no lockout-policy

VpnServer: :Manager: Bruteforce detection is disabled.

(vpn-server)> lockout-policy 0
VpnServer::Manager: Bruteforce detection reset to default.

Bepcus

OnucaHune

3.01

Job6asneHa komaHaa vpn-server lockout-policy.

YcTaHoBUTb pexunm ans wndposaHus MPPE. 1o yMOAYaHNIO NCMO/b3yeTCs
KU AnnHom 40 6uT.

KomaHza ¢ npedurKcoM no oTKNoYaeT BblbpaHHbIV PeXxXuM.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(vpn-server)>  mppe anode»

(vpn-server)> no mppe node>

AprymeHT 3HauyeHue OnuncaHwue

mode 40 AnnHa kntova windposaHms 40 6uT.

128 AnviHa knto4a wndposaHus 128 6uT.

(vpn-server)> mppe 40
VpnServer: :Manager: Set encryption 40.

Bepcusa OnucaHve

2.05 JlobaBneHa KOMaHAa vpn-server mppe.

3.134.7 vpn-server mppe-optional

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

BkntounTs winpposaHue VMPPE.

KomaHga ¢ npedurkcom no oTkaro4aeT WwudpoBaHume.
Ja

Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

I(vpn-server)> mppe-optional

I (vpn-server)> no mppe-optional

(vpn-server)> mppe-optional
VpnServer::Manager: Unencrypted connections enabled.

Bepcus OnucaHue

2.04 JobasneHa KOMaHAa vpn-server mppe-optional.
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naBa 3 OnncaHme KoMaHp,

3.134.8 vpn-server mru

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

NcTopusa nsmeHeHum

YcTraHoBUTL 3HaveHue MRU koTopoe byaet nepeaaHo PPTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHza c npe$urKcom no ycTaHaBNMBaET 3HaUYeHNe Mo yMOoNYaHuIo.
Ja

Ja

Het

(vpn-server)>  mru«alue

(vpn-server)> no mru

AprymeHT 3HayeHue OnuncaHue

value lenoe 4ucno |3HauveHve MRU. MoXeT MpUHMMaTL 3HaYeHNs
B npegenax oT 128 o 1500 BkAoUMTEIbHO.

(vpn-server)> mru 200
VpnServer::Manager: mru set to 200.

Bepcus OnucaHue

2.04 JobaBneHa KOMaHAa vpn-server mru.

3.134.9 vpn-server mtu

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKu
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

YcTaHOBUTbL 3HaueHwe MTU, koTopoe byseT nepegaHo PPTP-cepeepy. Mo
YMONYaHWIO NCMOJIb3yeTcsd 3HaueHve 1350.

KomaHga ¢ npedurkcom no yctaHaBAMBaeT 3HaYeHMe No yMOYaHUIo.
Ja

Ja

HeTt

(vpn-server)>  mtu walue»

(vpn-server)> no mtu

AprymeHT 3HayeHue OnucaHue

value Lenoe 4ucno |3HauveHwe MTU. MOXeT NPUHUMATb 3HaYeHNs

B npegenax oT 128 o 1500 BkAOUYMTENBHO.
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naBa 3 OnncaHme KOMaHA,

Mpumep (vpn-server)> mtu 200
VpnServer::Manager: mtu set to 200.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobaBneHa KOMaHaa vpn-server mtu.

3.134.10 vpn-server multi-login

OnucaHue PazpewnTtb nogkntoveHme K cepepy VPN HeCkonbkuX nosb3oBaTteneil ¢
OZlHOTO aKKayHTa.

KomaHga ¢ npedrnKcom no oTKIUaeT 3Ty BO3MOXHOCTb.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (vpn-server)>  multi-login

I (vpn-server)> no multi-login
Mpumep (vpn-server)> multi-login

VpnServer: :Manager: multi login enabled.
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.04 JlobaBneHa komaHAa vpn-server multi-login.

3.134.11 vpn-server pool-range

OnucaHwue HasHaunTb Nyn agpecos A/S KINEHTOB, NoAkntovaroLmxcsa kK cepsepy VPN.
KomaHga ¢ npedumkcom no yganset nyn.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (vpn-server)>  pool-range <begim [«sizes]
(vpn-server)> no pool-range

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
begin IP-agpec HauvanbHbIll agpec nyna.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

size UYenoe uucro |Pasmep nyna. MoXeT NpUHMMAaTL 3HaYeHUA
B npegenax ot 1 Ao 64 BkAroUMTEeNbHO. ECn
pa3mMep He ykasaH, OH onpegesnseTcs
aBTOMaTUYeCcKn B 3aBUCMMOCTU OT
yCTpolicTBa.

(vpn-server)> pool-range 172.168.1.22 20
VpnServer: :Manager: Configured pool range 172.168.1.22 to »
172.168.1.41.

(vpn-server)> no pool-range
VpnServer: :Manager: Reset pool range.

Bepcus OnucaHve
2.04 [JlobaBneHa KkoMaHga vpn-server pool-range.

3.134.12 vpn-server static-ip

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

HasHaunTb IP-agpec nonb3oBaTento. Mosb30BaTeb B CUCTEME JO/DKEH UMETH
MeTKy vpn.

KomaHza ¢ npedpurkcom no yaanaet npuBasky.
Ja
Aa
Ja
(vpn-server)>  static-ip <name> «address»

(vpn-server)> no static-ip <name>

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka JTorvH.

address IP-agpec HasHauvaembili IP-agpec.

(vpn-server)> static-ip test 172.16.1.35
VpnServer: :Manager: Static IP 172.16.1.35 assigned to user "test".

(vpn-server)> static-ip test
VpnServer: :Manager: Static IP address removed for user "test".

Bepcus OnucaHue

2.04 JobaBneHa KoMaHAa vpn-server static-ip.
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3.135 yandexdns

OnucaHwne JocTtyn B rpynny KomaHa Ansa HacTporiku npobunein Yandex.DNS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (yandexdns)

CunHoncmc (config)>  yandexdns
WcTopuns nsmeHeHnit |Bepcus onucaHue
2.01 JobaBneHa komaHaa yandexdns.

3.135.1 yandexdns assign

OnuncaHune Ha3HauunTb TYNbI 419 XOCTOB. [10 yMOYaHUIO A/151 BCeX XOCTOB UCMOJIb3yeTcs
Tun safe. default MoxeT ObITb Ha3Ha4YeH TO/ILKO O4HOMY XOCTY.

KomaHaa ¢ npeprKcom no Bo3BpaLLaeT 3HayeHre Mo YMONYaHWIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (yandexdns)>  assign [ <hosts]<type»
(yandexdns)> no assign [ <hosts ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host MAC-agpec XOCT, K KOTOPOMY MPUMEHSAEeTCH T/
bunbTpaumn. Ecan He ykasaH, Tmn
NPUMEHSETCA KO BCEM XOCTaM.
type default PunbTPaLMA He UCNONb3YeTCs.
safe 3almTa OT BPeJOHOCHbLIX 1 MOLLEHHNYeCKUX
CanToB.
family 3aKpbIT AOCTYN K BPe4OHOCHLIM
MOLLEHHNYeCKMM CaliTam, a Takxe K pecypcam
ANS B3POC/bIX.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.01 JobasneHa komaHaa yandexdns assign.
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3.135.2 yandexdns check-availability
OnucaHue MpoBepuTb AOCTYNHOCTL CNyX6bl Yandex.DNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (yandexdns)> check-availability
Mpumep (yandexdns)> check-availability
available
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue
2.06 [JobaeneHa komaHza yandexdns check-availability.

3.135.3 yandexdns enable

OnucaHune 3anycTnTb cnyxoby Yandex.DNS.

KomaHga ¢ npednkcom no ocTaHaBAMBAET CNIYXKOy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc I (yandexdns)>  enable

I (yandexdns)> no enable
Npumep (yandexdns)> enable

YandexDns::Client: Yandex DNS is enabled.
NcTopusa nsmeHeHum Bepcus onwvcaHve

2.01 Job6asneHa komaHaa yandexdns enable.
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JononHutensHas MHGopMaLus

4.1 HTTP Core Interface

Lite npepgoctasnseT HTTP XML API. API goctyneH yepes nHTepdeiic /ci, KoTopblii
npuHmnmaeT POST-3anpockl B popmate XML 1 Bo3epaLlaet XML KNMeHTCKOMY NPUNOXKEHNIO,
npotuejliemy npoveaypy asTopusaumn.

Mocne cbpoca Lite Ha 3aBoACKME HACTPOMKM aBTOPU3aLNS He TpebyeTcs.

Mpumep 4.1. BbizoB XML API

BbinonHnTh KOMaHAay «show interface» ans WAN-nHTepdelica ¢ umeHem ISP. 70T
NHTepdelic NpUCyTCTBYeT B 3aBOACKMX HacTpoiKax Lite

POST /ci HTTP/1.1

Host: 192.168.1.1

Connection: keep-alive

Content-Length: 177

Origin: http://192.168.1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64)
Content-Type: application/xml

Referer: http://192.168.1.1/

<packet ref="/">
<request id="1" ref="former.ifaces[load]">
<command name="show interface">
<name>ISP</name>
</command>
</request>
</packet>

YCTpONCTBO BO3BpaLLaeT TekyLlee COCTosiHuE nHTepdeica ISP;

HTTP/1.0 200 OK

Server: Ag [47]

Set-Cookie: authorized=*; path=/
Content-type: text/xml
Content-Length: 760

<packet>
<response id="1">
<interface name="ISP">
<mac>ec:43:f6:d3:22:d9</mac>
<id>FastEthernet0/Vlan2</id>
<index>2</index>
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<type>VLAN</type>
<description>Broadband connection</description>
<link>down</1link>
<connected>no</connected>
<state>up</state>
<mtu>1500</mtu>
<tx-queue>1000</tx-queue>
<global>yes</global>
<defaultgw>no</defaultgw>
<priority>700</priority>
<security-level>public</security-level>
<auth-type>none</auth-type>
</interface>
<message code="268370345" ident="Network::Interface: :Base"
source="">done</message>
</response>
</packet>

dnemMeHT <request> JO/XEH BCErAa NpUCyTCTBOBATb B 3anpoce OT KANEHTCKOro
MPUNOXEHUNS K YCTPOCTBY. YCTPOICTBO BCerAa oTBeYaeT CoObLLeHNEeM <response>.
ATPUBYT id MOXET MCNONBb30BaTLCSA A1 YCTAHOBEHNSI COOTBETCTBUSA MEXAY HUMMU.

PucyHok 4.1. ®opmart 3anpoca

<request id="identifier">
<!-- request content -->
</request>

PucyHok 4.2. dopmaT oTBeTa

<response id="identifier">

<!-- response content -->
</response>
CyuiecTByeT ABa OCHOBHbIX T/MNa 3anpocos XML:

BbinonHeHVe KoMaHAbl  BbINoAHUTE onpeaeneHHY0 KOMaHAy Ha ycTpoicTee. locTynHble
KOMaHAbl onncaHbl B pasgese [/1aBa 3 Ha CcTpaHuLe 33

3anpoc HacTpoek MonyunTb NapameTpbl, HACTPOEHHbIE MO ONpeAeNeHHO
KOMaHze.

4.1.1 Bbinos1IHeEHMe KOMaHAbI

3anpoc command No3BOoNSIET BbIMNONHUTL ONPeAeNeHHYH KOMaHAY Ha YCTPOMCTRE.
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PucyHok 4.3. BbinosiIHEHWEe KOMaHAbl

<request id="identifier">
<command name="command">
<no/>
<argument>value</argument>

</command>
</request>

command  [lofIHOe NMSA KOMaHAbI, pasgefieHHoe rnpobenamu. JocTyrnHble KOMaHAb
nepeyviciieHbl B pasgene [NaBa 3 Ha cTpaHuLe 33.

argument WMsa aprymeHTa. ApryMeHTbl KaX/0W KOMaH/bl nepeyncieHsl B pasgene
[naBa 3 Ha cTpaHuLe 33. HekoTopble KOMaHAbl He TpebytoT Kaknx-11bo

aprymMeHToB.
value 3HayeHVe aprymeHTa.
no Heobs3aTeNbHbIl 31eMeHT, KOTOPbIV UCNOob3yeTcsa A5 OTPULIAHUSA AeCTBUSA

KOMaHgabl. OH AeNCTBYeT Tak Xe, Kak npedurKc no, CM.
Pa3pen 2.3 Ha cTpaHuue 30.

4.1.2 3anpoc HacTpoek

3anpoc config ncnonb3syeTrca Ans NOAyYeHNss HACTPOEHHbIX MapameTpoB. Beb-nHTepderic
NCNoNb3yeT TakoW 3anpoc Ana 3anonHeHus HTML-¢popm.

PucyHok 4.4. 3anpoc HacTpoek

<request id="identifier">
<config name="command" />
</request>

4.1.3 NakeTHbIX 3anpoc

Heckonbko 3arnpocoB MOXHO 06beAVHATL B NAKETbl 418 ONTUMKU3aLUN
npon3BoOANTE/NIbHOCTI.

PncyHok 4.5. NMakeTHbIW 3anpoc

<packet>
<request id="1">
<!-- request content -->
</request>
<request id="2">
<!-- request content -->
</request>
</packet>
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OTBETHbIE 3/1IEMEHTbI NMPUXOAAT B BUZE NakeToB. aeHTUPNKATOPLI OTBETA UCMO/b3YHTCS
4151 yCTaHOB/IEHWNSI COOTBETCTBUSI MeXy OTBeTaMu 1 3arnpocamu. Ecam HeT oTBeTa,
BO3BpALLlaeTCs NyCcTol 3N1EeMEHT <response/>

PucyHok 4.6. NMakeTHbI oTBET

<packet>
<response id="1">
<!-- response content -->
</response>
<response id="2"/>
<!l-- no response for id=2 -->
</packet>
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Address and Control Field
Compression

Address Resolution Protocol

AdGuard DNS

Authenticated Encryption
with Associated Data

Automatic Certificate
Management Environment

Challenge-Handshake
Authentication Protocol

Change of Authorization

[noccapui

LCP HacTpoiika, obecneynBatoLlas cxaTue noneii Address u Control
KaHaNbHOro ypoBHS.

NPOTOKOJ onpejeneHuns agpeca, NPOTOKON KaHaNbHOro YPOBHS,
npegHa3HaveHHbIV Ana onpegeneHns MAC-agpeca no n3BecTHOMY
IP-agpecy. Hanbonbluee pacnpocTpaHeHve 3STOT NPOTOKO NOAYYn
6narofaps noBcemMecTHOCTU ceTeid IP, nocTpoeHHbIX nosepx Ethernet,
MockoJsibKy npaktnyecku B 100% cnyyaes npu TaKOM coyeTaHumn
ncnonb3yetcs ARP. MNpeobpa3oBaHuve afpecoB BbIMOIHAETCS MyTem
novcka B Tabnuue, Tak HasbiBaeMoil ARP-Tabnnue. OHa cogepxuT
CTPOKM AN5 KaXAOro y31a ceTu. B AByx ctonbuax cogepxatcs IP- 1
Ethernet-agpeca. Ecnn TpebyeTtca npeobpasoBath IP-agpec B
Ethernet-agpec, To vLLeTCA 3aNnCb C COOTBETCTBYOLWNM IP-agpecom.

cepeuc AdGuard ansa 3aWwmThl JoMalLHel ceTn. ObecneymBaeT Tpu
pexunma 3alnTbl:

+ be3 punbTpauunK: 3aLMTa He NCNOb3YeTCs;
* be3 peknambl: 610KMPOBKa peknaMbl, TPEKUHIa U GULLNHTa;

+ CemeiHbI: 610KMpPOBKa pek/iaMbl, TPeKMHra, GULLINHIG, CaliTOB ANs
B3pOC/bIX, @ TakXke 6e3onacHbI MonCK B 6pay3epe.

Takke AyTeHTUGMLIMPOBaHHOE LWdPOBaHME C NPUCOEANHEHHBIMM
AAHHbIMU

Knacc 6104YHbIX PEXMMOB LW$POBaHMSA, MPY KOTOPOM YacTb
coobLeHMa WndpyeTcs, YacTb OCTAaeTCs OTKPbITOM, U BCé coobLLeHne
LennKom ayTeHTUPULMPOBAHO.

ABNAETCA KOMMYHUKaUMOHHBIM NMPOTOKOJ/IOM ANA aBTOMaTU3alnn
B3aVMOJEeNCTBUI MeXay opraHamu ceptudukaumnm n Beb-cepsepamm
CBOUX HOﬂbBOBaTGHEVI, Nno3BOJ1IAA aBTOMaTn4ecKkoe pasBepTbiBaHE
VHOPACTPYKTYpPbl OTKPbITbIX K/IOUer N0 o4eHb HN3KOM LeHe. OH 6bia
pa3pabortaH Internet Security Research Group (ISRG) ansa cBoein cnyx6bl
wndpoBaHua Let's Encrypt.

LUIMPOKO PacrnpoCTpaHéHHbI anropmMTM NpoBepKn NOAANHHOCTH,
npeaycmMaTpuBaloLLMiA nepesady He CaMOro Naposs NonbL3oBaTens, a
KOCBEHHBbIX CBegeHu 0 HEM. CHAP aBnsieTca 6onee 6e3onacHbIM
MeToA0oM, YeM Password Authentication Protocol.

MeXaHW3M AN U3MEeHEeHWA aTpnbyToB ceaHca ayTeHTUdUKaumm u
aeTopu3auumm RADIUS. MNo3BonseT HaCTPOUTb YXXe akKTUBHbIA ceaHc
KNVeHTa.
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Cloudflare DNS

Command Line Interface

Common Applications Kept
Enhanced

Compression Control
Protocol
Dead Peer Detection

Device Privacy Notice

DHCP

DHCP server

3710 ycnyra komnanum Cloudflare no 3awmre gomaluHen ceTu.
ObecrneumBaeT TpU pexxrMma 3aLnThbI;

+ default: 3awmTa oTKNOUEHS;
+ standard: 6e3onacHbIi DNS, 6e3 610KNpoBKY;
* malware: 610kMpoBKa BpeAOHOCHbIX MPOrpamm;

+ family: 6nokrpoBka BpegoHOCHbLIX MPOrpaMm 1 CanTOB AN B3POC/bIX.

HTepderic KOMaHAHOM CTPOKWY, Pa3HOBUAHOCTb TEKCTOBOIO

vHTepderica Mexay YenoBekoM 1 KOMMbIOTEPOM, B KOTOPOM

VHCTPYKLMN KOMMbBIOTEPY Aat0TCA B OCHOBHOM MYTEM BBOJAA C
KNnaBMaTypbl TEKCTOBbLIX CTPOK (KOMaHJ). TakxKe n3BecTeH noj
Ha3BaHMEM KOHCO/Ib.

3To NopsfoK GopMMPOBaHUMA oUepean, NCNoNb3yroLwnii kak AQM, Tak
1 FQ. OH 06beanHsaeT COBALT, koTopblili aBnseTcs anroputMom AQM,
B KOTOpOM KOMBUHUMpytoTca Codel n BLUE, welinep, koTopblii paboTaeT
B pexvmMe gednunTa, 1 pasHoBUAHOCTb DRR++ ana n3onaumm notoka.
8-CTOpOHHEee MHOXeCTBEHHO-aCcCoLMaTVUBHOE X3LWMpPOBaHMe
NCNoNb3yeTcs AN1A BUPTYanbHOMO YCTPAHEHWS CTOIKHOBEHMWIA X3LLe.
MpropuTeTHasa opraHmMsauns odepean 4OCTyNHa Yepes yrpoLLEeHHYo
peanusaunto diffserv. CAKE ncnonb3syert werinep ¢ AedpuunTHbIM
pexXxMmMoM paboTbl, KOTOPbIA He NCNOob3yeT "Bcnaeck", XxapakTepHbIi
ANng "anropmTtMa TekyLlero segpa". OH aBToMaTU4yeckn nepejaeT
CTONbKO NaKeToB, CKOJIbKO TpebyeTcsa ANa NojjepXaHns yKasaHHOM
NMPONYCKHOM CNOCOBHOCTU.

MCNob3YyeTCs A5 YCTAHOBKM U HACTPOMKIM anropuTMOB OKaTUSA AaHHbIX
Ha PPP.

3TO MEeTOZ, UCMO/b3yeMblii CeTEBbIM YCTPOCTBAMM A/151 MPOBEPKU
CyLLLeCTBOBaAHMSA U AOCTYMHOCTU APYrnX CETEBbIX YCTPOMCTB.

3TO NONOXeHne 0 KOHOUAEHLUMANbHOCTY ycTpolicTBa Keenetic npwu
06paboTke JaHHbIX.

NPOTOKON AUHAMUYECKOM KOHPUTypaLmK y3na, 3To ceTeBOI NPOTOKON,
NO3BONSAOLLNA KOMMbIOTEPAM aBTOMaTHYeckn nosyyate IP-agpec n
Apyrve napameTpbl, HeobxoanMble Ans paboTbl B ceT TCP/IP. aHHbI
NPOTOKON paboTaeT Mo MOAeNU «KANeHT-cepBep». 415 aBTOMaTU4eCcKoin
KOHUrypauum KOMMbloTep-KAMeHT Ha 3Tarne KOHGUrypaummy ceTeBoro
yCTpoOMCcTBa 06palLlaeTcs K Tak Ha3biBaeMoMy cepsepy DHCP, 1
NoJsly4aeT OT Hero Hy>KHble napamMeTpbl. CeTeBon agMUHUCTPATOP
MOXEeT 3ajaTb AMarna3oH agpecos, pacnpejeniemMbix CEpBepoM Cpesmn
KOMIMbIOTEPOB. 3TO NO3BO/SET U36eXaTb PYUHON HACTPONKU
KOMIMbIOTEPOB CETN N YMeHbLUaeT KONMYecTBo owmn6b0oK. MpoTokon
DHCP ncnonb3yetcs B 60nbLUMHCTBe ceTell TCP/IP.

DHCP-cepBep ynpasnseT nynom IP-agpecos v nHdopmaumeri o
KOHOUIypaLmnmy KANeHTCKMX MapaMeTpoB, TakMX Kak L3 Mo
YMOJIHaHWVIO, JIOMEHHOE NMS, CeEPBEP UMEH, APYr1X CEPBEPOB, TaKmnX
Kak cepsep BpeMeHU 1 Tak ganee. [onyynBs KOPPEKTHLIV 3anpoc,
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cepsep BblgaeT KoMnbloTepy IP-agpec, apeHay (MpoMexXyToK BpeMeHu,
B TeueHume KoToporo IP-agpec gencTBuTeNeH) 1N Apyrme HacTpoeYHble
rnapametpsbl IP, Takre Kak Macka NoACceTu 1 W03 No yMOo/i4aHuto. B
3aBUCKMOCTM OT peann3aunm, DHCP-cepeep MOXET UMeTb TP MeToa
Ha3HauyeHws IP-agpecos:

+ duHamuyeckoe pacnpedeseHue: CeTeBO aAMUHUCTPATOP Ha3HayaeT
onpegeneHHbln AnanasoH IP-agpecos ans DHCP, n kaxabii
K/IMEHTCKWIA KOMMbIoTep B IOKaNbHOW CeTW HacTpOeH 3anpalunBaTb
IP-agpeca ot DHCP-cepBepa npuv nHnumanmsaumm cetn. Npouecc
3anpoca v npejocTaBAeHns NCNOob3yeT NPUHLMM apeHibl Ha
onpegeneHHbIn cpok, no3sonss DHCP-cepBepy Bo3BpaLLath (1 3aTem
nepepacnpegensts) IP-agpeca, KoTopble He 06HOBASIOTCS.

« aemomamuyeckoe pacnpedeneHue: DHCP-cepBep Ha NOCTOsSIHHOe
MCNONb30BaHWe BbigeNseT NPOM3BO/bHbIN CBO6OAHBIV IP-agpec 13
onpeAenéHHOro aiMMHNCTPATOPOM AManasoHa. 3ToT cnocob
aHanorvyeH AnMHammn4eckoMy pacrnpegeneruto, Ho DHCP-cepsep
XPaHWT TabNU1LYy NPOLLbIX Ha3HauYeHW IP-agpeca, Tak YTo OH cKopee
BCEro HasHa4unT KMEeHTY TOT Xe IP-agpec, YTo 1 paHbLue.

« cmamuyeckoe pacnpedeneHue: Cepep DHCP BbigensieT IP-agpeca
Ha ocHoBe Tabnnupl ¢ napamn MAC/IP-agpecos, KoTopeble
3aroJIHAKTCA BPYUHYH (BO3MOXHO, CETEBbLIM aAMUHVCTPaTOPOM).
IP-appeca byayT BblAENATLCSA TONLKO ANSA KIMEHTOB, b MAC-aapeca
yKasaHbl B 3TOM Tabauue. 3Ta GyHKUMA (KOTopas NojAepXnBaeTcs
He BceMu cepBepamm DHCP) Takxe HasbiBaeTcsa CTaTnyeckum
HazHaueHnem DHCP (DD-WRT), ¢uKcrpoBaHHbIM agpecom (no
aokymeHTauum dhcpd), pesepBupoBaHunem agpeca (Netgear),
PesepBupoBaHue DHCP nnu Ctatuyecknii DHCP (Cisco/Linksys) n
PesepsuposaHue IP nan MAC/IP npuBsska (MponsBoanTensiMu
PasAnNYHbIX APYriX MapLUpyTN3aToOpPoOB).

Diffie-Hellman 3TO0 YacTb IKE NpoTOoKoAa, MO3BOASAIOLLANA ABYM 1 6oflee CTOpOHaM
NONYYUTb OOLLUIA CEKPETHbLIN KNHOY, NCMONb3YSA He3allULLEeHHbIA OT
NPOCYLUNBaHWA KaHan cBsi3u. MNosly4eHHbI IPsec KoY NCMonb3yeTcs
ANa WndpoBaHNS AaNbHelLero o6MeHa ¢ MOMOLLbHO airopuTMOB
CUMMETPUYHOrO WndpoBaHKUA.

DLNA CTaHAAPT, MO3BONAOLLMIA COBMECTVMBIM YCTPOMCTBAM NepejaBaThb U
NPUHMMATL NO AOMALLHEN CeTU Pa3/INYHbIA Mena-KOHTEHT
(n306pakeHNs], My3bIKy, BUAEO), @ Tak)Xe 0TObpaxaTb ero B pexvme
peasibHOro BpeMeHu. 3T0 TEXHOIOMNA AN COeANHEHNS JOMALLHMX
KOMMbOTEPOB, MOBUBHbIX TenepOHOB, HOYTOYKOB 1 6bITOBOWA
3N1eKTPOHUKWN B e4MNHYI0 LMPPOBYHO CeTb. YCTPONCTBA, KOTOpble
nogaepxmBatoT cneundurkaymo DLNA, No xxenaHWto nonb3oBaTens
MOTYT HaCTPamBaTbCsA N 06 beANHATLCA B AOMALLIHION CeTb B
aBTOMAaTUYECKOM pexume.

Domain Name System CUCTEMA JOMEHHbBIX MMEH, KOMMbIOTEPHAs pacrpeienéHHas cuctema
ANst noNyyYeHns nHbopMaLmm o JoMeHax. Yallle BCero Ucnosb3yeTcs
ANst nonyyeHus IP-agpeca no MMeHM XocTa (KoMNbloTepa nan
yCTpOIiCTBa), NoNyYeHUs MHPOPMaLMN O MapLLpPYTU3aLUK NOYThI,
06CNYXMBAKOLLMX Y3N1aX A/ MPOTOKO/OB B JOMEHe.
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DNS nosepx HTTPS

DNS nosepx TLS

DNS rebinding

Encapsulating Security
Payload

End-user license agreement

Fast Transition

Fair Queuing Controlled
Delay

Fully Qualified Domain
Name

! https://tools.ietf.org/html/rfc8484
2 https://tools.ietf.org/html/rfc7858
3 https://tools.ietf.org/html/rfc8310

CUCTEMA AOMEHHbIX IMEH, KOMMbIOTEPHAs pacnpeeneHHas cMcTtemMa
ANS nony4vyeHns MHGopMaLMm 0 AOMEHaX C UCMOb30BaHNEM
6e3onacHoM nepefaun aHHbIX MEXAY y31aMu ceTu VIHTepHeT no
rnpotokony HTTPS. 3ToT MeToZ 3ak/ito4aeTcs B NOBbILWIEHNN
KOHPUAEHLMANbHOCTM 1 6€30MacHOCTY MoJib30BaTeNell NyTem
npeAoTBPaLLEeHMs NPOCAYLINBAHUA N MAHUMNYINPOBAHUSA AAHHBIMU
DNS c nomoLupbto atak TMna "man-in-the-middle". CtaHgapT onucaH B
RFC 8484,

CYCTeMa AOMEHHbIX VIMEH, KOMMbIOTepHasa pacrnpegeneHHas cmcrema
Ans nony4veHns MHGopMaLMm 0 AOMEHax C UCMOAb30BaHNEM
6e3onacHomn nepep,iatwl p,aHHblx3|vle>K,qy NHTepHeT-y3namn. CtaHgapT
onucaH B RFC 7858 n RFC 8310°.

dopma KoMMNbIOTEpHOW aTaku Ha Beb-cepBuUChl. B faHHO aTake
BpeJOHOCHas Beb-CTpaHMLa 3acTaBnseT bpaysep rnocetutens
3anycTUTb CKPUNT, 06paLLAloLLMACA K APYTUM CaillTaM U CepBrCcaMm.
ATaka MOXeT bbITb NCNOMb30BaHa A5 MPOHNKHOBEHUS B JIOKaNbHble
CeTu, Korja aTakyoLLmnii 3acTaBnseT Beb-6pay3ep xxepTBbl 06paLLaThcs
K yCTPOWCTBaM MO YacTHbIM (MprBaTHbIM) IP-agpecam v Bo3Bpawatb
pe3ynbTaThl 3TUX ObpaLLeHMiA aTakytoLlemy. Takxke ataka MoxeT
MCNONb30BaThCA A5 TOrO, YTOOLI MopaXaeMsblil 6pay3ep BbINOAHSAN
OTNpaBKy cnamMa Ha Beb-caliThbl, 1 gns DDOS-aTak 1 Apyrnx
BPeAOHOCHbIX AeAHUIA.

3TO YacTb Habopa NpoTokonoB IPsec. B IPSec oH obecneunBaet
MOA/IMIHHOCTb MPOUCXOXAEHUS, LLe/IOCTHOCTb W 3aLnTy
KOHPUAEHLMANBHOCTY MakeToB.

ABNAETCA pnNagn4eckmm 4oroBopomM Mexagy aBTopom nporpaMMmHOro
obecneyeHus nnun n3gartenem N nonbsoBaTtesieM 3TOro NPUIOKeHNA.

3TO HOBad KOHUeNnumna poyMmmnHra, Korga Ha4dasibHoe rnoarsepxageHume
MOAK/IHOYEHUST K HOBOW TOUKe AO0CTYyrMa BbIMNO/JIHAETCA AaXKe npexje
UeM KJIMEHT MOAK/THUYNTCSA K 3TON TOUKe A0CTyna.

3T0 NopsaAok GOpMMpPOBaHMA ovepeamn, KOTopbI coveTaeT B cebe FQ
n cxemy CoDel AQM. FQ_Codel ncnonbsyet cToxacTnyeckyo MoAenb
And Knaccm¢|/||<a|_|,|/||/| BXOAALLMX NMaKeToB B pa3/inyHble MOTOKN
NCNonb3yeTcs 418 pacnpegeneHuns nponyckHOM CnocobHOCTY MexXay
BCEMM MOTOKaMW, NCMOb3YOLWLNMN oYepelb. Kax bl Tako NOTOK
ynpasnsieTca ¢opmmpoBaHmnem odepeaun CoDel.

VMA JOMEHa, He VMetoLLiee HeOAHO3HaYHOCTel B onpejeneHnu.
BrntouaeT B ceba MMeHa BCeX poaMTeNIbCKUX AOMEHOB nepapxmm
Domain Name System. B HeM ykasblBatoTCA BCe YPOBHU AOMEHa,
BK/1HOUas JOMEH BEPXHEro ypoBHSA 1 KOPHEeBYHO 30HY. [T0/IHOCTbLIO
ornpegefieHHoe JOMEHHOEe MMS OT/IMYaeTCA OTCYTCTBMEM
ABYCMbIC/IEHHOCTW: OHO MOXET ObITb MHTEPNPEeTMPOBaHO TONBKO
OZIHMM cnocobom.

566

CnpaBo4HMK KOMaHA — Lite (KN-1311)


https://tools.ietf.org/html/rfc8484
https://tools.ietf.org/html/rfc7858
https://tools.ietf.org/html/rfc8310
https://tools.ietf.org/html/rfc8484
https://tools.ietf.org/html/rfc7858
https://tools.ietf.org/html/rfc8310

noccapwin

Full Cone NAT

Generic Routing
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Hash Message
Authentication Code

NaemMnoTeHTHOCTb

Inter-Access Point Protocol

Internet Control Message
Protocol

Internet Group
Management Protocol

Internet Key Exchange

Takoke Ctatudecknii NAT, NAT oguH K og4HOMY, NepeajpecaLs nopToB

3TO eANHCTBEHHbIN TN NAT, B KOTOPOM MOPT NOCTOSAHHO OTKPbLIT U
pa3peLuaeT BXoAsLLUme CoeAnHeHs ¢ 1oboro BHelwHero y3na. Full
Cone NAT conocrtaBnseT nybnnyHbii IP-agpec v nopt c IP-agpecom n
NOPTOM NOKaNbHONM ceTu. JTIo60 BHELLHWIA XOCT MOXeT OTNPaBAsATb
AaHHble Ha IP-agpec nokanbHOWM CceTn Yepes COOTBETCTBYIOLLNIA eMy
IP-agpec n nopt NAT. OTNpaBuTb AaHHbIE Yepes Apyroi NopT He
nonyumntcs. Ctatnyeckuin NAT Heo6XxoaMM, KOraa ceTeBoe YCTPOICTBO
B YaCTHOU CeTU JOMKHO 6bITb JOCTYMHO U3 VIHTepHeTa.

NPOTOKOJ1 TYHHENMPOBAHWSA CeTEBbIX NaKeToB, pa3paboTaHHbIN
KoMnaHwueli Cisco Systems. Ero ocHoBHOe Ha3HauyeHve —
VHKancynaumsa nakeTos ceTeBoro yposHs cetesori mogenu OSI B IP
nakeTbl.

OAMNH N3 MEXaHM3MOB NPOBEPKM LIeIOCTHOCTY MH$popmMaLuy,
NO3BONSAOLLNI rapaHTUPOBATb TO, UTO AaHHbIE, NepesaBaeMble UK
XpaHsiLLMecsi B HEHAAEXHOW cpese, He BblN M3MEHEHbI MOCTOPOHHUMM
NMuamm,

CBOWCTBO MaTeMaTMUeCcKoro o6beKkTa, KOTOpPOE NPOoABIAETCA B TOM,
4YTO NOBTOPHOE AeMCTBME Haj 06bEKTOM He N3MEHSIET ero.

NPOTOKON 06MeHa cnyxebHo nHopmMaLmern Ana nepejayn AaHHbIX
MeX Ay TouKamu AocTyna. JJaHHbI NPOTOKON AB/AETCS
pekomeHgaL e, KoTopast onncbiBaeT Heoba3aTe/ibHOe paclunpeHmne
IEEE 802.11, obecneynBatoLlee 6ecnpoBOAHYIO TOYKY AOCTyNa ANS
KOMMYHWKaLMN MeXay CMCTeEMaMM Pa3HbIX MPon3BoauTeNei.

NMPOTOKO/1 MEXCETEBbIX YMPaBASAOLLNX COO6LLEHNIA, CETEBOV MPOTOKO/,
BXOAALLMI B cTek npoTokonos TCP/IP. B ocHoBHOM ICMP ncnonb3syetcs
ANS rnepeAayn coobLLeHNn 06 oLMbKax N APYTrUX UCKTHOUUTENbHbIX
CUTYyaUMAX, BO3HUKLLVX NPU nepegade JaHHbIX, Harnpumep,
3anpalwmBaemMas ycayra HefoCTyrnHa, Uiy XocT, AN MapLupyTr3aTop
He oTBeyaroT. Takxe Ha ICMP Bo3nararoTcs HEKOTOpPbIe CEPBUCHbIE

byHKUMN.

3TO MHTEPHET-NPOTOKO, KOTOPbIA 0b6ecrneyrBaeT BOSMOXHOCTb
KOMMbIOTEPY COO6LLNTE O CBOE MPUHAANEXHOCTI K Fpynne paccbiikm
Ha cocefiHMe MapLUpyTr3aTopsl. [pynnosas paccblika no3sosseT
OfHOMY KOMMbIOTEPY MO UHTEPHETY PacCbliaTb KOHTEHT APYrnM
KOMMblOTEpPaM, 3anHTepecoBaHHbLIM B NMOJyYEeHUN PACChIIKA.
IpynnoBas paccblika MOXeT 6bITb MCMOAb30BaHa B TaKUX CAyYasX,
KakK 06HOB/eHMe agpecHbIX KHUT Monb3oBaTenei MO6UAbHbIX
KOMMbIOTEPOB, paccbliika NHGOPMALMOHHLIX blonneTeHel no
KoOMnaHuu, 1 "a¢npHoe BelaHre" LWNPOKOMOAOCHbLIX MPOrpaMm
NOTOKOBOro MyJibTUMeaNa ANs ayANTopumn, KoTopas "HacTpounack”
Ha nonyyeHwe rpynnoBo paccolnku.

3TO CTaHAapTHbIV NpoTokon IPsec, ncnonb3yemMbix 41 obecrneyeHns
6e30MacHOCTV B3aVMOAeNCTBUSA B BUPTYa/bHbIX YacTHbIX ceTax. Lenb
IKE - co3gaHume 3aLumLLeHHoro ayTeHTMLMpoBaHHOrO KaHana cBsAsun
C NOMOLLbIO anropmnTMa obMeHa kntodamu Diffie-Hellman gns co3gaHuns
06LLIero cekpeTHOro K/toua C ganbHeiwmnm windposaHmeM IPsec cBs3u.
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Internet Protocol

Internet Protocol Control
Protocol

Internet Protocol Security

IPsec Passthrough

IPsec Security Association

IPinIP

IPv6CP

Layer 2 Tunneling Protocol

OCHOBHOW KOMMYHUKALMOHHbI NPOTOKON B ceT NHTepHeT. B
coBpeMeHHoW ceTu VIHTepHeT ncnonb3syetcs IP ueTBEpTON Bepcuy,
Takoke N3BeCcTHbIN Kak IPv4. Ero npeeMHMK — wWecTas Bepcms
rnpotokona, IPv6.

NPOTOKOJ YPaB/ieHUs CeTeBbIM YPOBHEM AN YCTAHOBKN, HACTPONKM
1 paspsbliBa IP noaknroueHms nosepx Point-to-Point Protocol (PPP)
coeanHeHus. IPCP ncnonb3yeTt TOT XXe MexaHM3M obMeHa nakeTamu,
uTo 1 LCP. O6MeH nakeTtamu IPCP He nponcxoanT Ao Tex nop, noka
PPP He HauH&T ¢dasy cornacoBaHVs NPOTOKO/A CETEBOMO YPOBHS.
Nto6ble naketbl IPCP, nonyyeHHbIe A0 TOro, Kak HauHETCA 3Ta dasa,
[AOMKHBI 6bITb OTOPOLLIEHbI.

Habop NPOTOKONOB AN 06ecneyeHs 3aLlUMThl AaHHbIX, NepejaBaeMbIX
Nno MexceTeBOMY NPoToKoNY Internet Protocol. N03BONSET OCYLLECTBAATL
noATBepPXAeHMe NOANNHHOCTY (ayTeHTUPUKALMIO), MPOBEPKY
LenocTHocTM u/unu wugposaHme IP-nakeToBs. IPsec Takxe BkAoYaeT
B Ce65 NPOTOKO/bI ANA 3aLUMLLEHHOIO 06MeHa KItUYamMu B CeTH
NHTepHeT. B 0CHOBHOM, NPUMEHSETCA AJ1F1 OpraHn3aLmn
VpN-coeAnNHEeHWA.

3TO TexHosorus, kotopas noseonsieT VPN-Tpadprky npoxoanTs yepes
NAT.

nmMmeeT PyHAaMeHTanbHoe 3HauveHne ans IPsec. SA — 370 CBA3b MeXxay
ABYMS NN HECKOIbKMMU CYLLIHOCTAMM, KOTOpas ONucbiBaeT Kak
CYLLLHOCTUM ByAyT MCNONb30BaTh C1Yy>X6bl 6e30MacHOCTN AN1S
6e3onacHoro obmeHa gaHHbIMU. Kaxxgoe nogkntoveHue IPsec moxet
obecneynTb LWNPpOBaHME, LLeNOCTHOCTb, MOAIMHHOCTL UV BCE
BMmecTe. Korga cnyxba 6e3onacHocTy onpejeneHa, ABa nupa IPsec
JAOJDXHbBI onpejennTb, Kakne anropuTMbl UCNOb30BaTh (Hanpumep,
DES nnn 3DES ansa wndpoBaHus, MD5 nau SHA ana uenoctHocTw).
Mocne NpUHATUSA peLLeHNs OTHOCUTENBHO anropuTMOB, ABa YCTPOICTBa
JAOJDXHbBI MOAENNTBLCA KNoYaMn AN YCTaHOBAEHWS ceccun. SA 3TO
MeTOJ, KOTOpbI/ ncnonb3yeT IPsec, UTobbI OTC/IEXMBaTL BCe CBeAeHUs,
Kacatouimecs JaHHoM ceccmm cBsazm IPSec.

3To NpoToKoN IP-TyHHenpoBaHUs, KOTOPbI MHKaNCyanpyeT oAuH
IP-nakeT B gpyroi IP-naker.

OTBeYaeT 3a HAaCTPOWKY, BK/IKOUEHME N OTKIKUEHVe Moaynei
npoTtokosna IPv6 Ha 06oux KoHUax Point-to-Point (PPP) coegnHeHMs.
IPv6CP ncnonb3yeT TOT e MexaHn3M 06MeHa nakeTamMm 4To v
npoTokon Link Control Protocol. O6meH nakeTamu IPv6CP He
NPOVCXOANT A0 Tex nop, noka PPP He HauHET $pas3y cornacoBaHums
NMpPOTOKOJIa CeTEBOro ypoBHS. JTtobble nakeTbl IPV6CP, nony4veHHbIe A0
TOro, Kak Ha4YHETCcs 3Ta $a3a, A0/KHbI BbITb OTOPOLLEHBI.

NPOTOKOJI TYHHENPOBAHNSA BTOPOro YPOBHSA. B KOMMNbIOTEPHbIX CETAX
TYHHEe/IbHbI MPOTOKO/, NCNONb3YOLWMIACS ANA NOAAEPXKKN
BUPTYyaNbHbIX YaCTHbIX ceTeil. [naBHoe J0CTONHCTBO L2TP cocTtouT B
TOM, YTO 3TOT NPOTOKOJ1 MO3BOJIAET CO3/aBaTb TYHHE/b He TOJIbKO B
cetax IP, Ho 1 B Takux, kak ATM, X.25 n Frame Relay. HecmoTps Ha To,
uTo L2TP gelicTByeT Hanogo6ve NPOTOKONa KaHa/IbHOIO YPOBHS
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Protocol
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Microsoft Point-to-Point
Encryption

Modular Wi-Fi System

Mogenu OSI, Ha camMoM fefie OH ABNSEeTCA MPOTOKO/IOM CeaHCOBOTro
YPOBHSA M UCMOJIb3YeT 3aperncTpmpoBaHHbln UDP-nopT 1701.

NPOTOKOA yrpas/ieHns coeriHeHviem, LCP ABnsieTcs yacTbio MpoToKoia
Point-to-Point Protocol. Mpwn ycTaHoBAeHUW coefnHeHns PPP
nepejatoLlee 1 NpuHUMatoLLee yCTPONCTBO O6MEHVBAtOTCA NakeTamm
LCP gns yTouHeHus cneumdunueckoin MHpopmaumm, Kotopas
noTpebyeTcsa Npu nepegaye JaHHbIX.

MakeTbl LCP genatca Ha Tpu knacca:

+ MNakeTbl 419 OpraHM3auuMm kaHana cea3u. icnonb3yroTtcs ans
opraHv3auum 1 Bolbopa KoHUrypaumm KaHana

* [lakeTbl Anga 3aBepLieHna AEMCTBMH KaHasna. |/|CI'I0}1b3yI-OTCFI ana
3aBepLlieHund AEMCTBMH KaHaJla CBA3U

* [lakeTbl 4n4 nogaep>xaHums pa6OTOCFIOC06HOCTI/I KaHana.
|/|CI'IO}']b3yI-OTCF| Ana nogaepXXaHma  oTnajgkn KaHana

NPOTOKON KaHaNbHOr0 YPOBHS, MO3BONSIOLLNY CETeBOMY
060pyA0BaHMIO ornoBeLLaTh 060pya0BaHMe, paboTatoLLee B 10KaNbHOW
ceTn, 0 CBOEM CyLLLeCTBOBaHUN 1 NepejaBaTb eMy CBOU
XapakTepuCTMKK, a TakKe NoayyaTb OT HEro aHaNorMYHbIe CBeAEHNS.

NHpopmaums, cobpaHHas nocpeactsoM LLDP, HakannvBaeTcsa B
YCTPOMCTBaX N MOXET 6bITb C HUX 3anpoLleHa nocpeactsoM SNMP.

onpegensieT MakCUMasbHbI pa3mep (B baTax) 6710ka, KOTOPbIA MOXeT
6bITb MPUHSAT Ha KaHa/IbHOM YPOBHE KOMMYHWKALMOHHOMO MPOTOKONA.

ABNAETCA NapaMeTpom npoTokona TCP 1 onpeaensieT MakCMManbHbIiA
pasmep 610Ka AaHHbIX B baTax ans cermeHTa TCP. Takmum obpa3om
3TOT NapaMeTp He yunTbiBaeT AAnHY 3aronoskos TCP u IP.

MaKCMManbHbIA pa3Mep 6710ka (B 6aliTax), KOTOPbIA MOXET BbITb
nepegaH Ha KaHanbLHOM ypoBHe ceTeBO Mogenun OSI. 3HaueHne MTU
MOXeT 6bITb onpejeneHo ctTaHgapToM (Hanpumep ans Ethernet), nanéo
MOXET BbIOMPATLCA B MOMEHT YCTaHOBKW COeANHEHNS (06bIYHO B
clydae NpsAMbIX MOAKAHOYEHWNIA TOUKA-TOUKa). YeM BblLLe 3HaveHne
MTU, TeM MeHbLLIe 3aroJioBKOB nepejaéTcs Nno CeTV — a 3HaUWT, BblLle
NPOMNyCcKHasi CNoCO6HOCTb.

NMPOTOKON LUNPPOBAHUSA JAHHbIX, UCMOJIb3YEeMbI MOBEPX COeANHEHUI
Point-to-Point Protocol. icnone3yeT anropntm RSA RC4. MPPE
nopaepxmeaet 40-, 56- 1 128-6UTHble KNHOUYM, KOTOPbIE MEHSAKOTCA B
TeueHue ceccum (HacToTa CMeHbI K/loYel ycTaHaBAMBaeTCA B NpoLiecce
X3HALLelnKa coeagnHeHns PPP, eCTb BO3MOXHOCTb reHepupoBaTh Mo
HOBOMY KJ1HOUY Ha KaxAblli nakeT). MPPE obecneynBaeT 6e30MacHOCTb
rnepeaayv JaHHbIX Ans nogknrodeHunsa PPTP mexay VPN-knvneHToOM n
VPN-cepBepom.

cncTemMa, No3BoiAroLWad O6'b€AI/IHI/ITb HeCKOJ1IbKO yCTpOI‘;ICTB KnHeTtuk
B eAnHOoe NHTEPHET-NPOCTPAaHCTBO, pacrnpejeneHHoe no njaowaan.
OaHo n3 yCTpOI7ICTB Ha3Ha4vaeTcqa Begyuwnm, oCTtajibHble — B€40MbIMN.
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Network Access Control List
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NEXTDNS
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Network Traffic
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Encryption

Password Authentication
Protocol

npaBwna, 3agaHHble ans IP-nHTepdeincos, KOTopble AOCTYMHbI Ha
MapLUpyTM3aTope, KaXJ0e CO CNNCKOM XOCTOB N CeTel,
paspeLuatoLiee 1K 3anpeLlaroLLee Ncnonb3oBaHue cepsuca. Cnmckm
KOHTPO/IA 0CTyMNa MOTyT YyNpaBasaTh Kak BXOAALLMM, Tak U UCXOAALLVIM
TpadpuKom.

CeTeBOli MPOTOKOA, NpejHa3HavYeHHbI AN y4éTa ceTeBoro Tpaduka,
KoTopbI ncnonbsyet UDP nnm SCTP NpoTOKO/bI ANS Nepejayin AaHHbIX
0 Tpaduke KonnekTopy. Konnekrop - 370 NpuUAoXeHne, paboTaroLLee
Ha cepBepe 1 3aHMMatoLLLeecst C6OPOM CTaTUCTUKK, KOTOpas NoslyvyeHa
OT CeHCOpPOB. B poan ceHcopa BbICTYNaeT yCTPONCTBO, KOTOpoe
cobupaeT CTaTUCTUKY O Tpaduke 1 NepepaeT ee KoAneKTopy. B
KayecTBe CeHCopa MOXeT BbICTYMNaTb MapLUpyTU3aToOp UV KOMMYTaToP
TpeTbero yposHs Cisco.

cepsuc NextDNS 3awymLaeT Bac oT BCex BUAOB yrpo3 6e3onacHocTy,
610KMpyeT peknamy 1 Tpekepbl Ha Be6-calitax 1 B MPUIOXEHNSAX U
obecneynBaeT 6e30MacHbIvi U KOHTPOAVPYeMbI IHTepHeT Ans AeTei
- Ha BCeX YCTPONCTBaxX 1 BO BCEX CETAX.

ceTeBOW NPOTOKOAN ANA CUHXPOHU3ALMN BHYTPEHHMX YacoB
KOMMbIOTEpPa C UCMOJIb30BaHNEM CeTel C MepeMeHHOMN TaTEHTHOCTLIO.
NTP ncnonb3yeT A5 cBoel paboTbl npotokon UDP. Hanbonee
LLIMpoKoe rnprimeHeHme npotokoa NTP HaxoauTt ansa peanmsauum
cepBepoB TOYHOI0 BPEMEHW.

Takoke DPI, Deep Packet Inspection

TEXHOOr st HAKOMIEeHUS CTaTUCTUYECKMX JaHHbIX, MPOBEPKU 1
dunbTpauMn ceTeBbIX NaKeTOB Mo UX cogepxrmomy. Deep Packet
Inspection aHanM3MpyeT He TONbKO 3aroN0BKM NaKeToB, HO Y MOMHOE
coZepxrmMoe Tpadrka Ha ypoBHsaX Mogenu OSI co BTOPOro v BblLLe.

Deep Packet Inspection moxeT onpegenunTb, Kakoe ceTeBoe
NpUIOXEHNE CrEHEPUPOBAJIO UM MOJTyYaeT AaHHble, cobupas
NOAPOBHYH CTaTUCTUKY COeANHEHWS KaXKA0ro YyCTPOMCTBa 1
npunoxeHusa B otaensHoctu. C nomoLbto quality of service Deep
Packet Inspection KOHTpPOAMPYET CKOPOCTL Nepesaun OTAENbHbIX
MakeToB, NOBbILLUAA NN MOHW>KaA eé.

KomnoHeHT Traffic Classification Engine paboTaeT NoaHOCTbIO
aBTOHOMHO W He BbINOAHSAET HUKaKNX 06paLLeHNn K BHELLUHUM
cepBucam.

ABNAeTCA pacwmpeHvem ctaHgapTa IEEE 802.11, cxoXuM € MeTOZ0M
wrdpoBaHNA 04HOBPEMEHHON NPOBEPKM MOANNHHOCTY paBHbIX (SAE).
STOT MeTo/ LWndpOoBaHNSA NPefOCTaBAAET NOJIb30BATENSAM NYULLYHO
3aLUTy NPY MOAKJIIOYEHUN K OTKPbITbIM Wi-Fi ceTam.

3TO MPOTOKON NPOBEPKM NOANMHHOCTW, KOTOPbIA UCMONb3YeT Naposb.
PAP vcrnonb3yeTtca coeguHeHnem Point-to-Point Protocol ansi npoBepKun
nonb3oBaTesiel nepes npegocTaBneHemM UM JoCTyna K yaaneHHon
cetn. PAP nepesaet He 3alimdppoBaHHbIe Nnaponau B popmate ASCII no
ceTu u, cegoBaTesIbHO, CUMTaeTc Hebe3onacHbIM.
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Protected Extensible NpOTOKON MHKaNcynmpyrowmin Extensible Authentication Protocol (EAP)

Authentication Protocol BHYTpwu Transport Layer Security (TLS) TyHHens. MNpegHa3HayveH Ans
yCuieHus cTonkocTn EAP, KoTopebll npeanonaraeT, uto Gpusmnyeckuii
KaHan 3almLEéH 1 He MPUMEHsieT CneumanbHbIX Mep Ans 3amThbl
obMmeHa.

Perfect Forward Secrecy CoBepLLUEHHas NpsIMasi CEKPETHOCTb, CBOCTBO HEKOTOPbIX MPOTOKO/I0B
cornacoBaHus knto4a (Key-agreement), KOTopoe rapaHTUpYeT, YTo
CEeCCUOHHbIE KUK, NONyYeHHble NPy NoMoLLM Habopa Kitoyeid
AONrOBPEMEHHOIO N0/1Ib30BaHWs, He 6yAyT CKOMMNPOMETUPOBAHbI NpY
KOMMPOMETaLMN OLHOTO 13 AONTOBPEMEHHbIX K/THYeiA.

Ping Check onpegensieT paboToCcnoCco6HOCTb NOAKIOUYEHNS K MHTEPHEeTY Nno
AOCTYMHOCTWN 3aZ@aHHOTO y3/1a. Pe3ynbTaT NpoBepKN MOXET BbIThb
MNCNONb30BaH A/t MepekNtoYeHs MeXAY OCHOBHbIM 1 pe3epBHbIM
NOAKNOYEHVSIMU K MHTEPHETY.

Point-to-Point Protocol 3TO MPOTOKO/ NCMO/Ib3YeMblii A/15 YCTaHOBEHWS MPSMOW CBA3M MeXay
ABYMs y3namu. OH MOXeT obecneynTb ayTeHTUUKALMIO COeANHEHNS,
wndpoBaHMe nepeaayn AaHHbIX 1 okatme. PPP ncnonb3yetcs BO
MHOIMX BUZax GU3NUecKnx ceTew, BKoUas kabenb, TenedpoHHyH
JINHWIO, COTOBYIO CBA3b, CNeunann3vpoBaHHbIe PajnN0 IMHUN N
OMTOBOJIOKHO. lNoC/e ycTaHOBNEHUSA COefMHEeHNSA HauYMHaeTCs
HacTpolKa AONONHUTENbHOW ceTu (ypoBeHb 3). Yalle Bcero
ncnone3yetca Internet Protocol Control Protocol.

Preamble 3TO NepBas YacTb 610Ka faHHbIX npoTokona (PDU) dumsmnueckoro
ypoBHSA KoHBepreHuuu (PLCP). 3arosoBKOM ABASETCA OCTaBLUAACA
YaCTb MNaKeToB AaHHbIX, KOTOPas COAEePXUT 6osbLue nHGopmaLmm o
cxeme MOAyNALMK, CKOPOCTU Nepeaayu, 1 0 NPoMeXyTKe BpeMeHu,
TpebyoLeMcs 418 nepejadn Bcex AaHHbIX Kaapa.

Tun npeambynbl B IEEE 802.11 Ha ocHOBe 6ecnpoOBOAHON CBA3M
onpegenset annHy 6noka CRC (Cyclic Redundancy Check) ans
COoeAVIHEHMA MeXAy TOUKOI AO0CTyNa U rocTeBbIMI 6€CrpoBOAHBIMM
ajantepamu.

[nnHHasa npeambyna:

« PLCP c gnHHOI npeamMbynoii nepegaeTcs Ha ckopocty 1 MeunT/c
He3aBNCMMO OT CKOPOCTM NepeAayn JaHHbIX Kajpa

+ ObLLee BpeMs Nepegaydv ANVIHHOW Npeamby bl SBASETCSA KOHCTaHTOMN
- 192 MVKpPOCEKYHAbI

+ CoBMeCTUMO C ycTapeBLnMmM cucteMamu IEEE 802.11 paboTarowymm
Ha 1 12 MéuT/c

KopoTkas npeambyna:

+ MNpeambyna nepepaetca Ha ckopocty 1 MBuUT/C, a 3arofIoBoK — Ha
2 MéuT/c

+ Ob6LLee BpeMs NepeAaydn KOPOTKOM Mpeambyibl ABASETCH KOHCTaHTOM
— 96 MUKpOCEeKYHAbI
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Protected Management
Frames

Protocol-Field-Compression

Pseudo-Random Function

Radio Resource
Management

Remote Authentication in
Dial-In User Service

Restricted NAT

Secure Socket Tunneling
Protocol

* He coBMecTUMO ¢ ycTapeBLUnMun cnctemamm IEEE* 802.11
paboTtatowmmm Ha 1 n 2 MéuT/c

IEEE 802.11w 3TO CTaHAAPT 3aLLMThl KaZPOB yNpaBneHus 13 ceMelicTea
cTaHaapToB IEEE 802.11. 3Ta ¢pyHKUMOHaNBHOCTE He06X04MMa ANs
NoBbILLEHNA 6€30NacHOCTU NyTem obecneyeHns KOHGUAEHLMaNBLHOCTM
AaHHbIX B Kajpax yrpasaeHus.

MeTO/, corfiacoBaHus okaTtus nons Protocol B 3aronoekax PPP. Mo
yMoJidaHuio, Bce peanmsaumm IO/DKHbI nepegaBath nakeTsbl € 4ByMs
oKTeTamu nons Protocol.

Takke nceBgocnyvaHas GyHKLMS

MOXOX Ha aNropuTM LLleNOCTHOCTW, HO BMECTO TOro, YTobbI
MCMONb30BaTbCA A9 ayTeHTUdUKaLmm CoOobLLLEeHNI, OH UCMO/b3yeTcs
TONBKO ANIS 0ob6ecneyeHns Cny4ainHOCTY B TakMX Lensx, Kak nofyyeHune
MaTtepuana kaya. PRF B o0CHOBHOM MCNOJb3YHOTCA C
ayTeHTUPULMPOBAHHBIM anropuTMoM WwundposaHnsa Tuna AES-GCM.

npeacTaBaseT cobol CUCTEMHbIV YPOBEHb YNpaBaeHMs
MeXKaHalbHbIMU NoMexamu, pagropecypcamMm 1 Apyrumu
XapakTepucTnkaMm paguornepeaaun B cnctemMax 6ecnpoBogHOM CBA3N.
RRM Bk/itoHvaeT B cebs1 mapameTpbl yrpaBaeHus, TakMe Kak MOLLHOCTb
nepegavu, pacnpegeseHve nosb3oBaTteneit, popMmpoBaHue
AnarpamMmMbl HarnpasieHHOCTY, CKOPOCTU MepeAayn AaHHbIX, KpUTepumn
nepegavn o6c/IyXXnBaHms, CxemMy MOAYIALNMN, OLLUNOKN CXeMbI
KOAMPOBaHUA.

ceTeBOW NPOTOKO/, NpeAHa3HaYeHHbI ANna obecneyeHms
LeHTPann30BaHHOW ayTeHTUdMKaLMW, aBTOPU3ALMN 1 yHETa
nosib3oBaTenei, NOAKNHOHAOLLMXCS K Pa3INYHbBIM CeTEBbIM C/TyXX6aMm.
Ncnonb3yeTcs, Hanpumep, Npy ayTeHTUdMKaLMM Nonb3oBaTenem
Wi-Fi, VPN, B npowunowm, dialup-nogkntoueHunia, n gpyrnx nogo6HbIX
cnyyasx.

Takke AnHamuuecknin NAT

paboTaeT Tak e, kak 1 Full Cone NAT, HO NPUMeHSsIeT JONONHUTEbHbIE
orpaHunyeHunsd k IP-agpecy. MNpexae yem rnosyyate nakeTobl OT IP-agpeca,
BHYTPEHHWI KJINEHT J0/KEeH CHavana caM OTrpaBunTb NakeTbl Ha Hero.
To ecTb It0b60OE CoeANHEHME, NHVNLIMMPOBAHHOE C BHYTPEHHEro agpeca,
NO3BOJISET B Ja/bHelLLIEeM Noay4vaTb eMy NakeTbl € 1t060ro nopTa T0ro
Ny6/IMYHOr0 X0CTa, K KOTOPOMY OH OTMPaB/is/ NakeT(bl) paHee.

NPOTOKON 6€30MacHOro TYHHEIMPOBAaHWS COKETOB, CNPOEKTUPOBaHHbIN
AN5 CO34aHNSA CUHXPOHHOM B3aMMOCBA3M NPY COBMECTHOM ObMeHe
nHdopmMaumein aAByx nporpaMm. bnarogaps emy MOXHO co34aTb
HEeCKObKO NOAKAHOYEHWIA MPOrpaMMbl MO OA4HOMY COAMHEH IO MeXAY
y3n1amu, B pesyfbTaTe yero goctmraertcs 3¢ eKTMBHOE NCNOoIb30BaHNe
ceTeBbIX pecypcoB. [TpoTokosn SSTP ocHoBaH Ha SSL, a He Ha PPTP
ncnonb3yet TCP nopT 443 ans nepegaymn Tpaduka.
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Service Set Identifier

Shared key

SkyDNS

Simple Network

Management Protocol

Transmission Control
Protocol

Temporal Key Integrity

Protocol

Universal Access Method

User Datagram Protocol

udpxy

3TO NOC/Ie0BaTE/IbHOCTL CMMBOJIOB, KOTOPAst yHMKa/IbHbIM 06pa3omM
VIMeHyeT 6ecrnpoBoAHYto nokanbHyto ceTb (WLAN). 3To nms no3sonsiet
6eCcnpoBOAHLIM CTAHLUAM NOAKAOUATLCA K HY>XXKHOW CeTu, ecnv B
[AHHOM MecTe AOCTYMHO HeCKOJIbKO He3aBUCUMbIX CETEN.

3TO peXmnM, B KOTOPOM KOMMbIOTEP MOXET MOAYyYUTb JOCTYN K
b6ecnpoBoAHOl ceTu, ucnonb3aytoweit npotokon Wired Equivalent
Privacy. Mpv nomoLy O6LLero kKntoya KOMMNbIOTEP, OCHALLEHHbIN
6ecnpoBOAHBLIM MOAEMOM, MOXKET MOAY4YUTb AOCTYN K ito6oi ceTnn WEP
1N 06MeHNBaTbCS 3aNPPOBAHHLIMU NN He3aLWNPPOBAHHBIMU
AAHHbBIMU.

cnyx6a, KoTopas NpesocTaBaseT BOSMOXHOCTb GUAbTPALUN 1
610KNPOBKM OMACHbIX NN HeXenaTesbHbIX canToB. SkyDNS pacLuvpsiet
BO3MOXHOCTW Domain Name System, fo6aBnssa Takne GyHKLMM, Kak
3almTa oT GpULNHIra U GUAbTPALIMS KOHTEHTa.

3TO CTaHAAPTHbLIV MHTEPHET-NPOTOKO/ 418 yNpaBaeHUs yCTPONCTBaMM
B IP-ceTsix Ha ocHoBe apxutekTyp TCP/UDP. K nogaepxvBatoLLmm
SNMP ycTpoicTBaM OTHOCATCA MapLUPYTN3aTOPbl, KOMMYTATOPbI,
cepBepbl, paboune CTaHLMW, MPUHTEPbI, MOAEMHble CTOVKW 1 Apyrue.

ABNAETCA OCHOBHbIM NPOTOKONOM U3 Habopa Internet Protocol. TCP —
3TO TPAHCMOPTHbI MeXaH13M, 06ecrneyrBatoLLNi NOTOK AaHHbIX, C
npesBapuTeIbHON YCTaHOBKOM COeANHEH IS, 3@ CHET 3TOro AatOLLNTA
YBEPEHHOCTb B OCTOBEPHOCTM MOAYyYaeMbIX AaHHbIX, OCyLLecTBASET
NOBTOPHbI 3aMpoC JaHHbIX B C1yyae NoTepu 1 ycTpaHseT
Ay6mpoBaHve nNpu Noslyv4eHunn AByx KON O4HOro rnaketa.

3TO NPOTOKON 6@30MacHOCTU, NCMOb3YeMbl B CTaHAApTe
6ecnpoBoaHbIX ceTelh IEEE 802.11. TKIP 6b1n pa3paboTaH pabouein
rpynnoti IEEE 802.11i n Wi-Fi Alliance B kauyecTBe NpOMeXyTOUYHOro
peLueHns Ans 3aMeHbl WEP 6e3 Heo6X0AMMOCTM 3aMeHbl yCTapeBLLEero
obopysoBaHus.

3TO MeTOJ, KOTOPbI N03BONSIET abOHEHTY NOTyYMTb AOCTYM K
b6ecnpoBogHo ceT Wi-Fi. VIHTepHeT-6pay3ep OTKPOET CTpaHULYy BXOAQ,
rAe nosib3oBaresib JOJIKEH 3aro/IHUTL CBOV YYETHbIE IaHHbIe, Mpexje
yeM OH CMOXEeT noJsiyunTb goctyn. B UAM ans asTopusanumn
ncnosb3yetca knneHT RADIUS n cepsep RADIUS.

ABNAETCA OCHOBHbLIM NPOTOKONOM U3 Habopa Internet Protocol. 9T0
TPaHCMOPTHbI NPOTOKO ANIA Nepejayn JaHHbIX B ceTax IP 6e3
ycTaHoOBNeHUS coeAnHeHNs. OH ABNSETCA OAHVM U3 CaMbIX NPOCTbIX
MPOTOKO/0B TPAHCMOPTHOro ypoBHA Mogenu OSI. B otandume ot TCP,
UDP He noaTBepXAaeT A0CTaBKY AaHHbIX, He 3a60TUTCH O KOPPEKTHOM
nopsiAke fOCTaBKN N He AienaeT NoBTOPOB. 3aTO OTCYTCTBUE
coefVHeHus, JONONHUTENBHOMO Tpadrka N BOSMOXHOCTb
LUnpoKoBeLLaTelbHbIX PAaCcCbINOK AeNatoT ero yA06HbIM Ans
NPUMeHEHWIA, rae Manbl NOTepU, B MaCCOBbIX PACChINKax NOKaNbHOM
noAceTn, B MeAMarnpoTokoaax 1 T. .

cepBepHoe npuaoxeHve (daemon) 4nd nepeAayn JaHHbIX U3 CETEBOr0
rnotoka My/ibTrKacT KaHana (sewaemoro no UDP) B HTTP coegmnHeHne
3arnpaLuvBaroLLLero KaveHTa.
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Universal Plug and Play

Virtual LAN

Web Distributed Authoring
and Versioning

Web Proxy Auto-Discovery
Protocol

WireGuard

Wi-Fi Multimedia

3TO apXUTeKTypa MHOrOPaHrOBbIX COeANHEHWIA MeXy NepCoHaNbHbIMM
KOMMbIOTEPAMUN N NHTENNEKTYaNbHbIMU YCTPONCTBaAMU,
YCTaHOB/IEHHbLIMU, HanpuMep, gomMma. UPnP ctpouTtcs Ha ocHoBe
CTaHAAPTOB M TEXHONOTUIA MHTepHeTa, Takux kak TCP/IP, HTTP n XML,
1 obecrneyrBaeT aBTOMaTNUYECKOE NOAK/TOUEHME NOAOOHbLIX YCTPONCTB
APYT K APYTY 1 X COBMECTHYH paboTy B CETEBOW Cpeje, B pe3y/braTe
yero ceTb (HanpumMep, AOMAaLLUHSAA) CTAHOBUTCA NErKOM AN HACTPOVIKA
60/bLLEeMYy YNC/TY MOSIb30BaTenen.

nornyeckas ("BupTyanbHasa") 1okanbHas KOMMbOTEPHas CeTb,
npeactaenset coboi rpynny XocToB ¢ 06LLMM HabopoM TpeboBaHWiA,
KOTOpble B3anMOAENCTBYIOT TaK, Kak eCnv 6bl OHW 6bIAM MOAKNHOYEHbI
K LUMPOKOBeLLaTe/IbHOMY OMEHY, He3aBUCUMO OT VX PU3MNYECKOro
MecToHaxoxgeHuns. VLAN nmMeeT Te Xxe CBOICTBa, UTo U dpum3myeckas
JIOKanbHas ceTb, HO MO3BOSIET KOHEYHBIM CTAHLIMSAM FPYyNnmMpoBaThLCA
BMeCTe, JaXe eCv OHW He HaXoAATCsA B O4HOMN GU3NYeCcKor ceTu.
Takasi peopraHusaLusa MOXeT bbITb cesaHa Ha OCHOBE NPOrpaMMHOro
obecrneyeHNss BMeCTo GpM3MYeCKoro nepemMeLLeHums yCTPoncTB.

Habop paclmMpeHnii N JonoaHeHn i K npotokony HTTP,
NoAJep>XMBaKLLX COBMECTHYIO paboTy nosib3oBaTenein Haj
pesakTMpoBaHnem ¢aiinos 1 ynpasneHue daiiaMn Ha yaaneHHbIX
Beb-cepBepax. [ogaepxmnBaeTt ayTeHTUPMKALMIO Beb-cepBepa n
SSL-wmnépoBaHue ana HTTPS, ncnonb3ys TCP-nopT 443 N0 yMOYaHUIO.

3TO MeTOJ, UCMOob3yeMblil KnneHTamu Ansa nomcka URL-agpeca dpainna
KOHOUrypaumm npuv nomotum DHCP n/nnn DNS meTog0B 06HapyXeHus.
Mocne okOHYaHWA OBHapyXXeHWs 1 3arpy3ku ¢paiina KoHPUrypaumm,
OH MOXeT 6bITb BbINMOJIHEH A9 orpejeneHns NPoKCK yKasaHHoro
URL-agpeca.

6ecnnaTHoOe NPorpaMMHOE MPUIoXeHe C OTKPbITEIM UCXOAHBIM KOAOM
1 NPOTOKON BUPTyanbHoM YacTtHo ceTun (VPN) ana cosgaHums
6e30MacHbIX COefMHEHNN TOUKa-TOYKa B MapLLPYTU3MPYyeMbIX
KoHurypaumsx. Npotokon WireGuard ncnonb3yeT cOBpeMeHHble
KpunTorpadumyeckme Bo3MoxHocTn Curve255519 ana obmeHa
kntovamn, ChaCha20 ansa wndposaHusa n Poly1305 ans
ayTeHTUdMKaLMM faHHbIX, SipHash Ansa xawmpyemMblx Kao4Yeir u
BLAKE2s ans xawmpoBaHus. MNogaep>xxmsaeT TpeTuii ypoBeHb ANs
0bounx npoTtokonos IPv4 un IPv6.

agnsetcs ceptudumkaymein Wi-Fi Alliance, 6asnpyroLeiics Ha cTaHAapTe
IEEE 802.11e. OH 0becneynBaeT OCHOBHbIE BO3MOXHOCTK QoS (quality
of service) ansa ceteii IEEE 802.11 nocpencTBOM NpropeTU3aumm
MakeToB AaHHbIX MO YeTblpeM kaTteropusm: ronoc (AC_VO), Bngeo
(AC_VI), HerapaHTMpoBaHHas goctaeka (AC_BE), n HU3knii npuoputeT
(AC_BK).

WMM Takxe nmeet ceptndukauunto Power Save, KoTopasi momoraet
HebOoNbLUMM YCTPOMCTBaM B CETV 3KOHOMUTbL 3apsj 6atapeu. PyHKUUS
Power Save no3BonsieT He6ONbLLMM YCTPONCTBAM, TakM Kak TenedoHbl
n KMK, nepeaaBaTb AaHHbIe, HAX0AACk B POHOBOM pexrMe C HU3KUM
3HepronoTpebneHnem. Ceptudrkaums gaeT pa3paboTurkam
nNporpaMMHOro obecrneyeHns 1 NPOV3BOANTENAM 060pyA0BaHNS
BO3MOXHOCTb TOHKOI HaCTPOWMKW NCMO/Ib30BaHNs 6aTapeu B yC10BUSAX
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Wi-Fi Protected Access

Wi-Fi Protected Setup

Wired Equivalent Privacy

Wireless Internet Service
Provider

MOCTOSIHHOMO POCTa KOINYECTBA HEBO/bLLMX YCTPOCTB, OCHALLLEHHbIX
Wi-Fi.

npeactaenseT cobori 06HOBAEHHYO NporpamMmMmy cepTudurkaumm
ycTpoiicTB becnpoBogHoi cBA3n. TexHonorua WPA npuLLna Ha 3ameHy
TeXHONOrnmM 3anTel 6ecnpoBoAHbIx ceTeir WEP. Matocamum WPA
ABNAOTCA YCUNeHHaa 6e30MacHOCTb AaHHbIX U Y>KeCTOUEHHbI
KOHTPO/Ib AOCTYyNa K 6ecnpoBoHbIM ceTaM. HemanoBaxHoM
XapaKTepUCTUKOM ABNSETCA COBMECTUMOCTb MeXAY MHOXECTBOM
6ecrnpoBOAHbIX YCTPOMCTB Kak Ha annapaTHOM YpOBHe, TakK U Ha
nporpamMmmMHoM. Ha gaHHbIi MomeHT WPA, WPA2 n WPA3
paspabaTbiBalOTCS U NpoaBuUratoTcsa opraHusaumein Wi-Fi Alliance.

WPA3 ncnonbsyet 128-6uTHoe windpposaHue B pexxrme WPA3-Personal
(192-6mnT B WPA3-Enterprise). CtaHgapT WPA3 Takke 3aMeHsieT obMeH
Kntovamm Pre-Shared Key exchange v SAE kak onpegeneHo B IEEE
802.11-2016, uTo NpMBOAUT K 6oNee 6e30nacHOMY HavanbHOMY O6MeHy
KNHYaMu B NePCOHaNbHOM pexume.

WPA Enterprise — 3T0 pexum ayTeHTUGMKaLMM Ha OCHOBE NPOTOKONa
IEEE 802.1X c ncnonb3oBaHMEM BHELUHEro cepepa ayTeHTUudpurKaumm
RADIUS n nokanbHoro knmneHTa Supplicant.

CTaHAAPT (M O4HOVMEHHbIM MPOTOKO1) NOJIlyaBTOMATNYECKOro CO34aHUA
b6ecnpoBoaHoii cet Wi-Fi, cozgaHHbIn Wi-Fi Alliance. Llenbto npotokona
WPS aBnsieTca ynpoLleHme npoLiecca HacTporiky 6ecnpoBogHON ceTy,
No3TOMY M3Ha4anbHO OH Ha3biBanca Wi-Fi Simple Config. MpoTokon
Npr3BaH 0KasaTb NOMOLLb MOJib30BaTeNsAM, KOTOpble He 0bnajaroT
LUNPOKMMMW 3HAHMAMM O 6€30MacHOCTM B 6eCnpoBOAHbIX CeTAX, U Kak
CNeAcTBME, UMEROT CZIOXKHOCTU MpUY OCyLLecTBAeHUN HacTpoek. WPS
aBTOMaTM4Yeckn o603HayaeT NMs ceTu 1 3ajaeT WnpposBaHme, A1s
3aLLNTbl OT HECaHKLIMOHVNPOBAHHOMO J0CTYMa B CeTb, NPV 3TOM HeT
HeobX0oAMMOCTY BPYUHYIO 3alaBaTb BCe NapamMeTpbl.

3TO anropuT™ 6e3onacHoOCTU 418 6ecnpoBOAHbIX ceTeli cTaHAapTa IEEE
802.11. WEP, y3HaBaeMbIii N0 kntouy 13 10 nam 26 wectHaguaTepuyHbIX
LMdp, ABNAETCH LUMPOKO NCMOJIb3YEeMbIM U YaCTO ABMSETCA NepBbIM
BbI6GOPOM 6€30MacHOCTU, Npej/iaraeMbIM NONbL30BATENSAM CPeACcTBaMM
HacTporikn MapLupyTnsaTopos. B 2004 rogy, nocne patuoumkaumm
nonHoro ctaHgapTa 802.11i (1.e. WPAZ2), IEEE o6baBuna, UtTo WEP-40 1
WEP-104 yTpaTu/in CBOK aKTyasisHOCTb.

3To MHTepHeT-NpoBangep (ISP), koTopbIli No3BONsSET abOHEHTaMm
NoAKNOYaTLCS K CepBepy B onpeAeneHHbIX Toukax AocTyrna (access
points) c MoMoLL b 6eCNPOBOAHOIO coeanHeHus, Hanpumep Wi-Fi.
STOT TUN NpoBakjepa npeanaraeT ycayru LUMPOKOMOAOCHOro oCTyna
1 MO3BOJIeT KOMMbOTepaM aboHeHTOB, Tak Ha3blBaeMbIM CTaHLMSAM,
nonyyatb goctyn K MHTepHeTy n CeTu 13 N11060ro MecTa B npegenax
30HbI MOKPbLITUSA, 0becrneyrBaemMor aHTeHHOM cepBepa. O6bIYHO 3TO
061aCTb PajMyCcoM B HECKOJIbKO KUIOMETPOB.

MpocTteiiwasn cetb WISP npeacraBnset coboii 6a3oBbIii Habop ycayr
(BSS), cocToAwmin N3 04HOro cepBepa U MHOXeCTBa CTaHLMIA,
CBA3aHHBbIX C3TUM cepBepoM 6ecnpoBOAHON CBA3bIO. bonee cnoXxHbIe
cetn WISP ncnonb3yoT TONOAOrMI0 paclunpeHHoro Habopa ycnyr (ESS),
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Extended Authentication

Yandex.DNS

COCTOSALLYIO U3 ABYX UK 6onee BSS, cBA3aHHbIX MeXy CO60 TOUKaMU
foctyna (AP). M BSS, u ESS noaaepxxumsatotca cneumdurkaumein IEEE
802.11b.

nnn XAUTH, obecneunBaeT fONOAHUTENbHbIA YPOBEHb NPOBEPKM
NOAJ/IMHHOCTW, MO3BONAA LWKO3Y [Psec 3anpallimBaTh PacLUVPEHHYHO
aBTOPM3aLMIO Ya/leHHbIX MONb30BaTeNein, Taknm 06pa3om 3acTaBnsas
yZaneHHbIX Nofb30BaTenein NpefocTaBsATb X YHETHbIE JaHHble,
npexae yem nosyumTb goctyn K VPN.

CEepPBUC KOMMaHMM SHAEKC ANS 3aLUMThl JOMaLLUHel ceTn. ObecneunBaeT
TpY pexrMa ¢uabTpaunn:

+ 6e3 dpunbTpaumn: pecypcbl He 610KMPYHOTCS

+ 6e30mnacHbIN pexxmnm: 610KMPYHTCA BPeAOHOCHbIE 1 MOLLEHHMYeckne
CalThl

* CeMeiHbI pexrM: 610KNPYOTCS BPEAOHOCHbIE U MOLLEHHUYecKme
CaiiThbl, @ TaKXe pecypchbl AN B3POC/bIX
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Nepapxua nHtepodencos

PrncyHok A.1. BasoBble HTep¢eichl

FastEthernet GigabitEthernet

Mac IP Supplicant Peer
Ethernet Ppp Secure
I /: _____ ]
| | Pppoe PppTunnel
[ Bridge Vlan [ o o
I I
I I
| Pvc OpenVpn |
: : Pptp L2tp
I I
I I

PucyHok A.2. TYHHe N bHble NHTep¢EChbI

Ethernet P Secure Peer

Tunnel

Tunnel6

R

Tunnel6to4 Tunnel6in4

SecurelPTunnel

Eoip

Gre Iplp
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MpunoxeHune A Viepapxusi uHtepdericos

PucyHok A.3. UHTepdericbl USB

Usb

T

UsbEthernet UsblLte UsbModem
CdcEthernet YotaOne

PucyHok A.4. UHTepdeiicbl Wi-Fi

Wireless Radio

N

AccessPoint WiFiStation WiFiMaster
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SNMP MIB

ba3bl ynpasnstoLleii nHpopmaumm (MIB) 4OCTYMHBI TONBKO AN YTEHUS.

MoaaepxwvsatoTca cnegyrowye MIB:

B.1 SNMPv2-MIB

OID: 1.3.6.1.2.1.1

MoAAePXKMBAOTCS CIeAyHOLLIME SNIeMEHTbI AaHHbIX:

MoaAep>XMBaOTCA CleytoLe 31eMeHTbI AaHHbIX:

Ba3oBblii BapnaHT

SNMPv2-MIB::sysDescr

SNMPv2-MIB::sysUpTime

SNMPv2-MIB::sysContact

SNMPv2-MIB::sysName

SNMPv2-MIB::sysLocation

SNMPv2-MIB::sysServices

B.2 IF-MIB

OID: 1.3.6.1.2.1.21 1.3.6.1.2.1.31

OID: 1.3.6.1.2.1.2

IF-MIB::ifNumber
IF-MIB::ifIndex
IF-MIB::ifDescr
IF-MIB::ifType
IF-MIB::ifMtu
IF-MIB::ifSpeed
IF-MIB::ifPhysAddress

IF-MIB::ifAdminStatus
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MprnnoxeHne B SNMP MIB

PaclumpeHHbIA
BapuaHT

IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB:
IF-MIB::
IF-MIB:
IF-MIB::
IF-MIB::

IF-MIB::

ifOperStatus
ifLastChange
ifInOctets

ifinUcastPkts

:ifinDiscards

ifInErrors

:ifOutOctets

ifOutUcastPkts
ifOutDiscards

ifOutErrors

OID 1.3.6.1.2.1.31

+ IF-MIB::ifName

IF-MIB:
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB:
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB:
IF-MIB::
IF-MIB:
IF-MIB::

IF-MIB:

(ifinMulticastPkts

ifinBroadcastPkts
ifOutMulticastPkts
ifOutBroadcastPkts

ifHCINnOctets

:ifHCInUcastPkts

ifHCInMulticastPkts
ifHCInBroadcastPkts
ifHCOutOctets
ifHCOutUcastPkts
ifHCOutMulticastPkts

ifHCOutBroadcastPkts

sifLinkUpDownTrapEnable

ifHighSpeed

:ifPromiscuousMode

ifConnectorPresent

:ifAlias
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Mpwvnoxenne B SNMP MIB

+ IF-MIB::ifCounterDiscontinuityTime

Mpoueccop |CBUTY YcTpoiicTBO |OnucaHue
MT7621/RT63368|MT7530 Keenetic Giga III | NoaaepxvBaroTca
64-6UTHbIE CUeTUNKN BalT
RTL8376M Keenetic Ultra II no rnoptam CBUTYa,
) 32-6UTHbIE CYHETUUNKN
KeeneticLTE  |naketos no nopram centua.
MT7620 RTL8367B Keenetic Viva |EcTb knaccumkaums no
. TNy nakeTtoB.: broadcast,
Keeentic Extra |multicast n unicast.
WHTerpuposaHhbin| Keenetic 4G III |[Moaaep>xmnBaroTcs
o 32-6UTHbIe cHeTUNKN BaliT
Keenetic Lite II no nopTam CBUTYa U
L 16-6BUTHbIE CHETUNKMN
Keenetic Lite Il |55 o108 Mo nopram centua.
Keenetic Omni B cnyuae nepenosiHeHus
CYETUMKOB BbICTaBASAETCA
Keenetic Omni |BPeMs nocnesHero
I nepenosiHeHVs B
IFMIB:ifCounterDiscontinuityTime.
MT7628 WHTerpupoBaHHbi | Keenetic Start II| MNoaaep>xnBatoTcs TO/IbKO
o 16-6UTHbIE CYETUYNKM
Keenetic Lite IIl | nakeTos no noptam cemtua.
rev.B B cnyuae nepenonHeHus
) CYETUYNKOB BbICTaBASETCA
Keenetic 4G III BPeMS MOCNeAHEro
rev.B nepenonHeHvs B
Keenetic Air IFMIB:ifCounterDiscontinuityTime.
Keenetic ExtraIl

B.3 IP-MIB

OID: 1.3.6.1.2.1.49

nOAAep)KI/IBaI-OTCFI cnegyrouine sneMeHTbl JaHHbIX:

+ TCP-MIB::tcpRtoAlgorithm

* TCP-MIB::tcpRtoMin
* TCP-MIB::tcpRtoMax

* TCP-MIB::tcpMaxConn

* TCP-MIB::tcpActiveOpens
* TCP-MIB::tcpPassiveOpens

+ TCP-MIB::tcpAttemptFails
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TCP-MIB::
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB::

tcpEstabResets

tcpCurrEstab

‘tcpInSegs

tcpOutSegs

‘tcpRetransSegs

tcpInErrs

tcpOutRsts

B.4 UDP-MIB

OID: 1.3.6.1.2.1.50

Moasep>KMBaOTCS CeAyroLLme 31eMeHTbl AaHHbIX:

+ UDP-MIB::udpInDatagrams

nOAAep)KI/IBaI-OTCFI cegyrouine sneMeHTbl JaHHbIX!

UDP-MIB::udpNoPorts

UDP-MIB::udpInErrors

UDP-MIB::udpOutDatagrams

UDP-MIB::udpHCInDatagrams

UDP-MIB::udpHCOutDatagrams

B.5 HOST-RESOURCES-MIB

OID: 1.3.6.1.2.1.25

+ HOST-RESOURCES-MIB::hrSystemUptime

B.6 UCD-SNMP-MIB

OID 1.3.6.1.4.1.2021

MoaAep>XMBaOTCA CleAytoL/e 31eMeHTbI AaHHbIX:

NHdopmanyums 06 O3Y -« UCD-SNMP-MIB::memTotalReal

ycTpoiicTBa

* UCD-SNMP-MIB::memAvailReal
+ UCD-SNMP-MIB::memShared

* UCD-SNMP-MIB::memBuffer
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NHdopmauums o

USB-HakonuTtensx

NHdopmauums o

Harpyske Ha cuctemy

UCD-SNMP-MIB::

UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

memCached

:dskIndex
:dskPath
:dskTotal
:dskAvail
:dskUsed
:dskPercent

:dskPercentNode

laIndex
laNames
laLoad
laConfig

laLoadInt

:ssCpuRawUser
:ssCpuRawNice
:ssCpuRawSystem
:ssCpuRawldle
:ssRawlnterrupts

:ssRawContexts
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YpoBHU WinppoBaHums IPsec

YpoBeHb WwWndpoBaHus onpegenset Habop anropmutmoB IKE n IPsec SA.

Hwxe ansa Kaxaoro ypoBHSA NpMBeAeH NOJHbIN CNINCOK aNrOPUTMOB B MOPSAKE YMEHbLLEHWSA
nprvopuTeTa, a Takxke Habop komaH crypto ike proposal g5 HacTpoOiK aHaNOrMYHOro

npoduns BpyUHyto.

B cnuncke aIfOPNTMOB YKa3blBaeTCA:

* wundpoBaHme C ANVHOM Kao4a

+ xXew-byHKUMS ana popmumposaHua HMAC

* PFS pexxkum (NO, ecnv OTK/IHOYEH)

C.1 weak

MpoTokon

LlndpoBaHue

Proposal

IKEvl

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768
3DES-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP768
3DES-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

encryption aes-128-cbc
encryption 3des
encryption des
integrity sha1

integrity md5
dh-group 2

dh-group 1

IKEv2

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024

encryption aes-128-cbc
encryption 3des

encryption des
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C.2 weak-pfs

586

MpoTokon LlndpoBaHue Proposal
AES-128-CBC/MD5/MODP768 integrity sha
3DES-CBC/SHA1/MODP1024 integrity md>5
3DES-CBC/SHA1/MODP768 dh-group 2
3DES-CBC/MD5/MODP1024 dh-group 1
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

IPsec SA DES/MD5 cypher esp-des

AES-128-CBC/SHA1
3DES-CBC/SHA1
DES/SHA1
AES-128-CBC/MD5

3DES-CBC/MD5

cypher esp-3des
cypher esp-aes-128
hmac esp-md5-hmac

hmac esp-shal-hmac

MpoTokon

LlindpoBaHue

Proposal

IKEv1

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768
3DES-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP768
3DES-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768

DES-CBC/MD5/MODP1024

encryption aes-128-cbc
encryption 3des
encryption des
integrity sha1

integrity md>5
dh-group 2

dh-group 1
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AES-128-CBC/SHA1
3DES-CBC/SHA1

DES/SHA1

AES-128-CBC/MD5
3DES-CBC/MD5
AES-128-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
3DES-CBC/SHA1/MODP768
DES-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768

3DES-CBC/MD5/MODP768

MpoTokon LlndpoBaHue Proposal
DES-CBC/MD5/MODP768

IKEv2 AES-128-CBC/SHA1/MODP1024 encryption aes-128-cbc
AES-128-CBC/SHA1/MODP768 encryption 3des
AES-128-CBC/MD5/MODP1024 encryption des
AES-128-CBC/MD5/MODP768 integrity sha1
3DES-CBC/SHA1/MODP1024 integrity md>5
3DES-CBC/SHA1/MODP768 dh-group 2
3DES-CBC/MD5/MODP1024 dh-group 1
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

IPsec SA DES/MD5/MODP1024 cypher esp-des

cypher esp-3des
cypher esp-aes-128
hmac esp-md5-hmac
hmac esp-shal-hmac
dh-group 2

dh-group 1
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MpoTokon LlndpoBaHue Proposal

DES-CBC/MD5/MODP768
C.3 normal

MpoTokon LndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP2048 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha1
AES-128-CBC/SHA1/MODP1536 integrity sha256
AES-128-CBC/SHA1/ECP256 dh-group 5
AES-128-CBC/SHA1/MODP1024 dh-group 20
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc

AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024
AES-256-CBC/SHA1/MODP1024
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/ECP256
AES-256-CBC/SHA256/MODP2048
3DES-CBC/SHA1/MODP2048
3DES-CBC/SHA1/MODP1536

3DES-CBC/SHA1/MODP1024

encryption aes-128-cbc
encryption 3des
integrity sha256
integrity sha1
dh-group 2

dh-group 20

dh-group 14

dh-group 5

dh-group 26
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MpoTokon

LlndpoBaHue

Proposal

IPsec SA

AES-128-CBC/SHA1
AES-256-CBC/SHA1
3DES-CBC/SHA1
AES-128-CBC/SHA256
AES-256-CBC/SHA256

3DES-CBC/SHA256

cypher esp-aes-128
cypher esp-aes-256
cypher esp-3des
hmac esp-shal-hmac

hmac esp-sha256-hmac

C.4 normal-pfs

MpoTokon LlndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP2048 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha1
AES-128-CBC/SHA1/MODP1536 integrity sha256
AES-128-CBC/SHA1/ECP256 dh-group 5
AES-128-CBC/SHA1/MODP1024 dh-group 20
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
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MpoTokon LlndpoBaHue Proposal
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA AES-128-CBC/SHA1/MODP1024 esp-aes-128

AES-128-CBC/SHA1
AES-256-CBC/SHA1
3DES-CBC/SHA1
AES-256-CBC/SHA1/MODP1536

cypher esp-aes-256
cypher esp-3des
hmac esp-shal-hmac

hmac esp-sha256-hmac

AES-128-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1536 dh-group 14
AES-256-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP1024
C.5 normal-3des
MpoTokon WndpoBaHue Proposal
IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc

AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/ECP256
AES-128-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP2048
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024
AES-256-CBC/SHA256/MODP1024

AES-128-CBC/SHA256/MODP1024

encryption aes-128-cbc
encryption 3des
integrity sha1

integrity sha256
dh-group 5

dh-group 20

dh-group 14

dh-group 2

dh-group 26
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MpoTokon LlndpoBaHue Proposal
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA 3DES-CBC/SHA1 cypher esp-3des
AES-256-CBC/SHA1 cypher esp-aes-256
AES-128-CBC/SHA1 cypher esp-aes-128
3DES-CBC/SHA256 hmac esp-shal-hmac
AES-256-CBC/SHA256 hmac esp-sha256-hmac
AES-128-CBC/SHA256

C.6 normal-3des-pfs

MpoTokon

LndpoBaHue

Proposal

IKEv1

AES-256-CBC/SHA1/MODP1536
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/ECP256

AES-128-CBC/SHA1/MODP1024

encryption aes-256-cbc
encryption aes-128-cbc
encryption 3des
integrity sha1

integrity sha256
dh-group 5

dh-group 20
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MpoTokon LlndpoBaHue Proposal
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA 3DES-CBC/SHA1/MODP1024 cypher esp-3des

3DES-CBC/SHA1
AES-256-CBC/SHA1
AES-128-CBC/SHA1
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1536
AES-256-CBC/SHA1/MODP1024

AES-128-CBC/SHA1/MODP1024

cypher esp-aes-256
cypher esp-aes-128
hmac esp-shal-hmac
hmac esp-sha256-hmac
dh-group 2

dh-group 14
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C.7 high

MpoTokon LndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-256-CBC/SHA256/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA256/MODP1536 integrity sha256
AES-256-CBC/SHA1/MODP20438 integrity sha1
AES-256-CBC/SHA1/ECP384 dh-group 2
AES-256-CBC/SHA1/MODP1536 dh-group 20
AES-128-CBC/SHA1/MODP20438 dh-group 5
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-128-CBC/SHA1/MODP1536 dh-group 26

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-256-CBC/SHA256/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA256/MODP1536 integrity sha256
AES-256-CBC/SHA1/MODP2043 integrity sha1
AES-256-CBC/SHA1/ECP384 dh-group 2
AES-256-CBC/SHA1/MODP1536 dh-group 20
AES-128-CBC/SHA1/MODP2043 dh-group 5
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-128-CBC/SHA1/MODP1536 dh-group 26

IPsec SA AES-256-CBC/SHA256 cypher esp-aes-256
AES-128-CBC/SHA256 cypher esp-aes-128

hmac esp-hmac-sha256
C.8 strong
MpoTokon LndpoBaHue Proposal
IKEv1 AES-256-CBC/SHA1/MODP2048 encryption aes-256-cbc

AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP2048

encryption aes-128-cbc
integrity sha1

dh-group 14
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MpoTokon LlndpoBaHue Proposal
AES-128-CBC/SHA1/ECP256 dh-group 20
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 26

IKEv2 AES-256-CBC/SHA1/MODP2048 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP1536 integrity sha1
AES-128-CBC/SHA1/MODP2048 dh-group 14
AES-128-CBC/SHA1/ECP256 dh-group 20
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 26

IPsec SA AES-256-CBC/SHA1/MODP1536 cypher esp-aes-256
AES-256-CBC/SHA1/MODP2048 cypher esp-aes-128
AES-128-CBC/SHA1/MODP2048 hmac esp-shal-hmac
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 14
C.9 strong-aead

MpoTokon LlndpoBaHue Proposal

IKEv1 AES-256-GCM-16/PRF-SHA384/ECP384 |aead
encryption aes-256-gcm-16
prf sha384
dh-group 20

IKEv2 AES-256-GCM-16/PRF-SHA384/ECP384 |aead
encryption aes-256-gcm-16
prf sha384
dh-group 20

IPsec SA AES-256-GCM-16 aead

CHACHA20POLY1305 cypher aes-256-gcm-16
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C.10 strong-aead-pfs
MpoTokon LndpoBaHue Proposal
IKEv1 AES-256-GCM-16/PRF-SHA384/ECP384 |aead

encryption aes-256-gcm-16
prf sha384

dh-group 20

IKEv2

AES-256-GCM-16/PRF-SHA384/ECP384

aead
encryption aes-256-gcm-16
prf sha384

dh-group 20

IPsec SA

AES-256-GCM-16/ECP384
CHACHA20POLY1305-ECP384

aead
cypher aes-256-gcm-16

dh-group 20
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