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BBegeHue

BBepeHme

JaHHbIN CNPaBOYHWK COAEPXKUT KOMaHAbI AN YNPaBAeHNs yCTPONCTBOM Air NoCpesCcTBOM
nHTepderica KOMaHAHOM CTPOKW. 34eCb NpMBeAeH MOMHbIA CNUCOK BCEX JOCTYMHbIX
KoMaHZ. Takxke yka3aHbl MprIMepbl TOFo, Kak MCMo/ib30BaTh Hanbonee pacnpoCcTpaHeHHbIe
13 3TUX KOMaHg, 06Lasa nHpopmMauysa 0 B3aMMOCBA3W MeXAy KOMaHAaMu v
NPUHLMNMANLHbIE OCHOBbI TOFO, Kak X 1CMOJIb30BaThb.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

JaHHOe pyKOoBOACTBO NpeAHa3HauYeHo A5 CETEBbIX aAMUHNCTPATOPOB MW CNELMANNCTOB
Mo BbIYNCINTENbHOWN TEXHMKE, OTBEYAIOLLMX 33 HAaCTPOWKY 1 NoaaepxKy Air Ha mecTe.
OHoO TakxXe npegHa3Ha4yeHo A/1a onepaTopoBs, KOTopble ynpaBastoT Air. JOKyMeHT
OXBaTblBaeT TEXHUYECKMe NpoLeaypbl MOALEPXKKN BbICOKOTO YPOBHS A1
root-afMMHUCTPATOPOB U COTPYAHMNKOB TEXHNYECKOWN noaaep>kku Air.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic
CTPOKOM KOMaHZHOW CTpokW Air, ee repapxmyeckyro CTpyKTypy,
YPOBHW aBTOPM3aLMM 1 BOSMOXHOCTW CAPaBKN.

OnucaHvie KOMaHj AndaBUTHbIV CNMCOK KOMaHA, KOTOPbIE MOXHO BBOAUTH
B KOMaHZHOW CTpOKe ANa HacTpoliku Air.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLlme o603HaueHs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.

JneMeHThI B YrnoBblX ckobkax noanexat

I <3aMeHSAEMbI 3/1EMEHT>
3aMeHe.
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BBegeHue

x|y]2 Obs3aTenbHble anbTepHaTUBHbIE K/HOYeBble
C/I0Ba rpynnuvpyoTcs B KPYrabiX CKOBKax 1
pasfensoTca BepTUKaNbLHOM YepToi.
x|yl zl Heobsi3aTenbHble anbTepHaTUBHbIE

K/It0YEBbIE C/I0BA FPYNNMpPYHTCS B
KBaApaTHbIX CKOBKax 1N pa3gensioTcs

BepTMKa/NbHOWN YepTo.

OnurcaHmne Kaxaoi KOMaHAbl pa3zefieHo Ha ciegyroLye noapasaens:

OnwcaHwne OnuncaHwe TOro, 4To KOMaHZAa AenaerT.
CnHoncuc O6Lwnin popmaTt KOMaHAbI.
Mpedukc no BO3MOXHOCTb NCMNONb30BaHMA B KOMaHAe

npedukca no.

MeHsieT HaCTpPOoiKK

CnocobHOCTb KOMaHAbI MEHATL HAaCTPOKM.

MHorokpaTHbIi BBOA,

BO3MOXHOCTb MHOFOKPATHOrO BBO/AA
KOMaHAbI.

BxoxzeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KomaHaa. Ecam rpynnbl HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodeiica

Tvn nHTepodeiica, Ha KOTOpbIN BAVSET
KomaHgaa. Pasgen He oTobpaxaeTcs, ecam
AAHHbIN KOHTEKCT He MeeT CMbIcNa ANs
KOMaHgbl.

NHTepdelicbl, NCnonb3yemMble B CUCTEME, U
OTHOLUEHUSI MEXAY HAMW NOKa3aHbl Ha
Aarpamme Huxe.

AprymeHThl

AprMeHTbI, eCc/in eCTb, N NMNoACHEHNA K HNM.

Mpumep

MnntocTpauums Toro, Kak KOMaHAa BbIrNaANT
npv Bbi3oBe. MockoNbKy MHTepdeiic NpocT,
HeKoTopble NPVMepbl 0YEBUAHbI, HO OHU
BKJ/IOUEHbI A1 ICHOCTW.

an/IMeL'IaHVIﬂ, npeaynpexaeHma n npejocrepexeHnda ncnonb3yroT ciegyrome

0603HayeHus.

MpumeyaHve:  O3HauvaeT "unTaTtesnb, NPUMK K CBefeHUID". MprMeYvaHuns cogepxar
rnosne3sHble COBEThI UK CCbIIKW Ha MaTtepuansl, He cojepXalimecs B

AAaHHOM CMpaBOYHUKKE.

MpeaynpexaeHve: O3HayaeT "untaTenb, BHUMaHMe!". Bawmn geicTBns MoryT NnpmeecTi K
noBpexaeHnto obopyf0BaHNSA AW NoTepe AaHHbIX.
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O630p NpoAYyKTa

1.1 AnnapaTHoe obecneyeHue

Mpoueccop MediaTek MT7628AN MIPS® 24KEc 580 MHz

OnepaTtuBHasa namatb Winbond W9751G6KB-25 64MB DDR2

dnew-namaTb Winbond W25Q128CSIG 16MB SPI
Ethernet MopTbi Mukpocxema MpumeuaHuns
4 NHTerpnpoBaHHas
MeTka CkopocTb MpumeuaHusa
0 100 M6éuT/c Mopt WAN
1 100 M6uT/c
2 100 M6éuT/c
3 100 M6uT/c
Wi-Fi YacToTHbIi | MuKpocxema NpumeyaHus
AnanasoH
24T1Ty MediaTek MT7603 802.11bgn 2x2
(on-die)
51Ty MediaTek MT7612EN 802.11an+ac 2x2
(PCle Gen 1)
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B 3ToV rnaBe onuncaHo, Kak No1b30BaTbCA MHTepdecom KoMaHAHOM cTpoku (CLI) Air, ero
vepapxmyeckas CTpyKTypa, YPOBHM aBTOPU3aLN 1 BOSMOXHOCT KOHTEKCTHO MOACKA3KU.

OCHOBHOE CPeACTBO YNpaB/ieHNs MapLLpyTM3aTopoM Air — 3To MHTepdeinic KOMaHAHOW
cTpoku (CLI). HacTpOMKM CUCTEMbI MOHOCTBHO ONUCLIBAKOTCS B BUAE NOC/eL0BaTeNIbHOCTH
KOMaH4, KOTOpble HY>XHO BbINOIHNTb, YTOBbI MPUBECTIN YCTPONCTBO B 3aZaHHOE COCTOsIHME.

Air nmeeT Tpu BNAA HACTPOeK:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e Nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapToBble HaCTPOWKM startup config 3T0 Nocnef0BaTeNIbHOCTb KOMaHA, KOTopast
XPaHWUTCA B CreLanbHOM CEKTOpPe SHEProHe3aBNUCMONA
NamaTy 1 NCMONb3YeTCs AN UHULMANN3aumnm CUCTeMbI
HernocpeACTBEHHO NOC/Ie 3arpy3Ku.

Hactporikum no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3anncbIBaOTCA MpY Npomn3BoAcTBe Ha Air. RESET Ha kopnyce
No3BOJIAET COPOCUTL CTAPTOBbLIE HACTPOIKM Ha 3aBOACKME.,

®aiinbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUHYHO, 6e3
y4acTusi KOMaHAHOW cTpoKK. MNpu 3TOM criegyeT MOMHUTb, YTO CTPOKM HauMHatoLLmecs ¢
! MITHOPUMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN0YEHbI B A4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.

2.1 BBoa KOMaHA B KOMaHAHOM CTpoOKe

KomaHAHbI nHTepripeTaTop Air pa3paboTaH Takium 06pa3oMm, UTo6bl UM MOT MO/Ib30BaTbCs
KakK HauMHaoLLMIA, TaK 1 OMbITHbLIV NoNb30oBaTeNb. Bce KOMaHAb! M NapaMeTpbl UMeLoT
SICHbIE U IErKO 3aNOMVHaLLMeCs Ha3BaHWUS.
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KomaHAb! pa3buTbl Ha rpynnbl U BbICTPOEHbI B Miepapxuto. TakMm 06pasom, Ans
BbINONHEHNSI KaKOV-NM60 HAaCTPOMKM MONb30BaTeN0 HY>XXHO NoC/eA0BaTeNbHO BBECTU
Ha3BaHWS BNOXEHHbIX FPYMNn KOMaHZA (Y310BblX KOMaHZA) 1 3aTeM BBECTY KOHeUHYH
KOMaHAy € napameTpamMu.

Hanpumep, IP-agpec ceteBoro nHtepderica FastEthernet0/Vlan2 3agaetca komaHAol
address, koTopas HaxoauTcsa B rpynne interface - ip:

(config)>interface FastEthernet0/Vlan2 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopg B rpynny

HEKOTOpre y310Bble KOMaHAbI, cogep>Kallne Ha6op AOYEPHUX KOMaH/, MO3BONAKOT
NnoJsib30BaTeNN0 BbINO/IHUTE «BXOA» B rpynny, UTO6bI BBOAUTH AOYepHME KOMaHAbI
HENnocpeACTBEHHO, HE TPaTA BpeMA Ha BBOA MMEHU y3}'IOBOVI KOMaHAbl. B aTom cydae
MeHAETCA TEKCT NpurnatleHna KOMaHAHOoM CTPOKN, UTOo6bI MONBL30BAaTE b BUAEN, B KAKOW
rpynne oH HaxoAnmTcA.

JobaBneHa koMaHAa exit iy no HaxaTuto KombuHaunm knasuw [Ctri]+[D] BeInonHAETCA
BbIXOJ, U3 rpynnsbl.

Hanpumep, npu Bxoge B rpynny interface npurnalueHme KOMaHAHOM CTPOKM MEHSAEeTCS
Ha (config-if):

(config)>interface FastEthernet0/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 Aicnonb3oBaHWe CNpPaBKU U
aBTOAONOJIHEHUA
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[na Toro uto6bI caenaTb NPOLLECC HACTPOMKN MaKCUManbHO YA06HLIM, MHTepdeic
KOMaHAHOWN CTPOKM NMeeT PYHKLIMIO aBTOA0MNONHEHNS KOMaHA 1 NapaMeTpoB,
noZcKasblBas onepaTopy, Kakme KOMaHAbl JOCTYMHbI Ha TeKyLLeM YPOBHE BNOXEHHOCTN.
ABTOZOMNONHEHME paboTaeT No HaxaTuto knasuww [Tab]. Hanpumep:

(config)>in[Tab]
interface - network interface configuration
(config)> interface Fa[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0
FastEthernet0/Vlanl
FastEthernet0/Vlan2
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(config)> interface FastEthernetO[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0/Vlanl
FastEthernet0/Vl1an2

(config)> interface FastEthernetO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLein KoMaHZge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface FastEthernet0/Vlan2 [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface FastEthernet0/Vlan2
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2.3 Npedpukc no

ﬂpe¢|/||<c No Ncnonb3yeTcd AN1A OTMEHDbI AEMCTBMH KOMaH/Abl, nepeg KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHga interface oTBeyaeT 3a co3jaHne ceTeBOro MHTepdeiica ¢ 3afiaHHbIM
nmeHeMm. Npedukc no, NCNob3yeMblli C 3TON KOMaHAOW, BbI3biBaeT 0bpaTHOe fencTBre —
yaaneHue nHtepoderica:

(config)> no interface PPPoOEO

Ecnu komaHaa cocTaBHasi, No MOXeET CTaBUTbLCS Nepeg NtobbiM ee yneHoM. Hanpumep,
koMmaHza service dhcp Bkntouaet cnyxby DHCP 1 coCTOUT U3 ABYX YacTeli: service —
NMeHW rpynnbl B nepapxmm komaHg, n dhcp — KoHeuHoM KoMaHAbl. MNpedrKc No MOXHO
CTaBUTb Kak B Hayane, Tak 1 B cepeAnHe. [leicTare B 060Mx cyvasx byaeT OANHAKOBbLIM:
OCTaHOBKa CNYX6bI.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,

30

MHoruve koMaHAbl 061a4at0T CBOMCTBOM LOeMN0meHmMHOCMU, KOTOPOe NPOosIBAETCA B
TOM, YUTO MHOFOKPATHbIV BBOZA 3TUX KOMaHJ, MPUBOANT K TEM Xe U3MEHEHUAM, YTO U
OofHOKpaTHbIN. Hanpumep, komaHAa service http gob6aBnseT cTpoky «service http» B
TeKyLe HaCTPOMKMW, 1 NPV MOBTOPHOM BBOJE HMNYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosifeT 406aBNSATb He OfHY, a8 HECKO/IbKO 3anuceri, ecnu
BBOAWTb MX C pasHbIMU aprymMeHTamu. Hanpumep, ctatmyeckve 3anucu B Tabamue
MapLipyTusaumu ip route nnv ¢punbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NPUCYTCTBYIOT B HAaCTPOIKax B BUAE CMNCKA:

Hpmmep 2.1. Ucnonb3oBaHVie KOMaHAbI € MHOIroKkpaTHbIiM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1

3anuncm n3 Takux Tabanu, MoXxHo YAaNnATb No OfHON, ncnonb3yq npec|>l/||<c no, 1 yKa3blBas
B aprymeHTe kKoMmaHAbl, Kakyto MMe@HHO 3anncb Tp66yETCF| YAANNTb!:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config
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.1,

ip route 1.
.1.3.

ip route

55.255.255.0 PPTPO
55.255.255.0 PPTP1

(R gy

02
02

2.5 CoxpaHeHue HacTpoekK

TekyLie 1 CTapTOBble HACTPOMKM XpaHATCS B dpalinax running-config n startup-config.
Ansi TOro 4To6bl COXPaHUTL TeKyLLMEe HACTPOKN B SHEPrOHE3aBUCMMYHO NMaMsATb, HYXXHO
BBECTM KOMaHZAY KOMMPOBaHWs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTno)KeHHas nepesarpys3ka

Ecnn Air HaxoAMTCS Ha 3HAUUTENIbHOM YAafeHU OT ofepaTopa U yrnpaeBasieTcs no ceTy,
BO3HMKAET OMacHOCTb MOTEPSATh CBA3b C HAM MO MPUYMNHE OLUNBOUHbIX AeACTBUA

onepaTopa. B 3Tom cniyyae nepesarpyska 1 BO3BPAT K COXPaHEHHbIM HacTpoikam 6yayT
3aTPYAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/I0XEHHO nepesarpysku,

BbINOHUTb «OMaCHbIE» HACTPOIKM, 3aTeM BbIK/TIOUNTb TaliMeEp Y COXPaHUTb U3MEHEHUS.
Ecnv B npoLiecce HaCTPOLiKK CBSI3b C YCTPONCTBOM ByAeT noTepsiHa, onepaTopy A0CTaTOUHO
BYAeT A0XAaTbCA aBTOMATNUECKOW nepesarpyskiu 1 NOAKIHUYNTLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OonucaHue KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

MNpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  copy ¢«sources «destinations

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

source Ums gaiina MNyTb K daliny, KOTopbI HE0H6XO0AMMO
CKOMMpoBaTh.

destination |Wma ¢aina MyTb K KaTanory, Kyga éygeT ckonmpoBaH
dann.

Mpumep Hanpuwmep, coxpaHeHmne HacTpoek genaetcsd Tak:
(config)> copy running-config startup-config

(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

VICTOleﬂ N3MeHeHWniA Bepcmﬂ onvcaHue

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHwne Yaanutb ¢aiin ns namatu Air.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
filename Wma ganna MyTb K paliny, KOTOPLIA HEO6XOAMMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.14ls
OonucaHue BbiBecTy Ha akpaH cnncok ¢ainnos B yKkazaHHOM KaTanore.
Mpejukc no Het
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MeHsieT HacTpoAKM

Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.1.5 mkdir

OnucaHwue
Mpedukc no

MeHsieT HaCTpoViKKn

(config)> s [«directory:]
AprymeHT 3HauyeHue OnuncaHwue
directory CTpoka MNyTb K KaTanory. [lomkeH cogepxatb NMs

bainnoBoi CUCTEMbI M HEMOCPEACTBEHHO NYTh
K kaTanory B dopmarte < painoas cmcrema

> < nyTb >. NpuMepbl Gpalinosbix cnctem —

flash, temp, proc, usbn t. 4.

(config)> 1s FILES:

rel: FILES:
entry, type = D:
name: com
entry, type = R:
name: IMAX.mkv
size: 1886912512
entry, type = D:

name: speedfan

entry, type = D:
name: portable

entry, type = D:
name: video

entry, type = D:

name: HoBas nanka
Bepcus OnucaHve
2.00 JlobaBneHa komaHaa ls.

Co3paTb HOBbI KaTasnor.
HeTt

Het

MHorokpaTtHbiia BBog, Het
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.1.6 more

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config)> mkdir «directory»

AprymeHT 3HauyeHue OnucaHwue

directory Ctpoka MyTb K KaTanory.

(config)> mkdir SANDSK:/test
FileSystem: :Repository: "SANDSK:/test" created.

(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.

Bepcus OnucaHve

212 JobaBneHa komaHaa mkdir.

BbiBeCTV Ha 3KpaH cofepXXmMMoe TeKCToBOro gaiina NnoCcTpoyHoO.
Het
Het

Het

(config)> more «filename>

AprymeHT 3HauyeHue OnuncaHwue

filename Wms @anna MonHoe nma gaina nam NCeBAOHUM.

(config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1 rotate

Bepcus OnucaHve

2.00 JlobaBneHa KoMaHa more.

3.2 access-list

OnucaHwne

JocTyn K rpynne KOMaHz, A5 HaCTPOVKM BbIBPAaHHOIO CMCKa NpaBu
dunbTpaumm nakeToB. ECM CNNCOK He HalAeH, KOMaHAa NbITaeTCs ero
C03/aTb. TakoW CANCOK MOXET 6bITb NPUCBOEH CeTEBOMY UHTepdericy ¢
nomoLLblo KoMaHapl interface ip access-group.

KomaHgaa ¢ npedrkcom no yaansieT Crnmcok npasul.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Bxo)xaeHue B rpynny (config-acl)

CuHoncuc (config)> access-list <name»

(config)> no access-list wname>

AprymeHTbI AprymeHT |3HauyeHue |OnucaHue

name Ctpoka Ha3BaHwne cnuncka npasun ¢unbTpaumm (Access
Control List, ACL).

Mpumep (config)> access-list test_acl
Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa access-list.

3.2.1 access-list deny

OnucaHwue Jo6aBnTb 3anpeLyatoLLiee NpaBuIo GuabTPaL MM NakeToB B yKa3aHHbIN ACL.
KomaHga ¢ npedumkcom no yganset npasuso.

MNpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-acl)>  deny (tcp | udp) <source> <source-mask»
[ port((<«src-port-operator <source-ports)|
( range <source-port <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port «destination-end-port))]

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask»
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AprymeHThl

(config-acl)> no deny (tcp | udp) <sources <source-mask»
[port((<«src-port-operators<source-port)|
( range <source-ports <source-end-port»))]
<«destinations <destination-mask>
[ port((<«dst-port-operator «destination-port>)|
( range «destination-ports «destination-end-port,))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
«destinations <destination-mask>

AprymeHT 3HaueHue |OnucaHve
tcp Krwyesoe | TCP NpoOTOKO/I.
C/10B0
udp Krwyesoe |UDP npoToKon.
C/10B0
icmp Kmiwyesoe  |ICMP npoToKo-.
C/10B0
esp Krmwyesoe |ESP npoToKon.
C/1080
gre Knwyesoe |GRE npoTokon.
C/10B0
ipip Knoyesoe |IP in IP npoTOKO.
C/10B0
ip Knwyeoe |IP-npoToKon (BKAKOYaeT B cebs TCP,
C/10BO UDP, ICMP v npouwve).
source IP-agpec |AApec NCTOYHKKA B 3arosioBKe
IP-nakeTa.
source-mask IP-macka |Macka, npriMeHeHsemMas K agpecy
MCTOYHKKa B 3aronoeke IP-nakeTa,
nepe/ CpaBHeHVIEM C source.
CyLiecTByeT ABa cnocoba BBOJa Macku:
B KaHOHW4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuAe 6UTOBOI
ANViHbI NpeduKca (Hanpumep, /24).
source-port Lenoe MopT ncrounmka s TCP nnn UDP
4yucsio 3arosioBke.
source-end-port lenoe OkoHuaHue gmnanasoHa NnopToBs
4yucsio NCTOYHWMKaA.
src-port-operator |1t Onepartop «MeHbLUe» ANA CPpaBHEHUS
nopTa C yKasaHHbIM source-port.
eq OnepaTtop «paBHO» ANSA CPaBHEHMS
nopTa € yKa3aHHbIM source-port.
gt Onepatop «6obLUe» ANs CPpaBHEHNS

rnopTa C YKa3aHHbIM source-port.
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AprymeHT

3HauyeHve

OnucaHue

destination

IP-agpec

Ajpec HasHa4yeHus B 3arosioBke
IP-nakeTa.

destination-mask

IP-macka

Macka, nprumeHeHsemMas K agpecy
Ha3HaueHuA B 3aronoske IP-nakera,
nepe/j cpaBHeHveM c destination
CywecTByeT ABa cnocoba BBOJa MacKu:
B KaHOHWN4eckol dopme (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOW

ANViHbI Npedukca (Hanpumep, /24).

destination-port

Lenoe
4ucso

MopT Ha3HauyeHwa B TCP nnn UDP
3arosoBske.

destination-end-port|lenoe

4yncrsio

OKOH4aHMe gmarasoHa nopTtoB
Ha3Ha4yeHunA.

dst-port-operator |1t

OnepaTop «MeHbLLe» A/ CPpaBHEHNSA
nopTa C YKa3aHHbIM
destination-port.

eq OnepaTtop «paBHO» AN CPaBHEHUS
nopTa C yKa3aHHbIM
destination-port.

gt OnepaTtop «6osbLUe» 418 CpaBHeEHUS

nopTa € YKa3aHHbIM
destination-port.

Mpumep
range 18 88

Network::Acl: Rule accepted.

(config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »

255.255.255.0

Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »

range 18 88

Network: :Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »

255.255.255.0

Network: :Acl: Rule deleted.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

[JobaeneHa komaHaa access-list deny.

2.06

HoBoe 3HaueHwe ip 66110 f06aBAEHO B apryMeHT

protocol.

2.08

Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre v ipip

2.09.A.2.1

Jo6aBneHbl A1anasoHbl NOPTOB.
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3.2.2 access-list permit

OnucaHue Jo6aBuTb paspeLuatoLLiee npasuio dbuabTpaLmm NakeTos B yKasaHHbIN ACL.

KomaHga c npedurKcom no yaansiet npasuso.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config-acl)>  permit (tcp | udp) <sources <source-mask>
[port((<«src-port-operators<source-port:)|
( range <source-ports <source-end-port»))]
<«destinations <destination-mask>
[ port((<«dst-port-operator «destination-port>)|
( range «destination-port> «destination-end-port>))]
(config-acl)> permit(icmp | esp | gre | ipip | ip)«sources«source-mask>
«destination <destination-mask>
(config-acl)> no permit (tcp | udp) <sources <source-mask>
[ port((<«src-port-operators<source-ports)|
( range <source-ports <source-end-port»))]
<destinations «destination-mask>
[ port((<«dst-port-operator:«destination-port)|
( range «destination-port> «destination-end-port»))]
(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask>
«destinations <destination-mask>
AprymeHTbI AprymeHT 3HaueHue OnucaHue
tcp Krwyesoe | TCP NpOTOKO.
C/10BO
udp Kmiwyesoe |UDP npoToKon.
C/10BO
icmp Kmwyesoe  |ICMP npoTokKo.
C/10BO
esp Krmwyesoe |ESP npoTokon.
C/10BO
gre Krw4esoe  |GRE NpoTOKO.
CJ/10BO
ipip Kroyesoe |IP in IP npoTOKO.
CJ10BO
ip Knwyeoe |IP-npoToKON (BKAtOYaeT B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
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AprymeHT 3HaueHve |OnucaHve
source IP-agpec |AApec UCTOYHKKA B 3arojioBke
IP-nakera.
source-mask IP-macka |Macka, npriMeHeHaeMas K agpecy
MCTOYHKKa B 3aronoske IP-nakera,
nepe/ cpaBHeHVEM C source.
CywecTByeT ABa cnocoba BBOJa MacKu:
B KaHOHWN4eckol dopme (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOW
ANVHBI Npedukca (Hanpumep, /24).
source-port Llenoe MopT ncrtouHwka B TCP nnn UDP
uncnao 3aroJioBke.
source-end-port Lenoe OkoHYaHwue frarnasoHa nopTos
4yucJsio NCTOYHWKa.
src-port-operator |1t OnepaTop «MeHbLLe» A/ CPpaBHEHNSA
nopTa C YKasaHHbIM source-port.
eq OnepaTop «paBHO» /1Al CPaBHEHUS
nopTa C YKasaHHbIM source-port.
gt OnepaTtop «6osbLUe» 418 CpaBHeEHUS
nopTa C yKasaHHbIM source-port.
destination IP-agpec |Aapec Ha3HayeHWs B 3aronoske
IP-nakerta.
destination-mask IP-macka |Macka, npMMeHeHsaeMas K agpecy
Ha3HaueHWA B 3aronoBke IP-nakeTa,
nepes cpaBHeHneM c destination.
CywecTByeT AiBa cnocoba BBOJa MacKu:
B KaHOHWn4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuJe 6UTOBOI
ANViHbI Npedukca (Hanpumep, /24).
destination-port Llenoe MopT Ha3HauveHwA B TCP namn UDP
uncso 3aroJioBke.
destination-end-port|lenoe OKoH4YaHWe AranasoHa nopTos
uncriio Ha3Ha4yeHunA.
dst-port-operator |lt OnepaTop «MeHbLLe» A/ CPaBHEHNSA
nopTa C YKasaHHbIM
destination-port.
eq OnepaTop «paBHO» AN CPaBHEHUS
nopTa C yKasaHHbIM
destination-port.
gt Onepatop «6onbLUe» Ans CpaBHEHNS

nopTa C YKa3aHHbIM
destination-port.
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Npumep (config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 8080 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.

WcTopuns nsmeHeHunit |Bepcus onucaHue
2.00 JobasneHa KoMmaHaa access-list permit.
2.06 HoBoe 3HaueHue ip 6b110 fO06aBNEHO B apryMeHT
protocol.
2.08 Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre v ipip.
2.09.A.2.1 Jlo6aBneHbl AnanasoHbl MOPTOB.

3.2.3 access-list rule

OonucaHmne OTKNYNTL NpaBuno ACL, OrpaHNYNTbL BpeMs ero paboTbl pacnmncaHnem,
MN3MEHUTb €ro MecTo B CN1CKe NpaBua Uan 4o06aBUTb €ro onncaHue.

KomaHaa ¢ npeprKcom no BkItOUYaeT NPaBuio, OTMEHSeT pacncaHne nnm
yAansieT onuncaHue.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-acl)>  rule <index> (disable | schedule <schedule> | order

<new-1index> | description «descriptiom)

(config-acl)> no rule <index> (disable | schedule | description)
AprymeHTbI AprymeHT 3HauveHue OonucaHue

index lenoe uyucno |Homep npasumna ACL.

disable Kroyesoe OTKNtounTb Npasmno ACL.

c/oBo
schedule Pacnucanune Ha3BaHVe pacnncaHuns, Co34aHHOro npwu
nomMoLum rpynnel KoMaHa schedule.
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Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
order lenoe 4yncno |Hosas nosnuma npaswmna ACL B cnmcke.
description |CTpoka OnwucaHuve npaswuna ACL.

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

rule 0 disable
Rule disabled.

rule 0 schedule acl_schedule
Rule schedule set to "acl schedule".

(config-acl)>rule 0 description myacl

Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

Rule description set to "myacl".

rule 0 order 1
Rule 0 moved to position 1.

no rule 0 disable
Rule enabled.

no rule 0 schedule
Rule schedule removed.

no rule 0 description
Rule description removed.

Bepcusa

OnucaHue

2.08

JlobaBneHa koMaHa access-list rule.

3.3 adguard-dns

OnucaHwue
Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

BxoXkaeHue B rpynmny

CvHoncuc

Mpumep

WcTopus nsmeHeHum

(adguard-dns)

JocTtyn K rpynne KoMaHa Ans HacTporikm npodbunei 3awmTel AdGuard DNS.

I(conﬁg)> adguard-dns

(config)> adguard-dns
Core::Configurator: Done.

(adguard-dns)>

Bepcus

OnucaHune

2.12

Job6asneHa komaHaa adguard-dns.
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3.3.1 adguard-

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

dns assign

HasHaunTb npodunb 3amThl XOCTY. 10 yMONYaHMIO A/15 BCEX XOCTOB
ncnonb3yetca npodunb standard.

KomaHga c npedrkcom no Bo3BpaLLaeT 3HaueHre no yMonyaHmo — npodusib
standard.

[Ja
Ja
Ja
(adguard-dns)>  assign [ <host» ] <types

(adguard-dns)> no assign [ <host> ]

AprymeHT 3HauyeHue OnuncaHwue

host MAC-agpec XOCT, K KOTOpOMY NpuMeHsieTcs npoduib
3aWmnThl. ECnn He yKasaH, npodub
NPUMEHSIeTCA KO BCEM XOCTaM.

type default 3aluMTa He UCNoJib3yeTCs.
base broknpoBka pekiambl, TPEKNHIa 1 GULLINHTA.
standard BesonacHoe npeobpasosaHume DNS, 6e3
6710KMPOBKN.
family BnoknpoBKa peknambl, TPEKNHIa, GULLINHTA,

CaliToB A4/19 B3POC/bIX, BKNHOUUTL 6€30MacHbI
nouck B 6paysepe.

(adguard-dns)> assign base
AdguardDns::Client: Default type set.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA default
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been associated with »
"default" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA standard
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "standard" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA family
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "family" profile.

(adguard-dns)> no assign a8:1e:84:85:f2:72
AdguardDns::Client: Host "a8:1e:84:85:f2:72" has been removed.

(adguard-dns)> no assign
AdguardDns::Client: Default type set.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

3.3.2 adguard-

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

3.3.3 adguard-

OnucaHwue
MNpejukc no
MeHsieT HacTpoikmn

MHorokpaTHbIiA BBOA,

CvHoncuc

Mpumep

UcTopus nsmeHeHwnii

Bepcus OnucaHve

2.12 [JobaeneHa komaHaa adguard-dns assign.

dns check-availability
MpoBepuTb AOCTYNHOCTb CNyX6bl AdGuard DNS.
Het

Het

HeTt
I(adguard-dns)> check-availability

(adguard-dns)> check-availability
AdguardDns::Client: AdGuard DNS is available.

Bepcus OnucaHve
2.12 Jlo6baBneHa komaHaa adguard-dns check-availability.

dns enable

BrntounTe cnyxby AdGuard DNS.

KomaHaa ¢ npedrKcomM no oCTaHaBNMBaET CNyXo6y.
Ja

Ja

Het

I (adguard-dns)>  enable

I (adguard-dns)> no enable

(adguard-dns)> enable
AdguardDns::Client: AdGuard DNS enabled.

(adguard-dns)> no enable
AdguardDns::Client: AdGuard DNS disabled.

Bepcus OnucaHue

2.12 [Jlo6baBneHa komaHza adguard-dns enable.
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naBa 3 OnncaHme KoMaHp,

3.4 cloud control2 security-level

OnucaHwne YcTaHoBUTL ypoBeHb 6e3onacHocTu cepBuca Cloud Control2 ang mobuneHoro
npunoxeHus Keenetic. Mo ymMon4aHWIO Ha3HavYeH ypoBeHb 6e30MacHoCT
public.

Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> cloud control2 security-level (public | private)

AprymeHTbI AprymeHT |3HaueHune OnuncaHue

public Knw4esoe cnoso |foctyn k Cloud Control2 paspelueH ans
public, private n protected nHtep¢eiicos.

private |Knmw4esoe cnoso |focTtyn k Cloud Control2 pa3peLueH TonbKO
Ans private nHtepdeiicos.

Mpumep (config)> cloud control2 security-level public
CloudControl2: :Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

VICTOleﬂ Mn3MeHeHWiA Bepc”ﬂ onvcaHue

3.05 Job6asneHa komaHga cloud control2 security-level.

3.5 cloudflare-dns

OnucaHue JocTyn K rpynne KoMaHg Ans HacTponku npoduneli 3awmtel Cloudflare DNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (cloudflare-dns)

CunHoncuc I (config)> cloudflare-dns

Mpumep (config)> cloudflare-dns
Core::Configurator: Done.
(cloudflare-dns)>
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.05

JobaeneHa komaHaa cloudflare-dns.

3.5.1 cloudflare-dns assign

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

HasHauunTb npodunb 3anThl XOCTY. 10 YMOYaHMIO 415 BCEX XOCTOB
ncnonb3yeTtca npodunb standard.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoan4aHuio.

Ja
[Ja
Ja
(cloudflare-dns)>  assign [ <hosts ] «types
(cloudflare-dns)> no assign [ <hosts ]
AprymeHT |3HauyeHue OnucaHve
host MAC-agpec XOCT, K KOTOPOMY NpUMeHsieTcs npoduib
3awmnTbl. Ecnn He ykasaH, npodub
NMPUMEHSIETCA KO BCEM XOCTaM.
type default 3almTa He UCNOoJIb3yeTCs.
standard BesonacHbIi DNS, 6e3 610K1MpOBKN.
malware BriokvpoBKa BpefoHOCHbBIX MPOrpamMm.
family BrokvpoBKa Bpe;JOHOCHbLIX MPOrpamMMm v CaliTos
4N B3POC/IbIX.

(cloudflare-dns)> assign default
CloudflareDns::Client: Default type set.

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 default

CloudflareDns: :Client: "c0:b8:83:c2:cb:11" has been reassociated

v

with "default" profile.

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 standard

CloudflareDns: :Client: "c0:b8:83:c2:cb:11" has been reassociated

\J

with "standard" profile.

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 malware

CloudflareDns: :Client: "c0:b8:83:c2:cb:11" has been reassociated

v

with "malware" profile.

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 family

CloudflareDns: :Client: "c0:b8:83:c2:cb:11" has been reassociated

v

with "family" profile.
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naBa 3 OnncaHme KoMaHp,

(cloudflare-dns)> no assign c0:b8:83:c2:ch:11
CloudflareDns: :Client: Host "c0:b8:83:c2:cb:11" has been removed.

(cloudflare-dns)> no assign

CloudflareDns::Client: Default type set.

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

3.05

Jlo6aeneHa komaHga cloudflare-dns assign.

3.5.2 cloudflare-dns check-availability

OnucaHune MpoBepuTb AOCTYNHOCTL cnyx6bl Cloudflare DNS.

MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuvHoncuc

I(cloudflare-dns)> check-availability

Mpumep (cloudflare-dns)> check-availability
CloudflareDns::Client: Cloudflare DNS is available.

WcTopus nsmeHeHnit |Bepcus

OnucaHue

3.05

[JlobaBneHa komaHga cloudflare-dns check-availability.

3.5.3 cloudflare-dns enable

OnucaHwue BkntounTb cnyx6y Cloudflare DNS.

KomaHgaa c npedprkcom no ocTaHaBNMBAET CNyXo6y.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het

CuHoncnc I (cloudflare-dns)> enable
I (cloudflare-dns)> no enable
Mpumep (cloudflare-dns)> enable

CloudflareDns: :Client: Cloudflare DNS enabled.

(cloudflare-dns)> no enable

CloudflareDns::Client: Cloudflare DNS disabled.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 JlobaBneHa komaHaa cloudflare-dns.

3.6 components

OnucaHue JocTyn K rpyrne KOMaHA A1 yrnpas/ieHNst KOMMNOHEHTaMM1 MUKPOMPOrpaMmel.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

Bxo>xaeHue B rpynny (config-comp)

CuHoncuc (config)>  components
UcTopuns nsmeHeHnii Bepcus OonucaHue
2.00 JlobaBneHa KOMaHAa components.

3.6.1 components auto-update channel

OnucaHwue 3a4aTb NCTOYHMK KOMMOHEHTOB AN14 q)yHKLl,I/lI/I aBToO6HOBNEHUA. 1o
YMOJTYaHUIO NCNONb3yeTcd 3Ha4YeHne stable.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-comp)>  auto-update channel <channel
(config-comp)> no auto-update channel
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue

channel stable KOMMOHEeHTbI MOIHOCTLIO MPOTECTVPOBAHbI
M peKoMeHAyrTCs 418 YCTaHOBKW. B
Beb-vHTepderice 3TOT KaHa yKa3aH Kak
Penus.

preview KoMMnoHeHTbI cogepikaTt HoBelilme GyHKLNN
1 yCOBEPLUEHCTBOBAHUS, HO MPOTECTMPOBAaHbI
He MNOoNMHOCTLIO. B Be6-HTepdelice 3TOT kKaHarn
yKa3aH Kkak MpenBaputenbHas Bepcus.
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AprymeHT 3HauyeHue OnuncaHwue

draft KoMnoHeHTbI cogepaT HoBeWLne GyHKLMN
1N NCMONb3YHTCA ANS TeCTUPOBaHMA. B
Be6-nHTepdeince 3TOT KaHaN yKa3aH Kak
TectoBas cbopka.

Mpumep (config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 JlobaBneHa komaHAa components auto-update channel.

3.6.2 components auto-update disable

OnucaHwune CDyHKLl,VIﬂ aBTOMATMYecKoro 06HOBNAEHUSA KOMIMOHEHTOB. Mo yMONYaHNKO
aBTOMaTU4Yeckoe O6HOB/IEHME BKIHOUEHO.

KomaHza ¢ npedprKcom no Bk/HOUaET aBTOMaTU4eckoe 0bHOBEHME.,
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

CnHoncuc I(config—comp)> auto-update disable

I (config-comp)> no auto-update disable

Mpumep (config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.09 [JlobaBneHa komaHza components auto-update disable.

3.6.3 components auto-update schedule

OonucaHue MpucBoUTb pacnuncaHme Aas paboTbl PyHKLMM aBTOMATNYECKOro 06HOBAEHMS.
Mepes BbiNOAHEHNEM KOMaHAbl pacnmcaHue A0/MKHO 6bITb CO34aHO U
HacTpoeHo npw nomoLum koMaHabl schedule action.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

KoMaHAa ¢ npedurkcom no pa3pbiBaeT CBSi3b MeXAY pacnmncaHem u
aBTOMaTUYEeCKUM O6HOBNEHNEM.

Ja

Aa

Het

(config-comp)>  auto-update schedule «<schedule;

(config-comp)> no auto-update schedule

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnncanne |HasBaHMe pacnmcaHus, CO34aHHOro npu
nomMoLuwm rpynnel KoMmaHg schedule.

(config-comp)> auto-update schedule Update
Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.

Bepcus OnucaHue
3.03 JlobaBneHa komaHAa components auto-update
schedule.

3.6.4 components check-update

OnucaHune

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

MNpoBepuTbL 0OB6HOBIEHME MPOLLNBKYK A5 KAHAVAATA UV BELOMOro
yctporictea MogynbHon Wi-Fi Cnctembl.

Het
Het

Het

(config-comp)>  check-update [ force]

AprymeHT 3HauyeHue OnuncaHwue

force KnwyeBoe [MocToAHHO npoBepATb Hann4yne
CJ10BO 06HOBNEHUIA.

(config-comp)> check-update

release: 2.15.A.3.0-2
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sandbox: draft
timestamp: Dec 17 18:58:55
valid: no

(config-comp)> check-update force

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55

valid: no
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.14 [JlobaeneHa komaHaa components check-update.

3.6.5 components commit

OnucaHune |_|pI/IMeHI/ITb n3MeHeHns, BHeCeHHble KoMaHaaMu components install n
components remove.

Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-comp)>  commit
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 [JobaBneHa KOMaHAa components commit.

3.6.6 components install

OnucaHwue OTMeTUTb KOMMOHEHT ANs nocaeaytoLleil yctaHoBk. OKOHYaTeNbHas
YyCTaHOBKa BbINOIHAETCA KOMaHAo0M components commit.

MNpejukc no Het
MeHsieT HacTpouikm  /[la

MHorokpaTtHbIiA BBOg, [a

CuHoncnc (config-comp)>  install «component>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
component CTpoka Ha3BaHVe KoMnoHeHTa. CNMCoK JOCTYMHbIX
NS YCTAHOBKW KOMMOHEHTOB MOXET 6bITb
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

BbIBeJEH Ha 3KpaH KOMaHAoM components
list.

(config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.

Bepcus OnucaHve

2.00 JobasneHa koMaHAa components install.

3.6.7 components list

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CviHoncumc

AprymeHThl

Mpumep

HEPEKHFOLWITbCﬂ Ha Bbl6paHHy}O necoyHuLy n oTMeTuUTb 4114 YCTaHOBKU BCe
KOMIMOHEHTHI, Tpe6y+ou.u/|e M3MeHEHNA ANA COOTBETCTBUA BEPCN B
rnecoyHuue. Echm BeIMNONHNTL KOMaHAy 6e3 aprymeHTa, 1o 6yp,eT BbiBEAEH
BeCb CNMCOK BCEX KOMIMOHEHTOB TeKyU.I,EI7| necoYvyHmubl (yCTaHOBI'IEHHbIX n
AOCTYNHbIX 4114 yCTaHOBKI/I). Ecnn OTCYTCTBYET NoAK/TH4YeEHNE K MHTepHeT, TO
6y,qu BblBE€AEH TOJIbKO CMUNCOK y>Ke YCTaHOB/ME€HHbIX KOMMOHEHTOB.

HeT
Het

Het

(config-comp)>  list [ sandbox ]

AprymeHT 3HauyeHue OnucaHwue

sandbox CTpoka YpaneHHasa neco4yHuua, Hanpumep stable

nnn beta.

(config-comp)> list

firmware:
version: 2.13.C.0.0-1

sandbox: stable

local:
sandbox: beta

component:
name: base

priority: optional
size: 35233
version: 2.13.C.0.0-1
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naBa 3 OnncaHme KoMaHp,

hash: f65428af2a6fd636db779370deb5840
installed: 2.13.B.1.0-1

preset: minimal
preset: recommended
queued: yes

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHue
2.00 JobasneHa koMaHaa components list.
2.06.A.6 [JobaeneH napameTp sandbox. KomaHaa components

list Ao/KHa NCNONB30BaTLCS BMECTO yCTapeBLUeit
components sync.

3.6.8 components preset

OonucaHue BblbpaTb roToBbIli HA6OP KOMMOHEHTOB. YCTaHOBKAa Habopa BbINOHAETCS
KOMaHZo components commit.

Mpexae YemM ycTaHOBUTbL HAbOp KOMMOHEHTOB, MPOBepbTe NOC/IeHMEe BepCUmn
KOMMOHEHTOB Ha cepBepe 06HOBMEHNIA KOMaHAoM components list.
TpebyeTcsa nogkntoueHme K MHTepHeTy.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-comp)>  preset preset>

AprymeHTbI KonnuyecTtBo 1 Ha3BaHWsA roToBbIX HA6OPOB KOMMOHEHTOB MOTYT 6bITb
N3MeHEeHbI, MO3TOMY peKOMeHAyeTCs MPOBePUTb CINCOK AOCTYMHbBIX HA6OPOB
KoMaHZol preset [Tab].

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWHMManbHO BO3MOXHBIV 419 paboThbl
YyCTPOCTBA Habop KOMMNOHEHTOB byzeT
OTMEUYEH.

recommended |PekomeHAyeMbli HA6OpP KOMMOHEHTOB byaeT
OTMeYeH ANs YCTaHOBKM.

Mpumep (config-comp)> preset [Tab]

Usage template:
preset {preset}

Choose:
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naBa 3 OnncaHme KOMaHA,

minimal
recommended

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JlobaeneHa KomaHAa components preset.

3.6.9 components preview

OnucaHwue MNMoka3aTb pa3mep NPOLLUNBKW, COCTaBAEHHOW U3 KOMMOHEHTOB, BbIBPaHHbIX
C NoMoLLb KOMaHAbl components install.

Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncunc I (config-comp)>  preview
Mpumep (config-comp)> preview
preview:
size: 7733308
WcTopus nsmeHeHuimi Bepcus onucaHue

2.06 [JlobaBneHa KoOMaHAa components preview.

3.6.10 components remove

OnucaHue OTMETUTb KOMMOHEHT A5t NoC/eAytoLLero yaaneHus. OkoH4YaTenbHoe
yAaneHue BbINOHAETCA KOMaHAoM components commit.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBOg, [a

CuHoncuc I (config-comp)>  remove <component>
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

component CTpoka Ha3BaHVe KoMnoHeHTa. CNMCoK JAOCTYMHbIX
ANSA yAaneHns KOMNOHEHTOB MOXeT 6biTb
BblBeJeH Ha 3KpaH KOMaHAolM components
list.

(config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.

Bepcus OnucaHve

2.00 JobasneHa KOMaHAa components remove.

3.6.11 components validity-period

OnucaHune

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBWUTbL CPOK aKTyasibHOCTU NOKabHOroO CAncKa KOMMNOHEHTOB. 1o
NcTevYeHnn 3Toro BpeMeHn byaeT aBTOMaTUYeCKn BbiMOAHeHa KoMaHaa
components list Ana nonyyeHns TekyLLero Cnmcka KOMMNOHEHTOB C cepBepa
06HOBNEeHMA. [10 yMONYaHWIO NCMOJIb3yeTcs 3HadeHe 1800.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.

Ja

Ja

Het

(config-comp)>  validity-period <seconds>

(config-comp)> no validity-period

AprymeHT 3HauyeHue OnuncaHwue

seconds UYenoe umucro |CpoK aKTyasIbHOCTY NOKAJLHOIO Crncka
KOMIMOHEHTOB B CeKyHAax. MoXeT NpuHMMaTb
3HayeHWAa B npegenax ot 0 Ao 604800

BK/THOYNTENIbHO.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Bepcus OnucaHve

2.03 Jlo6aBneHa komaHAa components validity-period.
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naBa 3 OnncaHme KOMaHA,

3.7 crypto engine

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

BbibpaTtb TN 06paboTkun ESP IPsec NakeToB.
KomaHaa ¢ npedrKcom no oTkntouaeT GyHKLMIO.
Ja

Ja

Het

(config)> crypto engine <type>

(config)> no crypto engine

AprymeHT 3HaueHve |OnucaHve

type software |[porpaMMmHbIN pexmnm.

(config)> crypto engine software
IpSec: :CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHgaa crypto engine.

3.8 crypto ike key

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

AprymeHTbl

Job6asuTb kntou IKE ¢ naeHTUGUKaTOPOM YAaNeHHOW CTOPOHBI.
KomaHga ¢ npeprKcoM no yaanseT yKa3aHHbIN KoY.

Ja

Aa

Ja

(config)> crypto ike key names psk> (<type> <ids | any)

(config)> no crypto ike key name»

AprymeHT 3HauyeHue OnucaHwue

name Ctpoka Ha3BaHwe ktoya. JlonyckaeTtcs

Mncnonb3oBaHMe CMMBOJ10B JIAaTUHCKOro
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AprymeHT 3HauyeHue OnuncaHwue
andasuTa, UNdp, TOUKM, NoAYEPKMBAHUA U
Jeduca.
psk Ctpoka MNaponb ans ayteHTUdMKaumn. JnnHa napons
MOXeT 6bITb OT 6 40 96 CIMBOJOB.
type address NaeHTudnkatopom aensetca IP-agpec.
fqdn NaeHTudnKaTopom SBNAETCH NOAHOE
AOMeHHoe 1M,
dn NaeHTndrKaTopoM ABAAETCA JOMEHHOE NMS.
email NaeHTndunKaTopom ABNSETCA 3N1eKTPOHHbIN
agpec e-mail.
id CTpoka 3HaueHuVe naeHTudmnKaTopa yaaneHHowm
CTOPOHBI.
any Knouesoe PaspeluaeT ncnosib3oBaHue K0Ya N5
C/10BO 0601 yAaneHHO CTOPOHBI.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478 any

IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
added.

Mpumep

(config)> crypto ike key VirtualIPServer »
aDjs0C1lgvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
updated.

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »

removed.
VICTOleﬂ U3MeHeHU Bepcmﬂ onvcaHue
2.06 [Jlo6baBneHa komaHga crypto ike key.

3.9 crypto ike mtu

OnucaHue YcTaHoBUTbL 3Ha4eHue MTU, koTopoe byaeT nepegaHo IKE. o ymon4vaHuto
MTU HacnepyeTcs OoT nHTedelica, Yepes KOTOpbI OCyLLLeCTBAAeTCA AOCTYN B
NHTepHeT.
KomaHga ¢ npedumkcom no Bo3Bpallaet 3HadeHmne MTU no ymondaHumio.
Mpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config)> crypto ike mtu (value)
(config)> no crypto ike mtu
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
value UYenoe uucro |3HaveHune MTU. MoXeT NPUHUMAaTb 3HaYeHNs
B Npejenax ot 576 Ao 1500 BKAOUUTENbHO.
Npumep (config)> crypto ike mtu 1400
IpSec::Manager: IKE MTU value is set to 1400.
(config)> no crypto ipsec mtu
IpSec::Manager: Reset IKE MTU value.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

3.08 Jlo6aBneHa koMmaHga crypto ike mtu.

3.10 crypto ike nat-keepalive

OnucaHune YcTaHOBUTb TallM-ayT MexXay NakeTamu keepalive B ciyyae o6Hapy>KeHUs
NAT Mexay KnreHToM 1 cepBepoM IPsec. 1o yMo4YaHNIo YCTaHOB/IEHO
3HaueHwe 20.

KomaHaa ¢ npeprkcom no Bo3BpaLLaeT 3HayeHre rno yMOAYaHUI0.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)> crypto ike nat-keepalive nat-keepalive;
(config)> no crypto ike nat-keepalive
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
nat-keepalive |lYenoe umcno |Talm-ayT mexay naketamu keepalive B
cekyHAax. MoxeT npMH1UMaTh 3HaYeHns B
npegenax ot 5 Ao 3600 BKIHOUNTENBHO.
Mpumep (config)> crypto ike nat-keepalive 90

IpSec: :Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec::Manager: Reset crypto ike nat-keepalive timeout to 20 s.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

3.11 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa crypto ike nat-keepalive.

ike policy

JocTtyn K rpynne KOMaHA ANS HaCTPOViKM BblbpaHHOW nonnTtuku IKE. Ecnu
nonntuka IKE He HalijleHa, KOMaHAa NblTaeTca eé co3aaThb.

KomaHga c npedurkcom no yaanset nonnTtuky IKE. NMpm 3TOM AaHHas NOANTUKA
IKE aBTOMaTu4yeckn ygansaeTcs 13 scex npounen IPsec.

Ja

Aa

Ja

(config-ike-policy)

(config)> crypto ike policy name>

(config)> no crypto ike policy name>

AprymeHT 3HauyeHue OnucaHwue

name CTpoka Ha3saHve nonutuku IKE. lonyckaeTcs
1CNO/b30BaHMe CMBOJIOB JIAaTUHCKOro
andasuTa, UNbp, TOUKK, NOAHEPKNBAHMA Y

fedwuca.

(config)> crypto ike policy test
IpSec::Manager: "test": crypto ike policy successfully created.

(config)> no crypto ike policy test
IpSec: :Manager: Crypto ike policy "test" removed.

Bepcus OnucaHue

2.06 JobasneHa komaHaa crypto ike policy.

3.11.1 crypto ike policy lifetime

OnuncaHwne

Mpe¢ukc no

YCcTaHOBUTL BpeMs XN3HW accouunaumm IPsec IKE. o ymonyaHunto
1ncnonb3yeTca 3HaueHe 86400.

KomaHga ¢ npe¢|/||<c0M No BO3BpaLlaeT 3HaveHne No ymoa4aHuio.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-ike-policy)>  lifetime <lifetime>

(config-ike-policy)> no lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime Uesnoe uucso |Bpemsa xun3Hu accoumaumm IPsec IKE B
cekyHAax. MoxeT npuHMMaTb 3Ha4YeHUs B
npegenax ot 60 Ao 2147483647.

(config-ike-policy)> lifetime 3600
IpSec::Manager: "test": crypto ike policy lifetime set to 3600 s.

(config-ike-policy)> no lifetime
IpSec: :Manager: "test": crypto ike policy lifetime reset.

Bepcus OnucaHue

2.06 JobasneHa komaHgaa crypto ike policy lifetime.

3.11.2 crypto ike policy mode

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncmc

AprymeHTsl

Mpumep

3ajatb Bepcuto npotokona IKE. 1o ymonyaHno NCNonb3yeTcd 3HadeHne
ikevl.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoa4YaHuio.
Ja

Ja

Het

(config-ike-policy)>  mode mode>

(config-ike-policy)> no mode

AprymeHT 3HauyeHue OnucaHue

mode ikevl Bepcusa npoTtokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

(config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-ike-policy)> no mode
IpSec: :Manager: "test": crypto ike policy mode reset.

Bepcus OnucaHue

2.06 JobasneHa komaHgaa crypto ike policy mode.

3.11.3 crypto ike policy negotiation-mode

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

YcTaHoBUTE pexnm obmeHa ans IKEv1 (cMm. komaHgy crypto ike policy mode).
Mo ymonuaHuio Ncnob3yeTcsa 3HaveHre main.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Ja

Ja

Het

(config-ike-policy)>  negotiation-mode <negotiation-modes

(config-ike-policy)> no negotiation-mode

AprymeHT 3HauyeHue ‘Onwcal-wle

negotiation-mode main OCHOBHOV pexum, 3aLmiiaeT
naeHTndmKaumo nmpa.

aggressive |ArpeccmBHbIN PeXMM, He 3aLLMLLAEeT

naeHTndMKaumo nmpa.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec: :Manager: "test": crypto ike policy negotiation-mode reset.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHga crypto ike policy

negotiation-mode.

3.11.4 crypto ike policy proposal

OnucaHune

Jo6aBnTb B NoNUTUKY IKE CCbINKY Ha BblbpaHHbIN IKE proposal. OuepegHOCTb

f06aBneHns MeeT 3HaveHne Ans obMeHa JaHHbIMY No npoTokony IKE.

KomaHga c npedurkcom no yaanseTt ccoinky Ha IKE proposal.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.12 crypto

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuvHoncuc

Ja
Ja
Aa
(config-ike-policy)>  proposal <proposal

(config-ike-policy)> no proposal <proposal

AprymeHT 3HauyeHue OnuncaHwue

proposal Crtpoka HasBaHwue IKE proposal. lonyckaroTca
CUMBObI 1aTUHCKOTO andasuTa, Undpsl,
TOYKM, NogyepkmMBaHUA 1 geduchl.

(config-ike-policy)> proposal test
IpSec: :Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec::Manager: "test": crypto ike policy proposal "test" »
successfully removed.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ike policy proposal.

ike proposal

JocTyn K rpynne koMaHg, 415t HacTpoliku BbibpaHHoOro IKE proposal. Ecnu IKE
proposal He HaligeH, KOMaH/Aa NbITaeTca ero co3Aathb.

MONHbBIA CNNCOK aNrOPUTMOB WNGPOBaAHMA peann3oBaHHbIX B CUCTEME
npuBegeH B [prnoxeHnn.

KomaHga c npedurkcom no yaanset IKE proposal. Mpu 3Tom 13 Bcex NOANTUK
IKE aBTOMaTM4eCcKn yAansaTCa CCbIIKU Ha AaHHbIN [KE proposal.

Aa
Ja
Ja

(config-ike-proposal)

I(config)> crypto ike proposal names

I (config)> no crypto ike proposal name>
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name Ctpoka HasBaHwe IKE proposal. lonyckaroTcs
CUMBObI 1aTUHCKOTO andasuTa, Undpsl,
TOYKM, NogvepkmMBaHUA 1 geduchl.

Mpumep (config)> crypto ike proposal test
IpSec: :Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 [Jlo6baBneHa komaHgaa crypto ike proposal.

3.12.1 crypto ike proposal aead

OnucaHue BK/IIOUNTL PeXVM LdpoBaHus AFADANS IKE proposal.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config—ike—proposal)> aead

NMpumep (config-ike-proposal)> aead
IpSec: :Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »
mode.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.05 JobaBneHa komaHAa crypto ike proposal aead.

3.12.2 crypto ike proposal dh-group

OnucaHune Job6aBunTb BbibpaHHyto DH rpynny B IKE proposal ans paboTbl B pexunme PFS.
OuepegHoCTb f06aBNeHNS NMeeT 3HaueHre 419 obMeHa JaHHbIMY MO
npotokony IKE.

KomaHaa ¢ npepunkcom no yaanseT BblopaHHYO rpynmny.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

(config-ike-proposal)>  dh-group «dh-group»

(config-ike-proposal)> no dh-group «dh-group»

AprymeHT 3HauyeHue OnuncaHwue

dh-group 1 DH rpynna ans paboTel B pexume PFS.
2

5

14
15
16
17
18
19
20
21
25
26
31
32

(config-ike-proposal)> dh-group 14
IpSec: :Manager: "test": crypto ike proposal DH group "14" »
successfully added.

(config-ike-proposal)> no dh-group 14
IpSec::Manager: "test": crypto ike proposal "test" group type »
successfully removed.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ike proposal dh-group.

3.12.3 crypto ike proposal encryption

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn

Jlo6aBuTb BbI6paHHbIN TN WndpoBaHua B IKE proposal. OuepeaHoCTb
f06aBneHns MeeT 3HaveHne Ans obmMeHa fJaHHbIMY No npoTokony IKE.

KomaHga c npedunkcom no yaanset BbIbpaHHbIA TUMN WNPPOBaAHMS.
Ja
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIl/i BBog, /[la

CuHoncuc (config-ike-proposal)>  encryption «encryptions

(config-ike-proposal)> no encryption <encryption;

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

encryption |des Tun wndposaHus IKE.
3des

aes-chc-128
aes-chc-192
aes-chc-256
aes-ctr-128
aes-ctr-192
aes-ctr-256

NMpumep (config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JobasneHa komaHaa crypto ike proposal encryption.

3.12.4 crypto ike proposal integrity

OnucaHune [lo6aBuTb BbIGpaHHOe 3HaveHue anroputma nognucn HVAC B IKE proposal.
OuepegHoCTb fo6aBNeHNA MMeeT 3HaueHKe 419 obMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npednkcom no yaanseTt BblIopaHHbI aaropuTM.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a

CuHoncuc I(conﬁg4ke1woposan> integrity cintegrity

I(conﬁnge—proposaD>lu)integritycintegrity>
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
integrity md5 Anroputm nognucu HMAC IKE
shal COOBLLIeHWIA.
sha256
sha384
sha512
Mpumep (config-ike-proposal)> integrity sha256

IpSec::Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa komaHga crypto ike proposal integrity.

3.12.5 crypto ike proposal prf

OnucaHune Jo6aBuTb Bbi6paHHyto rpynny PRF B IKE proposal.
KomaHga c npedunkcom no yganseT BbI6paHHbI airopuTM.

MNpejukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTHbIl/i BBog, /[la

CuHoncuc (config-ike-proposal)>  prf «prf>
(config-ike-proposal)>  no prf prf>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
prf md5 Anropunt™m nognucu HMAC ansa IKE
shal COOBLLEeHWIA.
aes-xchc
sha256
sha384
sha512
aes-cmac

Air (KN-1610) — CnpaBOYHVK KOMaHZ, 67



naBa 3 OnncaHme KoMaHp,

Mpumep (config-ike-proposal)> prf sha256
IpSec: :Manager: "TEST": crypto ike proposal prf algorithm »
"sha256" successfully added.

(config-ike-proposal)> no prf sha256
IpSec::Manager: "TEST": crypto ike proposal "TEST" prf type »
successfully removed.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.05 Jo6aBneHa komaHga crypto ike proposal prf.

3.13 crypto ipsec incompatible

OonucaHue OTKNOUNTb NPOBEPKY COBMECTUMOCTM IPsec TyHHenei. Mo yMonyaHuo
HacTpoiiKa OTK/I0YEHa.

KomaHza ¢ npedpurkcom no BktoUaeT nposepky obpaTHoO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het

Cunoncnc I(config)> crypto ipsec incompatible

I (config)> no crypto ipsec incompatible

Npumep (config)> crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec::Manager: Compatibility checks is enabled.

VlCTOleﬂ n3MeHeHuA Bepcmﬂ onvicaHue

2.10 Jlo6baBneHa komaHga crypto ipsec incompatible.

3.14 crypto ipsec mtu

OnucaHwue YcTaHOBUTL 3HaueHune MTU, koTopoe byaeT nepefaHo [Psec. Mo ymonyaHuto
NCnonb3yeTca 3HaveHne auto.

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.15 crypto

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

BxoXkaeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

(config)> crypto ipsec mtu(auto | <value»)

AprymeHT 3HauyeHue OnucaHwue

auto KnwyeBoe MTU Ha3Ha4vaeTcs aBTOMaTUYeCcKU.
C/10BO
value lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHVMAaTbL 3HaUYeHNs

B npegenax oT 128 o 1500 BkAoUMTENBHO.

(config)> crypto ipsec mtu auto
IpSec::Manager: MTU is set to auto.

(config)> crypto ipsec mtu 1400
IpSec::Manager: Static MTU value is set to 1400.

Bepcusa OnucaHve

2.08 JlobaeneHa KoMaHgaa crypto ipsec mtu.

ipsec profile

[AoCTyn K rpynne KOMaHz ANst HaCTPONKM BbiI6paHHOro npoduns IPsec. Ecnn
npodunb He HaliZleH, KOMaHAa NbITaeTcs ero Co3Aathb.

KomaHga ¢ npedurkcom no yaanseT npodusib. Mpm 3TOM CCbINKM Ha AaHHbIN
NpodunIb aBTOMATUYECKM YAANSOTCS N30 BCEX KpUMTOKAPT IPsec.

Ja

Ja

Ja

(config-ipsec-profile)

(config)> crypto ipsec profile <name>

(config)> no crypto ipsec profile name»

AprymeHT 3HauyeHue OnuncaHwue

name Ctpoka HassaHwne npoduns IPsec. JlonyckaroTcs
CMMBOJIbI IaTUHCKOro andasuTa, umdpsl,

TOYKW, NOAYEPKNBAHUSA N fedUChI.

(config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.
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naBa 3 OnncaHme KoMaHp,

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.06 JobasneHa koMmaHgaa crypto ipsec profile.

3.15.1 crypto ipsec profile authentication-local

OnucaHue 3afatb TMN ayTeHTUGMKaLUMKM IOKaNBHOro XocTa. 1o ymonyaHuio
NCMoNib3yeTca 3HayeHune pre-share.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-ipsec-profile)>  authentication-local «auth

(config-ipsec-profile)> no authentication-local

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

auth pre-share Ha AaHHbIA MOMEHT eNHCTBEHHOE
JOCTYrNHOe 3HayeHwue.

NMpumep (config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec::Manager: "test": crypto ipsec profile authentication-local »
reset.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa koMaHga crypto ipsec profile
authentication-local.

3.15.2 crypto ipsec profile authentication-remote

OonucaHue 3agaTb TUN ayTeHTUGMKALMW yaaneHHoro xocta. Mo ymonyaHuo
MCNONb3yeTcs 3HaYeHue pre-share.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.

Mpedukc no [Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

Ja

Het

(config-ipsec-profile)>  authentication-remote auths

(config-ipsec-profile)> no authentication-remote

AprymeHT 3HauyeHue OnucaHue

auth pre-share Ha gaHHbIN MOMEHT eANHCTBEHHOE
JOCTYMNHOe 3HayeHwue.

(config-ipsec-profile)> authentication-remote pre-share
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

Bepcus OnucaHve

2.06 JobasneHa KoMmaHga crypto ipsec profile
authentication-remote.

3.15.3 crypto ipsec profile dpd-clear

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

3ajaTb CNocob AecTBMA Npy 06HapyXeHnn HepaboTatoLero nupa IKE. Mo
YMONYaHMI0 NapameTp BK/IOYEH, YTO 03HavaeT yaaneHne MHopmaLmm o

nupe.
KomaHga c npedunkcom no yctaHaBAMBaeT JeiicTBue B restart.
Ja

Ja

Het

I(config-ipsec-profile)> dpd-clear

I (config-ipsec-profile)> no dpd-clear

(config-ipsec-profile)> dpd-clear

IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »

set to "clear".

(config-ipsec-profile)> no dpd-clear

IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »

set to "restart".
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto ipsec profile dpd-clear.

3.15.4 crypto ipsec profile dpd-interval

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3afaTb NapameTpbl MeToAa AN 0O6HapyXeHns HepaboTatowmx IKE NMpoB..
Mo ymonuaHuio 3HaveHue interval paBHo 30, retry-count pasHo 3.

KomMaHgza ¢ npedprKcomM no BO3BpaLLAeT 3HAUYEHWS MO YMONYAHUIO.
Ja

Ja

Het

(config-ipsec-profile)>  dpd-interval<intervals[retry-count]

(config-ipsec-profile)> no dpd-interval

AprymeHT 3HauyeHue OnuncaHwue

interval UYenoe uucno |HTepBan oTnpasku DPD rnakeToB B CEKYHAAX.
Mo>ceT NnpuHMMaTb 3HaYeHus B Npejenax oT
2 [0 3600.

retry-count |Jenoe uucno |Konmuectso nomnbITOK oTNpaskuy DPD nakeTos.
MoxxeT npMHMMaTb 3Ha4YeHVsa B npejenax ot
3 70 60.

(config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHga crypto ipsec profile dpd-interval.

3.15.5 crypto ipsec profile identity-local

OnucaHune

Mpe¢ukc no

3azaTb NOKanbHbI ngeHTUdUKaTOp Ana npoduns IPsec.
KomaHgaa c npedpurkcom no yaansieT nokanbHblli ngeHTnoukaTop.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-ipsec-profile)>  identity-local type> «<id>
(config-ipsec-profile)> no identity-local
AprymeHTbI AprymeHT 3HaueHue OnucaHue
type address Tun nageHTnomkatopa — IP-agpec.
fqdn Tvn ngeHTndmrkatopa — nonaHoe
AOMeHHoe nMS.
dn Tun naeHTndrkKaTopa — JOMeHHoe
M.
email Tun ngeHtTndumkatopa — agpec e-mail.
id CTtpoka 3HaueHVe NoKabHOro
naeHTndumkaTopa.

Example (config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".
(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.06 Job6aeneHa komaHAa crypto ipsec profile identity-local.

3.15.6 crypto ipsec profile match-identity-remote

OnucaHune 3afaTb MAEHTNPNKATOP YAAaNEHHOI0 XOCTa AN BbIbpaHHOro npoduns IPsec.
KomaHga ¢ npedumkcom no yganaet naeHTuGuKaTop yaaneHHoro xocra.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ipsec-profile)> match-identity-remote («type><ids | any)
(config-ipsec-profile)> no match-identity-remote
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
type address Tun naeHtTndumkatopa — IP-agpec.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
fqdn Tun naeHTndrkaTopa — NoJHOe JOMEeHHOoe
nms.
dn Tun ngeHTndunkaTopa — AOMEHHOE NMS.
email Tun naeHTndurkatopa — agpec e-mail.
id CTpoka 3HadveHne naeHTUdMKaTopa yaaneHHoro
XocTa.
any Kriw4yesoe Pa3spewwnTb ncnonb3oBaHme n060ro
CJ1080 yAa/IeHHOro xocTa.

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ipsec profile

match-identity-remote.

3.15.7 crypto ipsec profile mode

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

YCTaHOBUTb pexuM paboTbl IPsec. 10 yMOAYaHUIO UCMOb3YyeTCs 3HaYeHne
tunnel.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHWIO.
Ja

Aa

Het

(config-ipsec-profile)>  mode mode»

(config-ipsec-profile)> no mode

AprymeHT 3HaueHve |OnucaHve

mode tunnel TYHHeNbHbIN pexuMm, Npu KOTOPOM
Becb IP nakeT wupyetca n/mam
npoBepseTcs Ha NOAJIMHHOCTb.

transport |TpaHCNOPTHbLIV peXxuMm, Koraa
wndpyeTcs TONbKO CoOAepXMMOoe
IP-nakeTa.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »
"transport".

(config-ipsec-profile)> no mode
IpSec::Manager: "test": crypto ipsec profile mode reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec profile mode.

3.15.8 crypto ipsec profile policy

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHum

3ajaTb CCbIIKY Ha CyLlecTBYyHOLLYO NoanTuky IKE (cM. KomaHay crypto ike
policy).

KomMaHza ¢ npeprKCoM No yaansaeT CCbiaky.
Ja
Aa
Het
(config-ipsec-profile)>  policy «policy»

(config-ipsec-profile)> no policy

AprymeHT 3HaueHue OnucaHwue

policy Crpoka HasBaHwue nonntmnkun IKE. Cnmncok
AOCTYMHbIX MOUTUK MOXHO YBUAETH

€ nomoLbo KomaHabl policy [Tabl.

(config-ipsec-profile)> policy [Tabl
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".

(config-ipsec-profile)> no policy
IpSec: :Manager: "test": crypto ipsec profile policy reset.

Bepcus OnucaHve

2.06 Job6asneHa KkomaHaa crypto ipsec profile policy.
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naBa 3 OnncaHme KoMaHp,

3.15.9 crypto ipsec profile preshared-key

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3afaTb CBA3aHHYO KtoueByto dpasy Ans jaHHoro npoduns IPsec.
KomaHga c npedunkcom no yganseT kio4veByr Gpasy.

Ja

Ja

Het

(config-ipsec-profile)>  preshared-key preshare-key»

(config-ipsec-profile)> no preshared-key

AprymeHT 3HauyeHue OnuncaHwue

preshare-key|Crpoka 3HauveHMe KntoyeBo hpasbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec: :Manager: "test": crypto ipsec profile preshared key reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec profile
preshared-key.

3.15.10 crypto ipsec profile xauth

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

BkntounTb foNoAHUTENBHY0 ayTeHTUdUrKauumio XAuth ana pexuma IKEv1. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHa.

KoMaHAa ¢ Npedurkcom no OTKIHOYAET AOMONHUTENIbHYH NPOBEPKY
NOA/IMHHOCTM.

Ja

Aa

Het

I (config-ipsec-profile)>  xauth <type>

I (config-ipsec-profile)> no xauth
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HaueHve |OnucaHve
type client KnneHTckuin pexxmm.
server CepBepHbI pexmnm.

(config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec::Manager: "test": crypto ipsec profile xauth is disabled.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ipsec profile xauth.

3.15.11 crypto ipsec profile xauth-identity

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

NcTopusa nsmeHeHum

YKa3aTb 0rvH 415 AONONHUTENbHOM ayTeHTudukaumm XAuth B KIMEHTCKOM
pexvme.

KomaHaa ¢ npepurkcom no yaanseT noruH.

Aa

Ja

Het

(config-ipsec-profile)>  xauth-identity <identity»

(config-ipsec-profile)> no xauth-identity

AprymeHT 3HauyeHue OnucaHue

identity Crpoka JIOrvH ANSA KNMeHTCKoro pexuma XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Bepcus OnucaHue

2.06 JobasneHa komaHza crypto ipsec profile xauth-identity.
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naBa 3 OnncaHme KoMaHp,

3.15.12 crypto ipsec profile xauth-password

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.16 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

YKazaTb Naposib AN JONONHUTENbHOM ayTeHTUdMKaLmmn XAuth B KIMEHTCKOM
pexvme.

KomaHga ¢ npedrKCOM no CcTMpaeT 3HaYeHne Napons.
Ja
Ja
Het
(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

AprymeHT 3HauyeHue OnuncaHwue

password Ctpoka Maponb Ans KINeHTCKOoro pexnma XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
xauth-password.

ipsec rekey delete-delay

3aAatb MHTepBas nepey yaaneHvem IKE SA nocsie nonyyeHns KOMaHAbl
DELETE OT yA4aneHHON CTOPOHbI. [10 yMOA4aHMIO NCNob3yeTcs 3HaueHre 10.

KomMaHza ¢ npedprKcoM Nno BO3BPALLAET 3HAUEHME MO YMONYAHUIO,
Ja

Ja

Het

I (config)> crypto ipsec rekey delete-delay «delay>

I (config)> no crypto ipsec rekey delete-delay

78

CnpaBoyHuK kKoMmaHa — Air (KN-1610)



naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3.17 crypto

OnucaHune

MNpedukc no
MeHsieT HaCTPOMKMN
MHorokpaTHbI/ BBOJ,

CviHoncuc

Mpumep

WcTopus nsmeHeHwnii

3.18 crypto

OnucaHwne

AprymeHT 3HauyeHue OnuncaHwue

delay lenoe umucro |3HayveHMe 3ajepXKKU B ceKyHAax. MoxeT
NMPUHMMaTL 3HaYeHNA B Npesenax ot 1 40 60.

(config)> crypto ipsec rekey delete-delay 1
IpSec::Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga crypto ipsec rekey delete-delay.

ipsec rekey make-before

BrntounTb pexunm yctaHoBkU HOBbIX IKE SA A0 pa3pbiBa npeapiayLumx. o
YMONYaHUIO QYHKLMA OTKIOYEHaA.

KomaHgza ¢ npepurKCcoOM NO OTK/KOUAET 3TOT PEXMM.
Ja
Ja

HeTt

I(config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before

(config)> crypto ipsec rekey make-before
IpSec::Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

Bepcus OnucaHve

2.1 [Jlo6baBneHa komaHga crypto ipsec rekey make-before.

ipsec transform-set

[OCTyn K rpynne KOMaHZA A1t HaCTPOLik/ BbI6BpaHHOro Npeo6bpasoBaHus [Psec
ESP BO 2 dpase. Ecnm npeobpasoBaHuMe He HalAeHO, KOMaHAA NbITaeTcs ero
co3patb.
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naBa 3 OnncaHme KoMaHp,

KomaHaa ¢ npedpurkcom no yaanset npeobpasoBaHue. MNpu 3TOM 13 Bcex
KPpUNTOKapT IPsec aBTOMaTmnyecKkmn YAANAKTCA CCbI/IKN Ha AaHHOE
npeobpasoBaHue.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

BxoxxaeHue B rpynny (config-ipsec-transform)

CuHoncue (config)> crypto ipsec transform-set name>
(config)> no crypto ipsec transform-set name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka HasBaHune npeobpasoBaHus IPsec.
JonyckatoTca CMMBObI NATUHCKOTO
andasuTa, Unbpbl, TOUKK, NOAYEPKNBAHUSA
n geducel.
Mpumep (config)> crypto ipsec transform-set test
IpSec: :Manager: "test": crypto ipsec transform-set successfully »
created.
(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.06 JobasneHa koMaHgaa crypto ipsec transform-set.

3.18.1 crypto ipsec transform-set aead

OnucaHue Brntountb pexxum wndposaHua AEADAnS IPsec.
MNpe¢ukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue I(config-ipsec—transform)> aead

Mpumep (config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »
AEAD mode.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHza crypto ipsec transform-set aead.

3.18.2 crypto ipsec transform-set cypher

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

[o6aBuTb Bbl6paHHbIN TN WndpOBaHMA B Npeobpa3oBaHue IPsec.
OuepegHoCTb f06aBNEHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npepurkcom no yaanseT BolbpaHHbIA TUN WNdpPOBaHUS.
Ja

Aa

Ja

(config-ipsec-transform)>  cypher <«cypher;

(config-ipsec-transform)> no cypher <«cypher;

AprymeHT 3HauyeHue |OnucaHve

cypher esp-des Tun wndpoBaHma NpeobpaszoBaHUs
IPsec ESP.

esp-3des

esp-aes-128

esp-aes-192

esp-aes-256

(config-ipsec-transform)> cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHga crypto ipsec transform-set cypher.

3.18.3 crypto ipsec transform-set dh-group

OnucaHune

Jlo6aBuTb BbIbpaHHyto DH rpynny B npeobpa3osaHue IPsec ans paboTbl B
pexuvme PFS. OuepefHOCTb Jo6aBNeHNS NMeeT 3HaueHue 419 obMeHa
JaHHbIMW No npoTokony IKE.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

KomaHga c npedurkcom no yaanseT BoIbpaHHY0 rpynny.
Ja

Aa

[Ja

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

AprymeHT 3HauyeHue |OnucaHve

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2

5

14
15
16
17
18

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.

Bepcusa OnucaHve
2.06 Jlo6aBneHa koMaHgaa crypto ipsec transform-set
dh-group.

3.18.4 crypto ipsec transform-set hmac

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

Jo6aBuTb BbibpaHHbI anroputm noagnucn HVIAC B npeobpasoBaHue IPsec.
OuepegHoCTb fo6aBNeHNA MMeeT 3HaueHKe 419 obMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npedunkcom no yaanseTt BbIOpaHHbI aaropuTM.
Ja
[Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

CnHoncuc (config-ipsec-transform)>  hmac <hmac

(config-ipsec-transform)> no hmac <hmac>

AprymeHTbI AprymeHT |3HaueHue OonucaHune

hmac esp-md5-hmac Anroputm noanmuecn HMAC
npeobpasoBaHus IPsec ESP.

esp-shal-hmac

esp-sha256-hmac

Mpumep (config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set hmac »
"esp-shal-hmac" successfully added.

(config-ipsec-transform)> no hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set "test" hmac »
successfully removed.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.06 JobaBneHa koMaHga crypto ipsec transform-set hmac.

3.18.5 crypto ipsec transform-set lifetime

OnucaHwue YCTaHOBUTL BpeMsi XXN3HW BbIbpaHHOro npeobpasoBaHus IPsec. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ipsec-transform)>  lifetime <lifetimes
(config-ipsec-transform)> no lifetime
AprymeHTbl AprymMeHT |3HaueHme |OnucaHwne
lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHunsa IPsec B
cekyHaax. MoxeT NnpyHUMaTh 3Ha4YeHns B
npegenax ot 60 Ao 2147483647.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

3.19 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

(config-ipsec-transform)> lifetime 8640
IpSec::Manager: "test": crypto ipsec transform-set lifetime set »
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec transform-set
lifetime.

map

JocCTyn K rpynne KOMaHz ANst HACTPOWMKM BblI6paHHOI KpUNToKapThl IPsec.
Ecnv kpynTokapTa He HalieHa, KOMaHAa NbiTaeTcs eé co34aThb.

KomaHga ¢ npedrkcom no yaanset KpUnTokapTy.
Ja
Aa
Ja

(config-crypto-map)

(config)> crypto map <name»

(config)> no crypto map <name»

AprymeHT 3HauyeHue OnucaHwue

name Ctpoka Ha3BaHVe KpunTokapThl IPsec. lonyckaroTcs
CUMBOJIbI TIATUHCKOrO andasuTa, Lndpsbl,
TOUKM, NoAYEPKMBAHUA U AedUChI.

(config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec: :Manager: Crypto map profile "test" removed.

Bepcus OnucaHue

2.06 JobaBneHa KoMaHaa crypto map.

84

CnpaBoyHuK kKoMmaHa — Air (KN-1610)



naBa 3 OnncaHme KOMaHA,

3.19.1 crypto map connect

OonucaHue BkntoumTb aBTOMaTU4YeCcKoe 6e3ycoBHOE coearHeHme IPsec ¢ yaaneHHowm
CTOPOHOI. HacTpolika He MeeT CMbICa, eC/I OCHOBHOMY YaneHHOMY XOCTy
NPUCBOEHO 3HauYeHue any (CM. KOMaHZy crypto map set-peer). Mo

YMOYaHMIO HAaCTPOIiKa OTK/IlOUeHa U coeAnHeHne byaeT yCTaHOBNEHO Nnpu
noneiTKe Nepegatb TpaduK Yepes npeobpasoBaHue IPsec ESP.

KomaHga ¢ ﬂpe¢I/IKCOM No OTK/1F0YaeT aBToOMaTmn4yeckoe 6e3yCﬂOBHOE
coeanHeHwme.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-crypto-map)>  connect

I (config-crypto-map)> no connect

Mpumep (config-crypto-map)> connect
IpSec::Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.06 JobaBneHa koMaHga crypto map connect.

3.19.2 crypto map enable

OnucaHue BkntounTb BbIGpaHHYO KpUnToKapTy IPsec. Mo ymonyaHuio napameTp
BKJIHOYEH.

KomaHga ¢ npedrnKcom no oTKIoUaeT KPUNTOKaPTY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I (config-crypto-map)>  enable
I (config-crypto-map)> no enable
NMpumep (config-crypto-map)> enable

IpSec: :Manager: "test": crypto map enabled.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

Bepcus OnucaHue

2.06 JobasneHa KoMaHaa crypto map enable.

3.19.3 crypto map fallback-check-interval

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

BknounTb neprogmyeckyto NpoBepKy AOCTYMHOCTY OCHOBHOMO XOCTa U
BO3BpaTa Ha Hero B TOM C/lyyae, Korfa HasHayeHbl 1 OCHOBHOW 1 pe3epBHbIi
yAaneHHble XOCTbl. 10 yMONYaHUIO HAaCTPOiKa OTKHOYEeHa.

KomaHga ¢ npedrnkcom no oTKIoUaeT NpoBepky.

Ja

Ja

Het

(config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

AprymeHT 3HaueHne |OnucaHue

interval-value|lesoe uuco |[lepnos NnpoBepkn B cekyHAax. MoxeT
NPpUHMMaTL 3Ha4YeHNs B Npejenax oT 60 J0
86400.

(config-crypto-map)> fallback-check-interval 120
IpSec::Manager: "test": crypto map fallback check interval is »
set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec: :Manager: "test": crypto map fallback check interval is »
cleared.

Bepcus OnucaHve

2.06 JobasneHa KoMaHAa crypto map

fallback-check-interval.

3.19.4 crypto map force-encaps

OnucaHune

MpUHYANTENbHO BKAOYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP ans o6xoaa
firewall n NAT.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

KoMaHAa ¢ Npe¢prkCcoM No OTK/HOYAET 3TOT PEXUM.

Ja
Aa

Het

I (config-crypto-map)>  force-encaps

I (config-crypto-map)> no force-encaps

(config-crypto-map)> force-encaps

IpSec::Manager: "test":

enabled.

(config-crypto-map)> no force-encaps

IpSec: :Manager: "test":

crypto map force ESP in UDP encapsulation »

crypto map force ESP in UDP encapsulation »

disabled.
Bepcus OnucaHve
2.08 [Jlo6baBneHa komaHga crypto map force-encaps.

3.19.5 crypto map I2tp-server dhcp route

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHThl

HasHaunTb MapLupyT, nepesaBaeMblii Yepes coobuieHns DHCP INFORM,
KnneHTam L2TP-cepBepa.

KomaHaa ¢ npeprKcom no oTMeHseT NoslyveHune yKkazaHHOro MapLupyTa.

Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yeT OTMEeHeHO noJlyyeHme Bcex

MapLLpYTOB.
[Ja
Ja
Ja

(config-crypto-map)>

12tp-server dhcp route address> mask»

(config-crypto-map)> no 12tp-server dhcp route [ <addresss masks ]

AprymeHT 3HauyeHue OnucaHwue
address IP-appec Afpec ceTeBOro KaneHTa.
mask IP-macka Macka ceTeBoro knmeHTta. CyLecTsyeT ABa

crocoba BBOJa MacCKu: B KaHOHWNYeCKOW

dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOM ANNHbI NpedurKkca (Hanpumep, /24).
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.

(config-crypto-map)> 12tp-server no dhcp route
IpSec::Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.

Bepcus OnucaHve
2.12 [JlobaeneHa komaHza crypto map I2tp-server dhcp
route.

3.19.6 crypto map I2tp-server enable

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Bkntouuntb L2TP-cepBep Ha KpunTokapTe IPsec. [To ymonyaHuio napameTp
BKJIHOYEH.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.
Ja
Aa

Het

I(conﬁg«xyptownapp> 12tp-server enable

I(conﬁg«xypto¢napﬁ>nothp-serverenable

(config-crypto-map)> 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.

(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
disabled.

Bepcus OnucaHve

2.1 Jlo6aBneHa koMaHza crypto map I2tp-server enable.

3.19.7 crypto map I2tp-server interface

OnucaHwne

MNpejukc no

CsizaTb cepBep L2TP € yKa3aHHbIM UHTepdelicoM.

KomaHaa ¢ npedunKcom no paspbiBaeT CBSi3b MeXAy CepBepOM U1
nHTepdericom.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-crypto-map)>  12tp-server interface <interface

(config-crypto-map)> no 12tp-server interface

AprymeHT

3HaueHue OnvicaHune

interface

NHTeppeiic MonHoe Msa nHTepderca Nm NCeBLAOHUM.
CnncoK AOCTYNHbIX ANt Bbl6opa
nHTepdelicoB MOXHO yBMAETb BBEASA
KoMaHay 12tp-server interface [Tab].

(config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl

GuestWiFi

(config-crypto-map)> 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »

is unbound.
Bepcus OnucaHve
2.11 Jlo6aBneHa komaHga crypto map I12tp-server interface.

3.19.8 crypto map I2tp-server ipvecp

OnucaHwne

Brnrounte nogaepxky IPv6. [ina kaxgoro L2TP-cepBepa co34ar0Tcs
DHCP-nynbl IPv6. Mo ymMOn4aHMIO HacTPOMKa OTK/IOYEHa.

KomaHgaa ¢ npedrKcom no OTK/I0UYaeT HacTpoliky.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja
Ja

Het

I (config-crypto-map)>  12tp-server ipvécp

I (config-crypto-map)> no 12tp-server ipvécp

(config-crypto-map)> 12tp-server ipv6cp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.

(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

Bepcus OnucaHve

3.00 JobasneHa koMaHaa crypto map I2tp-server ipvécp.

3.19.9 crypto map I2tp-server Icp echo

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

3afaTb NpaBuia TeCTUPOBAHUA coeanHeHna L2TP-cepBepa cpeactsamu LCP
echo.

KomaHga ¢ npedpurkcom no oTknto4aeT LCP echo.
Ja
[Ja
HeTt
(config-crypto-map)>  12tp-server lcp echo <interval> «count»

(config-crypto-map)> no 12tp-server lcp echo

AprymeHT 3HauyeHue OnuncaHwue

interval Uenoe uucno |VHTepBan mexay otnpaskamm LCP echo, B
cekyHzax. Ecniv B TeueHme ykasaHHOro
WHTepBana BpemMeHu oT yAaieHHON CTOPOHbI
He 6bln nonydeH LCP 3anpoc, el byaet
OTNpPaB/ieH TaKo 3anpoc € OXUAAHMNEM
oTteeTa LCP reply.

count lenoe uyncno |Konm4yecTBo OTMpaBAEeHHbIX NOAPSA 3arpocoB
LCP echo Ha KoTOpble He 6bi1 Mony4yeH oTBeT

LCP reply. Ecnn count 3anpocos LCP echo
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopus nsmeHeHwnii

3.19.10 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

ocTanucb 6e3 oTBeTa, coeavHeHVe byaeT
pa3opBaHo.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Bepcus OnucaHve

2.1 [Jlo6baBneHa koMaHgaa crypto map I2tp-server Icp echo.

map I2tp-server mru

YcTaHoBUTbL 3HaveHue MRU, koTopoe byaeT nepesaHo cepsepy L2TP. Mo
YMOJIYaHUIO NCMNOJIb3YeTCHa 3HaueHre 1200.

KomaHga ¢ npedurkcom no yctaHaBAMBaET 3HaUEHKMeE MO YMOAYaHUIO.
Ja

Aa

Het

(config-crypto-map)>  12tp-server mru aru»

(config-crypto-map)> no 12tp-server mru

AprymeHT 3HauyeHue OnuncaHwue

mru UYesoe uucro |3HaveHue MRU. MoxeT MpUHNUMaTb 3HaUeHnNs
B npegenax oT 128 o 1500 BkAOUMTENBHO.

(config-crypto-map)> 12tp-server mru 1500
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

Bepcus OnucaHue

2.1 JlobaBneHa komaHAa crypto map 12tp-server mru.
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naBa 3 OnncaHme KoMaHp,

3.19.11 crypto map I2tp-server mtu

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

3.19.12 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

YcTraHoBUTL 3HaveHve MTU, koTopoe byaeT nepegaHo cepsepy L2TP. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1400.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HAaUEHME MO YMOAYAHUNIO.
Ja

Ja

Het

(config-crypto-map)>  12tp-server mtu mtu»

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HayeHue OnuncaHue

mtu lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHVMATbL 3HaUYeHNS
B npegenax oT 576 o 1500 BkAoUMTENIbHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".

(config-crypto-map)> no 12tp-server mtu
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

Bepcus OnucaHve

2.11 [JobaeneHa komaHaa crypto map I2tp-server mtu.

map I12tp-server multi-login

PaspewnTb nogxntoyeHme K cepepy L2TP HeCKONbLKMX NoNb30BaTenei ¢
OfHOro aKKayHTa.

KomaHga c npedurkcom no oTK/IoYaeT HaCTPOKY.
Ja

[Ja

Het

I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.11 [JobaeneHa komaHaa crypto map I2tp-server
multi-login.

3.19.13 crypto map I2tp-server nat

OnucaHune BkntoumnTb TpaHCcnaLUuo agpecoB ana cepsepa L2TP.
KomaHgaa c npedrKcom no OTK/IYAET TPAHCASALMIO.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-crypto-map)>  12tp-server nat
I (config-crypto-map)> no 12tp-server nat

Mpumep (config-crypto-map)> 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.
(config-crypto-map)> no 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.1 Jlo6aBneHa koMaHaa crypto map l2tp-server nat.

3.19.14 crypto map I2tp-server range

OnucaHune Ha3HaunTb Ny agpecos AN14 KINEHTOB cepBepa L2TP. [1o yMonyaHuio
ncnonb3lyeTca pasmep nyna 100.

KomaHgaa c npedpurkcom no ygansiet nysn.

MNpedukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

3.19.15 crypto

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHThl

(config-crypto-map)>

12tp-server range <begin (<ends | <size)

(config-crypto-map)> no 12tp-server range

AprymeHT 3HauyeHue OnucaHue

begin IP-agpec HauvanbHbIll agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size UYenoe uucno |Pasmep nyna.

(config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38

IpSec: :Manager:

"VPNL2TPServer": crypto map L2TP/IPsec server »

pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100

IpSec: :Manager:

"VPNL2TPServer": crypto map L2TP/IPsec server »

pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range

IpSec: :Manager:

pool range deleted.

"VPNL2TPServer": crypto map L2TP/IPsec server »

Bepcus

OnucaHune

2.11

Jo6aBneHa komaHza crypto map I2tp-server range.

map I2tp-server static-ip

HasHaunTb nocTosiHHbLIN IP-agpec nonb3oBaTento. lonb3oBaTenb B cUCTEME
JOJIKEH MeTb MeTKy ipsec-12tp.

KomaHza c npedurKcom no yaansieT npussasky.

Aa
Ja

Het

(config-crypto-map)>

static-ip wsenr address>

(config-crypto-map)> no static-ip wsenr

AprymeHT

3HayeHue

OnvcaHune

user

CTpoka

MImMsa nonb3oBartens.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHwnii

3.19.16 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec HasHauvaemsblin IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHve

2.1 [Jlo6aBneHa komaHga crypto map l2tp-server static-ip.

map match-address

YCTaHOBUTb CCbIIKY Ha CYLLECTBYOLLY CMMCOK NPaBua GpUAbTPaLMn NakeTos
(cM. KOMaHgy access-list). MepBoe NpaBuo B CNNCKe ByAeT NCNONb30BaTbCA
ans ¢asbl 2 IPsec.

KomaHga c npedurkcom no yganset cCblky.

Ja

Aa

Het

(config-crypto-map)> match-address <access-list

(config-crypto-map)> no match-address

AprymeHT 3HauyeHue OnuncaHwue

access-list |CTpoka Ha3eaHwue cnuvcka npasun ¢punbTpaLmn.
Habop pocTynHbix Ans BbI6Opa CNUCKOB
MOXHO YBUAETb BBEAS KOMaHAy
match-address [Tab].

(config-crypto-map)> match-address [Tab]

Usage template:
match-address {access-list}

Choose:
_WEBADMIN GigabitEthernet0/Vlan4
_WEBADMIN ISP
_WEBADMIN Home
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

3.19.17 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

3.19.18 crypto

OnucaHune

Mpejukc no

MeHsieT HacTpoiAKK

_WEBADMIN Bridge2
_WEBADMIN Wireguard?2

(config-crypto-map)> match-address test
IpSec::Manager: "test": crypto map match-address set to "test".

(config-crypto-map)> no match-address
IpSec::Manager: "test": crypto map match-address reset.

Bepcus OnucaHue
2.06 JlobaBneHa komaHAa crypto map match-address.
map nail-up

Bk/tounTb aBTOMaTMYECKOe NepecoriacoBaHme npeobpasoBaHuii IPsec ESP
npuv UX yctapesaHun. Mo yMmonyaHvio napaMmeTp OTK/IHOYEH.

KomaHpaa c npedrKCcoOM no oTk/toUaeT aBTOMaTMYeCcKoe rnepecoranacoBaHue.
Aa
Ja

Het

I (config-crypto-map)>  nail-up

I (config-crypto-map)> no nail-up

(config-crypto-map)> nail-up
IpSec::Manager: "test": crypto map SA renegotiation enabled.

(config-crypto-map)> no nail-up
IpSec::Manager: "test": crypto map SA renegotiation disabled.

Bepcus OnucaHue

2.06 JobaBneHa koMaHaa crypto map nail-up.

map priority

YcTaHOBUTL NpUOpUTET ANA KPUNTOKapPTbI [Psec. 10 yMOMYaHMIO NCMO/b3YeTcs
3Ha4yeHue 0.

KomaHga ¢ npedurKcom no yctaHaBAMBaeT 3HaYeHMe o yMO4aHuIo.
Aa
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.19.19 crypto

OnucaHune

MNpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

Het

(config-crypto-map)>  priority priority»

(config-crypto-map)> no priority

AprymeHT 3HauyeHue OnuncaHwue

priority Uenoe 4ucno |3HayeHwue npuoputeta. MoxeT NpuHMMaTb
3HayeHWsa B npegenax ot 0 Ao 255
BK/IHOUNTENBHO.

(config-crypto-map)> priority 255
IpSec::Manager: "VPNL2TPServer": crypto map priority set to 255.

(config-crypto-map)> no priority
IpSec: :Manager: "VPNL2TPServer": crypto map priority reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map priority.

map reauth-passive

BkAoUMTb NaccnBHYO NepenpoBepky NOAANHHOCTU KpUNToKapTbl IPsec. Mo
YMONYaHMIO NapameTp BK/IOYEH.

KomaHza c nped1Kkcom no oTKIOYaEeT NacCMBHYHO NepenpoBepky
NOANNHHOCTM.

Aa
Ja

Het

I (config-crypto-map)>  reauth-passive

I (config-crypto-map)> no reauth-passive

(config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.

(config-crypto-map)> no reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 [JobaeneHa komaHza crypto map reauth-passive.

3.19.20 crypto map set-peer

OnuncaHmne Ha3HaunTb OCHOBHOW yjaneHHbI XOCT ANS YCTaHOBNEHWSA COeANHeHNs IPsec.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CnHoncuc (config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

remote-ip Ctpoka IP-agpec nan [oMeHHOoe NMS YAANEHHOMO
XocTa.

any MprHUMaTL Nto6ble BXOAALLME COEAMHEHNS.

Npumep (config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec: :Manager: "test": crypto map remote primary and fallback »
peer reset.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.06 JobaBneHa koMaHaa crypto map set-peer.

3.19.21 crypto map set-peer-fallback

OnucaHune Ha3HauuTb pe3epBHbI yganeHHbI XOCT 418 YCTaHOBEHNS COeANHEeH s
IPsec. 3Ta HaCTpoOIKa MOXeT 6bITb BbINOJIHEHA MOC/Ie Ha3HaYeH Vs OCHOBHOIO
y3na (cM. KomaHzay crypto map set-peer).

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.19.22 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

Het

(config-crypto-map)>  set-peer-fallback «remote-ip»

(config-crypto-map)> no set-peer-fallback

AprymeHT 3HauyeHue OnuncaHwue

remote-ip CTpoka IP-agpec nnn fomeHHoe Nma yaaneHHoro
XOocTa.

(config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-peer-fallback.

map set-profile

3afaTb CCbIIKY Ha cyLecTByOLWMIA Npoduab IPsec (cM. komaHgy crypto ipsec
profile).

KomaHga c npedunkcom no yaanseT cCbliky.

Aa

Ja

Het

(config-crypto-map)>  set-profile profile»

(config-crypto-map)> no set-profile

AprymeHT 3HauyeHue OnucaHue

profile CTpoka Nmsa npoduns IPsec. CANCOK AOCTYMHbIX ANSA
Bbl6opa npodunein MoXHO yB1AeTb BBeAS
KkoMmaHgay set-profile [Tab].

(config-crypto-map)> set-profile [Tab]

Usage template:
set-profile {name: {A-Z, a-z, 0-9, ., , -}}
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

3.19.23 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Choose:
TEST
MYMY
VirtualIPServer
VPNL2TPServer

(config-crypto-map)> set-profile test
IpSec::Manager: "test": crypto map ipsec profile is set to "test".

(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-profile.

map set-tcpmss

YCTaHOBWUTb OrpaHnyeHne MakCMaaibHOro pasMepa cerMeHTa UCXoAALLMX
ceccuin TCP B paMkax faHHOro TyHHens IPsec. Ecnm 3HaueHme MSS, koTopoe
nepegaeTcs B noJsie 3arosioBka SYN-MakeToB, MpeBbILLaeT 3a4aHHOe, KOMaHAa
MeHsieT ero. Pexxum Path MTU Discovery no3BossieT aBToMaTnyecku
onpeaensTb orpaHn4yeHune MSS.

KomaHga ¢ npedurkcom no cHUMaeT Bce orpaHnyeHuns ¢ MSS.
Aa

Ja

Hert

(config-crypto-map)>  set-tcpmss wnss-value

(config-crypto-map)> no set-tcpmss

AprymeHT 3HauyeHue OnucaHwue

mss-value Lenoe umucno |3HaveHme BepxHel rpaHuubl MSS. MoxeT
NMPUHKXMaTL 3HaYeHA B Npegenax ot 576 A0
1500.

pmtu Bkntountb pexum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280
IpSec::Manager: "test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss
IpSec::Manager: "test": crypto map tcpmss reset.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JlobaeneHa KomaHaa crypto map set-tcpmss.

3.19.24 crypto map set-transform

OnucaHune 3ajaTb CCbIIKY Ha CyLlecTByloLLee npeobpa3oBaHue IPsec ESP (CM. KOMaHAay
crypto ipsec transform-set).

KomaHaa ¢ npedurKcom no yaanseT CCbliky.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-crypto-map)>  set-transform«transform-set>
(config-crypto-map)> no set-transform
AprymeHTbl AprymeHT 3HaueHue (lOnucaHue
transform-set |Crpoka HasBaHune npeobpasoBaHus IPsec. CNncok
JOCTYMHBIX NPe0bpa3oBaHMIn MOXHO YBUAETb
C NOMOLLbI KOMaHAbI set-transform [Tab].
Npumep (config-crypto-map)> set-transform [Tab]
Usage template:
set-transform {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
VirtualIPServer
VPNL2TPServer
(config-crypto-map)> set-transform test
IpSec::Manager: "test": crypto map ipsec transform-set is set »
to "test".
(config-crypto-map)> no set-transform
IpSec::Manager: "test": crypto map ipsec transform-set reset.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onucaHvie

2.06 JobasneHa koMaHaa crypto map set-transform.

3.19.25 crypto map virtual-ip dhcp route

OnucaHue HasHaunTb MapLupyT, nepesaBaemMbiii yepes coobLyeHmns DHCP INFORM,
knneHTam cepsepa Virtual IP.
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naBa 3 OnncaHme KoMaHp,

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

KomaHaa ¢ npeprKcom no oTMeHsIeT NoslyYeHune yKkazaHHOro MapLupyTa.
Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yeT OTMEeHEeHO NoJlyYeHme Bcex

MapLLpYTOB.
Ja
Aa
Ja

(config-crypto-map)>

virtual-ip dhcp route «address anask>

(config-crypto-map)> no virtual-ip dhcp route [ <address; anasks ]

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec Ajpec ceTeBOro K/iMeHTa.
mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTsyeT ABa

cnocoba BBOJA MacKW: B KAHOHNYECKOM
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOM ANMHBLI NpedurKkca (Hanpumep, /24).

(config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24

IpSec::ManagerVirtuallp:

"VirtualIPServerIKE2": crypto map »

Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24
IpSec: :ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »

removed.

(config-crypto-map)> no virtual-ip dhcp route

IpSec::ManagerVirtuallp:

"VirtualIPServerIKE2": crypto map »

Virtual IP server DHCP INFORM routes cleared.

Bepcusa

OnucaHune

3.06

[JobaeneHa komaHaa crypto map virtual-ip dhcp route.

3.19.26 crypto map virtual-ip dns-server

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

Yka3zaTb DNS-cepBep 415 Bbljaun KAMeHTaM B cepBepHOM pexume Virtual

IP.

KomaHgaa c npedurkcom no yaansieT agpec cepeepa.

Ja
Ja

MHorokpaTtHbIiA BBOog, Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.19.27 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

(config-crypto-map)>  virtual-ip dns-server address»

(config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec IP-aapec cepsepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec: :Manager: "test": crypto map Virtual IP DNS server deleted.

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHaa crypto map virtual-ip dns-server.

map virtual-ip enable

BkntounTb cepBepHbIn pexxum Virtual IP, npy KOTOpOM KnneHTam
NpPOV3BOAMTCA pasjava ajpecoB 13 3aaHHOoro gunanasoHa. lMpy aTom B
KayecTse yAaneHHoN nogcety B cooTBeTcTBYOLEM ACL MOXHO yKasaTb
NPoun3BONbHOE 3HaYeHNe, OHO ByAeT MPOUrHOPMPOBAHO. [0 yMONYaHUIO
PEXVM OTK/THOYEH.

KomaHga ¢ npeprKcoOM No OTKOYAET HAaCTPOWKY.
Ja
Aa

Het

I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

(config-crypto-map)> virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.

Bepcus OnucaHve

2.08 Jlo6aBneHa koMmaHga crypto map virtual-ip enable.
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naBa 3 OnncaHme KoMaHp,

3.19.28 crypto map virtual-ip multi-login

OnucaHue PaspewnTtb noakntoueHne Kk cepaepy Virtual IP HeckonbKkmx nonb3oBatenei
C OZJHOro akkayHTa.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  virtual-ip multi-login
I (config-crypto-map)> no virtual-ip multi-login

Npumep (config-crypto-map)> virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.
(config-crypto-map)> no virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.05 Job6asneHa koMaHga crypto map virtual-ip multi-login.

3.19.29 crypto map virtual-ip nat

OonucaHue BKNOUNTb TPAHC/ISILIMIO 4PECOB ANS KIMEHTOB B cepBEpPHOM pexume Virtual
IP.

KomaHga ¢ npedunkcom no yganseT npasuo.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc I (config-crypto-map)>  virtual-ip nat
I (config-crypto-map)> no virtual-ip nat

Mpumep (config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

3.19.30 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.19.31 crypto

OnucaHune

(config-crypto-map)> no virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

Bepcus OnucaHue

2.08 JobasneHa KoMaHaa crypto map virtual-ip nat.

map virtual-ip range

HactpouTb franasoH agpecoB A9 BblAauu K/IeHTaM B CEPBEPHOM pexnme
Virtual IP.

KomaHga ¢ npedunkcom no yaanseT jManasoH.

Ja

Ja

Het

(config-crypto-map)>  virtual-ip range <begins (<end> | <sizes)

(config-crypto-map)> no virtual-ip range

AprymeHT 3HayeHue OnuncaHwue

begin IP-agpec Ha4ano AnanasoHa agpecos.
end IP-agpec KoHeL anarna3oHa agpecos.
size Uenoe 4ucno |Pa3mep fManasoHa ajpecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20
IpSec::Manager: "test": crypto map Virtual IP pool range set »
from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).

(config-crypto-map)> no virtual-ip range
IpSec: :Manager: "test": crypto map Virtual IP pool range deleted.

Bepcus OnucaHue

2.08 JobaBneHa komaHAa crypto map virtual-ip range.

map virtual-ip static-ip

Ha3sHaunTb NocToAHHbLIV [P-agpec nonb3oBaTento. Nonb3oBaTeNb B cUCTEME
JONXKEH MeTb MeTKy ipsec-xauth.

KomaHaa ¢ npepurkcom no yaanseT npuBsa3Ky.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-crypto-map)>  virtual-ip static-ip wsenr <address>

(config-crypto-map)> no virtual-ip static-ip wsen

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

user Crpoka Nms nonb3oBaTensi.

address IP-agpec HasHauaemsbli IP-agpec.

Mpumep (config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".

(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.05 [JlobaBneHa koMaHza crypto map virtual-ip static-ip.

3.20 dns-proxy

OnucaHue JocTyn K rpynne KoMaHZ4 AN ynpasnieHus cnyxx6oi DNS-npokcu.
Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

BxoxxgeHue B rpynny (config-dnspx)

CvHoncuc I(config)> dns-proxy

Mpumep (config)> dns-proxy
Core::Configurator: Done.
(config-dnspx)>

WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.04 JobasneHa KoMaHaa dns-proxy.
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naBa 3 OnncaHme KOMaHA,

3.20.1 dns-proxy filter assign host preset

OonucaHue HasHaunTb npeceT GUNbLTPALN CETEBOMY YCTPOIACTBY.

O3HaKOMUTBCS CO CMIMCKOM MPEeCceToB Bbl MOXETE C MOMOLLbHO KOMaHAbI show
dns-proxy filter presets.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIA npeceT Ans xocTta. Ecam
BbIMNO/IHNTb KOMaHA4Y 6e3 adprymMmeHTa, To BeCb CNMCOK NpeceToB A/1d BCEX
XOCTOB 6yZleT OUnLLEH.

MNpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTHbIl/i BBog, /[la

Cutoncnc (config-dnspx)>  filter assign host preset <host> ¢preset>
(config-dnspx)> no filter assign host preset [<host>]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
host MAC-agpec MAC-azpec ceTeBOro ycTpoincraa.
preset Ctpoka Ha3BaHue npeceTa.

Mpumep (config-dnspx)> filter assign host preset 04:d4:c1l:51:b1:59 »
opendns-family
Dns::Filter::Public: Associated host "04:d4:c1:51:b1:59" with »
preset "opendns-family".
(config-dnspx)> no filter assign host preset 04:d4:cl:51:bl:59
Dns::Filter::Public: Removed preset for host "04:d4:c1:51:b1:59".
(config-dnspx)> no filter assign host preset
Dns::Filter::Public: Removed presets for hosts.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue
3.08 JobasneHa komaHaa dns-proxy filter assign host

preset.

3.20.2 dns-proxy filter assign host profile

OonucaHue HasHaunTb Npodunb GUNbLTPaLMN CETEBOMY YCTPOICTBY.

Jlo6aBUTb HOBbI NPOdUIL MOXKHO NPY NOMOLLM KOMaHAbI dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npodurnelt Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.
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naBa 3 OnncaHme KoMaHp,

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

KomaHga c npedumkcom no yaanseT ykasaHHbIn npoduib 4 xocta. Ecim
BbIMO/IHNTL KOMaHAY 6e3 apryMeHTa, TO BeCb CMUCOK Npodunein ansa Bcex
XOCTOB 6yZleT OUNLLEH.

Ja
Aa
Ja
(config-dnspx)>  filter assign host profile <hosts> profiles

(config-dnspx)> no filter assign host profile [<host]

AprymeHT 3HauyeHue OnuncaHwue
host MAC-apgpec MAC-agpec ceTeBOro ycTpoicTea.

profile Ctpoka HasBaHune npoduns.

(config-dnspx)> filter assign host profile 00:d2:cl:54:bc:59 test
Dns::Filter::Public: Associated host "00:d2:c1:54:bc:59" with »
profile "test".

(config-dnspx)> no filter assign host profile 00:d2:cl:54:bc:59
Dns::Filter::Public: Removed profile for host "00:d2:cl:54:bc:59".

(config-dnspx)> no filter assign host profile
Dns::Filter::Public: Removed profiles for hosts.

Bepcus OnucaHve
3.08 JobasneHa komaHaa dns-proxy filter assign host
profile.

3.20.3 dns-proxy filter assign interface preset

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

Ha3HaunTb npeceT GbUNbTPaLN BCEM YCTPOCTBAM B CErMeHTe (3a
NCK/IOYEHNEM TeX, KOTOPbIM YyXe HazHauyeHbl npoduan/npeceTs).

O3HaKOMUTLCS CO CNCKOM MPECeToB Bbl MOXETe C MOMOLLbI0 KOMaHAbl show
dns-proxy filter presets.

KomaHaa ¢ npepunkcom no oTMeHsieT NPUBA3KY yKa3zaHHOro npeceTa K
nHTepdelicy. Ecnv BbINOAHUTL KOMaHAy 6e3 aprymeHTa, TO BeCb CMUCOK
npeceToB A/15 BCeX CErMeHTOB byfeT ounLLeH.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-dnspx)>  filter assign interface preset <interfaces preset>

(config-dnspx)> no filter assign interface preset [<interface;]

AprymeHTbI AprymeHT |3HaueHue OnucaHue

interface |WHTepgeic MonHoe nma nHTepderica nam NCeBLOHUM.
NHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTn private nnm protected.

preset CTpoka Ha3sBaHue npeceTa.

Mpumep (config-dnspx)> filter assign interface preset Bridge0 »
quad9-security
Dns::Filter::Public: Associated interface "Bridge@" with preset »
"quad9-security".

(config-dnspx)> no filter assign interface preset Bridge0
Dns::Filter::Public: Removed preset for interface "Bridge0".

(config-dnspx)> no filter assign interface preset
Dns::Filter::Public: Removed presets for interfaces.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.08 Job6asneHa komaHaa dns-proxy filter assign interface
preset.

3.20.4 dns-proxy filter assign interface profile

OnucaHune HasHaunTb Nnpodunb dpunbTpaLmm Bcem yCTPOMCTBaM B CerMeHTe (3a
NCKAOYEHMEM TeX, KOTOPbIM yXe Ha3HaveHbl npoduan/npeceTsbl).

Jo6aBuTb HOBbIV NPpodUIL MOXHO NPY NOMOLLM KOMaHAb! dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npoduiein Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.

KomaHaa ¢ npeprKcom no oTMeHseT NPUBA3KY YKazaHHOro Npopuns K
nHTepdelicy. ECnv BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO BeCb CNUCOK
npodunein ana Bcex CerMeHToB byAeT OUnLLEeH.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a

CuHoncnc I (config-dnspx)> filter assigninterfaceprofile<interfaceprofile

I (config-dnspx)> no filter assign interface profile [<interface]
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT |3HauyeHue OnuncaHwue

interface |WHTepgeinc MNonHoe nma nHTepderica Nam NCeBLOHUM.
WHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTu private nnwm protected.

profile |Crpoka HassaHwne npoduns.

(config-dnspx)> filter assign interface profile »
GigabitEthernet0/Vlanl DnsProfile0
Dns::Filter::Public: Associated interface »
"GigabitEthernet0@/Vlanl" with profile "DnsProfile0".

(config-dnspx)> no filter assign interface profile »
GigabitEthernet0/Vlanl

Dns::Filter::Public: Removed profile for interface »
"GigabitEthernet6/Vlanl".

(config-dnspx)> no filter assign interface profile
Dns::Filter::Public: Removed profiles for interfaces.

Bepcus OnucaHve

3.08

profile.

JobasneHa komaHaa dns-proxy filter assign interface

3.20.5 dns-proxy filter engine

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTbl

BbibpaTb MexaHmn3m DNS.

KomaHga c npedurkcom no oTkatouaeT dpuabTp. B 3TOoM cnyyae 3anpoc
KOHGUrypaL M BepHeT MycToe 3HaveHue.

Ja
Ja

Het

(config-dnspx)>

filter engine <engines

(config-dnspx)> no filter engine

AprymeHT 3HauyeHue OnuncaHwue
engine interceptor |OAvH 13 JOCTYMNHLIX MEXaHN3MOB
public dunbTpaumn DNS.
nextdns
opkg
skydns
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-dnspx)> filter engine interceptor
Dns::Filter::Interceptor: Enabled.

(config-dnspx)> no filter engine
Dns::Manager: Disabled filter engine.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.08 Jo6aBneHa komaHaa dns-proxy filter engine.

3.20.6 dns-proxy filter profile

OonucaHue Co3zaTb nonb3oBaTenbckuii npodpunb dunbTpaumm DNS.
KomaHga c npedukcom no yaanaet npodub.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIii BBog, /[la

CuHoncuc (config-dnspx)>  filter profile name;
(config-dnspx)> no filter profile name;
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
name CTpoka Vms npoduna B cokpalleHHOM BUAE, ASTMHOM
He 6onee 32 cuMBONOB. MakcManbHoe
KonmnyecTso npodunen — 8.
Mpumep (config-dnspx)> filter profile test
Dns::Filter::Public: Created profile "test".
(config-dnspx)> no filter profile test
Dns::Filter::Public: Removed profile "test".
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.08 JobasneHa komaHAaa dns-proxy filter profile.

3.20.7 dns-proxy filter profile description
OnucaHwue MpucsouTb onucaHne ana npoouns ¢punetpaumm DNS.
KomaHgaa c npedumkcom no cTupaeT onmncaHue.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-dnspx)>

filter profile <namesdescription «descriptions

(config-dnspx)> no filter profile name>description «description»

AprymeHT 3HauyeHue OnucaHue
name CTpoka HassaHwne npoduns.
description |CTpoka Mpon3BonbLHOe onucaHne Npoduns.

(config-dnspx)> filter profile test description MyProfilel
Dns::Filter::Public: Set description to profile "test".

(config-dnspx)> no filter profile test description
Dns::Filter::Public: Cleared description of profile "test".

Bepcusa

OnucaHune

3.08

JlobasneHa komaHza dns-proxy filter profile
description.

3.20.8 dns-proxy filter profile dns53 upstream

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

Job6aBuTb IP-agpec DNS-cepBepa B nNosib3oBaTeNbCkni npoduis dunsTpayun.
Mo>HO BBeCTU A0 6 CepBepoB.

KomaHga ¢ npedrkcom no yaansieT ykasaHHbIn cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BECb CMMCOK CepBEPOB byaeT

OUMLLIEH.
Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

(config-dnspx)>

filter profile name>dns53 upstream address; [«ports]

(config-dnspx)> no filter profile name>dns53 description [ <address>

[port]]
AprymeHT 3HauyeHue OnuncaHwue
name CTpoka HasBaHune npoguns.
address IP-agpec IP-agpec cepsepa.
port UYenoe uucro |MNopT cepsepa.

112

CnpaBoyHuK kKoMmaHa — Air (KN-1610)




naBa 3 OnncaHme KOMaHA,

NMpumep (config-dnspx)> filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Added DNS name server 1.1.1.1 to profile »
"test".

(config-dnspx)> no filter profile test dns53 upstream
Dns::Filter::Public: Removed DNS name server from profile "test".

(config-dnspx)> no filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Removed DNS name server 1.1.1.1 from profile »

"test".
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.08 JobasneHa komaHaa dns-proxy filter profile dns53
upstream.

3.20.9 dns-proxy filter profile https upstream

OnucaHwue Job6aBunTtb cepBep DNS nosepx HTTPS B Nofib30BaTeNbCKNA NPOPUb
dunneTpaumn. MoxKHO BBeCTU A0 6 CepBepOB.

KomaHga ¢ npedurkcom no yaanseT ykasaHHbIn cepBep 13 cnucka. Ecan
BbINONHUTbL KOMaHZAy 6e3 aprymMmeHTa, TO BeCb CMMCOK CepBepoB byaeT
OuMLLeH.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncue (config-dnspx)> filter profile <nameshttps upstreamwri[ spki hashs
]
(config-dnspx)> no filter profile name>https description[«wris]
AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
name Ctpoka HasBaHune npoduns.
url CTpoka URL-agpec DNS-cepBepa.
hash Crpoka Xaw ceptndumkarta TLS.
Mpumep (config-dnspx)> filter profile test https upstream »

https://dns.google/resolve
Dns::Filter::Public: Added DNS-over-HTTPS name server »
https://dns.google/resolve to profile "test".

(config-dnspx)> no filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Removed DNS-over-HTTPS name server »
https://dns.google/resolve from profile "test".
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-dnspx)> no filter profile test https upstream
Dns::Filter::Public: Removed DNS-over-HTTPS name server from »
profile "test".

Bepcus OnucaHue
3.08 JobasneHa komaHaa dns-proxy filter profile https
upstream.

3.20.10 dns-proxy filter profile tls upstream

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Jlo6aBuThb cepep DNS nosepx TLS B noNb30oBaTeNbCKUiA Npodub
dunbTpaumn. MoxHo BBeCTM 0 6 CepBepoB.

KomaHza c npedurKcom no yaansieT ykasaHHbIin cepep 13 cnvcka. Ecam
BbINONHUTL KOMaHAYy 6e3 apryMeHTa, To BeCb CMMCOK CEpBEPOB byaeT
OUMLLEH.

Ja
Ja
Aa

(config-dnspx)>  filter profile name>tls upstreamaddress [ «port>
1[ sni«fgdns> ][ spki <hashs ]

(config-dnspx)> no filter profile namestls description [ «address>][
ports]

AprymeHT 3HayeHue OnucaHue

Mpumep

name CTpoka HasBaHune npoduns.
address IP-agpec Agpec cepBepa.
FQDN
port UYenoe uucro |MNopT cepsepa.
fqdn Ctpoka JomeHHoe nm4.
hash CTpoka Xaw ceptndukaTta TLS.

(config-dnspx)> filter profile test tls upstream 1.1.1.1 8853 »
sni cloudflare-dns.com

Dns::Filter::Public: Added DNS-over-TLS name server 1.1.1.1 to »
profile "test".

(config-dnspx)> no filter profile test tls upstream 1.1.1.1 8853
Dns::Filter::Public: Removed DNS-over-TLS name server 1.1.1.1 »
from profile "test".
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-dnspx)> no filter profile test tls upstream
Dns::Filter::Public: Removed DNS-over-TLS name server from »
profile "test".

Bepcus OnucaHue
3.08 Job6asneHa komaHaa dns-proxy filter profile tls
upstream.

3.20.11 dns-proxy https upstream

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

JobasuTtb cepeep DNS nosepx HTTPS.

KomaHza c npedurKcom no yaansieT ykasaHHbIin cepep 13 cnvcka. Ecam
BbINONHUTL KOMaHAYy 6e3 apryMeHTa, To BeCb CMMCOK CEpBEPOB byaeT
OUMLLEH.

Ja
Ja
Aa

(config-dnspx)>  https upstreamwrls [ «format>][ snihash>][ on
<interface>] [ domain «domain> ]

(config-dnspx)> no https upstream [ «wri>]

AprymeHT 3HauyeHue OnucaHwue
url CTpoka Monb3oeaTenbckmini URL-agpec cny>6bl DNS.
format dnsm dopmat oTobpaxkeHns gaHHbIX DNS.
json
hash Ctpoka Xaw ceptndukaTta TLS.
interface UHTepgeiic Nms nHTepdelica ans HacTpOnKU.
domain CTpoka JomMmeHHOoe nwvs.

(config-dnspx)>https upstream »

https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm on ISP

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>no https upstream https://dns.adguard.com/dns-query
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)>no https upstream
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.

Bepcus OnucaHue
3.01 JobasneHa komaHaa dns-proxy https upstream.
3.08 Job6asneH aprymeHT domain.

3.20.12 dns-proxy max-ttl

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

3afaTb MaKcMManbHbIA TTL Ana KawmpoBaHHbIX 3anucet DNS-npokcn.
KomaHga ¢ npedurkcom no yaanset 3HadeHue TTL.

Ja

[Ja

Het

(config-dnspx)>  max-ttl max-ttl

(config-dnspx)> no max-ttl

AprymeHT 3HayeHue OnucaHue

max-ttl Lenoe uucno |MakcnmanbHoe 3HayveHue TTL. MoxeT
NPUHNUMAaTb 3HaYeHWA B npejenax ot 1 Ao

604800000 mmnnnvcekyHa (1 Hegens).

(config-dnspx)> max-ttl 10000
Dns::Proxy: Dns-proxy set max-ttl to 10000.

(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.

Bepcus OnucaHve

2.05 JobasneHa koMaHaa dns-proxy max-ttl.
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naBa 3 OnncaHme KOMaHA,

3.20.13 dns-proxy proceed

OnucaHwue 3aAaTb HTEpPBaN Mexay napasne/ibHbIMW 3anpocamMm, KOTopble OTNpaBaAeT
DNS-npokcn HeckoibknM DNS-cepsepam. o ymonyaHmio ncnosb3yeTtcs
3HaueHVe 500.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dnspx)>  proceed proceed>
(config-dnspx)> no proceed
AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne
proceed lenoe umucno |Bpems paboTbl DNS-npokcu B
MUAancekyHaax. MoxeT npnHnMMaTb
3HayeHWsa B npegesnax ot 1 Ao 50000.
Mpumep (config-dnspx)> proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue

2.04 [JobaeneHa komaHaa dns-proxy proceed.

3.20.14 dns-proxy rebind-protect

OnucaHwue BkntounTb 3awmty ot atak DNS rebinding. Mo yMOn4YaHUIO NCNONb3yeTcs
napameTtp auto.

KomaHaa ¢ npedrKcom no oTKAOYaEeT 3aLUnTy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-dnspx)>  rebind-protect (auto | strict)

I (config-dnspx)> no rebind-protect
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
auto Knouesoe 3awmTa nHTepdeicos private.
C/10B0
strict Kmwyesoe 3awmTta nogceten u3s crnmcka IANA IPv4
C/10BO Special-Purpose Address Registry1.
Npumep (config-dnspx)> rebind-protect auto

Dns::Manager: Enabled rebind protection.
(config-dnspx)> no rebind-protect
Dns::Manager: Disabled rebind protection.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

3.04 JobasneHa komaHaa dns-proxy rebind-protect.

3.20.15 dns-proxy srr-reset

OonucaHue YCTaHOBUTb BpeMsi, Yepes KoTopoe byseT cbpacbiBaTbCa PeNTUMHT
3anpocoB-oTBeToB DNS-MpoKcK. Mo YMONYaHNIO NCMONb3YeTCst 3HaYeHne
600000.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HauyeHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dnspx)>  srr-reset «<srr-reset
(config-dnspx)> no srr-reset
AprymeHTbI Argument |3HaueHme |OnucaHwme
srr-reset Lenoe uyncno |3HaveHvie BpeMEHHOro NPoMeXyTKa B
MUAAnceKkyHaax. MoxeT npuHUMaTh
3HayeHWsa B npegenax ot 0 Ao 600000.
Mpumep (config-dnspx)> srr-reset 111

Dns::Manager: Set send-response rating reset time to 111 ms.

(config-dnspx)> no srr-reset
Dns::Manager: Reset send-response rating reset time to default.

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.12 [JobaeneHa komaHaa dns-proxy srr-reset.

3.20.16 dns-proxy tls upstream

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

Job6asuTb cepsep DNS nosepx TLS.

KomaHga c npedpurkcom no yaansieT ykasaHHbIN cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 aprymMeHTa, TO BECb CMMCOK CepBepOB byaeT
OUULLIEH.

Ja
Aa
Ja

(config-dnspx)>  tls upstreamaddress: [ «port>][ sni«fqdns ][ spki
<hash>][on dnterface> ][ domain «domain; ]

(config-dnspx)> no tls upstream [ <address» ][ «ports]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-agpec cepBepa.
port lenoe 4ucno |lMopT cepBepa.

fqdn CTpoka JomMmeHHOoe nwvs.

hash CTpoka Xaw ceptmndukaTa TLS.

interface UHTepgenc Vmsa nHtepdeiica Ana HaCTPOMKM.

domain Ctpoka JomeHHoe nm4.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com »
on ISP
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>no tls upstream 1.1.1.1 853
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
deleted.

(config-dnspx)>no tls upstream
Dns::Secure: :ManagerDot: DNS-over-TLS name servers cleared.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
3.01 [JlobaeneHa komaHza dns-proxy tls upstream.
3.08 Jlo6aBneH aprymeHT domain.

3.21 dpn accept

OnucaHwne MpuHATL Nonb3oBaTeNbCcKoe cornaweHmne DPN. o NpUHATUA cornallueHumns
KOHPUrypaTop He NpUHUMAaEeT HMKaKMe KOMaH/Abl, KpOMe KOMaHJA Ha YTeHue.

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> dpn accept
Mpumep (config)> dpn accept

Core::Legal: Accepted dpn version 20200330.
VICTOleﬂ I/I3MEHEHI/II7I Bepcwﬂ Orlv'caHV'e

3.05 JobasneHa komaHAa dpn accept.

3.22 dyndns profile

OnucaHue JocTyn K rpynne KOMaHZA A5t HACTPOWKM ykazaHHoro npoéunsa DynDns. Ecan
npodunb He HalieH, KOMaHAa NbITaeTcs ero co3gatb. MOXHO co3gaTh He
6onee 32 npodwunei.

KomaHgaa ¢ npedurkcom no yaanset npodunsb DynDns.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBOg, [a

BxoxxaeHue B rpynny (config-dyndns)

CuHoncuc (config)> dyndns profile name>
(config)> no dyndns profile name>
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
name CTpoka HasBaHwue npoduns. MakcMmanbHasa ganHa
VMeHU — 64 cumBona.
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naBa 3 OnncaHme KOMaHA,

NMpumep (config)> dyndns profile _WEBADMIN
Core::Configurator: Done.
(config-dyndns)>

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa dyndns profile.

3.22.1 dyndns profile domain

OnucaHwue Ha3HauunTb MK nocTtosaHHOE foMeHHOe 1MS. [Tepes BbIMOSHEHVIEM KOMéziH,D,bI
HeobX0AVIMO 3aperncTprpoBaTh JOMEHHOe UMS Ha caliTe dyndns.com” nnm
no-ip.com-.

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dyndns)>  domain «domain>

(config-dyndns)> no domain

AprymeHTbI ApryMeHT |3HaueHme |OnucaHue

domain CTpoka JomeHHoe nmMa. MakcrmManbHas arHa
AOMEHHOro nmeHm — 254 cumBona.

Npumep (config-dyndns)> domain support.ddns.net
DynDns::Profile: " WEBADMIN": domain saved..

(config-dyndns)> no domain
ynDns: :Profile: " WEBADMIN" domain cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHaa dyndns profile domain.

3.22.2 dyndns profile password

OonucaHue YCTaHOBUTb Naponb 415 AocTyna Yepes DynDns.

Mpe¢ukc no [Ja

2 http:\\www.dyndns.com
http:\\www.no-ip.com
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

Ja

Het

(config-dyndns)>

password (passwords

(config-dyndns)> no password

AprymeHT

3HayeHue

OnvicaHune

password

CTpoka

Maponb Anst aBTopmsaLmm. MakcmmanbHas
ANVHa naponst — 64 cumBona.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

password 123456789
" WEBADMIN": password saved.

no password
" WEBADMIN" password cleared.

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dyndns profile password.

3.22.3 dyndns profile send-address

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BKOUMTL HEO6XOANMOCTL YKasaHua IP-agpeca NHTepHeT-coeANHEeHs B
3anpoce DynDns.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiky.

Ja
Ja

Het

I(conﬁg-dyndn$> send-address

I(conﬁg-dyndnsp>nosend-address

(config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns::Profile: Send address is disabled.

Bepcus

OnucaHune

2.03

Job6asneHa komaHaa dyndns profile send-address.
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naBa 3 OnncaHme KOMaHA,

3.22.4 dyndns profile type

OonucaHue MpucBonTe DynDns-npodunto TvM, B 3aBUCMMOCTH OT CaiiTa, Ha KOTOPOM
6b110 3aPEerncTpPYPOBaHO AOMEHHOE MMSI.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-dyndns)>  type <type>
(config-dyndns)> no type
AprymeHTbI AprymeHT |3HaueHue |OnucaHue
type dyndns YKa3sblBaeTcd, ecnm JOMEHHOe NMS 4
3aperncTpupoBaHo Ha caiite dyndns.com”.
noip YKa3blBaeTcd, ecim JOMeHHOoe MS s
3aperncTpupoBaHo Ha carTte no-ip.com”.
rucenter |YkasbiBaeTcs, eC/IM JOMEHHOE NMS .
3aperncTpupoBaHo Ha canTe rucenter-.
custom YKasbiBaeTcs, ecnv JOMeHHOoe UMS
3aperncTpupoBaHo Ha Apyrom caiTte (canT
onpegensetca komaHgor dyndns profile url).
NMpumep (config-dyndns)> type noip

DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

" WEBADMIN": type saved.

no type
" WEBADMIN" type cleared.

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dyndns profile type.

3.22.5 dyndns profile update-interval

OnucaHue YcTaHOBUTb MHTepBan obHoBAeHNs agpeca ans DynDns.

KomaHga ¢ ﬂped)I/IKCOM NO OTMEeHSIET BO3MOXHOCTb OBHOBEHUS.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

4 http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

Cutoncnc (config-dyndns)>  update-interval «days> days [ <hourss hours ]

[ cminutes> minutes ] [ <seconds> seconds ]

(config-dyndns)> no update-interval

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
days lenoe uyucno |BpeMeHHOW NHTepBan B AHSAX.

hours Lenoe uucno |BpemMeHHOR nHTepBan B Yacax.

minutes lenoe umucno |BpemeHHOWN nHTepBan B MUHYTaXx.

seconds Lenoe 4ucno |BpemeHHOI MHTepBan B CeKyHAAX.

Mpumep (config-dyndns)> update-interval 5 days 5 hours 5 minutes 5 »
seconds
DynDns::Profile: Interval is set to 450305 seconds.

(config-dyndns)> update-interval 5 days
DynDns::Profile: Interval is set to 432000 seconds.

(config-dyndns)> no update-interval
DynDns::Profile: Periodic registration disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 JobasneHa komaHaa dyndns profile update-interval.

3.22.6 dyndns profile url

OnucaHwue Yka3atb URL ncnonbsyemoro caiita cnyx6sl DynDns.
Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

CuHoncuc (config-dyndns)>  urlwrb
(config-dyndns)> no url
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
url Ctpoka Monb3oBaTenbckuii URL-agpec cnyx6bl
DynDns.
Mpumep (config-dyndns)> url http://members.dyndns.org/nic/update

DynDns::Profile: " WEBADMIN": URL saved.
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naBa 3 OnncaHme KOMaHA,

(config-dyndns)> no url
DynDns::Profile: " WEBADMIN" URL cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.05 Job6asneHa komaHaa dyndns profile url.

3.22.7 dyndns profile username

OnucaHue YKa3aTb NOrMH y4eTHON 3anucuy Anga goctyna vyepes DynDns.
Mpejukc no Ja

MeHsieT HacTpoiiku  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dyndns)>  username usernames

(config-dyndns)> no username
AprymeHTbI AprymeHT 3HauyeHue OonucaHue

username CTpoka ViMsa nonb3oBaTens A1s asTopusaunm.

MakcnmanbHaga gnmHa uMeHn — 64 cumBona.

NMpumep (config-dyndns)> username test@gmail.com

DynDns::Profile: " WEBADMIN": username saved.

(config-dyndns)> no username

DynDns::Profile: " WEBADMIN" username cleared.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onucaHvie

2.00 Job6asneHa komaHaa dyndns profile username.

3.23 easyconfig check

OnucaHue JocTyn K rpynne koMaHz, 4719 HaCTPOMKM NPOBEpPKN AOCTyMNa B UHTepHeT. [ns
NPOoBepPKU A0CTyNa B MHTEPHET CHavana oTrnpaBAsaoTCA 3anpochkl K LUAO3Y
no ymondaHuto. Echm oteeT nonyyeH, Torga onpallimnsaroTca yaaneHHble
XOCTbl, YKa3aHHble B HacTporikax. Takxe B HAaCTPOIKax yKasblBaeTcs
NPOAOCIKNTENBHOCTL U YacToTa 3anpocoB. Ecnv Bce npoBepky NpoiaeHsl,
3HaYUT AOCTYM B UHTEPHET eCTb.

Mpejukc no Het

MeHsieT HacTpouikm  Hert
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het
BxoXxaeHue B rpynny (ezconfig-check)
CuHoncuc (config)> easyconfig check

Mpumep (config)> easyconfig check
(ezconfig-check)>

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa easyconfig check.

3.23.1 easyconfig check exclude-gateway

OnucaHwue OTKAHUMTL MPOBEPKY LLIKO3a MO YMOJI4aHMI0. [10 yMOI4aHWIO 3TOT NapamMeTp
BKJ/IHOYEH.

KomaHga ¢ npedurkcom no BKIKOYAET NpoBepky 06paTHO.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het

CrHoncumc I (ezconfig-check)>  exclude-gateway

I (ezconfig-check)> no exclude-gateway

Mpumep (ezconfig-check)> exclude-gateway
Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network::InternetChecker: Gateway checking enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.05 JobasneHa komaHaa easyconfig check
exclude-gateway.

3.23.2 easyconfig check host

OonuncaHmne 3aAaTb MMS XOCTa, K KOTOPOMY ByAyT OTNPaBAATLCA 3aNpockl AN NPOBEPKU
A0CTyNa B MHTepHeT. 1o yMonyaHuo Ncnonb3yeTcs agpec google. com.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpallaeT MMeHa XO0CTOB Mo yMONYaHUIO.

Mpe¢ukc no [Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

CnHoncuc (ezconfig-check)>  host <host>

(ezconfig-check)> no host [ <host> ]

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

host WmMs xocTa VMg yaaneHHoro xocTa.

Mpumep (ezconfig-check)> host google.com
Network: :InternetChecker: "google.com" name added.

(ezconfig-check)> no host google.com
Network: :InternetChecker: "google.com" name removed.

(ezconfig-check)> no host
Network: :InternetChecker: Domain name set reset to default.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHaa easyconfig check host.

3.23.3 easyconfig check max-fails

OnucaHwue YKa3aTb KOJIMYeCTBO NocnefoBaTe/lbHbIX HeyAa4uHbIX 3aMpOoCoB K XOCTaM,
3a/laHHbIM C nomoLblo KoMaHabl easyconfig check host. Mo ymonvaHuio
NCNONb3yeTcs 3HaYeHue 3.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMOAYaHUo.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CuHoncuc (ezconfig-check)>  max-fails «count»
(ezconfig-check)> no max-fails
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
count lenoe umncno |KonnuectBo HeyAauHbIX 3anpocoB. MoxeT
MPUHVMAaTL 3HaYeHWsa B Npejenax ot 2 40 8
BKJIIOUYNTENBHO.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(ezconfig-check)> max-fails 5
Network: :InternetChecker: A new maximum fail count set to 5.

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

Bepcus OnucaHve

2.00 Jo6aeneHa komaHaa easyconfig check max-fails.

3.23.4 easyconfig check period

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3a4aTb MPOAC/IKNTENBHOCTL NPOBEPKU. [10 YMONUYAHNIO NCNONb3YeTCH
3HayeHune 15.

KomMaHza ¢ npedprKcomM no BO3BpaLLAET 3HAUYEHME MO YMOIYAHUIO.,
Ja

Ja

Het

(ezconfig-check)>  period period>

(ezconfig-check)> no period

AprymeHT 3HauyeHue OnuncaHwue

period UYenoe uucno |/IHTepBan npoBepku B cekyHAax. MoxeT
NpYHMMaTb 3Ha4YeHnsa B Npejenax ot 10 go
60 BK/IOUNTENBHO.

(ezconfig-check)> period 20
Network: :InternetChecker: A new check period set to 20 seconds.

(ezconfig-check)> no period
Network: :InternetChecker: Check period reset to default (15 »
seconds) .

Bepcus OnucaHve

2.00 [Jlo6aBneHa komaHga easyconfig check period.

3.24 easyconfig disable

OnucaHwne

OTKNOUNTb MacTep NepPBUYHOM HACTPOIKK. M0 yMONYaHMIO 3TOT NapaMeTp
BK/TOYEH.
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naBa 3 OnncaHme KOMaHA,

KomaHga c npedurkcom no BKAKOUaeT MacTep NepBUYHON HAaCTPOKM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (config)> easyconfigdisable
I (config)> no easyconfig disable
NMpumep (config)> easyconfig disable
EasyConfig: :Manager: Disabled.
(config)> no easyconfig disable
EasyConfig::Manager: Enabled.
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.01 Jlo6aBneHa komaHaa easyconfig disable.

3.25 eula accept

OnucaHwne MpuHATL Nonb3oBaTeNbCKOe cornaweHmne EULA. o NpUHATUA cornallueHumns
KOHPUrypaTop He MpPUHUMAaET HMKaKMe KOMaH/Abl, KpOMe KOMaHJA Ha YTeHue,

Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> eula accept
Mpumep (config)> eula accept

Core::Eula: "20181001" license accepted.
VICTOleﬂ I/I3MEHEHI/II7I Bepcwﬂ Orlv'caHV'e

2.15 [Jo6aBneHa komaHaa eula accept.

3.26 igmp-proxy
OnucaHwue JocTyn K rpynne KoMaHa AN HacTpomkn IGMP.

MNpedukc no Het

MeHsieT HacTpoiikn  Het
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIii BBOA,

Bxo>xaeHue B rpynny (igmp-proxy)

CuHoncunc

Mpumep

UcTopuns nameHeHuii

3.26.1 igmp-proxy force

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

Het

I (config)>  igmp-proxy

(config)> igmp-proxy

(igmp-proxy)>

Bepcusa

OnucaHune

2.06

JobasneHa KoMaHAa igmp-proxy.

MprHYANTENLHO BKAOUYNTL CTapyto Bepcuto IGMP. Mo ymonyaHumio 31a
HaCTPOIMKa OTK/IFOYEHa N BEPCUA NPOTOKO/A BbI6MPaeTcs B aBTOMaTUYECKOM

pexvme.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmon4vaHuio.

Ja
Ja

HeT

(igmp-proxy)>

force <protocols

(igmp-proxy)> no force

AprymeHT 3HauyeHue OnuncaHwue
protocol igmp-vl MpuMeHUTb GUNLTPALMNIO K BXOAALLINM
naketam.
igmp-v2 MpUMeHUTb GUABLTPALMIO K MCXOASALLIAM
rnakeTam.

(igmp-proxy)> force igmp-vl
Igmp::Proxy: Forced protocol: igmp-vl.

(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.

Bepcus

OnucaHune

2.08

JobasneHa komaHaa igmp-proxy force.
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naBa 3 OnncaHme KOMaHA,

3.27 igmp-snooping disable

OnucaHwue OTxntounTb IGMP snooping. KomaHga A0CTynHa TO/IbKO B pexumax KnveHr,
Yecnnutens nnu Toyka floctyna.

KomaHga ¢ npedurkcom no Bkatovaet IGMP snooping.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I(config)> igmp-snooping disable

Mpumep (config)> igmp-snooping disable
Igmp::Snooping: Disabled.
(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.12 JobasneHa komaHaa igmp-snooping disable.

3.28 interface

OnucaHune JocTyn K rpynne KoOMaHZ4 ANs HaCTPOMKKM BbIbpaHHOMo MHTepdeiica. Ecnn
nHTepderic He HallleH, KOMaHAa NbITaeTCsa ero co3aaTb.

ima nHTepdelica 3agaeT ero knacc, KOTopblii HacaedyeT onpeeneHHble
CBOIICTBa, CM. AnarpamMmbl B [punoxernn. KomaHabl paboTatoT
NPUMEHNTENBLHO K kKnaccaM. COOTBETCTBYHOLLMIA Knacc MHTepdelica ykasaH
B OMMUCaHNM KOMaHAbI.

KomaHga ¢ npedukcom no yaanset nutepdeiic.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
BxoxxageHue B rpynny (config-if)

CuHoncnc I (config)> interface name»

I (config)> no interface name>
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT |3HaueHue OnucaHue

name NHTepgeiic MNMonHoe nma nHTepdeinca Nnv NCeBLOHUM.
CnncoK AOCTYMHbIX NHTePHEencoB MOXHO
yBUAeTb C MOMOLLbIo KOMaHAbl interface
[Tab].

Mpumep (config)> interface [Tabl

Usage template:
interface {name}

Choose:
Pvc
Vlan
CdcEthernet
UsbModem
RealtekEthernet
AsixEthernet
Davicom
UsbLte
Yota
Bridge
PPPoE
SSTP
PPTP
L2TP
Wireguard
OpenVPN
IPIP
TunnelSixInFour
Gre
EoIP
TunnelSixToFour
Chilli

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHja interface.

3.28.1 interface authentication chap

OnucaHune BkntounTb noasaepxky ayreHTudumkaumm CHAP
KomaHga ¢ npedurkcom no oTkntovaet CHAP

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

Tun nutepdeiica Secure

CuHoncnc I (config-if)> authentication chap

I (config-if)> no authentication chap

NMpumep (config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

CHAP.
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onvcaHue
2.00 [Jlo6baBneHa komaHga interface authentication chap.

3.28.2 interface authentication eap-md5

OnucaHwue BkntounTb noagepxky ayteHTndumkaumm EAP-MD5.
KomaHga c npedurkcom no otkntoyaet EAP-MD5.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication eap-md5

I (config-if)> no authentication eap-md5

Mpumep (config-if)> authentication eap-md5
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.

(config-if)> no authentication eap-md5
Network::Interface: :Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHga interface authentication eap-mds5.
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naBa 3 OnncaHme KoMaHp,

3.28.3 interface authentication eap-mschapv2

OnucaHue BkntounTb noaaepxky ayreHTudumkaumm EAP-MSCHAPV2.
KomaHga ¢ npedurkcom no otkatouaet EAP-MSCHAPvV2, MS-CHAPV2.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica Secure

CuHoncuc I (config-if)> authentication eap-mschapv2

I (config-if)> no authentication eap-mschapv2

Mpumep (config-if)> authentication eap-mschapv2
Network::Interface::Supplicant: "IKEO": authentication is »
unchanged.

(config-if)> no authentication eap-mschapv2
Network::Interface::Supplicant: "IKEO": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
3.05 JobaBneHa komaHaa interface authentication
eap-mschapv2.

3.28.4 interface authentication eap-ttis

OnucaHwue BkntounTe noasepxky ayteHTndumkaumm EAP-TTLS.
KomaHga c npedurkcom no otkatouaet EAP-TTLS.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

Mpumep (config-if)> authentication eap-ttls
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no authentication eap-ttls
Network::Interface: :Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaeneHa komaHaa interface authentication eap-ttls.

3.28.5 interface authentication identity

OnucaHwne YKazaTb UMS Nonb3oBaTens Ang ayTeHTudrKaLmm ycTpoicTea Ha yAaneHHon
cucteme. MicnonbayeTcs ana noaknrodenmin PPTP, PPPoE v L2TP.

KomaHaa ¢ npedrKcom no cTvpaeT paHee 3aAaHHOE MMS Mo/b30BaTenNs.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Secure

CuHoncuc (config-if)> authentication identity <identity»

(config-if)> no authentication identity

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
identity Ctpoka Vma nonb3oBaTens Ansa ayteHTuomKaumn.
Npumep (config-if)> authentication identity mylogin

Network::Interface::Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network: :Interface::Supplicant: "PPTPO": identity cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHga interface authentication identity.

3.28.6 interface authentication mschap

OnucaHwue BknounTb noagepxky ayteHTudumkaumm MS-CHAP.
KomaHga c npedumkcom no otkntovaet MS-CHAP.
Mpejukc no Ja

MeHsieT HacTpouikm  /[la
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Het

Secure

I(conﬁ94ﬂ> authentication mschap

I(conﬂg-ﬁﬁ>noauthenticationmschap

(config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPO": added authentication: »
MS-CHAP.

(config-if)> no authentication mschap
Network::Interface::Supplicant: "PPTPO": removed authentication: »
MS - CHAP.

Bepcus OnucaHue

2.00 JobaeneHa komaHga interface authentication mschap.

3.28.7 interface authentication mschap-v2

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTtb nogaepxky ayteHTudumkaumm MS-CHAPV2.
KomaHpga ¢ npedurkcom no otkatoyvaet MS-CHAPV2.
Ja

Ja

Het

Secure

I(conﬂg4ﬂ> authentication mschap-v2

I(conﬁg-ﬁﬁ>noauthenticationmschap-v2

(config-if)> authentication mschap-v2
Network::Interface: :Supplicant: "PPTPO": authnentication is »
unchanged.

(config-if)> no authentication mschap-v2
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
MS-CHAPv2.

Bepcus OnucaHve
2.00 JlobaBneHa komaHaa interface authentication
mschap-v2.
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naBa 3 OnncaHme KOMaHA,

3.28.8 interface authentication pap

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb noasepxky ayteHTudumkaumm PAP.
KomaHga ¢ npedurkcom no oTkatouaeT PAP.
Ja

Ja

Het

Secure

I (config-if)> authentication pap

I (config-if)> no authentication pap

(config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.

(config-if)> no authentication pap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
PAP.

Bepcus OnucaHve

2.00 [Jlo6aBneHa komaHga interface authentication pap.

3.28.9 interface authentication password

OnucaHwmne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

YKkaszaTtb Naposb Ans ayTeHTudumkaumm ycTpomcTea Ha yaaneHHoM cucteme,
Vcnonb3yeTtca agnsa noakntodeHuin PPTP, PPPoE n L2TP.

KomaHgza ¢ npedprKcomM no cTMpaeT 3HaYeHne Naposs.
Ja

Ja

Het

Secure

(config-if)> authentication password «password»

(config-if)> no authentication password

AprymeHT 3HayeHue OnucaHue

password CTtpoka Maponb ans ayteHTUGUKaLUN.
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-if)> authentication password Aihoi2chal
Network::Interface: :Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network: :Interface::Supplicant: "PPTPO": password cleared.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa komaHaa interface authentication
password.

3.28.10 interface authentication peap

OnucaHwue Bkntountb nogaepxky EAP-PEAP meTofa NpoBepKy MOAJIVHHOCTW.
KomaHga ¢ npedpurkcom no oTktouaeT wudpoBaHmne EAP-PEAP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Secure

CuHoncuc I (config-if)>  authentication peap

I (config-if)> no authentication peap

Mpumep (config-if)> authentication peap
Network::Interface::Ethernet: "WifiMasterl/AccessPoint0": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network::Interface::Supplicant: "WifiMasterl/AccessPoint@": »
removed authentication: PEAP.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 JlobasneHa komaHAa interface authentication peap.

3.28.11 interface authentication shared

OnucaHue BkntoumnTb pexum ayTeHTUdUKaLUmnm ¢ pazoendgemoim Ka4oM. ITOT PEXNM
NCMONb3YeTCs TONbKO B coMeTaHnu ¢ LunpposaHmnem WEP. Pasdendemsie karo4u
3ajatoTca komaHgol interface encryption key.

KomaHga c npednKcom no nepeBoANT ayTEHTUGMKALMIO B OTKPBITHIA PEXIM.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja

HeTt

WiFi

I (config-if)> authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Network: :Interface: :Rtx::AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.

Bepcus OnucaHve

2.00 JobaBneHa KkoMmaHAa interface authentication shared.

3.28.12 interface authentication wpa-psk

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

YCTaHOBUTL NpeABapUTe/IbHO COrNacoBaHHbIN KN4 Ans ayTeHTUdrKaumm
no npotokony WPA-PSK. Bo3MOXHO 3asaHuve Knto4a B BUge 256-61TtHOro
LWecTHaALaTePUYHOro Ymcna, 1nbo B Buge ctpokm ASCII-cmumsonos. Bo
BTOPOM CJly4ae CTPOKa MUCMoJib3yeTcs Kak KogoBas pasa /15 reHeprpoBaHus
Kntoya (napong).

KomMaHga ¢ npeprKcoM No OTMEHSIET HACTPONKY.
Ja

Ja

Het

WiFi

(config-if)> authentication wpa-psk psk>

(config-if)> no authentication wpa-psk

AprymeHT 3HauyeHue OnucaHwue

psk Ctpoka MpeaBapuTEbLHO COrNacoBaHHbIV KNHOY B
BUAe 256-61THOrO WecTHaALaTePUYHOro
uncna, cocTosLLero 13

64 wecTHaguaTepuydHbIX undp, NMbo B BUAE
cTpoku ASCII gnmHol oT 8 A0 63 CLUMBO/IOB.
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Mpumep

UcTopuns nameHeHuii

(config-if)> authentication wpa-psk Eethaich9z
Network: :Interface::Wifi: "WifiMasterl/AccessPoint@": WPA PSK set.

(config-if)> no authentication wpa-psk
Network: :Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK »

removed.
Bepcus OnucaHve
2.00 [JlobaBneHa koMmaHAa interface authentication wpa-psk.

3.28.13 interface backhaul

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BrntounTb noagepxky VLAN ans 6€CnpoBOAHOIO COefMHEHVS MeXay
poyTepamu Keenetic B pexxme trunk. Mo ymon4aHmio HacTpoKa OTK/IFOUEHa.

KomaHga ¢ I'Ipe(bI/IKCOM Nno OTK/IkoYaeT HaCTpOVIKy.

Ja

Ja

Het

WiFiMaster

| (config-if>  backhaut

I (config-if)> no backhaul

(config-if)> backhaul

Network: :Interface: :Rtx: :AccessPoint:

backhaul mode enabled.

(config-if)> no backhaul

Network::Interface: :Rtx::AccessPoint:

backhaul mode disabled.

"WifiMaster@/AccessPointl": »

"WifiMasterQ@/AccessPointl": »

Bepcus OnucaHue

3.02 JobaeneHa komaHga interface backhaul.

3.28.14 interface band-steering

OnuncaHwne

3anyctuTb cyxb6y Band Steering ana AP 5 I'Tu. Mo ymon4aHuo HacTporika

BKJ/IHOYEHa.

[Ansi npaBuAbHO paboTbl Band Steering HEOGXOAMMO BbINONHUTL CleaytoLLe

ycnoBua:
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* BKJ/IHOYeHbl 06e Touku goctyna 2,4 My n 5 My,
* Y HUX ognHakoBble SSID

* OHN NMEKT OAMHAKOBbIE NapaMeTpPbl 6e3onacHoCTu (Tun LIJVI(I)pOBaHVIﬂ,
3HayeHue KNYa, U T. 4.)

KomaHga c npedumkcom no otknrouaeT Band Steering.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WiFiMaster

CuHoncunc I (config-ify>  band-steering

I (config-if)> no band-steering

Mpumep (config-if)> band-steering
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
enabled.

(config-if)> no band-steering
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »

disabled.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.09 Job6asneHa komaHaa interface band-steering.

3.28.15 interface band-steering preference

OnucaHwue 3ajaTb NpeAnoYTUTENbHBIN AVanasoH Ana TexHonorum Band Steering. MNo
YMOYaHVIO 3HaYeHve He ornpejeneHo.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme no yMOAYaHUIo.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFiMaster

CuHoncunc I (config-if)>  band-steering preference <band

I (config-if)> no band-steering preference
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
band 2 AnanasoH 2,4 Ty,
5 AvanasoH 5w,
Mpumep (config-if)> band-steering preference 5

Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference is 5 GHz.

(config-if)> no band-steering preference
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference disabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.09 JobasneHa komaHaa interface band-steering
preference.

3.28.16 interface ccp

OnucaHue Bkntountb noaaepxky npotokona CCP Ha 3Tarne yCTaHOBNEHWA COeAUHEHUS.
KomaHgaa ¢ npedurkcom no oTkntovaet CCP.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica PPP

CuvHoncuc I (config-ify> cep

I (config-if)> no ccp

MNpumep (config-if)> ccp
CCP enabled.

(config-if)> no ccp
CCP disabled.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.00 JobaeneHa koMmaHgaa interface ccp.
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3.28.17 interface channel

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTbL pajnokaHan (HacToTy BeLlaHus) Ans 6ecnpoBOAHbIX
nHTepodericos. IHTepdeincol Wi-Fi npuHMMalOT B KavecTBe HOMepa KaHana
uenble uncna ot 1 40 14 (ananasoH vyactoT oT 2.412 My, go 2.484 I'Ty) n ot
36 go 165 (ananasoH yactot ot 5.180 'y, Ao 5.825 ITw). Mo ymonyaHuo
NCMosib3yeTcs 3HayeHune auto.

KomaHga ¢ npedurKcom no ycTtaHaBAMBaET 3HaYeHMe Mo yMOYaHUIO.
Ja

Ja

HeTt

Radio

(config-if)>  channel «channels

(config-if)> no channel

AprymeHT 3HauyeHue OnuncaHwue

channel number Homep pagvio kaHana.
auto Homep paavo kaHana onpegensieTcs
aBTOMaTM4Yecku.

(config-if)> channel 8
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": channel set »
to 8.

(config-if)> channel 36
Network::Interface::Rtx::WifiMaster: "WifiMasterl": channel set »
to 36.

(config-if)> no channel
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »
mode set.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface channel.

3.28.18 interface channel auto-rescan

OnucaHwne

3agjatb pacnncaHmne And aBToMaTn4v4eckoro CKaHMpoBaHuUA paanmo KaHanoB.
Mo YMONYaHUIO NapaMeTp OTKJ/IKOYEH.

KomaHza c nped1KcomM no oTKAOYaEeT HaCTPOWKY.
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Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Radio
CuHoncnc (config-if)>  channel auto-rescan [ <hhs:imm> Jinterval <interval
(config-if)> no channel auto-rescan
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
interval 1 VIHTepBa/ NOBTOPHOIro CKaHMPOBaHUSA B
yacax.
6
12
24
Mpumep (config-if)> channel auto-rescan interval 1

Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": scheduled »
interval 1 hour.

auto rescan,

(config-if)> no channel auto-rescan
Network: :Interface::Rtx::WifiMaster:

"WifiMaster0": auto rescan »

UcTopuns nameHeHuii

disabled.
Bepcus OnucaHve
2.07 JobaeneHa komaHaa interface channel auto-rescan.

3.28.19 interface channel width

YCTaHOBUTb LUMPWHY NOAOCHI MPOMYCKaHWSA AN yKa3aHHOro KaHana. Mo
YMOJIYaHWNIO NCMONb3YeTCcs 3HaUeHue 40-below .

OnucaHwne

KomaHgaa c npedrKcom no ycTaHaBNMBAET 3HAUEHME MO YMONUYAHWIO.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

Het

Radio

I (config-if)>  channel width widths

I (config-if)> no channel width
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT |(3HayeHue OnucaHwue
width 20 YcTaHOBUTbL M0OM0CY NPOMNYCKaHNSA PaBHYHO
20 Ml
40-above PacLumputb nonocy nponyckaHms o 40 MIy,

NCNONb3YS CNefyroLLNi KaHan.

40-below Pacwumputb nonocy nponyckaHmsa o 40 MIy,
NCNOb3ys NpeablAyLLNG KaHan.

(config-if)> channel width 20
Network: :Interface: :Rtx::WifiMaster: "WifiMaster@": channel »
bandwidth setting applied.

(config-if)> no channel width
Network::Interface::Rtx::WifiMaster: "WifiMaster0": channel »
bandwidth settings reset to default.

Bepcus OnucaHve

2.04 JobaBneHa komaHaa interface channel width.

3.28.20 interface chilli coaport

OnuncaHwme

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

Yka3atb UDP-NopT, Ha KOTOPbIV 6yAyT OTNPaBAATLCSA 3anpockl Ha OTK/IH0YeHe
oT RADIUS-knneHTa.

KomaHga c npedurkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

Chilli

(config-if)>  chilli coaport <coaport>

(config-if)> no chilli coaport

AprymeHT 3HauyeHue OnucaHwue

coaport lenoe 4ucno |Homep nopta CoA.

(config-if)> chilli coaport 3940
Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.

Air (KN-1610) — CnpaBOYHVK KOMaHZ,

145



naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 Jo6aBneHa komaHga interface chilli coaport.

3.28.21 interface chilli dhcpif

OnucaHune HasHaunTb nutepdeinc Chilli ceteBoMmy cncteMHomy nHTepdericy.
KomaHga ¢ npeprKcoM No OTMeHSAeT NPUBA3KY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli dhcpif «hcpifs

(config-if)> no chilli dhcpif

AprymeHTbI AprymeHT |[3HaueHue OnucaHue
dhcpif UnTepgeric MonHoe nmsa nHTepdeinca nnv NCEBLOHNM.
Mpumep (config-if)> chilli dhcpif Bridgel

Chilli::Interface: "Chilli@": bound to Bridgel.

(config-if)> no chilli dhcpif
Chilli::Interface: "Chilli@": unbound.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6asneHa komaHgaa interface chilli dhcpif.

3.28.22 interface chilli dns

OnucaHue Ykasatb IP-agpec cepsepa DNS.
KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Chilli
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-if)>  chillidns «dns1[<«dns2>]

(config-if)> no chilli dns

AprymeHT 3HauyeHue OnuncaHwue

dnsl IP-agpec Agpec nepsuyHoro DNS-cepsepa.

dns2 IP-agpec Appec sTopuyHoro DNS-cepBepa.

(config-if)> chilli dns 8.8.8.8 1.1.1.1
Chilli::Interface: "Chilli®": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns
Chilli::Interface: "Chilli®": DNS servers reset to default.

Bepcus OnucaHve

2.10 JobaeneHa komaHga interface chilli dns.

3.28.23 interface chilli lease

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

HacTpouTb Bpems apeHAbl NOAKIHYEHHOro KaneHTckoro IP-agpeca. Mo
YMOJIYaHUIO NCMNOJIb3YeTCcHa 3HaueHue 3600.

KomaHza ¢ npedprKcom no Bo3BpaLLaeT 3HAYEHNE N0 YMOIYaHUIO.,
Ja

Ja

Het

Chilli

(config-if)>  chilli lease <lease»

(config-if)> no chilli lease

AprymeHT 3HauyeHue OnucaHwue

lease lenoe uucro |Bpema apeHabl B cekyHAax. MakcMmMasnbHoe

3HayeHune 259200.

(config-if)> chilli lease 1000
Chilli::Interface: "Chilli0": lease has been set 1000 seconds.

(config-if)> no chilli lease
Chilli::Interface: "Chilli0": lease has been reset to default »
(3600 seconds).
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 JobaeneHa komaHaa interface chilli lease.

3.28.24 interface chilli logout

OnucaHune
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

MpUHYANTENBHO OTKNOUNTL MAC-agpec yka3aHHOro KIneHTa.

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli logout (<mac> | all)

AprymeHTbl AprymMeHT  |3HaueHme |OnucaHue
mac MAC-agpec MAC-agpec 3aperncTpmpoBaHHOro KIMeHTa.
all Keyword OtknrounTb Bce MAC-agpeca.

Mpumep (config-if)> chilli logout 64:a2:22:51:b4:11

(config-if)> chilli logout all
Chilli::Interface: "Chilli@":

service restarted.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.10 JlobaBneHa komaHga interface chilli logout.

3.28.25 interface chilli macauth

OnucaHue BintoumnTtb GYHKLMIO MPOBEPKM NOANVHHOCTY NMOMb30BaTenein TONbKO Ha
OCHoBaHWW rnpoeepkn MAC-agpeca.
KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOIKY.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc I (config-ify)>  chilli macauth

I (config-if)> no chilli macauth
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NMpumep (config-if)> chilli macauth
Chilli::Interface: "Chilli0": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli®": macauth cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JlobaeneHa komaHaa interface chilli macauth.

3.28.26 interface chilli macpasswd

OnuncaHmne YcTaHOBUTbL Naponb A8 NpoBepkun noaanHHocTn MAC-agpeca.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli macpasswd <macpasswd>

(config-if)> no chilli macpasswd

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
macpasswd CTpoka Maponb nonb3osaTens.
Mpumep (config-if)> chilli macpasswd 1234567890

Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli@": macpasswd cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.11 Job6asneHa komaHga interface chilli macpasswd.

3.28.27 interface chilli nasip

OnucaHue YctaHoBUTL 3HaueHue RADIUS napameTtpa IP-agpec NAS. lMossonsieT
HaCTPOWUTb 1 UCNO/B30BaTb NPOM3BO/bHLIN IP-agpec.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Mpe¢ukc no [Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli nasip («address> | interface wan> | auto)

(config-if)> no chilli nasip

AprymeHTbI AprymeHT |3HaueHue OnucaHue
address |IP-agpec KoHkpeTHbIN IP-agpec cepsepa.
wan UHTepgelic IP-agpec ykazaHHoro WAN-unHTepdelica.
auto Knw4esoe cnoso |IP-agpec Tekywiero WAN-nHTepdelica.
Mpumep (config-if)> chilli nasip 95.213.215.187

Chilli::Interface: "Chilli®": NAS IP address set to »
"95.213.215.187".

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli@": NAS IP address set to auto.

(config-if)> no chilli nasip
Chilli::Interface: "Chilli®": NAS IP address cleared.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.10 [Jlo6aBneHa komaHga interface chilli nasip.

3.28.28 interface chilli nasmac

OnucaHune YcraHoBuUTb MAC-agpec ans atpmbyta RADIUS Called-Station-ID. MNo
yMon4yaHuto ncnosnbsyetcd MAC-agpec rocteBoi ceTu.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHUo.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica Chilli

Cunoncuc I (config-if)>  chilli nasmac mac>
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(config-if)> no chilli nasmac

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-apgpec HoBsblin MAC-agpec ans RADIUS
Called-Station-ID.

Mpumep (config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli@": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli0": NAS MAC address cleared.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.1 JobaBneHa komaHaa interface chilli nasmac.

3.28.29 interface chilli profile

OnucaHwne HasHaunTb npodunb Chilli cooTBeTCTBYOWEMY NHTEpdeiicy.
KomaHga ¢ npednkcom no yganseTt HacTPOnKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nutepdeiica Chilli

Cutoncnc (config-ifi>  chilli profile qrofile

(config-if)> no chilli profile

AprymeHTbI AprymeHT 3HaueHue OonucaHue
profile Ctpoka HassaHwue npoduna RADIUS-cepBepa.
Mpumep (config-if)> chilli profile Wi-Fi_SYSTEM

Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHgaa interface chilli profile.
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3.28.30 interface chilli radius

OnucaHue JobaBuTb agpeca RADIUS-cepBepa.
KomaHaa ¢ npedurkcom no yaanset agpeca.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radius <serverl [ «server2s]

(config-if)> no chilli radius

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
serverl Ctpoka Appec nepsuyHoro RADIUS-cepBepa.
server2 Ctpoka Agpec sTopuyHoro RADIUS-cepBepa.
Npumep (config-if)> chilli radius radius.wifisystem.ru »

radius2.wifisystem. ru
Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.

(config-if)> no chilli radius
Chilli::Interface: "Chilli@": RADIUS servers cleared.

VICTOleﬂ M3MeHeHWA Bepcmﬂ onucaHvie

2.10 Job6aBneHa komaHza interface chilli radius.

3.28.31 interface chilli radiusacctport

OnucaHue HasHaunTb UDP-nopT yuéta RADIUS-cepBepa. 10 yMmonyaHmto NCrnosib3yeTcd
3HayeHVe 1813.

KomaHga ¢ npedurkcom no yctaHaBAMBaET MOPT MO YMOSYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli

1 52 CnpaBoyHuK kKoMmaHa — Air (KN-1610)




naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>  chilli radiusacctport <radiusacctport;

(config-if)> no chilli radiusacctport

AprymeHT 3HauyeHue |OnucaHue

radiusacctport Crtpoka Homep nopTa.

(config-if)> chilli radiusacctport 1819
Chilli::Interface: "Chilli@": radiusacctport set to 1819.

(config-if)> no chilli radiusacctport
Chilli::Interface: "Chilli@": radiusacctport reset to default.

Bepcus OnucaHve

3.06 Jlo6aeneHa komaHga interface chilli radiusacctport.

3.28.32 interface chilli radiusauthport

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

HasHaunTte UDP-nopT ayteHTUdUKaumnm RADIUS-cepBepa. 1o ymondaHuto
ncnonb3yeTca 3HadeHue 1812.

KomaHga ¢ npedrkcom no yctaHaBAMBaET NOPT MO YMOAYAHULO.
Ja

Ja

Het

Chilli

(config-if)>  chilli radiusauthport <radiusauthport,

(config-if)> no chilli radiusauthport

AprymeHT 3HaueHue |OnucaHue

radiusauthport Ctpoka Homep nopra.

(config-if)> chilli radiusauthport 1820
Chilli::Interface: "Chilli@": radiusauthport set to 1820.

(config-if)> no chilli radiusauthport
Chilli::Interface: "Chilli@": radiusauthport reset to default.

Bepcus OnucaHue

3.06 Job6asneHa komaHaa interface chilli radiusauthport.
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3.28.33 interface chilli radiuslocationid

OnucaHue 3apatb uaeHTUdVKaTOP MecTononoxeHns RADIUS-cepsepa. OH AOMXKeH 6bITb
B dopmate isocc=, cc=, ac=, network=.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiuslocationid «radiuslocationid»

(config-if)> no chilli radiuslocationid

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
radiuslocationid |CTpoka 3HaueHune ngeHTudmMKaTopa
MeCTOMOOXEHWS.
NMpumep (config-if)> chilli radiuslocationid »

isocc=,cc=,ac=,network=WiFiSYSTEM,
Chilli::Interface: "Chilli®": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, ".

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli@": radiuslocationid cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli radiuslocationid.

3.28.34 interface chilli radiuslocationname

OnucaHue 3ajaTb Ha3BaHWe MecTononoxeHua RADIUS-cepsepa.
KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica Chilli

Cunoncnc I (config-if)>  chilli radiuslocationname <radiuslocationname;
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AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-if)> no chilli radiuslocationname

AprymeHT 3HauyeHue |OnucaHue

radiuslocationname|CTpoka HasBaHVe MeCTonoN0XeHUA.

(config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli0": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli0": radiuslocationname cleared.

Bepcus OnucaHve

2.10 JobaBneHa komaHaa interface chilli
radiuslocationname.

3.28.35 interface chilli radiusnasid

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

YcTaHoBUTL naeHTUdMKaTOp cepBepa CeTeBoro AocTyna.
KomaHgaa ¢ npedprKcoOM no yaanset HacTPOKY.

Ja

Ja

Het

Chilli

(config-if)>  chilli radiusnasid <radiusnasids

(config-if)> no chilli radiusnasid

AprymeHT 3HauyeHue OnuncaHwue

radiusnasid |CTpoka NaeHTudukaTop NAS.

(config-if)> chilli radiusnasid keeneticru_12
Chilli::Interface: "Chilli@": radiusnasid set to "keeneticru 12".

(config-if)> no chilli radiusnasid
Chilli::Interface: "Chilli®": radiusnasid cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHga interface chilli radiusnasid.
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3.28.36 interface chilli radiussecret

OnucaHue YCTaHOBUTL 06LLMIA KoY And 06omx RADIUS-cepBepoB.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiussecret <radiussecret»

(config-if)> no chilli radiussecret

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
radiussecret|CTpoka 3HauyeHue KKua.
Mpumep (config-if)> chilli radiussecret 12df34fd

Chilli::Interface: "Chilli®": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHga interface chilli radiussecret.

3.28.37 interface chilli uamallowed

OnucaHue YKkasaTb pecypc, K KOTOPOMY KANEHT MMeeT A0CTYN 6e3 NepBUYHON
ayTeHTUPUKaLnmn.

KomaHga ¢ npedurkcom no yaanseT pecypc 13 cnmcka. Ecnm BeInOAHUTb
KOMaHZy 6e3 aprymMmeHTa, TO BeCb CMNCOK pecypcoB byAeT OUnLLEH.

Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Chilli

Cunoncnc I (config-if)>  chilli uamallowed wamallowed>

I (config-if)> no chilli uamallowed [ wamallowed> ]
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

uamallowed |CTpoka IP-agpec, URL nnu noaceTs.

(config-if)> chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled
garden.

v

(config-if)> chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" added to walled
garden.

v

(config-if)> no chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" removed from
walled garden.

\J

(config-if)> no chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" removed from
walled garden.

v

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

Bepcus OnucaHve
2.10 JobaeneHa komaHaa interface chilli uamallowed.

3.28.38 interface chilli uamdomain

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

YKa3aTtb fOMEH, K KOTOPOMY KJ/IMEHT NMeeT A0CTYN be3 I'IepBl/I‘-IH017I
ayTEHTI/Iq)I/IKaLI,VIVI.

KomaHaa ¢ npepurkcom no yaanaeTt JOMeH 13 Cnucka. Ecam BbIMOAHUTL
KOMaHzy 6e3 apryMeHTa, TOo BeCb CMNCOK JOMEHOB ByAeT OUMLLEH.

Ja

Aa

[Ja

Chilli

(config-if)>  chilli uamdomain wamdomain>

(config-if)> no chilli uamdomain [ <«wvamdomain: ]

AprymeHT 3HauyeHue OnucaHwue
uamdomain CTpoka JloMeHHoe 1MA yaaneHHOoro XocTa.
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Mpumep

UcTopusa nsmeHeHwnii

(config-if)> chilli uamdomain wifisystem.ru

Chilli::Interface:

garden.

"Chillie": "wifisystem.ru" added to walled »

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli@": "wifisystem.ru" removed from walled »

garden.

(config-if)> no chilli uamdomain

Chilli::Interface:

"Chillio": walled garden cleared.

Bepcus

OnucaHune

2.10

Job6aBneHa

komaHga interface chilliuamdomain.

3.28.39 interface chilli uamhomepage

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YcraHoBuTb URL-agpec gomalluHel cTpaHuLbl ANA NepeHanpaBieHns
HeaBTOPV30BaHHbIX NO/ib30BaTeNeN.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Aa
Ja
HeTt

Chilli

(config-if)>

chilli uamhomepage wamhomepages

(config-if)> no chilli uamhomepage

AprymeHT

3HayeHue

OnuncaHue

uamhomepage

CTpoka

Monb3oBaTenbckmini URL-agpec.

(config-if)> chilli uamhomepage http://192.168.2.1/welcome.html
Chilli::Interface: "Chilli@": uamhomepage set to »
"http://192.168.2.1/welcome.html".

(config-if)>

Chilli::Interface:

no chilli uamhomepage

"Chilli0@": uamhomepage cleared.

Bepcusa

OnucaHune

2.10

Jlo6aBneHa komaHga interface chilli uamhomepage.

158

CnpaBoyHuK kKoMmaHa — Air (KN-1610)



naBa 3 OnncaHme KOMaHA,

3.28.40 interface chilli uamport

OnuncaHwne YKka3aTtb TCP-nopT A4 NOAK/IHOYEHNSA aBTOPU30BaHHbLIX KAVMEHTOB. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3990.

KomaHga ¢ npedunkcom no yctaHaBIMBaET MOPT MO YMOSUAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli uamport wamport>

(config-if)> no chilli uamport

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamport Lenoe 4ucno |Homep noprta.
Mpumep (config-if)> chilli uamport 3922

Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.10 JobasneHa komaHga interface chilli uamport.

3.28.41 interface chilli uamsecret

OnucaHue YcTaHoBUTb 06LWni knrod mexay UAM-cepsepom n Chilli. UAM-kntou
NCMNONb3yeTCa ANA X3LWMPOBaHNA 3anpoca nepes BbluncaeHneM napons.

KomaHga ¢ npedurkcom no yganseTt HaCTPOWKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncuc I (config-if)>  chilli uamsecret wamsecret>

I (config-if)> no chilli uamsecret
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

uamsecret

CTpoka

3HauyeHune Kaua.

(config-if)> chilli uamsecret 12df34fd

Chilli::Interface:

"Chilli0": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret

Chilli::Interface:

"Chilli@": uamsecret set to "".

Bepcusa

OnucaHue

2.10

JobaeneHa komaHaa interface chilli uamsecret.

3.28.42 interface chilli uamserver

OnucaHune
MNpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHuim

YctaHoBuTb URL-aapec Be6-cepBepa 415 NpoBepKM MOAANHHOCTA KJIVEHTOB

KomaHga c npedunkcom no yganseTt HacTPOKy.

Ja
Aa
HeTt

Chilli

(config-if)>

chilli uamserver wvamserver;

(config-if)> no chilli uamserver

AprymeHT

3HayeHue

OonwvicaHune

uamserver

CTpoka

Monb3oBaTenbcknint URL-agpec Beb6-cepBepa.

(config-if)> chilli uamserver »
https://auth.wifisystem.ru/hotspotlogin

Chilli::Interface:

"Chilli®": uamserver set to »

"https://auth.wifisystem.ru/hotspotlogin”.

(config-if)> no chilli uamserver

Chilli::Interface:

"Chilli0": uamserver cleared.

Bepcus

OnucaHune

2.10

JobaBneHa komaHaa interface chilli uamserver.
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naBa 3 OnncaHme KOMaHA,

3.28.43 interface compatibility

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb CTaHAaPTbl 6eCNpPOBOAHOI CBA3W, C KOTOPLIMUK AOJIXXEH 6bITb
COBMECTVM JaHHbI 6ecnpoBoaHol aganTep (MHTepdeiic). Ans nHtepdeiicos
Wi-Fi coBMeCcTMMOCTb 3aaeTcsa CTPOKOM 13 NaTUHCKNX BykB A, B, G, N,
0603HavarLWKx gononHeHns K ctaHaapty IEEE 802.11. K npumepy, Hannume
B CTPOKe COBMeCTUMOCTW BykBbl N ByfieT 03HauaTb, YTO JaHHbIN aganTtep
CMOXeT B3anMogencTBoBaTh € 802.11Nn-COBMeCTUMbIMIN YCTPOMCTBaMM Yepes
pagnokaHan. Habop fonNyCTUMBbIX CTPOK COBMECTMMOCTU onpejenseTcs
annapaTHbIMY BO3MOXHOCTAMW KOHKPETHOro agantepa 1 TpeboBaHnsaMun
COOTBETCTBYIOLUMX AONONHEHN K cTaHaapTy [EEE 802.11.

Mo ymonuaHuio ans yactoTsl 2,4 Ty ncnonb3syetcd cTpoka «BGN», «AN» —
ana 51y,

Het
Ja
Het

Radio

(config-if)>  compatibility annex>

AprymeHT 3HauyeHue OnuncaHwue
annex B, G, N Ana 2,4T1Tu.
A, N Ana 51Tu.
A, N+AC JononHuTtenbHbIn ctaHaapT IEEE.

(config-if)> compatibility N
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network: :Interface: :Rtx: :WifiMaster: "WifiMasterl": PHY mode set.

Bepcus OnucaHue
2.00 Job6asneHa komaHaa interface compatibility.
2.06 Job6asneH HoBbI cTaHAapT AC.

3.28.44 interface connect

OnuncaHwne

Mpedukc no

3anycTnUTb NPOLLECC MOAKIOYEHWS K yAaNeHHOMY y3ny.

KomaHga c nped1Kcom no rnpepbiBaeT coejuHeHMe.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

PPP, IP

(config-if)>

connect [ via«ia]

(config-if)> no connect

3HayeHue OnucaHue

AprymeHT

vla

UHTepgeinc VHTepdeiic, yepes KoTopbIi OCyLLeCTBAAETCS
noAxntoyeHve K yaganeHHomy ysny. lnsa PPPoE
3TOT NapamMeTp ABASETCSA 06a3aTesNIbHbIM.

(config-if)> connect via ISP

(config-if)> no connect

Bepcusa

OnucaHune

2.00

JobaeneHa komaHaa interface connect.

3.28.45 interface country-code

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuyHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

HasHaunTb nHTepdeicy 6ykBeHHbI KO CTPaHbl, KOTOPLIV BANSET Ha Habop
paAno-kaHanos. Mo yMon4aHnio yctTaHoBneHO 3HayeHme RU.

Het

Ja
HeTt

Radio

(config-if)>

country-code «code;

AprymeHT

3HavyeHue OnuncaHue

code

CTpoka Koz cTpaHbl.

(config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMaster@": country code »

set.
Bepcus OnucaHue
2.00 JobasneHa komaHaa interface country-code.
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naBa 3 OnncaHme KOMaHA,

3.28.46 interface debug

OnucaHwue BkOUNTL OTAAAOUHBIN pexuM NoAkaYeHns PPP. B 0TNaf04HOM pexurme
B CUCTEMHBbIV XXypHan BbIBOAUTCA NogpobHas nHpopmMaums o xoje
noaxnto4eHus. No ymonyaHuo GyHKLNSA OTKAOUEHaA.

KomaHga ¢ npednkcom no oTkAoYaeT 0TNALA0UHbBIA PEXUM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica PPP

CuHoncumc | (config-if)>  debug

I (config-if)> no debug

Mpumep (config-if)> debug
Network::Interface::Base: Debug enabled.

(config-if)> no debug
Network::Interface::Base: Debug disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga interface debug.

3.28.47 interface description

OnucaHue Ha3HauuTb Npon3Bo/IbHOE onKncaHne ceTeBoMy UHTepdericy.
KomaHga c npedumkcom no cTupaeT onncaHuve.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

CvHoncuc (config-if)> description «description»
(config-if)> no description
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
description |Crpoka Mpown3BosibHOe onncaHne nHTepderica.
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NMpumep (config-if)> description MYHOME
Network::Interface::Base: "Bridge0": description saved.

(config-if)> no description
Network::Interface::Base: "Bridge0": description saved.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface description.

3.28.48 interface down

OnucaHune OTKNOUYNTE ceTeBOV MHTepdenC 1 3anncaTb B HACTPOMKM COCTOAHME «down».

KomaHga c npedrnKcomM no BKAOUaeT ceTeBO MHTepdeinc n yaanset «down»
N3 HacTpOeK.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-if)>  down

I (config-if)> no down

Mpumep (config-if)> down
Network::Interface::Base: "GigabitEthernet0/2": interface is down.

(config-if)> up
Network::Interface::Base: "GigabitEthernet0/2": interface is up.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 JobaeneHa komaHza interface down.

3.28.49 interface duplex

OonucaHue YCTaHOBUTb AynaeKcHbl pexum Ethernet-nopTa. Mo ymonyaHuto 3agaHo
3HayeHwue auto.

KomaHza ¢ npedrkcom no Bo3BpaLLAeT 3HayeHre Mo YMONYaHUI0.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Ethernet
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CuvHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

(config-if)>  duplex mode>

(config-if)> no duplex

AprymeHT 3HauyeHue OnuncaHwue
mode full Pexxnm nonHoro gynnekca.
half MonyaynnekcHbIN pexuvM.
auto ABTOMaTUYECKMIA JYNAEKCHbIA PEXUM.

(config-if)> duplex full
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex set »
to "full".

(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex reset »
to default.

Bepcus OnucaHue

2.06.B.1 Job6asneHa komaHaa interface duplex.

3.28.50 interface dyndns profile

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

MpuBasaTk Kk ceTeBoMy NHTepdeicy npodunb DynDns. MNepea BbinoAHeHWEM
KOMaHAbl NPodu/b JOKEH BbITb CO34aH M HACTPOEH rpynnoi komaHg dyndns
profile.

KomaHaa ¢ npedurKcom no paspbiBaeT CBA3b MexXAy npoduiem n
nHTepdericom.

Aa
[Ja
Het
(config-if)>  dyndns profile profile

(config-if)> no dyndns profile

AprymeHT 3HauyeHue OnucaHwue

profile Ctpoka HasBaHune npodunsa DynDns.

(config-if)> dyndns profile TEST
DynDns::Profile: Interface set.
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WcTopusa nsmeHeHum

(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

Bepcus

OnucaHmne

2.02

Job6asneHa komaHaa interface dyndns profile.

3.28.51 interface dyndns update

OnuncaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

O6HoBUTL BPyUYHYto IP-agpec ans DynDns. Mo ymonuaHuio komaHaa paboTaet
B COOTBETCTBMMW C MOAUTMKOM NocTaBLymka ycayr DynDns, KOTopblii He
rnossonseT 06HoBAATL IP cnvkom YacTo. KntoyeBoe cnoBo force nossonseT

06HOBUTL IP B 06X0A4 MOAUTVKM MNOCTaBLLMKa YCAYT.

Het
Ja
Het
(config-if)>  dyndns update [ force]
AprymeHT 3HauyeHue OnuncaHwue
force Kniwyesoe He yunTbiBaTb pEKOMEHA0BAHHYH YacToTy
C/I0BO 06HOBEH M.

(config-if)> dyndns update

Bepcus

OnucaHune

2.00

JobasneHa komaHaa interface dyndns update.

3.28.52 interface encryption anonymous-dh

OnucaHune

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHtepdeiica

CuvHoncuc

BkntounTts Anonymous DH ansa SSTP-cepepoB 6e3 ceptudukaTa.

KomaHga ¢ npedurkcom no oTkarovaetT Anonymous DH.

Ja
Ja
Het

SSTP

I (config-if)>

encryption anonymous-dh
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I (config-if)> no encryption anonymous-dh

Mpumep (config-if)> encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.13 JobasneHa komaHgaa interface encryption
anonymous-dh.

3.28.53 interface encryption disable

OnucaHune OTKNOUNTb WndpoBaHme Ha 6ecnpoBogHOM NHTepdeiice.
Mpejukc no Het

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  encryption disable

Mpumep (config-if)> encryption disable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
wireless encryption disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface encryption disable.

3.28.54 interface encryption enable

OnucaHune BrntounTb WdpoBaHMe Ha 6ecnpoBogHOM MHTepdeiice. [To ymonyaHuio
ncnonb3yetcs wudposaHue WEP.

KomaHga c npedumkcom no otkaoyaeT wirdpoBaHve Ha 6ecnpoBOgHOM
nHTepderice.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica WiFi

Air (KN-1610) — CnpaBOYHVK KOMaHZ, 1 67



naBa 3 OnncaHme KoMaHp,

CuvHoncuc

Mpumep

UcTopuns nameHeHui

I (config-if)> encryption enable

I (config-if)> no encryption enable

(config-if)> encryption enable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0Q/AccessPoint0": »
wireless encryption enabled.

(config-if)> no encryption enable
Network::Interface: :Rtx::AccessPoint: "WifiMaster®/AccessPoint0": »
wireless encryption disabled.

Bepcus OnucaHve

2.00 JobasneHa koMmaHga interface encryption enable.

3.28.55 interface encryption key

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

HasHaunTtb Kntoum windpposaHuns WEP. B 3aBUCUMOCTI OT pas3psgHOCTY, KoY
MOXeT ObITb 3agaH 10 WwecTHaguaTepnyHbIMU Undpamm (5 cumeonamum ASCII)
— 40-6UTHbIN KNtoY, WEP — 40-6UTHBIN KN4, UK 26 LWeCTHaUuaTepUYHbIMU
umdpamum (13 cumBonamm ASCII) WEP Bcero moxeT 6bITb 3agaHo oT 1 fo 4
KAtouen wndpoBaHUS, N OANH U3 HUX AOSIXKEH BblTb Ha3Ha4YeH KAYOM Mo
YMOJIYaHWIO.

KomaHga c npedunkcom no yganseT Ktou.

Ja

Ja

Ja

WiFi

(config-if)>  encryption key <ids («values> [default] | default)

(config-if)> no encryption key <id>

AprymeHT 3HauyeHue OnucaHwue

id lenoe uucro |Homep kntouva. Bcero MoXHo 3a4ath A0
yeTbIpex Katye.

value Crpoka 3HaueHwue KaYa B BUAe
LIeCTHaALaTEPUYHOr0 YNCNa, COCTOSALLEro
13 10 nnv n3 26 umdp.

default KnouyeBoe YKa3blBaeT, UTO JaHHbIV KoY byaeT
C/10B0O 1CMNO0/Ib30BaH Mo YMOYaHUIO.
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Mpumep (config-if)> encryption key 1 1231231234
Network: :Interface::Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »
set.

(config-if)> no encryption key 1
Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »

removed.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHga interface encryption key.

3.28.56 interface encryption mppe

OnucaHune BkntounTb noasaepxky wndposaHua VMPPE.
KomaHga ¢ npedpurkcom no oTktovaeT wudposaHune MPPE.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PPTP

CunHoncuc I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

Mpumep (config-if)> encryption mppe
MPPE enabled.

(config-if)> no encryption mppe
MPPE disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHAa interface encryption mppe.

3.28.57 interface encryption owe

OnucaHue BrkntoumnTb anropmntmel obecnedeHuns 6esonacHoctn OWE Ha 6ecnpoBOgHOM
nHTepoerice. Mo yMon4aHMIO HaCTPOMKa OTKJTHOYEHaA.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxry OWE.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

WifiMaster

I (config-if)>  encryption owe

I (config-if)> no encryption owe

(config-if)> encryption owe
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
OWE algorithms enabled.

(config-if)> no encryption owe
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
OWE algorithms disabled.

Bepcus

OnucaHune

3.00

Job6asneHa komaHaa interface encryption owe.

3.28.58 interface encryption tkip hold-down

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

AprymeHTsl

Mpumep

YcTaHOBUTbL 3HaueHKe "countermeasure” Tarimepa ans TKIP npn
OAHOBPEMEHHOM Mcnonb3oBaHum WPA n WPA2 anropntmoB 6€30MacHOCTU
Ha 6ecnpoBogHOM NHTepdeiice. [0 yMOAYAHNIO NCMOJIb3YeTCH 3HaYeHme

60.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Aa
Ja
Het

WiFi

(config-if)>

encryption tkip hold-down <hold-down>

(config-if)> no encryption tkip hold-down

AprymeHT

3HavyeHue

OnucaHue

hold-down

Llenoe uucno

3HauveHMe TaiMepa B cekyHAaX. MoxeT
MPUHVMAaTL 3HaYeHVs B AmanasoHe ot 0 4o
60. Ecnn ykasaHo 3HaueHue 0, To PyHKUMS
OTK/IHOYeHa.

(config-if)> encryption tkip hold-down 10
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
hold-down interval is 10 sec.
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(config-if)> no encryption tkip hold-down
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
hold-down interval is reset to default (60 sec.).

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
3.08 Job6asneHa komaHaa interface encryption tkip
hold-down.

3.28.59 interface encryption wpa

OnucaHwne BkntounTb anropmtMmel obecneveHmns 6esonacHoctu WPA Ha 6ecnpoBOgHOM
nHTepdeiice. becnpoBogHoO MHTepdeic MOXeT NoAAepPXMBaTb COBMECTHOE
ncnone3oBaHme WPA n WPA2Z, ogHako nogaep>ka WEP aBToMaTUUeCKn
OTK/It0YaEeTCA NPy BKAOYEHUN 1lo6oro n3 WPA.

KomaHga ¢ npedpurkcom no oTkatoyaeTt WPA.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica WiFi

CuHoncuc I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

Mpumep (config-if)> encryption wpa
WPA algorithms enabled.

WcTopuns nsmeHeHWit |Bepcua onvcaHue

2.00 JobasneHa komaHaa interface encryption wpa.

3.28.60 interface encryption wpa2

OnucaHwne BkntounTb anroputmel obecneveHns 6esonacHoctun WPA2 (IEEE 802.11i, RSN)
Ha 6becnpoBoaHOM NHTepdelice. becnpoBoaHO MHTepdelic MoXeT pa3peLlaTb
coBmMmecTHoe ncrnonb3osaHue WPA n WPAZ, ogHako noaaepxka WEP
aBTOMAaTM4eCcKM OTK/IIOHaAeTCA NpU BKAKYEHUN N1H060ro 3 WPA.

KomaHga ¢ npedurkcom no oTknro4aeT WPAZ2.
Mpedukc no Ja

MeHsieT HacTpoiikn  [la
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHwnii

Het
WiFi
I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2

(config-if)> encryption wpa2
WPA2 algorithms enabled.

Bepcus OnucaHve
2.00 JobasneHa komaHaa interface encryption wpa2.

3.28.61 interface encryption wpa3

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

Bknoumntb anropmtMbl obecneveHmns 6esonacHocT WPA3 Ha 6ecnpoBOAHOM
nHTepdeice. becnpoBoaHOM NHTepdENC MOXeT NoAAepXMBaTb COBMECTHOe
ncnonb3oBaHue WPA2 n WPA3. Tlo yMON4YaHMNIO HAaCTPOKa OTK/IOUeHa.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxky WPA3.
Ja

Ja

Hert

WiFi

I (config-if)>  encryption wpa3

I (config-if)> no encryption wpa3

(config-if)> encryption wpa3
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
WPA3 algorithms enabled.

(config-if)> no encryption wpa3
Network::Interface: :Rtx: :AccessPoint: "WifiMasterQ@/AccessPoint0": »
WPA3 algorithms disabled.

Bepcus OnucaHue
3.00 JobasneHa komaHgaa interface encryption wpa3.
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3.28.62 interface encryption wpa3 suite-b

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb anroputmel obecnedeHns 6esonacHocTn WPA3 ans 3awmTel
KoHUAEHUMaNbHbIX AaHHbIX Suite-B B WPA Enterprise. [0 ymMon4aHuto
byHKUMS OTKAOYEHa.

Het

Ja

HeTt

WiFi

I (config-if)> encryptionwpa3 suite-b

(config-if)> encryption wpa3 suite-b
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »
WPA3 SuiteB enabled.

Bepcus OnucaHve

3.01 [JlobaBneHa komaHga interface encryption wpa3 suite-b.

3.28.63 interface flowcontrol

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

HacTtpolika ynpasneHus notokoM Ethernet Tx/Rx. Mo ymonyaHuo GyHKLUNS
BK/tOYeHa.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.
[Ja

Ja

Het

Ethernet

(config-if)>  flowcontrol on

(config-if)> no flowcontrol [send]

AprymeHT 3HayeHue OnucaHue

send Kno4yeBoe YnpaBneHvie NOTOKOM paboTaeT aCUHXPOHHO.
/1080

(config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.
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WcTopusa nsmeHeHum

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

Bepcus OnucaHue

2.08 JobaBneHa komaHaa interface flowcontrol.

3.28.64 interface follow

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

KonupoBaTb HacTpoliku Toukun goctyna ¢ WifiMaster0 (2,4 I'Tu) B TOUky
foctyna Ha WifiMaster ¢ nHaekcom 6onbuie Hyns (5 Ty 1 6onbLue).

Touka gocTtyna "nocnefoBaTtenb" aBToMaTUYeCcKm KonmpyeTt Bce MU3SMeHeHVs
HaCTPOeK C raBHOM TOUKM AOCTYNa.

Ecnun B HacTpolikm "nocnegoBatens” BHECTU M3MEHeEHWs, CBA3b C r1aBHOM
TOYKOI AOCTYyNa pa3pbiBaeTcs.

MpeaynpexaeHve: Toukm goctyna Ha WifiMasterO Bcerga ncnonb3yroTcs Kak
NCTOYHUK HacTpoeK. OHM He MOryT 6bITb
"nocnegoBarenamMmun’.

Het

Ja

Het

AccessPoint

(config-if)>  follow<access-point»

AprymeHT 3HauyeHue OnuncaHwue

access-point |UHTepgesic Vmsa nHtepdeiica AccessPoint Ha
WifiMaster0 2,4Tu. Bbl MOXeTe yBUAETb

CMNCOK JOCTYMHbIX MHTepdencoB npu
nomoLy komaHabl follow [Tab].

(config-if)> follow WifiMaster0/AccessPoint0
Network: :Interface: :AccessPoint: "WifiMasterl/AccessPoint0": set »
to follow WifiMaster0/AccessPoint0.

Bepcus OnucaHue

3.07 Job6aBneHa komaHaa interface follow.
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3.28.65 interface ft enable

OnuncaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

BrntounTb nogaep>xky FT ana Toukm goctyna (FT Over the Air, OTA) B pamkax
ctaHaapTa IEEE 802.11r. o ymon4aHuio napaMeTp OTK/IHOYEH.

Ana npaBuabHON paboTbl FT Mexay Toukamu goctyna 2,4 1 5 My Heobxogmmo

BbIMONIHNTbL CeAyrome ycnosua:

* BKJ/IHOYeHbl 06e Touku goctyna 2,4 Mun 5 My,

* Y HUX ognHakoBble SSID

* OHN UMEKT OAMNHAKOBbIE MapaMeTpPbl 6e3onacHocTK (Tun LLII/Iq)pOBaHI/IFI —

WPA2 nnun 6e3 napons, naponb, N T. 4.).

KomaHgaa ¢ npedurkcom no yaansiet HacTporiky.

Ja

Aa

Het

AccessPoint

I (config-if)>  ft enable

I (config-if)> no ft enable

(config-if)> ft enable

Network: :Interface: :Rtx: :AccessPoint:

fast transition enabled.

(config-if)> no ft enable

Network::Interface: :Rtx::AccessPoint:

fast transition disabled.

"WifiMaster@/AccessPoint0": »

"WifiMasterQ@/AccessPoint0": »

Bepcus OnucaHue

2.13 [obaBneHa koMmaHa interface ft enable.

3.28.66 interface ft mdid

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOj,

YctaHoBuTb naeHTumkatop Mobility Domain ans FT. Mo ymon4vaHuto

ncnonb3lyeTca 3HayveHme KN.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Aa
Ja

Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

AccessPoint

(config-if)>  ft mdid wndid>

(config-if)> no ft mdid

AprymeHT 3HauyeHue OnuncaHwue

mdid CTpoka 3HaueHwue ngeHTndrkatopa Mobility Domain.
Coctont 13 2 cumeonos ASCIL

(config-if)> ft mdid 1F
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID set to "1F".

(config-if)> no ft mdid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
fast transition MDID reset to default.

Bepcus OnucaHue

2.13 JobaeneHa komaHga interface ft mdid.

3.28.67 interface ft otd

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

BkntounTb noasaepxky FT Over-the-DS (Distribution System) B pamkax
ctaHgapta IEEE 802.11r. 3TOT TMN FT UCNONb3yeTCa A1 POYMUHra B
yCTapeBLUMX aBOHEHTCKMX YCTPOMCTBAX, Hanpumep, B TenedoHe iPhone 4s.
Mo ymonyaHuio NnapaMeTp OTKIIHOYEH.

KomaHga c npedunkcom no yaanseTt HacTPOKy.
Aa

Ja

Hert

AccessPoint

I (config-if)> ftotd

I (config-if)> no ft otd

(config-if)> ft otd
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
fast transition OTD enabled.

(config-if)> no ft otd
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition OTD disabled.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.13

JobaeneHa komaHzaa interface ft otd.

3.28.68 interface hide-ssid

OnucaHwue BktounTb pexkmm ckpbiTvs SSID. Mpy cNonb30BaHUM 3TOM GYHKLMK, TOUKa
A0CTYyNa He oTObpaXaeTcsa B CncKe AOCTYMNHbIX 6ecnpoBOAHbIX ceTel. Ho
eCNu No/b30BaTeNto N3BECTHO O CYLLLeCTBOBAHMN 3TON CeTN U OH 3HaeT ee

SSID, TO CMOXeT NOAKNHOUYNTLCA K 3TOM ceTu. 10 yMONYaHNIo pexmm
OTK/IHOYEH.

KomMaHgaa c npedprKcomM no OTK/IOYAET 3TOT PEXUM.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Access Point

CuHoncuc

I (config-if)>  hide-ssid

I (config-if)> no hide-ssid

Mpumep (config-if)> hide-ssid

Network: :Interface: :Rtx: :AccessPoint:

SSID broadcasting disabled.

(config-if)> no hide-ssid

Network::Interface: :Rtx::AccessPoint:

SSID broadcasting enabled.

"WifiMaster@/AccessPoint0":

"WifiMaster@/AccessPoint0":

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.00

[Job6aeneHa komaHaa interface hide-ssid.

3.28.69 interface iapp auto

OnucaHue CreHepupoBaTb koY JAPP B aBTOMaTU4YeCKOM pexunme. s Toro, Ytobbl

Ha3HauUTb K04 BPYYHYIO, UCMONb3YyNTe KoMmaHgy interface iapp key.

MNpejukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Bridge
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I (config-if)>  iapp auto

(config-if)> iapp auto
Network: :Interface: :Rtx::Iapp: Bridge® autoconfigured.

Bepcus OnucaHve

3.03 JobasneHa komaHaa interface iapp auto.

3.28.70 interface iapp key

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb KKOY MOBUIBHOTO AOoMeHa IAPP ans ycneLwwHoM CMHXPOHM3aLumn
MeXxay ToukamMm A0CTyna, rae BkatoueH FT (komaHaa interface ft enable).
Toukm focTyna fOMKHbI NpuHagnexaTb ogHon IP-nogcetn. Mo ymonyaHumio
KJIlOY He Ha3Hau4eH.

KomaHza ¢ npedrKCOM No yaanseT K.

Ja

Ja

Het

Bridge
(config-if)>  iapp key <key>

(config-if)> no iapp key

AprymeHT 3HauyeHue OnucaHwue

key CTpoka 3HauyeHwue kntoYa IAPP. MakcManbHasa An1vHa

Knto4a — 64 cmmvBona.

(config-if)> iapp key 11223344556677
Network::Interface: :Rtx::Iapp: Bridge0® key applied.

(config-if)> no iapp key
Network::Interface: :Rtx::Iapp: Bridge® key cleared.

Bepcusa OnucaHve

2.13 Jlo6aBneHa komaHaa interface iapp key.

3.28.71 interface idle-timeout

OnucaHwne

YCTaHOBUTb MHTEPBas OTKNOYEHWS KveHTa STA OT TOUKM AOCTyna no
TallMayTy HeaKTUBHOCTM. [10 yMONYaHWIO UCNONb3YyeTCs 3HaYeHne 600.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomMaHgza ¢ npeprKCOM NO OTK/IKOUAET HACTPOWKY.
Ja

Aa

HeTt

WiFiMaster

(config-if)>  idle-timeout <idle-timeout>

(config-if)> no idle-timeout

AprymeHT 3HayeHue | OnucaHue
idle-timeout |Yesoe 3HaueHVe TalimM-ayTa B cekyHgax. MoxeT
uncio NPVHKMAaTbL 3Ha4YeHWs B npejenax ot 60 Ao
2147483646.

(config-if)> idle-timeout 500
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
value is 500 sec.

(config-if)> no idle-timeout
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
disabled.

Bepcus OnucaHue

3.06 JobaBneHa komaHaa interface idle-timeout.

3.28.72 interface igmp downstream

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKM
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

BkntounTb pexuim paboTel IGMP Ha nHTepdeiice No HaNpPaBIEHUIO K
noTpebuTensmM rpynnoBo paccbikv. Ha ycTponcTee fokHa 6bITh 3anyLueHa
cyxba service igmp-proxy. JonyckaeTcs Haan4vme HeCKONbKNX MHTepdelicos
downstream.

KomaHgaa ¢ npedrKcoOM no oTMeHsieT AeiCTBMEe KOMaHAbI.
Ja

Ja

Het

IP

I (config-if)>  igmp downstream
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

I (config-if)> no igmp downstream

(config-if)> igmp downstream

(config-if)> no igmp downstream

Bepcus

OnucaHune

2.00

JobasneHa komaHaa interface igmp downstream.

3.28.73 interface igmp fork

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb aybnnpoBaHme NcxoaaLmx naketoB /GMP upstream B 3ajaHHbIN
nHTepderic. JonyckaeTca Haanyme ToabKo ogHoro nHTepderica fork.

KomaHga ¢ I'Ipe¢I/IKCOM Nno OTMeHdeT AEMCTBME KOMaHAbI.

Aa
Ja

Het

IP

I (config-if)>  igmp fork

I (config-if)> no igmp fork

(config-if)> igmp fork

(config-if)> no igmp fork

Bepcusa

OnucaHune

2.00

Job6aBneHa komaHaa interface igmp fork.

3.28.74 interface igmp upstream

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

BkntounTb pexuim paboTbl IGMP Ha nHTepdeiice No HanpaBAeHUIO K
MCTOYHMKY FPYNNOBOI paccblIkn. Ha ycTponcTBe fo/KHa 6bITh 3anyLyeHa
cnyxba service igmp-proxy. /lonyckaeTca Haanune TobKo OAHOro
nHTepderica upstream.

KomaHga ¢ I'Ipe¢I/IKCOM Nno OTMeHdeT AGIZCTBMG KOMaH/Abl.

Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

MNpumep (config-if)> igmp upstream

(config-if)> no igmp upstream

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa interface igmp upstream.

3.28.75 interface include

OnucaHune Yka3atb Ethernet-nHtepderiic, KoTopbii byaeT fob6aBeH B MPOrpaMMHbIiA
MOCT B KayecTBe rnopra.

KomaHga ¢ npedurkcom no yaanset nHtepderic s mocTa.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Bridge

CuHoncuc (config-if)>  include <interfaces

(config-if)> no include <interface»

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

interface UHTepgenc Vmsa nnn ncesgoHuM Ethernet nHtepdeiica,
KOTOPbIN AOKEH 6bITb BKAKOYEH B MOCT.

NMpumep (config-if)> include ISP
Network::Interface::Bridge: "Bridge0": ISP included.

(config-if)> no include
Network: :Interface::Bridge: "Bridge0@": removed ISP.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHza interface include.
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naBa 3 OnncaHme KoMaHp,

3.28.76 interface inherit

OnuncaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

YkaszaTb Ethernet-uHtepdelic, koTopblin byaeT AobaBneH B NpOorpaMmMHbIi
MOCT B KayecTBe nopTta. B otanume ot komaHapl include, komaHaa inherit
nepeAaeT MOCTY HEKOTOpPble HacTPOIikn fobaBnsemMoro nHTepderica, Takme
kak IP-agpec, macky n IP-nceBgoHMMBI. Mpun yaaneHun nnb6o camoro MocTa,
nnbo nHtepdeiica N3 MOCTa, 3T HACTPOIKU, AaXKe eCIN OHW BbLIV M3SMEHEHbI,
6yAyT CKONMpPOBaHbl 06PaTHO Ha 0CBOBOAMBLUNICA MHTepdeliC.

KomaHga nossonseT fob6aBUTb B MOCT MHTepdeiic, Yepes KOTOopbI
OCyLLeCTBNSIETCS ypaBneHue yCTPONCTBOM, U He NOTepsiThb ynpasBfeHue.

KomaHga c npedumkcom no yaanseT nHtepdeinc ns Mocra, Bo3Bpallaer
NHTepdency HaCcTPOIKK, yHac/ieoBaHHbIe paHee MOCTOM, 1 cbpacbiBaeT 3Tn
HaCTPOMKM y MOCTa.

Ja

Aa

[Ja

Bridge

(config-if)>  inherit <interface»

(config-if)> no inherit <interface»

AprymeHT 3HauyeHue OnucaHue

interface UHTeppeic Nms nnm ncesgoHum Ethernet nHtepodeiica,

KOTOprI7I A0J1KeH 6bITb BK/IKOYEH B MOCT.

(config-if)> inherit GigabitEthernet0/Vlan3
Network::Interface::Bridge: "Bridgel": GigabitEthernet@/Vlan3 »
inherited in Bridgel.

(config-if)> no inherit
Network::Interface::Bridge: "Bridgel": inherit removed.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface inherit.

3.28.77 interface ip access-group

OnuncaHwme

MpurBA3aTb MMEHOBaHHbIM CNUCOK NpaBun dpunbTpaunm (ACL, cm. access-list)
K nHTepelicy. NapameTp in nam out ykasbiBaeT HanpaeneHve Tpadurka Ans
KOTOporo byaeT npumeHaTbea ACL. K ogHOMY nHTepdericy MoXeT 6bITb
npmBs3aHo Heckonbko ACL.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

KomaHga c npedumkcom no otkntoyvaeT ACL Ans ykaszaHHOro nHTepdeiica n
HanpasfieHWsa Tpaduika.

Ja
Aa
[Ja
IP
(config-if)> ip access-group acls>«direction

(config-if)> no ip access-group «acls> «direction

AprymeHT 3HauyeHue OnucaHue

acl Ctpoka Cnncok npasun ¢uabTpaumy,
npejBapuTeibHO CO3aHHbIN C MOMOLLbIO
KomaHapbl access-list.

direction in MpUMeHUTb GUNbTPALMIO K BXOAALLIM
naketam.
out MpyMeHNTb PUABTPAaLMIO K NCXOAALLVM
nakeTam.

(config-if)> ip access-group BLOCK in
Network: :Acl: Input "BLOCK" access list added to "CdcEthernetl".

(config-if)> ip access-group BLOCK out
Network: :Acl: Output "BLOCK" access list added to "CdcEthernetl".

(config-if)> no ip access-group BLOCK in
Network::Acl: "BLOCK" access group deleted from "CdcEthernetl".

(config-if)> no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".

Bepcus OnucaHve

2.00 Jlo6aBneHa koMmaHga interface ip access-group.

3.28.78 interface ip address

OnucaHwne

Mpedukc no

N3meHnTb IP-agpec n macky ceTeBoro nHTepdeiica. Ecnm Ha nHtepdelice
3anylieHa cnyxba aBToMaTNYeCKOn HacTPOMKKM aapeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
afpec MoXeT 6bITb Nepe3anucaH.

KomaHga c npedumkcom no cbpacbiBaeT agpec Ha 0.0.0. 0.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

IP

(config-if)>  ip address <address> amask>

(config-if)> no ip address

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec Appec ceTeBoro nHTepodeiica.

mask IP-macka Macka ceteBoro nHTepdeiica. Ectb aBa
cnocoba BBOAA MacKn: B KAHOHNYECKOM BUe
(Hanpumep, 255.255.255.0) v B BUAe
61TOBOI ANVHBI Npedukca (Hanpumep, /24).

OpHo 1 TO Xe 3HayeHVe agpeca ceTu, coctosallero s IP-agpeca n macku,
MOXHO BBECTU ABYMS CMOCOBaMM: yKa3aTb MacKy B KAHOHUYECKOM BUAe UK
3ajaTb 6UTOBYIO ANHY NpedurKca.

(config)> ip address 192.168.9.1/24
Network::Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.

Bepcus OnucaHue

2.00 JobasneHa komaHgaa interface ip address.

3.28.79 interface ip address dhcp

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

3anyctute DHCP-kAneHT Ana aBToMaTMYeCckom HacTPOKN ceTeBblX
napameTpos: IP-agpeca v mackn nHtepdeiica, cepsepos DNS 1 wito3a no
YMOJIHaHUIO.

KomaHga ¢ npedurkcom no octaHaBnmBaeT cnyxby DHCP-knneHTa, yaanset
AVHaMUYeCK HaCTpoeHHble NapaMeTpbl 1 BO3BpalLlaeT rnpejbigyLime
HacTpolikun IP-agpeca n Macku.

Ja
Ja
Het

Ethernet

I (config-if)>  ip address dhcp [ hostname <hostname> ]
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no ip address dhcp

AprymeHT

3HayeHue OonvicaHune

hostname

CTpoka M5 xocTa, KoTopoe nepegaeTcs B none 12-oi
onuun DHCP. 3To nmsa He oba3aTeNbHO
AO/MKHO BbITb TaKUM Xe, Kak MMS XOCTa,
BBeJeHHoe B npoLiecce rnobanbHoOwM
HaCTPOMKMN.

(config-if)> ip address dhcp hostname QWERTY2
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp
Dhcp::Client: Stopped DHCP client on ISP.

Bepcusa

OnucaHune

2.00

JobasneHa KkomaHaa interface ip address dhcp.

3.28.80 interface ip adjust-ttl recv

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

N3meHnTb NnapameTp TTL Ans Bcex BXOAALLMX NakeToB Ha nHTepodelice.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Ja
Ja
Het

IP

(config-if)>

ip adjust-ttl recv «recvs

(config-if)> no ip adjust-ttl recv

AprymeHT

3HayeHue OnwucaHune

recv

Llenoe uucno |BennymHa nameHeHumsa TTL. MoxeT
NPUHNMAaTb 3Ha4YeHWNs B Npegenax ot 1 go

255 BKNHOUUTENBHO.

(config-if)>

ip adjust-ttl recv 1

Network::Interface::Ip: "CdcEthernet0": incoming TTL set to 1.

(config-if)> no ip adjust-ttl recv
Network::Interface::Ip: "CdcEthernet0": incoming TTL settings »

removed.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.07 Jlo6aBneHa komaHga interface ip adjust-ttl recv.
MpegblayLiee HasBaHWe KOMaHAbI interface ip adjust-ttl.

3.28.81 interface ip adjust-ttl send

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

N3mMeHUTb napameTp TTL Ana BCex MCXOAALLMX NaKeTOB Ha nHTepdelrice.
KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.

Ja

Aa

Het

IP

(config-if)>  ip adjust-ttl send «<send>

(config-if)> no ip adjust-ttl send

AprymeHT 3HauyeHue OnucaHwue

send llenoe uucno |BennumHa nameHeHumsa TTL. MoxeT
NPUHNMAaTb 3HaYeHNA B npegenax ot 1 Ao

255 BKNOUUTENBHO.

(config-if)> ip adjust-ttl send 65
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

(config-if)> no ip adjust-ttl send
Network::Interface::Ip: "CdcEthernetl": outgoing TTL settings »
removed.

Bepcus OnucaHue

2.09 Job6asneHa komaHaa interface ip adjust-ttl send.

3.28.82 interface ip alias

OnuncaHune

Mpe¢ukc no

YCcTaHOBUTb AOMONHUTENbHBIV IP-agpec 1 Macky ceTeBOro nHTepderica
(nceBgOHUM).

KomaHpaa c npedurkcom no copacbiBaeT yKaszaHHbIN NCeBAOHM Ha 0.0.0.0,

TEéM CaMbIM yaansdaqa ero. Ecnm BbINONHNUTL KOMaHA4y 6e3 aprymeHTa, To BeCb
cnncok ncesgoHMNMoOB 6y,£],ET oyuLleH.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica IP, Ethernet

Cunoncuc (config-if)>  ip alias address> anask»

(config-if)> no ip alias [ «address> anask> ]

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IP-agpec JononHnTenbHbIN agpec ceTeBoro
nHTepoderica.
mask IP-macka JononHntenbHas Macka ceTeBoro

nHTepdeiica. Ectb ABa cnocoba BBOAA MaCKM:
B KAHOHNYECKOM BUAe (Hanpumep,
255.255.255.0u1 B BUAe 6UTOBOW ANHbI

npedwkca (Hanpumep, /24).

Mpumep (config-if)> ip alias 192.168.1.88/24
Network::Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 reset »
to 0.0.0.0/0.

(config-if)> no ip alias
Network: :Interface::Ip: "WifiMasterl/WifiStation@": all aliases »

removed.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 Job6asneHa KkomaHga interface ip alias.

3.28.83 interface ip dhcp client broadcast

OnucaHue YcTaHoBUTL 6UT broadcast B coobuieHmsax DHCP Discover, yka3biBatoLLuii
Ha Ccrnocob oTnpaBKy oTBeTa 06paTHO KIMeHTY. Mo ymonyaHuio napameTp
OTKJIFOYEH.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Ethernet
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-if)>  ip dhcp client broadcast

I (config-if)> no ip dhcp client broadcast

(config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.

Bepcus OnucaHve

2.15 JobaeneHa komaHga interface ip dhcp client broadcast.

3.28.84 interface ip dhcp client class-id

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YKa3aTb Npon3BOAUTENS YCTPOMCTBA, Ha KOTOPOM paboTtaeT DHCP-KNMeHT
(onuwusa dhcp 60).

KomaHgaa ¢ npedprKcoM no yaanset HacTPOKY.
Ja

Ja

Het

Ethernet

(config-if)>  ip dhcp client class-id «class>

(config-if)> no ip dhcp client class-id

AprymeHT 3HauyeHue OnuncaHwue

class-id CTpoka Ha3BaHwve nponsBoAnTens ycTporicTea,
3aKJIlO4eHHOe B BOliHbIe KaBblYKN.

(config-if)> ip dhcp client class-id "Air"
Dhcp::Client: ISP DHCP client vendor class is set to "Air".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

Bepcus OnucaHue

2.02 Job6asneHa komaHga interface ip dhcp client class-id.
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naBa 3 OnucaHve Koma

HA

3.28.85 interface ip dhcp client debug

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

Briountb OTI'IaAO‘-IHbIIz pexunm. B oTnagoyHom pexnme B CUCTEMHBbIN KypHan

BbIBOAUTCA Noapo6bHasa nHdopmaumsa o pabote DHCP-knneHTa.
KomaHga ¢ npednkcom no oTkAoYaeT 0TNAAL40UHbIA PEXUM.
Ja

Ja

Het

Ethernet

I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.

(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

Bepcus OnucaHve

2.01 Jlo6aBneHa komaHga interface ip dhcp client debug.

3.28.86 interface ip dhcp client displace

OnucaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

BbITeCHUTb cTaTnuecknin agpec nHTepderica what B cnyyae eciv oH
KOH}NVKTYeT ¢ agpecoM, nonyyeHHbIM DHCP-k1eHTOM OCHOBHOIO
nHTepderica.

[JaHHasA KoMaHAa BbIMOMHAETCA aBTOMATNYeCcky Npu nogkntoyeHnn USB

Ethernet aganTepa. lNocne 3T0ro NPONCXoANT COXpaHeHne KoH$Urypaumm n

nepesarpyska ycTpoicTBaa.

KomaHaa ¢ npepunKCcom no oTMeHseT BbITECHEHME 419 YKa3aHHOro
nHTepoderica.

Aa
Ja
Ja

Ethernet

I (config-if)>  ip dhcp client displace whats[ check-session ]
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naBa 3 OnncaHme KoMaHp,

(config-if)> no ip dhcp client displace whats [ check-session ]

AprymeHTbI AprymeHT 3HaueHue OnwucaHue
what NHTepgeiic MMs nnm nceBAOHUM NHTepdeiica, yei
CTaTU4ecKnin agpec byaeT BbITeCHEH.
check-session|Knwyesoe Mpw Hann4ynm akTneHom cecnmn SCGI, He
C/1080 paspeLuaTb nepesarpysky 1 CMeHy

ceTeBOro agpeca poytepa. o ymonyaHuio
KomaHga gobaensetcaBdefault-config.

Npumep (config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

WcTopus nsmeHeHum Bepcus onuvcaHve
2.03 Job6asneHa koMmaHga interface ip dhcp client displace.
2.15 [JobasneH aprymeHT check-session.

3.28.87 interface ip dhcp client dns-routes

OnucaHune BraounTb aBTOMaTryeckoe JobasneHme XocT-MapLupyTos 4o DNS-cepsepos,
nonyyeHHbIx oT DHCP-cepBepa. o yMon4yaHuo HaCcTPOika BKAKOYEHa.

KomaHaa ¢ npeprKcom no oTKNtoYaeT HaCTPONKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

Mpumep (config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.00 Job6asneHa komaHgaa interface ip dhcp client
dns-routes.

3.28.88 interface ip dhcp client fallback

OonuncaHmne YCTaHOBUTb 3ajaHHbIVi NONb30BaTeNeM CTaTuyecknii agpec B ciyvae
BO3HMKHOBeHMS owmnbok npu pabote DHCP.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCcTPOIAKy, 1 yCTaHaBVBaeT agpec
0.0.0.0..

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Ethernet

Cunoncnc (config-if)>  ip dhcp client fallback <type>

(config-if)> no ip dhcp client fallback

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
type CTpoka Tun IP-agpeca. B HacTosiLee BpeMs
peannsoBaH TONIbKO OAMH TN — static.

NMpumep (config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 [Jlo6aBneHa komaHga interface ip dhcp client fallback.

3.28.89 interface ip dhcp client hosthame
OnucaHue Ha3HauunTb UM$A XoCTa, KoTopoe oTnpasnseTcd B DHCP-3anpoce.
KomaHga ¢ npedurkcom no Bo3BpaLlaeT XoCTy MIMs MO YMOAYAHUIO.

MNpejukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc (config-if)>  ip dhcp client hostname <hostname>

(config-if)> no ip dhcp client hostname

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
hostname CTpoka VIMsi XOCTa ANsi Ha3HaYeHWs.
Mpumep (config-if)> ip dhcp client hostname MYHOME

Dhcp::Client: ISP DHCP client hostname is set to MYHOME.

(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 JlobaBneHa komaHaa interface ip dhcp client hostname.

3.28.90 interface ip dhcp client name-servers

OnucaHune VMicnonb3oBatbk agpeca cepsepoB DNS, nonydeHHble no DHCP. Mo ymondaHuio
3Ta $yHKLMSA BKAOYEHA.

KomaHga c npedurkcomM no 3anpeLlaeT UcnonbL3oBaTh agpeca DNS-cepeepos,
nosiydeHHble rno DHCP.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Ethernet

CuHoncue I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

Mpumep (config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.

1 92 CnpaBoyHuK kKoMmaHa — Air (KN-1610)



naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHga interface ip dhcp client
name-servers.

3.28.91 interface ip dhcp client release

OnucaHwue DHCP-knueHT ocBoboXxAaaeT apeHay IP-agpeca n yxoanT B CASALLNA pexXmMm.
ELle ogHO BbINOAHEHME 3TOW KOMaHAbl nepeBoanT DHCP-knreHT B pexunm
aBToMaTtumyeckoro nosydyeHuns IP-agpeca.

MNpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client release

Npumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHgaa interface ip dhcp client release.

3.28.92 interface ip dhcp client renew

OnucaHue DHCP-knueHT ocBoboXxaaeT apeHay IP-agpeca n nepexoanT B pexunm
NnoJly4yeHns HOBOrO.

MNpejukc no Het
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client renew

Mpumep (config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jlo6aBneHa komaHga interface ip dhcp client renew.
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naBa 3 OnncaHme KoMaHp,

3.28.93 interface ip dhcp client routes

OnucaHue BkntounTb nonyyeHre MapLUpyToB OoT npoBaligepa (onuum dhep 33, 121,
242). Mo ymon4aHuto BKAOYeHO. B HacTpoiikax oTobpaXkaeTcs TONbKO C
npedurkcom no.

KomaHAa ¢ npedurKcom no oTKNHOYaeT HaCTPONKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes

Mpumep (config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.05 [Jlo6aBneHa komaHga interface ip dhcp client routes.

3.28.94 interface ip flow

OnucaHue Bknrountb ceHcop NetFlow Ha 3agaHHOM MHTepdelice. 1o ymon4aHuMio 3ToT
napameTp OTK/HOYEH.

KomaHga c npedurkcom no otktouaeT ceHcop NetFlow.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica IP

CuHoncuc (config-if)> ip flow<«directions

(config-if)> no ip flow

AprymeHTbl AprymeHT |3HayeHue |OnucaHue

direction ingress C6op BxogsLero Tpaduka.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

egress C6op ncxogsuiero Tpaduka.

both Cbop u BxoAsLLero, N ncxogsulero tpaduka.

(config-if)> ip flow ingress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.

(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "both" direction.

Bepcus OnucaHue

2.1 Job6asneHa koMmaHgaa interface ip flow.

3.28.95 interface ip global

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

YcTaHoBUTL Anst HTepdelica cBoiicTBO «global» c napameTpoM. 3To CBONCTBO
Heo6X0AMMO ANS YCTaHOBKW MapLUpyTa No yMON4aHuto, paboTsbl
DynDNS-knveHTa 1 NAT. MoxHo npeactaBnsath global-nHtepdeicel, kak
BeAyLLMe B rnobanbHyto ceTb (B UHTEPHET).

MapameTp cBoicTBa «global» BnnseT Ha npuopuTeT HTepdeiica B Npase
YCTaHOBUTb MapLUPYT MO yMONYaHWio0. Yem npropuTeT 6onbLue, Tem
XenartesnbHee 419 NO/Ib30BaTENS BbIXOA B IN106a1bHYH CeTb Yepes yKa3aHHbIN
nHTepdeic. C NOMOLLIbIO NpropuTeTa peannsyeTcs GyHKLMSA pe3epBrpOoBaHnS
noakntoveHus B HTepHeT (WAN backup) «global».

Mo yMoAYaHMIO HaCcTpOoKa OTKOYeHa.
KomaHgaa ¢ npedurkcom no yaanseTt CBONCTBO.
Aa

Ja

Het

IP

I (config-if)> ip global (xpriority> | order <order> | auto)

I (config-if)> no ip global
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

priority Uenoe uucno |MpuoputeT nHtepdeiica Npu yctaHoBKe
MapLUpyTa no ymon4daHuto. Moxet
NPVHMMaTb 3HaYeHns B npegenax oT 1 go
65534.

order UYenoe uncno |OTHOCUTENbHbIA MPUOPUTET MEXAY
nHTepdencamm. MoxeT MpMHMMaTb 3HaYeHNA
B npejenax ot 0 Ao 65534, HO He 6onee, yuem
KONNYECTBO rnobanbHbIX MHTEPHENCOoB.

auto Knwvesoe ABTOMaTM4YeCcKoe BblYMCNEHWE NMpMopuTeTa

C/10B0 nHTepdelica. IHTepdeiic pacnonaraetcs

6anxe K KOHLY CrNMncCKa, HO Bblllie NopAAKa X.

(config-if)> ip global

Network: :Interface: :IP:

(config-if)> ip global

Network: :Interface: :IP:

(config-if)> ip global

Network: :Interface: :IP:

(config-if)> no ip global

Network: :Interface: :IP:

10
"L2TPO": global priority is 10.

order 0
"L2TPO": order is 1.

auto
Global priority recalculated.

"L2TPO": global priority cleared.

Bepcus OnucaHve
2.00 JlobaBneHa komaHaa interface ip global.
2.09 JobasneHbl aprymeHThbl order 1 auto.

3.28.96 interface ip mru

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

YcTaHoBUTB 3HaueHme MRU, koTopoe byzeT nepesaHo yaaneHHOMY y3/1y npu

3HayeHue 1460.

yCTaHOBNeHUU coeanHeHnsa PPP (IPCP). o ymonyaHUo UCnosib3yeTcs

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Aa
Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

PPP

I (config-if)>  ip mru wmru

I (config-if)> no ip mru
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mru lenoe 4ucno |3HauyeHwue MRU.
NMpumep (config-if)> ip mru 1492

Network::Interface::Ppp: "PPPoEQ": MRU saved.

(config-if)> no ip mru
Network: :Interface::Ppp: "PPPoEO": MRU reset to default.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga interface ip mru.

3.28.97 interface ip mtu

OnucaHwue YcTaHOBUTbL 3HaveHve MTU Ha ceTeBOM NHTepdeiice. MNpu ycTaHOBAEHNN
coefiMHeHWs No npoTokony PPP (IPCP), yaaneHHOMY y31y 6yAyT OTAPaBAsaTLCA
nakeTbl ykazaHHOro pasmepa MTU, aaxe ecnu Tot 3anpocun MTU MeHbLUero
3HaveHus.

KomaHga ¢ npedprikcomM no copackiBaeT 3HaueHue MTU Ha To, KoTopoe 6b110
40 nepBoro npuMeHeHMAa KoMaHabl.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc (config-if)>  ip mtu mtw

(config-if)> no ip mtu

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

mtu lenoe 4ucno |3HauveHwe MTU. MOXeT NPUHUMAaTb 3HaYeHNs
B npejgenax oT 64 Ao 65535 BkAoUMTENBHO.

Mpumep (config-if)> ip mtu 1500
Network: :Interface::Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network::Interface::Base: "GigabitEthernetl": static MTU reset »

to default.
VICTOleﬂ I/I3M(EH€HI/II7I Bepcwﬂ Orlv'caHv'e
2.00 JobasneHa KomaHaa interface ip mtu.
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naBa 3 OnncaHme KoMaHp,

3.28.98 interface ip nat loopback

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

BkntounTb 0bpaTHyto TpaHcnsauuio agpecos (NAT loopback) ana otnpasku
NOKanbHbIX 3aNPOCOB /I0KaNIbHOMY cepBepy U3 VIHTepHeTa. 10 ymonyaHumto
3TOT NapamMeTp BKAOYEH AN nHTepdelicos [lomallHel ceTn (ypoBHMU
b6e3onacHocTu private un protected).

KomaHga c npedurkcom no oTknrovaet NAT loopback.
Ja

Ja

Het

IP

I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback

(config-if)> ip nat loopback
Network: :StaticNat: NAT loopback is explicitly enabled on "Home".

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga ip nat loopback.

3.28.99 interface ip remote

OnucaHwue

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

YCTaHOBUTb CTaTUUECKNA ajgpec yaaneHHoro y3ssa.

Ja

Ja

Het

PPP

(config-if)>  ip remote address»

(config-if)> no ip remote

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec Appec yaaneHHoro ysna.

198

CnpaBoyHuK kKoMmaHa — Air (KN-1610)



naBa 3 OnncaHme KOMaHA,

NMpumep (config-if)> ip remote 192.168.2.19
Network::Interface::Ppp: "L2TPO": remote address saved.

(config-if)> no ip remote
Network::Interface::Ppp: "L2TPO": remote address erased.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface ip remote.

3.28.100 interface ip tcp adjust-mss

OnucaHune YCTaHOBUTbL OrpaHNYeHrie MakCMMasibHOro pasmepa cerMeHTa NCXoAsaLLmx
ceccmin TCP. Ecnm 3HaveHwme MSS, KOTopoe nepejaeTcs B NOJie 3arofioBka
SYN-nakeToB, npeBsblLLaeT 3ajaHHoe, KOMaHAa MeHsieT ero. KomaHga
npuMeHseTcs K UHTepdeincy n aelicTByeT Ha Bce ncxoasaiume TCP SYN-nakeThbl.

KomaHga ¢ npeprKcoOM Nno oTMeHsieT AeCTBME KOMaH/bI.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncue (config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

AprymeHTbI AprymeHT |[3HaueHue OnucaHue
pmtu KriwyeBoe c¢/1080|YCTaHOBUTL BEPXHIOO rpaHuLy MSS,
paBHYy0 MUHUManbLHOMY MTU Ha nyTn K
yAaneHHoMy y3ny.
mss Lenoe uucrno MSS BepxHAa rpaHuua.
NMpumep (config-if)> ip tcp adjust-mss pmtu

Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> ip tcp adjust-mss 1300
Network::Interface::Ip: "L2TP0": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga interface ip tcp adjust-mss.
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naBa 3 OnncaHme KoMaHp,

3.28.101 interface ipcp default-route

OnucaHune Mcnonb3oBaTtb agpec yaaneHHoro y3a Kak LWJIo3 Mo YMOJYaHUIo.
KomaHga ¢ npedumkcom no 3anpeLlaet MsMeHeHme LWI3a Mo yMOAYaHMIo.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica PPP

CuHoncuc I (config-if)>  ipcp default-route
I (config-if)> no ipcp default-route

Mpumep (config-if)> ipcp default-route
Using peer as a default gateway.

WcTopuns nsmeHeHwnit |Bepcus onuvcaHue

2.00 JobasneHa koMmaHgaa interface ipcp default-route.

3.28.102 interface ipcp dns-routes

OnucaHwue Mcnonb3oBaTb MapLUpyThl nofy4YeHHble o IPCP. 1o yMon4YaHuo HacTpolika
BKJIIOYEHa.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica PPP

CuHoncuc I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

Mpumep (config-if)> ipcp dns-routes
DNS routes enabled

(config-if)> no ipcp dns-routes
DNS routes disabled
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naBa 3 OnncaHme KOMaHA,

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.02

Jlo6aBneHa koMmaHga interface ipcp dns-routes.

3.28.103 interface ipcp name-servers

OnucaHune Vicnonb3oBaTb agpeca cepsepoB DNS, nonyyeHHble no IPCP. o ymon4aHuio
HaCTpoiiKa BKIOYEHa.

KomaHga c npedumkcomM no 3anpeLlaeT Ncnonb3oBaTh ajpeca cepsepos DNS
noJsiyyeHHsble ro IPCP.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica PPP

CuHoncuc

I (config-if)>  ipcp name-servers

I (config-if)> no ipcp name-servers

Mpumep (config-if)> ipcp name-servers
using remote name servers.

(config-if)> no ipcp name-servers
not using remote name servers.

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.00

JobaBneHa komaHAa interface ipcp name-servers.

3.28.104 interface ipcp vj

OnucaHwue Bkntountb cxxatume 3aronoekoB TCP/IP meTogom BaH fkobcoHa. Mo
YMONYAHMIO HAaCTPOKKa OTK/IOUEHa.

KomaHga ¢ I'Ipeq)I/IKCOM NO OTK/IKDYaeT COKaTune.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PPP

CuvHoncuc

I (config-if)>  ipcp vj [cid]
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-if)> no ipcp vj

AprymeHT 3HauyeHue OnucaHwue

cid Knoyesoe Bkntountb cxatme Connection ID B
c/10B0 3aronoBKax.

(config-if)> ipcp vj cid

V] compression enabled.

(config-if)> no ipcp vj

V] compression disabled.

Bepcus OnucaHue

2.03 Job6asneHa komaHga interface ipcp vj.

3.28.105 interface ipsec encryption-level

OnuncaHwne

3aszaTb ypoBeHb WndpoBaHUa ans IPsec-coefHEHVS, aBTOMaTM4YeCckun
CBSA3aHHOrO C TYHHe/1eM. 3HaueHne no ymondaHuo — normal.

MoApo6HOe onMcaHme KaXzaoro YpoBHS MPUBOAMTCS B [1pUIOXKEHNN.

KomaHaa ¢ npedurKcom no ycTaHaBNMBaET ypoBeHb LWMGPOBaAHMSA MO
YMONYaHWIO.

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Ja
Ja
Het

Secure

(config-if)>

ipsec encryption-level <level»

(config-if)> no ipsec encryption-level

AprymeHT 3HauyeHue OnuncaHwue
level weak Cnabblii ypoBeHb, BKAKOUEHbl anropuTmbl DES
n MD5.
normal CoBMeCTUMbII C 60/BLLUMHCTBOM CUCTEM

ypOBeHb, Npunoputet oTaaetca AES128 n
SHAT.

CoBMeCTMBbIN C 60NbLUNHCTBOM CUCTEM
ypoBeHb, npuoputeT otaaetca 3DES n SHAT.

normal-3des
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

strong CaMblii CUNBHBIA YPOBEHb, 06a3aTeIbHO
BKJIHOYEH PFS, npuopuTeT otaaeTtca AES256 n
SHA1.

weak-pfs To e camoe, 4To 1 weak, HO AN BTOPOIA
dasbl BkAtoYeH PFS group 1 1 2.

normal-pfs |To>e camoe, 4to 1 normal, HO AN BTOPOM
dasbl BKAOYeH PFS group 2 1 5.

normal-3des-pfs|To e camoe, 4To 1 normal-3des, HO And
BTOpOW ¢a3bl BkAOUEH PFS group 5 1 14.

high Habop coBpeMeHHbIX anropuTMOB A4S
BHeLLHWX nposarigepos VPN cepBucoB.

strong-aead |CaMblil CUNIbHBIV YPOBEHb, MPUOPUTET
oTaaetca AES256 n SHA1 c gobaeneHnem
anropuntmoB AEAD.

strong-aead-pfs|Camblil CUNBHbLIM YypOBEHb, 0683aTeNbHO
BK/KOUeEH PFS, npnopuTteT oTaaetcsa AES256 m
SHA1 c pobaBneHnem anropntmoB AEAD.

Npumep (config-if)> ipsec encryption-level weak

Network::Interface::Secure: "Gre0@": security level is set to »

"Weak"

(config-if)> no ipsec encryption-level
Network::Interface::Secure: "Gre0": security level was reset.

WcTopuns nsmeHeHwnit |Bepcus

OnucaHune

2.08

JobasneHa koMmaHgaa interface ipsec encryption-level.

3.07

JobaBneHbl HOBble YpoBHU WndpoBaHusa — high,
strong-aead v strong-aead-pfs.

3.28.106 interface ipsec force-encaps

OnucaHune BkntounTb noaaepxxky NpUHYANTENbHOW NHKancynaumm ESP 8 UDP ans
KNNEHTCKMX TyHHener. Mo yMonyaHuio 3ta GyHKLMA OTKI0UEHa.

KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.

MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Secure
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

Mpumep

UcTopuns nameHeHui

I(conﬂgJﬂ> ipsec force-encaps

I(conﬁg-ﬁﬁ>noipsecforce-encaps

(config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
enabled.

(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
disabled.

Bepcus OnucaHve

2.12 JobasneHa komaHaa interface ipsec force-encaps.

3.28.107 interface ipsec ignore

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

OTKNOUNTL 06paboTKy BXOAALLMX IKE-NnakeToB cnyX6bbl IPsec Ha nHTepdeiice.
KomaHga c npednkcom no oTMeHseT HaCTPOIKY.

Ja

Ja

HeTt

Secure

I(conﬁ94ﬂ> ipsec ignore

I(conﬁ94ﬂ>noipsecignore

(config-if)> ipsec ignore
IpSec::Manager: Interface "Gre0" added to IPsec ignore list.

(config-if)> no ipsec ignore
IpSec::Manager: Interface "Gre0" removed from IPsec ignore list.

Bepcus OnucaHue

2.10 JobasneHa komaHaa interface ipsec ignore

3.28.108 interface ipsec ikev2

OnucaHune

Brkntountb npotokon IKEV2 ana IPsec-coeHeHWs, aBTOMaTUYeCKMN
CBSA3aHHOrO C TyHHeneMm. 1o ymMonyaHuio ncnonbsyercs npotokon IKEv1.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HaYeHMe No YMONYaAHUIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
N3meHuTb HacTpoiiku [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Secure

CuHoncuc I (config-ify>  ipsec ikev2

I (config-if)> no ipsec ikev2

Mpumep (config-if)> ipsec ikev2
Network: :Interface::Secure: IKEv2 is enabled.

(config-if)> no ipsec ikev2
Network: :Interface: :Secure: IKEv2 is disabled, enable IKEvl.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Jlo6aBneHa komaHga interface ipsec ikev2,

3.28.109 interface ipsec nail-up

OnucaHue BknounTb aBTOMaTnyeckme NsmMeHeH s CeKpeTHbIX Katouen aas TyHHenemn
L2TP/IPsec, EolP/IPsec, Gre/IPsec, IPIP/IPsec. o ymon4yaHuto napameTp
BKJTHOUEH.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica Secure

CuHoncuc I (config-if)>  ipsec nail-up

I (config-if)> no ipsec nail-up

Mpumep (config-if)> ipsec nail-up
Network::Interface::Secure: SA renegotiation enabled.

(config-if)> no ipsec nail-up
Network::Interface::Secure: SA renegotiation disabled.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.12 Job6asneHa koMmaHgaa interface ipsec nail-up.
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naBa 3 OnncaHme KoMaHp,

3.28.110 interface ipsec name-servers

OnucaHue Vicnonb3oBaTh agpeca cepsepoB DNS, nonyyeHHble Yepes IKEv1 nnum IKEv2
IPsec-cepBep. o ymon4yaHumio pyHKLMA BKIHOYEHaA.

KomaHga ¢ npedurkcom no 3anpeLlaeTt UCcnonib3oBaTh agpeca DNS,
nony4yeHHble yepes IKEv1 nnn IKEv2 IPsec-cepBep.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Secure

CuHoncuc I (config-if)>  ipsec name-servers

I (config-if)> no ipsec name-servers

Mpumep (config-if)> ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are enabled.

(config-if)> no ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

3.06 [Jlo6baBneHa komaHga interface ipsec name-servers.

3.28.111 interface ipsec preshared-key

OnucaHue YcTtaHoBUTL KoY PSK ans IPsec-coeAHEHWS, aBTOMAaTUYeCKW CBA3AaHHOIO
C TYHHeneM. Takxe BK/KoYaeT NCMonb30BaHMe [Psec AN 3TOro TYHHens.

KomaHga c npedumkcom no cbpacbiBaeT 3Ha4YeHMe KoYa.
MNpejukc no Ja
N3meHUTb HacTpokn /a
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica Secure

Cunoncuc I (config-if)>  ipsec preshared-key «key>

I (config-if)> no ipsec preshared-key
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
key CTpoka 3HaueHwue cekpeTHoOro PSK-knoua.
Mpumep (config-if)> ipsec preshared-key 12345678

Network::Interface::Secure: "Gre0": preshared key was set.

(config-if)> no ipsec preshared-key
Network: :Interface::Secure: "Gre0": preshared key was reset.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 Jlo6aBneHa komaHaa interface ipsec preshared-key.

3.28.112 interface ipsec proposal lifetime

OnucaHwue YCTaHOBUTb BpeMs XN3HU TpaHchopMaunm IPsec Phase1 Ha nHTepodeiice.
Mo ymMonyaHuIo NCcnosib3yeTcs 3HaueHve 28800.

KomaHza ¢ npedrkcom no Bo3BpaLLAeT 3HayeHre Mo yMONYaHUI0.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Secure

CnHoncuc (config-if)>  ipsec proposal lifetime «lifetimes

(config-if)> no ipsec proposal lifetime

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

lifetime Lenoe umucno |Bpems xun3Hm npeobpasoBaHusa IPsec B
cekyHAax. MoxeT NnpMHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.

Mpumep (config-if)> ipsec proposal lifetime 222222
Network: :Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.

(config-if)> no ipsec proposal lifetime
Network: :Interface::Secure: IPsec IKE proposal lifetime reset »

to 28800 s.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
2.1 JobasneHa komaHaa interface ipsec proposal lifetime.
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naBa 3 OnncaHme KoMaHp,

3.28.113 interface ipsec proposal local-id

OnucaHue
Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3ajaTb NOIb30BaTENbLCKUIA NOKaNbHbIN naeHTUdMKaTOp And IKE.

KomaHza ¢ npedurKcom no yaansieT JaHHY HacTPOIKY.

Ja
Ja
Het

Secure

(config-if)>

ipsec proposal local-id «local-id»

(config-if)> no ipsec proposal local-id

AprymeHT

3HavyeHune

OnucaHue

local-id

Crpoka

IP-agpec nnn goMmeHHoe NMsA I0OKaNbHOro
XocTa.

(config-if)> ipsec proposal local-id 192.168.8.4
Network: :Interface: :Secure: Set IKE local ID to "192.168.8.4".

(config-if)> no ipsec proposal local-id
Network: :Interface: :Secure: Reset IKE local ID.

Bepcus

OnucaHune

3.08

JobasneHa komaHza interface ipsec proposal local-id.

3.28.114 interface ipsec proposal remote-id

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKMK
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

3afaTb Nosb30BaTeNbCKUM YAANeHHbIV geHTUudunkaTop ans IKE.

KomaHza c npedurKcom no yaansieT JaHHY HaCcTPOIAKY.

Aa
Ja
Het

Secure

I(conﬂgJﬂ> ipsec proposal remote-id <remote-id>

I(conﬁg-ﬁﬁ>noipsecproposalremote-id
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
remote-id CTpoka IP-agpec nnn gomeHHoe NMA yaaneHHoro
XocTa.
Mpumep (config-if)> ipsec proposal remote-id my.domain.com

Network: :Interface: :Secure: Set IKE remote ID to "my.domain.com".

(config-if)> no ipsec proposal remote-id
Network: :Interface: :Secure: Reset IKE remote ID.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.08 JobasneHa komaHga interface ipsec proposal
remote-id.

3.28.115 interface ipsec transform-set lifetime

OnucaHue YCTaHOBUTb BpeMs Xn3HWU TpaHcbopmaLuumm IPsec Phase2 Ha nHtepdeiice.
Mo ymonyaHuio ncnosib3yeTtcs 3HadeHvie 28800.

KomaHza ¢ npedrkcom no Bo3BpaLLAeT 3HayeHre Mo yMONYaHIo.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Secure

Cunoncuc (config-if)>  ipsec transform-set lifetime («lifetime»

(config-if)> no ipsec transform-set lifetime

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

lifetime Lenoe umucno |Bpems xun3Hm npeobpasoBaHunsa IPsec B
cekyHAax. MoxeT NpvHMMaTb 3HayYeHUs B
npegenax ot 60 Ao 2147483647.

Mpumep (config-if)> ipsec transform-set lifetime 2222222
Network::Interface::Secure: IPsec ESP transform-set lifetime set »
to 2222222 s.

(config-if)> no ipsec transform-set lifetime
Network: :Interface: :Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.11

lifetime.

Jlo6aBneHa komaHga interface ipsec transform-set

3.28.116 interface ipv6 address

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HactpouTtb IPv6-agpec Ha nHTepderice. Ecnv ykasaH aprymeHT auto, agpec
HacTpavBaeTcss aBToMaTnyeckn. BBog agpeca BpyyHyto fefaeT ero

CTaTn4eCcKnM.

KomaHgaa ¢ npedrKcom no yaansieT HacTporiky.

Ja
Ja
Ja

(config-if)>

ipv6 address ( «address; | auto)

(config-if)> no ipv6 address [ «address; | auto]

AprymeHT 3HauyeHue OnuncaHwue

address IPv6-agpec |Aapec DNS-cepBepa.

auto Krnoyesoe Bkrountb gMHaMn4yeckoe HasHaveHuve
C/10B0 ajpeca.

(config-if)> ipv6 address 2001:db8::1
Static IPv6 address saved.

Bepcusa

OnucaHune

2.00

Jo6aBneHa komaHga interface ipv6 address.

3.28.117 interface ipv6 force-default

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

Ncnonb3oBaTtb nHTepdelic B KauecTse LWA03a No ymondaHuio ans IPve. Mo
YMONYaHMIO NapaMeTp OTK/IHYEH.

KomaHga ¢ npedprKcom no yaanset HacTPOMKY.

Ja
Aa

Het

210

CnpaBoyHuK kKoMmaHa — Air (KN-1610)



naBa 3 OnncaHme KOMaHA,

CuHoncuc I (config-if)>  ipv6 force-default

I (config-if)> no ipv6 force-default
Mpumep (config-if)> ipv6 force-default

interface is forced to be the default IPv6 gateway
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 Job6asneHa KkomaHaa interface ipv6 force-default.

3.28.118 interface ipv6 name-servers

OnucaHwue HactponTb nonyyeHmne nHpopmaumm ot DNS. Ecnm ykasaH aprymeHT auto,
BktoyatoTcad DNS-3anpocsl DHCPv6.

KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-if)>  ipv6 name-servers (auto)
(config-if)> no ipv6 name-servers [auto]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
auto Knoyesoe Bkntountb aBTokoH$uUrypauumio DNS.
c/1080
NMpumep (config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 Job6aBneHa komaHaa interface ipv6 name-servers.

3.28.119 interface ipv6 prefix

OnucaHue HacTtpouTtb generauuio npedukca. Ecnm ykasaH aprymeHT auto , npedukc
3anpawmnBaeTcd Yepes DHCPv6-PD.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Mpejukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-if)>  ipv6 prefix («prefix> | auto)

(config-if)> no ipv6 prefix [ «prefix> | auto]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

auto Knioyesoe BkntounTb generauuto npedukca.

cJ/10BO

prefix lMpegukc YKazaTb npeduKc BPyUHYHo.
Npumep (config-if)> ipv6 prefix 2001:db8:43:abl2::/64

Static IPv6 prefix added.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa interface ipv6 prefix.

3.28.120 interface ipvé6cp

OnucaHwue Brnrountb nogaepxky IPv6CP Ha 3Tarne yCTaHOBNEHUS COeVIHEH VS,
KomaHpga ¢ npedurkcom no oTkatouaet IPv6CP.

Mpe¢ukc no [Ja

MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica PPP

CuHoncuc I (config-if)>  ipvécp

I (config-if)> no ipv6cp

NMpumep (config-if)> ipv6cp
IPv6CP enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa interface ipve6cp.
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naBa 3 OnncaHme KOMaHA,

3.28.121 interface Icp acfc

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

BknrounTe cornacoaHume napamMeTpoB OKaTnA nosell KAHA/bHO20 ypoeHA

Address u Control. Tlo yMON4YaHMIO HaCTPOIKa OTKAOYEHa.

KomaHga ¢ npednkcom no oTKI0YaeT aHHYIO OMNLUIO 1 BCe 3anpochl
yAaneHHOI CTOPOHbI Ha cornacoBaHme ACFC OTKIOHAKOTCS.

Ja
Ja
Het

PPP

(config-if)>  lcp acfc [cid]

(config-if)> no lcp acfc

AprymeHT 3HauyeHue OnuncaHwue

cid KnyeBoe Bknrountb cxatne Connection ID B
CJ10BO 3arojioBkax.

(config-if)> lcp acfc cid
ACFC compression enabled

(config-if)> no lcp acfc cid
ACFC compression disabled

Bepcus OnucaHve

2.03 Jlob6aBneHa komaHga interface Icp acfc.

3.28.122 interface Icp echo

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKu
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

3agaTtb NpaBuaa TeCTMpoBaHUA coeanHeHnsa PPP cpeactBamm LCP echo.

Mo ymonuaHwuio interval paBeH 30, count paBeH 3.
KomaHgaa ¢ npedurkcom no oTkntovaet LCP echo.

Ja

Ja

Hert

PPP
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naBa 3 OnncaHme KoMaHp,

Cunoncuc (config-if)>  lcp echo <intervals <count> [adaptive]
(config-if)> no lcp echo
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
interval Uenoe uucno |VHTepBan mexay otnpaBkamm LCP echo, B
cekyHgax. Ecnu B TeueHVe yka3aHHOIMo
WNHTepBa/ia BPEMEHW OT yAaNeHHOM CTOPOHbI
He 6b1n1 nonyyeH LCP 3anpoc, e byaeT
OTMpaB/ieH Takol 3anpoc C OXnAaHneMm
oTteeTa LCP reply.
count Lenoe umucno |Konnuectso oTrpaBieHHbIX NOAPSL 3anpocoB
LCP echo Ha KoTOpbIe He 6bi1 Mony4YeH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanucb 6e3 oTBeTa, coeaviHeHVe byaeT
pa3opBaHo.
adaptive Knwyesoe Pppd 6yaeT otnpaBnATe 3anpoc LCP echo
C/10B0 TONbKO B TOM C/lyyae, eciv OT yAaneHHOro
y3na HeT Tpaduka.
NMpumep (config-if)> lcp echo 20 2

WcTopus nsmeHeHum

Network::Interface::Ppp: '

(config-if)> no lcp echo
Network::Interface::Ppp: '

'"PPPoEQ": LCP echo parameters updated.

'"PPPOEO": LCP echo disabled.

Bepcus OnucaHve
2.00 Job6asneHa komaHaa interface Icp echo.
2.06 [JobaeneH napameTtp adaptive.

3.28.123 interface Icp pfc

BKkntoumnTb cornacoBaHme napamMeTpoB CKaTus nos/s Protocol 8 3020108KaX
PPP. 0 yMON4YaHWMIO HaCTPOiKa OTK/KOYEeHa.

OnucaHune

Mpe¢unkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHtepdeiica

CuvHoncuc

KomaHgaa ¢ npedrKcoM no oTKAKOYaeT AaHHYIO OMLMIO 1 BCe 3anpockl
YAA/IeHHOI CTOPOHbI Ha cornacoBaHme PFC OTKNIOHSAHOTCS.

Ja
Ja
Het

PPP

| (config-if)>  Lcp pfe [cid]
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naBa 3 OnncaHme KOMaHA,

(config-if)> no lcp pfc

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
cid Knoyesoe Bkntountb cxatme Connection ID B
C/10BO 3arosoBKax.
Mpumep (config-if)> lcp pfc cid

PFC compression enabled

(config-if)> no lcp pfc cid
PFC compression disabled

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.03 JobasneHa komaHga interface lcp pfc.

3.28.124 interface Idpc

OnucaHwue BkntounTs LDPC kog, Ana Toukm goctyna 5 I'u. No ymonyaHumto yHKUmA
BbIK/IHOUEHa.

KomaHga ¢ npedunkcom no otkaoyaeT GyHKLUMIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

Tun nHtepdeiica WifiMaster

CuHoncuc I (config-if)>  ldpc

I (config-if)> no ldpc

Mpumep (config-if)> ldpc
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC enabled.

(config-if)> no ldpc
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC disabled.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.07 Jlo6aBneHa komaHga interface ldpc.
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naBa 3 OnncaHme KoMaHp,

3.28.125 interface led wan

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

MokasblBaTb COCTOsIHME UHTepdEelica C MOMOLLbIO MHAMKATOPA. [oKeH 6bITb
Bbl6paH napameTp SelectedwWan npv nomMoLLm KoMaHabl system led. Mo

YMONYaHMIO HAaCTPOliKa OTKIKOUEHa.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLUMIO.
Ja

Ja

HeTt

I (config-if)> led wan

I (config-if)> no led wan

(config-if)> led wan
Network::Interface::Led: Selected WAN GigabitEthernetl.

(config-if)> no led wan
Network::Interface::Led: Selected no WAN.

Bepcus OnucaHve

2.08 JobaBneHa komaHaa interface led wan.

3.28.126 interface lldp disable

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHblIiA BBOJ,

CuviHoncuc

Mpumep

OTkNUNTL areHT LLDP Ha nHTepdelice. o ymonyaHmio GyHKUMSA BKIOYEHA.
KomaHga ¢ npedurkcom no BkaroyaeT LLDP areHT.

Ja

Ja

Het

I (config-if)> 1ldp disable

| (config-if)> no Lldp disable

(config-if)> 1ldp disable
Network::DiscoveryManager: LLDP agent is disabled on interface »
"ISP".

(config-if)> no 1ldp disable
Network: :DiscoveryManager: LLDP agent is enabled on interface »
"ISP".
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 Jlo6aBneHa komaHga interface lldp disable.

3.28.127 interface mac access-list address

OnucaHune Jobasutb MAC-agpec B cnncok npasua ¢uabTpaunm nHTepderica. Tun
Cnucka AoCTyna ycTaHaBAnBaeTcs koMaHgol interface mac access-list type.

KomaHga ¢ npedpurkcom no yaanset ykasaHHbln MAC-agpec ns ACL.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbI/i BBog, /[la
Tun nHTepdeiica Access Point

CuHoncuc (config-if)> mac access-1list address «address

(config-if)> no mac access-list address «address>

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
address MAC-apgpec MAC-agpec, KOTOpbIi HEO6X0AMMO f,06aBUTb
BACL.
NMpumep (config-if)> mac access-list address 64:a2:f9:53:b2:12

Network::Interface: :Ethernet: "WifiMaster@/AccessPointl": added »
64:a2:f9:53:b2:12 to the ACL.

(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster0/AccessPointl": removed »
64:22:19:53:b2:12 from the ACL.

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster®/AccessPointl": ACL »

cleared.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.00 Jo6aBneHa koMmaHaa interface mac access-list address.

3.28.128 interface mac access-list type

OonucaHue YCTaHOBUTb TWM CN1CKa NpaBua ¢punbTpaumum nHtTepoerica. Mo ymonyaHmo
TUN He onpegeneH (MPUCBOEHO 3HAaYEeHME none).

Mpedukc no Het
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naBa 3 OnncaHme KoMaHp,

MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja
Het

Access Point

(config-if)> mac access-list type <type
AprymeHT 3HauyeHue OnucaHwue
type none Tun cnncka npasun GunbTPaLnm He
ornpejeneH.
permit B cnncok 6yayT A06aBAATLCA TONBLKO
pa3spelwleHHble MAC-agpeca.
deny B cnncok 6yayT A06aBAATECA TONLKO
3anpeweHHble MAC-agpeca.

(config-if)> mac access-list type permit
Network::Interface::Ethernet: "WifiMaster0/AccessPointl": ACL »
type changed to permit.

Bepcusa

OnucaHune

2.00

Jlo6aBneHa komaHaa interface mac access-list type.

3.28.129 interface mac address

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTpPOWKMK
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

HasHaunTe MAC-agpec Ha yka3aHHbIn ceTeBol nHTepdeiic. Agpec 3agaeTcs
B LWeCTHaauaTepu4HoM ¢popmaTe 00:00:00:00:00:00. KomaHaa no3BonseT
YCTaHOBUTL 110601 agpec, HO NpeynpexaeT nosib30BaTens, eciv B HOBOM
ajpece yctaHoB/eH 6UT «multicast» nnn cépolueH 6uT «OUI enforceds.

KomaHga c npedurkcom no Bo3BpaLlaeT nHTepdericy ncxoaHboln MAC-agpec.

MpeaynpexaeHve: M3ameHeHne MAC-agpeca Ha nHTepdeiice Wi-Fi 3anpeLieHo.

Ja
Ja
Het

MAC

I (config-if)> mac address wmac>

I (config-if)> no mac address
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

mac

MAC-agpec

HoBbii MAC-aapec nHtepdeliica.

(config-if)> mac address 3C:1F:6E:2A:1C:BA

(config-if)> no mac address

Bepcusa

OnucaHue

2.00

JobaeneHa komaHaa interface mac address.

3.28.130 interface mac address factory

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

HasHaunTb 3aBoackon MAC-agpec Ha yKa3aHHbIN ceTeBO MHTepdeiic.

Het
Ja
Het
MAC
(config-if)> mac address factory name>
AprymeHT 3HauyeHue OnuncaHwue
name lan WHTepodeiicy byaeT npncsoeH "LAN"
MAC-agpec.
wan WHTepodeiicy byaeT npmcsoeH "WAN"
MAC-agpec.
wlan5 NHTepdelicy byaeT npucsoeH "WLANS"

MAC-agpec.

(config-if)> mac address factory lan
Core::System::UConfig: done.

Bepcus

OnucaHune

2.00

JobasneHa komaHaa interface mac address factory.

3.28.131 interface mac band

OnucaHune

MprBA3aTb 3aperncTpPUPOBaHHbIV XOCT K YaCTOTHOMY AManasony 2,4 nam 5

Mu.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

KomaHaa ¢ npepurkcom no yaanset cBasb. ECv BbINOAHUTL KOMaHAy 6e3
aprymMeHTa, TO BeCb CMMCOK CBA3eli byAeT OUMLLEeH.

Ja
Aa
Ja
Bridge

(config-if)>

mac band wmac> <band»

(config-if)> no mac band [ mac> ]

AprymeHT 3HauyeHue OnucaHwue
mac MAC-agpec MAC-agpec 3aperncTpMpoBaHHOro KAneHTa.
band 0 AnanasoH 2,4 T,

1 AnanaszoH 5w,

(config-if)> mac band c0:b8:83:c2:ch:11 0
Network::Interface::Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:ch:11 to 2.4 GHz.

(config-if)> mac band c0:b8:83:c2:ch:11 1
Network::Interface: :Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:cb:11 to 5 GHz.

(config-if)> no mac band c0:b8:83:c2:cbh:85
Network: :Interface: :Rtx::MacBand: "Bridge0": unbound »
c0:b8:83:c2:ch:85 from 2.4 GHz.

(config-if)> no mac band

Network: :Interface: :Rtx: :MacBand: Unbound all hosts.

Bepcus

OnucaHune

3.05

JobaBneHa komaHaa interface mac band.

3.28.132 interface mac bssid

Yka3atb MAC-agpec ToUkM focTyna Ana nogkntoveHnsa K WISP.

OnuncaHwme

Mpedukc no

MeHsieT HacTpoWiKKn

KomaHga ¢ npedpurkcom no yaanset gaHHblin MAC-agpec.

Ja
Ja

MHorokpaTtHbiia BBog Het
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Tun nutepdeiica WifiStation

CuHoncuc (config-if)>  mac bssid cbssid

(config-if)> no mac bssid

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
bssid MAC-agpec MAC-agpec Touku goctyrna WISP.
NMpumep (config-if)> mac bssid 56:ff:20:00:1e:11

Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.13 JobaeneHa komaHga interface mac bssid.

3.28.133 interface mac clone

OnucaHue MpuceonTtb MHTepdecy MAC-aapec Bawero K.
Mpejukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica MAC, IP

CunHoncuc I (config-if)> mac clone

Mpumep (config-if)> mac clone
WcTopuns nsmeHeHwnit |Bepcusa onucaHue
2.00 JobaBneHa komaHaa interface mac clone.

3.28.134 interface openvpn accept-routes

OonuncaHmne BknounTb NonyyeHme MapLUpyTOB OT yAaneHHoM cTopoHbl Yepe3 OpenVPN.
KomaHaa ¢ npedrKcom no oTKNOYaeT HaCTPONKY.
Mpedukc no Ja

MeHsieT HacTpoiikn  [la
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Het

OpenVPN

I (config-if)>  openvpn accept-routes

I (config-if)> no openvpn accept-routes

(config-if)> openvpn accept-routes
Network::Interface: :0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.

(config-if)> no openvpn accept-routes
Network: :Interface: :0OpenVpn: "OpenVPNO": disable automatic routes »
accept via tunnel.

Bepcus OnucaHue

2.10 JobaBneHa komaHga interface openvpn accept-routes.

3.28.135 interface openvpn connect

OnuncaHune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

Yka3aTtb nHTepderic gna coegnHeHuns OpenVPN. Ecav aprymeHT He 3ajaH,
coefViHeHVe ycTaHaBAMBaeTCs Yepes ntobon nHTepderic.

Het

Ja
Het

OpenVPN

(config-if)>  openvpn connect [viaias]

(config-if)>  openvpn connect

AprymeHT 3HayeHue OnucaHue

via UHTepgesic  |TonHoe UM nHTepdelica U NCEBLOHNM.

(config-if)> openvpn connect via ISP
Network: :Interface::0penVpn: "OpenVPNO": set connection via ISP.

(config-if)> openvpn connect
Network: :Interface: :0penVpn: "OpenVPNO": set connection via any »
interface.

Bepcus OnucaHve

2.10 JobasneHa koMmaHgaa interface openvpn connect.
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3.28.136 interface openvpn name-servers

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

Vicnonb3oBaTh aapeca cepsepoB DNS, nonyyeHHble oT cepsepa OpenVPN.
Mo ymonuaHuio GpyHKLMSA BKAOUEHA.

KomaHga ¢ npedurkcom no 3anpeLlaeTt UCcnonib3oBaTh agpeca DNS,
nonyyeHHble oT cepsepa OpenVPN.

Ja
Ja
Het

OpenVPN

I (config-if)>  openvpn name-servers

I (config-if)> no openvpn name-servers

(config-if)> openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO®": automatic name servers »
via tunnel are enabled.

(config-if)> no openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »
via tunnel are disabled.

Bepcus OnucaHve

3.06 [JlobaBneHa koMmaHza interface openvpn name-servers.

3.28.137 interface peer

OnucaHwmne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

HasHaunTb ngeHTMdMKaTOp yaaneHHOoro y3a K KoTopomy byaet
OCYLLEeCTBAATLCA NoAKNtoUeHme PPP, bonee TOUHbI CMbICA HACTPOMKW 3aBUCUT
OT TUNa nHTepdeica. Hanpumep, ans PPPOE komaHAa interface peer 3azaet
MMSA KOHLleHTpaTopa goctyna, Anga PPTP — nma yaaneHHOro xocta Uian ero
IP-agpec, a ansa SSTP — 3apaeT yaaneHHbI cepBep C MOPTOM 443 nnuv ntobbim

Apyrum.
KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.
[Ja

Ja

Het

PPP

I (config-if)>  peer peenr
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AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-if)> no peer

AprymeHT 3HauyeHue OnucaHwue

peer CTpoka NaeHTdunKaTop yaaneHHOM ToUKN
NoAKIIOYEHNS NN agpec yaaleHHoro
cepBepa host.example.net:port. o

yMo/i4aHuto, Homep nopTta 443.

(config-if)> peer 111

(config-if)> peer host.example.net:5555

Bepcus OnucaHue

2.00 JobasneHa komaHgaa interface peer.

2.12 Jlob6aBneHa BO3MOXHOCTb U3MEHSTb NOPT yAaleHHOro
cepsepa.

3.28.138 interface peer-isolation

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkaounTb n3onaumo 6ecnpoBofHbIX KNMEHTOB B AOMAaLLHEM CerMeHTe.
HacTtpoiika npumMeHseTca Ha nHTepdelice Bridge n pacnpoctpaHsaeTcs Ha
BCe BK/IHOYEHHbIe B HEro Toukm Aoctyna. Kpome Toro, 610KMpyeTcs nepeaada
Tpadurka oT 6eCcNpPOBOAHbLIX KNINEHTOB BHYTpW L2-ceTn.

KomaHga ¢ npednKkcom no oTMeHseT HaCTPOKY.
Ja

Ja

Het

Bridge

I (config-if)> peer-isolation

I (config-if)> no peer-isolation

(config-if)> peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network: :Interface::Ethernet: "Bridge0": peer isolation disabled.

Bepcus OnucaHue

2.10 JobasneHa komaHaa interface peer-isolation.
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3.28.139 interface ping-check profile

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HasHaunTb nHTepdeincy npoduneb Ping Check.
KomaHaa ¢ npedurKcom no oTMeHseT HaCTPONKY.
Ja

Ja

Het

(config-if)>  ping-check profile profile

(config-if)> no ping-check profile

AprymeHT 3HauyeHue OnuncaHwue

profile CTpoka Ha3sBaHne Ha3zHayaemoro npoduns.

(config-if)> ping-check profile test
PingCheck: :Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

Bepcus OnucaHve

2.04 Jo6aBneHa komaHga interface ping-check profile.

3.28.140 interface ping-check restart

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

BkntounTb nepesarpysky HTepderica npu cpabaTtbiBaHUKM Ping Check (ans
interface HegoctyneH NHTepHeT). Mo yMon4aHnio GyHKLUMS OTKAKOYEHa.

KomMaHza ¢ npeprKcom no oTKAKUaEeT GYHKLMIO.
Ja

Ja

Het

(config-if)>  ping-check restart[<interface]

(config-if)> no ping-check restart

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgenc MNMonHoe nmMsa nan nceBfoHNM UHTepdelica,
KOTOpbI ByAeT Nnepe3anyckaTbCs Npu
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

cpabaTtbiBaHUW Ping Check Ha CBA3aHHOM
nHTepderice. ECIM 3TOT apryMeHT He yKa3aH,
nepesanyckaTbcs byaeT uHTepoderic,
CBA3aHHbIN ¢ Nnpodunem Ping Check.

(config-if)> ping-check restart
PingCheck::Client: Enabled "PPPoEQ"

(config-if)> ping-check restart IS

interface restart.

P

PingCheck::Client: Enabled "ISP" interface restart for "PPPoEO".

(config-if)> no ping-check restart
PingCheck::Client: Remove restart s

ettings for "PPPoEO".

Bepcus OnucaHue

3.04 JobasneHa KkomaHaa interface ping-check restart.

3.28.141 interface pmf

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKM
MHorokpaTtHbIiA BBOJ,
Tun nntepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntoumnTtb QyHKLMOHaNbHOCTL PMIF.

KomaHza c nped1KcomM no oTKIOYaeT HaCTPOWAKY.

Ja

Ja

Het

WiFi

I (config-if)>  pmf

I (config-if)> no pmf

(config-if)> pmf
Network::Interface: :Rtx::WifiStation:
PMF enabled.

(config-if)> no pmf
Network: :Interface: :Rtx::WifiStation:
PMF disabled.

"WifiMaster®/WifiStation0": »

"WifiMasterQ/WifiStation0": »

Bepcus OnucaHve

2.09 Jlo6aBneHa koMaHga interface pmf.
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3.28.142 interface power

OnucaHwue YCTaHOBUTb MOLLHOCTb NepegaTymka 418 pagno-nHTepdpeincos.
MakcrmanbHas MOLLHOCTbL NepeaatymKka orpaHyeHa ero annapatHbIMn
BO3MOXHOCTAMU U rocyAapcTBeHHbIMY 3aKOHaMu 0 pagnoceasun. [laHHas
KOMaHJa No3BoAseT NMLUb YMEHbLLUNTb MOLLIHOCTb NepearoLLLero ycTpoicTea
OTHOCUTE/IbHO €ro MakCMManbHOM MOLLHOCTH, C Lie/Iblo BO3MOXHOI0
CHUXEHMS NoOMeX ANs APYrnX yCTPOMCTB B 3TOM AranasoHe. Mo yMonyaHuio
HaCcTpolKa MOLLHOCTW yCTaHOBNAEeHa B 100.

Mpejukc no Het
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Radio

CuHoncuc (config-if)>  power powenr

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
power lenoe uyncno |MOLLHOCTb NepeAaTymka B NpoLeHTax oT
MakcuManbHoM MmowwHocTy (oT 1 go 100).

Mpumep (config-if)> power 1
Network::Interface::Rtx::WifiMaster: "WifiMasterQ@": TX power »
level set.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHaa interface power.

3.28.143 interface pppoe service

OnucaHue Ykazatb cnyx6y PPPoE. Ecnn cnyxba He onpeaeneHa, To PPPoE-knneHT byaeT
NOAKIKYEH K MPOU3BOILHOM Cnyxbe.,

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOgA, Het
Tun nHTepdeiica PPPoOE

Cunoncuc I (config-if)>  pppoe service <service»

I (config-if)> no pppoe service
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

service

CTpoka

HassaHune cnyx6bl PPPOE.

(config-if)> pppoe service TEST
Network::Interface: :Pppoe:

"PPPOEQ@": service set.

(config-if)> no pppoe service
Network: :Interface: :Pppoe:

"PPPoEQ@": service removed.

Bepcusa

OnucaHue

2.05

JobaeneHa

KkoMaHga interface pppoe service.

3.28.144 interface pppoe session auto-cleanup

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

BkntounTb otnpasky PADT nakeTa Ans He3aBepLueHHow ceccum PPPOE. Mo
YMONYaHUIO QYHKLMA BKIKOYEHaA.

KomaHga ¢ npedpurkcom no oTkntovaeT oTnpasky PADT nakeTa.

Ja
Aa
HeTt

PPPOE

I(conﬂ94ﬂ> pppoe session auto-cleanup

I(conﬁg-ﬁﬁ>nopppoesession auto-cleanup

(config-if)> pppoe session auto-cleanup
Network: :Interface::Ppp: "PPPoEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup
Network::Interface: :Ppp: "PPPoEQ@": disabled session auto cleanup.

Bepcus OnucaHue
3.03 JobasneHa KomaHaa interface pppoe session
auto-cleanup.

3.28.145 interface preamble-short

OnuncaHune

Mpejukc no

Ncnonb3oBaTb KOPOTKYHO npeambysy.

Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Radio

CuHoncuc I (config-if)>  preamble-short

I (config-if)> no preamble-short

MNpumep (config-if)> preamble-short
Network::Interface::Rtx::WifiMaster: "WifiMasterQ@": short »
preamble enabled.

(config-if)> no preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHgaa interface preamble-short.

3.28.146 interface reconnect-delay

OnucaHue YCTaHOBUTb nepunoj BpeMeHn Mexay nonbiTkaMmuy nepenogkioyeHn4. Mo
YMOJIYaHUIO NCNOJIb3YyeTcs 3HaueHre 3.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HauyeHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het
Tun nutepdeiica PPP

CuHoncnc (config-if)>  reconnect-delay «sec>

(config-if)> no reconnect-delay

AprymeHTbI AprymeHT 3HaueHue OonucaHue
sec lenoe 4ucno |lepnog BpemeHn B cekyHAax. Moxet
NPUHNMAaTb 3HaYeHNs B nNpejenax oT 3 40
600.
Mpumep (config-if)> reconnect-delay 3
Network: :Interface::Ppp: "PPTP1": reconnect delay set to 3 »
seconds.
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WcTopusa nsmeHeHum

(config-if)> no reconnect-delay
Network::Interface::Ppp: "PPTPO": reconnect delay reset to »
default.

Bepcus OnucaHue

2.1 Job6asneHa komaHaa interface reconnect-delay.

3.28.147 interface rekey-interval

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YKasaTb nepuvoj BpeMeH Mexay aBToMaTnyeckKnMm n3MeHeHnaMun
CeKpeTHbIX K/IHoYein AN f0CTyNa K ceTeBbIM YCTPOMCTBaM. [10 ymMondaHuto
1ncnonb3yeTca 3HaueHre 86400.

KomaHga ¢ npedprKcoM no oTk/toUaeT U3MeHeHMe Kto4Yel.

Ja

Ja

Het

WiFi

(config-if)>  rekey-interval <interval

(config-if)> no rekey-interval

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uyncno |3Ha4YeHWe B CeKyHAAX MHTEPBana CMeHbI
K/toya.

(config-if)> rekey-interval 3000
Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.

(config-if)> no rekey-interval
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": rekey »
interval disabled.

Bepcus OnucaHve

2.06 JobasneHa komaHaa interface rekey-interval.

2.15 Jo6asneHo 3HauveHme no ymonvaHumto 3600 cekyHA,
3.04 3HayeHVie No YMONYaHNIO n3MeHeHo Ha 86400 cekyHA,.
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3.28.148 interface rename

OonucaHue Ha3HaunTb NPOM3BO/IbHOE UMS CeTEBOMY UHTepdelicy. K HTepdeiicy MOXHO
o6palllaTbcsi N0 HOBOMY MMeHM Kak no ID.

KomaHgaa ¢ npedrKcoM no yaanset HacTPOKY.
MpegynpexaeHre; He nepevimeHoBbIBanTe MHTepdeic Home. 3TO MOXeT
NpVBeCTU K HernpeackasyeMbiM CUCTEMHbIM OLLMBKaM.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CrnHoncuc (config-if)>  rename <rename>

(config-if)> no rename

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

rename CTpoka HoBoe nmsa nHtepdeiica.

NMpumep (config-if)> rename PPPOEl
Network::Interface::Base: "PPPoEO": renamed to "PPPoEl".

(config-if)> no rename
Network::Interface::Base: "PPPoEO": name cleared.

VICTOleﬂ Mn3MeHeHuiA Bepcmﬂ onucaHvie

2.08 JobaBneHa komaHAa interface rename.

3.28.149 interface rf e2p set

OnucaHune N3mMeHWTb 3HaueHe SUeinkn NamMATV KanMbpoBOYHbIX AaHHbIX, HAXOAsLLIenCs
no cMmeLleHuto of fset Ha 3HaueHue value ANa ykazaHHOro nHTepderica.

MNpejukc no Het
MeHsieT HacTpovikm  Hert
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Radio

CuHoncuc I (config-if)y rf e2p setwoffsetswalues
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AprymeHTbl

Mpumep

UcTopuns nameHeHui

AprymeHT

3HavyeHue

OnucaHue

offset

hex

CmeleHme guenkn namat. Moxet
NMPUHXMaTL 3HaYeHnA B Npegenax ot 1E0 Ao
1FE.

value

hex

HoBoe 3HaueHwe ana 3anncuy B S4eriky
namMaTtu. MoxeTt NprUHYMaTb 3Ha4YeHUs B
npeaenax ot 0 go FFFF.

(config-if)> rf e2p set 1f6 0
Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

Bepcusa

OnucaHune

2.04

Jlo6aBneHa komaHga interface rf e2p set.

3.28.150 interface role

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTsl

Mpumep

HasHaunTb ponb nHTepdeincy. OgHomMy nHTepdelicy MOXeT 6bITb Ha3HaYeHO
HecKo/ibko posnieil. KoMaHAa NCnob3yeTcs 415 NpaBuibHOro oTobpaxeHus

cBsizeii VLAN B Beb-uHTepodeiice.

KomaHga ¢ npedpurkcom no yaanseT posb. ECnv BbINOAHUTE KOMaHZy 6e3
aprymMeHTa, T0 BeCb CNCOK posiei nHTepderica byaet oUnLLeH.

Ja

Het

Ja

(config-if)>

role «roles [ for «<ifors ]

(config-if)> no role[ role]

AprymeHT 3HauyeHue OnuncaHwue
role inet WNHTepdeic ncnonbsyetcs A8 NOAKII0YEHNS
K IHTepHeTy.
iptv NHTepdelic ncnonbayetca ansa cny6bl IPTV.
voip NHTepdelic ncnonb3yetcsa ans cnyxosl VoIP.
misc NHTepdeiic ncnonbsyetca ans IP Policy.
ifor UHTeppeic MonHoe nmsa nHTepderica nam NCeBAOHMM.

(config-if)> role iptv for GigabitEthernetl

Network: :Interface: :Base:

"GigabitEthernetl": assigned role »

"iptv" for GigabitEthernetl.
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UcTopuns nameHeHuii

(config-if)> no role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": deleted role "iptv".

(config-if)> no role

Network::Interface::Base: "GigabitEthernetl": deleted all roles.

Bepcus OnucaHve
2.06 JobaeneHa komaHaa interface role.
2.10 [JlobaBneH aprymeHT misc.

3.28.151 interface rrm

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

Mpumep

WcTopus nsmeHeHum

Bkntountb RRM ansa nomncka cocefHUX ToYyek AocTyna no ctaHgapty IEEE
802.11k c yenbto NpeAocTaBNEHNS CMIMCKA 3TUX TOYEK AOCTYNa abOHEHTCKOMY
YCTPOWCTBY No 3anpocy. [0 yMOAYaHWIO 3Ta OMums OTKJIIOUEHa.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Ja
Ja
Het

AccessPoint

I (config-if)>  rrm

I (config-if)> no rrm

(config-if)> rrm

Network::Interface: :Rtx::AccessPoint:

RRM enabled.

(config-if)> no rrm

Network: :Interface: :Rtx: :AccessPoint:

RRM disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMaster@/AccessPoint0": »

Bepcus OnucaHue

2.13 JobaBneHa komaHaa interface rrm.

3.28.152 interface schedule

MpucBonTh NHTepdeiicy pacnvcaHue. Mepes BoINOAHEHNEM KOMaHAbI,
pacnuncaHmne JOMXKHO BbiTb CO34aHO U HACTPOEHO MPY MOMOLLM KOMaHAbI

OnuncaHwune

schedule action.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

KomaHga c npedurkcom no paspbiBaeT CBSA3b MeXAy pacrnmcaHem u
nHTepdericom.

Ja

Aa

Het

(config-if)>  schedule <schedule»

(config-if)> no schedule

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnncanne |HasBaHMe pacnmcaHus, CO34aHHOro npu
nomMoLum rpynnel KoMmaHA schedule.

(config-if)> schedule WIFI
Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

Bepcus OnucaHue

2.06 JobaeneHa komaHga interface schedule.

3.28.153 interface security-level

OnucaHune

YCTaHOBUTb YpOBEHb 6€30MacHOCTY A1st JAHHOTO MHTepdeiica. YpoBHMU
6e30MaCcHOCTV ONpPeAenstoT IOrMKY PaboTbl MeXCeTeBOro 3kpaHa:

* Pa3pelueHo ycTaHaBAVBaTb COeANHEHWS B HanpaB/ieHUn
private - public.

* 3anpeLueHo yCTaHaBANBaTb COeAMHEHMS, NPUXoadaLLne Ha nHTepdeiic
public, T. e. BHanpaBneHun public - private n public - public.

+ CaMo yCTPOMCTBO NPUHVMAET CETEBbIE MOAK/HOUEHMS (paspeLlaeT
yrnpaB/ieHVe) TONbKO C UHTepdeiicoB private.

+ MNepepaya gaHHbIX Mexay nHTepdericamm private MoxeT 6bITb paspeLleHa

WK 3anpeLleHa B 3aBUCUMOCTM OT YCTaHOBKM rnobanbHOro napameTtpa
isolate-private.

* protected vHTepdelicbl He MMerT AOCTyNa K YCTPOMNCTBY U APYTUM
private/protected nogcetsam, HO OHM MMEIOT JOCTYMN K public

nHTepdericam n NHTepHeTy. YCTPOICTBO obecneynBaeT 3aLlMLLeHHbIM
cermMeHTam ToNbKO JocCTyn K cny>xx6am DHCP n DNS.
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+ MNepeaaya AaHHbIX OT private nHTepdeiica k protected No ymonyaHuto

3anpeLyeHa. YTobbl paspeLlumnTb Takoe B3aMMOAeNCTBME, HEOBXOANMO
BbINOJIHUTL KOMaHAy no isolate-private.

MNpumMeyaHue: o ymMOAYaHMIO BCEM BHOBb CO34aHHbIM MHTepdeincam
npucBanBaeTcs ypoBeHb 6e3onacHocTu public.

Cnnckm goctyna access-list nmetoT 60o51ee BbICOKUIA
nNpUopuTeT, YeM YPOBHM 6€30NacHOCTK, MO3TOMY C
MOMOLLBIO HMX MOXHO BBOAUTL AOMONHUTENbHbIE NPaBMa
dunbTpPaLMM NakeTos..

Mpejukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-if)> security-level (public | private | protected)

Mpumep HecmoTpsi Ha To, UTO He cyLlecTByeT QYHKLMN MONHOIO OTK/HOUYEH S
MEXCeTeBOro 3KkpaHa, MOXHO OTK/IH0UaTb €ro Ha OTAeNbHbIX HarnpaBaeHUsX.
Jonyctm, TpebyeTcs NOMHOCTBIO paspeLLnTb nepesady AaHHbIX MeXay
«fOMaLlHeN» ceTbto Home 1 rnobanbHoM ceTbto PPPOEO. [ns 3Toro o6onm

nHTepdericam Hy>XHO Ha3HaAYNTb YPOBEeHb 6e30MacHOCTU private n
oTkMuUNTL GyHKUMto isolate-private.

(config)> interface Home security-level private
Network::Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOEO security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

MpuMeyaHne:  MexceTeBOW aKpaH U TpaHCALMA agpecoB — GyHKLMN,
npesHasHavYeHHble 419 peLleHVsa NPUHLMNVANBHO Pa3HbIX
3agady. BkntoueHne NAT mexay nHtepdericamm Home n

PPPOEO B KOHGUrypaumm, MokasaHHOW BbILLIe, He 3aKpbiBaeT
JOCTYyn B ceTb Home CO CTOPOHBI rnobanbHon ceTn. [laxe

Npv BKAKOYEHHOW TPaHCNALMY a4pecoB KOMaHAoM ip nat
Home nakeTbl 13 PPPOEO 6yayT cBO6OAHO NPOXOANTL B CETb

Home.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa KomaHaa interface security-level.
2.06 JobasneH napameTp protected.
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3.28.154 interface speed

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HactpouTtb ckopocTb Ethernet nHTepdeiica. Mo yMonuaHWio 3a4aH0 3HaUYeHKe

auto.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja
Het

Ethernet

(config-if)>

speed «speed>

(config-if)> no speed

AprymeHT 3HauyeHue OnucaHune

10 Knwyesoe CKopoCTb coeanHeHnsa B MbuT/c.

100 C/10BO

1000

auto Knoyesoe ABTOMaTM4YeCcKas HaCcTPOKiKa CKOPOCTWU.
C/10BO

(config-if)> speed 1000
Network::Interface::Ethernet: "GigabitEthernetl/0": speed set »

to 1000.

(config-if)> no speed
Network::Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).

Bepcusa

OnucaHune

2.06.B.1

JobaeneHa koMmaHga interface speed.

3.28.155 interface speed nonegotiate

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

OTKNOUNTb aBTOMATUYECKYH HAaCTPOKY ckopocTu. Mo

yMO/l4aHuKo,aBTOMaTmn4yeckas HaCTpOIZKa BK/IFOYEHa.

KomaHga ¢ nped)l/n(com No BK/IDYaEeT aBTOMaTUYECKYH HaCTpOIZKy.

Ja
Ja
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  speed nonegotiate

I (config-if)> no speed nonegotiate

Mpumep (config-if)> speed nonegotiate
Network: :Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation enabled..

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 Job6asneHa komaHaa interface speed nonegotiate.

3.28.156 interface ssid

OnucaHune Yka3aTb nms 6ecnposogHoi cetn (SSID) ana nHtepdeicos WiFiStation u
AccessPoint. B 3aBUCMMOCTM OT TUNa nHTepdeiica 3HaueHme SSID
obpabaTtkbiBaeTcst NO-pa3HOMY.

* [nsa AccessPoint SSID — HeobxoaMMas HacTpolika, 6e3 KOTOPO OHa He
6yAeT NPUHUMaTb NOAKIHOUEHNS.

« AnaWiFiStation SSID onpegensieT, K Kakor Touke AOCTyna OHa byaeT
noAakntoyaTtbcs. be3s 3agaHHoro SSID WiFiStation MoXeT nogKntounTbLCa
K 1060 A0CTYNHOM 6eCnpoBOAHON CETY MO CBOEMY YCMOTPEHWUHO.

KoMaHAa ¢ Npedrkcom no ycTaHaBNMBaeT UMsi 6eCrpoBOAHON CeTU Mo
YMOYaHWIO.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica WiFi

CuHoncuc (config-if)>  ssid«ssid>

(config-if)> no ssid

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

ssid CTpoka Mms 6ecnpoBogHoii ceTtu (SSID).
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Mpumep

UcTopuns nameHeHuii

(config-if)> ssid MYNETWORK
Network::Interface: :Wireless: "WifiMaster0/AccessPoint0": SSID »
saved.

(config-if)> no ssid
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID reset.

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface ssid.

3.28.157 interface switchport access

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

YcTtaHoBUTb naeHTUdUKaTop VLAN Ha NOpTY AN paboThl B pexuvmMe JocTyna.
PaspeLuaet nepegavy Kagpos ykasaHHoro VLAN B MOpT v BKIKOYAaET yaaneHune
Mapkepa VLAN 13 nepegaBaembiX KagpoB.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKy.
Ja

Aa

Het

Port

(config-if)>  switchport access vlan «vid»

(config-if)> no switchport access vlan

AprymeHT 3HauyeHue OnucaHwue

vid UYenoe uucno |Npentndukatop VLAN docmyna. MoxeT
NPUHMMAaTb 3HaYeHns B Npejenax oT 1 o
4094 BKNHOUNTE/BHO.

(config-if)> switchport access vlan 1
Network::Interface: :Switch: "FastEthernet0/0": set access VLAN »
ID: 1.

Bepcus OnucaHve

2.06 [Jlo6baBneHa komaHga interface switchport access.
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3.28.158 interface switchport friend

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

HacTtpoutb ogHoHanpaBneHHbl VLAN ansa rpynnosoro Tpadduvka B
pononHeHwue K VLAN docmyna. NMopT MOXET BbITb YacTbio ogHoro VLAN
docmyna. KoMaHAa BKIOYaeT nepeajpecaumio ncxogailero tpaduka ¢
apyroro VLAN docmyna (HaseiBaemoro "friend"). MakeTsl "friend" nepeaatotca
6e3 Tera.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

Port

(config-if)>  switchport friend vlan «vid>

(config-if)> no switchport friend vlan

AprymeHT 3HauyeHue OnuncaHwue

vid Uenoe uncno |Vpentndukatop "friend" VLAN. MoxeT
NPVHMMaTb 3HaYeHWs B nNpeenax oT 1 go
4094 BKNHOUUNTEJIBHO.

(config-if)> switchport friend vlan 2
Network::Interface: :Switch: "FastEthernet0/0": set friend VLAN »
ID: 2.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga interface switchport friend.

3.28.159 interface switchport mode

OnucaHwne

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,

Tun untepdeiica

YCTaHOBUTbL pexunM access Unu trunk Ans BelopaHHoro VLAN. Mo ymonyaHuto
YCTaHOBJ/IEH PEXWNM access.

KomaHga ¢ I'IperI/IKCOM Nno yCTaHaBIMBaeT 3Ha4YeHNE MO YMOJTYaHUIO.

Ja
Ja

Het

Port
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

(config-if)>  switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

AprymeHT 3HauyeHue OnuncaHwue

mode access Bkntountb pexum goctyna VLAN, To ecTb
TaKoW pexumMm, Korga yepes nopt rnepearoTcs
TO/IbKO HEMapKMpoBaHHble Kagpbl. Ha
BXOAdLLVe Kaapbl cTaBuTCcA Mapkep PVID,
YCTaHOB/EHHbIN KoMaHgol switchport
access. [1opT ABNAETCA BbIXOAHbIM TO/IbKO
ansa VLAN c vaeHtnoukatopom PVID. Mpwn
nepegave Kagpos B NopT, Mapkep VLAN c H1X
CHVMaeTCs.

trunk BkAOUNTL pexnmM MynbTUMIEKCMPOBaHUSA
VLAN, korpa 4epes nopT Nepejarotca Kajpbl,
npuHagnexatyme Heckonbknum VLAN. Mpu
3TOM KaXAblli Kagp NoMeyeH Mapkepom.
Cnuncok ngeHTndumkaTopos cetel VLAN, B
KOTOpble BXOAUT MNOPT, yCTaHaBNMBaETCA
komaHgow switchport trunk.

g-in-q Knwyesoe BknounTb ABOVIHOE TernpoBaHue.
c/10B0

(config-if)> switchport mode access
Network: :Interface: :Switch: "FastEthernet0/1": access mode »
enabled.

Bepcus OnucaHve

2.06 Jo6aBneHa komaHga interface switchport mode.

3.28.160 interface switchport trunk

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

JobasuTb nopt BO VLAN. PaspelunTs npuemM 1 nepegady KagpoB YKa3aHHOro
VLAN B nopt, npnyem mapkep VLAN 13 nepesaBaemMbiX KafpoB He yAanseTcs.
B pexxume trunk gonyckaetcs gobaBneHue nopTa B Heckosibko VLAN.

KomaHga ¢ npedurkcom no yaansiet nopT n3 ykaszaHHoro VLAN. Ecnun
NCNoNb30BaTb KOMaHAy 6e3 apryMeHTOB, MOpT byaeT yaaneH n3 scex VLAN.

Ja
Aa
Ja

Port
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

(config-if)>  switchport trunk vian «vid»

(config-if)> no switchport trunk vlan [ vid]

AprymeHT 3HauyeHue OnuncaHwue

vid lenoe uncno |NpeHTndukatop VLAN. MoxeT NnpuHUMaTL
3HayeHusa B npegenax ot 1 Ao 4094

BK/TOYNTEJIbHO.

(config-if)> switchport trunk vlan 100
Network: :Interface: :Switch: "FastEthernet0/1": set trunk VLAN »
ID: 100.

Bepcus OnucaHue

2.06 JobasneHa KkomaHaa interface switchport trunk.

3.28.161 interface traffic-shape

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTsl

YCTaHOBUTL NpeAen CKopoCTy Nepeaayu AaHHbIX A1 yKazaHHOro HTepdeiica
B 06€ CTOPOHBI. [10 yMOIUaHMIO CKOPOCTb He OrpaHMyeHa.

KomaHgaa ¢ npedrKcom no yaanset HaCTPOKY.
Ja
Ja

HeTt

(config-if)>  traffic-shape rate «rate> [ asymmetric wpstream-rate;]
[ schedule <schedule> ]

(config-if)> no traffic-shape

AprymeHT 3HauyeHue OnucaHue

rate Lenoe u4ncno |3HayeHme CKOPOCTU Nepefaydn AaHHbIX
B K6uT/c. OrpaHnyeHve JONXHO ObiTb B
Anana3oHe oT 64 Kéut/c go 1 Fréumt/c.

upstream-rate |Uernoe uwucio |CKOPOCTb OTAAUM AAHHbLIX B K6UT/C.
OrpaHunuyeHue AO/IKHO 6bITh B
AanasoHe oT 64 Kébut/c go 1 rémt/c.

schedule Pacnncanne  |Ha3BaHuWe pacnmncaHus, cCo34aHHOro npu

nomMoLuy rpynnel KomaHg schedule.
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Mpumep

UcTopusa nsmeHeHwnii

(config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

(config-if)> traffic-shape rate 80 asymmetric 64
TrafficControl::Manager: "WifiMasterl/WifiStation@" interface »
rate limited to 80/64 kbit/s.

(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for »
"WifiMasterl/WifiStation@" interface.

Bepcus OnucaHue
2.05 JobasneHa komaHgaa interface traffic-shape.
3.04 JobasneH aprymeHT upstream-rate.

3.28.162 interface tunnel destination

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tyn untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3ajaTb yAaneHHbIN KoHeL, TyHHens. Ecnv oH 1cnosib3yeTcs COBMECTHO C
aBTOMaTn4vecknm IPsec-coeHEHVEM, CBA3aHHbIM C TYHHeneM, uHTepderic
CTaHOBUTCA NHULIMATOPOM [Psec-coeAVHEHNSA.

KomaHga ¢ npedprkcoM No 0TMeHsAeT HaCTPOIAKY.

Ja

Ja

Het

Tunnel

(config-if)>  tunnel destination «destination

(config-if)> no tunnel destination

AprymeHT 3HauyeHue OnuncaHwue

destination |CTpoka IP-agpec nnn gomeHHoe NmA yaaneHHoro

XOCTa.

(config-if)> tunnel destination ya.ru
Network::Interface::Tunnel: "Gre0": destination set to ya.ru.

(config-if)> no tunnel destination
Network: :Interface::Tunnel: "Gre0": destination was reset.

Bepcus OnucaHve

2.08 JobaeneHa komaHga interface tunnel destination.

242

CnpaBoyHuK kKoMmaHa — Air (KN-1610)



naBa 3 OnncaHme KOMaHA,

3.28.163 interface tunnel eoip id

OnucaHue 3agaTb ngeHtnoukartop EolP-tyHHens.
KomaHga ¢ npednkKcom no oTMeHsAET HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica Eoip

CuHoncuc (config-if)>  tunnel eoip id id>

(config-if)> no tunnel eoip id

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
id Uenoe uucno |VpeHTudumkaTop TyHHens.
NMpumep (config-if)> tunnel eoip id 50

Network::Interface::Tunnel: "Gre0": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 Jo6aBneHa komaHaa interface tunnel eoip id.

3.28.164 interface tunnel gre keepalive

OnucaHue Brntountb nogaepxky Cisco-like keepalive ana tyHHeneli GRE. 1o ymonyaHuto
interval paBHo 5, count paBHoO 3.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Tunnel

Cunoncuc I (config-if)>  tunnel gre keepalive <intervals> [count]

I (config-if)> no tunnel gre keepalive
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uucno |VIHTepBan oTnpasBku nakeToB keepalive B
cekyHAax. MoxeT NpvHMMaTb 3HaYeHNs B
npegenax ot 0 go 60. Echm npmncsonTb
3HauveHue 0, TO BK/IHOUAETCHA TO/IbKO OTBET Ha
keepalive n poytep He byaeT pearvpoBaTh Ha
M3MeHeHMe COCTOAHNSA TYHHens.

count lenoe 4ucno |Konmuyecrso MonbITOK OTMPaBKY MNakeToB
keepalive. MoxeT npMHMMaTb 3HaYeHWs B
npeaenax ot 1 go 20.

(config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network::Interface::Gre: "Gre0": enable only GRE keepalive »
replies.

Bepcus OnucaHue

2.10 JobasneHa komaHaa interface tunnel gre keepalive.

3.28.165 interface tunnel source

OnuncaHune

Mpejukc no

MeHsieT HaCTpPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

3afaTtb IoKanbHbI KOHeL, TYHHens. Ecn oH 1cnonb3yeTcs COBMECTHO C
aBTOMaTUYeCcKUM IPsec-coeiHeHVieM, CBA3aHHbLIM C TYHHeNneM, TO BK/IHoYaeTcs
pexuvmM npuema coeanHeHuni IPsec IKE Ha ycTaHOBNEHMe 3aLyLIeHHOro
TYHHens.

Het
Ja
Het

Tunnel

(config-if)>  tunnel source (auto | <interface | <address>)

AprymeHT 3HauyeHue OnucaHue

auto KnwoyeBoe cnoBo |YCTaHOBUTbL TeKyLLWIA paboTaroLnii
WAN-uHTepdelic.

interface WHTepgeiic MNonHoe nmsa nHTepdeinca nnm
NnceBAOHNM.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnucaHue
address IP-agpec NokanbHbIn IP-agpec TyHHens.
Mpumep (config-if)> tunnel source auto

Network: :Interface::Tunnel: "Gre0": set source interface to auto.

WcTopusa nsmeHeHuim Bepcus onucaHve
2.08 JobaBneHa komaHaa interface tunnel source.
2.09 Jlo6aBneH aprymeHT auto.
3.08 YaaneH npedunkc no Kak ycTapeBLUNiA.

3.28.166 interface tx-burst

OnucaHue BkaounTb arperaumio naketos Ha ypoBHe Wi-Fi gparisepa (Tx Burst). No
YMOJIHaHUIO NapaMeTp OTKJIHOYEH.

KomaHga ¢ npedurkcom no oTKAUaeT HaCTPOKY.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  tx-burst

I (config-if)> no tx-burst
Mpumep (config-if)> tx-burst

Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.
VICTOpI/Iﬂ V|3MEHeHV||7| Bepcmﬂ onvcaHue

2.07 JobaBneHa komaHaa interface tx-burst.

3.28.167 interface tx-queue length

OnucaHune YCTaHOBUTbL pa3mep ouyepesn NCXOAALLMX NakeToB Ha MHTepdeiice. Mo
YyMOJIYaHWIO YCTaHOB/IEHO 3HaveHre 1000.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaUYeHMe N0 YMOTYaHNIO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>  tx-queue length <lengths

(config-if)> no tx-queue length

AprymeHT 3HauyeHue OnuncaHwue

length Yenoe uyucno |[nnHaouvepesm MOXET MPUHNMATL 3HaYeHNA
B npegenax oT 0 Ao 65536.

(config-if)> tx-queue length 255
Network::Interface::Base: "L2TPO": TX queue length is 255.

(config-if)> no tx-queue length
Network: :Interface::Base: "L2TPO": TX queue length reset to »
default.

Bepcus OnucaHve

3.06 Jlo6aBneHa koMmaHga interface tx-queue length.

3.28.168 interface tx-queue scheduler cake

OnucaHwne

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb NNaHNPOBLLMK nakeToB CAKE ana nHTepdeiica. Mo ymonyaHuto
3HayeHune cake ncnonb3yetca ana DSL uHTepdelicos n USB-moaemos,

fq_codel — ana Bcex ocTanbHbIX.

KomaHga ¢ npednkcom no HasHayaeT NJaHVNPOBLUVK MO YMOYAHMIO.
Ja

Ja

Het

I (config-if)>  tx-queue scheduler cake

I (config-if)> no tx-queue scheduler cake

(config-if)> tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"cake".

(config-if)> no tx-queue scheduler cake
Network::Interface::Base: "L2TP0": set default TX queue scheduler.

Bepcus OnucaHve

3.06 JlobaBneHa komaHza interface tx-queue scheduler cake.
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naBa 3 OnncaHme KOMaHA,

3.28.169 interface tx-queue scheduler fq_codel

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHuim

YCTaHOBUTbL NAaHUPOBLUMK NakeToB FQ_CODEL ana nHtepdeiica. Mo
YMON4YaHU0 3HaveHne cake ncnonbsyetcs ana DSL nHTepdelicoB v

USB-mozemoB, fq_codel — ans BCcex OCTasibHbIX.

KomaHga c npednkcom no HazHayaeT NAaHNPOBLLMK MO YMOAUYaHNIO.
Ja

Ja

Hert

I (config-if)>  tx-queue scheduler fq_codel

I (config-if)> no tx-queue scheduler fq_codel

(config-if)> tx-queue scheduler fq_codel
Network: :Interface::Base: "L2TPO": set TX queue scheduler to »
"fq_codel".

(config-if)> no tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

Bepcus OnucaHve
3.06 JobasneHa komaHaa interface tx-queue scheduler
fq_codel.

3.28.170 interface up

OnuncaHwune

Mpedukc no
MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

BkntounTb ceTeBoli MHTepdeiC 1 3anncaTb B HACTPOKN COCTOSIHME «Up».

KomaHga ¢ npedrKcoM no oTKIKOHaeT ceTeBON MHTepdenc n yaanseT «up»
13 HacTpoek. TakXe MOXeT bbITb NCNONb30BaHa koMaHga interface down.

Ja

Ja

Het

I (config-if)> up

I (config-if)> no up

(config-if)> up
Interface enabled.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHaa interface up.

3.28.171 interface vga-clamp

OnucaHwue BkntounTb HacTpoliky TexHonorum VGA. Mo ymMonyaHuo perynmpoBka
OTK/ItOYEHA.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica WiFiMaster

CuHoncue (config-if)>  vga-clamp <vga-clamp>

(config-if)> no vga-clamp

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue

vga-clamp lesoe yucso |3HayveHMe KOPPEKTUPOBKN. MoxeT
NPUHVMAaTbL 3Ha4YeHVs B npegenax ot 1 40 8

BKJIOUYNTENBHO.
Mpumep (config-if)> vga-clamp 1
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": VGA clamp »
set to 1.

(config-if)> no vga-clamp
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": VGA clamp
disabled.

\/

(config-if)> vga-clamp 2
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": VGA clamp
set to 2.

v

(config-if)> no vga-clamp
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": VGA clamp

v

disabled.
VICTOleﬂ U3MeHeHU Bepcmﬂ onvcaHue
2.09 [JlobaBneHa komaHga interface vga-clamp.
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naBa 3 OnncaHme KOMaHA,

3.28.172 interface wireguard listen-port

OnucaHue HasHaunTb HomMep nopTa UDP, Ha KOTOPbIV NPUHMMAKOTCA BXOAsLLMe
noAxntoyeHus. Mo ymonyaHuo Homep nopTa He onpegeneH.

KomaHaa ¢ npe¢prkcom no cobpacbiBaeT 3HaueHne nopra.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Wireguard

Cutoncnc (config-if)>  wireguard listen-port port>

(config-if)> no wireguard listen-port

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
port lenoe 4ucno |Homep nopta. MoxeT npnHMMaTh 3HaUeHns
B npegenax oT 1 Ao 65535 BkAOUUTENBHO.

NMpumep (config-if)> wireguard listen-port 11633
Wireguard::Interface: "Wireguard4": set listen port to "11633".

(config-if)> no wireguard listen-port
Wireguard::Interface: "Wiregquard4": reset listen port.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.03 JobasneHa komaHaa interface wireguard listen-port.

3.28.173 interface wireguard peer

OnucaHue Jlo6aBUTb NyBANYHbIA KOY YAAaNEHHOMO NMPa, YTO6bI HACTPOUTL HesonacHoe
coeaViHeHMe nocpeacTBOM npoTtokona WireGuard.

KomaHga ¢ npedurkcom no yganseT yKasaHHbIA Koy,
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Wireguard

Bxo>xaeHue B rpynny (config-wg-peer)
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naBa 3 OnncaHme KoMaHp,

Cunoncuc (config-if)>  wireguard peer <key>

(config-if)> no wireguard peer <key>

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

key CTpoka 3HaueHwue K4a. Jonyckaercs
NCMONb30BaHMe NAaTUHCKNX BYKB, Lndp w1
3HaKOB paBeHCTBa. [J/IHa KtoYa cocTaBaseT
44 cnmBona (NpeacTaB/ieHMe CTPOKA B
32-6ariTHOM KoagupoBke base64).

Npumep (config-if)> wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI jjPmmOg=
(config-wg-peer)>

(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmmOg=
Wireguard::Interface: "Wireguard4": removed peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmmgo="".

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

3.03 JobaeneHa komaHaa interface wireguard peer.

3.28.173.1 interface wireguard peer allow-ips

OonucaHue [o6aBuTb NoaceTb IP-aApecoB, Ha KOTOpble paspeLleHa nepejava nakeTos
BHYTPY TYHHenNs.

MNprMeyaHune:  YTOObI pa3pewnTb Nepejady Ha fobble agpeca,
HeobxoAMMO A06aBUTL NoAceTh 0.0.0.0/0.

KomaHga ¢ npedurkcom no yaansaet noaceTb. ECiv BbINOAHWUTL KOMaHAy 6e3
aprymeHTa, TO BeCb CNUCOK NoaceTen byaeT ounLLeH.

Mpejukc no Ja
MeHsieT HacTpovikm  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Wireguard

CnHoncuc I (config-wg-peer)>  allow-ips @address» amask>

I (config-wg-peer)> no allow-ips [ <address> amask> ]
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

address IP-agpec BmecTe c Mackov mask 3ajaeT NoaceTb
IP-agpecoBs, nognexalux TpaHCcAALnN.

mask IP-macka Macka noaceTtun. EcTb gBa cnocoba BBoOAa
Macku: B KAHOHNYeCKOM Buje
(Hanpumep,255.255.255.0) 1 B BUje

61TOBOI ANVHBI NpeduKca (Hanpumep, /24).

Npumep (config-wg-peer)> allow-ips 0.0.0.0/0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib133J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> no allow-ips
Wireguard::Interface: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
3.03 Job6asneHa komaHgaa interface wireguard peer
allow-ips.

3.28.173.2 interface wireguard peer endpoint

OnucaHue YKa3aTb agpec yaaneHHoro nmpa, C KOTopbIM ByAeT yCTaHOB/IEHO COeANHEHME
WireGuard.

KomaHga ¢ npednkcom no yganset KOHeUHY TOUKY TYHHens.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Wireguard

CuHoncuc (config-wg-peer)>  endpoint address: [:xports]

(config-wg-peer)> no endpoint

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec nnn gomeHHoe Nma yaaneHHoro
XocTa.
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue

port UYenoe uucro |Homep nopta UDP.

Mpumep (config-wg-peer)> endpoint 10.0.1.10:11635
Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g=" endpoint to »
"10.0.1.10:11635".

(config-wg-peer)> no endpoint
Wireguard::Interface: "Wireguard4": reset endpoint for peer
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

v

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.03 JobaeneHa komaHaa interface wireguard peer
endpoint.

3.28.173.3 interface wireguard peer keepalive-interval

OnucaHwue YCTaHOBUTbL MHTepBan oTnpaBku nakeTos keepalive 4N MOHUTOPUHTa
coeanHenus WireGuard. o yMoOn4YaHUIO UHTEpPBa He 3a4aH.

KomMaHza ¢ npedprKcom no yaanset HaCTPOKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOgA, Het
Tun nHTepdeiica Wireguard

CnHoncuc (config-wg-peer)>  keepalive-interval <intervals

(config-wg-peer)> no keepalive-interval

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue

interval lenoe umucno |NHTepBan oTnpasku naketos keepalive B
cekyHaax. MoxeT NpyHMMaTb 3HayYeHUs B
npegenax ot 3 A0 3600 BK/IFOUNTENbHO.

Mpumep (config-wg-peer)> keepalive-interval 3
Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=" keepalive interval »
to II3II .

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.03 JobaBneHa komaHaa interface wireguard peer
keepalive-interval.

3.28.173.4 interface wireguard peer preshared-key

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

3agaTb pa3sgenseMblii knwou ana WireGuard coegnHeHUs K yaaneHHoMy nupy.
Pa3zgensiemblii Kntod (PSK) — 370 gononHUTeNbHOE yay4lleHne 6e30MacHOCTU
B COOTBETCTBMMW C NpoToKosaoM WireGuard n ans MakCMManbHOW
3aLMLLEHHOCTM KaXAO0MY KAVNEHTY AO/KeH 6blTb Ha3Ha4YeH YHUKaNbHbIN
PSK. Mo ymonuyaHuio PSK He ncnonb3yeTcs.

KomaHga ¢ npedunKcom no yaanset HaCTPOnKYy.
Ja

Aa

Het

Wireguard

(config-wg-peer)>  preshared-key preshared-key:

(config-wg-peer)> no preshared-key

AprymeHT 3HaueHue |OnucaHue

preshared-key |[CTpoka 3HaueHwue kntoda PSK. [lonyckaeTtca
NCNOMb30BaHMe NaTUHCKUX BYKB, Lndp 1
3HaKoB paBeHcTBa. [rHa kntoya 44
cuMmBoOna.

(config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=
Wireguard::Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

Bepcus OnucaHve

3.03 Job6asneHa komaHgaa interface wireguard peer
preshared-key.
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naBa 3 OnncaHme KoMaHp,

3.28.174 interface wireguard private-key

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

HasHaunTb UKW creHeprpoBaTh MNPUBATHBIN KU ANst MOAKIOUEHWS K
yAaneHHbIM NMpam vepes npoTokon WireGuard. Mo ymon4aHuo NpuBaTHbI
K04 He HaCTPOEH.

Het
Het
Het

Wireguard

(config-if)> wireguard private-key [ private-key:]

AprymeHT 3HauyeHue OnucaHwue

private-key [CTtpoka 3HayeHVie HOBOro NPMBATHOrO KJIHOYa.
JlonyckaeTcs UCNonb30BaHMeE NaTUHCKUX
6yKB, Lnbp 1 3HaKoB paBeHCTBa. AnnHa
Kno4a 44 cnmBona.

(config-if)> wireguard private-key
Wireguard::Interface: "Wireguard4": generated new private key.

(config-if)> wireqguard private-key »
Ushaeghezail7reo8iK6ear0eomujohkeen8jahX5uo=
Wireguard::Interface: "Wireguard4": set private key.

Bepcus OnucaHve
3.03 JobasneHa komaHga interface wireguard private-key.

3.28.175 interface wmm

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoAKM

Bkntounts WMM Ha nHTepdelice.
Aa
Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Access Point

I (config-if)>  wmm

I (config-if)> no wmm
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-if)> wmm
WMM extensions enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa komaHaa interface wmm.

3.28.176 interface wpa-eap radius secret

OnucaHwne YKazaTb COBMECTHO NCMNOJ/b3yeMblil CEKPETHbIV KoY /15t 6@30MacHoro
B3anmogencTensa mexay RADIUS cepsepom 1 RADIUS knueHToM.

KomaHga ¢ npedunkcom no yaanseT cekpeTHbIR Krou.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Bridge

CuHoncuc (config-if)> wpa-eap radius secret <secret>

(config-if)> no wpa-eap radius secret

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
secret Crpoka 3HaueHwue kr4a RADIUS cepeepa.
MakcmnmanbHas gnmMHa coctaBnseT 64
cMMBONa.
Mpumep (config-if)> wpa-eap radius secret »

(+>R#G™ }-INxru'i8i | LK}wBN9E~X0Xa{xFOG-N"%FaTnr|S(e(q$/1P2/tbX/#Q
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS secret applied.

(config-if)> no wpa-eap radius secret
Network: :Interface: :Rtx::WpaEap: Bridge® RADIUS secret cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 JobaBneHa komaHaa interface wpa-eap radius secret.

3.28.177 interface wpa-eap radius server
OnucaHue Yka3aTb agpec RADIUS cepsepa.
KomaHga ¢ npedurkcom no yaanseT agpec cepsepa.

Mpe¢ukc no Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica Bridge
CuHoncuc (config-if)> wpa-eap radius server address: [: port>]
(config-if)> no wpa-eap radius server
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IP-appec IP-agpec RADIUS cepsepa.
port UYenoe uucro |Homep nopta RADIUS cepsepa.
Npumep (config-if)> wpa-eap radius server 192.168.10.10

Network::Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.160.

(config-if)> wpa-eap radius server 192.168.10.10:1111
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10:1111.

(config-if)> no wpa-eap radius server
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS server cleared.

WcTopuns nsmeHeHnit |Bepcus

OnucaHune

3.01

JobasneHa komaHza interface wpa-eap radius server.

3.28.178 interface wps

OnuncaHune
Mpejukc no

MeHsieT HacTpoikmn

BkntoumnTb PyHKLUMOHanbHoOCTb W/PS.
[Ja
Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CviHoncumc

Mpumep

WiFi
I (config-if)>  wps
I (config-if)> no wps

(config-if)> wps
WPS functionality enabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa koMmaHga interface wps.

3.28.179 interface wps auto-self-pin

OnuncaHmne Bkaountb pexxum WPS auto-self-pin. Mo ymonuaHuto pexum auto-self-pin
BK/IHOYEH.

KomaHaa ¢ npedrKcom no oTKAOYaeT 3TOT PeXuMm.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica WiFi

CunHoncuc I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

Mpumep (config-if)> wps auto-self-pin
Network: :Interface: :Rtx::Wps: an auto self PIN mode enabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

2.04 Jlo6aBneHa komaHga interface wps auto-self-pin.

3.28.180 interface wps button

OonucaHue HauaTb npouecc WPS ¢ ncnonib3oBaHMeM KHOMKM. MpoLLecc ANTCS 2 MUHYTHI,
NN MeHbLLE, €C/IN COeAMNHEHME YCTaHOB/IEHO.

Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica WiFi

CuHoncuc (config-ify>  wps button «directions

AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
direction send OTtnpasuTb HacTpoiikn Wi-Fi.
receive Monyunte HacTpoiikn Wi-Fi oT Air.
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Mpumep

WcTopusa nsmeHeHum

(config-if)> wps button send
Sending WiFi configuration process started (software button mode).

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa interface wps button.

3.28.181 interface wps peer

OnuncaHune

Mpejukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nsmeHeHnii

HauaTb npouecc WPS ncrnonb3ys PIN yaaneHHoro y3na. lNpouecc gantea 2
MUHYTbI, UIN MeHbLLIe, eCNN CoefiHeHNe ycTaHoB/eHo. [1o ymon4aHuio
npouecc WPS PIN Bbik/IrOUeH.

Hert
Het
Hert
WiFi

(config-if)>  wps peer «direction> qpin

AprymeHT 3HayeHve |(OnucaHue
direction send OTtnpaBuTb HacTpoiiku Wi-Fi.
receive MonyunTb HacTpolikn Wi-Fi oT yaaneHHoro
y3na.
pin CTpoka PIN-koA yaaneHHOro ysna.

(config-if)> wps peer send 53794141
Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.

Bepcus OnucaHve

2.04 JobasneHa komaHgaa interface wps peer.

3.28.182 interface wps self-pin

OnucaHune

Mpe¢ukc no
MeHsieT HaCTPOMKMN

MHorokpaTHbIVi BBOj,

HauaTb npouecc WPS ncnonb3sys PIN ycTpoiicTBa. [Mpouecc AnnTcs 2 MUHYTHI,
NIV MeHbLLUE, ec/iN CoefHeHNE YCTaHOB/IEHO.

HeT
Het

Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

3.29 ip arp

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CviHoncuc

AprymeHTbl

Mpumep

WiFi

(config-if)>  wps self-pin «direction

AprymeHT 3HauyeHue OnuncaHwue

direction send OTnpasuTb HacTpokn Wi-Fi.

receive Monyunte HacTpoiikmn Wi-Fi oT Air.

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

Bepcus OnucaHve

2.00 Job6aBneHa komaHaa interface wps self-pin.

3ajaTtb cTaTuyeckoe conocTasneHne mexay IP n MAC agpecamum A5t XOCTOB,
He NoAJep>XMBAOLLNX ANHaMnyeckuin ARP.

KomaHga c npedukcom no yaansaet 3anncb 13 Tabnamubl ARP. ECv BbINOAHUTD
KOMaHZy 6e3 apryMeHTOB, BECb CMUCOK 3anucel ARP 6yseT ounLLeH.

Ja
Ada
Ja
(config)> ip arp dip> mac»

(config)>noip arp[«ips]

AprymeHT 3HauyeHue OnuncaHwue

ip IP-agpec IP-agpec B BUAe YeTbIpéx AeCATUYHbIX Yuncen,
pa3AenéHHbIX TOUKaMUK, COOTBETCTBYHOLLMIA

NOKanbHOMY agpecy.

mac MAC-appec MAC-aapec B Buge wecTn rpynn
LecTHaguaTepuyHbIx unép, pasgeneHHbix

ABOETOUNAMN.

(config)> ip arp 192.168.2.50 al:2e:84:85:14:21
Network: :ArpTable: Static ARP entry saved.

(config)> no ip arp 192.168.2.50
Network: :ArpTable: Static ARP entry deleted for 192.168.2.50.
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(config)> no ip arp
Network: :ArpTable: Static ARP table cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa KomaHaa ip arp.

3.30 ip dhcp class

OnucaHue JocTyn K rpynne KoMaHA AN1s HaCTPoMKu BeHAop-kKnacca DHCP (60 onuus).
Ecnm knacc BeHAOPOB He HalAeH, KOMaHAa NbITaeTcs ero co3aathb.

KomaHga ¢ npedurkcom no yaanseT BblopaHHbIN Knacc.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-dhcp-class)

CuHoncuc (config)> ip dhcp class «class»
(config)> no ip dhcp class «class»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
class CTpoka Ha3BaHVve BeHAOp-K/1acca.
Mpumep (config)> ip dhcp class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 JobasneHa komaHgaa ip dhcp class.

3.30.1 ip dhcp class option

OnucaHune YKa3aTb 3HauyeHune onunu 60 415 NpUCBOEHUS BEHAO0P-Kacca.
KomaHgaa ¢ npedrKcoM no yaanseT yKasaHHbIM Knacc.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBOg, [a
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CuHoncuc (config-dhcp-class)>  option cnumbers hex «datas
(config-dhcp-class)> no option <number>
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
number Lenoe 4ucno |Homep onumu. Celivac MCNONb3yeTCsd TONbKO
3HauyeHve 60.
data CTpoka 3HayeHue onuun.
Npumep (config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.
VICTOpI/IH N3MeHeHUm Bepcmﬂ onvicaHue

2.00 JlobasneHa komaHgaa ip dhcp class option.

3.31ip dhcp host

OnucaHwue HactpouTb cTaTnyeckyto npmeasky IP-agpeca k MAC-agpecy xocrta. Ecnm xoct
C YKa3aHHbIM IMeHeM He HalifileH, KOMaHAa NbITaeTcs ero co3fatb. Ecnu
yKasaHHbIn IP-agpec He BXOANT B AManasoH HW OAHOrO nyna, KoMaHAa
COXPaHUTCA B HaCTpoOKax, HO Ha paboTy cepeepa DHCP He noBauserT.

KomaHga no3ssosiseT noMmeHATb MAC-agpec, OCTaBMB NpeXxHee 3HayveHue
IP-agpeca, n Ha060pOT — NomMeHsTb IP-agpec, oCTaBMB NpexHee 3HavyeHne
MAC-aapeca.

KomaHga ¢ npedumkcom no yganset XocT.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBOg, [a

CvHoncuc (config)>  ip dhcp host host> [mac1[ip ]
(config)> no ip dhcp host <host>
AprymeHTbI AprymeHT 3HauyeHue OonucaHue

host CTpoka Mpou3Bo/iIbHOE UMS XOCTa, NCMNOJIb3yeTCs AN
naeHTndurkaumm napbl MAC-IP B HacTponkax.

mac MAC-agpec MAC-agpec xocTa Ans CTaTU4eCcKor NpBA3KN
IP-agpeca. Ecnv He yka3saH, 3HadeHMe bepeTcs
13 NpeablayLLei HaCTPOMKN.

ip IP-appec IP-agpec xocTta. Ecnm He yka3aH, 3HaueHune
6epeTca U3 npeabiayLieit HacTPOMKN.
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Mpumep

WcTopusa nsmeHeHum

(config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.

Bepcus OnucaHue

2.00 JobasneHa komaHaa ip dhcp host.

3.32ip dhcp pool

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

JocTyn K rpynne komaHa ansa Hactpoiiku DHCP-nyna. Ecam nyn He HaingeH,
KOMaHga nbiTaeTcd ero co3gaTtsh. [ng nyna 3agaetca cnmcok DNS-cepsepos
(komaHaa dns-server), W03 N0 ymondaHuio (komaHaa default-router) n
BpeMms apeHabl (koMaHa lease), a Takke granasoH AnHamuyeckux IP-agpecos
(komaHga range).

Mocne HacTPOMKM NyNOB HEOHXOAMMO BKIKOUNTL CNyx6y DHCP ¢ MOMOLLbLO
KomaHgbl service dhcp.

MO>HO €c034aTb He 6onbLue 32 nynoB. MakcMManbHasa ANMHA UMEHU nyna
— 64 cumBona.

MpuMeuaHune: B Tekyllei Bepcun CUCTEeMbl peann3oBaHa NoAdepXKka He
6onee ogHOro nyna Ha nHTepderic. ns KOppekTHOM paboThbl
cepsepa DHCP TpebyeTcs, 4Tob6bI Arnana3oH IP-agpecos,
YCTaHOB/IEHHbIV KOMaHAOW range, NpuHaanexan ceTu,
HaCcTpOeHHO Ha ogHoM 13 Ethernet-nHtepdeiicos
yCTPONCTBa.

KomaHga c npedunkcom no yganset nyn.
Ja

Ja

Aa

(config-dhcp-pool)

(config)>  ip dhcp pool <name>

(config)> no ip dhcp pool <name>

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka Vmsa nyna DHCP.

(config)> ip dhcp pool test pool
pool "test pool" has been created.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JobaeneHa komaHgaa ip dhcp pool.

3.32.1 ip dhcp pool bind

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

3.32.2ip dhcp

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

MpwvBs3aTb Nyn K ykazaHHOMY UHTepdericy.
Ja

Ja

Hert

Ethernet

(config-dhcp-pool)>  bind <interfaces

(config-dhcp-pool)> no bind <interfaces

AprymeHT 3HauyeHue OnuncaHwue

interface UHTeppenc MonHoe nma nHTepderica nam NCeBAOHUM.

(config-dhcp-pool)> bind FastEthernet0/Vlan2
pool "test pool" bound to interface FastEthernet@/Vlan2.

Bepcus OnucaHve
2.00 [JobasneHa komaHzga ip dhcp pool bind.

pool bootfile

YKkazaTb NyTb K daiiny HacTpoek Ha TFTP-cepBepe ans knneHta DHCP (onums
67).

KomaHgaa ¢ npedprKcoM no yaanset HaCcTPOKY.
Ja

[Ja

Het

Ethernet

I (config-dhcp-pool)>  bootfile bootfile»

I (config-dhcp-pool)> no bootfile

Air (KN-1610) — CnpaBOYHVK KOMaHZ, 263



naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

bootfile Wms ganna MyTb K banny HacTpoek.

(config-dhcp-pool)> bootfile test.cnf
Dhcp::Pool: " WEBADMIN": set bootfile option to "test.cnf".

(config-dhcp-pool)> no bootfile
Dhcp::Pool: " WEBADMIN": cleared bootfile option.

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga ip dhcp pool bootfile.

3.32.3 ip dhcp pool class

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Bxo>xaeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

JocTyn K rpynne koMaHJ AN HaCcTPOikn BeHAop-knacca DHCP BbIBpaHHOro
nyna agpecos. Ecin knacc BeHAOPOB He HalAeH, KOMaHAa NblTaeTcs ero
CO34aThb.

Ans KoppekTHOM paboTbl MMS Kiacca AOMKHO OblTb TaKMM Xe, Kak U B
komaHge ip dhcp class.

KomaHga ¢ npedurkcom no yaanseT Bbl6paHHbIA Knacc.
Aa

Ja

Ja

(config-dhcp-pool-class)

(config-dhcp-pool)>  class «class»

(config-dhcp-pool)> no class «class>

AprymeHT 3HauyeHue OnuncaHwue

class Crtpoka HasBaHuve BeHAOp-Kknacca.

(config-dhcp-pool)> class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.

Bepcus OnucaHue

2.00 JobasneHa komaHgaa ip dhcp pool class.
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3.32.3.1 ip dhcp pool class option

OnuncaHwne

Mpedunkc no
MeHsieT HaCTPOUKN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

YcTaHOBWUTL A0OMNOJIHUTE/NIbHBIE onunmn anga DHCP knneHTa B c/lyyae
coBrajeHuns BeHAO0p-Kacca.

KomaHga ¢ npedpurKcom no yaansieT yKa3aHHYH OMnLuuio.

Ja

Ja

Aa

(config-dhcp-pool-class)>  option <cnumber> <type> «data»

(config-dhcp-pool-class)> no option <number>

AprymeHT 3HauyeHue OnuncaHwue

number 6 Onuunsa 6, DNS-cepsep.
42 Onuwusa 42, NTP-cepsep.
43 Onuws 43, nogpobHas nHpopmaums o
npouvssoguTtene.
type ip Tun aprymeHTa data — IP-agpec. 3T0T TUN
He 1cnosb3yeTca 4na onunm 43.
hex Tnn aprymeHTa data — wectHaguarepnyHoe
yumncso.
data Ctpoka 3HayeHve onuun.

(config-dhcp-pool-class)> option 6 ip 192.168.1.1
Dhcp::Server: Option 6 is set to 192.168.1.1.

Bepcus OnucaHve

2.00 Job6asneHa komaHaa ip dhcp pool class option.

3.32.4 ip dhcp pool debug

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

ﬂ,06aBI/ITb OoTnajgou4yHble COOb6LLEHNS B CUCTEMHBIV XypHarn. Mo YMONYaHUNKO
HaCTPOVIKa OTK/IKOYeHa.

KomaHga ¢ npednKcom no OTKAKOUYAET OTaLKY.
Ja
Ja

HeT
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CuHoncuc (config-dhcp-pool)>  debug

(config-dhcp-pool)> no debug

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue
2.01 JobasneHa komaHga ip dhcp pool debug.

3.32.5 ip dhcp pool default-router

OonuncaHmne HactpouTb IP-agpec wto3a no ymonyaHuto. Ecnv He ykasaH, To byaeTt
NCNONb30BaTbCSA afjpec, HaCTpPoeHHbI Ha Ethernet-nHtepdeiice,
onpeaeneHHOM aBTOMaTU4YeCcKn AN 3aaHHOr0 AnanasoHa range.

KomaHaa ¢ npepurKcomM no oTMeHsIeT HaCTPOIKY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dhcp-pool)>  default-router <address
(config-dhcp-pool)> no default-router
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IP-appec Afpec wro3a rno yMmoayaHuio.
Npumep (config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.
WcTopuns nsmeHeHnii |Bepcusa onucaHue

2.00 JobasneHa komaHaa ip dhcp pool default-router.

3.32.6 ip dhcp pool dns-server

OnucaHue HactpouTs IP-agpeca cepsepoB DNS (DHCP-onuus 6). Ecnn He ykasaH, 1o
byneT 1Ccnonb30oBaThCA agpec, HacTpoeHHbI Ha Ethernet-uHTtepdoderice,
onpegeseHHOM aBTOMaTUYeCcKn 419 3alaHHOro AnanasoHa range.

KomaHga ¢ npednkKcom no oTMeHSAET HAaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-dhcp-pool)>  dns-server (<addressl, [ address2] | disable)

(config-dhcp-pool)> no dns-server

AprymeHT 3HauyeHue OnuncaHwue

addressl IP-agpec Agpec nepsuyHoro DNS-cepsepa.

address2 IP-agpec Appec sTopuyHoro DNS-cepBepa.

disable Knwyesoe Otkntountse DHCP onuuito 6.
C/10B0

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

Bepcus OnucaHve
2.00 Jlo6aBneHa komaHga ip dhcp pool dns-server.
2.1 JobasneH aprymeHT disable.

3.32.7 ip dhcp pool domain

OnuncaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopus nsmeHeHwnii

YKa3aTb JJOMEHHOE VMS, KOTOPOe KANEHT JO/MKEH UCMO/b30BaTb Npu
paspelueHnn rmeH yepes DNS (option 15).

KomaHga ¢ npedrnkcom no oTMeHseT HaCTPOIKY.
[Ja

Ja

Het

(config-dhcp-pool)>  domain <domain»

(config-dhcp-pool)> no domain

AprymeHT 3HauyeHue OnucaHwue

domain Crpoka JlokanbHoe JOMeHHOoe NM4.

(config-dhcp-pool)> domain example.net
Dhcp::Pool: Domain option has been saved.

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga ip dhcp pool domain.

Air (KN-1610) — CnpaBOYHVK KOMaHZ, 267



naBa 3 OnncaHme KoMaHp,

3.32.8 ip dhcp pool enable
OonuncaHmne HauaTb ncnonb3oBathb Ny B cUCTEME.
KomaHaa ¢ npedurKcom no oTkNtoYaeT NCNOoNb30BaHMe nyna.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-dhcp-pool)>  enable
I (config-dhcp-pool)> no enable
MNpumep (config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHgaa ip dhcp pool enable.

3.32.9 ip dhcp pool lease

OnucaHwue YcraHoBUTL BpeMsa apeHabl IP-agpecos nyna DHCP. o ymonvaHuio
1cnonb3yeTcs 3HayeHue 25200 (7 Yacos).

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpalLlaeT 3HaveHne BpeMeH apeHabl No
yMO/14aHuHo.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncue (config-dhcp-pool)>  lease <lease
(config-dhcp-pool)> no lease
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
lease UYernoe uucno |Bpemsa apeHabl B cekyHAax. MoxeT
NPVHUMAaTb 3Ha4YeHVs B Npeenax ot 1 4o
259200 (3 gHA).
NMpumep (config-dhcp-pool)> lease 259200

Dhcp::Pool: " WEBADMIN": set lease time: 259200 seconds.
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(config-dhcp-pool)> no lease
Dhcp::Pool: " WEBADMIN": lease time reset to default (25200 »

seconds) .
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.00 Job6asneHa komaHgaa ip dhcp pool lease.

3.32.10 ip dhcp pool next-server

OnucaHue Ykasatb agpec TFTP-cepepa ana DHCP-knneHTa (onums 66).
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Ethernet

CuHoncuc (config-dhcp-pool)>  next-server «address>

(config-dhcp-pool)> no next-server

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
address IP-agpec Agppec cepsepa TFTP.
Npumep (config-dhcp-pool)> next-server 10.1.1.11

Dhcp::Pool: " WEBADMIN": set next server address: 10.1.1.11.

(config-dhcp-pool)> no next-server
Dhcp::Pool: " WEBADMIN": cleared next server address.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.1 Jlo6aBneHa komaHga ip dhcp pool next-server.

3.32.11 ip dhcp pool option

OnucaHue 3agaTb gononHUTeNbHble napameTpbl gnsa DHCP-knveHTa.
KomaHga c npedurkcom no yganseT JOMNONHUTENbHY HAaCTPOIKY.

Mpejukc no Ja

MeHsieT HacTpouikm  /[la
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MHorokpaTHbIl/i BBog, /[la
Tun nHTepdeiica Ethernet

CnHoncuc (config-dhcp-pool)>  option <qumber: <type> «datas

(config-dhcp-pool)> no option <numbers

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
number 4 Onuws 4, cepeep BpeMeHMU.
6 Onuwsa 6, DNS-cepsep.
42 Onuwa 42, NTP-cepsep.
44 Onuwusa 44, NetBIOS-cepsep.
26 Onuyma 26, MTU.
121 Onuyusa 121, becknaccoBble cTaTnyeckue
MapLUpyThI.
249 Onuwusa 249, MS MapLUpyThI.
type ip Tun aprymeHTta data — IP-agpec. 3T1oT T”n
He 1CroJsib3yeTca ANa onuun 26.
hex Tun aprymeHTa data — wectHaguaTepmyHoe
ymcno.
ascii Tun aprymeHTa data — ymncno ASCIL
mtu Twnn aprymeHTta data — pasmep MTU.
data CTpoka 3HayeHve onuun.
Npumep (config-dhcp-pool)> option 4 hex 00010203

(config-dhcp-pool)> option 4 ascii test
(config-dhcp-pool)> option 6 8.8.8.8,8.8.4.4,192.168.1.1

(config-dhcp-pool)> no option 6 8.8.8.8,8.8.4.4,192.168.1.1

MCTOPMH U3MeHeHUnA Bepc”ﬂ onvicaHue

2.09 JobasneHa komaHaa ip dhcp pool option.

3.32.12 ip dhcp pool range

OonuncaHmne HactpouTb Anana3oH AHaMNYeCcKX aapecoB, BblaaBaeMbix DHCP-knveHTam
HeKoTopol nogceTu. lnanasoH 3aAaeTca HadaibHbIM N KOHEYHbIM
IP-agpecom, 60 HavanbHbLIM agpecomM 1 pasmepoM. CeTeBoli MHTepdelic,
K KOTOpOMY 6yAyT NpUMeHeHbl HaCTPOKW, Bbl6GMpaeTcs aBTOMaTUYeCKN.
AZpec BbIbpaHHOro nHTepdeca NCnonb3yeTcs B KayecTse LUA03a No
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ymonydaHuio n DNS-cepBepa, eciv He 3aZaHbl Apyrve agpeca KoMaHgamu ip
dhcp pool default-router v ip dhcp pool dns-server.

KomaHaa ¢ npepurkcom no yaanseT AnanasoH.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-dhcp-pool)>  range <begin (<end> | <sizes)
(config-dhcp-pool)> no range
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
begin IP-agpec HauvanbHbIll agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size UYenoe uucno |Pasmep nyna.
Npumep (config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.00 JobasneHa komaHaa ip dhcp pool range.

3.32.13 ip dhcp pool update-dns

OnucaHue Jobasnatb ctatudeckme 3anmcm B DNS-npokcuy npu Bbigave DHCP-agpecos.
B kauecTtBe nMeHn ncnonb3syetca Mg xocta n3 DHCP-3anpoca. lNMo
YMOAYaHUIO QYHKLMSA OTKIOYEHa.

KomaHga ¢ npedunkcom no otkatoyaeT GyHKLMIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I (config-dhcp-pool)>  update-dns
I (config-dhcp-pool)> no update-dns
Mpumep (config-dhcp-pool)> update-dns

Dhcp::Pool: DNS update has been enabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa ip dhcp pool update-dns.

3.32.14 ip dhcp pool wpad

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

Hactponte DHCP onuwnto 252 — npoTokon WPAD. Mo yMon4aHuio onuus
OTK/tOYeHa.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.
Ja
Aa

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

(config-dhcp-pool)>  wpad wpad>

(config-dhcp-pool)> no wpad

AprymeHT 3HauyeHue OnuncaHwue

wpad Ctpoka URL-agpec npokcu-cepeepa.

(config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.

Bepcus OnucaHve

2.05 [JobaeneHa komaHga ip dhcp pool wpad.

3.33 ip dhcp relay lan

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

YKa3zaTb, Ha KakoMm ceTeBOM NHTepdeiice peTpaHcnaTop DHCP byaet
06pabaTbiBaTh 3aNPOChl KNMEHTOB. MOXHO yKa3aTb HECKONLKO MHTepdelicos
«lan», ANs 3TOro HY>XXHO BBECTU KOMaHAY HeCKO/IbKO pas, yKa3as Bce
HeobxoanMble nHTepdelicbl Mo 0A4HOMY.

KomaHga ¢ npedukcom no otknrodaeT petpaHcnaTop DHCP Ha yka3aHHOM
nHTepderice. ECnm nCnonb30BaTh KOMaHAy 6e3 aprymMeHToB, peTpaHCAaTop
DHCP 6ypeT oTk/AtO4UeH Ha Bcex HTepdericax.

Ja
Ja
Ja
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CuHoncuc (config)>  ip dhcp relay lan <interface
(config)> no ip dhcp relay lan [ interface]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
interface UHTepgeinc MonHoe nms nam NnceBAOHMM UHTepdelica
Ethernet, Ha koTopom peTpaHcnaTop DHCP
6yAeT NPUHMMAaTE 3aNpockl KIMEHTOB.
Mpumep (config)> ip dhcp relay lan Home
added LAN interface Home.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 Job6asneHa komaHgaa ip dhcp relay lan.

3.34 ip dhcp relay server

OnucaHue YkazaTb IP-agpec cepsepa DHCP, Ha KOTOpbLI peTpaHcaaTop byaeT
nepeHanpasasTb 3aNpoCkl KIVEHTOB 13 IOKASIbHOWN CeTu.

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (config)> ip dhcp relay server <address
(config)> no ip dhcp relay server [ address ]
AprymeHTbI AprymMeHT  |3HaueHme |OnucaHue
address IP-appec IP-agpec cepsepa DHCP.
Mpumep (config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHga ip dhcp relay server.

Air (KN-1610) — CnpaBOYHVK KOMaHZ, 273



naBa 3 OnncaHme KoMaHp,

3.35ip dhcp relay wan

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

YKasbiBaeT, yepes Kakown ceTeBol nHTepdeiic peTpaHcnaTop DHCP 6yaet
06paLLaThCs K BbllecTosLeMy cepsepy DHCP. B cncteme MOXeT 6bITb TONLKO
OANH NHTepdelic Takoro Tnna. Eciv TouHbIN agpec cepBepa He yKasaH (cMm.
ip dhcp relay server), 3anpocbl 6yayT nepefaBaTbCs LUMPOKOBELLATEIbHO.
PekomeHpayeTcsa yka3blBaTb ajpec cepsepa.

KomaHgaa ¢ npedrKcoOM no yaanset HaCcTPOMKY.
Ja

Ja

Het

(config)>  ip dhcp relay wan <interface»

(config)> no ip dhcp relay wan [ interface]

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgeinc MonHoe nms nam NnceBAOHMM UHTepdelica
Ethernet, Ha KOTOpbI ByAYT HaNpPaBAATLCS
3anpocskl ot DHCP-knreHTOB.

(config)> ip dhcp relay wan FastEthernet0/Vlan2
using WAN interface FastEthernet0/Vlan2.

Bepcus OnucaHue

2.00 JobasneHa komaHga ip dhcp relay wan.

3.36 ip esp alg enable

OnuncaHwune

Mpe¢ukc no
MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Brntountb pexum IPSec Passthrough ans TyHHenei IPsec ESP. Mo ymonvaHuio
HaCTpoWKa BbIK/IlOYeHa.

KomaHza c nped1KcomM no oTKIoYaEeT HaCTPOWKY.

Ja
Ja

Het

I(config)> ip esp alg enable

I (config)> no ip esp alg enable
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Mpumep

UcTopuns nameHeHuii

(config)> ip esp alg enable
Esp::Alg: Enabled.

(config)> no ip esp alg enable
Esp::Alg: Disabled.

Bepcus OnucaHve

3.05 [JlobaeneHa komaHaa ip esp alg enable.

3.37 ip flow-cache timeout active

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YCTaHOBUTb BpeMsi XpaHeHUst akTUBHbIX CeCcCUii B KeLle. 10 yMonyaHuto
ncnonb3lyeTca 3HadveHWe 10.

KomMaHza ¢ npeprKcoM Nno BO3BPALLAET 3HAUEHME MO YMONYAHUIO,
Ja

Ja

Het

(config)>  ip flow-cache timeout active «timeout>

(config)> no ip flow-cache timeout active

AprymeHT 3HauyeHue OnuncaHwue

timeout Lenoe 4ucno |3HayeHue TaliM-ayTa B MUHYyTax. MoxeT
NMPUHMMaTL 3HaYeHNA B Npesenax ot 1 4o 30.

(config)> ip flow-cache timeout active 1
Netflow: :Manager: Active timeout set to "1" min.

(config)> no ip flow-cache timeout active
Netflow: :Manager: Active timeout reset to "10" min.

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga ip flow-cache timeout active.

3.38 ip flow-cache timeout inactive

OnucaHwmne

YCTaHOBUTb BpeMs XpaHeHVs HeakTUBHbIX ceccuii B Kelue. Mo ymonyaHuto
ncnosb3yeTcs 3HaveHme 20.

KomaHga ¢ npedrkcoM no BO3BpaALLAET 3HaYEHME MO YMONYAHNIO.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Cunoncuc (config)> ip flow-cache timeout inactive «timeout>
(config)> no ip flow-cache timeout inactive
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
timeout Lenoe umcro |3HauveHue TaiM-ayTa B cekyHAax. MoxeT
NPUHMMAaTL 3HaYeHWs B Npegenax ot 1 4o
600.
Npumep (config)> ip flow-cache timeout inactive 1
Netflow: :Manager: Inactive timeout set to "1" s.
(config)> no ip flow-cache timeout inactive
Netflow: :Manager: Inactive timeout reset to "20" s.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.11 Jlo6aeneHa komaHga ip flow-cache timeout inactive.

3.39 ip flow-export destination

OnuncaHmne 3aAaTb NnapameTpbl konnekTopa NetFlow.
KomaHaa ¢ npedpurkcom no yaanseT napameTpsl.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (config)> ip flow-export destination address port»
(config)> no ip flow-export destination
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec coopLumKa JaHHBIX.
port lenoe 4ucno |Homep nopta UDP konnektopa. Moxet

npuHMMaTh 3HayeHnsa 2055, 2056, 4432, 4739,
9025, 9026, 9995, 9996, 6343.
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Mpumep

UcTopuns nameHeHuii

(config)> ip flow-export destination 192.168.101.31 4739
Netflow: :Manager: Export destination is set to »
192.168.101.31:4739.

(config)> no ip flow-export destination
Netflow: :Manager: Export destination is unset.

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga ip flow-export destination.

3.40 ip flow-export version

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3.41 ip host

OnucaHwue
Mpedukc no

MeHsieT HacTpoiKkmn

Yka3zaTb Bepcuto konnektopa NetFlow. Mo yMon4aHMIO NCNONb3yeTCcs
3HayeHwe 5.

KomMaHza ¢ npedprKcomM no BO3BPALLAET 3HAUEHME MO YMONYAHUIO,
Ja

Ja

Het

(config)> ip flow-export version «wersion

(config)> no ip flow-export version

AprymeHT 3HauyeHue OnuncaHwue

version Ctpoka Bepcusa npotokona.

(config)> ip flow-export version 9
Netflow: :Manager: Set export protocol version to 9.

(config)> no ip flow-export version
Netflow: :Manager: Reset export version to 5.

Bepcus OnucaHve

3.05 JobasneHa komaHga ip flow-export version.

Jo6aBuTb JOMeHHOe nMsa 1 agpec B Tabanuy DNS.
Ja
[Ja
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MHorokpaTHbIl/i BBog, /[la

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config)>

ip host «domains <address»

(config)> no ip host [ <domains <address> ]

AprymeHT 3HauyeHue OnuncaHwue
domain Ctpoka JlomeHHOe nMs xocTa.
address IP-agpec IP-agpec xocTa.

(config)> ip

Dns: :Manager:
192.168.1.22.

(config)> no

Dns: :Manager:

host zydata.local 192.168.1.22
Added static record for "zydata.local", address »

ip host zydata.local 192.168.1.22
Record "zydata.local", address 192.168.1.22 deleted.

Bepcus

OnucaHune

2.00

Job6asneHa komaHgaa ip host.

3.42 ip hotspot

OnuncaHune

MNpedukc no

MeHsieT HacTpoikmn

Het

HeT

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

IP

JocTyn K rpynne KoMaHg4 ANns HacTpoliku YnpasneHus [lomaluHen CeTbio.

BxoxxaeHue B rpynny (config-hotspot)

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

(config)> ip

I(conﬂg)> ip hotspot

hotspot

(config-hotspot)>

Bepcus

OnucaHune

2.06

JobasneHa komaHaa ip hotspot.

278

CnpaBoyHuK kKoMmaHa — Air (KN-1610)



naBa 3 OnncaHme KOMaHA,

3.42.1 ip hotspot auto-scan interface

OonucaHue BkntounTb GOHOBOE CKaHMpPOBaHMe Ha 3ajaHHOM UHTepdelice. Mo
YMOJTYAHUNIO BK/TKOYEHO.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tuvn nHtepdeiica IP

CuHoncuc (config-hotspot)>  auto-scan interface <interface

(config-hotspot)> no auto-scan interface <interface;

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

interface NHTepgeiic MonHoe nmsa nHTepdeinca nim NCeBLoOHNM.

Mpumep (config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is unchanged.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobasneHa komaHAa ip hotspot auto-scan interface.

3.42.2 ip hotspot auto-scan interval

OnucaHue 3aaaTb VHTepBan NPOBEPKM XOCTOB, HAXOAALLMXCA OHAaH. [10 yMonyaHuto
ncnonb3lyeTca 3HayveHue 30.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIo.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CnHoncuc I (config-hotspot)> auto-scan interval «intervals
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AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-hotspot)> no auto-scan interval

AprymeHT

3HayeHue

OonvicaHune

interval

Lenoe uucno

MHTepBaﬂ CKaHNPOBaHUA B CEKYyHAAX.

(config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »

10 s.

(config-hotspot)> no auto-scan interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »

default.
Bepcus OnucaHve
2.08 Job6asneHa komaHgaa ip hotspot auto-scan interval.

3.42.3 ip hotspot auto-scan passive

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHwnii

3agatb CKOPOCTb NacCMBHOIO CKaHNPOBaHMA B XOCTax B CEKyHAY. Mo
YMOJIYaHUIO NCNOJIb3YyeTcd 3HaueHre 3.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja
Het

IP

(config-hotspot)>

auto-scan passive <rates hps

(config-hotspot)> no auto-scan passive

AprymeHT

3HauyeHue

OnwucaHue

rate

Llenoe u4ucrno

CKOpPOCTb NAaCCUBHOIO CKaHVNPOBaHWS

(config-hotspot)> auto-scan passive 5 hps
Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.

(config-hotspot)> no auto-scan passive
Hotspot::Discovery: :Manager: Auto-scan rate reset to default.

Bepcus

OnucaHue

2.08

Jlob6aBneHa komaHga ip hotspot auto-scan passive.
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3.42.4 ip hotspot auto-scan timeout

OnucaHwne YctaHoBUTbL 0bdnaliHOBBIN TaliM-ayT 415 XOCTOB. [ocne yka3aHHOro BpeMeHu
OTCYTCTBYIOLLY XOCT yAANATCA U3 CMCKa OBHaPYXXeHHbIX XOCTOB XOT-CMoTa.
Mo yMONYaHMIO NCMONb3yeTcs 3HaveHne 35.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config-hotspot)>  auto-scan timeout <timeout>

(config-hotspot)> no auto-scan timeout

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
timeout Uenoe uyncno |OPPnaliHOBLIN TalM-ayT B CEKYHAAX.
Npumep (config-hotspot)> auto-scan timeout 31
Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> no auto-scan timeout
Hotspot::Discovery: :Manager: Auto-scan host offline timeout reset »

to default.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.08 [JlobaBneHa komaHga ip hotspot auto-scan timeout.

3.42.5 ip hotspot default-policy

OnucaHune OnpegennTb NOANTUKY YNpasneHus [lomalHer CeTbio NS BCex
NHTepderncoB Nan HasHaunTL Npoduab gocTyna B IHTepHeT. NonnTtmka
NPUMeEHSAETCS KO BCeM MHTepdeincam, He MMeroLLMM CO6CTBEHHOrO NpaBuna
f4ocTyna, ip hotspot policy.

Monutrka no ymonyaHuto: permit.

KomaHga ¢ npe¢|/||<c0M Nno yCTaHaBNMBaeT 3Ha4YeHne NoJINTUKU No
yMO/14aHuHo.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIl/i BBog, /[la

Tun nHTepdeiica

IP

CuHoncuc (config-hotspot)>  default-policy (<access» | policy»)
(config-hotspot)> no default-policy
AprymeHTbI AprymeHT 3HaueHue OnucaHue
access permit PaspewwnTb goctyn K ceTvi VIHTepHer.
deny 3anpeTnTb JOCTyN K ceTn NIHTepHeT.
policy Mpoguns poctyna|Ha3BaHme npoduna gocryna.
Mpumep (config-hotspot)> default-policy permit

UcTopuns nsmeHeHnii

3.42.6 ip hotspot host

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncunc

FHotspot: :Manager: Default policy "permit" applied.

(config-hotspot)>
Hotspot: :Manager:

(config-hotspot)>
Hotspot: :Manager:

(config-hotspot)>
Hotspot: :Manager:

default-policy deny
Default policy "deny" applied.

default-policy Policy0
Default policy "Policy0" applied.

no default-policy
Default policy cleared.

Bepcus OnucaHve
2.09 JobasneHa komaHaa ip hotspot default-policy.
2.12 Jlo6aBneH aprymeHT policy.

HacTtpontb npaBrna Aoctyna nam 610KMPOBKN A1 ONpeaeneHHbIX KINeHTOB
YnpasneHusa JjomalwHein CeTbio. [laHHbIe MpaBuia MeloT 6o/iee BbICOKINT
NpUOPUTET, YEM HACTPOIiKa NOAUTUKM (CM. KoMaHay ip hotspot policy).

KomaHga ¢ npedprKcoM no yaanset HacTPOnKY.

Ja
Ja
Ja
IP

(config-hotspot)>

policys)

host wmac> (<access> | schedule <schedule> | policy
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naBa 3 OnncaHme KOMaHA,

AprymeHT

Mpumep

WcTopusa nsmeHeHwnii

(config-hotspot)> no host mac» (<accesss | schedule | policy)

AprymeHT 3HaueHue OnucaHue

mac MAC-agpec MAC-agpec xocTa. XoCT JO/KeH b6bITb
3aperncTpypoBaH 3apaHee ¢
rnomoLlb KoMaHabl known host.

access permit PaspewwnTb goctyn K cetri IHTepHeT.
deny 3anpeTuTb AOCTYN K ceTn MIHTepHeT.
schedule Pacnncanune HasBaHWVe pacnmncaHus, co3gaHHoOro
MNPy NOMOLLM FPYMMNbl KOMaHA,
schedule.
policy Mpog¢uns poctyna|Ha3BaHwe npodunsa goctyna.

(config)> known host MYTEST 54:e4:3a:8a:f3:a7
Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule "permit" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 deny
Hotspot: :Manager: Rule "deny" applied to host "54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 schedule MYSCHEDULE
Hotspot: :Manager: Schedule "MYSCHEDULE" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 schedule
Hotspot::Manager: Host "54:e4:3a:8a:f3:a7" schedule disabled.

(config-hotspot)> host 54:e4:3a:8a:f3:a7 policy Policy0
Hotspot::Manager: Policy "Policy@" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 policy
Hotspot::Manager: Policy removed from host "54:e4:3a:8a:f3:a7".

Bepcus OnucaHue
2.06 JobaBneHa komaHAa ip hotspot host.
2.12 Job6asneHbl aprymeHTbl permit, deny, schedule, policy.

3.42.7 ip hotspot host priority

OnuncaHune

HasHaunTb onpegeneHHbIV npropuTeT BceMy Tpadurky, HanpaBieHHOMY K
3aperncTpmpoBaHHOMY XOCTY. Perncrpaums XocTa BbINONHAETCA 3apaHee
npu noMoLm koMmaHasl known host.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

3.42.8 ip hotspot policy

OnucaHwne

Mpe¢ukc no

KomaHga ¢ npedurkcom no yaanseTt npuopuTeT.

Ja
Aa
HeTt

IP

(config-hotspot)>

host <mac> priority priority»

(config-hotspot)> no host wmac» priority

AprymeHT 3HauveHue OonucaHue
mac MAC-agpec MAC-agpec xocTa.
priority 1 HaunBblicLLniA.
2 Kputunyeckni.
3 Bbicokmia.
4 MoBbILEHHbI.
5 CpegHuia.
6 HopManbHbI (MO YMOAYaHNIO).
7 Huskuin,

(config-hotspot)> host 04:d2:cl:14:bc:59 priority 7
Hotspot::Manager: Applied priority "7" to host »
"04:d2:cl:14:bc:59".

(config-hotspot)> no host 04:d2:cl:14:bc:59 priority
Hotspot::Manager: Removed priority from host "04:d2:cl:14:bc:59".

Bepcus

OnucaHue

3.08

[Jlo6aBneHa komaHga ip hotspot host priority.

OnpegenuTtb NOANTUKY YNpasneHus JomallHein CeTbto An5 BbI6paHHOIoO
nHTepderica. MonnTrkKa NPUMeEHSETCS KO BCEM XOCTaM, He MMEeRoLLM
cobcTBeHHOro npaswuna goctyna ip hotspot host.

Monutrka no ymonyaHuto: permit.

KomaHga ¢ npe¢|/||<c0M No yCTaHaB/MBaeT 3Ha4vYeHne NoNNTUKN Nno

yMO/14aHuHO.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

IP

(config-hotspot)>

policy <interface (<accesss | policy»)

(config-hotspot)> no policy <interface»

AprymeHT 3HauyeHue OnucaHue
interface UHTepgeic MonHoe nmsa Ethernet nHTepoderica
AN NCEBAOHUM.
access permit PaspewwnTb goctyn K ceTni VIHTepHerT.
deny 3anpeTuTb AOCTYN K ceTn MIHTepHeT.
policy Mpog¢une poctyna|Ha3BaHwe npodunsa goctyna.

(config-hotspot)>
Hotspot: :Manager:

(config-hotspot)>
Hotspot: :Manager:

(config-hotspot)>
Hotspot: :Manager:

(config-hotspot)>
Hotspot: :Manager:

policy Home permit
Policy "permit" applied to interface "Home".

policy Home deny
Policy "deny" applied to interface "Home".

policy Home Policy®
Policy "Policy0" applied to interface "Home".

no policy Home
Interface "Home" policy cleared.

Bepcus OnucaHue
2.06 JobasneHa komaHAa ip hotspot policy.
2.12 Job6asneH aprymeHT policy.

3.42.9 ip hotspot priority

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpoWiKKn

Ha3HaunTb onpegeneHHbIi NpyopuTeT BceMy Tpaduky, HanpaBneHHOMY K

nHTepdericy.

KomaHza c npedurKcom no yaansert npuopuTer.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

Tuyn nHtepdeiica

IP
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naBa 3 OnncaHme KoMaHp,

Cunoncuc (config-hotspot)>  priority <interfaces priority
(config-hotspot)> no priority <interface»
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
interface UHTepgeinc MonHoe nma nHTepderica nam NCeBLOHUM.
priority 1 HawnBbicLunii.
2 KpuTtnuecknia.
3 Bbicokuin.
4 MOBbILLIEHHbIN.
5 CpeaHuin.
6 HopMmankeHbI (N0 yMOA4aHuo).
7 Husknii.
Mpumep (config-hotspot)> priority Home 7
Hotspot::Manager: Applied priority "7" to interface "Home".
(config-hotspot)> no priority Home
Hotspot::Manager: Removed priority from interface "Home".
VICTOleﬂ N3MeHeHU Bepcmﬂ OonucaHvie

3.08 Job6asneHa komaHgaa ip hotspot priority.

3.42.10 ip hotspot wake

OnucaHune Otnpaeutb Wake-on-LAN nakeT Ha private u protected nHtep¢ericel xocTa.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CnHoncuc (config-hotspot)>  wake mac»

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
mac MAC-agpec MAC-aapec xocrTa.
Npumep (config-hotspot)> wake a8:1e:84:11:f1:22

Hotspot::Manager: WoL sent to host: a8:1e:84:11:f1:22.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 [JobaeneHa komaHza ip hotspot wake.

3.43 ip http lockout-policy

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

3aAaTb NapamMeTpbl OTCNEXMBAHWSA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponeit HTTP gns ny6anyHbix nHTepdericos. Mo ymondaHuto GbyHKUMS
BKtOYeHa. Ecnv B KavecTBe aprymeHTa ncnonb3yeTcs 0, Bce napameTpbl

oTCNexXunBaHWsA nepebopa byayT copoLLeHbl B 3Ha4YeHNS MO YMOYaHUIO.
KomMaHga ¢ npedurKcom no oTK/IKOYaeT 06Hapy>XeHe nogbopa.

Ja

Ja

Het

IP

(config)>  ip http lockout-policy «thresholds [«durations
[cobservation-windows]]

(config)> no ip http lockout-policy

AprymeHT 3HaueHue |OnucaHue

threshold Uenoe uucro|Konnuectso HeyAauHbIX MOMbITOK BXOAa
B crcTemy. [1o yMOn4YaHUI0 yCTaHOBNEHO
3HauyeHue 5. MoxeT npnH1UmaTb

3Ha4deHusa B npejenax ot 4 Ao 20.

duration Uenoe yucso|lpoAoIKUTENBLHOCTL 3anpeTa
aBTopu3aumn ana ykasaHHoro IP-agpeca
B MUHYyTax. [1o ymonyaHumio ycTaHOBAEHO
3HaueHue 15. MoxeT npuH1MaTh

3Ha4deHusa B npegenax ot 1 Ao 60.

observation-window|ljenoe 4ucsno|MpofoONKNTENBHOCTL HabNtoAeHNS 3a
NoA03pUTeNbHOM aKTUBHOCTBIO B
MUHyTax. 10 ymonyaHu1io yCTaHOBJIEHO
3HayeHue 3. MoXeT NpUHMMaTb

3Ha4deHusa B npegenax ot 1 o 10.

(config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is enabled.

(config)> no ip http lockout-policy
Http::Manager: Bruteforce detection is disabled.
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naBa 3 OnncaHme KoMaHp,

(config)> ip http lockout-policy 0
Http::Manager: Bruteforce detection reset to default.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.08 Job6asneHa komaHgaa ip http lockout-policy.

3.44 ip http log access

OnucaHue Brntountb pexunm oTnagku Ha Beb-cepsepe (nginx). Mo ymonvaHuio opyHKUmMs
OTKJIH0YEeHa.

KomaHga ¢ npednkcom no oTkAoYaeT 0TNALA0UHbIA PEXUM.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config)>  ip http log access

I (config)> no ip http log access

Mpumep (config)> ip http log access
Http::Manager: Enabled access logging.

(config)> no ip http log access
Http::Manager: Disabled access logging.

VlCTOleﬂ M3MeHeHuA Bepcmﬂ onvicaHue

3.00 Jlo6baBneHa komaHga ip http log access.

3.45 ip http log auth

OnucaHune Bknrountb JiormpoBaHme NonbITOK HeyAaQHOVI aBTOpM3aunn B CNCTEME. Mo
YMOYaHUKO (I)yHKLl,VIﬂ OTK/IKOYEeHa.

KomaHga c npedurkcom no oTKIoYaeT N0rMpoBaHue.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica IP

288 CnpaBoyHuK kKoMmaHa — Air (KN-1610)



naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config)> ip http log auth

I (config)> no ip http log auth

(config)> ip http log auth
Http::Manager: Auth logging enabled.

(config)> no ip http log auth
Http::Manager: Auth logging disabled.

Bepcus OnucaHve

2.08 JobasneHa komaHga ip http log auth.

3.46 ip http log webdav

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepderica

CvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

BktounTb normposaHvie NonbITOK HeyauHoro NoAK/IYEHNs K cepBepy
WebDAV. Mo ymon4yaHuto GyHKLMA OTKAOYEHA.

KomaHga ¢ npednKcom no OTK/AKYaET IOrMpoBaHme.
Ja

Ja

Het

IP

I (config)> ip http log webdav

I (config)> no ip http log webdav

(config)> ip http log webdav
WebDav: :Server: Enabled request tracing.

(config)> no ip http log webdav
WebDav: :Server: Disabled request tracing.

Bepcusa OnucaHue

3.04 JobasneHa komaHga ip http log webdav.

3.47 ip http port

OnucaHune

HasHaunTe HTTP nopTt ans Beb6-nHTepdeiica Air. 10 yMonuyaHmio Ncnosib3yeTcs
nopt 80.

KomaHaa ¢ npepunKcom no ycTaHaBAMBaET MOPT MO YMONUYAHUIO.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CuHoncuc (config)>  ip http port «port>

(config)> no ip http port

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
port lenoe umucno |Hosbi nopT HTTP.
NMpumep (config)> ip http port 80860

Http::Manager: Port changed to 8080.

(config)> no ip http port
Http::Manager: Port reset to 80.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobasneHa komaHaa ip http port.

3.48 ip http proxy

OnucaHwue JocTtyn K rpynne KoMaHa ans HacTponkm HTTP npokcn. Ecnv npokcn He
HaljeH, KOMaHAA NbITAeTCS €ro co3aaTthb.

KomaHga ¢ npedurkcom no yaansiet NpokKcu.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBOg, [a
Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-http-proxy)

Cunoncnc (config)>  ip http proxy name>
(config)> no ip http proxy name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Crpoka Vma HTTP npokcu.
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naBa 3 OnncaHme KOMaHA,

NMpumep (config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.08

JobasneHa komaHgaa ip http proxy.

3.48.1 ip http proxy auth

OnucaHue Bknrountb aBTopusaumto ansa HTTP-npokcn. o ymondaHuio napamMmeTp

OTK/1HOYEeH.

KomaHga ¢ npedrkcom no oTkaro4aeT aBTopmsaunto a4na HTTP-npokcu.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CvHoncuc

I(config-http—proxy)> auth

I (config-http-proxy)> no auth

Mpumep (config-http-proxy)> auth
Http::Manager: Proxy password auth is enabled.

(config-http-proxy)> no auth
Http::Manager: Proxy password auth is disabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHue

2.10

Jlo6aBneHa komaHga ip http proxy auth.

3.48.2 ip http proxy domain

OnucaHune YcTaHOBWUTL flOMeHHOe M4, onpejensatoee FQDN BUPTyanbHOro XocTa.

KomaHga c npedunkcom no yganseTt HacTPOKy.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica IP
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-http-proxy)>  domain static «domains

(config-http-proxy)> no domain

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

domain CTpoka JomeHHoe nwvs.

Mpumep (config-http-proxy)> domain static example.net
Http::Manager: Configured base domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.08 Jlo6aBneHa komaHga ip http proxy domain.

3.48.3 ip http proxy domain ndns

OnucaHwue Mcnonb3oBaTtb JOMeHHOe M4, nonyyeHHoe oT cepsuca NDNS. Ecnn gaHHas
Onumsa BKAOYEHa, HacTpoiika ip http proxy domain cTupaeTcs.

KomaHga ¢ npedunKcom no yaanset HacTpOnKy.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncuc | (config-http-proxy)>  domain ndns

I (config-http-proxy)> no domain ndns

Npumep (config-http-proxy)> domain ndns
Http::Manager: Configured ndns domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 Job6aBneHa komaHgaa ip http proxy domain ndns.
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naBa 3 OnncaHme KOMaHA,

3.48.4 ip http proxy force-host

OonuncaHmne BknounTb nepeonpegeneHne 3aronoska Host ans upstream.
KomaHAa ¢ npedurKcom no oTKNHOYaeT HaCTPONKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica IP

CuHoncuc (config-http-proxy)>  force-host «force-host

(config-http-proxy)> no force-host

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
force-host |CTpoka IP-agpec nnv goMmeHHoe nms.
Npumep (config-http-proxy)> force-host 192.168.8.1
Http::Proxy: "modem": enabled Host header enforcing to »
"192.168.8.1".

(config-http-proxy)> force-host modem.keenetic.pro
Http::Proxy: "modem": enabled Host header enforcing to »
"modem. keenetic.pro".

(config-http-proxy)> no force-host
Http::Proxy: "modem": disabled Host header enforcing.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.06 Job6asneHa komaHaa ip http proxy force-host.

3.48.5 ip http proxy preserve-host

OonucaHue YCTaHOBUTb NapameTp A1 COXPAaHEHUs1 UCXOAHOro 3aronoBKa Nnpwu
MPOKCUPOBAHNN.

KomaHga ¢ npedrkKcom no oTKA0YaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIia BBog, Het

Tun nHtepdeiica IP
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I(config-http-proxy)> preserve-host

I (config-http-proxy)> no preserve-host

(config-http-proxy)> preserve-host
Http::Manager: Proxy HTTP Host header preservation is enabled.

(config-http-proxy)> no preserve-host
Http::Manager: Proxy HTTP Host header preservation is disabled.

Bepcus OnucaHve

2.13 JobasneHa komaHgaa ip http proxy preserve-host.

3.48.6 ip http proxy security-level

OnucaHune

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

YcTaHoBUTL ypoBeHb 6e3onacHocTy ang HTTP-npokcu. Mo ymondaHuto
yCTaHOB/IEHO 3Ha4veHne private.

KomaHga ¢ npedprkcomM no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja

Ja

Het

IP

(config-http-proxy)>  security-level (public | private)

(config-http-proxy)> no security-level

AprymeHT 3HauyeHue OnucaHwue

public Knwuyesoe Aoctyn K HTTP-npokcm pa3pelueH ans public,
C/10B0 private n protected nHtepdelricos.

private Knoyesoe Joctyn K HTTP-npokcu paspeLueH To/IbKO ANd
C/I0BO private nHTepdelicos.

(config-http-proxy)> security-level public
Http::Proxy: "testl": set public security level.

(config-http-proxy)> no security-level
Http::Proxy: "testl": unset public security level.

Bepcus OnucaHue

3.05 JobasneHa komaHaa ip http proxy security-level.
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naBa 3 OnncaHme KOMaHA,

3.48.7 ip http proxy upstream

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

YcraHoBUTb agpec HTTP nan HTTPS cepBepa, Ha KOTOpbI 6yayT
nepeHanpasnsATbLCA 3anpockl.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

IP

(config-http-proxy)> upstream(http | https)(wmac> | <ip> | «fqdns) [«ports]

(config-http-proxy)> no upstream

AprymeHT |3HauyeHue OnucaHve

http Knouesoe cnoso |HTTP cepsep.

https Knoyesoe cnoso |HTTPS cepsep.

mac MAC-agpec MAC-agpec cepBepa.

ip IP-appec IP-agpec cepsepa.

fqdn FQDN MonHoe somMeHHOE NMs cepBepa.
port Uenoe uucno Homep nopra.

(config-http-proxy)> upstream http 192.168.1.1 8080
Http::Manager: Proxy "TEST" upstream was set.

(config-http-proxy)> upstream https google.com 443
Http::Proxy: "modem": set https upstream google.com, port 443.

(config-http-proxy)> no upstream
Http::Manager: Remove upstream info for proxy "test".

Bepcus OnucaHve
2.08 JobasneHa komaHaa ip http proxy upstream.
3.05 JlobaBneHo k4eBoe C1oBo https.

3.48.8 ip http proxy x-real-ip

OnucaHwne

BkntounTb noaaep>xky 3aronoskos X-Real-IP and X-Forwarded-For gna HTTP
npokcu.

KomaHza c nped1KcomM no oTKAOHaEeT 3arooBKU.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CuHoncuc I (config-http-proxy)>  x-real-ip

I (config-http-proxy)> no x-real-ip

Mpumep (config-http-proxy)> x-real-ip
Http::Proxy: "testl": enabled X-Real-IP and X-Forwarded-For »
headers.

(config-http-proxy)> no x-real-ip
Http::Proxy: "testl": disabled X-Real-IP and X-Forwarded-For »

headers.
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.05 Jlo6aBneHa komaHga ip http proxy x-real-ip.

3.49 ip http security-level

OonuncaHune YCTaHOBUTb YpOBEHb 6€30MacHOCTL A1 YAAIEHHOIO A0CTyra K Be6
nHTepoelicy Keenetic. Mo yMonyaHMIO yCTaHOB/IEHO 3HaueHe private.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het
Tun nutepdeiica IP

CuHoncnc (config)> iphttpsecurity-level (public[ssl] | private | protected)

AprymeHTbI AprymeHT |3HaueHue OnucaHue

public Knwyesoe cnoso|[locTyn Kk Be6 nHTepdeiicy paspeLueH ans
public, private n protected nHTepdeicos no
HTTP n HTTPS.

private Knio4yesoe cnoso|[ocTyn K Beb nHTepency paspeLueH a1s
private nHTepdericos.

protected |KmwyeBoe cnoso|[oCTyn K Beb6 nHTepdeiicy paspeLleH ans
private n protected nHtepdeiicos.

ssl Knwyesoe cnoso|[locTyn Kk Be6 nHTepdeiicy paspeLleH ans
public nHTepdericos Tonbko yepes HTTPS.

296 CnpaBoyHuK kKoMmaHa — Air (KN-1610)




naBa 3 OnncaHme KOMaHA,

NMpumep (config)> ip http security-level protected
Http::Manager: Security level changed to protected.

(config)> ip http security-level public ssl
Http::Manager: Security level set to public SSL.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.08 [JobaeneHa komaHaa ip http security-level.
3.00 [Jlo6aeneH napametp ssl.

3.50 ip http ssl acme get

OnucaHwune CoszaaTb 1 nognucaTb ceptudumkaTt SSL Ana ykazaHHOro JOMeHHOro MMeHu
(no ymonuaHwuto, KeenDNS). na Hero fonaxeH 6bITb NpeAocTaBieH 40CTyn
13 ViHTepHeTa.

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc (config)> ip http ssl acme get [ <domains ]
AprymeHTbI Argument |3HaueHme |OnucaHue
domain CTpoka JomeHHoe nms KeenDNS.
NMpumep (config)> ip http ssl acme get mytest.keenetic.pro
Acme::Client: Obtaining certificate for domain »
"mytest.keenetic.pro" is started.
VICTOleﬂ U3MeHeHU Bepcmﬂ OonucaHvie

2.1 Job6asneHa komaHgaa ip http ssl acme get.

3.51 ip http ssl acme revoke

OnwucaHue OTMEeHUTb 1 yaanuTb SSL-cepTndmrkat Ana ykazaHHOro AJOMeHHOro MMeH
(KeenDNS, no ymonyaHuio).

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config)> ip http ssl acme revoke <domain
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
domain CTpoka JomeHHoe nms KeenDNS.
NMpumep (config)> ip http ssl acme revoke mytest.keenetic.pro
Acme::Client: Revoking certificate for domain »
"mytest.keenetic.pro" is started.
VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.1 JobaBneHa komaHAa ip http ssl acme revoke.

3.52 ip http ssl acme list

OnucaHue MokasaTb cnncok becnnaTHbix cepTudukaTos Let s Encrypt B cucteme.
MNpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOgA, Het

CuHoncuc I(conﬁgp> ip http ssl acme list
NMpumep (config)> ip http ssl acme list
certificate:
domain: cc6b5a71a7644903b51a5454.keenetic.io
should-be-renewed: no
is-expired: no
issue-time: 2018-06-20T09:16:30.000Z
expiration-time: 2018-09-17T09:16:30.000Z
certificate:
domain: mytest.keenetic.pro
should-be-renewed: no
is-expired: no
issue-time: 2018-06-28T16:36:56.000Z
expiration-time: 2018-09-25T16:36:56.000Z
WcTopus nsmeHeHum Bepcus onucaHue

2.1 Job6asneHa komaHga ip http ssl acme list.
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naBa 3 OnncaHme KOMaHA,

3.53 ip http ssl enable

OnucaHwue Bkntountb SSL Ha HTTP cepsepe. o ymonuaHutio, SSL oTkato4eH.
KomaHga ¢ npedpurkcom no oTkaroyaeT SSL.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nutepdeiica IP

CnHoncuc I (config)>  ip http ssl enable

I (config)> no ip http ssl enable

Mpumep (config)> ip http ssl enable
Http::Manager: Enabled SSL service.

(config)> no ip http ssl enable
Http::Manager: Disabled SSL service.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.07 Jlo6aBneHa komaHga ip http ssl enable.

3.54 ip http ssl redirect

OonuncaHune Bk/ItlounTbL aBTOMAaTUYECKOe NepeHanpaB/ieHne Ha JOMeHax C CepTUdMKATOM
SSL. Mo ymonuaHuo nepeHanpaB/ieHne BKIYEHO.

KomaHga ¢ npedurkcom no oTkAoYaeT nepeHanpasneHue.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config)> ip http ssl redirect

I (config)> no ip http ssl redirect

Mpumep (config)> ip http ssl redirect
Http::Manager: Redirect to SSL is enabled.

Air (KN-1610) — CnpaBOYHVK KOMaHZ, 299



naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config)> no ip http ssl redirect
Http::Manager: Redirect to SSL is disabled.

Bepcus OnucaHue

2.1 Job6asneHa komaHgaa ip http ssl redirect.

3.55 ip http x-frame-options

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CviHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHwnii

YCTaHOBUTL 3HaYeHMe 3aronoska X-Frame-Options ans Be6-cepBepa (Nginx)
B JOMaLLHEeM CermeHTe ceTu.

KomaHgaa ¢ npedprKcoM no oTK/H0UaeT HacTPOIKY.
Ja

Ja

Het

IP

(config)> ip http x-frame-options «x-frame-options,

(config)> no ip http x-frame-options «x-frame-options,

AprymeHT 3HayeHue |OnucaHue

x-frame-options|Crpoka 3HauveHue X-Frame-Option.

(config)> ip http x-frame-options DENY
Http::Manager: Set X-Frame-Options to "DENY".

(config)> no ip http x-frame-options DENY
Http::Manager: Disabled X-Frame-Options header.

Bepcus OnucaHve

3.05 [Jlo6aBneHa komaHgaa ip http x-frame-options.

3.56 ip name-server

OnucaHwne

HactpouTb IP-agpeca cepeepos DNS. CoxpaHeHHble TakmM 06pa3om agpeca
Ha3bIBalOTCA CTAaTUYECKMMMU, B MPOTUBOMOJIOXHOCTb AVHAMUNYECKUM —
3aperncTpmpoBaHHbIM ciyxb6amu PPP nnn DHCP.

AKTUBHBIMW, TO €CTb UCMOb3YeMbIMU B ;aHHbIA MOMEHT apecamu, ABASHOTCS
Te, KOTopble 6bINV 3aperncTpMpPoBaHbl MO3Xe 0CTanbHbIX. OBbIYHO c1cTeMa
ncnonb3yeT agpeca, NoslyyeHHble HeCKONbKUMU NOCNeAHUMU YCneLwwHo
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naBa 3 OnncaHme KOMaHA,

NOAK/TIOUNBLLUMMUNCA ciyxxbamu PPP nnn DHCP. Ecan H1 ogHa 13 ciyx6 He
perncrtpupyet agpeca DNS akTUBHbIMY ByAyT cTaTU4eckne HaCcTPOKM.
OpHako, ecnm nocne perncrpaumm AnHamMmmyeckx apecos rnoJjib3oBaTtesem
6b1/11 3MEHeHbI CTaTuYeckre HaCTPOMKM, OHW CTAHOBATCHA aKTUBHbIMM, MOKa
He 6yAyT 3aperncTpMpoBaHbl HOBblE ANHAaMUYecKmne agpeca.

ip hame-server MOXHO BBOAWTb MHOTOKPaTHO, ecin TpebyeTcs HacTPouTb
HeckonbKko agpecoB DNS-cepsepoB. Kpome Toro, Kaxaomy BBeileHHOMY
aipecy MOXHO COMOCTaBUTb OZHO NN HECKOJIBKO JOMEHHbIX UMEH A5
paboTbl co cneynduyeckMmn 30HaMK, HanpuMep, N0KaAbHBIMU UMEHaMn B
KOpnopaTuBHO ceTu.

KomaHza c npedurKcom no yaansieT ykasaHHbl agpec cepsepa DNS 13
CTaTMYEeCKOro 1 aKTUBHOIO CNCKa, eC/I KOMaHAA AAeTcs C aprymMeHTamu,
NNBO OUMLLLAET CMMCOK CTaTUYeCKMX ajpecoB, e/l KOMaHAa AaeTcs 6e3
aprymMeHTOB.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBOg, [a
Tun nutepdeiica IP

CuHoncuc (config)> dipname-serveraddress>[: port>][«domains[on<interface

1]

(config)> no ip name-server [ «address [ : <port>]][ «domains [ on
<interfaces]]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec Afpec cepBepa NMeH.
port lenoe uucno |MopT cepBepa VMeH.
domain Ctpoka JloMeH, ans KOToporo byaeT 1CNonb30BaTbCA

cepsep. DNS-npokcn npu paspeLeHumn
NMEeHU B NepByto oyepesb BblbMpaeT ajpec
cepsepa ¢ Hanbosnee 6U3KNM K 3anNpocy
JomeHoM. Eciv foMeH He yKasblBaTb, cepBep
6yAeT NCNoNb30BaTbCA ANA BCEX 3aMNpOCoB.
BbipaxeHue "" 1CNoNb3yeTcsd Kak AOMEH Mo
ymon4yaHuto. MakcnmmMmanbHoe Konn4ecTso
AomMeHoB ansa ogHoro DNS-cepsepa — 16.

interface UHTeppeic Nms nHTepdeiica Ana HacTPOnKU.

Mpumep (config)> ip name-server 8.8.8.8 "" on ISP
Dns::InterfaceSpecific: Name server 8.8.8.8 added, domain »
(default), interface ISP.

(config)> no ip name-server
Dns::Manager: Static name server list cleared.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

3.57 ip nat

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

Bepcus OnucaHve
2.00 [JlobaeneHa KkomaHaa ip name-server.
2.14 [JlobaBneH aprymeHT port.

BKAOUNTL TPaHCNALMIO «NOKaNbHBIX» aJpecoB ceT network nam ceTu 3a
nHTepdericom interface. Hanpumep, koMaHga ip nat Home 03Ha4vaeT, yTo
415 BCeX NaKeToB 13 ceTu Home, MPOXOAALLMX Yepes MapLupyTusaTop, byaet
BbIMO/IHEHA NOAMEHA afpPecoB UCTOYHMKA.

Ja
Ja
Aa
IP
(config)> ipnat (<interfaces | <address> amask>)

(config)> no ip nat (<interfaces | <address> amask> )

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgenc Vms nHTepdelica NCTouHMKa (MosHoe nMs
nHTepderica NN NCEBAOHUM).

address IP-agpec BmecTe c Mackoii mask 3ajaeT AnanasoH
IP-agpecoB ncTouHvKa, noanexatmx
TpaHcAauun.

mask IP-macka Macka gmanasoHa TpaHcnauun. Ecte aBa

cnocoba BBOAA MacKn: B KAHOHMYECKOM BUje
(Hanpumep, 255.255.255.0) v B BUAe
61TOBOV ANVHLI Npedukca (Hanpumep, /24).

(config)> ip nat Home
Network::Nat: A NAT rule added.

(config)> no ip nat Home
Network::Nat: A NAT rule removed.

Bepcusa OnucaHue

2.00 JobasneHa KoMaHaa ip nat.
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naBa 3 OnncaHme KOMaHA,

3.58 ip nat full-cone

OnucaHwue BkntounTb pexum Full Cone NAT. T10 yMOAYaHNIO peXNM BbIK/HOUEH.
KomaHga ¢ npedrKcom no OTKA0YAET 3TOT PEXUM.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nutepdeiica IP

CuHoncuc I (config)>  ip nat full-cone

I (config)> no ip nat full-cone

NMpumep (config)> ip nat full-cone
Network::Nat: Full cone mode enabled.

(config)> no ip nat full-cone
Network: :Nat: Full cone mode disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 JobasneHa komaHaa ip nat full-cone.

3.59 ip nat restricted-cone

OnucaHwue BrntounTb pexum Restricted NAT. TTo yMOAYaHNIO PEXUM BbIK/THOYEH.
KomaHga ¢ npedrkcom no OTKAYAET 3TOT PeXUM.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CuHoncuc I (config)>  ip nat restricted-cone

I (config)> no ip nat restricted-cone

Mpumep (config)> ip nat restricted-cone
Network: :Nat: Restricted cone mode enabled.

(config)> no ip nat restricted-cone
Network::Nat: Restricted cone mode disabled.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.01 [JobaeneHa komaHza ip nat restricted-cone.

3.60 ip nat sstp

OnucaHune BkntoumnTb TpaHCAaLMIO aapecoB Ana KnneHTos SSTP.
KomaHga c npedumkcom no yganseTt npaBuso.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

Tun nHTepdeiica IP

CuHoncmc I (config)>  ip nat sstp

I (config)> no ip nat sstp

Mpumep (config)> ip nat sstp
SstpServer::Nat: SSTP VPN NAT enabled.

(config)> no ip nat sstp
SstpServer::Nat: SSTP VPN NAT disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.12 Job6aBneHa KkoMmaHaa ip nat sstp.

3.61ip nat vpn

OnucaHwue Bkntoumnts TpaHcnauuo agpecos ana VPN-kKNeHTOB.
KomaHaa ¢ npepurkcom no yaanseT npasuo.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CuHoncunc I (config)>  ip nat vpn

I (config)> no ip nat vpn
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naBa 3 OnncaHme KOMaHA,

Mpumep (config)> ip nat vpn
VpnServer::Nat: PPTP VPN NAT enabled.

(config)> no ip nat vpn
VpnServer::Nat: PPTP VPN NAT disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 [JlobaeneHa KkomaHaa ip nat vpn.

3.62 ip policy

OnuncaHmne JlocTyn K rpynne KoMaHz, Ans HacTporiku npodunsa goctyna B IHTepHeT —
npaswuia Bblbopa MapLLpyTa Mo YMOAYAHWUIO 4151 XOCTOB 1 CerMeHTOB
AoMallHel ceTn. Ecam npodunb ocTyna He HaAeH, KOMaHAa NbITaeTCs ero
€o34aTtb. MOXHO co3gaTb He 6onee 16 npodunei.

KomaHga c npedunkcom no yaanseT ykaszaHHbIi npodub JOCTyna 13 cnucka.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIi BBog, /[la

Bxo>xaeHue B rpynny (config-policy)

CuHoncnc (config)>  ip policy name>
(config)> no ip policy name>
AprymeHTbI AprymeHT 3HauyeHue OnucaHue
name Mpo¢unb poctyna|Ha3BaHwe npodunsa goctyna.
JlonyckaeTcs ucnonb3oBaHue
CVIMBOJIOB NlaTUHCKOro andaBuTa,
umdp, noguepkmBaHua n jeduca. He
6onee 32 CUMBOOB.
Mpumep (config)> ip policy Policy®
Network: :PolicyTable: Created policy "Policy0@".
(config)> no ip policy Policy0
Network: :PolicyTable: Removed policy "Policy0".
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.12 Job6asneHa komaHaa ip policy.
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naBa 3 OnncaHme KoMaHp,

3.62.1 ip policy description

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ha3HaunTb NpPor3BONbHOE onucaHre Npodunto Aoctyna B IHTepHeT.

KomaHga c nped1Kcom no cTMpaeT onncaHue.

Ja
Ja
Het

IP

(config-policy)>  description «description

(config-policy)> no description

AprymeHT 3HauyeHue

OnucaHue

description |CTpoka

MNpown3BonbHOe onvcaHmne Npodunsa 4ocTyna.
JlonyckaeTcs ncnosib3oBaHve CIMBOJIOB
natuHckoro andasuTa, undp,
noauvepkmeaHus n gedunca. He 6onee 256
CUMBOJIOB.

(config-policy)> description PolicyOne

Network: :PolicyTable:

"Policy0": updated description.

(config-policy)> no description

Network: :PolicyTable:

"Policy0": updated description.

Bepcus OnucaHue

2.12 JlobasneHa komaHgaa ip policy description.

3.62.2 ip policy multipath

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

BrnrounTb GyHKLMIO OAHOBPEMEHHOMO ncnosb3oBaHna WAN-nogkaoueHmin

B pexumMe 6anaHCUpPOBKU.

KomaHza c npedurkcom no oTkno4aeT GyHKLKIO.

Aa
Ja

Het

IP
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naBa 3 OnncaHme KOMaHA,

CuHoncuc I (config-policy)>  multipath

I (config-policy)> no multipath

Mpumep (config-policy)> multipath
Network: :PolicyTable: "Policy0": enable multipath.

(config-policy)> no multipath
Network::PolicyTable: "Policy0": disable multipath.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.14 JobasneHa koMmaHgaa ip policy multipath.

3.62.3 ip policy permit

OonucaHue Pa3peLumnTb Ucrnonb30BaHWe Npodusa ZocTyna Ansa rnobanbHoro nHTepoeiica.
Ecnv oguH npodunb AocTyna paspeLueH Ans HECKONbKMX MHTepdelicoB,
MOXHO yKa3aTb NPUOPUTET AN KAXAOro U3 HUNX.

KomaHga c npedurkcom no 3anpeLLaeT NCNob30BaHMe Npoduas JocTyna
A4Ns yKasaHHoro nHtepderica. Ecnm BBecTn KOMaHAy 6€3 apryMeHToB,
npodunb focTyna byaeT 3anpeLLeH 418 Bcex nHTepdencos.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun uHTepdderica IP

CuHoncnc (config-policy)>  permit global <interfaces[ order «orders]

(config-policy)> no permit [ global <interface ]

AprymeHTbI AprymeHT |[3HaueHue OonucaHue
interface |WHTepgeic MNMonHoe nmsa nHTepdeiica nnv NCEBLOHNM.
order Lenoe uucno MpuopuTeT rnobanbHoro nHTepdelrica, ans

KOTOPOro paspeLleH npodunb gocTtyna.
MoXkeT NprHMMaTL 3HaYeHna B npejenax
oT 1 80 65534, HO He 6onee, Uem

KONNYeCTBO rnobanbHbIX NHTephEencoB.

Mpumep (config-policy)> permit global L2TPO order 0
Network::PolicyTable: "Policy0": set permission to use L2TPO.

(config-policy)> no permit global L2TPO
Network: :PolicyTable: "Policy@": set no permission to use L2TPO.
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naBa 3 OnncaHme KoMaHp,

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.12

[JobaeneHa komaHaa ip policy permit.

3.62.4 ip policy permit auto

OonucaHue ABTOMAaTMYECKM pa3peLlaTb HOBble MOAKYEHWS AN Npoduns JoCTyna.
Mo ymonuyaHuo GyHKUMUS OTK/IOYEHA.

KomaHgaa c npedurkcom no yaansieT aBToMaTnyeckoe paspeLleHue.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncuc

I(config-policy)> permit auto

I (config-policy)> no permit auto

Mpumep (config-policy)> permit auto
Network::PolicyTable: "Policy0": set auto permission.

(config-policy)> no permit auto
Network::PolicyTable: "Policy0": set auto permission.

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.12

JobasneHa komaHaa ip policy permit auto.

3.62.5 ip policy rate-limit input

OnucaHune Jo6aBnTb NapameTpbl OrpaHNYeHNs BXOASLLLe CKOPOCTU ANS r106anbHbIX
nHTepdericoB Nnpoduna goctyna.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-policy)>

I (config-policy)>

rate-limit <interface> input (<rates | auto)

rate-limit <interfaces> no input
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT |(3HayeHue OnucaHwue

interface |WHTepgeric Wms rnobansHoro IP-nHTepdeiica ans
orpaHnyeHus Tpaduka rpynrnom
Ha3Ha4eHHbIX Npodune.

rate Lenoe 4ucno MpegenbHas CKOPOCTbL Nepeaayn AaHHbIX
B K6UT/C. MOXET MPUHMMAaTb 3HaYeHNs B
npezenax oT 64 g0 1000000.

auto Knoyesoe €080 |PexyM aBTOHACTPOKM.

(config-policy)> rate-limit WifiMasterl/WifiStation@ input auto
Network: :PolicyTable: "Policy0": set input rate limit to "auto".

(config-policy)> rate-limit WifiMasterl/WifiStation0® input 100000
Network: :PolicyTable: "Policy@": set input rate limit to "100000" »
kbps.

(config-policy)> rate-limit WifiMasterl/WifiStation® no input
Network: :PolicyTable: "Policy0": reset input rate limit.

Bepcus OnucaHve

3.05 [JobaeneHa komaHaa ip policy rate-limit input.

3.62.6 ip policy rate-limit output

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

[l06aBNTb NapaMeTpbl OrPaHNYEHNS UCXOASLLIE CKOPOCTU AN TN06aNbHbIX
nHTepdericos npoduna gocryna.

KomaHga ¢ npedunKcom no yaanset HacTPOnKy.
Ja

Aa

Het

IP

(config-policy)>  rate-limit <interface> output (<rate> | auto)

(config-policy)>  rate-limit <interface> no output

AprymeHT |3HauyeHue OnucaHwue

interface |WHTepgesic Wms rnobaneHoro IP-nHTepdeiica ansa
orpaHunyeHuns Tpadumka rpynnom
Ha3Ha4veHHbIX Npodunen.

rate Lenoe 4ucno lMpeaenbHasa cKopocTb Nepeaayvn AaHHbIX
B K6ut/c. MoXeT NpMHMMaTh 3Ha4YeHus B
npegenax ot 64 A0 1000000.
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Mpumep

WcTopus nsmeHeHum

AprymeHT |(3HayeHue OnucaHwue

auto KniwyeBoe cn0Bo |Pex1M aBTOHACTPOMKM.

(config-policy)> rate-limit ISP output auto
Network: :PolicyTable: "Policy@": set output rate limit to "auto".

(config-policy)> rate-limit ISP output 1000
Network: :PolicyTable: "Policy0": set output rate limit to "1000" »
kbps.

(config-policy)> rate-limit ISP no output
Network::PolicyTable: "Policy0": reset ouput rate limit.

Bepcus OnucaHue
3.05 JobasneHa komaHaa ip policy rate-limit output.
3.08 JobasneH aprymeHT auto.

3.63 ip route

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHTbl

[o6aBuTb B TabnMLy MapLUpyTU3aLMN CTaTUYECKUIA MapLUPYT, KOTOPbIA
3ajaeT NpaBuao nepegayun IP-nakeToB Yepes onpegeneHHbIl W3 an
ceTeBoW nHTepodelic.

B kKauecTBe ceT Ha3HauYeHNA MOXHO yKasaTtb KntoyeBoe cnoBo default. B
3TOM C/lyyae byAeT co3aH MapLUPYT MO YMOAYaHUIO.

KomMaHgza ¢ npedrkcom no yaanseT MapLUpPyT C yKazaHHbIMY NapamMeTpamMu,
Ja
Aa
Ja
IP

(config)>  ip route ( networks mask> | <host> | default) («gateway>
[interface] | <interfaces) [auto] [metric] [reject]

(config)> no ip route ( <network> mask> | <host> | default) [«gateway: |
<interfaces] [metric]

AprymeHT |3HauyeHue OnucaHwue

network IP-agpec IP-appec ceTn Ha3HaueHus.

mask IP-macka Macka ceTu HasHa4veHus. ECTb fBa cnocoba
BBOJla Mackn: B KAHOHNYECKOM BUAe
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AprymeHT |(3HayeHue OnucaHwue

(Hanpwumep, 255.255.255.0) 1 B Buge
6uTOBON ANNHBI NpedurKca (Hanpumep, /24).

host IP-agpec IP-agpec y3na HasHaveHus.

default Kriwyesoe cnoso|cnonb3yetca ANd 3aaHNS MapLUpPyTOB Mo
YMONYaHUIO.

interface |WHTepgeric MNMonHoe nmsa nHTepdeiica nnv NCEBLOHUM.

YKa3blBaeTcs B kayecTBe HanpaBiaeHns
nepejavv rnakeTos, eC/n K UHTepdency
MOAKMOYEH KaHa/ TOYKa-Touka, He
TpebyroLLnii AONONHUTENbHOV agpecauunn
BHYTPW KaHana.

Ecnun Ha nHTepdelice yctaHOBNEH
npuopwuTteTt interface ip global, mapwpyT
£06aBNAETCS B CUCTEMHYHO TabnLy TONBKO
B TOM CJly4ae, eCnu He CyLLecTByeT Apyroro
MapLLpyTa € TeM Xe ajpecoM Ha3HaveHus
1 661bLWIVM NPUOPUTETOM.

gateway IP-agpec IP-agpec mapLupyTmn3saTopa B
HernocpeACTBEHHO NOAK/IOUYEHHON ceTu.
MoxeT bbITb 3ajjaH BMecTe C UMeHeM
nHTepdelica, ecin TpebyeTcs ykasaTb
npuopwutert interface ip global. Ecan
nHTepdelic He ykasaH, OH onpejensieTcs
CNCTEeMOI aBTOMAaTUYeCKM N3 TeKYLLX
HacTpoek IP.

auto KriwyeBoe cnoso|l1o3BoNSET MPUMEHUTL MapLUPYT TOr4a,
KOrfa CTaHeT AOCTyMneH YKa3aHHbI B HeM
LLI/THO3.

metric Lenoe uucro MeTpuka MapLupyTa. B TekyLei

peanunsaunmn UTHOPUPYeTCs.

reject Kno4yeBoe c¢/1080|BKAHOUNTE MapLLPYT, YTOObI NCNOB30BaTh
TONbLKO BbIOpPaHHbIN NHTepdenc ans
MapLLpyTM3auum Tpadumka K yKazaHHOMY
MecCTy Ha3HayeHus. Ecim ykasaHHbIN
nHTepdelic He aKkTMBEH, TO TpaduK He
nepeAaeTcs no ApyrumM BO3MOXHbIM
MapLupyTam. 3Ta onuma paboTaeT TONbKO
Npv NCNOAb30BaHUK ONUUK auto 1 He
MOXEeT MPUMEHATLCA K MapLUpyTy No
YMOYaHMIO.

Mpumep (config)> ip route default Home
Network: :RoutingTable: Added static route: 0.0.0.0/0 via Home.

(config)> ip route 123.123.123.123 Wireguardl auto reject
Network: :RoutingTable: Added static route: 123.123.123.123/32 »
via Wireguardl.
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(config)> no ip route 123.123.123.123 Wireguardl
Network: :RoutingTable: Deleted static route: 123.123.123.123/32 »
via Wireguardl.

(config)> no ip route default
Network: :RoutingTable: No such route: 0.0.0.0/0.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.00 [JobaeneHa KomaHza ip route.
3.08 JobaeneHa onuus reject.

3.64 ip search-domain

OnucaHue Yka3aTb JOMeH Nouncka A/is paspeLleHnst HeMoHbIX MMeH XOCTOB.
KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CvHoncuc (config)> ip search-domain «domain»
(config)> no ip search-domain
AprymeHTbI AprymeHT 3HaueHue OonucaHue
domain Ctpoka JomeHHoe nm4.
Mpumep (config)> ip search-domain my.example
(config)> no ip search-domain my.example
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.00 Job6asneHa komaHaa ip search-domain.

3.65 ip sip alg direct-media

OnucaHwue 3ameHuTb IP-agpec B none Owner npoTtokona SDP. 3Ta GyHKUMA NCNONb3yeTcs

UTObbI HE HAaCTpPaVBaTb OTAE/bHbIN NPo6poc NnopToB ANns VoIP-Tpaduka. Mo
YMOIYaHUIO HAaCTPOMKa OTKAKOYeHa.

KomaHza ¢ nped1KcomM no oTKIoYaeT HaCTPOWAKY.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CuHoncuc I(conﬂg)> ip sip alg direct-media

I (config)> noip sip alg direct-media

MNpumep (config)> ip sip alg direct-media
Sip::Alg: Direct media enabled.

(config)> no ip sip alg direct-media
Sip::Alg: Direct media disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.1 JobasneHa KomaHaa ip sip alg direct-media.

3.66 ip sip alg port

OnucaHwue YkazaTb HOMep nopTa A1s SIP coobLueHniA, OTANYHbIN OT CTaHAapTHoro. Mo
YMOJIYaHUIO NCNOoJIb3yeTcsa HoMep nopTa 5060.

KomaHga ¢ npedunkcom no ycTaHaB/IMBaET MOPT MO YMOUAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het

CuHoncuc (config)> ip sip alg port ort

(config)> noip sip alg port

AprymeHTbI AprymeHT |3HaueHme |OnucaHune

port Yenoe uucno |Homep noprta.

Npumep (config)> ip sip alg port 7090
Sip::Alg: Port set to 7090.

(config)> no ip sip alg port
Sip::Alg: Port reset to default.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

2.12 Jlo6aBneHa komaHga ip sip alg port.
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3.67 ip ssh

OnucaHwue JocTyn K rpynne KomMaHz4 Ana ynpasneHua SSH-cepsepom.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-ssh)

Cunoncuc I (config)>  ip ssh

Npumep (config)> ip ssh
(config-ssh)>

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.12 Job6asneHa komaHgaa ip ssh.

3.67.1 ip ssh cipher

OnucaHwue YCTaHOBUTb LWUN$POBaHME CUMMETPUYHOIO K/to4a A5 ceaHca SSH.
KomaHga ¢ npedurkcom no yaanseT yKasaHHbIn anroputM WNGpoBaHUS.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica IP

CuHoncuc (config-ssh)>  cipher «ciphenr

(config-ssh)>  no cipher «cipher

AprymeHTbI AprymeHT |3HaueHue OnucaHue
cipher chacha20-poly1305@openssh.com|Anroputm WndpoBaHUS
ChaCha20-Poly1305.
aesl28-ctr AnropuTm WndpoBaHms
AES128-CTR.
aes256-ctr An encryption algorithm
AES1256-CTR.
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AprymeHT |3HayeHue OnucaHue
aes128-gcm@openssh.com ANropnT™ WndpoBaHMS
AES128-GCM.
aes256-gcm@openssh. com AnropuTm WwWndpoBaHms
AES256-GCM.
Mpumep (config-ssh)> cipher chacha20-polyl305@openssh.com

Ssh::Manager: Added cipher "chacha20-polyl305@openssh.com".

(config-ssh)> no cipher chacha20-polyl305@openssh.com
Ssh::Manager: Use default ciphers.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.04 Job6asneHa komaHaa ip ssh cipher.
Bepcus OnucaHve
3.05 JlobaBneHbl HOBbIe anrOpPUTMbI LLINGPOBAHNSA
aes128-gcm@openssh.com, aes256-gcm@openssh. com.

3.67.2 ip ssh keygen

OnucaHmne O6HoBNEHME KNtoYa 3aJaHHOr0 TUNa.
Mpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun uHTepderica IP

CnHoncuc (config-ssh)>  keygen <keygen>

AprymeHTbI AprymeHT 3HaueHue OnwucaHue

keygen default ABTOMaTMUeCKas reHepauns HOBOro
OTKpbITOro Kito4a RSA2048 +
ECDSA-NISTP521.

rsa-1024 ABTOMaTM4YecKas reHepaLysa HOBOro
OTKpbITOro knto4a RSA gnavHoin 1024
6uT.

rsa-2048 ABTOMaTMYeCKasa reHepaLa HoBOro
OTKpPbITOro knto4a RSA ganHoin 2048
6UT.

rsa-4096 ABTOMaTMUeCKas reHepauns HOBOro
OTKpbITOro katoya RSA annHoin 4096
6uT.
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AprymeHT

3HauyeHue

OnucaHune

ecdsa-nistp256

ABTOMaTU4yeckas reHepauuna HoBoro

OTKpbITOro kntova ECDSA gnaviHon 256
o6uT.

ecdsa-nistp384 |ABTOMaTU4YecKas reHepawys HOBOro
OTKpbITOro knto4va ECDSA annHoin 384

eur.

ecdsa-nistp521 |ABTOMaTU4YecKas reHepaumsa HOBOro
OoTKpbITOro knto4va ECDSA gnvHoin 521

eur.

ed25519 ABTOMaTMUeCKas reHepauuns HOBOro

OTKpbITOro Kro4va ED25519.

(config-ssh)> keygen default
Ssh::Manager: Key generation is in progress...

Mpumep

UcTopuns nsmeHeHnii

Bepcus OnucaHve

2.12 Job6asneHa komaHga ip ssh keygen.

3.67.3 ip ssh lockout-policy

OonucaHue 3asaTb NapaMeTpbl OTCNEXMBAHNSA NOMbITOK BTOPXeHUs NyTém nepe6opa

naponeii SSH ans nybnuyHeix nHTepdeincos. Mo ymonvaHmno ¢yHKLmMA
BKAtOYeHa. Ecnu B kKavecTBe aprymeHTa ncnonb3yeTcs 0, Bce napameTpbl

oTcnexvBaHUs nepebopa 6yAyT cOpOLLEHbl B 3HaUYeHNS NO YMOYaHMIO.
KomaHga ¢ npedunkcom no oTkAouvaeT obHapyXXeHue nogoopa.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config)>  ip ssh lockout-policy <threshold; [«durations

[<observation-window]]

(config)> no ip ssh lockout-policy

AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

threshold

Llenoe uucno KonnuectBo HeyAauHbIX MOMNbITOK
BX0OJa B CUCTEMY. Mo YMONYaHUNIO
YCTaHOBJ/IEHO 3HauyeHve 5. MoxeT
NPMHUMaTb 3HaYeHNA B nNpejenax

oT 4 0 20.
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AprymeHT

3HavyeHue OnucaHue

duration

llenoe 4ucno MpogomKnTeNbHOCTL 3anpeTa
aBTopu3aLmmn Ans yKkasaHHoOro
IP-apgpeca B muHyTax. Mo
YMO/JTYaHWIO YCTAaHOB/IEHO 3HaYeHMe
15. MoXeT NpnHMMaTh 3HaYeHVA B

npeaenax ot 1 4o 60.

observation-window|ljesnoe 4yucno

MpoAOC/IXNTENBHOCTb HabAAeHNS
33 NOAO3PUTENLHON aKTUBHOCTLHO
B MUHYyTax. 1o ymon4aHuo
YCTaHOBJ/IEHO 3HauyeHwue 3. MoxeTt
NPUHVMAaTL 3HaYeHWUA B npejenax
oT 140 10.

Mpumep

(config-ssh)> lockout-policy 10 30 2

Ssh::Manager: Bruteforce detection

(config-ssh)> no lockout-policy
Ssh::Manager: Bruteforce detection

(config-ssh)> lockout-policy 0
Ssh::Manager: Bruteforce detection

is reconfigured.

is disabled.

reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.12 Job6asneHa komaHgaa ip ssh lockout-policy.

3.67.4 ip ssh port

HasHauuTtb nopt aAna SSH-coegnHeHWA. 10 yMOIYaHKMIO MCNONbL3YeTca HoMep

KomaHga ¢ Hpe¢MKCOM Nno yCTaHaB/IMBaeT HOMep NopTa B 3Ha4YeHue no

OnucaHwue
nopTa 22.
YMOJIYaHWIO.
Mpe¢ukc no [Ja

MeHsieT HacTpouikm  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-ssh)>  port qumbers

I (config-ssh)> no port
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

number

Llenoe u4ucno

Homep nopta. MoxeT npUHMMaTbL 3HaYeHs
B npejenax ot 1 Ao 65535 BKAOUNTENLHO.

(config-ssh)> port 2626
Ssh::Manager: Port changed to 2626.

(config-ssh)> no port
Ssh::Manager: Port reset to 22.

Bepcusa

OnucaHue

2.12

JobaeneHa

KoMaHga ip ssh port.

3.67.5 ip ssh security-level

OnucaHwne

Mpedukc no

MeHsieT HacTpPoAKK
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YcTaHOBUTbL ypoBeHb 6e3onacHocTM SSH. Mo yMoa4aHmio ycTaHOBNEHO
3HayeHue private.

Het

Ja
Het

IP

(config-ssh)>

security-level (public | private | protected)

AprymeHT 3HauyeHue OnuncaHwue

public Knouesoe Joctyn k SSH-cepBepy pa3peLueH ans public,
C/10BO private n protected nHtepdeliicos.

private Krouesoe Joctyn K SSH-cepBepy pa3pelueH ans private
c/0BO nHTepdelicos.

protected Knoyesoe JocTyn K SSH-cepBepy pa3peLueH Ans private
C/10B0 n protected nHTepdelicos.

(config-ssh)> security-level protected
Ssh::Manager: Security level changed to protected.

Bepcusa

OnucaHune

2.12

[JlobaeneHa komaHaa ip ssh security-level.
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3.67.6 ip ssh session timeout

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTL BPeMsi CyLLLeCTBOBaHNS HEAaKTUBHOI ceccum ans SSH-coeanHeHus.
Mo ymonuaHuto TaliM-ayT paBeH 300, To ecTb GYHKLMSA OTCNeXMBaHWS

aKTUBHOCTW BHYTPU CeCCUU OTKIIHOYEHaA.

KomaHga ¢ npedprKcoM no ycTaHaBAMBaET TaliM-ayT Mo yMOYaHUIO.
Ja

Ja

HeTt

IP

(config-ssh)>  session timeout <timeout>

(config-ssh)> no session timeout

AprymeHT 3HauyeHue OnuncaHwue

timeout Lenoe uucro |Bpems CyLLecTBOBAHMWA HEAKTUBHOW CECCUMU.
Mo>keT NpuHMMaTb 3HaYeHs B Npejenax oT
5 a0 2321 CeKyHZ, BKIOUNTENbHO.

(config-ssh)> session timeout 123456
Ssh::Manager: A session timeout value set to 123456 seconds.

(config-ssh)> no session timeout
Ssh::Manager: A session timeout reset.

Bepcus OnucaHve

3.03 Jlo6aBneHa komaHga ip ssh session timeout.

3.68 ip static

OnucaHwune

Co3gaTtb NpaBuio TpaHCNALUN NoKanbHbIX IP-agpecoB B rnobansHble am
HaobopoT. Ecnn interface nan network cOoTBeTCTBYET MHTEpdeiicy ¢

ypoBHeM 6e3onacHocT public, To 6yAeT BbINOAHATLCA TPAHCNAUMA ajpeca
Ha3HaueHus (DNAT). Echv to-address cooTBeTCTBYeT MHTepdeiicy C ypoBHEM
6esonacHocTy public, TO ByAeT BbINOAHATLCA TPAHCAALMSA ajpeca UCTOYHMKA

(SNAT). Homep nopta TCP/UDP Bcerga paccMatpmBaeTcs Kak nopT
HasHaveHus.

Ecnu network cooTBeTCTBYeT O4HOMY ajpecy, 1 3TOT ajpec paBeH to-address,
TO Takoe NpaBuao ByaeT 3anpeLlaTb TPAHCAALMIO yKa3aHHOro ajpeca,
KOTOpas Mornaa 6bl 6b6ITb BbIMOAHEHA UCXOAS U3 3a4aHHbIX NpaBwA ip nat.
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Mpaswuna ip static nmetroT 60s1€€ BLICOKUI MPUOPUTET MO CPABHEHMIO C
npaswnamu ip nat.

AOI’IOJ’IHI/ITEJ'IbHyFO HaCTp0I7IKy MeXXCeTeBOro asxpaHa npon3BognTb HE HY>XXHO,
T.K. IpU ncnonb3oBaHUM NpaBuna nepeagpecaulnn MHTEPHET-LEHTP
CaMoCTOoATE/IbHO OTKPbIBaeT A0CTYMN NO yKa3aHHOMY MNOpPTY.

KomaHga ¢ npedunkcom no BKAOUAET U YAANSET Npasusio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica IP

CuHoncnc (config)> ip static[protocols] (<«interfaces | («address» masks))
(«port> through «end-ports (<to-addresss | <to-host) |
[port] (<to-address> | <to-hosty) [to-port] |

<to-address | <to-host> | <to-interface»)

(config)> no ip static [ (protocols] («interfaces | («address» inasks))
(«port> through «end-port; (<to-addresss | <to-host) |
[port] (<to-address> | <to-hosty) [to-port] |
«to-address | <to-host> | <to-interfaces)

AprymeHTbI AprymMeHT |3HaueHme |OnucaHwne
protocol tcp MpoTokon TCP.
udp MpoTtokon UDP.
icmp Mpotokon ICMP.
tcpudp MpoTtokonbl TCP v UDP.
gre MpoTtokon GRE.
ipip MpoTokon IP in IP.

interface UHTeppenc Vims BxogHOro nHtepdeiica (moaHoe nms
nHTepderica N NCEBAOHUM).

comment Ctpoka 3ameTKM nosnb3oBaTtens c CMMBOJIOM ! nepej
HUMN,

address IP-agpec BmecTe ¢ mackow mask 3agaeT AManasoH
IP-agpecoB Ha3HaueHKA, noanexalumx
TpaHcaauun.

mask IP-macka Macka gmnanasoHa TpaHchauun. Ecte aBa

cnocoba BBOAA Mackun: B KAHOHUYECKOM BuAe
(Hanpumep, 255.255.255.0) n B BUAe
61TOBOV ANNHLI Npedukca (Hanpumep, /24).

port Uenoe 4ucno |Homep nopta TCP/UDP, Ha KOoTOpbI
NPUXOANT 3aNpoc, MOANEXALLNN TPAHCAALUN.
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naBa 3 OnncaHme KOMaHA,

AprymeHT

3HavyeHue

OnucaHue

Ecnn He ykasaH, TpaHciauma byaet
BbINONHATLCA ANS BCEX BXOAALLMX 3aMpPOCoB

end-port

Lenoe u4ucrno

OkoHuaHne gmnanasoHa nopTos..

to-address

IP-agpec

Ap,pec Ha3Ha4vYeHnd nocie TpaHaaunn.

to-host

MAC-apgpec

MAC-aapec Ha3Hau4eHWs nocae TpaHCIALMK.

Mcnonb3yeTtcs Tonbko MAC-agpec 13 cnncka
known host. Echu known host yaganseTcs, To
CBA3aHHbIe C HUM NpaBua Takxe 6yayT
yAaneHsol.

to-port UYenoe uucro |Homep nopta TCP/UDP nocne TpaHchaumm.
Ecnu He ykasaH, MopT Ha3sHayueHNs oCcTaeTcs

NPEXHUM.

to-interface|lHTepgeiic Nmsa nHtepdelica nocne TpaHCaaLmMN.

Mpumep MycTb MeeTCa MapLUPYTU3aTOP MeXAyY «10KafbHOM» ceTbto 172.16.1.0/24
(ypoBeHb 6e30racHOCTV private) n «rnobasbHoOn» ceTbio 10.0.0.0/16
(ypoBeHb 6e3onacHocT public). TpebyeTtcs, UTO6bI BCe 3anpocChl,

npuxoasLue Ha «rnobanbHbli» MHTepdenc 3Toro MapLIpyTM3aTopa Ha nopT
80, TpaHCAMpPOBANUCh Ha «N0Ka/bHbIV» cepBep C agpecoM 172.16.1.33.

lMocnepgoBaTesibHOCTL KOMaHA, peannsyrlWnX Takyro CXemMy, MOXET BbIrNALETb
Tak:

(config)> interface Home ip address 192.168.1.1/24
Network::Interface::Ip: "Bridge0": IP address is 192.168.1.1/24.

172.16.1.33 80
rule has been added.

(config)> ip static
Network: :StaticNat:

tcp ISP 80
Static NAT

(config)> ip static tcp ISP 21 00:0e:c6:al:22:11 !test
Network::StaticNat: Static NAT rule is already there.
(config)> ip static disable

Network::StaticNat: Static NAT disable unchanged.

(config)> no ip static disable
Network::StaticNat: Static NAT rule enabled.
(config)> no ip static

Network::StaticNat: Static NAT rules have been removed.

MCTOpMﬂ N3MeHeHUn Bepc”ﬂ onvicaHue
2.00 JobasneHa KoMaHgaa ip static.
2.06 Jlo6aBneH aprymeHT to-host.
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naBa 3 OnncaHme KoMaHp,

3.69 ip static rule

OonucaHue OTKNOUNTb NPABWIO TPaHCAAUUN IP-aZpecoB UV OrpaHNUYNTL BPEMSI ero
paboTbl pacnucaHmeMm.

KomaHga ¢ npedrkcom no BKIOUAET MPaBuIo NN OTMEHSeT pacnumcaHue.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica IP

CuHoncnc (config)> ip static rule «index> (disable | schedule «<schedule»)

(config)> no ip static rule <index> (disable | schedule)

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
index lenoe 4ucno |Homep npasuia TpaHCNALMN.
disable Knoyesoe OTKNHUYNTE NPaBUIO TPAHCAALNN.
C/10B0
schedule Pacnucaune |HasBaHMe pacnncaHums, CO3gaHHOro npu
nomMoLuwy rpynnel KoMaHg schedule.

Mpumep (config)> ip static rule 0 schedule test_schedule
Network::StaticNat: Static NAT rule schedule applied.

(config)> ip static rule 0 disable
Network: :StaticNat: Static NAT rule disabled.

(config)> no ip static rule 0 disable
Network: :StaticNat: Static NAT rule enabled.

(config)> no ip static rule 0 schedule
Network: :StaticNat: Static NAT rule schedule removed.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 JobasneHa KomaHaa ip static rule.

3.70 ip telnet

OnucaHwue JocTyn K rpynne komaHa Ans ynpaeneHus Telnet-cepsepom.
Mpejukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-telnet)

CuHoncuc I (config)>  ip telnet

MNpumep (config)> ip telnet
(config-telnet)>

NcTopus nsmeHeHuimi Bepcus onucaHue

2.08 [Jlo6baBneHa komaHga ip telnet.

3.70.1 ip telnet lockout-policy

OnucaHune 3agaTb NapamMeTpbl OTCEXVBaAHWA NOMbITOK BTOPXeHWs NyTéM nepebopa
naponeri Telnet Ana Nny6anyHbIX UHTepdeincoB. Mo ymonyaHuio ¢yHKLUMA
BK/ItOUeHa. Ecnuv B kavecTBe aprymeHTa Ucnosb3yeTcs 0, Bce napaMeTpsl
oTcnexvBaHUs nepebopa 6yAyT cOPOLLEHbl B 3HaUYeHNS MO YMOJTYAHMIO.

KomaHga ¢ npedurkcom no oTk/r0UaeT obHapyxeHne nogbopa.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc (config)>  ip telnet lockout-policy <thresholds [«duration»

[cobservation-windows]]

(config)> no ip telnet lockout-policy

AprymeHTbI AprymeHT 3HauyeHue OnucaHue

threshold lenoe 4ucrio |Konmuyectso HeyAauHbIX MOMbITOK
BXOJ4a B cuctemy. 1o ymonuaHuo
yCTaHOB/IEHO 3HayeHve 5. MoxeTt
NpYHMMaTbL 3HayYeHnsa B Nnpejenax ot
4 po 20.

duration Lenoe 4ucno |MNpoAoIXKUTENBHOCTL 3aMpeTa
aBTOpM3aLUN ANA yKa3aHHOro
IP-agpeca B MmyHyTax. [1o ymonyaHuo
yCTaHOB/IEHO 3HayeHve 15. MoxeT
NnpMHNMaTb 3HaueH1A B Npejenax oT
1 n0 60.
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naBa 3 OnncaHme KoMaHp,

AprymeHT

3HauyeHve OnucaHue

observation-window|lenoe 4yucno |MpoAOAKUTENBHOCTL HAaBMOAEHNS 3a

NoAO3pUTENIbHON aKTUBHOCTLIO B
MUHYyTax. o yMO/I4aHMIO yCTaHOBNEHO
3HayveHue 3. MoxeT NpMHMMaTb
3HayeHWA B npegenax ot 1 o 10.

Mpumep

UcTopusa nsmeHeHwnii

(config-telnet)> lockout-policy 10 30 2
Telnet::Server: Bruteforce detection is reconfigured.

(config-telnet)> no lockout-policy
Telnet::Server: Bruteforce detection is disabled.

(config-telnet)> lockout-policy 0
Telnet::Server: Bruteforce detection is enabled.

Bepcus

OnucaHune

2.08

JlobasneHa komaHAa ip telnet lockout-policy.

3.70.2 ip telnet port

HasHaunTb nopT ans telnet-coearHeHms. Mo yMOAYaHMIO NCNONb3YETCS
HoMep nopTa 23.

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

KomaHza c npedurKcom no ycTaHaBnMBaeT HOMep NopTa B 3HaYeHue no

YMONYaHUIO.

Aa
Ja
HeTt

IP

(config-telnet)>  port <qnumber>

(config-telnet)> no port

AprymeHT

3HavyeHue OnuncaHue

number

lYenoe uucrio |Homep nopta. MoxXeT NpUHUMAaTL 3HaYeHUS
B npegenax oT 1 Ao 65535 BkioUnTENBHO.

(config-telnet)> port 2525
Telnet::Server: Port unchanged.

(config-telnet)> no port
Telnet::Server: Port unchanged.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.08

[JobaeneHa komaHzaa ip telnet port.

3.70.3 ip telnet security-level

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

YcTaHOBUTbL ypoBeHb 6e3onacHocTn Telnet. Mo ymonyaHWo yCTaHOBAEHO
3HayeHue private.

HeT
Ja
HeTt

IP

(config-telnet)> security-level (public | private | protected)

AprymeHT |3HayeHue OnucaHwue

public Kn4yesoe cnoso|ocTyn Kk Telnet-cepsepy pa3speLueH ans
public, private u protected nHTepdeiicos.

private Knw4yesoe croso|[octyn k Telnet-cepBepy pa3peLleH ans
private nHTepdeiicos.

protected |KmwuyeBoe cnoso|focTyn Kk Telnet-cepBepy paspeLueH ans

private n protected nHtepdelicos.

(config-telnet)> security-level protected
Telnet: :Manager: Security level changed to protected.

Bepcus

OnucaHue

2.08

JlobaBneHa komaHga ip telnet security-level.

3.70.4 ip telnet session max-count

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

YCTaHOBUTb MaKCVManbHOE YNCI0 Of4HOBPEMEHHbIX CECCUI ANs
telnet-coegnHeHMs. [0 yMOAYAHNIO UCMONB3YOTCA MaKCUMYM 4.

KomaHga c npedprkcom no ycTaHaBAMBAET KONMYECTBO CECCUM MO YMONYAHNIO.

Ja
Ja

HeTt

IP
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CuHoncuc (config-telnet)>  session max-count «count»
(config-telnet)> no session max-count
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
count UYenoe umucro |MakcmmanbHOe YMC/I0 O4HOBPEMEHHbIX
ceccnii. MoxeT NpUHUMaTb 3HaYeHs B
npeaenax ot 1 Ao 4 BKAOUNTE/IbHO.
Mpumep (config-telnet)> session max-count 4
Telnet::Server: The maximum session count set to 4.
(config-telnet)> no session max-count
Telnet::Server: The maximum session count reset to 4.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

2.08 Jlo6aBneHa koMmaHga ip telnet session max-count.

3.70.5 ip telnet session timeout

OonucaHue YCTaHOBUTb BPeMSsi CyLLLeCTBOBaHWNSI HEAaKTUBHOWN ceccun Ans
telnet-coegnHeHws. Mo yMonyaHuWio TaiM-ayT paBeH 300, YTO 3HAUUT YTO

bYHKUMA OTCNEXMBAHNSA aKTUBHOCTY BHYTPU CECCUM OTKJTIOYEHA.
KomaHga c npedunkcom no yctaHaBAMBaeT TaiM-ayT MO YMOAYaAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

Cunoncuc (config-telnet)> session timeout (timeout>

(config-telnet)> no session timeout

AprymeHTbI AprymeHT 3HaueHue OonucaHue

timeout Lenoe umucno |Bpems cyLLecTBOBaHWA HEAKTUBHOW Ceccuu.
Mo>keT NnpuHMMaTb 3HaYeHs B Npejenax oT
540 23%.1 CeKyHJ, BKNHOUNTE/IbHO.

Mpumep (config-telnet)> session timeout 600
Telnet::Server: A session timeout value set to 600 seconds.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-telnet)> no session timeout
Telnet::Server: A session timeout reset.

Bepcus OnucaHue

2.08 JobasneHa KoMmaHgaa ip telnet session timeout.

3.71 ip traffic-shape host

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTbL NpeAen CKOPOCTU Nepesayn AaHHbIX A1 YKa3aHHOMo yCTpolicTBa
AOMalLHel ceTn B 06e CTOPOHbI. [0 yMONYaHMIO CKOPOCTb He orpaHunyeHa.

KomaHaa ¢ npedpmnkcom no yaansieT HaCTPOViKy A5 YKa3aHHOro YCTPOKCTBa.
Ecnu BbINONHWTL KOMaHAY 6e3 apryMeHTOB, BCe OrpaHNYeHns A1 BCeX
YCTPOWCTB 6yAyT OTMEHEHbI.

Ja
Ja
Aa
IP

(config)> ip traffic-shape host wmac> rate <rate> [ asymmetric
<upstream-rates ][ schedule <schedules ]

(config)> no ip traffic-shape host [ mac> ]

AprymeHT 3HaueHune |OnucaHue
mac MAC-agpec |MAC-agpec yCcTponcTBa AOMaLLHen ceTu.
rate Lenoe 4ucno |3HaveHMe CKopoCTU nepejadnt JaHHbIX B

Kéut/c. OrpaHnyeHne A0XHO ObiTh B
AnanasoHe oT 64 Kéut/c go 1 remt/c.

upstream-rate |Uesoe uucno|CKOpPOCTb OTAAUN AaHHbIX B K6UT/C.
OrpaHunyeHve fJONXHO 6bITb B AManasoHe
oT 64 Kéut/c o 1 réut/c.

schedule Pacnucanne |Ha3BaHWe pacnuncaHusa, coO3gaHHOro npu
nomoLum rpynnbl KomaHg schedule,

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80
TrafficControl: :Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 80 Kbits/sec.

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80 »
asymmetric 64

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec..
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(config)> ip traffic-shape host a8:1e:82:81:f1l:21 rate 80 »
asymmetric 64 schedule Update

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec (controlled by schedule Update).

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"aB:1e:82:81:f1:21".

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host
TrafficControl::Manager: Rate limits for all hosts removed.

WcTopuns nsmeHeHunit |Bepcus onuvcaHue
2.05 Job6asneHa komaHgaa ip traffic-shape host.
2.08 [JobaeneH aprymeHT schedule.
3.04 [lobaBneH aprymeHT upstream-rate.

3.72 ip traffic-shape unknown-host

OnucaHwune YcTaHOBUTbL orpaHmnyeHne CKoOpoCcTn nepejayn AaHHbIX Ana
HE3aPErncTpnNpoBaHHbIX yCTpOI7ICTB B 060MX HanpaBneHnAX. Mo YMO/T4aHWIO
CKOPOCTb HE OrpaHnN4yeHa.

KomaHza ¢ npedprKcom no yaanset HaCTPOKY.
MNpedukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config)> ip traffic-shape unknown-host rate «rate> [ asymmetric

upstream-rate» ]

(config)> no ip traffic-shape unknown-host rate

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

rate Lenoe uncno |CKOpoCTb NepeAayn AaHHbIX B K6UT/c.
3HaueHune A0/IKHO 6bIThb B B AnanasoHe oT
64 Kéut/c po 1 réeut/c.

upstream-rate |Jenoe ymcro|CKOPOCTb OTAAYN AaHHbIX B K6UT/C.
OrpaHuyeHmne JOMKHO 6bITb B AMana3oHe
oT 64 Kéut/c o 1 réumt/c.
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Npumep (config)> ip traffic-shape unknown-host rate 80
TrafficControl::Manager: Rate limit for unknown hosts set to 80 »
Kbits/sec.

(config)> ip traffic-shape unknown-host rate 80 asymmetric 64
TrafficControl::Manager: Rate limit for unknown hosts set to »
80/64 Kbits/sec.

(config)> no ip traffic-shape unknown-host rate
TrafficControl::Manager: Rate limit for unknown hosts removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.09 JobasneHa komaHgaa ip traffic-shape unknown-host.
3.04 JobasneH aprymeHT upstream-rate.

3.73 ipv6 firewall

OnucaHue BrkntounTtb 6paHamayap IPv6. Mo ymonvaHumio GyHKUMSA BKIOYEHa.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(config)> ipv6 firewall
I (config)> no ipv6 firewall

Example (config)> ipvée firewall
(config)> no ipv6 firewall

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.06 JobasneHa komaHaa ipvé firewall.

3.74 ipv6 local-prefix

OnucaHue HacTtpontb nokanbHbIin npedurkc (ULA). ApryMeHT MoXeT 6biTb 6yKBEHHbIM
npedukcom nam knroyesbiM cnosom default, KoTopoe aBToOMaTMUECKN

reHepupyeT NOCTOAHHbIV YHUKaNbHbIN NpedurKc.
KomaHaa ¢ npepurKCcom no oTKNHOYaeT HaCTPONKY.

Mpe¢ukc no [Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het
Cunoncuc (config)> ipv6 local-prefix (default | prefix)
(config)> no ipv6 local-prefix [default | prefix ]
AprymeHTbI AprymeHT |3HauyeHune OonuncaHmne
default Knio4yesoe cnoso|leHepupoBaTb NOCTOAHHBIN YHUKANbHbI
npedwukc.
prefix lMpegpukc NokanbHbin npedukc (ULA). lomKHO 6bITb
KOppeKTHOe 3HaveHVe npedukca B 6a10ke
fd00: : /8 c AnnHom npedukca He bonee 48.
NMpumep (config)> ipv6 local-prefix default

Ip6::Prefixes: Default ULA prefix enabled.

(config)> ipvé local-prefix fd0l:db8:43::/48
Ip6::Prefixes: Added static prefix: fd0l:db8:43::/48.

(config)> no ipv6 local-prefix default
Ip6::Prefixes: Default ULA prefix disabled.

(config)> no ipv6 local-prefix fd0l:db8:43::/48
Ip6::Prefixes: Deleted static prefix: fd0l:db8:43::/48.

WcTopusa nsmeHeHum

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa ipv6 local-prefix.

3.75 ipvé name-server

HactponTb IP-agpeca cepepos DNS. CoxpaHeHHble TakuM 06pa3om agpeca
Ha3bIBalOTCA CTATUYECKUMN, B MPOTUBOMOJIOXHOCTb ANHAMUYECKNM —
3aperncTpmMpoBaHHbIM cnyxxb6amu PPP nan DHCP.

OnuncaHwne

ipv6 name-server MOXHO BBOAUTb MHOIOKPaTHO, eC/IN TpebyeTcs HaCTPOoUTb
HeckoNbKo agpecoB DNS-cepsepos.

KomaHga ¢ npedunkcom no yaansert ykasaHHbI agpec cepsepa DNS u3
CTaTU4eCKoro n aktTMBHOIo Crncka, ec/in KoMaHAaa faeTcd C apryMmeHTamMmu,
60 ounLLaeT CANCOK CTaTUYECKMX aApecos, eci KOMaHAa JaeTcs 6e3

apryMeHTOB.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTHbIi BBog, /[la
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config)> ipv6 name-server «addresss [ «domains ]

(config)> no ipv6 name-server [ «address» [ <domains ]]

AprymeHT 3HauyeHue OnuncaHwue

address IPv6-agpec |Aapec cepBepa MIMeH.

domain Ctpoka JloMeH, A5 KOTOPOro byAeT NCMONb30BaTbCA
cepBep. DNS-npokcm npu paspeLleHnmn
MMEeHU B MepByto o4epesb BblbnpaeT agpec
cepBepa ¢ Hanbosnee 6M3KNM K 3aNpocy
JomeHoM. Ecniv foMeH He yKkasbliBaTh, cepeep
6yAeT NCrnonb30BaTbCA ANA BCeX 3aMpoCoB.
BbipaxeHue "" ncnonb3syeTcsd Kak JOMeH ro

YMOTYaHWIO.

(config)> ipv6 name-server 2001:4860:4860::8888
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »

(default).

(config)> ipvé name-server 2001:4860:4860::8888 google.com
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »

google.com.

(config)> no ipv6 name-server
Dns: :Manager: Static name server list cleared.

Bepcus OnucaHue
2.00 JobasneHa KoMaHaa ipvé name-server.

3.76 ipv6 pass

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTpPOWKMN
MHorokpaTtHbIiA BBOJ,

CuviHoncmc

BKHOUMTL CKBO3HOWM pexmnM Ha MapLupyTu3aTope Ans nakeTtos IPv6. Mo
YMOAYaHMIO 3Ta GYHKLNS OTKIOHEHa.

KomaHgaa ¢ npedurkcom no oTknroHaeT GyHKLUMIO.

Ja

Ja

Het

I (config)>  ipv6 pass through wan-iface><lan-iface

I (config)> no ipv6 pass
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AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

wan-iface UHTepgenc MonHoe nma nHtepderica WAN nam
NCeBAOHMUM.

lan-iface WHTepgeiic MonHoe nmsa nHtTepdeiica LAN nnm
NceBAOHUM.

(config)> ipvé pass through ISP Home
Ip6::Pass: Configured pass from "GigabitEthernetl" to "Bridge0".

(config)> no ipv6 pass
Ip6::Pass: Disabled.

Bepcus OnucaHue

2.06 JobaBneHa KoMaHaa ipv6 pass.

3.77 ipv6 route

OnuncaHune

Mpedukc no
MeHsieT HaCTPOMKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTbl

Jo6aBnTb B TabanLy MapLUpyTU3aLMmM CTaTUYECKMIA MapLUpyT, KOTOPbI
3ajaeT nNpaswio nepegayn IPv6-nakeToB Yepes onpegeneHHbIl W3 Uan
ceTeBoW nHTepoderic.

B KauecTBe ceT Ha3HayYeHNA MOXHO yKasaTtb kntoyeBoe cnoBo default. B
3TOM C/lyyae byAeT co3aH MapLUPYT MO YMOAYaHUIO.

KomaHgaa ¢ npedrkcom no yaanseT MapLUpyT C yKazaHHbIMY NapameTpamu.
Ja
Ja
Aa

(config)> ipv6 route («prefix> | default)(<interfaces [gateway] |
<gateway»)

(config)> no ipv6 route («prefix> | default) (<interfaces [gateway’] |
«gateway:)

AprymeHT 3HayeHue OnuncaHue

prefix Mpegukc Mpedukc IPv6.
default Krouesoe MpedrkKc No ymonvaHuto.
CJ10BO

interface UHTeppenc MonHoe nma nHTepderica nam NCeBAOHUM.

gateway IP-agpec IP-agpec mapLupyTmsaTopa B

HenocpeACTBEHHO I'IOAKHPO‘«IEHHOM ceTun.
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Npumep (config)> ipv6 route 2002:c100:aeb5::/48 ISP
route added

(config)> no ipv6 route 2002:c100:aeb5::/48 ISP
route erased

(config)> ipvé route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route added

(config)> no ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route erased

WcTopusa nsmeHeHum Bepcus onuvucaHve
2.00 JobasneHa koMaHgaa ipv6 route.
2.1 [JlobasneH aprymeHT gateway.

3.78 ipv6 static

OonucaHue Co3zaTb NpaBuo, pa3peLLatoliiee BXOAsILLEe NOAKIOYEHME K 3aaHHOMY
MOPTY 3aperncTprpoBaHHOro YCTPOIiCTBa AOMAaLLHEN CeTH.

ipv6 firewall gomkeH 6bITb BKIHOYEH.
KomaHga c npedumkcom no yganseTt npasuso.
MNpejukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTHbIi BBog, Het

CuHoncnc (config)>  ipv6 static protocols [<«interfaces> ] wmacs port> [ through
<end-port ]
(config)> no ipv6 static [ protocol [ <interfaces ] wmac> ports [through
<end-port]]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
protocol tcp MpoTokon TCP.
udp MpoTtokon UDP.

interface UHTeppeinc Mims BXOogHOro nHTepdeiica (NonHoe nms
nHTepderica nan NnceBgoHNM).

mac MAC-agpec MAC-agpec xocrTa.

port lenoe uyucno |Homep nopta TCP/UDP, Ha KOTOpbI
NPUXOANT 3aNpOC NOAKIHOYEHNS.

end-port UYesnoe unucso |OKOHYaHMeE JmMana3oHa rnopTos.
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Mpumep

UcTopuns nameHeHuii

(config)> ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Rule updated.

(config)> no ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Static rule removed.

Bepcusa

OnucaHwmne

2.12

[JlobaeneHa KomaHza ipv6 static.

3.79 ipv6 subnet

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoWiKKn

JocTyn K rpynne KOMaHz ANst HACTPOWMKM CermMeHTa 1oKanbHoM ceTn IPv6.
Ec/v cerMeHT He HallieH, KOMaHZa NbITaeTcs ero co3aaTb.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

Bxo)xaeHue B rpynny (config-subnet)

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.79.1 ipv6 subnet bind

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

(config)>

ipv6 subnet name>

(config)> no ipv6 subnet [ <name> ]

AprymeHT

3HavyeHue OnucaHue

name

CTpoka VIMsi Uin NceBAOHVM MOACETH.

(config)> ipv6 subnet Default
(config-subnet)>

Bepcusa

OnucaHune

2.00

JobasneHa koMaHaa ipv6 subnet.

MpuBA3aTb NoAcCeTb K MHTepdeicy.

KomaHga ¢ npedrKcomM No OTMEHSET NPUBA3KY.

Ja
Ja

HeT
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CuHoncuc (config-subnet)>  bind <bind>

(config-subnet)> no bind
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

bind UHTepgenc MonHoe nma nHTepderica nam NCeBLOHUM.
Mpumep (config-subnet)> bind WifiMaster0/AccessPointl

Ip6::Subnets: Interface "WifiMaster@/AccessPointl" bound to »

subnet "Default".

(config-subnet)> no bind

Ip6::Subnets: Interface unbound from subnet "Default".
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga ipv6 subnet bind.

3.79.2 ipv6 subnet mode

OnucaHune BbIbpaTb pexxuM HacTpoliKn aApecos A1 XOCTOB B noAceTu. oCTynHbI ABa
BapuaHTa — dhcp 1 slaac. MNepBbIli BKAOYaeT nokanbHbln DHCPv6-cepsep

C LenbH NPUCBOEHS aapecoBs, BTopoii BktovaeT SLAAC (aBTOKOH$UIypaLmio
ajpecos).

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-subnet)>  mode <mode>
(config-subnet)> no mode
AprymeHTbI AprymeHT  |3HaueHue |OnucaHune
mode slaac BkntounTb SLAAC (aBTOKOHUIypaLmto
ajpecos).
dhcp Bkntountb DHCPv6-cepBep.
Mpumep (config-subnet)> mode dhcp

Ip6::Subnets: Subnet "Default" enabled as DHCP.

(config-subnet)> no mode
Ip6::Subnets: Subnet "Default" disabled.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.00

[JlobaeneHa komaHaa ipvé subnet mode.

3.79.3 ipv6 subnet number

OnucaHwne

MpuUCcBOMTL NOACETU NAEHTUGMKATOP, KOTOPbIV ByAeT onpeaensTb

ny6AnyUHbIf Nnpedurkc cermenTa. iaeHTUdMKaTop A0XKEH BbITh YHUKaNBHbBIM

cpean noaceTeil.

MNpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

number <number;

3HayeHue

OnvcaHune

Lenoe uucno

YHUKaNbHbIN MAEHTUOUKATOP NOACETH.

CnHoncuc (config-subnet)>

AprymeHThl AprymeHT
number

Mpumep

(config-subnet)> number 2

Ip6::Subnets: Number 2 assigned to subnet "Default".

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

Job6aBneHa komaHaa ipv6 subnet number.

3.80 isolate-private

OnucaHune

3anpeTuTb nepegavy AaHHbIX MeXAy N6bIMU NHTepdelricaMm € ypoBHEM

6esonacHocTy private. Mo yMOAUYaHUIO BK/OYEHO.

KomaHgaa ¢ npedprKCcoM no oTMeHsIeT AeliCTBME KOMaHAbl, pa3speLuas
nepeAaBaTb AaHHble Mexay HTepdelicamum private.

MNpejukc no Ja
Ja

MHorokpaTHbIi BBog, Het

MeHsieT HacTpoikmn

CuvHoncuc

I(conﬁg)> isolate-private

I(conﬂgﬁ>noisolate-private

Mpumep

(config)> isolate-private

Netfilter::Manager: Private networks isolated.
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naBa 3 OnncaHme KOMaHA,

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHaa isolate-private.

3.81 kabinet

OnucaHue JocTyn K rpynne KOMaHZA A4/15 HacTPoKKy napameTpos aBTopmsatopa KABINET.

KomaHza ¢ nped1KcomM no Bo3BpaLLaeT 3HaYEHMs M0 YMONUYAHWNIO BCEM
napameTpam.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Bxo)xaeHue B rpynny (kabinet)

CuHoncuc I (config)>  kabinet

I (config)> no kabinet

Mpumep (config)> kabinet
(kabinet)>

(config)> no kabinet
Kabinet: :Authenticator: A configuration reset.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.02 JobaeneHa komaHaa kabinet.

3.81.1 kabinet access-level

OnucaHwue 3a4aTtb ypoBeHb goctyna ansa astopmsatopa KABINET. Mo ymonyaHuio
NCNONb3yeTcA YpoBeHb AocTyna internet.

KomaHaa ¢ npedunKcom no ycTaHaBNMBaET YPOBEHb MO YMOTYAHWIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(kabinet)> access-level <level»

(kabinet)> no access-level

AprymeHT 3HauyeHue OnuncaHwue

level lan 3HaueHVe ypoBHS JOCTyra.

internet

(kabinet)> access-level 1lan
Kabinet: :Authenticator: An access level set to "lan".

(kabinet)> access-level internet
Kabinet: :Authenticator: An access level set to "internet".

(kabinet)> no access-level
Kabinet: :Authenticator: An access level reset to "internet".

Bepcus OnucaHue

2.02 Job6aeneHa komaHaa kabinet access-level.

3.81.2 kabinet interface

OnuncaHwne
Mpe¢ukc no
MeHsieT HacTpoikmn

MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

MpuBasaTtb aBTopmsaTop KABINET K ykazaHHOMY nHTepdelicy.
KomaHaa ¢ npepunKCcoM no paspbiBaeT CBA3b.

Ja

Ja

Hert

(kabinet)> interface <interface>

(kabinet)> no interface

AprymeHTt 3HayeHue OnucaHue

interface

UHTepgeric

MonHoe nmsa nHTepdeinca Nin NCeBLOHNM.
CnncoK AOCTYMNHbIX NHTePdEicoB MOXHO
yBUAETb C NOMOLLbIO KoMaHAbI interface
[Tabl.

(kabinet)> interface [Tab]

Usage template:
interface {interface}
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UcTopusa nsmeHeHwnii

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0
AccessPoint

(kabinet)> interface ISP
Kabinet: :Authenticator: Bound to GigabitEthernetl.

(kabinet)> no interface
Kabinet: :Authenticator: Interface binding cleared.

Bepcus OnucaHue

2.02 JobaeneHa komaHaa kabinet interface.

3.81.3 kabinet password

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

3agaTb naponb and astopusatopa KABINET. Mo ymonuaHuoo naponb He
YyCTaHOBJEH.

KomaHaa ¢ npedurKcom no CTUpaeT 3HaueHne napons.
Aa

Ja

Het

(kabinet)>  password password

(kabinet)> no password

AprymeHT 3HauyeHue OnucaHwue

password CTpoka Maponb ans ayteHTUdGUKaLUN.

(kabinet)> password 123456789
Kabinet: :Authenticator: A password set.

(kabinet)> no password
Kabinet: :Authenticator: A password cleared.

Bepcus OnucaHue

2.02 JobasneHa komaHaa kabinet password.
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3.81.4 kabinet port

OnucaHue YcTaHoBUTbL NMOPT cepBepa Ans asTopmsatopa KABINET. o ymonyaHuio
ncnonb3yloTcd 3HadeHnsa 8314 nam 8899.

KomaHga ¢ npedunkcom no yctaHaBIMBaET MOPT MO YMOSUAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CunHoncmc (kabinet)>  port port>

(kabinet)> no port

AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne

port UYenoe uucro |Homep nopra.

Mpumep (kabinet)> port 12345
Kabinet: :Authenticator: A server port set.

(kabinet)> no port
Kabinet: :Authenticator: A server port reset.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.14 [JobaeneHa komaHaa kabinet port.

3.81.5 kabinet protocol-version

OnucaHwue 3aaaTtb Bepcuio NpoTokoa asTopusatopa KABINET. Mo ymonyaHwuio,
MNCNONb3YeTCH BEPCUSA MPOTOKOIA 2.

KomaHpaa c npedprkcom no Bo3BpaLLaeT 3HaUYeHe Mo yMONYaHUIO.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (kabinet)>  protocol-version «version
(kabinet)> no protocol-version
AprymeHTbI AprymeHT |3HaueHne |OnucaHue
version Ctpoka Bepcusa npotokona.
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Mpumep

UcTopuns nameHeHuii

(kabinet)> protocol-version 1
Kabinet: :Authenticator: A protocol version set to "1".

(kabinet)> no protocol-version
Kabinet::Authenticator: A protocol version reset to "2".

Bepcus OnucaHve

2.02 [JobaeneHa komaHaa kabinet protocol-version.

3.81.6 kabinet server

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3agaTb IP-agpec cepBepa ayteHTUduKaumm KABINET. Mo ymonyaHuio
ncnonesyetca IP 10.0.0. 1.

KomMaHga ¢ npedpurKcoM No ycTaHaBANBAET 3HAaYEHME MO YMOJTHYAHUIO.
Ja

Ja

Het

(kabinet)> server «address»

(kabinet)> no server

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec Azapec cepBepa ayTeHTUGMKaLUN.

(kabinet)> server 77.222.111.1
Kabinet: :Authenticator: A server address set.

(kabinet)> no server
Kabinet: :Authenticator: A server address reset.

Bepcus OnucaHve

2.02 JobaeneHa komaHaa kabinet server.

3.82 known host

OnucaHwue
Mpedunkc no

MeHsieT HacTpoiKkmn

Jlo6aBUTb YCTPOMCTBO AOMALLHEN ceTu.
Ja
[Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIl/i BBog, /[la

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config)> known host <names <mac»

(config)> no known host [ mac ]

AprymeHT 3HauyeHue OnuncaHwue

name CTtpoka Mpon3BobHOE NMS XOCTa.

mac MAC-agpec MAC-aapec xocrTa.

(config)> known host MY 00:0e:c6:a2:22:al
Core::KnownHosts: New host "MY" has been created.

(config)> no known host 00:0e:c6:a2:22:al
Core: :KnownHosts: Host 00:0e:c6:al:26:a8 has been removed.

Bepcus OnucaHue

2.00 Jo6aeneHa komaHaa known host.

3.83 mws acquire

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpouKKn

MHorokpaTtHbIiA BBOJ,

CuviHoncmc

AprymeHTsl

Mpumep

MpuvcoesHNTL HOBOE YCTPOICTBO K MIVS.

KomaHga ¢ npedurkcom no npekpallaet npucoejmHeHme.
Ja

Het

Het

(config)> mws acquire «candidates [eula-accept] [dpn-accept]
[no-update]

(config)> no mws acquire «candidate»

AprymeHT |3HauyeHue OnucaHue

candidate |Ctpoka ID yctpoiictBa — MAC-agpec nnn CID.

eula-accept |[KmwyeBoe cr080|BbinonHUTL KOMaHgy eula accept.

dpn-accept |Kmwyesoe cnoso|lNogTBepanTh npuHATHe DPN.

no-update |Kmoyesoe croso|lpucoegnHeHve 6e3 noaTBepPXAeHNS
O06HOB/IEHMA MPOLLUMBKN.

(config)> mws acquire abl409a2-0f87-11e8-8f23-3d5f5921b253 »
eula-accept
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UcTopusa nsmeHeHwnii

Mws::Controller: Candidate "abl409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.

(config)> mws acquire 7207838e-af7d-11e6-8029-25463bd03811 »
eula-accept dpn-accept no-update

Mws::Controller: Candidate "7207838e-af7d-11e6-8029-25463bd03811" »
acquire started.

(config)> no mws acquire 60:31:97:3f:36:00
Mws::Controller: Candidate "60:31:97:3f:36:00" acquire stopped.

Bepcus OnucaHue

2.15 [JlobaBneHa kOMaHAa mws acquire.

3.84 mws auto-ap-shutdown

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

Mpumep

NcTopus nsmeHeHum

BrknrounTb aBTOMaTryeckoe oTkntodeHue Tovek goctyna Wi-Fi cuctemsl npu
OTCYTCTBUMN €BA3W C KOHTPO/INepoMm. 1o yMON4aHUIO 3Ta HacTpolika
OTK/ItOYEHa.

KomaHga ¢ npedpurkcomM No OTK/HOUaET 3Ty BO3MOXHOCTb.
Aa
Ja

Het

I (config)> mws auto-ap-shutdown

I (config)> no mws auto-ap-shutdown

(config)> mws auto-ap-shutdown
Mws::Controller: Automatic access points shutdown enabled.

(config)> no mws auto-ap-shutdown
Mws: :Controller: Automatic access points shutdown disabled.

Bepcus OnucaHue

3.08 JobasneHa koMmaHaa mws auto-ap-shutdown.

3.85 mws backhaul shutdown

OnuncaHune

OTK/IIOUNTL CKPbITbIE 6eCNPOBOAHbIE CTYXXEOHbIE TOUKN AOCTYMNa ANS CIYXKObI
MWS. Mo ymonyaHuo HaCcTporika BKKOUEHa.

KomaHga ¢ I'Ipeq)I/IKCOM NO BK/IKOYAET CKPbITble TOYKNM A0CTYynMa.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

Cunoncuc I(config)> mws backhaul shutdown

I (config)> no mws backhaul shutdown

MNpumep (config)> mws backhaul shutdown
Mws: :Controller: Backhaul disabled.

(config)> no mws backhaul shutdown
Mws::Controller: Backhaul enabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.04 JobaBneHa komaHaa mws backhaul shutdown.

3.86 mws log stp

OnucaHune BrntounTtb nornposaHue STP gnsa nHtepdeiica. No3sonseT oTcIexXmBaTb
oTnpaBieHHble U NonyyYeHHble BPDU-nakeThl.

KomaHaa ¢ npepurKcom no oTKI0OYaEeT IOrMpoBaHme 415 3aaHHOro
NHTepoeiica. ECnv apryMeHT He yKa3aH, BeCb CMUCOK JIOrMpoBaHus STP byaeT
yZaneH.

Mpedunkc no Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBOg, [a

Cunoncnc (config)> mws log stp <interface
(config)> no mws log stp [ <interfaces ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interface UHTeppenc MonHoe nma nHTepderica A NCeBLOHUM.
Crnncok AOCTYMHbIX NHTEPPENCoB MOXKHO
YyBUAETb C MOMOLLIO KOMaHAbI interface
[Tab].
NMpumep (config)> mws log stp Bridge0
Network::Interface: :Rtx::WifiController: Enabled STP logging for »

"Bridge0".
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UcTopuns nameHeHuii

(config)> no mws log stp Bridge0
Network: :Interface: :Rtx::WifiController: Disabled STP logging »
for "Bridge0".

(config)> no mws log stp
Network::Interface: :Rtx::WifiController: Disabled all STP logging.

Bepcus OnucaHve

3.06 [JobaeneHa komaHaa mws log stp.

3.87 mws member

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

KomaHga c npedurkcomM no yaanseT 3anmcb 0 3axBa4eHHOM ycTporictae MIVS.
Ecnn BbINOIHNTE KOMaHAY 6e3 aprymMeHTa, TO BeCb CMNCOK 3aXBaYeHHbIX
YCTPOWCTB byAeT yaaneH.

Ja
Het

HeTt

(config)> no mws member [ member ]

AprymeHT 3HauyeHue OnucaHue

member Ctpoka ID yctpoiictBa — MAC-agpec nnwn CID.

(config)> mws no member 2937a388-0d00-11e7-8029-7119319f930e
Mws: :MemberList: Member 2937a388-0d00-11e7-8029-7119319f930e »
pending factory reset.

Bepcusa OnucaHue

2.15 JobaBneHa komaHaa mws member.

3.88 mws member check-update

OnucaHwue
MNpedukc no

MeHsieT HacTpoiKmn

3anycTnTb NPOBEPKY OBHOBNEHWIA AN 3aXBaYeHHOro ycTporictea MIVS.
Het

HeTt

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

I (config)>  mws member <nember> check-update
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

member CTpoka ID ycTtpoiictBa — MAC-agpec nau CID.

(config)> mws member ahl409a2-0f87-11e8-8f23-3d5f5921b253 »
check-update

Mws: :MemberList: Member "50:ff:20:08:7a:6a" »
(abl1409a2-0f87-11e8-8f23-3d5f5921b253) checking for an update.

Bepcus OnucaHve

2.15 JobasneHa komaHaa mws member check-update.

3.89 mws member debug

OnuncaHwme

Mpedukc no
MeHseT HacTpPoIAKK
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

BinrounTb 0TNasKy 3axBaveHHoro yctpoiictaa MIVS. Mo ymondaHuo napameTp
OTK/HOYEH.

KomaHga c npedurkcom no oTkIoHaeT HaCTPOKY.
Ja

Ja

Het

(config)>  mws member <members debug

(config)> no mws member <members debug

AprymeHT 3HayeHue OnuncaHwue

member Ctpoka ID ycTpoiictBa — MAC-agpec nan CID.

(config)> mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug enabled.

(config)> no mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug disabled.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHaa mws member debug.

346

CnpaBoyHuK kKoMmaHa — Air (KN-1610)



naBa 3 OnncaHme KOMaHA,

3.90 mws member dpn-accept

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

MpuHATL cornaweHne DPN ana 3axBayeHHOro ycrpoiicraa MIVS.
Het
Het

Het

(config)>  mws member <member; dpn-accept

AprymeHT 3HauyeHue OnuncaHwue

member Ctpoka ID ycTpoiictea — MAC-agpec nawn CID.

(config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 »
dpn-accept

Mws::Controller: Candidate "ab1409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHAa mws member dpn-accept.

3.91 mws revisit

OnucaHune

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

MepeynTaTb COCTOAHME NOTEHUMAaNBLHOrO ycTporcTea MIVS.

Ja
Het

Het

(config)> mws revisit «candidate»

(config)> no mws revisit «candidate»

AprymeHT 3HauyeHue OnuncaHwue

candidate Ctpoka ID ycTpoiictBa — MAC-agpec nan CID.

(config)> mws revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit started.

(config)> mws no revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit stopped.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.15 JobaBneHa kKOMaHAa MWS revisit.

3.92 mws zone

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

OrpaHnunTb 06/1aCTb MOAKNHOYEHWS KIWEHTCKOrO YCTPOMCTBA YKa3aHHbIMN
y3namu MIWS.

KomaHga ¢ npedunKcom no yaanseTt ykazaHHYH HacTporiky. Ecnm Beectun
KOMaHZAy 6e3 apryMeHToB, byAeT yaneH BECTb CMNCOK OrPaHNYEHWIA,

Ja

Het
Ja
(config)> mws zone anac> «cid»

(config)> no mws zone [ wmac> «cids ]

AprymeHT 3HauyeHue OnucaHwue

mac MAC-appec MAC-agpec KIMeHTCKOoro yctponcraa. OH
JO/MKEH BbITb 3aperncTprupoBaH Kak
N3BECTHbI XOCT.

cid CID NaeHTndunkaTop yana MIVS.

(config)> mws zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeh8d6

Mws: :Controller: Added zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone 11:22:33:ec:58:e2 »
12298160-d886-11e7-9396-176971eeh8d6

Mws: :Controller: Deleted zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone
Mws::Controller: Cleared all zones.

Bepcus OnucaHve

3.06 JobaBneHa KOMaHAa mws zone.

3.93 nextdns

OnucaHune

JocTtyn K rpynne KoMaHa ans HacTpokn npoduneii NextDNS.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

Het
Het
Het

(nextdns)

I (config)> nextdns

(config)> nextdns
Core::Configurator: Done.

(nextdns)>
Bepcus OnucaHue
3.08 JobaBneHa komaHAaa netxdns.

3.93.1 nextdns assign

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Ha3HaunTb Npoduab 3amThl XOCTY. 10 yMONYaHMIO AN1A BCEX XOCTOB U
NOKaNbHbIX CETeBbIX CErMEHTOB NCMONb3yeTcst Npodunb system default.

KomaHgaa c npedrikcom no Bo3BpaLLlaeT 3HaueHre No yMonyaHuo — npodusib
system default.

Aa
Ja
Ja

(nextdns)> assign (<host> <tokens | interface «ifaces <tokens | <token

)

(nextdns)> no assign [<host> | «<ifaces]

AprymeHT 3HauyeHue OnucaHue

host MAC-agpec MAC-aapec xocrTa.

token lenoe umcno |TokeH ayTeHTUdUKaLum (ID).

iface UHTeppenc MonHoe nma nHTepderica nam NCeBLOHUM.

(nextdns)> assign 11:24:c4:54:bc:59 1f2a36
NextDns::Client: Reassociated host "11:24:c4:54:bc:59" with »
profile "1f2a36".

(nextdns)> assign interface Home 1f2a36
NextDns::Client: Associated interface "Home" with profile »
"1f2a36".
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(nextdns)> no assign 11:24:c4:54:bc:59
NextDns::Client: Removed profile for host "11:24:c4:54:bc:59".

(nextdns)> no assign Bridge0
NextDns::Client: Removed profile for interface "Bridge0".

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.08 [JobaeneHa komaHaa nextdns assign.

3.93.2 nextdns authenticate

OnucaHune YKa3zaTb NOruMH Ansa ydeTHon 3anmcm NextDNS.
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Cunoncuc (nextdns)>  authenticate <logins passworad [ pins ]
(nextdns)> no authenticate
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
login CTpoka JlorvH yyeTtHom 3anucm NextDNS.
password Ctpoka Maponb yyeTHOM 3anucn NextDNS.
pin CTpoka PIN-kog ansa ydeTHom 3anmcm NextDNS.,
Mpumep (nextdns)> authenticate account@gmail.com 123456789 1234
NextDns::Client: Authenticated successfully.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

3.08 JlobaBneHa koMaHa nextdns authenticate.

3.93.3 nextdns authtoken

OnucaHune YKa3aTb TOKeH aBTOpM3aunm ana yuetHom 3anncn NextDNS.
KomaHza ¢ npedurKcom no yaanseT TOKeH.

Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOog, Het
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CuHoncuc (nextdns)>  authtoken <authtoken>

(nextdns)> no authtoken

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

NextDNS.

authtoken CTpoka TokeH aBTopu3aumu (ID) ana y4eTHON 3anmncu

Mpumep (nextdns)> authtoken 1f2a36
NextDns::Client: Set authentication token.

(nextdns)> no authtoken
NextDns::Client: Cleared authentication token.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

3.08 JlobaBneHa koMmaHaa nextdns authtoken.

3.93.4 nextdns check-availability
OnucaHune MpoBepuTb AOCTYNHOCTb CAyX6bl NextDNS.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (nextdns)>  check-availability
Mpumep (nextdns)> check-availability

NextDns::Client: NextDNS DNS-over-HTTPS is available.
VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

3.08 [Jlo6aBneHa komaHaa nextdns check-availability.
3.94 ndns
OnucaHwue JocTtyn K rpynne KoMaHA ans ynpasneHus cnyxxé6oih KeenDNS.
Mpedukc no Het

MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

BxoxxaeHue B rpynny (ndns)
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I (config)> ndns

(config)> ndns
Core::Configurator: Done.

Bepcus OnucaHve

2.07 JobaeneHa komaHaa ndns.

3.94.1 ndns book-name

OnucaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

3apesepBupoBaTb UMs XocTa B DNS.

Ansa nepegayn 3ape3epBMPOBAHHOIO MMEHM XOCTa Ha ApYroe yCTPoriCcTBO
Keenetic ncnonebsyetcsa napametp transfer-code.

ANa nepesayun MeHn XoctTa Heo6X0ANMO:

1. BbINOMHWTL KOMaHAy € napameTpoM transfer-code Ha nepegatoLLein
CTOpOHe.

2. BbIMOIHUTBL Ty XXe caMyto KOMaHZy € TeMU e caMbIMU NapamMeTpamMin Ha
NPUHMMatOLLIeli CTOPOHE.

Ctpok geinctBus transfer-code ogHa Hegens.
Het
Ja

Het

(ndns)>  book-name name> <domain» [«accesss [ipv6 <access6)] |
<transfer-code> ]

AprymeHT 3HaueHune |OnucaHue
name CTpoka Vimsa xocTa ans pesepBMpoBaHus.
domain CTpoka [lomeH BTOpPOro ypoBHsA.
access auto ABTOMaTUYECKMIA TUM AOCTYNa.
cloud Vimsa xocTa 3apermnctpupoBaHo Ha IP-agpec

obnauHoro cepepa, HTTP-Tpaduk
TYHHenupyeTcs Ha Air.

direct Mma xocTa 3aperncTtprpoBaHo Ha
WAN-agpec Air.
access6 cloud BkntounTb 06nauHbIlv pexim ans

IPv6-aapeca.
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AprymeHT 3HauyeHne |OnucaHue
transfer-code |Hex Kog ansa nepesayvt UMeHU apyromy
ycTporicty Keenetic. AnnHa koga 32
c1mBoOna.
Mpumep (ndns)> book-name myhome23 keenetic.pro

v

NDSS: :ndns/bookName
The name booking was

done, layout = view, title
(Public DNS Hostname Booking), sub-title
successful.:

v

v

client, geo = RU, ip = 193.0.174.200, format =
clean, date = 2019-05-23T09:46:54.536Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:46:51.013Z
address: 193.0.174.200
access: direct
accessb6: none
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:

columns:
column, id = type, title = Type:
column, id = peer, title = Peer:

column, id detail, title = Detail:

column, id = elapsed, title = Time, »

variant = period, scale = 1:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndss111lh2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513" , "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
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peer = ndss111h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllh2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 27, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 27, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssl120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 67, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 68, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 70, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513" , "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 79, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited.:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated:
193.0.174.200:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
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executed.:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 97, origin = »
[TaskUdpSingle "ndssl1120l.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-5-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 106, origin = »
[TaskUdpSingle "ndssl11lh2.ndm9.xyz" [MsgNdssMessage »
["rohs/bodFiraliz", "014635/373/4613" ' mphore3", "keretic.pro®, "198.0.174.200", '+ :2" ,undefined, "2019-C5-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss11l1lr3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "e46H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3465, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3520, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:
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Ndns::Client: Booked "myhome23.keenetic.pro".

(ndns)> book-name nnttnn keenetic.pro »
121d567f901a345b289¢c121b567c903c

done, layout = view, title = NDSS::ndns/bookName »
(Public DNS Hostname Booking), sub-title

The name booking was successful.: client, geo = RU, ip = »
193.0.174.137, format =
clean, date = 2018-12-13T09:04:41.939Z, standalone = false:
fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:

field, name = updated, title = Updated, type »
= date, variant = date:
field,
field,
unknown:
field, name
field, name
unknown:

field,

= address, title IP Address:
= access, title = Access Mode »

name
name

IP4, default

IPv6 Address:
Access Mode »

address6, title
accessb, title

IPv6, default

name transfer, title Transfer:
nnttnn

keenetic.pro

LE

2018-12-13T08:47:11.014Z

0.0.0.0

name:
domain:
acme:
updated:
address:

access:
access6:
transfer:

cloud
none
true

suffix, layout = message, code = 200, message = »

The name booking was successful.:

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:

column, id = t, title = Time, variant »

= period, scale 1:

item, hl = false, o start, d =

[TaskBookName, {"name":"nnttnn", "domain":
>

"keenetic.pro","license":"730102642155400"}], t = 0:

item, hl = false, o = lock-local,
the name is locked (for current transaction), t g

item, hl = false, o = cluster, d
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quorumRemaining: 2, quorumPossible: 4, quorumTotal: 4, t = 1:

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJl/Wh1606j1Am1M"),
dst="/192.168.21.14:17047")], [MsgCack], quorumLeft=2, t = 10:

\J

\j

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('1lc+3/pP6zaljuE5w'),
dst="/88.198.177.100:17047")]1, [MsgCack], quorumLeft=1, t = 57:

\J

\j

\J

item, hl = false, o = lock-reply, d =
Quorum reached, finalizing, t = 57:

item, hl = false, o finalize, d = »

local changes commited., t = 65:

item, hl
address updated: 0.0.0.0, t = 77:

false, o refreshed, d = »

finalize, d = »

item, hl = false, o
post-process triggers executed., t = 77:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")], [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSels'),
dst="/88.198.177.100:16047")]1, [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d = »
Done, all replies collected., t = 79:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1iM'),
dst="/192.168.21.14:17047")]1, [MsgCack], t = 84:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('1lc+3/pP6zalUjuE5w"'),
dst="/88.198.177.100:17047")1, [MsgCack], t = 126:

\j

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")]1, [MsgCack], t = 133:

\J

\j

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS

\J
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\J

key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSels"'),
dst="/88.198.177.100:16047")1, [MsgCack], t = 145:

item, hl = false, o = commit-reply, d
= Commit stage complete., t = 146:

\J

item, hl = false, o = complete, d = All »
done., t = 146:

Ndns::Client: Booked "nnttnn.keenetic.pro".

(ndns)> book-name myhome23 keenetic.pro cloud ipv6 cloud

NDSS: : ndns/bookName »
The name booking was »

done, layout = view, title
(Public DNS Hostname Booking), sub-title
successful.:

client, geo = RU, ip = 193.0.174.200, format = »
clean, date = 2019-05-23T09:12:29.1457Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:12:16.197Z
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
column, id = type, title

Type:

Peer:

column, id peer, title
column, id = detail, title = Detail:

column, id = elapsed, title = Time, »
variant = period, scale = 1:
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item, elapsed = 11, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 11, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 17, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 18, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssl120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndss11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllol.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 25, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited.:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated: »
0.0.0.0:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed.:
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item, elapsed = 49, origin = »
[TaskUdpSingle "ndssl1120l.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : ;" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 49, origin = »
[TaskUdpSingle "ndsslllol.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : :" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndssll11lol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss1llr3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 51, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 80, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : :" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 122, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : :" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 165, origin = »
[TaskUdpSingle "ndsslllr3.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphame3", “keenetic.pro”, "0.0.0.0", " : ;" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:
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item, elapsed = 166, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:

Ndns::Client: Booked "myhome23.keenetic.pro".

WcTopusa nsmeHeHum Bepcus onuvcaHve
2.07 JobaBneHa komaHaa ndns book-name.
2.14 [JobaeneH napameTp ipvé.

3.94.2 ndns check-name

OnucaHwue MpoBepnTb AOCTYNHOCTb UMEHW XOCTa AN pe3epBaunm.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CviHoncmc

(ndns)>  check-name name>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
name CTpoka MimMs xocTa gnsa pesepBMpoBaHnS.
Mpumep (ndns)> check-name testname
list:
item:
name: testname
domain: mykeenetic.by
available: no
item:
name: testname
domain: mykeenetic.kz
available: yes
item:
name: testname
domain: mykeenetic.ru
available: yes
item:
name: testname
domain: mykeenetic.com
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available: yes

item:
name: testname
domain: mykeenetic.net
available: yes

Ndns::Client: Check completed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.07 Jo6aeneHa komaHaa ndns check-name.

3.94.3 ndns drop-name

OnucaHue OTMeHNTbL pernctpauuno nmeHu xocta B DNS.
Mpe¢ukc no Het

MeHsieT HacTpolikm  /[la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (ndns)>  drop-name <name> <domain»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Crpoka VMg xocTa ana yaaneHusa ns DNS.
domain CTpoka JloMeH BTOpPOro ypoBHS.
Npumep (ndns)> drop-name testname mykeenetic.net

done, title = NDSS::ndns/dropName (Delete DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:
client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
22T10:52:35.685Z, standalone = false:
reason: The name is un-booked.

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title Detail:
column, id = t, title = Time, variant = »

period, scale = 1:

item, hl = false, o = start, d = »
[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0:
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item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:
item, hl = false, o
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:
item, hl = false, o
Success: prepare, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")]1, [MsgCack], quorumLeft=2, t = 55:
item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1, t = 72:
item, hl = false, o = lock-reply, d = Quorum »
reached, finalizing, t = 73:
item, hl = false, o = finalize, d = local »
changes commited., t = 79:
item, hl = false, o = refreshed, d = address »

cluster, d = »

lock-reply, d = »

cleared, t = 85:

item, hl = false, o finalize, d = »
post-process triggers executed., t = 85:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 134:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], t = 161:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk"'),
dst="/148.251.129.152:17047")], [MsgCack], quorumLeft=0, t = 231:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 3608:

item, hl = false, o = complete, d = All »
done., t = 3608:

Ndns::Client: Dropped "testname.mykeenetic.net".

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

2.07 JobasneHa komaHaa ndns drop-name.
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3.94.4 ndns get-booked

OnucaHune Mony4unTb akTyanbHy0 MHPOPMALMIO C cepBepa O TekyLleMm
3apesepBMPOBaHHOM MMeHN xocTa B DNS.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHOroKpaTHbIVi BBog, HeT
CuHoncurc I (ndns)>  get-booked

Mpumep (ndns)> get-booked

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 41.189.34.56, format = »

xml, date = 2017-09-
14708:30:19.266Z, standalone = false:

menu, src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:

field, name = domain, title = Domain Name:

field, name address, title = IP Address:

field, name = updated, title = Updated, type »
= date, variant = date:

field, name = access, title = Access Mode, »
default = unknown:

field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: 2017-09-11T11:27:32.167Z
access: direct
transfer: false

Ndns::Client: Get-booked completed.
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VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.08 [JobaeneHa komaHza ndns get-booked.

3.94.5 ndns get-update

OonucaHune O6HOBUTL perncTpauuio MMeHn xocta B DNS Ha cepBepe.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (ndns)>  get-update [<access> [ipv6 access6»]]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
access auto ABTOMaTMYeCKMIA TUM AOCTYNa.
cloud ViMsa XocTa 3apernctpmpoBaHo Ha IP-agpec

obnayvHoro cepsepa, HTTP-Tpadumk
TYHHenupyetcs Ha Air.

direct Mms xocTa 3apermncrtpmposaHo Ha WAN-agpec
Air. KomaHaa no3BosseT BKAUYUTb
noaaepxky Static NAT (NAT 1-1) co CTOPOHbI
cepBepa B napameTpax KeenDNS.

access6b cloud BKNtouMTb 06NaYHBIN pexmMm ans
IPv6-agpecos.

Mpumep (ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):

client, geo = RU, ip = 81.200.27.56, format = »
xml, date = 2016-09-
22T12:07:32.746Z, standalone = false:
menu, src = »

/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = address, title = IP Address:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = access, title = Access Mode, »

default = unknown:
field, name = transfer, title = Transfer:
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name:
domain:
address:
updated:
access:
transfer:

testname

mykeenetic.net
81.200.27.56
2016-09-22T12:07:32.744Z
direct

false

Ndns::Client: Get-update completed.

(ndns)> get-update cloud ipv6 cloud

done, layout = view, title = »

NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):

>

client, geo = RU, ip = 193.0.174.168, format

xml, date = 2019-05-21T15:26:45.552Z, standalone = false:
menu, src
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

>

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:

field, name = updated, title = Updated, type »
= date, variant = date:
field,
field,
(ip4), default = unknown:
field, name
field, name
unknown:

field,

address, title IP Address:
access, title = Access Mode

name
name

address6, title IPv6 Address:
access6, title = Access Mode

(ipv6), default

name transfer, title Transfer:
name:
domain:
acme:
address:
access:
address6:
access6:
updated:
transfer:

mytest

keenetic.pro

LE

0.0.0.0

cloud

cloud
2019-05-21T15:26:45.547Z
false

Ndns::Client: Get-update completed.

(ndns)> get-update direct

done, layout = view, title = »

NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):

193.0.174.159, format
standalone false:

>

client, geo = RU, ip
2019-11-13T16:53:30.782Z,
menu, src

/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

xml, date

>

366

CnpaBoyHuK kKoMmaHa — Air (KN-1610)



naBa 3 OnncaHme KOMaHA,

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
(ip4), default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
(ipv6), default = unknown:
field, name = transfer, title = Transfer:

name: myworknow
domain: keenetic.link
acme: LE
address: 193.0.174.159
access: direct
access6: none
updated: 2019-11-13T16:50:34.298Z
transfer: false

WcTopusa nsmeHeHum Bepcus onuvcaHve
2.07 JobasneHa komaHaa ndns get-update.
2.14 [JobaeneH napameTtp ipvé.

3.95 ntce

OnucaHune JocTtyn K rpynne KomaHa Ana HacTporiku cepsuca NTCE.
MNpedukc no Het
MeHsieT HacTpouikm  Het
MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (config-ntce)

CuHoncuc I(conﬁgp> ntce

MNpumep (config)> ntce
(config-ntce)>

WcTopuns nsmeHeHunit |Bepcus OonucaHue

3.07 JobaBneHa komaHaa ntce.
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3.95.1 ntce debug

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb 0Tnag0uHbIA pexum ansa cepuca NTCE. Mo ymondaHuto yHKLMSA
OTK/tOYEHa.

KomaHga ¢ npedprKcoM no OTK/I0UaEeT HaCTPOWKY.
Ja
Ja

Het

I (config-ntce)>  debug

I (config-ntce)> no debug

(config-ntce)> debug
Ntce::Manager: Enabled debug.

(config-ntce)> no debug
Ntce: :Manager: Disabled debug.

Bepcus OnucaHve

3.07 JobasneHa komaHaa ntce debug.

3.95.2 ntce memory-watcher

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

BKAHOUNTL MexaHM3M HabloAeHNs 3a Harpy3kor Ha NamaATb AN CTyX6bl
NTCE. Mo ymonyaHuio GyHKLNSA BKAKOYEHA.

KomaHga ¢ npedrkcomM no oTKAKoYaeT HaCTPOKY.
Ja
Ja

HeT

I (config-ntce)> memory-watcher

I (config-ntce)> no memory-watcher

(config-ntce)> memory-watcher
Ntce::Manager: Enabled automatic memory pressure handler.

(config-ntce)> no memory-watcher
Ntce::Manager: Disabled automatic memory pressure handler.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.08

[JobasneHa KkomaHza ntce memory-watcher.

3.95.3 ntce qos category priority

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nsmeHeHnii

3.95.4 ntce qos enable

OnuncaHwne

YKasaTb NPUOpUTETHLI A/ KaTeropuii Tpaduka.

KomaHga ¢ I'IpEd)I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmon4aHuio.

Ja
Aa

Het

(config-ntce)>

qos category «categoryspriority priority:

(config-ntce)> qos category «categorysno priority

AprymeHT 3HaueHue OnucaHue
category calling 0 HauBbICLWIWIA,
gaming 0 Kpntnueckuia.
streaming O BbICOKUIA.
work O MNMoBbILWEHHbINA.
surfing O CpegHuia.
other 0 HopManbHbI (N0 yMOAYaHMIO).
filetransfering |0 Huskui.
priority Uenoe uucno 3HayeHue npnopuTteTa. Moxer

NPUHMMaTL 3HayYeHna B Nnpejenax ot 1
ho 7.

(config-ntce)> qos category work priority 7
Ntce::Manager: Set category "work" priority to "7".

(config-ntce)> qos category other no priority
Ntce::Manager: Reset QoS priority for category "work".

Bepcus

OnucaHune

3.08

JobasneHa KOMaHAa ntce qos category priority.

BikntounTs IntelliQoS, koTopblin o6ecneyrBaeT BXOAALLYIO N MCXOASALLYHO
noJsiocy NponyckaHUs ANst TPUOPUTETHBIX MPUIOXKEHWIA 1 33434 C MOMOLLbHO
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npesBapuTeNbHO ONpeeneHHbIX FPynmn KaTeropuia. Mo ymondaHuo cnyxéa
OTK/IHOYEHa.

KomaHaa ¢ npepurKCcom no oTKNHOYaeT HAaCTPOUKY.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-ntce)> qos enable
I (config-ntce)> no qos enable
Npumep (config-ntce)> gos enable
Ntce::Manager: Enabled QoS.
(config-ntce)> no gqos enable
Ntce::Manager: Disabled QoS.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
3.07 JobasneHa koMaHaa ntce qos enable.
3.96 ntp
OnucaHwue JocTyn Kk HacTpolike NTP-knueHTa.

KomaHga c npedrikcom no cobpacbiBaeT HacTpolkn NTP-KAneHTa B HaCTPOMKIN
MO yMONYaHUIO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> no ntp
MNpumep (config)> no ntp

Ntp::Client: Configuration reset.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa koMaHza ntp.
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3.97 ntp server

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Jlo6aBuTb B cnucok HOBbI NTP-cepBep. MOXHO A06aBUTL He bonee 8
NTP-cepBepoB.

KomaHga c npedurkcom no yganset NTP-cepBep 13 cnuncka. Ecav BeINOAHUTL
KOMaHZAy 6e3 aprymeHTa, To Becb Cnncok NTP-cepBepoB byAeT OUMLLIEH.

Ja
Ja
Aa
(config)> ntp server <server;

(config)> no ntp server [ <servers]

AprymeHT 3HauyeHue OnuncaHwue

server Ctpoka Appec NTP-cepBepa.

(config)> ntp server pool.ntp.org
Ntp::Client: Server "pool.ntp.org" has been added.

(config)> no ntp server
Ntp::Client: ALl NTP servers removed.

Bepcus OnucaHve

2.00 Jlo6aBneHa KoMaHAa ntp server.

3.98 ntp sync-period

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

YCTaHOBUTb nepumnoj CMHXpOHM3aunn BpeMeHN. Mo YMOTHaHNIO NCMNO/1b3YETCA
3HayeHue 1 Hegens.

KomaHga ¢ npedrKkcom no ycTaHaBAMBAET BPEMS CUHXPOHU3ALMN MO
YMONYaHWUIO.

Ja

Aa

Het

I (config)> ntp sync-period «period>

I (config)> no ntp sync-period
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

period lenoe 4ucno |Bpemsi CMHXpPOHU3aLMN, B MUHYTaX. MoxeT
NpMHMMaTL 3HaYeHus B rnpegenax ot 60
MUHYT o 1 mecaua.

(config)> ntp sync-period 60
Ntp::Client: A synchronization period set to 60 minutes.

(config)> no ntp sync-period
Ntp::Client: Synchronization period value reset.

Bepcus OnucaHve

2.00 Jlo6aBneHa koMaHaa ntp sync-period.

3.99 ping-check profile

OnucaHune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

JocTtyn K rpynne KOMaHA 4158 HaCTPOMKM BeibpaHHoro npodwunsa Ping Check.
Echv npodunb He HalfeH, KOMaHAa MblTaeTcs ero co3aathb.

KomaHga c npedurkcom no yaanset npodunb Ping Check.
Ja

Ja

Ja

(config-pchk)

(config)> ping-check profile name>

(config)> no ping-check profile name>

AprymeHT 3HauyeHue OnucaHwue

name CTpoka Wmsa npodunnsa Ping Check. CNCOK JOCTYMHbIX
Ansi Bblbopa npoduneri MOXHO yBUAETL BBeas

koMaHgay ping-check profile [Tab].

(config)> ping-check profile [Tab]

Usage template:
profile {name}

Choose:
TEST
MYMY
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UcTopuns nameHeHuii

(config)> ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been created.
(config-pchk)>

(config)> no ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been deleted.

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHaa ping-check profile.

3.99.1 ping-check profile host

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHum

YkazaTtb yAaHEHHbIVI XOCT And teCtTmpoBaHuA. Mo yMO/l4aHWKo, agpec XoCTa
Ha3Ha4aeTcd B COOTBETCTBUN C KOAOM CTPaHbI.

KomaHza ¢ npedpurKcom no yaanseT nmsi XocTa.
Ja

Aa

Het

(config-pchk)>  host <host>

(config-pchk)> no host [ <host> ]

AprymeHT 3HauyeHue OnuncaHwue

host Wms xocTa ViMa nnu agpec yaaneHHoro xocra.

(config-pchk)> host 8.8.8.8
PingCheck: :Profile: "test": add host "8.8.8.8" for testing.

(config-pchk)> host google.com
PingCheck: :Profile: "test": add host "google.com" for testing.

(config-pchk)> no host
PingCheck::Profile: "test": hosts cleared.

Bepcus OnucaHue

2.04 JobasneHa komaHaa ping-check profile host.

3.99.2 ping-check profile max-fails

OnuncaHune

YKa3zaTb KONNYECTBO NOC/1e0BaTe/IbHbIX HeyAa4YHbIX 3anpoCoB K yaaneHHOMY
XOCTY, MO AOCTUXEHMIO KOTOPOro MHTEPHET Ha MHTepdeiice cumTaeTcs
OTCyTCTBYHOLWMM. [10 yMONYAHMIO MCMONb3YeTCs 3HaYeHue 5.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

KomaHza ¢ npedprKcom no Bo3BpaLLAeT 3HAUYEHME MO0 YMOIYAHUIO,
Ja

Aa

Het

(config-pchk)>  max-fails «count»

(config-pchk)> no max-fails

AprymeHT 3HauyeHue OnuncaHwue

count lenoe 4ucno |Konnmuyecrso HeyAauHbIX 3anpocos. Moxer
nprHMMaTb 3Ha4YeHusa B nNpegenax ot 1 40 10

BKNHOUYNTENbHO.

(config-pchk)> max-fails 7
PingCheck: :Profile: "test": uses 7 fail count for disabling »
interface.

(config-pchk)> no max-fails
PingCheck: :Profile: "test": fail count is reset to 5.

Bepcus OnucaHue

2.04 JobasneHa komaHaa ping-check profile max-fails.

3.99.3 ping-check profile min-success

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

YKa3aTb KOJIM4eCcTBO nociejoBaTe/IbHbIX YAaUHbIX 3aMpoCcoB K yaaieHHOMY
XOCTY, MO AOCTUXXEHMIO KOTOPOro MHTEPHET Ha nHTepdeice cunTaeTcs
HaNNYecTBYOLWMM. 10 YMOJTYaHUIO NCMOb3YeTCA 3HaveHune 5.

KomaHgaa ¢ npedprKcom no Bo3BpaLLaeT 3HaYeHNEe N0 YMOAYaHUIO.

Ja

Ja

Het

I (config-pchk)>  min-success «count»

I (config-pchk)> no min-success
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

count

Llenoe u4ucno

Konnuectso ygauHbIxX 3anpocos. MoxeT
nprHMMaTb 3Ha4YeHua B Npegenax ot 1 40 10

BK/TOYNTEJIbHO.

(config-pchk)> min-success 3

PingCheck: :Profile:
interface.

"test": uses 3 success count for enabling »

(config-pchk)> no min-success

PingCheck: :Profile:

"test": success count is reset to 5.

Bepcusa

OnucaHue

2.04

Jlo6aBneHa komaHga ping-check profile min-success.

3.99.4 ping-check profile mode

OnucaHune
Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

YcTaHoBUTE pexunm Ping Check. Mo yMon4YaHWMIO yCTaHOB/IEHO 3HayeHve icmp.

Het

Ja

Het

(config-pchk)>  mode wmode>

AprymeHT 3HauyeHue OnucaHwue
mode icmp TecTnpoBaHMe JOCTYNHOCTU YAaeHHOro
X0CTa 6y/leT OCyLLeCTBASATLCA NOCPeACTBOM
oTnpaeku emy ICMP-echo request (ping).
connect TectnpoBaHue fOCTYNMHOCTY YAaN1€HHOTO

X0CTa 6yzeT OCyLLeCcTBAATHCS NOCPeACTBOM
ycTaHoBKM TCP-NoAKAOYEHNS HA 3a4aHHbIN
noprT.

(config-pchk)> mode connect
PingCheck: :Profile: profile "TEST" uses connect mode.

Bepcus

OnucaHue

2.04

Job6asneHa komaHaa ping-check profile mode.
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3.99.5 ping-check profile port

OonuncaHmne YKasaTb NOpT 418 NOAKAOYEHNS K yAaneHHOMY XocTy. HacTpolika nmeet
CMbICA Npu pexxume Ping Check connect (cM. komaHay ping-check profile

mode).

KomaHza ¢ npedurKcomM no yaansieT HacTpoiiky.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-pchk)>  port port>
(config-pchk)> no port
AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne
port lenoe 4ucno |Homep nopta. MoxeT NpUHMMATL 3HaUeHNs
B npegenax oT 1 Ao 65534 BkoUUTENBHO.
Mpumep (config-pchk)> port 80

PingCheck::Profile: "test":

(config-pchk)> no port

PingCheck: :Profile: "test":

uses port 80 for testing.

port is cleared.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.04

Jo6aBneHa komaHaa ping-check profile port.

3.99.6 ping-check profile power-cycle

OonucaHue BktounTh ynpaBneHve nutaHneM ceTeBoro nHTepdeiica USB. Mo ymonyaHuio

BK/1FOYEHO.

KomaHza c nped1KcomM no oTKAOYAET HaCTPOWAKY.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het

CuvHoncuc

I (config-pchk)> no power-cycle

I (config-pchk)>  power-cycle

376

CnpaBoyHuK kKoMmaHa — Air (KN-1610)




naBa 3 OnncaHme KOMaHA,

Mpumep (config-pchk)> power-cycle
PingCheck: :Profile: "test": enabled USB power cycle.

(config-pchk)> power-cycle
PingCheck: :Profile: "test": disabled USB power cycle.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jlo6aBneHa komaHga ping-check profile power-cycle.

3.99.7 ping-check profile timeout

OnucaHune YCTaHOBUTb MakcMasibHoe BpeMA OXKMAaHNA OTBETa yAa/1EHHOIO XO0CTa Ha
O4WVH 3anpoc B ceKyHAax. Mo YMOJIHaHWIO NCMO/Ib3YeTCA 3HaveHue 2.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaYeHMe M0 YMOTHaHNIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het

CuHoncuc (config-pchk)>  timeout «timeout>

(config-pchk)> no timeout

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

timeout UYenoe uucro |Bpemsa oxvgaHusa B cekyHAaax. MoxeT
nprHMMaTb 3Ha4YeHusa B Npegenax ot 1 40 10
BKJIKOUYNTENBHO.

Mpumep (config-pchk)> timeout 4
PingCheck: :Profile: "test": timeout is changed to 4 seconds.

(config-pchk)> no timeout
PingCheck: :Profile: "test": timeout is reset to 2.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 Jlo6aBneHa komaHaa ping-check profile timeout.

3.99.8 ping-check profile update-interval
OnucaHwue YCTaHOBUTb NEPUOAMYHOCTE BbIMOJHEHWA NpoBepok Ping Check.
Mpedukc no Het

MeHsieT HacTpoiikn  [la
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-pchk)>  update-interval <seconds>
AprymeHTbl AprymeHT |3HaueHme |OnucaHue
seconds Uenoe umucno |Mepunog obHOBNEHUS B cekyHAax. MoxeT
NPUHMMAaTL 3HAYeHWs B Npejenax oT 3 40
3600 BKIHOUNTENBHO.
Mpumep (config-pchk)> update-interval 60
PingCheck: :Profile: "test": update interval is changed to 60 »
seconds.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue
2.04 JobasneHa koMmaHga ping-check profile
update-interval.

3.100 ppe

OnucaHwne BKNHOUMTL MeXaHM3M NakeTHOM 06paboTkK. Mo yMOAYaHUIO HacTpoiika
BK/IHOYEHa.

KomaHga ¢ npednkcom no oTKIoYaeT BblIOpaHHbI yCKOpUTeb.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CunHoncuc (config)>  ppe «engines

(config)> no ppe [<engines]

AprymeHTbI AprymeHT | 3HaueHune OnucaHue

engine |software MporpaMMHBbI ycKopUTenb.

MNpumep (config)> ppe software
Network::Interface: :Rtx::Ppe: Software PPE enabled.

(config)> no ppe
Network::Interface: :Rtx::Ppe: All PPE disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JlobasneHa KomaHza ppe.
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2.05 JobaBneH aprymeHT engine.

3.101 pppoe pass

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

BkntounTb GYHKLMIO CKBO3HOrO nponyckaHusa. MoxHo Beectn 4o 10
JIOKafbHbIX CeTeBbIX Y3/10B.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLUMIO.
Ja

Ja

Het

Ethernet

(config)>  pppoe pass through wan-iface <lan-iface>

(config)> no pppoe pass through

AprymeHT 3HauyeHue OnuncaHwue

wan-iface UHTepgeiic HauvanbHbI MHTepdenc — NoHoe Ha3BaHMe
WAN-nHTepdeiica nan ero anvac.

lan-iface WHTepgelic KoHeuHbI nHTepdeiic — NonHoe Ha3BaHue
LAN-nHTepdeiica nnu ero anvac.

(config)> pppoe pass through Home ISP
Pppoe::Pass: Configured pass from "Bridge@" to "GigabitEthernetl".

(config)> no pppoe pass
Pppoe: :Pass: Disabled.

Bepcus OnucaHue

2.00 JobaBneHa KOMaHAa pppoe pass.

3.102 schedule

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpoWiKKn

JocTyn K rpynne KOMaHJ 415 HaCTPOKMN BblIBpaHHOro pacnucaHus. Ecan
pacnucaHne He HailZeHo, KOMaHAa MbITaeTCst ero co3gathb.

KomaHga ¢ npedurKcom no yaanseT pacnucaHue.
Ja
Ja
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MHorokpaTHbIl/i BBog, /[la

Bxo>xaeHue B rpynny (config-sched)

CuHoncunc

AprymeHTsl

WcTopusa nsmeHeHum

3.102.1 schedule action

OnuncaHwne

Mpe¢ukc no

MeHsieT HacCTpoWiKKn

(config)>

schedule <name>

(config)> no schedule name>

AprymeHT 3HauyeHue OnucaHwue

name CTpoka Ha3sBaHue pacnmncaHus.
Bepcus OnucaHue

2.06 JobaBneHa komaHaa schedule.

3aAaTb AeNCTBUS, BbIMOHSEMbIe COrTacHO BbIBPaHHOMY pacnmcaHuio.

KomaHza c npedurKcom no oTMeHsieT gelicTBue.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config-sched)>

action «action> amins <hours «dow>

(config-sched)> no action [ <actions mins <hours «dows ]

AprymeHT 3HayeHue OnuncaHwue
action start [JlelicTBMe Havana.
stop JencTBme KoHUa.
min UYenoe uucrio |MUHYTBI.
hour Llenoe uucno |Yacobl.
dow UYernoe uucno |[HN Hepenwn, pasgeneHHble 3anaTeiMn. 0 1 7

O3Ha4aloT BOCKpeceHbe. * o3HayvaeT
exeagHeBHO.

(config-sched)> action start 0 9 1,2,3,4,5
Core::Schedule: :Manager: Updated schedule "WIFI".

Bepcus

OnucaHune

2.06

Job6aBneHa

komaHga schedule action.
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3.102.2 schedule description

OnuncaHwne
Mpedukc no
MeHsieT HacTpoiikmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

3agaTb onucaHune an4d Bbl6paHHOFO pacnncaHn4.

KomaHga c nped1Kcom no cTMpaeT onncaHue.

Ja
Het

Het

(config-sched)>

description «description

(config-sched)> no description

AprymeHT

3HayeHue

OnuncaHue

description

Ctpoka

TekcT onncaHms.

(config-sched)> description "Schedule for on/off Access Point"
Core: :Schedule: :Manager: Updated description of schedule "WIFI".

Bepcus

OnucaHmne

2.06

Job6asneHa komaHaa schedule description.

3.102.3 schedule led

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Ha3HaunTb CBETOANOAHYIO MHANKALMIO ANSA 3aMIaHNPOBAHHbBIX COBbITUT.
JonxeH 6bITb BbIbpaH napameTp SelectedSchedule Npy NOMOLLM KOMaHAbI

system led.

KomaHga ¢ I'Ipeq)I/IKCOM Nno OTKNKYaeT CBETOANOAHYH NHAUNKALNIO.

Ja
Ja

HeTt

(config-sched)>

(config-sched)> no led

led <action

AprymeHT 3HauyeHue OnuncaHwue
action start VIHAMKaTOp nokasbiBaeT Hayasno
3anJaHNPOBAHHOIO COBLITUSA.
stop VHAVKaTOp NoKa3biBaeT OKOHYaHue
3anJ1aHNPOBAHHOIO COBLITUS.
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Mpumep (config-sched)> led start
Core::Schedule::Led: Selected schedule "111".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.08 JobaeneHa komaHaa schedule led.

3.103 service dhcp

OnucaHwue Brntountb DHCP-cepeep. Ecnu ans 3anycka cny>K6bl HeOCTaTOYHO HacTpoeK
(cm. ip dhcp pool), cnyxxba He bygeT oTBeuaTb No ceTu. Kak ToNIbKO HacTpoek
CTaHeT AOCTaTOYHO, Cy>K6a BKAOUNTCA aBTOMaTNYECKN.

KomaHga ¢ npednkKcom no ocTaHaBIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service dhcp
I (config)> no service dhcp
Mpumep (config)> service dhcp
service enabled.
VICTOleﬂ N3MeHeHUun Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa service dhcp.

3.104 service dhcp-relay

OnucaHwue Bikntoumntb petpaHcnaTop-DHCP. Ecam gns 3anycka cnyx6bl He40CTaTOUHO
HacTpoek (c™. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyxx6a He byzieT oTBeUaTh Mo ceTu. Kak TONbKO HaCTpoeK CTaHeT JOCTaTOUHO,
cnyx6a BKIIIOUNTCA aBTOMaTUYECKMU.

KomaHga ¢ npedrkcom no ocTaHaBAMBAET CYX6Y.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service dhcp-relay
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I (config)> no service dhcp-relay

Mpumep (config)> service dhcp-relay
service enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [Jlo6baBneHa komaHaa service dhcp-relay.

3.105 service dns-proxy

OnucaHue BkntounTte DNS-npokcun. Ans HacTPOMKY NapaMeTpoB CIYXX6bI, NCNONb3yinTe
rpynny komaHg Pasgen 3.20 Ha cTpaHuvue 106.

Mpejukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CuHoncuc I(config)> service dns-proxy

NMpumep (config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.00 JobaBneHa KomaHaa service dns-proxy.

3.106 service http

OnucaHwue Bikntountb HTTP-cepBep, KOTOPbIA NpeAocTaBAseT Mob30BaTeNto
Web-nHTepdeic ana HacTponkm Air.

KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CNyXOby.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service http
I (config)> no service http
Mpumep (config)> service http

HTTP server enabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JlobaeneHa komaHza service http.

3.107 service igmp-proxy

OnucaHwue Brntounte IGMP-npokcu. Ans paboTbl C1y>K6bl HEO6X0AMMO Hann4vmne ogHOro
nHTepdeiica upstreamun xota 661 ogHOr0 HTEepdelica downstream. Ecnim ans

3arnycka Cl'ly)K6bI HEAO0CTAaTOYHO HAaCTPOEK, OHa He 6yp,eT pa60TaTb. Kak T0/1bK0
HaCTpoOeK CTaHeT AO0CTaTO4HO, cny>|<6a BK/TIOYNTCA aBTOMaTUYECKN.

KomaHga ¢ npedrkcom no ocTaHaBAMBAET C/IYXKOy.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

Cunoncnc I (config)> service igmp-proxy
I (config)> no service igmp-proxy

Mpumep (config)> service igmp-proxy
IGMP proxy enabled.

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.00 JobasneHa KOMaHAa service igmp-proxy.

3.108 service internet-checker

OonucaHue BkntounTb Internet-checker ans KOHTPONA COCTOAHUSA VIHTEPHET COeANHEHMS
Ha ycTpoiicTge. Mo ymonyaHuto GyHKLMS BKIOYEHA.

KomaHga ¢ npednkKcom no ocTaHaB/INBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Her

CnHoncuc I (config)> service internet-checker
I (config)> no service internet-checker
Mpumep (config)> service internet-checker

Network: :InternetChecker: Hosts check enabled.
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(config)> no service internet-checker
Network: :InternetChecker: Hosts check disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.13 JobaBneHa komaHaa service internet-checker.

3.109 service ipsec

OnucaHwue 3anyctuTb CyXo6y IPsec. Mo ymon4vaHuio ciyxba oTkatoueHa.
KomaHga ¢ npednkcom no ocTaHaB/IMBAET CYX6Y.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> service ipsec
I (config)> no service ipsec
NMpumep (config)>service ipsec
IpSec::Manager: Service enabled.
VICTOleﬂ N3MeHeHUun Bepcmﬂ onucaHvie

2.06 JobaBneHa KoMaHaa service ipsec.

3.110 service kabinet

OnucaHune Brntoumntb cnyxx6y aBTopmsatopa KABINET. Mo ymonyvaHuto cnyxba
OTK/ItOYeHa.

KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CNyXOby.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service kabinet
I (config)> no service kabinet
Mpumep (config)> service kabinet

Kabinet: :Authenticator: Authenticator enabled.
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WcTopusa nsmeHeHum

(config)> service kabinet
Kabinet: :Authenticator: Authenticator disabled.

Bepcus OnucaHue

2.02 JobaBneHa komaHa service kabinet.

3.111 service mws

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

Brntouuntb cnyx6y MIWS. Mo ymonyaHuio cnyxxba oTKoueHa.
KomaHga ¢ npednkcom no ocTaHaB/IMBAET CYX6Y.

Ja

Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

I(config)> service mws

I (config)> no service mws

(config)> service mws
Mws: :Controller: Enabled.

(config)> no service mws
Mws::Controller: Disabled.

Bepcus OnucaHve

2.15 JobaBneHa KoOMaH/a service mws.

3.112 service ntce

OnuncaHwne

Mpedukc no

MeHsieT HacTpoViKun

3anyctnTb cnyxby NTCE. Mo yMOAYaHNIO CEPBUC OTKHOYEH.
KomaHga ¢ npedrkKcom no ocTaHaB/IMBAET CYX6Y.

Ja

Ja

MHorokpaTtHbiiA BBog Het

CvHoncuc

I (config)> service ntce

I (config)> no service ntce
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NMpumep (config)> service ntce
Ntce::Manager: Enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.09 JobasneHa KoMaHaa service ntce. lpexHee Ha3BaHWe
KoMaHzAbl service dpi.

3.113 service ntp-client

OnucaHue Brnountb NTP-KAVEHT.

KomaHga ¢ npednkKcom no ocTaHaBIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> service ntp-client
I (config)> no service ntp-client

Mpumep (config)> service ntp-client
NTP client enabled.

VICTOleﬂ N3MeHeHUun Bepcmﬂ onucaHvie

2.00 JobaBneHa KoMaHaa service ntp-client.

3.114 service snmp

OnucaHwue 3anyctuTb cnyxxby SNMP. Mo ymonuaHuio cnyxba oTKrueHa.

KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CNyXOby.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service snmp
I (config)> no service snmp
Mpumep (config)> service snmp

Snmp: :Manager: SNMP service was enabled.
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(config)> no service snmp
Snmp: :Manager: SNMP service was disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.08 JobasneHa koMaHaa service snmp.

3.115 service ssh

OnucaHune BkntounTb cepBep SSH, KoTopbIi npefocTaBNseT Nob30oBaTento HTepdeic
KOMaHAHO CTPOKM ANIA HACTPOIKK yCTPOiCTBa.

KomaHga ¢ npednkKcom no ocTaHaBIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncumc I (config)>  service ssh

I (config)> no service ssh

Mpumep (config)> service ssh
Ssh::Manager: SSH server enabled.

(config)> no service ssh
Ssh::Manager: SSH server disabled.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

212 JobaBneHa komaHAa service ssh.

3.116 service sstp-server

OnucaHwue BkntouunTts cepsep SSTP.
KomaHga ¢ npedrkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het

CuHoncuc I (config)> service sstp-server

I (config)> no service sstp-server
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Mpumep (config)> service sstp-server
SstpServer: :Manager: Service enabled.

(config)> no service sstp-server
SstpServer: :Manager: Service disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JlobaeneHa KomaHza service sstp-server.

3.117 service telnet

OonucaHue BrtounTh cepBep telnet, KOTOpbI NpesoCcTaB/seT NoAb30BaTeNtO UHTepdEIiC

KOMaHZAHOW CTPOKW AN HAaCTPOMKW YCTPOWCTBA.

KomaHga c nped1KcomM no ocTaHaBNNBAET CAyXOby.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

CuHoncuc I (config)> service telnet
I (config)> no service telnet

Npumep (config)> service tel
Telnet server enabled.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.00 JobaBneHa komaHja service telnet.

3.118 service udpxy

OnucaHune BkntounTb cnyx6y udpxy.

KomaHga c nped1KcomM no ocTaHaBNNBAET CAyXoby.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het

CuHoncuc I (config)>  service udpxy

I (config)> no service udpxy
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NMpumep (config)> service udpxy
Udpxy: :Manager: a service enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.03 JobasneHa KomaHaa service udpxy.

3.119 service upnp

OnucaHune BkntounTs cnyxby UPnP.

KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CAyXOy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> service upnp
(config)> no service upnp
WcTopuns nsmeHeHWit |Bepcusa onucaHue
2.00 JobaBneHa koMaHga service upnp.

3.120 service vpn-server

OnucaHue BkntoumnTts cepsep VPN.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CnHoncuc I (config)> service vpn-server
I (config)> no service vpn-server
MNpumep (config)> service vpn-server

VpnServer: :Manager: Service enabled.

(config)> no service vpn-server
VpnServer: :Manager: Service disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 [JlobaeneHa KomaHza service vpn-server.

3.121 show

OonucaHue [oCTyn K rpynne KOMaHZ A1 TpocMoTpa ArarHocTuyeckon nHGopmaumm o
cucTeMe. Bce KOMaHZAbI 3TOW rpynnbl HE U3MEHSIOT CUCTEMHbIE HACTPOIKM.

MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

Bxo>xxaeHue B rpynny (show)

CuHoncuc (config)> show
UcTopuns nsmeHeHnii Bepcus OonucaHue
2.00 JobaBneHa komaHaa show.

3.121.1 show acme

OnucaHwue MokasaTb ctatyc knneHTa ACME B cncteme.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CunHoncmc I (show)> acme

Npumep (show)> acme
acme:
real-time: yes
ndns-domain: mytest.keenetic.pro
ndns-domain-acme: yes
ndns-domain-error: no
default-domain: cc6b5a71a7644903b51a5454.keenetic.io
account-pending: no
account-running: no
get-pending: no
get-running: no
revoke-pending: no
revoke-running: no
reissue-queue-size: 0
revoke-queue-size: 0
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retries: 0
checker-timer: 82499
apply-timer: 0
acme-account: 36902346

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.11 JobaBneHa komaHaa show acme.

3.121.2 show adguard-dns availability
OnuicaHue MpoBepuTb 1 NOKasaTb AOCTYNHOCTb AdGuard DNS.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> adguard-dns availability
Mpumep (show)> adguard-dns availability
available: yes
port: 53
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.12 Job6aeneHa komaHaa show adguard-dns availability.

3.121.3 show adguard-dns profiles
OnucaHune Mokasatb npodunn AdGuard DNS.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)>  adguard-dns profiles

Mpumep (show)> adguard-dns profiles

profiles:
profile: default

profile: standard
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WcTopusa nsmeHeHum

profile: family

Bepcus OnucaHue

2.1 Job6asneHa komaHaa show adguard-dns profiles.

3.121.4 show associations

OnuncaHune

Mpejukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

MokasaTb cNncok 6ecnpoBoaH
Ecnuv BbINONHUTL KOMaHAy 6e3

bIX CTAHLMIA, CBA3@HHBIX C TOYKOM A0CTYyNa.
apryMeHTa, TO Ha 3KpaH byaeT BbiBe/eH BeCb

CMMCOK 6ecnpoOBOAHbLIX CTAHLINA.

HeTt
Het
Het

Access Point

(show)> associations [«

ame> ]

AprymeHT 3HauyeHue

OnvcaHune

name Crpoka

HazBaHue Touku goctyna. Cnmcok AOCTYMHbIX
ANsi Bblbopa Touek AOCTyna MOXHO YBUAETb
BBeAs KOMaHay associations [Tab].

(show)> associations [Tab]

Usage template:

associations [{name}]

Choose:
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint
WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl

GuestWiFi
WifiMasterl/AccessPoint3
WifiMasterl/AccessPoint0
AccessPoint 5G

(show)> associations WifiMaster0/AccessPoint0

station:
mac: ec:

1f:72:d3:6d:3f
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WcTopusa nsmeHeHum

ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 130
uptime: 3804
txbytes: 2058837
rxbytes: 25023483
ht: 20
mode: 1ln
gi: 800
rssi: -26
mcs: 15
station:
mac: 20:aa:4b:5c:09:0e
ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 270
uptime: 19662
txbytes: 19450396
rxbytes: 70800065
ht: 40
mode: 1ln
gi: 800
rssi: -41
mcs: 15
Bepcusa OnucaHue

2.00

JobaBneHa komaHaa show associations.

3.121.5 show button

OnuncaHune

MokasaTb MH$OPMAaLMIO MO YKa3aHHOM CUCTeMHO KHoMKe. EC/iv BbINOAHUTb
KOMaHAy 6e3 aprymeHTa, TO Ha 3KpaH byzeT BbiBeeH BeCb CMNCOK KHOMOK
Ha ycTporicTeBe. Habop KHOMOK 3aBMCUT OT annapaTHOM KOHGUrypawumm.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)> button [<names]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

name Ctpoka HasBaHue KHoMku.
Mpumep (show)> button FN1

buttons:
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button, name = FN1:
is switch: no
position: 2
position count: 2
clicks: 0
elapsed: 0
hold delay: 3000

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.00 JobaBneHa komaHaa show button.

3.121.6 show button bindings

OnucaHwne Moka3aTb CANCOK AeNCTBUIA, Ha3HaUYeHHbIX Ha KHOMKK YCTPOICTBaA.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> button bindings

Mpumep (show)> button bindings
bindings:

binding, index = 0:
button: RESET
action: click

active handler: Reboot
default handler: Reboot
protected: yes

binding, index = 1:
button: RESET
action: hold

active handler: FactoryReset
default handler: FactoryReset
protected: yes

binding, index = 2:
button: WLAN
action: click
active handler: WpsStartMainAp
default handler: WpsStartMainAp
protected: no

binding, index = 3:
button: WLAN
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action:

active handler:
default handler:
protected:

double-click
WpsStartMainAp5
WpsStartMainAp5
no

binding, index = 4:

button:

action:

active handler:
default handler:
protected:

WLAN

hold
WifiToggle
WifiToggle
no

binding, index = 5:

button:

action:

active handler:
default handler:
protected:

FN1

click
UnmountUsbl
UnmountUsbl
no

binding, index = 6:

button:

action:

active handler:
default handler:
protected:

FN1
double-click

no

binding, index = 7:

button:

action:

active handler:
default handler:
protected:

FN1
hold

no

binding, index = 8:

button:

action:

active handler:
default handler:
protected:

FN2

click
UnmountUsb2
UnmountUsb2
no

binding, index = 9:

button:

action:

active handler:
default handler:
protected:

FN2
double-click

no

binding, index = 10:

button:
action:
active handler:

default handler:
protected:

FN2
hold

no
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.03

[JobaeneHa komaHaa show button bindings.

3.121.7 show button handlers

OnucaHune lMokasaTb CNMCoK AOCTYNMHbIX O6pa6OTL1I/IKOB KHOMOK B CUCTEME.

MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuvHoncuc

I(shom0> button handlers

Mpumep (show)> button handlers

defaults

files

short _description:

short _description:

short _description:

handlers:
handler, name = LedToggle:
short _description:

protected: no
switch related: no

handler, name = FactoryReset:
reset a configuration to factory »

protected: yes
switch related: no

handler, name = UnmountUsbl:
unmount USB 1 port storages

protected: no
switch related: no

handler, name = UnmountUsb2:
unmount USB 2 port storages

protected: no
switch related: no

handler, name = Reboot:
short _description:

protected: yes
switch related: no

toggle system LED states

reboot the system

handler, name = DlnaDirectoryRescan:
short _description: rescan DLNA directory for newer media »

protected: no
switch related: no

handler, name = DlnaDirectoryFullRescan:
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short description: remove a DLNA database and rescan a »
DLNA directory
protected: no
switch related: no

handler, name = DectHandsetRegistrationToggle:
short description: toggle a DECT handset registration
protected: no
switch related: no

handler, name = DectHandsetPagingToggle:
short description: toggle a DECT handset paging
protected: no
switch related: no

handler, name = OpkgRunScript:
short description: run Opkg script
protected: no
switch related: no

handler, name = TorrentAltSpeedToggle:
short description: toggle a Torrent alternative speed »

mode
protected: no
switch related: no
handler, name = TorrentClientStateToggle:
short description: toggle a Torrent client state
protected: no
switch related: no
handler, name = WifiToggle:
short description: on/off all Wi-Fi interfaces
protected: no
switch related: no
handler, name = WpsStartMainAp:
short description: start WPS (2.4 GHz main access point)
protected: no
switch related: no
handler, name = WpsStartMainAp5:
short description: start WPS (5 GHz main access point)
protected: no
switch related: no
handler, name = WifiGuestApToggle:
short description: toggle a guest access point state »
(2.4 GHz)

protected: no
switch related: no

handler, name = WpsStartStation:
short description: start WPS (2.4 GHz Wi-Fi station)
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protected: no
switch related: no

handler, name = WpsStartStation5:
short description: start WPS (5 GHz Wi-Fi station)
protected: no
switch related: no

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.03 JobaBneHa komaHAa show button handlers.

3.121.8 show chilli profiles

OnucaHwne MokasaTb CNNCOK AOCTYNHbIX Npodunel RADIUS-cepBepa.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CvHoncunc | (show)>  chilli profiles

Mpumep (show)> chilli profiles
profile:
name: Iron Wi-Fi
url: https://www.ironwifi.com/
description: Hosted RADIUS and Captive Portal
preset:
uamserver: »
https://europe-west3.ironwifi.com/api/pages/uam/

radius:
serverl: 35.198.88.176

radiuslocationid:

custom: uamsecret
custom: radiussecret

custom: radiusnasid
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.10 Jo6aeneHa komaHaa show chilli profiles.
3.121.9 show clock date
OnucaHue MNMoka3saTb TekyLlee CUCTEMHOE BpeMsl.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> clock date
Mpumep (show)> clock date
weekday: 4
day: 18
month: 1
year: 2018
hour: 8
min: 46
sec: 2
msec: 660
dst: inactive
tz:
locality: GMT
stdoffset: O
dstoffset: 0
usesdst: no
rule: GMTO
custom: no
VICTOpI/Iﬂ V|3MeHEH|/||7| Bepcmﬂ onvicaHue
2.00 JobaeneHa komaHaa show clock date.

3.121.10 show clock timezone-list

OnucaHwue MNMoka3aTb CNXCOK AOCTYMHbIX YaCOBbIX MOSICOB.
Mpejukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I(shom0> clock timezone-list
Mpumep (show)> clock timezone-list
timezones:
tz:
locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
dstoffset: -1
tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:
locality: Anadyr
stdoffset: 43200
dstoffset: -1
WcTopus nsmeHeHum Bepcus onuvcaHue

2.00 JobaeneHa komaHaa show clock timezone-list.

3.121.11 show cloudflare-dns availability

OnucaHwue MpoBepuTb N NoKasaTb gocTynHocTb Cloudflare DNS.
Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

CuHoncuc I(shom0> cloudflare-dns availability

Mpumep (show)> cloudflare-dns availability

available: yes
doh-supported: yes
doh-available: yes
dot-supported: yes
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dot-available: yes
blocked-name: »
31bd8460-89fd-e2de-8865-63ffb93d1lc9e.is-cf.cloudflareresolve.com
ipv6-supported: no
ipv6-enabled: no

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.05 Job6asneHa komaHaa show cloudflare-dns availability.

3.121.12 show cloudflare-dns profiles
OnucaHwne Moka3sate npodunu Cloudflare DNS.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> cloudflare-dns profiles
MNpumep (show)> cloudflare-dns profiles
profiles:
profile: default
profile: standard
profile: malware
profile: family
UcTopuns nsmeHeHnim Bepcus OonucaHue

3.05 Job6asneHa komaHaa show cloudflare-dns profiles.

3.121.13 show configurator status

OnucaHwue MokasaTb MHPopMaLMIo O CUCTEMHOM KOHbUrypaTope.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> configurator status
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Mpumep (show)> configurator status
touch: Thu, 18 Oct 2018 14:37:25 GMT

header, name = Model: Keenetic Giga

header, name Version: 2.06.1

header, name = Agent: http/rci

header, name = Last change: Thu, 18 Oct 2018 14:37:25 »

GMT
serving:
name: Session /var/run/ndm.core.socket
time: 0.000397
request, host = 192.168.1.42, name = admin:
parse: show configurator status
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.06 Job6asneHa komaHaa show configurator status.
3.121.14 show credits
OonucaHue MNMokasaTb NNLEH3MOHHY NHbOPMaLMo 06 YCTaHOBNEHHOM NakeTe B

KeeneticOS. Ecnu BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO Ha 3KpaH bygeT
BblBeZeHa BCA MHPOpMaLMSA NO YCTaHOB/IEHHbBIM MakeTam Ha YCTpolicTBe.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  credits [ <package; ]
AprymeHTbI AprymeHT |3HauyeHune OnucaHue
package Ctpoka Vima nakerta.
Mpumep (show)> credits
package:

name: accel-ppp
title: High performance accel-ppp VPN server
homepage: https://accel-ppp.org/

package:
name: accel-ppp-12tp
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title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:

Chilli Version)

homepage:

package:

name:
title:

management utility

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:

L2TP plugin for accel-ppp
https://accel-ppp.org/

accel-ppp-pptp
PPTP plugin for accel-ppp

https://accel-ppp.org/

accel-ppp-sstp
SSTP plugin for accel-ppp
https://accel-ppp.org/

avahi-daemon
An mDNS/DNS-SD implementation (daemon)
http://www.avahi.org/

coova-chilli
Wireless LAN HotSpot controller (Coova »

http://www.coova.org/CoovaChilli

crconf
Netlink-based CryptoAPI userspace »

dhcpv6
DHCPv6 client + server
http://wide-dhcpv6.sourceforge.net/

dropbear
Small SSH2 client/server
http://matt.ucc.asn.au/dropbear/

iperf3-ssl
Internet Protocol bandwidth measuring »

tool with iperf auth support

homepage:

package:

name:
title:
homepage:

package:

name:
title:

https://github.com/esnet/iperf

kernel
Linux kernel
http://www.kernel.org/

kmod-ipt-account
ACCOUNT netfilter module
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homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

kmod-ipt-chaos
CHAOS netfilter module

kmod-ipt-compat-xtables
API compatibilty layer netfilter module

kmod-ipt-condition
Condition netfilter module

kmod-ipt-delude
DELUDE netfilter module

kmod-ipt-dhcpmac
DHCPMAC netfilter module

kmod-ipt-dnetmap
DNETMAP netfilter module

kmod-ipt-fuzzy
fuzzy netfilter module

kmod-ipt-geoip
geoip netfilter module

kmod-ipt-iface
iface netfilter module

kmod-ipt-ipmark
IPMARK netfilter module

kmod-ipt-ipp2p
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title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

title:

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

IPP2P netfilter module

kmod-ipt-ipv4options
ipv4options netfilter module

kmod-ipt-length2
length2 netfilter module

kmod-ipt-logmark
LOGMARK netfilter module

kmod-ipt-lscan
lscan netfilter module

kmod-ipt-netflow
Netflow netfilter module for Linux kernel
http://ipt-netflow.sourceforge.net/

kmod-ipt-psd
psd netfilter module

kmod-ipt-quota2
quota2 netfilter module

kmod-ipt-sysrq
SYSRQ netfilter module

kmod-ipt-tarpit
TARPIT netfilter module

kmod-nf-nathelper-rtsp
RTSP Conntrack and NAT helpers
https://github.com/maru-sama/rtsp-linux
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library

name:
title:
homepage:

package:

name:

kmod-wireguard
WireGuard kernel module

libattr

title: Extended attributes (xattr) manipulation »

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
writing of UNIX daemons
homepage:

http://savannah.nongnu.org/projects/attr

libav
This package contains Libav library
https://libav.org/

libavahi
An mDNS/DNS-SD implementation (No D-Bus)
http://www.avahi.org/

libcurl
A client-side URL transfer library
http://curl.haxx.se/

libdaemon
A lightweight C library that eases the »

>

http://0pointer.de/lennart/projects/libdaemon/

package:

name:
title:

1ibdb47
Berkeley DB library (4.7)

homepage: http://www.sleepycat.com/products/db.shtml

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

libevent
Event notification library
http://www.monkey.org/~provos/libevent/

libexif
Library for JPEG files with EXIF tags
https://libexif.github.io

libexpat
An XML parsing library
https://libexpat.github.io/

libgcrypt
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title
homepage

: GNU crypto library

a o=

http://directory.fsf.org/security/libgcrypt.html

package:
name
title
homepage

: libgpg-error
: GnuPG error handling helper library

a o=

http://www.gnupg.org/related software/libgpg-error/

package:
name
title
homepage

package:
name

: libid3tag
: An ID3 tag manipulation library
: https://www.underbit.com/products/mad/

: libjpeg

title: The Independent JPEG Group's JPEG runtime »

library
homepage

package:

name:
title:
homepage:

package:

name:
title:

of HTTP/2

homepage:

package:

name:
title:

(libcrypto.so, libssl

homepage:

package:

name:
title:
homepage:

package:
name

: http://www.ijg.org/

liblzo
A real-time data compression library
http://www.oberhumer.com/opensource/1zo/

libnghttp2
Library implementing the framing layer »

https://nghttp2.org/

libopenssl

Open source SSL toolkit (libraries »
.S0))

http://www.openssl.org/

libpcap
Low-level packet capture library
http://www.tcpdump.org/

: libtommath

title: A free number theoretic multiple-precision »

integer library
homepage

package:
name
title:
homepage

: https://www.libtom.net/

: libusb
A library for accessing Linux USB devices
: http://libusb.info/

CnpaBoyHuK kKoMmaHa — Air (KN-1610)



naBa 3 OnncaHme KOMaHA,

package:

name:
title:

mini_ snmpd
Lightweight SNMP daemon

homepage: http://troglobit.github.io/mini-snmpd.html

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

minidlna
UPnP A/V & DLNA Media Server
http://minidlna.sourceforge.net/

miniupnpd
Lightweight UPnP daemon
http://miniupnp.tuxfamily.org/

netatalk
netatalk
http://netatalk.sourceforge.net

nginx
Nginx web server
http://nginx.org/

nginx-stream-module
Nginx stream module

openvpn
Open source VPN solution using OpenSSL
http://openvpn.net

pjproject
PJSIP
http://www.pjsip.org/

pureftpd
FTP server
http://www.pureftpd.org

radvd
Router advertisement daemon
http://www.litech.org/radvd/

sstp-client
SSTP client for Linux
http://sstp-client.sourceforge.net/
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package:
name: strongswan
title: Strongswan IKEv1l/IKEv2 ISAKMP and IPSec »
suite
homepage: https://www.strongswan.org/

package:
name: transmission-daemon
title: A free, lightweight BitTorrent client
homepage: http://www.transmissionbt.com

package:
name: tspc
title: TSP client
homepage: http://www.broker.ipv6.ac.uk

package:
name: tzdata
title: Timezone data files
homepage: https://www.iana.org/time-zones

package:
name: udpxy
title: Convert UDP IPTV streams into HTTP stream
homepage: http://sourceforge.net/projects/udpxy

package:
name: zlib
title: Library implementing the deflate »
compression method
homepage: http://www.zlib.net/

(show)> credits nginx

copying: /*
* Copyright (C) 2002-2019 Igor Sysoev
* Copyright (C) 2011-2019 Nginx, Inc.
* ALl rights reserved.
*
* Redistribution and use in source and binary
forms, with or without
* modification, are permitted provided that
the following conditions
* are met:
* 1. Redistributions of source code must »
retain the above copyright
& notice, this list of conditions and the
following disclaimer.
* 2. Redistributions in binary form must »
reproduce the above copyright

v

v

v

* notice, this list of conditions and the »
following disclaimer in the
* documentation and/or other materials »
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WcTopusa nsmeHeHum

3.121.15 show

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND »

CONTRIBUTORS "“AS IS'' AND

* ANY EXPRESS OR IMPLIED WARRANTIES, »
INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND »
FITNESS FOR A PARTICULAR PURPOSE

* ARE DISCLAIMED. 1IN NO EVENT SHALL THE »
AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, »
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, »
PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; »

OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF »
LIABILITY, WHETHER IN CONTRACT, STRICT

* LIABILITY, OR TORT (INCLUDING NEGLIGENCE »
OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF »
ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*/
Bepcusa OnucaHue
3.01 JobaBneHa komaHaa show credits.

crypto ike key

MokasaTb MHPOopMaLMIO 0 BbIBpaHHOM Kntoue IKE. Ecnv BbINOAHUTE KOMaHAY
6e3 aprymeHTa, TO BeCb Cnncok IKE kntoyein byaeT BbiBeAeH Ha 3KpaH

HeTt
Het

Het

(show)> crypto ike key [name]

AprymeHT 3HauyeHue OnuncaHwue
name Ctpoka HasBaHue BbI6paHHoOro IKE knroua.

(show)> crypto ike key

IpSec:
ike key, name = test:
type: address
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WcTopusa nsmeHeHum

id: 10.10.10.10

ike key, name = test2:

type: any
id: »
Bepcus OnucaHue
2.06 Job6asneHa komaHaa show crypto ike key.

3.121.16 show crypto map

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

MokasaTb MHbOpPMaLMIO 0 BbiIbpaHHOW KpunTokapTe IPsec. Ecnv BbINOAHUTL
KOMaHAy 6e3 aprymeHTa, To BeCb CMUCOK KPUMTOKapPT IPsec byaeT BbiBeAeH

Ha 3KpaH.
HeTt
Het

Het

(show)> crypto map [map-name]

AprymeHT

3HavyeHue OnwucaHue

map - name

CTpoka HasBaHuve BbIGpaHHOM KPUMTOKAPTHI.

(show)> crypto map test

IpSec:
crypto _map, name = test:
config:
remote peer: ipsec.example.com
crypto _ipsec profile name: profl
mode: tunnel

local network:
net: 172.16.200.0
mask: 24
protocol: IPv4

remote network:
net: 172.16.201.0
mask: 24
protocol: IPv4

status:
primary peer: true

phasel:

412
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name:
unique id:

ike state:
establish time:
rekey time:
reauth time:
local addr:
remote addr:
ike version:
local spi:
remote spi:
local init:

ike cypher:

ike hmac:

test

572

ESTABLISHED
1451301596

0

1451304277
10.10.10.15
10.10.10.20

2
00abebfc9d90f1c2
3cd201ef496df75¢
yes

aes-cbc-256

shal

ike dh group: 2

phase2 sa list:

phase2 sa, index = 0:

unique id:
request id:
sa_ state:
mode:
protocol:
encapsulation:
local spi:
remote spi:
ipsec_cypher:
ipsec_hmac:
ipsec_dh group:
in bytes:

in packets:

in time:

out bytes:

out packets:
out time:
rekey time:
local ts:
remote ts:

304

185

INSTALLED
TUNNEL

ESP

yes

cab9bfcf
cde23d83
esp-aes-256
esp-shal-hmac

7152

115

1451302507

6008

98

1451302507
1451305159
172.16.200.0/24
172.16.201.0/24

state: PHASE2 ESTABLISHED

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue
2.06 Job6asneHa komaHaa show crypto map.
3.121.17 show defaults
OnucaHwne MNMoka3aTb 06LUMe NapaMeTpbl 6eCrpoOBOAHON CETU U CUCTEMBbI MO YMOIYaHUIO.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
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MHorokpaTHbIii BBOA,

CvHoncuc

Mpumep

WcTopus nsmeHeHum

HeT
| (show)> defaults

(show)> defaults

servicetag: 014635737374%***
servicehost: ndss.keenetic.ndmsystems.com
SerVicepaSS: 3k 3k >k 5k 5k 5k ok ok >k >k >k >k >k >k k
wlanssid: Keenetic-0000
wlankey: XFxTH***
wlanwps: 75534%**
country: RU
ndmhwid: KN-1010
ctrisum: 4712e0849ccead77ccdd1l8e2fedb***
serial: S1749WF***
signature: valid
integrity: ok

locked: yes
Bepcus OnucaHue
2.00 Job6aBneHa komaHaa show defaults.

3.121.18 show dns-proxy

OnucaHue
Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

Mpumep

Moka3saTb cnucok cepsepos DNS nosepx TLS n DNS nosepx HTTPS.
Het
HeTt

Het
I(shom0> dns-proxy

(show)> dns-proxy

proxy-status:
proxy-name: System

proxy-config:

rpc_port = 54321

rpc_ttl = 10000

rpc_wait = 10000

timeout = 7000

proceed = 500

stat file = /var/ndnproxymain.stat
stat time = 10000

dns server = 127.0.0.1:40500 .
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dns_server = 127.0.0.1:40501 .

dns_server = 127.0.0.1:40508 .

dns_server = 127.0.0.1:40509 .

static a = my.keenetic.net 78.47.125.180

static_a = ccbb5a71a7644903b51a5454.keenetic.io 78.47.125.180
static a = myhome23.keenetic.pro 78.47.125.180

set-profile-ip 127.0.0.1 0

set-profile-ip ::1 0

dns_tcp port = 53
dns _udp port = 53
proxy-stat:

# ndnproxy statistics file

Total incoming requests: 809

Proxy requests sent: 659
Cache hits ratio: 0.192 (155)
Memory usage: 44.41K

DNS Servers

Ip Port R.Sent A.Rcvd NX.Rcvd »

Med.Resp Avg.Resp Rank

127.0.0.1 40500 2 2 0 >
40ms 40ms 10

127.0.0.1 40501 652 651 0 >
17ms 17ms 10

127.0.0.1 40508 2 0 0 >
Oms Oms 4

127.0.0.1 40509 3 1 0 >
326ms 326ms 3

proxy-safe:

proxy-tls:
server-tls:
address: 1.1.1.1
port: 853
sni: cloudflare-dns.com
Sspki:
interface:

server-tls:
address: 8.8.8.8
port: 853
sni: dns.google.com
Sspki:
interface:

proxy-tls-filters:

proxy-https:
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WcTopusa nsmeHeHum

server-https:
uri: https://dns.adguard.com/dns-query
format: dnsm
Sspki:
interface:

server-https:

uri: »

https://cloudflare-dns.com/dns-query?ct=application/dns-json
format: json

Sspki:
interface:
proxy-https-filters:
Bepcus OnucaHue
3.01 Job6asneHa komaHaa show dns-proxy.

3.121.19 show dns-proxy filter presets

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

MNMokasaTk cnmMcok npeceToB ¢uabTpaumm. Bcerga ectb kak MUHUMYM 1 npecerT,
HO MX MOXeT 6bITb ropaszo 6osbLue.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

BoiBOpA,

(show)>  dns-proxy filter presets [<lang ]

AprymeHT 3HauyeHue OnuncaHwue

lang Ctpoka A3bIK AN 0TO6paXkeHWsa B nonsax "onmcaHmne"
1 "KpaTkoe onvicaHune". Ecnu
3anpaluviBaeMbli A3bIK OTCYTCTBYeT, byaeT
oTObpaxaTbCs aHINNCKas Bepcns

dneMeHT OnucaHue

description AnvHHoe nogpobHoe onucaHue npoduns. Ectb Habop

nepesosoB
id KopoTkoe nms, kKotopoe 6yaeT NCNoNb30BaTbCs B

KoMaHgax dns-proxy.

short-description

KpaTkoe onuncaHve 415 MCrno/b30BaHMsA B KOM6060Kcax
1 3aronoBkax. EcTb Habop nepeBooB.

stale

YcTaHaBnMBaeTcs B true, KorAa npecet yctapen u
6onbLue He paboTaerT.
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Mpumep (show)> dns-proxy filter presets en

version: 4

presets:
id: opendns-family
url: »
https://www.opendns.com/home-internet-security/
stale: no

short-description: OpenDNS - FamilyShield
description: Blocks domains that are categorized as »
Tasteless, Proxy/Anonymizer, Sexuality and Pornography.

presets:
id: quad9-security
url: https://quad9.net/home/individuals/
stale: no
short-description: Quad9 - Security Protection
description: Blocks malicious hostnames to protect »
against a wide range of threats such as malware, phishing, »
spyware, and botnets. Improves performance in addition to »
guaranteeing
privacy.

presets:
id: cleanbrowsing-security
url: https://cleanbrowsing.org/filters
stale: no
short-description: CleanBrowsing - Security Filter
description: Blocks access to phishing, spam, malware »
and malicious domains. Our database of malicious domains is »
updated hourly and considered to be one of the best in the »
industry.
Note that it does not block adult content.

presets:
id: cleanbrowsing-adult
url: https://cleanbrowsing.org/filters
stale: no
short-description: CleanBrowsing - Adult Filter
description: Blocks access to all adult, pornographic »
and explicit sites. It does not block proxy or VPNs, nor »
mixed-content sites. Sites like Reddit are allowed. Google and »
Bing are set
to the Safe Mode. Malicious and Phishing »
domains are blocked.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

3.08 Job6asneHa komaHaa show dns-proxy filter presets.
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3.121.20 show

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

Mpumep

UcTopuns nameHeHui

3.121.21 show

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHThl

Mpumep

dns-proxy filter profiles
MokasaTb cnucok npodwunein dunbTpaLum.
Het

Het

Het
I(shom0> dns-proxy filter profiles

(show)> dns-proxy filter profiles

profiles:
id: DnsProfile@
description: test

Bepcus OnucaHve

3.08 Jo6aBneHa komaHaa show dns-proxy filter profiles.

dpn document
[MokasaTb TeKCcT cornatueHunsa DPN.
Het

Het

Het

(show)>  dpn document [ «version ][ <language>]

AprymeHT 3HauyeHue OnucaHwue

version CTpoka Bepcus DPN. Ecnuv He yKa3aHa, oTobpaaeTcs
nocneHAsA Bepcus.

language CTpoka AA3bIk DPN. Ecnn He yKa3aH, oTobpaxaeTcs Ha
AHIINNCKOM A3blKe.

(show)> dpn document
20200330

DEVICE PRIVACY NOTICE
Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and
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binding agreement between Keenetic Limited, including all »
affiliates and
subsidiaries (“Keenetic”,
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

u

us”, “our” or “we”) and You (as »

(show)> dpn document 20200330 en
20200330

DEVICE PRIVACY NOTICE
Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and

binding agreement between Keenetic Limited, including all »
affiliates and
subsidiaries (“Keenetic”,
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

“us”, “our” or “we”) and You (as »

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [JobaeneHa komaHaa show dpn document.

3.121.22 show dpn list

OnucaHwne MokasaTb cAnCcoK cornawieHnin DPN, AOCTYNHbIX B CUCTEME.
Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

Mpumep

I(shom0> dpn list

(show)> dpn list

dpn:
version: 20200330
document:

lang: de

format: txt
format: md

document:
lang: en

format: txt
format: md

document:
lang: es

format: txt
format: md

document:
lang: fr

format: txt
format: md

document:
lang: it

format: txt
format: md

document:
lang: pl

format: txt
format: md

document:
lang: pt

format: txt
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format: md

document:
lang: ru

format: txt
format: md

document:
lang: sv

format: txt
format: md

document:
lang: tr

format: txt
format: md

document:
lang: uk

format: txt

format: md
WcTopusa nsmeHeHum Bepcus onucaHuve
3.05 Job6asneHa komaHaa show dpn list.
3.121.23 show dot1x

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

Tun nHTepdeiica

Moka3saTb cocTosiHMe KaneHTa 802.1x Ha nHTepdeiice. ns BO3IMOXHOCTU
ynpaBfeHusi CocTosiHMeM kneHTa 802.1x Ha nHTepdelice L0MKHA 6bITb
HacTpoeHa aBTopmM3aLMsa Npy NOMOLLM rpynnbl KOMaHg interface
authentication.

HeTt
Het

Ethernet

MHorokpaTtHbIiA BBog, Het

CuvHoncuc

I (show)>

dotlx [ interface]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interface UHTepgeiic HasBaHue nHTepdeiica Ethernet. Cnncok
JOCTYMHbIX 4151 BbI6Opa MHTepP$encoB MOXHO
yBuaeTb BBeasa komaHay dotix [Tab].

Mpumep (show)> dotlx [Tab]

Usage template:
dotlx [{name}]

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint

(show)> dotlx ISP

dotlx:
id: FastEthernet0/V1an2
state: CONNECTING

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.02 JobaeneHa komaHaa show dot1x.
3.121.24 show drivers
OnucaHune Moka3aTb CANCOK 3arpPy>KeHHbIX ApaiiBepoB A4pa
Mpedukc no Het

MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> drivers

Mpumep (show)> drivers

module:
name: rt2860v2 sta
size: 546736
used: 0
subs: -
module:
name: rt2860v2 ap
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WcTopusa nsmeHeHum

size: 554192
used: 2
subs: -

module:
name: rndis host
size: 5024
used: 0
subs: -

module:
name: dwc_otg
size: 68416
used: 0
subs: -

module:
name: 1m
size: 1344
used: 1
subs: dwc otg, [permanent]

Bepcus OnucaHue
2.00 JobaBneHa komaHAa show drivers.

3.121.25 show dyndns updaters

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

lMoka3aTb CNMCOK AOCTYMHbIX NocTaBLLkos DynDNS.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

(show)> dyndns updaters

updater:

type:
url:
api:

updater:

type:
url:
api:

updater:

I(shom0> dyndns updaters

dyndns

https://account.dyn.com/dns/dyndns
http://members.dyndns.org/nic/update

noip

https://www.noip.com/
http://dynupdate.no-ip.com/nic/update
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type: rucenter
url: https://www.nic.ru/login/
api: https://api.nic.ru/dyndns/update

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.12

Job6asneHa komaHaa show dyndns updaters.

3.121.26 show easyconfig status

OnucaHwne MokasaTb cocTosiHMe 1 HacTpolikn EasyConfig

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> easyconfig status

Mpumep (show)>

easyconfig status

easyconfig:

checked: Tue Aug 6 11:50:21 2019
enabled: yes
reliable: yes

gateway-accessible: yes

dns-accessible: yes
host-accessible: yes
internet: yes

gateway:
interface: GigabitEthernetl
address: 193.0.175.2
failures: 0
accessible: yes
excluded: no

hosts:
host:
name: ya.ru
failures: 0
resolved: yes
accessible: yes

host:
name: nic.ru
failures: 0
resolved: no
accessible: no

host:
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WcTopusa nsmeHeHum

name: google.com
failures: 0
resolved: no
accessible: no

Bepcus

OnucaHmne

2.00

Job6asneHa komaHaa show easyconfig status.

3.121.27 show eula document

OnucaHwue
Mpejukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

[Moka3aTb TeKCT cornawleHus EULA.

HeTt
Het

Het

(show)> euladocument [<«versions ][ <language;]

AprymeHT 3HauyeHue OnuncaHwue

version Ctpoka Bepcus EULA. Ecnn He yka3aHa, oTobpaxkaeTcs
nocniefHAsA Bepcus.

language Ctpoka A3bIK EULA. Ecnun He yka3aH, oTobpaxaeTcs
Ha aHTINNCKOM A3bIKe.

(show)> eula
20181001

document 20181001

KEENETIC LIMITED
End User License Agreement

This End User License Agreement (this “Agreement”) constitutes »

a valid and binding agreement between Keenetic Limited, including
all affiliates and subsidiaries (“Keenetic”,

and You (as

defined below) of the Software (as defined below), including the
Software installed onto any one of our Keenetic products (the
“Product”) and/or the Software legally obtained from or provided

u n

us

by an App Platform

(as defined below) authorised by Keenetic. Keenetic and You shall

) Mour." or “We")

v

v

v

v

v

v

be collectively referred to as the “Parties”, and individually »

as a “Party”.

(show)> eula
20181001

document 20181001 ru

KEENETIC LIMITED

JInueH3noHHoe

cornalleHme C KOHeYHbiM MoJib30BaTesleM
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HacTtodwee JIMLueH3MOHHOE coOrfaweHne C KOHEeYHbM MoJsib30BaTesleM »
(HacToswee «CornaweHue») npepctaBnseT cobon OEUCTBUTENbLHOE U »
oba3artenbHoe cornaweHve mexpy Keenetic Limited, Bkmwo4as Bce »
CBfiI3@aHHble C HEW KOMMaHuM U BCe

eé nopgpa3penenna («Keenetic», «Ham», «Haw» WM «Mbl»), M Bamu »

(kak onpepeneHo Huxe) o MporpammHoM obecnedveHun (Kak onpepesneHo
HUXe) , BKuyas MporpaMmHoe obecrneyeHue, ycCTaHaBAMBAEeMOE Ha JloHoM

U3 MPOOYyKTOB

npouseoactBa Keenetic («MpomykT») u/unu lMNporpammHoe obecnevyeHue,

\J

\J

\J

MOSlyYEeHHOE Ha 3aKOHHbBIX OCHOBAHWAX WM NpepocTaBiieHHoe Mara3uHoM »
MpunoxeHnn (Kak OMpefeneHo Hu¥e), aBTOpu3oBaHHOW Keenetic. »
Keenetic u Bbl BMecTe

ynoMuHaeTechb

Kak «CTOpPOHbI», @ Mo OTAenbHOCTU — «CTOpoHa».

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.15

JobaBneHa komaHaa show eula document.

3.121.28 show eula list

OnucaHue Moka3aTb CANCOK cornatleHnii EULA, AOCTYNHbIX B CUCTEME.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep (show)> eula

I(shom0> eula list

list
eula:
version: 20181001

document:
lang: en

format: md
format: txt

document:
lang: ru

format: md
format: txt

document:
lang: tr
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WcTopusa nsmeHeHum

format: md
format: txt
document:
lang: uk

format: md

format: txt
Bepcus OnucaHue
2.15 Job6aBneHa komaHaa show eula list.

3.121.29 show interface

MNMoka3aTb AaHHble yKa3aHHOro nHTepdeiica. Ecnv BelNOAHUTL KOMaHAy 6e3
aprymMeHTa, TO Ha 3KpaH byJeT BbiBeJeH BeCb CNCOK CeTeBbIX MHTepdercoB.

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

HeTt
Het
Het

IP

(show)>

interface name>

AprymeHT

3HayeHue

OnvcaHune

name

UHTEepperic

MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHpopmMaLmMio 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.

Mpumep 3.1. MIPOCMOTpP COCTOSAHUS MOPTOB KOMMYTaTopa

KomaHga show interface BbiBOANT pa3nnyHyro MHPOPMALIMIO B 3aBUCMMOCTH
OT Tuna nHTepdeiica. B yactHocTn, Ana kommyTatopa FastEthernet0 oHa
MOMMMO O6LLMX CBEAeH M MoKa3biBaeT TeKyLlee COCTosAHNE GU3MYecKnX
MOPTOB, CKOPOCTb U AyraeKc.

(config)> show interface FastEthernet0

interface-name:

id: GigabitEthernet0

index: 0

type: GigabitEthernet
description:

GigabitEthernet0

Air (KN-1610) — CnpaBOYHVK KOMaHZ,

427



naBa 3 OnncaHme KoMaHp,

link: up
connected: yes
state: up
mtu: 1500
tx-queue: 2000
port, name = 1:
id: GigabitEthernet0/0
index: 0
interface-name: 1
type: Port
link: up
speed: 1000
duplex: full
auto-negotiation: on
flow-control: on
eee: off
last-change: 4578.185413
last-overflow: 0
public: no
port, name = 2:
id: GigabitEthernet0/1
index: 1
interface-name: 2
type: Port
link: down
last-change: 4590.205656
last-overflow: 0
public: no
port, name = 3:
id: GigabitEthernet0/2
index: 2
interface-name: 3
type: Port
link: up
role, for = GigabitEthernet0/Vlan2: inet
speed: 100
duplex: full
auto-negotiation: on
flow-control: off
eee: off
last-change: 4570.078144
last-overflow: 0
public: yes
port, name = 4:
id: GigabitEthernet0/3
index: 3
interface-name: 4
type: Port
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link: down
last-change: 4590.202571
last-overflow: 0

public: no
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.00 JobaBneHa komaHaa show interface.

3.121.30 show interface bridge

OnucaHwne MNMokasaTb cocTosAHMEe nHTepdelica MocTa.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Bridge
Cunoncuc (show)>  interface names> bridge
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name NHTepgeiic MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.
BoiBog dnemeHT 3HaueHue
members KopHeBoii y3en.
interface Nmsa nHtepdeiica.
link CocTosiHME coeanHeHUs nHTepdelica.
inherited Mpuv3HakK HacneaoBaHMA.
Mpumep (show)> interface Bridgel bridge
members:

interface, link = no, inherited = yes:
WifiMaster0/AccessPoint2
interface, link = yes: UsbLte0

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Jlo6aBneHa komaHaa show interface bridge.
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3.121.31 show interface channels

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

Het

Het

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

BbiBOg,

Mpumep

Radio

[Moka3aTb gaHHble 0 KaHanax YKa3aHHOro 6eCI'IpOBO,U,HOFO |/|HTepc|>e|7|ca.

(show)> interface name> channels

AprymeHT 3HauyeHue OnucaHwue

name NHTepgenic MonHoe nMsa nnn NCeBAOHUM MHTepdeiica,
nHPopMaLmMio 0 KOTOPOM TpebyeTcs
0TO6pasnTb.

dnemMeHT 3Ha4yeHue

channels KopHeBoii y3en.

channel, index

Homep 3anuvcu B cnncke.

number

Homep kaHana.

ext-40-above

BO3MOXHOCTb pacwnpeHna KaHaslia BBepX.

ext-40-below

BO3MOXHOCTb pacwmpeHnda KaHaslia BHU3.

vhc-80

Bo3MOXHOCTb pacwmpeHusa kaHana go 80 Mru.

(show)> interface WifiMaster0® channels

channels:

channel, index =
number: 1

ext-40-above: yes
ext-40-below: no

vht-80: yes

channel, index =
number: 2
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 3
ext-40-above: yes
ext-40-below: yes
vht-80: yes

0:
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WcTopusa nsmeHeHum

channel, index =
number: 4
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 5
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 6
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 7
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 8

ext-40-above: yes

ext-40-below: yes

3:

vht-80: yes
Bepcusa OnucaHue
2.03 JobaBneHa komaHaa show interface channels.

3.121.32 show interface chilli

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

MokasaTb |/|Hc|>op|v|au,vuo O CTaTUCTUKE KTMEHTOB, MOAKNHYEHHbIX K XOT-CMOTY

RADIUS.
HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

I (show)>

interface name> chilli
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name UHTeppeinc MNonHoe nma nHTepderica Nam NCeBLOHUM.
Mpumep (show)> interface Chilli® chilli
host:
session-id: 4bf7c55f00000006
user: 44w3cl
ip: 10.1.30.3
mac: 55:a3:f9:51:b4:11
start-time: 3884
end-time: 0
idle-time: 9
idle-time-limit: ©
tx-bytes: 695682
tx-bytes-limit: 0
rx-bytes: 1627453
rx-bytes-limit: 0
tx-speed: 0
tx-speed-limit: O
rx-speed: 0
rx-speed-limit: 0
WcTopusa nsmeHeHuim Bepcus onuvcaHuve
2.10 JobaBneHa komaHaa show interface chilli.

3.121.33 show interface country-codes

OnwucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

lMoka3aTb CNncok AOCTYMNHbIX KaHanoB Ha paAMO-MHTep(I)eVICG.

Tun nHTepdeiica Radio
Cunoncnc (show)> interface name> country-codes
AprymeHTbl AprymeHT |3HayeHue |OnucaHue
name NHTepgeiic MonHoe nmMsA An NCeBAOHUM NHTepdelica,
nHPopMaLmMio 0 KOTOPOM TpebyeTcs
0TO6pasnTb.
BeiBog dnemeHT 3HaueHue
country-codes |KopHeBol ysen.
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Mpumep

UcTopuns nameHeHuii

dnemMeHT 3HauyeHue
code Koa cTpaHbl.
country HasBaHMe cTpaHbl.

(show)> interface WifiMaster0 country-codes

country-codes:

country-code:

code: AL
country: Albania
country-code:
code: DZ
country: Algeria
country-code:
code: AR
country: Argentina
country-code:
code: AM
country: Armenia
country-code:
code: AU
country: Australia
Bepcus OnucaHve
2.03 [Jlo6aBneHa komaHaa show interface country-codes.

3.121.34 show interface mac

OnucaHwue
Mpedukc no

MeHsieT HacTpoWiKKn

MokasaTtb Tabnnuy MAC-agpecoB KOMMyTaTopa.

Het

Het

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

CuvHoncuc

Switch

I (show)>

interface (name> mac
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT

3HavyeHue

OnucaHue

name

UHTeppeic

MNMonHoe nmsa nnm NceBAOHUM UHTepdelica,
nHbOpmMaLMIo 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.

(show)> interface

FastEthernet0 mac

Port MAC Aging
1 20:6a:8a:1a:58:e9 1

3 cc:5d:4e:4f:aa:b2 1

3 cc:5d:4e:4f:aa:b2 3

1 01:00:5e:00:00: fc 7
Bepcus OnucaHve

2.00

JobaBneHa komaHaa show interface mac.

3.121.35 show interface rf e2p

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKM
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

lMokasaTb TekyLliee cogepXmmoe Bcex a4eek KaﬂVI6pOBOL1HbIX AAHHBbIX.

HeT
Het
Het

Radio

CuHoncuc (show)> interface name> rf e2p
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name NHTepgenic MonHoe nMsa nnu NceBAoHUM MHTepdeiica,
nHpopMaLmMio 0 KOTOPOM TpebyeTcs
0TO6pasnTb.
Npumep (show)> interface WifiMaster0 rf e2p
[0x0000]:5392 [0x0002]:0103 [0x0004]:43EC [0x0006]:04F6
[0x0008]:042B [0x000A]:5392 [0x000C]:1814 [Ox000E]:8001
[0x0010]:0000 [0x0012]:5392 [0x0014]:1814 [0x0016]:0000
[0x0018]:0001 [0Ox001A]:FF6A [0x001C]:0213 [OxO01E]:FFFF
[0x0020]:FFFF [0x0022]:FFC1 [0x0024]1:9201 [0x0026]:FFFF
[0x0028]:43EC [0x002A]:04F6 [0x002C]:052B [Ox002E]:FFFF
[6x0030]:758E [0x0032]:4301 [0x0034]:FF22 [0x0036]:0025
[0x0038]:FFFF [0x003A]:012D [0x003C]:FFFF [0x003E]:FAD9
[0x0040]:88CC [0x0042]:FFFF [0x0044]:FFOA [0x0046]:0000
[0x0048]:0000 [O0x004A]:0000 [0x004C]:0000 [OxO04E]:FFFF
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[0x0050]
[0x0058]
[0x0060]
[0x0068]
[0x0070]
[0x0078]
[0x0080]
[0x0088]

[0x0098]
[0x00A0]

[0x00B0O]
[0x00B8]

[0x00C8]
[0x06D0O]

[Ox00EQ]
[OxO0E8]

[OXO0F8]
[0x0100]

[0x0110]
[0x0118]
[0x0120]
[0x0128]
[0x0130]

[0x0140]
[0x0148]

[0x0158]
[0x0160]

[0x0170]
[0x0178]

[0x0188]
[0x0190]

[0x01A0]
[0x01A8]

[0x01B8]
[0x01CO]

[0x01D0]
[0x01D8]
[O0x01EQ]
[OxO1E8]
[0x01F0]

:FFFF
11011
11111
:1313
:00F1
10000
:FFFF
:FFFF
[0x0090] :
:FFFF
:FFFF
[Ox00A8] :
:FFFF
:FFFF
[0x00CO] :
:FFFF
:FFFF
[0x00D8] :
: AAAA
: AAAA
[OxO0FO] :
:FFFF
:FFFF
[0x0108]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0x0138]:
:FFFF
:FFFF
[0x0150] :
:FFFF
:FFFF
[0x0168]:
:FFFF
:FFFF
[0x0180]:
:FFFF
:FFFF
[0x0198]:
:FFFF
:FFFF
[0x01BO] :
:FFFF
:FFFF
[6x01C8]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0xO1F8]:

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x0052]
[0x005A]
[0x0062]
[0x006A]
[0x0072]
[0x007A]
[0x0082]
[0x008A]

[0x009A]
[0x00A2]

[0x00B2]
[0x00BA]

[0x00CA]
[0x06D2]

[Ox00E2]
[OXO0EA]

[OXO0FA]
[0x0102]

[0x0112]
[Ox011A]
[0x0122]
[0x012A]
[0x0132]

[0x0142]
[0x014A]

[Ox015A]
[0x0162]

[0x0172]
[0x017A]

[Ox018A]
[0x0192]

[0x01A2]
[0x01AA]

[Ox01BA]
[0x01C2]

[0x01D2]
[0x01DA]
[Ox01E2]
[OxO1EA]
[0x01F2]

11111
:1010
11211
11413
:1133
10000
:FFFF
:FFFF
[0x0092]:
:FFFF
:FFFF
[OxO0AA] :
:FFFF
:FFFF
[0x00C2]:
:FFFF
:FFFF
[0xO0DA] :
16688
16688
[0xO0F2] :
:FFFF
:FFFF
[0x010A]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0x013A]:
:FFFF
:FFFF
[0x0152]:
:FFFF
:FFFF
[0x016A]:
:FFFF
:FFFF
[0x0182]:
:FFFF
:FFFF
[0x019A]:
:FFFF
:FFFF
[0x01B2]:
:FFFF
:FFFF
[0x01CA]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[OxO1FA]:

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x0054]
[0x005C]
[0x0064]
[0x006C]
[0x0074]
[0x007C]
[0x0084]
[0x008C]

[0x009C]
[Ox00A4]

[0x00B4]
[0x00BC]

[0x00CC]
[0x00D4]

[0x00E4]
[0x00EC]

[0x00FC]
[0x0104]

[0x0114]
[0x011C]
[0x0124]
[0x012C]
[0x0134]
[0x013C]
[0x0144]
[0x014C]

[0x015C]
[0x0164]

[0x0174]
[0x017C]

[0x018C]
[0x0194]

[0x01A4]
[0x01AC]

[0x01BC]
[0x01C4]

[0x01D4]
[0x01DC]
[0x01E4]
[0x01EC]
[0x01F4]

11111
:1010
11212
11414
:0000
:0000
:FFFF
:FFFF
[0x0094] :
:FFFF
:FFFF
[0XO0AC] :
:FFFF
:FFFF
[0x00C4] :
:FFFF
:FFFF
[6x00DC] :
:AAAA
:AAAA
[0XO0F4] :
:FFFF
:FFFF
[6x010C] :
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
:0000
:FFFF
:FFFF
[0x0154] :
:FFFF
:FFFF
[0x016C] :
:FFFF
:FFFF
[0x0184]:
:FFFF
:FFFF
[0x019C] :
:FFFF
:FFFF
[0x01B4]:
:FFFF
:FFFF
[6x01CC]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0xO1FC]:

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x0056]
[OxO05E]
[0x0066]
[Ox006E]
[0x0076]
[OxO07E]
[0x0086]
[OxO08E]

[0x009E]
[0x00A06]

[0x00B6]
[0x00BE]

[0x00CE]
[0x00D6]
[0xO0DE]
[0x00E6]
[OxO0EE]

[OXO0FE]
[0x0106]

[0x0116]
[OxO011E]
[0x0126]
[0x012E]
[0x0136]

[0x0146]
[0x014E]

[Ox015E]
[0x0166]

[0x0176]
[0x017E]

[Ox018E]
[0x0196]

[0x01A6]
[0x01AE]

[0x01BE]
[0x01C6]

[0x01D6]
[0x01DE]
[0x01E6]
[OxO1EE]
[0x01F6]

11111
:1010
11312
12264
:FC62
10000
: FFFF
: FFFF
[0x0096] :
: FFFF
: FFFF
[OXOOAE] :
: FFFF
: FFFF
[0x00C6] :
: FFFF
: FFFF
16666
16688
16688
[0x00F6] :
: FFFF
: FFFF
[0x010E] :
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
[0x013E]:
: FFFF
: FFFF
[0x0156] :
: FFFF
: FFFF
[0x016E] :
: FFFF
: FFFF
[0x0186] :
: FFFF
: FFFF
[0x019E] :
: FFFF
: FFFF
[0x01B6] :
: FFFF
: FFFF
[0x01CE] :
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
[0XO1FE] :

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.04

Jlo6aBneHa komaHaa show interface rf e2p.

3.121.36 show interface rrd

OnucaHune MNMoka3aTb 3arpysky ceTeBoro nHTepdeiica no npmuHUmny Round Robin
Database.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het
Cunoncuc (show)> interface name>rrd «attributes [ «details]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name WHTepgeiic MonHoe nmsa nHTepdeinca Nam NCeBLOHNM.
attribute rxspeed 3HayeHvie T1Ma CKOPOCTU Nepesaymn AaHHbIX.
txspeed
detail 0 YpoBeHb feTanusaumun 1 cekyHaa.
1 YpoBeHb geTanusaumm 2 cekyHabl.
2 YpoBeHb getannsaumm 3 CeKyHAbI.
3 YpoBeHb geTann3aunm 5 cekyHa.
4 YpoBeHb geTanusaumu 15 cekyHAa.
5 YpoBeHb geTanusaumun 30 cekyHA.
6 YpoBeHb geTanusauymuv 1 MUHyTa.
7 YpoBeHb getannsaunm 2 MUHYTbI.
8 YpoBeHb geTtanmsaymm 3 MUHYTHI.
9 YpoBeHb getanmsaumm 5 MUHYT.
10 YpoBeHb geTanusaumu 15 MUHYT.
11 YpoBeHb getanmsauun 30 MUHYT.
Npumep (show)> interface GigabitEthernetl rrd rxspeed

data:
t
v
data:
t
Vi

: 90083.990183
: 200880

: 90082.990128
152392
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data:

data:

data:

: 90081.990193

110976

: 90080.990142
: 48000

: 90079.990178
: 38366

(show)> interface GigabitEthernetl rrd txspeed

data:

data:

data:

data:

data:

(show)> interface

data:

data:

data:

data:

data:

: 87771.249486

148202

: 87768.248974

10694

: 87765.248977

19070

: 87762.249105
: 48909

: 87759.249105

149277

: 90176.990054

164766

: 90174.990061

121828

1 90172.990052
: 95430

: 90170.990085
: 57559

GigabitEthernetl rrd rxspeed 1
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t: 90168.990119

v: 97759
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.10 JobaeneHa komaHaa show interface rrd.

3.121.37 show interface stat

OnucaHwne MokasaTb CTaTUCTUKY NO UHTepdelicy.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)> interface <names> stat
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name UHTepgeiic MonHoe nma nHTepderica nam NCeBAOHUM.
Npumep (show)> interface Home stat
rxpackets: 564475
rxbytes: 68729310
rxerrors: 0
rxdropped: 0
txpackets: 796849
txbytes: 870960214
txerrors: 0
txdropped: 0
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.00 JobaeneHa komaHaa show interface stat.

3.121.38 show interface wps pin

OnucaHwue Moka3saTtb WPS PIN Touku goctyna.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

Tun nutepdeiica WiFi
CuHoncnc (show)> interface name> wps pin
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
name NHTepgelic MonHoe nMs NHTepderca Nan NCeBLOHNM.
BbiBOA, dnemeHT 3HaueHue
pin Howmep PIN.
Mpumep (show)> interface WifiMaster0/AccessPoint0 wps pin

pin: 60180360

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHaa show interface wps pin.

3.121.39 show interface wps status

OnucaHwue Moka3saTb cTaTyc WPS ToukmM goctyna.
Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi
CuHoncuc (show)>  interface name> wps status
AprymeHTbI AprymeHT  |3HaueHue |OnucaHune
name UHTepgeiic MonHoe nmsa NHTepdeica nnm NCeBLoOHNM.
BeiBog dnemeHT 3HaueHue
wps KopHeBow y3en.
configured HactpoeH nu WPS ans saHHOM TO4YKM foCTyna.
auto-self-pin |CocTosiHMe pexuma auto-self-pin.
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S51eMeHT 3HauveHue
status disabled
enabled
active
direction send
receive
mode pbc
self-pin
peer
left Bpems 10 3aKpbITUS ceccnm B CeKyHAaX.

Mpumep

(show)> interface WifiMaster0/AccessPoint0 wps status

UcTopuns nsmeHeHnii

wps:
configured: yes
auto-self-pin: yes
status: active
direction: send
mode: self-pin
left: infinite
Bepcus OnucaHve
2.00 JobasneHa komaHaa show interface wps status.

3.121.40 show internet status

OnuncaHwne

Mpedunkc no
MeHsieT HaCTPOMKMN
MHorokpaTHbliA BBOA,

CviHoncmc

Mpumep

MpoBepnTb HanMume NOAKIOYEeHUA K VIHTepHeTy Ha ycTpoiicTee. VIHAMKaTop
"VMIHTepHeT" (rnobyc) Ha Kopnyce yCTPOWCTBa rOpUT, eCauv nposepka
NOAK/IOYEHMA K MOMYASPHBIM CaiTam NPoLL/a YCneLHo.

HeT
Het

Het

I(shom0> internet status

(show)> internet status

checked: Tue Apr 24 17:14:37 2018
reliable: yes

gateway-accessible: yes
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dns-accessible: ye
host-accessible: ye

S
S

internet: yes
gateway:
interface: GigabitEthernetl
address: 192.168.1.1
failures: 0
accessible: yes
excluded: no
hosts:
host:
name: example.net
failures: 0
resolved: yes
accessible: yes
host:
name: google.com
failures: 0
resolved: no
accessible: no
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.11 JobaBneHa komaHaa show internet status.

3.121.41 show ip arp

OnucaHue OTobpaxaeT cogepxmmoe Ketua ARP.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(Shom0> ip arp

Mpumep (show)> ip arp

IP MAC

Interface

192.168.75.209 oGk
82.135.72.150 00:
192.168.75.106 88:
192.168.75.201 7c:
192.168.75.203 00:
10.10.30.34 ao:
192.168.75.203 7c:

b7:
Oe:
53:
61:
19:
88:
61:

0d:91:e7:31 Home
0c:09:db:60 ISP
2e:5e:07:1d Home
93:eb:6¢c:77 Home
d2:48:d6:dc  Home
b4:40:9c:98 GuestWiFi
93:ee:88:67 Home
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WcTopusa nsmeHeHum

192.168.75.211
82.138.72.163
192.168.75.200
192.168.75.204
82.138.72.129

00:26:c7:4a:e0:16
34:51:¢c9:¢c6:53:cf
60:d8:19:cb:1b:36
4c:0f:6e:4b:3c:ba
00:30:48:89:b5:9f

Home
ISP
Home
Home
ISP

Bepcus

OnucaHmne

2.00

Job6asneHa komaHaa show ip arp.

3.121.42 show ip dhcp bindings

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

Moka3aTtk ctatyc DHCP server. ECnn BbINOAHUTL KOMaHAy 6e3 apryMmeHTa, To
Ha 3KpaH byAeT BbiBeAeH BeCb CMMCOK BblAeneHHbIX IP Ana Bcex nynos.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(show)>  ip dhcp bindings [ <pool>]
AprymeHT 3HauyeHue OnuncaHwue
pool CTtpoka VMg nyna.

(show)> ip dhcp bindings _WEBADMIN

lease:

ip: 192.168.15.211
mac: 00:26:c7:4a:e0:16
expires: 289
hostname: lenovo

lease:

ip: 192.168.15.208
mac: 00:19:d2:48:d6:dc
expires: 258
hostname: evo

Bepcusa

OnucaHune

2.00

[JobaeneHa komaHaa show ip dhcp bindings.
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3.121.43 show ip dhcp pool

OonuncaHmne MokasaTb MH$OPMaLMIo 06 onpeaeneHHOM nyse. ECIv BbINOAHUTE KOMaHAY
6e3 aprymeHTa, TO Ha 3KpaH byaeT BbiBeAeHa MHOpMaLms 060 Bcex nynax
cncTeMmsl.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  ip dhcp pool [ pool>]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
pool CTtpoka VMg nyna.
Mpumep (show)> ip dhcp pool 123
pool, name = 123:
interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0
end: 0.0.0.0
router, default = yes: 0.0.0.0
lease, default = yes: 25200
state: down
debug: no
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue
2.03 Jlo6aBneHa komaHaa show ip dhcp pool.
3.121.44 show ip hotspot
OnucaHue Moka3aTb CNWCOK XOCTOB, MOAK/MOYEHHbIX K XOT-CMOTY.

Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog, Het

CuHoncUc I (show)>  ip hotspot

Mpumep (show)> ip hotspot

host:
mac: 24:92:0e:92:e5:44
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via: 24:92:0e:92:e5:44
ip: 192.168.1.41
hostname: android-41d997d510af8ff9
name:

interface:
id: Bridge0
name: Home
description: Home network (Wired and wireless hosts)

expires: 207328
registered: no
access: permit

schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 4911
link: up

ssid: Bewilderbeast
ap: WifiMaster@/AccessPoint0
authenticated: yes

txrate: 65
ht: 20
mode: 1ln
gi: 800
rssi: -24
mcs: 7
host:

mac: 20:aa:4b:5c:09:0e
via: 20:aa:4b:5c:09:0e
ip: 192.168.1.51
hostname: Julia-PC
name:

interface:
id: Bridge0
name: Home
description: Home network (Wired and wireless hosts)

expires: 212967
registered: no
access: permit

schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 884
link: up

ssid: Bewilderbeast
ap: WifiMaster@/AccessPoint0
authenticated: yes
txrate: 130
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ht: 20
mode: 1ln
gi: 800
rssi: -37
mcs: 15
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.09 Job6asneHa komaHaa show ip hotspot.

3.121.45 show ip hotspot rrd

OonuncaHmne MokasaTb nHPopMaLMio 0 TpadurKe 3aperMcTpMpPOBaHHOrO XoCTa Nno
npuHumny Round Robin Database.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)>  ip hotspot mac> rrd «attributes [ «details]
AprymeHTbI AprymeHTt 3HaueHue OnucaHue
mac MAC-agpec MAC-agpec
3aperncTpMpoBaHHOro
X0CTa.
attribute rxspeed Twnn ckopocTu Nepegaumn
txspeed JaHHbIX.
rxbytes
txbytes
detail 0 YpoBeHb geTanumsauumn 1
cekyHza.
1 YpoBeHb geTtanmsaumm 2
CeKkyHAbl.
2 YpoBeHb feTanusaunn 3
CeKyHAbl.
3 YpoBeHb feTannsaunnm 5
CeKkyHJ,
4 YpoBeHb geTtanmsaymm
15 cekyH4a.
5 YpoBeHb geTannsaymm
30 cekyHA.
6 YpoBeHb geTanu3sauun 1
MUHYTa.
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AprymeHT 3HaueHue OnucaHwue

7 YpoBeHb geTanunsauunm 2
MWHYTbI.

8 YpoBeHb feTanmsaunn 3
MWHYTbI.

9 YpoBeHb geTannsaunn 5
MWHYT.

10 YpoBeHb geTannsaymm
15 MUHYT.

11 YpoBeHb geTanusaymn

30 MUHYT.

Mpumep

(show)> ip hotspot a8

(show)> ip hotspot a8

(show)> ip hotspot a8

:1e:84:85:12:11 rrd rxspeed

1 2180.491855

16298

1 2177.492050

: 9026

1 2174.491916

11450

1 2171.491843

1 626

:1e:84:85:12:11 rrd txspeed

1 2228.491841

: 952

1 2225.491920

: 8813

1 2222.492053

: 28746

1 2219.491845

1 22474

:1e:84:85:12:11 rrd rxbytes
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t: 2279.491860

v: 4197

data:
t: 2276.492050
v: 362

data:
t: 2273.492040
v: 14337

data:

t: 2270.491862
v: 3281

(show)> ip hotspot a8:1e:84:85:f2:11 rrd txbytes

WcTopus nsmeHeHnii |Bepcus

data:
t: 2360.491865
v: 3342

data:
t: 2357.491853
v: 142

data:
t: 2354.491949
v: 3333

data:
t: 2351.491847
v: 3390

OnucaHune

2.14

[JobaeneHa komaHaa show ip hotspot rrd.

3.121.46 show ip hotspot summary

OnuncaHmne MokasaTb MHPOopPMaLMIO 0 TpadurKe HECKONBKMX 3aperncTpMpPOBaHHBIX XOCTOB
no npuHumny Round Robin Database.

Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuvHoncuc (show)>

«count> ]

ip hotspot summary attribute> [ detail «details> ][ count
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
attribute rxspeed 3HauyeHue T1na CKOPOCTU rnepeaayv JaHHbIX.
txspeed
rxbytes
txbytes
detail 0 YpoBeHb geTannsaumum 3 cekyHAbl.
1 YpoBeHb geTanusaumu 60 cekyHA.
2 YpoBeHb geTanusaumun 180 cekyHA.
3 YpoBeHb getanmsauun 1440 cekyHa.
count Uenoe uucno |Konmuectso xocToB. Ecim He ykasaHo,
oTobpakaeTcs BeCb CANCOK XOCTOB.
Mpumep (show)> ip hotspot summary rxspeed

t: 255
host:
active: yes
name: toshiba
rxspeed: 143964
host:
active: yes
name: 1nx
rxspeed: 24749
host:
active: yes
name: oneplus6
rxspeed: 2558

(show)> ip hotspot summary rxspeed detail 0

t: 0

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

host:

active:

yes
toshiba
186519

yes
oneplus6
94298

yes
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UcTopuns nameHeHuii

name: lnx
rxspeed: 8237

(show)> ip hotspot summary rxspeed count 3

t: 255

host:
active: yes
name: toshiba
rxspeed: 390322

host:
active: yes
name: 1lnx
rxspeed: 53518

host:
active: yes
name: oneplus6
rxspeed: 5284

Bepcusa

OnucaHune

2.14

JobasneHa komaHaa show ip hotspot summary.

3.121.47 show ip http proxy

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

(show)>

MokasaTb ctatyc HTTP-npokcu.

I(shom0> ip http proxy

ip http proxy

proxy:
name: modem
domain: myhomemodem.keenetic.link
upstream: http://192.168.8.1:80
allow: public

ndns: yes
Bepcus OnucaHve
2.09 Jlo6aBneHa komaHza show ip http proxy.
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3.121.48 show ip name-server

OnucaHue MokasaTb cnncok TekyLmx agpeco DNS-cepBepoB B nopsijke yobiBaHUSA
npuopuTeTa.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(shom0> ip name-server
Mpumep (show)> ip name-server
server:
address: 82.131.72.251
domain:
global: no
server:
address: 82.131.72.15
domain:
global: no
server:
address: 82.132.76.130
domain: zydata.ru
global: yes
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
2.00 [JobaeneHa komaHaa show ip name-server.
3.121.49 show ip nat
OnucaHue MokasaTb Tabnuuy TPaHCASLNM ceTeBbIX afpecos.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc (show)>  ip nat [tcp]
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
tcp KnwyeBoe Tonbko 3anucm c Tunom TCP byayT BbiBeAeHbI
c/10B0 Ha 3KpaH.
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Mpumep

WcTopusa nsmeHeHum

(show)> ip nat

3.121.50 show ip neighbour

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

Type | In | Source Port Destination Port Packets
| Out |

udp 10.1.30.34 6482 111.221.77.159 40005 1

111.221.77.159 40005 82.138.7.164 6482 1
udp 220.27.130.179 6896 82.138.7.164 28197 1

192.168.15.204 28197 220.27.130.179 6896 1
tcp 10.1.30.33 57474 78.141.179.15 12350 12

78.141.179.15 12350 82.138.7.164 57474 11
udp 10.1.30.34 6482 84.201.228.162 44423 11

84.201.228.162 44423 82.138.7.164 6482 16
tcp 10.1.30.34 46655 96.55.147.21 443 2

96.55.147.21 443 82.138.7.164 46655 0
udp 10.1.30.34 6482 213.199.179.158 40006 1

213.199.179.158 40006 82.138.7.164 6482 1
Bepcusa OnucaHue
2.00 Job6asneHa komaHaa show ip nat.
MokasaTb CNNCOK 06HaPY>XXEeHHbIX Ha CETEBOM YPOBHE XOCTOB.
Het
Het
(show)>  ip neighbour [alive]
AprymeHT (3HauyeHue OnucaHwue
alive Kniouyesoe cnoBo|[1oka3aTb aKTUBHbIE XOCThI.
(show)> ip neighbour

neighbour:
id: 1
via: b8:88:el:2b:30:af
mac: b8:88:el:2b:30:af
address-family: ipv4
451
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address: 192.168.22.16
interface: Bridge0

first-seen: 251387

last-seen: 0
leasetime: 7372
expired: no

wireless: no

neighbour:

id: 4
via: b8:88:e2:4b:30:af
mac: b8:88:e2:4b:30:af

address-family: ipv6

addresses:

address:
address: fe80::a022:a505:fae6:c891
status: active
last-seen: 3

interface: Bridge0

first-seen: 251371

last-seen: 251371
leasetime: 0
expired: no

wireless: no

WcTopusa nsmeHeHum

Bepcusa

OnucaHmne

2.10

Job6asneHa komaHaa show ip neighbour.

3.121.51 show

OnuncaHune
Mpe¢ukc no
MeHsieT HaCTPOUKMN

MHorokpaTHbIVi BBOA,

ip policy

MokasaTk cTatyc Nnpoduas 4ocTyna B VIHTepHer.

HeTt
Het

Het

CuHoncuc (show)>  ippolicy[«policy]
AprymeHTbI AprymeHT 3HaueHue OnucaHue

policy Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.
Mpumep (show)> ip policy

policy, name

Policy0@, description = VPN-OpenVPN:
mark: fffffdoo
table: 42
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route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

policy, name =

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

172.16.3.33/32
0.0.0.0
L2TPVPN

0

boot

no

192.168.1.0/24
0.0.0.0

Home

0

boot

no

Policy3, description = Home:

mark: fffffdo3

table: 45

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

172.16.3.33/32
0.0.0.0
L2TPVPN

0

boot

no

192.168.1.0/24
0.0.0.0

Home

0

boot

no
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(show)> ip policy Policy®
policy, name = Policy0:

mark: fffffdoo

table: 42

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

0.0.0.0/0
193.0.174.1
ISP

0

boot

no

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

185.230.127.84/32
193.0.174.1

ISP

0

boot

no

192.168.1.0/24
0.0.0.0

Home

0

boot

no

193.0.174.0/24
0.0.0.0

ISP

0

boot

no

193.0.175.0/25
193.0.174.10
ISP

0

boot

no
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destination: 193.0.175.22/32
gateway: 193.0.174.1
interface: ISP
metric: 0O
proto: boot
floating: no
WcTopuns nsmeHeHwnit |Bepcus onucaHue
2.12 Job6asneHa komaHaa show ip policy.

3.121.52 show ip route

OnucaHue Moka3saTbk TekyLLyr Tabanuy MapLupyTu3aumn.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
CuHoncuc (show)> ip route[sort«criteria«direction]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
direction ascending 3anuncy Tabnuubl MapLIpyTM3auum byayTt
ynopsago4eHbl Mo BO3pacTaHuIo.
descending |3anucu Tabnauubl MapLlpyTM3aumn byayt
yrnopsoyeHbl N0 yobIBaHWIO.
criteria interface CopTupoBka 3anvcei 6yaeT ocyLlecTBeHa
no uMeHn nHTepoderica.
gateway CopTupoBKa 3anucen 6yjgeT ocyLecTBieHa
no ajpecy LLito3a.
destination |CopTupoBKa 3anucein byaeT ocyLlecTBAeHa
no ajpecy Ha3zHauyeHus
Mpumep (show)> ip route sort destination ascending
Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00

[JobaeneHa komaHza show ip route.

3.121.53 show ip service

OnucaHune
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

[MokasaTb CNNCOK OTKPbITbIX MOPTOB, NCMOJ1Ib3yeMbIX CUCTEMHbBIMA cny>|<6a|v||/|.

CuHoncuc I(shom0> ip service
Mpumep (show)> ip service
service:
service-name: Telnet
family: ipv4
protocol: tcp
port: 23
security-level: private
service:
service-name: DNS proxy
family: ipv4
protocol: udp
port: 53
security-level: protected
service:
service-name: DNS proxy
family: ipv4
protocol: tcp
port: 53
security-level: protected
service:
service-name: DNS proxy
family: ipv4
protocol: udp
port: 54321
security-level: private
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
3.06 [Jlo6baBneHa komaHaa show ip service.
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3.121.54 show ipsec

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTpPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

Mpumep

MokasaTb nHPopmMaLmto o cocTosiHUM IPsec/IKE cnyx6bbl strongSwan.
Het
Het

Het
I(shom0>ipsec

(show)> ipsec
ipsec_statusall:

Status of IKE charon daemon (strongSwan 5.3.4, Linux 2.6.36, »
mips):
uptime: 6 days, since Dec 22 10:23:36 2015
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: »
0/0/0/0, scheduled: 10
loaded plugins: charon aes des shal sha2 md5 random nonce »
openssl xcbc cmac hmac attr kernel-netlink socket-default stroke »
updown eap-mschapv2 eap-dynamic xauth-generic xauth-eap »
error-notify systime-fix
Listening IP addresses:
192.168.1.1
10.10.10.15
Connections:
test: %any...ipsec.example.org IKEv2, dpddelay=10s
test: local: [ipsec.example.org] uses pre-shared key »
authentication
test: remote: [ipsec.example.com] uses pre-shared key »
authentication
test: child: 172.16.200.0/24 === 172.16.201.0/24 TUNNEL, »
dpdaction=restart
Security Associations (1 up, 0 connecting):
test[572]: ESTABLISHED 24 minutes ago, »
10.10.10.15[ipsec.example.org]...10.10.10.20[ipsec.example.com]
test[572]: IKEv2 SPIs: 00a6ebfc9d90flc2 i* »
3cd201ef496df75¢c_r, pre-shared key reauthentication in 20 minutes
test[572]: IKE proposal: »
AES_CBC=256/HMAC_SHA1 96/PRF_HMAC_SHA1/MODP_1024/#
test{304}: INSTALLED, TUNNEL, reqid 185, ESP in UDP SPIs: »
ca59bfcf i cde23d83 o
test{304}: AES CBC 256/HMAC SHAl 96, 10055 bytes i (164 »
pkts, 0s ago), 10786 bytes o (139 pkts, 0s ago), rekeying in 34 »
minutes
test{304}: 172.16.200.0/24 === 172.16.201.0/24
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.06

[JobaeneHa komaHaa show ipsec.

3.121.55 show ipv6 addresses

OnucaHwue Moka3aTb cNUCoK Tekywmx IPv6-agpecos.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ipv6 addresses
Mpumep (show)> ipv6 addresses
address:
address: 2001:db8::1
interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:cebd:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01l:db8:43:0:ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00

[Jlo6aBneHa komaHza show ipv6 addresses.

3.121.56 show ipv6 prefixes

OnucaHwue MokasaTk cnncok TekyLmx IPve-npedukcos.

Mpejukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)>

ipv6 prefixes
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Mpumep (show)> ipv6 prefixes
prefix:
prefix: 2001:db8::/64
interface: ISP
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd3c:4268:1559::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd01l:db8:43::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.00 JobasneHa komaHaa show ipv6 prefixes.

3.121.57 show ipv6 routes

OnucaHue lNoka3aTb cnucok TekyLwmnx IPv6-mapLUpyTOB.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbliA BBog, Het

CuHoncnc I(Shom0> ipv6 routes

NMpumep (show)> ipvé routes

route :
destination:
gateway:
interface:

route :
destination:
gateway:
interface:

route :
destination:
gateway:
interface:

2001:db8: :/64

Hone
fd3c:4268:1559::/64
Hone
fd01:db8:43::/64

Home
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

[JobaeneHa komaHza show ipv6 routes.

3.121.58 show kabinet status

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

MpoBepuTb coCTosIHUE N KOHbUrypaumto aBTopusaTopa KABINET.

I(shom0> kabinet status

(show)> kabinet status

kabinet:
enabled: yes

wan: yes

state: STOPPED
server: 10.0.0.1
access-level: internet

protocol-version: 2

WcTopus nsmeHeHwnii

Bepcus

OnucaHue

2.02

JobaeneHa komaHaa show kabinet status.

3.121.59 show last-change

OnucaHwue
Mpedukc no

MeHsieT HacTpoiKkmn

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

[Moka3aTtb KTO 1 Korga I'IOCI'Iep,HI/II7I Pa3 BHOCNI N3MeHEHWA B HaCTpOIZKM.

I(shom0> last-change

(show)> last-change

date: Thu, 12 Jul 2012 10:01:47 GMT

agent: cli
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

[JobaeneHa komaHaa show last-change.

3.121.60 show led

MokasaTb MHPOPMaLMIO MO YKa3aHHOMY CBETOAMOAHOMY NHAMKATOPY. Ecan
BbIMOMHUTBL KOMaHAy 6e3 apryMeHTa, To Ha 3KpaH byAeT BbiBeeH BeCb CMINCOK
CBETOANOAHBIX MHAMKATOPOB Ha ycTpoicTee. Habop NHANKATOPOB 3aBUCUT
OT annapaTHOM KOHbUrypaumn.

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

AprymeHThl

Mpumep

(show)>

led [ <name> ]

AprymeHT

3HayeHue OnvcaHune

name

SYS Ha3BaHVve nHankatopa. Konnyecrso

EN JAOCTYMHbIX NHANKATOPOB 3aBNCUT OT
Bbl6paHHOro YCTPONCTBA.

Fw_UPD

ACT ACK
WAN
DSL
WLAN
WLANS
WPS 1
WPS 2
WPS 3
WPS 4
WPS5 1
WPS5_2
WPS5 3
WPS5 4
USB_1
USB_2
LTE

(show)> led FN_1
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leds:

led, index = 0:
name: FN 1
user_configurable: yes

WcTopusa nsmeHeHum

virtual: no
Bepcus OnucaHue
2.05 JobaBneHa komaHaa show led.

3.121.61 show led bindings

MokasaTb ynpaBnsoLwmii 06 beKT, CBA3aHHbIN C yKa3aHHbIMU CBETOAMOAHbLIM
NHAWKaATOPOM. Ecm BEINOAHUTBE KOMaHAy 6e3 aprymeHTa, byseT BbiBeJeH
BeCb CMNCOK CBETOANOAHbBIX MHANKATOPOB C UX YNPaBASOLWNMM 06 beKkTamu.

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

HeTt
Het

Het

(show)>

led [ <name> lbindings

AprymeHTbl

AprymeHT

3HavyeHue

OnwucaHue

name

SYS

FN

FW_UPD

ACT ACK

WAN

DSL

WLAN

WLANS

WPS 1

WPS 2

WPS_3

WPS_4

WPS5 1

WPS5 2

WPS5_3

WPS5_4

USB_1

HasBaHue nHankaTopa. Habop AOCTYMHbIX
MHAWNKATOPOB 3aBUCUT OT Bbl6paHHOFO
yCTpOWCTBA.
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AprymeHT 3HauyeHue OnuncaHwue
USB 2
LTE

Mpumep (show)> led bindings
bindings:

binding, index = 0:
led: SYS
user_configurable: no
active control: SystemState
default control: SystemState

binding, index = 1:
led: FN 1
user_configurable: yes
active control: UsblPortDeviceAttached
default control: UsblPortDeviceAttached

binding, index = 2:
led: FN 2
user_configurable: yes
active control: Usb2PortDeviceAttached
default control: Usb2PortDeviceAttached

binding, index = 3:
led: ACT_ACK
user_configurable: no
active control: ButtonActivityAcknowledgement
default control: ButtonActivityAcknowledgement

binding, index = 4:
led: FW_UPD
user_configurable: no
active control:
default control:

binding, index = 5:
led: WAN
user_configurable: no
active control: WanConnected
default control: WanConnected

binding, index = 6:
led: WLAN
user_configurable: no
active control: WlanActivity
default control: WlanActivity

binding, index = 7:
led: WPS 1
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user_configurable: no
active control: WlanWpslActivity
default control: WlanWpslActivity

binding, index = 8:
led: WPS 2
user_configurable: no
active control: WlanWps2Activity
default control: WlanWps2Activity

binding, index = 9:
led: WPS 3
user_configurable: no
active control: WlanWps3Activity
default control: WlanWps3Activity

binding, index = 10:
led: WPS 4
user_configurable: no
active control: WlanWps4Activity
default control: WlanWps4Activity

binding, index = 11:
led: WPS STA
user_configurable: no
active control: WstaWpsActivity
default control: WstaWpsActivity

binding, index = 12:
led: WLAN5
user_configurable: no
active control: Wlan5Activity
default control: Wlan5Activity

binding, index = 13:
led: WPS5 1
user_configurable: no
active control: Wlan5WpslActivity
default control: Wlan5WpslActivity

binding, index = 14:
led: WPS5 2
user_configurable: no
active control: Wlan5Wps2Activity
default control: Wlan5Wps2Activity

binding, index = 15:
led: WPS5 3
user_configurable: no
active control: Wlan5Wps3Activity
default control: Wlan5Wps3Activity

binding, index = 16:
led: WPS5 4
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user_configurable: no

active control: Wlan5Wps4Activity
default control: Wlan5Wps4Activity

binding, index

led: WPS5

user_configurable: no

17:

STA

active control: WstaSWpsActivity
default control: WstaSWpsActivity

WcTopusa nsmeHeHum

Bepcus OnucaHue

2.08

Job6asneHa komaHaa show led bindings.

3.121.62 show led controls

Moka3aTb CANCOK YNpaBasoLWmMX 06 bekTOB CBETOAMOAHBbIX UHANKATOPOB

cncTeMsbl. IoCTynHble ynpaBastoLme 06bekTbl 3aBUCAT OT KOHPUIypaLmm

OnucaHue

060pyAOBaHMSA.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue I(shom0> led controls
Mpumep (show)> led controls
controls:
control, index
name:
short description:
owner:

user configurable:

control, index
name:
short description:
owner:
user configurable:

control, index

name:
short description:

owner:
user configurable:

control, index

name:

= 0:
SystemState
System state
ndm

no

1:
ButtonActivityAcknowledgement
Button activity acknowledgement
ndm

no

2:

SelectedSchedule

Selected schedule is active
ndm

yes

3:
SelectedWan
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short _description: Selected WAN interface has default »
route
owner: ndm
user_configurable: yes

control, index = 4:
name: BackupWan
short description: Backup WAN interface has default route
owner: ndm
user_configurable: yes

control, index = 5:

name: WanConnected
short description: WAN interface connected
owner: ndm
user _configurable: no

control, index = 6:

name: UsblPortDeviceAttached
short description: USB port 1 known device attached
owner: ndm

user _configurable:

yes

control, index = 7:

name: Usb2PortDeviceAttached
short description: USB port 2 known device attached
owner: ndm

user _configurable:

yes

control, index = 8:

name: UpdatesAvailable
short description: Firmware updates available
owner: ndm
user_configurable: yes
control, index = 9:
name: OpkglLedControl
short description: OPKG LED control
owner: ndm
user_configurable: yes
control, index = 10:
name: Wlan5Activity
short description: WLAN 5GHz interface activity
owner: mt7615 ap
user _configurable: no
control, index = 11:
name: Wlan5WpslActivity
short description: WLAN 5GHz SSID 1 WPS activity
owner: mt7615 ap
user _configurable: no
control, index = 12:
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name:
short description:

owner:
user _configurable:

control, index =
name:

short description:
owner:

user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

Wlan5Wps2Activity
WLAN 5GHz SSID 2 WPS activity
mt7615 ap
no
13:
Wlan5Wps3Activity
WLAN 5GHz SSID 3 WPS activity
mt7615 ap
no
14:
Wlan5Wps4Activity
WLAN 5GHz SSID 4 WPS activity
mt7615 ap
no
15:
WlanActivity
WLAN 2.4GHz interface activity
mt7615 ap
no
16:
WlanWpslActivity
WLAN 2.4GHz SSID 1 WPS activity
mt7615 ap
no
17:
WlanWps2Activity
WLAN 2.4GHz SSID 2 WPS activity
mt7615 ap
no
18:
WlanWps3Activity
WLAN 2.4GHz SSID 3 WPS activity
mt7615 ap
no
= 19:
WlanWps4Activity
WLAN 2.4GHz SSID 4 WPS activity
mt7615 ap
no
= 20:
Wsta5WpsActivity
Station 5GHz WPS activity
mt7615 ap
no
= 21:
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WcTopusa nsmeHeHum

name: WstaWpsActivity

short description: Station 2.4GHz WPS activity

owner: mt7615 ap

user _configurable: no

Bepcus

OnucaHmne

2.08

JobaBneHa komaHaa show led controls.

3.121.63 show log

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

MNMoka3aTb CofepXXMMOe CUCTEMHOTO XXypHana (3anncu, KoTopble COXPaHWANCh
B LMKAMYeckom bydepe), a Takke HOBble 3anncy Mo Mepe 1x NocTynaeHns.
KomaHpa paboTtaeT B GOHOBOM pexrMe, TO eCTb A0 MPUHYANTENbHON
OCTaHOBKW Nonb3oBaTteneM no Haxatuto [Ctri]+[C].

HeTt
Het

Het

(show)>

log [ <max- lines> ] [once]

AprymeHT

3HavyeHue OnwucaHue

max-lines

Lenoe uncno |Konmyectso BO3BpaLLAeMbIX CTPOK JIOFOB.

once

Knyesoe Moka3aTb TekyLwii nor v BelT B CLL.
cnoBo

(show)> log

Time

Message

I [Jul
I [Jul
I [Jul

STA(d8:

I [Jul
I [Jul
I [Jul

STA(d8:

I [Jul
I [Jul
I [Jul

STA(d8:

I [Jul

12
12
12

b3:

12
12
12

b3:

12
12
12

b3:

12

12:08:39] radvd[228]: attempting to reread config file

12:
12:
77:

08:
08:
36:

39] radvd[228]: resuming normal operation
40] wmond: WifiMaster@/AccessPoint0Q: »
05:cl)
occurred MIC different in key handshaking.

12:08:40] radvd[228]: attempting to reread config file

12:
12:
77:

08:
08:
36:

40] radvd[228]: resuming normal operation
41] wmond: WifiMaster@/AccessPoint0Q: »
05:cl)
occurred MIC different in key handshaking.

12:08:41] radvd[228]: attempting to reread config file

12:
12:
77:

12:

08:
08:
36:

08

41] radvd[228]: resuming normal operation
441 wmond: WifiMaster@/AccessPoint0Q: »
05:cl)

pairwise key handshaking timeout.

:44] wmond: WifiMaster0/AccessPoint0: »
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STA(d8:b3:77:36:05:cl1) had

deauthenticated.
WcTopuns nsmeHeHunit |Bepcus onuvcaHue
2.00 Job6asneHa komaHaa show log.

3.121.64 show mws associations

OnucaHue lMoka3saTb CNMCOK TOYeK JOCTYMna Ha ycuauTtene, ceasaHHoM ¢ MIV/S
KOHTPOAEPOM.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> mws associations
Mpumep (show)> mws associations
station:
mac: 51:ef:22:11:17:1a
ap: WifiMasterl/Backhaul@
authenticated: yes
txrate: 585
rxrate: 270
uptime: 31
txbytes: 33569
rxbytes: 74324
ht: 80
mode: 1llac
gi: 800
rssi: -27
mcs: 7
txss: 2
ebf: yes
mu: yes
WcTopusa nsmeHeHum Bepcus onuvcaHuve
3.01 JobaBneHa komaHaa show mws associations.

3.121.65 show mws candidate

OonucaHue Moka3aTb CMMCOK KaHANAATOB U/W OMUCaHNe onpesesieHHOro kKaHauaaTa
no 3aZiaHHOMY MAeHTUUKaTOpYy.

Mpedukc no Het
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc (show)> mws candidate [ <candidates ]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
candidate CTpoka ID yctpoiictea — MAC-agpec nawm CID.
Mpumep (show)> mws candidate 50:ff:20:08:71:61
candidate:
mac: 50:ff:20:08:71:61
cid:
mode:
model:
state: DISCONNECTED
(show)> mws candidate 50:ff:20:08:71:61
candidate:
mac: 50:ff:20:08:71:61
cid: abl409a2-0f87-11e8-8f23-3d5f5921b253
mode: ap
model: Extra (KN-1710)
state: COMPATIBLE
fw: 2.15.A.4.0-1
fw-available: 2.15.A.4.0-1
license: 273720056272398
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.15 JobasneHa komaHga show mws candidate.

3.121.66 show mws log

OnucaHue MokasaTb XypHaa NOAKAYEHN U NePEXOA0B OT OAHOM TOUKM A0CTYNa K
apyroi B npegenax M/S. Komanaa pabotaet B POHOBOM pexumme, To eCTb
[0 NPUHYAUTENBbHOV OCTaHOBKM Nojib30oBaTeneM no Haxatuto [Ctri]+[C].

MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOg, Het

CnHoncuc I(shomn> mws log [ <max-lines> ] [once]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue

max-lines Lenoe uucno |OrpaHnyeHme KoMYecTBa 3anmcei B OTBeTe.

once Knwyesoe MokasaTb nociegHMe 3anncK B XXypHane.
CJ10B0
MNpumep (show)> mws log 1
Time Message

[Jan 17 15:04:58] : 64:a2:f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

(show)> mws log once

Time Message

[Jan 17 14:46:37] : 64:a2:f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

[Jan 17 15:04:50] : 64:a2:1f9:51:b1:82: 50:ff:20:00:11:82 (5 »
GHz) -> disassociated

[Jan 17 15:04:58] : 64:a2:f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.15 Jlo6aBneHa komaHaa show mws log.

3.121.67 show mws member

OonucaHue Moka3aTb CANCOK 3aXBaueHHbIX YCTPOMCTB U OMCAHVE ONpeAesIeHHOMo
yCTPOiCTBa Mo 3agaHHOMY naeHTUdUKaTopy.

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc (show)>  mws member [ <cmember; ]
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
member CTpoka ID yctpoiictBa — MAC-agpec nnwn CID.
NMpumep (show)> mws member abl409a2-0f87-11e8-8f23-3d5f5921b253
member:

cid: abl409a2-0f87-11e8-8123-3d515921b253
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model: Extra (KN-1710)
mac: 50:ff:20:08:7a:6a
ip: 192.168.1.43
mode: ap
fw: 2.15.
fw-available: 2.15.
dual-band: yes

system:
cpuload: 3
memory: 32680/131072
uptime: 2696

WcTopusa nsmeHeHum

rci:
errors: 0
Bepcus OnucaHue
2.15 JobaBneHa komaHaa show mws member.

3.121.68 show ndns

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

UcTopuns nsmeHeHni

lNokasaTb napameTpbl KeenDNS, nonyyeHHble U3 nocneHero 3anpoca Ha
cepsep (cMm. komaHAbl ndns get-booked v ndns get-update).

I(shom0> ndns

(show)> ndns

name: testname
booked: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: yes
access: direct

ttp:
direct: yes

interface: GigabitEthernetl
address: 41.189.34.56

Bepcusa

OnucaHune

2.07

JobaBneHa komaHaa show ndns.
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3.121.69 show netfilter

OonucaHue Moka3aTb MHPOpMaLMo 0 paboTe ceTeBOro skpaHa. Heo6xoanmo Ans
o6ecneyeHns yaaneHHoM TeXNoAAepXKKM.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuiHoncuc (show)> netfilter
UcTopuns nameHeHui Bepcus onucaHue
2.00 JobaeneHa komaHaa show netfilter.

3.121.70 show nextdns availability

OnucaHwue MpoBepnTb N NOKa3aTb AOCTYNHOCTL NextDNS.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc I(show)> nextdns availability
Npumep (show)> nextdns availability
available: yes
port: 53
doh-supported: yes
doh-available: yes
NcTopusa nsmeHeHum Bepcus OonucaHue

3.08 Job6asneHa komaHaa show nextdns availability.

3.121.71 show nextdns profiles

OnucaHune Moka3zatb npodunn NextDNS.
MNpejukc no Het
MeHsieT HacTpoiikn  Hert

MHorokpaTtHbIiA BBOA, Het
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Cunoncuc I(shom0> nextdns profiles
Mpumep (show)> nextdns profiles
profiles:
profile:
name: No filtering
token: 0
profile:
name: My First Configuration
token: 1f3a36
NextDns::Client: Loaded profiles.
VICTOleﬂ U3MeHeHU Bepcuﬂ onucaHvie

3.08 [Jlob6aBneHa komaHaa show nextdns profiles.

3.121.72 show ntce applications

OnucaHwue MokasaTb CANCOK NPUIOXEHWIA, MoAAepXKMBaeMbIX cyxbon NTCE.
Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CnHoncuc I(shom0> ntce applications
Mpumep (show)> ntce applications
application:
id-num: 1

short: facebook
long: Facebook
group-id: 2065
group-long: Social
groupset-id: 4
groupset-short-id: surfing
groupset-long-id: Web surfing

application:
id-num: 2
short: magicjack
long: magicJack
group-id: 2054
group-long: Voice over IP
groupset-id: 0
groupset-short-id: calling
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groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

Calling and conferencing

3

itunes

iTunes

2056

Streaming

2

streaming

Video & Audio streaming

4
myspace
MySpace
2065

Social

4

surfing

Web surfing

5

facetime

FaceTime

2054

Voice over IP

0

calling

Calling and conferencing

6

truphone

Truphone

2054

Voice over IP

0

calling

Calling and conferencing

7

twitter
Twitter
2065

Social

4

surfing

Web surfing
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short: xbox
long: XBOX gaming console
group-id: 2050
group-long: Gaming
groupset-id: 1
groupset-short-id: gaming
groupset-long-id: Gaming
application:
id-num: 9
short: realmedia
long: RealMedia
group-id: 2088
group-long: Removed
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
application:
id-num: 10
short: google-mail
long: Google Mail
group-id: 2059
group-long: Mail
groupset-id: 3
groupset-short-id: work

groupset-long-id:

Work & Learn from home

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

3.07

Job6asneHa komaHaa show ntce applications.

3.121.73 show ntce attributes

OnucaHwne MNMoka3aTb CNNCOK aTpMbyTOB, NoAAepXKMBaeMblx cyx6oin NTCE.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ntce attributes
Mpumep (show)> ntce attributes
attribute:
id-num: 1

short: encrypted
long: Indicates that the current connection is »
encrypted traffic.
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attribute:
id-num: 2
short: audio
long: Indicates that the current connection is »
an audio or voice signal.

attribute:
id-num: 3
short: out

long: Indicates that the current connection is »
a landline call, e.g. a call to a home phone.

attribute:
id-num: 4
short: video
long: Indicates that the current connection is »
a video signal.

attribute:
id-num: 5
short: file-transfer
long: Indicates that the current connection is »
a file transfer.

attribute:
id-num: 6
short: web

long: Indicates that the current connection is »
a surf the Internet session.

attribute:
id-num: 7
short: chat

long: Indicates that the current connection is »
a chat session.

attribute:
id-num: 8
short: mail
long: Indicates that the current connection is »
mail traffic.

attribute:
id-num: 9
short: stream
long: Indicates that the current connection is »
a continues unidirectional stream of audio and / or video.

attribute:
id-num: 10
short: android
long: Indicates that the client side uses the »
operating system Android.
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attribute:
id-num: 11
short: ios

long: Indicates that the client side uses the »
operating system i0S.

attribute:
id-num: 12
short: windows-mobile
long: Indicates that the client side uses the »
operating system Windows Mobile.

attribute:
id-num: 13
short: blackberry
long: Indicates that the client side uses the »
operating system Blackberry.

attribute:
id-num: 14
short: picture
long: Indicates that the current connection »
transfers pictures.

attribute:
id-num: 15
short: ddl

long: Indicates that the current connection is »
a Direct Download Hoster.

attribute:
id-num: 16
short: google
long: Indicates that the current connection is »
a Google service.

attribute:
id-num: 17
short: outlook web access
long: Indicates that the current connection »
uses the Microsoft Exchange Outlook Web Access as authentication »
mechanism.

attribute:
id-num: 18
short: amazon-cloud
long: Indicates that the current connection is »
a service of Amazon Cloud.

attribute:
id-num: 19
short: apache
long: Indicates that the server side is an »
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WcTopusa nsmeHeHum

Apache server.

attribute:
id-num: 20
short: mysql-server
long: Indicates that the server side is a MySQL »
database server.

attribute:
id-num: 21
short: mariadb-server
long: Indicates that the server side is a »
MariaDB database server.

attribute:
id-num: 22
short: ntlm

long: Current connection uses NTLM as »
authentication mechanism.

attribute:
id-num: 23
short: microsoft-windows
long: Indicates that the client side is the »
operating system Microsoft Windows.

attribute:
id-num: 24
short: chrome
long: Indicates that the client side is the »
operating system Chrome.

attribute:
id-num: 25
short: akamai-cloud
long: Indicates that the current connection is »
a service of Akamai Cloud.

attribute:
id-num: 26
short: dox

long: Indicates that the current connection is »
DoT (DNS over TLS) or DoH (DNS over HTTPS).

attribute:
id-num: 27
short: rcs

long: Indicates that the current connection is »
RCS (Rich Communication Services).

Bepcus OnucaHue

3.07 JobaBneHa komaHaa show ntce attributes.
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3.121.74 show ntce groups

OnucaHue MokasaTb cAnCcoK rpynmn, noajep>XxmBaembix cyxoon NTCE.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ntce groups
Mpumep (show)> ntce groups
group:
id-num: 2048
long: Generic
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
group:
id-num: 2049
long: Peer to Peer
groupset-id: 6
groupset-short-id: filetransfering

480

groupset-long-id:

File transfering

group:
id-num: 2050
long: Gaming
groupset-id: 1
groupset-short-id: gaming
groupset-long-id: Gaming
group:
id-num: 2051
long: Tunnel
groupset-id: 3
groupset-short-id: work

groupset-long-id:

Work & Learn from home

group:
id-num: 2052
long: Business
groupset-id: 3
groupset-short-id: work

groupset-long-id:

Work & Learn from home

group:
id-num: 2053
long: E-Commerce
groupset-id: 3
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groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

work
Work & Learn from home

2054

Voice over IP

0

calling

Calling and conferencing

2055

Messaging

0

calling

Calling and conferencing

2056

Streaming

2

streaming

Video & Audio streaming

2057

Mobile

0

calling

Calling and conferencing

2058

Remote Control

3

work

Work & Learn from home

2059

Mail

3

work

Work & Learn from home

2060

Network Management
5

other

Other

2061
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long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

Database

3

work

Work & Learn from home

2062
Filetransfer

6
filetransfering
File transfering

2063

Web

4

surfing

Web surfing

2064

Conference

0

calling

Calling and conferencing

2065

Social

4

surfing

Web surfing

2066
Sharehosting

6
filetransfering
File transfering

2067
Deprecated
5

other
Other

2068
Industrial
5

other
Other
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group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:

2069
Encrypted
5

other
Other

2070

Advertisement and Analytic Services
5

other

Other

2071

News

4

surfing

Web surfing

2072

Health and Fitness
5

other

Other

2073

Cloud and CDN Services
5

other

Other

2074
Navigation
4

surfing

Web surfing

2075
Finance
5

other
Other

2076

Travel and Transportation
5

other
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groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:
long:

Other

2077
Pornography
5

other

Other

2078

Books and Magazines
5

other

Other

2079

Audio Entertainment
2

streaming

Video & Audio streaming

2080
Education
5

other
Other

2081

M2M and IoT
3

work

Work & Learn from home

2082

Device Security
4

surfing

Web surfing

2083

Multimedia Service Providers

2
streaming

Video & Audio streaming

2084
Organizers
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WcTopusa nsmeHeHum

groupset-id:
groupset-short-id:
groupset-long-id:

3
work
Work & Learn from home

group:
id-num: 2085
long: Enterprise Services
groupset-id: 4
groupset-short-id: surfing

groupset-long-id:

Web surfing

group:
id-num: 2086
long: App-Stores and 0S Updates
groupset-id: 6
groupset-short-id: filetransfering

groupset-long-id:

File transfering

group:
id-num: 2087
long: Browsers
groupset-id: 4
groupset-short-id: surfing

groupset-long-id:

Web surfing

group:
id-num: 2088
long: Removed
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
group:
id-num: 2089
long: Moved
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
Bepcus OnucaHue
3.07 Job6asneHa komaHaa show ntce groups.

3.121.75 show ntce groupsets

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

MNMoka3sbiBaTb CMNCOK HABOPOB rpynmn, Noagep>xxmBaeMblix cnyxooin NTCE.

HeTt

Het

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

Mpumep

(show)> ntce groupsets

I(shom0> ntce groupsets

WcTopus nsmeHeHnit |Bepcus

groupset:
id-num: ©
short: calling
long: Calling and conferencing
groupset:
id-num: 1
short: gaming
long: Gaming
groupset:
id-num: 2
short: streaming
long: Video & Audio streaming
groupset:
id-num: 3
short: work
long: Work & Learn from home
groupset:
id-num: 4
short: surfing
long: Web surfing
groupset:
id-num: 5
short: other
long: Other
groupset:
id-num: 6
short: filetransfering
long: File transfering
OnucaHue

3.07

Jo6asneHa komaHga show ntce groupsets.

3.121.76 show ntce hosts

OnucaHune

Mpedukc no Het

MeHsieT HacTpoiikn  Het

MokasaTb CTaTUCTUKY NPUAOXKEHWIA, KOTopble cyxxba NTCE obHapymna ans
XOCTOB.
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MHorokpaTtHbIiA BBOg, Het

CnHoncuc |6h0m0> ntce hosts
Mpumep (show)> ntce hosts
host:
mac: 04:d4:c4
application:
id-num:
short:
long:
group-id:
group-long:

groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:
long:
group-id:

:54:31:12

7
twitter
Twitter
2065
Social
4
surfing
Web surfing
2

62274
6020

43
instagram
Instagram
2065
Social

4

surfing
Web surfing
2

57606
11148

428

spotify

Spotify

2079

Audio Entertainment
2

streaming

Video & Audio streaming
2

155317

80526

438
whatsapp
WhatsApp
2055
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group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:

long:
group-id:
group-long:
groupset-id:

Messaging

0

calling

Calling and conferencing
2

826

706

461
google-cloud
Google Cloud
2073

Cloud and CDN Services
5

other

Other

2

313

352

498
telegram
Telegram
2055
Messaging
0

calling
Calling and conferencing
2

109895
15561

559

google-play
Google Play

2086

App-Stores and 0S Updates
6
filetransfering
File transfering
2

16736

28451

590

yandex

Yandex

2085

Enterprise Services
4
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groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

surfing

Web surfing
2

606

200

611
zendesk
ZenDesk
2052
Business
3

work
Work & Learn from home
2

101697
187527

621

slack
Slack

2064
Conference
0

calling
Calling and conferencing
2

30568

3650

632

google-services
Google Shared Services
2085

Enterprise Services
4

surfing

Web surfing

2

614512

202174

664
microsoft-services
Microsoft Services
2085

Enterprise Services
4

surfing

Web surfing
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groupset-service-class:
rxbytes:
txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:

group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

2
20243
10699

700
fastly
Fastly
2073
Cloud and CDN Services
5
other
Other
2
14859
3147

703
cloudflare
Cloudflare
2073

Cloud and CDN Services
5

other
Other

2

2172

3593

719
google-apis
Google APIs
2052
Business

3

work

Work & Learn from home
2

11837

7602

933

bamtech-media

BAMTech Media

2083

Multimedia Service Providers
2

streaming

Video & Audio streaming

2

4734
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txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

os-id: 3
os-long: Windows

6006

1136
cloud-mail-ru
Cloud-Mail-Ru
2062
Filetransfer

6
filetransfering
File transfering
2

61161

86671

1281
kaspersky-services
Kaspersky Services
2082

Device Security

4

surfing

Web surfing

2

40

70

host:

mac: 04:d4:c4:54:31:12

via: 04:d4:c4:54:31:12

ip: 192.168.11.19

hostname: MyHost

name: MyHost
interface:

id: Bridge0
name: Home

description: Home network

dhcp:

static: yes

registered:
access:
schedule:
active:
rxbytes:
txbytes:
uptime:
first-seen:

yes
permit

yes
0
0
9083
9097
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last-seen: 1
link: up
auto-negotiation: yes
speed: 1000
duplex: yes
port: 2
traffic-shape:
rx: 0
tx: 0
mode: mac
schedule:

WcTopusa nsmeHeHum

Bepcus

OnucaHmne

3.07

JobaBneHa komaHaa show ntce hosts.

3.121.77 show ntce oses

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ntce oses

(show)> ntce oses

0S:
id-num: 1

MNMoka3saTb CANCOK OMepaLmMOHHbIX CUCTEM, MOAAePXMBaeMbIx cnyxb6om NTCE

long: Not detected

0S:

id-num: 2
long: Other

0S:

id-num: 3

long: Windows

0S:
id-num: 4

long: Linux

0S:
id-num: 5

long: 0S X
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0S:

id-num: 6
long: 1i0S

0S:

id-num: 7

long: Symbian

0S:
id-num: 8
long: Android

0S:
id-num: 9
long: Blackberry

0S:
id-num: 10
long: WindowsMobile

0S:
id-num: 11
long: WindowsPhone

0S:
id-num: 12
long: Chrome

0S:
id-num: 13
long: Darwin

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvcaHue

3.07 JobaBneHa komaHAa show ntce oses.

3.121.78 show ntce status

OnucaHwne MokasaTtb nHPopmaumo o cnyxbe NTCE.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I(shom0> ntce status

Mpumep (show)> ntce status

conntrack:
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hosts: 2
applications: 16
applications-flows: 63
applications-events: 0
groups: 12
groups-flows: 64
groups-events: 0

memory :
applications-flows: 1512
applications-events: 0
applications: 512
groups-flows: 1536
groups-events: 0

groups: 384
hosts: 72
total: 4016
event:
count: 0
memory:
total: O
database:
hosts: 1
applications: 54
groups: 30

attributes: 6

memory :
applications: 2372976
groups: 1318320
attributes: 263664
total: 3954960

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvcaHue

3.07 JobaBneHa komaHaa show ntce status.

3.121.79 show ntp status

OnucaHue MNMoka3aTb cMcTeMHble HacTporkn NTP.

OcHOBHble cBegeHNA 0 cocTosHn NTP

Bpewms, npoLuegLuee c MOMeHTa Noc/eHen CUHXPOHM3aLMKX B CeKyHAaX.
Mpur3Hak nocnegHen CUHXPOHM3aLMN.

MpU3HaK HayYaNbHOWM CUHXPOHMU3ALNN.

Bpems yctaHoB/IeHO B cooTBeTCTBUM € cepBepom NDSS.

Bpems ycTaHOB/IEHO NONb30BaTe1eM BPYUHYIO.

O0006
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Mpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc I(shom0> ntp status
Npumep (show)> ntp status
status:
elapsed: 435146 ©
server: l.pool.ntp.org
accurate: yes @
synchronized: yes ©
ndsstime: no @
usertime: no ©
VICTOleﬂ U3MeHeHU Bepcuﬂ onvcaHue
2.00 Jlob6aBneHa komaHza show ntp status.

3.121.80 show ping-check

OnucaHwne

MokasaTtb nHpopmaumto o npodune Ping Check. NMpwn NCNONL30BaHNM

KOMaHA bl 6e3 aprymMmeHTa BbiIBOAATCA AaHHbIE 060 Bcex I'IpOCI)I/II'IFlX.

Mpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc (show)>  ping-check[<«profile name>]
AprymeHTbl ApryMeHT |3HaueHme |OnucaHue
profile name|Crpoka HasBaHune npoduns.
Mpumep (show)> ping-check
pingcheck:
profile: TEST
host: 8.8.8.8
port: 80
max-fails: 7
timeout: 1
mode: connect
interface: ISP

fail count: 0
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status: pass

pingcheck:
profile: TEST1
mode: icmp
pingcheck:
profile: TEST2
mode: icmp
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue
2.04 Job6asneHa komaHaa show ping-check.

3.121.81 show processes

OnucaHune MNMoka3aTk CTaTUCTUKY NCMONB30BaHMA NpoLeccopa ciyxbamm 1 npoueccamu.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> processes

Mpumep (show)> processes

process, id = NETBIOS browser:
name: nqnd

arg: -i
arg: 50ff20001e87

state: S (sleeping)
pid: 629

ppid: 192
vm-size: 3188 kB
vm-data: 1548 kB
vm-stk: 136 kB
vm-exe: 4 kB
vm-1ib: 1448 kB
vm-swap: 0 kB

threads: 1
fds: 15
statistics:

interval: 30

cpu:
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service:

now: 17319.483753

min: 0
max: 0
avg: 0
cur: 0

configured: yes

alive: yes

started: yes
state: STARTED

process, id

name:
arg:
arg:
arg:
arg:

state:
pid:
ppid:
vm-size:
vm-data:
vm-stk:
vm-exe:
vm-lib:
vm-swap:
threads:
fds:

statistics:

= Dns::Proxy::Policy0:
ndnproxy

-C
/var/ndnproxy Policy@.conf
-p
/var/ndnproxy Policy0.pid

S (sleeping)
630

192
1676 kB
504 kB
136 kB
108 kB
896 kB
0 kB

1

10

interval: 30

service:

cpu:
now: 17319.483764
min: 0
max: 0
avg: 0
cur: 0

configured: yes

alive: yes

started: yes
state: STARTED
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.09 [JobaeneHa komaHaa show processes.

3.121.82 show running-config

OnucaHue MokasaTb TekyLmne HaCTPOWMKN, KOTOpble coaepXnT daiin
system:running-config TOYHO Tak Xe, Kak 3TO AenaeT KoMaH4a more.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)>  running-config

Mpumep (show)> running-config
I $$$ Model: Keenetic Start
I $$$ Version: 2.06.1
I $$$ Agent: http/rci
I $$$ Last change: Fri, 12 Jan 2017 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipvé4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200
set net.ipv4.netfilter.ip conntrack udp_ timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
domainname WORKGROUP
|
ntp server 0.pool.ntp.org
ntp server 1l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi
deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
|
access-list WEBADMIN ISP
permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »
port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
|
isolate-private
dyndns profile ABCD
|
dyndns profile WEBADMIN

type dyndns
!
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interface FastEthernet0
up
!
interface FastEthernet0/0
switchport mode access
switchport access vlan 1
|
interface FastEthernet0/1
switchport mode access
switchport access vlan 1
|
interface Bridge0
name Home
description "Home network"
inherit FastEthernet0/Vlanl
include AccessPoint
security-level private
ip address 192.168.15.43 255.255.255.0
up
!
interface WiMax0
description Yota
security-level public
ip address auto
ip global 400
up
!
interface PPTPO
description "Office VPN"
peer crypton.zydata.ru
lcp echo 30 3
ipcp default-route
ipcp name-servers
ccp
security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe
ip tcp adjust-mss pmtu
connect via ISP
up

ip route 82.138.7.141 ISP auto

ip route 82.138.7.132 ISP auto

ip route 82.138.7.27 PPTPO auto

ip dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home

ip dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi

Air (KN-1610) — CnpaBOYHVK KOMaHZ, 499



naBa 3 OnncaHme KoMaHp,

!
ip dhcp
ip dhcp

host A 00:01:02:03:04:05 1.1.1.1
host B 00:01:02:03:04:06 1.1.1.2

ip nat Home

ip nat GuestWiFi

ipv6 subnet Default
bind Home
number 0
mode slaac

ipv6 local-prefix default

no ppe

upnp lan Home

torrent

rpc-

port 8090

peer-port 51413

user admin
password md5 2320924ba6e5clfec3957e587a21535b

tag
tag
tag

tag
|

cli
cifs
http
ftp

user test
password md5 baadfb946f5d516379cfd75e31e409d9

tag
!
service
service
service
service
service
service
service
service
cifs

readonly

dhcp
dns-proxy
ftp

cifs

http
telnet
ntp-client
upnp

share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.00

Job6asneHa komaHaa show running-config.
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3.121.83 show schedule

OonucaHue [Moka3aTb napaMeprl onpe,qeneHHoro paCI'II/IcaHI/IFI. Ecnm BbINONHUTL
KOMaHZAy 6e3 aprymeHTa, To 6yAeT oTobpaxkeH BeCb CNUCOK pacnucaHnii B
cncrteme.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  schedule [ <name> ]
AprymeHTbI Argument |3HaueHne |OnucaHue
name CTpoka Ha3sBaHue pacnmcaHus.
Mpumep (show)> schedule 123
schedule, name = 123:
action, type = start, left = 561514, next = yes:
dow: Tue
time: 01:29
action, type = stop, left = 564274:
dow: Tue
time: 02:15
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue
2.06 JobaeneHa komaHaa show schedule.

3.121.84 show self-test

OonucaHue Moka3zaTb COBOKYMHYH MHGOPMALMIO O CUCTEMHOW aKTUBHOCTW. Heo6X0AMMO
ANst obecrneyeHns yaaneHHON TexnoAaepXKKN.

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> self-test
WcTopuns nsmeHeHnit |Bepcus onucaHue
2.00 JobaBneHa komaHaa show self-test.
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3.121.85 show site-survey

OnucaHune MNMoka3saTb AOCTYMNHbIe 6eCNPOBOAHbIE CETU.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Radio

Cunoncnc (show)> site-survey name»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name NHTepgeiic MNMonHoe nma nHTepdenca Nm NCeBAOHNM.
CnncoK AOCTYMHbIX 419 Bblbopa HTepdelicos
MO>XHO YBWAETb BBeAs KOMaHAy site-survey
[Tab].

Mpumep (show)> site-survey [Tab]

Usage template:
site-survey {name}

Choose:
WifiMasterl
WifiMaster0

(show)> site-survey WifiStation0

ESSID MAC Ch Rate Q

Gena 00:23:f8:5b:d3:f5 11 300Mbit/s 100

Keenetic-2034 00:23:f8:5b:d3:f4 11 300Mbit/s 100

Sonar 40:4a:03:b4:5d:18 4 54Mbit/s 34
WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.00 JobasneHa komaHaa show site-survey.

3.121.86 show skydns profiles
OnucaHune BbiBecTn cnucok npodunein SkyDNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I(shom0> skydns profiles
Mpumep (show)> skydns profiles
profile:
name: Main
token: 821766297
profile:
name: Kids
token: 840106815
SkyDns::Client: Profile list is loaded.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.01 [Jlo6aBneHa komaHaa show skydns profiles.

3.121.87 show skydns userinfo

OnucaHue MNMoka3saTb HPOpMaLUmto 0 nonb3osaTene SkyDNS.
Mpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc I(shom0> skydns userinfo
Npumep (config)> skydns userinfo
plan:
name: Premium
code: PREMIUM
SkyDns::Client: SkyDNS info is loaded.
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.01 Job6asneHa komaHaa show skydns userinfo.

3.121.88 show ssh fingerprint
OnucaHue MokasaTb TekyLue knr4m SSH-cepsepa.
MNpejukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc I(shom0> ssh fingerprint
Mpumep (show)> ssh fingerprint
rsa: MD5:d0:b0:d4:f7:da:7b:c0:e0:d0:c8:8f:ea:85:3c:09:00
rsa: SHAL1:Nhxg8KNeE62E8zAZJIngImcrJkmA
rsa: SHA256:1M7MyrIag4qFGT/dyF/t8TbJk5tCzreeGuh03zaydu4
ecdsa: »
MD5:a6:db:b4:fb:3c:b9:ae:31:ca:6d:ca:ed:62:73:a5:7e
ecdsa: SHA1l:ndWg/dx/dP/P8rMkJcVC3XB8nFo
ecdsa: »
SHA256 :Wp1K9d8MsquQBt1BeB1lpV1yKdCN1Vay3BtBWbjOxs+o
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.12 Job6asneHa komaHaa show ssh fingerprint.

3.121.89 show sstp-server

OnucaHue lNoka3saTb TekyLMe noakatoveHns K cepsepy SSTP.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I(ShOW0> sstp-server

Mpumep (show)> sstp-server

enabled: yes
ndns-name: mymy.keenetic.link
has-ndns-certificate: yes

tunnel:
clientaddress: 172.16.3.33
username: mymy
uptime: 29

statistic:
rxpackets: 121
rx-multicast-packets: 0
rx-broadcast-packets: 0

504 CnpaBoyHuK kKoMmaHa — Air (KN-1610)



naBa 3 OnncaHme KOMaHA,

rxbytes: 14715
rxerrors: 0
rxdropped: 0
txpackets: 78
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 48265
txerrors: 0
txdropped: 0
timestamp: 104530.202229
last-overflow: 0.000000

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue

2.12 Job6asneHa komaHaa show sstp-server.
3.121.90 show system
OnucaHwue MNMoka3aTb obLyee COCTOSAHNE CUCTEMBI.

OCHOBHbIe CBeA€HNA 0 COCTOAHUUN CUCTEMBbI

©® 3arpyska LeHTpasibHOro npoLeccopa, B NpoLeHTax.

® ViHdopMauus 0 3aHATOM 1 NMeLOLLECa B HaNUYUM NaMaTn, B
KunobarTax.

©® ViHbopmauusa 06 ncnonb3oBaHuM dalina Nogxkayku, B knnobarrax.

O Bpewms paboTbl CMCTEMbl C MOMEHTA 3aMnycka, B CeKyHAax.
Mpejukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTHbI BBOA, HeT

CuHoncuc I(show)> system
NMpumep (config)> show system
hostname: Undefined
domainname: WORKGROUP
cpuload: 0 ©
memory: 13984/28976 @
swap: 0/0 ©
uptime: 153787 ©
VlCTOpI/Iﬂ U3MeHeHU BepCVlﬂ OonucaHue

2.00 [Job6aBneHa komaHaa show system.
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3.121.91 show system cpustat

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

[Moka3aTb cBegeHusA 06 ncnonb3oBaHUN npoueccopa yCTpOI\/’ICTBa.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> system cpustat

(show)> system cpustat

interval:

busy:

user:

nice:

system:

iowait:

irq:

sirq:

36

cur:
min:
max:
avg:

cur:
min:
max:
avg:

cur:
min:
max:
avg:

cur:
min:
max:
avg:

cur:
min:
max:
avg:

cur:
min:
max:
avg:

1
0

[cNoNoNo (ol SNoNo) [cNoNoNo

[cNoNoNo)
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cur: 0
min: O
max: 0
avg: 0
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.09 Job6asneHa komaHaa show system cpustat.
3.121.92 show tags
OnucaHwue lNMokasaTb AOCTYMHbIE MONbL30BaTe/IbCKME TEru.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
CunHoncuc I (show)> tags
Mpumep (show)> tags
tag: cli
tag: readonly
tag: http-proxy
tag: http
tag: printers
tag: cifs
tag: ftp
tag: ipsec-xauth
tag: ipsec-12tp
tag: opt
tag: sstp
tag: torrent
tag: vpn
WcTopuns nsmeHeHWit |Bepcusa onucaHue
2.00 JobasneHa komaHaa show tags.
3.121.93 show threads
OnucaHue lMoka3aTb CNNCOK aKTUBHbIX NOTOKOB B NDM.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I(shom0> threads

(show)> threads

thread:
name: Cloud agent service
tid: 518
lock list complete: yes
locks:
statistics:

interval: 30

cpu:
now: 17771.481435
min: 0
max: 0
avg: 0
cur: 0
thread:
name: FTP brute force detection
tid: 519
lock list complete: yes
locks:
statistics:

interval: 30

cpu:
now: 17771.481440
min: O
max: 0
avg: 0
cur: 0
Bepcus OnucaHue
2.09 JobaeneHa komaHza show threads.

3.121.94 show torrent status

OnucaHwue
Mpejukc no

MeHsieT HacTpoiKn

Het

Het

MHorokpaTtHbiiA BBog Het

[Moka3aTb cocTosiHMeE KnveHTa BitTorrent.
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

3.121.95 show

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbI

Mpumep

I(shom0> torrent status

(show)> torrent status

state: running

rpc-port: 8090

Bepcus OnucaHve

2.03 JobaeneHa komaHza show torrent status.

upnp redirect

MokasaTb nNpaBuaa TpaHALuMM noptos UPNP. ECAn BbINONHUTL KOMaHAy
6e3 aprymeHTa, To BeCb CMNCOK NPaBUA TPAHCISLUN ByAeT BbiBeAeH Ha

SKpaH.
HeTt
Het
Het

IP

(show)>  upnp redirect [( (protocol> <interfaces porty) | <index> ]

AprymeHT 3HauyeHue

OnucaHue

protocol tcp

Ha skpaH 6yayT BbiBefeHbl npasunia 7TCP

udp

Ha skpaH 6yayT BbiBefeHbl npasuna UDP.

interface UHTepgeric

Ha akpaH 6yayT BbiBefeHbl NpaBua ¢
yKa3aHHbIM nHTepdencom.

port Uenoe 4mucno |Ha akpaH 6yayT BbiBeAeHbI NpaBuaa C
yKasaHHbIM NOPTOM.
index lenoe umucno |Ha skpaH byaeT BbiIBeAEHO NPaBUIO C

YKa3aHHbIM NOpPAAKOBbIM HOMEPOM.

(show)> upnp redirect udp ISP 11175

entry:
index: 1

interface: ISP
protocol: udp
port: 11175
to-address: 192.168.15.206
to-port: 11175
description: Skype UDP at 192.168.12.286:11175 (2024)

Air (KN-1610) — CnpaBOYHVK KOMaHZ,

509



naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

packets: 0
bytes: 0
Bepcus OnucaHue
2.00 Job6asneHa komaHaa show upnp redirect.

3.121.96 show version

OnuncaHune
Mpejukc no

MeHsieT HacTpoiAKK

lNokasaTb BEPCUIO MUKPOMPOrpamMmbl.
HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> version

(show)> version

release: 2.10.C.1.0-0
arch: mips

ndm:
exact: 0-d32118a
cdate: 11 Dec 2017

bsp:
exact: 0-cbe0525
cdate: 11 Dec 2017

ndw:
version: 4.2.3.92
features: »
wifi button, flexible menu,emulate firmware progress
components: »
ddns,dotlx,interface-extras,miniupnpd, nathelper-ftp,
>
nathelper-pptp,nathelper-sip,ppe,trafficcontrol,
>
cloudcontrol, base, components, corewireless,dhcpd, 12tp,

>

igmp,easyconfig,pingcheck, ppp, pptp,pppoe, ydns

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Start (KN-1110)
hw_version: 10118000
hw id: KN-1110
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device: Start
class: Internet Center

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa kKomaHAa show version.

3.121.97 show vpn-server

OnucaHue lNoka3saTb TekyLme nogkntoveHus K cepsepy VPN.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> vpn-server
Npumep (show)> vpn-server
tunnel:
clientaddress: 172.16.1.33
username: test
uptime: 3
statistic:
rxpackets: 51
rx-multicast-packets: 0
rx-broadcast-packets: 0
rxbytes: 5440
rxerrors: 0
rxdropped: 0
txpackets: 46
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 9229
txerrors: 0
txdropped: 0
timestamp: 146237.254244
last-overflow: 0.000000
VlCTOpI/IH N3MeHeHUn Bepcmﬂ onucaHuve

2.04 JobasneHa komaHaa show vpn-server.

3.122 skydns

OnucaHune JocTtyn K rpynne KOMaHA Ans HaCcTPorKn napameTpoB SkyDNS.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Het

MHorokpaTtHbiia BBog, Het

BxoXkAeHue B rpynny

CuvHoncuc

UcTopuns nameHeHuii

3.122.1 skydns assign

OnucaHune
Mpe¢ukc no

MeHsieT HacTpoViKKn

(skydns)
(config)>  skydns
Bepcus OnucaHve
2.01 JobasneHa komaHaa skydns.

Ha3HauunTb TokeH anga xocta (MAC-aapeca).

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CviHoncuc

AprymeHTsl

UcTopuns nameHeHuii

(skydns)>

assign («mac> <tokens | <tokens)

(skydns)> no assign [ wmac: ]

AprymeHT 3HayeHue OnucaHue

mac MAC-agpec MAC-agpec, KOTOPOMY Ha3HayaeTCcst TOKEH.

token lenoe umncno |NpeHTUGNKALMOHHBIA HOMep Npoduns
dunbTpaumn.

Bepcus OnucaHve

2.01 Jlo6aBneHa komaHaa skydns assign.

3.122.2 skydns check-availability

OnucaHwue
Mpedukc no

MeHsieT HacTpoWKKn

Het

Het

MHorokpaTtHbIiA BBog, Het

CuvHoncuc

MpoBepnTb AOCTYNMHOCTb CYX6bI SkyDNS.

I (skydns)>  check-availability
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Mpumep (skydns)> check-availability
available
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.06 Job6asneHa komaHaa skydns check-availability.

3.122.3 skydns enable

OnucaHwne Brntoumntb cnyx6y SkyDNS.

KomaHaa ¢ npedrkcom no ocTaHaBNMBAET CAyXOy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (skydns)>  enable

I (skydns)> no enable
Npumep (skydns)> enable

SkyDns::Client: SkyDNS is enabled.
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.01 Job6asneHa komaHaa skydns enable.

3.122.4 skydns login

OnucaHwue YKa3aTb NOrMH Ang yyeTHo 3anucn SkyDNS.

KomaHga ¢ npedurkcom no cbpacbiBaeT BCe HACTPOMKMN YHeTHOW 3anmcu.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (skydns)>  login <login [ passworad ]
(skydns)> no login
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
login Ctpoka JlorvH yyeTtHo 3anmncu SkyDNS.

Air (KN-1610) — CnpaBOYHVK KOMaHZ, 51 3



naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue

password Ctpoka Maponb yyeTHoW 3anucu SkyDNS.
NMpumep (skydns)> login test_user 1234
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.01 JobasneHa KomaHaa skydns login.

3.122.5 skydns password

OnucaHune YKasaTb Naponb Ans ydeTHon 3anmucn SkyDNS.
Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (skydns)>  password password»
(skydns)> no password
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
password CTpoka Maponb y4yeTHOM 3anuncn SkyDNS.
Mpumep (skydns)> password 7654
VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie
2.01 JobasneHa komaHaa skydns password.

3.123 snmp community

OnucaHue 3aszaTb HoBoe nMs ana SNMP coobuiectsa. 1o yMo4aHMIO, MCNONb3YeTCs
CTaHAapTHOe nms public.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncue I (config)>  snmp community <«community:>
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AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config)> no snmp community

AprymeHT 3HauyeHue OnucaHwue

community CTpoka HoBoe Ha3BaHue coobuiecTBa.

(config)> snmp community Co_test

Snmp: :Manager: SNMP community set to "Co test".
(config)> no snmp community

Snmp: :Manager: SNMP community reset to "public".

Bepcus OnucaHue

2.08 JlobaBneHa KOMaHAa shmp community.

3.124 snmp contact

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

MpncBouTb KOHTaKTHOE UMA SNVP areHTy. N0 yMONYaHMIo MSA He
ornpejeneHo.

KomaHga c npedurkcom no yganseTt HacTPOKy.
Aa

[Ja

HeTt

(config)>  snmp contact «contact>

(config)> no snmp contact

AprymeHT 3HayeHue OnucaHue

contact Ctpoka KoHTakTHas nHdopmaunsa SNMP.

(config)> snmp contact Cont_test

Snmp: :Manager: SNMP contact info set to "Cont test".
(config)> no snmp contact

Snmp: :Manager: SNMP community info reset.

Bepcus OnucaHue

2.08 JobaBneHa koMaHAa snmp contact.
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3.125 snmp location

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

YKa3aTb pacnonoxeHvie SNVP areHTa. [1o yMon4aHUIO pacrnonoxeHue He

onpegeneHo.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiKy.

Ja
Ja

Het

(config)> no snmp location

(config)>  snmp location <location»

AprymeHT

3HayeHue

OnuncaHue

location

CTpoka

PacnonoxeHune SNMP ycTpoiicTBa.

(config)> snmp location Odintsovo

Snmp: :Manager: SNMP device location set to "Odintsovo".
(config)> no snmp location

Snmp: :Manager: SNMP device location reset.

Bepcus

OnucaHmne

2.08

JobasneHa komaHaa snmp location.

3.126 sstp-server

OnuncaHune
Mpejukc no
MeHsieT HaCTPOUKM

MHorokpaTHbIVi BBOA,

Bxo>xaeHue B rpynny (sstp-server)

CuvHoncuc

NcTopus nsmeHeHum

JocTyn K rpynne KoMaHZ4 ANS HaCTPOMKK NapameTpos cepsepa SSTP.

Het
Het

Het

(config)> sstp-server

Bepcus

OnucaHune

2.12

Jo6aBneHa KOMaHza sstp-server.
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3.126.1 sstp-server dhcp route

OnucaHue HasHaunTb MapLupyT, nepesaBaemMblii Yepes coobLyeHmns DHCP INFORM,
KnneHTtam SSTP-cepBepa.

KomaHza c nped1KcomM no 0TMeHsIeT NoslyYeHne ykazaHHOro MapLupyTa.
Ecnv BBeCTV KOMaHAy 6e3 apryMeHToB, 6yieT OTMEHEHO NoJyYeHre Bcex
MapLUpyTOB.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Cunoncnc (sstp-server)>  dhcp route caddress» inask»

(sstp-server)> no dhcp route [ «address» anasks |

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

address IP-appec Afpec ceTeBOro K/neHTa.

mask IP-macka Macka ceTeBoro knmeHTa. CyLiecTsyeT ABa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B Buge
6UTOBOI ANNHbLI NpeduiKca (Hanpumep, /24).

Npumep (sstp-server)> dhcp route 192.168.2.0/24
SstpServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(sstp-server)> no dhcp route
SstpServer: :Manager: Cleared DHCP INFORM routes.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.12 JobaBneHa komaHAa sstp-server dhcp route.

3.126.2 sstp-server interface

OnucaHue CBsA3aTtb cepBep SSTP € yka3zaHHbIM MHTepdencom.
KomaHzaa ¢ npedrKcom no paspbiBaeT CBA3b.

MNpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het
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CuHoncuc (sstp-server)>  interface <interface»

(sstp-server)> no interface

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

interface UHTepgeinc MonHoe nma nHTepderica nam NCeBLOHUM.
CnnCcoK AOCTYMNHbIX MHTepdencoB MOXHO
YyBUAETb C MOMOLLbIO KoMaHAbI interface
[Tab].

Mpumep (sstp-server)> interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl
GuestWiFi

(sstp-server)> interface Bridge0
SstpServer: :Manager: Bound to Bridge0.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.12 Jlo6aBneHa komaHga sstp-server interface.

3.126.3 sstp-server ipvécp

OnucaHwune Brknrounte nogaepxky IPv6. [ins kaxzaoro SSTP-cepBepa CO34at0TcCs
DHCP-nynbl IPv6. Mo yMOn4aHMIO HacTPOMKa OTK/IOYEHa.

KomaHga c npedumkcom no oTkatoyaeT nogaepxky IPve.
MNpedukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, Het

CrHoncuc I (sstp-server)>  ipvécp
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I (sstp-server)> no ipvécp

Mpumep (sstp-server)> ipvécp
SstpServer: :Manager: IPv6 control protocol enabled.

(sstp-server)> no ipvé6cp
SstpServer: :Manager: IPv6 control protocol disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.00 JobaBneHa koMaHaa sstp-server ipvecp.

3.126.4 sstp-server Icp echo

OnucaHue OnpegenuTb NpasBuaa TecTUpoBaHus SSTP-noaxkntoueHnin cpeacreamm LCP
echo.

KomaHgaa ¢ npedurkcom no oTkntovaet LCP echo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc (sstp-server)>  1lcp echo <intervals «count> [adaptive]

(sstp-server)> no lcp echo

AprymeHTbI AprymeHT |3Ha4yeHune OnucaHue

interval |Jenoe uucno WNHTepBan mexay oTnpaskamu LCP echo,
B cekyHAax. Ecin B TeyeHume ykasaHHOro
NHTepBasa BpeMeHW OT yjaneHHON
CTOPOHbI He 6b11 NonyyeH LCP 3anpoc, e
6yAeT oTnpaBneH Takol 3anpoc C
oxunaaHvem oteeTa LCP reply.

count Lenoe uucno Konwn4yectBo oTnpaB/ieHHbIX NOAPSAA,
3anpocoB LCP echo Ha KOTopkle He 6bl
nony4veH oteeT LCP reply. Ecav count
3anpocoB LCP echo ocTanuck 6e3 oTBeTa,
coefiHeHMe byaeT pa3opBaHo.

adaptive |Kmwouyesoe cnoso |Pppd 6yaeT oTnpasnaTh 3anpoc LCP echo
TOJIbKO B TOM CJlyYae, eciv OT yAaneHHoro
y3na HeT Tpaduka.

Mpumep (sstp-server)> lcp echo 5 3
SstpServer: :Manager: LCP echo parameters updated.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa sstp-server Icp echo.

3.126.5 sstp-server Icp force-pap

OnucaHue MPUHYANTENBHO MCNOBL30BaTb PeXUM ayTeHTuduKaummn PAP ana cepsepa
SSTP.
KomaHga c npedurkcom no oTkAtoYaeT NPpUHYyAUTENbHOE UCMOob30BaHe
PAP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (sstp-server)>  lcp force-pap

I (sstp-server)> no lcp force-pap

Mpumep (sstp-server)> lcp force-pap
SstpServer: :Manager: Forced PAP-only authentication.

(sstp-server)> no lcp force-pap
SstpServer: :Manager: Disabled forcing PAP-only authentication.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

3.05 Jlo6aBneHa komaHga sstp-server Icp force-pap.

3.126.6 sstp-server mru

OnucaHwue YcTaHOBUTbL 3HaveHVe MRU koTopoe byaeT nepeaaHo SSTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaUYeHMe M0 YMOTYAHNIO.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (sstp-server)>  mru «walue

I (sstp-server)> no mru
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
value UYenoe uucro |3HauveHue MRU. MoxeT MpUHNMAaTb 3HaUeHns
B npejenax ot 128 go 1500 BKAOUUTENBHO.

Mpumep (sstp-server)> mru 200
SstpServer::Manager: MRU set to 200.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.12 JobasneHa KOMaHAa sstp-server mru.

3.126.7 sstp-server mtu

OnucaHue YcTtaHoBUTL 3HaveHue MTU, koTopoe byaeT nepegaHo SSTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HaUEHME MO YMOAYAHUNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (sstp-server)>  mtu walue»
(sstp-server)> no mtu

AprymeHTbl AprymeHT |3HaueHme |OnucaHue

value UYenoe uucro |3HauveHme MTU. MoxeT NPUHUMAaTb 3HaYeHUs

B npegenax ot 128 o 1500 BkAoUMTENIbHO.

Mpumep (sstp-server)> mtu 200

SstpServer: :Manager: MTU set to 200.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.12 JobasneHa KoMaHaa sstp-server mtu.

3.126.8 sstp-server multi-login

OnucaHue PazpewnTb nogkntoveHme K cepepy SSTP HeCKonbKMX Nofb3oBaTenei ¢
OJlHOTO aKKayHTa.

KomaHga ¢ ﬂpe¢I/IKCOM No OTKNKYaEeT 3Ty BO3SMOXHOCTb.

Mpe¢ukc no [Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

Mpumep

WcTopus nsmeHeHwnii

Ja

Het

I (sstp-server)> multi-login

I (sstp-server)> no multi-login

(sstp-server)> multi-login
SstpServer: :Manager: Enabled multiple login.

Bepcus

OnucaHue

2.12

JobaBneHa komaHAa sstp-server multi-login.

3.126.9 sstp-server pool-range

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

HasHauuTb Nyn agpecos A8 KIVEHTOB, NOAK/IHOYAIOLLMXCA K cepBepy SSTP.
Mo ymonuaHuto ncnonb3yertca pasmep nyna 10.

KomaHga c npedumkcom no yganset nyn.

Ja
Aa

Het

(sstp-server)>

pool-range <begin>[«size>]

(sstp-server)> no pool-range

AprymeHT 3HauyeHue OnucaHwue
begin IP-agpec HauanbHbI agpec nyna.
size lenoe 4ucso |Pasmep nyna.

(sstp-server)> pool-range 192.168.1.22 7
SstpServer: :Manager: Configured pool range 192.168.1.22 to »

192.168.1.28.
Bepcus OnucaHve
2.12 [JlobaBneHa KomaHga sstp-server pool-range.
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naBa 3 OnncaHme KOMaHA,

3.126.10 sstp-server static-ip

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHni

Ha3HaunTb NOCTOAHHbIN IP-ap,pec nosib3oBaTento. [Nonb3oBaTe b B cMCTeMe
JOJIXeH NMeTb MeTKy sstp.

KomaHza c npedurkcom no yaansert npnsasky.
Ja
Ja
Aa
(sstp-server)>  static-ip name> «address>

(sstp-server)> no static-ip <name>

AprymeHT 3HayeHue OnuncaHue

name CTpoka J1orvH.

address IP-agpec HasHauaemsblin IP-agpec.

(sstp-server)> static-ip admin 192.168.1.22
SstpServer: :Manager: Static IP 192.168.1.22 assigned to user »
"admin".

Bepcus OnucaHve

2.12 JobasneHa KoMaHAa sstp-server static-ip.

3.127 system

OnucaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

[oCTyn K rpynne KOMaHz ANst HACTPOMKM rnobanbHbIX NapameTpoB.

HeT

Het

MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny

CuvHoncuc

WcTopusa nsmeHeHuim

(system)

(config)> system

Bepcus OnucaHue

2.00 JobaBneHa KoMaHaa system.
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naBa 3 OnncaHme KoMaHp,

3.127.1 system button

OnuncaHwne

HaCTpOI/ITb KHOMKW Ha Kopnyce yCTpOVICTBa Ha BbIMNOJIHEHWE onpeAeNeHHbIX

AenctBuii. Habop 06paboTUMKOB 3aBMCUT OT annapaTHor KoHGUrypaumm u
YyCTaHOBNEHHbIX MOAYNeN.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIKy.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (system)>  button <buttons on actions do <handlers
(system)> no button <button
AprymeHTbI AprymeHT  |3HaueHue OnucaHue
button RESET KHonka cbpoca.
WLAN KHonka WLAN.
action click OAVIHOYHBIV KNNK.
double-click [BONHOW KNWK.
hold HaXaTb 1 yaepXnBaTb B
TeyeHwue 3 cekyHA. KHormky
RESET yaepxviBaeTcs B
TeueHwne 10 cekyHA.
trigger ViameHeHune no3numu
nepekatoyaTens.
handler FactoryReset C6poc cucTeMbl B 3aBOgCKME
3HaYeHUs Mo YMONYaHUIO.
Reboot lMepesarpyska cucTemsl.
WifiToggle BknroyveHwne/BbIkItOYEHNEe
Wi-Fi.
WifiGuestApToggle BktoueHve/BblkItOUEHNE
rocresoro Wi-Fi.
WpsStartMainAp 3anyctutb WPS (ToN1bKO ans
2,4T1Tw).
WpsStartMainAp5 3anyctnte WPS (Tonbko Ansa 5
Mu).
WpsStartAllMainAp 3anyctutb WPS (BCe nosiockl
4acToThl).
WifiSwitch MNepeknroyatens Wi-Fi
BKJ1/BbIK/1.
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naBa 3 OnncaHme KOMaHA,

Mpumep (system)> button WLAN on double-click do WifiGuestApToggle
Peripheral: :Manager: "WLAN/double-click" handler set.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.03 JobasneHa KoMaHaa system button.

3.127.2 system clock date

OnucaHue YCTaHOBUTbL CUCTEMHbIE AaTy 1 BpeMms.
Mpejukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (system)> clock datedate-and-times
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
date-and-time |[CTpoka TekyLlas gata 1 Bpems B popmate DD MM
YYYY HH:MM:SS.
Npumep (system)> clock date 18 07 2012 09:52:33
System date and time has been changed.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobasneHa komaHza system clock date.

3.127.3 system clock timezone

OnucaHue YCTaHOBUTb 4YaCOBOI NOSIC CUCTEMBI.

KomaHga ¢ I'Ipe(.‘I)I/IKCOM Nno yCtaHaB/IMBaeT YacoBOW MOsAC No YMONYaHUKO
(GMT).

Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het

CuHoncuc I (system)>  clock timezone <locality»

I (system)> no clock timezone <locality»
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
locality CTpoka HasBaHwve ropoga, 0603HauvaroLLero 4YacoBow
nosic.
Mpumep (system)> clock timezone Dublin

the system timezone is set to "Dublin".

UcTopuns nameHeHuii

Bepcusa

OnucaHune

2.00

JobaBneHa

KoMaHga system clock timezone.

3.127.4 system configuration factory-reset

OnucaHune

Mpe¢ukc no

BocctaHOBUTL 3aBoAcCKME HaCTpOVIKM ANA BCEX PEXMMOB.

HeT

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOJ,

CviHoncumc

Mpumep

UcTopuns nameHeHuii

Het

I(system)> configuration factory-reset

(system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »

defaults.
Bepcus OnucaHve
2.00 Jlo6aBneHa koMmaHga system configuration

factory-reset.

3.127.5 system configuration save

OnucaHune

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

COXpaHI/ITb CNCTEMHbIE HaCTPOVIKM.

Het

Ja

Het

I(system)> configuration save

(system)> configuration save
Saving configuration.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.05.B.1 Jlo6aBneHa koMmaHaa system configuration save.

3.127.6 system debug

OnuncaHmne BkAounTb 0TNagKy cmctemMsl. Mo yMoa4aHMo napaMeTp OTKIHOYEH.
KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (system)>  debug

I (system)> no debug
Mpumep (system)> debug

Core::Debug: System debug enabled.
WcTopuns nsmeHeHWit |Bepcua onucaHue

2.03 JobasneHa komaHaa system debug.

3.127.7 system description

OnucaHue 3agaTb oNMcaHve CUCTeMbl B BUAE MPON3BOJ/IbHOM CTPOKU. N0 yMOnYaHWo
ncnonbsyetcsa ctpoka Air (KN-1610).

KomaHga ¢ npedunkcom no Bo3BpaLlaeT onvcaHue rno yMoadaHuo.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (system)>  description «descriptions
(system)> no description
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
description CTtpoka OnuncaHwne cncTtembl AIMHOW He 6onee 256
6anT.
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naBa 3 OnncaHme KoMaHp,

(system)> description DEVICE
Core::System::Info: Description saved.

Mpumep

(config)> show version

manufacturer:

Keenetic Ltd.
vendor: Keenetic
series: KN

model: Ultra (KN-1810)
hw_version: 10188000
hw _id: KN-1810
device: Ultra
class: Internet Center
region: RU
description: DEVICE

(config)> show running-config

set vm.swappiness 60

set vm.overcommit memory ©

set vm.vfs cache pressure 1000
set dev.usb.force usb2 0
domainname WORKGROUP

hostname Keenetic Ultra
description DEVICE

(system)> no description
Core::System::Info: Description reset to default.

(config)> show version

manufacturer:

Keenetic Ltd.
vendor: Keenetic
series: KN
model: Ultra (KN-1810)
hw_version: 10188000
hw_id: KN-1810
device: Ultra
class: Internet Center
region: RU
description: Keenetic Ultra (KN-1810)
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.15 [JobaeneHa komaHza system description.

3.127.8 system domainname

OnucaHwne

|_|pI/ICBOI/ITb cncrteme 4O0MeHHOE NMA.

KomaHza c npedurKcom no yaansiet JOMeHHOoe NMS.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Cunoncuc (system)>  domainname <domain>
(system)> no domainname
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
domain CTpoka JomeHHoe nwvs.
Mpumep (system)> domainname zydata
Domainname saved.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.00 JobasneHa KomaHaa system domainname.

3.127.9 system hostname

OnucaHwue YcTaHOBUTL CUCTEMHOE UMSA XOCTa. MIMSA XOoCTa ncnonb3yeTtca AN
naeHTndmKaLmm yana B cetu. 370 HeEOOX0ANUMO A5t obecneveHns paboThbl
HEeKOTOPbIX BCTPOEHHbIX CyX6, Takmx Kak CIFS.

KomaHga ¢ ﬂpeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHWe Nno yMoa4aHumio,
3aBucqdLlee OT Ha3BaHMA MO4ENN yCTpOVICTBa.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Cunoncuc (system)>  hostname chostname>
(system)> no hostname
AprymeHTbl AprymMeHT |3HaueHme |OnucaHue
hostname CTpoka MIMsa xocTa cucTembl.
MNpumep (system)> hostname KN1010

Core::System::Hostname: The host name set.

(system)> no hostname
Core::System: :Hostname: The host name reset.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa koMmaHaa system hostname.

3.127.10 system led

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbI

Mpumep

HaCTpOVITb NHAWNKATOPbI obLero HasHadeHus. Mo YMOYaHUKO MHANKATOP
FN nokasbiBaeT Hannume 06HOBAEHUIA ANSI CUCTEMBI.

KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.
Ja

Aa

Ja

(system)>  led <led> indicate «controls

(system)> no led [ <led> [ indicate] ]

AprymeHT 3HaueHue OnucaHve
led FN Ha3BaHve nHavkartopa.
control UpdatesAvailable NHankaTop coobLuaet, UTo ecTb
06HOBNEHNSA AN BaLLEro
ycTpoiicTBa.
BackupWan VHAMKaTOp NMokasbIBaeT, YTo B

AaHHbIA MOMEHT aKTUBHbIM
ABNAETCA pe3epBHOe
noaknr4yeHme.

SelectedwWan MHavkaTop nokasbiBaeT
cocTosHne nHTepdeiica,
YKa3aHHOro npm nomoLum
komaHgpl interface led wan.

SelectedSchedule MHavikaTop nokasbiBaeT
COCTOSIHME 3aM/IaHVNPOBAHHOIO
COb6bLITUNSA, YKa3aHHOrOo npu
nomoLum komaHzabl schedule led.

indicate KnwyeBoe cnoBo [MONHOCTBLIO OTKAHOUUTb
VHANKATOP.

(system)> led FN indicate SelectedWan
Peripheral: :Manager: "SelectedWan" control bound to "FN" LED.

(system)> no led FN indicate
Peripheral: :Manager: "FN" LED control binding removed.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHaa system led.

3.127.11 system led power schedule

OnucaHwue MpurcBoOnTL pacnucaHve ana paboTbl CBETOAVNOAHBLIX MHANKATOPOB Ha
ycTpolicTBe. MNepes BbINOJHEHNEM KOMaHAbl pacnmMcaHme 4OMKHO bbITb
C03/,aHO 1 HaCTPOeHO Npu nomoLy KomaHael schedule action.

KomaHga c npeprkcoM no paspbiBaeT CBA3b MeXAy pacrnmncaHmem v paboTon
NHAMKATOPOB.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

CuHoncuc (system)>  led power schedule <schedule»

(system)> no led power schedule

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

schedule Pacnncanne |HasBaHMe pacnmcaHus, CO34aHHOro npu
nomMoLum rpynnsl kKoMmaHa schedule.

Mpumep (system)> led power schedule schedulel
Core::Peripheral::Manager: Set LED power schedule "schedulel".

(system)> no led power schedule
Core::Peripheral::Manager: Clear LED power schedule.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.06 JobaBneHa komaHAa system led power schedule.

3.127.12 system led power shutdown

OnucaHue BbikntoUnNTb CBETOAVOALI Ha YCTPOMCTBE.
KomaHgaa ¢ npedrKcom no BkIKOHaET CBETOANOAbI.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

(system)>  led power shutdown anode»
(system)> no led power shutdown
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
mode all BbIK1HOUNTL BCe CBETOAVOAbI.
front BbIkK1HOUNTL CBETOAMOALI Ha NMepesHei
naHenu.
back BbIKNOUNTL CBETOAMOAbI Ha 3aAHE NaHenn.
Npumep (system)> led power shutdown all

Core::Peripheral::Manager: Set LED shutdown mode to "all".

(system)> no led power shutdown
Core::Peripheral: :Manager: Set LED shutdown mode to "none".

WcTopus nsmeHeHum

Bepcus

OnucaHmne

3.06

JobasneHa komaHaa system led power shutdown.
MpeabiayLiee HazBaHMe KoMaHAbl system led shutdown.

3.127.13 system log clear

OnucaHune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

OUMCTUTb CUCTEMHbI XypHan.

Het
HeT

Het

I (system)>  log clear

(system)> log clear
Syslog: the system log has been cleared.

WcTopus nsmeHeHum

Bepcus

OnucaHue

2.00

JobasneHa komaHaa system log clear.

3.127.14 system log reduction

OnuncaHwune

Bknountb CoKpaljeHne NoOBTOPHbIX C006LL|IEHI/1I7| B CUCTEMHOM >XypHane. Mo
YMOTYaHWIO NapaMeTp BK/TKOYEH.

KomaHza ¢ nped1KcomM no oTKIoYaeT HaCTPOWAKY.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Cunoncuc I (system)>  log reduction
I (system)> no log reduction
Mpumep (system)> log reduction
(system)> no log reduction
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.04 JobasneHa komaHaa system log reduction.

3.127.15 system log server

OonucaHue [06aBUTb yaaneHHbI cepBep ANst XpaHEHUsI CUCTEMHOIO XypHana.
Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (system)>  log server <address [: qports]
(system)> no log server [ <address; [: port>]]

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

address IP-appec Afpec yaaneHHoro cepsepa 414 XpaHeHus

CLCTEMHOrO XypHana.

port lenoe uucno |Homep nopta yjaneHHoOro cepeepa.
Mpumep (system)> log server 192.168.1.1:8080

Syslog: server 192.168.1.1:8080 added.
VICTOleﬂ n3MeHeHuniA Bepc”ﬂ onvcaHue

2.00 JobasneHa komaHaa system log server.

3.127.16 system log suppress

OnucaHue Jo6aBuTb NpaBnIo NoAaBNeHUSA COOBLLEHMIA.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.127.17 system mode

OnucaHune

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

KomaHaa ¢ npepurkcom no yaanseT npasBuo.

Ja
Aa
Ja

(system)>

log suppress «ident»

(system)> no log suppress [ <ident> ]

AprymeHT

3HavyeHue OnucaHue

ident

CTpoka NaeHTndunkaTop npouecca, coobLeHns
KOTOPOro HYXHO MNOAaBUTb.

(system)> log suppress kernel
Core::Syslog: Added suppression "kernel".

(system)> no log suppress kernel
Core::Syslog: Deleted suppression "kernel".

(system)> log suppress transmissiond
Core::Syslog: Added suppression "transmissiond".

(system)> no log suppress transmissiond
Core::Syslog: Deleted suppression "transmissiond".

Bepcusa

OnucaHue

2.04

Jo6asneHa komaHga system log suppress.

BblbpaTh pexxuvm paboTbl Air.

Het
Ja
Het
(system)>  mode mode»
AprymeHT 3HauyeHue OnucaHwue
mode router OCHOBHOI pexmnm.
client Pexxnm ceTeBoro aganrtepa A4 NoAkaro4YeH s

ycTpoincts Ethernet k ceTn Wi-Fi.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

repeater Pexnm ycnnutens gnsa paclumpeHuns cetu
Wi-Fi c nomoLybo 6ecnpoBogHOro
COefNHEHMS.

ap Pexxnm Toukm AoCTyna AN paclunpeHmns ceTu
Wi-Fi c nomowbto npoBogHoro Ethernet
coeAVHeHMs.

Npumep (system)> mode repeater

Core::Mode: The system switched to "repeater" mode, reboot the »
device to apply the settings.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 [Jlo6aBneHa koMaHza system mode.

3.127.18 system ndss dump-report disable

OnucaHune OTKNOUNTL NPOrpPaMMy yyyLLeHWs kadecTBa. Mo yMoa4aHMio HacTpoiika
BK/ItOYEHA.

KomaHga ¢ npedurkcom no BKAKOYAET NCMOAb30BaHWe JaHHOM NPorpamMmmbl.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het

CuHoncnc I (system)> ndss dump-report disable
I (system)> no ndss dump-report disable
Mpumep (system)> ndss dump-report disable
Core::Ndss: Dump-reporting disabled.
(system)> no ndss dump-report disable
Core::Ndss: Dump-reporting enabled.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.05 Job6asneHa komaHga system ndss dump-report disable.
MpeabiayLee Ha3BaHMe KOMaHAbI system dump-report
disable.
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naBa 3 OnncaHme KoMaHp,

3.127.19 system reboot

BbINonHWTL Nepesarpysky cuctemsl. Ecim ykasaH napametp, nepesarpyska
BbINONHUTCS 3aMN1aHMPOBAHO Yepes 3aZaHHbI MHTepBan B CEKYHAAX.
Micnonb3oBaHMe KOMaHZAbI NP yXe yCTaHOBNEHHOM TaliMepe 3aMeHsieT
CTapoe 3Ha4eHVe TaliMepa HOBbIM.

OnuncaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

Micnonb3oBaHWe 3annaHpoBaHHOW Nepesarpysky ya06HO B TOM ciydae,
KOrAa OCyLLLeCTBNSIETCS yAaNeHHOe yripaBaeHne yCTpPoicTBOM, U
nonb3oBaTesto HensBecTeH 3G deKT OT MPUMEHEHUNSI KAKUX-TNB0 KOMaHA,
/13 onaceHus NoTepsiTb KOHTPO/b Haj YCTPOCTBOM MO/Ib30BaTE/Ib MOXET
BK/IOUMTL 3aM1aHNPOBaHHY nepesarpysky, kotopasi cpaboTaeT yepes
3aflaHHbI MHTepBan BpeMeHW. CcTeMa BEPHETCS B MepBOHaYanbHoe
COCTOSIHME, B KOTOPOM OHa CHOBa byAeT AOCTYMHa Mo CeTw.

KomaHaa ¢ npepurkcom no oTMeHsieT nepesarpysKky U yaanset NnpuBasKy

K pacnvcaHuio.
Ja
Het

Het

(system)> reboot [ <intervals> | schedule <schedules]

(system)> no reboot [ schedule]

AprymeHT 3HauyeHue OnuncaHwue

interval lenoe uucno |VIHTepBan, yepes KOTOPbIV BbIMOJAHNTCS
nepesarpyska, B cekyHAax. Ecnm He ykasaH,
nepesarpyska BbIMOJIHUTCA HeMe1eHHO.

schedule Pacnucaune |HasBaHMe pacnncaHums, CoO3gaHHOro npu

nomMoLuwy rpynnel KomaHa schedule.

(system)> reboot 20
Core::System: :RebootManager: Rebooting in 20 seconds.

(system)> no

reboot

Core::System: :RebootManager: Reboot cancelled.

(system)> reboot schedule rebootroute
Core::System: :RebootManager: Set reboot schedule "rebootroute".

(system)> no reboot schedule
Core::System: :RebootManager: Schedule disabled.

Bepcus OnucaHue
2.00 JobaeneHa komaHaa system reboot.
2.12 Job6asneH aprymeHT schedule.
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naBa 3 OnncaHme KOMaHA,

3.127.20 system set

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBWUTbL 3Ha4YeHne YKa3aHHOro CMCTEMHOIO NapamMeTpa 1 COXPaHNTb
N3MEHEHWA B TEKYLUNX HaCTpOI7IKaX.

KomaHga c npedurkcom no Bo3BpaLLaeT napaMeTpy 3HauYeHre, KoTopoe Bb110
yCTaHOB/IEHO MO YMONYaHWIO, A0 MNEPBOro N3MEHeHMs.

Ja
Ja
Aa

(system)>

set <names «values

(system)> no set <name

AprymeHT 3HauyeHue OnuncaHwue
name Ctpoka NaeHTudmnKaTop CMCTEMHOroO NapameTpa.
value CTpoka HoBoe 3HaueHMe CMCTeMHOro rnapamMeTpa.

(config
(system
(system
(system

>
>
>
>
(system)>

system

set net.ipv4.ip_forward 1
set net.ipv4.tcp_fin_timeout 30
set net.ipv4.tcp_keepalive_ time 120

set »

(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipv4.netfilter.ip_conntrack_max 4096

(system)> exit
(config)> show running-config

system

set net.ipv4.ip forward 1
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv4.netfilter.ip conntrack tcp timeout established »

1200

)
)
)
)
)
net.ipv4.netfilter.ip_conntrack_tcp_timeout_established 1200
)
)
)
)

set net.ipv4.netfilter.ip conntrack udp_ timeout 60
set net.ipv4.netfilter.ip conntrack max 4096

(config)>

Bepcus OnucaHve
2.00 [JobasneHa KkomaHaa system set.
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naBa 3 OnncaHme KoMaHp,

3.127.21 system trace lock threshold

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

3.128 tools

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

YCTaHOBUTb NOPOr 6/10KVPOBKU OTCEXNBAHNS ANA CUCTEMHbIX MOTOKOB.
Ecnn noporosoe 3HaveHme npeBbIwaeTcs, MHGopMaLma 06 3TOM noToke
(Hanpumep, o ceccum SCGI) coxpaHsaeTca B CUCTEMHOM XypHarne. lNo
YMONYaHUIO, MapamMeTp OTKJIHOYEH.

KomaHga ¢ npedpurkcom no oTkatouaeT GyHKLMIO Mopora 610KNPOBKU.
Ja
Het

Het

(system)> system trace lock threshold «threshold:

(system)> no system trace lock threshold

AprymeHT 3HauyeHue OnuncaHwue

threshold CTpoka [ToporoBoe 3HayeHVie B MUANNCEKYHAAX.
MoxeT NnpnHMMaTh 3HaYeHWs B nNpegenax ot
100 A0 100000000 BKAtOUMTENBHO. [Toporosoe

3Ha4veHVe He coxpaHseTca B startup-config.

(system)> system trace lock threshold 100
Lockable: Set threshold to 100 ms.

(system)> no trace lock threshold
Lockable: Reset threshold.

Bepcus OnucaHve

3.03 [JobasneHa komaHaa system trace lock threshold.

JocTtyn K rpynne KOMaHA AN TeCTUPOBaHUS CUCTEMHON Ccpeabl.
Het
HeTt
Het

(tools)

I (config)> tools
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa tools.

3.128.1 tools arping

OnucaHune JecTBre KOMaHAbl aHaIorMYHO KoMaHje tools ping, HO B oTAnYMe OT Heé
paboTaeT Ha BTOPOM ypoBHe Mogenn OSI 1 ncnonb3yet NnpoTokon ARP.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (tools)> arping<address> source-interfacesource-interface:[ count
«count>][wait-time wait-times]
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
address IP-agpec OnpawwnBaemsblii IP-agpec.
source-interface|MHTepgeiic | ImMa nHTepdelica-ncTouHMKa 3anpocos.
count UYenoe uucno |Konnyectso 3anpocoBs. Ecnm He ykasaHo,
KoOMaHAa byaeT paboTaTb A0 NpepbiBaHUSA
nosb30BaTeNeM.
wait-time UYernoe umucro |MakcnmanbHoOe BpemMs OXXUAaHNA OTBETa,
yKa3blBaeTCq B MUAINCEKYHAAX.
Mpumep (tools)> arping 192.168.15.51 source-interface Home count 4 »
wait-time 3000
Starting the ARP ping to "192.168.15.51"...
ARPING 192.168.15.51 from 192.168.15.1 bro.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
Sent 4 probes, received 2 responses.
Process terminated.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

2.00 JlobaBneHa komaHAa tools arping.

3.128.2 tools ping

OnucaHwue OTnpaBuTb 3anpockl Echo-Request npoTokona ICMP ykazaHHOMY y31y ceTun
1 3apuKcMpoBaTh NoctynawLme oteeTbl Echo-Reply. Bpemsa mexay
OTMpaBKol 3anpoca 1 noayyeHnem oteeta Round Trip Time (RTT) no3sonsiet
ornpeAenaTb 4BYCTOPOHHME 3a4ePXXKM MO MapLUPYTY 1 YacTOTy NoTepun
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naBa 3 OnncaHme KoMaHp,

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

MakeToB, TO CTb KOCBEHHO OMNpeAeNsiTb 3arpy>KeHHOCTb Ha KaHanax nepesayn
AAHHBIX 1 MTPOMEXYTOUHbIX YCTPOMCTBAX.

MonHoe otcyTcTBME ICMP-0TBETOB MOXET TakKe 03HayaTb, UTO YAANEHHbIN
y3en (MNn Kakon-n1nmbo 13 NPOMEXYTOUHbIX MapLUpPyTN3aToOpPOB) 610KNpyeT
ICMP Echo-Reply nnn nrHopupyet ICMP Echo-Request.

Het
Het

Het

(tools)>  ping <host> [ count «counts ][ size packetsize>]

AprymeHT 3HauyeHue OnuncaHwue

host Ctpoka JomeHHoe rma nnn IP-agpec xocTa.

count lenoe umucno |Konnuectso 3anpocoB ICMP Echo. Ecnu He
yKasaHo, koMaHJa byzeT paboTaTtb 40
npepbiBaHNA NoJib30BaTeNeMm.

packetsize |Uenoe uyucno |Pa3mep nons gaHHbIx ICMP Echo-Request B
6ainTax. Mo ymonyaHmio — 56, 4To BMecTe C

8-6aliTOBbIM 3aro/IOBKOM 334aeT pa3Mmep
ICMP-naketa — 64 6aiTa.

(tools)> ping 192.168.1.33 count 3 size 100

Sending ICMP ECHO request to 192.168.1.33

PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.

100 bytes from 192.168.1.33: icmp reg=1, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp req=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp req=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.65 ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.

Bepcus OnucaHue

2.00 JobasneHa KomaHga tools ping.

3.128.3 tools ping6

OnuncaHune

OTtnpaeuTb 3anpockl Echo-Request npotokona ICMPv6 ykazaHHOMY y31y
ceTu 1 3adpumKcmpoBaTh noctynarLme oteeTbl Echo-Reply. Bpemsa mexay
OTMpaBKoM 3anpoca 1 noayyeHem oteeta Round Trip Time (RTT) no3sonser
onpesenaTe 4BYCTOPOHHME 3aePXXKM MO MapLUPYTY 1 4acToOTy NoTepun
NaKeToB, TO eCTb KOCBEHHO OMNpeAeNaTh 3arpy>XeHHOCTb Ha KaHanax nepegaymn
AAHHbBIX M TPOMEXYTOYHbIX YCTPOicTBaXx.
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naBa 3 OnncaHme KOMaHA,

MonHoe oTcyTcTBME ICMPV6-0TBETOB MOXET Tak)Ke 03HayaTb, YTO YAANEHHbIN
y3en (MAn Kakon-n1nmbo 13 NPOMEXYTOUHbIX MapLUpPyTN3aTOPOB) 610KMpyeT
ICMP Echo-Reply nan nrHopupyet ICMP Echo-Request.

Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOg, Het

CuHoncnc (tools)>  ping6 <hosts [ count «count> ][ size packetsizes]

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

host CTpoka JomMeHHoe umsa unm IPve-agpec xocTa.

count lenoe uncno |Konuuecrtso 3anpocosICMPv6 Echo. Ecin He
yKasaHo, koMaHza byzeT paboTaTtb A0
npepbIBaHNSA NONb30BaTEe/IEM.

packetsize |Uenoe uucno |Pa3mep nons gaHHbix ICMPv6 Echo-Request
B 6aiTax. [lo ymonyaHmio — 56, 4To BMecTe

C 8-6aliTOBbIM 3aro/IoBKOM 3a4aeT pasMmep
ICMPv6-naketa — 64 6aiiTa.

Mpumep (tools)> ping6 fd4b:fl2b:5d59:0:1108:4407:b772:20cd count 3 size »
100
Sending ICMPv6 ECHO request to »
fd4b: f12b:5d59:0:1108:4407:b772:20cd
PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=1l, ttl=64, »
time=7.18 ms.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=2, ttl=64, »
time=8.42 ms.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=3, ttl=64, »
time=1.51 ms.
--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,
0 duplicate(s), time 2002.61 ms.
Round-trip min/avg/max = 1.51/5.70/8.42 ms.
Process terminated.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa koMmaHga tools ping6.
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naBa 3 OnncaHme KoMaHp,

3.128.4 tools traceroute

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

MokasaTb MapLLpPYT K CETeBOMY XOCT.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

(tools)>

traceroute <host> [count «count>] [interval <intervals]
[wait-time wait-times] [packet-size packet-sizes]
[max-ttlmax-ttD][port porty][source-address «source-address:]
[source-interface «<source-interfaces] [type <types] [tos «tos>]

AprymeHT 3HaueHne |OnucaHue

host Ctpoka Vimsa ueneBoro xocTa.

count Lenoe 4ucno |Konmyectso NpoBepoYHbIX MakeToBs 3a O4MH
npoxoa. o ymonyaHuto 3HaveHne — 3.
3HaueHme 40KHO 6bITb B Aviana3oHe [1;10].

interval Lenoe uucro |Bpems B cekyHAax Mexay oTnpaBKoWA
nakeToB. 3HayeHune rno ymonyaHuo — 0.
3HaueHne J0/KHO 6bITh B Anana3oHe [0;15].

wait-time Henoe uyucno |Bpema oxugaHua peakymm Ha

MPOBePOYHbI NakeT (B CeKyHAax).
3HayeHVve nNo yMonyaHuwo — 1. 3HayeHue
JO/MKHO 6bITh B AgMana3oHe [1, 15].

packet-size

Lenoe uucno

Pa3mep nakeTa cornacHo npoTokosy type.

[na Tvna tcp pa3smep naketa no
yMonyaHuto coctaBnsaeT 52. lnanasoH
3HayeHwu [52].

[nsa Tmnos udp 1 icmp pa3mMep nakeTa no
ymonuaHuo coctasnseT 60. JnanasoH
3HaueHum [28;65535].

max-ttl

Lenoe uucno

MakcrmanbHOe KOIMYecTBO NPOX0OA0B
(3HaYeHMe MakKCMaIbHOro CPOKa XM3HM)
TPacCMpOBKN. 3HaYEHMeE Mo YMONYAHNIO —
30. 3HayeHne A0/IKHO bbITh B AMana3oHe
[1;255].

port

Lenoe uucno

MopT Ha3HaveHMs.

AnaTtvna tcp no ymonuyaHuo Ncnosb3yeTcs
rnopt 80.

[na Tvna udp No ymMon4YaHUI NCNonb3yeTca

nopt 33434.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHne |OnucaHue
[na Tvna icmp No yMoa4aHuio
vucnosb3yeTcd nopt 1.
source-address|CTpoka Aapec ncxoggduero nHtepderica.
source-interface|Crpoka NHTepdeiic Ans ncnonb3oBaHA B kayecTse
nHTepderica-nCTOUHNKA B UCXOAALLNX
nakerax.
type tcp TCP npoTokon.
udp UDP npoTtokos. Ncrnonb3yeTcs no
YMOJIHaHWIO.
icmp ICMP npoTokos.
tos Lenoe uucrno |Tun O6cnyxurBaHusa. 3HaveHme no
ymonyaHuo — 0. 3HaueHme A0SIKHO 6bITb
B AgnanasoHe [0;255].

NMpumep (tools)> traceroute ya.ru count 5 interval 5

starting traceroute to ya.ru...
traceroute to ya.ru (213.180.193.3), 30 hops maximum, 60 byte
packets.

1 192.168.111.1 (192.168.111.1) 0.958 ms 0.885 ms 2.946 ms
11.275 ms 10.934 ms

2 testl.ru (193.0.111.3) 9.125 ms 7.263 ms 5.352 ms 2.146 »
ms 12.224 ms

3 test2.ru (193.0.111.2) 11.610 ms 9.378 ms 7.236 ms 15.399 »
ms 6.327 ms

4 178.108.133.57 (178.108.133.57) 4.325 ms 20.235 ms 10.831
ms 8.463 ms 7.232 ms

5 1iki-crs.comcor.ru (62.117.100.134) 5.153 ms 10.526 ms »
5.738 ms 3.137 ms 13.886 ms

6 213.79.127.21 (213.79.127.21) 30.260 ms 2.883 ms * 27.922 »
ms 3.487 ms

7*****

8 fol2-c4-ae8.yndx.net (87.250.239.80) 9.815 ms 8.340 ms »
fol5-c2-ae7.yndx.net (87.250.239.84) 5.451 ms 3.637 ms 5.221 ms
9 * fol5-c2-ael5.yndx.net (87.250.239.24) 2.990 ms * 19.063 »
ms *

10 * * * www.yandex.ru (213.180.193.3) 2.017 ms *

process terminated

v

v

v

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa tools traceroute.

3.129 udpxy

OonuncaHmne JocTyn K rpynne KoOMaHZ ANst HACTPOIKM NapameTpoB udpxy.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Het

MHorokpaTtHbiia BBog, Het

BxoXkAeHue B rpynny

CuvHoncuc

UcTopuns nameHeHuii

(udpxy)

(config)>  udpxy

Bepcus OnucaHve

2.03 JobasneHa koMaHaa udpxy.

3.129.1 udpxy buffer-size

OnucaHune

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

YcTaHOBUTbL pa3mep 6ydepa udpxy. Mo yMon4aHmo NCNONb3yeTcs 3HaYeHne
2048.

KomaHga ¢ npedurkcom no cobpacbiBaeT pa3mep bydepa B 3HaveHme no
YMONYaHWUI0.

Ja

Ja

Het

(udpxy)> buffer-sizesize

(udpxy)> no buffer-size

AprymeHT 3HauyeHue OnuncaHwue

size lenoe umucno |Pa3mep bydepa B baTax. MoxeT NpUHUMaTL
3HayeHWAa B npegenax ot 1 4o 1048576.

(udpxy)> buffer-size 500
Udpxy: :Manager: a buffer size set to 500 bytes.

Bepcus OnucaHve

2.04 JobasneHa komaHaa udpxy buffer-size.

3.129.2 udpxy buffer-timeout

OnuncaHwune

YCTaHOBUTL TaliM-ayT AN1st XpaHEHUs JaHHBIX B 6ydepe udpxy. Mo ymonyaHuo
MCnonb3yeTcs 3HaveHue 1.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT TallM-ayT MO YMOJTYaHUIO.
Ja

Aa

Het

(udpxy)>  buffer-timeout «timeout>

(udpxy)> no buffer-timeout

AprymeHT 3HauyeHue OnuncaHwue

timeout lenoe uyucno |3HadveHuve TaiM-ayTa B cekyHZax. MoxeT
NPUHUMAaTL 3Ha4YeHWs B npejenax ot -1 Ao

60.-1 — HeorpaHM4eHHbI TaliM-ayT.

(udpxy)> buffer-timeout 10
Udpxy::Manager: a hold data timeout set to 10 sec.

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHaa udpxy buffer-timeout.

3.129.3 udpxy interface

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

CBsi3aTb UdpXy € yKa3aHHbIM NHTepdelicoM. Mo yMonyYaHnio NprBsi3ka He
HacTpOeHa 1 UCNOoNb3yeTcs TekyLlee NOAKNOYEHME K MHTEPHETY.

KomMaHza ¢ npedprKcoM No BO3BPALLAET 3HAUEHME MO YMONYAHUIO,
Ja

Ja

Het

(udpxy)>  interface <interface»

(udpxy)> no interface

AprymeHT 3HauyeHue OnuncaHwue

interface UHTeppenc MonHoe nmsa nHTepderica nam NCeBAOHNM.
CNncok AOCTYMHbIX MHTEPPENCOB MOXKHO
yBUAETb C MOMOLLbIO KOMaHAbI interface
[Tab].

(udpxy)> interface [Tab]
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UcTopuns nameHeHuii

Usage template:

interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0
AccessPoint

(udpxy)> interface ISP

Udpxy: :Manager: bound to FastEthernet®/Vlan2.

Bepcus OnucaHve

2.02 Jlo6aBneHa komaHaa udpxy interface.

3.129.4 udpxy port

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YctaHoBUTL NopT gna HTTP-3a
3HaueHVe 4022.

KomaHgaa ¢ npe¢purkcom no Bo3
Ja

Ja

HeTt

(udpxy)>  port port>

(udpxy)> no port

npocos. Mo YMONYaHUNKO NCNonb3yeTcAd

BpalwlaeT 3Ha4veHne no ymMmoa4aHumio.

AprymeHT 3HauyeHue

OnucaHue

port Llenoe uucno

Homep nopta. MoxeT NpUHMMAaTb 3Ha4YeHns
B npegenax oT 0 Ao 65535.

(udpxy)> port 2323

Udpxy: :Manager: a port set to 2323.

Bepcus OnucaHve

2.03 JobasneHa koMmaHaa udpxy port.
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3.129.5 udpxy renew-interval

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

NcTopusa nsmeHeHum

YCcTaHOBUTb nepunoj BO306HOB/IEHNS NnoANMNCKN Ha MY/NIbTUKAaCT-KaHain. Mo
YMONYaHW0 UCNONb3YeTCA 3HaYeHye 0, To eCTb MoAnmcka He BO306HOBNSAETCS.

KomaHzaa c npedrkcom no BO3BPALLLAET 3HAUEHME MO YMONYAHMIO.
Ja

Ja

Het

(udpxy)>  renew-interval <renew-intervals

(udpxy)> no renew-interval

AprymeHT 3HaueHne |OnucaHue

renew-interval|lenoe w4ucno |lMepurog BO30O6HOBAEHNSA MNOAMNCKU B
cekyHAax. MoXeT NpMHMMaTb 3HaUeHNs B

npegenax ot 0 Ao 3600.

(udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.

Bepcus OnucaHue

2.03 Job6asneHa komaHaa udpxy renew-interval.

3.129.6 udpxy timeout

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKu
MHorokpaTtHbIiA BBOJ,

CviHoncmc

YCTaHOBUTb TaliM-ayT coeAnHeHMs. 10 yMONYaH IO NCNONb3YeTCs 3HaYeHne

5.

KomaHga ¢ npe¢|/||<c0M Nno BO3BpallaeT 3HayeHne no yMmoavaHuio.

Ja
Ja

Het

I (udpxy)>  timeout <timeout>

I (udpxy)> no timeout
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT

3HavyeHue

OnucaHue

timeout

Llenoe u4ucno

3HauveHMe TaM-ayTa B cekyHAaX. MoxeT
MPUHMMaTL 3HaYeHNA B Npesenax ot 5 40 60.

(udpxy)> timeout 10
Udpxy: :Manager: a stream timeout set to 10 sec.

Bepcus

OnucaHune

2.03

JobasneHa komaHaa udpxy timeout.

3.130 upnp forward

OnuncaHwme

Mpedukc no

MeHseT HacTpoIAKK
MHorokpaTHbIVi BBOJ,

Tun untepdeiica

CviHoncuc

AprymeHTbl

UcTopuns nameHeHuii

Jo6aBuTb NnepeHanpasnstoLlee npasuno UPnP.

KomaHga ¢ I'Ipeq)I/IKCOM no yaandet npaBuIo N3 CNUCKa.

Ja

Ja

Ja

IP

(config)> upnp forward protocols [ interface]<addresss port,
(config)> no upnp forward [ <index> | (¢protocols> «address» ports)]

AprymeHT 3HayeHue OnucaHue

protocol tcp [lobaBUTbL/yAanuUTbL NPaBUNO ANS NPOMOKOAa
TCP.

udp Jo6aBnTb/yaanuTb NPaBuIo ANS NPoOMoKoaa

UDP.

interface UHTepgeinc BbyseT fo6aBneHO NpaBuIO AN1A yKa3aHHOro
nHTepoderica.

address IP-agpec ByaeT fob6aBneHo/yganeHo NpaBuIo AN
ykasaHHoro IP-agpeca.

port Lenoe umucno |bypet gobaBneHo/ypaneHo NpaBuio Ans
yKa3aHHOro rnopra.

index UYernoe uucno |byaet yaaneHo NpaBuao C yKaszaHHbIM
NOpPAAKOBbLIM HOMEPOM.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHaa upnp forward.
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3.131 upnp

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

lan

YkazaTb LAN-uHTepdelic Ha KOTOpOM 3anyLeHa cnyxba UPnP. Cnyxba
paboTaeT TONbKO ANA OAHOrO CerMeHTa ceTu.

KomaHza ¢ npedrKcoM no OTMeHsIeT HacTPOIAKy.

Ja
Ja
Het

IP

(config)>

upnp laninter

(config)> no upnp lan

faces

AprymeHT

3HavyeHue

OnucaHune

interface

UHTEepgerc

MonHoe nmsa nHTepdeinca nim NCeBLOHNM.
CrnncoK AOCTYMHbIX NHTepdelricoB MOXHO
yBUAETb C MOMOLLbIO KOMaHAbI interface
[Tab].

(config)> upnp lan [Tab]

Usage template:
lan {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl

GuestWiFi

(config)> upnp lan PPTPO
using LAN interface: PPTPO.

Bepcus

OnucaHune

2.00

JlobasneHa komaHaa upnp lan.
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3.132 upnp redirect

OnucaHwue Jo6aBuTb NnpasBuio TpaHcauum UPnP nopTa.
KomaHga ¢ npedunkcom no yganseT npasuio U3 cnmncka. Ecim BbinofHNTb
KOMaHAy 6e3 aprymeHTa, To BeCb CrNCOK Npasus 6yeT ounLLeH.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Tun nutepdeiica IP
Cutoncnc (config)> upnp redirect protocols <interfaces port> <to-address [
to-port]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
protocol tcp [lo6aBUTL/yAanuTbL NpaBUIO AN MPOTOKO/A
TCP.
udp [obaBuTb/yaanuTb NpaBUIO ANSA MPOTOKOA
UDP.
interface UHTepgeric BbyaeT aobasneHo NpaBWIO ANS yKa3aHHOIo
nHTepoderica.
port Lenoe uucno |bypet pobaBneHo/yaaneHo npasuio ans
yKa3aHHOro nopra.
to-address |IP-agpec Byaet gobaBneHo/yaaneHo NpaBuIo AN
YyKa3aHHOro agpeca Ha3Ha4veHus.
to-port Lenoe umucno |byaet gobasneHo/yganeHo NpaBuIo Ans
YyKa3aHHOro rnopta Ha3HayeHus.
and forward |Kmwyesoe Cnurcku Npasu NepechbIKA U
C/10B0O nepeHanpasneHns byayT yaaneHsl.
index lenoe uucno |byaet yaaneHo nNpaBuio C yKasaHHbIM
NOpPsAKOBbIM HOMEPOM.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JlobaBneHa komaHza upnp redirect.

(config)> no upnp redirect [and forward | [ <index> | (¢protocols ports)

1l
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3.133 user

OonucaHue JocTyn K rpynne KOMaHz ANst HACTPOMKM NapameTpoB YUYETHON 3anmncu
nonb3osatens. Eciv yueTHas 3anucb He HaiZeHa, KOMaHZa NbiTaeTcs ee
co3zaTtb.

MprmeyaHve:  Y4yeTHasa 3annchb C3ape3epBrPOBaHHBIM UMeHeM admin He
MOXeT 6bITb yaaneHa. Kpome Toro, y nonb3oBatens admin
HeNb3s yAaAnTb NPaBo AOCTYyNa K KOMaHAHOW CTpoke.

KomaHaa ¢ npedurKcom no yaanseT y4eTHyH 3anncb NonbL30BaTens.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOA, [a

BxoxxgeHue B rpynny (config-user)

Cunoncuc (config)>  user name>
(config)> no user name>
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
name CTpoka ViMsi nonb3oBatens.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa KOMaHAa user.

3.133.1 user password

OnucaHue YKa3aTb naponb rnosb3oBatens. [Naposb xpaHuTca B Buge MD5-xewwa,
BbIUNCNIEHHOIO U3 CTPOKW «user:realm:password». realm 3TO Ha3BaHme

MOJenn ycTponcTBa 13 ¢paina startup-config. txt.

KomaHAa NpvHMMaeT apryMeHT B BUAE OTKPbITON CTPOKM UM 3HAYEeHNS
xew-¢pyHKLUmM. CoXpaHeHHbI Napo/ib MCNOJIb3yeTcs AN ayTeHTUdmKaumm
nosib3oBaTens.

KomaHgza c npedurKcom no yaansieT naposb, YTobbl NoAb30BaTeNb MOT
MONYYNTb AOCTYN K YCTPONCTBY 6€3 ayTeHTUdMKaLmm.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

(config-user)>  password ( md5 <hash> | passwords)

(config-user)> no password

AprymeHT 3HauyeHue OnuncaHwue

hash Ctpoka 3HaueHue MD5-xewa.

password CTpoka 3HauyeHVe rnapons B OTKPbITOM BUje, 13
KOTOPOro aBTOMaTU4YeCKn BblUNCNAETCS
3HayeHue xeLua.

(config-user)> password 1111
Core::Authenticator: Password set has been changed for user »
“test".

Bepcus OnucaHve

2.00 [JobaeneHa komaHaa user password.

3.133.2 user tag

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

MpVCBONTL YyYETHOM 3anncK cneynanbHy MeTKy, Halnvme KOTOpoW
npoBepsieTcs B MOMEHT aBTOPU3aLnK Nob30BaTeNs 1 BbIMOAHEHUN UM
nobbIX fencTBuii B cucteme. Habop AonyCcTUMbIX 3HaYEHN METKM 3aBUCUT
OT OYHKLMOHANBbHbBIX BO3MOXHOCTElM cncTembl. MNMoNHbIN CNUCOK NpUBeAeH
B Tabnunue Hunxe.

O,D,HOI7I yl—IeTHOI‘/JI 3anncn MO>XHO Ha3Ha4YnTb HECKO/IbKO Pa3HbIX METOK, BBOAA
KOMaHA4y MHOToKpaTHO. Ka>|<p,yro METKY MO>XHO pacCMaTpuBaThb Kak
npeaoctaBsieHNe Nanm orpaHnyeHmMe onpeaeneHHbIX npas.

KomaHaa ¢ npepurkcom no yaanseT 3ajaHHy0 MeTKy.

MprmMmedaHre:  Y4yeTHOI 3anmcy admin Heb3a NPUCBOUTL MeTKY readonly
W yaannTb MeTky cli nnm ssh.

Ja
Ja
Ja
(config-user)>  tag tag»

(config-user)>no tag [ <tag» ]

AprymeHT 3HauyeHue OnuncaHwue

tag cli Joctyn kK komaHgHow ctpoke (TELNET v SSH).
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AprymeHT 3HauyeHue OnuncaHwue

readonly 3anperT BbINOJIHEHUA KOMaHA, MEHSAHLLNX
HaCTPOMKMU.

http-proxy |fdoctyn Kk HTTP proxy.

http Joctyn Kk Web-uHTepdelicy.

afp JocTtyn K USB xpaHunuily 4epes Apple File
Protocol.

printers JocTtyn Kk USB-npuHTEpam rno npoTokoay
SMB/CIFS.

cifs MogkntoueHwe K cnyxbe GainnoB v NPUHTEPOB
Windows.

vpn-dlna MoakntoveHne K DLNA ana TyHHeneii PPTP,
L2TP/IPSec, SSTP.

ftp MopkntoueHme K BCcTpoeHHoMY FTP-cepeepy.

ipsec-xauth |lNoakntouyeHre K BCTPOEHHOMY
IPsec/XAuth-cepBepy.

ipsec-12tp |lMNoakntoueHe K BCTPOEHHOMY
L2TP/IPSec-cepBepy.

opt [locTyn K cepBrcamM noj yrnpasfieHnam
OptWare.

sTtp Joctyn K dpainosomy cepsepy SFTP.

sstp MNogkntoveHve K BCTpoeHHOMY SSTP-cepsepy.

torrent Bxog B nHTepdelic ynpasneHus KINeHToOM
dainoobMeHHbIX ceTeln BitTorrent.

vpn MoakntoveHe K BCTpoeHHOMY PPTP-cepBepy.

webdav Joctyn K pannosomy cepsepy WebDAV.

Mpumep (config-user)> tag cli

Core::Authenticator: User "admin" tagged with "cli".

(config-user)> tag readonly
Core::Authenticator: User "my" tagged with "readonly".

(config-user)> tag http-proxy
Core::Authenticator: User "admin" tagged with "http-proxy".

(config-user)> tag http
Core::Authenticator: User "admin" tagged with "http".

(config-user)> tag afp
Core::Authenticator: User "test" tagged with "afp".

(config-user)> tag printers
Core::Authenticator: User "admin" tagged with "printers".

(config-user)> tag cifs
Core::Authenticator: User "admin" tagged with "cifs".
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(config-user)> tag vpn-dlna
Core::Authenticator: User "enpa" tagged with "vpn-dlna".

(config-user)> tag ftp
Core::Authenticator: User "admin" tagged with "ftp".

(config-user)> tag ipsec-xauth
Core::Authenticator: User "admin" tagged with "ipsec-xauth".

(config-user)> tag ipsec-12tp
Core::Authenticator: User "admin" tagged with "ipsec-12tp".

(config-user)> tag opt
Core::Authenticator: User "admin" tagged with "opt".

(config-user)> tag sftp
Core::Authenticator: User "test" tagged with "sftp".

(config-user)> tag sstp
Core::Authenticator: User "admin" tagged with "sstp".

(config-user)> tag torrent
Core::Authenticator: User "admin" tagged with "torrent".

(config-user)> tag vpn
Core::Authenticator: User "admin" tagged with "vpn".

(config-user)> tag webdav
Core::Authenticator: User "test" tagged with "webdav".

(config-user)> no tag readonly

Core::Authenticator: User "admin": "readonly" tag deleted.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa KomaHza user tag.

2.04 [JlobaBneHa meTka vpn.

2.06 [JobasneHbl MeTKM opt 1 ipsec-xauth.

2.10 JobasneHa meTka http-proxy.

2.11 [JobaeneHa meTKa ipsec-I12tp.

2.12 [JlobaBneHa meTka sstp.

3.04 Jo6asneHbl MeTkn vpn-dina, sftp n webdav.
3.134 vpn-server
OnucaHwue JocTyn K rpynne KOMaHA AN1a HaCcTporiku napameTpoB cepeepa VPN.
MNpedukc no Het

MeHsieT HacTpovikm  Hert
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MHorokpaTtHbIiA BBOg, Het

Bxo>xaeHue B rpynny (vpn-server)

Cunoncuc (config)> vpn-server
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.04 JlobaBneHa KOMaHAa vpn-server.

3.134.1 vpn-server dhcp route

OnucaHue HasHaunTb MapLupyT, nepesaBaeMsblii Yepes coobuieHns DHCP INFORM,
KnneHTtam VPN-cepBepa.

KomaHaa ¢ npeprkcom no oTMeHseT NoslyveHne yKkazaHHOro MapLupyTa.
Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yeT OTMEeHEeHO NoJlyYeHme Bcex
MapLLpYTOB.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a

CuHoncnc (vpn-server)>  dhcp route address> anask»

(vpn-server)> no dhcp route [ <address» anasks ]

AprymeHTbI AprymeHT 3HaueHue OonucaHue

address IP-appec Afpec ceTeBOro KaneHTa.

mask IP-macka Macka ceTeBoro knameHta. CyLiecteyeT ABa
cnocoba BBOJA MacKW: B KAHOHNYECKOM
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOM ANNHbI NpedurKkca (Hanpumep, /24).

Mpumep (vpn-server)> dhcp route 192.168.2.0/24
VpnServer::Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(vpn-server)> no dhcp route
VpnServer::Manager: Cleared DHCP INFORM routes.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.12 JobasneHa koMmaHaa vpn-server dhcp route.
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3.134.2 vpn-server interface

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

Ces3aTb cepBep VPN ¢ ykaszaHHbIM nHTepdericom.
KomaHga ¢ npedunkcom no paspeiBaeT CBA3b.

Ja

Ja

Het

(vpn-server)>  interface <interface»

(vpn-server)> no interface

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgeinc MonHoe nma nHTepderica nam NCeBLOHUM.
CnncoK AOCTYMNHbIX NHTepdencoB MOXHO
YyBUAETb C MOMOLLbIO KOMaHAbI interface
[Tab].

(vpn-server)> interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint

(vpn-server)> interface FastEthernet0/Vlanl
VpnServer: :Manager: Bound to FastEthernet®/Vlianl

(vpn-server)> no interface
VpnServer::Manager: Reset interface binding.

Bepcus OnucaHue

2.04 JobaBneHa komaHaa vpn-server interface.

3.134.3 vpn-server ipvécp

OnucaHune

Brnrounte noaaepxky IPv6. ns kaxaoro VPN-cepsepa cosgatotca DHCP-nynbl
IPv6. o ymMonyaHuo HacTpoika OTKOYeHa.
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KomaHga c npedurkcom no oTkaoyaeT nogaepxky IPve.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CnHoncuc I (vpn-server)>  ipv6cp

I (vpn-server)> no ipvécp

Npumep (vpn-server)> ipvécp
VpnServer::Manager: IPv6 control protocol enabled.

(vpn-server)> no ipvécp
VpnServer: :Manager: IPv6 control protocol disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.00 JlobaBneHa KoMaHAa vpn-server ipvécp.

3.134.4 vpn-server Icp echo

OnucaHwue OnpegenuTb Npasuaa TecTUpoBaHua PPTP-noakntoveHnin cpegcreamum LCP
echo.

KomaHgaa c npedumkcom no otkntouaet LCP echo.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CuHoncnc (vpn-server)>  lcp echo <intervals> <«count> [adaptive]
(vpn-server)> no lcp echo
AprymeHTbI AprymeHT 3HauveHue |OnucaHue
interval Uenoe WNHTepBan mexay otnpaskamu LCP echo, B
uncno cekyHAaax. Ecnv B TeueHme ykasaHHOro

NHTepBana BpeMeHW OT YAaneHHOV CTOPOHbI
He 6bln nonydveH LCP 3anpoc, el byaet
oTnpaBneH Takol 3anpoc C OXXAaHNeM oTBeTa

LCP reply.
count LUenoe KonnuectBo oTrnpaBneHHbIX NOAPSS 3anpocoB
ynucso LCP echo Ha KoTOpble He 6bl1 NoNyYeH oTBeT

LCP reply. Ecnu count 3anpocos LCP echo
oCTanncb 6e3 oTBeTa, coefrHeHne byseT
pa3opBaHo.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue |OnucaHve

adaptive Knmwuesoe |Pppd 6yaet oTnpasnsaTe 3anpoc LCP echo
CJ/10B0 TOJ/IbKO B TOM CJly4ae, ey OT ya/leHHOro y3/1a
HeT Tpaduka.

(vpn-server)> 1lcp echo 5 3
LCP echo parameters updated.

Bepcus OnucaHve

2.06 JobasneHa KomaHaa vpn-server lcp echo.

3.134.5 vpn-server lockout-policy

OnucaHune

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

3afaTb NapameTpbl OTC/IEXMBAHWSA MOMbITOK BTOPXeHUSA NyTéM nepebopa
naponein VPN-cepsepa. o ymonyaHuo yHKUNS BKIOUEHa. Ecin B kavecTBe
aprymMeHTa ncnosb3yeTtcs 0, Bce napamMeTpbl OTCIeXNBaHWA Nepebopa byayT
CHpoLLEeHbl B 3HaUEHWSA MO YMOAYaHUIO.

KomaHga ¢ npedurkcom no oTk/touaeT obHapyxeHme nogbopa.
Ja
Ja

Het

(vpn-server)>  vpn-server lockout-policy <threshold [«duration [
<«observation-window ]]

(vpn-server)> no vpn-server lockout-policy

AprymeHT 3HauyeHue OnucaHwue

threshold Uenoe uuncno |Konnyectso HeyAauHbIX MOMbLITOK
BXOZa B cucTtemy. 1o ymonyaHuo
YCTaHOB/IEHO 3Ha4yeHve 5. MoxeT
NPUHMMAaTb 3HaYeHUs B Npejesnax ot
2 [0 20.

duration Lenoe 4ucno |MpogonxKnTensHOCTL 3anpeTa
aBTOpM3aUUU AN YKa3aHHOro
IP-agpeca B MuHyTax. o ymonyaHumio
YyCTaHOB/IEHO 3HaueHne 15. MoxeT
MPUHNMAaTb 3HaYeHUS B Npesesiax oT
1 a0 120.

observation-window |Jesoe 4ucnio |MpoAOAXNTENbHOCTL HAabMAEHNS
3a NOAO3PUTENbHOM aKTUBHOCTLIO B
MUHyTax. [1o ymonyaHutio

YCTaHOBJ/IEHO 3Ha4yeHve 3. MoxeT
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnucaHwue

1 4o 20.

NMPMHUMATb 3Ha4vYeHWda B npeaenax ot

(vpn-server)> lockout-policy 10 30 2
VpnServer: :Manager: Bruteforce detection is reconfigured.

(vpn-server)> no lockout-policy
VpnServer: :Manager: Bruteforce detection is disabled.

(vpn-server)> lockout-policy 0

VpnServer: :Manager: Bruteforce detection reset to default.

Bepcus OnucaHue

3.01 JobasneHa komaHaa vpn-server lockout-policy.

3.134.6 vpn-server mppe

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

NcTopusa nsmeHeHum

YcTaHoBUTb pexunm ans wndposaHus MPPE. [0 yMOAYaHNIO NCMO/b3yeTCs

KAtOY AnnHom 40 6uT.

KomaHpga ¢ npedpurkcom no oTk/roUaeT Bbl6paHHbIA pexXunm.
Aa

Ja

Ja

(vpn-server)>  mppe @ode»

(vpn-server)> no mppe node»

AprymeHT 3HauyeHue OnucaHwue

mode 40 AnvHa kntova wnposaHms 40 6uT.

128 AnvHa kntova wudpoBaHna 128 6uT.

(vpn-server)> mppe 40
VpnServer: :Manager: Set encryption 40.

Bepcus OnucaHue

2.05 JobaBneHa KOMaHAa vpn-server mppe.
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3.134.7 vpn-server mppe-optional

OnuncaHwne
Mpedukc no
MeHsieT HacTpoiikmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

BkntounTs winpposaHue MPPE.

KomaHaa ¢ npedurkcom no oTkntoyaeT WwndposaHme.
Ja

Ja

Het

I(vpn-server)> mppe-optional

I (vpn-server)> no mppe-optional

(vpn-server)> mppe-optional
VpnServer: :Manager: Unencrypted connections enabled.

Bepcus OnucaHue

2.04 JobasneHa KoMaHAa vpn-server mppe-optional.

3.134.8 vpn-server mru

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

YcTraHoBUTL 3HaveHue MRU koTopoe byaeT nepesaHo PPTP-cepsepy. Mo
YMONYaHWIO NCNOJIb3yeTca 3HaueHve 1350.

KomaHza c npedurKcom no ycTaHaBNMBaeT 3HaUYeHne Mo yMonyaHuio.
Aa

Ja

Het

(vpn-server)>  mru«alue

(vpn-server)> no mru

AprymeHT 3HauyeHue OnucaHwue

value Lenoe 4ucno |3HauveHve MRU. MoxeT MpUHMUMAaTb 3HaYeHNs
B npegenax oT 128 go 1500 BkAoUYMTENBbHO.

(vpn-server)> mru 200
VpnServer::Manager: mru set to 200.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.04

JlobaBneHa KOMaHAa vpn-server mru.

3.134.9 vpn-server mtu

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YcTaHOBUTbL 3HaveHue MTU, koTopoe byaeT nepeaaHo PPTP-cepeepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomMaHgaa ¢ npedrKcoM No ycTaHaBNVBAET 3HAUEHME MO YMONYAHWIO.

Ja
Ja

HeT

(vpn-server)>

mtu «values

(vpn-server)> no mtu

AprymeHT

3HavyeHue

OnucaHue

value

Llenoe u4ucno

3HaueHune MTU. MoxeT NpMHMMaTL 3HaYeHus
B npegenax oT 128 o 1500 BkAOUYUTENBbHO.

(vpn-server)> mtu 200
VpnServer: :Manager: mtu set to 200.

Bepcus

OnucaHune

2.04

Jo6aBneHa KOMaHza vpn-server mtu.

3.134.10 vpn-server multi-login

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

PaspewnTtb nogkntoveHme K cepsepy VPN Heckonbkux nosb3oBaTteneil ¢
O HOro aKKayHTa.

KomaHpa ¢ I'Ipe¢I/IKCOM NO OTK/NFOYaET 3TY BO3MOXHOCTb.

Ja
Ja

HeT

I (vpn-server)>  multi-login

I (vpn-server)> no multi-login
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NMpumep (vpn-server)> multi-login
VpnServer: :Manager: multi login enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobasneHa komaHaa vpn-server multi-login.

3.134.11 vpn-server pool-range

OnucaHue Ha3HaunTb nyn agpecos 4S9 KIMEHTOB, NoAKAtovarowmxca K cepsepy VPN.
KomaHgaa c npedpurkcom no ygansiet nyn.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (vpn-server)>  pool-range <begim [«size]
(vpn-server)> no pool-range
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
begin IP-agpec HauvanbeHbIll agpec nyna.
size UYenoe uucro |Pasmep nyna. MoXeT NpUHMMAaTL 3HaYeHUs
B npegenax ot 1 Ao 64 BkAroUMTeNbHO. ECn
pa3mMep He ykasaH, OH onpegesnseTcs
aBTOMaTU4YeCKU B 3aBUCUMOCTU OT
yCTpolicTBa.
Mpumep (vpn-server)> pool-range 172.168.1.22 20
VpnServer: :Manager: Configured pool range 172.168.1.22 to »
172.168.1.41.
(vpn-server)> no pool-range
VpnServer: :Manager: Reset pool range.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.04 [JlobaBneHa KkoMaHza vpn-server pool-range.

3.134.12 vpn-server static-ip

OonucaHune HasHaunTb IP-agpec nonb3oBaTento. Monb3oBaTeNb B CUCTEME JO/DKEH METb
MeTKy vpn.

KomaHaa ¢ npeprkcom no yaanseT npuBs3ky.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

CuHoncuc (vpn-server)>  static-ip name> <address»

(vpn-server)> no static-ip name>

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

name CTpoka JlorvH.

address IP-agpec HasHauaemsbli IP-agpec.

Mpumep (vpn-server)> static-ip test 172.16.1.35
VpnServer: :Manager: Static IP 172.16.1.35 assigned to user "test".

(vpn-server)> static-ip test
VpnServer: :Manager: Static IP address removed for user "test".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 [JlobaBneHa KoMaHAa vpn-server static-ip.

3.135 yandexdns

OnucaHwue JocTtyn B rpynny KoMaHa Ans HacTporiku npodunein Yondex.DNS.
Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

BxoxxgeHue B rpynny (yandexdns)

CunHoncuc (config)> yandexdns
UcTopusa nsmeHeHnim Bepcus onucaHuve
2.01 Jlo6aBneHa komaHza yandexdns.

3.135.1 yandexdns assign

OnucaHune HasHaunTb TMNbI 418 XOCTOB. 10 yMONYaHWIO AN BCEX XOCTOB MUCMOJIb3yeTcs
TMn safe. default MoxeT 6bITb Ha3HaYeH TONbLKO OAHOMY XOCTY.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (yandexdns)>  assign [ <host» ] «type>
(yandexdns)> no assign [ <hosts ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
host MAC-appec XOCT, K KOTOPOMY NMpUMeHdaeTca T1n
dunnbTpaumn. Ecnm He ykasaH, Tmn
NPYIMEHSIeTCA KO BCEM XOCTaM.
type default PunbTPaLMA He NCNOoNb3YeTCs.
safe 3awmTa oT Bpe4OHOCHbIX Y MOLLEHHUYECKUX
canToB.
family 3aKkpbIT JOCTYM K BPEAOHOCHbLIM U
MOLLUEHHNYEeCKMM CaliTaMm, a Takxe K pecypcam
AN B3POC/bIX.
MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue
2.01 JobasneHa komaHaa yandexdns assign.

3.135.2 yandexdns check-availability
OnucaHune MpoBepuTb AOCTYNHOCTb CNyX6bl Yandex.DNS.
Mpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (yandexdns)>  check-availability
Mpumep (yandexdns)> check-availability
available
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.06 Jlo6aBneHa komaHaa yandexdns check-availability.

3.135.3 yandexdns enable

OnucaHune 3anycTnTb cnyxey Yandex.DNS.
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KomaHaa ¢ npeprkCcomM no oCTaHaBNMBAET CyXO6y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (yandexdns)>  enable

I (yandexdns)> no enable
Mpumep (yandexdns)> enable

YandexDns::Client: Yandex DNS is enabled.
MCTOpMﬂ N3MeHeHUn Bepc”ﬂ onvicaHue

2.01 JobasneHa komaHaa yandexdns enable.
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Address and Control Field
Compression

Address Resolution Protocol

AdGuard DNS

Authenticated Encryption
with Associated Data

Automatic Certificate
Management Environment

Band Steering

[noccapui

LCP HacTpoiika, obecneynBatoLlas cxaTue noneii Address u Control
KaHaNbHOro ypoBHS.

NPOTOKOJ onpejeneHuns agpeca, NPOTOKON KaHaNbHOro YPOBHS,
npegHa3HaveHHbIV Ana onpegeneHns MAC-agpeca no n3BecTHOMY
IP-agpecy. Hanbonbluee pacnpocTpaHeHve 3STOT NPOTOKO NOAYYn
6narofaps noBcemMecTHOCTU ceTeid IP, nocTpoeHHbIX nosepx Ethernet,
MockoJsibKy npaktnyecku B 100% cnyyaes npu TaKOM coyeTaHumn
ncnonb3yetcs ARP. MNpeobpa3oBaHuve afpecoB BbIMOIHAETCS MyTem
novcka B Tabnuue, Tak HasbiBaeMoil ARP-Tabnnue. OHa cogepxuT
CTPOKM AN5 KaXAOro y31a ceTu. B AByx ctonbuax cogepxatcs IP- 1
Ethernet-agpeca. Ecnn TpebyeTtca npeobpasoBath IP-agpec B
Ethernet-agpec, To vLLeTCA 3aNnCb C COOTBETCTBYOLWNM IP-agpecom.

cepeuc AdGuard ansa 3aWwmThl JoMalLHel ceTn. ObecneymBaeT Tpu
pexunma 3alnTbl:

+ be3 punbTpauunK: 3aLMTa He NCNOb3YeTCs;
* be3 peknambl: 610KMPOBKa peknaMbl, TPEKUHIa U GULLNHTa;

+ CemeiHbI: 610KMpPOBKa pek/iaMbl, TPeKMHra, GULLINHIG, CaliTOB ANs
B3pOC/bIX, @ TakXke 6e3onacHbI MonCK B 6pay3epe.

Takke AyTeHTUGMLIMPOBaHHOE LWdPOBaHME C NPUCOEANHEHHBIMM
AAHHbIMU

Knacc 6104YHbIX PEXMMOB LW$POBaHMSA, MPY KOTOPOM YacTb
coobLeHMa WndpyeTcs, YacTb OCTAaeTCs OTKPbITOM, U BCé coobLLeHne
LennKom ayTeHTUPULMPOBAHO.

ABNAETCA KOMMYHUKaUMOHHBIM NMPOTOKOJ/IOM ANA aBTOMaTU3alnn
B3aVMOJEeNCTBUI MeXay opraHamu ceptudukaumnm n Beb-cepsepamm
CBOUX HOﬂbBOBaTGHEVI, Nno3BOJ1IAA aBTOMaTn4ecKkoe pasBepTbiBaHE
VHOPACTPYKTYpPbl OTKPbITbIX K/IOUer N0 o4eHb HN3KOM LeHe. OH 6bia
pa3pabortaH Internet Security Research Group (ISRG) ansa cBoein cnyx6bl
wndpoBaHua Let's Encrypt.

3T0 PyHKLMSA, KOTOpas NobyxaaeT 6ecnpoBojHbIe KINEHTbI C
noaAep>KKon AByX AAaNa3oHOB NOAKYATLCA K MeHee
nepenonHeHHo cetn 5 MM 1 octaBnaTb ceTb 2,4 [Ty, AOCTYNHOR Ans
TeX KNIMeHTOB, KOTopble NoAjepXMBatoT TONbKO 2,4 [T, Takm
obpasom, nponssoamTensHocTb Wi-Fi MoXeT 6bITb yny4lleHa A5 Bcex
KNINEHTOB.
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Challenge-Handshake
Authentication Protocol

Change of Authorization

Cloudflare DNS

Command Line Interface

Common Applications Kept
Enhanced

Compression Control
Protocol
Dead Peer Detection

Device Privacy Notice

DHCP

LUIMPOKO PaCrpOCTPaHEHHbI anropmMTM NPOBEPKN NOANHHOCTH,
npesycMaTpuBaroLLMiA Nepejady He CaMOro Napons Noab3oBaTensd, a
KOCBEHHBbIX CBeAeHu 0 HEM. CHAP aBnsieTcs 6onee 6e30mnacHbIM
MeToAoM, Yem Password Authentication Protocol.

MeXaHW3M AN U3MeHEeHWs aTpnbyToB ceaHca ayTeHTUduKaumm u
asTopu3auunm RADIUS. MNo3BonseT HaCTPOUTb YXXe akKTUBHbIA ceaHc
KNVeHTa.

3710 ycnyra komnaHum Cloudflare no 3awmte gomaluHen ceTu.
ObecneurBaeT TpM peXxXmnma 3aLunThbl:

+ default: 3awuTa oTKNAOUEHS;
+ standard: 6e3onacHbiii DNS, 6e3 610KnpoBKY;
* malware: 6noknpoBKka BpeOHOCHbIX MPOrpamm;

+ family: 6noknpoBKa BpeAOHOCHbIX MPOrpaMm 1 CaliToB AN B3POC/IbIX.

NHTepdeinc KOMaHAHOM CTPOKM, Pa3HOBUAHOCTb TEKCTOBOMO

NHTepdeiica Mexay YenoBekoM 1 KOMMbOTEPOM, B KOTOPOM

WNHCTPYKLUMN KOMMbIOTEPY AAOTCS B OCHOBHOM MyTEM BBOZAA C
KNnaBMaTypbl TEKCTOBbIX CTPOK (KOMaHZ). TakxKe N3BeCTeH Mo
Ha3BaHWEeM KOHCO/b.

3TO Nopsagok GopMMpPoBaHUSA oUepeaU, UCMOb3YoLWMIA Kak AQM, Tak
1 FQ. OH 061beanHaeT COBALT, koTopbIl aBnseTcs anroputMom AQM,
B KOTOPOM KoMbuHUMpytoTca Codel n BLUE, welinep, koTopklii paboTaeT
B pexumMe gedunumTta, 1 pasHoBUAHOCTbL DRR++ ansd nsonsaumm notoka.
8-CTOpOHHee MHOXeCTBEeHHO0-acCcoLUMaTUBHOE X3LLMpoBaHme
1CM0/b3yeTcs AN BUPTYaNbHOMo yCTPaHEeHNs CTONKHOBEHNM X3LLUen.
MpriopuTeTHaa opraHm3aLns oyepeam 4OCTyNHA Yepes ynpoLLeHHY
peanunsauuto diffserv. CAKE ncnonbe3syer werinep c gedLmnTHbIM
pexnMoM paboTbl, KOTOPLIA He NCMO/b3yeT "Bcrieck”, XxapakTepHbIi
Anga "anropmTtMa Tekyulero segpa". OH aBToMaTU4Yeckn nepegaer
CTO/IbKO MaKeTOB, CKONbKO TPebyeTca AN NOAAEPXAHUSA YKa3aHHOMN
NMPONYCKHOM COCO6HOCTU.

MNCNONb3yeTCs AS YCTaHOBKM U HACTPOMKIM anropuTMOB OKaTMSA AaHHbIX
Ha PPP.

3TO METOoA, MCﬂOﬂb3y€MbIVI CeETEBbLIM yCTpOVICTBaMVI ANA NPpOBEPKN
cyecTtBoBaHMA U AOCTYMHOCTUN APYTNX CETEBBLIX yCTpOVICTB.

3TO NONOXEeHMe 0 KOHOUAEHLMANbLHOCTU ycTpoincTBa Keenetic npwu
06paboTKe JaHHbIX.

NPOTOKOA AVHAMUYECKOM KOHGUTrypaLumm y3na, 3To ceTeBor NPoTOKOAN,
NO3BONSAIOLLNIA KOMMbIOTEPaM aBTOMaTM4ecKn noayyaTtb IP-agpec n
Apyrve napameTpbl, HeobxoanMble Ans paboTsl B ceT TCP/IP. JaHHbI
NpOTOKOA paboTaeT Mo MOAeNU «KNNeHT-cepBep». 111 aBToMaTU4eckomn
KOHUrypauum KOMnboTep-KAMeHT Ha 3Tane KOHPUrypaummy ceTeBoro
yCTpoicTBa obpallaeTcs K Tak Ha3biBaeMomy cepaepy DHCP, n
noJsly4aeT oT Hero Hy>XKHble napamMmeTpbl. CeTeBon agMUHUCTPATOP
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MOXeT 3ajaTb AMana3oH afpecos, pacnpejensiemMblx CEpBepoM cpesmn
KOMMbKOTEPOB. 3TO NO3BOJIAET U36eXaTb PYUHOM HACTPOMKN
KOMMbIOTEPOB CETU 1 YMeHbLUaeT KOAM4YecTBo owmnboK. MpoTokon
DHCP ncnonb3yetcs B 6onbLumHcTBe ceTeld TCP/IP.

DHCP server DHCP-cepBep ynpasnsieT nynom IP-agpecos 1 nHbopmaumein o
KOHGUIypaLmnm KANeHTCKUX NapaMeTpoB, TakMX Kak LLUA03 Mo
YMONYaHUIO, JOMEHHOE VMS, CepBep NMEH, ApPYrX cepBepoB, Takmnx
Kak cepBep BpeMeHu 1 Tak ganee. [onyuns KOPPeEKTHbIN 3anpoc,
cepBsep BblAaeT KoMmnbloTepy IP-agpec, apeHay (MPoMeXXyToK BpeMeHU,
B TeyeHue KkoToporo IP-agpec geicTBuTeNneH) U pyrme HacTpoeyHble
napameTpsbl IP, Takme Kak Macka NoAceTu v L3 No yMONYaHuo. B
3aBUCKMOCTM OT peann3aunm, DHCP-cepsep MOXET UMeTb TP MeToa
Ha3HayeHws IP-agpecos:

* duHamuyeckoe pacnpedeneHue: CeTeBO aAMUHNCTPATOP Ha3HayaeT
onpegeneHHbln gnanasoH IP-agpecos ans DHCP, 1 kaxabli
KJIMEHTCKWIA KOMMbIOTep B JIOKaNbHOM CeTW HacTpOeH 3anpalunBaTb
IP-agpeca ot DHCP-cepBepa npu nHuumanusaumm cetu. Npouecc
3anpoca v NpeLocTaBAeHVs NCNOb3YeT NPUHLMM apeHbl Ha
onpegeneHHbIn cpok, no3sonss DHCP-cepeepy Bo3BpaLLaTh (M 3aTem
nepepacrnpegensts) IP-agpeca, KOTopble He 06HOBAAIOTCS.

* aemomamuyeckoe pacnpedesneHue; DHCP-cepBep Ha NOCTOsIHHOE
NCNob30BaHMe BblgeNnseT NPon3BoJbHbI CBO6OAHbIN IP-agpec n3
onpegenéHHOro agMMHNCTPAaTOPOM AManasoHa. OTOT Crnocob
aHaJsIornyeH AnHamMmmyeckomy pacnpegeneHuto, Ho DHCP-cepsep
XPaHUT TabvLly NPOLL/bIX Ha3HaveHn IP-agpeca, Tak UTo OH ckopee
BCEro Ha3HauunT KJNEHTY TOT Xe IP-agpec, uTo 1 paHbLue.

« cmamuyeckoe pacnpedeneHue: Cepsep DHCP BbigensieT IP-agpeca
Ha ocHoBe Tabaunubl ¢ napamu MAC/IP-agpecoB, KOTopble
3aMNOJIHAOTCA BPYUHYIO (BO3MOXHO, CETEBLIM aZAMUHUCTPATOPOM).
IP-agpeca byayT BblAeNATLCA TONLKO ANSA KIMEHTOB, b MAC-agpeca
yKasaHbl B 3TOM Tabauue. 3Ta GyHKUMA (KOTopas NojaepXmnBaeTcs
He BceMu cepBepamm DHCP) Takxe HasbiBaeTcsa CTaTnyeckum
HasHayeHnem DHCP (DD-WRT), dukcmpoBaHHbIM agpecom (no
aokymeHTauum dhcpd), pesepBupoBaHmnem agpeca (Netgear),
PezepBupoBaHume DHCP nan Cratudecknin DHCP (Cisco/Linksys) u
PesepsuposaHue IP nan MAC/IP npvssaska (NpovsBogUTENSMUN
pasfINYHbIX APYrUX MapLLUPYTN3aTOPOB).

Diffie-Hellman 3T0 yacTb /KE NpoTOKO/a, MO3BONSAOLLANA ABYM 1 60siee CTOpOHaM
NoAYyYNTb OBLLNIA CEeKPETHBIN KU, NCMOAb3YS He3alUNLLEeHHbIA 0T
NPOC/YLUNBaHWA KaHan cBs3W. MNosly4eHHbIn IPsec KoY NCMob3yeTcs
A4NS WnppoBaHMA JanbHeliwero o6MeHa € MOMOLLbIO a/ITOPUTMOB
CUMMETPUYHOrO W$POBaHNS.

DLNA CTaHAAapT, NO3BONAIOLLNI COBMECTMMbIM YCTPONCTBaM NepesaBaTh U
NPUHMMAaTb N0 AOMALLHel CeTU Pa3NNYHbI Mena-KOHTEeHT
(n306paxeHns, My3blKy, BUAEO), @ TakKe 0TObpaxaTb ero B pexvmMe
peanbHOro BpeMeHu. 3TO TEXHONOIMS ANS COeAMHEHNS AOMALLHNX
KOMMNbOTEPOB, MOBUABHBLIX TeNedOHOB, HOYTOYKOB 1 6LITOBOI
3N1eKTPOHUKN B eANHY0 LindpPOBYIO CeTb. YCTPOICTBA, KOTOpPbIe
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nogaepxmBatoT cneundurkayuo DLNA, No xxenaHWto nonb3oBaTens
MOFYT HaCTPamnBaThbCs U 06 BEANHATLCA B AOMALLHION CeTb B
aBTOMaTUYeCKOM pexunme.

Domain Name System CUCTEMA JOMEHHbBIX MMEH, KOMMbIOTEPHAs pacrpejenéHHas cuctema
ANst noNyyYeHns nHbopMaLmm o JoMeHax. Yallle BCero Ucnosb3yeTcs
ANst nonyyeHus IP-agpeca no MeHM XocTa (KoMNbloTepa nam
yCTpOIiCTBa), NoNyYeHUs MHPOPMaLMN O MapLLPYTU3aLUK NOYThI,
06CNYXMBAKOLLMX Y3N1aX A/ MPOTOKO/OB B JOMEHe.

DNS nosepx HTTPS cMcTeMa AOMEHHbIX MeH, KOMMNbloTepHasa pacrnpeseneHHas cucrema
ANs noslyvyeHns nHopmMaLmm o JoMeHax C MCNoib30BaHNEM
6e30MacHoi nepegauyun AaHHbIX MeXAy y31aMn ceTu VIHTepHeT no
npotokosiy HTTPS. 3TOT MeTo/ 3ak/1H04aeTcs B NMOBbILLEHUN
KOHOUAEHLMANBLHOCTM 1 6e30NacHOCTY NoJib30oBaTeneit nyTem
npeAoTBpaLLeHna NPoCyLINBaHVA N MaHUMYINPOBaHUA JaHHbIMU
DNS c nomoLkto atak TMna "man-in-the-middle". CtaHAapT onvcaH B
RFC 8484,

DNS nosepx TLS cncTemMa AOMEeHHbIX MMeH, KOMMNbITepHas pacnpejeneHHas cmcrema
A4N5 nonyveHna nHopmMaLmm o JOMeHax C UCNob30BaHNEM
6e3onacHoi nepep,?qm ,ZI,aHHbIXBMe)KAy WNHTepHeT-y3namn. CtaHgapTt

onucaH B RFC 7858” n RFC 8310°.

DNS rebinding dopma KoMMNbIOTepHOW aTaku Ha Beb-cepBuUChl. B faHHO aTake
BpeAOHOCHas Beb-CTpaHMLa 3acTaBseT bpaysep nocetmrens
3anycTUTb CKPUNT, 06paLLaoLWLMIACS K APYTMM CailTaM 1 cepBUCaM.
ATaka MOXeT 6bITb NCNOMb30BaHa A1 MPOHNKHOBEHWS B JIOKaNbHble
CeTu, KOrja aTakyoLLmii 3acTaBnseT Beb-6pay3ep xxepTBbl 06paLLaThCs
K yCTPOWMCTBaM MO YacTHbIM (MprBaTHbIM) [P-agpecam v Bo3Bpawatb
pe3synbTaThl 3TUX ObpaLLeHniA aTakytoLemy. Takxe ataka MoXeT
MCNOb30BaTbCA A5 TOro, YTOObI MopaXxaeMblii 6pay3ep BbINOAHSAN
OTMpaBkKy cnama Ha Beb-caiThl, 1 ana DDOS-aTak n Apyrux
BPeAOHOCHbIX AeAHUIA.

Encapsulating Security 3TO YacTb Habopa NpoToKkono. IPsec. B IPSec oH obecneunBaeT
Payload NOAJ/IMHHOCTb MPOUNCXOXAEHUS, LeJIOCTHOCTb U 3aLuTy
KOHOUAEHLMANBHOCTY NaKeToB.

End-user license agreement  siBnsieTCa lOpUANYECKMM AOrOBOPOM MeX/Y aBTOPOM NMPOrpaMMHOro
obecneyeHns NIV n3gaTeniemM 1 Nob30BaTeIeM 3TOr0 NPUIOXKEHWS.

Fast Transition 3TO HOBad KoHUenumna poyMmmnHra, Korga Ha4dasibHoe noarsepxgeHme
nogxknto4yeHna K HOBOI TOuKe A0CTyrMa BbINONIHAETCA AaXe npexje
yeM KIMNEHT NOoAKNHUYNTCA K 3TOW TOuKe AoCTyna.

Fair Queuing Controlled 3TO NopsAAoK GopMMPOBaHNSA oHepean, KOTOPbIN coveTaeT B cebe FQ

Delay n cxemy CoDel AQM. FQ_Codel ncnonb3syeT cTtoxacTnyeckyro Mojenb
ANA KNAacCUPUKaLMMN BXOAALLIMX NAKeTOB B Pa3NMyHble MOTOKWN 1
NCNoNb3yeTcs NS pacnpeAeneHns NPonyckHOM CNOCOBHOCTU MexXAy

! https://tools.ietf.org/html/rfc8484
2 https://tools.ietf.org/html/rfc7858
3 https://tools.ietf.org/html/rfc8310
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BCEMM MOTOKaMW, NCMOJb3YOLWLNMN ovepeb. Kax bl Tako NOToK
ynpasnsietca ¢opmumpoBaHmnem odepeaun CoDel.

Fully Qualified Domain VMS JOMEHa, He nMetoLLiee HeOAHO3HAYHOCTel B onpeaeneHunn.

Name BkntovaeT B cebs MeHa BCex poAUNTENbCKUX JOMEHOB VepapXimin
Domain Name System. B HeM ykasblBatoTCA BCe YPOBHU AOMEHa,
BK/IHOUas JOMEH BEPXHEero ypoBHS 1 KOPHEBYH 30HY. [TOIHOCTLIO
onpegeneHHoe JOMeHHOe MMS OT/InYaeTca OTCyTCTBMEM
ABYCMbIC/IEHHOCTW: OHO MOXET OblTb MHTEPNPETUPOBAHO TONLKO
OZIHMM cnocobom.

Full Cone NAT Takke CtaTnyeckunii NAT, NAT oguiH K 04HOMY, NepeajpecaL s nopTos

3TO eAMHCTBEHHbIN TUMN NAT, B KOTOPOM MOPT NOCTOSAHHO OTKPbLIT U
paspeLuaeT BXoAsLUne CoeANHEHNS C Ntoboro BHelwHero y3na. Full
Cone NAT conocTaBnseT nybanyHeln IP-agpec n nopt c IP-agpecom un
NOPTOM NOKaNbHONM ceTu. JTlo6oM BHELLHWIA XOCT MOXeT OTNPaBAsATb
JaHHble Ha IP-agpec nokanbHOWM ceTn Yepe3 COOTBETCTBYHOLLUIA eMy
IP-agpec n nopt NAT. OTnpaBuTb JaHHble Yepes Apyrol NopT He
nonyumntcs. Ctatnyeckuin NAT He06X0aMM, KOrAa ceTeBoe YCTPOCTBO
B YaCTHOW CeTN AOMKHO 6bITb JOCTYMHO U3 VIHTepHeTa.

Generic Routing NPOTOKOJ1 TYHHENIMPOBAHWSA CeTEBbIX MakeToB, pa3paboTaHHbIN

Encapsulation KoMnaHwueli Cisco Systems. Ero ocHoBHOe Ha3HayeHne —
VHKaNcynaums nakeToB CeTeBOro ypoBHs ceteBoi mogenn OSI B IP
nakertbl.

Hash Message OAMH N3 MeXaHM3MOB NPOBEPKM LIeIOCTHOCTU HpOopMaLnK,

Authentication Code NO3BONSAOLLNIA rapaHTUPOBAaTb TO, UTO AaHHbIE, NepejaBaeMble UK
XpaHsaLmecs B HEHaAEXHOW cpefe, He bbbl M3MEHeHbI MOCTOPOHHUMMN
muamu.

VaeMnoTeHTHOCTb CBOICTBO MaTeMaTNYeCckoro o6beKTa, KOTopoe NpPosBASETCSA B TOM,

YTO NOBTOPHOE ,CI,EVICTBI/IE Haj 06BHEKTOM HE U3MEHSIET ero.

Inter-Access Point Protocol ~ npoTokon obmeHa cnyxebHor nHpopmaLmein ansa nepesaym JaHHbIX
MeXAy TouKamu AocTyna. JaHHbI NPOTOKON ABASETCS
pekomeHgau e, KoTopas onncbiBaeT Heoba3aTelbHOe paclunpeHmne
IEEE 802.11, obecneurBatoLlee 6eCnpoBOAHYIO TOYKY AOCTyMNa ANS
KOMMYHWKaLMN MeXay CMCTeEMaMM Pa3HbIX Mpon3BoauTenei.

Internet Control Message NMPOTOKO/ MeXCeTeBbIX YPaBASOLLNX COO6LLEHNIA, CETeBOV MPOTOKOS,

Protocol BXOZALWI B cTek NpoTokosioB TCP/IP. B ocHoBHOM ICMP ncnonb3yeTcs
ANs nepeAayn coobLLeHNn 06 oLMBKaxX 1 APYTrUX NCKAKUUTENbHbIX
CUTYaLMAX, BOSHUKLLNX MPY nepejade JaHHbIX, Hanpumep,
3anpaluviBaemas ycayra HelocTyrnHa, Uiav XocT, Wi MapLupyTn3aTop
He oTBeYaroT. Takxe Ha ICMP Bo3nararoTcst HEKOTOPbIE CEPBUCHbIE

byHKUNN.
Internet Group 3TO WHTEPHET-NMPOTOKOJI, KOTOPbIA 06ecrneymBaeT BOSMOXHOCTb
Management Protocol KOMMbIOTEPY COO6LLNTH O CBOEW MPUHAANEXHOCTU K FpyMnne paccbl/ikKn

Ha cocefHVe MapLLpyTu3aTopbl. FpynnoBas paccbinka no3sonseT
OZHOMY KOMMbIOTEPY MO MHTEPHETY PaccblaTb KOHTEHT APYrM
KOMMbOTEPaM, 3aMHTEPEeCOBaHHbLIM B MOyYeHUN PaCcChbINKU.
FpynnoBas paccblaika MOXeT 6bITb MCMOMb30BaHa B TaKNX Cy4asix,
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Internet Key Exchange

Internet Protocol

Internet Protocol Control
Protocol

Internet Protocol Security

IPsec Passthrough

IPsec Security Association

IPinIP

IPveCP

KakK 06HOB/eHVEe agpecHbIX KHUT MoAb3oBaTenei MobUAbHbIX
KOMMbIOTEPOB, paccbliika NHGOPMALIMOHHbIX broNi1eTeHel No
KOMMNaHuu, 1 "s¢npHoe BelaHre" LWNPOKOMOAOCHbIX MPOrpaMm
MOTOKOBOrO My/ibTUMeAMa AS1F ayAnTOpum, KoTopas "HacTpounack"”
Ha noJslyydeHwe rpyrnnoBoi PaccbliKn.

3TO CTaHAAPTHbIV NpoTokon IPsec, ncnonb3yeMbix AN obecrneyeHns
6e30MacHOCTV B3aMOAEeNCTBUS B BUPTYasbHbIX YacTHbIX ceTax. Lenb
IKE - co3aaHume 3aLumLLeHHoro ayTeHTdLMpoBaHHOrO KaHana cBsAsun
C MOMOLLbIO anropmnTma obmMeHa kntodamu Diffie-Hellman ans co3gaHuns
06LLLero ceKPeTHOro K/toua C fanbHelmnm windposBaHmeM IPsec cBsi3u.

OCHOBHOW KOMMYHWKaLMOHHbI NPOTOKON B ceTU NHTepHeT. B
coBpeMeHHol ceTn HTepHeT ncnosb3yetcsa IP yeTBEpTOit Bepcmn,
TakXe N3BeCTHbIM Kak IPv4. Ero npeeMHMK — LLecTas Bepcus
npotokona, IPvé6.

NPOTOKO/ YNIpaBNeHs ceTeBbIM YPOBHEM ANA YCTAHOBKM, HACTPONKN
1 paspeslBa IP nogknroueHms nosepx Point-to-Point Protocol (PPP)
coeguHeHus. IPCP ncnonb3syeT TOT XXe MexaHM3M 0bMeHa naketamu,
uTto 1 LCP. O6MmeH naketamu IPCP He nponcxoanT J0 Tex nop, noka
PPP He HauHET dazy cornacoBaHusa NPOTOKOMNA CETEBOrO YPOBHS.
NMo6ble nakeTbl IPCP, nonyyeHHbIe J0 TOro, Kak HAYHETCS 3Ta $asa,
LO/MKHBI 6bITb OTOPOLLIEHHI,

Habop NPOTOKONOB AN 06ecneyeHs 3aLLMTbl AaHHbIX, NepejaBaeMbIX
no MexceTeBOMYy NpOTOoKONY Internet Protocol. Mo3BoNseT oCyLLecTBASATh
NoATBepPXAeHMe NOANNHHOCTY (ayTeHTUPUKALMIO), MPOBEPKY
LenocTHoctTy u/unu wundposaHme IP-nakeToB.. IPsec Taioke BkoYaeT
B Ce65 NPOTOKO/bl ANSA 3aLLMLLEHHOIO O6MEeHa KArYamun B CeTU
NHTepHeT. B 0CHOBHOM, NPUMEHSIETCA AN OpraHm3aLmn
VpN-CoeANHEHWIA.

3TO TexHonorus, kotopasi nossonsieT VPN-Tpadurky npoxoanTtb Yepes
NAT.

vMeeT PyHAaMeHTaNnbHoe 3HauveHne ans IPsec. SA — 370 cBA3b Mexay
ABYMS NN HECKONBbKMMU CYLLIHOCTAMM, KOTOpas onucbiBaeT Kak
CYLLLHOCTUM ByAyT MCNONb30BaTb C1y>X6bl 6€30MacHOCTY ANA
6e3onacHoro obMeHa gaHHbIMU. Kaxaoe nogxknroyeHme IPsec moxeT
obecneunTb LUINPPOBAHME, LIENOCTHOCTL, MOAJIMHHOCTL UV BCE
BMmecTe. Korga cyx6a 6e3onacHoCTy onpegeneHa, Aa nupa IPsec
[LOJDKHbI OnpeAennTb, Kakue anropuTMbl UCNOAb30BaTh (Hanpumep,
DES nnu 3DES ana wndposanusa, MD5 nnn SHA ans uenoctHoctw).
Mocne NPUHATUA peLLeHnss OTHOCUTENbHO aifOPUTMOB, ABa YCTPOUCTBa
LOJDKHbI MOAGNNTBLCS KA0YaMM AN YCTaHOBAEHWs ceccun. SA 3To
METOJ, KOTOpPbI/ ncrnonb3yeT IPsec, UTo6bl OTC/IEXMBATL BCE CBEAEHNS,
Kacatowmecs gaHHom ceccmm cesasm IPSec.

3To NpoToKoN IP-TyHHenMpoBaHUs, KOTOPbI MHKaNCyAnpyeT OAWH
IP-nakeT B gpyroi IP-naker.

OTBeYaeT 3a HaCTPOWKY, BK/IHOUEHME 1 OTK/HUEHMe Moy et
npotokona IPv6 Ha o6ounx KoHUax Point-to-Point (PPP) coefgnHeHus.
IPv6CP ncnonb3syeT TOT e MexaH13M obMeHa nakeTamm 4To U
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Layer 2 Tunneling Protocol

Link Control Protocol

Link Layer Discovery
Protocol

Low-Density Parity-Check

Maximum Receive Unit

Maximum Segment Size

Maximum Transmission
Unit

npoTokon Link Control Protocol. O6meH nakeTamu IPv6CP He
NPOVCXOANT A0 Tex nop, noka PPP He HauHET $as3y cornacoBaHums
NMpPOTOKOJIa CeTEBOro ypoBHS. Jltobbie nakeTbl IPV6CP, nony4veHHbIe A0
TOro, Kak Ha4YHETCs 3Ta $a3a, A0/KHbI BbITb OTOPOLLEHBI.

NPOTOKOJI TYHHENPOBAHNSA BTOPOro YPOBHSA. B KOMMNbIOTEPHbIX CETAX
TYHHEe/IbHbI MPOTOKO/, NCNOAb3YIOLWMIACA ANA NOAAEPXKKN
BUPTYyaNbHbIX YaCTHbIX ceTeil. [naBHoe JoCTONHCTBO L2TP cocTtonT B
TOM, YTO 3TOT NPOTOKOJ1 MO3BOJIAET CO3/aBaTb TYHHE/b He TOJIbKO B
cetax IP, Ho 1 B Takux, kak ATM, X.25 n Frame Relay. HecmoTps Ha To,
uTo L2TP gelicTByeT Hanogo6ve NPoTOKONa KaHabHOIO YPOBHS
Mogenn OSI, Ha camoM Jiefie OH ABASETCA NPOTOKO/I0OM CeaHCOBOro
YPOBHS 1 CMONb3YeT 3aperucTpmpoBaHHblin UDP-nopT 1701.

NPOTOKON yrpas/ieHns coeriHeHviem, LCP ABnsieTcs yacTbio MpoToKoia
Point-to-Point Protocol. Mpwn ycTaHOBAEHUW coefnHeHns PPP
nepejatoLlee 1 NpuHUMatoLLee yCTpPoOMCTBO 06MeHVBAIOTCA NakeTamm
LCP pns yTouHeHns cneumdunyeckoin MHpopmaumm, Kotopas
noTpebyeTcsa Npu nepegave JaHHbIX.

MakeTbl LCP genatca Ha Tpuy knacca:

* TakeTbl ANs OpraHM3aLMmy KaHana ceasu. Micnonb3yroTesa Ans
opraHv3auun 1 Belbopa KOHGUrypaLmm kaHana

* [lakeTbl 4n4 3aBepLlieHna AEeNCTBMA KaHana. V|Cl'|01'|b3yI-OTCFI anda
3aBepLlieHuns AENCTBUSA KaHana CBs3N

+ MNakeTbl ANa noaaepXaHus paboTocnocobHOCTY KaHana.
Mcnonb3yrotca ana nogaepxaHusa N oThagkm KaHana

NPOTOKO/ KaHa/IbHOro YPOBHS, MO3BONAIOLLNA ceTeBOMY
060pyA0BaHMIO ornoBeLLaTL 060pya0BaHMe, paboTatoLLee B 10KaNbLHOW
ceTn, 0 CBOEM CyLLLeCTBOBaHUN 1 NepejaBaTb emMy CBOU
XapakTepuUCTUKK, a TakKe NoayyaTb OT HEro aHaNOrNYHbIe CBEAEHUS.

WHpopmauums, cobpaHHas nocpeacteoM LLDP, HakannvBaeTca B
YCTPOWCTBaxX M MOXeT ObITb C HMX 3anpoLleHa nocpeactsoM SNMP.

KOZ, C Manoi NNOTHOCTbIO MPOBEPOK Ha YETHOCTb, UCMO/b3YyeMblli B
nepegaye nHGopMaLMKM KOA, HaCTHbIA Clyyail 610KOBOr0 IMHENHOro
KoZa € NpoBepKoin YETHOCTU. OCOBEHHOCTbLIO ABNSETCS Manas
NAOTHOCTb 3HAYMMbIX 31€MEHTOB MPOBEPOYHON MAaTPULLbI, 3@ CHET
Yero JOCTUraeTcs OTHOCUTENbHAA NPOCTOTa peanmsaunm CpescTs
KOAMPOBaHMA.

onpegenseT MakCMMasbHbI pa3mep (B 6ainTax) 610Ka, KOTOPbLIA MOXKeT
6bITb NPUHAT Ha KaHA/IbHOM YPOBHE KOMMYHWKALIMOHHOMO MPOTOKONA.

ABNAETCA NapamMeTpom npoTtokona TCP v onpegenset MakCUManbHbI i
pa3mMep 6510Ka faHHbIX B 6anTax ana cermeHTa TCP. Taknm obpasom
3TOT NapaMeTp He yunTbiBaeT AJnHY 3aronoskos TCP u IP.

MaKCMMasbHbI pa3mep 610ka (B baliTax), KOTOPbIA MOXET ObITb
nepesaH Ha KaHanbHOM ypoBHe ceTeBol mogenu OSI. 3HaueHne MTU
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Microsoft Point-to-Point
Encryption

Modular Wi-Fi System

Network Access Control List

Network Flow

NEXTDNS

Network Time Protocol

Network Traffic
Classification Engine

MOXET 6bITb ONnpeAeneHo CTaHAapTOM (Hanpumep ans Ethernet), nn6o
MOXET BbIOMPaTbLCA B MOMEHT YCTaHOBKU COeAMHEHMS (0BbIYHO B
cyyae NpsAMbIX MOAKAHOUYEHN TOUKA-TOUKA). YeM BbilLe 3HaveHne
MTU, TeM MeHbLLe 3aro/I0BKOB Nnepeaércs no cety — a 3HauuT, BblLle
NMPONYyCcKHast CNOCOB6HOCTb.

NPOTOKON LWN$POBAHNSA AAHHbBIX, NUCMONb3YeMblii MOBEPX COeAVNHEHWTA
Point-to-Point Protocol. icnonb3yeT anroputm RSA RC4. MPPE
nogaepxmeaet 40-, 56- 1 128-6UTHble KNHOUN, KOTOPbIE MEHSAIOTCA B
TeyeHue ceccmm (4acToTa CMeHbI K/loYeln ycTaHaBNMBaeT A B NpoLecce
X3HJLenKa coegnHeHns PPP, ecTb BO3MOXHOCTb FreHeprpoBaTh Mo
HOBOMY KJ1tOHY Ha KaxAblli nakeT). MPPE obecneynBaeT 6e30NacHOCTb
nepeaayv JaHHbIX ang nogknrodeHunsa PPTP mexay VPN-knvneHToM n
VPN-cepBepom.

cMcTeMa, No3BONAKOLLLASA 06 beAVNHUTL HECKOJIBKO yCTpOVICTB KnHeTtuk
B eANHOe NHTEPHET-NPOCTPAaHCTBO, pacripejenieHHoe no njaowaan.
OpHo n3 yCTpOI7ICTB Ha3Ha4YaeTcda Begywnm, oCTtajibHble — BE40OMbIMI.

npaBwna, 3agaHHble ans IP-nHTepdeincos, KOTopble AOCTYMHbI Ha
MapLUpyTM3aTope, KaxXJ0e CO CNNCKOM XOCTOB N CeTel,
paspeLuatoLiee 1K 3anpeLlaroLLee Ncnonb3oBaHve cepsuca. Cnmcku
KOHTPO/IA A0CTyMNa MOTyT YyNpaBasaTh Kak BXOAALLMM, Tak U UCXOAALLVIM
TpadpuKom.

CeTeBOli MPOTOKOA, NpejHa3HavYeHHbI AN y4éTa ceTeBoro Tpaduka,
KoTopbI ncnonbsyet UDP nnm SCTP NnpoTOKO/bI ANS Nepejayin AaHHbIX
0 TpaduKe KonnekTopy. Konnekrop - 370 NpuAoXeHne, paboTaroLLee
Ha cepBepe 1 3aHMMatoLLLeecst C6OPOM CTaTUCTUKK, KOTOpas NoslyvyeHa
OT CeHCOpPOB. B poan ceHcopa BbICTYNaeT yCTPONCTBO, KOTOpoe
cobupaeT CTaTUCTUKY O Tpaduke 1 NepepaeT ee KoAnekTopy. B
KayecTBe CeHCopa MOXeT BbICTYMNaTb MapLUpyTU3aTop NN KOMMYTaTop
TpeTbero yposHs Cisco.

cepsuc NextDNS 3awypLaeT Bac oT BCex BUAOB yrpo3 6e3onacHocTy,
610KMpyeT peknamy 1 Tpekepbl Ha Be6-caliTax 1 B MPUIOXEHNSAX U
obecneynBaeT 6e30MacHbIv U KOHTPOAVPYeMbI IHTepHeT Ans AeTein
- Ha BCeX YCTPONCTBaxX 1 BO BCEX CETAX.

ceTeBOW NPOTOKOAN ANA CUHXPOHMU3ALMN BHYTPEHHMX YacoB
KOMMbIOTEpPa C UCMOJIb30BaHNEM CeTel C MepeMeHHOMN TaTEHTHOCTLIO.
NTP ncnonb3yeT A5 cBoel paboTbl npotokon UDP. Hanbonee
LLIMpoKoe rnprimeHeHme npoTtokoa NTP HaxoauTt ansa peanmsauum
cepBepoB TOYHOI0O BPEMEHW.

Takoxke DPI, Deep Packet Inspection

TEXHOOr Vst HAKOMIEHNS CTaTUCTUYECKMX JaHHbIX, MPOBEPKU 1
dunbTpaUMn ceTeBbIX NaKeTOB Mo UX cogepxrmomy. Deep Packet
Inspection aHanM3MpyeT He TONbKO 3aroN0BKM NaKeToB, HO Y MOMHOE
coZepxrmMoe Tpadurka Ha ypoBHsaX Mogenu OSI co BTOPOro v BblLLe.

Deep Packet Inspection moxeT onpegenunTb, Kakoe ceTeBoe
NPpUIOXEHNE CreHEPUPOBAJIO UM MOJTyYaeT AaHHble, cobupas
NOAPOBHYH CTaTUCTUKY COeANHEHWS KaXA0ro YyCTPOMCTBa 1
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Ping Check
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Preamble

npunoxeHusa B otaensHoctu. C nomoLbto quality of service Deep
Packet Inspection KOHTpPOAMPYET CKOPOCTL Nepesaun OTAENbHbIX
MNakKeToB, NMOoBbIWaaA Ui NMOHMXXadA eé,.

KomnoHeHT Traffic Classification Engine paboTaeT NoaHOCTLIO
aBTOHOMHO W He BbINOAHSAET HMKaKNX 06paLLeHNn K BHELLUHUM
cepBucam.

ABNAeTCA pacwmpeHvem ctaHgapTa IEEE 802.11, cxoXuM € MeTOZ0M
wrdpoBaHNA 04HOBPEMEHHON NPOBEPKM MOANNHHOCTY paBHbIX (SAE).
STOT MeTo/ LWNdpOoBaHNSA NPefOCTaBAAET NOJIb30BaTENSAM NYULLYHO
3aLUTy NPU MOAKIIOYEHUN K OTKPbITbIM Wi-Fi ceTam.

3TO MPOTOKON NPOBEPKM NOANMHHOCTW, KOTOPbIA UCMONb3YeT Naposb.
PAP vcrnonb3yeTtca coeguHeHnem Point-to-Point Protocol ansi npoBepKun
nonb3oBaTesiel nepes npegocTaBneHemM UM JoCTyna K yaaneHHon
cetn. PAP nepesaet He 3alumndppoBaHHbIe Nnaponau B popmate ASCII no
ceTu u, cegoBaTesIbHO, CUMTaeTCd Hebe3onacHbIM.

NpOTOKON MHKaNcynmpyrowmii Extensible Authentication Protocol (EAP)
BHyTpw Transport Layer Security (TLS) TyHHens. MNpegHa3HayveH ans
ycuneHust ctorikocty EAP, KoTopblil Npegnonaraet, Uto dusnyeckumii
KaHan 3alnéH 1 He NpUMeHsieT cneumanbHbIX Mep ANs 3almThbl
obMeHa.

CoBepLLUEHHas NpsIMasi CEKPETHOCTb, CBOMCTBO HEKOTOPbIX MPOTOKO/I0B
cornacoBaHus knto4a (Key-agreement), KOTopoe rapaHTUpYeT, 4YTo
CEeCCMOHHbIE KNHYM, NONYyYeHHbIe NPY NOMOLLM Habopa Ktoyeid
AONIrOBPEMEHHOIO N0/Ib30BaHWs, He 6yAyT CKOMMNPOMETUPOBaHbI NpY
KOMMPOMETaLMN OLHOTO 13 AONTOBPEMEHHbIX K/THYeiA.

onpegenser paboToCcNoCO6HOCTb MOAK/TIIOYEHUNS K UHTEPHETY Mo
AOCTYMHOCTY 3a4aHHOIO y3/1a. Pe3ynbTaT NpoBepKM MOXET 6bITh
MCNONb30BaH ANA NepektoyeHna MmexXxay OCHOBHbIM 1 pe3epBHbIM
NOAKNMKOUYEHNAMU K NHTEPHETY.

3TO MPOTOKON NCMONBb3YeMbI 419 YCTaHOBIEHNS MPSAMON CBA3N MeXay
ABYMs y3n1amu. OH MOXeT obecneynTb ayTeHTUMKALMIO COeANHEHWS,
wndpoBaHme nepeaaym AaHHbIX 1 oxkatue. PPP ncnonb3yeTcs BO
MHOIMX B1ax Gpnsnyecknx cetew, Bkaovas kabenb, TenedpoHHyH
JIVHWUIO, COTOBYIO CBA3b, CreLMann3npoBaHHble pagno AVHUN
ONTOBONOKHO. [ToCne yCTaHOB/IeHWS CoefMHEHNS HaYMHaeTcs
HacTpoKa AONONHUTENBHON ceTu (ypoBeHb 3). Yalle Bcero
ncnonb3yetca Internet Protocol Control Protocol.

3TO NepBas YacTb 610Ka JaHHbIX npoTokona (PDU) pumsmnueckoro
ypOBHs KOHBepreHumu (PLCP). 3arosioBKOM ABAAETCA OCTaBLUASACA
YaCTb MNaKeToB AaHHbIX, KOTOPas COAePXUT 6osibLue nHGopmaLmm o
cxemMe MOoAynsLmMmy, CKOPoCTy nepesadn, 1 o0 MPoMeXyTke BpeMeH!,
TpebyoLeMcs 418 nepejaydn Bcex aHHbIX Kagpa.

Tun npeambynbl B IEEE 802.11 Ha ocHoBe 6ecnpoBOAHON CBA3N
onpegensaet annHy 6noka CRC (Cyclic Redundancy Check) ans
COoeAVHEHUS MEXAY TOUKOWN JOCTYMNa 1 FoCTEBLIMM 6ECMPOBOAHLIMUA
ajanrtepamu.
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[nnHHasa npeambyna:

* PLCP c gnvHHOI npeamMbynoli nepeaaeTcs Ha ckopocty 1 MeunT/c
He3aBNCMMO OT CKOPOCTY NepeAayn JaHHbIX Kajgpa

+ ObLLee BpeMs Nepegaydv ANVIHHOW Npeamby bl SBASETCA KOHCTaHTOMN
- 192 MVIKpPOCEKYHAbI

+ CoBMeCTUMO C ycTapeBLnMm cucteMamu IEEE 802.11 paboTarowymm
Ha 1 12 MéuT/c

KopoTkas npeambyna:

+ MNpeambyna nepepaeTca Ha ckopocty 1 MBUT/C, a 3arofIoBoK — Ha
2 MéuT/c

+ Ob6LLee BpeMs NepeAaydn KOPOTKOM Mpeambyibl ABASETCH KOHCTaHTOM
— 96 MMKpOCEeKYHAbI

* He coBMecTUMO ¢ ycTapeBLInMn cnctemamm IEEE* 802.11
paboTtatowmmm Ha 1 n 2 MéuT/c

IEEE 802.11w 3TO CTaHAApPT 3aLLUMThl KA4POB YNpaBAeHuns U3 ceMencTBa
cTaHaapToB IEEE 802.11. 3Ta dyHKLMOHANBHOCTL HEO6X0AMMA AN
noBbILLeHMst 6e30MacHOCTV NyTeM obecrneyeHns KOHPUAEHLMANBHOCTU
JAHHbIX B Kajpax yrnpaBaeHus.

MeTO/ CcornacoBaHums oxkatmns nons Protocol B 3aronoskax PPP. Mo
yMonyaHwuto, Bce peanusauuv OJ/IKHbI nepegasath nakeTbl C 4BYMSA
okTeTamu nons Protocol.

Takxe nceBgocnydaiHas GyHKLUS

MOXOX Ha a/IrOPUTM LLe/IOCTHOCTW, HO BMECTO TOro, YTOObI
MCNOMb30BaThCA A5 ayTEHTUPUKALMM COOBLLIEHWIA, OH UCMOb3YyeTCs
TO/bKO A/15 0becrneyeHns CIy4anHOCTM B TaKMX LieNIAX, Kak noayveHme
MaTtepuana kioda. PRF B OCHOBHOM MCNOJIb3YOTCA C
ayTeHTUGMLMPOBaAHHBIM anropnTMom WwndposaHusa Truna AES-GCM.

npeacTaBnsieT coboii CUCTEMHBIN ypOBeHb yrpaBieHns
MeXKaHaNbHbIMU MOMexXamu, pagnopecypcamm n Apyrimm
XapaKTepucTKamu paguonepesayn B ccteMax 6eCrpoBOAHON CBA3N.
RRM Bk/toYvaeT B ceba napaMeTpbl yripaBneHus, Takme Kak MOLLHOCTb
nepegaun, pacnpezeneHune nonb3osareneii, bopMrpoBaHme
AvarpamMmbl HarnpaBIeHHOCTM, CKOPOCTY Nepesayn AaHHbIX, KPUTEPUK
nepezaun o6Cy>XXMBaHWS, CXeMy MOAYNSLNN, OLLMGKIN CXeMbl
KOAUPOBaHKS.

ceTeBOW NPOTOKO/, MpeAHa3HavYeHHbI Ans obecneyeHms
LeHTPann3oBaHHOW ayTeHTUdMKaLMW, aBTOPMU3aALMN 1 yHETa
nosib3oBaTtenei, NOAKNHOHAOLLMXCSA K Pa3NYHbBIM CeTEBbIM CTyXX6aMm.
Ncnonb3yeTcs, Hanpumep, Npy ayTeHTUdMKaLMKM Nosb3osaTtenei
Wi-Fi, VPN, B npowunowm, dialup-nogkntoueHunia, n gpyrmx nogo6HbIX
cnyyasx.
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Takke AnHamuueckuim NAT

paboTaeT Tak Xxe, Kak 1 Full Cone NAT, HO NpUMeHseT 4ONONHUTENbHbIE
orpaHunyeHuns kK IP-agpecy. Npexae yem nosyyats nakeTobl OT IP-agpeca,
BHYTPEHHWI KNVEHT JO/IXXKeH CHavana cam OTrpaBuTb NakeTbl Ha Hero.
To ecTb lt060e coeAnHEHME, NHULIMMPOBAHHOE C BHYTPEHHEro ajpeca,
No3BOSET B JaNbHelLLeM Noy4vaTb eMy NakeTbl C11060ro nopTa T0ro
Ny6/IMYHOr0 XOCTa, K KOTOPOMY OH OTMPaB/isi NnakeT(bl) paHee.

NPOTOKON 6€30MacHOro TYHHeIMPOBaHWS COKETOB, CNPOEKTUPOBaHHbIN
ANS CO3aHNSA CUHXPOHHOW B3aMMOCBA3M NPY COBMECTHOM ObMeHe
vHdopmMaumein AByx nporpaMm. brarogaps eMy MOXHO co34aTb
HEeCKOIbKO NOAKNHOUEHUIA MPOrpaMMbl MO OL4HOMY COAMHEH IO MeXAY
y3namu, B pesysbTaTe yero AocTuraeTtcs 3¢ eKTMBHOE UCNOob30BaHNe
ceTeBbIX pecypcos. [TpoTokon SSTP ocHoBaH Ha SSL, a He Ha PPTP n
ncnonb3yet TCP nopT 443 ans nepegayumn Tpaduka.

3TO NOC/Ie0BaTE/IbHOCTL CMMBOJIOB, KOTOPAst yHMKa/IbHbIM 06pa3omM
VIMeHyeT 6ecrnpoBoAHYo nokanbHyto ceTb (WLAN). 3To nms no3sonsieT
6eCcnpoBOAHbLIM CTAHLUAM NOAKAOUATLCA K HY>XXHOW CeTU, ecnv B
[AHHOM MecTe AOCTYMHO HeCKOJIbKO He3aBUCUMbIX CEeTeN.

3TO peXmM, B KOTOPOM KOMMbIOTEP MOXET MOAYYUTb JOCTYN K
b6ecnpoBoAHOl ceTu, ucnonb3aytowein npotokon Wired Equivalent
Privacy. Mpv nomoLy O6LLero kKntoya KOMMNbOTEP, OCHALLEHHbIN
6ecnpoBOAHBLIM MOAEMOM, MOXKET MOAY4YUTb AOCTYN K ito6oi ceTn WEP
1N 06MeHNBaTbCS 3alMPPOBAHHLIMU NN He3aLWNPPOBAHHBIMM
AAHHbBIMU.

cnyx6a, KoTopas NpefocTaBaseT BOIMOXHOCTb GUAbTPALUN 1
610KMPOBKM OMACHbIX NN HeXenaTesbHbIX cainToB. SkyDNS pacLuvpsiet
BO3MOXHOCTW Domain Name System, fo6aBnssa Takne GyHKLMM, Kak
3almTa oT GpULMNHra U GUAbTPaLIMS KOHTEHTa.

3TO CTaHAAPTHbLIV MHTEPHET-NPOTOKO/ A9 yNpaBaeHUs yCTPONCTBaMM
B IP-ceTsix Ha ocHoBe apxutektyp TCP/UDP. K nogaepxvBatoLLmm
SNMP ycTpoicTBaM OTHOCATCA MapLUPYTN3aTOPbl, KOMMYTATOPbI,
cepBepbl, paboune CTaHLMW, MPUHTEPbI, MOAEMHble CTOVKW 1 Apyrie.

ABNAETCA OCHOBHbIM NPOTOKONOM U3 Habopa Internet Protocol. TCP —
3TO TPAHCMOPTHbI MeXaH13M, 06ecrneyrBatoLLNi NOTOK AaHHbIX, C
npesBapuTeIbHON YCTaHOBKOM COeANHEH IS, 3@ CHET 3TOro AatOLLNTA
YBEPEHHOCTb B OCTOBEPHOCTM MOAYYaeMbIX AaHHbIX, OCyLLecTBAsSEeT
NOBTOPHbI 3aMpocC JaHHbIX B C1yYae NoTepu 1 ycTpaHseT
Ay6ampoBaHve Npu Noslyv4eHun AByx KON O4HOro rnakera.

3TO NPOTOKON 6@30MacHOCTA, NCMOb3YeMbl B CTaHAApTe
6ecnpoBoaHbIX ceTelt IEEE 802.11. TKIP 6b1n pa3paboTaH pabouein
rpynnoti IEEE 802.11i n Wi-Fi Alliance B kauyecTBe NpOMeXyTOUYHOro
peLueHns Ans 3aMeHbl WEP 6e3 Heo6X04MMOCTM 3aMeHbl yCTapeBLLEero
obopysoBaHMs.

3TO MeTOZ, KOTOPbIA N03BOIAET aBOHEHTY NONYUNTb AOCTYM K
becnpoBogHo ceT Wi-Fi. VIHTepHeT-6pay3ep OTKPOET CTpaHULYy BXOAQ,
rze nosib30BaTeb AO/IKEH 3aMN0/IHUTL CBOU YYETHbIE aHHbIE, Mpex e
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yeM OH CMOXEeT noJsiyunTb goctyn. B UAM ans asTopusanumn
ncnonb3yertcs knmeHT RADIUS v cepsep RADIUS.

ABNAETCA OCHOBHbLIM NPOTOKONOM U3 Habopa Internet Protocol. 9T0
TPaHCMOPTHbI NPOTOKO ANIA Nepejayn JaHHbIX B ceTax IP 6e3
ycTaHoBNeHWUS coeAnHeHNs. OH ABNSETCA OAHVM U3 CaMbIX NPOCTbIX
MPOTOKO/10B TPAHCMOPTHOro ypoBHA Mogenu OSI. B otandume ot TCP,
UDP He noaTBepXAaeT A0CTaBKY AaHHbIX, He 3a60TUTCH O KOPPEKTHOM
nopsike fOCTaBKN N He AienaeT NoBTOPOB. 3aTO OTCYTCTBUE
coefVHeHus, JONONHUTENBHOMO Tpadrka N BOSMOXHOCTb
LUnpoKoBeLLaTelbHbIX PAaCcCbINOK AeNatoT ero yA06HbIM Ans
NPUMeHEeHWIA, rae Manbl NOTepy, B MaCCOBbIX PACChINKax NOKaNbHOM
noAceTn, B MeAMarnpoTokoaax 1 T. .

cepBepHoe npuaoxeHve (daemon) 4nd nepeAayn JaHHbIX U3 CETEBOr0
rnoTtoka My/ibTUKacT KaHana (sewaemoro no UDP) B HTTP coegmnHeHne
3arnpaLuvBaroLLLero KaveHTa.

3TO apXmUTeKTypa MHOrOPaHrOBbIX COeANHEHWIA MexXy NepCoHaNbHbIMU
KOMMbIOTEPAMUN N NHTENNEKTYaNbHbIMU YCTPONCTBaAMU,
YCTaHOB/IEHHbLIMU, HanpuMep, gomMa. UPnP ctpouTtcs Ha ocHoBe
CTaHAAPTOB M TEXHONOTUIA MHTepHeTa, Takux kak TCP/IP, HTTP n XML,
1 obecrneyrBaeT aBTOMaTNUECKOE NOAK/TOUEHME NOAOOHbLIX YCTPONCTB
APYT K APYTY 1 VX COBMECTHYH paboTy B CETEBOW Cpeje, B pe3y/braTe
yero ceTb (Hanpumep, AOMAaLLHSAA) CTAHOBUTCA NErKOW A8 HACTPOVIKA
60/bLLEeMYy YNC/TY MOSIb30BaTenen.

ycmnunTenm crnepeMeHHbIM K03CI)¢I/ILI,I/IEHTOM yCnneHnAa ncnosib3yrTcA
ANA ynyydweHnA AHaMnYeCKnNX XapakTepuncTtmuk 6ECI'IpOBOAHOI7I CBA3N
nyTem MamMmeHeHns 3/1IeKTPOHHOro K03CI)¢I/ILI,I/IEHTa ycnnenHma
Hanpsa>XXeHnA.

nornyeckas ("BrpTyanbHasa") nokanbHasg KOMMbOTEPHas CeTb,
npeActaenseT coboi rpynny XocTos ¢ 06LnM HabopoM TpeboBaHWA,
KOTOpble B3auMOAENCTBYIOT TaK, Kak eciv 6bl OHW 6bINU MOAKNHOYEHbI
K LUMPOKOBeLLATe/IbHOMY JJOMEHY, He3aBUCUMO OT VX GU3NYECKOro
MecToHaxoxXaeHuns. VLAN rMeeT Te Xxe CBOICTBa, YTo U dpur3nyeckas
JIoKa/IbHas CeTb, HO MO3BOJIIET KOHEYHbIM CTaHLIMSAM FPYNMmMpoBaThLCA
BMeCTe, Jaxe eC/Ii OHU He HaXoAATCsA B O4HOMN GU3NYECKON ceTu.
Takasi peopraHnsaLusa MOXeT bbITb cjesaHa Ha OCHOBE NPOrpaMMHOro
obecrneyeHnss BMeCTO GM3NYECKOro nepemMeLLeHuns yCTPOnCTB.

Habop pacwpeHnii N JONOAHeHNM K npoTokony HTTP,
NoAAep>XMBaKLLNX COBMECTHYIO0 paboTy nosb3oBaTenei Hag
pefakTupoBaHeM $ainioB 1 ynpasrieHne ¢arinamuy Ha yaaneHHbIX
Beb-cepBepax. MNogaepxuvBaeT ayTeHTUdUKALMIO BEb-cepBepa n
SSL-undpoBaHwue ana HTTPS, ncnonbsys TCP-nopT 443 No yMOJ/TYaHMIO,

3TO MeTOZ, UCNOob3yeMblil KnneHTamu Ansa nomcka URL-agpeca dainna
KoHbUrypaumm npuv nomoLy DHCP n/unu DNS meToa0B 06HapyXeHus.
Mocne okoHYaHUA 06HapyXeHUs 1 3arpyskun dainna KoHPUrypauum,
OH MOXeT 6bITb BbINOJHEH A9 orpejeneHns NpoKCcx yKasaHHOro
URL-agpeca.

578

CnpaBoyHuK kKoMmaHa — Air (KN-1610)



noccapwin

WireGuard

Wi-Fi Multimedia

Wi-Fi Protected Access

Wi-Fi Protected Setup

6ecniaTHoe NporpaMMHOe MPUIoXKeHe C OTKPbITbIM CXOAHBIM KOAOM
1 NPOTOKO/ BUPTYasibHOW YacTHo ceTun (VPN) Ana cosgaHuns
6e30MacHbIX CoOeAVHEeHNN TOUKa-TOYKa B MapLLPYTU3MPYeMbIX
KoHourypaumsx. Npotokon WireGuard ncnonb3yeT coBpeMeHHble
KpunATorpapuyeckmne BosmMoxxHocT Curve255519 gns obmeHa
kntouamu, ChaCha20 gns wndpposaHmsa n Poly1305 ans
ayTeHTUdMKaLMM JaHHbIX, SipHash Ansa xawmpyemMbix Kaoven 1
BLAKE2s ans xawmpoBaHus. Mogaepxxmneaet TpeTuii ypoBeHb AN
0601x NpoTokosoB IPv4 1 IPv6.

asnsetcs ceptudumkaymein Wi-Fi Alliance, 6asnpytoLeiics Ha cTaHgapTe
IEEE 802.11e. OH 0becneynBaeT OCHOBHble BO3MOXHOCTK QoS (quality
of service) ana ceteli IEEE 802.11 nocpeacTBOM NpropeTrsanmm
MakeToB AaHHbLIX MO YeTbipeM KaTeropusam: rosoc (AC_VO), sngeo
(AC_VI), HerapaHTMpoBaHHas goctaska (AC_BE), n HU3knii npuoputet
(AC_BK).

WMM TaKxe nmeet ceptudumkauymto Power Save, koTopas noMmoraeT
He6OoNbLUMM YCTPOMCTBAM B CETV SKOHOMUTBL 3apsaj 6atapen. PyHKLUMSA
Power Save no3sonsieT He60NbLLMM YCTPONCTBAM, TakUM Kak TenedoHbl
1 KK, nepesaBaTh AaHHble, HaXo4ACk B POHOBOM pexmnMe ¢ HU3KUM
3HepronoTpebneHnem. CepTndrkaumsa faeT paspaboTymkam
nporpamMMHoOro obecrieyeHns 1 NPoOU3BOANTENAM 060pYA0BaHNSA
BO3MOXHOCTb TOHKOI HAaCTPOMNKW NCMO/Ib30BaHNsA 6aTapeu B yC10BUAX
NOCTOSAHHOIO POCTa KONMYECTBa HEBObLUMX YCTPOMCTB, OCHALLEHHbIX
Wi-Fi.

npeacTaBaseT cobori 06HOBMEHHYO MporpaMMy cepTudurkaumn
yCTpoiicTB 6ecnpoBogHol cBA3n. TexHonorusa WPA npuLna Ha 3ameHy
TEXHOJIOrMK 3aLLnTbl 6ecnpoBoAHbIX ceTeit WEP. Mntocamu WPA
ABNAOTCA YCUAEHHas 6e30MacHOCTb AaHHbIX U Y>KeCTOUEHHbI
KOHTPO/Ib AOCTyNa K 6ecnpoBoHbIM ceTsiM. HemanoBaxHom
XapaKkTepuUCTUKON ABASETCS COBMECTMMOCTb MeXy MHOXECTBOM
6ecrnpoBOAHbIX YCTPOMCTB Kak Ha annapaTHOM YPOBHe, TakK 1 Ha
nporpaMMHoM. Ha gaHHbln MomeHT WPA, WPA2 n WPA3
paspabaTbiBalOTCA U NpoaBuratoTcs opraHusaumein Wi-Fi Alliance.

WPA3 ncnonbsyet 128-6utHoe windpposaHme B pexxrme WPA3-Personal
(192-6unT B WPA3-Enterprise). CtaHgapt WPA3 Takoke 3aMeHsieT obMmeH
Kntovamm Pre-Shared Key exchange v SAE kak onpegeneHo B IEEE
802.11-2016, uTo NpMBOAUNT K 6oNee 6e30nacHOMY HavanbHOMY 06MeHy
KNtoYaMn B NepcoHaibHOM pexunme.

WPA Enterprise — 3T0 peXunm ayTeHTUdMKaLM Ha OCHOBE NPOTOKONa
IEEE 802.1X c ucnonb3oBaHVeM BHeLLHero cepeepa ayTeHTudunkaumm
RADIUS n nokanbHoro knveHta Supplicant.

CTaHAAPT (M OAHONMEHHbLI MPOTOKO) MONYaBTOMATUYECKOr0 CO34aHUS
6ecnpoBoaHoi cet Wi-Fi, co3gaHHbIn Wi-Fi Alliance. Llenbto npoTokona
WPS aBnsieTca ynpoLleHme npoLiecca HacTpolriky 6ecnpoBOgHON ceTy,
NO3TOMY M3Ha4anbHO OH Ha3biBanca Wi-Fi Simple Config. MpoTokon
npr3BaH OkasaTb MOMOLLb MOJib30BaTeNsIM, KOTOpble He obnajaroT
LUINPOKMMW 3HAHMAMM 0 6€30MacHOCTM B 6eCnpoBOAHbIX CeTAX, U Kak
cnefcTBMe, UMEKT CNIOXKHOCTUY MNpU ocyLlecTBieHUn HacTpoek. WPS
aBTOMaTM4yeckn 0b603HavaeT UMSA CeTU 1 3a4aeT LWNPpPOBaHUe, AN
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3aLMThl OT HECAHKLMOHNPOBAHHOIO A0OCTYNa B CETb, MPY 3TOM HeT
HEeO6XOANMOCTI BPYUHYHO 3aaBaTb BCe MapamMeTpbl.

Wired Equivalent Privacy 3TO anropuT™M 6e3onacHoOCTU 4N18 6ecnpoBOAHbIX ceTeli cTaHAapTa IEEE
802.11. WEP, y3HaBaeMbIli N0 kntouy 13 10 nam 26 wectHaauaTepuyHbIxX
LMdp, ABAAETCH LUNPOKO NCMOJIb3YeMbIM U YaCTO ABASETCS NepBbIM
BbIGOPOM 6€30MacHOCTY, Npea/araeMbIM NOAb30BaTENSAM CPeACcTBaMM
HaCcTpoWKM MapLpyTusaTtopos. B 2004 rogy, nocne patndpukaumm
nonHoro ctaHgapTa 802.11i (1.e. WPA2), IEEE o6baBuna, uto WEP-40 n
WEP-104 yTpaTtnin CBOKO akTyanbHOCTb.

Wireless Internet Service 3TO UHTepHeT-npoBagep (ISP), KoTopbln No3BOASET abOHEHTaM

Provider NoAKNOYaTLCSA K CepBepy B onpejeneHHbIX ToUukax AocTyrna (access
points) ¢ MOMOLLIbIO 6eCcrnpoBOAHOrO coeanHeHus, Hanpumep Wi-Fi.
STOT TMM NpoBaijepa npegnaraeT yaiyrn LLMPOKOMNOIOCHOro A0CTyNa
¥ MO3BOJIIeT KOMMboTepaM aboHEHTOB, Tak Ha3blBaeMbIM CTaHLNAM,
nony4vaTe Aoctyn K MHTepHeTy 1 CeTn 13 N1o60ro MecTa B npegenax
30HbI MNOKPbLITUS, 0becrneyrBaemMoli aHTeHHON cepeepa. O6bIYHO 3TO
06/1aCTb PajMycoOM B HECKOJIbKO KWUIOMETPOB.

MpocTeinwasn ceTb WISP npegcraBnsieT cobo 6a30BbIii Habop ycayr
(BSS), cocToaLmi U3 OAHOrO cepBepa M MHOXeCTBa CTaHUUNA,
CBA3aHHBIX C 3TUM CepBepOoM 6ecnpoBOAHO CBA3bIO. bonee cioxHbIe
cet WISP ncnonb3yoT TONOIOrMIO paclunpeHHoro Habopa ycnyr (ESS),
COCTOSALLYHO U3 ABYX UK 6onee BSS, cBA3aHHbIX MeXay CO60 TOUKaMU
foctyna (AP). M BSS, u ESS nogaepxxumsatotca cneumdurkaumein IEEE
802.11b.

Extended Authentication nnn XAUTH, obecneunBaeT fONOAHUTENbHbIA YPOBEHb NPOBEPKM
NOAJIMHHOCTW, NO3BONASA LUIO3Y [PSec 3anpallnBaTh PacLLUNPEHHYIO
aBTOPM3aLMIO Ya/leHHbIX MONb30BaTeNein, Taknm 06pa3om 3acTaBnsas
yZaneHHbIX Nofb30BaTenein NpefocTaBsATb X YHETHbIE JaHHble,
npexae 4yem nosyumTb goctyn K VPN.

Yandex.DNS CEepPBUC KOMMaHMM SHAEKC ANS 3aLUMTbl JOMaLLUHel ceTn. O6becneunBaeT
TpY pexrmMa ¢uabTpaunn:

« 6e3 dpunbTpaumn: pecypcbl He 610KUPYHOTCS

+ 6e30mMacHbIN pexxmnm: 610KMPYHTCA BPeAOHOCHbIE 1 MOLLEHHMYeckue
CalThl

* CeMeiHbIN pexrM: 610KNPYOTCS BPEAOHOCHbIE U MOLLEHHUYecKne
CaiiThbl, @ TaKXe pecypchbl AN B3POCbIX
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Nepapxua nHtepodencos

PrncyHok A.1. BasoBble HTep¢eichl

FastEthernet GigabitEthernet

Mac IP Supplicant Peer
Ethernet Ppp Secure
I /: _____ ]
| | Pppoe PppTunnel
[ Bridge Vlan [ o o
I I
I I
| Pvc OpenVpn |
: : Pptp L2tp
I I
I I

PucyHok A.2. TYHHe N bHble NHTep¢EChbI

Ethernet P Secure Peer

Tunnel

Tunnel6

SecurelPTunnel /A \
. Tunnel6to4 Tunnel6in4
Eoip /A \

Gre Iplp
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MpunoxeHune A Viepapxusi uHtepdericos

PucyHok A.3. UHTepdericbl USB

Usb

T

UsbEthernet UsblLte UsbModem
CdcEthernet YotaOne

PucyHok A.4. UHTepdeiicbl Wi-Fi

Wireless Radio

N

AccessPoint WiFiStation WiFiMaster
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SNMP MIB

ba3bl ynpasnstoLleii nHpopmaumm (MIB) 4OCTYMHBI TONBKO AN YTEHUS.

MoaaepxwvsatoTca cnegyrowye MIB:

B.1 SNMPv2-MIB

OID: 1.3.6.1.2.1.1

MoAAePXKMBAOTCS CIeAyHOLLIME SNIeMEHTbI AaHHbIX:

MoaAep>XMBaOTCA CleytoLe 31eMeHTbI AaHHbIX:

Ba3oBblii BapnaHT

SNMPv2-MIB::sysDescr

SNMPv2-MIB::sysUpTime

SNMPv2-MIB::sysContact

SNMPv2-MIB::sysName

SNMPv2-MIB::sysLocation

SNMPv2-MIB::sysServices

B.2 IF-MIB

OID: 1.3.6.1.2.1.21 1.3.6.1.2.1.31

OID: 1.3.6.1.2.1.2

IF-MIB::ifNumber
IF-MIB::ifIndex
IF-MIB::ifDescr
IF-MIB::ifType
IF-MIB::ifMtu
IF-MIB::ifSpeed
IF-MIB::ifPhysAddress

IF-MIB::ifAdminStatus
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MprnnoxeHne B SNMP MIB

« IF-MIB::ifOperStatus
+ IF-MIB:ifLastChange
+ IF-MIB::ifInOctets
+ IF-MIB::ifInUcastPkts
+ IF-MIB::ifInDiscards
+ IF-MIB::ifInErrors
+ IF-MIB::ifOutOctets
+ IF-MIB::ifOutUcastPkts
+ IF-MIB::ifOutDiscards
+ IF-MIB::ifOutErrors
PaclumpeHHbIA OID 1.3.6.1.2.1.31
sapant « IF-MIB::ifName
+ IF-MIB::ifInMulticastPkts
+ IF-MIB::ifInBroadcastPkts
+ IF-MIB::ifOutMulticastPkts
+ IF-MIB::ifOutBroadcastPkts
+ IF-MIB::ifHCInOctets
+ IF-MIB::ifHCInUcastPkts
+ IF-MIB::ifHCInMulticastPkts
+ IF-MIB::ifHCInBroadcastPkts
+ IF-MIB::ifHCOutOctets
+ IF-MIB::ifHCOutUcastPkts
+ IF-MIB::ifHCOutMulticastPkts
+ IF-MIB::ifHCOutBroadcastPkts
« IF-MIB:ifLinkUpDownTrapEnable
+ IF-MIB::ifHighSpeed
+ IF-MIB::ifPromiscuousMode
+ IF-MIB::ifConnectorPresent

« IF-MIB::ifAlias
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Mpwvnoxenne B SNMP MIB

+ IF-MIB::ifCounterDiscontinuityTime

Mpoueccop |CBUTY YcTpoiicTBO |OnucaHue
MT7621/RT63368|MT7530 Keenetic Giga III | NoaaepxvBaroTca
64-6UTHbIE CUeTUNKN BalT
RTL8376M Keenetic Ultra II no rnoptam CBUTYa,
) 32-6UTHbIE CYHETUUNKN
KeeneticLTE  |naketos no nopram centua.
MT7620 RTL8367B Keenetic Viva |EcTb knaccumkaums no
. TNy nakeTtoB.: broadcast,
Keeentic Extra |multicast n unicast.
WHTerpuposaHhbin| Keenetic 4G III |[Moaaep>xmnBaroTcs
o 32-6UTHbIe cHeTUNKN BaliT
Keenetic Lite II no nopTam CBUTYa U
L 16-6BUTHbIE CHETUNKMN
Keenetic Lite Il |55 o108 Mo nopram centua.
Keenetic Omni B cnyuae nepenosiHeHus
CYETUMKOB BbICTaBASAETCA
Keenetic Omni |BPeMs nocnesHero
I nepenosiHeHVs B
IFMIB:ifCounterDiscontinuityTime.
MT7628 WHTerpupoBaHHbi | Keenetic Start II| MNoaaep>xnBatoTcs TO/IbKO
o 16-6UTHbIE CYETUYNKM
Keenetic Lite IIl | nakeTos no noptam cemtua.
rev.B B cnyuae nepenonHeHus
) CYETUYNKOB BbICTaBASETCA
Keenetic 4G III BPeMS MOCNeAHEro
rev.B nepenonHeHvs B
Keenetic Air IFMIB:ifCounterDiscontinuityTime.
Keenetic ExtraIl

B.3 IP-MIB

OID: 1.3.6.1.2.1.49

nOAAep)KI/IBaI-OTCFI cnegyrouine sneMeHTbl JaHHbIX:

+ TCP-MIB::tcpRtoAlgorithm

* TCP-MIB::tcpRtoMin
* TCP-MIB::tcpRtoMax

* TCP-MIB::tcpMaxConn

* TCP-MIB::tcpActiveOpens
* TCP-MIB::tcpPassiveOpens

+ TCP-MIB::tcpAttemptFails
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MprnnoxeHne B SNMP MIB

TCP-MIB::
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB::

tcpEstabResets

tcpCurrEstab

‘tcpInSegs

tcpOutSegs

‘tcpRetransSegs

tcpInErrs

tcpOutRsts

B.4 UDP-MIB

OID: 1.3.6.1.2.1.50

Moasep>KMBaOTCS CeAyroLLme 31eMeHTbl AaHHbIX:

+ UDP-MIB::udpInDatagrams

UDP-MIB::udpNoPorts

UDP-MIB::udpInErrors

UDP-MIB::udpOutDatagrams

UDP-MIB::udpHCInDatagrams

UDP-MIB::udpHCOutDatagrams

B.5 HOST-RESOURCES-MIB

OID: 1.3.6.1.2.1.25

nOAAep)KI/IBaI-OTCFI cegyrouine sneMeHTbl JaHHbIX!

+ HOST-RESOURCES-MIB::hrSystemUptime

B.6 UCD-SNMP-MIB

OID 1.3.6.1.4.1.2021

MoaAep>XMBaOTCA CleAytoL/e 31eMeHTbI AaHHbIX:

NHdopmanyums 06 O3Y -« UCD-SNMP-MIB::memTotalReal

ycTpoiicTBa

* UCD-SNMP-MIB::memAvailReal
+ UCD-SNMP-MIB::memShared

* UCD-SNMP-MIB::memBuffer
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Mpwvnoxenne B SNMP MIB

NHdopmauums o

USB-HakonuTenax

NHdopmauums o

Harpyske Ha cuctemy

UCD-SNMP-MIB::

UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

memCached

:dskIndex
:dskPath
:dskTotal
:dskAvail
:dskUsed
:dskPercent

:dskPercentNode

laIndex
laNames
laLoad
laConfig

laLoadInt

:ssCpuRawUser
:ssCpuRawNice
:ssCpuRawSystem
:ssCpuRawldle
:ssRawlnterrupts

:ssRawContexts
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YpoBHU WinppoBaHums IPsec

YpoBeHb WwWndpoBaHus onpegenset Habop anropmutmoB IKE n IPsec SA.

Hwxe ansa Kaxaoro ypoBHSA NpMBeAeH NOJHbIN CNINCOK aNrOPUTMOB B MOPSAKE YMEHbLLEHWSA
nprvopuTeTa, a Takxke Habop komaH crypto ike proposal g5 HacTpoOiK aHaNOrMYHOro

npoduns BpyUHyto.

B cnuncke aIfOPNTMOB YKa3blBaeTCA:

* wundpoBaHme C ANVHOM Kao4a

+ xXew-byHKUMS ana popmumposaHua HMAC

* PFS pexxkum (NO, ecnv OTK/IHOYEH)

C.1 weak

MpoTokon

LlndpoBaHue

Proposal

IKEvl

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768
3DES-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP768
3DES-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

encryption aes-128-cbc
encryption 3des
encryption des
integrity sha1

integrity md5
dh-group 2

dh-group 1

IKEv2

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024

encryption aes-128-cbc
encryption 3des

encryption des
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MpunoxeHne C YpoBHU WwWindpoBaHus IPsec

C.2 weak-pfs

590

MpoTokon LlndpoBaHue Proposal
AES-128-CBC/MD5/MODP768 integrity sha
3DES-CBC/SHA1/MODP1024 integrity md>5
3DES-CBC/SHA1/MODP768 dh-group 2
3DES-CBC/MD5/MODP1024 dh-group 1
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

IPsec SA DES/MD5 cypher esp-des

AES-128-CBC/SHA1
3DES-CBC/SHA1
DES/SHA1
AES-128-CBC/MD5

3DES-CBC/MD5

cypher esp-3des
cypher esp-aes-128
hmac esp-md5-hmac

hmac esp-shal-hmac

MpoTokon

LlindpoBaHue

Proposal

IKEv1

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768
3DES-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP768
3DES-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768

DES-CBC/MD5/MODP1024

encryption aes-128-cbc
encryption 3des
encryption des
integrity sha1

integrity md>5
dh-group 2

dh-group 1

CnpaBoyHuK kKoMmaHa — Air (KN-1610)



MpunoxeHune C YpoBHU WwWindpoBaHus IPsec

MpoTokon

LlndpoBaHue

Proposal

DES-CBC/MD5/MODP768

IKEv2

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768
3DES-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP768
3DES-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

encryption aes-128-cbc
encryption 3des
encryption des
integrity sha1

integrity md>5
dh-group 2

dh-group 1

IPsec SA

DES/MD5/MODP1024
AES-128-CBC/SHA1
3DES-CBC/SHA1

DES/SHA1

AES-128-CBC/MD5
3DES-CBC/MD5
AES-128-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
3DES-CBC/SHA1/MODP768
DES-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768

3DES-CBC/MD5/MODP768

cypher esp-des
cypher esp-3des
cypher esp-aes-128
hmac esp-md5-hmac
hmac esp-shal-hmac
dh-group 2

dh-group 1
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MpunoxeHne C YpoBHU WwWindpoBaHus IPsec

MpoTokon LlndpoBaHue Proposal

DES-CBC/MD5/MODP768
C.3 normal

MpoTokon LndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP2048 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha1
AES-128-CBC/SHA1/MODP1536 integrity sha256
AES-128-CBC/SHA1/ECP256 dh-group 5
AES-128-CBC/SHA1/MODP1024 dh-group 20
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc

AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024
AES-256-CBC/SHA1/MODP1024
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/ECP256
AES-256-CBC/SHA256/MODP2048
3DES-CBC/SHA1/MODP2048
3DES-CBC/SHA1/MODP1536

3DES-CBC/SHA1/MODP1024

encryption aes-128-cbc
encryption 3des
integrity sha256
integrity sha1
dh-group 2

dh-group 20

dh-group 14

dh-group 5

dh-group 26
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MpoTokon

LlndpoBaHue

Proposal

IPsec SA

AES-128-CBC/SHA1
AES-256-CBC/SHA1
3DES-CBC/SHA1
AES-128-CBC/SHA256
AES-256-CBC/SHA256

3DES-CBC/SHA256

cypher esp-aes-128
cypher esp-aes-256
cypher esp-3des
hmac esp-shal-hmac

hmac esp-sha256-hmac

C.4 normal-pfs

MpoTokon LlndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP2048 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha1
AES-128-CBC/SHA1/MODP1536 integrity sha256
AES-128-CBC/SHA1/ECP256 dh-group 5
AES-128-CBC/SHA1/MODP1024 dh-group 20
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
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MpoTokon LlndpoBaHue Proposal
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA AES-128-CBC/SHA1/MODP1024 esp-aes-128

AES-128-CBC/SHA1
AES-256-CBC/SHA1
3DES-CBC/SHA1
AES-256-CBC/SHA1/MODP1536

cypher esp-aes-256
cypher esp-3des
hmac esp-shal-hmac

hmac esp-sha256-hmac

AES-128-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1536 dh-group 14
AES-256-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP1024
C.5 normal-3des
MpoTokon WndpoBaHue Proposal
IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc

AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/ECP256
AES-128-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP2048
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024
AES-256-CBC/SHA256/MODP1024

AES-128-CBC/SHA256/MODP1024

encryption aes-128-cbc
encryption 3des
integrity sha1

integrity sha256
dh-group 5

dh-group 20

dh-group 14

dh-group 2

dh-group 26
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MpoTokon LlndpoBaHue Proposal
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA 3DES-CBC/SHA1 cypher esp-3des
AES-256-CBC/SHA1 cypher esp-aes-256
AES-128-CBC/SHA1 cypher esp-aes-128
3DES-CBC/SHA256 hmac esp-shal-hmac
AES-256-CBC/SHA256 hmac esp-sha256-hmac
AES-128-CBC/SHA256

C.6 normal-3des-pfs

MpoTokon

LndpoBaHue

Proposal

IKEv1

AES-256-CBC/SHA1/MODP1536
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/ECP256

AES-128-CBC/SHA1/MODP1024

encryption aes-256-cbc
encryption aes-128-cbc
encryption 3des
integrity sha1

integrity sha256
dh-group 5

dh-group 20

Air (KN-1610) — CnpaBOYHVK KOMaHZ,

595



MpunoxeHne C YpoBHU WwWindpoBaHus IPsec

596

MpoTokon LlndpoBaHue Proposal
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA 3DES-CBC/SHA1/MODP1024 cypher esp-3des

3DES-CBC/SHA1
AES-256-CBC/SHA1
AES-128-CBC/SHA1
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1536
AES-256-CBC/SHA1/MODP1024

AES-128-CBC/SHA1/MODP1024

cypher esp-aes-256
cypher esp-aes-128
hmac esp-shal-hmac
hmac esp-sha256-hmac
dh-group 2

dh-group 14
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C.7 high

MpoTokon

LndpoBaHue

Proposal

IKEv1

AES-256-CBC/SHA256/MODP1024
AES-256-CBC/SHA256/ECP384
AES-256-CBC/SHA256/MODP1536
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP2048
AES-128-CBC/SHA1/ECP256
AES-128-CBC/SHA1/MODP1536

encryption aes-256-cbc
encryption aes-128-cbc
integrity sha256
integrity sha1
dh-group 2

dh-group 20

dh-group 5

dh-group 14

dh-group 26

IKEv2

AES-256-CBC/SHA256/MODP1024
AES-256-CBC/SHA256/ECP384
AES-256-CBC/SHA256/MODP1536
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP2048
AES-128-CBC/SHA1/ECP256
AES-128-CBC/SHA1/MODP1536

encryption aes-256-cbc
encryption aes-128-cbc
integrity sha256
integrity sha1
dh-group 2

dh-group 20

dh-group 5

dh-group 14

dh-group 26

IPsec SA

AES-256-CBC/SHA256
AES-128-CBC/SHA256

cypher esp-aes-256
cypher esp-aes-128

hmac esp-hmac-sha256

C.8 strong

MpoTokon

LndpoBaHue

Proposal

IKEv1

AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/ECP384

AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP2048

encryption aes-256-cbc
encryption aes-128-cbc
integrity sha1

dh-group 14
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MpoTokon LlndpoBaHue Proposal
AES-128-CBC/SHA1/ECP256 dh-group 20
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 26

IKEv2 AES-256-CBC/SHA1/MODP2048 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP1536 integrity sha1
AES-128-CBC/SHA1/MODP2048 dh-group 14
AES-128-CBC/SHA1/ECP256 dh-group 20
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 26

IPsec SA AES-256-CBC/SHA1/MODP1536 cypher esp-aes-256
AES-256-CBC/SHA1/MODP2048 cypher esp-aes-128
AES-128-CBC/SHA1/MODP2048 hmac esp-shal-hmac
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 14
C.9 strong-aead

MpoTokon LlndpoBaHue Proposal

IKEv1 AES-256-GCM-16/PRF-SHA384/ECP384 |aead
encryption aes-256-gcm-16
prf sha384
dh-group 20

IKEv2 AES-256-GCM-16/PRF-SHA384/ECP384 |aead
encryption aes-256-gcm-16
prf sha384
dh-group 20

IPsec SA AES-256-GCM-16 aead

CHACHA20POLY1305 cypher aes-256-gcm-16
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C.10 strong-aead-pfs
MpoTokon LndpoBaHue Proposal
IKEv1 AES-256-GCM-16/PRF-SHA384/ECP384 |aead

encryption aes-256-gcm-16
prf sha384

dh-group 20

IKEv2

AES-256-GCM-16/PRF-SHA384/ECP384

aead
encryption aes-256-gcm-16
prf sha384

dh-group 20

IPsec SA

AES-256-GCM-16/ECP384
CHACHA20POLY1305-ECP384

aead
cypher aes-256-gcm-16

dh-group 20
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