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BBegeHue

BBepeHme

JlaHHbIN CNPaBOYHNK COAEPXUT KOMaHAbI ANS yNpaBAeHWsa YCTPOMCTBOM Speedster
NnocpeAcTBOM MHTepderica KOMaHAHOW CTPOKU. 34eCb NPUBEAEH MOMHbIN CANCOK BCEX
LOCTYMHbIX KOMaHA,. Takxke yKa3aHbl NprIMepbl TOro, Kak UCMNo/ib30BaThk Hanbonee
pacnpocTpaHeHHbIe U3 3TUX KOMaHJ, 06Laa nHGopmaLms o B3auMOCBSA3N MeXAy
KOMaHAaMu 1 MPUHLMNMAAbHbIE OCHOBbI TOrO, Kak MX MCMONb30BaTh.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

JlaHHOe pyKoBOACTBO NpeHa3HauYeHo 4/1s CeTEBbIX aAMUHMCTPATOPOB UM CMELNANNCTOB
Mo BbIUNCINTENBHON TEXHVIKE, OTBEUAIOLLMX 33 HAaCTPOWKY U MNOoAAepXKy Speedster Ha
mecTe. OHO Takxe npegHasHayYeHo A5l oNepaTopoB, KOTOpble yNpaBAastoT Speedster.
JLOKyMEHT OXBaTbIBaeT TeXHMYeCKMe NpoLesypbl NOAAEPXKKN BbICOKOrO YPOBHS A/1sA
root-agMVHNCTPATOPOB U COTPYAHUKOB TEXHNUECKO MoAAepXKN Speedster.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic

CTPOKOM KOMaHJZHO CTpoku Speedster, ee nepapxmyeckyro
CTPYKTYPY, YPOBHU aBTOPM3aLNL 1 BOSMOXHOCTU
CNpaBKwu.

OnncaHve KOMaHA AndaBUTHbIN CMNCOK KOMaHJ, KOTOpble MOXHO BBOANTb

B KOMaHAHOW CTpoOKe AN HacTporikn Speedster.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLme o603HaueHUs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JNnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.
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BBegeHue

I <(3aMEHSEMBIN 3JIEMEHT>

JnemMeHTbI B YrnoBbIX cKobkax nognexaTr
3aMeHe.

x|lyl2 Obs3aTenbHble aflbTepHATUBHbIE KNKO4YeBble
C/1I0Ba rpynnmMpyroTCsa B KPYr/bIX CKOBKaxX 1
pas3AenstoTcs BepTUKanbHOM YepTon.

x|y]z Heobs3aTenbHble anbTepHaTUBHbIE

KntoYueBble CNoBa rpynnupytoTcs B
KBaApPaTHbIX CKOBKaXxX N pasfensoTcs

BEPTUKaNbHON YepToN.

OnuncaHme KaxAoM KOMaH/bl paszeneHo Ha

cneayoLime nojpasgensi:

OnwncaHwe OnuncaHve TOro, YTO KOMaHAa Aenaer.
CuHoncuc O6wuin opmaT KOMaHAbI.
MNpedwukc no B03MOXHOCTb MCMONL30BaHWSA B KOMaHe

npedukca no.

MeHsieT HacTponKu

CNocobHOCTb KOMaHAbI MEHATbL HACTPOIKN.

MHOrokpaTHbIi BBOA

BO3MOXHOCTb M HOrokpaTHOro Beoja
KOMaHAbl.

BxoxzaeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KOoMaHgaa. Ecam rpynnel HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodelica

Tun nHTepdeiica, Ha KOTopbIA BAVAET
KomaHga. Pasgen He oTobpaxaeTcs, ecau
JAAHHBIA KOHTEKCT He MMeeT CMbIc/1a ANs
KOMaHZbl.

NHTepdelickl, ncnonb3yemble B CUCTEME, U
OTHOLLEHUS MeXAY HAMW MOKa3aHbl Ha
Anarpamme Hmxe.

AprymeHThI

ApryMEHTbI, eC/in eCTb, N NMOACHEHNA K HNM.

Mpumep

NnntocTpauus Toro, Kak KOMaHAa BbIFNSANT
npwv Bbi3oBe. NocKoNbKy NHTepdenc NpocrT,
HeKOTOopble MPUMEPbI OYEBUAHbI, HO OHU
BK/IFOYEHbI ANS ACHOCTW.

MpymeYaHus, NpesynpexaeHns N NpeAocTepexeHs NCNob3yoT caeayoLume

0603HaueHus.

MpnmeyaHue:  O3HadaeTt "umTatesb, NPUMU K CBeAeHUI". lNpnMeyvaHunsa cogepxxaT
nose3Hble COBETLI UM CCbUTKX Ha MaTepuaibl, He cojepKalimecs B
JaHHOM cnpaBoYHMKe.

MNpepyrnpexxaeHe:

O3HauaeT "4unTartenb, BHMMaHMe!". Ballun 4eNcTBmS MOTYT NPUBECTU K

noBpexaeHnmto O60pyAOBaHI/IFI nnan noTtepe AaHHbIX.
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show interface cOUNtry-COd@S .............couuimimiiiiiiiiiiiiiiiiiiiiii 436
show interface Mac ............ccoiiiiiiii e 437
show interface rf @2P ....cooooiiiiiiiee 437
show interface rrd ..o 439
ShOW interface Stat .............cccccouiiiiiiiiiiiiiiiiiii 441
show interface WPSs Pin .......ooooeviiiiiiiiiiiiic s 442
show interface Wps status ............cccociiiiiiiiii 443
show internet Status ...........cccccoiiiiiiiiiiiiiiiee e 444
SO P AP e 445
show ip dhcp bindings ............cccocviiiiiiiiiiiii 445
ShOW ip dRCP POOI ... 446
SROW iP ROESPOL ...oooiiiiiiiiiiiiiii 447
ShOW ip ROtSPOt rrd .....oooiiiiiiiiiiiiiiiiieeeee 448
show ip hotSPot SUMMAKY ......ccoooiiiiiiiiiiiiecr e 451
SROW P P ProOXY ..o 453
SROW iP NAME-SEIVEN .......cooviiiiiiiiiiiiiiii e 453
SROW P Nat L 454
ShoW ip NEIGhBOUN ..........iiiiiiiiiiiiiiiiiiiii e 455
SROW P POLICY ..o 456
ShOW P roUte ..o 458
SROW P SEIVICE ..o 459
] 1 Lo YT T« = o PP PRPRPRPRPPPRIR 460
SHOW iPV6 adAreSSES .........ouviiiiiiiiiiiiiiiiiiiiiiiii e 461
Show ipV6 Prefixes ........ccccciiiiiiiiii 462
SROW IPV6 FOULES ... 463
show Kabinet StatUus .............oooiiiiiiiiiiiiie e 463
show last-Change ... 464
ShOW L@ .. 464
Show led bindings .............oouiiiiiiiiiiiiiiiiiiiiiiee e 465
show led coNtrols ..........cccooiiiiiiiiiiiii e 468
SNOW 10Q . 471
ShoW MWs assOCiations ..........ccoocoiiiiiiiiiiiiiiiiiee e 472
show mws candidate ... 473
SROW MWS 10g ..coooiiiiiiieeee e 474
ShOW MWS MemMDbEr ... 475
SHOW NANS .. e e e 475
ShOW Netfilter ... 476
show nextdns availability ..............ooooviiiiiiiiiii s 476
show nextdns profiles ...........ccccviiiiiiiiiiii 477
show ntce applications ............ccccvuiiiiiiiiiiiiiii 477
show ntce attributes ...........ccccoiiiiiiiiiii 480
SROW NECE GrOUPS ..o 483
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3.121.75 ShOW NtCE GrOUPSELS ....cocoiiiiiiiiiiiiiiiii 489
3.121.76 ShOW NECE NOSES .....eiii s 490
3.121.77 SROW NECE OSES ..oooiiiiiiiiiiiieee ettt e et e e e e e s eeeens 495
3.121.78 ShOW NtCe SEAtUS ....ocoeiieiiieeieeeeee e 497
3.121.79 ShowW NP StAtUS .....ooooviiiiiiiiiii 498
3.121.80 show PIiNG-ChECK .........ccooiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeee e 499
3.127.81 SHOW PrOCESSES ....uuuiiiiiiiiiiiiiiiieisisissssssss s nnnnan 499
3.121.82 show running-config ... 501
3.121.83 show schedule .............cciiiiiiiiiiii e 504
3.121.84 ShOW SEIf-t@St ... 505
3.121.85 ShOW SIit@-SUIVEY .......ouiiiiiiiiiiiiiiiiiii s 505
3.121.86 show skydns profiles ... 506
3.121.87 show skydns userinfo ...........cooovvviiiiiiiiiiiiiiiieccceccccc e 506
3.121.88 show ssh fingerprint ... 507
3.127.89 ShOW SSEP-SEIVEI ....ooiiieieieieieieeeieie e s s e e s e s s s s s s s se s s s e sn s e s e snanas 507
3.121.90 SROW SYSEEM .o 508
3.121.917 ShOW SYyStem CPUSLAt .....cccoovviiiiieiiiiieieieieie e 509
3.127.92 SNOW BAGS ...eiiiiii s 510
3.121.93 ShOW threads ..........ccoooiiiiiiiiiiiiiiiie e e e 511
3.121.94 Show torrent StatUs .........coooeiiiiiiiiiiiiieeeeeeeeeeee e 512
3.121.95 show upnp redirect ...........oooeiiiiiiiiiii 512
3.127.96 ShOW VEISION ... s 513
3.121.97 SROW VPN=SEIVEE oooiiiiiiiiiiiiiiciccec e 514
3122 SKYUNS ..ot nene 515
3.122.1 SKYANS @SSIGN ..o 515
3.122.2 skydns check-availability ............cccccccciiiiiii 516
3.122.3 skydns @nable ... 516
3.122.4 SKYANS TOGIN ..o s 517
3.122.5 skydns password ...........cccciiiiiiiiiiii 517
3.123 SAMP COMMUNILY oo 518
3.124 SAMP CONTACT ..ooeiiiiiieiii ettt e et e e ettt e e e eeta e e eenta s e eerana e eensnan s 518
3.125 SNMP TOCAtION ..o s 519
3.T26 SSEP-SEIVEL ...ooueieiiiiieeeiiie e ettt ettt e ettt e et tta s eetaaa s eetaaa s eetanaseeeaaaeenenansenesnaserennns 520
3.126.1 sstp-server dhCp route ... 520
3.126.2 sstp-serverinterface ............ccccccciiiiiiiiii 521
3.126.3 SSEP-SEIVEN IPVOCP ..oooeieieieieieieeeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e 522
3.126.4 SStP-SErver ICP €ChO .......coooeiiiiiiiiieeeceeeee s 522
3.126.5 sstp-server ICp fOrCe-Pap ....cccoooviioiiiiiieeeeee e 523
3.7126.6 SSEP-SEIVEY IMIFU ....ouiiiiiiiiieiiiieeetiiie e ettt e ettt eeretneeerttaeerernaseeresneeerenneeenees 524
3.126.7 SSTP-SEIVEYF IMEU ....ooiiiiiiiiiiiiiiiie ettt ettt e e et e et e e e e e eeenenn s 524
3.126.8 sstp-server Multi-login ............cccooiiiiiiiiiiiiiii 525
3.126.9 sStp-server POOI-FaNQe ..........coooiiiiiiiiiiiiiiiiii 525
3.126.10 SStP-SErVEr SEALIC-IP .....uuuvuiuiiiiiiiiiiiiiiiii bbb aeaaaae 526
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3127 SYSEEIM .ottt ettt e et e et et e e e et e eearaeees 526
3.127.71 system BUtton ... 527
3.127.2 system cloCk date ..........cccoovoiiiiiiiiiiiiiiiiiciei s 528
3.127.3 system clock timMeZONE ..o 528
3.127.4 system configuration factory-reset ............cccceeviiiiiiiiiiii, 529
3.127.5 system configuration SAVE ..........cccooieiiiiiiiiiiiiiiieieeeeeeeeeee e 529
3.127.6 systemdebug ... 530
3.127.7 system description ...ttt 530
3.127.8 system dOmMaiNNaMI@ ........ccccooviiiiiiiiiiiiiiiiiisisisis s nas 532
3.127.9 system hOoStName ... 532
3.127.10 SYSteM @d .....oooeiiiiiii s 533
3.127.11 system led power schedule ..o 534
3.127.12 system led power shutdown ............ccccccvviiiiiiiiiiiiiiiiiiieeeeeeeee e 534
3.127.13 SYStemM 10g ClEAr .......ccoooeieeeeeeeeeeeeee 535
3.127.14 system 10g reduction ...........coooviviiiiiiiiiiiiiii 536
3.127.15 SYStemM 10g SEIVEK ...coooiiiiiiiiiiie 536
3.127.16 SYSteM I0Q SUPPIESS ...cooiiiiiiiiiiiiiiiiiiiiiieeceeeee e e e e e e ee e 537
312707 SYSE@M MO ..o 537
3.127.18 system ndss dump-report disable .........................o 538
3.127.19 SYSteM FebBOOL ... 539
3.127.20 SYSEEIM SEU ..ooeeeiiiiiiiieei et et e e e eea e 540
3.127.21 system trace lock threshold .................... 541

BU128 BOOIS ..ot e e e e et e e e e e e e eeeeeeeeas 541
3.128.1 tOOIS @rPING oo 542
3.128.2 TOOIS PING ooiiiiiiiiiiiii 543
3.128.3 t0OIS PING6 ... 544
3.128.4 t0OIS LraCEIrOULE .......oceeeiiiiiiiieei et e e e e e 545

3129 HAPXY i 547
3.129.1 udpXy BUFFEI-SIiZ@ .........iiiiiiiiiiiiii s 547
3.129.2 udpxy buffer-timeout ... 548
3.129.3 udpXy iNterface .........oooooviiiiiiiiii 548
3.129.4 UAPXY POIE .o 549
3.129.5 udpxy renew-interval ............cccccooiiiiiiiiiiiiiii 550
3.129.6 UAPXY tIMEOUL ....cooiiiiiiiiiiiiiiiii i 550
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BU1BT UPNP JAN s 552

S 1 V1o o T o I8 =T 11 =Y ot 553

3.T33 USEIE oottt ettt e e ettt e e e et ettt e e e et ettt e e e et et e bbb e e e e e e eeeernnaas 554
3.133.1 USEE PASSWOIRA ..o 554
3.133.2 USEE TAQ ..euiiiiiiiiiiiiiiiie ettt ettt e e et et e e e e e te e e e e e e eeeaneas 555

3134 WPN-SEIVEL ...ttt ettt ettt e ettt e e ettt e e ettt e e e eetaa s eertnaseeesnasseeesnasseentnnnees 557
3.134.1 vpn-server dhCp FOULE ... 558
3.134.2 vpn-server INterface ..........cccoooviiiiiiiiiiiiiii s 559
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3.134.3 VPN-SEIVEI IPVOCP ...ccooviiiiiiiiiiieeeeeiiiiiiiiieeeeeetretttiiinseeeeeeetrttanseeeeesrerssannsnees 559

3.134.4 vpn-server Icp @cho ... 560
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3.134.11 vPN-Server POOI-Frange .........ccccccviiiiiiiiiiiiiiiiiiiiee e 565

3.134.12 vPN-SerVer StatiC-iP ...ooooeeiiiiiiiiieeeee e 565

3135 YANAEXANS ..o 566

3.135.1 yandexXdns asSigN ........ooooiiiiiiiiiiiiiiiii e 566

3.135.2 yandexdns check-availability ..............cccccooiiiiiiiiiiii 567
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TIIOCCAPUIM ...uueeeneniiineniinetienntsissnesessssssssssssssssassssssnsssssssssssssssssssasssssssssssssassssssnsssssnsasssss 569
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O630p NpoAYyKTa

1.1 AnnapaTHoe obecneyeHue

Mpoueccop MediaTek MT7621DAT MIPS® 1004Kc 880 MHz, 2 cores / 4 threads

OnepatuBHas namaTb 128MB DDR3-1200 (on-die)

dnew-namaTb Winbond 25Q256JVFQ 32MB SPI

Ethernet MopTbi Mukpocxema MpumeuaHuns
5 VIHTerpmpoBaHHas
MeTka CkopocTb MpumeuaHusa
0 1000 MéwuT/c Mopt WAN
1 1000 MéuT/c
2 1000 MéwuT/c
3 1000 MéwuT/c
4 1000 MéwuT/c

Wi-Fi YacToTHbIN | MuKpocxema MNpuMeyaHus
AnanasoH

247TTy MediaTek MT7603EN  |802.11bgn 2x2
(PCle Gen 1)

51Ty MediaTek MT7613BEN [802.11an+ac 2x2, BF, MU-MIMO
(PCle Gen 2.1)
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B aToI rnaBe onmncaHo, Kak Nonb30BaTbCs MHTepdelricoM KOMaHAHOM cTpoku (CLI)
Speedster, ero nepapxmyeckas CTpykTypa, YypOBHM aBTOPU3aLML 1 BO3MOXHOCTU
KOHTEKCTHOW NMOACKa3KMW.

OCHOBHOE CpeACcTBO ynpaBaeHNs MapLUpyTM3aTopoM Speedster — 310 HTepdeiic
KOMaHZAHo cTpoku (CLI). HacTpoikmn cncteMbl NOAHOCTLIO ONUCLIBAOTCSA B BUAE
nocnefoBaTe/lbHOCTM KOMaHZA, KOTOPble HY>XHO BbINO/HUTb, YTOObI MPUBECTU YCTPONCTBO
B 3aZ,laHHOE COCTOsIHMeE.

Speedster nmeeT TpU BUAA HACTPOEK:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapToBble HaCTPOWKM startup config 3T0 Nocnef0BaTeNIbHOCTb KOMaHA, KOTopast
XPaHWUTCA B CreLManbHOM CEKTOpPEe SHEProHe3aBNUCMOiA
NamaTy 1 NCMONb3YeTCs AN UHULMANN3aumnm CUCTeMbI
HernocpeACTBEHHO NOC/Ie 3arpy3Ku.

Hactporikm no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3anunCbIBaOTCA MPU NPOM3BOACTBE Ha Speedster. RESET Ha
Kopryce no3BossieT COpoCUTb CTAPTOBbIE HACTPOKM Ha
3aBoJCKMe.

®ainbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUYHYHO, 6e3
y4acTust KOMaHAHOW cTpoKK. MNpu 3TOM ciegyeT MOMHUTb, YTO CTPOKM HauMHatoLmecs ¢
! MITHOPUMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN04EHbI B 4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.
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2.1 BBoAg KOMaHA4 B KOMAaHAHOW CTpoKe

KomaHaHbIN nHTepnpeTaTop Speedster pa3zpaboTaH TakuM 06pa3oM, UTO6bI UM MOT
NONb30BaTbCA Kak HAYMHAKLLNIA, TaK W OMbITHbIM NONb30BaTeNb. Bce KOMaHAbI U
napamMeTpbl MMEIT ACHbIE 1 Nerko 3anoMUHaKLLMeCs Ha3BaHWS.

KomaHZAbl pa36buTbl Ha rpynmnbl 1 BbICTPOEHbI B epapXuto. Taknm o6pasom, Ans
BbINOHEHWNS KAKOK-1M60 HACTPOIKIN NONBb30BaTENIO HY>HO NocneAoBaTe/IbHO BBECTH
Ha3BaHWs BNOXEHHbIX rPYMN KOMaHZ, (Y310BbIX KOMaHZA) 1 3aTeM BBECTU KOHEUHYHO
KOMaHAy ¢ napameTpamu.

Hanpumep, IP-agpec ceTeBoro nHtepderica GigabitEthernet0/Vlan2 3agaeTtca KomaHAOM
address, koTopas HaxoauTcsa B rpynne interface - ip:

(config)>interface GigabitEthernet0/Vlan2 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa, B rpynny

HekoTopble y3noBble KOMaHAbl, cogepKaLle Habop JoUYepHUX KOMaHZ, NMO3BONSIOT
MO/Ib30BaTE/0 BbIMOMHUTL «BXOA» B FPYMMy, YTO6bl BBOAUTL AOYEPHME KOMaHABI
HenocpeACTBEHHO, He TpaTsA BpeMsl Ha BBOZA MIMEHW y3/10BOM KOMaHAbl. B 3ToM cayyae
MeHSeTCA TeKCT NpUraaLleHns KOMaHAHOM CTPOKK, YTO6bI NONb30BaTe b BUAEN, B KAaKOW
rpynne oH HaxoAnTcs.

JobaBneHa koMaHAa exit nnr no HaxxaTuro KombuHaumm knasuwl [Ctrl]+[D] BbiInonHsieTcs
BbIXOZ, 13 rpynnbl.

Hanpumep, npu Bxoge B rpynny interface npurnalieHne KOMaHAHOM CTPOKW MeHsAeTCs
Ha (config-if):

(config)>interface GigabitEthernet0/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 /icnosib30oBaHMe CNpaBKU U
aBToOA0MNoJ/IHeHUA

28

[lna Toro 4to6bI caenaTh NPOLLECC HACTPOMKM MaKCUManbHO YAO6HbLIM, MHTepdenc
KOMaHZAHOW CTPOKN nMeeT GYHKLMI0 aBTOA0MOMHEHNS KOMaHA 1 NapamMeTpos,
noAcKkasblBas ornepaTopy, Kakme KOMaHAbl AOCTYMNHbI Ha TekyLLleM YPOBHE B/IOXKEHHOCTMU.
ABTOZ0MONHEHMe paboTaeT No HaxaTuo Knaeuwmn [Tab]l. Hanpumep:

(config)>in[Tab]
interface - network interface configuration

(config)> interface Gi[Tab]
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Usage template:
interface {name}

Variants:
GigabitEthernet0
GigabitEthernet0/Vlanl
GigabitEthernet0/Vlan2

(config)> interface GigabitEthernetO[Tab]

Usage template:
interface {name}

Variants:
GigabitEthernet0/Vlanl
GigabitEthernet0/Vlan2

(config)> interface GiEthernet®[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLeil KOMaHge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface GigabitEthernet0/Vlan2 [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
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ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface GigabitEthernet0/Vlan2

2.3 NMpedunkc no

I'Ipeq>|/||<c NO NCNONBb3YeTCA AN1A OTMEHDbI ,Cl,eIZCTBI/Iﬂ KOMaHZAbl, nepes KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHaa interface oTBeuaeT 3a co3jaHMe ceTeBOro MHTepdeica c 3ajaHHbIM
nmeHeM. Npedrkc no, NCnonb3yeMblii C 3TON KOMaHAOW, Bbl3biBaeT 0bpaTHoOe JelicTBre —
yaaneHve nHtepderica:

(config)> no interface PPPoEO

Ecnn koMaHga cocTaBHasi, N0 MOXET CTaBUTLCA Nepes, obbiM ee YneHoM. Hanpumep,
koMaHga service dhcp BkarouaeT cnyx6y DHCP 1 cOCTOUT U3 ABYX YacTel: service —
NMEHW rpynnbl B nepapxum koMang, n dhecp — KoHeuHol komaHAbl. Mpedurkc no MOXKHO
CTaBUTb Kak B Hayase, Tak 1 B cepeimnHe. leincTeme B 060mx cnyyasx byaeT o4NHAKOBbIM:
OCTaHOBKa C/TyX6bl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,

30

MHorue KOMaHAbI o6na,a,a+0T CBOWVICTBOM UGEMI’)OI’I’IEHmHOCmU, KOTOpPOE NPOoABAAETCA B
TOM, YTO MHOFOKpaTHbIIZ BBOJ 3TUX KOMaHA NpUBOANT K TEM XE USMEHEHUAM, UTO U
oAHoOKpaTHbI. Hanpumep, komaHAa service http fo6asnsert ctpoky «service http» B
TekyLme HacTPOWMKKN, U MNP MOBTOPHOM BBOJE HMUYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosiseT A406aBNATb He OfHY, a8 HECKONbKO 3anuncen, ecnu
BBOAMWTb VX C Pa3HbIMW aprymeHTaMu. Hanpumep, ctatuyeckme 3anucy B Tabnvue
MapLipyTusaumu ip route nnv dunbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NpUCYTCTBYHOT B HAaCTPOMKax B BUAE CINCKA:

Mpumep 2.1. cnonb3oBaHMe KOMaHAbl C MHOFOKpPaTHbIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1

CnpaBo4HuK komaHa — Speedster (KN-3010)



naBa 2 3HaKOMCTBO C KOMaHAHOW CTPOKOWA

3anucK 13 Takmnx TabauL, MOXHO yAansaTb No OAHOM, NCMOb3ys NpePUKe No, 1 yKasbiBas
B apryMeHTe KOMaHZbl, Kakyto UMEeHHO 3anucb TpebyeTcsa yaanunTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO

ip route 1.1.1.0 2
.1.3.0 255.255.255.0 PPTP1

ip route

[y

2.5 CoxpaHeHue HacTpoekK

TekyLLme 1 CTapTOBble HACTPONKK XpaHATCA B ¢painax running-config u startup-config.
Ans TOoro 4To6bl COXPaHUTL TeKyLLMe HAaCTPOKN B SHEProHEe3aBUCMMYHO NaMATb, HYXXHO
BBECTW KOMaHAY KOMMPOBaHUs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTNno)KeHHas nepesarpyska

Ecnm Speedster HaxoAUTCA Ha 3HAUNTENBHOM YAaNeHMM OT orepaTopa 1 ynpaBsieTcs Mno
CeTu, BO3HVKAET OMacHOCTb NOTePsiTh CBA3b C HUM MO NPUYMHE OLIMBGOYHbIX AeACTBII
oneparopa. B 3ToM clyyae nepesarpyska 1 BO3BPaT K COXPaHeHHbIM HacTpolikam 6yayT
3aTpyZAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/IOXXEHHO nepesarpysku,

BbINOHUTb «OMaCHbIe» HACTPOIIKM, 3aTeM BbIK/TIOUNTbL TaliMeEp Y COXPaHUTb U3MEHEHWS.
Ecnv B npoLiecce HacTPOLiKM CBSI3b C YCTPONCTBOM byAeT NoTepsiHa, onepaTopy A0CTaTOUHO
ByAeT A0XAATbCA aBTOMATNYECKOWN nepesarpy3ku 1 NOAKNHOUNTBLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OonucaHue KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

MNpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  copy ¢«sources «destinations

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

source Ums gaiina MNyTb K daliny, KOTopbI HE0H6XO0AMMO
CKOMMpoBaTh.

destination |Wma ¢aina MyTb K KaTanory, Kyga éygeT ckonmpoBaH
dann.

Mpumep Hanpuwmep, coxpaHeHmne HacTpoek genaetcsd Tak:
(config)> copy running-config startup-config

(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

VICTOleﬂ N3MeHeHWniA Bepcmﬂ onvcaHue

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHwne Yaanutb ¢aiin ns namaTtu Speedster.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
filename Wma ganna MyTb K paliny, KOTOPLIA HEO6XOAMMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.14ls
OonucaHue BbiBecTy Ha akpaH cnncok ¢ainnos B yKkazaHHOM KaTanore.
Mpejukc no Het
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MeHsieT HacTpoAKM

Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.1.5 mkdir

OnucaHwue
Mpedukc no

MeHsieT HaCTpoViKKn

(config)> s [«directory:]
AprymeHT 3HauyeHue OnuncaHwue
directory CTpoka MNyTb K KaTanory. [lomkeH cogepxatb NMs

bainnoBoi CUCTEMbI M HEMOCPEACTBEHHO NYTh
K kaTanory B dopmarte < painoas cmcrema

> < nyTb >. NpuMepbl Gpalinosbix cnctem —

flash, temp, proc, usbn t. 4.

(config)> 1s FILES:

rel: FILES:
entry, type = D:
name: com
entry, type = R:
name: IMAX.mkv
size: 1886912512
entry, type = D:

name: speedfan

entry, type = D:
name: portable

entry, type = D:
name: video

entry, type = D:

name: HoBas nanka
Bepcus OnucaHve
2.00 JlobaBneHa komaHaa ls.

Co3paTb HOBbI KaTasnor.
HeTt

Het

MHorokpaTtHbiia BBog, Het
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.1.6 more

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config)> mkdir «directory»

AprymeHT 3HauyeHue OnucaHwue

directory Ctpoka MyTb K KaTanory.

(config)> mkdir SANDSK:/test
FileSystem: :Repository: "SANDSK:/test" created.

(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.

Bepcus OnucaHve

212 JobaBneHa komaHaa mkdir.

BbiBeCTV Ha 3KpaH cofepXXmMMoe TeKCToBOro gaiina NnoCcTpoyHoO.
Het
Het

Het

(config)> more «filename>

AprymeHT 3HauyeHue OnuncaHwue

filename Wms @anna MonHoe nma gaina nam NCeBAOHUM.

(config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1 rotate

Bepcus OnucaHve

2.00 JlobaBneHa KoMaHa more.

3.2 access-list

OnucaHwne

JocTyn K rpynne KOMaHz, A5 HaCTPOVKM BbIBPAaHHOIO CMCKa NpaBu
dunbTpaumm nakeToB. ECM CNNCOK He HalAeH, KOMaHAa NbITaeTCs ero
C03/aTb. TakoW CANCOK MOXET 6bITb NPUCBOEH CeTEBOMY UHTepdericy ¢
nomoLLblo KoMaHapl interface ip access-group.

KomaHgaa ¢ npedrkcom no yaansieT Crnmcok npasul.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Bxo)xaeHue B rpynny (config-acl)

CuHoncuc (config)> access-list <name»

(config)> no access-list wname>

AprymeHTbI AprymeHT |3HauyeHue |OnucaHue

name Ctpoka Ha3BaHwne cnuncka npasun ¢unbTpaumm (Access
Control List, ACL).

Mpumep (config)> access-list test_acl
Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa access-list.

3.2.1 access-list deny

OnucaHwue Jo6aBnTb 3anpeLyatoLLiee NpaBuIo GuabTPaL MM NakeToB B yKa3aHHbIN ACL.
KomaHga ¢ npedumkcom no yganset npasuso.

MNpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-acl)>  deny (tcp | udp) <source> <source-mask»
[ port((<«src-port-operator <source-ports)|
( range <source-port <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port «destination-end-port))]

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask»
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AprymeHThl

(config-acl)> no deny (tcp | udp) <sources <source-mask»
[port((<«src-port-operators<source-port)|
( range <source-ports <source-end-port»))]
<«destinations <destination-mask>
[ port((<«dst-port-operator «destination-port>)|
( range «destination-ports «destination-end-port,))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
«destinations <destination-mask>

AprymeHT 3HaueHue |OnucaHve
tcp Krwyesoe | TCP NpoOTOKO/I.
C/10B0
udp Krwyesoe |UDP npoToKon.
C/10B0
icmp Kmiwyesoe  |ICMP npoToKo-.
C/10B0
esp Krmwyesoe |ESP npoToKon.
C/1080
gre Knwyesoe |GRE npoTokon.
C/10B0
ipip Knoyesoe |IP in IP npoTOKO.
C/10B0
ip Knwyeoe |IP-npoToKon (BKAKOYaeT B cebs TCP,
C/10BO UDP, ICMP v npouwve).
source IP-agpec |AApec NCTOYHKKA B 3arosioBKe
IP-nakeTa.
source-mask IP-macka |Macka, npriMeHeHsemMas K agpecy
MCTOYHKKa B 3aronoeke IP-nakeTa,
nepe/ CpaBHeHVIEM C source.
CyLiecTByeT ABa cnocoba BBOJa Macku:
B KaHOHW4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuAe 6UTOBOI
ANViHbI NpeduKca (Hanpumep, /24).
source-port Lenoe MopT ncrounmka s TCP nnn UDP
4yucsio 3arosioBke.
source-end-port lenoe OkoHuaHue gmnanasoHa NnopToBs
4yucsio NCTOYHWMKaA.
src-port-operator |1t Onepartop «MeHbLUe» ANA CPpaBHEHUS
nopTa C yKasaHHbIM source-port.
eq OnepaTtop «paBHO» ANSA CPaBHEHMS
nopTa € yKa3aHHbIM source-port.
gt Onepatop «6obLUe» ANs CPpaBHEHNS

rnopTa C YKa3aHHbIM source-port.
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AprymeHT

3HauyeHve

OnucaHue

destination

IP-agpec

Ajpec HasHa4yeHus B 3arosioBke
IP-nakeTa.

destination-mask IP-macka

Macka, nprumeHeHsemMas K agpecy
Ha3HaueHuA B 3aronoske IP-nakera,
nepe/j cpaBHeHveM c destination
CywecTByeT ABa cnocoba BBOJa MacKu:
B KaHOHWN4eckol dopme (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOW

ANViHbI Npedukca (Hanpumep, /24).

destination-port Llenoe

4yncrsio

MopT Ha3HauyeHwa B TCP nnn UDP
3arosoBske.

destination-end-port|lenoe

OKOH4aHMe gmarasoHa nopTtoB

4yucsio HasHa4yeHunAd.
dst-port-operator |1t OnepaTop «MeHbLLe» A/ CPpaBHEHNSA
nopTa C YKa3aHHbIM
destination-port.
eq OnepaTtop «paBHO» AN CPAaBHEHWA
nopTa € YKa3aHHbIM
destination-port.
gt OnepaTtop «6osbLUe» 418 CpaBHeEHUS
nopTa € YKa3aHHbIM
destination-port.
Npumep (config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »

range 18 88

Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »

255.255.255.0

Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »

range 18 88

Network: :Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »

255.255.255.0

Network: :Acl: Rule deleted.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

[JobaeneHa komaHaa access-list deny.

2.06

HoBoe 3HaueHwe ip 66110 f06aBAEHO B apryMeHT

protocol.

2.08

Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre v ipip

2.09.A.2.1

Jo6aBneHbl A1anasoHbl NOPTOB.
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3.2.2 access-list permit

OnucaHue Jo6aBuTb paspeLuatoLLiee npasuio dbuabTpaLmm NakeTos B yKasaHHbIN ACL.

KomaHga c npedurKcom no yaansiet npasuso.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config-acl)>  permit (tcp | udp) <sources <source-mask>
[port((<«src-port-operators<source-port:)|
( range <source-ports <source-end-port»))]
<«destinations <destination-mask>
[ port((<«dst-port-operator «destination-port>)|
( range «destination-port> «destination-end-port>))]
(config-acl)> permit(icmp | esp | gre | ipip | ip)«sources«source-mask>
«destination <destination-mask>
(config-acl)> no permit (tcp | udp) <sources <source-mask>
[ port((<«src-port-operators<source-ports)|
( range <source-ports <source-end-port»))]
<destinations «destination-mask>
[ port((<«dst-port-operator:«destination-port)|
( range «destination-port> «destination-end-port»))]
(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask>
«destinations <destination-mask>
AprymeHTbI AprymeHT 3HaueHue OnucaHue
tcp Krwyesoe | TCP NpOTOKO.
C/10BO
udp Kmiwyesoe |UDP npoToKon.
C/10BO
icmp Kmwyesoe  |ICMP npoTokKo.
C/10BO
esp Krmwyesoe |ESP npoTokon.
C/10BO
gre Krw4esoe  |GRE NpoTOKO.
CJ/10BO
ipip Kroyesoe |IP in IP npoTOKO.
CJ10BO
ip Knwyeoe |IP-npoToKON (BKAtOYaeT B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
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AprymeHT 3HaueHve |OnucaHve
source IP-agpec |AApec UCTOYHKKA B 3arojioBke
IP-nakera.
source-mask IP-macka |Macka, npriMeHeHaeMas K agpecy
MCTOYHKKa B 3aronoske IP-nakera,
nepe/ cpaBHeHVEM C source.
CywecTByeT ABa cnocoba BBOJa MacKu:
B KaHOHWN4eckol dopme (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOW
ANVHBI Npedukca (Hanpumep, /24).
source-port Llenoe MopT ncrtouHwka B TCP nnn UDP
uncnao 3aroJioBke.
source-end-port Lenoe OkoHYaHwue frarnasoHa nopTos
4yucJsio NCTOYHWKa.
src-port-operator |1t OnepaTop «MeHbLLe» A/ CPpaBHEHNSA
nopTa C YKasaHHbIM source-port.
eq OnepaTop «paBHO» /1Al CPaBHEHUS
nopTa C YKasaHHbIM source-port.
gt OnepaTtop «6osbLUe» 418 CpaBHeEHUS
nopTa C yKasaHHbIM source-port.
destination IP-agpec |Aapec Ha3HayeHWs B 3aronoske
IP-nakerta.
destination-mask IP-macka |Macka, npMMeHeHsaeMas K agpecy
Ha3HaueHWA B 3aronoBke IP-nakeTa,
nepes cpaBHeHneM c destination.
CywecTByeT AiBa cnocoba BBOJa MacKu:
B KaHOHWn4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuJe 6UTOBOI
ANViHbI Npedukca (Hanpumep, /24).
destination-port Llenoe MopT Ha3HauveHwA B TCP namn UDP
uncso 3aroJioBke.
destination-end-port|lenoe OKoH4YaHWe AranasoHa nopTos
uncriio Ha3Ha4yeHunA.
dst-port-operator |lt OnepaTop «MeHbLLe» A/ CPaBHEHNSA
nopTa C YKasaHHbIM
destination-port.
eq OnepaTop «paBHO» AN CPaBHEHUS
nopTa C yKasaHHbIM
destination-port.
gt Onepatop «6onbLUe» Ans CpaBHEHNS

nopTa C YKa3aHHbIM
destination-port.
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Npumep (config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 8080 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.

WcTopuns nsmeHeHunit |Bepcus onucaHue
2.00 JobasneHa KoMmaHaa access-list permit.
2.06 HoBoe 3HaueHue ip 6b110 fO06aBNEHO B apryMeHT
protocol.
2.08 Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre v ipip.
2.09.A.2.1 Jlo6aBneHbl AnanasoHbl MOPTOB.

3.2.3 access-list rule

OonucaHmne OTKNYNTL NpaBuno ACL, OrpaHNYNTbL BpeMs ero paboTbl pacnmncaHnem,
MN3MEHUTb €ro MecTo B CN1CKe NpaBua Uan 4o06aBUTb €ro onncaHue.

KomaHaa ¢ npeprKcom no BkItOUYaeT NPaBuio, OTMEHSeT pacncaHne nnm
yAansieT onuncaHue.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-acl)>  rule <index> (disable | schedule <schedule> | order

<new-1index> | description «descriptiom)

(config-acl)> no rule <index> (disable | schedule | description)
AprymeHTbI AprymeHT 3HauveHue OonucaHue

index lenoe uyucno |Homep npasumna ACL.

disable Kroyesoe OTKNtounTb Npasmno ACL.

c/oBo
schedule Pacnucanune Ha3BaHVe pacnncaHuns, Co34aHHOro npwu
nomMoLum rpynnel KoMaHa schedule.

42 CnpaBo4HuK komaHa — Speedster (KN-3010)



naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
order lenoe 4yncno |Hosas nosnuma npaswmna ACL B cnmcke.
description |CTpoka OnwucaHuve npaswuna ACL.

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

rule 0 disable
Rule disabled.

rule 0 schedule acl_schedule
Rule schedule set to "acl schedule".

(config-acl)>rule 0 description myacl

Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

Rule description set to "myacl".

rule 0 order 1
Rule 0 moved to position 1.

no rule 0 disable
Rule enabled.

no rule 0 schedule
Rule schedule removed.

no rule 0 description
Rule description removed.

Bepcusa

OnucaHue

2.08

JlobaBneHa koMaHa access-list rule.

3.3 adguard-dns

OnucaHwue
Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

BxoXkaeHue B rpynmny

CvHoncuc

Mpumep

WcTopus nsmeHeHum

(adguard-dns)

JocTtyn K rpynne KoMaHa Ans HacTporikm npodbunei 3awmTel AdGuard DNS.

I(conﬁg)> adguard-dns

(config)> adguard-dns
Core::Configurator: Done.

(adguard-dns)>

Bepcus

OnucaHune

2.12

Job6asneHa komaHaa adguard-dns.
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3.3.1 adguard-

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

dns assign

HasHaunTb npodunb 3amThl XOCTY. 10 yMONYaHMIO A/15 BCEX XOCTOB
ncnonb3yetca npodunb standard.

KomaHga c npedrkcom no Bo3BpaLLaeT 3HaueHre no yMonyaHmo — npodusib
standard.

[Ja
Ja
Ja
(adguard-dns)>  assign [ <host» ] <types

(adguard-dns)> no assign [ <host> ]

AprymeHT 3HauyeHue OnuncaHwue

host MAC-agpec XOCT, K KOTOpOMY NpuMeHsieTcs npoduib
3aWmnThl. ECnn He yKasaH, npodub
NPUMEHSIeTCA KO BCEM XOCTaM.

type default 3aluMTa He UCNoJib3yeTCs.
base broknpoBka pekiambl, TPEKNHIa 1 GULLINHTA.
standard BesonacHoe npeobpasosaHume DNS, 6e3
6710KMPOBKN.
family BnoknpoBKa peknambl, TPEKNHIa, GULLINHTA,

CaliToB A4/19 B3POC/bIX, BKNHOUUTL 6€30MacHbI
nouck B 6paysepe.

(adguard-dns)> assign base
AdguardDns::Client: Default type set.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA default
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been associated with »
"default" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA standard
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "standard" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA family
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "family" profile.

(adguard-dns)> no assign a8:1e:84:85:f2:72
AdguardDns::Client: Host "a8:1e:84:85:f2:72" has been removed.

(adguard-dns)> no assign
AdguardDns::Client: Default type set.
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UcTopuns nameHeHuii

3.3.2 adguard-

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

3.3.3 adguard-

OnucaHwue
MNpejukc no
MeHsieT HacTpoikmn

MHorokpaTHbIiA BBOA,

CvHoncuc

Mpumep

UcTopus nsmeHeHwnii

Bepcus OnucaHve

2.12 [JobaeneHa komaHaa adguard-dns assign.

dns check-availability
MpoBepuTb AOCTYNHOCTb CNyX6bl AdGuard DNS.
Het

Het

HeTt
I(adguard-dns)> check-availability

(adguard-dns)> check-availability
AdguardDns::Client: AdGuard DNS is available.

Bepcus OnucaHve
2.12 Jlo6baBneHa komaHaa adguard-dns check-availability.

dns enable

BrntounTe cnyxby AdGuard DNS.

KomaHaa ¢ npedrKcomM no oCTaHaBNMBaET CNyXo6y.
Ja

Ja

Het

I (adguard-dns)>  enable

I (adguard-dns)> no enable

(adguard-dns)> enable
AdguardDns::Client: AdGuard DNS enabled.

(adguard-dns)> no enable
AdguardDns::Client: AdGuard DNS disabled.

Bepcus OnucaHue

2.12 [Jlo6baBneHa komaHza adguard-dns enable.
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3.4 cloud control2 security-level

OnucaHwne YcTaHoBUTL ypoBeHb 6e3onacHocTu cepBuca Cloud Control2 ang mobuneHoro
npunoxeHus Keenetic. Mo ymMon4aHWIO Ha3HavYeH ypoBeHb 6e30MacHoCT
public.

Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> cloud control2 security-level (public | private)

AprymeHTbI AprymeHT |3HaueHune OnuncaHue

public Knw4esoe cnoso |foctyn k Cloud Control2 paspelueH ans
public, private n protected nHtep¢eiicos.

private |Knmw4esoe cnoso |focTtyn k Cloud Control2 pa3peLueH TonbKO
Ans private nHtepdeiicos.

Mpumep (config)> cloud control2 security-level public
CloudControl2: :Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

VICTOleﬂ Mn3MeHeHWiA Bepc”ﬂ onvcaHue

3.05 Job6asneHa komaHga cloud control2 security-level.

3.5 cloudflare-dns

OnucaHue JocTyn K rpynne KoMaHg Ans HacTponku npoduneli 3awmtel Cloudflare DNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (cloudflare-dns)

CunHoncuc I (config)> cloudflare-dns

Mpumep (config)> cloudflare-dns
Core::Configurator: Done.
(cloudflare-dns)>
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.05

JobaeneHa komaHaa cloudflare-dns.

3.5.1 cloudflare-dns assign

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

HasHauunTb npodunb 3anThl XOCTY. 10 YMOYaHMIO 415 BCEX XOCTOB
ncnonb3yeTtca npodunb standard.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoan4aHuio.

Ja
[Ja
Ja
(cloudflare-dns)>  assign [ <hosts ] «types
(cloudflare-dns)> no assign [ <hosts ]
AprymeHT |3HauyeHue OnucaHve
host MAC-agpec XOCT, K KOTOPOMY NpUMeHsieTcs npoduib
3awmnTbl. Ecnn He ykasaH, npodub
NMPUMEHSIETCA KO BCEM XOCTaM.
type default 3almTa He UCNOoJIb3yeTCs.
standard BesonacHbIi DNS, 6e3 610K1MpOBKN.
malware BriokvpoBKa BpefoHOCHbBIX MPOrpamMm.
family BrokvpoBKa Bpe;JOHOCHbLIX MPOrpamMMm v CaliTos
4N B3POC/IbIX.

(cloudflare-dns)> assign default
CloudflareDns::Client: Default type set.

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 default

CloudflareDns::Client:
with "default" profile.

"c0:b8:83:c2:cb:11" has been reassociated

v

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 standard

CloudflareDns: :Client:

"c0:b8:83:c2:cb:11" has been reassociated

\J

with "standard" profile.

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 malware

CloudflareDns::Client:
with "malware" profile.

"c0:b8:83:c2:cb:11" has been reassociated

v

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 family

CloudflareDns::Client:
with "family" profile.

"c0:b8:83:c2:cb:11" has been reassociated

v
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(cloudflare-dns)> no assign c0:b8:83:c2:ch:11
CloudflareDns: :Client: Host "c0:b8:83:c2:cb:11" has been removed.

(cloudflare-dns)> no assign

CloudflareDns::Client: Default type set.

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

3.05

Jlo6aeneHa komaHga cloudflare-dns assign.

3.5.2 cloudflare-dns check-availability

OnucaHune MpoBepuTb AOCTYNHOCTL cnyx6bl Cloudflare DNS.

MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuvHoncuc

I(cloudflare-dns)> check-availability

Mpumep (cloudflare-dns)> check-availability
CloudflareDns::Client: Cloudflare DNS is available.

WcTopus nsmeHeHnit |Bepcus

OnucaHue

3.05

[JlobaBneHa komaHga cloudflare-dns check-availability.

3.5.3 cloudflare-dns enable

OnucaHwue BkntounTb cnyx6y Cloudflare DNS.

KomaHgaa c npedprkcom no ocTaHaBNMBAET CNyXo6y.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het

CuHoncnc I (cloudflare-dns)> enable
I (cloudflare-dns)> no enable
Mpumep (cloudflare-dns)> enable

CloudflareDns: :Client: Cloudflare DNS enabled.

(cloudflare-dns)> no enable

CloudflareDns::Client: Cloudflare DNS disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 JlobaBneHa komaHaa cloudflare-dns.

3.6 components

OnucaHue JocTyn K rpyrne KOMaHA A1 yrnpas/ieHNst KOMMNOHEHTaMM1 MUKPOMPOrpaMmel.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

Bxo>xaeHue B rpynny (config-comp)

CuHoncuc (config)>  components
UcTopuns nsmeHeHnii Bepcus OonucaHue
2.00 JlobaBneHa KOMaHAa components.

3.6.1 components auto-update channel

OnucaHwue 3a4aTb NCTOYHMK KOMMOHEHTOB AN14 q)yHKLl,I/lI/I aBToO6HOBNEHUA. 1o
YMOJTYaHUIO NCNONb3yeTcd 3Ha4YeHne stable.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-comp)>  auto-update channel <channel
(config-comp)> no auto-update channel
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue

channel stable KOMMOHEeHTbI MOIHOCTLIO MPOTECTVPOBAHbI
M peKoMeHAyrTCs 418 YCTaHOBKW. B
Beb-vHTepderice 3TOT KaHa yKa3aH Kak
Penus.

preview KoMMnoHeHTbI cogepikaTt HoBelilme GyHKLNN
1 yCOBEPLUEHCTBOBAHUS, HO MPOTECTMPOBAaHbI
He MNOoNMHOCTLIO. B Be6-HTepdelice 3TOT kKaHarn
yKa3aH Kkak MpenBaputenbHas Bepcus.
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AprymeHT 3HauyeHue OnuncaHwue

draft KoMnoHeHTbI cogepaT HoBeWLne GyHKLMN
1N NCMONb3YHTCA ANS TeCTUPOBaHMA. B
Be6-nHTepdeince 3TOT KaHaN yKa3aH Kak
TectoBas cbopka.

Mpumep (config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 JlobaBneHa komaHAa components auto-update channel.

3.6.2 components auto-update disable

OnucaHwune CDyHKLl,VIﬂ aBTOMATMYecKoro 06HOBNAEHUSA KOMIMOHEHTOB. Mo yMONYaHNKO
aBTOMaTU4Yeckoe O6HOB/IEHME BKIHOUEHO.

KomaHza ¢ npedprKcom no Bk/HOUaET aBTOMaTU4eckoe 0bHOBEHME.,
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

CnHoncuc I(config—comp)> auto-update disable

I (config-comp)> no auto-update disable

Mpumep (config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.09 [JlobaBneHa komaHza components auto-update disable.

3.6.3 components auto-update schedule

OonucaHue MpucBoUTb pacnuncaHme Aas paboTbl PyHKLMM aBTOMATNYECKOro 06HOBAEHMS.
Mepes BbiNOAHEHNEM KOMaHAbl pacnmcaHue A0/MKHO 6bITb CO34aHO U
HacTpoeHo npw nomoLum koMaHabl schedule action.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

KoMaHAa ¢ npedurkcom no pa3pbiBaeT CBSi3b MeXAY pacnmncaHem u
aBTOMaTUYEeCKUM O6HOBNEHNEM.

Ja

Aa

Het

(config-comp)>  auto-update schedule «<schedule;

(config-comp)> no auto-update schedule

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnncanne |HasBaHMe pacnmcaHus, CO34aHHOro npu
nomMoLuwm rpynnel KoMmaHg schedule.

(config-comp)> auto-update schedule Update
Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.

Bepcus OnucaHue
3.03 JlobaBneHa komaHAa components auto-update
schedule.

3.6.4 components check-update

OnucaHune

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

MNpoBepuTbL 0OB6HOBIEHME MPOLLNBKYK A5 KAHAVAATA UV BELOMOro
yctporictea MogynbHon Wi-Fi Cnctembl.

Het
Het

Het

(config-comp)>  check-update [ force]

AprymeHT 3HauyeHue OnuncaHwue

force KnwyeBoe [MocToAHHO npoBepATb Hann4yne
CJ10BO 06HOBNEHUIA.

(config-comp)> check-update

release: 2.15.A.3.0-2
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sandbox: draft
timestamp: Dec 17 18:58:55
valid: no

(config-comp)> check-update force

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55

valid: no
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.14 [JlobaeneHa komaHaa components check-update.

3.6.5 components commit

OnucaHune |_|pI/IMeHI/ITb n3MeHeHns, BHeCeHHble KoMaHaaMu components install n
components remove.

Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-comp)>  commit
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 [JobaBneHa KOMaHAa components commit.

3.6.6 components install

OnucaHwue OTMeTUTb KOMMOHEHT ANs nocaeaytoLleil yctaHoBk. OKOHYaTeNbHas
YyCTaHOBKa BbINOIHAETCA KOMaHAo0M components commit.

MNpejukc no Het
MeHsieT HacTpouikm  /[la

MHorokpaTtHbIiA BBOg, [a

CuHoncnc (config-comp)>  install «component>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
component CTpoka Ha3BaHVe KoMnoHeHTa. CNMCoK JOCTYMHbIX
NS YCTAHOBKW KOMMOHEHTOB MOXET 6bITb
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Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

BbIBeJEH Ha 3KpaH KOMaHAoM components
list.

(config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.

Bepcus OnucaHve

2.00 JobasneHa koMaHAa components install.

3.6.7 components list

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CviHoncumc

AprymeHThl

Mpumep

HEPEKHFOLWITbCﬂ Ha Bbl6paHHy}O necoyHuLy n oTMeTuUTb 4114 YCTaHOBKU BCe
KOMIMOHEHTHI, Tpe6y+ou.u/|e M3MeHEHNA ANA COOTBETCTBUA BEPCN B
rnecoyHuue. Echm BeIMNONHNTL KOMaHAy 6e3 aprymeHTa, 1o 6yp,eT BbiBEAEH
BeCb CNMCOK BCEX KOMIMOHEHTOB TeKyU.I,EI7| necoYvyHmubl (yCTaHOBI'IEHHbIX n
AOCTYNHbIX 4114 yCTaHOBKI/I). Ecnn OTCYTCTBYET NoAK/TH4YeEHNE K MHTepHeT, TO
6y,qu BblBE€AEH TOJIbKO CMUNCOK y>Ke YCTaHOB/ME€HHbIX KOMMOHEHTOB.

HeT
Het

Het

(config-comp)>  list [ sandbox ]

AprymeHT 3HauyeHue OnucaHwue

sandbox CTpoka YpaneHHasa neco4yHuua, Hanpumep stable

nnn beta.

(config-comp)> list

firmware:
version: 2.13.C.0.0-1

sandbox: stable

local:
sandbox: beta

component:
name: base

priority: optional
size: 35233
version: 2.13.C.0.0-1
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hash: f65428af2a6fd636db779370deb5840
installed: 2.13.B.1.0-1

preset: minimal
preset: recommended
queued: yes

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHue
2.00 JobasneHa koMaHaa components list.
2.06.A.6 [JobaeneH napameTp sandbox. KomaHaa components

list Ao/KHa NCNONB30BaTLCS BMECTO yCTapeBLUeit
components sync.

3.6.8 components preset

OonucaHue BblbpaTb roToBbIli HA6OP KOMMOHEHTOB. YCTaHOBKAa Habopa BbINOHAETCS
KOMaHZo components commit.

Mpexae YemM ycTaHOBUTbL HAbOp KOMMOHEHTOB, MPOBepbTe NOC/IeHMEe BepCUmn
KOMMOHEHTOB Ha cepBepe 06HOBMEHNIA KOMaHAoM components list.
TpebyeTcsa nogkntoueHme K MHTepHeTy.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-comp)>  preset preset>

AprymeHTbI KonnuyecTtBo 1 Ha3BaHWsA roToBbIX HA6OPOB KOMMOHEHTOB MOTYT 6bITb
N3MeHEeHbI, MO3TOMY peKOMeHAyeTCs MPOBePUTb CINCOK AOCTYMHbBIX HA6OPOB
KoMaHZol preset [Tab].

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWHMManbHO BO3MOXHBIV 419 paboThbl
YyCTPOCTBA Habop KOMMNOHEHTOB byzeT
OTMEUYEH.

recommended |PekomeHAyeMbli HA6OpP KOMMOHEHTOB byaeT
OTMeYeH ANs YCTaHOBKM.

Mpumep (config-comp)> preset [Tab]

Usage template:
preset {preset}

Choose:
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minimal
recommended

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JlobaeneHa KomaHAa components preset.

3.6.9 components preview

OnucaHwue MNMoka3aTb pa3mep NPOLLUNBKW, COCTaBAEHHOW U3 KOMMOHEHTOB, BbIBPaHHbIX
C NoMoLLb KOMaHAbl components install.

Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncunc I (config-comp)>  preview
Mpumep (config-comp)> preview
preview:
size: 7733308
WcTopus nsmeHeHuimi Bepcus onucaHue

2.06 [JlobaBneHa KoOMaHAa components preview.

3.6.10 components remove

OnucaHue OTMETUTb KOMMOHEHT A5t NoC/eAytoLLero yaaneHus. OkoH4YaTenbHoe
yAaneHue BbINOHAETCA KOMaHAoM components commit.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBOg, [a

CuHoncuc I (config-comp)>  remove <component>
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

component CTpoka Ha3BaHVe KoMnoHeHTa. CNMCoK JAOCTYMHbIX
ANSA yAaneHns KOMNOHEHTOB MOXeT 6biTb
BblBeJeH Ha 3KpaH KOMaHAolM components
list.

(config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.

Bepcus OnucaHve

2.00 JobasneHa KOMaHAa components remove.

3.6.11 components validity-period

OnucaHune

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBWUTbL CPOK aKTyasibHOCTU NOKabHOroO CAncKa KOMMNOHEHTOB. 1o
NcTevYeHnn 3Toro BpeMeHn byaeT aBTOMaTUYeCKn BbiMOAHeHa KoMaHaa
components list Ana nonyyeHns TekyLLero Cnmcka KOMMNOHEHTOB C cepBepa
06HOBNEeHMA. [10 yMONYaHWIO NCMOJIb3yeTcs 3HadeHe 1800.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.

Ja

Ja

Het

(config-comp)>  validity-period <seconds>

(config-comp)> no validity-period

AprymeHT 3HauyeHue OnuncaHwue

seconds UYenoe umucro |CpoK aKTyasIbHOCTY NOKAJLHOIO Crncka
KOMIMOHEHTOB B CeKyHAax. MoXeT NpuHMMaTb
3HayeHWAa B npegenax ot 0 Ao 604800

BK/THOYNTENIbHO.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Bepcus OnucaHve

2.03 Jlo6aBneHa komaHAa components validity-period.
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3.7 crypto engine

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

BbibpaTtb TN 06paboTkun ESP IPsec NakeToB.
KomaHaa ¢ npedrKcom no oTkntouaeT GyHKLMIO.
Ja

Ja

Het

(config)> crypto engine <type>

(config)> no crypto engine

AprymeHT 3HaueHve |OnucaHve

type software |[porpaMMmHbIN pexmnm.

(config)> crypto engine software
IpSec: :CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHgaa crypto engine.

3.8 crypto ike key

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

AprymeHTbl

Job6asuTb kntou IKE ¢ naeHTUGUKaTOPOM YAaNeHHOW CTOPOHBI.
KomaHga ¢ npeprKcoM no yaanseT yKa3aHHbIN KoY.

Ja

Aa

Ja

(config)> crypto ike key names psk> (<type> <ids | any)

(config)> no crypto ike key name»

AprymeHT 3HauyeHue OnucaHwue

name Ctpoka Ha3BaHwe ktoya. JlonyckaeTtcs

Mncnonb3oBaHMe CMMBOJ10B JIAaTUHCKOro
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AprymeHT 3HauyeHue OnuncaHwue
andasuTa, UNdp, TOUKM, NoAYEPKMBAHUA U
Jeduca.
psk Ctpoka MNaponb ans ayteHTUdMKaumn. JnnHa napons
MOXeT 6bITb OT 6 40 96 CIMBOJOB.
type address NaeHTudnkatopom aensetca IP-agpec.
fqdn NaeHTudnKaTopom SBNAETCH NOAHOE
AOMeHHoe 1M,
dn NaeHTndrKaTopoM ABAAETCA JOMEHHOE NMS.
email NaeHTndunKaTopom ABNSETCA 3N1eKTPOHHbIN
agpec e-mail.
id CTpoka 3HaueHuVe naeHTudmnKaTopa yaaneHHowm
CTOPOHBI.
any Knouesoe PaspeluaeT ncnosib3oBaHue K0Ya N5
C/10BO 0601 yAaneHHO CTOPOHBI.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478 any

IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
added.

Mpumep

(config)> crypto ike key VirtualIPServer »
aDjs0C1lgvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
updated.

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »

removed.
VICTOleﬂ U3MeHeHU Bepcmﬂ onvcaHue
2.06 [Jlo6baBneHa komaHga crypto ike key.

3.9 crypto ike mtu

OnucaHue YcTaHoBUTbL 3Ha4eHue MTU, koTopoe byaeT nepegaHo IKE. o ymon4vaHuto
MTU HacnepyeTcs OoT nHTedelica, Yepes KOTOpbI OCyLLLeCTBAAeTCA AOCTYN B
NHTepHeT.
KomaHga ¢ npedumkcom no Bo3Bpallaet 3HadeHmne MTU no ymondaHumio.
Mpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het
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CuHoncuc (config)> crypto ike mtu (value)
(config)> no crypto ike mtu
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
value UYenoe uucro |3HaveHune MTU. MoXeT NPUHUMAaTb 3HaYeHNs
B Npejenax ot 576 Ao 1500 BKAOUUTENbHO.
Npumep (config)> crypto ike mtu 1400
IpSec::Manager: IKE MTU value is set to 1400.
(config)> no crypto ipsec mtu
IpSec::Manager: Reset IKE MTU value.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

3.08 Jlo6aBneHa koMmaHga crypto ike mtu.

3.10 crypto ike nat-keepalive

OnucaHune YcTaHOBUTb TallM-ayT MexXay NakeTamu keepalive B ciyyae o6Hapy>KeHUs
NAT Mexay KnreHToM 1 cepBepoM IPsec. 1o yMo4YaHNIo YCTaHOB/IEHO
3HaueHwe 20.

KomaHaa ¢ npeprkcom no Bo3BpaLLaeT 3HayeHre rno yMOAYaHUI0.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)> crypto ike nat-keepalive nat-keepalive;
(config)> no crypto ike nat-keepalive
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
nat-keepalive |lYenoe umcno |Talm-ayT mexay naketamu keepalive B
cekyHAax. MoxeT npMH1UMaTh 3HaYeHns B
npegenax ot 5 Ao 3600 BKIHOUNTENBHO.
Mpumep (config)> crypto ike nat-keepalive 90

IpSec: :Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec::Manager: Reset crypto ike nat-keepalive timeout to 20 s.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

3.11 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa crypto ike nat-keepalive.

ike policy

JocTtyn K rpynne KOMaHA ANS HaCTPOViKM BblbpaHHOW nonnTtuku IKE. Ecnu
nonntuka IKE He HalijleHa, KOMaHAa NblTaeTca eé co3aaThb.

KomaHga c npedurkcom no yaanset nonnTtuky IKE. NMpm 3TOM AaHHas NOANTUKA
IKE aBTOMaTu4yeckn ygansaeTcs 13 scex npounen IPsec.

Ja

Aa

Ja

(config-ike-policy)

(config)> crypto ike policy name>

(config)> no crypto ike policy name>

AprymeHT 3HauyeHue OnucaHwue

name CTpoka Ha3saHve nonutuku IKE. lonyckaeTcs
1CNO/b30BaHMe CMBOJIOB JIAaTUHCKOro
andasuTa, UNbp, TOUKK, NOAHEPKNBAHMA Y

fedwuca.

(config)> crypto ike policy test
IpSec::Manager: "test": crypto ike policy successfully created.

(config)> no crypto ike policy test
IpSec: :Manager: Crypto ike policy "test" removed.

Bepcus OnucaHue

2.06 JobasneHa komaHaa crypto ike policy.

3.11.1 crypto ike policy lifetime

OnuncaHwne

Mpe¢ukc no

YCcTaHOBUTL BpeMs XN3HW accouunaumm IPsec IKE. o ymonyaHunto
1ncnonb3yeTca 3HaueHe 86400.

KomaHga ¢ npe¢|/||<c0M No BO3BpaLlaeT 3HaveHne No ymoa4aHuio.

Ja

60

CnpaBo4HuK komaHa — Speedster (KN-3010)




naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Ja

Het

(config-ike-policy)>  lifetime <lifetime>

(config-ike-policy)> no lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime Uesnoe uucso |Bpemsa xun3Hu accoumaumm IPsec IKE B
cekyHAax. MoxeT npuHMMaTb 3Ha4YeHUs B
npegenax ot 60 Ao 2147483647.

(config-ike-policy)> lifetime 3600
IpSec::Manager: "test": crypto ike policy lifetime set to 3600 s.

(config-ike-policy)> no lifetime
IpSec: :Manager: "test": crypto ike policy lifetime reset.

Bepcus OnucaHue

2.06 JobasneHa komaHgaa crypto ike policy lifetime.

3.11.2 crypto ike policy mode

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncmc

AprymeHTsl

Mpumep

3ajatb Bepcuto npotokona IKE. 1o ymonyaHno NCNonb3yeTcd 3HadeHne
ikevl.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoa4YaHuio.
Ja

Ja

Het

(config-ike-policy)>  mode mode>

(config-ike-policy)> no mode

AprymeHT 3HauyeHue OnucaHue

mode ikevl Bepcusa npoTtokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

(config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-ike-policy)> no mode
IpSec: :Manager: "test": crypto ike policy mode reset.

Bepcus OnucaHue

2.06 JobasneHa komaHgaa crypto ike policy mode.

3.11.3 crypto ike policy negotiation-mode

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

YcTaHoBUTE pexnm obmeHa ans IKEv1 (cMm. komaHgy crypto ike policy mode).
Mo ymonuaHuio Ncnob3yeTcsa 3HaveHre main.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Ja

Ja

Het

(config-ike-policy)>  negotiation-mode <negotiation-modes

(config-ike-policy)> no negotiation-mode

AprymeHT 3HauyeHue ‘Onwcal-wle

negotiation-mode main OCHOBHOV pexum, 3aLmiiaeT
naeHTndmKaumo nmpa.

aggressive |ArpeccmBHbIN PeXMM, He 3aLLMLLAEeT

naeHTndMKaumo nmpa.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec: :Manager: "test": crypto ike policy negotiation-mode reset.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHga crypto ike policy

negotiation-mode.

3.11.4 crypto ike policy proposal

OnucaHune

Jo6aBnTb B NoNUTUKY IKE CCbINKY Ha BblbpaHHbIN IKE proposal. OuepegHOCTb

f06aBneHns MeeT 3HaveHne Ans obMeHa JaHHbIMY No npoTokony IKE.

KomaHga c npedurkcom no yaanseTt ccoinky Ha IKE proposal.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.12 crypto

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuvHoncuc

Ja
Ja
Aa
(config-ike-policy)>  proposal <proposal

(config-ike-policy)> no proposal <proposal

AprymeHT 3HauyeHue OnuncaHwue

proposal Crtpoka HasBaHwue IKE proposal. lonyckaroTca
CUMBObI 1aTUHCKOTO andasuTa, Undpsl,
TOYKM, NogyepkmMBaHUA 1 geduchl.

(config-ike-policy)> proposal test
IpSec: :Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec::Manager: "test": crypto ike policy proposal "test" »
successfully removed.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ike policy proposal.

ike proposal

JocTyn K rpynne koMaHg, 415t HacTpoliku BbibpaHHoOro IKE proposal. Ecnu IKE
proposal He HaligeH, KOMaH/Aa NbITaeTca ero co3Aathb.

MONHbBIA CNNCOK aNrOPUTMOB WNGPOBaAHMA peann3oBaHHbIX B CUCTEME
npuBegeH B [prnoxeHnn.

KomaHga c npedurkcom no yaanset IKE proposal. Mpu 3Tom 13 Bcex NOANTUK
IKE aBTOMaTM4eCcKn yAansaTCa CCbIIKU Ha AaHHbIN [KE proposal.

Aa
Ja
Ja

(config-ike-proposal)

I(config)> crypto ike proposal names

I (config)> no crypto ike proposal name>
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name Ctpoka HasBaHwe IKE proposal. lonyckaroTcs
CUMBObI 1aTUHCKOTO andasuTa, Undpsl,
TOYKM, NogvepkmMBaHUA 1 geduchl.

Mpumep (config)> crypto ike proposal test
IpSec: :Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 [Jlo6baBneHa komaHgaa crypto ike proposal.

3.12.1 crypto ike proposal aead

OnucaHwue BkntounTe pexum wngposaHua AEADans IKE proposal.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config—ike—proposal)> aead

NMpumep (config-ike-proposal)> aead
IpSec: :Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »
mode.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.05 JobaBneHa komaHAa crypto ike proposal aead.

3.12.2 crypto ike proposal dh-group

OnucaHune Job6aBunTb BbibpaHHyto DH rpynny B IKE proposal ans paboTbl B pexunme PFS.
OuepegHoCTb f06aBNeHNS NMeeT 3HaueHre 419 obMeHa JaHHbIMY MO
npotokony IKE.

KomaHaa ¢ npepunkcom no yaanseT BblopaHHYO rpynmny.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

(config-ike-proposal)>  dh-group «dh-group»

(config-ike-proposal)> no dh-group «dh-group»

AprymeHT 3HauyeHue OnuncaHwue

dh-group 1 DH rpynna ans paboTel B pexume PFS.
2
5
14
15
16
17
18
19
20
21
25
26
31
32

(config-ike-proposal)> dh-group 14
IpSec: :Manager: "test": crypto ike proposal DH group "14" »
successfully added.

(config-ike-proposal)> no dh-group 14
IpSec::Manager: "test": crypto ike proposal "test" group type »
successfully removed.

Bepcus OnucaHve
2.06 Jlo6aBneHa komaHga crypto ike proposal dh-group.

3.12.3 crypto ike proposal encryption

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn

Jlo6aBuTb BbI6paHHbIN TN WndpoBaHua B IKE proposal. OuepeaHoCTb
f06aBneHns MeeT 3HaveHne Ans obmMeHa fJaHHbIMY No npoTokony IKE.

KomaHga c npedunkcom no yaanset BbIbpaHHbIA TUMN WNPPOBaAHMS.
Ja
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIl/i BBog, /[la

CuHoncuc (config-ike-proposal)>  encryption «encryptions

(config-ike-proposal)> no encryption <encryption;

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

encryption |des Tun wndposaHus IKE.
3des

aes-chc-128
aes-chc-192
aes-chc-256
aes-ctr-128
aes-ctr-192
aes-ctr-256

NMpumep (config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JobasneHa komaHaa crypto ike proposal encryption.

3.12.4 crypto ike proposal integrity

OnucaHune [lo6aBuTb BbIGpaHHOe 3HaveHue anroputma nognucn HVAC B IKE proposal.
OuepegHoCTb fo6aBNeHNA MMeeT 3HaueHKe 419 obMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npednkcom no yaanseTt BblIopaHHbI aaropuTM.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a

CuHoncuc I(conﬁg4ke1woposan> integrity cintegrity

I(conﬁnge—proposaD>lu)integritycintegrity>
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
integrity md5 Anroputm nognucu HMAC IKE
shal COOBLLIeHWIA.
sha256
sha384
sha512
Mpumep (config-ike-proposal)> integrity sha256

IpSec::Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa komaHga crypto ike proposal integrity.

3.12.5 crypto ike proposal prf

OnucaHune Jo6aBuTb Bbi6paHHyto rpynny PRF B IKE proposal.
KomaHga c npedunkcom no yganseT BbI6paHHbI airopuTM.

MNpejukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTHbIl/i BBog, /[la

CuHoncuc (config-ike-proposal)>  prf «prf>
(config-ike-proposal)>  no prf prf>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
prf md5 Anropunt™m nognucu HMAC ansa IKE
shal COOBLLEeHWIA.
aes-xchc
sha256
sha384
sha512
aes-cmac
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-ike-proposal)> prf sha256
IpSec: :Manager: "TEST": crypto ike proposal prf algorithm »
"sha256" successfully added.

(config-ike-proposal)> no prf sha256
IpSec::Manager: "TEST": crypto ike proposal "TEST" prf type »
successfully removed.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.05 Jo6aBneHa komaHga crypto ike proposal prf.

3.13 crypto ipsec incompatible

OonucaHue OTKNOUNTb NPOBEPKY COBMECTUMOCTM IPsec TyHHenei. Mo yMonyaHuo
HacTpoiiKa OTK/I0YEHa.

KomaHza ¢ npedpurkcom no BktoUaeT nposepky obpaTHoO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het

Cunoncnc I(config)> crypto ipsec incompatible

I (config)> no crypto ipsec incompatible

Npumep (config)> crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec::Manager: Compatibility checks is enabled.

VlCTOleﬂ n3MeHeHuA Bepcmﬂ onvicaHue

2.10 Jlo6baBneHa komaHga crypto ipsec incompatible.

3.14 crypto ipsec mtu

OnucaHwue YcTaHOBUTL 3HaueHune MTU, koTopoe byaeT nepefaHo [Psec. Mo ymonyaHuto
NCnonb3yeTca 3HaveHne auto.

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.15 crypto

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

BxoXkaeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

(config)> crypto ipsec mtu(auto | <value»)

AprymeHT 3HauyeHue OnucaHwue

auto KnwyeBoe MTU Ha3Ha4vaeTcs aBTOMaTUYeCcKU.
C/10BO
value lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHVMAaTbL 3HaUYeHNs

B npegenax oT 128 o 1500 BkAoUMTENBHO.

(config)> crypto ipsec mtu auto
IpSec::Manager: MTU is set to auto.

(config)> crypto ipsec mtu 1400
IpSec::Manager: Static MTU value is set to 1400.

Bepcusa OnucaHve

2.08 JlobaeneHa KoMaHgaa crypto ipsec mtu.

ipsec profile

[AoCTyn K rpynne KOMaHz ANst HaCTPONKM BbiI6paHHOro npoduns IPsec. Ecnn
npodunb He HaliZleH, KOMaHAa NbITaeTcs ero Co3Aathb.

KomaHga ¢ npedurkcom no yaanseT npodusib. Mpm 3TOM CCbINKM Ha AaHHbIN
NpodunIb aBTOMATUYECKM YAANSOTCS N30 BCEX KpUMTOKAPT IPsec.

Ja

Ja

Ja

(config-ipsec-profile)

(config)> crypto ipsec profile <name>

(config)> no crypto ipsec profile name»

AprymeHT 3HauyeHue OnuncaHwue

name Ctpoka HassaHwne npoduns IPsec. JlonyckaroTcs
CMMBOJIbI IaTUHCKOro andasuTa, umdpsl,

TOYKW, NOAYEPKNBAHUSA N fedUChI.

(config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA,

69



naBa 3 OnncaHme KoMaHp,

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.06 JobasneHa koMmaHgaa crypto ipsec profile.

3.15.1 crypto ipsec profile authentication-local

OnucaHue 3afatb TMN ayTeHTUGMKaLUMKM IOKaNBHOro XocTa. 1o ymonyaHuio
NCMoNib3yeTca 3HayeHune pre-share.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-ipsec-profile)>  authentication-local «auth

(config-ipsec-profile)> no authentication-local

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

auth pre-share Ha AaHHbIA MOMEHT eNHCTBEHHOE
JOCTYrNHOe 3HayeHwue.

NMpumep (config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec::Manager: "test": crypto ipsec profile authentication-local »
reset.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa koMaHga crypto ipsec profile
authentication-local.

3.15.2 crypto ipsec profile authentication-remote

OonucaHue 3agaTb TUN ayTeHTUGMKALMW yaaneHHoro xocta. Mo ymonyaHuo
MCNONb3yeTcs 3HaYeHue pre-share.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.

Mpedukc no [Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

Ja

Het

(config-ipsec-profile)>  authentication-remote auths

(config-ipsec-profile)> no authentication-remote

AprymeHT 3HauyeHue OnucaHue

auth pre-share Ha gaHHbIN MOMEHT eANHCTBEHHOE
JOCTYMNHOe 3HayeHwue.

(config-ipsec-profile)> authentication-remote pre-share
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

Bepcus OnucaHve

2.06 JobasneHa KoMmaHga crypto ipsec profile
authentication-remote.

3.15.3 crypto ipsec profile dpd-clear

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

3ajaTb CNocob AecTBMA Npy 06HapyXeHnn HepaboTatoLero nupa IKE. Mo
YMONYaHMI0 NapameTp BK/IOYEH, YTO 03HavaeT yaaneHne MHopmaLmm o

nupe.
KomaHga c npedunkcom no yctaHaBAMBaeT JeiicTBue B restart.
Ja

Ja

Het

I(config-ipsec-profile)> dpd-clear

I (config-ipsec-profile)> no dpd-clear

(config-ipsec-profile)> dpd-clear

IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »

set to "clear".

(config-ipsec-profile)> no dpd-clear

IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »

set to "restart".
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto ipsec profile dpd-clear.

3.15.4 crypto ipsec profile dpd-interval

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3afaTb NapameTpbl MeToAa AN 0O6HapyXeHns HepaboTatowmx IKE NMpoB..
Mo ymonuaHuio 3HaveHue interval paBHo 30, retry-count pasHo 3.

KomMaHgza ¢ npedprKcomM no BO3BpaLLAeT 3HAUYEHWS MO YMONYAHUIO.
Ja

Ja

Het

(config-ipsec-profile)>  dpd-interval<intervals[retry-count]

(config-ipsec-profile)> no dpd-interval

AprymeHT 3HauyeHue OnuncaHwue

interval UYenoe uucno |HTepBan oTnpasku DPD rnakeToB B CEKYHAAX.
Mo>ceT NnpuHMMaTb 3HaYeHus B Npejenax oT
2 [0 3600.

retry-count |Jenoe uucno |Konmuectso nomnbITOK oTNpaskuy DPD nakeTos.
MoxxeT npMHMMaTb 3Ha4YeHVsa B npejenax ot
3 70 60.

(config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHga crypto ipsec profile dpd-interval.

3.15.5 crypto ipsec profile identity-local

OnucaHune

Mpe¢ukc no

3azaTb NOKanbHbI ngeHTUdUKaTOp Ana npoduns IPsec.
KomaHgaa c npedpurkcom no yaansieT nokanbHblli ngeHTnoukaTop.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-ipsec-profile)>  identity-local type> «<id>
(config-ipsec-profile)> no identity-local
AprymeHTbI AprymeHT 3HaueHue OnucaHue
type address Tun nageHTnomkatopa — IP-agpec.
fqdn Tvn ngeHTndmrkatopa — nonaHoe
AOMeHHoe nMS.
dn Tun naeHTndrkKaTopa — JOMeHHoe
M.
email Tun ngeHtTndumkatopa — agpec e-mail.
id CTtpoka 3HaueHVe NoKabHOro
naeHTndumkaTopa.

Example (config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".
(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.06 Job6aeneHa komaHAa crypto ipsec profile identity-local.

3.15.6 crypto ipsec profile match-identity-remote

OnucaHune 3afaTb MAEHTNPNKATOP YAAaNEHHOI0 XOCTa AN BbIbpaHHOro npoduns IPsec.
KomaHga ¢ npedumkcom no yganaet naeHTuGuKaTop yaaneHHoro xocra.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ipsec-profile)> match-identity-remote («type><ids | any)
(config-ipsec-profile)> no match-identity-remote
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
type address Tun naeHtTndumkatopa — IP-agpec.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
fqdn Tun naeHTndrkaTopa — NoJHOe JOMEeHHOoe
nms.
dn Tun ngeHTndunkaTopa — AOMEHHOE NMS.
email Tun naeHTndurkatopa — agpec e-mail.
id CTpoka 3HadveHne naeHTUdMKaTopa yaaneHHoro
XocTa.
any Kriw4yesoe Pa3spewwnTb ncnonb3oBaHme n060ro
CJ1080 yAa/IeHHOro xocTa.

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ipsec profile

match-identity-remote.

3.15.7 crypto ipsec profile mode

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

YCTaHOBUTb pexuM paboTbl IPsec. 10 yMOAYaHUIO UCMOb3YyeTCs 3HaYeHne
tunnel.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHWIO.
Ja

Aa

Het

(config-ipsec-profile)>  mode mode»

(config-ipsec-profile)> no mode

AprymeHT 3HaueHve |OnucaHve

mode tunnel TYHHeNbHbIN pexuMm, Npu KOTOPOM
Becb IP nakeT wupyetca n/mam
npoBepseTcs Ha NOAJIMHHOCTb.

transport |TpaHCNOPTHbLIV peXxuMm, Koraa
wndpyeTcs TONbKO CoOAepXMMOoe
IP-nakeTa.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »
"transport".

(config-ipsec-profile)> no mode
IpSec::Manager: "test": crypto ipsec profile mode reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec profile mode.

3.15.8 crypto ipsec profile policy

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHum

3ajaTb CCbIIKY Ha CyLlecTBYyHOLLYO NoanTuky IKE (cM. KomaHay crypto ike
policy).

KomMaHza ¢ npeprKCoM No yaansaeT CCbiaky.
Ja
Aa
Het
(config-ipsec-profile)>  policy «policy»

(config-ipsec-profile)> no policy

AprymeHT 3HaueHue OnucaHwue

policy Crpoka HasBaHwue nonntmnkun IKE. Cnmncok
AOCTYMHbIX MOUTUK MOXHO YBUAETH

€ nomoLbo KomaHabl policy [Tabl.

(config-ipsec-profile)> policy [Tabl
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".

(config-ipsec-profile)> no policy
IpSec: :Manager: "test": crypto ipsec profile policy reset.

Bepcus OnucaHve

2.06 Job6asneHa KkomaHaa crypto ipsec profile policy.
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naBa 3 OnncaHme KoMaHp,

3.15.9 crypto ipsec profile preshared-key

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3afaTb CBA3aHHYO KtoueByto dpasy Ans jaHHoro npoduns IPsec.
KomaHga c npedunkcom no yganseT kio4veByr Gpasy.

Ja

Ja

Het

(config-ipsec-profile)>  preshared-key preshare-key»

(config-ipsec-profile)> no preshared-key

AprymeHT 3HauyeHue OnuncaHwue

preshare-key|Crpoka 3HauveHMe KntoyeBo hpasbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec: :Manager: "test": crypto ipsec profile preshared key reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec profile
preshared-key.

3.15.10 crypto ipsec profile xauth

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

BkntounTb foNoAHUTENBHY0 ayTeHTUdUrKauumio XAuth ana pexuma IKEv1. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHa.

KoMaHAa ¢ Npedurkcom no OTKIHOYAET AOMONHUTENIbHYH NPOBEPKY
NOA/IMHHOCTM.

Ja

Aa

Het

I (config-ipsec-profile)>  xauth <type>

I (config-ipsec-profile)> no xauth
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HaueHve |OnucaHve
type client KnneHTckuin pexxmm.
server CepBepHbI pexmnm.

(config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec::Manager: "test": crypto ipsec profile xauth is disabled.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ipsec profile xauth.

3.15.11 crypto ipsec profile xauth-identity

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

NcTopusa nsmeHeHum

YKa3aTb 0rvH 415 AONONHUTENbHOM ayTeHTudukaumm XAuth B KIMEHTCKOM
pexvme.

KomaHaa ¢ npepurkcom no yaanseT noruH.

Aa

Ja

Het

(config-ipsec-profile)>  xauth-identity <identity»

(config-ipsec-profile)> no xauth-identity

AprymeHT 3HauyeHue OnucaHue

identity Crpoka JIOrvH ANSA KNMeHTCKoro pexuma XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Bepcus OnucaHue

2.06 JobasneHa komaHza crypto ipsec profile xauth-identity.
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naBa 3 OnncaHme KoMaHp,

3.15.12 crypto ipsec profile xauth-password

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.16 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

YKazaTb Naposib AN JONONHUTENbHOM ayTeHTUdMKaLmmn XAuth B KIMEHTCKOM
pexvme.

KomaHga ¢ npedrKCOM no CcTMpaeT 3HaYeHne Napons.
Ja
Ja
Het
(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

AprymeHT 3HauyeHue OnuncaHwue

password Ctpoka Maponb Ans KINeHTCKOoro pexnma XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
xauth-password.

ipsec rekey delete-delay

3aAatb MHTepBas nepey yaaneHvem IKE SA nocsie nonyyeHns KOMaHAbl
DELETE OT yA4aneHHON CTOPOHbI. [10 yMOA4aHMIO NCNob3yeTcs 3HaueHre 10.

KomMaHza ¢ npedprKcoM Nno BO3BPALLAET 3HAUEHME MO YMONYAHUIO,
Ja

Ja

Het

I (config)> crypto ipsec rekey delete-delay «delay>

I (config)> no crypto ipsec rekey delete-delay
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3.17 crypto

OnucaHune

MNpedukc no
MeHsieT HaCTPOMKMN
MHorokpaTHbI/ BBOJ,

CviHoncuc

Mpumep

WcTopus nsmeHeHwnii

3.18 crypto

OnucaHwne

AprymeHT 3HauyeHue OnuncaHwue

delay lenoe umucro |3HayveHMe 3ajepXKKU B ceKyHAax. MoxeT
NMPUHMMaTL 3HaYeHNA B Npesenax ot 1 40 60.

(config)> crypto ipsec rekey delete-delay 1
IpSec::Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga crypto ipsec rekey delete-delay.

ipsec rekey make-before

BrntounTb pexunm yctaHoBkU HOBbIX IKE SA A0 pa3pbiBa npeapiayLumx. o
YMONYaHUIO QYHKLMA OTKIOYEHaA.

KomaHgza ¢ npepurKCcoOM NO OTK/KOUAET 3TOT PEXMM.
Ja
Ja

HeTt

I(config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before

(config)> crypto ipsec rekey make-before
IpSec::Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

Bepcus OnucaHve
2.1 [Jlo6baBneHa komaHga crypto ipsec rekey make-before.

ipsec transform-set

[OCTyn K rpynne KOMaHZA A1t HaCTPOLik/ BbI6BpaHHOro Npeo6bpasoBaHus [Psec
ESP BO 2 dpase. Ecnm npeobpasoBaHuMe He HalAeHO, KOMaHAA NbITaeTcs ero
co3patb.
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naBa 3 OnncaHme KoMaHp,

KomaHaa ¢ npedpurkcom no yaanset npeobpasoBaHue. MNpu 3TOM 13 Bcex
KPpUNTOKapT IPsec aBTOMaTmnyecKkmn YAANAKTCA CCbI/IKN Ha AaHHOE
npeobpasoBaHue.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

BxoxxaeHue B rpynny (config-ipsec-transform)

CuHoncue (config)> crypto ipsec transform-set name>
(config)> no crypto ipsec transform-set name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka HasBaHune npeobpasoBaHus IPsec.
JonyckatoTca CMMBObI NATUHCKOTO
andasuTa, Unbpbl, TOUKK, NOAYEPKNBAHUSA
n geducel.
Mpumep (config)> crypto ipsec transform-set test
IpSec: :Manager: "test": crypto ipsec transform-set successfully »
created.
(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.06 JobasneHa koMaHgaa crypto ipsec transform-set.

3.18.1 crypto ipsec transform-set aead

OnucaHue Brntountb pexxum wndposaHua AEADAnS IPsec.
MNpe¢ukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue I(config-ipsec—transform)> aead

Mpumep (config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »
AEAD mode.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHza crypto ipsec transform-set aead.

3.18.2 crypto ipsec transform-set cypher

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

[o6aBuTb Bbl6paHHbIN TN WndpOBaHMA B Npeobpa3oBaHue IPsec.
OuepegHoCTb f06aBNEHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npepurkcom no yaanseT BolbpaHHbIA TUN WNdpPOBaHUS.
Ja

Aa

Ja

(config-ipsec-transform)>  cypher <«cypher;

(config-ipsec-transform)> no cypher <«cypher;

AprymeHT 3HauyeHue |OnucaHve

cypher esp-des Tun wndpoBaHma NpeobpaszoBaHUs
IPsec ESP.

esp-3des

esp-aes-128

esp-aes-192

esp-aes-256

(config-ipsec-transform)> cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHga crypto ipsec transform-set cypher.

3.18.3 crypto ipsec transform-set dh-group

OnucaHune

Jlo6aBuTb BbIbpaHHyto DH rpynny B npeobpa3osaHue IPsec ans paboTbl B
pexuvme PFS. OuepefHOCTb Jo6aBNeHNS NMeeT 3HaueHue 419 obMeHa
JaHHbIMW No npoTokony IKE.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

KomaHga c npedurkcom no yaanseT BoIbpaHHY0 rpynny.
Ja

Aa

[Ja

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

AprymeHT 3HauyeHue |OnucaHve

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2

5

14
15
16
17
18

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.

Bepcusa OnucaHve
2.06 Jlo6aBneHa koMaHgaa crypto ipsec transform-set
dh-group.

3.18.4 crypto ipsec transform-set hmac

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

Jo6aBuTb BbibpaHHbI anroputm noagnucn HVIAC B npeobpasoBaHue IPsec.
OuepegHoCTb fo6aBNeHNA MMeeT 3HaueHKe 419 obMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npedunkcom no yaanseTt BbIOpaHHbI aaropuTM.
Ja
[Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

CnHoncuc (config-ipsec-transform)>  hmac <hmac

(config-ipsec-transform)> no hmac <hmac>

AprymeHTbI AprymeHT |3HaueHue OonucaHune

hmac esp-md5-hmac Anroputm noanmuecn HMAC
npeobpasoBaHus IPsec ESP.

esp-shal-hmac

esp-sha256-hmac

Mpumep (config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set hmac »
"esp-shal-hmac" successfully added.

(config-ipsec-transform)> no hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set "test" hmac »
successfully removed.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.06 JobaBneHa koMaHga crypto ipsec transform-set hmac.

3.18.5 crypto ipsec transform-set lifetime

OnucaHwue YCTaHOBUTL BpeMsi XXN3HW BbIbpaHHOro npeobpasoBaHus IPsec. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ipsec-transform)>  lifetime <lifetimes
(config-ipsec-transform)> no lifetime
AprymeHTbl AprymMeHT |3HaueHme |OnucaHwne
lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHunsa IPsec B
cekyHaax. MoxeT NnpyHUMaTh 3Ha4YeHns B
npegenax ot 60 Ao 2147483647.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

3.19 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

(config-ipsec-transform)> lifetime 8640
IpSec::Manager: "test": crypto ipsec transform-set lifetime set »
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec transform-set
lifetime.

map

JocCTyn K rpynne KOMaHz ANst HACTPOWMKM BblI6paHHOI KpUNToKapThl IPsec.
Ecnv kpynTokapTa He HalieHa, KOMaHAa NbiTaeTcs eé co34aThb.

KomaHga ¢ npedrkcom no yaanset KpUnTokapTy.
Ja
Aa
Ja

(config-crypto-map)

(config)> crypto map <name»

(config)> no crypto map <name»

AprymeHT 3HauyeHue OnucaHwue

name Ctpoka Ha3BaHVe KpunTokapThl IPsec. lonyckaroTcs
CUMBOJIbI TIATUHCKOrO andasuTa, Lndpsbl,
TOUKM, NoAYEPKMBAHUA U AedUChI.

(config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec: :Manager: Crypto map profile "test" removed.

Bepcus OnucaHue

2.06 JobaBneHa KoMaHaa crypto map.
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naBa 3 OnncaHme KOMaHA,

3.19.1 crypto map connect

OonucaHue BkntoumTb aBTOMaTU4YeCcKoe 6e3ycoBHOE coearHeHme IPsec ¢ yaaneHHowm
CTOPOHOI. HacTpolika He MeeT CMbICa, eC/I OCHOBHOMY YaneHHOMY XOCTy
NPUCBOEHO 3HauYeHue any (CM. KOMaHZy crypto map set-peer). Mo

YMOYaHMIO HAaCTPOIiKa OTK/IlOUeHa U coeAnHeHne byaeT yCTaHOBNEHO Nnpu
noneiTKe Nepegatb TpaduK Yepes npeobpasoBaHue IPsec ESP.

KomaHga ¢ ﬂpe¢I/IKCOM No OTK/1F0YaeT aBToOMaTmn4yeckoe 6e3yCﬂOBHOE
coeanHeHwme.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-crypto-map)>  connect

I (config-crypto-map)> no connect

Mpumep (config-crypto-map)> connect
IpSec::Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.06 JobaBneHa koMaHga crypto map connect.

3.19.2 crypto map enable

OnucaHue BkntounTb BbIGpaHHYO KpUnToKapTy IPsec. Mo ymonyaHuio napameTp
BKJIHOYEH.

KomaHga ¢ npedrnKcom no oTKIoUaeT KPUNTOKaPTY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I (config-crypto-map)>  enable
I (config-crypto-map)> no enable
NMpumep (config-crypto-map)> enable

IpSec: :Manager: "test": crypto map enabled.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

Bepcus OnucaHue

2.06 JobasneHa KoMaHaa crypto map enable.

3.19.3 crypto map fallback-check-interval

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

BknounTb neprogmyeckyto NpoBepKy AOCTYMHOCTY OCHOBHOMO XOCTa U
BO3BpaTa Ha Hero B TOM C/lyyae, Korfa HasHayeHbl 1 OCHOBHOW 1 pe3epBHbIi
yAaneHHble XOCTbl. 10 yMONYaHUIO HAaCTPOiKa OTKHOYEeHa.

KomaHga ¢ npedrnkcom no oTKIoUaeT NpoBepky.

Ja

Ja

Het

(config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

AprymeHT 3HaueHne |OnucaHue

interval-value|lesoe uuco |[lepnos NnpoBepkn B cekyHAax. MoxeT
NPpUHMMaTL 3Ha4YeHNs B Npejenax oT 60 J0
86400.

(config-crypto-map)> fallback-check-interval 120
IpSec::Manager: "test": crypto map fallback check interval is »
set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec: :Manager: "test": crypto map fallback check interval is »
cleared.

Bepcus OnucaHve

2.06 JobasneHa KoMaHAa crypto map

fallback-check-interval.

3.19.4 crypto map force-encaps

OnucaHune

MpUHYANTENbHO BKAOYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP ans o6xoaa
firewall n NAT.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

KoMaHAa ¢ Npe¢prkCcoM No OTK/HOYAET 3TOT PEXUM.

Ja
Aa

Het

I (config-crypto-map)>  force-encaps

I (config-crypto-map)> no force-encaps

(config-crypto-map)> force-encaps

IpSec::Manager: "test":

enabled.

(config-crypto-map)> no force-encaps

IpSec: :Manager: "test":

crypto map force ESP in UDP encapsulation »

crypto map force ESP in UDP encapsulation »

disabled.
Bepcus OnucaHve
2.08 [Jlo6baBneHa komaHga crypto map force-encaps.

3.19.5 crypto map I2tp-server dhcp route

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHThl

HasHaunTb MapLupyT, nepesaBaeMblii Yepes coobuieHns DHCP INFORM,
KnneHTam L2TP-cepBepa.

KomaHaa ¢ npeprKcom no oTMeHseT NoslyveHune yKkazaHHOro MapLupyTa.

Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yeT OTMEeHeHO noJlyyeHme Bcex

MapLLpYTOB.
[Ja
Ja
Ja

(config-crypto-map)>

12tp-server dhcp route address> mask»

(config-crypto-map)> no 12tp-server dhcp route [ <addresss masks ]

AprymeHT 3HauyeHue OnucaHwue
address IP-appec Afpec ceTeBOro KaneHTa.
mask IP-macka Macka ceTeBoro knmeHTta. CyLecTsyeT ABa

crocoba BBOJa MacCKu: B KaHOHWNYeCKOW

dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOM ANNHbI NpedurKkca (Hanpumep, /24).
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Mpumep

UcTopuns nameHeHuii

(config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.

(config-crypto-map)> 12tp-server no dhcp route
IpSec::Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.

Bepcus OnucaHve
2.12 [JlobaeneHa komaHza crypto map I2tp-server dhcp
route.

3.19.6 crypto map I2tp-server enable

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Bkntouuntb L2TP-cepBep Ha KpunTokapTe IPsec. [To ymonyaHuio napameTp
BKJIHOYEH.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.
Ja
Aa

Het

I(conﬁg«xyptownapp> 12tp-server enable

I(conﬁg«xypto¢napﬁ>nothp-serverenable

(config-crypto-map)> 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.

(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
disabled.

Bepcus OnucaHve

2.1 Jlo6aBneHa koMaHza crypto map I2tp-server enable.

3.19.7 crypto map I2tp-server interface

OnucaHwne

MNpejukc no

CsizaTb cepBep L2TP € yKa3aHHbIM UHTepdelicoM.

KomaHaa ¢ npedunKcom no paspbiBaeT CBSi3b MeXAy CepBepOM U1
nHTepdericom.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-crypto-map)>  12tp-server interface <interface

(config-crypto-map)> no 12tp-server interface

AprymeHT

3HaueHue OnvicaHune

interface

NHTeppeiic MonHoe Msa nHTepderca Nm NCeBLAOHUM.
CnncoK AOCTYNHbIX ANt Bbl6opa
nHTepdelicoB MOXHO yBMAETb BBEASA
KoMaHay 12tp-server interface [Tab].

(config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl

GuestWiFi

(config-crypto-map)> 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »

is unbound.
Bepcus OnucaHve
2.11 Jlo6aBneHa komaHga crypto map I12tp-server interface.

3.19.8 crypto map I2tp-server ipvecp

OnucaHwne

Brnrounte nogaepxky IPv6. [ina kaxgoro L2TP-cepBepa co34ar0Tcs
DHCP-nynbl IPv6. Mo ymMOn4aHMIO HacTPOMKa OTK/IOYEHa.

KomaHgaa ¢ npedrKcom no OTK/I0UYaeT HacTpoliky.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja
Ja

Het

I (config-crypto-map)>  12tp-server ipvécp

I (config-crypto-map)> no 12tp-server ipvécp

(config-crypto-map)> 12tp-server ipv6cp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.

(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

Bepcus OnucaHve

3.00 JobasneHa koMaHaa crypto map I2tp-server ipvécp.

3.19.9 crypto map I2tp-server Icp echo

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

3afaTb NpaBuia TeCTUPOBAHUA coeanHeHna L2TP-cepBepa cpeactsamu LCP
echo.

KomaHga ¢ npedpurkcom no oTknto4aeT LCP echo.
Ja
[Ja
HeTt
(config-crypto-map)>  12tp-server lcp echo <interval> «count»

(config-crypto-map)> no 12tp-server lcp echo

AprymeHT 3HauyeHue OnuncaHwue

interval Uenoe uucno |VHTepBan mexay otnpaskamm LCP echo, B
cekyHzax. Ecniv B TeueHme ykasaHHOro
WHTepBana BpemMeHu oT yAaieHHON CTOPOHbI
He 6bln nonydeH LCP 3anpoc, el byaet
OTNpPaB/ieH TaKo 3anpoc € OXUAAHMNEM
oTteeTa LCP reply.

count lenoe uyncno |Konm4yecTBo OTMpaBAEeHHbIX NOAPSA 3arpocoB
LCP echo Ha KoTOpble He 6bi1 Mony4yeH oTBeT

LCP reply. Ecnn count 3anpocos LCP echo
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Mpumep

UcTopus nsmeHeHwnii

3.19.10 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

ocTanucb 6e3 oTBeTa, coeavHeHVe byaeT
pa3opBaHo.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Bepcus OnucaHve

2.1 [Jlo6baBneHa koMaHgaa crypto map I2tp-server Icp echo.

map I2tp-server mru

YcTaHoBUTbL 3HaveHue MRU, koTopoe byaeT nepesaHo cepsepy L2TP. Mo
YMOJIYaHUIO NCMNOJIb3YeTCHa 3HaueHre 1200.

KomaHga ¢ npedurkcom no yctaHaBAMBaET 3HaUEHKMeE MO YMOAYaHUIO.
Ja

Aa

Het

(config-crypto-map)>  12tp-server mru aru»

(config-crypto-map)> no 12tp-server mru

AprymeHT 3HauyeHue OnuncaHwue

mru UYesoe uucro |3HaveHue MRU. MoxeT MpUHNUMaTb 3HaUeHnNs
B npegenax oT 128 o 1500 BkAOUMTENBHO.

(config-crypto-map)> 12tp-server mru 1500
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

Bepcus OnucaHue

2.1 JlobaBneHa komaHAa crypto map 12tp-server mru.
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naBa 3 OnncaHme KoMaHp,

3.19.11 crypto map I2tp-server mtu

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

3.19.12 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

YcTraHoBUTL 3HaveHve MTU, koTopoe byaeT nepegaHo cepsepy L2TP. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1400.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HAaUEHME MO YMOAYAHUNIO.
Ja

Ja

Het

(config-crypto-map)>  12tp-server mtu mtu»

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HayeHue OnuncaHue

mtu lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHVMATbL 3HaUYeHNS
B npegenax oT 576 o 1500 BkAoUMTENIbHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".

(config-crypto-map)> no 12tp-server mtu
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

Bepcus OnucaHve

2.11 [JobaeneHa komaHaa crypto map I2tp-server mtu.

map I12tp-server multi-login

PaspewnTb nogxntoyeHme K cepepy L2TP HeCKONbLKMX NoNb30BaTenei ¢
OfHOro aKKayHTa.

KomaHga c npedurkcom no oTK/IoYaeT HaCTPOKY.
Ja

[Ja

Het

I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.11 [JobaeneHa komaHaa crypto map I2tp-server
multi-login.

3.19.13 crypto map I2tp-server nat

OnucaHune BkntoumnTb TpaHCcnaLUuo agpecoB ana cepsepa L2TP.
KomaHgaa c npedrKcom no OTK/IYAET TPAHCASALMIO.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-crypto-map)>  12tp-server nat
I (config-crypto-map)> no 12tp-server nat

Mpumep (config-crypto-map)> 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.
(config-crypto-map)> no 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.1 Jlo6aBneHa koMaHaa crypto map l2tp-server nat.

3.19.14 crypto map I2tp-server range

OnucaHune Ha3HaunTb Ny agpecos AN14 KINEHTOB cepBepa L2TP. [1o yMonyaHuio
ncnonb3lyeTca pasmep nyna 100.

KomaHgaa c npedpurkcom no ygansiet nysn.

MNpedukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

3.19.15 crypto

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHThl

(config-crypto-map)>  12tp-server range <begin (cends | <size»)

(config-crypto-map)> no 12tp-server range

AprymeHT 3HauyeHue OnucaHue

begin IP-agpec HauvanbHbIll agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size UYenoe uucno |Pasmep nyna.

(config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range deleted.

Bepcus OnucaHue

2.11 JobasneHa KoMmaHaa crypto map l2tp-server range.

map I2tp-server static-ip

HasHaunTb nocTosiHHbLIN IP-agpec nonb3oBaTento. lonb3oBaTenb B cUCTEME
JOJIKEH MeTb MeTKy ipsec-12tp.

KomaHgaa ¢ npedurkcom no yaanset npmuBasky.

Aa

Ja

Hert

(config-crypto-map)>  static-ip wsenr @address»

(config-crypto-map)> no static-ip wsenr

AprymeHT 3HayeHue OnucaHue

user CTpoka Nms nonb3osarens.
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Mpumep

WcTopus nsmeHeHwnii

3.19.16 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec HasHauvaemsblin IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHve

2.1 [Jlo6aBneHa komaHga crypto map l2tp-server static-ip.

map match-address

YCTaHOBUTb CCbIIKY Ha CYLLECTBYOLLY CMMCOK NPaBua GpUAbTPaLMn NakeTos
(cM. KOMaHgy access-list). MepBoe NpaBuo B CNNCKe ByAeT NCNONb30BaTbCA
ans ¢asbl 2 IPsec.

KomaHga c npedurkcom no yganset cCblky.

Ja

Aa

Het

(config-crypto-map)> match-address <access-list

(config-crypto-map)> no match-address

AprymeHT 3HauyeHue OnuncaHwue

access-list |CTpoka Ha3eaHwue cnuvcka npasun ¢punbTpaLmn.
Habop pocTynHbix Ans BbI6Opa CNUCKOB
MOXHO YBUAETb BBEAS KOMaHAy
match-address [Tab].

(config-crypto-map)> match-address [Tab]

Usage template:
match-address {access-list}

Choose:
_WEBADMIN GigabitEthernet0/Vlan4
_WEBADMIN ISP
_WEBADMIN Home
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

3.19.17 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

3.19.18 crypto

OnucaHune

Mpejukc no

MeHsieT HacTpoiAKK

_WEBADMIN Bridge2
_WEBADMIN Wireguard?2

(config-crypto-map)> match-address test
IpSec::Manager: "test": crypto map match-address set to "test".

(config-crypto-map)> no match-address
IpSec::Manager: "test": crypto map match-address reset.

Bepcus OnucaHue
2.06 JlobaBneHa komaHAa crypto map match-address.
map nail-up

Bk/tounTb aBTOMaTMYECKOe NepecoriacoBaHme npeobpasoBaHuii IPsec ESP
npuv UX yctapesaHun. Mo yMmonyaHvio napaMmeTp OTK/IHOYEH.

KomaHpaa c npedrKCcoOM no oTk/toUaeT aBTOMaTMYeCcKoe rnepecoranacoBaHue.
Aa
Ja

Het

I (config-crypto-map)>  nail-up

I (config-crypto-map)> no nail-up

(config-crypto-map)> nail-up
IpSec::Manager: "test": crypto map SA renegotiation enabled.

(config-crypto-map)> no nail-up
IpSec::Manager: "test": crypto map SA renegotiation disabled.

Bepcus OnucaHue

2.06 JobaBneHa koMaHaa crypto map nail-up.

map priority

YcTaHOBUTL NpUOpUTET ANA KPUNTOKapPTbI [Psec. 10 yMOMYaHMIO NCMO/b3YeTcs
3Ha4yeHue 0.

KomaHga ¢ npedurKcom no yctaHaBAMBaeT 3HaYeHMe o yMO4aHuIo.
Aa
Ja
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MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.19.19 crypto

OnucaHune

MNpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

Het

(config-crypto-map)>  priority priority»

(config-crypto-map)> no priority

AprymeHT 3HauyeHue OnuncaHwue

priority Uenoe 4ucno |3HayeHwue npuoputeta. MoxeT NpuHMMaTb
3HayeHWsa B npegenax ot 0 Ao 255
BK/IHOUNTENBHO.

(config-crypto-map)> priority 255
IpSec::Manager: "VPNL2TPServer": crypto map priority set to 255.

(config-crypto-map)> no priority
IpSec: :Manager: "VPNL2TPServer": crypto map priority reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map priority.

map reauth-passive

BkAoUMTb NaccnBHYO NepenpoBepky NOAANHHOCTU KpUNToKapTbl IPsec. Mo
YMONYaHMIO NapameTp BK/IOYEH.

KomaHza c nped1Kkcom no oTKIOYaEeT NacCMBHYHO NepenpoBepky
NOANNHHOCTM.

Aa
Ja

Het

I (config-crypto-map)>  reauth-passive

I (config-crypto-map)> no reauth-passive

(config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.

(config-crypto-map)> no reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 [JobaeneHa komaHza crypto map reauth-passive.

3.19.20 crypto map set-peer

OnuncaHmne Ha3HaunTb OCHOBHOW yjaneHHbI XOCT ANS YCTaHOBNEHWSA COeANHeHNs IPsec.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CnHoncuc (config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

remote-ip Ctpoka IP-agpec nan [oMeHHOoe NMS YAANEHHOMO
XocTa.

any MprHUMaTL Nto6ble BXOAALLME COEAMHEHNS.

Npumep (config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec: :Manager: "test": crypto map remote primary and fallback »
peer reset.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.06 JobaBneHa koMaHaa crypto map set-peer.

3.19.21 crypto map set-peer-fallback

OnucaHune Ha3HauuTb pe3epBHbI yganeHHbI XOCT 418 YCTaHOBEHNS COeANHEeH s
IPsec. 3Ta HaCTpoOIKa MOXeT 6bITb BbINOJIHEHA MOC/Ie Ha3HaYeH Vs OCHOBHOIO
y3na (cM. KomaHzay crypto map set-peer).

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.19.22 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

Het

(config-crypto-map)>  set-peer-fallback «remote-ip»

(config-crypto-map)> no set-peer-fallback

AprymeHT 3HauyeHue OnuncaHwue

remote-ip CTpoka IP-agpec nnn fomeHHoe Nma yaaneHHoro
XOocTa.

(config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-peer-fallback.

map set-profile

3afaTb CCbIIKY Ha cyLecTByOLWMIA Npoduab IPsec (cM. komaHgy crypto ipsec
profile).

KomaHga c npedunkcom no yaanseT cCbliky.

Aa

Ja

Het

(config-crypto-map)>  set-profile profile»

(config-crypto-map)> no set-profile

AprymeHT 3HauyeHue OnucaHue

profile CTpoka Nmsa npoduns IPsec. CANCOK AOCTYMHbIX ANSA
Bbl6opa npodunein MoXHO yB1AeTb BBeAS

KkoMmaHgay set-profile [Tab].

(config-crypto-map)> set-profile [Tab]

Usage template:
set-profile {name: {A-Z, a-z, 0-9, ., , -}}
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

3.19.23 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Choose:
TEST
MYMY
VirtualIPServer
VPNL2TPServer

(config-crypto-map)> set-profile test
IpSec::Manager: "test": crypto map ipsec profile is set to "test".

(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-profile.

map set-tcpmss

YCTaHOBWUTb OrpaHnyeHne MakCMaaibHOro pasMepa cerMeHTa UCXoAALLMX
ceccuin TCP B paMkax faHHOro TyHHens IPsec. Ecnm 3HaueHme MSS, koTopoe
nepegaeTcs B noJsie 3arosioBka SYN-MakeToB, MpeBbILLaeT 3a4aHHOe, KOMaHAa
MeHsieT ero. Pexxum Path MTU Discovery no3BossieT aBToMaTnyecku
onpeaensTb orpaHn4yeHune MSS.

KomaHga ¢ npedurkcom no cHUMaeT Bce orpaHnyeHuns ¢ MSS.
Aa

Ja

Hert

(config-crypto-map)>  set-tcpmss wnss-value

(config-crypto-map)> no set-tcpmss

AprymeHT 3HauyeHue OnucaHwue

mss-value Lenoe umucno |3HaveHme BepxHel rpaHuubl MSS. MoxeT
NMPUHKXMaTL 3HaYeHA B Npegenax ot 576 A0
1500.

pmtu Bkntountb pexum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280
IpSec::Manager: "test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss
IpSec::Manager: "test": crypto map tcpmss reset.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JlobaeneHa KomaHaa crypto map set-tcpmss.

3.19.24 crypto map set-transform

OnucaHune 3ajaTb CCbIIKY Ha CyLlecTByloLLee npeobpa3oBaHue IPsec ESP (CM. KOMaHAay
crypto ipsec transform-set).

KomaHaa ¢ npedurKcom no yaanseT CCbliky.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-crypto-map)>  set-transform«transform-set>
(config-crypto-map)> no set-transform
AprymeHTbl AprymeHT 3HaueHue (lOnucaHue
transform-set |Crpoka HasBaHune npeobpasoBaHus IPsec. CNncok
JOCTYMHBIX NPe0bpa3oBaHMIn MOXHO YBUAETb
C NOMOLLbI KOMaHAbI set-transform [Tab].
Npumep (config-crypto-map)> set-transform [Tab]
Usage template:
set-transform {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
VirtualIPServer
VPNL2TPServer
(config-crypto-map)> set-transform test
IpSec::Manager: "test": crypto map ipsec transform-set is set »
to "test".
(config-crypto-map)> no set-transform
IpSec::Manager: "test": crypto map ipsec transform-set reset.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onucaHvie

2.06 JobasneHa koMaHaa crypto map set-transform.

3.19.25 crypto map virtual-ip dhcp route

OnucaHue HasHaunTb MapLupyT, nepesaBaemMbiii yepes coobLyeHmns DHCP INFORM,
knneHTam cepsepa Virtual IP.
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naBa 3 OnncaHme KoMaHp,

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

KomaHaa ¢ npeprKcom no oTMeHsIeT NoslyYeHune yKkazaHHOro MapLupyTa.
Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yeT OTMEeHEeHO NoJlyYeHme Bcex

MapLLpYTOB.
Ja
Aa
Ja

(config-crypto-map)>

virtual-ip dhcp route «address anask>

(config-crypto-map)> no virtual-ip dhcp route [ <address; anasks ]

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec Ajpec ceTeBOro K/iMeHTa.
mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTsyeT ABa

cnocoba BBOJA MacKW: B KAHOHNYECKOM
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOM ANMHBLI NpedurKkca (Hanpumep, /24).

(config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24

IpSec::ManagerVirtuallp:

"VirtualIPServerIKE2": crypto map »

Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24
IpSec: :ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »

removed.

(config-crypto-map)> no virtual-ip dhcp route

IpSec::ManagerVirtuallp:

"VirtualIPServerIKE2": crypto map »

Virtual IP server DHCP INFORM routes cleared.

Bepcusa

OnucaHune

3.06

[JobaeneHa komaHaa crypto map virtual-ip dhcp route.

3.19.26 crypto map virtual-ip dns-server

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

Yka3zaTb DNS-cepBep 415 Bbljaun KAMeHTaM B cepBepHOM pexume Virtual

IP.

KomaHgaa c npedurkcom no yaansieT agpec cepeepa.

Ja
Ja

MHorokpaTtHbIiA BBOog, Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.19.27 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

(config-crypto-map)>  virtual-ip dns-server address»

(config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec IP-aapec cepsepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec: :Manager: "test": crypto map Virtual IP DNS server deleted.

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHaa crypto map virtual-ip dns-server.

map virtual-ip enable

BkntounTb cepBepHbIn pexxum Virtual IP, npy KOTOpOM KnneHTam
NpPOV3BOAMTCA pasjava ajpecoB 13 3aaHHOoro gunanasoHa. lMpy aTom B
KayecTse yAaneHHoN nogcety B cooTBeTcTBYOLEM ACL MOXHO yKasaTb
NPoun3BONbHOE 3HaYeHNe, OHO ByAeT MPOUrHOPMPOBAHO. [0 yMONYaHUIO
PEXVM OTK/THOYEH.

KomaHga ¢ npeprKcoOM No OTKOYAET HAaCTPOWKY.
Ja
Aa

Het

I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

(config-crypto-map)> virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.

Bepcus OnucaHve

2.08 Jlo6aBneHa koMmaHga crypto map virtual-ip enable.
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naBa 3 OnncaHme KoMaHp,

3.19.28 crypto map virtual-ip multi-login

OnucaHue PaspewnTtb noakntoueHne Kk cepaepy Virtual IP HeckonbKkmx nonb3oBatenei
C OZJHOro akkayHTa.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  virtual-ip multi-login
I (config-crypto-map)> no virtual-ip multi-login

Npumep (config-crypto-map)> virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.
(config-crypto-map)> no virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.05 Job6asneHa koMaHga crypto map virtual-ip multi-login.

3.19.29 crypto map virtual-ip nat

OonucaHue BKNOUNTb TPAHC/ISILIMIO 4PECOB ANS KIMEHTOB B cepBEpPHOM pexume Virtual
IP.

KomaHga ¢ npedunkcom no yganseT npasuo.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc I (config-crypto-map)>  virtual-ip nat
I (config-crypto-map)> no virtual-ip nat

Mpumep (config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

3.19.30 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.19.31 crypto

OnucaHune

(config-crypto-map)> no virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

Bepcus OnucaHue

2.08 JobasneHa KoMaHaa crypto map virtual-ip nat.

map virtual-ip range

HactpouTb franasoH agpecoB A9 BblAauu K/IeHTaM B CEPBEPHOM pexnme
Virtual IP.

KomaHga ¢ npedunkcom no yaanseT jManasoH.

Ja

Ja

Het

(config-crypto-map)>  virtual-ip range <begins (<end> | <sizes)

(config-crypto-map)> no virtual-ip range

AprymeHT 3HayeHue OnuncaHwue

begin IP-agpec Ha4ano AnanasoHa agpecos.
end IP-agpec KoHeL anarna3oHa agpecos.
size Uenoe 4ucno |Pa3mep fManasoHa ajpecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20
IpSec::Manager: "test": crypto map Virtual IP pool range set »
from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).

(config-crypto-map)> no virtual-ip range
IpSec: :Manager: "test": crypto map Virtual IP pool range deleted.

Bepcus OnucaHue

2.08 JobaBneHa komaHAa crypto map virtual-ip range.

map virtual-ip static-ip

Ha3sHaunTb NocToAHHbLIV [P-agpec nonb3oBaTento. Nonb3oBaTeNb B cUCTEME
JONXKEH MeTb MeTKy ipsec-xauth.

KomaHaa ¢ npepurkcom no yaanseT npuBsa3Ky.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-crypto-map)>  virtual-ip static-ip wsenr <address>

(config-crypto-map)> no virtual-ip static-ip wsen

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

user Crpoka Nms nonb3oBaTensi.

address IP-agpec HasHauaemsbli IP-agpec.

Mpumep (config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".

(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.05 [JlobaBneHa koMaHza crypto map virtual-ip static-ip.

3.20 dns-proxy

OnucaHue JocTyn K rpynne KoMaHZ4 AN ynpasnieHus cnyxx6oi DNS-npokcu.
Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

BxoxxgeHue B rpynny (config-dnspx)

CvHoncuc I(config)> dns-proxy

Mpumep (config)> dns-proxy
Core::Configurator: Done.
(config-dnspx)>

WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.04 JobasneHa KoMaHaa dns-proxy.
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naBa 3 OnncaHme KOMaHA,

3.20.1 dns-proxy filter assign host preset

OonucaHue HasHaunTb npeceT GUNbLTPALN CETEBOMY YCTPOIACTBY.

O3HaKOMUTBCS CO CMIMCKOM MPEeCceToB Bbl MOXETE C MOMOLLbHO KOMaHAbI show
dns-proxy filter presets.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIA npeceT Ans xocTta. Ecam
BbIMNO/IHNTb KOMaHA4Y 6e3 adprymMmeHTa, To BeCb CNMCOK NpeceToB A/1d BCEX
XOCTOB 6yZleT OUnLLEH.

MNpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTHbIl/i BBog, /[la

Cutoncnc (config-dnspx)>  filter assign host preset <host> ¢preset>
(config-dnspx)> no filter assign host preset [<host>]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
host MAC-agpec MAC-azpec ceTeBOro ycTpoincraa.
preset Ctpoka Ha3BaHue npeceTa.

Mpumep (config-dnspx)> filter assign host preset 04:d4:c1l:51:b1:59 »
opendns-family
Dns::Filter::Public: Associated host "04:d4:c1:51:b1:59" with »
preset "opendns-family".
(config-dnspx)> no filter assign host preset 04:d4:cl:51:bl:59
Dns::Filter::Public: Removed preset for host "04:d4:c1:51:b1:59".
(config-dnspx)> no filter assign host preset
Dns::Filter::Public: Removed presets for hosts.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue
3.08 JobasneHa komaHaa dns-proxy filter assign host

preset.

3.20.2 dns-proxy filter assign host profile

OonucaHue HasHaunTb Npodunb GUNbLTPaLMN CETEBOMY YCTPOICTBY.

Jlo6aBUTb HOBbI NPOdUIL MOXKHO NPY NOMOLLM KOMaHAbI dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npodurnelt Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.
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naBa 3 OnncaHme KoMaHp,

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

KomaHga c npedumkcom no yaanseT ykasaHHbIn npoduib 4 xocta. Ecim
BbIMO/IHNTL KOMaHAY 6e3 apryMeHTa, TO BeCb CMUCOK Npodunein ansa Bcex
XOCTOB 6yZleT OUNLLEH.

Ja
Aa
Ja
(config-dnspx)>  filter assign host profile <hosts> profiles

(config-dnspx)> no filter assign host profile [<host]

AprymeHT 3HauyeHue OnuncaHwue
host MAC-apgpec MAC-agpec ceTeBOro ycTpoicTea.

profile Ctpoka HasBaHune npoduns.

(config-dnspx)> filter assign host profile 00:d2:cl:54:bc:59 test
Dns::Filter::Public: Associated host "00:d2:c1:54:bc:59" with »
profile "test".

(config-dnspx)> no filter assign host profile 00:d2:cl:54:bc:59
Dns::Filter::Public: Removed profile for host "00:d2:cl:54:bc:59".

(config-dnspx)> no filter assign host profile
Dns::Filter::Public: Removed profiles for hosts.

Bepcus OnucaHve
3.08 JobasneHa komaHaa dns-proxy filter assign host
profile.

3.20.3 dns-proxy filter assign interface preset

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

Ha3HaunTb npeceT GbUNbTPaLN BCEM YCTPOCTBAM B CErMeHTe (3a
NCK/IOYEHNEM TeX, KOTOPbIM YyXe HazHauyeHbl npoduan/npeceTs).

O3HaKOMUTLCS CO CNCKOM MPECeToB Bbl MOXETe C MOMOLLbI0 KOMaHAbl show
dns-proxy filter presets.

KomaHaa ¢ npepunkcom no oTMeHsieT NPUBA3KY yKa3zaHHOro npeceTa K
nHTepdelicy. Ecnv BbINOAHUTL KOMaHAy 6e3 aprymeHTa, TO BeCb CMUCOK
npeceToB A/15 BCeX CErMeHTOB byfeT ounLLeH.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-dnspx)>  filter assign interface preset <interfaces preset>

(config-dnspx)> no filter assign interface preset [<interface;]

AprymeHTbI AprymeHT |3HaueHue OnucaHue

interface |WHTepgeic MonHoe nma nHTepderica nam NCeBLOHUM.
NHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTn private nnm protected.

preset CTpoka Ha3sBaHue npeceTa.

Mpumep (config-dnspx)> filter assign interface preset Bridge0 »
quad9-security
Dns::Filter::Public: Associated interface "Bridge@" with preset »
"quad9-security".

(config-dnspx)> no filter assign interface preset Bridge0
Dns::Filter::Public: Removed preset for interface "Bridge0".

(config-dnspx)> no filter assign interface preset
Dns::Filter::Public: Removed presets for interfaces.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.08 Job6asneHa komaHaa dns-proxy filter assign interface
preset.

3.20.4 dns-proxy filter assign interface profile

OnucaHune HasHaunTb Nnpodunb dpunbTpaLmm Bcem yCTPOMCTBaM B CerMeHTe (3a
NCKAOYEHMEM TeX, KOTOPbIM yXe Ha3HaveHbl npoduan/npeceTsbl).

Jo6aBuTb HOBbIV NPpodUIL MOXHO NPY NOMOLLM KOMaHAb! dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npoduiein Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.

KomaHaa ¢ npeprKcom no oTMeHseT NPUBA3KY YKazaHHOro Npopuns K
nHTepdelicy. ECnv BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO BeCb CNUCOK
npodunein ana Bcex CerMeHToB byAeT OUnLLEeH.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a

CuHoncnc I (config-dnspx)> filter assigninterfaceprofile<interfaceprofile

I (config-dnspx)> no filter assign interface profile [<interface]
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT |3HauyeHue OnuncaHwue

interface |WHTepgeinc MNonHoe nma nHTepderica Nam NCeBLOHUM.
WHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTu private nnwm protected.

profile |Crpoka HassaHwne npoduns.

(config-dnspx)> filter assign interface profile »
GigabitEthernet0/Vlanl DnsProfile0
Dns::Filter::Public: Associated interface »
"GigabitEthernet0@/Vlanl" with profile "DnsProfile0".

(config-dnspx)> no filter assign interface profile »
GigabitEthernet0/Vlanl

Dns::Filter::Public: Removed profile for interface »
"GigabitEthernet6/Vlanl".

(config-dnspx)> no filter assign interface profile
Dns::Filter::Public: Removed profiles for interfaces.

Bepcus OnucaHve

3.08

profile.

JobasneHa komaHaa dns-proxy filter assign interface

3.20.5 dns-proxy filter engine

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTbl

BbibpaTb MexaHmn3m DNS.

KomaHga c npedurkcom no oTkatouaeT dpuabTp. B 3TOoM cnyyae 3anpoc
KOHGUrypaL M BepHeT MycToe 3HaveHue.

Ja
Ja

Het

(config-dnspx)>

filter engine <engines

(config-dnspx)> no filter engine

AprymeHT 3HauyeHue OnuncaHwue
engine interceptor |OAvH 13 JOCTYMNHLIX MEXaHN3MOB
public dunbTpaumn DNS.
nextdns
opkg
skydns
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-dnspx)> filter engine interceptor
Dns::Filter::Interceptor: Enabled.

(config-dnspx)> no filter engine
Dns::Manager: Disabled filter engine.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.08 Jo6aBneHa komaHaa dns-proxy filter engine.

3.20.6 dns-proxy filter profile

OonucaHue Co3zaTb nonb3oBaTenbckuii npodpunb dunbTpaumm DNS.
KomaHga c npedukcom no yaanaet npodub.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIii BBog, /[la

CuHoncuc (config-dnspx)>  filter profile name;
(config-dnspx)> no filter profile name;
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
name CTpoka Vms npoduna B cokpalleHHOM BUAE, ASTMHOM
He 6onee 32 cuMBONOB. MakcManbHoe
KonmnyecTso npodunen — 8.
Mpumep (config-dnspx)> filter profile test
Dns::Filter::Public: Created profile "test".
(config-dnspx)> no filter profile test
Dns::Filter::Public: Removed profile "test".
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.08 JobasneHa komaHAaa dns-proxy filter profile.

3.20.7 dns-proxy filter profile description
OnucaHwue MpucsouTb onucaHne ana npoouns ¢punetpaumm DNS.
KomaHgaa c npedumkcom no cTupaeT onmncaHue.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-dnspx)>  filter profile namesdescription «description»

(config-dnspx)> no filter profile name>description «description»

AprymeHT 3HauyeHue OnucaHue

name CTpoka HasBaHwue npoduns.

description |CTpoka Mpon3BonbLHOe onucaHne Npoduns.

(config-dnspx)> filter profile test description MyProfilel
Dns::Filter::Public: Set description to profile "test".

(config-dnspx)> no filter profile test description
Dns::Filter::Public: Cleared description of profile "test".

Bepcusa OnucaHve
3.08 JlobasneHa komaHza dns-proxy filter profile
description.

3.20.8 dns-proxy filter profile dns53 upstream

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

Job6aBuTb IP-agpec DNS-cepBepa B nNosib3oBaTeNbCkni npoduis dunsTpayun.
Mo>HO BBeCTU A0 6 CepBepoB.

KomaHga ¢ npedrkcom no yaansieT ykasaHHbIn cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BECb CMMCOK CepBEPOB byaeT
OUNLLIEH.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

(config-dnspx)> filter profilename>dns53 upstream«<address [:«ports]

(config-dnspx)> no filter profile name>dns53 description [ <address>
Lports]]

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka HasBaHwne npoduns.
address IP-agpec IP-agpec cepsepa.
port UYenoe uucro |MNopT cepsepa.
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-dnspx)> filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Added DNS name server 1.1.1.1 to profile »
"test".

(config-dnspx)> no filter profile test dns53 upstream
Dns::Filter::Public: Removed DNS name server from profile "test".

(config-dnspx)> no filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Removed DNS name server 1.1.1.1 from profile »

"test".
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.08 JobasneHa komaHaa dns-proxy filter profile dns53
upstream.

3.20.9 dns-proxy filter profile https upstream

OnucaHwue Job6aBunTtb cepBep DNS nosepx HTTPS B Nofib30BaTeNbCKNA NPOPUb
dunneTpaumn. MoxKHO BBeCTU A0 6 CepBepOB.

KomaHga ¢ npedurkcom no yaanseT ykasaHHbIn cepBep 13 cnucka. Ecan
BbINONHUTbL KOMaHZAy 6e3 aprymMmeHTa, TO BeCb CMMCOK CepBepoB byaeT
OuMLLeH.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncue (config-dnspx)> filter profile <nameshttps upstreamwri[ spki hashs
]
(config-dnspx)> no filter profile name>https description[«wris]
AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
name Ctpoka HasBaHune npoduns.
url CTpoka URL-agpec DNS-cepBepa.
hash Crpoka Xaw ceptndumkarta TLS.
Mpumep (config-dnspx)> filter profile test https upstream »

https://dns.google/resolve
Dns::Filter::Public: Added DNS-over-HTTPS name server »
https://dns.google/resolve to profile "test".

(config-dnspx)> no filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Removed DNS-over-HTTPS name server »
https://dns.google/resolve from profile "test".
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-dnspx)> no filter profile test https upstream
Dns::Filter::Public: Removed DNS-over-HTTPS name server from »
profile "test".

Bepcus OnucaHue
3.08 JobasneHa komaHaa dns-proxy filter profile https
upstream.

3.20.10 dns-proxy filter profile tls upstream

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Jlo6aBuThb cepep DNS nosepx TLS B noNb30oBaTeNbCKUiA Npodub
dunbTpaumn. MoxHo BBeCTM 0 6 CepBepoB.

KomaHza c npedurKcom no yaansieT ykasaHHbIin cepep 13 cnvcka. Ecam
BbINONHUTL KOMaHAYy 6e3 apryMeHTa, To BeCb CMMCOK CEpBEPOB byaeT
OUMLLEH.

Ja
Ja
Aa

(config-dnspx)>  filter profile name>tls upstreamaddress [ «port>
1[ sni«fgdns> ][ spki <hashs ]

(config-dnspx)> no filter profile namestls description [ «address>][
ports]

AprymeHT 3HayeHue OnucaHue

Mpumep

name CTpoka HasBaHune npoduns.
address IP-agpec Agpec cepBepa.
FQDN
port UYenoe uucro |MNopT cepsepa.
fqdn Ctpoka JomeHHoe nm4.
hash CTpoka Xaw ceptndukaTta TLS.

(config-dnspx)> filter profile test tls upstream 1.1.1.1 8853 »
sni cloudflare-dns.com

Dns::Filter::Public: Added DNS-over-TLS name server 1.1.1.1 to »
profile "test".

(config-dnspx)> no filter profile test tls upstream 1.1.1.1 8853
Dns::Filter::Public: Removed DNS-over-TLS name server 1.1.1.1 »
from profile "test".
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-dnspx)> no filter profile test tls upstream
Dns::Filter::Public: Removed DNS-over-TLS name server from »
profile "test".

Bepcus OnucaHue
3.08 Job6asneHa komaHaa dns-proxy filter profile tls
upstream.

3.20.11 dns-proxy https upstream

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

JobasuTtb cepeep DNS nosepx HTTPS.

KomaHza c npedurKcom no yaansieT ykasaHHbIin cepep 13 cnvcka. Ecam
BbINONHUTL KOMaHAYy 6e3 apryMeHTa, To BeCb CMMCOK CEpBEPOB byaeT
OUMLLEH.

Ja
Ja
Aa

(config-dnspx)>  https upstreamwrls [ «format>][ snihash>][ on
<interface>] [ domain «domain> ]

(config-dnspx)> no https upstream [ «wri>]

AprymeHT 3HauyeHue OnucaHwue
url CTpoka Monb3oeaTenbckmini URL-agpec cny>6bl DNS.
format dnsm dopmat oTobpaxkeHns gaHHbIX DNS.
json
hash Ctpoka Xaw ceptndukaTta TLS.
interface UHTepgeiic Nms nHTepdelica ans HacTpOnKU.
domain CTpoka JomMmeHHOoe nwvs.

(config-dnspx)>https upstream »

https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm on ISP

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>no https upstream https://dns.adguard.com/dns-query
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)>no https upstream
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.

Bepcus OnucaHue
3.01 JobasneHa komaHaa dns-proxy https upstream.
3.08 Job6asneH aprymeHT domain.

3.20.12 dns-proxy max-ttl

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

3afaTb MaKcMManbHbIA TTL Ana KawmpoBaHHbIX 3anucet DNS-npokcn.
KomaHga ¢ npedurkcom no yaanset 3HadeHue TTL.

Ja

[Ja

Het

(config-dnspx)>  max-ttl max-ttl

(config-dnspx)> no max-ttl

AprymeHT 3HayeHue OnucaHue

max-ttl Lenoe uucno |MakcnmanbHoe 3HayveHue TTL. MoxeT
NPUHNUMAaTb 3HaYeHWA B npejenax ot 1 Ao

604800000 mmnnnvcekyHa (1 Hegens).

(config-dnspx)> max-ttl 10000
Dns::Proxy: Dns-proxy set max-ttl to 10000.

(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.

Bepcus OnucaHve

2.05 JobasneHa koMaHaa dns-proxy max-ttl.
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naBa 3 OnncaHme KOMaHA,

3.20.13 dns-proxy proceed

OnucaHwue 3aAaTb HTEpPBaN Mexay napasne/ibHbIMW 3anpocamMm, KOTopble OTNpaBaAeT
DNS-npokcn HeckoibknM DNS-cepsepam. o ymonyaHmio ncnosb3yeTtcs
3HaueHVe 500.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dnspx)>  proceed proceed>
(config-dnspx)> no proceed
AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne
proceed lenoe umucno |Bpems paboTbl DNS-npokcu B
MUAancekyHaax. MoxeT npnHnMMaTb
3HayeHWsa B npegesnax ot 1 Ao 50000.
Mpumep (config-dnspx)> proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue

2.04 [JobaeneHa komaHaa dns-proxy proceed.

3.20.14 dns-proxy rebind-protect

OnucaHwue BkntounTb 3awmty ot atak DNS rebinding. Mo yMOn4YaHUIO NCNONb3yeTcs
napameTtp auto.

KomaHaa ¢ npedrKcom no oTKAOYaEeT 3aLUnTy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-dnspx)>  rebind-protect (auto | strict)

I (config-dnspx)> no rebind-protect
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
auto Knouesoe 3awmTa nHTepdeicos private.
C/10B0
strict Kmwyesoe 3awmTta nogceten u3s crnmcka IANA IPv4
C/10BO Special-Purpose Address Registry1.
Npumep (config-dnspx)> rebind-protect auto

Dns::Manager: Enabled rebind protection.
(config-dnspx)> no rebind-protect
Dns::Manager: Disabled rebind protection.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

3.04 JobasneHa komaHaa dns-proxy rebind-protect.

3.20.15 dns-proxy srr-reset

OonucaHue YCTaHOBUTb BpeMsi, Yepes KoTopoe byseT cbpacbiBaTbCa PeNTUMHT
3anpocoB-oTBeToB DNS-MpoKcK. Mo YMONYaHNIO NCMONb3YeTCst 3HaYeHne
600000.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HauyeHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dnspx)>  srr-reset «<srr-reset
(config-dnspx)> no srr-reset
AprymeHTbI Argument |3HaueHme |OnucaHwme
srr-reset Lenoe uyncno |3HaveHvie BpeMEHHOro NPoMeXyTKa B
MUAAnceKkyHaax. MoxeT npuHUMaTh
3HayeHWsa B npegenax ot 0 Ao 600000.
Mpumep (config-dnspx)> srr-reset 111

Dns::Manager: Set send-response rating reset time to 111 ms.

(config-dnspx)> no srr-reset
Dns::Manager: Reset send-response rating reset time to default.

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.12 [JobaeneHa komaHaa dns-proxy srr-reset.

3.20.16 dns-proxy tls upstream

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

Job6asuTb cepsep DNS nosepx TLS.

KomaHga c npedpurkcom no yaansieT ykasaHHbIN cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 aprymMeHTa, TO BECb CMMCOK CepBepOB byaeT
OUULLIEH.

Ja
Aa
Ja

(config-dnspx)>  tls upstreamaddress: [ «port>][ sni«fqdns ][ spki
<hash>][on dnterface> ][ domain «domain; ]

(config-dnspx)> no tls upstream [ <address» ][ «ports]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-agpec cepBepa.
port lenoe 4ucno |lMopT cepBepa.

fqdn CTpoka JomMmeHHOoe nwvs.

hash CTpoka Xaw ceptmndukaTa TLS.

interface UHTepgenc Vmsa nHtepdeiica Ana HaCTPOMKM.

domain Ctpoka JomeHHoe nm4.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com »
on ISP
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>no tls upstream 1.1.1.1 853
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
deleted.

(config-dnspx)>no tls upstream
Dns::Secure: :ManagerDot: DNS-over-TLS name servers cleared.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
3.01 [JlobaeneHa komaHza dns-proxy tls upstream.
3.08 Jlo6aBneH aprymeHT domain.

3.21 dpn accept

OnucaHwne MpuHATL Nonb3oBaTeNbCcKoe cornaweHmne DPN. o NpUHATUA cornallueHumns
KOHPUrypaTop He NpUHUMAaEeT HMKaKMe KOMaH/Abl, KpOMe KOMaHJA Ha YTeHue.

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> dpn accept
Mpumep (config)> dpn accept

Core::Legal: Accepted dpn version 20200330.
VICTOleﬂ I/I3MEHEHI/II7I Bepcwﬂ Orlv'caHV'e

3.05 JobasneHa komaHAa dpn accept.

3.22 dyndns profile

OnucaHue JocTyn K rpynne KOMaHZA A5t HACTPOWKM ykazaHHoro npoéunsa DynDns. Ecan
npodunb He HalieH, KOMaHAa NbITaeTcs ero co3gatb. MOXHO co3gaTh He
6onee 32 npodwunei.

KomaHgaa ¢ npedurkcom no yaanset npodunsb DynDns.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBOg, [a

BxoxxaeHue B rpynny (config-dyndns)

CuHoncuc (config)> dyndns profile name>
(config)> no dyndns profile name>
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
name CTpoka HasBaHwue npoduns. MakcMmanbHasa ganHa
VMeHU — 64 cumBona.
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naBa 3 OnncaHme KOMaHA,

NMpumep (config)> dyndns profile _WEBADMIN
Core::Configurator: Done.
(config-dyndns)>

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa dyndns profile.

3.22.1 dyndns profile domain

OnucaHwue Ha3HauunTb MK nocTtosaHHOE foMeHHOe 1MS. [Tepes BbIMOSHEHVIEM KOMéziH,D,bI
HeobX0AVIMO 3aperncTprpoBaTh JOMEHHOe UMS Ha caliTe dyndns.com” nnm
no-ip.com-.

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dyndns)>  domain «domain>

(config-dyndns)> no domain

AprymeHTbI ApryMeHT |3HaueHme |OnucaHue

domain CTpoka JomeHHoe nmMa. MakcrmManbHas arHa
AOMEHHOro nmeHm — 254 cumBona.

Npumep (config-dyndns)> domain support.ddns.net
DynDns::Profile: " WEBADMIN": domain saved..

(config-dyndns)> no domain
ynDns: :Profile: " WEBADMIN" domain cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHaa dyndns profile domain.

3.22.2 dyndns profile password

OonucaHue YCTaHOBUTb Naponb 415 AocTyna Yepes DynDns.

Mpe¢ukc no [Ja

2 http:\\www.dyndns.com
http:\\www.no-ip.com
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

Ja

Het

(config-dyndns)>

password (passwords

(config-dyndns)> no password

AprymeHT

3HayeHue

OnvicaHune

password

CTpoka

Maponb Anst aBTopmsaLmm. MakcmmanbHas
ANVHa naponst — 64 cumBona.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

password 123456789
" WEBADMIN": password saved.

no password
" WEBADMIN" password cleared.

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dyndns profile password.

3.22.3 dyndns profile send-address

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BKOUMTL HEO6XOANMOCTL YKasaHua IP-agpeca NHTepHeT-coeANHEeHs B
3anpoce DynDns.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiky.

Ja
Ja

Het

I(conﬁg-dyndn$> send-address

I(conﬁg-dyndnsp>nosend-address

(config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns::Profile: Send address is disabled.

Bepcus

OnucaHune

2.03

Job6asneHa komaHaa dyndns profile send-address.
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naBa 3 OnncaHme KOMaHA,

3.22.4 dyndns profile type

OonucaHue MpucBonTe DynDns-npodunto TvM, B 3aBUCMMOCTH OT CaiiTa, Ha KOTOPOM
6b110 3aPEerncTpPYPOBaHO AOMEHHOE MMSI.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-dyndns)>  type <type>
(config-dyndns)> no type
AprymeHTbI AprymeHT |3HaueHue |OnucaHue
type dyndns YKa3sblBaeTcd, ecnm JOMEHHOe NMS 4
3aperncTpupoBaHo Ha caiite dyndns.com”.
noip YKa3blBaeTcd, ecim JOMeHHOoe MS s
3aperncTpupoBaHo Ha carTte no-ip.com”.
rucenter |YkasbiBaeTcs, eC/IM JOMEHHOE NMS .
3aperncTpupoBaHo Ha canTe rucenter-.
custom YKasbiBaeTcs, ecnv JOMeHHOoe UMS
3aperncTpupoBaHo Ha Apyrom caiTte (canT
onpegensetca komaHgor dyndns profile url).
NMpumep (config-dyndns)> type noip

DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

" WEBADMIN": type saved.

no type
" WEBADMIN" type cleared.

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dyndns profile type.

3.22.5 dyndns profile update-interval

OnucaHue YcTaHOBUTb MHTepBan obHoBAeHNs agpeca ans DynDns.

KomaHga ¢ ﬂped)I/IKCOM NO OTMEeHSIET BO3MOXHOCTb OBHOBEHUS.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

4 http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

Cutoncnc (config-dyndns)>  update-interval «days> days [ <hourss hours ]

[ cminutes> minutes ] [ <seconds> seconds ]

(config-dyndns)> no update-interval

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
days lenoe uyucno |BpeMeHHOW NHTepBan B AHSAX.

hours Lenoe uucno |BpemMeHHOR nHTepBan B Yacax.

minutes lenoe umucno |BpemeHHOWN nHTepBan B MUHYTaXx.

seconds Lenoe 4ucno |BpemeHHOI MHTepBan B CeKyHAAX.

Mpumep (config-dyndns)> update-interval 5 days 5 hours 5 minutes 5 »
seconds
DynDns::Profile: Interval is set to 450305 seconds.

(config-dyndns)> update-interval 5 days
DynDns::Profile: Interval is set to 432000 seconds.

(config-dyndns)> no update-interval
DynDns::Profile: Periodic registration disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 JobasneHa komaHaa dyndns profile update-interval.

3.22.6 dyndns profile url

OnucaHwue Yka3atb URL ncnonbsyemoro caiita cnyx6sl DynDns.
Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

CuHoncuc (config-dyndns)>  urlwrb
(config-dyndns)> no url
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
url Ctpoka Monb3oBaTenbckuii URL-agpec cnyx6bl
DynDns.
Mpumep (config-dyndns)> url http://members.dyndns.org/nic/update

DynDns::Profile: " WEBADMIN": URL saved.
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(config-dyndns)> no url
DynDns::Profile: " WEBADMIN" URL cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.05 Job6asneHa komaHaa dyndns profile url.

3.22.7 dyndns profile username

OnucaHue YKa3aTb NOrMH y4eTHON 3anucuy Anga goctyna vyepes DynDns.
Mpejukc no Ja

MeHsieT HacTpoiiku  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dyndns)>  username usernames

(config-dyndns)> no username
AprymeHTbI AprymeHT 3HauyeHue OonucaHue

username CTpoka ViMsa nonb3oBaTens A1s asTopusaunm.

MakcnmanbHaga gnmHa uMeHn — 64 cumBona.

NMpumep (config-dyndns)> username test@gmail.com

DynDns::Profile: " WEBADMIN": username saved.

(config-dyndns)> no username

DynDns::Profile: " WEBADMIN" username cleared.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onucaHvie

2.00 Job6asneHa komaHaa dyndns profile username.

3.23 easyconfig check

OnucaHue JocTyn K rpynne koMaHz, 4719 HaCTPOMKM NPOBEpPKN AOCTyMNa B UHTepHeT. [ns
NPOoBepPKU A0CTyNa B MHTEPHET CHavana oTrnpaBAsaoTCA 3anpochkl K LUAO3Y
no ymondaHuto. Echm oteeT nonyyeH, Torga onpallimnsaroTca yaaneHHble
XOCTbl, YKa3aHHble B HacTporikax. Takxe B HAaCTPOIKax yKasblBaeTcs
NPOAOCIKNTENBHOCTL U YacToTa 3anpocoB. Ecnv Bce npoBepky NpoiaeHsl,
3HaYUT AOCTYM B UHTEPHET eCTb.

Mpejukc no Het

MeHsieT HacTpouikm  Hert
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIl/i BBOJ,
Bxo>xaeHue B rpynny
CuHoncunc

Mpumep

WcTopus nsmeHeHum

Het
(ezconfig-check)
(config)> easyconfig check

(config)> easyconfig check
(ezconfig-check)>

Bepcus OnucaHue

2.00 JobasneHa komaHaa easyconfig check.

3.23.1 easyconfig check exclude-gateway

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

OTK/IOUNTB NPOBEPKY LL/H03a M0 yMOAYaHWI0. 10 yMON4aHMIo 3TOT NapameTp
BK/IFOYEH.

KomaHga ¢ npedpurkcom no BktoUaeT NpoBepky obpaTHO.
Ja
Ja

Het

I(ezconﬂg-check)> exclude-gateway

I (ezconfig-check)> no exclude-gateway

(ezconfig-check)> exclude-gateway
Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network::InternetChecker: Gateway checking enabled.

Bepcus OnucaHue

2.05 JobasneHa komaHaa easyconfig check
exclude-gateway.

3.23.2 easyconfig check host

OnuncaHwne

Mpe¢ukc no

3aAaTb MMS XOCTa, K KOTOPOMY ByAyT OTNPaBAATLCA 3aNpockl AN NPOBEPKU
A0CTyNa B MHTepHeT. 1o yMonyaHuo Ncnonb3yeTcs agpec google. com.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpallaeT MMeHa XO0CTOB Mo yMONYaHUIO.

Ja

126

CnpaBo4HuK komaHa — Speedster (KN-3010)



naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

CnHoncuc (ezconfig-check)>  host <host>

(ezconfig-check)> no host [ <host> ]

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

host WmMs xocTa VMg yaaneHHoro xocTa.

Mpumep (ezconfig-check)> host google.com
Network: :InternetChecker: "google.com" name added.

(ezconfig-check)> no host google.com
Network: :InternetChecker: "google.com" name removed.

(ezconfig-check)> no host
Network: :InternetChecker: Domain name set reset to default.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHaa easyconfig check host.

3.23.3 easyconfig check max-fails

OnucaHwue YKa3aTb KOJIMYeCTBO NocnefoBaTe/lbHbIX HeyAa4uHbIX 3aMpOoCoB K XOCTaM,
3a/laHHbIM C nomoLblo KoMaHabl easyconfig check host. Mo ymonvaHuio
NCNONb3yeTcs 3HaYeHue 3.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMOAYaHUo.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CuHoncuc (ezconfig-check)>  max-fails «count»
(ezconfig-check)> no max-fails
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
count lenoe umncno |KonnuectBo HeyAauHbIX 3anpocoB. MoxeT
MPUHVMAaTL 3HaYeHWsa B Npejenax ot 2 40 8
BKJIIOUYNTENBHO.
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Mpumep

UcTopuns nameHeHuii

(ezconfig-check)> max-fails 5
Network: :InternetChecker: A new maximum fail count set to 5.

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

Bepcus OnucaHve

2.00 Jo6aeneHa komaHaa easyconfig check max-fails.

3.23.4 easyconfig check period

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3a4aTb MPOAC/IKNTENBHOCTL NPOBEPKU. [10 YMONUYAHNIO NCNONb3YeTCH
3HayeHune 15.

KomMaHza ¢ npedprKcomM no BO3BpaLLAET 3HAUYEHME MO YMOIYAHUIO.,
Ja

Ja

Het

(ezconfig-check)>  period period>

(ezconfig-check)> no period

AprymeHT 3HauyeHue OnuncaHwue

period UYenoe uucno |/IHTepBan npoBepku B cekyHAax. MoxeT
NpYHMMaTb 3Ha4YeHnsa B Npejenax ot 10 go
60 BK/IOUNTENBHO.

(ezconfig-check)> period 20
Network: :InternetChecker: A new check period set to 20 seconds.

(ezconfig-check)> no period
Network: :InternetChecker: Check period reset to default (15 »
seconds) .

Bepcus OnucaHve

2.00 [Jlo6aBneHa komaHga easyconfig check period.

3.24 easyconfig disable

OnucaHwne

OTKNOUNTb MacTep NepPBUYHOM HACTPOIKK. M0 yMONYaHMIO 3TOT NapaMeTp
BK/TOYEH.
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naBa 3 OnncaHme KOMaHA,

KomaHga c npedurkcom no BKAKOUaeT MacTep NepBUYHON HAaCTPOKM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (config)> easyconfigdisable
I (config)> no easyconfig disable
NMpumep (config)> easyconfig disable
EasyConfig: :Manager: Disabled.
(config)> no easyconfig disable
EasyConfig::Manager: Enabled.
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.01 Jlo6aBneHa komaHaa easyconfig disable.

3.25 eula accept

OnucaHwne MpuHATL Nonb3oBaTeNbCKOe cornaweHmne EULA. o NpUHATUA cornallueHumns
KOHPUrypaTop He MpPUHUMAaET HMKaKMe KOMaH/Abl, KpOMe KOMaHJA Ha YTeHue,

Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> eula accept
Mpumep (config)> eula accept

Core::Eula: "20181001" license accepted.
VICTOleﬂ I/I3MEHEHI/II7I Bepcwﬂ Orlv'caHV'e

2.15 [Jo6aBneHa komaHaa eula accept.

3.26 igmp-proxy
OnucaHwue JocTyn K rpynne KoMaHa AN HacTpomkn IGMP.

MNpedukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTtHbIiA BBOg, Het

Bxo>xaeHue B rpynny (igmp-proxy)

CnHoncuc I (config)>  igmp-proxy

Mpumep (config)> igmp-proxy
(igmp-proxy)>

UcTopus nsmeHeHnii Bepcus OonucaHue

2.06 JobasneHa KoMaHAa igmp-proxy.

3.26.1 igmp-proxy force

OnucaHune MprHYANTENLHO BKAOUYNTL CTapyto Bepcuto IGMP. Mo ymonyaHumio 31a
HaCTPOIMKa OTK/IFOYEHa N BEPCUA NPOTOKO/A BbI6MPaeTcs B aBTOMaTUYECKOM
pexvme.

KomaHpaa c npedprkcom no Bo3BpaLLaeT 3HaUYeHe Mo yMONYaHUIO.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (igmp-proxy)>  force «protocol»
(igmp-proxy)> no force
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
protocol igmp-vl MpuMeHUTb GUNLTPALMNIO K BXOAALLINM
naketam.
igmp-v2 MpUMeHUTb GUABLTPALMIO K MCXOASALLIAM
naketam.
Mpumep (igmp-proxy)> force igmp-vl
Igmp::Proxy: Forced protocol: igmp-vl.
(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.08 JobasneHa komaHaa igmp-proxy force.
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3.27 igmp-snooping disable

OnucaHwue OTxntounTb IGMP snooping. KomaHga A0CTynHa TO/IbKO B pexumax KnveHr,
Yecnnutens nnu Toyka floctyna.

KomaHga ¢ npedurkcom no Bkatovaet IGMP snooping.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I(config)> igmp-snooping disable

Mpumep (config)> igmp-snooping disable
Igmp::Snooping: Disabled.
(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.12 JobasneHa komaHaa igmp-snooping disable.

3.28 interface

OnucaHune JocTyn K rpynne KoOMaHZ4 ANs HaCTPOMKKM BbIbpaHHOMo MHTepdeiica. Ecnn
nHTepderic He HallleH, KOMaHAa NbITaeTCsa ero co3aaTb.

ima nHTepdelica 3agaeT ero knacc, KOTopblii HacaedyeT onpeeneHHble
CBOIICTBa, CM. AnarpamMmbl B [punoxernn. KomaHabl paboTatoT
NPUMEHNTENBLHO K kKnaccaM. COOTBETCTBYHOLLMIA Knacc MHTepdelica ykasaH
B OMMUCaHNM KOMaHAbI.

KomaHga ¢ npedukcom no yaanset nutepdeiic.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
BxoxxageHue B rpynny (config-if)

CuHoncnc I (config)> interface name»

I (config)> no interface name>
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AprymeHTbl

AprymeHT |(3HayeHue

OnucaHwune

name UHTEppenc

MNMonHoe nmsa nHTepdeinca Nan NCEBAOHNM.
CnncoK AOCTYMHbIX NHTePHEencoB MOXHO
yBUAeTb C MOMOLLbIo KOMaHAbl interface
[Tab].

Mpumep

(config)> interface [Tab]

Usage template:
interface {name}

Choose:
Pvc
Vlan
CdcEthernet
UsbModem
RealtekEthernet
AsixEthernet
Davicom
UsbLte
Yota
Bridge
PPPoE
SSTP
PPTP
L2TP
Wireguard
OpenVPN
IPIP
TunnelSixInFour
Gre
EoIP
TunnelSixToFour
Chilli

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 JobaBneHa komaHja interface.

3.28.1 interface atf disable

OnucaHwue OTknounTtb ATF ana AP 5 I'Tu. Mo ymMon4yaHmio HacTpolika BbIKIKOYeHa.
KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOUKY.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOJ,

HeT
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Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

WiFiMaster

| (config-ifi>  atf disable

Ikonﬁ94ﬂ>noatfdisab1e

(config-if)> atf disable

Network: :Interface: :Rtx: :WifiMaster:

Fairness disabled.

(config-if)> no atf disable

Network: :Interface: :Rtx::WifiMaster:

Fairness enabled.

"WifiMasterl": Airtime »

"WifiMasterl": Airtime »

Bepcus OnucaHve

3.02 JlobaBneHa koMmaHaa interface atf disable.

3.28.2 interface atf inbound

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

Bkntountb ATF TONIBKO AN1A nMepeAaydn BXogAwmx naketos and AP 51T, Mo

yMONYaHNKO HaCTpOIZKa BbIK/TOYEHa.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.

Ja
Ja
Het

WiFiMaster

I (config-if)>  atf inbound

I (config-if)> no atf inbound

(config-if)> atf inbound

Network: :Interface: :Rtx::WifiMaster:

Fairness inbound is set.

(config-if)> no atf inbound

Network: :Interface: :Rtx::WifiMaster:

Fairness inbound is unset.

"WifiMasterl": Airtime »

"WifiMasterl": Airtime »

Bepcus OnucaHue

3.02 JobaBneHa komaHaa interface atf inbound.
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3.28.3 interface authentication chap

OnucaHue BkntounTb noasaepxky ayreHTudumkaumm CHAP.
KomaHga ¢ npedpurkcom no oTkatouaeT CHAP.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica Secure

CuHoncuc I (config-if)> authentication chap

I (config-if)> no authentication chap

Mpumep (config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

CHAP.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.00 [Jlo6baBneHa komaHga interface authentication chap.

3.28.4 interface authentication eap-md5

OnucaHwue BkntounTb noagepxky ayteHTuumkaumm EAP-MD5.
KomaHga c npedurkcom no otkntouyaet EAP-MD5.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication eap-md5
I (config-if)> no authentication eap-md5

NMpumep (config-if)> authentication eap-md5

Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.
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(config-if)> no authentication eap-md5
Network::Interface: :Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa komaHga interface authentication eap-mds5.

3.28.5 interface authentication eap-mschapv2
OnucaHue BkntounTtb nogaepxky aytreHtTudumkaumm EAP-MSCHAPV2.
KomaHga ¢ npedurkcom no otkitouvaet EAP-MSCHAPvV2, MS-CHAPV2.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Secure

CuHoncuc I (config-if)> authentication eap-mschapv2

I (config-if)> no authentication eap-mschapv2

Mpumep (config-if)> authentication eap-mschapv2
Network::Interface::Supplicant: "IKEO": authentication is »
unchanged.

(config-if)> no authentication eap-mschapv2
Network: :Interface::Supplicant: "IKE®": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.

VlCTOleﬂ V|3MEHeH|/||7| Bepcmﬂ onucaHvie
3.05 JlobaBneHa komaHaa interface authentication
eap-mschapv2.

3.28.6 interface authentication eap-ttls

OnucaHwue BkntounTe noagepxky ayteHTndumkaumm EAP-TTLS.
KomaHga c npedurkcom no otkntouaet EAP-TTLS.

MNpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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Tun nutepdeiica Secure

CuHoncnc I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

NMpumep (config-if)> authentication eap-ttls
Network::Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.

(config-if)> no authentication eap-ttls
Network: :Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHaa interface authentication eap-ttls.

3.28.7 interface authentication identity

OnucaHwue YKasaTb M No/ib30BaTeNs Ana ayTeHTUdrKaLmm ycTponcTea Ha yaaneHHOoMN
cucteme. VicnonbayeTcs gnd nogkntouenmin PPTP, PPPoE n L2TP.

KomaHga ¢ npedumkcom no cTrpaeT paHee 3agaHHOe NMS MOAb30BaTeNs.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica Secure

CuHoncuc (config-if)> authentication identity <identity»

(config-if)> no authentication identity

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
identity Ctpoka VM5 nonb3oBaTtens Ana ayreHTuoumnkaumn.
NMpumep (config-if)> authentication identity mylogin

Network: :Interface::Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network: :Interface: :Supplicant: "PPTPO": identity cleared.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.00 Job6aeneHa komaHga interface authentication identity.
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3.28.8 interface authentication mschap

OnucaHue BkntounTb noasaepxky ayteHTudumkaumm MS-CHAP.
KomaHga ¢ npedpurkcom no oTkntovaet MS-CHAP.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica Secure

CuHoncuc I (config-if)> authentication mschap

I (config-if)> no authentication mschap

Mpumep (config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPO": added authentication: »
MS - CHAP.

(config-if)> no authentication mschap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

MS - CHAP.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.00 [JlobaeneHa komaHga interface authentication mschap.

3.28.9 interface authentication mschap-v2

OnucaHwue BkntounTb noagepxky ayteHTudmnkaumm MS-CHAPV2.
KomaHga c npedurkcom no otkntouaet MS-CHAPv2.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication mschap-v2
I (config-if)> no authentication mschap-v2

NMpumep (config-if)> authentication mschap-v2
Network: :Interface::Supplicant: "PPTPO": authnentication is »
unchanged.
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(config-if)> no authentication mschap-v2
Network::Interface::Supplicant: "PPTPO": removed authentication: »

MS - CHAPv?2.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.00 JobaBneHa komaHaa interface authentication
mschap-v2.

3.28.10 interface authentication pap

OnucaHue BkntoumnTtb nogaepxky ayteHTudumkaumm PAP.
KomaHga ¢ npedurkcom no oTkatouaeT PAP.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Secure

CuHoncuc I (config-if)> authentication pap

I (config-if)> no authentication pap

Mpumep (config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.

(config-if)> no authentication pap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

PAP.
VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHga interface authentication pap.

3.28.11 interface authentication password

OnucaHune YKa3aTb Naponb Ansa ayTeHTudumKaLmm ycTpoincTBa Ha yAaneHHoM cucteme.
Ncnonb3yeTtca ana nogkntoueHuia PPTP, PPPoOE n L2TP.

KomaHaa ¢ npedunKcom no cTvpaeT 3Ha4YeHne napons.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Secure

(config-if)> authentication password password»

(config-if)> no authentication password

AprymeHT 3HauyeHue OnuncaHwue

password Ctpoka Maponb ans ayteHTUdGUKaLMN.

(config-if)> authentication password Aihoi2chal
Network: :Interface: :Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network::Interface::Supplicant: "PPTPO": password cleared.

Bepcus OnucaHue
2.00 JobaeneHa komaHga interface authentication
password.

3.28.12 interface authentication peap

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

Mpumep

UcTopuns nsmeHeHnii

Brkntountb noaaepxky EAP-PEAP meToga NpoBepKy MOAJIVHHOCTU.
KomaHga ¢ npedurkcom no oTkntouaet wndpoBaHme EAP-PEAP.
Aa

Ja

Hert

Secure

I(conﬂ94ﬂ> authentication peap

I(conﬁg4ﬂ>noauthenticationpeap

(config-if)> authentication peap
Network: :Interface: :Ethernet: "WifiMasterl/AccessPoint0": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network: :Interface::Supplicant: "WifiMasterl/AccessPoint0": »
removed authentication: PEAP.

Bepcus OnucaHve

2.03 JobasneHa komaHaa interface authentication peap.
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3.28.13 interface authentication shared

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BKAHOUUTL peXxnm ayTeHTUUKaLNK € pazdesndembiM KH4YoM. DTOT PEXUM
NCNOIb3YeTCs TONbKO B codeTaHnK € LundpoBaHuem WEP. Pazdessembie karoyu
3ajaTca KomaHgol interface encryption key.

KomaHga c npedurkcomM no nepeBoanT ayTeHTUOUKALMIO B OTKPLITLIV PEXUM.
Ja

Ja

Het

WiFi

I (config-if)> authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface authentication shared.

3.28.14 interface authentication wpa-psk

OnucaHwmne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

YCTaHOBUTb NMpeABapuUTeNbHO COracoBaHHbIN KU A9 ayTeHTUGMKaumm
no npotokony WPA-PSK. Bo3MOXHO 3asaHune knroda B Buge 256-61MTHOro
LecTHaaLaTepuyHoro ymcna, 1nmbo B suge ctpokun ASCII-cumsonos. Bo
BTOPOM C/ly4vae CTpOKa 1UCMonb3yeTcd Kak KogoBas dpasa And reHepnpoBaHus
KnroYa (napons).

KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.
Ja

Ja

Het

WiFi

I (config-if)> authentication wpa-psk psk>
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no authentication wpa-psk

AprymeHT 3HauyeHue OnucaHwue

psk CTpoka MpeABapuTeIbHO COrNacoBaHHbIN KN4 B
BUAe 256-6MTHOrO WecTHaALaTepnYHOro
yncna, CocTosiLLero 13

64 WwecTHaguaTepuydHbIX undp, N1Mb60 B BUAE
cTpoku ASCII gnmHoi oT 8 A0 63 CUMBO/OB.

(config-if)> authentication wpa-psk Eethaich9z
Network: :Interface::Wifi: "WifiMasterl/AccessPoint@": WPA PSK set.

(config-if)> no authentication wpa-psk
Network::Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK »

removed.
Bepcus OnucaHve
2.00 JobaBneHa komaHAa interface authentication wpa-psk.

3.28.15 interface backhaul

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

BrntounTb noaaepxky VLAN ans 6€CnpoBOAHOIO COefMHEHUS MeXay
poyTepamu Keenetic B pexxmme trunk. Mo ymon4aHumio HacTpoka OTK/IKUEeHa.

KomaHza ¢ nped1Kcom no oTKIoYaeT HaCTPOWKY.

Ja
Ja
Het

WiFiMaster

| (config-if>  backhaut

I (config-if)> no backhaul

(config-if)> backhaul
Network: :Interface: :Rtx: :AccessPoint:
backhaul mode enabled.

(config-if)> no backhaul
Network: :Interface: :Rtx: :AccessPoint:
backhaul mode disabled.

"WifiMaster®/AccessPointl": »

"WifiMaster@/AccessPointl": »
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.02 JlobaBneHa komaHa interface backhaul.

3.28.16 interface band-steering

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

3anycTnTb cnyxey Band Steering ana AP 5 Ty, Mo ymon4aHuMio HacTpoiika

BK/IFOYEHa.

Ana npaBunbHoOM paboTbl Band Steering HEOGXOAMMO BbIMONHUTL CiefytoLume

yCcnoBus:

* BKJ/OYeHbl 06e Touku goctyna 2,4 My n 5 My,

* Y HUX ofMHaKkoBble SSID

* OHN NMEKT OAMNHAKOBbIE NapaMeTpbl 6e3onacHoOCTU (Tvin LIJVICI)pOBaHI/Iﬂ,

3HayeHue KNYa, UT. 4.)

KomaHga ¢ npedukcom no oTkarouaet Band Steering.

Aa
Ja
HeTt

WiFiMaster

I (config-if)>  band-steering

I (config-if)> no band-steering

(config-if)> band-steering

Network: :Interface::Rtx::WifiMaster:

enabled.

(config-if)> no band-steering

Network: :Interface: :Rtx: :WifiMaster:

"WifiMasterl": band steering »

"WifiMasterl": band steering »

disabled.
Bepcus OnucaHve
2.09 JobasneHa komaHgaa interface band-steering.

3.28.17 interface band-steering preference

OnuncaHwmne

3ajaTb NpeanoYTUTENbHbIN Ananas3oH Ana TexHonoruu Band Steering. MNo

YMOJZIYaHWIO 3Ha4YeHne He onpejesieHo.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpallaeT 3HayeHne no yMmoad4aHuio.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

Ja
Ja
Het

WiFiMaster

(config-if)>  band-steering preference <band>

(config-if)> no band-steering preference

AprymeHT 3HauyeHue OnuncaHwue
band 2 [AvanasoH 2,4 Ty,

5 AnanasoH 5Ty,

(config-if)> band-steering preference 5
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference is 5 GHz.

(config-if)> no band-steering preference
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference disabled.

Bepcus OnucaHue
2.09 Job6asneHa komaHaa interface band-steering
preference.

3.28.18 interface beamforming explicit

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

BkntounTb ABHOE PopmuposaHue duazpammel HanpaeneHHocmu (eBF) ana AP
5Ty, 3Ta PyHKLUMA MOXKET ObITb MCMNOb30BaHA TONLKO A5 K/INEHTOB
802.11ac n HecoBmecTMMa C APYrMmMu ctaHgapTamu. 1o ymonyaHmio sTot
napamMeTp BK/HOYEH.

KomaHza ¢ nped1Kcom no oTKoYaeT ABHOe PopMUpOBaHUE dUa2paMMbI
HanpaeneHHoCMu.

Ja
Ja
Het

WiFiMaster

I (config-if)> beamforming explicit [mu-mimo]

I (config-if)> no beamforming explicit

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA, 1 43



naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT

3HavyeHue OnucaHue

mu-mimo

Keyword YnpasneHve dnaramm MU-MIMO gnsa aBHoro
dbopmMumpoBaHusa gnarpaMmmbl
HanpaBneHHOCTU. BkatovaeT KOHTPO/Ib
NOTOKA AaHHbIX ANS HECKOJIbKUX
nosb3oBaTenen.

(config-if)> beamforming explicit
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": explicit »
beamforming and SU-MIMO enabled.

(config-if)> beamforming explicit mu-mimo
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": explicit »
beamforming and MU-MIMO enabled.

(config-if)> no beamforming explicit
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": explicit »
beamforming and MIMO disabled.

Bepcus

OnucaHune

2.10

Job6asneHa komaHaa interface beamforming explicit.

3.28.19 interface beamforming implicit

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKM
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

BkntounTb HeaBHOe ®opmuposaHue duazpamMmel HanpasaeHHocmu (iBF) ans
AP 5 TTu. Mo ymon4aHmio HaCTpOIKa OTK/IOYeHa.

KomaHza c npedurKcom no oTkIo4HaeT HesaBHOe PopMuposaHUe OUuazpammel
HanpaeneHHocMu.

Ja
Ja
Het

WiFiMaster

I(conﬁg4ﬂ> beamforming implicit

I(conﬁg-ﬁﬁ>nobeamf0rming implicit

(config-if)>

beamforming implicit

Network::Interface: :Rtx::WifiMaster: "WifiMasterl": implicit »
beamforming enabled.

(config-if)> no beamforming implicit
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": implicit »
beamforming disabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.10 Jlo6aBneHa komaHga interface beamforming implicit.

3.28.20 interface ccp

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

Bknrountb noaAep>XXKy MpPpOTOKO/1a CCPHa3Tane YCTaHOB/IEHNA COENHEHUA.

KomaHga ¢ npedpurkcom no oTkntoyaet CCP.

Ja
Aa
HeTt

PPP

I (config-if)>  ccp

I (config-if)> no ccp

(config-if)> ccp
CCP enabled.

(config-if)> no ccp
CCP disabled.

Bepcus OnucaHue

2.00 JobaeneHa komaHgaa interface ccp.

3.28.21 interface channel

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

YCTaHOBUTL pajMokaHa (4acToTy BeLLaHKA) AN 6eCcnpoBOAHbIX
nHTepoericos. HTepdencol Wi-Fi npuHMMaloT B KauecTBe HOMepa KaHana
uenble yncna ot 1 2o 14 (AnanasoH vactot oT 2.412 Ty, a0 2.484 ITu) v oT
36 o 165 (ananasoH yactot ot 5.180 'y, Ao 5.825 Mu). Mo ymonyaHvo

NCNo/sib3yeTcsl 3HaYeHme auto.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBIMBaeT 3Ha4YeHne Nno yMOoa4aHuMIo.

Aa
Ja
Het

Radio

I (config-if)>  channel «channel
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AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

(config-if)> no channel

AprymeHT 3HauyeHue OnucaHwue

channel number Homep paavio kaHana.

auto Homep paauno KaHana onpegenaeTcs

aBTOMaTn4yecku.

(config-if)> channel 8
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": channel set »
to 8.

(config-if)> channel 36
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": channel set »
to 36.

(config-if)> no channel
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »
mode set.

Bepcus OnucaHue

2.00 JobaeneHa komaHga interface channel.

3.28.22 interface channel auto-rescan

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK
MHorokpaTHbIVi BBOj,

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

3azaTb pacnucaHue 418 aBTOMaTUYECKOro CKaHMPOBaHMSA Pajno KaHaoB.
Mo yMOAYaHUIo NapaMeTp OTK/IHOYEH.

KomaHpaa ¢ npedprKcoM no oTK/IHOUaeT HaCTPOWKY.
Aa

Ja

HeTt

Radio

(config-if)>  channel auto-rescan [ <hhs:.cmm> ]Jinterval <interval

(config-if)> no channel auto-rescan

AprymeHT 3HayeHue OnuncaHwue
interval 1 VIHTepBa/ NOBTOPHOro CKaHMPOBaHVA B
yacax.
6
12
24
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Mpumep (config-if)> channel auto-rescan interval 1
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": scheduled »
auto rescan, interval 1 hour.

(config-if)> no channel auto-rescan
Network::Interface: :Rtx::WifiMaster: "WifiMaster@": auto rescan »

disabled.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.07 JobaeneHa komaHaa interface channel auto-rescan.

3.28.23 interface channel width

OonucaHue YCTaHOBUTb LUMPWHY NONAOCHI MPOMYCKaHWsA AN yKa3aHHOro kaHana. Mo
YMOJTYaHWNIO NCMONb3YeTCs 3HaUeHue 40-below .

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaYeHMe M0 YMOTHaHNIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Radio

Cunoncuc (config-if)>  channel width widths

(config-if)> no channel width

AprymeHTbI AprymeHT |3HauyeHue OonucaHue
width 20 YcTaHOBWUTL NONOCY NPOMNYyCKaHNA paBHYHO
20 MT'u,.
40-above Pacumputb nonocy nponyckaHmsa o 40 MIy,

ncnonb3yq CﬂEAyI-OLI.I,I/IVI KaHarnl.

40-below Pacumputb nonocy nponyckaHmsa o 40 MIy,
NCNONb3ysA NpeabIAyLLNIA KaHan.

Mpumep (config-if)> channel width 20
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": channel »
bandwidth setting applied.

(config-if)> no channel width
Network: :Interface::Rtx::WifiMaster: "WifiMaster0": channel »
bandwidth settings reset to default.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 JlobaBneHa komaHaa interface channel width.

3.28.24 interface chilli coaport

OnucaHwne Yka3atb UDP-NopT, Ha KOTOPbIA 6yAyT OTNPaBAATLCSA 3anNpockl Ha OTK/IH0YeHe
oT RADIUS-knneHTa.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Chilli

CuHoncue (config-if)>  chilli coaport <coaport>

(config-if)> no chilli coaport

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
coaport lesnoe uucso |Homep nopta CoA.
Mpumep (config-if)> chilli coaport 3940

Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6asneHa komaHgaa interface chilli coaport.

3.28.25 interface chilli dhcpif

OnucaHune HasHauunTb nHtepdeiic Chilli ceteBoMy cncteMHOMy MHTepdeicy.
KomaHga ¢ npednkcom no oTMeHsET NpuBA3KY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Chilli
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>

chilli dhcpif

(config-if)> no chilli dhcpif

«dhcpif»

AprymeHT

3HauyeHve

OnucaHue

dhcpif

UnTepgeric

MonHoe NMs HTepdelica N NCEBAOHNM.

(config-if)> chilli dhcpif Bridgel

Chilli::Interface:

"Chilli0@": bound to Bridgel.

(config-if)> no chilli dhcpif

Chilli::Interface:

"Chilli0": unbound.

Bepcusa

OnucaHwmne

2.10

Jlo6aBneHa komaHga interface chilli dhcpif.

3.28.26 interface chilli dns

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

Ykasatb IP-agpec cepsepa DNS.

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

Ja
Aa
HeTt

Chilli

(config-if)>

chilli dns «dns1s [ «dns2» ]

(config-if)> no chilli dns

AprymeHT 3HauyeHue OnucaHwue
dnsl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
dns2 IP-appec Agpec BTopnyHoro DNS-cepsepa.

(config-if)> chilli dns 8.8.8.8 1.1.1.1
Chilli::Interface: "Chilli®": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns

Chilli::Interface:

"Chilli0": DNS servers reset to default.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.10

JlobaeneHa komaHaa interface chilli dns.

3.28.27 interface chilli lease

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

HacTpouTtb Bpems apeHAbl NOAKIHOUYEHHOrOo KaneHTckoro IP-agpeca. o
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoan4aHuio.

Ja
Ja
HeT

Chilli

(config-if)>

chilli lease ¢

(config-if)> no chilli lease

leases

AprymeHT

3HayeHue

OnvicaHune

lease

Llenoe uucno

Bpems apeHabl B cekyHAaX. MakcmanbHoe
3HauyeHue 259200.

(config-if)> chilli lease 1000

Chilli::Interface:

"Chilli0": lease has been set 1000 seconds.

(config-if)> no chilli lease

Chilli::Interface:

(3600 seconds).

"Chilli0": lease has been reset to default »

Bepcus

OnucaHune

2.1

Job6aBneHa komaHaa interface chilli lease.

3.28.28 interface chilli logout

OnucaHue
Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

MpuHyanTensHo oTkaUuNTL MAC-ajpec ykasaHHOro KjaveHTa.

Het
HeT
Het

Chilli
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CuHoncuc (config-ifi>  chilli logout (macs | all)
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-agpec MAC-agpec 3aperncTpMpoBaHHOro KAneHTa.
all Keyword OTkntounTb Bce MAC-agpeca.
NMpumep (config-if)> chilli logout 64:a2:22:51:b4:11
(config-if)> chilli logout all
Chilli::Interface: "Chilli@": service restarted.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.10 Jlo6aBneHa komaHga interface chilli logout.

3.28.29 interface chilli macauth

OnucaHune BrOUnTL GYHKLMIO MPOBEPKN NOAAVNHHOCTY NO/b30BaTeNei TONbKO Ha
ocHoBaHUM npoBepkn MAC-agpeca.

KomaHaa ¢ npeprKcom no oTKNtoYaeT HaCTPONKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc I (config-if)>  chilli macauth

I (config-if)> no chilli macauth

Mpumep (config-if)> chilli macauth
Chilli::Interface: "Chilli®": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli®": macauth cleared.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHga interface chilli macauth.

3.28.30 interface chilli macpasswd

OnucaHue YcTaHOBWUTE Napob A nposepku noganHHoctn MAC-agpeca.

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA, 1 51



naBa 3 OnncaHme KoMaHp,

KomaHga c npedurkcom no yganseTt HacTPOWKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Chilli

CnHoncuc (config-if)>  chilli macpasswd macpasswd>

(config-if)> no chilli macpasswd

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
macpasswd CTpoka Maponb nonb3osaTens.
Mpumep (config-if)> chilli macpasswd 1234567890

Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli@": macpasswd cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.1 Job6asneHa komaHga interface chilli macpasswd.

3.28.31 interface chilli nasip

OnucaHue YcraHoBUTbL 3HaueHue RADIUS napameTtpa IP-agpec NAS. lMossonser
HaCTPOUTb 1 UCMO/B30BaTb NPOM3BO/bHLIN IP-agpec.

KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli nasip («address> | interface wan> | auto)

(config-if)> no chilli nasip

AprymeHTbI AprymeHT |3HauyeHue OnuncaHue
address |IP-agpec KoHkpeTHbI IP-agpec cepBepa.
wan UHTepgelic IP-agpec ykazaHHoro WAN-nHTepderica.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nsmeHeHnii

AprymeHT |3HauyeHue OnuncaHwue

auto Knwuesoe cnoso |IP-agpec Tekywiero WAN-uHTepderica.

(config-if)> chilli nasip 95.213.215.187
Chilli::Interface: "Chilli0": NAS IP address set to »
"95,213.215.187".

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli@": NAS IP address set to auto.

(config-if)> no chilli nasip
Chilli::Interface: "Chilli@": NAS IP address cleared.

Bepcus OnucaHve

2.10 Job6asneHa komaHgaa interface chilli nasip.

3.28.32 interface chilli nasmac

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YcraHoBuTb MAC-agpec ans atpmbyta RADIUS Called-Station-ID. MNo
yMon4aHuo ncnonbsyetca MAC-agpec rocteBoi ceTu.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja

Ja

Het

Chilli

(config-if)>  chilli nasmac wmac»

(config-if)> no chilli nasmac

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-apgpec HoBsbiin MAC-agpec ans RADIUS
Called-Station-ID.

(config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli®": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli®": NAS MAC address cleared.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 JobaeneHa komaHaa interface chilli nasmac.

3.28.33 interface chilli profile

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

HasHaunTe npodunb Chilli cooTBeTCTBYOWEMY NHTEpdeiicy.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

Chilli

(config-if)>  chilli profile «profile»

(config-if)> no chilli profile

AprymeHT 3HauyeHue OnucaHwue

profile Ctpoka HassaHune npodunsa RADIUS-cepBepa.

(config-if)> chilli profile Wi-Fi_SYSTEM
Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

Bepcus OnucaHue

2.10 Job6asneHa komaHgaa interface chilli profile.

3.28.34 interface chilli radius

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

JobaBuTb agpeca RADIUS-cepsepa.
KomaHaa c npedurkcom no yaanset agpeca.
Ja

Ja

Het

Chilli
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-if)>  chilli radius <serverl [«server2s]

(config-if)> no chilli radius

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

serverl Crtpoka Agpec nepsuyHoro RADIUS-cepBepa.

server2 Crpoka Agpec BTopuyHoro RADIUS-cepBepa.

Mpumep (config-if)> chilli radius radius.wifisystem.ru »
radius2.wifisystem. ru
Chilli::Interface: "ChilliO": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.

(config-if)> no chilli radius
Chilli::Interface: "Chilli®": RADIUS servers cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli radius.

3.28.35 interface chilli radiusacctport

OnucaHue Ha3HaunTb UDP-nopTy4yéTta RADIUS-cepBepa. 10 yMO/THaHMIO UCNONb3YyeTCs
3HayeHue 1813.

KomaHga ¢ npedurkcom no yctaHaBAMBaeT MOPT MO YMOYAHUIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli radiusacctport <radiusacctport;

(config-if)> no chilli radiusacctport

AprymeHTbI AprymeHT 3HayeHue (OnucaHue
radiusacctport CTtpoka Homep nopra.
Npumep (config-if)> chilli radiusacctport 1819

Chilli::Interface: "Chilli@": radiusacctport set to 1819.

(config-if)> no chilli radiusacctport
Chilli::Interface: "Chilli@": radiusacctport reset to default.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.06 Jo6aBneHa komaHga interface chilli radiusacctport.

3.28.36 interface chilli radiusauthport

OnucaHwue HasHaunTte UDP-nopT ayteHTUdUKaunm RADIUS-cepsepa. 1o ymondaHuio
ncnonb3yeTca 3HaveHue 1812.

KomaHga c npedurkcom no yctaHaBAMBaeT NOPT MO YMOJTYaHUIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli radiusauthport <radiusauthport,

(config-if)> no chilli radiusauthport

AprymeHTbI AprymeHT 3HaueHue (OnucaHue
radiusauthport Ctpoka Homep nopra.
Mpumep (config-if)> chilli radiusauthport 1820

Chilli::Interface: "Chilli@": radiusauthport set to 1820.

(config-if)> no chilli radiusauthport
Chilli::Interface: "Chilli@": radiusauthport reset to default.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.06 Job6asneHa komaHaa interface chilli radiusauthport.

3.28.37 interface chilli radiuslocationid

OnucaHwue 3agaTb naeHTMdMKaTop MectonosioxxeHns RADIUS-cepeepa. OH A0MKeH ObiTb
B dopmate isocc=, cc=, ac=, network=.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli
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naBa 3 OnncaHme KOMaHA,

Cunoncuc (config-if)>  chilli radiuslocationid «radiuslocationid»

(config-if)> no chilli radiuslocationid

AprymeHTbI AprymeHT 3HaueHve |OnucaHune

radiuslocationid |Crpoka 3HauveHne naeHTndmnKaTopa
MeCTOrMOJIOXEHNSA.

NMpumep (config-if)> chilli radiuslocationid »
isocc=,cc=,ac=,network=WiFiSYSTEM,
Chilli::Interface: "Chilli0@": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, " .

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli®": radiuslocationid cleared.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.10 JobaeneHa komaHaa interface chilli radiuslocationid.

3.28.38 interface chilli radiuslocationname

OnucaHune 3a4aTb Ha3BaHMe MecTononoxeHus RADIUS-cepsepa.
KomaHga c npedurkcom no yganseTt HaCTPOWKY.

MNpedukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli radiuslocationname <radiuslocationname;

(config-if)> no chilli radiuslocationname

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
radiuslocationname|CTpoka HasBaHVe MeCcTonoN0XeHUA.

Mpumep (config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli@": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli@": radiuslocationname cleared.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.10

JlobaBneHa komaHaa interface chilli
radiuslocationname.

3.28.39 interface chilli radiusnasid

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb MAEHTNOUKATOP CepBepa CeTEBOro A0CTyra.

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

Ja
Aa
HeTt

Chilli

(config-if)>

chilli radiusnasid <radiusnasid>

(config-if)> no chilli radiusnasid

AprymeHT

3HayeHue

OonvcaHune

radiusnasid

CTpoka

NaeHTrndunkaTop NAS.

(config-if)> chilli radiusnasid keeneticru_12
Chilli::Interface: "Chilli@": radiusnasid set to "keeneticru 12".

(config-if)> no chilli radiusnasid

Chilli::Interface:

"Chilli0": radiusnasid cleared.

Bepcus

OnucaHune

2.10

Job6aBneHa komaHaa interface chilli radiusnasid.

3.28.40 interface chilli radiussecret

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

YcTaHOBUTbL 06LWMIA KNtoY Ans 06oux RADIUS-cepBepoB.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja
Het

Chilli
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>  chilli radiussecret <radiussecret»

(config-if)> no chilli radiussecret

AprymeHT 3HauyeHue OnuncaHwue

radiussecret|CTpoka 3HaueHue Kaua.

(config-if)> chilli radiussecret 12df34fd

Chilli::Interface: "Chilli®": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli radiussecret.

3.28.41 interface chilli uamallowed

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YKa3aTb pecypc, K KOTOPOMY K/IMEHT MMeeT A0CTyn 6e3 nepBUYHOIA
ayTeHTUdMKaLuu.

KomaHAa ¢ npedurkcom no yganseT pecypc 13 cnucka. Ecnv BbINoAHUTL
KOMaHzy 6e3 apryMeHTa, To BeCb CMNCOK PeCypCcoB ByAeT OUULLEH.

Ja

Aa

Ja

Chilli

(config-if)>  chilli uamallowed wamallowed>

(config-if)> no chilli uamallowed [ «wamallowed> ]

AprymeHT 3HauyeHue OnucaHwue

uamallowed |CTpoka IP-agpec, URL nnu noaceTs.

(config-if)> chilli uamallowed 188.166.114.0/24

Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled »

garden.

(config-if)> chilli uamallowed www.example.link

Chilli::Interface: "Chilli@": "www.example.link" added to walled »

garden.
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

(config-if)> no chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" removed from »
walled garden.

(config-if)> no chilli uamallowed www.example.link
Chilli::Interface: "Chilli0@": "www.example.link" removed from »
walled garden.

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHgaa interface chilli uamallowed.

3.28.42 interface chilli uamdomain

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YKa3aTb fOMeH, K KOTOPOMY K/INEHT UMeeT JOCTyn 6e3 nepBrUYHOW
ayTeHTUPUKaLmmn.

KomaHaa ¢ npepurkcom no yaanseT JoOMeH 13 cnucka. Ecam BeINOAHUTL
KOMaHAy 6e3 aprymeHTa, To BeCb CMUNCOK AOMEHOB byzeT OUKLLeH.

Aa

[Ja

Ja

Chilli

(config-if)>  chilli uamdomain wamdomain>

(config-if)> no chilli uamdomain [ <«uamdomains ]

AprymeHT 3HayeHue OnuncaHwue

uamdomain CTpoka JloMeHHoe 1MA yaaneHHOoro XocTa.

(config-if)> chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli0@": "wifisystem.ru" added to walled »
garden.

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli@": "wifisystem.ru" removed from walled »
garden.

(config-if)> no chilli uamdomain
Chilli::Interface: "Chilli0@": walled garden cleared.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JlobaeneHa komaHaa interface chilli uamdomain.

3.28.43 interface chilli uamhomepage

OonucaHue YctaHoBUTb URL-agpec gomallHeli cTpaHuLbl 418 NepeHanpaBieHus
HeaBTOPU30BaHHbIX NOJIb30BaTeNeiA.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Chilli

CuHoncue (config-if)>  chilli uamhomepage wvamhomepage>

(config-if)> no chilli uamhomepage

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
uamhomepage |CTpoka Monb3oBaTenbckmin URL-agpec.
Mpumep (config-if)> chilli uamhomepage http://192.168.2.1/welcome.html

Chilli::Interface: "Chilli@": uamhomepage set to »
"http://192.168.2.1/welcome.html".

(config-if)> no chilli uamhomepage
Chilli::Interface: "Chilli@": uamhomepage cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6asneHa komaHaa interface chilli uamhomepage.

3.28.44 interface chilli uamport

OnucaHue Ykasatb TCP-nopT A8 NOAKIH0UYEHNA aBTOPN30BaHHbLIX KNMeHTOB. 1o
YMONYaHWIO NCMOJIb3yeTcs 3HaueHre 3990.

KomaHga ¢ npedrkcom no yctaHaBAMBAET MOPT MO YMOYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

Tun nutepdeiica Chilli

CuHoncnc (config-if)>  chilli uamport wamport>

(config-if)> no chilli uamport

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
uamport lenoe 4ucno |Homep nopra.
NMpumep (config-if)> chilli uamport 3922

Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6aBneHa komaHaa interface chilli uamport.

3.28.45 interface chilli uamsecret

OnucaHue YCTaHOBUTL 06K Ktou Mexay UAM-cepsepom u Chilli. UAM-knrou
NCMNONb3yeTcsa ANA X3LWMPOBaHNSA 3anpoca nepes BbluncieHneM napons.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamsecret wamsecret>

(config-if)> no chilli uamsecret

AprymeHTbl AprymMeHT |3HaueHme |OnucaHue
uamsecret  |CTpoka 3HaueHve Ktoya.
Mpumep (config-if)> chilli uamsecret 12df34fd

Chilli::Interface: "Chilli®": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret
Chilli::Interface: "Chilli®": uamsecret set to "".
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli uamsecret.

3.28.46 interface chilli uamserver

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcraHoBuTb URL-agpec Beb-cepBepa AN NpoBepKM NOASTMHHOCTU KNMEHTOB.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

Chilli

(config-if)>  chilli uamserver wamserver;

(config-if)> no chilli uamserver

AprymeHT 3HauyeHue OnucaHwue

uamserver Ctpoka Monb3oBaTenbcknint URL-agpec Beb6-cepBepa.

(config-if)> chilli uamserver »
https://auth.wifisystem.ru/hotspotlogin
Chilli::Interface: "Chilli@": uamserver set to »
"https://auth.wifisystem.ru/hotspotlogin".

(config-if)> no chilli uamserver
Chilli::Interface: "Chilli@": uamserver cleared.

Bepcus OnucaHue

2.10 Job6aBneHa komaHaa interface chilli uamserver.

3.28.47 interface compatibility

OnuncaHune

YCTaHOBUTL CTaHAAPThI 6€CNPOBOAHON CBA3W, C KOTOPbLIMU JOMKEH 6bITh
COBMeCTUM AaHHbI becnpoBogHoM agantep (MHTepdeiic). ins nHtepdelicos
Wi-Fi coBMeCcTMMOCTb 3aaeTcs CTPOKOM 13 NaTUHCKNX BykB A, B, G, N,
0603HavarLLMX AoNoNHeHWs K cTaHgapTy IEEE 802.11. K npumepy, Hannune
B CTPOKe COBMeCTUMOCTU B6yKkBbI N ByaeT 03Ha4aTb, UTO AaHHbIN aganTep
CMOXKeT B3anmogencTeoBaTthb € 802.11n-COBMeCTMMbIMU YCTPOCTBaMM Yepes
pagnokaHan. Habop fonyCcTUMBbIX CTPOK COBMECTMMOCTU onpejenseTcs
annapaTHbIMY BO3MOXHOCTAMU KOHKPETHOro agantepa 1 TpeboBaHnaMN
COOTBETCTBYIOLLMX JONOAHEHN K cTaHgapTy IEEE 802.11.
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naBa 3 OnncaHme KoMaHp,

Mo ymonuaHuto ans vactotsl 2,4 My ncnonbsyercsa ctpoka «BGN», «AN» —
ana 5o,

Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Radio
CnHoncuc (config-if)>  compatibility annex>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
annex B, G, N Ana 2,4T1Tw,
A, N Ana 57Ty,
A, N+AC JononHuTtenbHbIn ctaHaapT IEEE.
Mpumep (config-if)> compatibility N

Network: :Interface: :Rtx: :WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": PHY mode set.

MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
2.00 JobasneHa komaHgaa interface compatibility.
2.06 Jlo6aBneH HoBhbI cTaHAapT AC.

3.28.48 interface connect

OnucaHmne 3anycTuTb NPOLECC NOAKNOYEHNS K YAANEHHOMY Y3/1y.
KomaHga c npedurkcom no npepbiBaeT coejunHeHMe.

MNpejukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica PPP, IP

CuiHoncuc I (config-if)> connect [via«wia ]

I (config-if)> no connect
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

via UHTepgenc VHTepdeinc, yepes KoTopbIi OCyLLeCTBAAETCS
noAkaryeHve K yganeHHomy ysny. ina PPPoE
3TOT NapaMeTp ABASETCH 06a3aTeNIbHbIM.

(config-if)> connect via ISP

(config-if)> no connect

Bepcus OnucaHve

2.00 JobaeneHa komaHga interface connect.

3.28.49 interface country-code

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

HasHaunTb nHTepdecy 6ykBeHHbIN KO CTPaHbl, KOTOPbIN BAUAET Ha Habop
pafno-KaHanos. Mo ymonyaHuo ycTaHoBAeHO 3HaueHure RU.

Het
Ja
Het

Radio

(config-if)>  country-code «code>

AprymeHT 3HauyeHue OnuncaHwue

code Ctpoka Kog cTpaHsbl.

(config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": country code »
set.

Bepcus OnucaHve

2.00 JobasneHa komaHaa interface country-code.

3.28.50 interface debug

OnuncaHwne

BkOUNTL OTAAAOUHbIN pexuM NoakatoueHns PPP. B 0Tnaf04yHOM pexurme
B CUCTEMHbIV XXypHan BbIBOAUTCA NogpobHas nHpopmMaums o xoje
noaknto4eHus. No ymonyaHuo GyHKLNSA OTKAOUEHaA.

KomaHga ¢ I'Ipe¢I/IKCOM No OTKJ/IFOYaeT OT/Ia40uUHbIN pexunm.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica PPP

CuHoncumc | (config-if)>  debug

I (config-if)> no debug

Mpumep (config-if)> debug
Network::Interface::Base: Debug enabled.

(config-if)> no debug
Network: :Interface::Base: Debug disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHga interface debug.

3.28.51 interface description

OnucaHune Ha3HaunTb Npon3BO/IbLHOE OMNMCaHVe ceTeBOMY HTepdelicy.
KomaHga c npedunkcom no cTvpaeT onncaHue.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CuHoncnc (config-if)> description «description»

(config-if)> no description

AprymeHTbI AprymeHTt 3HauyeHue |OnucaHue

description |Crpoka Mpown3BosibHOe onncaHne nHTepderica.

Mpumep (config-if)> description MYHOME
Network::Interface::Base: "Bridge0": description saved.

(config-if)> no description
Network::Interface::Base: "Bridge0": description saved.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa interface description.
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3.28.52 interface down

OnucaHwne OTKNOUYNTL CeTeBOV MHTepdenC 1 3anrcaTh B HACTPOMKM COCTOAHME «down».

KomaHga c npedunKcomM no BKAKOHaeT ceTeBol MHTepdeinc n yaanset «down»
N3 HacTpoexk.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config-if)>  down

I (config-if)> no down

MNpumep (config-if)> down
Network::Interface::Base: "GigabitEthernet0/2": interface is down.

(config-if)> up
Network::Interface::Base: "GigabitEthernet0/2": interface is up.

MCTOpMﬂ N3MeHeHUnA Bepc”ﬂ onvicaHue

2.00 JobaBneHa komaHaa interface down.

3.28.53 interface downlink-mumimo

OnucaHwue BkitounTb HUCXoasLLee (ABHOe) PopmuposaHue duazpammMel HanpagaeHHoCmu
(eBF) MU-MIMO ansa AP 5 I'Tu. laHHas ¢yHKLMA MOXKeT 6bITb MCNONb30BaHa
TOJIbKO Ana KnneHTos 802.11ac n HecoBMeCTMMaA C APpYrMU CTaH4apTaMu.
HacTpolika He MOXeT bbITb UCNOb30BaHa 6e3 BktoUveHns KoMaHapl interface
beamforming explicit.

KomaHgaa ¢ npeprKcOM NO OTK/OYAET HaCTPOIKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica WiFiMaster

CuHoncuc I (config-if)>  downlink-mumimo

I (config-if)> no downlink-mumimo

Mpumep (config-if)> downlink-mumimo
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1llac/ax »
downlink-mumimo enabled.
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WcTopusa nsmeHeHum

(config-if)> no downlink-mumimo
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1llac/ax »
downlink-mumimo disabled.

Bepcus

OnucaHmne

3.05

JobaBneHa komaHaa interface downlink-mumimo.

3.28.54 interface duplex

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YcTaHOBUTb AynnekcHbi pexxum Ethernet-nopTa. Mo ymonyaHuio 3agaHo
3Ha4veHue auto.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoav4aHuio.

Ja
Ja
Het

Ethernet

(config-if)>

duplex tmodes

(config-if)> no duplex

AprymeHT 3HauyeHue OnuncaHwue
mode full Pexum rnonHoro gynnekca.
half MonyaynnekcHbIA pexum.
auto ABTOMaTUYECKUIA JyNAEKCHbIA PEXUM.

(config-if)> duplex full
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex set »

to "full".

(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex reset »

to default.
Bepcus OnucaHue
2.06.B.1 Job6asneHa komaHgaa interface duplex.
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3.28.55 interface dyndns profile

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

MpwrBsA3aTh Kk ceTeBOMY MHTepdericy npodunb DynDns. MNepeg BbINOAHEHVEM
KOMaHZabl NPodub A0MKEH 6bITb CO34aH 1 HACTPOEH rpynnoi komaHa dyndns
profile.

KomaHaa ¢ npedrKcom no paspbiBaeT CBsA3b MeXAy npoduaem n
nHTepdericom.

Ja
Ja
Het
(config-if)>  dyndns profile ¢profile

(config-if)> no dyndns profile

AprymeHT 3HauyeHue OnuncaHwue

profile CTpoka HasBaHune npoduns DynDns.

(config-if)> dyndns profile TEST
DynDns::Profile: Interface set.

(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

Bepcus OnucaHve

2.02 Jlo6aBneHa komaHga interface dyndns profile.

3.28.56 interface dyndns update

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

O6HOoBUTL BpY4HYto IP-agpec ana DynDns. o ymonyaHuio KoMaHaa paboTtaeT
B COOTBETCTBMW C NONUTUKOM NocTaBLmka ycayr DynDns, KOTopbli He
no3BosiseT 06HoBNATL IP carwkom yacTo. KntoueBoe c/ioBo force no3sonsiet

06HOBUTb IP B 06X04 MONUTUKM NOCTaBLLMKA YCAYT.

HeT

Ja

HeTt

I(config-if)> dyndns update [ force]
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AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

force Knuesoe He yunTbiBaTb peKOMEHA0BAHHYH YacToTy
CJ10B0O 06HOB/IEHMA.

(config-if)> dyndns update

Bepcus OnucaHve

2.00 Job6asneHa komaHaa interface dyndns update.

3.28.57 interface encryption anonymous-dh

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOMKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

BkntounTts Anonymous DH ansa SSTP-cepBepoB 6e3 cepTudukaTa.
KomaHga ¢ npedurkcom no oTkatovaetT Anonymous DH.

Ja

Ja

Het

SSTP

I (config-if)>  encryption anonymous-dh

I (config-if)> no encryption anonymous-dh

(config-if)> encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.

Bepcus OnucaHve

2.13 [JlobaBneHa komaHga interface encryption
anonymous-dh.

3.28.58 interface encryption disable

OnucaHwue
Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

OTkAUUTL WndpoBaHme Ha 6ecnpoBOSHOM NHTepdeiice.
Het
[Ja

HeT

170

CnpaBo4HuK komaHa — Speedster (KN-3010)



naBa 3 OnncaHme KOMaHA,

Tun nutepdeiica WiFi

CrnHoncuc I (config-if)>  encryption disable

NMpumep (config-if)> encryption disable
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
wireless encryption disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Job6asneHa KomaHaa interface encryption disable.

3.28.59 interface encryption enable

OnucaHune BkntoumnTb WwWndpoBaHMe Ha 6ecnpoBogHOM MHTepdelice. [1o ymonyaHuio
ncnonb3yetcs WnpposaHme WEP.

KomaHaa ¢ npepurkcom no oTkntoyaeT WwndpoBaHme Ha 6ecnpoBOgHOM
nHTepoderice.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica WiFi

CuHoncuc I (config-if)>  encryption enable

I (config-if)> no encryption enable

Mpumep (config-if)> encryption enable
Network::Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
wireless encryption enabled.

(config-if)> no encryption enable
Network::Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
wireless encryption disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga interface encryption enable.

3.28.60 interface encryption key

OnucaHwue HasHaunTtb Kntoum wndpposaHuns WEP. B 3aBUCUMOCTIM OT pas3psgHOCTY, KoY
MOXeT 6bITb 3a4aH 10 WwecTHaguaTepnyHbIMU undpamm (5 cumeonamum ASCII)
— 40-6UTHbIN KNtoY, WEP — 40-6UTHBIN K04, UK 26 LWeCTHaLaTePUYHbIMN
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Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

umdpamu (13 cumonamm ASCIT) WEP Bcero moxeT 6bITb 3agaHo oT 1 g0 4
KAouen wndpoBaHUS, N OANH U3 HUX AOJIXKEH OblTb Ha3HaYeH KJIHOYOM MO

YMOJTYAHWIO.

KomaHza c npedurKcom no yaansieT Kitou.

Aa
Ja
Ja
WiFi

(config-if)>

encryption key <id> («value> [default] | default)

(config-if)> no encryption key «id>

AprymeHT 3HauyeHue OnuncaHwue

id Yenoe uucno |Homep knroya. Bcero MoXHoO 3aaaThb 40
ueTblpex Katouei.

value CTpoka 3HaueHue KYa B Bue
LwecTHaAuaTepUUYHOro 4Ymcia, CoCTosLero
13 10 v n3 26 undp.

default Knwyesoe YKasbIBaeT, YTO AaHHbIN KoY byaeT

C/10BO MCMOMb30BaH N0 YMOJIYaHUIO.

(config-if)> encryption key 1 1231231234
Network: :Interface::Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »

set.

(config-if)> no encryption key 1
Network: :Interface: :Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »

removed.
Bepcus OnucaHue
2.00 Job6asneHa komaHaa interface encryption key.

3.28.61 interface encryption mppe

OnuncaHwune

Mpe¢ukc no

MeHsieT HacTpoViKKn

BrntounTtb nogaepxky wudposaHusa MPPE.

KomaHgaa ¢ npedurkcom no oTkntovaeT wndposaHune MPPE.

Ja
Ja

MHorokpaTtHbIiA BBog, Het
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Tun nutepdeiica PPTP

CnHoncuc I (config-ify>  encryption mppe

I (config-if)> no encryption mppe

Mpumep (config-if)> encryption mppe
MPPE enabled.

(config-if)> no encryption mppe
MPPE disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jo6aBneHa komaHga interface encryption mppe.

3.28.62 interface encryption owe

OnucaHwue BkntounTb anroputMel obecneyeHms 6esonacHoct OWE Ha 6ecnpoBOAHOM
nHTepderice. Mo yMONUYaHMIO HAaCTPOLiKa OTKAOUEHa.

KomaHga c npedumkcom no otkaroyaeT nogaepxky OWE.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica WifiMaster

CuHoncuc I (config-if)>  encryption owe

I (config-if)> no encryption owe

Mpumep (config-if)> encryption owe
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
OWE algorithms enabled.

(config-if)> no encryption owe
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
OWE algorithms disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.00 JobasneHa komaHgaa interface encryption owe.
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3.28.63 interface encryption tkip hold-down

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

YCTaHOBUTL 3Ha4veHVe "countermeasure” Talimepa ans TKIP npu
0fHOBpPEMEHHOM 1cnonb3oBaHum WPA n WPA2 anropnTMoB 6e30MacHOCTU
Ha 6ecnpoBogHOM NHTepdeiice. [0 yMONYaHNIO NCMOJIb3YeTCa 3HaYeHme
60.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHuIo.
Ja

Ja

Hert

WiFi

(config-if)>  encryption tkip hold-down <hold-down>

(config-if)> no encryption tkip hold-down

AprymeHT 3HauyeHue OnuncaHwue

hold-down lenoe uyucno |3HauveHme TalimMepa B cekyHAax. MoxeT
NPUHNMAaTb 3Ha4YeHWA B Anana3oHe oT 0 Jo
60. Ecnm ykasaHo 3HaueHme 0, To GyHKLMS
OTK/It0YeHa.

(config-if)> encryption tkip hold-down 10
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
hold-down interval is 10 sec.

(config-if)> no encryption tkip hold-down
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
hold-down interval is reset to default (60 sec.).

Bepcus OnucaHve
3.08 JobasneHa komaHaa interface encryption tkip
hold-down.

3.28.64 interface encryption wpa

OnucaHwne

MNpejukc no

BkntounTb anropuTtMel obecneveHns 6esonacHocTy WPA Ha 6ecnpoBOAHOM
nHTepdeiice. becnpoBoaHOM NHTepdENC MOXeT NoAAepXMBaTb COBMECTHOe
ncnonb3osaHue WPA n WPAZ, ogHako noaaep>kka WEP aBToMatuyecku
OTKJIH0UaeTCs NpU BKAKYEHUN 1H060ro n3 WPA.

KomaHga c npedumkcom no otkntoyaet WPA.

Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica WiFi

CnHoncuc I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

MNpumep (config-if)> encryption wpa
WPA algorithms enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa interface encryption wpa.

3.28.65 interface encryption wpa2

OonucaHue BkntounTb anroputmel obecneveHuns 6esonacHoctu WPA2 (IEEE 802.11i, RSN)
Ha 6ecrnpoBoAHOM UHTepdeiice. becnpoBoAHON MHTepdelic MOXeT pa3peLuaTtb
coBMecTHoe ncrnonb3osaHue WPA n WPAZ, ogHako nogaepxka WEP
aBTOMaTMYeCKM OTKIIOHAETCA NMpKY BKAOYEHUN 1tloboro ns WPA.

KomaHgaa ¢ npedurkcom no oTknro4aet WPA2.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2

MNpumep (config-if)> encryption wpa2
WPA2 algorithms enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.00 JobasneHa komaHgaa interface encryption wpa2.

3.28.66 interface encryption wpa3

OnucaHune BkntounTb anroputMmel obecneveHumst besonacHoctu WPA3 Ha 6ecnpoBogHOM
nHTepdeiice. becnpoBogHol MHTepdeic MOXeT NoAAepPXMBaTb COBMECTHOE
ncnonb3soBaHue WPA2 n WPA3. 1o ymon4aHMIO HaCTPOIKa OTK/IloHeHa.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

KomaHga c npedurkcom no oTkatouaeT nogaepxky WPA3.
Ja

Aa

Het

WiFi

I (config-if)>  encryption wpa3

I (config-if)> no encryption wpa3

(config-if)> encryption wpa3

Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »

WPA3 algorithms enabled.

(config-if)> no encryption wpa3

Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »

WPA3 algorithms disabled.

Bepcus OnucaHue

3.00 Job6asneHa komaHaa interface encryption wpa3.

3.28.67 interface encryption wpa3 suite-b

OnuncaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb anroputmel obecnedeHuns 6esonacHoctn WPA3 ans 3awmTel
KOHbMAeHUMaNbHbIX AaHHbIX Suite-B B WPA Enterprise. o ymonyaHuio
bYHKUMA OTKOYEHa.

HeTt

Ja

HeTt

WiFi

I (config-if)> encryptionwpa3 suite-b

(config-if)> encryption wpa3 suite-b

Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »

WPA3 SuiteB enabled.

Bepcus OnucaHve

3.01 JlobaBneHa komaHga interface encryption wpa3 suite-b.

176

CnpaBo4HuK komaHa — Speedster (KN-3010)



naBa 3 OnncaHme KOMaHA,

3.28.68 interface flowcontrol

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

HacTtpolika ynpaBneHusa notokom Ethernet Tx/Rx. Mo ymonyaHuto GyHKUNS
BKJIHOYEHa.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLMIO.
Ja

Ja

Het

Ethernet

(config-if)>  flowcontrol on

(config-if)> no flowcontrol [send]

AprymeHT 3HauyeHue OnuncaHwue

send Kmoyesoe YnpasneHvie NOTOKOM paboTaeT aCHXPOHHO.
cnoBo

(config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

Bepcus OnucaHve

2.08 JobaeneHa komaHga interface flowcontrol.

3.28.69 interface follow

OnucaHune

KonunpoBaTb HacTpoliku Toukun goctyna ¢ WifiMaster0 (2,4 I'Tu) B TOUky
focTtyna Ha WifiMaster ¢ nHgekcom 6onbuie Hyns (5 My 1 6onbLue).

Touka gocTtyna "nocnegosartens" aBTOMaTYeCcKm KONnmpyeT Bce MU3SMeHeHUs
HaCTPOeK C rNaBHOM TOUKM AOCTyNa.

Ecnwn B HacTpoiikm "nocnegoBatens” BHECTU U3MEHEHWS, CBS3b C INTaBHOM
TOUKOW JOCTyrNa pa3pbiBaeTcs.

MpegynpexaeHne; Toukm goctyna Ha WifiMasterQ Bcerga ncnonb3yroTcs Kak
WNCTOYHMK HacTpoek. OHU He MOryT 6bITb
"nocnepoBatensamun”.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

Het

Ja
Het

AccessPoint

(config-if)>  follow<access-point»

AprymeHT 3HauyeHue OnuncaHwue

access-point |WHTeppenc Vmsa nHtepdeiica AccessPoint Ha
WifiMaster0 2,4Tu. Bbl MOXeTe yBUAETb
CNUCOK JOCTYMNHbIX MHTEpdEeicoB Npu
rnomoLy komaHabl follow [Tab].

(config-if)> follow WifiMaster0/AccessPoint0
Network: :Interface: :AccessPoint: "WifiMasterl/AccessPoint0": set »
to follow WifiMaster0/AccessPoint0.

Bepcus OnucaHue

3.07 Job6asneHa komaHaa interface follow.

3.28.70 interface ft enable

OnuncaHwne

MNpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

BrntounTb nogaepxky FT ans Toukm goctyna (FT Over the Air, OTA) B pamkax
ctaHpapTa IEEE 802.11r. o ymonuyaHuto napameTp OTK/AHOUEH.

Ana npaBuabHON paboTbl FT Mexay Toukamu goctyna 2,4 1 5 My Heobxoammo
BbINO/IHUTL C/iefytoLe yCIoBUS:

* BKJ/OYeHbl 06e Touku goctyna 2,4 Mu n 5 My,
* Y HUX ognHakoBble SSID

* OHW MMeIOT OANHAKOBbIE MapamMeTpbl 6e30NacHOCTY (TUN WNPPOBaAHNS —
WPA2 nnn 6e3 napons, naponb, N T. 4.).

KomaHga ¢ npedunKcom no yaanset HacTPOnKy.
Ja

Aa

Het

AccessPoint

I (config-if)>  ft enable
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

I (config-if)> no ft enable

(config-if)> ft enable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition enabled.

(config-if)> no ft enable
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
fast transition disabled.

Bepcus OnucaHue

2.13 Job6aBneHa komaHaa interface ft enable.

3.28.71 interface ft mdid

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YctaHoBuUTb naeHTumkatop Mobility Domain ans FT. Mo ymon4vaHumio
ncnonb3lyeTcsa 3HayveHme KN.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja

Ja

HeTt

AccessPoint

(config-if)>  ft mdid wndid>

(config-if)> no ft mdid

AprymeHT 3HauyeHue OnuncaHwue

mdid Ctpoka 3HaueHve ngeHTudnkaTopa Mobility Domain.

Coctout n3 2 cumeonos ASCII.

(config-if)> ft mdid 1F
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID set to "1F".

(config-if)> no ft mdid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID reset to default.

Bepcus OnucaHve

2.13 JobaeneHa komaHga interface ft mdid.
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naBa 3 OnncaHme KoMaHp,

3.28.72 interface ft otd

BrntounTb noasaepxky FT Over-the-DS (Distribution System) B pamkax
ctaHgapTa IEEE 802.11r. 3TOT TUN FT ncnonb3yeTtca A pOyMUHra B
ycTapeBLUMX abOHEHTCKNX YCTPOMCTBaX, Hanpumep, B TenedoHe iPhone 4s.

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

Mo YMONYaHUIO NapaMeTp OTK/IKOYEH.

KomaHza ¢ npedurKcom no yaansieT HacTpoiKy.

Ja
Ja
Het

AccessPoint

I (config-if)> ftotd

I (config-if)> no ft otd

(config-if)> ft otd

Network: :Interface: :Rtx: :AccessPoint:

fast transition OTD enabled.

(config-if)> no ft otd

Network: :Interface: :Rtx: :AccessPoint:

fast transition OTD disabled.

"WifiMaster0@/AccessPoint0": »

"WifiMaster@/AccessPoint0": »

Bepcus OnucaHve

2.13 JobaeneHa komaHza interface ft otd.

3.28.73 interface hide-ssid

BkAtounTb pexkmm ckpbiTvs SSID. Mpy UCNoAb30BaHMM 3TOW GYHKLIMK, TOUKa
A0CTyrMa He oTobpaXaeTcs B CrncKe AOCTYMNHbLIX 6eCnpoBOAHbIX ceTel. Ho
€CNu No/b30BaTeNto N3BECTHO O CYLLLeCTBOBAHMN 3TO CeTN U OH 3HaeT ee
SSID, TO cMOXeT NOAKNOUYNTLCA K 3TOW ceTW. 1o yMONYaHUIo pexmnm

OnucaHwmne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

OTK/TKOYEH.

KomaHgaa c npedrKcom no OTK/IYAET STOT PEXUM.

Ja
Ja
Het

Access Point

I (config-if)>  hide-ssid
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naBa 3 OnncaHme KOMaHA,

I (config-if)> no hide-ssid

Mpumep (config-if)> hide-ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID broadcasting disabled.

(config-if)> no hide-ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
SSID broadcasting enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jo6aeneHa komaHaa interface hide-ssid.

3.28.74 interface iapp auto

OnucaHue CreHepupoBaTb Ktod JAPP B aBTOMaTUYeCKOM pexume. 118 Toro, 4tobsl
Ha3HauUUTb K04 BPYYHYIO, UCMONb3YyiTe KoMmaHgy interface iapp key.

Mpejukc no Het
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Bridge

CuHoncunc I (config-if)>  iapp auto

Mpumep (config-if)> iapp auto
Network: :Interface: :Rtx::Iapp: Bridge® autoconfigured.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

3.03 Jlo6aBneHa komaHga interface iapp auto.

3.28.75 interface iapp key

OnucaHwue YCTaHOBUTb KJ1H0Y MOBUNBLHOrO loMeHa IAPP ANnS ycneLHOM CUHXPOHM3aLnmn
MeX Ay ToUKaMu AoCTyna, rae BkatoYeH FT (komaHaa interface ft enable).
Toukn gocTyna AONXHbI NpUHagnexatb ogHol IP-nogceTu. Mo ymonyaHuio
KJTIFOY He Ha3Ha4eH.

KomaHaa ¢ npedurkcom no yaanseT Kawou.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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naBa 3 OnncaHme KoMaHp,

Tun nutepdeiica Bridge

CuHoncuc (config-if)>  iapp key key»

(config-if)> no iapp key

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
key CTpoka 3HaueHwue kntoYa IAPP. MakcMaibHasa AvHa
K/Iro4a — 64 cmmBona.

Mpumep (config-if)> iapp key 11223344556677
Network: :Interface: :Rtx::Iapp: Bridge0® key applied.

(config-if)> no iapp key
Network: :Interface: :Rtx::Iapp: Bridge® key cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.13 JlobaBneHa komaHaa interface iapp key.

3.28.76 interface idle-timeout

OnucaHwue YCTaHOBUTL MHTEPBAJ OTK/IIOYEHUS KineHTa STA OT ToUkuM JocTyna no
TalMayTy HeakKTUBHOCTW. [10 YMONYaHMIO UCMOJIb3yeTcs 3HaveHve 600.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFiMaster

Cunoncuc (config-if)>  idle-timeout <idle-timeout>

(config-if)> no idle-timeout

AprymeHTbl AprymeHT 3HaueHue |OnncaHve
idle-timeout Lenoe 3HaueHve TaliM-ayTa B cekyHgax. MoxeT
Yucso NPUHMUMAaTbL 3HaYeHWA B rnpegenax o1 60 o
2147483646.
NMpumep (config-if)> idle-timeout 500

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
value is 500 sec.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no idle-timeout
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »

disabled.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
3.06 JobaBneHa komaHaa interface idle-timeout.

3.28.77 interface igmp downstream

OnucaHwne BkntounTb pexum paboTel IGMP Ha nHTepdeiice No HaNpaBAeHUIO K
noTpebuTensm rpynnoBo paccbUikv. Ha ycTponcTee foKHa 6bITh 3anyLueHa
cyx6a service igmp-proxy. JonyckaeTcs Haan4vme HeCKONbKNX MHTepdelicos
downstream.

KomaHga ¢ npednkcom no oTMeHseT feiicTBUE KOMaHAbI.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncumc I (config-ify>  igmp downstream

I (config-if)> no igmp downstream

Mpumep (config-if)> igmp downstream

(config-if)> no igmp downstream

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga interface igmp downstream.

3.28.78 interface igmp fork

OnucaHune BkntounTb y6nnpoBaHme Ncxoaawmx naketos /GMP upstream B 3ajaHHbIN
nHTepdeiic. JonyckaeTcs Hananyme ToNbKO 0AHOro nHTepdeiica fork.

KomaHaa ¢ npe¢rKcom no oTMeHsIeT AeliCTBME KOMaHAbI.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het
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naBa 3 OnncaHme KoMaHp,

Tun nutepdeiica IP

CvHoncuc

I (config-if)>  igmp fork

I (config-if)> no igmp fork

Mpumep

(config-if)> igmp fork

(config-if)> no igmp fork

WcTopus nsmeHeHwnii

Bepcus

OnucaHue

2.00

JlobaBneHa komaHaa interface igmp fork.

3.28.79 interface igmp upstream

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

3.28.80 interface include

OnuncaHune

IP

BkntounTb pexunmM paboTel IGMP Ha nHTepdeiice NO HaNPaBAeHUIO K
WNCTOYHMKY FPYNMNOBOM paccblikK1. Ha yCTPONCTBE AOMXKHA bbITh 3anyLleHa
cnyx6a service igmp-proxy. JlonyckaeTcs Haan4me ToNbKO O4HOMOo
nHTepderica upstream.

KomaHga c npedunkcom no oTMeHseT fecTBMe KOMaHAbI.

Ja
Aa

I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

(config-if)> igmp upstream

(config-if)> no igmp upstream

Bepcus

OnucaHune

2.00

Job6asneHa koMmaHaa interface igmp upstream.

YkaszaTb Ethernet-uHtepdeliic, koTopbliin byaeT AobaBneH B NporpaMmMHbIii
MOCT B KayecTBe rnopra.

KomaHga ¢ npedurkcom no yaanset nHtepderic ns mocTa.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Bridge

(config-if)>

include <interfaces

(config-if)> no include <interface»

AprymeHT

3HavyeHue

OnucaHue

interface

UHTEppelc

Wmsa nan ncesgoHmm Ethernet nHtepderica,
KOTOPbI AO/KEH BbITb BK/IKOUYEH B MOCT.

(config-if)> include ISP

Network::Interface::Bridge: "Bridge0": ISP included.

(config-if)> no include

Network::Interface::Bridge: "Bridge0": removed ISP.

Bepcus

OnucaHune

2.00

Job6aBneHa komaHaa interface include.

3.28.81 interface inherit

OnucaHune

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

Yka3atb Ethernet-nHtepderic, KoTopbii byaeT fob6aBeH B MPOrpaMMHbIiA
MOCT B KauecTBe nopTta. B otanume ot komaHasl include, komaHaa inherit
nepeAaeT MOCTY HEKOTOpPbIE HacTPOlKn fobaBnsiemoro nHTepderica, Takme
kak IP-agpec, macky n IP-ncesgoHuMbIL. MNpuy yaaneHnn nmbo caMoro MocTa,
6o nHTepderica N3 MoCTa, 3T HACTPOKU, AAXKE eC/IN OHU BbIIV USMEHEHI,
6yAyT CKONMpPOBaHblI 06paTHO Ha 0CBOBOAMBLUNICA MHTepdeNC.

KomaHpa nossonseT 4o6aBUTb B MOCT MHTepdeiic, Yepes KOTOopbIi
OCyLLeCTBNSETCS yNpaBneHme yCTPOMCTBOM, U He NOTepsiTk ynpaB/eHue.

KomaHga c npedurkcom no yaansieT nHTepdelic 13 MocTa, Bo3BpaLlaet
NHTepdelicy HaCTPOIKK, yHace0BaHHbIe paHee MOCTOM, U COpackIBaeT 3Tn
HaCTPOWKN y MOCTa.

Ja
Ja
Aa
Bridge

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA,

185



naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>  inherit <interface»

(config-if)> no inherit <interface»

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgeinc Vmsa nnn ncesgoHnm Ethernet nHtepdeiica,

KOTOprI7I A0JDKeH 6bITb BKJIOYEH B MOCT.

(config-if)> inherit GigabitEthernet6/Vl1an3
Network::Interface::Bridge: "Bridgel": GigabitEthernet@/Vlan3 »
inherited in Bridgel.

(config-if)> no inherit
Network::Interface::Bridge: "Bridgel": inherit removed.

Bepcus OnucaHve

2.00 JobaeneHa komaHga interface inherit.

3.28.82 interface ip access-group

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

MpuBA3aTb MMEHOBAHHbIM CNUCOK NpaBun ¢punbTpaumm (ACL, cm. access-list)
K nHTepdericy. MapameTp in nan out ykasbiBaeT HanpaeneHne Tpapuka Ans

KOTOpOro byaeTt npumeHATbcA ACL. K ogHOMY MHTepdelicy MoXeT 6biTb
npmBsA3aHoO Heckonbko ACL.

KomaHga ¢ npedpurkcom no oTkatoyaeT ACL Ana ykazaHHoro nHtepderica n
HanpasneHus Tpaduka.

Ja
Aa
[Ja
IP
(config-if)> ip access-group acls> «direction

(config-if)> no ip access-group <acls> «direction

AprymeHT 3HauyeHue OnucaHwue

acl Ctpoka Cnuncok npasun ¢uabTpaumuy,
npeaBapuTeNibHO CO3aHHbIN C MOMOLLbIO
KomMaHapbl access-list.

direction in MpUMeHUTb GUNbTPaLMIO K BXOAALLIM
nakeTam.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

AprymeHT

3HavyeHue

OnucaHue

out

MNpUMeHNTb GUNLTPALMIO K MCXOAALLUM
naketam.

(config-if)> ip access-group BLOCK in
Network::Acl: Input "BLOCK" access list added to "CdcEthernetl".

(config-if)> ip access-group BLOCK out
Network: :Acl: Output "BLOCK" access list added to "CdcEthernetl".

(config-if)> no ip access-group BLOCK in
Network::Acl: "BLOCK" access group deleted from "CdcEthernetl".

(config-if)> no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".

Bepcusa

OnucaHune

2.00

JobasneHa koMmaHga interface ip access-group.

3.28.83 interface ip address

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

N3meHnTb IP-agpec n macky ceteBoro nHTtepdeiica. Ecnn Ha nHTepdelice
3anylieHa cnyxba aBToMaTUYeCKOn HacTPOMKKM aapeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
afpec MOXeT 6bITb Nepe3anycaH.

KomaHga ¢ npedukcom no cbpacbiBaeTt agpec Ha 0.0.0.0.

Ja
Ja
Het

IP

(config-if)>

ip address «address> anask»

(config-if)> no ip address

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec Ajapec ceTeBoro nHTepodeiica.
mask IP-macka Macka ceTeBoro nHTepdeiica. Ectb aBa

crnocoba BBOAA MacKun: B KAHOHUYECKOM BUAE
(Hanpumep, 255.255.255.0) v B BUAe

61TOBOV ANNHLI Npedukca (Hanpumep, /24).
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopusa nsmeHeHwnii

OpHo 1 TO Xe 3HaueHVe agpeca ceTu, coctosawlero s IP-agpeca n macku,
MOXHO BBECTU ABYMS CMOCOBaMM: yKa3aTb MacCKy B KAHOHUYECKOM BUAE U
3a4aTb 6BUTOBYH ANMHY Npedukca.

(config)> ip address 192.168.9.1/24
Network::Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.

Bepcus OnucaHue

2.00 Jlob6aBneHa komaHgaa interface ip address.

3.28.84 interface ip address dhcp

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

3anyctnTe DHCP-kAMEHT AN aBTOMAaTMYeCKON HaCTPOMKKU ceTeBbIX
napameTpoB: IP-agpeca n mackmn nHtepdeiica, cepsepos DNS v wnro3a no
YMOJIYaHWIO.

KomaHga ¢ npedurkcom no octaHaBnmBaeT cnyxby DHCP-knneHTa, yaanset
AVHaMUYeCKN HaCTpoeHHble NapaMeTphbl 1 BO3BpalLlaeT npejbigyLime
HacTpoiiku IP-agpeca 1 macku.

Aa
Ja
HeTt

Ethernet

(config-if)>  ip address dhcp [ hostname <hostname> ]

(config-if)> no ip address dhcp

AprymeHT 3HayeHue OnuncaHwue

hostname Ctpoka M5 xocTa, KOTopoe nepegaeTcs B nose 12-o
onuuun DHCP. 310 nvsa He oba3atenbHO
JO/MKHO 6bITb TAKUM Xe, Kak UMS XOCTa,
BBe/leHHOoe B npoviecce rnobansHomn

HaCTPOMKMN.

(config-if)> ip address dhcp hostname QWERTY2
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp
Dhcp::Client: Stopped DHCP client on ISP.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip address dhcp.

3.28.85 interface ip adjust-ttl recv

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

N3mMeHUTb napameTp TTL Ana BCcex BXOAALLMX NAKeTOB Ha MHTepdeiice.
KomaHga ¢ npeprkcoM No OTMEeHSAEeT HaCTPOIKY.

Ja

Aa

Het

IP

(config-if)>  ip adjust-ttl recv «recv>

(config-if)> no ip adjust-ttl recv

AprymeHT 3HauyeHue OnucaHwue

recv llenoe uucno |BennumHa nameHeHumsa TTL. MoxeT
NpUHMMaTL 3HayYeHnsa B npejenax ot 1 4o
255 BKNHOUUTENBHO.

(config-if)> dip adjust-ttl recv 1
Network::Interface::Ip: "CdcEthernet0": incoming TTL set to 1.

(config-if)> no ip adjust-ttl recv
Network: :Interface::Ip: "CdcEthernet0": incoming TTL settings »
removed.

Bepcus OnucaHue

3.07 Job6asneHa komaHga interface ip adjust-ttl recv.
Mpeablayliee Ha3BaHWe KOMaHAbI interface ip adjust-ttl.

3.28.86 interface ip adjust-ttl send

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTHbIVi BBOA,

N3meHnTb napameTp TTL ana BCex NCXOAALLMX NakeTOB Ha nHTepdelice.
KomaHga ¢ npedrnkcom no oTMeHseT HaCTPOIKY.

Ja

Ja

Het
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naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

IP

(config-if)> ip adjust-ttl send <send>

(config-if)> no ip adjust-ttl send

AprymeHT 3HauyeHue OnuncaHwue

send Llenoe uucno |BennymHa nameHeHunsa TTL. MoxeT
NPUHNMAaTb 3Ha4YeHWs B nNpegenax ot 1 Ao

255 BKNHOUUTENBHO.

(config-if)> ip adjust-ttl send 65
Network::Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

(config-if)> no ip adjust-ttl send
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL settings »
removed.

Bepcus OnucaHve

2.09 JobasneHa komaHaa interface ip adjust-ttl send.

3.28.87 interface ip alias

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

YCTaHOBUTbL AOMNOAHUTENbHBIN IP-agpec 1 Macky ceTeBOro nHTepdeiica
(nceBAOHUM).

KomaHga ¢ npedurkcom no cobpacbiBaeT yKaszaHHbIl NceBAoHUM Ha 0.0.0.0,
TeMm cambIM yaansas ero. Ecam BbinonHNTE KOMaHAy 6€3 aprymeHTa, To BecCb
CNWCOK NCEeBAOHNMOB byAeT OUNLLEH.

Ja

Ja

Ja

IP, Ethernet

(config-if)>  ip alias address> anask»

(config-if)> no ip alias [ «address> anask> ]

AprymeHT 3HayeHue OnucaHue

address IP-agpec JonoNHUTENbHbIN agpec ceTeBoro
nHTepoderica.
mask IP-macka JononHnTenbHas Macka ceTeBoro

nHTepdeiica. Ectb gBa cnocoba BBoAa MacKM:
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

B KAHOHMNYECKOM BuUe (Hanprmep,
255.255.255.0u1 B BUAe 6UTOBOW ANVHbI

npegukca (Hanpumep, /24).

NMpumep (config-if)> ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 reset »
to 0.0.0.0/0.

(config-if)> no ip alias
Network::Interface::Ip: "WifiMasterl/WifiStation@": all aliases »

removed.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHaa interface ip alias.

3.28.88 interface ip dhcp client broadcast

OonucaHue YcTaHoBUTL 6UT broadcast B coobuieHmsax DHCP Discover, yka3biBatoLLuii
Ha cnocob oTnpaBkK OTBETa 06PATHO KANEHTY. M0 YMONYaHWIO NapamMeTp
OTKJ/THOYUEeH.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client broadcast

I (config-if)> no ip dhcp client broadcast

NMpumep (config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.

VICTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.15 JobaeneHa komaHga interface ip dhcp client broadcast.
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naBa 3 OnncaHme KoMaHp,

3.28.89 interface ip dhcp client class-id

OnucaHue YKasaTb Npon3BOAUTENS YCTPOCTBA, Ha KOTOPOM paboTtaeT DHCP-KNMeHT
(onuwusa dhcp 60).

KomaHza c npedurKcom no yaansieT HacTpoiiKy.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Ethernet

CuHoncuc (config-ify>

ip dhcp client class-id «class»

(config-if)> no ip dhcp client class-id

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
class-id CTpoka HasBaHwve nponsBoAnTens ycTporicTea,
3aKJIlOYeHHOe B BOViHble KaBblYKN.
Npumep (config-if)> ip dhcp client class-id "Speedster"

Dhcp::Client: ISP DHCP client vendor class is set to "Speedster".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.02

JobasneHa komaHaa interface ip dhcp client class-id.

3.28.90 interface ip dhcp client debug

OnucaHwue BKNOUNTL OTNAA0YUHBIN peXnM. B 0TNag0uHOM pexrMe B CUCTEMHbIV XXYPHan
BbIBOAMTCHA NOAPOOHasa nHpopmaums o pabote DHCP-knneHTa.

KomaHga ¢ I'Ipeq)I/IKCOM no OoTK/Iro4aeT OTﬂaAOHHbIM pexunm.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Ethernet

CuvHoncuc I (config-ify>

ip dhcp client debug
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.

(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

Bepcus OnucaHue

2.01 JobasneHa komaHaa interface ip dhcp client debug.

3.28.91 interface ip dhcp client displace

OnuncaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

BbITecHUTB cTaTnuecknin agpec nHTepderica what B cnyyae ecim oH

KOHGANKTYeT C agpecoMm, nonyveHHbIM DHCP-kAnMeHTOM 0CHOBHOIO
nHTepderica.

[JaHHasi KoMaHAa BbIMOHAETCA aBTOMATNYeCcKM Npu nogkatoyeHnn USB
Ethernet aganTtepa. Mocne 3Toro NPOVCXOANT COXPaHeHe KOHGUrypaumm 1
nepesarpyska yCcTpoiicTBa.

KomaHga c npedrkcom no oTMeHsIeT BbITeCHEHME AJS YKa3aHHOro
nHTepderica.

Ja

Ja

Ja

Ethernet

(config-if)>  ip dhcp client displace whats[ check-session ]

(config-if)> no ip dhcp client displace whats [ check-session ]

AprymeHT 3HauyeHue OnuncaHwue
what UnTepgeric VMs nnm nceBAOHUM NHTepdeiica, yei
cTaTnyeckuin agpec byaeT BbITECHEH.
check-session |Knwyesoe Mpu Hanu4nn akTUBHOM cecnm SCGI, He
C/1080 paspeLuaTb nepesarpysky 1 CMeHy

ceTeBOro agpeca poyrepa. [1o ymonyaHuwo
KomaHaa gobaensietca Bdefault-config.

(config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

Bepcus OnucaHve
2.03 Jlo6aBneHa komaHga interface ip dhcp client displace.
2.15 [Jlo6baBneH aprymeHT check-session.

3.28.92 interface ip dhcp client dns-routes

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

Mpumep

WcTopusa nsmeHeHum

BkntounTb aBTOMaTn4eckoe JobaseHme XocT-MapLLpyToB 40 DNS-cepBepoB,
nony4eHHbIx oT DHCP-cepBepa. Mo yMon4YaHMO HaCcTpOKa BKIKOYEHa.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOIKY.
Ja

Ja

Het

Ethernet

I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

(config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

Bepcus OnucaHue
2.00 Job6asneHa komaHgaa interface ip dhcp client
dns-routes.

3.28.93 interface ip dhcp client fallback

OnuncaHune

Mpe¢ukc no

YCTaHOBUWTb 3ajaHHbIVi NONb30BaTeNeM CTaTuyecknii agpec B ciyyvae
BO3HMKHOBeHMS ownb6ok npu pabote DHCP.

KomaHza ¢ nped1rKcoM no OTMeHsIeT HaCTPOIAKyY, 1 yCTaHaBVBaeT agpec
0.0.0.0..

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc (config-if)>  ip dhcp client fallback <type>

(config-if)> no ip dhcp client fallback

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
type Ctpoka Twnn IP-agpeca. B HacTosALee Bpems
peannsoBaH TOJIbKO OAWH TN — static.

Mpumep (config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.05 Jlo6aBneHa komaHga interface ip dhcp client fallback.

3.28.94 interface ip dhcp client hostnhame

OnucaHwue Ha3sHaunTb nmMs xocTta, koTopoe oTnpasnsetca B DHCP-3anpoce.
KomaHga ¢ npedunkcom no Bo3BpaLlaeT XocTy MMs Mo YMONYaHUIO.

Mpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Ethernet

CuHoncue (config-if)>  ip dhcp client hostname <hostname>

(config-if)> no ip dhcp client hostname

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
hostname CTpoka MMs xocTa ans Ha3HaveHus.
Mpumep (config-if)> ip dhcp client hostname MYHOME

Dhcp::Client: ISP DHCP client hostname is set to MYHOME.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).

Bepcus

OnucaHmne

2.00

Job6aesneHa komaHga interface ip dhcp client hostname.

3.28.95 interface ip dhcp client name-servers

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Vcnonb3oBaTh agpeca cepsepoB DNS, nonyyeHHble no DHCP. Mo ymondaHuto
3Ta $yHKLUMSA BKAOYEHA.

KomaHgaa c npedrkcomM no 3anpeLlaeT UCNonb3oBaTh agpeca DNS-cepeepos,
nosiyyeHHble no DHCP.

Ja
Ja
Het

Ethernet

I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

(config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.

Bepcusa

OnucaHue

2.00

JobaeBneHa komaHga interface ip dhcp client
name-servers.

3.28.96 interface ip dhcp client release

OnucaHwne

Mpedukc no

MeHsieT HacTpoWiKKn

DHCP-knueHT ocBoboxaaeT apeHay IP-agpeca n yxoAnT B CASALLNA pexXmMm.
ELle ogHO BbINONHEHME 3TOW KOMaHAbl nepeBoanT DHCP-knreHT B peXxunm
aBTOMaTM4yeckoro rnosyyenus IP-agpeca.

HeTt

Ja

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

Ethernet
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Cunoncuc I (config-if)>  ip dhcp client release
Mpumep (config-if)> ip dhcp client release

Dhcp::Client: IP address released.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.03 Jlo6aBneHa komaHga interface ip dhcp client release.

3.28.97 interface ip dhcp client renew

OonucaHmne DHCP-knneHT ocBo60OXAaET apeHay IP-agpeca 1 nepexosnT B pexmnm
MoJsly4YeHns HOBOTO.

Mpejukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Ethernet

CuHoncmc I (config-ify>  ip dhcp client renew

Mpumep (config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

WcTopuns nsmeHeHWit |Bepcua onucaHue

2.03 JobasneHa komaHgaa interface ip dhcp client renew.

3.28.98 interface ip dhcp client routes

OnucaHue BkntounTb nonyveHre MapLLpyToB oT npoBakigepa (onuum dhep 33, 121,
242). Mo ymon4aHuto BKAOYEeHO. B HacTpoiikax oTobpakaeTcs TONbKO C
npedrkcom no.

KomaHaa ¢ npedrKcom no oTKNHOYaeT HaCTPONKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client routes
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

I(conﬁgJﬂ>noipdhcpclientroutes

(config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.

Bepcus

OnucaHune

2.05

Job6asneHa komaHaa interface ip dhcp client routes.

3.28.99 interface ip flow

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

BkntounTb ceHcop NetFlow Ha 3agaHHOM MHTepderice. Mo yMoNYaHUIo 3TOT
napameTp OTKIHOYEH.

KomaHga ¢ npedurkcom no oTkatouaeT ceHcop NetFlow.

Ja
Ja
Het

IP

(config-if)>

ip flow «direction

(config-if)> no ip flow

AprymeHT 3HauyeHue OnuncaHwue
direction ingress C6op BxoasLLero Tpaduka.
egress C6op ncxogsuero Tpaduka.
both C6op v BxogsLero, N ncxogstlero tpaduka.

(config-if)> ip flow ingress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.

(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »

"Home" in

n bothll

direction.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga interface ip flow.

3.28.100 interface ip global

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

YcTaHoBUTb Anst HTepdelica cBolicTBO «global» c napameTpoM. 3To CBONCTBO
Heo6X0AMMO ANS YCTaHOBKW MapLUpyTa No yMoa4aHuto, paboTsbl
DynDNS-knveHTa 1 NAT. MoxHo npeactaBnath global-nHtepdeincel, kak
BejyLLue B r106anbHy0 CeTb (B MHTEPHET).

MapameTp ceoicTBa «global» BavseT Ha npuopuTeT nHTepdelica B npase
YCTaHOBUTb MapLUpYT N0 yMOAYaHWI0. Yem npropuTeT 6onbLue, Tem
XenatenbHee 4151 NO/1b30BaTess BbIXOJ, B r1106a1bHY0 CeTb Yepes yKa3aHHbIN
nHTepdeiic. C NOMOLLIbIO NpropuUTeTa peanmsyeTcs PyHKLNSA pe3epBUpOBaHNSA
noaxntoveHus B HTepHeT (WAN backup) «global».

Mo ymonyaHuo HacTpolika OTKAOUYEHa.
KomaHgaa ¢ npedurKcom no yaanseTt CBOMCTBO.
Ja

Ja

HeTt

IP

(config-if)> ip global (xpriority> | order <order> | auto)

(config-if)> no ip global

AprymeHT 3HauyeHue OnuncaHwue

priority Lenoe umucno |MpuoputeT nHtepderica Npu yctaHOBKe
MapLUpyTa no ymon4vaHui. Moxer
NPUHUMAaTbL 3HaYeHWUs B Npejenax ot 1 o
65534.

order UYenoe uncno |OTHOCUTENbHbI MPUOPUTET MEXAY
nHTepdencamm. MoxeT MpMHMMaTb 3HaYeHNA
B npegenax ot 0 Ao 65534, HO He 6onee, yem
KONM4YecTBO rnobanbHbIX MHTEpPdEencoB.

auto Knouesoe ABTOMaTM4YeCcKoe BblYUCAEHME MpUopUTETa
C/10BO nHTepodelica. IHTepdeiic pacnonaraeTcs
61Ke K KOHLLY CrNCKa, HO Bbille nopsigka X.

(config-if)> ip global 10
Network::Interface::IP: "L2TPO0": global priority is 10.
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

(config-if)> ip global order 0
Network: :Interface::IP: "L2TPO": order is 1.

(config-if)> ip global auto
Network::Interface::IP: Global priority recalculated.

(config-if)> no ip global
Network::Interface::IP: "L2TPO": global priority cleared.

Bepcus OnucaHue
2.00 JobasneHa komaHaa interface ip global.
2.09 Job6asneHbl aprymeHThbl order v auto.

3.28.101 interface ip mru

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YcTaHoBUTB 3HaueHme MRU, koTopoe bygeT nepesaHo yaaneHHOMY y3/1y npu
ycTaHoBAeHUn coegnHeHus PPP (IPCP). 1o ymon4aHMo NCNONb3YyeTcH
3HaueHVe 1460.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Aa

Ja

HeTt

PPP

(config-if)>  ip mru wmru

(config-if)> no ip mru

AprymeHT 3HauyeHue OnuncaHwue

mru Lenoe uucno |3HaudeHume VRU.

(config-if)> ip mru 1492
Network::Interface::Ppp: "PPPoEO": MRU saved.

(config-if)> no ip mru
Network: :Interface::Ppp: "PPPoEO": MRU reset to default.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip mru.
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naBa 3 OnncaHme KOMaHA,

3.28.102 interface ip mtu

OnucaHue YcTaHOBUTL 3HaveHve MTU Ha ceTeBOM MHTepdeiice. MNpu ycTaHOBREHUN
coefMHeHWs No npotokony PPP (IPCP), yaaneHHOMY y31y OyAyT OTAPaBAsaTLCA
nakeTbl ykazaHHoro pasmepa MTU, aaxe ecnv Tot 3anpocuna MTU MeHbLUero
3HayeHus.

KomaHga c npedumkcom no cbpackiBaeT 3HadeHne MTU Ha To, KOTopoe 6b1/10
[0 NepBOro NPUMeHeHNA KOMaHAbl.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica IP

CuHoncuc (config-if)>  ip mtu mtw

(config-if)> no ip mtu

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
mtu Uesoe uucso |3HaveHme MTU. MoXeT NPpUHUMAaTb 3HaYeHNs
B npejenax oT 64 Ao 65535 BkaoUynTENBHO.

NMpumep (config-if)> ip mtu 1500
Network::Interface::Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network::Interface::Base: "GigabitEthernetl": static MTU reset »

to default.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHga interface ip mtu.

3.28.103 interface ip nat loopback

OnucaHue BkarounTb obpaTtHyto TpaHcasuuio agpecos (NAT loopback) ana otnpaskum
JNIOKaNbHbIX 3aMpoCoB JIOKaJIbHOMY cepBepy 13 VIHTepHeTa. 1o ymonyaHuto
3TOT NMapamMeTp BKJIOUeH AN nHtepdeiicos JlomaluHeln cetu (YpoBHU
6e3onacHocTu private u protected).

KomaHga c npedukcom no otkntouvaeT NAT loopback.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

IP

I(conﬁ94ﬂ> ip nat loopback

Ikonﬁ94ﬂ>noipnatloopback

(config-if)> ip nat loopback
Network::StaticNat: NAT loopback is explicitly enabled on "Home".

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

Bepcus

OnucaHue

2.11

[Jlo6aBneHa komaHgaa ip nat loopback

3.28.104 interface ip remote

OnucaHwue
Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

NcTopus nsmeHeHum

YCTaHOBUTb CTAaTUYECKWNIA agpec yAaNneHHOro y3na.

Ja
Ja
Het

PPP

(config-if)>

ip remote address

(config-if)> no ip remote

AprymeHT

3HayeHue

OnwucaHune

address

IP-agpec

Ajpec yaaneHHoro ysna

(config-if)> ip remote 192.168.2.19

Network: :Interface: :Ppp:

(config-if)> no ip remote

Network: :Interface: :Ppp:

"L2TPO": remote address saved.

"L2TPO": remote address erased.

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa interface ip remote.
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naBa 3 OnncaHme KOMaHA,

3.28.105 interface ip tcp adjust-mss

OnucaHune YCTaHOBUTbL OrpaHnYeHrie MakCMMaibHOro pasmepa cerMeHTa NcxoAsaLLmx
ceccmin TCP. Ecnn 3HaveHue MSS, KOTopoe NepejaeTcs B NoJie 3arofioBka
SYN-nakeToB, npesBblLLaeT 3ajaHHoe, KOMaH4a MeHsieT ero. KomaHaa
npuMeHseTcs K MHTepdeincy n aelicTByeT Ha Bce ncxoasiume TCP SYN-nakeThbl.

KomaHga ¢ npednkcom no oTMeHsET feiicTBUE KOMaHAbI.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica IP

CuHoncuc (config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

AprymeHTbI AprymeHT |3HauyeHue OnucaHue
pmtu Knwyesoe c¢/1080|YCTaHOBUTL BEPXHIOK rpaHuLy MSS,
paBHYy0 MUHManbHoMy MTU Ha nyTn K
yAaneHHoMy y3iy.
mss Lenoe 4ucro MSS BepxHAsa rpaHuua.
Mpumep (config-if)> ip tcp adjust-mss pmtu

Network: :Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> ip tcp adjust-mss 1300
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa koMmaHga interface ip tcp adjust-mss.

3.28.106 interface ipcp default-route

OnuncaHmne Ncnonb3oBaTb agpec yaaneHHOro y3na Kak LUA3 Mo YMONYaHUI0.
KomaHaa ¢ npedrkcom no 3anpeLlaeT M3MeHeHM e LWa3a N0 YMOAYaHMIO.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPP

CuHoncuc I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

Mpumep (config-if)> ipcp default-route
Using peer as a default gateway.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHgaa interface ipcp default-route.

3.28.107 interface ipcp dns-routes

OnucaHue Vicnonb3oBaTb MapLUpyTbl Noay4YeHHble no IPCP. Mo ymon4aHUto HacTporka
BK/tOUEHa.

KomaHga ¢ npedurkcom no yganseTt HaCTPOWKy.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica PPP

CuHoncuc I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

Mpumep (config-if)> ipcp dns-routes
DNS routes enabled

(config-if)> no ipcp dns-routes
DNS routes disabled

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.02 Job6asneHa komaHgaa interface ipcp dns-routes.

3.28.108 interface ipcp name-servers

OnucaHue Vcnonb3oBatk agpeca cepsepos DNS, nosydeHHble no IPCP. Mo ymonyaHuio
HaCTpoiKa BKIOYEHa.

204 CnpaBo4HuK komaHa — Speedster (KN-3010)



naBa 3 OnncaHme KOMaHA,

KomaHaa ¢ npedurkcom no 3anpeLlaeT NCrnob30BaTh ajpeca cepsepos DNS
nonyyeHHble no IPCP.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPP

CrnHoncuc I (config-if)>  ipcp name-servers

I (config-if)> no ipcp name-servers

Mpumep (config-if)> ipcp name-servers
using remote name servers.

(config-if)> no ipcp name-servers
not using remote name servers.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa interface ipcp name-servers.

3.28.109 interface ipcp vj

OnucaHwue BknrounTb coxatue 3aronoskos TCP/IP meTogom BaH Ako6coHa. Mo
YMOYaHMIO HAaCTPOIKa OTK/IOHeHa.

KomaHga ¢ npedmkcom no oTkAoUaeT oxaTue.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PPP

CuHoncumc (config-if)>  ipcp vj [cid]

(config-if)> no ipcp vj

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
cid KroyeBoe Bkatounte okatne Connection ID B
CJ10BO 3aroJioBKax.
Mpumep (config-if)> ipcp vj cid

V] compression enabled.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no ipcp vj
V] compression disabled.

Bepcus

OnucaHmne

2.03

Job6asneHa komaHgaa interface ipcp vj.

3.28.110 interface ipsec encryption-level

OnuncaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

3azaTb ypoBeHb WndpoBaHUa ans IPsec-coefHEHNS, aBTOMaTM4YeCKun
CBSA3aHHOrO C TYHHe/1eM. 3HayeHne no ymondaHuo — normal.

MoApo6HOe onmcaHme KaXza0ro YpoBHS MPUBOANTCS B [1pUIOXKEHNN.

KomaHaa ¢ npedurKcom no ycTaHaBNMBaET ypoBeHb LWMGPOBaHMSA MO

YyMONYaHUIO.

Ja
Ja
Het

Secure

(config-if)>

ipsec encryption-level <level»

(config-if)> no ipsec encryption-level

AprymeHT 3HauyeHue OnucaHwue
level weak Cnabblii ypoBeHb, BKAKOUEHbl anropuTmbl DES
n MD5.
normal CoBMeCTUMbI C 60/BLLUMHCTBOM CUCTEM

ypoOBeHb, npuoputet oTaaetca AES128 n
SHAT.

normal-3des

CoBMeCTMBbIN C 60NbLUINHCTBOM CUCTEM
ypoBeHb, npuoputeT otaaetca 3DES n SHAT.

strong CaMmblil CUNbHbIN YPOBEHb, 06513aTelbHO
BKOYeH PFS, npuoputeT otaaetca AES256 n
SHAT.

weak-pfs To e camoe, 4To 1 weak, HO AN BTOPOIA
dasbl BKAOYeH PFS group 1 1 2.

normal-pfs |To>e camoe, 4to 1 normal, HO AN BTOPOM

da3bl BKAOYeH PFS group 2 1 5.

normal-3des-pfs

To e camoe, UTo n normal-3des, HO AN
BTOpOW ¢a3bl BKAOYEH PFS group 5 1 14.

high

Habop coBpeMeHHbIX anropnuTMoB ANs
BHeLWHWX npoBangepos VPN cepBu1COB.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

strong-aead |CaMblil CUbHbLIN ypOBEHbL, NpUopuUTeT
oTgaetca AES256 n SHA1 ¢ gobaBneHnem
anropuntmoB AEAD.

strong-aead-pfs|Camblil CUIbHBIV YPOBEHb, 06513aTeIbHO
BKOYeH PFS, npuoputeT otaaetca AES256 n

SHA1 ¢ gobaeneHmnem anropntmos AEAD.

(config-if)> ipsec encryption-level weak
Network: :Interface::Secure: "Gre0": security level is set to »
"weak" .

(config-if)> no ipsec encryption-level
Network::Interface::Secure: "Gre0": security level was reset.

Bepcus OnucaHue

2.08 Job6asneHa komaHgaa interface ipsec encryption-level.

3.07 JobaBneHbl HOBble ypoBHY WindpoBaHms — high,
strong-aead v strong-aead-pfs.

3.28.111 interface ipsec force-encaps

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

BkntounTb noaaepxxky NpUHYyANTeNbHON nHKancynaumm ESP 8 UDP ans
KANEHTCKMX TyHHenel. Mo yMonyaHuto ata yHKLMSA OTKI0YEHa.

KomaHga ¢ npedrkcoM No 0TMeHsAeT HaCTPOIKY.
Ja

Ja

Het

Secure

I (config-if)>  ipsec force-encaps

I (config-if)> no ipsec force-encaps

(config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
enabled.

(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
disabled.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 Jlo6aBneHa komaHga interface ipsec force-encaps.

3.28.112 interface ipsec ignore

OnucaHune OTKNOUNTL 06paboTKy BXOAALLMX IKE-NnakeToB cnyX6bbl IPsec Ha nHTepdelice.

KomaHga ¢ npeprkcoM No OTMEeHSAEeT HaCTPOIKY.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Secure

CuHoncuc I (config-if)>  ipsec ignore

I (config-if)> no ipsec ignore

Mpumep (config-if)> ipsec ignore
IpSec::Manager: Interface "Gre0"

(config-if)> no ipsec ignore

added to IPsec ignore list.

IpSec: :Manager: Interface "Gre0" removed from IPsec ignore list.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 JobasneHa komaHAa interface ipsec ignore.

3.28.113 interface ipsec ikev2

OnucaHwune Bkntoumntb npotokon IKEv2 ana IPsec-coeHeHWs, aBTOMaTUYeCKMN
CBSA3aHHOrO C TyHHeneMm. o ymonyaHuio ncnonbsyercs npotokon IKEv1.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Mpe¢ukc no Ja
N3meHUTb HacTpokmn /la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Secure

CuHoncuc I (config-if)>  ipsec ikev2

I (config-if)> no ipsec ikev2
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-if)> ipsec ikev2
Network: :Interface: :Secure: IKEv2 is enabled.

(config-if)> no ipsec ikev2
Network: :Interface: :Secure: IKEv2 is disabled, enable IKEvl.

Bepcus OnucaHve

2.10 Jlo6aBneHa komaHga interface ipsec ikev2.

3.28.114 interface ipsec nail-up

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BKOUMTL aBTOMaTUYECKME N3MEHEHNS CEKPETHBIX KNoUein AN TYHHenein
L2TP/IPsec, EoIP/IPsec, Gre/IPsec, IPIP/IPsec. [To ymonyaHuo napameTp
BKJIHOYEH.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.
Ja

Aa

Het

Secure

I (config-if)>  ipsec nail-up

I (config-if)> no ipsec nail-up

(config-if)> ipsec nail-up
Network::Interface::Secure: SA renegotiation enabled.

(config-if)> no ipsec nail-up
Network: :Interface::Secure: SA renegotiation disabled.

Bepcus OnucaHue

2.12 JobasneHa komaHgaa interface ipsec nail-up.

3.28.115 interface ipsec nhame-servers

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

Vicnonb3oBaTb agpeca cepsepoB DNS, nonyyeHHble yepes IKEv1 nnum IKEv2
IPsec-cepBep. o yMonyaHuto GpyHKLNS BKIIOYEHA.

KomaHga ¢ npedurkcom no 3anpeLliaet ncnosb3oBaTth agpeca DNS,
nonyyeHHble yepes IKEv1 vnn IKEv2 IPsec-cepsep.

Aa
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Het

Secure

I(conﬁ94ﬂ> ipsec name-servers

I(conﬁg-ﬁﬁ>noipsecname-servers

(config-if)> ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are enabled.

(config-if)> no ipsec name-servers
IpSec::Interface::Ike: "IKEQ": automatic name servers via IKE »
Configuration Payload are disabled.

Bepcus OnucaHue

3.06 Job6asneHa komaHaa interface ipsec name-servers.

3.28.116 interface ipsec preshared-key

OnuncaHune

Mpe¢ukc no
N3MeHNTb HacTpoiiku
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

YctaHoBUTb koY PSK ansa IPsec-coeiHEHUS,, aBTOMaTUYeCKU CBA3aHHOI0O
C TYHHeneM. TakxKe BK/IFOYAET UCNOoJIb30BaHwe IPsec AN 3TOro TyHHens.

KomaHgaa ¢ npedurkcom no cbpacbiBaeT 3Ha4eHMe Kato4a.
Ja
Ja
HeTt

Secure

(config-if)>  ipsec preshared-key key>

(config-if)> no ipsec preshared-key

AprymeHT 3HauyeHue OnuncaHwue

key CTpoka 3HauyeHwue cekpeTHoro PSK-kntoua.

(config-if)> ipsec preshared-key 12345678
Network::Interface::Secure: "Gre0": preshared key was set.

(config-if)> no ipsec preshared-key
Network: :Interface::Secure: "Gre0": preshared key was reset.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 Jo6aBneHa komaHga interface ipsec preshared-key.

3.28.117 interface ipsec proposal lifetime

OnucaHwue YCTaHOBUTb BpeMs XN3HU TpaHchopMaumm IPsec Phase1 Ha nHTepdeiice.
Mo ymonyaHwmio ncnonb3syercs 3HayeHve 28800.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMOAYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Secure

CuHoncnc (config-if)>  ipsec proposal lifetime «lifetimes

(config-if)> no ipsec proposal lifetime

AprymeHTbI AprymeHTt 3HauyeHue |OnucaHue

lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHusa IPsec B
cekyHzaax. MoxeT NnpvHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.

Npumep (config-if)> ipsec proposal lifetime 222222
Network: :Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.

(config-if)> no ipsec proposal lifetime
Network::Interface::Secure: IPsec IKE proposal lifetime reset »

to 28800 s.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.1 Job6asneHa komaHaa interface ipsec proposal lifetime.

3.28.118 interface ipsec proposal local-id

OnucaHune 3afaTb Nob30BaTeNbCKNM IOKANbHbBIA naeHTUdrKaTop Ans IKE.
KomaHaa ¢ npedurKcom no yaanseT JaHHY HaCTPOMKY.
Mpe¢ukc no [Ja

MeHsieT HacTpouikm  [la

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA, 21 1



naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

Secure

(config-if)>  ipsec proposal local-id«local-id>

(config-if)> no ipsec proposal local-id

AprymeHT 3HauyeHue OnucaHue

local-id CTpoka IP-agpec nnn goMmeHHoe NMs 10KaabHOro
xocTa.

(config-if)> ipsec proposal local-id 192.168.8.4
Network: :Interface: :Secure: Set IKE local ID to "192.168.8.4".

(config-if)> no ipsec proposal local-id
Network::Interface::Secure: Reset IKE local ID.

Bepcus OnucaHve

3.08 JobasneHa koMmaHga interface ipsec proposal local-id.

3.28.119 interface ipsec proposal remote-id

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

3ajaTb NONb30BaTENbLCKUIA YaaneHHbIn naeHTndunkatop ana IKE.
KomaHga ¢ npedurKcom no yaanseTt AaHHY HaCTPOWKY.

Ja

Ja

Het

Secure

(config-if)>  ipsec proposal remote-id <remote-id>

(config-if)> no ipsec proposal remote-id

AprymeHT 3HauyeHue OnuncaHwue

remote-id Crpoka IP-agpec nnn gomeHHoe nma yaaneHHoro

XOCTa.

(config-if)> ipsec proposal remote-id my.domain.com
Network: :Interface: :Secure: Set IKE remote ID to "my.domain.com".

(config-if)> no ipsec proposal remote-id
Network: :Interface: :Secure: Reset IKE remote ID.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve
3.08 Jlo6aBneHa koMmaHga interface ipsec proposal
remote-id.

3.28.120 interface ipsec transform-set lifetime

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb BpeMs XN3HU TpaHchopMaumm IPsec Phase2 Ha nHTepdeiice.
Mo ymonyaHwmio ncnonb3syercs 3HayeHve 28800.

KomaHga ¢ npedrkcom no BO3BpaLLLAET 3HaUYeHMe No YMOTHaHMIO.
Ja

Ja

Het

Secure

(config-if)> ipsec transform-set lifetime «lifetimes

(config-if)> no ipsec transform-set lifetime

AprymeHT 3HauyeHue OnucaHwue

lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHusa IPsec B
cekyHzaax. MoxeT NnpvHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.

(config-if)> ipsec transform-set lifetime 2222222
Network::Interface: :Secure: IPsec ESP transform-set lifetime set »
to 2222222 s.

(config-if)> no ipsec transform-set lifetime
Network::Interface::Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.

Bepcus OnucaHue
2.11 Job6asneHa komaHaa interface ipsec transform-set
lifetime.

3.28.121 interface ipv6 address

OnuncaHune

HactpouTtb IPv6-agpec Ha nHTepderice. Ecnm ykasaH aprymeHT auto, agpec

HacTpanBaeTcs aBToMaTU4ecku. BBog agpeca BpyUYHyto fenaeT ero
CTaTUYECKUM.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiky.

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA, 21 3



naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

Ja
Ja
Aa

(config-if)>

ipv6 address (

<address> | auto)

(config-if)> no ipv6 address [ «address; | auto]

AprymeHT 3HauyeHue OnuncaHwue

address IPv6-agpec |Appec DNS-cepBepa.

auto Knwuesoe BKIOUNTL AUHAMMNYECKOe Ha3HaveHe
CJ1080 ajpeca.

(config-if)> ipv6 address 2001:db8::1
Static IPv6 address saved.

Bepcusa

OnucaHune

2.00

JobasneHa komaHga interface ipv6 address.

3.28.122 interface ipv6 force-default

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHuim

Ncnonb3oBaTtb nHTepdelic B kKauecTse LWAO3a No ymondaHuto ans IPvé. Mo
YMONYaHMIO NapaMeTp OTK/IHYEH.

KomaHga c npedurKcom no yaansieT HacTpoiiKy.

Ja
Ja

HeT

I (config-if)>  ipv6 force-default

I (config-if)> no ipv6 force-default

(config-if)> ipv6 force-default
interface is forced to be the default IPv6 gateway

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa interface ipv6 force-default.
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3.28.123 interface ipv6 name-servers

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Hactpoutb nony4veHmne nHbopmauum ot DNS. Ecam ykasaH aprymeHT auto,
BktovatoTcss DNS-3anpocsl DHCPv6.

KomaHgaa ¢ npedrKcoM no yaanset HaCTPOKY.
Ja

Ja

Het

(config-if)>  ipv6 name-servers (auto)

(config-if)> no ipv6 name-servers [auto]

AprymeHT 3HayeHue OnuncaHue

auto Knyesoe BknounTb aBToKOH$uUrypaumio DNS.
C/10B0

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface ipv6 name-servers.

3.28.124 interface ipv6 prefix

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

HactpouTb generaumto npedukca. Ecnm ykasaH apryMeHT auto , npedukc
3anpawmnsaeTcd Yepes DHCPv6-PD.

KomaHgaa ¢ npedurKcom no yaanset HaCTPOKY.
Aa

Ja

HeTt

(config-if)>  ipv6 prefix («prefix> | auto)

(config-if)> no ipv6 prefix [ «prefix> | auto]

AprymeHT 3HauyeHue OnucaHwue

auto Kro4yeBoe BkntounTh generauymio npeduikca.
/08B0
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue

prefix lpepukc YkasaTtb npedpurkc BpyUHYHo.

Npumep (config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobasneHa komaHgaa interface ipv6 prefix.

3.28.125 interface ipvécp

OnucaHue Bkntountb nogaepxky IPv6CP Ha 3Tane ycTaHoBNeHNsA coegVHEHNS.

KomaHga ¢ npedurkcom no oTknro4aet IPv6CP.

Mpe¢ukc no

MeHsieT HacTpoViKKn

Ja
Ja

MHorokpaTtHbiia BBog Het

Tun untepdeiica

PPP

CuHoncnc I (config-if)>  ipvécp
I (config-if)> no ipv6cp
NMpumep (config-if)> ipv6cp
IPv6CP enabled.
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface ipvécp.

3.28.126 interface Icp acfc

OnucaHue BkntounTb cornacoBaHve napaMeTpoB OKaTUS nosiell KAHA/6HO20 YPOo8Hs
Address u Control. Mo yMONYaHMIO HAaCTPOIKa OTKAOHEHa.

KomaHga ¢ npedprKcOM no oTKAOYaeT AaHHYIO OMLMIO 1 BCE 3anpockl
YAANEeHHOM CTOPOHbI Ha cornacoBaHue ACFC OTK/IOHAROTCA.

Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het
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naBa 3 OnncaHme KOMaHA,

Tun nutepdeiica PPP

CnHoncuc (config-if)>  lcp acfc [cid]

(config-if)> no lcp acfc

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
cid KmwueBoe Bkntountb cxatne Connection ID B
CJ/10BO 3arojioBkax.
NMpumep (config-if)> lcp acfc cid

ACFC compression enabled

(config-if)> no lcp acfc cid
ACFC compression disabled

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Jlob6aBneHa komaHga interface Icp acfc.

3.28.127 interface Icp echo

OnucaHue 3agaTtb NpaBuia TeCTMpoBaHUA coeanHeHns PPP cpeacteamm LCP echo.
Mo ymonuaHuto interval paBeH 30, count paBeH 3.
KomaHgaa ¢ npedurkcom no oTkntovaet LCP echo.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica PPP

CuHoncuc (config-if)>  lcp echo <intervals <count> [adaptive]

(config-if)> no lcp echo

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

interval Uenoe uucno |VIHTepBan mexay otnpaskamum LCP echo, B
cekyHzax. Ecniv B TeueHme ykasaHHOro
VHTepBana BpemMeHu oT yAasieHHOMN CTOPOHb!
He 6bln nonydeH LCP 3anpoc, el byaet
OTNpPaB/ieH TakoW 3anpoc C OXUAaHMNEM
oTteeTa LCP reply.

count lenoe uncno |Konm4yecTBo OTMpaBAeHHbIX NOAPSA 3arpocoB
LCP echo Ha KoTOpble He bbi1 Mony4yeH oTBeT
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

LCP reply. Ecnn count 3anpocos LCP echo
ocTanucb 6e3 oTBeTa, coeavHeHVe byaeT

pa3opBaHo.
adaptive Knwouyesoe Pppd 6yget otnpaensaTb 3anpoc LCP echo
C/10B0 TO/IbKO B TOM C/ly4ae, ecau OT yAaneHHoro

y3na HeT Tpaduka.

(config-if)> lcp echo 20 2
Network: :Interface: :Ppp: "PPPoEO": LCP echo parameters updated.

(config-if)> no lcp echo
Network::Interface: :Ppp: "PPPoEO": LCP echo disabled.

Bepcus OnucaHue
2.00 Job6asneHa komaHaa interface Icp echo.
2.06 JobasneH napameTp adaptive.

3.28.128 interface Icp pfc

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

BkntounTb cornacosaHme napameTpoB OKaTuA nosis Protocol 8 3020/108Kax
PPP. Tlo yMmOA4aHMIO HAaCTPOIKa OTKJIOHeHa.

KomaHga ¢ ﬂpe¢I/IKCOM Nno OTKNKYaeT JaHHYH ONUUI0 1 BCe 3anpocChl
yAaHEHHOVI CTOPOHbI Ha corsiacoBaHne PFC OTK/IOHAIOTCA.

Ja
Ja
Het

PPP

(config-if)>  lcp pfc[cid]

(config-if)> no lcp pfc

AprymeHT 3HauyeHue OnuncaHwue

cid KnyeBoe Bknrountb cxatne Connection ID B
CJ/I0BO 3arojoBkax.

(config-if)> lcp pfc cid
PFC compression enabled

(config-if)> no lcp pfc cid
PFC compression disabled
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jo6aBneHa komaHga interface Icp pfc.

3.28.129 interface ldpc

OnucaHue BkntounTb LDPC KO ANna TOUKK goctyna 5 . Mo ymonyaHuio pyHKUms
BbIK/IFOUEHa.

KomaHga ¢ npedpurkcom no oTkaoHaeT GyHKLMIO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica WifiMaster

CuHoncuc I (config-if)>  ldpc

I (config-if)> no ldpc

MNpumep (config-if)> ldpc
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC enabled.

(config-if)> no ldpc
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.07 JobasneHa komaHgaa interface ldpc.

3.28.130 interface led wan

OonucaHue MokasbiBaTb COCTOsIHME MHTEepdeca C MOMOLLLI0 HAMKATOpPa. [lo/keH bbiTb
BblbpaH napameTp SelectedWan npu nomoLLm KomaHgbl system led. Mo

YMONYaHMIO HACTPOMKa OTKIOYEHA.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  led wan

I (config-if)> no led wan
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> led wan
Network::Interface::Led: Selected WAN GigabitEthernetl.

(config-if)> no led wan
Network: :Interface::Led: Selected no WAN.

Bepcus OnucaHve

2.08 JobaeneHa komaHaa interface led wan.

3.28.131 interface lldp disable

OnucaHune
MNpedukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

OTKNOUNTL areHT LLDP Ha nHTepderlice. o ymonvaHmio GyHKLMSA BKIKOYEHaA.
KomaHga ¢ npedpurkcom no BkaroyaeT LLDP areHT.

Ja

Aa

Het

I(config-if)> 1ldp disable

| (config-if)> no Lldp disable

(config-if)> 1ldp disable
Network: :DiscoveryManager: LLDP agent is disabled on interface »
"ISP".

(config-if)> no 1ldp disable
Network: :DiscoveryManager: LLDP agent is enabled on interface »
"ISP".

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga interface lldp disable.

3.28.132 interface mac access-list address

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIiA BBOA,

Jo6asutb MAC-agpec B cnncok npasua ¢uabTpaumm nHTepderica. Tun
Cnucka AoCTyna ycTaHaBAnBaeTca kKoMaHgol interface mac access-list type.

KomaHga c npedurkcom no yganset ykasaHHbIn MAC-agpec n3 ACL.
Ja
Aa
Ja
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naBa 3 OnncaHme KOMaHA,

Tun nutepdeiica Access Point

CuHoncnc (config-if)> mac access-list address «address>

(config-if)> no mac access-list address address>

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
address MAC-appec MAC-aapec, KOTOpbIi HE06X0AMMO f,06aBUTL
B ACL.
NMpumep (config-if)> mac access-list address 64:a2:f9:53:b2:12

Network::Interface: :Ethernet: "WifiMaster®/AccessPointl": added »
64:a2:f9:53:b2:12 to the ACL.

(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster0/AccessPointl": removed »
64:22:f9:53:b2:12 from the ACL.

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster®/AccessPointl": ACL »

cleared.
VICTOleH I/I3MEHeHI/II7I Bepcwﬂ Onv'caHv'e
2.00 JobaeneHa komaHaa interface mac access-list address.

3.28.133 interface mac access-list type

onucaHue YCTaHOBUTb TWM CN1cka NpaBun dpunbTpauum nHtepoerica. Mo ymonyaHmo
TUN He onpegeneH (NPUCBOEHO 3HAaYeHMe none).

MNpe¢ukc no Het
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Access Point

Cunoncuc (config-if)> mac access-list type <type

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
type none Tun cnncka npasun GunbTPaLnm He

onpejeneH.
permit B cnncok 6yayT A06aBAATLCA TONBKO

paspeweHHble MAC-agpeca.

deny B cnncok 6yayT A06aBAATLCSA TONLKO
3anpeweHHble MAC-agpeca.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHum

(config-if)> mac access-list type permit
Network: :Interface: :Ethernet: "WifiMaster@/AccessPointl": ACL »
type changed to permit.

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface mac access-list type.

3.28.134 interface mac address

OnuncaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

HasHaunTtbe MAC-agpec Ha yKkasaHHbI ceTeBo MHTepdeinc. Agpec 3agaeTcs
B LUecTHaAuaTepnyHoM ¢opmaTe 00:00:00:00:00:00. KomaHga no3sonseT

YyCTaHOBUTL 10601 agpec, HO NpeaynpexzaeT NoAb30BaTeNs, ecnv B HOBOM
ajpece yctaHoBeH 6UT «multicast» nnn cépolueH 6uT «OUI enforced».

KomaHga c npedurkcom no Bo3BpaLlaeT nHTepdeiicy ncxogHeli MAC-agpec.

MpeaynpexxaeHve: N3meHeHne MAC-agpeca Ha nHTepderice Wi-Fi 3anpewyeHo.

Ja
Ja
Het

MAC

(config-if)>  mac address mac>

(config-if)> no mac address

AprymeHT 3HauyeHue OnucaHwue

mac MAC-agpec HoBsblin MAC-agpec nHtepdeiica.

(config-if)> mac address 3C:1F:6E:2A:1C:BA

(config-if)> no mac address

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface mac address.

3.28.135 interface mac address factory

OnucaHune

Mpe¢ukc no

HasHaunTb 3aBoackon MAC-agpec Ha yKa3aHHbIN ceTeBO MHTepdeiic.

HeT
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naBa 3 OnncaHme KOMaHA,

MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja
Het
MAC
(config-if)> mac address factory name>
AprymeHT 3HauyeHue OnucaHwue
name lan NHTepdelicy byaeTt npmnceoeH "LAN"
MAC-agpec.
wan NHTepdelicy 6yaeTt npmucsoeH "WAN"
MAC-agpec.
wlan5 WHTepdelicy byaeT npmucsoeH "WLANS"
MAC-agpec.

(config-if)> mac address factory lan
Core::System::UConfig: done.

Bepcusa

OnucaHune

2.00

Jlo6aBneHa komaHga interface mac address factory.

3.28.136 interface mac band

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

MpVBSA3aTh 3aperncTPUPOBaHHbI XOCT K YaCTOTHOMY AranasoHy 2,4 uam 5

Mu.

KomaHaa ¢ npepurkcom no yaanset cBasb. ECv BbINOAHUTL KOMaHAy 6e3
aprymMeHTa, TO BeCb CMMCOK CBA3el byeT OUMLLEeH.

Ja
Aa
Ja
Bridge

(config-if)>

mac band wmac> <band»

(config-if)> no mac band [ mac> ]

AprymeHT 3HauveHue OonucaHue
mac MAC-appec MAC-aapec 3aperncTpmpoBaHHOro KaneHTa.
band 0 AnanasoH 2,4 T,

1 AnanasoH 5 Tw,.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHum

(config-if)> mac band c0:b8:83:c2:cb:11 0
Network: :Interface: :Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:cb:11 to 2.4 GHz.

(config-if)> mac band c0:b8:83:c2:ch:11 1
Network::Interface: :Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:ch:11 to 5 GHz.

(config-if)> no mac band c0:b8:83:c2:ch:85
Network: :Interface: :Rtx::MacBand: "Bridge0": unbound »
c0:b8:83:c2:ch:85 from 2.4 GHz.

(config-if)> no mac band
Network: :Interface: :Rtx: :MacBand: Unbound all hosts.

Bepcus

OnucaHmne

3.05

JobaBneHa komaHaa interface mac band.

3.28.137 interface mac bssid

OnucaHue

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

Yka3atb MAC-agpec ToUkM focTyna Ana nogkntodeHnsa K WISP.

KomaHga ¢ npedurkcom no yaanset gaHHblin MAC-agpec.

Ja
Ja
Het

WifiStation

(config-if)>

mac bssid «bssid>

(config-if)> no mac bssid

AprymeHT

3HauyeHue

OnucaHue

bssid

MAC-agpec

MAC-agpec Touku goctyna WISP.

(config-if)> mac bssid 56:ff:20:00:1e:11
Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

Bepcus

OnucaHue

2.13

JobaeneHa komaHaa interface mac bssid.
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naBa 3 OnncaHme KOMaHA,

3.28.138 interface mac clone

OnucaHue MpucBonTtb nHTepdelicy MAC-agpec Bawero MMK.
Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica MAC, IP

CuHoncnc I (config-if)>  mac clone

Npumep (config-if)> mac clone
VICTOleﬂ U3MeHeHU Bepcmﬂ onvcaHue
2.00 JobaeneHa komaHga interface mac clone.

3.28.139 interface openvpn accept-routes

OnucaHue BkntoumnTb NoslyveHre MapLLPYTOB OT yAaleHHOM cTopoHbl yepe3 OpenVPN.
KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.

Mpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica OpenVPN

Cunoncuc I(config-if)> openvpn accept-routes
I (config-if)> no openvpn accept-routes

Mpumep (config-if)> openvpn accept-routes
Network::Interface: :0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.
(config-if)> no openvpn accept-routes
Network: :Interface: :0OpenVpn: "OpenVPNO": disable automatic routes »
accept via tunnel.

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.10 JobasneHa komaHga interface openvpn accept-routes.
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naBa 3 OnncaHme KoMaHp,

3.28.140 interface openvpn connect

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YkazaTb nHTepdeinc ansa coegnHeHms OpenVPN. Ecnm aprymeHT He 3ajaH,
coefMHeHVe yCcTaHaBNMBaeTcs Yepes Nboii nHTepoelic.

Het
Ja
Hert
OpenVPN
(config-if)>  openvpn connect [viawias]
(config-if)>  openvpn connect
AprymeHT 3HauyeHue OnuncaHwue
via UHTepgeinc MonHoe nma nHTepderica nam NCeBLOHUM.

(config-if)> openvpn connect via ISP
Network: :Interface: :0penVpn: "OpenVPNO": set connection via ISP.

(config-if)> openvpn connect
Network: :Interface: :0penVpn: "OpenVPNO": set connection via any »

interface.
Bepcus OnucaHve
2.10 Jlo6aBneHa komaHga interface openvpn connect.

3.28.141 interface openvpn name-servers

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

Mcnonb3oBaTtb agpeca cepsepoB DNS, nosyyeHHble oT cepeepa OpenVPN.
Mo ymonuaHuio GpyHKLUMSA BKAOUEHA.

KomaHga ¢ npedunkcom no 3anpeLlaeT Ucnoab3oBaTtb agpeca DNS,
nony4yeHHble ot cepsepa OpenVPN.

Ja
Aa
HeTt

OpenVPN

I (config-if)>  openvpn name-servers

I (config-if)> no openvpn name-servers
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

3.28.142 interface peer

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

(config-if)> openvpn name-servers
Network: :Interface: :0OpenVpn: "OpenVPNO": automatic name servers »

via tunnel are enabled.

(config-if)> no openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »

via tunnel are disabled.

Bepcusa

OnucaHwmne

3.06

[Jlo6aBneHa koMaHga interface openvpn name-servers.

Ha3HauuTb ngeHTNdMKaTOP YAaNeHHOro y31a K KOTopomy byaeT
OCYLLECTBNIATLCA NOAKNOUEeHVe PPP. boiee TOUHbI CMbIC/T HACTPONKW 3aBUCUT
oT TMna nHTepdeinca. Hanpumep, ans PPPoE komaHaa interface peer 3agaet
MMA KOHLIeHTpaTopa AocTyna, ana PPTP — nmsa yaaneHHOro Xxocta Wiamn ero
IP-agpec, a ana SSTP — 3agaeT yaaneHHbl cepep C NOPTOM 443 nnm nobsIm

APYrm.

KomaHga ¢ npeprkcoM No OTMEeHSAEeT HaCTPOIKY.

Ja
Aa
HeTt

PPP

(config-if)>

peer peer

(config-if)> no peer

AprymeHT

3HayeHue

OonvcaHune

peer

CTpoka

NaeHTrdunkaTop yaaneHHOM ToUKn
NOAKIIOYEHNS NN aapec yaaneHHOoro
cepsepa host.example.net:port. o

yMo/i4aHuto, HomMep nopTa 443.

(config-if)> peer 111

(config-if)> peer host.example.net:5555

Bepcus OnucaHue
2.00 JobasneHa komaHaa interface peer.
2.12 JlobaBneHa BO3MOXHOCTb U3MEHSATb NOPT yAaJleHHOro

cepBepa.
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naBa 3 OnncaHme KoMaHp,

3.28.143 interface peer-isolation

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BknounTtb n3onaumo 6ecnpoBoAHbIX KNMEHTOB B AOMAaLLHEM CerMeHTe.
HacTtpoiika npumMeHsieTca Ha nHTepdelice Bridge n pacnpoctpaHseTca Ha
BCe BK/IHOYEHHble B HEro Toukm goctyna. Kpome Toro, 610KMpyeTcs nepegayda
Tpadurka oT 6eCNpPOBOAHbLIX KNINEHTOB BHYTpW L2-ceTn.

KomaHga ¢ npedrkcoM No 0TMeHSAeT HaCTPOIAKY.
Ja

Ja

Het

Bridge

I (config-if)> peer-isolation

I (config-if)> no peer-isolation

(config-if)> peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation disabled.

Bepcus OnucaHve

2.10 Jlo6baBneHa komaHaa interface peer-isolation.

3.28.144 interface ping-check profile

OnucaHwmne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

HasHaunTb nHtepdeiicy npoduns Ping Check.
KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.
Ja

Ja

Het

(config-if)>  ping-check profile profile

(config-if)> no ping-check profile

AprymeHT 3HauyeHue OnucaHwue

profile Ctpoka Ha3saHwve HasHa4vaemoro npoduns.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-if)> ping-check profile test
PingCheck::Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

Bepcus OnucaHve

2.04 Jo6aBneHa komaHga interface ping-check profile.

3.28.145 interface ping-check restart

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

BkntounTb nepesarpysky nHTepderica npu cpabaTtbiBaHUW Ping Check (ans
interface HegoctyneH NHTepHeT). Mo yMon4aHnio GyHKLMS OTKIKOYEHa.

KomMaHza ¢ npeprKcom no oTkArYaeT GYHKLMIO.
Ja

Ja

Het

(config-if)>  ping-check restart[<interface]

(config-if)> no ping-check restart

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgenc MNMonHoe nmMsa nnn nceBfoHNM UHTepdelica,
KOTOpbI byAeT nepe3anyckaTbCsa Npu
cpabaTtbiBaHUW Ping Check Ha CBA3aHHOM
nHTepderice. ECnm 3TOT aprymMeHT He yKasaH,
nepesanyckaTbcsa byaeT HTepdeiic,
CBA3aHHbIV ¢ npodunem Ping Check.

(config-if)> ping-check restart
PingCheck::Client: Enabled "PPPoEQ" interface restart.

(config-if)> ping-check restart ISP
PingCheck::Client: Enabled "ISP" interface restart for "PPPoEO".

(config-if)> no ping-check restart
PingCheck::Client: Remove restart settings for "PPPoEQ".

Bepcus OnucaHue

3.04 Job6asneHa KkomaHaa interface ping-check restart.
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3.28.146 interface pmf

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb GyHKUMOHaNbHOCTL PVIF.

KomaHza ¢ nped1Kcom no oTKAoYaeT HaCTPOWKY.

Ja

Ja

Het

WiFi

I (config-if)>  pmf

I (config-if)> no pmf

(config-if)> pmf

Network: :Interface: :Rtx::WifiStation:

PMF enabled.

(config-if)> no pmf

Network: :Interface: :Rtx::WifiStation:

PMF disabled.

"WifiMasterQ/WifiStation0": »

"WifiMasterQ/WifiStation0": »

Bepcus OnucaHve

2.09 JobasneHa komaHga interface pmf.

3.28.147 interface power

OnucaHwmne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CuvHoncuc

YCTaHOBWTb MOLLHOCTL NepegaTymka 418 pagno-nHTepgeincos.
MakcrManibHasi MOLLHOCTb MepeaaTyMka orpaHnYeHa ero annapaTHeIMn
BO3MOXHOCTAMU 1 FrOCYAaPCTBEHHBIMW 3aKOHAMW O PaAnoCBa3n. [JaHHas
KOMaHZa NMo3BoSET IMLLb YMEHbLUNTb MOLLHOCTb NMepearoLLLEero ycTpoicTea
OTHOCUTENIbHO ero MakCVManbHOM MOLLHOCTH, C LieNbio BO3MOXHOr0
CHVXEHUSI MOMEX ANS APYTUX YCTPOWCTB B 3TOM Ariana3oHe. Mo ymonyaHuto

HaCTPOMKa MOLLHOCTV yCTaHOBAeHa B 100.

HeTt

Ja
Het

Radio

I (config-if)>  power <powenr
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

power Uenoe 4ucrno |MOLLHOCTb NepeAaTymka B NPoLLeHTax oT
MakCcManbHoOM MmowHocTn (oT 1 Ao 100).

(config-if)> power 1
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": TX power »
level set.

Bepcus OnucaHve

2.00 JobasneHa komaHaa interface power.

3.28.148 interface pppoe service

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKM
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YkazaTtb cny>6y PPPoE. Ecnn cnyxba He onpeaeneHa, To PPPoE-knneHT bygeT
NOAKJIIOUEH K MPOUN3BOJIbHON cnyx6e.

Ja
Ja
Het

PPPOE

(config-if)>  pppoe service <service;

(config-if)> no pppoe service

AprymeHT 3HauyeHue OnuncaHwue

service Ctpoka HasBaHue cnyx6bl PPPOE.

(config-if)> pppoe service TEST
Network::Interface: :Pppoe: "PPPoOEQ": service set.

(config-if)> no pppoe service
Network::Interface: :Pppoe: "PPPOEQ": service removed.

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga interface pppoe service.

3.28.149 interface pppoe session auto-cleanup

OnucaHwne

BkntounTb otnpasky PADT nakeTta Ans He3aBepLueHHow ceccum PPPOE. Mo
YMOYaHUIO QYHKLMSA BKIOYEHaA.
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KomaHga c npedurkcom no otkatouaet otnpaeky PADT nakeTa.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPPoOE

Cunoncuc I (config-if)> pppoe session auto-cleanup

I (config-if)> no pppoe session auto-cleanup

Mpumep (config-if)> pppoe session auto-cleanup
Network::Interface::Ppp: "PPPoEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup
Network::Interface: :Ppp: "PPPoOEQ@": disabled session auto cleanup.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie
3.03 JobasneHa KkomaHaa interface pppoe session
auto-cleanup.

3.28.150 interface preamble-short

OnucaHwue Mcnonb3oBaTb KOPOTKYHO npeambysy.
MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

Tun nHTepdeiica Radio

CuHoncuc I (config-if)>  preamble-short

I (config-if)> no preamble-short

Mpumep (config-if)> preamble-short
Network::Interface::Rtx::WifiMaster: "WifiMasterQ@": short »
preamble enabled.

(config-if)> no preamble-short
Network::Interface::Rtx::WifiMaster: "WifiMaster@": short »
preamble disabled.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa interface preamble-short.
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3.28.151 interface reconnect-delay

OnucaHwue YCcTaHOBUTb nepunoj BpeMeHN Mexay nonbiTkaMmuy nepenogknoyeHns. Mo
YMOJIYaHUIO NCNOJIb3YyeTcd 3HaueHre 3.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica PPP

CuHoncuc (config-if)>  reconnect-delay «sec>

(config-if)> no reconnect-delay

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
sec lenoe 4ucno |lepmnog BpemeHn B cekyHaax. Moxet
NPVHUMAaTL 3HaYeHWVs B Npegenax ot 3 40
600.
Mpumep (config-if)> reconnect-delay 3
Network::Interface::Ppp: "PPTP1": reconnect delay set to 3 »
seconds.

(config-if)> no reconnect-delay
Network: :Interface::Ppp: "PPTPO": reconnect delay reset to »

default.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.1 [Jlo6aBneHa komaHaa interface reconnect-delay.

3.28.152 interface rekey-interval

OnucaHwue YKasaTb nepmoj BpeMeHn Mexay asToMaTUYeCKUMMU N3MEHEeHNAMU
CeKpeTHbIX K/to4el ANna A0CTyNna K ceTeBbIM yCTPOMCTBaM. 1o ymon4vaHuto
ncnosb3lyetcd 3HayeHve 86400.

KomaHga c npedunkcom no oTkAYaeT N3MeHeHMe K4e.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOgA, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

WiFi

(config-if)>

rekey-interval <intervals

(config-if)> no rekey-interval

AprymeHT

3HavyeHue

OnucaHue

interval

Llenoe u4ucno

3HayeHVe B CeKyHAaX MHTepBaJia CMEeHbI
K/ro4a.

(config-if)> rekey-interval 3000
Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.

(config-if)> no rekey-interval
Network::Interface::Rtx::WifiMaster: "WifiMasterQ": rekey »
interval disabled.

Bepcus OnucaHue

2.06 [Job6aBneHa komaHaa interface rekey-interval.

2.15 JobasneHo 3Ha4veHme no ymon4vaHumto 3600 cekyHa,
3.04 3HayeHue rno yMon4aHuio n3mMmeHeHo Ha 86400 cekyHA,.

3.28.153 interface rename

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTHbIVi BBOJ,

CviHoncmc

AprymeHTsl

Ha3HaunTb NPOM3BO/IbHOE UMS CeTEBOMY UHTepdelicy. K HTepdelicy MOXHO
o6palllaTbcsi N0 HOBOMY MMeHM Kak no ID.

KomaHga c npedrKcom no yaansieT HacTpoiKy.

MpeaynpexaeHre: He nepenmeHoBbIBaliTe MHTepdeic Home. 3To MOXeT
NPVBeCTU K HenpeackasyeMbiM CUCTEeMHbIM OLLNBKaM.

Ja
Ja

Het

(config-if)>

rename <rename»

(config-if)> no rename

AprymeHT

3HayeHue

OonvcaHune

rename

CTpoka

HoBoe nmsa nHTepdeiica.
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Mpumep

UcTopuns nameHeHuii

(config-if)> rename PPPoEl
Network: :Interface: :Base: "PPPoEO": renamed to "PPPoEl".

(config-if)> no rename
Network: :Interface: :Base: "PPPoEO": name cleared.

Bepcus OnucaHve

2.08 JobaeneHa komaHaa interface rename.

3.28.154 interface rf e2p set

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

VI3MeHUTb 3HaueHe Aa4elikn NamMaT KaMBPOBOYHbIX AaHHbIX, HAXOAsLLEeAcs
No cMeLleHWto of fset Ha 3HayeHMe value ANs yKa3aHHOro nHTepoelica.

HeT
Het
HeTt

Radio

(config-if) rf e2p set«offset>walue

AprymeHT 3HayeHue OnuncaHwue

offset hex CmelleHmne auenkn namatn. MoxeTt
NMPUHMMaTL 3HaYeHa B Npegenax ot 1E0 Ao
1FE.

value hex HoBoe 3HaueHne AN 3anncn B S4einky

namatn. Moxet NMPUHNMATb 3Ha4YEeHNA B

npeaenax ot 0 go FFFF.

(config-if)> rf e2p set 1f6 0
Network::Interface: :Rtx::WifiMaster: EEPROM [0x01F6]:0000 set.

Bepcus OnucaHve

2.04 JobasneHa komaHgaa interface rf e2p set.

3.28.155 interface role

OnuncaHwune

HasHaunTtb ponb nHtepdeincy. OgHomy nHTepdericy MoXeT 6bITb Ha3HaYeHO
HecKo/ibko posieil. KoMaHAa NCnob3yeTcs 415 NPaBUAbHOro oTobpaxeHus
cBsizeii VLAN B Beb-uHTepodeiice.

KomaHaa ¢ npepurkcom no yaanset posb. ECav BbINOAHUTL KOMaHZy 6e3
aprymeHTa, TO BeCb CNNCOK poseil MHTepdeinca byaeT oUmLLEeH.
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Mpedukc no Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-if)> role«roles[ for<ifor:]
(config-if)> no role[ role]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
role inet VHTepdeinc ncnonblyetcs Ans NOAKIHOYEHMNS
K NHTepHeTy.
iptv WNHTepdelic ncnonbsyetcsa Ansa cnyxonl IPTV.
voip NHTepdelic ncnonbayetcsa ans cnyxoésl VoIP.
misc NHTepdelic ncnonbayetca ansa IP Policy.
ifor UHTepgeic MonHoe nma nHTepderica Nam NCeBLOHUM.
Mpumep (config-if)> role iptv for GigabitEthernetl
Network: :Interface::Base: "GigabitEthernetl": assigned role »
"iptv" for GigabitEthernetl.
(config-if)> no role iptv for GigabitEthernetl
Network::Interface: :Base: "GigabitEthernetl": deleted role "iptv".
(config-if)> no role
Network::Interface::Base: "GigabitEthernetl": deleted all roles.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.06 JobaeneHa komaHga interface role.
2.10 Job6asneH aprymeHT misc.

3.28.156 interface rrm

OnucaHwue Bkntountb RRM gna nomcka cocefHUX Tovek AocTyna no ctaHgapty IEEE
802.11k c uenbto NpeAoCTaBNEHNS CNINCKA 3TUX TOYEK A0CTyNa aboOHEeHTCKOMY
YCTPOWCTBY Mo 3anpocy. Mo yMOAYaHUIO 3Ta ONums OTKItOHeHa.

KomaHga ¢ npedunkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica AccessPoint
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CuvHoncuc

Mpumep

UcTopuns nameHeHui

I (config-if)>  rrm

I (config-if)> no rrm

(config-if)> rrm
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0Q/AccessPoint0": »
RRM enabled.

(config-if)> no rrm
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
RRM disabled.

Bepcus OnucaHve

213 JobaBneHa komaHaa interface rrm.

3.28.157 interface schedule

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

MpuceonTb nHTEpdelicy pacnucarHue. Nepes BbiINOJHEHEM KOMaHAbI,
pacnucaHmne AoXHO BbITb CO34aHO M HACTPOEHO MPY MOMOLLM KOMaHAbI
schedule action.

KomaHga c npedurkcom no paspbiBaeT CBS3b MeXAy pacrnmcaHvem u
nHTepdericom.

Ja

Ja

Het

(config-if)>  schedule <schedule»

(config-if)> no schedule

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnncanne |HasBaHMe pacnmcaHus, CO3A4aHHOro npu

nomMoLum rpynnel KoMaH4 schedule.

(config-if)> schedule WIFI
Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

Bepcus OnucaHve

2.06 JobaeneHa komaHaa interface schedule.

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA, 237



naBa 3 OnncaHme KoMaHp,

3.28.158 interface security-level

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

YCTaHOBUTb YpOoBeHb 6€30MacHOCTY AN JaHHOTO UHTepdeiica. YpoBHU
6e30MacHOCTY ONpeAensitoT NOrnky paboTbl MeXCeTeBOro 3KpaHa:

* Pa3pelueHo ycTaHaBNVIBaTb COeANHEHWS B Harnpas/ieHUN
private - public.

* 3anpeLueHo ycTaHaBAMBaTb COeANHEHUS, MpUXoasLLme Ha nHTepdelic
public, T. e. B HanpasneHun public - private n public - public.

+ CaMo yCTpONCTBO NPUHMMAET CeTeBble NOAKIUEHMA (pa3peLuaeT
yrnpaBfieHVe) ToNbKO C nHTepdeicos private.

* TNepepgaya AaHHbIX MEXAY HTepdelicamu private MOXeT 6bIThb pa3peLleHa

WK 3anpeLlieHa B 3aBUCUMOCTY OT YCTaHOBKM r1obanbHOro napamerpa
isolate-private.

+ protected HTepdelicbl He MMeroT JOCTyNa K YCTPOMCTBY 1 APYTM
private/protected noacetam, HO OHM UMeEOT JOCTYN K public

nHTepdericam 1 HTepHeTy. YCTPOMCTBO obecneymBaeT 3allnLLEeHHbIM
cerMeHTam TOJsbKO AocTyn K cny>xx6am DHCP n DNS.

+ lMepefaya AaHHbIX OT private nHTepdeiica k protected Nno ymonuaHuio
3anpeLleHa. Ytobbl paspelwnTb Takoe B3aMMoAelicTBre, He06XxoANMO
BbINOJIHUTL KOMaHAy no isolate-private.

MpumMeyaHune: o ymon4aHMIO BCEM BHOBb CO34aHHbIM MHTepdeincam
npucBanBaeTcs ypoBeHb 6e3onacHocTu public.

Cnunckm goctyna access-list nmeroT 60o51ee BbICOKUNA
nNpUopuTeT, YeM YPOBHM 6€30NacHOCTK, MO3TOMY C
MOMOLLBIO HVX MOXHO BBOAUTL AOMONHUTENbHbIE NPaBMNa
dunbTPaLMM NakeToB..

Het

Ja
HeT

IP
I (config-if)> security-level (public | private | protected)

HecmoTps Ha TO, UTO He cyLecTByeT QyHKLMN NOIHOTO OTK/HUYEHMS
MEXCEeTeBOro 3KpaHa, MOXHO OTK/IH0UaTb €ro Ha OTAE/NbHbIX HarnpaBaeHUsX.
Jonyctnm, TpebyeTca NOMHOCTLIO pa3peLlnTb nepesady AaHHbIX MeXAy
«flOMaLUHeN» ceTbto Home 1 rnobanbHoM ceTbto PPPOEO. [ns 3Toro o6omnm
HTepdericaMm HYXXKHO Ha3HaUUTb YPOBEHb He30nacHoOCTU private n
oTKNOUNTL GyHKUMIO isolate-private.

238

CnpaBo4HuK komaHa — Speedster (KN-3010)



naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHwnii

(config)> interface Home security-level private
Network: :Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOE@ security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

MNpuMeuaHune:  MexceTeBOW 3KpaH U TpaHCALMA agpecoB — GyHKLMN,
npeAHasHayeHHble A9 peLleHNs NPUHLMNAaNbLHO PasHbIX
3agau. BkntoueHure NAT mexay nHtepdercamm Home u

PPPOEQ B KOHUrypaLmm, NnokasaHHOM BblLLe, He 3aKpbliBaeT
AOCTyn B ceTb Home cO CTOPOHbI robanbHOM ceTu. [axe

NpY BKJIFOYEHHOM TPaAHCNALMK a4pecoB KOMaHAom ip nat
Home nakeTkl 13 PPPOEO 6yayT cBO6OAHO MPOXOAMUTE B CETh

Home.
Bepcus OnucaHve
2.00 JobaBneHa komaHAa interface security-level.
2.06 Job6asneH napameTp protected.

3.28.159 interface speed

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

HactpouTtb ckopocTs Ethernet uHtepderica. Mo ymon4yaHuto 3ajaHo 3HaueHne
auto.

KomaHgaa ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne N0 YMOAYaHUIo.
Aa

Ja

HeTt

Ethernet

(config-if)>  speed <speed>

(config-if)> no speed

AprymeHT 3HayeHue OnuncaHwue

10 Krwyesoe CkopocTb coeanHeHus B M6uT/C.

100 c/10B0

1000

auto Knoyesoe ABTOMaTM4YeCcKas HaCTpPOliKa CKOPOCTMU.
C/10B0
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Mpumep

UcTopuns nameHeHuii

(config-if)> speed 1000
Network::Interface::Ethernet: "GigabitEthernetl/0": speed set »

to 1000.

(config-if)> no speed
Network::Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).

Bepcusa

OnucaHwmne

2.06.B.1

Jlo6aBneHa koMmaHga interface speed.

3.28.160 interface speed nonegotiate

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

3.28.161 interface ssid

OnuncaHune

OTKNOUNTb aBTOMATUYECKYH HAaCTPOKY ckopocTu. Mo
YMOJIYaHWNI0,aBTOMATMYecKas HacTPolika BK/IOYeHa

KomaHaa ¢ npe¢urKcom no BkIOUaeT aBTOMATUYECKYH HAaCTPOWKY.

Ja
Aa

Het

Ethernet

I(conﬁgJﬂ> speed nonegotiate

I(conﬂ94ﬂ>nospeednonegotiate

(config-if)> speed nonegotiate
Network: :Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation enabled..

Bepcus

OnucaHune

2.08

JobasneHa komaHAa interface speed nonegotiate.

YkaszaTb nms 6ecnpoBogHoi cetu (SSID) ansa nHtepdenco WiFiStation n
AccessPoint. B 3aBUCMMOCTM OT TMNa UHTepdelica 3HaueHune SSID
obpabaTtbiBaeTCst NO-pPa3HOMY.
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« [lns AccessPoint SSID — HeobxoaMMas HACTpolka, 63 KOTOPOW OHa He
6y,£l,€T NMPUHUMAaTb NOAK/THYEHUA.

« [naWiFiStation SSID onpegensieT, K Kakol Touke AOCTyna OHa byaeT
nogkntouatbcd. bes 3agaHHoro SSID WiFiStation MoXeT noaknoUnTLCA
K 10601 AOCTYNHOM 6eCnpoBOAHON CeTW MO CBOEMY YCMOTPEHMUIO.

KomaHza c npedurKcom no ycTaHaBnMBaeT UMs 6ecnpoBOAHOM CeTH No
YyMONYaHUIO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica WiFi

CuHoncuc (config-ify>  ssid(ssid>

(config-if)> no ssid

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
ssid CTpoka Vms 6ecnpoBogHoii ceTu (SSID).

Mpumep (config-if)> ssid MYNETWORK
Network::Interface: :Wireless: "WifiMaster0/AccessPoint0": SSID »
saved.

(config-if)> no ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »

SSID reset.
WcTopusa nsmeHeHum Bepcus onucaHune
2.00 JobaBneHa komaHaa interface ssid.

3.28.162 interface switchport access

OnucaHwue YcTaHoBUTb UaeHTUdUKaTop VLAN Ha NOpTy AN paboThl B pexuvmMe JocTyna.
PaspeLuaeTt nepegady Kagpos ykasaHHoro VLAN B MopT v BKIOYaET yaaneHue
Mapkepa VLAN 13 nepegaBaembiX KagpoB.

KomaHga c npedurkcom no yganseTt HacTPOKy.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOgA, Het

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA, 241



naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Port

(config-if)>  switchport access vlan «vid>

(config-if)> no switchport access vlan

AprymeHT 3HauyeHue OnuncaHwue

vid Uenoe uuncno |Vpentudukatop VLAN docmyna. MoxeT
NPUHUMaTbL 3Ha4YeHVs B Npejenax ot 1 4o

4094 BKNHOUNTENBHO.

(config-if)> switchport access vlan 1
Network: :Interface::Switch: "GigabitEthernet0/0": set access »
VLAN ID: 1.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga interface switchport access.

3.28.163 interface switchport friend

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

HacTpouTb ogHoHanpaBneHHbli VLAN ansa rpynnosoro Tpadduvka B
aononHeHwue K VLAN docmyna. NMopT MOXeT BbITb YacTbio ogHoro VLAN
docmyna. KoMaHAa BKIOUaeT nepeajpecaumio ncxogailero tpaduka ¢
apyroro VLAN docmyna (Ha3biBaemoro "friend"). MakeTol "friend" nepeaatotca
6e3 Tera.

KomaHga ¢ npedprKcom no yaanset HacTPOnKY.
Ja

Ja

Het

Port

(config-if)>  switchport friend vlan «vid>

(config-if)> no switchport friend vlan

AprymeHT 3HauyeHue OnuncaHwue

vid UYenoe uucno |Npentndukartop "friend" VLAN. MoxeT
NPUHUMaTb 3Ha4YeHVs B Npejenax ot 1 4o

4094 BKNHOUNTENBHO.
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Mpumep

WcTopusa nsmeHeHum

(config-if)> switchport friend vlan 2

Network::Interface::Switch: "GigabitEthernet0/0": set friend »

VLAN ID: 2.
Bepcus OnucaHue
2.06 JobasneHa komaHgaa interface switchport friend.

3.28.164 interface switchport mode

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoViKKn

YCTaHOBUTb peXxuM access Ui trunk ans seiopaHHoro VLAN. Mo ymonyaHuio

YCTaHOBJ/IEH PEXNM access.

KomaHga ¢ npe¢|/||<c0M Nno yCTaHaBNMBaeT 3Ha4YeHne Nno yMmoa4aHuio.

Ja
Ja

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Port

(config-if)> no switchport mode

(config-if)>  switchport mode [ (access [q-in-q]) | trunk]

AprymeHT 3HauyeHue OnuncaHwue

CHMMaeTca.

mode access BrkarounTb pexxum goctyna VLAN, To ecTb
TaKoW pexxumM, Koraa vyepes nopT nepeaaroTcs
TOJIbKO HEMapKVpoBaHHbIe Kazpbl. Ha
BXOJdALLMe Kagpbl cTaBuTca Mmapkep PVID,
YCTaHOB/EHHbIN KoMaHgol switchport
access. [1opT AB/ISETCA BLIXOAHBIM TO/ILKO
ansa VLAN c vaeHtnoukatopom PVID. Mpwn
nepegave Kagpos B NopT, Mapkep VLAN c H1X

trunk BkAOUNTL pexXnmM MynbTUMIEKCMPOBaHUA
VLAN, korpa uepes nopt nepesaroTca Kajpbl,
npuHagnexatyme Heckonbkmum VLAN. Mpu
3TOM KaXAblli Kagp NnoMeyeH Mapkepom.
Cnuncok ngeHTndumkaTopos cetel VLAN, B
KOTOpble BXOAUT NOPT, yCTaHaBAVBaeTCs
kKomaHgom switchport trunk.

cJ/ioBo

g-in-q Knw4yesoe BknounTb ABOVIHOE TernpoBaHue.
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Mpumep

WcTopusa nsmeHeHum

(config-if)> switchport mode access
Network::Interface::Switch: "GigabitEthernet0/1": access mode »
enabled.

Bepcus OnucaHue

2.06 Job6asneHa komaHaa interface switchport mode.

3.28.165 interface switchport trunk

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

Jo6aBnTb NnopT BO VLAN. Paspelwintb nprem 1 nepesavy KagpoB yKasaHHOro
VLAN B nopt, npnyem mapkep VLAN 13 nepejaBaemMbiX Ka4poB He yAanaeTcs.
B pexunme trunk gonyckaetca gobasneHve nopta B Heckonbko VLAN.

KomaHga ¢ npedurkcom no yaanset nopT n3 ykaszaHHoro VLAN. Ecnun
MCnosib30BaTb KOMaHAy 6e3 aprymMeHTOoB, NOpT 6yAeT yaaneH ns scex VLAN.

Ja

Ja

Ja

Port

(config-if)>  switchport trunk vian «vid»

(config-if)> no switchport trunk vlan [ vid]

AprymeHT 3HauyeHue OnuncaHwue

vid Uenoe uncno |VaeHTudukatop VLAN. MoxeT npuHMMaTb
3HayeHWda B npegenax ot 1 Ao 4094

BKTHOYNTENbHO.

(config-if)> switchport trunk vlan 100
Network::Interface::Switch: "GigabitEthernet0/1": set trunk VLAN »
ID: 100.

Bepcus OnucaHve

2.06 JobasneHa komaHga interface switchport trunk.

3.28.166 interface traffic-shape

OnucaHune

YcTaHOBUTb npeaen ckopoctmn nepeiayun JaHHbIX 414 yKasaHHOro I/IHTEp(I)GVIC3
B 0be CTOPOHHbI. Mo YMONYaHNKO CKOPOCTb HEe orpaHn4eHa.

KomaHga c npedrKcom no yaansieT HacTpoiKy.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Ja
Ja

Het

(config-if)>  traffic-shape rate <rate> [ asymmetric wpstream-rate;]
[ schedule <schedule> ]

(config-if)> no traffic-shape

AprymeHT 3HauyeHue OnucaHwue

rate Lenoe 4ncno |3HayeHmMe CKOPOCTU Nepesaydn AaHHbIX
B K6ut/c. OrpaHnyeHne JONXKHO 6biTb B
Anana3oHe o1 64 Kéut/c go 1 Fréumt/c.

upstream-rate |Uenoe uwucno |CKOPOCTb OTAAUM AaHHbIX B K6UT/C.
OrpaHunuyeHue AO0/IKHO 6bITh B
AnanasoHe oT 64 Kéut/c go 1 rémt/c.

schedule Pacnucanmne Ha3BaHwWe pacnmncaHus, Co34aHHOro npu
nomoLum rpynnel kKomaHg schedule.

(config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

(config-if)> traffic-shape rate 80 asymmetric 64
TrafficControl::Manager: "WifiMasterl/WifiStation0" interface »
rate limited to 80/64 kbit/s.

(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for »
"WifiMasterl/WifiStation@" interface.

Bepcus OnucaHve
2.05 Jo6aBneHa komaHga interface traffic-shape.
3.04 [JlobaBneH aprymeHT upstream-rate.

3.28.167 interface tunnel destination

OnucaHwne

MNpedukc no

MeHsieT HacTpoikmn

3azaTb YAaNEHHbIN KOHeL, TYHHeNs. ECIv OH MCNo/ib3yeTcst COBMECTHO C
aBTOMaTUYeCKUM [Psec-CoeAHEHNEM, CBA3aHHBLIM C TYHHe/leM, HTepdeiic
CTAHOBUTCA MHNLMATOPOM [Psec-CoeANHEHNS.

KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.
Ja
Ja
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Tunnel

Cunoncuc (config-if)>  tunnel destination «destinatiom

(config-if)> no tunnel destination

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
destination |CTpoka IP-agpec nnn gomeHHoe Nmsa yaaneHHoro
xocTa.
Npumep (config-if)> tunnel destination ya.ru

Network: :Interface::Tunnel: "Gre@": destination set to ya.ru.

(config-if)> no tunnel destination
Network::Interface::Tunnel: "Gre0@": destination was reset.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.08 JobaBneHa komaHaa interface tunnel destination.

3.28.168 interface tunnel eoip id

OnucaHue 3agaTb ngeHtnoukartop EolP-tyHHens.
KomaHga ¢ npednkKcom no oTMeHsAET HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun untepdeiica Eoip

CuHoncuc (config-if)>  tunnel eoip id id>

(config-if)> no tunnel eoip id

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
id Uenoe uucno |NpeHTndumkatop TyHHens.
Mpumep (config-if)> tunnel eoip id 50

Network::Interface::Tunnel: "Gre0": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 Jo6aBneHa komaHga interface tunnel eoip id.

3.28.169 interface tunnel gre keepalive

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

Brntountb noaaepiky Cisco-like keepalive ans TyHHenei GRE. Mo ymonyaHuto
interval paBHoO 5, count paBHoO 3.

KomaHga ¢ npedprKcoM no yaanset HacTPOKY.
Ja

[Ja

Het

Tunnel

(config-if)>  tunnel gre keepalive <intervals> [count]

(config-if)> no tunnel gre keepalive

AprymeHT 3HauyeHue OnucaHwue

interval Uenoe umucno |NHTepBan oTnpaBku naketos keepalive B
cekyHzaax. MoxeT NnpvHMMaTb 3HayYeHns B
npegenax ot 0 go 60. Echm npnceonTb
3Ha4veHue 0, TO BK/IHOYAETCHA TOJIbKO OTBET Ha
keepalive n poytep He byaeT pearvpoBaThb Ha
M3MeHeHMe COCTOAHNA TYHHens.

count UYesoe uucso |Konnyectso MombITOK OTMAPaBKN NakeToB
keepalive. MoxeT NpyHMMaTb 3Ha4YeHUs B
npegenax ot 1 Ao 20.

(config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network: :Interface::Gre: "Gre0": enable only GRE keepalive »
replies.

Bepcus OnucaHve

2.10 Jo6aeneHa komaHga interface tunnel gre keepalive.
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3.28.170 interface tunnel source

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3afaTb IoKaNbHbIA KOHeL, TYHHens. ECim oH ncnonb3yeTcs COBMECTHO C
aBTOMaTUYeCcKUM IPsec-coeiHeHVIeM, CBA3aHHbLIM C TYHHeNeM, TO BK/IH0YaeTcs
pexum npuema coeanHeHni IPsec IKE Ha ycTaHOBNEeHMe 3aLyLLeHHOro
TYHHens.

Het

Ja

Hert

Tunnel

(config-if)>  tunnel source (auto | <interface | <address>)

AprymeHT 3HaueHue OnucaHue

auto KnwouyeBoe cnoso |YCTaHOBUTL TeKyLLWIA paboTatoLnii
WAN-uHTepdelic.

interface Untepgeic MNonHoe nmsa nHTepdeica nnu
nceBAOHNM.

address IP-agpec NokanbHeIn IP-agpec TyHHens.

(config-if)> tunnel source auto
Network: :Interface::Tunnel: "Gre0": set source interface to auto.

Bepcus OnucaHve

2.08 JobaeneHa komaHaa interface tunnel source.
2.09 JlobaBneH aprymeHT auto.

3.08 YaaneH npedurkc no KaK yctapesLUUA.

3.28.171 interface tx-burst

OnuncaHune

Mpedunkc no
MeHsieT HaCTPOMKMN
MHorokpaTHbliA BBOA,

CviHoncmc

BkntounTb arperaumio naketoB Ha ypoBHe Wi-Fi gpaiiBepa (Tx Burst). Mo
YMOJIHaHUIO NapaMeTp OTK/IHYeH.

KomaHpaa ¢ npedrKCOM No OTK/H0UaeT HaCTPOIKY.
Ja
Ja

Het

I (config-if)>  tx-burst
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I (config-if)> no tx-burst

Mpumep (config-if)> tx-burst
Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.07 JobaBneHa komaHaa interface tx-burst.

3.28.172 interface tx-queue length

OnucaHue YCTaHOBUTb pa3mMep ovepesn NCXOAALLMX MakeToB Ha nHTepdeiice. Mo
YMOJIYaHUIO YCTaHOB/IEHO 3HayveHve 1000.

KomaHga ¢ npedurkcom no ycTaHaBAMBAaET 3HaUEHME MO YMOAYAHUNIO.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het

Cutoncnc (config-if)>  tx-queue length <lengths
(config-if)> no tx-queue length
AprymeHTbI AprymeHT 3HaueHue OonucaHue
length Uesnoe uucsro |[nnHaoyepesn MoOXeT NPUHNMAaTb 3HaUeHNd
B npegenax oT 0 Ao 65536.
Mpumep (config-if)> tx-queue length 255
Network: :Interface::Base: "L2TPO": TX queue length is 255.
(config-if)> no tx-queue length
Network::Interface::Base: "L2TPO": TX queue length reset to »
default.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
3.06 JobaBneHa komaHaa interface tx-queue length.

3.28.173 interface tx-queue scheduler cake

OnucaHue YCTaHOBUTL NNaHNPOBLLMK NakeToB CAKE ana nHtepdeiica. Mo ymonyaHuto
3HaueHwue cake ncnonbsyetca Ana DSL nHtepdericos n USB-mogemos,
fq_codel — ansa Bcex oCTanbHbIX.
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KomaHga ¢ npedrkcom no HazHayaeT NIaHNPOBLLMK MO YMOAUYAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (config-if)>  tx-queue scheduler cake

I (config-if)> no tx-queue scheduler cake

Mpumep (config-if)> tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"cake".

(config-if)> no tx-queue scheduler cake
Network::Interface::Base: "L2TP0": set default TX queue scheduler.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.06 [JlobaBneHa komaHza interface tx-queue scheduler cake.

3.28.174 interface tx-queue scheduler fg_codel

OnucaHwue YCTaHOBUTbL NAaHNPOBLUMK NakeToB FQ_CODEL ana nHtepdeiica. Mo
YMOJIYaHUIO 3HaUeHne cake ncnonbsyetcs ansa DSL nHtepdeiicos n

USB-mogemoB, fq_codel — gns Bcex oCTanbHbIX.

KomMaHza ¢ npedprKcoM No Ha3HayaeT NIaHNPOBLLVIK MO YMOYAHUIO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOgA, Het

CuHoncuc I (config-if)>  tx-queue scheduler fq_codel
I (config-if)> no tx-queue scheduler fq_codel

Npumep (config-if)> tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"fq_codel".

(config-if)> no tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set default TX queue scheduler.
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UcTopuns nameHeHuii

3.28.175 interface up

BkntounTb ceTeBol MHTepdeliC 1 3anncaTb B HACTPOIKN COCTOSIHME «Up».

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

UcTopuns nsmeHeHnii

Bepcusa

OnucaHwmne

3.06

Jlo6aBneHa komaHga interface tx-queue scheduler
fq_codel.

Het

I (config-if)> up

I (config-if)> no up

(config-if)> up

Interface enabled.

KomaHga ¢ npedrnKcomM no OTK/IKOUYaET ceTeBoM MHTepdelnc n yaanseTt «up»
13 HacTpoek. Takxke MOXeT 6bITb MCMoJIb30BaHa koMaHza interface down.

Ja
Aa

Bepcusa

OnucaHue

2.00

JobasneHa KomaHaa interface up.

3.28.176 interface wireguard listen-port

OnuncaHwmne

Mpedukc no

MeHsieT HacTpoWiKKn

HasHaunTb HomMep nopTa UDP, Ha KOTOPbLIV NPUHMMAKOTCA BXoAsLLMe
noAkntoyeHus. Mo ymonyaHuo Homep nopTa He onpegeneH.

KomaHga c npedurKcom no cbpacbiBaeT 3HaYeHne nopra.

Ja
Ja

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

CuvHoncuc

Wireguard

I (config-if)>  wireguard listen-port port>

I (config-if)> no wireguard listen-port
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

port UYenoe uucro |Homep nopta. MoxeT NpUHMMAaTL 3HaYEHUS
B npejenax ot 1 Ao 65535 BKAOUNTENLHO.

(config-if)> wireguard listen-port 11633
Wireguard::Interface: "Wireguard4": set listen port to "11633".

(config-if)> no wireguard listen-port
Wireguard::Interface: "Wireguard4": reset listen port.

Bepcus OnucaHve
3.03 Jlo6baBneHa komaHga interface wireguard listen-port.

3.28.177 interface wireguard peer

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIA BBOJ,
Tun nHTepdeiica
Bxo>xaeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

J06aBnTb NYBANYHBIN KOY YAaneHHOro N1pa, YTobbl HACTPOUTE 6e3onacHoe
coefviHeHVe NocpeAcTBOM NpoTtokona WireGuard.

KomaHga c npedurkcom no yganseT yKasaHHbIA Koy,
Ja

Aa

Ja

Wireguard

(config-wg-peer)

(config-if)>  wireguard peer <key>

(config-if)> no wireguard peer <key>

AprymeHT 3HauyeHue OnuncaHwue

key CTpoka 3HaueHwue kYa. Jonyckaercs
NCMONb30BaHMe NaTUHCKNX BYKB, Lndp w1
3HaKOB paBeHCTBa. [J/IHa KitoYa cocTaBaseT
44 cnmBona (NpeacTaB/ieHne CTPOKN B
32-6aiiTHO KogupoBke base64).

(config-if)> wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI jjPmmOg=
(config-wg-peer)>

(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmmOg=
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WcTopusa nsmeHeHum

Wireguard::Interface: "Wireguard4": removed peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmmg0o="".

Bepcus OnucaHue

3.03 JobasneHa komaHaa interface wireguard peer.

3.28.177.1 interface wireguard peer allow-ips

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

JobaBuTb noaceTb IP-agpecoBs, Ha KOTOpbIe pa3peLleHa nepejaya NakeTos
BHYTPW TYHHens.

MNprMeyaHue:  YTobbI pa3pelunTb Nepedady Ha fobble agpeca,
HeobxoAnmMo A06aBUTb NoAceTb 0.0.0.0/0.

KomaHga ¢ npedurkcomM no yaanseTt nogcetb. ECv BbINOAHNTE KOMaHAy 6e3
aprymMeHTa, T0 BeCb CXCOK NoaceTern byaeT oumLLeH.

Ja

Ja

Ja

Wireguard

(config-wg-peer)>  allow-ips @ddress» amask»

(config-wg-peer)> no allow-ips [ <address> mask> ]

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec BmecTe c Mackoii mask 3ajaeT noaceTb
IP-agpecos, nognexawmx TpaHCNALNN.

mask IP-macka Macka noacetun. Ectb gBa cnocoba BBOAA
Macku: B KAHOHNYeCKOM Buae
(Hanpuvmep,255.255.255.0) n B BUAe
61TOBOV ANNHLI Npedukca (Hanpumep, /24).

(config-wg-peer)> allow-ips 0.0.0.0/0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".
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(config-wg-peer)> no allow-ips
Wireguard::Interface: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
3.03 Job6asneHa komaHgaa interface wireguard peer
allow-ips.

3.28.177.2 interface wireguard peer endpoint

OnucaHue YKa3aTb agpec yaaneHHoro nmpa, C KOTopbIM ByAeT yCTaHOBIEHO COeANHEHME
WireGuard.

KomaHga ¢ npednkcom no yaanset KOHeUHYH TOUKY TYHHens.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIia BBog, Het
Tun nHtepdeiica Wireguard

CuHoncuc (config-wg-peer)>  endpoint «address: [:xports]

(config-wg-peer)> no endpoint

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec nnn gomeHHoe Nma yaaneHHoro
XOCTa.
port UYesnoe uucrio |Homep nopta UDP.
Npumep (config-wg-peer)> endpoint 10.0.1.10:11635

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=" endpoint to »
"10.0.1.10:11635".

(config-wg-peer)> no endpoint
Wireguard::Interface: "Wireguard4": reset endpoint for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.03 Job6asneHa komaHgaa interface wireguard peer
endpoint.
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3.28.177.3 interface wireguard peer keepalive-interval

OnuncaHwne

Mpedunkc no

MeHsieT HaCTPOUKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTb MHTEpBan OTNpaBku NakeTos keepalive 415 MOHUTOPUHIa
coeanHeHus WireGuard. o ymMon4aHUo HTEpPBa He 3a4aH.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

Wireguard

(config-wg-peer)>  keepalive-interval«intervals

(config-wg-peer)> no keepalive-interval

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uucno |VIHTepBan oTnpaBku nakeTos keepalive B
cekyHgax. MoxeT npyHUMaTh 3Ha4YeHns B
npegenax ot 3 40 3600 BK/IHOUNTENBHO.

(config-wg-peer)> keepalive-interval 3

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIj jPmm2g=" keepalive interval »
to II3II .

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHue

3.03 JobasneHa komaHaa interface wireguard peer
keepalive-interval.

3.28.177.4 interface wireguard peer preshared-key

OnucaHune

Mpejukc no

MeHsieT HacTpoAKM

3agaTb pasgenseMblii koY ana WireGuard coeiiHeHUA K yaaneHHOoMY nNupy.
Paszgensiemblii kntod (PSK) — 3T0 gononHUTeNbHOE yayulleHne 6e30MacHOCTH
B COOTBETCTBUMW C NMpOTOKOIOM WireGuard v ans MakCMmManbsHOW
3aLLNLLEHHOCTY KaXAOMY KJINEHTY AO/KEH OblTb Ha3Ha4YeH YHUKanbHbI
PSK. Mo ymonuaHwmio PSK He ncnosnb3syeTcs.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Aa
Ja
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

Het

Wireguard

(config-wg-peer)>

preshared-key <preshared-key:

(config-wg-peer)> no preshared-key

AprymeHT

3HaueHve

OnucaHue

preshared-key |[CTpoka

3HauveHMe knoya PSK. lonyckaeTcs
NCNOb30BaHMe NaTUHCKUX BYKB, Lndp 1
3HaKoB paBeHCcTBa. [nrHa kntoya 44
cuMBoONa.

(config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=
Wireguard::Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

Bepcus

OnucaHune

3.03

Job6asneHa komaHgaa interface wireguard peer
preshared-key.

3.28.178 interface wireguard private-key

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

HasHaunTb UK creHeprpoBaTb NPUBATHBIN KU ANst MOAKIOUEHWS K
yAaneHHbIM Npam vepes npotokon WireGuard. Mo ymon4aHuo NpuBaTHbI
KNHOY He HaCTPOEH.

Het
Het
Het

Wireguard

(config-if)>

wireguard private-key [ private-key ]

AprymeHT

3HayeHue

OonwvicaHune

private-key

CTpoka

3HayeHVie HOBOIro NPMBATHOIO KJIHOYa.
JlonyckaeTcs CNonb30BaHMeE NaTUHCKUX
6yKB, Lnbp 1 3HaKoB paBeHCTBa. AnnHa
Kno4a 44 cnmBona.
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NMpumep (config-if)> wireguard private-key
Wireguard::Interface: "Wireguard4": generated new private key.

(config-if)> wireguard private-key »
Ushaeghezail7reo8iK6ear0eomujohkeen8jahX5uo=
Wireguard::Interface: "Wireguard4": set private key.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.03 Jlo6aBneHa komaHga interface wireguard private-key.

3.28.179 interface wmm

OnucaHune Bkntounts WMM Ha nHTepdelice.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Access Point

CuHoncUc I (config-ify>  wmm

I (config-if)> no wmm

Mpumep (config-if)> wmm
WMM extensions enabled.

WcTopuns nsmeHeHWit |Bepcua onucaHue

2.00 JobaBneHa komaHaa interface wmm.

3.28.180 interface wpa-eap radius secret

OnucaHune YKa3aTb COBMECTHO MCMOJIb3yeMblii CEKPETHbIN KoY A8 6e30nacHoro
B3auMoAencTBma mexay RADIUS cepBepom v RADIUS KnneHTomMm.

KomaHga ¢ npedunkcom no yaanseT cekpeTHbIN Krou.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica Bridge

CuHoncuc I (config-if)> wpa-eap radius secret <secret>
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no wpa-eap radius secret

AprymeHT

3HayeHue

OonvicaHune

secret

CTpoka

3HaueHMe knya RADIUS cepsepa
MakcnmanbHas A/MHa cocTaBnseT 64
crMBoONa.

(config-if)> wpa-eap radius secret »
(+>R#G™ }-INxru'i8i | LK}wBNIE~X0Xa{xFOG-N"%FaTnr|S(e(q$/1P2/tbX/#Q
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret applied.

(config-if)> no wpa-eap radius secret
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret cleared.

Bepcusa

OnucaHune

3.01

JobasneHa koMaHga interface wpa-eap radius secret.

3.28.181 interface wpa-eap radius server

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YKa3aTb agpec RADIUS cepBepa

KomaHga c npedurKcom no yaansieT agpec cepsepa.

Ja
Ja
Het

Bridge

(config-if)>

wpa-eap radius server «addresss [: ports ]

(config-if)> no wpa-eap radius server

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec IP-apgpec RADIUS cepsepa.
port UYenoe uucro |Homep nopta RADIUS cepsepa

(config-if)> wpa-eap radius server 192.168.10.10
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10.

(config-if)> wpa-eap radius server 192.168.10.10:1111
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10:1111.

258

CnpaBo4HuK komaHa — Speedster (KN-3010)



naBa 3 OnncaHme KOMaHA,

(config-if)> no wpa-eap radius server
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS server cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.01 JobasneHa komaHza interface wpa-eap radius server.

3.28.182 interface wps

OnucaHue BkntounTtb PyHKLUMOHaNbHOCTb W/PS.
Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi

CuvHoncuc I (config-if)>  wps

I (config-if)> no wps

MNpumep (config-if)> wps
WPS functionality enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHga interface wps.

3.28.183 interface wps auto-self-pin

OnucaHune Bintoumntb pexxum WPS auto-self-pin. Mo ymonyaHumio pexum auto-self-pin
BKJTHOYEH.

KomaHga ¢ npedrKcom no OTKAUAET 3TOT PEXUM.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin
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Mpumep (config-if)> wps auto-self-pin
Network::Interface::Rtx::Wps: an auto self PIN mode enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobasneHa komaHaa interface wps auto-self-pin.

3.28.184 interface wps button

OnucaHue Hauvatb npouecc WPS c ncnonb3soBaHmem KHOMKW. [pouecc AnNTed 2 MUHYTHI,
VAN MeHbLLIe, ecNn CoeJIHeHMe YCTaHOB/EHO.

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

Cunoncuc (config-if)>  wps button «directiom

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
direction send OTtnpaBuTb HacTpoiikmn Wi-Fi.
receive MonyunTtb HacTpoikn Wi-Fi oT Speedster.
Mpumep (config-if)> wps button send

Sending WiFi configuration process started (software button mode).

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa interface wps button.

3.28.185 interface wps peer

OnucaHue HauaTb npouecc WPS ncrnonb3ys PIN yaaneHHoro y3na. lNpouecc gantea 2
MUHYTbI, NJIN MEHbLLIe, eCNN COefMHeHMe ycTaHoB/eHo. [10 ymon4aHuio
npouecc WPS PIN Bbik1tOYeH.

MNpejukc no Het
MeHsieT HacTpovikm  Hert
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-if)>  wps peer «direction> qpin
AprymeHT 3HayeHue |OnucaHue
direction send OTnpaBuTb HacTpoiiku Wi-Fi.
receive Mony4nTb HacTpolikn Wi-Fi oT yganeHHoro
y3na.
pin Ctpoka PIN-koa yaaneHHoOro ysna.

(config-if)> wps peer send 53794141
Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHga interface wps peer.

3.28.186 interface wps self-pin

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTtHbIiA BBOJ,
Tun nntepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

HauaTb npouecc WPS ncnonb3ys PIN ycTpoiicTBa. [Mpouecc AnnTes 2 MUHYTHI,
NIV MeHbLLUE, ec/iN CoeAnHEeHNE YCTaHOBJIEHO.

Het
Hert
Hert
WiFi

(config-if)>  wps self-pin «direction

AprymeHT 3HauyeHue OnuncaHwue

direction send OTnpaBuTb HacTpoiikn Wi-Fi.

receive MonyunTtb HacTpolikm Wi-Fi oT Speedster.

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

Bepcus OnucaHve

2.00 JobaeneHa koMmaHga interface wps self-pin.
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3.29 ip arp

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

3agaTb cTaTUYecKkoe cornoctasneHne mexay IP n MAC agpecamu 4519 XOCTOB,
He NoAAepPXMBAOLLNX AHaMUYeckuin ARP.

KomaHga c npedurkcom no yaanseT 3anuch 13 tabamusl ARP. ECnv BbINOAHUTL
KOMaHZy 6e3 aprymMeHTOoB, BeCb CNUCoK 3anucein ARP byaeT ounLLeH.

Ja
Ja
Aa
(config)> ip arp «ips> mac

(config)>noip arp[«ips]

AprymeHT 3HauyeHue OnuncaHwue

ip IP-apgpec IP-agpec B BUAE YeTbIpéx AeCATUYHbIX Yncen,
pa3AenéHHbIX TOUKaMM, COOTBETCTBYHOLLMIA
NlokanbHOMY ajpecy.

mac MAC-appec MAC-aapec B Buge wecT rpymnn
LecTHaALATEPUUHbIX P, pa3aeneHHbIX
ABOETOUNAMN.

(config)> ip arp 192.168.2.50 al:2e:84:85:f4:21
Network: :ArpTable: Static ARP entry saved.

(config)> no ip arp 192.168.2.50
Network: :ArpTable: Static ARP entry deleted for 192.168.2.50.

(config)> no ip arp
Network: :ArpTable: Static ARP table cleared.

Bepcus OnucaHue

2.00 JobasneHa KoMaHaa ip arp.

3.30 ip dhcp class

OnuncaHwune

Mpedukc no

MeHsieT HaCTpoWiKKn

JocTtyn K rpynne KoMaHA AN HaCcTpoMKn BeHAop-knacca DHCP (60 onuus).
Ecnn knacc BeHAOPOB He HalAeH, KOMaHAa NbITaeTcs ero co3aathb.

KomaHga ¢ npedpurkcom no yaanseT Bbl6paHHbI Knacc.
Ja

Het
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MHorokpaTHbIii BBOA,
Bxo>kaeHue B rpynny

CuHoncunc

AprymeHTsl

Mpumep

UcTopus nsmeHeHwnii

Ja
(config-dhcp-class)

(config)> ipdhcp class «class»

(config)> no ip dhcp class «class»

AprymeHT 3HauyeHue OnucaHwue

class CTpoka Ha3BaHVe BeHAOp-K1acca.

(config)> ip dhcp class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.

Bepcus OnucaHve

2.00 JlobaBneHa komaHga ip dhcp class.

3.30.1 ip dhcp class option

OnucaHwue
MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

Yka3aTb 3HaueHuve onumn 60 415 NPUCBOEHMS BeHAO0pP-Kacca.
KomaHga ¢ npedurkcom no yganseT ykasaHHbIN knacc.

Ja

Ja

Ja

(config-dhcp-class)>  option <cnumber> hex «data»

(config-dhcp-class)> no option <number>

AprymeHT 3HauyeHue OnuncaHwue

number Uenoe umncno |Homep onumu. Ceilvac MCNoNb3yeTcsi TONbKO
3HauyeHue 60.

data CTpoka 3HadeHue onuun.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcus OnucaHue

2.00 JlobasneHa komaHaa ip dhcp class option.
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3.31ip dhcp host

OnuncaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

HactpouTb cTaTuyeckyro npusasky IP-agpeca Kk MAC-agpecy xocta. Ecnm xoct
C YKa3aHHbIM IMEHeM He HalifjleH, KOMaHAa NbITaeTcs ero cos3atb. Ecnu
yKasaHHbI IP-agpec He BXOANT B A1ana3oH HW OAHOrO nyna, KoMaHAa
COXPaHUTCA B HAaCTpoOKax, HO Ha paboTy cepeepa DHCP He noBauserT.

KomaHga nossonget nomeHaTb MAC-agpec, ocTaBuB MpexHee 3HayueHne
IP-agpeca, n Hao6opoT — NoMeHATL [P-agpec, ocTaBMB NpeXxHee 3HaYeHne
MAC-agpeca.

KomaHga ¢ npepurkcom no yaansieT XocT.

Ja

Aa

Ja

(config)> ipdhcp host chosts[mac ][ ip]

(config)> no ip dhcp host <host»

AprymeHT 3HauyeHue OnuncaHwue

host Ctpoka Mpon3BosibHOE NMSA XOCTa, UCMOJIb3YyeTcsa A1
naeHTndurkaumm napbl MAC-IP B HacTpowkax.

mac MAC-agpec MAC-agpec xocTa Ans CTaTU4ecKor NpBA3KK
IP-agpeca. Ecnv He yka3saH, 3HadeHue bepeTcs
13 NpeablayLLei HaCTPOMKN.

ip IP-agpec IP-agpec xocTa. Ecnm He yKa3aH, 3HayeHue
6epeTca U3 NpeablayLieit HacTPOVKN.

(config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.

Bepcus OnucaHve

2.00 Job6asneHa komaHaa ip dhcp host.

3.32 ip dhcp pool

OnuncaHwne

JocTyn K rpynne komaHg ansa Hactpoiiku DHCP-nyna. Ecam nyn He HaingeH,
KOMaHga nbiTaeTcd ero co3gath. [ng nyna 3agaetca cnncok DNS-cepsepos
(komaHaa dns-server), W03 N0 ymondaHuio (komaHaa default-router) n
BpeMms apeHabl (koMaHa lease), a Takke granasoH AnHamuyeckux IP-agpecos
(komaHga range).

Mocne HacTPOMKKM NyNOB HEOHXOAMMO BKIKOUNTL CNyx6y DHCP ¢ MOMOLLbIO
KoMaHgbl service dhcp.
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Mo>HO co34aTb He bonbLue 32 nynoB. MakcMManbHas ganHa MMeHu nyna
— 64 cmmBona.

MNpuMeyaHune: B TekyLlei BepcUn CUCTEMbI peann3oBaHa NoAdepXKKa He
6onee ogHoOro Nyna Ha nHTepdeinc. 1na KoppekTHoON paboThl
cepsepa DHCP TpebyeTcs, uTobbI Arnana3oH IP-agpecos,
YCTaHOBNEHHbI KOMaHAOoM range, npuHaanexan cetu,
HaCcTpoOeHHo Ha ogHoM 13 Ethernet-nHtepdeiicos
yCTpOICTBa.

KomaHaa ¢ npedurkcom no yaanset nyn.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-dhcp-pool)

Cutoncnc (config)>  ip dhcp pool <name>
(config)> no ip dhcp pool <name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Crpoka Vmsa nyna DHCP.
Mpumep (config)> ip dhcp pool test_ pool
pool "test pool" has been created.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobasneHa komaHaa ip dhcp pool.

3.32.1 ip dhcp pool bind

OnuncaHmne MpuBA3aTb Nyn K yKazaHHOMY MHTepeiicy.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Ethernet

CuHoncuc I (config-dhcp-pool)>  bind <interfaces

I (config-dhcp-pool)> no bind <interfaces
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgenc MNonHoe nma nHTepderica Nam NCeBLOHUM.

(config-dhcp-pool)> bind GigabitEthernet0/Vl1an2
pool "test pool" bound to interface GigabitEthernet@/Vlan2.

Bepcus OnucaHve

2.00 JobasneHa KkomaHgaa ip dhcp pool bind.

3.32.2 ip dhcp pool bootfile

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.32.3ip dhcp

OnuncaHune

YKkaszaTb NyTb K Paiiny HacTpoek Ha TFTP-cepBepe ans knneHta DHCP (onums
67).

KomaHga c npedurkcom no yganseTt HaCTPOWKY.
Ja

Ja

Het

Ethernet

(config-dhcp-pool)>  bootfile <bootfile»

(config-dhcp-pool)> no bootfile

AprymeHT 3HauyeHue OnuncaHwue

bootfile Wma ganna MyTb K pariny HacTpoek.

(config-dhcp-pool)> bootfile test.cnf
Dhcp::Pool: " WEBADMIN": set bootfile option to "test.cnf".

(config-dhcp-pool)> no bootfile
Dhcp::Pool: " WEBADMIN": cleared bootfile option.

Bepcus OnucaHue
2.1 JobasneHa komaHaa ip dhcp pool bootfile.
pool class

JocTyn K rpynne KoMaHg 4as HaCcTpoMKM BeHAop-knacca DHCP BbIbpaHHOro
nyna agpecos. Ecin knacc BeHAOPOB He HalAeH, KOMaH/Aa NbiTaeTcs ero
co3aatb.
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Ans KoppekTHOM paboTbl MMS Kiacca AOMKHO OblTb TakMM Xe, Kak 1 B
komaHge ip dhcp class.

KomaHpaa ¢ npedurkcom no yaanseT Bbl6paHHbIA Knacc.
Mpe¢ukc no Ja
MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-dhcp-pool-class)

CuHoncuc (config-dhcp-pool)>  class «class>

(config-dhcp-pool)> no class «class>
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue

class CTtpoka Ha3BaHVe BeHAOpP-K1acca.
NMpumep (config-dhcp-pool)> class STB-One

Dhcp::Server: Vendor class "STB-One" has been created.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa ip dhcp pool class.

3.32.3.1 ip dhcp pool class option

OnucaHwue YcTaHOBWUTL A0ONOJIHUTE NIbHBIE onunmn anga DHCP knneHTa B c/iyyae
coBnajeHnsa BeHA0p-Kacca.

KomaHga ¢ npedunkcom no yaanseT ykasaHHYH onuuto.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-dhcp-pool-class)>  option <cnumber> <type> «data»
(config-dhcp-pool-class)> no option <number>
AprymeHTbl AprymeHT |3HaueHve |OnucaHune
number 6 Onuwsa 6, DNS-cepsep.
42 Onuwa 42, NTP-cepBep.
43 Onuws 43, nogpobHas nHpopmaums o
npowsBsoguTene.
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Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

type ip Tun aprymeHTta data — IP-agpec. 3T1oT TN
He 1cnosib3yeTca Ana onumm 43.
hex Tun aprymeHTa data — WecTHajLaTepmuyHoe
yuncno.
data CTpoka 3HauyeHue onuunn.

(config-dhcp-pool-class)> option 6 ip 192.168.1.1
Dhcp::Server: Option 6 is set to 192.168.1.1.

Bepcus OnucaHve

2.00 Jo6aeneHa komaHga ip dhcp pool class option.

3.32.4 ip dhcp pool debug

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

WcTopusa nsmeHeHwnii

Jlo6aBUTL OTNAA0UHbIE COOBLLEHUSA B CUCTEMHbIV XYpPHa. Mo yMonYaHuo
HaCTpoMKa OTK/KYeHa.

KomaHga ¢ npedurkcom no oTKAoYaeT OTAAAKY.
Ja

Ja

Het

(config-dhcp-pool)>  debug

(config-dhcp-pool)> no debug

Bepcus OnucaHue

2.01 Job6asneHa komaHaa ip dhcp pool debug.

3.32.5 ip dhcp pool default-router

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOj,

HactpouTb IP-agpec wnto3a no ymondaHuto. Ecnuv He ykasaH, To byaet
MNCNOSIb30BaTbCA aApec, HacTpoeHHbIN Ha Ethernet-nHTtepderice,
ornpegeneHHOM aBTOMaTUYeCKM 415 3alaHHOro JManasoHa range.

KomaHga ¢ npedpurkcomM Nno oTMeHseT HacTPOIKY.
Aa
Ja

Het
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config-dhcp-pool)>  default-router <address;

(config-dhcp-pool)> no default-router

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec Afpec Wwr3a rno yMoayaHuio.

(config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa ip dhcp pool default-router.

3.32.6 ip dhcp pool dns-server

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Hactpouts IP-agpeca cepsepoB DNS (DHCP-onuusa 6). Ecin He ykasaH, To
byfeT 1Cnonb30BaThCA agpec, HacTpoeHHbIN Ha Ethernet-uHtepdderice,
onpegeseHHOM aBTOMaTUYeCKM 419 3a,aHHOro AnanasoHa range.

KomaHga c npedrkcom no oTMeHseT HaCTPOIAKY.

Ja

Ja

Het

(config-dhcp-pool)>  dns-server (<addressl[address2] | disable)

(config-dhcp-pool)> no dns-server

AprymeHT 3HayeHue OnuncaHwue

addressl IP-agpec Agpec nepsryHoro DNS-cepBepa.

address2 IP-agpec Appec sTopuyHoro DNS-cepBepa.

disable Knwyesoe Otkntountse DHCP onuuito 6.
C/10B0

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

Bepcus OnucaHve
2.00 [JobaeneHa komaHgaa ip dhcp pool dns-server.
2.11 [Jlo6aBneH aprymeHT disable.
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3.32.7 ip dhcp pool domain

OnucaHune YKa3aTb fJOMEHHOE VMS, KOTOPOE KJINEHT JO/IKEH MCMO/b30BaTh Npu
paspelleHun nmeH Yepes DNS (option 15).

KomaHga ¢ npednkKcom no oTMeHsAET HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dhcp-pool)>  domain «domain»
(config-dhcp-pool)> no domain
AprymeHTbI AprymeHT |3HaueHme |OnucaHme
domain CTpoka JlokanbHOe JOMeHHOoe VM4,
Mpumep (config-dhcp-pool)> domain example.net
Dhcp::Pool: Domain option has been saved.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.05 Job6asneHa komaHgaa ip dhcp pool domain.

3.32.8 ip dhcp pool enable
OnucaHue HauaTb ncnonb3oBaTh Ny B CUCTEME.
KomaHaa ¢ npeprKcom no oTkNtoYaeT NCNOoNb30BaHWe nyna.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIia BBog, Het

CuHoncuc I (config-dhcp-pool)>  enable
I (config-dhcp-pool)> no enable
Mpumep (config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.03 [Job6asneHa komaHgaa ip dhcp pool enable.
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3.32.9 ip dhcp pool lease

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YcTaHoBWUTL Bpems apeHabl IP-agpecos nyna DHCP. Mo ymonyaHutio
ncnonb3yeTtcs 3HayeHe 25200 (7 Yacos).

KomaHga ¢ ﬂpeq)I/IKCOM Nno BO3BpallaeT 3HayeHne BpeMeHn apeHibl No
yMO/T4aHUHO.

Ja
Ja
Het
(config-dhcp-pool)>  lease <lease

(config-dhcp-pool)> no lease

AprymeHT 3HauyeHue OnuncaHue

lease UYenoe uucno |Bpema apeHabl B ceKyHAax. MoxeT
NPVHVMAaTbL 3Ha4YeHns B npegenax ot 1 40
259200 (3 gHs).

(config-dhcp-pool)> lease 259200
Dhcp::Pool: " WEBADMIN": set lease time: 259200 seconds.

(config-dhcp-pool)> no lease
Dhcp::Pool: " WEBADMIN": lease time reset to default (25200 »
seconds) .

Bepcus OnucaHve

2.00 JobasneHa koMmaHgaa ip dhcp pool lease.

3.32.10 ip dhcp pool next-server

OnucaHune

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepderica

CvHoncuc

YkasaTtb agpec TFTP-cepBepa ana DHCP-knveHTa (onums 66).
KomaHga c npedurkcom no yganseTt HacTPOWKY.

Ja

[Ja

Het

Ethernet

I (config-dhcp-pool)>  next-server «address»
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AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-dhcp-pool)> no next-server

AprymeHT

3HayeHue

OonvicaHune

address

IP-agpec

Appec cepsepa TFTP.

(config-dhcp-pool)> next-server 10.1.1.11
Dhcp::Pool: " WEBADMIN": set next server address: 10.1.1.11.

(config-dhcp-pool)> no next-server
Dhcp::Pool: " WEBADMIN": cleared next server address.

Bepcus

OnucaHune

2.1

Job6asneHa komaHgaa ip dhcp pool next-server.

3.32.11 ip dhcp pool option

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWKKn

3afaTb gononHuTenbHble napameTpbl gna DHCP-kaveHTa.

KomaHza c npedurKcom no yaansieT 4oNoNHUTENbHYH HACTPOIKY.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Ethernet

(config-dhcp-pool)>

option <numbers <types «datas

(config-dhcp-pool)> no option <numbers

AprymeHT 3HauyeHue OnuncaHwue
number 4 Onuua 4, cepsep BpemMeHw.
6 Onumna 6, DNS-cepsep.
42 Onuwsa 42, NTP-cepBep.
44 Onuwsa 44, NetBIOS-cepsep.
26 Onymsa 26, MTU.
121 Onuyuna 121, becknaccoBble cTaTnyeckue
MapLUpyThl.
249 Onuwsa 249, MS MapLupyThI.
type ip Tun aprymeHTta data — IP-agpec. 3T1oT TMnN
He 1Crosib3yeTcsa ANa onuun 26.
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Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue
hex Tun aprymeHTa data — wectHaguaTepmyHoe
ymcno.
ascii Tun aprymeHTa data — umcno ASCIL
mtu Twnn aprymeHTa data — pasmep MTU.
data CTpoka 3HadeHue onuun.

(config-dhcp-pool)> option 4 hex 00010203
(config-dhcp-pool)> option 4 ascii test
(config-dhcp-pool)> option 6 8.8.8.8,8.8.4.4,192.168.1.1

(config-dhcp-pool)> no option 6 8.8.8.8,8.8.4.4,192.168.1.1

Bepcus OnucaHue

2.09 Job6asneHa komaHga ip dhcp pool option.

3.32.12 ip dhcp pool range

OnuncaHune

Mpedunkc no
MeHsieT HaCTPOMKMN
MHorokpaTHbliA BBOA,

CviHoncmc

AprymeHTsl

HacTpouTtb AnanasoH gHaMNYecKnX aipecos, BblgaBaemMblix DHCP-kineHTam
HekoTopol noaceTu. lnanas3oH 3a4aeTcs HayaabHbIM Y KOHEYHbIM
IP-agpecom, NM60 HavanbHbIM agpecom 1 pasmepoM. CeTeBO MHTepdelic,
K KOTOpOMY 6yAyT NpVIMeHeHbl HaCTPOIKK, BblIbMpaeTca aBTOMaTUYEeCKM.
Aapec BblIbpaHHOro nHTepdelica NCNonb3yeTcs B Ka4eCcTBe LUI03a No
ymonydaHuo n DNS-cepBepa, ecv He 3aZaHbl Apyrve agpeca KoMaHgamu ip
dhcp pool default-router v ip dhcp pool dns-server.

KomaHaa ¢ npepurkcom no yaanseT gnanasoH.

Ja

Ja

Het

(config-dhcp-pool)>  range «begins («end> | <size»)

(config-dhcp-pool)> no range

AprymeHT 3HayeHue OnucaHue

begin IP-agpec HauvanbHbIll agpec nyna.
end IP-apgpec KoHeuHbI1 agpec nyna.
size Uenoe uucro |Pasmep nyna.
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Mpumep (config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa ip dhcp pool range.

3.32.13 ip dhcp pool update-dns

OnucaHue JobaBnaTtb ctaTnyeckme 3anncm B DNS-npokcn npu Beigaye DHCP-agpecos.
B kauecTBe MeHN ncnonb3yeTtca ms xocta 3 DHCP-3anpoca. No
YMOAYaHUIO QYHKLMSA OTKIOYEHa.

KomaHga ¢ npedunkcom no otkaoyaeT GyHKLUMIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(config-dhcp-pool)> update-dns
I (config-dhcp-pool)> no update-dns
NMpumep (config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.06 Job6asneHa komaHga ip dhcp pool update-dns.

3.32.14 ip dhcp pool wpad

OnucaHwue Hactpouts DHCP onuwnto 252 — npotokon WPAD. Mo ymonyaHuto onuus
OTKJIH0UEHa.

KomaHga ¢ npedrkcom no oTKAYaeT HaCTPOKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-dhcp-pool)>  wpad wpad>

I (config-dhcp-pool)> no wpad
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT

3HavyeHue OnucaHue

wpad

Ctpoka URL-agpec npokcu-cepeepa.

(config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.

Bepcus

OnucaHune

2.05

JobasneHa komaHgaa ip dhcp pool wpad.

3.33 ip dhcp relay lan

OnuncaHwne

Mpedukc no
MeHseT HacTpPoIAKK
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHui

YKaszaTb, Ha KakoM ceTeBOM NHTepdeiice peTpaHcnaTop DHCP byaet
06pabaTbiBaTh 3aNpPOChl KNMEHTOB. MOXHO yKa3aTb HECKONLKO MHTepdelicos
«lan», ANs 3TOro HY>XXHO BBECTU KOMaHAy HeCKO/IbKO pas, yKa3as Bce
HeobxoanMble nHTepdelicbl Mo 0AHOMY.

KomaHga ¢ npedpurkcom no oTkatouaeT petpaHcnaTop DHCP Ha ykazaHHOM
nHTepderice. Ecn ncnonb3osatb KOMaHAy 6€3 apryMeHToB, peTpaHCsaTop
DHCP 6ygeT oTKNO4eH Ha BCeX MHTepdelicax.

Ja
Ja
Ja

(config)>

ip dhcp relay lan <interfaces

(config)> no ip dhcp relay lan [ interface]

AprymeHT

3HavyeHue OnucaHue

interface

UnTeppeinc MonHoe nmsa nan nceBgoHNM UHTepderica
Ethernet, Ha koTopom peTpaHcnaTop DHCP
6yAeT NPUHMMAaTL 3anpockl KIMEHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.

Bepcus

OnucaHune

2.00

Job6asneHa komaHgaa ip dhcp relay lan.
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3.34 ip dhcp relay server

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

YkazaTb IP-agpec cepsepa DHCP, Ha KOTOpbI peTpaHcaaTop byaeT
nepeHanpasaaTb 3aNpoCkl KIMEHTOB 13 IOKaJIbHOWN CeTu.

KomaHza ¢ npeprKkcom no yaanseT HacTPOnKy.
Ja

Ja

Het

(config)>  ip dhcp relay server address»

(config)> no ip dhcp relay server [ address ]

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec IP-aapec cepsepa DHCP.

(config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa ip dhcp relay server.

3.35ip dhcp relay wan

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

YKkasbiBaeT, yepes kakown ceTeBol nHTepdeiic petpaHcnaTop DHCP byaet
06paLLaThCs K BblLLecTosLLeMy cepeepy DHCP. B cucteme MoXeT 6bITb TOIbKO
OANH nHTepdelic Takoro Tmna. Ecnv TouHbIN agpec cepBepa He yKasaH (CMm.
ip dhcp relay server), 3anpocbl 6yayT nepesaBaTbCs LUMPOKOBELLATEIbHO.
PekomeHayeTcs ykasblBaTb ajpec cepeepa.

KomaHza ¢ npe$purKcom no yaanset HacTpowky.
Ja

Ja

Het

I (config)>  ip dhcp relay wan <interface»

I (config)> no ip dhcp relay wan [ interface]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interface UHTepgenc MNMonHoe nms nnm nceBAoOHMM UHTepdelica
Ethernet, Ha KOoTOpbIN ByAYT HaNpPaBAATLCA
3anpockl ot DHCP-knmneHTOB.

NMpumep (config)> ip dhcp relay wan GigabitEthernet0/Vlan2
using WAN interface GigabitEthernet0/Vlan2.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobasneHa komaHgaa ip dhcp relay wan.

3.36 ip esp alg enable

OnucaHue BkntounTb pexxum IPSec Passthrough ana TyHHenei IPsec ESP. o ymonyaHuto
HaCTpoiKa BbIK/IlOYEHa.

KomaHga ¢ npednkcom no oTkAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbI BBOA, HeT

CuHoncnc I(conﬁg)> ip esp alg enable

I (config)> no ip esp alg enable

Mpumep (config)> ip esp alg enable
Esp::Alg: Enabled.

(config)> no ip esp alg enable
Esp::Alg: Disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [JobaeneHa komaHaa ip esp alg enable.

3.37 ip flow-cache timeout active

OnucaHwne YCTaHOBUTb BpeMsi XpaHeHUst akTUBHbIX ceCccuii B Kelle. 1o ymonyaHuto
ncnonb3lyeTca 3HayveHue 10.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.

Mpedukc no Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)> ip flow-cache timeout active «timeout>
(config)> no ip flow-cache timeout active
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
timeout lenoe umucno |3HaveHue TaliM-ayTa B MUHYyTax. MoxeT
NnPUHMMaTb 3HaYeHNA B Npejenax ot 1 go 30.
Mpumep (config)> ip flow-cache timeout active 1
Netflow: :Manager: Active timeout set to "1" min.
(config)> no ip flow-cache timeout active
Netflow: :Manager: Active timeout reset to "10" min.
WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.1 Job6asneHa komaHgaa ip flow-cache timeout active.

3.38 ip flow-cache timeout inactive

OnucaHue YCTaHOBUTL BpeMsi XpaHeHUst HeaKTUBHbIX CeCCUi B KeLle. 10 ymondaHuto
ncnonb3lyeTca 3HaveHue 20.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoAYaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)> ip flow-cache timeout inactive «timeout>
(config)> no ip flow-cache timeout inactive
AprymeHTbl AprymeHT |3HaueHve |OnucaHune
timeout Uenoe uucno |3HadeHue TaM-ayTa B cekyHaax. MoxeT
NpVHMMaTb 3HaYeHns B npegenax oT 1 go
600.
Npumep (config)> ip flow-cache timeout inactive 1

Netflow: :Manager: Inactive timeout set to "1" s.

278 CnpaBo4HuK komaHa — Speedster (KN-3010)




naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config)> no ip flow-cache timeout inactive
Netflow: :Manager: Inactive timeout reset to "20" s.

Bepcus OnucaHue

2.1 Job6asneHa komaHaa ip flow-cache timeout inactive.

3.39 ip flow-export destination

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3ajaTb napamMeTpsl KosnekTopa NetFlow.

KomaHga c npedunkcom no yganseTt napameTpbl.

Ja

Ja

Het

(config)> ip flow-export destination «address port»

(config)> no ip flow-export destination

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-agpec coopLumKa JaHHBbIX.

port UYenoe uucro |Homep nopta UDP konnektopa. Moxet
npUHMMaTh 3HadeHna 2055, 2056, 4432, 4739,

9025, 9026, 9995, 9996, 6343.

(config)> ip flow-export destination 192.168.101.31 4739
Netflow: :Manager: Export destination is set to »
192.168.101.31:4739.

(config)> no ip flow-export destination
Netflow: :Manager: Export destination is unset.

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga ip flow-export destination.

3.40 ip flow-export version

OnucaHwne

Yka3zaTb Bepcuto konnektopa NetFlow. Mo yMONUYaHMIO NCNONb3YyeTCs
3HayeHwue 5.

KoMaHga ¢ npedrikcoM no BO3BpaLLAET 3HaYeHMe Mo yMONYAHNIO.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config)> ip flow-export version «wersion
(config)> no ip flow-export version

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

version Crtpoka Bepcuma npotokona.
Mpumep (config)> ip flow-export version 9

Netflow: :Manager: Set export protocol version to 9.

(config)> no ip flow-export version

Netflow: :Manager: Reset export version to 5.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

3.05 Jlo6aBneHa komaHga ip flow-export version.
3.41 ip host
OnucaHue Jo6aBuTb JOMeHHOe nMsa 1 agpec B Tabanuy DNS.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)>  ip host «domains <address>

(config)> no ip host [ <domains <address: ]

AprymeHTbI AprymMeHT  |3HaueHme |OnucaHue

domain CTpoka JomMmeHHOe nvs xocTa.

address IP-agpec IP-agpec xocTa.

NMpumep (config)> ip host zydata.local 192.168.1.22
Dns::Manager: Added static record for "zydata.local", address »
192.168.1.22.

(config)> no ip host zydata.local 192.168.1.22
Dns: :Manager: Record "zydata.local", address 192.168.1.22 deleted.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHza ip host.

3.42 ip hotspot

OnucaHue JocTyn K rpyrnne KoMaHg ANs HacTponkun YnpasneHus [lomaluHen CeTbio.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbIia BBog, Het

Tun nHtepdeiica IP

BxoxxgeHue B rpynny (config-hotspot)

CuHoncuc I(conﬁg)> ip hotspot

Npumep (config)> ip hotspot
(config-hotspot)>

UcTopuns nsmeHeHnii Bepcus OonucaHue

2.06 Job6asneHa komaHgaa ip hotspot.

3.42.1 ip hotspot auto-scan interface

OonucaHue BkntounTb GOHOBOE CKaHMpPOBaHMe Ha 3ajaHHOM UHTepdelice. Mo
YMOTYAHUNIO BK/TKOUEHO.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica IP

CuHoncnc (config-hotspot)>  auto-scan interface <interface

(config-hotspot)> no auto-scan interface <interface;

AprymeHTbl AprymeHT |3HayeHue |OnucaHue

interface UHTepgeinc MonHoe nma nHTepderica nam NCeBAOHUM.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster@/AccessPointl" is unchanged.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHga ip hotspot auto-scan interface.

3.42.2 ip hotspot auto-scan interval

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

3ajaTb HTEepBa NPOBEPKU XOCTOB, HAXOAALLMXCA OHAAMH. Mo yMon4aHunio
ncnonb3lyeTca 3HadveHue 30.

KomaHga ¢ npednKkcom no BO3BpALLLAET 3HaUYeHMe No YMOTHaHMIO.
Ja

Ja

Het

IP

(config-hotspot)>  auto-scan interval <interval>

(config-hotspot)> no auto-scan interval

AprymeHT 3HauyeHue OnucaHwue

interval UYesoe uucro |/IHTepBan ckaHMPOBaHWA B CEKYHAAX.

(config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »
10 s.

(config-hotspot)> no auto-scan interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »
default.

Bepcus OnucaHue

2.08 Job6asneHa komaHgaa ip hotspot auto-scan interval.
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3.42.3 ip hotspot auto-scan passive

OnucaHwue 3ajatb CKOPOCTb NacCMBHOIO CKaHNPOBaHMA B XOCTax B CEKyHAY. Mo
YMOJIYaHUIO NCNOJIb3YyeTcd 3HaueHre 3.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config-hotspot)>  auto-scan passive <rate> hps

(config-hotspot)> no auto-scan passive

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
rate lenoe uyncno |CKOPOCTb MAcCMBHOIO CKaHMUPOBAHMS.
Mpumep (config-hotspot)> auto-scan passive 5 hps

Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.

(config-hotspot)> no auto-scan passive
Hotspot::Discovery: :Manager: Auto-scan rate reset to default.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.08 Jlo6aBneHa komaHga ip hotspot auto-scan passive.

3.42.4 ip hotspot auto-scan timeout

OnucaHue YcTaHoBUTb 0pPaaiHOBbIN TaliM-ayT A4/19 XOCTOB. [oc/ie ykazaHHOro BpeMeHu
OTCYTCTBYIOLLMIA XOCT YAANSAETCH 13 CNMCcKa 0BHapy>KeHHbBIX XOCTOB XOT-CroTa.
Mo ymonuvaHuto ncnonb3syetcs 3HadeHme 35.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHve No yMOAYaHUIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-hotspot)>  auto-scan timeout «timeouts
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(config-hotspot)> no auto-scan timeout

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
timeout Uenoe umncno |OdPnaiiHoOBbIN TaliM-ayT B CeKyHAaX.
NMpumep (config-hotspot)> auto-scan timeout 31
Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> no auto-scan timeout
Hotspot: :Discovery: :Manager: Auto-scan host offline timeout reset »

to default.
VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue
2.08 JobasneHa komaHgaa ip hotspot auto-scan timeout.

3.42.5 ip hotspot default-policy

OnucaHue OnpeaennTtb NOANTUKY YNpaBneHus lomawHen CeTbio Ans BCex
NHTepdericoB NN HasHa4YnTb NpPodub foctyna B NHTepHeT. MoanTturka
NpUMeHseTca KO BceM MHTepdeincaM, He MMeroLLM CO6CTBEHHOMO Npasua
foctyna, ip hotspot policy.

MonnTtmka no ymonyaHuio: permit.

KomaHga ¢ npednKcom no ycTaHaBAMBAET 3HAaUEHWE MOANTUKN MO
YMONYaHWUIO.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica IP

CuHoncuc (config-hotspot)>  default-policy (saccess> | policys)

(config-hotspot)> no default-policy

AprymeHTbI AprymeHTt 3HaueHue OonwucaHue
access permit PaspewwnTb goctyn K ceTvi VIHTepHer.
deny 3anpeTnTb JoCTyn K ceTn NIHTepHeT.
policy Mpoguns poctyna|Ha3BaHme npodunga gocryna.
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naBa 3 OnncaHme KOMaHA,

Mpumep

(config-hotspot)> default-policy

permit

FHotspot::Manager: Default policy "permit" applied.

(config-hotspot)> default-policy
Hotspot::Manager: Default policy

(config-hotspot)> default-policy
Hotspot: :Manager: Default policy

deny
"deny" applied.

Policy0
"Policy0" applied.

(config-hotspot)> no default-policy
Hotspot::Manager: Default policy cleared.

WcTopusa nsmeHeHum Bepcus onuvucaHve
2.09 Job6asneHa komaHaa ip hotspot default-policy.
212 [JlobasneH aprymeHT policy.

3.42.6 ip hotspot host

OnucaHune HacTpouTb npasBuaa goctyna nam 61oKMpoBKn ANs onpeaeneHHbIX KINeHTOB
YnpaeneHnus [lomawHein CeTbto. laHHbIE NpaBuaa NMMerT 6oJiee BbICOKUNA

npryopuTeT, YeM HaCTpOliKa NOANTUKM (CM. KoMaHay ip hotspot policy).

KomaHza c nped1Kcom no yaansieT HacTpowky.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBOg, [a
Tun uHTepderica IP

CnHoncuc (config-hotspot)>  host mac» (<access» | schedule <schedules | policy
policys)
(config-hotspot)> no host mac> (access> | schedule | policy)
AprymeHT AprymeHTt 3HaueHue OonucaHue
mac MAC-apgpec MAC-agpec xocTa. XoCT JO/KEH bbITb
3aperncTprpoBaH 3apaHee ¢
rnomMouybo komaHasl known host.
access permit PaspewwnTb goctyn K ceTni VIHTepHer.
deny 3anpeTnTb JOCTyn K ceTn IHTepHeT.
schedule Pacnucanune HasBaHue pacnncaHus, Co34aHHOro
NPV NOMOLLM rPpynnbl KOMaHA,
schedule.
policy Mpo¢unb poctyna|Ha3BaHwe npodunsa goctyna.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHum

(config)> known host MYTEST 54:e4:3a:8a:f3:a7
Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule "permit" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 deny
Hotspot: :Manager: Rule "deny" applied to host "54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 schedule MYSCHEDULE
Hotspot::Manager: Schedule "MYSCHEDULE" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 schedule
Hotspot::Manager: Host "54:e4:3a:8a:f3:a7" schedule disabled.

(config-hotspot)> host 54:e4:3a:8a:f3:a7 policy Policy®
Hotspot::Manager: Policy "Policy@" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 policy
Hotspot::Manager: Policy removed from host "54:e4:3a:8a:f3:a7".

Bepcusa OnucaHue
2.06 JobasneHa komaHgaa ip hotspot host.
212 [Job6aBneHbl aprymeHTbl permit, deny, schedule, policy.

3.42.7 ip hotspot host priority

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHtepdeiica

CvHoncuc

AprymeHTbl

Ha3HauunTb onpegeneHHbI NpuopuTeT BceMy Tpadurky, HanpaBaeHHOMY K
3aperncTpMpoBaHHOMY XOCTY. PercTpaumsi XxocTa BbINOMHAETCS 3apaHee
npu nomowy koMaHabl known host.

KomMaHga ¢ npepurKcom no yaansieT npuopuTerT.
Ja

Ja

Het

IP

(config-hotspot)>  host mac» priority ¢priority»

(config-hotspot)> no host wmac» priority

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-agpec MAC-agpec xocrTa.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

priority HauBsbicLLUNA.

KpuTtnuecknia.

Bbicokuin.

CpegHwuin.

HopmankHbI (N0 ymMon4aHuio).

1
2
3
4 MoBbILWEHHbI.
5
6
7

Huskuin.

(config-hotspot)> host 04:d2:cl:14:bc:59 priority 7
Hotspot::Manager: Applied priority "7" to host »
"04:d2:cl1:14:bc:59".

(config-hotspot)> no host 04:d2:cl:14:bc:59 priority
Hotspot::Manager: Removed priority from host "04:d2:cl:14:bc:59".

Bepcus OnucaHue

3.08 JobasneHa komaHgaa ip hotspot host priority.

3.42.8 ip hotspot policy

OnuncaHune

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

OnpegennTtb NOAUTUKY YnipaBneHus JomalHeln CeTbto 418 BbIGpaHHOrO
nHTepderica. NMoanTnka NpUMeHNETCH KO BCeM XOCTaM, He MIMeoLLMM
cobcTBeHHOro npaeuna goctyna ip hotspot host.

MonnTtmka no ymonyaHuo: permit.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHne NoJINTUKN No
yMO/T4aHWHO.

Ja
Ja
Aa
IP
(config-hotspot)>  policy <interfaces (<accesss | policys)

(config-hotspot)> no policy <interfaces

AprymeHT 3HaueHue OnucaHwue

interface NHTepgeiic MonHoe nms Ethernet nHtepderica
WA NCEBAOHUM.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnucaHwue

access permit PaspewwnTb goctyn K cetni IHTepHerT.
deny 3anpeTuTb JOCTynN K ceTu VIHTepHeT.

policy Mpo¢unb poctyna|Ha3BaHwe npodunsa goctyna.

(config-hotspot)> policy Home permit
Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> policy Home deny
Hotspot::Manager: Policy "deny" applied to interface "Home".

(config-hotspot)> policy Home Policy®
Hotspot::Manager: Policy "Policy@" applied to interface "Home".

(config-hotspot)> no policy Home
Hotspot::Manager: Interface "Home" policy cleared.

Bepcus OnucaHve
2.06 [Jlo6aBneHa komaHga ip hotspot policy.
2.12 Job6asneH aprymeHT policy.

3.42.9 ip hotspot priority

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Ha3HauunTb onpegeneHHbI npropuTeT BceMy TpadurKy, HanpasBaeHHOMY K
nHTepoecy.

KomaHga c npedunkcom no yaanset npuopuTerT.
Aa
Ja
Ja
IP

(config-hotspot)>  priority <interfaces priority

(config-hotspot)> no priority <interface»

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgeic MonHoe nma nHTepderica nam NCeBLOHUM.

priority 1 HaunBbIcLLNA.
2 KpuTtnuecknia.
3 Bbicokunia.
4 MoBbILWEHHbIN.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue
5 CpeaHuin.
6 HopMmanbHbI (N0 yMon4aHuo).
7 Huskuia.
Mpumep (config-hotspot)> priority Home 7

Hotspot::Manager: Applied priority "7" to interface "Home".

(config-hotspot)> no priority Home
Hotspot: :Manager: Removed priority from interface "Home".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.08 Job6asneHa komaHgaa ip hotspot priority.

3.42.10 ip hotspot wake

OnucaHune Otnpaeutb Wake-on-LAN nakeT Ha private u protected nHtep¢ericel xocTa.
MNpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
CuHoncuc (config-hotspot)>  wake macs
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
mac MAC-agpec MAC-aapec xocrTa.
Npumep (config-hotspot)> wake a8:1e:84:11:f1:22

Hotspot::Manager: WoL sent to host: a8:1e:84:11:f1:22.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.08 [Jlo6aBneHa komaHga ip hotspot wake.

3.43 ip http lockout-policy

OnucaHune 3agaTb NapaMeTpbl OTCAEXVBAHWA NOMbITOK BTOPXeHWs NyTéM nepebopa
naponeit HTTP gnsa ny6nnudHbiX nHTepdericos. Mo ymondaHuto GyHKLUMS
BKJIIOUeHa. Ecnuv B kKayecTBe aprymMmeHTa Ucnosb3yeTcs 0, Bce napamMeTpsl
oTCNeXmnBaHWs nepebopa byayT cOpoLLEeHbI B 3HaYEHKS MO YMOYAHMIO.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

KomaHga ¢ npedurkcom no oTk/H0UaeT 0bHapyxeHmne nogbopa.
Ja

Aa

Het

IP

(config)> ip http lockout-policy <thresholds [«durations
[cobservation-window]]

(config)> no ip http lockout-policy

AprymeHT 3HaueHue |OnucaHue

threshold Uenoe uucro|Konnuectso HeyAauHbIX MOMbITOK BXO/a
B cucTemy. o yMonyaHumio ycTaHOB/IEHO
3HayeHue 5. MoxeT NpuHMMaTb

3HadeHusa B npejenax ot 4 Ao 20.

duration Uenoe yucso|lpoAoIKNTENBHOCTL 3anpeTa
aBTopu3aumn ana ykasaHHoro IP-agpeca
B MUHYyTax. [10 ymonyaHuio ycTaHOBAEHO
3HaueHue 15. MoxeT NnpuHMMaTh

3Ha4deHusa B npegenax ot 1 A0 60.

observation-window|ljenoe 4ucsno|MpofOMKNTENBHOCTb HabntoAeHNs 3a
NoA03pUTENbHOM aKTUBHOCTBIO B
MUHYTax. 10 yMon4yaHu1o yCTaHOBJIEHO
3HayveHue 3. MoxeT NpuHMMaTb

3Ha4deHusa B npegenax ot 1 Ao 10.

(config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is enabled.

(config)> no ip http lockout-policy
Http::Manager: Bruteforce detection is disabled.

(config)> ip http lockout-policy 0
Http::Manager: Bruteforce detection reset to default.

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHga ip http lockout-policy.

3.44 ip http log access

OnucaHwmne

BkntounTb pexmnm oTnagku Ha Beb-cepeepe (nginx). Mo ymonvaHuo ¢pyHKUmMA
OTKJIFoUEeHa.
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naBa 3 OnncaHme KOMaHA,

KomaHga ¢ npedurkcom no oTkIoYaeT 0TAAA0UHbBIN PEXMM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc I (config)>  ip http log access

I (config)> no ip http log access

Mpumep (config)> ip http log access
Http::Manager: Enabled access logging.

(config)> no ip http log access
Http::Manager: Disabled access logging.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

3.00 Job6asneHa komaHgaa ip http log access.

3.45 ip http log auth

OnucaHwue BkntoumnTb normpoBaHne nonbITOK HeyAa4yHOoM aBTopu3auum B cucteme. Mo
YMOAYaHMIO QYHKLMSA OTKIHOYEHa.

KomaHga ¢ npedrkcom no oTKAYaeT N0rpoBaHue.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config)>  ip http log auth

I (config)> no ip http log auth

Mpumep (config)> ip http log auth
Http::Manager: Auth logging enabled.

(config)> no ip http log auth
Http::Manager: Auth logging disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHza ip http log auth.

3.46 ip http log webdav

OnucaHune BktounTb NormposaHyvie NonbITOK HeyAauHOro NoAK/IYEHUS K cepBepy
WebDAV. Mo ymon4aHuio GyHKLMA OTKAOYEHA.

KomaHza ¢ npedrKcom no oTKAtoUaeT IorMpoBaHue.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica IP

CuHoncuc I (config)>  ip http log webdav

I (config)> no ip http log webdav

Mpumep (config)> ip http log webdav
WebDav: :Server: Enabled request tracing.

(config)> no ip http log webdav
WebDav: :Server: Disabled request tracing.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.04 JobasneHa komaHaa ip http log webdav.

3.47 ip http port

OnucaHune HasHaunTtb HTTP nopT ans Beb-nHTepdelica Speedster. Mo ymonyaHumo
ncnonb3yeTtca nopt 80.

KomaHga ¢ npedurkcom no yctaHaBAMBaET MOPT MO YMOUYAHUIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

Cunoncuc I (config)>  ip http port «port>
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AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config)> no ip http port

AprymeHT 3HauyeHue OnucaHwue

port lenoe umucno |Hosblh nopT HTTP.

(config)> ip http port 8080
Http::Manager: Port changed to 8080.

(config)> no ip http port
Http::Manager: Port reset to 80.

Bepcus OnucaHve

2.08 Job6asneHa koMmaHga ip http port.

3.48 ip http proxy

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica
Bxo>xgeHue B rpynny

CuHoncunc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

JocTtyn K rpynne KomaHa ans Hactpoikm HTTP npokcun. Ecam npokcn He
HaljeH, KOMaHa nblTaeTcs ero co3gaTb.

KomaHga c npedunkcom no yganseT NpokKcu.
Ja
Ja
Aa
IP

(config-http-proxy)

(config)>  ip http proxy name>

(config)> no ip http proxy name>

AprymeHT 3HauyeHue OnuncaHwue

name Ctpoka Wma HTTP npokcw.

(config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.

Bepcus OnucaHve

2.08 JlobaBneHa komaHaa ip http proxy.
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3.48.1 ip http proxy auth

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

Bkntoumntb aBTopmsaumio ana HTTP-npokcu. Mo ymonyaHuio napameTp

OTK/1HOYEeH.

KomaHga ¢ npedurkcom no oTkAo4aeT aBTopmsaunto ana HTTP-npokcu.

Ja
Ja
Het

IP

I(config-http—proxy)> auth

I (config-http-proxy)> no auth

(config-http-proxy)> auth

Http::Manager: Proxy password auth is enabled.

(config-http-proxy)> no auth
Http::Manager: Proxy password auth is disabled.

Bepcus

OnucaHue

2.10

[Jlo6aBneHa komaHga ip http proxy auth.

3.48.2 ip http proxy domain

OnucaHwmne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

YcTaHOBWUTL AOMEHHOe UMH, onpegenstollee FQDN BUpTyasnbHOro XOCTa.

KomaHga c npedurkcom no yganseTt HacTPOWKY.

Ja
Ja
Het

IP

(config-http-proxy)>

domain static «domain»

(config-http-proxy)> no domain

AprymeHT

3HayeHue

OonvcaHune

domain

CTpoka

JomMeHHoe nv4.
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Mpumep (config-http-proxy)> domain static example.net
Http::Manager: Configured base domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHaa ip http proxy domain.

3.48.3 ip http proxy domain ndns

OnucaHwue Mcnonb3oBaTtb fOMeHHOe M4, nonyyeHHoe oT cepsuca NDNS. Ecnum gaHHas
Onumsa BKAOYEHa, HacTpoiika ip http proxy domain cTupaeTcs.

KomaHga ¢ npedunKcom no yaanset HacTPOnKy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncuc | (config-http-proxy)>  domain ndns

I (config-http-proxy)> no domain ndns

Npumep (config-http-proxy)> domain ndns
Http::Manager: Configured ndns domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 JobasneHa komaHaa ip http proxy domain ndns.

3.48.4 ip http proxy force-host

OnucaHue BkaounTb NepeonpejeneHuve 3aronoska Host ans upstream.
KomaHgaa ¢ npedprKcoM No OTK/H0HaEeT HaCTPOWKY.

Mpe¢ukc no Ja

MeHsieT HacTpouikm  /la

MHorokpaTtHbiiA BBog, Het

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA, 295



naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

IP

(config-http-proxy)>

force-host «force-host»

(config-http-proxy)> no force-host

AprymeHT

3HavyeHue

OnucaHue

force-host

CTpoka

IP-agpec nnn gomeHHoe nmvs.

(config-http-proxy)>
Http::Proxy:
"192.168.8.1".

(config-http-proxy)>
Http::Proxy:

(config-http-proxy)>

"modem" :

"modem" :
"modem. keenetic.pro".

force-host 192.168.8.1
enabled Host header enforcing to »

force-host modem.keenetic.pro
enabled Host header enforcing to »

no force-host

Http::Proxy: "modem": disabled Host header enforcing.
Bepcus OnucaHue
3.06 Job6asneHa komaHaa ip http proxy force-host.

3.48.5 ip http proxy preserve-host

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpoViKKn

YCTaHOBUTb NapameTp A5 COXPaHeHMsA MCXOAHOrO 3aroaoBka npwm

NPOKCMPOBaHNM

KomaHza ¢ nped1KcomM no oTKIoYaEeT HaCTPOWAKY.

Ja
Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

Mpumep

IP

I (config-http-proxy)>

preserve-host

I (config-http-proxy)> no preserve-host

(config-http-proxy)> preserve-host
Http::Manager: Proxy HTTP Host header preservation is enabled.

(config-http-proxy)> no preserve-host
Http::Manager: Proxy HTTP Host header preservation is disabled.

296

CnpaBo4HuK komaHa — Speedster (KN-3010)



naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.13 [JobaeneHa komaHza ip http proxy preserve-host.

3.48.6 ip http proxy security-level

OnucaHwue YCTaHOBUTb ypoBeHb 6e3onacHocTn ang HTTP-npokcu. Mo ymondaHuio
yCTaHOB/IEHO 3HaveHne private.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMOAYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica IP

CnHoncuc (config-http-proxy)>  security-level (public | private)

(config-http-proxy)> no security-level

AprymeHTbI AprymeHT 3HaueHue OonucaHue
public Kroyesoe Joctyn K HTTP-npokcm paspelueH ans public,
C/10B0 private un protected nHtepdeicos.
private Knoyesoe Joctyn K HTTP-npokcu paspeLueH To/IbKOo ANd
C/I0BO private nHTepdeiicos.
NMpumep (config-http-proxy)> security-level public

Http::Proxy: "testl": set public security level.

(config-http-proxy)> no security-level
Http::Proxy: "testl": unset public security level.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.05 JobasneHa komaHaa ip http proxy security-level.

3.48.7 ip http proxy upstream

OnucaHune YcraHoBuUTb agpec HTTP nan HTTPS cepBepa, Ha KOTOpbI 6yayT
nepeHanpaBasaTbCs 3anpochl.

KomaHga ¢ npedrnkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica IP
Cunoncuc (config-http-proxy)> upstream(http | https)(imac> | <ip> | <fqdns) [«ports]
(config-http-proxy)> no upstream
AprymeHTbI AprymeHT |3HaueHune OonucaHue
http Knoyesoe cnoso |HTTP cepsep.
https Kmwyesoe cnoso |HTTPS cepsep.
mac MAC-appec MAC-aapec cepsepa.
ip IP-anpec IP-agpec cepsepa.
fqdn FQDN NonHoe somMeHHOE NMS cepeepa.
port Uernoe yucno Homep nopra.
Mpumep (config-http-proxy)> upstream http 192.168.1.1 8080

Http::Manager: Proxy "TEST" upstream was set.

(config-http-proxy)> upstream https google.com 443
Http::Proxy: "modem": set https upstream google.com, port 443.

(config-http-proxy)> no upstream
Http::Manager: Remove upstream info for proxy "test".

WcTopus nsmeHeHuimi Bepcus onucaHue
2.08 Jlo6aBneHa komaHga ip http proxy upstream.
3.05 JobaBneHo knto4veBoe C/10BO https.

3.48.8 ip http proxy x-real-ip

OnucaHue BkarounTb noaaep>kky 3aronoskos X-Real-IP and X-Forwarded-For gns HTTP
npoKcu.

KomaHga ¢ npedrkKcom no oTKAKYaeT 3arooBKU.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc | (config-http-proxy)>  x-real-ip
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Mpumep

WcTopus nsmeHeHum

I (config-http-proxy)> no x-real-ip

(config-http-proxy)> x-real-ip
Http::Proxy: "testl": enabled X-Real-IP and X-Forwarded-For »
headers.

(config-http-proxy)> no x-real-ip
Http::Proxy: "testl": disabled X-Real-IP and X-Forwarded-For »
headers.

Bepcus OnucaHue

3.05 Job6asneHa komaHgaa ip http proxy x-real-ip.

3.49 ip http security-level

OnuncaHune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHThl

Mpumep

YCTaHOBUTb YpOBeHb 6€30MacHOCT AN yAaleHHOro A0CTyna K Beb
nHTepdelicy Keenetic. Mo ymonyaHmio ycTaHOBMEHO 3Ha4YeHe private.

Het
Ja
Het

IP

(config)> iphttpsecurity-level (public[ssl] | private | protected)

AprymeHT |3HauyeHue OnucaHue

public Knw4esoe cnoso|[ocTyn Kk Be6 nHTepdeincy paspeLleH ans
public, private n protected nHtepdeiicos no
HTTP n HTTPS.

private Kn4yesoe cnoso|ocTyn k Be6 nHTepdeiicy paspeLleH ans
private nHTepdeiicos.

protected |KmwyeBoe croso|[ocTyn K Beb nHTepdelicy paspeLleH ans
private n protected nHtepdeiicos.

ssl Kni4yesoe cnoso|[ocTyn K Beb nHTepdency paspeLueH A5
public nHTepdeincos Tonbko Yepes HTTPS.

(config)> ip http security-level protected
Http::Manager: Security level changed to protected.

(config)> ip http security-level public ssl
Http::Manager: Security level set to public SSL.
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UcTopuns nameHeHuii

Bepcus OnucaHve
2.08 [JobaeneHa komaHaa ip http security-level.
3.00 [Jlo6aeneH napametp ssl.

3.50 ip http ssl acme get

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

Co3gatb 1 nognucaTb cepTudmkaTt SSL Ana yKazaHHOro AOMEHHOro MMeHn
(no ymonuaHuio, KeenDNS). [lna Hero fosxXeH 6blTb NpefocTaBaeH JOCTYn
13 ViHTepHeTa.

Het
Het

HeT

(config)> ip http ssl acme get [ <domains ]

Argument 3HayeHue OnuncaHwue

domain CTpoka JomeHHoe nms KeenDNS.

(config)> ip http ssl acme get mytest.keenetic.pro
Acme::Client: Obtaining certificate for domain »
"mytest.keenetic.pro" is started.

Bepcus OnucaHue

2.1 Job6asneHa komaHgaa ip http ssl acme get.

3.51 ip http ssl acme revoke

OnuncaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

OTMeHUTb 1 yaanuTb SSL-cepTndmrkat Ana ykaszaHHOro AOMeHHOro MMeH
(KeenDNS, no ymonyaHuio).

Het
HeT

Het

(config)> ip http ssl acme revoke «domain

AprymeHT 3HauyeHue OnuncaHwue

domain CTpoka JomeHHoe nms KeenDNS.
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Mpumep

(config)> ip http ssl acme revoke mytest.keenetic.pro

Acme: :Client: Revoking certificate for domain »
"mytest.keenetic.pro" is started.

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.1

Job6asneHa komaHaa ip http ssl acme revoke.

3.52 ip http ssl acme list

OnucaHue
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

MokasaTb cnuncok becnnaTHbIx cepTudukaToB Let s Encrypt B cucteme.

CnHoncuc I(conﬁgp> ip http ssl acme list
Mpumep (config)> ip http ssl acme list
certificate:
domain: cc6b5a71a7644903b51a5454.keenetic.io
should-be-renewed: no
is-expired: no
issue-time: 2018-06-20T09:16:30.000Z

expiration-time:

certificate:

domain:
should-be-renewed:
is-expired:
issue-time:
expiration-time:

2018-09-17T09:16:30.000Z

mytest.keenetic.pro

no

no
2018-06-28T16:36:56.000Z
2018-09-25T16:36:56.000Z

WcTopuns nsmeHeHwnit |Bepcusa

OnucaHune

2.1

JobasneHa komaHgaa ip http ssl acme list.

3.53 ip http ssl enable

OnucaHune

Bkntoumntb SSL Ha HTTP cepsepe. Mo ymonuaHutio, SSL oTkAto4eH.

KomaHga ¢ npedpurkcom no oTkarouaet SSL.

Mpedukc no

Ja
Ja

MeHsieT HacTpoiKkmn
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc

I (config)> ip http ssl enable

I (config)> no ip http ssl enable

Mpumep (config)> ip http ssl enable
Http::Manager: Enabled SSL service.

(config)> no ip http ssl enable
Http::Manager: Disabled SSL service.

WcTopuns nsmeHeHnit |Bepcus

OnucaHune

2.07

Job6asneHa komaHga ip http ssl enable.

3.54 ip http ssl redirect

OnucaHwue BrnounTe aBTOMaTUUeCKOe NepeHanpasBneHmne Ha JOMeHax C cepTudrKaToMm
SSL. Mo ymonyaHuio nepeHanpas/ieHne BKIHOYEHO.

KomaHga ¢ npe¢|/||<c01v| Nno OTK/NKYaeT NnepeHanpasneHne.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica IP

Cunoncnc I (config)> ip http ssl redirect
I (config)> no ip http ssl redirect

Mpumep (config)> ip http ssl redirect

Http::Manager: Redirect to SSL is enabled.

(config)> no ip http ssl redirect
Http::Manager: Redirect to SSL is disabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.1

[JobaeneHa komaHaa ip http ssl redirect.
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3.55 ip http x-frame-options

OnucaHwue YCTaHOBUTL 3HaYeHMe 3aronoska X-Frame-Options ansa Be6-cepBepa (Nginx)
B JlOMaLLUHeM CermeHTe CeTu.

KomaHga ¢ npednkcom no oTkAroYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nutepdeiica IP

Cutoncnc (config)> ip http x-frame-options «x-frame-options,

(config)> no ip http x-frame-options «x-frame-options»

AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
x-frame-options|Crpoka 3HauveHue X-Frame-Option.
NMpumep (config)> ip http x-frame-options DENY

Http::Manager: Set X-Frame-Options to "DENY".

(config)> no ip http x-frame-options DENY
Http::Manager: Disabled X-Frame-Options header.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.05 JobasneHa komaHaa ip http x-frame-options.

3.56 ip name-server

OnucaHue HactpouTtb IP-agpeca cepeepoB DNS. CoxpaHeHHble TakiM 06pa3om agpeca
Ha3bIBalOTCHA CTAaTUYECKMMU, B MPOTUBOMOAOXHOCTb ANHAMUYECKAM —
3aperncTpmpoBaHHbIM cyxbamu PPP nnn DHCP.

AKTVBHbBIMW, TO €CTb NCMO0/b3yeMbIMU B AdHHbI MOMEHT afpecamMu, ABNSOTCA
Te, KOTOpble 6bIIN 3aperncTPUPOBaHbI MO3Xe 0cTanbHbIX. O6bIYHO cncTeMa
NCNONb3yeT ajpeca, NoyyYeHHble HECKOIbKUMW NOC/eAHMU YCneLwHo
NOAKMOUMBLLUMMUCA cnyxbamu PPP unn DHCP. Ecan H1 ogHa 13 ciyx6 He
pernctpupyet agpeca DNS akTUBHbIMYK ByAyT cTaTU4ecKne HaCcTPOMKM.
OgaHako, ecnv nocsie perncTpaumm JUHamMmmyecknx afpecos rnoJsib3osartesnem
6b111 M3MEHeHbI CTaTYeckme HaCTPOMKM, OHM CTAHOBATCHA aKTMBHbIMM, MOKa
He 6yAyT 3aperncTpmpoBaHbl HOBblE ANHaMUYecKmne agpeca.

ip name-server MOXHO BBOAWNTb MHOTOKPATHO, ec/In TpebyeTcs HaCTPOUTb
HeckoNbKo agpecoB DNS-cepBepoB. Kpome Toro, KaXaomy BBeLeHHOMY
aZpecy MOXHO COMOCTaBUTb OAHO W/IN HECKO/IbKO JOMEHHbIX UMEH A/
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paboTbl co cneyndryeckIMmn 30HaMK, HanprMep, N0KabHBIMU UMEHaM B
KOprnopaTVBHOW ceTu.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIn agpec cepsepa DNS u3
CTaTMYeCcKoro N akTUBHOIO CrMNCKa, eC/I KOMaHAa AaeTcs C aprymMeHTamu,
60 ounLL@eT CNUCOK CTaTUYeCKUX afpecoB, ecnu KOMaHAa AaeTca 6e3
aprymeHToB.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica IP

CuHoncuc (config)> ipname-server<address>[: qport>][«domain [oninterfaces

11

(config)> no ip name-server [ «addresss [ : <port>]][ «domain [ on
<dnterfaces]]

AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
address IP-agpec Ajpec cepBepa NMeH.
port UYenoe uucro |I1opT cepBepa MMeH.
domain Crpoka JloMeH, ans KOTOPOro byAeT MCMoAbL30BaTbCA

cepsep. DNS-npokcn npu paspeLueHumn
NMEeHU B MepByto oyepesb BblbMpaeT agpec
cepBepa ¢ Hanbonee 6N3KMM K 3anpocy
JomeHoM. Ecin foMeH He yKasblBaTb, cepsep
6yAeT NCNoNb30BaTbCA ANA BCeX 3anpoCoB.
BblpaxeHune "" 1cnonb3yeTcs Kak 4OMeH Mo
ymosi4aHuto. MakcnmmasibHoe KONn4ecTso
AomMeHoB ansa ogHoro DNS-cepsepa — 16.

interface WHTepgelic Nmsa nHTepdelica ana HacTponKu.

Mpumep (config)> ip name-server 8.8.8.8 "" on ISP
Dns::InterfaceSpecific: Name server 8.8.8.8 added, domain »
(default), interface ISP.

(config)> no ip name-server
Dns: :Manager: Static name server list cleared.

VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.00 JobaBneHa KoMaHaa ip name-server.
2.14 JlobaBneH aprymeHT port.
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3.57 ip nat

OnucaHune BkOUNTb TpaHCNSALUMIO «N10KaNbHbIX» apecoB ceTn network nnm ceTu 3a
nHTepdericom interface. Hanpnmep, komaHga ip nat Home o3HauvaerT, uTto
415 BCeX MaKeToB M3 ceTu Home, MPOXOAALLMX Yepes MapLupyTusaTop, byaet
BbIMOJ/IHEHA MOAMEeHa ajpecoB MCTOYHMKA.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a
Tun nHTepdeiica IP

CuHoncuc (config)> ipnat (<interfaces | <address> imask>)

(config)> no ip nat (<interfaces | <address> amask>)

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

interface UHTeppeinc Nms nHTepdelica NCToYHMKA (MONHOE NMS
nHTepderica nan NceBgoOHNM).

address IP-agpec BmecTe ¢ mackon mask 3agaeT gmnanasoH
IP-appecoB ncTOUHMKA, MOANeXaLLnX
TpaHCaUun.

mask IP-macka Macka grnanasoHa TpaHchaumn. Ectb aBa

cnocoba BBOAA MacKn: B KAHOHMYECKOM BUje
(Hanpumep, 255.255.255.0) v B BUAe
61TOBOI ANVHBI NpeduKca (Hanpumep, /24).

Mpumep (config)> ip nat Home
Network::Nat: A NAT rule added.

(config)> no ip nat Home
Network::Nat: A NAT rule removed.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 Jo6aBneHa komaHga ip nat.

3.58 ip nat full-cone

OnucaHwue BrntounTb pexuM Full Cone NAT. T1o yMOAYaHUIO pPeXNM BbIK/THOUEH.
KomaHga ¢ npedrkcom no OTKAYAET 3TOT PeXUM.

Mpejukc no Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

CuvHoncuc

I (config)>  ip nat full-cone

I (config)> no ip nat full-cone

Mpumep (config)> ip nat full-cone

Network: :Nat:

Full cone mode enabled.

(config)> no ip nat full-cone

Network: :Nat:

Full cone mode disabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

3.01

JobasneHa komaHgaa ip nat full-cone.

3.59 ip nat restricted-cone

OnucaHwue BrntounTb pexum Restricted NAT. [0 yMOAYaHUIO PEXMM BbIK/THOYEH.

KomaHaa ¢ npeprKCcoM no OTKIHOYAET 3TOT PEXUM.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica IP

CvHoncuc

I (config)> ip nat restricted-cone

I (config)> no ip nat restricted-cone

NMpumep (config)> ip nat restricted-cone
Network: :Nat: Restricted cone mode enabled.

(config)> no ip nat restricted-cone
Network: :Nat: Restricted cone mode disabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

3.01

JobaBneHa komaHgaa ip nat restricted-cone.
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3.60 ip nat sstp

OnucaHwue BkntoumnTb TpaHCAAaLUIO agpecoB AN KnneHTos SSTP.
KomaHga c npedumkcom no yganseT npaBuso.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nutepdeiica IP

CuHoncuc I (config)>  ip nat sstp

I (config)> no ip nat sstp

Mpumep (config)> ip nat sstp
SstpServer::Nat: SSTP VPN NAT enabled.

(config)> no ip nat sstp
SstpServer::Nat: SSTP VPN NAT disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.12 [JlobaBneHa komaHaa ip nat sstp.

3.61 ip nat vpn

OnucaHue Bxknouuntb TpaHcnauymio agpecos and VPN-KIMEHTOB.

KomaHaa ¢ npepurkcom no yaanseT npasBuo.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncnc I (config)>  ip nat vpn

I (config)> no ip nat vpn

Mpumep (config)> ip nat vpn
VpnServer::Nat: PPTP VPN NAT enabled.

(config)> no ip nat vpn
VpnServer::Nat: PPTP VPN NAT disabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.04 [JlobaeneHa KkomaHaa ip nat vpn.

3.62 ip policy

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

NcTopus nsmeHeHum

JlocTyn K rpynne KoMaHz, ANs HacTporiku npodunsa goctyna B IHTepHeT —
npasuia Bblbopa MapLLpyTa Mo YMOAYAHWUIO 4151 XOCTOB 1 CerMeHTOB
AoMallHel ceTn. Ecam npodunb 4ocTyna He HaAeH, KOMaHAAa NbITaeTCs ero
co34aTb. MOXHO co3gaTb He 6onee 16 npodunei.

KomaHga c npedunkcomM no yaanseT ykaszaHHbIA npoduab JOCTyna 13 cnucka.
Ja

Aa

Ja

(config-policy)

(config)>  ip policy name>

(config)> no ip policy name>

AprymeHT 3HaueHue OnucaHue

name Mpo¢unb poctyna|Ha3BaHue npodunsa goctyna.
JlonyckaeTcs ucnonb3oBaHue
CVIMBOJIOB NlaTUHCKOro andaBuTa,
umdp, noguepkmBaHua n jeduca. He
6onee 32 CUMBOIOB.

(config)> ip policy Policy®
Network: :PolicyTable: Created policy "Policy0@".

(config)> no ip policy Policy0
Network: :PolicyTable: Removed policy "Policy0@".

Bepcus OnucaHue

2.12 Job6asneHa koMmaHaa ip policy.

3.62.1 ip policy description

OnuncaHwne

Mpe¢ukc no

HasHaunTb Npon3BoAbLHOE onncaHme Npoduto JocTyna B MIHTepHerT.
KomaHaa c npedurkcom no cTupaeT onmcaHue.

Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config-policy)>  description«description»

(config-policy)> no description

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

description |CTpoka MponsBonbHOEe onmncaHve npoduasa goctyna.
JonyckaeTca ncnonb3oBaHMe CUMBOOB
naTuHckoro andasuTta, umodp,
nog4vepkuBaHusa n geduca. He bonee 256
CMMBOJIOB.

Mpumep (config-policy)> description PolicyOne
Network::PolicyTable: "Policy0": updated description.

(config-policy)> no description
Network: :PolicyTable: "Policy0": updated description.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.12 Jlo6aBneHa komaHga ip policy description.

3.62.2 ip policy multipath

OonucaHue BkOUNTb GYHKLIMIO OAHOBPEMEHHOTO 1CMNosb3oBaHMs WAN-MOAK/IOUEeHN A
B pexvMe 6anaHCcMpOBKU.

KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.
MNpedukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc I (config-policy)>  multipath

I (config-policy)> no multipath

Mpumep (config-policy)> multipath
Network: :PolicyTable: "Policy0": enable multipath.
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WcTopusa nsmeHeHum

(config-policy)> no multipath
Network::PolicyTable: "Policy0": disable multipath.

Bepcus OnucaHue

2.14 JobasneHa komaHgaa ip policy multipath.

3.62.3 ip policy permit

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHum

PaspeLumnTb ncnosib3oBaHme Npoduas 4ocTyna Ans rnobanbHOro nHTepderica.
Ecnv oavH npodunb focTyna paspeLleH AN HeCKONbKUX NHTepdeincos,
MOXHO yKa3aTb MPMOPUTET A8 KAXKAOr0O N3 HUX.

KomaHaa ¢ npedurkcom no 3anpeLyaeT UCNosib3oBaHe Npoduns Aoctyna
AN yKazaHHoro nHtepdeiica. Ecam BBectn KoMaHAy 6e3 aprymeHToB,
npodunb foctyna bygeT 3anpeLleH 415 Bcex MHTepdelicos.

Ja
Ja
Aa
IP

(config-policy)>  permit global <interfaces [ order «orders]

(config-policy)> no permit [ global <interfaces ]

AprymeHT |(3HauyeHue OnucaHwue
interface |WHTepgeinc MNMonHoe nmsa nHTepdeinica nnv NCEBLOHNM.
order Lenoe uucno MpuopuTeT rnobanbHOro nHTepdeiica, Ans

KOTOPOro paspeLlleH npodunb gocTtyna.
MoXeT NpUHMMaTb 3HaUYeHUs B Npejenax
oT 1 50 65534, HO He bornee, YeMm

KONMYecTBO rnobanbHbIX MHTep¢encoB.

(config-policy)> permit global L2TPO order 0
Network::PolicyTable: "Policy0": set permission to use L2TPO.

(config-policy)> no permit global L2TPO
Network: :PolicyTable: "Policy@": set no permission to use L2TPO.

Bepcus OnucaHue

2.12 [Job6asneHa KkomaHaa ip policy permit.
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3.62.4 ip policy permit auto

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

ABTOMaTM4eCKkun pa3peLlatb HOBble MNOAKMHYEHNA ANA I'IpO(I)I/IJ'IH 4octyna.

Mo ymonuaHuo GyHKUMUS OTK/IOYEHA.

KomaHga ¢ I'Ipeq)I/IKCOM no yjgandet aBToMatnyeckoe paspeLlleHune.

Ja
Ja
Het

IP
I(config-policy)> permit auto
I (config-policy)> no permit auto

(config-policy)> permit auto
Network: :PolicyTable:

(config-policy)> no permit auto

"Policy0":

set auto permission.

Network::PolicyTable: "Policy0": set auto permission.
Bepcus OnucaHve
2.12 Jlo6aBneHa komaHga ip policy permit auto.

3.62.5 ip policy rate-limit input

OnucaHwmne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

,ﬂ,06aBI/ITb NMnapaMeTpbl OrpaHN4YeHnd BXOAHLLI,EVI CKOpoCTn and rnobanbHbIX

nHTepdercoB npoduna goctyna.

KomaHga c npedurkcom no yganseTt HacTPOWKY.

Ja
Ja
Het

IP
I (config-policy)>

I (config-policy)>

rate-limit <interfaces input (<rate> | auto)

rate-limit <interface> no input
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT |(3HayeHue OnucaHwue

interface |WHTepgeric Wms rnobansHoro IP-nHTepdeiica ans
orpaHnyeHus Tpaduka rpynrnom
Ha3Ha4eHHbIX Npodune.

rate Lenoe 4ucno MpegenbHas CKOPOCTbL Nepeaayn AaHHbIX
B K6UT/C. MOXET MPUHMMAaTb 3HaYeHNs B
npezenax oT 64 g0 1000000.

auto KmoyeBoe cnoBo|Pex 1M aBTOHaCTPOKN.

(config-policy)> rate-limit WifiMasterl/WifiStation@ input auto
Network: :PolicyTable: "Policy0": set input rate limit to "auto".

(config-policy)> rate-limit WifiMasterl/WifiStation0® input 100000
Network: :PolicyTable: "Policy@": set input rate limit to "100000" »

kbps.

(config-policy)> rate-limit WifiMasterl/WifiStation® no input

Network: :PolicyTable:

"Policy0": reset input rate limit.

Bepcusa

OnucaHune

3.05

[JobaeneHa komaHaa ip policy rate-limit input.

3.62.6 ip policy rate-limit output

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

[l06aBNTb NapaMeTpbl OrPaHNYEHNS UCXOASLLIE CKOPOCTU AN TN06aNbHbIX
nHTepdericos npoduna gocryna.

KomaHga ¢ npedprKcoM no yaanset HacTPOnKY.

Ja
Aa
HeTt

IP

(config-policy)>

(config-policy)>

rate-limit <interface> output (<«rate> | auto)

rate-limit <interfaces no output

AprymeHT |3HauyeHue OnucaHwue

interface |WHTepgesic Wms rnobaneHoro IP-nHTepdeiica ansa
orpaHunyeHuns Tpadumka rpynnom
Ha3Ha4veHHbIX Npodunen.

rate lenoe umncno MpepenbHas CKopocTb rnepefaydn JaHHbIX

B K6ut/c. MoXeT NpMHMMaTh 3Ha4YeHus B
npegenax ot 64 A0 1000000.
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Mpumep

WcTopus nsmeHeHum

AprymeHT |(3HayeHue OnucaHwue

auto KniwyeBoe cn0Bo |Pex1M aBTOHACTPOMKM.

(config-policy)> rate-limit ISP output auto
Network: :PolicyTable: "Policy@": set output rate limit to "auto".

(config-policy)> rate-limit ISP output 1000
Network: :PolicyTable: "Policy0": set output rate limit to "1000" »
kbps.

(config-policy)> rate-limit ISP no output
Network::PolicyTable: "Policy0": reset ouput rate limit.

Bepcus OnucaHue
3.05 JobasneHa komaHaa ip policy rate-limit output.
3.08 JobasneH aprymeHT auto.

3.63 ip route

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHTbl

[o6aBuTb B TabnMLy MapLUpyTU3aLMN CTaTUYECKUIA MapLUPYT, KOTOPbIA
3ajaeT NpaBuao nepegayun IP-nakeToB Yepes onpegeneHHbIl W3 an
ceTeBoW nHTepodelic.

B kKauecTBe ceT Ha3HauYeHNA MOXHO yKasaTtb KntoyeBoe cnoBo default. B
3TOM C/lyyae byAeT co3aH MapLUPYT MO YMOAYaHUIO.

KomMaHgza ¢ npedrkcom no yaanseT MapLUpPyT C yKazaHHbIMY NapamMeTpamMu,
Ja
Aa
Ja
IP

(config)>  ip route ( networks mask> | <host> | default) («gateway>
[interface] | <interfaces) [auto] [metric] [reject]

(config)> no ip route ( <network> mask> | <host> | default) [«gateway: |
<interfaces] [metric]

AprymeHT |3HauyeHue OnucaHwue

network IP-agpec IP-appec ceTn Ha3HaueHus.

mask IP-macka Macka ceTu HasHa4veHus. ECTb fBa cnocoba
BBOJla Mackn: B KAHOHNYECKOM BUAe
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Mpumep

AprymeHT

3HauyeHve

OnucaHwune

(Hanpwumep, 255.255.255.0) 1 B Buge
6uTOBON ANNHBI NpedurKca (Hanpumep, /24).

host

IP-agpec

IP-agpec y3na Ha3HayeHUs.

default

KnwyeBoe csioBO

|/|CI'IOJ'Ib3yETCFI ANd 3ajaHna MapLllpyToB no
yMOn4aHuHo.

interface

UnTepgeric

MonHoe nms HTepdelica NI NCEBAOHNM.
YKa3blBaeTcs B kayecTBe HanpaBiaeHns
nepejavv rnakeTos, eC/n K UHTepdency
MOAKMOYEH KaHa/ TOYKa-Touka, He
TpebyroLLnii AONONHUTENbHOV agpecauunn
BHYTPW KaHana.

Ecnun Ha nHTepdelice yctaHOBNEH
npuopwuTteTt interface ip global, mapwpyT
£06aBNAETCS B CUCTEMHYHO TabnLy TONBKO
B TOM CJly4ae, eCnu He CyLLecTByeT Apyroro
MapLLpyTa € TeM Xe ajpecoM Ha3HaveHus
1 661bLWIVM NPUOPUTETOM.

gateway

IP-agpec

IP-agpec mapLupyTmn3saTopa B
HernocpeACTBEHHO NOAK/IOUYEHHON ceTu.
MoxeT bbITb 3ajjaH BMecTe C UMeHeM
nHTepdelica, ecin TpebyeTcs ykasaTb
npuopwutert interface ip global. Ecan
nHTepdelic He ykasaH, OH onpejensieTcs
CNCTEeMOI aBTOMAaTUYeCKM N3 TeKYLLX
HacTpoek IP.

auto

Knw4yeBoe csioBO

Mo3BonsieT NPYMEHWTHL MapLIpPyT TOrAa,
KOrAa CTaHeT A0CTyrneH yKasaHHbI/ B HeM
LLI/THO3.

metric

Llenoe uucno

MeTpuka MapLupyTa. B TekyLei
peanunsaumn UrHopupyetcs.

reject

Kro4yeBoe C/10BO

BkntoumnTb MapLUpyT, 4TObbI MCMONB30BaTb
TONbLKO BbIOpPaHHbIN NHTepdenc ans
MapLLpyTM3auum Tpadumka K yKazaHHOMY
MecCTy Ha3HayeHus. Ecim ykasaHHbIN
nHTepdelic He aKkTMBEH, TO TpaduK He
nepeAaeTcs no ApyrumM BO3MOXHbIM
MapLupyTam. 3Ta onuma paboTaeT TONbKO
Npv NCNOAb30BaHUK ONUUK auto 1 He
MOXEeT MPUMEHATLCA K MapLUpyTy No
YMOYaHMIO.

(config)> ip route default Home
Network: :RoutingTable: Added static route: 0.0.0.0/0 via Home.

(config)> ip route 123.123.123.123 Wireguardl auto reject
Network: :RoutingTable: Added static route: 123.123.123.123/32 »
via Wireguardl.
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(config)> no ip route 123.123.123.123 Wireguardl
Network: :RoutingTable: Deleted static route: 123.123.123.123/32 »
via Wireguardl.

(config)> no ip route default
Network: :RoutingTable: No such route: 0.0.0.0/0.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.00 [JobaeneHa KomaHza ip route.
3.08 JobaeneHa onuus reject.

3.64 ip search-domain

OnucaHue Yka3aTb JOMeH Nouncka A/is paspeLleHnst HeMoHbIX MMeH XOCTOB.
KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CvHoncuc (config)> ip search-domain «domain»
(config)> no ip search-domain
AprymeHTbI AprymeHT 3HaueHue OonucaHue
domain Ctpoka JomeHHoe nm4.
Mpumep (config)> ip search-domain my.example
(config)> no ip search-domain my.example
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.00 Job6asneHa komaHaa ip search-domain.

3.65 ip sip alg direct-media

OnucaHwue 3ameHuTb IP-agpec B none Owner npoTtokona SDP. 3Ta GyHKUMA NCNONb3yeTcs

UTObbI HE HAaCTpPaVBaTb OTAE/bHbIN NPo6poc NnopToB ANns VoIP-Tpaduka. Mo
YMOIYaHUIO HAaCTPOMKa OTKAKOYeHa.

KomaHza ¢ nped1KcomM no oTKIoYaeT HaCTPOWAKY.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CuHoncuc I(conﬂg)> ip sip alg direct-media

I (config)> noip sip alg direct-media

MNpumep (config)> ip sip alg direct-media
Sip::Alg: Direct media enabled.

(config)> no ip sip alg direct-media
Sip::Alg: Direct media disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.1 JobasneHa KomaHaa ip sip alg direct-media.

3.66 ip sip alg port

OnucaHwue YkazaTb HOMep nopTa A1s SIP coobLueHniA, OTANYHbIN OT CTaHAapTHoro. Mo
YMOJIYaHUIO NCNOoJIb3yeTcsa HoMep nopTa 5060.

KomaHga ¢ npedunkcom no ycTaHaB/IMBaET MOPT MO YMOUAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het

CuHoncuc (config)> ip sip alg port ort

(config)> noip sip alg port

AprymeHTbI AprymeHT |3HaueHme |OnucaHune

port Yenoe uucno |Homep noprta.

Npumep (config)> ip sip alg port 7090
Sip::Alg: Port set to 7090.

(config)> no ip sip alg port
Sip::Alg: Port reset to default.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

2.12 Jlo6aBneHa komaHga ip sip alg port.
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3.67 ip ssh

OnucaHwue JocTyn K rpynne KomMaHz4 Ana ynpasneHua SSH-cepsepom.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-ssh)

Cunoncuc I (config)>  ip ssh

Npumep (config)> ip ssh
(config-ssh)>

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.12 Job6asneHa komaHgaa ip ssh.

3.67.1 ip ssh cipher

OnucaHwue YCTaHOBUTb LWUN$POBaHME CUMMETPUYHOIO K/to4a A5 ceaHca SSH.
KomaHga ¢ npedurkcom no yaanseT yKasaHHbIn anroputM WNGpoBaHUS.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica IP

CuHoncuc (config-ssh)>  cipher «ciphenr

(config-ssh)>  no cipher «cipher

AprymeHTbI AprymeHT |3HaueHue OnucaHue
cipher chacha20-poly1305@openssh.com|Anroputm WndpoBaHUS
ChaCha20-Poly1305.
aesl28-ctr AnropuTm WndpoBaHms
AES128-CTR.
aes256-ctr An encryption algorithm
AES1256-CTR.
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AprymeHT |3HayeHue OnucaHue
aes128-gcm@openssh.com ANropnT™ WndpoBaHMS
AES128-GCM.
aes256-gcm@openssh. com AnropuTm WwWndpoBaHms
AES256-GCM.
Mpumep (config-ssh)> cipher chacha20-polyl305@openssh.com

Ssh::Manager: Added cipher "chacha20-polyl305@openssh.com".

(config-ssh)> no cipher chacha20-polyl305@openssh.com
Ssh::Manager: Use default ciphers.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.04 Job6asneHa komaHaa ip ssh cipher.
Bepcus OnucaHve
3.05 JlobaBneHbl HOBbIe anrOpPUTMbI LLINGPOBAHNSA
aes128-gcm@openssh.com, aes256-gcm@openssh. com.

3.67.2 ip ssh keygen

OnucaHmne O6HoBNEHME KNtoYa 3aJaHHOr0 TUNa.
Mpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun uHTepderica IP

CnHoncuc (config-ssh)>  keygen <keygen>

AprymeHTbI AprymeHT 3HaueHue OnwucaHue

keygen default ABTOMaTMUeCKas reHepauns HOBOro
OTKpbITOro Kito4a RSA2048 +
ECDSA-NISTP521.

rsa-1024 ABTOMaTM4YecKas reHepaLysa HOBOro
OTKpbITOro knto4a RSA gnavHoin 1024
6uT.

rsa-2048 ABTOMaTMYeCKasa reHepaLa HoBOro
OTKpPbITOro knto4a RSA ganHoin 2048
6UT.

rsa-4096 ABTOMaTMUeCKas reHepauns HOBOro
OTKpbITOro katoya RSA annHoin 4096
6uT.
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AprymeHT

3HauyeHue

OnucaHune

ecdsa-nistp256

ABTOMaTU4yeckas reHepauuna HoBoro

OTKpbITOro kntova ECDSA gnaviHon 256
o6uT.

ecdsa-nistp384 |ABTOMaTU4YecKas reHepawys HOBOro
OTKpbITOro knto4va ECDSA annHoin 384

eur.

ecdsa-nistp521 |ABTOMaTU4YecKas reHepaumsa HOBOro
OoTKpbITOro knto4va ECDSA gnvHoin 521

eur.

ed25519 ABTOMaTMUeCKas reHepauuns HOBOro

OTKpbITOro Kro4va ED25519.

(config-ssh)> keygen default
Ssh::Manager: Key generation is in progress...

Mpumep

UcTopuns nsmeHeHnii

Bepcus OnucaHve

2.12

Job6asneHa komaHga ip ssh keygen.

3.67.3 ip ssh lockout-policy

OonucaHue 3asaTb NapaMeTpbl OTCNEXMBAHNSA NOMbITOK BTOPXeHUs NyTém nepe6opa

naponeii SSH ans nybnuyHeix nHTepdeincos. Mo ymonvaHmno ¢yHKLmMA
BKAtOYeHa. Ecnu B kKavecTBe aprymeHTa ncnonb3yeTcs 0, Bce napameTpbl

oTcnexvBaHUs nepebopa 6yAyT cOpOLLEHbl B 3HaUYeHNS NO YMOYaHMIO.
KomaHga ¢ npedunkcom no oTkAouvaeT obHapyXXeHue nogoopa.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config)>  ip ssh lockout-policy <threshold; [«durations

[<observation-window]]

(config)> no ip ssh lockout-policy

AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

threshold

Llenoe uucno KonnuectBo HeyAauHbIX MOMNbITOK
BX0OJa B CUCTEMY. Mo YMONYaHUNIO
YCTaHOBJ/IEHO 3HauyeHve 5. MoxeT
NPMHUMaTb 3HaYeHNA B nNpejenax

oT 4 0 20.
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AprymeHT

3HavyeHue OnucaHue

duration

llenoe 4ucno MpogomKnTeNbHOCTL 3anpeTa
aBTopu3aLmmn Ans yKkasaHHoOro
IP-apgpeca B muHyTax. Mo
YMO/JTYaHWIO YCTAaHOB/IEHO 3HaYeHMe
15. MoXeT NpnHMMaTh 3HaYeHVA B

npeaenax ot 1 4o 60.

observation-window|lUenoe uucsno MpoAoMKNTENLHOCTL HabAeHNS

33 NOAO3PUTENLHON aKTUBHOCTLHO
B MUHYyTax. 1o ymon4aHuo
YCTaHOBJ/IEHO 3HauyeHwue 3. MoxeTt
NPUHVMAaTL 3HaYeHWUA B npejenax
oT 140 10.

Mpumep

(config-ssh)> lockout-policy 10 30 2

Ssh::Manager: Bruteforce detection is reconfigured.

(config-ssh)> no lockout-policy
Ssh::Manager: Bruteforce detection is disabled.

(config-ssh)> lockout-policy 0

Ssh::Manager: Bruteforce detection reset to default.

WcTopus nsmeHeHum

Bepcus OnucaHue

2.12 Job6asneHa komaHgaa ip ssh lockout-policy.

3.67.4 ip ssh port

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

HasHauuTtb nopt aAna SSH-coegnHeHWA. 10 yMOIYaHKMIO MCNONbL3YeTca HoMep

nopTa 22.

KomaHga ¢ Hpe¢MKCOM Nno yCTaHaB/IMBaeT HOMep NopTa B 3Ha4YeHue no

YMOJIYaHWIO.
Ja

Ja

HeTt

IP

I (config-ssh)>  port <number;

I (config-ssh)> no port
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue OnucaHue

number

lenoe 4ucno |Homep nopta. MoxeT npnHMMaTL 3HaUeHNS
B npejenax ot 1 Ao 65535 BKAOUNTENLHO.

(config-ssh)> port 2626
Ssh::Manager: Port changed to 2626.

(config-ssh)> no port
Ssh::Manager: Port reset to 22.

Bepcusa

OnucaHue

2.12

Jlo6aBneHa komaHga ip ssh port.

3.67.5 ip ssh security-level

OnucaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YcTaHOBUTbL ypoBeHb 6e3onacHocTM SSH. Mo yMoa4aHmio ycTaHOBNEHO
3HayeHue private.

Het

Ja
Het

IP

(config-ssh)>

security-level (public | private | protected)

AprymeHT 3HauyeHue OnuncaHwue

public Knouesoe Joctyn k SSH-cepBepy pa3peLueH ans public,
C/10BO private n protected nHtepdeliicos.

private Krouesoe Joctyn K SSH-cepBepy pa3pelueH ans private
c/0BO nHTepdelicos.

protected Knoyesoe JocTyn K SSH-cepBepy pa3peLueH Ans private
C/10B0 n protected nHTepdelicos.

(config-ssh)> security-level protected
Ssh::Manager: Security level changed to protected.

Bepcusa

OnucaHune

2.12

[JlobaeneHa komaHaa ip ssh security-level.
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3.67.6 ip ssh session timeout

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTL BPeMsi CyLLLeCTBOBaHNS HEAaKTUBHOI ceccum ans SSH-coeanHeHus.
Mo ymonuaHuto TaliM-ayT paBeH 300, To ecTb GYHKLMSA OTCNeXMBaHWS
aKTUBHOCTM BHYTPY CECCUM OTKIHOUEHa.

KomaHga ¢ npedprKcoM no ycTaHaBAMBaET TaliM-ayT Mo yMOYaHUIO.
Ja

Ja

HeTt

IP

(config-ssh)>  session timeout <timeout>

(config-ssh)> no session timeout

AprymeHT 3HauyeHue OnuncaHwue

timeout Lenoe uucro |Bpems CyLLecTBOBAHMWA HEAKTUBHOW CECCUMU.
Mo>keT NpuHMMaTb 3HaYeHs B Npejenax oT
5 a0 2321 CeKyHZ, BKIOUNTENbHO.

(config-ssh)> session timeout 123456
Ssh::Manager: A session timeout value set to 123456 seconds.

(config-ssh)> no session timeout
Ssh::Manager: A session timeout reset.

Bepcus OnucaHve

3.03 Jlo6aBneHa komaHga ip ssh session timeout.

3.68 ip static

OnucaHwune

Co3gaTtb NpaBuio TpaHCNALUN NoKanbHbIX IP-agpecoB B rnobansHble am
HaobopoT. Ecnn interface nan network cOoTBeTCTBYET MHTEpdeiicy ¢

ypoBHeM 6e3onacHocT public, To 6yAeT BbINOAHATLCA TPAHCNAUMA ajpeca
Ha3HaueHus (DNAT). Echv to-address cooTBeTCTBYeT MHTepdeiicy C ypoBHEM
6esonacHocTy public, TO ByAeT BbINOAHATLCA TPAHCAALMSA ajpeca UCTOYHMKA

(SNAT). Homep nopta TCP/UDP Bcerga paccMatpmBaeTcs Kak nopT
HasHaveHus.

Ecnu network cooTBeTCTBYeT O4HOMY ajpecy, 1 3TOT ajpec paBeH to-address,

TO Takoe npaBuio 6yAeT 3anpewaTtb TPaHALUNMK YKa3aHHOIo agpeca,
KOTOpaa Morsa 6bl 6bITb BbINO/HEHA Ncxoaa M3 3afaHHbIX rpaBun Ip nat.
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Mpaswuna ip static nmetroT 60s1€€ BLICOKUI MPUOPUTET MO CPABHEHMIO C
npaswnamu ip nat.

AOI’IOJ’IHI/ITEJ'IbHyFO HaCTp0I7IKy MeXXCeTeBOro asxpaHa npon3BognTb HE HY>XXHO,
T.K. IpU ncnonb3oBaHUM NpaBuna nepeagpecaulnn MHTEPHET-LEHTP
CaMoCTOoATE/IbHO OTKPbIBaeT A0CTYMN NO yKa3aHHOMY MNOpPTY.

KomaHga ¢ npedunkcom no BKAOUAET U YAANSET Npasusio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica IP

CuHoncnc (config)> ip static[protocols] (<«interfaces | («address» masks))
(«port> through «end-ports (<to-addresss | <to-host) |
[port] (<to-address> | <to-hosty) [to-port] |

<to-address | <to-host> | <to-interface»)

(config)> no ip static [ (protocols] («interfaces | («address» inasks))
(«port> through «end-port; (<to-addresss | <to-host) |
[port] (<to-address> | <to-hosty) [to-port] |
«to-address | <to-host> | <to-interfaces)

AprymeHTbI AprymMeHT |3HaueHme |OnucaHwne
protocol tcp MpoTokon TCP.
udp MpoTtokon UDP.
icmp Mpotokon ICMP.
tcpudp MpoTtokonbl TCP v UDP.
gre MpoTtokon GRE.
ipip MpoTokon IP in IP.

interface UHTeppenc Vims BxogHOro nHtepdeiica (moaHoe nms
nHTepderica N NCEBAOHUM).

comment Ctpoka 3ameTKM nosnb3oBaTtens c CMMBOJIOM ! nepej
HUMN,

address IP-agpec BmecTe ¢ mackow mask 3agaeT AManasoH
IP-agpecoB Ha3HaueHKA, noanexalumx
TpaHcaauun.

mask IP-macka Macka gmnanasoHa TpaHchauun. Ecte aBa

cnocoba BBOAA Mackun: B KAHOHUYECKOM BuAe
(Hanpumep, 255.255.255.0) n B BUAe
61TOBOV ANNHLI Npedukca (Hanpumep, /24).

port Uenoe 4ucno |Homep nopta TCP/UDP, Ha KOoTOpbI
NPUXOANT 3aNpoc, MOANEXALLNN TPAHCAALUN.
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AprymeHT

3HavyeHue

OnucaHue

Ecnn He ykasaH, TpaHciauma byaet
BbINONHATLCA ANS BCEX BXOAALLMX 3aMpPOCoB

end-port

Lenoe u4ucrno

OkoHuaHne gmnanasoHa nopTos..

to-address

IP-agpec

Ap,pec Ha3Ha4vYeHnd nocie TpaHaaunn.

to-host

MAC-apgpec

MAC-aapec Ha3Hau4eHWs nocae TpaHCIALMK.

Mcnonb3yeTtcs Tonbko MAC-agpec 13 cnncka
known host. Echu known host yaganseTcs, To
CBA3aHHbIe C HUM NpaBua Takxe 6yayT
yAaneHsol.

to-port UYenoe uucro |Homep nopta TCP/UDP nocne TpaHchaumm.
Ecnu He ykasaH, MopT Ha3sHayueHNs oCcTaeTcs

NPEXHUM.

to-interface|lHTepgeiic Nmsa nHtepdelica nocne TpaHCaaLmMN.

Mpumep MycTb MeeTCa MapLUPYTU3aTOP MeXAyY «10KafbHOM» ceTbto 172.16.1.0/24
(ypoBeHb 6e30racHOCTV private) n «rnobasbHoOn» ceTbio 10.0.0.0/16
(ypoBeHb 6e3onacHocT public). TpebyeTtcs, UTO6bI BCe 3anpocChl,

npuxoasLue Ha «rnobanbHbli» MHTepdenc 3Toro MapLIpyTM3aTopa Ha nopT
80, TpaHCAMpPOBANUCh Ha «N0Ka/bHbIV» cepBep C agpecoM 172.16.1.33.

lMocnepgoBaTesibHOCTL KOMaHA, peannsyrlWnX Takyro CXemMy, MOXET BbIrNALETb
Tak:

(config)> interface Home ip address 192.168.1.1/24
Network::Interface::Ip: "Bridge0": IP address is 192.168.1.1/24.

172.16.1.33 80
rule has been added.

(config)> ip static
Network: :StaticNat:

tcp ISP 80
Static NAT

(config)> ip static tcp ISP 21 00:0e:c6:al:22:11 !test
Network::StaticNat: Static NAT rule is already there.
(config)> ip static disable

Network::StaticNat: Static NAT disable unchanged.

(config)> no ip static disable
Network::StaticNat: Static NAT rule enabled.
(config)> no ip static

Network::StaticNat: Static NAT rules have been removed.

MCTOpMﬂ N3MeHeHUn Bepc”ﬂ onvicaHue
2.00 JobasneHa KoMaHgaa ip static.
2.06 Jlo6aBneH aprymeHT to-host.
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3.69 ip static rule

OonucaHue OTKNOUNTb NPABWIO TPaHCAAUUN IP-aZpecoB UV OrpaHNUYNTL BPEMSI ero
paboTbl pacnucaHmeMm.

KomaHga ¢ npedrkcom no BKIOUAET MPaBuIo NN OTMEHSeT pacnumcaHue.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica IP

CuHoncnc (config)> ip static rule «index> (disable | schedule «<schedule»)

(config)> no ip static rule <index> (disable | schedule)

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
index lenoe 4ucno |Homep npasuia TpaHCNALMN.
disable Knoyesoe OTKNHUYNTE NPaBUIO TPAHCAALNN.
C/10B0
schedule Pacnucaune |HasBaHMe pacnncaHums, CO3gaHHOro npu
nomMoLuwy rpynnel KoMaHg schedule.

Mpumep (config)> ip static rule 0 schedule test_schedule
Network::StaticNat: Static NAT rule schedule applied.

(config)> ip static rule 0 disable
Network: :StaticNat: Static NAT rule disabled.

(config)> no ip static rule 0 disable
Network: :StaticNat: Static NAT rule enabled.

(config)> no ip static rule 0 schedule
Network: :StaticNat: Static NAT rule schedule removed.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 JobasneHa KomaHaa ip static rule.

3.70 ip telnet

OnucaHwue JocTyn K rpynne komaHa Ans ynpaeneHus Telnet-cepsepom.
Mpejukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica
Bxo>xaeHue B rpynny

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

IP

(config-telnet)
I (config)> ip telnet

(config)> ip telnet
(config-telnet)>

Bepcus OnucaHve

2.08 [Jlo6baBneHa komaHga ip telnet.

3.70.1 ip telnet lockout-policy

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

3agaTb NapamMeTpbl OTCEXVBaAHWA NOMbITOK BTOPXeHWs NyTéM nepebopa
naponeri Telnet Ana Nny6anyHbIX UHTepdeincoB. Mo ymonyaHuio ¢yHKLUMA
BK/ItOUeHa. Ecnuv B kavecTBe aprymeHTa Ucnosb3yeTcs 0, Bce napaMeTpsl

oTcnexvBaHus nepebopa 6yayT cOpOLLeHbl B 3HaUeHUS MO YMOTYaHMIO.
KomaHga ¢ npedurkcom no oTk/r0UaeT obHapyxeHne nogbopa.

Ja

Aa

Hert

IP

(config)>  ip telnet lockout-policy <thresholds [«duration»
[cobservation-windows]]

(config)> no ip telnet lockout-policy

AprymeHT 3HauyeHue OnucaHue

threshold lenoe 4ucrio |Konmuyectso HeyAauHbIX MOMbITOK
BXOJ4a B cuctemy. 1o ymonuaHuo
yCTaHOB/IEHO 3HayeHve 5. MoxeTt
NpYHMMaTbL 3HayYeHnsa B Nnpejenax ot
4 po 20.

duration Lenoe 4ucno |MNpoAoIXKUTENBHOCTL 3aMpeTa
aBTOpM3aLUN ANA yKa3aHHOro
IP-agpeca B MmyHyTax. [1o ymonyaHuo
yCTaHOB/IEHO 3HayeHve 15. MoxeT

NPMHNMAaTb 3Ha4YeHNA B rpejesiax ot

1 n0 60.

326

CnpaBo4HuK komaHa — Speedster (KN-3010)




naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopusa nsmeHeHwnii

AprymeHT

3HauyeHve

OnucaHue

observation-window|ljesoe 4yucro

MpoAoMKNTENBHOCTL HAaBNOAEHS 33
NoAO3pUTENIbHON aKTUBHOCTLIO B
MUHYyTax. o yMO/I4aHMIO yCTaHOBNEHO
3HayveHue 3. MoxeT NpMHMMaTb
3HayeHWA B npegenax ot 1 o 10.

(config-telnet)> lockout-policy 10 30 2
Telnet::Server: Bruteforce detection is reconfigured.

(config-telnet)> no lockout-policy

Telnet: :Server:

Bruteforce detection is disabled.

(config-telnet)> lockout-policy 0

Telnet: :Server:

Bruteforce detection is enabled.

Bepcus

OnucaHune

2.08

JlobasneHa komaHAa ip telnet lockout-policy.

3.70.2 ip telnet port

HasHaunTb nopT ans telnet-coearHeHms. Mo yMOAYaHMIO NCNONb3YETCS
HoMep nopTa 23.

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

KomaHza c npedurKcom no ycTaHaBnMBaeT HOMep NopTa B 3HaYeHue no

YMONYaHUIO.

Aa
Ja
HeTt

IP

(config-telnet)>  port <qnumber>

(config-telnet)> no port

AprymeHT

3HavyeHue OnuncaHue

number

lYenoe uucrio |Homep nopta. MoxXeT NpUHUMAaTL 3HaYeHUS
B npegenax oT 1 Ao 65535 BkioUnTENBHO.

(config-telnet)> port 2525
Telnet::Server: Port unchanged.

(config-telnet)> no port
Telnet::Server: Port unchanged.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.08

[JobaeneHa komaHzaa ip telnet port.

3.70.3 ip telnet security-level

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

YcTaHOBUTbL ypoBeHb 6e3onacHocTn Telnet. Mo ymonyaHWo yCTaHOBAEHO
3HayeHue private.

HeT
Ja
HeTt

IP

(config-telnet)> security-level (public | private | protected)

AprymeHT |3HayeHue OnucaHwue

public Kn4yesoe cnoso|ocTyn Kk Telnet-cepsepy pa3speLueH ans
public, private u protected nHTepdeiicos.

private Knw4yesoe croso|[octyn k Telnet-cepBepy pa3peLleH ans
private nHTepdeiicos.

protected |KmwuyeBoe cnoso|focTyn Kk Telnet-cepBepy paspeLueH ans

private n protected nHtepdelicos.

(config-telnet)> security-level protected
Telnet: :Manager: Security level changed to protected.

Bepcus

OnucaHue

2.08

JlobaBneHa komaHga ip telnet security-level.

3.70.4 ip telnet session max-count

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

YCTaHOBUTb MaKCVManbHOE YNCI0 Of4HOBPEMEHHbIX CECCUI ANs
telnet-coegnHeHMs. [0 yMOAYAHNIO UCMONB3YOTCA MaKCUMYM 4.

KomaHga c npedprkcom no ycTaHaBAMBAET KONMYECTBO CECCUM MO YMONYAHNIO.

Ja
Ja

HeTt

IP
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CuHoncuc (config-telnet)>  session max-count «count»
(config-telnet)> no session max-count
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
count UYenoe umucro |MakcmmanbHOe YMC/I0 O4HOBPEMEHHbIX
ceccnii. MoxeT NpUHUMaTb 3HaYeHs B
npeaenax ot 1 Ao 4 BKAOUNTE/IbHO.
Mpumep (config-telnet)> session max-count 4
Telnet::Server: The maximum session count set to 4.
(config-telnet)> no session max-count
Telnet::Server: The maximum session count reset to 4.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

2.08 [JobaeneHa komaHzaa ip telnet session max-count.

3.70.5 ip telnet session timeout

OonucaHue YCTaHOBUTb BPeMSsi CyLLLeCTBOBaHWNSI HEAaKTUBHOWN ceccun Ans
telnet-coegnHeHws. Mo yMonyaHuWio TaiM-ayT paBeH 300, YTO 3HAUUT YTO
GYHKLMS OTCNeXMBaHWSI aKTUBHOCTU BHYTPU CECCUUN OTK/IOUEHA.

KomaHga c npedunkcom no yctaHaBAMBaeT TaiM-ayT MO YMOAYaAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

Cunoncuc (config-telnet)> session timeout (timeout>

(config-telnet)> no session timeout

AprymeHTbI AprymeHT 3HaueHue OonucaHue

timeout Lenoe umucno |Bpems cyLLecTBOBaHWA HEAKTUBHOW Ceccuu.
Mo>keT NnpuHMMaTb 3HaYeHs B Npejenax oT
540 23%.1 CeKyHJ, BKNHOUNTE/IbHO.

Mpumep (config-telnet)> session timeout 600
Telnet::Server: A session timeout value set to 600 seconds.
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WcTopusa nsmeHeHum

(config-telnet)> no session timeout
Telnet::Server: A session timeout reset.

Bepcus OnucaHue

2.08 JobasneHa KoMmaHgaa ip telnet session timeout.

3.71 ip traffic-shape host

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTbL NpeAen CKOPOCTU Nepesayn AaHHbIX A1 YKa3aHHOMo yCTpolicTBa
AOMalLHel ceTn B 06e CTOPOHbI. [0 yMONYaHMIO CKOPOCTb He orpaHunyeHa.

KomaHaa ¢ npedpmnkcom no yaansieT HaCTPOViKy A5 YKa3aHHOro YCTPOKCTBa.
Ecnu BbINONHWTL KOMaHAY 6e3 apryMeHTOB, BCe OrpaHNYeHns A1 BCeX
YCTPOWCTB 6yAyT OTMEHEHbI.

Ja
Ja
Aa
IP

(config)> ip traffic-shape host wmac> rate <rate> [ asymmetric
<upstream-rates ][ schedule <schedules ]

(config)> no ip traffic-shape host [ mac> ]

AprymeHT 3HaueHune |OnucaHue
mac MAC-agpec |MAC-agpec yCcTponcTBa AOMaLLHen ceTu.
rate Lenoe 4ucno |3HaveHMe CKopoCTU nepejadnt JaHHbIX B

Kéut/c. OrpaHnyeHne A0XHO ObiTh B
AnanasoHe oT 64 Kéut/c go 1 remt/c.

upstream-rate |Uesoe uucno|CKOpPOCTb OTAAUN AaHHbIX B K6UT/C.
OrpaHunyeHve fJONXHO 6bITb B AManasoHe
oT 64 Kéut/c o 1 réut/c.

schedule Pacnucanne |Ha3BaHWe pacnuncaHusa, coO3gaHHOro npu
nomoLum rpynnbl KomaHg schedule,

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80
TrafficControl: :Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 80 Kbits/sec.

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80 »
asymmetric 64

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec..
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(config)> ip traffic-shape host a8:1e:82:81:f1l:21 rate 80 »
asymmetric 64 schedule Update

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec (controlled by schedule Update).

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"aB:1e:82:81:f1:21".

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host
TrafficControl::Manager: Rate limits for all hosts removed.

WcTopuns nsmeHeHunit |Bepcus onuvcaHue
2.05 Job6asneHa komaHgaa ip traffic-shape host.
2.08 [JobaeneH aprymeHT schedule.
3.04 [lobaBneH aprymeHT upstream-rate.

3.72 ip traffic-shape unknown-host

OnucaHwune YcTaHOBUTbL orpaHmnyeHne CKoOpoCcTn nepejayn AaHHbIX Ana
HE3aPErncTpnNpoBaHHbIX yCTpOI7ICTB B 060MX HanpaBneHnAX. Mo YMO/T4aHWIO
CKOPOCTb HE OrpaHnN4yeHa.

KomaHza ¢ npedprKcom no yaanset HaCTPOKY.
MNpedukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config)> ip traffic-shape unknown-host rate «rate> [ asymmetric

upstream-rate» ]

(config)> no ip traffic-shape unknown-host rate

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

rate Lenoe uncno |CKOpoCTb NepeAayn AaHHbIX B K6UT/c.
3HaueHune A0/IKHO 6bIThb B B AnanasoHe oT
64 Kéut/c po 1 réeut/c.

upstream-rate |Jenoe ymcro|CKOPOCTb OTAAYN AaHHbIX B K6UT/C.
OrpaHuyeHmne JOMKHO 6bITb B AMana3oHe
oT 64 Kéut/c o 1 réumt/c.
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Npumep (config)> ip traffic-shape unknown-host rate 80
TrafficControl::Manager: Rate limit for unknown hosts set to 80 »
Kbits/sec.

(config)> ip traffic-shape unknown-host rate 80 asymmetric 64
TrafficControl::Manager: Rate limit for unknown hosts set to »
80/64 Kbits/sec.

(config)> no ip traffic-shape unknown-host rate
TrafficControl::Manager: Rate limit for unknown hosts removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.09 JobasneHa komaHgaa ip traffic-shape unknown-host.
3.04 JobasneH aprymeHT upstream-rate.

3.73 ipv6 firewall

OnucaHue BrkntounTtb 6paHamayap IPv6. Mo ymonvaHumio GyHKUMSA BKIOYEHa.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(config)> ipv6 firewall
I (config)> no ipv6 firewall

Example (config)> ipvée firewall
(config)> no ipv6 firewall

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.06 JobasneHa komaHaa ipvé firewall.

3.74 ipv6 local-prefix

OnucaHue HacTtpontb nokanbHbIin npedurkc (ULA). ApryMeHT MoXeT 6biTb 6yKBEHHbIM
npedukcom nam knroyesbiM cnosom default, KoTopoe aBToOMaTMUECKN

reHepupyeT NOCTOAHHbIV YHUKaNbHbIN NpedurKc.
KomaHaa ¢ npepurKCcom no oTKNHOYaeT HaCTPONKY.

Mpe¢ukc no [Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config)> ipv6 local-prefix (default | prefix)

(config)> no ipv6 local-prefix [default | prefix ]

AprymeHT |3HauyeHwue OnucaHue

default Knio4yesoe cnoso|leHepupoBaTb NOCTOAHHBIN YHUKANbHbI
npedwukc.

prefix lpegukc NokanbHbin npedukc (ULA). lomKHO 6bITb
KOppeKTHOe 3HaveHVe npedukca B 6a10ke
fd00: : /8 c AnnHom npedukca He bonee 48.

(config)> ipv6 local-prefix default
Ip6::Prefixes: Default ULA prefix enabled.

(config)> ipvé local-prefix fd0l:db8:43::/48
Ip6::Prefixes: Added static prefix: fd0l:db8:43::/48.

(config)> no ipv6 local-prefix default
Ip6::Prefixes: Default ULA prefix disabled.

(config)> no ipv6 local-prefix fd0l:db8:43::/48
Ip6::Prefixes: Deleted static prefix: fd0l:db8:43::/48.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa ipv6 local-prefix.

3.75 ipvé name-server

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiKmn

HactponTb IP-agpeca cepepos DNS. CoxpaHeHHble TakuM 06pa3om agpeca
Ha3bIBalOTCA CTATUYECKUMN, B MPOTUBOMOJIOXHOCTb ANHAMUYECKNM —
3aperncTpmMpoBaHHbIM cnyxxb6amu PPP nan DHCP.

ipv6 name-server MOXHO BBOAUTb MHOIOKPaTHO, eC/IN TpebyeTcs HaCTPOoUTb
HeckoNbKo agpecoB DNS-cepsepos.

KomaHga ¢ npedunkcom no yaansert ykasaHHbI agpec cepsepa DNS u3
CTaTU4eCKoro n aktTMBHOIo Crncka, ec/in KoMaHAaa faeTcd C apryMmeHTamMmu,
60 ounLLaeT CANCOK CTaTUYECKMX aApecos, eci KOMaHAa JaeTcs 6e3
aprymMeHTOB.

Ja
Ja

MHorokpaTHbIi BBog, /[la
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Cunoncuc (config)> ipv6 name-server «addresss [ «domains ]
(config)> no ipv6 name-server [ «address [ «domain ]]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IPv6-agpec |Aapec cepBepa MIMeH.
domain CTpoka JloMeH, ans KOTOPOro ByAeT UCMOAbL30BaTLCA
cepsep. DNS-npokcy npu paspeLueHumn
VIMEHW B NMepBYl0 ouepesb BolbMpaeT agpec
cepBepa ¢ Hanbonee 6N3KMM K 3anpocy
AoMeHoM. Ecnm goMeH He ykasbiBaThb, cepsep
6yAeT NCMoNbL30BaThLCA A1 BCEX 3aMpOCoB.
BbipaxeHue "" ncnonb3syeTcsd Kak JOMeH ro
YMOJTYaHUIO.
Npumep (config)> ipv6 name-server 2001:4860:4860::8888
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »
(default).
(config)> ipvé name-server 2001:4860:4860::8888 google.com
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »
google.com.
(config)> no ipv6 name-server
Dns: :Manager: Static name server list cleared.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.00 JobasneHa KoMaHaa ipvé name-server.

3.76 ipv6 pass

OnucaHue BKHOUMTL CKBO3HOWM pexmnM Ha MapLupyTu3aTope Ans nakeTtos IPv6. Mo
YMOAYaHMIO 3Ta GYHKLNS OTKIOHEHa.

KomaHga ¢ npedurkcom no otkaoyaeT GyHKLUMIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Cunoncuc I (config)>  ipv6 pass through wan-iface><lan-iface

I (config)> no ipv6 pass
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AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

wan-iface UHTepgenc MonHoe nma nHtepderica WAN nam
NCeBAOHMUM.

lan-iface WHTepgeiic MonHoe nmsa nHtTepdeiica LAN nnm
NceBAOHUM.

(config)> ipvé pass through ISP Home
Ip6::Pass: Configured pass from "GigabitEthernetl" to "Bridge0".

(config)> no ipv6 pass
Ip6::Pass: Disabled.

Bepcus OnucaHue

2.06 JobaBneHa KoMaHaa ipv6 pass.

3.77 ipv6 route

OnuncaHune

Mpedukc no

MeHsieT HaCTpoWiKKn

MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTbl

Jo6aBnTb B TabanLy MapLUpyTU3aLMmM CTaTUYECKMIA MapLUpyT, KOTOPbI
3ajaeT nNpaswio nepegayn IPv6-nakeToB Yepes onpegeneHHbIl W3 Uan
ceTeBoW nHTepoderic.

B KauecTBe ceT Ha3HayYeHNA MOXHO yKasaTtb kntoyeBoe cnoBo default. B
3TOM C/lyyae byAeT co3aH MapLUPYT MO YMOAYaHUIO.

KomaHgaa ¢ npedrkcom no yaanseT MapLUpyT C yKazaHHbIMY NapameTpamu.
Ja
Ja
Aa

(config)> ipv6 route («prefix> | default)(<interfaces [gateway] |
<gateway»)

(config)> no ipv6 route («prefix> | default) (<interfaces [gateway’] |
«gateway:)

AprymeHT 3HayeHue OnuncaHue

prefix Mpegukc Mpedukc IPv6.
default Krouesoe MpedrkKc No ymonvaHuto.
CJ10BO

interface UHTeppenc MonHoe nma nHTepderica nam NCeBAOHUM.

gateway IP-agpec IP-agpec mapLupyTmsaTopa B

HenocpeACTBEHHO I'IOAKHPO‘«IEHHOM ceTun.
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Mpumep

WcTopusa nsmeHeHum

(config)> ipv6 route 2002:c100:aeb5::/48 ISP
route added

(config)> no ipv6 route 2002:c100:aeb5::/48 ISP
route erased

(config)> ipvé route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route added

(config)> no ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route erased

Bepcus OnucaHue
2.00 JobasneHa koMaHgaa ipv6 route.
2.1 [JlobasneH aprymeHT gateway.

3.78 ipv6 static

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn

Co3zaTb NpaBuo, pa3peLLatoliiee BXOAsILLEe NOAKIOYEHME K 3aaHHOMY
MOPTY 3aperncTprpoBaHHOro YCTPOIiCTBa AOMAaLLHEN CeTH.

ipv6 firewall gomkeH 6bITb BKIHOYEH.
KomaHga c npedumkcom no yganseTt npasuso.
Ja

Ja

MHorokpaTHbIi BBog, Het

CuvHoncuc

AprymeHTbl

(config)>  ipv6 static protocols [<«interfaces> ] wmacs port> [ through
<end-port ]

(config)> no ipv6 static [ protocol [ <interfaces ] wmac> ports [through
<end-port]]

AprymeHT 3HauyeHue OnuncaHwue

protocol tcp MpoTokon TCP.

udp MpoTtokon UDP.

interface UHTeppeinc Mims BXOogHOro nHTepdeiica (NonHoe nms
nHTepderica nan NnceBgoHNM).

mac MAC-agpec MAC-agpec xocrTa.

port lenoe uyucno |Homep nopta TCP/UDP, Ha KOTOpbI
NPUXOANT 3aNpOC NOAKIHOYEHNS.

end-port UYesnoe unucso |OKOHYaHMeE JmMana3oHa rnopTos.
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Npumep (config)> ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Rule updated.

(config)> no ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Static rule removed.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JlobaeneHa KomaHza ipv6 static.

3.79 ipv6 subnet

OonucaHue JocTyn K rpynne KOMaHz ANst HACTPOWMKM CermMeHTa 1oKanbHoM ceTn IPv6.
Ec/v cerMeHT He HallieH, KOMaHZa NbITaeTcs ero co3aaTb.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Bxo)xaeHue B rpynny (config-subnet)

CuHoncuc (config)>  ipv6 subnet name>
(config)> no ipv6 subnet [ <name> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka VIMsi v nceBAOHWM MOACETN.
NMpumep (config)> ipvé subnet Default
(config-subnet)>
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 JobasneHa koMaHaa ipv6 subnet.

3.79.1 ipv6 subnet bind

OnucaHune MpuvBs3aTb NoACeTb K UHTEpdeicy.

KomaHga ¢ npeprkcomM no oTMeHseT NpUBA3KY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA, 337



naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-subnet)>  bind <bind>

(config-subnet)> no bind

AprymeHT 3HauyeHue OnuncaHwue

bind UHTepgenc MonHoe nma nHTepderica nam NCeBLOHUM.

(config-subnet)> bind WifiMaster0/AccessPointl
Ip6::Subnets: Interface "WifiMaster@/AccessPointl" bound to »
subnet "Default".

(config-subnet)> no bind
Ip6::Subnets: Interface unbound from subnet "Default".

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga ipv6 subnet bind.

3.79.2 ipv6 subnet mode

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

BbIbpaTb pexxuM HacTpoliKn aApecos A1 XOCTOB B noAceTu. oCTynHbI ABa
BapuaHTa — dhcp 1 slaac. MNepBbIli BKAOYaeT nokanbHbln DHCPv6-cepsep

C LenbH NPUCBOEHS aapecoBs, BTopoii BktovaeT SLAAC (aBTOKOH$UIypaLmio
ajpecos).

Ja
Ja
Het
(config-subnet)>  mode <mode>

(config-subnet)> no mode

AprymeHT 3HauyeHue OnuncaHue
mode slaac BkntounTb SLAAC (aBTOKOHUIypaLmto
ajpecos).
dhcp Bkntountb DHCPv6-cepBep.

(config-subnet)> mode dhcp
Ip6::Subnets: Subnet "Default" enabled as DHCP.

(config-subnet)> no mode
Ip6::Subnets: Subnet "Default" disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JlobaeneHa komaHaa ipvé subnet mode.

3.79.3 ipv6 subnet number

OnuncaHmne MpuncBonTb NoACETUN AEHTUUKATOP, KOTOPLI ByaeT onpesensTsb
ny6AnyUHbIf Nnpedurkc cermeHTa. iaeHTUdMKaTOp A0KEH BbITh YHUKANBHbBIM
cpean noaceTeil.

MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-subnet)>  number <number>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

number Lenoe umucno |YHUKanbHbIA NaeHTUGUKATOP NOACETU.
Mpumep (config-subnet)> number 2

Ip6::Subnets: Number 2 assigned to subnet "Default".
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Job6aBneHa komaHaa ipv6 subnet number.

3.80 isolate-private

OonuncaHmne 3anpeTuTb nepegavy AaHHbIX MeXAy N6bIMU NHTepdelricaMm € ypoBHEM
6e3zonacHocTy private. [0 yMOnYaHMIO BKIKOYEHO.

KomaHgaa ¢ npedprKCcoM no oTMeHsIeT AeliCTBME KOMaHAbl, pa3speLuas
nepeAaBaTb AaHHble Mexay HTepdelicamum private.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het

CuHoncnc I (config)> isolate-private
I (config)> no isolate-private
NMpumep (config)> isolate-private

Netfilter::Manager: Private networks isolated.
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(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHaa isolate-private.

3.81 kabinet

OnucaHue JocTyn K rpynne KOMaHZA A4/15 HacTPoKKy napameTpos aBTopmsatopa KABINET.

KomaHza ¢ nped1KcomM no Bo3BpaLLaeT 3HaYEHMs M0 YMONUYAHWNIO BCEM
napameTpam.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Bxo)xaeHue B rpynny (kabinet)

CuHoncuc I (config)>  kabinet

I (config)> no kabinet

Mpumep (config)> kabinet
(kabinet)>

(config)> no kabinet
Kabinet: :Authenticator: A configuration reset.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.02 JobaeneHa komaHaa kabinet.

3.81.1 kabinet access-level

OnucaHwue 3a4aTtb ypoBeHb goctyna ansa astopmsatopa KABINET. Mo ymonyaHuio
NCNONb3yeTcA YpoBeHb AocTyna internet.

KomaHaa ¢ npedunKcom no ycTaHaBNMBaET YPOBEHb MO YMOTYAHWIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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CuHoncuc (kabinet)> access-level <level»

(kabinet)> no access-level

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
level lan 3HaueHVe ypoBHS JOCTyra.
internet
Mpumep (kabinet)> access-level lan

Kabinet: :Authenticator: An access level set to "lan".

(kabinet)> access-level internet
Kabinet: :Authenticator: An access level set to "internet".

(kabinet)> no access-level
Kabinet: :Authenticator: An access level reset to "internet".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.02 Job6aeneHa komaHaa kabinet access-level.

3.81.2 kabinet interface

OnucaHune MpuBasaTtb aBTopmsaTop KABINET K ykazaHHOMY nHTepdelicy.
KomaHga ¢ npedunkcom no paspeiBaeT CBA3b.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc (kabinet)>  interface <interface>

(kabinet)> no interface

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

interface UHTeppeic MonHoe nmsa nHtepderica Nan NCeBAOHUM.
CrnncoK AOCTYNHbIX NHTepdericoB MOXHO
yBUAETb C NOMOLLbIO KoMaHAbI interface
[Tab].

Mpumep (kabinet)> interface [Tabl

Usage template:
interface {interface}
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Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0
AccessPoint

(kabinet)> interface ISP
Kabinet: :Authenticator: Bound to GigabitEthernetl.

(kabinet)> no interface
Kabinet: :Authenticator: Interface binding cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.02 JobaeneHa komaHaa kabinet interface.

3.81.3 kabinet password

OnucaHue 3agaTb naponb and astopusatopa KABINET. Mo ymonuaHuoo naponb He
YyCTaHOB/EH.

KomaHga ¢ npedurkcom no cTrpaeT 3HaueHne napons.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbliA BBog, Het

Cunoncuc (kabinet)>  password <passwords

(kabinet)> no password
AprymeHTbI AprymeHTt 3HayeHue |OnucaHue

password CTpoka Maponb ans ayteHTUdGUKaLUN.
Mpumep (kabinet)> password 123456789

Kabinet: :Authenticator: A password set.

(kabinet)> no password

Kabinet: :Authenticator: A password cleared.
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.02 JobasneHa komaHaa kabinet password.
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3.81.4 kabinet port

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YcTaHoBUTbL NMOPT cepBepa Ans asTopmsatopa KABINET. o ymonyaHuio
ncnonb3yloTcd 3HadeHnsa 8314 nam 8899.

KomaHga ¢ npedprKcoM no ycTaHaBANBaET MOPT MO YMOAYAHUIO.
Ja

Ja

Hert

(kabinet)>  port port>

(kabinet)> no port

AprymeHT 3HayeHue OnuncaHue

port UYenoe uucro |Homep nopra.

(kabinet)> port 12345
Kabinet: :Authenticator: A server port set.

(kabinet)> no port
Kabinet: :Authenticator: A server port reset.

Bepcus OnucaHve

2.14 [JobaeneHa komaHaa kabinet port.

3.81.5 kabinet protocol-version

OnucaHwne

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

3aaaTtb Bepcuio NpoTokoa asTopusatopa KABINET. Mo ymonyaHwuio,
MNCNONb3YeTCH BEPCUSA MPOTOKOIA 2.

KomMaHza ¢ npedprKcomM Nno BO3BpaLLAET 3HAUEHME MO YMONIYAHUIO,
Ja

Ja

Het

(kabinet)>  protocol-version «version

(kabinet)> no protocol-version

AprymeHT 3HayeHue OnuncaHwue

version Ctpoka Bepcusa npotokona.
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Mpumep

UcTopuns nameHeHuii

(kabinet)> protocol-version 1
Kabinet: :Authenticator: A protocol version set to "1".

(kabinet)> no protocol-version
Kabinet::Authenticator: A protocol version reset to "2".

Bepcus OnucaHve

2.02 [JobaeneHa komaHaa kabinet protocol-version.

3.81.6 kabinet server

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3agaTb IP-agpec cepBepa ayteHTUduKaumm KABINET. Mo ymonyaHuio
ncnonesyetca IP 10.0.0. 1.

KomMaHga ¢ npedpurKcoM No ycTaHaBANBAET 3HAaYEHME MO YMOJTHYAHUIO.
Ja

Ja

Het

(kabinet)> server «address»

(kabinet)> no server

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec Azapec cepBepa ayTeHTUGMKaLUN.

(kabinet)> server 77.222.111.1
Kabinet: :Authenticator: A server address set.

(kabinet)> no server
Kabinet: :Authenticator: A server address reset.

Bepcus OnucaHve

2.02 JobaeneHa komaHaa kabinet server.

3.82 known host

OnucaHwue
Mpedunkc no

MeHsieT HacTpoiKkmn

Jlo6aBUTb YCTPOMCTBO AOMALLHEN ceTu.
Ja
[Ja
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MHorokpaTHbIl/i BBog, /[la

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config)> known host <names <mac»

(config)> no known host [ mac ]

AprymeHT 3HauyeHue OnuncaHwue

name CTtpoka Mpon3BobHOE NMS XOCTa.

mac MAC-agpec MAC-aapec xocrTa.

(config)> known host MY 00:0e:c6:a2:22:al
Core::KnownHosts: New host "MY" has been created.

(config)> no known host 00:0e:c6:a2:22:al
Core: :KnownHosts: Host 00:0e:c6:al:26:a8 has been removed.

Bepcus OnucaHue

2.00 Jo6aeneHa komaHaa known host.

3.83 mws acquire

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpouKKn

MHorokpaTtHbIiA BBOJ,

CuviHoncmc

AprymeHTsl

Mpumep

MpuvcoesHNTL HOBOE YCTPOICTBO K MIVS.

KomaHga ¢ npedurkcom no npekpallaet npucoejmHeHme.
Ja

Het

Het

(config)> mws acquire «candidates [eula-accept] [dpn-accept]
[no-update]

(config)> no mws acquire «candidate»

AprymeHT |3HauyeHue OnucaHue

candidate |Ctpoka ID yctpoiictBa — MAC-agpec nnn CID.

eula-accept |[KmwyeBoe cr080|BbinonHUTL KOMaHgy eula accept.

dpn-accept |Kmwyesoe cnoso|lNogTBepanTh npuHATHe DPN.

no-update |Kmoyesoe croso|lpucoegnHeHve 6e3 noaTBepPXAeHNS
O06HOB/IEHMA MPOLLUMBKN.

(config)> mws acquire abl409a2-0f87-11e8-8f23-3d5f5921b253 »
eula-accept
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UcTopusa nsmeHeHwnii

Mws::Controller: Candidate "abl409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.

(config)> mws acquire 7207838e-af7d-11e6-8029-25463bd03811 »
eula-accept dpn-accept no-update

Mws::Controller: Candidate "7207838e-af7d-11e6-8029-25463bd03811" »
acquire started.

(config)> no mws acquire 60:31:97:3f:36:00
Mws::Controller: Candidate "60:31:97:3f:36:00" acquire stopped.

Bepcus OnucaHue

2.15 [JlobaBneHa kOMaHAa mws acquire.

3.84 mws auto-ap-shutdown

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

Mpumep

NcTopus nsmeHeHum

BrknrounTb aBTOMaTryeckoe oTkntodeHue Tovek goctyna Wi-Fi cuctemsl npu
OTCYTCTBUMN €BA3W C KOHTPO/INepoMm. 1o yMON4aHUIO 3Ta HacTpolika
OTK/ItOYEHa.

KomaHga ¢ npedpurkcomM No OTK/HOUaET 3Ty BO3MOXHOCTb.
Aa
Ja

Het

I (config)> mws auto-ap-shutdown

I (config)> no mws auto-ap-shutdown

(config)> mws auto-ap-shutdown
Mws::Controller: Automatic access points shutdown enabled.

(config)> no mws auto-ap-shutdown
Mws: :Controller: Automatic access points shutdown disabled.

Bepcus OnucaHue

3.08 JobasneHa koMmaHaa mws auto-ap-shutdown.

3.85 mws backhaul shutdown

OnuncaHune

OTK/IIOUNTL CKPbITbIE 6eCNPOBOAHbIE CTYXXEOHbIE TOUKN AOCTYMNa ANS CIYXKObI
MWS. Mo ymonyaHuo HaCcTporika BKKOUEHa.

KomaHga ¢ I'Ipeq)I/IKCOM NO BK/IKOYAET CKPbITble TOYKNM A0CTYynMa.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I(config)> mws backhaul shutdown

I (config)> no mws backhaul shutdown

(config)> mws backhaul shutdown
Mws: :Controller: Backhaul disabled.

(config)> no mws backhaul shutdown
Mws::Controller: Backhaul enabled.

Bepcus OnucaHve

3.04 JobaBneHa komaHaa mws backhaul shutdown.

3.86 mws log stp

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

BkntounTb nornposaHue STP ansa nHtepdelica. Mo3BonseT oTcnexmsaTb
oTnpaBieHHble U NonyyYeHHble BPDU-nakeThl.

KomaHga ¢ I'Ipe¢I/IKCOM Nno OTK/NIKOYaeT IorMpoBaHmne And 3aaHHOIo

NHTepoeiica. ECnv apryMeHT He yKa3aH, BeCb CMUCOK JIOrMpoBaHus STP byaeT
yZaneH.

Ja

Het
Ja
(config)> mws log stp <interface

(config)> no mws log stp [ <interfaces ]

AprymeHT 3HauyeHue OnuncaHwue

interface UHTeppenc MonHoe nma nHTepderica A NCeBLOHUM.
Crnncok AOCTYMHbIX NHTEPPENCoB MOXKHO
YBUAETb C MOMOLLbIO KOMaHAbI interface

[Tab].

(config)> mws log stp Bridge0
Network::Interface: :Rtx::WifiController: Enabled STP logging for »
"Bridge0".
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UcTopuns nameHeHuii

(config)> no mws log stp Bridge0
Network: :Interface: :Rtx::WifiController: Disabled STP logging »
for "Bridge0".

(config)> no mws log stp
Network::Interface: :Rtx::WifiController: Disabled all STP logging.

Bepcus OnucaHve

3.06 [JobaeneHa komaHaa mws log stp.

3.87 mws member

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

KomaHga c npedurkcomM no yaanseT 3anmcb 0 3axBa4eHHOM ycTporictae MIVS.
Ecnn BbINOIHNTE KOMaHAY 6e3 aprymMeHTa, TO BeCb CMNCOK 3aXBaYeHHbIX
YCTPOWCTB byAeT yaaneH.

Ja
Het

HeTt

(config)> no mws member [ member ]

AprymeHT 3HauyeHue OnucaHue

member Ctpoka ID yctpoiictBa — MAC-agpec nnwn CID.

(config)> mws no member 2937a388-0d00-11e7-8029-7119319f930e
Mws: :MemberList: Member 2937a388-0d00-11e7-8029-7119319f930e »
pending factory reset.

Bepcusa OnucaHue

2.15 JobaBneHa komaHaa mws member.

3.88 mws member check-update

OnucaHwue

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

3anycTnTb NPOBEPKY OBHOBNEHWIA AN 3aXBaYeHHOro ycTporictea MIVS.
Het
HeTt

Het

I (config)>  mws member <nember> check-update
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

member CTpoka ID ycTtpoiictBa — MAC-agpec nau CID.

(config)> mws member ahl409a2-0f87-11e8-8f23-3d5f5921b253 »

check-update
Mws: :MemberList: Member "50:ff:20:08:7a:6a" »

(abl1409a2-0f87-11e8-8f23-3d5f5921b253) checking for an update.

Bepcus OnucaHve

2.15 JobasneHa komaHaa mws member check-update.

3.89 mws member debug

OnuncaHwme

Mpedukc no
MeHseT HacTpPoIAKK
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

BinrounTb 0TNasKy 3axBaveHHoro yctpoiictaa MIVS. Mo ymondaHuo napameTp

OTK/IHOUEH.
KomaHga c npedurkcom no oTkIoHaeT HaCTPOKY.
Ja

Ja

Het

(config)>  mws member <members debug

(config)> no mws member <members debug

AprymeHT 3HayeHue OnuncaHwue

member Ctpoka ID ycTpoiictBa — MAC-agpec nan CID.

(config)> mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug enabled.

(config)> no mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug disabled.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHaa mws member debug.
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3.90 mws member dpn-accept

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

MpuHATL cornaweHne DPN ana 3axBayeHHOro ycrpoiicraa MIVS.
Het
Het

Het

(config)>  mws member <member; dpn-accept

AprymeHT 3HauyeHue OnuncaHwue

member Ctpoka ID ycTpoiictea — MAC-agpec nawn CID.

(config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 »
dpn-accept

Mws::Controller: Candidate "ab1409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHAa mws member dpn-accept.

3.91 mws revisit

OnucaHune

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

MepeynTaTb COCTOAHME NOTEHUMAaNBLHOrO ycTporcTea MIVS.

Ja
Het

Het

(config)> mws revisit «candidate»

(config)> no mws revisit «candidate»

AprymeHT 3HauyeHue OnuncaHwue

candidate Ctpoka ID ycTpoiictBa — MAC-agpec nan CID.

(config)> mws revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit started.

(config)> mws no revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit stopped.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.15 JobaBneHa kKOMaHAa MWS revisit.

3.92 mws zone

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

OrpaHnunTb 06/1aCTb MOAKNHOYEHWS KIWEHTCKOrO YCTPOMCTBA YKa3aHHbIMN
y3namu MIWS.

KomaHga ¢ npedunKcom no yaanseTt ykazaHHYH HacTporiky. Ecnm Beectun
KOMaHZAy 6e3 apryMeHToB, byAeT yaneH BECTb CMNCOK OrPaHNYEHWIA,

Ja

Het
Ja
(config)> mws zone anac> «cid»

(config)> no mws zone [ wmac> «cids ]

AprymeHT 3HauyeHue OnucaHwue

mac MAC-appec MAC-agpec KIMeHTCKOoro yctponcraa. OH
JO/MKEH BbITb 3aperncTprupoBaH Kak
N3BECTHbI XOCT.

cid CID NaeHTndunkaTop yana MIVS.

(config)> mws zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeh8d6

Mws: :Controller: Added zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone 11:22:33:ec:58:e2 »
12298160-d886-11e7-9396-176971eeh8d6

Mws: :Controller: Deleted zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone
Mws::Controller: Cleared all zones.

Bepcus OnucaHve

3.06 JobaBneHa KOMaHAa mws zone.

3.93 nextdns

OnucaHune

JocTtyn K rpynne KoMaHa ans HacTpokn npoduneii NextDNS.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

Het
Het
Het

(nextdns)
I (config)> nextdns

(config)> nextdns
Core::Configurator: Done.

(nextdns)>
Bepcus OnucaHue
3.08 JobaBneHa komaHAaa netxdns.

3.93.1 nextdns assign

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Ha3HaunTb Npoduab 3amThl XOCTY. 10 yMONYaHMIO AN1A BCEX XOCTOB U
NOKaNbHbIX CETeBbIX CErMEHTOB NCMONb3yeTcst Npodunb system default.

KomaHgaa c npedrikcom no Bo3BpaLLlaeT 3HaueHre No yMonyaHuo — npodusib
system default.

Aa
Ja
Ja

(nextdns)> assign (<host> <tokens | interface «ifaces <tokens | <token

)

(nextdns)> no assign [<host> | «<ifaces]

AprymeHT 3HauyeHue OnucaHue

host MAC-agpec MAC-aapec xocrTa.

token lenoe umcno |TokeH ayTeHTUdUKaLum (ID).

iface UHTeppenc MonHoe nma nHTepderica nam NCeBLOHUM.

(nextdns)> assign 11:24:c4:54:bc:59 1f2a36
NextDns::Client: Reassociated host "11:24:c4:54:bc:59" with »
profile "1f2a36".

(nextdns)> assign interface Home 1f2a36
NextDns::Client: Associated interface "Home" with profile »
"1f2a36".
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UcTopuns nameHeHuii

(nextdns)> no assign 11:24:c4:54:bc:59
NextDns::Client: Removed profile for host "11:24:c4:54:bc:59".

(nextdns)> no assign Bridge0
NextDns::Client: Removed profile for interface "Bridge0".

Bepcus OnucaHve

3.08 [JobaeneHa komaHaa nextdns assign.

3.93.2 nextdns authenticate

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoWiKKn

YKa3zaTb NOruMH Ansa ydeTHon 3anmcm NextDNS.
Het

Het

MHorokpaTtHbIiA BBog, Het

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(nextdns)>  authenticate <login> passwords [ pin> ]

(nextdns)> no authenticate

AprymeHT 3HayeHue OnuncaHwue

login CTpoka JlorvH yyeTtHom 3anucm NextDNS.
password Ctpoka Maponb yyeTHOM 3anucn NextDNS.

pin CTpoka PIN-kog ansa ydeTHom 3anmcm NextDNS.,

(nextdns)> authenticate account@gmail.com 123456789 1234
NextDns::Client: Authenticated successfully.

Bepcus OnucaHve

3.08 JlobaBneHa koMaHa nextdns authenticate.

3.93.3 nextdns authtoken

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

YKa3aTb TOKeH aBTOpM3aunm ana yuetHom 3anncn NextDNS.
KomaHga c npedunkcom no yganseT TOKeH.

Ja

Aa

MHorokpaTtHbIiA BBOog, Het

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA, 353



naBa 3 OnncaHme KoMaHp,

CuHoncuc (nextdns)>  authtoken <authtoken>

(nextdns)> no authtoken

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

authtoken CTpoka TokeH aBTopu3aumu (ID) ana y4eTHON 3anmncu
NextDNS.

Mpumep (nextdns)> authtoken 1f2a36
NextDns::Client: Set authentication token.

(nextdns)> no authtoken
NextDns::Client: Cleared authentication token.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

3.08 JlobaBneHa koMmaHaa nextdns authtoken.

3.93.4 nextdns check-availability
OnucaHune MpoBepuTb AOCTYNHOCTb CAyX6bl NextDNS.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (nextdns)>  check-availability
Mpumep (nextdns)> check-availability

NextDns::Client: NextDNS DNS-over-HTTPS is available.
VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

3.08 [Jlo6aBneHa komaHaa nextdns check-availability.
3.94 ndns
OnucaHwue JocTtyn K rpynne KoMaHA ans ynpasneHus cnyxxé6oih KeenDNS.
Mpedukc no Het

MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

BxoxxaeHue B rpynny (ndns)
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CuHoncuc I (config)> ndns

MNpumep (config)> ndns
Core::Configurator: Done.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.07 JobaeneHa komaHaa ndns.

3.94.1 ndns book-name

OnucaHue 3apesepBupoBaTb UMs XocTa B DNS.

Ansa nepegayn 3ape3epBMPOBAHHOIO MMEHM XOCTa Ha ApYroe yCTPoriCcTBO
Keenetic ncnonebsyetcsa napametp transfer-code.

ANa nepesayun MeHn XoctTa Heo6X0ANMO:

1. BbINOMHWTL KOMaHAy € napameTpoM transfer-code Ha nepegatoLLein
CTOpOHe.

2. BbIMOIHUTBL Ty XXe caMyto KOMaHZy € TeMU e caMbIMU NapamMeTpamMin Ha
NPUHMMatOLLIeli CTOPOHE.

Ctpok geinctBus transfer-code ogHa Hegens.
Mpe¢ukc no Het
MeHsieT HacTpouikm  /la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (ndns)> book-name <name> <domain [<access» [1pv6 access6>] |
«<transfer-code ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name CTpoka M3 xoCTa Ans pesepBrpoBaHuUS.
domain CTpoka [lomeH BTOpPOro ypoBHsA.
access auto ABTOMaTMYeCKU/ TN gocTyna.
cloud Vimsa xocTa 3apermnctpupoBaHo Ha IP-agpec

obnauHoro cepepa, HTTP-Tpaduk
TYHHenupyeTca Ha Speedster.

direct Mma xocTa 3aperncTtprpoBaHo Ha
WAN-agpec Speedster.
access6 cloud BkntounTb 06nauHbIlv pexim ans

IPv6-aapeca.
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AprymeHT 3HauyeHne |OnucaHue
transfer-code |Hex Kog ansa nepesayvt UMeHU apyromy
ycTporicty Keenetic. AnnHa koga 32
c1mBoOna.
Mpumep (ndns)> book-name myhome23 keenetic.pro

v

NDSS: :ndns/bookName
The name booking was

done, layout = view, title
(Public DNS Hostname Booking), sub-title
successful.:

v

v

client, geo = RU, ip = 193.0.174.200, format =
clean, date = 2019-05-23T09:46:54.536Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:46:51.013Z
address: 193.0.174.200
access: direct
accessb6: none
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:

columns:
column, id = type, title = Type:
column, id = peer, title = Peer:

column, id detail, title = Detail:

column, id = elapsed, title = Time, »

variant = period, scale = 1:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndss111lh2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513" , "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
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peer = ndss111h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllh2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 27, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 27, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssl120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 67, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 68, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 70, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513" , "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 79, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited.:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated:
193.0.174.200:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
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358

executed.:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 97, origin = »
[TaskUdpSingle "ndssl1120l.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-5-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 106, origin = »
[TaskUdpSingle "ndssl11lh2.ndm9.xyz" [MsgNdssMessage »
["rohs/bodFiraliz", "014635/373/4613" ' mphore3", "keretic.pro®, "198.0.174.200", '+ :2" ,undefined, "2019-C5-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss11l1lr3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "e46H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3465, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3520, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:
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Ndns::Client: Booked "myhome23.keenetic.pro".

(ndns)> book-name nnttnn keenetic.pro »
121d567f901a345b289¢c121b567c903c

done, layout = view, title = NDSS::ndns/bookName »
(Public DNS Hostname Booking), sub-title

The name booking was successful.: client, geo = RU, ip = »
193.0.174.137, format =
clean, date = 2018-12-13T09:04:41.939Z, standalone = false:
fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:

field, name = updated, title = Updated, type »
= date, variant = date:
field,
field,
unknown:
field, name
field, name
unknown:

field,

= address, title IP Address:
= access, title = Access Mode »

name
name

IP4, default

IPv6 Address:
Access Mode »

address6, title
accessb, title

IPv6, default

name transfer, title Transfer:
nnttnn

keenetic.pro

LE

2018-12-13T08:47:11.014Z

0.0.0.0

name:
domain:
acme:
updated:
address:

access:
access6:
transfer:

cloud
none
true

suffix, layout = message, code = 200, message = »

The name booking was successful.:

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:

column, id = t, title = Time, variant »

= period, scale = 1:

item, hl = false, o = start, d = »
[TaskBookName, {"name":"nnttnn", "domain":
"keenetic.pro","license"::730102642155400”}], t =0:

item, hl = false, o = lock-local, d = »

the name is locked (for current transaction), t = 1:

item, hl = false, o = cluster, d
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quorumRemaining: 2, quorumPossible: 4, quorumTotal: 4, t = 1:

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJl/Wh1606j1Am1M"),
dst="/192.168.21.14:17047")], [MsgCack], quorumLeft=2, t = 10:

\J

\j

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('1lc+3/pP6zaljuE5w'),
dst="/88.198.177.100:17047")]1, [MsgCack], quorumLeft=1, t = 57:

\J

\j

\J

item, hl = false, o = lock-reply, d =
Quorum reached, finalizing, t = 57:

item, hl = false, o finalize, d = »

local changes commited., t = 65:

item, hl
address updated: 0.0.0.0, t = 77:

false, o refreshed, d = »

finalize, d = »

item, hl = false, o
post-process triggers executed., t = 77:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")], [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSels'),
dst="/88.198.177.100:16047")]1, [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d = »
Done, all replies collected., t = 79:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1iM'),
dst="/192.168.21.14:17047")]1, [MsgCack], t = 84:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('1lc+3/pP6zalUjuE5w"'),
dst="/88.198.177.100:17047")1, [MsgCack], t = 126:

\j

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")]1, [MsgCack], t = 133:

\J

\j

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS

\J
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\J

key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSels"'),
dst="/88.198.177.100:16047")1, [MsgCack], t = 145:

\J

item, hl = false, o = commit-reply, d
= Commit stage complete., t = 146:

item, hl = false, o = complete, d = All »
done., t = 146:

Ndns::Client: Booked "nnttnn.keenetic.pro".

(ndns)> book-name myhome23 keenetic.pro cloud ipv6 cloud

NDSS: : ndns/bookName »
The name booking was »

done, layout = view, title
(Public DNS Hostname Booking), sub-title
successful.:

client, geo = RU, ip = 193.0.174.200, format = »
clean, date = 2019-05-23T09:12:29.1457Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:12:16.197Z
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
column, id = type, title

Type:

Peer:

column, id peer, title
column, id = detail, title = Detail:

column, id = elapsed, title = Time, »
variant = period, scale = 1:
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item, elapsed = 11, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 11, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 17, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 18, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssl120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndss11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllol.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 25, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited.:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated: »
0.0.0.0:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed.:
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item, elapsed = 49, origin = »
[TaskUdpSingle "ndssl1120l.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : ;" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 49, origin = »
[TaskUdpSingle "ndsslllol.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : :" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndssll11lol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss1llr3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 51, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 80, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : :" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 122, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : :" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 165, origin = »
[TaskUdpSingle "ndsslllr3.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphame3", “keenetic.pro”, "0.0.0.0", " : ;" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:
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item, elapsed = 166, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:

Ndns::Client: Booked "myhome23.keenetic.pro".

WcTopusa nsmeHeHum Bepcus onuvcaHve
2.07 JobaBneHa komaHaa ndns book-name.
2.14 [JobaeneH napameTp ipvé.

3.94.2 ndns check-name

OnucaHwue MpoBepnTb AOCTYNHOCTb UMEHW XOCTa AN pe3epBaunm.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het

CviHoncmc

(ndns)>  check-name name>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
name CTpoka MimMs xocTa gnsa pesepBMpoBaHnS.
Mpumep (ndns)> check-name testname
list:
item:
name: testname
domain: mykeenetic.by
available: no
item:
name: testname
domain: mykeenetic.kz
available: yes
item:
name: testname
domain: mykeenetic.ru
available: yes
item:
name: testname
domain: mykeenetic.com
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WcTopusa nsmeHeHum

available:

item:

name:
domain:
available:

yes

testname
mykeenetic.net
yes

Ndns::Client: Check completed.

Bepcus

OnucaHmne

2.07

Jo6aeneHa komaHaa ndns check-name.

3.94.3 ndns drop-name

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

OTMeHNTbL pernctpauuno nmeHu xocta B DNS.

HeTt

Ja

Het

(ndns)>  drop-name <name> <domain»

AprymeHT 3HauyeHue OnuncaHwue
name Crpoka VMg xocTa ana yaaneHusa ns DNS.
domain CTpoka JloMeH BTOpPOro ypoBHS.

(ndns)> drop-name testname mykeenetic.net

Hostname Book

done, title =

ing), code =

200,

icon = tick, hl = true, layout = message:

clean, date =
22T10:52:35.6

period, scale

client, geo = RU, ip = 81.200.27.56, format

2016-09-

857, standalone = false:
reason: The name is un-booked.

detail, layout = list:

columns:

column, id = o, title
column, id = d, title

Detail:

NDSS: :ndns/dropName (Delete DNS »

Operation:

>

column, id = t, title = Time, variant = »

= 1:

item,

hl = false, o = start, d = »

[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0:
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WcTopusa nsmeHeHum

item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:
item, hl = false, o
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:
item, hl = false, o
Success: prepare, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")]1, [MsgCack], quorumLeft=2, t = 55:
item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1, t = 72:
item, hl = false, o = lock-reply, d = Quorum »
reached, finalizing, t = 73:
item, hl = false, o = finalize, d = local »
changes commited., t = 79:
item, hl = false, o = refreshed, d = address »

cluster, d = »

lock-reply, d = »

cleared, t = 85:

item, hl = false, o finalize, d = »
post-process triggers executed., t = 85:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 134:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], t = 161:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk"'),
dst="/148.251.129.152:17047")], [MsgCack], quorumLeft=0, t = 231:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 3608:

item, hl = false, o = complete, d = All »
done., t = 3608:

Ndns::Client: Dropped "testname.mykeenetic.net".

Bepcus OnucaHue

2.07 JobasneHa komaHaa ndns drop-name.
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3.94.4 ndns get-booked

OnucaHune Mony4unTb akTyanbHy0 MHPOPMALMIO C cepBepa O TekyLleMm
3apesepBMPOBaHHOM MMeHN xocTa B DNS.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncurc I (ndns)>  get-booked

Mpumep (ndns)> get-booked

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 41.189.34.56, format = »

xml, date = 2017-09-
14708:30:19.266Z, standalone = false:

menu, src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:

field, name = domain, title = Domain Name:

field, name address, title = IP Address:

field, name = updated, title = Updated, type »
= date, variant = date:

field, name = access, title = Access Mode, »
default = unknown:

field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: 2017-09-11T11:27:32.167Z
access: direct
transfer: false

Ndns::Client: Get-booked completed.
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VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.08 [JobaeneHa komaHza ndns get-booked.

3.94.5 ndns get-update

OonucaHune O6HOBUTL perncTpauuio MMeHn xocta B DNS Ha cepBepe.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (ndns)>  get-update [<access> [ipv6 access6»]]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
access auto ABTOMaTMYeCKMIA TUM AOCTYNa.
cloud ViMsa XocTa 3apernctpmpoBaHo Ha IP-agpec

obnayvHoro cepsepa, HTTP-Tpadumk
TYHHenupyetcs Ha Speedster.

direct Mms xocTa 3apermncrtpmposaHo Ha WAN-agpec
Speedster. KomaHAa No3BoISieT BKIKUNTb
noaaepxky Static NAT (NAT 1-1) co CTOPOHbI
cepBepa B napameTpax KeenDNS.

access6b cloud BKNtouMTb 06NaYHBIN pexmMm ans
IPv6-agpecos.

Mpumep (ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 81.200.27.56, format = »

xml, date = 2016-09-
22T12:07:32.746Z, standalone = false:

menu, src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = address, title = IP Address:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = access, title = Access Mode, »

default = unknown:
field, name = transfer, title = Transfer:
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name:
domain:
address:
updated:
access:
transfer:

testname

mykeenetic.net
81.200.27.56
2016-09-22T12:07:32.744Z
direct

false

Ndns::Client: Get-update completed.

(ndns)> get-update cloud ipv6 cloud

done, layout = view, title = »

NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):

client, geo = RU, ip = 193.0.174.168, format

xml, date = 2019-05-21T15:26:45.552Z, standalone = false:
menu, src
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

>

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:

field, name = updated, title = Updated, type »

= date, variant = date:
field,
field,

(ip4), default = unknown:

field, name

address, title IP Address:
access, title = Access Mode

name
name

IPv6 Address:

address6, title

field, name = access6, title = Access Mode
(ipv6), default = unknown:
field, name = transfer, title = Transfer:
name: mytest
domain: keenetic.pro
acme: LE
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
updated: 2019-05-21T15:26:45.547Z
transfer: false

Ndns::Client: Get-update completed.

(ndns)> get-update direct

done, layout = view, title = »

NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):

193.0.174.159, format
standalone false:

client, geo = RU, ip
2019-11-13T16:53:30.782Z,
menu, src

/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

xml, date

>
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fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
(ip4), default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
(ipv6), default = unknown:
field, name = transfer, title = Transfer:

name: myworknow
domain: keenetic.link
acme: LE
address: 193.0.174.159
access: direct
access6: none
updated: 2019-11-13T16:50:34.298Z
transfer: false

WcTopusa nsmeHeHum Bepcus onuvcaHve
2.07 JobasneHa komaHaa ndns get-update.
2.14 [JobaeneH napameTtp ipvé.

3.95 ntce

OnucaHune JocTtyn K rpynne KomaHa Ana HacTporiku cepsuca NTCE.
MNpedukc no Het
MeHsieT HacTpouikm  Het
MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (config-ntce)

CuHoncuc I(conﬁgp> ntce

MNpumep (config)> ntce
(config-ntce)>

WcTopuns nsmeHeHunit |Bepcus OonucaHue

3.07 JobaBneHa komaHaa ntce.
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3.95.1 ntce debug

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb 0Tnag0uHbIA pexum ansa cepuca NTCE. Mo ymondaHuto yHKLMSA
OTK/tOYEHa.

KomaHga ¢ npedprKcoM no OTK/I0UaEeT HaCTPOWKY.
Ja
Ja

Het

I (config-ntce)>  debug

I (config-ntce)> no debug

(config-ntce)> debug
Ntce::Manager: Enabled debug.

(config-ntce)> no debug
Ntce: :Manager: Disabled debug.

Bepcus OnucaHve

3.07 JobasneHa komaHaa ntce debug.

3.95.2 ntce memory-watcher

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

BKAHOUNTL MexaHM3M HabloAeHNs 3a Harpy3kor Ha NamaATb AN CTyX6bl
NTCE. Mo ymonyaHuio GyHKLNSA BKAKOYEHA.

KomaHga ¢ npedrkcomM no oTKAKoYaeT HaCTPOKY.
Ja
Ja

HeT

I (config-ntce)> memory-watcher

I (config-ntce)> no memory-watcher

(config-ntce)> memory-watcher
Ntce::Manager: Enabled automatic memory pressure handler.

(config-ntce)> no memory-watcher
Ntce::Manager: Disabled automatic memory pressure handler.
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.08 [JobasneHa KkomaHza ntce memory-watcher.

3.95.3 ntce qos category priority

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nsmeHeHnii

YKa3aTb NpnopuTeThl 419 KaTeropuii Tpaduka.

KomaHza ¢ npedprKcomM no BO3BpaLLAET 3HAUEHME MO YMOIYAHUIO,
Ja

Aa

Het

(config-ntce)>  qos category «category priority priority:

(config-ntce)> qos category «categorysno priority

AprymeHT 3HaueHue OnucaHue
category calling 0 HauBbICLWIWIA,
gaming 0 Kpntnueckuia.
streaming O BbICOKUIA.
work O MNMoBbILWEHHbINA.
surfing O CpegHuia.
other 0 HopManbHbI (N0 yMOAYaHMIO).
filetransfering |0 Huskui.
priority Uenoe uucno 3HayeHue npnopuTteTa. Moxer
NPUHMMaTL 3HaUeHWs B Npejenax oT 1
ho 7.

(config-ntce)> qos category work priority 7
Ntce::Manager: Set category "work" priority to "7".

(config-ntce)> qos category other no priority
Ntce::Manager: Reset QoS priority for category "work".

Bepcus OnucaHve

3.08 JobasneHa KOMaHAa ntce qos category priority.

3.95.4 ntce qos enable

OnuncaHwne

BikntounTs IntelliQoS, koTopblin o6ecneyrBaeT BXOAALLYIO N MCXOASALLYHO
noJsiocy NponyckaHUs ANst TPUOPUTETHBIX MPUIOXKEHWIA 1 33434 C MOMOLLbHO
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npesBapuTeNbHO ONpeeneHHbIX FPynmn KaTeropuia. Mo ymondaHuo cnyxéa
OTK/IHOYEHa.

KomaHaa ¢ npepurKCcom no oTKNHOYaeT HAaCTPOUKY.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-ntce)> qos enable
I (config-ntce)> no qos enable
Npumep (config-ntce)> gos enable
Ntce::Manager: Enabled QoS.
(config-ntce)> no gqos enable
Ntce::Manager: Disabled QoS.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
3.07 JobasneHa koMaHaa ntce qos enable.
3.96 ntp
OnucaHwue JocTyn Kk HacTpolike NTP-knueHTa.

KomaHga c npedrikcom no cobpacbiBaeT HacTpolkn NTP-KAneHTa B HaCTPOMKIN
MO yMONYaHUIO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> no ntp
MNpumep (config)> no ntp

Ntp::Client: Configuration reset.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa koMaHza ntp.
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3.97 ntp server

OnucaHwne Jlo6aBuTb B cnucok HOBbI NTP-cepBep. MOXHO A06aBUTL He bonee 8
NTP-cepBepoB.

KomaHga c npedurkcom no yganset NTP-cepBep 13 cnuncka. Ecav BeINOAHUTL
KOMaHZAy 6e3 aprymeHTa, To Becb Cnncok NTP-cepBepoB byAeT OUMLLIEH.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)> ntp server <server;
(config)> no ntp server [ <servers]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
server Ctpoka Appec NTP-cepBepa.
Mpumep (config)> ntp server pool.ntp.org
Ntp::Client: Server "pool.ntp.org" has been added.
(config)> no ntp server
Ntp::Client: ALl NTP servers removed.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa KoMaHAa ntp server.

3.98 ntp sync-period

OnucaHune YCTaHOBUTb nepumnoj CMHXpOHM3aunn BpeMeHN. Mo YMOTHaHNIO NCMNO/1b3YETCA
3HayeHue 1 Hegens.

KomaHga ¢ npedrKkcom no ycTaHaBAMBAET BPEMS CUHXPOHU3ALMN MO
YMONYaHWUIO.

MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)>  ntp sync-period period

I (config)> no ntp sync-period
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

period

Llenoe u4ucno

Bpems cnHxpoHm3aumu, B MUHyTax. MoxeTt
NpMHMMaTL 3HaYeHus B rnpegenax ot 60
MUHYT o 1 mecaua.

(config)> ntp sync-period 60
Ntp::Client: A synchronization period set to 60 minutes.

(config)> no ntp sync-period
Ntp::Client: Synchronization period value reset.

Bepcus

OnucaHue

2.00

[JlobaBneHa koMmaHaa ntp sync-period

3.99 ping-check profile

OnucaHune

MNpejukc no

MeHsieT HacTpoikmn

JocTtyn K rpynne KOMaHA 4158 HaCTPOMKM BeibpaHHoro npodwunsa Ping Check.

Ecnv npodunb He HalfeH, KOMaHAa MblTaeTcs ero co3aaTth

KomaHga c npedurkcom no yaanset npodunb Ping Check.

Ja
Ja

MHorokpaTtHbiiA BBOg, [a

BxoxxaeHue B rpynny (config-pchk)

CviHoncmc

AprymeHTsl

Mpumep

(config)>

ping-check profile name>

(config)> no ping-check profile name>

AprymeHT

3HayeHue

OonvicaHune

name

CTpoka

Wmsa npodunnsa Ping Check. CNCOK JOCTYMHbIX
Ansi Bblbopa npoduneri MOXHO yBUAETL BBeas
koMaHgay ping-check profile [Tab].

(config)> ping-check profile [Tab]

Usage template:

Choose:

profile {name}

TEST
MYMY
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(config)> ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been created.
(config-pchk)>

(config)> no ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been deleted.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jlo6aBneHa komaHaa ping-check profile.

3.99.1 ping-check profile host

OnucaHune YkazaTtb yAaHEHHbIVI XOCT And teCtTmpoBaHuA. Mo yMO/l4aHWKo, agpec XoCTa
Ha3Ha4aeTcd B COOTBETCTBUN C KOAOM CTPaHbI.

KomaHaa ¢ npeprkcom no yaanseT nms xocTa.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-pchk)>  host <host>
(config-pchk)> no host [ <host> ]
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
host Wms xocTa ViMa nnu agpec yaaneHHoro xocra.
Npumep (config-pchk)> host 8.8.8.8
PingCheck: :Profile: "test": add host "8.8.8.8" for testing.
(config-pchk)> host google.com
PingCheck: :Profile: "test": add host "google.com" for testing.
(config-pchk)> no host
PingCheck::Profile: "test": hosts cleared.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.04 JobasneHa komaHaa ping-check profile host.

3.99.2 ping-check profile max-fails

OonuncaHmne YKa3zaTb KONNYECTBO NOC/1e0BaTe/IbHbIX HeyAa4YHbIX 3anpoCoB K yaaneHHOMY
XOCTY, MO AOCTUXEHMIO KOTOPOro MHTEPHET Ha MHTepdeiice cumTaeTcs
OTCyTCTBYHOLWMM. [10 yMONYAHMIO MCMONb3YeTCs 3HaYeHue 5.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

KomaHza ¢ npedprKcom no Bo3BpaLLAeT 3HAUYEHME MO0 YMOIYAHUIO,
Ja

Aa

Het

(config-pchk)>  max-fails «count»

(config-pchk)> no max-fails

AprymeHT 3HauyeHue OnuncaHwue

count lenoe 4ucno |Konnmuyecrso HeyAauHbIX 3anpocos. Moxer
nprHMMaTb 3Ha4YeHusa B nNpegenax ot 1 40 10

BKNHOUYNTENbHO.

(config-pchk)> max-fails 7
PingCheck: :Profile: "test": uses 7 fail count for disabling »
interface.

(config-pchk)> no max-fails
PingCheck: :Profile: "test": fail count is reset to 5.

Bepcus OnucaHue

2.04 JobasneHa komaHaa ping-check profile max-fails.

3.99.3 ping-check profile min-success

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

YKa3aTb KOJIM4eCcTBO nociejoBaTe/IbHbIX YAaUHbIX 3aMpoCcoB K yaaieHHOMY
XOCTY, MO AOCTUXXEHMIO KOTOPOro MHTEPHET Ha nHTepdeice cunTaeTcs
HaNNYecTBYOLWMM. 10 YMOJTYaHUIO NCMOb3YeTCA 3HaveHune 5.

KomaHgaa ¢ npedprKcom no Bo3BpaLLaeT 3HaYeHNEe N0 YMOAYaHUIO.

Ja

Ja

Het

I (config-pchk)>  min-success «count»

I (config-pchk)> no min-success
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

count

Llenoe u4ucno

Konnuectso ygauHbIxX 3anpocos. MoxeT
nprHMMaTb 3Ha4YeHua B Npegenax ot 1 40 10

BK/TOYNTEJIbHO.

(config-pchk)> min-success 3

PingCheck: :Profile:

interface.

"test": uses 3 success count for enabling »

(config-pchk)> no min-success
PingCheck: :Profile: "test'

': success count is reset to 5.

Bepcusa

OnucaHue

2.04

Jlo6aBneHa komaHga ping-check profile min-success.

3.99.4 ping-check profile mode

OnucaHune
Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

YcTaHoBUTE pexunm Ping Check. Mo yMon4YaHWMIO yCTaHOB/IEHO 3HayeHve icmp.

Het

Ja

Het

(config-pchk)>  mode wmode>

AprymeHT 3HauyeHue OnucaHwue
mode icmp TecTnpoBaHMe JOCTYNHOCTU YAaeHHOro
X0CTa 6y/leT OCyLLeCTBASATLCA NOCPeACTBOM
oTnpaeku emy ICMP-echo request (ping).
connect TectnpoBaHue fOCTYNMHOCTY YAaN1€HHOTO

X0CTa 6yzeT OCyLLeCcTBAATHCS NOCPeACTBOM
ycTaHoBKM TCP-NoAKAOYEHNS HA 3a4aHHbIN
noprT.

(config-pchk)> mode connect
PingCheck: :Profile: profile "TEST" uses connect mode.

Bepcus

OnucaHue

2.04

Job6asneHa komaHaa ping-check profile mode.
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3.99.5 ping-check profile port

OnucaHue YKa3aTb NOpT AN NOAKAOYEHNS K yAaNeHHOMY XOCTy. HacTpolika nmeet
CMbICA Npu pexxume Ping Check connect (cM. komaHay ping-check profile
mode).

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-pchk)>  port port>
(config-pchk)> no port
AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne
port lenoe 4ucno |Homep nopta. MoxeT NpUHMMATL 3HaUeHNs
B npegenax oT 1 Ao 65534 BkoUUTENBHO.
Mpumep (config-pchk)> port 80
PingCheck::Profile: "test": uses port 80 for testing.
(config-pchk)> no port
PingCheck: :Profile: "test": port is cleared.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jo6aBneHa komaHaa ping-check profile port.

3.99.6 ping-check profile power-cycle

OonucaHue BktounTh ynpaBneHve nutaHneM ceTeBoro nHTepdeiica USB. Mo ymonyaHuio
BK/IOUEHO.

KomaHaa ¢ npeprKcom no oTKNtoYaeT HaCTPOLKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het

CuHoncuc I (config-pchk)>  power-cycle

I (config-pchk)> no power-cycle
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Mpumep (config-pchk)> power-cycle

PingCheck::Profile: "test":

(config-pchk)> power-cycle

PingCheck: :Profile: "test":

enabled USB power cycle.

disabled USB power cycle.

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.04

Jlo6aBneHa komaHga ping-check profile power-cycle.

3.99.7 ping-check profile timeout

OnucaHune YCTaHOBUTb MakcMasibHoe BpeMA OXKMAaHNA OTBETa yAa/1EHHOIO XO0CTa Ha
O4WVH 3anpoc B ceKyHAax. Mo YMOJIHaHWIO NCMO/Ib3YeTCA 3HaveHue 2.

KomMaHgaa ¢ npedrKcom No ycTaHaBNVBAET 3HAUEHME MO YMONYAHWIO.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc (config-pchk)>  timeout <timeout>
(config-pchk)> no timeout
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
timeout UYenoe uucro |Bpemsa oxvgaHusa B cekyHAaax. MoxeT
nprHMMaTb 3Ha4YeHusa B Npegenax ot 1 40 10
BKJTHOUNTENLHO.
Mpumep (config-pchk)> timeout 4

PingCheck: :Profile: "test":

(config-pchk)> no timeout

PingCheck: :Profile: "test":

timeout is changed to 4 seconds.

timeout is reset to 2.

WcTopus nsmeHeHni |Bepcus

OnucaHue

2.04

Jlo6aBneHa komaHaa ping-check profile timeout.

3.99.8 ping-check profile update-interval

OonucaHune YCTaHOBUTb NEPUOANYHOCTb BbINMONHEHUSI NPOBepoK Ping Check.

Mpedukc no Het

MeHsieT HacTpoiikn  [la
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MHorokpaTHbIii BBOA,

CnHoncuc
AprymeHTbl
Mpumep

WcTopusa nsmeHeHum

3.100 ppe

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

Het

(config-pchk)>  update-interval <seconds>

AprymeHT 3HauyeHue OnuncaHwue

seconds Lenoe uucno |Mepunos 06HOBNEHMSA B CeKyHAAX. MoxeT
NPUHUMATbL 3HaYeHVs B Npejenax ot 3 4o

3600 BK/ItOUUNTENBHO.

(config-pchk)> update-interval 60
PingCheck: :Profile: "test": update interval is changed to 60 »
seconds.

Bepcus OnucaHue

2.04 JobasneHa koMmaHga ping-check profile
update-interval.

BKNHOUMTL MeXaHM3M NakeTHOM 06paboTkK. Mo yMOAYaHUIO HacTpoiika
BkatoveHa 1 ana HWNAT, n gna SWNAT.

KomaHga c npedurkcom no oTkIoYaeT BblIbpaHHbI yCKOpUTeSb.
Ja

Ja

Het

(config)>  ppe <engine»

(config)> no ppe [<engines]

AprymeHT | 3HauyeHue OnucaHwue
engine |software MporpaMMHBbI ycKopUTenb.
hardware AnnapaTHbI ycKopUTenb.
hardware-ipv6 AnnapaTHbIi yckopuTenb ans IPv6. Mo
YMONYaHUIO OTK/HOYEH.

(config)> ppe software
Network::Interface: :Rtx::Ppe: Software PPE enabled.

(config)> no ppe
Network: :Interface: :Rtx::Ppe: All PPE disabled.
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UcTopuns nameHeHuii

(config)> ppe hardware-ipv6
Network::Interface: :Rtx::Ppe: Hardware-ipv6 PPE enabled.

(config)> no ppe hardware-ipv6
Network::Interface: :Rtx::Ppe: Hardware-ipv6 PPE disabled.

Bepcus OnucaHve

2.00 [JlobaBneHa KomaHza ppe.

2.05 JlobaBneH aprymeHT engine.

2.07 JlobasneH napameTp hardware-ipv6.

3.101 pppoe pass

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

BintoumnTtb GYHKLMIO CKBO3HOIO nponyckaHus. MoxHo Beectu go 10
JIOKa/IbHbIX CeTEBbIX Y3/10B.

KomaHpaa ¢ npedurkcom no oTkaroHaeT GyHKLUMIO.
Aa

Ja

HeTt

Ethernet

(config)>  pppoe pass through wan-iface <lan-iface>

(config)> no pppoe pass through

AprymeHT 3HauyeHue OnuncaHwue

wan-iface UHnTeppeic HavanbHbI MHTepdeic — nonHoe Ha3BaHMe
WAN-nHTepdeiica nam ero anvac.

lan-iface UHTepgeiic KoHeuHbI nHTepdenc — NonHoe Ha3BaHMe
LAN-nHTepdelica nnu ero anmac.

(config)> pppoe pass through Home ISP
Pppoe::Pass: Configured pass from "Bridge@" to "GigabitEthernetl".

(config)> no pppoe pass
Pppoe: :Pass: Disabled.

Bepcusa OnucaHue

2.00 JlobaBneHa KOMaHAa pppoe pass.
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3.102 schedule

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

JocTyn K rpynne KOMaHz ANst HACTPOMKM BbI6paHHOTo pacnucaHus. Ecan
pacnucaHve He HalijeHo, KOMaHZa NbITaeTcs ero co3zatb.

KomaHga ¢ npedurKcom no yaanseT pacnncaHue.
Ja
Ja

MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-sched)

CuvHoncuc

AprymeHTbl

UcTopus nsmeHeHwnii

(config)>  schedule name>

(config)> no schedule name>

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka HasBaHune pacnncaHus.
Bepcus OnucaHue

2.06 JobaeneHa komaHaa schedule.

3.102.1 schedule action

OnucaHune

MNpejukc no

MeHsieT HacTpoiAKK

3afaTb AeNCTBMSA, BbIMOAHAEMble COrIacHO BbIBPaHHOMY pacnncaHuio.
KomaHga ¢ npedurkcom no oTMeHseT gelicTeue.

Ja

Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

AprymeHThl

(config-sched)>  action actions min> <hours «dow>

(config-sched)> no action [ <action mins <hours «dows ]

AprymeHT 3HauyeHue OnuncaHwue

action start [JencTBne Havana.
stop [JencTBme KoHUa.

min Yenoe yucrno |MUHYTHL.

hour Uenoe uucro |Yaceol.
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Mpumep

UcTopus nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

dow UYenoe uucro |[AHN Hepenwn, pasgeneHHble 3anaTeiMn. 0 1 7
03HayaloT BOCKpeceHbe. * o3HayvaeTt
exenHeBHO.

(config-sched)> action start 0 9 1,2,3,4,5
Core::Schedule: :Manager: Updated schedule "WIFI".

Bepcus OnucaHve

2.06 JobaBneHa komaHaa schedule action.

3.102.2 schedule description

OnuncaHwne
Mpedukc no
MeHsieT HacTpoiikmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

3agaTb onucaHme An4d Bbl6paHHOFO pacnncaHn4.

KomaHga c nped1Kcom no CcTMpaeT onncaHue.

Ja
Het

Het

(config-sched)>  description «description

(config-sched)> no description

AprymeHT 3HauyeHue OnuncaHwue

description |CTpoka TekcT onncaHms.

(config-sched)> description "Schedule for on/off Access Point"
Core: :Schedule: :Manager: Updated description of schedule "WIFI".

Bepcus OnucaHue

2.06 Job6asneHa komaHaa schedule description.

3.102.3 schedule led

OnuncaHwne

Mpe¢ukc no

Ha3HaunTb CBETOANOAHYIO MHANKALMIO ANSA 3aMIaHVNPOBAHHbBIX COBbITUI.
JonxeH 6bITb BbIbpaH napameTp SelectedSchedule npy NOMOLLM KOMaHAbI

system led.

KomaHga ¢ I'Ipeq)I/IKCOM Nno OTKNKYaeT CBETOANOAHYH NHAUNKALNIO.

Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-sched)>  led<action
(config-sched)> no led
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
action start VIHAMKaTOp MokasbiBaeT Hayaso
3anJaHNPOBAHHOIO COBLITUSA.
stop VHAVKaTop NoKa3biBaeT OKOHYaHve
3ani1aHNPOBAHHOIO COObLITUA.
Mpumep (config-sched)> led start
Core::Schedule::Led: Selected schedule "111".
VICTOleﬂ V|3MeHEHV"‘/’| Bepc”ﬂ onvcaHue

2.08 JobaBneHa komaHaa schedule led.

3.103 service dhcp

OnucaHue BkntounTtb DHCP-cepeep. Ecnn pns 3anycka cnyxobl He0CTaTOYHO HaCTpoeK
(cm. ip dhep pool), cnyxba He byaeT oTBeudaThb no ceTu. Kak ToNbKo HacTpoek
CTaHeT A0CTaTOUHO, CyX6a BKAIOUNTCA aBTOMaTUYECKN.

KomaHga ¢ npednkKcom no ocTaHaBIMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service dhcp
I (config)> no service dhcp
Mpumep (config)> service dhcp
service enabled.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa service dhcp.

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA, 385



naBa 3 OnncaHme KoMaHp,

3.104 service dhcp-relay

OnucaHwue BkntounTb petpaHcnsaTop-DHCP. Ecan ana 3anycka cnyx6bl He40CTaTOuHO
HacTpoek (cm. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyx6a He byseT oTBeYaTb Mo ceTu. Kak TO/IbKO HacTPOeK CTaHeT JOCTaTOUHO,
cnyx6a BKIIOUNTCA aBTOMaTUYECKM.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiia BBog Het

CuHoncuc I (config)> service dhcp-relay
I (config)> no service dhcp-relay

NMpumep (config)> service dhcp-relay
service enabled.

VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa service dhcp-relay.

3.105 service dns-proxy

OnucaHune Bikntoumtb DNS-npokcu. 1na HacTpolikn napaMeTpoB CyX6bl, UCNOb3YNTe
rpynny komaHg Paszen 3.20 Ha cTpaHuLe 106.

MNpejukc no Het
MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

CuHoncnc I(config)> service dns-proxy

Mpumep (config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

WcTopusa nsmeHeHum Bepcus onvcaHuve

2.00 JobasneHa KoMaHaa service dns-proxy.
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3.106 service http

OnucaHwue BkntounTts HTTP-cepBep, KOTOPbIA NpeAoCTaBAseT Nosb30BaTeNto
Web-unHTepdelic ana HacTpoliku Speedster.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Cunoncnc I (config)> service http
I (config)> no service http
Mpumep (config)> service http
HTTP server enabled.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobaBneHa koMmaHaa service http.

3.107 service igmp-proxy

OnucaHune Brnrounte IGMP-npokcn. Ans paboTbl cny>X6bl HEO6XOAMMO Hanue 04HOMo
nHTepderica upstreamn xoTsa 661 04HOr0 HTepdelica downstream. Ecav ans

3anycka c1y>6bl He0CTaTOUHO HAaCTPOEK, OHa He ByaeT paboTaTk. Kak ToNbKO
HaCTPOEK CTaHeT A0CTAaTOYHO, CyX6a BKAOUNTCS aBTOMATUYECKMN.

KomaHaa ¢ npeprKCcom no ocTaHaBNMBAET CNyXOy.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> service igmp-proxy
I (config)> no service igmp-proxy

Mpumep (config)> service igmp-proxy
IGMP proxy enabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa service igmp-proxy.
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3.108 service internet-checker

OonucaHue BkntounTb Internet-checker ans KOHTPONA COCTOAHUSA VIHTEPHET COeANHEHMS
Ha ycTpoiicTge. Mo ymonyaHuto GyHKLMS BKIOYEHA.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het

Cunoncnc I (config)> service internet-checker

I (config)> no service internet-checker

Mpumep (config)> service internet-checker
Network::InternetChecker: Hosts check enabled.

(config)> no service internet-checker
Network: :InternetChecker: Hosts check disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

213 JobaBneHa komaHaa service internet-checker.

3.109 service ipsec

OnucaHue 3anyctuTb cnyxo6y IPsec. Mo ymMon4vaHuo cyxba oTKto4veHa.
KomaHga ¢ npednkcom no ocTaHaBAMBAET CNYXKOy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(config)> service ipsec

I (config)> no service ipsec
Mpumep (config)>service ipsec

IpSec: :Manager: Service enabled.
VICTOleﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.06 JobasneHa KoMaHaa service ipsec.
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3.110 service kabinet

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BrkntounTb cnyxby aBTopusatopa KABINET. Mo ymonyaHuio cnyxba
OTK/OYEHa.

KomaHga ¢ npedrKcomM no octaHaBAUBAET CNyxoy.
Ja
Ja

Het

I (config)> service kabinet

I (config)> no service kabinet

(config)> service kabinet
Kabinet: :Authenticator: Authenticator enabled.

(config)> service kabinet
Kabinet: :Authenticator: Authenticator disabled.

Bepcus OnucaHve

2.02 JobaBneHa komaHaa service kabinet.

3.111 service mws

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

BrntounTb cnyxey MIWS. Mo ymonyaHuio cnyxba oTkaroueHa.
KomaHga ¢ npednkcom no ocTaHaBAMBAET CNYXKOy.

Ja

Ja

HeT

I(config)> service mws

I (config)> no service mws

(config)> service mws
Mws: :Controller: Enabled.

(config)> no service mws
Mws::Controller: Disabled.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.15

JobaBneHa KOMaHa service mws.

3.112 service ntce

3anyctnTb cnyxxby NTCE. Mo yMOAYaHWIO CEPBUC OTKHOYUEH.

OnucaHwne

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

CviHoncuc

KomaHga c nped1KcomM no ocTaHaBNNBAET CAyXOby.

I (config)> service ntce

I (config)> no service ntce

Mpumep

(config)> service ntce

UcTopuns nsmeHeHnii

Ntce::Manager: Enabled.
Bepcus OnucaHve
2.09 JobasneHa KoMaHAa service ntce. lNpexHee Ha3BaHWe

KoMaHZbl service dpi.

3.113 service ntp-client

OnuncaHwne

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CvHoncuc

Bkntountb NTP-KANEHT.

KomaHga c nped1KcomM no ocTaHaBNNBaET CAyXoby.

I (config)> service ntp-client

I (config)> no service ntp-client

Mpumep

(config)> service ntp-client

NTP client enabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHaa service ntp-client.

3.114 service snmp

OnucaHwue 3anyctntb cnyxby SNMP. o ymonyaHuio cnyxba oTKaoYeHa.
KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXoby.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

CuHoncuc I (config)> service snmp

I (config)> no service snmp

Mpumep (config)> service snmp
Snmp: :Manager: SNMP service was enabled.
(config)> no service snmp
Snmp: :Manager: SNMP service was disabled.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.08 JlobaBneHa KoMaHaa service snmp.

3.115 service ssh

OnucaHue BkntounTb cepBep SSH, KoTopbIi npefocTaBnseT Nob3oBaTento HTepdeiic
KOMaHZAHOW CTPOKW AN HAaCTPOMKM YCTPOWMCTBA.

KomaHga ¢ npednkcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CuHoncuc I (config)> service ssh
I (config)> no service ssh
Mpumep (config)> service ssh

Ssh::Manager: SSH server enabled.
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(config)> no service ssh
Ssh::Manager: SSH server disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.12 JobaBneHa komaHaa service ssh.

3.116 service sstp-server

OnucaHue Brnrountb cepsep SSTP.

KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CAyXOy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc I(config)> service sstp-server
I (config)> no service sstp-server
Mpumep (config)> service sstp-server
SstpServer: :Manager: Service enabled.
(config)> no service sstp-server
SstpServer: :Manager: Service disabled.
WcTopuns nsmeHeHWit |Bepcusa onucaHue

212 JlobaBneHa KOMaHAa service sstp-server.

3.117 service telnet

OonuncaHmne BkntounTtb cepBep telnet, koTopbIi NpeAoCTaBASeT NOb30BaTeNto NHTepdelic
KOMaHZAHOW CTPOKW AN HAaCTPOMKM YCTPOWCTBA.

KomaHga ¢ npedrkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het

CuHoncuc I (config)>  service telnet

I (config)> no service telnet
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Mpumep (config)> service tel
Telnet server enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa KoMmaHaa service telnet.

3.118 service udpxy

OnucaHue Brntoumntb cnyx6y udpxy.

KomaHga ¢ npednkcom no ocTaHaB/IMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service udpxy

I (config)> no service udpxy
Mpumep (config)> service udpxy

Udpxy: :Manager: a service enabled.
VICTOleﬂ N3MeHeHUun Bepcmﬂ onucaHvie

2.03 JobasneHa KomaHaa service udpxy.

3.119 service upnp

OnucaHune Brntoumntb cnyx6by UPnP.

KomaHaa ¢ npedrKCcomM no ocTaHaBNMBAET CNyXOy.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> service upnp
(config)> no service upnp
WcTopus nsmeHeHum Bepcus onucaHuve
2.00 JobaBneHa KOMaHaa service upnp.
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3.120 service vpn-server

OnucaHwue BkntoumnTts cepsep VPN.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I(config)> service vpn-server
I (config)> no service vpn-server
NMpumep (config)> service vpn-server
VpnServer: :Manager: Service enabled.
(config)> no service vpn-server
VpnServer::Manager: Service disabled.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.04 JlobaBneHa KOMaHAa service vpn-server.

3.121 show

OonucaHue [oCTyn K rpynne KOMaHZ A1 TpoCcMOTpa ArarHocTuyeckoi nHdopmaumm o
cucTeMe. Bce KOMaHZAbI 3TOW rpynnbl HE U3MEHSIOT CUCTEMHbIE HACTPOKM.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (show)

CuHoncuc (config)>  show
WcTopus nsmeHeHum Bepcus onvcaHue
2.00 JobaBneHa koMmaHAa show.

3.121.1 show acme

OnucaHue MNokasaTb cTaTyC KnneHTa ACME B cucteme.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CunHoncuc I(show)> acme
Npumep (show)> acme
acme:
real-time: yes
ndns-domain: mytest.keenetic.pro
ndns-domain-acme: yes
ndns-domain-error: no
default-domain: cc6b5a71a7644903b51a5454. keenetic.io
account-pending: no
account-running: no
get-pending: no
get-running: no
revoke-pending: no
revoke-running: no
reissue-queue-size: 0
revoke-queue-size: 0
retries: 0
checker-timer: 82499
apply-timer: 0
acme-account: 36902346
VICTOleﬂ U3MeHeHU Bepcuﬂ onucaHvie

2.11 JobaeneHa komaHga show acme.

3.121.2 show adguard-dns availability

OnucaHwue MpoBepnTb N NoKasaTb JOCTYNHOCTb AdGuard DNS.
Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

CuHoncuc I(shom0> adguard-dns availability

Mpumep (show)> adguard-dns availability

available: yes
port: 53
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.12

[JobaeneHa komaHaa show adguard-dns availability.

3.121.3 show adguard-dns profiles

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Mokasatb npodunn AdGuard DNS.

Het
Het

HeTt

I (show)> adguard-dns profiles

(show)> adguard-dns profiles

profiles:
profile: default

profile: standard

profile: family

Bepcus

OnucaHue

2.11

Jlo6aBneHa komaHaa show adguard-dns profiles.

3.121.4 show associations

OnucaHwune

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHtepdeiica

CuvHoncuc

AprymeHTbl

Moka3aTb CNNCOK 6ECMPOBOAHbLIX CTAHLMIA, CBA3AHHbIX C TOUKOM AOCTyNa.
Ecnv BbINONHUTL KOMaHAYy 6€3 apryMeHTa, TO Ha 3KpaH byaeT BbiBEAEH BeCb
CNYCcoK 6ecnpPoBOAHbIX CTAHLWIA.

Het
Het

HeT

Access Point

(show)> associations [ <names ]
AprymeHT 3HauyeHue OnuncaHwue
name Crpoka Ha3BaHume Toukun goctyna. Crincok AOCTYMHbIX

NS BbIbOpa TOYEeK AOCTyrNMa MOXHO YBUAETb
BBeAsA KoMaHAy associations [Tab].
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Npumep (show)> associations [Tab]
Usage template:
associations [{name}]

Choose:
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0

AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl

GuestWiFi
WifiMasterl/AccessPoint3
WifiMasterl/AccessPoint0
AccessPoint 5G

(show)> associations WifiMaster0/AccessPoint0

station:
mac: ec:1f:72:d3:6d:3f
ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 130
uptime: 3804
txbytes: 2058837
rxbytes: 25023483
ht: 20
mode: 1ln
gi: 800
rssi: -26
mcs: 15
station:
mac: 20:aa:4b:5c:09:0e
ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 270
uptime: 19662
txbytes: 19450396
rxbytes: 70800065
ht: 40
mode: 1ln
gi: 800
rssi: -41
mcs: 15
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.00 JobasneHa komaHaa show associations.
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3.121.5 show button

OonuncaHmne MokasaTb MHPOPMaLMIO MO YKa3aHHOW CUCTEMHO KHoMKe. Ecn BbINOAHUTB
KOMaHAy 6e3 aprymeHTa, TO Ha 3KpaH byAeT BbiBeieH BeCb CMNCOK KHOMOK
Ha ycTpolictBe. Habop KHOMOK 3aBUCUT OT annapaTHOn KoHUrypaumu.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)> button [<name>]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka HasBaHue KHoMkKu.
Npumep (show)> button FN1
buttons:
button, name = FN1:
is switch: no
position: 2
position count: 2
clicks: 0
elapsed: 0
hold delay: 3000
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.00 JobaBneHa komaHaa show button.

3.121.6 show button bindings

OnuncaHmne MokasaTb CAMNCOK AeNCTBUIA, Ha3HaYeHHbIX Ha KHOMKM YCTPOMNCTBaA.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> button bindings

Mpumep (show)> button bindings
bindings:

binding, index = 0:
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button:

action:

active handler:
default handler:
protected:

RESET
click
Reboot
Reboot
yes

binding, index = 1:

button:

action:

active handler:
default handler:
protected:

RESET

hold
FactoryReset
FactoryReset
yes

binding, index = 2:

button:

action:

active handler:
default handler:
protected:

WLAN

click
WpsStartMainAp
WpsStartMainAp
no

binding, index = 3:

button:

action:

active handler:
default handler:
protected:

WLAN
double-click
WpsStartMainAp5
WpsStartMainAp5
no

binding, index = 4:

button:

action:

active handler:
default handler:
protected:

WLAN

hold
WifiToggle
WifiToggle
no

binding, index = 5:

button:

action:

active handler:
default handler:
protected:

FN1

click
UnmountUsbl
UnmountUsbl
no

binding, index = 6:

button:

action:

active handler:
default handler:
protected:

FN1
double-click

no

binding, index = 7:

button:

action:

active handler:
default handler:
protected:

FN1
hold

no
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binding, index = 8:

button:

action:

active handler:
default handler:
protected:

FN2

click
UnmountUsb2
UnmountUsb2
no

binding, index = 9:

button:
action:
active handler:
default handler:

FN2
double-click

protected: no
binding, index = 10:
button: FN2
action: hold
active handler:
default handler:
protected: no
VICTOleﬂ N3MeHeHUn Bepcmﬂ onvcaHue
2.03 Job6asneHa komaHaa show button bindings.

3.121.7 show button handlers

OnucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

MokasaTb CAMCOK AOCTYNHbIX 06PabOTUMKOB KHOMOK B CUCTEME.

CuHoncuc I(shom0> button handlers
Mpumep (show)> button handlers
handlers:
handler,

name =
short description:

LedToggle:
toggle system LED states

protected: no
switch related: no

handler,

defaults

protected:

name =
short description:

FactoryReset:
reset a configuration to factory »

yes

switch related: no
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handler, name = UnmountUsbl:
short description: unmount USB 1 port storages
protected: no
switch related: no

handler, name = UnmountUsb2:
short description: unmount USB 2 port storages
protected: no
switch related: no

handler, name = Reboot:
short description: reboot the system
protected: yes
switch related: no

handler, name = DlnaDirectoryRescan:
short description: rescan DLNA directory for newer media »
files
protected: no
switch related: no

handler, name = DlnaDirectoryFullRescan:
short description: remove a DLNA database and rescan a »
DLNA directory
protected: no
switch related: no

handler, name = DectHandsetRegistrationToggle:
short description: toggle a DECT handset registration
protected: no
switch related: no

handler, name = DectHandsetPagingToggle:
short description: toggle a DECT handset paging
protected: no
switch related: no

handler, name = OpkgRunScript:
short description: run Opkg script
protected: no
switch related: no

handler, name = TorrentAltSpeedToggle:
short description: toggle a Torrent alternative speed »
mode
protected: no
switch related: no

handler, name = TorrentClientStateToggle:
short description: toggle a Torrent client state
protected: no
switch related: no
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handler, name = WifiToggle:
short description: on/off all Wi-Fi interfaces
protected: no
switch related: no

handler, name = WpsStartMainAp:
short description: start WPS (2.4 GHz main access point)
protected: no
switch related: no

handler, name = WpsStartMainAp5:
short description: start WPS (5 GHz main access point)
protected: no
switch related: no

handler, name = WifiGuestApToggle:
short description: toggle a guest access point state »
(2.4 GHz)
protected: no
switch related: no

handler, name = WpsStartStation:
short description: start WPS (2.4 GHz Wi-Fi station)
protected: no
switch related: no

handler, name = WpsStartStation5:
short description: start WPS (5 GHz Wi-Fi station)
protected: no
switch related: no

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.03 JobaBneHa komaHaa show button handlers.

3.121.8 show chilli profiles

OnucaHwne MokasaTb CNNCOK AOCTYNHbIX Npoduneli RADIUS-cepBepa.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CvHoncunc | (show)>  chilli profiles

Mpumep (show)> chilli profiles

profile:
name: Iron Wi-Fi

402 CnpaBo4HuK komaHa — Speedster (KN-3010)



naBa 3 OnncaHme KOMaHA,

url: https://www.ironwifi.com/
description: Hosted RADIUS and Captive Portal

preset:
uamserver: »
https://europe-west3.ironwifi.com/api/pages/uam/

radius:
serverl: 35.198.88.176

radiuslocationid:

custom: uamsecret
custom: radiussecret

custom: radiusnasid

WcTopuns nsmeHeHunit |Bepcus onuvcaHue
2.10 Job6asneHa komaHaa show chilli profiles.
3.121.9 show clock date
OnucaHue lNMokasaTb Tekyllee CUCTEMHOE BpeMs.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> clock date

(show)> clock date

weekday: 4
day: 18
month: 1
year: 2018
hour: 8
min: 46
sec: 2
msec: 660

dst: inactive

tz:
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locality:

stdoffset: O
dstoffset: 0
usesdst: no

GMT

WcTopusa nsmeHeHum

rule: GMTO
custom: no
Bepcus OnucaHue
2.00 JobasneHa komaHaa show clock date.

3.121.10 show clock timezone-list

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

(show)> clock timezone-list

timezones:

tz:

locality:
stdoffset:
dstoffset:

tz:

locality:
stdoffset:
dstoffset:

tz:

locality:
stdoffset:
dstoffset:

tz:

locality:
stdoffset:
dstoffset:

tz:

locality:
stdoffset:
dstoffset:

Moka3aTb CNMCoK AOCTYNHbIX YaCOBbIX MNOACOB.

I(shom0> clock timezone-list

Adak
-36000
-32400

Aden
10800
-1

Almaty
21600
-1

Amsterdam
3600
7200

Anadyr
43200
-1
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHza show clock timezone-list.

3.121.11 show cloudflare-dns availability

OnucaHune MpoBepuTb N NoKasaTb AocTynHocTb Cloudflare DNS.
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> cloudflare-dns availability
Mpumep (show)> cloudflare-dns availability
available: yes
doh-supported: yes
doh-available: yes
dot-supported: yes
dot-available: yes
blocked-name: »
31bd8460-89fd-e2de-8865-63ffb93d1c9e.is-cf.cloudflareresolve.com
ipv6-supported: no
ipv6-enabled: no
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

3.05 [Jlo6aBneHa komaHza show cloudflare-dns availability.

3.121.12 show cloudflare-dns profiles
OnucaHue Mokasatb npodunm Cloudflare DNS.
Mpejukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> cloudflare-dns profiles

Mpumep (show)> cloudflare-dns profiles

profiles:
profile: default

profile: standard
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profile: malware

profile: family

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.05 Job6asneHa komaHaa show cloudflare-dns profiles.

3.121.13 show configurator status

OnucaHune MokasaTb MHPOPMALMIO O CUCTEMHOM KOH$UrypaTope.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> configurator status
Mpumep (show)> configurator status
touch: Thu, 18 Oct 2018 14:37:25 GMT
header, name = Model: Keenetic Giga
header, name = Version: 2.06.1
header, name = Agent: http/rci
header, name = Last change: Thu, 18 Oct 2018 14:37:25 »
GMT
serving:
name: Session /var/run/ndm.core.socket
time: 0.000397
request, host = 192.168.1.42, name = admin:
parse: show configurator status
WcTopuns nsmeHeHWit |Bepcusa onucaHue
2.06 Job6aeneHa komaHaa show configurator status.
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3.121.14 show credits

OnucaHwue lMokazaTb NUEH3NOHHYHO I/IH(I)OpMaLI,I/I}O 06 YCTaHOB/IEHHOM NakeTe B

KeeneticOS. Ecnv BbINOAHUTL KOMaHAy 6e3 apryMeHTa, TO Ha 3KpaH byaet
BblBeJeHa BCA MHPOpPMaLMSA NO YCTaHOB/IEHHBIM MakeTam Ha YCTpolicTBe.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

(show)>  credits [ <package> ]
AprymeHTbI AprymeHT |[3HaueHue OonucaHue
package Ctpoka Vmsa nakeTta
Mpumep (show)> credits
package:
name: accel-ppp
title: High performance accel-ppp VPN server
homepage: https://accel-ppp.org/
package:
name: accel-ppp-12tp
title: L2TP plugin for accel-ppp
homepage: https://accel-ppp.org/
package:
name: accel-ppp-pptp
title: PPTP plugin for accel-ppp
homepage: https://accel-ppp.org/
package:
name: accel-ppp-sstp
title: SSTP plugin for accel-ppp
homepage: https://accel-ppp.org/
package:
name: avahi-daemon
title: An mDNS/DNS-SD implementation (daemon)
homepage: http://www.avahi.org/
package:
name: coova-chilli
title: Wireless LAN HotSpot controller (Coova »

Chilli Version)

homepage:

package:

http://www.coova.org/CoovaChilli
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408

name:
title:

management utility

tool with

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:

crconf
Netlink-based CryptoAPI userspace »

dhcpv6
DHCPv6 client + server

http://wide-dhcpv6.sourceforge.net/
dropbear
Small SSH2 client/server

http://matt.ucc.asn.au/dropbear/

iperf3-ssl
Internet Protocol bandwidth measuring »

iperf auth support

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:

https://github.com/esnet/iperf

kernel
Linux kernel
http://www.kernel.org/

kmod-ipt-account
ACCOUNT netfilter module

kmod-ipt-chaos
CHAOS netfilter module

kmod-ipt-compat-xtables
API compatibilty layer netfilter module

kmod-ipt-condition
Condition netfilter module

kmod-ipt-delude
DELUDE netfilter module

kmod-ipt-dhcpmac
DHCPMAC netfilter module

CnpaBo4HuK komaHa — Speedster (KN-3010)



naBa 3 OnncaHme KOMaHA,

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

kmod-ipt-dnetmap
DNETMAP netfilter module

kmod-ipt-fuzzy
fuzzy netfilter module

kmod-ipt-geoip
geoip netfilter module

kmod-ipt-iface
iface netfilter module

kmod-ipt-ipmark
IPMARK netfilter module

kmod-ipt-ipp2p
IPP2P netfilter module

kmod-ipt-ipv4options
ipv4options netfilter module

kmod-ipt-length2
length2 netfilter module

kmod-ipt-logmark
LOGMARK netfilter module

kmod-ipt-lscan
lscan netfilter module

kmod-ipt-netflow
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library

title: Netflow netfilter module for Linux kernel

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

http://ipt-netflow.sourceforge.net/

kmod-ipt-psd
psd netfilter module

kmod-ipt-quota2
quota2 netfilter module

kmod-ipt-sysrq
SYSRQ netfilter module

kmod-ipt-tarpit
TARPIT netfilter module

kmod-nf-nathelper-rtsp
RTSP Conntrack and NAT helpers
https://github.com/maru-sama/rtsp-linux

kmod-wireguard
WireGuard kernel module

libattr

title: Extended attributes (xattr) manipulation »

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

http://savannah.nongnu.org/projects/attr

libav
This package contains Libav library
https://libav.org/

libavahi
An mDNS/DNS-SD implementation (No D-Bus)
http://www.avahi.org/

libcurl
A client-side URL transfer library
http://curl.haxx.se/
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package:
name: libdaemon
title: A lightweight C library that eases the »
writing of UNIX daemons
homepage: »

http://0pointer.de/lennart/projects/libdaemon/

package:

name:
title:

1ibdb47
Berkeley DB library (4.7)

homepage: http://www.sleepycat.com/products/db.shtml

package:
name: libevent
title: Event notification library
homepage: http://www.monkey.org/~provos/libevent/
package:
name: libexif
title: Library for JPEG files with EXIF tags
homepage: https://libexif.github.io
package:
name: libexpat
title: An XML parsing library
homepage: https://libexpat.github.io/
package:
name: libgcrypt
title: GNU crypto library

homepage: »
http://directory.fsf.org/security/libgcrypt.html

package:
name: libgpg-error
title: GnuPG error handling helper library
homepage: »
http://www.gnupg.org/related software/libgpg-error/

package:
name: libid3tag
title: An ID3 tag manipulation library
homepage: https://www.underbit.com/products/mad/

package:
name: libjpeg
title: The Independent JPEG Group's JPEG runtime »
library
homepage: http://www.ijg.org/

package:
name: liblzo
title: A real-time data compression library
homepage: http://www.oberhumer.com/opensource/1zo/
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package:

name:
title:

of HTTP/2

homepage:

package:

name:
title:

(libcrypto.so, libssl

package:

name:
title:
homepage:

package:

name:

libnghttp2
Library implementing the framing layer »

https://nghttp2.org/

libopenssl
Open source SSL toolkit (libraries »

.S0))
homepage:

http://www.openssl.org/

libpcap
Low-level packet capture library
http://www.tcpdump.org/

libtommath

title: A free number theoretic multiple-precision »

integer library

homepage:

package:

name:

https://www.libtom.net/

libusb

title: A library for accessing Linux USB devices

homepage:

package:

name:
title:

http://libusb.info/

mini_ snmpd
Lightweight SNMP daemon

homepage: http://troglobit.github.io/mini-snmpd.html

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

minidlna
UPnP A/V & DLNA Media Server
http://minidlna.sourceforge.net/

miniupnpd
Lightweight UPnP daemon
http://miniupnp.tuxfamily.org/

netatalk
netatalk
http://netatalk.sourceforge.net

nginx
Nginx web server
http://nginx.org/
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package:
name: nginx-stream-module
title: Nginx stream module
homepage:

package:
name: openvpn
title: Open source VPN solution using OpenSSL
homepage: http://openvpn.net

package:
name: pjproject
title: PJSIP
homepage: http://www.pjsip.org/

package:
name: pureftpd
title: FTP server
homepage: http://www.pureftpd.org

package:
name: radvd
title: Router advertisement daemon
homepage: http://www.litech.org/radvd/

package:
name: sstp-client
title: SSTP client for Linux
homepage: http://sstp-client.sourceforge.net/

package:
name: strongswan
title: Strongswan IKEv1l/IKEv2 ISAKMP and IPSec »
suite
homepage: https://www.strongswan.org/

package:
name: transmission-daemon
title: A free, lightweight BitTorrent client
homepage: http://www.transmissionbt.com

package:
name: tspc
title: TSP client
homepage: http://www.broker.ipv6.ac.uk

package:
name: tzdata
title: Timezone data files
homepage: https://www.iana.org/time-zones

package:
name: udpxy
title: Convert UDP IPTV streams into HTTP stream
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homepage: http://sourceforge.net/projects/udpxy

package:
name: zlib
title: Library implementing the deflate »
compression method
homepage: http://www.zlib.net/

(show)> credits nginx

copying: /*
* Copyright (C) 2002-2019 Igor Sysoev
* Copyright (C) 2011-2019 Nginx, Inc.
* ALl rights reserved.
*
* Redistribution and use in source and binary »
forms, with or without
* modification, are permitted provided that »
the following conditions
* are met:
* 1. Redistributions of source code must »
retain the above copyright
& notice, this list of conditions and the »
following disclaimer.
* 2. Redistributions in binary form must »
reproduce the above copyright

* notice, this list of conditions and the »
following disclaimer in the
* documentation and/or other materials »

provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND »

CONTRIBUTORS "“AS IS'' AND

* ANY EXPRESS OR IMPLIED WARRANTIES, »
INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND »
FITNESS FOR A PARTICULAR PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE »
AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, »
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, »
PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; »

OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF »
LIABILITY, WHETHER IN CONTRACT, STRICT

* LIABILITY, OR TORT (INCLUDING NEGLIGENCE »
OR OTHERWISE) ARISING IN ANY WAY

* QUT OF THE USE OF THIS SOFTWARE, EVEN IF »
ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*/
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.01 JobaBneHa komaHaa show credits.

3.121.15 show crypto ike key

OnucaHune MokasaTb MH$OpPMaLMIo 0 BbIOpaHHOM ktoue IKE. Ecnv BbINOAHUTL KOMaHAY
6e3 aprymeHTa, TO BeCb CNUCOK IKE Kntouein byaeT BbiBeAeH Ha 3KpaH.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> crypto ike key [name]
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
name Ctpoka HasBaHue BbI6paHHoOro IKE kntoua.
Mpumep (show)> crypto ike key
IpSec:
ike key, name = test:
type: address
id: 10.10.10.10
ike key, name = test2:
type: any
id: »
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.06 JobasneHa komaHaa show crypto ike key.
3.121.16 show crypto map
OnucaHue MNMoka3aTbk MHPOPMaLWIO O BbiIbpaHHOI kpunTokapTe IPsec. Ecam BbIMOAHUTL
KOMaHAy 6e3 aprymeHTa, TO BeCb CMUCOK KpUNTOKapT IPsec byaeT BbiBeAeH
Ha 3KpaH.
Mpejukc no Het

MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc | (show)> crypto map [map-name]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
map - name Ctpoka HasBaHue BbIGpaHHOM KPUMTOKAPTHI.
Mpumep (show)> crypto map test

IpSec:
crypto map, name = test:
config:
remote peer: ipsec.example.com
crypto _ipsec profile name: profl
mode: tunnel
local network:
net: 172.16.200.0
mask: 24
protocol: IPv4
remote network:
net: 172.16.201.0
mask: 24
protocol: IPv4
status:
primary peer: true
phasel:
name: test
unique_id: 572
ike state: ESTABLISHED
establish time: 1451301596
rekey time: 0
reauth time: 1451304277
local addr: 10.10.10.15
remote addr: 10.10.10.20
ike version: 2
local spi: 00abebfc9d90flc2
remote spi: 3cd201ef496df75c
local init: yes
ike cypher: aes-cbc-256
ike hmac: shal
ike dh group: 2
phase2 sa list:
phase2 sa, index = 0:
unique id: 304
request id: 185
sa_state: INSTALLED
mode: TUNNEL
protocol: ESP
encapsulation: yes
local spi: ca59bfcf
remote spi: cde23d83
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ipsec_cypher:

esp-aes-256

ipsec _hmac: esp-shal-hmac
ipsec_dh group:
in bytes: 7152
in packets: 115
in time: 1451302507
out bytes: 6008
out packets: 98
out time: 1451302507
rekey time: 1451305159
local ts: 172.16.200.0/24
remote ts: 172.16.201.0/24

state: PHASE2 ESTABLISHED

MCTOPWHM3MEHeHMﬁ Bepc”ﬂ onvucaHue

2.06 Job6asneHa komaHaa show crypto map.

3.121.17 show defaults

OnucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CviHoncuc I(Shom0> defaults

Npumep (show)> defaults
servicetag: 014635737374%***
servicehost: ndss.keenetic.ndmsystems.com
SerVicepaSS: 3k 3k ok 5k 5k 5k >k >k K >k K >k >k >k k
wlanssid: Keenetic-0000
wlankey: XFXTH***
wlanwps: 75534%**
country: RU
ndmhwid: KN-1010
ctrisum: 4712e0849ccead77ccdd1l8e2fedb***
serial: S1749WF***
signature: valid
integrity: ok

MNMoka3aTb 06LLUMe NapaMeTpbl 6eCrpoOBOAHON CETU U CUCTEMBbI MO YMOIYaHUIO.

locked: yes
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.00 JobaBneHa komaHaa show defaults.
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3.121.18 show dns-proxy

OnucaHue MokasaTb cnucok cepsepoB DNS nosepx TLS n DNS nosepx HTTPS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)>  dns-proxy

MNpumep (show)> dns-proxy

proxy-status:
proxy-name: System

proxy-config:

rpc_port = 54321

rpc_ttl = 10000

rpc_wait = 10000

timeout = 7000

proceed = 500

stat file = /var/ndnproxymain.stat

stat _time = 10000

dns _server = 127.0.0.1:40500 .

dns _server = 127.0.0.1:40501 .

dns _server = 127.0.0.1:40508 .

dns _server = 127.0.0.1:40509 .

static_a = my.keenetic.net 78.47.125.180
static_a = cc6b5a71a7644903b51a5454.keenetic.io 78.47.125.180
static_a = myhome23.keenetic.pro 78.47.125.180
set-profile-ip 127.0.0.1 0

set-profile-ip ::1 0

dns_tcp port = 53

dns _udp port = 53

proxy-stat:
# ndnproxy statistics file

Total incoming requests: 809

Proxy requests sent: 659
Cache hits ratio: 0.192 (155)
Memory usage: 44 41K

DNS Servers

Ip Port R.Sent A.Rcvd NX.Rcvd »
Med.Resp Avg.Resp Rank
127.0.0.1 40500 2 2 0 >
40ms 40ms 10
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127.0.0.1 40501 652 651 0 [
17ms 17ms 10
127.0.0.1 40508 2 0 0 >
Oms Oms 4
127.0.0.1 40509 3 1 0 >
326ms 326ms 3
proxy-safe:
proxy-tls:
server-tls:
address: 1.1.1.1
port: 853
sni: cloudflare-dns.com
Sspki:
interface:
server-tls:
address: 8.8.8.8
port: 853
sni: dns.google.com
Sspki:
interface:

proxy-tls-filters:

proxy-https:
server-https:
uri: https://dns.adguard.com/dns-query
format: dnsm
Sspki:
interface:

server-https:
uri: »
https://cloudflare-dns.com/dns-query?ct=application/dns-json
format: json
Sspki:
interface:

proxy-https-filters:

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

3.01 Job6asneHa komaHaa show dns-proxy.

3.121.19 show dns-proxy filter presets

OnucaHue MokasaTtb cNncok npeceToB dunbLTpaLmn. Bceraa ectb kak MUHUMYM 1 npecer,
HO MX MOXeT 6bITb ropaszo 6osbLue.
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Mpedukc no
MeHsieT HaCTPOUKMN

MHorokpaTtHbIiA BBOJ,

Het
Het

Het

CuHoncuc (show)>  dns-proxy filter presets [<lang]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
lang CTpoka A3bIK ANS oTobpaXkeHWs B nonsax "onmncaHmne"
1 "KpaTKkoe onucaHmne". Ecnn
3anpalunBaeMblii A3bIK OTCYTCTBYET, byaeT
oTobpaxaTbCsa aHrInickasa Bepcus
BeiBog, dnemeHT OnucaHune
description AnvHHOoe noapobHoe onucaHve npoouns. Ecte Habop
nepesojoB
id KopoTkoe nms, KoTtopoe 6yaeT NCnonb30BaThCs B
KoMaHgax dns-proxy.
short-description|KpaTkoe onvcaHme Ans ncnonb3oBaHMsA B KOM60OHOKCcax
1 3aronoBkax. EcTb Habop nepeBoaoB.
stale YcTaHaBnmMBaeTcd B true, KOrga npecet ycrapen v
6onbLlUe He paboTaerT.
Mpumep (show)> dns-proxy filter presets en

version: 4

presets:
id: opendns-family
url: »
https://www.opendns.com/home-internet-security/
stale: no

short-description: OpenDNS - FamilyShield
description: Blocks domains that are categorized as »
Tasteless, Proxy/Anonymizer, Sexuality and Pornography.

presets:
id: quad9-security
url: https://quad9.net/home/individuals/
stale: no
short-description: Quad9 - Security Protection
description: Blocks malicious hostnames to protect »
against a wide range of threats such as malware, phishing, »
spyware, and botnets. Improves performance in addition to »
guaranteeing
privacy.

presets:
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id: cleanbrowsing-security
url: https://cleanbrowsing.org/filters
stale: no
short-description: CleanBrowsing - Security Filter
description: Blocks access to phishing, spam, malware »
and malicious domains. Our database of malicious domains is »
updated hourly and considered to be one of the best in the »
industry.
Note that it does not block adult content.

presets:
id: cleanbrowsing-adult
url: https://cleanbrowsing.org/filters
stale: no
short-description: CleanBrowsing - Adult Filter
description: Blocks access to all adult, pornographic »
and explicit sites. It does not block proxy or VPNs, nor »
mixed-content sites. Sites like Reddit are allowed. Google and »
Bing are set
to the Safe Mode. Malicious and Phishing »
domains are blocked.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.08 Job6asneHa komaHaa show dns-proxy filter presets.

3.121.20 show dns-proxy filter profiles
OnucaHwne MokasaTb cnucok npodwunein dunbTpaLnm
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncurc I(shom0> dns-proxy filter profiles
Npumep (show)> dns-proxy filter profiles
profiles:
id: DnsProfile0®
description: test
UcTopuns nsmeHeHni Bepcus OonucaHue

3.08 JobasneHa komaHaa show dns-proxy filter profiles.
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3.121.21 show dpn document

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

[Moka3aTb TeKCT cornawueHuns DPN.
Het
Het

Het

(show)>  dpn document [ «version ][ «language; ]

AprymeHT 3HauyeHue OnuncaHwue

version Ctpoka Bepcusa DPN. Ecnm He yka3aHa, oTobpaxaeTcs
nocneiHsAs Bepcus.

language CTtpoka A3bIk DPN. Ecnn He yKa3aH, oTobpaxaeTcs Ha

AHIINACKOM A3bIKE.

(show)> dpn document
20200330

DEVICE PRIVACY NOTICE
Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and

binding agreement between Keenetic Limited, including all »
affiliates and
subsidiaries (“Keenetic”,
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

u n u

us—, “our

n

or “we”) and You (as »

(show)> dpn document 20200330 en
20200330

DEVICE PRIVACY NOTICE
Last update 2020-30-03
This End User License Agreement (this “Agreement”) constitutes »

a valid and
binding agreement between Keenetic Limited, including all »
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affiliates and

subsidiaries (“Keenetic”, “us”, “our” or “we”) and You (as »
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

3.05 Job6asneHa komaHaa show dpn document.

3.121.22 show dpn list

OnucaHue MokasaTb cnncok cornawueHnin DPN, LOCTYMHbIX B CUCTEME.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc |6h0m0> dpn list
Mpumep (show)> dpn list
dpn:
version: 20200330
document:
lang: de

format: txt
format: md

document:
lang: en

format: txt
format: md

document:
lang: es

format: txt

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA, 423



naBa 3 OnncaHme KoMaHp,

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:

md

fr
txt

md

it
txt

md

pl
txt

md

pt
txt

md

ru
txt

md

SV
txt

md

tr
txt

md

uk
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WcTopusa nsmeHeHum

format: txt

format: md
Bepcus OnucaHue
3.05 Job6asneHa komaHaa show dpn list.

3.121.23 show dot1x

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
Tun nHTepdeiica
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

Moka3saTb cocTosiHMe KAneHTa 802.1x Ha nHTepdeiice. ns BO3IMOXHOCTU

ynpasfeHusi cocTosiHMeM kmneHTa 802.1x Ha nHTepdelice LOMKHA b6bITb

HacTpoeHa aBTopmM3aLMsa NpY NOMOLLM rpynnbl KOMaHg interface

authentication.
Het

Het

Ethernet

HeTt

(show)> dotlx[interface]

AprymeHT 3HauyeHue

OnvcaHune

interface UHTEepperic

HasBaHune nHTepdelica Ethernet. Cnucok

JOCTYMHBIX 4151 Bbl6Opa MHTepdEeincoB MOXHO

yBuaeTb BBeas koMmaHay dot1x [Tab].

(show)> dotlx [Tab]

Usage template:

dotlx [{name}]

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint

(show)> dotlx ISP

dotlx:

id: GigabitEthernet0/Vlan2
state: CONNECTING
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.02

JobaBneHa komaHaa show dot1x.

3.121.24 show drivers

Moka3aTb CMCOK 3arpy>eHHbIX ApaliBepoB siApa

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

I(shom0> drivers

(show)> drivers

module:
name: rt2860v2 sta
size: 546736
used: 0
subs: -

module:
name: rt2860v2 ap
size: 554192
used: 2
subs: -

module:
name: rndis host
size: 5024
used: 0
subs: -

module:
name: dwc_otg
size: 68416
used: 0
subs: -

module:
name: 1m
size: 1344
used: 1
subs: dwc_otg, [permanent]

Bepcus OnucaHve
2.00 JobaeneHa komaHga show drivers.
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3.121.25 show dyndns updaters

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

lMokasaTb CNNCOK AOCTYMHbLIX NocTaBLykoB DynDNS.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

UcTopuns nameHeHuii

I(shom0> dyndns updaters

(show)> dyndns updaters

updater:
type: dyndns
url: https://account.dyn.com/dns/dyndns
api: http://members.dyndns.org/nic/update
updater:
type: noip
url: https://www.noip.com/
api: http://dynupdate.no-ip.com/nic/update
updater:
type: rucenter
url: https://www.nic.ru/login/
api: https://api.nic.ru/dyndns/update
Bepcus OnucaHve
2.12 [JobaeneHa komaHaa show dyndns updaters.

3.121.26 show easyconfig status

OnucaHwne
Mpe¢ukc no

MeHsieT HacTpoWKKn

Moka3aTb COCTOsIHWNE 1 HacTpoiikn EasyConfig.

HeT

Het

MHorokpaTtHbIiA BBog, Het

CviHoncmc

Mpumep

(show)> easyconfig status

(show)> easyconfig status

easyconfig:
checked: Tue Aug 6 11:50:21 2019
enabled: yes
reliable: yes
gateway-accessible: yes
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dns-accessible: yes
host-accessible: yes
internet: yes

gateway:
interface: GigabitEthernetl
address: 193.0.175.2
failures: 0
accessible: yes
excluded: no

hosts:
host:
name: ya.ru
failures: 0
resolved: yes
accessible: yes

host:
name: nic.ru
failures: 0
resolved: no
accessible: no

host:
name: google.com
failures: 0
resolved: no
accessible: no

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 Job6asneHa komaHaa show easyconfig status.

3.121.27 show eula document

OnucaHue MokasaTb TekCT cornawleHuns EULA.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> euladocument [<«versions ][ «language;]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

version Ctpoka Bepcus EULA. Ecnn He yka3aHa, oTobpaxkaeTcs
nocniefHAsA Bepcus.
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AprymeHT 3HauyeHue OnuncaHwue
language CTpoka A3bIK EULA. Ecnu He yka3aH, oTobpaxaeTcs
Ha aHTINNCKOM fA3bIKe.
Mpumep (show)> eula document 20181001
20181001

KEENETIC LIMITED
End User License Agreement

This End User License Agreement (this “Agreement”) constitutes
a valid and binding agreement between Keenetic Limited, including
all affiliates and subsidiaries (“Keenetic”, “us”,

and You (as

defined below) of the Software (as defined below), including the
Software installed onto any one of our Keenetic products (the
“Product”) and/or the Software legally obtained from or provided

by an App Platform

(as defined below) authorised by Keenetic. Keenetic and You shall
be collectively referred to as the “Parties”, and individually

as a “Party”.

\J

v

n

llou r" or ”We" )

v

v

v

v

v

\J

(show)> eula document 20181001 ru

20181001

KEENETIC LIMITED
JInueH3noHHoe cornaweHue C KOHEeYHbIM Mofb30BaTeseM

HacToswee JIMLEH3WOHHOE COrflaWleHMe C KOHEYHbIM MOJSIb30BATENIEM »
(HacTosiwee «CornaweHue») npenctaBnfeT cobod OENCTBUTENBHOE U »
oba3aTtenbHoe cornaweHve Mexpy Keenetic Limited, Bkwo4vas Bce »
CBSi3aHHble C HeW KOMMaHuMM U BCe

eé noppa3peneHns («Keenetic», «HaM», «Haw» WAN «Mbl»), U Bamu »
(kak onmpepeneHo Huxe) o lMporpaMMHOM obecneyeHun (Kak OMpenenieHo »
HWXe), BKJoyas lMporpamMMHoe obecneyeHve, ycTaHaBIMBaAeMoe Ha siboM »

U3 MpOAYyKTOB

npoussoactBa Keenetic («MpogykT») n/unu MporpammHoe obecnedveHune, »
Nnosly4eHHoe Ha 3aKOHHbIX OCHOBAHWAX WNM npepocTaBiieHHoe Mara3uHoMm »
MNpunoxeHnn (Kak onpeneneHo HWxe), aBTopu3oBaHHOW Keenetic. »

Keenetic un Bbl BMecTe
ynoMmHaeTecb Kak «CTOpPOHb», @ MO OTAENbHOCTUM — «CTOpOHa».

WcTopus nameHeHnit |Bepcus

OnucaHue

2.15

JobaeneHa komaHaa show eula document.

3.121.28 show eula list

OnucaHue MokasaTb CNWCOK cornawleHmnin EULA, AOCTYMHbIX B CUCTEME.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc I(show)> eula list
Npumep (show)> eula list
eula:
version: 20181001
document:
lang: en
format: md
format: txt
document:
lang: ru
format: md
format: txt
document:
lang: tr
format: md
format: txt
document:
lang: uk
format: md
format: txt
NcTopus nsmeHeHum Bepcums OonucaHue

2.15 JobaeneHa komaHga show eula list.

3.121.29 show interface

OnucaHue [MokasaTb AaHHble YKa3aHHOro MHTep¢e|7|ca. Ecnv BbINONHUTDL KOMaHay 6e3
aprymMmeHTa, TO Ha 3KpaH 6y,qu BbiBe/Zl€H BeCb CINNCOK CeTeBbIX I/IHTepq)eI7ICOB.

Mpejukc no Het

MeHsieT HacTpoiikn  Het

430 CnpaBo4HuK komaHa — Speedster (KN-3010)



naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica IP
Cunoncuc (show)> interface names
AprymeHTbI AprymeHT 3HaueHue OonucaHue
name UHTepeinc MonHoe nmsa nnn nceBgoHNM UHTepderica,
nHPopMaLmMio 0 KOTOPOM TpebyeTcs
oTObpasnThb.
Mpumep Mpumep 3.1. MpocMOTpP COCTOAHMSA NOPTOB KOMMYTaTopa

Komanaa show interface BbIBOANT paznnuHyto MHGOPMaLMIO B 3aBUCMOCTH
OT Tuna uHTepodernica. B yactHocTK, AN KOMMyTaTopa GigabitEthernet0
OHa NOMMMO 06LLMX CBeAEHNI MOKa3bIBaeT TekyLLee COCTOSAHME GU3NUECKNX
NOPTOB, CKOPOCTb U AynaeKc.

(config)> show interface GigabitEtherneto@

id: GigabitEthernet0
index: 0
type: GigabitEthernet
description:
interface-name: GigabitEthernet0
link: up
connected: yes
state: up
mtu: 1500
tx-queue: 2000
port, name = 1:
id: GigabitEthernet0/0
index: 0
interface-name: 1
type: Port
link: up
speed: 1000
duplex: full
auto-negotiation: on
flow-control: on
eee: off

last-change:

4578.185413

last-overflow: 0

public: no
port, name = 2:
id: GigabitEthernet0/1
index: 1
interface-name: 2
type: Port
link: down
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last-change: 4590.205656
last-overflow: 0
public: no

port, name = 3:
id: GigabitEthernet0/2

index: 2
interface-name: 3

type: Port

link: up

role, for = GigabitEthernet0/Vlan2: inet

speed: 100

duplex: full
auto-negotiation: on
flow-control: off
eee: off

last-change: 4570.078144
last-overflow: 0

public: yes

port, name = 4:
id: GigabitEthernet0/3

index: 3
interface-name: 4

type: Port

link: down

last-change: 4590.202571
last-overflow: 0

public: no
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.00 JobaBneHa komaHaa show interface.

3.121.30 show interface bridge

OnucaHwne MNMokasaTb cocTosHME nHTepdelica MocTa.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Bridge

Cunoncuc I(shom0> interface name> bridge
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name WHTepgeiic MonHoe nMsA Nan NceBAOHUM MHTepdelica,
nHPopMaLMIO 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.
BeiBop dnemMeHT 3HauyeHue
members KopHeBoli y3en.
interface Nmsa nHTepdelica.
link CocTosiHME coeanHeHUNs nHTepdelica.
inherited Mpun3Hak HacneaoBaHMA.
Npumep (show)> interface Bridgel bridge
members:

interface, link = no, inherited = yes:
WifiMaster0/AccessPoint?2
interface, link = yes: UsbLte0

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvcaHue

2.03 Job6asneHa komaHaa show interface bridge.

3.121.31 show interface channels

OnuicaHue MNMokasaTb AaHHble 0 KaHanax ykasaHHoOro 6ecnpoBogHOro nHTepoderica.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Radio
Cunoncuc (show)> interface name> channels
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name NHTepgeiic MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHPopMaLmMio 0 KOTOPOM TpebyeTcs
0TO6pasnTb.
BoiBog dnemeHT 3HaueHue
channels KopHeBoii y3en.
channel, index |Homep 3anucu B crincke.
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S/1eMeHT

3HauyeHue

number

Homep kaHana.

ext-40-above

BO3MOXHOCTb paclumpeHuns KaHana BBepX.

ext-40-below

BO3MOXHOCTb paclwmnpeHnd KaHasia BHU3.

vhc-80

BO3MOXHOCTb paclwimpeHuns kaHana 4o 80 Mru.

Mpumep

(show)> interface WifiMaster® channels

channels:

channel, index = 0:
number: 1
ext-40-above: yes
ext-40-below: no
vht-80: yes

channel, index = 1:
number: 2
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 2:
number: 3
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 3:
number: 4
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 4:
number: 5
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 5:
number: 6
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 6:
number: 7
ext-40-above: yes
ext-40-below: yes
vht-80: yes
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channel, index = 7:
number: 8

ext-40-above: yes
ext-40-below: yes
vht-80: yes
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.03 JobaBneHa komaHaa show interface channels.

3.121.32 show interface chilli

OnucaHwue MokazaTb MHGOPMALMIO O CTAaTUCTUKE KNNEHTOB, MOAKIOYEHHbIX K XOT-CNOTY
RADIUS.

Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

(show)> interface name> chilli
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

name UHTepgeiic MonHoe nma nHTepderica nam NCeBAOHUM.
Mpumep (show)> interface Chilli0 chilli

host:
session-id:
user:
ip:
mac:
start-time:
end-time:
idle-time:
idle-time-limit:
tx-bytes:
tx-bytes-limit:
rx-bytes:
rx-bytes-limit:
tx-speed:
tx-speed-limit:
rx-speed:
rx-speed-limit:

4bf7c55f00000006
44w3cl

10.1.30.3
55:a3:f9:51:b4:11
3884

0

9

0

695682

0

1627453

0

[cNoNoNo
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JlobaBneHa komaHaa show interface chilli.

3.121.33 show interface country-codes

OnucaHue Moka3aTb CANCOK AOCTYMHbIX KAHANOB Ha paano-uHTepderice.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Radio

CuHoncuc (show)> interface name> country-codes

AprymeHTbl AprymMeHT  |3HaueHme |OnucaHue
name WHTepgpesic  |MonHOE MM UK NCEBAOHUM VHTepdelica,
VHGOPMaLMIO O KOTOPOM TpebyeTcs
oTO6pasnThb.
BeiBog, 3nemMeHT 3HaueHue

country-codes |KopHeBol y3en.

code Kog cTpaHsbl.
country HassaHwue cTpaHsbl.
NMpumep (show)> interface WifiMaster@ country-codes

country-codes:
country-code:
code: AL
country: Albania

country-code:
code: DZ
country: Algeria

country-code:
code: AR
country: Argentina

country-code:
code: AM
country: Armenia

country-code:

436 CnpaBo4HuK komaHa — Speedster (KN-3010)




naBa 3 OnncaHme KOMaHA,

code: AU
country: Australia

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.03 Job6asneHa komaHaa show interface country-codes.

3.121.34 show interface mac

OnucaHue Moka3aTtk Tabnnuy MAC-agpecoB KOMMYyTaTopa.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Switch
Cunoncuc (show)> interface name> mac
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
name NHTepgelic MonHoe nMsa Y NCceBAOHUM MHTepdeiica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.
NMpumep (show)> interface GigabitEthernet® mac
Port MAC Aging
1 20:6a:8a:1a:58:€9 1
3 cc:5d:4e:4f:aa:b2 1
3 cc:5d:4e:4f:aa:b2 3
1 01:00:5e:00:00: fc 7
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaeneHa komaHaa show interface mac.
3.121.35 show interface rf e2p
OnucaHune MokasaTb TekyLllee COAEePXKMMOE BCeX AUeeK KanbpOBOYHbIX AaHHBbIX.

MNpedukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Het

Radio

(show)>

interface name> rf e2p

AprymeHTbl

AprymeHT

3HayeHue

OonwucaHune

name

UHTEpgerc

MonHoe nma nnm nceBgoHNM UHTepdelica,
nHPopMaLmMio 0 KOTOPOM TpebyeTcs
oTObpasnThb.

Mpumep

(show)> interface WifiMaster0 rf e2p

[0x0000]

[0x0010]
[0x0018]

[0x0028]
[0x0030]

[0x0040]
[0x0048]

[0x0058]
[0x0060]

[0x0070]
[0x0078]

[0x0088]
[0x0090]

[0x00A0]
[0x00A8]

[0x00B8]
[0x00C0O]

[0x00D0]
[0x00D8]

[OxO0E8]
[0x00F0]

[0x0100]
[0x0108]

[0x0118]
[0x0120]

[0x0130]

15392
[0x0008] :
10000
10001
[0x0020] :
1 43EC
:758E
[0x0038] :
:88CC
10000
[0x0050] :
11011
11111
[0x0068] :
:00F1
10000
[0x0080] :
: FFFF
: FFFF
[0x0098] :
: FFFF
: FFFF
[0x00BO] :
: FFFF
: FFFF
[0x00C8] :
: FFFF
: FFFF
[0X0OEQ] :
: AAAA
: FFFF
[0X0OF8] :
: FFFF
: FFFF
[0x0110] :
: FFFF
: FFFF
[0x0128] :
: FFFF

042B

FFFF

FFFF

FFFF

1313

FFFF

FFFF

FFFF

FFFF

AAAA

FFFF

FFFF

FFFF

[0x0002]
[Ox000A]
[0x0012]
[0x001A]
[0x0022]
[0x002A]
[0x0032]
[0x003A]
[0x0042]
[0x004A]
[0x0052]
[0x005A]
[0x0062]
[0x006A]
[0x0072]
[0x007A]
[0x0082]
[0x008A]
[0x0092]
[0x009A]
[0x00A2]
[Ox00AA]
[0x00B2]
[0x00BA]
[0x00C2]
[0x00CA]
[0x06D2]
[0x00DA]
[Ox00E2]
[OXO0EA]
[0x00F2]
[OxO0FA]
[0x0102]
[0x010A]
[0x0112]
[0x011A]
[0x0122]
[0x012A]
[0x0132]

:0103 [0x0004]1:43EC [0x0006]:04F6
15392 [0x000C]:1814 [OxGOOE]:8001
15392 [0x0014]1:1814 [0x0016]:0000
:FF6A [0x001C]:0213 [OxGO1E]:FFFF
:FFC1 [0x0024]1:9201 [0x0026]:FFFF
:04F6 [0x002C]:052B [0Ox002E]:FFFF
14301 [0x0034]1:FF22 [0x0036]:0025
:012D [0x003C]:FFFF [0XxGO3E]:FAD9
:FFFF  [0x0044]1:FFOA [0x0046]:0000
:0000 [0x004C]:0000 [0OxOGO4E]:FFFF
:1111 [0x0054]1:1111 [06x0056]:1111
11010 [0x005C]:1010 [OXxGO5E]:1010
11211 [0x0064]1:1212 [0x0066]:1312
11413 [0x006C]:1414 [OXxOO6E]:2264
11133 [0x0074]1:0000 [0x0076]:FC62
:0000 [0x007C]:0000 [OXxOGO7E]:0000
:FFFF [0x0084]1:FFFF [0x0086]:FFFF
:FFFF  [0x008C]:FFFF [0XxGO8E]:FFFF
:FFFF  [0x0094]1:FFFF [0x0096]:FFFF
:FFFF  [0x009C]:FFFF [OXxGO9E]:FFFF
:FFFF  [0x00A4]1:FFFF [0x00A6]:FFFF
:FFFF  [Ox00AC]:FFFF [OXO@OAE]:FFFF
:FFFF [0x00B4]:FFFF [0x00B6]:FFFF
:FFFF  [0x00BC]:FFFF [0XxGOBE]:FFFF
:FFFF  [0x00C4]1:FFFF [0x00C6]:FFFF
:FFFF  [0x00CC]:FFFF [0XxO@OCE]:FFFF
:FFFF [0x00D4]:FFFF [0x00D6]:FFFF
:FFFF  [0x00DC]:FFFF [OXxQODE]:6666
16688 [OxOOE4]:AAAA [OXOOE6]:6688
16688 [OxOOEC]:AAAA [OXOOEE]:6688
:FFFF  [0x00F4]1:FFFF [0Xx00F6]:FFFF
:FFFF  [0x00FC]:FFFF [OXO@OFE]:FFFF
:FFFF  [0x0104]1:FFFF [0x0106]:FFFF
:FFFF  [0x010C]:FFFF [0x010E]:FFFF
:FFFF  [0x0114]1:FFFF [0x0116]:FFFF
:FFFF  [0x011C]:FFFF [0x0@11E]:FFFF
:FFFF  [0x0124]1:FFFF [0x0126]:FFFF
:FFFF  [0x012C]:FFFF [0x012E]:FFFF
:FFFF  [0x0134]1:FFFF [0x0136]:FFFF
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WcTopusa nsmeHeHum

[0x0138]
[0x0140]
[0x0148]
[0x0150]
[0x0158]

[0x0168]
[0x0170]

[0x0180]
[0x0188]

[0x0198]
[OxO01A0]

[0x01B0O]
[0x01B8]

[0x01C8]
[0x01DO]

[0x01EQ]
[OxO1E8]

[0x01F8]

: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
[0x0160] :
: FFFF
: FFFF
[0x0178] :
: FFFF
: FFFF
[0x0190] :
: FFFF
: FFFF
[0x01A8] :
: FFFF
: FFFF
[0x01CO] :
: FFFF
: FFFF
[0x01D8] :
: FFFF
: FFFF
[0x01F0] :
: FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x013A]
[0x0142]
[0x014A]
[0x0152]
[0x015A]

[0x016A]
[0x0172]

[0x0182]
[Ox018A]

[0x019A]
[0x01A2]

[0x01B2]
[0x01BA]

[0x01CA]
[0x01D2]

[0x01E2]
[0x01EA]

[OxO1FA]

: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
[0x0162] :
: FFFF
: FFFF
[0x017A] :
: FFFF
: FFFF
[0x0192] :
: FFFF
: FFFF
[0X01AA] :
: FFFF
: FFFF
[0x01C2] :
: FFFF
: FFFF
[0xO1DA] :
: FFFF
: FFFF
[0x01F2] :
: FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x013C]
[0x0144]
[0x014C]
[0x0154]
[0x015C]

[0x016C]
[0x0174]

[0x0184]
[0x018C]

[0x019C]
[O0x01A4]

[0x01B4]
[0x01BC]

[0x01CC]
[0x01D4]

[O0x01E4]
[0x01EC]

[0x01FC]

10000
: FFFF
: FFFF
: FFFF
: FFFF
[0x0164] :
: FFFF
: FFFF
[6x017C] :
: FFFF
: FFFF
[0x0194] :
: FFFF
: FFFF
[0x01AC] :
: FFFF
: FFFF
[0x01C4] :
: FFFF
: FFFF
[6x01DC] :
: FFFF
: FFFF
[Ox01F4] :
: FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x013E]
[0x0146]
[Ox014E]
[0x0156]
[0x015E]

[0x016E]
[0x0176]

[0x0186]
[Ox018E]

[0x019E]
[0x01A6]

[0x01B6]
[0x01BE]

[0x01CE]
[0x01D6]

[0x01E6]
[OxO1EE]

[0xO1FE]

: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
[0x0166] :
: FFFF
: FFFF
[Ox017E] :
: FFFF
: FFFF
[0x0196] :
: FFFF
: FFFF
[OXO1AE] :
: FFFF
: FFFF
[0x01C6] :
: FFFF
: FFFF
[0x01DE] :
: FFFF
: FFFF
[0x01F6] :
: FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

Bepcusa

OnucaHmne

2.04

Job6asneHa komaHaa show interface rf e2p.

3.121.36 show interface rrd

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

MNMokasaTb 3arpysky ceteBoro nHtepderica no npmHumny Round Robin

Database.
HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

(show)> interface <namesrrd «attribute> [ «details]
AprymeHT 3HauyeHue OnuncaHwue
name UHTepgeiic MonHoe nma nHTepderica nam NCeBAOHMM.
attribute rxspeed 3HayeHne T1na CKOPOCTW Nepeaaydn JaHHbIX.
txspeed
detail 0 YpoBeHb geTann3aumm 1 cekyHAa.
1 YpoBeHb geTannsaumm 2 cekyHAbl.

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA,

439



naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue
2 YpoBeHb geTannsaymm 3 ceKyHAbI.
3 YpoBeHb feTanusaumm 5 cekyHa,
4 YpoBeHb feTanusaumun 15 cekyHAa.
5 YpoBeHb getanmsaunm 30 cekyHA.
6 YpoBeHb geTannsaymm 1 MnHyTa.
7 YpoBeHb getanmsaymm 2 MUHYTHI.
8 YpoBeHb geTanusaymv 3 MUHYTHI.
9 YpoBeHb feTanusaumv 5 MUHYT.
10 YpoBeHb feTanusauymu 15 MAHYT.
11 YpoBeHb geTanusauymuv 30 MUHYT.
Mpumep (show)> interface GigabitEthernetl rrd rxspeed
data:
t: 90083.990183
v: 200880
data:
t: 90082.990128
v: 152392
data:
t: 90081.990193
v: 110976
data:
t: 90080.990142
v: 48000
data:

t: 90079.990178
v: 38366

(show)> interface GigabitEthernetl rrd txspeed

data:
t: 87771.249486
v: 148202

data:
t: 87768.248974
v: 10694

data:

t: 87765.248977
v: 19070
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data:
t: 87762.249105
v: 48909

data:
t: 87759.249105
v: 149277

(show)> interface GigabitEthernetl rrd rxspeed 1

data:
t: 90176.990054
v: 164766
data:
t: 90174.990061
v: 121828
data:
t: 90172.990052
v: 95430
data:
t: 90170.990085
v: 57559
data:
t: 90168.990119
v: 97759
VICTOpI/Iﬂ V|3MEHEHV||7| Bepcmﬂ onvicaHue
2.10 JobaeneHa komaHaa show interface rrd.

3.121.37 show interface stat

OnucaHune Moka3saTb CTaTUCTUKY NO NHTepdericy.
Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Cunoncuc (show)> interface name> stat
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name UHTepgeic MonHoe nms HTepdeinca Nnm NCeBLOHUM.
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NMpumep (show)> interface Home stat
rxpackets: 564475
rxbytes: 68729310
rxerrors: 0
rxdropped: 0
txpackets: 796849
txbytes: 870960214
txerrors: 0

txdropped: 0

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobaBneHa komaHAa show interface stat.

3.121.38 show interface wps pin
OnucaHue Moka3saTtb WPS PIN Touku gocrtyna.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbliA BBog, Het

Tun nHTepdeiica WiFi
CuHoncuc (show)>  interface name> wps pin
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name NHTepgelic MonHoe nmsa nHTepdeica nnn NCeBLOHNM.
BeiBOA, dneMeHT 3HauyeHue
pin Homep PIN.
NMpumep (show)> interface WifiMaster0/AccessPoint0@ wps pin

pin: 60180360
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

Job6aeneHa komaHaa show interface wps pin.

3.121.39 show interface wps status

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica
CuHoncuc

AprymeHTsl

BbiBOp,

Mpumep

Moka3saTb cTaTyc WPS ToukmM goctyna.

WiFi
(show)> interface names> wps status
AprymeHT 3HayeHue OnuncaHwue
name UHTepgeinc MonHoe nma nHTepderica Nam NCeBLOHUM.
onemeHT 3HauyeHue
wps KopHeBow y3en.
configured HactpoeH nn WPS pnst agaHHOI TouKkM fOCTyna.
auto-self-pin |CocTosHume pexunma auto-self-pin.
status disabled
enabled
active
direction send
receive
mode pbc
self-pin
peer
left Bpemsa g0 3aKpbITUS ceccuu B CeKyHAaX.

(show)> interface WifiMaster0/AccessPoint0 wps status

wps :
configured:

auto-self-pin:

status:
direction:

yes
yes
active
send
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mode: self-pin
left: infinite

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa show interface wps status.

3.121.40 show internet status

OnucaHue MNpoBepuTb HaNMuUKe NOAKIKYEHVS K IHTepHeTy Ha ycTponcTee. MIHAnKaTop
"VMIHTepHeT" (rnobyc) Ha Kopnyce yCTPOWCTBa ropuT, ecauv npoeepka
NOAK/IIOYEHMA K MOMYASPHbBIM CaiTamM NPOLL/Ia YCneLHo.

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CrnHoncuc I(shom0> internet status

Mpumep (show)> internet status

checked: Tue Apr 24 17:14:37 2018
reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
internet: yes

gateway:
interface: GigabitEthernetl
address: 192.168.1.1
failures: 0
accessible: yes
excluded: no

hosts:
host:
name: example.net
failures: 0
resolved: yes
accessible: yes

host:
name: google.com
failures: 0
resolved: no
accessible: no
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 JobasneHa komaHaa show internet status.

3.121.41 show ip arp

OnucaHune OTobpaxaeT cogep>xxmmoe Kewla ARP.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncmc I (show)> iparp

MNpumep (show)> ip arp
IP MAC Interface
192.168.75.209 9c:b7:0d:91:e7:31 Home
82.135.72.150 00:0e:0c:09:db:60 ISP
192.168.75.106 88:53:2e:5e:07:1d Home
192.168.75.201 7c:61:93:eb:6c:77 Home
192.168.75.203 00:19:d2:48:d6:dc  Home
10.10.30.34 a0:88:b4:40:9c:98 GuestWiFi
192.168.75.203 7c:61:93:ee:88:67 Home
192.168.75.211 00:26:c7:4a:e0:16  Home
82.138.72.163 34:51:c9:c6:53:cf ISP
192.168.75.200 60:d8:19:cb:1b:36  Home
192.168.75.204 4c:0f:6e:4b:3c:ba Home
82.138.72.129 00:30:48:89:b5:9f ISP

VICTOpI/Iﬂ V|3MEHEH|/||7| Bepcmﬂ onucaHvie
2.00 [Jlo6aBneHa komaHaa show ip arp.

3.121.42 show ip dhcp bindings

OnucaHwue Mokasatb cTtatyc DHCP server. ECnv BBINOAHUTL KOMaHAy 6e3 apryMeHTa, To
Ha 3KpaH byaeT BbiBeeH BeCb CNUCOK BblAeneHHbIX IP Ana Bcex nynos.

Mpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

Cunoncnc I (show)>  ip dhcp bindings [ «pools]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
pool Ctpoka VMg nyna.
Npumep (show)> ip dhcp bindings _WEBADMIN
lease:
ip: 192.168.15.211
mac: 00:26:c7:4a:e0:16
expires: 289
hostname: lenovo
lease:
ip: 192.168.15.208
mac: 00:19:d2:48:d6:dc
expires: 258
hostname: evo
WcTopuns nsmeHeHwnit |Bepcus onucaHue
2.00 Job6asneHa komaHaa show ip dhcp bindings.

3.121.43 show ip dhcp pool

OnuicaHue MokasaTb HPOpMaLMto 06 onpegeneHHOM nyne. ECnv BbINOAHUTE KOMaHAY
6e3 aprymeHTa, TO Ha 3KpaH byaeT BbiBefeHa nHbopmauma 060 Bcex nynax
CUCTEMBI.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CnHoncuc (show)>  ip dhcp pool [ pool>]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
pool CTpoka Vma nyna.
Mpumep (show)> ip dhcp pool 123
pool, name = 123:

interface, binding = auto:
network: 0.0.0.0/0

begin: 0.0.0.0

end: 0.0.0.0
router, default = yes: 0.0.0.0
lease, default = yes: 25200
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state: down
debug: no
VICTOleﬂ N3MeHeHUn Bepcmﬂ onvucaHue
2.03 Job6asneHa komaHaa show ip dhcp pool.

3.121.44 show ip hotspot

OnucaHue
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncurc I(Shom0> ip hotspot

Mpumep (show)> ip hotspot

host:

mac:

via:

ip:
hostname:
name:

interface:

lMoka3aTb CANCOK XOCTOB, MOAKNHOYEHHbIX K XOT-CNoTy.

24:92:0e:92:e5:44
24:92:0e:92:e5:44
192.168.1.41
android-41d997d510af8ff9

id: Bridge0

name: Home

description: Home network (Wired and wireless hosts)

expires:
registered:
access:
schedule:
active:
rxbytes:
txbytes:
uptime:
link:

ssid:

ap:
authenticated:
txrate:

ht:

mode:

gi:

rssi:

mcs:

207328
no
permit

yes

0

0

4911

up
Bewilderbeast
WifiMaster@/AccessPoint0
yes

65

20

11ln

800

-24

7
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host:
mac: 20:aa:4b:5c:09:0e
via: 20:aa:4b:5c:09:0e
ip: 192.168.1.51
hostname: Julia-PC
name:

interface:
id: Bridge0
name: Home
description: Home network (Wired and wireless hosts)

expires: 212967
registered: no
access: permit

schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 884
link: up

ssid: Bewilderbeast
ap: WifiMaster@/AccessPoint0
authenticated: yes

txrate: 130
ht: 20
mode: 1ln
gi: 800
rssi: -37
mcs: 15
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvcaHue
2.09 Job6asneHa komaHaa show ip hotspot.

3.121.45 show ip hotspot rrd

OonuncaHmne MokasaTb nHPopMaLMo 0 TpadurKe 3aperMcTpMpPOBaHHOrO XOCTa No
npuHumny Round Robin Database.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Cunoncuc I(shom0> ip hotspot @mac> rrd attribute [ «detail ]
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AprymeHTbI AprymeHT 3HaueHue OnucaHue
mac MAC-agpec MAC-agpec
3aperncTpmpoBaHHOro
XocCTa.
attribute rxspeed Tun ckopocTn nepegayn
txspeed AaHHBIX.
rxbytes
txbytes
detail 0 YpoBeHb geTanu3sauumn 1
cekyHaa.
1 YpoBeHb geTanmsaunm 2
CeKkyHAbl.
2 YpoBeHb geTtanmsaunm 3
CeKyHAbl.
3 YpoBeHb feTanusaunnm 5
CeKyHa.
4 YpoBeHb fgeTanmsayum
15 cekyHa.
5 YpoBeHb geTtanmsaymm
30 ceKkyHa,.
6 YpoBeHb geTanu3sauun 1
MUHYTa.
7 YpoBeHb geTanmsaunm 2
MUHYTBI.
8 YpoBeHb feTannsaunn 3
MUHYTbI.
9 YpoBeHb feTannsauum 5
MUHYT.
10 YpoBeHb geTanusaymn
15 MUHYT.
11 YpoBeHb geTanusaymu
30 MUHYT.
NMpumep (show)> ip hotspot a8:1e:84:85:f2:11 rrd rxspeed
data:
t: 2180.491855
v: 16298
data:
t: 2177.492050
v: 9026
data:
t: 2174.491916
v: 11450
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data:
t: 2171.491843
V: 626
(show)> ip hotspot a8:1e:84:85:f2:11 rrd txspeed
data:
t: 2228.491841
v: 952
data:
t: 2225.491920
v: 8813
data:
t: 2222.492053
v: 28746
data:
t: 2219.491845
v: 22474
(show)> ip hotspot a8:1e:84:85:f2:11 rrd rxbytes
data:
t: 2279.491860
v: 4197
data:
t: 2276.492050
v: 362
data:
t: 2273.492040
v: 14337
data:
t: 2270.491862
v: 3281
(show)> ip hotspot a8:1e:84:85:f2:11 rrd txbytes
data:
t: 2360.491865
v: 3342
data:
t: 2357.491853
v: 142
data:
t: 2354.491949
v: 3333
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WcTopusa nsmeHeHum

data:
t: 2351.491847
v: 3390
Bepcus OnucaHue
2.14 Job6asneHa komaHaa show ip hotspot rrd.

3.121.46 show ip hotspot summary

OnuncaHune

Mpejukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbI

Mpumep

MokasaTb MHPOopMaLMIO O Tpadrke HECKONBKMX 3aperncTprpOoBaHHbLIX XOCTOB
no npuHumny Round Robin Database.

(show)>  ip hotspot summary «<attribute; [ detail «detail>][ count
«count ]
AprymeHT 3HauyeHue OnuncaHwue
attribute rxspeed 3HayeHue T1Mna CKOPOCTW nepeaayv JaHHbIX.
txspeed
rxbytes
txbytes
detail 0 YpoBeHb geTannsaumm 3 ceKyHAbI.
1 YpoBeHb geTanusaumuv 60 cekyHA.
2 YpoBeHb geTanusaumu 180 cekyHA.
3 YpoBeHb getanusauun 1440 cekyHa.
count Uenoe 4ucno |KonmuectBo xocToB. ECin He ykasaHo,

0To6pa>KaeTc9| BeCb CMCOK XOCTOB.

(show)> ip hotspot summary rxspeed

t: 255

host:

active: yes
name: toshiba
rxspeed: 143964

host:

active: yes
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name:
rxspeed:

host:
active:
name:
rxspeed:

(show)> ip hotspot summary rxspeed detail 0

t: 0

host:
active:
name:
rxspeed:

host:
active:
name:
rxspeed:

host:
active:
name:
rxspeed:

(show)> ip hotspot summary rxspeed count 3

lnx
24749

yes
oneplus6
2558

yes
toshiba
186519

yes
oneplus6
94298

yes
lnx
8237

t: 255
host:
active: yes
name: toshiba
rxspeed: 390322
host:
active: yes
name: 1nx
rxspeed: 53518
host:
active: yes
name: oneplus6
rxspeed: 5284
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.14 Job6asneHa komaHaa show ip hotspot summary.
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3.121.47 show ip http proxy

OnucaHue MokasaTb ctatyc HTTP-npokcw.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(shom0> ip http proxy
Mpumep (show)> ip http proxy
proxy:
name: modem
domain: myhomemodem.keenetic.link
upstream: http://192.168.8.1:80
allow: public

ndns: yes

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.09 [JobaeneHa komaHaa show ip http proxy.

3.121.48 show ip name-server

OnucaHune

npuopuTeTa.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Moka3aTb CMMCOK TekyLLmx agpecoB DNS-cepBepoB B nopsigke ybbiBaHWs

CuHoncuc I(shom0> ip name-server
Npumep (show)> ip name-server
server:
address: 82.131.72.251
domain:
global: no
server:
address: 82.131.72.15
domain:
global: no
server:
address: 82.132.76.130
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WcTopusa nsmeHeHum

domain: zydata.ru

global: yes
Bepcus OnucaHue
2.00 Job6asneHa komaHaa show ip name-server.

3.121.49 show ip nat

OnucaHue Moka3saTe Tabanuy TpaHCAALNM CeTEBbIX aApeCoB.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
CuHoncuc (show)>  ip nat [tcp]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
tcp Kriw4yesoe Tonbko 3anucy c Tnom TCP 6yayT BbiBeAeHbI
CJ/10BO Ha 3KpaH.
Mpumep (show)> ip nat
Type | In | Source Port Destination Port Packets
| Out |
udp 10.1.30.34 6482 111.221.77.159 40005 1
111.221.77.159 40005 82.138.7.164 6482 1
udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1
tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11
udp 10.1.30.34 6482 84.201.228.162 44423 11
84.201.228.162 44423 82.138.7.164 6482 16
tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443  82.138.7.164 46655 0
udp 10.1.30.34 6482 213.199.179.158 40006 1
213.199.179.158 40006 82.138.7.164 6482 1
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

[JobaeneHa komaHaa show ip nat.

3.121.50 show ip neighbour

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

AprymeHThl

Mpumep

lMokasaTb CNMCoK O6Hapy)KEHHbIX Ha CeTeBOM ypOBHE XOCTOB.

(show)>  ip neighbour [alive]
AprymeHT |3HauyeHwue OnucaHue
alive KmioyeBoe cnoBo|[10Ka3aTb aKTUBHbIE XOCThI.

(show)> ip neighbour

neighbour:

address-family:
address: 192.

id: 1

via: b8:88:el:2b:30:af
mac: b8:88:el:2b:30:af

ipv4

168.22.16

interface: Bridge0
first-seen: 251387

last-seen: 0

leasetime: 7372

expired: no
wireless: no

neighbour:

id: 4

via: b8:88:e2:4b:30:af
mac: b8:88:e2:4b:30:af

address-family: ipv6
addresses:
address:

address: fe80::a022:a505:faeb6:c891
status: active
last-seen: 3

interface: Bridge0
first-seen: 251371
last-seen: 251371

leasetime: 0
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expired: no
wireless: no

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.10

Job6asneHa komaHaa show ip neighbour.

3.121.51 show ip policy

OnucaHue
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

MokasaTk cTatyc Nnpoduas 4ocTyna B VIHTepHer.

CuHoncuc (show)> ippolicy[«policy]
AprymeHTbI AprymeHT 3HaueHue OnucaHue

policy Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.
Mpumep (show)> ip policy

policy, name =

Policy0@, description = VPN-OpenVPN:

mark: fffffdoo

table: 42

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

172.16.3.33/32
0.0.0.0
L2TPVPN

0

boot

no

192.168.1.0/24
0.0.0.0

Home

0

boot

no
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policy, name = Policy3, description = Home:

mark: fffffdo3

table: 45
route:
destination: 10.1.30.0/24
gateway: 0.0.0.0
interface: Guest
metric: 0
proto: boot
floating: no
route:
destination: 172.16.3.33/32
gateway: 0.0.0.0
interface: L2TPVPN
metric: 0
proto: boot
floating: no
route:
destination: 192.168.1.0/24
gateway: 0.0.0.0
interface: Home
metric: 0
proto: boot
floating: no

(show)> ip policy Policy®
policy, name = Policy0:

mark: fffffdoo

table: 42
route:
destination: 0.0.0.0/0
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 10.1.30.0/24
gateway: 0.0.0.0
interface: Guest
metric: 0
proto: boot
floating: no
route:
destination: 185.230.127.84/32
gateway: 193.0.174.1
interface: ISP
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WcTopusa nsmeHeHum

metric: 0
proto: boot
floating: no
route:
destination: 192.168.1.0/24
gateway: 0.0.0.0
interface: Home
metric: 0
proto: boot
floating: no
route:
destination: 193.0.174.0/24
gateway: 0.0.0.0
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 193.0.175.0/25
gateway: 193.0.174.10
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 193.0.175.22/32
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no
Bepcusa OnucaHue
2.12 Job6asneHa komaHaa show ip policy.

3.121.52 show ip route

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

MokasaTb TekyLLyo TabnuLy MapLIpyTM3aLnn.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

I (show)>

ip route[sort«criteria «direction;]
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
direction ascending 3anuncy Tabnuvubl MapLIpyTM3auum byayTt
ynopso4eHbl N0 BO3PacTaHWUIO.
descending |3anucuw Tabanuel MapLipyTUsaummn byayT
ynopsAo4yeHbl N0 yobIBaHWIO.
criteria interface CopTupoBka 3anvcei 6yaeT ocyLecTBieHa
no uMeHun nHTepoderica.
gateway CopTunpoBKa 3anucei byseT ocyLecTBieHa
no ajpecy LLito3a.
destination |CopTupoBKa 3anucei byaeT ocyLLecTBAeHa

Mo aApecy Ha3zHayeHWs

(show)> ip route sort destination ascending

Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0
Bepcus OnucaHve

2.00 Jlo6aBneHa komaHaa show ip route.

3.121.53 show ip service

OnucaHwne

Mpedukc no

MeHsieT HacTpoWiKKn

[MokasaTb CNNCcoK OTKPbITbIX MOPTOB, NCMOJ1Ib3yeMbIX CUCTEMHbBIMA Cfly)K6aMVI.

Het

Het

MHorokpaTtHbiia BBog, Het

CuvHoncuc

Mpumep

I(shom0> ip service

(show)> ip service

service:

service-name:

Telnet

family: ipv4
protocol: tcp

port: 23
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WcTopusa nsmeHeHum

3.121.54 show

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

Mpumep

security-level: private
service:
service-name: DNS proxy
family: ipv4
protocol: udp
port: 53
security-level: protected
service:
service-name: DNS proxy
family: ipv4
protocol: tcp
port: 53
security-level: protected
service:
service-name: DNS proxy
family: ipv4
protocol: udp
port: 54321
security-level: private
Bepcusa OnucaHue
3.06 Job6asneHa komaHaa show ip service.
ipsec
MokasaTtb nHPopmaLmto o cocTosiHUK IPsec/IKE cnyx6bbl strongSwan.
HeTt
Het
HeTt

I(shom0>ipsec

(show)> ipsec
ipsec_statusall:

Status of IKE charon daemon (strongSwan 5.3.4, Linux 2.6.36, »
mips):

uptime: 6 days, since Dec 22 10:23:36 2015

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: »
0/0/0/0, scheduled: 10

loaded plugins: charon aes des shal sha2 md5 random nonce »
openssl xcbc cmac hmac attr kernel-netlink socket-default stroke »
updown eap-mschapv2 eap-dynamic xauth-generic xauth-eap »
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WcTopusa nsmeHeHum

error-notify systime-fix
Listening IP addresses:
192.168.1.1
10.10.10.15
Connections:
test: %any...ipsec.example.org IKEv2, dpddelay=10s
test: local: [ipsec.example.org] uses pre-shared key »
authentication
test: remote: [ipsec.example.com] uses pre-shared key »
authentication
test: child: 172.16.200.0/24 === 172.16.201.0/24 TUNNEL, »
dpdaction=restart
Security Associations (1 up, 0 connecting):
test[572]: ESTABLISHED 24 minutes ago, »
10.10.10.15[ipsec.example.org]...10.10.10.20[ipsec.example.com]
test[572]: IKEv2 SPIs: 00abebfc9d90flc2 i* »
3cd201ef496df75¢c r, pre-shared key reauthentication in 20 minutes
test[572]: IKE proposal: »
AES CBC=256/HMAC SHA1 96/PRF HMAC SHA1/MODP 1024/#
test{304}: INSTALLED, TUNNEL, reqid 185, ESP in UDP SPIs: »
cab9bfcf i cde23d83 o
test{304}: AES CBC 256/HMAC SHA1l 96, 10055 bytes i (164 »
pkts, 0s ago), 10786 bytes o (139 pkts, 0s ago), rekeying in 34 »
minutes

test{304}: 172.16.200.0/24 === 172.16.201.0/24
Bepcusa OnucaHue
2.06 JobasneHa komaHaa show ipsec.

3.121.55 show ipv6 addresses

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

lNMoka3saTb cnucok Tekywnx IPv6-agpecos.
Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ipv6 addresses

(show)> ipv6 addresses

address:
address: 2001:db8::1
interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fedf:aab2
interface: Home

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA, 461



462

naBa 3 OnncaHme KoMaHp,

valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:ceb5d:4eff:fed4f:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01l:db8:43:0:ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
WcTopuns nsmeHeHwnit |Bepcus onucaHue
2.00 Job6asneHa komaHaa show ipv6 addresses.

3.121.56 show ipv6 prefixes

OnucaHue
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Moka3saTb cnncok Tekywwmx IPve-npedurkcos.

CuHoncuc I(shom0> ipv6 prefixes
Mpumep (show)> ipv6 prefixes
prefix:
prefix: 2001:db8::/64
interface: ISP
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd3c:4268:1559::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd0l:db8:43::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
WcTopusa nsmeHeHunm Bepcus onwvcaHve
2.00 JobasneHa komaHaa show ipv6 prefixes.
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3.121.57 show ipv6 routes

OnucaHue MokasaTb cnncok TekyLmx IPve-mapLupyToB.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ipv6 routes
Mpumep (show)> ipv6 routes
route :
destination: 2001:db8::/64
gateway: ::
interface: Home
route :
destination: fd3c:4268:1559::/64
gateway: ::
interface: Home
route :
destination: fd01l:db8:43::/64
gateway: ::
interface: Home
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHza show ipv6 routes.

3.121.58 show kabinet status

OnucaHwue MpoBepuTb cocTosiHUE N KoOHbUrypaumto aBTopusaTopa KABINET.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(shom0> kabinet status
Mpumep (show)> kabinet status
kabinet:
enabled: yes
wan: yes

state: STOPPED
server: 10.0.0.1
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access-level: internet
protocol-version: 2

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.02 JobaBneHa komaHaa show kabinet status.

3.121.59 show last-change

OnuicaHue MokasaTb KTO 1 KOrAa nocnefHnii pas BHOCUA U3MEHEHMS B HACTPOMKMN.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (show)> last-change
Mpumep (show)> last-change
date: Thu, 12 Jul 2012 10:01:47 GMT
agent: cli
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.00 JobasneHa komaHaa show last-change.

3.121.60 show led

OonuncaHmne Moka3aTb MHPOPMaLMIO MO YKa3aHHOMY CBETOAMOAHOMY MHAMKATOPY. Ecan
BbIMNONHUTBL KOMaHAy 6€3 apryMeHTa, To Ha 3KpaH byAeT BbiBeeH BeCb CMINCOK
CBETOANOAHBIX MHAMKATOPOB Ha ycTpoicTee. Habop NHANKATOPOB 3aBUCUT
OT annapaTHOM KoHbUrypaumn.

Mpedukc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CunHoncuc (show)>  led [ name> ]

AprymeHTbI AprymeHT 3HaueHue OonucaHue

name SYS Ha3sBaHue nHAMKaTopa. Koninyectso
EN JOCTYMHbIX NHANKATOPOB 3aBNCUT OT
BbIOPaHHOrO yCTPOMCTBa.
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AprymeHT 3HauyeHue OnuncaHwue
FW_UPD

ACT ACK
WAN
DSL
WLAN
WLANS
WPS 1
WPS 2
WPS 3
WPS 4
WPS5 1
WPS5 2
WPS5 3
WPS5 4
USB_1
USB_2
LTE

Mpumep (show)> led FN_1

leds:
led, index = 0:
name: FN 1
user _configurable: yes
virtual: no

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.05 JobaeneHa komaHza show led.

3.121.61 show led bindings

OnucaHue MokasaTb ynpaBnsoLwmii 06 beKT, CBA3aHHLIN C yKa3aHHbIMU CBETOAMOAHbLIM
NHANKATOPOM. ECin BINOAHUTL KOMaHAYy 6e3 aprymeHTa, 6yeT BoiBeAeH
BeCb CMNCOK CBETOANOAHBIX UHANKATOPOB C VX YNPaBASOLWMMY 06 bEKTaMN,

MNpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOg, Het
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CuvHoncuc

(show)>  led [ <name> Jbindings

AprymeHTbI AprymeHT 3HauyeHue

OonvicaHune

name SYS

FN

HasBaHwue vHAMKaTopa. Habop A0CTYNHbIX
NHANKATOPOB 3aBUCUT OT BbIGPaHHOMO

466

yCTpPOICTBA.

FW_UPD
ACT ACK
WAN

DSL
WLAN
WLANS
wPS 1
WPS 2
WPS_3
WPS 4
WPS5 1
WPS5 2
WPS5 3
WPS5 4
USB_1
USB_2
LTE

Mpumep (show)> led bindings
bindings:

binding, index = 0:
led: SYS
user_configurable: no
active control: SystemState
default control: SystemState

binding, index = 1:
led: FN 1
user_configurable: yes
active control: UsblPortDeviceAttached
default control: UsblPortDeviceAttached

binding, index = 2:
led: FN 2
user_configurable: yes
active control: Usb2PortDeviceAttached
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default control: Usb2PortDeviceAttached

binding, index = 3:
led: ACT_ACK
user_configurable: no
active control: ButtonActivityAcknowledgement
default control: ButtonActivityAcknowledgement

binding, index = 4:
led: FW_UPD
user_configurable: no
active control:
default control:

binding, index = 5:
led: WAN
user_configurable: no
active control: WanConnected
default control: WanConnected

binding, index = 6:
led: WLAN
user_configurable: no
active control: WlanActivity
default control: WlanActivity

binding, index = 7:
led: WPS 1
user_configurable: no
active control: WlanWpslActivity
default control: WlanWpslActivity

binding, index = 8:
led: WPS 2
user_configurable: no
active control: WlanWps2Activity
default control: WlanWps2Activity

binding, index = 9:
led: WPS 3
user_configurable: no
active control: WlanWps3Activity
default control: WlanWps3Activity

binding, index = 10:
led: WPS 4
user_configurable: no
active control: WlanWps4Activity
default control: WlanWps4Activity

binding, index = 11:
led: WPS STA
user_configurable: no
active control: WstaWpsActivity
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default control: WstaWpsActivity

binding, index = 12:
led: WLAN5
user_configurable: no
active control: Wlan5Activity
default control: Wlan5Activity

binding, index = 13:
led: WPS5 1
user_configurable: no
active control: Wlan5WpslActivity
default control: Wlan5WpslActivity

binding, index = 14:
led: WPS5 2
user_configurable: no
active control: Wlan5Wps2Activity
default control: Wlan5Wps2Activity

binding, index = 15:
led: WPS5 3
user_configurable: no
active control: Wlan5Wps3Activity
default control: Wlan5Wps3Activity

binding, index = 16:
led: WPS5 4
user_configurable: no
active control: Wlan5Wps4Activity
default control: Wlan5Wps4Activity

binding, index = 17:
led: WPS5 STA
user_configurable: no
active control: WstaSWpsActivity
default control: WstaSWpsActivity

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.08 Job6asneHa komaHaa show led bindings.

3.121.62 show led controls

OonuncaHmne MokasaTb CNMCOK YNPaBASOLMNX 06 EKTOB CBETOAMOAHBIX MHANKATOPOB
cncTeMsbl. IocTynHble ynpaBastoLme 06bekTbl 3aBUCAT OT KOHPUIypaLmm
060pyAOBaHMSA.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

I(shom0> led controls

(show)> led controls

controls:
control, index = 0:
name: SystemState
short description: System state
owner: ndm
user _configurable: no

control, index = 1:
name: ButtonActivityAcknowledgement
short description: Button activity acknowledgement
owner: ndm
user _configurable: no

control, index = 2:
name: SelectedSchedule
short description: Selected schedule is active
owner: ndm
user_configurable: yes

control, index = 3:
name: SelectedWan
short description: Selected WAN interface has default »
route
owner: ndm
user_configurable: yes

control, index = 4:
name: BackupWan
short description: Backup WAN interface has default route
owner: ndm
user_configurable: yes

control, index = 5:
name: WanConnected
short description: WAN interface connected
owner: ndm
user _configurable: no

control, index = 6:
name: UsblPortDeviceAttached
short description: USB port 1 known device attached
owner: ndm
user_configurable: yes

control, index = 7:
name: Usb2PortDeviceAttached
short description: USB port 2 known device attached
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owner:
user _configurable:

ndm
yes

control, index = 8:

name: UpdatesAvailable
short description: Firmware updates available
owner: ndm
user_configurable: yes

control, index = 9:

name: OpkglLedControl
short description: OPKG LED control
owner: ndm
user_configurable: yes

control, index = 10:

name: Wlan5Activity
short description: WLAN 5GHz interface activity
owner: mt7615 ap
user _configurable: no

control, index = 11:

name: Wlan5WpslActivity
short description: WLAN 5GHz SSID 1 WPS activity
owner: mt7615 ap
user _configurable: no

control, index = 12:

name: Wlan5Wps2Activity
short description: WLAN 5GHz SSID 2 WPS activity
owner: mt7615 ap
user _configurable: no

control, index = 13:

name: Wlan5Wps3Activity
short description: WLAN 5GHz SSID 3 WPS activity
owner: mt7615 ap
user _configurable: no
control, index = 14:
name: Wlan5Wps4Activity
short description: WLAN 5GHz SSID 4 WPS activity
owner: mt7615 ap
user _configurable: no
control, index = 15:
name: WlanActivity
short description: WLAN 2.4GHz interface activity
owner: mt7615 ap
user _configurable: no
control, index = 16:

name: WlanWpslActivity
short description: WLAN 2.4GHz SSID 1 WPS activity
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owner: mt7615 ap
user _configurable: no

control, index = 17:
name: WlanWps2Activity
short description: WLAN 2.4GHz SSID 2 WPS activity
owner: mt7615 ap
user _configurable: no
control, index = 18:
name: WlanWps3Activity
short description: WLAN 2.4GHz SSID 3 WPS activity
owner: mt7615 ap
user _configurable: no
control, index = 19:
name: WlanWps4Activity
short description: WLAN 2.4GHz SSID 4 WPS activity
owner: mt7615 ap
user _configurable: no
control, index = 20:
name: WstaSWpsActivity
short description: Station 5GHz WPS activity
owner: mt7615 ap
user _configurable: no
control, index = 21:
name: WstaWpsActivity
short description: Station 2.4GHz WPS activity
owner: mt7615 ap
user _configurable: no

WcTopusa nsmeHeHum

Bepcusa OnucaHue

2.08

JobaBneHa komaHaa show led controls.

3.121.63 show log

OnuncaHwne

Moka3aTb cofep>KMoe CUCTEMHOTO XYpHaa (3anmcu, KoTopble COXPaHWANCh
B LMKMYeckom bydepe), a Takke HOBble 3anncy o Mepe 1x NocTynaeHuns.
KomaHpa paboTtaeT B GOHOBOM pexurMe, TO eCTb A0 MPUHYANTENbHON
OCTaHOBKW Nonb3oBaTteneM no Haxatuo [Ctri]+[C].

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Cunoncuc I(shom0> log [ «max-liness ] [once]
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AprymeHTbI AprymeHT

3HavyeHue

OnucaHue

max-lines

Llenoe u4ucno

Konuuectso BO3BpalllaeMbIX CTPOK /IOrOB.

once

Krno4yeBoe
CJ10BO

MokasaTbk TekyLwmii nor 1 BblnTy B CLI.

Mpumep (show)> log

Time

Message

I [Jul
I [Jul
I [Jul

STA(d8:

I [Jul
I [Jul
I [Jul

STA(d8:

I [Jul
I [Jul
I [Jul

STA(d8:

I [Jul

STA(d8:

12
12
12

b3:

12
12
12

b3:

12
12
12

b3:

12

b3:

12:08:39] radvd[228]: attempting to reread config file
08:39] radvd[228]: resuming normal operation
08:40] wmond: WifiMasterQ@/AccessPoint0O: »

12:
12:

77

12:

12

77:

12:
12:
12:
77:

12

:36:05:cl)

occurred MIC different in key handshaking.

08:40] radvd[

228]: attempting to reread config file

:08:40] radvd[228]: resuming normal operation
12:

08:41] wmond: WifiMaster@/AccessPoint0: »

36:05:c1)

occurred MIC different in key handshaking.

08:41] radvd[

228]: attempting to reread config file

08:41] radvd[228]: resuming normal operation
08:44] wmond: WifiMaster@/AccessPoint0O: »

36:05:cl)

pairwise key handshaking timeout.

:08:44] wmond: WifiMaster®/AccessPoint0: »
77:

36:05:cl1) had
deauthenticated.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

[JobaeneHa komaHaa show log.

3.121.64 show mws associations

OnucaHwne lMoka3saTb CMNCOK TOYeK JOCTYMna Ha ycunuTtene, ceasaHHoOM ¢ MIV/S
KOHTPOJIIEPOM.
MNpedukc no Het

MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuvHoncuc

Mpumep (show)> mws associations

station:

I(shom0> mws associations

mac: 51:ef:22:11:17:1a
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ap: WifiMasterl/Backhaul®
authenticated: yes

txrate: 585
rxrate: 270
uptime: 31

txbytes: 33569
rxbytes: 74324

ht: 80
mode: 1llac
gi: 800
rssi: -27
mcs: 7
txss: 2
ebf: yes
mu: yes
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvcaHue
3.01 JobaBneHa komaHaa show mws associations.

3.121.65 show mws candidate

OnucaHune Moka3aTb CANCOK KAaHANAATOB UM ONVUCaHNE ONpeseneHHOro KaHANnAaTa
no 3alaHHOMY UAeHTUdUKaTOPY.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> mws candidate [ <candidate> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
candidate CTpoka ID ycTpomictea — MAC-agpec nawm CID.
Mpumep (show)> mws candidate 50:ff:20:08:71:61
candidate:
mac: 50:ff:20:08:71:61
cid:
mode:
model:

state: DISCONNECTED

(show)> mws candidate 50:ff:20:08:71:61

candidate:
mac: 50:ff:20:08:71:61
cid: abl409a2-0f87-11e8-8f23-3d5f5921b253
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mode: ap
model: Extra (KN-1710)
state: COMPATIBLE
fw: 2.15.A.4.0-1
fw-available: 2.15.A.4.0-1
license: 273720056272398

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.15 JobaBneHa komaHaa show mws candidate.

3.121.66 show mws log

OonucaHue MokasaTb XXypHan NoAKAUYEHNM U NepexoioB OT OAHON TOUKM A0CTYNa K
apyroii B npegenax MWS. KomaHaa paboTaeT B $OHOBOM pexunme, TO eCTb
[0 NPUHYAUTENBbHOV OCTaHOBKM Nojib3oBaTeneM no Haxatuto [Ctri]+[C].

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)>  mws log [ max-lines>][once]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
max-lines Lenoe uncno |OrpaHnYeHe KOAMYeCTBa 3anncer B oTeeTe.
once Knwuyesoe MokasaTb nocieHMe 3anucK B XXypHane.
C/10B0
MNpumep (show)> mws log 1
Time Message

[Jan 17 15:04:58] : 64:a2:f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

(show)> mws log once

Time Message

[Jan 17 14:46:37] : 64:22:19:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

[Jan 17 15:04:50] : 64:22:19:51:b1:82: 50:ff:20:00:11:82 (5 »
GHz) -> disassociated

[Jan 17 15:04:58] : 64:a2:f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.15 [JobasneHa komaHza show mws log.

3.121.67 show mws member

OonucaHue Moka3aTb CMMCOK 3aXBaYeHHbIX YCTPONCTB UM OMMCaHNE OMNpesesieHHOro
yCTpOIiCTBa NO 3aaHHOMY UAeHTUUKATOPY.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  mws member [ <member> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
member Ctpoka ID yctpoiictBa — MAC-agpec nnn CID.
NMpumep (show)> mws member abl409a2-0f87-11e8-8f23-3d5f5921b253
member:
cid: abl409a2-0f87-11e8-8f23-3d5f5921b253
model: Extra (KN-1710)
mac: 50:ff:20:08:7a:6a
ip: 192.168.1.43
mode: ap
fw: 2.15.A.4.0-1
fw-available: 2.15.A.4.0-1
dual-band: yes
system:
cpuload: 3
memory: 32680/131072
uptime: 2696
rci:
errors: 0
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.15 JobaeneHa komaHaa show mws member.
3.121.68 show ndns
OnucaHue MNMokasaTb napameTpbl KeenDNS, nonyyeHHble U3 nocneHero 3arnpoca Ha

cepsep (cM. koMaHAbl ndns get-booked v ndns get-update).
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CunHoncuc I(show)> ndns
Mpumep (show)> ndns
name: testname
booked: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: yes
access: direct
ttp:
direct: yes
interface: GigabitEthernetl
address: 41.189.34.56
VICTOleﬂ U3MeHeHU Bepcuﬂ onucaHvie

2.07 JobaeneHa komaHga show ndns.

3.121.69 show netfilter

onuncaHune Moka3aTb MH$OpMaLMIo 0 paboTe ceTeBOro skpaHa. Heo6xoarmo Ans
obecneyeHns yaaneHHoM TeXnoaaep>Ku.

Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc (show)> netfilter
UcTopuns nsmeHeHnii Bepcus OonucaHue
2.00 JobaBneHa komaHaa show netfilter.

3.121.70 show nextdns availability
OnucaHwue MpoBepuTb 1 NokasaTtb AOCTYNHOCTL NextDNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc I(show)> nextdns availability
MNpumep (show)> nextdns availability
available: yes
port: 53
doh-supported: yes
doh-available: yes
WcTopuns nsmeHeHnit |Bepcus onucaHue

3.08 Job6asneHa komaHaa show nextdns availability.

3.121.71 show nextdns profiles
OnucaHune Moka3zatb npodpunn NextDNS.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> nextdns profiles
Mpumep (show)> nextdns profiles
profiles:
profile:
name: No filtering
token: 0
profile:
name: My First Configuration
token: 1f3a36
NextDns::Client: Loaded profiles.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onvcaHue

3.08 JobaeneHa komaHaa show nextdns profiles.

3.121.72 show ntce applications

OnucaHwue MokasaTb CNNCOK NPUIOXEHWIA, MOAAepXKMBaEMbIX Cyxbon NTCE.

Mpe¢ukc no Het
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CnHoncuc I(shom0> ntce applications
NMpumep (show)> ntce applications
application:
id-num: 1
short: facebook
long: Facebook
group-id: 2065
group-long: Social
groupset-id: 4
groupset-short-id: surfing

groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:
short:
long:
group-id:

Web surfing

2

magicjack

magicJack

2054

Voice over IP

0

calling

Calling and conferencing

3

itunes

iTunes

2056

Streaming

2

streaming

Video & Audio streaming

4
myspace
MySpace
2065

Social

4

surfing

Web surfing

5
facetime
FaceTime
2054
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group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

Voice over IP

0

calling

Calling and conferencing

6

truphone

Truphone

2054

Voice over IP

0

calling

Calling and conferencing

7

twitter
Twitter
2065

Social

4

surfing

Web surfing

8

xbox

XBOX gaming console
2050

Gaming

1

gaming

Gaming

9
realmedia
RealMedia
2088
Removed

5

other
Other

10

google-mail

Google Mail

2059

Mail

3

work

Work & Learn from home
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.07 [JobaeneHa komaHaa show ntce applications.

3.121.73 show ntce attributes

MokasaTb cNnCoK aTpnbyToB, NoadepXuBaemMblx cnyxo6on NTCE.

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

Het
Het

HeTt
I(shom0> ntce attributes

(show)> ntce attributes

attribute:
id-num: 1
short: encrypted
long: Indicates that the current
encrypted traffic.

attribute:
id-num: 2
short: audio
long: Indicates that the current
an audio or voice signal.

attribute:
id-num: 3
short: out

long: Indicates that the current
a landline call, e.g. a call to a home phone.

attribute:
id-num: 4
short: video
long: Indicates that the current
a video signal.

attribute:
id-num: 5
short: file-transfer
long: Indicates that the current
a file transfer.

attribute:
id-num: 6
short: web

long: Indicates that the current

connection

connection

connection

connection

connection

connection

is

is

is

is

is

is
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a surf the Internet session.

attribute:
id-num: 7
short: chat

long: Indicates that the current connection is »
a chat session.

attribute:
id-num: 8
short: mail
long: Indicates that the current connection is »
mail traffic.

attribute:
id-num: 9
short: stream
long: Indicates that the current connection is »
a continues unidirectional stream of audio and / or video.

attribute:
id-num: 10
short: android
long: Indicates that the client side uses the »
operating system Android.

attribute:
id-num: 11
short: ios

long: Indicates that the client side uses the »
operating system i0S.

attribute:
id-num: 12
short: windows-mobile
long: Indicates that the client side uses the »
operating system Windows Mobile.

attribute:
id-num: 13
short: blackberry
long: Indicates that the client side uses the »
operating system Blackberry.

attribute:
id-num: 14
short: picture
long: Indicates that the current connection »
transfers pictures.

attribute:
id-num: 15
short: ddl

long: Indicates that the current connection is »
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482

a Direct Download Hoster.

attribute:
id-num: 16
short: google
long: Indicates that the current connection is »
a Google service.

attribute:
id-num: 17
short: outlook web access
long: Indicates that the current connection »
uses the Microsoft Exchange Outlook Web Access as authentication »
mechanism.

attribute:
id-num: 18
short: amazon-cloud
long: Indicates that the current connection is »
a service of Amazon Cloud.

attribute:
id-num: 19
short: apache
long: Indicates that the server side is an »
Apache server.

attribute:
id-num: 20
short: mysql-server
long: Indicates that the server side is a MySQL »
database server.

attribute:
id-num: 21
short: mariadb-server
long: Indicates that the server side is a »
MariaDB database server.

attribute:
id-num: 22
short: ntlm

long: Current connection uses NTLM as »
authentication mechanism.

attribute:
id-num: 23
short: microsoft-windows
long: Indicates that the client side is the »
operating system Microsoft Windows.

attribute:
id-num: 24
short: chrome
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long: Indicates that the client side is the »

operating system Chrome.

attribute:
id-num: 25
short: akamai-cloud

long: Indicates that the current connection is »

a service of Akamai Cloud.

attribute:
id-num: 26
short: dox

long: Indicates that the current connection is »

DoT (DNS over TLS) or DoH (DNS over HTTPS).

attribute:
id-num: 27
short: rcs

long: Indicates that the current connection is »

RCS (Rich Communication Services).

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.07 JobaBneHa komaHaa show ntce attributes.

3.121.74 show ntce groups

OnucaHwne Moka3saTb CANCOK rpynmn, NoAgep>xxmBaeMblix cnyxooin NTCE.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ntce groups
Mpumep (show)> ntce groups
group:
id-num: 2048

long: Generic
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other

group:
id-num: 2049
long: Peer to Peer
groupset-id: 6
groupset-short-id: filetransfering

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA,

483



naBa 3 OnncaHme KoMaHp,

groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:
long:

File transfering

2050
Gaming
1
gaming
Gaming

2051

Tunnel

3

work

Work & Learn from home

2052

Business

3

work

Work & Learn from home

2053

E-Commerce

3

work

Work & Learn from home

2054

Voice over IP

0

calling

Calling and conferencing

2055

Messaging

0

calling

Calling and conferencing

2056

Streaming

2

streaming

Video & Audio streaming

2057
Mobile

484

CnpaBo4HuK komaHa — Speedster (KN-3010)



naBa 3 OnncaHme KOMaHA,

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

0
calling
Calling and conferencing

2058

Remote Control

3

work

Work & Learn from home

2059

Mail

3

work

Work & Learn from home

2060

Network Management
5

other

Other

2061

Database

3

work

Work & Learn from home

2062
Filetransfer

6
filetransfering
File transfering

2063

Web

4

surfing

Web surfing

2064

Conference

0

calling

Calling and conferencing

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA,

485



naBa 3 OnncaHme KoMaHp,

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

2065

Social

4

surfing

Web surfing

2066
Sharehosting

6
filetransfering
File transfering

2067
Deprecated
5

other
Other

2068
Industrial
5

other
Other

2069
Encrypted
5

other
Other

2070

Advertisement and Analytic Services

5
other
Other

2071

News

4

surfing

Web surfing

2072

Health and Fitness
5

other

Other

486

CnpaBo4HuK komaHa — Speedster (KN-3010)



naBa 3 OnncaHme KOMaHA,

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:
long:
groupset-id:

2073

Cloud and CDN Services

5
other
Other

2074
Navigation
4

surfing
Web surfing

2075
Finance
5

other
Other

2076

Travel and Transportation

5
other
Other

2077

Pornography

5
other
Other

2078

Books and Magazines

5
other
Other

2079

Audio Entertainment

2
streaming

Video & Audio streaming

2080
Education
5
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groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

other
Other

2081

M2M and IoT

3

work

Work & Learn from home

2082

Device Security
4

surfing

Web surfing

2083

Multimedia Service Providers
2

streaming

Video & Audio streaming

2084

Organizers

3

work

Work & Learn from home

2085

Enterprise Services
4

surfing

Web surfing

2086

App-Stores and 0S Updates
6

filetransfering

File transfering

2087
Browsers

4

surfing

Web surfing

2088
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long: Removed
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
group:
id-num: 2089
long: Moved
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
VICTOleﬂ N3MeHeHUn Bepcmﬂ onvucaHue
3.07 Job6asneHa komaHaa show ntce groups.

3.121.75 show ntce groupsets

OnucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

MNMoka3sblBaTb CMNCOK HABOPOB rpynmn, Noagep>xxmBaeMblix cnyxooin NTCE.

CuHoncue I(shom0> ntce groupsets
Mpumep (show)> ntce groupsets
groupset:
id-num: 0
short: calling
long: Calling and conferencing
groupset:
id-num: 1
short: gaming
long: Gaming
groupset:
id-num: 2
short: streaming
long: Video & Audio streaming
groupset:
id-num: 3
short: work
long: Work & Learn from home
groupset:
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id-num: 4
short: surfing
long: Web surfing

groupset:
id-num: 5
short: other
long: Other
groupset:
id-num: 6

short: filetransfering
long: File transfering

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

3.07 Job6asneHa komaHaa show ntce groupsets.

3.121.76 show ntce hosts

OnucaHwne MokasaTb CTaTUCTUKY NPUNOXEHWNIA, KOTOpble cnyx6a NTCE obHapyxuvna ans
XOCTOB.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncnc I (show)> ntce hosts

Mpumep (show)> ntce hosts

host:
mac: 04:d4:c4:54:31:12

application:
id-num: 7
short: twitter
long: Twitter
group-id: 2065
group-long: Social
groupset-id: 4
groupset-short-id: surfing
groupset-long-id: Web surfing
groupset-service-class: 2
rxbytes: 62274
txbytes: 6020

application:
id-num: 43
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short:

long:

group-id:

group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:
long:

instagram
Instagram
2065

Social

4

surfing

Web surfing
2

57606

11148

428

spotify

Spotify

2079

Audio Entertainment
2

streaming

Video & Audio streaming
2

155317

80526

438
whatsapp
WhatsApp
2055
Messaging
0

calling
Calling and conferencing
2

826

706

461
google-cloud
Google Cloud
2073

Cloud and CDN Services
5

other

Other

2

313

352

498
telegram
Telegram
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group-id:

group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:
long:
group-id:
group-long:

2055

Messaging

0

calling

Calling and conferencing
2

109895

15561

559

google-play
Google Play

2086

App-Stores and 0S Updates
6
filetransfering
File transfering
2

16736

28451

590

yandex
Yandex

2085
Enterprise Services
4

surfing

Web surfing
2

606

200

611
zendesk
ZenDesk
2052
Business
3

work
Work & Learn from home
2

101697
187527

621

slack
Slack

2064
Conference
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groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:

0

calling

Calling and conferencing
2

30568

3650

632

google-services
Google Shared Services
2085

Enterprise Services
4

surfing

Web surfing

2

614512

202174

664
microsoft-services
Microsoft Services
2085

Enterprise Services
4

surfing

Web surfing

2

20243

10699

700
fastly
Fastly
2073
Cloud and CDN Services
5
other
Other
2
14859
3147

703

cloudflare

Cloudflare

2073

Cloud and CDN Services
5

other
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groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:

group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:

Other
2
2172
3593

719
google-apis
Google APIs
2052
Business

3

work

Work & Learn from home
2

11837

7602

933

bamtech-media

BAMTech Media

2083

Multimedia Service Providers
2

streaming

Video & Audio streaming
2

4734

6006

1136
cloud-mail-ru
Cloud-Mail-Ru
2062
Filetransfer

6
filetransfering
File transfering
2

61161

86671

1281
kaspersky-services
Kaspersky Services
2082

Device Security

4

surfing

Web surfing

2
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WcTopusa nsmeHeHum

rxbytes: 40
txbytes: 70

0s-id: 3

os-long: Windows

host:
mac: 04:d4:c4:54:31:12
via: 04:d4:c4:54:31:12
ip: 192.168.11.19
hostname: MyHost
name: MyHost
interface:
id: Bridge0
name: Home
description: Home network
dhcp:
static: yes
registered: yes
access: permit
schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 9083
first-seen: 9097
last-seen: 1
link: up
auto-negotiation: yes
speed: 1000
duplex: yes
port: 2
traffic-shape:
rx: 0
tx: 0
mode: mac
schedule:
Bepcus OnucaHue
3.07 JobaBneHa komaHaa show ntce hosts.

3.121.77 show ntce oses

OnuncaHune

Mpe¢ukc no

HeTt

MNMoka3saTb CANCOK ONepaLMOHHbIX CUCTEM, MOAAePXMBaeMbIx cnyxb6om NTCE
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncue IGhom0> ntce oses
MNpumep (show)> ntce oses
0S:
id-num: 1

long: Not detected

0s:

id-num: 2
long: Other

0s:

id-num: 3

long: Windows

0s:
id-num: 4
long: Linux

0S:

id-num: 5
long: 0S X

0S:

id-num: 6
long: i0S

0S:

id-num: 7

long: Symbian

0s:
id-num: 8
long: Android

0s:
id-num: 9
long: Blackberry

0s:
id-num: 10
long: WindowsMobile

0s:
id-num: 11
long: WindowsPhone

0S:
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id-num: 12
long: Chrome

0S:
id-num: 13
long: Darwin

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

3.07 JobaBneHa komaHAa show ntce oses.

3.121.78 show ntce status

OnucaHwne MokasaTtb nHPopmaumo o cnyxbe NTCE.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I(shom0> ntce status

Mpumep (show)> ntce status

conntrack:

hosts: 2

applications: 16
applications-flows: 63
applications-events: 0
groups: 12
groups-flows: 64
groups-events: 0

memory :
applications-flows: 1512
applications-events: 0
applications: 512
groups-flows: 1536
groups-events: 0

groups: 384
hosts: 72
total: 4016
event:
count: 0
memory :
total: O
database:
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hosts: 1
applications: 54
groups: 30
attributes: 6
memory :
applications: 2372976
groups: 1318320
attributes: 263664
total: 3954960
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
3.07 JobaBneHa komaHaa show ntce status.

3.121.79 show ntp status

OnucaHue MNMoka3aTb cMcTeMHble HacTporkn NTP.

OcHOBHble cBegeHNA 0 cocTosHN NTP

©® Bpewms, npollejLlee C MOMeHTa NoCNefHelr CUHXPOHM3aL M B CEKYHAAX.
® [Ipu3HaK nocneaHein CUHXPOHU3aLNN.
© [Ipun3HaK HayanbHOM CUHXPOHMU3ALNN.
® Bpewms ycTaHOBNEHO B COOTBETCTBUMU C cepBepoM NDSS.
© Bpewms ycTaHOBNEHO NoJIb30BaTeNeM BPYUHYHO.
MNpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOA, Het

498

CuHoncnc I(show)> ntp status
Mpumep (show)> ntp status
status:
elapsed: 435146 ©
server: l.pool.ntp.org
accurate: yes ©
synchronized: yes ©
ndsstime: no @
usertime: no ©
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHaa show ntp status.
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3.121.80 show ping-check

OnucaHwne MokasaTtb nHPopmaumto o npodune Ping Check. Mpwn NCcNnonbL30BaHUK
KOMaHAbl 6e3 aprymMeHTa BbIBOAATCA AaHHble 060 BCcex Mpodunsx.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  ping-check[<«profile name>]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
profile name|CTpoka HassaHwne npoduns.
Mpumep (show)> ping-check
pingcheck:
profile: TEST
host: 8.8.8.8
port: 80
max-fails: 7
timeout: 1
mode: connect
interface: ISP
fail count: 0
status: pass
pingcheck:
profile: TEST1
mode: icmp
pingcheck:
profile: TEST2
mode: icmp
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue
2.04 Jlo6aBneHa komaHaa show ping-check.

3.121.81 show processes
OnucaHwue lMokasaTb CTaTUCTUKY NCMOJIb30BaHWA NpoLueccopa C}'Iy)K6aMI/I mnpoueccamMmn.
Mpedukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

500

I(shom0> processes

(show)> processes

process, id = NETBIOS browser:

name: nqgn

arg: -i

d

arg: 50ff20001e87

state: S (sleeping)

pid: 629
ppid: 192

vm-size: 3188 kB
vim-data: 1548 kB

vm-stk: 136
vm-exe: 4 k

kB
B

vm-1ib: 1448 kB

vm-swap: 0 k
threads: 1
fds: 15

statistics:
interval:

cpu:

service:
configured:
alive:
started:
state:

B

30

now:
min:
max:
avg:
cur:

17319.483753
0

0
0
0

yes
yes
yes
STARTED

process, id = Dns::Proxy::Policy0:
name: ndnproxy

arg: -c

arg: /var/ndnproxy Policy0.conf

arg: -p

arg: /var/ndnproxy Policy®.pid

state: S (sleeping)
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WcTopusa nsmeHeHum

3.121.82 show

OnuncaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

Mpumep

pid: 630
ppid: 192
vm-size: 1676 kB
vm-data: 504 kB
vm-stk: 136 kB
vm-exe: 108 kB
vm-1ib: 896 kB

vm-swap: 0 kB

threads: 1
fds: 10
statistics:

interval: 30

cpu:
now: 17319.483764
min: 0
max: 0
avg: 0
cur: 0

service:
configured: yes
alive: yes
started: yes
state: STARTED

Bepcusa OnucaHue
2.09 JobasneHa komaHaa show processes.
running-config

MokasaTb TekyLlme HaCTPOWKN, KOTOpble coaepXnT darin
system:running-config TOYHO Tak Xe, KaK 3TO AesiaeT KoMaHJa more.

Het
HeT

Het
I(shom0> running-config

(show)> running-config
I $$$ Model: Keenetic Start
I $$$ Version: 2.06.1
I $$$ Agent: http/rci
I $$$ Last change: Fri, 12 Jan 2017 07:23:56 GMT
system
set net.ipv4.ip forward 1
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set net.ipv4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established »

1200

set net.ipv4.netfilter.ip conntrack udp timeout 60
set net.ipv4.tcp fin timeout 30

set net.ipv4.tcp keepalive time 120

set net.ipv6.conf.all.forwarding 1

hostname Keenetic

domainname WORKGROUP
|
ntp server 0.pool.ntp.org
ntp server l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN

GuestWiFi

deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255

|
access-list WEBADMIN ISP

permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »

port eq 3389

permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

isolate-private

dyndns profile ABCD

!

dyndns profile WEBADMIN
type dyndns

!

interface GigabitEthernet0

up
I

interface GigabitEthernet0/0

switchport mode access
switchport access vlan 1

interface GigabitEthernet0/1

switchport mode access
switchport access vlan 1

interface Bridge0
name Home

description "Home network"
inherit GigabitEthernet0/Vlanl

include AccessPoint
security-level private

ip address 192.168.15.43 255.255.255.0

up

|

interface WiMax0
description Yota
security-level public
ip address auto
ip global 400

up
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interface PPTPO

!

ip
ip
ip
ip

!
ip

!

ip
ip
ip
ip

description "Office VPN"

peer crypton.zydata.ru

lcp echo 30 3

ipcp default-route

ipcp name-servers

ccp

security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe

ip tcp adjust-mss pmtu

connect via ISP

up

route 82.138.7.141 ISP auto

route 82.138.7.132 ISP auto

route 82.138.7.27 PPTPO auto

dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home

dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi

dhcp host A 00:01:02:03:04:
dhcp host B 00:01:02:03:04:
nat Home

nat GuestWiFi

05 1.1.1.1
06 1.1.1.2

ipv6 subnet Default

bind Home
number 0
mode slaac

ipv6 local-prefix default

no

ppe

upnp lan Home
torrent

rpc-port 8090
peer-port 51413

user admin

password md5 2320924ba6e5clfec3957e587a21535b
tag cli
tag cifs
tag http
tag ftp

user test

password md5 baadfb946f5d516379cfd75e31e409d9
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WcTopusa nsmeHeHum

3.121.83 show

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

tag readonly
|
service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp-client
service upnp

cifs
share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive

J

J

J

Bepcus OnucaHue

2.00 Job6asneHa komaHaa show running-config.

schedule

MNMoka3aTb NapameTpbl onpejeneHHoro pacnucaHus. Ecam sBeinonHNTE
KOMaHZAy 6e3 aprymeHTa, To 6yAeT oTobpaXKeH BeCb CMMCOK pacnmcaHnii B
cncTeme.

HeTt
Het

Het

(show)>  schedule [ <name> ]

Argument 3HauyeHue OnuncaHwue

name CTpoka Ha3BaHuve pacnuncaHus

(show)> schedule 123

schedule, name = 123:
action, type = start, left = 561514, next = yes:
dow: Tue
time: 01:29

action, type = stop, left = 564274:
dow: Tue
time: 02:15

504

CnpaBo4HuK komaHa — Speedster (KN-3010)




naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 JobaBneHa komaHaa show schedule.

3.121.84 show self-test

OonucaHue Moka3zaTb COBOKYMHYH MHGOPMALMIO O CUCTEMHOW aKTUBHOCTM. He06X0AMMO
ANst obecrneyeHVs yaaneHHON TeXnoAaepXKKN.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> self-test
WcTopuns nsmeHeHWit |Bepcus onucaHue
2.00 [obaBneHa koMmaHaa show self-test.

3.121.85 show site-survey

OnucaHue MNMoka3aTb AOCTYyMNHbIE 6eCNpPOBOAHbIE CETU.
MNpejukc no Het

MeHsieT HacTpovikm  Hert

MHorokpaTHbIi BBog, Het

Tun nHTepdeiica Radio

Cunoncuc (show)> site-survey names

AprymeHTbI AprymeHT 3HaueHue OonucaHue

name UHTepgeiic MNMonHoe nmaA nHTepdenca Nnm NCeBAOHUM.
CnncoK AOCTYMHbIX 415 Bblbopa MHTepdelicos
MO>HO YBUAETb BBeAs KOMaHAy site-survey
[Tab].

Mpumep (show)> site-survey [Tab]

Usage template:
site-survey {name}

Choose:
WifiMasterl
WifiMaster0
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(show)> site-survey WifiStation0

ESSID MAC Ch Rate Q

Gena 00:23:f8:5b:d3:f5 11 300Mbit/s 100

Keenetic-2034 00:23:f8:5b:d3:f4 11 300Mbit/s 100

Sonar 40:4a:03:b4:5d:18 4 54Mbit/s 34
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHaa show site-survey.

3.121.86 show skydns profiles

OnucaHwne BbiBecTn cnucok npodunein SkyDNS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> skydns profiles
Mpumep (show)> skydns profiles
profile:
name: Main
token: 821766297
profile:
name: Kids
token: 840106815
SkyDns::Client: Profile list is loaded.
WcTopusa nsmeHeHum Bepcus onucaHve

2.01 Job6asneHa komaHaa show skydns profiles.

3.121.87 show skydns userinfo

OnucaHune MokasaTtb nHGopmaLmto 0 nonb3oBaTtene SkyDNS.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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Cunoncuc I(shom0> skydns userinfo
Mpumep (config)> skydns userinfo
plan:
name: Premium
code: PREMIUM
SkyDns::Client: SkyDNS info is loaded.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.01 Job6asneHa komaHaa show skydns userinfo.

3.121.88 show ssh fingerprint

OnucaHue MokasaTb TekyLure kir4n SSH-cepsepa.
Mpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc I(shom0> ssh fingerprint
Mpumep (show)> ssh fingerprint
rsa: MD5:d0:b0:d4:f7:da:7b:c0:e0:d0:c8:8f:ea:85:3c:09:00
rsa: SHAL:Nhxg8KNeE62E8zAZJIngImcrJkmA
rsa: SHA256:1M7MyrIagq4qFGT/dyF/t8TbJk5tCzreeGuh03zaydu4
ecdsa: »
MD5:a6:db:b4:fb:3c:b9:ae:31:ca:6d:ca:ed:62:73:a5:7e
ecdsa: SHA1l:ndWg/dx/dP/P8rMkJcVC3XB8nFo
ecdsa: »
SHA256 : Wp1K9d8MsquQBt1BeB1pV1yKdCN1Vay3BtBWbjOxs+0
NcTopusa nsmeHeHum Bepcus onucaHuve

2.12 Job6asneHa komaHaa show ssh fingerprint.

3.121.89 show sstp-server

OnucaHwue lNoka3saTb TekyLMe NoakItoYeHns K cepsepy SSTP.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc I(shom0> sstp-server
Mpumep (show)> sstp-server
enabled: yes
ndns-name: mymy.keenetic.link
has-ndns-certificate: yes
tunnel:
clientaddress: 172.16.3.33
username: mymy
uptime: 29
statistic:
rxpackets: 121
rx-multicast-packets: 0
rx-broadcast-packets: 0
rxbytes: 14715
rxerrors: 0
rxdropped: 0
txpackets: 78
tx-multicast-packets: 0O
tx-broadcast-packets: 0
txbytes: 48265
txerrors: 0
txdropped: 0
timestamp: 104530.202229
last-overflow: 0.000000
VICTOleﬂ U3MeHeHU Bepcuﬂ onucaHvie
2.12 Jlo6baBneHa komaHza show sstp-server.
3.121.90 show system
OnucaHwune MokasaTb 0bLLee COCTOSIHME CUCTEMBI.

OCHOBHbIe cBeAeHNA 0 COCTOSAHUN CUCTEMbI

©® 3arpyska LieHTpanbHOro npoueccopa, B NpoLeHTax.

® VIHbopmMaLWs 0 3aHATON N NMEKLLENCA B HaIMYUW NaMATy, B
KmnnobarTax

©® ViHbopmauus 06 ucnonb3oBaHUK daliia NoAKaydku, B kunobarrtax.

® Bpewms paboTbl CUCTEMbI C MOMEHTA 3anycka, B CekyHJaax.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Het

MHorokpaTtHbiia BBog, Het

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I(shom0> system

(config)> show system

hostname: Undefined
domainname: WORKGROUP
cpuload: 0 ©
memory: 13984/28976 ©

swap: 0/0 ©

uptime: 153787 O

Bepcus

OnucaHune

2.00

Jlo6aBneHa komaHza show system.

3.121.91 show system cpustat

OnucaHwue
Mpejukc no

MeHsieT HacTpoiKmn

Het

HeTt

MHorokpaTtHbiiA BBog Het

CvHoncuc

Mpumep

MokasaTb cBeAeHMSA 06 NCNONb30BaHNN npoueccopa yCTpOVICTBa.

I(shom0> system cpustat

(show)> system cpustat

interval: 36

busy:
cur: 1
min: 0
max: 11
avg: 2
user:
cur: 0
min: 0
max: 10
avg: 1
nice:
cur: 0
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WcTopusa nsmeHeHum

(<]

min:
max:
avg:

[N}

system:
cur:
min:
max:
avg:

ONOOO

iowait:
cur:
min:
max:
avg:

[cNoNoNo]

irq:
cur:
min:
max:
avg:

[cNoNoNo]

sirq:
cur:
min:
max:
avg:

[cNoNoNo]

Bepcusa OnucaHue

2.09 Job6asneHa komaHaa show system cpustat.

3.121.92 show tags

OnucaHue lNMokasaTb AOCTYMHbIE MONbL30BaTe/IbCKME TEru.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> tags

(show)> tags

tag: cli

tag: readonly
tag: http-proxy
tag: http

tag: printers
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tag: cifs

tag: ftp

tag: ipsec-xauth

tag: ipsec-12tp

tag: opt

tag: sstp

tag: torrent

tag: vpn
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

2.00 JobasneHa komaHaa show tags.

3.121.93 show threads
OnucaHue lNMokasaTb CNUCOK aKTVBHbLIX MOTOKOB B NDM.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> threads

(show)> threads

lock list complete:

lock list complete:

thread:
tid: 518
yes
locks:
statistics:
interval: 30
cpu:
now:
min:
max:
avg:
cur:
thread:
tid: 519
yes
locks:
statistics:
interval: 30

name: Cloud agent service

17771.481435
0

0
0
0

name: FTP brute force detection
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cpu:
now: 17771.481440
min: O
max: O
avg: 0
cur: 0
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.09 JobaBneHa komaHaa show threads.
3.121.94 show torrent status
OnucaHue MNoka3aTb cocTosiHMe KnneHTa BitTorrent.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
CuHoncuc I (show)>  torrent status
Mpumep (show)> torrent status
state: running
rpc-port: 8090
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.03 JobaBneHa komaHaa show torrent status.
3.121.95 show upnp redirect
OnucaHwue MokasaTb Npaswnna TpaHcaauMy noptos UPnP. Ecin BLIMOAHNTL KOMaHAY
6e3 aprymeHTa, TO BeCb CNNCOK NpaBua TpaHCSaLUK byaeT BbiBeAeH Ha
3KpaH.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuvHoncuc

I (show)>  upnp redirect [( protocol> <interfaces ports) | <index> ]
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
protocol tcp Ha skpaH 6yayT BbiBeAeHbl Nnpasuna TCP
udp Ha skpaH 6yayT BbiBegeHbl npasuna UDP.

interface UHTepgeic Ha skpaH 6yayT BbiBeAeHbI NpaBuia C
yKa3aHHbIM NHTepdencom.

port lenoe umcno |Ha skpaH 6yayT BbiBefieHbl NpaBuia ¢
yKa3aHHbIM MOPTOM.

index lenoe umcno |Ha skpaH 6yaeT BbiIBeAEHO NPaBUIO C

YKa3aHHbIM NOpPAAKOBbIM HOMEPOM.

(show)> upnp redirect udp ISP 11175

entry:
index: 1
interface: ISP
protocol: udp
port: 11175
to-address: 192.168.15.206
to-port: 11175

description: Skype UDP at 192.168.12.286:11175 (2024)

packets: 0
bytes: 0
Bepcusa OnucaHve
2.00 [JobasneHa komaHaa show upnp redirect.

3.121.96 show version

OnucaHwne
Mpe¢ukc no

MeHsieT HacTpoWiKKn

Moka3aTb BepCUio MUKPOMPOrpamMMbl.

HeT

Het

MHorokpaTtHbIiA BBog, Het

CviHoncumc

Mpumep

I(shom0> version

(show)> version

release: 2.10.C.1.0-0
arch: mips

ndm:
exact: 0-d32118a
cdate: 11 Dec 2017
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bsp:
exact: 0-cbe0525
cdate: 11 Dec 2017

ndw:
version: 4.2.3.92
features: »
wifi button, flexible menu,emulate firmware progress
components: »
ddns,dotlx,interface-extras,miniupnpd, nathelper-ftp,
>
nathelper-pptp,nathelper-sip,ppe,trafficcontrol,
>
cloudcontrol, base, components, corewireless,dhcpd, 12tp,

>

igmp,easyconfig, pingcheck, ppp, pptp, pppoe, ydns

manufacturer: Keenetic Ltd.

vendor: Keenetic
series: KN

model: Start (KN-1110)

hw version: 10118000

hw id: KN-1110
device: Start

class: Internet Center

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobaBneHa kKomaHAa show version.

3.121.97 show vpn-server

OnucaHue lNoka3saTb TekyLmMe nogkntoyveHus K cepsepy VPN.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(Shom0> vpn-server

Mpumep (show)> vpn-server

tunnel:
clientaddress: 172.16.1.33
username: test
uptime: 3

statistic:
rxpackets: 51
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rx-multicast-packets: 0
rx-broadcast-packets: 0
rxbytes: 5440
rxerrors: 0
rxdropped: 0
txpackets: 46
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 9229
txerrors: 0
txdropped: 0
timestamp: 146237.254244
last-overflow: 0.000000

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobasneHa komaHaa show vpn-server.

3.122 skydns

OnucaHue JocTyn K rpynne KOMaHA A8 HaCcTponku napameTpoB SkyDNS.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (skydns)

CuHoncuc (config)>  skydns
WcTopuns nsmeHeHunit |Bepcus onucaHue
2.01 Job6asneHa komaHaa skydns.

3.122.1 skydns assign

OnucaHwne Ha3HauunTb TokeH anga xocta (MAC-agpeca).
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

CuHoncnc I (skydns)>  assign (mac> <token> | <tokens)

I (skydns)> no assign [ wmac> ]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-appec MAC-azgpec, KOTOPOMY Ha3HaYaeTCsA TOKEH.
token Uenoe uyncno |VaeHTUPUKALMOHHbIA HOMep Nnpoduns
dunbTpaumn.
WcTopuns nsmeHeHunit |Bepcus onucaHue
2.01 JobasneHa komaHaa skydns assign.

3.122.2 skydns check-availability

OnucaHwue MpoBepuUTb JOCTYMHOCTb CYX6bI SkyDNS.

MNpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (skydns)>  check-availability
Mpumep (skydns)> check-availability
available
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.06 Job6asneHa komaHaa skydns check-availability.

3.122.3 skydns enable

OnucaHune Brntoumntb cnyx6y SkyDNS.

KomaHza c nped1KcomM no ocTaHaBNNBAET CAyX6by.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (skydns)>  enable
I (skydns)> no enable
MNpumep (skydns)> enable

SkyDns::Client: SkyDNS is

enabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.01 [JobaeneHa komaHaa skydns enable.

3.122.4 skydns login

OnucaHune YKaszaTb NOrMH AN y4eTHoW 3anmncn SkyDNS.

KomMaHgza ¢ npedpurkcom no c6packiBaeT BCe HACTPOMKM YYETHOW 3anmncu.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (skydns)>  login <logim [ password>]
(skydns)> no login
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
login Crpoka JlornH yueTtHow 3anucu SkyDNS.
password Ctpoka Maponb yyeTHo 3anucu SkyDNS.
Mpumep (skydns)> login test_user 1234
VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie
2.01 Job6aeneHa komaHaa skydns login.

3.122.5 skydns password

OnucaHue YKa3aTb Naponb Ans ydeTHoW 3anncn SkyDNS.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbI BBOA, HeT

CuHoncuc (skydns)>  password passwords
(skydns)> no password
AprymeHTbI AprymMeHT  |3HaueHme |OnucaHue
password Crpoka Maponb yyeTHoOW 3anucu SkyDNS.
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Mpumep (skydns)> password 7654
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.01 Job6asneHa komaHaa skydns password.

3.123 snmp community

OnucaHwue 3azaTb HoBoe nMs ana SNMP coobuiectBa. 1o ymMon4aHmMio, MCNONb3yeTCcs
CTaHAapTHOe nms public.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoAYaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)>  snmp community «community>

(config)> no snmp community

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

community CTpoka HoBoe Ha3BaHue coobuiecTBa.

Mpumep (config)> snmp community Co_test
Snmp: :Manager: SNMP community set to "Co test".
(config)> no snmp community
Snmp: :Manager: SNMP community reset to "public".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobaBneHa kKOMaHAa shmp community.

3.124 snmp contact

OnucaHwue MpnceBouTb KOHTakTHOE UMA SNVIP areHTy. [0 yMONYaHMIo MA He
ornpegeneHo.

KomaHga ¢ npedrnkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

(config)>  snmp contact «contact>

(config)> no snmp contact

AprymeHT 3HauyeHue OnuncaHwue

contact Crtpoka KoHTakTHas nHdopmauma SNVP.

(config)> snmp contact Cont_test

Snmp: :Manager: SNMP contact info set to "Cont test".
(config)> no snmp contact

Snmp: :Manager: SNMP community info reset.

Bepcus OnucaHue

2.08 JobasneHa koMaHAa snmp contact.

3.125 snmp location

OnuncaHwune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YKasatb pacrnosioxeHune SNVP areHTa. [10 yMon4aHUIO pacnonoxXeHve He
orpegeneHo.

KomaHgaa ¢ npedrKcoM no yaanset HaCTPOKY.
[Ja

Ja

Het

(config)>  snmp location <location

(config)> no snmp location

AprymeHT 3HayeHue OnuncaHwue

location CTpoka PacnonoxeHwve SNMP ycTpoicTBa.

(config)> snmp location Odintsovo

Snmp: :Manager: SNMP device location set to "Odintsovo".
(config)> no snmp location

Snmp: :Manager: SNMP device location reset.

Bepcus OnucaHue

2.08 JobasneHa komaHaa snmp location.
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3.126 sstp-server

OnucaHwue JocTtyn K rpynne KoMaHA AN HAaCTPOMKM NapaMeTpoB cepBepa SSTP.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (sstp-server)

CuHoncuc (config)> sstp-server
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.12 JobaBneHa KoMaHaa sstp-server.

3.126.1 sstp-server dhcp route

OnucaHwue Ha3HaunTb MapLupyT, nepegaBaemblii Yepes cooblieHns DHCP INFORM,
KnueHtam SSTP-cepsepa.

KomaHza c nped1KcomM no 0TMeHsIeT NoslyYeHne ykazaHHOro MapLupyTa.
Ecnv BBeCcTV KOMaHAy 6e3 apryMeHToB, 6yieT OTMEHEHO NoJyYeHre BCexX
MapLUpyTOB.

Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (sstp-server)>  dhcp route caddress» anask»
(sstp-server)> no dhcp route [ «addresss anasks ]
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
address IP-appec AJfpec ceTeBOro KaneHTa.
mask IP-macka Macka ceTeBoro knmeHTa. CyllecTByeT ABa
cnocoba BBOAA MacKW: B KAHOHNYECKOW
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOV ANMHBI NpedurKca (Hanpumep, /24).
Mpumep (sstp-server)> dhcp route 192.168.2.0/24

SstpServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(sstp-server)> no dhcp route
SstpServer: :Manager: Cleared DHCP INFORM routes.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.12

[JobaeneHa komaHaa sstp-server dhcp route.

3.126.2 sstp-server interface

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

CesizaTb cepBep SSTP € yKaszaHHbIM nHTepdericom.

KomaHza c nped1Kcom no paspbiBaeT CBs3b.

Ja
Aa

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

(sstp-server)>

interface <interfaces

(sstp-server)> no interface

AprymeHT

3HavyeHue

OnucaHue

interface

UHTeppenc

MonHoe nmsa nHTepdeinca nam NCeBLOHNM.
CrnncoK AOCTYMHbIX NHTepdelicoB MOXHO
yBUAETb C MOMOLLbIO KOMaHAbI interface
[Tab].

(sstp-server)> interface [Tabl]

Usage template:
interface {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl

GuestWiFi

(sstp-server)> interface Bridge0
SstpServer: :Manager: Bound to Bridge0.

Bepcus

OnucaHune

2.12

JobaBneHa KkomaHaa sstp-server interface.
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3.126.3 sstp-server ipvécp

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Bkntountb nogaepxky IPv6. ina kaxaoro SSTP-cepBepa co34atoTcs
DHCP-nynbl IPv6. Mo ymMon4aHmio HacTporKa OTK/OYeHa.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxky IPv6.
Ja
Ja

Het

I (sstp-server)>  ipvécp

I (sstp-server)> no ipvécp

(sstp-server)> ipvé6cp
SstpServer: :Manager: IPv6 control protocol enabled.

(sstp-server)> no ipvécp
SstpServer: :Manager: IPv6 control protocol disabled.

Bepcus OnucaHve

3.00 JobaBneHa koMaHaa sstp-server ipvecp.

3.126.4 sstp-server Icp echo

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

OnpeaenuTb Npasuaa TecTupoBaHus SSTP-noaxknto4veHnin cpegcteamm LCP
echo.

KomaHga ¢ npedpurkcom no oTkntovaeT LCP echo.

Ja

Ja

Het

(sstp-server)>  lcp echo <intervals «count> [adaptive]

(sstp-server)> no lcp echo

AprymeHT |3HauyeHmne OnuncaHwue

interval |Yenoe uucno VHTepBan Mexay oTrnpaskamu LCP echo,
B cekyHAax. Ecnin B TeyeHume yka3zaHHOro
VHTepBasa BpemMeHu oT yaaneHHow
CTOPOHBI He 6bia1 nonyyeH LCP 3anpoc, e
6yAeT oTnpaBAeH Takol 3anpoc C

oxunaaHnem oteeTa LCP reply.
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AprymeHT |3HauyeHune OnuncaHwue

count Lenoe uucno Konwn4yectBo oTnpaB/ieHHbIX NOAPSAA,
3anpocoB LCP echo Ha KoTopble He 6bin
nony4veH oteeT LCP reply. Ecav count
3anpocoB LCP echo ocTanuck 6e3 oTBeTa,
coefiHeHMe byaeT pa3opBaHo.

adaptive |Kmwouyesoe cnoso |Pppd 6yaeT oTnpaenaTk 3anpoc LCP echo
TOJIbKO B TOM CJly4ae, eCiv OT yAaneHHoro
y3na HeT Tpaduka.

Mpumep (sstp-server)> lcp echo 5 3
SstpServer: :Manager: LCP echo parameters updated.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.12 [Jlo6aBneHa komaHga sstp-server Icp echo.

3.126.5 sstp-server Icp force-pap

OnucaHue MpUHYAMTENBHO NCNOB30BaTh PeXnM ayTeHTUduKaumm PAP ans cepeepa
SSTP.
KomaHga ¢ npedurkcom no oTkAYaeT NPpUHYAUTENbHOE UCMOb30BaHe
PAP.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het

CuHoncuc I (sstp-server)>  lcp force-pap

I (sstp-server)>no lcp force-pap

Mpumep (sstp-server)> lcp force-pap
SstpServer: :Manager: Forced PAP-only authentication.

(sstp-server)> no lcp force-pap
SstpServer: :Manager: Disabled forcing PAP-only authentication.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

3.05 JlobaBneHa komaHAa sstp-server Icp force-pap.
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3.126.6 sstp-server mru

OnucaHue YcTaHoBUTL 3HaveHue MRU koTopoe byaeT nepeaaHo SSTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HAaUEHME MO YMOAYAHUNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc (sstp-server)>  mruwalue»
(sstp-server)> no mru

AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne

value lenoe 4ucno |3HauveHve MRU. MoXeT MpUHMMaTL 3HaYeHNs

B npegenax oT 128 o 1500 BkAoUMTEIbHO.

Mpumep (sstp-server)> mru 200

SstpServer: :Manager: MRU set to 200.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.12 JobaBneHa KOMaHAa sstp-server mru.

3.126.7 sstp-server mtu

OnucaHue YcTaHOBUTbL 3HaueHve MTU, koTopoe byaeT nepegaHo SSTP-cepsepy. Mo
YMONYaHWIO NCMOJIb3yeTcsd 3HaueHve 1350.

KomaHga ¢ npedurkcom no ycTaHaB/AIMBAET 3HaUEHME MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

Cunoncuc (sstp-server)>  mtu walue»
(sstp-server)> no mtu
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
value Lenoe 4ucno |3HauveHwe MTU. MOXeT NPUHUMATb 3HaYeHNs
B npegenax oT 128 o 1500 BkAOUYMTENBHO.

524 CnpaBo4HuK komaHa — Speedster (KN-3010)




naBa 3 OnncaHme KOMaHA,

Mpumep (sstp-server)> mtu 200
SstpServer: :Manager: MTU set to 200.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.12 JobaBneHa KoMaHaa sstp-server mtu.

3.126.8 sstp-server multi-login

OnucaHue PazpewnTb nogkntoveHme K cepepy SSTP HeCKoNbKMX Nob30BaTenei ¢
OZlHOTO aKKayHTa.

KomaHga ¢ npedrnKcom no oTKIUaeT 3Ty BO3MOXHOCTb.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (sstp-server)>  multi-login

I (sstp-server)> no multi-login
Mpumep (sstp-server)> multi-login

SstpServer: :Manager: Enabled multiple login.
VICTOleﬂ N3MeHeHUun Bepcmﬂ onucaHvie

2.12 JobaBneHa koMmaHaa sstp-server multi-login.

3.126.9 sstp-server pool-range

OnucaHwue HasHaunTb Nyn agpecos A/S K/INEHTOB, NOAKM0YaLLNXCA K cepBepy SSTP.
Mo ymonuaHuo ncnonb3yetcs pasmep nyna 10.

KomaHaa ¢ npepurkcom no yaansert nyn.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (sstp-server)> pool-range <begin [«size>]

I (sstp-server)> no pool-range
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
begin IP-apgpec HauanbHbI agpec nyna.
size lenoe 4ucno |Pasmep nyna.
NMpumep (sstp-server)> pool-range 192.168.1.22 7
SstpServer: :Manager: Configured pool range 192.168.1.22 to »
192.168.1.28.
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue
2.12 Jlo6aBneHa koMmaHga sstp-server pool-range.

3.126.10 sstp-server static-ip

OnucaHune Ha3HaunTb NOCTOAHHbIN IP-a,a,pec nosib3oBaTento. [Nonb3oBaTe b B CMCTEME
AOJ/IXeH NMeTb MeTKY sstp.

KomaHga ¢ npedunkcom no yaanset npuBa3Ky.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOA, [a

CuHoncuc (sstp-server)>  static-ip <name> <address»
(sstp-server)> no static-ip name»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka JTorvH.
address IP-agpec HasHauaembiln IP-agpec.
Mpumep (sstp-server)> static-ip admin 192.168.1.22
SstpServer: :Manager: Static IP 192.168.1.22 assigned to user »
"admin".
VlCTOleﬂ U3MeHeHU Bepcmﬂ onvicaHue
2.12 Jlo6aBneHa KkoMaHaa sstp-server static-ip.

3.127 system

OonucaHue [oCTyn K rpynne KOMaHz ANst HACTPONKM rNobanbHbIX NapameTpoB.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het

Bxo)xaeHue B rpynny (system)

Cunoncuc (config)>  system
UcTopus nsmeHeHnii Bepcus OonucaHue
2.00 JlobaBneHa KoMaHaa system.

3.127.1 system button

OonuncaHmne HacTpouTb KHOMKM Ha KOpMyce yCTPONCTBA Ha BbIMO/IHEHWE onpeAeneHHbIX
AenctBuii. Habop 06paboTUMKOB 3aBMCUT OT annapaTHom KoHGuUrypaumm v
YCTaHOBNEHHbIX MOAYNe.

KomaHaa ¢ npedurKcomM no oTMeHsIeT HaCTPONKY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (system)>  button <buttons on actions do <handlers
(system)> no button <button
AprymeHTbI AprymeHT  |3HaueHue OnucaHue
button RESET KHonka cbpoca.
WLAN KHonka WLAN.
action click OANHOYHBI KNVK.
double-click JIBOVIHOW KWK,
hold HaXaTb 1 yaepXnBaTb B

TeyeHwue 3 cekyHZA. KHormky
RESET yaep>XxnBaeTca B

TeyeHune 10 cekyHA.

handler FactoryReset Cbpoc cncTemMbl B 3aBOACKME
3HaYeHs rno yMoNYaHWIo.
Reboot lMepesarpyska cucTemsl.
WifiToggle BknroyveHwne/BbIKIIOYEHNEe
Wi-Fi.
WifiGuestApToggle BknroyeHve/BbIKIrOUEHWE

roctesoro Wi-Fi.
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AprymeHT 3HauyeHue OnuncaHwue

WpsStartMainAp 3anyctutb WPS (TON1IbKO AN
2,4TTw).

WpsStartMainAp5 3anyctutb WPS (Tonbko ana 5
u).

WpsStartAllMainAp 3anyctnte WPS (Bce nonocel
YacToThl).

Npumep (system)> button WLAN on double-click do WifiGuestApToggle

Peripheral: :Manager: "WLAN/double-click" handler set.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Job6asneHa koMmaHaa system button.

3.127.2 system clock date

OnucaHmne YCTaHOBUTb CUCTEMHbIE AaTy 1 BpeMs.
MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CnHoncmc (system)> clock date «date-and-time>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
date-and-time |CTpoka Tekywas gata n spemsa B popmate DD MM
YYYY HH:MM:SS.
Mpumep (system)> clock date 18 07 2012 09:52:33
System date and time has been changed.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobasneHa koMmaHaa system clock date.

3.127.3 system clock timezone

OnucaHwue YCTaHOBUTb 4YaCcOBOI NOSIC CUCTEMBI.

KomaHza ¢ npe¢prkcom no yctaHaB/MBaeT YacoBOWM MOAC MO YMOSYaHWIO
(GMT).

Mpedukc no Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (system)>  clock timezone <locality»
(system)> no clock timezone <locality»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
locality CTpoka HasBaHue ropoja, 0603Ha4atoLLero 4acoBoi
nosc.
Mpumep (system)> clock timezone Dublin
the system timezone is set to "Dublin".
NcTopusa nsmeHeHum Bepcus onucaHue

2.00 JobaBneHa komaHaa system clock timezone.

3.127.4 system configuration factory-reset

OnucaHwue BoccTaHOBUTL 3aBOACKME HACTPONKN AN BCEX PEXNMOB.
MNpedukc no Het
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncuc I(system)> configuration factory-reset
NMpumep (system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »
defaults.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa komaHaa system configuration
factory-reset.

3.127.5 system configuration save
OnucaHue CoXpaHUTb CUCTEMHbIE HAaCTPOMKM.
Mpejukc no Het

MeHsieT HacTpouikm  /[la
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MHorokpaTtHbIiA BBOg, Het

CnHoncuc I(system)> configuration save

NMpumep (system)> configuration save
Saving configuration.

WcTopuns nsmeHeHnit |Bepcus onuvcaHue

2.05.B.1 JobasneHa KoMmaHaa system configuration save.

3.127.6 system debug

OnucaHue BkarounTb otnagky cmctemsl. 10 ymonyaHuo napamMeTp OTKIOYEH.
KomaHga ¢ npedrkKcom no oTKA0YaeT HaCTPOKKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc I (system)>  debug

I (system)> no debug
Mpumep (system)> debug

Core::Debug: System debug enabled.
WcTopus nsmeHeHum Bepcus onucaHue

2.03 JlobaBneHa komaHAa system debug.

3.127.7 system description

OnucaHue 3ajaTb onvcaHme CMCTEMbI B BUAE NPON3BONIbLHOW CTPOKN. 10 yMOAYaHWIO
ncnonb3yeTcs cTpoka Speedster (KN-3010).

KomaHga ¢ npedumkcom no Bo3BpaLlaeT onmcaHne rno yMoadaHuio.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (system)> description «description
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(system)> no description

AprymeHTbI AprymeHT 3HayeHue |OnucaHue
description CTpoka OnvcaHue cncTeMbl ANMHOM He 6onee 256
6anir.
Mpumep (system)> description DEVICE

Core::System::Info: Description saved.

(config)> show version

manufacturer:
vendor:
series:
model:

hw version:
hw_id:
device:
class:
region:
description:

Keenetic Ltd.
Keenetic

KN

Ultra (KN-1810)
10188000
KN-1810

Ultra

Internet Center
RU

DEVICE

(config)> show running-config

set vm.swappiness 60

set vm.overcommit memory ©

set vm.vfs cache pressure 1000
set dev.usb.force usb2 0
domainname WORKGROUP

hostname Keenetic Ultra
description DEVICE

(system)> no description
Core::System::Info: Description reset to default.

(config)> show version

manufacturer:

Keenetic Ltd.
vendor: Keenetic
series: KN

model: Ultra (KN-1810)
hw_version: 10188000
hw id: KN-1810
device: Ultra
class: Internet Center
region: RU
description: Keenetic Ultra (KN-1810)
WcTopusa nsmeHeHuim Bepcus onvcaHue

2.15

JobasneHa komaHaa system description.
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3.127.8 system domainname

OnucaHune MprcBonTb cncTEME AOMEHHOE VMS.

KomaHga ¢ npedunkcom no yaanseT JOMeHHOe NMS.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (system)>  domainname <domain»
(system)> no domainname
AprymeHTbI AprymeHT |3HaueHme |OnucaHme
domain CTpoka JomMmeHHOoe nwvs.
Mpumep (system)> domainname zydata
Domainname saved.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.00 JobasneHa KomaHaa system domainname.

3.127.9 system hostname

OnucaHwue YcTaHOBUTL CUCTEMHOE UMSA XOCTa. MIMA XoCTa ncnonb3yetca AN
naeHTndbmKaLmm yana B cetu. 370 HeEOOX0ANUMO A5t obecneveHns paboThbl
HeKOTOPbIX BCTPOEHHbIX C/lyX6, Takux Kak CIFS.

KomaHga ¢ ﬂpeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHWe Nno yMoa4aHumto,
3aBucqdLlee OoT Ha3BaHA MO4ENN yCTpOVICTBa.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIia BBog, Het

Cunoncnc (system)>  hostname chostname>
(system)> no hostname
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
hostname CTpoka MIMsa xocTa cuctembl.
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naBa 3 OnncaHme KOMaHA,

Mpumep (system)> hostname KN1010
Core::System::Hostname: The host name set.

(system)> no hostname
Core::System::Hostname: The host name reset.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHaa system hostname.

3.127.10 system led

OnucaHune HaCTpOVITb NHAWNKATOPbI obLero HasHa4deHus. Mo YMOYaHUKO MHANKATOP
FN nokasbiBaeT Hannume 06HOBNAEHUI ANSI CUCTEMBI.

KomaHga ¢ npeprkcoM No OTMEeHSAEeT HaCTPOIKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIii BBog, /[la

CuHoncuc (system)>  led <led> indicate «controls
(system)> no led [ <led> [ indicate] ]
AprymeHTbl AprymeHT 3HaueHue OonucaHune
led FN Ha3BaHve nHavkartopa.
control UpdatesAvailable NHankaTop coobLuaet, UTo ecTb
06HOBNEHNSA AN BaLLEro
ycTpoiicTBa.
BackupWan VIHAMKaTOp NMokasbIBaeT, YTo B

AaHHbI MOMEHT akKTUBHbIM
ABNAETCA pe3epBHOe
noaknr4yeHme.

SelectedwWan MHavikaTop nokasbiBaeT
cocTosHne nHTepdeiica,
YKa3aHHOro npv nomoLum
komaHgpl interface led wan.

SelectedSchedule MHavikaTop nokasbiBaeT
COCTOSIHME 3aM/IaHVNPOBAHHOIO
COb6bLITUNSA, YKa3aHHOrOo npu
nomoLum komaHzabl schedule led.

indicate KnwyeBoe cnoBo [MONHOCTBLIO OTKAHOUUTb
VHANKATOP.

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA, 533



naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(system)> led FN indicate SelectedWan
Peripheral: :Manager: "SelectedWan" control bound to "FN" LED.

(system)> no led FN indicate
Peripheral: :Manager: "FN"

LED control binding removed.

Bepcusa

OnucaHwmne

2.08

[JobaeneHa komaHaa system led.

3.127.11 system led power schedule

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

MpuvcBonTL pacnucaHve ana paboTbl CBETOAVNOAHBLIX MHANKATOPOB Ha
ycTpolicTBe. MNepes BbINOHEHNEM KOMaHAb! pacnmMcaHne JOMKHO bbITb
CO3/,aHO N HaCTPOEeHO Npu nomoLy KomaHael schedule action.

KomaHga c npe¢drkcoM no paspbiBaeT CBA3b MeXAy pacrnmncaHmem v paboToin

VHAMKATOPOB.
Ja
Aa

Het

(system)>

led power schedule <schedules

(system)> no led power schedule

AprymeHT

3HauyeHue

OnucaHue

schedule

PacnucaHne

Ha3BaHVe pacnucaHunsg, CO34aHHOro npu
nomMoLum rpynnsl kKoMmaHa schedule.

(system)> led power schedule schedulel
Core::Peripheral: :Manager: Set LED power schedule "schedulel".

(system)> no led power schedule
Core::Peripheral::Manager: Clear LED power schedule.

Bepcusa

OnucaHune

3.06

Job6aBneHa

komaHAa system led power schedule.

3.127.12 system led power shutdown

OnucaHune

BbIKMOUNTB CBETOAMOAbI Ha YCTPOWCTBE.

KomaHga c npedunkcom no BKIOUAET CBETOANOALI.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

Cunoncuc (system)>  led power shutdown anode»

(system)> no led power shutdown

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

mode all BbIK1HOUNTL BCe CBETOAVOAbI.

front BbIKAOUNTB CBETOAMOAbI HA NepeaHeli
naHesnu,

back BbIKNOUNTL CBETOAMOAbI Ha 3aAHE NaHenn.

Mpumep (system)> led power shutdown all
Core::Peripheral::Manager: Set LED shutdown mode to "all".

(system)> no led power shutdown
Core::Peripheral: :Manager: Set LED shutdown mode to "none".

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.06 JobasneHa komaHaa system led power shutdown.
MpeabiayLiee HazBaHMe KoMaHAabl system led shutdown.

3.127.13 system log clear

OonucaHue OUNCTUTb CUCTEMHBIA XypHan.
MNpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTHbI/i BBog, Het

CvHoncuc I (system)>  log clear
MNpumep (system)> log clear

Syslog: the system log has been cleared.
WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.00 JobasneHa komaHaa system log clear.
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3.127.14 system log reduction

OnucaHwue Bknrountb CoKpaljeHne NoOBTOPHbIX COO6LL|,€HI/II7I B CUCTEMHOM >XypHane. Mo
YMOTYaHWIO NapaMeTp BK/TKOYEH.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc I (system)>  log reduction
I (system)> no log reduction
Mpumep (system)> log reduction
(system)> no log reduction
MCTOPMH N3MeHeHUm Bepcmﬂ onvicaHue

2.04 JobasneHa komaHaa system log reduction.

3.127.15 system log server

OonucaHue [06aBUTb yaaneHHbI cepBep ANst XpaHEHUsI CUCTEMHOIO XypHana.
Mpe¢ukc no [Ja

MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (system)>  log server <address [: qports]
(system)> no log server [ <address; [: port>]]
AprymeHTbl AprymeHT |3HayeHue |OnucaHue
address IP-appec Afpec yaaneHHoro cepeepa 414 XpaHeHus
CCTEMHOrO XypHana.
port lenoe uncno |Homep nopta yjasieHHOro cepsepa.
Mpumep (system)> log server 192.168.1.1:8080

Syslog: server 192.168.1.1:8080 added.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHaa system log server.

3.127.16 system log suppress

OnucaHwune Jo6aBuTb NpaBnIo NogaBNeHNsA COO6LLEHMIA.
KomaHga ¢ npedurkcom no yaansieT npasuso.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTHbI/i BBog, /[la

CuHoncuc (system)>  log suppress <ident»

(system)> no log suppress [ <ident> ]

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

ident CTpoka NaeHTudrKaTop NpoLecca, CoobLieHus
KOTOPOro HY>KHO NoAaBnThb.

Mpumep (system)> log suppress kernel
Core::Syslog: Added suppression "kernel".

(system)> no log suppress kernel
Core::Syslog: Deleted suppression "kernel".

(system)> log suppress transmissiond
Core::Syslog: Added suppression "transmissiond".

(system)> no log suppress transmissiond
Core::Syslog: Deleted suppression "transmissiond".

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 [JlobaeneHa komaHza system log suppress.

3.127.17 system mode

OnucaHwne BbibpaTh pexxuvm paboTbl Speedster.
MNpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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CuHoncuc (system)>  mode mode»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mode router OCHOBHOI pexmnm.
client Pexum ceTeBoro agantepa An4 NoAKIHYEHNS
ycTpoiicTs Ethernet k ceTn Wi-Fi.
repeater Pexunm ycnnutens gnsa paclumpeHuns cetu
Wi-Fi c nomoLbo 6ecnpoBogHOro
coefHeHMS.
ap Pexxnm Toukm goctyna Ans paclumpeHns cetu
Wi-Fi c nomowbto npoBogHoro Ethernet
coefHeHMs.
Mpumep (system)> mode repeater
Core::Mode: The system switched to "repeater" mode, reboot the »
device to apply the settings.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.05 JlobaBneHa komaHaa system mode.

3.127.18 system ndss dump-report disable

OonucaHue OTKNOUNTL NPOrpPaMmMy yyyLleHns kadecTea. Mo yMoa4aHuio HacTporika
BK/IHOUEHA.

KomaHga ¢ npedurkcom no BKAKOYAET NCMOAb30BaHNe JaHHOV NPorpamMmmbl.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncnc I (system)>  ndss dump-report disable
I (system)> no ndss dump-report disable
Mpumep (system)> ndss dump-report disable

Core::Ndss: Dump-reporting disabled.

(system)> no ndss dump-report disable
Core::Ndss: Dump-reporting enabled.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
3.05 [JobaeneHa komaHga system ndss dump-report disable.
MpeablayLiee Ha3BaHVe KOMaHAbI system dump-report
disable.

3.127.19 system reboot

OonucaHue BbINonHWTL Nepe3arpysky cuctembl. Eciv ykasaH napametp, nepesarpyska
BbINONHUTCA 3aMn1aHNPOBaHO Yepes 3a4aHHbI MHTepPBa B CEKYHAAX.
Micnonb3oBaHMe KOMaHZAbI NMpY yXe YCTaHOBNIEHHOM TaliMepe 3aMeHsieT
CTapoe 3Ha4yeHue TaliMepa HOBbIM.

Ncnonb3oBaHme 3annaHnMpoBaHHOM Nepesarpysku yA406HO B TOM ciydae,
KOrAa OCyLLecTBAAETCS yAaseHHOe yrpaB/eHne yCTPoCTBOM, U
Nnosib30BaTesNto HemnsBecTeH 3GdeKT OT MPUMEHEHUS KAaKNX-TNB0 KOMaHA.
M3 onaceHus NOTEPATbL KOHTPO/Ib Haj, yCTpOI7ICTBOM MoJZib30BaTe/ib MOXeET
BKJTIOUNTb 3aMnJ1aHMPOBAaHHYO nepesarpysky, kKoTopas cpaboTaeT yepes
3a/,aHHbIV HTepBan BpeMeHU. C1cTeMa BepHeTCH B MepBOHavalibHoe
COCTOSHME, B KOTOPOM OHa CHOBa byAeT JOCTYMHa Mo CeTu.

KomaHaa ¢ npeprkcom no oTMeHseT nepesarpysky Uan yaanset NnpuBasKy
K pacnucaHmtio.

Mpe¢ukc no Ja
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (system)> reboot [ <intervals> | schedule <schedules]
(system)> no reboot [ schedule]
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
interval Uenoe umucno |NHTepBan, Yepes KOTOPbIA BbIMOJHUTCA
nepesarpyska, B cekyHAax. Ecnu He ykasaH,
nepesarpysKka BbIMOJIHUTCA HEMeA/IeHHO.
schedule Pacnucaune |HasBaHMe pacnncaHums, Co3gaHHOro npu
nomMoLum rpynnel KoMaHa schedule.
MNpumep (system)> reboot 20

Core::System: :RebootManager: Rebooting in 20 seconds.

(system)> no reboot
Core::System: :RebootManager: Reboot cancelled.

(system)> reboot schedule rebootroute
Core::System: :RebootManager: Set reboot schedule "rebootroute".
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WcTopusa nsmeHeHum

(system)> no reboot schedule
Core::System: :RebootManager: Schedule disabled.

Bepcus OnucaHue
2.00 JobasneHa komaHaa system reboot.
2.12 [JobaeneH aprymeHT schedule.

3.127.20 system set

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YCTaHOBWUTbL 3HaYeHne YKa3aHHOro CMCTEMHOI0 NapamMeTpa 1 COXpaHNTb
N3MEHEHWA B TEKYLUNX HaCTpOI‘/JIKaX.

KomaHaa ¢ npedrkcoM no BO3BpaLLAEeT NapaMeTpy 3HaUeHMe, KOTOPOe 6bi10
YCTaHOBJIEHO MO YMOYaHUIO, O MEPBOr0 N3MEHEH S,

Ja
Ja
Ja
(system)> set <names «values

(system)> no set <name

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka NaeHTndunKaTop CMCTeMHOro napameTpa.

value Ctpoka HoBoe 3HaueHVe cMCTeEMHOro napameTpa.

(config)> system
(system)> set net.ipv4.ip_forward 1
(system)> set net.ipv4.tcp_fin_timeout 30
(system)> set net.ipv4.tcp_keepalive_ time 120
(system)> set »
net.ipv4.netfilter.ip_conntrack_tcp_timeout_established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipv4.netfilter.ip_conntrack_max 4096
(system)> exit
(config)> show running-config
system
set net.ipv4.ip forward 1

set net.ipv4.tcp fin timeout 30

set net.ipv4.tcp keepalive time 120

set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200

set net.ipv4.netfilter.ip conntrack udp_ timeout 60

set net.ipv4.netfilter.ip conntrack max 4096
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naBa 3 OnncaHme KOMaHA,

(config)>

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.00 JobaBneHa koMaHaa system set.

3.127.21 system trace lock threshold

OnucaHune YCTaHOBUTb NOPOr 6/10KVPOBKYM OTCAEXNBAHNS ANA CUCTEMHbIX MOTOKOB.
Ecnn noporosoe 3HaveHme npeBbiwaeTcs, MHGopMaLuma 06 3TOM noToke
(Hanpumep, o ceccumn SCGI) coxpaHAeTCA B CMCTEMHOM XypHane. 1o
YMOJIHaHUIO, NapameTp OTK/OYEH.

KomaHga ¢ npedumkcom no otkaoyaeT GyHKLMIO Nopora 610KMPOBKU.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc (system)> system trace lock threshold «threshold:
(system)> no system trace lock threshold
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
threshold Ctpoka [MoporoBoe 3HaveHMe B MUNNVNCEKYHAAX.
MoxeT NpMHMMaTb 3HaYeHVA B pegenax ot
100 0 100000000 BKAtOUUTENBHO. [ToporoBoe
3Ha4veHVe He coxpaHseTca B startup-config.
NMpumep (system)> system trace lock threshold 100
Lockable: Set threshold to 100 ms.
(system)> no trace lock threshold
Lockable: Reset threshold.
WcTopuns nsmeHeHwnit |Bepcus onucaHue
3.03 JobasneHa komaHaa system trace lock threshold.
3.128 tools
OnucaHue JocTtyn K rpynne KOMaHA AN TeCTUPOBaHUS CUCTEMHON cpeabl.
Mpedukc no Het
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MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (tools)

CuHoncuc (config)>  tools
WcTopuns nsmeHeHnit |Bepcus onucaHue
2.00 [ob6aBneHa komaHaa tools.

3.128.1 tools arping

OnucaHwue [JelicTBre KOMaHAbl aHaNorM4yHo KomaHge tools ping, HO B oTAINUMe OT Heé
paboTaeT Ha BTOPOM ypoBHe Mogenu OSI v ncnonb3syet npoTokos ARP.

Mpejukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTHbIi BBog, Het

CuHoncnc (tools)> arping<address>source-interface«source-interface:[count
«count>][wait-time wait-times]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec OnpawwnBaemsbliii IP-agpec.
source-interface|lHTepgesic  |MA nHTepdeinca-ncTouHmKa 3anpocos.
count Uenoe 4ucno |Konnyectso 3anpocos. Ecnv He ykasaHo,
KoMaHJa byzeT paboTaTb 40 NpepbiBaHUA
Mnonb30BaTeNEM.
wait-time lenoe uyucio |MakcnmanbHoe BpeMs OXNAAHNA OTBETS,
yKa3bIBaeTCa B MUINCEKYHAAX.
Npumep (tools)> arping 192.168.15.51 source-interface Home count 4 »
wait-time 3000
Starting the ARP ping to "192.168.15.51"...
ARPING 192.168.15.51 from 192.168.15.1 bro.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
Sent 4 probes, received 2 responses.
Process terminated.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.00 JobasneHa koMmaHgaa tools arping.
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naBa 3 OnncaHme KOMaHA,

3.128.2 tools ping

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

OTtnpaBuTb 3anpockl Echo-Request npoTtokona ICMP ykazaHHOMY y3ny ceTun
1 3apurKcMpoBaTh NoctynarLme oteeTbl Echo-Reply. Bpemsa mexay
OTMpaBKol 3anpoca 1 noayyeHem otseta Round Trip Time (RTT) no3sonser
onpeaenaTb ABYCTOPOHHME 3a4ePXXKM MO MapLUPYTY 1 4acTOTy noTepun
NaKeToB, TO eCTb KOCBEHHO OMpeAeNiATh 3arpy>XeHHOCTb Ha KaHanax nepegaym
AAHHbBIX M MTPOMEXYTOUHbIX YCTPOCTBaX.

MonHoe oTtcyTcTBME ICMP-0TBETOB MOXET TakXXe 03HayaTb, YTO YAANEHHbIN
y3en (M1v Kakol-nmbo 13 MpoMeXXyTOUHbIX MapLUpyTLN3aTopoB) 610kMpyeT
ICMP Echo-Reply nnun nrHopupyet ICMP Echo-Request.

Het
Het

Het

(tools)>  ping <hosts [ count «count> ][ size «packetsizes]

AprymeHT 3HauyeHue OnucaHwue

host CTpoka JoMmeHHoe nma nnn IP-agpec xocra.

count Uenoe uucno |Konnuectso 3anpocos ICMP Echo. Ecam He
yKa3aHo, koMaHja byzeT paboTaTtb A0
npepbIBaHNSA NOJib30BaTeNeM.

packetsize |lenoe uwucno |Pa3mep nons gaHHbix ICMP Echo-Request B
6anTax. Mo ymonyaHuo — 56, 4To BMecTe C
8-6aliTOBbIM 3aro/I0OBKOM 3aaeT pa3Mmep
ICMP-nakeTa — 64 6aliTa.

(tools)> ping 192.168.1.33 count 3 size 100

Sending ICMP ECHO request to 192.168.1.33

PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.

100 bytes from 192.168.1.33: icmp reg=1, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reg=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.65 ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.

Bepcus OnucaHve

2.00 JobasneHa KomaHaa tools ping.
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naBa 3 OnncaHme KoMaHp,

3.128.3 tools ping6

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

OTtnpaBuTb 3anpockl Echo-Request npoTtokona ICMPV6 ykazaHHOMY y31y
ceTu 1 3adumKcmMpoBaTh noctynarLme oteeTbl Echo-Reply. Bpemsa mexay
OTMpaBKol 3anpoca 1 noayyeHem otseta Round Trip Time (RTT) no3sonser
onpeaenaTb ABYCTOPOHHME 3a4ePXXKM MO MapLUPYTY 1 4acTOTy noTepun
NaKeToB, TO eCTb KOCBEHHO OMpeAeNiATh 3arpy>XeHHOCTb Ha KaHanax nepegaym
AAHHbBIX M MTPOMEXYTOUHbIX YCTPOCTBaX.

MonHoe otcyTcTBUE ICMPV6-0TBETOB MOXKET Tak)Ke 03HayaTb, YTO YAANEHHbIN
y3en (M1v Kakol-nmbo 13 MpoMeXXyTOUHbIX MapLUpyTLN3aTopoB) 610kMpyeT
ICMP Echo-Reply nnun nrHopupyet ICMP Echo-Request.

Het
Het

Het

(tools)>  ping6 <host> [ count «count>][ size packetsizes]

AprymeHT 3HauyeHue OnucaHwue

host CTpoka JomeHHoe nms nnn IPve-agpec xocTa.

count Uenoe umucno |Konnuectso 3anpocoBICMPv6 Echo. Ecav He
yKa3aHo, koMaHja byzeT paboTaTtb A0
npepbiBaHNA NO/Ib30BaTeNEM.

packetsize |Uenoe umucno |Pa3mep nons gaHHbix ICMPv6 Echo-Request
B 6aritax. 1o ymon4aHuo — 56, 4To BMecTe
C 8-6aliTOBbIM 3aro/IOBKOM 3a4aeT pasmep
ICMPv6-nakeTa — 64 6ariTa.

(tools)> ping6 fd4b:fl2b:5d59:0:1108:4407:b772:20cd count 3 size »
100

Sending ICMPv6 ECHO request to »
fd4b:f12b:5d59:0:1108:4407:b772:20cd

PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=1l, ttl=64, »
time=7.18 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=2, ttl=64, »
time=8.42 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=3, ttl=64, »
time=1.51 ms.

--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.61 ms.

Round-trip min/avg/max = 1.51/5.70/8.42 ms.

Process terminated.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa koMmaHga tools ping6.

3.128.4 tools traceroute

OnucaHune MMokasaTb MapLUPYT K cCeTEBOMY XOCT.
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Cunoncuc (tools)>  traceroute <hosts [count «count>] [interval <intervals]
[wait-time wait-time>] [packet-size packet-size]
[max-ttlwmax-ttl] [port port:][source-address «source-addresss]
[source-interface <source-interfaces] [type <type>] [tos «toss]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host Ctpoka VmMsa ueneBoro xocTa.
count Lenoe uucro |Konnuectso NpoBepOYHbIX MakeToB 3a OANH

npoxoa. lNo ymonyaHuio 3HavyeHne — 3.
3HauyeHVe JO0MKHO 6bITh B AnanasoHe [1;10].

interval Lenoe u4ucno |Bpems B cekyHAAX Mexay OTNpaBKOW
rnakeToB. 3HayeHue rno ymonyaHuwo — 0.
3HayeHne A0/IKHO 6bITh B Anana3oHe [0;15].

wait-time Lenoe 4ucsro |Bpems oxxngaHmsa peakymv Ha
NMpPOBEPOYHbLI/ MakeT (B ceKyHAaX).
3HayeHVe No ymMonyaHuo — 1. 3HayeHue
AOJIXHO 6bITb B AnanasoHe [1, 15].

packet-size Lenoe 4ucso |Pa3mep naketa cornacHo NpoTokosy type.

Ana tuna tep pa3Mep nakeTa no

yMon4aHuto coctaBnseT 52. lnanasoH
3HaueHww [52].

[na Tmnos udp 1 icmp pa3mMep nakeTa no

yMONYaHMo cocTaBnseT 60. JmnanasoH
3HaueHunn [28;65535].

max-ttl Lenoe 4mucro |MakcrmanbHoOe KOJINYeCTBO NPOX0OA0B
(3HaueHMe MaKCMMaIbHOr o CPOKa XU3HWN)
TPaccMpoBKW. 3HAUEHME N0 YMONYAHUIO —
30. 3HaueHMe JO0/IKHO BbIThb B AMana3oHe
[1;255].

port Lenoe 4ucno |MopT HazHa4eHus.

Ans Trna tcp No yMonYaHMIo NCnoJib3yeTcs
nopt 80.
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AprymeHT 3HauyeHne |OnucaHue

Ana Tyna udp No yMONYaHWIO NCNOb3YyeTcs
rnopt 33434.

[na Tmna icmp No yMon4yaHuio
ucnonb3syercs nopt 1.

source-address|CTpoka Aapec ucxogsuiero nHTepdeiica.
source-interface|Crpoka NHTepdeiic 4nsa ncnonb30BaHMA B KayecTse
nHTepdenca-NCTOUHNKA B UCXOAALLNX
nakertax.
type tcp TCP npoTtokonn.
udp UDP npotokon. Vicnonb3yeTtcs rno
YMONYaHUIO.
icmp ICMP npoTokon.
tos lenoe umucro |Tun O6cnyXurBaHusa. 3HaveHme no

ymonyaHuo — 0. 3HaueHune AONXKHO 6bITb
B AnanasoHe [0;255].

NMpumep (tools)> traceroute ya.ru count 5 interval 5

starting traceroute to ya.ru...
traceroute to ya.ru (213.180.193.3), 30 hops maximum, 60 byte
packets.

1 192.168.111.1 (192.168.111.1) ©0.958 ms 0.885 ms 2.946 ms
11.275 ms 10.934 ms

2 testl.ru (193.0.111.3) 9.125 ms 7.263 ms 5.352 ms 2.146
ms 12.224 ms

3 test2.ru (193.0.111.2) 11.610 ms 9.378 ms 7.236 ms 15.399
ms 6.327 ms

4 178.108.133.57 (178.108.133.57) 4.325 ms 20.235 ms 10.831
ms 8.463 ms 7.232 ms

5 iki-crs.comcor.ru (62.117.100.134) 5.153 ms 10.526 ms »
5.738 ms 3.137 ms 13.886 ms

6 213.79.127.21 (213.79.127.21) 30.260 ms 2.883 ms * 27.922 »
ms 3.487 ms

7*****

8 fol2-c4-ae8.yndx.net (87.250.239.80) 9.815 ms 8.340 ms »
fol5-c2-ae7.yndx.net (87.250.239.84) 5.451 ms 3.637 ms 5.221 ms
9 * fol5-c2-ael5.yndx.net (87.250.239.24) 2.990 ms * 19.063 »
ms *

10 * * * www.yandex.ru (213.180.193.3) 2.017 ms *

process terminated

\/

v

v

\j

\j

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa tools traceroute.
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3.129 udpxy

OnucaHune JocTyn K rpynne KoMaHA ANs HaCTPOMKY NapamMeTpoB udpxy.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (udpxy)

CuHoncuc (config)>  udpxy
WcTopuns nsmeHeHnit |Bepcus onucaHue
2.03 JobasneHa komaHaa udpxy.

3.129.1 udpxy buffer-size

OnucaHwue YcTaHoBUTbL pasmep bydepa udpxy. [0 yMonUyaHMIO NCNOb3yeTCa 3HaueHne
2048.

KomaHga ¢ npedurkcom no cbpacbiBaeT pa3mep bydepa B 3HaveHme no
YMONYaHWUIO.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (udpxy)> buffer-size«<size

(udpxy)> no buffer-size
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

size Lenoe umucno |Pa3mep bydepa B banTax. MoxeT NpnHUMAaTL

3HaueHWa B npegenax ot 1 o 1048576.

NMpumep (udpxy)> buffer-size 500

Udpxy::Manager: a buffer size set to 500 bytes.
VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.04 JobasneHa komaHaa udpxy buffer-size.
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3.129.2 udpxy buffer-timeout

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

YcTaHOBUTL TaliM-ayT 419 XpaHeHWUs faHHbIX B bydepe udpxy. Mo ymonyaHuto
ncnonb3yeTcs 3HayeHne 1.

KomaHga c npedunkcom no yctaHaBAMBaeT TaiM-ayT Mo YMOAYAHUIO.
Ja

Ja

Het

(udpxy)>  buffer-timeout <timeout>

(udpxy)> no buffer-timeout

AprymeHT 3HayeHue OnuncaHue

timeout Lenoe 4ucno |3HayeHue TailiM-ayTa B cekyHAax. MoxeT
NPVHMMaTb 3HaYeHWA B Npeenax oT -1 4o

60.-1 — HeorpaHW4eHHbIN TarM-ayT.

(udpxy)> buffer-timeout 10
Udpxy: :Manager: a hold data timeout set to 10 sec.

Bepcus OnucaHue

2.04 JobasneHa komaHaa udpxy buffer-timeout.

3.129.3 udpxy interface

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKu
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

CBsA3aTh Udpxy € yKazaHHbIM HTepdencoM. 1o ymMonyaHmio NpuBsska He
HaCTpOEeHa M UCMOJb3yeTcs TekyLlee NOAKIYEHNE K UHTEPHETY.

KomaHza ¢ npe$p1Kcom no Bo3BpaLLAeT 3HaYeHne N0 YMONYaHUIO.
Ja

Ja

Het

(udpxy)>  interface dnterface

(udpxy)> no interface

AprymeHT 3HayeHue OnucaHue

interface UHTeppeinc MonHoe nmsa nHtepderica Nan NCeBAOHUM.
CrnncoK AOCTYNHbIX NHTepdericoB MOXHO
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Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

YBUAETL C MOMOLLbIO KOMaHZAbI interface
[Tab].

(udpxy)> interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint

(udpxy)> interface ISP
Udpxy: :Manager: bound to GigabitEthernet0/Vlan2.

Bepcus OnucaHve

2.02 [Jlo6aBneHa komaHaa udpxy interface.

3.129.4 udpxy port

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YctaHoBuTb nopT ana HTTP-3anpocos. o ymonyaHuio ncnonb3yertcs
3HaueHue 4022.

KomaHgza ¢ npedprKcomM no Bo3BpaLLaeT 3HAYEHME MO YMOIYaHUIO.,
Ja

Aa

HeTt

(udpxy)>  port «port>

(udpxy)> no port

AprymeHT 3HauyeHue OnuncaHwue

port lenoe 4ucno |Homep nopta. MoxeT npnHMMaTL 3HaueHns
B npegenax oT 0 Ao 65535.

(udpxy)> port 2323
Udpxy::Manager: a port set to 2323.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 [JobaeneHa komaHaa udpxy port.

3.129.5 udpxy renew-interval

OnucaHune YCTaHOBUTb nepunoj BO306HOB/MIEHMA NOAMVNCKU Ha MYNbTUKaCT-KaHasl. Mo
YMONYaHW0 NCNO/b3YeTCA 3HaUeHe 0, TO eCTb MoAnmcka He BO306HOBNSAETCS.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMOAYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CnHoncuc (udpxy)>  renew-interval «renew-interval
(udpxy)> no renew-interval
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
renew-interval|lYenoe uucso |lMepnos BO306HOBAEHNS NOAMNCKW B
cekyHAax. MoxeT NpMH1UMaTh 3HaYeHns B
npegenax ot 0 Ao 3600.
Mpumep (udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.
VICTOPMH MN3MeHeHuiA Bepcmﬂ onucaHvie
2.03 JobaeneHa komaHaa udpxy renew-interval.

3.129.6 udpxy timeout

OnucaHue YCTaHOBUTb TaMM-ayT coegnHeHuns. Mo YMONYaHNIO NCMNOJIb3yeTCA 3Ha4YeHne
5.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het

CuHoncuc I (udpxy)>  timeout «timeouts
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AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(udpxy)> no timeout

AprymeHT

3HayeHue

OonvicaHune

timeout

Lenoe uucno

3Ha4veHwWe TaliM-ayTa B cekyHAax. MoxeT
NPUHMMaTb 3HaYeHUA B Npejenax ot 5 o 60.

(udpxy)> timeout 10
Udpxy::Manager: a stream timeout set to 10 sec.

Bepcus

OnucaHune

2.03

JobasneHa komaHAa udpxy timeout.

3.130 upnp forward

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

JobaBnTb NepeHanpasnstoLlee npaswno UPnP.

KomaHga ¢ I'Ipeq)I/IKCOM no yAandeT npaBunno n3 cnmcka.

Aa
Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

IP

(config)>

upnp forward protocols [ interface]<addresss port»

(config)> no upnp forward [ <index> | (¢protocols> «address» ports)]

AprymeHT 3HauyeHue OnuncaHwue

protocol tcp [o6aBnTb/yaannTb NPaBuUIO ANA NPOMOKOAA
TCP.

udp [lo6aBUTbL/yAanuTbL NPaBUNO ANS NPOMOKOAA

UDP.

interface UHTEepperic ByaeT fob6aBneHo NpaBWIO A8 yKa3aHHOro
nHTepoderica.

address IP-agpec byaeT gobasneHo/yganeHo NpasBuIo Ans
ykasaHHoro IP-agpeca.

port Lenoe umncno |byaet gobaBneHo/yganeHo npaBuio Ans
yKa3aHHOro nopra.

index lenoe 4ucno |byaetyaaneHo nNpasunio C yKasaHHbIM

NopsiAKOBbBIM HOMEPOM.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHaa upnp forward.

3.131 upnp lan

OnucaHune Yka3zaTb LAN-uHTepdelic Ha KOTOpOM 3anyLieHa cnyxba UPnP. Cnyxba
paboTaeT TONbKO AN OAHOrO CerMeHTa ceTu.

KomaHga ¢ npeprkcoM No OTMEeHSAEeT HaCTPOIKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica IP

CuHoncuc (config)>  upnp lan<interface

(config)> no upnp lan

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

interface UHTEeppeic MonHoe nma nHTepderica nan NCeBAOHUM.
Cnncok AOCTYMHbIX MHTEPPENCcoB MOXKHO
yBUAETb C NOMOLLbIO KoMaHAbI interface
[Tabl.

Mpumep (config)> upnp lan [Tab]

Usage template:
lan {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl
GuestWiFi

(config)> upnp lan PPTPO
using LAN interface: PPTPO.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobasneHa komaHza upnp lan.

3.132 upnp redirect

OnucaHune Jo6aBuTb NpaBuao TpaHcaauum UPnP nopTa.
KomaHga ¢ npedpurkcom no yaanseTt npaBuio 13 cnmcka. Ecav BeinofHUTL
KOMaHAy 6e3 aprymeHTa, TO BeCb CNUCOK NpaBua 6yAeT OUnLLIEeH.
MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, /[la

Tun nHTepdeiica IP
CnHoncuc (config)> upnp redirect protocols<interfaces port> <to-address [
to-port]

AprymeHTbI AprymeHT 3HaueHue OonucaHue
protocol tcp JobaBuTb/yaanuTb NpaBuIo AN MPOTOKOA
TCP.
udp Jo6aBUTb/yaanuTb NPaBUIO ANA MPOTOKOA
UDP.
interface UHTeppenc byseT fo6aBneHO NpaBuIO ANA yKa3aHHOro
nHTepoderica.
port Uenoe uucno |byaet gobaBneHo/yfaneHo NpaBuio A1
yKa3saHHOro rnopra.
to-address |IP-agpec ByaeT gobasneHo/yganeHo NpaBuIo Ans
YyKa3aHHOro agpeca Ha3sHa4veHwus.
to-port lenoe umucno |bypet gobasneHo/yganeHo npasuao Ans
YKa3aHHOro rnopra Ha3sHadeHus.
and forward |Kmwuyesoe Cnuvckun npasu NepecbIKn U
C/10BO nepeHanpaBneHus 6yayT yAaneHsl.
index lenoe 4ucno |byaeTyaaneHo nNpasunio C yKasaHHbIM
NOpsAKOBbIM HOMEPOM.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHaa upnp redirect.

(config)> no upnp redirect [and forward | [<index> | (¢protocols> ports)

1
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3.133 user

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

AprymeHThl

NcTopusa nsmeHeHum

JocTyn K rpynne KOMaHz ANst HACTPOMKM NapameTpoB YUYETHON 3anmncu
nonb3osatens. Eciv yueTHas 3anucb He HaiZeHa, KOMaHZa NbiTaeTcs ee
co3zaTtb.

MprmeyaHve:  Y4yeTHasa 3annchb C3ape3epBrPOBaHHBIM UMeHeM admin He
MOXeT 6bITb yaaneHa. Kpome Toro, y nonb3oBatens admin
HeNb3s yAaAnTb NPaBo AOCTYyNa K KOMaHAHOW CTpoke.

KomaHga ¢ npedrkcom no yaanseTt y4eTHYH 3anmcb Nob30BaTens.
Ja
Ja
Ja

(config-user)

(config)>  user name>

(config)> no user name>

AprymeHT 3HauyeHue OnuncaHwue

name Ctpoka ViMa nonb3oBaTens.
Bepcus OnucaHue
2.00 JobaBneHa KOMaHAa user.

3.133.1 user password

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTtHbIiA BBOJ,

YKasaTtb napoJsib nosnb3osartens. [aposb xpaHutcsa B Buge MD5-xelua,
BbIUNCNIEHHOIO U3 CTPOKW «user:realm:password». realm 3TO Ha3BaHme

MOJenn ycTponcTBa 13 ¢paina startup-config. txt.

KomaHAa NpvHMMaeT apryMeHT B BUAE OTKPbITON CTPOKM UM 3HAYEeHNS
xew-¢pyHKLUmM. CoXpaHeHHbI Napo/ib MCNOJIb3yeTcs AN ayTeHTUdmKaumm
nosib3oBaTens.

KomaHgza c npedurKcom no yaansieT naposb, YTobbl NoAb30BaTeNb MOT
MONYYNTb AOCTYN K YCTPONCTBY 6€3 ayTeHTUdMKaLmm.

Ja
Ja

HeTt
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

(config-user)>  password ( md5 <hash> | passwords)

(config-user)> no password

AprymeHT 3HauyeHue OnuncaHwue

hash Ctpoka 3HaueHue MD5-xewa.

password CTpoka 3HauyeHVe rnapons B OTKPbITOM BUje, 13
KOTOPOro aBTOMaTU4YeCKn BblUNCNAETCS
3HayeHue xeLua.

(config-user)> password 1111
Core::Authenticator: Password set has been changed for user »
“test".

Bepcus OnucaHve

2.00 [JobaeneHa komaHaa user password.

3.133.2 user tag

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

MpVCBONTL YyYETHOM 3anncK cneynanbHy MeTKy, Halnvme KOTOpoW
npoBepsieTcs B MOMEHT aBTOPU3aLnK Nob30BaTeNs 1 BbIMOAHEHUN UM
nobbIX fencTBuii B cucteme. Habop AonyCcTUMbIX 3HaYEHN METKM 3aBUCUT
OT OYHKLMOHANBbHbBIX BO3MOXHOCTElM cncTembl. MNMoNHbIN CNUCOK NpUBeAeH
B Tabnunue Hunxe.

O,D,HOI7I yl—IeTHOI‘/JI 3anncn MO>XHO Ha3Ha4YnTb HECKO/IbKO Pa3HbIX METOK, BBOAA
KOMaHA4y MHOToKpaTHO. Ka>|<p,yro METKY MO>XHO pacCMaTpuBaThb Kak
npeaoctaBsieHNe Nanm orpaHnyeHmMe onpeaeneHHbIX npas.

KomaHaa ¢ npepurkcom no yaanseT 3ajaHHy0 MeTKy.

MprmMmedaHre:  Y4yeTHOI 3anmcy admin Heb3a NPUCBOUTL MeTKY readonly
W yaannTb MeTky cli nnm ssh.

Ja

Ja

Ja

(config-user)>  tag tag»

(config-user)>no tag [ <tag» ]

AprymeHT 3HauyeHue OnuncaHwue

tag cli Joctyn kK komaHgHow ctpoke (TELNET v SSH).
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AprymeHT 3HauyeHue OnuncaHwue

readonly 3anperT BbINOJIHEHUA KOMaHA, MEHSAHLLNX
HaCTPOMKMU.

http-proxy |fdoctyn Kk HTTP proxy.

http Joctyn Kk Web-uHTepdelicy.

afp JocTtyn K USB xpaHunuily 4epes Apple File
Protocol.

printers JocTtyn Kk USB-npuHTEpam rno npoTokoay
SMB/CIFS.

cifs MogkntoueHwe K cnyxbe GainnoB v NPUHTEPOB
Windows.

vpn-dlna MoakntoveHne K DLNA ana TyHHeneii PPTP,
L2TP/IPSec, SSTP.

ftp MopkntoueHme K BCcTpoeHHoMY FTP-cepeepy.

ipsec-xauth |lNoakntouyeHre K BCTPOEHHOMY
IPsec/XAuth-cepBepy.

ipsec-12tp |lMNoakntoueHe K BCTPOEHHOMY
L2TP/IPSec-cepBepy.

opt [locTyn K cepBrcamM noj yrnpasfieHnam
OptWare.

sTtp Joctyn K dpainosomy cepsepy SFTP.

sstp MNogkntoveHve K BCTpoeHHOMY SSTP-cepsepy.

torrent Bxog B nHTepdelic ynpasneHus KINeHToOM
dainoobMeHHbIX ceTeln BitTorrent.

vpn MoakntoveHe K BCTpoeHHOMY PPTP-cepBepy.

webdav Joctyn K pannosomy cepsepy WebDAV.

Mpumep (config-user)> tag cli

Core::Authenticator: User "admin" tagged with "cli".

(config-user)> tag readonly
Core::Authenticator: User "my" tagged with "readonly".

(config-user)> tag http-proxy
Core::Authenticator: User "admin" tagged with "http-proxy".

(config-user)> tag http
Core::Authenticator: User "admin" tagged with "http".

(config-user)> tag afp
Core::Authenticator: User "test" tagged with "afp".

(config-user)> tag printers
Core::Authenticator: User "admin" tagged with "printers".

(config-user)> tag cifs
Core::Authenticator: User "admin" tagged with "cifs".
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(config-user)> tag vpn-dlna
Core::Authenticator: User "enpa" tagged with "vpn-dlna".

(config-user)> tag ftp
Core::Authenticator: User "admin" tagged with "ftp".

(config-user)> tag ipsec-xauth
Core::Authenticator: User "admin" tagged with "ipsec-xauth".

(config-user)> tag ipsec-12tp
Core::Authenticator: User "admin" tagged with "ipsec-12tp".

(config-user)> tag opt
Core::Authenticator: User "admin" tagged with "opt".

(config-user)> tag sftp
Core::Authenticator: User "test" tagged with "sftp".

(config-user)> tag sstp
Core::Authenticator: User "admin" tagged with "sstp".

(config-user)> tag torrent
Core::Authenticator: User "admin" tagged with "torrent".

(config-user)> tag vpn
Core::Authenticator: User "admin" tagged with "vpn".

(config-user)> tag webdav
Core::Authenticator: User "test" tagged with "webdav".

(config-user)> no tag readonly

Core::Authenticator: User "admin": "readonly" tag deleted.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa KomaHza user tag.

2.04 [JlobaBneHa meTka vpn.

2.06 [JobasneHbl MeTKM opt 1 ipsec-xauth.

2.10 JobasneHa meTka http-proxy.

2.11 [JobaeneHa meTKa ipsec-I12tp.

2.12 [JlobaBneHa meTka sstp.

3.04 Jo6asneHbl MeTkn vpn-dina, sftp n webdav.
3.134 vpn-server
OnucaHwue JocTyn K rpynne KOMaHA AN1a HaCcTporiku napameTpoB cepeepa VPN.
MNpedukc no Het

MeHsieT HacTpovikm  Hert
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

Bxo>kaeHue B rpynny

CuHoncunc

UcTopusa nsmeHeHwnii

(vpn-server)

(config)> vpn-server

Bepcus

OnucaHue

2.04

JobaBneHa kKOMaHAa vpn-server.

3.134.1 vpn-server dhcp route

OnucaHwne

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

HasHaunTb MapLupyT, nepesaBaeMsblii Yepes coobuieHns DHCP INFORM,
KnneHTtam VPN-cepBepa.

KomaHaa ¢ npeprkcom no oTMeHseT NoslyveHne yKkazaHHOro MapLupyTa.
Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yeT OTMEeHEeHO NoJlyYeHme Bcex

MapLLpYTOB.
Ja
Ja
Ja

(vpn-server)>

dhcp route

«address> <mask>

(vpn-server)> no dhcp route [ <address» anasks ]

AprymeHT 3HauyeHue OnuncaHwue
address IP-appec Afpec ceTeBOro KaneHTa.
mask IP-macka Macka ceTeBoro knmeHTta. CyLecTyeT ABa

cnocoba BBOJA MacKW: B KAHOHNYECKOM
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOM ANNHbI NpedurKkca (Hanpumep, /24).

(vpn-server)> dhcp route 192.168.2.0/24
VpnServer::Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(vpn-server)> no dhcp route
VpnServer::Manager: Cleared DHCP INFORM routes.

Bepcus

OnucaHune

2.12

JobaBneHa

KoMaHga vpn-server dhcp route.
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naBa 3 OnncaHme KOMaHA,

3.134.2 vpn-server interface

OnucaHue Ces3aTb cepBep VPN ¢ ykaszaHHbIM nHTepdericom.
KomaHga ¢ npedunkcom no paspeiBaeT CBA3b.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (vpn-server)>  interface <interface»

(vpn-server)> no interface

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

interface UHTepgeinc MonHoe nma nHTepderica nam NCeBLOHUM.
CnncoK AOCTYMNHbIX NHTepdencoB MOXHO
YyBUAETb C MOMOLLbIO KOMaHAbI interface
[Tab].

Mpumep (vpn-server)> interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint

(vpn-server)> interface GigabitEthernet0/Vlanl
VpnServer: :Manager: Bound to GigabitEthernet0/Vlanl

(vpn-server)> no interface
VpnServer::Manager: Reset interface binding.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 JobaBneHa komaHaa vpn-server interface.

3.134.3 vpn-server ipvécp

OnucaHwue Brntounte nogaepxky IPv6. Ans kaxxgoro VPN-cepsepa co3aatotcsd DHCP-niynbl
IPv6. o ymMonyaHuo HacTpoika OTKOYeHa.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

KomaHga c npedurkcom no oTkaoyaeT nogaepxky IPve.

Ja
Aa

Het

I (vpn-server)>  ipvécp

I (vpn-server)> no ipvécp

(vpn-server)> ipvécp
VpnServer::Manager: IPv6 control protocol enabled.

(vpn-server)> no ipvécp

VpnServer: :Manager: IPv6 control protocol disabled.

Bepcus

OnucaHue

3.00

Job6aBneHa KOMaHza vpn-server ipvécp.

3.134.4 vpn-server Icp echo

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHThl

Onpepenutb NpaBuna TectnpoBaHusa PPTP-nogkntoveHuin cpeacteamm LCP

echo.

KomaHgaa c npedumkcom no otkntouaet LCP echo.

Ja
Ja

Het

(vpn-server)>

lcp echo <intervals «count> [adaptive]

(vpn-server)> no lcp echo

AprymeHT 3HauyeHue |OnucaHue
interval Uenoe WNHTepBan mexay otnpaskamu LCP echo, B
uncso cekyHAax. Ecnm B TeyeHme yKasaHHOro
NHTepBasa BpeMeHW OT Ya/IeHHOM CTOPOHbI
He 6bln nonydveH LCP 3anpoc, el byaet
OTnpaB/ieH TaKo 3aNpocC C OXMAaHVeM oTBeTa
LCP reply.
count lenoe KonnuectBo oTnpasBneHHbIX Nogpaj 3anpocos
ynucso LCP echo Ha KoTOpble He 6bl1 NoNyYeH oTBeT

LCP reply. Ecnu count 3anpocos LCP echo
oCTanncb 6e3 oTBeTa, coefrHeHne byseT
pa3opBaHo.
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AprymeHT 3HauyeHue |OnucaHve

adaptive Knmwuesoe |Pppd 6yaet oTnpasnsaTe 3anpoc LCP echo
CJ/10B0 TOJ/IbKO B TOM CJly4ae, ey OT ya/leHHOro y3/1a
HeT Tpaduka.

Mpumep (vpn-server)> lcp echo 5 3
LCP echo parameters updated.

MCTOpMﬂ U3MeHeHUnA Bepc”ﬂ onvicaHue

2.06 JobasneHa KomaHaa vpn-server lcp echo.

3.134.5 vpn-server lockout-policy

OnucaHune 3afaTb NapameTpbl OTC/IEXMBAHWSA MOMbITOK BTOPXeHUSA NyTéM nepebopa
naponein VPN-cepsepa. o ymonyaHuo yHKUNS BKIOUEHa. Ecin B kavecTBe
aprymMeHTa ncnosb3yeTtcs 0, Bce napamMeTpbl OTCIeXNBaHWA Nepebopa byayT
CHpoLLEeHbl B 3HaUEHWSA MO YMOAYaHUIO.

KomaHga ¢ npedunkcom no oTkIouvaeT obHapy>XeHue nogéopa.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Cunoncnc (vpn-server)>  vpn-server lockout-policy <threshold [«duration [
<observation-window> ] ]
(vpn-server)> no vpn-server lockout-policy

AprymeHTbl AprymeHT 3HaueHMe |OnucaHune

threshold Uenoe uuncno |Konnyectso HeyAauHbIX MOMbLITOK
BXOZa B cucTtemy. 1o ymonyaHuo
YCTaHOB/IEHO 3Ha4yeHve 5. MoxeT
NPUHMMAaTb 3HaYeHUs B Npejesnax ot
2 [0 20.

duration Lenoe 4ucno |MpogonxKnTensHOCTL 3anpeTa
aBTOpM3aUUU AN YKa3aHHOro
IP-agpeca B MuHyTax. o ymonyaHumio
YyCTaHOB/IEHO 3HaueHne 15. MoxeT
MPUHNMAaTb 3HaYeHUS B Npesesiax oT
1 a0 120.

observation-window |Jesoe 4ucnio |MpoAOAXNTENbHOCTL HAabMAEHNS
3a NOA03PUTENIbHON aKTUBHOCTbBIO B
MUHyTax. [1o ymonyaHutio
YCTaHOBJ/IEHO 3Ha4yeHve 3. MoxeT
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Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnucaHwue

NPUHVUMAaTb 3HaYeHWs B Npejenax ot
1 4o 20.

(vpn-server)> lockout-policy 10 30 2
VpnServer: :Manager: Bruteforce detection is reconfigured.

(vpn-server)> no lockout-policy
VpnServer: :Manager: Bruteforce detection is disabled.

(vpn-server)> lockout-policy 0
VpnServer: :Manager: Bruteforce detection reset to default.

Bepcus OnucaHue

3.01 JobasneHa komaHaa vpn-server lockout-policy.

3.134.6 vpn-server mppe

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

NcTopusa nsmeHeHum

YcTaHoBUTb pexunm ans wndposaHus MPPE. [0 yMOAYaHNIO NCMO/b3yeTCs
KAtOY AnnHom 40 6uT.

KomaHpga ¢ npedpurkcom no oTk/roUaeT Bbl6paHHbIA pexXunm.
Aa

Ja

Ja

(vpn-server)>  mppe @ode»

(vpn-server)> no mppe node»

AprymeHT 3HauyeHue OnucaHwue

mode 40 AnvHa kntova wnposaHms 40 6uT.

128 AnvHa kntova wudpoBaHna 128 6uT.

(vpn-server)> mppe 40
VpnServer: :Manager: Set encryption 40.

Bepcus OnucaHue

2.05 JobaBneHa KOMaHAa vpn-server mppe.
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3.134.7 vpn-server mppe-optional

OnucaHue BkntounTs winpposaHue MPPE.

KomaHga ¢ npedunkcom no oTkatouaeT wudposaHue.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc I (vpn-server)>  mppe-optional

I (vpn-server)> no mppe-optional
MNpumep (vpn-server)> mppe-optional

VpnServer: :Manager: Unencrypted connections enabled.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHue

2.04 JobasneHa KoMaHAa vpn-server mppe-optional.

3.134.8 vpn-server mru

OnucaHwue YcTaHoBUTb 3HaueHne VRU koTopoe byaeT nepegaHo PPTP-cepeepy. Mo
YMONYaHWIO NCNOJIb3yeTca 3HaueHve 1350.

KomaHaa ¢ npedurKcom no ycTaHaBNMBaeT 3HaYeHMe M0 YMOTYAHMIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (vpn-server)>  mruwalue»
(vpn-server)> no mru
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
value Lenoe 4ucno |3HauveHve MRU. MoxeT MpUHMUMAaTb 3HaYeHNs
B npegenax oT 128 go 1500 BkAoUYMTENBbHO.
Mpumep (vpn-server)> mru 200

VpnServer::Manager: mru set to 200.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.04

JlobaBneHa KOMaHAa vpn-server mru.

3.134.9 vpn-server mtu

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YcTaHOBUTbL 3HaveHue MTU, koTopoe byaeT nepeaaHo PPTP-cepeepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomMaHgaa ¢ npedrKcoM No ycTaHaBNVBAET 3HAUEHME MO YMONYAHWIO.

Ja
Ja

HeT

(vpn-server)>

mtu «values

(vpn-server)> no mtu

AprymeHT

3HavyeHue

OnucaHue

value

Llenoe u4ucno

3HaueHune MTU. MoxeT NpMHMMaTL 3HaYeHus
B npegenax oT 128 o 1500 BkAOUYUTENBbHO.

(vpn-server)> mtu 200
VpnServer: :Manager: mtu set to 200.

Bepcus

OnucaHune

2.04

Jo6aBneHa KOMaHza vpn-server mtu.

3.134.10 vpn-server multi-login

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

PaspewnTtb nogkntoveHme K cepsepy VPN Heckonbkux nosb3oBaTteneil ¢
O HOro aKKayHTa.

KomaHpa ¢ I'Ipe¢I/IKCOM NO OTK/NFOYaET 3TY BO3MOXHOCTb.

Ja
Ja

HeT

I (vpn-server)>  multi-login

I (vpn-server)> no multi-login
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NMpumep (vpn-server)> multi-login
VpnServer: :Manager: multi login enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobasneHa komaHaa vpn-server multi-login.

3.134.11 vpn-server pool-range

OnucaHue Ha3HaunTb nyn agpecos 4S9 KIMEHTOB, NoAKAtovarowmxca K cepsepy VPN.
KomaHgaa c npedpurkcom no ygansiet nyn.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (vpn-server)>  pool-range <begim [«size]
(vpn-server)> no pool-range
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
begin IP-agpec HauvanbeHbIll agpec nyna.
size UYenoe uucro |Pasmep nyna. MoXeT NpUHMMAaTL 3HaYeHUs
B npegenax ot 1 Ao 64 BkAroUMTeNbHO. ECn
pa3mMep He ykasaH, OH onpegesnseTcs
aBTOMaTU4YeCKU B 3aBUCUMOCTU OT
yCTpolicTBa.
Mpumep (vpn-server)> pool-range 172.168.1.22 20
VpnServer: :Manager: Configured pool range 172.168.1.22 to »
172.168.1.41.
(vpn-server)> no pool-range
VpnServer: :Manager: Reset pool range.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.04 [JlobaBneHa KkoMaHza vpn-server pool-range.

3.134.12 vpn-server static-ip

OonucaHune HasHaunTb IP-agpec nonb3oBaTento. Monb3oBaTeNb B CUCTEME JO/DKEH METb
MeTKy vpn.

KomaHaa ¢ npeprkcom no yaanseT npuBs3ky.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Aa

(vpn-server)>  static-ip name> <address»

(vpn-server)> no static-ip name>

AprymeHT 3HauyeHue OnuncaHwue
name CTpoka JlorvH.
address IP-agpec HasHauaemsbli IP-agpec.

(vpn-server)> static-ip test 172.16.1.35
VpnServer: :Manager: Static IP 172.16.1.35 assigned to user "test".

(vpn-server)> static-ip test
VpnServer: :Manager: Static IP address removed for user "test".

Bepcus

OnucaHue

2.04

[JlobaBneHa KoMaHAa vpn-server static-ip.

3.135 yandexdns

OnucaHwue
Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

BxoxxgeHue B rpynny (yandexdns)

CuvHoncuc

UcTopuns nameHeHuii

Het

Het

HeT

JocTtyn B rpynny KoMaHa Ans HacTporiku npodunein Yondex.DNS.

(config)> yandexdns
Bepcus OnucaHve
2.01 Jlo6aBneHa komaHza yandexdns.

3.135.1 yandexdns assign

OnucaHwne

HasHaunTb TMNbI 418 XOCTOB. 10 yMONYaHWIO AN BCEX XOCTOB MUCMOJIb3yeTcs
TMn safe. default MoxeT 6bITb Ha3HaYeH TONbLKO OAHOMY XOCTY.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (yandexdns)>  assign [ <host» ] «type>
(yandexdns)> no assign [ <hosts ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
host MAC-appec XOCT, K KOTOPOMY NMpUMeHdaeTca T1n
dunnbTpaumn. Ecnm He ykasaH, Tmn
NPYIMEHSIeTCA KO BCEM XOCTaM.
type default PunbTPaLMA He NCNOoNb3YeTCs.
safe 3awmTa oT Bpe4OHOCHbIX Y MOLLEHHUYECKUX
canToB.
family 3aKkpbIT JOCTYM K BPEAOHOCHbLIM U
MOLLUEHHNYEeCKMM CaliTaMm, a Takxe K pecypcam
AN B3POC/bIX.
MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue
2.01 JobasneHa komaHaa yandexdns assign.

3.135.2 yandexdns check-availability
OnucaHune MpoBepuTb AOCTYNHOCTb CNyX6bl Yandex.DNS.
Mpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (yandexdns)>  check-availability
Mpumep (yandexdns)> check-availability
available
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.06 Jlo6aBneHa komaHaa yandexdns check-availability.

3.135.3 yandexdns enable

OnucaHune 3anycTnTb cnyxey Yandex.DNS.
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KomaHaa ¢ npeprkCcomM no oCTaHaBNMBAET CyXO6y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (yandexdns)>  enable

I (yandexdns)> no enable
Mpumep (yandexdns)> enable

YandexDns::Client: Yandex DNS is enabled.
MCTOpMﬂ N3MeHeHUn Bepc”ﬂ onvicaHue

2.01 JobasneHa komaHaa yandexdns enable.
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noccapwin

Address and Control Field
Compression

Address Resolution Protocol

AdGuard DNS

Airtime Fairness

Authenticated Encryption
with Associated Data

Automatic Certificate
Management Environment

[noccapui

LCP HacTpoiika, obecneynBatoLlas cxaTue noneii Address u Control
KaHaNbHOro ypoBHS.

NPOTOKOJ onpejeneHuns agpeca, NPOTOKON KaHaNbHOro YPOBHS,
npegHa3HaveHHbIV Ana onpegeneHns MAC-agpeca no n3BecTHOMY
IP-agpecy. Hanbonbluee pacnpocTpaHeHve 3STOT NPOTOKO NOAYYn
6narofaps noBcemMecTHOCTU ceTeid IP, nocTpoeHHbIX nosepx Ethernet,
MockoJsibKy npaktnyecku B 100% cnyyaes npu TaKOM coyeTaHumn
ncnonb3yetcs ARP. MNpeobpa3oBaHuve afpecoB BbIMOIHAETCS MyTem
novcka B Tabnuue, Tak HasbiBaeMoil ARP-Tabnnue. OHa cogepxuT
CTPOKM AN5 KaXAOro y31a ceTu. B AByx ctonbuax cogepxatcs IP- 1
Ethernet-agpeca. Ecnn TpebyeTtca npeobpasoBath IP-agpec B
Ethernet-agpec, To vLLeTCA 3aNnCb C COOTBETCTBYOLWNM IP-agpecom.

cepeuc AdGuard ansa 3aWwmThl JoMalLHel ceTn. ObecneymBaeT Tpu
pexunma 3alnTbl:

+ be3 punbTpauunK: 3aLMTa He NCNOb3YeTCs;
* be3 peknambl: 610KMPOBKa peknaMbl, TPEKUHIa U GULLNHTa;

+ CemeiHbI: 610KMpPOBKa pek/iaMbl, TPeKMHra, GULLINHIG, CaliTOB ANs
B3pOC/bIX, @ TakXke 6e3onacHbI MonCK B 6pay3epe.

3TO TeXHONOrsi, NpeAHa3HauYeHHas A/ NOBbILLEHWS 06LLel
NPOV3BOANTENBLHOCTM 6€CNPOBOAHON CETU NYTEM peLLeHNs Npobaembl
C MeZANeHHbIMUN KAMeHTaMW. Mpur BbICOKON aKTUBHOCTU MeZ/1IeHHbIX
yCTPOIiCTB, NponyckHas cnoco6HocTb Wi-Fi ceTn cHxkaeTcs. YTobbl
BbICTPLIM K/IMEHTAM He MPUXOANIOCH XAaTb OHepean Ha nepesady
AAHHBIX, TexHonorus Airtime Fairness orpaHMUMBaeT CeaHc CBA3M C
KIMEHTCKUM YCTPOCTBOM HE KOIMYECTBOM MakKeToB, @ BPEMEHEM NX
nepegauun.

Takke AyTeHTUPMLIMPOBaHHOE LWPOBaHME C NMPUCOEANHEHHBIMM
AAHHbIMU

KNacc 6/10UHbBIX PeXMMOB LWNPPOBaHUS, MPY KOTOPOM YacTb
Co0b6LLeHMA WdpYyeTCs, YacTb OCTAETCS OTKPLITOM, U BCE COObLLEeHNe
LLeNIMKOM ayTEHTUOULMPOBAHO.

ABNAETCA KOMMYHUKALMOHHbBIM NMPOTOKOJIOM A1 aBTOMaT13aLmm
B3aMMOAENCTBUIA MexXay opraHamu ceptudukaLmn 1 Beb-cepsepamm
CBOWX MOfib30BaTesell, N03BO/ISAA aBTOMaTNYeckoe pasBepTbiBaHMe
VHPPaCTPYKTYpPbl OTKPLITLIX KNOYel N0 04eHb HU3KOM LeHe. OH 6bin
pa3pabotaH Internet Security Research Group (ISRG) ansa cBoeii cnyx6bl
wunposaHus Let's Encrypt.
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lnoccapui

Band Steering

Beamforming

Challenge-Handshake
Authentication Protocol

Change of Authorization
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3TO PyHKLMSA, KOTOpas NobyxaaeT 6ecnpoBoHbIE KINEHTHI C
NOAAEPXKOWN ABYX AMANa30HOB NOAKIOUYATLCS K MeHee
nepenonHeHHow cetn 5 Iy, 1 octaBnATb ceTb 2,4 [Ty AOCTyNHOW AN
TexX K/IMEeHTOB, KOTOpPbIe NoAjepXMBatoT TONbKO 2,4 [T, Taknm
o6pasom, nponsBoamTensHOCTb Wi-Fi MOXET 6bITh ynyulleHa A5t BCexX
KJINEHTOB.

npeacTaBnseT coboii cnocob ynpasneHVst paguovactoTamu, npu
KOTOPOM TOUKa A0CTyna UCMONb3yeT pasvyHble aHTEHHbI ANs
nepesaur 04HOro 1 Toro Xe curHana. NMepezgaBas pasnnyHble CUrHabl
N 13yYast peakuuio KNNEHTOB, MHOPACTPyKTypa 6ecnpoBoaHOl ceTn
MOXET 3HAUNTE/IbHO BANATL Ha NepejaBaemMble eto CUrHasbl. Takum
06pa3oM, OHa MOXET BbISIBUTb UAEaNbHbI MyTb, M0 KOTOPOMY AOJIXKEH
WATW CUTHan, 4To6bbl 406paTbCs 40 KIMEHTCKOrO YCTPOCTBA.
dopMrpoBaHe ArarpaMmbl HarnpaBAeHHOCTM 3GGEeKTUBHO yayyLlaeT
XapakTepuCTMKN BOCXOASLLErO U HUCXoAsLLero kaHanoB SNR, a Takxe
06LLYH0 MPOMYCKHYH CMOCOBHOCTL CETH.

LUINPOKO PacnpoCTPaHEHHbIA anropuTM NpPoBepkn MNOAJMHHOCTH,
npegycMatpuBalroLLni nepegadvy He cCamoro Naposs Noab3oBaTtens, a
KOCBEHHbIX cBegeHWnin o HEM. CHAP aBnsieTcs 60nee 6e30mnacHbIM
MeToaoM, ueM Password Authentication Protocol.

MEeXaHU3M AN USMEeHEeHUs aTpubyToB ceaHca ayTeHTUGMKaLWA U
asTopusauum RADIUS. MNo3BonsieT HaCTPOUTb YXKe aKTUBHBbIN ceaHc
KJINeHTa.

3710 ycnyra komnaHum Cloudflare no 3awmre gomaluHen ceTu.
ObecneynBaeT TpY PeXMMa 3aLUNTBI:

« default: 3aWMTa OTKNOYEHS;
+ standard: 6e3onacHbIn DNS, 6e3 610K1MpOBKY;
« malware: 610KMpPOBKa BPeAOHOCHbIX MPOrpamm;

+ family: 6nokrpoBKa Bpe4OHOCHbIX NPOrPaMMm 1 CaNTOB AN B3POC/bIX.

NHTepdeinc KOMaHAHOM CTPOKM, Pa3HOBUAHOCTb TEKCTOBOMO

NHTepdeiica Mexay YenoBeKOM 1 KOMMbIOTEPOM, B KOTOPOM

WNHCTPYKLUUN KOMMbIOTEPY AAOTCS B OCHOBHOM MyTEM BBOZA C
KNaBMaTypbl TEKCTOBBIX CTPOK (KOMaHZ). Takxe N3BeCTeH Mo
Ha3BaHWEM KOHCO/b.

3TO NOPSAOK GOPMNPOBAHUA oUepean, NCNOoNb3YyroLWKNIA Kak AQM, Tak
1 FQ. OH 06beanHaeT COBALT, KoTopbIl aBAseTca anroputMom AQM,
B KOTOpOM KOMBUHMpytoTca Codel v BLUE, weilinep, koTopblii paboTaeT
B pexvmMe gednumnTa, 1 pasHoBUAHOCTb DRR++ A1a n3onaumm notoka.
8-CTOpOHHEE MHOXECTBEHHO-aCcCoLMaTUBHOE X3LWMPOBaHue
NCNonb3yeTcs 418 BUPTYanbHOro YCTPaHEHUS CTOIKHOBEHUIA X3LLEN.
MpropunTeTHasa opraHmMsauns odepean 4OCTYNHa Yepes yrpoLLEeHHY0
peanusauuto diffserv. CAKE ncnonb3yeT werinep ¢ gedpuynTHbIM
pexXMMoM paboTbl, KOTOPbIA HEe NCNOo/b3YyeT "BCnaeck", XxapakTepHbIii
4na "anroputma Tekyuero segpa”. OH aBToMaTuyecky nepegaet
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CTO/IbKO MaKeTOB, CKONbKO TPebyeTca AN NOAAEPXKAHUSA YKa3aHHOMN
NMPONYCKHOM COCO6HOCTU.

MCNONb3YeTCs ANS YCTaHOBKM U HACTPOMKIM anropuTMOB OKaTUSA AaHHbIX
Ha PPP.

3TO MEeTOoA, MCﬂOﬂb3y€MbIVI CeETEBbLIM yCTpOVICTBaMVI ANA NPpOoBEPKN
cyiecTtBoBaHMA U AOCTYMHOCTUN APYTNX CETEBBLIX yCTpOVICTB.

3TO NONOXeHMe 0 KOHOUAEHLMANLHOCTU ycTpoicTBa Keenetic npwu
06paboTke JaHHbIX.

NPOTOKOA AUHAMNYECKOM KOHGUTrypaLumm y3na, 3To ceTeBor NPoTOKOAN,
NO3BONSAIOLLNIA KOMMbIOTEPAM aBTOMaTM4ecKn nosyyaTtb IP-agpec n
Apyrve napameTpbl, HeobxoanMble Ans paboTsl B ceT TCP/IP. JaHHbI
NpOTOKOA paboTaeT Mo MOAeNU «KNneHT-cepeep». 115 aBToMaTn4eckomn
KOHUrypauum KOMnboTep-KAMeHT Ha 3Tane KOHPUrypaummy ceTeBoro
yCTpoicTBa obpallaeTcs K Tak Ha3biBaeMomy cepaepy DHCP, n
noJsly4aeT oT Hero Hy>XKHble napamMeTpbl. CeTeBon agMUHUCTPATOP
MOXeT 3ajaTb AMarna3oH afpecos, pacnpejensemMblix CEpBepoM cpesmn
KOMMbIOTEPOB. OTO NO3BO/SET U36exXaTb PYHHOMN HAaCTPONKN
KOMMbIOTEPOB CETU N YMeHbLUAeT KONMYecTBO Own60K. MpoToKon
DHCP ncnonb3yetcs B 6onbLUMHCTBe ceTell TCP/IP.

DHCP-cepBep ynpasnsieT nynom IP-agpecos 1 nHdopmaLmei o
KOHOUrypaLmm KNNeHTCKUX NapaMeTpoB, TakMX Kak LLUIto3 Mo
YMONYaHWIO, JOMEHHOE VIMS, CEpBep NMEH, APYrvX CepBepoB, TakmX
Kak cepsep BpeMeHW 1 Tak Aganee. [onyynB KOPPEKTHbLIN 3anpoc,
cepBep BblAaeT KoMmnbloTepy IP-agpec, apeHay (MPOMeXXyTOK BpeMeHMU,
B TeyeHue KoToporo IP-agpec gecTBUTeNEH) U ApYyre HacTpoeyHble
napameTpsbl IP, Takme Kak Macka NoAceTy v LW03 No yMon4YaHuio. B
3aBNCUMOCTM OT peanusaummn, DHCP-cepsep MOXET IMeTb TPU METOAa
Ha3HauyeHWsa IP-agpecos:

* duHamuyeckoe pacnpedeseHue: CeTeBOM aAMUHNCTPATOP Ha3HayaeT
onpegeneHHbI gnanasoH IP-agpecos ansa DHCP, v kKaxapli
KNMEHTCKNIA KOMMNbHOTEP B /IOKaNIbHOM CETU HACTPOEH 3anpalumBaTtb
IP-agpeca ot DHCP-cepBepa npuv nHnumanmsaumm cetu. Npouecc
3anpoca 1 npeAocTaBAeHNs NCNOoNb3yeT NPUHLXN apeHAbl Ha
onpejeneHHbIN cpok, no3sonss DHCP-cepeepy Bo3BpaLLaTh (V1 3aTemM
nepepacnpegenats) IP-agpeca, KOTopble He OBHOBNAOTCA.

* aemomamuyeckoe pacnpedeneHue: DHCP-cepep Ha NOCTOsIHHOE
NCNob30BaHMe BbljeNnseT Npon3BoJbHbI CBO60AHbIN IP-agpec n3
onpegenéHHoro agMMHUCTPaTOPOM AManasoHa. OTOT Crocob
aHasiornyeH anHamMmmyeckomy pacnpegeneHuto, Ho DHCP-cepsep
XPaHWUT TabanLly NPOLL/bIX Ha3HaYeHW IP-agpeca, Tak UTo OH CKopee
BCEro Ha3HauuT KANEeHTy TOT Xe IP-agpec, YTo 1 paHbLue.

« cmamuyeckoe pacnpedenerue: Cepep DHCP BbigensieT IP-agpeca
Ha ocHoBe Tabaunubl ¢ napamu MAC/IP-agpecoB, KOTopble
3aMO0JIHAKTCA BPYUHYIO (BO3MOXHO, CETEBLIM aAMUHUCTPATOPOM).
IP-agpeca byayT BblAENATLCSA TONBKO ANSA KIMEHTOB, Ub MAC-agpeca
yKasaHsbl B 3TOM Tabauue. 3Ta GyHKUMA (KoTopas nojaepXxmnBaeTcs
He Bcemu cepBepamm DHCP) Takxxe Ha3biBaeTca CTaTUyeckmm
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! https://tools.ietf.org/html/rfc8484
2 https://tools.ietf.org/html/rfc7858
3 https://tools.ietf.org/html/rfc8310

HazHaueHnem DHCP (DD-WRT), ¢ukcrpoBaHHbIM agpecom (no
aokymeHTauum dhepd), pesepeBupoBaHunem agpeca (Netgear),
PesepBupoBaHue DHCP nnu Ctatuyecknii DHCP (Cisco/Linksys) n
PesepsuposaHune IP nnn MAC/IP npuBsska (MponsBoanTensiMu
Pa3fINYHbIX APYTrMX MapLLUPYTN3aTOPOB).

3To yacTb /KE NpOTOKO/a, MO3BOASAOLLANA ABYM 1 60/iee CTOpOHaM
NONYYNTb OOLLUIA CEKPETHbLIN KNHOY, NCNONb3YSA He3allMLLeHHbIA OT
NPOCYLUNBaHWA KaHan cBsi3u. MNosly4eHHbIn IPsec KoY NCMob3yeTcs
4Ns WndpoBaHMAa JanbHeliero o6MeHa C MOMOLLbIO airOPUTMOB
CUMMETPUYHOro WndpoBaHUS.

CTaHAApPT, MO3BONAOLMIA COBMECTUMbIM YCTPOCTBaM NepeAaBaTh U
NPUHMMAaTL MO JOMALLHeN CeTU Pa3INYHbI MeAna-KOHTEeHT
(n306paxkeHNs], My3bIKy, BUAEO), @ TakxXe 0TObpaxaTb ero B pexume
peanbHOro BpemMeHu. 3TO TeEXHOI0rNA 418 COeANHEHNS A0MALLHNX
KOMMbOTEPOB, MOBUBHbIX TeNepOHOB, HOYTOYKOB 1 6bITOBOA
3N1eKTPOHUKWN B e4MNHYI0 LMPPOBYHO CeTb. YCTPONCTBA, KOTOpble
nogaepxmBatoT cneundurkaymo DLNA, No xxenaHWto nonb3oBaTens
MOTYT HaCTpPamBaTbCsA N 06 beANHATLCA B AOMALLIHIONW CeTb B
aBTOMaTNYECKOM pexume.

CYCTEMA JOMEHHbBIX MMEH, KOMMbIOTEPHAs pacrpeienéHHas cuctema
ANst noNyyYeHns nHbopMaL MM o JoMeHax. Yallle BCero Ucrnosb3yeTcs
ANst nonyyeHus IP-agpeca no MMeHM XocTa (KoMNbloTepa nan
yCTpOIiCTBa), NoNyYeHNUs MHGOPMaLMIN O MapLLPYTU3ALUK NOYTHI,
06CNYXMNBAKOLLMX Y3N1aX A/ MPOTOKO/OB B JOMEHe.

cucTemMa AOMEHHbIX VIMeH, KOMMbIOTepHas pacnpejeneHHas cucremMa
ANs nonyveHns MHGopmMaLmm o JoMeHax C UCNob30BaHNEM
6e30MacHoi Nnepegaun AaHHbIX MeXAy y31aMu ceTu VIHTepHeT no
npoTokosy HTTPS. 3TOT MeToA 3ak/ito4aeTcsi B MOBbILLEHNM
KoHOUAEHUMANbHOCTY 1 6e30nacHOCTX NoJib3oBaTenelt nyTem
npesoTBpaLLeHNs NPOCAYLLUMBAHWSA U MaHUMYAMPOBaHNA AaHHBIMA
DNS c nomoLkto atak TMna "man-in-the-middle". CtaHAapT onvcaH B
RFC 8484,

crcTeMa JOMEHHbIX VIMEH, KOMMbIOTepHas pacrnpejeneHHas cmcrema
A4Ns nonyveHns nHopmMaLmm o JOMeHax C UCNob30BaHNEM
6e3onacHoi nepep,?qm ,ZI,aHHbIXBMe)KAy WNHTepHeT-y3namn. CtaHgapt
onwcaH B RFC 7858° n RFC 8310°.

dopma KoMMNbIOTepHOW aTaku Ha Beb-cepBuUChl. B faHHO aTake
BpeAOHOCHas Beb-CTpaHMLa 3acTaBseT bpaysep nocetmrens
3anycTUTb CKPUNT, 06paLLaoLWLNIACA K APYTMM CalTaM 1 cepBuUCaM.
ATaka MOXeT 6bITb NCNOMb30BaHa A1 MPOHNKHOBEHWS B JIOKaNbHble
CeTu, KOrja aTakyoLmii 3acTaBnsieT Beb-6pay3ep xXepTBbl 06paLLaThCs
K yCTPOWCTBaM MO YacTHbIM (MprBaTHbIM) [P-agpecam v Bo3Bpawatb
pe3synbTaThl 3TUX ObpaLLleHMiA aTakytoLlemy. Takxe ataka MoXeT
MCNOb30BaTbCA A5 TOro, YTOObI MopaXxaeMblii 6pay3ep BbINOAHSAN
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OTNpaBKy cnamMa Ha Beb-caliTbl, 1 gng DDOS-aTak v Apyrunx
BpeAOHOCHbIX AeSHUIA.

3TO YacTb Habopa npoTokono. IPsec. B IPSec oH obecneunBaet
NOAJ/IMHHOCTb MPONCXOXAEHUS, Le/IOCTHOCTb U 3aLuTy
KOHOUAEHLMANBHOCTM NaKeToB.

ABNAETCA OPpNagnNY4eCckmm 40oroBopomM Mexagy aBTopomM nporpaMmMmHOro
obecneyeHuss UK n3gaTenem 1 NoAb30BaTe/IEM 3TOrO NPUOXKEHNA.

3TO HOBad KoHUenumna poyMmmnHra, Korga Ha4dasibHoe noarsepxgeHme
nogxknto4yeHna K HOBOW TOUKe A0CTyrMNa BbINOJIHAETCA AaXKe npexje
yeM KINEeHT NoAKNHUYNTCA K 3TOW TOUKe Aoctyna.

3To NopsaAok GopMmMpoBaHMA ovepesmn, KOTopblli coveTaeT B cebe FQ
n cxemy CoDel AQM. FQ_Codel ncnonbsyet ctoxacTnyeckyro Mojenb
ANs Knaccnpurkaumm BXoASLLMX NaKeToB B Pas/iNiHble MOTOKN U
NCnonb3yeTcsa A8 pacnpegeneHuns nponyckHOM CnocobHOCTY MexXay
BCEMM NOTOKaMW, NCNOMb3YOLWNMUK ovepesb. Kax bl Takoi NoToK
ynpasnsetcsa popmmpoBaHuem ovepegm CoDel.

VMA JOMEHa, He VMeloLLiee HeOAHO3HAaYHOCTel B orpejeneHnu.
BrntouaeT B ceba MMeHa Bcex poAuTeIbCKUX OMEHOB Nepapxmm
Domain Name System. B HeM yKa3bIBatOTCA BCE YPOBHU JOMEHa,
BK/ItOUas JOMEH BEPXHEro YPOBHS U KOPHEBYIO 30HY. [T0/IHOCTbLIO
ornpejesieHHoe JOMEHHOE MMS OT/IMYaeTCH OTCYTCTBMEM
ABYCMbICIEHHOCTU: OHO MOXET BbITb MHTEPNPEeTMPOBaHO TONBKO
OAHWVM CNoCco6oM.

Takoke Ctatudecknii NAT, NAT oguH K ogHOMY, NepeajpecaLs nopToB

3TO eANHCTBEHHbIN TN NAT, B KOTOPOM MOPT NOCTOSAHHO OTKPbLIT U
pa3peLuaeT BXoAsLLme coeAnHeHMs ¢ 1oboro BHelwHero y3na. Full
Cone NAT conocrtaBnseT nybnuyHbii IP-agpec v nopt c IP-agpecom n
NOPTOM NOKaNIbHON ceTu. JTIo60 BHELLHWIA XOCT MOXeT OTNPaBAsATb
AaHHble Ha IP-agpec nokanbHOM ceTu Yepes COOTBETCTBYIOLLNIA eMy
IP-agpec n nopt NAT. OTNpaBuTb AaHHbIe Yepes ApYyroi NopT He
nonyumntcs. Ctatnyeckuin NAT Heo6XxoaMM, KOraa ceTeBoe YCTPOICTBO
B YaCTHOW CeTU JOMKHO 6bITb JOCTYMHO U3 VIHTepHeTa.

NPOTOKOJ1 TYHHENIMPOBAHWSA CeTEBbIX NaKeToB, pa3paboTaHHbIN
KomMnaHweli Cisco Systems. Ero ocHoBHOe Ha3HauyeHne —
VHKancynauma nakeTos ceTeBoro yposHs cetesori mogenun OSI B IP
nakeTbl.

OAVH V3 MeXaHN3MOB NPOBEPKM LIeNOCTHOCTU HbOopMaLmN,
NO3BOJIAIOLLMIA rapaHTUPOBATL TO, UTO JaHHbIe, NepejaBaemMble NUIn
XpaHsLLMecs B HeHaAEXHON cpese, He 6bIn 3MeHeHbl MOCTOPOHHUMM
nuamu.

CBOWCTBO MaTeMaTMYeCcKoro o6beKkTa, KOTOpPOE NPOoABAAETCA B TOM,
4YTO NOBTOPHOE AeMCTBME Haj 06bEKTOM He N3MEHSIET ero.

NpPOTOKON 06MeHa cnyxebHon nHopmMaumeln Ana nepesayn AaHHbIX
MeXxzy ToukaMu AocTyna. laHHbI MPOTOKON ABNAETCS
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pekoMeHgaL e, KoTopasi onncbiBaeT Heobs3aTelbHOe paclunpeHmne
IEEE 802.11, obecneurBaroLlee 6eCnpoBOAHYHO TOUKY AOCTyMa ANS
KOMMYHUKaUnn Mmexay cncteMaMim pasHbIX I'IpOVIBBO,D,I/ITEJ'IeI‘/JI.

NPOTOKO/ MeXCeTeBbIX YNPaBAAOLLNX COO6LLEHNIA, CeTeBOV MPOTOKOS,
BXOZALLWIA B cTek npoTokosioB TCP/IP. B ocHoBHOM ICMP ncnonb3yeTcs
ANS nepeAaymn coobLieHnin 06 owmbKax N APYrux NCKIHUUTENbHBIX
CUTYaLUAX, BOSHUKLLNX MPY nepejade JaHHbIX, HAanpumMep,
3anpallvBaemas ycnyra HefocTynHa, Uan XocT, Wi MapLupyTn3aTop
He oTBeyatoT. Takxe Ha ICMP Bo3nararoTcs HEKOTOpPble CePBHCHbIE

byHKUNN.

3TO MHTEPHET-NPOTOKOA, KOTOPbIA 0becrneyrBaeT BOSMOXHOCTb
KOMIMbIOTEpY COO6LLUNTE O CBOE MPUHAANEXHOCTI K rpynne paccbiikm
Ha coceHVe MapLUpyTr3aTopsl. [pynnosas paccblika No3BosiseT
OAHOMY KOMMbIOTEPY MO VHTEPHETY PACCbIaTb KOHTEHT 4PYrM
KOMMblOTEPAM, 3aNHTEPECOBaHHbLIM B MOJSYyYEHNIN PACChIIKA.
IpynnoBas paccblika MOXeT 6bITb UCMONb30BaHa B TaKNX CAyYasX,
Kak 06HOB/eHWe afpecHbIX KHUT Monb3oBaTenei MObUNbHbIX
KOMIMbIOTEPOB, paccbliika NHGOPMAaLMOHHbIX 6roNneTeHel nNo
KOMnaHuu, 1 "a¢npHoe BelaHne" LWNPOKOMOAOCHbLIX MPOrpaMm
MOTOKOBOro MyJibTUMeANa A5 ayANTOPUK, KOoTopas "HacTpownnack"
Ha nonyyeHwue rpyrnoBow paccolnku.

3TO CTaHAApPTHbIV NpoToko IPsec, ncnonb3yembix AN obecrneyeHns
6e30MacHOCTV B3aVIMOAEeNCTBIUA B BUPTYa/bHbIX YacTHbIX ceTax. Lenb
IKE - co3aaHume 3aLMLLeHHOro ayTeHTUGULIMPOBAHHOIO KaHasa CBA3N
C MOMOLLbIO anropuTma obmeHa kntovamu Diffie-Hellman pns cozgaHus
06LLIero CeKpeTHOro K/koYa C ganbHerwnm indposaHmeM IPsec cBs3N.

OCHOBHOW KOMMYHWKaLMOHHbIi NPOTOKON B ceTh NHTepHeT. B
coBpeMeHHol ceTn IHTepHeT ncnonb3yetcs IP yeTBépTOit Bepcmn,
TakXe N3BeCTHbIM Kak IPv4. Ero npeeMHMK — LLecTas Bepcus
npotokona, IPv6.

NPOTOKOJ1 YIPaBJ/IeHNs CeTEBbIM YPOBHEM AN YCTAHOBKN, HACTPONKM
1 paspsblBa IP nogknroueHums nosepx Point-to-Point Protocol (PPP)
coeguHeHus. IPCP ncnonb3syeT TOT XXe MexaHM3M 06MeHa naketamu,
uTo N LCP. O6MeH naketamu IPCP He npoucxoanT 40 Tex nop, noka
PPP He HauHET ¢pasy cornacoBaHVs NMPOTOKO/1a CETEBOro YPOBHS.
Nto6ble nakeTbl IPCP, nonyyeHHbIe A0 TOro, Kak HauHéTcs 3Ta ¢asa,
AOKHBI 6bITE OTOPOLLEHBI.

Habop NPOTOKONOB ANs 06ecneyeHs 3aLLUMTbl AaHHbIX, NepejaBaeMbIX
no MexceTeBOMY NpoToKony Internet Protocol. Mo3BonsieT ocyLLecTBAATb
NoATBepPXAeHMEe NOANVMHHOCTY (ayTeHTUPMKAaLMIO), MPOBepPKY
LenocTHocTn n/mnn wnposaHue IP-nakeToB. IPsec Takke BkAOUaeT
B Ce65 MPOTOKO/Ibl ANSA 3aLLMLLEHHOIO O6MeHa KItYamMun B ceTu
VHTepHeT. B OCHOBHOM, NPUMEHSETCA /151 OpraHv3aLmnmu
VpN-CoeANHEHUIA.

3TO TexHonoruvs, kotopasi nossonsieT VPN-Tpadurky npoxoantsb Yepes
NAT.
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vMeeT PyHAaMeHTanbHoe 3HauveHne ans IPsec. SA — 370 CBA3b Mexay
ABYMS NN HECKONBbKMMU CYLLIHOCTAMMW, KOTOpas onucbiBaeT Kak
CYLLLHOCTUM ByAyT MCNONb30BaTb C1y>X6bl 6€30MacHOCTY ANA
6e3onacHoro obMeHa gaHHbIMU. Kaxaoe nogxknroyeHme IPsec moxeT
obecneunTb LUINPPOBaAHME, LIeNOCTHOCTb, MOAJIMHHOCTL UV BCE
BMmecTe. Korga cyxba 6e3onacHoCTy onpegeneHa, Aa nupa IPsec
[LOJDKHbI OnpeAennTb, Kakue anropuTMbl UCNOAb30BaTh (Hanpumep,
DES wnu 3DES ana wndposanumsa, MD5 nnm SHA ans uenoctHoctw).
Mocne NPUHATUA peLLeHns OTHOCUTENbHO airOPUTMOB, AiBa YCTPOCTBa
LOJDKHbBI MOAGNNTBLCS KAoYaMM AN YCTaHOBAEHWs ceccun. SA 3TO
MEeTOJ, KOTOpPbI/ ncrnonb3yeT IPsec, UTo6bl OTC/IEXMBATL BCE CBEAEHNS,
Kacatowmecs gaHHom ceccmm cesasm IPSec.

3To NpoToKoN IP-TyHHennpoBaHUs, KOTOPbIY MHKaNCyAnpyeT O4uH
IP-nakeT B gpyroi IP-naker.

OTBeYaeT 3a HaCTPOIiKY, BKNOUYEHME N OTK0UEeHNe Moy el
npotokona IPv6 Ha o6ounx KoHUax Point-to-Point (PPP) coefgnHeHus.
IPV6CP ncnosb3yeT TOT Xe MexaH13M obMeHa naketaMu 4To u
npotokon Link Control Protocol. ObmeH nakeTamu IPv6CP He
NPOUCXOANT A0 Tex rnop, noka PPP He HauHET $a3y cornacosaHums
NpOTOKO/Ia CeTeBOro ypoBHS. Jltobble nakeTbl IPV6CP, nony4veHHble 40
TOro, Kak HauHéTcsa 3Ta $pasa, A0KHbI 6bITb OTOPOLLEHBI.

MPOTOKO/1 TYHHENPOBAaHWA BTOPOro YPOBHS. B KOMMbIOTEPHbIX CETAX
TYHHeSIbHbIN NPOTOKO, UCAOJIb3YOLWNIACA ANA NOALEPXKKN
BUPTYaNbHbIX YaCTHLIX ceTeil. [naBHOe JOCTOMHCTBO L2TP cocTtonT B
TOM, YTO 3TOT NPOTOKO/1 NO3BOJIAET CO3JaBaTb TYHHE /b He TO/IbKO B
cetax IP, Ho 1 B Takux, kak ATM, X.25 n Frame Relay. HecmoTps Ha To,
uTo L2TP selicTByeT HanoAo6vie NPOTOKONa KaHA/IbHOIO YPOBHS
Mogenu OSI, Ha caMoM fefie OH ABNSEeTCA MPOTOKO/IOM CeaHCOBOTo
YPOBHSA 1 UCMOJIb3YeT 3aperncTpmpoBaHHblin UDP-nopTt 1701.

NPOTOKOA yrpas/ieHns coeriHeHviem, LCP ABNsieTcs YacTbio NpoToKoia
Point-to-Point Protocol. Mpwn ycTaHoBAeHUW coefnHeHns PPP
nepejatoLlee 1 NpuHUMatoLLee yCTPONCTBO O6MEHVBALOTCA NakeTamm
LCP gns yTouHeHus cneumdunueckoin MHpopmaumm, Kotopas
noTpebyeTcsa Npu nepegaye JaHHbIX.

MakeTbl LCP genatca Ha Tpu knacca:

+ MNakeTbl AN1A OpraHM3auMm kaHana ces3u. icnonb3yroTtcs ans
opraHv3auum 1 Belbopa KoHUIrypauum KaHana

* [MakeTbl Anga 3aBepLlieHna AEMCTBMH KaHana. |/|CI'I0}1b3yI-OTCFI ana
3aBepLlieHund AEMCTBMH KaHaJla CBA3U

* [lakeTbl 4n4 nogaep>xaHums pa6OTOCFIOC06HOCTI/I KaHana.
|/|CI'IO}']b3yI-OTCF| Ana nogaepXxXaHma  oTnajkm KaHana

NPOTOKON KaHaNbHOr0 YPOBHS, MO3BONSIOLLNY CETeBOMY
060pyA0BaHMIO ornoBeLLaTh 060pyA0BaHMe, paboTatoLLee B 10KaNbHOW
ceTn, 0 CBOEM CyLLLeCTBOBaHUN 1 NepejaBaTb eMy CBOU
XapakTepuCTMKK, a TakKe NoayyaTb OT HEro aHanorMYHbIe CBeAEHNS.
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Low-Density Parity-Check

Maximum Receive Unit

Maximum Segment Size

Maximum Transmission
Unit

Microsoft Point-to-Point
Encryption

Modular Wi-Fi System

Network Access Control List

Network Flow

NEXTDNS

WNHpopmauums, cobpaHHas nocpeacTeoM LLDP, HakannvBaeTca B
YCTPOWCTBaxX M MOXeT ObITb C HMX 3anpoLleHa nocpeacteoM SNMP.

KOZ C Manoi NNOTHOCTbIO NMPOBEPOK Ha YETHOCTb, UCMO/b3YyeMblli B
nepegaye nHGopMaLMKM KOA, HaCTHbIA Clyyail 610KOBOr0 IMHENHOro
KoZa € NpoBepKoin YETHOCTU. OCOBEHHOCTbLIO ABNSETCS Manas
NAOTHOCTb 3HAYMMbIX 31€MEHTOB MPOBEPOYHON MAaTPULLbl, 3@ CHET
Yero JOCTUraeTcs OTHOCUTENbHAA NPOCTOTa peannsaunm CpescTB
KOAMPOBaHMA.

onpegensetT MakCMMasbHbI pa3mep (B 6ainTax) 610Ka, KOTOPbLIA MOXKeT
6bITb NPUHAT Ha KaHA/IbHOM YPOBHE KOMMYHWKALIMOHHOMO MPOTOKONA.

ABNAETCA NnapaMeTpom nNpoTokona TCP n onpegenseT MakCMManbHbIi
pasmep 610Ka AaHHbIX B 6banTax ans cermeHTa TCP. Takum obpasom
3TOT NapaMeTp He yuuTbIiBaeT AnHY 3aronoskos TCP u IP.

MaKCMMasbHbIA pa3mMep 610ka (B baliTax), KOTOPbIA MOXET ObITb
nepesaH Ha KaHanbHOM ypoBHe ceTeBol mogenu OSI. 3HaueHne MTU
MOXeT 6bITb onpejeneHo ctTaHgapToM (Hanpumep ans Ethernet), anéo
MOXeT BblOMPaTbCA B MOMEHT YCTaHOBKW COeANHEHNS (0O6bIYHO B
cny4vae NpsAMbIX MOAKAHOYEHWIA TOYKA-TOUKA). YeM BbiLle 3HaYeHne
MTU, TeM MeHbLLIe 3aro/IoBKOB NepesaéTcs No CeTV — a 3HaUWT, BbiLle
NPOMyCcKHasi CNoCco6HOCTb.

NPOTOKON LUNPPOBAHNS AAHHBIX, NCMONb3YeMblid MOBEPX COeAUNHEHWI
Point-to-Point Protocol. icnonb3yeT anropntm RSA RC4. MPPE
nogaepxveaet 40-, 56- 1 128-6UTHbIe KNHOUN, KOTOPbIE MEHSAIOTCA B
TeueHue ceccum (YacToTa CMeHbI K/IoYer ycTaHaBNMBAEeTCA B NpoLecce
X3HJLeKa coegnHeHna PPP, ecTb BO3MOXHOCTb FreHepupoBaTh Mo
HOBOMY KJ1t04Y Ha Kaxblli nakeT). MPPE obecneynBaeT 6e30nacHOCTb
nepeaayu jaHHbIX Anga nogknrodeHunsa PPTP mexay VPN-knveHToM n
VPN-cepBepomM.

CUCTEMa, NO3BOJIAIOLLIAS 06BEANHUTE HECKOJIbKO YCTPOMCTB KMHETHK
B e4NHOe NHTePHEeT-MPOCTPAHCTBO, pacnpeseneHHoe Mo naoLaAun.
OAHO M3 YyCTPONCTB Ha3HaYaeTCs BeAyLLUM, OCTa/lbHble — BELOMbIMU.

npaBuna, 3agaHHble ans IP-nHTepdelicos, KOTopble AOCTYMHbI Ha
MapLUpyTM3aTope, KaXAoe CO CNNCKOM XOCTOB AW CeTel,
pa3peLuatoLee UK 3anpeLlatoLLee Ncnonb3oBaHme cepauca. Cnmckm
KOHTPO/IA AOCTyMNa MOryT yNpaBAsTh Kak BXOAALLMM, TaK U UCXOAALLMM
Tpaduvkom.

CeTeBOl MPOTOKON, NpejHa3HavYeHHbI AN y4éTa ceTeBOro Tpaduka,
KoTopbI ncnonb3yet UDP nnm SCTP NpoTOKOAbI ANS Nepesayn JaHHbIX
0 Tpaduke KonnektTopy. Konnekrop - 370 NpUIoXeHne, paboTaroLLee
Ha cepBepe 1 3aHNMatoLLLeecst C6OPOM CTaTUCTUKK, KOTOpas NoJslyvyeHa
OT CEHCOPOB. B pon ceHcopa BbICTYMaeT yCTPONCTBO, KOTOpoe
cobupaeT CTaTUCTUKY O Tpaduke 1 NepefaeT ee KONNeKTopy. B
KayecTBe CeHCOpa MOXET BbICTYMNaTb MapLUPyTU3aTOP U1 KOMMYTATOP
TpeTbero yposHs Cisco.

cepsuc NextDNS 3awuiaer Bac oT Bcex BUAOB yrpo3 6e30nacHoCTy,
6noKMpyeT peknamy 1 Tpekepbl Ha Be6-caliTax 1 B MPUIOXKEHUSIX U
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obecrneyrBaeT 6€30MacHbI N KOHTPOMPYeEMbI VIHTepHeT ans AeTei
- Ha BCeX YCTPOICTBaxX 1 BO BCEX CETAX.

Network Time Protocol ceTeBOW NPOTOKOA AN CUHXPOHM3ALMN BHYTPEHHNX YacoB
KOMMblOTEpa C UCMO/b30BaHNEM CeTel C NepeMeHHOM NaTeHTHOCTbIO.
NTP ncnonbsyet ansa ceoein pabotbl npoTokon UDP. Hanbonee
LUMpOKOoe nprMeHeHne NpoTokon NTP HaxoAWUT ANs peanm3saumm
cepBepoB TOYHOIO BPEMEHW.

Network Traffic Takke DPI, Deep Packet Inspection

Classification Engine
TEXHOMOrNSA HaKOMJIEHUS CTaTUCTUYECKNX AaHHbIX, MPOBEPKA 1

dnnbTpaLUMKn ceTeBbIX MAKeTOB Mo ux cogepxxmnmomy. Deep Packet
Inspection aHanm3npyeT He TONLKO 3aro/I0BKN MNakeToBs, HO U MOAHOe
cogepxunmoe Tpadurka Ha ypoBHSX Mogenun OSI co BTOpOro v BbiLLe.

Deep Packet Inspection MoxeT onpesennTb, Kakoe ceTeBoe
NPWI0XEHME CreHePUPOBANo UN NOoNyYaeT AaHHble, cobrpast
NOAPOBHYH CTaTUCTUKY COEAVNHEHUSI KaXA0ro YCTPOCTBa 1
npunoxeHus B otaenbHocTy. C nomolybto quality of service Deep
Packet Inspection KOHTPONMPYET CKOPOCTL NepeAaun OTAeNbHbIX
MakeToB, NOBbILLASA WY NOHMXas eé.

KomnoHeHT Traffic Classification Engine paboTaeT NoNHOCTLIO
aBTOHOMHO W He BbINOAHAET HMKaKNX 06paLLeHNin K BHELLUHUM

cepBuCcaM.
Opportunistic Wireless ABNAeTCA pacwmpeHnem ctaHgapTa IEEE 802.11, cX0XuM € MeTOAOM
Encryption LWnppoBaHNS OAHOBPEMEHHOM NPOBePKM MOAJINHHOCTY PaBHbIX (SAE).

3TOT MeToA WNPPOoBaHNS NPeAO0CTaBASET NOb30BATENSAM TYULLYHO
3aLWMTy NpUY NOAKNHOUYEHUN K OTKPbITbIM Wi-Fi ceTam.

Password Authentication 3TO NPOTOKON NPOBEPKU MOATNHHOCTN, KOTOPBLIA MCMONb3YeT Naposb.

Protocol PAP ncnonb3yeTtca coeguHeHnem Point-to-Point Protocol apnsi npoBepkun
nosb30BaTenein nepey NpejocTaBieHeM UM A0CTyNa K yAaneHHOMN
ceTn. PAP nepesaeT He 3alumndpoBaHHble naponn B popmate ASCII no
ceTu u, cnefoBaTeslbHO, cCHUTaeTCs Hebe3onacHbIM.

Protected Extensible NPOTOKON MHKaNcynnpyrowmii Extensible Authentication Protocol (EAP)

Authentication Protocol BHYTpw Transport Layer Security (TLS) TyHHens. NpegHa3HayveH ana
ycuneHus ctorikocty EAP, KoTopeblil NpegnonaraeT, 4to Gusnyeckunia
KaHan 3alnLéH 1 He MpUMeHsieT cneumanbHbIX Mep AN 3almThbl
obmeHa.

Perfect Forward Secrecy CoBepLueHHas NpsiMast CEKPETHOCTb, CBONCTBO HEKOTOPLIX MPOTOKO/10B
cornacosaHua koYa (Key-agreement), KOTopoe rapaHTUpyeT, uto
CECCMOHHbIE KJTHUM, MOyUYeHHbIe NPV NOMOLLM Habopa Kato4el
A0NrOBPEMEHHOr0 NoJib30BaH KA, He 6yyT CKOMAPOMETVPOBaHbI Npu
KOMMpoMeTaLmu O4HOI0 U3 AONTOBPEMEHHbIX K/THOYen.

Ping Check onpegensieT paboTocnoco6HOCTb NOAKIHOUEHNS K MHTEPHEeTY Mo
AOCTYMHOCTUN 3aZlaHHOrO y3/1a. Pe3ynbTaT NpoBepkn MOXET 6bIThb
NCNONb30BaH A/t NepekNoYeHs MeXYy OCHOBHbIM 1 pe3epBHbIM
NOAKNHOYEHVSIMU K MHTEPHETY.
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Point-to-Point Protocol

Preamble

Protected Management
Frames

Protocol-Field-Compression

Pseudo-Random Function

3TO MPOTOKOA NCMOABb3YeMbI 4151 YCTaHOBIEHUS MPAMOI CBA3WN MeXay
ABYMs y3namu. OH MOXeT obecneynTb ayTeHTUUKALMIO COeANHEHNS,
wndpoBaHMe nepegayn AaHHbIX 1 okatme. PPP ncnonb3yetcs BO
MHOIMX BUZax GpU3nNUecknx ceTew, BkoUas kabenb, TenedpoHHyH
JIVHWUIO, COTOBYIO CBA3b, CeLmann3npoBaHHble pagno AVHAN U
OMTOBOOKHO. [Tocne yCcTaHOB/IeHS CoOeAMHEHNS HAYMHaeTCs
HacTpolKa AONONHUTENbHOW ceTu (ypoBeHb 3). Yalle Bcero
ncnone3yetca Internet Protocol Control Protocol.

3TO NepBas YacTb 610Ka faHHbIX npoTokona (PDU) dmsmnueckoro
ypoBHSA KoHBepreHuuu (PLCP). 3aronoBKOM ABASETCA OCTaBLUAACA
YaCTb MNaKeTOB AaHHbIX, KOTOPas COAePXMUT 6osbLue nHGopmaLmm o
cxemMe MoAyNsaLUmMm, CKOPoCTK nepesavdn, 1 O NMPoMeXXyTKe BpeMeHu,
TpebyoLeMcs 418 nepejadn Bcex AaHHbIX Kaapa.

Tun npeambynbl B IEEE 802.11 Ha ocHOBe 6ecnpoBOAHON CBA3M
onpegenset annHy 6noka CRC (Cyclic Redundancy Check) ans
CoeAVIHEHMA MeXAy TOUKOI A0CTyNa U rocTeBbIMI 6€CrpoBOAHBIMMA
ajantepamu.

[nnHHasa npeambyna:

« PLCP c gnvHHOI npeamMbynoli nepeaaeTcs Ha ckopocty 1 MeunT/c
He3aBNCMMO OT CKOPOCTW NepeAayn JaHHbIX Kajpa

+ ObLLee BpeMs Nepegaydv ANVIHHOW Npeamby bl SBASETCSA KOHCTaHTOMN
- 192 MUKpPOCEKYHAbI

+ CoBMecCTUMO C ycTapeBLnMm cucteMamu IEEE 802.11 paboTarowymm
Ha 1 12 MéuTt/c

KopoTkas npeambyna:

+ MNpeambyna nepepaetca Ha ckopocty 1 MBUT/C, a 3arofIoBoK — Ha
2 MéuT/c

+ Ob6LLee BpeMs NepeAaydn KOPOTKOM Mpeambyibl ABASETCH KOHCTaHTOM
— 96 MMKpOCEeKYHAbI

* He coBMecTUMO ¢ ycTapeBLInMn cnctemamm IEEE* 802.11
paboTtatowmmm Ha 1 n 2 MéuT/c

IEEE 802.11w 3TO CTaHAApPT 3aLLUMThI KA4POB YNpaBAeHus N3 cCeMencTBa
cTaHaapToB IEEE 802.11. 3Ta $yHKLMOHANBHOCTL HEO6X0AMMA ANs
noBhbILLeHNst 6e30MacHOCTV NyTeM obecrneyeHns KOHPUAEHLMANBHOCTU
JAHHbIX B Kajpax yrnpaBneHus.

MeTO/ CcornacoBaHms oxatms nons Protocol B 3aronoskax PPP. Mo
yMonyaHwuto, Bce peanusauuv OJ/IKHbI nepegasath nakeTbl C 4BYMSA
okTeTamu nons Protocol.

TaKxe nceBgocnyyaHas GyHKLMS

MOXOX Ha airopmT™M LEeNOoCTHOCTN, HO BMECTO TOrO, UTOGbI
ncnonb3oBaTbCa ana ayTeHTI/Iq)I/IKaLI,I/II/I COOGLLI,EHVIVI, OH ncnonb3yeTcq
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Radio Resource
Management

Remote Authentication in
Dial-In User Service

Restricted NAT

Secure Socket Tunneling
Protocol

Service Set Identifier

Shared key

SkyDNS

TO/bKO A/15 06ecrneyeHns CIy4anHOCTM B TaKMX LieNAX, Kak noayveHune
MaTtepuana kioda. PRF B OCHOBHOM MUCNOJIb3YOTCA C
ayTeHTUGMLMPOBaHHbBIM anropnTMom WwindposaHusa Truna AES-GCM.

npeacTaBnseT coboil CUCTEMHBIN ypOBeHb yrpaBieHns
MeXKaHaNbHbIMU MOMexXamu, pagnopecypcamm n Apyrimm
XapaKTepucTKamu paguonepesayn B ccteMax 6eCrpoBOAHON CBA3N.
RRM BkntouvaeT B ceba napaMeTpbl yripaBneHus, Takme Kak MOLLHOCTb
nepegauu, pacnpezeneHue nonb3osareneii, bopMrpoBaHme
AvarpaMmbl HarnpaBeHHOCTM, CKOPOCTU Nepesayn AaHHbIX, KPUTEPUI
nepezaun o6Cy>XXMBaHWS, CXeMy MOAYNSLNN, OLLMGKIN CXeMbl
KOAMPOBaHKS.

ceTeBOW NPOTOKO/, MpeAHa3HavYeHHbI ANna obecneyeHms
LeHTPann3oBaHHOW ayTeHTUdMKaL MW, aBTOPMU3aALMN 1 yHETa
nosib3oBaTtenei, NOAKNHOHAOLLMXCS K Pa3NYHbBIM CeTEBbIM CTyXX6aMm.
Ncnonb3yeTcs, Hanpumep, Npy ayTeHTUdMKaLMmM nosb3osaTtenei
Wi-Fi, VPN, B npowunowm, dialup-nogkntoueHunia, n gpyrux nogo6HbIX
cnyyasx.

Takke AnHamuueckuim NAT

paboTaeT Tak Xxe, Kak 1 Full Cone NAT, HO NpUMeHseT 4ONONHUTENbHbIE
orpaHunyeHuns kK IP-agpecy. Npexae yem nosyyats nakeTobl OT IP-agpeca,
BHYTPEHHWI KNVEHT JO/IXXKEeH CHavasna cam OTrpaBuTb NakeTbl Ha Hero.
To ecTb lt060e coeAnHEHME, NHULIMMPOBAHHOE C BHYTPEHHEro ajpeca,
NO3BOJISET B faNbHelLLeM Noy4aTb eMy NakeTbl € 11060ro nopTa T0ro
Ny6/IMYHOr0 XOCTa, K KOTOPOMY OH OTMPaB/sa NnakeT(bl) paHee.

NPOTOKON 6€30NacHOro TYHHeIMPOBaHWS COKETOB, CNPOEKTUPOBaHHbIN
ANS CO34aHNSA CUHXPOHHON B3aMMOCBA3M NPY COBMECTHOM ObMeHe
vHdopmMaumein AByx nporpaMm. brarogaps eMy MOXHO co34aTb
HEeCKOIbKO NOAKNHOUEHUIA MPOrpaMMbl MO OA4HOMY COAMHEHUIO MeXAY
y3namu, B pesy/bTaTe yero AocturaeTtcs 3¢ deKTMBHOE UCNOJb30BaHNe
ceTeBbIX pecypcoB. [MpoTokon SSTP ocHoBaH Ha SSL, a He Ha PPTP n
ncnonb3yet TCP nopT 443 ans nepegaymn Tpaduka.

3TO N0C/Ie0BaTE/IbHOCTE CMBOJIOB, KOTOPAst yHMKa/IbHbIM 06pa3omM
VIMeHyeT 6ecrnpoBoAHYo nokanbHyto ceTb (WLAN). 3To nms no3sonsiet
6eCcnpoBOAHbLIM CTAHLUAM NOAKAOUATLCA K HY>XXKHOM CeTU, ecnv B
[AHHOM MecTe AOCTYMHO HeCKOJIbKO He3aBUCUMbIX CETeN.

3TO peXmM, B KOTOPOM KOMMbIOTEP MOXET MOAYYUTb JOCTYN K
b6ecnpoBoAHOl ceTu, ucnonb3aytowein npotokon Wired Equivalent
Privacy. Mpv nomoLy O6LLero kKntoya KOMMNbOTEP, OCHALLEHHbIN
6ecnpoBOAHBLIM MOAEMOM, MOXKET MOAY4YUTb AOCTYN K ito6oi ceTnn WEP
1N 06MeHNBaTbCS 3alMPPOBAHHBIMU NN He3aLWNPPOBAHHBIMM
AAHHbBIMU.

cnyx6a, KoTopas NpefocTaBaseT BOIMOXHOCTb GUAbTPALUN 1
610KMPOBKM OMACHbIX NN HeXenaTesbHbIX canToB. SkyDNS pacLuvpsiet
BO3MOXHOCTW Domain Name System, fo6aBnssa Takne GyHKLMM, Kak
3almTa oT GpULMNHra U GUAbTPALMS KOHTEHTa.
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Simple Network
Management Protocol

Transmission Control
Protocol

Temporal Key Integrity

Protocol

Universal Access Method

User Datagram Protocol

udpxy

Universal Plug and Play

Virtual LAN

3TO CTaHAAPTHbLIV MHTEPHET-NPOTOKO/ A8 yNpaBaeHUs yCTPONCTBaMM
B IP-ceTsix Ha ocHoBe apxutekTtyp TCP/UDP. K nogaepxvBatoLLmm
SNMP ycTpoicTBaM OTHOCATCA MapLUPYTN3aTOPbl, KOMMYTATOPbI,
cepBepbl, paboune CTaHLMW, MPUHTEPbI, MOAEMHble CTOVKU U Apyrie.

ABNAETCA OCHOBHbIM NPOTOKONOM U3 Habopa Internet Protocol. TCP —
3TO TPAHCMOPTHbI MeXaH13M, 06ecrneyrBatoLLNi NOTOK AaHHbIX, C
npesBapuTeIbHON YCTaHOBKOM COeANHEH IS, 3@ CHET 3TOro AatOLLNTA
YBEPEHHOCTb B OCTOBEPHOCTM MOAYYaeMbIX AaHHbIX, OCyLLecTBASET
NOBTOPHbI 3aMpoC JaHHbIX B C1yyae noTepu 1 ycTpaHseT
Ay6ampoBaHve Npu Noslyv4eHunn AByx KON O4HOro rnakera.

3TO NPOTOKON 6@30MacHOCTH, NCMOb3YeMbl B CTaHAApTe
6ecnpoBoaHbIX ceTeln IEEE 802.11. TKIP 6b1n pa3paboTaH pabouein
rpynnoti IEEE 802.11i n Wi-Fi Alliance B kayecTBe NpOMeXyTOUYHOro
peLueHns Ans 3aMeHbl WEP 6e3 Heo6X0AMMOCTY 3aMeHbl yCTapeBLLEero
obopyfoBaHMs.

3TO MeTOJ, KOTOPbI N03BONSIeT abOHEHTY MNOTyYMTb AOCTYM K
becnpoBogHo ceT Wi-Fi. VIHTepHeT-6pay3ep OTKPOET CTPaHULYy BXOAQ,
rAe nosib3oBaresib JOJIKEH 3arn0o/IHUTL CBOV YYETHbIE IaHHbIe, Mpexje
yeM OH CMOXEeT noJsiyuunTb goctyn. B UAM ans asTopusanumn
ncnosb3yetca knueHT RADIUS n cepsep RADIUS.

ABNAETCA OCHOBHbLIM NPOTOKOAOM U3 Habopa Internet Protocol. T
TPaHCMOPTHbI NPOTOKO ANIA Nepejayn JaHHbIX B ceTax IP 6e3
ycTaHoBNeHUS coeAnHeHNs. OH ABNSETCA OA4HVM U3 CaMbIX NPOCTbIX
MPOTOKO/0B TPAHCMOPTHOro ypoBHA Mogenu OSI. B otanduve ot TCP,
UDP He noaTBepXAaeT A0CTaBKY AaHHbIX, He 3a60TUTCH O KOPPEKTHOM
nopsike fOCTaBKN N He AienaeT NoBTOPOB. 3aTO OTCYTCTBUE
coefViHeHWs, JONONHUTENBHOMO Tpadrka N BOSMOXHOCTb
LUMpoKoBeLLaTelbHbIX PAaCcCbINOK AeNatoT ero yA06HbIM Ans
NPUMeHEHWIA, rae Manbl NOTepy, B MaCCOBbIX PACChINKax NOKaNbHOM
noAceTn, B MeAMarnpoTokoaax 1 T. .

cepBepHoe npuioxeHve (daemon) 4nd nepeAayn JaHHbIX U3 CETEBOr0
rnoToka My/ibTrKacT KaHana (sewaemoro no UDP) B HTTP coegmnHeHne
3arnpaLuvBaloLLLero KaveHTa.

3TO apXUTEeKTypa MHOrOPaHrOBbIX COeANHEHWIA MeXy NepCoHaNbHbIMM
KOMMbIOTEPAMUN N NHTENNEKTYaNbHbIMU YCTPONCTBaAMU,
YCTaHOB/IEHHbLIMU, HanpuMep, gomMa. UPnP ctpouTtcs Ha ocHoBe
CTaHAAPTOB M TEXHONOTUIA MHTepHeTa, Takux kak TCP/IP, HTTP n XML,
1 obecrneyrBaeT aBTOMaTNUECKOE NOAKTOUEHME NOAOOHbLIX YCTPONCTB
APYT K APYTY 1 X COBMECTHYH paboTy B CETEBOW Cpeje, B pe3y/braTe
yero ceTb (HanpumMep, AOMAaLLHSAA) CTAHOBUTCA NErKOW AN HACTPOVIKA
60/bLLEeMY YNC/TY MOSIb30BaTenen.

nornyeckas ("BupTyanbHasa") 1okanbHas KOMMbOTEPHas CeTb,
npeactasnset coboi rpynny XocToB ¢ 06LLMM HabopoM TpeboBaHWiA,
KOTOpble B3anMOAENCTBYIOT TaK, Kak ecnv 6bl OHW 6bINM MOAKNHOYEHbI
K LUMpOKOBeLLaTe/IbHOMY AOMEHY, He3aBUCUMO OT VX PU3MNYECKOro
MecToHaxoxgeHuns. VLAN rnmeeT Te Xxe CBOICTBa, UTo U dpum3myeckas
JIOKaNbHas ceTb, HO NO3BOSIET KOHEYHBIM CTAHLIMSAM FPYyNnMpoBaThLCA
BMeCTe, JaXe eCv OHW He HaXoAAaTCsA B O4HOMN GU3NYeCcKor ceTu.
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Takas peopraHmnsauna MOXeT 6bITb cAenaHa Ha OCHoBe NporpaMMHOro
obecrneyeHnss BMeCTo GM3NYeCKOro nepemMeLLeHns yCTPOMCTB.

Web Distributed Authoring  Habop paclimpeHunin n gonoaHeHu K npotokony HTTP,

and Versioning NoAAep>XXMBaKLLNX COBMECTHYIO paboTy nosib3oBaTenein Haj
pesakTpoBaHnem Gainnos 1 yrnpasneHue dainaMmm Ha yaaneHHbIX
Beb-cepBepax. [ogaepxnBaeTt ayTeHTUPMKALMIO Beb-cepBepa n
SSL-umndpoBaHwue ana HTTPS, ncnonb3ys TCP-nopT 443 N0 yMO4YaHMIO.

Web Proxy Auto-Discovery 3TO MeTO4, UCMOob3yeMbll KnneHTamu Ans noncka URL-agpeca dpainna

Protocol KoHurypaumm npuv nomoLuy DHCP n/unu DNS meToa0B 06HapyXeHus.
Mocne okoHYaHUA 06HapyXeHUs 1 3arpyskun dainna KoOHPUrypauum,
OH MOXeT 6bITb BbINOJHEH 419 ornpejeneHns NpoKcx yKasaHHoro
URL-agpeca.

WireGuard 6ecniaTHoOe NPorpaMMHOE MPUIOXKeHe C OTKPbITbIM CXOAHBIM KOAOM
1 NPOTOKO/ BUPTYasibHOW YacTHo ceTun (VPN) ana cosgaHuns
6e30MacHbIX CoOeAVHEeHNA TOUKa-TOYKa B MapLLPYTU3MPYEMbIX
KoHourypauwmsx. Npotokon WireGuard ncrnonb3yeT coBpeMeHHble
KpunATorpagpuyeckmne BosmMmoxxHocT Curve255519 gns obmeHa
kntouamu, ChaCha20 gns wndpposaHmsa n Poly1305 ans
ayTeHTUdMKaLMM JaHHbIX, SipHash Ansa xawmpyemMbix KaoYen 1
BLAKE2s ans xawmpoBaHus. Mogaep>xmneaet TpeTuii ypoBeHb AN
060ux NpoTokosioB IPv4 1 IPv6.

Wi-Fi Multimedia asnsetcs ceptudumkaymein Wi-Fi Alliance, 6asnpytoLeiics Ha cTaHgapTe
IEEE 802.11e. OH 0becneynBaeT OCHOBHble BO3MOXHOCTK QoS (quality
of service) ana ceteli IEEE 802.11 nocpeacTBOM NpriopeTrsanmm
MakeToB AaHHbLIX MO YeTbipeM KaTeropusam: rosoc (AC_VO), snaeo
(AC_VI), HerapaHTMpoBaHHas goctaska (AC_BE), n HU3knii npuoputet
(AC_BK).

WMM Takxe nmeet ceptudmkauymto Power Save, koTopas noMoraeT
He6OoNbLUMM YCTPOMCTBAM B CETV SKOHOMUTBL 3apsj 6atapen. PyHKUMSA
Power Save no3sonsieT He60NbLUMM YCTPONCTBAM, TakUM Kak TenedoHbl
1 KK, nepesaBaTh AaHHble, HaXo4ACk B POHOBOM pexmnMe ¢ HU3KUM
3HepronoTpebneHnem. CepTndunkaLmsa faeT paspaboTymkam
nporpamMMHoOro obecrieyeHns 1 NPoOU3BoOANTENAM 060pYA0BaHNS
BO3MOXHOCTb TOHKOI HAaCTPOMNKW NCMO/Ib30BaHNsA 6aTapeu B yC10BUAX
NOCTOSAHHOIO POCTa KONMYECTBa HEBONbLUMX YCTPOMCTB, OCHALLEHHbIX
Wi-Fi.

Wi-Fi Protected Access npeacTaBaseT cobori 06HOBMEHHYO MporpamMMy cepTudurkaumn
yCTpoiicTB 6ecnpoBogHoi cBA3n. TexHonorua WPA npuLuna Ha 3ameHy
TEXHOJIOrMK 3aLLnTbl 6ecnpoBoAHbIX ceTeit WEP. Mntocamu WPA
ABNAOTCA YCUNEHHas 6e30MacHOCTb AaHHbIX U Y>KECTOUEHHbI
KOHTPO/Ib AOCTyNa K 6ecnpoBogHbIM ceTsiM. HemanoBaxxHom
XapaKkTepuUCTUKOWN ABASETCS COBMECTMMOCTb MeXy MHOXECTBOM
6ecrnpoBOAHbIX YCTPOWCTB Kak Ha annapaTHOM YPOBHe, TakK 1 Ha
nporpaMMHoM. Ha gaHHbin MomeHT WPA, WPA2 1 WPA3
paspabaTbiBalOTCA U NpoaBuratoTcs opraHusaumein Wi-Fi Alliance.

WPA3 ncnonbsyet 128-6utHoe windpposaHme B pexxrme WPA3-Personal
(192-6unT B WPA3-Enterprise). CtaHgaptT WPA3 Takoke 3aMeHsieT obMmeH
Kntovamm Pre-Shared Key exchange v SAE kak onpegeneHo B IEEE
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Wi-Fi Protected Setup

Wired Equivalent Privacy

Wireless Internet Service
Provider

Extended Authentication

Yandex.DNS

802.11-2016, uto NpMBOANT K 6oN1ee 6e30NacHOMY HauabHOMY OOMeHy
KJHYaMU B NePCOHAaNbHOM pexmnme.

WPA Enterprise — 370 peXxum ayTeHTUbMKaLMM Ha OCHOBE NPOTOKONa
IEEE 802.1X c ucnonb3oBaHVeM BHeLLHEro cepBepa ayTeHTudunkaumm
RADIUS n nokanbHoro knveHta Supplicant.

CTaHAAPT (M OAHOVMEHHBIM MPOTOKO) NOJIyaBTOMATNYECKOro CO3aHuA
6ecnposoaHoii ceT Wi-Fi, co3gaHHbIn Wi-Fi Alliance. Lienbto npoTokona
WPS aBnsieTca ynpoLleHme npoLiecca HacTponky 6ecnpoBoHON ceTy,
No3TOMY M3Ha4YanbHO OH Ha3biBanca Wi-Fi Simple Config. MpoTokon
npr3BaH 0KasaTb NOMOLLb M0JIb30BaTeNsAM, KOTOpble He 0bnajaroT
LUMPOKMMM 3HAHMAMM O 6€30MacHOCTU B 6eCnpoBOAHbIX CeTAX, U Kak
CnejCcTBue, UMEeoT CIOXKHOCTM MPU OCyLLecTBAeHNW HacTpoek. WPS
aBTOMaTM4YecKn 0603HayaeT UM ceTU 1 3aAaeT WnpposBaHue, A1s
3aLLNTbl OT HECAHKLIMOHVPOBAHHOIO JOCTYrMa B CeTb, MPW 3TOM HeT
HeobX0oAMMOCTY BPYUHYIO 3a/laBaThb BCe NapameTpbl.

3TO anropuT™M 6e30NacHOCTY A1 6eCnpoBOAHbIX ceTeli cTaHAapTa IEEE
802.11. WEP, y3HaBaeMbIii o Kntouy 13 10 nam 26 wectHaguaTepuyHbIX
uMdp, ABAAETCH LUMPOKO NCMOJIb3YEMbIM U YaCTO AB/ISETCS NepBbIM
BbI6OPOM 6€30MacHOCTY, NpeA/iaraeMbiM NOb30BaTEeNSAM CPeACTBaAMU
HacTpolikn MapLupyTnsaTopos. B 2004 rogy, nocne patuoumkaumm
nonHoro ctaHgapTa 802.11i (1.e. WPA2), IEEE o6baBuna, uto WEP-40 n
WEP-104 yTpaTuin CBOK aKTyasisHOCTb.

3TO UHTepHeT-npoBarigep (ISP), KoTopbln N03BOSET abOHEHTaM
NOAKMYATLCA K cepBepy B onpegeneHHbIX TOUKax A0CTyna (access
points) C MOMOLLIbIO0 6eCcrnpoBOAHOMO coegnHeHus, Hanpumep Wi-Fi.
STOT TN NpoBalijepa npegnaraeT yciyru LWMPOKOMNOI0CHOMo A0CTyNa
1 MO3BOJIIeT KOMMbOTepaM aboHEHTOB, Tak Ha3blBaeMbIM CTaHLMNAM,
nony4vaTb AocTyn K MHTepHeTy 1 CeTn 13 N1060ro MecTa B npegenax
30HbI MOKPbLITUSA, 0becrneyrBaemori aHTeHHO cepBepa. O6bIYHO 3TO
06/1aCTb PajMyCcoM B HECKOJIbKO KUIOMETPOB.

MpocTteiiwasn cetb WISP npeactaBnseT coboii 6a30Bblii Habop ycayr
(BSS), cocToALLNA N3 OJHOrO cepBepa N MHOXeCTBa CTaHLUU,
CBA3aHHbIX C3TUM cepBepoM 6ecnpoBOAHON CBA3LIO. bonee cnoxHeble
ceT WISP ncnonb3ytoT TONOAOIIO paclunpeHHoro Habopa ycnyr (ESS),
COCTOSAILLYIO U3 BYX UK 6onee BSS, cBA3aHHBIX MeXy cob0l TouKaMun
faoctyna (AP). M BSS, u ESS nogaepxxumBatotca cneumdurkaumein IEEE
802.11b.

nnn XAUTH, obecneunBaeT fOMONHUTENLHbIA YPOBEHb MPOBEPKU
MOA/IMHHOCTY, MO3BONAA LNO3Y [Psec 3anpaluvBaTh PaclMpeHHyo
aBTOPM3aLMIO Ya/leHHbIX MONb30BaTe e, Taknm 06pa3om 3acTaBnss
yAaneHHbIX NONb30BaTeNet NPefocTaBnsaTb UX yYeTHbIe AaHHbIe,
npexae yem noayymtb goctyn K VPN.

CepBUC KOMMNaHM AHAEKC ANS 3aLUMTbI JoOMaLLHel ceTn. O6ecneunBaeT
TpY pexrmMa ¢unbTpaunn:

+ 6e3 dnnbTpaumn: pecypcbl He 610KMpPYHOTCS
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+ 6e30MnacHbIN PexXmnM: 61OKNPYHTCA BPEAOHOCHbIE 1 MOLLEHHUYECKME
CanThbl

* CeMeiHbIn pexurM: 610KNPYTCS BPeAOHOCHbIE U MOLLEHHUYecKMe
CaiiTbl, @ TaKXe pecypchbl AN B3POC/bIX
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Nepapxua nHtepodencos

PrncyHok A.1. BasoBble HTep¢eichl

FastEthernet GigabitEthernet

Mac IP Supplicant Peer
Ethernet Ppp Secure
I /: _____ ]
| | Pppoe PppTunnel
[ Bridge Vlan [ o o
I I
I I
| Pvc OpenVpn |
: : Pptp L2tp
I I
I I

PucyHok A.2. TYHHe N bHble NHTep¢EChbI

Ethernet P Secure Peer

Tunnel

Tunnel6

SecurelPTunnel /A \
. Tunnel6to4 Tunnel6in4
Eoip /A \

Gre Iplp
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PucyHok A.3. UHTepdericbl USB

Usb

T

UsbEthernet UsblLte UsbModem
CdcEthernet YotaOne

PucyHok A.4. UHTepdeiicbl Wi-Fi

Wireless Radio

N

AccessPoint WiFiStation WiFiMaster
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ba3bl ynpasnstoLleii nHpopmaumm (MIB) 4OCTYMHBI TONBKO AN YTEHUS.

MoaaepxwvsatoTca cnegyrowye MIB:

B.1 SNMPv2-MIB

OID: 1.3.6.1.2.1.1

MoAAePXKMBAOTCS CIeAyHOLLIME SNIeMEHTbI AaHHbIX:

MoaAep>XMBaOTCA CleytoLe 31eMeHTbI AaHHbIX:

Ba3oBblii BapnaHT

SNMPv2-MIB::sysDescr

SNMPv2-MIB::sysUpTime

SNMPv2-MIB::sysContact

SNMPv2-MIB::sysName

SNMPv2-MIB::sysLocation

SNMPv2-MIB::sysServices

B.2 IF-MIB

OID: 1.3.6.1.2.1.21 1.3.6.1.2.1.31

OID: 1.3.6.1.2.1.2

IF-MIB::ifNumber
IF-MIB::ifIndex
IF-MIB::ifDescr
IF-MIB::ifType
IF-MIB::ifMtu
IF-MIB::ifSpeed
IF-MIB::ifPhysAddress

IF-MIB::ifAdminStatus
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PaclumpeHHbIA
BapuaHT

IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB:
IF-MIB::
IF-MIB:
IF-MIB::
IF-MIB::

IF-MIB::

ifOperStatus
ifLastChange
ifInOctets

ifinUcastPkts

:ifinDiscards

ifInErrors

:ifOutOctets

ifOutUcastPkts
ifOutDiscards

ifOutErrors

OID 1.3.6.1.2.1.31

+ IF-MIB::ifName

IF-MIB:
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB:
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB::
IF-MIB:
IF-MIB::
IF-MIB:
IF-MIB::

IF-MIB:

(ifinMulticastPkts

ifinBroadcastPkts
ifOutMulticastPkts
ifOutBroadcastPkts

ifHCINnOctets

:ifHCInUcastPkts

ifHCInMulticastPkts
ifHCInBroadcastPkts
ifHCOutOctets
ifHCOutUcastPkts
ifHCOutMulticastPkts

ifHCOutBroadcastPkts

sifLinkUpDownTrapEnable

ifHighSpeed

:ifPromiscuousMode

ifConnectorPresent

:ifAlias
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B.3 IP-

+ IF-MIB::ifCounterDiscontinuityTime

Mpoueccop |CBUTY YcTpoiicTBO |OnucaHue
MT7621/RT63368|MT7530 Keenetic Giga III | NoaaepxvBaroTca
64-6UTHbIE CUeTUNKN BalT
RTL8376M Keenetic Ultra II no rnoptam CBUTYa,
) 32-6UTHbIE CYHETUUNKN
KeeneticLTE  |naketos no nopram centua.
MT7620 RTL8367B Keenetic Viva |EcTb knaccumkaums no
. TNy nakeTtoB.: broadcast,
Keeentic Extra |multicast n unicast.
WHTerpuposaHhbin| Keenetic 4G III |[Moaaep>xmnBaroTcs
o 32-6UTHbIe cHeTUNKN BaliT
Keenetic Lite II no nopTam CBUTYa U
L 16-6BUTHbIE CHETUNKMN
Keenetic Lite Il |55 o108 Mo nopram centua.
Keenetic Omni B cnyuae nepenosiHeHus
CYETUMKOB BbICTaBASAETCA
Keenetic Omni |BPeMs nocnesHero
I nepenosiHeHVs B
IFMIB:ifCounterDiscontinuityTime.
MT7628 WHTerpupoBaHHbi | Keenetic Start II| MNoaaep>xnBatoTcs TO/IbKO
o 16-6UTHbIE CYETUYNKM
Keenetic Lite IIl | nakeTos no noptam cemtua.
rev.B B cnyuae nepenonHeHus
) CYETUYNKOB BbICTaBASETCA
Keenetic 4G III BPeMS MOCNeAHEro
rev.B nepenonHeHvs B
Keenetic Air IFMIB:ifCounterDiscontinuityTime.
Keenetic ExtraIl

MIB

OID: 1.3.6.1.2.1.49

nOAAep)KI/IBaI-OTCFI cnegyrouine sneMeHTbl JaHHbIX:

TCP-MIB::tcpRtoAlgorithm

TCP-MIB::tcpRtoMin
TCP-MIB::tcpRtoMax

TCP-MIB::tcpMaxConn

* TCP-MIB::tcpActiveOpens
* TCP-MIB::tcpPassiveOpens

+ TCP-MIB::tcpAttemptFails
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TCP-MIB::
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB::

tcpEstabResets

tcpCurrEstab

‘tcpInSegs

tcpOutSegs

‘tcpRetransSegs

tcpInErrs

tcpOutRsts

B.4 UDP-MIB

OID: 1.3.6.1.2.1.50

Moasep>KMBaOTCS CeAyroLLme 31eMeHTbl AaHHbIX:

+ UDP-MIB::udpInDatagrams

UDP-MIB::udpNoPorts

UDP-MIB::udpInErrors

UDP-MIB::udpOutDatagrams

UDP-MIB::udpHCInDatagrams

UDP-MIB::udpHCOutDatagrams

B.5 HOST-RESOURCES-MIB

OID: 1.3.6.1.2.1.25

nOAAep)KI/IBaI-OTCFI cegyrouine sneMeHTbl JaHHbIX!

+ HOST-RESOURCES-MIB::hrSystemUptime

B.6 UCD-SNMP-MIB

OID 1.3.6.1.4.1.2021

MoaAep>XMBaOTCA CleAytoL/e 31eMeHTbI AaHHbIX:

NHdopmanyums 06 O3Y -« UCD-SNMP-MIB::memTotalReal

ycTpoiicTBa

* UCD-SNMP-MIB::memAvailReal
+ UCD-SNMP-MIB::memShared

* UCD-SNMP-MIB::memBuffer
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NHdopmauums o

USB-HakonuTenax

NHdopmauums o

Harpyske Ha cuctemy

UCD-SNMP-MIB::

UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

memCached

:dskIndex
:dskPath
:dskTotal
:dskAvail
:dskUsed
:dskPercent

:dskPercentNode

laIndex
laNames
laLoad
laConfig

laLoadInt

:ssCpuRawUser
:ssCpuRawNice
:ssCpuRawSystem
:ssCpuRawldle
:ssRawlnterrupts

:ssRawContexts
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YpoBHU WinppoBaHums IPsec

YpoBeHb WwWndpoBaHus onpegenset Habop anropmutmoB IKE n IPsec SA.

Hwxe ansa Kaxaoro ypoBHSA NpMBeAeH NOJHbIN CNINCOK aNrOPUTMOB B MOPSAKE YMEHbLLEHWSA
nprvopuTeTa, a Takxke Habop komaH crypto ike proposal g5 HacTpoOiK aHaNOrMYHOro

npoduns BpyUHyto.

B cnuncke aIfOPNTMOB YKa3blBaeTCA:

* wundpoBaHme C ANVHOM Kao4a

+ xXew-byHKUMS ana popmumposaHua HMAC

* PFS pexxkum (NO, ecnv OTK/IHOYEH)

C.1 weak

MpoTokon

LlndpoBaHue

Proposal

IKEvl

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768
3DES-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP768
3DES-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

encryption aes-128-cbc
encryption 3des
encryption des
integrity sha1

integrity md5
dh-group 2

dh-group 1

IKEv2

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024

encryption aes-128-cbc
encryption 3des

encryption des
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MpoTokon LlndpoBaHue Proposal
AES-128-CBC/MD5/MODP768 integrity sha
3DES-CBC/SHA1/MODP1024 integrity md>5
3DES-CBC/SHA1/MODP768 dh-group 2
3DES-CBC/MD5/MODP1024 dh-group 1

3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024

DES-CBC/MD5/MODP768

IPsec SA DES/MD5 cypher esp-des
AES-128-CBC/SHA1 cypher esp-3des
3DES-CBC/SHA1 cypher esp-aes-128
DES/SHA1 hmac esp-md5-hmac
AES-128-CBC/MD5 hmac esp-shal-hmac

3DES-CBC/MD5

C.2 weak-pfs

MpoTokon LlindpoBaHue Proposal

IKEv1 AES-128-CBC/SHA1/MODP1024 encryption aes-128-cbc
AES-128-CBC/SHA1/MODP768 encryption 3des
AES-128-CBC/MD5/MODP1024 encryption des
AES-128-CBC/MD5/MODP768 integrity sha
3DES-CBC/SHA1/MODP1024 integrity md>5
3DES-CBC/SHA1/MODP768 dh-group 2
3DES-CBC/MD5/MODP1024 dh-group 1
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
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AES-128-CBC/SHA1
3DES-CBC/SHA1

DES/SHA1

AES-128-CBC/MD5
3DES-CBC/MD5
AES-128-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
3DES-CBC/SHA1/MODP768
DES-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768

3DES-CBC/MD5/MODP768

MpoTokon LlndpoBaHue Proposal
DES-CBC/MD5/MODP768

IKEv2 AES-128-CBC/SHA1/MODP1024 encryption aes-128-cbc
AES-128-CBC/SHA1/MODP768 encryption 3des
AES-128-CBC/MD5/MODP1024 encryption des
AES-128-CBC/MD5/MODP768 integrity sha1
3DES-CBC/SHA1/MODP1024 integrity md>5
3DES-CBC/SHA1/MODP768 dh-group 2
3DES-CBC/MD5/MODP1024 dh-group 1
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

IPsec SA DES/MD5/MODP1024 cypher esp-des

cypher esp-3des
cypher esp-aes-128
hmac esp-md5-hmac
hmac esp-shal-hmac
dh-group 2

dh-group 1
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MpoTokon LlndpoBaHue Proposal

DES-CBC/MD5/MODP768
C.3 normal

MpoTokon LndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP2048 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha1
AES-128-CBC/SHA1/MODP1536 integrity sha256
AES-128-CBC/SHA1/ECP256 dh-group 5
AES-128-CBC/SHA1/MODP1024 dh-group 20
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc

AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024
AES-256-CBC/SHA1/MODP1024
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/ECP256
AES-256-CBC/SHA256/MODP2048
3DES-CBC/SHA1/MODP2048
3DES-CBC/SHA1/MODP1536

3DES-CBC/SHA1/MODP1024

encryption aes-128-cbc
encryption 3des
integrity sha256
integrity sha1
dh-group 2

dh-group 20

dh-group 14

dh-group 5

dh-group 26

596

CnpaBo4HuK komaHa — Speedster (KN-3010)




MpunoxeHune C YpoBHU WwWindpoBaHus IPsec

MpoTokon

LlndpoBaHue

Proposal

IPsec SA

AES-128-CBC/SHA1
AES-256-CBC/SHA1
3DES-CBC/SHA1
AES-128-CBC/SHA256
AES-256-CBC/SHA256

3DES-CBC/SHA256

cypher esp-aes-128
cypher esp-aes-256
cypher esp-3des
hmac esp-shal-hmac

hmac esp-sha256-hmac

C.4 normal-pfs

MpoTokon LlndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP2048 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha1
AES-128-CBC/SHA1/MODP1536 integrity sha256
AES-128-CBC/SHA1/ECP256 dh-group 5
AES-128-CBC/SHA1/MODP1024 dh-group 20
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
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AES-128-CBC/SHA1
AES-256-CBC/SHA1
3DES-CBC/SHA1
AES-256-CBC/SHA1/MODP1536

MpoTokon LlndpoBaHue Proposal
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA AES-128-CBC/SHA1/MODP1024 esp-aes-128

cypher esp-aes-256
cypher esp-3des
hmac esp-shal-hmac

hmac esp-sha256-hmac

AES-128-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1536 dh-group 14
AES-256-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP1024
C.5 normal-3des
MpoTokon WndpoBaHue Proposal
IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc

AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/ECP256
AES-128-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP2048
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024
AES-256-CBC/SHA256/MODP1024

AES-128-CBC/SHA256/MODP1024

encryption aes-128-cbc
encryption 3des
integrity sha1

integrity sha256
dh-group 5

dh-group 20

dh-group 14

dh-group 2

dh-group 26
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MpoTokon LlndpoBaHue Proposal
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA 3DES-CBC/SHA1 cypher esp-3des
AES-256-CBC/SHA1 cypher esp-aes-256
AES-128-CBC/SHA1 cypher esp-aes-128
3DES-CBC/SHA256 hmac esp-shal-hmac
AES-256-CBC/SHA256 hmac esp-sha256-hmac
AES-128-CBC/SHA256

C.6 normal-3des-pfs

MpoTokon

LndpoBaHue

Proposal

IKEv1

AES-256-CBC/SHA1/MODP1536
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/ECP256

AES-128-CBC/SHA1/MODP1024

encryption aes-256-cbc
encryption aes-128-cbc
encryption 3des
integrity sha1

integrity sha256
dh-group 5

dh-group 20
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MpoTokon LlndpoBaHue Proposal
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA 3DES-CBC/SHA1/MODP1024 cypher esp-3des

3DES-CBC/SHA1
AES-256-CBC/SHA1
AES-128-CBC/SHA1
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1536
AES-256-CBC/SHA1/MODP1024

AES-128-CBC/SHA1/MODP1024

cypher esp-aes-256
cypher esp-aes-128
hmac esp-shal-hmac
hmac esp-sha256-hmac
dh-group 2

dh-group 14
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C.7 high

MpoTokon

LndpoBaHue

Proposal

IKEv1

AES-256-CBC/SHA256/MODP1024
AES-256-CBC/SHA256/ECP384
AES-256-CBC/SHA256/MODP1536
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP2048
AES-128-CBC/SHA1/ECP256
AES-128-CBC/SHA1/MODP1536

encryption aes-256-cbc
encryption aes-128-cbc
integrity sha256
integrity sha1
dh-group 2

dh-group 20

dh-group 5

dh-group 14

dh-group 26

IKEv2

AES-256-CBC/SHA256/MODP1024
AES-256-CBC/SHA256/ECP384
AES-256-CBC/SHA256/MODP1536
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP2048
AES-128-CBC/SHA1/ECP256
AES-128-CBC/SHA1/MODP1536

encryption aes-256-cbc
encryption aes-128-cbc
integrity sha256
integrity sha1
dh-group 2

dh-group 20

dh-group 5

dh-group 14

dh-group 26

IPsec SA

AES-256-CBC/SHA256
AES-128-CBC/SHA256

cypher esp-aes-256
cypher esp-aes-128

hmac esp-hmac-sha256

C.8 strong

MpoTokon

LndpoBaHue

Proposal

IKEv1

AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/ECP384

AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP2048

encryption aes-256-cbc
encryption aes-128-cbc
integrity sha1

dh-group 14

Speedster (KN-3010) — CnpaBOYHMK KOMaHZA,

601



602

MpunoxeHne C YpoBHU WwWindpoBaHus IPsec

MpoTokon LlndpoBaHue Proposal
AES-128-CBC/SHA1/ECP256 dh-group 20
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 26

IKEv2 AES-256-CBC/SHA1/MODP2048 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP1536 integrity sha1
AES-128-CBC/SHA1/MODP2048 dh-group 14
AES-128-CBC/SHA1/ECP256 dh-group 20
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 26

IPsec SA AES-256-CBC/SHA1/MODP1536 cypher esp-aes-256
AES-256-CBC/SHA1/MODP2048 cypher esp-aes-128
AES-128-CBC/SHA1/MODP2048 hmac esp-shal-hmac
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 14
C.9 strong-aead

MpoTokon LlndpoBaHue Proposal

IKEv1 AES-256-GCM-16/PRF-SHA384/ECP384 |aead
encryption aes-256-gcm-16
prf sha384
dh-group 20

IKEv2 AES-256-GCM-16/PRF-SHA384/ECP384 |aead
encryption aes-256-gcm-16
prf sha384
dh-group 20

IPsec SA AES-256-GCM-16 aead

CHACHA20POLY1305 cypher aes-256-gcm-16
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C.10 strong-aead-pfs
MpoTokon LndpoBaHue Proposal
IKEv1 AES-256-GCM-16/PRF-SHA384/ECP384 |aead

encryption aes-256-gcm-16
prf sha384

dh-group 20

IKEv2

AES-256-GCM-16/PRF-SHA384/ECP384

aead
encryption aes-256-gcm-16
prf sha384

dh-group 20

IPsec SA

AES-256-GCM-16/ECP384
CHACHA20POLY1305-ECP384

aead
cypher aes-256-gcm-16

dh-group 20
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