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BBegeHue

BBepeHme

JaHHbIN CNPaBOYHWK COAEPXKUT KOMaHAbI AN YNPaBAeHNs yCTPONCTBOM Air NoCpesCcTBOM
nHTepderica KOMaHAHOM CTPOKW. 34eCb NpMBeAeH MOMHbIA CNUCOK BCEX JOCTYMHbIX
KoMaHZ. Takxke yka3aHbl MprIMepbl TOFo, Kak MCMo/ib30BaTh Hanbonee pacnpoCcTpaHeHHbIe
13 3TUX KOMaHg, 06Lasa nHpopmMauysa 0 B3aMMOCBA3W MeXAy KOMaHAaMu v
NPUHLMNMANLHbIE OCHOBbI TOFO, Kak X 1CMOJIb30BaThb.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

JaHHOe pyKOoBOACTBO NpeAHa3HauYeHo A5 CETEBbIX aAMUHNCTPATOPOB MW CNELMANNCTOB
Mo BbIYNCINTENbHOWN TEXHMKE, OTBEYAIOLLMX 33 HAaCTPOWKY 1 NoaaepxKy Air Ha mecTe.
OHoO TakxXe npegHa3Ha4yeHo A/1a onepaTopoBs, KOTopble ynpaBastoT Air. JOKyMeHT
OXBaTblBaeT TEXHUYECKMe NpoLeaypbl MOALEPXKKN BbICOKOTO YPOBHS A1
root-afMMHUCTPATOPOB U COTPYAHMNKOB TEXHNYECKOWN noaaep>kku Air.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic
CTPOKOM KOMaHZHOW CTpokW Air, ee repapxmyeckyro CTpyKTypy,
YPOBHW aBTOPM3aLMM 1 BOSMOXHOCTW CAPaBKN.

OnucaHvie KOMaHj AndaBUTHbIV CNMCOK KOMaHA, KOTOPbIE MOXHO BBOAUTH
B KOMaHZHOW CTpOKe ANa HacTpoliku Air.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLlme o603HaueHs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.

JneMeHThI B YrnoBblX ckobkax noanexat

I <3aMeHSAEMbI 3/1EMEHT>
3aMeHe.
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BBegeHue

x|y]2 Obs3aTenbHble anbTepHaTUBHbIE K/HOYeBble
C/I0Ba rpynnuvpyoTcs B KPYrabiX CKOBKax 1
pasfensoTca BepTUKaNbLHOM YepToi.
x|yl zl Heobsi3aTenbHble anbTepHaTUBHbIE

K/It0YEBbIE C/I0BA FPYNNMpPYHTCS B
KBaApaTHbIX CKOBKax 1N pa3gensioTcs

BepTMKa/NbHOWN YepTo.

OnurcaHmne Kaxaoi KOMaHAbl pa3zefieHo Ha ciegyroLye noapasaens:

OnwcaHwne OnuncaHwe TOro, 4To KOMaHZAa AenaerT.
CnHoncuc O6Lwnin popmaTt KOMaHAbI.
Mpedukc no BO3MOXHOCTb NCMNONb30BaHMA B KOMaHAe

npedukca no.

MeHsieT HaCTpPOoiKK

CnocobHOCTb KOMaHAbI MEHATL HAaCTPOKM.

MHorokpaTHbIi BBOA,

BO3MOXHOCTb MHOFOKPATHOrO BBO/AA
KOMaHAbI.

BxoxzeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KomaHaa. Ecam rpynnbl HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodeiica

Tvn nHTepodeiica, Ha KOTOpbIN BAVSET
KomaHgaa. Pasgen He oTobpaxaeTcs, ecam
AAHHbIN KOHTEKCT He MeeT CMbIcNa ANs
KOMaHgbl.

NHTepdelicbl, NCnonb3yemMble B CUCTEME, U
OTHOLUEHUSI MEXAY HAMW NOKa3aHbl Ha
Aarpamme Huxe.

AprymeHThl

AprMeHTbI, eCc/in eCTb, N NMNoACHEHNA K HNM.

Mpumep

MnntocTpauums Toro, Kak KOMaHAa BbIrNaANT
npv Bbi3oBe. MockoNbKy MHTepdeiic NpocT,
HeKoTopble NPVMepbl 0YEBUAHbI, HO OHU
BKJ/IOUEHbI A1 ICHOCTW.

an/IMeL'IaHVIﬂ, npeaynpexaeHma n npejocrepexeHnda ncnonb3yroT ciegyrome

0603HayeHus.

MpumeyaHve:  O3HauvaeT "unTaTtesnb, NPUMK K CBefeHUID". MprMeYvaHuns cogepxar
rnosne3sHble COBEThI UK CCbIIKW Ha MaTtepuansl, He cojepXalimecs B

AAaHHOM CMpaBOYHUKKE.

MpeaynpexaeHve: O3HayaeT "untaTenb, BHUMaHMe!". Bawmn geicTBns MoryT NnpmeecTi K
noBpexaeHnto obopyf0BaHNSA AW NoTepe AaHHbIX.
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show dns-proxy filter profiles ..........cccccccviiiiiiiiiiiiie 427
show dpn document ... 428
SHOW dPN ISt ...ooiiiiiiiiiiiiiiii bbb 429
SROW OTTX ..ottt eeeeeeebeeeneees 431
ShOW AFIVEKS ... e e e 432
show dyndns updaters ...........cccccoiiiiiiiiiiiiiiii 433
show easyconfig status ............ccccciiiiiiiiiiii 433
show eula docUMENt ..........oooiiiiiiiiiiiiiiii 434
ShOW @UIA TISt .....ooiiiiii e 436
ShOW INtErface ..........ooooiiiiiiiiiiiiiiiiieeeeeeeee e 437
show interface bridge ...........oooovviiiiiiiiiiii 438
show interface channel-utilization rrd ................cccceviiiiiiiiiii, 439
show interface channels ... 441
show interface chilli ..............ccoooiiiiiii 443
show interface COUNtry-COUES ...........cccoviuuiuiiiuiiiiiiiiiiiiiiiiiiiieeeeeeieaaeae 444
Show interface Mac .........cccccoiiiiiiiiiiiiii 445
show interface NAME-SerVer ..............ccccceiiiiiiiiiiiiiee e 445
show interface rf @2P ....cooooiiiiiiiiiee 447
show interface rrd ..o 448
show interface spectrum rrd ...........cccciiiiiiiiiiii 450
show interface stat ..o 452
show interface WPSs Pin ......coooiiiiiiiiiiie e 453
show interface Wps status ..........ccccccciiiiiiiiiii, 454
show internet status ...........ccccciiiiiiiiiiiiiiiiiiee e 455
SROW P @FP oo e 456
show ip dhcp bindings .............oouiiiiiiiiiiiiiiii 457
ShOW iP dNCP POOL ....ooiiiiiiiiiiiiiiiiiiitii bbb 457
SROW iP ROESPOL ...oooiiiiiiiiiiiiiiii e 458
ShOW ip hOtSPOL rrd ......cooiiiiiiiiiiiiiiii 460
show ip hotSpot SUMMAKY ... 462
SROW iP hEtP PrOXY ..o s 464
SROW iP NAME-SEIVEN ......cooiiiiiiiiiiiiiiiiiiiieeeeeeeee e 464
SROW IP NAt ... s 465
ShoW ip NEIGhBOUN .........oiiiiiiiiii e 466
ShOW P POLICY ..o 467
ShOW P route ... 469
] 0 Lo N T o YT oV 1 of 470
SROW IPSEC ...ttt et ebeeeeeeeeneeenee 471
SHOW iPV6 @dAreSSES ........uvviiiiiiiiiiiiiiiiiiiiiiiiiiiiiarereierarerareree e 472
ShOW ipV6 Prefixes ... 473
SROW IPV6 FOULES ......oviiiiicii s 474
show kabinet Status ...........ccccciiiiiiiiiiiiiiiiiiiiiieeeeeeeeceeeeeeeeeeeeee 474
show last-change ..........cccccciiiiiiii . 475
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3.125.63 ShOW @ .. e 475
3.125.64 show led Bindings .......cccooiiiiiiiiiii e 476
3.125.65 ShOW led CONEIOIS .........oeiiiiiiiiiiiiee e 479
3.125.66 SNOW 10Q ... 482
3.125.67 show MWSs assoCiatioNs .............ccceeiiiiiiiiiiiiiiiieee e 483
3.125.68 show mws candidate ...........cccoooiiiiiiiiiii s 484
3.125.69 SROW MWS 0g ...ooooiiiiiiiiiiiiii 485
3.125.70 Show MWSs Member ... 486
3.125.71 SROW NANS ..ottt e e e e et e e e e e s 487
3.125.72 show netfilter ... 488
3.125.73 show nextdns availability .........................cc 488
3.125.74 show nextdns profiles ...........ccccoiiiiiiiii 489
3.125.75 show ntce applications ............ccceeveiiiiiii, 489
3.125.76 show ntce attributes ............cccciiiiiiiiiii 491
3.125.77 SROW NECE QrOUPS ..coooiiiiiiiiiiiiiiiii e 495
3.125.78 ShOW NtCE groUPSELS ....coooiiiiiiiiiiiiiiiiii e 501
3.125.79 ShOW NtCE NOSES ......ooeiiiiiiiiiiiie e e 502
3.125.80 SHOW NECE OS@S ... 507
3.125.81 SHOW NtCE SEALUS ...oooiiiiiiiiiiiiei e 509
3.125.82 ShOoW NP StAtUS ....coooiiiiiiiiiiiii 510
3.125.83 show PIiNg-CheCk ...........ccoiiiiiiiiiiiiiiiiii e 510
3.125.84 ShOW PrOCESSES .....uuuiui s 511
3.125.85 show running-config ............cccciiiiiiii 513
3.125.86 show schedule ... 516
3.125.87 SHOW S@IF-t@St ...ooooiiiiiiiiiiieee e 516
3.125.88 ShOW SIit@-SUIVEY ... s 517
3.125.89 show ssh fingerprint ...............ccceiiiii 518
3.125.90 ShOW SSEP-SEIVEL ....oeniiiiiiieieeeeeeeeeeee e s e e 518
3.125.97T SROW SYStEM .cooiiiiiiiiiiiiii 519
3.125.92 show System CPUSLAt ......cccooiiiiiiiiiiiiiieeee e 520
3.125.93 SNOW TAGS ...uuuiuiiiiiiiiiiii s 521
3.125.94 show threads ... 522
3.125.95 ShOW tOrrent StAtUS .........cccooiiiiiiiiiiiiiiiiniiiiiiieeeee e e e e ee e 523
3.125.96 show upnp redirect ... 523
3.125.97 ShOW VEISION ..oooiiiiiiiiiiiiiiiiee ettt e e e e e rreeeeeeeeas 524
3.125.98 SROW VPN-SEIVEE ..o 525
3.126 SAMP COMMUNILY .oooiiiiiiiiiiiiiii e e e e e e 526
3.127 SAMP CONEACT ..coiiiiiiiiiiii it e e ettt e e et e e ebe e e e e e s eeenennaeeeeeaeees 527
3.128 SNMP TOCALION ....uiiiiiiiiii s 527
3.T29 SSEP-SEIVEI ..ottt ettt e e ettt e e e e e ettt eb b e e e e e et e e eb e e e e e reearenaaaas 528
3.129.1 sstp-server allow-bridging ...............ccccccciiii, 528
3.129.2 sstp-server dhCp route ...t 529
3.129.3 sstp-serverinterface ............ccccocciiiiiiiiiii 529
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3.129.4 SSEP-SEIVEI IPVBCP ..coooeieieieieieieieieeeieeeeeeeeee et e e e e e e e e e e e s e s e s e s e s e s e s e s e e e s eaeaenenas 530
3.129.5 sStp-Server Icp €ChO ... 531
3.129.6 sstp-server ICP fOrCe-Pap .....ccooovvveieiiiiiiieieieiece e 532
3.129.7 SSEP-SEIVEI IMIU ....ooiiiiiiiiiiiiiiiie ettt e e ettt e e e e e e teebb e e e e e e eeesnnanees 532
3.129.8 SSEP-SEIVEYF MEU ....ooiiiiiiiiiiiiiii ittt ee e et e e e eai e e eresae s ereraeeenees 533
3.129.9 sstp-server Multi-login ...........ccccooiiiii 533
3.129.10 sStp-server Pool-range ...........cccccviiiiiiiiiiiiii 534
3.129.11 sStp-Server SEAtIC-IP .......ccoooiuiiiiii 535
3130 SYSEEIM ..ottt e e et e e et e e et e e et e e et e eearaeaes 535
3.130.1 system BULtON ... 536
3.130.2 SYSEEM CAPLION ....ouiiiiiiiiiiiiiiiiiee ettt e e e e e eerabbar e s e eeeeeeesbaaaaees 537
3.130.3 system clock date ..o 537
3.130.4 system clock tiMEZONE .........cccoovveiiiiiiiiiiiiiiiiieic e 538
3.130.5 system configuration factory-reset ............ccoeeiiiiiiiiiiiiiiii, 539
3.130.6 system configuration fail-safe commit ............................. 539
3.130.7 system configuration fail-safe keep-alive ...........ccoooiiiiiiiiiiiiiiiii, 539
3.130.8 system configuration fail-safe rollback ................................. 540
3.130.9 system configuration fail-safe timer ..................oooiiiii 540
3.130.10 system configuration SAVE ............ccooovvviiiiiiiiiiiiiiiieieieseie e 541
3.130.11 SyStem debUQ ....ccooeeeeeieeeeeee 542
3.130.12 system description ...........ccccciiiiiiiiiiiii 542
3.130.13 system dOomaiNNAMI@ ... 543
3.130.14 system hostName ...........cccceiiiiiiiiiiiii 544
3.130.15 system led ... 545
3.130.16 system led power schedule ............ccoooeiiiiiiiiiiiiiiiii 546
3.130.17 system led power Shutdown .............ccccceviiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeee 546
3.130.18 SYStemM 10g ClEAr ......ccooovieieiiiiieeeeeeeeeeeeeeeee 547
3.130.19 system log reduction ............ooooiiiiiiiiiiiiiii s 547
3.130.20 SYStEM IOQ SEIVEE ..cocoiiiiiiiiiiiiiiii 548
3.130.27 SYStem I0Q SUPPIESS ...cooeiiiiiiiiiiiiiiiiiiiieieeee ettt ettt ettt e e e e e e e e e ee e 548
3.130.22 SYSEEM MOAE ....ooiiiiieiiiececeeecceececeeee e 549
3.130.23 system ndss dump-report disable ................. 550
3.130.24 SYSteM FrEDOOL ... s 550
3.130.25 SYSEEIM S ....oiiiiiiiiiiii et e e et e e e e eeenea 551
3.130.26 system trace lock threshold ....................cccoeiii 552
33T H00IS 553
31311 t0OIS @rPING ooeeeeeieiiieeeeeeeeeeeeeeeeee s 553
3.1371.2 BOOIS PING oo 554
31313 tOOIS PING6 ..o 555
ERICAIRZ JoTo] R d g Tol T o] 1 - T 556
BU1B2 HAPXY oot 558
3.132.1 udpXy BUFFEIr-SIZ@ ... 559
3.132.2 udpxy buffer-timeout ............coooviiiiiiiiiiiiiiier s 559
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O630p NpoAYyKTa

1.1 AnnapaTHoe obecneyeHue

MediaTek MT7628AN MIPS® 24KEc 580 MHz

Mpoueccop

OnepaTM BHaA NaMATb

dnew-namaTb

Ethernet

Wi-Fi

128MB DDR2

32MB SPI

MopThl Mwukpocxema NMpymMmeyaHus

4 WNHTerpnposaHHas

MeTka CkopocTb MpumeuaHusa

0 100 M6éuT/c Mopt WAN

1 100 M6uT/c

2 100 MéuT/c

3 100 M6uT/c

YacToTHbIi | MUKpocxemMa MpnmeuaHus

AvanasoH

24T1Ty MediaTek MT7628AN  |802.11bgn 2x2
(on-die)

51Ty MediaTek MT7613BEN [802.11an+ac 2x2, BF, MU-MIMO
(PCle Gen 1)
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B 3ToV rnaBe onuncaHo, Kak No1b30BaTbCA MHTepdecom KoMaHAHOM cTpoku (CLI) Air, ero
vepapxmyeckas CTpyKTypa, YPOBHM aBTOPU3aLN 1 BOSMOXHOCT KOHTEKCTHO MOACKA3KU.

OCHOBHOE CPeACTBO YNpaB/ieHNs MapLLpyTM3aTopoM Air — 3To MHTepdeinic KOMaHAHOW
cTpoku (CLI). HacTpOMKM CUCTEMbI MOHOCTBHO ONUCLIBAKOTCS B BUAE NOC/eL0BaTeNIbHOCTH
KOMaH4, KOTOpble HY>XHO BbINOIHNTb, YTOBbI MPUBECTIN YCTPONCTBO B 3aZaHHOE COCTOsIHME.

Air nmeeT Tpu BNAA HACTPOeK:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e Nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapToBble HaCTPOWKM startup config 3T0 Nocnef0BaTeNIbHOCTb KOMaHA, KOTopast
XPaHWUTCA B CreLanbHOM CEKTOpPe SHEProHe3aBNUCMONA
NamaTy 1 NCMONb3YeTCs AN UHULMANN3aumnm CUCTeMbI
HernocpeACTBEHHO NOC/Ie 3arpy3Ku.

Hactporikum no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3anncbIBaOTCA MpY Npomn3BoAcTBe Ha Air. RESET Ha kopnyce
No3BOJIAET COPOCUTL CTAPTOBbLIE HACTPOIKM Ha 3aBOACKME.,

®aiinbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUHYHO, 6e3
y4acTusi KOMaHAHOW cTpoKK. MNpu 3TOM criegyeT MOMHUTb, YTO CTPOKM HauMHatoLLmecs ¢
! MITHOPUMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN0YEHbI B A4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.

2.1 BBoa KOMaHA B KOMaHAHOM CTpoOKe

KomaHAHbI nHTepripeTaTop Air pa3paboTaH Takium 06pa3oMm, UTo6bl UM MOT MO/Ib30BaTbCs
KakK HauMHaoLLMIA, TaK 1 OMbITHbLIV NoNb30oBaTeNb. Bce KOMaHAb! M NapaMeTpbl UMeLoT
SICHbIE U IErKO 3aNOMVHaLLMeCs Ha3BaHWUS.
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KomaHAb! pa3buTbl Ha rpynnbl U BbICTPOEHbI B Miepapxuto. TakMm 06pasom, Ans
BbINONHEHNSI KaKOV-NM60 HAaCTPOMKM MONb30BaTeN0 HY>XXHO NoC/eA0BaTeNbHO BBECTU
Ha3BaHWS BNOXEHHbIX FPYMNn KOMaHZA (Y310BblX KOMaHZA) 1 3aTeM BBECTY KOHeUHYH
KOMaHAy € napameTpamMu.

Hanpumep, IP-agpec ceteBoro nHtepderica FastEthernet0/Vlan2 3agaetca komaHAol
address, koTopas HaxoauTcsa B rpynne interface - ip:

(config)>interface FastEthernet0/Vlan2 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopg B rpynny

HEKOTOpre y310Bble KOMaHAbI, cogep>Kallne Ha6op AOYEPHUX KOMaH/, MO3BONAKOT
NnoJsib30BaTeNN0 BbINO/IHUTE «BXOA» B rpynny, UTO6bI BBOAUTH AOYepHME KOMaHAbI
HENnocpeACTBEHHO, HE TPaTA BpeMA Ha BBOA MMEHU y3}'IOBOVI KOMaHAbl. B aTom cydae
MeHAETCA TEKCT NpurnatleHna KOMaHAHOoM CTPOKN, UTOo6bI MONBL30BAaTE b BUAEN, B KAKOW
rpynne oH HaxoAnmTcA.

JobaBneHa koMaHAa exit iy no HaxaTuto KombuHaunm knasuw [Ctri]+[D] BeInonHAETCA
BbIXOJ, U3 rpynnsbl.

Hanpumep, npu Bxoge B rpynny interface npurnalueHme KOMaHAHOM CTPOKM MEHSAEeTCS
Ha (config-if):

(config)>interface FastEthernet0/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 Aicnonb3oBaHWe CNpPaBKU U
aBTOAONOJIHEHUA
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[na Toro uto6bI caenaTb NPOLLECC HACTPOMKN MaKCUManbHO YA06HLIM, MHTepdeic
KOMaHAHOWN CTPOKM NMeeT PYHKLIMIO aBTOA0MNONHEHNS KOMaHA 1 NapaMeTpoB,
noZcKasblBas onepaTopy, Kakme KOMaHAbl JOCTYMHbI Ha TeKyLLeM YPOBHE BNOXEHHOCTN.
ABTOZOMNONHEHME paboTaeT No HaxaTuto knasuww [Tab]. Hanpumep:

(config)>in[Tab]
interface - network interface configuration
(config)> interface Fa[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0
FastEthernet0/Vlanl
FastEthernet0/Vlan2
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(config)> interface FastEthernetO[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0/Vlanl
FastEthernet0/Vl1an2

(config)> interface FastEthernetO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLein KoMaHZge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface FastEthernet0/Vlan2 [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface FastEthernet0/Vlan2
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2.3 Npedpukc no

ﬂpe¢|/||<c No Ncnonb3yeTcd AN1A OTMEHDbI AEMCTBMH KOMaH/Abl, nepeg KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHga interface oTBeyaeT 3a co3jaHne ceTeBOro MHTepdeiica ¢ 3afiaHHbIM
nmeHeMm. Npedukc no, NCNob3yeMblli C 3TON KOMaHAOW, BbI3biBaeT 0bpaTHOe fencTBre —
yaaneHue nHtepoderica:

(config)> no interface PPPoOEO

Ecnu komaHaa cocTaBHasi, No MOXeET CTaBUTbLCS Nepeg NtobbiM ee yneHoM. Hanpumep,
koMmaHza service dhcp Bkntouaet cnyxby DHCP 1 coCTOUT U3 ABYX YacTeli: service —
NMeHW rpynnbl B nepapxmm komaHg, n dhcp — KoHeuHoM KoMaHAbl. MNpedrKc No MOXHO
CTaBUTb Kak B Hayane, Tak 1 B cepeAnHe. [leicTare B 060Mx cyvasx byaeT OANHAKOBbLIM:
OCTaHOBKa CNYX6bI.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,

30

MHoruve koMaHAbl 061a4at0T CBOMCTBOM LOeMN0meHmMHOCMU, KOTOPOe NPOosIBAETCA B
TOM, YUTO MHOFOKPATHbIV BBOZA 3TUX KOMaHJ, MPUBOANT K TEM Xe U3MEHEHUAM, YTO U
OofHOKpaTHbIN. Hanpumep, komaHAa service http gob6aBnseT cTpoky «service http» B
TeKyLe HaCTPOMKMW, 1 NPV MOBTOPHOM BBOJE HMNYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosifeT 406aBNSATb He OfHY, a8 HECKO/IbKO 3anuceri, ecnu
BBOAWTb MX C pasHbIMU aprymMeHTamu. Hanpumep, ctatmyeckve 3anucu B Tabamue
MapLipyTusaumu ip route nnv ¢punbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NPUCYTCTBYIOT B HAaCTPOIKax B BUAE CMNCKA:

Hpmmep 2.1. Ucnonb3oBaHVie KOMaHAbI € MHOIroKkpaTHbIiM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1

3anuncm n3 Takux Tabanu, MoXxHo YAaNnATb No OfHON, ncnonb3yq npec|>l/||<c no, 1 yKa3blBas
B aprymeHTe kKoMmaHAbl, Kakyto MMe@HHO 3anncb Tp66yETCF| YAANNTb!:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config
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.1,

ip route 1.
.1.3.

ip route

55.255.255.0 PPTPO
55.255.255.0 PPTP1

(R gy

02
02

2.5 CoxpaHeHue HacTpoekK

TekyLie 1 CTapTOBble HACTPOMKM XpaHATCS B dpalinax running-config n startup-config.
Ansi TOro 4To6bl COXPaHUTL TeKyLLMEe HACTPOKN B SHEPrOHE3aBUCMMYHO NMaMsATb, HYXXHO
BBECTM KOMaHZAY KOMMPOBaHWs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTno)KeHHas nepesarpys3ka

Ecnn Air HaxoAMTCS Ha 3HAUUTENIbHOM YAafeHU OT ofepaTopa U yrnpaeBasieTcs no ceTy,
BO3HMKAET OMacHOCTb MOTEPSATh CBA3b C HAM MO MPUYMNHE OLUNBOUHbIX AeACTBUA

onepaTopa. B 3Tom cniyyae nepesarpyska 1 BO3BPAT K COXPaHEHHbIM HacTpoikam 6yayT
3aTPYAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/I0XEHHO nepesarpysku,

BbINOHUTb «OMaCHbIE» HACTPOIKM, 3aTeM BbIK/TIOUNTb TaliMeEp Y COXPaHUTb U3MEHEHUS.
Ecnv B npoLiecce HaCTPOLiKK CBSI3b C YCTPONCTBOM ByAeT noTepsiHa, onepaTopy A0CTaTOUHO
BYAeT A0XAaTbCA aBTOMATNUECKOW nepesarpyskiu 1 NOAKIHUYNTLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OonucaHue KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

MNpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  copy ¢«sources «destinations

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

source Ums gaiina MNyTb K daliny, KOTopbI HE0H6XO0AMMO
CKOMMpoBaTh.

destination |Wma ¢aina MyTb K KaTanory, Kyga éygeT ckonmpoBaH
dann.

Mpumep Hanpuwmep, coxpaHeHmne HacTpoek genaetcsd Tak:
(config)> copy running-config startup-config

(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

VICTOleﬂ N3MeHeHWniA Bepcmﬂ onvcaHue

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHwne Yaanutb ¢aiin ns namatu Air.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
filename Wma ganna MyTb K paliny, KOTOPLIA HEO6XOAMMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.14ls
OonucaHue BbiBecTy Ha akpaH cnncok ¢ainnos B yKkazaHHOM KaTanore.
Mpejukc no Het

34 CnpaBoyHuK kKoMmaHa — Air (KN-1613)



naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM

Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.1.5 mkdir

OnucaHwue
Mpedukc no

MeHsieT HaCTpoViKKn

(config)> s [«directory:]
AprymeHT 3HauyeHue OnuncaHwue
directory CTpoka MNyTb K KaTanory. [lomkeH cogepxatb NMs

bainnoBoi CUCTEMbI M HEMOCPEACTBEHHO NYTh
K kaTanory B dopmarte < painoas cmcrema

> < nyTb >. NpuMepbl Gpalinosbix cnctem —

flash, temp, proc, usbn t. 4.

(config)> 1s FILES:

rel: FILES:
entry, type = D:
name: com
entry, type = R:
name: IMAX.mkv
size: 1886912512
entry, type = D:

name: speedfan

entry, type = D:
name: portable

entry, type = D:
name: video

entry, type = D:

name: HoBas nanka
Bepcus OnucaHve
2.00 JlobaBneHa komaHaa ls.

Co3paTb HOBbI KaTasnor.
HeTt

Het

MHorokpaTtHbiia BBog, Het
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.1.6 more

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config)> mkdir «directory»

AprymeHT 3HauyeHue OnucaHwue

directory Ctpoka MyTb K KaTanory.

(config)> mkdir SANDSK:/test
FileSystem: :Repository: "SANDSK:/test" created.

(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.

Bepcus OnucaHve

212 JobaBneHa komaHaa mkdir.

BbiBeCTV Ha 3KpaH cofepXXmMMoe TeKCToBOro gaiina NnoCcTpoyHoO.
Het
Het

Het

(config)> more «filename>

AprymeHT 3HauyeHue OnuncaHwue

filename Wms @anna MonHoe nma gaina nam NCeBAOHUM.

(config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1 rotate

Bepcus OnucaHve

2.00 JlobaBneHa KoMaHa more.

3.2 access-list

OnucaHwne

JocTyn K rpynne KOMaHz, A5 HaCTPOVKM BbIBPAaHHOIO CMCKa NpaBu
dunbTpaumm nakeToB. ECM CNNCOK He HalAeH, KOMaHAa NbITaeTCs ero
C03/aTb. TakoW CANCOK MOXET 6bITb NPUCBOEH CeTEBOMY UHTepdericy ¢
nomoLLblo KoMaHapl interface ip access-group.

KomaHgaa ¢ npedrkcom no yaansieT Crnmcok npasul.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Bxo)xaeHue B rpynny (config-acl)

CuHoncuc (config)> access-list <name»

(config)> no access-list wname>

AprymeHTbI AprymeHT |3HauyeHue |OnucaHue

name Ctpoka Ha3BaHwne cnuncka npasun ¢unbTpaumm (Access
Control List, ACL).

Mpumep (config)> access-list test_acl
Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa access-list.

3.2.1 access-list auto-delete

OnucaHwue BkirounTb aBTOMatmnyeckoe yaaneHve npasun ACL npu yganeHun
nHTepderica. KomaHga NpUHYANTENBHO BKAKOYAETCA AN CMUCKOB A0CTYNa
c npe¢rikcom WEBADMIN .

KomaHga He MOXeT 6bITb BK/OUEHa, eI HeT NPUBA3aHHbIX MHTep¢eincoB.
NckntouveHnem aBnseTtca uteHue startup-config.

KomaHga ¢ npedurkcom no oTkIoUaeT aBToMaTnYeckoe yaaneHue.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncunc I (config-acl)>  auto-delete

I (config-acl)> no auto-delete
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Mpumep (config-acl)> auto-delete
Network::Acl: Enabled auto-deletion for " WEBADMIN Home" access »
group.

(config-acl)> no auto-delete
Network::Acl: Disabled auto-deletion for " WEBADMIN Home" access »

group.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
3.09 JlobaBneHa koMaHa access-list auto-delete.

3.2.2 access-list deny

OonucaHune Jo6aBnTb 3anpeLuatoLLiee NpaBmao GUAbTPaALMMN NaKeTOB B yKa3aHHbIA ACL.
KomaHgaa c npedurkcom no yaanseT npaBuo.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, /[la

CuHoncuc (config-acl)>  deny (tcp | udp) <sources <source-mask»

[ port((<src-port-operators <source-ports)|

( range <source-ports <source-end-port,))]
<destinations «destination-mask>

[ port((<«dst-port-operators«destination-port)|

( range «destination-port> «destination-end-port»))]

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask»

(config-acl)> no deny (tcp | udp) <sources <source-mask»
[ port((<«src-port-operator: <source-port)|
( range <source-port <source-end-port;))]
«destinations «<destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port>«destination-end-port))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
tcp Knoyesoe |TCP NpOTOKO.
cn10B0O
udp Knouyesoe |UDP npoToko.
cn10B0O
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AprymeHT 3HaueHve |OnucaHve
icmp Kmwyesoe  |ICMP npoTokon.
C/1080
esp Krwyesoe |ESP npoToKON.
C/10B0
gre Knwyesoe |GRE npoTokon.
C/10B0
ipip Kmwyesoe |IP in IP NnpOTOKON.
C/10B0
ip Knwyeoe |IP-npoToKON (BKAtOYaeET B cebsa TCP,
C/10B0O UDP, ICMP v npouwve).
source IP-agpec |AApec NCTOYHKMKA B 3arosioBKe
IP-nakerta.
source-mask IP-macka |Macka, npMMeHeHsemas K agpecy
NCTOYHVKa B 3aronoske IP-nakera,
nepe/j CpaBHeHVEM C source.
CywecTByeT ABa crnocoba BBOAa MacKu:
B KaHOHWYeckol dopme (Hanpumep,
255.255.255.0) 1 B BUAe 6UTOBOI
ANViHBI NpeduKca (Hanpumep, /24).
source-port Lenoe MopT ncrounmka s TCP nnn UDP
uncno 3aroJioBke.
source-end-port Lenoe OkoHuaHWe jrnanasoHa NoOpToB
4yucsio NCTOYHWNKaA.
src-port-operator |1t OnepaTop «MeHbLUe» A5 CPaBHEHNSA
nopTa € yKa3aHHbIM source-port.
eq OnepaTtop «paBHO» ANSA CPaBHEHMS
nopTa C yKa3aHHbIM source-port.
gt Onepatop «6onbLUe» A5 CPaBHEHNS
nopTa C YKasaHHbIM source-port.
destination IP-agpec |Appec Ha3HayeHWA B 3arosioBke
IP-nakera.
destination-mask IP-macka |Macka, npMMeHeHsaemas K agpecy
Ha3sHa4deHWA B 3arosioBke IP-nakeTa,
nepes cpaBHeHmneMm c destination.
CywecTByeT ABa cnocoba BBOJa Macku:
B KaHOHWn4eckol dopme (Hanpumep,
255.255.255.0) u B BUAe 61TOBOI
ANVHBI Npedukca (Hanpumep, /24).
destination-port Llenoe MopT Ha3HauyeHwa B TCP nan UDP
uncso 3aroJioBke.
destination-end-port|lenoe OKOHuaHwue gmnanasoHa NopToB
4yucJsio Ha3Ha4veHnA.

Air (KN-1613) — CnpaBOYHVK KOMaHA,

39



naBa 3 OnncaHme KoMaHp,

AprymeHT 3HaueHve |OnucaHve

dst-port-operator |lt OnepaTop «MeHbLLe» A/ CPaBHEHUSA
nopTa C YKasaHHbIM
destination-port.

eq OnepaTtop «paBHO» AN CPaBHEHMS
nopTa € yKa3aHHbIM
destination-port.

gt Onepatop «6onbLUe» Ans CpaBHEHNS
nopTa C YKa3aHHbIM
destination-port.

Npumep (config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule deleted.

WcTopus nsmeHeHum Bepcus onucaHue
2.00 [JlobaBneHa komaHza access-list deny.
2.06 HoBoe 3HaueHue ip 6b110 f06aBNEHO B apryMeHT
protocol.
2.08 Jlo6aBneHbl HOBblE MPOTOKO/bI esp,gre 1 ipip
2.09.A.2.1 JlobaBneHbl Anana3oHbl MOPTOB.

3.2.3 access-list permit

OnucaHue Job6aBuTb paspeLuatoLee npasuno dbuabTpaLmm NnakeTos B yKasaHHbIN ACL.
KomaHga ¢ npedunkcom no yaanseT npasuo.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc I(conﬁgacD> permit (tcp | udp) <source <source-mask
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AprymeHTsl

[port((<«src-port-operators<source-port)|

( range <source-ports <source-end-port»))]
«destinations <destination-mask>

[ port((<«dst-port-operator:«destination-port)|

( range «destination-port> «destination-end-port»))]

(config-acl)>

permit (icmp | esp | gre | ipip | ip)<sources<source-mask»
<destinations «destination-mask>

(config-acl)> no permit (tcp | udp) <sources <source-mask>
[ port((<«src-port-operators<source-port)|
( range <source-ports<source-end-port»))]
<destinations «destination-mask>
[ port((<«dst-port-operators«destination-port)|
( range «destination-port> «destination-end-port>))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask>
<destinations «destination-mask>

AprymeHTt 3HaueHue |OnucaHve
tecp Kriwyesoe | TCP NpOTOKO/.
CJ10BO
udp Knouyesoe |UDP npoToKo.
C/10B0
icmp Kmwyesoe  |ICMP npoTokon.
CJ/10BO
esp Krwuesoe |ESP npoToKON.
C/1080
gre Krw4esoe  |GRE NpoOTOKO.
C/1080
ipip Kmwyesoe |IP in IP NnpOTOKON.
CJ10BO
ip Knwuyeoe |IP-npoTOKON (BKAtOYaET B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
source IP-agpec |AApec NCTOYHKMKA B 3arosoBKe
IP-nakerta.
source-mask IP-macka |Macka, npMMeHeHsemMas K agpecy
NCTOYHVKa B 3aronoske IP-nakera,
nepe/ CpaBHeHVIEM C source.
CywecTByeT ABa cnocoba BBOAa Macku:
B KaHOHW4Yeckol dopme (Hanpumep,
255.255.255.0) n B BuAe 61MTOBOM
ANViHBI NpeduKca (Hanpumep, /24).
source-port Lesnoe MopT ncrouHmka s TCP nnn UDP
uncno 3aroJioBske.
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Mpumep

AprymeHT 3HaueHve |OnucaHve
source-end-port Lenoe OKoHuaHwue gmnanasoHa nopToBs
yncno NCTOYHUMKa.
src-port-operator |lt OnepaTop «MeHbLLEe» A/ CpaBHEHNA
nopTa C yKasaHHbIM source-port.
eq OnepaTop «paBHO» 4SS CPaBHEHUS
nopTa € yKasaHHbIM source-port.
gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa C yKasaHHbIM source-port.
destination IP-agpec |Aapec Ha3HayeHWs B 3aronoBke
IP-nakerta.

destination-mask IP-macka |Macka, npriMeHeHaeMas K agpecy
Ha3HayeHus B 3aronoske IP-nakera,
nepes cpaBHeHMeM c destination.
CywecTByeT ABa cnocoba BBOAa MacKu:
B KaHOHMYeckon ¢opme (Hanpumep,
255.255.255.0) 1 B BUAe 6UTOBOI
ANVIHBI NpeduKca (Hanpumep, /24).

destination-port Lenoe MopT Ha3HauyeHwa B TCP nnn UDP
4yucsio 3aronaoBke.

destination-end-port|lenoe OKoHuYaHWe AranasoHa NopTos
Ynco HasHayeHws.

dst-port-operator |1t OnepaTop «MeHbLUe» A5 CPaBHEHNSA

nopTa C YKa3aHHbIM
destination-port.

eq OnepaTtop «paBHO» ANSA CPaBHEHMS
nopTa C YKasaHHbIM
destination-port.

gt Onepatop «6obLUe» ANs CPaBHEHNS
nopTa € yKa3aHHbIM
destination-port.

(config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 8080 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.00

[JobaeneHa komaHza access-list permit.

2.06

protocol.

HoBoe 3HaueHwe ip 66110 f06aBAEHO B apryMeHT

2.08

JlobaBneHbl HOBbIE MPOTOKO/bI eSp,gre v ipip.

2.09.A.2.1

Jo6aBneHbl A1anasoHbl NOPTOB.

3.2.4 access-list rule

OnucaHue OTkNUUTL NpaBunao ACL, orpaHNUYUTL BpeMs ero paboTbl pacnmcaHmnem,
N3MEHUTb ero MecTo B CNucke Npasua Unv A4o6aBnTb ero onmcaHuve.

KomaHga ¢ npe¢|/||<c0M Nno BKNKOYaET NpaBunio, OTMEHAET pacnncaHmne nin
yAandet onncaHme.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-acl)>  rule «index> (disable | schedule «<schedule> | order
<new-indexs | description «descriptiom)
(config-acl)> no rule <index> (disable | schedule | description)
AprymeHTbI AprymeHT 3HaueHue OnucaHue
index lenoe uyncno |Homep npasuna ACL.
disable Knwyesoe OTknrounTe Npasuao ACL.
C/1080
schedule Pacnuncanune Ha3sBaHMe pacnmncaHus, CO3A4aHHOro npu
nomMoLum rpynnel KoMaH4 schedule.
order Lenoe 4ucno HoBas nosumuma npasuna ACL B cnucke.
description |CTpoka OnuncaHue npasuna ACL.
Mpumep (config-acl)> rule 0 disable

Network: :Acl:

(config-acl)>
Network: :Acl:

Rule disabled.

rule 0 schedule acl_schedule
Rule schedule set to "acl schedule".

(config-acl)>rule 0 description myacl
Network::Acl: Rule description set to "myacl".

(config-acl)>

rule 0 order 1
Network::Acl: Rule 0 moved to position 1.
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UcTopusa nsmeHeHwnii

(config-acl)> no rule 0 disable
Network::Acl: Rule enabled.

(config-acl)> no rule 0 schedule
Network: :Acl: Rule schedule removed.

(config-acl)> no rule 0 description
Network::Acl: Rule description removed.

Bepcus OnucaHue

2.08 JobaeneHa komaHaa access-list rule.

3.3 adguard-dns

OnucaHue
MNpedukc no

MeHsieT HacTpoiKmn

JocTyn K rpynne KoMaHA AN HacTporkn npodunent sawmnTel AdGuard DNS.
Het

HeTt

MHorokpaTtHbIiA BBog Het

BxoXkaeHue B rpynny

CunHoncuc

Mpumep

UcTopuns nsmeHeHnii

3.3.1 adguard-

OnuncaHwme

Mpe¢ukc no
MeHsieT HaCTPOUKMN

MHorokpaTtHbIiA BBOJ,

(adguard-dns)
I (config)> adguard-dns

(config)> adguard-dns
Core::Configurator: Done.
(adguard-dns)>

Bepcus OnucaHve

212 JobasneHa komaHaa adguard-dns.

dns assign

Ha3HaunTb npodunb 3amThl XOCTY. 10 yMONYaHMIO A/15 BCEX XOCTOB
ncnonb3yeTtca npodunb standard.

KomaHga c npedrkcom no Bo3BpaLL@eT 3HaueHe No yMonyaHmo — npodusib
standard.

Ja
Ja
Aa
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naBa 3 OnncaHme KOMaHA,

Cunoncuc (adguard-dns)>  assign [ <host» ] <types
(adguard-dns)> no assign [ <hosts ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
host MAC-appec XOCT, K KOTOpOMY NpuMeHsieTcs Nnpodub
3aWnThl. Ecnm He ykasaH, npodunb
NPYMeHsAEeTCH KO BCEM XOCTaM.
type default 3aluMTa He NCNoJIb3yeTCs.
base BroknpoBKa peksiambl, TPEKNHIa 1 GULLINHTA.
standard BesonacHoe npeobpasosaHume DNS, 6e3
6710KMPOBKN.
family BnokupoBKa peknambl, TPEKNHIa, GULLINHTA,
CaliToB A/19 B3POC/bIX, BKNHOUUTEL 6€30MacHbI
nouck B bpaysepe.
Mpumep (adguard-dns)> assign base

AdguardDns::Client: Default type set.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA default
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been associated with »
"default" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA standard

AdguardDns::Client:
with "standard" profile.

"4C:0F:6E:4B:3C:BA" has been reassociated »

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA family

AdguardDns::Client:

with "family" profile.

"4C:0F:6E:4B:3C:BA" has been reassociated »

(adguard-dns)> no assign a8:1e:84:85:f2:72
AdguardDns::Client: Host "a8:1e:84:85:f2:72" has been removed.

(adguard-dns)> no assign

AdguardDns::Client: Default type set.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.12

JobasneHa komaHaa adguard-dns assign.

3.3.2 adguard-dns check-availability

OnucaHwue MpoBepuTb JOCTYNHOCTL CNYX6bl AdGuard DNS.

MNpejukc no Het

MeHsieT HacTpoiikn  Hert
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

WcTopus nsmeHeHum

3.3.3 adguard-

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpoViKKn

I (adguard-dns)>  check-availability

(adguard-dns)> check-availability
AdguardDns::Client: AdGuard DNS is available.

Bepcus OnucaHue

2.12 Job6asneHa komaHaa adguard-dns check-availability.

dns enable

Brntoumntb cnyx6y AdGuard DNS.

KomaHga ¢ npedrkcom no ocTaHaBIMBAET CYX6Y.
Ja

Ja

MHorokpaTtHbiiA BBog, Het

CviHoncmc

Mpumep

WcTopusa nsmeHeHum

I (adguard-dns)>  enable

I (adguard-dns)> no enable

(adguard-dns)> enable
AdguardDns::Client: AdGuard DNS enabled.

(adguard-dns)> no enable
AdguardDns::Client: AdGuard DNS disabled.

Bepcus OnucaHve

2.12 JobasneHa komaHaa adguard-dns enable.

3.4 cloud control2 security-level

OnuncaHwune

Mpe¢ukc no

MeHsieT HacTpoiAKK

YcTaHoBUTL ypoBeHb 6e3onacHocTu cepBuca Cloud Control2 ang mobunbHoro
npunoxeHus Keenetic. Mo ymMon4aHWO Ha3HavYeH ypoBeHb 6e30MacHOCT
public.

Het

Ja

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

(config)> cloud control2 security-level (public | private)

AprymeHTbI AprymeHT |3HaueHue

OonvicaHune

public Knw4yeBoe cnoso

Joctyn k Cloud Control2 pa3pelueH ans
public, private n protected nHTepdeiicos.

private |KnwyeBoe cs0oB0

Joctyn k Cloud Control2 pa3peLueH TOAbKO

Ans private nHTepdericos.

Mpumep (config)> cloud control2 security-level public
CloudControl2: :Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

VlCTOleﬂ n3MeHeHunA Bepcmﬂ onvicaHue

3.05 Jlo6aBneHa komaHga cloud control2 security-level.

3.5 cloudflare-dns

OnucaHune JocTyn K rpynne KOMaHA ANns HacTporiku npodunein 3awmtel Cloudflare DNS.

Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiia BBog, Het

BxoxxaeHue B rpynny (cloudflare-dns)

CvHoncuc I(config)> cloudflare-dns

MNpumep (config)> cloudflare-dns
Core::Configurator: Done.
(cloudflare-dns)>

WcTopuns nsmeHeHnit |Bepcus onucaHue

3.05 Jo6aBneHa komaHaa cloudflare-dns.

3.5.1 cloudflare-dns assign

OnucaHwue Ha3HaunTb npodunb 3awmThl XOCTY. 10 yMOYaHMIO 415 BCEX XOCTOB
ncnonb3yetca npodunb standard.

KomaHga ¢ npe¢|/||<c0M No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Air (KN-1613) — CnpaBOYHVK KOMaHA,

47



naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Ja
Ja
Aa
(cloudflare-dns)>  assign [ <hosts ] «types

(cloudflare-dns)> no assign [ <hosts ]

AprymeHT |3HauyeHue OnucaHve

host MAC-agpec XOCT, K KOTOpPOMY NpuMeHsieTcs Npodub
3awmTbl. Ecin He ykasaH, npodunib
MPUMEHSAETCH KO BCEM XOCTaM.

type default 3almTa He UCNoJib3yeTcs.
standard BesonacHbii DNS, 6e3 610KMpoBKN.
malware BnoknpoBka BpegoHOCHbIX MPOrpamMm.
family BnokvpoBka BpeJOHOCHbLIX MPOrpamMMm 1 caliToB

AnA B3pOC/bIX.

(cloudflare-dns)> assign default
CloudflareDns: :Client: Default type set.

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 default
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "default" profile.

v

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 standard
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "standard" profile.

v

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 malware
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "malware" profile.

\J

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 family
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "family" profile.

v

(cloudflare-dns)> no assign c0:b8:83:c2:ch:11
CloudflareDns::Client: Host "c0:b8:83:c2:cb:11" has been removed.

(cloudflare-dns)> no assign
CloudflareDns: :Client: Default type set.

Bepcus OnucaHve

3.05 Job6asneHa komaHaa cloudflare-dns assign.
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3.5.2 cloudflare-dns check-availability
OnucaHwne MpoBepuTb AOCTYNHOCTL cnyx6bl Cloudflare DNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(cloudflare-dns)> check-availability

Mpumep (cloudflare-dns)> check-availability
CloudflareDns: :Client: Cloudflare DNS is available.

MCTOPMH N3MeHeHU Bepcmﬂ onvicaHue

3.05 Jo6asneHa komaHga cloudflare-dns check-availability.

3.5.3 cloudflare-dns enable

OnucaHune BkntounTb cnyx6y Cloudflare DNS.
KomaHga ¢ npednkcom no ocTaHaBAMBAET CNIYXKOy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het

CnHoncuc I (cloudflare-dns)>  enable

I (cloudflare-dns)> no enable

Mpumep (cloudflare-dns)> enable
CloudflareDns::Client: Cloudflare DNS enabled.

(cloudflare-dns)> no enable
CloudflareDns: :Client: Cloudflare DNS disabled.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

3.05 JlobaBneHa komaHaa cloudflare-dns.

3.6 components

OonucaHue [0CTyn K rpynne KOMaHZ 415 ypaBieHNsi KOMMOHEHTaMV MUKPOMNPOrpaMMbl.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

UcTopuns nameHeHuii

Het
Het
Het

(config-comp)

(config)> components

Bepcus OnucaHve

2.00 JobaBneHa KOMaHAa components.

3.6.1 components auto-update channel

OnucaHune

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

3a4aTb NCTOYHMK KOMIMOHEHTOB AN4 q)yHKLl,VII/I aBToO6HOBNEHUA. 1o
YMOJTYaHUIO NCNOIb3yeTCA 3Ha4YeHne stable.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Ja
Ja
Het
(config-comp)>  auto-update channel <channel

(config-comp)> no auto-update channel

AprymeHT 3HauyeHue OnuncaHwue

channel stable KOMMOHEeHTbLI MOJIHOCTLIO MPOTECTVPOBAHbI
M peKoMeHAyrTCa 419 YCTaHOBKW. B
Beb-mHTepderice 3TOT KaHaN yKa3aH Kak
Penus.

preview KomnoHeHTbI cogep>kaTt HoBelLwme GyHKLMN
1 yCOBepLUEHCTBOBAHWS, HO MPOTEeCTVUPOBaHbI
He NoNHOCTLIO. B Be6-MHTepdelice 3TOT kaHan
yKa3aH Kak lpepBapuTenbHas Bepcus.

draft KoMnoHeHTbI cogepikaTt HoBelilume GyHKLNK
1 NCNONb3YHTCA A5 TeCTUPOBaHMA. B
Beb-nHTepdeince 3TOT KaHaN yKasaH Kak
TectoBasa cbopka.

(config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.01 [JobaBneHa komaHaa components auto-update channel.

3.6.2 components auto-update disable

OnucaHune (DyHKLl,VIﬂ aBTOMATMYecKoro 06HOBNEHUSA KOMIMOHEHTOB. o YMO/T4aHUKO
aBTOMaTU4Yeckoe 06HOBEHME BKIHOUEHO.

KomaHga c npedurkcom no BKAtOUaeT aBToMaTnyeckoe o6bHOB/EHMeE.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbI/i BBog, /[la

CnHoncuc I(config—comp)> auto-update disable

I (config-comp)> no auto-update disable

Mpumep (config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

2.09 JlobaBneHa komaHza components auto-update disable.

3.6.3 components auto-update schedule

OnucaHmne MprcBOUTL pacnucaHmne Ana paboTbl PyHKLMN aBTOMATNYECKOr0 O6HOBEHMS.
Mepes BbINOAHEHNEM KOMaHAbI pacnuncaHne A0/XXHO 6biTb CO3AaHO U
HaCcTpoeHo npu nomoLm komaHael schedule action.

KoMaHAa ¢ Nnpedunkcom no pa3pbiBaeT CBsi3b MeXAY pacnmncaHem u
aBTOMaTUYEeCKUM O6HOBNEHUNEM.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config-comp)>  auto-update schedule «<schedule;

I (config-comp)> no auto-update schedule
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
schedule Pacnncanne |Ha3BaHMe pacnmcaHus, CO34aHHOro npu
nomMoLum rpynnel KoMmaHa schedule.

Mpumep (config-comp)> auto-update schedule Update
Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
3.03 [JlobaBneHa KoMaHAa components auto-update
schedule.

3.6.4 components check-update

OnucaHue MpoBepnTb 06HOBNEHME NPOLUNBKN ANS KaHAMAATA U BEe4OMOro
yctporictea MogynbHon Wi-Fi Cnctembl.

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Curoncuc (config-comp)>  check-update [ force]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
force Knoyesoe [MoCcTOAHHO NPOBEPATL Hann4me
c/10B80 06HOBNEHWI.
Mpumep (config-comp)> check-update

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no

(config-comp)> check-update force

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.14 Jo6aBneHa koMmaHaa components check-update.

3.6.5 components commit

OnucaHune |_|pI/IMeHI/ITb n3MeHeHns, BHeCeHHble KoMaHaaMu components install n
components remove.

MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-comp)>  commit
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 [JobaBneHa KOMaHAa components commit.

3.6.6 components install

OnucaHwue OTMeTUTb KOMMOHEHT ANs nocaeaytoLlein yctaHoBk. OKOHYaTeNbHas
YyCTaHOBKa BbINOIHAETCA KOMaHAo0M components commit.

MNpejukc no Het
MeHsieT HacTpouikm  /[la

MHorokpaTtHbIiA BBOg, [a

CuHoncnc (config-comp)>  install «component>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
component CTpoka Ha3BaHVe KoMnoHeHTa. CNMCoK JOCTYMHbIX
NS YCTAHOBKW KOMMOHEHTOB MOXET 6bITb
BblBeJeH Ha 3KpaH KOMaHAolM components
list.
Mpumep (config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 JlobasneHa KoMaHAa components install.
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3.6.7 components list

OnucaHwue HGDEKJ'IFOLII/ITbCFI Ha Bbl6paHHy}O necoyHuUy n oTMeTuUTb 4114 YCTaHOBKU BCe
KOMIMOHEHTHI, Tpe6y+ou.u/|e M3MeHeEHNA ANA COOTBETCTBUA BEPCN B
rnecoyvHunue. Echm BeINONHNTL KOMaHAy 6e3 aprymeHTa, 1o 6yAET BbiBeAeH
BeCb CNCoK BCceX KOMMOHEHTOB TeKyu.|,e|7| neco4vHumubl (yCTaHOBﬂeHHbIX n
AOCTYNHbIX 4NA yCTaHOBKI/I). Ecnn OTCYTCTBYET NoAK/MH4YEHNE K MHTepHET, TO
6yp,eT BblBE€4EH TONIbKO CMNCOK y>Ke YCTaHOB/1€HHbIX KOMMOHEHTOB.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-comp)>  list [ sandbox ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
sandbox Ctpoka YpaneHHasa necoyHuua, Hanpumep stable
nnu beta.
Mpumep (config-comp)> list
firmware:
version: 2.13.C.0.0-1
sandbox: stable
local:
sandbox: beta
component:
name: base
priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb5840
installed: 2.13.B.1.0-1
preset: minimal
preset: recommended
queued: yes
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHza components list.
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2.06.A.6 Job6asneH napameTp sandbox. KomaHaa components
list 4oMKHa NCNONB30BaTLCS BMECTO yCTapeBLUeit
components sync.

3.6.8 components preset

OonucaHue Bbl6paTh roToBbI HA6OP KOMMOHEHTOB. YCTaHOBKa Habopa BbIMOHSAETCS
KoMaHZol components commit.

Mpexae Yem ycTaHOBUTbL HabOp KOMMOHEHTOB, NMPOBepbLTE NOC/eHNE BEpCUA
KOMMOHEHTOB Ha cepBepe 06HOBNEeHW KoMaHAo components list.
TpebyeTca nogkntoueHve K VIHTepHeTy.

MNpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-comp)>  preset preset>

AprymeHTbI KonnuectBo 1 Ha3BaHWsA roToBbIX HA6OPOB KOMMOHEHTOB MOTYT HbITb
N3MeHEeHbI, MO3TOMY PpeKOMeHAyeTCsl MPOBEPUTL CINCOK AOCTYMHbIX HA6OPOB
KoMaHZAol preset [Tab].

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWHMMaNbHO BO3MOXHbI AN paboTbl
yCTporicTBa Habop KOMMOHEHTOB byaeT
OoTMeueH.

recommended |PekomeHAyeMbli HA6OP KOMMOHEHTOB byAeT
OTMEYEH AN YCTAaHOBKMW.

Mpumep (config-comp)> preset [Tab]

Usage template:
preset {preset}

Choose:
minimal
recommended

(config-comp)> preset recommended

lib: :libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa components preset.
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3.6.9 components preview

OnucaHune MokasaTb pasMep NPOLUMBKW, COCTABNEHHOM 113 KOMMOHEHTOB, BbI6paHHbIX
C MOMOLLBI0 KOMaHAbl components install.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-comp)>  preview
Mpumep (config-comp)> preview
preview:
size: 7733308
WcTopus nsmeHeHnit |Bepcus onuncaHue

2.06 [JlobaBneHa KomaHza components preview.

3.6.10 components remove

OnucaHue OTMeTUTb KOMMOHEHT ANs nocneayroLwiero yganeHu4. OkoHu4aTenbHoe
yAaneHume BbINMOJIHAETCA KOMaHA0m components commit.

Mpedunkc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-comp)>  remove <component»
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
component Ctpoka Ha3sBaHue KomMnoHeHTa. CNMCOK AOCTYMHbIX
ANS yfaneHNs KOMMNOHEHTOB MOXET bbITb
BbiBeJeH Ha 3KpaH KOMaHAo components
list.
NMpumep (config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 [JobaBneHa KOMaHAa components remove.
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3.6.11 components validity-period

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

YCTaHOBWUTbL CPOK aKTyasIbHOCTU NOKabHOrO CAncKa KOMMOHeHTOB. 1o
NCTeYeHNN 3TOro BpeMeHn byaeT aBTOMaTUYeCKn BbiMoAHeHa KoMaHaa
components list Ana nony4yeHns TekyLLero Cnmcka KOMMNOHEHTOB C cepBepa
0o6HoBNEeHMA. [10 yMONYaHWMIO NCMOJIb3yeTcs 3HadeHne 1800.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.

Ja

Ja

HeTt

(config-comp)>  validity-period <seconds>

(config-comp)> no validity-period

AprymeHT 3HauyeHue OnuncaHue

seconds lenoe 4ucno |Cpok akTyasbHOCTM IOKAJIBHOIO CMMCKa
KOMMOHEHTOB B CeKyHAax. MoxeT npuHMMaTh
3HayeHWsa B npegesnax ot 0 40 604800

BK/THOYNTENIbHO.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Bepcus OnucaHve

2.03 [JobaeneHa komaHaa components validity-period.

3.7 crypto engine

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

BbibpaTh TN 06paboTkun ESP IPsec NakeToB.
KomaHga c npedumkcom no otkatoyaeT GyHKLMIO.
Ja

Ja

HeT

I (config)> crypto engine <type>
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.8 crypto ike key

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

(config)> no crypto engine

AprymeHT

3HaueHve

OonvicaHune

type

software

MporpaMMHbI peXxuM.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.

Bepcus

OnucaHune

2.06

JobaBneHa KoMaHaa crypto engine.

Job6aBuTb kntou IKE ¢ naeHTNGNKaToOpoOM yAaneHHOM CTOPOHBI.

KomaHza ¢ npedurKcom no yaansieT ykasaHHbIN Koy,

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

(config)>

crypto ike key name> psk> («types<id> | any)

(config)> no crypto ike key name>

AprymeHT 3HauyeHue OnuncaHwue
name Crtpoka HasBaHwue kntoya. JlonyckaeTtcs
1CMOIb30BaHVIe CIMBOJIOB JIATUHCKOro
andasuTa, UNdp, TOUKKX, NOAYEPKUBAHUA N
deduca.
psk CTpoka MNaponb ans ayteHTUdMKaumn. JnnHa napons
MOXeT 6bITb OT 6 10 96 CMUMBOOB.
type address NaeHTudunkatopom aensetca IP-agpec.
fqdn NaeHTudnKaTopoM ABNSETCH MNOAHOE
JOMEHHOe NMA.
dn NaeHTNPrKaTopoM ABASETCH JOMEHHOE NMS.
email NaeHTndunKaTopom ABNSETCA 3N1eKTPOHHbIN
agpec e-mail.
id Ctpoka 3HaueHune naeHTudnKaTopa yaaneHHom

CTOPOHDbI.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

any Krmwyesoe PaspeluaeT ncnosib3oBaHMe Kao4da ans
C/I0BO nto60oi yaaneHHOM CTOPOHBI.

(config)> crypto ike key VirtualIPServer »
aDjs0C1lgvWCs0iE4Ijhs+HRnNPiheGA478 any

IpSec: :Manager: "VirtualIPServer": crypto ike key successfully »
added.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
updated.

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
removed.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto ike key.

3.9 crypto ike mtu

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

YcTaHOBUTL 3HaveHue MTU, koTopoe byaeT nepeaaHo IKE, Mo yMonyaHuio
MTU HacnepyeTcs OT HTedenca, Yepes KOTOPbIA OCYLLLEeCTBAAETCA JOCTYN B
VHTepHerT.

KomaHgaa ¢ npedurkcom no Bo3BpaLLaeT 3HadeHve MTU no ymondaHuto.

Aa

Ja

Het

(config)> crypto ike mtu (value)

(config)> no crypto ike mtu

AprymeHT 3HauyeHue OnucaHue

value UYesnoe uucro |3HaveHme MTU. MoxeT npUHUMaTb 3HaUYeHns
B npegenax oT 576 Ao 1500 BKAOUNTENLHO

(config)> crypto ike mtu 1400
IpSec::Manager: IKE MTU value is set to 1400.

(config)> no crypto ipsec mtu
IpSec: :Manager: Reset IKE MTU value.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

3.10 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3.11 crypto

OnucaHwmne

MNpejukc no

MeHsieT HacTpoikmn

Bepcus OnucaHve

3.08 [JobaeneHa komaHaa crypto ike mtu.

ike nat-keepalive

YcTaHOBUTb TalM-ayT MexXay NakeTamu keepalive B ciydae o6Hapy>KeHUs
NAT Mexay KnreHToM 1 cepBepoM IPsec. 1o yMo4aHNIo YCTaHOB/IEHO
3HaueHwe 20.

KomaHga ¢ npedrkKcom no Bo3BpaLLaeT 3HayYeHne Mo YMOAYaHUIO.

Ja

[Ja

Het

(config)> crypto ike nat-keepalive nat-keepalive;

(config)> no crypto ike nat-keepalive

AprymeHT 3HaueHne |OnucaHue

nat-keepalive |lYenoe umcno |Talim-ayT mexay naketamu keepalive B
cekyHAax. MoxeT NnpuHMMaTb 3HauYeHns B
npegenax ot 5 Ao 3600 BKIHOUNTENBHO.

(config)> crypto ike nat-keepalive 90
IpSec: :Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec::Manager: Reset crypto ike nat-keepalive timeout to 20 s.

Bepcus OnucaHve

2.06 [Jlo6aBneHa komaHga crypto ike nat-keepalive.

ike policy

JocTtyn K rpynne KoOMaHA ANs HaCTPOMKM Bbl6paHHOW nonnTtuku IKE. Ecnu
nonutuka IKE He HalaeHa, KOMaHAa MbiTaeTcsa eé co3aaThb.

KomaHga c npedukcom no yaanset nonntuky IKE. NMpur 3ToM gaHHas NoANTMKA
IKE aBTOMaTM4eckun yganaeTtcs u3s Bcex npounein IPsec.

Ja
Ja

60

CnpaBoyHuK kKoMmaHa — Air (KN-1613)




naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

BxoxxaeHue B rpynny (config-ike-policy)

CuHoncue (config)> crypto ike policy name>
(config)> no crypto ike policy name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name CTpoka Ha3saHve nonutuku IKE. lonyckaeTcs
1CNO/Ib30BaHMe CMBOJIOB JIATUHCKOro
andaBuTa, UNbp, TOUKW, NOAYEPKNBAHMA 1
fedwuca.
Mpumep (config)> crypto ike policy test
IpSec::Manager: "test": crypto ike policy successfully created.
(config)> no crypto ike policy test
IpSec::Manager: Crypto ike policy "test" removed.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.06 JobasneHa komaHgaa crypto ike policy.

3.11.1 crypto ike policy lifetime

OnucaHue YcTaHOBUTL BpeMs XN3HW accouunaumm IPsec IKE. o ymonuyaHmnto
1ncnonb3yeTca 3HaueHre 86400.

KomaHga ¢ npedrkcom no Bo3BpaLlaeT 3HaueHme no yMoa4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-ike-policy)>  lifetime <lifetime>
(config-ike-policy)> no Lifetime
AprymeHTbI AprymeHT  |3HaueHue |OnucaHune
lifetime UYenoe uucno |Bpemsa xunsHu accoumaumm IPsec IKE B
cekyHAax. MoxeT NpyHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.
Npumep (config-ike-policy)> lifetime 3600

IpSec::Manager: "test": crypto ike policy lifetime set to 3600 s.
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naBa 3 OnncaHme KoMaHp,

(config-ike-policy)> no lifetime
IpSec: :Manager: "test": crypto ike policy lifetime reset.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.06 JobasneHa koMmaHgaa crypto ike policy lifetime.

3.11.2 crypto ike policy mode

OnucaHwue 3ajAaTtb Bepcuto npoTtokona IKE. 1o ymonyaHnto NCNonb3yeTcd 3HadeHne
ikevl.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ike-policy)>  mode mode>

(config-ike-policy)> no mode

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

mode ikevl Bepcusa npotokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

Mpumep (config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".

(config-ike-policy)> no mode
IpSec::Manager: "test": crypto ike policy mode reset.

VICTOpI/Iﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa komaHga crypto ike policy mode.

3.11.3 crypto ike policy negotiation-mode

OnucaHwue YcTaHoBUTb pexxm obmeHa ans IKEv1 (cM. komaHay crypto ike policy mode).
Mo yMonuyaHWIo NCNob3yeTcsa 3HadYeHMe main.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHUIo.
MNpejukc no Ja

MeHsieT HacTpoiikn  [la
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-ike-policy)> negotiation-mode negotiation-mode>

(config-ike-policy)> no negotiation-mode

AprymeHTbI AprymeHTt 3HaueHue ‘Onmcal-me

negotiation-mode main OCHOBHOW pexum, 3aLumiiaeT
naeHTudmKaLmo nmpa.

aggressive |ArpeccmBHbIN pexunMm, He 3almiiaeT
naeHTndbmkaumo nmpa.

Mpumep (config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec: :Manager: "test": crypto ike policy negotiation-mode reset.

VICTOleﬂ Mn3MeHeHWiA Bepc”ﬂ onvcaHue

2.06 JobasneHa komaHgaa crypto ike policy
negotiation-mode.

3.11.4 crypto ike policy proposal

OnucaHue J06aBuUTb B NOANTUKY IKE CCbINKY Ha BbIbpaHHbI IKE proposal. OuepeaHoOCTb
fo6aBNeHNs MeeT 3HayveHe 415 obMeHa JaHHbIMY Mo npoTokony IKE.

KomaHga ¢ npedurkcom no yaanseT ccbinky Ha IKE proposal.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-ike-policy)>  proposal <proposal
(config-ike-policy)> no proposal <proposal
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
proposal CTpoka HassaHwe IKE proposal. JlonyckaroTcs
CUMBOJIbI TaTUHCKOro andaBunTa, undpbl,
TOUKMW, NoA4YepKMBaHUA 1 gedunchl.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

3.12 crypto

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-ike-policy)> proposal test
IpSec::Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec::Manager: "test": crypto ike policy proposal "test" »
successfully removed.

Bepcus OnucaHve

2.06 [JobaeneHa komaHza crypto ike policy proposal.

ike proposal

JocTyn K rpynne koMaHg, 4151 HacTpoliku BbibpaHHOro IKE proposal. Ecnu IKE
proposal He HaligeH, KOMaHAa NbITaeTca ero co3Aathb.

MONHbBIA CNNCOK aNroOpUTMOB WGPOBaAHMSA peann3oBaHHbIX B CUCTEME
npuBegeH B [prnoxeHnN.

KomaHga ¢ npedukcom no yaanset IKE proposal. Mpr 3ToM 13 Bcex NOANTUK
IKE aBTOMaTM4eCcKN yAanarTca CCblIKM Ha JaHHbIN IKE proposal.

Aa

[Ja

Ja

(config-ike-proposal)

(config)> crypto ike proposal name»

(config)> no crypto ike proposal name>

AprymeHT 3HayeHue OnuncaHwue

name Ctpoka HassaHwe IKE proposal. JlonyckatoTcs
CUMBOJIbI TATUHCKOro andasuTa, Lndpsbl,
TOUKM, NOAYEPKMBAHUA U AedUChHI.

(config)> crypto ike proposal test
IpSec::Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

Bepcus OnucaHve

2.06 [JlobaeneHa komaHaa crypto ike proposal.

64

CnpaBoyHuK kKoMmaHa — Air (KN-1613)



naBa 3 OnncaHme KOMaHA,

3.12.1 crypto ike proposal aead

OnucaHue BrntounTs pexum wndpoBaHua AEADans IKE proposal.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config-ike-proposal)> aead

Npumep (config-ike-proposal)> aead
IpSec: :Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »
mode.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue
3.05 [JobaeneHa komaHaa crypto ike proposal aead.

3.12.2 crypto ike proposal dh-group

OnucaHune Jo6aBuTb BblibpaHHyto DH rpynny B IKE proposal ans paboTbl B pexume PFS.
OuepegHoCTb fo6aBNeHNS MMeeT 3HaueHKe 419 0bMeHa JaHHbIMUK NO
npotokony IKE.

KomaHga c npedurkcom no yganseT BbIbpaHHy0 rpynny.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOA, [a

CuHoncunc (config-ike-proposal)>  dh-group «dh-group»

(config-ike-proposal)> no dh-group «dh-group»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

dh-group 1 DH rpynna gns paboTbl B pexvme PFS.
2

5

14
15
16
17
18
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue
19

20
21
25
26
31
32

Npumep (config-ike-proposal)> dh-group 14
IpSec::Manager: "test": crypto ike proposal DH group "14" »
successfully added.

(config-ike-proposal)> no dh-group 14
IpSec: :Manager: "test": crypto ike proposal "test" group type »
successfully removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 Job6asneHa komaHaa crypto ike proposal dh-group.

3.12.3 crypto ike proposal encryption

OnucaHune J06aBnTb BbIbpaHHbIN TUN WndpoBaHus B IKE proposal. O4epeaHOCTb
f[06aBNeHNs MeeT 3HayveHe 415 obMeHa gaHHbIMY Mo npoTokony IKE.

KomaHgaa ¢ npedurkcom no yaanset BolbpaHHbIA TUN WindpoBaHuS.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-ike-proposal)>  encryption «encryption;
(config-ike-proposal)> no encryption «encryption;
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
encryption |des Tun wndposaHua IKE.
3des
aes-cbc-128
aes-chc-192
aes-cbc-256
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

aes-ctr-128

aes-ctr-192

aes-ctr-256

(config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

Bepcus OnucaHue

2.06 Job6asneHa KkomaHgaa crypto ike proposal encryption.

3.12.4 crypto ike proposal integrity

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOVKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

Jo6aBnTb BbIbpaHHOe 3HaueHne anropmutma nognucn HVMAC B IKE proposal.
OuepegHoCTb fo6aBneHNs MMeeT 3HaueHne 419 obMeHa JaHHbIMK NO
npoTokony IKE.

KomaHga ¢ npedunkcom no yaanseT Bol6paHHbIA afiroputMm.
Ja

Ja

[Ja

(config-ike-proposal)>  integrity <integrity»

(config-ike-proposal)> no integrity <integrity»

AprymeHT 3HaueHue |OnucaHmue
integrity md5 Anropuntm nognucu HMAC IKE
shal COO6LLEeHMIA.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec: :Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

Bepcus

OnucaHmne

2.06

JobasneHa komaHgaa crypto ike proposal integrity.

3.12.5 crypto ike proposal prf

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Jo6aBuTb BeibpaHHyto rpynny PRF B IKE proposal.

KomaHza c npedurKcom no yaansieT BblbpaHHbIV anropmutMm.

Ja
Ja
Aa

(config-ike-proposal)>

(config-ike-proposal)>  prf

prfs

no prf «prf

AprymeHT

3HayeHue

OnuncaHue

prf

md5

shal

aes-xcbc

sha256

sha384

sha512

aes-cmac

Anropnt™m nognuicn HMAC ana IKE
COOBLLEeHNI.

(config-ike-proposal)> prf sha256

IpSec: :Manager:

"TEST": crypto ike proposal prf algorithm »

"sha256" successfully added.

(config-ike-proposal)> no prf sha256

IpSec: :Manager:

successfully removed.

"TEST": crypto ike proposal "TEST" prf type »

Bepcus

OnucaHune

3.05

JobaBneHa komaHaa crypto ike proposal prf.
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naBa 3 OnncaHme KOMaHA,

3.13 crypto ipsec incompatible

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.14 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

OTKNUUTL NPOBEPKY COBMECTUMOCTHU [Psec TyHHenel. 1o ymonvaHuio
HaCTpoKa OTK/OYeHa.

KomaHga ¢ npedprkcom no BkOUaeT NpoBepky ob6paTHO.
Ja
Ja

Het

I(config)> crypto ipsec incompatible

I(conﬁgﬁ>nocrypto ipsec incompatible

(config)> crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is enabled.

Bepcus OnucaHve
2.10 JobasneHa KoMaHAa crypto ipsec incompatible.
ipsec mtu

YcTaHoBUTL 3HaueHune MTU, koTopoe byaeT nepesaHo [Psec. Mo ymonyaHuto
Ncnonb3yeTca 3HaveHne auto.

Het
Het

Het

(config)> crypto ipsec mtu(auto | <value))

AprymeHT 3HauyeHue OnuncaHwue

auto Knw4yeBoe MTU Ha3HavaeTcss aBTOMaTUYeCKu.
C/10BO
value UYesoe uucso |3HaveHme MTU. MoxeT npUHUMaTb 3HaUeHns

B npegenax oT 128 o 1500 BkAOUYMTENBHO.

(config)> crypto ipsec mtu auto
IpSec::Manager: MTU is set to auto.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

3.15 crypto

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

(config)> crypto ipsec mtu 1400
IpSec::Manager: Static MTU value is set to 1400.

Bepcus OnucaHue

2.08 JobasneHa koMaHaa crypto ipsec mtu.

ipsec profile

JocTyn K rpynne KoMaHZ4 ANs HaCTPOMKKW BbibpaHHOro npoguns IPsec. Ecan
npoounb He HanAeH, KOMaHAA NbITAeTCA ero Co3Aathb.

KomaHga c npedunkcom no yaanseT npodunb. Mpu 3TOM CCbIKM Ha AaHHbI
npodrab aBTOMaTUYECKN YAANAIOTCA 130 BCEX KPUMTOKAPT IPsec.

Ja
Ja
Aa

(config-ipsec-profile)

(config)> crypto ipsec profile <name»

(config)> no crypto ipsec profile <name>

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka HassaHune npoduns IPsec. lonyckaroTcs
CUMBOJIbI TaTUHCKOrO andasunTa, undpbl,

TOYKM, NOAYEPKNBAHNSA N AedUChI.

(config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHga crypto ipsec profile.

3.15.1 crypto ipsec profile authentication-local

OnucaHwne

3afaTtb TUN ayTeHTUUKALMK JIOKANIBHOFO XOocTa. Mo yMonyaHuo
MCMNONb3yeTcs 3HaueHne pre-share.

KomaHgaa c npedprkcom no BO3BPALLAET 3HAUEHME MO YMONYAHUIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CuHoncuc (config-ipsec-profile)>  authentication-local «auth

(config-ipsec-profile)> no authentication-local

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

auth pre-share Ha AaHHbIA MOMEHT eANHCTBEHHOE
AOCTYMHOEe 3HayeHue.

Npumep (config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec::Manager: "test": crypto ipsec profile authentication-local »
reset.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa komaHga crypto ipsec profile
authentication-local.

3.15.2 crypto ipsec profile authentication-remote

OonucaHue 3agaTb TUN ayTeHTUPMKALMM yaaneHHoro xocta. Mo ymonyaHuo
MCNONb3yeTcs 3HaYeHue pre-share.

KomaHza ¢ npedrKcom no Bo3BpaLLaeT 3HayeHre rno YMONYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-ipsec-profile)> authentication-remote auth»
(config-ipsec-profile)> no authentication-remote
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
auth pre-share Ha gaHHbIn MOMEHT eAVHCTBEHHOE
JAOCTYMHOEe 3HayeHue.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> authentication-remote pre-share
IpSec: :Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
authentication-remote.

3.15.3 crypto ipsec profile dpd-clear

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

3agaTb CNocob AecTBMA Npy 06HapyXeHnn HepaboTatoLero nupa IKE. Mo
YMONYaHMIO NapameTp BK/IOYEH, YTO 03HavaeT yaaneHne nHpopmaLlmm o
nupe.

KomaHga ¢ npedpurKcom no ycTaHaBAMBaeT jelicTBue B restart.
Ja
[Ja

HeT

I (config-ipsec-profile)>  dpd-clear

I (config-ipsec-profile)> no dpd-clear

(config-ipsec-profile)> dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "clear".

(config-ipsec-profile)> no dpd-clear
IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "restart".

Bepcus OnucaHve

2.1 Jlo6aBneHa koMmaHga crypto ipsec profile dpd-clear.

3.15.4 crypto ipsec profile dpd-interval

OnucaHwne

3afaTb NapameTpbl MeToAa AN 0O6HapyXeHns HepaboTatoLwmx IKE NMpoB..
Mo ymonuaHuio 3HaveHue interval paBHo 30, retry-count pasHo 3.

KomaHga ¢ I'Ide)I/IKCOM Nno BO3BpaLlaeT 3HayeHnda No yMon4aHUHo.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CuHoncuc (config-ipsec-profile)>  dpd-interval<intervals [retry-count]

(config-ipsec-profile)> no dpd-interval

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

interval Yenoe uucno |NHTepBan oTnpasku DPD NakeToB B CEKYHAAX.
MoxeT NnpnHMMaTh 3HaYeHWs B nNpejenax ot
2 1,0 3600.

retry-count |YJenoe uucno |Konnuectso nomnbITOK oTnpasku DPD nakeTos.
MoxxeT npMHMMaTbL 3Ha4YeHVsa B pejenax ot
3 70 60.

Npumep (config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.06 [Jlo6aBneHa komaHga crypto ipsec profile dpd-interval.

3.15.5 crypto ipsec profile identity-local

OnucaHwue 3ajaTb NOKanbHbIM geHTUdMKaTOP ANA Npoduns IPsec.
KomaHga ¢ npedumkcom no yganset nokanbHbl MgeHTUPUKaTop.

Mpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

el (config-ipsec-profile)>  identity-local «types <id>
(config-ipsec-profile)> no identity-local
AprymeHTbI AprymeHT 3HaueHue OnucaHue
type address Tun naeHTnomkatopa — IP-agpec.
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naBa 3 OnncaHme KoMaHp,

Example

UcTopuns nameHeHuii

AprymeHT 3HaueHve |OnucaHve
fqdn Tun naeHTndmnkaTopa — NoaHoe
JOMeHHoe NMS.
dn Tun ngeHTndnKaTopa — AOMeHHoe
NMS.
email Tun ngeHTndurkaTopa — agpec e-mail.
id CTtpoka 3HayeHVe N0KaNIbHOro
naeHtTudunkartopa.

(config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".

(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

Bepcus OnucaHve

2.06 JlobaBneHa komaHAa crypto ipsec profile identity-local.

3.15.6 crypto ipsec profile match-identity-remote

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

3agaTb aeHTUGMKATOP yAaNeHHOro XocTa 415 BblbpaHHOro npoduns IPsec.

KomaHgaa c npedurkcom no yaanseT naeHTUdUKaTop yAaneHHoro xocra.

Ja

Aa
Het
(config-ipsec-profile)> match-identity-remote ( <types<id> | any)
(config-ipsec-profile)> no match-identity-remote
AprymeHT 3HauyeHue OnuncaHwue
type address Tun naeHtTnpukaropa — IP-agpec.
fqdn Tun naeHTndrkatopa — NoAHoe AOMeHHoe
UMS.
dn Tun naeHTndrkatopa — AOMeHHOEe UMS.
email Tun naeHTndurkatopa — agpec e-mail.
id Crpoka 3HaueHune ngeHTudmnKaTopa yaaneHHoro
X0cCTa.
any Kriwyesoe PaspewnTb ncnonb3oBaHWe noboro
C/10B0 YAANEeHHOro xocTa.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
match-identity-remote.

3.15.7 crypto ipsec profile mode

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb pexunM paboTel IPsec. o yMon4aHWIo NCNo/b3yeTcs 3HaveHre

tunnel.

KomaHga ¢ npedrkKcom no Bo3BpaLlaeT 3HayYeHne No YMOAYaHUIO.
Ja

[Ja

Het

(config-ipsec-profile)> mode mode>

(config-ipsec-profile)> no mode

AprymeHT 3HauyeHve |OnucaHve

mode tunnel TYHHeNbHbIN peXxuMm, NpY KOTOPOM
Becb IP nakeT wudpyetca n/mam
npoBepsaeTcs Ha NOAJ/IMHHOCTb.

transport |TpaHCNOPTHbIM pexuMm, Korga
WndpyeTCcs TONbKO COAEPXKMMOe

IP-nakeTa.

(config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »
“transport".

(config-ipsec-profile)> no mode
IpSec: :Manager: "test": crypto ipsec profile mode reset.

Bepcus OnucaHue

2.06 JobasneHa KkomaHgaa crypto ipsec profile mode.
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naBa 3 OnncaHme KoMaHp,

3.15.8 crypto ipsec profile policy

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

3ajaTb CCbIIKY Ha CyulecTByrOLLYO noanTuky IKE (cM. KomaHay crypto ike
policy).

KomaHgaa ¢ npedrKcoM no yaanseT cCbinky.
Ja
Ja
Het
(config-ipsec-profile)>  policy «policy»

(config-ipsec-profile)> no policy

AprymeHT 3HauyeHue OnucaHwue

policy CTpoka Ha3saHwue nonutmku IKE. CNncok
AOCTYMHbIX MOJINTUK MOXHO YBUAETb
C NoMoLL b KoMaHAb! policy [Tab].

(config-ipsec-profile)> policy [Tab]
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".

(config-ipsec-profile)> no policy
IpSec::Manager: "test": crypto ipsec profile policy reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto ipsec profile policy.

3.15.9 crypto ipsec profile preshared-key

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

3afaTb CBA3aHHYO KtoYeByto ¢dpasy Ans JaHHOro npoduns IPsec.
KomaHaa ¢ npepurkcom no yaanseT kntoueyto ¢ppasy.

Aa

Ja

Het
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naBa 3 OnncaHme KOMaHA,

Cunoncuc (config-ipsec-profile)>  preshared-key preshare-key»

(config-ipsec-profile)> no preshared-key

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

preshare-key|Crpoka 3HauveHMe KnoyeBo dpasbl.

Mpumep (config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec: :Manager: "test": crypto ipsec profile preshared key reset.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
preshared-key.

3.15.10 crypto ipsec profile xauth

OnucaHune BkntounTb foNonHUTENBbHY0 ayTeHTUdUrKauumto XAuth ansa pexuma IKEv1. Mo
YMONYaHUIO QYHKLMA OTKIOYEHa.

KoMaHAa ¢ Npedrkcom no oTKIHOUAET AOMONHUTENIbHYH NPOBEPKY
NOA/IMHHOCTM.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-ipsec-profile)>  xauth <type>
(config-ipsec-profile)> no xauth
AprymeHTbI AprymeHT 3HaueHue OnucaHune
type client KnneHTckuin pexmnm,
server CepBepHbI pexumM.
Npumep (config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec: :Manager: "test": crypto ipsec profile xauth is disabled.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile xauth.

3.15.11 crypto ipsec profile xauth-identity

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YKa3aTb NOMMH A1 LOMONHNTENIbHOW ayTeHTUOUKALMK XAUth B KIIMEHTCKOM
pexunme.

KomaHga c npedunkcom no yganseT n0oruH.

Ja

Aa

Het

(config-ipsec-profile)>  xauth-identity <identity

(config-ipsec-profile)> no xauth-identity

AprymeHT 3HauyeHue OnuncaHwue

identity CTpoka JlornH pns KAMEeHTCKOro pexunma XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Bepcus OnucaHve

2.06 JlobaBneHa komaHza crypto ipsec profile xauth-identity.

3.15.12 crypto ipsec profile xauth-password

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

YKaszaTb naposb ANst AONONHUTENBHOM ayTeHTUdMKaumm XAuth B KTMEHTCKOM
pexume.

KomaHza ¢ npedprKCOM no cTMpaeT 3HaYeHne Napons.
Ja
Ja

Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.16 crypto

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTsl

Mpumep

(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

AprymeHT 3HauyeHue OnuncaHwue

password Ctpoka Maposnb Ans KNNeHTCKoro pexmnma XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
xauth-password.

ipsec rekey delete-delay

3aaatb MHTepBas nepey yaaneHvem IKE SA nocsie nonyyeHns KOMaHAbl
DELETE OT yA4aneHHON CTOPOHbI. [10 yMOA4aHMIO NCnob3yeTcs 3HaueHre 10.

KomaHza ¢ npedprKcoM Nno BO3BpPAaLLAET 3HAUEHME MO YMONYAHUIO,
Ja

Ja

Het

(config)> crypto ipsec rekey delete-delay «delay>

(config)> no crypto ipsec rekey delete-delay

AprymeHT 3HauyeHue OnuncaHwue

delay lenoe 4ucno |3HayeHve 3afepXKn B cekyHaax. MoxeTt
NMPUHMMaTL 3HaYeHNA B Npejenax ot 1 40 60.

(config)> crypto ipsec rekey delete-delay 1
IpSec::Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 [JobaeneHa komaHza crypto ipsec rekey delete-delay.

3.17 crypto ipsec rekey make-before

OnucaHwue BrkirounTb pexxmm yctaHoBKW HOBbIX IKE SA 0 paspbiBa npegblaymx. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHaA.

KomaHga ¢ npedrnKcom no OTKA0YAET 3TOT PEXUM.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het

CuHoncnc I(conﬁg)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before

Mpumep (config)> crypto ipsec rekey make-before
IpSec::Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

VlCTOleﬂ n3MeHeHunA Bepcmﬂ onvicaHue

2.1 Jlo6aBneHa koMmaHga crypto ipsec rekey make-before.

3.18 crypto ipsec transform-set

OnucaHune JocTyn K rpynne KOMaHA A5t HACTPONKW BbIBpaHHOro npeobpasosaHns IPsec
ESP BO 2 ¢a3ze. Ecnm npeobpa3oBaHme He HalgeHo, KOMaHA4a MblTaeTcs ero
Co34aThb.

KomaHaa ¢ npedpurkcom no yaanset npeobpasoBaHue. MNpu 3TOM 13 Bcex
KPpUNTOKapT IPsec aBTOMaTmnyecKkmn YAANAKTCA CCbIZIKN Ha AaHHOE
npeobpasoBaHue.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la
BxoxxaeHue B rpynny (config-ipsec-transform)

CuHoncue I (config)> crypto ipsec transform-set name>
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naBa 3 OnncaHme KOMaHA,

(config)> no crypto ipsec transform-set name>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name Ctpoka Ha3BaHune npeobpasoBaHus IPsec.
JonyckarTcs CUMMBOJIbI NaTUHCKOTO
andasnTa, UNPPBLI, TOUKN, NOAYEPKNBAHUA

n geducel.
Mpumep (config)> crypto ipsec transform-set test
IpSec::Manager: "test": crypto ipsec transform-set successfully »

created.

(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.06 JobaeneHa koMaHgaa crypto ipsec transform-set.

3.18.1 crypto ipsec transform-set aead

OnucaHue BrntounTb pexum wndposaHua AEADAnA IPsec.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-ipsec-transform)>  aead

Npumep (config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »
AEAD mode.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
3.05 Jlo6aBneHa komaHga crypto ipsec transform-set aead.

3.18.2 crypto ipsec transform-set cypher

OnucaHune Jo6aBuTb Bbl6paHHbIN TN WndpOBaHMA B Npeobpa3oBaHue IPsec.
OuepegHocTb f06aBNeHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK MO
npotokony IKE.

KomaHga ¢ npepurkcom no yaanseT BolbpaHHbIA TUN WNdPOBaHUS.

Mpejukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

Ja
Ja
(config-ipsec-transform)>  cypher «cypher>

(config-ipsec-transform)> no cypher <«cypher>

AprymeHT 3HayeHue OnucaHue

cypher esp-des Tun wndpoBaHma NnpeobpasoBaHUs
IPsec ESP.

esp-3des

esp-aes-128

esp-aes-192

esp-aes-256

(config-ipsec-transform)> cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Bepcus OnucaHue

2.06 JobaBneHa komaHga crypto ipsec transform-set cypher.

3.18.3 crypto ipsec transform-set dh-group

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncumc

AprymeHTsl

Jlo6aBuTb BeibpaHHyto DH rpynny B npeobpasoBaHue IPsec anst paboTbl B
pexunme PFS. OuepesHOCTb A0DBaBNEeHVA MeeT 3HadeHne Ans obMeHa
JaHHbIMK 1o npoTtokony IKE.

KomaHga c npedurkcom no yaanseT BbIbpaHHy rpynmny.
Ja

Ja

Ja

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

AprymeHT 3HayeHue |OnucaHve

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue |OnucaHve
2

5
14
15
16
17
18

Npumep (config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.06 JobasneHa komaHaa crypto ipsec transform-set
dh-group.

3.18.4 crypto ipsec transform-set hmac

OnucaHune J06aBnTb BbIbpaHHbIN anropntm nognmucn HVAC B npeobpasoBaHue [Psec.
OuepegHoCTb f0o6aBNeHNA NMMeeT 3HaueHre 419 obMeHa JaHHbIMM MO
npotokony IKE.

KomaHga ¢ npedunkcom no yaanseT BeI6paHHbIA anroputMm.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-ipsec-transform)>  hmac <hmac>
(config-ipsec-transform)> no hmac <hmac>
AprymeHTbI AprymeHT |3HaueHue OonucaHue

hmac esp-md5-hmac Anroputm noanmcn HMAC
npeobpasoBaHus IPsec ESP.

esp-shal-hmac

esp-sha256-hmac
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set hmac »
"esp-shal-hmac" successfully added.

(config-ipsec-transform)> no hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set "test" hmac »
successfully removed.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec transform-set hmac.

3.18.5 crypto ipsec transform-set lifetime

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YCTaHOBUTb BpeMsi XN3HW BbIBpaHHOro npeobpasoBaHus IPsec. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomMaHza ¢ npedprKcomM no BO3BpaLLAET 3HAUEHME MO YMOAYAHUIO,
Ja

Ja

Het

(config-ipsec-transform)>  lifetime («lifetime>

(config-ipsec-transform)> no lifetime

AprymeHT 3HauyeHue OnuncaHwue

lifetime Uenoe uncno |Bpems Xun3HW npeobpasoBaHuns IPsec B
cekyHzax. MoxeT NnpvHMMaTb 3HaYeHns B
npeaenax ot 60 A0 2147483647.

(config-ipsec-transform)> lifetime 8640
IpSec::Manager: "test": crypto ipsec transform-set lifetime set »
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

Bepcus OnucaHve
2.06 Jlo6baBneHa koMaHga crypto ipsec transform-set
lifetime.

84

CnpaBoyHuK kKoMmaHa — Air (KN-1613)



naBa 3 OnncaHme KOMaHA,

3.19 crypto map

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

JocTyn K rpynne KOMaHz ANst HACTPONKM BblI6paHHOI KpMNTOKapThl IPsec.
Ecnv kpynTokapTa He HalieHa, KOMaHAa NbITaeTcs eé co34aThb.

KomaHga c npedunkcom no yganseTt KpUnTokapTy.
Ja
Ja
Aa

(config-crypto-map)

(config)> crypto map <name>

(config)> no crypto map <name>

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka Ha3BaHVe KpunTokapTbl IPsec. lonyckaroTcs
CUMBOJIbI TATUHCKOrO andasunTa, Undpsbl,
TOUKM, NoAYEePKMBaHVA N AedUChl.

(config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec::Manager: Crypto map profile "test" removed.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto map.

3.19.1 crypto map connect

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

Bk/tounTb aBTOMaTMUeckoe 6e3ycnoBHOE coeaviHeHMe [Psec C yaaneHHOoM
CTOPOHOW. HacTpoiika He MMeeT CMbICNa, eCNV OCHOBHOMY YAa/eHHOMY XOCTY
NMPUCBOEHO 3HayeHue any (CM. KOMaHAy crypto map set-peer). 1o

YMONYaHMIO HACTPOKKa OTKIKOYEHA N coeAnHeHMe byaeT yCTaHOBIeHO Npu
nonbiTke nepejaTb Tpaduk yepes npeobpasoBaHue IPsec ESP.

KomaHza c npedurKcom no oTkIo4aeT aBToMaTMyeckoe 6e3yc/ioBHoe
coeanHeHwe.

Ja
Ja

Het
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CuHoncuc I (config-crypto-map)>  connect

I (config-crypto-map)> no connect

MNpumep (config-crypto-map)> connect
IpSec: :Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.06 JobaeneHa koMaHga crypto map connect.

3.19.2 crypto map enable

OonucaHue BkntoUMTh BbIBpaHHYH KpUnTokapTy IPsec. Mo yMonyaHuio napameTp
BK/TOYEH.

KomaHga c npedurkcom no oTkatoYaeT KpUNTOKapPTY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncunc I (config-crypto-map)>  enable

I (config-crypto-map)> no enable

MNpumep (config-crypto-map)> enable
IpSec: :Manager: "test": crypto map enabled.

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JlobaeneHa KkomaHaa crypto map enable.

3.19.3 crypto map fallback-check-interval

OnucaHue Bknrountb nepmnoan4yeckyto npoBepky A40CTYNMHOCTN OCHOBHOIO XOCTa
BO3BpaTa Ha HEro B TOM C/iydae, Korga HasHa4eHbl U OCHOBHOW 1 pe3epBHb||7|
yAaneHHble XOCTbl. Mo YMON4YaHUKO HaCTpOVIKa OTK/IKOYEeHa.

KomMaHgaa ¢ npedrKcom no OTK/I0UaeT NPOBEpPKY.

Mpedukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interval-value|lenoe uucso |[epnos npoBepkn B cekyHaax. MoxeT
NPUHMMaTL 3Ha4YeHNs B Npegenax oT 60 J0

86400.

NMpumep (config-crypto-map)> fallback-check-interval 120
IpSec::Manager: "test": crypto map fallback check interval is »
set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec::Manager: "test": crypto map fallback check interval is »
cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.06 JobasneHa KoMaHaa crypto map
fallback-check-interval.

3.19.4 crypto map force-encaps

OnucaHue MpUHYANTENBbHO BKAOUYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP anst o6xoaa
firewall n NAT.

KomaHga ¢ npedrKcom no OTKAOUAET 3TOT PEXUM.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-crypto-map)>  force-encaps
I (config-crypto-map)> no force-encaps

Mpumep (config-crypto-map)> force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
enabled.

(config-crypto-map)> no force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 Jlo6aBneHa komaHaa crypto map force-encaps.

3.19.5 crypto map I2tp-server dhcp route

OnucaHwue HasHaunTb MapLLpyT, nepesaBaeMblii Yepes coobuieHmns DHCP INFORM,
KnneHTam L2TP-cepBepa.

KomaHaa ¢ npe¢rkcom no oTMeHsieT NolyYeHune yKkasaHHOro MapLupyTa.
Ecnu BBeCTM KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMEeHEeHO NoJlyyeHme Bcex
MapLLpyTOB.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIii BBog, /[la

CuHoncuc (config-crypto-map)>  12tp-server dhcp route «address» inask»
(config-crypto-map)> no 12tp-server dhcp route [ «addresss amasks ]
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
address IP-agpec Ajpec ceTeBOro KiMeHTa.
mask IP-macka Macka ceteBoro knmeHTa. CyLecTsyeT jBa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B BUAe
61TOBOM ANMHbI Npedurkca (Hanpumep, /24).
Npumep (config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.
(config-crypto-map)> 12tp-server no dhcp route
IpSec: :Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.12 JobaBneHa koMmaHaa crypto map I2tp-server dhcp
route.

3.19.6 crypto map I2tp-server enable

OnucaHue Brnrountb L2TP-cepBep Ha kpunTokapTe IPsec. [1o ymon4aHuio napamMeTp
BK/IHOYEH.

KomaHza ¢ nped1KcomM no oTKIOYaeT HaCTPOWAKY.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server enable
I (config-crypto-map)> no 12tp-server enable
Mpumep (config-crypto-map)> 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.
(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
disabled.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.1 JobaBneHa koMaHaa crypto map I2tp-server enable.

3.19.7 crypto map I2tp-server interface

OnucaHwue Ces3aTb cepBep L2TP ¢ yKa3aHHbIM UHTepdelicoMm.

KomaHga c npedurkcom no paspbiBaeT CBA3b MeXy CepBepOM U
nHTepdericom.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-crypto-map)>  12tp-server interface <interface
(config-crypto-map)> no 12tp-server interface
AprymeHTbI AprymeHT |3HauyeHue OnucaHue
interface |WHTepgeric MonHoe nmsa nHTepderica NI NCEBLOHNM.

Crncok AOCTYNHbIX ANs BbI6Opa
nHTepdelicoB MOXHO YBUAETL BBEAS
KkomaHgay I12tp-server interface [Tab].

Npumep (config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}
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UcTopus nsmeHeHwnii

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl
GuestWiFi

(config-crypto-map)> 12tp-server interface ISP
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is unbound.

Bepcus OnucaHue

2.1 JobasneHa koMaHAa crypto map I12tp-server interface.

3.19.8 crypto map I2tp-server ipvécp

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

Brkntounts nogaepxky IPv6. [lnsa kaxgoro L2TP-cepBepa cO34at0TCA
DHCP-nynbl IPv6. Mo yMOAYaHMIO HAaCTPOKa OTKAKOUeHa.

KomaHga ¢ npedprKCcoM No OTK/HOUaEeT HAaCTPOWKY.
Aa
Ja

Het

I(conﬁg«xyptownapp> 12tp-server ipv6cp

I(conﬁg«xyptoqnapﬁ>nothp-serverivacp

(config-crypto-map)> 12tp-server ipv6cp
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.

(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

Bepcus OnucaHue

3.00 JobaBneHa komaHAa crypto map I2tp-server ipvécp
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3.19.9 crypto map I2tp-server Icp echo

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3afaTb NpaBuia TeCTUPOBAHUA coeanHeHns L2TP-cepBepa cpeactsamu LCP
echo.

KomaHga ¢ npedurkcom no oTknto4aeT LCP echo.

Ja

Ja

Het

(config-crypto-map)>  12tp-server lcp echo <interval> c«count»

(config-crypto-map)> no 12tp-server lcp echo

AprymeHT 3HauyeHue OnuncaHwue

interval Uenoe uucno |VHTepBan mexay otnpaskamm LCP echo, B
cekyHAax. Ecnum B TeueHue ykasaHHOro
VHTepBana BpemMmeHu oT yAa/IeHHO CTOPOHbI
He 6b1n1 nonyyeH LCP 3anpoc, e byaeT
OTNpaB/fieH Tako 3anpoc € OXUAaHMEM
oTteeTa LCP reply.

count Lenoe uncno |Konm4yecTBo OTMpPaB/AEHHbIX NOAPSA 3arnpocoB
LCP echo Ha KOTOpbIe He b6bl1 Moay4YeH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanuck 6e3 oTBeTa, coeauHeHVe byaeT
pa3opBaHo.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Bepcus OnucaHue

2.1 JlobaBneHa komaHAa crypto map I2tp-server Icp echo.

3.19.10 crypto map I2tp-server mru

OnucaHune

MNpejukc no

YcTaHoBUTb 3HaueHne VRU, koTopoe byaeT nepeaaHo cepsepy L2TP. Mo
YMOJIYaHUIO NCMNOJIb3YeTCca 3HaueHre 1200.

KomaHaa ¢ npepurKcom no ycTaHaBNMBaET 3HaYEHME M0 YMOJTYAHNIO.

Ja

Air (KN-1613) — CnpaBOYHVK KOMaHA,

91



naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

3.19.11 crypto

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncmc

AprymeHTsl

Mpumep

Ja

Het

(config-crypto-map)>  12tp-server mru aru»

(config-crypto-map)> no 12tp-server mru

AprymeHT 3HauyeHue OnucaHue

mru UYesoe yucso |3HaveHne MRU. MoxXeT MpUHNUMaTh 3HaueHns
B npegenax oT 128 o 1500 BkAOUMTENBHO.

(config-crypto-map)> 12tp-server mru 1500
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

Bepcus OnucaHue

2.1 JobasneHa koMaHaa crypto map I2tp-server mru.

map I2tp-server mtu

YcTtaHoBUTL 3HaveHue MTU, koTopoe byaeT nepegaHo cepsepy L2TP. Mo
YMONYaHWIO NCMOJIb3yeTcs 3HaueHve 1400.

KomaHaa ¢ npednKCcom no ycTaHaBNMBAET 3HaYEHME MO YMOTHAHWIO.
Ja

Ja

Het

(config-crypto-map)>  12tp-server mtu amtu»

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HauyeHue OnuncaHwue

mtu lenoe 4ucno |3HauveHuwe MTU. MoOXeT NPUHUMAaTbL 3HaUYeHNS
B npegenax oT 576 4o 1500 BkKAOUMTENIBHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".
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(config-crypto-map)> no 12tp-server mtu
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.1 JobasneHa KoMaHaa crypto map l2tp-server mtu.

3.19.12 crypto map I2tp-server multi-login

OnucaHue PazpewnTtb nogkntoUeHme K cepepy L2TP HeCKONbLKMX NoNb30BaTenei ¢
OZlHOTO aKKayHTa.

KomaHga ¢ npednkKcom no oTKA0YaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login

Npumep (config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

WcTopuns nsmeHeHWit |Bepcua onucaHue

2.1 JobasneHa koMaHaa crypto map I2tp-server
multi-login.

3.19.13 crypto map I2tp-server nat

OnucaHwue BkntoumnTb TpaHCcnaLUuo agpecos ana cepsepa L2TP.
KomaHgaa c npedrKCcoM no OTK/IHYAET TPAHCASALMIO.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

Mpumep

UcTopuns nameHeHui

3.19.14 crypto

OnucaHune

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,

CuviHoncuc

AprymeHTsl

Mpumep

I(conﬂg«xyptoqnapﬁ> 12tp-server nat

I(conﬁg«xyptownapﬁ>nothp-servernat

(config-crypto-map)> 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.

(config-crypto-map)> no 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

Bepcus OnucaHve

2.1 JobasneHa KoMaHaa crypto map l2tp-server nat.

map I2tp-server range

Ha3HaunTb nyn agpecos ANF KINEHTOB cepBepa L2TP. [1o yMon4yaHuio
ncnonb3lyeTca pasmep nyna 100.

KomaHga ¢ npedunkcom no yganaet nyn.

Ja

Ja

Het

(config-crypto-map)>  12tp-server range <begin (<end> | <size»)

(config-crypto-map)> no 12tp-server range

AprymeHT 3HauyeHue OnuncaHwue

begin IP-apgpec HauanbHbI agpec nyna.
end IP-agpec KoHeuHbIl agpec nyna.
size Lenoe 4ucno |Pasmep nyna.

(config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range deleted.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 [JobaeneHa komaHga crypto map I2tp-server range.

3.19.15 crypto map I2tp-server static-ip

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

HasHaunTb NnocTosHHbLIN IP-agpec nonb3oBaTento. lonb3oBaTtenb B cUCTEME
JOJIKEH MeTb MeTKy ipsec-12tp.

KomaHga c npedunkcom no yganseT NpuBssKy.

Ja

[Ja

HeTt

(config-crypto-map)>  static-ip wsenr @address»

(config-crypto-map)> no static-ip wsenr

AprymeHT 3HauyeHue OnuncaHwue

user CTpoka VIMsi nonb3oBartens.

address IP-agpec HasHauaembiln IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHue

2.1 JlobaBneHa komaHAa crypto map I2tp-server static-ip.

3.19.16 crypto map match-address

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

YCTaHOBUTb CCbINKY Ha CYLLIECTBYHOLLMIA CNNCOK MPaBua GuabTPaLMm NakeTos
(cm. komaHgy access-list). [epBoe NpaBKo B CNucKe ByAeT MCMOb30BaTbCS
ans ¢asbl 2 IPsec.

KomaHgaa ¢ npedrKcom no yaanseT cCbinky.
Aa
Ja
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

(config-crypto-map)>

match-address access-list»

(config-crypto-map)> no match-address

AprymeHT

3HavyeHue

OnucaHue

access-list

Crpoka

Ha3sBaHwe cnuncka npasun unbTpaymun.
Habop pocTynHbix ans BbI6Opa CNUCKOB
MO>HO YBUAETb BBeAs KOMaHAy
match-address [Tab].

(config-crypto-map)> match-address [Tab]

Usage template:
match-address {access-list}

Choose:

_WEBADMIN GigabitEthernet0/Vlan4
_WEBADMIN ISP
_WEBADMIN Home
_WEBADMIN Bridge2
_WEBADMIN Wireguard?2

(config-crypto-map)> match-address test

IpSec: :Manager:

"test": crypto map match-address set to "test".

(config-crypto-map)> no match-address

IpSec: :Manager:

"test": crypto map match-address reset.

Bepcus

OnucaHune

2.06

JobasneHa koMaHaa crypto map match-address.

3.19.17 crypto map nail-up

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

BkntounTb aBTOMaTMyeckoe nepecornacoBaHme npeobpasoBaHuii IPsec ESP
npu Ux yctapesaHUW. 10 yMOYaHNIO NapameTp OTK/IHOYEH.

KomaHga c I'Ipe(l)VIKCOM NOo OTK/IIOYaET aBTOMaTU4eCKOoe nepecorinacoBaHue.

Ja
Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

I (config-crypto-map)>  nail-up

I (config-crypto-map)> no nail-up
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Mpumep

UcTopuns nameHeHuii

3.19.18 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3.19.19 crypto

OnucaHwne

(config-crypto-map)> nail-up
IpSec: :Manager: "test": crypto map SA renegotiation enabled.

(config-crypto-map)> no nail-up
IpSec::Manager: "test": crypto map SA renegotiation disabled.

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa crypto map nail-up.

map priority

YcTaHOBUTL NpUOPUTET AN KPUNTOKaPThI /Psec. 10 yMOYaHKIO NCMOb3YeTcs
3HayeHue 0.

KomaHga c npedurkcom no ycTaHaBAMBaET 3HaUYEHME MO YMOAYaHUIO.
Ja

[Ja

HeTt

(config-crypto-map)>  priority priority»

(config-crypto-map)> no priority

AprymeHT 3HauyeHue OnuncaHwue

priority UYenoe uucro |3HayveHUe npuoputeTa. MoxeT NpnHMMaTb
3HayeHWda B npegenax ot 0 Ao 255
BKAOUNTENBHO.

(config-crypto-map)> priority 255
IpSec: :Manager: "VPNL2TPServer": crypto map priority set to 255.

(config-crypto-map)> no priority
IpSec::Manager: "VPNL2TPServer": crypto map priority reset.

Bepcus OnucaHve

2.06 [JlobaBneHa KoMaHAa crypto map priority.

map reauth-passive

BKHOUMTBL MACCMBHYHO NepenpoBepky NOAAVNHHOCTY KpUNTOKapTbl IPsec. Mo
YMO/TYaHMIO MapaMeTp BK/IHOUYEH.

KoMaHAa ¢ npedrkcom no OTKIHYAeT NacCUBHYHO NepenpoBepky
NOA/IMHHOCTM.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-crypto-map)>  reauth-passive

I (config-crypto-map)> no reauth-passive

(config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.

(config-crypto-map)> no reauth-passive
IpSec: :Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.

Bepcus OnucaHve

2.1 JobasneHa KoMaHAa crypto map reauth-passive.

3.19.20 crypto map set-peer

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn

Ha3HaunTb OCHOBHOW yAaneHHbI XOCT AN YCTaHOBIeH WA coeagnHeHuns IPsec.
KomaHga ¢ npedunkcom no yaanset HacTPOnKy.

Ja

Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

(config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

AprymeHT 3HauyeHue OnuncaHwue
remote-ip CTpoka IP-agpec nnn gomeHHoe NMA yaaneHHoro
XocTa.
any MpuHUMaTL Ntobbie BXOASALLME COeANHEHNS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec::Manager: "test": crypto map remote primary and fallback »
peer reset.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JlobaBneHa KkomaHaa crypto map set-peer.

3.19.21 crypto map set-peer-fallback

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

HasHaunTb pe3epBHbI YAANEHHBbI XOCT 419 YCTAHOBNEHWS COEANHEHNSA
IPsec. DTa HacTpolika MOXET 6bITb BbIMOIHEHA MOC/1E HAa3HAYEHWIS OCHOBHOMO
y3/a (CM. KoMaHay crypto map set-peer).

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

(config-crypto-map)>  set-peer-fallback «remote-ip»

(config-crypto-map)> no set-peer-fallback

AprymeHT 3HauyeHue OnuncaHwue

remote-ip Ctpoka IP-agpec nan [oMeHHOoe NMS YAANEHHOMO
XocTa.

(config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

Bepcusa OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-peer-fallback.

3.19.22 crypto map set-profile

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

3ajaTb CCbIIKY Ha CyLLecTBYOLWMIA Npoduib IPsec (CM. KOMaHAy crypto ipsec
profile).

KomaHpaa ¢ npedurKcom no yaansaeT cCbinky.
Aa
Ja

Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-crypto-map)>  set-profile profile
(config-crypto-map)> no set-profile
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
profile CTpoka Vmsa npoduns IPsec. CNUCOK AOCTYMHbIX AN
Bbl6opa npodunenn MoXHO yB1AeThL BBeAA
KoMaHgy set-profile [Tab].
Npumep (config-crypto-map)> set-profile [Tab]
Usage template:
set-profile {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
TEST
MYMY
VirtualIPServer
VPNL2TPServer
(config-crypto-map)> set-profile test
IpSec::Manager: "test": crypto map ipsec profile is set to "test".
(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHAa crypto map set-profile.

3.19.23 crypto map set-tcpmss

OnucaHue YCTaHOBWUTb OrpaHnyeHne MakCMaabHOro pasMepa cermMeHTa UCXoaaLLmx
ceccnin TCP B pamMKax AaHHOro TyHHens IPsec. Ecnn 3HaveHme MSS, koTopoe
nepegaetcs B noJsie 3arosioBka SYN-rakeToB, MpeBbILLaeT 3a4aHHOe, KOMaHAa
MeHsieT ero. Pexxum Path MTU Discovery no3sonsieT aBToMaTnyecku
onpeaensTb orpaHnyeHme NMSS.

KomaHpaa ¢ npedpurKcomM no CHMMaeT BCe orpaHunyeHms c MSS.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncue I (config-crypto-map)>  set-tcpmss @mss-value

I (config-crypto-map)> no set-tcpmss
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.19.24 crypto

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

Mpumep

AprymeHT

3HavyeHue

OnucaHue

mss-value

Llenoe u4ucno

3HaueHue BepxHei rpaHunupbl MSS. MoxeT
MPUHXMAaTL 3HaYeHnA B Npegenax ot 576 A0
1500.

pmtu

Bkntountb pexxum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280

IpSec: :Manager:

“test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss

IpSec: :Manager:

“test": crypto map tcpmss reset.

Bepcus

OnucaHune

2.06

[Jo6aBneHa koMaHza crypto map set-tcpmss.

map set-transform

3aaaTh CCbUIKY Ha CyllecTByoLLee Nnpeobpa3oBaHume [Psec ESP (CM. KOMaHAy
crypto ipsec transform-set).

KomaHaa ¢ npepunKcom no yaanseT CCbiKy.

Ja
Ja

Het

(config-crypto-map)>  set-

transform«transform-set,

(config-crypto-map)> no set-transform

AprymeHT

3HayeHue

OnvcaHune

transform-set |Crpoka

HasBaHune npeobpasoBaHus IPsec. CAncok
JOCTYMHbBIX NPe0bpa3oBaHMIn MOXHO YBUAETb
C NOMOLLbI KOMaHAbI set-transform [Tab].

(config-crypto-map)> set-transform [Tab]
Usage template:

set-transform {name:

Choose:

VirtualIPServer
VPNL2TPServer

{A'Z, a-z, 0'91 “ ’ _}}
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naBa 3 OnncaHme KoMaHp,

(config-crypto-map)> set-transform test
IpSec::Manager: "test": crypto map ipsec transform-set is set »
to "test".

(config-crypto-map)> no set-transform
IpSec::Manager: "test": crypto map ipsec transform-set reset.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa koMaHga crypto map set-transform.

3.19.25 crypto map virtual-ip dhcp route

OnucaHwue HasHaunTb MapLupyT, nepesaBaemMblii Yepes coobLyeHmns DHCP INFORM,
KAneHTam cepsepa Virtual IP.

KomaHaa ¢ npe¢prkcom no oTMeHsieT NolyYeHune ykasaHHOro MapLupyTa.
Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMEeHEeHO NoJlyyeHme Bcex
MapLLpyTOB.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, /[la

CuHoncuc (config-crypto-map)>  virtual-ip dhcp route <address> «mask»
(config-crypto-map)> no virtual-ip dhcp route [<address: anask> ]
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
address IP-agpec Ajpec ceTeBOro K/ineHTa.
mask IP-macka Macka ceteBoro knmeHTa. CyLecTsyeT jBa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B BUAe
61TOBOM ANMHBLI Npedurkca (Hanpumep, /24).
Mpumep (config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24

IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24
IpSec: :ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »
removed.

(config-crypto-map)> no virtual-ip dhcp route
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM routes cleared.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.06 [JobaeneHa komaHaa crypto map virtual-ip dhcp route.

3.19.26 crypto map virtual-ip dns-server

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

3.19.27 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

Yka3zaTb DNS-cepBep 411 Bbljaun KAMeHTaM B cepBepHoOM pexume Virtual
IP.

KomaHaa ¢ npedurkcom no yaanset agpec cepsepa.

Ja

Aa

Het

(config-crypto-map)>  virtual-ip dns-server «address»

(config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-agpec cepsepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec: :Manager: "test": crypto map Virtual IP DNS server deleted.

Bepcus OnucaHve

2.08 Jlo6baBneHa komaHza crypto map virtual-ip dns-server.

map virtual-ip enable

BkntounTb cepBepHbIn pexxum Virtual IP, npy KOTOpOM KnneHTam
npon3BoAMTCA pasjava ajpecoB U3 3aJ,aHHOro AManasoHa. [py 3ToM B
KayecTBe yAaneHHoWn noAceTn B cooTBeTCTBYOLWEeM ACL MOXHO yKa3aTb
NpPomn3BONbLHOE 3HaYeHNe, OHO ByAeT MPONUrHOPUPOBAHO. 10 yMONYaHUIO
pPexXum OTKHOYEH.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.
[Ja
Ja

Het

Air (KN-1613) — CnpaBOYHVK KOMaHA, 1 03



naBa 3 OnncaHme KoMaHp,

CuHoncuc I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

Npumep (config-crypto-map)> virtual-ip enable
IpSec: :Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JobasneHa koMaHaa crypto map virtual-ip enable.

3.19.28 crypto map virtual-ip multi-login

OonucaHue Pa3peLumnTb NogktoueHue k cepsepy Virtual IP Heckonbkrx nonb3oBaTenei
C OAHOrO0 aKKayHTa.

KomaHga ¢ npedunkcom no oTKAoYaeT HaCTPOKKY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  virtual-ip multi-login
I (config-crypto-map)> no virtual-ip multi-login

NMpumep (config-crypto-map)> virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.
(config-crypto-map)> no virtual-ip multi-login
IpSec: :Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [Job6aBneHa komaHza crypto map virtual-ip multi-login.

3.19.29 crypto map virtual-ip nat

OonucaHue BKNOUNTb TPAHCSLIMIO 4PECOB AN KIMEHTOB B cepBEPHOM pexume Virtual
IP.

KomaHga c npedurKcom no yaansiet npasuso.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.19.30 crypto

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

Ja
Ja

Het

I (config-crypto-map)>  virtual-ip nat

I (config-crypto-map)> no virtual-ip nat

(config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.

(config-crypto-map)> no virtual-ip nat
IpSec: :Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

Bepcus OnucaHve

2.08 JobasneHa koMaHaa crypto map virtual-ip nat.

map virtual-ip range

HacTpouTb Arana3oH agpecoB AN14 BblAa4yu K/IeHTaM B CEpPBEPHOM pexnme
Virtual IP.

KomaHga c npedunkcom no yganseT gr1anasoH.

Ja

Ja

HeTt

(config-crypto-map)>  virtual-ip range <begins (<ends | <size»>)

(config-crypto-map)> no virtual-ip range

AprymeHT 3HauyeHue OnuncaHwue

begin IP-agpec Hauano ananasoHa agpecos.
end IP-agpec KoHeL agnarna3oHa agpecos.
size lesnoe uucso |Pasmep AmanasoHa ajpecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20
IpSec::Manager: "test": crypto map Virtual IP pool range set »
from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

3.19.31 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-crypto-map)> no virtual-ip range
IpSec::Manager: "test": crypto map Virtual IP pool range deleted.

Bepcus OnucaHue

2.08 JobasneHa koMaHaa crypto map virtual-ip range.

map virtual-ip static-ip

Ha3HauunTb NocTosAHHbIN IP-agpec nonb3oBaTento. Nonb3oBaTenb B cUCTEME
JOJIKEH MeTb MeTKy ipsec-xauth.

KomaHga ¢ npedurkcom no yganseTt Npmeasky.

Ja

Ja

[Ja

(config-crypto-map)>  virtual-ip static-ip wsenr <address>

(config-crypto-map)> no virtual-ip static-ip wsen

AprymeHT 3HauyeHue OnucaHwue

user CTpoka Nms nonb3oBarensi.

address IP-agpec HasHauaemsblin IP-agpec.

(config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".

(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

Bepcus OnucaHve

3.05 Jlo6aBneHa koMaHza crypto map virtual-ip static-ip.

3.20 dns-proxy

OnucaHwue
Mpedukc no

MeHsieT HaCTpoWiKKn

JocTtyn K rpynne KoMaHa ans ynpasneHus cnyxé6oit DNS-npokcu.
Het

Het
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

Bxo)xaeHue B rpynny (config-dnspx)

CnHoncuc I (config)>  dns-proxy

Mpumep (config)> dns-proxy
Core::Configurator: Done.
(config-dnspx)>

UcTopus nsmeHeHnii Bepcus onuvcaHue

2.04 JobasneHa KoMaHAa dns-proxy.

3.20.1 dns-proxy filter assign host preset

OonucaHue HasHaunTb npeceT GUNbTPALN CETEBOMY YCTPOIACTBY.

O3HaKOMUTLCS CO CNUCKOM MPeCceToB Bbl MOXeTe C MOMOLLbI0 KOMaHAbl show
dns-proxy filter presets.

KomaHga ¢ npedurkcom no yaanseT ykasaHHbI npeceT Agns xocTa. Ecam
BbINOJIHUTL KOMaHAy 6e3 apryMeHTa, TO BeCb CM1COK MpeceToB ANIA BCexX
XOCTOB byJeT OuMLLEeH.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBOg, [a

Cutoncnc (config-dnspx)>  filter assign host preset <host> preset>
(config-dnspx)> no filter assign host preset [<hosts]

AprymeHTbI AprymeHT 3HaueHue OonucaHue
host MAC-apgpec MAC-agpec ceTeBOro ycTporcTea.
preset CTpoka HasBaHue npeceTa.

Mpumep (config-dnspx)> filter assign host preset 04:d4:c1:51:b1:59 »

opendns - family
Dns::Filter::Public: Associated host "04:d4:c1:51:b1:59" with »
preset "opendns-family".

(config-dnspx)> no filter assign host preset 04:d4:cl:51:b1:59
Dns::Filter::Public: Removed preset for host "04:d4:c1:51:b1:59".

(config-dnspx)> no filter assign host preset
Dns::Filter::Public: Removed presets for hosts.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve
3.08 Jlo6aBneHa koMmaHaa dns-proxy filter assign host
preset.

3.20.2 dns-proxy filter assign host profile

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

Ha3HaunTb Npodunb GUNbLTPaLMN CETEBOMY YCTPOICTBY.

J06aBnTb HOBbIN MPOGUIBL MOXHO NpK NoMoLLM KoMaHAbl dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npodurnelt Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.

KomaHza ¢ npedurKcom no yaansieT ykasaHHblin npodunb ans xocta. Ecam
BbINOAHUTL KOMaHAy 6e3 apryMeHTa, To BeCb CMCOK Npoduein Ans Beex
XOCTOB 6yZeT OUNLLEH.

Ja

Ja

Aa

(config-dnspx)>  filter assign host profile <hosts profile»

(config-dnspx)> no filter assign host profile [<host>]

AprymeHT 3HayeHue OnuncaHwue
host MAC-appec MAC-agpec ceTeBOro ycTpoincTea.

profile CTpoka HasBaHune npoduns.

(config-dnspx)> filter assign host profile 00:d2:cl:54:bc:59 test
Dns::Filter::Public: Associated host "00:d2:cl:54:bc:59" with »
profile "test".

(config-dnspx)> no filter assign host profile 00:d2:cl:54:bc:59
Dns::Filter::Public: Removed profile for host "00:d2:cl:54:bc:59".

(config-dnspx)> no filter assign host profile
Dns::Filter::Public: Removed profiles for hosts.

Bepcus OnucaHue
3.08 Job6asneHa komaHaa dns-proxy filter assign host
profile.
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naBa 3 OnncaHme KOMaHA,

3.20.3 dns-proxy filter assign interface preset

OnuncaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HasHaunTb npeceT GUAbTPaALN BCEM YCTPOCTBAM B CErMeHTe (3a
NCK/IOYEHNEM TeX, KOTOPbIM YyXe HazHauyeHbl npodunn/npeceTsi).

O3HaKOMUTBCS CO CMIMCKOM MPEeCceToB Bbl MOXETE C MOMOLLbHO KOMaHAbI show
dns-proxy filter presets.

KomaHga ¢ npedrkcom no oTMeHSsIeT NPUBA3KY YKa3aHHOMo npeceTa K
nHTepdelicy. ECnu BbINONHUTL KOMaHAy 6e3 apryMeHTa, TO BeCb CNWCOK
NpeceToB A/151 BCEX CEFMEHTOB 6YyAeT OUMLLEH.

Ja
Aa
Ja
(config-dnspx)>  filter assign interface preset <interfaces preset>

(config-dnspx)> no filter assign interface preset [ <interface; ]

AprymeHT |3HauyeHue OnuncaHwue

interface |MHTeppeiic MonHoe nma nHTepderica nam NCeBAOHUM.
WNHTepdelic gonxeH nMeTb ypoBeHb
6e3onacHocTu private nawm protected.

preset CTpoka HasBaHue npeceTa.

(config-dnspx)> filter assign interface preset Bridge0 »
quad9-security

Dns::Filter::Public: Associated interface "Bridge@" with preset »
"quad9-security".

(config-dnspx)> no filter assign interface preset Bridge0
Dns::Filter::Public: Removed preset for interface "Bridge0".

(config-dnspx)> no filter assign interface preset
Dns::Filter::Public: Removed presets for interfaces.

Bepcus OnucaHve
3.08 Jlo6aBneHa komaHaa dns-proxy filter assign interface
preset.

3.20.4 dns-proxy filter assign interface profile

OnucaHwne

Ha3HaunTb Npodunb GunbLTPaLMM BCEM YCTPOCTBAM B CErMeHTe (3a
NCK/IOYEHNEM TeX, KOTOPbIM YXe HazHauyeHbl npodunan/npeceTs).
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naBa 3 OnncaHme KoMaHp,

J06aBnTb HOBbIN MPOGUIBE MOXHO NpY NOMoLLM KoMaHAbl dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npodurnelt Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.

KomaHaa ¢ npedrKcom no oTMeHseT NPUBA3KY YKa3aHHOro npopuas K
NHTepdelicy. ECan BbINONHNTE KOMaHAYy 6e3 aprymeHTa, TO BeCb CMNCOK
npodunein ansa Bcex cerMeHToB byeT OUnLLEeH.

Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a

Cunoncnc (config-dnspx)>  filter assigninterfaceprofile«interfacesprofile

(config-dnspx)> no filter assign interface profile [«interface]

AprymeHTbI AprymeHT |3HaueHue OnucaHue

interface |WHTepgeic MonHoe nma nHTepderica nam NCeBLOHUM.
WNHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTn private nnm protected.

profile |Ctpoka HasBaHune npoduns.

Mpumep (config-dnspx)> filter assign interface profile »
GigabitEthernet0/Vlanl DnsProfile0
Dns::Filter::Public: Associated interface »
"GigabitEthernet0/Vlanl" with profile "DnsProfile0".

(config-dnspx)> no filter assign interface profile »
GigabitEthernet0/Vlanl

Dns::Filter::Public: Removed profile for interface »
"GigabitEthernet®/Vlanl".

(config-dnspx)> no filter assign interface profile
Dns::Filter::Public: Removed profiles for interfaces.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.08 Job6asneHa komaHaa dns-proxy filter assign interface
profile.

3.20.5 dns-proxy filter engine

OnucaHune BbibpaTb MexaHn3m DNS.

KomaHga c npedurkcom no oTkatouaeT GpuabTp. B 3ToM cnydae 3anpoc
KOHGUrypaLmmn BepHeT MycToe 3HaYeHue.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config-dnspx)>  filter engine engine»
(config-dnspx)> no filter engine
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
engine interceptor |OAVH 13 JOCTYMNHLIX MEXaHN3MOB
public dunbTpaumn DNS.
nextdns
opkg
skydns
Mpumep (config-dnspx)> filter engine interceptor
Dns::Filter::Interceptor: Enabled.
(config-dnspx)> no filter engine
Dns::Manager: Disabled filter engine.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.08 Jo6aBneHa komaHaa dns-proxy filter engine.

3.20.6 dns-proxy filter profile

OnucaHue Co3aaTb Nonb3oBaTenbckuii npodunb punbtpaumm DNS.
KomaHga ¢ npedukcom no yaanaet npodub.

Mpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-dnspx)>  filter profile name>
(config-dnspx)> no filter profile name;
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka Vms npodunsa B cokpalleHHOM BUAE, ASTMHOM
He 6osiee 32 cuMBOJI0B. MakcuManbHoe
Konnuectso npodunen — 8.
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naBa 3 OnncaHme KoMaHp,

NMpumep (config-dnspx)> filter profile test
Dns::Filter::Public: Created profile "test".

(config-dnspx)> no filter profile test
Dns::Filter::Public: Removed profile "test".

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.08 Jlo6aBneHa komaHaa dns-proxy filter profile.

3.20.7 dns-proxy filter profile description

OnuncaHmne MpucBonTb onncaHune ans npodunsa ¢unbTpaumm DNS.
KomaHza ¢ npedurKcom no cTvpaeT onucaHue.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Cunoncnc (config-dnspx)>  filter profile name>description «description»
(config-dnspx)> no filter profile name>description «descriptions
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
name Crpoka HasBaHune npoduns.
description |CTpoka Mpown3BosibHOe onncaHne Nnpoduns.
Mpumep (config-dnspx)> filter profile test description MyProfilel
Dns::Filter::Public: Set description to profile "test".
(config-dnspx)> no filter profile test description
Dns::Filter::Public: Cleared description of profile "test".
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
3.08 Job6asneHa komaHaa dns-proxy filter profile
description.

3.20.8 dns-proxy filter profile dns53 upstream

OnucaHune JobasuTk [IP-agpec DNS-cepBepa B Nosib3oBaTenbCkmii npodunb GuabTpaLmu.
Mo>kHO BBecTV 40 6 cepBepoB.
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naBa 3 OnncaHme KOMaHA,

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

KomaHga ¢ npedurkcom nNo yaansieT ykasaHHbIA cepBep U3 cnmcka. Ecnm
BbIMOJIHUTL KOMaHAY 6e3 apryMeHTa, TO BeCb CMUCOK CEpPBEPOB byaeT
OUVILLIeH.

Ja
Aa
Ja
(config-dnspx)> filter profilename>dns53 upstream«<address [:«ports]

(config-dnspx)> no filter profile name>dns53 description [ «address»
Lports]]

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka HasBaHune npoduns.
address IP-agpec IP-agpec cepBepa.
port UYenoe uucno |MNopT cepsepa.

(config-dnspx)> filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Added DNS name server 1.1.1.1 to profile »
"test".

(config-dnspx)> no filter profile test dns53 upstream
Dns::Filter::Public: Removed DNS name server from profile "test".

(config-dnspx)> no filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Removed DNS name server 1.1.1.1 from profile »
“test".

Bepcus OnucaHve
3.08 Jlo6aBneHa komaHaa dns-proxy filter profile dns53
upstream.

3.20.9 dns-proxy filter profile https upstream

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIii BBOA,

Jo6aBuTb cepsep DNS nosepx HTTPS B MONb30BaTeNbCKUIA NPpOodUb
dunbTpaummn. MoxHo BBeCTU 0 6 CepBepoB.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIA cepBep U3 cnmcka. Ecam

BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BeCb CMMCOK CepBepOoB byaeT
OUULLIEH.

Ja
Aa
Ja
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naBa 3 OnncaHme KoMaHp,

Cunoncuc (config-dnspx)> filter profile cname>https upstreamwri[ spki chashs
1
(config-dnspx)> no filter profile <name>https description[«wris]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
name CTpoka HasaHune npoduns.
url Ctpoka URL-agpec DNS-cepBepa.
hash Ctpoka Xaw ceptnukara TLS.
NMpumep (config-dnspx)> filter profile test https upstream »

UcTopuns nsmeHeHnii

https://dns.google/resolve

Dns::Filter::Public:

Added DNS-over-HTTPS name server »

https://dns.google/resolve to profile "test".

(config-dnspx)> no filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public:

Removed DNS-over-HTTPS name server »

https://dns.google/resolve from profile "test".

(config-dnspx)> no filter profile test https upstream

Dns::Filter::Public:

profile "test".

Removed DNS-over-HTTPS name server

from »

Bepcus

OnucaHune

3.08

upstream.

JobasneHa komaHaa dns-proxy filter profile https

3.20.10 dns-proxy filter profile intercept enable

OnuncaHwne

Mpedukc no

MeHsieT HacTpoWiKKn

BkntounTb NepexsaT TpaH3UTHbIX DNS-3anpocoB Ansa npoduns punsTpaumn.
Mo yMonyaHuo nepexsaT 3anpeLleH.

KomaHza ¢ nped1KcomM no oTKtoYaEeT nepexsaT ANt Npoduns dunbTpaumn.

Ja
Ja

MHorokpaTtHbiia BBog Het

CuHoncuc (config-dnspx)>  filter profile name>intercept enable
(config-dnspx)> no filter profile <namesintercept enable
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
name Ctpoka Vimsa npodunnsa ¢unbTpauun.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-dnspx)> filter profile DnsProfile0® intercept enable
Dns::Filter::Public: Enabled intercept in profile "DnsProfile0".

(config-dnspx)> no filter profile DnsProfile® intercept enable
Dns::Filter::Public: Disabled intercept in profile "DnsProfile0".

Bepcus OnucaHve
3.09 Jlo6aBneHa komaHga dns-proxy filter profile intercept
enable.

3.20.11 dns-proxy filter profile tls upstream

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

Jo6aBuTb cepep DNS nosepx TLS B NoNb30BaTeNbCKUIA NPOodUb
dunbTpaumn. MoxHo BBeCTU 0 6 CepBepoB.

KomaHgaa ¢ npedurkcom no yaansieT ykasaHHbIN cepBep 13 cnmcka. Ecam
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BECb CMMCOK CepBepOoB byaeT
OUULLIEH.

Ja
Aa
Ja

(config-dnspx)>  filter profile <name>tls upstreamaddress [ «port»
1[ sni «fqdns> ][ spki <hash> ]

(config-dnspx)> no filter profile namestls description [ «address»][
<ports]

AprymeHT 3HauyeHue OnuncaHwue
name CTpoka HasBaHune npoguns.
address IP-appec Agpec cepepa.
FQDN
port Lenoe 4ucno |lMopT cepBepa.
fqdn CTpoka JomMmeHHOoe nwvs.
hash Ctpoka Xaw ceptmuukaTa TLS.

(config-dnspx)> filter profile test tls upstream 1.1.1.1 8853 »
sni cloudflare-dns.com

Dns::Filter::Public: Added DNS-over-TLS name server 1.1.1.1 to »
profile "test".

(config-dnspx)> no filter profile test tls upstream 1.1.1.1 8853
Dns::Filter::Public: Removed DNS-over-TLS name server 1.1.1.1 »
from profile "test".
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-dnspx)> no filter profile test tls upstream
Dns::Filter::Public: Removed DNS-over-TLS name server from »
profile "test".

Bepcus OnucaHue
3.08 Job6asneHa komaHaa dns-proxy filter profile tls
upstream.

3.20.12 dns-proxy https upstream

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

JobasuTtb cepeep DNS nosepx HTTPS.

KomaHza c npedurKcom no yaansieT ykasaHHbIin cepep 13 cnvcka. Ecam
BbINONHUTL KOMaHAYy 6e3 apryMeHTa, To BeCb CMMCOK CEpBEPOB byaeT
OUMLLEH.

Ja
Ja
Aa

(config-dnspx)>  https upstreamwrls [ «format>][ snihash>][ on
<interface>] [ domain «domain> ]

(config-dnspx)> no https upstream [ «wri>]

AprymeHT 3HauyeHue OnucaHwue
url CTpoka Monb3oeaTenbckmini URL-agpec cny>6bl DNS.
format dnsm dopmat oTobpaxkeHns gaHHbIX DNS.
json
hash Ctpoka Xaw ceptndukaTta TLS.
interface UHTepgeiic Nms nHTepdelica ans HacTpOnKU.
domain CTpoka JomMmeHHOoe nwvs.

(config-dnspx)>https upstream »
https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.
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naBa 3 OnncaHme KOMaHA,

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm on ISP

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>no https upstream https://dns.adguard.com/dns-query
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)>no https upstream
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.01 JobasneHa komaHaa dns-proxy https upstream.
3.08 Job6asneH aprymeHT domain.

3.20.13 dns-proxy intercept enable

OnucaHwue BkntounTtb nepexsaT TpaH3nUTHbIX DNS-3anpocoB. Takxe 3Ta ¢pyHKUNSA
BKJIOYaeTCs Npu paboTe nHTepHeT-GMIbTpa. Mo yMonyaHuio nepexsat
3anpeLyeH.

KomaHga ¢ npedurkcom no oTKI0YaeT nepexsar.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het

CnHoncuc I (config-dnspx)>  intercept enable
I (config-dnspx)> no intercept enable
Mpumep (config-dnspx)> intercept enable
Dns::Filter::Interceptor: Enabled.
(config-dnspx)> no intercept enable
Dns::Filter::Interceptor: Disabled.
VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie
3.06 JobaBneHa komaHAa dns-proxy intercept enable.
3.08 KomaHga dns-proxy intercept enable yaganeHa kak
ycTapesLuas.
3.09 KomaHga dns-proxy intercept enable cHoBa fo6aBneHa.
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naBa 3 OnncaHme KoMaHp,

3.20.14 dns-proxy max-ttl

OnucaHue 3agaTb MakcMManbHbIv TTL Ana kawmnpoBaHHbIX 3anuvcet DNS-npokcu.
KomaHga ¢ npedurkcom no yaanset 3HadeHue TTL.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dnspx)>  max-ttl max-ttl
(config-dnspx)> no max-ttl
AprymeHTbI AprymeHT |3HaueHme |OnucaHme
max-ttl Lenoe uucno |MakcmmanbHoe 3HayeHue TTL. Moxet
NPUHMMAaTb 3HaYeHWsa B Npejenax ot 1 4o
604800000 MmunnucekyHz (1 Hegens).
NMpumep (config-dnspx)> max-ttl 10000
Dns::Proxy: Dns-proxy set max-ttl to 10000.
(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue

2.05 [JobaeneHa komaHaa dns-proxy max-ttl.

3.20.15 dns-proxy proceed

OnucaHune 3agaTb MHTepBaJ MexJay napasne/isHbIMVY 3anpocamMm, KOTopble OTrpasiseT
DNS-npokcu Heckonbkmm DNS-cepBepam. Mo yMOAYaHUIO UCMNO/b3yeTcs
3HauyeHVe 500.

KomaHaa ¢ npedrkcom no Bo3BpaLL@eT 3HayeHre rno yMONYaHUI0.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-dnspx)>  proceed proceed:

I (config-dnspx)> no proceed
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue OnucaHue

proceed

lenoe uucno |Bpems paboTbl DNS-npokcu B
MuaancekyHaax. Moxer npnHMMaTh
3HayeHWda B npegenax ot 1 Ao 50000.

(config-dnspx)> proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.

(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.

Bepcusa

OnucaHue

2.04

Jlo6aBneHa komaHza dns-proxy proceed.

3.20.16 dns-proxy rebind-protect

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

BkarounTb 3awmTy oT atak DNS rebinding. Mo yMONYaHMIO NCNONb3YeTCs
napameTp auto.

KoMaHAa ¢ NpedrkcoM No OTKIHOYAET 3aLLnTY.

Ja
Aa

Het

(config-dnspx)>  rebind-protect (auto | strict)

(config-dnspx)> no rebind-protect

AprymeHT 3HauyeHue OnuncaHwue

auto Kriwyesoe 3awwmTa nHTepdelicoB private.
CJ1080

strict KmwyeBoe 3awmTa noaceteit U3 cnuvcka IANA IPv4
C/10B0 Special-Purpose Address Registry1.

(config-dnspx)> rebind-protect auto
Dns::Manager: Enabled rebind protection.
(config-dnspx)> no rebind-protect
Dns::Manager: Disabled rebind protection.

Bepcusa

OnucaHue

3.04

Jlo6aBneHa komaHaa dns-proxy rebind-protect.

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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naBa 3 OnncaHme KoMaHp,

3.20.17 dns-proxy srr-reset

OonucaHue YCTaHOBUTb BpeMsi, Yepes KoTopoe byzeT cbpacbiBaTbCa PeNTUMHT
3anpocoB-oTBeToB DNS-NpokcK. Mo yMONYaHNI0 UCMONb3YeTCst 3HaYeHne
600000.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dnspx)>  srr-reset«srr-reset>
(config-dnspx)> no srr-reset
AprymeHTbI Argument |3HaueHme |OnucaHwne
srr-reset lenoe 4ucro |3HauyeHVie BpEMEHHOIO NPOMEXYTKa B
MUAancekyHaax. MoxeT npnHnMMaTb
3HayeHWa B npegesax ot 0 A0 600000.
NMpumep (config-dnspx)> srr-reset 111
Dns::Manager: Set send-response rating reset time to 111 ms.
(config-dnspx)> no srr-reset
Dns::Manager: Reset send-response rating reset time to default.
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa dns-proxy srr-reset.

3.20.18 dns-proxy tls upstream

OnucaHune Job6aBuTb cepsep DNS nosepx TLS.
KomaHaa ¢ npedurkcom no yaanseT ykasaHHbI cepsep U3 cnmcka. Ecam
BbINONHUTL KOMaHZy 6e3 aprymeHTa, TO BeCb CrMCOK CepBepoB byseT
ounLLeH.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-dnspx)>  tls upstreamaddress; [ «port>][ sni«fqgdns ][ spki

<hash>][on<interface> ][ domain «domains ]
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naBa 3 OnncaHme KOMaHA,

(config-dnspx)> no tls upstream [ <addresss ][ «ports]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-appec IP-agpec cepsepa
port Yenoe uucno |lopT cepBepa.
fqdn CTpoka JomMeHHOoe nms.
hash Ctpoka Xaw ceptmnukara TLS.
interface UHTepdelic Nms nHTepdelica ana HacTpOnKuU.
domain CTpoka JomeHHOoe nwvs.

NMpumep (config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com »
on ISP
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>no tls upstream 1.1.1.1 853
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
deleted.

(config-dnspx)>no tls upstream
Dns: :Secure: :ManagerDot: DNS-over-TLS name servers cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.01 JobasneHa komaHaa dns-proxy tls upstream.
3.08 JobasneH aprymeHT domain.

3.21 dpn accept

OnuncaHwune MprHATL Nosib30BaTeNbCKoe cornaweHue DPN. 1o NpUHATUS cornawleHuns
KOH®UrypaTop He NpUHMMaeT HUKaKne KOMaHAbl, KpOMe KOMaHJ Ha YTeHne

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncmc I(Conﬁgp> dpn accept

Mpumep (config)> dpn accept
Core::Legal: Accepted dpn version 20200330.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.05 [JobaeneHa komaHaa dpn accept.

3.22 dyndns profile

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

3.22.1 dyndns

OnucaHwne

MNpedukc no

2 http:\\www.dyndns.com
3 http:\\www.no-ip.com

JocTyn K rpynne KOMaHA A8 HaCTPOMKM yka3aHHoro npouns DynDns. Ecan
npodunb He HalAeH, KOMaHAa MbITaeTcsa ero co3gaTe. MOXHO co34aTb He
6onee 32 npodunei.

KomaHga ¢ npedukcom no yaanset npoduab DynDns.
Ja

Aa

Ja

(config-dyndns)

(config)> dyndns profile name»

(config)> no dyndns profile name>

AprymeHT 3HauyeHue OnucaHwue

name CTpoka HasBaHune npodunsa. MakcnmanbHas AnmHa
NMeHn — 64 cnmBona.

(config)> dyndns profile _WEBADMIN
Core::Configurator: Done.
(config-dyndns)>

Bepcus OnucaHve

2.00 JobasneHa komaHaa dyndns profile.

profile domain

HasHaunTb MK nocTosiHHOE foMeHHOoe nMS. MNepes BbINOAHEHVEM KOMaHA!
Heob6X0AMMO 3aperncTpupoBaTh AOMEHHOEe NMS Ha caTe dyndns.com” nam
no-ip.com-.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.22.2 dyndns profile password

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

Ja

Het

(config-dyndns)>

(config-dyndns)> no domain

domain «domain»

AprymeHT

3HayeHue

OnvicaHune

domain

CTpoka

JoMeHHoe ums. MakcnmanbHas gamnHa
AOMeEHHOro nmeHm — 254 cumsona.

(config-dyndns)> domain support.ddns.net
DynDns::Profile: " WEBADMIN": domain saved..

(config-dyndns)> no domain
ynDns::Profile: " WEBADMIN" domain cleared.

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dyndns profile domain.

YcTaHOBWUTL Naposib 4N goctyna Yepes DynDns.

Aa
Ja

Het

(config-dyndns)>

password (passworads

(config-dyndns)> no password

AprymeHT

3HayeHue

OnvicaHune

password

CTpoka

Maponb ans asTopmsaumn. MakcmmManbHas
ANVHa napons — 64 cmBona.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

password 123456789
" WEBADMIN": password saved.

no password
" WEBADMIN" password cleared.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

Jlo6aBneHa komaHaa dyndns profile password.

3.22.3 dyndns profile send-address

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

3.22.4 dyndns

OnucaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Bkntoumntb HEO6XOANMOCTb yKa3aHu4 IP-a,qpeca MHTEPHET-COeJNHEHNA B

3anpoce DynDns.

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

Ja
Aa

Het

I (config-dyndns)>  send-address

I (config-dyndns)> no send-address

(config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns: :Profile: Send address is disabled.

Bepcusa

OnucaHwune

2.03

Jlo6aBneHa komaHaa dyndns profile send-address.

profile type

MpucBonTb DynDns-npoduato TvM, B 3aBUCMMOCTM OT CaiiTa, Ha KOTOPOM
6b110 3apPEerncTpMpPOBaHO AOMEHHOE MMSI.

Ja
Ja

Het

I (config-dyndns)>  type <type>

I (config-dyndns)> no type
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nameHeHui

AprymeHT

3HauyeHe [OnucaHwue

type

dyndns YKasblBaeTcs, ecin JOMeHHOoe UMS

3aperncTpupoBaHo Ha canTe dyndns.com4.

noip YKasblBaeTcs, ecin JOMeHHOoe UMS

3aperncTpUpPOBaHO Ha caiTe no-ip.com”.

rucenter YKa3sblBaeTcd, ecnm JOMeHHOe MS

3aperncTpmpoBaHo Ha cante rucenterG.

custom YKa3blBaeTcd, ecnm JOMeHHOoe MS

3aperncTprupoBaHO Ha APYrom canmTe (canT
onpegensetca komaHgor dyndns profile url).

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)> no type

DynDns: :Profile:

type noip
" WEBADMIN": type saved.

" WEBADMIN" type cleared.

Bepcusa

OnucaHune

2.00

Jlo6aBneHa komaHaa dyndns profile type.

3.22.5 dyndns profile update-interval

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

4 http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru

YCTaHOBUTb MHTepBan 06HOBNEHMS agpeca Anst DynDns.

KomaHga c npedunkcom no oTMeHseT BO3MOXHOCTb 06HOBEHMS.

Ja
Aa

Het

(config-dyndns)>

update-interval «days; days [ <hours> hours ]
[ aminutes> minutes ] [ <seconds> seconds ]

(config-dyndns)> no update-interval

AprymeHT 3HauyeHue OnuncaHwue

days lenoe uymucno |BpeMeHHOW NHTepBan B AHSAX.
hours Lenoe uucno |BpemMeHHON nHTepBan B Yacax.
minutes Lenoe umucno |BpemeHHOWN nHTepBan B MUHYTaXx.
seconds Lenoe umucno |BpemMeHHOW nHTepBan B CeKyHAax.
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-dyndns)> update-interval 5 days 5 hours 5 minutes 5 »
seconds
DynDns::Profile: Interval is set to 450305 seconds.

(config-dyndns)> update-interval 5 days
DynDns: :Profile: Interval is set to 432000 seconds.

(config-dyndns)> no update-interval
DynDns::Profile: Periodic registration disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHaa dyndns profile update-interval.

3.22.6 dyndns profile url

OnucaHwue Yka3atb URL ncnonbsyemoro caiita cny6sl DynDns.
MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dyndns)>  urlwrb
(config-dyndns)> no url
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
url CTpoka Monb3oBaTenbckuii URL-agpec cnyx6bl
DynDns.
Mpumep (config-dyndns)> url http://members.dyndns.org/nic/update
DynDns::Profile: " WEBADMIN": URL saved.
(config-dyndns)> no url
DynDns::Profile: " WEBADMIN" URL cleared.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 Job6asneHa komaHaa dyndns profile url.

3.22.7 dyndns profile username
OnucaHwue YKa3aTb NOrMH yyeTHOM 3anncuy Ana goctyna dyepes DynDns.
Mpejukc no Ja

MeHsieT HacTpoiikn  [la
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-dyndns)>

username <username»

(config-dyndns)> no username

AprymeHT

3HavyeHue

OnucaHue

username

Crpoka

ViMs nonb3oBaTens ANs agTopu3ayunm,

MakcrmanbHasa gnmHa nmeHn — 64 cumBona.

(config-dyndns)> username

DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

test@gmail.com

" WEBADMIN": username saved.

no username
" WEBADMIN" username cleared.

Bepcus

OnucaHune

2.00

JlobasneHa komaHaa dyndns profile username.

3.23 easyconfig check

OnucaHune

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny
CuHoncuc

Mpumep

WcTopus nsmeHeHum

JocTyn K rpynne KOMaHA 4151 HACTPOMKM NPOBEPKM JOCTyNa B MHTepHeT. ns
NpoBepKM A0CTYNa B UHTEPHET CHayana OTNPaBASOTCA 3aMpOoChl K LLUIO3Y

no ymosndvaHwuio. Ecnv oTBeT nony4yeH, Torga onpawnBardTCa yaalieHHble

XOCTbl, YKa3aHHble B HAacTpolikax. Takxke B HAaCTPOlKax ykasblBaeTCs
NPOAOC/IKNTENBHOCTb M YacToTa 3anpocoB. Ecnv Bce mpoBepky NpoigeHsi,
3HAUWT JOCTYN B MIHTEPHET eCTb.

Het
Het

Het

(ezconfig-check)

(config)> easyconfig check

(config)> easyconfig check

(ezconfig-check)>

Bepcus

OnucaHune

2.00

Job6aBneHa

koMmaHga easyconfig check.
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naBa 3 OnncaHme KoMaHp,

3.23.1 easyconfig check exclude-gateway

OonucaHue OTK/OUMTE MPOBEPKY LLK03a MO YMOAYaHWI0. [0 yMOYaHWN0 3TOT NapameTp
BKJ/TOUEH.

KomaHga ¢ npedunkcom no BKIOYAET NpoBepky o6paTHoO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncumc I (ezconfig-check)>  exclude-gateway

I (ezconfig-check)> no exclude-gateway

Mpumep (ezconfig-check)> exclude-gateway
Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network: :InternetChecker: Gateway checking enabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.05 JobasneHa komaHga easyconfig check
exclude-gateway.

3.23.2 easyconfig check host

OonucaHue 3asaTb MMSsI XOCTa, K KOTOPOMY 6yAyT OTNPABAATLCS 3aNpochl 415 TPOBEPKN
A0CTyNa B UHTepHeT. o yMon4aHuo ncnonb3yeTcs agpec google. com.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT MIMeHa XO0CTOB MO YMOJYaHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBOg, [a

CuHoncuc (ezconfig-check)>  host <host»
(ezconfig-check)> no host [ <host» ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
host Umsa xocrta VIMa yaaneHHoOro xocra.
Mpumep (ezconfig-check)> host google.com

Network: :InternetChecker: "google.com" name added.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

(ezconfig-check)> no host google.com
Network: :InternetChecker: "google.com" name removed.

(ezconfig-check)> no host
Network: :InternetChecker: Domain name set reset to default.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHaa easyconfig check host.

3.23.3 easyconfig check max-fails

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YKa3zaTb KOINYEeCTBO Noc/ie40BaTe/IbHbIX HeYAauHbIX 3aNPOCOB K XOCTaM,
3alaHHbIM € nomoLbo KoMaHabl easyconfig check host. Mo ymonvaHunio
NCNONb3yeTcsd 3HaueHme 3.

KomMaHza ¢ npedprKcomM no BO3BpaLLAET 3HAUYEHME MO YMOIYAHUIO.,

Ja

Ja

Het

(ezconfig-check)>  max-fails «count»

(ezconfig-check)> no max-fails

AprymeHT 3HauyeHue OnuncaHwue

count UYenoe uucro |Konmyectso HeygauHbIX 3anpocos. MoxeT
MPUHXMAaTL 3HaYeHWsa B Npejenax ot 2 40 8

BKTHOYNTENbHO.

(ezconfig-check)> max-fails 5
Network: :InternetChecker: A new maximum fail count set to 5.

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

Bepcus OnucaHve

2.00 JobaBneHa komaHaa easyconfig check max-fails.

3.23.4 easyconfig check period

OnucaHwne

3ajaTb NMPOAO/HKNTENBHOCTL NMPOBEpPKU. 10 yMONUaHUIO UCMOJIb3YyeTCs
3HayeHne 15.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

KomaHza ¢ npedprKcom no Bo3BpaLLAeT 3HAUYEHME MO0 YMOIYAHUIO,
Ja

Aa

Het

(ezconfig-check)>  period «period>

(ezconfig-check)> no period

AprymeHT 3HauyeHue OnuncaHwue

period lenoe 4ucno |VIHTepBan nposepkun B cekyHAax. MoxeTt
NPUHUMAaTL 3Ha4YeHWs B npegenax ot 10 ao

60 BKIHOUYNTENBHO

(ezconfig-check)> period 20
Network: :InternetChecker: A new check period set to 20 seconds.

(ezconfig-check)> no period
Network: :InternetChecker: Check period reset to default (15 »
seconds) .

Bepcus OnucaHve

2.00 JobasneHa komaHaa easyconfig check period.

3.24 easyconfig disable

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

OTKAHOUNTL Macrtep HepBMHHOVI HaCTpOIZKI/I. Mo YMOJTH4aHWK 3TOT NapaMeTp
BK/TKOYEH.

KomaHga ¢ npedurkcom no BKAOUaeT MacTep nepBUYHON HAaCTPOKM.
[Ja
Ja

Het

I(conﬁg)> easyconfig disable

I (config)> no easyconfig disable

(config)> easyconfig disable
EasyConfig: :Manager: Disabled.

(config)> no easyconfig disable
EasyConfig: :Manager: Enabled.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.01 Jlo6aBneHa komaHaa easyconfig disable.

3.25 eula accept

OnucaHwue MprHATL NosIb30BaTeNbCKOe cornaweHve EULA. o NPUHATUA cornawleHmns
KOHUrypaTop He NprHMUMAaeT HUKaKmMe KOMaHZbl, KpOMe KOMaHA Ha uTeHune.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIia BBog, Het

CuHoncuc I (config)> eula accept
Npumep (config)> eula accept

Core::Eula: "20181001" license accepted.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.15 [Jlo6aBneHa komaHaa eula accept.

3.26 igmp-proxy

OnucaHwue JocTtyn K rpynne KoOMaHA Ans HacTpomkn IGMP.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (igmp-proxy)

CuHoncuc I(config)> igmp-proxy

MNpumep (config)> igmp-proxy
(igmp-proxy)>

WcTopuns nsmeHeHwnit |Bepcus onucaHmne

2.06 JobasneHa KoMaHAa igmp-proxy.
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naBa 3 OnncaHme KoMaHp,

3.26.1 igmp-proxy fast-leave

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTs IGMP fast-leave agna HemeaneHHOro yaaneHus nopTa 13 3anncu
nepecbIKM ANS MHOroaApecHoOn rpynnbl, KOr4a NopT noay4yaeT coobLieHmne
0 BbIX0oje.

KomaHga ¢ npedpurkcom no oTkarouaeT 3Ty GyHKLMIO.
Ja
Ja

Het

I (igmp-proxy)>  fast-leave

I (igmp-proxy)> no fast-leave

(igmp-proxy)> fast-leave
Igmp::Proxy: Enabled Fast Leave.

(igmp-proxy)> no fast-leave
Igmp::Proxy: Disabled Fast Leave.

Bepcus OnucaHve

3.09 JobasneHa KomaHaa igmp-proxy fast-leave.

3.26.2 igmp-proxy force

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

MpuHYANTENLHO BKAOUYNTL CTapyro Bepcuto IGMP. Mo ymonyaHmio 31a
HaCTPOIMKa OTK/IFOYEHa 1 BEPCUA NPOTOKO/A BbI6MPaeTcs B aBTOMaTUYECKOM
pexvme.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3HayYeHne Mo YMOAYaHUIO.
Ja

[Ja

Het

(igmp-proxy)>  force «protocol»

(igmp-proxy)> no force

AprymeHT 3HauyeHue OnuncaHwue

protocol igmp-vl MpUMeHNTL GUABTPALMIO K BXOAALLM
nakeTam.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

igmp-v2 MpMeHUTb GUABTPALMIO K UCXOASALLNM
rnaketam.
Mpumep (igmp-proxy)> force igmp-vl

Igmp::Proxy: Forced protocol: igmp-vl.

(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JlobaBneHa komaHaa igmp-proxy force.

3.27 igmp-snooping disable

OnucaHwue Otkntounte IGMP snooping. KomaHga A0CTYMHa TO/IbKO B pexumax KnveHr,
Ycnnuntens nnm Touka Jloctyna.

KomaHga c npedumkcom no BkatovaeTt IGMP snooping.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncnc I(config)> igmp-snooping disable

Mpumep (config)> igmp-snooping disable
Igmp::Snooping: Disabled.
(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.12 Jlo6aBneHa koMaHza igmp-snooping disable.

3.28 interface

OonucaHue AoCTyn K rpynne KOMaHz ANst HACTPONKM Bbi6paHHOro HTepdelica. Ecan
nHTepdeiic He HallleH, KOMaHZAA NbITaeTCs ero co3Aatb.

Nms nHTepdelica 3agaeT ero kacc, KOTOpbI HaceayeT onpeaeneHHbIe
CBOWCTBA, CM. Anarpammbl B NprinoxxeHn. KomaHabl paboTatoT
NPUMEHUTENBHO K KlaccaM. COOTBETCTBYHOLLMIA KNAcC MHTepdeiica ykasaH
B ONMMNCaHNN KOMaHAbl.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HacTpoiKmn

KomaHga c npedurkcom no yaanset nHtepoeic.

Ja
Aa

MHorokpaTHbIl/i BBog, /[la

BxoxxaeHue B rpynny (config-if)

CuHoncunc

AprymeHTsl

Mpumep

(config)>

interface name>

(config)> no interface name>

AprymeHT 3HauyeHue OnucaHwue

name WHTepgeiic MonHoe nmsa nHTepdeinca Nam NCeBLOHNM.
CnncoK AOCTYNHbIX NHTepdericoB MOXHO
yBUAETb C NOMOLLLIO KOMaHZb! interface
[Tab].

(config)> interface [Tab]

Usage template:
interface {name}

Choose:

Pvc

Vlan
CdcEthernet
UsbModem
RealtekEthernet
AsixEthernet
Davicom
UsbQmi
UsbLte

Yota

Bridge

PPPoE
SSTPEthernet
SSTP

PPTP

L2TP
Wireguard
Proxy
OpenVPN

IPIP
TunnelSixInFour
IKE

Gre

EoIP

MapT

DslLite
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naBa 3 OnncaHme KOMaHA,

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.00

JobaeneHa komaHaa interface.

3.28.1 interface atf disable

OnucaHwue OTknounTb ATF ana AP 5 I'Tu. Mo yMon4aHMIo HacTpoliKa BbIKAKOYEHa.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica WiFiMaster

CnHoncumc I (config-if)>  atf disable

I (config-if)> no atf disable

Mpumep (config-if)> atf disable
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": Airtime »
Fairness disabled.

(config-if)> no atf disable
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": Airtime »
Fairness enabled.

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

3.02

Job6aBneHa komaHaa interface atf disable.

3.28.2 interface atf inbound

OnucaHwune Bkntountb ATF TONBKO ANA nepeaaydn BXxogawmx naketos and AP 51Tu. Mo
YMONYAHMIO HAaCTPOIKa BbIK/KOYEHa.

KomaHza c nped1KcomM no oTKIoYaeT HaCTPOWAKY.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFiMaster

CuvHoncuc

I (config-if)>  atf inbound
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naBa 3 OnncaHme KoMaHp,

I (config-if)> no atf inbound

Mpumep (config-if)> atf inbound
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": Airtime »
Fairness inbound is set.

(config-if)> no atf inbound
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": Airtime »
Fairness inbound is unset.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.02 JobaBneHa komaHaa interface atf inbound.

3.28.3 interface authentication chap

OnucaHue BkntounTtb nogaepxky aytreHtTudumkaumm CHAP.
KomaHga ¢ npedurkcom no oTkatouaeT CHAP.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Secure

CuHoncuc I (config-if)> authentication chap

I (config-if)> no authentication chap

Mpumep (config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

CHAP.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue
2.00 Jlo6aBneHa komaHga interface authentication chap.

3.28.4 interface authentication eap-md5

OnucaHwue BkntounTb noagepxky ayteHTndumkaumm EAP-MD5.

KomaHga c npedurkcom no otkntoyaeT EAP-MD5.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Secure

CuHoncnc I (config-if)> authentication eap-md5

I (config-if)> no authentication eap-md5

Npumep (config-if)> authentication eap-md5
Network::Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.

(config-if)> no authentication eap-md5
Network: :Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHza interface authentication eap-mds5.

3.28.5 interface authentication eap-mschapv2

OnucaHwue BkntounTb noagepxky ayreHTudmnkaumm EAP-MSCHAPV2.
KomaHga c npedumkcom no otkntovaet EAP-MSCHAPv2, MS-CHAPV2.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica Secure

CuHoncuc I (config-if)> authentication eap-mschapv2

I (config-if)> no authentication eap-mschapv2

Mpumep (config-if)> authentication eap-mschapv2
Network::Interface::Supplicant: "IKE®": authentication is »
unchanged.

(config-if)> no authentication eap-mschapv2
Network::Interface::Supplicant: "IKE®": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.05 JlobaBneHa komaHaa interface authentication
eap-mschapv2.

3.28.6 interface authentication eap-ttls

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb noasepxky ayteHTndumkaumm EAP-TTLS.
KomaHga ¢ npedpurkcom no oTkatovaeTt EAP-TTLS.
Ja

Aa

Het

Secure

I (config-if)>  authentication eap-ttls

I (config-if)> no authentication eap-ttls

(config-if)> authentication eap-ttls
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.

(config-if)> no authentication eap-ttls
Network::Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface authentication eap-ttls.

3.28.7 interface authentication identity

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

YKazaTb Ms No/ib30BaTeNs AN ayTeHTUPUKaLnm yCTporicTBa Ha yaaneHHOoM
cucteme. Micnonb3syeTca agns nogkntodeHnin PPTP, PPPoE, L2TP v Proxy.

KomaHga ¢ npedpurkKcom no cTmpaeT paHee 3ajaHHOE NMS Mo/b30BaTens.
Aa
Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Secure

I (config-if)> authentication identity <identity»
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AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-if)> no authentication identity

AprymeHT 3HauyeHue OnucaHwue

identity Ctpoka VM5t nonb3oBaTtens Ana ayreHTuoumnkaumn.

(config-if)> authentication identity mylogin
Network::Interface::Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network::Interface: :Supplicant: "PPTPO": identity cleared.

Bepcus OnucaHve

2.00 Job6aeneHa komaHga interface authentication identity.

3.28.8 interface authentication mschap

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

BkntounTb noaaepxky ayteHTudumkaumm MS-CHAP.
KomaHga ¢ npedpurkcom no oTkntovaet MS-CHAP.
Ja

Ja

Het

Secure

I (config-if)> authentication mschap

I (config-if)> no authentication mschap

(config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPO": added authentication: »
MS - CHAP.

(config-if)> no authentication mschap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
MS-CHAP.

Bepcus OnucaHve
2.00 [JlobaeneHa komaHga interface authentication mschap.

3.28.9 interface authentication mschap-v2

OnucaHwne

BkntounTb noagepxky ayreHTudumnkaumm MS-CHAPV2.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

KomaHga c npedurkcom no otknroyaet MS-CHAPv2.
Ja

Aa

Het

Secure

I(conﬁ94ﬂ> authentication mschap-v2

I(conﬁg-ﬁﬁ>noauthenticationmschap-vZ

(config-if)> authentication mschap-v2
Network: :Interface::Supplicant: "PPTPO": authnentication is »
unchanged.

(config-if)> no authentication mschap-v2
Network::Interface::Supplicant: "PPTPO": removed authentication: »
MS-CHAPv2.

Bepcus OnucaHue
2.00 Job6aBneHa komaHaa interface authentication
mschap-v2.

3.28.10 interface authentication pap

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

BintounTtb nogaepxky ayteHTudumkaumm PAP.
KomaHga ¢ npedurkcom no oTkatouaeT PAP.
Ja

Ja

Het

Secure

I(conﬂ94ﬂ> authentication pap

I(conﬁgJﬂ>noauthenticationpap

(config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.

(config-if)> no authentication pap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
PAP.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface authentication pap.

3.28.11 interface authentication password

OnucaHune YKa3aTb Naposb 418 ayTeHTUdUKaLmMmM yCTporicTBa Ha yAaneHHON cucTeMe,
Ncnonb3yeTtca ana nogkntoueHuin PPTP, PPPOE, L2TP n Proxy.

KomaHga ¢ npedunkcom no cTrpaeT 3HayeHne naposs.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Secure

CuHoncuc (config-if)>  authentication password «password»

(config-if)> no authentication password

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
password CTpoka Maponb ans ayteHTUdGUKaLUN.
Mpumep (config-if)> authentication password Aihoi2chal

Network: :Interface::Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network::Interface: :Supplicant: "PPTPO": password cleared.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa interface authentication
password.

3.28.12 interface authentication peap

OnucaHue Brarountb nogaepxky EAP-PEAP meTofa NpoBepKn NOAAMHHOCTN.
KomaHga ¢ npedurkcom no oTktouaeT wndpoBaHme EAP-PEAP.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Secure
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Cunoncuc I (config-if)> authentication peap

I (config-if)> no authentication peap

NMpumep (config-if)> authentication peap
Network: :Interface: :Ethernet: "WifiMasterl/AccessPoint0": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network: :Interface::Supplicant: "WifiMasterl/AccessPoint0": »
removed authentication: PEAP.

MCTOpMﬂ U3MeHeHUnA Bepc”ﬂ onvicaHue

2.03 JobasneHa komaHaa interface authentication peap.

3.28.13 interface authentication shared

OnucaHune BKAHOUUTL peXnm ayTeHTUGUKaLMK C pazdesndembiM KH4YoM. DTOT PEXUM
NCNOIb3YeTCs TONbKO B COMeTaHnK € ndpoBaHuem WEP. Pazdessemsle karoyu
3ajatoTca KomaHgol interface encryption key.

KomaHga c npedpunkcomM no nepeBouT ayTeHTUOUKALMIO B OTKPbITHIV PEXMM.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun uHTepdderica WiFi

CuHoncnc I (config-if)> authentication shared

I (config-if)> no authentication shared

Mpumep (config-if)> authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHaa interface authentication shared.
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3.28.14 interface authentication wpa-psk

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

YCTaHOBUTL NpeABapUTe/IbHO COrNacoBaHHbIV KN4 Ans ayTeHTUdrKaumm
no npotokony WPA-PSK. Bo3MOXHO 3asiaHune Knto4a B Buge 256-6mTtHoro
LWecTHaALaTePUYHOro Ymcna, 1nbo B Buge ctpokm ASCII-cmumsonos. Bo
BTOPOM CJly4ae CTPOKa 1UCMoJb3yeTes Kak KogoBas pasa /15 reHeprpoBaHus
Kntoya (napons).

KomaHga c npednkcom no oTMeHseT HaCTPOIKY.
Ja

Ja

Het

WiFi

(config-if)> authentication wpa-psk psk>

(config-if)> no authentication wpa-psk

AprymeHT 3HauyeHue OnuncaHwue

psk CTpoka MpeaBapuTENbLHO COrNacoBaHHbINV KHOY B
BUAe 256-6MTHOrO WeCcTHaALATEPUYHOrO
uncna, CoCTosALLLEero 13

64 WecTHagUaTepUUHbIX Lndp, 11M6o B BUAE
cTpoku ASCII gnnHo oT 8 A0 63 CUMBO/IOB,

(config-if)> authentication wpa-psk Eethaich9z
Network::Interface::Wifi: "WifiMasterl/AccessPoint@": WPA PSK set.

(config-if)> no authentication wpa-psk
Network: :Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK »
removed.

Bepcus OnucaHue

2.00 Jlob6asneHa komaHga interface authentication wpa-psk.

3.28.15 interface auto-ssid

OnucaHune

MNpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIiA BBOA,

CreHepurpoBaTh N0JIb30BaTe/IbCKOe UMS 6ecnpoBoAHO ceTu (SSID) Ha ocHoBe
MAC-agpeca poytepa.

Het
Aa

Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

WifiMaster

(config-if)> auto-ssid «template> prefix

AprymeHT 3HauyeHue OnuncaHwue

template mac4 Mms wabnoHa — nocnegHue 4 nam 6 umdp
nacé MAC-agpeca, KoTopble 6yayT fobaBneHbl K
prefix.
prefix Crpoka MponsBonbLHasa CTpoka no Bbibopy
nosb3oBaTens.

(config-if)> auto-ssid mac4 1231321

3

Network: :Interface: :AccessPoint: "WifiMaster®/AccessPoint0": »

generated SSID "12313213207E".

(config-if)> auto-ssid macé 12313213
Network: :Interface: :AccessPoint: "WifiMaster@/AccessPoint0": »

generated SSID "1231321369207E".

Bepcus OnucaHue

3.08 JobaeneHa komaHaa interface auto-ssid.

3.28.16 interface backhaul

OnucaHune

Mpejukc no

MeHsieT HaCTpPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

BkntounTb noasaepxky VLAN pnst 6€CnpoBOAHOIO COeAMHEHVS MEXAY
poyTepamu Keenetic B pexume trunk. [10 yMon4aHMo HacTporika OTKAOYeHa.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.

Ja
Ja
Het

WiFiMaster

I (config-if)>  backhaul

I (config-if)> no backhaul

(config-if)> backhaul
Network::Interface: :Rtx::AccessPoint:
backhaul mode enabled.

(config-if)> no backhaul
Network: :Interface: :Rtx: :AccessPoint:
backhaul mode disabled.

"WifiMasterQ@/AccessPointl": »

"WifiMaster®/AccessPointl": »
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.02 JlobaBneHa komaHa interface backhaul.

3.28.17 interface band-steering

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

3anycTnTb cnyxey Band Steering ana AP 5 Ty, Mo ymon4aHuMio HacTpoiika

BK/IFOYEHa.

Ana npaBunbHoOM paboTbl Band Steering HEOGXOAMMO BbIMONHUTL CiefytoLume

yCcnoBus:

* BKJ/OYeHbl 06e Touku goctyna 2,4 My n 5 My,

* Y HUX ofMHaKkoBble SSID

* OHN NMEKT OAMNHAKOBbIE NapaMeTpbl 6e3onacHoOCTU (Tvin LIJVICI)pOBaHI/Iﬂ,

3HayeHue KNYa, UT. 4.)

KomaHga ¢ npedukcom no oTkarouaet Band Steering.

Aa
Ja
HeTt

WiFiMaster

I (config-if)>  band-steering

I (config-if)> no band-steering

(config-if)> band-steering

Network: :Interface::Rtx::WifiMaster:

enabled.

(config-if)> no band-steering

Network: :Interface: :Rtx: :WifiMaster:

"WifiMasterl": band steering »

"WifiMasterl": band steering »

disabled.
Bepcus OnucaHve
2.09 JobasneHa komaHgaa interface band-steering.

3.28.18 interface band-steering preference

OnuncaHwmne

3ajaTb NpeanoYTUTENbHbIN Ananas3oH Ana TexHonoruu Band Steering. MNo

YMOJZIYaHWIO 3Ha4YeHne He onpejesieHo.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpallaeT 3HayeHne no yMmoad4aHuio.

Air (KN-1613) — CnpaBOYHVK KOMaHA,

145



naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

Tun nutepdeiica WiFiMaster

CuHoncnc (config-if)>  band-steering preference <band>

(config-if)> no band-steering preference

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
band 2 [AvanasoH 2,4 Ty,
5 AnanasoH 5Ty,
Npumep (config-if)> band-steering preference 5

Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference is 5 GHz.

(config-if)> no band-steering preference
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference disabled.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.09 Job6asneHa komaHaa interface band-steering
preference.

3.28.19 interface ccp

OnucaHue BrkirounTb nogaepxky npotokosa CCP Ha 3Tane ycTaHOB/IEHNA COeANHEHUS.
KomaHga ¢ npedurkcom no oTknrovaet CCP.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica PPP

CuHoncmc I (config-if)>  ccp

I (config-if)> no ccp

Mpumep (config-if)> ccp
CCP enabled.
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(config-if)> no ccp
CCP disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHgaa interface ccp.

3.28.20 interface channel

OnucaHwue YCTaHOBUTL pajmokaHa (4acToTy BeLlaHus) Ans 6ecnpoBOAHbIX
nHTepdericos. Htepdericel Wi-Fi npuHMMaloT B KayecTBe HOMepa KaHana
uenble yncna ot 1 fo 14 (AnanasoH vactot ot 2.412 Ty a0 2.484 I'Tu) v oT
36 go 165 (ananasoH vactot ot 5.180 'y, Ao 5.825 ITw). Mo ymonyaHwvio
NCMNoNb3yeTcs 3HayeHne auto.

KomaHga ¢ npednkcom no ycTaHaB/AIMBAET 3HaUEHWE MO YMOAYAHUNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Radio

CuHoncuc (config-if)>  channel «channels

(config-if)> no channel

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
channel number Homep pagvio kaHana.
auto Homep paano KaHana onpejgensieTcs
aBTOMaTM4YecKu.
Mpumep (config-if)> channel 8
Network::Interface: :Rtx::WifiMaster: "WifiMasterQ": channel set »
to 8.

(config-if)> channel 36
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": channel set »
to 36.

(config-if)> no channel
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »

mode set.
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.00 JobaBneHa komaHaa interface channel.
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3.28.21 interface channel auto-rescan

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3ajatb pacnncaHmne And aBToMmaTnyeckoro CKaHmMpoBaHuA paano KaHanoB.
Mo YMONYaHUIO NapaMeTp OTK/IKOYEH.

KomaHga ¢ npedprKcoM no OTK/I0UaEeT HaCTPOWKY.
Ja

Ja

Het

Radio

(config-if)>  channel auto-rescan [ <hhs«mm> Jinterval <intervals

(config-if)> no channel auto-rescan

AprymeHT 3HauyeHue OnuncaHwue

interval 1 VIHTepBa/ NOBTOPHOIro CKaHNPOBaHUSA B
6 yacax.
12
24

(config-if)> channel auto-rescan interval 1
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": scheduled »
auto rescan, interval 1 hour.

(config-if)> no channel auto-rescan
Network::Interface: :Rtx::WifiMaster: "WifiMaster@": auto rescan »
disabled.

Bepcus OnucaHve

2.07 JobaeneHa komaHaa interface channel auto-rescan.

3.28.22 interface channel width

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIii BBOA,

YCTaHOBUTb LUMPWHY NOAOCHI MPOMYCKaHWsA AN yKa3aHHOro KaHana. Mo
YMOTYaHWNIO NCMONb3YeTCcs 3HaUeHue 40-below .

KomaHga ¢ npednKcom no ycTaHaBAMBAET 3HAYEHMe MO YMOYaHUIO.
Ja
Ja

Het
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Tun nutepdeiica Radio

CuHoncnc (config-if)>  channel width width»

(config-if)> no channel width

AprymeHTbI AprymeHT |3HauyeHue OonucaHue
width 20 YCTaHOBUTL MOJIOCY NPOMYCKaHUSA paBHYHO
20 MT'u.
40-above PacwivpuTb nosocy nponyckaHmsa 4o 40 MIu

ncnonb3y4q Cﬂe,U,yI-OLLJ,I/IVI KaHarn.

40-below Pacumputb nonocy nponyckaHmsa o 40 MIy,
NCNoJb3ys NpeablAyLLnG KaHan.

Mpumep (config-if)> channel width 20
Network::Interface::Rtx::WifiMaster: "WifiMaster@": channel »
bandwidth setting applied.

(config-if)> no channel width
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": channel »
bandwidth settings reset to default.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.04 JlobaBneHa komaHaa interface channel width.

3.28.23 interface chilli coaport

OnucaHwne Yka3atb UDP-NopT, Ha KOTOPbIV 6yAyT OTNPaBAATLCSA 3anNpoCkl Ha OTK/IHOYeH e
oT RADIUS-knneHTa.

KomaHga ¢ npedunKcom no yaanset HacTPOnKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Chilli

CuHoncue (config-if)>  chilli coaport <coaport>

(config-if)> no chilli coaport

AprymeHTbI AprymeHT 3HauyeHue OonucaHue

coaport lenoe uucso |Homep nopta CoA.
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Mpumep

UcTopuns nameHeHuii

(config-if)> chilli coaport 3940
Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.

Bepcus OnucaHve

2.10 Jo6aBneHa komaHga interface chilli coaport.

3.28.24 interface chilli dhcpif

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

HasHaunTb nutepdeinc Chilli ceteBoMmy cncteMHomy nHTepdericy.
KomaHga ¢ npeprKcoM No OTMeHSAEeT NPUBA3KY.

Ja

Aa

Het

Chilli

(config-if)>  chilli dhcpif «dhcpif>

(config-if)> no chilli dhcpif

AprymeHT |3HauyeHue OnucaHue

dhcpif UnTepgeric MNMonHoe nmsa nHTepdeinca nnv NCEBLOHNM.

(config-if)> chilli dhcpif Bridgel
Chilli::Interface: "Chilli@": bound to Bridgel.

(config-if)> no chilli dhcpif
Chilli::Interface: "Chilli@": unbound.

Bepcus OnucaHue

2.10 Job6asneHa komaHgaa interface chilli dhcpif.

3.28.25 interface chilli dns

OnuncaHune

Mpe¢ukc no

Ykasatb IP-agpec cepsepa DNS.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja

150

CnpaBoyHuK kKoMmaHa — Air (KN-1613)



naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc (config-ifi>  chilli dns «nsl [ «dns2» ]

(config-if)> no chilli dns

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
dnsl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
dns2 IP-agpec Appec sTopuuHoro DNS-cepBepa.
Mpumep (config-if)> chilli dns 8.8.8.8 1.1.1.1

Chilli::Interface: "Chilli®": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns
Chilli::Interface: "Chilli®": DNS servers reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHga interface chilli dns.

3.28.26 interface chilli lease

OnucaHue HacTpouTb Bpems apeHAbl NOAKIHYEHHOro KaneHTckoro IP-agpeca. lNo
YMOJIYaHUIO NCMNOJIb3YeTCcHa 3HaueHe 3600.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli lease (lease»

(config-if)> no chilli lease

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
lease lenoe uucro |Bpema apeHabl B cekyHAax. MakcMmMasbHoe
3HayveHue 259200.
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naBa 3 OnncaHme KoMaHp,

Mpumep

(config-if)> chilli lease 1000

Chilli::Interface:

"Chilli0": lease has been set 1000 seconds.

(config-if)> no chilli lease

Chilli::Interface:

(3600 seconds).

"Chilli0": lease has been reset to default »

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.11

JobaeneHa komaHaa interface chilli lease.

3.28.27 interface chilli login

OnucaHune HacTpouTb aBTOpU3aumio Ana goctyna K RADIUS-cepsepy.

Mpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli login wmacs[ username «usernames password passwords
]

AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
mac MAC-appec MAC-agpec ansa ayteHTubumnKaumm.
username Crpoka Vmsa nonb3oBaTens Ansa ayteHTuoumkaumn.
password Ctpoka Maponb ans ayteHTUdGUKaLUN.

Mpumep (config-if)> interface Chilli® chilli login 00:01:02:03:04:05

WcTopusa nsmeHeHwnii

Chilli::Interface:

00:01:02:03:04:05

"Chilli@": sent login request for »

(config-if)> interface Chilli0® chilli login 00:01:02:03:04:05 »
username test password test

Chilli::Interface:

00:01:02:03:04:05

"Chilli0": sent login request for »

Bepcus

OnucaHune

4.00

Job6asneHa komaHgaa interface chilli login.

3.28.28 interface chilli logout

OnuncaHune

MpuHyanTensHo oTkar4YUTe MAC-agpec yka3saHHOro KJineHTa.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Chilli

CnHoncuc (config-ifi>  chilli logout (macs | all)

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
mac MAC - agpec MAC-agpec 3apermcTprupoBaHHOrO KJNeHTa.
all Keyword OTknrounTb Bce MAC-agpeca.

Mpumep (config-if)> chilli logout 64:a2:22:51:b4:11

(config-if)> chilli logout all
Chilli::Interface: "Chilli@": service restarted.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.10 [Jlob6aeneHa komaHga interface chilli logout.

3.28.29 interface chilli macauth

OnucaHwue BkntounTb GyHKLMIO NPOBEPKN NOASIMHHOCTY NONb30BaTeNell TONbKO Ha
ocHoBaHWW rnpoeepkn MAC-agpeca.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc I (config-if)>  chilli macauth

I (config-if)> no chilli macauth

MNpumep (config-if)> chilli macauth
Chilli::Interface: "Chilli®": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli@": macauth cleared.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JlobaeneHa komaHaa interface chilli macauth.

3.28.30 interface chilli macpasswd

OnuncaHmne YcTaHOBUTbL Naponb A8 NpoBepkun noaanHHocTn MAC-agpeca.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Chilli

CuHoncue (config-if)>  chilli macpasswd <macpasswd>

(config-if)> no chilli macpasswd

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
macpasswd CTpoka Maponb nonb3osaTens.
Mpumep (config-if)> chilli macpasswd 1234567890

Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli@": macpasswd cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.11 Job6asneHa komaHga interface chilli macpasswd.

3.28.31 interface chilli nasip

OnucaHue YctaHoBUTL 3HaueHue RADIUS napameTtpa IP-agpec NAS. lMossonser
HaCTPOWUTb 1 UCNO/B30BaTb NPOM3BO/bHLIN IP-agpec.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Chilli
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-if)>  chilli nasip («address | interface wan> | auto)
(config-if)> no chilli nasip
AprymeHTbI AprymeHT |3HaueHue OnucaHue
address |IP-agpec KoHkpeTHbIN IP-agpec cepsepa.
wan UHTepgelic IP-agpec ykazaHHoro WAN-unHTepdelica.
auto Knw4esoe cnoso |IP-agpec Tekywiero WAN-nHTepdelica.
Mpumep (config-if)> chilli nasip 95.213.215.187
Chilli::Interface: "Chilli@": NAS IP address set to »
"95.213.215.187".
(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".
(config-if)> chilli nasip auto
Chilli::Interface: "Chilli@": NAS IP address set to auto.
(config-if)> no chilli nasip
Chilli::Interface: "Chilli@": NAS IP address cleared.
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.10 [Jlo6aBneHa komaHga interface chilli nasip.

3.28.32 interface chilli nasmac

OnucaHune YcraHoBuUTb MAC-agpec ans atpmbyta RADIUS Called-Station-ID. MNo
yMonyaHuto ncnosnbsyetcd MAC-agpec rocteBoi ceTu.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHUIo.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOA, Het
Tun nHTepdeiica Chilli

Cunoncuc I (config-if)>  chilli nasmac mac>

I (config-if)> no chilli nasmac
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-agpec HoBbin MAC-aapec agna RADIUS
Called-Station-ID.

(config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli@": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli®": NAS MAC address cleared.

Bepcus OnucaHve

2.11 JobaeneHa komaHga interface chilli nasmac.

3.28.33 interface chilli profile

OnucaHwue

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

HasHaunTb npodunb Chilli cooTBeTCcTBYOWEMY NHTEpdeCy.
KomaHga ¢ npedunkcom no yganseTt HacTPOWKY.

[Ja

Ja

Het

Chilli

(config-if)>  chilli profile profile

(config-if)> no chilli profile

AprymeHT 3HayeHue OnucaHue

profile CTtpoka HasBaHune npodunsa RADIUS-cepBepa.

(config-if)> chilli profile Wi-Fi_SYSTEM
Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

Bepcus OnucaHve

2.10 Job6asneHa komaHgaa interface chilli profile.
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naBa 3 OnncaHme KOMaHA,

3.28.34 interface chilli radius

OnucaHue JobaBuTb agpeca RADIUS-cepBepa.
KomaHaa ¢ npedurkcom no yaanset agpeca.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radius <serverl [ «server2s]

(config-if)> no chilli radius

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
serverl Ctpoka Appec nepsuyHoro RADIUS-cepBepa.
server2 Ctpoka Agpec sTopuyHoro RADIUS-cepBepa.
Npumep (config-if)> chilli radius radius.wifisystem.ru »

radius2.wifisystem. ru
Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.

(config-if)> no chilli radius
Chilli::Interface: "Chilli@": RADIUS servers cleared.

VICTOleﬂ M3MeHeHWA Bepcmﬂ onucaHvie

2.10 Job6aBneHa komaHza interface chilli radius.

3.28.35 interface chilli radiusacctport

OnucaHue HasHaunTb UDP-nopT yuéta RADIUS-cepBepa. 10 yMmonyaHmto NCrnosib3yeTcd

3HayeHVe 1813.

KomaHga ¢ npedurkcom no yctaHaBAMBaET MOPT MO YMOSYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-if)>  chilli radiusacctport <radiusacctport;
(config-if)> no chilli radiusacctport
AprymeHTbI AprymeHT 3HaueHve |OnucaHune
radiusacctport Crtpoka Homep nopTa.
Mpumep (config-if)> chilli radiusacctport 1819
Chilli::Interface: "Chilli@": radiusacctport set to 1819.
(config-if)> no chilli radiusacctport
Chilli::Interface: "Chilli@": radiusacctport reset to default.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

3.06 Jlo6aeneHa komaHga interface chilli radiusacctport.

3.28.36 interface chilli radiusauthport

OnucaHwue HasHaunTte UDP-nopT ayteHTUdUKaumnm RADIUS-cepBepa. 1o ymondaHuto
ncnonb3yeTca 3HadeHue 1812.

KomaHga c npedurkcom no yctaHaBAMBaeT NOPT MO YMOTYaHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli radiusauthport <radiusauthport,

(config-if)> no chilli radiusauthport

AprymeHTbI AprymeHT 3HaueHue |(OnucaHue
radiusauthport Ctpoka Homep nopra.
Mpumep (config-if)> chilli radiusauthport 1820

Chilli::Interface: "Chilli@": radiusauthport set to 1820.

(config-if)> no chilli radiusauthport
Chilli::Interface: "Chilli@": radiusauthport reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.06 Job6asneHa komaHaa interface chilli radiusauthport.
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naBa 3 OnncaHme KOMaHA,

3.28.37 interface chilli radiuslocationid

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3apatb uaeHTUdVKaTOP MecTononoxeHns RADIUS-cepsepa. OH AOMXKeH 6bITb
B dopmate isocc=, cc=, ac=, network=.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Hert

Chilli

(config-if)>  chilli radiuslocationid «radiuslocationid»

(config-if)> no chilli radiuslocationid

AprymeHT 3HauyeHue |OnucaHue
radiuslocationid |CTpoka 3HaueHune ngeHTudmMKaTopa
MEeCTOMOIOXKEHUS.

(config-if)> chilli radiuslocationid »
isocc=,cc=,ac=,network=WiFiSYSTEM,

Chilli::Interface: "ChilliO": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, " .

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli@": radiuslocationid cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHaa interface chilli radiuslocationid.

3.28.38 interface chilli radiuslocationname

OnucaHune

Mpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

3ajaTb Ha3BaHWe MecTononoxeHua RADIUS-cepsepa.
KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Aa

Ja

Hert

Chilli

I (config-if)>  chilli radiuslocationname <radiuslocationname;
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-if)> no chilli radiuslocationname

AprymeHT

3HauyeHne |OnucaHue

radiuslocationname|CTpoka

HasBaHVe MeCTonoN0XeHUA.

(config-if)> chilli radiuslocationname MyHotSpot

Chilli::Interface:

"MyHotSpot".

"Chilli®": radiuslocationname set to »

(config-if)> no chilli radiuslocationname

Chilli::Interface:

"Chilli0": radiuslocationname cleared.

Bepcus

OnucaHune

2.10

JobaBneHa komaHaa interface chilli
radiuslocationname.

3.28.39 interface chilli radiusnasid

OnucaHue
Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

YCTaHOBUTb UAEHTUNOUKATOP CepBepa CeTEBOro A0CTyra.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiky.

Ja
Ja
Het

Chilli

(config-if)>

chilli radiusnasid (radiusnasid»

(config-if)> no chilli radiusnasid

AprymeHT

3HavyeHue

OnucaHue

radiusnasid

Crpoka

NaeHTnounkatop NAS.

(config-if)> chilli radiusnasid keeneticru_12
Chilli::Interface: "Chilli@": radiusnasid set to "keeneticru 12".

(config-if)> no chilli radiusnasid

Chilli::Interface:

"Chilli®": radiusnasid cleared.

Bepcus

OnucaHune

2.10

JobaeneHa komaHga interface chilli radiusnasid.
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naBa 3 OnncaHme KOMaHA,

3.28.40 interface chilli radiussecret

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTL 06LLMIA KoY And 06omx RADIUS-cepBepoB.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Ja

Ja

Het

Chilli

(config-if)>  chilli radiussecret <radiussecret»

(config-if)> no chilli radiussecret

AprymeHT 3HauyeHue OnuncaHwue

radiussecret|CTpoka 3HauyeHue KKua.

(config-if)> chilli radiussecret 12df34fd
Chilli::Interface: "Chilli®": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHga interface chilli radiussecret.

3.28.41 interface chilli uamallowed

OnucaHune

Mpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

YKkasaTb pecypc, K KOTOPOMY KANEHT MMeeT A0CTYN 6e3 NepBUYHON
ayTeHTUPUKaLnmn.

KomaHga ¢ npedurkcom no yaanseT pecypc 13 cnmcka. Ecnm BeInOAHUTb
KOMaHZy 6e3 aprymMmeHTa, TO BeCb CMNCOK pecypcoB byAeT OUnLLEH.

Aa

Ja

Ja

Chilli

I (config-if)>  chilli uamallowed wamallowed>

I (config-if)> no chilli uamallowed [ wamallowed> ]
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamallowed |CTpoka IP-agpec, URL nnu noaceTs.

Mpumep (config-if)> chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled »
garden.

(config-if)> chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" added to walled
garden.

v

(config-if)> no chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" removed from
walled garden.

\J

(config-if)> no chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" removed from
walled garden.

v

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

VICTOpI/Iﬂ n3MeHeHuniA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli uamallowed.

3.28.42 interface chilli uamdomain

OnucaHwune YKa3aTtb fOMEH, K KOTOPOMY KJ/IMEHT NMeeT A0CTYN be3 HepBMqHOVI
ayTEHTI/Iq)I/IKaLI,VIVI.

KomaHaa ¢ npepurkcom no yaanaeTt JOMeH 13 Cnucka. Ecam BbIMOAHUTL
KOMaHzy 6e3 apryMeHTa, TOo BeCb CMNCOK JOMEHOB ByAeT OUMLLEH.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamdomain wamdomain>

(config-if)> no chilli uamdomain [ <«wvamdomain: ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamdomain CTpoka JloMeHHoe 1MA yaaneHHOoro XocTa.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopusa nsmeHeHwnii

(config-if)> chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli@": "wifisystem.ru" added to walled »
garden.

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli@": "wifisystem.ru" removed from walled »
garden.

(config-if)> no chilli uamdomain
Chilli::Interface: "Chilli0@": walled garden cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHga interface chilli uamdomain.

3.28.43 interface chilli uamhomepage

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YcraHoBuTb URL-agpec gomalluHel cTpaHuLbl ANA NepeHanpaBieHns
HeaBTOPV30BaHHbIX NO/ib30BaTeNeN.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Aa

Ja

Het

Chilli

(config-if)>  chilli uamhomepage wamhomepage>

(config-if)> no chilli uamhomepage

AprymeHT 3HayeHue OnuncaHwue

uamhomepage |CTpoka Monb3oBaTenbckmini URL-agpec.

(config-if)> chilli uamhomepage http://192.168.2.1/welcome.html
Chilli::Interface: "Chilli@": uamhomepage set to »
"http://192.168.2.1/welcome.html".

(config-if)> no chilli uamhomepage
Chilli::Interface: "Chilli@": uamhomepage cleared.

Bepcusa OnucaHve

2.10 Jlo6aBneHa komaHga interface chilli uamhomepage.
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naBa 3 OnncaHme KoMaHp,

3.28.44 interface chilli uamport

OnuncaHwne YKka3aTtb TCP-nopT A4 NOAK/IHOYEHNSA aBTOPU30BaHHbLIX KAVMEHTOB. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3990.

KomaHga ¢ npedunkcom no yctaHaBIMBaET MOPT MO YMOSUAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli uamport wamport>

(config-if)> no chilli uamport

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamport Lenoe 4ucno |Homep noprta.
Mpumep (config-if)> chilli uamport 3922

Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.10 JobasneHa komaHga interface chilli uamport.

3.28.45 interface chilli uamsecret

OnucaHue YcTaHoBUTb 06LWni knrod mexay UAM-cepsepom n Chilli. UAM-kntou
NCMNONb3yeTCa ANA X3LWMPOBaHNA 3anpoca nepes BbluncaeHneM napons.

KomaHga ¢ npedurkcom no yganseTt HaCTPOWKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncuc I (config-if)>  chilli uamsecret wamsecret>

I (config-if)> no chilli uamsecret
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

uamsecret CTpoka 3HaueHue Karua.

(config-if)> chilli uamsecret 12df34fd
Chilli::Interface: "ChilliO": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret
Chilli::Interface: "Chilli®": uamsecret set to "".

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli uamsecret.

3.28.46 interface chilli uamserver

OnucaHune

MNpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHuim

YcraHoBuTb URL-agpec Beb-cepBepa ANA NPoBepPKM NOASTIMHHOCTU KNMEHTOB.
KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.

Ja

Aa

Het

Chilli

(config-if)>  chilli uamserver wamserver;

(config-if)> no chilli uamserver

AprymeHT 3HauyeHue OnucaHwue

uamserver Ctpoka Monb3oBaTenbcknint URL-agpec Beb6-cepBepa.

(config-if)> chilli uamserver »
https://auth.wifisystem.ru/hotspotlogin
Chilli::Interface: "Chilli@": uamserver set to »
"https://auth.wifisystem.ru/hotspotlogin”.

(config-if)> no chilli uamserver
Chilli::Interface: "Chilli@": uamserver cleared.

Bepcus OnucaHve

2.10 JobaBneHa komaHaa interface chilli uamserver.
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3.28.47 interface compatibility

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb CTaHAaPTbl 6eCNpPOBOAHOI CBA3W, C KOTOPLIMUK AOJIXXEH 6bITb
COBMECTVM JaHHbI 6ecnpoBoaHol aganTep (MHTepdeiic). Ans nHtepdeiicos
Wi-Fi coBMeCcTMMOCTb 3aaeTcsa CTPOKOM 13 NaTUHCKNX BykB A, B, G, N,
0603HavarLWKx gononHeHns K ctaHaapty IEEE 802.11. K npumepy, Hannume
B CTPOKe COBMeCTUMOCTW BykBbl N ByfieT 03HauaTb, YTO JaHHbIN aganTtep
CMOXeT B3anMogencTBoBaTh € 802.11Nn-COBMeCTUMbIMIN YCTPOMCTBaMM Yepes
pagnokaHan. Habop fonNyCTUMBbIX CTPOK COBMECTMMOCTU onpejenseTcs
annapaTHbIMY BO3MOXHOCTAMW KOHKPETHOro agantepa 1 TpeboBaHnsaMun
COOTBETCTBYIOLUMX AONONHEHN K cTaHaapTy [EEE 802.11.

Mo ymonuaHuio ans yactoTsl 2,4 Ty ncnonb3syetcd cTpoka «BGN», «AN» —
ana 51y,

Het
Ja
Het

Radio

(config-if)>  compatibility annex>

AprymeHT 3HauyeHue OnuncaHwue
annex B, G, N Ana 2,4T1Tu.
A, N Ana 51Tu.
A, N+AC JononHuTtenbHbIn ctaHaapT IEEE.

(config-if)> compatibility N
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network: :Interface: :Rtx: :WifiMaster: "WifiMasterl": PHY mode set.

Bepcus OnucaHue
2.00 Job6asneHa komaHaa interface compatibility.
2.06 Job6asneH HoBbI cTaHAapT AC.

3.28.48 interface connect

OnuncaHwne

Mpedukc no

3anycTnUTb NPOLLECC MOAKIOYEHWS K yAaNeHHOMY y3ny.

KomaHga c nped1Kcom no rnpepbiBaeT coejuHeHMe.

Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica PPP, IP

Cunoncuc (config-if)>  connect [ via wia]

(config-if)> no connect

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

via UHTepgeinc VHTepdeiic, yepes KoTopbIi OCyLLeCTBAAETCS
noAxntoyeHve K yaganeHHomy ysny. lnsa PPPoE
3TOT NapamMeTp ABASETCSA 06a3aTesNIbHbIM.

NMpumep (config-if)> connect via ISP

(config-if)> no connect

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.00 JobaeneHa komaHaa interface connect.

3.28.49 interface country-code

OnucaHwne HasHaunTb nHTepdeicy 6ykBeHHbI KO CTPaHbl, KOTOPLIV BANSET Ha Habop
paAno-kaHanos. Mo yMon4aHnio yctTaHoBneHO 3HayeHme RU.

MNpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nHtepdeiica Radio

CnHoncuc (config-if)>  country-code «codes

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
code CTpoka Koz cTpaHbl.
Mpumep (config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMaster@": country code »
set.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.00 JobasneHa komaHaa interface country-code.
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3.28.50 interface debug

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkOUNTL OTAAAOUHBIN pexuM NoAkaYeHns PPP. B 0TNaf04HOM pexurme
B CUCTEMHBbIV XXypHan BbIBOAUTCA NogpobHas nHpopmMaums o xoje
noaxnto4eHus. No ymonyaHuo GyHKLNSA OTKAOUEHaA.

KomaHga ¢ I'Ipeq)I/IKCOM No OTKJ/IFOYaeT OT/Ia40uUHbIN pexunm.

Ja
Ja
Het

PPP

I(conﬁ94ﬂ>

debug

Ikonﬁ94ﬂ>nodebug

(config-if)> debug

Network: :Interface: :Base:

(config-if)> no debug

Network: :Interface: :Base:

Debug enabled.

Debug disabled.

Bepcus

OnucaHue

2.00

Jlo6aBneHa komaHga interface debug.

3.28.51 interface description

OnucaHwmne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Ha3HaunTb Npon3BO/IbLHOE ONMCaHVe ceTeBOMY HTepdeiicy.

KomaHgaa c npedurkcom no cTrpaeT onmcaHue.

Ja
Ja

Het

(config-if)>

description «description

(config-if)> no description

AprymeHT

3HayeHue

OonwvcaHune

description

CTpoka

Mpown3BosibHOe onncaHne nHTepderica.
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Mpumep

UcTopuns nameHeHuii

(config-if)> description MYHOME
Network::Interface::Base: "Bridge0": description saved.

(config-if)> no description
Network::Interface::Base: "Bridge0": description saved.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface description.

3.28.52 interface down

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

OTKNOUYNTE ceTeBOV MHTepdenC 1 3anncaTb B HACTPOMKM COCTOAHME «down».

KomaHga c npedrnKcomM no BKAOUaeT ceTeBO MHTepdeinc n yaanset «down»
N3 HacTpOeK.

Ja

Aa

Het

I (config-if)>  down

I (config-if)> no down

(config-if)> down
Network::Interface::Base: "GigabitEthernet0/2": interface is down.

(config-if)> up
Network::Interface::Base: "GigabitEthernet0/2": interface is up.

Bepcus OnucaHve

2.00 JobaeneHa komaHza interface down.

3.28.53 interface duplex

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

YCTaHOBUTb AynaeKcHbl pexum Ethernet-nopTa. Mo ymonyaHuto 3agaHo
3HayeHwue auto.

KomMaHgza ¢ npedprKcomM no BO3BPALLAET 3HAUEHME MO YMONIYAHUIO,
Ja

Aa

HeTt

Ethernet
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CuHoncuc (config-if)>  duplex mode>
(config-if)> no duplex
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
mode full Pexxnm nonHoro gynnekca.
half MonyaynnekcHbIN pexuvM.
auto ABTOMaTUYECKMIA JYNAEKCHbIA PEXUM.
Mpumep (config-if)> duplex full
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex set »
to "full".
(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex reset »
to default.
VICTOleﬂ M3MeHeHWA Bepcmﬂ onucaHvie
2.06.B.1 Job6asneHa komaHaa interface duplex.

3.28.54 interface dyndns profile

OnucaHune MpuBasaTk Kk ceTeBoMy NHTepdeicy npodunb DynDns. MNepea BbinoAHeHWEM
KOMaHAbl NPodu/b JOKEH BbITb CO34aH M HACTPOEH rpynnoi komaHg dyndns
profile.

KomaHaa ¢ npedurKcom no paspbiBaeT CBA3b MexXAy npoduiem n
nHTepdericom.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-if)>  dyndns profile profile

(config-if)> no dyndns profile
AprymeHTbI AprymeHT |3HayeHue |OnucaHue

profile Ctpoka HasBaHune npodunsa DynDns.
Mpumep (config-if)> dyndns profile TEST

DynDns::Profile: Interface set.

1 70 CnpaBoyHuK kKoMmaHa — Air (KN-1613)



naBa 3 OnncaHme KOMaHA,

(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.02 Job6asneHa komaHaa interface dyndns profile.

3.28.55 interface dyndns update

OnucaHwue O6HoBUTL BPyUYHYto IP-agpec ans DynDns. Mo ymonuaHuio komaHaa paboTaet
B COOTBETCTBMMW C MOAUTMKOM NocTaBLymka ycayr DynDns, KOTopblii He
rnossonseT 06HoBAATL IP cnvkom YacTo. KntoyeBoe cnoBo force nossonseT

06HOBUTL IP B 06X0A4 MOAUTVKM MNOCTaBLLMKa YCAYT.
MNpejukc no Het
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-if)>  dyndns update [ force]
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
force KnueBoe He yunTbiBaTb peKOMEHA0BaHHYI YacToTy
C/10BO 06HOBNEHMSA.
Npumep (config-if)> dyndns update
VICTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.00 JobasneHa komaHaa interface dyndns update.

3.28.56 interface encryption anonymous-dh

OnucaHwue BkntounTts Anonymous DH ansa SSTP-cepepoB 6e3 ceptudukaTa.
KomaHga ¢ npedurkcom no oTkarovaetT Anonymous DH.

Mpedukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tvn uHTepderica SSTP

CuHoncunc I (config-if)>  encryption anonymous-dh
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I (config-if)> no encryption anonymous-dh

Mpumep (config-if)> encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.13 JobasneHa komaHgaa interface encryption
anonymous-dh.

3.28.57 interface encryption disable

OnucaHune OTKNOUNTb WndpoBaHme Ha 6ecnpoBogHOM NHTepdeiice.
Mpejukc no Het

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  encryption disable

Mpumep (config-if)> encryption disable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
wireless encryption disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface encryption disable.

3.28.58 interface encryption enable

OnucaHune BrntounTb WdpoBaHMe Ha 6ecnpoBogHOM MHTepdeiice. [To ymonyaHuio
ncnonb3yetcs wudposaHue WEP.

KomaHga c npedumkcom no otkaoyaeT wirdpoBaHve Ha 6ecnpoBOgHOM
nHTepderice.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica WiFi
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CuvHoncuc

Mpumep

UcTopuns nameHeHui

I (config-if)> encryption enable

I (config-if)> no encryption enable

(config-if)> encryption enable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0Q/AccessPoint0": »
wireless encryption enabled.

(config-if)> no encryption enable
Network::Interface: :Rtx::AccessPoint: "WifiMaster®/AccessPoint0": »
wireless encryption disabled.

Bepcus OnucaHve

2.00 JobasneHa koMmaHga interface encryption enable.

3.28.59 interface encryption key

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

HasHaunTtb Kntoum windpposaHuns WEP. B 3aBUCUMOCTI OT pas3psgHOCTY, KoY
MOXeT ObITb 3agaH 10 WwecTHaguaTepnyHbIMU Undpamm (5 cumeonamum ASCII)
— 40-6UTHbIN KNtoY, WEP — 40-6UTHBIN KN4, UK 26 LWeCTHaUuaTepUYHbIMU
umdpamum (13 cumBonamm ASCII) WEP Bcero moxeT 6bITb 3agaHo oT 1 fo 4
KAtouen wndpoBaHUS, N OANH U3 HUX AOSIXKEH BblTb Ha3Ha4YeH KAYOM Mo
YMOJIYaHWIO.

KomaHga c npedunkcom no yganseT Ktou.

Ja

Ja

Ja

WiFi

(config-if)>  encryption key <ids («values> [default] | default)

(config-if)> no encryption key <id>

AprymeHT 3HauyeHue OnucaHwue

id lenoe uucro |Homep kntouva. Bcero MoXHo 3a4ath A0
yeTbIpex Katye.

value Crpoka 3HaueHwue KaYa B BUAe
LIeCTHaALaTEPUYHOr0 YNCNa, COCTOSALLEro
13 10 nnv n3 26 umdp.

default KnouyeBoe YKa3blBaeT, UTO JaHHbIV KoY byaeT
C/10B0O 1CMNO0/Ib30BaH Mo YMOYaHUIO.
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Mpumep

UcTopuns nameHeHuii

(config-if)> encryption key 1 1231231234
Network: :Interface::Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »
set.

(config-if)> no encryption key 1
Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »
removed.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface encryption key.

3.28.60 interface encryption mppe

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb noasaepxky wndposaHua VMPPE.

KomaHga ¢ npedpurkcom no oTktovaeT wudposaHune MPPE.
Ja

Aa

Het

PPTP

I(conﬁ94ﬂ> encryption mppe

I (config-if)> no encryption mppe

(config-if)> encryption mppe
MPPE enabled.

(config-if)> no encryption mppe
MPPE disabled.

Bepcus OnucaHue

2.00 JobasneHa komaHAa interface encryption mppe.

3.28.61 interface encryption owe

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

BkntounTb anroputmel obecrneyeHms 6esonacHoct OWE Ha 6ecnpoBOgHOM
nHTepoerice. Mo yMon4aHMIO HaCTPOMKa OTKJTHOYEHaA.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxry OWE.
Aa
Ja

174

CnpaBoyHuK kKoMmaHa — Air (KN-1613)



naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

WifiMaster

I (config-if)>  encryption owe

I (config-if)> no encryption owe

(config-if)> encryption owe
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
OWE algorithms enabled.

(config-if)> no encryption owe
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
OWE algorithms disabled.

Bepcus

OnucaHune

3.00

Job6asneHa komaHaa interface encryption owe.

3.28.62 interface encryption tkip hold-down

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

AprymeHTsl

Mpumep

YcTaHOBUTbL 3HaueHKe "countermeasure” Tarimepa ans TKIP npn
OAHOBPEMEHHOM Mcnonb3oBaHum WPA n WPA2 anropntmoB 6€30MacHOCTU
Ha 6ecnpoBogHOM NHTepdeiice. [0 yMOAYAHNIO NCMOJIb3YeTCH 3HaYeHme

60.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Aa
Ja
Het

WiFi

(config-if)>

encryption tkip hold-down <hold-down>

(config-if)> no encryption tkip hold-down

AprymeHT

3HavyeHue

OnucaHue

hold-down

Llenoe uucno

3HauveHMe TaiMepa B cekyHAaX. MoxeT
MPUHVMAaTL 3HaYeHVs B AmanasoHe ot 0 4o
60. Ecnn ykasaHo 3HaueHue 0, To PyHKUMS
OTK/IHOYeHa.

(config-if)> encryption tkip hold-down 10
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
hold-down interval is 10 sec.
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(config-if)> no encryption tkip hold-down
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
hold-down interval is reset to default (60 sec.).

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
3.08 Job6asneHa komaHaa interface encryption tkip
hold-down.

3.28.63 interface encryption wpa

OnucaHwne BkntounTb anropmtMmel obecneveHmns 6esonacHoctu WPA Ha 6ecnpoBOgHOM
nHTepdeiice. becnpoBogHoO MHTepdeic MOXeT NoAAepPXMBaTb COBMECTHOE
ncnone3oBaHme WPA n WPA2Z, ogHako nogaep>ka WEP aBToMaTUUeCKn
OTK/It0YaEeTCA NPy BKAOYEHUN 1lo6oro n3 WPA.

KomaHga ¢ npedpurkcom no oTkatoyaeTt WPA.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica WiFi

CuHoncuc I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

Mpumep (config-if)> encryption wpa
WPA algorithms enabled.

WcTopuns nsmeHeHWit |Bepcua onucaHue

2.00 JobasneHa komaHaa interface encryption wpa.

3.28.64 interface encryption wpa2

OnucaHwne BkntounTb anroputmel obecneveHns 6esonacHoctun WPA2 (IEEE 802.11i, RSN)
Ha 6becnpoBoaHOM NHTepdelice. becnpoBoaHO MHTepdelic MoXeT pa3peLlaTb
coBmMmecTHoe ncrnonb3osaHue WPA n WPAZ, ogHako noaaepxka WEP
aBTOMAaTM4eCcKM OTK/IIOHaAeTCA NpU BKAKYEHUN N1H060ro 3 WPA.

KomaHga ¢ npedurkcom no oTknro4aeT WPAZ2.
Mpedukc no Ja

MeHsieT HacTpoiikn  [la
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHwnii

Het
WiFi
I(conﬁ94ﬂ> encryption wpa2
I(conﬁg-ﬁﬁ>noencryptionwpaz

(config-if)> encryption wpa2
WPA2 algorithms enabled.

Bepcus OnucaHve

2.00 JobasneHa komaHaa interface encryption wpa2.

3.28.65 interface encryption wpa3

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

Bknoumntb anropmtMbl obecneveHmns 6esonacHocT WPA3 Ha 6ecnpoBOAHOM
nHTepdeice. becnpoBoaHOM NHTepdENC MOXeT NoAAepXMBaTb COBMECTHOe
ncnonb3oBaHue WPA2 n WPA3. Tlo yMON4YaHMNIO HAaCTPOKa OTK/IOUeHa.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxky WPA3.

Ja

Ja

HeTt

WiFi

I (config-if)>  encryption wpa3

I (config-if)> no encryption wpa3

(config-if)> encryption wpa3

Network: :Interface: :Rtx: :AccessPoint:

WPA3 algorithms enabled.

(config-if)> no encryption wpa3

Network::Interface: :Rtx::AccessPoint:

WPA3 algorithms disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMaster®/AccessPoint0": »

Bepcus OnucaHue

3.00 JobasneHa komaHgaa interface encryption wpa3.
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3.28.66 interface encryption wpa3 suite-b

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb anroputmel obecnedeHns 6esonacHocTn WPA3 ans 3awmTel
KoHUAEHUMaNbHbIX AaHHbIX Suite-B B WPA Enterprise. [0 ymMon4aHuto
byHKUMS OTKAOYEHa.

Het

Ja

HeTt

WiFi

I (config-if)> encryptionwpa3 suite-b

(config-if)> encryption wpa3 suite-b
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »
WPA3 SuiteB enabled.

Bepcus OnucaHve
3.01 [JlobaBneHa komaHga interface encryption wpa3 suite-b.

3.28.67 interface flowcontrol

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

HacTtpolika ynpasneHus notokoM Ethernet Tx/Rx. Mo ymonyaHuo GyHKLUNS
BK/tOYeHa.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.
[Ja

Ja

Het

Ethernet

(config-if)>  flowcontrol on

(config-if)> no flowcontrol [send]

AprymeHT 3HayeHue OnucaHue

send Kno4yeBoe YnpaBneHvie NOTOKOM paboTaeT aCUHXPOHHO.
/1080

(config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.
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WcTopusa nsmeHeHum

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

Bepcus OnucaHue

2.08 JobaBneHa komaHaa interface flowcontrol.

3.28.68 interface follow

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

KonupoBaTb HacTpoliku Toukun goctyna ¢ WifiMaster0 (2,4 I'Tu) B TOUky
foctyna Ha WifiMaster ¢ nHaekcom 6onbuie Hyns (5 Ty 1 6onbLue).

Touka gocTtyna "nocnefoBaTtenb" aBToMaTUYeCcKm KonmpyeTt Bce MU3SMeHeHVs
HaCTPOeK C raBHOM TOUKM AOCTYNa.

Ecnun B HacTpolikm "nocnegoBatens” BHECTU M3MEHeEHWs, CBA3b C r1aBHOM
TOYKOI AOCTYyNa pa3pbiBaeTcs.

MpeaynpexaeHve: Toukm goctyna Ha WifiMasterO Bcerga ncnonb3yroTcs Kak
NCTOYHUK HacTpoeK. OHM He MOryT 6bITb
"nocnegoBarenamMmun’.

Het

Ja
HeTt

AccessPoint

(config-if)>  follow<access-point»

AprymeHT 3HauyeHue OnuncaHwue

access-point |UHTepgesic Vmsa nHtepdeiica AccessPoint Ha
WifiMaster0 2,4Tu. Bbl MOXeTe yBUAETb

CMNCOK JOCTYMHbIX MHTepdencoB npu
nomoLy komaHabl follow [Tab].

(config-if)> follow WifiMaster0/AccessPoint0
Network: :Interface: :AccessPoint: "WifiMasterl/AccessPoint0": set »
to follow WifiMaster0/AccessPoint0.

Bepcus OnucaHue

3.07 Job6aBneHa komaHaa interface follow.
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3.28.69 interface ft enable

OnuncaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

BrntounTb nogaep>xky FT ana Toukm goctyna (FT Over the Air, OTA) B pamkax
ctaHaapTa IEEE 802.11r. o ymon4aHuio napaMeTp OTK/IHOYEH.

Ana npaBuabHON paboTbl FT Mexay Toukamu goctyna 2,4 1 5 My Heobxogmmo

BbIMONIHNTbL CeAyrome ycnosua:

* BKJ/IHOYeHbl 06e Touku goctyna 2,4 Mun 5 My,

* Y HUX ognHakoBble SSID

* OHN UMEKT OAMNHAKOBbIE MapaMeTpPbl 6e3onacHocTK (Tun LLII/Iq)pOBaHI/IFI —

WPA2 nnun 6e3 napons, naponb, N T. 4.).

KomaHgaa ¢ npedurkcom no yaansiet HacTporiky.

Ja

Aa

Het

AccessPoint

I (config-if)>  ft enable

I (config-if)> no ft enable

(config-if)> ft enable

Network: :Interface: :Rtx: :AccessPoint:

fast transition enabled.

(config-if)> no ft enable

Network::Interface: :Rtx::AccessPoint:

fast transition disabled.

"WifiMaster@/AccessPoint0": »

"WifiMasterQ@/AccessPoint0": »

Bepcus OnucaHue

2.13 [obaBneHa koMmaHa interface ft enable.

3.28.70 interface ft mdid

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOj,

YctaHoBuTb naeHTumkatop Mobility Domain ans FT. Mo ymon4vaHuto

ncnonb3lyeTca 3HayveHme KN.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Aa
Ja

Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

AccessPoint

(config-if)>  ft mdid wndid>

(config-if)> no ft mdid

AprymeHT 3HauyeHue OnuncaHwue

mdid CTpoka 3HaueHwue ngeHTndrkatopa Mobility Domain.
Coctont 13 2 cumeonos ASCIL

(config-if)> ft mdid 1F
Network: :Interface: :Rtx: :AccessPoint:
fast transition MDID set to "1F".

(config-if)> no ft mdid
Network::Interface: :Rtx::AccessPoint:

"WifiMaster@/AccessPoint0": »

"WifiMasterQ@/AccessPoint0": »

fast transition MDID reset to default.

Bepcus OnucaHue

2.13 JobaeneHa komaHga interface ft mdid.

3.28.71 interface ft otd

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

BkntounTb noasaepxky FT Over-the-DS (Distribution System) B pamkax
ctaHgapta IEEE 802.11r. 3TOT TMN FT UCNONb3yeTCa A1 POYMUHra B
yCTapeBLUMX aBOHEHTCKMX YCTPOMCTBAX, Hanpumep, B TenedoHe iPhone 4s.

Mo yMo/lYaHMIO MapaMeTp OTK/IHOUEH.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiky.

Aa
Ja
Het

AccessPoint

I (config-if)> ftotd

I (config-if)> no ft otd

(config-if)> ft otd
Network: :Interface: :Rtx::AccessPoint:
fast transition OTD enabled.

(config-if)> no ft otd
Network: :Interface: :Rtx: :AccessPoint:
fast transition OTD disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMaster0@/AccessPoint0": »
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.13 JobaeneHa komaHzaa interface ft otd.

3.28.72 interface hide-ssid

OnucaHwue BktounTb pexkmm ckpbiTvs SSID. Mpy cNonb30BaHUM 3TOM GYHKLMK, TOUKa
A0CTYyNa He oTObpaXaeTcsa B CncKe AOCTYMNHbIX 6ecnpoBOAHbIX ceTel. Ho
eCNu No/b30BaTeNto N3BECTHO O CYLLLeCTBOBAHMN 3TON CeTN U OH 3HaeT ee
SSID, TO CMOXeT NOAKNHOUYNTLCA K 3TOM ceTu. 10 yMONYaHNIo pexmm
OTK/IHOYEH.

KomaHga ¢ npedrnKcom no OTKA0YAET 3TOT PEXUM.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Access Point

CuHoncuc I (config-if)>  hide-ssid

I (config-if)> no hide-ssid

Mpumep (config-if)> hide-ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID broadcasting disabled.

(config-if)> no hide-ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
SSID broadcasting enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 [Job6aeneHa komaHaa interface hide-ssid.

3.28.73 interface iapp auto

OnucaHue CreHepupoBaTb koY JAPP B aBTOMaTU4YeCKOM pexunme. s Toro, Ytobbl
Ha3HauUTb K04 BPYYHYIO, UCMONb3YyNTe KoMmaHgy interface iapp key.

MNpejukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Bridge
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I (config-if)>  iapp auto

(config-if)> iapp auto
Network: :Interface: :Rtx::Iapp: Bridge® autoconfigured.

Bepcus OnucaHve

3.03 JobasneHa komaHaa interface iapp auto.

3.28.74 interface iapp key

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb KKOY MOBUIBHOTO AOoMeHa IAPP ans ycneLwwHoM CMHXPOHM3aLumn
MeXxay ToukamMm A0CTyna, rae BkatoueH FT (komaHaa interface ft enable).
Toukm focTyna fOMKHbI NpuHagnexaTb ogHon IP-nogcetn. Mo ymonyaHumio
KJIlOY He Ha3Hau4eH.

KomaHza ¢ npedrKCOM No yaanseT K.

Ja

Ja

Het

Bridge

(config-if)>  iapp key <key>

(config-if)> no iapp key

AprymeHT 3HauyeHue OnucaHwue

key CTpoka 3HauyeHwue kntoYa IAPP. MakcManbHasa An1vHa
Kn4Ya — 64 cumBona.

(config-if)> iapp key 11223344556677
Network::Interface: :Rtx::Iapp: Bridge0® key applied.

(config-if)> no iapp key
Network::Interface: :Rtx::Iapp: Bridge® key cleared.

Bepcusa OnucaHve

2.13 Jlo6aBneHa komaHaa interface iapp key.

3.28.75 interface idle-timeout

OnucaHwne

YCTaHOBUTb MHTEPBas OTKNOYEHWS KveHTa STA OT TOUKM AOCTyna no
TallMayTy HeaKTUBHOCTM. [10 yMONYaHWIO UCNONb3YyeTCs 3HaYeHne 600.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomMaHgza ¢ npeprKCOM NO OTK/IKOUAET HACTPOWKY.
Ja

Aa

HeTt

WiFiMaster

(config-if)>  idle-timeout <idle-timeout>

(config-if)> no idle-timeout

AprymeHT 3HayeHue | OnucaHue
idle-timeout |Yesoe 3HaueHVe TalimM-ayTa B cekyHgax. MoxeT
uncio NPVHKMAaTbL 3Ha4YeHWs B npejenax ot 60 Ao
2147483646.

(config-if)> idle-timeout 500
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
value is 500 sec.

(config-if)> no idle-timeout
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
disabled.

Bepcus OnucaHue

3.06 JobaBneHa komaHaa interface idle-timeout.

3.28.76 interface igmp downstream

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKM
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

BkntounTb pexuim paboTel IGMP Ha nHTepdeiice No HaNpPaBIEHUIO K
noTpebuTensmM rpynnoBo paccbikv. Ha ycTponcTee fokHa 6bITh 3anyLueHa
cyxba service igmp-proxy. JonyckaeTcs Haan4vme HeCKONbKNX MHTepdelicos
downstream.

KomaHgaa ¢ npedrKcoOM no oTMeHsieT AeiCTBMEe KOMaHAbI.
Ja

Ja

Het

IP

I (config-if)>  igmp downstream
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I (config-if)> no igmp downstream

Mpumep (config-if)> igmp downstream

(config-if)> no igmp downstream

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa interface igmp downstream.

3.28.77 interface igmp fork

OnucaHwue BkntounTb aybnnpoBaHme NcxoaaLmx naketoB /GMP upstream B 3ajaHHbIN
nHTepderic. JonyckaeTca Haanyme ToabKo ogHoro nHTepderica fork.

KomaHga ¢ npednkcom no oTMeHseT feiCTBUE KOMaHAbI.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-ify>  igmp fork

I (config-if)> no igmp fork

Mpumep (config-if)> igmp fork

(config-if)> no igmp fork

MCTOPMH N3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Job6aBneHa komaHaa interface igmp fork.

3.28.78 interface igmp upstream

OnucaHwue BkntounTb pexuim paboTbl IGMP Ha nHTepdeiice No HanpaBAeHUIO K
MCTOYHMKY FPYNNOBOI paccblIkn. Ha ycTponcTBe fo/KHa 6bITh 3anyLyeHa
cnyxba service igmp-proxy. /lonyckaeTca Haanune TobKo OAHOro
nHTepderica upstream.

KOMaHAa C I'Ipe(])I/IKCOM Nno OTMeHdeT AeIZCTBMG KOMaH/Abl.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

IP

I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

(config-if)> igmp upstream

(config-if)> no igmp upstream

Bepcus

OnucaHune

2.00

Job6asneHa komaHgaa interface igmp upstream.

3.28.79 interface include

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

Yka3atb Ethernet-nHtepderiic, KoTopbii byaeT fob6aBeH B MPOrpaMMHbIiA
MOCT B KayecTBe rnopra.

KomaHga ¢ npedurkcom no yaanset nHtepderic s mocTa.

Ja
Ja
Ja
Bridge

(config-if)>

include <interfaces

(config-if)> no include <interface»

AprymeHT

3HavyeHue

OnucaHue

interface

UHTeppeic

Vmsa nnn ncesgoHuM Ethernet nHtepdeiica,
KOTOPbIN AOKEH 6bITb BKAKOYEH B MOCT.

(config-if)> include ISP

Network::Interface::Bridge: "Bridge0": ISP included.

(config-if)> no include

Network: :Interface::Bridge: "Bridge0@": removed ISP.

Bepcus

OnucaHue

2.00

JobaeneHa komaHza interface include.
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3.28.80 interface inherit

OnucaHwne YkaszaTb Ethernet-uHtepdelic, koTopblin byaeT AobaBneH B NpOorpaMmMHbIi
MOCT B KayecTBe nopTta. B otanume ot komaHapl include, komaHaa inherit
nepeAaeT MOCTY HEKOTOpPble HacTPOIikn fobaBnsemMoro nHTepderica, Takme
kak IP-agpec, macky n IP-nceBgoHMMBI. Mpun yaaneHun nnb6o camoro MocTa,
nnbo nHtepdeiica N3 MOCTa, 3T HACTPOIKU, AaXKe eCIN OHW BbLIV M3SMEHEHbI,
6yAyT CKONMpPOBaHbl 06PaTHO Ha 0CBOBOAMBLUNICA MHTepdeliC.

KomaHga nossonseT fob6aBUTb B MOCT MHTepdeiic, Yepes KOTOopbI
OCyLLeCTBNSIETCS ypaBneHue yCTPONCTBOM, U He NOTepsiThb ynpasBfeHue.

KomaHga c npedumkcom no yaanseT nHtepdeinc ns Mocra, Bo3Bpallaer
NHTepdency HaCcTPOIKK, yHac/ieoBaHHbIe paHee MOCTOM, 1 cbpacbiBaeT 3Tn
HaCTPOMKM y MOCTa.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTHbIl/i BBog, /[la

Tun nHTepdeiica Bridge

CnHoncumc (config-ify>  inherit <interface

(config-if)> no inherit <interface»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interface UHTeppeic Nms nnm ncesgoHum Ethernet nHtepodeiica,
KOTOPbI AONXKEH 6bITb BKIKOYEH B MOCT.

Npumep (config-if)> inherit GigabitEthernet0/Vlan3
Network::Interface::Bridge: "Bridgel": GigabitEthernet@/Vlan3 »
inherited in Bridgel.

(config-if)> no inherit
Network::Interface::Bridge: "Bridgel": inherit removed.

VICTOleﬂ I/I3MEHeHI/II7I Bepcwﬂ OonvcaHue

2.00 JobaBneHa komaHaa interface inherit.

3.28.81 interface ip access-group

OnucaHue MpurBA3aTb MMEHOBaHHbIM CNUCOK NpaBun dpunbTpaunm (ACL, cm. access-list)
K nHTepelicy. NapameTp in nam out ykasbiBaeT HanpaeneHve Tpadurka Ans

KOTOporo byaeT npumeHaTbea ACL. K ogHOMY nHTepdericy MoXeT 6bITb
npmBs3aHo Heckonbko ACL.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

KomaHga c npedumkcom no otkntoyvaeT ACL Ans ykaszaHHOro nHTepdeiica n
HanpasfieHWsa Tpaduika.

Ja
Aa
[Ja
IP
(config-if)> ip access-group acls>«direction

(config-if)> no ip access-group «acls> «direction

AprymeHT 3HauyeHue OnucaHue

acl Ctpoka Cnncok npasun ¢uabTpaumy,
npejBapuTeibHO CO3aHHbIN C MOMOLLbIO
KomaHapbl access-list.

direction in MpUMeHUTb GUNbTPALMIO K BXOAALLIM
naketam.
out MpyMeHNTb PUABTPAaLMIO K NCXOAALLVM
nakeTam.

(config-if)> ip access-group BLOCK in
Network: :Acl: Input "BLOCK" access list added to "CdcEthernetl".

(config-if)> ip access-group BLOCK out
Network: :Acl: Output "BLOCK" access list added to "CdcEthernetl".

(config-if)> no ip access-group BLOCK in
Network::Acl: "BLOCK" access group deleted from "CdcEthernetl".

(config-if)> no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".

Bepcus OnucaHve

2.00 Jlo6aBneHa koMmaHga interface ip access-group.

3.28.82 interface ip address

OnucaHwne

Mpedukc no

N3meHnTb IP-agpec n macky ceTeBoro nHTepdeiica. Ecnm Ha nHtepdelice
3anylieHa cnyxba aBToMaTNYeCKOn HacTPOMKKM aapeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
afpec MoXeT 6bITb Nepe3anucaH.

KomaHga c npedumkcom no cbpacbiBaeT agpec Ha 0.0.0. 0.

Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

IP

(config-if)>  ip address <address> amask>

(config-if)> no ip address

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec Appec ceTeBoro nHTepodeiica.

mask IP-macka Macka ceteBoro nHTepdeiica. Ectb aBa
cnocoba BBOAA MacKn: B KAHOHNYECKOM BUe
(Hanpumep, 255.255.255.0) v B BUAe
61TOBOI ANVHBI Npedukca (Hanpumep, /24).

OpHo 1 TO Xe 3HayeHVe agpeca ceTu, coctosallero s IP-agpeca n macku,
MOXHO BBECTU ABYMS CMOCOBaMM: yKa3aTb MacKy B KAHOHUYECKOM BUAe UK
3ajaTb 6UTOBYIO ANHY NpedurKca.

(config)> ip address 192.168.9.1/24
Network::Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.

Bepcus OnucaHue

2.00 JobasneHa komaHgaa interface ip address.

3.28.83 interface ip address dhcp

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

3anyctute DHCP-kAneHT Ana aBToMaTMYeCckom HacTPOKN ceTeBblX
napameTpos: IP-agpeca v mackn nHtepdeiica, cepsepos DNS 1 wito3a no
YMOJIHaHUIO.

KomaHga ¢ npedurkcom no octaHaBnmBaeT cnyxby DHCP-knneHTa, yaanset
AVHaMUYeCK HaCTpoeHHble NapaMeTpbl 1 BO3BpalLlaeT rnpejbigyLime
HacTpolikun IP-agpeca n Macku.

Ja
Ja
Het

Ethernet

I (config-if)>  ip address dhcp [ hostname <hostname> ]
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no ip address dhcp

AprymeHT 3HauyeHue OnucaHwue

hostname Ctpoka M5 xocTa, KoTopoe nepegaeTcs B none 12-oi
onuun DHCP. 3To nmsa He oba3aTeNbHO
AOMKHO 6bITb TAKUM Xe, Kak UMS XOCTa,
BBe/leHHOoe B npovecce rnobansHomn

HaCTPOMKMN.

(config-if)> ip address dhcp hostname QWERTY2
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp
Dhcp::Client: Stopped DHCP client on ISP.

Bepcus OnucaHve
2.00 JobasneHa KkomaHaa interface ip address dhcp.

3.28.84 interface ip adjust-ttl recv

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

N3meHnTb NnapameTp TTL Ans Bcex BXOAALLMX NakeToB Ha nHTepodelice.
KomaHga ¢ npedrkcomM No oTMeHSAeT HaCTPOIKY.

Ja

Ja

Het

IP

(config-if)> ip adjust-ttl recvrecv

(config-if)> no ip adjust-ttl recv

AprymeHT 3HauyeHue OnuncaHwue

recv Llenoe uucno |BennymHa nameHeHumsa TTL. MoxeT
NPUHNMAaTb 3Ha4YeHWNs B Npegenax ot 1 go

255 BKNHOUUTENBHO.

(config-if)> dip adjust-ttl recv 1
Network::Interface::Ip: "CdcEthernet0": incoming TTL set to 1.

(config-if)> no ip adjust-ttl recv
Network::Interface::Ip: "CdcEthernet0": incoming TTL settings »
removed.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie
3.07 Jlo6aBneHa komaHga interface ip adjust-ttl recv.
MpegblayLiee HasBaHWe KOMaHAbI interface ip adjust-ttl.

3.28.85 interface ip adjust-ttl send

OnucaHue N3mMeHUTb napameTp TTL Ana BCex MCXOAALLMX NaKeTOB Ha nHTepdelrice.
KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica IP

CuHoncue (config-if)>  ip adjust-ttl send «<send>

(config-if)> no ip adjust-ttl send

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue

send llenoe uucno |BennumHa nameHeHumsa TTL. MoxeT
NpUHMMaTL 3HayYeHnsa B npejenax ot 1 4o
255 BKNHOUUTENBHO.

Mpumep (config-if)> ip adjust-ttl send 65
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

(config-if)> no ip adjust-ttl send
Network::Interface::Ip: "CdcEthernetl": outgoing TTL settings »

removed.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.09 Job6asneHa komaHaa interface ip adjust-ttl send.

3.28.86 interface ip alias

OnucaHune YCcTaHOBUTb AOMONHUTENbHBIV IP-agpec 1 Macky ceTeBOro nHTepderica
(nceBgOHUM).

KomaHpaa c npedurkcom no copacbiBaeT yKaszaHHbIN NCeBAOHM Ha 0.0.0.0,
TeM cambIM yaanas ero. Ecim BbINoNHUTE KOMaHAy 6e3 aprymeHTa, To Becb
CNUCOK NCEeBAOHNMOB ByAeT OUNLLEH.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

IP, Ethernet

(config-if)>  ip alias address> anask»

(config-if)> no ip alias [ «address> anask> ]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec JononHnTenbHbIN agpec ceTeBoro
nHTepoderica.
mask IP-macka JononHntenbHas Macka ceTeBoro

nHTepdeiica. Ectb ABa cnocoba BBOAA MaCKM:
B KAHOHWNYECKOM BUje (Hanpumep,
255.255.255.0u1 B BUAe 6UTOBOW ANHbI
npedukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24
Network::Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 reset »
to 0.0.0.0/0.

(config-if)> no ip alias
Network: :Interface::Ip: "WifiMasterl/WifiStation@": all aliases »
removed.

Bepcus OnucaHue

2.00 Job6asneHa KkomaHga interface ip alias.

3.28.87 interface ip dhcp client broadcast

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTpPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

YcTaHoBUTL 6UT broadcast B coobuieHmsax DHCP Discover, yka3biBatoLLuii
Ha Ccrnocob oTnpaBKy oTBeTa 06paTHO KIMeHTY. Mo ymonyaHuio napameTp
OTKJIFOYEH.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Hert

Ethernet
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-if)>  ip dhcp client broadcast

I (config-if)> no ip dhcp client broadcast

(config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.

Bepcus OnucaHve

2.15 JobaeneHa komaHga interface ip dhcp client broadcast.

3.28.88 interface ip dhcp client class-id

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YKa3aTb Npon3BOAUTENS YCTPOMCTBA, Ha KOTOPOM paboTtaeT DHCP-KNMeHT
(onuwusa dhcp 60).

KomaHgaa ¢ npedprKcoM no yaanset HacTPOKY.
Ja

Ja

Het

Ethernet

(config-if)>  ip dhcp client class-id «class>

(config-if)> no ip dhcp client class-id

AprymeHT 3HauyeHue OnuncaHwue

class-id CTpoka Ha3BaHwve nponsBoAnTens ycTporicTea,
3aKJIlO4eHHOe B BOliHbIe KaBblYKN.

(config-if)> ip dhcp client class-id "Air"
Dhcp::Client: ISP DHCP client vendor class is set to "Air".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

Bepcus OnucaHue

2.02 Job6asneHa komaHga interface ip dhcp client class-id.
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naBa 3 OnncaHme KoMaHp,

3.28.89 interface ip dhcp client debug

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BKAIOUNTL OTNAA0UHbIN peXVM. B 0TNIaZ0UHOM peXXMe B CUCTEMHbIN XXypHan
BbIBOAUTCA Noapo6bHasa nHdopmaumsa o pabote DHCP-knneHTa.

KomaHga ¢ npedrKCOM No OTKAKOYaEeT OTAAL0UHBIA PEXNM.
Ja

Ja

Het

Ethernet

I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.

(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

Bepcus OnucaHve
2.01 Jlo6aBneHa komaHga interface ip dhcp client debug.

3.28.90 interface ip dhcp client displace

OnucaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

BbITeCHUTb cTaTnuecknin agpec nHTepderica what B cnyyae eciv oH
KOH}NVKTYeT ¢ agpecoM, nonyyeHHbIM DHCP-k1eHTOM OCHOBHOIO
nHTepderica.

[JaHHasA KoMaHAa BbIMOMHAETCA aBTOMATNYeCcky Npu nogkntoyeHnn USB
Ethernet aganTepa. lNocne 3T0ro NPONCXoANT COXpaHeHne KoH$Urypaumm n
nepesarpyska ycTponcTaa.

KomaHaa ¢ npepunKCcom no oTMeHseT BbITECHEHME 419 YKa3aHHOro
nHTepoderica.

Aa
Ja
Ja

Ethernet

I (config-if)>  ip dhcp client displace whats[ check-session ]
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naBa 3 OnncaHme KOMaHA,

(config-if)> no ip dhcp client displace whats [ check-session ]

AprymeHTbI AprymeHT 3HaueHue OnwucaHue
what NHTepgeiic MMs nnm nceBAOHUM NHTepdeiica, yei
CTaTU4ecKnin agpec byaeT BbITeCHEH.
check-session|Knwyesoe Mpw Hann4ynm akTneHom cecnmn SCGI, He
C/1080 paspeLuaTb nepesarpysky 1 CMeHy

ceTeBOro agpeca poytepa. o ymonyaHuio
KomaHga gobaensetcaBdefault-config.

Npumep (config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

WcTopus nsmeHeHum Bepcus onuvcaHve
2.03 Job6asneHa koMmaHga interface ip dhcp client displace.
2.15 [JobasneH aprymeHT check-session.

3.28.91 interface ip dhcp client dns-routes

OnucaHune BraounTb aBTOMaTryeckoe JobasneHme XocT-MapLupyTos 4o DNS-cepsepos,
nonyyeHHbIx oT DHCP-cepBepa. o yMon4yaHuo HaCcTPOika BKAKOYEHa.

KomaHaa ¢ npeprKcom no oTKNtoYaeT HaCTPONKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

Mpumep (config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.
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naBa 3 OnncaHme KoMaHp,

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.00 Job6asneHa komaHgaa interface ip dhcp client
dns-routes.

3.28.92 interface ip dhcp client fallback

OonuncaHmne YCTaHOBUTb 3ajaHHbIVi NONb30BaTeNeM CTaTuyecknii agpec B ciyvae
BO3HMKHOBeHMS owmnbok npu pabote DHCP.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCcTPOIAKy, 1 yCTaHaBVBaeT agpec
0.0.0.0..

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Ethernet

Cunoncnc (config-if)>  ip dhcp client fallback <type>

(config-if)> no ip dhcp client fallback

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
type CTpoka Tun IP-agpeca. B HacTosiLee BpeMs
peannsoBaH TONIbKO OAMH TN — static.

NMpumep (config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 [Jlo6aBneHa komaHga interface ip dhcp client fallback.

3.28.93 interface ip dhcp client hosthame
OnucaHue Ha3HauunTb UM$A XoCTa, KoTopoe oTnpasnseTcd B DHCP-3anpoce.
KomaHga ¢ npedurkcom no Bo3BpaLlaeT XoCTy MIMs MO YMOAYAHUIO.

MNpejukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc (config-if)>  ip dhcp client hostname <hostname>

(config-if)> no ip dhcp client hostname

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
hostname CTpoka VIMsi XOCTa ANsi Ha3HaYeHWs.
Mpumep (config-if)> ip dhcp client hostname MYHOME

Dhcp::Client: ISP DHCP client hostname is set to MYHOME.

(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 JlobaBneHa komaHaa interface ip dhcp client hostname.

3.28.94 interface ip dhcp client name-servers

OnucaHune VMicnonb3oBatbk agpeca cepsepoB DNS, nonydeHHble no DHCP. Mo ymondaHuio
3Ta $yHKLMSA BKAOYEHA.

KomaHga c npedurkcomM no 3anpeLlaeT UcnonbL3oBaTh agpeca DNS-cepeepos,
nosiydeHHble rno DHCP.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Ethernet

CuHoncue I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

Mpumep (config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHga interface ip dhcp client
name-servers.

3.28.95 interface ip dhcp client release

OnucaHwue DHCP-knueHT ocBoboXxAaaeT apeHay IP-agpeca n yxoanT B CASALLNA pexXmMm.
ELle ogHO BbINOAHEHME 3TOW KOMaHAbl nepeBoanT DHCP-knreHT B pexunm
aBToMaTtumyeckoro nosydyeHuns IP-agpeca.

MNpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client release

Npumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHgaa interface ip dhcp client release.

3.28.96 interface ip dhcp client renew

OnucaHue DHCP-knueHT ocBoboXxaaeT apeHay IP-agpeca n nepexoanT B pexunm
NnoJly4yeHns HOBOrO.

MNpejukc no Het
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client renew

Mpumep (config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jlo6aBneHa komaHga interface ip dhcp client renew.
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naBa 3 OnncaHme KOMaHA,

3.28.97 interface ip dhcp client routes

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb nonyyeHre MapLUpyToB OoT npoBaligepa (onuum dhep 33, 121,
242). Mo ymon4aHuto BKAOYeHO. B HacTpoiikax oTobpaXkaeTcs TONbKO C
npedurkcom no.

KomaHga ¢ npedprKcoM no OTK/I0UaEeT HaCTPOWKY.
Ja

Ja

Het

Ethernet

I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes

(config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.

Bepcus OnucaHve

2.05 [Jlo6aBneHa komaHga interface ip dhcp client routes.

3.28.98 interface ip flow

OnucaHwmne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Bknrountb ceHcop NetFlow Ha 3agaHHOM MHTepdelice. 1o ymon4aHuMio 3ToT
napameTp OTK/HOYEH.

KomaHga c npedurkcom no otktouaeT ceHcop NetFlow.
Ja

Ja

Het

IP

(config-if)> ip flow«directiom

(config-if)> no ip flow

AprymeHT 3HayeHue OnucaHue

direction ingress C6op BxogsLero Tpaduka.
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue

egress C6op ncxogsuiero Tpaduka.

both Cbop u BxoAsLLero, N ncxogsulero tpaduka.

Mpumep

(config-if)> ip flow ingress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.

(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "both" direction.

WcTopus nsmeHeHum

Bepcus OnucaHue

2.1 Job6asneHa koMmaHgaa interface ip flow.

3.28.99 interfa

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

ce ip global

YcTaHoBUTL Anst HTepdelica cBoiicTBO «global» c napameTpoM. 3To CBONCTBO
Heo6X0AMMO ANS YCTaHOBKW MapLUpyTa No yMON4aHuto, paboTsbl
DynDNS-knveHTa 1 NAT. MoxHo npeactaBnsath global-nHtepdeicel, kak
BeAyLLMe B rnobanbHyto ceTb (B UHTEPHET).

MapameTp cBoicTBa «global» BnnseT Ha npuopuTeT HTepdeiica B Npase
YCTaHOBUTb MapLUPYT MO yMONYaHWio0. Yem npropuTeT 6onbLue, Tem
XenartesnbHee 419 NO/Ib30BaTENS BbIXOA B IN106a1bHYH CeTb Yepes yKa3aHHbIN
nHTepdeic. C NOMOLLIbIO NpropuTeTa peannsyeTcs GyHKLMSA pe3epBrpOoBaHnS
noakntoveHus B HTepHeT (WAN backup) «global».

Mo yMoAYaHMIO HaCcTpOoKa OTKOYeHa.
KomaHgaa ¢ npedurkcom no yaanseTt CBONCTBO.
Aa

Ja

Het

IP

I (config-if)> ip global (xpriority> | order <order> | auto)

I (config-if)> no ip global
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
priority Uenoe uucno |MpuoputeT nHtepdeiica Npu yctaHoBKe
MapLUpyTa no ymon4daHuto. Moxet
NPVHMMaTb 3HaYeHns B npegenax oT 1 go
65534.
order UYenoe uncno |OTHOCUTENbHbIA MPUOPUTET MEXAY
nHTepdencamm. MoxeT MpMHMMaTb 3HaYeHNA
B npejenax ot 0 Ao 65534, HO He 6onee, yuem
KONNYECTBO rnobanbHbIX MHTEPHENCOoB.
auto Knyesoe ABTOMaTM4YeCcKoe BblYMC/IeHe NpuopuTeTa
C/10B0 nHTepdelica. IHTepdeiic pacnonaraetcs
61Ke K KOHLY CNXCKa, HO Bblille nopsaaka X.
Mpumep (config-if)> ip global 10
Network: :Interface::IP: "L2TPO": global priority is 10.
(config-if)> ip global order 0
Network::Interface::IP: "L2TPO": order is 1.
(config-if)> ip global auto

Network: :Interface: :IP:

(config-if)> no ip glob
Network: :Interface: :IP:

Global priority recalculated.

al
"L2TPO": global priority cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onvcaHue
2.00 JlobaBneHa komaHaa interface ip global.
2.09 JobasneHbl aprymeHThbl order 1 auto.

3.28.100 interface ip mru

OnuncaHune

YcTaHoBUTbL 3HayveHune MRU,

KoTopoe byaeT nepesaHo yAaneHHoMY y3/1y npu

yCTaHOBNeHUU coeanHeHnsa PPP (IPCP). o ymonyaHUo UCnosib3yeTcs

3HayeHue 1460.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Mpe¢ukc no Ja
Ja

MHorokpaTtHbiiA BBog, Het

MeHsieT HacTpoAKK

Tun nHTepdeiica PPP

CuHoncuc I (config-ify>  ip mru mruw

I (config-if)> no ip mru
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

mru Llenoe uucno |3HayveHme MRU.

Mpumep

(config-if)> ip mru 1492
Network::Interface::Ppp: "PPPoEQ": MRU saved.

(config-if)> no ip mru
Network: :Interface::Ppp: "PPPoEO": MRU reset to default.

WcTopus nsmeHeHwnii

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip mru.

3.28.101 interface ip mtu

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHuim

YcTaHOBUTbL 3HaveHve MTU Ha ceTeBOM NHTepdeiice. MNpu ycTaHOBAEHNN
coefiMHeHWs No npoTokony PPP (IPCP), yaaneHHOMY y31y 6yAyT OTAPaBAsaTLCA
nakeTbl ykazaHHOro pasmepa MTU, aaxe ecnu Tot 3anpocun MTU MeHbLUero
3HaveHus.

KomaHga ¢ npedprikcomM no copackiBaeT 3HaueHue MTU Ha To, KoTopoe 6b110
40 nepBoro npuMeHeHMAa KoMaHabl.

Ja
Aa
HeTt

IP

(config-if)>  ip mtu mtw

(config-if)> no ip mtu

AprymeHT 3HauyeHue OnucaHwue

mtu lenoe 4ucno |3HauveHwe MTU. MOXeT NPUHUMAaTb 3HaYeHNs
B npejgenax oT 64 Ao 65535 BkAoUMTENBHO.

(config-if)> ip mtu 1500
Network: :Interface::Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network::Interface::Base: "GigabitEthernetl": static MTU reset »
to default.

Bepcus OnucaHve

2.00 JobasneHa KomaHaa interface ip mtu.
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naBa 3 OnncaHme KOMaHA,

3.28.102 interface ip nat loopback

OnucaHue BkntounTb 0bpaTHyto TpaHcnsauuio agpecos (NAT loopback) ana otnpasku
JIOKaNnbHbIX 3anNpocoB J1oKalbHOMY cepBepy 13 VIHTepHeTa. [1o yMoi4aHuio
3TOT NapaMeTp BK/KOUeH 418 nHTepdericos JomallHel ceTu (YypoBHM
b6e3onacHocTu private un protected).

KomaHga c npedurkcom no oTknrovaet NAT loopback.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback

Mpumep (config-if)> ip nat loopback
Network: :StaticNat: NAT loopback is explicitly enabled on "Home".

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 Jlo6aBneHa komaHga ip nat loopback.

3.28.103 interface ip remote

OnucaHue YCTaHOBUTb CTaTUYeCcKni agpec yaaneHHoro ysna.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nHtepdeiica PPP

CrnHoncuc (config-if)>  ip remote address»

(config-if)> no ip remote

AprymeHTbI AprymeHT 3HaueHue OonucaHue

address IP-agpec Appec yaaneHHoro ysna.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> ip remote 192.168.2.19
Network::Interface::Ppp: "L2TPO": remote address saved.

(config-if)> no ip remote
Network::Interface::Ppp: "L2TPO": remote address erased.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip remote.

3.28.104 interface ip tcp adjust-mss

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

YCTaHOBUTbL OrpaHNYeHrie MakCMMasibHOro pasmepa cerMeHTa NCXoAsaLLmx
ceccmin TCP. Ecnm 3HaveHwme MSS, KOTopoe nepejaeTcs B NOJie 3arofioBka
SYN-nakeToB, npeBsblLLaeT 3ajaHHoe, KOMaHAa MeHsieT ero. KomaHga
npuMeHseTcs K UHTepdeincy n aelicTByeT Ha Bce ncxoasaiume TCP SYN-nakeThbl.

KomaHga ¢ npeprKcoOM Nno oTMeHsieT AeCTBME KOMaH/bI.
Ja

Aa

Het

IP

(config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

AprymeHT |3HauyeHue OnucaHue

pmtu KriwyeBoe c¢/1080|YCTaHOBUTL BEPXHIOO rpaHuLy MSS,
paBHYy0 MUHUManbLHOMY MTU Ha nyTn K
yAaneHHoMy y3ny.

mss Lenoe uucrno MSS BepxHAa rpaHuua.

(config-if)> ip tcp adjust-mss pmtu
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> ip tcp adjust-mss 1300
Network::Interface::Ip: "L2TP0": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip tcp adjust-mss.
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naBa 3 OnncaHme KOMaHA,

3.28.105 interface ipcp address

OnucaHwue Vicnonb3oBaTtb ajgpec yaaneHHoro yana.

KomaHza c npedurKcom no oTkNoHaeT GyHKLUIO.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica PPP

CuHoncuc I (config-if)>  ipcp address
I (config-if)> no ipcp address

Mpumep (config-if)> ipcp address

using address from remote peer

(config-if)> no ipcp address
not using address from remote peer

WcTopus nameHeHnit |Bepcus

OnucaHue

3.09

[JlobaBneHa komaHga interface ipcp address.

3.28.106 interface ipcp default-route

OnucaHwune Vicnonb3oBaTh ajpec yAaseHHOro y3na Kak LW/r3 No YMONYaHuIo.

KomaHgaa c npedurkcom no 3anpeLLaeT M3MeHeHMe LW3a Mo YMOTYaHMH.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica PPP

CuHoncuc I (config-if)>  ipcp default-route
I (config-if)> no ipcp default-route
Mpumep (config-if)> ipcp default-route

Using peer as a default gateway.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.00

Jo6aBneHa komaHga interface ipcp default-route.

3.28.107 interface ipcp dns-routes

OnucaHwne
BK/ItOUYEHaA.

Mcnonb3oBaTb MapLUpyThl Nofay4YeHHble no IPCP. 1o yMon4YaHUo HacTpoika

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica PPP

CuHoncuc

I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

Mpumep

(config-if)> ipcp dns-routes

DNS routes enabled

(config-if)> no ipcp dns-routes
DNS routes disabled

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.02

Job6asneHa komaHaa interface ipcp dns-routes.

3.28.108 interface ipcp name-servers

OnucaHune

Vcnonb3oBaTb agpeca cepsepoB DNS, nosyyeHHble no IPCP. Mo ymon4aHuio

HaCTpoWKa BK/OYEHa.

KomaHga ¢ npedrkcom no 3anpeLlaeT Cnoib30BaTh ajpeca cepsepoB DNS
nosiyyeHHble rno IPCP.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PPP

CuvHoncuc

I (config-if)>  ipcp name-servers
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naBa 3 OnncaHme KOMaHA,

I (config-if)> no ipcp name-servers

Mpumep (config-if)> ipcp name-servers
using remote name servers.

(config-if)> no ipcp name-servers
not using remote name servers.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa interface ipcp name-servers.

3.28.109 interface ipcp vj

OnucaHwue BknrounTb oxatme 3aronoskos TCP/IP meTogom BaH fko6coHa. Mo
YMONYaHMIO HAaCTPOKiKa OTK/IOUEHa.

KomaHga ¢ npedurkcom no oTkAoUaeT oxaTue.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica PPP

CnHoncunc (config-if)>  ipcp vj [cid]

(config-if)> no ipcp vj

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
cid Kroyesoe Brknrountb coxkatmne Connection ID B
c/10BO 3aro/ioBKax.
Mpumep (config-if)> ipcp vj cid

V] compression enabled.

(config-if)> no ipcp vj
V] compression disabled.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.03 Jlo6aBneHa komaHga interface ipcp vj.
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naBa 3 OnncaHme KoMaHp,

3.28.110 interface ipsec encryption-level

OnuncaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

3asaTb YpoBeHb LWdpoBaHUA Ans [Psec-COefNHEHWs], aBTOMATNYeCKM
CBSI3aHHOTO C TYHHesleM. 3HaueHue No ymonyaHmto — normal.

MoApo6HOe onMcaHme KaXza0ro YpoBHS MPUBOANTCS B [1pUIOXKEeHNN.

KomaHga ¢ npedprKcom no ycTaHaBAMBaeT ypoBeHb LWMGPOBAHNSA MO
YMOJTHaHUIO.

Ja
Aa
HeTt

Secure

(config-if)>

ipsec encryption-level <level»

(config-if)> no ipsec encryption-level

AprymeHT 3HauyeHue OnucaHwue
level weak Cnabbli ypoBeHb, BKAKOUEHbl anropuTmbl DES
n MD5.
normal CoBMeCTUMbII C 60NBLLUMHCTBOM CUCTEM

YypOBeHb, npunoputet otaaetca AES128 n
SHAT1.

normal-3des

CoBMeCTUMBIN C 60BLLUNHCTBOM CUCTEM
ypoBeHb, npuoputeT otaaetca 3DES n SHAT.

strong CaMmblil CUNbHBIN YPOBEHb, 0653aTelbHO
BKtOYeH PFS, npuoputeT otaaetca AES256 n
SHAT.

weak-pfs To e camoe, 4To 1 weak, HO AN BTOPOIA
da3bl BKAOYeH PFS group 1 m 2.

normal-pfs |To e camoe, 4TO U nhormal, HO A1 BTOPOWA

da3bl BKAOYeH PFS group 2 1 5.

normal-3des-pfs

To e camoe, Uto n normal-3des, HO AN
BTOPOW ¢a3bl BKAOYEH PFS group 5 1 14.

high

Habop coBpeMeHHbIX anropnuTMoB A/s
BHeLWHWX npoBangepos VPN cepBunCOB.

strong-aead

CaMblii CUNbHBIA YpOBeHb, MpUopuTeT
otaaetca AES256 n SHA1 c gobaBneHnem
anropmntmoB AEAD.

strong-aead-pfs

CaMblil CUNIbHBIV YpPOBeHb, 0ba3aTeNlbHO
BKJIHOYEH PFS, npuopuTeT otaaetcd AES256 n
SHA1 c gobaBneHnem anropnTmoBs AEAD.
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Mpumep (config-if)> ipsec encryption-level weak
Network::Interface::Secure: "Gre0": security level is set to »
"weak" .

(config-if)> no ipsec encryption-level
Network::Interface::Secure: "Gre0": security level was reset.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onucaHvie
2.08 JobaBneHa komaHaa interface ipsec encryption-level.
3.07 JlobaBneHbl HOBbIe YpoBHU WndposaHusa — high,
strong-aead u strong-aead-pfs.

3.28.111 interface ipsec force-encaps

OnucaHwue BkounTb noagepxxky NPUHYANTENbHOW NHKancynaumm ESP B UDP ans
KAVNEHTCKUX TYHHenen. Mo yMonyaHuio 3Ta yHKLMA OTKAOYEHa.

KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Secure

CuHoncuc I (config-if)>  ipsec force-encaps

I (config-if)> no ipsec force-encaps

Mpumep (config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
enabled.

(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »

disabled.
VICTOleﬂ M3MeHeHWiA Bepc”ﬂ onvcaHue
2.12 Job6asneHa komaHaa interface ipsec force-encaps.

3.28.112 interface ipsec ignore

OnucaHune OTKNOUNTE 06PabOoTKy BXOAALLMX IKE-NakeToB cyXbbl IPsec Ha HTepdelice.

KomaHza c nped1KcoM no OTMeHsIeT HaCTPOIKy.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

Secure

I(conﬁ94ﬂ> ipsec ignore

I(conﬁ94ﬂ>noipsecignore

(config-if)> ipsec ignore

IpSec::Manager: Interface "Gre0" added to IPsec ignore list.

(config-if)> no ipsec ignore

IpSec::Manager: Interface "Gre0" removed from IPsec ignore list.

Bepcus OnucaHve

2.10

[Jlo6aBneHa komaHga interface ipsec ignore.

3.28.113 interface ipsec ikev2

OnucaHwne

MNpejukc no
M3MeHUTb HacTpoiAKun
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

Bkntountb npotokon IKEV2 ansa IPsec-coejHeHUs, aBTOMaTUYeCKMN
CBA3aHHOrO C TyHHeneM. 1o ymon4aHuio ncrnonbsyetca npotokon IKEv1.

KomaHza c nped1rkcom no Bo3BpaLLaeT 3HaueHMe No YMONYAHUIO.

Ja
Ja
Het

Secure

I(conﬂg4ﬂ> ipsec ikev2

I(conﬂ94ﬂ>noipsecikev2

(config-if)> ipsec ikev2
Network: :Interface: :Secure:

(config-if)> no ipsec ikev2

Network: :Interface: :Secure:

IKEv2 is enabled.

IKEv2 is disabled, enable IKEvl.

Bepcus OnucaHue

2.10

Job6asneHa komaHgaa interface ipsec ikev2.
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naBa 3 OnncaHme KOMaHA,

3.28.114 interface ipsec nail-up

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

BknrounTb aBTOMaTN4YeCKMe N3MeHeHNs CeKpeTHbIX KaoYen ana TyHHEHEVI

L2TP/IPsec, EoIP/IPsec, Gre/IPsec, IPIP/IPsec. o ymon4daHuio napameTp

BKJ/TFOYEH.

KomaHza c nped1KcomM no oTKAoYaeT HaCTPOWAKY.

Ja
Ja
Het

Secure

I (config-if)>  ipsec nail-up

I (config-if)> no ipsec nail-up

(config-if)> ipsec nail-up

Network::Interface::Secure: SA renegotiation enabled.

(config-if)> no ipsec nail-up
Network: :Interface::Secure: SA renegotiation disabled.

WcTopus nameHeHnit |Bepcus

OnucaHue

2.12

Jlo6baBneHa komaHga interface ipsec nail-up.

3.28.115 interface ipsec name-servers

OnucaHwue Mcnonb3oBatk agpeca cepsepos DNS, nosnyyeHHsble yepes IKEv1 vnun IKEv2
IPsec-cepBep. N0 yMOn4YaHMIO PyHKLMA BKIHOYEHaA.

KomaHga c npedurkcom no 3anpeLaeT ncnosb3oBaTb agpeca DNS,
nony4veHHble Yepes IKEv1 nnn IKEv2 IPsec-cepsep.

MNpejukc no

MeHsieT HacTpoikmn

Ja
Ja

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica

CviHoncmc

Secure

I (config-if)>  ipsec name-servers

I (config-if)> no ipsec name-servers
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> ipsec name-servers
IpSec::Interface::Ike: "IKEQ": automatic name servers via IKE »
Configuration Payload are enabled.

(config-if)> no ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are disabled.

Bepcus OnucaHve

3.06 Jlo6aBneHa komaHga interface ipsec name-servers.

3.28.116 interface ipsec preshared-key

OnucaHwne

MNpedukc no
MN3MeHUTb HaCTpPoiKu
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcTtaHoBUTb KntoY PSK ans IPsec-coegnHeEHWs, aBTOMAaTUYeCK CBA3aHHOIo
C TYHHesieM. TakxXe BK/toYaeT UCrnoib3oBaHue IPsec ANs 3TOro TYHHeNs.

KomMaHza ¢ npepurkcom no cbpackiBaeT 3HaYeHMe Ktoua.
Ja

Aa

HeTt

Secure

(config-if)>  ipsec preshared-key <key>

(config-if)> no ipsec preshared-key

AprymeHT 3HauyeHue OnucaHwue

key CTpoka 3HayeHue cekpeTHoro PSK-kntoua.

(config-if)> ipsec preshared-key 12345678
Network: :Interface::Secure: "Gre@": preshared key was set.

(config-if)> no ipsec preshared-key
Network::Interface::Secure: "Gre0@": preshared key was reset.

Bepcus OnucaHue

2.08 JobasneHa koMmaHaa interface ipsec preshared-key.

3.28.117 interface ipsec proposal lifetime

OnuncaHune

YcTaHOBUTb BpeMs XM3HU TpaHcpopmauumm IPsec Phase1 Ha nHTepdelice.
o ymonuaHuto ncnonb3yercs 3HaveHne 28800.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomaHza ¢ npedprKcom no Bo3BpaLLAeT 3HAUYEHME MO0 YMOIYAHUIO,
Ja

Aa

HeTt

Secure

(config-if)>  ipsec proposal lifetime (lifetime>

(config-if)> no ipsec proposal lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHusa IPsec B
cekyHAax. MoxeT NpvHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.

(config-if)> ipsec proposal lifetime 222222
Network: :Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.

(config-if)> no ipsec proposal lifetime
Network: :Interface::Secure: IPsec IKE proposal lifetime reset »
to 28800 s.

Bepcus OnucaHue

2.1 JobasneHa komaHga interface ipsec proposal lifetime.

3.28.118 interface ipsec proposal local-id

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpoViKKn

3asaTb NOIb30BATENbLCKUIA NOKaNbHLIN naeHTUdMKaTOp And IKE.
KomaHgaa ¢ npedurKcom no yaanseTt AaHHY HaCTPOWKY.

Ja

Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

Secure

I (config-if)>  ipsec proposal local-id <local-id>

I (config-if)> no ipsec proposal local-id
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

local-id CTpoka IP-agpec nnn goMeHHoe NMA I0OKanbHOro

XOCTa.

(config-if)> ipsec proposal local-id 192.168.8.4
Network::Interface::Secure: Set IKE local ID to "192.168.8.4".

(config-if)> no ipsec proposal local-id
Network: :Interface: :Secure: Reset IKE local ID.

Bepcus OnucaHve

3.08 [Jlo6baBneHa koMmaHza interface ipsec proposal local-id.

3.28.119 interface ipsec proposal remote-id

OnucaHwue

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncumc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3ajaTb N0/Ib30BaTENLCKUIA YAaneHHbIn naeHTueunkatop ans IKE.
KomaHga ¢ npedurkcom no yaanseT JaHHYH HaCTPOWKY.

Ja

Ja

Het

Secure

(config-if)>  ipsec proposal remote-id «remote-id>

(config-if)> no ipsec proposal remote-id

AprymeHT 3HayeHue OnucaHue

remote-id CTpoka IP-agpec nnn gomeHHoe Nmsa yaaneHHoro
X0CTa.

(config-if)> ipsec proposal remote-id my.domain.com
Network: :Interface: :Secure: Set IKE remote ID to "my.domain.com".

(config-if)> no ipsec proposal remote-id
Network::Interface::Secure: Reset IKE remote ID.

Bepcus OnucaHve
3.08 JobasneHa koMmaHgaa interface ipsec proposal
remote-id.

214

CnpaBoyHuK kKoMmaHa — Air (KN-1613)



naBa 3 OnncaHme KOMaHA,

3.28.120 interface ipsec transform-set lifetime

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTbL BpeMsi XN3HU TpaHchopMaunm IPsec Phase2 Ha nHtepdeiice.
Mo ymonyaHmio ncnonb3syetcs 3HayeHve 28800.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja

Ja

HeTt

Secure

(config-if)> ipsec transform-set lifetime «lifetime»

(config-if)> no ipsec transform-set lifetime

AprymeHT 3HauyeHue OnuncaHwue

lifetime Lenoe uncno |Bpems Xun3HU NnpeobpasoBaHus IPsec B
cekyHzax. MoxeT NnpyHMMaTb 3HayYeHns B
npeaenax ot 60 A0 2147483647.

(config-if)> ipsec transform-set lifetime 2222222
Network::Interface: :Secure: IPsec ESP transform-set lifetime set »
to 2222222 s.

(config-if)> no ipsec transform-set lifetime
Network: :Interface: :Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.

Bepcus OnucaHue
2.1 [Jlo6baBneHa komaHga interface ipsec transform-set
lifetime.

3.28.121 interface ipv6 address

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

HactpouTb IPv6-agpec Ha nHtepdeiice. Ecnm ykasaH aprymeHT auto, agpec
HacTpanBaeTca aBToOMaTU4Yeckn. BBoa agpeca BpyyHyto AefiaeT ero
cTaTnyecknm.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.
Ja
Ja
Ja
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-if)>  ipv6 address (<address> | auto)
(config-if)> no ipv6 address [ «address; | auto]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IPv6-agpec |Appec DNS-cepBepa.
auto Krmwyesoe BkNHOUNTL ANHaMUYecKoe HasHaueHne
c/10BO agpeca.
Mpumep (config-if)> ipv6 address 2001:db8::1

Static IPv6 address saved.

UcTopuns nsmeHeHnii

Bepcusa

OnucaHune

2.00

JobasneHa komaHga interface ipv6 address.

3.28.122 interface ipv6 force-default

Ncnonb3oBaTtb nHTepdelic B kKauecTse LWAt03a No ymondaHuio ans IPvé. Mo
YMONYaHMIO NapaMeTp OTK/IHYEH.

OnucaHune

KomaHga c npedurKcom no yaansieT HacTpoiiKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

HeT

I (config-if)>  ipv6 force-default

I (config-if)> no ipv6 force-default

(config-if)> ipv6 force-default
interface is forced to be the default IPv6 gateway

WcTopusa nsmeHeHuim

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa interface ipv6 force-default.

3.28.123 interface ipv6 name-servers

OnuncaHune

HactpounTb nonyyeHmne nHpopmaumm ot DNS. Ecnm ykasaH aprymeHT auto,
BktovaroTcss DNS-3anpocsl DHCPv6.

KomaHza c npedurKcom no yaansieT HacTpoiiky.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-if)>  ipv6 name-servers (auto)

(config-if)> no ipv6 name-servers [auto]

AprymeHT 3HauyeHue OnuncaHwue

auto Krwyesoe BkntounTb aBTOKOHGUrypaumio DNS.
C/10B0

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.

Bepcus OnucaHue

2.00 JobasneHa komaHgaa interface ipv6 name-servers.

3.28.124 interface ipv6 prefix

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

HactponTb generaumio npedukca. Ecnm ykasaH apryMmeHT auto , npedpukc
3anpaluvsaetca Yyepes DHCPv6-PD.

KomaHgaa ¢ npedrKcom no yaanset HaCTPOKY.
Ja

Ja

Het

(config-if)>  ipv6 prefix («prefix> | auto)

(config-if)> no ipv6 prefix [ «prefix> | auto]

AprymeHT 3HayeHue OnucaHue

auto Kmw4yesoe BrntounTb generauuto npedukca.
CJ10BO

prefix lpegukc YKazaTb npeduKc BPyUHYHo.

(config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa interface ipv6 prefix.

3.28.125 interface ipvécp

OnucaHwue Bkntountb nogaepxky IPv6CP Ha 3Tane ycTaHOBNeHNA coegNHEHNS.
KomaHga ¢ npedpurkcom no oTkntouaet IPv6CP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica PPP

CuHoncunc I (config-ify>  ipv6cp

I (config-if)> no ipv6cp

Mpumep (config-if)> ipvécp
IPv6CP enabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga interface ipvécp.

3.28.126 interface Icp acfc

OnucaHue BkAounTb cornacoBaHve napaMeTpoB OKaTUS Nosiell KOHA/6H020 YPO8Hs
Address u Control. Tlo yMONYaHMIO HACTPOIKa OTKAOYEHaA.

KomaHga c npedurkcom no oTkIoYaeT 4aHHYIO OMNLMIO 1 BCe 3anpochl
yZAaneHHOIM CTOPOHBbI Ha cornacoBaHme ACFC OTKIOHAROTCS.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOgA, Het
Tun nHTepdeiica PPP

CuHoncuc I (config-if)>  lcp acfc [cid]

I (config-if)> no lcp acfc
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
cid Knyesoe Brkntountb oxkatre Connection ID B
CJ10BO 3arojioBkax.
Mpumep (config-if)> lcp acfc cid

ACFC compression enabled

(config-if)> no lcp acfc cid
ACFC compression disabled

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.03 Jlo6aBneHa komaHga interface Icp acfc.

3.28.127 interface Icp echo

OnucaHune 3agaTb NpaBufa TeCTUPOBaHUSA coeanHeHnsa PPP cpeactBaMmun LCP echo.
Mo ymonuaHwuio interval paBeH 30, count paBeH 3.
KomaHga c npedumkcom no otkntouaet LCP echo.

MNpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica PPP

Cunoncuc (config-if)>  lcp echo <intervals <count> [adaptive]

(config-if)> no lcp echo

AprymeHTbI AprymMeHT |3HaueHme |OnucaHue

interval lenoe umncno |NHTepBan mexay otnpaskamu LCP echo, B
cekyHgax. Ecnu B TeyeHue yKa3aHHOro
NHTepBasia BpeMeHW OT YAaNeHHOW CTOPOHbI
He 6bln nony4yeH LCP 3anpoc, el byaeT
OTMpaB/ieH TaKol 3anpoc ¢ oXnaHnem
oTBeTa LCP reply.

count Lenoe uucno |Konn4yecTBo OTNPaBAEHHbIX MOAPSA 3arpocoB
LCP echo Ha kOTOpbIe He b6bl1 Moay4YeH oTBeT
LCP reply. Ecan count 3anpocos LCP echo
ocTanuck 6e3 oTBeTa, coeaviHeHVe byaeT

pa3opBaHo.
adaptive Knyesoe Pppd 6yaet otnpaBnATk 3anpoc LCP echo
C/10B0 TO/IbKO B TOM C/ly4ae, ecau OT yAaneHHoro

y3na HeT Tpaduika.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> lcp echo 20 2

Network: :Interface: :Ppp:

(config-if)> no lcp echo
Network: :Interface: :Ppp:

"PPPoE0®": LCP echo parameters updated.

"PPPoEQ@": LCP echo disabled.

Bepcus OnucaHve
2.00 Jlo6aBneHa komaHga interface Icp echo.
2.06 [Jlo6baBneH napameTp adaptive.

3.28.128 interface Icp pfc

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

BknrounTb cornacoBaHve napamMeTpoB CKaTus nosisa Protocol 8 3020/108Kax
PPP. Tlo yMON4YaHWIO HAaCTPOMKa OTK/IOUEeHa.

KomaHga ¢ npedurkcom no oTkIoYaeT 4aHHYIO OMNLMIO 1 BCe 3anpochl
yZAaneHHOI CTOPOHbI Ha cornacoBaHme PFC OTKIOHSAHOTCS.

Ja
Ja
Het

PPP

(config-if)>

lcp pfc [cid]

(config-if)> no lcp pfc

AprymeHT 3HayeHue OnucaHue
cid KmwyeBoe Bkntountb okatne Connection ID B
CJ/10BO 3arojioBkax.

(config-if)> lcp pfc cid
PFC compression enabled

(config-if)> no lcp pfc cid

PFC compression disabled

Bepcus

OnucaHue

2.03

JobasneHa komaHga interface lcp pfc.
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3.28.129 interface Idpc

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTs LDPC Ko, Ana Touku goctyna 5 ', No ymonyaHumio pyHKUuA
BbIK/IHOYEHa.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLMIO.
Ja

Ja

Het

WifiMaster

I (config-if)>  ldpc

I (config-if)> no ldpc

(config-if)> ldpc
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC enabled.

(config-if)> no ldpc
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC disabled.

Bepcus OnucaHve

2.07 [Jlo6aBneHa komaHga interface ldpc.

3.28.130 interface led wan

OnucaHwmne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

Moka3blBaTb COCTOAHME NHTepdelrica c NTOMOLLbIO MHAMKATOPA. Jo/KeH 6bITh
Bbl6paH napameTp SelectedWan npm nomowm komaHabl system led. Mo

YMOTYaHUIO HAaCTPOIKa OTKJIIOUEHa.

KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.
Ja

Aa

Het

I (config-if)> led wan

I (config-if)> no led wan

(config-if)> led wan
Network::Interface::Led: Selected WAN GigabitEthernetl.

(config-if)> no led wan
Network::Interface::Led: Selected no WAN.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JobaeneHa komaHaa interface led wan.

3.28.131 interface lldp disable

OnucaHwue OTKNOUNTL areHT LLDP Ha nHTepderlice. o ymonvaHmio GyHKLMSA BKIKOYEHA.
KomaHga ¢ npedpurkcom no BkaroyaeT LLDP areHT.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CnHoncuc I(config-if)> 1ldp disable
| (config-if)> no Lldp disable
Npumep (config-if)> 1ldp disable
Network: :DiscoveryManager: LLDP agent is disabled on interface »
"ISP".
(config-if)> no 1ldp disable
Network: :DiscoveryManager: LLDP agent is enabled on interface »
"ISP".
VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue
2.1 Jlo6aBneHa komaHga interface lldp disable.

3.28.132 interface mac access-list address

OnucaHue Jo6asutb MAC-agpec B cnncok npasua ¢uabTpaumm nHTepderica. Tun
Cnucka AoCTyna ycTaHaBAnBaeTca kKoMaHgol interface mac access-list type.

KomaHga c npedumkcom no yaanset ykasaHHbIn MAC-agpec n3 ACL.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la
Tun nHTepdeiica Access Point

CuHoncuc I (config-if)> mac access-list address «address>

I (config-if)> no mac access-list address «address>
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

address MAC-apgpec MAC-aapec, KOTOpbIi HE06X0AVMO f,06aBUTL
BACL.

(config-if)> mac access-list address 64:a2:f9:53:b2:12
Network: :Interface: :Ethernet: "WifiMaster0®/AccessPointl": added »
64:a2:f9:53:b2:12 to the ACL.

(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster®/AccessPointl": removed »
64:a2:f9:53:b2:12 from the ACL.

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster0/AccessPointl": ACL »
cleared.

Bepcus OnucaHue

2.00 Jo6aBneHa komaHaa interface mac access-list address.

3.28.133 interface mac access-list type

OnuncaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTb TUM CA1CKa Npasua uabTpauum nHtepderica. No ymonyaHumo
TUMN He onpejeneH (NPUCBOEHO 3HaYeHre none).

Het
Aa
Het

Access Point

(config-if)> mac access-list type <type

AprymeHT 3HauyeHue OnuncaHwue

type none Tun cnrcka npasun ¢unbTpaLmUn He
onpegeneH.
permit B cnucok 6yayT A06aBASITECS TONILKO

paspeweHHble MAC-agpeca.

deny B cnncok 6yayT A06aBAATLCA TONBLKO
3anpewteHHble MAC-agpeca.

(config-if)> mac access-list type permit
Network::Interface::Ethernet: "WifiMaster0/AccessPointl": ACL »
type changed to permit.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

Jlo6aBneHa komaHga interface mac access-list type.

3.28.134 interface mac address

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

HasHaunTe MAC-agpec Ha ykasaHHbIn ceTeBol nHTepdeiic. Agpec 3agaetcs
B LWeCTHaauaTepu4HoM ¢popmaTe 00:00:00:00:00:00. KomaHaa no3BonseT
YCTaHOBUTL 110601 agpec, HO NpegynpexjaeT nosib3oBaTens, eciv B HOBOM
ajpece yctaHoBNeH 6UT «multicast» nnn cépolueH 6uT «OUI enforceds.

KomaHga c npedukcom no Bo3BpaLLaeT nHTepdericy ncxoaHboin MAC-agpec.

MpeaynpexaeHve: M3ameHeHne MAC-agpeca Ha nHTepdeiice Wi-Fi 3anpeLieHo.

Ja
Ja
Het

MAC

(config-if)>

mac address mac>

(config-if)> no mac address

AprymeHT

3HavyeHue OnucaHue

mac

MAC-agpec HoBbiin MAC-agpec nHtepdeiica.

(config-if)> mac address 3C:1F:6E:2A:1C:BA

(config-if)> no mac address

Bepcus

OnucaHue

2.00

JobaeneHa komaHaa interface mac address.

3.28.135 interface mac address factory

OnucaHwue

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHtepdeiica

HasHaunTb 3aBoackoin MAC-agpec Ha yKa3aHHbIN ceTeBO MHTepdeiic.

HeTt

Ja

HeT

MAC
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-if)>  mac address factory name>
AprymeHT 3HauyeHue OnucaHwue
name lan NHTepdelicy byaeTt npmnceoeH "LAN"
MAC-agpec.
wan NHTepdelicy 6yaeTt npmucsoeH "WAN"
MAC-agpec.
wlan5 WHTepodelicy byaeT npmucsoeH "WLANS"

MAC-agpec.

(config-if)> mac address factory lan
Core::System::UConfig: done.

Bepcusa

OnucaHue

2.00

Jlo6aBneHa komaHga interface mac address factory.

3.28.136 interface mac band

MpuVBSA3aTh 3aperncTPUPOBaHHbI XOCT K YaCTOTHOMY AranasoHy 2,4 uam 5

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

Mu.

KomaHaa ¢ npeprkcom no yaanset cBasb. ECv BbINOAHUTL KOMaHAy 6e3
aprymMeHTa, TO BeCb CMMCOK CBA3el byeT OUMLLEeH.

Ja
Aa
Ja
Bridge

(config-if)>

mac band wmac> <band»

(config-if)> no mac band [ mac> ]

AprymeHT 3HauyeHue OnucaHwue
mac MAC-appec MAC-aapec 3aperncTpmpoBaHHOro KaneHTa.
band 0 AnanasoH 2,4 T,

1 AnanasoH 5 Tw,.

(config-if)> mac band c0:b8:83:c2:ch:11 0
Network::Interface::Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:chb:11 to 2.4 GHz.
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UcTopusa nsmeHeHwnii

(config-if)> mac band c0:b8:83:c2:cb:11 1
Network: :Interface: :Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:cb:11 to 5 GHz.

(config-if)> no mac band c0:b8:83:c2:cbh:85
Network::Interface: :Rtx::MacBand: "Bridge0": unbound »
c0:b8:83:c2:cb:85 from 2.4 GHz.

(config-if)> no mac band
Network: :Interface: :Rtx::MacBand: Unbound all hosts.

Bepcus

OnucaHune

3.05

JobaeneHa komaHga interface mac band.

3.28.137 interface mac bssid

OnucaHwue

Mpe¢ukc no

MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Yka3zatb MAC-agpec ToUkmM focTyna Ansa nogkntodeHns K WISP.

KomaHga ¢ npedurkcom no yaansiet gaHHblin MAC-agpec.

Aa
Ja
HeTt

WifiStation

(config-if)>

mac bssid <bssid>

(config-if)> no mac bssid

AprymeHT

3HayeHue

OnuncaHue

bssid

MAC-agpec

MAC-agpec Toukum goctyna WISP.

(config-if)> mac bssid 56:ff:20:00:1e:11
Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

Bepcusa

OnucaHune

2.13

JobaeneHa komaHaa interface mac bssid.

3.28.138 interface mac clone

OnucaHwne

MpucBonTb nHTepdelicy MAC-agpec Bawero MMK.
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Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica MAC, IP

CuHoncuc I (config-ify>  mac clone

MNpumep (config-if)> mac clone
VICTOleﬂ M3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHa interface mac clone.

3.28.139 interface openvpn accept-routes

OnucaHue BkoumMTb NofyveHre MapLLPYTOB OT yAaneHHON cTopoHbl Yepe3 OpenVPN.
KomaHga ¢ npedrkKcom no oTKA0YaeT HaCTPOKKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica OpenVPN

Cunoncnc I (config-if)>  openvpn accept-routes

I (config-if)> no openvpn accept-routes

Mpumep (config-if)> openvpn accept-routes
Network::Interface: :0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.

(config-if)> no openvpn accept-routes
Network: :Interface::0penVpn: "OpenVPNQ@": disable automatic routes »
accept via tunnel.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.10 [JlobaBneHa komaHga interface openvpn accept-routes.

3.28.140 interface openvpn connect

OnucaHwue YkazaTb nHTepdeinc ansa coegnHeHmns OpenVPN. Ecam aprymeHT He 3ajaH,
coefMHeHVe ycTaHaBAMBaeTcs Yepes ool nHTepoelic.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Het

Ja

Het

OpenVPN

(config-if)>  openvpn connect [viawias]

(config-if)>  openvpn connect

AprymeHT 3HauyeHue OnuncaHwue

via NHTepgeiic MonHoe nmsa nHTepdeinca nim NCeBLOHNM.

(config-if)> openvpn connect via ISP
Network::Interface::0penVpn: "OpenVPNO": set connection via ISP.

(config-if)> openvpn connect
Network: :Interface: :0penVpn: "OpenVPNO": set connection via any »
interface.

Bepcus OnucaHue

2.10 JobaBneHa komaHaa interface openvpn connect.

3.28.141 interface openvpn name-servers

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

Vcnonb3oBatk agpeca cepsepoB DNS, nosyyeHHble oT cepsepa OpenVPN.
Mo ymonuaHuio GyHKLUMA BKAOYEHA.

KomaHga ¢ npedurkcom no 3anpeLliaet ncnosb3oBaTth agpeca DNS,
noJsiydyeHHble oT cepsepa OpenVPN.

Aa
Ja
HeTt

OpenVPN

I (config-if)>  openvpn name-servers

I (config-if)> no openvpn name-servers

(config-if)> openvpn name-servers
Network: :Interface: :0OpenVpn: "OpenVPNO": automatic name servers »
via tunnel are enabled.
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(config-if)> no openvpn name-servers
Network: :Interface: :0OpenVpn: "OpenVPNO": automatic name servers »
via tunnel are disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.06 JobaBneHa koMaHga interface openvpn name-servers.

3.28.142 interface peer

OnucaHune Ha3HaunTb ngeHTndmkaTop yaaneHHoro ysna K KoTopomy byget
OCYLLeCTBAATLCA NoAKIoUeHVe PPP. bonee TOUHbI CMbIC/T HACTPOKM 3aBUCUT
oT Tvna uHTepderica. Hanpumep, ana PPPoE komaHaa interface peer 3agaet
M$A KOHLIeHTpaTopa AgocTyna, ana PPTP — nmsa yaaneHHOro xocta namn ero
IP-agpec, a ana SSTP — 3asaeT yaaneHHbI cepBep C NOPTOM 443 nnm nobbim

Apyrum.

KomaHga ¢ npednkcom no oTMeHsAEeT HaCTPOIKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica PPP

CnHoncuc (config-if)>  peer peenr

(config-if)> no peer

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

peer CT1poka NaeHTUdUnKaTOP YAANEHHON TOUKN
NOAKNKYEHUS U aapec YAANEHHOro
cepBepa host.example.net:port.[lo
yMO/l4aHWI0, HOMep nopTa 443.

Mpumep (config-if)> peer 111

(config-if)> peer host.example.net:5555

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 JlobasneHa komaHAa interface peer.
2.12 JlobaBneHa BO3MOXHOCTb U3MEHSATb MOPT YAaNeHHOro
cepsepa.
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3.28.143 interface peer-isolation

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BknounTtb n3onaumo 6ecnpoBoAHbIX KNMEHTOB B AOMAaLLHEM CerMeHTe.
HacTtpoiika npumMeHsieTca Ha nHTepdelice Bridge n pacnpoctpaHseTca Ha
BCe BK/IHOYEHHble B HEro Toukm goctyna. Kpome Toro, 610KMpyeTcs nepegayda
Tpadurka oT 6eCNpPOBOAHbLIX KNINEHTOB BHYTpW L2-ceTn.

KomaHga ¢ npedrkcoM No 0TMeHSAeT HaCTPOIAKY.
Ja

Ja

Het

Bridge

I (config-if)> peer-isolation

I (config-if)> no peer-isolation

(config-if)> peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation disabled.

Bepcus OnucaHve

2.10 Jlo6baBneHa komaHaa interface peer-isolation.

3.28.144 interface ping-check profile

OnucaHwmne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

HasHaunTb nHtepdeiicy npoduns Ping Check.
KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.
Ja

Ja

Het

(config-if)>  ping-check profile profile

(config-if)> no ping-check profile

AprymeHT 3HauyeHue OnucaHwue

profile Ctpoka Ha3saHwve HasHa4vaemoro npoduns.
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NMpumep (config-if)> ping-check profile test
PingCheck::Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jo6aBneHa komaHga interface ping-check profile.

3.28.145 interface ping-check restart

OnucaHune BkntounTb nepesarpysky nHTepderica npu cpabaTtbiBaHUW Ping Check (ans
interface HegoctyneH NHTepHeT). Mo yMon4aHnio GyHKLMS OTKIKOYEHa.

KomaHga c npedumkcom no otkatoyaeT GyHKLMIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het

CuHoncuc (config-if)>  ping-check restart[<interface]

(config-if)> no ping-check restart

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interface UHTepgenc MNMonHoe nmMsa nnn nceBfoHNM UHTepdelica,
KOTOpbI byAeT nepe3anyckaTbCsa Npu
cpabaTtbiBaHUW Ping Check Ha CBA3aHHOM
nHTepderice. ECnm 3TOT aprymMeHT He yKasaH,
nepesanyckaTbcsa byaeT HTepdeiic,
CBA3aHHbIV ¢ npodunem Ping Check.

Mpumep (config-if)> ping-check restart
PingCheck::Client: Enabled "PPPoEQ" interface restart.

(config-if)> ping-check restart ISP
PingCheck::Client: Enabled "ISP" interface restart for "PPPoEO".

(config-if)> no ping-check restart
PingCheck::Client: Remove restart settings for "PPPoEQ".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.04 Job6asneHa KkomaHaa interface ping-check restart.
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3.28.146 interface pmf

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb GyHKUMOHaNbHOCTL PVIF.

KomaHza ¢ nped1Kcom no oTKAoYaeT HaCTPOWKY.

Ja

Ja

Het

WiFi

I (config-if)>  pmf

I (config-if)> no pmf

(config-if)> pmf

Network: :Interface: :Rtx::WifiStation:

PMF enabled.

(config-if)> no pmf

Network: :Interface: :Rtx::WifiStation:

PMF disabled.

"WifiMasterQ/WifiStation0": »

"WifiMasterQ/WifiStation0": »

Bepcus OnucaHve

2.09 JobasneHa komaHga interface pmf.

3.28.147 interface power

OnucaHwmne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CuvHoncuc

YCTaHOBUTb MOLLHOCTL MepejaTymrka Ans pagmo-nHrepdeincos.
MakcManbHasa MOLLHOCTbL NepejaTymka orpaHmyeHa ero annapaTtHbIMuy
BO3MOXHOCTAMM 1 roCyAapCTBEHHbIMWY 3aKOHaMM 0 paanocsasn. laHHas
KOMaHZa No3BoAseT AMLLb YMeHbLUWNTb MOLLIHOCTb NepeAatoLL,ero ycTponcTea
OTHOCUTE/IbHO ero MakCMMaabHOM MOLLIHOCTH, C Le/fiblo BO3MOXHOr0
CHUXXEHUst NoMeX ANs ApYrX YCTPOWCTB B 3TOM AManasoHe. [1o ymonyaHuto
HaCTPOMKa MOLLHOCTV yCTaHOBAeHa B 100.

HeTt

Ja
Het

Radio

I (config-if)>  power <powenr
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

power Uenoe 4ucrno |MOLLHOCTb NepeAaTymka B NPoLLeHTax oT
MakCcManbHoOM MmowHocTn (oT 1 Ao 100).

(config-if)> power 1
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": TX power »
level set.

Bepcus OnucaHve

2.00 JobasneHa komaHaa interface power.

3.28.148 interface pppoe service

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKM
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YkazaTtb cny>6y PPPoE. Ecnn cnyxba He onpeaeneHa, To PPPoE-knneHT bygeT
NOAKJIIOUEH K MPOUN3BOJIbHON cnyx6e.

Ja
Ja
Het

PPPOE

(config-if)>  pppoe service <service;

(config-if)> no pppoe service

AprymeHT 3HauyeHue OnuncaHwue

service Ctpoka HasBaHue cnyx6bl PPPOE.

(config-if)> pppoe service TEST
Network::Interface: :Pppoe: "PPPoOEQ": service set.

(config-if)> no pppoe service
Network::Interface: :Pppoe: "PPPOEQ": service removed.

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga interface pppoe service.

3.28.149 interface pppoe session auto-cleanup

OnucaHwne

BkntounTb otnpasky PADT nakeTta Ans He3aBepLueHHow ceccum PPPOE. Mo
YMOYaHUIO QYHKLMSA BKIOYEHaA.
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KomaHga c npedurkcom no otkatouaet otnpaeky PADT nakeTa.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPPoOE

Cunoncuc I (config-if)> pppoe session auto-cleanup

I (config-if)> no pppoe session auto-cleanup

Mpumep (config-if)> pppoe session auto-cleanup
Network::Interface::Ppp: "PPPoEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup
Network::Interface: :Ppp: "PPPoOEQ@": disabled session auto cleanup.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie
3.03 JobasneHa KkomaHaa interface pppoe session
auto-cleanup.

3.28.150 interface preamble-short

OnucaHwue Mcnonb3oBaTb KOPOTKYHO npeambysy.
MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

Tun nHTepdeiica Radio

CuHoncuc I (config-if)>  preamble-short

I (config-if)> no preamble-short

Mpumep (config-if)> preamble-short
Network::Interface::Rtx::WifiMaster: "WifiMasterQ@": short »
preamble enabled.

(config-if)> no preamble-short
Network::Interface::Rtx::WifiMaster: "WifiMaster@": short »
preamble disabled.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa interface preamble-short.
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3.28.151 interface proxy connect

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3anycTuTb Npouecc NOAKIYEHNS K MPOKCU-cepeepy. Mo ymonvaHuto
noAKIYeHMe ycTaHaBANBaeTcs Yepes 1160 nHTepdelic.

KomaHga ¢ npedurKcom no ycTaHaBAMBaET 3HaYeHMe Mo yMOYaHUIO.
Ja

Ja

Het

Proxy

(config-if)>  proxy connect [ via «wia»]

(config-if)> no proxy connect

AprymeHT 3HauyeHue OnuncaHwue

via NHTepgeiic NHTepdeiic, yepes KOTOPbIN OCyLLeCTBASEeTCS
[JOCTYN K yAaNeHHOMY y31y.

(config-if)> proxy connect via WifiMasterl/WifiStation0
Proxy::Interface: "Proxy0": set connection via »
WifiMasterl/WifiStation®.

(config-if)> no proxy connect
Proxy::Interface: "Proxy0": set connection via any interface.

Bepcus OnucaHue

3.09 JobasneHa komaHAa interface proxy connect.

3.28.152 interface proxy protocol

OnucaHune

Mpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

3afaTb MPOTOKON coefMHEHVS. [10 yMONYaHUIO UCMOJIb3YeTCsd NPOTOKOJI
http.

KomaHgaa ¢ npedprKcom no Bo3BpaLLaeT 3Ha4YeHne N0 YMOAYaHUIo.
Aa

Ja

HeTt

Proxy

I (config-if)>  proxy protocol (protocol
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(config-if)> no proxy protocol

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
protocol socks5 Vcnonb3oBaTb NpoTokon SOCKSS.
http Wcnone3osatb npoTtokon HTTP uau HTTPS.
NMpumep (config-if)> proxy protocol socks5

Proxy::Interface: "Proxy0": set proxy protocol to socks5.

(config-if)> no proxy protocol
Proxy::Interface: "Proxy0": reset proxy protocol.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

3.09 Jlo6aBneHa komaHga interface proxy protocol.

3.28.153 interface proxy upstream

OnuncaHmne 3aAaTb NPOKCU-CepBep ANS NOAKNOYEHUS.
KomaHaa ¢ npedurkcom no yaanseT JaHHY HaCTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Proxy

CuHoncuc (config-if)>  proxy upstream <host> [port>]

(config-if)> no proxy upstream

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
host Crpoka IP-agpec nnn gomeHHoe nms
NpoKcu-cepeepa.
port Uenoe uucno |lNopT cepsepa.
Mpumep (config-if)> proxy upstream 161.8.174.48 1080

Proxy::Interface: "Proxy@": set proxy upstream to »
161.8.174.48:1080.

(config-if)> no proxy upstream
Proxy::Interface: "Proxy0": cleared proxy upstream.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.09 Jlo6aBneHa komaHga interface proxy upstream.

3.28.154 interface reconnect-delay

OnucaHune YCTaHOBUTb nepunoj BpeMeHn Mexay nonbiTkaMmuy rnepenogkntoyeHn4. Mo
YMOJIYaHUIO NCMNO/Ib3YeTcs 3HaueHre 3.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMOAYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica PPP

CuHoncuc (config-if)>  reconnect-delay «sec>

(config-if)> no reconnect-delay

AprymeHTbI AprymeHT 3HaueHue OonucaHue
sec lenoe uucro |lMNepnos BpemeHU B cekyHAax. MoxeT
NPUHNMAaTb 3HaYeHWNA B npegenax oT 3 40
600.
Mpumep (config-if)> reconnect-delay 3
Network: :Interface::Ppp: "PPTP1": reconnect delay set to 3 »
seconds.

(config-if)> no reconnect-delay
Network: :Interface::Ppp: "PPTPO": reconnect delay reset to »

default.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.11 Job6asneHa komaHaa interface reconnect-delay.

3.28.155 interface rekey-interval

OnucaHune YKasaTtb neproj BpeMeHn Mexay aBToMaTnyecknmMm n3mMmeHeHnsamMm
CeKpeTHbIX K/toYen Ans A40CTyna K ceTeBbIM YCTPONCTBaM. 1o ymonvaHmo
ncnonb3yeTca 3HayeHre 86400.

KomaHga ¢ I'Ipeq)I/IKCOM No OTK/IKOYAEeT NU3MEHEHME K/THOUeN.

Mpejukc no Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

WiFi

(config-if)>

rekey-interval <interval

(config-if)> no rekey-interval

AprymeHT

3HayeHue

OnucaHue

interval

Llenoe uucno

3HauveHVe B CeKyHAaX NHTepBasia CMeHbI
K/1Ho4a.

(config-if)> rekey-interval 3000
Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.

(config-if)> no rekey-interval
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": rekey »
interval disabled.

Bepcus OnucaHve

2.06 Job6aeneHa komaHaa interface rekey-interval.

2.15 JlobaBneHo 3HayeHme No ymon4vaHuo 3600 cekyHA.
3.04 3HayeHVe No yMoN4YaHo n3meHeHo Ha 86400 cekyHA,.

3.28.156 interface rename

OnuncaHune

MNpedukc no

MeHsieT HacTpoiKkmn

Ha3HaunTb Npon3BonbLHOE NMSA ceTeBOMY MHTepdelicy. K nHTepdericy MoXHO
ob6paLLaTbCa No HOBOMY MMeHM Kak no ID.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

MpeaynpexgeHve: He nepenmMeHoBbiBaTe MHTepdeiic Home. 3TO MOXeET
NpUBECTU K HenpeackasyeMblM CUCTEMHbIM OLLIMGKaM.

Ja
Ja

MHorokpaTHbI/i BBog, Het

CuvHoncuc

I (config-if)>

rename <rename»

I (config-if)> no rename
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
rename CTpoka HoBoe umsa nHtepdeiica.
Npumep (config-if)> rename PPPoEl

Network: :Interface: :Base: "PPPoEO": renamed to "PPPoEl".

(config-if)> no rename
Network: :Interface: :Base: "PPPoEO": name cleared.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobaeneHa komaHaa interface rename.

3.28.157 interface rf e2p set

OonucaHue VI3MeHWTb 3HaueHe aYelikn NamMaT KaIMBPOBOYHbIX AaHHbIX, HAXOASLLEACs
Mo cMmelleHWto of fset Ha 3HayeHe value Ans yKasaHHOro nHTepoelica.

Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog, Het
Tun untepdeiica Radio

CuHoncuc (config-if)  rf e2p set«offsetswalues

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

offset hex CmeLeHmne ayeinky namaTn. MoxeT
NMPUHYMaTL 3HaYeHnA B Nnpegenax ot 1E0 Ao

1FE.

value hex HoBoe 3HaueHne AN 3anncn B A4enKky
namaTn. MoxeT NPUHUMAaTb 3HaYeHUs B
npeaenax ot 0 go FFFF.

Mpumep (config-if)> rf e2p set 1f6 0
Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

MCTOpMﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.04 JobasneHa komaHgaa interface rf e2p set.
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3.28.158 interface role

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

HasHauntb ponb nHtepdeincy. OgHomy nHTepdericy MoXeT 6bITb Ha3HaYeHO
HecKo/ibko posnieil. KoMaHAa NCnob3yeTcs 415 NPaBUAbHOro 0TobpaxeHus
cBsizein VLAN B Beb-uHTepodeiice.

KomaHaa ¢ npedpurkcom no yaanset posb. ECav BbINOAHUTL KOMaHZy 6e3
aprymeHTa, To BeCb CNNCOK poseil MHTepdeinca byaeT oumLLEeH.

Ja

HeTt
Aa
(config-if)> rolecroles[ for<ifor:]

(config-if)> no role[ role]

AprymeHT 3HauyeHue OnuncaHwue

role inet VHTepdeinc ncnonblyetca Ans NoAKIHOYEHNS
K NHTepHeTy.
iptv WNHTepdelic ncnonbsyetcsa Ansa cnyxonl IPTV.
voip NHTepdelic ncnonbayetcsa ans cnyxoésl VoIP.
misc NHTepdelic ncnonbayetca ans IP Policy.
ifor UHTepgeic MonHoe nma nHTepderica A NCeBLOHUM.

(config-if)> role iptv for GigabitEthernetl
Network: :Interface::Base: "GigabitEthernetl": assigned role »
"iptv" for GigabitEthernetl.

(config-if)> no role iptv for GigabitEthernetl
Network::Interface: :Base: "GigabitEthernetl": deleted role "iptv".

(config-if)> no role
Network::Interface::Base: "GigabitEthernetl": deleted all roles.

Bepcus OnucaHue
2.06 JobaeneHa komaHga interface role.
2.10 JobaBneH aprymeHT misc.

3.28.159 interface rrm

OnuncaHune

Bkntountb RRM gna nomcka cocefHUX ToYek AocTyrna rno ctaHgapty IEEE
802.11k c uenbro NpeAoCTaBNEHNS CMINCKA 3TUX TOYEK A0CTyNa abOHEHTCKOMY

YCTPOICTBY MO 3anpocy. 1o yMonyaHmio 31a onumsa oTKIoYeHa.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

KomaHgaa ¢ npedurkcom no yaansieT HacTporiky.

Ja
Aa
HeTt

AccessPoint

I (config-if)>  rrm

I (config-if)> no rrm

(config-if)> rrm
Network: :Interface: :Rtx: :AccessPoint:
RRM enabled.

(config-if)> no rrm
Network::Interface: :Rtx::AccessPoint:
RRM disabled.

"WifiMaster@/AccessPoint0": »

"WifiMasterQ@/AccessPoint0": »

Bepcus OnucaHue

2.13 [obaBneHa komaHaa interface rrm.

3.28.160 interface schedule

MpuceonTb nHTEpPdelicy pacnucarHue. MNepes BbINOHEHVEM KOMaHAbI,
pacnucaHmne AoXXHO BbITb CO34aHO 1 HACTPOEHO MPY MOMOLLM KOMaHAbI

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

schedule action.

KomaHza c nped1Kcom no pa3pbiBaeT CBSA3b MeXJAy pacrnvcaHneMm U

nHTepdericom.

Ja

Ja

Het

(config-if)>  schedule <schedule>

(config-if)> no schedule

AprymeHT 3HayeHue OnucaHue

schedule Pacnucaune |HasBaHMe pacnncaHums, CoO3gaHHOro npu
nomMoLum rpynnel KoMaHa schedule.
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Mpumep

UcTopuns nameHeHuii

(config-if)> schedule WIFI
Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

Bepcus OnucaHve

2.06 JobaeneHa komaHaa interface schedule.

3.28.161 interface security-level

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

YCTaHOBUTb YpOBeHb 6€30MacHOCTY ANt JAaHHOTO UHTepdeiica. YpoBHU
6e30MacHOCTV onpeAenstoT IOrnKy paboTbl MeXCeTEBOro 3KpaHa:

+ Pa3pelueHo ycTaHaBAMBaTb COeANHEHWS B HarnpaBieHnn
private - public.

* 3anpeLleHo yCTaHaBANBaTb COeAMHEHMSA, MPUXoasLLMe Ha MHTepdelic
public, T. e. B HanpaBneHun public - private n public - public.

+ CaMo yCTPOICTBO NPMHMMAET CeTeBble NOAKNOYEHMS (pa3peLuaeT
ynpas/ieHue) ToNbKO C MHTepdeiicoB private.

* TNepepgaya AaHHbIX MEXAY HTepdelicamu private MOXeT 6bIThb pa3peLleHa

WK 3anpeLlieHa B 3aBUCUMOCTY OT YCTaHOBKM rNobanbHOro napamerpa
isolate-private.

+ protected nHTepdelicbl He MMerT AOCTyMNa K YCTPOMNCTBY U APYTVIM
private/protected noacetsim, HO OHM UMeEIOT JOCTYM K public
nHTepdericaM n NHTepHeTy. YCTPOWCTBO obecneymBaeT 3aLnLLEHHbIM
cerMeHTam To/bko gocTyn K cny>xxb6am DHCP 1 DNS.

* MNepepaya gaHHbIX OT private nHTepdeiica k protected No ymonuyaHuto

3anpeLleHa. Ytobbl paspenTb Takoe B3aMMoaelicTeme, Heo6XxoAnMo
BbINOJIHUTL KOMaHAy no isolate-private.

MNpuMeyaHune: 0 yMONYaHUIO BCEM BHOBb CO3JaHHbIM MHTepdeincam
npvcBavBaeTcs ypoBeHb 6e3onacHOCTU public.

Cnuckn goctyna access-list nmetoT 6onee BbICOKNN
npuopuTeT, YeM YPOBHU 6€30MacHOCTH, MO3TOMY C
MOMOLLIbO HUX MOXHO BBOAUTL AOMONHUTE/IbHbIE MpaBuaa
dunbTpaUMmn NakeToB.

Het

Aa

MHorokpaTtHbIiA BBOgA, Het

Tun nHTepdeiica

IP
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-if)> security-level (public | private | protected)

HecmoTps Ha To, UTo He cyLecTByeT QYHKLMN MONHOIO OTKAOYEH S
MeXCeTeBOro 3KpaHa, MOXHO OTK/1H0UaTb ero Ha OTAe/NbHbIX HanpaBieHUAX.
JonycTm, TpebyeTcs NOMHOCTBIO paspeLlnTb nepegady AaHHbIX MeXay
«JlOMaLLHen» ceTbto Home 1 rnobanbHoOM ceTbto PPPOEQ. ns 3Toro o6ounm
nHTepdericam Hy>KHO Ha3HauYUTb YPOBeHb 6e3onacHocTy private
oTKNOUNTL dyHKUMIO isolate-private.

(config)> interface Home security-level private
Network::Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOE@ security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

MprmMmedaHve:  MexceTeBOW 3KPaH N TpaHCaLUMSA aapecoB — GYHKLNY,
npejHasHauyeHHble A8 peLleHUa NPUHUMMNUaNbHO pasHbIX
3ajay. BkntoueHre NAT mexay nHtepdericamm Home u
PPPoE® B KOH®UIypaLmu, MOKa3aHHOM BbiLLe, He 3aKpbiBaeT
JOCTYyN B ceTb Home CO CTOPOHLI rNobanbHon ceTn. [laxe
Npwv BKIKOYEHHOW TPaHCAALMY aapecoB KOMaHAoM ip nat
Home nakeTkl 13 PPPOEO 6yayT cBO60OAHO NPOXOAUTL B CETb

Home.
Bepcus OnucaHve
2.00 Jlo6aBneHa komaHga interface security-level.
2.06 JlobasneH napameTp protected.

3.28.162 interface speed

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

HactpounTtb ckopocTb Ethernet uHtepdeiica. Mo ymonvaHumio 3ajaHo 3HaYeHe
auto.

KomaHga ¢ npedprKcom no Bo3BpaLLaeT 3HAYEHNE N0 YMOIYaHUIO.
Ja

Ja

Het

Ethernet

I (config-if)>  speed <speed>
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AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config-if)> no speed

AprymeHT 3HaveHue OnucaHue

10 Knoyesoe CKopocCTb coegnHeHnsa B MbuUT/c.

100 C/s10B80

1000

auto Knwyesoe ABTOMaTMUeCKas HaCTpPoliKa CKOPOCTMU.
C/10BO

(config-if)> speed 1000

Network::Interface::Ethernet: "Giga

to 1000.

(config-if)> no speed
Network: :Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).

bitEthernetl/0": speed set »

Bepcus

OnucaHune

2.06.B.1

Job6aBneHa komaHgaa interface speed.

3.28.163 interface speed nonegotiate

OnucaHune

Mpejukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

OTKNOYNTL aBTOMATUNYECKYH HAaCTPOKy ckopocTu. Mo
YMONYaHM0,aBTOMaTNYeCcKas HacTPoiKa BKIOYEeHa

KomaHza c npedurKcom no BKIHOUYAeT aBTOMATUYECKYH HAaCTPOIKY.

Aa
Ja
Het

Ethernet

I(conﬂ94ﬂ> speed nonegotiate

I(conﬁg4ﬂ>nospeednonegotiate

(config-if)> speed nonegotiate

Network: :Interface: :Ethernet:

"GigabitEthernetl/0": »

autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate

Network: :Interface: :Ethernet:
autonegotiation enabled..

"GigabitEthernetl/0": »
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHga interface speed nonegotiate.

3.28.164 interface ssid

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YkazaTb nms 6ecnposogHoii cetu (SSID) ana nHtepdeincoB WiFiStation n
AccessPoint. B 3aB1UCMMOCTM OT TUNa MHTepdeiica 3HaueHme SSID
obpabaTbiBaeTcsi NO-pa3HOMY.

* Ansa AccessPoint SSID — HeobxoanMast HacTpolika, 6e3 KOTOpoli OHa He
6yAeT NPUHUMAaTb MNOAKIHUEHNS.

« naWiFiStation SSID onpegensieT, K Kakol Touke AOCTyrna OHa byaeT
nogknrouatbca. bes 3agaHHoro SSID WiFiStation MoOXeT NoAKNHOUYNTLCA
K 11060 AOCTYNHOM 6€CNPOBOAHOM CETU MO CBOEMY YCMOTPEHUIO.

KomaHgaa ¢ npedpurKcom no yctaHaBAnBaeT nMsa 6ecrnpoBOSHON CeTu No
YMOYaHMIO.

Aa

Ja

HeTt

WiFi

(config-if)>  ssid«ssid

(config-if)> no ssid

AprymeHT 3HayeHue OnuncaHwue

ssid Ctpoka Mms 6ecnpoBogHoii ceTtu (SSID).

(config-if)> ssid MYNETWORK
Network::Interface: :Wireless: "WifiMaster0/AccessPoint0": SSID »
saved.

(config-if)> no ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID reset.

Bepcusa OnucaHve

2.00 JobaeneHa komaHaa interface ssid.
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3.28.165 interface switchport access

OnucaHue YcTraHoBUTb naeHTUdUKaTop VLAN Ha NopTy AN paboThl B pexumMe JocTyna.
Paspeluaet nepegady Kagpos ykasaHHoro VLAN B MOpPT v BKIKOYAET yaaneHue
Mapkepa VLAN n3 nepegaBaembiX KagpoB.

KomaHga ¢ npednkcom no yganser HacTPOnKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Port

CuHoncuc (config-if)>  switchport access vlan «vid>

(config-if)> no switchport access vlan

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

vid Uenoe uucno |VaeHtudukatop VLAN docmyna. MoxeT
NPVHMMaTb 3HaYeHWs B nNpeenax oT 1 go
4094 BKNHOUUNTESIBHO.

Mpumep (config-if)> switchport access vlan 1
Network: :Interface::Switch: "FastEthernet0/0": set access VLAN »
ID: 1.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue
2.06 Jlo6aBneHa komaHga interface switchport access.

3.28.166 interface switchport friend

OnucaHwue HacTpouTb ogHoHanpaBneHHbli VLAN ansa rpynnoBoro Tpaddurka B
aononHeHwue K VLAN docmyna. NMopT MOXeT ObITb YacTbio ogHoro VLAN
docmyna. KoMaHAa BKIOUaeT nepeajpecaumio ncxogailero tpaduka ¢
apyroro VLAN docmyna (Ha3biBaemoro "friend"). MakeTol "friend" nepeaatotcs
6e3 Tera.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het

Tun nHTepdeiica Port

246 CnpaBoyHuK kKoMmaHa — Air (KN-1613)



naBa 3 OnncaHme KOMaHA,

Cunoncuc (config-if)>  switchport friend vlan «vid>
(config-if)> no switchport friend vlan
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
vid Uenoe uncno |VaeHTudukatop "friend" VLAN. MoxeT
NPUHMMAaTL 3HaYeHWs B Npegenax ot 1 4o
4094 BKNOYNTENBHO.
MNpumep (config-if)> switchport friend vlan 2
Network: :Interface: :Switch: "FastEthernet0/0": set friend VLAN »
ID: 2.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.06 Job6asneHa komaHgaa interface switchport friend.

3.28.167 interface switchport mode

OnucaHue YCTaHOBUTb peXxuM access A trunk ans selopaHHoro VLAN. Mo ymonyaHuio
YCTaHOB/IEH PEXNM access.

KomaHga ¢ npedurkcom no ycTaHaBAMBAET 3HaUEHWE MO YMOAYAHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Port

CuHoncuc (config-if)>  switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

AprymeHTbI AprymMeHT |3HaueHme |OnucaHue

mode access Bkntountb pexum goctyna VLAN, To ecTb
TaKoW pexum, Korga yepes nopt rnepeiaroTcs
TOJIbKO HEMapKMpoBaHHble Kagpbl. Ha
BXOAdLLVe Kaapbl cTaBuUTCcA Mapkep PVID,
YCTaHOB/EHHbIN KoMaHgol switchport
access. [1opT ABNAETCA BbIXOAHbIM TO/IbKO
ansa VLAN c naeHtnoukatopom PVID. Mpwn
nepegave Kagpos B NopT, Mapkep VLAN c H1X
CHVMaeTCs.

trunk BkAOUNTL peXnM MynbTUMIEKCMPOBAHUSA
VLAN, korpa uepes nopt nepesaroTca Kajphbl,
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Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

npuHagnexatyme Heckonbknum VLAN. Mpu
3TOM Kax bl Kagp NoMeyeH MapKepoM.
Cnuncok ngeHtndurkatTopos ceteli VLAN, B
KOTOpble BXOAUT NOPT, yCTaHaBAVBaeTCs
KoMaHgomn switchport trunk.

g-in-q Kmwyesoe BkounTb ABOVIHOE TErnpoBaHue.
C/10B0O

(config-if)> switchport mode access
Network: :Interface: :Switch: "FastEthernet0/1": access mode »
enabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga interface switchport mode.

3.28.168 interface switchport trunk

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

Jo6asuTtb nopT BO VLAN. PaspelunTs nprem 1 nepeaavy KajpoB yKa3aHHOro
VLAN B nopT, npuyemM mapkep VLAN 13 nepegaBaembiX KagpoB He yaanaeTcs.
B pexxume trunk gonyckaetcs gob6aBneHune nopTta B Heckosibko VLAN.

KomaHga ¢ npedurkcom no yaanset nopT 13 ykasaHHoro VLAN. Ecan
NCNONb30BaTb KOMaHAy 6e3 aprymeHToB, NOpT byaeT yaaneH 3 scex VLAN.

Ja
Ja
Ja

Port

Cunoncuc (config-if)>  switchport trunk vlan «vid»
(config-if)> no switchport trunk vlan [ vid]
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
vid Uenoe umncno |NpeHtndukatop VLAN. MoxeT npnuHMMaTh
3HayeHWa B npegenax ot 1 Ao 4094
BK/IHOUNTENBHO.
Mpumep (config-if)> switchport trunk vlan 100
Network::Interface::Switch: "FastEthernet0/1": set trunk VLAN »
ID: 100.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa komaHga interface switchport trunk.

3.28.169 interface traffic-shape

OonucaHue YCTaHOBUTL Npesen CKopoCTY NepeaaYn AaHHbIX 4151 yKazaHHOro HTepdeiica
B 06€e CTOPOHBI. [0 YMONYAHWNIO CKOPOCTb He OrpaHnYeHa.

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-if)>  traffic-shape raterate> [ asymmetric wpstream-rate;]
[ schedule <schedules ]
(config-if)> no traffic-shape
AprymeHTbI AprymeHT 3HaueHue OnucaHue
rate Lenoe 4ucno |3HayeHMe CKOPOCTU Nepesaymn AaHHbIX
B K6uT/C. OrpaHnyeHvie OMKHO ObITh B
AnanasoHe oT 64 Kéut/c go 1 rémt/c.
upstream-rate |Uenoe uwucno |CKOPOCTb OTAAUM AaHHbLIX B K6UT/C.
OrpaHunyeHe AOXKHO 6bITh B
AnanasoHe oT 64 K6ut/c go 1 rémt/c.
schedule Pacnuncanmne Ha3BaHwWe pacnuncaHus, co3gaHHOro npu
nomMoLuy rpynnel KomaHa schedule.
Npumep (config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.
(config-if)> traffic-shape rate 80 asymmetric 64
TrafficControl::Manager: "WifiMasterl/WifiStation@" interface »
rate limited to 80/64 kbit/s.
(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for »
"WifiMasterl/WifiStation@" interface.
VICTOpI/Iﬂ M3MeHeHUn Bepcmﬂ onucaHvie
2.05 [Jlo6aBneHa komaHga interface traffic-shape.
3.04 JlobaBneH aprymeHT upstream-rate.
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3.28.170 interface tunnel destination

OnucaHwue 3ajatb yﬂ,aHEHHbIIz KOHEeU TyHHenNA. Ecnn oH ncnosib3yeTcd cCOBMeCTHO C
aBToMaTu4yecknm IPsec-coegnHeHMeM, CBA3aHHbIM C TyHHEenewm, MHTep¢e|7|c
CTaHOBUTCA NHNLMNATOPOM IPsec-coegmnHeHmns.

KomaHaa ¢ npedurKcom no oTMeHseT HaCTPONKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Tunnel

CuHoncuc (config-if)>  tunnel destination «destination

(config-if)> no tunnel destination

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
destination |CTpoka IP-agpec nnn fjomeHHoe nma yaaneHHoro
XocCTa.
Mpumep (config-if)> tunnel destination ya.ru

Network::Interface::Tunnel: "Gre0": destination set to ya.ru.

(config-if)> no tunnel destination
Network: :Interface: :Tunnel: "Gre0": destination was reset.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobaeneHa komaHga interface tunnel destination.

3.28.171 interface tunnel eoip id

OnucaHue 3agaTb ngeHtudukartop EolP-TyHHens.
KomaHga ¢ npedrnkcom no oTMeHsAeT HaCTPOIKY.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Eoip

CuHoncuc I (config-if)>  tunnel eoip id «id>
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AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-if)> no tunnel eoip id

AprymeHT

3HayeHue

OonvicaHune

id

Lenoe uucno

NaeHTndrKaTop TyHHens.

(config-if)> tunnel eoip id 50
Network::Interface::Tunnel: "Gre@": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.

Bepcus

OnucaHune

2.08

Job6asneHa komaHgaa interface tunnel eoip id.

3.28.172 interface tunnel gre keepalive

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbI

Brntountb noaaepxky Cisco-like keepalive ans TyHHeneli GRE. Mo ymonyaHuto
interval paBHO 5, count paBHoO 3.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja
Het

Tunnel

(config-if)>

tunnel gre keepalive <intervals> [count]

(config-if)> no tunnel gre keepalive

AprymeHT

3HauyeHue

OnwucaHue

interval

Llenoe u4ucrno

WHTepBan oTnpasku naketos keepalive B
cekyHgax. MoxeT npyHUMaTh 3Ha4YeHus B
npegenax ot 0 go 60. Echm npmnceonTb
3HaueHue 0, TO BKNOYAETCA TOJIbKO OTBET Ha
keepalive n poytep He byaeT pearvpoBaTb Ha
N3MeHeHWe COCTOSAHNSA TYHHe .

count

Lenoe u4ucno

KonnyecTBo NOMNbITOK OTMNPaBK/ NakeToB
keepalive. MoxeT NpMHMUMaTb 3HaYeHWs B
npegenax ot 1 Ao 20.
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Mpumep (config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network: :Interface::Gre: "Gre0": enable only GRE keepalive »

replies.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.10 JobasneHa komaHga interface tunnel gre keepalive.

3.28.173 interface tunnel source

OnucaHue 3a4aTb NOKaNbHbIN KOHeL, TyHHens. Ecnm oH ncnonb3yeTcs COBMECTHO C
aBTOMaTNYeCKUM IPsec-coeiHeHNEM, CBA3AaHHbLIM C TYHHe IeM, TO BK/IHOUaeTCs
pexunm nprema coeguHeHunin IPsec IKE Ha ycTaHoBAEeHMe 3aLlUULLLEeHHOMO
TYHHens.

MNpedukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Tunnel
CuHoncuc (config-if)>  tunnel source (auto | <interface | <address>)
AprymeHTbI AprymeHTt 3HaueHue OnucaHue
auto Knoyesoe croBo |YCTaHOBWUTL TeKyLLMIA paboTaroLmii
WAN-uHTepdelic.
interface WHTepdeiic MNonHoe nmsa nHTepdeinca nnm
nceBAOHUM.
address IP-agpec NokanbHbI IP-agpec TyHHens.
NMpumep (config-if)> tunnel source auto

Network: :Interface::Tunnel: "Gre0": set source interface to auto.

WcTopuns nsmeHeHWit |Bepcus onucaHue
2.08 JobaBneHa komaHaa interface tunnel source.
2.09 JlobaBneH aprymeHT auto.
3.08 YaaneH npedurikc no Kak ycTapesLUnA.
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3.28.174 interface tx-burst

OnucaHue BkntounTb arperaumio naketoB Ha ypoBHe Wi-Fi gpaiiBepa (Tx Burst). Mo
YMONYaHMIO NapaMeTp OTK/IHYeH.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config-if)>  tx-burst

I (config-if)> no tx-burst
NMpumep (config-if)> tx-burst

Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.
VICTOleﬂ V|3MEHeHV||7| Bepcmﬂ onucaHue

2.07 Job6aBneHa koMmaHaa interface tx-burst.

3.28.175 interface tx-queue length

OnucaHwue YCTaHOBUTb pa3mep oyepeamn NCXOAALLMX NakeToB Ha MHTepdeiice. Mo
YMONYaHWIO YCTaHOBAEHO 3HaveHne 1000.

KomaHaa ¢ npepurKcom no ycTaHaBNMBaEeT 3HaYeHMe MO YMOTYAHNIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-if)>  tx-queue length <lengths
(config-if)> no tx-queue length
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
length UYesnoe uucno |[nnHaoyepean MoOXeT NPUHNMAaTb 3HaUeHN
B npegenax oT 0 Ao 65536.
NMpumep (config-if)> tx-queue length 255

Network: :Interface::Base: "L2TPO": TX queue length is 255.
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WcTopusa nsmeHeHum

(config-if)> no tx-queue length
Network: :Interface::Base: "L2TPO": TX queue length reset to »
default.

Bepcus OnucaHue

3.06 JobasneHa komaHgaa interface tx-queue length.

3.28.176 interface tx-queue scheduler cake

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

YCTaHOBUTbL NNaHNPOBLLMK NakeToB CAKE ana nHtepdeiica. Mo ymonyaHuto
3HauyeHwue cake ncnonbsyetca Ana DSL nHtepéeiicos n USB-mogemos,
fq_codel — anqa Bcex oCTanbHbIX.

KomaHgaa ¢ npedprKcomM no Ha3HavaeT NAaHNPOBLUVK MO YMOAYAHUIO.
Ja

Ja

Het

I (config-if)>  tx-queue scheduler cake

I (config-if)> no tx-queue scheduler cake

(config-if)> tx-queue scheduler cake
Network: :Interface::Base: "L2TPO": set TX queue scheduler to »
"cake".

(config-if)> no tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

Bepcus OnucaHue

3.06 JobasneHa komaHga interface tx-queue scheduler cake.

3.28.177 interface tx-queue scheduler fg_codel

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTHbIVi BBOj,

YCTaHOBUTb NaHMpPOBLLUMK NnakeTos FQ_CODEL ana nHtepdeiica. Mo
yMO4aHMI0 3HayeHne cake ncnonbsyetcs gna DSL nHTepdeincos n
USB-mozemoB, fq_codel — Ans BCcex OCTaJibHbIX.

KomaHgaa ¢ npedprKcomM no Ha3HayaeT NAaHNPOBLUVK MO YMOAYAHUIO.
Ja
Ja

Het
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naBa 3 OnncaHme KOMaHA,

CuHoncuc I (config-if)>  tx-queue scheduler fq_codel
I (config-if)> no tx-queue scheduler fq_codel
NMpumep (config-if)> tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"fg_codel".
(config-if)> no tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set default TX queue scheduler.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
3.06 JobasneHa komaHga interface tx-queue scheduler
fq_codel.

3.28.178 interface up

OnucaHwne BkntounTb ceTeBoli MHTepdelic 1 3anncaTb B HACTPOIKN COCTOSIHME «Up».

KomaHga ¢ npednKcom no OTK/IKOUYaeT ceTeBOM MHTepdelc n yaanseTt «up»
13 HacTpoek. Takxke MOXeT 6bITb MCMOJIb30BaHa KoMaHza interface down.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CunHoncmc I (config-ify>  up

I (config-if)> no up
MNpumep (config-if)> up

Interface enabled.
WcTopuns nsmeHeHwnit |Bepcus onucaHne

2.00 JobasneHa KomaHaa interface up.

3.28.179 interface vga-clamp

OnucaHwue BKHOUMTL HAaCTPOWKY TexHonorum VGA. Mo ymMon4vaHuo peryanposka
OTKJIH0UEeHa.

KomaHga ¢ npedurkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [la
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WiFiMaster

CnHoncuc (config-if)>  vga-clamp «vga-clamp>

(config-if)> no vga-clamp

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

vga-clamp Uesoe yucso |3HayveHVe KOPPEKTUPOBKN. MoxeT
NPUVHVMAaTbL 3Ha4YeHns B npegenax ot 1 40 8

BK/TIOYNTENBHO.
MNpumep (config-if)> vga-clamp 1
Network::Interface::Rtx::WifiMaster: "WifiMaster@": VGA clamp »
set to 1.

(config-if)> no vga-clamp
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": VGA clamp
disabled.

\j

(config-if)> vga-clamp 2
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": VGA clamp
set to 2.

v

(config-if)> no vga-clamp
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": VGA clamp

v

disabled.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.09 JobasneHa komaHaa interface vga-clamp.

3.28.180 interface wireguard listen-port

OnucaHwue HasHaunTb Homep nopTa UDP, Ha KOTOPLIV NPUHMMAKOTCA BXoAsaLlme
noAkntoyeHus. Mo ymonyaHuo Homep nopTa He ornpejeneH.

KomaHga ¢ npedurkcom no cbpacbiBaeT 3HaveHme nopra.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Wireguard

CuHoncuc I (config-if)>  wireguard listen-port port>
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(config-if)> no wireguard listen-port

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

port UYenoe uucrio |Homep nopTa. MoXeT NpnUHUMAaTL 3HaYeHUS
B npegenax oT 1 Ao 65535 BkaoUnTENbHO.

Npumep (config-if)> wireguard listen-port 11633
Wireguard::Interface: "Wireguard4": set listen port to "11633".

(config-if)> no wireguard listen-port
Wireguard::Interface: "Wireguard4": reset listen port.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

3.03 Job6asneHa komaHaa interface wireguard listen-port.

3.28.181 interface wireguard peer

OnucaHwne J06aBuTb NyBANYHbIA KOY YAaneHHOro NMpa, YTobbl HACTPOUTL HesonacHoe
coenHeHVe nocpeacTBoM npoTtokona WireGuard.

KomaHaa ¢ npedrKcom no yaanseT ykasaHHbIA KA.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHtepdeiica Wireguard

BxoXxaeHue B rpynny (config-wg-peer)

CuHoncue (config-if)>  wireguard peer «key>
(config-if)> no wireguard peer <key>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
key CTpoka 3HaueHue karYa. Jjonyckaerca
NCMONb30BaHMe NaTUHCKNX BYKB, Lndp 1
3HaKOB paBeHCTBa. JInHa KtoYa cocTaBnseT
44 cnvBona (NpeactaBnieHne CTPOKN B
32-6aiTHOM KoaMpoOBKe base64).
Mpumep (config-if)> wireguard peer »

gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmmOg=
(config-wg-peer)>
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naBa 3 OnncaHme KoMaHp,

(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI jjPmmOg=
Wireguard::Interface: "Wireguard4": removed peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmmg0o="".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.03 JobasneHa komaHaa interface wireguard peer.

3.28.181.1 interface wireguard peer allow-ips

OnucaHue JobaBuTb noaceTb IP-agpecoBs, Ha KOTOpbIe pa3peLleHa nepejaya NakeTos
BHYTPW TYHHens.

MNprMeyaHue:  YTobbI pa3pelunTb Nepedady Ha fobble agpeca,
HeobxoAnMo A06aBUTbL NoAceTL 0.0.0.0/0.

KomaHga ¢ npedurkcomM no yaanseTt nogcetb. ECIM BbINOAHUTE KOMaHAy 6e3
aprymMeHTa, T0 BeCb CXCOK NoAceTern byaeT oumLLeH.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Wireguard

CvHoncuc (config-wg-peer)>  allow-ips @ddress» amask>

(config-wg-peer)> no allow-ips [ <address> amask> ]

AprymeHTbI AprymeHT 3HaueHue OonucaHue

address IP-agpec BmecTe c Mackoii mask 3ajaeT noaceTb
IP-agpecos, nognexawmx TpaHCNALNN.

mask IP-macka Macka noacetun. Ectb gBa cnocoba BBOAA
Macku: B KAHOHNYeCKOM Buae
(Hanpuvmep,255.255.255.0) n B BUAe

61TOBOV ANNHLI Npedukca (Hanpumep, /24).

Mpumep (config-wg-peer)> allow-ips 0.0.0.0/0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmm2g="".

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".
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(config-wg-peer)> no allow-ips
Wireguard::Interface: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
3.03 Job6asneHa komaHgaa interface wireguard peer
allow-ips.

3.28.181.2 interface wireguard peer endpoint

OnucaHue YKa3aTb agpec yaaneHHoro nmpa, C KOTopbIM ByAeT yCTaHOBIEHO COeANHEHME
WireGuard.

KomaHga ¢ npednkcom no yaanset KOHeUHYH TOUKY TYHHens.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIia BBog, Het
Tun nHtepdeiica Wireguard

CuHoncuc (config-wg-peer)>  endpoint «address: [:xports]

(config-wg-peer)> no endpoint

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec nnn gomeHHoe Nma yaaneHHoro
XOCTa.
port UYesnoe uucrio |Homep nopta UDP.
Npumep (config-wg-peer)> endpoint 10.0.1.10:11635

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=" endpoint to »
"10.0.1.10:11635".

(config-wg-peer)> no endpoint
Wireguard::Interface: "Wireguard4": reset endpoint for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.03 Job6asneHa komaHgaa interface wireguard peer
endpoint.
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naBa 3 OnncaHme KoMaHp,

3.28.181.3 interface wireguard peer keepalive-interval

OnuncaHwne

Mpedunkc no

MeHsieT HaCTPOUKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTb MHTEpBan OTNpaBku NakeTos keepalive 415 MOHUTOPUHIa
coeanHeHus WireGuard. o ymMon4aHUo HTEpPBa He 3a4aH.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

Wireguard

(config-wg-peer)>  keepalive-interval«intervals

(config-wg-peer)> no keepalive-interval

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uucno |VIHTepBan oTnpaBku nakeTos keepalive B
cekyHgax. MoxeT npyHUMaTh 3Ha4YeHns B
npegenax ot 3 40 3600 BK/IHOUNTENBHO.

(config-wg-peer)> keepalive-interval 3

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIj jPmm2g=" keepalive interval »
to II3II .

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHue

3.03 JobasneHa komaHaa interface wireguard peer
keepalive-interval.

3.28.181.4 interface wireguard peer preshared-key

OnucaHune

Mpejukc no

MeHsieT HacTpoAKM

3agaTb pasgenseMblii koY ana WireGuard coeiiHeHUA K yaaneHHOoMY nNupy.
Paszgensiemblii kntod (PSK) — 3T0 gononHUTeNbHOE yayulleHne 6e30MacHOCTH
B COOTBETCTBUMW C NMpOTOKOIOM WireGuard v ans MakCMmManbsHOW
3aLLNLLEHHOCTY KaXAOMY KJINEHTY AO/KEH OblTb Ha3Ha4YeH YHUKanbHbI
PSK. Mo ymonuaHwmio PSK He ncnosnb3syeTcs.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Aa
Ja
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

Het
Wireguard
(config-wg-peer)>  preshared-key preshared-key:

(config-wg-peer)> no preshared-key

AprymeHT 3HayeHve |(OnucaHue

preshared-key |[CTpoka 3HauveHMe knoya PSK. lonyckaeTcs
NCNOb30BaHMe NaTUHCKUX BYKB, Lndp 1
3HaKoB paBeHCcTBa. [nrHa kntoya 44
cuMBoONa.

(config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=
Wireguard::Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

Bepcus OnucaHve

3.03 Job6asneHa komaHgaa interface wireguard peer
preshared-key.

3.28.182 interface wireguard private-key

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

HasHaunTb UK creHeprpoBaTb NPUBATHBIN KU ANst MOAKIOUEHWS K
yAaneHHbIM Npam vepes npotokon WireGuard. Mo ymon4aHuo NpuBaTHbI
KNHOY He HaCTPOEH.

Het
Het
Het

Wireguard

(config-if)> wireguard private-key [ private-key:]

AprymeHT 3HauyeHue OnucaHwue

private-key |[CTpoka 3HayeHVie HOBOIro NPMBATHOIO KJIHOYa.
JlonyckaeTcs CNonb30BaHMeE NaTUHCKUX
6yKB, Lnbp 1 3HaKoB paBeHCTBa. AnnHa
Kno4a 44 cnmBona.

Air (KN-1613) — CnpaBOYHVK KOMaHA, 261



naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

3.28.183 interface wmm

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nsmeHeHnii

(config-if)> wireguard private-key
Wireguard::Interface: "Wireguard4": generated new private key.

(config-if)> wireguard private-key »
Ushaeghezail7reo8iK6ear0eomujohkeen8jahX5uo=
Wireguard::Interface: "Wireguard4": set private key.

Bepcusa

OnucaHwmne

3.03

Jlo6aBneHa komaHga interface wireguard private-key.

Bkntounts WMM Ha nHTepdelice.

Ja
Ja

HeTt

Access Point

I (config-if)>  wmm

I (config-if)> no wmm

(config-if)> wmm

WMM extensions enabled.

Bepcusa

OnucaHue

2.00

JobaBneHa komaHaa interface wmm.

3.28.184 interface wpa-eap radius secret

OnuncaHwune

Mpedukc no

MeHsieT HacTpoWiKKn

YKa3aTb COBMECTHO MCMOJIb3yeMblii CEKPETHbIN KoY A8 6e30nacHoro
B3auMoAencTBma mexay RADIUS cepBepom v RADIUS KnneHTomMm.

KomaHza c nped1Kcom no yAansieT CeKpeTHbIli KoY.

Ja
Ja

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

CuvHoncuc

Bridge

I (config-if)> wpa-eap radius secret <secret>
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no wpa-eap radius secret

AprymeHT 3HauyeHue OnucaHwue

secret Ctpoka 3HaueHMe knya RADIUS cepsepa
MakcnmanbHas A/MHa cocTaBnseT 64
crMBoONa.

(config-if)> wpa-eap radius secret »
(+>R#G™ }-INxru'i8i | LK}wBNIE~X0Xa{xFOG-N"%FaTnr|S(e(q$/1P2/tbX/#Q
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret applied.

(config-if)> no wpa-eap radius secret
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret cleared.

Bepcus OnucaHve

3.01 JobasneHa koMaHga interface wpa-eap radius secret.

3.28.185 interface wpa-eap radius server

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YKa3aTb agpec RADIUS cepBepa

KomaHaa ¢ npedurkcom no yaanseT agpec cepsepa.
Ja

Ja

Het

Bridge

(config-if)> wpa-eap radius server «address [: port>]

(config-if)> no wpa-eap radius server

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-apgpec RADIUS cepsepa.

port UYenoe uucro |Homep nopta RADIUS cepsepa

(config-if)> wpa-eap radius server 192.168.10.10
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10.

(config-if)> wpa-eap radius server 192.168.10.10:1111
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10:1111.
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naBa 3 OnncaHme KoMaHp,

(config-if)> no wpa-eap radius server
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS server cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.01 JobasneHa komaHza interface wpa-eap radius server.

3.28.186 interface wps

OnucaHue BkntounTtb PyHKLUMOHaNbHOCTb W/PS.
Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi

CuvHoncuc I (config-if)>  wps

I (config-if)> no wps

MNpumep (config-if)> wps
WPS functionality enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHga interface wps.

3.28.187 interface wps auto-self-pin

OnucaHune Bintoumntb pexxum WPS auto-self-pin. Mo ymonyaHumio pexum auto-self-pin
BKJTHOYEH.

KomaHga ¢ npedrKcom no OTKAUAET 3TOT PEXUM.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin
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Mpumep

WcTopusa nsmeHeHum

(config-if)> wps auto-self-pin
Network::Interface::Rtx::Wps: an auto self PIN mode enabled.

Bepcus OnucaHue

2.04 JobasneHa komaHaa interface wps auto-self-pin.

3.28.188 interface wps button

OnuncaHune

Mpejukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Hauvatb npouecc WPS c ncnonb3soBaHmem KHOMKW. [pouecc AnNTed 2 MUHYTHI,
VAN MeHbLLIe, ecNn CoeJIHeHMe YCTaHOB/EHO.

Hert
Het
Hert
WiFi

(config-if)>  wps button «directiom

AprymeHT 3HauyeHue OnucaHue

direction send OTtnpaBuTb HacTpoiikmn Wi-Fi.

receive MonyunTte HacTpokn Wi-Fi oT Air.

(config-if)> wps button send
Sending WiFi configuration process started (software button mode).

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa interface wps button.

3.28.189 interface wps peer

OnuncaHwune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

HauaTb npouecc WPS ncrnonb3ys PIN yaaneHHoro y3na. lNpouecc gantea 2
MUHYTbI, NJIN MEHbLLIe, eCNN COefMHeHMe ycTaHoB/eHo. [10 ymon4aHuio
npouecc WPS PIN Bbik1tOYeH.

Het
HeT
Het

WiFi
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Cunoncuc (config-if)>  wps peer «direction> qpin
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
direction send OTnpaBuTb HacTpoiiku Wi-Fi.
receive Mony4nTb HacTpolikn Wi-Fi oT yganeHHoro
y3na.
pin Ctpoka PIN-koa yaaneHHoOro ysna.
Npumep (config-if)> wps peer send 53794141
Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jlo6aBneHa komaHga interface wps peer.

3.28.190 interface wps self-pin

OnucaHwue HauaTb npouecc WPS ncnonb3ys PIN ycTpoiicTBa. [Mpouecc AnnTes 2 MUHYTHI,
NIV MeHbLLUE, ec/iN CoeAnHEeHNE YCTaHOBJIEHO.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica WiFi

CuHoncuc (config-if)>  wps self-pin«direction

AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
direction send OTnpaBuTb HacTpoiikn Wi-Fi.
receive MonyunTte HacTponkn Wi-Fi oT Air.
Mpumep (config-if)> wps self-pin receive

Receiving WiFi configuration process started (self PIN mode).

WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.00 JobaeneHa koMmaHga interface wps self-pin.
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3.29 ip arp

OnucaHwue 3agaTb cTaTUYecKkoe cornoctasneHne mexay IP n MAC agpecamu 4519 XOCTOB,
He NoAAepPXMBAOLLNX AHaMUYeckuin ARP.

KomaHga c npedurkcom no yaanseT 3anuch 13 tabamusl ARP. ECnv BbINOAHUTL
KOMaHZy 6e3 aprymMeHTOoB, BeCb CNUCoK 3anucein ARP byaeT ounLLeH.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncnc (config)> ip arp «ips> mac
(config)>noip arp[«ips]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
ip IP-apgpec IP-agpec B BUAE YeTbIpéx AeCATUYHbIX Yncen,
pa3AenéHHbIX TOUKaMM, COOTBETCTBYHOLLMIA
JlIokanbHOMY ajgpecy.
mac MAC-appec MAC-aapec B Buge wecT rpymnn
LecTHaALATEPUUHbIX P, pa3aeneHHbIX
ABOEeToUnNAMN.
NMpumep (config)> ip arp 192.168.2.50 al:2e:84:85:14:21
Network: :ArpTable: Static ARP entry saved.
(config)> no ip arp 192.168.2.50
Network: :ArpTable: Static ARP entry deleted for 192.168.2.50.
(config)> no ip arp
Network: :ArpTable: Static ARP table cleared.
VICTOleﬂ M3MeHeHWiA Bepc”ﬂ onvcaHue

2.00 JobasneHa KoMaHaa ip arp.

3.30 ip dhcp class

OnucaHue JocTtyn K rpynne KoMaHA AN HaCcTpoMKn BeHAop-knacca DHCP (60 onuus).
Ecnn knacc BeHAOPOB He HalAeH, KOMaHAa NbITaeTcs ero co3aathb.

KomaHga ¢ npedpurkcom no yaanseT Bbl6paHHbI Knacc.
Mpedukc no Ja

MeHsieT HacTpoiikn  Het
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIl/i BBog, /[la

BxoxxaeHue B rpynny (config-dhcp-class)

Cunoncuc (config)> ipdhcp class «class»
(config)> no ip dhcp class «class»
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
class CTpoka Ha3BaHVe BeHAOp-K1acca.
Mpumep (config)> ip dhcp class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHga ip dhcp class.

3.30.1 ip dhcp class option

OnucaHune YKa3zaTb 3HaueHue onumm 60 Ans NpMCBOEHNA BeHAOP-Kaacca.
KomaHga ¢ npedurkcom no yganseT ykasaHHbIN knacc.

MNpejukc no Ja

MeHsieT HacTpoiiku  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config-dhcp-class)>  option <cnumber> hex «data»
(config-dhcp-class)> no option <number>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
number Uenoe umncno |Homep onumu. Ceilvac MCNoNb3yeTcsi TONbKO
3HaueHwve 60.
data CTpoka 3HadeHue onuun.
Mpumep (config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JlobasneHa komaHaa ip dhcp class option.
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naBa 3 OnncaHme KOMaHA,

3.31ip dhcp host

OnuncaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

HactpouTb cTaTuyeckyro npusasky IP-agpeca Kk MAC-agpecy xocta. Ecnm xoct
C YKa3aHHbIM IMEHeM He HalifjleH, KOMaHAa NbITaeTcs ero cos3atb. Ecnu
yKasaHHbI IP-agpec He BXOANT B A1ana3oH HW OAHOrO nyna, KoMaHAa
COXPaHUTCA B HAaCTpoOKax, HO Ha paboTy cepeepa DHCP He noBauserT.

KomaHga nossonget nomeHaTb MAC-agpec, ocTaBuB MpexHee 3HayueHne
IP-agpeca, n Hao6opoT — NoMeHATL [P-agpec, ocTaBMB NpeXxHee 3HaYeHne
MAC-agpeca.

KomaHga ¢ npepurkcom no yaansieT XocT.

Ja

Aa

Ja

(config)> ipdhcp host chosts[mac ][ ip]

(config)> no ip dhcp host <host»

AprymeHT 3HauyeHue OnuncaHwue

host Ctpoka Mpon3BosibHOE NMSA XOCTa, UCMOJIb3YyeTcsa A1
naeHTndurkaumm napbl MAC-IP B HacTpowkax.

mac MAC-agpec MAC-agpec xocTa Ans CTaTU4ecKor NpBA3KK
IP-agpeca. Ecnv He yka3saH, 3HadeHue bepeTcs
13 NpeablayLLei HaCTPOMKN.

ip IP-agpec IP-agpec xocTa. Ecnm He yKa3aH, 3HayeHue
6epeTca U3 NpeablayLieit HacTPOVKN.

(config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.

Bepcus OnucaHve

2.00 Job6asneHa komaHaa ip dhcp host.

3.32 ip dhcp pool

OnuncaHwne

JocTyn K rpynne komaHg ansa Hactpoiiku DHCP-nyna. Ecam nyn He HaingeH,
KOMaHga nbiTaeTcd ero co3gath. [ng nyna 3agaetca cnncok DNS-cepsepos
(komaHaa dns-server), W03 N0 ymondaHuio (komaHaa default-router) n
BpeMms apeHabl (koMaHa lease), a Takke granasoH AnHamuyeckux IP-agpecos
(komaHga range).

Mocne HacTPOMKKM NyNOB HEOHXOAMMO BKIKOUNTL CNyx6y DHCP ¢ MOMOLLbIO
KoMaHgbl service dhcp.
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naBa 3 OnncaHme KoMaHp,

Mo>HO co34aTb He bonbLue 32 nynoB. MakcMManbHas ganHa MMeHu nyna
— 64 cmmBona.

MNpuMeyaHune: B TekyLlei BepcUn CUCTEMbI peann3oBaHa NoAdepXKKa He
6onee ogHoOro Nyna Ha nHTepdeinc. 1na KoppekTHoON paboThl
cepsepa DHCP TpebyeTcs, uTobbI Arnana3oH IP-agpecos,
YCTaHOBNEHHbI KOMaHAOoM range, npuHaanexan cetu,
HaCcTpoOeHHo Ha ogHoM 13 Ethernet-nHtepdeiicos
yCTpOICTBa.

KomaHaa ¢ npedurkcom no yaanset nyn.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-dhcp-pool)

Cutoncnc (config)>  ip dhcp pool <name>
(config)> no ip dhcp pool <name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Crpoka Vmsa nyna DHCP.
Mpumep (config)> ip dhcp pool test_ pool
pool "test pool" has been created.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobasneHa komaHaa ip dhcp pool.

3.32.1 ip dhcp pool bind

OnuncaHmne MpuBA3aTb Nyn K yKazaHHOMY MHTepeiicy.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Ethernet

CuHoncuc I (config-dhcp-pool)>  bind <interfaces

I (config-dhcp-pool)> no bind <interfaces

270 CnpaBoyHuK kKoMmaHa — Air (KN-1613)



naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgenc MNonHoe nma nHTepderica Nam NCeBLOHUM.

(config-dhcp-pool)> bind FastEthernet0/Vlan2
pool "test pool" bound to interface FastEthernet@/Vlan2.

Bepcus OnucaHve

2.00 JobasneHa KkomaHgaa ip dhcp pool bind.

3.32.2 ip dhcp pool bootfile

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.32.3ip dhcp

OnuncaHune

YKkaszaTb NyTb K Paiiny HacTpoek Ha TFTP-cepBepe ans knneHta DHCP (onums
67).

KomaHga c npedurkcom no yganseTt HaCTPOWKY.
Ja

Ja

Het

Ethernet

(config-dhcp-pool)>  bootfile <bootfile»

(config-dhcp-pool)> no bootfile

AprymeHT 3HauyeHue OnuncaHwue

bootfile Wma ganna MyTb K pariny HacTpoek.

(config-dhcp-pool)> bootfile test.cnf
Dhcp::Pool: " WEBADMIN": set bootfile option to "test.cnf".

(config-dhcp-pool)> no bootfile
Dhcp::Pool: " WEBADMIN": cleared bootfile option.

Bepcus OnucaHue
2.1 JobasneHa komaHaa ip dhcp pool bootfile.
pool class

JocTyn K rpynne KoMaHg 4as HaCcTpoMKM BeHAop-knacca DHCP BbIbpaHHOro
nyna agpecos. Ecin knacc BeHAOPOB He HalAeH, KOMaH/Aa NbiTaeTcs ero
co3aatb.
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naBa 3 OnncaHme KoMaHp,

Mpe¢ukc no

MeHsieT HacTpoAKM

Ans KoppekTHOM paboTbl MMS Kiacca AOMKHO OblTb TakMM Xe, Kak 1 B
komaHge ip dhcp class.

KomaHza c npedurkcom no yaansieT BolbpaHHbIl knacc.

Aa
Ja

MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-dhcp-pool-class)

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

(config-dhcp-pool)>

class «class»

(config-dhcp-pool)> no class «class>

AprymeHT

3HavyeHue

OnuncaHue

class

CTpoka

HasBaHue BeHAOpP-KMacca.

(config-dhcp-pool)> class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.

Bepcus

OnucaHune

2.00

JobasneHa komaHgaa ip dhcp pool class.

3.32.3.1 ip dhcp pool class option

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

YcTaHOBWUTL A0ONOJIHUTE NIbHBIE onunmn anga DHCP knneHTa B c/iyyae

CoBMajeHuNs BeHAOp-kaacca.

KomaHza c npedurKcom no yaansieT ykazaHHy onuuio.

Ja
Ja
Ja

(config-dhcp-pool-class)>

option <numbenr <types «data»

(config-dhcp-pool-class)> no option <number>

AprymeHT 3HayeHue OnuncaHwue
number 6 Onuwsa 6, DNS-cepsep.
42 Onuwa 42, NTP-cepBep.
43 Onuws 43, nogpobHas nHpopmaums o

npomssogutene.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue
type ip Tun aprymeHTta data — IP-agpec. 3T1oT TN
He 1cnosib3yeTca Ana onumm 43.
hex Tun aprymeHTa data — WecTHajLaTepmuyHoe
uncno.
data CTpoka 3HauyeHue onuunn.
Mpumep (config-dhcp-pool-class)> option 6 ip 192.168.1.1

Dhcp::Server: Option 6 is set to 192.168.1.1.

WcTopus nsmeHeHni |Bepcus

OnucaHue

2.00

Jo6aeneHa komaHga ip dhcp pool class option.

3.32.4 ip dhcp pool debug

OnucaHue Jlo6aBUTL OTNAA0UHbIE COOBLLEHUSA B CUCTEMHbIV XYpPHa. Mo yMonYaHuo
HaCTpoMKa OTK/KYeHa.

KomaHaa ¢ npepurKCcom no oTKNOYaeT OTNAAKY.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

CuHoncuc

(config-dhcp-pool)>  debug

(config-dhcp-pool)> no debug

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.01

Job6asneHa komaHaa ip dhcp pool debug.

3.32.5 ip dhcp pool default-router

OnucaHue HactpouTb IP-agpec wnto3a no ymondaHuto. Ecnuv He ykasaH, To byaet
MNCNOSIb30BaTbCA aApec, HacTpoeHHbIN Ha Ethernet-nHTtepderice,
ornpegeneHHOM aBTOMaTUYeCKM 415 3alaHHOro JManasoHa range.

KomaHza ¢ nped1KcoM no 0TMeHsIeT HaCTPOIAKY.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-dhcp-pool)>  default-router <address;
(config-dhcp-pool)> no default-router
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IP-appec Afpec Wwr3a rno yMoayaHuio.
Mpumep (config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 Job6asneHa komaHaa ip dhcp pool default-router.

3.32.6 ip dhcp pool dns-server

OnucaHue Hactpouts IP-agpeca cepsepoB DNS (DHCP-onuusa 6). Ecin He ykasaH, To
byfeT 1Cnonb30BaThCA agpec, HacTpoeHHbIN Ha Ethernet-uHtepdderice,
orpesesieHHOM aBTOMaTUYeCKM A/15 3alaHHOro JManasoHa range.

KomaHga ¢ npedrnkKcom no oTMeHsAET HaCTPOIKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config-dhcp-pool)>  dns-server (<addressl[address2] | disable)
(config-dhcp-pool)> no dns-server
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
addressl IP-agpec Agpec nepsryHoro DNS-cepBepa.
address2 IP-agpec Appec sTopuyHoro DNS-cepBepa.
disable Knwyesoe Otkntountse DHCP onuuito 6.
CJ10BO
Npumep (config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.00 [JobaeneHa komaHgaa ip dhcp pool dns-server.
2.11 [Jlo6aBneH aprymeHT disable.
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naBa 3 OnncaHme KOMaHA,

3.32.7 ip dhcp pool domain

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

YKa3aTb fJOMEHHOE VMS, KOTOPOE KJINEHT JO/IKEH MCMO/b30BaTh Npu
paspelleHun nmeH Yepes DNS (option 15).

KomaHga ¢ npednkKcom no oTMeHsAET HaCTPOIKY.
Ja

Ja

Het

(config-dhcp-pool)>  domain «domain»

(config-dhcp-pool)> no domain

AprymeHT 3HauyeHue OnuncaHwue

domain CTpoka JlokanbHOe JOMeHHOoe VM4,

(config-dhcp-pool)> domain example.net
Dhcp::Pool: Domain option has been saved.

Bepcusa OnucaHue

2.05 Job6asneHa komaHgaa ip dhcp pool domain.

3.32.8 ip dhcp pool enable

OnuncaHwne
Mpe¢ukc no
MeHsieT HacTpoikmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

HauaTb ncnonb3oBaThb Nyn B cUcCTEME.

KomaHga c npedurkcom no oTk/IoYaeT UCMonb3oBaHve nyna.
Ja

Ja

Het

I(config-dhcp-pool)> enable

I (config-dhcp-pool)> no enable

(config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.

Bepcus OnucaHue

2.03 [Job6asneHa komaHgaa ip dhcp pool enable.
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naBa 3 OnncaHme KoMaHp,

3.32.9 ip dhcp pool lease

OnucaHue YcTaHoBWUTL Bpems apeHabl IP-agpecos nyna DHCP. Mo ymonyaHutio
ncnonb3yeTtcs 3HayeHe 25200 (7 Yacos).

KomaHga ¢ ﬂpeq)I/IKCOM Nno BO3BpallaeT 3HayeHne BpeMeHn apeHibl No
yMO/T4aHUHO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dhcp-pool)>  lease <lease
(config-dhcp-pool)> no lease
AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne
lease UYenoe uucno |Bpema apeHabl B ceKyHAax. MoxeT
NPVHUMAaTb 3Ha4YeHWVs B Npegenax ot 1 Ao
259200 (3 gHs).
Npumep (config-dhcp-pool)> lease 259200
Dhcp::Pool: " WEBADMIN": set lease time: 259200 seconds.
(config-dhcp-pool)> no lease
Dhcp::Pool: " WEBADMIN": lease time reset to default (25200 »
seconds) .
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.00 JobasneHa koMmaHgaa ip dhcp pool lease.

3.32.10 ip dhcp pool next-server

OnucaHwue YkasaTtb agpec TFTP-cepBepa ana DHCP-knveHTa (onums 66).
KomaHaa ¢ npedurKcom no yaanseT HaCTPOWKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun uHTepderica Ethernet

CuHoncuc I (config-dhcp-pool)>  next-server «address>
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naBa 3 OnncaHme KOMaHA,

(config-dhcp-pool)> no next-server

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec Appec cepsepa TFTP.
NMpumep (config-dhcp-pool)> next-server 10.1.1.11

Dhcp::Pool: " WEBADMIN": set next server address: 10.1.1.11.

(config-dhcp-pool)> no next-server
Dhcp::Pool: " WEBADMIN": cleared next server address.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.1 Job6asneHa komaHgaa ip dhcp pool next-server.

3.32.11 ip dhcp pool option

OnucaHue 3agaTb gononHuTenbHble napameTpbl gna DHCP-cepeepa.
KomaHaa ¢ npedunKcom no yaanseT AONONHUTENbHYI HaCTPOWKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Tun nHtepdeiica Ethernet

CuHoncuc (config-dhcp-pool)>  option <numbers [ type] «data»

(config-dhcp-pool)> no option <numbers

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
number 4 Onuwsa 4, cepsep BpemeHu. Tun — IP-aapec.

6 Onumua 6, DNS-cepsep. Tun — IP-agpec.

42 Onuwsa 42, NTP-cepsep. Tun — IP-agpec.

44 Onuwsa 44, NetBIOS-cepsep. Tun — IP-agpec.

26 Onumua 26, MTU. MoxeT npyHMMaTh
3HayeHWda B npegenax ot 0 Ao 65535
BK/IIOUNTE/IBLHO.

121 Onuyuna 121, becknaccoBble cTaTnyeckue
MapLupyTbl. Tnn —IP-agpec cet HazHayeHus
1 Macka ceTun Ha3Ha4YeHUs B BUe BUTOBOW
ANVHBI Npedukca (Hanpumep, /24).
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue

249 Onuwusa 249, MS mapLpyTtsl. Tun — IP-agpec
CeTu Ha3HayeHusa N Macka ceTn HazHayeHus
B BUAE 6UTOBOI AnVHbI Npedukca
(Hanpumep, /24).

type ip IP-agpec. 3TOT TMN He ncnonb3yeTcs 4NN
onunmn 26. He ykasbiBaeTcsd B KOMaHAe Kak
KJIroYeBoe C/10BO.

hex LLlecTHaguUaTepryHoOe YNCno.
ascii Uncno ASCIL
mtu Pasmep MTU. He yka3biBaeTcd B KOMaHe Kak

Knr4yeBoe C/0BO.

data Ctpoka 3HayeHve onuun.

Mpumep

WcTopusa nsmeHeHum

(config-dhcp-pool)> option 4 192.168.2.1
Dhcp::Pool: " WEBADMIN": set option 4.

(config-dhcp-pool)> option 121 ascii 192.168.0.0/24
Dhcp::Pool: " WEBADMIN": set option 121.

(config-dhcp-pool)> option 60 ascii "MSFT 5.0"
Dhcp::Pool: " WEBADMIN": set option 60.

(config-dhcp-pool)> option 26 1500
Dhcp::Pool: " WEBADMIN": set option 26.

(config-dhcp-pool)> no option 6
Dhcp::Pool: " WEBADMIN": cleared option 6.

Bepcus OnucaHue
2.09 Job6asneHa komaHga ip dhcp pool option.

3.32.12 ip dhcp pool range

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

HacTpouTtb AnanasoH gHaMNYecKnX aipecos, BblgaBaemMblix DHCP-kineHTam
HekoTopol noaceTn. lnanasoH 3agaeTcs HayaabHbIM Y KOHEYHbIM
IP-agpecom, N60 HavanbHbIM agpecom 1 pasmepoM. CeTeBOl MHTepdeNic,
K KOTOpOMY 6yAyT NMpyMeHeHbl HacTPOMiKK, BbIbMpaeTCss aBTOMaTUYecKu.
Aapec BblIbpaHHOro MHTepdelica NCNonb3yeTcs B Ka4eCcTBe LUI03a No
ymonydaHuo n DNS-cepBepa, ecv He 3aZiaHbl Apyrve agpeca KoMaHAamu ip
dhcp pool default-router v ip dhcp pool dns-server.

KomaHga ¢ npedurkcom no yaanset gnanasoH.
Aa
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-dhcp-pool)>  range <begin> (<end> | <sizes)
(config-dhcp-pool)> no range
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
begin IP-agpec HauanbHbI agpec nyna.
end IP-agpec KoHeuHbIll agpec nyna.
size lenoe 4ucno |Pasmep nyna.
Mpumep (config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.
VICTOleﬂ M3MeHeHWA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa ip dhcp pool range.

3.32.13 ip dhcp pool update-dns

OnucaHue Jo6aBnatb ctatuyeckme 3anmcm B DNS-npokcuy npu Bbigave DHCP-agpecos.
B kauecTBe MeHN ncnonbsyeTtca nms xocta s DHCP-3anpoca. No
YMOAYaHMIO QYHKLMSA OTK/IHOYEHa.

KomaHaa ¢ npepunKcom no oTkntouaeT GyHKLMIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc I(config-dhcp-pool)> update-dns
I (config-dhcp-pool)> no update-dns
Npumep (config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.
VlCTOpI/Iﬂ M3MeHeHunA BepCVlﬂ onvcaHue

2.06 Jlo6baBneHa komaHga ip dhcp pool update-dns.

3.32.14 ip dhcp pool wpad

OnucaHue Hactpoute DHCP onuwuto 252 — npoTtokon WPAD. o ymMon4aHuio onuus
OTKJIHOUEHa.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HacTpoiKmn

KomMaHgza ¢ npeprKCOM NO OTK/IKOUAET HACTPOWKY.
Ja
Aa

MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-dhcp-pool)>  wpad wpad>

(config-dhcp-pool)> no wpad

AprymeHT 3HauyeHue OnuncaHwue

wpad Ctpoka URL-agpec npokcu-cepsepa.

(config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga ip dhcp pool wpad.

3.33 ip dhcp relay lan

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

YKaszaTb, Ha KakoM ceTeBOM NHTepdeiice peTpaHcnaTop DHCP 6yaet
06pabaTbiBaTh 3aNPOChl KNMEHTOB. MOXHO YKa3aTb HECKONLKO MHTepdelicoB
«lan», fNs 3TOro HY>XXHO BBECTU KOMaHAY HeCKO/IbKO pas, yKa3as Bce
HeobxoanMble nHTepdelicbl Mo 0A4HOMY.

KomaHga ¢ npedurkcom no otknrodaeT petpaHcnaTop DHCP Ha yka3aHHOM
nHTepderice. ECnn ncnonb30BaTh KOMaHAy 6€3 apryMeHToB, PeTPaHCATopP
DHCP byaeT oTKNOYEH Ha BCeX MHTepdelicax.

Ja

Aa

Ja
(config)> ip dhcp relay lan <interface

(config)> no ip dhcp relay lan [ interface]

AprymeHT 3HauyeHue OnucaHwue

interface UHTeppenc MonHoe nmMa nnn nceBioHNM UHTepdelica
Ethernet, Ha koTopoMm peTpaHcnaTop DHCP

6yseT NPUHNUMATL 3aNpoChl KNEHTOB.
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NMpumep (config)> ip dhcp relay lan Home
added LAN interface Home.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHgaa ip dhcp relay lan.

3.34 ip dhcp relay server

OnucaHue YkaszaTb IP-agpec cepsepa DHCP, Ha KOTOpbIA peTpaHcaaTop byaeT
nepeHanpasaaTb 3aNpoCkl KIVEHTOB 13 JIOKAJIbHOWN CeTu.

KomaHga ¢ npedunkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncnc (config)> ip dhcp relay server <address
(config)> no ip dhcp relay server [ address ]
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
address IP-appec IP-agpec cepsepa DHCP.
Mpumep (config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa ip dhcp relay server.

3.35ip dhcp relay wan

OnucaHwne YKasbiBaeT, yepes Kakown ceTeBol nHTepdeiic petpaHcnatop DHCP byaet
06paLLaThCa K BblLLecTosLeMy cepeepy DHCP. B cucteme MoXeT 6bITb TOIbKO
OAWNH nHTepdelic Takoro Tmna. Ecnm TouHbIN agpec cepBepa He ykasaH (CMm.
ip dhcp relay server), 3anpocbl 6yayT nepesaBaTbCs LUMPOKOBELLATEIbHO.
PekomeHayeTcs ykasblBaTb ajpec cepeepa.

KomaHga ¢ npedunkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a
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MHorokpaTtHbIiA BBOg, Het

Cutoncnc (config)> ip dhcp relay wan <interface»
(config)> no ip dhcp relay wan [ interface]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
interface UHTepeinc MonHoe nmMa nan nceBgoHNM UHTepdelica
Ethernet, Ha KOoTOpPbLIN ByAYyT HaNPaBAATLCS
3anpockl ot DHCP-knneHTOB.
Npumep (config)> ip dhcp relay wan FastEthernet0/Vlan2
using WAN interface FastEthernet0/Vlan2.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga ip dhcp relay wan.

3.36 ip esp alg enable

OnucaHwue BkntounTb pexxum IPSec Passthrough ana TyHHenei IPsec ESP. Tlo ymonyaHuto
HaCTPoOWKa BbIK/IlOYEHa.

KomaHga ¢ npeprKcoOM No OTKOYAET HAaCTPOIKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I(conﬁg)> ip esp alg enable

I (config)> no ip esp alg enable

Mpumep (config)> ip esp alg enable
Esp::Alg: Enabled.

(config)> no ip esp alg enable
Esp::Alg: Disabled.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

3.05 Jlo6aBneHa komaHga ip esp alg enable.
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3.37 ip flow-cache timeout active

OnuncaHwne YCTaHOBUTbL BpeMsi XpaHeHUst akTUBHbIX ceCcCUii B Kelle. 1o ymonyaHuto
ncnonb3lyeTca 3HayveHue 10.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoa4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)> ip flow-cache timeout active <timeout>
(config)> no ip flow-cache timeout active
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
timeout Lenoe 4ucno |3HadveHwe TaliM-ayTa B MUHyTax. MoxeT
NMPUHMMaTb 3HaYeHUA B Npejenax ot 1 4o 30.
Npumep (config)> ip flow-cache timeout active 1
Netflow: :Manager: Active timeout set to "1" min.
(config)> no ip flow-cache timeout active
Netflow: :Manager: Active timeout reset to "10" min.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.11 Jo6aeneHa komaHga ip flow-cache timeout active.

3.38 ip flow-cache timeout inactive

OnucaHwne YCTaHOBUTb BpeMsi XpaHeHUst HeaKTUBHbIX CeCcCUii B KeLle. 1o yMonYaHuto
ncnonb3lyeTca 3HaveHue 20.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMOAYaHUo.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)>  ip flow-cache timeout inactive «timeout>

I (config)> no ip flow-cache timeout inactive
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
timeout Lenoe uncno |3HayeHuve TaliM-ayTa B cekyHAax. MoxeT
NPUHUMATbL 3HaYeHVs B Npejenax ot 1 4o
600.
Mpumep (config)> ip flow-cache timeout inactive 1

Netflow: :Manager: Inactive timeout set to "1" s.

(config)> no ip flow-cache timeout inactive
Netflow: :Manager: Inactive timeout reset to "20" s.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.11 Jlo6aBneHa komaHga ip flow-cache timeout inactive.

3.39 ip flow-export destination

OnucaHune 3afatb NnapameTpbl kosinektopa NetFlow.
KomaHga c npedumkcom no yganseTt napameTpbl.

MNpedukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOgA, Het

Cutoncnc (config)> ip flow-export destination address port»

(config)> no ip flow-export destination

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

address IP-agpec IP-agpec coopLumKa AaHHBIX.

port UYesnoe uucro |Homep nopta UDP konnektopa. Moxet
npUHMMaTh 3HadeHuna 2055, 2056, 4432, 4739,

9025, 9026, 9995, 9996, 6343.

Mpumep (config)> ip flow-export destination 192.168.101.31 4739
Netflow: :Manager: Export destination is set to »
192.168.101.31:4739.

(config)> no ip flow-export destination
Netflow: :Manager: Export destination is unset.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.1 Job6asneHa komaHgaa ip flow-export destination.
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3.40 ip flow-export version

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.41 ip host

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTpoWKKn

YkazaTb Bepcuto konnektopa NetFlow. Mo yMon4aHMIO NCNONb3yeTCcs
3HaueHwe 5.

KomaHzaa ¢ npedrkcom no BO3BPALLAET 3HaUEHME MO YMONYAHMIO.
Ja

Ja

Het

(config)>  ip flow-export version «version

(config)> no ip flow-export version

AprymeHT 3HauyeHue OnuncaHwue

version CTtpoka Bepcusa npoTtokona.

(config)> ip flow-export version 9
Netflow: :Manager: Set export protocol version to 9.

(config)> no ip flow-export version
Netflow: :Manager: Reset export version to 5.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHga ip flow-export version.

Jo6aBuTb JOMeHHOe nMsa 1 agpec B Tabanuy DNS.
Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

(config)> ip host «domains <address>

(config)> no ip host [ <domains <address> ]

AprymeHT 3HayeHue OnuncaHwue

domain CTpoka JomMmeHHOe nvs xocTa.

address IP-agpec IP-agpec xocTa.
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Mpumep (config)> ip host zydata.local 192.168.1.22
Dns: :Manager: Added static record for "zydata.local", address »
192.168.1.22.

(config)> no ip host zydata.local 192.168.1.22
Dns::Manager: Record "zydata.local", address 192.168.1.22 deleted.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHza ip host.

3.42 ip hotspot

OnucaHue JocTyn K rpyrnne KoMaHg ANa HacTponkun YnpasneHus [lomaluHen CeTbio.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica IP

BxoxxgeHue B rpynny (config-hotspot)

CuHoncuc I(conﬁg)> ip hotspot

Npumep (config)> ip hotspot
(config-hotspot)>

UcTopuns nsmeHeHnii Bepcus OonucaHue

2.06 Job6asneHa komaHgaa ip hotspot.

3.42.1 ip hotspot auto-scan interface

OonucaHue BkntounTb GOHOBOE CKaHMpPOBaHMe Ha 3aaHHOM UHTepdelice. Mo
YMOTYAHUNIO BK/TKOUEHO.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Tun nutepdeiica IP
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CnHoncuc (config-hotspot)>  auto-scan interface <interface

(config-hotspot)> no auto-scan interface <interface

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

interface UHTepgeinc MonHoe nma nHTepderica nam NCeBLOHUM.

Mpumep (config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is unchanged.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.08 Jlo6aBneHa komaHga ip hotspot auto-scan interface.

3.42.2 ip hotspot auto-scan interval

OnucaHwne 3ajaTb VHTEepBa NPOBEPKU XOCTOB, HAXOAALLMNXCA OHAAKMH. Mo yMon4aHunio
ncnonb3lyeTca 3HayveHWe 30.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHUI0.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

Cunoncuc (config-hotspot)>  auto-scan interval <interval>

(config-hotspot)> no auto-scan interval

AprymeHTbI AprymeHT 3HaueHue OonucaHue
interval UYesoe yucro |/IHTepBan cKkaHMPOBaHWA B CEKYHAAX.
Mpumep (config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »
10 s.

(config-hotspot)> no auto-scan interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »
default.

Air (KN-1613) — CnpaBOYHVK KOMaHA, 287



naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHza ip hotspot auto-scan interval.

3.42.3 ip hotspot auto-scan passive

OnucaHune 3agjatb CKOPOCTb NacCMBHOIO CKaHNPOBaHMA B XOCTax B CEKYyHAY. Mo
YMOJIYaHUIO NCMNO/Ib3YeTcs 3HaueHre 3.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMOAYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica IP

CuHoncuc (config-hotspot)>  auto-scan passive <rate> hps

(config-hotspot)> no auto-scan passive

AprymeHTbI AprymeHT 3HaueHue OonucaHue
rate Uenoe 4ucno |CKOpPOCTb NAaCCUBHOIO CKAHNPOBaHWUA.
Npumep (config-hotspot)> auto-scan passive 5 hps

Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.

(config-hotspot)> no auto-scan passive
Hotspot::Discovery: :Manager: Auto-scan rate reset to default.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 Job6asneHa komaHaa ip hotspot auto-scan passive.

3.42.4 ip hotspot auto-scan timeout

OnucaHune YcTaHoBUTE 0PPaNHOBbLIN TaliM-ayT ANs XOCTOB. [oc/ie yKazaHHOro BpemeHu
OTCYTCTBYIOLLMIA XOCT YAANAETCH 13 CIMCKa OBHapY>KEeHHbBIX XOCTOB XOT-CroTa.
Mo ymonuaHuio ncnonb3yeTcs 3HaveHve 35.

KomaHaa ¢ npeprKcom no Bo3BpaLLAeT 3HayeHne Mo YMONYaHWIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

IP

(config-hotspot)>  auto-scan timeout <timeout>

(config-hotspot)> no auto-scan timeout

AprymeHT 3HauyeHue OnuncaHwue

timeout Uenoe uyncno |OPPnaliHOBLIN TalM-ayT B CEKYHAAX.

(config-hotspot)> auto-scan timeout 31
Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> no auto-scan timeout
Hotspot::Discovery: :Manager: Auto-scan host offline timeout reset »
to default.

Bepcus OnucaHue
2.08 JobasneHa komaHaa ip hotspot auto-scan timeout.

3.42.5 ip hotspot default-policy

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

OnpegennTb NOANTUKY YNpasneHus [lomawHen CeTbio N5 BCex
NHTepdercoB nam HasHaunTb Npodunb AocTyna B VIHTepHeT. MNoantunka
NPUMEHSETCS KO BCeEM MHTepdeincam, He MMerLLIMM CO6CTBEHHONO NpaBuaa
4ocTyna, ip hotspot policy.

Monutnka no ymonyaHuto: permit.

KomaHga ¢ ﬂped)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHUne NoJINTUKU No
yMO/14aHuHo.

Ja
Ja
Ja
IP
(config-hotspot)>  default-policy (<access» | policys)

(config-hotspot)> no default-policy

AprymeHT 3HauyeHue OnucaHwue
access permit PaspewwnTb goctyn K ceTni VIHTepHer.
deny 3anpeTuTb JOCTynN K ceTu VIHTepHeT.
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Mpumep

AprymeHT

3HauyeHue

OnucaHwue

policy

lpogunb pgoctyna

HasBaHue npodunsa goctyna.

(config-hotspot)> default-policy permit
FHotspot: :Manager: Default policy "permit" applied.

(config-hotspot)>
Hotspot: :Manager:

(config-hotspot)>
Hotspot: :Manager:

default-policy
Default policy

default-policy
Default policy

deny
"deny" applied.

Policy0
"Policy0" applied.

UcTopuns nsmeHeHnii

no default-policy
Default policy cleared.

(config-hotspot)>
Hotspot: :Manager:

Bepcus OnucaHve
2.09 JobasneHa komaHaa ip hotspot default-policy.
212 Jlo6aBneH aprymeHT policy.

3.42.6 ip hotspot host

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHT

HacTtponTb npaBrna Aoctyna nam 6,10KMPOBKN A1 OnpeaeieHHbIX KINeHTOB
YnpasneHusa JjomalwHein CeTbio. [laHHbIE MpaBuia MeroT 6o/iee BbICOKWNI
NpPUOPUTET, YeM HACTPOIiKa NOAUTUKM (CM. KoMaHay ip hotspot policy).

KomaHga ¢ npedunKcom no yaanset HacTPOnKy.
Ja
Aa
Ja
IP

(config-hotspot)>  host mac (<access» | schedule <schedules | policy

policy»)

(config-hotspot)> no host mac> (access> | schedule | policy)

AprymeHT 3HaueHue OnucaHue
mac MAC-agpec MAC-agpec xocTa. XoCT JO/KeH bbITb
3aperncTpuvpoBaH 3apaHee ¢
rnomMoLLb KoMaHabl known host.
access permit PaspelwwnTb goctyn K ceTni VIHTepHer.
deny 3anpeTuTb AOCTYMN K ceTn IHTepHeT.
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AprymeHT 3HauyeHue OnucaHwue
schedule PacnucaHne Ha3BaHue pacnucaHus, CO34aHHOro
MNPy NOMOLLM FPYMMbl KOMaHA,
schedule.
policy Mpo¢unb poctyna|Ha3BaHne npodunsa goctyna.
Npumep (config)> known host MYTEST 54:e4:3a:8a:f3:a7

Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule "permit" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 deny
Hotspot: :Manager: Rule "deny" applied to host "54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 schedule MYSCHEDULE
Hotspot::Manager: Schedule "MYSCHEDULE" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 schedule
Hotspot::Manager: Host "54:e4:3a:8a:f3:a7" schedule disabled.

(config-hotspot)> host 54:e4:3a:8a:f3:a7 policy Policy0
Hotspot::Manager: Policy "Policy@" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 policy
Hotspot::Manager: Policy removed from host "54:e4:3a:8a:f3:a7".

VlCTOleﬂ V|3MEHeHV||7| Bepcmﬂ onvicaHue
2.06 Jlo6aBneHa komaHga ip hotspot host.
2.12 JlobaBneHbl aprymeHTbl permit, deny, schedule, policy.

3.42.7 ip hotspot host priority

OonucaHue HasHaunTb onpegeneHHbI NpropuTeT BceMy Tpadurky, HanpaBaeHHOMY K
3aperncTpMpoBaHHOMY XOCTY. Perncrpaumsa Xxocta BbINOMHAETCA 3apaHee
npu noMoLm komaHasl known host.

KomaHga ¢ npedurkcom no yganseTt npnopuTert.
MNpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
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Cunoncuc (config-hotspot)>  host wmacs priority ¢priority»
(config-hotspot)> no host mac» priority
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
mac MAC-appec MAC-agpec xocTa.
priority 1 HawnBbicLunii.
2 KpuTtnuecknia.
3 Bbicokuin.
4 MOBbILLIEHHbIN.
5 CpeaHuin.
6 HopMmankeHbI (N0 yMOA4aHuo).
7 Husknii.
Mpumep (config-hotspot)> host 04:d2:cl:14:bc:59 priority 7

Hotspot::Manager: Applied priority "7" to host »
"04:d2:cl:14:bc:59".

(config-hotspot)> no host 04:d2:cl:14:bc:59 priority
Hotspot::Manager: Removed priority from host "04:d2:cl:14:bc:59".

WcTopuns nsmeHeHnit |Bepcus

OnucaHune

3.08

Job6asneHa komaHgaa ip hotspot host priority.

3.42.8 ip hotspot policy

OnucaHue OnpeaenuTb NOANTUKY YNpaBneHus JomailHein CeTbto Ans BbIOpaHHOTO
nHTepderica. NMoanTmnka NpUMeHNETCH KO BCEM XOCTaM, He MIMetoLLMM
cobcTBeHHOro npasuna goctyna ip hotspot host.

MonnTtmka no ymonyaHuo: permit.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaB/MBaeT 3Ha4YeHNE NONNTUKN MO

YMOYaHWIO.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBOg, [a
Tun uHTepderica IP

CuvHoncuc

I (config-hotspot)>

policy <interfaces («accesss | policy»)
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AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

(config-hotspot)> no policy <interface»

AprymeHT 3HaueHue OnucaHue
interface WHTepdeiic MonHoe nmsa Ethernet nutepdeiica
WM NCEBAOHUM.
access permit PaspelunTb AoCTyn K ceTu VIHTepHeT.
deny 3anpeTuTb AOCTYN K ceTn MIHTepHeT.
policy Mpo¢unb poctyna|Ha3BaHne npodunsa goctyna.

(config-hotspot)> policy Home permit
Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> policy Home deny
Hotspot::Manager: Policy "deny" applied to interface "Home".

(config-hotspot)> policy Home Policy®
Hotspot::Manager: Policy "Policy@" applied to interface "Home".

(config-hotspot)> no policy Home
Hotspot::Manager: Interface "Home" policy cleared.

Bepcus OnucaHve
2.06 Jlo6aBneHa komaHga ip hotspot policy.
2.12 Jo6asneH aprymeHT policy.

3.42.9 ip hotspot priority

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

HasHaunTb onpegeneHHbI NpyopuTeT BceMy Tpadurky, HanpaBaeHHOMY K
nHTepdecy.

KomaHga ¢ npedurkcom no yaansiet npuopuTer.
Aa
Ja
Ja
IP

(config-hotspot)>  priority <interfaces priority

(config-hotspot)> no priority <interface»

AprymeHT 3HauyeHue OnuncaHwue

interface UHnTeppeic MonHoe nmsa nHTepdeiica Nan NCeBAOHUM.
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Mpumep

WcTopus nsmeHeHum

AprymeHT

3HavyeHue

OnucaHue

priority

HawuBbicLuuni,

KpuTtnuecknia.

Bbicokuin.

[MoBbILLEHHBbIN.

CpegHwuin.

HopmankHbI (N0 ymMon4aHuio).

1
2
3
4
5
6
7

Huskuin.

(config-hotspot)> priority Home 7
Hotspot::Manager: Applied priority "7" to interface "Home".

(config-hotspot)> no priority Home
Hotspot: :Manager: Removed priority from interface "Home".

Bepcus

OnucaHune

3.08

Job6asneHa komaHgaa ip hotspot priority.

3.42.10 ip hotspot wake

OnucaHwue
MNpejukc no

MeHsieT HacTpoikmn

OTtnpasutb Wake-on-LAN nakeT Ha private n protected nHtepdericbl xocTa.

Het

HeT

MHorokpaTHbIi BBog, Het

Tun nHTepdeiica

CviHoncmc

AprymeHThl

Mpumep

UcTopus nsmeHeHwnii

IP
(config-hotspot)>  wake wmac»
AprymeHT 3HauyeHue OnuncaHwue
mac MAC-agpec MAC-agpec xocrTa.

(config-hotspot)> wake a8:1e:84:11:f1:22
Hotspot::Manager: WoL sent to host: a8:1e:84:11:f1:22.

Bepcus

OnucaHue

2.08

[Jlo6aBneHa komaHga ip hotspot wake.
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3.43 ip http lockout-policy

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

3aAaTb NapameTpbl OTCNEXMBAHWSA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponeit HTTP gns nybnnyHbix nHTepdericos. Mo ymondaHuto dbyHKUNS
BKAtoYeHa. Ecnuv B KavecTBe aprymeHTa ncnonb3yeTcs 0, Bce napameTpbl

oTCNeXunBaHUsA Nnepebopa byayT cOpoLLeHbl B 3Ha4YEHNS MO YMOIYaHUI.
KomaHga ¢ npedurkcom no oTk/touaeT obHapyxeHmne nogbopa.

Ja

Ja

Het

IP

(config)>  ip http lockout-policy «thresholds [«durations
[cobservation-windows]]

(config)> no ip http lockout-policy

AprymeHT 3HayeHue |OnucaHue

threshold Uenoe umucro|KonnuectBo HeyAauHbIX MOMbITOK BXOAa
B crcTemy. [10 yMONYaHUIO yCTaHOBMEHO
3HayveHune 5. MoxeT npuHMMaTh
3HayeHWsa B npegenax ot 4 Ao 20.

duration lenoe uuncno|MNpoAoKNTENbHOCTL 3anpeTta
aBTOpM3aUMKM Ana ykasaHHoro IP-agpeca
B MUHYyTax. [10 ymon4aHumio ycTaHOBIEHO
3HadeHue 15. MoxeT nprHumaTh

3HayeHusa B npegenax ot 1 Ao 60.

observation-window|lenoe 4ucsno|MpofoNKNTENLHOCTL HAabNOAEHNS 3a
NoA03pUTENbHOM aKTUBHOCTLIO B
MUHyTax. 10 ymMon4yaHuo yCTaHOB/IEHO
3HauveHue 3. MoxXeT NpUHMMaTb

3Ha4deHwsa B npegenax ot 1 o 10.

(config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is enabled.

(config)> no ip http lockout-policy
Http::Manager: Bruteforce detection is disabled.

(config)> ip http lockout-policy 0
Http::Manager: Bruteforce detection reset to default.

Bepcus OnucaHve

2.08 Job6asneHa komaHgaa ip http lockout-policy.
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3.44 ip http log access

OnucaHwue Brntountb pexum oTnagku Ha Beb-cepsepe (nginx). Mo ymonvaHuo dpyHKUms
OTK/OYEHa.

KomaHga ¢ npednkcom no oTkAoYaeT 0TNAALA0UHbIA PEXUM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nutepdeiica IP

CuHoncuc I (config)> ip http log access

I (config)> no ip http log access

Mpumep (config)> ip http log access
Http::Manager: Enabled access logging.

(config)> no ip http log access
Http::Manager: Disabled access logging.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.00 Jlo6aBneHa komaHga ip http log access.

3.45 ip http log auth

OnucaHune BKHOUMTL NOTMPOBAHKE MOMbITOK HEYAAa4YHOM aBTopu3auumn B cucteme. Mo
YMOMYaHUIO QYHKLMS OTK/HOYEHA.

KomaHga ¢ npedurkcom no oTKIYaeT N0rMpoBaHue.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config)>  ip http log auth

I (config)> no ip http log auth

Mpumep (config)> ip http log auth
Http::Manager: Auth logging enabled.
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(config)> no ip http log auth
Http::Manager: Auth logging disabled.

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.08

Job6asneHa komaHgaa ip http log auth.

3.46 ip http log webdav

OnucaHune BkntounTb normpoBaHvie NonbITOK HeyauHoro NoAKAYeHNs K cepBepy
WebDAV. Mo ymon4aHuio GyHKLMSA OTKIHOYEHa.

KomaHga ¢ ﬂpe¢I/IKCOM Nno OTKNKYaEeT IormpoBaHMe.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CviHoncuc

I (config)> ip http log webdav

I (config)> no ip http log webdav

Mpumep (config)> ip http log webdav
WebDav: :Server: Enabled request tracing.

(config)> no ip http log webdav
WebDav: :Server: Disabled request tracing.

WcTopus nsmeHeHnii |Bepcus

OnucaHue

3.04

Jlo6aBneHa komaHga ip http log webdav.

3.47 ip http port

OnucaHwue HazHaunTe HTTP nopT a5 Be6-nHTepdeiica Air. [10 yMonyaHMIo NCnosb3yeTcs

rnopt 80.

KoMaHAa ¢ Nnpedurkcom no ycTaHaBAMBAET MNOPT MO YMOYAHUIO.

MNpedukc no

MeHsieT HacTpoiKkmn

Ja
Aa

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

IP
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Cunoncuc (config)>  ip http port «port>

(config)> no ip http port

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

port lenoe umucno |Hosbli nopT HTTP.

Mpumep (config)> ip http port 8080
Http::Manager: Port changed to 8080.

(config)> no ip http port
Http::Manager: Port reset to 80.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.08 Jlo6aBneHa koMaHga ip http port.

3.48 ip http proxy

OnucaHwue JocTtyn K rpynne KomaHa ans Hactpoikm HTTP npokcu. Ecav npokcn He
HaljeH, KOMaHJa MblTaeTcs ero co3gaTb.

KomaHga c npedunkcom no yganseT NpoKcu.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbI/i BBog, /[la
Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-http-proxy)

CuHoncuc (config)>  ip http proxy name>
(config)> no ip http proxy name>
AprymeHTbl AprymeHT |3HaueHve |OnucaHune
name Ctpoka Vma HTTP npokcw.
Mpumep (config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.08 Job6asneHa komaHgaa ip http proxy.
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3.48.1 ip http proxy auth

OnucaHue Bkntoumntb aBTopmsaumio ana HTTP-npokcu. Mo ymonyaHuio napameTp
OTK/HOYEH.

KomaHga ¢ npedurkcom no oTkAo4aeT aBTopmsaunto ana HTTP-npokcu.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica IP

CuHoncuc I (config-http-proxy)>  auth

I (config-http-proxy)> no auth

Mpumep (config-http-proxy)> auth
Http::Manager: Proxy password auth is enabled.

(config-http-proxy)> no auth
Http::Manager: Proxy password auth is disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.10 [Jlo6aBneHa komaHga ip http proxy auth.

3.48.2 ip http proxy domain

OnucaHue YcTaHOBWUTL AOMEHHOe UMH, onpegenstollee FQDN BUpTyasnbHOro XOCTa.
KomaHgza ¢ npedpurKcom no yaanset HaCTPOKY.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica IP

CnHoncuc (config-http-proxy)>  domain static «domain»

(config-http-proxy)> no domain

AprymeHTbl AprymeHT |3HayeHue |OnucaHue

domain CTpoka JomMmeHHOoe nwvs.
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Mpumep (config-http-proxy)> domain static example.net
Http::Manager: Configured base domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHaa ip http proxy domain.

3.48.3 ip http proxy domain ndns

OnucaHwue Mcnonb3oBaTtb fOMeHHOe M4, nonyyeHHoe oT cepsuca NDNS. Ecnum gaHHas
Onumsa BKAOYEHa, HacTpoiika ip http proxy domain cTupaeTcs.

KomaHga ¢ npedunKcom no yaanset HacTPOnKy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncuc | (config-http-proxy)>  domain ndns

I (config-http-proxy)> no domain ndns

Npumep (config-http-proxy)> domain ndns
Http::Manager: Configured ndns domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 JobasneHa komaHaa ip http proxy domain ndns.

3.48.4 ip http proxy force-host

OnucaHue BkaounTb NepeonpejeneHuve 3aronoska Host ans upstream.
KomaHgaa ¢ npedprKcoM No OTK/H0HaEeT HaCTPOWKY.

Mpe¢ukc no Ja

MeHsieT HacTpouikm  /la

MHorokpaTtHbiiA BBog, Het
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Tun nutepdeiica IP

CuHoncuc (config-http-proxy)>  force-host «force-host

(config-http-proxy)> no force-host

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
force-host |[Ctpoka IP-agpec nnn gomeHHoe nmvs.
Npumep (config-http-proxy)> force-host 192.168.8.1
Http::Proxy: "modem": enabled Host header enforcing to »
"192.168.8.1".

(config-http-proxy)> force-host modem.keenetic.pro
Http::Proxy: "modem": enabled Host header enforcing to »
"modem. keenetic.pro".

(config-http-proxy)> no force-host
Http::Proxy: "modem": disabled Host header enforcing.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.06 Job6asneHa komaHaa ip http proxy force-host.

3.48.5 ip http proxy preserve-host

OonucaHue YCTaHOBUTb NapameTp A/ COXPaHEeHUs1 UCXOAHOro 3aronoBKa Npwu
MPOKCUPOBAHNN.

KomaHga ¢ npedrkKcom no oTKA0YaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-http-proxy)>  preserve-host

I (config-http-proxy)> no preserve-host

Mpumep (config-http-proxy)> preserve-host
Http::Manager: Proxy HTTP Host header preservation is enabled.

(config-http-proxy)> no preserve-host
Http::Manager: Proxy HTTP Host header preservation is disabled.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.13

[JobaeneHa komaHza ip http proxy preserve-host.

3.48.6 ip http proxy security-level

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHuim

YCTaHOBUTb ypoBeHb 6e3onacHocTn ang HTTP-npokcu. Mo ymondaHuio
yCTaHOB/IEHO 3HaveHne private.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoan4aHuio.

Ja
Ja
HeT

IP

(config-http-proxy)>

security-level (public | private)

(config-http-proxy)> no security-level

AprymeHT 3HauyeHue OnucaHwue

public Kroyesoe Joctyn K HTTP-npokcm paspelueH ans public,
C/10B0 private un protected nHtepdeicos.

private Knoyesoe Joctyn K HTTP-npokcu paspeLueH To/IbKOo ANd
C/I0BO private nHTepdeiicos.

(config-http-proxy)>

Http::Proxy:

(config-http-proxy)>

"testl": set

security-level public

public security level.

no security-level

Http::Proxy: "testl": unset public security level.
Bepcus OnucaHue
3.05 JobasneHa komaHaa ip http proxy security-level.

3.48.7 ip http proxy upstream

OnuncaHwune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

YcraHoBuUTb agpec HTTP nan HTTPS cepBepa, Ha KOTOpbI 6yayT
nepeHanpaBasaTbCs 3anpochl.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiky.

Ja
Ja
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica IP
Cunoncuc (config-http-proxy)> upstream(http | https)(imac> | <ip> | <fqdns) [«ports]
(config-http-proxy)> no upstream
AprymeHTbI AprymeHT |3HaueHune OonucaHue
http Knoyesoe cnoso |HTTP cepsep.
https Kmwyesoe cnoso |HTTPS cepsep.
mac MAC-appec MAC-aapec cepsepa.
ip IP-anpec IP-agpec cepsepa.
fqdn FQDN NonHoe somMeHHOE NMS cepeepa.
port Uernoe yucno Homep nopra.
Mpumep (config-http-proxy)> upstream http 192.168.1.1 8080

Http::Manager: Proxy "TEST" upstream was set.

(config-http-proxy)> upstream https google.com 443
Http::Proxy: "modem": set https upstream google.com, port 443.

(config-http-proxy)> no upstream
Http::Manager: Remove upstream info for proxy "test".

WcTopus nsmeHeHuimi Bepcus onucaHue
2.08 Jlo6aBneHa komaHga ip http proxy upstream.
3.05 JobaBneHo knto4veBoe C/10BO https.

3.48.8 ip http proxy x-real-ip

OnucaHue BkarounTb noaaep>kky 3aronoskos X-Real-IP and X-Forwarded-For gns HTTP
npoKcu.

KomaHga ¢ npedrkKcom no oTKAKYaeT 3arooBKU.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc | (config-http-proxy)>  x-real-ip
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Mpumep

WcTopus nsmeHeHum

I (config-http-proxy)> no x-real-ip

(config-http-proxy)> x-real-ip
Http::Proxy: "testl": enabled X-Real-IP and X-Forwarded-For »
headers.

(config-http-proxy)> no x-real-ip
Http::Proxy: "testl": disabled X-Real-IP and X-Forwarded-For »
headers.

Bepcus OnucaHue

3.05 Job6asneHa komaHgaa ip http proxy x-real-ip.

3.49 ip http security-level

OnuncaHune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHThl

Mpumep

YCTaHOBUTb YpOBeHb 6€30MacHOCT AN yAaleHHOro A0CTyna K Beb
nHTepdelicy Keenetic. Mo ymonyaHmio ycTaHOBMEHO 3Ha4YeHe private.

Het
Ja
Het

IP

(config)> iphttpsecurity-level (public[ssl] | private | protected)

AprymeHT |3HauyeHue OnucaHue

public Knw4esoe cnoso|[ocTyn Kk Be6 nHTepdeincy paspeLleH ans
public, private n protected nHtepdeiicos no
HTTP n HTTPS.

private Kn4yesoe cnoso|ocTyn k Be6 nHTepdeiicy paspeLleH ans
private nHTepdeiicos.

protected |KmwyeBoe croso|[ocTyn K Beb nHTepdelicy paspeLleH ans
private n protected nHtepdeiicos.

ssl Kni4yesoe cnoso|[ocTyn K Beb nHTepdency paspeLueH A5
public nHTepdeincos Tonbko Yepes HTTPS.

(config)> ip http security-level protected
Http::Manager: Security level changed to protected.

(config)> ip http security-level public ssl
Http::Manager: Security level set to public SSL.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.08 [JobaeneHa komaHaa ip http security-level.
3.00 [Jlo6aeneH napametp ssl.

3.50 ip http ssl acme ecdsa

OnucaHwue BknounTb noagepxky ceptudunkaToB Ha ocHoBe KpunTorpadum ECDSA.
KomaHga ¢ npedunkcom no oTkAroYaeT 3Ty GYHKLMIO.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> ip http ssl acme ecdsa

I (config)> no ip http ssl acme ecdsa

Mpumep (config)> ip http ssl acme ecdsa
Acme::Client: Enabled ECDSA chain.

(config)> no ip http ssl acme ecdsa
Acme: :Client: Disabled ECDSA chain.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

3.09 JlobasneHa komaHAa ip http ssl acme ecdsa.

3.51 ip http ssl acme get

OnucaHue Co3patb 1 nognucaTb cepTudmkat SSL Ana ykazaHHOro AOMEHHOro MMeHN
(mo ymonuaHuto, KeenDNS). [lna Hero AosikeH 6bITb NpefoCTaBAeH AOCTYM
13 NHTepHeTa.

Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config)> ip http ssl acme get [ <domains ]
AprymeHTbI Argument |3HaueHme |OnucaHue
domain Crpoka JomeHHoe nms KeenDNS.
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Mpumep (config)> ip http ssl acme get mytest.keenetic.pro
Acme::Client: Obtaining certificate for domain »
"mytest.keenetic.pro" is started.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.1 Job6asneHa komaHgaa ip http ssl acme get.

3.52 ip http ssl acme revoke

OnucaHue OTMeHUTb 1 yaanuTb SSL-cepTndurkat Ana ykasaHHOro AOMeHHOro UMeH
(KeenDNS, no ymoniuvaHuio).

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue (config)> ip http ssl acme revoke «domain»
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
domain Ctpoka JomeHHoe nms KeenDNS.
Npumep (config)> ip http ssl acme revoke mytest.keenetic.pro
Acme::Client: Revoking certificate for domain »
"mytest.keenetic.pro" is started.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.11 [JobaeneHa komaHza ip http ssl acme revoke.

3.53 ip http ssl acme list

OnucaHue MNMoka3saTb cnncok 6ecrnnatHblx cepTndurkaTos Let's Encrypt B cucteme.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncurc I(config)> ip http ssl acme list

Mpumep (config)> ip http ssl acme list
certificate:
domain: ccb6b5a71a7644903b51a5454.keenetic.io
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should-be-renewed: no

is-expired: no
issue-time: 2018-06-20T09:16:30.000Z
expiration-time: 2018-09-17T09:16:30.000Z

certificate:
domain: mytest.keenetic.pro
should-be-renewed: no
is-expired: no
issue-time: 2018-06-28T16:36:56.000Z
expiration-time: 2018-09-25T16:36:56.000Z

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

2.1 Job6asneHa komaHga ip http ssl acme list.

3.54 ip http ssl enable

OnucaHue Bkarountb SSL Ha HTTP cepsepe. o ymonyaHuto, SSL oTktoUeH.
KomaHga ¢ npedurkcom no oTkarouaet SSL.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica IP

CnHoncuc I(conﬁgP- ip http ssl enable

I (config)> no ip http ssl enable

Mpumep (config)> ip http ssl enable
Http::Manager: Enabled SSL service.

(config)> no ip http ssl enable
Http::Manager: Disabled SSL service.

VlCTOleﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.07 Jlo6aBneHa komaHga ip http ssl enable.

3.55 ip http ssl redirect

OonucaHue BkntounTb aBTOMaTUYECKOE NepeHanpas/ieHre Ha JOMeHaXx C cepTiduKaTom
SSL. Mo yMonyaHuio nepeHanpas/ieHme BKIOYEHO.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

KoMaHAa ¢ npedrkcom no oTK/ItoYaeT nepeHarnpas/eHme.

Ja

Aa
Het

IP

I (config)> ip httpssl redirect

I (config)> no ip http ssl redirect

(config)> ip http ssl redirect
Http::Manager: Redirect to SSL is enabled.

(config)> no ip http ssl redirect
Http::Manager: Redirect to SSL is disabled.

Bepcus OnucaHue

2.1 Job6asneHa komaHgaa ip http ssl redirect.

3.56 ip http x-frame-options

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoKK
MHorokpaTtHbIiA BBOJ,
Tun nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

YcTaHOBUTbL 3HaYeHre 3aronoeka X-Frame-Options ansa Be6-cepsepa (nginx)

B JOMALLHEM CerMeHTe ceTu.
KomaHgaa ¢ npedprKcoOM No OTK/H0HaeT HaCTPOWKY.
Ja

Ja

HeTt

IP

(config)> ip http x-frame-options «x-frame-options»

(config)> no ip http x-frame-options «x-frame-options,

AprymeHT 3HayeHue |OnucaHue

x-frame-options|Crpoka 3HaueHue X-Frame-Option.

(config)> ip http x-frame-options DENY
Http::Manager: Set X-Frame-Options to "DENY".
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WcTopusa nsmeHeHum

(config)> no ip http x-frame-options DENY
Http::Manager: Disabled X-Frame-Options header.

Bepcus OnucaHue

3.05 Job6asneHa komaHgaa ip http x-frame-options.

3.57 ip name-server

OnuncaHune

Mpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

HactponTb IP-agpeca cepsepos DNS. CoxpaHeHHble TakuM 06pa3om agpeca
Ha3bIBalOTCHA CTaTUYECKMMU, B MPOTUBOMONOXHOCTb AUHAMUYECKUM —
3aperncTpupoBaHHbIM cnyxbamu PPP nan DHCP.

AKTUBHBIMW, TO €CTb NCMO/b3YeMbIMU B JAHHBIA MOMEHT ajpecaMu, ABNSOTCA
Te, KOTOopble 6bIIN 3aperncTprpoBaHbl Mo3xe ocTanbHbIX. O6bIYHO cncTema
1crnonb3yeT agpeca, NoayYeHHble HECKObKUMW NoCie4HUMM YCreLHo
NOAKNOUNBLUNMUCS cny>K6amu PPP nnn DHCP. Ecan HX o4Ha 13 CyX6 He
pernctpupyet agpeca DNS akTUBHbIMU BYAYT cTaTUYeCcKme HaCTPOMKMN.
OgaHako, ecnv nocsie perncTpaumm JUHammnyecknx afpecos rnoJib3osartesnem
6b111 V3MEHeHbI CTaTUYecKme HaCTPOMKM, OHM CTAHOBATCSA aKTUBHbLIMM, MOKa
He byAyT 3aperucTpmpoBaHbl HOBblE AHaMUYecK e ajpeca.

ip name-server MOXHO BBOAVTbL MHOFOKPaTHO, €C/IN TPebyeTcs HacTPOUTb
Heckonbko agpecoB DNS-cepBepoB. KpoMe Toro, Kaxgomy BBeeHHOMY
agpecy MOXHO COMNOCTaBUTb OAHO UM HECKONbKO OMEHHbIX UMeH A5
paboTkl co cneundrnyecknmMm 30HaMu, Hanpumep, No0KaJibHbIMU UMeHaMN B
KOPNOpaTMBHON ceTu.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIn agpec cepsepa DNS u3
CTaTMYeCKoro N akTUBHOIO CMNCKa, eC/I KOMaHAa AAeTcs C aprymMeHTamu,
60 ounLLaeT CNUCOK CTaTUYeCKUX apecoB, ecnu KOMaHAa Aaetcs 6e3
aprymMeHToB.

Aa
Ja
Ja
IP

(config)> dipname-server<address>[: port>][«domains[on<interface

11

(config)> no ip name-server [ «addresss [ : <port>]][ «domain [ on
<interface>]]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec Afpec cepBepa NMeH.

port Lenoe u4ucno |MopT cepBepa NMEH.
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Mpumep

WcTopusa nsmeHeHwnii

3.58 ip nat

OnuncaHune

MNpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

AprymeHT 3HauyeHue OnuncaHwue

domain CTpoka JlomeH, 4151 KOTOpOro 6yAeT UCMo/Ib30BaThCs
cepsep. DNS-npokcm npu paspeLueHumn
VIMEHU B NepBYyto oyepesb BblbnpaeT agpec
cepBepa ¢ Hanbonee 6N3KMM K 3anpocy
AomeHoM. Ecav soMeH He ykasblBaTb, cepeep
6yAeT NCMoNb30BaTLCA A1 BCEX 3aMpOCOoB.
BbipaxeHue "" Ncnonb3yeTcsd Kak JOMeH o
yMO4aHu0. MakcmManbHoe KOAn4ecTBo
AoMeHoB ansa ogHoro DNS-cepBepa — 16.

interface NHTepgeiic Nma nutepderica Ana HacTponkuy.

(config)> ip name-server 8.8.8.8 "" on ISP

Dns::InterfaceSpecific: Name server 8.8.8.8 added, domain »

(default), interface ISP.

(config)> no ip name-server

Dns::Manager: Static name server list cleared.

Bepcus OnucaHue
2.00 [JobaBneHa koMaHAa ip name-server.
2.14 JobaBneH aprymeHT port.

BKAHOUMTL TPAHCASALMIO «/I0KA/IbHbIX» aPecoB ceTn network Unm cetu 3a
nHTepdericom interface. Hanpumep, koMaHza ip nat Home o3Hauvaert, uUTo
NS BCEX MaKeTOB 13 ceT Home, NPOXOAALLIMX Yepe3 MapLUpyTmu3aTop, byaet
BbIMOJIHEHA NOAMEHA a4pPEeCcoB UCTOUHMKA.

Ja
Aa
Ja
IP

(config)>

ip nat (<«interfaces | «address» amask»)

(config)> no ip nat (<interfaces | <address> imask>)

AprymeHT

3HayeHue

OonvcaHune

interface

UHTEepperic

Nma nHTepdeiica NcTouHmMKa (NonHoe nms
nHTepderica nan NnceBgoOHNM).
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AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec BmecTe ¢ mackon mask 3agaeT gmnanasoH
IP-appecoB ncToUHMKA, NoANexaLlmx
TpaHCaUnn.

mask IP-macka Macka gmanasoHa TpaHcnauun. Ecte aBa

cnocoba BBOAA MacKn: B KAHOHMYECKOM BUje
(Hanpumep, 255.255.255.0) 1 B Buje

61TOBOI ANVHBI NpeduKca (Hanpumep, /24).

NMpumep (config)> ip nat Home
Network::Nat: A NAT rule added.

(config)> no ip nat Home
Network::Nat: A NAT rule removed.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 [Jlob6aBneHa komaHga ip nat.

3.59 ip nat full-cone

OnucaHwue BkntounTb pexuM Full Cone NAT. TTo yMOAYaHUIO PeXNM BbIK/IHOUEH.
KomaHga ¢ npedrkcom no OTKA0YAET 3TOT PeXUM.

Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CuHoncuc I (config)>  ip nat full-cone

I (config)> no ip nat full-cone

Mpumep (config)> ip nat full-cone
Network::Nat: Full cone mode enabled.

(config)> no ip nat full-cone
Network::Nat: Full cone mode disabled.

WcTopuns nsmeHeHnit |Bepcus onucaHue

3.01 JobasneHa komaHgaa ip nat full-cone.
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3.60 ip nat restricted-cone

OnucaHwue BkntounTb pexum Restricted NAT. [0 yMOAYaHNIO PEXMM BbIK/THOYEH.
KomaHga ¢ npedrKcom no OTKA0YAET 3TOT PEXUM.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nutepdeiica IP

CnHoncuc I (config)> ip nat restricted-cone

I (config)> no ip nat restricted-cone

Npumep (config)> ip nat restricted-cone
Network::Nat: Restricted cone mode enabled.

(config)> no ip nat restricted-cone
Network: :Nat: Restricted cone mode disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 [Jlo6baBneHa koMaHgaa ip nat restricted-cone.

3.61 ip nat sstp

OnucaHue BknounTb TpaHCAALMIO aApecoB AN KAneHToB SSTP.
KomaHga ¢ npedurkcom no yaansieT npasuio.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CuHoncuc I (config)>  ip nat sstp

I (config)> no ip nat sstp

Mpumep (config)> ip nat sstp
SstpServer::Nat: SSTP VPN NAT enabled.

(config)> no ip nat sstp
SstpServer::Nat: SSTP VPN NAT disabled.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.12

[JobaeneHa KomaHza ip nat sstp.

3.62 ip nat vpn

OnucaHue Bkntoumntb TpaHcnauuio agpecos ana VPN-KNVEHTOB.

KomaHga c npedurKcom no yaansiet npasuso.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica IP

CunHoncuc

I (config)>  ip nat vpn

I (config)> no ip nat vpn

Mpumep (config)> ip nat vpn
VpnServer::Nat: PPTP VPN NAT enabled.

(config)> no ip nat vpn
VpnServer::Nat: PPTP VPN NAT disabled.

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.04

Job6asneHa komaHgaa ip nat vpn.

3.63 ip policy

OnucaHwue JocTyn K rpynne KoOMaHZ4 ANs HacTPOKK Npoduns goctyna B VIHTepHeT —

npasuia Bblbopa MapLLpyTa Mo YMOAYAHWUIO A5t XOCTOB U CErMeHTOB

AoMaluHel cetu. Ecnm npodunb AocTyna He HalifeH, KOMaHAa NbITaeTcs ero
co3gatb. MoXHO co3gaTb He 6onee 16 npodunei.

KomaHza ¢ npedunkcom no yaansieT ykasaHHbI Npoduab 4OCTyna U3 cnmcka.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-policy)

CuvHoncuc

I (config)>  ip policy name>
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(config)> no ip policy name>

AprymeHTbI AprymeHT 3HauyeHune OonuncaHmne

name Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.
JonyckaeTcs ncnosb3oBaHme
CMBOJIOB JIATUHCKOro andasunTa,
undp, noguepkmBaHua n geduca. He
6o0see 32 CUMBOJIOB.

Mpumep (config)> ip policy Policy®
Network: :PolicyTable: Created policy "Policy0@".

(config)> no ip policy Policy0
Network: :PolicyTable: Removed policy "Policy0@".

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.12 JobaeneHa koMmaHaa ip policy.

3.63.1 ip policy description

OonuncaHmne Ha3HaunTb Npon3Bo/bHOE onuvcaHme Npodunto goctyna B IHTepHer.
KomaHaa ¢ npedunKcom no cTpaeT onucaHue.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nutepdeiica IP

CuHoncuc (config-policy)>  description «description

(config-policy)> no description

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

description |CTpoka Mpown3BonbHOe onvcaHmne Npodunsa 4ocTyna.
JlonyckaeTcs NCnonb30BaHWe CMMBOJIOB
natuHckoro andasuTta, undp,
noavepkmeBaHusa n gedunca. He 6onee 256
CIMBOJIOB.

Mpumep (config-policy)> description PolicyOne
Network: :PolicyTable: "Policy0": updated description.

(config-policy)> no description
Network::PolicyTable: "Policy0": updated description.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHgaa ip policy description.

3.63.2 ip policy multipath

OonucaHue BkOUNTb GYHKLIMIO OAHOBPEMEHHOTO 1CMNo/b30BaHMsA WAN-MOAK/I0UEeHNIA
B pexvMe 6anaHCcMpOBKU.

KomaHga ¢ npedpurkcom no oTkaoHaeT GyHKLMIO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-policy)>  multipath

I (config-policy)> no multipath

Mpumep (config-policy)> multipath
Network: :PolicyTable: "Policy0": enable multipath.

(config-policy)> no multipath
Network: :PolicyTable: "Policy0": disable multipath.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.14 JobasneHa komaHaa ip policy multipath.

3.63.3 ip policy permit

OnucaHue PaspeLuunTb ncnonb3oBaHme npodunsa 4octyna As rnobansHoro nHTepdeiica.
Ecnn ogviH npodunnb focTyna pa3peLleH AN HeCKONbKMX MHTepdencos,
MO>XHO yKazaTb NPUOPUTET ASIA KaXA0ro 13 HUX.

KomaHaa ¢ npepurkcom no 3anpeLyaeT UCnosib3oBaHMe Nnpoduns goctyna
ANS ykasaHHoro nHtepdeiica. Ecam BBecTn KoMaHAy 6e3 aprymeHToB,
npodunb foctyna byaeT 3anpeLleH A5 Bcex MHTepdelicos.

Mpe¢ukc no Ja
MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica IP
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-policy)>  permit global<interfaces[order corder ]

(config-policy)> no permit [ global <interfaces ]

AprymeHT (3HauyeHue OnucaHwue
interface |WHTepgeic MonHoe nmsa nHTepdeinca Nan NCEBAOHNM.
order Lenoe uucno MpuopuTeT rnobansHOro nuHtepderica, Ans

KOTOPOro paspeLueH npodunb AocTyna.
MoxeTt NPMHNMaTb 3Ha4YeHNA B npejenax
oT 1 10 65534, HO He 6onee, Yem

KONMYECTBO rNobanbHbIX MHTEPHENCOoB.

(config-policy)> permit global L2TPO order 0
Network::PolicyTable: "Policy0": set permission to use L2TPO.

(config-policy)> no permit global L2TPO
Network: :PolicyTable: "Policy0": set no permission to use L2TPO.

Bepcus OnucaHve

2.12 [Jlo6aBneHa komaHga ip policy permit.

3.63.4 ip policy permit auto

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncumc

Mpumep

ABTOMaTUYeCKWN paspeLlaTb HOBble MOAKAOYEeHVS AN npodunsa gocTtyna.
Mo ymonuyaHuio GyHKLNS OTKIOYEHa.

KomaHga ¢ npedurkcom no yaansieT aBToMaTnyeckoe paspeLleHue.
Ja

Ja

Het

IP

I(config-policy)> permit auto

I (config-policy)> no permit auto

(config-policy)> permit auto
Network::PolicyTable: "Policy0": set auto permission.

(config-policy)> no permit auto
Network: :PolicyTable: "Policy0": set auto permission.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobasneHa komaHza ip policy permit auto.

3.63.5 ip policy rate-limit input

OnuncaHmne [l06aBNTb NapaMeTpbl OrpaHNYEHN BXOASLLLE CKOPOCTU ANS TN06aNnbHbIX
nHTepdericos npoduna gocryna.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

Cunoncuc (config-policy)>  rate-limit <interfaces> input (<rate> | auto)

(config-policy)>  rate-limit <interfaces no input

AprymeHTbI AprymeHT |3HauyeHue OonucaHue

interface |WHTepgesic Wms rnobaneHoro IP-nHTepdeiica ansa
orpaHunyeHuns Tpadumka rpynnom
Ha3Ha4veHHbIX Npodunen.

rate Lenoe 4ucno [MpeaenbHasa CKopocTb Nepeaayvn AaHHbIX
B K6ut/c. MoXeT NpMHMMaTh 3Ha4YeHus B
npegenax ot 64 A0 1000000.

auto KmiwyeBoe cnoBo |Pex1M aBTOHACTPONKM.

Mpumep (config-policy)> rate-limit WifiMasterl/WifiStation® input auto
Network::PolicyTable: "Policy@": set input rate limit to "auto".

(config-policy)> rate-limit WifiMasterl/WifiStation® input 100000
Network: :PolicyTable: "Policy0": set input rate limit to "100000" »
kbps.

(config-policy)> rate-limit WifiMasterl/WifiStation® no input
Network::PolicyTable: "Policy0": reset input rate limit.

VICTOleﬂ Mn3MeHeHuA Bepcmﬂ onucaHvie

3.05 JlobaBneHa komaHAa ip policy rate-limit input.
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3.63.6 ip policy rate-limit output

OonuncaHmne [06aBNTb NapaMeTpbl OrpaHNYEeHNS UCXOASALLIE CKOPOCTU AN TN06aNbHbIX
nHTepdericos npoduna gocryna.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica IP

CuHoncuc (config-policy)>  rate-limit <interface> output (<rate> | auto)

(config-policy)>  rate-limit <interfaces no output

AprymeHTbI AprymeHT |3HauyeHue OnucaHue

interface |WHTepgesc Wwms rnobansHoro IP-nHTepdeiica ans
orpaHuyeHus Tpaduka rpynnom
Ha3Ha4YeHHbIX Npoduner.

rate Lenoe 4ucno lMpeaenbHas cKopocTb Nepeaayvn AaHHbIX
B Kéut/c. MoxeT NnpMHMMaTh 3Ha4YeHus B
npegenax ot 64 go 1000000.

auto Knyesoe c10B0|PexnM aBTOHACTPOKM.

Mpumep (config-policy)> rate-limit ISP output auto
Network: :PolicyTable: "Policy@": set output rate limit to "auto".

(config-policy)> rate-limit ISP output 1000
Network::PolicyTable: "Policy0": set output rate limit to "1000" »
kbps.

(config-policy)> rate-limit ISP no output
Network::PolicyTable: "Policy0": reset ouput rate limit.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.05 [Jlo6aBneHa komaHaa ip policy rate-limit output.
3.08 JlobaBneH aprymeHT auto.

3.64 ip route

OnucaHwue Jo6aBnTb B TabanLy MapLUpyTU3aLMmM CTaTUYeCcKin MapLUpyT, KOTOPbI
3a/laeT nNpasuao nepegaun IP-nakeToB Yepes onpeeneHHbIl L3 Uan
ceTeBoW nHTepoderic.
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B kauecTBe ceTn Ha3HayYeHNA MOXHO yKa3aTtb kitoyeBoe cnoBo default. B
3TOM C/lyyae 6yzeT co3jaH MapLUPYT MO YMOAYaHUIO.

KomaHga ¢ npedurkcom no yaansieT MapLUpyT € yka3aHHbIMWU NapaMeTpamu,
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica IP

Cunoncuc (config)>  ip route ( network> <mask> | <host> | default) ( «gateway>

[interface] | <interfaces) [auto] [metric] [reject]

(config)> no ip route ( <network> amask> | <host> | default) [«gateway: |
<interfaces] [metric]

AprymeHTbI AprymeHT |3HauyeHune onuncaHue
network IP-agpec IP-agpec ceTn Ha3HayeHwus.
mask IP-macka Macka ceTu Ha3HadeHus. EcTb ABa cnocoba

BBOJa MacKn: B KAHOHNYECKOM BUje
(Hanpwnmep, 255.255.255.0) v B BUge
6uTOBOM ANNHBI NpedurKca (Hanpumep, /24).

host IP-agpec IP-agpec y3na Ha3zHaveHus.

default Krwyesoe cnoso |Vicnonb3yeTca A4 3ajaHnNs MapLUPYTOB No
YMONYaHMIO.

interface |WHTepgeric MonHoe nmsa nHTepdeinca nnv NCEBLOHNM.

YKka3blBaeTcs B kKayecTBe HanpaBaeHUs
nepejayv nakeTos, ecn K MHTepdeincy
MOAKMHOYEH KaHaN ToOYKa-Touka, He
TpebyroLLnii AONONHUTENBbHOM agpecauunmn
BHYTPW KaHana.

Ecnn Ha nHTepdelice yctaHOBNEH
npuopwuTteT interface ip global, mapwwpyT
£06aBNAeTCA B CUCTEMHYIO TabnLy TONBKO
B TOM CJly4ae, eCnu He CyLLecTByeT Apyroro
MapLLpyTa C TeM Xe apecoM Ha3HaveHus
1 661bLWIVM NPUOPUTETOM.

gateway IP-agpec IP-agpec mapLupyTmnsaTopa B
HenocpeACTBEHHO NOAKIHOUEHHOM CeTu.
Mo>eT 6bITb 3alaH BMeCTe C MMeHeM
vHTepdelica, ecin TpebyeTcs ykasaTb
npuopwutert interface ip global. Ecan
nHTepderic He ykasaH, OH onpejensieTcs
CUCTEMOU aBTOMAaTUYECKN U3 TEKYLLNX
HacTpoek IP.
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AprymeHT |(3HayeHue OnucaHwue

auto Knwuyesoe croso|lo3BoONAET MPYIMEHUTEL MapLUPYT TOr4a,
KOrfa CTaHeT AOCTYMNeH YKa3aHHbIN B HeM
LL1H03.

metric Lenoe uucsno MeTpuka MapLupyTa. B TekyLein

peannsaummn NrHopUpyeTCs.

reject Kniyesoe cnoso|BKAOUNTE MapLLpPYT, YTOObI NCNONL30BaTb
TONbLKO Bbl6paHHbIN NHTepdec ans
MapLupyTM3aunmn Tpadurka K ykazaHHOMY
MecTy HasHadeHus. Ecnm ykasaHHbI
nHTepdelic He aKTMBeH, TO TpaduK He
nepegaeTcs No ApyrumM BO3MOXHbIM
MapLupyTam. 3Ta onumsa paboTaeT TONbKO
npu NCNONb30BaHUKM oNumn auto n He
MOXeT MPUMEHATLCA K MapLUpPYTy No
YMONYaHWIO.

Mpumep (config)> ip route default Home
Network: :RoutingTable: Added static route: 0.0.0.0/0 via Home.

(config)> ip route 123.123.123.123 Wireguardl auto reject
Network: :RoutingTable: Added static route: 123.123.123.123/32 »
via Wireguardl.

(config)> no ip route 123.123.123.123 Wireguardl
Network: :RoutingTable: Deleted static route: 123.123.123.123/32 »
via Wireguardl.

(config)> no ip route default
Network: :RoutingTable: No such route: 0.0.0.0/0.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 [Job6aBneHa koMmaHza ip route.
3.08 JobaBneHa onuus reject.

3.65 ip search-domain

OnucaHune YKa3aTb fJOMeH rnoucka Ans paspeLleHnss HenoaHbIX IMeH XOCTOB.
KomaHga ¢ npedunkcom no yganset HacTPOKy.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> ip search-domain «domain>
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(config)> no ip search-domain

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
domain CTpoka JomMmeHHOoe nwvs.
Mpumep (config)> ip search-domain my.example

(config)> no ip search-domain my.example

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie

2.00 JobasneHa komaHgaa ip search-domain.

3.66 ip sip alg direct-media

OnucaHue 3ameHuTb IP-agpec B none Owner npotokona SDP. 3Ta dyHKUuA ncnonb3yercs

YTOObI He HacTpamBaTb OTAEeNbHbIN Npobpoc nopTos A1 VoIP-Tpaduka. Mo
YMOYaHMIO HAaCTPOIKa OTK/IOHeHa.

KomaHga ¢ npedrkKcom no oTKA0YaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I(conﬂg)> ip sip alg direct-media

I (config)> noip sip alg direct-media

Mpumep (config)> ip sip alg direct-media
Sip::Alg: Direct media enabled.

(config)> no ip sip alg direct-media
Sip::Alg: Direct media disabled.

WcTopuns nsmeHeHnit |Bepcua onucaHue

2.1 JobasneHa KkomaHaa ip sip alg direct-media.

3.67 ip sip alg port

OnucaHue Yka3aTb HoMep nopTa Ans SIP coobLeHuiA, OTANYHbIN OT CTaHAapTHoro. Mo
YMOJIYaHUIO NCNOoJIb3yeTcsa HoMep nopTa 5060.

KomaHza c nped1Kcom no ycTaHaBAMBaeT MOPT MO YMOAYaHUIO.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config)> ip sip alg port «port>
(config)> no ip sip alg port
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
port Yenoe uucno |Homep nopta.
Mpumep (config)> ip sip alg port 7090
Sip::Alg: Port set to 7090.
(config)> no ip sip alg port
Sip::Alg: Port reset to default.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue
2.12 [JobaeneHa komaHza ip sip alg port.
3.68 ip ssh
OnucaHwue JocTtyn K rpynne KomaHa Ansa ynpasneHus SSH-cepeepom.
MNpedukc no Het

MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

BxoxxgeHue B rpynny (config-ssh)

CuHoncuc I (config)>  ip ssh

Mpumep (config)> ip ssh
(config-ssh)>

UcTopuns nsmeHeHnii Bepcus OonucaHue

212 JobasneHa komaHgaa ip ssh.

322 CnpaBoyHuK kKoMmaHa — Air (KN-1613)




naBa 3 OnncaHme KOMaHA,

3.68.1 ip ssh cipher

OnucaHue YcTaHoBUTL WindpoBaHMe CUMMETPUYHOIO KaKoYa Ans ceaHca SSH.
KomaHaa ¢ npedurKcom no yaanseT ykazaHHbIA anropuTm WndpoBaHUS.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Tuvn nHtepdeiica IP
CuHoncuc (config-ssh)>  cipher «ciphenr
(config-ssh)>  no cipher «cipher
AprymeHTbI AprymeHT |3HaueHue OnucaHue
cipher chacha20-poly1305@openssh.com|Anroput™ WwndpoBaHNS
ChaCha20-Poly1305.
aesl28-ctr Anropntm WwindpoBaHms
AES128-CTR.
aes256-ctr An encryption algorithm
AES1256-CTR.
aes128-gcm@openssh.com AnropuTm wWndpoBaHuMs
AES128-GCM.
aes256-gcm@openssh.com Anropntm WwWindpoBaHms
AES256-GCM.
Npumep (config-ssh)> cipher chacha20-polyl305@openssh.com

Ssh::Manager: Added cipher "chacha20-polyl305@openssh.com".

(config-ssh)> no cipher chacha20-polyl305@openssh.com
Ssh::Manager: Use default ciphers.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.04 JobasneHa KkomaHaa ip ssh cipher.
Bepcusa OnucaHue
3.05 JlobaBneHbl HOBbIe aNrOPUTMbI LLINGPOBAHNSA
aes128-gcm@openssh.com, aes256-gcm@openssh. com.

3.68.2 ip ssh keygen

OnucaHwune O6HoBEHME K/THO4a 3a4aHHOIO TUMa.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHni

IP

(config-ssh)>

keygen <keygen>

AprymeHT 3HauyeHue OnuncaHwue
keygen default ABTOMaTMUeCKas reHepauns HOBOro
OTKpbITOro Kntoya RSA2048 +
ECDSA-NISTP521.
rsa-1024 ABTOMaTuM4Yeckas reHepaLusa HOBOro
OTKpbITOro knto4va RSA gnavHoin 1024
6uT.
rsa-2048 ABTOMaTMUECKasa reHepaLma HOBOro
OTKpbITOro knto4a RSA gnnHoin 2048
6UT.
rsa-4096 ABTOMaTMYecCKas reHepaLs HOBOro

OTKpbITOro knto4a RSA gnanHoin 4096
6uT.

ecdsa-nistp256

ABTOMaTuM4yeckas reHepawus HoBOro
OTKpbITOro kntova ECDSA gnviHoin 256
6uT.

ecdsa-nistp384

ABTOMaTM4Yeckasa reHepaLms HOBOro
OTKpbITOro knto4va ECDSA annHoin 384
6UT.

ecdsa-nistp521

ABTOMaTM4YecKasi reHepaL s HOBOro
OTKpbITOro knto4va ECDSA gnavHon 521
6UT.

ed25519

ABTOMaTM4yeckas reHepauus HOBOro
OTKpbITOro Kro4va ED25519.

(config-ssh)> keygen default
Ssh: :Manager: Key generation

is in progress...

Bepcusa

OnucaHune

2.12

JobasneHa komaHgaa ip ssh keygen.

3.68.3 ip ssh lockout-policy

OnucaHune

3aAaTb NapaMeTpbl OTCNEXMBAHWA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponeii SSH ans nybnnyHeIx nHTepdeincos. Mo ymonvaHmo ¢yHKLmMA
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Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

BK/tOUeHa. Ecnv B KauecTBe aprymMmeHTa UCnoJsib3yeTcd 0, Bce napamMeTpsbl
oTCNeXnBaHUA Nepebopa byayT c6poLLeHbl B 3HAYEHNS MO YMOJTHYAHUI.

KomaHza c npedurKcom no oTkNoHaeT obHapyxeHne nogéopa.

Aa
Ja
Het

IP

(config)> no ip ssh lockout-policy

(config)>  ip ssh lockout-policy <threshold: [«duration
[cobservation-windows]]

AprymeHTt

3HayeHue

OnuncaHue

threshold

Lenoe uucno

KonnyectBo HeyJa4yHbIX NOMbITOK
BXOJa B cuctemy. 1o ymonuyaHuo
yCTaHOB/IEHO 3HaveHye 5. MoxeT
NpUHMMaTbL 3Ha4YeHVa B Nnpejenax
oT 4 p0 20.

duration

Llenoe uucno

MpoaoKNTENBHOCTL 3anpeTa
aBToOpM3aLmmn Ans yKkasaHHoro
IP-agpeca B MmnHyTax. Mo
YMO/TYaHWIO YCTAaHOB/IEHO 3HaYeHNe
15. MoXeT NprHMMaTb 3Ha4YeHA B

npegenax ot 1 A0 60.

observation-window|lenoe 4yucno

MpoAOC/IXNTENBHOCTb HabNAEHNS
3a NO403PUTENBbHON aKTUBHOCTbLIO
B MUHYyTax. 10 ymMon4aHuo
YCTaHOBJ/IEHO 3HauyeHwve 3. MoxeT
NPUHUMAaTL 3HaYeHWA B Npejenax
oT 10 10.

(config-ssh)>
Ssh: :Manager:

(config-ssh)>
Ssh: :Manager:

(config-ssh)>
Ssh: :Manager:

lockout-policy 10 30 2
Bruteforce detection is reconfigured.

no lockout-policy

Bruteforce detection is disabled.

lockout-policy 0

Bruteforce detection reset to default.

Bepcus

OnucaHune

2.12

Job6asneHa komaHgaa ip ssh lockout-policy.
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3.68.4 ip ssh port

OnucaHue Ha3sHauuTb nopTt Ana SSH-coegriHeHNSA. 10 yMOTYaHUIO UCNOJIb3YeTCA HoMep
noprta 22.

KomaHga ¢ ﬂpeq)I/IKCOM Nno yCTaHaBNMBaeT HOMepP NopTa B 3Ha4YeHWe Mno
yMO/T4aHUHO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config-ssh)>  port <qumbers

(config-ssh)> no port

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
number UYenoe uucro |Homep nopta. MoXeT NpUHMMATL 3HaYEHUS
B npegenax oT 1 Ao 65535 BkaoUUTENBHO.

Mpumep (config-ssh)> port 2626
Ssh::Manager: Port changed to 2626.

(config-ssh)> no port
Ssh::Manager: Port reset to 22.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.12 JlobaBneHa komaHgaa ip ssh port.

3.68.5 ip ssh security-level

OnucaHwue YcTaHoBUTb ypoBeHb 6e3onacHoCcTY SSH. Mo ymon4aHuo ycTaHOBAEHO
3Ha4yeHue private.

Mpedunkc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun uHTepderica IP

CuHoncuc I (config-ssh)>  security-level (public | private | protected)
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AprymeHTbI AprymeHT |3HaueHme |OnucaHue
public Kniwyesoe Joctyn k SSH-cepBepy pa3speLueH ans public,
C/I0BO private u protected nHtepdeiicos.
private Knouesoe Joctyn K SSH-cepBepy pa3pelueH ans private
CJ/10BO nHTepdelicos.
protected Knoyesoe JocTyn K SSH-cepBepy pa3peLueH Ans private
C/10B0 n protected nHTepdelicos.
Npumep (config-ssh)> security-level protected

Ssh::Manager: Security level changed to protected.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.12 Jlo6aBneHa komaHgaa ip ssh security-level.

3.68.6 ip ssh session timeout

OonucaHue YCTaHOBUTL BPeMsi CyLLeCTBOBAHNS HEAaKTUBHOI ceccum ans SSH-coeanHeHus.
Mo ymonyaHuto TaliM-ayT paBeH 300, To ecTb QYHKLMSA OTCheXMBaHWS

AKTUBHOCTW BHYTPW CECCUM OTKIOYEHA.
KomaHga c npedunkcom no yctaHaBAMBaeT TaiM-ayT Mo YMOAYaHUIO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

Cunoncuc (config-ssh)>  session timeout «timeout>

(config-ssh)> no session timeout

AprymeHTbI AprymeHT 3HauyeHue OonucaHue

timeout Lenoe umucno |Bpems CyLLecTBOBaHWA HEAKTUBHOW Ceccuu.
Mo>keT NnpuHMMaTb 3HaYeHs B Npejenax oT
540 23%.1 CeKyHJ, BKNHOUNTE/IbHO.

Mpumep (config-ssh)> session timeout 123456
Ssh::Manager: A session timeout value set to 123456 seconds.

(config-ssh)> no session timeout
Ssh::Manager: A session timeout reset.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.03

Jo6aBneHa komaHga ip ssh session timeout.

3.69 ip static

Co3paTb NpaBWIO TPAHCAALMN NOKaNbHbIX IP-agpecos B rnobanbHble an
HaobopoT. Ecnn interface nnn network cooTBeTCcTBYeT UHTepdelicy C

ypoBHeM 6e3ornacHocTy public, TO 6yAeT BbIMOAHATLCA TPAHCNAUMSA ajpeca
Ha3Ha4eHns (DNAT). Ecnun to-address cooTBeTCTBYeT MHTepdeicy C ypoBHEM
6e3omacHocTV public, TO 6yfeT BbINOAHATLCA TPAHCAALMA adpeca MCTOYHMKA
(SNAT). Homep nopta TCP/UDP Bceraa paccmaTpmBaeTcs Kak nopT

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoikmn

Ha3Ha4veHn4.

Ecnm network cooTBeTCTBYeT O4HOMY ajpecy, N 3TOT ajpec paBeH to-address,

TO Takoe npaBnno 6y,CI,ET 3anpewatb TPaHALWMKO YKa3aHHOro ajgpeca,
KOTOpada Morna 6bl 6bITb BbINO/IHEHA UCXOAS U3 3a4aHHbIX npasunn ip nat.

Mpasuna ip static nmetloT 60s1€€ BLICOKUIA MPUOPUTET MO CPABHEHMIO C
npaswnamu ip nat.

[oNoNHNTENbHYI HACTPOKY MeXCeTeBOro 3kpaHa Npon3BOANTL He HYXXHO,
T.K. IPY UCNOb30BaHNN NpaBMa NepeajpecaLv MHTEPHET-LeHTP
CaMOCTOSITeNIbHO OTKPbIBAeT AOCTYM MO YKa3aHHOMY MOPTY.

KomaHga ¢ npe¢|/||<c0|v| Nno BKNKYaEeT N yaandeT npasuno.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

Tun untepdeiica

CuyHoncuc

AprymeHTsl

IP

(config)>

ip static [ «protocols] (<interface> | («address» amask>))
(¢«port> through «end-ports (<to-addresss | <to-host) |

[port] (<to-address> | <to-hosty) [to-port] |

<to-addresss | <to-hosts | <to-interface»)

(config)> no ip static [ (protocols] («interfaces | («address» inasks))
(¢«port> through «end-ports (<to-addresss | <to-host) |
[port] (<to-address> | <to-hosty) [to-port] |
<to-address | <to-host> | <to-interfaces)

AprymeHT 3HauyeHue OnuncaHwue

protocol tcp MpoTokon TCP.
udp MpoTtokon UDP.
icmp Mpotokon ICMP.
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AprymeHT 3HauyeHue OnuncaHwue

tcpudp MpoTtokonbl TCP v UDP.
gre Mpotokon GRE.
ipip Mpotokon IP in IP.

interface UHTeppeinc Mims BXOogHOro nHTepdeiica (NonHoe nms
nHTepderica nan NceBgoOHNM).

comment Ctpoka 3ameTKM Nosib30BaTens c CMMBOJIOM ! nepej
HUMW.

address IP-agpec BmecTe c Mackoii mask 3ajaeT AnanasoH
IP-agpecoB Ha3HaueHKA, Noanexalumx
TpaHcaauun.

mask IP-Macka Macka gmanasoHa TpaHcnauun. Ecte aBa

crnocoba BBOAA Mackun: B KAHOHUYECKOM BUAE
(Hanpumep, 255.255.255.0) v B BUAe

61TOBOM ANNHLI Npedukca (Hanpumep, /24).

port lenoe umucno |Homep nopta TCP/UDP, Ha KOTOpbI
NPUXOAUT 3aMpoc, NoANeXaLLni TPaHCASALMN.
Ecnn He ykasaH, TpaHchaums byget
BbIMOJIHATLCSA /159 BCEX BXOAALLMX 3aMpOCoB.

end-port UYenoe unucrio |OKOHYaHMeE AmMara3oHa rMnopTos.
to-address |IP-agpec Afpec HasHayeHuns nocie TpaHCcIauun.
to-host MAC-agpec MAC-aapec Ha3zHayeHNA Nocne TpaHCAAaUnn.

Vcnonb3yetca Tonbko MAC-agpec 13 cnvcka
known host. Ecin known host yaansercs, 1o
CBSi3aHHbIe C HUM NpaBua Takxe byayT
yAaneHsol.

to-port lenoe 4ucno |Homep nopta TCP/UDP nocne TpaHciaumm.
Ecnv He yka3aH, NopT Ha3HavYeHns ocTaeTcs
MPEXHUM.

to-interface|WHTepgeric Vimsa nHTtepdeiica nocie TpaHCAAaLNN.

Mpumep MyCcTb MeeTCa MapLUPYTU3aTOP MEXAY «10KaNbHOM» ceTbto 172.16.1.0/24
(ypoBeHb 6e30omacHOCTVM private) n «rnobanbHoOM» ceTbio 10.0.0.0/16
(ypoBeHb 6e3onacHocTy public). TpebyeTcs, uTobbI BCe 3aMpOChI,
NpUXxoasaLLme Ha «r106anbHbIV» MHTepdenc 3TOro MapLLpyTr3aTopa Ha NopT
80, TPaHCAMPOBANNCL Ha «0KaNbHbIN» cepBep € agpecom 172.16.1.33.

lMocnepoBaTeibHOCTL KOMaHA, peannsyrowmnx Takyro CXxemMy, MOXET BbIlrMMA4eTb
Tak:

(config)> interface Home ip address 192.168.1.1/24
Network: :Interface::Ip: "BridgeQ": IP address is 192.168.1.1/24.

(config)> ip static tcp ISP 80 172.16.1.33 80
Network: :StaticNat: Static NAT rule has been added.

(config)> ip static tcp ISP 21 00:0e:c6:al:22:11 !test
Network::StaticNat: Static NAT rule is already there.
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UcTopusa nsmeHeHwnii

3.70 ip static rule

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

(config)> ip static disable
Network::StaticNat: Static NAT disable unchanged.

(config)> no ip static disable
Network: :StaticNat: Static NAT rule enabled.

(config)> no ip static
Network: :StaticNat: Static NAT rules have been removed.

Bepcus OnucaHue
2.00 JobaBneHa komaHgaa ip static.
2.06 Job6asneH aprymeHT to-host.

OTKNOUUTL NpaBuIo TpaHaauum IP-agpecoB nam orpaHNUYnNTL BpeMs ero
paboTbl pacnncaHnem,

KomaHga ¢ npe¢|/||<c0M NO BK/IKOYAET NPaBuUIO NN OTMEHAET pacnncaHne.

Ja
Ja
Ja
IP

(config)>

ip static rule <index> (disable | schedule <schedule»)

(config)> no ip static rule «<index> (disable | schedule)

AprymeHT 3HauyeHue OnuncaHwue

index UYenoe uucro |Homep npaBuia TpaHCAALUN.

disable Kriw4yesoe OTKNOUUTE MPaBUIO TPaHCAALUN.
CJ1080

schedule Pacnucaune |HasBaHMe pacnncaHums, CoO3gaHHOro rnpu

nomMoLum rpynnel koMaHg schedule.

(config)> ip static rule 0 schedule test_schedule
Network::StaticNat: Static NAT rule schedule applied.

(config)> ip static rule 0 disable
Network::StaticNat: Static NAT rule disabled.

(config)> no ip static rule 0 disable
Network: :StaticNat: Static NAT rule enabled.
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(config)> no ip static rule 0 schedule
Network::StaticNat: Static NAT rule schedule removed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.08 JobasneHa KomaHaa ip static rule.

3.71ip telnet

OnucaHue JocTyn K rpynne komaHa Ans ynpaeneHus Telnet-cepsepom.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-telnet)

CuHoncunc I(conﬁg)> ip telnet

Npumep (config)> ip telnet
(config-telnet)>

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.08 JobaBneHa komaHgaa ip telnet.

3.71.1 ip telnet lockout-policy

OnucaHwue 3afaTb NapamMeTpbl OTCEXMBAHWSA MOMbITOK BTOPXEHUs NyTéM rnepebopa
naponeii Telnet ans Ny6anYHbIX MHTepdencoB. Mo ymonyaHmio GyHKLMS
BKJIlOYeHa. Ecnuv B kayecTBe aprymeHTa 1cnosb3yeTcs 0, Bce napamMmeTpsl

oTCNeXnBaHVA Nepebopa byayT c6poLLeHbl B 3HAYEHNS MO YMOJTHYAHUI.
KomaHga ¢ npedurkcom no oTk/ouaeT obHapyxeHmne nogbopa.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

Cunoncuc (config)>  ip telnet lockout-policy <thresholds [«duration»

[<observation-windows]]
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(config)> no ip telnet lockout-policy

AprymeHTsl

AprymeHT

3HaueHve

OonvicaHune

threshold

Lenoe u4ucno

KonnyectBo HeyjauyHbIX MOMbITOK
BXOJ4a B cuctemy. 1o ymonuyaHuo
yCTaHOB/IEHO 3HauyeHue 5. MoxeTt
NpYHMMaTbL 3Ha4YeHnsa B npejenax ot
4 po 20.

duration

Lenoe uucno

MpoaoKNTENBHOCTL 3anpeTa
aBTOpM3aLUN ANA yKa3aHHOro
IP-agpeca B MrHyTax. [1o ymonyaHuo
yCTaHOB/IeHO 3HaveHve 15. MoxeT
npUHNMaTb 3HauYeH1A B Npejenax oT
1 p0 60.

observation-window|lenoe 4ucno

MpoAoMKNTENBLHOCTL HAbNOAEeHNS 3a
NoAo03pUTENbHOM aKTUBHOCTLIO B
MUHyTax. o ymoi4aHunio ycTaHOBAEHO
3HayeHue 3. MoxXeT NpuH1MaTh
3HayeHusa B npegenax ot 1 ao 10.

Mpumep

UcTopusa nsmeHeHwnii

(config-telnet)> lockout-policy 10 30 2
Telnet::Server: Bruteforce detection is reconfigured.

(config-telnet)> no lockout-policy

Telnet: :Server:

Bruteforce detection is disabled.

(config-telnet)> lockout-policy 0
Bruteforce detection is enabled.

Telnet: :Server:

Bepcus

OnucaHune

2.08

JobasneHa komaHAa ip telnet lockout-policy.

3.71.2ip telnet port

OnucaHune

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

HasHaunTb nopTt A4 telnet-coegrHeHMs. N0 yMOAYaHMIO UCNO/b3YyeTCs

HoMep nopTa 23.

KomaHza c npedurKcom no ycTaHaBnMBaeT HOMep NopTa B 3HaYeHue no

YMONYaHUIO.

Ja
Ja
Het

IP
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-telnet)>  port <cnumber>

(config-telnet)> no port

AprymeHT

3HayeHue OnucaHue

number

UYenoe uucro |Homep nopTa. MoxXeT NpUHUMaTL 3HaYeHUS
B npejenax ot 1 A0 65535 BKAOUNTENLHO.

(config-telnet)> port 2525
Telnet::Server: Port unchanged.

(config-telnet)> no port
Telnet::Server: Port unchanged.

Bepcusa

OnucaHwmne

2.08

Jlo6aBneHa komaHga ip telnet port.

3.71.3 ip telnet security-level

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcTaHOBUTbL ypoBeHb 6e3onacHocTy Telnet. Mo ymMonyaHMO yCTaHOBAEHO
3HayeHue private.

HeT
Ja
HeTt

IP

(config-telnet)> security-level (public | private | protected)

AprymeHT |3HayeHue OnucaHwue

public Kn4yesoe cnoso|[ocTyn k Telnet-cepsepy pa3speLueH ans
public, private u protected nHTepdeiicos.

private Knw4yesoe cnoso|[octyn k Telnet-cepBepy pa3peLleH ans
private nHTepdeiicos.

protected |KmwuyeBoe cnoso|focTyn Kk Telnet-cepBepy paspeLueH ans

private n protected nHtepodeiicos.

(config-telnet)> security-level protected
Telnet: :Manager: Security level changed to protected.

Bepcus

OnucaHue

2.08

[JlobaBneHa komaHga ip telnet security-level.
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3.71.4 ip telnet session max-count

OnucaHwue YCTaHOBUTb MakKCMMasibHOE YNCI0 O4HOBpPEMEHHbIX ceccui ana
temet-COEAI/IHEHI/IFI. Mo YMO/THaHWIO NCMNO/Ib3YHTCA MakCMyM 4.

KomaHga ¢ npe¢$rkcoM no ycTaHaBANBAET KOIMYECTBO CECCUIA NO YMONYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config-telnet)>  session max-count «count»

(config-telnet)> no session max-count

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

count UYenoe uucrio |MakcmmanbHOe YMC/I0 O4HOBPEMEHHbIX
ceccuin. MoxeT NpUHMMaTL 3HaYeHVs B
npeaenax ot 1 A0 4 BKNOUNTE/IbHO.

Mpumep (config-telnet)> session max-count 4
Telnet::Server: The maximum session count set to 4.

(config-telnet)> no session max-count
Telnet::Server: The maximum session count reset to 4.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.08 JlobaBneHa komaHgaa ip telnet session max-count.

3.71.5 ip telnet session timeout

OnucaHue YCTaHOBUTb BpeMs CyLLeCTBOBaHWA HeaKTUBHOM ceccumn Ans
telnet-coegnHeHus. Mo ymon4vaHuo Tarim-ayT paBeH 300, UTO 3HaYUT UTO

YHKLUNS OTCEXNBAHUA aKTUBHOCTU BHYTPU CECCUMN OTK/OYEHa.
KomaHga ¢ npedunkcom no yctaHaBAMBaeT TaiM-ayT MO YMOAYAHMIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
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Cunoncuc (config-telnet)> session timeout «timeout>

(config-telnet)> no session timeout

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

timeout Lenoe 4ucno |Bpems cylLiecTBOBaHNA HEAaKTUBHOW CeCCUN.
MO)KETZI'IpI/IHI/IMaTb 3HayeHWd B Npejenax ot
5 Ao 2321 CeKYHZ, BKJIOUNTE/BHO.

Mpumep (config-telnet)> session timeout 600
Telnet::Server: A session timeout value set to 600 seconds.

(config-telnet)> no session timeout
Telnet::Server: A session timeout reset.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.08 Jlo6aBneHa koMmaHgaa ip telnet session timeout.

3.72 ip traffic-shape host

OnucaHue YcTaHOBUTb npeaen CKopocTtn nepejayn JaHHbIX 414 YKa3aHHOro yCTpOIZCTBa
JOMalLLHeN ceTn B obe CTOPOHDbI. Mo YMONYaHUKO CKOPOCTb HE OrpaHmn4yeHa.

KomaHga ¢ npedunkcom no yaanseT HacTPOVKy ANS YKa3aHHOro yCTPOMCTBa.
Ecnv BbINOIHUTL KOMaHAY 6e3 apryMeHTOB, BCE OrPaHNYeHNs ANA BCeX
YCTPOWCTB 6yAYyT OTMEHEHHI.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbI/i BBog, /[la
Tun nHTepdeiica IP

CuHoncue (config)> ip traffic-shape host tmac> rate <rate> [ asymmetric

<upstream-rates ][ schedule <schedules ]

(config)> no ip traffic-shape host [ mac> ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-agpec |MAC-agpec ycTpoOCTBa fOMaLLHEeN ceTu.
rate Lenoe 4ncno |3HaveHne CKOPOCTU NepeAaydn aHHbIX B
Kéut/c. OrpaHnyeHmne J0MKHO 6biTh B
Anana3oHe o1 64 Kbut/c go 1 réumt/c.
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AprymeHT 3HauyeHne |OnucaHue

upstream-rate |Uesoe uyucno |CKOPOCTb OTAAUN AaHHbIX B K6UT/C.
OrpaHunyeHe JOMXKHO 6bITh B AViana3oHe
oT 64 Kéut/c go 1 reut/c.

schedule Pacnucanne |Ha3BaHMe pacnmncaHus, Co3faHHOro npu
nomMoLuy rpynnel KomaHg schedule.

Mpumep (config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80
TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 80 Kbits/sec.

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80 »
asymmetric 64

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec..

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80 »
asymmetric 64 schedule Update

TrafficControl: :Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec (controlled by schedule Update).

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host
TrafficControl::Manager: Rate limits for all hosts removed.

WcTopusa nsmeHeHum Bepcus onwvcaHuve
2.05 JobasneHa komaHgaa ip traffic-shape host.
2.08 Jlo6aeneH aprymeHT schedule.
3.04 JlobaBneH aprymeHT upstream-rate.

3.73 ip traffic-shape unknown-host

OonucaHvne YCTaHOBUTb OrpaHNYeHEe CKOPOCTY Nepesayn AaHHbIX A4S
He3aperncTpUPOBaHHLIX YCTPOCTB B 060MX HanpasneHusx. Mo yMmonyaHuo
CKOPOCTb He orpaHunyeHa.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Het

IP

(config)> ip traffic-shape unknown-host rate <rate> [ asymmetric
<upstream-rates ]

(config)> no ip traffic-shape unknown-host rate

AprymeHT 3HaueHune |OnucaHue

rate Lenoe uucro |CKOpOCTb Nepesayn gaHHbIX B KonT/c.
3HauyeHwme AO0/IXKHO 6bITb B B Anana3oHe oT
64 Kéut/c po 1 réeut/c.

upstream-rate |Uesoe uucno|CKOPOCTb OTAAUM AaHHbIX B K6UT/C.
OrpaHunyeHve JONXHO bbITb B AVanasoHe

oT 64 Kéut/c o 1 réumt/c.

(config)> ip traffic-shape unknown-host rate 80
TrafficControl::Manager: Rate limit for unknown hosts set to 80 »
Kbits/sec.

(config)> ip traffic-shape unknown-host rate 80 asymmetric 64
TrafficControl::Manager: Rate limit for unknown hosts set to »
80/64 Kbits/sec.

(config)> no ip traffic-shape unknown-host rate
TrafficControl::Manager: Rate limit for unknown hosts removed.

Bepcus OnucaHue
2.09 JobasneHa komaHgaa ip traffic-shape unknown-host.
3.04 JobasneH aprymeHT upstream-rate.

3.74 ipv6 firewall

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

Brntountb 6paHamayap IPv6. Mo ymonvaHumo GyHKUMSA BKIOYEHaA.
KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.

Ja

Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncumc

I(config)> ipv6 firewall

I (config)> no ipv6 firewall
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Example

UcTopuns nameHeHuii

(config)> ipv6 firewall

(config)> no ipv6 firewall

Bepcusa

OnucaHwmne

2.06

Job6aBneHa komaHaa ipve6 firewall.

3.75 ipv6 local-prefix

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

HacTtponTb nokanbHbIn npedurkc (ULA). ApryMeHT MOXeT 6bITb 6yKBEHHbIM
npepurKcom nnu kntoyesbim cnosom default, KoTopoe aBToMaTMyeckn

reHepupyeT NOCTOAHHbIN YHUKaNbHbIV npedukc.

KomaHza ¢ nped1KcomM no oTKAOYaEeT HaCTPOWKY.

Ja
Ja

HeT

(config)>

ipv6 local-prefix (default | prefixs)

(config)> no ipv6 local-prefix [default | prefix;]

AprymeHT |(3HauyeHue OnucaHwue

default Knw4yesoe cnoso|leHepnpoBaTb NOCTOAHHBLIN YHUKANbHbI
npedukc.

prefix Mpegukc NokanbHbi npedukc (ULA). JomKHO 6bITb

KOppeKTHoe 3HaveHVe npedurkca B 6a1oke
fd0O: : /8 c aanHolM Npedurkca He 6onee 48.

(config)> ipvé local-prefix default
Ip6::Prefixes: Default ULA prefix enabled.

(config)> ipvé local-prefix fdol:db8:43::/48
Ip6::Prefixes: Added static prefix: fd0l:db8:43::/48.

(config)> no ipv6 local-prefix default
Ip6::Prefixes: Default ULA prefix disabled.

(config)> no ipv6 local-prefix fd0l:db8:43::/48
Ip6::Prefixes: Deleted static prefix: fd0l:db8:43::/48.

Bepcus

OnucaHue

2.00

JlobaBneHa komaHaa ipv6 local-prefix.
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3.76 ipv6 name-server

OnucaHwue HactpouTts IP-agpeca cepsepoB DNS. CoxpaHeHHble TakiM 06pa3om agpeca
Ha3bIBaKOTCA CTAaTNYECKUMMU, B MPOTUBOMOJIOXKHOCTb JUHAMUYECKUM —
3aperucTpmpoBaHHbIM cyxbamu PPP nnn DHCP.

ipv6 name-server MOXHO BBOAUTb MHOIOKPaTHO, eC/IN TpebyeTcs HaCTPOUTb
HecKkonbKo agpecoB DNS-cepsepos.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIn agpec cepsepa DNS u3
CTaTU4eCKoro N aktTMBHOro Cnncka, ecsin KoMaHza faeTcd C aprymMmeHTamu,
60 ounLLaeT CNMCOK CTaTUYeCKVX apecoB, ecnu KOMaHAa AaeTcs 6e3
apryMeHTOB.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbIli BBog, /[la

CuHoncuc (config)>  ipv6 name-server address [ «domains ]
(config)> no ipv6 name-server [ «addresss [ <domains ]]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
address IPv6-agpec |Appec cepsepa VIMEH.
domain CTpoka JlomeH, ans KOTOporo byaeT 1CNonbL30BaTbCA
cepsep. DNS-npokcm npu paspeLleHnmn
MMeHW B NepBytlo ouepeab BblbMpaeT agpec
cepBepa ¢ Hanbonee 6AN3KMM K 3anpocy
JoMeHOM. Ecnv joMeH He yKkasblBaTb, cepeep
6yAeT NCnonbL30BaTbCA A1 BCEX 3aMnpoCoB.
BblpaxeHune "" 1cnonb3yeTcs Kak 4OMeH Mo
YMOJTYaHUIO.
Npumep (config)> ipvé name-server 2001:4860:4860::8888
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »
(default).
(config)> ipv6é name-server 2001:4860:4860::8888 google.com
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »
google.com.
(config)> no ipv6 name-server
Dns::Manager: Static name server list cleared.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JlobasneHa KoMaHAa ipvé name-server.
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3.77 ipv6 pass

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

BktounTb CKBO3HOW pexunM Ha MapLupyTu3aTope A5 naketos IPv6. Mo
YMOMYaHUIO 3Ta GYHKLNS OTKIIIOYEHa.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLMIO.

Ja

Ja

Het

(config)>  ipv6 pass through wan-ifaces<lan-iface

(config)> no ipv6 pass

AprymeHT 3HauyeHue OnuncaHwue

wan-iface UHTepgeinc MonHoe nma nHtepderica WAN nam
NCeBAOHMNM.

lan-iface WHTepgeiic MonHoe nmsa nHtTepdeica LAN nnm
NceBAOHUM.

(config)> ipvé pass through ISP Home
Ip6::Pass: Configured pass from "GigabitEthernetl" to "Bridge0".

(config)> no ipv6 pass
Ip6::Pass: Disabled.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa ipv6 pass.

3.78 ipv6 route

OnucaHune

Mpe¢ukc no
MeHsieT HaCTPOVKN

MHorokpaTtHbIiA BBOJ,

Jo6aBnTb B TabanLy MapLUpyTU3aLUum CTaTUYeckmin MapLUpyT, KOTOPbI
3a/laeT NpaBuo nepegaum IPv6-nakeToB Yepes onpegeneHHbIl W3 nin
ceTeBoW nHTepoeric.

B kKauecTBe ceT Ha3zHayYeHNA MOXHO yKasaTtb kntoyeBoe cnoBo default. B
3TOM C/lyyae byAeT co3aH MapLUPYT MO YMOAYaHUIO.

KomaHgaa ¢ npedrkcom no yaanseT MapLUpyT € yKazaHHbIMY NapameTpamu.
Ja
Ja
Ja
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CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

(config)> ipv6 route («prefix> | default) (<interface [«gateway:]
<gateway»)

(config)> no ipv6 route («prefix> | default) (<interfaces [gateway’] |
«gateway:)

AprymeHT 3HayeHue OnuncaHwue

prefix Mpegukc Mpedukc IPv6.
default Krouesoe Mpedrkc No ymonvaHuto.
CJ10BO

interface UHTeppenc MonHoe nma nHTepderica nam NCeBAOHUM.

gateway IP-agpec IP-agpec mapLupyTmnsatopa B

HernocpeACTBEHHO MOAK/IHUYEHHON ceTn

(config)> ipvé route 2002:c100:aeb5::/48 ISP
route added

(config)> no ipv6 route 2002:c100:aeb5::/48 ISP
route erased

(config)> ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route added

(config)> no ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route erased

Bepcus OnucaHve
2.00 JlobaBneHa koMaHza ipv6 route.
2.1 [JobaBneH aprymeHT gateway.

3.79 ipv6 static

OnucaHune

Mpedukc no

MeHsieT HacCTpoViKKn

Co3gaTtb NpasBuio, paspeLuatoLLiee BXogsLlee nogkato4eHne K 3ajgaHHoMy
NOPTY 3aperncTprupoBaHHOro yCTPOMCTBA AOMAaLLHEN ceTu.

ipv6 firewall gomkeH 6bITb BKIOYEH.
KomaHga ¢ npedunkcom no yaanseT npasuo.
Ja

Ja

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

(config)>  ipv6 static protocols[«interface]wmac> ports [ through
<end-port ]

(config)> no ipv6 static [ protocol [ <interfaces ] wmac> port> [through
<end-port]]

AprymeHT 3HayeHue OnuncaHwue

protocol tcp MpoTokon TCP.

udp MpoTtokon UDP.

interface UHTepgeiic Vims BXogHOro nHtepdeiica (moaHoe nms
nHTepderica N NCEBAOHUM).

mac MAC-agpec MAC-aapec xocrTa.

port lenoe umncno |Homep nopta TCP/UDP, Ha KOTOpbIN
NMPUXOANT 3anpoc NOAKIOUEHUS.

end-port Lenoe 4ncno |OKOHYaAHWE AMana3oHa NopToB.

(config)> ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Rule updated.

(config)> no ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Static rule removed.

Bepcus OnucaHve

2.12 JlobaBneHa komaHga ipvé static.

3.80 ipv6 subnet

OnucaHwne

Mpedukc no

MeHsieT HacTpoWiKKn

[oCTyn K rpynne KoMaHg 4151 HaCTPOKIN CErMeHTa IokanbHOoM ceTu IPv6.
Ecnn cerMeHT He HalifeH, KOMaHAa NbITaeTca ero cos3aath.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

Bxo)xaeHue B rpynny (config-subnet)

CuHoncuc (config)>  ipv6 subnet name>
(config)> no ipv6 subnet [ <name> ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name CTpoka ViMst nu nceBAOHUM MoAceT.
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NMpumep (config)> ipvé subnet Default
(config-subnet)>

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa koMmaHaa ipv6 subnet.

3.80.1 ipv6 subnet bind

OnucaHwne MpuvBA3aTb NoACeTb K UHTepdeicy.

KomaHga ¢ npedprkcom no oTMeHsET NpuBA3KY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-subnet)>  bind <bind>

(config-subnet)> no bind
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue

bind UHnTeppeinc MonHoe nmsa nHTepderica Nan NCeBAOHNM.
Npumep (config-subnet)> bind WifiMaster0/AccessPointl

Ip6::Subnets: Interface "WifiMaster@/AccessPointl" bound to »

subnet "Default".

(config-subnet)> no bind

Ip6::Subnets: Interface unbound from subnet "Default".
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobasneHa komaHza ipv6 subnet bind.

3.80.2 ipv6 subnet mode

OnucaHune BbIbpaTb pexxumM HacTporikm aApecos A1 XOCTOB B noAceTu. JoCTynHbI ABa
BapuaHTa — dhcp 1 slaac. MNepBbIli BKAOYaeT nokanbHbln DHCPv6-cepsep

C LenbH NPUCBOEHA aapecoBs, BTopoii BktovaeT SLAAC (aBTOKOH$UIypaLmio
ajpecos).

Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-subnet)>  mode wmode>

(config-subnet)> no mode

AprymeHT 3HauyeHue OnuncaHwue
mode slaac Bkatountb SLAAC (aBTOKOH$UIypaLmio
ajpecos).
dhcp Bkntountb DHCPV6-cepBep.

(config-subnet)> mode dhcp
Ip6::Subnets: Subnet "Default" enabled as DHCP.

(config-subnet)> no mode
Ip6::Subnets: Subnet "Default" disabled.

Bepcus OnucaHue

2.00 Jlo6baBneHa KkomaHga ipv6 subnet mode

3.80.3 ipv6 subnet number

OnucaHune

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

MpucBonTb NOACETU NAEHTUGUKATOP, KOTOPLI ByseT onpesenaTs
ny6AnYHbIN Npedurkc cermeHTa. iaeHTndmKaTop A0/KEH BbITb YHNKANBHbBIM
cpeaun noaceten.

Het

Ja

Het

(config-subnet)>  number <humber>

AprymeHT 3HayeHue OnuncaHwue

number Lenoe u4ncno |YHUKanbHbIA MAEHTUGMKATOP NOACETN.

(config-subnet)> number 2
Ip6::Subnets: Number 2 assigned to subnet "Default".

Bepcus OnucaHue

2.00 Job6asneHa KomaHaa ipv6 subnet number.
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3.81 isolate-private

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOMKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHuim

3anpeTnTb Nepegavy AaHHbIX MeXAy NobbIMU HTepdeicamm € ypoBHEM
6esonacHocTy private. o ymMonyaHuo BKAOYEHO.

KomaHza c npedrKcoM no OTMeHsIeT AelicTBMe KOMaHAbl, paspeLuas
nepesaBaTh JaHHble MexXay nHTepdeiicamm private.

Ja
Ja
Het
I(config)> isolate-private

I (config)> no isolate-private

(config)> isolate-private
Netfilter::Manager: Private networks isolated.

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

Bepcus OnucaHve

2.00 JobasneHa komaHaa isolate-private.

3.82 kabinet

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuyHoncuc

Mpumep

JocTyn K rpynne KoMaHA Anst HAacTPOik NapameTpoBs aBTopu3atopa KABINET.

KomaHga ¢ nped1Kcom no Bo3BpaLLaeT 3HaYeHMsI M0 YMONYAHWNIO BCEM
napameTpam.

Ja
Ja
Het

(kabinet)

I (config)>  kabinet

I (config)> no kabinet

(config)> kabinet
(kabinet)>

Air (KN-1613) — CnpaBOYHVK KOMaHA, 345



naBa 3 OnncaHme KoMaHp,

(config)> no kabinet
Kabinet: :Authenticator: A configuration reset.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.02 JobaeneHa komaHaa kabinet.

3.82.1 kabinet access-level

OnucaHue 3a4aTb ypoBeHb AocTyna ansa asTopmsatopa KABINET. o ymonyaHuio
1NCMoNib3yeTca ypoBeHb A0CTyna internet.

KomaHga ¢ npednkcom no ycTaHaBINBAaET YPOBEHb M0 YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc (kabinet)> access-level <level»

(kabinet)> no access-level

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

level lan 3HaueHVe ypoBHS J0CTyrNa.

internet

Mpumep (kabinet)> access-level lan
Kabinet: :Authenticator: An access level set to "lan".

(kabinet)> access-level internet
Kabinet: :Authenticator: An access level set to "internet".

(kabinet)> no access-level
Kabinet::Authenticator: An access level reset to "internet".

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.02 JobaeneHa komaHza kabinet access-level.

3.82.2 kabinet interface

OnucaHwue MpuBssaTtb aBTopmsaTop KABINET K ykazaHHOMY nHTepdericy.
KomaHga ¢ npedurkcom no paspbiBaeT CBA3b.

Mpe¢ukc no Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

Cunoncuc (kabinet)> interface <interface;

(kabinet)> no interface

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

interface UHTepperic MonHoe nmsa nHtepderica nam NCeBAOHUM.
Cnncok AOCTYMHbIX MHTePPENncoB MOXKHO
yBUAeTb C NOMOLLbIO KoMaHAbl interface
[Tabl.

Mpumep (kabinet)> interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint

(kabinet)> interface ISP
Kabinet: :Authenticator: Bound to GigabitEthernetl.

(kabinet)> no interface
Kabinet: :Authenticator: Interface binding cleared.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.02 JobaeneHa komaHaa kabinet interface.

3.82.3 kabinet password

OnucaHwue 3aaate naponb ana astopmsatopa KABINET. Mo ymonyaHuio naposb He
yCTaHOB/EH.

KomaHaa ¢ npedurKcom no cTpaeT 3Ha4YeHne napons.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het
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CuHoncuc (kabinet)>  password (password>

(kabinet)> no password
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

password Crtpoka MNaponb ansa ayteHTUGMKaumn.
Mpumep (kabinet)> password 123456789

Kabinet: :Authenticator: A password set.

(kabinet)> no password

Kabinet: :Authenticator: A password cleared.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.02 Jo6aBneHa komaHaa kabinet password.

3.82.4 kabinet port

OnucaHwue YcTaHOBUTL NMOPT cepBepa Ansa asTopmsatopa KABINET. Mo ymonyaHuio
ncnonb3ytoTca 3HadeHns 8314 naum 8899.

KomaHga c npedurkcom no yctaHaBAMBaeT NOPT MO YMOTYaHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het

CuHoncuc (kabinet)>  port «port>

(kabinet)> no port

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

port UYenoe uucno |Homep nopra.

Mpumep (kabinet)> port 12345
Kabinet: :Authenticator: A server port set.

(kabinet)> no port
Kabinet: :Authenticator: A server port reset.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.14 [JlobaBneHa komaHaa kabinet port.
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3.82.5 kabinet protocol-version

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3ajaTtb Bepcuio NpoTokona asTopusatopa KABINET. o ymonyaHwuio,
NCNONb3YyeTCA BEPCUSA MPOTOKOA 2.

KomaHpaa c npedurkcom no BO3BpaLLAeT 3HaUeHre No yMONYaHWIO.
Ja

Ja

Het

(kabinet)>  protocol-version wversion»

(kabinet)> no protocol-version

AprymeHT 3HayeHue OnuncaHue

version Ctpoka Bepcusa npoTtokona.

(kabinet)> protocol-version 1
Kabinet: :Authenticator: A protocol version set to "1".

(kabinet)> no protocol-version
Kabinet: :Authenticator: A protocol version reset to "2".

Bepcus OnucaHve

2.02 [JobaeneHa komaHaa kabinet protocol-version.

3.82.6 kabinet server

OnucaHwne

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

3agaTb IP-agpec cepBepa ayteHTUduKaumm KABINET. Mo ymonyaHuio
ncnonesyetca IP 10.0.0. 1.

KomMaHga ¢ npepurKcoM No ycTaHaBANBAET 3HAaYEHME MO YMOJTHYAHUIO.
Ja

Ja

Het

(kabinet)> server <address>

(kabinet)> no server

AprymeHT 3HayeHue OnuncaHwue

address IP-agpec Appec cepBepa ayTeHTUbMKaLNN.
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Mpumep

UcTopuns nameHeHuii

(kabinet)> server 77.222.111.1
Kabinet::Authenticator: A

(kabinet)> no server
Kabinet: :Authenticator: A

server address set.

server address reset.

Bepcusa

OnucaHwmne

2.02

JobaBneHa komaHaa kabinet server.

3.83 known host

OnucaHune
Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3.84 mws acquire

OnucaHune

MNpedukc no

MeHsieT HaCTPOMKN

Jl06aBUTb YCTPOMCTBO AOMALLHER ceTu.

Ja
Ja
Aa

(config)>

known host <names <mac»

(config)> no known host [ mac ]

AprymeHT 3HauyeHue OnuncaHwue
name CTpoka Mpown3BosibHOEe NMS XOCTa.
mac MAC-agpec MAC-agpec xocrTa.

(config)> known host MY 00:0e:c6:a2:22:al

Core: :KnownHosts:

New host "MY" has been created.

(config)> no known host 00:0e:c6:a2:22:al

Core: :KnownHosts:

Host 00:

Oe:c6:al:26:a8 has been removed.

Bepcus

OnucaHue

2.00

JobaeneHa komaHaa known host.

MpuvcoesHNTL HOBOE YCTPOKCTBO K MIVS.

KomaHgaa c npedrkcom no npekpaiiaeT npucoesnHeHve.

Ja

HeT
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config)> mws acquire «candidates [eula-accept] [dpn-accept]
[no-update]
(config)> no mws acquire «candidates
AprymeHTbI AprymeHT |3HauyeHune OonucaHue
candidate |Ctpoka ID ycTpoinctea — MAC-agpec nan CID.
eula-accept |Kmw4yesoe cnoso|BbinonHNTL KoMaHay eula accept.
dpn-accept |Knwuyesoe cnoso|lToaTBEpAUTL NpuHATE DPN.
no-update |KmwyeBoe cnoso|lpucoeanHeHme 6e3 nogTBepPXAeHUS
06HOBJIEHMA MPOLUMBKN.
Npumep (config)> mws acquire abl409a2-0f87-11e8-8f23-3d5f5921b253 »
eula-accept
Mws::Controller: Candidate "abl1409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.
(config)> mws acquire 7207838e-af7d-11e6-8029-25463bd03811 »
eula-accept dpn-accept no-update
Mws::Controller: Candidate "7207838e-af7d-11e6-8029-25463bd03811" »
acquire started.
(config)> no mws acquire 60:31:97:3f:36:00
Mws::Controller: Candidate "60:31:97:3f:36:00" acquire stopped.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.15 JlobaBneHa kOMaHAa mws acquire.

3.85 mws auto-ap-shutdown

OnucaHwue BknrounTb aBToMaTryeckoe oTkntodeHne Toyvek goctyna Wi-Fi cuctemsl npu
OTCYTCTBUMN €BA3W C KOHTPO/INepoMm. 1o yMON4aHUIO 3Ta HacTpolika
OTK/ItOYEeHa.

KomaHga ¢ npedrkcom no oTKAUaeT 3Ty BO3MOXHOCTb.
Npejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> mws auto-ap-shutdown

I (config)> no mws auto-ap-shutdown
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Mpumep

UcTopuns nameHeHuii

(config)> mws auto-ap-shutdown
Mws::Controller: Automatic access points shutdown enabled.

(config)> no mws auto-ap-shutdown
Mws::Controller: Automatic access points shutdown disabled.

Bepcus OnucaHve

3.08 [JobaeneHa komaHaa mws auto-ap-shutdown.

3.86 mws backhaul shutdown

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

Mpumep

WcTopus nsmeHeHwnii

OTKNHOUNTL CKPbITbIE 6eCNPOBOAHbIE CNYXKebHble TOUKW A0CTYNa AN CYXObI
MWS. Mo ymMon4aHWo HaCcTPoiKa BKAOYEHa.

KomaHga ¢ npedrKcom no BKAKOUAET CKPbITble TOUKU AOCTYyna.
Ja
Aa

HeTt

I(config)> mws backhaul shutdown

I (config)> no mws backhaul shutdown

(config)> mws backhaul shutdown
Mws::Controller: Backhaul disabled.

(config)> no mws backhaul shutdown
Mws::Controller: Backhaul enabled.

Bepcus OnucaHve

3.04 JlobaBneHa komaHaa mws backhaul shutdown.

3.87 mws log stp

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn

BkntounTb nornposaHue STP ansa nHTepdeiica. Mo3BonseT oTcnexmsaTb
oTnpaBieHHble N nonyYeHHble BPDU-nakeThl.

KomMaHgza ¢ npedprKcoM no OTK/IKOUAET I0rMpoBaHme A1 3aaHHOro
nHTepderica. ECnm aprymeHT He ykasaH, BeCb CMNCOK OrMpoBaHus STP 6yaeT
yaaneH.

Ja

Het
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MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

Ja
(config)> mws log stp <interface

(config)> no mws log stp [ <interface; ]

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepeinc MonHoe nma nHTepderica nam NCeBAOHUM.
CrnncoK AOCTYMHbIX NHTepdericoB MOXHO
yBUZETb C MOMOLLbIO KOMaHAbI interface

[Tabl].

(config)> mws log stp Bridge0
Network::Interface: :Rtx::WifiController: Enabled STP logging for »
"Bridge0".

(config)> no mws log stp Bridge0
Network::Interface::Rtx::WifiController: Disabled STP logging »
for "Bridge0".

(config)> no mws log stp
Network::Interface: :Rtx::WifiController: Disabled all STP logging.

Bepcus OnucaHve

3.06 JobasneHa komaHaa mws log stp.

3.88 mws member

OnuncaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

KomaHaa c npedurkcomM no yganseT 3anncb 0 3axBa4eHHOM ycTporicTee MIVS.
Ecnu BbINONHWTL KOMaHAY 6e3 aprymMeHTa, TO BeCb CMMCOK 3aXBayYeHHbIX
YCTPOWCTB byAeT yAaneH.

Aa
Het

Het

(config)> no mws member [ member ]

AprymeHT 3HauyeHue OnuncaHwue

member Ctpoka ID yctpoiictea — MAC-agpec nan CID.

(config)> mws no member 2937a388-0d00-11e7-8029-71193191f930e
Mws: :MemberList: Member 2937a388-0d00-11e7-8029-7119319f930e »
pending factory reset.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.15

JobaBneHa komaHAa mws member.

3.89 mws member check-update

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

3anycTnUTb NPOBepPKY 06HOBNEHWNIA AN1st 3aXBaYeHHOro ycTpoicTea MINS.

Het
Hert
Het
(config)>  mws member <nember> check-update
AprymeHT 3HauyeHue OnucaHue
member Ctpoka ID yctpoiictBa — MAC-agpec nnwn CID.

(config)> mws member abl1409a2-0f87-11e8-8f23-3d5f5921b253 »
check-update

Mws: :MemberList: Member "50:ff:20:08:7a:6a" »
(ab1409a2-0f87-11e8-8f23-3d5f5921b253) checking for an update.

Bepcus

OnucaHune

2.15

JobaeneHa komaHaa mws member check-update.

3.90 mws member debug

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

BKrroUNTL OTNaAKY 3axBaveHHoro yctpoictea MIVS. Mo ymondaHuio napameTp

OTK/TFOYEH.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.

Aa
Ja

Het

(config)>

mws member member> debug

(config)> no mws member <members debug

AprymeHT

3HayeHue OonvcaHune

member

Ctpoka ID yctpoiictBa — MAC-agpec nnn CID.
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Mpumep (config)> mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug enabled.

(config)> no mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [JlobaeneHa komaHaza mws member debug.

3.91 mws member dpn-accept

OnucaHwue MpuHATL cornaweHmne DPN ana 3axBayeHHOro ycrpoiicraea MIVS.
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIia BBog, Het

Cunoncnc (config)>  mws member <members dpn-accept
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
member Ctpoka ID yctpoiictBa — MAC-agpec nnwn CID.
NMpumep (config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 »
dpn-accept
Mws: :Controller: Candidate "abl409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.
VICTOleﬂ U3MeHeHU Bepcmﬂ onvucaHue

3.05 JlobaBneHa komaHAaa mws member dpn-accept.

3.92 mws member reboot

OnucaHue Mepe3sarpy3nTtb ycTporictBo MIWS. MNpoLecc nepesarpyskm oTobpaxkaeTcs B
BblBOZE KOMaHAabl show mws member.

MNpedukc no Het
MeHsieT HacTpoiikn  Hert

MHorokpaTtHbIiA BBOog, Het
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CuHoncuc (config)>  mws member <nember> reboot [ <intervals]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
member CTpoka ID yctpoiictBa — MAC-agpec nnn CID.
interval Uenoe uucno |Talim-ayT nepesarpysku B cekyHAax. MoxeT
NMPMHUMaTbL 3HaYeHKsa B Npeaenax ot 0 f0 60
BKIOUNTENLHO). ECn He yKasaH,
nepesarpyska BbIMOJIHUTCA HeMe1eHHO.
NMpumep (config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 reboot »
10
Mws: :MemberList: Member "50:ff:21:la:bl:f2" »
(7207838e-af7d-11e6-8029-25463bd03828) pending reboot.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

3.08 JobaBneHa komaHAa mws member reboot.

3.93 mws reboot

OnwucaHue MNepesarpy3nts Bcro MINVS.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)>  mws reboot

Mpumep (config)> mws reboot
Mws::Controller: Pending reboot Modular Wi-Fi System in 10 »
seconds.

WcTopusa nsmeHeHum Bepcus onucaHve
3.08 JobaBneHa komaHAa mws reboot.

3.94 mws revisit

OnucaHwue MepeynTaTb COCTOAHME NOTEHUMANBLHOrO ycTporicTea MIVS.
Mpedunkc no Ja

MeHsieT HacTpouikm  Hert
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MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Het

(config)> mws revisit «candidates

(config)> no mws revisit «candidate»

AprymeHT 3HauyeHue OnuncaHwue

candidate Ctpoka ID yctpomictea — MAC-agpec nawm CID.

(config)> mws revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit started.

(config)> mws no revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit stopped.

Bepcus OnucaHue

2.15 JobaBneHa KomaHAa mws revisit.

3.95 mws zone

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncunc

AprymeHThl

Mpumep

OrpaHn4nTb 061aCTb NOAK/IHOUYEHNSA K/IMEHTCKOr0 YCTPOWCTBA YKa3zaHHbIMU
y3namu MIVS.

KomaHga ¢ npedurkcom no yganseT ykasaHHYH HacTpoiiky. Eciv Beectn
KOMaHAy 6e3 aprymeHToB, byAeT yAaneH BeCTb CrMCOK OrPaHNYeHNA.

Aa

Het

Ja

(config)> mws zone anac> «cid

(config)> no mws zone [ «mac> «cids ]

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-appec MAC-agpec KNMeHTCKoro yctpoicraa. OH
JOMKEH BbITh 3aperncTpmpoBaH Kak
N3BECTHbIN XOCT.

cid CID NaeHTudunkaTop y3na MIVS.

(config)> mws zone 11:22:33:ec:58:e2 »
12298160-d886-11e7-9396-176971eeh8d6

Mws: :Controller: Added zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.
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(config)> no mws zone 11:22:33:ec:58:e2 »
12298160-d886-11e7-9396-176971eeh8d6

Mws: :Controller: Deleted zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone
Mws::Controller: Cleared all zones.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.06 JobaBneHa KOMaHAa mMws zone.

3.96 nextdns

OnucaHune JocTtyn K rpynne KoMaHA Ans HacTporkn npoduneii NextDNS.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

BxoxxaeHue B rpynny (nextdns)

CuHoncuc I (config)> nextdns
Mpumep (config)> nextdns
Core::Configurator: Done.
(nextdns)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.08 JobaBneHa komaHAaa netxdns.

3.96.1 nextdns assign

OnucaHwue HasHaunTb npodunb 3awnThl XOCTy. 10 yMONYaHWIO 4SS BCEX XOCTOB U
NIOKaNbHbIX CETEBbIX CErMEHTOB NCMOb3yeTcd Npoduab System.

KomaHgaa ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIo.
Mpe¢ukc no Ja
MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

Cunoncuc I (nextdns)>  assign <host> <token> | interface «ifaces <tokens
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(nextdns)> no assign [<host» | interface «ifaces ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host MAC-agnpec MAC-agpec xocTa.
token Uenoe 4ucno |TokeH ayTeHTUdukauymu (ID).
iface UHTeppenc MNonHoe nma nHTepderica nam NCeBAOHNM.
NMpumep (nextdns)> assign 11:24:c4:54:bc:59 1f2a36

NextDns::Client: Reassociated host "11:24:c4:54:bc:59" with »
profile "1f2a36".

(nextdns)> assign interface Home 1f2a36
NextDns::Client: Associated interface "Home" with profile »
"1f2a36".

(nextdns)> no assign 11:24:c4:54:bc:59
NextDns::Client: Removed profile for host "11:24:c4:54:bc:59".

(nextdns)> no assign Bridge0
NextDns::Client: Removed profile for interface "Bridge0".

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.08 JobasneHa koMaHAa nextdns assign.

3.96.2 nextdns authenticate

OnucaHune YKaszaTb NOrmMH Ansa ydeTHon 3anmcm NextDNS.
Mpedukc no Het
MeHsieT HacTpouikm  Her
MHorokpaTtHbIiA BBog, Het

CviHoncmc

(nextdns)>  authenticate <login> passwords [ «pin>]
(nextdns)> no authenticate
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
login Ctpoka JlorvH yyeTtHom 3anucm NextDNS.
password Crpoka Maponb yyeTHOM 3anucn NextDNS.
pin CTpoka PIN-kog ansa yueTHom 3anuncn NextDNS.
Mpumep (nextdns)> authenticate account@gmail.com 123456789 1234

NextDns::Client: Authenticated successfully.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.08

JobaBneHa komaHza nextdns authenticate.

3.96.3 nextdns authtoken

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YKa3aTb TOKeH aBTOpM3aunm ana yyetHon 3anncu NextDNS.

KomaHza c npedrKcom no yaansieT TOKeH.

Ja
Aa

Het

(nextdns)>

authtoken authtoken»

(nextdns)> no authtoken

AprymeHT

3HavyeHue

OnucaHue

authtoken

CTpoka

TokeH aBTOopU3auuu (ID) Ans ydeTHoOM 3anmncm
NextDNS.

(nextdns)> authtoken 1f2a36
NextDns::Client: Set authentication token.

(nextdns)> no authtoken
NextDns::Client: Cleared authentication token.

Bepcusa

OnucaHune

3.08

JobaeneHa komaHza nextdns authtoken.

3.96.4 nextdns check-availability

OnucaHwue

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

Mpumep

MpoBepuUTb JOCTYMHOCTL CYX6bI NextDNS.

Het
Het

Het

I (nextdns)>  check-availability

(nextdns)> check-availability
NextDns::Client: NextDNS DNS-over-HTTPS is available.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.08 [JobaeneHa komaHaa nextdns check-availability.

3.97 ndns

OnucaHwue JocTtyn K rpynne KoMaHA ans yrnpasneHus cnyxéoin KeenDNS.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

Bxo>xaeHue B rpynny (ndns)

CnHoncuc I(config)> ndns

MNpumep (config)> ndns
Core::Configurator: Done.

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.07 JobasneHa komaHga ndns.

3.97.1 ndns book-name

OnucaHue 3apesepBupoBaTb UMA XocTa B DNS.

Ansa nepegayn 3ape3epBMPOBAHHOIO MMEHM XOCTa Ha ApYroe ycTporicTBO
Keenetic ncnonb3syetca napametp transfer-code.

[ANa nepesayun MeHn XocTa He06X0ANMO:

1. BeINoNHNTb KOMaHAy ¢ napameTpoM transfer-code Ha nepegatoLein
CTOpOHe.

2. BbINOAHUTB Ty Xe caMyto KOMaHAy € TeMU Xe CaMbIMUW NapamMeTpamMm Ha
NPUHMMatOLLIEl CTOPOHE.

Ctpok geinctBus transfer-code ogHa Hegens.
Mpedunkc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc (ndns)>  book-name name> <domain [«access» [1pv6 access6)] |

<transfer-code> ]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka MmMa xocTa ana pesepBrpoBaHUs
domain CTpoka JloMeH BTOpPOro ypoBHs.
access auto ABTOMaTUYECKUIA TUM AOCTYNa
cloud Vima xocTa 3apernctpuposaHo Ha IP-agpec

obnayHoro cepeepa, HTTP-Tpaduk
TYHHenupyetcsa Ha Air.

direct Mma xocTa 3aperncTtprypoBaHo Ha
WAN-agpec Air.
access6b cloud BkntoumnTtb 061a4HbI pexum Ans
IPv6-agpeca.
transfer-code |Hex Kog ana nepegayv UMeHU Apyromy
ycTpoictBy Keenetic. AnnHa Koga 32
cuMBoONa.
MNpumep (ndns)> book-name myhome23 keenetic.pro

NDSS: :ndns/bookName »
The name booking was »

done, layout = view, title
(Public DNS Hostname Booking), sub-title
successful.:

client, geo = RU, ip = 193.0.174.200, format = »
clean, date = 2019-05-23T09:46:54.536Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:46:51.013Z
address: 193.0.174.200
access: direct
access6: none
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
column, id = type, title = Type:
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column, id = peer, title = Peer:

column, id detail, title = Detail:

column, id = elapsed, title = Time, »

variant = period, scale = 1:

item, elapsed = 18, origin
[TaskUdpSingle "ndss111h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllh2.ndm9.xyz, detail = [MsgCack]:

>

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllh2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 27, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 27, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssl120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 67, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513" , "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 68, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 70, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 79, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
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commited.:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated:
193.0.174.200:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed. :

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 97, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 106, origin = »
[TaskUdpSingle "ndss111lh2.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "e46H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss11l1lr3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "e46H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3465, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["rohs/bodFiraliz", "014635/373/4613", ' mphare3", "keretic.pro®, "198.0.174.200", '+ :2" undefined, "2019-C5-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3520, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
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peer = ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro", "license": "014635737374513"}],
type = complete, peer = *, detail = All done.:

\J

Ndns::Client: Booked "myhome23.keenetic.pro".

(ndns)> book-name nnttnn keenetic.pro »
121d567f901a345b289¢c121b567c903c¢

v

done, layout = view, title = NDSS::ndns/bookName
(Public DNS Hostname Booking), sub-title =
The name booking was successful.: client, geo = RU, ip = »
193.0.174.137, format =
clean, date = 2018-12-13T09:04:41.939Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: nnttnn
domain: keenetic.pro
acme: LE
updated: 2018-12-13T08:47:11.014Z
address: 0.0.0.0
access: cloud
accessb6: none
transfer: true

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
column, id

o, title = Operation:

Detail:

column, id = d, title
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column, id = t, title = Time, variant
= period, scale = 1:

item, hl = false, o = start, d = »
[TaskBookName, {"name":"nnttnn", "domain":
>

"keenetic.pro","license":"730102642155400"}], t = 0:

item, hl = false, o = lock-local, d =
the name is locked (for current transaction), t = 1:

item, hl = false, o = cluster, d = »
quorumRemaining: 2, quorumPossible: 4, quorumTotal: 4, t = 1:

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1M"),
dst="/192.168.21.14:17047")], [MsgCack], quorumLeft=2, t = 10:

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('1lc+3/pP6zalUjuE5w"'),
dst="/88.198.177.100:17047")]1, [MsgCack], quorumLeft=1, t = 57:

item, hl = false, o = lock-reply, d =
Quorum reached, finalizing, t = 57:

finalize, d = »

item, hl = false, o
local changes commited., t = 65:

item, hl
address updated: 0.0.0.0, t = 77:

false, o

finalize, d = »

item, hl = false, o
post-process triggers executed., t = 77:

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")], [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSe0s'),
dst="/88.198.177.100:16047")]1, [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d =
Done, all replies collected., t = 79:

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1iM'),
dst="/192.168.21.14:17047")], [MsgCack], t = 84:

\J

\J

\j

\J

\j

\J

refreshed, d = »

>

>

>

>
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item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
(key=Binary( 'EbxdTB4nedef/+p/'), alt=Binary('lc+3/pP6zaUjuE5w'), »
dst="/88.198.177.100:17047")1, [MsgCack], t = 126:

\J

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'), »
dst="/46.105.148.85:17047")1, [MsgCack], t = 133:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
key=Binary ('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSeOs'), »
dst="/88.198.177.100:16047")]1, [MsgCack], t = 145:

item, hl = false, o = commit-reply, d »
= Commit stage complete., t = 146:

item, hl = false, o = complete, d = All »
done., t = 146:

Ndns::Client: Booked "nnttnn.keenetic.pro".
(ndns)> book-name myhome23 keenetic.pro cloud ipv6 cloud

NDSS: : ndns/bookName »
The name booking was »

done, layout = view, title
(Public DNS Hostname Booking), sub-title
successful.:

client, geo = RU, ip = 193.0.174.200, format = »
clean, date = 2019-05-23T09:12:29.145Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:12:16.197Z
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
transfer: false
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suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
column, id = type, title = Type:

column, id peer, title = Peer:

column, id = detail, title = Detail:
column, id = elapsed, title = Time, »
variant = period, scale = 1:

item, elapsed = 11, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 11, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 17, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 18, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndss11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllol.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 25, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited. :
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item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated: »
0.0.0.0:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed. :

item, elapsed = 49, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " : -, undefined, *2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 49, origin = »
[TaskUdpSingle "ndssl11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " -, undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 51, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 80, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " :* ,undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:
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WcTopusa nsmeHeHum

item, elapsed = 122, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " :* ,undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 165, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " : -, undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 166, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:

Ndns::Client: Booked "myhome23.keenetic.pro".

Bepcus OnucaHue
2.07 JobaBneHa komaHaa ndns book-name.
2.14 [JobaeneH napameTtp ipvé.

3.97.2 ndns check-name

OnucaHue
Mpe¢ukc no

MeHsieT HacTpoiikmn
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHThl

Mpumep

MpoBepuTb AOCTYNHOCTb MIMEHW XOCTa AN1A pe3epBauui.
HeT
Het

Het

(ndns)>  check-name <name>

AprymeHT 3HaueHue OnucaHwue
name Ctpoka MMs xocTa Ans pesepBMpoOBaHUS.

(ndns)> check-name testname

list:
item:
name: testname
domain: mykeenetic.by
available: no

item:
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WcTopusa nsmeHeHum

3.97.3 ndns drop-name

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

name:
domain:
available:

item:

name:
domain:
available:

item:

name:
domain:
available:

item:

name:
domain:
available:

testname

mykeenetic.

yes

testname

mykeenetic.

yes

testname

mykeenetic.

yes

testname

mykeenetic.

yes

Ndns::Client: Check completed.

kz

ru

com

net

Bepcus

OnucaHmne

2.07

Jo6aeneHa komaHaa ndns check-name.

OTMeHNTbL pernctpauuno nmeHu xocta B DNS.

Hert
Ja
Hert
(ndns)>  drop-name <name> <domain»
AprymeHT 3HauyeHue OnuncaHwue
name Crpoka VMg xocTa ana yaaneHusa ns DNS.
domain CTpoka JloMeH BTOpPOro ypoBH#.

(ndns)> drop-name testname mykeenetic.net

done, title = NDSS::ndns/dropName (Delete DNS »

Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:

client, geo = RU, ip = 81.200.27.56, format

clean, date = 2016-09-

22T10:52:35.685Z,

standalone = false:

Air (KN-1613) — CnpaBOYHVK KOMaHA,

>

371



naBa 3 OnncaHme KoMaHp,

reason: The name is un-booked.

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:
column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0:

item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:

item, hl = false, o
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:

item, hl = false, o
Success: prepare, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")]1, [MsgCack], quorumLeft=2, t = 55:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1l, t = 72:

item, hl = false, o = lock-reply, d = Quorum »

reached, finalizing, t = 73:

item, hl = false, o = finalize, d = local »
changes commited., t = 79:

item, hl = false, o = refreshed, d = address »

cluster, d = »

lock-reply, d = »

cleared, t = 85:

item, hl = false, o finalize, d = »
post-process triggers executed., t = 85:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('vNEqQUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 134:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], t = 161:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")], [MsgCack], quorumLeft=0, t = 231:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:
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WcTopusa nsmeHeHum

commit-reply, d = »

item, hl = false, o
Commit stage complete., t = 3608:
item, hl = false, o

complete, d = ALl »
done., t = 3608:

Ndns::Client: Dropped "testname.mykeenetic.net".

Bepcus OnucaHue

2.07 Job6asneHa komaHaa ndns drop-name.

3.97.4 ndns get-booked

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

Mony4unTb akTyasnbHy0 MHPOPMALMIO C cepBepa O TekyLleMm
3ape3epBMpPOBaHHOM MMeHN xocTa B DNS.

HeTt
Het

HeTt
I(ndn$> get-booked

(ndns)> get-booked

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 41.189.34.56, format = »

xml, date = 2017-09-
14708:30:19.266Z, standalone = false:

menu, Src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:

field, name domain, title = Domain Name:

field, name address, title = IP Address:

field, name = updated, title = Updated, type »
= date, variant = date:

field, name = access, title = Access Mode, »
default = unknown:

field, name = transfer, title = Transfer:
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name: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: 2017-09-11T11:27:32.167Z
access: direct
transfer: false

Ndns::Client: Get-booked completed.

WcTopusa nsmeHeHum

Bepcus OnucaHue

2.08 Job6asneHa komaHaa ndns get-booked.

3.97.5 ndns get-update

OnucaHwue

Mpejukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

O6HoBUTL perncTpaynto nmeHn xocta B DNS Ha cepeepe.
Het
Het

Het

(ndns)>  get-update [<access> [ipv6 access6s]]

AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

access auto ABTOMaTUYECKNI TN goCTyna.

cloud VMg xocTa 3apernctpmpoBaHo Ha IP-agpec
obnayHoro cepsepa, HTTP-Tpadumk
TYHHennpyeTtcs Ha Air.

direct VimMa xocTa 3apernctpriposaHo Ha WAN-agpec
Air. KomaHaa no3BonsieT BKAKYNTb
noagaepxky Static NAT (NAT 1-1) co CTOPOHbI
cepsepa B napameTpax KeenDNS.

access6b cloud BkntounTb 061a4HBIN pexmM aas

Mpumep

IPv6-aapecos.

(ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 81.200.27.56, format = »

xml, date = 2016-09-
22T12:07:32.746Z, standalone = false:

menu, Src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:
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fields:
field, name = name, title = Public Name:

field, name = domain, title = Domain Name:
field, name = address, title = IP Address:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = access, title = Access Mode, »

default = unknown:
field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.net
address: 81.200.27.56
updated: 2016-09-22T12:07:32.744Z
access: direct
transfer: false

Ndns::Client: Get-update completed.
(ndns)> get-update cloud ipv6 cloud

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):
client, geo = RU, ip = 193.0.174.168, format = »
xml, date = 2019-05-21T15:26:45.552Z, standalone = false:
menu, sSrc = »
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:

field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
(ip4), default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »

(ipv6), default = unknown:
field, name = transfer, title = Transfer:

name: mytest
domain: keenetic.pro
acme: LE
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
updated: 2019-05-21T15:26:45.547Z
transfer: false

Ndns::Client: Get-update completed.
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(ndns)> get-update direct

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):
client, geo = RU, ip = 193.0.174.159, format = »
xml, date = 2019-11-13T16:53:30.782Z, standalone = false:
menu, Src = »
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
(ip4), default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
(ipv6), default = unknown:
field, name = transfer, title = Transfer:

name: myworknow
domain: keenetic.link
acme: LE
address: 193.0.174.159
access: direct
access6: none
updated: 2019-11-13T16:50:34.298Z
transfer: false

WcTopusa nsmeHeHum Bepcus onucaHve
2.07 JobasneHa komaHaa ndns get-update.
2.14 [JobaeneH napameTp ipvé.

3.98 ntce

OnucaHune JocTtyn K rpynne KomaHa Ana HacTporiku cepsuca NTCE.
Mpedunkc no Het

MeHsieT HacTpouikm  Het

MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (config-ntce)

CuHoncUc I(conﬁgp> ntce
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Mpumep (config)> ntce
(config-ntce)>

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.07 JobaBneHa komaHaa ntce.

3.98.1 ntce debug

OnucaHue BktounTb 0T1a40uUHbIA pexuM ansa cepuca NTCE. Mo ymondaHuto yHKLMSA
OTKJIH0OYEeHa.

KomaHga ¢ npedrkKcom no oTKAOYaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(config-ntce)> debug
I (config-ntce)> no debug
Mpumep (config-ntce)> debug
Ntce::Manager: Enabled debug.
(config-ntce)> no debug
Ntce: :Manager: Disabled debug.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHuve

3.07 JobasneHa komaHaa ntce debug.

3.98.2 ntce memory-watcher

OnucaHune BKAOUNTL MexaHM3M HabMoAeHWA 3a Harpy3kor Ha NamMATb AN CTyX6bl
NTCE. Mo ymonyaHuto GyHKLNSA BKAKOYEHA.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-ntce)> memory-watcher

I (config-ntce)> no memory-watcher
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MNpumep (config-ntce)> memory-watcher
Ntce::Manager: Enabled automatic memory pressure handler.

(config-ntce)> no memory-watcher
Ntce::Manager: Disabled automatic memory pressure handler.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.08 [JobaeneHa komaHza ntce memory-watcher.

3.98.3 ntce qos category priority

OnuncaHmne YKasaTb NpnopuTeTbl A8 KaTeropuin Tpadurka.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHUIo.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Cunoncnc (config-ntce)>  qos category «category priority priority:
(config-ntce)> qos category «categorysno priority
AprymeHTbl AprymeHT 3HaueHue OnucaHue
category calling 0 HauBbICLWIWIA,
gaming 0 Kpntnueckuia.
streaming O BbICOKUIA.
work O MoBbILWEHHBbINA.
surfing O CpegHuia.
other 0 HopManbHbI (N0 yMOAYaHMIO).
filetransfering |0 Huskui.
priority Uenoe uucno 3HauveHue npnopuTteTa. Moxer
NPUHMUMAaTb 3HaYeHVs B npegenax ot 1
ho 7.
Npumep (config-ntce)> qos category work priority 7
Ntce::Manager: Set category "work" priority to "7".
(config-ntce)> qos category other no priority
Ntce::Manager: Reset QoS priority for category "work".
WcTopuns nsmeHeHnit |Bepcus onucaHue

3.08 JobasneHa KOMaHaa ntce qos category priority.
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3.98.4 ntce qos enable

OnucaHwue BikntounTs IntelliQoS, koTopblin 06ecneyrBaeT BXOAALLYIO N MCXOASALLYHO
Noa0Cy NPONycKaHUS AN NPUOPUTETHBLIX MPUNOXEHWT 1 3a4a4 C MOMOLLLbIO
npeABapuUTeNbHO onpejenieHHbIX rpynn kateropuii. Mo ymonyanuo cnyxba
OTK/HOYeHa.

KomaHga ¢ npednkKcom no oTKAroYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config-ntce)>  qos enable
I (config-ntce)> no qos enable
MNpumep (config-ntce)> qos enable
Ntce::Manager: Enabled QoS.
(config-ntce)> no qos enable
Ntce::Manager: Disabled QoS.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
3.07 JobasneHa koMaHaa ntce qos enable.
3.99 ntp
OnucaHune JocTtyn K HacTpoiike NTP-knneHTa.

KomaHgaa c npedurkcom no copacbiBaeT HacTpOokm NTP-KnreHTa B HAaCTPOKM
Mo YMONYaHUIO.

Mpedunkc no Ja
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> no ntp
Mpumep (config)> no ntp

Ntp::Client: Configuration reset.
VlCTOpI/Iﬂ N3MeHeHUMn BepCVlﬂ onvcaHue

2.00 [JobaBneHa koMaHga ntp.

Air (KN-1613) — CnpaBOYHVK KOMaHA, 379



naBa 3 OnncaHme KoMaHp,

3.100 ntp master

OnucaHwue Bkntountb SNTP-cepBep B ceTeBbIX CerMeHTax private v protected.
KomaHga ¢ npedrkKcom no ocTaHaBINBAET CYX6Y.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> ntpmaster
I (config)> no ntp master
Mpumep (config)> ntp mater

Ntp::Server: Enabled master mode.

(config)> no ntp master
Ntp::Server: Disabled master mode.

UcTopuns nsmeHeHnii

Bepcus OnucaHve

3.09 Jlo6baBneHa koMaHAa ntp master.

3.101 ntp server

OnucaHwne Jlo6aBuTb B CNUCOK HOBLI NTP-cepBep. MOXHO A06aBUTE He 6onee 8
NTP-cepBepoB.

KomaHga c npedukcom no yaanset NTP-cepBep 13 cnucka. Eciv BbIMOAHUTL
KOMaHZAy 6e3 apryMeHTa, To BeCb CMCoK NTP-cepBepoOB byAeT OUMLLIEH.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbIl/i BBog, /[la

CuHoncnc (config)> ntp server <servenr
(config)> no ntp server [ <server:]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
server Ctpoka Appec NTP-cepBepa.
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Mpumep

UcTopuns nameHeHuii

(config)> ntp server pool.ntp.org
Ntp::Client: Server "pool.ntp.org" has been added.

(config)> no ntp server
Ntp::Client: ALl NTP servers removed.

Bepcus OnucaHve

2.00 [JlobaeneHa KomaHza ntp server.

3.102 ntp sync-period

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTb nepmnoj CMHXpOHM3aunn BpeMeHN. Mo YMOTHaAHNIO NCMNO/1b3YETCA
3HayeHue 1 Hegens.

KomaHga ¢ npedurKkcom no ycTaHaBAMBAET BPEMS CUHXPOHU3ALMN MO
YMONYaHWUIO.

Ja

Aa

Het

(config)> ntp sync-period «period>

(config)> no ntp sync-period

AprymeHT 3HauyeHue OnucaHwue

period lenoe 4ucno |Bpemsi cMHXpOHU3aLMN, B MUHYTaX. MoxeT
npMHMMaTbL 3HaveHus B npegenax ot 60
MUHYT 0 1 mecaua.

(config)> ntp sync-period 60
Ntp::Client: A synchronization period set to 60 minutes.

(config)> no ntp sync-period
Ntp::Client: Synchronization period value reset.

Bepcus OnucaHue

2.00 JobasneHa komaHAa ntp sync-period.

3.103 ping-check profile

OnucaHune

JocTyn K rpynne KoOMaHA A8 HaCTPOoWKM BelbpaHHoro npodwunsa Ping Check.
Echv npodunb He HalfeH, KOMaHAa MbITaeTcs ero co3aathb.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncunc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

KomaHga c npedukcom no yganset npodunb Ping Check.
Ja

Aa

Ja

(config-pchk)

(config)> ping-check profile name>

(config)> no ping-check profile name>

AprymeHT 3HauyeHue OnucaHwue

name Ctpoka Wmsa npodunsa Ping Check. CNCOK JOCTYMHbIX
Ansi Bblbopa npoduneri MOXHO yBUAETL BBeas
koMmaHay ping-check profile [Tab].

(config)> ping-check profile [Tabl

Usage template:
profile {name}

Choose:
TEST
MYMY

(config)> ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been created.
(config-pchk)>

(config)> no ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been deleted.

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHaa ping-check profile.

3.103.1 ping-check profile host

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

YKkazaTtb yAaHEHHbIVI XOCT And teCtTmpoBaHuA. Mo yMO/14aHWKO, agpec XoCTa
Ha3Ha4aeTcd B COOTBETCTBUN C KOAOM CTPaHbI.

KomaHga ¢ npedunkcom no yaanset nMs xocTa.
Ja
Aa

Het
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-pchk)>  host <host»
(config-pchk)> no host [ <host> ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
host Umsa xocrta VIma nnun agpec yaaneHHoro xocra.
Mpumep (config-pchk)> host 8.8.8.8
PingCheck::Profile: "test": add host "8.8.8.8" for testing.
(config-pchk)> host google.com
PingCheck: :Profile: "test": add host "google.com" for testing.
(config-pchk)> no host
PingCheck: :Profile: "test": hosts cleared.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 JobasneHa komaHAa ping-check profile host.

3.103.2 ping-check profile max-fails

OonuncaHmne YKazaTb KONNYECTBO NOC/1e0BaTe/IbHbIX HeyAauHbIX 3anpoCoB K yAaneHHOMY
XOCTY, MO AOCTUXXEHMIO KOTOPOro MHTEPHET Ha MHTepdeiice cumTaeTcs
OTCYyTCTBYHOLWMM. [10 yMONYaHMIO UCNOb3yeTCs 3HaYeHue 5.

KomaHga ¢ npedrkcom no Bo3BpaLlaeT 3Ha4eHne No yMOAYaHUIo.
MNpejukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config-pchk)>  max-fails «count»
(config-pchk)> no max-fails
AprymeHTbI AprymeHT 3HaueHue OonucaHue
count Uenoe 4ucno |KonmuyectBo HeyAauHbIX 3anpocos. MoxeT
MPUHKVMaTL 3HaueHUsa B Npegenax ot 1 Ao 10
BKHOUNTENBHO.
NMpumep (config-pchk)> max-fails 7
PingCheck: :Profile: "test": uses 7 fail count for disabling »
interface.

Air (KN-1613) — CnpaBOYHVK KOMaHA, 383



naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-pchk)> no max-fails
PingCheck::Profile: "test": fail count is reset to 5.

Bepcus OnucaHue

2.04 Job6asneHa komaHaa ping-check profile max-fails.

3.103.3 ping-check profile min-success

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

YKasaTb KO/INYeCTBO NnocsieoBaTesbHbIX YAAa4HbIX 3aNpOCoB K yaaneHHOMY
XOCTY, N0 AOCTUXXEHMIO KOTOPOro MHTEePHET Ha nHTepdelice cumtaeTtcs
HaNMYecTByOLWMM. 10 YMOIYaHUIO NCMONb3YeTCA 3HaveHune 5.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne No YMOAYaHUIo.

Ja

Ja

Het

(config-pchk)>  min-success «count»

(config-pchk)> no min-success

AprymeHT 3HauyeHue OnucaHwue

count Lenoe yucno |Konnuectso yjayHbIX 3anpocoB. MoxeT
NMPUHVMaTL 3HaUYeHUA B Npegenax ot 1 Ao 10

BK/THOYNTENIbHO.

(config-pchk)> min-success 3
PingCheck: :Profile: "test": uses 3 success count for enabling »
interface.

(config-pchk)> no min-success
PingCheck: :Profile: "test": success count is reset to 5.

Bepcus OnucaHve

2.04 JobasneHa koMmaHaa ping-check profile min-success.

3.103.4 ping-check profile mode

OnucaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

YcTaHoBUTb pexum Ping Check. Mo yMon4aHMIo yCTaHOB/IEHO 3HaYeHve icmp.

Het

Ja

384

CnpaBoyHuK kKoMmaHa — Air (KN-1613)



naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-pchk)>  mode wmode>
AprymeHTbl AprymMeHT |3HaueHme |OnucaHme
mode icmp TecTrpoBaHMe JOCTYNHOCTU yAaneHHOoro
XOCTa byfeT oCyLLecTBAATLCA MOCPeACTBOM
oTnpasku emy ICMP-echo request (ping).
connect TecTnpoBaHUe AOCTYNHOCTU YAaleHHOro
X0CTa byAeT OCyLLeCcTBAATLCA NOCPeCTBOM
yCcTaHOBKM TCP-NOAKNOUYEHWA Ha 3a4aHHbI
noprT.
tls TecTnpoBaHMe AOCTYNHOCTW YAaIeHHOro
X0cTa byaeT oCyLLeCcTBAATLCA NOCPeCTBOM
yCTaHoBKM TLS-noakntoueHus.
NMpumep (config-pchk)> mode tls
PingCheck: :Profile: "test": uses tls mode.
VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie
2.04 JlobasneHa komaHAa ping-check profile mode.
3.09 Job6asneH aprymeHT tls.

3.103.5 ping-check profile port

OnucaHue YKa3aTb NOpT AN NOAKAHOUEHUS K yAaneHHOMY XOCTy. HacTpolika nmeet
CMbICn Npu pexxnme Ping Check connect (cM. komaHay ping-check profile

mode).

KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-pchk)>  port port>
(config-pchk)> no port
AprymeHTbl AprymeHT 3HauyeHue OnucaHue
port lenoe uncno |[Homep nopta. MoXeT NPUHNMaTbL 3HaYeHUS
B npegenax oT 1 Ao 65534 BkIoOUUTENBHO.
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-pchk)> port 80
PingCheck::Profile: "test": uses port 80 for testing.

(config-pchk)> no port
PingCheck: :Profile: "test": port is cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jo6aBneHa komaHaa ping-check profile port.

3.103.6 ping-check profile power-cycle

OonucaHue Bk/tounTh ynpaBneHve nutaHneM ceTeBoro HTepdeiica USB. Mo ymonyaHuio
BKJTOUEHO.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-pchk)>  power-cycle

I (config-pchk)> no power-cycle

Mpumep (config-pchk)> power-cycle
PingCheck: :Profile: "test": enabled USB power cycle.

(config-pchk)> power-cycle
PingCheck: :Profile: "test": disabled USB power cycle.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.04 Jlo6aBneHa komaHga ping-check profile power-cycle.

3.103.7 ping-check profile timeout

OnucaHune YCTaHOBUTb MakcMasibHoe BpeMA OXKNAaHNA OTBETa yAa/1EHHOIO XOCTa Ha
O4WVH 3anpoc B ceKyHAax. Mo YMOJIHaHUIO NCMO/Ib3YeTCA 3HaveHne 2.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaUYeHMe M0 YMOTYAHNIO.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-pchk)>  timeout «timeouts

(config-pchk)> no timeout

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

timeout Yenoe uucno |Bpemsa oxuaaHuma B cekyHaax. MoxeTt
MPUHVMAaTL 3HaUeHUA B Npegenax ot 1 Ao 10
BK/IIOUNTE/IBHO.

Mpumep (config-pchk)> timeout 4
PingCheck: :Profile: "test": timeout is changed to 4 seconds.

(config-pchk)> no timeout
PingCheck: :Profile: "test": timeout is reset to 2.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.04 Jlo6aBneHa komaHga ping-check profile timeout.

3.103.8 ping-check profile update-interval

OnucaHune YCTaHOBUTb NEPUOSMYHOCTL BbIMOSHEHWA NpoBepok Ping Check.
MNpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CnHoncuc (config-pchk)>  update-interval «<seconds>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
seconds lenoe uucno |Mepunog obHoBNeHNS B cekyHaax. MoxeT
NPUHNMAaTb 3HaYeHNA B rnpegenax oT 3 40
3600 BK/IFOUNTENBHO.
Npumep (config-pchk)> update-interval 60
PingCheck: :Profile: "test": update interval is changed to 60 »
seconds.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.04 JobasneHa komaHaa ping-check profile
update-interval.
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naBa 3 OnncaHme KoMaHp,

3.104 ppe

OonucaHue BKNHOUMTE MeXaHN3M NakeTHo 06paboTku. M0 yMonYaHMIo HacTpolika
BK/IOUEHa.

KomaHga ¢ npednkcom no oTKAoYaeT BblIOpaHHbI yCKOpUTeb.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Cunoncnc (config)>  ppe <engine»
(config)> no ppe [<engines]

AprymeHTbI AprymeHT | 3HaueHue OnucaHue

engine |software MporpaMMHbIA yckopUTenb.
MNpumep (config)> ppe software

Network::Interface: :Rtx::Ppe: Software PPE enabled.

(config)> no ppe

Network::Interface: :Rtx::Ppe: All PPE disabled.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa KoMaHaa ppe.

2.05 JlobaBneH aprymeHT engine.

3.105 pppoe pass

OonucaHmne BkntounTb GYHKLMIO CKBO3HOMO NponyckaHus. MoxHo BBecTr go 10
NOKaNbHbIX CETEBbIX Y3/10B.

KomaHga ¢ npedumkcom no otkaroyaeT GyHKLUMIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Ethernet

Cunoncuc I (config)> pppoe pass through wan-iface <lan-iface>

I (config)> no pppoe pass through
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

wan-iface UHTepgenc HauanbHbIl MHTepdelric — nonHoe Ha3BaHme
WAN-uHTepdeiica nnv ero anvac.

lan-iface WHTepgeiic KoHeuHbI nHTepdeinc — nonHoe Ha3BaHMe
LAN-nHTepdelica nnum ero anmac.

Mpumep (config)> pppoe pass through Home ISP
Pppoe::Pass: Configured pass from "Bridge@" to "GigabitEthernetl".

(config)> no pppoe pass
Pppoe: :Pass: Disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaBneHa KOMaHAa pppoe pass.

3.106 schedule

OnucaHwue JocTyn K rpynne KOMaHA A8 HaCTPOMKM BbI6paHHOro pacnucaHus. Ecan
pacnncaHne He HalieHo, KOMaHAa MblTaeTCs ero co3jathb.

KomaHga ¢ npedurKcom no yaanseT pacnucaHuve.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Bxo>xaeHue B rpynny (config-sched)

CuHoncuc (config)>  schedule name>
(config)> no schedule name>
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
name Crpoka HasBaHue pacnncaHus.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.06 JlobaeneHa komaHaa schedule.

3.106.1 schedule action

OnucaHue 3ajaTb AeCcTBIS, BbIMOJIHSAEMble COracHO Bbl6paHHOMy pacnncaHnto.

KomaHgaa ¢ npeprKcomM no oTMeHsIeT AecTBIe.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(config-sched)>

action cactions anins <hours «dows

(config-sched)> no action [ <actions mins <hours «dows ]

AprymeHT 3HauyeHue OnuncaHwue
action start [encTBMe Havana.
stop [encTBme KOHLUA.
min UYenoe uucso |MUHYTBI.
hour Llenoe uncno |Yacobl.
dow UYesnoe uucno |[HN Hepenwn, pasgeneHHble 3anaTbiMn. 0 1 7

O3Ha4aloT BOCKpeceHbe. * o3HayaeT
exejgHeBHO.

(config-sched)> action start 0 9 1,2,3,4,5
Core::Schedule: :Manager: Updated schedule "WIFI".

Bepcus

OnucaHune

2.06

Job6aBneHa komaHaa schedule action.

3.106.2 schedule description

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiKku

MHorokpaTHbIVi BBOj,

CviHoncmc

AprymeHTsl

3ajaTtb onuncaHme Ans BbI6paHHOro pacnmcaHus.

KomaHga ¢ I'Ipe¢I/IKCOM no CTUpaeT onmncaHue.

Ja
Het

Het

(config-sched)>

description «description»

(config-sched)> no description

AprymeHT

3HayeHue

OonvcaHune

description

CTpoka

TekcT onncaHus.
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naBa 3 OnncaHme KOMaHA,

Npumep (config-sched)> description "Schedule for on/off Access Point"
Core: :Schedule: :Manager: Updated description of schedule "WIFI".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.06 Job6asneHa komaHaa schedule description.

3.106.3 schedule led

OnucaHune Ha3HaunTb CBETOANOAHYIO MHANKALMIO ANSA 3aM/IaHNPOBAHHbBIX COBbITUI.
JonxeH 6bITb BbIbpaH napameTp SelectedSchedule npy NOMOLLM KOMaHAbI

system led.

KomaHga ¢ npedrKcom no OTKA0UAET CBETOAMOAHYIO MHANKALNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config-sched)>  1led action
(config-sched)> no led
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
action start VIHAMKaTOp nokasbiBaeT Hayasno
3anJ1aHNPOBAHHOIO COBLITUSA.
stop VHAVKaTOp NOKa3biBaeT OKOHYaHue
3anJ1aHNPOBAHHOIO COBLITUS.
Mpumep (config-sched)> led start
Core::Schedule::Led: Selected schedule "111".
MCTOPMH V|3MEHeHV||7| Bepc”ﬂ onvicaHue

2.08 JobaBneHa komaHaa schedule led.

3.107 service dhcp

OnucaHwue BkntounTts DHCP-cepeep. Ecnn pns 3anycka cnyxobl HeA0CTaTOYHO HaCcTpoeK
(cm. ip dhcp pool), cnyxba He bygeT oTBeudaThb Mo ceTu. Kak TONIbKO HacTpoek
CTaHeT A0CTaTOUHO, Cy>K6a BKAOUNTCA aBTOMaTUYECKN.

KomaHga ¢ npednkcom no ocTaHaBAMBAET CNIYXKOy.

Mpejukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> service dhcp
I (config)> no service dhcp
Mpumep (config)> service dhcp
service enabled.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 Jlo6baBneHa komaHga service dhcp.

3.108 service dhcp-relay

OnucaHue Bkarountb petpaHcnsaTtop-DHCP. Ecnn ana 3anycka ciy>Kbbl Hef0CTaTOUYHO
HacTpoek (c™. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyx6a He byaeT oTBeyaThb Mo ceTu. Kak ToNIbKO HAaCTpoeK CTaHeT J0CTaTO4HO,
cny>6a BKIIOUNTCH aBTOMaTUYeCKN.

KomaHga ¢ npedurkcom no ocTaHaBIMBAaET CyX6y.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CuHoncuc I (config)> service dhcp-relay
I (config)> no service dhcp-relay

Mpumep (config)> service dhcp-relay
service enabled.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHaa service dhcp-relay.

3.109 service dns-proxy

OnucaHune BrntounTtb DNS-npokcu. 118 HacTporikn napaMeTpoB CyX6bl, UCNONb3YNTe
rpynny komaHg Paszen 3.20 Ha cTpaHuLe 106.

MNpedukc no Het

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CuHoncnc I(config)> service dns-proxy

Mpumep (config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobasneHa KomaHaa service dns-proxy.

3.110 service http

OnwucaHue BkntounTtb HTTP-cepBep, KOTOPbIA NpeAocTaBaAseT Nob30BaTeNto
Web-nHTepdeinc ana HacTpoinkm Air.

KomaHga ¢ npednkcom no ocTaHaBINBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> service http
I (config)> no service http
Mpumep (config)> service http
HTTP server enabled.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa service http.

3.111 service igmp-proxy

OnucaHue Bkntounte IGMP-npokcu. ins paboTbl CNy>K6bl HEO6XOAMMO Han4Ymne 0fHOro
nHTepderica upstreamn xoTa 66l 0o4HOro MHTepdelica downstream. Eciv ans

3anycka c1y>6bl HE0CTaTOUHO HAaCTPOEK, OHa He ByaeT paboTaTk. Kak TObKo
HaCcTPOeK CTaHeT JOCTaTO4YHO, CyX6a BKIHOUNTCS aBTOMATUYECKM.

KomaHga ¢ npedpurKcomM no ocTaHaBAMBAET Cayxoy.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

I (config)> service igmp-proxy

I (config)> no service igmp-proxy

(config)> service igmp-proxy
IGMP proxy enabled.

Bepcus OnucaHue

2.00 JobaBneHa KOMaHAa service igmp-proxy.

3.112 service internet-checker

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoKK
MHorokpaTtHbIiA BBOJ,

CviHoncmc

Mpumep

WcTopusa nsmeHeHum

BrntounTte Internet-checker ana koHTpons coctosiHna MHTepHeT coenHeHns

Ha ycTporicTse. [1o ymonyaHmio yHKLMA BKAKOYEHa.
KomaHga ¢ npedrkcom no ocTaHaBIMBAET CYX6Y.
Ja

Ja

Het

I (config)> service internet-checker

I (config)> no service internet-checker

(config)> service internet-checker
Network: :InternetChecker: Hosts check enabled.

(config)> no service internet-checker
Network: :InternetChecker: Hosts check disabled.

Bepcus OnucaHue

2.13 JobaBneHa koMmaHAa service internet-checker.

3.113 service ipsec

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTtHbIiA BBOJ,

3anyctuTb CyXo6y IPsec. Mo ymonyaHuio ciyxba oTkatoueHa.
KomaHga ¢ npedrkKcom no ocTaHaB/IMBAET CYX6Y.

Ja

Ja

HeTt
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naBa 3 OnncaHme KOMaHA,

CuHoncuc I(config)> service ipsec

I (config)> no service ipsec
NMpumep (config)>service ipsec

IpSec: :Manager: Service enabled.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.06 JobaBneHa KoMaHAa service ipsec.

3.114 service kabinet

OnucaHune Brntoumntb cnyx6y aBTopmsatopa KABINET. Mo ymonuaHuio cnyxba
OTK/tOYeHa.

KomaHga ¢ npedrkcom no ocTaHaBIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I (config)> service kabinet

I (config)> no service kabinet

Mpumep (config)> service kabinet
Kabinet: :Authenticator: Authenticator enabled.

(config)> service kabinet
Kabinet: :Authenticator: Authenticator disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.02 JobaBneHa koMmaHza service kabinet.

3.115 service mws

OnucaHwne Brntouuntb cnyx6y MIWVS. Mo ymonyaHuio cnyxxba oTKoueHa.
KomaHga ¢ npedrkKcom no ocTaHaB/IMBAET CYX6Y.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

I(config)> service mws

I (config)> no service mws

Mpumep

Mws::Controller:

(config)> service mws

Enabled.

(config)> no service mws

UcTopuns nameHeHuii

Mws::Controller: Disabled.
Bepcus OnucaHve
2.15 JobaBneHa KOMaHa service mws.

3.116 service ntce

OnucaHwue 3anyctnTb cnyxby NTCE. [0 yMOAYaHWIO CEPBUC OTK/HOYEH.

KomaHga ¢ npedrKcom no ocTaHaBAMBAET C/IYXKOY.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

I (config)> service ntce

I (config)> no service ntce

Mpumep

(config)> service ntce

Ntce::Manager: Enabled.

WcTopusa nsmeHeHum

Bepcus

OnucaHmne

2.09

Jo6aBneHa koMaHAa service ntce. MpexHee Ha3BaHMe

KoMaHzAbl service dpi.

3.117 service ntp

OnucaHwne 3anyctuTb cayx6y NTP. Mo ymonyaHuio ciyxba paboTaer.

KomaHza c nped1KcomM no ocTaHaBNNBAET CAyX6by.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het
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CuHoncuc I (config)>  service ntp

I (config)> no service ntp

Mpumep (config)> service ntp
Ntp::Client: NTP service enabled.

(config)> no service ntp
Ntp::Client: NTP service disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

3.09 JobaBneHa KoMaHaa service ntp. lNpexHee Ha3BaHWe
KoMaH/bl service ntp-client.

3.118 service snmp

OnucaHwue 3anyctntb cnyxey SNMP. o ymonyaHuio cnyxba oTKroYeHa.
KomaHga ¢ npedrKcom no ocTaHaBAMBAET C/IYXKOY.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service snmp

I (config)> no service snmp

Mpumep (config)> service snmp
Snmp: :Manager: SNMP service was enabled.
(config)> no service snmp
Snmp: :Manager: SNMP service was disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 JobasneHa koMaHaa service snmp.

3.119 service ssh

OnucaHwne BkntounTb cepBep SSH, KoTopbIi npefocTaBNseT Nob3oBaTento HTepdeic
KOMaHAHOW CTPOKM ANIA HACTPOIKW yCTPOiCTBa.

KomaHza c nped1KcomM no ocTaHaBNNBAET CAyX6by.

Mpe¢ukc no [Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)>  service ssh

I (config)> no service ssh

Mpumep (config)> service ssh
Ssh::Manager: SSH server enabled.

(config)> no service ssh
Ssh: :Manager: SSH server disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.12 JobaBneHa koMmaHa service ssh.

3.120 service sstp-server

OnucaHwue Brnrountb cepsep SSTP.

KomaHga ¢ npedrkcom no ocTaHaBAMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(config)> service sstp-server
I (config)> no service sstp-server
Mpumep (config)> service sstp-server
SstpServer: :Manager: Service enabled.
(config)> no service sstp-server
SstpServer: :Manager: Service disabled.
VICTOleﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.12 JlobaBneHa KOMaHaa service sstp-server.

3.121 service telnet

OnucaHwne BrntouunTsb cepBep telnet, KOTOpbIV NpeAoCTaBASEeT NoJ/ib30BaTeNto NHTepdeinc
KOMaHAHON CTPOKM ANA HACTPOIKW yCTPOIiCTBa.
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KomaHaa ¢ npeprkCcomM no oCTaHaBNMBAET CyXO6y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config)> service telnet
I (config)> no service telnet

Mpumep (config)> service tel
Telnet server enabled.

UcTopus nsmeHeHnii Bepcus onvcaHve

2.00 JobaBneHa komaHja service telnet.

3.122 service udpxy

OnucaHune BrntounTb cnyx6y udpxy.

KomaHga ¢ npedrKkcom no ocTaHaBAMBAET CNIYXKOY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> service udpxy

I (config)> no service udpxy
NMpumep (config)> service udpxy

Udpxy: :Manager: a service enabled.
VICTOleﬂ N3MeHeHUm Bepcmﬂ onucaHvie

2.03 JobasneHa KomaHAa service udpxy.

3.123 service upnp

OnucaHwne BkntounTs cnyxby UPnP.
KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CAyXOy.

Mpe¢ukc no [Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

WcTopus nsmeHeHum

(config)> service upnp

(config)> no service upnp

Bepcus OnucaHue

2.00 JobaBneHa koMaHaa service upnp.

3.124 service vpn-server

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpouiKKn

Brnrounts cepsep VPN.

KomaHaa ¢ npedrKCcomM no ocTaHaBNMBAET CNyXOy.
Ja

Ja

MHorokpaTtHbiiA BBog, Het

CviHoncmc

Mpumep

WcTopusa nsmeHeHum

3.125 show

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Bxo>xaeHue B rpynny

I (config)> service vpn-server

I (config)> no service vpn-server

(config)> service vpn-server
VpnServer: :Manager: Service enabled.

(config)> no service vpn-server
VpnServer: :Manager: Service disabled.

Bepcus OnucaHue

2.04 JobaBneHa KOMaHAa service vpn-server.

JocTyn K rpynne KOMaHZA Anst NpOCMOTpPa ANarHoCTU4ecko nHopmaLmm o
cucteme. Bce KOMaHAbl 3TOV rpynnbl HE N3MEHSAIOT CUCTEMHbIE HACTPOKN.

HeTt
Het
Het

(show)
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CuHoncuc (config)>  show
WcTopuns nsmeHeHnit |Bepcus onucaHue
2.00 JobaBneHa koMmaHAa show.

3.125.1 show acme

OnucaHue MNokasaTb cTaTyC KnneHTta ACME B cucteme.
MNpejukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc |6h0m0> acme
Mpumep (show)> acme
acme:
real-time: yes
ndns-domain: mytest.keenetic.pro
ndns-domain-acme: yes
ndns-domain-error: no
default-domain: cc6b5a71a7644903b51a5454. keenetic.io
account-pending: no
account-running: no
get-pending: no
get-running: no
revoke-pending: no
revoke-running: no
reissue-queue-size: 0
revoke-queue-size: 0
retries: 0
checker-timer: 82499
apply-timer: 0
acme-account: 36902346
WcTopusa nsmeHeHuim Bepcus onuvcaHuve

2.1 JobaBneHa komaHaa show acme.

3.125.2 show adguard-dns availability
OnucaHwue MpoBepuTb 1 NOKasaTb JAOCTYNHOCTb AdGuard DNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (show)> adguard-dns availability
Npumep (show)> adguard-dns availability
available: yes
port: 53
VICTOleﬂ M3MeHeHU Bepcmﬂ onucaHvie
2.12 Job6asneHa komaHaa show adguard-dns availability.

3.125.3 show adguard-dns profiles
OnucaHune Moka3sate npodunun AdGuard DNS.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> adguard-dns profiles
Npumep (show)> adguard-dns profiles
profiles:
profile: default
profile: standard
profile: family
UcTopuns nsmeHeHnii Bepcus OonucaHue

2.1 Job6asneHa komaHaa show adguard-dns profiles.

3.125.4 show associations

OonucaHune Moka3aTb CNNCOK 6eCnpOBOAHbLIX CTAHLMIA, CBA3AHHbIX C TOUKOM AOCTyna.
Ecnv BEINONHUTL KOMaHAy 6e3 apryMeHTa, TO Ha 3KpaH byAeT BbiBeseH Becb
CNMCOK 6eCnpOBOAHbLIX CTAHLNA.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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Tun nutepdeiica Access Point

CvHoncuc

(show)> associations [ <names ]
AprymeHTbl AprymeHT |3HaueHme |OnucaHue
name CTpoka Ha3BaHwne Toukm goctyna. CNmcok AOCTYMHbIX
4N BbI6oOpa TOUeK A0CTYMNa MOXHO yBUAETb
BBe/Asd KoMaHAy associations [Tab].
Npumep (show)> associations [Tab]

Usage template:
associations [{name}]

Choose:
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint
WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl

GuestWiFi
WifiMasterl/AccessPoint3
WifiMasterl/AccessPoint0
AccessPoint 5G

(show)> associations WifiMaster0/AccessPoint0

station:
mac: ec:1f:72:d3:6d:3f
ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 130
uptime: 3804
txbytes: 2058837
rxbytes: 25023483
ht: 20
mode: 1ln
gi: 800
rssi: -26
mcs: 15
station:
mac: 20:aa:4b:5c:09:0e
ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 270
uptime: 19662
txbytes: 19450396
rxbytes: 70800065
ht: 40
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mode: 1ln
gi: 800
rssi: -41
mcs: 15
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.00 JobaBneHa komaHaa show associations.
3.125.5 show button
OnucaHwne MokasaTb MH$OPMAaLMIO MO YKa3aHHOM CUCTeMHO KHoMKe. EC/iv BbIMOAHUTb

KOMaHAy 6e3 aprymeHTa, TO Ha 3KpaH byzeT BbiBeieH BeCb CMNCOK KHOMOK
Ha ycTporicTeBe. Habop KHOMOK 3aBMCUT OT annapaTHOM KOHpUrypawumu.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)> button [names]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka HasBaHue KHoMkKw.
Mpumep (show)> button FN1
buttons:
button, name = FN1:
is switch: no
position: 2
position count: 2
clicks: 0
elapsed: 0
hold delay: 3000
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa show button.

3.125.6 show button bindings

OnucaHune MokasaTb CANCOK AENCTBUIA, Ha3HAYeHHbIX Ha KHOMKW YCTPOWCTBA.
MNpedukc no Het

MeHsieT HacTpoiikm  Het
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

bindings:

I(shom0> button bindings

(show)> button bindings

binding, index = 0:

button:

action:

active handler:
default handler:
protected:

RESET
click
Reboot
Reboot
yes

binding, index = 1:

button:

action:

active handler:
default handler:
protected:

RESET

hold
FactoryReset
FactoryReset
yes

binding, index = 2:

button:

action:

active handler:
default handler:
protected:

WLAN

click
WpsStartMainAp
WpsStartMainAp
no

binding, index = 3:

button:

action:

active handler:
default handler:
protected:

WLAN
double-click
WpsStartMainAp5
WpsStartMainAp5
no

binding, index = 4:

button:

action:

active handler:
default handler:
protected:

WLAN

hold
WifiToggle
WifiToggle
no

binding, index = 5:

button:

action:

active handler:
default handler:
protected:

FN1

click
UnmountUsbl
UnmountUsbl
no

binding, index = 6:
button: FN1
action: double-click
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active handler:
default handler:
protected: no

binding, index = 7:
button: FN1
action: hold

active handler:
default handler:
protected: no

binding, index = 8:

button: FN2

action: click
active handler: UnmountUsb2
default handler: UnmountUsb2

protected: no

binding, index = 9:
button: FN2
action: double-click
active handler:
default handler:
protected: no

binding, index = 10:
button: FN2
action: hold

active handler:
default handler:
protected: no

WcTopusa nsmeHeHum

Bepcusa

OnucaHmne

2.03

3.125.7 show button handlers

OnucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

MokasaTb CAMCOK AOCTYNHbIX 06PabOTUMKOB KHOMOK B CUCTEME.

I(shom0> button handlers

(show)> button handlers

handlers:
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handler, name = LedToggle:
short description: toggle system LED states
protected: no
switch related: no

handler, name = FactoryReset:
short description: reset a configuration to factory »
defaults
protected: yes
switch related: no

handler, name = UnmountUsbl:
short description: unmount USB 1 port storages
protected: no
switch related: no

handler, name = UnmountUsb2:
short description: unmount USB 2 port storages
protected: no
switch related: no

handler, name = Reboot:
short description: reboot the system
protected: yes
switch related: no

handler, name = DlnaDirectoryRescan:
short description: rescan DLNA directory for newer media »
files
protected: no
switch related: no

handler, name = DlnaDirectoryFullRescan:
short description: remove a DLNA database and rescan a »
DLNA directory
protected: no
switch related: no

handler, name = DectHandsetRegistrationToggle:
short description: toggle a DECT handset registration
protected: no
switch related: no

handler, name = DectHandsetPagingToggle:
short description: toggle a DECT handset paging
protected: no
switch related: no

handler, name = OpkgRunScript:
short description: run Opkg script
protected: no
switch related: no

handler, name = TorrentAltSpeedToggle:
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WcTopusa nsmeHeHum

short description: toggle a Torrent alternative speed »

mode
protected: no
switch related: no
handler, name = TorrentClientStateToggle:
short description: toggle a Torrent client state
protected: no
switch related: no
handler, name = WifiToggle:
short description: on/off all Wi-Fi interfaces
protected: no
switch related: no
handler, name = WpsStartMainAp:
short description: start WPS (2.4 GHz main access point)
protected: no
switch related: no
handler, name = WpsStartMainAp5:
short description: start WPS (5 GHz main access point)
protected: no
switch related: no
handler, name = WifiGuestApToggle:
short description: toggle a guest access point state »
(2.4 GHz)
protected: no
switch related: no
handler, name = WpsStartStation:
short description: start WPS (2.4 GHz Wi-Fi station)
protected: no
switch related: no
handler, name = WpsStartStation5:
short description: start WPS (5 GHz Wi-Fi station)
protected: no
switch related: no
Bepcus OnucaHue
2.03 JobaBneHa komaHaa show button handlers.

3.125.8 show chilli profiles

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MokasaTb CNNCOK AOCTYNHbIX Npoduneli RADIUS-cepBepa.
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

profile:
name:
url:
description:

preset:

(show)> chilli profiles

| (show)>  chilli profiles

Iron Wi-Fi
https://www.ironwifi.com/
Hosted RADIUS and Captive Portal

uamserver: »
https://europe-west3.ironwifi.com/api/pages/uam/

radius:

serverl: 35.198.88.176

radiuslocationid:
dns
dnsl: 8.8.8.8
dns2: 8.8.4.4
custom: uamsecret
custom: radiussecret
custom: radiusnasid
VICTOleﬂ V|3MEHeHV"‘/’| Bepcmﬂ onucaHvie
2.10 Job6asneHa komaHaa show chilli profiles.
3.125.9 show clock date
OnwucaHue loka3saTb Tekyllee CMCTEMHOEe Bpemsl.
MNpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> clock date
Mpumep (show)> clock date

weekday: 4

day: 18

month: 1
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year: 2018
hour: 8

min: 46

sec: 2
msec: 660

dst: inactive

tz:

locality: GMT

stdoffset: 0
dstoffset: 0
usesdst: no

rule: GMTO
custom: no
VICTOleﬂ V|3MEHEHV"‘/’| Bepcmﬂ onvucaHue
2.00 Job6asneHa komaHaa show clock date.

3.125.10 show clock timezone-list

OnuncaHune lNMokasaTb CNNCOK AOCTYMHbLIX YaCOBbIX MOACOB.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(shom0> clock timezone-list
Mpumep (show)> clock timezone-list
timezones:
tz:
locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
dstoffset: -1
tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:
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locality: Anadyr
stdoffset: 43200
dstoffset: -1

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa komaHaa show clock timezone-list.

3.125.11 show cloudflare-dns availability
OnucaHwne MpoBepuTb 1 NokasaTk gocTynHocTb Cloudflare DNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(shom0> cloudflare-dns availability
Mpumep (show)> cloudflare-dns availability
available: yes
doh-supported: yes
doh-available: yes
dot-supported: yes
dot-available: yes
blocked-name: »
31bd8460-89fd-e2de-8865-63ffb93d1c9e.is-cf.cloudflareresolve.com
ipv6-supported: no
ipv6-enabled: no
WcTopuns nsmeHeHnit |Bepcusa onucaHue

3.05 Job6asneHa komaHga show cloudflare-dns availability.

3.125.12 show cloudflare-dns profiles
OnucaHune Mokasatb npodunn Cloudflare DNS.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I(shom0> cloudflare-dns profiles
Npumep (show)> cloudflare-dns profiles
profiles:
profile: default
profile: standard
profile: malware
profile: family
UcTtopunsa nsmeHeHun Bepcums OnucaHue

3.05 Jo6aeneHa komaHaa show cloudflare-dns profiles.

3.125.13 show configurator status

OnucaHue Moka3zaTb MHGOPMaLMIO O CUCTEMHOM KoHUrypaTope.
Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

CuHoncuc I(shom0> configurator status

Mpumep (show)> configurator status
touch: Thu, 18 Oct 2018 14:37:25 GMT

Model: Keenetic Giga

header, name

Version: 2.06.1

header, name
header, name = Agent: http/rci

header, name = Last change: Thu, 18 Oct 2018 14:37:25 »
GMT

serving:
name: Session /var/run/ndm.core.socket
time: 0.000397

request, host = 192.168.1.42, name = admin:
parse: show configurator status
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.06 Jlo6aeneHa komaHaa show configurator status.
3.125.14 show credits
OnucaHue MokasaTb NNLEeH3MOHHY MHbOPMaLUo 06 yCTaHOBNEHHOM NakeTe B
KeeneticOS. Ecin BbINOAHUTL KOMaHAy 6e3 apryMeHTa, TO Ha 3KpaH byaet
BblBegeHa BCA MHbOpMaLMsa No yCTaHOBAEHHbLIM NakeTamM Ha YCTpOICTBe.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het
CuHoncuc (show)> credits [ package> ]
AprymeHTbI AprymeHT |3HaueHue OnucaHue
package Ctpoka MIma nakeTa
Mpumep (show)> credits
package:
name: accel-ppp
title: High performance accel-ppp VPN server
homepage: https://accel-ppp.org/
package:
name: accel-ppp-12tp
title: L2TP plugin for accel-ppp
homepage: https://accel-ppp.org/
package:
name: accel-ppp-pptp
title: PPTP plugin for accel-ppp
homepage: https://accel-ppp.org/
package:
name: accel-ppp-sstp
title: SSTP plugin for accel-ppp
homepage: https://accel-ppp.org/
package:
name: avahi-daemon
title: An mDNS/DNS-SD implementation (daemon)
homepage: http://www.avahi.org/
package:
name: coova-chilli
title: Wireless LAN HotSpot controller (Coova »
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414

Chilli Version)

homepage:

package:

name:
title:

management utility

tool with

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:

http://www.coova.org/CoovaChilli

crconf
Netlink-based CryptoAPI userspace »

dhcpv6
DHCPv6 client + server
http://wide-dhcpv6.sourceforge.net/

dropbear
Small SSH2 client/server
http://matt.ucc.asn.au/dropbear/

iperf3-ssl
Internet Protocol bandwidth measuring »

iperf auth support

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

https://github.com/esnet/iperf

kernel
Linux kernel
http://www.kernel.org/

kmod-ipt-account
ACCOUNT netfilter module

kmod-ipt-chaos
CHAOS netfilter module

kmod-ipt-compat-xtables
API compatibilty layer netfilter module

kmod-ipt-condition
Condition netfilter module

kmod-ipt-delude
DELUDE netfilter module
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package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:

kmod-ipt-dhcpmac
DHCPMAC netfilter module

kmod-ipt-dnetmap
DNETMAP netfilter module

kmod-ipt-fuzzy
fuzzy netfilter module

kmod-ipt-geoip
geoip netfilter module

kmod-ipt-iface
iface netfilter module

kmod-ipt-ipmark
IPMARK netfilter module

kmod-ipt-ipp2p
IPP2P netfilter module

kmod-ipt-ipv4options
ipv4options netfilter module

kmod-ipt-length2
length2 netfilter module

kmod-ipt-logmark
LOGMARK netfilter module

kmod-ipt-lscan
lscan netfilter module
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library

homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:

kmod-ipt-netflow
Netflow netfilter module for Linux kernel
http://ipt-netflow.sourceforge.net/

kmod-ipt-psd
psd netfilter module

kmod-ipt-quota2
quota2 netfilter module

kmod-ipt-sysrq
SYSRQ netfilter module

kmod-ipt-tarpit
TARPIT netfilter module

kmod-nf-nathelper-rtsp
RTSP Conntrack and NAT helpers
https://github.com/maru-sama/rtsp-linux

kmod-wireguard
WireGuard kernel module

libattr

title: Extended attributes (xattr) manipulation »

homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:

http://savannah.nongnu.org/projects/attr

libav
This package contains Libav library
https://libav.org/

libavahi
An mDNS/DNS-SD implementation (No D-Bus)
http://www.avahi.org/

416

CnpaBoyHuK kKoMmaHa — Air (KN-1613)



naBa 3 OnncaHme KOMaHA,

name: libcurl
title: A client-side URL transfer library
homepage: http://curl.haxx.se/

package:
name: libdaemon
title: A lightweight C library that eases the »
writing of UNIX daemons
homepage: »
http://0pointer.de/lennart/projects/libdaemon/

package:
name: libdb47
title: Berkeley DB library (4.7)
homepage: http://www.sleepycat.com/products/db.shtml

package:
name: libevent
title: Event notification library
homepage: http://www.monkey.org/~provos/libevent/

package:
name: libexif
title: Library for JPEG files with EXIF tags
homepage: https://libexif.github.io

package:
name: libexpat
title: An XML parsing library
homepage: https://libexpat.github.io/

package:
name: libgcrypt
title: GNU crypto library
homepage: »
http://directory.fsf.org/security/libgcrypt.html

package:
name: libgpg-error
title: GnuPG error handling helper library
homepage: »
http://www.gnupg.org/related software/libgpg-error/

package:
name: libid3tag
title: An ID3 tag manipulation library
homepage: https://www.underbit.com/products/mad/

package:
name: libjpeg
title: The Independent JPEG Group's JPEG runtime »
library
homepage: http://www.ijg.org/
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package:

name:
title:
homepage:

package:

name:
title:

of HTTP/2

homepage:

package:

name:
title:
.S0))
homepage:

(libcrypto.so, libssl

package:

name:
title:
homepage:

package:

name:

liblzo
A real-time data compression library
http://www.oberhumer.com/opensource/1zo/

libnghttp2

Library implementing the framing layer »
https://nghttp2.0org/

libopenssl

Open source SSL toolkit (libraries »
http://www.openssl.org/

libpcap

Low-level packet capture library
http://www.tcpdump.org/

libtommath

title: A free number theoretic multiple-precision »

integer library

homepage:

package:

name:

https://www.libtom.net/

libusb

title: A library for accessing Linux USB devices

homepage:

package:

name:
title:

http://libusb.info/

mini_ snmpd
Lightweight SNMP daemon

homepage: http://troglobit.github.io/mini-snmpd.html

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

minidlna
UPnP A/V & DLNA Media Server
http://minidlna.sourceforge.net/

miniupnpd
Lightweight UPnP daemon
http://miniupnp.tuxfamily.org/

netatalk
netatalk
http://netatalk.sourceforge.net
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suite

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

title:

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

nginx

Nginx web server
http://nginx.org/

nginx-stream-module
Nginx stream module

openvpn

Open source VPN solution using OpenSSL

http://openvpn.net

pjproject
PJSIP

http://www.pjsip.org/

pureftpd
FTP server

http://www.pureftpd.org

radvd

Router advertisement daemon
http://www.litech.org/radvd/

sstp-client

SSTP client for Linux
http://sstp-client.sourceforge.net/

strongswan

Strongswan IKEv1/IKEv2 ISAKMP and IPSec »

https://www.strongswan.org/

transmission-daemon

A free, lightweight BitTorrent client
http://www.transmissionbt.com

tspc
TSP client

http://www.broker.ipv6.ac.uk

tzdata

Timezone data files

https://www.iana.org/time-zones
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420

package:
name: udpxy
title: Convert UDP IPTV streams into HTTP stream
homepage: http://sourceforge.net/projects/udpxy

package:
name: zlib
title: Library implementing the deflate »
compression method
homepage: http://www.zlib.net/

(show)> credits nginx

copying: /*
* Copyright (C) 2002-2019 Igor Sysoev
* Copyright (C) 2011-2019 Nginx, Inc.
* ALl rights reserved.
*
* Redistribution and use in source and binary »
forms, with or without
* modification, are permitted provided that »
the following conditions
* are met:
* 1. Redistributions of source code must »
retain the above copyright
& notice, this list of conditions and the »
following disclaimer.
* 2. Redistributions in binary form must »
reproduce the above copyright

* notice, this list of conditions and the »
following disclaimer in the
* documentation and/or other materials »

provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND »

CONTRIBUTORS "“AS IS'' AND

* ANY EXPRESS OR IMPLIED WARRANTIES, »
INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND »
FITNESS FOR A PARTICULAR PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE »
AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, »
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, »
PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; »

OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF »
LIABILITY, WHETHER IN CONTRACT, STRICT

* LIABILITY, OR TORT (INCLUDING NEGLIGENCE »
OR OTHERWISE) ARISING IN ANY WAY

* QUT OF THE USE OF THIS SOFTWARE, EVEN IF »
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ADVISED OF THE POSSIBILITY OF
* SUCH DAMAGE.

*/
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
3.01 JobaBneHa komaHaa show credits.

3.125.15 show crypto ike key

OnucaHue MNMokasaTb MHPOopMaLMIO 0 BbIBpaHHOM Kntoue IKE. Ecnv BbINOAHUTE KOMaHAY
6e3 aprymeHTa, TO BeCb CNMcok IKE Kntouein byaeT BbiBefeH Ha 3KpaH.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> crypto ike key [name]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka HasBaHue BbI6paHHoOro IKE knroua.
Mpumep (show)> crypto ike key
IpSec:
ike key, name = test:
type: address
id: 10.10.10.10
ike key, name = test2:
type: any
id: »
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.06 [JobaeneHa komaHza show crypto ike key.
3.125.16 show crypto map
OnucaHwne MokasaTb MHbOPMaLMIO O BbIbpaHHOW KpnnTokapTe IPsec. ECnv BbINOAHUTL
KOMaHJAy 6e3 aprymeHTa, TO BeCb CIMCOK KPUMATOKApPT IPsec byaeT BbiBeAeH
Ha 3KpaH.
MNpedukc no Het

MeHsieT HacTpoiikm  Het
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MHorokpaTtHbIiA BBOg, Het

CuHoncuc (show)> crypto map [map-name]
AprymeHTbl AprymeHT |3HaueHme |OnucaHue
map-name CTpoka Ha3BaHMe BbIGpaHHOM KPUNTOKaPThI.
Npumep (show)> crypto map test
IpSec:
crypto map, name = test:
config:
remote peer: ipsec.example.com
crypto ipsec profile name: profl
mode: tunnel
local network:
net: 172.16.200.0
mask: 24
protocol: IPv4
remote network:
net: 172.16.201.0
mask: 24
protocol: IPv4
status:
primary peer: true
phasel:
name: test
unique id: 572
ike state: ESTABLISHED
establish time: 1451301596
rekey time: 0
reauth time: 1451304277
local addr: 10.10.10.15
remote addr: 10.10.10.20
ike version: 2
local spi: 00abebfc9d90flc2
remote spi: 3cd201ef496df75c
local init: yes
ike cypher: aes-cbc-256
ike hmac: shal
ike dh group: 2
phase2 sa list:
phase2 sa, index = 0:
unique id: 304

request id: 185
sa_state: INSTALLED
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mode:
protocol:
encapsulation:
local spi:
remote spi:
ipsec_cypher:
ipsec_hmac:
ipsec_dh group:
in bytes:

in packets:

in time:

out bytes:

out packets:
out time:
rekey time:
local ts:
remote ts:

TUNNEL

ESP

yes

cab9bfcf
cde23d83
esp-aes-256
esp-shal-hmac

7152

115

1451302507

6008

98

1451302507
1451305159
172.16.200.0/24
172.16.201.0/24

state: PHASE2 ESTABLISHED

WcTopuns nsmeHeHunit |Bepcus onucaHue
2.06 Job6asneHa komaHaa show crypto map.
3.125.17 show defaults
OnucaHwne MNMoka3aTb 06LMe NapaMeTpbl 6eCrpoBOAHON CETU U CUCTEMbI MO YMOIYaHUIO.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbliA BBog, Het

CnHoncuc | (show)>  defautts
Npumep (show)> defaults
servicetag: 014635737374%**
servicehost: ndss.keenetic.ndmsystems.com
SerVicepaSS: 3k 3k ok 5k 5k 5k >k >k K >k Kk >k >k k
wlanssid: Keenetic-0000
wlankey: XFxXTH***
wlanwps: 75534%**
country: RU
ndmhwid: KN-1010
ctrisum: 4712e0849ccead77ccdd1l8e2fedb***
serial: S1749WF***
signature: valid
integrity: ok
locked: yes
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 JobaeneHa komaHaa show defaults.

3.125.18 show dns-proxy

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

MokasaTb cnucok cepsepoB DNS nosepx TLS n DNS nosepx HTTPS.
Het
Het

Het
I(shom0> dns-proxy

(show)> dns-proxy

proxy-status:
proxy-name: System

proxy-config:

rpc_port = 54321

rpc_ttl = 10000

rpc_wait = 10000

timeout = 7000

proceed = 500

stat _file = /var/ndnproxymain.stat

stat _time = 10000

dns_server = 127.0.0.1:40500 .

dns_server = 127.0.0.1:40501 .

dns_server = 127.0.0.1:40508 .

dns_server = 127.0.0.1:40509 .

static_a = my.keenetic.net 78.47.125.180
static_a = cc6b5a71a7644903b51a5454.keenetic.io 78.47.125.180
static_a = myhome23.keenetic.pro 78.47.125.180
set-profile-ip 127.0.0.1 0

set-profile-ip ::1 0

dns_tcp port = 53

dns_udp port = 53

proxy-stat:
# ndnproxy statistics file

Total incoming requests: 809

Proxy requests sent: 659
Cache hits ratio: 0.192 (155)
Memory usage: 44 41K

DNS Servers
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WcTopusa nsmeHeHum

Ip Port R.Sent A.Rcvd NX.Rcvd »
Med.Resp Avg.Resp Rank
127.0.0.1 40500 2 2 0 >
40ms 40ms 10
127.0.0.1 40501 652 651 0 [
17ms 17ms 10
127.0.0.1 40508 2 0 0 >
Oms Oms 4
127.0.0.1 40509 3 1 0 >
326ms 326ms 3
proxy-safe:
proxy-tls:
server-tls:
address: 1.1.1.1
port: 853
sni: cloudflare-dns.com
Sspki:
interface:
server-tls:
address: 8.8.8.8
port: 853
sni: dns.google.com
Sspki:
interface:

proxy-tls-filters:

proxy-https:
server-https:

uri: https://dns.adguard.com/dns-query
format: dnsm
Sspki:
interface:

server-https:
uri: »
https://cloudflare-dns.com/dns-query?ct=application/dns-json
format: json
Sspki:
interface:

proxy-https-filters:

Bepcus OnucaHue

3.01

Job6asneHa komaHaa show dns-proxy
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3.125.19 show dns-proxy filter presets

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

BoiBOp,

Mpumep

MokasaTb cnncok npeceToB unbTpaumm. Beerga ectb kak MUHVMYM 1 npecerT,
HO MUX MOXEeT BbITb ropaszgo bonblLue.

Het
Het

Het

(show)> dns-proxy filter presets [<lang:]

AprymeHT 3HauyeHue OnuncaHwue

lang Ctpoka A13bIK ANS 0To6paXkeHWs B nonsax "onmcaHmne"
1 "KpaTkoe onuvcaHmne". Ecnu
3anpalunBaeMsblii A3bIK OTCYTCTBYET, byaeT
oTObpaxaTbCs aHINNCKas Bepcns

dNeMeHT OnucaHue

description AnvHHoe nogpobHoe onucaHue npoduns. Ectb Habop
nepesosoB

id KopoTkoe nms, kotopoe 6yAeT NCNoNb30BaTbCA B

KoMaHgax dns-proxy.

short-description|KpaTkoe onvcaHvie a1 MCNONb30BaHNSA B KOMO0OBOKCax
1 3aronoekax. EcTb Habop nepeBooB.

stale YcTtaHaBnvBaeTcs B true, Korga npecet ycrtapen un

6onbluUe He paboTaer.

(show)> dns-proxy filter presets en

version: 4

presets:
id: opendns-family
url: »
https://www.opendns.com/home-internet-security/
stale: no

short-description: OpenDNS - FamilyShield
description: Blocks domains that are categorized as »
Tasteless, Proxy/Anonymizer, Sexuality and Pornography.

presets:
id: quad9-security
url: https://quad9.net/home/individuals/
stale: no
short-description: Quad9 - Security Protection
description: Blocks malicious hostnames to protect »
against a wide range of threats such as malware, phishing, »
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WcTopusa nsmeHeHum

spyware, and botnets. Improves performance in addition to »
guaranteeing
privacy.

presets:
id: cleanbrowsing-security
url: https://cleanbrowsing.org/filters
stale: no
short-description: CleanBrowsing - Security Filter
description: Blocks access to phishing, spam, malware »
and malicious domains. Our database of malicious domains is »
updated hourly and considered to be one of the best in the »
industry.
Note that it does not block adult content.

presets:
id: cleanbrowsing-adult
url: https://cleanbrowsing.org/filters
stale: no
short-description: CleanBrowsing - Adult Filter
description: Blocks access to all adult, pornographic »
and explicit sites. It does not block proxy or VPNs, nor »
mixed-content sites. Sites like Reddit are allowed. Google and »
Bing are set
to the Safe Mode. Malicious and Phishing »
domains are blocked.

Bepcusa OnucaHue

3.08 Job6asneHa komaHaa show dns-proxy filter presets.

3.125.20 show dns-proxy filter profiles

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

MokasaTb cnucok npodwunein GunbTpaLum.
Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> dns-proxy filter profiles

(show)> dns-proxy filter profiles

profiles:
id: DnsProfile@
description: test
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.08

Jo6aeneHa komaHaa show dns-proxy filter profiles.

3.125.21 show dpn document

OnucaHwne

[Moka3aTb TeKCT cornaweHmns DPN.

MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het
Cunoncuc (show)>  dpn document [ «versiom ][ «language; ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
version Ctpoka Bepcus DPN. Ecnv He yKa3aHa, oTobpaaeTcs
nocneHAsA Bepcus.
language CTpoka AA3bIk DPN. Ecnn He yKa3aH, oTobpaxkaeTcs Ha
AHIINIACKOM fA3bIKe.
Mpumep (show)> dpn document

20200330

DEVICE PRIVACY NOTICE

Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »

a valid and

binding agreement between Keenetic Limited, including all »
affiliates and

subsidiaries (“Keenetic”,
defined below)

of the Software (as defined below), including the Software »
installed onto
any one of our Keenetic products (the “Product”) and/or the »

Software

au n au

us”, “our” or “we”) and You (as »

legally obtained from or provided by an App Platform (as defined »

below)

authorised by Keenetic. Keenetic and You shall be collectively »

referred to

as the “Parties”, and individually as a “Party”.

(show)> dpn document 20200330 en

20200330

DEVICE PRIVACY NOTICE
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Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and

binding agreement between Keenetic Limited, including all »
affiliates and
subsidiaries (“Keenetic”,
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

u

us”, “our” or “we”) and You (as »

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.05 Job6asneHa komaHaa show dpn document.

3.125.22 show dpn list

OnucaHue MokasaTb cnncok cornawueHnin DPN, LOCTYMHbIX B CUCTEME.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbliA BBog, Het

CuHoncuc |6h0m0> dpn list
Mpumep (show)> dpn list
dpn:
version: 20200330
document:
lang: de

format: txt
format: md

document:
lang: en

format: txt

format: md
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document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:

format:

es
txt

md

fr
txt

md

it
txt

md

pl
txt

md

pt
txt

md

ru
txt

md

SV
txt

md

tr

txt
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WcTopusa nsmeHeHum

format: md
document:
lang: uk
format: txt
format: md
Bepcus OnucaHue
3.05 Job6asneHa komaHaa show dpn list.

3.125.23 show dot1x

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
Tun nHTepdeiica
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

[Moka3aTb COCTOSIHME KJIMEHTa

802.1x Ha nHTepddeiice. 15 BO3MOXHOCTM

ynpaBfeHunsi CocTosiHMeM kneHTa 802.1x Ha nHTepdelice L0MKHa 6bITb
HacTpoeHa aBTopmM3aLMsa NPV NOMOLLM rpynnbl KOMaHg interface

authentication.
Het

Het

Ethernet

HeTt

(show)> dotlx[interface]

AprymeHT 3HauyeHue

OnvcaHune

interface UHTEepperic

HasBaHune nHTepdelica Ethernet. Cnucok
JOCTYMHBIX 4151 Bbl6Opa MHTepdEeincoB MOXHO
yBuaeTb BBeaa koMmaHay dot1x [Tab].

(show)> dotlx [Tab]

Usage template:

dotlx [{name}]

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
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(show)> dotlx ISP

dotlx:

id: FastEthernet0/Vlan2
state: CONNECTING

WcTopusa nsmeHeHum

Bepcus

OnucaHmne

2.02

JobaBneHa komaHaa show dot1x.

3.125.24 show drivers

OnucaHwue
Mpejukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

Mpumep

MokasaTb CMMCOK 3arpy>XeHHbIX ApaliBepoB A4pa.

HeTt
Het

Het

I(shom0> drivers

(show)> drivers

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

rt2860v2 sta
546736
0

rt2860v2 ap
554192
2

rndis host
5024
0

dwc_otg
68416

im

1344

1

dwc_otg, [permanent]
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VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa koMmaHAa show drivers.

3.125.25 show dyndns updaters

OnucaHue lMoka3aTb CNMCOK AOCTYMNHbIX NocTaBLLkos DynDNS.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> dyndns updaters
Mpumep (show)> dyndns updaters
updater:
type: dyndns
url: https://account.dyn.com/dns/dyndns
api: http://members.dyndns.org/nic/update
updater:
type: noip
url: https://www.noip.com/
api: http://dynupdate.no-ip.com/nic/update
updater:
type: rucenter
url: https://www.nic.ru/login/
api: https://api.nic.ru/dyndns/update
WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.12 Job6asneHa komaHaa show dyndns updaters.

3.125.26 show easyconfig status

OnucaHwue MokasaTb cocTosiHMe 1 HacTpolikn EasyConfig.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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CuHoncuc (show)> easyconfig status
Mpumep (show)> easyconfig status
easyconfig:

checked: Tue Aug 6 11:50:21 2019
enabled: yes
reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
internet: yes

gateway:
interface: GigabitEthernetl
address: 193.0.175.2
failures: 0
accessible: yes
excluded: no

hosts:
host:
name: ya.ru
failures: 0O
resolved: yes
accessible: yes

host:
name: nic.ru
failures: 0
resolved: no
accessible: no

host:
name: google.com
failures: 0
resolved: no
accessible: no

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHaa show easyconfig status.

3.125.27 show eula document

OnucaHwne [Moka3aTb TeKCT cornaweHust EULA.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbliA BBog, Het
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CuHoncuc (show)> euladocument [<«versiom ][ «language>]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
version Ctpoka Bepcusa EULA. Ecnn He yka3aHa, oTobpaxaeTcs
nocneAHsAs Bepcus.
language Crtpoka A3bIK EULA. Ecnn He ykasaH, oTobparkaeTcs
Ha aHIINVCKOM fI3bIKe.
Mpumep (show)> eula document 20181001
20181001
KEENETIC LIMITED
End User License Agreement
This End User License Agreement (this “Agreement”) constitutes »
a valid and binding agreement between Keenetic Limited, including »
all affiliates and subsidiaries (“Keenetic”, “us”, “our” or “we”) »
and You (as
defined below) of the Software (as defined below), including the »
Software installed onto any one of our Keenetic products (the »
“Product”) and/or the Software legally obtained from or provided »
by an App Platform
(as defined below) authorised by Keenetic. Keenetic and You shall »
be collectively referred to as the “Parties”, and individually »
as a “Party”.
(show)> eula document 20181001 ru
20181001
KEENETIC LIMITED
JIMLeH3nOHHOE CcOornaweHne C KOHEYHbIM MONb30BaTEeNEM
HacTtoswee JIMLEH3NOHHOE COrnaWeHWe C KOHEYHbIM MONIb30BaTENIEM »
(HacTosiwee «CornaweHue») npepctaBnsfieT cobov OENCTBUTENBHOE U »
oba3aTenbHoe cornaweHne Mexpy Keenetic Limited, Bknk4yas Bce »
CBSi3aHHbIe C HEW KOMMaHMM U BCe
eé noppa3peneHnsa («Keenetic», «HaM», «Haw» WAN «Mbl»), U Bamu »
(kak onpepeneHo Huxe) o MporpamvMHoM obecneyvyeHun (Kak ONPEQENEeHo »
HUXe), BKJoYas lMporpamMMHoe obecneyeHve, ycTaHaBIMBAEMOE Ha JiOOM »
“3 NpooyKTOB
npoussoactBa Keenetic («MpogykT») u/wnu MNporpammHoe obecneyeHne, »
MOSTy4YEHHOE Ha 3aKOHHbIX OCHOBAHMAX MW MpepocTaBsieHHoe Mara3uHoM »
MpunoxeHun (Kak omnpepeneHo Huxe), aBTopu3oBaHHOM Keenetic. »
Keenetic u Bbl BMecTe
ynoMuHaetecb Kak «CTOPOHb», a MO OTAENbHOCTU — «CTOpPOHa».
VlCTOleﬂ M3MeHeHunA Bepcmﬂ onvicaHue

2.15 JobaeneHa komaHaa show eula document.
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3.125.28 show eula list

OnucaHue MokasaTb cNnCcoK cornalueHnn EULA, LOCTYNHbIX B CUCTEME.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc |6h0m0> eula list
Npumep (show)> eula list
eula:
version: 20181001
document:
lang: en
format: md
format: txt
document:
lang: ru
format: md
format: txt
document:
lang: tr
format: md
format: txt
document:
lang: uk
format: md
format: txt
MCTOPMH V|3MEHEH|/||7| Bepcmﬂ onvicaHue

2.15 JobasneHa komaHaa show eula list.
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3.125.29 show interface

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

Moka3aTb AaHHble yKa3aHHOro nHTepderica. ECim BbINONHUTL KOMaHLy 6e3
aprymeHTa, To Ha 3KpaH 6yzeT BblBeeH BECb CMNCOK CETeBbIX UHTEPECcoB.

Het
Het
Het

IP

(show)> interface names

AprymeHT

3HayeHue

OonvicaHune

name UHTepgeric

0TO6pasnTb.

MonHoe nMsA An NCeBAOHUM NHTepdelica,
nHPopMaLmMio 0 KOTOPOM TpebyeTcs

Mpumep 3.1. MPOCMOTpP COCTOSAHUS MOPTOB KOMMYyTaTOopa

Komanpa show interface BbiBoANT pas3nnuHyto MHGOPMaLMIO B 3aBUCUMOCTH
OT Tuna nHTepdeiica. B yactHocTK, Ana kommyTatopa FastEthernet0 oHa
MOMMMO ObLLMX CBEAeH M MoKa3biBaeT TeKyLee CoCTosAHNE GU3MYeCcKNX
MOPTOB, CKOPOCTb W Ayrnaekc.

(config)> show interface FastEthernet0

id: GigabitEthernet0
index: 0
type: GigabitEthernet
description:
interface-name: GigabitEthernet0
link: up
connected: yes
state: up
mtu: 1500
tx-queue: 2000
port, name = 1:
id: GigabitEthernet0/0
index: 0
interface-name: 1
type: Port
link: up
speed: 1000

duplex: full
auto-negotiation: on
flow-control: on

eee: off

last-change: 4578.185413
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WcTopusa nsmeHeHum

last-overflow: 0
public: no
port, name = 2:
id: GigabitEthernet0/1
index: 1
interface-name: 2
type: Port
link: down
last-change: 4590.205656
last-overflow: 0
public: no
port, name = 3:
id: GigabitEthernet0/2
index: 2
interface-name: 3
type: Port
link: up
role, for = GigabitEthernet0/Vlan2: inet
speed: 100
duplex: full
auto-negotiation: on
flow-control: off
eee: off
last-change: 4570.078144
last-overflow: 0
public: yes
port, name = 4:
id: GigabitEthernet0/3
index: 3
interface-name: 4
type: Port
link: down
last-change: 4590.202571
last-overflow: 0
public: no
Bepcus OnucaHue
2.00 JobaBneHa komaHaa show interface.

3.125.30 show interface bridge

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MNMokasaTb cocTosAHME nHTepdelica MocTa.

438

CI'IpaBOHHVIK KOMaHA4 —

Air (KN-1613)




naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Bridge
CuHoncuc (show)> interface <name> bridge
AprymeHTbI AprymeHT 3HaueHue OonucaHue
name UHTepeinc MonHoe nma nnm nceBgoHNM UHTepdelica,
nHPopMaLmMio 0 KOTOPOM TpebyeTcs
oTObpasnThb.
BeiBog 3nemMeHT 3HaueHune
members KopHeBoii y3en.
interface Nmsa nHtepdelica.
link CocTosiHMe coegnHeHUs nHTepdeiica.
inherited Mpn3Hak HacnegoBaHMA.
NMpumep (show)> interface Bridgel bridge

members:
interface, link = no, inherited = yes:
WifiMaster0/AccessPoint2
interface, link = yes: UsbLte0

UcTopuns nameHeHui

Bepcus OnucaHve

2.03

Jlo6aBneHa komaHaa show interface bridge.

3.125.31 show interface channel-utilization rrd

OnucaHune MokasaTb onpejeneHHble JaHHbIe MOHUTOPA WCMOJb30BaHWA KaHana.
MNpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

(show)> interface name>channel-utilization rrd<attribute;[
«details]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
name UHTepgeiic MonHoe M NN NCeBAOHUM NHTepdeiica
Wi-Fi.
attribute load 3arpy>KeHHOCTb KaHana B rnpoLeHTax.
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AprymeHT 3HauyeHue OnuncaHwue
valid JlocToBepHbI NV JaHHbIe.
detail 0 YpoBeHb geTanusaumy RRD 64 x 3 cekyHAbI.
ODTO 3HaYeHVe NCNOob3yeTCs MO YMONYAHNIO,
€C/I1 JaHHbI/ NapamMeTp SBHO He yKa3aH.
1 YpoBeHb geTanusaumy RRD 64 X 1 MUHYTY.
2 YpoBeHb getanmsaunm RRD 64 X 3 MUHYTHI.
3 YpoBeHb getanmsauymm RRD 64 x 30 MUHYT.
Mpumep (show)> interface WifiMasterl channel-utilization rrd load 1
data:
t: 578928.500000
v: 0
data:
t: 578868.500000
v: 1
data:
t: 578808.500000
v: 1
data:
t: 578748.500000
v: 2
data:
t: 578688.500000
v: 1
data:
t: 578628.500000
v: 0
data:
t: 578568.500000
v: 1
data:
t: 578508.500000
v: 1
data:
t: 578448.500000
v: 1
data:
t: 578388.500000
v: 0
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WcTopusa nsmeHeHum

data:
t: 578328.500000
v: 1

data:
t: 578268.500000
v: 1

data:
t: 578208.500000
v: 1

data:
t: 578148.500000
v: 6

data:
t: 578088.500000
v: 1

data:
t: 578028.500000
v: 11

Bepcusa OnucaHue
3.09 JobaeneHa komaHga show interface channel-utilization

rrd.

3.125.32 show interface channels

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHThl

MNMoka3aTk AaHHble O KaHanax yKa3aHHOro 6ecrnpoBogHOro nHTepdeiica.

Radio
(show)> interface name> channels
AprymeHT 3HayeHue OnucaHue
name UHTeppeic MonHoe nmsa nnan ncesgoHNM nHTepderica,

nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
oTO6pasnTb.
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BeiBog, 3nemMeHT 3HaueHue
channels KopHeBow y3en.
channel, index |[Homep 3anucu B cnncke.
number Homep kaHana.
ext-40-above Bo3MOXHOCTb pacLiMpeHus KaHana BBepx.
ext-40-below BO3MOXHOCTb paclinMpeHnsa KaHana BHUS.
vhc-80 Bo3mMoxHOCTb pacwimpeHua kaHana go 80 Mrlu.
Mpumep (show)> interface WifiMaster® channels

channels:

channel, index =
number: 1
ext-40-above: yes
ext-40-below: no
vht-80: yes

channel, index =
number: 2
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 3
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 4
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 5
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 6
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 7
ext-40-above: yes

0:
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ext-40-below: yes
vht-80: yes

channel, index = 7:
number: 8

ext-40-above: yes
ext-40-below: yes
vht-80: yes
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.03 JobaBneHa komaHaa show interface channels.

3.125.33 show interface chilli

OnucaHwue MokazaTb MHGOPMALMIO O CTaTUCTUKE KNNEHTOB, MOAKIOYEHHbIX K XOT-CNOTY
RADIUS.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

(show)> interface name> chilli
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

name UHTepgeiic MonHoe nma nHTepderica nam NCeBAOHUM.
Mpumep (show)> interface Chilli0 chilli

host:
session-id:
user:
ip:
mac:
start-time:
end-time:
idle-time:
idle-time-limit:
tx-bytes:
tx-bytes-limit:
rx-bytes:
rx-bytes-limit:
tx-speed:
tx-speed-limit:

4bf7c55f00000006
44w3cl

10.1.30.3
55:a3:f9:51:b4:11
3884

0

9

0

695682

0

1627453

0

0

0
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rx-speed: 0
rx-speed-limit: 0

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 JobaeneHa komaHaa show interface chilli.

3.125.34 show interface country-codes

OnucaHune Moka3aTb CANCOK AOCTYMHbIX KAHANOB Ha paano-uHTepderice.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Radio

CuHoncuc (show)> interface name> country-codes

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name NHTepgeiic MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.
BoiBog dnemeHT 3HaueHue

country-codes |KopHeBOI y3en.

code Koa cTpaHbl.
country Ha3BaHWe cTpaHbl.
Npumep (show)> interface WifiMaster0 country-codes

country-codes:
country-code:
code: AL
country: Albania

country-code:
code: DZ
country: Algeria

country-code:
code: AR
country: Argentina

country-code:
code: AM
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country: Armenia

country-code:
code: AU
country: Australia

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.03 Job6asneHa komaHaa show interface country-codes.

3.125.35 show interface mac

OnucaHue Moka3aTtk Tabnnuy MAC-agpecoB KOMMYyTaTopa.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Switch
Cunoncuc (show)> interface name> mac
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name UHTepgeiic MonHoe nmsa nan ncesgoHNM nHTepdelica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.
Mpumep (show)> interface FastEthernet® mac
Port MAC Aging
1 20:6a:8a:1a:58:€9 1
3 cc:5d:4e:4f:aa:b2 1
3 cc:5d:4e:4f:aa:b2 3
1 01:00:5e:00:00: fc 7
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaeneHa komaHaa show interface mac.

3.125.36 show interface name-server

OnucaHue MokasaTtb cNMCoK akTyanbHbIx cepBepoB DNS, ncnosb3yeMbix Ha MHTepdeiice.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuvHoncuc

(show)> interface (name> name-server
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name UHTepgeric MonHoe nmsa nnn nceBgoHNM UHTepderica.
Npumep (show)> interface WifiMasterl/WifiStation® name-server
server:
address: 1.1.1.1
port: O
domain:
global: 0O
service: Dns::Manager
interface:
server:
address: 9.9.9.9
port: O
domain:
global: 0O
service: Dns::Manager
interface:
server:
address: 8.8.8.8
port: O
domain:
global: 0O
service: Dns::Manager
interface:
server:
address: 192.168.133.1
port: O
domain:
global: 65318
service: WifiMasterl/WifiStation@ DHCP client
interface: WifiMasterl/WifiStation@

server-tls:

address: 8.8.8.8
port: O
sni: dns.google
Sspki:
interface:
domain:
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.09

JlobaBneHa komaHaa show interface name-server.

3.125.37 show interface rf e2p

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

lMokasaTb TekyLwiee cogepXXmmoe Bcex a4eek Kafll/l6pOBOLIHbIX AAHHBbIX.

Het
Het
HeTt

Radio

(show)>

interface <names rf e2p

AprymeHTt

3HavyeHue

OnuncaHue

name

UHTepgenc

MonHoe nMsa nan NnceBfoOHNM UHTepdelica,
nHOpMaLMIo 0 KOTOPOM TpebyeTcs
oTO6pasnThb.

(show)> interface WifiMaster® rf e2p

[0x0000]
[0x0008]
[0x0010]
[0x0018]
[0x0020]
[0x0028]
[0x0030]
[0x0038]
[0x0040]
[0x0048]
[0x0050]
[0x0058]
[0x0060]
[0x0068]
[0x0070]
[0x0078]
[0x0080]

[0x0090]
[0x0098]
[0x00A0]
[0x00A8]
[0x00BO]
[0x00B8]
[0x00C0]
[0x00C8]

:5392
:042B
:0000
10001
:FFFF
:43EC
: 758E
:FFFF
:88CC
:0000
:FFFF
11011
11111
11313
:00F1
:0000
:FFFF
[0x0088] :
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF

FFFF

[0x0002]
[0x000A]
[0x0012]
[0x001A]
[0x0022]
[0x002A]
[0x0032]
[0x003A]

[0x004A]
[0x0052]
[0x005A]
[0x0062]
[0x006A]
[0x0072]
[0x007A]
[0x0082]

[0x0092]
[0x009A]

[0x00AA]
[0x00B2]

[0x00C2]
[0x00CA]

:0103
15392
15392
: FFBA
:FFC1
:04F6
14301
:012D
[0x0042]:
10000
11111
:1010
11211
11413
:1133
10000
:FFFF
[Ox008A]:
:FFFF
:FFFF
[0x00A2] :
:FFFF
:FFFF
[0xO0BA] :
:FFFF
:FFFF

FFFF

FFFF

FFFF

FFFF

[0x0004]
[0x000C]
[0x0014]
[6x001C]
[0x0024]
[0x002C]
[0x0034]
[0x003C]
[0x0044]
[0x004C]
[0x0054]
[0x005C]
[0x0064]
[0x006C]
[0x0074]
[6x007C]
[0x0084]

[0x0094]
[0x009C]

[0x00AC]
[0x00B4]

[0x00C4]
[0x00CC]

:43EC
:1814
:1814
10213
19201
:052B
:FF22
:FFFF
: FFOA
:0000
11111
:1010
11212
11414
:0000
:0000
:FFFF
[0x008C] :
:FFFF
:FFFF
[0x00A4] :
:FFFF
:FFFF
[0x00BC] :
:FFFF
:FFFF

FFFF

FFFF

FFFF

[0x0006]
[0x000E]
[0x0016]
[0x001E]
[0x0026]

[0x0036]
[0x003E]
[0x0046]
[0x004E]
[0x0056]
[0x005E]
[0x0066]
[0x006E]
[0x0076]
[0x007E]
[0x0086]

[0x0096]
[0x009E]

[Ox00AE]
[0x00B6]

[0x00C6]
[0x00CE]

:04F6
:8001
10000
:FFFF
:FFFF
[0x002E] :
10025
: FAD9
10000
:FFFF
11111
:1010
11312
12264
:FC62
10000
:FFFF
[0x008E] :
:FFFF
:FFFF
[0x00A6] :
:FFFF
:FFFF
[0xOOBE] :
:FFFF
:FFFF

FFFF

FFFF

FFFF

FFFF
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[0x00DO]:FFFF [0x00D2]:FFFF [0x00D4]:FFFF [0x00D6]:FFFF
[0x00D8]:FFFF [0x0OGDA]:FFFF [0x00DC]:FFFF [OxOO0DE]:6666
[OXOOEQ] : AAAA [OxOOE2]:6688 [OxO00E4]:AAAA [OxO0E6]:6688
[OXOOE8]:AAAA [OxOOEA]:6688 [OxO00EC]:AAAA [OxOOEE]:6688
[0XO00FO]:FFFF [0x00F2]:FFFF [Ox00F4]:FFFF [Ox00F6]:FFFF
[0xO00F8]:FFFF [0x00FA]:FFFF [OxO0OFC]:FFFF [OxOOFE]:FFFF
[0x0100]:FFFF [0x0102]:FFFF [0x0104]:FFFF [0x0106]:FFFF
[0x0108]:FFFF [0x010A]:FFFF [0x010C]:FFFF [Ox010E]:FFFF
[0x0110]:FFFF [0x0112]:FFFF [0x0114]:FFFF [0x0116]:FFFF
[0x0118]:FFFF [0x011A]:FFFF [0x011C]:FFFF [Ox011E]:FFFF
[0x0120]:FFFF [0x0122]:FFFF [0x0124]:FFFF [0x0126]:FFFF
[0x0128]:FFFF [0x012A]:FFFF [0x012C]:FFFF [0Ox012E]:FFFF
[0x0130]:FFFF [0x0132]:FFFF [0x0134]:FFFF [0x0136]:FFFF
[0x0138]:FFFF [0x013A]:FFFF [0x013C]:0000 [0x013E]:FFFF
[0x0140]:FFFF [0x0142]:FFFF [0x0144]:FFFF [0x0146]:FFFF
[0x0148]:FFFF [0x014A]:FFFF [0x014C]:FFFF [Ox014E]:FFFF
[0x0150]:FFFF [0x0152]:FFFF [0x0154]:FFFF [0x0156]:FFFF
[0x0158]:FFFF [0x015A]:FFFF [0x015C]:FFFF [Ox015E]:FFFF
[0x0160]:FFFF [0x0162]:FFFF [0x0164]:FFFF [0x0166]:FFFF
[0x0168]:FFFF [0x016A]:FFFF [0x016C]:FFFF [Ox016E]:FFFF
[0x0170]:FFFF [0x0172]:FFFF [0x0174]:FFFF [0x0176]:FFFF
[0x0178]:FFFF [0x017A]:FFFF [0x017C]:FFFF [Ox017E]:FFFF
[0x0180]:FFFF [0x0182]:FFFF [0x0184]:FFFF [0x0186]:FFFF
[0x0188]:FFFF [0x018A]:FFFF [0x018C]:FFFF [Ox018E]:FFFF
[0x0190]:FFFF [0x0192]:FFFF [0x0194]:FFFF [0x0196]:FFFF
[0x0198]:FFFF [0x019A]:FFFF [0x019C]:FFFF [Ox019E]:FFFF
[0x01A0]:FFFF [0x01A2]:FFFF [0x01A4]:FFFF [0x01A6]:FFFF
[0x01A8]:FFFF [0x01AA]:FFFF [0x01AC]:FFFF [OxO1AE]:FFFF
[0x01BO]:FFFF [0x01B2]:FFFF [0x01B4]:FFFF [0x01B6]:FFFF
[0x01B8]:FFFF [0x01BA]:FFFF [0x01BC]:FFFF [Ox01BE]:FFFF
[0x01CO]:FFFF [0x01C2]:FFFF [0x01C4]:FFFF [0x01C6]:FFFF
[0x01C8]:FFFF [0x01CA]:FFFF [0x01CC]:FFFF [Ox01CE]:FFFF
[0x01DO]:FFFF [0x01D2]:FFFF [0x01D4]:FFFF [0x01D6]:FFFF
[0x01D8]:FFFF [0x01DA]:FFFF [0x01DC]:FFFF [OxO1DE]:FFFF
[0XO1EQ]:FFFF [0Ox01E2]:FFFF [Ox01E4]:FFFF [Ox01E6]:FFFF
[0xO1E8]:FFFF [OxO1EA]:FFFF [OxO01EC]:FFFF [OxO1EE]:FFFF
[0x01FO]:FFFF [0x01F2]:FFFF [Ox01F4]:FFFF [Ox01F6]:FFFF
[0xO01F8]:FFFF [0x01FA]:FFFF [Ox01FC]:FFFF [OxO1FE]:FFFF

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

2.04 Job6asneHa komaHaa show interface rf e2p.

3.125.38 show interface rrd

OnucaHwne MNMokasaTb 3arpysky ceteBoro nHTepderica no npmHumny Round Robin
Database.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc (show)> interface namesrrd attributes [ «details]
AprymeHTbl AprymeHT |3HaueHme |OnucaHue
name WHTepgeiic MonHoe nmsa nHTepdeinca nin NCeBLOHNM.
attribute rxspeed 3HayeHMe T1na CKOPOCTW nepeaayn JaHHbIX.
txspeed
detail 0 YpoBeHb geTanusaumu 1 cekyHaa.
1 YpoBeHb geTanvsaunm 2 cekyHAbl.
2 YpoBeHb geTannsaumm 3 ceKyHAbI.
3 YpoBeHb feTanusaumn 5 cekyHa,
4 YpoBeHb feTanusaumu 15 cekyHA.
5 YpoBeHb getanmsaunm 30 cekyHA.
6 YpoBeHb geTanusaumuv 1 MUHYTA.
7 YpoBeHb getanmsaymm 2 MUHYThI.
8 YpoBeHb geTanusaymv 3 MUHYTHI.
9 YpoBeHb feTanusaumv 5 MUHYT.
10 YpoBeHb getannsauymm 15 MUHYT.
11 YpoBeHb getanusauymuv 30 MUHYT.
Mpumep (show)> interface GigabitEthernetl rrd rxspeed

data:
t
v
data:
t
V:
data:
t
V:
data:
t
v
data:
t
v

: 90083.990183
: 200880

: 90082.990128

152392

: 90081.990193

110976

: 90080.990142
: 48000

: 90079.990178
: 38366

(show)> interface GigabitEthernetl rrd txspeed
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data:

t: 87771.249486
1 148202

data:
t: 87768.248974
v: 10694

data:
t: 87765.248977
v: 19070

data:
t: 87762.249105
v: 48909

data:

t: 87759.249105
v: 149277

(show)> interface GigabitEthernetl rrd rxspeed 1

data:
t: 90176.990054
v: 164766
data:
t: 90174.990061
v: 121828
data:
t: 90172.990052
v: 95430
data:
t: 90170.990085
v: 57559
data:
t: 90168.990119
v: 97759
VICTOpI/Iﬂ V|3MEHEHV||7| Bepcmﬂ onvicaHue
2.10 JobaeneHa komaHaa show interface rrd.

3.125.39 show interface spectrum rrd

OnucaHune lMokasaTb onpejesieHHble JaHHbIE OT aHaNIN3aTopa CNeKTpa.

Mpedukc no Het
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MeHsieT HacTpoAKM

Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

(show)> interfacenamesspectrumrrd«channelsattributes[«details
]
AprymeHT 3HauyeHue OnuncaHwue
name UHTepeinc MonHoe nmMa nnn nceBgoHNM UHTepdelica
Wi-Fi.
channel Uenoe 4ucno |Homep kaHana Wi-Fi.
attribute load 3arpy>KeHHOCTb KaHana B rnpoLeHTax
dfs BkntoueH nu DFS.
radar O6HapyxeH nn pagap.
valid JlocToBEpHbI NV JaHHbIE.
active Ncnonb3yeTca nu aHHbIA KaHa YKasaHHbIM
nHtepdericom Wi-Fi.
detail 0 YpoBeHb getanmsauymm RRD 64 x 1 MuHyTa.
TO 3HaYeHVe NCNOb3YeTCs Mo YMOYaHWNIO,
ecnuv napamMeTp SIBHO He yKa3aH.
1 YpoBeHb getanusaynm RRD 64 x 3 MUHYTHI.
2 YpoBeHb geTanusaumu RRD 64 x 30 MUHYT.

(show)> interface WifiMasterl spectrum rrd 36 active

data

—~+

v: 1

data:

: 976.500000

t: 916.500000

v: 1

data:

t: 856.500000

v: 0

data:

t: 796.500000

v: 0

data:

t: 736.500000

v: 0

data:

t: 676.500000

v: 0
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data:
t: 616.500000
: 0
data:
t: 556.500000
v: 0
data:
t: 496.500000
v: 0
data:
t: 436.500000
: 0
data:
t: 376.500000
v: 0
data:
t: 316.500000
v: 0
data:
t: 256.500000
: 0
data:
t: 196.500000
v: 0
data:
t: 136.500000
v: 0
data:
t: 76.500000
v: 0
VICTOleﬂ N3MeHeHUn Bepcmﬂ onvucaHue
3.08 Job6asneHa komaHaa show interface spectrum rrd.

3.125.40 show interface stat

OnucaHwne MokasaTb CTaTUCTUKY NO UHTepdelicy.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc (show)> interface name> stat
AprymeHTbl AprymeHT |3HaueHme |OnucaHue
name UHTeppeinc MonHoe nma nHTepderica Nam NCeBLOHUM.
NMpumep (show)> interface Home stat
rxpackets: 564475
rxbytes: 68729310
rxerrors: 0
rxdropped: 0
txpackets: 796849
txbytes: 870960214
txerrors: 0
txdropped: 0
VICTOleH I/I3MEHeHI/II7I Bepcwﬂ Onv'caHv'e

2.00 JobaBneHa komaHaa show interface stat.

3.125.41 show interface wps pin

OnucaHue MokasaTtb WPS PIN Touku goctyna.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc (show)>  interface name> wps pin

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue

name UHTepgesic  |MonHoe nms nHTepdelica Uan NCeBLOHNM.
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BoiBog, dnemeHT 3HaueHue
pin Homep PIN.
Npumep (show)> interface WifiMaster@/AccessPoint® wps pin

pin: 60180360

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 Job6asneHa komaHaa show interface wps pin.

3.125.42 show interface wps status

OnucaHue MokasaTb ctatyc WPS Touku goctyna.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi
Cunoncnc (show)> interface names> wps status
AprymeHTbl AprymeHT |3HayeHue |OnucaHue
name UHTeppeic MonHoe nmsa nHtepderica Nam NCeBAOHUM.
BeiBOA, dnemeHT 3HaueHue
wps KopHeBoii y3en.
configured HactpoeH nu WPS ans saHHOM TO4YKM foCTyna.
auto-self-pin |CocTosiHue pexuma auto-self-pin.
status disabled
enabled
active
direction send
receive
mode pbc
self-pin
peer
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dnemMeHT 3HayeHue
left Bpems 10 3aKpbITUS ceccnm B CeKyHAaX.
NMpumep (show)> interface WifiMaster0/AccessPoint® wps status
wps:

configured: yes
auto-self-pin: yes
status: active
direction: send
mode: self-pin
left: infinite

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 Job6asneHa komaHaa show interface wps status.

3.125.43 show internet status

OnucaHune MpoBepnTb HanMume NOAKIOYEeHUA K VIHTepHeTy Ha ycTpoiicTee. VIHAMKaTop
"VMIHTepHeT" (rnobyc) Ha Kopnyce yCTPOWMCTBa rOpUT, eCauv nposepka
NOAK/IIOYEHMA K MOMYASPHBIM CaiTamM NpoLL/a yCneLHo.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> internet status

Mpumep (show)> internet status

checked: Tue Apr 24 17:14:37 2018
reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
internet: yes

gateway:
interface: GigabitEthernetl
address: 192.168.1.1
failures: 0
accessible: yes
excluded: no

hosts:
host:
name: example.net

Air (KN-1613) — CnpaBOYHVK KOMaHA, 455



naBa 3 OnncaHme KoMaHp,

failures: 0
resolved: yes
accessible: yes

host:
name: google.com
failures: 0
resolved: no
accessible: no

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.11 JobaBneHa komaHaa show internet status.
3.125.44 show ip arp
OnucaHue OTobpaxaeT cogepxunmoe Ketua ARP.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> iparp

Mpumep (show)> ip arp
IP MAC Interface
192.168.75.209 9c:b7:0d:91:e7:31 Home
82.135.72.150 00:0e:0c:09:db:60 ISP
192.168.75.106 88:53:2e:5e:07:1d Home
192.168.75.201 7c:61:93:eb:6c:77 Home
192.168.75.203 00:19:d2:48:d6:dc Home
10.10.30.34 a0:88:b4:40:9¢c:98 GuestWiFi
192.168.75.203 7c:61:93:e€e:88:67 Home
192.168.75.211 00:26:c7:4a:€0:16 Home
82.138.72.163 34:51:c9:c6:53:cf ISP
192.168.75.200 60:d8:19:cb:1b:36 Home
192.168.75.204 4c:0f:6e:4b:3c:ba Home
82.138.72.129 00:30:48:89:b5:9f ISP

WcTopusa nsmeHeHunm Bepcus onwvcaHve
2.00 JobaeneHa komaHaa show ip arp.
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3.125.45 show ip dhcp bindings

Mokasatb ctatyc DHCP server. Ecnu BBINOAHUTL KOMaHAy 6e3 apryMmeHTa, To

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

Ha 3KpaH 6yAET BblBejeH BeCb CMUCOK BblgesieHHbIX IP ansa Bcex nynos.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(show)>  ip dhcp bindings [ pool>]
AprymeHT 3HauyeHue OnuncaHwue
pool CTtpoka VMg nyna.

(show)> ip dhcp bindings _WEBADMIN

lease:
ip: 192.168.15.211
mac: 00:26:c7:4a:€0:16
expires: 289
hostname: lenovo
lease:
ip: 192.168.15.208
mac: 00:19:d2:48:d6:dc
expires: 258
hostname: evo

Bepcusa

OnucaHue

2.00

Jlo6aBneHa komaHaa show ip dhcp bindings.

3.125.46 show ip dhcp pool

Moka3aTb MHpOpMaLMIo 06 ornpeaeneHHOM nyne. Eciv BbINOAHWUTE KOMaHAy
6e3 apryMeHTa, TO Ha 3KpaH byzeT BbiBeAeHa MHPOpMaLMs 060 BCex nynax

OnucaHwne

Mpedukc no

MeHsieT HacCTpoWiKKn

cncTemMsbl.
Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

I (show)>

ip dhcp pool [ pools ]
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue
pool Ctpoka VMg nyna.
(show)> ip dhcp pool 123

pool, name = 123:

interface, binding = au
network: 0.0.0.0/0

to:

begin: 0.0.0.0

state: down

end: 0.0.0.0
router, default = yes: 0.0.0.0
lease, default = yes: 25200

debug: no
Bepcus OnucaHve
2.03 Job6asneHa komaHaa show ip dhcp pool.

3.125.47 show ip hotspot

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKu

Het

HeTt

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ip hotspot

(show)> ip hotspot

host:
mac: 24:92:0e:92:
via: 24:92:0e:92:
ip: 192.168.1.41
hostname: android-41d9
name:
interface:
id: Bridge0
name: Home

lMoka3aTb CNNCOK XOCTOB, MNOAKNHOUEHHbIX K XOT-CMoTy.

e5:44
e5:44

97d510af8ff9

description: Home network (Wired and wireless hosts)

expires: 207328
registered: no
access: permit
schedule:
active: yes
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WcTopusa nsmeHeHum

rxbytes:
txbytes:
uptime:
link:
ssid:
ap:
authenticated:
txrate:
ht:
mode:
gi:
rssi:
mcs:

host:

mac:
via:

ip:
hostname:
name:

interface:

0

0

4911

up
Bewilderbeast
WifiMaster@/AccessPoint0
yes

65

20

11ln

800

-24

7

20:aa:4b:5c:09:0e
20:aa:4b:5c:09:0e
192.168.1.51
Julia-PC

id: Bridge0

name: Home

description: Home network (Wired and wireless hosts)

expires: 212967
registered: no
access: permit
schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 884
link: up
ssid: Bewilderbeast
ap: WifiMaster@/AccessPoint0
authenticated: yes
txrate: 130
ht: 20
mode: 1ln
gi: 800
rssi: -37
mcs: 15
Bepcus OnucaHue
2.09 Job6asneHa komaHaa show ip hotspot.
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3.125.48 show ip hotspot rrd

OonuncaHmne MokasaTb NHPopMaLMo 0 TpadurKe 3aperMcTpMpPOBaHHOrO XoCTa No
npuHumny Round Robin Database.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)>  ip hotspot mac> rrd attributes [ «details]
AprymeHTbI AprymeHT 3HauyeHue OnucaHue
mac MAC-apgpec MAC-agpec
3aperncTpmpoBaHHOro
xocrTa.
attribute rxspeed Twnn ckopocTu nepegaumn
txspeed AaHHBIX.
rxbytes
txbytes
detail 0 YpoBeHb geTanumsauummn 1
ceKkyHAa.
1 YpoBeHb geTtanmsaumm 2
CeKyHAbI.
2 YpoBeHb feTanusaunn 3
CeKyHJabl.
3 YpoBeHb feTanmsaunnm 5
CeKyHa.
4 YpoBeHb geTanmsaymm
15 cekyH4a.
5 YpoBeHb geTannsauymm
30 cekyHA.
6 YpoBeHb geTanu3sauumn 1
MWHyTa.
7 YpoBeHb geTanmsaunm 2
MUHYTbI.
8 YpoBeHb geTtanmsaunm 3
MWHYTbI.
9 YpoBeHb feTanusaunn 5
MWHYT.
10 YpoBeHb geTanusauymn
15 MUHYT.
11 YpoBeHb geTanusaymn
30 MUHYT.
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Mpumep (show)> ip hotspot a8:1e:84:85:f2:11 rrd rxspeed

data:
t: 2180.491855
v: 16298

data:
t: 2177.492050
v: 9026

data:
t: 2174.491916
v: 11450

data:

t: 2171.491843
v: 626

(show)> ip hotspot a8:1e:84:85:f2:11 rrd txspeed

data:
t: 2228.491841
v: 952

data:
t: 2225.491920
v: 8813

data:
t: 2222.492053
v: 28746

data:

t: 2219.491845
V: 22474

(show)> ip hotspot a8:1e:84:85:f2:11 rrd rxbytes

data:
t: 2279.491860
v: 4197

data:
t: 2276.492050
v: 362

data:
t: 2273.492040

: 14337
data:

t: 2270.491862
v: 3281
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WcTopusa nsmeHeHum

(show)> ip hotspot a8

:1e:84:85:f2:11 rrd txbytes

data:
t: 2360.491865
v: 3342
data:
t: 2357.491853
v: 142
data:
t: 2354.491949
v: 3333
data:
t: 2351.491847
v: 3390
Bepcus OnucaHue
2.14 Job6asneHa komaHaa show ip hotspot rrd.

3.125.49 show ip hotspot summary

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbI

MokasaTb MHPOopMaLMIO O Tpadrke HECKONBKMX 3aperncTpMpOBaHHbLIX XOCTOB
no npuHumny Round Robin Database.

HeTt
Het
HeTt
(show)>  ip hotspot summary «<attribute; [ detail «detail>][ count
«count ]
AprymeHT 3Ha4yeHue OnucaHue
attribute rxspeed 3HayeHue T1Mna CKOPOCTU nepeaayv JaHHbIX.
txspeed
rxbytes
txbytes
detail 0 YpoBeHb geTannsaymm 3 ceKyHAbI.
1 YpoBeHb geTanusaumu 60 cekyHA.
2 YpoBeHb geTanusaumu 180 cekyHA,.
3 YpoBeHb getanusauun 1440 cekyHa.
count UYenoe uucno |Konmyectso XocToB. EC/in He ykasaHo,

0To6pa>KaeTc9| BeCb CMCOK XOCTOB.
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Mpumep

t: 255

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

(show)> ip hotspot summary rxspeed

yes
toshiba
143964

yes
lnx
24749

yes
oneplus6
2558

(show)> ip hotspot summary rxspeed detail 0

t: 0

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

yes
toshiba
186519

yes
oneplus6
94298

yes
lnx
8237

(show)> ip hotspot summary rxspeed count 3

t: 255

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

host:

active:

yes
toshiba
390322

yes
lnx
53518

yes
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name: oneplus6
rxspeed: 5284

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.14

Job6asneHa komaHaa show ip hotspot summary.

3.125.50 show ip http proxy

OnucaHue Moka3saTb ctaTyc HTTP-npokcu.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ip http proxy
Mpumep (show)> ip http proxy
proxy:
name: modem
domain: myhomemodem.keenetic.link
upstream: http://192.168.8.1:80
allow: public

ndns: yes

WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.09 Job6asneHa komaHaa show ip http proxy.

3.125.51 show ip name-server

OnucaHwue

npuopuTteTta.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het

Moka3aTb CNMCOK TekyLLmx agpecoB DNS-cepBepoB B nopsigke ybbiBaHWs

CnHoncuc I (show)>  ip name-server
MNpumep (show)> ip name-server
server:
address:

82.131.72.251
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domain:
global: no
server:
address: 82.131.72.15
domain:
global: no
server:
address: 82.132.76.130
domain: zydata.ru

global: yes
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.00 Job6asneHa komaHaa show ip name-server.
3.125.52 show ip nat
OnucaHue Moka3zaTe Tabanuy TpaHCAALUM CeTeBbIX aApecoB.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  ip nat [tcp]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
tcp Knwuyesoe Tonbko 3anucy c Tnom TCP 6yayT BbiBeAeHbI
CJ/10BO Ha 3KpaH.
Mpumep (show)> ip nat
Type | In | Source Port Destination Port Packets
| Out |
udp 10.1.30.34 6482 111.221.77.159 40005 1

111.221.77.159 40005 82.138.7.164 6482 1
udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1
tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11
udp 10.1.30.34 6482 84.201.228.162 44423 11
84.201.228.162 44423 82.138.7.164 6482 16
tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443 82.138.7.164 46655 0

Air (KN-1613) — CnpaBOYHVK KOMaHA, 465



naBa 3 OnncaHme KoMaHp,

udp 10.1.30.34 6482 213.199.179.158 40006 1
213.199.179.158 40006 82.138.7.164 6482 1

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa show ip nat.

3.125.53 show ip neighbour

OonucaHune MokasaTb CNMCOK 06HaPYXXEeHHbIX Ha CETeBOM YPOBHE XOCTOB.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  ip neighbour [alive]
AprymeHTbI AprymeHT |3HauyeHune OnucaHue
alive Kniouyesoe cnoBo|[1oka3aTb aKTUBHbIE XOCThI.
Mpumep (show)> ip neighbour
neighbour:
id: 1

via: b8:88:el:2b:30:af
mac: b8:88:el:2b:30:af
address-family: ipv4
address: 192.168.22.16
interface: Bridge0
first-seen: 251387
last-seen: 0
leasetime: 7372
expired: no
wireless: no

neighbour:
id: 4
via: b8:88:e2:4b:30:af
mac: b8:88:e2:4b:30:af
address-family: ipv6

addresses:
address:
address: fe80::a022:a505:fae6:c891
status: active
last-seen: 3
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WcTopusa nsmeHeHum

interface: Bridge0
first-seen: 251371
last-seen: 251371

leasetime: 0
expired: no
wireless: no

Bepcus

OnucaHmne

2.10

Job6asneHa komaHaa show ip neighbour.

3.125.54 show ip policy

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

MokasaTk cTaTyc Nnpoduas 4ocTyna B VIHTepHer.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

(show)>  ippolicy[«policy]
AprymeHT 3HaueHue OnucaHwue
policy Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.

(show)> ip policy
policy, name = Policy®, description = VPN-OpenVPN:
mark: fffffdoo

table: 42

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

172.16.3.33/32
0.0.0.0
L2TPVPN

0

boot

no

192.168.1.0/24
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gateway:
interface:
metric:
proto:
floating:

policy, name =

0.0.0.0
Home

0

boot

no

Policy3, description = Home:

mark: fffffdo3

table: 45

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

(show)> ip policy Policy®
policy, name = Policy0:

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

172.16.3.33/32
0.0.0.0
L2TPVPN

0

boot

no

192.168.1.0/24
0.0.0.0

Home

0

boot

no

mark: fffffdoo

table: 42

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

0.0.0.0/0
193.0.174.1
ISP

0

boot

no

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

CnpaBoyHuK kKoMmaHa — Air (KN-1613)



naBa 3 OnncaHme KOMaHA,

route:
destination: 185.230.127.84/32
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 192.168.1.0/24
gateway: 0.0.0.0
interface: Home
metric: 0
proto: boot
floating: no
route:
destination: 193.0.174.0/24
gateway: 0.0.0.0
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 193.0.175.0/25
gateway: 193.0.174.10
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 193.0.175.22/32
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no
WcTopusa nsmeHeHum Bepcus onuvcaHue
2.12 Job6asneHa komaHaa show ip policy.

3.125.55 show ip route

OnucaHue Moka3saTbk TekyLLyr Tabanuy MapLupyTU3aumn.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc (show)> ip route[sort«riteria«direction]
AprymeHTbl AprymeHT |3HaueHme |OnucaHue
direction ascending 3anucy Tabnnusl MapLIpyTu3auum byayT
ynopsAo4eHbl N0 BO3PacTaHUIO.
descending |3anucu Tabanuel MapLIpyTU3aLummn byayT
ynopsgoyeHbl N0 yobIBaHWIO.
criteria interface CopTrpoBKa 3anvcei 6yaeT ocyLecTBieHa
no uMeHun nHTepoderica.
gateway CopTupoBKa 3anucei 6yseT ocyLecTBieHa
no agpecy Lw3a.
destination |CopTupoBKa 3anucei byaeT ocyLLecTBAeHa
no ajpecy HazHayeHus.
Mpumep (show)> ip route sort destination ascending
Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.00 [JobaeneHa komaHza show ip route.
3.125.56 show ip service
OnucaHue Moka3aTb CNNCOK OTKPbITBIX MOPTOB, MCNOb3YyeMbIX CUCTEMHBIMU CTYXX6amu.

MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog, Het

CuHoncumc I (show)> ip service

Mpumep (show)> ip service
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service:
service-name: Telnet
family: ipv4
protocol: tcp
port: 23
security-level: private
service:
service-name: DNS proxy
family: ipv4
protocol: udp
port: 53
security-level: protected
service:
service-name: DNS proxy
family: ipv4
protocol: tcp
port: 53
security-level: protected
service:
service-name: DNS proxy
family: ipv4
protocol: udp
port: 54321
security-level: private
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
3.06 Job6asneHa komaHaa show ip service.
3.125.57 show ipsec
OnucaHue MokasaTb nHPopmaLmto o cocTosiHUK IPsec/IKE cnyx6bbl strongSwan.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0>ipsec

(show)> ipsec

ipsec_statusall:

Status of IKE charon daemon (strongSwan 5.3.4, Linux 2.6.36, »
mips):

uptime: 6 days, since Dec 22 10:23:36 2015
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worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: »
0/0/0/0, scheduled: 10
loaded plugins: charon aes des shal sha2 md5 random nonce »
openssl xcbc cmac hmac attr kernel-netlink socket-default stroke »
updown eap-mschapv2 eap-dynamic xauth-generic xauth-eap »
error-notify systime-fix
Listening IP addresses:
192.168.1.1
10.10.10.15
Connections:
test: %any...ipsec.example.org IKEv2, dpddelay=10s
test: local: [ipsec.example.org] uses pre-shared key »
authentication
test: remote: [ipsec.example.com] uses pre-shared key »
authentication
test: child: 172.16.200.0/24 === 172.16.201.0/24 TUNNEL, »
dpdaction=restart
Security Associations (1 up, 0 connecting):
test[572]: ESTABLISHED 24 minutes ago, »
10.10.10.15[ipsec.example.org]...10.10.10.20[ipsec.example.com]
test[572]: IKEv2 SPIs: 00abebfc9d90flc2 i* »
3cd201ef496df75¢c r, pre-shared key reauthentication in 20 minutes
test[572]: IKE proposal: »
AES CBC=256/HMAC SHA1 96/PRF HMAC SHA1/MODP_1024/#
test{304}: INSTALLED, TUNNEL, reqid 185, ESP in UDP SPIs: »
cab9bfcf i cde23d83 o
test{304}: AES CBC 256/HMAC SHA1l 96, 10055 bytes i (164 »
pkts, 0s ago), 10786 bytes o (139 pkts, 0s ago), rekeying in 34 »

minutes
test{304}: 172.16.200.0/24 === 172.16.201.0/24
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
2.06 Job6asneHa komaHaa show ipsec.

3.125.58 show ipv6 addresses

OnucaHue lNMoka3saTb cnucok Tekywmnx IPv6-agpecos.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ipv6 addresses

Npumep (show)> ipvé addresses

address:
address: 2001:db8::1
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interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fed4f:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:ce5d:4eff:fed4f:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01l:db8:43:0:ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
WcTopuns nsmeHeHunit |Bepcus onucaHue
2.00 Job6asneHa komaHaa show ipv6 addresses.

3.125.59 show ipv6 prefixes

OnucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ipv6 prefixes
Mpumep (show)> ipv6 prefixes
prefix:
prefix:
interface:

valid-lifetime:
preferred-lifetime:

prefix:

prefix:

Moka3saTb cnncok Tekywwmx IPve-npedurkcos.

2001:db8:
ISP
infinite
infinite

:/64

fd3c:4268:1559::/48

interface:

valid-lifetime:
preferred-lifetime:

prefix:

prefix:

infinite
infinite

fd01:db8:43::/48

interface:

valid-lifetime:
preferred-lifetime:

infinite
infinite
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHaa show ipv6 prefixes.

3.125.60 show ipv6 routes

OnucaHwue Moka3aTb CNUCOK TekyLwmnx IPv6-mapLLpyTOB.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ipv6 routes
Mpumep (show)> ipv6 routes
route :
destination: 2001:db8::/64
gateway: ::
interface: Home
route :
destination: fd3c:4268:1559::/64
gateway: ::
interface: Home
route :
destination: fd0l:db8:43::/64
gateway: ::
interface: Home
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 Jlo6baBneHa komaHaa show ipv6 routes.
3.125.61 show kabinet status
OnucaHwue MpoBepunTb coCTosIHUE N KOHbUrypaumto asTopusaTopa KABINET.

Mpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep (show)> kabinet status

kabinet:

I(shom0> kabinet status
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enabled: yes
wan: yes
state: STOPPED
server: 10.0.0.1
access-level: internet
protocol-version: 2

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.02 JobaBneHa komaHaa show kabinet status.

3.125.62 show last-change

OnuicaHue MokasaTb KTO 1 KOrAa nocnefHnii pas BHOCUA U3MEHEHMS B HACTPOMKN.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> last-change
Mpumep (show)> last-change
date: Thu, 12 Jul 2012 10:01:47 GMT
agent: cli
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.00 JobasneHa komaHaa show last-change.

3.125.63 show led

OonuncaHmne Moka3aTb MHPOPMaLMIO MO YKa3aHHOMY CBETOAMOAHOMY NHAMKATOPY. Ecan
BbIMNONHUTBL KOMaHAy 6€3 apryMeHTa, To Ha 3KpaH byAeT BbiBeeH BeCb CMINCOK
CBETOAMNOAHBIX MHAMKATOPOB Ha ycTpoicTee. Habop NHANKATOPOB 3aBUCUT
OT annapaTHOM KoHbUrypaumn.

Mpedukc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)>  led [ name> ]
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AprymeHTbl

AprymeHT

3HavyeHue

OnucaHue

name

SYS HasBaHue nHamkaTopa. Koinyectso

EN JOCTYMHbIX MHAWKATOPOB 3aBUCUT OT
BbIOpPaHHOro yCTPOMCTBA.

FW_UPD

ACT_ACK
WAN
DSL
WLAN
WLANS5
WPS_1
WPS 2
WPS_3
WPS_4
WPS5_1
WPS5 2
WPS5 3
WPS5_4
USB_1
USB_2
LTE

Mpumep (show)> led FN_1
leds:
led, index = 0:
name: FN 1
user_configurable: yes
virtual: no

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.05 JobaBneHa komaHaa show led.

3.125.64 show led bindings

OnucaHwne MokasaTb ynpaBnsAoLWmii 06 beKT, CBA3aHHbIN C yKa3aHHbIMU CBETOAMOAHbBIM
NHAMKATOPOM. ECin BEINONHNTL KOMaHAy 6e3 aprymeHTa, 6yaeT BbiBejeH
BeCb CMNCOK CBETOANOAHbIX UHANKATOPOB C UX YNPaBASOLWMMUN 06 bEKTaMu.
Mpedukc no Het

MeHsieT HacTpouikm  Her
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MHorokpaTtHbIiA BBOg, Het

CnHoncuc (show)>  1led [ <name> Jbindings

AprymeHTbl AprymeHT |3HaueHme |OnucaHue

name SYS Ha3sBaHune nHamkaTopa. Habop A0CTynHbIX
EN WHANKATOPOB 3aBMCUT OT BbIGPAHHOrO

yCTpolicTBa.
FW UPD

ACT_ACK
WAN
DSL
WLAN
WLANS5
WPS_1
WPS 2
WPS_3
WPS_4
WPS5_1
WPS5_2
WPS5 3
WPS5_4
USB_1
USB_2
LTE

Mpumep (show)> led bindings
bindings:

binding, index = 0:
led: SYS
user_configurable: no
active control: SystemState
default control: SystemState

binding, index = 1:
led: FN 1
user_configurable: yes
active control: UsblPortDeviceAttached
default control: UsblPortDeviceAttached

binding, index = 2:
led: FN 2
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user_configurable: yes
active control: Usb2PortDeviceAttached
default control: Usb2PortDeviceAttached

binding, index = 3:
led: ACT_ACK
user_configurable: no
active control: ButtonActivityAcknowledgement
default control: ButtonActivityAcknowledgement

binding, index = 4:
led: FW_UPD
user_configurable: no
active control:
default control:

binding, index = 5:
led: WAN
user_configurable: no
active control: WanConnected
default control: WanConnected

binding, index = 6:
led: WLAN
user_configurable: no
active control: WlanActivity
default control: WlanActivity

binding, index = 7:
led: WPS 1
user_configurable: no
active control: WlanWpslActivity
default control: WlanWpslActivity

binding, index = 8:
led: WPS 2
user_configurable: no
active control: WlanWps2Activity
default control: WlanWps2Activity

binding, index = 9:
led: WPS 3
user_configurable: no
active control: WlanWps3Activity
default control: WlanWps3Activity

binding, index = 10:
led: WPS 4
user_configurable: no
active control: WlanWps4Activity
default control: WlanWps4Activity

binding, index = 11:
led: WPS STA
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user_configurable: no
active control: WstaWpsActivity
default control: WstaWpsActivity

binding, index = 12:
led: WLAN5
user_configurable: no
active control: Wlan5Activity
default control: Wlan5Activity

binding, index = 13:
led: WPS5 1
user_configurable: no
active control: Wlan5WpslActivity
default control: Wlan5WpslActivity

binding, index = 14:
led: WPS5 2
user_configurable: no
active control: Wlan5Wps2Activity
default control: Wlan5Wps2Activity

binding, index = 15:
led: WPS5 3
user_configurable: no
active control: Wlan5Wps3Activity
default control: Wlan5Wps3Activity

binding, index = 16:
led: WPS5 4
user_configurable: no
active control: Wlan5Wps4Activity
default control: Wlan5Wps4Activity

binding, index = 17:
led: WPS5 STA
user_configurable: no
active control: WstaSWpsActivity
default control: WstaSWpsActivity

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.08 Job6asneHa komaHaa show led bindings.

3.125.65 show led controls

OonuncaHmne MokasaTb CNMCOK YNPaBASOLMNX 06 EKTOB CBETOAMOAHBIX MHANKATOPOB
cncTeMsbl. IoCTynHble ynpaBastioLme 06bekTbl 3aBUCAT OT KOHPUIypaLmm
060pyAOBaHMSA.

Mpe¢ukc no Het
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(shom0> led controls
Mpumep (show)> led controls
controls:
control, index
name:
short _description:
owner:

user _configurable:

control, index
name:
short _description:
owner:
user_configurable:

control, index
name:
short _description:
owner:
user_configurable:

control, index
name:

= 0:
SystemState
System state
ndm

no

= 1:
ButtonActivityAcknowledgement
Button activity acknowledgement
ndm

no

= 2:

SelectedSchedule

Selected schedule is active
ndm

yes

= 37
SelectedWan

short _description: Selected WAN interface has default »

route
owner:

ndm

user_configurable: yes

control, index = 4:
name: BackupWan
short description: Backup WAN interface has default route
owner: ndm
user_configurable: yes

control, index = 5:

name: WanConnected
short description: WAN interface connected
owner: ndm
user _configurable: no

control, index
name:
short _description:
owner:
user _configurable:

control, index

= 6:

UsblPortDeviceAttached

USB port 1 known device attached
ndm

yes

=7:
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name:
short description:

owner:
user _configurable:

Usb2PortDeviceAttached

USB port 2 known device attached
ndm

yes

control, index = 8:

name:
short description:

owner:
user _configurable:

UpdatesAvailable

Firmware updates available
ndm

yes

control, index = 9:

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

OpkgLedControl
OPKG LED control
ndm

yes

10:

Wlan5Activity

WLAN 5GHz interface activity
mt7615 ap

no

11:

Wlan5Wps1lActivity

WLAN 5GHz SSID 1 WPS activity
mt7615 ap

no

12:

Wlan5Wps2Activity

WLAN 5GHz SSID 2 WPS activity
mt7615 ap

no

13:

Wlan5Wps3Activity

WLAN 5GHz SSID 3 WPS activity
mt7615 ap

no

= 14:
Wlan5Wps4Activity
WLAN 5GHz SSID 4 WPS activity
mt7615 ap
no

= 15:
WlanActivity
WLAN 2.4GHz interface activity
mt7615 ap
no

= 16:
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name:
short description:
owner:

user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

WlanWpslActivity
WLAN 2.4GHz SSID
mt7615 ap

no

1 WPS activity

= 17:
WlanWps2Activity
WLAN 2.4GHz SSID
mt7615 ap
no

2 WPS activity

= 18:
WlanWps3Activity
WLAN 2.4GHz SSID
mt7615 ap
no

3 WPS activity

= 19:
WlanWps4Activity
WLAN 2.4GHz SSID
mt7615 ap
no

4 WPS activity

= 20:
Wsta5WpsActivity
Station 5GHz WPS activity
mt7615 ap
no

= 21:
WstaWpsActivity
Station 2.4GHz WPS activity
mt7615 ap
no

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.08

JobaBneHa komaHaa show led controls.

3.125.66 show log

OnuncaHwne

MokaszaTb COAEPXMMOE CUCTEMHOTO XypHana (3anmcu, KOTopble COXPaHUINCh

B LMKMYeckom bydepe), a Takke HOBble 3anncy o Mepe 1x NocTynaeHns.
KomaHpa paboTtaeT B GOHOBOM pexurMe, TO eCTb A0 MPUHYANTENbHON
OCTaHOBKW Nonb3oBaTteneM no Haxatuto [Ctri]+[C].

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

(show)>  log [ wmax-1lines>][once]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
max-lines UYesnoe uucro |Konnyectso Bo3BpaLLaeMbIX CTPOK /IOrOB.
once Knwyesoe Moka3aTk TekyLuiA nor v BeliAT B CLI.
C/10B0
Mpumep (show)> log
Time Message
I [Jul 12 12:08:39] radvd[228]: attempting to reread config file
I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:c1)
occurred MIC different in key handshaking.
I [Jul 12 12:08:40] radvd[228]: attempting to reread config file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation
I [Jul 12 12:08:41] wmond: WifiMaster@/AccessPoint0Q: »
STA(d8:b3:77:36:05:c1)
occurred MIC different in key handshaking.
I [Jul 12 12:08:41] radvd[228]: attempting to reread config file
I [Jul 12 12:08:41] radvd[228]: resuming normal operation
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:c1)
pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:c1) had
deauthenticated.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00

Job6asneHa komaHaa show log.

3.125.67 show mws associations

OnucaHue lNMokasaTb CNNCOK TOYeK JOCTYyMna Ha ycunurtene, ceasaHHoM ¢ MIV/S
KOHTPOAEpPOM.
Mpejukc no Het

MeHsieT HacTpovikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

I(shom0> mws associations

Mpumep (show)> mws associations
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WcTopusa nsmeHeHum

station:
mac: 5l:ef:22:11:17:1a
ap: WifiMasterl/Backhaul®
authenticated: yes
txrate: 585
rxrate: 270
uptime: 31
txbytes: 33569
rxbytes: 74324
ht: 80
mode: 1llac
gi: 800
rssi: -27
mcs: 7
txss: 2
ebf: yes
mu: yes
Bepcus OnucaHue
3.01 JobaBneHa komaHaa show mws associations.

3.125.68 show

OnuncaHune

mws candidate

lMoka3aTb CNMNCOK KaHAMAa

TOB I onNncaHme onpeaeneHHoro KaHanaara

no 3agiaHHOMY naeHTUdUKaTopy.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbliA BBog, Het
CuHoncuc (show)> mws candidate [ <candidate> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
candidate CTpoka ID yctpomictea — MAC-agpec nawm CID.
Mpumep (show)> mws candidate 50:ff:20:08:71:61

candidate:
mac:
cid:
mode:
model:
state:

(show)> mws candidate

candidate:

50:ff:20:08:71:61

DISCONNECTED

50:ff:20:08:71:61
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WcTopusa nsmeHeHum

mac: 50:ff:20:08:71:61

cid: abl409a2-0f87-11e8-8123-3d515921b253

mode: ap
model: Extra (KN-1710)
state: COMPATIBLE
fw: 2.15.A.4.0-1
fw-available: 2.15.A.4.0-1
license: 273720056272398

Bepcus OnucaHue

2.15 JobaBneHa komaHaa show mws candidate.

3.125.69 show mws log

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

MokaszaTb XXypHan NoAKAUYEHNM U NepexoioB OT OAHON TOUKM A0CTYNa K
apyroii B npegenax MWS. KomaHaa paboTaeT B $OHOBOM pexume, TO eCTb
[0 NPUHYAUTENBbHOV OCTaHOBKM Nojib3oBaTeneM no Haxatuto [Ctri]+[C].

HeTt
Het

Het

(show)>  mws log [ wmax-lines>][once]

AprymeHT 3HauyeHue OnuncaHwue

max-lines Lenoe uncno |OrpaHnYeHe KOAMYeCcTBa 3anncer B oTeeTe.

cJ/ioBo

once Kroyesoe [MokasaTb nocnegHmMe 3anncuy B KypHane.

(show)> mws log 1

Time Message

[Jan 17 15:04:58] : 64:a2:f9:51:b1:82:

50:ff:20:00:11:82 (5 GHz)

(show)> mws log once

associated -> »

Time Message

[Jan 17 14:46:37] : 64:22:1f9:51:b1:82:

50:ff:20:00:11:82 (5 GHz)

[Jan 17 15:04:50] : 64:a22:1f9:51:b1:82:

GHz) -> disassociated

associated -> »

50:ff:20:00:11:82 (5 »
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[Jan 17 15:04:58] : 64:a2:1f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.15 Job6asneHa komaHaa show mws log.

3.125.70 show mws member

OonuncaHmne MokasaTb CNMCOK 3aXBaYeHHbIX YCTPOMCTB UM ONMCaHWe onpeAeseHHOro
yCTpOCTBa Mo 3ajaHHOMY naeHTudmnKaTopy.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)>  mws member [ <member; ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
member Ctpoka ID yctpoiictBa — MAC-agpec nnwu CID.
Npumep (show)> mws member 40f829b8-71a8-1lec-9396-5fb68led4743
member:

cid: 40f829b8-71a8-11ec-9396-5fb681ed4743
model: Speedster (KN-3310)
mac: 50:ff:21:69:21:7d
known-host: Keenetic Hopper 116***591
ip: 192.168.15.42
mode: extender
hw-type: router
license: 116232491843591
fqdn: 1fb1227d6b44e5863f46¢ch5a.keenetic.io
fqgdn-certificate-valid: yes
fw: 3.8 Beta 2
fw-available: 3.8.2
region: EU
associations: 0
rebooting: yes

capabilities:
mode-hw: no
dual-band: yes
auto-ap-shutdown: yes

wpa3: yes
owe: yes
wind: yes

wpa-eap: no
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WcTopusa nsmeHeHum

3.125.71 show ndns

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

acme: yes

auth-token: yes
backhaul-bss: yes

sta-mask: yes

country-code: yes

notify: yes
system:
cpuload: 2
memory: 97592/262144
uptime: 567
backhaul:

uplink: GigabitEthernet0/Vlanl
bridge: 8000.50:ff:21:69:21:7d
cost: 5
speed: 1000
duplex: full

rci:
errors: 0
Bepcus OnucaHue
2.15 JobaBneHa komaHaa show mws member.

lNokasaTb napameTpbl KeenDNS, nonyyeHHble U3 nocneHero 3anpoca Ha

cepsep (cMm. komaHAbl ndns get-booked v ndns get-update).

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ndns

(show)> ndns

name:
booked:
domain:
address:
updated:
access:

ttp:

testname
testname
mykeenetic.com
41.189.34.56
yes

direct

direct: yes
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interface: GigabitEthernetl
address: 41.189.34.56

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.07 JobaBneHa komaHAa show ndns.

3.125.72 show netfilter

OnucaHwne Moka3saTb nHopmMaLmio 0 paboTe ceTeBOro skpaHa. Heobxogmmo ans
obecneyeHus yaaneHHOM TeXNOALEPXKKU.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CviHoncuc (show)> netfilter
UcTopuns nameHeHuii Bepcus onucaHue
2.00 JobaeneHa komaHaa show netfilter.

3.125.73 show nextdns availability

OnucaHwue MpoBepuTb 1 NokasaTb A4OCTYNHOCTb NextDNS.
Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(show)> nextdns availability
MNpumep (show)> nextdns availability
available: yes
port: 53
doh-supported: yes
doh-available: yes
WcTopus nsmeHeHum Bepcus OonucaHue

3.08 Job6asneHa komaHaa show nextdns availability.
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3.125.74 show nextdns profiles
OnucaHue MokasaTtb npodunn NextDNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> nextdns profiles
Mpumep (show)> nextdns profiles
profiles:
profile:
name: No filtering
token: 0
profile:
name: My First Configuration
token: 1f3a36
NextDns::Client: Loaded profiles.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.08 Jo6aBneHa komaHaa show nextdns profiles.

3.125.75 show ntce applications

OnucaHune MokasaTb CANCOK NPUIOXEHWIA, MOAAep>XKMBaeMbIX cyxb6oi NTCE.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CnHoncuc I(shom0> ntce applications
Mpumep (show)> ntce applications
application:
id-num: 1

short: facebook
long: Facebook
group-id: 2065
group-long: Social
groupset-id: 4
groupset-short-id: surfing
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groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

Web surfing

2

magicjack

magicJack

2054

Voice over IP

0

calling

Calling and conferencing

3

itunes

iTunes

2056

Streaming

2

streaming

Video & Audio streaming

4
myspace
MySpace
2065

Social

4

surfing

Web surfing

5

facetime

FaceTime

2054

Voice over IP

0

calling

Calling and conferencing

6

truphone

Truphone

2054

Voice over IP

0

calling

Calling and conferencing
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short: twitter
long: Twitter
group-id: 2065
group-long: Social
groupset-id: 4
groupset-short-id: surfing
groupset-long-id: Web surfing

application:
id-num: 8
short: xbox
long: XBOX gaming console
group-id: 2050
group-long: Gaming
groupset-id: 1
groupset-short-id: gaming
groupset-long-id: Gaming

application:
id-num: 9
short: realmedia
long: RealMedia
group-id: 2088
group-long: Removed
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other

application:
id-num: 10
short: google-mail
long: Google Mail
group-id: 2059
group-long: Mail
groupset-id: 3
groupset-short-id: work
groupset-long-id: Work & Learn from home

WcTopuns nsmeHeHunit |Bepcus onucaHue

3.07 Job6asneHa komaHaa show ntce applications.

3.125.76 show ntce attributes

OnucaHwne MNMoka3aTb CNNCOK aTpMbyTOB, NoAJepKMBaeMblx cyx6oin NTCE.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I(shom0> ntce attributes
Mpumep (show)> ntce attributes
attribute:
id-num: 1

short: encrypted
long: Indicates that the current connection is »
encrypted traffic.

attribute:
id-num: 2
short: audio
long: Indicates that the current connection is »
an audio or voice signal.

attribute:
id-num: 3
short: out

long: Indicates that the current connection is »
a landline call, e.g. a call to a home phone.

attribute:
id-num: 4
short: video
long: Indicates that the current connection is »
a video signal.

attribute:
id-num: 5
short: file-transfer
long: Indicates that the current connection is »
a file transfer.

attribute:
id-num: 6
short: web

long: Indicates that the current connection is »
a surf the Internet session.

attribute:
id-num: 7
short: chat

long: Indicates that the current connection is »
a chat session.

attribute:
id-num: 8
short: mail
long: Indicates that the current connection is »
mail traffic.

attribute:
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id-num: 9
short: stream
long: Indicates that the current connection is »
a continues unidirectional stream of audio and / or video.

attribute:
id-num: 10
short: android
long: Indicates that the client side uses the »
operating system Android.

attribute:
id-num: 11
short: ios

long: Indicates that the client side uses the »
operating system i0S.

attribute:
id-num: 12
short: windows-mobile
long: Indicates that the client side uses the »
operating system Windows Mobile.

attribute:
id-num: 13
short: blackberry
long: Indicates that the client side uses the »
operating system Blackberry.

attribute:
id-num: 14
short: picture
long: Indicates that the current connection »
transfers pictures.

attribute:
id-num: 15
short: ddl

long: Indicates that the current connection is »
a Direct Download Hoster.

attribute:
id-num: 16
short: google
long: Indicates that the current connection is »
a Google service.

attribute:
id-num: 17
short: outlook web access
long: Indicates that the current connection »
uses the Microsoft Exchange Outlook Web Access as authentication »
mechanism.
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attribute:
id-num: 18
short: amazon-cloud
long: Indicates that the current connection is »
a service of Amazon Cloud.

attribute:
id-num: 19
short: apache
long: Indicates that the server side is an »
Apache server.

attribute:
id-num: 20
short: mysql-server
long: Indicates that the server side is a MySQL »
database server.

attribute:
id-num: 21
short: mariadb-server
long: Indicates that the server side is a »
MariaDB database server.

attribute:
id-num: 22
short: ntlm

long: Current connection uses NTLM as »
authentication mechanism.

attribute:
id-num: 23
short: microsoft-windows
long: Indicates that the client side is the »
operating system Microsoft Windows.

attribute:
id-num: 24
short: chrome
long: Indicates that the client side is the »
operating system Chrome.

attribute:
id-num: 25
short: akamai-cloud
long: Indicates that the current connection is »
a service of Akamai Cloud.

attribute:
id-num: 26
short: dox

long: Indicates that the current connection is »
DoT (DNS over TLS) or DoH (DNS over HTTPS).
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attribute:
id-num:
short:

27
rcs

long: Indicates that the current connection is »
RCS (Rich Communication Services).

WcTopusa nsmeHeHum

Bepcus

OnucaHmne

3.07

JobaeneHa komaHaa show ntce attributes.

3.125.77 show ntce groups

OnucaHue
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ntce groups

(show)> ntce groups

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

2048
Generic
5

other
Other

2049

Peer to Peer

6
filetransfering
File transfering

2050
Gaming
1
gaming
Gaming

2051
Tunnel
3
work

Moka3saTb CAMCOK rpynmn, NoAgep>xxmBaeMblix cnyxooin NTCE.

Work & Learn from home
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group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:
long:
groupset-id:

2052

Business

3

work

Work & Learn from home

2053

E-Commerce

3

work

Work & Learn from home

2054

Voice over IP

0

calling

Calling and conferencing

2055

Messaging

0

calling

Calling and conferencing

2056

Streaming

2

streaming

Video & Audio streaming

2057

Mobile

0

calling

Calling and conferencing

2058

Remote Control

3

work

Work & Learn from home

2059
Mail
3
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groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

work
Work & Learn from home

2060

Network Management
5

other

Other

2061

Database

3

work

Work & Learn from home

2062
Filetransfer

6
filetransfering
File transfering

2063

Web

4

surfing

Web surfing

2064

Conference

0

calling

Calling and conferencing

2065

Social

4

surfing

Web surfing

2066
Sharehosting

6
filetransfering
File transfering

2067
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long: Deprecated
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other

group:
id-num: 2068
long: Industrial
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other

group:
id-num: 2069
long: Encrypted
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other

group:
id-num: 2070
long: Advertisement and Analytic Services
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other

group:
id-num: 2071
long: News
groupset-id: 4
groupset-short-id: surfing
groupset-long-id: Web surfing

group:
id-num: 2072
long: Health and Fitness
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other

group:
id-num: 2073
long: Cloud and CDN Services
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other

group:
id-num: 2074
long: Navigation
groupset-id: 4
groupset-short-id: surfing
groupset-long-id: Web surfing
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group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:

2075
Finance
5

other
Other

2076

Travel and Transportation
5

other

Other

2077
Pornography
5

other

Other

2078

Books and Magazines
5

other

Other

2079

Audio Entertainment

2

streaming

Video & Audio streaming

2080
Education
5

other
Other

2081

M2M and IoT

3

work

Work & Learn from home

2082

Device Security
4

surfing
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groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

Web surfing

2083

Multimedia Service Providers
2

streaming

Video & Audio streaming

2084

Organizers

3

work

Work & Learn from home

2085

Enterprise Services
4

surfing

Web surfing

2086

App-Stores and 0S Updates
6

filetransfering

File transfering

2087
Browsers

4

surfing

Web surfing

2088
Removed
5

other
Other

2089
Moved
5
other
Other
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

3.07

[JobaeneHa komaHza show ntce groups.

3.125.78 show ntce groupsets

OnucaHune
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

(show)> ntce groupsets

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

Moka3biBaTb CMMCOK HAaBOPOB rpynn, NoajaepXmnBaeMblix cy>6oin NTCE.

I(shom0> ntce groupsets

0
calling
Calling and conferencing

1
gaming
Gaming

2
streaming
Video & Audio streaming

3
work
Work & Learn from home

4
surfing
Web surfing

other
Other

6
filetransfering
File transfering
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.07

[JobaeneHa komaHza show ntce groupsets.

3.125.79 show ntce hosts

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoViKKn

MokasaTb CTaTUCTUKY NPUNOXEHWIA, KOTOpble cnyxb6a NTCE o6HapyxXuna ans

XOCTOB.
Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

I (show)>

(show)>

ntce hosts
ntce hosts
host:
mac: 04:d4:c4
application:
id-num:
short:
long:
group-id:
group-long:

groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:
long:

:54:31:12

7
twitter
Twitter
2065
Social
4
surfing
Web surfing
2

62274
6020

43
instagram
Instagram
2065
Social

4

surfing
Web surfing
2

57606
11148

428
spotify
Spotify

502

CnpaBoyHuK kKoMmaHa — Air (KN-1613)




naBa 3 OnncaHme KOMaHA,

group-id:

group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:
long:
group-id:
group-long:

2079

Audio Entertainment

2

streaming

Video & Audio streaming
2

155317

80526

438
whatsapp
WhatsApp
2055
Messaging
0

calling
Calling and conferencing
2

826

706

461
google-cloud
Google Cloud
2073

Cloud and CDN Services
5

other

Other

2

313

352

498
telegram
Telegram
2055
Messaging
0

calling
Calling and conferencing
2

109895
15561

559

google-play

Google Play

2086

App-Stores and 0S Updates
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groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:

6
filetransfering
File transfering
2

16736

28451

590

yandex
Yandex

2085
Enterprise Services
4

surfing

Web surfing
2

606

200

611
zendesk
ZenDesk
2052
Business
3

work
Work & Learn from home
2

101697
187527

621

slack
Slack

2064
Conference
0

calling
Calling and conferencing
2

30568

3650

632

google-services

Google Shared Services
2085

Enterprise Services

4

surfing
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groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:

group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:

Web surfing
2

614512
202174

664
microsoft-services
Microsoft Services
2085

Enterprise Services
4

surfing

Web surfing

2

20243

10699

700
fastly
Fastly
2073
Cloud and CDN Services
5
other
Other
2
14859
3147

703
cloudflare
Cloudflare
2073

Cloud and CDN Services
5

other
Other

2

2172

3593

719

google-apis

Google APIs

2052

Business

3

work

Work & Learn from home
2
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rxbytes:
txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

groupset-service-class:
rxbytes:
txbytes:

os-id: 3

os-long: Windows

host:

11837
7602

933

bamtech-media

BAMTech Media

2083

Multimedia Service Providers
2

streaming

Video & Audio streaming
2

4734

6006

1136
cloud-mail-ru
Cloud-Mail-Ru
2062
Filetransfer

6
filetransfering
File transfering
2

61161

86671

1281
kaspersky-services
Kaspersky Services
2082

Device Security

4

surfing

Web surfing

2

40

70

506

mac: 04:d4:c4:54:31:12
via: 04:d4:c4:54:31:12
ip: 192.168.11.19
hostname: MyHost
name: MyHost

interface:
id: Bridge0
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name: Home
description: Home network

WcTopusa nsmeHeHum

dhcp:
static: yes
registered: yes
access: permit
schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 9083
first-seen: 9097
last-seen: 1
link: up
auto-negotiation: yes
speed: 1000
duplex: yes
port: 2
traffic-shape:
rx: 0
tx: 0
mode: mac
schedule:

Bepcusa

OnucaHmne

3.07

JobaBneHa komaHaa show ntce hosts.

3.125.80 show ntce oses

OnucaHue MNMoka3saTb CNNCOK OMepaLMOHHbIX CUCTEM, MOoAAepXMnBaeMblix cnyxoboim NTCE.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I@hom0> ntce oses
Mpumep (show)> ntce oses
0S:
id-num: 1

long: Not detected

0S:
id-num: 2
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long: Other

0S:
id-num: 3
long: Windows

0s:
id-num: 4
long: Linux

0S:

id-num: 5
long: 0S X

0S:

id-num: 6
long: 1i0S

0S:

id-num: 7

long: Symbian

0S:
id-num: 8
long: Android

0S:
id-num: 9
long: Blackberry

0S:
id-num: 10
long: WindowsMobile

0S:
id-num: 11
long: WindowsPhone

0S:
id-num: 12
long: Chrome

0S:
id-num: 13
long: Darwin

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

3.07 JobaBneHa komaHAa show ntce oses.
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3.125.81 show ntce status

OnucaHue MokasaTtb nHPopmaumo o cnyxbe NTCE.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I(shom0> ntce status

Mpumep (show)> ntce status

conntrack:
hosts: 2
applications: 16
applications-flows: 63
applications-events: 0
groups: 12
groups-flows: 64
groups-events: 0

memory :
applications-flows: 1512
applications-events: 0
applications: 512
groups-flows: 1536
groups-events: 0

groups: 384
hosts: 72
total: 4016
event:
count: 0
memory:
total: O
database:
hosts: 1
applications: 54
groups: 30

attributes: 6

memory :
applications: 2372976
groups: 1318320
attributes: 263664
total: 3954960
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.07

JobasneHa komaHaa show ntce status.

3.125.82 show ntp status

OnucaHune Moka3aTb cMCTeMHble HacTponkm NTP.

OCHOBHbIe cBeaeHuA 0 cocToaHUN NTP

©® Bpewms, npollejliee C MOMEHTa Noc/ieAHelr CUHXPOHM3aLMN B CEKYHAAX.
® [Ipu3HaKk nocnegHein CUHXPOHU3ALNN.
© [pr3HaK HaYanbHOW CUHXPOHU3aLMN.
® Bpems yCcTaHOBNEHO B COOTBETCTBUMN C cepBepoM NDSS.
© Bpewms ycTaHOBNEHO NoJ/ib30BaTeNeM BPYUHYHO.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(show)> ntp status
Mpumep (show)> ntp status
status:
elapsed: 435146 ©
server: l.pool.ntp.org
accurate: yes ©
synchronized: yes ©
ndsstime: no @
usertime: no ©
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.00 [JobaeneHa komaHaa show ntp status.

3.125.83 show ping-check

OnucaHwne

MokasaTtb nHpopmaumto o npodune Ping Check. Mpwn NCNONb30BaHNM

KOMaHAbl 6e3 aprymeHTa BbIBOAATCA AdHHbIE 060 BCcex ﬂpO(I)I/IﬂFIX.

MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het
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CuHoncuc (show)>  ping-check[<«profile name>]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
profile name|Crpoka HasBaHune npoduns.
Npumep (show)> ping-check
pingcheck:
profile: TEST
host: 8.8.8.8
port: 80
max-fails: 7
timeout: 1
mode: connect
interface: ISP
fail count: O
status: pass
pingcheck:
profile: TEST1
mode: icmp
pingcheck:
profile: TEST2
mode: icmp
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.04 JobasneHa komaHaa show ping-check.

3.125.84 show processes

OnucaHue MokasaTb CTaTUCTMKY NCMO/b30BaHMA NpoLeccopa cayxbamm 1 npoLeccamu.
MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOg, Het

CnHoncuc I(shom0> processes

MNpumep (show)> processes

process, id = NETBIOS browser:
name: nqnd

arg: -i
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arg:

state:
pid:
ppid:
vm-size:
vm-data:
vm-stk:
vm-exe:
vm-lib:
vm-swap:
threads:
fds:

statistics:

50ff20001e87

S (sleeping)
629

192
3188 kB
1548 kB
136 kB
4 kB
1448 kB
0 kB

1

15

interval: 30

service:

cpu:
now: 17319.483753
min: 0
max: 0
avg: 0
cur: 0

configured: yes

alive: yes

started: yes
state: STARTED

process, id

name:
arg:
arg:
arg:
arg:

state:
pid:
ppid:
vm-size:
vm-data:
vm-stk:
vm-exe:
vm-lib:
vm-swap:
threads:
fds:

= Dns::Proxy::Policy0:
ndnproxy

-C

/var/ndnproxy Policy@.conf
-p

/var/ndnproxy Policy0.pid

S (sleeping)
630

192
1676 kB
504 kB
136 kB
108 kB
896 kB
0 kB

1

10

512
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statistics:
interval: 30

cpu:
now: 17319.483764
min: 0
max: 0
avg: 0
cur: 0

service:
configured: yes
alive: yes
started: yes
state: STARTED

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.09 JobasneHa komaHaa show processes.

3.125.85 show running-config

OnucaHwne MokasaTb TekyLlme HaCTPOWKN, KOTOpble CoaepXnT darin
system:running-config TOYHO Tak Xe, KaK 3TO AefiaeT KOMaHJa more.

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> running-config

Mpumep (show)> running-config
I $$$ Model: Keenetic Start
I $$$ Version: 2.06.1
I $$$ Agent: http/rci
I $$$ Last change: Fri, 12 Jan 2017 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipv4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200
set net.ipv4.netfilter.ip conntrack udp timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
domainname WORKGROUP
|

ntp server 0.pool.ntp.org
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ntp server 1l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi
deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
!
access-list WEBADMIN ISP
permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »
port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
!
isolate-private
dyndns profile ABCD
!
dyndns profile WEBADMIN
type dyndns
!
interface FastEthernet0

up
!
interface FastEthernet0/0
switchport mode access
switchport access vlan 1
|
interface FastEthernet0/1
switchport mode access
switchport access vlan 1
|
interface Bridge0
name Home
description "Home network"
inherit FastEthernet0/Vlanl
include AccessPoint
security-level private
ip address 192.168.15.43 255.255.255.0
up
!
interface WiMax0
description Yota
security-level public
ip address auto
ip global 400
up
!
interface PPTPO
description "Office VPN"
peer crypton.zydata.ru
lcp echo 30 3
ipcp default-route
ipcp name-servers
ccp
security-level public
authentication identity "00441"
authentication password 123456
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!

ip
ip
ip
ip

!
ip

!

ip
ip
ip
ip

authentication mschap
authentication mschap-v2
encryption mppe

ip tcp adjust-mss pmtu
connect via ISP

up

route 82.138.7.141 ISP auto

route 82.138.7.132 ISP auto

route 82.138.7.27 PPTPO auto

dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home

dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi

dhcp host A 00:01:02:03:04:
dhcp host B 00:01:02:03:04:
nat Home

nat GuestWiFi

05 1.1.1.1
06 1.1.1.2

ipv6 subnet Default

bind Home
number 0
mode slaac

ipv6 local-prefix default

no

ppe

upnp lan Home
torrent

rpc-port 8090
peer-port 51413

user admin

password md5 2320924ba6e5clfec3957e587a21535b
tag cli
tag cifs
tag http
tag ftp

user test

password md5 baadfb946f5d516379cfd75e31e409d9
tag readonly

service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp
service upnp

cifs
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share 9430B54530B52EDC 9430B54530B52EDC:

automount
permissive
|
|
|
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.00 Job6asneHa komaHaa show running-config.

3.125.86 show schedule

OnucaHue lNoka3aTb NapamMeTpbl orpejeneHHoro pacnmcadus. Ecnm BeinofaHNUTL
KOMaHZAy 6e3 aprymeHTa, To 6yAeT oTobpaxKeH BeCb CNUCOK pacnucaHnii B
cncTeme.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  schedule [ <name> ]
AprymeHTbI Argument |3HauyeHue |OnucaHue
name CTpoka Ha3sBaHue pacnmncaHus.
Mpumep (show)> schedule 123
schedule, name = 123:
action, type = start, left = 561514, next = yes:
dow: Tue
time: 01:29
action, type = stop, left = 564274:
dow: Tue
time: 02:15
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue
2.06 JobaBneHa komaHaa show schedule.

3.125.87 show self-test

OonucaHue MokaszaTb COBOKYMHYH MHGOPMAaLMIO O CUCTEMHOW aKTUBHOCTW. Heo6X0AMMO
ANst obecrneyeHns yaaneHHON TeXnoAaepXKKN.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

WcTopus nsmeHeHum

3.125.88 show

OnucaHue

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHThl

Mpumep

Het
Het

Het

(show)> self-test

Bepcus OnucaHue

2.00 JobaBneHa komaHaa show self-test.

site-survey

MNMokasaTb AOCTyMHble 6eCNpoBOAHbIE CeTU.
Het
Het
HeTt

Radio

(show)> site-survey name;

AprymeHT 3HauyeHue OnucaHwue

name NHTepgeiic MonHoe nmsA nHTepdenca N NCeBAOHUM.
CnncoK AOCTYMHbIX 415 Bblbopa nHTepdelicos

MOXXHO yBMAeTb BBeAA KOMaHA4Y site-survey

[Tab].

(show)> site-survey WifiMastero0

SSID MAC Ch  Mode »
Q

Hello 123 11:22:d4:70:97:f1 1 >

11b/g/n 31

BRT 78:69:87:b3:9d:68 1 >

11b/g/n 13

SVH34-34 23:bf:45:7b:0e:2e 1 >

11b/g/n 5

Keenetic-1234 56:f4:ab:56:9a:48 3 >

11b/g/n 26

(show)> site-survey WifiMasterl

SSID MAC Ch Mode »
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WcTopusa nsmeHeHum

3.125.89 show

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

Mpumep

UcTopuns nsmeHeHni

3.125.90 show

OnucaHune
Mpe¢ukc no

MeHsieT HacTpoKK

Keenetic-1153 (5) 34:ff:22:3d:69:fc 36 »
lla/n/ac 2
RT-5WiFi-87F8 15:a3:b8:e6:57:fa 44 >
lla/n/ac 42
GPON5 23:9a:34:bl:bl:26 48 >

1la/n/ac 0

Bepcus OnucaHue

2.00 JobasneHa komaHaa show site-survey.

ssh fingerprint

lNoka3saTb TekyLme kaum SSH-cepsepa.
Het

Het

Hert
I(shom0> ssh fingerprint
(show)> ssh fingerprint
rsa: MD5:d0:b0:d4:f7:da:7b:c0:e0:d0:c8:8f:ea:85:3c:09:00
rsa: SHAL:Nhxg8KNeE62E8zAZJIngImcrJkmA
rsa: SHA256:1M7MyrIag4qFGT/dyF/t8TbJk5tCzreeGuh03zaydu4

ecdsa: »
MD5:a6:db:b4:fb:3c:b9:ae:31:ca:6d:ca:ed:62:73:a5:7e

ecdsa: SHA1l:ndWg/dx/dP/P8rMkJcVC3XB8nFo

ecdsa: »
SHA256 :Wp1K9d8MsquQBt1BeBlpV1yKdCN1Vay3BtBWbj0Oxs+o

Bepcus OnucaHve

2.12 Job6asneHa komaHaa show ssh fingerprint.
sstp-server

lMokasaTb TekyLLye NoAKIHYEeHVS K cepBepy SSTP.

Het

Het
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc I(shom0> sstp-server
Npumep (show)> sstp-server
enabled: yes
ndns-name: mymy.keenetic.link
has-ndns-certificate: yes
tunnel:
clientaddress: 172.16.3.33
username: mymy
uptime: 29
statistic:
rxpackets: 121
rx-multicast-packets: 0
rx-broadcast-packets: 0
rxbytes: 14715
rxerrors: 0
rxdropped: 0
txpackets: 78
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 48265
txerrors: 0
txdropped: 0
timestamp: 104530.202229
last-overflow: 0.000000
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.12 Job6asneHa komaHaa show sstp-server.

3.125.91 show system
OnucaHwue MNMoka3aTb obLyee COCTOSAHNE CUCTEMBI.
OCHOBHbIe CBe1eHNA O COCTOAHUUN CUCTEMBbI

©® 3arpyska LeHTpasibHOro npoLeccopa, B NpoLeHTax.

® ViHdopMauus 0 3aHATOM N NMeLOLLECa B HaNUYUM NaMaTn, B
KnnobamTax

©® ViHbopmauusa 06 ncnonb3oBaHuM dalina Nogxkadku, B knnobarrax.

® Bpems paboTbl CUCTEMBI C MOMEHTA 3anycka, B CeKyHAaX.
Mpejukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

I(shom0> system

(config)> show system

hostname: Undefined
domainname: WORKGROUP

cpuload: 0 O
memory: 13984/28976 @
swap: 0/0 ©

uptime: 153787 O

WcTopusa nsmeHeHum

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa show system.

3.125.92 show system cpustat

OnuncaHune
Mpejukc no

MeHsieT HacTpoiKkmn

HeTt

HeT

MHorokpaTtHbiiA BBog, Het

CunHoncuc

Mpumep

Moka3aTb cBeAeHUs 06 NCNONb30BaHUN NPOLLECcopa yCTPONCTBa

I(shom0> system cpustat

(show)> system cpustat

interval: 36

busy:
cur: 1
min: 0
max: 11
avg: 2
user:
cur: 0
min: 0
max: 10
avg: 1
nice:
cur: 0
min: 0
max: 0
avg: 0
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system:

iowait:

irq:

sirq:

cur:
min:
max:
avg:

ONOOO

cur:
min:
max:
avg:

[cNoNoNo]

cur:
min:
max:
avg:

[cNoNoNo]

cur:
min:
max:
avg:

[cNoNoNo]

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.09

Job6asneHa komaHaa show system cpustat.

3.125.93 show tags

OnuncaHune lNMokasaTb AOCTYMHbIE MONbL30BaTe/IbCKME TEru.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep (show)> tags

I(shom0> tags

tag:
tag:
tag:
tag:
tag:
tag:
tag:
tag:
tag:

cli
readonly
http-proxy
http
printers
cifs

ftp
ipsec-xauth
ipsec-12tp
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WcTopuns nsmeHeHunit |Bepcus

tag: opt
tag: sstp
tag: torrent
tag: vpn
OnucaHmne

2.00 JobasneHa komaHaa show tags.
3.125.94 show threads
OnuncaHune [Moka3aTb CNMNCOK aKTMBHbIX NOoToKoB B NDM.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> threads
Mpumep (show)> threads
thread:
name: Cloud agent service
tid: 518
lock list complete: yes
locks:
statistics:
interval: 30
cpu:
now: 17771.481435
min: 0
max: 0
avg: 0
cur: 0
thread:
name: FTP brute force detection
tid: 519
lock list complete: yes
locks:
statistics:

interval: 30

cpu:
now: 17771.481440
min: O
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max: O
avg: 0
cur: 0
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.09 JobaBneHa komaHaa show threads.
3.125.95 show torrent status
OnucaHue MNMoka3aTb cocTosiHMe KnneHTa BitTorrent.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
CuHoncuc I (show)>  torrent status
Mpumep (show)> torrent status
state: running
rpc-port: 8090
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.03 JobaBneHa komaHaa show torrent status.
3.125.96 show upnp redirect
OnucaHwue MokasaTb Npasuna TpaHcaauMy noptos UPnP. Ecnn BLIMOAHNTL KOMaHAY
6e3 aprymeHTa, TO BeCb CANNCOK NpaBua TpaHCSaLUUK byaeT BbiBeAeH Ha
3KpaH.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

Cunoncnc (show)>  upnp redirect [(protocols <interfaces ports) | <index> ]

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
protocol tcp Ha skpaH 6yayT BbiBefeHbl npasuna TCP.
udp Ha skpaH 6yayT BbiBefeHbl npasuna UDP.

Air (KN-1613) — CnpaBOYHVK KOMaHA, 523



naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue

interface UnTeppeinc Ha akpaH 6yayT BbiBefeHbl NpaBuaa ¢
yKa3saHHbIM UHTepdercom.

port Lenoe uncno |Ha skpaH 6yayT BbiBeAeHbl MpaBua C
yKa3aHHbIM NOPTOM.

index Lenoe umcno |Ha skpaH 6ygeT BbiBeAeHO NPaBUo C
yKa3aHHbIM NopaAKOBbIM HOMEPOM.

Mpumep (show)> upnp redirect udp ISP 11175
entry:
index: 1
interface: ISP
protocol: udp
port: 11175
to-address: 192.168.15.206
to-port: 11175
description: Skype UDP at 192.168.12.286:11175 (2024)
packets: 0
bytes: 0
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHaa show upnp redirect.

3.125.97 show version

OnucaHmne MokasaTb BepCMO MUKPONPOrpaMmei.
MNpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOg, Het

CuHoncnc I(shom0> version
Mpumep (show)> version
release: 2.10.C.1.0-0
arch: mips
ndm:
exact: 0-d32118a
cdate: 11 Dec 2017
bsp:
exact: 0-cbe0525
cdate: 11 Dec 2017
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ndw:

version: 4.2.3.92
features: »
wifi button, flexible menu,emulate firmware progress
components: »
ddns,dotlx,interface-extras,miniupnpd, nathelper-ftp,

>

nathelper-pptp,nathelper-sip,ppe,trafficcontrol,

>

cloudcontrol,base, components, corewireless,dhcpd, 12tp,

>

igmp,easyconfig, pingcheck, ppp, pptp, pppoe, ydns

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Start (KN-1110)
hw version: 10118000
hw id: KN-1110
device: Start
class: Internet Center
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvcaHue
2.00 JobaBneHa kKomaHAa show version.

3.125.98 show vpn-server

OnucaHue lNoka3saTb TekyLme nogkntoyveHus K cepsepy VPN.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep (show)> vpn-server

tunnel:

I(shom0> vpn-server

clientaddress: 172.16.1.33
username: test
uptime: 3

statistic:

rxpackets: 51

rx-multicast-packets: 0
rx-broadcast-packets: 0

rxbytes: 5440
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WcTopusa nsmeHeHum

rxerrors: 0
rxdropped: 0
txpackets: 46
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 9229
txerrors: 0
txdropped: 0
timestamp: 146237.254244
last-overflow: 0.000000
Bepcus OnucaHue
2.04 JobasneHa komaHaa show vpn-server.

3.126 snmp community

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

3agaTb HoBoe nMs ana SNMP coobuiectBa. 1o ymMon4aHmMIo, MCNOb3yeTCs
CTaHAapTHOe nm4 public

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja

HeTt

(config)>

snmp community «community»

(config)> no snmp community

AprymeHT 3HayeHue OnuncaHwue

community CTpoka HoBoe Ha3BaHue coobuiecTBa.

(config)> snmp community Co_test

Snmp: :Manager: SNMP community set to "Co test".
(config)> no snmp community
Snmp: :Manager: SNMP community reset to "public".

Bepcus

OnucaHune

2.08

JobaBneHa kKOMaHAa shmp community.
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3.127 snmp contact

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

MpucBonTb KOHTakTHOE MMA SNMP areHTy. 1o yMon4YaHUIo UMA He
ornpegeneHo.

KomaHgaa ¢ npedrKcoOM no yaanset HaCcTPOMKY.
Ja

Ja

Het

(config)>  snmp contact «contact>

(config)> no snmp contact

AprymeHT 3HauyeHue OnuncaHwue

contact Crtpoka KoHTakTHas nHdopmauma SNVP.

(config)> snmp contact Cont_test

Snmp: :Manager: SNMP contact info set to "Cont test".
(config)> no snmp contact

Snmp: :Manager: SNMP community info reset.

Bepcus OnucaHue

2.08 Job6asneHa koMaHAa snmp contact.

3.128 snmp location

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

YKasatb pacrnosioxxeHune SNMP areHTa. [10 yMon4aHUIO pacrnonoxXeHne He
orpegeneHo.

KomaHgaa ¢ npedrKcoM no yaanset HaCTPOKY.
[Ja

Ja

Het

(config)>  snmp location <location

(config)> no snmp location

AprymeHT 3HayeHue OnuncaHwue

location Ctpoka PacnonoxeHwve SNMP ycTpoiicTBa.
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Mpumep (config)> snmp location Odintsovo
Snmp: :Manager: SNMP device location set to "Odintsovo".
(config)> no snmp location
Snmp: :Manager: SNMP device location reset.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.08 JobasneHa komaHaa snmp location.

3.129 sstp-server

OnucaHue JocTyn K rpynne KoOMaHZ4 ANS HaCTPOMKK NapameTpos cepsepa SSTP.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (sstp-server)

CuHoncuc (config)> sstp-server
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.12 JobaBneHa KoMaHaa sstp-server.

3.129.1 sstp-server allow-bridging

OnucaHue BkntounTb noasepxky Ethernet B pexxume mocta ansa SSTP-cepsepa. Mo
YMOTYaHVIO PEXUM BbIK/IHOYEH.

KomaHaa ¢ npedrKCcom no BbIKAOYAET JaHHbIV PEXUM.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (sstp-server)> allow-bridging
I (sstp-server)> no allow-bridging
Mpumep (sstp-server)> allow-bridging

SstpServer: :Manager: Enabled Ethernet mode.

(sstp-server)> no allow-bridging
SstpServer: :Manager: Disabled Ethernet mode.
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.09 JobasneHa komaHgaa sstp-server allow-bridging.

3.129.2 sstp-server dhcp route

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHum

HasHaunTb MapLLpyT, nepesaBaeMblii Yepes coobuieHmns DHCP INFORM,
KnneHTam SSTP-cepBepa.

KomaHga ¢ npednkcom no oTMeHseT nojyyeHne ykasaHHOro MapLupyTa.
Ecnwn BBECTM KOMaHAy 6e3 apryMeHTOB, byeT OTMEHEHO MoJlyvYeHme BCex
MapLUpyTOB.

Ja

Aa

Ja
(sstp-server)>  dhcp route caddress, anask»

(sstp-server)> no dhcp route [ «@address» anasks |

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec Ajpec ceTeBOro KiMeHTa.

mask IP-macka Macka ceteBoro knmeHTa. CyLecTsyeT jBa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B BUAe
61TOBOM ANMHbI Npedurkca (Hanpumep, /24).

(sstp-server)> dhcp route 192.168.2.0/24
SstpServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(sstp-server)> no dhcp route
SstpServer: :Manager: Cleared DHCP INFORM routes.

Bepcus OnucaHue

2.12 JobasneHa komaHgaa sstp-server dhcp route.

3.129.3 sstp-server interface

OnuncaHwune

Mpe¢ukc no

CBsi3aTb cepBep SSTP € yKa3aHHbIM nHTepdericom.

KomaHza c npedurKcomM no pa3pbiBaeT CBA3b.

Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc (sstp-server)>  interface<interface;

(sstp-server)> no interface

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

interface UHTepperic MonHoe nmsa nHtepderica nam NCeBAOHUM.
Cnncok AOCTYMHbIX MHTePPENncoB MOXKHO
yBUAeTb C NOMOLLbIO KoMaHAbl interface
[Tabl.

MNpumep (sstp-server)> interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl
GuestWiFi

(sstp-server)> interface Bridge0
SstpServer: :Manager: Bound to Bridge0.

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie

212 JobasneHa KoMaHaa sstp-server interface.

3.129.4 sstp-server ipvécp

OnucaHwue Bkntountb nogaepxky IPv6. ina kaxaoro SSTP-cepBepa co3gatoTcs
DHCP-nynbl IPv6. Mo ymMon4aHmio HacTpoKka OTK/OYeHa.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxky IPv6.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het
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CuHoncunc I (sstp-server)>  ipvécp

I (sstp-server)> no ipvécp

Mpumep (sstp-server)> ipvé6cp
SstpServer: :Manager: IPv6 control protocol enabled.

(sstp-server)> no ipvécp
SstpServer: :Manager: IPv6 control protocol disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

3.00 JlobaBneHa KoMaHaa sstp-server ipvecp.

3.129.5 sstp-server Icp echo

OnucaHune OnpeaenuTb Npasuaa TecTupoBaHus SSTP-noaxkntouveHnin cpegcreamm LCP
echo.

KomaHga ¢ npedurkcom no oTknto4aeT LCP echo.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc (sstp-server)>  lcp echo <intervals> «counts [adaptive]

(sstp-server)> no lcp echo

AprymeHTbI AprymeHT |3HaueHune OnuncaHue

interval |Yenoe uucno ViHTepBan Mexay oTnpaskamu LCP echo,
B cekyHAax. Ecnv B TeueHue yKkasaHHOro
VHTepBasa BpeMeHu oT yaaneHHow
CTOPOHBbI He 6b1a1 nonyyeH LCP 3anpoc, e
6yAeT oTNpaBAeH Takol 3anpoc C
oxugaHviem oteeTta LCP reply.

count Llenoe uuncno KonnuyecTBo oTnpaBieHHbIX NOAPAA
3anpocoB LCP echo Ha KOTopble He 6bl
nony4eH oteeT LCP reply. Ecim count
3anpocoB LCP echo octanuck 6e3 oTBeTa,
coeAnHeHune byaeT pa3opBaHo.

adaptive |Kmowyesoe croso |Pppd 6yaeT otnpaBnsaTtb 3anpoc LCP echo
TOJIbKO B TOM CJlyYae, eCiv OT yAaneHHOro
y3na HeT Tpaduka.

Mpumep (sstp-server)> lcp echo 5 3
SstpServer: :Manager: LCP echo parameters updated.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa sstp-server Icp echo.

3.129.6 sstp-server Icp force-pap

OnucaHue MPUHYANTENBHO MCNOBL30BaTb PeXUM ayTeHTuduKaummn PAP ana cepsepa
SSTP.
KomaHga c npedurkcom no oTkAtoYaeT NPpUHYyAUTENbHOE UCMOob30BaHe
PAP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (sstp-server)>  lcp force-pap

I (sstp-server)> no lcp force-pap

Mpumep (sstp-server)> lcp force-pap
SstpServer: :Manager: Forced PAP-only authentication.

(sstp-server)> no lcp force-pap
SstpServer: :Manager: Disabled forcing PAP-only authentication.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

3.05 Jlo6aBneHa komaHga sstp-server Icp force-pap.

3.129.7 sstp-server mru

OnucaHwue YcTaHOBUTbL 3HaveHVe MRU koTopoe byaeT nepeaaHo SSTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaUYeHMe M0 YMOTYAHNIO.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (sstp-server)>  mru «walue

I (sstp-server)> no mru
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
value UYenoe uucro |3HauveHue MRU. MoxeT MpUHNMAaTb 3HaUeHns
B npejenax ot 128 go 1500 BKAOUUTENBHO.

Mpumep (sstp-server)> mru 200
SstpServer::Manager: MRU set to 200.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.12 JobasneHa KOMaHAa sstp-server mru.

3.129.8 sstp-server mtu

OnucaHue YcTtaHoBUTL 3HaveHue MTU, koTopoe byaeT nepegaHo SSTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HaUEHME MO YMOAYAHUNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (sstp-server)>  mtu walue»
(sstp-server)> no mtu

AprymeHTbl AprymeHT |3HaueHme |OnucaHue

value UYenoe uucro |3HauveHme MTU. MoxeT NPUHUMAaTb 3HaYeHUs

B npegenax ot 128 o 1500 BkAoUMTENIbHO.

Mpumep (sstp-server)> mtu 200

SstpServer: :Manager: MTU set to 200.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.12 JobasneHa KoMaHaa sstp-server mtu.

3.129.9 sstp-server multi-login

OnucaHue PazpewnTb nogkntoveHme K cepepy SSTP HeCKonbKMX Nofb3oBaTenei ¢
OJlHOTO aKKayHTa.

KomaHga ¢ ﬂpe¢I/IKCOM No OTKNKYaEeT 3Ty BO3SMOXHOCTb.

Mpe¢ukc no [Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

Mpumep

WcTopus nsmeHeHwnii

Ja

Het

I (sstp-server)> multi-login

I (sstp-server)> no multi-login

(sstp-server)> multi-login
SstpServer: :Manager: Enabled multiple login.

Bepcus

OnucaHue

2.12

JobaBneHa komaHAa sstp-server multi-login.

3.129.10 sstp-server pool-range

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

HasHauuTb Nyn agpecos A8 KIVEHTOB, NOAK/IHOYAIOLLMXCA K cepBepy SSTP.
Mo ymonuaHuto ncnonb3yertca pasmep nyna 10.

KomaHga c npedumkcom no yganset nyn.

Ja
Aa

Het

(sstp-server)>

pool-range <begin>[«size>]

(sstp-server)> no pool-range

AprymeHT 3HauyeHue OnucaHwue
begin IP-agpec HauanbHbI agpec nyna.
size lenoe 4ucso |Pasmep nyna.

(sstp-server)> pool-range 192.168.1.22 7
SstpServer: :Manager: Configured pool range 192.168.1.22 to »

192.168.1.28.
Bepcus OnucaHve
2.12 [JlobaBneHa KomaHga sstp-server pool-range.
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3.129.11 sstp-server static-ip

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHni

Ha3HaunTb NOCTOAHHbIN IP-ap,pec nosib3oBaTento. [Nonb3oBaTe b B cMCTeMe
JOJIXeH NMeTb MeTKy sstp.

KomaHza c npedurKcom no yaansieT npussasky.

Ja
Ja
Aa

(sstp-server)>  static-ip name> <address»

(sstp-server)> no static-ip <name>

AprymeHT 3HayeHue OnuncaHue
name CTpoka J1orvH.
address IP-agpec HasHauaemsblin IP-agpec.

(sstp-server)> static-ip admin 192.168.1.22
SstpServer: :Manager: Static IP 192.168.1.22 assigned to user »

"admin".
Bepcus OnucaHve
2.12 JobasneHa KoMaHAa sstp-server static-ip.

3.130 system

OnucaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeT

Het

MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny

CuvHoncuc

WcTopusa nsmeHeHuim

[oCTyn K rpynne KOMaHz ANst HACTPOMKM rnobanbHbIX NapameTpoB.

(system)

(config)> system

Bepcus OnucaHue

2.00 JobaBneHa KoMaHaa system.
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naBa 3 OnncaHme KoMaHp,

3.130.1 system button

OnuncaHwne

HaCTpOI/ITb KHOMKW Ha Kopnyce yCTpOVICTBa Ha BbIMNOJIHEHWE onpeAeNeHHbIX

AenctBuii. Habop 06paboTUMKOB 3aBMCUT OT annapaTHor KoHGUrypaumm u
YyCTaHOBNEHHbIX MOAYNeN.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIKy.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (system)>  button <buttons on actions do <handlers
(system)> no button <button
AprymeHTbI AprymeHT  |3HaueHue OnucaHue
button RESET KHonka cbpoca.
WLAN KHonka WLAN.
action click OAVIHOYHBIV KNNK.
double-click [BONHOW KNWK.
hold HaXaTb 1 yaepXnBaTb B
TeyeHwue 3 cekyHA. KHormky
RESET yaepxviBaeTcs B
TeueHwne 10 cekyHA.
trigger ViameHeHune no3numu
nepekatoyaTens.
handler FactoryReset C6poc cucTeMbl B 3aBOgCKME
3HaYeHUs Mo YMONYaHUIO.
Reboot lMepesarpyska cucTemsl.
WifiToggle BknroyveHwne/BbIkItOYEHNEe
Wi-Fi.
WifiGuestApToggle BktoueHve/BblkItOUEHNE
rocresoro Wi-Fi.
WpsStartMainAp 3anyctutb WPS (ToN1bKO ans
2,4T1Tw).
WpsStartMainAp5 3anyctnte WPS (Tonbko Ansa 5
Mu).
WpsStartAllMainAp 3anyctutb WPS (BCe nosiockl
4acToThl).
WifiSwitch MNepeknroyatens Wi-Fi
BKJ1/BbIK/1.
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Mpumep

WcTopusa nsmeHeHum

3.130.2 system caption

OnuncaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

(system)> button WLAN on double-click do WifiGuestApToggle

Peripheral: :Manager: "WLAN/double-click" handler set.

Bepcus

OnucaHmne

2.03

JobasneHa KoMaHaa system button.

YCTaHOBUTL Ha3BaHMe 1 3arofIoBoK Beb-nHTepderica And yao6cTBa

HaBurayun.
Het
Ja
Het
(system)>  caption «template>
AprymeHT 3HauyeHue OnuncaHwue
template default CoueTaHue bpeHga 1 Mogenu (Hanpumep,
Keenetic Speedster).
product HasBaHune mogenu (Hanpumep, Speedster).
description |OnucaHue cnctemel (Hanpumep, Speedster
(KN-3010)).
hwid VaeHTnounkatop Mmogenn (Hanpumep,
KN-3010).
hostname Mm@ cnctemsl (Hanpumep,
Keenetic-Speedster).
ndns-domain |MiMa KeenDNS (Hanpumep,
mywork.keenetic.name).
default-ssid|/msa Wi-Fi mo ymonuaHuio (Hanpumep,
Keenetic-8665).

(system)> caption product

Core::System::Caption: Template set to product.

Bepcus

OnucaHune

3.08

JobasneHa KoMaHaa system caption.

3.130.3 system clock date

OnuncaHwne

YCTaHOBUTb CUCTEMHbIE AaTy U BpeMA.
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Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Cunoncuc (system)> clock date «date-and-time>
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
date-and-time |CTpoka Tekywas gata n sBpems B popmate DD MM
YYYY HH:MM:SS.
NMpumep (system)> clock date 18 07 2012 09:52:33
System date and time has been changed.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa system clock date.

3.130.4 system clock timezone

OnucaHune YCTaHOBWTb YaCOBOW MOSIC CUCTEMBI.

KomaHaa ¢ npeprKcom no ycTaHaBNMBaeT YacoBOW MOSAC MO YMONYAHWIO
(GMT).

MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (system)>  clock timezone <locality»
(system)> no clock timezone <locality»
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
locality CTpoka HasBaHue ropoja, 0603Ha4atoLLLero 4acoBoi
nosc.
Mpumep (system)> clock timezone Dublin
the system timezone is set to "Dublin".
WcTopus nsmeHeHuim Bepcus onucaHue

2.00 JobaBneHa komaHaa system clock timezone.
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3.130.5 system configuration factory-reset

OonuncaHmne BoccTaHOBWTbL 3aBOACKME HACTPOMKN 4151 BCEX PEXMMOB.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(system)> configuration factory-reset
Mpumep (system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »
defaults.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa koMmaHga system configuration
factory-reset.

3.130.6 system configuration fail-safe commit

OnucaHune 3aduKcnpoBaTb BCe HECOXPAHEHHbIE N3MEHEHUS U OCTaHOBUTL TaMep.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (system)>  configuration fail-safe commit
Mpumep (system)> configuration fail-safe commit
Core::System: :Mtd::ConfigStorage: Commited fail-safe »
configuration changes.
VlCTOleﬂ U3MeHeHUn Bepcmﬂ onvicaHue
3.08 Jlo6aBneHa komaHaa system configuration fail-safe
commit.

3.130.7 system configuration fail-safe keep-alive

OonucaHue Tuxo nepesanycTuTb TaliMep 0TKa30yCTONYMBOCTM.

Ecnn 0TKa30yCcTOMUMBLIN PeXUM HeakTUBeH UNK HET U3MEHEeHU B
KOHGUrypaumm, KOMaHAa HAYero He genaer.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Het

MHorokpaTtHbiia BBog, Het

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I (system)> configuration fail-safe keep-alive

(system)> configuration fail-safe keep-alive

Bepcus OnucaHve
3.08 JobasneHa komaHaa system configuration fail-safe
keep-alive.

3.130.8 system configuration fail-safe rollback

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

UcTopuns nsmeHeHnii

OTKaTUTb BCE HECOXPAHEHHbIE N3MEHEHWA 1 nepe3arpy3nTb cuctemy. Mpu
nepesarpyske c1mcrema repexoauT B creLmanibHoe COCTOsIHVe oTKaTa. BaTom
COCTOSHUY BNOKMNPYIOTCA AECTBUA PUKCALMN N M3MEHEHNS KOHGUTYpaLmn
Taimepa, 3a VCKNoUeHVeM OTKIoYeHs Talimepa.

Ecnn HeT nameHeHuin B koHGUrypaLmm, KoMaHAa HU4Yero He genaer.
HeTt
HeT

Het
I (system)> configuration fail-safe rollback

(system)> configuration fail-safe rollback
Core::System: :Mtd: :ConfigStorage: Ignored a fail-safe rollback: »
no pending changes.

Bepcus OnucaHve
3.08 JobasneHa komaHaa system configuration fail-safe
rollback.

3.130.9 system configuration fail-safe timer

OnuncaHwme

HacTpouTb UNv OTMEeHUTL TaliMep 0TKa3oycTounBoCcTU. KoMaHaa
HacTpamBaeT (U NepeHacTparBaeT) COCTOsHME TaliMepa, KOTOPOoe IBSIeTCS
NOCTOSIHHBIM MeX/y nepesarpyskaMun — oHa He Tpe6yeT IBHOrO COXpaHeHst
KOHOUrypaLmmn. PeanvsoBaHa TONbKO ANS pexvMa MapLupyTmusaTopa.

KomaHza c npedurKcom no oTkaoHaeT GyHKLMIO.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Cunoncuc (system)>  configuration fail-safe timer action> <intervals
(system)> no configuration fail-safe timer
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
action reboot JelcTBre No ncteyeHmo Tanmepa.
interval Lenoe 4ucno |3HayveHue TariMepa B npegenax ot 60 A0
86400 cekyHA.
Mpumep (system)> configuration fail-safe timer reboot 60
Core: :System: :Mtd: :ConfigStorage: Enabled a 60-second fail-safe »
"reboot" timer.
(system)> no configuration fail-safe timer
Core::System: :Mtd: :ConfigStorage: Turned off the fail-safe mode.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
3.08 JlobaBneHa komaHaa system configuration fail-safe
timer.

3.130.10 system configuration save

OnucaHwue CoxpaHNTb CUCTeMHbIE HaCTPOMKMW.
Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(system)> configuration save

Mpumep (system)> configuration save
Saving configuration.

WcTopus nsmeHeHum Bepcus onucaHue

2.05.B.1 JobaBneHa komaHAa system configuration save.
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naBa 3 OnncaHme KoMaHp,

3.130.11 system debug

OnucaHune BkntounTb oTnagky cmcrtemsl. [10 yMonYaHUIo napameTp OTKIHOYEH.
KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (system)>  debug

I (system)> no debug
Mpumep (system)> debug

Core: :Debug: System debug enabled.
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.03 JobasneHa komaHaa system debug.

3.130.12 system description

OnucaHwue 3afaTb onMcaHmMe CUCTEeMbI B BUAE MPOM3BOIbHOM CTPOKMK. 10 ymonyaHumio
ncnonb3syetcsa ctpoka Air (KN-1613).

KomaHga ¢ npedurkcom no Bo3BpaLlaeT onvcaHue rno yMoadaHuo.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het

Cunoncuc (system)> description «description
(system)> no description
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
description CTpoka OnvcaHue cncTeMbl ANMHOM He 6onee 256
6anir.
Mpumep (system)> description DEVICE

Core::System::Info: Description saved.

(config)> show version

manufacturer: Keenetic Ltd.
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naBa 3 OnncaHme KOMaHA,

vendor: Keenetic
series: KN
model: Ultra (KN-1810)
hw version: 10188000
hw id: KN-1810
device: Ultra
class: Internet Center
region: RU
description: DEVICE

(config)> show running-config

set vm.swappiness 60

set vm.overcommit memory O

set vm.vfs cache pressure 1000
set dev.usb.force usb2 0
domainname WORKGROUP

hostname Keenetic Ultra
description DEVICE

(system)> no description
Core::System::Info: Description reset to default.

(config)> show version

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Ultra (KN-1810)
hw version: 10188000
hw id: KN-1810
device: Ultra
class: Internet Center
region: RU
description: Keenetic Ultra (KN-1810)

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.15 JobasneHa komaHaa system description.

3.130.13 system domainname

OnucaHue MpncBouTb cucTeMe JOMEHHOEe UMS.

KomaHga ¢ npedunkcom no yaanseT JOMeHHOe NMS.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(system)>

domainname «domains

(system)> no domainname

AprymeHT

3HayeHue OnucaHue

domain

CTpoka JlomeHHOoe nwms.

(system)> domainname zydata
Domainname saved.

Bepcus

OnucaHmne

2.00

JobasneHa KomaHaa system domainname.

3.130.14 system hostname

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTbL CUCTEMHOE MMSA XOCTa. VIMSA X0CTa ncnonb3syeTcs AN
naeHTndMKaLmm yana B cetu. 3To HeEOOX0ANUMO A5t obecneveHnss paboThbl
HEeKOTOPbIX BCTPOEHHbIX CyX6, Takmx Kak CIFS.

KomaHga ¢ ﬂpeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHWe Nno yMoa4aHuio,
3aBucqdLlee OT Ha3BaHMA MO4ENN yCTpOVICTBa.

Ja
Ja

HeTt

(system)>

hostname <hostname>

(system)> no hostname

AprymeHT

3HavyeHue OnuncaHue

hostname

Ctpoka Mms xocTa cnucTemsi.

(system)> hostname KN1010
Core::System::Hostname: The host name set.

(system)> no hostname
Core::System: :Hostname: The host name reset.

Bepcusa

OnucaHune

2.00

[JlobaeneHa komaHaa system hostname.
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3.130.15 system led

OnucaHwue HaCTpOI/ITb NHANKATOPbI o6u_|,ero Ha3HayeHwus. Mo YMONYaHWIKO MHANKATOP
FN nokasbiBaeT Hannune 06HOBNEHWNI ANA CNCTeMbl.

KomaHga ¢ npednkKcom no oTMeHsAET HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncnc (system)>  led <led> indicate «controls
(system)>no led [ <led> [ indicate] ]
AprymeHTbI AprymeHT 3HaueHue OnucaHue
led FN HasBaHue nHgmkartopa.
control UpdatesAvailable NHankaTop coobLuaet, uTto ecTb
06HOBNEHUS ANSA BaLlero
yCTPOMCTBA.

BackupWan VHAMKaTop nokasbiBaeT, YTo B
AAHHbIA MOMEHT aKTUBHbIM
ABNAETCA pe3epBHoe
NoAKAtoUeHue.

SelectedWan VHAnKaTop nokasbiBaeT
cocTosHne nHTepdeiica,
yKa3aHHOro rnpvi NoMoLum
komMmaHgbl interface led wan.

SelectedSchedule VHamnkaTop nokasbiBaeT
COCTOSIHME 3aM/IaHNPOBAHHOrO
COb6bITUNSA, YKa3aHHOrO Mpu
nomoLum komaHabl schedule led.

indicate KnwyeBoe croBo MONHOCTBIO OTK/IHOUNTDL
WHANKATOP.
Mpumep (system)> led FN indicate SelectedWan
Peripheral: :Manager: "SelectedWan" control bound to "FN" LED.
(system)> no led FN indicate
Peripheral: :Manager: "FN" LED control binding removed.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.08 JobaBneHa komaHaa system led.
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3.130.16 system led power schedule

OnucaHune MprcBOUTL pacnucaHne Ans paboTbl CBETOAMOAHBIX MHANKATOPOB Ha
ycTpoiictge. Mepes BbINONHEHEM KOMaHZAbl pacnuncaHmne A0KHO 6biTb
CO3/aHO N HAaCTPOEHO Npu NoMoLm komaHael schedule action.

KomaHga c npedrKcoM no paspbiBaeT CBA3b MexXAy pacnmcaHemM 1 paboToii

MHANKATOPOB.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (system)>  led power schedule <schedule»
(system)> no led power schedule
AprymeHTbI AprymeHT |3HaueHme |OnucaHme
schedule Pacnucaune |HasBaHMe pacnmncaHumsa, Co3gaHHOro npu
nomMoLum rpynnel KoMaH4 schedule.
Mpumep (system)> led power schedule schedulel

Core::Peripheral::Manager: Set LED power schedule "schedulel".

(system)> no led power schedule
Core::Peripheral: :Manager: Clear LED power schedule.

WcTopus nsmeHeHnii |Bepcus

OnucaHue

3.06

Jlo6aBneHa komaHaa system led power schedule.

3.130.17 system led power shutdown

OnucaHue BbIKNHOUNTL CBETOAMOALI Ha yCTpOVICTBe.

KomaHaa ¢ npepurKcom no BKtOUaeT CBETOANOAbI.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOgA, Het

CuvHoncuc

I (system)>  led power shutdown anode»

I (system)> no led power shutdown
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mode all BbIKHOUNTL BCe CBETOAVNOAbI.
front BbIKNHOUNTBL CBETOAMOALI HA NepeaHe
naHenu.
back BbIKNOUNTL CBETOAMOAbI Ha 3aAHE NaHeNn.
Mpumep (system)> led power shutdown all

Core::Peripheral::Manager: Set LED shutdown mode to "all".

(system)> no led power shutdown
Core::Peripheral: :Manager: Set LED shutdown mode to "none".

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onucaHvie
3.06 JobasneHa komaHaa system led power shutdown.
MpeabiayLiee HazBaHMe KoMaHAbl system led shutdown.

3.130.18 system log clear

OnucaHue OuUNCTUTb CUCTEMHBIN XypHan.
MNpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (system)>  log clear
Mpumep (system)> log clear

Syslog: the system log has been cleared.
WcTopuns nsmeHeHwnit |Bepcua onucaHue

2.00 JobasneHa komaHaa system log clear.

3.130.19 system log reduction

OnucaHue Bknountb COoKpaLljeHmre NOBTOPHbIX COO6LL|,€HI/II7I B CUCTEMHOM >XypHane. Mo
YMO/TYaHWIO NapaMeTp BKTKOYEH.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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Cunoncuc I (system)>  log reduction
I (system)> no log reduction
Mpumep (system)> log reduction
(system)> no log reduction
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.04 JobasneHa komaHaa system log reduction.

3.130.20 system log server

OonucaHue [06aBUTb yaaneHHbI cepBep ANsi XpaHEHWSI CUCTEMHOIO XypHana.
Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (system)>  log server <address [: qports]
(system)> no log server [ <address; [: port>]]

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

address IP-appec Afpec yaaneHHoro cepeepa 414 XpaHeHUs

CLCTEMHOrO XypHana.

port lenoe uucno |Homep nopta yfaneHHoOro cepeepa.
Mpumep (system)> log server 192.168.1.1:8080

Syslog: server 192.168.1.1:8080 added.
VICTOleﬂ n3MeHeHuniA Bepc”ﬂ onvcaHue

2.00 JobasneHa komaHaa system log server.

3.130.21 system log suppress

OnucaHue Jo6aBuTb NpaBnIo NoAaBNeHUSA COOBLLEHMIA.
KomaHgaa c npedurkcom no yaanseT npaBuo.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.130.22 system mode

OnucaHwue
Mpedukc no

MeHsieT HaCTpoWiKKn

(system)>

log suppress «ident»

(system)> no log suppress [ <ident> ]

AprymeHT

3HavyeHue

OnucaHue

ident

CTpoka

NaeHTndunkaTop npouecca, coobLeHns
KOTOPOro HYXXHO NOAaBUTb.

(system)> log suppress kernel
Core::Syslog: Added suppression "kernel".

(system)> no log suppress kernel
Core::Syslog: Deleted suppression "kernel".

(system)> log suppress transmissiond
Core::Syslog: Added suppression "transmissiond".

(system)> no log suppress transmissiond
Core::Syslog: Deleted suppression "transmissiond".

Bepcusa

OnucaHue

2.04

Jo6asneHa komaHga system log suppress.

BblbpaTh pexxuvm paboThbl Air.

Het

Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

AprymeHThl

(system)>  mode mode»
AprymeHT 3HauyeHue OnucaHwue
mode router OCHOBHOI pexmnm.
client Pexxnm ceTeBoro ajanrtepa A1 Noakaro4YeH s
ycTpoincts Ethernet k ceTn Wi-Fi.
repeater Pexunm ycnnutens gnsa paclumpeHuns cetu
Wi-Fi c nomoLbo 6ecnpoBogHOro
coefMHeHUs.
ap Pexxnm Toukn goctyna Ans paclumpeHns ceTu
Wi-Fi c nomoLbto npoBogHoro Ethernet
coefNHeHMs.
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naBa 3 OnncaHme KoMaHp,

Mpumep (system)> mode repeater
Core: :Mode: The system switched to "repeater" mode, reboot the »
device to apply the settings.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.05 JobasneHa koMaHaa system mode.

3.130.23 system ndss dump-report disable

OnucaHwue OTKNOUNTL NPOrpaMmy yayylleHns kayecTsa. 10 ymon4aHmio HacTporika
BK/ItOYEHa.

KomaHga ¢ npednkcom no BKIKOYAET UCMONb30BaHWeE JaHHOM NporpamMmmbl.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (system)>  ndss dump-report disable
I (system)> no ndss dump-report disable
Mpumep (system)> ndss dump-report disable
Core::Ndss: Dump-reporting disabled.
(system)> no ndss dump-report disable
Core::Ndss: Dump-reporting enabled.
WcTopuns nsmeHeHWit |Bepcua onucaHue
3.05 JlobaeneHa koMaHAa system ndss dump-report disable.
MpeablgyLlee Ha3BaHWe KOMaHAbI system dump-report
disable.

3.130.24 system reboot

OonucaHue BbINonHWTL Nepesarpysky cuctemsl. Ecnm ykasaH napametp, nepesarpyska
BbINOAHUTCS 3aMN1aHMPOBAHO Yepes 3aZaHHbI HTepBan B CEKYHAAX.
Micnonb3oBaHMe KOMaHZAbI NP yXe YCTaHOBNEHHOM TaliMepe 3aMeHsieT
CTapoe 3HaueHVe TaliMepa HOBbIM.

Micnonb3oBaHWe 3annaHpoBaHHOW Nepesarpysky ya06HO B TOM ciydae,
KOrAa OCyLLLeCTBNSIETCS yAaNeHHOe yrpaBaeHne yCTpolicTBOM, U
nonb3oBaTesto HenssecTeH 3G deKT OT MPUMEHEHUNSI KAKUX-TNBO KOMaHA,
/13 onaceHus NoTepsiTb KOHTPO/b Haj YCTPOCTBOM MO/Ib30BaTE/Ib MOXET
BK/IOUMTL 3aM1aHNPOBaHHYH nepesarpysky, kotopas cpaboTaeT yepes
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naBa 3 OnncaHme KOMaHA,

3aJaHHbI MHTepBan BpemeHW. CUcTemMa BepHeTCs B MepBOHaYaibHOe
COCTOsIHVE, B KOTOPOM OHa CHOBa 6yZeT AOCTYMHa Mo CeTu.

KomaHza ¢ nped1rKcomM no oTMeHsIeT nepesarpysky Uav yaanset npuBasky
K pacnucaHutio.

Mpe¢ukc no Ja
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

CuHoncuc (system)> reboot [ <interval> | schedule «<schedule]

(system)> no reboot [ schedule]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interval lenoe umucno |NHTepBan, Yepes KOTOPbIA BbIMOJHUTCA
nepesarpyska, B cekyHAax. Ecnu He ykasaH,
nepesarpysKka BbIMOJIHUTCA HEMeA/1IeHHO.

schedule Pacnucaune |HasBaHMe pacnncaHums, CoO3g4aHHOro npu
nomMoLuwy rpynnel KoMaHa schedule.

MNpumep (system)> reboot 20
Core::System: :RebootManager: Rebooting in 20 seconds.

(system)> no reboot
Core::System: :RebootManager: Reboot cancelled.

(system)> reboot schedule rebootroute
Core::System: :RebootManager: Set reboot schedule "rebootroute".

(system)> no reboot schedule
Core::System: :RebootManager: Schedule disabled.

VICTOleﬂ M3MeHeHWiA Bepc”ﬂ onvcaHue

2.00 JobasneHa koMaHaa system reboot.

2.12 [JobaeneH aprymeHT schedule.

3.130.25 system set

OnucaHune YCTaHOBUTbL 3HaYeHne YKa3aHHOro CMCTEMHOIO NapamMeTpa 1N COXpaHNTb
N3MEHEHWA B TEKYLUNX HaCTpOIZKaX.

KomaHaa ¢ npedrkcoM no BO3BpaLLaeT NapameTpy 3HaYeHMe, KOTOpoe 6bi10
YCTaHOB/IEHO MO YMOYaHUIO, O MEPBOr0 N3MEHEH S,

Mpedukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(system)>

set <names «valu

(system)> no set <name

e

AprymeHT 3HauyeHue OnucaHue

name Crpoka NaeHTdunKaTop CMCTEMHOrO NapameTpa.
value Ctpoka HoBoe 3HaueHVe CMCTEMHOrO NapameTpa.
(config)> system

(system)> set net.ipv4.ip forward 1

(system)> set net.ipv4.tcp_fin_timeout 30

(system)> set net.ipv4.tcp_keepalive_time 120

(system)> set »

net.ipv4.netfilter.ip conntrack tcp_ timeout established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipvé4.netfilter.ip_conntrack max 4096

(system)>

exit

(config)> show running-config

system

set net.ipv4.ip forward 1
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv4.netfilter.ip conntrack tcp timeout established »

1200

set net.ipv4.netfilter.ip conntrack udp timeout 60
set net.ipv4.netfilter.ip conntrack max 4096

(config)>

Bepcus OnucaHue
2.00 JobaBneHa koMaHaa system set.

3.130.26 system trace lock threshold

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoViKKn

YCTaHOBUTb nopor 6J'IOKVIpOBKVI oTCcNIeXnBaHMA ANA CNCTEMHbBLIX MOTOKOB.

Ecnu noporoBoe 3HaveHVe npeBbIaeTcs, MHPopmaLma 06 STOM NoToke

(Hanpumep, o ceccum SCGI) coxpaHAeTCa B CMCTEMHOM XypHane. 1o
YMOJIHaHUIO, MapamMeTp OTK/HOYEH.

KomaHza c npedurkcom no oTkouaeT GyHKLMIO nopora 6/10KMPOBKU.

Ja

Het
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (system)> system trace lock threshold «threshold:
(system)> no system trace lock threshold
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
threshold Ctpoka MNoporosoe 3HaueHMe B MUIVICEKYHAX.
MoxeT NpMHMMaTb 3Ha4YeHVs B npejenax ot
100 10 100000000 BKAtOUMTENBHO. [Toporosoe
3HayeHVe He coxpaHaeTca B startup-config.
Mpumep (system)> system trace lock threshold 100
Lockable: Set threshold to 100 ms.
(system)> no trace lock threshold
Lockable: Reset threshold.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.03 JobaBneHa komaHAa system trace lock threshold.
3.131 tools
OnucaHue JocTyn K rpynne KOMaHA 4151 TeCTUPOBaHNSA CUCTEMHOW Cpeapbl.
Mpedukc no Het

MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBog, Het

Bxo>xgeHue B rpynny (tools)

CuHoncuc (config)>  tools
NcTopus nsmeHeHum Bepcus onucaHve
2.00 JlobaBneHa koMmaHa tools.

3.131.1 tools arping

OnucaHune JecTBre KOMaHAbl aHaNorMYHoO KoMaHge tools ping, HO B oTAnYMe OT Heé
paboTaeT Ha BTOPOM ypoBHe Mogenn OSI 1 ncnonb3yet NpoToKon ARP.

Mpejukc no Het

MeHsieT HacTpoiikn  Het
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(tools)> arping<address>source-interface«source-interface:[ count
«count>][wait-time wait-times]

AprymeHT 3HayeHne |OnucaHue

address IP-agpec OnpawwnBaemsbliii IP-agpec.

source-interface|MHTepdeiic  |Ima nHTepdelica-nCToUHMKA 3anNpoCcoB,.

count Lenoe 4ucno |Konmnyectso 3anpocos. Ecav He ykasaHo,
KoMaHJa byzeT paboTaTb 40 NpepbiBaHUA
nosib3oBaTesnem.

wait-time Uenoe uyucro |MakcnmanbHoe Bpems OXXNAAHNA OTBETS,

YKa3blBaeTCA B MUIJINCEKYHAAX.

(tools)> arping 192.168.15.51 source-interface Home count 4 »
wait-time 3000

Starting the ARP ping to "192.168.15.51"...

ARPING 192.168.15.51 from 192.168.15.1 bro.

Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
Sent 4 probes, received 2 responses.

Process terminated.

Bepcus OnucaHue

2.00 JobaBneHa koMmaHgaa tools arping.

3.131.2 tools ping

OnuncaHune

Mpedunkc no

MeHsieT HacTpoiKu

OTtnpaBuTb 3anpockl Echo-Request npoTtokona ICMP ykazaHHOMY y3ny ceTun
1 3apurKcMpoBaTh NocTynarLme oteeTbl Echo-Reply. Bpemsa mexay
OTMpaBKoM 3anpoca 1 nonyyeHem oteeta Round Trip Time (RTT) no3sonser
onpegenaTb ABYCTOPOHHME 3aep>XKN MO MapLUPYTY 1 YacToTy noTepu
NMakeToB, TO eCTb KOCBEHHO OMnpeensaTh 3arpy>XeHHOCTb Ha KaHanax nepejaym
HOAHHbBIX M TPOMEXYTOUHbIX YCTPOCTBaXx.

MonHoe otcyTcTBME ICMP-0TBETOB MOXET Takke 03HayaTb, UTO YAANEHHbIN
y3en (Mnn Kakon-n1nmbo 13 NPOMEXYTOUHbIX MapLUpPyTN3aToOpPOB) 610KNpyeT
ICMP Echo-Reply nnn urHopupyet ICMP Echo-Request.

HeT

HeTt

MHorokpaTtHbiiA BBog, Het

CviHoncmc

I (tools)>  ping <host> [ count «counts ][ size packetsize>]
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host CTpoka JomeHHoe msa unn IP-agpec xocTa.
count lenoe umucno |Konnuectso 3anpocoB ICMP Echo. Ecnu He

yKa3aHo, koMaHa byzeT paboTaTtb A0
npepbiBaHWS NOMb30BaTeNeM.

packetsize |UYenoe uucno |Pa3mep nons gaHHbix ICMP Echo-Request B
6ainTax. Mo ymonyaHmio — 56, 4To BMecTe C

8-6aliToBbIM 3aro/IOBKOM 33,aeT pa3Mmep
ICMP-naketa — 64 6aiiTa.

Mpumep (tools)> ping 192.168.1.33 count 3 size 100
Sending ICMP ECHO request to 192.168.1.33
PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.
100 bytes from 192.168.1.33: icmp reg=1, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reg=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,
0 duplicate(s), time 2002.65 ms.
Round-trip min/avg/max = 1.06/1.49/2.35 ms.
Process terminated.

VICTOpI/Iﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa tools ping.

3.131.3 tools ping6

OnucaHue OTnpaBuTb 3anpockl Echo-Request npoTtokona ICMPv6 ykazaHHOMY y37y
ceTn v 3admKcMpoBaTh NoctynaroLme oTeeTbl Echo-Reply. Bpems mexay
OTnNpaBKoi 3anpoca 1 nonyvyeHvieM oreeta Round Trip Time (RTT) no3sonser
onpeaensiTb ABYCTOPOHHME 3a4eP>XKN MO MapLUPYTY 1 YacTOTy NoTepu
NakeToB, TO eCTb KOCBEHHO OMNpeAensaTh 3arpy>KeHHOCTb Ha KaHaslax nepejavdv
AAHHbIX Y MPOMEXYTOUHbIX YCTPOMCTBAX.

MonHoe oTcyTcTBME ICMPV6-0TBETOB MOXET Tak)Ke 03HauaTh, UTO YAANEHHbIN
y3en (MAn Kakon-n1nmbo 13 NPoOMeXYTOUHbIX MapLUpPyTN3aTOpPOB) 610KMpyeT
ICMP Echo-Reply nan nrHopupyet ICMP Echo-Request.

MNpejukc no Het
MeHsieT HacTpovikm  Hert
MHorokpaTHbIi BBog, Het

CuHoncnc I (tools)>  ping6 <hosts [ count «counts ][ size packetsizes]
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host CTpoka JomeHHoe umsa unn IPve-agpec xocTa.
count Uenoe umucno |Konnuectso 3anpocos ICMPv6 Echo. Ecin He
yKa3aHo, koMaHa byzeT paboTaTtb A0
npepbiBaHWS NOMb30BaTeNeM.
packetsize |Uenoe uucno |Pa3mep nons gaHHbix ICMPv6 Echo-Request
B 6aiTax. [lo ymonyaHmio — 56, 4To BMecTe
C 8-6aliTOBbIM 3aro/IOBKOM 3ajaeT pasmep
ICMPv6-naketa — 64 6ainTa.
Mpumep (tools)> ping6 fd4b:fl2b:5d59:0:1108:4407:b772:20cd count 3 size »

WcTopus nsmeHeHwnii

100

Sending ICMPv6 ECHO request to »

fd4b: f12b:5d59:0:1108:4407:b772:20cd

PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=1, ttl=64, »

time=7.18 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=2, ttl=64, »

time=8.42 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=3, ttl=64, »

time=1.51 ms.

--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,
0 duplicate(s), time 2002.61 ms.

Round-trip min/avg/max =
Process terminated.

1.51/5.70/8.42 ms.

Bepcus

OnucaHue

2.00

Jlo6baBneHa komaHaa tools ping6.

3.131.4 tools traceroute

OnucaHwue
Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

Moka3aTb MapLUPYT K CETEBOMY XOCT.

Het
Het

HeT

CuHoncuc (tools)>  traceroute <hosts [count «counts] [interval <intervals]
[wait-time wait-times] [packet-size packet-size]
[max-ttlwmax-ttl] [port port:][source-address «source-addresss]
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

[source-interface «<source-interfaces] [type <types] [tos «tos>]

AprymeHT 3HayeHve |(OnucaHue

host CTtpoka Vimsa LeneBoro xocTa.

count Lenoe 4ucso |Konnyectso NpoBepoOYHbIX NaKeToB 3a OANH
npoxog. Mo ymonyaHuto 3HayeHne — 3.
3HayeHne A0/IHKHO 6bITk B Anana3oHe [1;10].

interval Lenoe uucrio |Bpemsi B cekyHAaX Mexay OTNpaBKOW
rnakeToB. 3HaueHwe rno ymonyaHuwo — 0.
3HauyeHVe A0MKHO 6bIThb B AnanasoHe [0;15].

wait-time Lenoe 4ucsio |Bpems oxxngaHmsa peakymv Ha

NpOBepOYHbI/ NakeT (B ceKyHAaX).
3HayeHVe nNo ymMonyaHuo — 1. 3HayeHune
JIOJ/IXHO 6bITb B AMana3oHe [1, 15].

packet-size

Lenoe uucno

Pa3mep rnakeTa CoriacHo NpoTokKony type.

[na Tnna tcp pasmep naketa no
yMONYaHWo coctaBnsieT 52. inanasoH
3HaueHwuwn [52].

[na Tmnos udp 1 icmp pasmMep nakeTa no

ymMoJidaHuto coctasnset 60. lnana3oH
3HayeHwn [28;65535].

max-ttl

Lenoe u4ucno

MakcrManbHOe KO/INYecTBO NPOX0oA0B
(3HaveHMe MakcMasibHOro CPOKa XM3HM)
TPacCcMpOBKN. 3HaYEHMe Mo YMONYAHNIO —
30. 3HaueHMe J0/IKHO BbITb B AMana3oHe
[1,255].

port

Lenoe uucno

|_|OpT Ha3HayeHuns.

[na Trvna tcp no ymonyaHumio Ncnonb3yeTtcs
rnopt 80.

Ana Tvna udp No yMoNYaHuo NCNosb3yeTcs
nopt 33434.

[na Tmna icmp No ymMonyaHuio
ncnonb3yetcs nopt 1.

source-address|Crpoka Appec ncxogsilero nHtepdeiica.
source-interface|CTpoka NHTepdeinc ans ncnonb3oBaHWA B KauecTse
HTepderica-NCTOYHNKA B UCXOAALLMNX
nakerax.
type tcp TCP npoTtokonn.
udp UDP npotokoJ. Ncnonb3yeTtcs no
YMOJITYaHUIO.
icmp ICMP npoTokon.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHne |OnucaHue

tos Lenoe umucro |Tun O6CNyXrBaHWA. 3HaYeHMe Mo
yMonyaHuo — 0. 3HaueHue A0/IKHO 6bITb

B AnanasoHe [0;255].

(tools)> traceroute ya.ru count 5 interval 5

starting traceroute to ya.ru...
traceroute to ya.ru (213.180.193.3), 30 hops maximum, 60 byte
packets.

1 192.168.111.1 (192.168.111.1) 0.958 ms 0.885 ms 2.946 ms
11.275 ms 10.934 ms

2 testl.ru (193.0.111.3) 9.125 ms 7.263 ms 5.352 ms 2.146 »
ms 12.224 ms

3 test2.ru (193.0.111.2) 11.6106 ms 9.378 ms 7.236 ms 15.399 »
ms 6.327 ms

4 178.108.133.57 (178.108.133.57) 4.325 ms 20.235 ms 10.831 »
ms 8.463 ms 7.232 ms

5 iki-crs.comcor.ru (62.117.100.134) 5.153 ms 10.526 ms »
5.738 ms 3.137 ms 13.886 ms

6 213.79.127.21 (213.79.127.21) 30.260 ms 2.883 ms * 27.922 »
ms 3.487 ms

7*****

8 fol2-c4-ae8.yndx.net (87.250.239.80) 9.815 ms 8.340 ms »
fol5-c2-ae7.yndx.net (87.250.239.84) 5.451 ms 3.637 ms 5.221 ms
9 * fol5-c2-ael5.yndx.net (87.250.239.24) 2.990 ms * 19.063 »
ms *

10 * * * www.yandex.ru (213.180.193.3) 2.017 ms *
process terminated

v

v

Bepcus OnucaHve

2.00 JobaBneHa komaHaa tools traceroute.

3.132 udpxy

OnucaHwne
Mpe¢ukc no

MeHsieT HacTpoWiKKn

[JoCTyn K rpynne KOMaHz ANt HACTPOKM NapameTpoB Ldpxy.

HeT

Het

MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny

CuvHoncuc

WcTopus nsmeHeHum

(udpxy)

(config)>  udpxy

Bepcus OnucaHve

2.03 JobasneHa koMmaHaa udpxy
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naBa 3 OnncaHme KOMaHA,

3.132.1 udpxy buffer-size

OonucaHue YcTaHOBUTL pa3mep 6ydepa udpxy. Mo yMon4aHmo NCNONb3YeTcs 3HaYeHne
2048.

KomaHga ¢ npedurkcom no cobpacbiBaeT pa3mep bydepa B 3HaveHme no
YMONYaHWUIO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CnHoncuc (udpxy)> buffer-size«size
(udpxy)> no buffer-size
AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne
size lenoe uucno |Pa3mep bydepa B banTax. MoxeT NpUHUMaTL
3HayeHWsa B npegesnax ot 1 Ao 1048576.
NMpumep (udpxy)> buffer-size 500
Udpxy::Manager: a buffer size set to 500 bytes.
VICTOleﬂ N3MeHeHUnA Bepcmﬂ onucaHvie

2.04 Job6asneHa komaHaa udpxy buffer-size.

3.132.2 udpxy buffer-timeout

OnucaHwne YCTaHOBUTbL TaillM-ayT AN XpaHeHWs AaHHbIX B bydepe udpxy. o ymonyaHumio
ncnosb3lyeTcs 3HaveHne 1.

KomaHga ¢ npedunkcom no yctaHaBAMBaET TallM-ayT MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CnHoncuc I (udpxy)>  buffer-timeout «timeout>

I (udpxy)> no buffer-timeout
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AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

AprymeHT 3HauyeHue

OnucaHue

timeout Llenoe u4ucno

3HaueHue TaliM-ayTa B cekyHgax. MoxeT
NPUYHUMAaTL 3HaYeHWs B Npejenax ot -1 Ao
60.-1 — HeorpaHW4eHHbIN TarM-ayT.

(udpxy)> buffer-timeout 10
Udpxy: :Manager: a hold data timeout set to 10 sec.

Bepcus OnucaHve

2.04 JobasneHa komaHaa udpxy buffer-timeout.

3.132.3 udpxy interface

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

CBsi3aTb UdpXy C yKa3aHHbIM NHTepdelicoM. Mo yMonyaHnio NprBsi3ka He
HaCcTpOeHa 1 UCMOoNb3yeTcs TekyLlee NOAKIOYEHME K MHTEPHETY.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpallaeT 3HayeHne no yMmoadaHuio.

Ja
Ja

Het

(udpxy)> no interface

(udpxy)> interface <interface»

AprymeHT 3HauyeHue

OnuncaHue

interface UHTepgeic

MonHoe nMs NHTepderca Nnn NCeBLOHNM.
CrncoK AOCTYMHbIX UHTEPdECOB MOXHO
YBUAETL C MOMOLLbIO KOMaHAbI interface
[Tab].

(udpxy)> interface [Tab]

Usage template:

interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
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(udpxy)> interface ISP
Udpxy: :Manager: bound to FastEthernet0/Vlan2.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.02 Job6asneHa komaHaa udpxy interface.

3.132.4 udpxy port

OnucaHwue YcraHoBuTb nopt gnsd HTTP-3anpocos. 1o yMoa4aHuio NCrosib3yeTcs
3HaueHVe 4022.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (udpxy)>  port port>
(udpxy)> no port

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

port lenoe umucno |Homep nopta. MoxeT NnpyUHMUMaTb 3HaYeHs

B npegenax oT 0 Ao 65535.

MNpumep (udpxy)> port 2323

Udpxy: :Manager: a port set to 2323.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.03 JobasneHa komaHaa udpxy port.

3.132.5 udpxy renew-interval

OnucaHwue YCTaHOBUTb Neprog BO306HOBIEHMS NOAMUCKA Ha MyAbTMKacT-KaHan. o
YMONYaHMIO NCMONb3YeTCs 3HaYeHme 0, TO eCTb MOANMCKa He BO306HOBAETCS.

KomaHaa ¢ npeprKcom no Bo3BpaLLAeT 3HayeHne Mo YMONYaHWIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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CnHoncuc (udpxy)> renew-interval «renew-interval
(udpxy)> no renew-interval
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
renew-interval|lenoe uucsno |lNepmoj BO306HOBAEHNSA NOAMNMNCKA B
cekyHAax. MoxeT npyHMMaTb 3Ha4YeHUs B
npegenax ot 0 Ao 3600.
Mpumep (udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue
2.03 JobasneHa komaHaa udpxy renew-interval.

3.132.6 udpxy timeout

OnucaHue YCTaHOBUTb TaiM-ayT coeAnHeHMs. 10 yMOAYaHMI0 NCNOb3yeTcs 3HaYeHne
5.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoa4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (udpxy)>  timeout <timeout>
(udpxy)> no timeout

AprymeHTbI AprymeHT  |3HaueHue |OnucaHune

timeout lenoe umcno |3HauveHue TaiM-ayTa B cekyHAax. MoxeT

NMPUHMMaTb 3HaYeHUA B Npejenax ot 5 0 60.

Npumep (udpxy)> timeout 10

Udpxy::Manager: a stream timeout set to 10 sec.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHaa udpxy timeout.
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3.133 upnp forward

OnucaHwue JobaBuTb NnepeHanpasnstoLlee npasuno UPnP.
KomaHga ¢ npedunkcom no yaanaeT npasuio U3 crmcka.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Tun nutepdeiica IP

CuHoncnc (config)> upnp forward «protocols [ interface]<addresss port;

(config)> no upnp forward [ <indexs | («protocols <caddress; port>)]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

protocol tcp [lo6aBUTbL/yAanuTbL NPaBUNO ANS NPOMOKOAa

TCP.
udp [o6aBnTb/yaanuTb NPaBuIo ANS NPOMoKoaa

UDP.

interface UHTeppeic BbyaeT go6asneHo NpaBWIO A8 yKa3aHHOIo
nHTepderica.

address IP-agpec ByaeT gobaBneHo/yganeHo NpaBuIo AN
ykasaHHoro IP-agpeca.

port Uenoe umucno |byaet gobaBneHo/yaaneHo NpaBuio Ans
yKa3saHHOro rnopra.

index UYesnoe uucno |byaet yaaneHo NpaBUIo C yKaszaHHbIM
NOpPAAKOBbLIM HOMEPOM.

MCTOpMﬂ N3MeHeHUnA Bepc”ﬂ onvicaHue

2.00 JobasneHa komaHaa upnp forward.

3.134 upnp lan

OnucaHune YkazaTb LAN-uHTepdelic Ha KOTOpOM 3anyLieHa cnyxba UPnP. Cnyxba
paboTaeT TONbKO ANA OAHOrO CerMeHTa ceTu.

KomaHaa ¢ npepurKcoM no oTMeHsIeT HaCTPOIKY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

IP

(config)>

(config)> no upnp lan

upnp lan <interface;

AprymeHT

3HavyeHue

OnucaHue

interface

UHTEppelc

MonHoe nmsa nHTepdeinca nim NCeBLOHNM.
CrnncoK AOCTYMHbIX NHTepdericoB MOXHO
yBUZETb C MOMOLLbIO KOMaHAbI interface
[Tab].

(config)> upnp lan [Tab]

Usage template:
lan {interface}

Choose:
GigabitEthernetl

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl
GuestWiFi

(config)> upnp lan PPTPO

using LAN interface: PPTPO.

Bepcus

OnucaHune

2.00

JlobasneHa komaHAa upnp lan.

3.135 upnp redirect

Jo6aBnTb Npasuno TpaHcnauum UPnP nopTa.

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

KomaHga ¢ I'Ipeq)I/IKCOM no yAandeT npaBunno n3 cnmcka. Ecnn BbINONHNTL
KOMaHAy 6e3 aprymeHTa, To BeCb CMCOK npaBun 6yAET OYuLLEeH.

Aa
Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

IP
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Cunoncuc (config)> upnp redirect protocols <interface port> <to-address [
to-port]
(config)> no upnp redirect [and forward | [ <index> | (¢protocols ports)
11
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
protocol tcp Jo6aBnTb/yaanuTb NPaBUIO ANSA MPOTOKOA
TCP.
udp [lo6aBUTL/yAanuTL NPaBUIO ANSA MPOTOKO/IA
UDP.
interface UHTEepperic ByaeT go6aBneHo NpaBWIo A8 yKa3aHHOIo
nHTepoderica.
port Lenoe umucno |byaet gobasneHo/yganeHo npaBuao Ans
yKa3aHHOro rnopra.
to-address |IP-aapec byneT fobaBneHo/yaaneHo NpaBuIo Ans
yKa3aHHOro agpeca HasHaueHus.
to-port Uenoe uucno |byaet gobaBneHo/yfaneHo npaBuIo A1
YyKa3aHHOro rnopta HazHaveHus.
and forward |Kiwoyesoe Cnvckun npasna nepecbInKn
C/10BO nepeHanpasneHus 6yayT yaaneHsbl.
index UYenoe uucno |byaet yaaneHo NpaBuao C yKaszaHHbIM
NOpPAAKOBbLIM HOMEPOM.
VICTOpI/IH N3MEeHeHUn Bepcmﬂ onvicaHue
2.00 [JobaeneHa komaHaa upnp redirect.
3.136 user
OnucaHue JocTtyn K rpynne KOMaHA ANs HaCTPOMKM NapaMeTpoB yYeTHOW 3anmcu
nonb3oBaTens. Ecnm yyeTHas 3anncb He HalijleHa, KOMaHAa NbITaeTcs ee
CO34aThb.

MprMmeyaHve:  YdyeTHas 3annchb C 3ape3epBUPOBaHHBIM UMeHeM admin He
MOXeT bbITb yaaneHa. Kpome Toro, y nonb3oBaTtens admin
HeNb34 yAanuTb NPaBo A0CTYMNa K KOMaHAHOW CTPOKe.

KomMaHga ¢ npedpurKcom no yaansieT yueTHYH 3anncb NoJib30BaTess.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

Bxo>xaeHue B rpynny (config-user)
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CuvHoncuc

AprymeHTbl

UcTopuns nameHeHuii

(config)>  user name>

(config)> no user name>

AprymeHT 3HauyeHue OnuncaHwue

name Ctpoka ViMst nonb3oBartens.
Bepcus OnucaHve
2.00 JlobaBneHa KOMaHAa user.

3.136.1 user password

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncumc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

YKa3aTb naponb nosb3oBatens. [Naponab xpaHuTtca B Buae MD5-xewua,
BbIYMNCJIEHHOIO N3 CTPOKW «user:realm:password». realm 3To Ha3BaHue

MoZenun ycTpoiictea 13 daiina startup-config. txt.

KomaHza npnHMMaeT aprymMeHT B BUAE OTKPbITOM CTPOKM AW 3HaYEHUSA
xew-dyHKLUMM. CoOXpaHeHHbI Napo/ib MCNOJIb3yeTcs AN ayTeHTUdrKaumm
nonb3oBaTens.

KomaHaa ¢ npeprkcom no yaanseT naposb, YTo6bl Nob30BaTeNb MOT
NoNyYnTb AOCTYN K YCTPOMNCTBY 6€3 ayTeHTUdrKaLmmn.

Ja
Ja
Het
(config-user)>  password (md5 chash> | password>)

(config-user)> no password

AprymeHT 3HauyeHue OnuncaHwue

hash Crpoka 3HayveHvie MD5-xewwa.

password CTpoka 3HaueHVe Naposs B OTKPLITOM BUAE, U3
KOTOPOro aBTOMAaTNUeCKN BblUNCASAETCS

3Ha4yeHne Xella.

(config-user)> password 1111
Core::Authenticator: Password set has been changed for user »
"test".

Bepcus OnucaHue

2.00 Jo6aBneHa koMaHaa user password.
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3.136.2 user tag

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpoWiKKn

MpVCBONTL YyYETHO 3anncK cneynanbHy MeTKy, Hamdme KOTOpPOoW
npoBepsieTcs B MOMEHT aBTOpM3aLyv NoAb30BaTeNs U BbIMNOJHEHUN UM
nobbIX fencTBui B cucteme. Habop AonyCcTUMbIX 3HaYEeHN MEeTKW 3aBUCUT
OT GYHKLMOHANBbHbBIX BO3MOXHOCTEM cncTeMbl. MNMoHbIN CNUCOK NpUBeAeH
B Tabnuue HMxXe.

OpHoi yl-IeTHOI7I 3afncn MO>KHO Ha3Ha4YUTb HECKOJ/IbKO pa3HbIX METOK, BBOAA
KOMaHA4Yy MHOIOKpaTHO. Ka>|<,u,y+o MeTKY MO>XHO pacCMaTpuBaTb KakK
npeaocraBneHne Nnm orpaHmn4yeHme onpeaeneHHbIX npas.

KomaHaa ¢ npeprkcom no yaanseT 3ajaHHy0 MeTKy.

MprmeyaHwe:

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTbI

(config-user)>

(config-user)>

YuyeTHoOI 3anmcy admin HeMb39 NPUCBOUTL MeTKy readonly
n yaanutb MeTky cli nam ssh.

tag «tag>

no tag [ <tag ]

AprymeHT 3HauyeHue OnuncaHwue
tag cli JocTtyn K kKoMaHgHo ctpoke (TELNET m SSH).
readonly 3anpeT BbINONHEHUA KOMaHJ, MEHSAHOLLLNX
HaCTPOMKM.
http-proxy |foctyn kK HTTP proxy.
http JocTtyn Kk Web-uHTepdelicy.
afp Aoctyn K USB xpaHunuily 4epes Apple File
Protocol.
printers JocTtyn Kk USB-npuHTEpam rno npoTokoay
SMB/CIFS.
cifs MogkntoueHwe K cnyxbe Gainnos v NpUHTEPOB
Windows.
vpn-dlna MogxntoveHme K DLNA ana TyHHeneih PPTP,
L2TP/IPSec, SSTP.
ftp MopkntoueHme K BcTpoeHHoMY FTP-cepeepy.

ipsec-xauth

MNogknroyeHre K BCTPOEHHOMY
IPsec/XAuth-cepBepy.

ipsec-12tp

MoaxkntoueHmne K BCTPOEHHOMY
L2TP/IPSec-cepBepy.
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AprymeHT 3HauyeHue OnuncaHwue

opt JocTyn K cepBrcaM nog ynpasieHnsam
OptWare.

sftp Joctyn K painosomy cepsepy SFTP

sstp MoakntoveHme K BCTpoeHHoMy SSTP-cepBepy.

torrent Bxog B HTepdelic ynpasieHUsa KINEHTOM
dainoobMeHHbIX ceTeln BitTorrent.

vpn MoaknroueHve K BCTpoeHHOMY PPTP-cepBepy.

webdav Aoctyn K painosomy cepsepy WebDAV.

Mpumep

(config-user)> tag cli
Core::Authenticator: User "admin" tagged with "cli".

(config-user)> tag readonly
Core::Authenticator: User "my" tagged with "readonly".

(config-user)> tag http-proxy
Core::Authenticator: User "admin" tagged with "http-proxy".

(config-user)> tag http
Core::Authenticator: User "admin" tagged with "http".

(config-user)> tag afp
Core::Authenticator: User "test" tagged with "afp".

(config-user)> tag printers
Core::Authenticator: User "admin" tagged with "printers".

(config-user)> tag cifs
Core::Authenticator: User "admin" tagged with "cifs".

(config-user)> tag vpn-dlna
Core::Authenticator: User "enpa" tagged with "vpn-dlna".

(config-user)> tag ftp
Core::Authenticator: User "admin" tagged with "ftp".

(config-user)> tag ipsec-xauth
Core::Authenticator: User "admin" tagged with "ipsec-xauth".

(config-user)> tag ipsec-12tp
Core::Authenticator: User "admin" tagged with "ipsec-12tp".

(config-user)> tag opt
Core::Authenticator: User "admin" tagged with "opt".

(config-user)> tag sftp
Core::Authenticator: User "test" tagged with "sftp".

(config-user)> tag sstp
Core::Authenticator: User "admin" tagged with "sstp".
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(config-user)> tag torrent
Core::Authenticator: User "admin" tagged with "torrent".

(config-user)> tag vpn
Core::Authenticator: User "admin" tagged with "vpn".

(config-user)> tag webdav
Core::Authenticator: User "test" tagged with "webdav".

(config-user)> no tag readonly

Core: :Authenticator: User "admin": "readonly" tag deleted.
WcTopuns nsmeHeHunit |Bepcus onuvcaHue

2.00 JobaBneHa koMaHga user tag.

2.04 [JobasneHa meTka vpn.

2.06 [Jlo6aBneHbl MeTKkM opt 1 ipsec-xauth.

2.10 JlobasneHa meTka http-proxy.

2.1 JobasneHa meTka ipsec-12tp.

2.12 [JobasneHa meTka sstp.

3.04 Job6aeneHbl MmeTkn vpn-dina, sftp n webdav.

3.137 vpn-server

OnucaHue JocTyn K rpynne KOMaHA, 415t HACTPOMKM NapameTpoB cepsepa VPN.
Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

BxoxxageHue B rpynny (vpn-server)

CvHoncmc (config)>  vpn-server
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.04 [JobaeneHa KomaHza vpn-server.

3.137.1 vpn-server dhcp route

OnucaHwue HasHaunTb MapLupyT, nepesaBaemMblii Yepes coobLeHmns DHCP INFORM,
KnneHtam VPN-cepsepa.

KomaHaa ¢ npe¢rKcom no oTMeHsIeT Nosly4eHne ykasaHHOro MapLupyTa.
Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMEeHEHO NoJlyYeHme Bcex
MapLLpYTOB.
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Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (vpn-server)>  dhcp route caddress» inask»
(vpn-server)> no dhcp route [ «address» anasks ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IP-appec Afpec ceTeBOro K/MeHTa.
mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTsyeT ABa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOI ANNHbI Npeduikca (Hanpumep, /24).
Npumep (vpn-server)> dhcp route 192.168.2.0/24

VpnServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(vpn-server)> no dhcp route

VpnServer: :Manager: Cleared DHCP INFORM routes.

UcTopusa nsmeHeHwnii

Bepcus

OnucaHune

2.12

JobasneHa komaHaa vpn-server dhcp route.

3.137.2 vpn-server interface

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncunc

AprymeHThl

Het

(vpn-server)>

CesasaTtb cepBep VPN ¢ ykazaHHbIM MHTepdencom.
KomaHgaa ¢ npedrKcom no paspbiBaeT CBA3b.

Ja
Ja

interface <interfaces

(vpn-server)> no interface

AprymeHT

3HayeHue

OonvcaHune

interface

UHTEpPerc

MonHoe nMsi MHTepdeiica v NCeBAOHUM.
CNMCOK JOCTYMHbIX MHTepdeicoB MOXHO
YBMAETb C MOMOLLIbIO KOMaHAb! interface
[Tab].
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NMpumep (vpn-server)> interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0
AccessPoint

(vpn-server)> interface FastEthernet0/Vlanl
VpnServer: :Manager: Bound to FastEthernet®/Vlanl

(vpn-server)> no interface
VpnServer::Manager: Reset interface binding.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.04 JlobaBneHa koMmaHza vpn-server interface.

3.137.3 vpn-server ipvécp

OnucaHwue Brntounte nogaepxky IPv6. Ans kaxxaoro VPN-cepsepa cozaatotcss DHCP-niynbl
IPv6. Mo ymMonyaHuo HacTpoika OTKOYeHa.

KomaHga ¢ npedumkcom no oTkaoyaeT nogaepxky IPve.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (vpn-server)>  ipvécp

I (vpn-server)> no ipvécp

Mpumep (vpn-server)> ipvécp
VpnServer: :Manager: IPv6 control protocol enabled.

(vpn-server)> no ipvécp
VpnServer::Manager: IPv6 control protocol disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.00 JobasneHa KoMaHAa vpn-server ipvécp.
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3.137.4 vpn-server Icp echo

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

OnpeaenuTb NpaBuna TecTupoBaHua PPTP-noakntoueHnin cpegcreamm LCP

echo.

KomaHga ¢ npedurkcom no oTknto4aeT LCP echo.

Ja
Ja

Het

(vpn-server)>

lcp echo <intervals <count> [adaptive]

(vpn-server)> no lcp echo

AprymeHT 3HayeHue |OnucaHve
interval Lenoe VHTepBan mexay oTnpaskamu LCP echo, B
unco cekyHgax. Ecnu B Te4eHVe yka3aHHOro
NHTepBasia BpeMeHu OT ya/ieHHOM CTOPOHbI
He 6b11 nonyyeH LCP 3anpoc, e byaeT
OTnpaB/ieH Tako 3aMpocC C OXMAaHeM oTBeTa
LCP reply.
count Uenoe KonnuyecTBo oTrnpaBneHHbIX NoApsij 3anpocoB
yucnao LCP echo Ha kOoTOpble He 6bI/1 NONyYeH OTBET
LCP reply. Ecnmn count 3anpocos LCP echo
OoCTanucb 6e3 0TBeTa, CoenHeHne byaeT
pa3opBaHo.
adaptive Knwyesoe |Pppd 6yget oTnpasnaTk 3anpoc LCP echo
C/10B0 TONbKO B TOM C/lyyae, eCnu OT y4aneHHoro y3na

HeT Tpaduka.

(vpn-server)> lcp echo 5 3
LCP echo parameters updated.

Bepcusa

OnucaHune

2.06

JlobaBneHa komaHAa vpn-server lcp echo.

3.137.5 vpn-server lockout-policy

OnucaHune

3afaTb NapameTpbl OTCIEXMBAHWS MOMbITOK BTOPXEHWUS NyTéM nepebopa

naponei VPN-cepeepa. Mo ymonvaHuio dyHKLMA BKAOUeHa. Ecnv B kavecTse

aprymMeHTa Ucrnosib3yeTcs 0, Bce napaMeTpbl OTC/IEXMBaHMA nepebopa 6yayT
c6poLueHbl B 3HaYeHWs Mo YMOYaHMIO.

KomaHga c npedurkcom no oTkaroyaeT obHapyXeHne nogoopa.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

Ja
Ja

Het

(vpn-server)>  vpn-server lockout-policy <threshold [«duration [
<«observation-window ]]

(vpn-server)> no vpn-server lockout-policy

AprymeHT 3HauyeHue OnucaHwue

threshold Uenoe uucno |Konnyectso HeyAauHbIX MOMbITOK
BX0Za B cucTeMy. Mo ymonyaHuio
yCTaHOB/IEHO 3HayeHue 5. MoxeT
MPUHMMaTL 3HaYeHUS B Npeaenax ot
2 [0 20.

duration Uenoe 4ucno |MpogonxKmnTensHOCTL 3anpeTa
aBTOpM3aUUU AN YKa3aHHOro
IP-agpeca B MUHyTax. o ymonyaHutio
YCTaHOB/IEHO 3HaueHue 15. MoxeTt
MPUHNMAaTb 3HaYeHUS B Npeseniax oT
1 po 120.

observation-window |Jesoe 4wucno |MpofONXUTENbHOCTL HAabMAEHNS
3a NOA03PUTENIbHON aKTUBHOCTbLIO B
MUHyTax. [1o ymonyaHuio
YCTaHOBJ/IEHO 3Ha4yeHve 3. MoxeT
NPUHVUMAaTb 3HaYeHNs B Npejenax ot
1 ao 20.

(vpn-server)> lockout-policy 10 30 2
VpnServer::Manager: Bruteforce detection is reconfigured.

(vpn-server)> no lockout-policy
VpnServer: :Manager: Bruteforce detection is disabled.

(vpn-server)> lockout-policy 0
VpnServer::Manager: Bruteforce detection reset to default.

Bepcus OnucaHue

3.01 Job6asneHa komaHaa vpn-server lockout-policy.

3.137.6 vpn-server mppe

OnuncaHune

YcTaHoBUTb pexunm ans wndposaHus MPPE. 1o yMOAYaHNIO NCMO/b3yeTCs
KU AnnHom 40 6uT.

KomaHza ¢ npedurKcoM no oTKNoYaeT BblbpaHHbIV PeXxXuM.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(vpn-server)>  mppe anode»

(vpn-server)> no mppe node>

AprymeHT 3HauyeHue OnuncaHwue

mode 40 AnnHa kntova windposaHms 40 6uT.

128 AnviHa knto4a wndposaHus 128 6uT.

(vpn-server)> mppe 40
VpnServer: :Manager: Set encryption 40.

Bepcusa OnucaHve

2.05 JlobaBneHa KOMaHAa vpn-server mppe.

3.137.7 vpn-server mppe-optional

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

BkntounTs winpposaHue VMPPE.

KomaHga ¢ npedurkcom no oTkaro4aeT WwudpoBaHume.
Ja

Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

I(vpn-server)> mppe-optional

I (vpn-server)> no mppe-optional

(vpn-server)> mppe-optional
VpnServer::Manager: Unencrypted connections enabled.

Bepcus OnucaHue

2.04 JobasneHa KOMaHAa vpn-server mppe-optional.
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3.137.8 vpn-server mru

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

NcTopusa nsmeHeHum

YcTraHoBUTL 3HaveHue MRU koTopoe byaet nepeaaHo PPTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHza c npe$urKcom no ycTaHaBNMBaET 3HaUYeHNe Mo yMOoNYaHuIo.
Ja

Ja

Het

(vpn-server)>  mru«alue

(vpn-server)> no mru

AprymeHT 3HayeHue OnuncaHue

value lenoe 4ucno |3HauveHve MRU. MoXeT MpUHMMaTL 3HaYeHNs
B npegenax oT 128 o 1500 BkAoUMTEIbHO.

(vpn-server)> mru 200
VpnServer::Manager: mru set to 200.

Bepcus OnucaHue

2.04 JobaBneHa KOMaHAa vpn-server mru.

3.137.9 vpn-server mtu

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKu
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

YcTaHOBUTbL 3HaueHwe MTU, koTopoe byseT nepegaHo PPTP-cepeepy. Mo
YMONYaHWIO NCMOJIb3yeTcsd 3HaueHve 1350.

KomaHga ¢ npedurkcom no yctaHaBAMBaeT 3HaYeHMe No yMOYaHUIo.
Ja

Ja

HeTt

(vpn-server)>  mtu walue»

(vpn-server)> no mtu

AprymeHT 3HayeHue OnucaHue

value Lenoe 4ucno |3HauveHwe MTU. MOXeT NPUHUMATb 3HaYeHNs

B npegenax oT 128 o 1500 BkAOUYMTENBHO.
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naBa 3 OnncaHme KoMaHp,

Mpumep (vpn-server)> mtu 200
VpnServer::Manager: mtu set to 200.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobaBneHa KOMaHaa vpn-server mtu.

3.137.10 vpn-server multi-login

OnucaHue PazpewnTtb nogkntoveHme K cepepy VPN HeCkonbkuX nosb3oBaTteneil ¢
OZlHOTO aKKayHTa.

KomaHga ¢ npedrnKcom no oTKIUaeT 3Ty BO3MOXHOCTb.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (vpn-server)>  multi-login

I (vpn-server)> no multi-login
Mpumep (vpn-server)> multi-login

VpnServer: :Manager: multi login enabled.
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.04 JlobaBneHa komaHAa vpn-server multi-login.

3.137.11 vpn-server pool-range

OnucaHwue HasHaunTb Nyn agpecos A/S KINEHTOB, NoAkntovaroLmxcsa kK cepsepy VPN.
KomaHga ¢ npedumkcom no yganset nyn.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (vpn-server)>  pool-range <begim [«sizes]
(vpn-server)> no pool-range

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
begin IP-agpec HauvanbHbIll agpec nyna.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

size UYenoe uucro |Pasmep nyna. MoXeT NpUHMMAaTL 3HaYeHUA
B npegenax ot 1 Ao 64 BkAroUMTEeNbHO. ECn
pa3mMep He ykasaH, OH onpegesnseTcs
aBTOMaTUYeCcKn B 3aBUCMMOCTU OT
yCTpolicTBa.

(vpn-server)> pool-range 172.168.1.22 20
VpnServer: :Manager: Configured pool range 172.168.1.22 to »
172.168.1.41.

(vpn-server)> no pool-range
VpnServer: :Manager: Reset pool range.

Bepcus OnucaHve

2.04 [JlobaBneHa KkoMaHga vpn-server pool-range.

3.137.12 vpn-server static-ip

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

HasHaunTb IP-agpec nonb3oBaTento. Mosb30BaTeb B CUCTEME JO/DKEH UMETH
MeTKy vpn.

KomaHza ¢ npedpurkcom no yaanaet npuBasky.
Ja
Aa
Ja
(vpn-server)>  static-ip <name> «address»

(vpn-server)> no static-ip <name>

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka JTorvH.

address IP-agpec HasHauvaembili IP-agpec.

(vpn-server)> static-ip test 172.16.1.35
VpnServer: :Manager: Static IP 172.16.1.35 assigned to user "test".

(vpn-server)> static-ip test
VpnServer: :Manager: Static IP address removed for user "test".

Bepcus OnucaHue

2.04 JobaBneHa KoMaHAa vpn-server static-ip.
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3.138 yandexdns

OnucaHwne JocTtyn B rpynny KomaHa Ansa HacTporiku npobunein Yandex.DNS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (yandexdns)

CunHoncmc (config)>  yandexdns
WcTopuns nsmeHeHnit |Bepcus onucaHue
2.01 JobaBneHa komaHaa yandexdns.

3.138.1 yandexdns assign

OnuncaHune Ha3HauunTb TYNbI 419 XOCTOB. [10 yMOYaHUIO A/151 BCeX XOCTOB UCMOJIb3yeTcs
Tun safe. default MoxeT ObITb Ha3Ha4YeH TO/ILKO O4HOMY XOCTY.

KomaHaa ¢ npeprKcom no Bo3BpaLLaeT 3HayeHre Mo YMONYaHWIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (yandexdns)>  assign [ <hosts]<type»
(yandexdns)> no assign [ <hosts ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host MAC-agpec XOCT, K KOTOPOMY MPUMEHSAEeTCH T/
bunbTpaumn. Ecan He ykasaH, Tmn
NPUMEHSETCA KO BCEM XOCTaM.
type default PunbTPaLMA He UCNONb3YeTCs.
safe 3almTa OT BPeJOHOCHbLIX 1 MOLLEHHNYeCKUX
CanToB.
family 3aKpbIT AOCTYN K BPe4OHOCHLIM
MOLLEHHNYeCKMM CaliTam, a Takxe K pecypcam
ANS B3POC/bIX.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.01 JobasneHa komaHaa yandexdns assign.
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3.138.2 yandexdns check-availability
OnucaHue MpoBepuTb AOCTYNHOCTL CNyX6bl Yandex.DNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (yandexdns)> check-availability
Mpumep (yandexdns)> check-availability
available
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue
2.06 [JobaeneHa komaHza yandexdns check-availability.

3.138.3 yandexdns enable

OnucaHune 3anycTnTb cnyxoby Yandex.DNS.

KomaHga ¢ npednkcom no ocTaHaBAMBAET CNIYXKOy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc I (yandexdns)>  enable

I (yandexdns)> no enable
Npumep (yandexdns)> enable

YandexDns::Client: Yandex DNS is enabled.
NcTopusa nsmeHeHum Bepcus onwvcaHve

2.01 Job6asneHa komaHaa yandexdns enable.
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noccapwin

Address and Control Field
Compression

Address Resolution Protocol

AdGuard DNS

Airtime Fairness

Authenticated Encryption
with Associated Data

Automatic Certificate
Management Environment

[noccapui

LCP HacTpoiika, obecneynBatoLlas cxaTue noneii Address u Control
KaHaNbHOro ypoBHS.

NPOTOKOJ onpejeneHuns agpeca, NPOTOKON KaHaNbHOro YPOBHS,
npegHa3HaveHHbIV Ana onpegeneHns MAC-agpeca no n3BecTHOMY
IP-agpecy. Hanbonbluee pacnpocTpaHeHve 3STOT NPOTOKO NOAYYn
6narofaps noBcemMecTHOCTU ceTeid IP, nocTpoeHHbIX nosepx Ethernet,
MockoJsibKy npaktnyecku B 100% cnyyaes npu TaKOM coyeTaHumn
ncnonb3yetcs ARP. MNpeobpa3oBaHuve afpecoB BbIMOIHAETCS MyTem
novcka B Tabnuue, Tak HasbiBaeMoil ARP-Tabnnue. OHa cogepxuT
CTPOKM AN5 KaXAOro y31a ceTu. B AByx ctonbuax cogepxatcs IP- 1
Ethernet-agpeca. Ecnn TpebyeTtca npeobpasoBath IP-agpec B
Ethernet-agpec, To vLLeTCA 3aNnCb C COOTBETCTBYOLWNM IP-agpecom.

cepeuc AdGuard ansa 3aWwmThl JoMalLHel ceTn. ObecneymBaeT Tpu
pexunma 3alnTbl:

+ be3 punbTpauunK: 3aLMTa He NCNOb3YeTCs;
* be3 peknambl: 610KMPOBKa peknaMbl, TPEKUHIa U GULLNHTa;

+ CemeiHbI: 610KMpPOBKa pek/iaMbl, TPeKMHra, GULLINHIG, CaliTOB ANs
B3pOC/bIX, @ TakXke 6e3onacHbI MonCK B 6pay3epe.

3TO TeXHONOrsi, NpeAHa3HauYeHHas A/ NOBbILLEHWS 06LLel
NPOV3BOANTENBLHOCTM 6€CNPOBOAHON CETU NYTEM peLLeHNs Npobaembl
C MeZANeHHbIMUN KAMeHTaMW. Mpur BbICOKON aKTUBHOCTU MeZ/1IeHHbIX
yCTPOIiCTB, NponyckHas cnoco6HocTb Wi-Fi ceTn cHxkaeTcs. YTobbl
BbICTPLIM K/IMEHTAM He MPUXOANIOCH XAaTb OHepean Ha nepesady
AAHHBIX, TexHonorus Airtime Fairness orpaHMUMBaeT CeaHc CBA3M C
KIMEHTCKUM YCTPOCTBOM HE KOIMYECTBOM MakKeToB, @ BPEMEHEM NX
nepegauun.

Takke AyTeHTUPMLIMPOBaHHOE LWPOBaHME C NMPUCOEANHEHHBIMM
AAHHbIMU

KNacc 6/10UHbBIX PeXMMOB LWNPPOBaHUS, MPY KOTOPOM YacTb
Co0b6LLeHMA WdpYyeTCs, YacTb OCTAETCS OTKPLITOM, U BCE COObLLEeHNe
LLeNIMKOM ayTEHTUOULMPOBAHO.

ABNAETCA KOMMYHUKALMOHHbBIM NMPOTOKOJIOM A1 aBTOMaT13aLmm
B3aMMOAENCTBUIA MexXay opraHamu ceptudukaLmn 1 Beb-cepsepamm
CBOWX MOfib30BaTesell, N03BO/ISAA aBTOMaTNYeckoe pasBepTbiBaHMe
VHPPaCTPYKTYpPbl OTKPLITLIX KNOYel N0 04eHb HU3KOM LeHe. OH 6bin
pa3pabotaH Internet Security Research Group (ISRG) ansa cBoeii cnyx6bl
wunposaHus Let's Encrypt.
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Band Steering

Challenge-Handshake
Authentication Protocol

Change of Authorization

Cloudflare DNS

Command Line Interface

Common Applications Kept
Enhanced

Compression Control
Protocol

Dead Peer Detection

Device Privacy Notice

3TO PyHKLMSA, KOTOpas NobyxaaeT 6ecnpoBoHbIE KINEHTHI C
NOAAEPXKOWN ABYX AMANa30HOB NOAKIOUYATLCS K MeHee
nepenonHeHHow cetn 5 Iy, 1 octaBnATb ceTb 2,4 [Ty AOCTyNHOW AN
TexX K/IMEeHTOB, KOTOpPbIe NoAjepXMBatoT TONbKO 2,4 [T, Taknm
o6pasom, nponsBoamTensHOCTb Wi-Fi MOXET 6bITh ynyulleHa A5t BCexX
KJINEHTOB.

LUIMPOKO PacrnpoCTpaHéHHbI anropmTM NpoBepKn NOAANHHOCTH,
npeaycmMaTpuvBaloLLMiA nepesady He CaMoro Naposs NonbL3oBaTens, a
KOCBEHHBbIX cBegeHu 0 HEM. CHAP aBnsieTca 6onee 6e3onacHbIM
MeToA0oM, YeM Password Authentication Protocol.

MeXaHW3M AN U3MEeHEeHWs aTpnbyToB ceaHca ayTeHTUdUKaumm u
aeTopu3auumm RADIUS. MNo3BonsieT HaCTPOUTb YXXe aKTUBHbIA ceaHc
KNVeHTa.

3710 ycnyra komnaHum Cloudflare no 3awmre gomaluHen ceTu.
ObecrneumBaeT TpU pexxMma 3aLnThbI;

+ default: 3awuTa oTKNOUEHS;
+ standard: 6e3onacHbIi DNS, 6e3 610KNpOBKY;
* malware: 6;10kMpoBKa BpeAOHOCHbIX MPOrpamm;

+ family: 6nokrpoBka BpegOoHOCHbLIX NPOrpaMm 1 CanTOB AN B3POC/bIX.

HTepderic KOMaHAHOM CTPOKU, Pa3HOBUAHOCTb TEKCTOBOIO

vHTepderica Mexay YenoBekoM 1 KOMMbIOTEPOM, B KOTOPOM

VHCTPYKLMN KOMMBIOTEPY Aat0TCA B OCHOBHOM MYTEM BBOJAA C
KNnaBMaTypbl TEKCTOBbLIX CTPOK (KOMaHJ). TakxKe n3sBecTeH noj
Ha3BaHWEM KOHCO/Ib.

3To NopsfoK GopMMPOBaHUMA oUepean, NCNoNb3yroLWwmnii kak AQM, Tak
1 FQ. OH 06beanHsaeT COBALT, koTopblili aBnseTcs anroputMom AQM,
B KOTOpOM KOMBUHMpytoTca Codel n BLUE, welinep, koTopbli paboTaeT
B pexvmMe gednunTa, 1 pasHoBUAHOCTE DRR++ ana nsonaumm notoka.
8-CTOpOHHEee MHOXeCTBEHHO-aCcCoLMaTVUBHOE X3LIMpPOBaHMe
NCNoNb3yeTcs AN1A BUPTYanbHOMO YCTPAHEHWS CTOIKHOBEHMWIA X3LL e,
MpropuTeTHasa opraHmMsauns odepean 4OCTyNHa Yepes yrpoLLEeHHYIo
peanusaunto diffserv. CAKE ncnonb3syert werinep ¢ AedpuLnTHbIM
pexXxMmMoM paboTbl, KOTOPbIA He NCNob3yeT "Bcnaeck", XxapakTepHbIi
ANng "anropmTtMa TekyLlero segpa". OH aBToMaTU4Yeckn nepejaeT
CTONbKO NaKeToB, CKOJIbKO TpebyeTcsa ANa NojfepXaHns yKazaHHOM
NPONYCKHOM CNOCOB6HOCTU.

MCNob3yeTcs A5 YCTAHOBKM U HACTPOMKIM anropuTMOB OKaTUSA AaHHbIX
Ha PPP.

3TO METOZ, UCMO/b3yeMblii CETEBbIM YCTPOCTBAMMN A/151 MTPOBEPKU
CyLLLeCTBOBAHMSA U AOCTYMHOCTU APYrnX CETEBbIX YCTPOMCTB.

3TO NONIOXeHne 0 KOHOUAEHLUMANbHOCTN ycTpolicTBa Keenetic npw
06paboTke JaHHbIX.
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DHCP NMPOTOKON AMHAMNUECKO KOHPUTYpaLIMK y3/1a, 3TO CETEBOW MPOTOKOS,
NO3BONSOLWNIA KOMMNbIOTEPaM aBTOMaTUYeckn nonyyateb IP-agpec n
ApYyrvie napameTpbl, HeobxoanMble aaa paboTbl B ceT TCP/IP. laHHbIA
NPOTOKON paboTaeT Mo MOAENU «K/IMEHT-CepBep». 119 aBTOMaTU4eCKomn
KOHUrypauum KOMMboTep-KAMeHT Ha 3Tane KOHPUrypaumy ceTeBoro
yCTpoMCcTBa obpaLlaeTcs K Tak Ha3biBaeMomy cepepy DHCP, u
NONyYaeT OT Hero Hy>KHble NnapamMmeTpsl. CeTeBOM agMUHUCTPATOP
MOXeT 3a/aTb AMarna3oH aJpecos, pacrnpejefisieMbliX CEpBepoM cpeau
KOMMbOTEPOB. 3TO NO3BOJIAET N36eXaTb PYUHOM HAaCTPOMKN
KOMMbIOTEPOB CETU N YMeHbLUaeT KOAM4YecTBO owmnboK. MpoTokon
DHCP ncnonb3yetcs B 6onbLumHcTBe ceTeld TCP/IP.

DHCP server DHCP-cepBep ynpasnsieT nynom IP-agpecos 1 nHbopmaumein o
KOHGUIypaLmnm KANeHTCKUX NapaMeTpoB, TakMX Kak LLUA03 Mo
YMONYaHUIO, JOMEHHOE VMS, CepBep NMEH, ApPYrX cepBepoB, Takmnx
Kak cepBep BpeMeHu 1 Tak ganee. [onyyunB KOPPeEKTHbIN 3anpoc,
cepBep BblAaeT KoMmnbloTepy IP-agpec, apeHay (MPoMeXXyToK BpeMeHU,
B TeyeHue koToporo IP-agpec geiicTBuTeNeH) U Apyrne HacTpoeyHble
napameTpsbl IP, Takme Kak Macka NoAceTy v LW03 No yMONYaHuio. B
3aBUCKMOCTM OT peann3aunm, DHCP-cepsep MOXET UMETb TP MeToa
Ha3HayeHws IP-agpecos:

* duHamuyeckoe pacnpedeseHue: CeTeBO aAMUHNCTPATOP Ha3HayaeT
onpegeneHHbln gnanasoH IP-agpecos ans DHCP, 1 kaxabli
KJIMEHTCKWIA KOMMbIOTep B JIOKaNbHOM CeTW HacTpOeH 3anpalunBaTb
IP-agpeca ot DHCP-cepBepa npu nHuumanusaumm cetu. Npouecc
3anpoca v NpejocTaBAeHVs NCMOb3YeT NPUHLMM apeHbl Ha
onpegeneHHbIn cpok, no3sonss DHCP-cepeepy Bo3BpaLLaTh (M 3aTem
nepepacrnpegensts) IP-agpeca, KOTopble He 06HOBAAIOTCS.

* aemomamuyeckoe pacnpedesneHue; DHCP-cepBep Ha NOCTOsIHHOE
NCNob30BaHMe BblgeNnseT NPon3BoJbHbIA CBO6OAHbIN IP-agpec n3
onpegenéHHOro agMMHNCTPaTOPOM AManasoHa. OTOT Crocob
aHaJIornyeH AnHamMmmyeckomy pacnpegeneHuto, Ho DHCP-cepsep
XPaHUT TabvLly NPOLL/bIX Ha3HaveHn IP-agpeca, Tak UTo OH ckopee
BCEro Ha3HauunT KJNEHTY TOT Xe IP-agpec, uTo 1 paHbLue.

« cmamuyeckoe pacnpedeneHue: Cepsep DHCP BbigensieT IP-agpeca
Ha ocHoBe Tabaunubl ¢ napamu MAC/IP-agpecoB, KOTopble
3aNOJIHAOTCA BPYUHYIO (BO3MOXHO, CETEBLIM aAMUHUCTPATOPOM).
IP-agpeca byayT BblAeNATLCSA TONLKO ANSA KIMEHTOB, Ub MAC-agpeca
yKasaHbl B 3TOM Tabauue. 3Ta GyHKUUA (KOTopas NojaepXmnBaeTcs
He BceMu cepBepamm DHCP) Takxe HasbiBaeTcsa CTaTnyeckum
HasHayeHnem DHCP (DD-WRT), dukcmpoBaHHbIM agpecom (no
aokymeHTauum dhcpd), pesepBupoBaHunem agpeca (Netgear),
PesepBupoBaHume DHCP nan Cratudecknin DHCP (Cisco/Linksys) u
PesepsuposaHue IP nan MAC/IP npvssaska (NpovsBogUTENSMUN
pasfINYHbIX APYrUX MapLLUPYTN3aTOPOB).

Diffie-Hellman 3T0 yacTb /KE NpoTOKO/a, NMO3BONSAOLLANA ABYM 1 60siee CTOpOHaM
NoAYyYNTb OBLLNIA CEeKPETHBIV KU, NCMOAb3YS He3alUNLLEeHHbIA OT
NPOC/YLUNBaHWA KaHan cBA3W. MNosly4eHHbIn IPsec KoY NCMob3yeTcs
A4NS WnppoBaHMA JanbHeliwero o6MeHa € MOMOLLbIO a/ITOPUTMOB
CUMMETPUYHOrO W$POBaHNS.
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DLNA

Domain Name System

DNS nosepx HTTPS

DNS nosepx TLS

DNS rebinding

Encapsulating Security
Payload

End-user license agreement

Fast Transition

! https://tools.ietf.org/html/rfc8484
2 https://tools.ietf.org/html/rfc7858
3 https://tools.ietf.org/html/rfc8310

CTaHAApPT, MO3BOAOLMIA COBMECTUMbIM YCTPOCTBaM NepeAaBaTh U
NPUHMMAaTL MO JOMALLHeN CeTU Pa3INYHbI MeJna-KOHTEeHT
(n306pakeHNs1, My3bIKy, BUAEO0), @ TakxXe 0TObpaxaTb ero B pexvme
peanbHOro BpemMeHu. 3TO TeXHOI0rNA A8 COeANHEHNS A0MALLHNX
KOMMbOTEPOB, MOBUBHbIX TeNepOHOB, HOYTOYKOB 1 6bITOBOA
3N1eKTPOHUKWN B e4VHYI0 LMPOBYHO CeTb. YCTPONCTBA, KOTOpble
nogaepxmBatoT cneundurkaymo DLNA, no xxenaHWto nonb3oBaTens
MOTYT HaCTpPaMBaTbCsA N 06 beANHATLCS B AOMALLHION CeTb B
aBTOMaTNYECKOM pexunme.

CUCTEMA JOMEHHbBIX MMEH, KOMMbIOTEPHAs pacrpejenéHHas cuctema
ANst noNyyYeHns nHbopMaLmm o JoMeHax. Yallle BCero Ucnosb3yeTcs
ANst nonyyeHus IP-agpeca no MeHM XocTa (KoMnbloTepa nam
yCTpOIiCTBa), NoNyYeHUs MHGOPMaLMN O MapLLpPYTU3aLUK NOYThI,
06CNYXMBAKOLLMX Y3N1aX A/ MPOTOKO/OB B JOMEHe.

cucTemMa AOMEHHbIX VIMeH, KOMMbIOTepHas pacnpejeneHHas cucremMa
ANs nony4veHns MHGopmMaLmm o JOMeHax C UCNob30BaHNEM
6e30mMacHoi Nnepegaun AaHHbIX MeXAy y31aMu ceTu VIHTepHeT no
npoTokosy HTTPS. 3TOT MeToA 3ak/1to4aeTcsi B MOBbILLEHNI
KoHOMAEHUMANbHOCTY 1 6e30nacHOCTX NoJib3oBaTenel nyTem
npesoTBpaLLeHNs NPOCAYLLUMBAHWSA U MaHUMYAMPOBaHNA AaHHBIMA
DNS c nomoLlkto atak TMna "man-in-the-middle". CtaHAapT onvcaH B
RFC 8484,

crcTeMa OMEHHbIX VIMEH, KOMMbIOTepHas pacrnpejeneHHas cmcrema
A4Ns nonyveHns nHopmMaLmm o JOMeHax C UCNob30BaHNEM
6e3onacHoi nepep,?qm ,ZI,aHHbIXBMe)KAy WNHTepHeT-y3namn. CtaHgapTt
onwucaH B RFC 7858° n RFC 8310°.

dopma KoMMNbIOTepHOW aTaku Ha Beb-cepBuUChl. B faHHO aTake
BpeAOHOCHas Beb-CTpaHMLa 3acTaBseT bpaysep nocetmrens
3anycTUTb CKPUNT, 06paLLaoLWLMIACS K APYTMM CailTaM 1 cepBUCaM.
ATaka MOXeT 6bITb NCNOMb30BaHa A1 MPOHNKHOBEHWS B JIOKaNbHble
CeTu, KOrja aTakyoLLmii 3acTaBnseT Beb-6pay3ep xXepTBbl 06paLLaThCs
K yCTPOWCTBaM MO YacTHbIM (MprBaTHbIM) [P-agpecam v Bo3Bpawatb
pe3ynbTaThl 3TUX ObpaLLeHMiA aTakytoLemy. Takxke ataka MoXeT
MCNOb30BaTbCA A5 TOro, YTOObI MopaXxaeMblii 6pay3ep BbINOAHSAN
OTMpaBkKy cnama Ha Beb-caiThl, 1 ana DDOS-aTak n Apyrmx
BPeAOHOCHbIX AeAHUIA.

3TO YacTb Habopa NpoTokono. IPsec. B IPSec oH obecneunBaeT
NOAJ/IMHHOCTb MPONCXOXAEHUS, LeJIOCTHOCTb U 3aLuTy
KOHOUAEHLMANBHOCTY NaKeToB.

SABNSIETCS OPUANYECKMM A0TOBOPOM MeXAy aBTOPOM MPOrpamMmMHOro
obecneyeHns NIV n3gaTeniemM 1 Nob30BaTeNIeM 3TOr0 NPUIOXKEHWS.

3TO HOBad KoHUenumna poyMmmnHra, Korga Ha4dasibHoe noarsepxgeHume
nogxknto4yeHna K HOBOI TOuKe A0CTyMa BbINONIHAETCA AaXe npexje
yeM KINEeHT NOoAKNHUYNTCA K 3TOW TOuKe AoCTyna.
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Fair Queuing Controlled 3TO NopsAoK GOpPMMPOBaHUNS OUepean, KOTOPLI coveTaeT B cebe FQ

Delay n cxemy CoDel AQM. FQ_Codel ncnonbsyet cToxacTnyeckyro MoAenb
and KﬂaCCVICI)VIKaLLI/II/I BXOAALLMX NMaKeToB B pa3/inyHble MOTOKN
MCMOb3yeTca AN pacnpeaeneHuns NponyckHOM CNoCo6HOCTY Mexay
BCEMU MOTOKaMW, NCMOb3YOLWLNMN oYepeb. Kax bl Tako NOTOK
ynpasnsietca ¢opmmpoBaHmnem odepeaun CoDel.

Fully Qualified Domain VMS JOMEHa, He nMetoLLiee HeOAHO3HAYHOCTel B onpeaeneHunn.

Name BkntovaeT B cebs MeHa BCex poAUNTENbCKUX JOMEHOB VepapXimin
Domain Name System. B HeM yka3blBatoTCA BCe YPOBHU AOMEHa,
BK/IHOUas JOMEH BEPXHEero ypoBHS 1 KOPHEBYH 30HY. [TOIHOCTLIO
onpegeneHHoe JOMeHHOe MMS OT/InYaeTCa OTCyTCTBMEM
ABYCMbIC/IEHHOCTW: OHO MOXET OblTb MHTEPNPETUPOBAHO TONLKO
OZIHMM cnocobom.

Full Cone NAT Takke CtaTnyeckunii NAT, NAT oguiH K 04HOMY, NepeajpecaL s nopTos

3TO eAMHCTBEHHbIN TUMN NAT, B KOTOPOM MOPT NOCTOSAHHO OTKPbLIT U
paspeLuaeT BXoAsLUne CoeANHEHNS C N0boro BHelwHero y3na. Full
Cone NAT conocTaBnseT nybanyHeln IP-agpec n nopt c IP-agpecom un
NOPTOM NOKaNbHONM ceTu. JTlo6oM BHELLHWIA XOCT MOXeT OTNPaBAsATb
JaHHble Ha IP-agpec nokanbHOM ceTV Yepe3 COOTBETCTBYHOLLUIA eMy
IP-agpec n nopt NAT. OTnpaBuTb JaHHble Yepes Apyror NopT He
nonyuntcs. Ctatnyeckuin NAT He06X0aMM, KOrAa ceTeBoe YCTPOCTBO
B YaCTHOW CeTN AOMKHO 6bITb JOCTYMHO U3 VIHTepHeTa.

Generic Routing NPOTOKOJ1 TYHHENIMPOBAHWSA CeTEBbIX MakeToB, pa3paboTaHHbIN

Encapsulation KoMnaHwueli Cisco Systems. Ero ocHoBHOe Ha3HayeHne —
VHKaNcynaums nakeToB CeTeBOro ypoBHs ceteBoi mogenn OSI B IP
nakertbl.

Hash Message OAMH N3 MeXaHM3MOB NPOBEPKM LIeIOCTHOCTU HpOopMaLny,

Authentication Code NO3BONSAOLLNIA rapaHTUPOBaTb TO, UTO AaHHbIE, NepejaBaeMble UK
XpaHsaLmecs B HEHaAEXHOW cpefe, He bbbl M3MEeHeHbI MOCTOPOHHUMMN
muamu.

HTTP Proxy Hypertext Transfer Protocol (HTTP) n HTTPS (HyperText Transfer

Protocol Secure) Proxy — 3T0 Npokcu-cepBep, KOTOPbIA NCMONb3yeT
NpoTOKOJ Nepeaaumn runeprekcra (HTTP) ansa coegrHeHms Beb-cepBepa
n KnveHTa (bpaysepa). HTTPS (HyperText Transfer Protocol Secure)
npokcu paboTaet ¢ SSL (Secure Socket Layer), KoTopbIi ABASETCS
AONOMHUTENbHBIM YPOBHEM 6€30MacHOCTW, HaknabiBaeMbIM Ha HTTP
419 3aWmnThl AaHHbIX. OH noajep>kmBaeT cepTudmKaTbl 6€30NacHOCTY,
KOTOpble NCMONb3YITCA A5 CKBO3HOTO WNPpoBaHUA Tpaduka n
npeAoTBpaLleHns nepexsaTa AaHHbLIX BO BpeMs nepeaayn.
Mpokcu-cepBep, NoaaepXxuvBatoLLmin SSL, ycTaHaBnvBaeT 6e3onacHoe
COeIIHEHME C KJINEHTOM U BE6-CeEpPBEPOM, UTObbLI N36exaThb 1I60ro
BHeLLHero BMeLLaTeNbCTBa.

NaemMnoTeHTHOCTb CBOWCTBO MaTeMaTMYeCcKoro o6beKkTa, KOTOpPOE NPOoABAAETCA B TOM,
4YTO NOBTOPHOE AeMCTBME Haj 06bEKTOM He N3MEHSIET ero.

Inter-Access Point Protocol ~ npoTokon o6MeHa cnyxebHo nHpopmaumein ansa nepesayum JaHHbIX
MeXxzy ToukaMu AocTyna. laHHbI MPOTOKON ABNAETCS
pekoMeHgauuein, KoTopas onncbiBaeT Heobs13aTelbHOe paclLpeHne
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Internet Control Message
Protocol

Internet Group
Management Protocol

Internet Key Exchange

Internet Protocol

Internet Protocol Control
Protocol

Internet Protocol Security

IPsec Passthrough

IPsec Security Association

IEEE 802.11, obecneurBaroLlee 6eCnpoBOAHYHO TOUKY AOCTyMa ANS
KOMMYHUMKaUnn Mmexay cncteMaMim pasHbIX I'IpOVIBBO,D,I/ITEJ'IeI‘/JI.

NPOTOKO/ MeXCeTeBbIX YNPaBAAOLLNX COO6LLEHNIA, CeTeBOV MPOTOKOS,
BXOZALLWIA B cTek npoTokosioB TCP/IP. B ocHoBHOM ICMP ncnonb3yeTcs
ANS nepejaymn coobLieHnin 06 ombKax N APYrux NCKIHUYUTENbHBIX
CUTYaLUAX, BOSHUKLLNX MPY nepejade JaHHbIX, HAanpumMep,
3anpallvBaemas ycnyra HefocTynHa, Uan XocT, Wi MapLupyTn3aTop
He oTBeyatoT. Takxe Ha ICMP Bo3nararoTcs HEKOTOpPble CePBHCHbIE

byHKUNN.

3TO MHTEPHET-NPOTOKOA, KOTOPbIA 0becrneyrBaeT BOSMOXHOCTb
KOMIMbIOTEpY COO6LLUNTE O CBOE MPUHAANEXHOCTI K rpynne paccbiikm
Ha coceHVe MapLUpyTr3aTopsl. [pynnosas paccblika No3BosiseT
OAHOMY KOMMbIOTEPY MO VHTEPHETY PACCbIaTb KOHTEHT 4PYrM
KOMMblOTEPAM, 3aNHTEPECOBaHHbLIM B MOJSYyYEHNIN PACChIIKA.
IpynnoBas paccblika MOXeT 6bITb UCMONb30BaHa B TaKNX CAyYasX,
Kak 06HOB/eHWe afpecHbIX KHUT Monb3oBaTenei MObUNbHbIX
KOMIMbIOTEPOB, paccbliika NHGOPMAaLMOHHbIX 6roNneTeHel nNo
KOMnaHuu, 1 "a¢npHoe BelaHne" LWNPOKOMOAOCHbLIX MPOrpaMm
MOTOKOBOro MyJibTUMeANa A5 ayANTOPUK, KOoTopas "HacTpownnack"
Ha nonyyeHwue rpyrnoBow paccolnku.

3TO CTaHAApPTHbIV NpoToko IPsec, ncnonb3yembix AN obecrneyeHns
6e30MacHOCTV B3aVIMOAeNCTBUA B BUPTYa/bHbIX YacTHbIX ceTax. Lenb
IKE - co3aaHme 3aLMLLeHHOro ayTeHTUGULIMPOBAHHOIO KaHasa CBA3N
C MOMOLLbIO anropuTma obmeHa kntovamu Diffie-Hellman pns cozgaHus
06LLIero CeKpeTHOro K/koYa C ganbHerwnm indposaHmeM IPsec cBs3N.

OCHOBHOW KOMMYHWKaLMOHHbIi NPOTOKON B ceTh NHTepHeT. B
coBpeMeHHol ceTn IHTepHeT ncnonb3yetcs IP yeTBépTOit Bepcmn,
TakXe N3BeCTHbIM Kak IPv4. Ero npeeMHMK — LLecTas Bepcus
npotokona, IPv6.

NPOTOKOJ1 YIPaBJ/IeHNs CeTEBbIM YPOBHEM AN YCTAHOBKN, HACTPONKM
1 paspsblBa IP nogknroueHums nosepx Point-to-Point Protocol (PPP)
coeguHeHus. IPCP ncnonb3syeT TOT XXe MexaHM3M 0bMeHa naketamu,
uTo N LCP. O6MeH naketamu IPCP He npoucxoanT 40 Tex nop, noka
PPP He HauHET ¢pasy cornacoBaHVs NMPOTOKO/1a CETEBOro YPOBHS.
Nto6ble nakeTbl IPCP, nonyyeHHbIe A0 TOro, Kak HauHéTcs 3Ta ¢asa,
AOKHBI 6bITE OTOPOLLEHBI.

Habop NPOTOKONOB ANs 06ecneyeHs 3aLLMTbl AaHHbIX, NepejaBaeMbIX
no MexceTeBOMY NpoToKony Internet Protocol. Mo3BonsieT ocyLLecTBNATb
NoATBepPXAeHMEe NOANVMHHOCTY (ayTeHTUPMKAaLMIO), MPOBepPKY
LenocTHocTn n/mnn wnposaHue IP-nakeToB. IPsec Takke BkAOUaeT
B Ce65 MPOTOKO/Ibl ANSA 3aLLMLLEHHOIO O6MeHa KItYamMun B ceTu
VHTepHeT. B 0OCHOBHOM, NPUMEHSETCA /15 OpraHv3aLmnmu
VpN-CoeANHEHUIA.

3TO TexHonoruvs, kotopasi nossonsieT VPN-Tpadurky npoxoantsb Yepes
NAT.

nmeeT dyHAaMeHTaNbHOe 3HaveHre anst IPsec. SA — 3T0 CBA3b MexXay
ABYMS! IV HECKONTbKMMU CYLLIHOCTSIMW, KOTOPAasi ONUCbIBAET Kak
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CYLLLHOCTUM ByAyT MCNONb30BaTb C1y>X6bl 6€30MacHOCTY ANA
6e3onacHoro obMeHa gaHHbIMU. Kaxaoe nogxknroyeHme IPsec moxeT
obecneunTb LUINPPOBaAHME, LIeNOCTHOCTb, MOAJIMHHOCTL UV BCE
BMmecTe. Korga cyxba 6e3onacHoCTy onpegeneHa, Aa nupa IPsec
[LO/MDKHBI ONpesennTb, Kakmne anropuTMbl NCMOAb30BaThL (Hanpumep,
DES nnu 3DES ana wndposanumsa, MD5 nnn SHA ans uenoctHoctw).
Mocne NpUHATUS peLLeHVs OTHOCUTENBHO aNropUTMOB, ABa YCTPOICTBA
LO/DKHbBI MOAENNTBLCS KAKYaMU AN YCTaHOBIEHUS ceccumn. SA 3TO
MEeTOJ, KOTOpPbI/ ncrnonb3yeT IPsec, UTo6bl OTC/IEXMBATL BCE CBEAEHNS,
Kacatowmecs gaHHom ceccmm cesasm IPSec.

IPinIP 3TO NpOTOKOA IP-TyHHENnMpoBaHus, KOTOPbIV MHKaNCynnpyeT oguH
IP-nakeT B gpyroi IP-naker.

IPveCP OTBeYaeT 3a HACTPOIiKY, BKNOUYEHME N OTKI0UEeHNe Moy el
npotokona IPv6 Ha o6ounx KoHUax Point-to-Point (PPP) coegnHeHus.
IPV6CP ncnosb3yeT TOT Xe MexaH13M obMeHa naketaMu YTo u
npotokon Link Control Protocol. ObmeH nakeTamu IPv6CP He
NPOUCXOANT A0 Tex rnop, noka PPP He HauHET $a3y cornacosaHums
NpOTOKO/Ia CeTeBOro ypoBHS. Jltobble nakeTbl IPV6CP, nony4veHHble 40
TOro, Kak HauHéTcsa 3Ta $pasa, A0KHbI 6bITb OTOPOLLEHBI.

Layer 2 Tunneling Protocol MPOTOKO/1 TYHHENPOBAaHWA BTOPOro YPOBHS. B KOMMbIOTEPHbIX CETAX
TYHHeSIbHbIN NPOTOKO, UCAOJIb3YOLWNIACA ANA NOALEPXKKN
BUPTYaNbHbIX YaCTHLIX ceTeil. [naBHOe JOCTOMHCTBO L2TP cocTtonT B
TOM, YTO 3TOT NMPOTOKO/1 NO3BOJIAET CO3JaBaTb TYHHE /b He TO/IbKO B
cetax IP, Ho 1 B Takux, kak ATM, X.25 n Frame Relay. HecmoTps Ha To,
uTo L2TP selicTByeT HanoAo6vie NPOTOKONa KaHA/IbHOIO YPOBHS
Mogenu OSI, Ha caMoM fefie OH ABNSEeTCA MPOTOKO/IOM CeaHCOBOTo
YPOBHSA 1 UCMOJIb3YeT 3aperncTpmpoBaHHblin UDP-nopT 1701.

Link Control Protocol MpOTOKON ynpasneHus coegmnHeHnem, LCP aBnseTca yacTbio NpoToKo1a
Point-to-Point Protocol. Mpwn ycTaHoBAeHUW coefnHeHns PPP
nepejatoLlee 1 NpuHUMatoLLee yCTPONCTBO O6MEHVBAtOTCA NakeTamm
LCP gns yTouHeHus cneumdunueckoin MHpopmaumm, Kotopas
noTpebyeTcsa Npu nepegaye JaHHbIX.

MakeTbl LCP genatca Ha Tpu knacca:

+ MNakeTbl AN1A OpraHM3auMm kaHana ces3u. icnonb3yroTtcs ans
opraHv3auum v Bolbopa KoHUrypaumm KaHana

* [MakeTbl Anga 3aBepLlieHna AEMCTBMH KaHasna. |/|CI'I0}1b3yI-OTCFI ana
3aBepLlieHund AEMCTBMH KaHaJla CBA3U

* [lakeTbl 4n4 nogaep>xaHums pa6OTOCFIOC06HOCTI/I KaHana.
|/|CI'IO}']b3yI-OTCF| Ana nogaepXxXaHma i oTnajkn KaHana

Link Layer Discovery NPOTOKON KaHaNbHOr0 YPOBHS, MO3BONSIOLNI CETEBOMY

Protocol 060pyA0BaHMIO OornoBeLLaTL 060pyA0BaHMe, paboTatoLLee B 10KaNbHOW
ceTn, 0 CBOEM CyLLLeCTBOBaHUN 1 NepejaBaTb eMy CBOU
XapakTepuCTMKN, a TakKe NoayyaTb OT HEro aHaNorMYHbIe CBeAEHNS.

Air (KN-1613) — CnpaBOYHVK KOMaHA, 587



lnoccapui

Low-Density Parity-Check

Maximum Receive Unit

Maximum Segment Size

Maximum Transmission
Unit

Microsoft Point-to-Point
Encryption

Modular Wi-Fi System

Network Access Control List

Network Flow

NEXTDNS

WNHpopmauums, cobpaHHas nocpeacTeoM LLDP, HakannvBaeTca B
YCTPOWCTBaxX M MOXeT ObITb C HMX 3anpoLleHa nocpeacteoM SNMP.

KOZ C Manoi NNOTHOCTbIO NMPOBEPOK Ha YETHOCTb, UCMO/b3YyeMblli B
nepegaye nHGopMaLMKM KOA, HaCTHbIA Clyyail 610KOBOr0 IMHENHOro
KoZa € NpoBepKoin YETHOCTU. OCOBEHHOCTbLIO ABNSETCS Manas
NAOTHOCTb 3HAYMMbIX 31€MEHTOB MPOBEPOYHON MAaTPULLbl, 3@ CHET
Yero JOCTUraeTcs OTHOCUTENbHAA NPOCTOTa peannsaunm CpescTB
KOAMPOBaHMA.

onpegensetT MakCMMasbHbI pa3mep (B 6ainTax) 610Ka, KOTOPbLIA MOXKeT
6bITb NPUHAT Ha KaHA/IbHOM YPOBHE KOMMYHWKALIMOHHOMO MPOTOKONA.

ABNAETCA NnapaMeTpom nNpoTokona TCP n onpegenseT MakCMManbHbIi
pasmep 610Ka AaHHbIX B 6banTax ans cermeHTa TCP. Takum obpasom
3TOT NapaMeTp He yuuTbIiBaeT AnHY 3aronoskos TCP u IP.

MaKCMMasbHbIA pa3mMep 610ka (B baliTax), KOTOPbIA MOXET ObITb
nepesaH Ha KaHanbHOM ypoBHe ceTeBol mogenu OSI. 3HaueHne MTU
MOXeT 6bITb onpejeneHo ctTaHgapToM (Hanpumep ans Ethernet), anéo
MOXeT BblOMPaTbCA B MOMEHT YCTaHOBKW COeANHEHNS (0O6bIYHO B
cny4vae NpsAMbIX MOAKAHOYEHWIA TOYKA-TOUKA). YeM BbiLle 3HaYeHne
MTU, TeM MeHbLLIe 3aro/IoBKOB NepesaéTcs No CeTV — a 3HaUWT, BbiLle
NPOMyCcKHasi CNoCco6HOCTb.

NPOTOKON LUNPPOBAHNS AAHHBIX, NCMONb3YeMblid MOBEPX COeAUNHEHWI
Point-to-Point Protocol. icnonb3yeT anropntm RSA RC4. MPPE
nogaepxveaet 40-, 56- 1 128-6UTHbIe KNHOUN, KOTOPbIE MEHSAIOTCA B
TeueHue ceccum (YacToTa CMeHbI K/IoYer ycTaHaBNMBAEeTCA B NpoLecce
X3HJLeKa coegnHeHna PPP, ecTb BO3MOXHOCTb FreHepupoBaTh Mo
HOBOMY KJ1t04Y Ha Kaxblli nakeT). MPPE obecneynBaeT 6e30nacHOCTb
nepeaayu jaHHbIX Anga nogknrodeHunsa PPTP mexay VPN-knveHToM n
VPN-cepBepomM.

CUCTEMa, NO3BOJIAIOLLIAS 06BEANHUTE HECKOJIbKO YCTPOMCTB KMHETHK
B e4NHOe NHTePHEeT-MPOCTPAHCTBO, pacnpeseneHHoe Mo naoLaAun.
OAHO M3 YyCTPONCTB Ha3HaYaeTCs BeAyLLUM, OCTa/lbHble — BELOMbIMU.

npaBuna, 3agaHHble ans IP-nHTepdelicos, KOTopble AOCTYMHbI Ha
MapLUpyTM3aTope, KaXAoe CO CNNCKOM XOCTOB AW CeTel,
pa3peLuatoLee UK 3anpeLlatoLLee Ncnonb3oBaHme cepauca. Cnmckm
KOHTPO/IA AOCTyMNa MOryT yNpaBAsTh Kak BXOAALLMM, TaK U UCXOAALLMM
Tpaduvkom.

CeTeBOl MPOTOKON, NpejHa3HavYeHHbI AN y4éTa ceTeBOro Tpaduka,
KoTopbI ncnonb3yet UDP nnm SCTP NpoTOKOAbI ANS Nepesayn JaHHbIX
0 Tpaduke KonnektTopy. Konnekrop - 370 NpUIoXeHne, paboTaroLLee
Ha cepBepe 1 3aHNMatoLLLeecst C6OPOM CTaTUCTUKK, KOTOpas NoJslyvyeHa
OT CEHCOPOB. B pon ceHcopa BbICTYMaeT yCTPONCTBO, KOTOpoe
cobupaeT CTaTUCTUKY O Tpaduke 1 NepefaeT ee KONNeKTopy. B
KayecTBe CeHCOpa MOXET BbICTYMNaTb MapLUPyTU3aTOP U1 KOMMYTATOP
TpeTbero yposHs Cisco.

cepsuc NextDNS 3awuiaer Bac oT Bcex BUAOB yrpo3 6e30nacHoCTy,
6noKMpyeT peknamy 1 Tpekepbl Ha Be6-caliTax 1 B MPUIOXKEHUSIX U
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obecrneyrBaeT 6€30MacHbI N KOHTPOMPYeEMbI VIHTepHeT ans AeTei
- Ha BCeX YCTPOICTBaxX 1 BO BCEX CETAX.

Network Time Protocol ceTeBOW NPOTOKOA AN CUHXPOHM3ALMN BHYTPEHHNX YacoB
KOMMblOTEpa C UCMO/b30BaHNEM CeTel C NepeMeHHOM NaTeHTHOCTbIO.
NTP ncnonbsyet ansa ceoein pabotbl npoTokon UDP. Hanbonee
LUMpOKOoe nprMeHeHne NpoTokon NTP HaxoAWUT ANs peanm3saumm
cepBepoB TOYHOIO BPEMEHW.

Network Traffic Takke DPI, Deep Packet Inspection

Classification Engine
TEXHOMOrNSA HaKOMJIEHUS CTaTUCTUYECKNX AaHHbIX, MPOBEPKA 1

dnnbTpaLUMKn ceTeBbIX MAKeTOB Mo ux cogepxxmnmomy. Deep Packet
Inspection aHanm3npyeT He TONLKO 3aro/I0BKN MNakeToBs, HO U MOAHOe
cogepxunmoe Tpadurka Ha ypoBHSX Mogenun OSI co BTOpOro v BbiLLe.

Deep Packet Inspection MoxeT onpesennTb, Kakoe ceTeBoe
NPWI0XEHME CreHePUPOBANo UN NOoNyYaeT AaHHble, cobrpast
NOAPOBHYH CTaTUCTUKY COEAVNHEHUSI KaXA0ro YCTPOCTBa 1
npunoxeHus B otaenbHocTy. C nomolybto quality of service Deep
Packet Inspection KOHTPONMPYET CKOPOCTL NepeAaun OTAeNbHbIX
MakeToB, NOBbILLASA WY NOHMXas eé.

KomnoHeHT Traffic Classification Engine paboTaeT NoNHOCTLIO
aBTOHOMHO W He BbINOAHAET HMKaKNX 06paLLeHNin K BHELLUHUM

cepBuCcaM.
Opportunistic Wireless ABNAeTCA pacwmpeHnem ctaHgapTa IEEE 802.11, cX0XuM € MeTOAOM
Encryption LWnppoBaHNS OAHOBPEMEHHOM NPOBePKM MOAJINHHOCTY PaBHbIX (SAE).

3TOT MeToA WNPPOoBaHNS NPeAO0CTaBASET NOb30BATENSAM TYULLYHO
3aLWMTy NpUY NOAKNHOUYEHUN K OTKPbITbIM Wi-Fi ceTam.

Password Authentication 3TO NPOTOKON NPOBEPKU MOATNHHOCTN, KOTOPBLIA MCMONb3YeT Naposb.

Protocol PAP ncnonb3yeTtca coeguHeHnem Point-to-Point Protocol apnsi npoBepkun
nosb30BaTenein nepey NpejocTaBieHeM UM A0CTyNa K yAaneHHOMN
ceTn. PAP nepesaeT He 3alumndpoBaHHble naponn B popmate ASCII no
ceTu u, cnefoBaTeslbHO, cCHUTaeTCs Hebe3onacHbIM.

Protected Extensible NPOTOKON MHKaNcynnpyrowmii Extensible Authentication Protocol (EAP)

Authentication Protocol BHYTpw Transport Layer Security (TLS) TyHHens. NpegHa3HayveH ana
ycuneHus ctorikocty EAP, KoTopeblil NpegnonaraeT, 4to Gusnyeckunia
KaHan 3alnLéH 1 He MpUMeHsieT cneumanbHbIX Mep AN 3almThbl
obmeHa.

Perfect Forward Secrecy CoBepLueHHas NpsiMast CEKPETHOCTb, CBONCTBO HEKOTOPLIX MPOTOKO/10B
cornacosaHua koYa (Key-agreement), KOTopoe rapaHTUpyeT, uto
CECCMOHHbIE KJTHUM, MOyUYeHHbIe NPV NOMOLLM Habopa Kato4el
A0NrOBPEMEHHOr0 NoJib30BaH KA, He 6yyT CKOMAPOMETVPOBaHbI Npu
KOMMpoMeTaLmu O4HOI0 U3 AONTOBPEMEHHbIX K/THOYen.

Ping Check onpegensieT paboTocnoco6HOCTb NOAKIHOUEHNS K MHTEPHEeTY Mo
AOCTYMHOCTUN 3aZlaHHOrO y3/1a. Pe3ynbTaT NpoBepkn MOXET 6bIThb
NCNONb30BaH A/t NepekNoYeHs MeXYy OCHOBHbIM 1 pe3epBHbIM
NOAKNHOYEHVSIMU K MHTEPHETY.
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Point-to-Point Protocol

Preamble

Protected Management
Frames

Protocol-Field-Compression

Pseudo-Random Function

3TO MPOTOKOA NCMOABb3YeMbI 4151 YCTaHOBIEHUS MPAMOI CBA3WN MeXay
ABYMs y3namu. OH MOXeT obecneynTb ayTeHTUUKALMIO COeANHEHNS,
wndpoBaHMe nepegayn AaHHbIX 1 okatme. PPP ncnonb3yetcs BO
MHOIMX BUZax GpU3nNUecknx ceTew, BkoUas kabenb, TenedpoHHyH
JIVHWUIO, COTOBYIO CBA3b, CeLmann3npoBaHHble pagno AVHAN U
OMTOBOOKHO. [Tocne yCcTaHOB/IeHS CoOeAMHEHNS HAYMHaeTCs
HacTpolKa AONONHUTENbHOW ceTu (ypoBeHb 3). Yalle Bcero
ncnone3yetca Internet Protocol Control Protocol.

3TO NepBas YacTb 610Ka faHHbIX npoTokona (PDU) dmsmnueckoro
ypoBHSA KoHBepreHuuu (PLCP). 3aronoBKOM ABASETCA OCTaBLUAACA
YaCTb MNaKeTOB AaHHbIX, KOTOPas COAePXMUT 6osbLue nHGopmaLmm o
cxemMe MoAyNsaLUmMm, CKOPoCTK nepesavdn, 1 O NMPoMeXXyTKe BpeMeHu,
TpebyoLeMcs 418 nepejadn Bcex AaHHbIX Kaapa.

Tun npeambynbl B IEEE 802.11 Ha ocHOBe 6ecnpoBOAHON CBA3M
onpegenset annHy 6noka CRC (Cyclic Redundancy Check) ans
CoeAVIHEHMA MeXAy TOUKOI A0CTyNa U rocTeBbIMI 6€CrpoBOAHBIMMA
ajantepamu.

[nnHHasa npeambyna:

« PLCP c gnvHHOI npeamMbynoli nepeaaeTcs Ha ckopocty 1 MeunT/c
He3aBNCMMO OT CKOPOCTW NepeAayn JaHHbIX Kajpa

+ ObLLee BpeMs Nepegaydv ANVIHHOW Npeamby bl SBASETCSA KOHCTaHTOMN
- 192 MUKpPOCEKYHAbI

+ CoBMecCTUMO C ycTapeBLnMm cucteMamu IEEE 802.11 paboTarowymm
Ha 1 12 MéuTt/c

KopoTkas npeambyna:

+ MNpeambyna nepepaetca Ha ckopocty 1 MBUT/C, a 3arofIoBoK — Ha
2 MéuT/c

+ Ob6LLee BpeMs NepeAaydn KOPOTKOM Mpeambyibl ABASETCH KOHCTaHTOM
— 96 MMKpOCEeKYHAbI

* He coBMecTUMO ¢ ycTapeBLInMn cnctemamm IEEE* 802.11
paboTtatowmmm Ha 1 n 2 MéuT/c

IEEE 802.11w 3TO CTaHAApPT 3aLLUMThI KA4POB YNpaBAeHus N3 cCeMencTBa
cTaHaapToB IEEE 802.11. 3Ta $yHKLMOHANBHOCTL HEO6X0AMMA ANs
noBhbILLeHNst 6e30MacHOCTV NyTeM obecrneyeHns KOHPUAEHLMANBHOCTU
JAHHbIX B Kajpax yrnpaBneHus.

MeTO/ CcornacoBaHms oxatms nons Protocol B 3aronoskax PPP. Mo
yMonyaHwuto, Bce peanusauuv OJ/IKHbI nepegasath nakeTbl C 4BYMSA
okTeTamu nons Protocol.

TaKxe nceBgocnyyaHas GyHKLMS

MOXOX Ha airopmT™M LEeNOoCTHOCTN, HO BMECTO TOrO, UTOGbI
ncnonb3oBaTbCa ana ayTeHTI/Iq)I/IKaLI,I/II/I COOGLLI,EHVIVI, OH ncnonb3yeTcq
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Radio Resource
Management

Remote Authentication in
Dial-In User Service

Restricted NAT

Secure Socket Tunneling
Protocol

Service Set Identifier

Simple Network Time
Protocol

TO/bKO A/15 06ecrneyeHns CIy4anHOCTM B TaKMX LieNAX, Kak noayveHune
MaTtepuana kioda. PRF B OCHOBHOM MUCNOJIb3YOTCA C
ayTeHTUGMLMPOBaHHbBIM anropnTMom WwindposaHusa Truna AES-GCM.

npeacTaBnseT coboil CUCTEMHBIN ypOBeHb yrpaBieHns
MeXKaHaNbHbIMU MOMexXamu, pagnopecypcamm n Apyrimm
XapaKTepucTKamu paguonepesayn B ccteMax 6eCrpoBOAHON CBA3N.
RRM BkntouvaeT B ceba napaMeTpbl yripaBneHus, Takme Kak MOLLHOCTb
nepegauu, pacnpezeneHue nonb3osareneii, bopMrpoBaHme
AvarpaMmbl HarnpaBeHHOCTM, CKOPOCTU Nepesayn AaHHbIX, KPUTEPUI
nepezaun o6Cy>XXMBaHWS, CXeMy MOAYNSLNN, OLLMGKIN CXeMbl
KOAMPOBaHKS.

ceTeBOW NPOTOKO/, MpeAHa3HavYeHHbI ANna obecneyeHms
LeHTPann3oBaHHOW ayTeHTUdMKaL MW, aBTOPMU3aALMN 1 yHETa
nosib3oBaTtenei, NOAKNHOHAOLLMXCS K Pa3NYHbBIM CeTEBbIM CTyXX6aMm.
Ncnonb3yeTcs, Hanpumep, Npy ayTeHTUdMKaLMmM nosb3osaTtenei
Wi-Fi, VPN, B npowunowm, dialup-nogkntoueHunia, n gpyrux nogo6HbIX
cnyyasx.

Takke AnHamuueckuim NAT

paboTaeT Tak Xxe, Kak 1 Full Cone NAT, HO NpUMeHseT 4ONONHUTENbHbIE
orpaHunyeHuns kK IP-agpecy. Npexae yem nosyyats nakeTobl OT IP-agpeca,
BHYTPEHHWI KNVEHT JO/IXXKEeH CHavasna cam OTrpaBuTb NakeTbl Ha Hero.
To ecTb lt060e coeAnHEHME, NHULIMMPOBAHHOE C BHYTPEHHEro ajpeca,
NO3BOJISET B faNbHelLLeM Noy4aTb eMy NakeTbl € 11060ro nopTa T0ro
Ny6/IMYHOr0 XOCTa, K KOTOPOMY OH OTMPaB/sa NnakeT(bl) paHee.

NPOTOKON 6€30NacHOro TYHHeIMPOBaHWS COKETOB, CNPOEKTUPOBaHHbIN
ANS CO34aHNSA CUHXPOHHON B3aMMOCBA3M NPY COBMECTHOM ObMeHe
vHdopmMaumein AByx nporpaMm. brarogaps eMy MOXHO co34aTb
HEeCKOIbKO NOAKNHOUEHUIA MPOrpaMMbl MO OA4HOMY COAMHEHUIO MeXAY
y3namu, B pesy/bTaTe yero AocturaeTtcs 3¢ deKTMBHOE UCNOJb30BaHNe
ceTeBbIX pecypcoB. [MpoTokon SSTP ocHoBaH Ha SSL, a He Ha PPTP n
ncnonb3yet TCP nopT 443 ans nepegaymn Tpaduka.

3TO N0C/Ie0BaTE/IbHOCTE CMBOJIOB, KOTOPAst yHMKa/IbHbIM 06pa3omM
VIMeHyeT 6ecrnpoBoAHYo nokanbHyto ceTb (WLAN). 3To nms no3sonsiet
6eCcnpoBOAHbLIM CTAHLUAM NOAKAOUATLCA K HY>XXKHOM CeTU, ecnv B
[AHHOM MecTe AOCTYMHO HeCKOJIbKO He3aBUCUMbIX CETeN.

3TO UHTepHeT-NpoToKon (IP), NCNonb3yembli AN CUHXPOHM3ALN
4YacoB B KOMMbIOTEPHbIX CETAX.

SNTP ocHoBaH Ha Habope npoTokonos TCP/IP. 3TO NpOTOKO BpeMeHH
NPUKNaAHOro YpoBHS, YacTb 6a30Boro nportokona Network Time
Protocol. Hapagy ¢ NTP, SNTP B3avMogencTByeT C MOMOLLbIO
MpoTOKOMa NoJib30oBaTeNbCKuX gaTtarpaMmm (UDP). o ymondaHuio
ncnonb3syertcs nopt UDP 123.

SNTP6MO)KET paboTaTk B ceTax IPv4 n IPv6. CtaHgapT onncaH B RFC
4330".

6 https://www.rfc-editor.org/rfc/rfc4330
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SOCKS

Shared key

Simple Network
Management Protocol

Transmission Control
Protocol

Temporal Key Integrity

Protocol

Universal Access Method

User Datagram Protocol

udpxy

Universal Plug and Play

3TO MHTEPHEeT-NPOTOKOJ, KOTOPbIA 0becrneyrBaeT 06MeH ceTeBbIMU
rnakeTamm mexay KJIMeHTOM 1 cepBepoM Yepes npokcn-cepsep. SOCKSS
OMUMOHaNbLHO NoAAepXnBaeT ayTeHTUPLKALMIO, UTO MO3BONSET
Noay4YnTb AOCTYN K CEPBEPY TONLKO aBTOPM30BAHHbLIM M0Nb30BaTE/AM.
Cepep SOCKS npokcunpyeT TCP-coegHeHNs Ha MPOU3BOJIbHbIV
IP-agpec n npepocraBnsaert cpeactea Ans nepecoiniky UDP-nakeTos.

3TO peXmnM, B KOTOPOM KOMMbIOTEP MOXET MOAYyYUTb JOCTYN K
b6ecnpoBoAHOl ceTu, ucnonb3aytowein npotokon Wired Equivalent
Privacy. Mpw nomoLy O6LLero kntoya KOMMNbIOTEP, OCHALLEHHbIN
6ecnpoBOAHBLIM MOAEMOM, MOXKET MOAY4YUTb AOCTYN K ito6oi ceTnn WEP
1N 06MeHNBaTbCS 3alNPPOBaAHHLIMU NN He3aLWNPPOBAHHBIMM
AAHHbBIMU.

3TO CTaHAAPTHbLIA MHTEPHET-NPOTOKON A5 YyNPaB/IeHUs YCTPOMCTBaMM
B IP-ceTsix Ha ocHoBe apxuTtekTyp TCP/UDP. K nogaepxvsatoLmm
SNMP ycTpoiicTBaM OTHOCATCS MapLUPYTU3aToOpPbl, KOMMYTaTOpbI,
cepBepbl, paboune CTaHLMKW, MPUHTEPDI, MOJEMHble CTONKW U Apyrie.

SBNAETCA OCHOBHbLIM MPOTOKOA0M 13 Habopa Internet Protocol. TCP —
3TO TPAHCMOPTHbI MeXaH13M, 06ecrneurBatoLLMiA MOTOK AaHHbIX, C
rnpeABapuUTeNbHOM YCTAaHOBKOW COeAVHEHMS, 3@ CYET 3TOro AA0LLMNIA
YBEPEHHOCTb B IOCTOBEPHOCTY MOJlydaeMblX aHHbIX, OCYLLeCTBAAeT
NMOBTOPHbI 3aNPOC JaHHbIX B C1yyae notepu v ycTpaHseT
Ayb6ampoBaHve Npu NoslyvYeHnn AByX KON OAHOrO rnakeTa.

3TO NPOTOKON 6€30MacHOCTU, NCMONb3YyeMblii B CTaHAApPTe
b6ecnpoBoaHbIx ceTelh IEEE 802.11. TKIP 6b1n pa3paboTaH pabouein
rpynnoti IEEE 802.11i n Wi-Fi Alliance B kauecTBe NpoOMeXyTOUYHOro
peLueHns Ans 3aMeHbl WEP 6e3 Heo6X0AMMOCTM 3aMeHbl yCTapeBLLIEero
0bopysoBaHMs.

3TO MeTOoZ, KOTOPbI N03BONsAET aBOHEHTY MNOJIYUUTb JOCTYN K
6ecnposogHoin ceTy Wi-Fi. IHTepHeT-6pay3ep OTKPOeT CTpaHuLYy BXOAa,
rAe rnosib30BaTe/b JO/KEH 3aro/IHNTL CBOV YUYeTHbIE AaHHbIe, npex e
UeM OH CMOXeT NosyumnTb gocTtyn. B UAM ana aBTopusaunm
vcnonb3yertcs knmeHT RADIUS v cepsep RADIUS.

ABNAETCA OCHOBHbIM NPOTOKOMOM U3 Habopa Internet Protocol. 310
TPaAHCMOPTHLIV NPOTOKON ANSA NepeAayn JaHHbIX B ceTsx IP 6e3
yCTaHoOBNeHUA coeariHeHns. OH ABNSETCHA O4HUM U3 CaMbIX MPOCTbIX
MPOTOKO/1I0B TPAHCMOPTHOr0 ypoBHA Mogenu OSI. B otnnyuve ot TCP,
UDP He noaTBep>AaeT A0CTaBKY AAHHbIX, HE 3a60TUTCS O KOPPEKTHOM
rnopsifke fOCTaBKU N He AefiaeT NoBTOPOB. 3aTO OTCYTCTBME
COeANHEHNS, LOMNONIHUTENBbHOrO TpadmkKa N BO3MOXHOCTb
LIMPOKOBeLLAaTeNbHbIX PACChIIOK AeNAKT €ro ya06HbIM A5
NMPUMEHEeHW, rae Mabl NoTepy, B MacCOBbIX PACcCbIKaxX NOKaAbHOM
rnoAceTu, B MeAManpoToKonax v T. n.

cepBepHoe nNpuioxeHve (daemon) 4nd nepeAayn JaHHbIX U3 CETeBOro
rnoToka My/ibTrKacT KaHana (sewaemoro no UDP) B HTTP coegmHeHme
3anpaluvBaroLLLero KaneHTa.

3TO apXNTEKTYPA MHOITOPaHIroBbIX CoeANHEHN MeXay nepcoHaibHbIMA
KOMMNbOTEPAMU N MHTENNEKTYA/IbHbIMU yCTpOVICTBaMM,
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YCTaHOB/IEHHbLIMU, HanpuMep, gomMma. UPnP ctpouTtcs Ha ocHoBe
CTaHAAPTOB M TEXHONOTUIA MHTepHeTa, Takux kak TCP/IP, HTTP n XML,
1 obecrneyrBaeT aBTOMaTNUYECKOE NOAK/TOUEHME NOAOOHbLIX YCTPONCTB
APYT K APYTY 1 X COBMECTHYH paboTy B CETEBOW Cpeje, B pe3y/braTe
yero ceTb (HanpumMep, AOMAaLLUHSAA) CTAHOBUTCA NErKOM AN HACTPOVIKA
60/bLLEeMYy YNC/TY MOSIb30BaTenen.

Variable Gain Amplifiers YCUANTENN C NepeMeHHbIM KO3POMLMEHTOM YCUIEHNS UCMOJb3YHOTCA
AN yNyULLIEeHNSA ANHAMNYeCKNX XapaKTepmucTk 6ecnpoBoAHON CBA3N
nyTem N3MeHeHUs 3NeKTPOHHOro KO3PPULMEHTa yCuneHns
HanpsXeHus.

Virtual LAN nornyeckas ("BrpTyanbHasa") nokanbHasg KOMMbOTEPHas CeTb,
npeActaenseT coboi rpynny XocTos ¢ 06LLnM HabopoM TpeboBaHWA,
KOTOpble B3aUMOAENCTBYIOT Tak, Kak eciv 6bl OHW H6bINU MOAKNHOYEHbI
K LLMPOKOBeLLATe/IbHOMY JJOMEHY, He3aBUCUMO OT VX PU3NYECKOro
MecToHaxoxXaeHns. VLAN rnMeeT Te Xxe CBOICTBa, YTo U $pur3nyeckas
JIOKa/IbHas CeTb, HO MO3BO/IIET KOHEYHbIM CTaHLIMSAM FPYNMmMpoBaThLCA
BMeCTe, Jaxe eC/Ii OHU He HaXoAATCcsA B O4HOMN GU3NYECKO ceTu.
Takasi peopraHnsaLusa MOXeT bbITb cAenaHa Ha OCHOBE NPOrpaMMHOro
obecrneyeHnss BMeCTo GM3NYECKOro nepemMeLLieHms yCTPonCTB.

Web Distributed Authoring  Habop paclumpeHunin n JoNoAHEeHU K npoTtokony HTTP,

and Versioning noAAep>KMBakOLLIMX COBMECTHYH PaboTy Nosib3oBaTenen Haj
pesakTupoBaHnem ¢pannos 1 yrnpaBneHue GaiiaMn Ha yaaNeHHbIX
Beb-cepBepax. MNogaepxuvBaeT ayTeHTUdUKALMIO BEH-cepBepa n
SSL-umndpoaHwue ana HTTPS, ncnonbsys TCP-nopT 443 No yMO/T4aHMIO,

Web Proxy Auto-Discovery 3TO MeTOJ, UCNOob3yeMbll knneHTamum aAnsd noncka URL-agpeca dainna

Protocol KoHUrypaumm npuv nomoLuy DHCP n/unu DNS meToa0B 06HapyXeHus.
Mocne okoHYaHUA 06HapyXeHUs 1 3arpyskun dainna KoHPUrypauum,
OH MOXeT 6bITb BbINOJIHEH A/17 orpejeneHns NPoKCK yKasaHHOro
URL-agpeca.

WireGuard 6ecniaTHoe NPorpaMMHOoE NPUIoXeHre C OTKPbLITEIM UCXOAHBIM KOA0M
1 NPOTOKON BUPTYyanbHOM YacTHo ceTun (VPN) ana cosgaHus
6e30mMacHbIX COefMHEHNIA TOUKa-TOUKa B MapLLPYTU3NPYeMbIX
KoHourypauumsx. Npotokon WireGuard ncrnonbsyeT coBpeMeHHble
KpunTorpapumyeckmne Bo3MoxHocTn Curve255519 ana obmeHa
kntovamn, ChaCha20 gnsa wndposaHusa 1 Poly1305 ans
ayTeHTUPUKaLMN JaHHbIX, SipHash 418 xawmpyeMblX Kao4ver 1
BLAKE2s ans xawmpoBaHus. MogaepxxmneaeT TpeTUi ypoBeHb ANs
06ounx npoTokonos IPv4 n IPv6.

Wi-Fi Multimedia asnsetcs ceptudukaumen Wi-Fi Alliance, 6asmpytoLeiics Ha cTaHgapTe
IEEE 802.11e. OH 0becneynBaeT OCHOBHbIE BO3MOXHOCTU QoS (quality
of service) gns cetein IEEE 802.11 nocpeAcTBOM npropeTU3aunm
MakeToB AAHHbIX MO YeTbipeM KaTeropusam: rosoc (AC_VO), Bnaeo
(AC_VI), HerapaHTmpoBaHHas goctaska (AC_BE), n Hu3kuin npuoputet
(AC_BK).

WMM Takxe nmeet ceptudumkaumto Power Save, koTopas noMmoraeT

He6OoNbLUMM YCTPOMCTBAM B CETV SKOHOMUTL 3apsaj 6atapen. PyHKUUS
Power Save no3sonseT He60NbLLMM YCTPONCTBAM, TakM Kak TenedoHbl
1 KMNK, nepeaaBaTh AaHHbIe, HAX0A4ACb B POHOBOM pexmnMe C HU3KUM
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Wi-Fi Protected Access

Wi-Fi Protected Setup

Wired Equivalent Privacy

Wireless Internet Service
Provider

3HepronoTpebneHnem. Ceptudrkaums gaeT pa3paboTurkam
NporpamMMHOro obecrieyeHunst 1 NPON3BOANTENSAM 060PYAOBaHUS
BO3MOXHOCTb TOHKOI HaCTPOWMKW NCMO/Ib30BaHWs 6aTapeu B yC10BUSAX
MOCTOSTHHOIO POCTa KONNYECTBA HEBOLLLUVX YCTPOCTB, OCHALLEHHbIX
Wi-Fi.

npeactaenseT cobori 06HOBAEHHYO NporpamMmMmy cepTudurkaumm
ycTpoiicTB becnpoBogHoi cBA3n. TexHonorua WPA npuLna Ha 3ameHy
TeXHONOrnmM 3anTel 6ecnpoBoAHbIx ceTeir WEP. Matocamum WPA
ABNAOTCA YCUNeHHaa 6e30MacHOCTb AaHHbIX U Y>KeCTOUEHHbI
KOHTPO/Ib AOCTyNa K 6ecnpoBojHbIM ceTaM. HemanoBaxHoM
XapaKTepUCTUKOM ABNSETCA COBMECTUMOCTb MeXAy MHOXECTBOM
6ecrnpoBOAHbIX YCTPOMCTB Kak Ha annapaTHOM YpOBHe, TaK U Ha
nporpamMmMHoM. Ha gaHHbIi MomeHT WPA, WPA2 n WPA3
paspabaTbiBalOTCS U NpoaBuUratoTcsa opraHusaumein Wi-Fi Alliance.

WPA3 ncnonbsyet 128-6uTHoe WindpposaHue B pexxmme WPA3-Personal
(192-6mnT B WPA3-Enterprise). CraHgapT WPA3 Takke 3aMeHsieT 0bMeH
Kntovamm Pre-Shared Key exchange v SAE kak onpegeneHo B IEEE
802.11-2016, uTo NpMBOAUT K 6oNee 6e30nacHOMY HavanbHOMY O6MeHy
KNHYaMu B NePCOHaNbHOM pexume.

WPA Enterprise — 3T0 pexum ayTeHTUGMKaLMM Ha OCHOBE NPOTOKONa
IEEE 802.1X c ncnosnb3oBaHMEM BHELLHEro cepepa ayTeHTUgurKaumm
RADIUS n nokanbHoro knmneHTa Supplicant.

CTaHAAPT (M O4HOVMEHHbIM MPOTOKO1) NOSTlyaBTOMATNYECKOro CO34aHUA
b6ecnpoBoaHoii ceT Wi-Fi, cozgaHHbIn Wi-Fi Alliance. Llenbto npotokona
WPS aBnsieTca ynpoLleHme npoLiecca HacTporiky 6ecnpoBoHOI ceTy,
No3TOMY M3Ha4anbHO OH Ha3biBanca Wi-Fi Simple Config. MpoTokon
Npr3BaH 0KasaTb NOMOLLb MOJib30BaTeNsAM, KOTOpble He 0bnajaroT
LUNPOKMMMW 3HAHMAMM O 6€30MacHOCTM B 6eCnpoBOAHbIX CeTAX, U Kak
CNeAcTBME, UMEROT CIOXKHOCTU MpKY OCyLLecTBAeHUN HacTpoek. WPS
aBTOMaTM4Yeckn o603HauaeT NMs ceTu 1 3aAaeT WnpposBaHue, Ans
3aLLNTbl OT HECaHKLIMOHVNPOBAHHOMO JOCTYMa B CeTb, MPW 3TOM HeT
HeobX0oAMMOCTY BPYUHYIO 3alaBaTb BCe NapamMeTpbl.

3TO anropuT™ 6e3onacHoOCTU 418 6ecnpoBOAHbIX ceTeli cTaHAapTa IEEE
802.11. WEP, y3HaBaeMbIii N0 kntouy 13 10 nam 26 wectHaguaTepuyHbIX
LMdp, ABNAETCH LUMPOKO NCMOJIb3YEMbIM U YaCTO ABMIAETCA NepBbIM
BbI6GOPOM 6€30MacHOCTU, Npej/iaraeMbIM NONL30BATENSAM CPeACcTBaMM
HacTporikn MapLupyTnsaTopos. B 2004 rogy, nocne patuumkaumm
nonHoro ctaHgapTa 802.11i (1.e. WPAZ2), IEEE o6baBuna, UtTo WEP-40 1
WEP-104 yTpaTu/in CBOK aKTyasisHOCTb.

3To MHTepHeT-NpoBsangep (ISP), koTopbIli No3BONsieT abOHEeHTaMm
NoAKNOYaTLCA K CepBepy B onpeAeneHHbIX Toukax AocTyrna (access
points) c MoMoLL b 6eCNPOBOAHOIO coeanHeHus, Hanpumep Wi-Fi.
STOT TUN NpoBakjepa npeanaraeT ycayru LUMPOKOMOAOCHOro oCTyna
1 MO3BOJIeT KOMMbOTepaM aboHeHTOB, Tak Ha3blBaeMbIM CTaHLMSAM,
nonyyatb goctyn K MHTepHeTy n CeTu U3 N11060ro MecTa B nNpegenax
30HbI MOKPbLITUSA, 0becrneyrBaemMor aHTeHHOM cepBepa. O6bIYHO 3TO
061aCTb PajMyCcoM B HECKOJIbKO KUIOMETPOB.
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MpocTeinwasn ceTb WISP npegcraBnsieT cobo 6a30BbIii Habop ycayr
(BSS), cocToaLmi U3 OAHOrO cepBepa M MHOXeCTBa CTaHLWNA,
CBSA3aHHBIX C 3TUM CepBepOoM 6ecnpoBOAHO CBA3bIO. bonee cioxHbIe
cetn WISP ncnonb3yoT TONOIOrMI0 paclunpeHHoro Habopa ycnyr (ESS),
COCTOSALLYHO U3 ABYX UAu 6onee BSS, cBA3aHHbIX MeXy CO60 TOUKaMU
foctyna (AP). M BSS, u ESS noaaep>xxumsatotca cneumdurkaumein IEEE
802.11b.

Extended Authentication nnn XAUTH, obecneunBaeT fONOAHUTENbHbIA YPOBEHb NPOBEPKM
NOAJIMHHOCTW, NO3BONSASA LUIO3Y [PSec 3anpaLlnBaTh PacLUNPEHHYIO
aBTOPM3aLMIO Ya/leHHbIX MONb30BaTeNein, Taknm 06pa3om 3acTaBnsas
yZaneHHbIX Nofb30BaTenein NpefocTaBsATb X YHETHbIE JaHHble,
npexae 4yem nosyumTb goctyn K VPN.

Yandex.DNS CEepPBUC KOMMaHMM SHAEKC ANS 3aLUM Tl JOMaLLUHel ceTn. ObecneunBaeT
TpY pexrMa ¢uabTpaunn:

+ 6e3 dpunbTpaumn: pecypcbl He 610KMPYHOTCS

+ 6e30MacHbIN pexxmnm: 610KMPYHTCA BPeAOHOCHbIE 1 MOLLEHHMYeckne
CalThl

* CeMeiHbIN pexrM: 610KNPYOTCS BPEAOHOCHbIE U MOLLEHHUYecKme
CaiiThbl, @ TaKXe pecypchbl AN B3POC/bIX
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Nepapxua nHtepodencos

PrncyHok A.1. BasoBble HTep¢eichl

FastEthernet GigabitEthernet

Mac IP Supplicant Peer
Ethernet Ppp Secure
I /: _____ ]
| | Pppoe PppTunnel
[ Bridge Vlan [ o o
I I
I I
| Pvc OpenVpn |
: : Pptp L2tp
I I
I I

PucyHok A.2. TYHHe N bHble NHTep¢EChbI

Ethernet P Secure Peer

Tunnel

Tunnel6

SecurelPTunnel /A \
. Tunnel6to4 Tunnel6in4
Eoip /A \

Gre Iplp
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MpunoxeHune A Viepapxusi uHtepdericos

PucyHok A.3. UHTepdericbl USB

Usb

T

UsbEthernet UsblLte UsbModem
CdcEthernet YotaOne

PucyHok A.4. UHTepdeiicbl Wi-Fi

Wireless Radio

N

AccessPoint WiFiStation WiFiMaster
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SNMP MIB

ba3bl ynpasnstoLleii nHpopmaumm (MIB) 4OCTYMHBI TONBKO AN YTEHUS.

MoaaepxwvsatoTca cnegyrowye MIB:

B.1 SNMPv2-MIB

OID: 1.3.6.1.2.1.1

MoAAePXKMBAOTCS CIeAyHOLLIME SNIeMEHTbI AaHHbIX:

MoaAep>XMBaOTCA CleytoLe 31eMeHTbI AaHHbIX:

Ba3oBblii BapnaHT

SNMPv2-MIB::sysDescr

SNMPv2-MIB::sysUpTime

SNMPv2-MIB::sysContact

SNMPv2-MIB::sysName

SNMPv2-MIB::sysLocation

SNMPv2-MIB::sysServices

B.2 IF-MIB

OID: 1.3.6.1.2.1.21 1.3.6.1.2.1.31

OID: 1.3.6.1.2.1.2

IF-MIB::ifNumber
IF-MIB::ifIndex
IF-MIB::ifDescr
IF-MIB::ifType
IF-MIB::ifMtu
IF-MIB::ifSpeed
IF-MIB::ifPhysAddress

IF-MIB::ifAdminStatus

Air (KN-1613) — CnpaBOYHVK KOMaHA,
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« IF-MIB::ifOperStatus
+ IF-MIB:ifLastChange
+ IF-MIB::ifInOctets
+ IF-MIB::ifInUcastPkts
+ IF-MIB::ifInDiscards
+ IF-MIB::ifInErrors
+ IF-MIB::ifOutOctets
+ IF-MIB::ifOutUcastPkts
+ IF-MIB::ifOutDiscards
+ IF-MIB::ifOutErrors
PaclumpeHHbIA OID 1.3.6.1.2.1.31
sapant « IF-MIB::ifName
+ IF-MIB::ifInMulticastPkts
+ IF-MIB::ifInBroadcastPkts
+ IF-MIB::ifOutMulticastPkts
+ IF-MIB::ifOutBroadcastPkts
+ IF-MIB::ifHCInOctets
+ IF-MIB::ifHCInUcastPkts
+ IF-MIB::ifHCInMulticastPkts
+ IF-MIB::ifHCInBroadcastPkts
+ IF-MIB::ifHCOutOctets
+ IF-MIB::ifHCOutUcastPkts
+ IF-MIB::ifHCOutMulticastPkts
+ IF-MIB::ifHCOutBroadcastPkts
« IF-MIB:ifLinkUpDownTrapEnable
+ IF-MIB::ifHighSpeed
+ IF-MIB::ifPromiscuousMode
+ IF-MIB::ifConnectorPresent

« IF-MIB::ifAlias
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Mpwvnoxenne B SNMP MIB

+ IF-MIB::ifCounterDiscontinuityTime

Mpoueccop |CBUTY YcTpoiicTBO |OnucaHue
MT7621/RT63368|MT7530 Keenetic Giga III | NoaaepxvBaroTca
64-6UTHbIE CUeTUNKN BalT
RTL8376M Keenetic Ultra II no rnoptam CBUTYa,
) 32-6UTHbIE CYHETUUNKN
KeeneticLTE  |naketos no nopram centua.
MT7620 RTL8367B Keenetic Viva |EcTb knaccumkaums no
. TNy nakeTtoB.: broadcast,
Keeentic Extra |multicast n unicast.
WHTerpuposaHhbin| Keenetic 4G III |[Moaaep>xmnBaroTcs
o 32-6UTHbIe cHeTUNKN BaliT
Keenetic Lite II no nopTam CBUTYa U
L 16-6BUTHbIE CHETUNKMN
Keenetic Lite Il |55 o108 Mo nopram centua.
Keenetic Omni B cnyuae nepenosiHeHus
CYETUMKOB BbICTaBASAETCA
Keenetic Omni |BPeMs nocnesHero
I nepenosiHeHVs B
IFMIB:ifCounterDiscontinuityTime.
MT7628 WHTerpupoBaHHbi | Keenetic Start II| MNoaaep>xnBatoTcs TO/IbKO
o 16-6UTHbIE CYETUYNKM
Keenetic Lite IIl | nakeTos no noptam cemtua.
rev.B B cnyuae nepenonHeHus
) CYETUYNKOB BbICTaBASETCA
Keenetic 4G III BPeMS MOCNeAHEro
rev.B nepenonHeHvs B
Keenetic Air IFMIB:ifCounterDiscontinuityTime.
Keenetic ExtraIl

B.3 IP-MIB

OID: 1.3.6.1.2.1.49

nOAAep)KI/IBaI-OTCFI cnegyrouine sneMeHTbl JaHHbIX:

+ TCP-MIB::tcpRtoAlgorithm

* TCP-MIB::tcpRtoMin
* TCP-MIB::tcpRtoMax

* TCP-MIB::tcpMaxConn

* TCP-MIB::tcpActiveOpens
* TCP-MIB::tcpPassiveOpens

+ TCP-MIB::tcpAttemptFails
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MprnnoxeHne B SNMP MIB

TCP-MIB::
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB::

tcpEstabResets

tcpCurrEstab

‘tcpInSegs

tcpOutSegs

‘tcpRetransSegs

tcpInErrs

tcpOutRsts

B.4 UDP-MIB

OID: 1.3.6.1.2.1.50

Moasep>KMBaOTCS CeAyroLLme 31eMeHTbl AaHHbIX:

+ UDP-MIB::udpInDatagrams

UDP-MIB::udpNoPorts

UDP-MIB::udpInErrors

UDP-MIB::udpOutDatagrams

UDP-MIB::udpHCInDatagrams

UDP-MIB::udpHCOutDatagrams

B.5 HOST-RESOURCES-MIB

OID: 1.3.6.1.2.1.25

nOAAep)KI/IBaI-OTCFI cegyrouine sneMeHTbl JaHHbIX!

+ HOST-RESOURCES-MIB::hrSystemUptime

B.6 UCD-SNMP-MIB

OID 1.3.6.1.4.1.2021

MoaAep>XMBaOTCA CleAytoL/e 31eMeHTbI AaHHbIX:

NHdopmanyums 06 O3Y -« UCD-SNMP-MIB::memTotalReal

ycTpoiicTBa

* UCD-SNMP-MIB::memAvailReal
+ UCD-SNMP-MIB::memShared

* UCD-SNMP-MIB::memBuffer
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NHdopmauums o

USB-HakonuTtensx

NHdopmauums o

Harpyske Ha cuctemy

UCD-SNMP-MIB::

UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

memCached

:dskIndex
:dskPath
:dskTotal
:dskAvail
:dskUsed
:dskPercent

:dskPercentNode

laIndex
laNames
laLoad
laConfig

laLoadInt

:ssCpuRawUser
:ssCpuRawNice
:ssCpuRawSystem
:ssCpuRawldle
:ssRawlnterrupts

:ssRawContexts
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YpoBHU WinppoBaHums IPsec

YpoBeHb WwWndpoBaHus onpegenset Habop anropmutmoB IKE n IPsec SA.

Hwxe ansa Kaxaoro ypoBHSA NpMBeAeH NOJHbIN CNINCOK aNrOPUTMOB B MOPSAKE YMEHbLLEHWSA
nprvopuTeTa, a Takxke Habop komaH crypto ike proposal g5 HacTpoOiK aHaNOrMYHOro

npoduns BpyUHyto.

B cnuncke aIfOPNTMOB YKa3blBaeTCA:

* wundpoBaHme C ANVHOM Kao4a

+ xXew-byHKUMS ana popmumposaHua HMAC

* PFS pexxkum (NO, ecnv OTK/IHOYEH)

C.1 weak

MpoTokon

LlndpoBaHue

Proposal

IKEvl

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768
3DES-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP768
3DES-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

encryption aes-128-cbc
encryption 3des
encryption des
integrity sha1

integrity md5
dh-group 2

dh-group 1

IKEv2

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024

encryption aes-128-cbc
encryption 3des

encryption des
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MpunoxeHne C YpoBHU WwWindpoBaHus IPsec

C.2 weak-pfs

606

MpoTokon LlndpoBaHue Proposal
AES-128-CBC/MD5/MODP768 integrity sha
3DES-CBC/SHA1/MODP1024 integrity md>5
3DES-CBC/SHA1/MODP768 dh-group 2
3DES-CBC/MD5/MODP1024 dh-group 1
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

IPsec SA DES/MD5 cypher esp-des

AES-128-CBC/SHA1
3DES-CBC/SHA1
DES/SHA1
AES-128-CBC/MD5

3DES-CBC/MD5

cypher esp-3des
cypher esp-aes-128
hmac esp-md5-hmac

hmac esp-shal-hmac

MpoTokon

LlindpoBaHue

Proposal

IKEv1

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768
3DES-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP768
3DES-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768

DES-CBC/MD5/MODP1024

encryption aes-128-cbc
encryption 3des
encryption des
integrity sha1

integrity md>5
dh-group 2

dh-group 1
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MpoTokon

LlndpoBaHue

Proposal

DES-CBC/MD5/MODP768

IKEv2

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768
3DES-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP768
3DES-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

encryption aes-128-cbc
encryption 3des
encryption des
integrity sha1

integrity md>5
dh-group 2

dh-group 1

IPsec SA

DES/MD5/MODP1024
AES-128-CBC/SHA1
3DES-CBC/SHA1

DES/SHA1

AES-128-CBC/MD5
3DES-CBC/MD5
AES-128-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
3DES-CBC/SHA1/MODP768
DES-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768

3DES-CBC/MD5/MODP768

cypher esp-des
cypher esp-3des
cypher esp-aes-128
hmac esp-md5-hmac
hmac esp-shal-hmac
dh-group 2

dh-group 1
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MpoTokon LlndpoBaHue Proposal

DES-CBC/MD5/MODP768
C.3 normal

MpoTokon LndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP2048 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha1
AES-128-CBC/SHA1/MODP1536 integrity sha256
AES-128-CBC/SHA1/ECP256 dh-group 5
AES-128-CBC/SHA1/MODP1024 dh-group 20
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc

AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024
AES-256-CBC/SHA1/MODP1024
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/ECP256
AES-256-CBC/SHA256/MODP2048
3DES-CBC/SHA1/MODP2048
3DES-CBC/SHA1/MODP1536

3DES-CBC/SHA1/MODP1024

encryption aes-128-cbc
encryption 3des
integrity sha256
integrity sha1
dh-group 2

dh-group 20

dh-group 14

dh-group 5

dh-group 26
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MpoTokon

LlndpoBaHue

Proposal

IPsec SA

AES-128-CBC/SHA1
AES-256-CBC/SHA1
3DES-CBC/SHA1
AES-128-CBC/SHA256
AES-256-CBC/SHA256

3DES-CBC/SHA256

cypher esp-aes-128
cypher esp-aes-256
cypher esp-3des
hmac esp-shal-hmac

hmac esp-sha256-hmac

C.4 normal-pfs

MpoTokon LlndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP2048 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha1
AES-128-CBC/SHA1/MODP1536 integrity sha256
AES-128-CBC/SHA1/ECP256 dh-group 5
AES-128-CBC/SHA1/MODP1024 dh-group 20
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
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MpoTokon LlndpoBaHue Proposal
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA AES-128-CBC/SHA1/MODP1024 esp-aes-128

AES-128-CBC/SHA1
AES-256-CBC/SHA1
3DES-CBC/SHA1
AES-256-CBC/SHA1/MODP1536

cypher esp-aes-256
cypher esp-3des
hmac esp-shal-hmac

hmac esp-sha256-hmac

AES-128-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1536 dh-group 14
AES-256-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP1024
C.5 normal-3des
MpoTokon WndpoBaHue Proposal
IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc

AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/ECP256
AES-128-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP2048
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024
AES-256-CBC/SHA256/MODP1024

AES-128-CBC/SHA256/MODP1024

encryption aes-128-cbc
encryption 3des
integrity sha1

integrity sha256
dh-group 5

dh-group 20

dh-group 14

dh-group 2

dh-group 26
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MpoTokon LlndpoBaHue Proposal
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA 3DES-CBC/SHA1 cypher esp-3des
AES-256-CBC/SHA1 cypher esp-aes-256
AES-128-CBC/SHA1 cypher esp-aes-128
3DES-CBC/SHA256 hmac esp-shal-hmac
AES-256-CBC/SHA256 hmac esp-sha256-hmac
AES-128-CBC/SHA256

C.6 normal-3des-pfs

MpoTokon

LndpoBaHue

Proposal

IKEv1

AES-256-CBC/SHA1/MODP1536
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/ECP256

AES-128-CBC/SHA1/MODP1024

encryption aes-256-cbc
encryption aes-128-cbc
encryption 3des
integrity sha1

integrity sha256
dh-group 5

dh-group 20
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MpoTokon LlndpoBaHue Proposal
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA 3DES-CBC/SHA1/MODP1024 cypher esp-3des

3DES-CBC/SHA1
AES-256-CBC/SHA1
AES-128-CBC/SHA1
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1536
AES-256-CBC/SHA1/MODP1024

AES-128-CBC/SHA1/MODP1024

cypher esp-aes-256
cypher esp-aes-128
hmac esp-shal-hmac
hmac esp-sha256-hmac
dh-group 2

dh-group 14
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C.7 high

MpoTokon

LndpoBaHue

Proposal

IKEv1

AES-256-CBC/SHA256/MODP1024
AES-256-CBC/SHA256/ECP384
AES-256-CBC/SHA256/MODP1536
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP2048
AES-128-CBC/SHA1/ECP256
AES-128-CBC/SHA1/MODP1536

encryption aes-256-cbc
encryption aes-128-cbc
integrity sha256
integrity sha1
dh-group 2

dh-group 20

dh-group 5

dh-group 14

dh-group 26

IKEv2

AES-256-CBC/SHA256/MODP1024
AES-256-CBC/SHA256/ECP384
AES-256-CBC/SHA256/MODP1536
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP2048
AES-128-CBC/SHA1/ECP256
AES-128-CBC/SHA1/MODP1536

encryption aes-256-cbc
encryption aes-128-cbc
integrity sha256
integrity sha1
dh-group 2

dh-group 20

dh-group 5

dh-group 14

dh-group 26

IPsec SA

AES-256-CBC/SHA256
AES-128-CBC/SHA256

cypher esp-aes-256
cypher esp-aes-128

hmac esp-hmac-sha256

C.8 strong

MpoTokon

LndpoBaHue

Proposal

IKEv1

AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/ECP384

AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP2048

encryption aes-256-cbc
encryption aes-128-cbc
integrity sha1

dh-group 14
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MpoTokon LlndpoBaHue Proposal
AES-128-CBC/SHA1/ECP256 dh-group 20
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 26

IKEv2 AES-256-CBC/SHA1/MODP2048 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP1536 integrity sha1
AES-128-CBC/SHA1/MODP2048 dh-group 14
AES-128-CBC/SHA1/ECP256 dh-group 20
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 26

IPsec SA AES-256-CBC/SHA1/MODP1536 cypher esp-aes-256
AES-256-CBC/SHA1/MODP2048 cypher esp-aes-128
AES-128-CBC/SHA1/MODP2048 hmac esp-shal-hmac
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 14
C.9 strong-aead

MpoTokon LlndpoBaHue Proposal

IKEv1 AES-256-GCM-16/PRF-SHA384/ECP384 |aead
encryption aes-256-gcm-16
prf sha384
dh-group 20

IKEv2 AES-256-GCM-16/PRF-SHA384/ECP384 |aead
encryption aes-256-gcm-16
prf sha384
dh-group 20

IPsec SA AES-256-GCM-16 aead

CHACHA20POLY1305 cypher aes-256-gcm-16
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C.10 strong-aead-pfs
MpoTokon LndpoBaHue Proposal
IKEv1 AES-256-GCM-16/PRF-SHA384/ECP384 |aead

encryption aes-256-gcm-16
prf sha384

dh-group 20

IKEv2

AES-256-GCM-16/PRF-SHA384/ECP384

aead
encryption aes-256-gcm-16
prf sha384

dh-group 20

IPsec SA

AES-256-GCM-16/ECP384
CHACHA20POLY1305-ECP384

aead
cypher aes-256-gcm-16

dh-group 20
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