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BBegeHue

BBepeHme

JaHHbIM CNPaBOYHKIK COAEPXKUT KOMaHZbI AN yrpaBaeHNs ycTporicTBoM Duo nocpeacTBom
nHTepderica KOMaHAHOM CTPOKW. 34eCb NpMBeAeH MOMHbIA CNUCOK BCEX JOCTYMHbIX
KoMaHZ. Takxke yka3aHbl MprIMepbl TOFo, Kak MCMo/ib30BaTh Hanbonee pacnpoCcTpaHeHHbIe
13 3TUX KOMaHg, 06Lasa nHpopmMauysa 0 B3aMMOCBA3W MeXAy KOMaHAaMu v
NPUHLMNMANLHbIE OCHOBbI TOFO, Kak X 1CMOJIb30BaThb.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

JaHHOe pyKOoBOACTBO NpeAHa3HauYeHo A5 CETEBbIX aAMUHNCTPATOPOB MW CNELMANNCTOB
Mo BbIYNCINTENIbHON TEXHMKE, OTBEYAOLLMX 3@ HAaCTPOKY 1 noaaepxxky Duo Ha mecTe.
OHo TakxXe npegHa3Ha4yeHo A9 onepaTopoBs, KOTopble ynpasnsatoT Duo. JlokyMeHT
OXBaTblBaeT TEXHUYECKMe NpoLeaypbl MOALEPXKKN BbICOKOTO YPOBHS A1
root-afMMHUCTPATOPOB U COTPYAHUKOB TEXHNYECKON noaaep>xki Duo.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic
CTPOKOM KOMaHgHow cTpokn Duo, ee nepapxmyeckyro CTpyKTypy,
YPOBHW aBTOPM3aLMM 1 BOSMOXHOCTW CAPaBKN.

OnucaHvie KOMaHj AndaBUTHbIV CNMCOK KOMaHA, KOTOPbIE MOXHO BBOAUTH
B KOMaHZHOW CTpoKe AN HacTpolikn Duo.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLlme o603HaueHs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.

JneMeHThI B YrnoBblX ckobkax noanexat

I <3aMeHSAEMbI 3/1EMEHT>
3aMeHe.
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BBegeHue

x|y]2 Obs3aTenbHble anbTepHaTUBHbIE K/HOYeBble
C/I0Ba rpynnuvpyoTcs B KPYrabiX CKOBKax 1
pasfensoTca BepTUKaNbLHOM YepToi.
x|yl zl Heobsi3aTenbHble anbTepHaTUBHbIE

K/It0YEBbIE C/I0BA FPYNNMpPYHTCS B
KBaApaTHbIX CKOBKax 1N pa3gensioTcs

BepTMKa/NbHOWN YepTo.

OnurcaHmne Kaxaoi KOMaHAbl pa3zefieHo Ha ciegyroLye noapasaens:

OnwcaHwne OnuncaHwe TOro, 4To KOMaHZAa AenaerT.
CnHoncuc O6Lwnin popmaTt KOMaHAbI.
Mpedukc no BO3MOXHOCTb NCMNONb30BaHMA B KOMaHAe

npedukca no.

MeHsieT HaCTpPOoiKK

CnocobHOCTb KOMaHAbI MEHATL HAaCTPOKM.

MHorokpaTHbIi BBOA,

BO3MOXHOCTb MHOFOKPATHOrO BBO/AA
KOMaHAbI.

BxoxzeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KomaHaa. Ecam rpynnbl HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodeiica

Tvn nHTepodeiica, Ha KOTOpbIN BAVSET
KomaHgaa. Pasgen He oTobpaxaeTcs, ecam
AAHHbIN KOHTEKCT He MeeT CMbIcNa ANs
KOMaHgbl.

NHTepdelicbl, NCnonb3yemMble B CUCTEME, U
OTHOLUEHUSI MEXAY HAMW NOKa3aHbl Ha
Aarpamme Huxe.

AprymeHThl

AprMeHTbI, eCc/in eCTb, N NMNoACHEHNA K HNM.

Mpumep

MnntocTpauums Toro, Kak KOMaHAa BbIrNaANT
npv Bbi3oBe. MockoNbKy MHTepdeiic NpocT,
HeKoTopble NPVMepbl 0YEBUAHbI, HO OHU
BKJ/IOUEHbI A1 ICHOCTW.

an/IMeL'IaHVIﬂ, npeaynpexaeHma n npejocrepexeHnda ncnonb3yroT ciegyrome

0603HayeHus.

MpumeyaHve:  O3HauvaeT "unTaTtesnb, NPUMK K CBefeHUID". MprMeYvaHuns cogepxar
rnosne3sHble COBEThI UK CCbIIKW Ha MaTtepuansl, He cojepXalimecs B

AAaHHOM CMpaBOYHUKKE.

MpeaynpexaeHve: O3HayaeT "untaTenb, BHUMaHMe!". Bawmn geicTBns MoryT NnpmeecTi K
noBpexaeHnto obopyf0BaHNSA AW NoTepe AaHHbIX.
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1.1 AnnapaTHoe obecneyeHue

Mpoueccop
OnepaTmBHas NamMATb
DSL AFE
dnew-namaTh

Ethernet

DSL

UsB

Wi-Fi

EcoNet EN7513T MIPS® 34Kc 900MHz
Nanya NT5CC64M16GP-DI 128MB DDR3
EcoNet EN7556N (ADSL2+/VDSL2)

ESMT F50L1G41A 128MB SPI-NAND

MopTbl Mukpocxema MpnmeyaHus
4 VHTerpnpoBaHHas

MeTtka CkopocTb MpnmeuaHus
0 100 M6uT/c MopT WAN

1 100 M6éuT/c

2 100 M6éuT/c

3 100 MéuT/c

MeTtka CKopocTb MpunmeuaHus
1

MeTka CkopocTb MpnmeuaHus
1 USB 2.0

YacToTHbIVi | Mnkpocxema MpnmeyaHus
AvanasoH

24T1Ty MediaTek MT7592N 802.11bgn 2x2
5ITy, MediaTek MT7612EN 802.11an+ac 2x2
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B aToIn rnaBe onmcaHo, Kak Nosb30BaTbCs UHTepdericoM KomaHAHOM cTpokm (CLI) Duo,
ero vepapxuyeckas CTpyKTypa, ypOBHU aBTOPM3aLMn 1 BOSMOXHOCTY KOHTEKCTHO
Mo/ CKa3Ku.

OCHOBHOE CPeACTBO yrpaBaeHUst MapLLpyTU3aTopom Duo — 3To nHTepdeiic KoMaHgHO
cTpoku (CLI). HacTpOMKM CUCTEMbI MOHOCTBHO ONUCLIBAKOTCS B BUAE NOC/eL0BaTeNIbHOCTH
KOMaH4, KOTOpble HY>XHO BbIMOIHNTb, YTOBbI MPUBECTI YCTPONCTBO B 3alaHHOE COCTOsIHME.

Duo nmeeT Tpn BUAa HacTpoek:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapTOBbIe HaCTpOVIKM Startup COI’Iﬁg 3TO noCie40BaTe/IbHOCTb KOMaHJA, KOTOpPad
XPaHNTCA B cneynanbHOM CeEKTOpe 3Hepr0He3aBI/ICI/IMOI7I
NnamMAaATn N NCNOJNIb3YETCA ANA MHNUMann3aunm CMCTeMbI
HenocpeACTBEHHO Noce 3arpyskun.

Hactporikum no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3anuncbIiBalOTCA Npu NpomnssoacTee Ha Duo. RESET Ha
Koprnyce No3BossieT COpoCcUTb CTapTOBbIe HACTPOMKWN Ha
3aBojcKue.

®ainbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUYHYHO, 6e3
y4acTust KOMaHAHOW cTpoKK. MNpu 3TOM ciegyeT MOMHUTb, YTO CTPOKM HauMHatoLmecs ¢
! MITHOPMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN04EHbI B 4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.
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2.1 BBoAg KOMaHA4 B KOMAaHAHOW CTpoKe

KomaHZHbIi nHTepnpeTaTop Duo pazpaboTaH TakvM 06pasom, YTo6bl UM Mor
NoNb30BaTbCs KAK HAUMHAOLLMIA, Tak 1 OMbITHLIN NONb30BaTeNb. Bce KOMaHAbI 1
napaMeTpbl UMEIT SICHbIe 1 erko 3anoMuUHakoLLMecs Ha3BaHKs.

KomaHZAbl pa36buTbl Ha rpynmnbl 1 BbICTPOEHbI B epapXuto. Taknm o6pasom, Ans
BbINOHEHWNS KAKOK-1M60 HACTPOIKIN NONBb30BaTENIO HY>HO NocneAoBaTe/IbHO BBECTH
Ha3BaHWs BNOXEHHbIX rPYMN KOMaHZ, (Y310BbIX KOMaHZA) 1 3aTeM BBECTU KOHEUHYHO
KOMaHAy ¢ napameTpamu.

Hanpwumep, IP-agpec ceTeBoro nHTepderica Dsl0 3agaeTca komaHgol address, koTopas
HaxoawuTcsa B rpynne interface - ip:

(config)>interface Ds10 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa, B rpynny

HekoTopble y3noBble KOMaHAbl, cogepKaLle Habop JoUYepHUX KOMaHZ, NMO3BONSIOT
MO/Ib30BaTE/0 BbIMOMHUTL «BXOA» B FPYMMy, YTO6bl BBOAUTL AOYEPHME KOMaHABI
HenocpeACTBEHHO, He TpaTsA BpeMsl Ha BBOZA MIMEHW y3/10BOM KOMaHAbl. B 3ToM cayyae
MeHSeTCA TeKCT NpUraaLleHns KOMaHAHOM CTPOKK, YTO6bI NONb30BaTe b BUAEN, B KAaKOW
rpynne oH HaxoAnTcs.

JobaBneHa koMaHAa exit nnr no HaxxaTuro KombuHaumm knasuwl [Ctrl]+[D] BbiInonHsieTcs
BbIXOZ, 13 rpynnbl.

Hanpumep, npu Bxoge B rpynny interface npurnalieHne KOMaHAHOM CTPOKW MeHsAeTCs
Ha (config-if):

(config)>interface Ds10

(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 /icnosib30oBaHMe CNpaBKU U
aBToOA0MNoJ/IHeHUA

34

[lna Toro 4to6bI caenaTh NPOLLECC HACTPOMKM MaKCUManbHO YAO6HbLIM, MHTepdenc
KOMaHZAHOW CTPOKN nMeeT GYHKLMI0 aBTOA0MOMHEHNS KOMaHA 1 NapamMeTpos,
noAcKkasblBas ornepaTopy, Kakme KOMaHAbl AOCTYMNHbI Ha TekyLLleM YPOBHE B/IOXKEHHOCTMU.
ABTOZ0MONHEHMe paboTaeT No HaxaTuo Knaeuwmn [Tab]l. Hanpumep:

(config)>in[Tab]
interface - network interface configuration

(config)> interface Fa[Tab]
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Usage template:
interface {name}

Variants:
FastEthernet0
FastEthernet0®/Vlanl
Ds10

(config)> interface FastEthernetO[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0/Vlanl
Ds10

(config)> interface FastEthernetO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLeil KOMaHge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface Ds10 [Tabl]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
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ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface Ds10

2.3 NMpedunkc no

I'Ipeq>|/||<c NO NCNONBb3YeTCA AN1A OTMEHDbI ,Cl,eIZCTBI/Iﬂ KOMaHZAbl, nepes KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHaa interface oTBeuaeT 3a co3jaHMe ceTeBOro MHTepdeica c 3ajaHHbIM
nmeHeM. Npedrkc no, NCnonb3yeMblii C 3TON KOMaHAOW, Bbl3biBaeT 0bpaTHoOe JelicTBre —
yaaneHve nHtepderica:

(config)> no interface PPPoEO

Ecnn koMaHga cocTaBHasi, N0 MOXET CTaBUTLCA Nepes, obbiM ee YneHoM. Hanpumep,
koMaHga service dhcp BkarouaeT cnyx6y DHCP 1 cOCTOUT U3 ABYX YacTel: service —
NMEHW rpynnbl B nepapxum koMang, n dhecp — KoHeuHol komaHAbl. Mpedurkc no MOXKHO
CTaBUTb Kak B Hayase, Tak 1 B cepeimnHe. leincTeme B 060mx cnyyasx byaeT o4NHAKOBbIM:
OCTaHOBKa C/TyX6bl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,
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MHorue KOMaHAbI o6na,a,a+0T CBOWVICTBOM UGEMI’)OI’I’IEHmHOCmU, KOTOpPOE NPOoABAAETCA B
TOM, YTO MHOFOKpaTHbIIZ BBOJ 3TUX KOMaHA NpUBOANT K TEM XE USMEHEHUAM, UTO U
oAHoOKpaTHbI. Hanpumep, komaHAa service http fo6asnsert ctpoky «service http» B
TekyLme HacTPOWMKKN, U MNP MOBTOPHOM BBOJE HMUYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosiseT A406aBNATb He OfHY, a8 HECKONbKO 3anuncen, ecnu
BBOAMWTb VX C Pa3HbIMW aprymeHTaMu. Hanpumep, ctatuyeckme 3anucy B Tabnvue
MapLipyTusaumu ip route nnv dunbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NpUCYTCTBYHOT B HAaCTPOMKax B BUAE CINCKA:

Mpumep 2.1. cnonb3oBaHMe KOMaHAbl C MHOFOKpPaTHbIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1
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3anucK 13 Takmnx TabauL, MOXHO yAansaTb No OAHOM, NCMOb3ys NpePUKe No, 1 yKasbiBas
B apryMeHTe KOMaHZbl, Kakyto UMEeHHO 3anucb TpebyeTcsa yaanunTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO

ip route 1.1.1.0 2
.1.3.0 255.255.255.0 PPTP1

ip route

[y

2.5 CoxpaHeHue HacTpoekK

TekyLLme 1 CTapTOBble HACTPONKK XpaHATCA B ¢painax running-config u startup-config.
Ans TOoro 4To6bl COXPaHUTL TeKyLLMe HAaCTPOKN B SHEProHEe3aBUCMMYHO NaMATb, HYXXHO
BBECTW KOMaHAY KOMMPOBaHUs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTNno)KeHHas nepesarpyska

Ecnv Duo HaxoAWTCs Ha 3HAUNTENBHOM YAaNeHM OT ornepaTopa 1 ynpaBaseTcs Nno ceTu,
BO3HMKAET ONACHOCTb NOTEPSITh CBA3b C HAM MO NPUUYMHE OLLUNBOUHbIX AeNCTBUIA
oneparopa. B 3ToM clyyae nepesarpyska 1 BO3BPaT K COXPaHeHHbIM HacTpolikam 6yayT
3aTpyZAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/IOXXEHHO nepesarpysku,

BbINOHUTb «OMaCHbIe» HACTPOIIKM, 3aTeM BbIK/TIOUNTbL TaliMeEp Y COXPaHUTb U3MEHEHWS.
Ecnv B npoLiecce HacTPOLiKM CBSI3b C YCTPONCTBOM byAeT NoTepsiHa, onepaTopy A0CTaTOUHO
ByAeT A0XAATbCA aBTOMATNYECKOWN nepesarpy3ku 1 NOAKNHOUNTBLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OonucaHue KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

MNpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  copy ¢«sources «destinations

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

source Ums gaiina MNyTb K daliny, KOTopbI HE0H6XO0AMMO
CKOMMpoBaTh.

destination |Wma ¢aina MyTb K KaTanory, Kyga éygeT ckonmpoBaH
dann.

Mpumep Hanpuwmep, coxpaHeHmne HacTpoek genaetcsd Tak:

(config)> copy running-config startup-config
(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

VICTOleﬂ N3MeHeHWniA Bepcmﬂ onvcaHue

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHwne Yaanutb painn ns namatm Duo.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
filename Wma ganna MyTb K paliny, KOTOPLIA HEO6XOAMMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.14ls
OonucaHue BbiBecTy Ha akpaH cnncok ¢ainnos B yKkazaHHOM KaTanore.
Mpejukc no Het
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MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

CuHoncuc

(config)> s [«directory:]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
directory CTpoka MNyTb K KaTanory. [lomkeH cogepxatb NMs
bainnoBoi CUCTEMbI M HEMOCPEACTBEHHO NYTh
K kaTanory B dopmarte < painoas cmcrema
> < nyTb >. NpyMepbl GpalinoBbIX CUCTEM —
flash, temp, proc, usbn t. 4.
Mpumep (config)> 1s FILES:

rel: FILES:

entry, type = D:

name: com

entry, type = R:
name: IMAX.mkv
size: 1886912512

entry, type = D:
name: speedfan

entry, type = D:
name: portable

entry, type = D:
name: video

entry, type = D:

name: HoBas nanka
VICTOpI/Iﬂ N3MeHeHUn Bepcwﬂ onvicaHue
2.00 JlobaBneHa komaHaa ls.

3.1.5 mkdir

OnucaHwue Co3paTb HOBbI KaTasnor.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog, Het
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CuHoncuc (config)> mkdir «directory»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
directory Ctpoka MyTb K KaTanory.
Mpumep (config)> mkdir SANDSK:/test
FileSystem: :Repository: "SANDSK:/test" created.
(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.
VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue
212 JobaBneHa komaHaa mkdir.
3.1.6 more
OnucaHue BbiBeCTV Ha 3KpaH cofepXXmMMoe TeKCToBOro gaiina NnoCcTpoyHoO.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)> more «filename>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
filename Wms @anna MonHoe nma gaina nam NCeBAOHUM.
Mpumep (config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1l rotate
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.00 JlobaBneHa KoMaHa more.
3.2 access
OnucaHwue HacTponTb nonb3oBaTenbCKniA 4OCTYN K KaTanory Ha USB-ycTpolicTse.
KomMaHza ¢ npedpurkcom no 3anpeLLaeT 4oCTyn K narike.
MNpedukc no Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)> access «directoryswser> modes [ recursive ]
(config)> no access «directorys wusers [ recursive ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
directory Ctpoka HasBaHue KaTanora Ha USB-ycTpoiicTse.
user CTpoka ViMsa nonb3oBarens.
mode forbidden JocTyn 3anpeLueH.
read JocTyn TONBKO AN1A UTEeHUS.
write JlocTyn ToNbKO ANF 3anncK.
read/write |[ocTyn AN YTEHUSA N 3aNUCU.
inherited [MpaBa gocTtyna HacneayoTca oT
pPOANTENbCKOro KaTaiora.
recursive Knoyesoe MpaBa focTyna NPUMEHSIOTCA KO BCEM
C/10BO B/IOXKEHHbIM KaTasoram.
Npumep (config)> access OD5F-1DB6:Downloads test read/write
(config)> no access OD5F-1DB6:Downloads test
VICTOleﬂ N3MeHeHNnN Bepcmﬂ onucaHvie

2.00 JlobaBneHa KOMaH/a access.

3.3 access-list

OnucaHune JocTtyn K rpynne KOMaHA A5 HaCTPOWKN BbIGPaHHOMO CMcKa nNpasun
dnneTpaumm nakeTos. Ecn cNncok He HaldeH, KOMaHAa NbITaeTcs ero
C03/aTb. TaKoW CANCOK MOXET 6bITb NPUCBOEH CeTeBOMY MHTepdeiicy ¢
nomolLLbro koMaHabl interface ip access-group.

KomaHga ¢ npedurkcom no yaansiet cnmcok npasu.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a
Bxo>xaeHue B rpynny (config-acl)

Cunoncuc I (config)> access-list name»

Duo (KN-2110) — CripaBOYHUK KOMaH, 43



naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config)> no access-1list name»

AprymeHT

3HaueHue

OnucaHwue

name

Ctpoka

HasBaHuve cnucka npasun ¢unbtpaumn (Access
Control List, ACL).

(config)> access-list

test_acl

Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

Bepcus

OnucaHune

2.00

JobaBneHa komaHaa access-list.

3.3.1 access-list auto-delete

OnuncaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Bkntountb aBTOMaTmnyeckoe yaaneHune npasun ACL npw yganeHnm
nHTepderica. KomaHaa NpUHYANTENBbHO BKAOYAETCS AN CNNCKOB A0CTyNa
c npedurkcom WEBADMIN .

KomMaHgaa He MoXeT 6bITb BK/IFOUEHa, eC/IN HeT NPUBS3aHHbIX MHTepdelicoB.
NcknoyeHmem aendeTcs YteHme startup-config.

KomaHga c nped1Kcom no oTKItoYaeT aBToMaTMyeckoe yaaneHue.

Ja
Aa

Het

I(conﬁg-acD> auto-delete

I(conﬁg—adﬁ>noauto-de1ete

(config-acl)> auto-delete
Network::Acl: Enabled auto-deletion for " WEBADMIN Home" access »

group.

(config-acl)> no auto-delete
Network::Acl: Disabled auto-deletion for " WEBADMIN Home" access »

group.
Bepcus OnucaHve
3.09 JlobaBneHa koMaHa access-list auto-delete.
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3.3.2 access-list deny

OnuncaHwmne

Mpedukc no

MeHsieT HacTpoVikm

Job6aBuTb 3anpeLuatoLee npasuno dGnnbTpaLmm NakeTos B yKasaHHbIN ACL.
KomaHga ¢ npedumkcom no yaanseT npasuo.

Ja

Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

(config-acl)>  deny (tcp | udp) <sources <source-mask»
[port((<«src-port-operators<source-port:)|
( range <source-ports <source-end-port»))]
<«destinations <destination-mask>
[ port((<«dst-port-operator «destination-port>)|
( range «destination-port> «destination-end-port>))]

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
«destination <destination-mask>

(config-acl)> no deny (tcp | udp) <sources <source-mask»
[ port((<«src-port-operators<source-ports)|
( range <source-ports <source-end-port»))]
<destinations «destination-mask>
[ port((<«dst-port-operator:«destination-port)|
( range «destination-port> «destination-end-port»))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask>

AprymeHT 3HayeHue OnucaHue

tcp Krwyesoe | TCP NpOTOKO.
C/10B0

udp Kmiwyesoe |UDP npoToKon.
C/1080

icmp Kmwyesoe  |ICMP npoTokKo.
CJ10BO

esp Krmwyesoe |ESP npoTokon.
CJ10BO

gre Krw4esoe  |GRE NpoTOKO.
CJ10BO

ipip Kroyesoe |IP in IP npoTOKO.
CJ10BO

ip Knwyeoe |IP-npoToKON (BKAtOYaeT B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
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AprymeHT 3HaueHve |OnucaHve
source IP-agpec |AApec UCTOYHKKA B 3arojioBke
IP-nakera.
source-mask IP-macka |Macka, npriMeHeHaeMas K agpecy
MCTOYHKKa B 3aronoske IP-nakera,
nepe/ cpaBHeHVEM C source.
CywecTByeT ABa cnocoba BBOJa MacKu:
B KaHOHWN4eckol dopme (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOW
ANVHBI Npedukca (Hanpumep, /24).
source-port Llenoe MopT ncrtouHwka B TCP nnn UDP
uncnao 3aroJioBke.
source-end-port Lenoe OkoHYaHwue frarnasoHa nopTos
4yucJsio NCTOYHWKa.
src-port-operator |1t OnepaTop «MeHbLLe» A/ CPpaBHEHNSA
nopTa C YKasaHHbIM source-port.
eq OnepaTop «paBHO» /1Al CPaBHEHUS
nopTa C YKasaHHbIM source-port.
gt OnepaTtop «6osbLUe» 418 CpaBHeEHUS
nopTa C yKasaHHbIM source-port.
destination IP-agpec |Aapec Ha3HayeHWs B 3aronoske
IP-nakerta.
destination-mask IP-macka |Macka, npMMeHeHsaeMas K agpecy
Ha3HaueHWA B 3aronoBke IP-nakeTa,
nepes cpaBHeHneM c destination.
CywecTByeT AiBa cnocoba BBOJa MacKu:
B KaHOHWn4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuJe 6UTOBOI
ANViHbI Npedukca (Hanpumep, /24).
destination-port Llenoe MopT Ha3HauveHwA B TCP namn UDP
uncso 3aroJioBke.
destination-end-port|lenoe OKoH4YaHWe AranasoHa nopTos
uncriio Ha3Ha4yeHunA.
dst-port-operator |lt OnepaTop «MeHbLLe» A/ CPaBHEHNSA
nopTa C YKasaHHbIM
destination-port.
eq OnepaTop «paBHO» AN CPaBHEHUS
nopTa C yKasaHHbIM
destination-port.
gt Onepatop «6onbLUe» Ans CpaBHEHNS

nopTa C YKa3aHHbIM
destination-port.
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Npumep (config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule deleted.

WcTopuns nsmeHeHunit |Bepcus onucaHue
2.00 JobasneHa KomaHaa access-list deny.
2.06 HoBoe 3HaueHue ip 6b110 fO06aBNEHO B apryMeHT
protocol.
2.08 Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre v ipip.
2.09.A.2.1 Jlo6aBneHbl AnanasoHbl MOPTOB.

3.3.3 access-list permit

OnucaHwue Jlob6aBunTb paspeLuatoLLiee npasuio GpuabTpaLmm NakeTos B yKasaHHbIA ACL.
KomaHga ¢ npedurkcom no yaansiet npasuio.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-acl)>  permit (tcp | udp) <sources <source-mask»
[ port((<«src-port-operator: <source-ports)|
( range <source-port <source-end-port;))]
<destinations «destination-mask»

[ port((<«dst-port-operator>«destination-port)|
(range «destination-port «destination-end-port))]

(config-acl)> permit (icmp | esp | gre | ipip | ip)«<sources<source-mask»
<destinations «destination-mask»

(config-acl)> no permit (tcp | udp) <source> <source-mask>
[ port((<«src-port-operator: <source-ports)|
(range <source-port <source-end-port;))]
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«destinations «<destination-mask>
[ port((<«dst-port-operator:«destination-port)|
( range «destination-port> «destination-end-port»))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask>
<destinations «destination-mask>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
tecp Kriwyesoe | TCP NpOTOKO/.
CJ/10B0
udp Knouyesoe |UDP npoToKoO.
CJ10BO
icmp Kmwyesoe  |ICMP npoTokon.
CJ10BO
esp Krw4esoe  |ESP mpoToKo.
C/1080
gre Krw4esoe |GRE NpoOTOKO.
C/1080
ipip Kmwyesoe |IP in IP NnpOTOKON.
C/1080
ip Knwuyeoe |IP-npoTOKON (BKAtOYaET B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
source IP-agpec |AApec NCTOYHKMKA B 3arosioBKe
IP-nakerta.
source-mask IP-macka |Macka, npnMeHeHsaemas K agpecy
NCTOYHVKa B 3aronoske IP-nakera,
nepe/ cpaBHeHVIEM C source.
CywecTByeT ABa cnocoba BBOAa Macku:
B KaHOHWYeckolr dopme (Hanpumep,
255.255.255.0) 1 B BUuAe 61UTOBOI
AnnHbl npedukca (Hanpumep, /24).
source-port Lesnoe MopT ncrouHmka s TCP nnn UDP
uncno 3aroJioBke.
source-end-port Lenoe OkoHuaHWe gmnanasoHa NnopToB
4yucsio NCTOYHWNKaA.
src-port-operator |1t Onepartop «MeHbLUe» Ana CpaBHEHUS
nopTa C YKasaHHbIM source-port.
eq OnepaTop «paBHO» AN CPaBHEHUS
nopTa C YKasaHHbIM source-port.
gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa C YKasaHHbIM source-port.
destination IP-agpec |Appec Ha3Ha4yeHWA B 3arosioBke
IP-nakera.
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AprymeHT

3HauyeHve

OnucaHue

destination-mask IP-macka

Macka, npumeHeHsemMas K agpecy
Ha3HaueHus B 3arososke IP-nakera,
nepes cpaBHeHMeM c destination
CywiecTByeT ABa cnocoba BBOAA Macku:
B KaHOHW4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuAe 6UTOBOI
ANViHBI NpeduKca (Hanpumep, /24).

destination-port Lenoe

4yucrsio

MopT Ha3HauyeHwa B TCP nnn UDP
3arosoBke.

destination-end-port|l4enoe

OKoHuYaHWe AranasoHa nopTos

yncio Ha3Ha4yeHunA.
dst-port-operator |1t Onepartop «MeHbLUe» ANA CpaBHEHUS

nopTa C YKa3aHHbIM
destination-port.

eq OnepaTtop «paBHO» ANSA CPaBHEHMS
nopTa C YKa3aHHbIM
destination-port.

gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa C YKasaHHbIM
destination-port.

Npumep (config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »

255.255.255.0

Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 8080 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.00

JobasneHa komaHaa access-list permit.

2.06

HoBoe 3HaueHue ip 66110 A06aBNEHO B apryMeHT

protocol.

2.08

Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre v ipip.

2.09.A.2.1

JlobaBneHbl Anana3oHbl NOPTOB.

Duo (KN-2110) — CripaBOYHUK KOMaH,

49



naBa 3 OnncaHme KoMaHp,

3.3.4 access-list rule

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

OTkNUUTL Npasuio ACL, orpaHNYUTL BpeMsi ero paboTbl pacnmcaHmnem,
N3MEHUTb ero MecTo B CNucKke Npasua Unu Ao6aBnTb ero onncaHuve.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BKNKOYaET NpaBunio, OTMEHAET pacnncaHne nin
yAandaeT onncaHme.

Ja
Ja
Aa

(config-acl)>

rule <index> (disable | schedule <schedules | order

<new-index> | description «descriptiom)

(config-acl)> no rule <index> (disable | schedule | description)

AprymeHT 3HauyeHue OnuncaHue
index lenoe uyncno |Homep npasuna ACL.
disable Knwyesoe OTknrounTe Npasuio ACL.

c/10B80
schedule Pacnucanune HasBaHue pacnucaHmsa, CO34aHHOro npwu

nomMoLuwm rpynnel KoMaHA schedule.

order Lllenoe 4ucno HoBas nosunuma npasuna ACL B cnucke.
description |CTpoka OnuncaHune npasuna ACL.

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

rule 0 disable
Rule disabled.

rule 0 schedule acl_schedule
Rule schedule set to "acl schedule".

(config-acl)>rule 0 description myacl

Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

Rule description set to "myacl".

rule 0 order 1
Rule 0 moved to position 1.

no rule 0 disable
Rule enabled.

no rule 0 schedule
Rule schedule removed.

no rule 0 description
Rule description removed.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 JobaBneHa komaHaa access-list rule.

3.4 adguard-dns

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

3.4.1 adguard-

OnuncaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncunc

AprymeHThl

JocTtyn K rpynne KoMaHA AN HacTporikmn npodbunei 3awmnTel AdGuard DNS.
Het
Het
Het

(adguard-dns)
I (config)> adguard-dns

(config)> adgquard-dns
Core::Configurator: Done.
(adguard-dns)>

Bepcus OnucaHue

2.12 Job6asneHa komaHaa adguard-dns.

dns assign

HasHaunTb npodunb 3amThl XOCTy. 10 yMOYaHMIO A/15 BCEX XOCTOB
ncnonb3yetca npodunb standard.

KomaHga c npedrkcom no Bo3BpaLLlaeT 3HaueHre No yMonyaHuo — npodusib
standard.

Aa
[Ja
Ja
(adguard-dns)>  assign [ <host» ] <type»

(adguard-dns)> no assign [ <host> ]

AprymeHT 3HauyeHue OnucaHwue

host MAC-agpec XOCT, K KOTOPOMY NpuMeHsieTcs npodunb
3aWwmThl. Ecnn He ykasaH, npo¢uib

NPMMEHAETCA KO BCEM XOCTaM.
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AprymeHT 3HauyeHue OnuncaHwue
type default 3aluMTa He UCMoJib3yeTCs.
base BroknpoBka pekiambl, TPEKMHIa 1 GULLINHTa.
standard BesonacHoe npeobpasosaHume DNS, 6e3
6710KMPOBKN.
family BnoknpoBKa peknambl, TPEKUHIa, GULLINHTA,
CaNTOB AJ19 B3POC/IbIX, BKIHOUNTL 6€30MNacHbI
nounck B bpaysepe.

Mpumep

UcTopusa nsmeHeHwnii

3.4.2 adguard-

OnucaHwue
Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

Mpumep

(adguard-dns)> assign base
AdguardDns::Client: Default type set.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA default
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been associated with »
"default" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA standard
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "standard" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA family
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "family" profile.

(adguard-dns)> no assign a8:1e:84:85:f2:72
AdguardDns::Client: Host "a8:1e:84:85:f2:72" has been removed.

(adguard-dns)> no assign
AdguardDns::Client: Default type set.

Bepcus OnucaHue

2.12 JlobasneHa komaHaa adguard-dns assign.

dns check-availability
MpoBepuTb JAOCTYNHOCTL CyX6bl AdGuard DNS.
Het

Het

Het
I(adguard—dns)> check-availability

(adguard-dns)> check-availability
AdguardDns::Client: AdGuard DNS is available.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.12

[JobaeneHa komaHaa adguard-dns check-availability.

3.4.3 adguard-dns enable

OnucaHune BrntounTs cnyxby AdGuard DNS.

KomaHga c nped1KcomM no ocTaHaBNNBAET CAyXOby.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (adguard-dns)>  enable
I (adguard-dns)> no enable
Mpumep (adguard-dns)> enable

AdguardDns::Client: AdGuard DNS enabled.

(adguard-dns)> no enable
AdguardDns::Client: AdGuard DNS disabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHwune

2.12 Jlo6aBneHa komaHza adguard-dns enable.
3.5 afp
OnucaHune JocTtyn K rpynne KOMaHA Ans yrnpasneHus cnyxoomn AFP.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog Het

Bxo)xaeHue B rpynny (config-afp)

CuvHoncuc

MNpumep (config)> afp

I (config)> afp

Core::Configurator: Done.

(config-afp)>
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 Jo6aBneHa komaHaa afp.

3.5.1 afp automount

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BrntounTb aBTOMaTnyeckoe nogxntoyeHne USB-ycTpoincTs ana goctyna K
HUM Yepe3 AFP. Mo ymonyaHuio GyHKLMA BKIHOYEHaA.

KomaHga ¢ npeprKcom no oTkAoHaeT GyHKLMIO aBTOMaTNYeCKoro
NOAKNHOYEHNS.

Ja
Aa
Het
I(config—afp)> automount

I (config-afp)> no automount

(config-afp)> automount
Afp::Server: Automount enabled.

(config-afp)> no automount
Afp::Server: Automount disabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga afp automount.

3.5.2 afp permissive

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

BKOUNTb pa3peLuatoLLii pexim, Koraa Bce Nnosib30oBaTeiv MOTyT NMoyyYnTb
AocTyn K $painam Ha USB-ycTporicTe. 10 yMOAYaHMIO PEXMM OTKIHOYEH.

KomaHga ¢ npedrkcom no oTKIoYaeT paspeLUaroLnin pexmnm, 1 4oCTyn K
daiinam MMetoT ToNIbKO NoAb30BaTeNn ¢ meTkon "afp".

Ja
Aa

MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

I (config-afp)>  permissive

I (config-afp)> no permissive
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Mpumep

UcTopuns nameHeHuii

(config-afp)> permissive
Afp::Server: Permissive mode enabled.

(config-afp)> no permissive
Afp::Server: Permissive mode disabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHaa afp permissive.

3.5.3 afp share

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

OTKpbITE 06LLMIA AOCTYN K KaTanory Ha USB-ycTpoiicTee.

KomaHga ¢ npedurkcom no 3akpbiBaeT 06LWMIA JoCTyn K KaTanory. Ecim
BbIMNO/IHNTb KOMaHA4Y 6e3 dprymMmeHTa, To KO BCEM KaTanioram Ha
USB-ycTpolicTBe byaeT 3aKpbIT 06U JOCTYN.

Ja
Aa
Ja
(config-afp)>  share <label> amount> [timemachine] [ description]

(config-afp)> no share [ label ]

AprymeHT 3HauyeHue OnuncaHwue

label Ctpoka HasBaHwue obLero pecypca Ans
nonb3oBaTenen.

mount CTpoka Mms KaTanora, K KOTOPOMY OTKpbIBaeTcs
o6LwKMin focTyn.

timemachine |Knwuesoe JocTtyn ana npunoxeHusa Time Machine.

C/10B0
description |CTpoka [Mpov3BONbLHOE OMKCaHMe KaTasora.

(config-afp)> share AFP C253-062D:/FOR_AFP timemachine
Afp::Server: Added share "AFP".

(config-afp)> no share AFP
Afp::Server: Removed share "AFP".

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga afp share.
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naBa 3 OnncaHme KoMaHp,

3.6 cifs

OnucaHwue JocTtyn K rpynne KomMaHa Ansa ynpasneHus cnyxéoin CIFS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (config-cifs)

Cunoncuc I (config)> cifs

Mpumep (config)> cifs
Core::Configurator: Done.
(config-cifs)>

VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHza cifs.

3.6.1 cifs automount

OnucaHue BknrounTb aBTOMaTmyeckoe nogkatoueHmne USB-ycTponcTs Ana goctyna K
HUM yepe3 CIFS. Mo ymonYaHuio GyHKLNSA BKAKOYEHA.

KomaHga c npedurkcom no otkaroyaeT GyHKLMIO aBTOMATUYECKOro
NOAK/TIOYEHNS.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het

CuHoncuc I (config-cifs)>  automount

I (config-cifs)> no automount

Mpumep (config-cifs)> automount
Cifs::ServerTsmb: Automount enabled.

(config-cifs)> no automount
Cifs::ServerTsmb: Automount disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHga cifs automount.

56 CnpaBoyHuK koMaHa — Duo (KN-2110)




naBa 3 OnncaHme KOMaHA,

3.6.2 cifs map-hidden

OnucaHue BrntounTb noasaepxky ACL n ckpbITbix dainnos ans CIFS. Mo ymonyaHuto

bYHKLMS OTKNIOYEHa.

KomaHza ¢ nped1Kcom no oTKAoYaeT HaCTPOWKY.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config-cifs)> map-hidden
I (config-cifs)> no map-hidden
MNpumep (config-cifs)> map-hidden

Cifs::ServerTsmb: Map hidden enabled.

(config-cifs)> no map-hidden
Cifs::ServerTsmb: Map hidden enabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.14

JobasneHa komaHga cifs map-hidden.

3.6.3 cifs master

OnucaHwue BkntounTtb macmep-6paysep Ha TSMB-cepsepe. 1o ymMon4aHMIO HacTpoika

BbIK/1TFOYEHa.

KomaHaa ¢ npedurKcom no oTkAtouaeT macmep-bpaysep.

Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-cifs)> master
I (config-cifs)> no master
MNpumep (config-cifs)> master

Cifs::ServerTsmb: Master browser enabled.

(config-cifs)> no master
Cifs::ServerTsmb: Master browser disabled.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 JlobaBneHa komaHja cifs master.

2.04 KomaHga cifs master ysaneHa kak yctapeBLuas.
3.03 BHoBb fo6aBneHa komaHza cifs master.

3.6.4 cifs permissive

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,

CviHoncmc

Mpumep

WcTopusa nsmeHeHuim

BinrounTb paspeLuaroLmii pexum, Koraa Bce Noab30BaTev MOryT NoslyYmTb
foctyn K daninam Ha USB-ycTpolicTse. 10 yMOAYaHNIO PeXNM OTK/THOYEH.

KomaHaa ¢ npedurKcom no oTkNoYaeT paspeLuatoLnii pexmm, 1 4OCTyn K
darinam vmetoT ToNIbKO Noib30BaTenu ¢ MeTkoi "cifs".

Ja

Ja

Het

I (config-cifs)> permissive

I (config-cifs)> no permissive

(config-cifs)> permissive
Cifs::ServerTsmb: Permissive mode enabled.

(config-cifs)> no permissive
Cifs::ServerTsmb: Permissive mode disabled.

Bepcus OnucaHue

2.00 JobasneHa koMmaHgaa cifs permissive.

3.6.5 cifs share

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

OTKpbITb 06LLMI AOCTYN K KaTanory Ha USB-ycTpolicTse.

KomaHaa ¢ npedurKcom no 3akpbiBaeT o6LwMiA A0CTYN K KaTanory. Ecam
BbIMONHUTbL KOMaHZAy 6e3 aprymeHTa, TO KO BCeM KaTasoram Ha
USB-ycTpolicTBe byaeT 3aKpbIT 06LWMIA JOCTYN.

Ja
Ja
Ja

I (config-cifs)>  share <label> <mount> [ description]
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AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(config-cifs)> no share [ label ]

AprymeHT 3HauyeHue OnucaHwue

label Ctpoka Mms kaTanora, KoTopoe byaeTt BUAHO
nosib3oBaTensm.

mount CTpoka Vima kaTtanora, K KOTOPOMY OTKpbIBaeTcs
o6LmiA focTyn.

description |CTpoka lMpon3BonbHOe onurcaHve Katasnora.

(config-cifs)> share MYHOME1l 10A0CDE9AOCDD4FE:/
Cifs::ServerTsmb: Added share "MYHOME1l".

(config-cifs)> share MYHOME 10A0CDE9AOCDD4FE:/Video/
Cifs::ServerTsmb: Added share "MYHOME".

(config-cifs)> no share MYHOME1l
Cifs::ServerTsmb: Removed share "MYHOME1".

Bepcus

OnucaHmne

2.00

JobaBneHa komaHza cifs share.

3.7 cloud control2 security-level

OnuncaHwune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

YcTaHoBUTL ypoBeHb b6e3onacHocTu cepBuca Cloud Control2 ang mobunesHoro
npunoxeHus Keenetic. Mo ymMon4aH1o Ha3Ha4vyeH ypoBeHb 6e30MacHOCT

public.

Hert

Ja

Hert

(config)> cloud control2 security-level (public | private)

AprymeHT |3HaueHue OnuncaHwue

public Knw4esoe cnoso |foctyn k Cloud Control2 paspelueH ans
public, private n protected nHTepdeiicos.

private |Kmw4esoe cnoso |AocTtyn k Cloud Control2 pa3peLueH TonbKO
Ans private nHtepodeiicos.

(config)> cloud control2 security-level public
CloudControl2::Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [JobaeneHa komaHaa cloud control2 security-level.

3.8 cloudflare-dns

OnucaHune JocTyn K rpynne KOMaHZA ANns HacTporiku npodunein 3awmtel Cloudflare DNS.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

BxoxxaeHue B rpynny (cloudflare-dns)

CnHoncuc I(config)> cloudflare-dns

Mpumep (config)> cloudflare-dns
Core::Configurator: Done.
(cloudflare-dns)>

WcTopuns nsmeHeHunit |Bepcus onucaHue

3.05 JobasneHa komaHaa cloudflare-dns.

3.8.1 cloudflare-dns assign

OnucaHwue HasHaunTb npodunb 3amThl XOCTy. 10 yMOYaHMIO A/15 BCEX XOCTOB
ncnonb3yetca npodunb standard.

KomaHaa ¢ npedrKcom no Bo3BpaLLaeT 3HayYeHre Mo YMONYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (cloudflare-dns)>  assign [ <host>] <type>
(cloudflare-dns)> no assign [ <host> ]
AprymeHTbI AprymeHT |3HaueHune OonucaHue

host MAC-agpec XoCT, K KOTOpOMY NpuMeHsieTca npodunb
3aWmnThl. Ecnn He ykasaH, npodpuib
NPUMEHSIeTCA KO BCEM XOCTaM.

type default 3almTa He UCNoJib3yeTcs.
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naBa 3 OnncaHme KOMaHA,

AprymeHT |3HauyeHue OnucaHve
standard be3sonacHbIii DNS, 6e3 610KMpoBKN.
malware BnoknpoBka BpeOHOCHbLIX MPOrpamMm.
family BnoknpoBka BpeOHOCHbLIX MPOrpamMMm 1 CalitoB
NS B3POC/IbIX.

Mpumep (cloudflare-dns)> assign default
CloudflareDns::Client: Default type set.

(cloudflare-dns)> assign c0:b8:83:c2:cbh:11 default
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "default" profile.

\J

(cloudflare-dns)> assign c0:b8:83:c2:ch:11 standard
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "standard" profile.

v

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 malware
CloudflareDns: :Client: "c0:b8:83:c2:cb:11" has been reassociated
with "malware" profile.

v

(cloudflare-dns)> assign c0:b8:83:c2:ch:11 family
CloudflareDns: :Client: "c0:b8:83:c2:cb:11" has been reassociated
with "family" profile.

\J

(cloudflare-dns)> no assign c0:b8:83:c2:ch:11
CloudflareDns::Client: Host "c0:b8:83:c2:cb:11" has been removed.

(cloudflare-dns)> no assign
CloudflareDns::Client: Default type set.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.05 Job6aBneHa komaHaa cloudflare-dns assign.

3.8.2 cloudflare-dns check-availability

OnucaHue MpoBepuUTb JOCTYMHOCTb CyX6bI Cloudflare DNS.
Mpedukc no Het
MeHsieT HacTpoiikn  Hert
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I(cloudflare—dns)> check-availability

Mpumep (cloudflare-dns)> check-availability
CloudflareDns: :Client: Cloudflare DNS is available.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [Jlo6asneHa komaHga cloudflare-dns check-availability.

3.8.3 cloudflare-dns enable

OnucaHune BkntounTb cnyx6y Cloudflare DNS.
KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXOy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

CnHoncuc I (cloudflare-dns)>  enable

I (cloudflare-dns)> no enable

Mpumep (cloudflare-dns)> enable
CloudflareDns::Client: Cloudflare DNS enabled.

(cloudflare-dns)> no enable
CloudflareDns::Client: Cloudflare DNS disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

3.05 JlobaBneHa komaHaa cloudflare-dns.

3.9 components

OnucaHue JocTyn K rpyrne KOMaHaA A1 yrnpas/ieH st KOMNOHEHTaMM1 MUKPOMPOrpaMmel.
Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiia BBog Het

Bxo>xaeHue B rpynny (config-comp)

CuHoncuc (config)>  components
UcTopus nsmeHeHni Bepcus OonucaHue
2.00 JlobaBneHa KOMaHAa components.
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3.9.1 components auto-update channel

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

3a4aTb NCTOYHMK KOMMOHEHTOB AN14 q)yHKLI,I/II/I aBToO6HOBNEHUA. 1o
YMOTYaHWIO NCNONb3yeTCd 3Ha4YeHne stable.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHuIo.
Ja
Ja
Het
(config-comp)>  auto-update channel «channel>

(config-comp)> no auto-update channel

AprymeHT 3HayeHue OnuncaHue

channel stable KOMMNOHEHTbI MOSIHOCTHIO MPOTECTUPOBAaHbI
N PEKOMEHAYIOTCA A1 YCTaHOBKW. B
Be6-nHTepdeince 3TOT KaHaN ykasaH Kak
Penus.

preview KoMnoHeHTbI cogepykaT Hoselilmne GyHKLnK
1 yCOBepLUEHCTBOBAHWS, HO MPOTECTMPOBAaHbI
He MNOoNHOCTLIO. B Be6-HTepdelice 3TOT kKaHan
yKa3aH Kak MpenBaputensHas Bepcus.

draft KomnoHeHTbI cogep>kaTt HoBeliLme GyHKLMN
N NCNONIb3YHTCA ANS TeCTUpoBaHuA. B
Beb-nHTepdeice 3TOT KaHaN yKalaH Kak
TectoBasa cbopka.

(config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.

Bepcus OnucaHue

3.01 JobaeneHa komaHZa components auto-update channel.

3.9.2 components auto-update disable

OnucaHune

Mpejukc no

CDyHKLI,I/Iﬂ aBTOMAaTM4YeCcKoro 06HOBAEHNSA KOMAOHEHTOB. 1o YyMO/T4YaHUIO
aBTOMaTu4yeckoe 06HOBNEHME BK/IHOYEHO.

KomaHga ¢ I'Ipeq)I/IKCOM no BKJIIOYAET aBTOMAaTN4YeCcKkoe 06HOBEHME.

Aa
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK
MHorokpaTHbIVi BBOj,

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Ja
Ja
I(config-comp)> auto-update disable

I (config-comp)> no auto-update disable

(config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

Bepcus OnucaHue

2.09 JobaeneHa komaHza components auto-update disable.

3.9.3 components auto-update schedule

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

MprcBonTL pacnuncaHmne ans paboTbl GyHKLMN aBTOMATUHECKOro 06HOBAEHNS.
MepeA BbINOAHEHVEM KOMaHAbI pacnmcaHne AoMXHO ObiTb CO34aHO U
HacTpoeHo npu nomowm komaHAael schedule action.

KomaHza c nped1Kcom no pa3pbiBaeT CBSA3b MeXJAy pacrnvcaHneMm U
aBTOMAaTNYeCKM 06HOBNEHNEM.

Ja

Ja

Het

(config-comp)>  auto-update schedule <schedule;

(config-comp)> no auto-update schedule

AprymeHT 3HayeHue OnucaHue

schedule Pacnucanne |HasBaHMe pacnncaHums, CoO3gaHHOro npu
nomMoLum rpynnel KoMaHa schedule.

(config-comp)> auto-update schedule Update
Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve
3.03 [JlobaeneHa komaHAa components auto-update
schedule.

3.9.4 components check-update

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

MpoBepuTb 06HOBNAEHME NPOLUNBKA AN1A KaHAMAATa U BEAOMOTO
ycTpoinctBa MogynbHoi Wi-Fi Cuctembl.

Het
Het

HeTt

(config-comp)>  check-update [ force]

AprymeHT 3HauyeHue OnucaHue

force Knoyesoe [MoCTOAHHO NMPOBEPATL Hannyme
C/I0BO 06HOBNEHUIA.

(config-comp)> check-update

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no

(config-comp)> check-update force

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55

valid: no
Bepcus OnucaHue
2.14 JobasneHa komaHaa components check-update.

3.9.5 components commit

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

MpUMeHUTb U3MeHeHUs, BHeCeHHble kKoMaHAamu components install n

components remove.

Het

Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-comp)>  commit
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue
2.00 [JlobaBneHa KomaHZa components commit.

3.9.6 components install

OnucaHue OTMeTUTb KOMMOHEHT ANs I'IOCﬂeﬂ,yFOLLI,EVI YCTaHOBKW. OkoHu4aTenbHas
YCTaHOBKa BbIMNOJ/IHAETCA KOMaHAomM components commit.

Mpedunkc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-comp)>  install <component;
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
component Ctpoka Ha3sBaHue KomMnoHeHTa. CNMCOK AOCTYMHbIX
[ANS YyCTaHOBKW KOMMOHEHTOB MOXET ObITb
BbiBeJeH Ha 3KpaH KOMaHAo components
list.
Mpumep (config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 [Jlob6aBneHa koMaHAa components install.

3.9.7 components list

OonucaHue MepeknruUnTLCA Ha BbIBpaHHY NeCOUYHMLY U OTMETUTbL A/1s1 YCTAHOBKU BCe
KOMMOHEHTbI, TpebyoLme N3MEeHEH M /151 COOTBETCTBUS BEPCUUN B
necoyHuue. Ecnm BeINOAHUTL KOMaHAy 6e3 aprymeHTa, TO byAeT BblBeAeH
BECb CMNCOK BCEX KOMMOHEHTOR TeKYLLIEM NeCOYHMLbI (YCTAaHOBIEHHbIX U
AOCTYMHBIX 4151 YCTaHOBKM). ECnv oTCyTCTBYET NogkntoueHne K MIHTepHeT, To
6YZAET BbiBeAEH TO/IbKO CMMCOK Y>Ke YCTaHOBMAEHHbIX KOMMOHEHTOB.

Mpejukc no Het
MeHsieT HacTpoiikn  Hert

MHorokpaTtHbIiA BBOg, Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config-comp)>  list [ sandbox ]

AprymeHT 3HauyeHue OnucaHwue
sandbox Ctpoka YpaneHHasa necoyHuua, HanpumMep stable
nnu beta.
(config-comp)> list
firmware:
version: 2.13.C.0.0-1
sandbox: stable
local:
sandbox: beta
component:
name: base
priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb5840
installed: 2.13.B.1.0-1
preset: minimal
preset: recommended
queued: yes
Bepcus OnucaHue
2.00 Job6aBneHa komaHAa components list.
2.06.A.6 Job6asneH napameTp sandbox. KomaHaa components
list goMKHa NCNONBL30BaTLCSA BMECTO yCTapeBLUeit
components sync.

3.9.8 components preset

OnuncaHwune

Mpe¢ukc no

MeHsieT HacTpoViKKn

BbibpaTh roToBbIli HA6OP KOMMOHEHTOB. YCTaHOBKAa Habopa BbIMOHAETCH
KOMaHAoM components commit.

Mpexae YemM ycTaHOBUTbL HAbOp KOMMOHEHTOB, NMPOBeEpPbLTE NOCNeHNE BEPCUA
KOMMOHEHTOB Ha cepBepe 06HOBNeHW KoMaHAo components list.
TpebyeTca nogkntoueHve K VIHTepHeTy.

HeT

Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

I(conﬁg-conun> preset preset;

KonnuectBo 1 Ha3BaHWA FOTOBbIX HaGOpOB KOMMNOHEHTOB MOFyT 6bITb
13MeHeHbI, MO3TOMY PeKOMeHAYeTCs MPOBepUTb CMMCOK AOCTYMHbIX HA6OPOB
KOMaHzom preset [Tab].

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWHMMaNbHO BO3MOXHBbIN 419 paboThbl
yCTPOCTBa Habop KOMMNOHEHTOB byaeT
oTMeYeH.

recommended |PekomeHAyemblii HA6OP KOMMOHEHTOB byaeT
OTMeYeH ANs yCTaHOBKM.

(config-comp)> preset [Tab]

Usage template:
preset {preset}

Choose:
minimal
recommended

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

Bepcus OnucaHve

2.00 JobasneHa KOMaHAa components preset.

3.9.9 components preview

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

MokaszaTb pasMep NPOLUMBKW, COCTABNEHHOM 113 KOMMOHEHTOB, BbI6paHHbIX
C MOMOLLI0 KOMaHAbl components install.

Het

Ja

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(conﬁg-conun> preview

(config-comp)> preview
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naBa 3 OnncaHme KOMaHA,

preview:
size: 7733308

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.06 JobasneHa KOMaHAa components preview.

3.9.10 components remove

OnucaHwue OTMeTUTbL KOMMOHEHT A8 rnoc/eaytolero yaaneHumnsa. OkoHuyaTenbHoe
yAaneHuve BbIMOAHAETCA KOMaHA0M components commit.,

Mpejukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-comp)>  remove <component»
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
component CTpoka Ha3BaHVe KoMnoHeHTa. CNMCOK JOCTYMHbIX
ANS yfaneHns KOMMOHEHTOB MOXET 6bITb
BbIBeJEH Ha 3KpaH KOMaHAoM components
list.
Mpumep (config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa KoOMaHAa components remove.

3.9.11 components validity-period

OnucaHune YCTaHOBUTbL CPOK aKTyanbHOCTW IOKabHOro CNcka KOMMNOHEHTOB. 1o
NCTeYeHUM 3TOro BpeMeHn byaeT aBTOMaTNYeCKn BbINOJIHEHA KOMaHAa
components list 419 nony4YeHns TeKyLLLero Cnucka KOMMOHEHTOB € cepBepa
06HOBNEHMA. [10 yMONYaHWIO NCMOJIb3YyeTcs 3HaYeHe 1800.

KomaHaa ¢ npedrKcom no Bo3BpaLLaeT 3HayeHre Mo YMONYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, Het
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-comp)>  validity-period <seconds>

(config-comp)> no validity-period

AprymeHT 3HauyeHue OnuncaHwue

seconds UYenoe uncro |CpoK aKTyasIbHOCTU NOKAJBLHOMO Crncka
KOMIMOHEHTOB B CekyHAax. MoXeT NpuHMMaTb
3HayeHWAa B npejenax ot 0 Ao 604800

BK/TOYNTEJIbHO.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Bepcus OnucaHve

2.03 Jlo6aBneHa komaHAa components validity-period.

3.10 crypto engine

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

BblbpaTh TN 06paboTku ESP IPsec nakeToB. [10 yMOAYaHWUIO UCMONb3yeTcs
annapaTHbI pexuM.

KomaHga ¢ npepurkcom no oTkaoHaeT GyHKLMIO.
Ja

Aa

Het

(config)> crypto engine <type>

(config)> no crypto engine

AprymeHT 3HaueHve |OnucaHve

type software |[porpaMMHbI pexunm.

hardware |AnnapaTHbIN pexunMm.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

3.11 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTbI

Mpumep

Bepcusa

OnucaHwmne

2.06

JlobasneHa KoMaHaa crypto engine.

ike key

Job6aBuTb kntou IKE ¢ naeHTUGNKaTOPOM YAAaNeHHON CTOPOHBI.

KomaHga ¢ npedprKcoM no yaanseT yKa3aHHbIN KoY.

Ja
Aa
Ja

(config)>

crypto ike key names psk> (<type> <id> | any)

(config)> no crypto ike key name»

AprymeHT 3HauyeHue OnucaHwue
name Ctpoka Ha3BaHwve ktoya. lonyckaeTtcs
1Cro/Ib30BaHVie CIMBOJIOB JIATUHCKOro
andasnTa, UNPP, TOUKK, MOJUYEPKNBAHNS 1
fedunca.
psk CTpoka Naponb ans ayteHTUdMKaumn. nnHa napons
MOXeT 6bITb OT 6 40 96 CMMBOOB.
type address NaeHTndunkatopom aensetcs IP-agpec.
fqdn VaeHTndmnKkaTopom a9BAseTCs nosiHoe
JOMEeHHoe NMs.
dn NaeHTndurkaTopom aBASeTCA JOMEHHOE NMS.
email NaeHTUdnKaTOPOM ABNAETCH 3NEKTPOHHbI
agpec e-mail.
id CTpoka 3HadeHne naeHTUdMKaTopa yaaneHHom
CTOPOHBbI.
any Kriw4yesoe Paspeluaet rcrnosib3oBaHme Kao4a ANs
C/I0BO nto60in yaaneHHOM CTOPOHBI.

(config)> crypto ike key VirtualIPServer »
aDjs0C1lgvWCs0iE4Ijhs+HRnNPiheGA478 any
IpSec: :Manager: "VirtualIPServer": crypto ike key successfully »

added.

(config)>

crypto ike key VirtualIPServer »

aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »

updated.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

3.12 crypto

OnuncaHwune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.13 crypto

OnucaHwne

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
removed.

Bepcus OnucaHue
2.06 JobasneHa KomaHaa crypto ike key.
ike mtu

YcTaHoBUTL 3HaveHue MTU, koTopoe byaeT nepeaaHo IKE. Mo ymonyaHuto
MTU HacnepyeTcs OT HTedeinca, Yepes KOTOPbIA OCYLLLeCTBAAETCA JOCTYN B
VHTepHerT.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HayeHve MTU no ymMondaHuto.
Ja

Ja

Het

(config)> crypto ike mtu (value)

(config)> no crypto ike mtu

AprymeHT 3HauyeHue OnuncaHwue

value lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHUMAaTL 3HaUYeHNS
B npegenax oT 576 o 1500 BkAOUMTENIbHO.

(config)> crypto ike mtu 1400
IpSec: :Manager: IKE MTU value is set to 1400.

(config)> no crypto ipsec mtu
IpSec::Manager: Reset IKE MTU value.

Bepcus OnucaHve

3.08 [JobaeneHa komaHaa crypto ike mtu.

ike nat-keepalive

YcTaHOBUTb TallM-ayT MexXay naketamu keepalive B ciydae o6Hapy>KeHUs
NAT Mexay KnveHToM 1 cepBepoM IPsec. 1o yMo4aHNIO YCTaHOB/IEHO
3HaueHwe 20.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.14 crypto

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

AprymeHThl

Ja

Ja

Het

(config)> crypto ike nat-keepalive «nat-keepalive;

(config)> no crypto ike nat-keepalive

AprymeHT 3HayeHne |OnucaHue

nat-keepalive |lesoe uucno |TainM-ayT mexay naketamm keepalive B
cekyHAax. MoxeT NpMHMMaTh 3Ha4YeHus B
npegenax ot 5 Ao 3600 BKIHOUNTENLHO.

(config)> crypto ike nat-keepalive 90
IpSec: :Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec::Manager: Reset crypto ike nat-keepalive timeout to 20 s.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ike nat-keepalive.

ike policy

JocTtyn K rpynne KOMaHA ANs HaCTPOViKM BblbpaHHOW nonnTtuku IKE. Ecnun
nonntuka IKE He HalijleHa, KOMaHAa NblTaeTca eé co3aathb.

KomaHga c npedurkcom no yaanset nonnTtuky IKE. NMpn 3TOM AaHHas NOANTUKA
IKE aBTOMaTu4yeckn ygansaeTcs 13 scex npounen IPsec.

Ja
Aa
Ja
(config-ike-policy)

(config)> crypto ike policy name>

(config)> no crypto ike policy name>

AprymeHT 3HauyeHue OnucaHwue

name CTpoka Ha3saHve nonutuku IKE. lonyckaeTcs

ncnoab3oBaHMe CMMBOJ10B JTATUHCKOIO

Duo (KN-2110) — CripaBOYHUK KOMaH, 73



naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

andasuTa, UNp, TOUKKW, NOAYEPKUBAHUA N
Jeduca.

(config)> crypto ike policy test
IpSec::Manager: "test": crypto ike policy successfully created.

(config)> no crypto ike policy test
IpSec::Manager: Crypto ike policy "test" removed.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ike policy.

3.14.1 crypto ike policy lifetime

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcTaHOBWUTL BpeMA XU3HW accoumaumm IPsec IKE. 1o ymonyaHuto
ncnosb3lyetcd 3HaueHve 86400.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHne No yMOAYaHUIO.
Ja

Aa

Het

(config-ike-policy)>  lifetime <lifetime>

(config-ike-policy)> no lifetime

AprymeHT 3HauyeHue OnuncaHwue

lifetime UYenoe uucro |Bpemsa xun3Hu accoumaumm IPsec IKE B
cekyHAax. MoxeT npuHMMaTb 3Ha4YeHud B

npegenax oT 60 Ao 2147483647.

(config-ike-policy)> lifetime 3600
IpSec: :Manager: "test": crypto ike policy lifetime set to 3600 s.

(config-ike-policy)> no lifetime
IpSec: :Manager: "test": crypto ike policy lifetime reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto ike policy lifetime.
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naBa 3 OnncaHme KOMaHA,

3.14.2 crypto ike policy mode

OnucaHue 3afaTb Bepcuto npoTtokosa IKE. [To yMon4YaHUIo UCMOJIb3YyeTCa 3HaYeHne
ikevl.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-ike-policy)>  mode mode>

(config-ike-policy)> no mode

AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne

mode ikevl Bepcusa npoTtokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

Mpumep (config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".

(config-ike-policy)> no mode
IpSec::Manager: "test": crypto ike policy mode reset.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 Jlo6aBneHa komaHga crypto ike policy mode.

3.14.3 crypto ike policy negotiation-mode

OnucaHwue YcTaHoBUTb pexxm obmeHa ans IKEv1 (cM. komaHay crypto ike policy mode).
Mo yMOnuaHWIo NCNob3yeTca 3HadYeHme main.

KomaHza ¢ npedrkcom no Bo3BpaLLAeT 3HayeHre rno yMOAYaHI0.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOA, Het

CuHoncuc I (config-ike-policy)> negotiation-mode negotiation-mode>

I (config-ike-policy)> no negotiation-mode
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HaueHue ‘Onwcal-wle

negotiation-mode main OCHOBHOV pexumMm, 3almuiaeT
naeHTndmKaumio nmpa.

aggressive |ArpeccmBHbIV pexuMm, He 3alymiaeT
naeHTdMKaLmo nnpa.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec::Manager: "test": crypto ike policy negotiation-mode reset.

Bepcus OnucaHue

2.06 Job6asneHa komaHgaa crypto ike policy

negotiation-mode.

3.14.4 crypto ike policy proposal

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

J06aBuTb B NoAnTuKy IKE cCblKy Ha BblbpaHHbI IKE proposal. OuepeaHoCTb
L06aBneHNs UMeeT 3HauveHne 415 obMeHa AaHHbIMU No npoTokony IKE,

KomaHgaa ¢ npedurkcom no yaanset ccbinky Ha IKE proposal.
Ja

[Ja

Ja

(config-ike-policy)>  proposal <proposal

(config-ike-policy)> no proposal <proposal

AprymeHT 3HauyeHue OnucaHwue

proposal CTpoka HassaHwe IKE proposal. JonyckatoTtcs
CUMBO/IbI laTUHCKOro andasuTa, udpsbl,
TOYKW, NoAYepKNBaHUA N AedUChl.

(config-ike-policy)> proposal test
IpSec::Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec: :Manager: "test": crypto ike policy proposal "test" »
successfully removed.
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UcTopuns nameHeHuii

3.15 crypto

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JobaeneHa komaHza crypto ike policy proposal.

ike proposal

JocTtyn K rpynne koMaHg, 4151 HacTpoliku BbibpaHHOro IKE proposal. Ecnu IKE
proposal He HaligeH, KOMaH/Aa NbITaeTca ero co3Aathb.

MONHbBIA CNNCOK aNropUTMOB WGPOBaAHMSA peann3oBaHHbIX B CUCTEME
npuBegeH B [prnoxKeHnNn.

KomaHga ¢ npedukcom no yaanset IKE proposal. Mpy 3ToM 13 Bcex NOANTUK
IKE aBTOMaTM4eCcKN yAanarTca CCblIKM Ha AaHHbIN IKE proposal.

Aa

[Ja

Ja

(config-ike-proposal)

(config)> crypto ike proposal name>

(config)> no crypto ike proposal name>

AprymeHT 3HayeHue OnuncaHwue

name Ctpoka HassaHwe IKE proposal. JlonyckatoTtcs
CUMBOJIbI TATUHCKOro andasuTa, Lndpsl,

TOYKWM, NoOAYHEPKNBaAHUA U ﬂ,eq)l/ICbI.

(config)> crypto ike proposal test
IpSec::Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

Bepcus OnucaHve

2.06 [JlobaeneHa komaHaa crypto ike proposal.

3.15.1 crypto ike proposal aead

OnucaHwne
Mpe¢ukc no

MeHsieT HacTpoWiKKn

BrntounTs pexum wndpoBaHua AEADans IKE proposal.
Het

Het
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIii BBOA,

CvHoncuc

Mpumep

WcTopus nsmeHeHum

Het
I(config—ike—proposal)> aead

(config-ike-proposal)> aead
IpSec::Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »
mode.

Bepcus OnucaHue

3.05 Job6asneHa komaHaa crypto ike proposal aead.

3.15.2 crypto ike proposal dh-group

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Job6aBunTb BbiIbpaHHyto DH rpynny B IKE proposal ans paboTbl B pexunme PFS.
OuepegHoCTb fo6aBneHNs MMeeT 3HaueHne 419 obMeHa JaHHbIMM NO
npotokony IKE.

KomaHgaa ¢ npedurKcom no yaanseT BolbpaHHYH rpynny.
Ja

Ja

[Ja

(config-ike-proposal)>  dh-group «dh-group»

(config-ike-proposal)> no dh-group «dh-group»

AprymeHT 3HauyeHue OnucaHwue

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2
5

14
15
16
17
18
19
20
21
25
26
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT

3HavyeHue OnucaHue

31

32

(config-ike-proposal)> dh-group 14

IpSec::Manager: "test":

crypto ike proposal DH group "14" »

successfully added.

(config-ike-proposal)> no dh-group 14

IpSec: :Manager: "test":

successfully removed.

crypto ike proposal "test" group type »

Bepcus

OnucaHune

2.06

JobasneHa komaHAa crypto ike proposal dh-group.

3.15.3 crypto ike proposal encryption

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

J0o6aBnTb BbIbpaHHbIN TUN WndpoBaHus B IKE proposal. OuepeaHOCTb
f[06aBNeHNs MeeT 3HaueHVe 415 obMeHa AaHHbIMUY Mo npoTokony IKE.

KomaHpaa ¢ npedpurkcom no yaanseT BblopaHHbIA TUN WindpoBaHus.

Aa
Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

AprymeHThl

(config-ike-proposal)>

encryption cencryptions

(config-ike-proposal)> no encryption «encryption;

AprymeHT

3HayeHue OnvicaHune

encryption

des Tun wndposaHua IKE.

3des

aes-chc-128

aes-chc-192

aes-chc-256

aes-ctr-128

aes-ctr-192

aes-ctr-256
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa crypto ike proposal encryption.

3.15.4 crypto ike proposal integrity

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

Jo6aBuTb BbIbpaHHOe 3HaveHue anroputma nognucyn HVAC B IKE proposal.
OuepegHocTb fo6aBNeHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npedpurkcom no yaanseT BblopaHHbIA anropuTMm.
Ja

Aa

Ja

(config-ike-proposal)>  integrity <integrity»

(config-ike-proposal)> no integrity <integrity»

AprymeHT 3HauyeHue |OnucaHve
integrity md5 Anroputm nognucu HMAC IKE
shal COOBLLIeHWIA.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec::Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

Bepcus OnucaHve

2.06 [Jlo6aBneHa komaHga crypto ike proposal integrity.
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3.15.5 crypto ike proposal prf

OnuncaHwmne

Mpedukc no

MeHsieT HaCTpoWiKKn

Jo6aBuTb BbibpaHHyto rpynny PRF B IKE proposal.
KomaHaa ¢ npedurkcom no yaanseT BblI6paHHbI/ airopuTM.
Ja

Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-ike-proposal)>  prf «prf>

(config-ike-proposal)>  no prf «prf>

AprymeHT 3HauyeHue OnuncaHwue

prf md5 Anropunt™m nognucu HMAC ans IKE
shal COObLLEHNI.

aes-xchc
sha256
sha384
sha512

aes-cmac

(config-ike-proposal)> prf sha256
IpSec::Manager: "TEST": crypto ike proposal prf algorithm »
"sha256" successfully added.

(config-ike-proposal)> no prf sha256
IpSec: :Manager: "TEST": crypto ike proposal "TEST" prf type »
successfully removed.

Bepcus OnucaHue

3.05 JobasneHa komaHaa crypto ike proposal prf.

3.16 crypto ipsec incompatible

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

OTKNOUNTL MPOBEPKY COBMECTUMOCTU IPsec TyHHenein. Mo ymonyaHuwo
HaCTpoOMKa OTK/AKYeHa.

KomaHpaa ¢ npedpurkcom no BkOUaeT NpoBepky obpaTHO.
Aa
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

3.17 crypto

OnucaHwne

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

I(config)> crypto ipsec incompatible

I (config)> no crypto ipsec incompatible

(config)> crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec::Manager: Compatibility checks is enabled.

Bepcus OnucaHve
2.10 [Jlo6baBneHa KkomaHga crypto ipsec incompatible.
ipsec mtu

YcTtaHoBUTbL 3HaueHme MTU, koTopoe byaeT nepegaHo [Psec. Mo ymonyaHuto
ncnonb3yeTca 3HayeHue auto.

Het
Het

Het

(config)> crypto ipsec mtu(auto | <value))

AprymeHT 3HayeHue OnucaHue

auto KnoyeBoe MTU Ha3Ha4vaeTcss aBToOMaTU4Yecku.
C/10BO
value lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHUMATL 3HaUYeHNS

B npejenax ot 128 Ao 1500 BkAOUMNTENBHO.

(config)> crypto ipsec mtu auto
IpSec::Manager: MTU is set to auto.

(config)> crypto ipsec mtu 1400
IpSec::Manager: Static MTU value is set to 1400.

Bepcus OnucaHve

2.08 [JlobaeneHa KkomaHaa crypto ipsec mtu.
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naBa 3 OnncaHme KOMaHA,

3.18 crypto ipsec profile

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

[ocTyn K rpynne KOMaHz ANst HACTPONKM Bbi6paHHOro npoduns IPsec. Ecnn
npodunb He HaliZleH, KOMaHAa NbITaeTcs ero Co34athb.

KomaHga c npedunkcom no yaanseT npodunb. Mpu 3TOM CCbIKM Ha AaHHbI
npodrnb aBTOMaTUYECKN YAANAIOTCA N30 BCEX KPUMTOKAPT IPsec.

Ja
Ja
Aa

(config-ipsec-profile)

(config)> crypto ipsec profile <name>

(config)> no crypto ipsec profile <name>

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka HasaHune npoduns IPsec. lonyckaroTcs
CUMBOJIbI TATUHCKOrO andasunTa, Undpsbl,
TOUKM, NoAYEePKMBaHVA N AedUChl.

(config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ipsec profile.

3.18.1 crypto ipsec profile authentication-local

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

3agatb TN ayTeHTUbMKaLMM N0KaAbHOro xocta. Mo ymonyaHmo
NCNONb3yeTcs 3HayeHne pre-share.

KomaHga ¢ npedprKcom no Bo3BpaLLaeT 3HaYeHNe N0 YMOAYaHUIO.
Ja
Ja

Het

I (config-ipsec-profile)>  authentication-local <auth
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naBa 3 OnncaHme KoMaHp,

(config-ipsec-profile)> no authentication-local

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
auth pre-share Ha AaHHbIA MOMEHT eNHCTBEHHOE
JOCTYrNHOe 3HayeHwue.
Npumep (config-ipsec-profile)> authentication-local pre-share

IpSec::Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec::Manager: "test": crypto ipsec profile authentication-local »

UcTopuns nsmeHeHnii

reset.
Bepcus OnucaHve
2.06 JobasneHa KoMaHaa crypto ipsec profile

authentication-local.

3.18.2 crypto ipsec profile authentication-remote

OnuncaHwme

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

3agatb UM ayTEHTI/Iq)I/IKaLI,I/IVI YAaNeHHOro XocCta. Mo YMONYaHUNKO
Ncnonb3yeTcqd 3HaveHne pre- share.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpallaeT 3HayeHne no yMmoadaHuio.

Ja
Ja

Het

(config-ipsec-profile)>

authentication-remote auth;

(config-ipsec-profile)> no authentication-remote

AprymeHT

3HavyeHue

OnuncaHue

auth

pre-share

Ha faHHbII MOMEHT eJHCTBEHHOE
AOCTYMHOE 3HaueHue.

(config-ipsec-profile)> authentication-remote pre-share

IpSec: :Manager:

"test": crypto ipsec profile »

authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote

IpSec: :Manager:

"test": crypto ipsec profile »

authentication-remote reset.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ V|3MEHEHV||7| Bepcmﬂ onvicaHue
2.06 Jlo6aBneHa koMaHga crypto ipsec profile
authentication-remote.

3.18.3 crypto ipsec profile dpd-clear

OonucaHue 3agaTh CNocob AeincTBUsS NpU 06Hapy>XXeHNN HepaboTatoLero nupa /KE. Mo
YMONIYaHWNIO NMapameTp BKIOYEH, YTO 03Ha4aeT yaaneHve nHdopmaumm o
nvpe.

KomaHga ¢ npedpurKcom no ycTaHaBAMBaeT jelicTBue B restart.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het

CnHoncuc I (config-ipsec-profile)>  dpd-clear

I (config-ipsec-profile)> no dpd-clear

Mpumep (config-ipsec-profile)> dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "clear".

(config-ipsec-profile)> no dpd-clear
IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "restart".

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.1 Jlo6aBneHa koMaHga crypto ipsec profile dpd-clear.

3.18.4 crypto ipsec profile dpd-interval

OnucaHune 3afaTb NapameTpbl MeToAa AN 0O6HapyXeHUs HepaboTatowmx IKE NMpoB..
Mo ymonuaHuio 3HaveHue interval paBHo 30, retry-count pasHo 3.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HadeHMsi Mo YMOJTHAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-ipsec-profile)>  dpd-intervalintervals[retry-count]
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopuns nameHeHui

(config-ipsec-profile)> no dpd-interval

AprymeHT 3HauyeHue OnucaHwue

interval UYenoe uucno |VIHTepBan oTnpaskun DPD nakeToB B CEKYHAAX.
MoxeT npuHMMaTb 3Ha4YeHVsa B Npejenax ot
2 A0 3600.

retry-count |lJesoe yucso |Konnmyectso MonbITOK OTNPaBkv DPD nakeTos.
MoxeT NnpnHUMaTh 3HaYeHWs B nNpejenax ot
3 A0 60.

(config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ipsec profile dpd-interval.

3.18.5 crypto ipsec profile identity-local

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTsl

3aAaTb IoKanbHbIN naeHTUdUKaTOop Ans Nnpoduns IPsec.
KomaHga ¢ npedpurKcom no yaanseT NokanbHbIA naeHTUdmKaTop.
Ja

Ja

Het

(config-ipsec-profile)>  identity-local «types <id>

(config-ipsec-profile)> no identity-local

AprymeHT 3HauyeHve |OnucaHve
type address Tun naeHTnomkatopa — IP-agpec.
fqdn Tun ngeHTnPUKaTopa — NoaHoe
JOMeHHoe NMS.
dn Tvn naeHTndrkatopa — JoMeHHoe
NMSI.
email Tun ngeHTndurkaTopa — agpec e-mail.
id Crtpoka 3HauyeHue I0KanbHOro
naeHTndmkaTopa.
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naBa 3 OnncaHme KOMaHA,

Example

UcTopuns nameHeHuii

(config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".

(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

Bepcusa

OnucaHwmne

2.06

[JlobaBneHa komaHAa crypto ipsec profile identity-local.

3.18.6 crypto ipsec profile match-identity-remote

OnucaHune
MNpedukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbI

Mpumep

3agaTb naeHTUGMKATOP yAaNeHHOro XocTa 415 BblbpaHHoro npoduns IPsec.

KomaHgaa c npedurkcom no yaanseT naeHTUdMKaTop yAaneHHoro xocra.

Ja
Aa
Het
(config-ipsec-profile)> match-identity-remote ( <types<id> | any)
(config-ipsec-profile)> no match-identity-remote
AprymeHT 3HauyeHue OnuncaHwue
type address Tun naeHtnpukatopa — IP-agpec.
fqdn Tun naeHTndrkatopa — NoOAHoe AOMeHHoe
UMS.
dn Tun naeHTndrkaTopa — AOMeHHOEe UMS.
email Tun naeHTndurkatopa — agpec e-mail.
id Crpoka 3HaueHune ngeHTudmnKaTopa yaaneHHoro
X0CTa.
any Kriwyesoe Pa3pewnTb ncnonb3oBaHWe ntboro
C/10BO yAaneHHOoro xocra.

(config-ipsec-profile)> match-identity-remote any
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote reset.
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naBa 3 OnncaHme KoMaHp,

WcTopuns nsmeHeHwnii |Bepcus onucaHue
2.06 Jlo6aBneHa koMaHga crypto ipsec profile
match-identity-remote.

3.18.7 crypto ipsec profile mode

OnucaHwne YCTaHOBUTb pexuM paboTbl IPsec. 10 yMOAYaHUIO UCMOb3YyeTCs 3Ha4eHne
tunnel.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMOAYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc (config-ipsec-profile)> mode mode>
(config-ipsec-profile)> no mode
AprymeHTbI AprymeHT 3HaueHue OnucaHune
mode tunnel TYHHENbHbIN peXxuM, NpY KOTOPOM
Becb IP nakeT wudpyetca n/mam
npoBepseTcs Ha NOAJANHHOCTb.
transport |TpaHCNOPTHbLIV peXuMm, KOoraa
WndpyeTcst TONbKO COAEPXKMMOe
IP-nakeTa.
Npumep (config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »
“transport".
(config-ipsec-profile)> no mode
IpSec: :Manager: "test": crypto ipsec profile mode reset.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.06 JobasneHa komaHgaa crypto ipsec profile mode.

3.18.8 crypto ipsec profile policy

OnucaHue 3afaTb CCbUIKY Ha CyLLecTBYHOLLYO NoanTuky IKE (cM. KomaHay crypto ike
policy).

KomaHza c npedurKcom no yaansieT cChinky.

Mpe¢ukc no [Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-ipsec-profile)>  policy «policy»
(config-ipsec-profile)> no policy
AprymeHTbI AprymeHT 3HaueHue OnucaHue
policy Crpoka HasBaHue nonntumkun IKE. Cnmncok
AOCTYMHbIX MOJINTUK MOXHO YBUAETb
C nomoLbto KomaHabl policy [Tab].
NMpumep (config-ipsec-profile)> policy [Tabl
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
VirtualIPServer
VPNL2TPServer
(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".
(config-ipsec-profile)> no policy
IpSec::Manager: "test": crypto ipsec profile policy reset.
VICTOpI/Iﬂ N3MeHeHU Bepcmﬂ onvcaHue

2.06 [Jlo6aBneHa komaHga crypto ipsec profile policy.

3.18.9 crypto ipsec profile preshared-key

OnuncaHmne 3aAaTb CBA3aHHYO KAtoYeByto ¢pasy Ana JaHHOro npoduns IPsec.
KomaHaa ¢ npedpurkcom no yaanseT knouesyro ¢pasy.

MNpedukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, Het

Cunoncnc (config-ipsec-profile)>  preshared-key preshare-key»
(config-ipsec-profile)> no preshared-key
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
preshare-key|CTpoka 3HaueHue Kn4eBon dppassbl.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec: :Manager: "test": crypto ipsec profile preshared key reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
preshared-key.

3.18.10 crypto ipsec profile xauth

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHum

BkntounTb fgononHUTENbHY0 ayTeHTUduKaumio XAuth ana pexxuma IKEv1. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHa.

KoMaHAa ¢ Npedrkcom no oTKIHOYAET AOMONHUTENIbHYH NPOBEPKY
NOA/IMHHOCTM.

Ja
Aa
Het
(config-ipsec-profile)>  xauth <type>

(config-ipsec-profile)> no xauth

AprymeHT 3HaueHve |OnucaHve
type client KnneHTckuin pexmnm,
server CepBepHbIi pexnm.

(config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec: :Manager: "test": crypto ipsec profile xauth is disabled.

Bepcus OnucaHue

2.06 Job6asneHa KkomaHaa crypto ipsec profile xauth.
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naBa 3 OnncaHme KOMaHA,

3.18.11 crypto ipsec profile xauth-identity

OnucaHune YKa3aTb NOMMH 419 LOMONHNTEIbHOW ayTeHTUGUKALMK XAuth B KIIMEHTCKOM
pexunme.

KomaHga ¢ npedunkcom no yaanaeT NoruH.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-ipsec-profile)>  xauth-identity <identity»

(config-ipsec-profile)> no xauth-identity

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

identity Ctpoka JlornH pnsa KANeHTCKOro pexuma XAuth.

Mpumep (config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.06 JlobaBneHa komaHza crypto ipsec profile xauth-identity.

3.18.12 crypto ipsec profile xauth-password

OonucaHue YkaszaTb Naposib AN JOMNONHUTENbHON ayTeHTUdMKaLMMN XAUth B KIMEHTCKOM
pexvme.

KomaHga ¢ npedunkcom no cTrpaeT 3HayeHne naposs.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het

CuHoncuc I (config-ipsec-profile)>  xauth-password password>

I (config-ipsec-profile)> no xauth-password
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3.19 crypto

OnucaHune

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

password CTpoka Maponb AN KNNeHTCKoro pexmnma XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ipsec profile
xauth-password.

ipsec rekey delete-delay

3aaatb HTepBas nepey yaaneHvieMm IKE SA nocsie nonyyeHns KOMaHAbl
DELETE OT yAaneHHON CTOPOHbI. [10 yMOAYaHMIO NCNob3yeTcs 3HaueHre 10.

KomaHza ¢ npedprKcom no Bo3BpaLLaeT 3HAUYEHME MO YMOIYAHUIO,
Ja

Aa

Het

(config)> crypto ipsec rekey delete-delay «delay>

(config)> no crypto ipsec rekey delete-delay

AprymeHT 3HauyeHue OnuncaHwue

delay lenoe 4ucno |3HauyeHue 3afepxXKn B cekyHaax. MoxeT

NPUHUMAaTL 3HaYeHUs B Npegenax oT 1 4o 60.

(config)> crypto ipsec rekey delete-delay 1
IpSec::Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.

Bepcus OnucaHue

2.1 JobasneHa komaHAa crypto ipsec rekey delete-delay.
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naBa 3 OnncaHme KOMaHA,

3.20 crypto ipsec rekey make-before

OnucaHwue Bkntoumntb pexum yctaHoBKM HOBbIX IKE SA f0 paspbiBa npeabiayLux. o
YMOAYaHUIO QYHKLMSA OTKIOYEHa.

KomaHga ¢ npedrKcom no OTKA0YAET 3TOT PEXUM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het

Cunoncnc I(config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before

Mpumep (config)> crypto ipsec rekey make-before
IpSec: :Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.1 JobasneHa koMmaHgaa crypto ipsec rekey make-before.

3.21 crypto ipsec transform-set

OnucaHune JocTyn K rpynne KoMaHA A5t HACTPOKW BbIBpaHHOro npeobpasosaHns IPsec
ESP BO 2 da3ze. Echm npeobpa3oBaHme He Hal4eHo, KOMaHAa MbiTaeTcs ero
Co34aThb.

KomaHga c npedurkcom no yaanseT npeobpasoBaHue. MNpu 3ToM 13 BCex
KPUNTOKApT [Psec aBTOMaTUYeCKN YAANATCA CCbIIKA Ha AaHHOe
npeobpasoBaHue.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
BxoxxageHue B rpynny (config-ipsec-transform)

Cutoncnc I(config)> crypto ipsec transform-set name;

I (config)> no crypto ipsec transform-set name>
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name Crpoka HasBaHune npeobpasoBaHus IPsec.
JonyckaroTcd CMMBObI NATUHCKOTO
andasuTa, Undpbl, TOUKK, NOAYEPKMBAHNSA

n geducel.
Mpumep (config)> crypto ipsec transform-set test
IpSec: :Manager: "test": crypto ipsec transform-set successfully »

created.

(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 [JlobaBneHa koMaHgaa crypto ipsec transform-set.

3.21.1 crypto ipsec transform-set aead

OnucaHwue BrntounTb pexum wndposaHua AEADANA IPsec.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-ipsec-transform)>  aead

NMpumep (config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »
AEAD mode.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.05 JobaBneHa komaHga crypto ipsec transform-set aead.

3.21.2 crypto ipsec transform-set cypher

OnucaHune J06aBnTb BbIGpaHHbIN TUM WndpoBaHUS B NpeobpasoBaHme [Psec.
OuepegHoCTb f06aBNeHNS NMeeT 3HaueHre 419 obMeHa JaHHbIMY MO
npotokony IKE.

KomaHpaa ¢ npedurkcom no yaanset BblopaHHbIA TUN WindpoBaHuUS.
Mpejukc no Ja

MeHsieT HacTpoliku  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

Ja
(config-ipsec-transform)>  cypher «cypher;

(config-ipsec-transform)> no cypher <«cypher>

AprymeHT 3HauyeHue |OnucaHve

cypher esp-des Tun wndposaHNsa NpeobpasoBaHms
IPsec ESP.

esp-3des

esp-aes-128

esp-aes-192

esp-aes-256

(config-ipsec-transform)> cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHza crypto ipsec transform-set cypher.

3.21.3 crypto ipsec transform-set dh-group

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Jlo6aBuTb BbI6paHHyto DH rpynny B npeobpasosaHue IPsec ans paboTbl B
pexunme PFS. OuepesHOCTb f0baBneHns nmeeT 3HaveHre 4159 obMeHa
JaHHbIMW o npoTtokony IKE.

KomaHga ¢ npedurkcom no yaanset BbIbpaHHY0 rpynny.
Ja

Ja

Ja

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

AprymeHT 3HaueHue |OnucaHue
dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue |OnucaHve

5

14
15
16
17

18

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.

Bepcus OnucaHue
2.06 Jlo6aBneHa KkoMmaHga crypto ipsec transform-set
dh-group.

3.21.4 crypto ipsec transform-set hmac

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Jlo6aBuTb BbI6paHHbIN anroputm noagnucn HVIAC B npeobpasosaHume IPsec.
OuepepHoCTb fobaBneHNs UMeeT 3HaveHue 4158 obMeHa AaHHbIMUY Mo
npotokony IKE.

KomaHga ¢ npedunkcom no yaanseT BoI6paHHbIA anroputMm.
Ja

Ja

Ja

(config-ipsec-transform)>  hmac <hmac>

(config-ipsec-transform)> no hmac <hmac>

AprymeHT |3HauyeHue OnucaHve

hmac esp-md5-hmac Anroputm noanmcn HMAC
npeobpasoBaHus IPsec ESP.

esp-shal-hmac

esp-sha256-hmac
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Mpumep (config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set hmac »
"esp-shal-hmac" successfully added.

(config-ipsec-transform)> no hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set "test" hmac »
successfully removed.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa koMaHga crypto ipsec transform-set hmac.

3.21.5 crypto ipsec transform-set lifetime

OnucaHune YCTaHOBUTb BpeMsi XN3HW BbIBpaHHOro npeobpasoBaHus IPsec. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMONYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het

CuHoncuc (config-ipsec-transform)>  lifetime «lifetimes

(config-ipsec-transform)> no lifetime

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

lifetime Uenoe uncno |Bpems Xun3HW npeobpasoBaHuns IPsec B
cekyHzax. MoxeT NnpvHMMaTb 3HaYeHns B
npeaenax ot 60 A0 2147483647.

NMpumep (config-ipsec-transform)> lifetime 8640
IpSec: :Manager: "test": crypto ipsec transform-set lifetime set »
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 Jlo6baBneHa koMaHga crypto ipsec transform-set
lifetime.
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naBa 3 OnncaHme KoMaHp,

3.22 crypto map

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

BxoXkaeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

JocTyn K rpynne KOMaHz ANst HACTPONKM BblI6paHHOI KpMNTOKapThl IPsec.
Ecnv kpynTokapTa He HalieHa, KOMaHAa NbITaeTcs eé co34aThb.

KomaHga c npedunkcom no yganseTt KpUnTokapTy.
Ja
Ja
Aa

(config-crypto-map)

(config)> crypto map <name>

(config)> no crypto map <name>

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka Ha3BaHVe KpunTokapTbl IPsec. lonyckaroTcs
CUMBOJIbI TATUHCKOrO andasunTa, Undpsbl,
TOUKM, NoAYEePKMBaHVA N AedUChl.

(config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec::Manager: Crypto map profile "test" removed.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto map.

3.22.1 crypto map connect

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

Bk/tounTb aBTOMaTMUeckoe 6e3ycnoBHOE coeaviHeHMe [Psec C yaaneHHOoM
CTOPOHOW. HacTpoiika He MMeeT CMbICNa, eCNV OCHOBHOMY YAa/eHHOMY XOCTY
NMPUCBOEHO 3HayeHue any (CM. KOMaHAy crypto map set-peer). 1o
YMONYaHMIO HACTPOKKa OTKIKOYEHA N coeAnHeHMe byaeT yCTaHOBIeHO Npu
nonbiTke nepejaTb Tpaduk yepes npeobpasoBaHue IPsec ESP.

KomaHza c npedurKcom no oTkIo4aeT aBToMaTMyeckoe 6e3yc/ioBHoe
coeanHeHwe.

Ja
Ja

Het
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CuHoncuc I (config-crypto-map)>  connect

I (config-crypto-map)> no connect

MNpumep (config-crypto-map)> connect
IpSec: :Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.06 JobaeneHa koMaHga crypto map connect.

3.22.2 crypto map enable

OonucaHue BkntoUMTh BbIBpaHHYH KpUnTokapTy IPsec. Mo yMonyaHuio napameTp
BK/TOYEH.

KomaHga c npedurkcom no oTkatoYaeT KpUNTOKapPTY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncunc I (config-crypto-map)>  enable

I (config-crypto-map)> no enable

MNpumep (config-crypto-map)> enable
IpSec: :Manager: "test": crypto map enabled.

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JlobaeneHa KkomaHaa crypto map enable.

3.22.3 crypto map fallback-check-interval

OnucaHune Bknrountb nepmnoan4yeckyto npoBepky A40CTYNMHOCTN OCHOBHOIO XOCTa
BO3BpaTa Ha HEro B TOM C/iydae, Korga HasHa4eHbl U OCHOBHOW 1 pe3epBHb||7|
yAaneHHble XOCTbl. Mo YMON4YaHUKO HaCTpOVIKa OTK/IKOYEeHa.

KomMaHgaa ¢ npedrKcom no OTK/I0UaeT NPOBEpPKY.

Mpedukc no Ja
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MeHsieT HacTpoAKK
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Ja

Het

(config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

AprymeHT 3HayeHve |(OnucaHue

interval-value|lenoe uucso |[epnos npoBepkn B cekyHaax. MoxeT
NPUHMMaTL 3Ha4YeHNs B Npegenax oT 60 J0

86400.

(config-crypto-map)> fallback-check-interval 120
IpSec::Manager: "test": crypto map fallback check interval is »
set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec::Manager: "test": crypto map fallback check interval is »
cleared.

Bepcus OnucaHue

2.06 JobasneHa KoMaHaa crypto map

fallback-check-interval.

3.22.4 crypto map force-encaps

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncmc

Mpumep

MpUHYANTENBbHO BKAOUYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP anst o6xoaa
firewall n NAT.

KomaHga ¢ npedrKcoM No OTK/OUAET 3TOT peXxmMm.
Ja
Ja

HeTt

I(config-crypto-map)> force-encaps

I (config-crypto-map)> no force-encaps

(config-crypto-map)> force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
enabled.

(config-crypto-map)> no force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
disabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHaa crypto map force-encaps.

3.22.5 crypto map I2tp-server dhcp route

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHum

HasHaunTb MapLLpyT, nepesaBaeMblii Yepes coobuieHmns DHCP INFORM,
KnneHTam L2TP-cepBepa.

KomaHga ¢ npednkcom no oTMeHseT nojyyeHne ykasaHHOro MapLupyTa.
Ecnwn BBECTM KOMaHAy 6e3 apryMeHTOB, byeT OTMEHEHO MoJlyvYeHme BCex
MapLUpyTOB.

Ja

Aa

Ja
(config-crypto-map)>  12tp-server dhcp route «address» inask»

(config-crypto-map)> no 12tp-server dhcp route [ «addresss amasks ]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec Ajpec ceTeBOro KiMeHTa.

mask IP-macka Macka ceteBoro knmeHTa. CyLecTsyeT jBa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B BUAe

61TOBOM ANMHbI Npedurkca (Hanpumep, /24).

(config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.

(config-crypto-map)> 12tp-server no dhcp route
IpSec: :Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.

Bepcus OnucaHue
2.12 JobaBneHa koMmaHaa crypto map I2tp-server dhcp
route.

3.22.6 crypto map I2tp-server enable

OnuncaHwune

Brnrountb L2TP-cepBep Ha kpunTokapTe IPsec. [1o ymon4aHuio napamMeTp
BK/IHOYEH.

KomaHza ¢ nped1KcomM no oTKIOYaeT HaCTPOWAKY.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server enable
I (config-crypto-map)> no 12tp-server enable
Mpumep (config-crypto-map)> 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.
(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
disabled.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.1 JobaBneHa koMaHaa crypto map I2tp-server enable.

3.22.7 crypto map I2tp-server interface

OnucaHwue Ces3aTb cepBep L2TP ¢ yKa3aHHbIM UHTepdelicoMm.

KomaHga c npedurkcom no paspbiBaeT CBA3b MeXy CepBepOM U
nHTepdericom.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-crypto-map)>  12tp-server interface <interface
(config-crypto-map)> no 12tp-server interface
AprymeHTbI AprymeHT |3HauyeHue OnucaHue
interface |WHTepgeric MonHoe nmsa nHTepderica NI NCEBLOHNM.

Crncok AOCTYNHbIX ANs BbI6Opa
nHTepdelicoB MOXHO YBUAETL BBEAS
KkomaHgay I12tp-server interface [Tab].

Npumep (config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}
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naBa 3 OnncaHme KOMaHA,

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl
GuestWiFi

(config-crypto-map)> 12tp-server interface ISP
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is unbound.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.1 JobasneHa koMaHAa crypto map I12tp-server interface.

3.22.8 crypto map I2tp-server ipvécp

OnucaHue Brkntounts nogaepxky IPv6. [lnsa kaxgoro L2TP-cepBepa cO34at0TCA
DHCP-nynbl IPv6. Mo yMOAYaHMIO HAaCTPOKa OTKAKOUeHa.

KomaHga ¢ npedprKCcoM No OTK/HOUaEeT HAaCTPOWKY.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncue I(conﬁg«xyptownapp> 12tp-server ipv6cp
I(conﬁg«xyptoqnapﬁ>nothp-serverivacp

Npumep (config-crypto-map)> 12tp-server ipv6cp
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.
(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.00 JobaBneHa komaHAa crypto map I2tp-server ipvécp
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3.22.9 crypto map I2tp-server Icp echo

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3afaTb NpaBuia TeCTUPOBAHUA coeanHeHns L2TP-cepBepa cpeactsamu LCP
echo.

KomaHga ¢ npedurkcom no oTknto4aeT LCP echo.

Ja

Ja

Het

(config-crypto-map)>  12tp-server lcp echo <interval> c«count»

(config-crypto-map)> no 12tp-server lcp echo

AprymeHT 3HauyeHue OnuncaHwue

interval Uenoe uucno |VHTepBan mexay otnpaskamm LCP echo, B
cekyHAax. Ecnum B TeueHue ykasaHHOro
VHTepBana BpemMmeHu oT yAa/IeHHO CTOPOHbI
He 6b1n1 nonyyeH LCP 3anpoc, e byaeT
OTNpaB/fieH Tako 3anpoc € OXUAaHMEM
oTteeTa LCP reply.

count Lenoe uncno |Konm4yecTBo OTMpPaB/AEHHbIX NOAPSA 3arnpocoB
LCP echo Ha KOTOpbIe He b6bl1 Moay4YeH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanuck 6e3 oTBeTa, coeauHeHVe byaeT
pa3opBaHo.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Bepcus OnucaHue

2.1 JlobaBneHa komaHAa crypto map I2tp-server Icp echo.

3.22.10 crypto map I2tp-server mru

OnucaHune

MNpejukc no

YcTaHoBUTb 3HaueHne VRU, koTopoe byaeT nepeaaHo cepsepy L2TP. Mo
YMOJIYaHUIO NCMNOJIb3YeTCca 3HaueHre 1200.

KomaHaa ¢ npepurKcom no ycTaHaBNMBaET 3HaYEHME M0 YMOJTYAHNIO.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKK
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

3.22.11 crypto

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncmc

AprymeHTsl

Mpumep

Ja

Het

(config-crypto-map)>  12tp-server mru aru»

(config-crypto-map)> no 12tp-server mru

AprymeHT 3HauyeHue OnucaHue

mru UYesoe yucso |3HaveHne MRU. MoxXeT MpUHNUMaTh 3HaueHns
B npegenax oT 128 o 1500 BkAOUMTENBHO.

(config-crypto-map)> 12tp-server mru 1500
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

Bepcus OnucaHue

2.1 JobasneHa koMaHaa crypto map I2tp-server mru.

map I2tp-server mtu

YcTtaHoBUTL 3HaveHue MTU, koTopoe byaeT nepegaHo cepsepy L2TP. Mo
YMONYaHWIO NCMOJIb3yeTcs 3HaueHve 1400.

KomaHaa ¢ npednKCcom no ycTaHaBNMBAET 3HaYEHME MO YMOTHAHWIO.
Ja

Ja

Het

(config-crypto-map)>  12tp-server mtu amtu»

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HauyeHue OnuncaHwue

mtu lenoe 4ucno |3HauveHuwe MTU. MoOXeT NPUHUMAaTbL 3HaUYeHNS
B npegenax oT 576 4o 1500 BkKAOUMTENIBHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

3.22.12 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

3.22.13 crypto

OnuncaHwme

Mpedukc no
MeHsieT HaCTPOWKN

MHorokpaTtHbIiA BBOJ,

(config-crypto-map)> no 12tp-server mtu
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

Bepcus OnucaHue

2.1 JobasneHa KoMaHaa crypto map l2tp-server mtu.

map I12tp-server multi-login

PazpewnTtb nogkntoUeHme K cepepy L2TP HeCKONbLKMX NoNb30BaTenei ¢
OZlHOTO aKKayHTa.

KomaHga ¢ npedprKcoM no OTK/IH0UaeT HacTPOIKY.
Ja
Ja

HeTt

I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login

(config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

Bepcus OnucaHve
2.1 JobasneHa koMaHaa crypto map I2tp-server
multi-login.

map I2tp-server nat

BkntoumnTb TpaHCcnaLUuo agpecos ana cepsepa L2TP.
KomaHgaa c npedrKCcoM no OTK/IHYAET TPAHCASALMIO.
Ja

Ja

Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

UcTopuns nameHeHui

3.22.14 crypto

OnucaHune

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,

CuviHoncuc

AprymeHTsl

Mpumep

I(conﬂg«xyptoqnapﬁ> 12tp-server nat

I(conﬁg«xyptownapﬁ>nothp-servernat

(config-crypto-map)> 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.

(config-crypto-map)> no 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

Bepcus OnucaHve

2.1 JobasneHa KoMaHaa crypto map l2tp-server nat.

map I2tp-server range

Ha3HaunTb nyn agpecos ANF KINEHTOB cepBepa L2TP. [1o yMon4yaHuio
ncnonb3lyeTca pasmep nyna 100.

KomaHga ¢ npedunkcom no yganaet nyn.

Ja

Ja

Het

(config-crypto-map)>  12tp-server range <begin (<end> | <size»)

(config-crypto-map)> no 12tp-server range

AprymeHT 3HauyeHue OnuncaHwue

begin IP-apgpec HauanbHbI agpec nyna.
end IP-agpec KoHeuHbIl agpec nyna.
size Lenoe 4ucno |Pasmep nyna.

(config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range deleted.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 [JobaeneHa komaHga crypto map I2tp-server range.

3.22.15 crypto map I2tp-server static-ip

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

HasHaunTb NnocTosHHbLIN IP-agpec nonb3oBaTento. lonb3oBaTtenb B cUCTEME
JOJIKEH MeTb MeTKy ipsec-12tp.

KomaHga c npedunkcom no yganseT NpuBssKy.

Ja

[Ja

HeTt

(config-crypto-map)>  static-ip wsenr @address»

(config-crypto-map)> no static-ip wsenr

AprymeHT 3HauyeHue OnuncaHwue

user CTpoka VIMsi nonb3oBartens.

address IP-agpec HasHauaembiln IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHue

2.1 JlobaBneHa komaHAa crypto map I2tp-server static-ip.

3.22.16 crypto map match-address

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

YCTaHOBUTb CCbINKY Ha CYLLIECTBYHOLLMIA CNNCOK MPaBua GuabTPaLMm NakeTos
(cm. komaHgy access-list). [epBoe NpaBKo B CNucKe ByAeT MCMOb30BaTbCS
ans ¢asbl 2 IPsec.

KomaHgaa ¢ npedrKcom no yaanseT cCbinky.
Aa
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-crypto-map)> match-address <access-list

(config-crypto-map)> no match-address

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

access-list |CTpoka HasBaHwue cnwvcka npasua ¢punbTpaLmn.
Habop pocTynHbix ans BbI6Opa CNUCKOB
MOXHO YBUAETb BBeAS KOMaHAy
match-address [Tab].

NMpumep (config-crypto-map)> match-address [Tab]

Usage template:
match-address {access-list}

Choose:
_WEBADMIN GigabitEthernet0/Vlan4
_WEBADMIN ISP
_WEBADMIN Home
_WEBADMIN Bridge2
_WEBADMIN Wireguard?2

(config-crypto-map)> match-address test
IpSec::Manager: "test": crypto map match-address set to "test".

(config-crypto-map)> no match-address
IpSec::Manager: "test": crypto map match-address reset.

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie

2.06 JobasneHa koMaHaa crypto map match-address.

3.22.17 crypto map nail-up

OnucaHue BkntounTb aBTOMaTMyeckoe nepecornacoBaHme npeobpasoBaHuii IPsec ESP
npu Ux yctapesaHUW. 10 yMOYaHNIO NapameTp OTK/IHOYEH.

KomaHga c npedunkcom no oTKIoYaeT aBToMaTuyeckoe nepecoriacoBaHume.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CnHoncumc I (config-crypto-map)>  nail-up

I (config-crypto-map)> no nail-up
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naBa 3 OnncaHme KoMaHp,

MNpumep (config-crypto-map)> nail-up
IpSec: :Manager: "test": crypto map SA renegotiation enabled.

(config-crypto-map)> no nail-up
IpSec::Manager: "test": crypto map SA renegotiation disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JobaeneHa komaHaa crypto map nail-up.

3.22.18 crypto map priority

OnucaHwne YcTaHOBUTL NpUOPUTET AN KPUNTOKaPThI /Psec. 10 yMOYaHKIO NCMOb3YeTcs
3HayeHue 0.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaYeHMe M0 YMOTHaHNIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het

CuHoncuc (config-crypto-map)>  priority qpriority:

(config-crypto-map)> no priority

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

priority UYenoe uucro |3HayveHUe npuoputeTa. MoxeT NpnHMMaTb
3HayeHWda B npegenax ot 0 Ao 255
BKAOUNTENBHO.

NMpumep (config-crypto-map)> priority 255
IpSec: :Manager: "VPNL2TPServer": crypto map priority set to 255.

(config-crypto-map)> no priority
IpSec::Manager: "VPNL2TPServer": crypto map priority reset.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 [JlobaBneHa KoMaHAa crypto map priority.

3.22.19 crypto map reauth-passive

OonucaHvne BkAoUMTb NacCcMBHYO NepenpoBepky NOAANHHOCTY KpUNToKapTbl IPsec. Mo
YMONYaHMIO NapameTp BK/IOYEH.

KoMaHAa ¢ npedrkcom no OTKIHYAeT NacCUBHYHO NepenpoBepky
NOA/IMHHOCTM.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CnHoncuc I(config-crypto-map)> reauth-passive
I (config-crypto-map)> no reauth-passive

NMpumep (config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.
(config-crypto-map)> no reauth-passive
IpSec: :Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onucaHvie

2.1 JobasneHa KoMaHAa crypto map reauth-passive.

3.22.20 crypto map set-peer

OnucaHune Ha3HaunTb OCHOBHOW ya/leHHbI XOCT 415 YCTaHOBAEH WA coeHeHns IPsec.
KomaHga ¢ npedunkcom no yaanset HacTPonKy.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-crypto-map)>  set-peer <remote-ip»
(config-crypto-map)> no set-peer
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
remote-ip CTpoka IP-agpec nnn gomeHHoe NMA yaaneHHoro
XocTa.
any MpuHUMaTL Ntobbie BXOASALLME COeANHEHNS.
NMpumep (config-crypto-map)> set-peer ipsec.test.com

IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec::Manager: "test": crypto map remote primary and fallback »
peer reset.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JlobaBneHa KkomaHaa crypto map set-peer.

3.22.21 crypto map set-peer-fallback

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

HasHaunTb pe3epBHbI YAANEHHBbI XOCT 419 YCTAHOBNEHWS COEANHEHNSA
IPsec. DTa HacTpolika MOXET 6bITb BbIMOIHEHA MOC/1E HAa3HAYEHWIS OCHOBHOMO
y3/a (CM. KoMaHay crypto map set-peer).

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

(config-crypto-map)>  set-peer-fallback «remote-ip»

(config-crypto-map)> no set-peer-fallback

AprymeHT 3HauyeHue OnuncaHwue

remote-ip Ctpoka IP-agpec nan [oMeHHOoe NMS YAANEHHOMO
XocTa.

(config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

Bepcusa OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-peer-fallback.

3.22.22 crypto map set-profile

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

3ajaTb CCbIIKY Ha CyLLecTBYOLWMIA Npoduib IPsec (CM. KOMaHAy crypto ipsec
profile).

KomaHpaa ¢ npedurKcom no yaansaeT cCbinky.
Aa
Ja

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-crypto-map)>  set-profile profile
(config-crypto-map)> no set-profile
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
profile CTpoka Vmsa npoduns IPsec. CNUCOK AOCTYMHbIX AN
Bbl6opa npodunenn MoXHO yB1AeThL BBeAA
KoMaHgy set-profile [Tab].
Npumep (config-crypto-map)> set-profile [Tab]
Usage template:
set-profile {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
TEST
MYMY
VirtualIPServer
VPNL2TPServer
(config-crypto-map)> set-profile test
IpSec::Manager: "test": crypto map ipsec profile is set to "test".
(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHAa crypto map set-profile.

3.22.23 crypto map set-tcpmss

OnucaHue YCTaHOBWUTb OrpaHnyeHne MakCMaabHOro pasMepa cermMeHTa UCXoaaLLmx
ceccnin TCP B pamMKax AaHHOro TyHHens IPsec. Ecnn 3HaveHme MSS, koTopoe
nepegaetcs B noJsie 3arosioBka SYN-rakeToB, MpeBbILLaeT 3a4aHHOe, KOMaHAa
MeHsieT ero. Pexxum Path MTU Discovery no3sonsieT aBToMaTnyecku
onpeaensTb orpaHnyeHme NMSS.

KomaHpaa ¢ npedpurKcomM no CHMMaeT BCe orpaHunyeHms c MSS.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncue I (config-crypto-map)>  set-tcpmss @mss-value

I (config-crypto-map)> no set-tcpmss
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.22.24 crypto

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

Mpumep

AprymeHT

3HavyeHue

OnucaHue

mss-value

Llenoe u4ucno

3HaueHue BepxHei rpaHunupbl MSS. MoxeT
MPUHXMAaTL 3HaYeHnA B Npegenax ot 576 A0
1500.

pmtu

Bkntountb pexxum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280

IpSec: :Manager:

“test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss

IpSec: :Manager:

“test": crypto map tcpmss reset.

Bepcus

OnucaHune

2.06

[Jo6aBneHa koMaHza crypto map set-tcpmss.

map set-transform

3aaaTh CCbUIKY Ha CyllecTByoLLee Nnpeobpa3oBaHume [Psec ESP (CM. KOMaHAy
crypto ipsec transform-set).

KomaHaa ¢ npepunKcom no yaanseT CCbiKy.

Ja
Ja

Het

(config-crypto-map)>  set-

transform«transform-set,

(config-crypto-map)> no set-transform

AprymeHT

3HayeHue

OnvcaHune

transform-set |Crpoka

HasBaHune npeobpasoBaHus IPsec. CAncok
JOCTYMHbBIX NPe0bpa3oBaHMIn MOXHO YBUAETb
C NOMOLLbI KOMaHAbI set-transform [Tab].

(config-crypto-map)> set-transform [Tab]
Usage template:

set-transform {name:

Choose:

VirtualIPServer
VPNL2TPServer

{A'Z, a-z, 0'91 “ ’ _}}
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

3.22.25 crypto

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

(config-crypto-map)> set-transform test
IpSec::Manager: "test": crypto map ipsec transform-set is set »
to "test".

(config-crypto-map)> no set-transform
IpSec::Manager: "test": crypto map ipsec transform-set reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto map set-transform.

map virtual-ip dhcp route

HasHaunTb MapLupyT, nepesaBaemMblii Yepes coobLyeHmns DHCP INFORM,
KAneHTam cepsepa Virtual IP.

KomaHaa ¢ npe¢prkcom no oTMeHsieT NolyYeHune ykasaHHOro MapLupyTa.
Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMEeHEeHO NoJlyyeHme Bcex
MapLLpyTOB.

Ja
Aa
Ja
(config-crypto-map)>  virtual-ip dhcp route <address> «mask»

(config-crypto-map)> no virtual-ip dhcp route [<address: anask> ]

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec Ajpec ceTeBOro K/ineHTa.

mask IP-macka Macka ceteBoro knmeHTa. CyLecTsyeT jBa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B BUAe
61TOBOM ANMHBLI Npedurkca (Hanpumep, /24).

(config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24
IpSec: :ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »
removed.

(config-crypto-map)> no virtual-ip dhcp route
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM routes cleared.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.06 [JobaeneHa komaHaa crypto map virtual-ip dhcp route.

3.22.26 crypto map virtual-ip dns-server

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

3.22.27 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

Yka3zaTb DNS-cepBep 411 Bbljaun KAMeHTaM B cepBepHoOM pexume Virtual
IP.

KomaHaa ¢ npedurkcom no yaanset agpec cepsepa.

Ja

Aa

Het

(config-crypto-map)>  virtual-ip dns-server «address»

(config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-agpec cepsepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec: :Manager: "test": crypto map Virtual IP DNS server deleted.

Bepcus OnucaHve

2.08 Jlo6baBneHa komaHza crypto map virtual-ip dns-server.

map virtual-ip enable

BkntounTb cepBepHbIn pexxum Virtual IP, npy KOTOpOM KnneHTam
npon3BoAMTCA pasjava ajpecoB U3 3aJ,aHHOro AManasoHa. [py 3ToM B
KayecTBe yAaneHHoWn noAceTn B cooTBeTCTBYOLWEeM ACL MOXHO yKa3aTb
NpPomn3BONbLHOE 3HaYeHNe, OHO ByAeT MPONUrHOPUPOBAHO. 10 yMONYaHUIO
pPexXum OTKHOYEH.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.
[Ja
Ja

Het
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naBa 3 OnncaHme KOMaHA,

CuHoncuc I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

Npumep (config-crypto-map)> virtual-ip enable
IpSec: :Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JobasneHa koMaHaa crypto map virtual-ip enable.

3.22.28 crypto map virtual-ip multi-login

OonucaHue Pa3peLumnTb NogktoueHue k cepsepy Virtual IP Heckonbkrx nonb3oBaTenei
C OAHOrO0 aKKayHTa.

KomaHga ¢ npedunkcom no oTKAoYaeT HaCTPOKKY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  virtual-ip multi-login
I (config-crypto-map)> no virtual-ip multi-login

NMpumep (config-crypto-map)> virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.
(config-crypto-map)> no virtual-ip multi-login
IpSec: :Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [Job6aBneHa komaHza crypto map virtual-ip multi-login.

3.22.29 crypto map virtual-ip nat

OonucaHue BKNOUNTb TPAHCSLIMIO 4PECOB AN KIMEHTOB B cepBEPHOM pexume Virtual
IP.

KomaHga c npedurKcom no yaansiet npasuso.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.22.30 crypto

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

Ja
Ja

Het

I(conﬂg«xyptoqnapﬁ> virtual-ip nat

I(conﬁg«xyptownapp>novirtual-ipnat

(config-crypto-map)> virtual-ip nat

IpSec: :Manager: "test":

is enabled.

crypto map Virtual IP remote pool SNAT »

(config-crypto-map)> no virtual-ip nat

IpSec::Manager: "test":

is disabled.

crypto map Virtual IP remote pool SNAT »

Bepcusa

OnucaHune

2.08

JobasneHa koMaHaa crypto map virtual-ip nat.

map virtual-ip range

HaCTpOI/ITb AWanasoH ajpecoB AJ14 BblAa4yn KIIMEHTAM B CEPBEPHOM peXnme

Virtual IP.

KomaHza c npedurKcom no yaansieT AnanasoH.

Ja
Ja

HeT

(config-crypto-map)>  virt

ual-ip range <begin (<«end> | <size»>)

(config-crypto-map)> no virtual-ip range

AprymeHT 3HauyeHue OnuncaHwue

begin IP-agpec Hauano ananasoHa ajpecos.
end IP-agpec KoHeL agnarna3oHa agpecos.
size lesnoe uucso |Pasmep AmanasoHa ajpecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20

IpSec: :Manager:

"test": crypto map Virtual IP pool range set »

from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).
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naBa 3 OnncaHme KOMaHA,

(config-crypto-map)> no virtual-ip range
IpSec::Manager: "test": crypto map Virtual IP pool range deleted.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.08 JobasneHa koMaHaa crypto map virtual-ip range.

3.22.31 crypto map virtual-ip static-ip

OnucaHue Ha3HauunTb NocTosAHHbIN IP-agpec nonb3oBaTento. Nonb3oBaTenb B cUCTEME
JOJIKEH MeTb MeTKy ipsec-xauth.

KomaHga ¢ npedurkcom no yganseTt Npmeasky.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-crypto-map)>  virtual-ip static-ip wsenr @address>
(config-crypto-map)> no virtual-ip static-ip wsen

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
user Ctpoka ViMsa nonb3oBarens.
address IP-agpec HasHauaemsblin IP-agpec.

Mpumep (config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".
(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

VICTOpI/Iﬂ M3MeHeHuniA Bepcmﬂ onvicaHue
3.05 Jlo6aBneHa koMaHza crypto map virtual-ip static-ip.

3.23 dIna

OnucaHune JocTtyn K rpynne KoMaHa Ans ynpasneHus cnyxooin DLNA.

Mpedukc no Het

MeHsieT HacTpoiikm  Het
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIii BBOA,
Bxo>kaeHue B rpynny

CuHoncunc

Mpumep

UcTopuns nameHeHuii

Het

(config-dlna)

I(conﬁg)> dlna

(config)> dlna

Core::Configurator: Done.

(config-dlna)>

Bepcus OnucaHve

2.00 JobaBneHa komaHaa dina.

3.23.1 dilna container

OnucaHune
Mpedunkc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTbL KOHTEMHep No yMon4aHuio ansa cnyxésl DLNA.

KomaHaa ¢ npedurKcomM no oTMeHsIeT HaCTPONKY.

Ja
Ja

HeT

(config-dina)>  container «container;

(config-dina)> no container

AprymeHT 3Ha4yeHuve | OnucaHve

container browse

Moka3biBaTb MO YMON4YaHUIO coaepxmnmoe
KOHTeHepa npocMoTpa.

music

MokasblBaTb MO YMOMYAHWNIO COAEPXKMMOE
KOHTelHepa My3blKW.

video

lMoka3blBaTb MO YMON4YaHUIO cogepxmnmMmoe
KOHTeVIHepa BnAaeo.

images

Moka3sbiBaTb MO YMOMUYAHUIO COAEPXMMOE
KOHTeHepa n3o6paxeHunin.

(config-dlna)> container browse
Dlna::Server: Set default container to "browse".

(config-dlna)> no container
Dlna: :Server: Reset default container.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 JobasneHa komaHga dlna container.

3.23.2 dIna db-directory

OnucaHune YKa3zaTb NyTb K KaTanory ¢ 6a3oi AaHHbIX MyNbTUMEAVNAHBLIX GainnoB.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-dina)>  db-directory «directory:

(config-dina)> no db-directory

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

directory CT1poka MyTb K Narnke ¢ 6a30 AaHHbIX.

Npumep (config-dlna)> db-directory 46E243F4E243E6B1:/components/dlna/
Dlna::Server: DB directory set.

(config-dlna)> no db-directory
Dlna::Server: DB directory removed.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.06 [Jlo6aBneHa komaHaa dina db-directory.

3.23.3 dina directory

OnucaHune YKa3aTb NyTb K KaTanory ¢ MeAna-KOHTEHTOM.
KomaHga ¢ npedurkcom no yganseTt HacTPOKY.

Mpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBOg, [a

CuHoncuc I (config-dina)>  directory «directorys[media-type]

I (config-dina)> no directory «directory:
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

directory CTpoka MyTb K KaTanory c Megma-KoHTEHTOM.

media-type |audio Cofepxmnmoe katanora — ayamo-dannbl.

video Copepxmnmoe katanora — sugeo-paiebil.

images CoaepxuvmMoe KaTanora — n3o6paxeHus.

(config-dlna)> directory »

46E243F4E243E6B1: /components/transmission/download/
Dlna::Server: »

"46E243F4E243E6B1: /components/transmission/download/" directory »
added.

(config-dlna)> no directory »

46E243F4E243E6B1: /components/transmission/download/
Dlna::Server: »

"46E243F4E243E6B1: /components/transmission/download/" directory »
removed.

Bepcus OnucaHve
2.00 JobasneHa komaHaa dina directory.
2.06 Jlo6aBneH napameTp media-type.

3.23.4 dIna display-name

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

Ha3HaunTb nosib3oBaTenbckoe nMa DLNA-cepBepy.
KomaHga ¢ npedunKcom no yaanset HacTPOnKy.

Ja

Aa

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

AprymeHTbI

Mpumep

(config-dina)>  display-name «display-name>

(config-dina)> no display-name

AprymeHT 3HauyeHue OnuncaHwue

display-name|CTpokKa

Monb3oBaTenbLCcKoe NMA cepsepa.

(config-dlna)> display-name MYDLNA
Dlna::Server: Set a display name.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa dina display-name.

3.23.5 dlna interface

OnuncaHmne YKasaTb HTepdelic MapLLpyTM3aTopa, Hepes KOTopbIl byeT nepesjaBaThCs
MeAna-KoOHTeHT. MOXHO BBeCTU He 6onee 16 nHTepdelicos.

KomaHga ¢ npedunkcom no yaanseTt ykaszaHHbI nHTepdeinc n3 cnvcka. Ecam
BbINO/HNTb KOMaHAy 6e3 aprymeHTa, TO BeCb CNNCOK NHTepdeincos aAns
nepefayuv Meana-KOHTEHTa ByAeT OUNLLEH.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIii BBog, /[la
Tun nHTepdeiica IP

Cunoncuc (config-dlna)>  interface <interface;

(config-dina)> no interface <interface;

AprymeHTbI AprymeHT |[3HaueHue OnucaHue

interface |WHTeperic MonHoe nmsa nHTepdeinca nnv NCEBLOHNM.
Cnncok AOCTYMHbIX NHTepdencoB MOXHO
yBUAETb C MOMOLLbLI0 KOMaHAbl interface
[Tab].

Mpumep (config-dlna)> interface [Tabl]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl
GuestWiFi

(config-dlna)> interface FastEthernet0/Vlanl

(config-dlna)> no interface FastEthernet0/Vlanl
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 JobaeneHa komaHaa dina interface.

3.23.6 dIna port

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

Yka3atb nopT DLNA-cepBepa ans HTTP-Tpadumka (onucaHuii, SOAP, nepeaaun
KOHTeHTa). [To ymMonuyaHuo 1cnosb3yeTcd 3HayueHve 8200.

KomMaHgza ¢ npedprKcomM no BO3BpaLLAET 3HAUEHME MO YMOJYAHMIO,
Ja

Ja

Het

(config-dina)>  port «port>

(config-dina)> no port

AprymeHT 3HauyeHue OnuncaHwue

port UYenoe uucro |Homep nopra.

(config-dlna)> port 8999
Dlna::Server: Port changed to 8999.

(config-dlna)> no port
Dlna: :Server: Port reset to 8200.

Bepcus OnucaHve

2.00 [Jlo6aBneHa komaHga dina port.

3.23.7 dlna rescan

OnucaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOj,

O6HOBUTbL NHPOPMaLMIO O dalinax B KaTasnore ¢ MefMa-KOHTEHTOM.

MpumeuaHune:  EcamykasaTb katoveBoe cnoso full, 6asa JaHHbIX KOHTEHTa
byzeT yfaneHa 1 co3jaHa 3aHOBO. DTO MOXEeT 3aHATb

Kakoe-TO BpeMs, MO3TOMY TaKyto KOMaHAy peKoMeHAyeTcs
BbIMOHATb TONIbKO €C/IN CTPYKTYpPa 6a3bl AaHHbIX KOHTEHTA
rnospexaeHa.

Het

HeTt

Het
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naBa 3 OnncaHme KOMaHA,

Cunoncuc (config-dina)>  rescan|[ full]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
full Knoyesoe Mpu3HaK HeO6XOANMOCTI NMepecosjaHus
C/10BO 6a3bl aHHbIX KOHTEHTa.
Mpumep (config-dlna)> rescan
(config-dlna)> rescan full
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 Job6aeneHa komaHaa dlna rescan.

3.23.8 dlna sort

OnucaHune 3afatb KpUTepuin copTUpoBku palinos DLNA-cepBepa.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config-dina)>  sort <key» [<order ]
(config-dina)> no sort
AprymeHTbI AprymMeHT [3HaueHne |OnucaHune
key class CopTupoBaTh MO Kjlaccy Mejmna-KoHTeHTa
(ayano, Bnaeo, nsobpaxeHus).
title CopTrpoBaThk Mo Ha3BaHUIo.
date CopTrpoBaTh Nno Aarte.
track CopTupoBaTth Mo AOPOXKE.
album CopTupoBaTb Mo ansbomy.
order ascending CopTupoBka ¢painnos B Nopsaake BO3pacTaHUS.
3TOT NapameTp NCMOJIb3YyeTCs Mo YMOJIYaHUIO.
descending |CopTupoBKa ¢paiinioB Mo y6bIBaHMIO.
NMpumep (config-dlna)> sort date

Dlna::Server: "date by ascending" sort criterion appended.
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naBa 3 OnncaHme KoMaHp,

(config-dlna)> sort date ascending
Dlna::Server: "date by ascending" sort criterion appended.

(config-dlna)> no sort
Dlna::Server: Sort criteria removed.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 JobasneHa komaHza dina sort.

3.24 dns-proxy

OnuncaHmne JocTyn K rpynne KomaHg Ans ynpasneHus cnyxo6oii DNS-npokcu.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (config-dnspx)

CuHoncuc I(config)> dns-proxy

Mpumep (config)> dns-proxy
Core::Configurator: Done.
(config-dnspx)>

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.04 JobasneHa KomaHaa dns-proxy.

3.24.1 dns-proxy filter assign host preset

OnucaHue HasHaunTb npeceT dunbTpaLmMm CeTeBOMY YCTPOMCTBY.

O3HaKOMUTBCS CO CMMCKOM MPeCceToB Bbl MOXeETE C MOMOLLbH KOMaHAbI show
dns-proxy filter presets.

KomaHgza c nped1Kcom no yAansieT ykasaHHbIn npeceT Ans xocta. Ecam
BbINONHUTL KOMaHAy 6e3 apryMeHTa, To BeCb CMMCOK MPeceToB A/ BCeX
XOCTOB ByZeT OUNLLEH.

Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config-dnspx)>  filter assign host preset <host> preset>

(config-dnspx)> no filter assign host preset [<host>]

AprymeHT 3HauyeHue OnuncaHwue

host MAC-appec MAC-agpec ceTeBOro ycTponcTaa.

preset CTpoka Ha3sBaHue npeceTa.

(config-dnspx)> filter assign host preset 04:d4:c1:51:b1:59 »
opendns-family

Dns::Filter::Public: Associated host "04:d4:c1:51:b1:59" with »
preset "opendns-family".

(config-dnspx)> no filter assign host preset 04:d4:cl1l:51:bl:59
Dns::Filter::Public: Removed preset for host "04:d4:c1:51:b1:59".

(config-dnspx)> no filter assign host preset
Dns::Filter::Public: Removed presets for hosts.

Bepcus OnucaHue
3.08 Job6asneHa komaHaa dns-proxy filter assign host
preset.

3.24.2 dns-proxy filter assign host profile

OnuncaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

HasHauunTb npodunb punbTpaLmm ceTeBoMy YCTPONCTBY.

Jo6aBuTb HOBbIV NPodUIL MOXHO NPY NOMOLLM KOMaHAb! dns-proxy filter
profile.

O3HaKOMUTLCSA CO CNUCKOM Npoduieri Bbl MOXKeTe C MOMOLLLIH0 KOMaHJbl
show dns-proxy filter profiles.

KomaHga ¢ npedumkcom no yganseT ykasaHHbIn npoduib Ansa xocta. Ecim
BbIMOMHUTL KOMaHAY 6e3 apryMeHTa, TO BeCb CNUCOK npodunein ansa Bcex
XOCTOB 6yZeT OUnLLEH.

Ja
Ja
Ja
I (config-dnspx)>  filter assign host profile <hosts> profiles

I (config-dnspx)> no filter assign host profile [<host]
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host MAC-appec MAC-agpec ceTeBOro ycTponcTea.
profile Ctpoka HassaHwne npoduns.
Mpumep (config-dnspx)> filter assign host profile 00:d2:cl:54:bc:59 test

WcTopus nsmeHeHum

Dns::Filter::Public: Associated host "00:d2:cl:54:bc:59" with »
profile "test".

(config-dnspx)> no filter assign host profile 00:d2:cl:54:bc:59
Dns::Filter::Public: Removed profile for host "00:d2:c1:54:bc:59".

(config-dnspx)> no filter assign host profile
Dns::Filter::Public: Removed profiles for hosts.

Bepcus OnucaHue
3.08 JobasneHa komaHaa dns-proxy filter assign host
profile.

3.24.3 dns-proxy filter assign interface preset

OnuncaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

HasHauuTb npeceT GbUNbTPaLN BCEM YCTPOCTBAM B CErMeHTe (3a
NCK/TOUYEHNEM TeX, KOTOPbIM YyXe HazHaueHbl npodunan/npeceTsl).

O3HaKOMUTBCS CO CMIMCKOM MPEeCceToB Bbl MOXETE C MOMOLLbH KOMaHAbI show
dns-proxy filter presets.

KomaHga ¢ npedrKcom no oTMEHSIET NPUBA3KY YKa3aHHOMo npeceTa K
nHTepdelicy. ECnu BbIMONHUTL KOMaHAYy 6€3 apryMeHTa, TO BECb CMWCOK
NpeceToB A/151 BCEX CEFMEHTOB 6yAeT OUMLLEH.

Ja

Aa

Ja

(config-dnspx)>  filter assign interface preset <interfaces preset>

(config-dnspx)> no filter assign interface preset [ <interface;]

AprymeHT |3HaueHue OnuncaHwue

interface |WHTepgenc MonHoe nma nHTepderica nam NCeBAOHMM.
WNHTepdelic gonxeH nMeTb ypoBeHb
6esonacHocTu private nnm protected.

preset CTpoka HasBaHue npeceTa.
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-dnspx)> filter assign interface preset Bridge0 »
quad9-security
Dns::Filter::Public: Associated interface "Bridge0" with preset »
"quad9-security".

(config-dnspx)> no filter assign interface preset Bridge0
Dns::Filter::Public: Removed preset for interface "Bridge0".

(config-dnspx)> no filter assign interface preset
Dns::Filter::Public: Removed presets for interfaces.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.08 JlobasneHa komaHAa dns-proxy filter assign interface
preset.

3.24.4 dns-proxy filter assign interface profile

OnucaHwue HasHaunTb Npodunb ¢punbTpaLmm BCemM YyCTPOMCTBAM B CerMeHTe (3a
NCKNHOYEHNEM TeX, KOTOPbIM yXKe Ha3zHauveHbl npodunn/npeceTsl).

[lo6aBuUTb HOBbIV NPOodUIL MOXHO NPY NOMOLLM KOMaHAbI dns-proxy filter
profile.

O3HaKOMUTBCHA CO CNUCKOM NpodUNein Bbl MOXETe C MOMOLLIbI0 KOMaHAb!
show dns-proxy filter profiles.

KomaHga ¢ npednkcom no oTMeHseT NpuBA3KY YKazaHHOro npoduns K
nHTepdericy. Ecnm BeIMONHUTL KOMaHAY 6e3 apryMeHTa, TO BeCb CMMCOK
npodunen ana Bcex cerMeHToB byeT ounLLeH.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, /[la

Cunoncnc (config-dnspx)>  filter assigninterfaceprofile«interfaceprofile
(config-dnspx)> no filter assign interface profile[<«interfaces]
AprymeHTbI AprymeHT |3HauyeHue OnuncaHue
interface |WHTepgenc MonHoe nma nHTepderica nam NCeBAOHUM.
WNHTepdelic gonxeH nMeTb ypoBeHb
6e3onacHocTu private nnm protected.
profile |CTpoka HasBaHune npoduns.
Mpumep (config-dnspx)> filter assign interface profile »

GigabitEthernet0/Vlanl DnsProfile0
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

Dns::Filter::Public:

Associated interface »

"GigabitEthernet®/Vlanl" with profile "DnsProfile®".

(config-dnspx)> no filter assign interface profile »
GigabitEthernet0/Vlanl
Dns::Filter::Public: Removed profile for interface »

"GigabitEthernet0/Vlanl".

(config-dnspx)>

no filter assign interface profile

Dns::Filter::Public: Removed profiles for interfaces.

Bepcus

OnucaHune

3.08

profile.

[Jlo6aBneHa komaHaa dns-proxy filter assign interface

3.24.5 dns-proxy filter engine

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

BbibpaTb MexaHn3m DNS.

KomaHga ¢ npedumkcom no otkatouaeT uabTp. B 3TOM Ciydae 3anpoc
KOHUrypaLmmn BepHeT nycroe 3HaveHne

Aa
Ja

Het

(config-dnspx)>

filter engine <engine»

(config-dnspx)> no filter engine

AprymeHT 3HauyeHue OnucaHwue
engine interceptor |OavH 13 fOCTYNHLIX MEXaHN3MOB
public bunbTpaumn DNS.
nextdns
opkg
skydns

(config-dnspx)> filter engine interceptor
Dns::Filter::Interceptor: Enabled.

(config-dnspx)> no filter engine
Dns: :Manager: Disabled filter engine.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.08 Jlo6aBneHa komaHaa dns-proxy filter engine.

3.24.6 dns-proxy filter profile

OnucaHue Co3aaTb Nonb3oBaTeNnbcknii npodunb dunbtpaumm DNS.
KomaHga c npedukcom no yaanaet npodub.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbI/i BBog, /[la

CuHoncuc (config-dnspx)>  filter profile name;
(config-dnspx)> no filter profile name;
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
name CTpoka Vms npoduna B cokpalleHHOM BUAE, ASTMHOM
He 6onee 32 cuMBONOB. MakcManbHoe
Konu4ecTtso npodunen — 8.
Mpumep (config-dnspx)> filter profile test
Dns::Filter::Public: Created profile "test".
(config-dnspx)> no filter profile test
Dns::Filter::Public: Removed profile "test".
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.08 JobasneHa komaHAaa dns-proxy filter profile.

3.24.7 dns-proxy filter profile description

OnucaHwue MpucsouTe onucaHmne ans npoouns ¢puneTpaumm DNS.
KomaHga ¢ npedumkcom no cTupaeT onmncaHue.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncue I (config-dnspx)>  filter profile namesdescription «description»
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopuns nameHeHui

(config-dnspx)> no filter profile name>description «description»

AprymeHT 3HauyeHue OnucaHwue

name CTpoka HasBaHwue npoduns.

description |CTpoka

Mpor3B0OIbHOE OnurcaHne Npoouns.

(config-dnspx)> filter profile test description MyProfilel
Dns::Filter::Public: Set description to profile "test".

(config-dnspx)> no filter profile test description
Dns::Filter::Public: Cleared description of profile "test".

Bepcus OnucaHve
3.08 Job6aBneHa komaHaa dns-proxy filter profile
description.

3.24.8 dns-proxy filter profile dns53 upstream

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTbl

Mpumep

Job6aBuTb IP-agpec DNS-cepBepa B nNosib3oBaTeNbCkni Npoduib dunsTpayun.
Mo>HO BBeCTU A0 6 CepBepoOB.

KomaHga ¢ npedunkcom no yaanseTt ykasaHHbI cepBep 13 crnmcka. Ecan
BbIMOJIHUTL KOMaHAY 6e3 apryMeHTa, TO BeCb CMUCOK CEPBEPOB byaeT
OUNLLEH.

Ja

Ja

Ja
(config-dnspx)> filter profilename>dns53 upstream«<address [:«ports]

(config-dnspx)> no filter profile name>dns53 description [ «address>
Lports]]

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka HasBaHune npoguns.
address IP-agpec IP-agpec cepsepa.
port Uesnoe uucso |MNopT cepsepa.

(config-dnspx)> filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Added DNS name server 1.1.1.1 to profile »
“test".

132

CnpaBoyHuK koMaHa — Duo (KN-2110)




naBa 3 OnncaHme KOMaHA,

(config-dnspx)> no filter profile test dns53 upstream
Dns::Filter::Public: Removed DNS name server from profile "test".

(config-dnspx)> no filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Removed DNS name server 1.1.1.1 from profile »

“test".
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
3.08 Jlo6aBneHa komaHaa dns-proxy filter profile dns53
upstream.

3.24.9 dns-proxy filter profile https upstream

OnucaHwue Jo6aBuTb cepsep DNS nosepx HTTPS B NONb30BaTeNbCKUIA NPpodUb
dunbTpaummn. MoxHo BBeCTU A0 6 CepBepoB.

KomaHgaa ¢ npedurkcom no yaansieT ykasaHHbIN cepBep 13 cnmcka. Ecam
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BECb CMMCOK CepBepOoB byaeT
OUULLIEH.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, /[la

Cunoncnc (config-dnspx)>  filter profile cname>https upstreamwrb [ spki hashs
1
(config-dnspx)> no filter profile nameshttps description [«wri]
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
name Crpoka HasBaHune npoduns.
url Ctpoka URL-agpec DNS-cepBepa.
hash CTpoka Xaw ceptndukaTa TLS.
Mpumep (config-dnspx)> filter profile test https upstream »

https://dns.google/resolve
Dns::Filter::Public: Added DNS-over-HTTPS name server »
https://dns.google/resolve to profile "test".

(config-dnspx)> no filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Removed DNS-over-HTTPS name server »
https://dns.google/resolve from profile "test".

(config-dnspx)> no filter profile test https upstream
Dns::Filter::Public: Removed DNS-over-HTTPS name server from »
profile "test".
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve
3.08 Jo6aBneHa komaHaa dns-proxy filter profile https
upstream.

3.24.10 dns-proxy filter profile intercept enable

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

BkntounTb nepexsaT TpaH3UTHbIX DNS-3anpocoB a1 npoduns punbTpaumn.
Mo yMonyaHuto nepexsaT 3anpeLleH.

KomaHga c npedunkcom no oTkaouaeT nepexsat Ans npodunnsa punbtpayumn.
Ja

Aa

Het

(config-dnspx)>  filter profile name>intercept enable

(config-dnspx)> no filter profile <namesintercept enable

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka Wma npoduns dunetpauumn.

(config-dnspx)> filter profile DnsProfile@ intercept enable
Dns::Filter::Public: Enabled intercept in profile "DnsProfile0".

(config-dnspx)> no filter profile DnsProfile® intercept enable
Dns::Filter::Public: Disabled intercept in profile "DnsProfile0".

Bepcus OnucaHve
3.09 [Jlo6aBneHa komaHza dns-proxy filter profile intercept
enable.

3.24.11 dns-proxy filter profile tls upstream

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

Jlo6aBuTb cepsep DNS nosepx TLS B NoNb30BaTeNbCKUIA NPOodUb
dunneTpaumn. MoxKHO BBeCTU A0 6 CepBeEpOB.

KomaHga ¢ npedurkcom no yganseT ykasaHHbIn cepeep U3 cnucka. Ecan
BbINONHUTbL KOMaHZAy 6e3 aprymMeHTa, TO BeCb CrMCOK CepBepoB byaeT
OuMILLLEH.

Ja
Ja
Ja
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-dnspx)>  filter profile name>tls upstreamaddress> [ «port>
1[ sni«fqdns> ][ spki <hashs ]

(config-dnspx)> no filter profile <namestls description [ «address>][
<ports]

AprymeHT 3HayeHue OnuncaHwue
name CTpoka HasBaHune npoduns.
address IP-appec Agppec cepBepa.
FQDN
port UYenoe uucro |MNopT cepsepa.
fqdn Crpoka JomeHHoe nm4.
hash CTpoka Xaw ceptmndukaTta TLS.

(config-dnspx)> filter profile test tls upstream 1.1.1.1 8853 »
sni cloudflare-dns.com

Dns::Filter::Public: Added DNS-over-TLS name server 1.1.1.1 to »
profile "test".

(config-dnspx)> no filter profile test tls upstream 1.1.1.1 8853
Dns::Filter::Public: Removed DNS-over-TLS name server 1.1.1.1 »
from profile "test".

(config-dnspx)> no filter profile test tls upstream
Dns::Filter::Public: Removed DNS-over-TLS name server from »
profile "test".

Bepcus OnucaHve
3.08 Job6aBneHa komaHaa dns-proxy filter profile tis
upstream.

3.24.12 dns-proxy https upstream

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

JobasuTb cepeep DNS nosepx HTTPS.

KomaHga ¢ npedurkcom no ygansieT ykasaHHbIN cepBep 13 cnmcka. Ecam
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BECb CMMCOK CepBepOB byaeT
OUULLIEH.

Ja
Aa

MHorokpaTHbIl/i BBog, /[la
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-dnspx)>  https upstreamwrls> [ «format>][ sni<hash>][ on
<interface> ][ domain «domain> ]

(config-dnspx)> no https upstream [ «wurl>]

AprymeHT 3HayeHue OnuncaHwue

url CTpoka Monb3oeaTenbckmii URL-agpec cny>6bl DNS.
format dnsm dopmat oTobpaxeHnsa gaHHbIX DNS.

json
hash Crpoka Xaw ceptndukaTta TLS.

interface WHTepgeiic Nms nHTepdelica Ana HaCTPOKK

domain CTpoka JomMmeHHoe nwvs.

(config-dnspx)>https upstream »
https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm on ISP

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>no https upstream https://dns.adguard.com/dns-query
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)>no https upstream
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.

Bepcus OnucaHve
3.01 Jlo6aBneHa komaHga dns-proxy https upstream.
3.08 JobasneH aprymeHT domain.

3.24.13 dns-proxy intercept enable

OnucaHwne

BkntounTb nepexsaTt TPaH3UTHbIX DNS-3anpocoB. Takxe 3Ta ¢yHKLUMSA
BKJIFOYaeTCs Npu paboTe MHTepHeT-GuNLTPA. o ymMonyaHuo nepexsat
3anpetleH.
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naBa 3 OnncaHme KOMaHA,

KomaHaa ¢ npepurKcom no oTKItoYaeT nepexsar.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (config-dnspx)>  intercept enable
I (config-dnspx)> no intercept enable
Mpumep (config-dnspx)> intercept enable
Dns::Filter::Interceptor: Enabled.
(config-dnspx)> no intercept enable
Dns::Filter::Interceptor: Disabled.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
3.06 JobasneHa KomaHAa dns-proxy intercept enable.
3.08 KomaHga dns-proxy intercept enable yazaneHa kak
ycTapeBLUast.
3.09 KomaHga dns-proxy intercept enable cHosa fo6aBneHa.

3.24.14 dns-proxy max-ttl

OnucaHue 3aaaTb MakcManbHbI TTL Ana KawmpoBaHHbIX 3anucet DNS-npokcn.
KomaHga ¢ npedukcom no yaansiet sHadeHue TTL.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-dnspx)>  max-ttl max-ttls
(config-dnspx)> no max-ttl
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
max-ttl Lenoe uucno |MakcnmanbHoe 3HayveHue TTL. MoxeT
NPUHNMAaTb 3HaYeHNA B npegenax ot 1 Ao
604800000 mmnnnvcekyHa (1 Hegens).
Mpumep (config-dnspx)> max-ttl 10000

Dns::Proxy: Dns-proxy set max-ttl to 10000.
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naBa 3 OnncaHme KoMaHp,

(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.05 JobasneHa koMaHaa dns-proxy max-ttl.

3.24.15 dns-proxy proceed

OnucaHune 3afaTb HTepBas MeXxJy napasne/ibHbIMVY 3anpocamMun, KOTopble oTrpasnseT
DNS-npokcu Heckonbkm DNS-cepBepam. 1o yMoa4aHuio Ucrnob3yeTcs
3HaueHVe 500.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dnspx)>  proceed proceed>
(config-dnspx)> no proceed
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
proceed Lenoe umucno |Bpems paboTbl DNS-npokcu B
MunancekyHaax. Moxer npuHMMaTb
3HayeHWsa B npegenax ot 1 Ao 50000.
Mpumep (config-dnspx)> proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.
WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.04 JobasneHa KomaHAa dns-proxy proceed.

3.24.16 dns-proxy rebind-protect

OnucaHwue BkntounTb 3awmty ot atak DNS rebinding. Mo ymon4yaHuo NCNONb3yeTcs
napameTtp auto.

KomaHza c npedrKcoM no oTKAOYaeT 3aLLuTy.

Mpedukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKK
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

Ja

Het

(config-dnspx)>  rebind-protect (auto | strict)

(config-dnspx)> no rebind-protect

AprymeHT 3HauyeHue OnucaHue

auto Knwyesoe 3awwuTa nHTepdelicoB private.
CJ10BO

strict Kryesoe 3awmTa noaceTen U3 crnmcka IAN/1A IPv4
C/10BO Special-Purpose Address Registry .

(config-dnspx)> rebind-protect auto
Dns::Manager: Enabled rebind protection.
(config-dnspx)> no rebind-protect
Dns::Manager: Disabled rebind protection.

Bepcus OnucaHue

3.04 JobasneHa komaHAa dns-proxy rebind-protect.

3.24.17 dns-proxy srr-reset

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

YCTaHOBUTb BpeMsi, YUepes KoTopoe byaeT cbpacbiBaTbCst PEATUHT

3anpocos-oTBeToB DNS-npokcu. Mo ymonyaHmoo ncnonb3yeTcs 3HayveHne

600000.

KomaHgaa ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIo.
Aa

[Ja

Hert

(config-dnspx)>  srr-reset«srr-reset>

(config-dnspx)> no srr-reset

Argument 3HauyeHue OnucaHwue

srr-reset lesnoe 4ucso |3HavyeHMe BpeMEHHOro NpomexyTka B
MUAAncekyHaax. MoxeTt npMHMMaTh
3HayeHWA B npegenax ot 0 A0 600000.

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-dnspx)> srr-reset 111
Dns::Manager: Set send-response rating reset time to 111 ms.

(config-dnspx)> no srr-reset
Dns::Manager: Reset send-response rating reset time to default.

Bepcus OnucaHve

2.12 [JobaeneHa komaHaa dns-proxy srr-reset.

3.24.18 dns-proxy tls upstream

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

Job6aBuTb cepsep DNS nosepx TLS.

KomaHga c npedurkcom no yaansieT ykasaHHbIN cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 aprymMeHTa, TO BECb CMMCOK CepBepOB byaeT
OUULLIEH.

Ja
Aa
Ja

(config-dnspx)>  tls upstreamaddress; [<port>][ sni«fqdns ][ spki
<hash>][on dnterface> ][ domain «domain; ]

(config-dnspx)> no tls upstream [ <address» ][ «ports]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-agpec cepBepa.
port Lenoe 4ucno |lMopT cepBepa.

fqdn CTpoka JomMmeHHOoe nwvs.

hash CTpoka Xaw ceptmndukaTa TLS.

interface UHTepgenc Vmsa nHtepdeiica Ana HaCTPOMKM.

domain Ctpoka JomeHHoe nm4.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com »
on ISP
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.
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naBa 3 OnncaHme KOMaHA,

(config-dnspx)>no tls upstream 1.1.1.1 853
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
deleted.

(config-dnspx)>no tls upstream
Dns::Secure: :ManagerDot: DNS-over-TLS name servers cleared.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
3.01 [JobaeneHa komaHza dns-proxy tls upstream.
3.08 [Jlo6baBneH aprymeHT domain.

3.25 dpn accept

OnucaHwne MpuHATL Nonb3oBaTeNnbCcKoe cornaweHmne DPN. o NpUHATUA cornallueHumns
KOHPUrypaTop He NpUHUMAaEeT HMKaKMe KOMaH/Abl, KpOMe KOMaHJA Ha YTeHue.

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> dpn accept
Mpumep (config)> dpn accept

Core::Legal: Accepted dpn version 20200330.
VICTOleﬂ I/I3MEHEHI/II7I Bepcwﬂ Orlv'caHV'e

3.05 JobasneHa komaHAa dpn accept.

3.26 dyndns profile

OnucaHue JocTyn K rpynne KOMaHZA A5t HACTPOWKM ykazaHHoro npoéunsa DynDns. Ecan
npodunb He HalieH, KOMaHAa NbITaeTcs ero co3gatb. MOXHO co3gaTh He
6onee 32 npodwunei.

KomaHgaa ¢ npedurkcom no yaanset npodunsb DynDns.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-dyndns)
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

(config)> dyndns profile name>

(config)> no dyndns profile name>

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka HasBaHune npodunsa. MakcmmanbHasa AnmHa
NMeHn — 64 cnmBoa.

(config)> dyndns profile _WEBADMIN
Core::Configurator: Done.
(config-dyndns)>

Bepcus OnucaHve

2.00 Job6asneHa komaHaa dyndns profile.

3.26.1 dyndns profile domain

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

2 http:\\www.dyndns.com
http:\\www.no-ip.com

Ha3HaqMﬂ:HKHOGDHHHOGAOMEHHOGMMH.ﬂepeABHHOﬂHeHmeMKOMgHAH
HeobXoAMMO 3aperncTpmpoBaTh JOMeHHOe UMA Ha calite dyndns.com” nam
no-ip.com-.

KomaHga ¢ npedrkcom no yganseTt HacTPOnKy.
Ja

Ja

Het

(config-dyndns)>  domain «domain>

(config-dyndns)> no domain

AprymeHT 3HauyeHue OnuncaHwue

domain Ctpoka JomeHHoe nva. MakcmmanbHasa 41vHa
AOMEHHOro UMeHn — 254 cumBona.

(config-dyndns)> domain support.ddns.net
DynDns::Profile: " WEBADMIN": domain saved..

(config-dyndns)> no domain
ynDns: :Profile: " WEBADMIN" domain cleared.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.00

Jo6aBneHa komaHaa dyndns profile domain.

3.26.2 dyndns profile password

OonucaHue YCTaHOBUTb Naponb 415 AocTyna Yepes DynDns.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dyndns)>  password password>
(config-dyndns)> no password
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
password Ctpoka Maponb Anda aBTopusaumn. MakcrmanbHas
ANVHA napons — 64 cmmBona.
Mpumep (config-dyndns)> password 123456789

DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

" WEBADMIN": password saved.

no password
" WEBADMIN" password cleared.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

JobasneHa

koMmaHza dyndns profile password.

3.26.3 dyndns profile send-address

OnucaHune BKAHOUUTL HEO6XOANMOCTL YKa3aHua IP-ajpeca NHTepHeT-coeAnHeHs B
3anpoce DynDns.

KomaHga ¢ npeprKcoM no yaanset HacTPOMKY.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het

CvHoncuc

I (config-dyndns)>  send-address

I (config-dyndns)> no send-address
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Mpumep

(config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns: :Profile: Send address is disabled.

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.03

Jo6aeneHa komaHaa dyndns profile send-address.

3.26.4 dyndns profile type

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

4 http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru

MpucBonTe DynDns-npoduato TvM, B 3aBUCMMOCTY OT CaiiTa, Ha KOTOPOM
6b110 3aPEerncTPMPOBaHO AOMEHHOE MMSI.

Ja
Ja

HeTt

(config-dyndns)>  type <type>

(config-dyndns)> no type

AprymeHT

3HauyeHMe (OnucaHue

type

dyndns YKa3blBaeTcs, ec/i JOMeHHOoe NMS 4
3aperncTpupoBaHo Ha caiite dyndns.com.

noip YKasblBaeTcs, ecin JOMeHHOe UMS 5
3aperncTpupoBaHO Ha canmTe no-ip.com™.

rucenter YKa3sblBaeTcd, ecnm JOMeEHHOe NMS 6
3aperncTtpmpoBaHo Ha cavite rucenter.

custom Yka3blBaeTcs, ec/iv JOMeHHOoe UMS
3aperncTpupoBaHoO Ha Apyrom carite (cat
onpegensetca komaHgor dyndns profile url).

(config-dyndns)> type noip
DynDns::Profile: " WEBADMIN": type saved.

(config-dyndns)> no type
DynDns::Profile: " WEBADMIN" type cleared.

Bepcusa

OnucaHune

2.00

JobasneHa komaHaa dyndns profile type.
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3.26.5 dyndns profile update-interval

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

3.26.6 dyndns

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTpoWKKn

YCTaHOBUTL NHTepBan obHoBAeHUS agpeca Ana DynDns.
KomaHga ¢ npedprKcOM No oTMeHsieT BO3MOXHOCTb O6HOBNEH WS,
Ja

Ja

Het

(config-dyndns)>  update-interval «days> days [ <hours> hours ]
[ minutes> minutes ] [ <seconds> seconds 1]

(config-dyndns)> no update-interval

AprymeHT 3HayeHue OnuncaHue

days Lenoe umucno |BpemMeHHOWN NHTepBan B AHAX.
hours Uenoe 4ucno |BpemeHHOIN MHTepBa B Yacax.
minutes lenoe uyncno |BpeMeHHOI MHTepBaa B MUHYTaX.
seconds Lenoe umucno |BpemMeHHON NHTepBan B cekyHAax.

(config-dyndns)> update-interval 5 days 5 hours 5 minutes 5 »
seconds
DynDns::Profile: Interval is set to 450305 seconds.

(config-dyndns)> update-interval 5 days
DynDns::Profile: Interval is set to 432000 seconds.

(config-dyndns)> no update-interval
DynDns::Profile: Periodic registration disabled.

Bepcus OnucaHve

2.03 Jo6aBneHa komaHaa dyndns profile update-interval.

profile url

Yka3zaTb URL ncnonbsyemoro caiita cnyxosl DynDns.
Ja

Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

I (config-dyndns)>  urlwrb
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-dyndns)> no url

AprymeHT

3HayeHue

OonvicaHune

url

CTpoka

Monb3oBaTenbcknii URL-agpec cnyx6bb
DynDns.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)> no url

DynDns: :Profile:

url http:
" WEBADMIN": URL saved.

//members.dyndns.org/nic/update

" WEBADMIN" URL cleared.

Bepcus

OnucaHune

2.05

JobaBneHa

koMaHga dyndns profile url.

3.26.7 dyndns profile username

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTpPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

YKa3aTb JIOTVIH YYeTHO 3anuncun ans goctyna Yepes DynDns.

Aa
Ja

Het

(config-dyndns)>

username <username

(config-dyndns)> no username

AprymeHT

3HayeHue

OonwvicaHune

username

CTpoka

Mma nonb3oBartens gas aBTopu3aunn.
MakcrumanbHas gamHa uMeHn — 64 cumBona.

(config-dyndns)> username

DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

test@gmail.com

" WEBADMIN": username saved.

no username
" WEBADMIN" username cleared.

Bepcusa

OnucaHune

2.00

Job6asneHa komaHaa dyndns profile username.
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3.27 easyconfig check

OonucaHue [oCTyn K rpynne KOMaHA ANnsi HACTPOWKM NPOBePKM A0CTyNa B UHTEPHET. 15
NPOBEpPKMN AOCTyMNa B UHTEPHET CHaYana OTNPaBAAIOTCSA 3aNpPOoChl K L3y
Mo yMonyaHuto. Eciv oTBET NosyyeH, Torga onpalivBatoTcs yaaneHHble
XOCTbl, yKa3aHHble B HacTpoikax. Takxke B HaCTpolikax yka3blBaeTcs
NPOAOMKNTENBHOCTL Y YacTOTa 3anpocoB. Ec/iv Bce NpoBepKy NpoijeHbl,
3HAUUT AOCTYN B UHTEPHET ecTb.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

BxoxxaeHue B rpynny (ezconfig-check)
CuHoncuc (config)> easyconfig check

NMpumep (config)> easyconfig check
(ezconfig-check)>

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHaa easyconfig check.

3.27.1 easyconfig check exclude-gateway

OonucaHue OTK/OUMTE MPOBEPKY LLK03a MO YMOAYaHWI0. [0 yMOYaHWNo 3TOT NapameTp
BK/TOYEH.

KomaHga ¢ npedunkcom no BKAOYaET NpoBepky obpaTHo.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (ezconfig-check)>  exclude-gateway
I (ezconfig-check)> no exclude-gateway
Mpumep (ezconfig-check)> exclude-gateway

Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network: :InternetChecker: Gateway checking enabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.05 Jlo6aBneHa komaHga easyconfig check
exclude-gateway.

3.27.2 easyconfig check host

OonucaHue 3agaTb MMsI XOCTa, K KOTOPOMY 6yAyT OTNPaBAATLCS 3aNpochl 4715 TPOBEPKN
A0CTyrna B UHTepHeT. [0 yMon4aHuo ncnonb3yeTcs agpec google. com.

KomaHaa ¢ npe¢rkcom no Bo3BpaLLAeT MMeHa XOCTOB MO YMONYaHWIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a

CuHoncuc (ezconfig-check)>  host <host

(ezconfig-check)> no host [ <host> ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

host Wms xocTa ViMsa yaaneHHoOro xocTa.

Mpumep (ezconfig-check)> host google.com
Network: :InternetChecker: "google.com" name added.

(ezconfig-check)> no host google.com
Network: :InternetChecker: "google.com" name removed.

(ezconfig-check)> no host
Network: :InternetChecker: Domain name set reset to default.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa easyconfig check host.

3.27.3 easyconfig check max-fails

OnucaHune YKa3aTb KOJINYeCcTBO Noc/ieoBaTe/IbHbIX HeYJauHbIX 3aNpoCcoB K XOCTaM,
3a/laHHbIM € nomoLblo KoMaHabl easyconfig check host. Mo ymonyaHuio
1NCNOoNb3yeTca 3HayeHue 3.

KomaHaa ¢ npeprKcom no Bo3BpaLLAeT 3HayeHne Mo YMONYaHWIO.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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MHorokpaTtHbIiA BBOg, Het

CuHoncuc (ezconfig-check)>  max-fails «count>

(ezconfig-check)> no max-fails

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

count lenoe 4ucno |Konmuyecrso HeyzAauHbIX 3anpocos. Moxer
NprHMMaTb 3HayYeHna B Npejenax ot 2 40 8
BK/IHOUNTENBHO.

Mpumep (ezconfig-check)> max-fails 5
Network: :InternetChecker: A new maximum fail count set to 5.

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa easyconfig check max-fails.

3.27.4 easyconfig check period

OnucaHune 3a4aTb NMPOAO/IKNTENBLHOCTL NPOBepKU. 10 yMONUYaHUIO UCMOJIb3YyeTCs
3HayeHue 15.

KomaHga ¢ npedrkcom no Bo3BpaLlaeT 3Ha4eHne No yMOAYaHUIo.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (ezconfig-check)>  period period>
(ezconfig-check)> no period
AprymeHTbI AprymeHT 3HaueHue OonucaHue
period UYesoe uucno |/IHTepBan npoBepku B cekyHAax. MoxeT
NPVHUMaTbL 3Ha4YeHUs B npegenax ot 10 ao
60 BK/IFOUNTENbHO.
Mpumep (ezconfig-check)> period 20

Network: :InternetChecker: A new check period set to 20 seconds.

Duo (KN-2110) — CripaBOYHUK KOMaH, 1 49



naBa 3 OnncaHme KoMaHp,

(ezconfig-check)> no period
Network: :InternetChecker: Check period reset to default (15 »

seconds) .

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.00

JobasneHa komaHaa easyconfig check period.

3.28 easyconfig disable

OnucaHwue OTKNHOUNTb MacTep NepBUYHOM HACTPOMKM. 10 yMOIYaHMIO 3TOT NapameTp

BKJ/IFOYEH.

KomaHza ¢ npedrKcomM no BKIKOUAET MacTep NepBUYHOL HAaCTPOMKN.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> easyconfigdisable
I (config)> no easyconfig disable
Mpumep (config)> easyconfig disable

EasyConfig: :Manager: Disabled.

(config)> no easyconfig disable
EasyConfig: :Manager: Enabled.

WcTopuns nsmeHeHWit |Bepcusa

OnucaHune

3.01

JobasneHa komaHaa easyconfig disable.

3.29 eula accept

OnuncaHwme MprHATL NosIb30BaTeNbCKOe cornaweHue EULA. o NPpUHATUA cornawleHuns
KOHOUrypaTop He NpUHMMaeT HMKaKne KOMaHAbl, KpOMe KOMaHJ Ha YTeHue.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

I(config)> eula accept
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Mpumep (config)> eula accept
Core::Eula: "20181001" license accepted.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.15 JobasneHa komaHaa eula accept.

3.30 igmp-proxy

OnucaHue JocTtyn K rpynne KomaHa ans HacTporikun IGMP.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (igmp-proxy)

Cunoncuc I (config)>  igmp-proxy

Mpumep (config)> igmp-proxy
(igmp-proxy)>

WcTopus nsmeHeHum Bepcus onuvcaHue

2.06 Jlo6aBneHa KoMaHAa igmp-proxy.

3.30.1 igmp-proxy fast-leave

OnucaHwue BkntounTb IGMP fast-leave ana HemeaneHHoro yaaneHus nopTa vU3 3anmncu
nepecbIKM ANS MHOTroaApecHo rpynnbl, KOrAa NopT noayyaeT coobLieHmne
0 BbIXoje.

KomaHga c npedunkcom no oTkAYaeT 3Ty GYHKLMIO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOgA, Het

CvHoncmc I (igmp-proxy)>  fast-leave
I (igmp-proxy)> no fast-leave
Mpumep (igmp-proxy)> fast-leave

Igmp::Proxy: Enabled Fast Leave.
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(igmp-proxy)> no fast-leave
Igmp::Proxy: Disabled Fast Leave.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.09 JobasneHa KomaHaa igmp-proxy fast-leave.

3.30.2 igmp-proxy force

OnucaHue MpHYANTENBHO BKNOUUTL CTapyto Bepcuto IGMP. Mo ymonyaHuto 3Ta
HaCTPOIKa OTK/IFOYeHa 1 BepCKA NMPOTOKOA BbI6MpaeTcs B aBTOMaTUYECKOM
pexunme.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoAYaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc (igmp-proxy)>  force ¢protocols
(igmp-proxy)> no force
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
protocol igmp-vl MpUMeHUTb GUNbTPaLMIO K BXOAALLIM
nakeTam.
igmp-v2 MpUMEHUTb GUABTPALMIO K MCXOASALLIAM
naketam.
Mpumep (igmp-proxy)> force igmp-vl
Igmp::Proxy: Forced protocol: igmp-vl.
(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.
VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.08 JlobaBneHa komaHAa igmp-proxy force.

3.31 igmp-snooping disable

OnucaHwue Otkntounte IGMP snooping. KomaHga A0CTYMHa TO/IbKO B pexumax KnveHr,
Yecunutens nnu Touka Joctyna.

KomaHga ¢ npedumkcom no BkatovaeT IGMP snooping.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I(config)> igmp-snooping disable

Mpumep (config)> igmp-snooping disable
Igmp::Snooping: Disabled.
(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

VICTOleﬂ M3MeHeHU Bepcmﬂ onucaHvie

2.12 JobasneHa komaHaa igmp-snooping disable.

3.32 interface

OnucaHune JocTyn K rpynne KoOMaHZ4 ANs HaCTPOMKKM BbIbpaHHOMo MHTepdeiica. Ecnn
nHTepderic He HallleH, KOMaHAa NbITaeTCsA ero co3aaTb.

Nmsa nHTepdeiica 3agaeT ero knacc, KOTopbIin HacneayeT onpejeneHHble
CBOIWCTBA, CM. Anarpammbl B [MprinoxeHnn. KomaHapl paboTtatoT
NPUMeHNTENbHO K knaccam. COOTBeTCTBYHOLWNI Knacc nHTepderica ykasaH
B OMMCAHNN KOMaHAbI.
KomaHga ¢ npedurkcom no yaanset nHtepderic.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

BxoxxgeHue B rpynny (config-if)

CuHoncuc (config)> interface name»
(config)> no interface name>
AprymeHTbI AprymeHT 3HaueHue onucaHue
name UHTeppeinc MonHoe nma nHTepderica Nan NCeBAOHUM.

Cnncok AOCTYMHbIX MHTEPPENCoB MOXKHO
yBUAETb C NOMOLLbIO KoMaHAbI interface
[Tabl.

MNpumep (config)> interface [Tab]
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Usage template:

interface {name}

Choose:

Pvc
Vlan

CdcEthernet

UsbModem

RealtekEthernet
AsixEthernet

Davicom
UsbQmi
UsbLte

Yota
Bridge
PPPoE

SSTPEthernet

SSTP
PPTP
L2TP

Wireguard

Proxy
OpenVPN
IPIP

TunnelSixInFour

IKE
Gre
EoIP
MapT
DsLite

WcTopusa nsmeHeHum

Bepcusa

OnucaHmne

2.00

JobaBneHa komaHaa interface.

3.32.1 interface adsl snr-margin-offset

OnuncaHwne

HacTtpouTb cooTHoLleHue curHan/wym ang ADSL-nnHmn. o ymonyaHuio
1ncnonb3yeTca 3HayeHue 0.

KomaHaa ¢ npedurkcom no cbpackiBaeT napameTp B 3HaUEHMe MO YMOTYaHWI.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Dsl
CuHoncuc I(conﬁg4ﬂ>

adsl snr-margin-offset «offset>
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AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-if)> no adsl snr-margin-offset

AprymeHT 3HauyeHue OnucaHwue

offset CTpoka Lienoe uuncno, nsmepsietcs B geynbenax v
oTobpakaeT COOTHOLLUEHWe CUTHaN/LLYM.
MoxeT nNprHUMaTbL 3HauYeHVs B jnanasoHe

oT -10 go +10 ab.

(config-if)> adsl snr-margin-offset -10
Network: :Interface::Tc3262::Dsl: ADSL SNR margin offset is set »
to -10 dB.

(config-if)> adsl snr-margin-offset 10
Network: :Interface::Tc3262::Dsl: ADSL SNR margin offset is set »
to 10 dB.

(config-if)> no adsl snr-margin-offset
Network: :Interface::Tc3262::Dsl: ADSL SNR margin reset to default.

Bepcus OnucaHve

3.03 [Jlo6aBneHa komaHga interface adsl snr-margin-offset.

3.32.2 interface authentication chap

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

BrntounTb noagepxky ayteHTUdumnkaumm CHAP.
KomaHga c npedumkcom no otkntoyaeT CHAP.
Ja

Aa

Het

Secure

I(conﬁ94ﬂ> authentication chap

I(conﬁg-ﬁﬁ>noauthenticationchap

(config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface::Supplicant: "PPTPO": removed authentication: »
CHAP.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHga interface authentication chap.

3.32.3 interface authentication eap-md5

OnucaHwue BkntounTb noagepxky ayreHTndumkaumm EAP-MD5.
KomaHga ¢ npedpurkcom no oTkntovaet EAP-MDS5.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Secure

Cunoncuc I (config-if)>  authentication eap-md5

I (config-if)> no authentication eap-md5

Mpumep (config-if)> authentication eap-md5
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.

(config-if)> no authentication eap-md5
Network: :Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHza interface authentication eap-md5.

3.32.4 interface authentication eap-mschapv2

OnucaHwue BkntounTtb nogaepxky ayteHtTudumkaumm EAP-MSCHAPV2.
KomaHga ¢ npedurkcom no otkntouvaet EAP-MSCHAPvV2, MS-CHAPV2.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Secure

CuHoncuc I (config-if)> authentication eap-mschapv2

I (config-if)> no authentication eap-mschapv2
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Mpumep

UcTopuns nameHeHuii

(config-if)> authentication eap-mschapv2
Network::Interface::Supplicant: "IKE®": authentication is »
unchanged.

(config-if)> no authentication eap-mschapv2
Network::Interface::Supplicant: "IKE®": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.

Bepcus OnucaHve

3.05 JlobaBneHa komaHaa interface authentication

eap-mschapv2.

3.32.5 interface authentication eap-ttls

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb noasaepxky ayteHTndbumkaumm EAP-TTLS.
KomaHga ¢ npedpurkcom no oTkntovaet EAP-TTLS.
Ja

Aa

Het

Secure

I (config-if)>  authentication eap-ttls

I(conﬂg-ﬁﬁ>noauthenticationeap-ttls

(config-if)> authentication eap-ttls
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.

(config-if)> no authentication eap-ttls
Network::Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface authentication eap-ttls.

3.32.6 interface authentication identity

OnuncaHune

YKazaTb Ms No/ib30BaTeNs AN ayTeHTUPUKaLnm ycTporicTea Ha yaaneHHom
cucteme. Micnonb3yeTtcs ana noaxkntouenunin PPTP, PPPoE, L2TP v Proxy, a
Takxke Ana nHtepoericos UsbQmi

KomaHga ¢ I'Ipeq)I/IKCOM No CTUPAET paHee 3ajaHHOe NMA NMOoJ1b30BaTeNnA.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

Secure

(config-if)>

authentication identity <identity»

(config-if)> no authentication identity

AprymeHT

3HavyeHue

OnucaHue

identity

Crpoka

Nmsa nonb3oBaTtens Ansa ayTeHTMdUKaLmm.

(config-if)>

authentication identity mylogin
Network: :Interface::Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network::Interface::Supplicant: "PPTPO": identity cleared.

Bepcus

OnucaHune

2.00

Jo6aBneHa

komaHza interface authentication identity.

3.32.7 interface authentication mschap

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

Mpumep

BknounTb noagepxky ayteHTndumkaumm MS-CHAP.

KomaHga c npedumkcom no otkntouaet MS-CHAP.

Aa
Ja
HeTt

Secure

I(conﬂ94ﬂ> authentication mschap

I(conﬁg4ﬂ>noauthenticationmschap

(config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPO": added authentication: »

MS - CHAP.

(config-if)> no authentication mschap
Network::Interface::Supplicant: "PPTPO": removed authentication: »

MS - CHAP.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlob6aeneHa komaHaa interface authentication mschap.

3.32.8 interface authentication mschap-v2

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb noagepxky ayreHTudmnkaumm MS-CHAPV2.
KomaHga ¢ npedpurkcom no otkaroyaet MS-CHAPV2.
Ja

Aa

Het

Secure

I (config-if)>  authentication mschap-v2

I (config-if)> no authentication mschap-v2

(config-if)> authentication mschap-v2
Network: :Interface::Supplicant: "PPTPO": authnentication is »
unchanged.

(config-if)> no authentication mschap-v2
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
MS-CHAPv2.

Bepcus OnucaHue
2.00 Job6aBneHa komaHaa interface authentication
mschap-v2.

3.32.9 interface authentication pap

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

BintounTtb nogaepxky ayteHTudmkaumm PAP.
KomaHga ¢ npedurkcom no oTkarouaeT PAP.
Aa

Ja

Het

Secure

I (config-if)> authentication pap
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Mpumep

WcTopus nsmeHeHum

I (config-if)> no authentication pap

(config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.

(config-if)> no authentication pap
Network::Interface::Supplicant: "PPTPO": removed authentication: »
PAP.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa interface authentication pap.

3.32.10 interface authentication password

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YKa3aTb Naposb 419 ayTeHTUdUKaLmMmM yCTPoricTBa Ha yAaNeHHON cucTeMe.
Ncnonb3yeTtca ana nogkntoveHuin PPTP, PPPoE, L2TP n Proxy.

KomaHgaa ¢ npedrKcom no cTmpaeT 3HayeHne Napons.
Ja

Ja

Het

Secure

(config-if)> authentication password «password»

(config-if)> no authentication password

AprymeHT 3HauyeHue OnuncaHwue

password CTpoka Maponb ans ayteHTUGUKaLUN.

(config-if)> authentication password Aihoi2chal
Network: :Interface: :Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network: :Interface::Supplicant: "PPTPO": password cleared.

Bepcus OnucaHve
2.00 JobaBneHa komaHaa interface authentication
password.
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3.32.11 interface authentication peap

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

Bkntountb noaaepxky EAP-PEAP meTofa npoBepKy MOAJIVHHOCTK.
KomaHga ¢ npedpurkcom no oTkatoyaeT wundpoBaHme EAP-PEAP.
Ja

Ja

Het

Secure

I (config-if)> authentication peap

I (config-if)> no authentication peap

(config-if)> authentication peap
Network: :Interface: :Ethernet: "WifiMasterl/AccessPoint0@": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network: :Interface::Supplicant: "WifiMasterl/AccessPoint0": »
removed authentication: PEAP.

Bepcus OnucaHve

2.03 [Jlo6aBneHa komaHga interface authentication peap.

3.32.12 interface authentication shared

OnucaHwune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

BKounTb pexunM ayTeHTUGUKALNK C pa3desnsdemMsiM KH4YoM. DTOT PeXUM
MCNOb3YyeTCs TONIbKO B COMETaHWM C ndppoBaHmeM WEP. Pazdesdemeble kao4vu
3ajaroTca komaHgol interface encryption key.

KomaHga c npedrkcomM no nepeBogmT ayTeHTUOMKALMIO B OTKPbITbIV PEXUM.
[Ja

Ja

Het

WiFi

I (config-if)> authentication shared

I (config-if)> no authentication shared
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Mpumep

UcTopuns nameHeHuii

(config-if)> authentication shared
Network: :Interface: :Rtx::AccessPoint: "WifiMasterl/AccessPoint0Q": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface authentication shared.

3.32.13 interface authentication wpa-psk

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTbL NpeABapuUTe/IbHO COrNacoBaHHbIV KN4 Ans ayTeHTUdrKaumm
no npotokony WPA-PSK. Bo3MOXHO 3asaHuve Knto4a B BUge 256-6MTHOro
LWecTHaALATEPMYHOro Ymcna, 1nbo B Buae ctpokn ASCII-cmumsonos. Bo
BTOPOM CJly4ae CTPOKa MUCMoJib3yeTcs Kak KogoBas pasa A5 reHeprpoBaHUs
Kntoya (napons).

KomaHga ¢ npeprkcoM No OTMEeHSAEeT HaCTPOIKY.
Ja

Aa

Het

WiFi

(config-if)>  authentication wpa-psk psk>

(config-if)> no authentication wpa-psk

AprymeHT 3HauyeHue OnucaHwue

psk Ctpoka MpeaBapuTENbHO COrNacoBaHHbIN KAHOY B
BUAe 256-61THOro WecTHaALaTepUYHOro
yncna, cocTosLLero 13

64 WwecTHaguaTepuydHbIX undp, N1Mb6o B BUAE
cTpoku ASCII gnmHol oT 8 40 63 CLUMBO/OB.

(config-if)> authentication wpa-psk Eethaich9z
Network::Interface::Wifi: "WifiMasterl/AccessPoint@": WPA PSK set.

(config-if)> no authentication wpa-psk
Network: :Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK »
removed.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

JobasneHa

kKomaHga interface authentication wpa-psk.

3.32.14 interface auto-ssid

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

CreHepupoBaTb MNoJ/ib30BaTebCKOe NMS 6ecnpoBoHON ceTu (SSID) Ha ocHoBe
MAC-agpeca poyTtepa.

Het

Ja

Hert

WifiMaster

(config-if)>  auto-ssid «template> prefix

AprymeHT 3HayeHue OnuncaHwue

template mac4 Vms wabnoHa — nocnegHuvie 4 nnn 6 undp
MAC-agpeca, KoTopble 6yayT fob6aBneHbl K

mac6 .

prefix.

prefix Crpoka MponsBonbLHasa CTpoka no Bbibopy
nonb3oBaTens.

(config-if)> auto-ssid mac4 12313213
Network: :Interface: :AccessPoint: "WifiMaster®/AccessPoint0": »
generated SSID "12313213207E".

(config-if)> auto-ssid macé 12313213
Network: :Interface: :AccessPoint: "WifiMaster®/AccessPoint0": »
generated SSID "1231321369207E".

Bepcus

OnucaHune

3.08

JobaeneHa komaHaa interface auto-ssid.

3.32.15 interface backhaul

OnucaHune

MNpejukc no

MeHsieT HacTpoikmn

Brkarountb nogaepxky VLAN ans 6ecnpoBOAHONO COeANHEHNS Mexay
poyTepamu Keenetic B pexxume trunk. [10 yMon4yaHMo HacTporika OTKAOYeHa.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOIKY.

Ja
Ja
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Het

WiFiMaster

I (config-if)>  backhaul

I (config-if)> no backhaul

(config-if)> backhaul
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »
backhaul mode enabled.

(config-if)> no backhaul
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPointl": »
backhaul mode disabled.

Bepcus OnucaHue

3.02 Job6aBneHa komaHaa interface backhaul.

3.32.16 interface band-steering

OnuncaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

3anyctuTb cnyx6y Band Steering agna AP 5 I'Tu. Mo ymon4aHumio HacTporika
BK/IlOYEHa.

[Ansi npaBuabHOM paboTbl Band Steering HEOGXOAMMO BbINONHUTL CleAytoLLme
yCcnoBusi:

* BKJIHOYEeHbl 06e Toukn goctyna 2,4 My n 5y,
* Y HUX oAMHaKoBble SSID

* OHN NMEKT OAMHAKOBbIE NapaMeTpbl 6e3onacHoCTu (Tun LUI/I(I)pOBaHVIﬂ,
3HayeHue KNKYa, U T. 4.)

KomaHga ¢ npedurkcom no oTkarouaeT Band Steering.
Ja

Ja

Het

WiFiMaster

I(config—if)> band-steering

I (config-if)> no band-steering

(config-if)> band-steering

Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
enabled.
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(config-if)> no band-steering
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »

disabled.
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.09 Job6asneHa komaHgaa interface band-steering.

3.32.17 interface band-steering preference

OnucaHwue 3ajaTb NpeAnoYTUTENbHBIN AanasoH Ana TexHonorun Band Steering. MNo
YMOJIHaHUIO 3HauUeHne He onpejesieHo.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoAYaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica WiFiMaster

CuHoncuc (config-if)>  band-steering preference <band>

(config-if)> no band-steering preference

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
band 2 AnanasoH 2,4 T,
5 AnanaszoH 5w,
Npumep (config-if)> band-steering preference 5

Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference is 5 GHz.

(config-if)> no band-steering preference
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference disabled.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.09 Job6asneHa komaHaa interface band-steering
preference.

3.32.18 interface ccp

OnucaHue BrkirounTb nogaepxxky npoTtokosa CCP Ha 3Tane ycTaHOB/IEHNA COeANHEHMS.
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KomaHga c npedurkcom no otkntouaet CCP.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPP
CuHoncuc I (config-if)>  ccp
I (config-if)> no ccp
Mpumep (config-if)> ccp
CCP enabled.
(config-if)> no ccp
CCP disabled.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHgaa interface ccp.

3.32.19 interface channel

OnuncaHune

YCTaHOBUTL pajmokaHa (4acToTy BeLLaHus) Ans 6ecnpoBOAHbIX

nHTepdericos. Htepdericel Wi-Fi npuHMMaloT B KadecTBe HOMepa kaHana
uenble yncna ot 1 8o 14 (AnanasoH vactot ot 2.412 [Ty, a0 2.484 ITu) v oT
36 go 165 (ananasoH yactot ot 5.180 'y, Ao 5.825 Mw). Mo ymonyaHvo

NCNosib3yeTcsi 3HaYeHme auto.

KomaHga ¢ I'Ipeq)I/IKCOM No yCTaHaBIMBaeT 3Ha4YeHne Nno ymMo4aHnio.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Radio
Cunoncnc (config-if)>  channel «channels

(config-if)> no channel
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

channel number Homep paavio KkaHana.

auto Homep paavo kaHana onpegensiercs
aBTOMaTUYECKM.
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Mpumep

UcTopusa nsmeHeHwnii

(config-if)> channel 8
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": channel set »

to 8.

(config-if)> channel 36
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": channel set »

to 36.

(config-if)> no channel
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »

mode set.
Bepcus OnucaHue
2.00 JobaeneHa komaHga interface channel.

3.32.20 interface channel auto-rescan

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

3azaTb pacnucaHue 418 aBTOMaTUUYECKOro CKaHMpPOBaHUSA Pajno KaHanoB.
Mo yMOAYaHUIo NapaMeTp OTK/IHOUEH.

KomaHga ¢ npedprKCcoM No OTK/HOUaEeT HAaCTPOWKY.

Aa
Ja
HeTt

Radio

(config-if)>

channel auto-

rescan [ <hh>:mms> Jinterval <interval

(config-if)> no channel auto-rescan

AprymeHT 3HayeHue OnuncaHwue
interval 1 VIHTepBa/ NOBTOPHOroO CKaAHMPOBaHVIA B
yacax.
6
12
24

(config-if)> channel auto-rescan interval 1
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": scheduled »
interval 1 hour.

auto rescan,

(config-if)> no channel auto-rescan
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": auto rescan »

disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.07 JobaeneHa komaHaa interface channel auto-rescan.

3.32.21 interface channel width

OonucaHue YCTaHOBUTb LUMPWHY NOAOCHI MPOMYCKaHWSA AN yKa3aHHOro kaHana. Mo
YMOIYaHWNIO NCMONb3YeTCcs 3HaUeHue 40-below .

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaYeHMe M0 YMOTYaHNIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Radio

CuHoncuc (config-if)>  channel width widths

(config-if)> no channel width

AprymeHTbI AprymeHT |[3HaueHue OonucaHue
width 20 YcTaHOBWUTL NONOCY NPOMNYyCKaHNA paBHYHO
20 MT'u,.
40-above Pacumputb nonocy nponyckaHmsa o 40 MIy,

ncnonb3yq CﬂEAyI-OLI.I,I/IVI KaHarnl.

40-below Pacumputb nonocy nponyckaHmsa o 40 MIy,
NCNONb3ysA NpeabIAyLLNIA KaHan.

Mpumep (config-if)> channel width 20
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": channel »
bandwidth setting applied.

(config-if)> no channel width
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": channel »
bandwidth settings reset to default.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 JobaeneHa komaHga interface channel width.

3.32.22 interface chilli coaport

OnucaHwne Yka3zaTb UDP-NopT, Ha KOTOPbI 6yAyT OTNPaBAATbLCA 3anpoChl Ha OTKAOYeHMe
oT RADIUS-KnuneHTa.

KomaHga c npedunkcom no yganseTt HacTPOKY.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

Chilli

(config-if)>  chilli coaport <coaport>

(config-if)> no chilli coaport

AprymeHT 3HauyeHue OnuncaHwue

coaport lenoe 4ucrno |Homep nopta CoA.

(config-if)> chilli coaport 3940
Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.

Bepcus OnucaHue

2.10 Job6aeneHa komaHga interface chilli coaport.

3.32.23 interface chilli dhcpif

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

HasHaunTb nHtepdeinc Chilli ceteBoMy cncteMHomy nHTepdericy.
KomaHga ¢ npedrkcom no oTMeHseT NpuBA3KY.

Aa

[Ja

Het

Chilli

(config-if)>  chilli dhcpif «dhcpif>

(config-if)> no chilli dhcpif

AprymeHT |3HayeHue OnucaHwue

dhcpif UHTepgeric MNMonHoe nmsa nHTepdeinica nv NCeBLOHUM.

(config-if)> chilli dhcpif Bridgel
Chilli::Interface: "Chilli@": bound to Bridgel.
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WcTopusa nsmeHeHum

(config-if)> no chilli dhcpif

Chilli::Interface:

"Chilli0": unbound.

Bepcus

OnucaHmne

2.10

Job6asneHa komaHgaa interface chilli dhcpif.

3.32.24 interface chilli dns

OnucaHue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

NcTopus nsmeHeHum

Ykasatb IP-agpec cepsepa DNS.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja
Het

Chilli

(config-if)>

chilli dns «dns1 [ «dns2; ]

(config-if)> no chilli dns

AprymeHT 3HauyeHue OnuncaHwue
dnsl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
dns2 IP-agpec Appec BTopryHoro DNS-cepBepa.

(config-if)> chilli dns 8.8.8.8 1.1.1.1
Chilli::Interface: "Chilli0": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns

Chilli::Interface:

"Chilli0": DNS servers reset to default.

Bepcus

OnucaHune

2.10

Jo6aeneHa komaHaa interface chilli dns.

3.32.25 interface chilli lease

OnuncaHune

Mpe¢ukc no

HacTpouTb BpemMs apeHAbl NOAKIOYEeHHOro KineHTckoro IP-agpeca. No
YMONYaHUIO NCMOJIb3yeTca 3HaueHve 3600.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuHo.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

CnHoncumc (config-if)>  chilli lease (lease

(config-if)> no chilli lease

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
lease llenoe uucno |Bpems apeHabl B cekyHzaax. MakcmansHoe
3HayveHue 259200.

Mpumep (config-if)> chilli lease 1000
Chilli::Interface: "Chilli0": lease has been set 1000 seconds.

(config-if)> no chilli lease
Chilli::Interface: "Chilli®": lease has been reset to default »
(3600 seconds).

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.11 JobaeneHa komaHga interface chilli lease.

3.32.26 interface chilli login

OnucaHune HacTpouTb aBTOpU3aumio Ana goctyna K RADIUS-cepsepy.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli login wmacs[ username «usernames password passwords

]

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
mac MAC-agpec MAC-agpec ansa ayteHTubumnkaumm.
username CTpoka Vims nonb3oBaTtens Ana ayteHTudumkaumu,
password Crpoka Maponb ans ayteHTUdGUKaLUN.

Mpumep (config-if)> interface Chilli® chilli login 00:01:02:03:04:05

Chilli::Interface: "Chilli0@": sent login request for »
00:01:02:03:04:05
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> interface Chilli@® chilli login 00:01:02:03:04:05 »
username test password test

Chilli::Interface: "Chilli0": sent login request for »
00:01:02:03:04:05

Bepcus

OnucaHmne

4.00

JobaBneHa

koMmaHga interface chilli login.

3.32.27 interface chilli logout

OnucaHue

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

MpuHyanTensHo oTkaUunTL MAC-ajpec ykasaHHOro KjaveHTa.

Het
Het
Het
Chilli
(config-if)>  chilli logout (smac> | all)
AprymeHT 3HauyeHue OnucaHue
mac MAC-appec MAC-aapec 3aperncTpmpoBaHHOro KameHTa.
all Keyword OTkntounTe Bce MAC-agpeca.

(config-if)> chilli logout 64:a2:22:51:b4:11

(config-if)> chilli logout all

Chilli::Interface:

"Chilli0": service restarted.

Bepcusa

OnucaHune

2.10

JobaeneHa komaHga interface chilli logout.

3.32.28 interface chilli macauth

BrtoUnTb GYHKLMIO MPOBEPKN NOANVNHHOCTY NO/b30BaTeNeil TONbKO Ha
ocHoBaHuW npoeepkn MAC-agpeca.

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

KomaHza c nped1KcomM no oTKAoYaeT HaCTPOWKY.

Ja
Ja

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Chilli

I (config-if)>  chilli macauth

I (config-if)> no chilli macauth

(config-if)> chilli macauth
Chilli::Interface: "Chilli0": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli®": macauth cleared.

Bepcus OnucaHve

2.10 Jo6asneHa komaHaa interface chilli macauth.

3.32.29 interface chilli macpasswd

OnucaHwue

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

YcTaHOBWUTBL Naposb A5 Nposepku noganHHoctn MAC-agpeca.
KomaHga ¢ npedurkcom no yganseTt HaCTPOWKy.

Ja

Ja

Hert

Chilli

(config-if)>  chilli macpasswd macpasswd>

(config-if)> no chilli macpasswd

AprymeHT 3HayeHue OnucaHue

macpasswd CTpoka Maponb nonb3osaTens.

(config-if)> chilli macpasswd 1234567890
Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli0@": macpasswd cleared.

Bepcus OnucaHve

2.1 Job6asneHa komaHgaa interface chilli macpasswd.
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naBa 3 OnncaHme KoMaHp,

3.32.30 interface chilli nasip

OnucaHue YcTaHoBWUTL 3HayeHe RADIUS napameTtpa IP-agpec NAS. lMo3sonseT
HaCTPOUTb 1 UCNOB30BaTb NPOM3BOJbHLIN IP-agpec.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli nasip («address> | interface wan> | auto)

(config-if)> no chilli nasip

AprymeHTbI AprymeHT |3HaueHmne OnuncaHue
address |IP-agpec KoHkpeTHbIl IP-agpec cepBepa.
wan UHTepgelic IP-appec ykazaHHoro WAN-unHTepdelica.
auto Knwuyesoe cnoso |IP-agpec Tekywero WAN-uHTepdeiica.
Mpumep (config-if)> chilli nasip 95.213.215.187

Chilli::Interface: "Chilli®": NAS IP address set to »
"95.213.215.187".

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli®": NAS IP address set to auto.

(config-if)> no chilli nasip
Chilli::Interface: "Chilli®": NAS IP address cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 Job6asneHa komaHgaa interface chilli nasip.

3.32.31 interface chilli nasmac

OnucaHue YcraHoBuTb MAC-agpec ans atpmbyta RADIUS Called-Station-ID. MNo
YMONYaHuo ncnonbsyetca MAC-agpec rocteBoi ceTu.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli nasmac mac»

(config-if)> no chilli nasmac

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
mac MAC-agpec HoBbii MAC-aapec gna RADIUS
Called-Station-ID.

NMpumep (config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli@": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli®": NAS MAC address cleared.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.11 JobaeneHa komaHaa interface chilli nasmac.

3.32.32 interface chilli profile

OnucaHwne HasHaunTe npodunb Chilli cooTBeTCTBYOLWEMY NHTEpdeiicy.
KomaHga c npedurkcom no yganseTt HaCTPOWKY.

MNpedukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli profile profile»

(config-if)> no chilli profile

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
profile Ctpoka HasBaHune npodunsa RADIUS-cepBepa.
Mpumep (config-if)> chilli profile Wi-Fi_SYSTEM

Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.
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naBa 3 OnncaHme KoMaHp,

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 Job6asneHa komaHgaa interface chilli profile.

3.32.33 interface chilli radius

OnucaHue JobaBuTb agpeca RADIUS-cepeepa.
KomaHaa ¢ npedurkcom no yaanset agpeca.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radius <serverl [ «server2s]

(config-if)> no chilli radius

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
serverl Ctpoka Appec nepsuyHoro RADIUS-cepBepa.
server2 Ctpoka Appec BTopryHoro RADIUS-cepBepa.
Mpumep (config-if)> chilli radius radius.wifisystem.ru »

radius2.wifisystem. ru
Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.

(config-if)> no chilli radius
Chilli::Interface: "Chilli@": RADIUS servers cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 Job6aBneHa koMmaHaa interface chilli radius.

3.32.34 interface chilli radiusacctport

OnucaHue Ha3HaunTb UDP-nopT yyéTta RADIUS-cepBepa. [10 yMO/THaHMIO NCNONb3YyeTCs
3Ha4yeHue 1813.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBAMBaeT NOPT MO yYMO/YaHNIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

Chilli

(config-if)>  chilli radiusacctport <radiusacctport,

(config-if)> no chilli radiusacctport

AprymeHT 3HaueHue |OnucaHwue

radiusacctport Ctpoka Homep nopra.

(config-if)> chilli radiusacctport 1819
Chilli::Interface: "Chilli@": radiusacctport set to 1819.

(config-if)> no chilli radiusacctport
Chilli::Interface: "Chilli@": radiusacctport reset to default.

Bepcus OnucaHue

3.06 Job6aeneHa komaHga interface chilli radiusacctport.

3.32.35 interface chilli radiusauthport

OnucaHune

MNpejukc no

MeHsieT HaCTPOVKMK
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

HasHaunTtb UDP-nopt ayTeHTUdUKaummn RADIUS-cepBepa. Mo ymMonyaHuio
ncnonb3yetca 3HayeHe 1812,

KomaHgaa ¢ npedprKcoM no ycTaHaBAMBaeT MOPT MO YMOAYAHUIO.
Ja

Ja

Het

Chilli

(config-if)>  chilli radiusauthport <radiusauthport,

(config-if)> no chilli radiusauthport

AprymeHT 3HayeHue |OnucaHue

radiusauthport CTpoka Homep nopra.

(config-if)> chilli radiusauthport 1820
Chilli::Interface: "Chilli@": radiusauthport set to 1820.
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naBa 3 OnncaHme KoMaHp,

(config-if)> no chilli radiusauthport
Chilli::Interface: "Chilli@": radiusauthport reset to default.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.06 Job6asneHa komaHaa interface chilli radiusauthport.

3.32.36 interface chilli radiuslocationid

OnucaHue 3agaTb naeHTMdMKaTOp MectononioxxeHns RADIUS-cepeepa. OH A0MKeH ObiTb
B popmaTe isocc=, cc=, ac=, network=.

KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiuslocationid «radiuslocationid»

(config-if)> no chilli radiuslocationid

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
radiuslocationid |CTpoka 3HaueHune ngeHTudmMKaTopa
MeCTOMOOXEHWS.
NMpumep (config-if)> chilli radiuslocationid »

isocc=,cc=,ac=,network=WiFiSYSTEM,
Chilli::Interface: "Chilli®": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, ".

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli®": radiuslocationid cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli radiuslocationid.

3.32.37 interface chilli radiuslocationname
OnucaHue 3ajaTb Ha3BaHWe MecTononoxeHua RADIUS-cepsepa.
KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Mpejukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja
Het

Chilli

(config-if)>  chilli radiuslocationname <radiuslocationname;

(config-if)> no chilli radiuslocationname

AprymeHT 3HaueHue |OnucaHue

radiuslocationname|CTpoka Ha3sBaHve MecTono10XeHUA.

(config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli@": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli®": radiuslocationname cleared.

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli
radiuslocationname.

3.32.38 interface chilli radiusnasid

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YcTaHOBUTb NaeHTUdMKaTOp cepBepa CeTeBOro AocTyna.
KomaHga ¢ npedunKcom no yaanset HacTPOnKy.

Ja

Aa

Het

Chilli

(config-if)>  chilli radiusnasid <radiusnasids

(config-if)> no chilli radiusnasid

AprymeHT 3HauyeHue OnucaHwue

radiusnasid |Crpoka NaeHTrndukaTop NAS.

(config-if)> chilli radiusnasid keeneticru_12
Chilli::Interface: "Chilli@": radiusnasid set to "keeneticru 12".
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naBa 3 OnncaHme KoMaHp,

(config-if)> no chilli radiusnasid
Chilli::Interface: "Chilli0": radiusnasid cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 JobaBneHa komaHaa interface chilli radiusnasid.

3.32.39 interface chilli radiussecret

OnucaHwne YcTaHOBUTbL 06LWMIA KNtoY Ansa 06oux RADIUS-cepBepoB.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiussecret <radiussecret»

(config-if)> no chilli radiussecret

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
radiussecret|CTpoka 3HauyeHue KaKua.
NMpumep (config-if)> chilli radiussecret 12df34fd

Chilli::Interface: "Chilli®": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli radiussecret.

3.32.40 interface chilli uamallowed

OnucaHue YKaszaTtb pecypc, K KOTOPOMY KANEHT uMeeT JoCTyn 6e3 nepBuYHON
ayTeHTUMKaumn.

KomaHga ¢ npedurkcom no yaanseT pecypc 13 cnmcka. Ecnm BeinoOAHUTb
KOMaHAy 6e3 aprymeHTa, TO BeCb CMMCOK pecypcoB byaeT ouMLLeH.

Mpejukc no Ja

MeHsieT HacTpouikm  /[la
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Chilli

(config-if)>  chilli uamallowed wamallowed>

(config-if)> no chilli uamallowed [ «wamallowed> ]

AprymeHT 3HauyeHue OnucaHue

uamallowed |CTpoka IP-agpec, URL nnu noaceTs.

(config-if)> chilli uamallowed 188.166.114.0/24

Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled

garden.

(config-if)> chilli uamallowed www.example.link

Chilli::Interface: "Chilli@": "www.example.link" added to walled

garden.

(config-if)> no chilli uamallowed 188.166.114.0/24

Chilli::Interface: "Chilli®": "188.166.114.0/24" removed from

walled garden.

(config-if)> no chilli uamallowed www.example.link

Chilli::Interface: "Chilli@": "www.example.link" removed from

walled garden.

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

v

\J

v

v

Bepcus

OnucaHmne

2.10

JobaBneHa komaHaa interface chilli uamallowed.

3.32.41 interface chilli uamdomain

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

YKasaTb JOMeH, K KOTOPOMY K/IMEHT MMeeT JOCTyrn 6e3 NepBUYHOM

ayTeHTUdMKaLnm.

KomaHga ¢ ﬂpeq)I/IKCOM no yjandaeTt AOMeH 13 cnncka. Ecnm BbINONHUTL
KOMaHAy 6e3 aprymeHTa, To BeCb CrCOK JOMEHOB 6yﬂ,ET OoYnLeH.

Ja
Ja
Aa
Chilli
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

(config-if)>  chilli uamdomain wamdomain>

(config-if)> no chilli uamdomain [ <«wuamdomains ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

uamdomain CTpoka JlomeHHOoe MS yaaneHHoro xXocTa.
Mpumep (config-if)> chilli uamdomain wifisystem.ru

Chilli::Interface:

garden.

"Chillie": "wifisystem.ru" added to walled »

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli@": "wifisystem.ru" removed from walled »

garden.

(config-if)> no chilli uamdomain

Chilli::Interface:

"Chillio": walled garden cleared.

UcTopusa nsmeHeHwnii

Bepcus

OnucaHune

2.10

JobaeneHa komaHga interface chilli uamdomain.

3.32.42 interface chilli uamhomepage

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

YcraHoBuTb URL-agpec gomalluHeln cTpaHuLbl ANS nepeHanpaBneHns
HeaBTOPU30BaHHbIX MNOib30BaTeNeNn.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Aa
Ja
HeTt

Chilli

(config-if)>

chilli uamhom

epage wamhomepage>

(config-if)> no chilli uamhomepage

AprymeHT

3HavyeHue

OnuncaHue

uamhomepage

CTpoka

Monb3oBaTenbckmii URL-agpec.

(config-if)> chilli uamhomepage http://192.168.2.1/welcome.html
Chilli::Interface: "Chilli@": uamhomepage set to »
"http://192.168.2.1/welcome.html".
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-if)> no chilli uamhomepage
Chilli::Interface: "Chilli@": uamhomepage cleared.

Bepcus OnucaHue

2.10 Job6asneHa komaHaa interface chilli uamhomepage.

3.32.43 interface chilli uamport

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

Ykasatb TCP-nopT A8 NOAKIH0UYEHNA aBTOPN30BaHHbLIX KNMeHTOB. 1o
YMONYaHWIO NCMOJIb3yeTcsd 3HaueHve 3990.

KomaHga ¢ npedprKcom no yctaHaBAMBaeT MOPT MO YMOAYAHUIO.
Ja

Ja

Het

Chilli

(config-if)>  chilli uamport wamport>

(config-if)> no chilli uamport

AprymeHT 3HauyeHue OnuncaHwue

uamport Uenoe uucno |Homep nopTa.

(config-if)> chilli uamport 3922
Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

Bepcus OnucaHve

2.10 Jlo6aBneHa komaHaa interface chilli uamport.

3.32.44 interface chilli uamsecret

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

YCTaHoBUTbL 06LWLMIA Ktod Mexay UAM-cepsepom m Chilli. UAM-knrou
NCNONb3yeTCcsa AN X3LWMPOBAHNA 3aNpoca nepej BbluMCIeHEM Napons.

KomaHga c npedurkcom no yganseTt HacTPOWKy.
[Ja
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamsecret wamsecret>

(config-if)> no chilli uamsecret

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
uamsecret CTpoka 3HauyeHMe KYa.
Mpumep (config-if)> chilli uamsecret 12df34fd

Chilli::Interface: "Chilli®": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret
Chilli::Interface: "Chilli@": uamsecret set to "".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.10 JobaBneHa komaHaa interface chilli uamsecret.

3.32.45 interface chilli uamserver

OnucaHue YctaHoBuTb URL-agpec Beb6-cepsepa 419 NpoBepKy NOASTMHHOCTY K/INEHTOB.
KomaHga ¢ npednkcom no yganset HacTPOnKy.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli uamserver wamserver

(config-if)> no chilli uamserver

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamserver CTpoka Monb3oBaTenbckuin URL-agpec Beb6-cepBepa.
NMpumep (config-if)> chilli uamserver »

https://auth.wifisystem.ru/hotspotlogin
Chilli::Interface: "Chilli@": uamserver set to »
"https://auth.wifisystem.ru/hotspotlogin".

(config-if)> no chilli uamserver
Chilli::Interface: "Chilli®": uamserver cleared.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.10 JlobaBneHa komaHa interface chilli uamserver.

3.32.46 interface compatibility

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

YCTaHOBUTb CTaHAaPTbl 6eCNPOBOAHON CBA3N, C KOTOPbLIMU AOJIXEH 6bITb
COBMECTVM JaHHbI 6ecnpoBogHO aganTep (MHTepdeiic). Ans nHtepdeiicos
Wi-Fi coBMeCcTMMOCTb 3aaeTcsa CTPOKOM N3 NaTUHCKNX B6ykB A, B, G, N,
0603HavarWwux gononHeHns K ctaHaapty IEEE 802.11. K npumepy, Hannume
B CTPOKEe COBMeCTUMOCTW BykBbl N ByfieT 03HauaTb, YTO JaHHbIN ajganTtep
CMOXeT B3anuMoAencTBoBaThb € 802.11Nn-COBMECTMMbIMU YCTPOCTBaMM Yepes
pagnokaHan. Habop foNyCTUMbIX CTPOK COBMECTMMOCTU onpejenseTcs
annapaTHbIMY BO3MOXHOCTAMW KOHKPETHOro agantepa 1 TpeboBaHUsaMN
COOTBETCTBYIOLMX AONONHEHN K cTaHgapTy IEEE 802.11.

Mo ymonuaHutio ans yactoTsl 2,4 'y ncnonbsyetcsd ctpoka «BGN», «AN» —
ana 51Ty,

Het
Aa
Het

Radio

(config-if)>  compatibility annex>

AprymeHT 3HauyeHue OnuncaHwue
annex B, G, N Ana 2,41Tu.
A, N Ana 51Ty,
A, N+AC JononHuTtenbHbIn ctaHaapT IEEE.

(config-if)> compatibility N
Network: :Interface: :Rtx: :WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": PHY mode set.

Bepcus OnucaHve
2.00 JobasneHa komaHgaa interface compatibility.
2.06 Jlo6aBneH HoBbI cTaHAapT AC.

3.32.47 interface connect

OnucaHwne

3anycTnUTb NPOLLECC MOAKIOYEHWS K yAaNeHHOMY y37y.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

KomaHza ¢ npedprKcoM no npepbIBaeT coeAnHEHME.,
Ja

Aa

HeTt

PPP, IP

(config-if)>  connect[via wia]

(config-if)> no connect

AprymeHT 3HauyeHue OnucaHue

via UHTepgeiic NHTepddeinc, uepes KoTopbI OCyLLeCTBAAETCA
noaknroyeHve K yganeHHomy ysny. ina PPPoE
3TOT NapameTp ABAsSeTCA 0653aTeNIbHbIM.

(config-if)> connect via ISP

(config-if)> no connect

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface connect.

3.32.48 interface country-code

OnuncaHwmne

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

HasHaunTb nHTepdeicy 6ykBeHHbI KO CTPpaHbl, KOTOPLIV BANSET Ha Habop
paAno-kaHanos. Mo yMmon4aHuio ycTaHoBneHo 3HayeHue RU.

HeTt

Ja
Het

Radio

(config-if)>  country-code «code>

AprymeHT 3HauyeHue OnucaHue

code CTpoka Koa cTpaHbl.

(config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": country code »
set.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHga interface country-code.

3.32.49 interface debug

OnucaHune BKOUNTL OTNAAOUHbIN pexirM NoakatoueHns PPP. B 0TNaj04HOM pexurme
B CUCTEMHbIVi XXypHan BbIBOAUTCA NogpobHas nHpopMaums o xoje
noakntoyveHus. No ymonyaHuio GyHKLNA OTKAOUEHaA.

KomaHga ¢ npeprKcoOM Nno OTKAHOHAET OTAAA0UHBIA PEXUM.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica PPP

CuiHoncuc I (config-ify)>  debug

I (config-if)> no debug

Mpumep (config-if)> debug
Network::Interface::Base: Debug enabled.

(config-if)> no debug
Network: :Interface::Base: Debug disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa interface debug.

3.32.50 interface description

OnucaHwue Ha3HauunTb NponsBo/ibHOE onncaHne ceTeBoMy UHTepdericy.
KomaHga ¢ npedunkcom no cTupaeT onmncaHue.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc I (config-if)>  description «description»

I (config-if)> no description
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

description |Crpoka Mpoun3BonbHOe onncaHne nHTepdernca.

(config-if)> description MYHOME
Network::Interface::Base: "Bridge0": description saved.

(config-if)> no description
Network::Interface::Base: "Bridge0": description saved.

Bepcus OnucaHve

2.00 Jlo6baBneHa komaHga interface description.

3.32.51 interface down

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

OTKNOUYNTE ceTeBOV MHTepdENC 1 3anncaTb B HACTPOMKM COCTOSAHME «down».

KomaHga c npedurkcom no BkItoHaeT ceTeBO MHTepdeinc n ygansaeTt «down»
N3 HacTpoeK.

Ja

Aa

HeTt

I (config-if)>  down

I (config-if)> no down

(config-if)> down
Network::Interface: :Base: "GigabitEthernet0/2": interface is down.

(config-if)> up
Network::Interface::Base: "GigabitEthernet0/2": interface is up.

Bepcus OnucaHve

2.00 JobaeneHa komaHza interface down.

3.32.52 interface dsl disconnect-report

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

BxounTb oTyeT 06 oTkIroYeHun DSL.
KomaHgza ¢ npedurKcoOM No OTK/HOUAET OTHeT.
Ja

Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Het

Dsl

I (config-if)>  dsl disconnect-report

I (config-if)> no ds1 disconnect-report

(config-if)> dsl disconnect-report
Network: :Interface::Tc3262::DisconnectReport: Enabled a line »
disconnect report.

(config-if)> no dsl disconnect-report
Network: :Interface::Tc3262::DisconnectReport: Disabled a line »
disconnect report.

Bepcus

OnucaHune

3.07

Job6asneHa komaHgaa interface dsl disconnect-report.

3.32.53 interface dsl isp-profile

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTsl

Yka3atb npoduab nposarigepa VDSL & ADSL.

KomaHza ¢ npedurKcom no yaansieT HacTpowiky.

Ja
Ja
Het

Dsl

(config-if)>

dslisp-profile[ country ][ profile ]

(config-if)> no ds1 isp-profile

AprymeHT

3HavyeHue

OnucaHue

country

BG

CA

CS

DE

DK

EE

ES

FI

A Byx6yKBeHHBbIN Kog cTpaHbl (ISO 3166-1
alpha-2).
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue

FR
GR
HR
HU
IT
Kz
LT
LV
NO
PL
PT
RO
RS
RU
SE
SI
SK
TR
UA

profile CTpoka Mpodunb npoBaigepa.

Mpumep

UcTopusa nsmeHeHwnii

3.32.54 interfa

OnucaHune

Mpejukc no

(config-if)> dsl isp-profile DE "Deutsche Telekom (VDSL & ADSL)"
Network: :Interface::Dsl: "Ds10": set ISP profile to DE, "Deutsche »
Telekom (VDSL & ADSL)".

(config-if)> no dsl isp-profile
Network::Interface::Dsl: "Dsl0": cleared ISP profile.

Bepcus OnucaHue
3.09 JobasneHa komaHaa interface dsl isp-profile.
ce duplex

YcTaHOBUTbL AynnekcHbl pexxm Ethernet-nopTa. Mo ymonuaHuio 3agaHo
3HayeHwne auto.

KomaHga ¢ npeqwn(covvl Nno BO3BpalLlaeT 3HaveHne No yMmoai4aHuio.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc (config-if)>  duplex anode>

(config-if)> no duplex

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
mode full Pexxnm nonHoro gynnekca.
half MonyaynnekcHbIN pexuvm.
auto ABTOMaTUYECKMIA JYNAEKCHbIA PEXUM.
Mpumep (config-if)> duplex full
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex set »
to "full".

(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex reset »

to default.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.06.B.1 Job6asneHa komaHaa interface duplex.

3.32.55 interface dyndns profile

OnucaHune MpuBasaTk Kk ceTeBoMy NHTepdeicy npodunb DynDns. MNepea BbinoAHeHWEM
KOMaHAbl NPodu/b JOKEH BbITb CO34aH M HAaCTPOEH rpynnoi komaHg dyndns
profile.

KomaHaa ¢ npedrKcom no paspbiBaeT CBSA3b MeXAy npoduaem n
nHTepdericom.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-if)>  dyndns profile profile
(config-if)> no dyndns profile
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
profile Ctpoka HasBaHune npodunsa DynDns.
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naBa 3 OnncaHme KoMaHp,

NMpumep (config-if)> dyndns profile TEST
DynDns::Profile: Interface set.

(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.02 Jlo6aBneHa komaHga interface dyndns profile.

3.32.56 interface dyndns update

OnucaHwue O6HOoBUTL BpY4HYto IP-agpec ana DynDns. o ymonyaHuio KoMaHaa paboTtaeT
B COOTBETCTBUM C MOAUTUKOIM NocTasBLLUmKa ycnyr DynDns, KoTopbli He
nossonseT 06HoBAATL IP canwkom yacto. Kntouesoe coBo force no3sonseT

06HOBWTL IP B 06X0/ MOAUTUKN MOCTaBLLMKa YCAYr.
Mpedunkc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-if)>  dyndns update [ force]
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
force Krouesoe He yunTbiBaTh pEKOMEHAOBAHHYIO YacToOTy
cJ/10B0 06HOB/NIEHMS.
Npumep (config-if)> dyndns update
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.00 Jlo6aBneHa komaHga interface dyndns update.

3.32.57 interface encryption anonymous-dh

OnucaHue Bknrountbe Anonymous DH gna SSTP-cepBepoB 6e3 ceptudumkaTa.
KomaHga ¢ npedurkcom no otkaroyaetr Anonymous DH.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

Tun nHTepdeiica SSTP
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naBa 3 OnncaHme KOMaHA,

CuHoncuc I (config-if)>  encryption anonymous-dh

I (config-if)> no encryption anonymous-dh

Mpumep (config-if)> encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.13 JobaeneHa koMmaHga interface encryption
anonymous-dh.

3.32.58 interface encryption disable

OnucaHune OTknunThL WndposBaHme Ha 6ecnpoBOgHOM NHTepdeiice.
Mpedunkc no Het

MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi

CnHoncuc I (config-if)>  encryption disable

Mpumep (config-if)> encryption disable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
wireless encryption disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHAa interface encryption disable.

3.32.59 interface encryption enable

OnucaHue BkitounTb lWNPpOBaHME Ha 6ecnpoBOAHOM MHTepdelice. o yMmonyaHuto
ncnonbsyetcs wndpoBaHue WEP,

KomaHaa ¢ npepurkcom no oTkntoyaeT WwindpoBaHme Ha 6ecnpoBOgHOM
nHTepodelice.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

WiFi
I (config-if)>  encryption enable

I (config-if)> no encryption enable

(config-if)> encryption enable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
wireless encryption enabled.

(config-if)> no encryption enable
Network::Interface: :Rtx::AccessPoint: "WifiMaster@/AccessPoint0": »
wireless encryption disabled.

Bepcus OnucaHve

2.00 JlobaBneHa komaHga interface encryption enable.

3.32.60 interface encryption key

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

AprymeHTsl

HasHaunTtb Kntoum winpposaHuns WEP. B 3aBUCUMOCTIM OT pa3psgHOCTHY, KoY
MOXeT 6bITb 3agaH 10 WwecTHaauaTepudHbiMn uydpamm (5 cumsonamm ASCII)
— 40-6UTHbIN KNtod, WEP — 40-6UTHBbIM K104, UK 26 WecTHaguaTepuyHbIMu
umdpamu (13 cumeonamum ASCII) WEP Bcero MmoxeT 6bITb 3a4aHo oT 1 40 4
Kntoven WndpoBaHUS, U OAMNH U3 HUX JO/KEH 6bITb Ha3HAYeH KA0YOM Mo
YMOTYaHUIO.

KomaHgza ¢ npedurkcom no yaansieT Koo,

Ja

Ja

Ja

WiFi

(config-if)>  encryption key «ids («values [default] | default)

(config-if)> no encryption key «id>

AprymeHT 3HayeHue OnucaHue

id lYenoe uucro |Homep kntouva. Bcero MoXHo 3agath A0
yeTblpex KAKuYern.

value CTpoka 3HaueHue K4Ya B BUe
wecTHaAuaTepUyYHOro 4Ymcia, CoCTosLwero
13 10 nan us 26 undp.

default Knoyesoe YKasbIBaeT, YTO AaHHbIN KoY byaeT

C/10BO NCNOb30BaH Mo YMOJTYaHMIO.
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-if)> encryption key 1 1231231234
Network: :Interface::Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »
set.

(config-if)> no encryption key 1
Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »

removed.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHga interface encryption key.

3.32.61 interface encryption mppe

OnucaHune BkntounTb noasaepxky wndposaHua VMPPE.
KomaHga ¢ npedpurkcom no oTktovaeT wudposaHune MPPE.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PPTP

CunHoncuc I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

Mpumep (config-if)> encryption mppe
MPPE enabled.

(config-if)> no encryption mppe
MPPE disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHAa interface encryption mppe.

3.32.62 interface encryption owe

OnucaHwue BrkntoumnTb anropmntmel obecnedeHuns 6esonacHoctn OWE Ha 6ecnpoBOgHOM
nHTepoerice. Mo yMon4aHMIO HaCTPOMKa OTKJTHOYEHaA.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxry OWE.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

WifiMaster

I (config-if)>  encryption owe

I (config-if)> no encryption owe

(config-if)> encryption owe
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
OWE algorithms enabled.

(config-if)> no encryption owe
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
OWE algorithms disabled.

Bepcus

OnucaHune

3.00

Job6asneHa komaHaa interface encryption owe.

3.32.63 interface encryption tkip hold-down

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

AprymeHTsl

Mpumep

YcTaHOBUTbL 3HaueHKe "countermeasure” Tarimepa ans TKIP npn
OAHOBPEMEHHOM Mcnonb3oBaHum WPA n WPA2 anropntmoB 6€30MacHOCTU
Ha 6ecnpoBogHOM NHTepdeiice. [0 yMOAYAHNIO NCMOJIb3YeTCH 3HaYeHme

60.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Aa
Ja
Het

WiFi

(config-if)>

encryption tkip hold-down <hold-down>

(config-if)> no encryption tkip hold-down

AprymeHT

3HavyeHue

OnucaHue

hold-down

Llenoe uucno

3HauveHMe TaiMepa B cekyHAaX. MoxeT
MPUHVMAaTL 3HaYeHVs B AmanasoHe ot 0 4o
60. Ecnn ykasaHo 3HaueHue 0, To PyHKUMS
OTK/IHOYeHa.

(config-if)> encryption tkip hold-down 10
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
hold-down interval is 10 sec.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no encryption tkip hold-down
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
hold-down interval is reset to default (60 sec.).

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
3.08 Job6asneHa komaHaa interface encryption tkip
hold-down.

3.32.64 interface encryption wpa

OnucaHwne BkntounTb anropmtMmel obecneveHmns 6esonacHoctu WPA Ha 6ecnpoBOgHOM
nHTepdeiice. becnpoBogHoO MHTepdeic MOXeT NoAAepPXMBaTb COBMECTHOE
ncnone3oBaHme WPA n WPA2Z, ogHako nogaep>ka WEP aBToMaTUUeCKn
OTK/It0YaEeTCA NPy BKAOYEHUN 1lo6oro n3 WPA.

KomaHga ¢ npedpurkcom no oTkatoyaeTt WPA.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica WiFi

CuHoncuc I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

Mpumep (config-if)> encryption wpa
WPA algorithms enabled.

WcTopuns nsmeHeHWit |Bepcua onvcaHue

2.00 JobasneHa komaHaa interface encryption wpa.

3.32.65 interface encryption wpa2

OnucaHwne BkntounTb anroputmel obecneveHns 6esonacHoctun WPA2 (IEEE 802.11i, RSN)
Ha 6becnpoBoaHOM NHTepdelice. becnpoBoaHO MHTepdelic MoXeT pa3peLlaTb
coBmMmecTHoe ncrnonb3osaHue WPA n WPAZ, ogHako noaaepxka WEP
aBTOMAaTM4eCcKM OTK/IIOHaAeTCA NpU BKAKYEHUN N1H060ro 3 WPA.

KomaHga ¢ npedurkcom no oTknro4aeT WPAZ2.
Mpedukc no Ja

MeHsieT HacTpoiikn  [la
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHwnii

Het
WiFi
I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2

(config-if)> encryption wpa2
WPA2 algorithms enabled.

Bepcus OnucaHve
2.00 JobasneHa komaHaa interface encryption wpa2.

3.32.66 interface encryption wpa3

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

Bknoumntb anropmtMbl obecneveHmns 6esonacHocT WPA3 Ha 6ecnpoBOAHOM
nHTepdeice. becnpoBoaHOM NHTepdENC MOXeT NoAAepXMBaTb COBMECTHOe
ncnonb3oBaHue WPA2 n WPA3. Tlo yMON4YaHMNIO HAaCTPOKa OTK/IOUeHa.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxky WPA3.
Ja

Ja

Hert

WiFi

I (config-if)>  encryption wpa3

I (config-if)> no encryption wpa3

(config-if)> encryption wpa3
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
WPA3 algorithms enabled.

(config-if)> no encryption wpa3
Network::Interface: :Rtx: :AccessPoint: "WifiMasterQ@/AccessPoint0": »
WPA3 algorithms disabled.

Bepcus OnucaHue
3.00 JobasneHa komaHgaa interface encryption wpa3.
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3.32.67 interface encryption wpa3 suite-b

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb anroputmel obecnedeHns 6esonacHocTn WPA3 ans 3awmTel
KoHUAEHUMaNbHbIX AaHHbIX Suite-B B WPA Enterprise. [0 ymMon4aHuto
byHKUMS OTKAOYEHa.

Het

Ja

HeTt

WiFi

I (config-if)> encryptionwpa3 suite-b

(config-if)> encryption wpa3 suite-b
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »
WPA3 SuiteB enabled.

Bepcus OnucaHve
3.01 [JlobaBneHa komaHga interface encryption wpa3 suite-b.

3.32.68 interface flowcontrol

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

HacTtpolika ynpasneHus notokoM Ethernet Tx/Rx. Mo ymonyaHuo GyHKLUNS
BK/tOYeHa.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.
[Ja

Ja

Het

Ethernet

(config-if)>  flowcontrol on

(config-if)> no flowcontrol [send]

AprymeHT 3HayeHue OnucaHue

send Kno4yeBoe YnpaBneHvie NOTOKOM paboTaeT aCUHXPOHHO.
/1080

(config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.
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WcTopusa nsmeHeHum

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

Bepcus OnucaHue

2.08 JobaBneHa komaHaa interface flowcontrol.

3.32.69 interface follow

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

KonupoBaTb HacTpoliku Toukun goctyna ¢ WifiMaster0 (2,4 I'Tu) B TOUky
foctyna Ha WifiMaster ¢ nHaekcom 6onbuie Hyns (5 Ty 1 6onbLue).

Touka gocTtyna "nocnefoBaTtenb" aBToMaTUYeCcKm KonmpyeTt Bce MU3SMeHeHVs
HaCTPOeK C raBHOM TOUKM AOCTYNa.

Ecnun B HacTpolikm "nocnegoBatens” BHECTU M3MEHeEHWs, CBA3b C r1aBHOM
TOYKOI AOCTYyNa pa3pbiBaeTcs.

MpeaynpexaeHve: Toukm goctyna Ha WifiMasterO Bcerga ncnonb3yroTcs Kak
NCTOYHUK HacTpoeK. OHM He MOryT 6bITb
"nocnegoBarenamMmun’.

Het

Ja

Het

AccessPoint

(config-if)>  follow<access-point»

AprymeHT 3HauyeHue OnuncaHwue

access-point |UHTepgesic Vmsa nHtepdeiica AccessPoint Ha
WifiMaster0 2,4Tu. Bbl MOXeTe yBUAETb

CMNCOK JOCTYMHbIX MHTepdencoB npu
nomoLy komaHabl follow [Tab].

(config-if)> follow WifiMaster0/AccessPoint0
Network: :Interface: :AccessPoint: "WifiMasterl/AccessPoint0": set »
to follow WifiMaster0/AccessPoint0.

Bepcus OnucaHue

3.07 Job6aBneHa komaHaa interface follow.
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3.32.70 interface ft enable

OnucaHue BrntounTb nogaep>xky FT ana Toukm goctyna (FT Over the Air, OTA) B pamkax
ctaHaapTa IEEE 802.11r. o ymon4aHuio napaMeTp OTK/IHOYEH.

Ana npaBuabHON paboTbl FT Mexay Toukamu goctyna 2,4 1 5 My Heobxogmmo
BbIMNO/IHUTL C/ieAytoLe yCIoBUS:

* BKJ/IHOYeHbl 06e Touku goctyna 2,4 Mun 5 My,
* Y HUX ognHakoBble SSID

* OHW MMeIOT OANHAKOBbIE MapamMeTpbl 6e30NacHOCTY (TUN WNPPOBAHNA —
WPA2 nnun 6e3 napons, naponb, N T. 4.).

KomaHga c npedumkcom no yganseTt HaCTPOWKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica AccessPoint

CuHoncmc | (config-ifi>  ft enable

I (config-if)> no ft enable

Npumep (config-if)> ft enable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition enabled.

(config-if)> no ft enable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
fast transition disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.13 [obaBneHa koMmaHa interface ft enable.

3.32.71 interface ft mdid

OnucaHune YctaHoBuTb naeHTumkatop Mobility Domain ans FT. Mo ymon4vaHuto
ncnonb3lyeTca 3HayveHme KN.

KomaHaa ¢ npeprkcom no Bo3BpaLLaeT 3HayYeHne Mo YMONYaHWI0.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

AccessPoint

(config-if)>  ft mdid wndid>

(config-if)> no ft mdid

AprymeHT 3HauyeHue OnuncaHwue

mdid CTpoka 3HaueHwue ngeHTndrkatopa Mobility Domain.
Coctont 13 2 cumeonos ASCIL

(config-if)> ft mdid 1F
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID set to "1F".

(config-if)> no ft mdid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
fast transition MDID reset to default.

Bepcus OnucaHue

2.13 JobaeneHa komaHga interface ft mdid.

3.32.72 interface ft otd

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

BkntounTb noasaepxky FT Over-the-DS (Distribution System) B pamkax
ctaHgapta IEEE 802.11r. 3TOT TMN FT UCNONb3yeTCa A1 POYMUHra B
yCTapeBLUMX aBOHEHTCKMX YCTPOMCTBAX, Hanpumep, B TenedoHe iPhone 4s.
Mo ymonyaHuio NnapaMeTp OTKIIHOYEH.

KomaHga c npedunkcom no yaanseTt HacTPOKy.
Aa

Ja

Hert

AccessPoint

I (config-if)> ftotd

I (config-if)> no ft otd

(config-if)> ft otd
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
fast transition OTD enabled.

(config-if)> no ft otd
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition OTD disabled.

202

CnpaBoyHuK koMaHa — Duo (KN-2110)



naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.13 JobaeneHa komaHzaa interface ft otd.

3.32.73 interface hide-ssid

OnucaHwue BktounTb pexkmm ckpbiTvs SSID. Mpy cNonb30BaHUM 3TOM GYHKLMK, TOUKa
A0CTYyNa He oTObpaXaeTcsa B CncKe AOCTYMNHbIX 6ecnpoBOAHbIX ceTel. Ho
eCNu No/b30BaTeNto N3BECTHO O CYLLLeCTBOBAHMN 3TON CeTN U OH 3HaeT ee
SSID, TO CMOXeT NOAKNHOUYNTLCA K 3TOM ceTu. 10 yMONYaHNIo pexmm
OTK/IHOYEH.

KomaHga ¢ npedrnKcom no OTKA0YAET 3TOT PEXUM.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Access Point

CuHoncuc I (config-if)>  hide-ssid

I (config-if)> no hide-ssid

Mpumep (config-if)> hide-ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID broadcasting disabled.

(config-if)> no hide-ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
SSID broadcasting enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 [Job6aeneHa komaHaa interface hide-ssid.

3.32.74 interface iapp auto

OnucaHue CreHepupoBaTb koY JAPP B aBTOMaTU4YeCKOM pexunme. s Toro, Ytobbl
Ha3HauUTb K04 BPYYHYIO, UCMONb3YyNTe KoMmaHgy interface iapp key.

MNpejukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Bridge
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I (config-if)>  iapp auto

(config-if)> iapp auto
Network: :Interface: :Rtx::Iapp: Bridge® autoconfigured.

Bepcus OnucaHve

3.03 JobasneHa komaHaa interface iapp auto.

3.32.75 interface iapp key

OnucaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb KKOY MOBUIBHOTO AOoMeHa IAPP ans ycneLwwHoM CMHXPOHM3aLumn
MeXxay ToukamMm A0CTyna, rae BkatoueH FT (komaHaa interface ft enable).
Toukm focTyna fOMKHbI NpuHagnexaTb ogHon IP-nogcetn. Mo ymonyaHumio
KJIlOY He Ha3Hau4eH.

KomaHza ¢ npedrKCOM No yaanseT K.

Ja

Ja

Het

Bridge
(config-if)>  iapp key <key>

(config-if)> no iapp key

AprymeHT 3HauyeHue OnucaHwue

key CTpoka 3HauyeHwue kntoYa IAPP. MakcManbHasa An1vHa

Knto4a — 64 cmmvBona.

(config-if)> iapp key 11223344556677
Network::Interface: :Rtx::Iapp: Bridge0® key applied.

(config-if)> no iapp key
Network::Interface: :Rtx::Iapp: Bridge® key cleared.

Bepcusa OnucaHve

2.13 Jlo6aBneHa komaHaa interface iapp key.

3.32.76 interface idle-timeout

OnucaHwne

YCTaHOBUTb MHTEPBas OTKNOYEHWS KveHTa STA OT TOUKM AOCTyna no
TallMayTy HeaKTUBHOCTM. [10 yMONYaHWIO UCNONb3YyeTCs 3HaYeHne 600.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomMaHgza ¢ npeprKCOM NO OTK/IKOUAET HACTPOWKY.
Ja

Aa

HeTt

WiFiMaster

(config-if)>  idle-timeout <idle-timeout>

(config-if)> no idle-timeout

AprymeHT 3HayeHue | OnucaHue
idle-timeout |Yesoe 3HaueHVe TalimM-ayTa B cekyHgax. MoxeT
uncio NPVHKMAaTbL 3Ha4YeHWs B npejenax ot 60 Ao
2147483646.

(config-if)> idle-timeout 500
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
value is 500 sec.

(config-if)> no idle-timeout
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
disabled.

Bepcus OnucaHue

3.06 JobaBneHa komaHaa interface idle-timeout.

3.32.77 interface igmp downstream

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoAKK
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

BkntounTb pexuim paboTel IGMP Ha nHTepdeiice No HaNpPaBIEHUIO K
noTpebuTensmM rpynnoBo paccbikv. Ha ycTponcTee fokHa 6bITh 3anyLueHa
cyxba service igmp-proxy. JonyckaeTcs Haan4vme HeCKONbKNX MHTepdelicos
downstream.

KomaHgaa ¢ npedrKcoOM no oTMeHsieT AeiCTBMEe KOMaHAbI.
Ja

Ja

Het

IP

I (config-if)>  igmp downstream

Duo (KN-2110) — CripaBOYHUK KOMaH, 205



naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

I (config-if)> no igmp downstream

(config-if)> igmp downstream

(config-if)> no igmp downstream

Bepcus

OnucaHune

2.00

JobasneHa komaHaa interface igmp downstream.

3.32.78 interface igmp fork

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb aybnnpoBaHme NcxoaaLmx naketoB /GMP upstream B 3ajaHHbIN
nHTepderic. JonyckaeTca Haanyme ToabKo ogHoro nHTepderica fork.

KomaHga ¢ I'Ipe¢I/IKCOM Nno OTMeHdeT AEMCTBME KOMaHAbI.

Aa
Ja

Het

IP

I (config-if)>  igmp fork

I (config-if)> no igmp fork

(config-if)> igmp fork

(config-if)> no igmp fork

Bepcusa

OnucaHune

2.00

Job6aBneHa komaHaa interface igmp fork.

3.32.79 interface igmp upstream

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

BkntounTb pexuim paboTbl IGMP Ha nHTepdeiice No HanpaBAeHUIO K
MCTOYHMKY FPYNNOBOI paccblIkn. Ha ycTponcTBe fo/KHa 6bITh 3anyLyeHa
cnyxba service igmp-proxy. /lonyckaeTca Haanune TobKo OAHOro
nHTepderica upstream.

KomaHga ¢ I'Ipe¢I/IKCOM Nno OTMeHdeT AGIZCTBMG KOMaH/Abl.

Ja
Ja
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

MNpumep (config-if)> igmp upstream

(config-if)> no igmp upstream

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa interface igmp upstream.

3.32.80 interface include

OnucaHune Yka3atb Ethernet-nHtepderiic, KoTopbii byaeT fob6aBeH B MPOrpaMMHbIiA
MOCT B KayecTBe rnopra.

KomaHga ¢ npedurkcom no yaanset nHtepderic s mocTa.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Bridge

CuHoncuc (config-if)>  include <interfaces

(config-if)> no include <interface»

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

interface UHTepgenc Vmsa nnn ncesgoHuM Ethernet nHtepdeiica,
KOTOPbIN AOKEH 6bITb BKAKOYEH B MOCT.

NMpumep (config-if)> include ISP
Network::Interface::Bridge: "Bridge0": ISP included.

(config-if)> no include
Network: :Interface::Bridge: "Bridge0@": removed ISP.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHza interface include.
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3.32.81 interface inherit

OnuncaHwmne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

YkaszaTb Ethernet-uHtepdelic, koTopblin byaeT AobaBneH B NpOorpaMmMHbIi
MOCT B KayecTBe nopTta. B otanume ot komaHapl include, komaHaa inherit
nepeAaeT MOCTY HEKOTOpPble HacTPOIikn fobaBnsemMoro nHTepderica, Takme
kak IP-agpec, macky n IP-nceBgoHMMBI. Mpun yaaneHun nnb6o camoro MocTa,
nnbo nHtepdeiica N3 MOCTa, 3T HACTPOIKU, AaXKe eCIN OHW BbLIV M3SMEHEHbI,
6yAyT CKONMpPOBaHbl 06PaTHO Ha 0CBOBOAMBLUNICA MHTepdeliC.

KomaHga nossonseT fob6aBUTb B MOCT MHTepdeiic, Yepes KOTOopbI
OCyLLeCTBNSIETCS ypaBneHue yCTPONCTBOM, U He NOTepsiThb ynpasBfeHue.

KomaHga c npedumkcom no yaanseT nHtepdeinc ns Mocra, Bo3Bpallaer
NHTepdency HaCcTPOIKK, yHac/ieoBaHHbIe paHee MOCTOM, 1 cbpacbiBaeT 3Tn
HaCTPOMKM y MOCTa.

Ja

Aa

[Ja

Bridge

(config-if)>  inherit <interface»

(config-if)> no inherit <interface»

AprymeHT 3HauyeHue OnucaHue

interface UHTeppeic Nms nnm ncesgoHum Ethernet nHtepodeiica,

KOTOprI7I A0J1KeH 6bITb BK/IKOYEH B MOCT.

(config-if)> inherit GigabitEthernet0/Vlan3
Network::Interface::Bridge: "Bridgel": GigabitEthernet@/Vlan3 »
inherited in Bridgel.

(config-if)> no inherit
Network::Interface::Bridge: "Bridgel": inherit removed.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface inherit.

3.32.82 interface ip access-group

OnuncaHwne

MpurBA3aTb MMEHOBaHHbIM CNUCOK NpaBun dpunbTpaunm (ACL, cm. access-list)
K nHTepelicy. NapameTp in nam out ykasbiBaeT HanpaeneHve Tpadurka Ans
KOTOporo byaeT npumeHaTbea ACL. K ogHOMY nHTepdericy MoXeT 6bITb
npmBs3aHo Heckonbko ACL.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

KomaHga c npedumkcom no otkntoyvaeT ACL Ans ykaszaHHOro nHTepdeiica n
HanpasfieHWsa Tpaduika.

Ja
Aa
[Ja
IP
(config-if)> ip access-group acls>«direction

(config-if)> no ip access-group «acls> «direction

AprymeHT 3HauyeHue OnucaHue

acl Ctpoka Cnncok npasun ¢uabTpaumy,
npejBapuTeibHO CO3aHHbIN C MOMOLLbIO
KomaHapbl access-list.

direction in MpUMeHUTb GUNbTPALMIO K BXOAALLIM
naketam.
out MpyMeHNTb PUABTPAaLMIO K NCXOAALLVM
nakeTam.

(config-if)> ip access-group BLOCK in
Network: :Acl: Input "BLOCK" access list added to "CdcEthernetl".

(config-if)> ip access-group BLOCK out
Network: :Acl: Output "BLOCK" access list added to "CdcEthernetl".

(config-if)> no ip access-group BLOCK in
Network::Acl: "BLOCK" access group deleted from "CdcEthernetl".

(config-if)> no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".

Bepcus OnucaHve

2.00 Jlo6aBneHa koMmaHga interface ip access-group.

3.32.83 interface ip address

OnucaHwne

Mpedukc no

N3meHnTb IP-agpec n macky ceTeBoro nHTepdeiica. Ecnm Ha nHtepdelice
3anylieHa cnyxba aBToMaTNYeCKOn HacTPOMKKM aapeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
afpec MoXeT 6bITb Nepe3anucaH.

KomaHga c npedumkcom no cbpacbiBaeT agpec Ha 0.0.0. 0.

Ja
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MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

IP

(config-if)>  ip address <address> amask>

(config-if)> no ip address

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec Appec ceTeBoro nHTepodeiica.

mask IP-macka Macka ceteBoro nHTepdeiica. Ectb aBa
cnocoba BBOAA MacKn: B KAHOHNYECKOM BUe
(Hanpumep, 255.255.255.0) v B BUAe
61TOBOI ANVHBI Npedukca (Hanpumep, /24).

OpHo 1 TO Xe 3HayeHVe agpeca ceTu, coctosallero s IP-agpeca n macku,
MOXHO BBECTU ABYMS CMOCOBaMM: yKa3aTb MacKy B KAHOHUYECKOM BUAe UK
3ajaTb 6UTOBYIO ANHY NpedurKca.

(config)> ip address 192.168.9.1/24
Network::Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.

Bepcus OnucaHue

2.00 JobasneHa komaHgaa interface ip address.

3.32.84 interface ip address dhcp

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

3anyctute DHCP-kAneHT Ana aBToMaTMYeCckom HacTPOKN ceTeBblX
napameTpos: IP-agpeca v mackn nHtepdeiica, cepsepos DNS 1 wito3a no
YMOJIHaHUIO.

KomaHga ¢ npedurkcom no octaHaBnmBaeT cnyxby DHCP-knneHTa, yaanset
AVHaMUYeCK HaCTpoeHHble NapaMeTpbl 1 BO3BpalLlaeT rnpejbigyLime
HacTpolikun IP-agpeca n Macku.

Ja
Ja
Het

Ethernet

I (config-if)>  ip address dhcp [ hostname <hostname> ]
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no ip address dhcp

AprymeHT 3HauyeHue OnucaHwue

HaCTPOMKMN.

hostname Ctpoka M5 xocTa, KoTopoe nepegaeTcs B none 12-oi
onuun DHCP. 3To nmsa He oba3aTeNbHO
AOMKHO 6bITb TAKUM Xe, Kak UMS XOCTa,
BBe/leHHOoe B npovecce rnobansHomn

(config-if)> ip address dhcp hostname QWERTY2
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp

Dhcp::Client: Stopped DHCP client on ISP.

Bepcus OnucaHve

2.00 JobasneHa KkomaHaa interface ip address dhcp.

3.32.85 interface ip adjust-ttl recv

OnuncaHwme

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

N3meHnTb NnapameTp TTL Ans Bcex BXOAALLMX NakeToB Ha nHTepodelice.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Ja
Ja
Het

IP

(config-if)> ip adjust-ttl recvrecv

(config-if)> no ip adjust-ttl recv

AprymeHT 3HauyeHue OnuncaHwue

recv Llenoe uucno |BennymHa nameHeHumsa TTL. MoxeT
NPUHNMAaTb 3Ha4YeHWNs B Npegenax ot 1 go

255 BKNHOUUTENBHO.

(config-if)> dip adjust-ttl recv 1

Network: :Interface::Ip: "CdcEthernet0":

(config-if)> no ip adjust-ttl recv

Network::Interface::Ip: "CdcEthernet0":

removed.

incoming TTL set to 1.

incoming TTL settings »
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.07 Jlo6aBneHa komaHga interface ip adjust-ttl recv.
MpegblayLiee HasBaHWe KOMaHAbI interface ip adjust-ttl.

3.32.86 interface ip adjust-ttl send

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

N3mMeHUTb napameTp TTL Ana BCex MCXOAALLMX NaKeTOB Ha nHTepdelrice.
KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.

Ja

Aa

Het

IP

(config-if)>  ip adjust-ttl send «<send>

(config-if)> no ip adjust-ttl send

AprymeHT 3HauyeHue OnucaHwue

send llenoe uucno |BennumHa nameHeHumsa TTL. MoxeT
NPUHNMAaTb 3HaYeHNA B npegenax ot 1 Ao

255 BKNOUUTENBHO.

(config-if)> ip adjust-ttl send 65
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

(config-if)> no ip adjust-ttl send
Network::Interface::Ip: "CdcEthernetl": outgoing TTL settings »
removed.

Bepcus OnucaHue

2.09 Job6asneHa komaHaa interface ip adjust-ttl send.

3.32.87 interface ip alias

OnuncaHune

Mpe¢ukc no

YCcTaHOBUTb AOMONHUTENbHBIV IP-agpec 1 Macky ceTeBOro nHTepderica
(nceBgOHUM).

KomaHpaa c npedurkcom no copacbiBaeT yKaszaHHbIN NCeBAOHM Ha 0.0.0.0,

TEéM CaMbIM yaansdaqa ero. Ecnm BbINONHNUTL KOMaHA4y 6e3 aprymeHTa, To BeCb
cnncok ncesgoHMNMoOB 6y,£],ET oyuLleH.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

IP, Ethernet

(config-if)>  ip alias address> anask»

(config-if)> no ip alias [ «address> anask> ]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec JononHnTenbHbIN agpec ceTeBoro
nHTepoderica.
mask IP-macka JononHntenbHas Macka ceTeBoro

nHTepdeiica. Ectb ABa cnocoba BBOAA MaCKM:
B KAHOHWNYECKOM BUje (Hanpumep,
255.255.255.0u1 B BUAe 6UTOBOW ANHbI
npedukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24
Network::Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 reset »
to 0.0.0.0/0.

(config-if)> no ip alias
Network: :Interface::Ip: "WifiMasterl/WifiStation@": all aliases »
removed.

Bepcus OnucaHue

2.00 Job6asneHa KkomaHga interface ip alias.

3.32.88 interface ip dhcp client broadcast

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTpPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

YcTaHoBUTL 6UT broadcast B coobuieHmsax DHCP Discover, yka3biBatoLLuii
Ha Ccrnocob oTnpaBKy oTBeTa 06paTHO KIMeHTY. Mo ymonyaHuio napameTp
OTKJIFOYEH.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Hert

Ethernet

Duo (KN-2110) — CripaBOYHUK KOMaH, 21 3



naBa 3 OnncaHme KoMaHp,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-if)>  ip dhcp client broadcast

I (config-if)> no ip dhcp client broadcast

(config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.

Bepcus OnucaHve

2.15 JobaeneHa komaHga interface ip dhcp client broadcast.

3.32.89 interface ip dhcp client class-id

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YKa3aTb Npon3BOAUTENS YCTPOMCTBA, Ha KOTOPOM paboTtaeT DHCP-KNMeHT
(onuwusa dhcp 60).

KomaHgaa ¢ npedprKcoM no yaanset HacTPOKY.
Ja

Ja

Het

Ethernet

(config-if)>  ip dhcp client class-id «class>

(config-if)> no ip dhcp client class-id

AprymeHT 3HauyeHue OnuncaHwue

class-id CTpoka Ha3BaHwve nponsBoAnTens ycTporicTea,
3aKJIlO4eHHOe B BOliHbIe KaBblYKN.

(config-if)> ip dhcp client class-id "Duo"
Dhcp::Client: ISP DHCP client vendor class is set to "Duo".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

Bepcus OnucaHue

2.02 Job6asneHa komaHga interface ip dhcp client class-id.
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naBa 3 OnncaHme KOMaHA,

3.32.90 interface ip dhcp client debug

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

Briountb OTI'IaAO‘-IHbIIz pexunm. B oTnagoyHom pexnme B CUCTEMHBbIN KypHan

BbIBOAUTCA Noapo6bHasa nHdopmaumsa o pabote DHCP-knneHTa.
KomaHga ¢ npednkcom no oTkAoYaeT 0TNAAL40UHbIA PEXUM.
Ja

Ja

Het

Ethernet

I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.

(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

Bepcus OnucaHve

2.01 Jlo6aBneHa komaHga interface ip dhcp client debug

3.32.91 interface ip dhcp client displace

OnucaHwune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

BbITeCHUTb cTaTnuecknin agpec nHTepderica what B cnyyae eciv oH
KOH}NVKTYeT ¢ agpecoM, nonyyeHHbIM DHCP-k1eHTOM OCHOBHOIO
nHTepderica.

[JaHHasA KoMaHAa BbIMOMHAETCA aBTOMATNYeCcky Npu nogkntoyeHnn USB

Ethernet aganTepa. lNocne 3T0ro NPONCXoANT COXpaHeHne KoH$Urypaumm n

nepesarpyska ycTpoicTBaa.

KomaHaa ¢ npepunKCcom no oTMeHseT BbITECHEHME 419 YKa3aHHOro
nHTepoderica.

Aa
Ja
Ja

Ethernet

I (config-if)>  ip dhcp client displace whats[ check-session ]
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naBa 3 OnncaHme KoMaHp,

(config-if)> no ip dhcp client displace whats [ check-session ]

AprymeHTbI AprymeHT 3HaueHue OnwucaHue
what NHTepgeiic MMs nnm nceBAOHUM NHTepdeiica, yei
CTaTU4ecKnin agpec byaeT BbITeCHEH.
check-session|Knwyesoe Mpw Hann4ynm akTneHom cecnmn SCGI, He
C/1080 paspeLuaTb nepesarpysky 1 CMeHy

ceTeBOro agpeca poytepa. o ymonyaHuio
KomaHga gobaensetcaBdefault-config.

Npumep (config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

WcTopus nsmeHeHum Bepcus onuvcaHve
2.03 Job6asneHa koMmaHga interface ip dhcp client displace.
2.15 [JobasneH aprymeHT check-session.

3.32.92 interface ip dhcp client dns-routes

OnucaHune BraounTb aBTOMaTryeckoe JobasneHme XocT-MapLupyTos 4o DNS-cepsepos,
nonyyeHHbIx oT DHCP-cepBepa. o yMon4yaHuo HaCcTPOika BKAKOYEHa.

KomaHaa ¢ npeprKcom no oTKNtoYaeT HaCTPONKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

Mpumep (config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.00 Job6asneHa komaHgaa interface ip dhcp client
dns-routes.

3.32.93 interface ip dhcp client fallback

OonuncaHmne YCTaHOBUTb 3ajaHHbIVi NONb30BaTeNeM CTaTuyecknii agpec B ciyvae
BO3HMKHOBeHMS owmnbok npu pabote DHCP.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCcTPOIAKy, 1 yCTaHaBVBaeT agpec
0.0.0.0..

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Ethernet

Cunoncnc (config-if)>  ip dhcp client fallback <type>

(config-if)> no ip dhcp client fallback

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
type CTpoka Tun IP-agpeca. B HacTosiLee BpeMs
peannsoBaH TONIbKO OAMH TN — static.

NMpumep (config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 [Jlo6aBneHa komaHga interface ip dhcp client fallback.

3.32.94 interface ip dhcp client hosthame
OnucaHue Ha3HauunTb UM$A XoCTa, KoTopoe oTnpasnseTcd B DHCP-3anpoce.
KomaHga ¢ npedurkcom no Bo3BpaLlaeT XoCTy MIMs MO YMOAYAHUIO.

MNpejukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc (config-if)>  ip dhcp client hostname <hostname>

(config-if)> no ip dhcp client hostname

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
hostname CTpoka VIMsi XOCTa ANsi Ha3HaYeHWs.
Mpumep (config-if)> ip dhcp client hostname MYHOME

Dhcp::Client: ISP DHCP client hostname is set to MYHOME.

(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 JlobaBneHa komaHaa interface ip dhcp client hostname.

3.32.95 interface ip dhcp client name-servers

OnucaHune VMicnonb3oBatbk agpeca cepsepoB DNS, nonydeHHble no DHCP. Mo ymondaHuio
3Ta $yHKLMSA BKAOYEHA.

KomaHga c npedurkcomM no 3anpeLlaeT UcnonbL3oBaTh agpeca DNS-cepeepos,
nosiydeHHble rno DHCP.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Ethernet

CuHoncue I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

Mpumep (config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHga interface ip dhcp client
name-servers.

3.32.96 interface ip dhcp client release

OnucaHwue DHCP-knueHT ocBoboXxAaaeT apeHay IP-agpeca n yxoanT B CASALLNA pexXmMm.
ELle ogHO BbINOAHEHME 3TOW KOMaHAbl nepeBoanT DHCP-knreHT B pexunm
aBToMaTtumyeckoro nosydyeHuns IP-agpeca.

MNpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client release

Npumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHgaa interface ip dhcp client release.

3.32.97 interface ip dhcp client renew

OnucaHue DHCP-knueHT ocBoboXxaaeT apeHay IP-agpeca n nepexoanT B pexunm
NnoJly4yeHns HOBOrO.

MNpejukc no Het
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client renew

Mpumep (config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jlo6aBneHa komaHga interface ip dhcp client renew.
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naBa 3 OnncaHme KoMaHp,

3.32.98 interface ip dhcp client routes

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb nonyyeHre MapLUpyToB OoT npoBaligepa (onuum dhep 33, 121,
242). Mo ymon4aHuto BKAOYeHO. B HacTpoiikax oTobpaXkaeTcs TONbKO C

npedurkcom no.

KomaHza c nped1KcomM no oTKAoYaeT HaCTPOWAKY.

Ja
Ja
Het

Ethernet

I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes

(config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.

Bepcus

OnucaHue

2.05

[Jlo6aBneHa komaHga interface ip dhcp client routes.

3.32.99 interface ip flow

OnucaHwune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Bknrountb ceHcop NetFlow Ha 3agaHHOM MHTepdelice. 1o ymon4aHuMio 3ToT
napameTp OTK/HOYEH.

KomaHga c npedurkcom no otktouaeT ceHcop NetFlow.

Ja
Ja
Het

IP

(config-if)>

ip flow<«direction

(config-if)> no ip flow

AprymeHT

3HayeHue

OonvcaHune

direction

ingress

C6op BxogsLero Tpaduka.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue
egress C6op ncxogawero Tpaduka.
both Cbop u BxoAsLLero, N ncxogsulero tpaduka.
Mpumep (config-if)> ip flow ingress

Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.

(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "both" direction.

VICTOleﬂ Mn3MeHeHWiA Bepc”ﬂ onvcaHue

2.1 Job6asneHa koMmaHgaa interface ip flow.

3.32.100 interface ip global

OonuncaHmne YcTaHOBUTb A1 HTepdelica cBoCTBO «global» c napameTpom. 3To CBOMCTBO
Heo6X0AMMO ANS YCTaHOBKW MapLUpyTa No yMON4aHuto, paboTsbl
DynDNS-knveHTa 1 NAT. MoxHo npeactaBnsath global-nHtepdeicel, kak
BeAyLLMe B rnobanbHyto ceTb (B UHTEPHET).

MapameTp cBoicTBa «global» BnnseT Ha npuopuTeT HTepdeiica B Npase
YCTaHOBUTb MapLUPYT MO yMONYaHWio0. Yem npropuTeT 6onbLue, Tem
XenartesnbHee 419 NO/Ib30BaTENS BbIXOA B IN106a1bHYH CeTb Yepes yKa3aHHbIN
nHTepdeic. C NOMOLLIbIO NpropuTeTa peannsyeTcs GyHKLMSA pe3epBrpOoBaHnS
noakntoveHus B HTepHeT (WAN backup) «global».

Mo yMoAYaHMIO HaCcTpOoKa OTKOYeHa.
KomaHga ¢ npedurkcom no yaanseT CBONCTBO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

Cunoncuc I (config-if)> ip global (xpriority> | order <order> | auto)

I (config-if)> no ip global
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

priority Uenoe uucno |MpuoputeT nHtepdeiica Npu yctaHoBKe
MapLUpyTa no ymon4daHuto. Moxet
NPVHMMaTb 3HaYeHns B npegenax oT 1 go
65534.

order UYenoe uncno |OTHOCUTENbHbIA MPUOPUTET MEXAY
nHTepdencamm. MoxeT MpMHMMaTb 3HaYeHNA
B npejenax ot 0 Ao 65534, HO He 6onee, yuem
KONNYECTBO rnobanbHbIX MHTEPHENCOoB.

auto Knwvesoe ABTOMaTM4YeCcKoe BblYMCNEHWE NMpMopuTeTa

C/10B0 nHTepdelica. IHTepdeiic pacnonaraetcs

6anxe K KOHLY CrNMncCKa, HO Bblllie NopAAKa X.

(config-if)> ip global

Network: :Interface: :IP:

(config-if)> ip global

Network: :Interface: :IP:

(config-if)> ip global

Network: :Interface: :IP:

(config-if)> no ip global

Network: :Interface: :IP:

10
"L2TPO": global priority is 10.

order 0
"L2TPO": order is 1.

auto
Global priority recalculated.

"L2TPO": global priority cleared.

Bepcus OnucaHve
2.00 JlobaBneHa komaHaa interface ip global.
2.09 JobasneHbl aprymeHThbl order 1 auto.

3.32.101 interface ip mru

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

YcTaHoBUTB 3HaueHme MRU, koTopoe byzeT nepesaHo yaaneHHOMY y3/1y npu

3HayeHue 1460.

yCTaHOBNeHUU coeanHeHnsa PPP (IPCP). o ymonyaHUo UCnosib3yeTcs

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Aa
Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

PPP

I (config-if)>  ip mru wmru

I (config-if)> no ip mru
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

mru Llenoe uucno |3HayveHme MRU.

(config-if)> ip mru 1492
Network::Interface::Ppp: "PPPoEQ": MRU saved.

(config-if)> no ip mru
Network: :Interface::Ppp: "PPPoEO": MRU reset to default.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip mru.

3.32.102 interface ip mtu

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHuim

YcTaHOBUTbL 3HaveHve MTU Ha ceTeBOM NHTepdeiice. MNpu ycTaHOBAEHNN
coefiMHeHWs No npoTokony PPP (IPCP), yaaneHHOMY y31y 6yAyT OTAPaBAsaTLCA
nakeTbl ykazaHHOro pasmepa MTU, aaxe ecnu Tot 3anpocun MTU MeHbLUero
3HaveHus.

KomaHga ¢ npedprikcomM no copackiBaeT 3HaueHue MTU Ha To, KoTopoe 6b110
40 nepBoro npuMeHeHMAa KoMaHabl.

Ja
Aa
HeTt

IP

(config-if)>  ip mtu mtw

(config-if)> no ip mtu

AprymeHT 3HauyeHue OnucaHwue

mtu lenoe 4ucno |3HauveHwe MTU. MOXeT NPUHUMAaTb 3HaYeHNs
B npejgenax oT 64 Ao 65535 BkAoUMTENBHO.

(config-if)> ip mtu 1500
Network: :Interface::Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network::Interface::Base: "GigabitEthernetl": static MTU reset »
to default.

Bepcus OnucaHve

2.00 JobasneHa KomaHaa interface ip mtu.
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naBa 3 OnncaHme KoMaHp,

3.32.103 interface ip nat loopback

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

BkntounTb 0bpaTHyto TpaHcnsauuio agpecos (NAT loopback) ana otnpasku
NOKanbHbIX 3aNPOCOB /I0KaNIbHOMY cepBepy U3 VIHTepHeTa. 10 ymonyaHumto
3TOT NapamMeTp BKAOYEH AN nHTepdelicos [lomallHel ceTn (ypoBHMU
b6e3onacHocTu private un protected).

KomaHga c npedurkcom no oTknrovaet NAT loopback.
Ja

Ja

Het

IP

I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback

(config-if)> ip nat loopback
Network: :StaticNat: NAT loopback is explicitly enabled on "Home".

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga ip nat loopback.

3.32.104 interface ip remote

OnucaHwue

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

YCTaHOBUTb CTaTUUECKNA ajgpec yaaneHHoro y3ssa.

Ja

Ja

Het

PPP

(config-if)>  ip remote address»

(config-if)> no ip remote

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec Appec yaaneHHoro ysna.
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-if)> ip remote 192.168.2.19
Network::Interface::Ppp: "L2TPO": remote address saved.

(config-if)> no ip remote
Network::Interface::Ppp: "L2TPO": remote address erased.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface ip remote.

3.32.105 interface ip tcp adjust-mss

OnucaHune YCTaHOBUTbL OrpaHNYeHrie MakCMMasibHOro pasmepa cerMeHTa NCXoAsaLLmx
ceccmin TCP. Ecnm 3HaveHwme MSS, KOTopoe nepejaeTcs B NOJie 3arofioBka
SYN-nakeToB, npeBsblLLaeT 3ajaHHoe, KOMaHAa MeHsieT ero. KomaHga
npuMeHseTcs K UHTepdeincy n aelicTByeT Ha Bce ncxoasaiume TCP SYN-nakeThbl.

KomaHga ¢ npeprKcoOM Nno oTMeHsieT AeCTBME KOMaH/bI.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncue (config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

AprymeHTbI AprymeHT |[3HaueHue OnucaHue
pmtu KriwyeBoe c¢/1080|YCTaHOBUTL BEPXHIOO rpaHuLy MSS,
paBHYy0 MUHUManbLHOMY MTU Ha nyTn K
yAaneHHoMy y3ny.
mss Lenoe uucrno MSS BepxHAa rpaHuua.
NMpumep (config-if)> ip tcp adjust-mss pmtu

Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> ip tcp adjust-mss 1300
Network::Interface::Ip: "L2TP0": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga interface ip tcp adjust-mss.
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naBa 3 OnncaHme KoMaHp,

3.32.106 interface ipcp address

OnucaHune Mcnonb3oBatb agpec yaaneHHoro y3na.
KomaHga ¢ npedunkcom no otkatoyaeT GyHKLMIO.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica PPP
CuHoncuc I(config—if)> ipcp address
I (config-if)> no ipcp address
Mpumep (config-if)> ipcp address
using address from remote peer
(config-if)> no ipcp address
not using address from remote peer
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

3.09 [JlobaBneHa komaHga interface ipcp address.

3.32.107 interface ipcp default-route

OnucaHue Ncnonb3oBaTh agpec yaaneHHOoro y3/a Kak L3 N0 YMOAYaHWIO.
KomaHga c npedurkcom no 3anpeLlaet M3MeHeHMe LW3a N0 yMOAYaHUIO.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica PPP

CuHoncuc I (config-ify>  ipcp default-route

I (config-if)> no ipcp default-route

Mpumep (config-if)> ipcp default-route
Using peer as a default gateway.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHga interface ipcp default-route.

3.32.108 interface ipcp dns-routes

OnucaHwue Mcnonb3oBaTb MapLUpyThl Nofay4YeHHble no IPCP. 1o yMon4YaHUo HacTpoika
BKJIIOYEHa.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica PPP

CrnHoncuc I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

Mpumep (config-if)> ipcp dns-routes
DNS routes enabled

(config-if)> no ipcp dns-routes
DNS routes disabled

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.02 Job6asneHa komaHaa interface ipcp dns-routes.

3.32.109 interface ipcp name-servers

OnucaHue Vcnonb3oBaTb agpeca cepsepoB DNS, nosyyeHHble no IPCP. Mo ymon4aHuio
HaCTpoWKa BK/OYEHa.

KomaHga ¢ npedrkcom no 3anpeLlaeT Cnoib30BaTh ajpeca cepsepoB DNS
nosiyyeHHble rno IPCP.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PPP

Cunoncuc I (config-if)>  ipcp name-servers
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naBa 3 OnncaHme KoMaHp,

I (config-if)> no ipcp name-servers

Mpumep (config-if)> ipcp name-servers
using remote name servers.

(config-if)> no ipcp name-servers
not using remote name servers.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa interface ipcp name-servers.

3.32.110 interface ipcp vj

OnucaHwue BknrounTb oxatme 3aronoskos TCP/IP meTogom BaH fko6coHa. Mo
YMONYaHMIO HAaCTPOKiKa OTK/IOUEHa.

KomaHga ¢ npedurkcom no oTkAoUaeT oxaTue.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica PPP

CnHoncunc (config-if)>  ipcp vj [cid]

(config-if)> no ipcp vj

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
cid Kroyesoe Brknrountb coxkatmne Connection ID B
c/10BO 3aro/ioBKax.
Mpumep (config-if)> ipcp vj cid

V] compression enabled.

(config-if)> no ipcp vj
V] compression disabled.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.03 Jlo6aBneHa komaHga interface ipcp vj.
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naBa 3 OnncaHme KOMaHA,

3.32.111 interface ipsec encryption-level

OnuncaHwmne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

3asaTb YpoBeHb LWdpoBaHUA Ans [Psec-COefNHEHWs], aBTOMATNYeCKM
CBSI3aHHOTO C TYHHesleM. 3HaueHue No ymonyaHmto — normal.

MoApo6HOe onMcaHme KaXza0ro YpoBHS MPUBOANTCS B [1pUIOXKEeHNN.

KomaHga ¢ npedprKcom no ycTaHaBAMBaeT ypoBeHb LWMGPOBAHNSA MO
YMOJTHaHUIO.

Ja
Aa
HeTt

Secure

(config-if)>  ipsec encryption-level <level>

(config-if)> no ipsec encryption-level

YypOBeHb, npunoputet otaaetca AES128 n
SHAT1.

AprymeHT 3HauyeHue OnucaHwue
level weak Cnabbli ypoBeHb, BKAKOUEHbl anropuTmbl DES
n MD5.
normal CoBMeCTUMbII C 60NBLLUMHCTBOM CUCTEM

normal-3des |COBMeCTUMBbIV C 60NbLUMHCTBOM CUCTEM

ypoBeHb, npuoputeT otaaetca 3DES n SHAT.

da3bl BKAOYeH PFS group 2 1 5.

strong CaMmblil CUNbHBIN YPOBEHb, 0653aTelbHO
BKtOYeH PFS, npuoputeT otaaetca AES256 n
SHAT.

weak-pfs To e camoe, 4To 1 weak, HO AN BTOPOIA
da3bl BKAOYeH PFS group 1 m 2.

normal-pfs |To e camoe, 4TO U nhormal, HO A1 BTOPOWA

normal-3des-pfs|To e camoe, YTo 1 normal-3des, HO AN
BTOPOW ¢a3bl BKAOYEH PFS group 5 1 14.

high Habop coBpeMeHHbIX anropnuTMoB ANs
BHeLWHWX npoBangepos VPN cepBunCOB.

strong-aead |CaMblli CUbHbIA YpOBEHb, NPUOPUTET

anropmntmoB AEAD.

otaaetca AES256 n SHA1 c gobaBneHnem

strong-aead-pfs|CaMblii CUIbHBIV YpOBeHb, 06a3aTeNIbHO

SHA1 c gobaBneHnem anropnTmoBs AEAD.

BKJIHOYEH PFS, npuopuTeT otaaetcd AES256 n
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-if)> ipsec encryption-level weak
Network::Interface::Secure: "Gre0": security level is set to »
"weak" .

(config-if)> no ipsec encryption-level
Network::Interface::Secure: "Gre0": security level was reset.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onucaHvie
2.08 JobaBneHa komaHaa interface ipsec encryption-level.
3.07 JlobaBneHbl HOBbIe YpoBHU WndposaHusa — high,
strong-aead u strong-aead-pfs.

3.32.112 interface ipsec force-encaps

OnucaHwue BkounTb noagepxxky NPUHYANTENbHOW NHKancynaumm ESP B UDP ans
KAVNEHTCKUX TYHHenen. Mo yMonyaHuio 3Ta yHKLMA OTKAOYEHa.

KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Secure

CuHoncuc I (config-if)>  ipsec force-encaps

I (config-if)> no ipsec force-encaps

Mpumep (config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
enabled.

(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »

disabled.
VICTOleﬂ M3MeHeHWiA Bepc”ﬂ onvcaHue
2.12 Job6asneHa komaHaa interface ipsec force-encaps.

3.32.113 interface ipsec ignore

OnucaHune OTKNOUNTE 06PabOoTKy BXOAALLMX IKE-NakeToB cyXbbl IPsec Ha HTepdelice.

KomaHza c nped1KcoM no OTMeHsIeT HaCTPOIKy.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
Ja

MHorokpaTtHbiia BBog, Het

MeHsieT HaCTpoWiKKn

Tun nutepdeiica Secure

CuHoncnc I (config-if)>  ipsec ignore
I (config-if)> no ipsec ignore
Mpumep (config-if)> ipsec ignore

IpSec: :Manager: Interface "Gre0"

(config-if)> no ipsec ignore

added to IPsec ignore list.

IpSec::Manager: Interface "Gre0" removed from IPsec ignore list.

UcTopusa nsmeHeHwnii

Bepcus OnucaHve

2.10

[Jlo6aBneHa komaHga interface ipsec ignore.

3.32.114 interface ipsec ikev2

OnucaHwne

Bkntountb npotokon IKEV2 ansa IPsec-coejHeHUs, aBTOMaTUYeCKMN

CBA3aHHOrO C TyHHeneM. 1o ymon4aHuio ncrnonbsyetca npotokon IKEv1.

KomaHza c nped1rkcom no Bo3BpaLLaeT 3HaueHMe No YMONYAHUIO.

MNpejukc no Ja
Ja

Het

M3MeHUTb HacTpoiAKun
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica Secure

Cunoncuc I (config-if)>  ipsec ikev2
I (config-if)> no ipsec ikev2
Mpumep (config-if)> ipsec ikev2

Network: :Interface: :Secure:

(config-if)> no ipsec ikev2
Network: :Interface: :Secure:

IKEv2 is enabled.

IKEv2 is disabled, enable IKEvl.

WcTopusa nsmeHeHum

Bepcus OnucaHue

2.10

Job6asneHa komaHgaa interface ipsec ikev2.
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naBa 3 OnncaHme KoMaHp,

3.32.115 interface ipsec nail-up

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

3.32.116 interface ipsec name-servers

OnucaHwune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

BKtoUuMTbL aBTOMaTNYECKME N3MEHEHNS CEKPETHBIX KNHoUein AN TYHHenein
L2TP/IPsec, EoIP/IPsec, Gre/IPsec, IPIP/IPsec. o ymon4daHuio napameTp

BKJ/TFOYEH.

KomaHza c nped1KcomM no oTKAoYaeT HaCTPOWAKY.

Ja
Ja
Het

Secure

I (config-if)>  ipsec nail-up

I (config-if)> no ipsec nail-up

(config-if)> ipsec nail-up

Network::Interface::Secure: SA renegotiation enabled.

(config-if)> no ipsec nail-up

Network: :Interface::Secure: SA renegotiation disabled.

Bepcus OnucaHve

2.12 Jlo6baBneHa komaHga interface ipsec nail-up.

Vicnonb3oBaTb agpeca cepsepoB DNS, nonyyveHHble yepes IKEv1 nnum IKEv2
IPsec-cepBep. Mo yMmon4aHuio GyHKLNSA BKAKOYEHA.

KomaHga c npedurkcom no 3anpeLaeT ncnosb3oBaTb agpeca DNS,
nony4veHHble Yepes IKEv1 nnn IKEv2 IPsec-cepsep.

Ja
Ja
Het

Secure
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I (config-if)> no ipsec name-servers
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-if)> ipsec name-servers
IpSec::Interface::Ike: "IKEQ": automatic name servers via IKE »
Configuration Payload are enabled.

(config-if)> no ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are disabled.

Bepcus OnucaHve

3.06 Jlo6aBneHa komaHga interface ipsec name-servers.

3.32.117 interface ipsec preshared-key

OnucaHwne

MNpedukc no
MN3MeHUTb HaCTpPoiKu
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcTtaHoBUTb KntoY PSK ans IPsec-coegnHeEHWs, aBTOMAaTUYeCK CBA3aHHOIo
C TYHHesieM. TakxXe BK/toYaeT UCrnoib3oBaHue IPsec ANs 3TOro TYHHeNs.

KomMaHza ¢ npepurkcom no cbpackiBaeT 3HaYeHMe Ktoua.
Ja

Aa

HeTt

Secure

(config-if)>  ipsec preshared-key <key>

(config-if)> no ipsec preshared-key

AprymeHT 3HauyeHue OnucaHwue

key CTpoka 3HayeHue cekpeTHoro PSK-kntoua.

(config-if)> ipsec preshared-key 12345678
Network: :Interface::Secure: "Gre@": preshared key was set.

(config-if)> no ipsec preshared-key
Network::Interface::Secure: "Gre0@": preshared key was reset.

Bepcus OnucaHue

2.08 JobasneHa koMmaHaa interface ipsec preshared-key.

3.32.118 interface ipsec proposal lifetime

OnuncaHwne

YcTaHOBUTb BpeMs XM3HU TpaHcpopmauumm IPsec Phase1 Ha nHTepdelice.
o ymonuaHuto ncnonb3yercs 3HaveHne 28800.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomaHza ¢ npedprKcom no Bo3BpaLLAeT 3HAUYEHME MO0 YMOIYAHUIO,
Ja

Aa

HeTt

Secure

(config-if)>  ipsec proposal lifetime (lifetime>

(config-if)> no ipsec proposal lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHusa IPsec B
cekyHAax. MoxeT NpvHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.

(config-if)> ipsec proposal lifetime 222222
Network: :Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.

(config-if)> no ipsec proposal lifetime
Network: :Interface::Secure: IPsec IKE proposal lifetime reset »
to 28800 s.

Bepcus OnucaHue

2.1 JobasneHa komaHga interface ipsec proposal lifetime.

3.32.119 interface ipsec proposal local-id

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpoViKKn

3asaTb NOIb30BATENbLCKUIA NOKaNbHLIN naeHTUdMKaTOp And IKE.
KomaHgaa ¢ npedurKcom no yaanseTt AaHHY HaCTPOWKY.

Ja

Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

Secure

I (config-if)>  ipsec proposal local-id <local-id>

I (config-if)> no ipsec proposal local-id
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

local-id CTpoka IP-agpec nnn goMeHHoe NMA I0OKanbHOro
XocCTa.

(config-if)> ipsec proposal local-id 192.168.8.4
Network::Interface::Secure: Set IKE local ID to "192.168.8.4".

(config-if)> no ipsec proposal local-id
Network: :Interface: :Secure: Reset IKE local ID.

Bepcus OnucaHve

3.08 [Jlo6baBneHa koMmaHza interface ipsec proposal local-id.

3.32.120 interface ipsec proposal remote-id

OnucaHwue

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncumc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3ajaTb N0/Ib30BaTENLCKUIA YAaneHHbIn naeHTueunkatop ans IKE.
KomaHga ¢ npedurkcom no yaanseT JaHHYH HaCTPOWKY.

Ja

Ja

Het

Secure

(config-if)>  ipsec proposal remote-id «remote-id>

(config-if)> no ipsec proposal remote-id

AprymeHT 3HayeHue OnucaHue

remote-id CTpoka IP-agpec nnn gomeHHoe Nmsa yaaneHHoro
X0CTa.

(config-if)> ipsec proposal remote-id my.domain.com
Network: :Interface: :Secure: Set IKE remote ID to "my.domain.com".

(config-if)> no ipsec proposal remote-id
Network::Interface::Secure: Reset IKE remote ID.

Bepcus OnucaHve
3.08 JobasneHa koMmaHgaa interface ipsec proposal
remote-id.
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naBa 3 OnncaHme KoMaHp,

3.32.121 interface ipsec transform-set lifetime

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTL BpeMsi XN3HU TpaHchopMaunm IPsec Phase2 Ha nHtepodeiice
Mo ymonyaHmio ncnonb3syetcs 3HayeHve 28800.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja
Het

Secure

(config-if)>

ipsec transform-set lifetime <lifetime;

(config-if)> no ipsec transform-set lifetime

AprymeHT

3HauyeHue

OnucaHune

lifetime

Llenoe u4ucno

Bpems xun3Hn npeobpasoBaHus IPsec B
cekyHzax. MoxeT NnpyHMMaTb 3HayYeHns B
npeaenax ot 60 A0 2147483647.

(config-if)> ipsec transform-set lifetime 2222222
Network::Interface: :Secure: IPsec ESP transform-set lifetime set »

to 2222222 s.

(config-if)> no ipsec transform-set lifetime
Network: :Interface: :Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.

Bepcus

OnucaHune

2.11

lifetime.

[Jlo6baBneHa komaHga interface ipsec transform-set

3.32.122 interface ipv6 address

HactpouTb IPv6-agpec Ha nHtepdeiice. Ecnm ykasaH aprymeHT auto, agpec
HacTpanBaeTca aBToOMaTU4Yeckn. BBoa agpeca BpyyHyto AefiaeT ero

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

CTaTn4veckKkmnm.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.

Ja
Ja
Ja
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CuHoncuc (config-if)>  ipv6 address (<address> | auto)

(config-if)> no ipv6 address [ «address; | auto]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

address IPv6-agpec |Appec DNS-cepBepa.

auto Knuesoe Bk/IIOUNTL AMHAMMYECKOe Ha3HaYeHne

C/10B0 ajpeca.

Mpumep (config-if)> ipv6é address 2001:db8::1

Static IPv6 address saved.
WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.00 JobasneHa komaHga interface ipv6 address.

3.32.123 interface ipv6 force-default

OnuicaHue Ncnonb3oBaTtb nHTepdelic B kKauecTse LWAt03a No ymondaHuio ans IPvé. Mo
YMONYaHMIO NapaMeTp OTK/IHYEH.

KomaHgaa ¢ npedrKcom no yaanset HacTPOKY.
Mpedukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config-if)>  ipv6 force-default

I (config-if)> no ipv6 force-default
NMpumep (config-if)> ipv6 force-default

interface is forced to be the default IPv6 gateway
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa interface ipv6 force-default.

3.32.124 interface ipv6 name-servers

OnucaHue HactpounTb nonyyeHmne nHpopmaumm ot DNS. Ecnm ykasaH aprymeHT auto,
BktovaroTcss DNS-3anpocsl DHCPv6.

KomaHza c npedurKcom no yaansieT HacTpoiiky.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-if)>

ipv6 name-servers (auto)

(config-if)> no ipv6 name-servers [auto]

AprymeHT 3HauyeHue OnuncaHwue
auto Krwyesoe BkntounTb aBTOKOHGUrypaumio DNS.
C/10B0

(config-if)>

ipvé name-servers auto
Name servers provided by the interface network are accepted.

Bepcus

OnucaHune

2.00

JobasneHa komaHgaa interface ipv6 name-servers.

3.32.125 interface ipv6 prefix

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpouiKKn

MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

HactponTb generaumio npedukca. Ecnm ykasaH apryMmeHT auto , npedpukc
3anpaluvsaetca Yyepes DHCPv6-PD.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja

Het

(config-if)>

ipv6 prefix («prefix> | auto)

(config-if)> no ipv6 prefix [ «prefix> | auto]

AprymeHT 3HayeHue OnucaHue

auto Kmw4yesoe BrntounTb generauuto npedukca.
CJ10BO

prefix lpegukc YKazaTb npeduKc BPyUHYHo.

(config-if)> ipv6 prefix 2001:db8:43:abl2::/64

Static IPv6 prefix added.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa interface ipv6 prefix.

3.32.126 interface ipvécp

OnucaHwue Bkntountb nogaepxky IPv6CP Ha 3Tane ycTaHOBNeHNA coegNHEHNS.

KomaHga ¢ npedpurkcom no oTkntouaet IPv6CP.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica PPP

CuHoncunc I (config-ify>  ipv6cp

I (config-if)> no ipv6cp

Mpumep (config-if)> ipvécp
IPv6CP enabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga interface ipvécp.

3.32.127 interface Icp acfc

OnucaHue BkAounTb cornacoBaHve napaMeTpoB OKaTUS Nosiell KOHA/6H020 YPO8Hs
Address u Control. Tlo yMONYaHMIO HACTPOIKa OTKAOYEHaA.

KomaHga c npedurkcom no oTkIoYaeT 4aHHYIO OMNLMIO 1 BCe 3anpochl
yZAaneHHOIM CTOPOHBbI Ha cornacoBaHme ACFC OTKIOHAROTCS.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOgA, Het
Tun nHTepdeiica PPP

CuHoncuc I (config-if)>  lcp acfc [cid]

I (config-if)> no lcp acfc
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
cid KnwuyeBoe Bknrountb cxatne Connection ID B
C/10BO 3aro/lIoBKax.

(config-if)> lcp acfc cid

ACFC compression enabled

(config-if)> no lcp acfc cid

ACFC compression disabled

Bepcusa

OnucaHue

2.03

Jlo6aBneHa komaHga interface Icp acfc.

3.32.128 interface Icp echo

OnucaHwne

MNpejukc no

MeHsieT HacTpoiAKK
MHorokpaTHbIVi BBOA,

Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

3agaTb NpaBufa TeCTUPOBaHUSA coeanHeHnsa PPP cpeactBaMmun LCP echo.

Mo ymonuaHwuio interval paBeH 30, count paBeH 3.

KomaHga c npedumkcom no otkntouaet LCP echo.

Aa
Ja
HeTt

PPP

(config-if)>

lcp echo <intervals> «count> [adaptive]

(config-if)> no lcp echo

AprymeHT

3HavyeHue

OnuncaHue

interval

Lenoe uucno

WHTepBan mexay otnpaskamu LCP echo, B
cekyHgax. Ecnu B TeyeHue yKa3aHHOro
NHTepBasia BpeMeHW OT YAaNeHHOW CTOPOHbI
He 6bln nony4yeH LCP 3anpoc, el byaeT
OTMpaB/ieH TaKol 3anpoc ¢ oXnaHnem
oTBeTa LCP reply.

count

Llenoe u4ucno

KonwnuectBo oTrnpaBieHHbIX NOApsiA 3anpocos
LCP echo Ha kOTOpbIe He b6bl1 Moay4YeH oTBeT
LCP reply. Ecan count 3anpocos LCP echo
ocTanuck 6e3 oTBeTa, coeaviHeHVe byaeT
pa3opBaHo.

adaptive

KnwyeBoe
CJ/10BO

Pppd 6yaet otnpaBnATk 3anpoc LCP echo
TO/IbKO B TOM C/ly4ae, ecau OT yAaneHHoro
y3na HeT Tpaduka.
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Mpumep

UcTopuns nameHeHuii

(config-if)> lcp echo 20 2

Network: :Interface: :Ppp:

(config-if)> no lcp echo
Network: :Interface: :Ppp:

"PPPoE0®": LCP echo parameters updated.

"PPPoEQ@": LCP echo disabled.

Bepcus OnucaHve
2.00 Jlo6aBneHa komaHga interface Icp echo.
2.06 [Jlo6baBneH napameTp adaptive.

3.32.129 interface Icp pfc

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

BknrounTb cornacoBaHve napamMeTpoB CKaTus nosisa Protocol 8 3020/108Kax
PPP. Tlo yMON4YaHWIO HAaCTPOMKa OTK/IOUEeHa.

KomaHga ¢ npedurkcom no oTkIoYaeT 4aHHYIO OMNLMIO 1 BCe 3anpochl
yZAaneHHOI CTOPOHbI Ha cornacoBaHme PFC OTKIOHSAHOTCS.

Ja
Ja
Het

PPP

(config-if)>

lcp pfc [cid]

(config-if)> no lcp pfc

AprymeHT 3HayeHue OnucaHue
cid KmwyeBoe Bkntountb okatne Connection ID B
CJ/10BO 3arojioBkax.

(config-if)> lcp pfc cid
PFC compression enabled

(config-if)> no lcp pfc cid

PFC compression disabled

Bepcus

OnucaHue

2.03

JobasneHa komaHga interface lcp pfc.
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3.32.130 interface Idpc

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTs LDPC Ko, Ana Touku goctyna 5 ', No ymonyaHumio pyHKUuA
BbIK/IHOYEHa.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLMIO.
Ja

Ja

Het

WifiMaster

I (config-if)>  ldpc

I (config-if)> no ldpc

(config-if)> ldpc
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC enabled.

(config-if)> no ldpc
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC disabled.

Bepcus OnucaHve

2.07 [Jlo6aBneHa komaHga interface ldpc.

3.32.131 interface led wan

OnucaHwune

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

Moka3blBaTb COCTOAHME NHTepdelrica c NTOMOLLbIO MHAMKATOPA. Jo/KeH 6bITh
Bbl6paH napameTp SelectedWan npm nomowm komaHabl system led. Mo

YMOTYaHUIO HAaCTPOIKa OTKJIIOUEHa.

KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.
Ja

Aa

Het

I (config-if)> led wan

I (config-if)> no led wan

(config-if)> led wan
Network::Interface::Led: Selected WAN GigabitEthernetl.

(config-if)> no led wan
Network::Interface::Led: Selected no WAN.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JobaeneHa komaHaa interface led wan.

3.32.132 interface lldp disable

OnucaHwue OTKNOUNTL areHT LLDP Ha nHTepderlice. o ymonvaHmio GyHKLMSA BKIKOYEHA.
KomaHga ¢ npedpurkcom no BkaroyaeT LLDP areHT.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CnHoncuc I(config-if)> 1ldp disable
| (config-if)> no Lldp disable
Npumep (config-if)> 1ldp disable
Network: :DiscoveryManager: LLDP agent is disabled on interface »
"ISP".
(config-if)> no 1ldp disable
Network: :DiscoveryManager: LLDP agent is enabled on interface »
"ISP".
VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue
2.1 Jlo6aBneHa komaHga interface lldp disable.

3.32.133 interface mac access-list address

OnucaHue Jo6asutb MAC-agpec B cnncok npasua ¢uabTpaumm nHTepderica. Tun
Cnucka AoCTyna ycTaHaBAnBaeTca kKoMaHgol interface mac access-list type.

KomaHga c npedumkcom no yaanset ykasaHHbIn MAC-agpec n3 ACL.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la
Tun nHTepdeiica Access Point

CuHoncuc I (config-if)> mac access-list address «address>

I (config-if)> no mac access-list address «address>
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AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

address MAC-apgpec MAC-aapec, KOTOpbIi HE06X0AVMO f,06aBUTL
BACL.

Mpumep

(config-if)> mac access-list address 64:a2:f9:53:b2:12
Network: :Interface: :Ethernet: "WifiMaster0®/AccessPointl": added »
64:a2:f9:53:b2:12 to the ACL.

(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster®/AccessPointl": removed »
64:a2:f9:53:b2:12 from the ACL.

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster0/AccessPointl": ACL »
cleared.

WcTopus nsmeHeHum

Bepcus OnucaHue

2.00 Jo6aBneHa komaHaa interface mac access-list address.

3.32.134 interface mac access-list type

OnuncaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTb TUM CA1CKa Npasua uabTpauum nHtepderica. No ymonyaHumo
TUMN He onpejeneH (NPUCBOEHO 3HaYeHre none).

Het
Aa
Het

Access Point

(config-if)> mac access-list type <type

AprymeHT 3HauyeHue OnuncaHwue

type none Tun cnrcka npasun ¢unbTpaLmUn He
onpegeneH.
permit B cnucok 6yayT A06aBASITECS TONILKO

paspeweHHble MAC-agpeca.

deny B cnncok 6yayT A06aBAATLCA TONBLKO
3anpewteHHble MAC-agpeca.

(config-if)> mac access-list type permit
Network::Interface::Ethernet: "WifiMaster0/AccessPointl": ACL »
type changed to permit.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface mac access-list type.

3.32.135 interface mac address

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

HasHaunTe MAC-agpec Ha ykasaHHbIn ceTeBol nHTepdeiic. Agpec 3agaetcs
B LWeCTHaauaTepu4HoM ¢popmaTe 00:00:00:00:00:00. KomaHaa no3BonseT

YyCTaHOBUTL 10601 agpec, HO NpejynpexaaeT NoAb30BaTeNs, eCv B HOBOM
ajpece yctaHoBNeH 6UT «multicast» nnn cépolueH 6uT «OUI enforceds.

KomaHga c npedukcom no Bo3BpaLLaeT nHTepdericy ncxoaHboin MAC-agpec.

MpeaynpexaeHve: M3ameHeHne MAC-agpeca Ha nHTepdeiice Wi-Fi 3anpeLieHo.

Ja
Ja
Het

MAC

(config-if)> mac address mac>

(config-if)> no mac address

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-agpec HoBbiin MAC-agpec nHtepdeiica.

(config-if)> mac address 3C:1F:6E:2A:1C:BA

(config-if)> no mac address

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface mac address.

3.32.136 interface mac address factory

OnucaHwue

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHtepdeiica

HasHaunTb 3aBoackon MAC-agpec Ha yKasaHHbIN ceTeBoOM MHTepdelic.
Hert

Ja

Het

MAC
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-if)>  mac address factory name>
AprymeHT 3HauyeHue OnucaHwue
name lan NHTepdelicy byaeTt npmnceoeH "LAN"
MAC-agpec.
wan NHTepdelicy 6yaeTt npmucsoeH "WAN"
MAC-agpec.
wlan5 WHTepodelicy byaeT npmucsoeH "WLANS"

MAC-agpec.

(config-if)> mac address factory lan
Core::System::UConfig: done.

Bepcusa

OnucaHue

2.00

Jlo6aBneHa komaHga interface mac address factory.

3.32.137 interface mac band

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

MpuVBSA3aTh 3aperncTPUPOBaHHbI XOCT K YaCTOTHOMY AranasoHy 2,4 uam 5

Mu.

KomaHaa ¢ npeprkcom no yaanset cBasb. ECv BbINOAHUTL KOMaHAy 6e3
aprymMeHTa, TO BeCb CMMCOK CBA3el byeT OUMLLEeH.

Ja
Aa
Ja
Bridge

(config-if)>

mac band wmac> <band»

(config-if)> no mac band [ mac> ]

AprymeHT 3HauyeHue OnucaHwue
mac MAC-appec MAC-aapec 3aperncTpmpoBaHHOro KaneHTa.
band 0 AnanasoH 2,4 T,

1 AnanasoH 5 Tw,.

(config-if)> mac band c0:b8:83:c2:ch:11 0
Network::Interface::Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:chb:11 to 2.4 GHz.
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(config-if)> mac band c0:b8:83:c2:cb:11 1
Network: :Interface: :Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:cb:11 to 5 GHz.

(config-if)> no mac band c0:b8:83:c2:cbh:85
Network::Interface: :Rtx::MacBand: "Bridge0": unbound »
c0:b8:83:c2:cb:85 from 2.4 GHz.

(config-if)> no mac band
Network: :Interface: :Rtx::MacBand: Unbound all hosts.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.05 JobaeneHa komaHga interface mac band.

3.32.138 interface mac bssid

OnucaHwune Yka3zatb MAC-agpec ToUkmM focTyna Ansa nogkntodeHns K WISP.
KomaHga ¢ npedurkcom no yaanset gaHHbIn MAC-agpec.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WifiStation

CnHoncumc (config-ify> mac bssid (bssid

(config-if)> no mac bssid

AprymeHTbl AprymMeHT  |3HaueHme |OnucaHue
bssid MAC-agpec MAC-agpec Toukum goctyna WISP.
Npumep (config-if)> mac bssid 56:ff:20:00:1e:11

Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.13 JobaeneHa komaHaa interface mac bssid.

3.32.139 interface mac clone

OnucaHwue MpucBonTb nHTepdelicy MAC-agpec Bawero MMK.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

WcTopusa nsmeHeHum

Het
Ja
Het

MAC, IP

I(conﬁ94ﬂ> mac clone

(config-if)> mac clone

Bepcus

OnucaHune

2.00

JobaBneHa komaHa interface mac clone.

3.32.140 interface mobile Ite disable-band

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

OTKNHOUNTb YKa3aHHbIN gnanasoH LTE.

KomaHza c npedurKcom no BKIHOYAeT AManasoH. ECv BbINOAHUTL KOMaHAy
6e3 aprymMeHTa, To BCe AnanasoHbl LTE 6yayT BKIOYEHbI.

Ja
Ja
Ja
Usb

(config-if)>

mobile 1te disable-band <band

(config-if)> no mobile lte disable-band [ <band> ]

AprymeHT

3HavyeHue

OnucaHue

band

Llenoe u4ucno

LTE ananas3oH B npegenax ot 1 go 43
BKIOUNTENIBHO

(config-if)> mobile 1lte disable-band 22

UsbQmi::Interface:

"UsbQmi®@": LTE band 22 disabled.

(config-if)> no mobile lte disable-band 22

UsbQmi::Interface:

(config-if)>
UsbQmi::Interface:

"UsbQmi®": LTE band 22 enabled.

no mobile lte disable-band

"UsbQmiO": all LTE bands are enabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.04 JlobaBneHa komaHaa interface mobile Ite disable-band.

3.32.141 interface mobile name-servers

OonucaHue Mcnonb3oBaTb agpeca cepepoB DNS, NonyYeHHble OT MOBUIbHOrO
oneparopa. Mo ymonyaHuo GyHKLMSA BKIOYEHA.

KomaHga ¢ npedunkcom no 3anpeLlaeT Ucnoab3oBaTtb agpeca DNS,
noJiy4eHHble 0T MOBWJIbHOro onepaTopa.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Usb

Cunoncuc I (config-if)> mobile name-servers

I (config-if)> no mobile name-servers

Mpumep (config-if)> mobile name-servers
UsbQmi::Interface: "UsbQmiO": automatic name servers via QMI are »
enabled.

(config-if)> no mobile name-servers
UsbQmi::Interface: "UsbQmiO": automatic name servers via QMI are »

disabled.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.06 Job6aBneHa komaHaa interface mobile name-servers.

3.32.142 interface mobile operator

OnucaHwue 3agatb nageHtuukatop cetn gna PLMN.
KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CnHoncuc I (config-if)> mobile operator PLMN>
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AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-if)> no mobile operator

AprymeHT

3HayeHue

OonvicaHune

PLMN

CTpoka

NaeHTndurkatop onepatopa.

(config-if)>

mobile operator 25011
UsbQmi::Interface: Operator PLMN is set to "25011".

(config-if)> no mobile operator
UsbQmi::Interface: Operator PLMN cleared.

Bepcus

OnucaHune

3.04

Job6asneHa komaHgaa interface mobile operator.

3.32.143 interface mobile pdp

OnuncaHwmne

Mpe¢ukc no

MeHsieT HacTpoiKK
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbI

Mpumep

BbibpaTtb Bepcuto npoTokona IP ans USB-mogema. IPv6 MOXHO BbibpaTh
TOJ/IbKO €CNW YCTaHOB/EH COOTBETCTBYIOLLNIM CUCTEMHbIN KOMNOHEHT. o
YMONYaHUIO NCNOb3YeTCH 3HayeHve ipv4.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja
Het

Usb

(config-if)>

mobile pdp (ipv4 | ipv6 | ipv4v6)

(config-if)> no mobile pdp

AprymeHT 3HauyeHue OnucaHwue

ipv4 CTpoka Tonbko IPv4.,

ipv6 Crpoka Tonbko IPv6.

ipv4ve Ctpoka [BoiiHow cTek IPv4 n IPv6.

(config-if)> mobile pdp ipv4
UsbQmi::Interface: Packet data protocol is set to "ipv4".

(config-if)> mobile pdp ipv4v6
UsbQmi::Interface: Packet data protocol is set to "ipv4v6e".
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(config-if)> no mobile pdp
Mobile::Interface: "UsbLte0": packet data protocol is reset to »

default.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
3.04 Job6asneHa komaHgaa interface mobile pdp.
3.08 [JobasneHbl aprymeHT ipv6 u npedukc NO.

3.32.144 interface mobile roaming

OnucaHue BKAHOUNTE MOBUBHBIA POYMUHT.
KomaHaa ¢ npeprKcom no oTKNOYaeT HaCTPONKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica Usb

CuHoncuc I (config-if)>  mobile roaming

I (config-if)> no mobile roaming

Mpumep (config-if)> mobile roaming
UsbQmi::Interface: "UsbQmi®@": roaming is enabled.

(config-if)> no mobile roaming
UsbQmi::Interface: "UsbQmi@": roaming is disabled.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

3.03 [Jo6aBneHa komaHga interface mobile roaming.

3.32.145 interface mobile scan

OnucaHue 3anycTnTb CKaHMpPOBaHVe MObUAbLHO ceTu. MNpouecc ckaHNpoBaHUS
3aHuMaeT 20-50 cekyHA,.

KomaHga ¢ npedurkcom no npepbiBaeT CkaHMpoBaHuMe.
MNpejukc no Ja
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Usb

I (config-if)> mobile scan

I (config-if)> no mobile scan

(config-if)> mobile scan
UsbQmi::Interface: Network scanning started.

(config-if)> no mobile scan
UsbQmi::Interface: Network scanning stopped.

Bepcus OnucaHve

3.05 JlobaBneHa komaHaa interface mobile scan.

3.32.146 interface mobile umts disable-band

OnucaHwne

MNpejukc no

OTKNOUNTL YKazaHHbIV gnana3zoH UMTS.

KomaHga ¢ npedurkcom no BKAOYaeT Ananas3oH. Eciv BbINOAHNTE KOMaHAY
6e3 aprymeHTa, To BCe gmnanasoHsl UMTS 6yayT BKAOUEHbI.

Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBOg, [a

Tun nHTepdeiica Usb

CuHoncuc (config-if)> mobile umts disable-band <band>
(config-if)> no mobile umts disable-band [ <band> ]

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
band Uenoe 4ucno |AnanasoH UMTS. MoxeT npyHMMaTb

3HaueHus 1, 2,3,4,5,6,7,8,9, 11, 26.

NMpumep (config-if)> mobile umts disable-band 6
UsbQmi::Interface: "UsbQmi®@": WCDMA band 6 disabled.
(config-if)> no mobile lte disable-band 6
UsbQmi::Interface: "UsbQmi@": WCDMA band 6 enabled.
(config-if)> no mobile lte disable-band
UsbQmi::Interface: "UsbQmiO": all WCDMA bands are enabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve
3.05 JlobaBneHa koMmaHa interface mobile umts
disable-band.

3.32.147 interface modem connect

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nsmeHeHnii

Moaxkntounte USB-mogem. Mepes BbINOHEHEM KOMaHAbI HEO6X0ANMO
WHNLMANU3NPOBaTb MOAeM KOMaHAoM modem init.

KomaHga ¢ npedrkcom no npepbiBaeT coeJVHeHMe.,
Ja

Aa

HeTt

UsbModem

(config-if)> modem connect ( dial «(phone | <strings)

(config-if)> no modem connect

AprymeHT 3HauyeHue OnucaHwue

phone Ctpoka TenedboHHbIVi HOMep ans Habopa.

string CTpoka MpounsBonbHasa KoMaHza.

(config-if)> modem connect dial *99#
Network: :Interface: :UsbModem: "UsbModem@": connect sequence saved.

(config-if)> modem connect dial *99#
Network: :Interface: :UsbModem: "UsbModem0@": connect sequence »
cleared.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface modem connect.

3.32.148 interface modem init

OnuncaHwme

Mpedukc no

MeHsieT HacCTpoWiKKn

Jo6aBuUTb CTPOKY MHMLMANN3aLMN MOAeMa Ha YKa3aHHYH NO3ULMI0 CA1CKa
index.

KomaHgaa ¢ npedrKcoM no yaanset HaCTPOKY.
Ja
Ja
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica UsbModem

Cunoncuc (config-if)> modem init [ <index>]«string: [ sleep «delay: ]

(config-if)> no modem init [ <index> ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

index UYesnoe uucno |lo3nuusa, HOMeEp CTPOKW KyAa BCTaBAAETCH
yKa3saHHas cTpoka.

string CTpoka CTpoka nHnumanmsaumm mogema.
delay Uenoe uucso |3HayveHUe 3a4ep>KKK, B CEKYHAAX.

Mpumep (config-if)> modem init AT~SYSCFG=14,2,3fffffff,0,1
Network::Interface: :UsbModem: "UsbModem@": initialization string »
inserted.

(config-if)> modem init AT~SYSCFG=14,2,3fffffff,0,1 sleep 1
Network::Interface: :UsbModem: "UsbModem@": initialization string »
inserted.

(config-if)> no modem init
Network: :Interface: :UsbModem: "UsbModem®": initialization strings »

erased.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa interface modem init.

3.32.149 interface modem timeout

OnucaHwue 3afaTtb TaliM-ayT MNOAKAIOYEHUA MogeMa. HacTpoika ncnonb3yeTcs Ans
MeJJ/1eHHbIX MOAeMOB/coeANHEHNA. 10 yMOAYaHWIO NCMOJIb3yeTCsA 3HaYeHme
30.

KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica UsbModem

Cunoncnc I (config-if)> modem timeout «timeout>

I (config-if)> no modem timeout
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

timeout Lenoe uncno |3HayeHuve TaliM-ayTa B cekyHAax. MoxeT
NPUHUMATbL 3HaYeHVs B Npejenax ot 1 4o

600 BKNHOUUTENBHO.

(config-if)> modem timeout 300
Network::Interface: :UsbModem: "UsbModem@": connect timeout is »
300 seconds.

(config-if)> no modem timeout
Network: :Interface: :UsbModem: "UsbModem0": connect timeout is »
unchanged, defaults to 30 seconds.

Bepcus OnucaHve

2.05 JobaeneHa komaHaa interface modem timeout.

3.32.150 interface openvpn accept-routes

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

BkounTb NonyyeHre MapLUpyTOB OT yAaneHHOM cTopoHbl Yepe3 OpenVPN.
KomMaHgza ¢ npedprKCOM NO OTK/IKOUAET HACTPOWKY.

Ja

Aa

HeTt

OpenVPN

I (config-if)>  openvpn accept-routes

I (config-if)> no openvpn accept-routes

(config-if)> openvpn accept-routes
Network::Interface: :0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.

(config-if)> no openvpn accept-routes
Network: :Interface: :0OpenVpn: "OpenVPNO": disable automatic routes »
accept via tunnel.

Bepcus OnucaHue

2.10 [JobasneHa komaHga interface openvpn accept-routes.
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3.32.151 interface openvpn connect

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YkazaTb nHTepdeinc ansa coegnHeHms OpenVPN. Ecnm aprymeHT He 3ajaH,
coefMHeHVe yCcTaHaBNMBaeTcs Yepes Nboii nHTepoelic.

Het
Ja
Hert
OpenVPN
(config-if)>  openvpn connect [viawias]
(config-if)>  openvpn connect
AprymeHT 3HauyeHue OnuncaHwue
via UHTepgeinc MonHoe nma nHTepderica nam NCeBLOHUM.

(config-if)> openvpn connect via ISP
Network: :Interface: :0penVpn: "OpenVPNO": set connection via ISP.

(config-if)> openvpn connect
Network: :Interface: :0penVpn: "OpenVPNO": set connection via any »

interface.
Bepcus OnucaHve
2.10 Jlo6aBneHa komaHga interface openvpn connect.

3.32.152 interface openvpn name-servers

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

Mcnonb3oBaTtb agpeca cepsepoB DNS, nosyyeHHble oT cepeepa OpenVPN.
Mo ymonuaHuio GpyHKLUMSA BKAOUEHA.

KomaHga ¢ npedunkcom no 3anpeLlaeT Ucnoab3oBaTtb agpeca DNS,
nony4yeHHble ot cepsepa OpenVPN.

Ja
Aa
HeTt

OpenVPN

I (config-if)>  openvpn name-servers

I (config-if)> no openvpn name-servers
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Mpumep

UcTopuns nameHeHuii

(config-if)> openvpn name-servers

Network: :Interface: :0OpenVpn: "OpenVPNO":

via tunnel are enabled.

(config-if)> no openvpn name-servers

Network: :Interface: :0penVpn: "OpenVPNO":

via tunnel are disabled.

automatic name servers »

automatic name servers »

Bepcus OnucaHve

3.06

[Jlo6aBneHa koMaHga interface openvpn name-servers.

3.32.153 interface operating-mode

OnucaHwne
Mpe¢ukc no

MeHsieT HaCTpoViKKn

HactpouTb pexxvim paboTbl ADSL. Mo yMONYaHWIO MCNO/b3yeTcsa peXxnm auto.

HeT

Ja

MHorokpaTtHbiiA BBog, Het

Tuyn nntepdeiica

CvHoncuc

AprymeHTsl

Switch

(config-if)>

operating-mode ( (adsl12 | adsl2+)[annex(a |1 | 1| al |

m)] | ansi-dmt | itu-dmt | glite | auto)

AprymeHT

3HayeHue

OnucaHue

mode

adsl2

HactpauBaeT paboty pexuma ADSL2 — ITU
G.992.3 Annex A, Annex L n Annex M. Ecnn
HW OANH PeXnM SBHO He BblbpaH, To Annex
A, Annex L n Annex M Bce 6yayT BKAOYEHbI.
OKoHuYaTeNbHbIV pexnm byaeT onpesensTeCs
MyJibTUNAEeKcopoM gocTyrna DSL (DSLAM).

ads12+

HactpaunBaet paboty pexuma ADSL2+ — ITU
G.992.5 Annex A 1 Annex M. Ecnin
pexrMAnnex A He BblbpaH, TO byayT
BK/IlOYeHbI 1 Annex A, n Annex M.
OKoHuYaTenbHbIN pexnm bygeT onpesenaTbes
MynbTUNAeKcopom goctyna DSL (DSLAM).

ansi-dmt

PaboTa ycTpoiicTBa B MOIHOCKOPOCTHOM
pexunme ANSI — ANSI T1.413.

itu-dmt

PaboTa ycTpoiicTBa B MOJIHOCKOPOCTHOM
pexunme ITU G.992.1 Annex A.

glite

Pa6oTa B pexxume ctaHgapTta ITU G.992.2 ¢
1NCNOAb30BaHMEM ANCKPETHOM
MYNbTUTOHaNbHOM MOAYNALMNN.

auto

HacTpaunBaeT yCTpONCTBO TakuM 06pasom,
uTto DSLAM aBTOMAaTNYECKW BbIOMpPAET peXxxnm
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WcTopusa nsmeHeHum

3.32.154 interface peer

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHT

3HavyeHue

OnucaHue

paboTbl ADSL. Bce gocCTyrnHble pexuMbl
BK/IFOYEHbI.

annex

annex a

Pexx1m paboTbl nocpesCcTBOM aHaN0roBo
TenepoHmn.

annex i

PacwwnpeHwve ADSL nonocel gns
NCMONb30BaHNSA rOJI0COBbLIX YacToT, 32
NCXOAALLMX TOHA ANSA JOMONHUTENbHBLIX 256
Kéut/c ncxopsiuero Tpadpuka no aHasorosomy
TenepoHHOMY KaHany.

annex 1

YBennyeHve MOLLIHOCTU Ha HU3KKUX YacToTax,
UTO NO3BOJIAET YCTaHOBUTL CBA3b Ha
paccToAHUN A0 7 KM.

annex al

OpHoBpemeHHOe 1cnosib30oBaHMe Annex A m
Annex L.

annex m

Vcxoasaiwasn/BxoAsLas 4actoTbl CABUTatoTCs
c 138 kl'y o 276 kl'u, obecneunBas
yBennyeHne MakCMaabHOW NPOMyCKHOM
CMOCOBHOCTM ncxoadauLero kaHana c 1,4
MeéwnTt/c po 3,3 MéuT/c.

Bepcusa

OnucaHmne

2.01

Job6asneHa KkomaHaa interface operating-mode.

Ha3HaunTb ngeHTndmkaTop yaaneHHoro ysna K KoTopomy byget
OCYLLeCTBAATLCA NoAKI0UeHVe PPP. bonee TOUHbI CMbIC/T HACTPOMKW 3aBUCUT
oT TMna uHTepderica. Hanpumep, ana PPPoE komaHaa interface peer 3agaet
MA KOHLLeHTpaTopa AgocTyna, ana PPTP — nmsa yaaneHHOro Xxocta Wian ero
IP-appec, a ana SSTP — 3agaeT yaaneHHbI cepBep C NOPTOM 443 nnm nobbim

Apyrum.

KomaHza ¢ npedrKcoM no 0TMeHsIeT HaCTPOIAKy.

Ja
Ja
Het

PPP

I (config-if)>  peer peenr

I (config-if)> no peer

258

CnpaBoyHuK koMaHa — Duo (KN-2110)



naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

peer CTpoka VaeHTndmnkaTop yaaneHHom ToUKN
NMOAK/MOYEHUS UKW agpec yaaneHHoro
cepBepa host.example.net:port. o
yMo/i4aHuto, HoMep nopTa 443.

(config-if)> peer 111

(config-if)> peer host.example.net:5555

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface peer.

2.12 JlobaBneHa BO3MOXHOCTb U3MEHSATb MOPT yAaNeHHOro
cepsepa.

3.32.155 interface peer-isolation

OnucaHune

MNpejukc no

MeHsieT HaCTpPOWKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

BxntouunTb nsonaumo 6ecnpoBoHbIX KAINEHTOB B JOMAaLUHEM CerMeHTe.
Hactpoiika npumeHseTcs Ha uHTepdelice Bridge n pacnpocTpaHseTcs Ha
BCe BK/Il0UeHHble B Hero Touku goctyna. Kpome Toro, 6510kmpyeTtcsa nepegava
Tpadurka oT 6ecnpoBOAHLIX KNIMEHTOB BHYTpW L2-ceTu.

KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.
Aa

Ja

Hert

Bridge

I(config-if)> peer-isolation

I (config-if)> no peer-isolation

(config-if)> peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation disabled.

Bepcus OnucaHve

2.10 Job6asneHa komaHaa interface peer-isolation.
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3.32.156 interface ping-check profile

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HasHaunTb nHTepdeincy npoduneb Ping Check.
KomaHaa ¢ npedurKcom no oTMeHseT HaCTPONKY.
Ja

Ja

Het

(config-if)>  ping-check profile profile

(config-if)> no ping-check profile

AprymeHT 3HauyeHue OnuncaHwue

profile CTpoka Ha3sBaHne Ha3zHayaemoro npoduns.

(config-if)> ping-check profile test
PingCheck: :Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

Bepcus OnucaHve

2.04 Jo6aBneHa komaHga interface ping-check profile.

3.32.157 interface ping-check restart

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

BkntounTb nepesarpysky HTepderica npu cpabaTtbiBaHUKM Ping Check (ans
interface HegoctyneH NHTepHeT). Mo yMon4aHnio GyHKLUMS OTKAKOYEHa.

KomMaHza ¢ npeprKcom no oTKAKUaEeT GYHKLMIO.
Ja

Ja

Het

(config-if)>  ping-check restart[<interface]

(config-if)> no ping-check restart

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgenc MNMonHoe nmMsa nan nceBfoHNM UHTepdelica,
KOTOpbI ByAeT Nnepe3anyckaTbCs Npu
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AprymeHT 3HauyeHue OnuncaHwue

cpabaTtbiBaHUW Ping Check Ha CBA3aHHOM
nHTepderice. ECIM 3TOT apryMeHT He yKa3aH,
nepesanyckaTbcs byaeT uHTepoderic,
CBA3aHHbIN ¢ Nnpodunem Ping Check.

Mpumep (config-if)> ping-check restart
PingCheck::Client: Enabled "PPPoE@" interface restart.

(config-if)> ping-check restart ISP
PingCheck::Client: Enabled "ISP" interface restart for "PPPoEO".

(config-if)> no ping-check restart
PingCheck::Client: Remove restart settings for "PPPoEQ".

WcTopuns nsmeHeHnit |Bepcus onucaHue

3.04 JobasneHa KkomaHaa interface ping-check restart.

3.32.158 interface pmf

OnucaHue BkntoumnTtb QyHKLMOHaNbHOCTL PMIF.
KomaHga ¢ npedrkKcom no oTKAUaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncmc I (config-ify>  pmf

I (config-if)> no pmf

Mpumep (config-if)> pmf
Network: :Interface: :Rtx::WifiStation: "WifiMasterQ/WifiStation0": »
PMF enabled.

(config-if)> no pmf
Network::Interface: :Rtx::WifiStation: "WifiMaster@/WifiStation0": »
PMF disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie

2.09 Jlo6aBneHa koMaHga interface pmf.
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3.32.159 interface power

OnucaHwue YCTaHOBUTb MOLLHOCTb NepegaTymka 418 pagno-nHTepdpeincos.
MakcrmanbHas MOLLHOCTbL NepeaatymKka orpaHyeHa ero annapatHbIMn
BO3MOXHOCTAMU U rocyAapcTBeHHbIMY 3aKOHaMu 0 pagnoceasun. [laHHas
KOMaHJa No3BoAseT NMLUb YMEHbLLUNTb MOLLIHOCTb NepearoLLLero ycTpoicTea
OTHOCUTE/IbHO €ro MakCMManbHOM MOLLHOCTH, C Lie/Iblo BO3MOXHOI0
CHUXEHMS NoOMeX ANs APYrnX yCTPOMCTB B 3TOM AranasoHe. Mo yMonyaHuio
HaCcTpolKa MOLLHOCTW yCTaHOBNAEeHa B 100.

Mpejukc no Het
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Radio

CuHoncuc (config-if)>  power powenr

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
power lenoe uyncno |MOLLHOCTb NepeAaTymka B NpoLeHTax oT
MakcuManbHoM MmowwHocTy (oT 1 go 100).

Mpumep (config-if)> power 1
Network::Interface::Rtx::WifiMaster: "WifiMasterQ@": TX power »
level set.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHaa interface power.

3.32.160 interface pppoe service

OnucaHue Ykazatb cnyx6y PPPoE. Ecnn cnyxba He onpeaeneHa, To PPPoE-knneHT byaeT
NOAKIKYEH K MPOU3BOILHOM Cnyxbe.,

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOgA, Het
Tun nHTepdeiica PPPoOE

Cunoncuc I (config-if)>  pppoe service <service»

I (config-if)> no pppoe service
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

service Crpoka HassaHune cnyx6bl PPPOE.

(config-if)> pppoe service TEST
Network::Interface: :Pppoe: "PPPoOEQ": service set.

(config-if)> no pppoe service
Network: :Interface: :Pppoe: "PPPOEQ": service removed.

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga interface pppoe service.

3.32.161 interface pppoe session auto-cleanup

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

BkntounTb otnpasky PADT nakeTa Ans He3aBepLueHHow ceccum PPPOE. Mo
YMOYaHUIO QYHKLMSA BKIOYEHaA.

KomaHga c npedurkcom no otkatouaeT otnpasky PADT nakeTa.
Ja

Aa

Het

PPPOE

I (config-if)>  pppoe session auto-cleanup

I (config-if)> no pppoe session auto-cleanup

(config-if)> pppoe session auto-cleanup
Network: :Interface::Ppp: "PPPoEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup
Network::Interface: :Ppp: "PPPoEQ@": disabled session auto cleanup.

Bepcus OnucaHue

3.03 JobasneHa KomaHaa interface pppoe session
auto-cleanup.

3.32.162 interface preamble-short

OnuncaHwne

Mpejukc no

Ncnonb3oBaTb KOPOTKYHO npeambysy.

Ja
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MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja
Het

Radio

I(conﬂgJﬂ> preamble-short

I(conﬁg-ﬁﬁ>nopreamble-short

(config-if)> preamble-short
Network::Interface::Rtx::WifiMaster: "WifiMasterQ@": short »
preamble enabled.

(config-if)> no preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble disabled.

Bepcusa

OnucaHune

2.00

JobasneHa komaHgaa interface preamble-short.

3.32.163 interface proxy connect

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

3anycTuTb NpoLecc NOAKNYEHNS K NPOKCU-cepBepy. Mo yMonyaHmio
noAK/YeHMe ycTaHaBAnBaeTcs Yepes 1160 nHTepdelic.

KomMaHgaa ¢ npedrKcoM No ycTaHaBNVBAET 3HAUEHME MO YMONUAHWIO.

Ja
Ja
Het

Proxy

(config-if)>

proxy connect [ via «ias ]

(config-if)> no proxy connect

AprymeHT

3HayeHue

OnwucaHune

via

UHTEepperic

NHTepddeinc, uepes KoTopbI OCyLLECTBASETCA
[OCTYN K yAaNeHHOMY y3y.

(config-if)> proxy connect via WifiMasterl/WifiStation0

Proxy::Interface:
WifiMasterl/WifiStation0®.

"Proxy0": set connection via »
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(config-if)> no proxy connect
Proxy::Interface: "Proxy0": set connection via any interface.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.09 JobasneHa komaHaa interface proxy connect.

3.32.164 interface proxy protocol

OnucaHwue 3a/aTb NPOTOKO/ coeArHeHs. 10 yMONYaHMIo UCMOo/b3YeTcs MPOTOKON
http.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tuyn nntepdeiica Proxy

CuHoncuc (config-if)>  proxy protocol protocol

(config-if)> no proxy protocol

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
protocol socks5 Mcnonb3osate npoTtokon SOCKSS5.
http Vcnonb3oBats npoTtokon HTTP unu HTTPS.
Mpumep (config-if)> proxy protocol socks5

Proxy::Interface: "Proxy0": set proxy protocol to socks5.

(config-if)> no proxy protocol
Proxy::Interface: "Proxy@": reset proxy protocol.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

3.09 JlobaBneHa komaHAa interface proxy protocol.

3.32.165 interface proxy upstream
OnucaHwue 3a/aTb NPoKCn-cepsep A/ NOLK/THOUEHNS.
KomaHgaa ¢ npedurKcom no yaanseT AaHHY HaCTPOWKY.

Mpe¢ukc no Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Proxy

CuHoncuc (config-if)>  proxy upstream <hosts [port]

(config-if)> no proxy upstream

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
host CTpoka IP-agpec nnn AOMeHHOe NMs
npoKcu-cepeepa.
port UYenoe uucno |MNopT cepsepa.
Mpumep (config-if)> proxy upstream 161.8.174.48 1080

Proxy::Interface: "Proxy0": set proxy upstream to »
161.8.174.48:1080.

(config-if)> no proxy upstream
Proxy::Interface: "Proxy0": cleared proxy upstream.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

3.09 JobaBneHa komaHAa interface proxy upstream.

3.32.166 interface pvc

OnucaHwue HacTponTb nocmosHHsIU eupmyasisHell KaHAA Ha nHTepderice ATM.
Mpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOA, [a

Tun nHTepdeiica PVC

BxoxxaeHue B rpynny (config-if-atm-vc)

CuHoncuc (config-if)>  pvc «vpis«vcis

AprymeHTbI AprymeHT 3HauyeHue OonucaHue

vpi Uenoe uucno |ATM ceTn udeHmugukamop supmyasnsHo20
nymu storo PVC. MoXeT npuHMMaTh
3HayeHWa B npegenax ot 0 Ao 255.
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AprymeHT 3HauyeHue OnuncaHwue

vci Uenoe umncno |ATM ceTn udeHmMuUPUKamop 8upmyanbHo20
kaHana 3Toro PVC. MoxeT nprHuUmMaTh
3HayeHWda B npegenax ot 0 Ao 65535.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga interface pvc.

3.32.166.1 interface pvc encapsulation

OnucaHwune HacTpouTtb ypoBeHb agantaunmn ATM (AAL) n TMn nHkancynauum ATM PVC.
Mpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTHbI BBOA, HeT

Tun nHtepdeiica PvC

CuHoncnc (config-if-atm-vc)  encapsulation (aal5mux | aal5snap)

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

encapsulation|aal5mux Bbiaenutb yKkasaHHbIV PVC ana ogHOro
NpoTokona (Tak HasblBaemMoe
MYyNbTUMAEKCMPOBaHMe BUPTYabHOIoO
KaHana, VC-MynbTuniekcnpoBaHume).

aal5snap MynbTunaekcMpoBaHue AByX 1 bonee
NPOTOKO0B Ha ogHOM PVC (Tak Ha3biBaeMoe
MYNbTUMNEKCUPOBaHMe yrpasieHns
norunyeckom cesasblo, LLC multiplexing).

Mpumep (config-if-atm-vc)> encapsulation aal5mux
Network::Interface::Pvc: using Ethernet encapsulation, VC mux.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHga interface pvc encapsulation.

3.32.167 interface reconnect-delay

OnucaHwune YcTaHOBUTbL nepmnoj BpeMeHn Mexay nornbiITKkaMn nepenoakitoyeHn4. Mo
YMONYaHNIO NCNOJIb3YEeTCA 3Ha4vYeHne 3.

KomaHga ¢ npedrkcoM no BO3BPALLAET 3HAYEHME MO YMONYAHNIO.

Mpejukc no Ja
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MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja

Het

PPP

(config-if)>

reconnect-delay «sec»

(config-if)> no reconnect-delay

AprymeHT

3HayeHue OnucaHue

sec

Lenoe uucno |Mepuos BpeMeHU B cekyHaax. MoxeT
NPUHUMATb 3HaYeHVs B Npejenax ot 3 40
600.

(config-if)> reconnect-delay 3
Network::Interface::Ppp: "PPTP1": reconnect delay set to 3 »

seconds.

(config-if)> no reconnect-delay
Network: :Interface::Ppp: "PPTPO": reconnect delay reset to »

default.
Bepcus OnucaHve
2.11 Jlo6aBneHa komaHga interface reconnect-delay.

3.32.168 interface rekey-interval

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepderica

CuHoncuc

YKasaTtb nepuoj BpeMeH Mexay aBToMaTtnyeckuMm n3MeHeHnsamMm
CeKpeTHbIX K/toYer Ana A0CTyrna K CeTeBbIM YCTPONCTBaM. 10 yMon4aHuo
ncnonb3lyetcd 3HadeHue 86400.

KomaHgza ¢ nped1Kcom no oTKIOYAET U3MEHEHUe KtoYel.

Ja
Ja
Het

WiFi

I (config-if)>  rekey-interval <interval

I (config-if)> no rekey-interval
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uyncno |3Ha4veHMe B CEKYHAAX NHTEPBaNa CMeHbI
K/toya.

(config-if)> rekey-interval 3000
Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.

(config-if)> no rekey-interval
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": rekey »
interval disabled.

Bepcus OnucaHve

2.06 JobasneHa komaHaa interface rekey-interval.

2.15 Job6aBneHo 3HauveHme no ymonyvaHumto 3600 cekyHA,
3.04 3HayeHVe No yMon4yaHuno nsmeHeHo Ha 86400 cekyHA,.

3.32.169 interface rename

OnuncaHwne

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

Mpumep

Ha3HaunTb NPOM3BO/IbLHOE UMS CeTEBOMY UHTepdelicy. K HTepdeiicy MOXHO
o6palllaTbcsi Mo HOBOMY MMeHM Kak no ID.

KomaHgaa ¢ npedrKcom no yaanset HaCTPOKY.

MpegynpexxaeHre: He nepeviMeHoBbIBanTe MHTepdelic Home. 3TO MOXeT
NPUBECTU K HENPEeACKA3yeMbIM CUCTEMHbIM OLLMOKaM.

[Ja

Ja

Het

(config-if)>  rename <rename>

(config-if)> no rename

AprymeHT 3HauyeHue OnuncaHwue

rename Ctpoka HoBoe nmsa nHtepdeiica.

(config-if)> rename PPPoEl
Network: :Interface: :Base: "PPPoEQ": renamed to "PPPoEl".

(config-if)> no rename
Network::Interface::Base: "PPPoEO": name cleared.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.08

JobaeneHa komaHaa interface rename.

3.32.170 interface rf e2p set

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

3.32.171 interface role

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN

MHorokpaTtHbIiA BBOJ,

VI3MeHUTb 3HaueHe AaYelikn NamMaT KaMB6POBOYHbIX AaHHbIX, HAXOAsLLEeAcs
No cMeLleHWto of fset Ha 3HayeHMe value Ans yKasaHHOro nHTepoelica.

Het

Hert

Hert

Radio

(config-if) rf e2p set«offset>walue

AprymeHT 3HayeHue OnuncaHwue

offset hex CmelleHmne auenkn namatn. MoxeTt
NMPUHMMaTL 3HaYeHa B Npegenax ot 1E0 Ao
1FE.

value hex HoBoe 3HaueHne AN 3anncn B S4enky
namMaTtu. MoxeTt NpUHYMaTL 3HaYeHUs B
npeaenax ot 0 go FFFF.

(config-if)> rf e2p set 1f6 0
Network::Interface: :Rtx::WifiMaster: EEPROM [0x01F6]:0000 set.

Bepcus

OnucaHune

2.04

JobasneHa komaHgaa interface rf e2p set.

HasHauntb ponb nHtepdeincy. OgHomy nHTepdericy MoXeT 6bITb Ha3HaYeHO
HecKo/Ibko posieil. KoMaHAa NCnob3yeTcs 415 NPaBUAbHOro oTobpaxeHuns
cBsizeii VLAN B Beb-uHTepodeiice.

KomaHaa ¢ npedpurkcom no yaanset posb. ECav BbINOAHUTL KOMaHZy 6e3
aprymeHTa, To BeCb CNNCOK posieil MHTepdeinca byaeT oUmLLEeH.

Ja

Het

Aa
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3.32.172 interface rrm

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpouiKKn

(config-if)>

role«roles[ for dfor ]

(config-if)> no role[ role]

AprymeHT 3HauyeHue OnuncaHwue
role inet VHTepdeinc ncnonblyetcs Ans NoAKIHOYEHNS
K NHTepHeTy.
iptv NHTepdelic ncnonbsyetcsa Ansa cnyxonl IPTV.
voip NHTepdelic ncnonbayetcsa ans cnyxoésl VoIP.
misc NHTepdelic ncnonbayetca ans IP Policy.
ifor UHTepgeic MonHoe nma nHTepderica Nam NCeBLOHUM.

(config-if)> role iptv for GigabitEthernetl
Network: :Interface::Base: "GigabitEthernetl": assigned role »
"iptv" for GigabitEthernetl.

(config-if)> no role iptv for GigabitEthernetl
Network::Interface: :Base: "GigabitEthernetl": deleted role "iptv".

(config-if)> no role
Network::Interface::Base: "GigabitEthernetl": deleted all roles.

Bepcus OnucaHue
2.06 JobaeneHa komaHga interface role.
2.10 JobasneH aprymeHT misc.

Bkntountb RRM gna nomcka cocefHUX Tovek AocTyna no ctaHgapty IEEE
802.11k c uenbto NpeAoCTaBNEHNS CNINCKA 3TUX TOYEK A0CTyNa aboOHEeHTCKOMY

YCTPOICTBY MO 3anpocy. 1o yMonyaHmio 3Ta onumsa oTKIoYeHa.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

CvHoncuc

AccessPoint

I (config-if)>  rrm

I (config-if)> no rrm

Duo (KN-2110) — CripaBOYHUK KOMaH,

271



naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> rrm

Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »

RRM enabled.

(config-if)> no rrm

Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »

RRM disabled.

Bepcus OnucaHve

2.13 JobaeneHa komaHaa interface rrm.

3.32.173 interface schedule

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

MpuceonTb nHTEpdelicy pacnucaHue. Nepes BbiNOJHEHEM KOMaHAbI,
pacnucaHmne AoKHO BbITb CO34aHO M HACTPOEHO MPY MOMOLLIM KOMaHAbI
schedule action.

KomaHga ¢ npedrnkcom no paspblBaeT CBA3b MeXAy pacnucaHnem u
nHTepdericom.

Ja

Aa

Het

(config-if)>  schedule <schedule»

(config-if)> no schedule

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnncanne |HasBaHMe pacnmncaHus, CO34aHHOro npu
nomMoLum rpynnsl kKoMmaHa schedule.

(config-if)> schedule WIFI
Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

Bepcusa OnucaHue

2.06 JobaeneHa komaHga interface schedule.

3.32.174 interface security-level

OnucaHune

YCcTaHOBUTb ypoBeHb 6e30MacHOCTU 415 JaHHOTo MHTepdelica. YpoBHU
6e30MacHOCTM onpeaenstoT 0rMKy paboTbl MeXCceTeBOro 3KpaHa:
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MNpedukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncumc

Mpumep

+ Pa3pelueHo ycTaHaBAVBaTb COeANHEHWS B HarnpaBieHnn
private - public.

* 3anpeLleHo yCTaHaBANBaTb COeAMHEHMSA, MPUXoasLLMe Ha MHTepdelic
public, T. e. B HanpaBneHun public - private n public - public.

+ CaMo yCTPOICTBO NPMHMMAET CceTeBble NOAKIOYEHMS (pa3peLuaeT
ynpas/ieHue) ToNbKO ¢ MHTepdeiicoB private.

+ lNepeaaya faHHbIX Mexay HTepdelicamu private MOXeT 6bITb pa3peLleHa
WK 3anpeLlieHa B 3aBUCUMOCTY OT YCTaHOBKM rnobanbHOro napameTpa
isolate-private.

+ protected nHTepdelicbl He MMerT AOCTyMNa K YCTPOMNCTBY U APYrM
private/protected noacetsiM, HO OHM UMEIOT JOCTYN K public
nHTepdericaM U MHTEpPHEeTY. YCTPOMCTBO obecrneymBaeT 3allnLLEHHbIM
CerMeHTam TOJIbKO A0ocTyn K cny>xx6am DHCP n DNS.

+ lMNepeaaya faHHbIX OT private nHTepodeiica Kk protected no ymonyaHuwo

3anpeLleHa. Ytobbl paspeLlnTb Takoe B3aMMoaelicTBme, Heo6XxoAnMo
BbINOJIHUTL KOMaHAy no isolate-private.

MpuMeyaHune: 10 yMONYaHUIO BCEM BHOBb CO3JaHHbIM MHTepdeincam
npucBavBaeTcs ypoBeHb 6e3onacHOCTU public.

Cnuckn goctyna access-list nmetoT 6onee BbiCOKUN
npuopuTeT, YeM YPoBHM 6e30MacHOCTY, MO3TOMY C
MOMOLLH HUX MOXKHO BBOAUTL AOMONAHUTENbHbIE NpaBuia
bunnbTpaumn nakeTos.

Het

Ja
Het

IP
I (config-if)> security-level (public | private | protected)

HecmoTps Ha TO, UTO He cyllecTByeT GyHKLMN NOAHOIO OTK/HUEHMS
MeXCeTeBOro 3KpaHa, MOXHO OTK/H0UaTb ero Ha OTAeNbHbIX HarnpaBaeHUsX.
Jonyctnm, TpebyeTca NONHOCTLIO pa3peLlnTb nepegady AaHHbIX MeXAay
«JloMallHeN» ceTbto Home 1 rnobanbHoM ceTbio PPPOED. s 3TOro o6oum
nHTepdericaM HYXXHO Ha3HauYUTb ypoBeHb 6be3onacHoCTU private n
oTKNUNTL dyHKUMIO isolate-private.

(config)> interface Home security-level private
Network: :Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOEO security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".
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(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

MpuMeuaHne:  MexceTeBOWN 3KpaH U TpaHCALMA agpecoB — GyHKLMN,
npesHasHavYeHHble 419 peLleHVa NPUHLMNVANBHO Pa3HbIX
3aaady. BkntoueHne NAT mexay nHtepdericamm Home n

PPPOEO B KOHGUrypaumm, MokasaHHOW BblILLIe, He 3aKpblBaeT
JOCTYyn B ceTb Home CO CTOPOHbI rnob6anbHoM ceTn. [laxe

Npwv BKAKOUYEHHOW TPaHCNALMY aapecoB KOMaHAoM ip nat
Home nakeTbl n3 PPPOEO 6yayT cBO6OAHO NPOXOANTL B CETb

Home.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa KomaHaa interface security-level.
2.06 JobasneH napameTp protected.

3.32.175 interface sim pin

OnucaHwue YctaHoBuTb PIN-kog ansa SIM-kapThl.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

CuHoncuc (config-ify>  sim pin ins

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
pin Ctpoka 4-8-3HauHbI PIN-koga.
Mpumep (config-if)> sim pin 1455

UsbQmi::Interface: "UsbQmil": PIN code set.

VICTOleﬂ Mn3MeHeHuA Bepcmﬂ onucaHvie

3.02 Job6aBneHa komaHgaa interface sim pin.

3.32.176 interface sim slot

OnucaHwue MNepexkntounts SIM-cniot gns QMI-mogema. o ymo4aHuo NCrosib3yeTcs
cnot 1.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

Usb

(config-if)>

simslot «slot

(config-if)> no sim slot

>

AprymeHT 3HauyeHue OnuncaHwue
slot 1 Ha3Hauntb 1 nnam 2 cnor.
2

(config-if)> sim slot 2

Mobile::Interface:

(config-if)> no sim slot

"UsbQmi®": SIM slot is set to "2".

Mobile::Interface: "UsbQmi@": SIM slot is reset to default.
Bepcus OnucaHue
3.08 JobaBneHa koMmaHa interface sim slot.

3.32.177 interface speed

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKu

HactpouTb ckopocTb Ethernet nHTepdeiica. Mo ymonyaHuio 3a4aHo 3HaueHme

auto.

KomaHgaa ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja
Ja

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica

CuvHoncuc

AprymeHTsl

Ethernet

(config-if)>

speed «speeds

(config-if)> no speed

AprymeHT 3HauyeHue OnuncaHwue
10 Knwyesoe CkopocTb coeanHeHWs B M6uT/C.
100 CJ1080
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AprymeHT 3HauyeHue OnuncaHwue

1000

auto Krouesoe ABTOMaTM4YecKas HaCTpPOliKa CKOPOCTMU.
CJ10B0

Mpumep

(config-if)> speed 1000
Network: :Interface::Ethernet: "GigabitEthernetl/0": speed set »

to 1000.

(config-if)> no speed
Network::Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).

UcTopusa nsmeHeHwnii

Bepcus

OnucaHune

2.06.B.1

[JlobaBneHa komaHga interface speed.

3.32.178 interface speed nonegotiate

OnucaHune

Mpejukc no

MeHsieT HaCTpPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

OTKNOYNTL aBTOMATUNYECKYH HAaCTpoiKy ckopocTu. Mo
YMONYaHM0,aBTOMaTUYeCcKkas HacTPOKa BKIKOYEHa

KomaHga ¢ npedurkcom no BKAKOYaeT aBTOMaTUYECKYO0 HaCTPOIKY.

Ja
Ja
Het

Ethernet

I(conﬂ94ﬂ> speed nonegotiate

I(conﬁg4ﬂ>nospeednonegotiate

(config-if)> speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation enabled..

Bepcus

OnucaHune

2.08

JobasneHa KkomaHaa interface speed nonegotiate.
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3.32.179 interface ssid

OnuncaHwmne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

YkazaTb nms 6ecnposogHoii cet (SSID) ana nHtepdeicoB WiFiStation m
AccessPoint. B 3aBUCMMOCTW OT TUNa UHTepdelica 3HaueHne SSID
06pabaTbiBaeTCA NO-pasHOMY.

* [insa AccessPoint SSID — HeobxoMMas HacTpolika, 6e3 KOTOPO OHa He
byseT NPUHUMAaTb MNOAKIOYEHNS.

* AnaWiFiStation SSID onpegenseT, K Kako TOUKe AOCTyna OHa byaeT
noAakntoyaTtbcs. bes 3agaHHoro SSID WiFiStation MoXeT nogKntoumnTbLCa
K 1060 AOCTYNHOM 6eCnNpOBOAHOM CETK MO CBOEMY YCMOTPEHWUIO.

KomaHga ¢ npedumkcom no yctaHaBAMBaeT nMs 6eCnpoBOAHON ceTn Mo
YMOTYaHMIO.

Ja

Aa

HeTt

WiFi

(config-if)>  ssid«ssid

(config-if)> no ssid

AprymeHT 3HauyeHue OnucaHue

ssid CTpoka Mms 6ecnpoBogHoii ceTtu (SSID).

(config-if)> ssid MYNETWORK
Network::Interface: :Wireless: "WifiMaster®/AccessPoint0": SSID »
saved.

(config-if)> no ssid
Network::Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
SSID reset.

Bepcusa OnucaHue

2.00 JobaBneHa komaHaa interface ssid.

3.32.180 interface switchport access

OnuncaHwne

YctaHoBUTb ngeHTndukatop VLAN Ha nopTy Ana paboTbl B pexurme goctyna.
PaspeLuaet nepegavy Kagpos ykasaHHoro VLAN B MopT v BKIKOYAET yaaneHue
mMapkepa VLAN 13 nepejaBaemMbIiX KagpoB.

KomaHza ¢ npedrKcom no yaansieT HacTpoiiky.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Ja
Ja
Het

Port

(config-if)>

switchport ac

cess vlan «vid»

(config-if)> no switchport access vlan

AprymeHT

3HavyeHue

OnucaHue

vid

Llenoe u4ucno

Naertnounkatop VLAN docmyna. MoxeT
NPUHUMaTbL 3Ha4YeHVs B Npejenax ot 1 4o

4094 BKNHOUNTENBHO.

(config-if)> switchport access vlan 1
Network::Interface: :Switch: "FastEthernet0/0": set access VLAN »

ID: 1.
Bepcus OnucaHve
2.06 Jlo6aBneHa komaHga interface switchport access.

3.32.181 interface switchport friend

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

HacTtpouTb ogHoHanpaBneHHbl VLAN ansa rpynnosoro Tpadduvka B
aononHeHwue K VLAN docmyna. NMopT MOXeT BbITb YacTbio ogHoro VLAN
docmyna. KoMaHAa BKIOYaeT nepeajpecaumio ncxogailero tpaduka ¢
apyroro VLAN docmyna (Ha3sbiBaemoro "friend"). MakeTol "friend" nepeaatotca

6e3 Tera.

KomaHga c npedrKcom no yaansieT HacTpowiKy.

Ja
Ja
HeT

Port

I (config-if)>  switchport friend vlan «vid>

I (config-if)> no switchport friend vlan
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AprymeHTbI AprymeHT |3HaueHme |OnucaHue

vid Uenoe uncno |VageHTudukatop "friend" VLAN. MoxeT
NPUVHUMAaTbL 3HaYeHWVs B Npegenax ot 1 Ao
4094 BKNHOUUNTESIBHO.

Mpumep (config-if)> switchport friend vlan 2
Network::Interface::Switch: "FastEthernet0/0": set friend VLAN »
ID: 2.

VICTOleﬂ V|3MEHeH|/||7| Bepc”ﬂ onucaHvie
2.06 JobasneHa komaHgaa interface switchport friend.

3.32.182 interface switchport mode

OnucaHue YCTaHOBUTL pexunM access unu trunk ans seiopaHHoro VLAN. Mo ymonyaHuto
YyCTaHOB/IEH PEXNM access.

KomaHga ¢ npednkcom no ycTaHaB/AIMBAET 3HAaUEHME MO YMOAYAHWNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Port

CuHoncuc (config-if)>  switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

mode access BkarounTs pexxum goctyna VLAN, To ecTb
TaKoW pexxumM, Koraa vyepes nopT nepeaaroTcs
TOJIbKO HeMapKVpoBaHHbIe Kazpbl. Ha
BXOJdALLMe Kagpbl cTaBuTca mapkep PVID,
YCTaHOB/EHHbIN KoMaHgon switchport
access. [1opT aB/S€TCA BbIXOAHBIM TO/ILKO
ansa VLAN c naeHtndukatopom PVID. Mpwn
nepegave Kagpos B nopT, Mmapkep VLAN c H1UX
CHUMaeTCH.

trunk BKIOUNTL pexunM MybTUMNIEKCUPOBaHNSA
VLAN, Kkorga yepes nopT nepesaroTcs Kajpsbl,
npuHagnexatume Heckonbkmum VLAN. Mpu
3TOM KaXAblli Kagp NnoMeyeH Mapkepom.
Cnuncok ngeHtndumkatTopos cetel VLAN, B
KOTOpble BXOAUT NOPT, yCTaHaBAVBaeTCs
KomaHgow switchport trunk.
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Mpumep

UcTopus nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

g-in-q Knwyesoe BKNHOUMTL ABOMHOE TEFMpPOBaHME.
C/10B0

(config-if)> switchport mode access
Network::Interface::Switch: "FastEthernet0/1": access mode »
enabled.

Bepcus OnucaHve

2.06 JobasneHa KomaHaa interface switchport mode.

3.32.183 interface switchport trunk

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

Jo6aButb nopt BO VLAN. Paspelunts npuem 1 nepeaavy KajpoB yKa3aHHOro
VLAN B nopT, npmnyem mapkep VLAN 13 nepegaBaembix KagpoB He yaanaeTcs.
B pexxume trunk gonyckaetcs gobaBneHune nopTa B Heckosibko VLAN.

KomaHga ¢ npedurkcom no yaanset nopT n3 ykaszaHHoro VLAN. Ecnun
NCNosib30BaTb KOMaHAy 6e3 aprymMeHToB, NopT 6yAeT yaaneH ns scex VLAN.

Ja

Ja

Aa

Port

(config-if)>  switchport trunk vian «wid

(config-if)> no switchport trunk vlan [ vid]

AprymeHT 3HauyeHue OnuncaHwue

vid Uenoe uncno |VgeHTudukatop VLAN. MoxeT npuHUMaTb
3HayeHWda B npegenax ot 1 Ao 4094
BK/IOUNTE/ILHO.

(config-if)> switchport trunk vlian 100
Network: :Interface: :Switch: "FastEthernet0/1": set trunk VLAN »
ID: 100.

Bepcus OnucaHve

2.06 Jo6aBneHa komaHga interface switchport trunk.
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3.32.184 interface traffic-counter action disconnect

OnucaHune MpepBaThb CBA3b C NPOBaiAePOM NPU JOCTUXKEHUM NNMUTA TpaduUKa.
Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

Cunoncnc (config-if)>  traffic-counter action «trigger> disconnect

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
trigger limit Tpurrep okato4YeHUs N0 ANMUTY Tpaduka.
NMpumep (config-if)> traffic-counter action limit disconnect

UsbQmi::TrafficCounter: "UsbQmi®@": set disconnect action for »
trigger "limit".

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.06 JobaeneHa komaHga interface traffic-counter action
disconnect.

3.32.185 interface traffic-counter action sms-alert message

OnucaHwue YKasaTb TeKcT SMS-onoBeLueHus.
MNpedukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOgA, Het

Tun nHTepdeiica Usb
CuHoncuc (config-if)>  traffic-counter action «trigger> sms-alert message
message’
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
trigger threshold Tpurrep SMS-onoseLyeHna — Noporosoe
3Ha4yeHwe.
limit Tpwurrep SMS-onoseLyeHNa — AUMUT
Tpaduka.
message CTpoka TekcT SMS-onoBeLyeHUA.
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Mpumep

WcTopusa nsmeHeHum

(config-if)> traffic-counter action threshold sms-alert message »
TEXT

UsbQmi::TrafficCounter: "UsbQmi@": set message for trigger »
"threshold".

Bepcus OnucaHue

3.06 JobaBneHa komaHaa interface traffic-counter action
sms-alert message.

3.32.186 interface traffic-counter action sms-alert phone

OnucaHue

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHui

Yka3zaTb Homepa TenepoHOB A1a SVS-onoseLleHNS.

Hert

Ja

Ja

Usb

(config-if)> traffic-counteraction«trigger> sms-alert phone phone;

AprymeHT 3HauyeHue OnucaHue

trigger threshold Tpwurrep SMS-onoseLleHVa — Noporosoe
3HaueHue.

limit Tpurrep SMS-onoseLleHUs — ANMUT

Tpaduka.

phone CTpoka Homep TenedoHa ana SMS-onoseLLeHUs.
Mo>HO BBeCTU 40 Tpex TenedOoHHbIX
HOMepoOoB.

(config-if)> traffic-counter action threshold sms-alert phone »
+71112223344

UsbQmi::TrafficCounter: "UsbQmi®": add phone number »
"+71112223344" for action "threshold".

Bepcus OnucaHve

3.06 JlobaBneHa komaHa interface traffic-counter action
sms-alert phone.

3.32.187 interface traffic-counter enable

OnucaHwne

BkNHOUNTb CHETUMK MOBW/IBHOTO Tpad)VIKa. Mo YMOIYaHNIO ONnunsA OTK/IKOYEeHa.

KoMaHAa ¢ NpeprkcoM No OTK/HOYAET CHETUMIK.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Usb

CuHoncnc I (config-if)>  traffic-counter enable

I (config-if)> no traffic-counter enable

NMpumep (config-if)> traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi@": enabled.

(config-if)> no traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi®": disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.06 Job6aeneHa komaHaa interface traffic-counter enable.

3.32.188 interface traffic-counter limit

OnucaHwue YCTaHOBUTb IMMUT cyeTymKka Tpadurka B Merabaritax, rmrabantax nam
TepabawTax.

KomaHga c npedurkcom no copacbiBaeT HaCTPOWKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica Usb

Cunoncuc (config-if)>  traffic-counter limit «values wnit>

(config-if)> no traffic-counter limit

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
value Lenoe 4ncno |3HauyeHve nuMuTa Tpaduka.
unit CTpoka EAVHMLbLI U3SMepeHna: MB, GB, TB, MiB, GiB,
TiB.
NMpumep (config-if)> traffic-counter limit 4 TB

UsbQmi::TrafficCounter: "UsbQmiO": set limit to 4 TB.
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(config-if)> no traffic-counter limit
UsbQmi::TrafficCounter: "UsbQmi@": reset limit.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.06 JobaBneHa komaHaa interface traffic-counter limit.

3.32.189 interface traffic-counter monthly

OonuncaHmne 3afaTthb JeHb MecsLua AN nepesanycka cyeTumka Tpaduka.
KomaHgaa ¢ npedurkcom no copacbiBaeT HAaCTPOKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Usb

CuHoncuc (config-if)>  traffic-counter monthly «day-of-month>

(config-if)> no traffic-counter monthly

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

day-of-month|lYenoe unucro |[eHb Mecsaua c 1 go 31 aAna nepesanycka
cyeTymka Tpaduka.

Mpumep (config-if)> traffic-counter monthly 31
UsbQmi::TrafficCounter: "UsbQmi@": set day of month to "31".

(config-if)> no traffic-counter monthly
UsbQmi::TrafficCounter: "UsbQmi®": reset day of month.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

3.06 [JlobaBneHa komaHga interface traffic-counter monthly.

3.32.190 interface traffic-counter set

OnucaHwue 3ajaTb Tekyllee 3HayYeHue cHeTumka Tpaduka.
Mpedukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het
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Tun nutepdeiica Usb

CuHoncnc (config-if)>  traffic-counter set «values wwnit>

AprymeHTbl AprymeHT |3HaueHme |OnucaHue
value Uenoe uyucno |YncnoBoe 3HaYeHMe cyeTumMKa (Lenoe nam c
M/iaBatoLLEN TOUKOMN).
unit Ctpoka EanHuubl nsmepeHunsa: MB, GB, TB, MiB, GiB,
TiB.
Mpumep (config-if)> traffic-counter set 1.54 GB

UsbQmi::TrafficCounter: "UsbQmi®": set value to 1.54 GB.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

3.06 JlobaBneHa komaHaa interface traffic-counter set.

3.32.191 interface traffic-counter threshold

OnucaHue YCTaHOBUTbL MOPOr OMOBeLLeHNs cyeTymka Tpaduka.
KomaHgza ¢ npedpurkcom no cbpackiBaeT HAaCTPOIKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica Usb

CuHoncuc (config-if)>  traffic-counter threshold «thresholds

(config-if)> no traffic-counter threshold

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue

threshold Uesoe uucso |[loporosoe 3HayeHMe B NPoLeHTax oT
nmMmnTa. MoxeT NpUHMMaTb 3HayYeHus B
npegenax ot 1 Ao 99 npoLeHTOB.

Mpumep (config-if)> traffic-counter threshold 99
UsbQmi::TrafficCounter: "UsbQmi@": set treshold to 99 percent »
of the limit.

(config-if)> no traffic-counter threshold
UsbQmi::TrafficCounter: "UsbQmi@": reset threshold.
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UcTopuns nameHeHuii

Bepcus OnucaHve
3.06 JlobaBneHa komaHaa interface traffic-counter
threshold.

3.32.192 interface traffic-shape

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YcTaHOBUTbL npeaen ckopoctmn nepeiayn JaHHbIX 419 yKa3aHHOro |/|HTep¢e|7|ca
B 0b6e CTOPOHHbI. Mo YMOJTYaHWKO CKOPOCTb HE OrpaHmM4yeHa.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
Ja
Aa

Het

(config-if)>  traffic-shape raterate> [ asymmetric wpstream-rate;]
[ schedule <schedules ]

(config-if)> no traffic-shape

AprymeHT 3HauyeHue OnucaHwue

rate Lenoe uyncno |3HaueHue CKOPOCTM NMepeaavn gaHHbIX
B K6uT/C. OrpaHnyeHvie OMKHO ObITh B
AnanasoHe oT 64 Kéut/c go 1 rémt/c.

upstream-rate |Uenoe uwucno |CKOPOCTb OTAAUM AaHHbLIX B K6UT/C.
OrpaHunyeHe AOXKHO 6bITh B
AnanasoHe oT 64 K6ut/c go 1 rémt/c.

schedule Pacnuncanmne Ha3BaHwWe pacnuncaHus, co3gaHHOro npu
nomMoLuy rpynnel KomaHa schedule.

(config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

(config-if)> traffic-shape rate 80 asymmetric 64
TrafficControl::Manager: "WifiMasterl/WifiStation@" interface »
rate limited to 80/64 kbit/s.

(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for »
"WifiMasterl/WifiStation@" interface.

Bepcus OnucaHve
2.05 [Jlo6aBneHa komaHga interface traffic-shape.
3.04 JlobaBneH aprymeHT upstream-rate.

286

CnpaBoyHuK koMaHa — Duo (KN-2110)




naBa 3 OnncaHme KOMaHA,

3.32.193 interface tty send

OTtnpaBuTb AT-komaHay Ha UsbLte, UsbQmi mogemsl.

OnucaHue

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

Het

Ja

Hert

Usb

(config-if)>  tty send <command [ <expects> ][ «timeout:]

AprymeHT 3HauyeHue OnucaHwue

command CTpoka AT-komMaHaa.

expect CTpoka Oxunpaaemblii oTBeT. 10 ymMon4aHUIo
ncnone3yetca 0K | ERROR.

timeout UYenoe uucro |Bpemsa oxxvgaHuUsa oTBeTa B CEKyHAAX.
3HayeHwue rno ymonyaHuio 3.

(config-if)> tty send ATI
".Built@Aug 23 2019:16:28:33"

0K

Mobile::Interface:

"UsbLte0": got expected response.

(config-if)> tty send ATI OK|ERROR 2
".Built@Aug 23 2019:16:28:33"

0K

Mobile::Interface:

"UsbLte0": got expected response.

(config-if)> tty send ATI OKEY 2
".Built@Aug 23 2019:16:28:33"

0K

Mobile::Interface error[73140786]:

for expected response.

"UsbLte0": timeout waiting »

Bepcus

OnucaHune

3.09

JobasneHa komaHaa interface tty send.

3.32.194 interface tunnel destination

OnuncaHune

3aAaTb yAaNneHHbI KoHew, TyHHensi. Ecm oH cnonb3yeTcs COBMECTHO C

aBTOMaTn4yecknm IPsec-coeMHEHVEM, CBA3AHHbLIM C TYHHeNeM, nHTepderic
CTaHOBUTCA NMHULIMATOPOM [Psec-coeAVHEHNA.

Duo (KN-2110) — CripaBOYHUK KOMaH,

287



naBa 3 OnncaHme KoMaHp,

KomaHga c npedrkcom no oTMeHsAeT HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Tunnel

Cunoncuc (config-if)>  tunnel destination «destinatiom

(config-if)> no tunnel destination

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
destination |CTpoka IP-agpec nnn gomeHHoe nmsa yaaneHHoro
xocTa.
Mpumep (config-if)> tunnel destination ya.ru

Network: :Interface::Tunnel: "Gre@": destination set to ya.ru.

(config-if)> no tunnel destination
Network::Interface::Tunnel: "Gre0@": destination was reset.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.08 JobaBneHa komaHaa interface tunnel destination.

3.32.195 interface tunnel eoip id

OnucaHue 3agaTb ngeHtnoukartop EolP-tyHHens.
KomaHga ¢ npednkKcom no oTMeHsAET HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Eoip

CuHoncuc (config-if)>  tunnel eoip id id»

(config-if)> no tunnel eoip id

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

id Uenoe uucno |NpeHTndumkatop TyHHens.
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Mpumep

UcTopuns nameHeHuii

(config-if)> tunnel eoip id 50
Network::Interface::Tunnel: "Gre0": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network: :Interface::Tunnel: "Gre0": eoip id was reset.

Bepcus OnucaHve

2.08 Jo6aBneHa komaHga interface tunnel eoip id.

3.32.196 interface tunnel gre keepalive

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

Brntountb noagepiky Cisco-like keepalive ans TyHHeneli GRE. Mo ymonyaHuto
interval paBHoO 5, count paBHoO 3.

KomaHga ¢ npedprKcoM no yaansiet HacTPOnKY.
Ja

[Ja

Het

Tunnel

(config-if)>  tunnel gre keepalive <intervals> [count]

(config-if)> no tunnel gre keepalive

AprymeHT 3HauyeHue OnucaHwue

interval Uenoe umucno |NHTepBan oTnpaBku naketos keepalive B
cekyHzaax. MoxeT NnpvHMMaTb 3HayYeHns B
npegenax ot 0 go 60. Echm npnceonTb
3Ha4veHue 0, TO BK/IHOYAETCHA TOJIbKO OTBeT Ha
keepalive n poytep He byaeT pearvpoBaTtb Ha
M3MeHeHMe COCTOAHNA TYHHens.

count UYesoe uucso |Konmyectso MomMbITOK OTMAPaBKN NakeToB
keepalive. MoxeT NpvHMMaTb 3Ha4YeHUs B
npegenax ot 1 Ao 20.

(config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network: :Interface::Gre: "Gre0": enable only GRE keepalive »
replies.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.10 Jlo6aeneHa komaHga interface tunnel gre keepalive.

3.32.197 interface tunnel source

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

3afaTtb IoKanbHbIA KOHeL, TYHHens. Ecn oH Mcnonb3yeTcs COBMECTHO €
aBTOMaTUYeCcKUM [Psec-coefrHeHVIEM, CBA3AHHbIM C TYHHENEeM, TO BK/IH0YaeTcs
pexum nprema coegnHeHuni IPsec IKE Ha ycTaHOBNEeHVe 3aLWyLEHHOrO
TYHHens.

Het

Ja

Het

Tunnel

(config-if)>  tunnel source (auto | <interface | <address>)

AprymeHT 3HauyeHue OnucaHwue

auto KniwyeBoe cnoBo |YCTaHOBUTbL TekyLLMiA paboTatowuin
WAN-nHTepdeiic.

interface NHTepgeiic MonHoe nmsa nHTepdeinca nan
NceBAOHUM.

address IP-agpec NokanbHbI IP-agpec TyHHens.

(config-if)> tunnel source auto
Network: :Interface::Tunnel: "Gre0": set source interface to auto.

Bepcus OnucaHve

2.08 JobaeneHa komaHaa interface tunnel source.
2.09 JobasneH aprymeHT auto.

3.08 YaaneH npedurkc no KaK yctapeBLUUA.

3.32.198 interface tx-burst

OnuncaHwne

Mpedukc no

MeHsieT HacCTpoViKKn

BkntounTb arperaumio naketoB Ha ypoBHe Wi-Fi gpaiisepa (Tx Burst). Mo
YMONYaHMIO NapaMeTp OTK/IHYeH.

KomaHga ¢ npedprKcoM no OTK/H0UaEeT HaCTPOWKY.
Ja
Ja
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (config-if)>  tx-burst

I (config-if)> no tx-burst
Mpumep (config-if)> tx-burst

Network::Interface: :Rtx::WifiMaster: Tx Burst enabled.
MCTOPMH V|3MEHEHV||7| Bepcmﬂ onvicaHue

2.07 JobaBneHa komaHaa interface tx-burst.

3.32.199 interface tx-queue length

OnucaHune YCTaHOBUTb pa3mep oyepeamn NCXOAALLMX NakeToB Ha MHTepdeiice. Mo
YyMOJIYaHWIO YCTaHOB/IEHO 3HaveHKe 1000.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HAUEHME MO YMOAYAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config-if)>  tx-queue length <lengths
(config-if)> no tx-queue length
AprymeHTbI AprymeHT |3HaueHme |OnucaHune
length Yenoe uyucno |[AnnHaouvepesm MOXET MPUHNMAaTL 3HaYeHNA
B npegenax oT 0 Ao 65536.
Mpumep (config-if)> tx-queue length 255
Network::Interface::Base: "L2TPO": TX queue length is 255.
(config-if)> no tx-queue length
Network: :Interface::Base: "L2TPO": TX queue length reset to »
default.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue
3.06 [Jlo6aBneHa koMmaHga interface tx-queue length.
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3.32.200 interface tx-queue scheduler cake

OnucaHue YCTaHOBUTb NNaHNPOBLLMK nakeToB CAKE ana nHtepdeiica. Mo ymonyaHuto
3HaueHune cake ncnonbyetca ana DSL uHTepdelicoB n USB-moaemos,

fq_codel — anqa Bcex ocTanbHbIX.

KomaHga ¢ npedrnkcom no HaszHavaeT NAaHNPOBLLMK MO YMOAYAHNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  tx-queue scheduler cake

I (config-if)> no tx-queue scheduler cake

Mpumep (config-if)> tx-queue scheduler cake
Network: :Interface::Base: "L2TPO": set TX queue scheduler to »
"cake".

(config-if)> no tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

VICTOleH V|3Me|'|e|'||/||7| Bepcwﬂ OonvcaHuvie

3.06 JobaBneHa komaHga interface tx-queue scheduler cake.

3.32.201 interface tx-queue scheduler fq_codel

OnucaHue YCTaHOBUTbL NAaHUPOBLUMK NakeToB FQ_CODEL ana nHtepdeiica. Mo
YMONYaHU0 3HaveHne cake ncnonbsyetca ana DSL nHTepdelicoB v

USB-mozemoB, fq_codel — Ans BCcex OCTasIbHbIX.

KomaHga ¢ npedprKcomM no Ha3HavaeT NAaHNPOBLUYK MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-if)>  tx-queue scheduler fq_codel
I (config-if)> no tx-queue scheduler fq_codel

NMpumep (config-if)> tx-queue scheduler fq_codel
Network: :Interface::Base: "L2TPO": set TX queue scheduler to »
"fq_codel".
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(config-if)> no tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
3.06 JobasneHa komaHaa interface tx-queue scheduler
fq_codel.

3.32.202 interface up

OnucaHwne BkntounTb ceTeBol MHTepdeiC 1 3anncaTb B HACTPOMKKN COCTOSIHME «Up».

KomaHgaa ¢ npedrKcoM no oTKIKOHaeT ceTeBON MHTepdenc n yaanseT «up»
13 HacTpoek. Takxe MOXeT bbITb NCNONb30BaHa koMaHga interface down.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncmc I (config-if)>  up

I (config-if)> no up
MNpumep (config-if)> up

Interface enabled.
WcTopuns nsmeHeHunit |Bepcus onucaHmne

2.00 JobasneHa KomaHaa interface up.

3.32.203 interface usb acq

OnucaHwue 3adukcnpoBaTb pexm 3G\LTE gna USB-mogemoB Huawei.
KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CuHoncurc I (config-ify>  usb acq @cq

I (config-if)> no usb acq
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
acq gsm CeTtb 2G.
umts Cetb 3G.
lte Cetb 4G.
Mpumep (config-if)> usb acq lte

Network: :Interface::Usb: "UsbLte0": ACQ saved.

(config-if)> no usb acq
Network::Interface::Usb: "UsbLte0": ACQ cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.09 JobasneHa komaHgaa interface usb acq.

3.32.204 interface usb apn

OnucaHwune Ha3HauunTb nmsa Touku goctyna (APN) ans USB-mogema B NDIS pexume.
MogzeMm nepesarpy>aeTcs nocsie npuMeHeHNa KOMaHAbI.

KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Usb

CuHoncuc (config-ify>  usb apn @apn>

(config-if)> no usb apn

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
apn CTpoka HassaHwne Toukn goctyna.
Mpumep (config-if)> usb apn example.net

Network: :Interface: :Usb: "UsbModem0": APN saved.

(config-if)> no usb apn
Network: :Interface: :Usb: "UsbModem0": APN cleared.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 Jlo6baBneHa komaHga interface usb apn.
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3.32.205 interface usb device-id

OnuncaHwmne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

Jo6aBuTb nHPopmaumio o Mogenu 1 npomssoautene USB-mogema B
nHTepderic. 3To He06X0AMMO AN NPUBA3KN MOAeMa K MHTepdeincy.

Ecnun ectb nHTepdeinic UsbModem[N] c coBnagatowmm DevicelD, To npu
NOAK/IIOYEHMN MOZleMa NPou30iieT aBToMaTyeckas NpmBaA3Ka ero K
nHTepdeiicy. Ecnm Takoro nHTepdeiica HeT, OH byaeT co34aH aBTOMaTUYeCKN
¢ DevicelD noakntoyeHHOro mogema.

KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.
Ja

Aa

Het

Usb

(config-if)>  usb device-id «vendors amodels

(config-if)> no usb device-id

AprymeHT 3HauyeHue OnucaHue

vendor Ctpoka MNHdopmaums o nponssogmTene.

model CTpoka WNHpopmaumsa o mogenn mogema.

(config-if)> usb device-id 12d1 1001
Device ID saved.

Bepcus OnucaHue

2.00 Job6aBneHa komaHaa interface usb device-id.

3.32.206 interface usb power-cycle

OnuncaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

OTKNOUNTb NNTaHMe Ha usb-Mogeme Ha 3aaHHbIN MPOMEXYTOK BPeMeHN.
STa GYHKLMA UCMoNb3yeTca AN annapaTHoro copoca usb-mozema B cnyyae
3aBMCaHUA.

Het
HeT
Het

Usb
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Cunoncuc (config-if)>  usb power-cycle pause>
AprymeHTbI AprymeHT |3HaueHue |OnucaHue
pause Lenoe MpoMeXxyToK BpemMeHU oTkItoYeHns usb-mogema
YUcso B MUAANCEKYHAAX.
NMpumep (config-if)> usb power-cycle 3000
Network: :Interface::Usb: "UsbLte0": started 3000 ms. power cycle.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.03 JobasneHa komaHga interface usb power-cycle.

3.32.207 interface usb power-fail

OnucaHue YKasaTtb fanbHelwe AeNcTBUSA B Cyyae, ecin BbikatoveHve USB-moaema
He MOMOrJ0.
MNpejukc no Het

MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Usb

CuHoncuc (config-if)>  usb power-fail <intervals ( retry pauses | reboot)

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

interval lenoe umucno |Bpems oxuaHns obHapyXeHUsa MogeMa
nocne c6poca ero No NUTaHUIO, B CEKyHAAX.
Mo>keT NnpuHMMaTb 3HaYeHns B Npejenax oT
0 A0 60 BKNHOUYUTENIBHO.

pause Lenoe 4ucno |lpomexyTok BpeMeHU OTK/IIoUeHNs
USB-mogema B cekyHAax. MoxXeT npuH1mMaTh
3HaueHWAa B npegenax ot 0 Ao 60

BK/IFOUMTE/IbHO.
reboot Knoyesoe Mepe3sarpyska Bcel CUCTEMBbI.
C/10B0
Mpumep (config-if)> usb power-fail 60 reboot
Network::Interface::Usb: "YotaOnel": enabled power fail action: »

reboot.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 Jlo6aBneHa koMaHga interface usb power-fail.

3.32.208 interface usb wwan-force-connected

OnucaHwue OTKNtounTL onpoc nnMHka CDC-mogema rno HTTP. Mo ymonyaHuio gaHHas
bYHKUMA BbIK/TIOYEHa.

KomaHga ¢ npedpurkcom no oTkaoHaeT GyHKLMIO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Usb

CuHoncunc I (config-if)>  usb wwan-force-connected

I (config-if)> no usb wwan-force-connected

Mpumep (config-if)> usb wwan-force-connected
Network: :Interface::Usb: "UsbLte0": force WWAN link status.

(config-if)> no usb wwan-force-connected
Network: :Interface::Usb: "UsbLteO": unforce WWAN link status.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.12 Job6aBneHa koMmaHza interface wwan-force-connected.

3.32.209 interface vdsl snr-margin

OnucaHwue HacTtpouTtb cooTHoLleHne curHan/wym ana VDSL-nnHuun. Mo ymonyaHumio
1ncnonb3yeTca 3HayeHue 8.

KomaHaa c npedurkcom no copackiBaeT napameTp B 3HaUeHWe Mo YMOAYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Dsl

CuHoncuc I (config-ify>  vdsl snr-margin margins

I (config-if)> no vdsl snr-margin
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AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

margin Lenoe uncno |Yucno, nsmepsietcs B geunbenax u
oTObpaXkaeT COOTHOLLUEHWEe CUTHaN/LLYyM.
MoxeT NpUHMMaTb 3HaYeHUs B riana3oHe
oT 4 o 30 ab.

Mpumep

(config-if)> vdsl snr-margin 30
Network::Interface::Tc3262::Dsl: VDSL SNR margin is set to 30 dB.

(config-if)> no vdsl snr-margin
Network: :Interface::Tc3262::Dsl: VDSL SNR margin reset to default.

WcTopus nsmeHeHwnii

Bepcus OnucaHve

3.03 Job6aeneHa komaHaa interface vdsl snr-margin.

3.32.210 interface vga-clamp

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

BktounTb HacTporiky TexHonorum VGA. Mo yMondaHuo perynmpoBka
OTKJ/ItOYEHa.

KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.
Ja

Aa

Het

WiFiMaster

(config-if)>  vga-clamp «vga-clamp>

(config-if)> no vga-clamp

AprymeHT 3HauyeHue OnucaHwue

vga-clamp lenoe 4ucno |3HayeHune KOPPEKTUPOBKU. MoxeT
NPUVHKMAaTbL 3Ha4YeHns B npegenax ot 1 40 8

BKTHOYNTENTBbHO.

(config-if)> vga-clamp 1
Network::Interface::Rtx::WifiMaster: "WifiMaster@": VGA clamp »
set to 1.

(config-if)> no vga-clamp
Network::Interface::Rtx::WifiMaster: "WifiMaster@": VGA clamp »
disabled.
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UcTopuns nameHeHuii

(config-if)> vga-clamp 2
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": VGA clamp »
set to 2.

(config-if)> no vga-clamp
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": VGA clamp »
disabled.

Bepcus OnucaHve

2.09 Jlo6aBneHa koMmaHga interface vga-clamp.

3.32.211 interface web-api address

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Yka3aTb IP-agpec ansa gocTyna K Be6-vHTepdelicy Mogema, MOAKIOYEHHOMO
K MapLupyT13aTopy.

KomaHga c npedurkcom no yganset agpec.
Ja

Aa

Het

Usb

(config-if)> web-api address address>

(config-if)> no web-api address

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec Aapec Beb-nHTepdeiica.

(config-if)> web-api address 192.168.8.1
Mobile::Interface: "CdcEthernet0": WEB address is set.

(config-if)> no web-api address
Mobile::Interface: "CdcEthernet0": WEB address cleared.

Bepcus OnucaHue

3.08 JobasneHa komaHaa interface web-api address.

3.32.212 interface web-api login

OnuncaHwne

YkasaTb MS N0fIb30BaTens Ans A0CTyna K Beb-nHTepdeiicy mogema,
NOAK/IIOYEHHOI0 K MapLLpyTM3aTopy.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomaHaa ¢ npedunkcom no yganseT nMs nonb3oBaTens.

Ja
Aa
HeTt

Usb

(config-if)>

(config-if)> no web-api login

web-api login <login

AprymeHT 3HauyeHue

OnvicaHune

login

CTpoka

VM5 nonb3oBatens 4na ayreHTudumnkaumn.
MakcrmManbHasa AnvHa UMeHW Nnoib3oBaTens
— 64 cnmBoNa.

(config-if)> web-api login myadmin
Interface: "CdcEthernet0": WEB login is set.

Mobile::

(config-if)> no web-api login

Mobile::Interface: "CdcEthernet@": WEB login cleared.
Bepcus OnucaHue
3.08 JobasneHa komaHgaa interface web-api login.

3.32.213 interface web-api password

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

YkasaTb Naponb Ansa AOCTyna K Beb-uHTepdelicy MogemMa, MOAK/IHUYEHHOro
K MapLupyTusaTopy.

KomaHza c npedurKcom no yaansiet naponb.

Ja
Ja
Het

Usb

I (config-if)>  web-api password password

I (config-if)> no web-api password
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
password Ctpoka Maponb Ans ayTeHTUGUKaLnn.
MakcrmansHas AnMHa naponsd — 64 CMBoOa.

MNpumep (config-if)> web-api password 12345678910
Mobile::Interface: "CdcEthernet0@": WEB password is set.

(config-if)> no web-api password
Mobile::Interface: "CdcEthernet@": WEB password cleared.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.08 Jlo6aBneHa komaHga interface web-api password.

3.32.214 interface wireguard listen-port

OnucaHwue HasHaunTb Homep nopTa UDP, Ha KOTOPbLIV NPUHMMAKOTCA BXoAsLlme
noAKtoYeHus. Mo ymonyaHuo Homep nopTa He ornpejeneH.

KomaHga c npedurkcom no cbpacbiBaeT 3HaveHme nopra.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Wireguard

CnHoncuc (config-if)>  wireguard listen-port port>

(config-if)> no wireguard listen-port

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
port UYesnoe uucso |Homep nopta. MoXeT NpnHUMAaTL 3HaYeHUS
B npegenax oT 1 Ao 65535 BkaoUUTENBHO.

Mpumep (config-if)> wireguard listen-port 11633
Wireguard::Interface: "Wireguard4": set listen port to "11633".

(config-if)> no wireguard listen-port
Wireguard::Interface: "Wireguard4": reset listen port.

VICTOleH V|3Me|'|e|'||/||7| Bepcwﬂ OonvcaHuvie

3.03 JobasneHa komaHaa interface wireguard listen-port.
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3.32.215 interface wireguard peer

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

Bxo>kaeHue B rpynny

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

J06aBuTb NyBANYHbIA KOY YAaneHHOro NMpa, YTobbl HACTPOUTL HesonacHoe
coenHeHVe nocpeacTBOM npoTtokona WireGuard.

KomaHga c npedunkcom no yganseT yKasaHHbIA Koy,
Ja

Ja

Aa

Wireguard

(config-wg-peer)

(config-if)>  wireguard peer «key>

(config-if)> no wireguard peer <key>

AprymeHT 3HauyeHue OnucaHwue

key CTpoka 3HaueHue kirYa. Jjonyckaerca
NCMONb30BaHMe NaTUHCKNX BYKB, Lndp 1
3HaKOB paBeHCTBa. J/InHa k/toya cocTaBnsieT
44 cnvBona (NpeactaBnieHne CTPOKN B
32-6aiiTHOM KoaMpoOBKe base64).

(config-if)> wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmmOg=
(config-wg-peer)>

(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI jjPmmOg=
Wireguard::Interface: "Wireguard4": removed peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmmg0o="".

Bepcusa OnucaHue

3.03 Job6asneHa komaHaa interface wireguard peer.

3.32.215.1 interface wireguard peer allow-ips

OnuncaHwne

JobaBuTb noaceTb IP-agpecoBs, Ha KOTOpbIe pa3peLleHa nepejaya NakeTos
BHYTPU TYHHens.

MNprMeyaHue:  YTobbI pa3pelLnTb Nepedady Ha fobble agpeca,
HeobxoAnmMo A06aBUTb NoAceTb 0.0.0.0/0.

KomaHga ¢ npedurkcomM no yaanseTt nogcetb. ECM BbINOAHNTE KOMaHAy 6e3
aprymMeHTa, To BeCb C1COK NoAceTeln byaeT oumLLeH.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica Wireguard

CnHoncuc (config-wg-peer)>  allow-ips address» mask>

(config-wg-peer)> no allow-ips [ <address> mask> ]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

address IP-agpec BmecTe ¢ mackoin mask 3agaeT noacetb
IP-agpecos, nognexawmx TpaHCNALUNN.

mask IP-Macka Macka noacetu. EcTb ABa cnocoba BBOAA
Macku: B KAHOHWUYEeCKOM BUAe
(Hanpuvmep,255.255.255.0) 1 B BuAe

61TOBOM ANNHLI Npedukca (Hanpumep, /24).

Npumep (config-wg-peer)> allow-ips 0.0.0.0/0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

(config-wg-peer)> no allow-ips
Wireguard::Interface: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

WcTopuns nsmeHeHwnit |Bepcusa onucaHue
3.03 JobasneHa komaHgaa interface wireguard peer
allow-ips.

3.32.215.2 interface wireguard peer endpoint

OonucaHue YKasaTb agpec yianeHHoro n1pa, c KoTopbiM byAeT yCTaHOBIEHO COeMHeHVe
WireGuard.

KomaHga ¢ npedprKcom no yaansieT KOHeYHYH TOYKY TYHHens.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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Tun nutepdeiica Wireguard

CuHoncnc (config-wg-peer)>  endpoint «address: [:xports]

(config-wg-peer)> no endpoint

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
address IP-agpec IP-agpec nnn fomeHHoe Nma yaaneHHoro
xocTa.
port UYenoe 4uucro |Homep nopta UDP.
Mpumep (config-wg-peer)> endpoint 10.0.1.10:11635

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=" endpoint to »
"10.0.1.10:11635".

(config-wg-peer)> no endpoint
Wireguard::Interface: "Wireguard4": reset endpoint for peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
3.03 Job6asneHa komaHgaa interface wireguard peer
endpoint.

3.32.215.3 interface wireguard peer keepalive-interval

OnucaHune YcTaHOBUTb MHTEpBan OoTnpaBku NakeTos keepalive 4N MOHUTOPUHIa
coeanHeHus WireGuard. Tlo yMoN4aHMIO HTEpBas He 3a4aH.

KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Wireguard

CuHoncuc (config-wg-peer)>  keepalive-interval«intervals

(config-wg-peer)> no keepalive-interval

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interval lenoe umucno |NHTepBan otnpaBku nakeToB keepalive B
cekyHAax. MoxeT NpMHUMaTh 3HaYeHUs B
npegenax ot 3 40 3600 BKIHOUNTENBHO.
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Mpumep (config-wg-peer)> keepalive-interval 3
Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g=" keepalive interval »
to II3II .

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onucaHvie
3.03 JobaBneHa komaHaa interface wireguard peer
keepalive-interval.

3.32.215.4 interface wireguard peer preshared-key

OnucaHue 3agaTb pa3sgenseMblii knwou ana WireGuard coegnHeHUs K yaaneHHoMy nupy.
Pa3zgensiemblii Kntod (PSK) — 370 gononHUTENbHOE yay4lleHne 6e30nacHOCTr
B COOTBETCTBMMU C NpoToKosaoM WireGuard n ans MakCMManbHOW
3aLMLLEHHOCTN KaXAO0MY KAVNEHTY AO/KeH 6blTb Ha3Ha4YeH YHUKaNbHbIN
PSK. Mo ymonuyaHuio PSK He ncnonb3yeTcs.

KomaHga ¢ npedunKcom no yaanset HaCTPOnKYy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Wireguard

CnHoncuc (config-wg-peer)>  preshared-key preshared-key»

(config-wg-peer)> no preshared-key

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

preshared-key |[CTpoka 3HaueHwue kntoda PSK. [lonyckaeTtcsa
NCNOb30BaHMe NaTUHCKUX BYKB, Lndp 1
3HaKoB paBeHcTBa. [nrHa kntoya 44
cumMBoOna.

NMpumep (config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=
Wireguard: :Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie
3.03 JobaBneHa komaHaa interface wireguard peer
preshared-key.

3.32.216 interface wireguard private-key

OonucaHue Ha3HaunTb UKW creHeprpoBaTb NPUBATHBIN KUY ANS MOAKIUYEHWS K
yAaneHHbIM Nupam Yepes npoTokon WireGuard. Mo ymon4aHuo NpyBaTHbI
KNHOY He HaCTPOEH.

MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Wireguard

Cunoncnc (config-if)>  wireguard private-key [ private-key>]

AprymeHTbl AprymMeHT |3HaueHme |OnucaHue

private-key [CTpoka 3HaueHVie HOBOro NPYBATHOIO K/toYa.
JlonyckaeTcs NCNonb3oBaHMe NaTUHCKUX
6yKB, Ldp 1 3HaKoB paBeHCTBa. AnnHa
Kntova 44 cnmsona.

Mpumep (config-if)> wireguard private-key
Wireguard::Interface: "Wireguard4": generated new private key.

(config-if)> wireguard private-key »
Ushaeghezail7reo8iK6ear0eomujohkeen8jahX5uo=
Wireguard::Interface: "Wireguard4": set private key.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

3.03 [Jlo6aBneHa komaHga interface wireguard private-key.

3.32.217 interface wmm

OnucaHue Bkntounts WMM Ha nHTepdelice.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Her

Tun nHtepdeiica Access Point
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CuvHoncuc

Mpumep

WcTopus nsmeHeHum

I (config-if)>  wmm

I (config-if)> no wmm

(config-if)> wmm
WMM extensions enabled.

Bepcus OnucaHue

2.00 JobaBneHa komaHaa interface wmm.

3.32.218 interface wpa-eap radius secret

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YKa3aTb COBMECTHO MCMOJIb3yeMblii CEKPETHbIN KoY A5 6e30MacHoro
B3anmogencTensa mexay RADIUS cepBepom 1 RADIUS knueHToM.

KomaHgaa ¢ npedpurKcom no yaansieTt ceKpeTHbIN Ktou.
Ja

Ja

HeTt

Bridge

(config-if)> wpa-eap radius secret <secret>

(config-if)> no wpa-eap radius secret

AprymeHT 3HauyeHue OnuncaHwue

secret Crpoka 3HaueHwue kr4a RADIUS cepBepa.
MakcmnmmanbHasa gnnHa coctaBnseT 64
cMMBoONa.

(config-if)> wpa-eap radius secret »
(+>R#G™ }-INxru'i8i | LK}wBNIE~X0Xa{xFOG-N"%FaTnr|S(e(q$/1P2/tbX/#Q
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS secret applied.

(config-if)> no wpa-eap radius secret
Network: :Interface: :Rtx::WpaEap: Bridge® RADIUS secret cleared.

Bepcus OnucaHve

3.01 [Jlo6aBneHa komaHga interface wpa-eap radius secret.
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3.32.219 interface wpa-eap radius server

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.32.220 interface wps

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

YKa3aTb agpec RADIUS cepsepa.

KomaHga c npedurKcom no yaansieT agpec cepsepa.

Ja
Ja
Het

Bridge

(config-if)>

wpa-eap radius server «addresss [: ports ]

(config-if)> no wpa-eap radius server

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec IP-appec RADIUS cepsepa.
port UYesnoe uucro |Homep nopta RADIUS cepsepa.

(config-if)> wpa-eap radius server 192.168.10.10
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10.

(config-if)> wpa-eap radius server 192.168.10.10:1111
Network::Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10:1111.

(config-if)> no wpa-eap radius server
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server cleared.

Bepcusa

OnucaHune

3.01

JobasneHa koMmaHza interface wpa-eap radius server.

BkntounTb GyHKUMOHaNbLHOCTL WPS.

Ja
Ja
HeTt

WiFi

I (config-if)>  wps
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I (config-if)> no wps

Mpumep (config-if)> wps
WPS functionality enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHga interface wps.

3.32.221 interface wps auto-self-pin

OnucaHue BkntounTb pexum WPS auto-self-pin. Mo ymonyaHuo pexmnm auto-self-pin
BKJTHOUEH.

KomaHpaa ¢ npedurKcoM NO OTK/HOUAET 3TOT PEXMM.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi
CvHoncuc I (config-if)>  wps auto-self-pin
I (config-if)> no wps auto-self-pin
Mpumep (config-if)> wps auto-self-pin
Network::Interface::Rtx::Wps: an auto self PIN mode enabled.
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.04 JobaBneHa komaHAa interface wps auto-self-pin.

3.32.222 interface wps button

OnucaHwue Hauvatb npouecc WPS c ncnonb3oBaHvem KHOMKW. [pouecc AnnTca 2 MUHYTHI,
NNV MeHblLLUe, ecsin coenHeHne yCTaHOB/IeHO.

MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WiFi

Cunoncuc I (config-if)>  wps button «directiom
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
direction send OTnpasuTb HacTpokn Wi-Fi.
receive Monyunte HacTpoiikn Wi-Fi oT Duo.

(config-if)> wps button send
Sending WiFi configuration process started (software button mode).

Bepcusa

OnucaHue

2.00

Jlo6aBneHa komaHga interface wps button.

3.32.223 interface wps peer

OnucaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHwnii

HauaTb npouecc WPS ncnonesya PIN yaaneHHoro y3na. lNpouecc gantea 2
MUHYTbI, U MEHbLLIE, eC/IN COeAVHEHME YCTaHOB/IEHO. 10 yMONUYaHUIo
npouecc WPS PIN BbIKntOYeH.

Het
Het
Het
WiFi
(config-if)>  wps peer «direction> pin
AprymeHT 3HayeHne |OnucaHue
direction send OTnpasuTb HacTpoiikun Wi-Fi.
receive MonyunTb HacTpoiku Wi-Fi oT yaaneHHoro
y3na.
pin CTtpoka PIN-koA yaaneHHoro ysna.

(config-if)> wps peer send 53794141
Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.

Bepcus

OnucaHue

2.04

[Jlo6aBneHa komaHga interface wps peer.

3.32.224 interface wps self-pin

OnucaHwne

HauaTtb npouecc WPS ncnonssys PIN yctpoicTsa. MNpouecc AANTCsa 2 MUHYTHI,
VNN MEeHbLLE, eCNn COeJVIHEeHME YCTaHOB/EHO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpPoAKK
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.33ip arp

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Het
Het
Het
WiFi
(config-if)>  wps self-pin «direction
AprymeHT 3HauyeHue OnuncaHwue
direction send OTnpasuTb HacTpokn Wi-Fi.
receive Monyunte HacTpoiikn Wi-Fi oT Duo.

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

Bepcusa

OnucaHune

2.00

Job6aBneHa komaHaa interface wps self-pin.

3ajaTtb cTaTnyeckoe conocTasneHne mexay IP n MAC agpecamum 4151 XOCTOB,
He NoAJep>XMBAOLLNX ANHaMnyeckuin ARP.

KomaHga c npedukcom no yaansaet 3anncb 13 Tabnamubl ARP. ECv BbINOAHUTL
KOMaHZy 6e3 apryMeHTOB, BECb CMUCOK 3anucer ARP 6yseT ounLLeH.

Ja
Ja
Ja

(config)>

ip arp dip> amac

(config)>noip arp[«ips]

AprymeHT

3HavyeHune

OnucaHue

ip

IP-agpec

IP-agpec B BUAe YeTbIpéx AeCATUYHbIX uncen,
pa3AenéHHbIX TOUKaMUK, COOTBETCTBYHOLLMIA
JIOKanbHOMY ajgpecy.

mac

MAC-agpec

MAC-aapec B Buge wecT rpynn
LecTHaguaTepnyHbIx unép, pasgeneHHbix
ABOETOUNAMMN.
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naBa 3 OnncaHme KoMaHp,

Npumep (config)> ip arp 192.168.2.50 al:2e:84:85:4:21
Network: :ArpTable: Static ARP entry saved.

(config)> no ip arp 192.168.2.50
Network: :ArpTable: Static ARP entry deleted for 192.168.2.50.

(config)> no ip arp
Network: :ArpTable: Static ARP table cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa ip arp.

3.34 ip dhcp class

OnucaHwue JocTyn K rpynne KOMaHA 4151 HaCTPOMKM BeHAop-knacca DHCP (60 onuus).
Ecnm knacc BeHA0POB He HalAeH, KOMaHAa NblTaeTCs ero co3aaThb.

KomaHga ¢ npedumkcom no yaanset BbI6paHHbIN Knacc.
Mpejukc no Ja
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-dhcp-class)

CuHoncuc (config)>  ip dhcp class «class»
(config)> no ip dhcp class «class»
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
class Ctpoka Ha3BaHVe BeHAOp-K1acca.
Mpumep (config)> ip dhcp class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa ip dhcp class.

3.34.1 ip dhcp class option

OnucaHwue YKa3aTb 3HaueHwue onuuu 60 ana NpncBoeHUs BeHA0pP-Kaacca.

KomaHza c npedurKcom no yaansieT ykasaHHbIA knacc.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-dhcp-class)>  option cnumbers hex «datas
(config-dhcp-class)> no option <number>
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
number Lenoe 4ucno |Homep onumu. Celivac MCNONb3yeTCsd TONbKO
3HauyeHve 60.
data CTpoka 3HayeHue onuun.
Npumep (config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.
VICTOpI/IH N3MeHeHUm Bepcmﬂ onvicaHue

2.00 JlobasneHa komaHgaa ip dhcp class option.

3.35ip dhcp host

OnucaHwue HactpouTb cTaTnyeckyto npmeasky IP-agpeca k MAC-agpecy xocrta. Ecnm xoct
C YKa3aHHbIM IMeHeM He HalifileH, KOMaHAa NbITaeTcs ero co3fathb. Ecnu
yKasaHHbIn IP-agpec He BXOANT B A1anasoH HW OAHOrO nyna, KoMaHAa
COXPaHUTCA B HaCTpoOKax, HO Ha paboTy cepeepa DHCP He noBauserT.

KomaHga no3ssosiseT noMmeHATb MAC-aspec, OCTaBUB NpeXxHee 3HayveHue
IP-agpeca, n Ha060pOT — NomMeHsATb IP-agpec, oCTaBMB NpexHee 3HavyeHne
MAC-aapeca.

KomaHga c npedumkcom no yganset XocT.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config)>  ip dhcp host chost [mac ][ ip ]
(config)> no ip dhcp host <host>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
host CTtpoka Mpor3BObHOE VIMSA XOCTa, UCMONb3YeTCs ANs
naeHTndurkaumm napbl MAC-IP B HacTpokax.
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AprymeHT 3HauyeHue OnuncaHwue
mac MAC-agpec MAC-agpec xocTa N4 CTaTUYeCcKor NPUBA3KN
IP-agpeca. Ecnn He ykaszaH, 3HayeHve b6epeTcs
13 npeablyLLiein HaCTPOMKU.
ip IP-agpec IP-agpec xocTa. Ecnm He ykasaH, 3HauveHune
6epeTca 13 NpeablayLueli HacTPOKN.
Mpumep (config)> ip dhcp host HOST 192.168.1.44

new host "HOST" has been created.

WcTopus nameHeHnit |Bepcus

OnucaHue

2.00

Jlo6aBneHa komaHga ip dhcp host.

3.36 ip dhcp pool

OnucaHue JocTyn K rpynne KkoMaHg, ans Hactpoiikm DHCP-nyna. Ecnv nyn He HaraeH,
KOMaHJa nbiTaeTcs ero co3gatb. [Ang nyna 3agaetca cnmcok DNS-cepBepoB
(komaHaa dns-server), W03 No ymon4vaHuto (komaHaa default-router) n
BpeMms apeHabl (koMaHza lease), a Taikoke guanasoH AnHamuyeckux IP-agpecos
(komaHpa range).

MNMocne HacTPOWKM NyI0B HEOH6XOANMO BKIOUNTE CTy>6y DHCP ¢ MOMOLLIbIO
KoMaHgbl service dhcp.

Mo>HO co34aTb He 6onbLue 32 nynoB. MakcMManbHasa ANVHA UMEeHU nyna

— 64 cumBona.

MprmeyaHwe:

B TekyLLel Bepcum cUCTEMbI peanin3oBaHa noajepkka He
6onee ogHOro nyna Ha uHTepdenc. Ans KOppekTHOM paboTbl
cepsepa DHCP TpebyeTcs, uTob6bI AMana3oH IP-agpecos,
YCTaHOB/EHHbIV KOMaHAOM range, NpuHaaaexan cetu,
HacTpoeHHo Ha ogHom 13 Ethernet-nHtepdeiicos
yCcTpoiicTaa.

KomaHga c npedumkcom no yganser nyn.

MNpedukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-dhcp-pool)

CuHoncuc

I (config)>  ip dhcp pool <name>

I (config)> no ip dhcp pool <name>
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Crpoka Vmsa nyna DHCP.
Mpumep (config)> ip dhcp pool test_pool

pool "test pool" has been created.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobasneHa komaHgaa ip dhcp pool.

3.36.1 ip dhcp pool bind

OnucaHue MpwBA3aTb Ny K yKazaHHOMY nHTepdelicy.
Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Ethernet

CuHoncuc (config-dhcp-pool)>  bind <interfaces

(config-dhcp-pool)> no bind <interfaces

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

interface UHTepgeinc MonHoe nma nHTepderica Nam NCeBLOHUM.

Mpumep (config-dhcp-pool)> bind Ds10
pool "test pool" bound to interface Dsl0.

VICTOleH V|3Me|'|e|'||/||7| Bepcwﬂ OonvcaHuvie

2.00 Job6asneHa komaHga ip dhcp pool bind.

3.36.2 ip dhcp pool bootfile

OnucaHue YkazaTb NyTb K paiiny HacTpoek Ha TFTP-cepBepe ans knveHta DHCP (onums
67).

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Het

Ethernet

(config-dhcp-pool)>  bootfile <bootfile»

(config-dhcp-pool)> no bootfile

AprymeHT 3HauyeHue OnucaHue

bootfile Wms gaiina MyTb K daliny HacTpoek.

(config-dhcp-pool)> bootfile test.cnf
Dhcp::Pool: " WEBADMIN": set bootfile option to "test.cnf".

(config-dhcp-pool)> no bootfile
Dhcp::Pool: " WEBADMIN": cleared bootfile option.

Bepcus OnucaHue

2.1 Job6asneHa komaHgaa ip dhcp pool bootfile.

3.36.3 ip dhcp pool class

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

AprymeHThl

Mpumep

JocTyn K rpynne koMaHz AN HaCTPOViK1 BeHAop-knacca DHCP BblIbpaHHOro
nyna agpecos. Ecam knacc BeHAOPOB He HalAeH, KOMaHAa NblTaeTcs ero
co3pjatb.

Ansa KoppekTHOM paboTbl MMS Klacca AOKHO BbITb TakMM Xe, Kak U B
koMaHge ip dhcp class.

KomaHga ¢ npedpurkcom no yaanseT Bbl6paHHbIN Knacc.
Ja

Aa

[Ja

(config-dhcp-pool-class)

(config-dhcp-pool)>  class «class>

(config-dhcp-pool)> no class «class>

AprymeHT 3HauyeHue OnuncaHwue

class CTpoka Ha3BaHVe BeHAOp-K1acca.

(config-dhcp-pool)> class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHza ip dhcp pool class.

3.36.3.1 ip dhcp pool class option

OnucaHune YcTaHOBWUTL A0ONOJIHUTE/IbHBIE onunmn ana DHCP KnneHTa B c/yyae
coBrageHuns BeHA0p-K1acca.

KomaHaa ¢ npedurKcom no yaanseT ykasaHHYH Onuuio.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbIi BBog, /[la

CuHoncuc (config-dhcp-pool-class)>  option cnumber> <type> «data»
(config-dhcp-pool-class)> no option <number>
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
number 6 Onumna 6, DNS-cepsep.
42 Onuwa 42, NTP-cepBep.
43 Onums 43, nogpobHasa nHbopmauus o
npovsBoguTene.
type ip Tun aprymeHTa data — IP-agpec. 3T1oT TMnN
He 1cnosib3yeTca Ana onumm 43,
hex Tun aprymeHTa data — wectHaguaTepmyHoe
ymcno.
data Ctpoka 3HayeHve onuun.
Mpumep (config-dhcp-pool-class)> option 6 ip 192.168.1.1
Dhcp::Server: Option 6 is set to 192.168.1.1.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvicaHue

2.00 Jlo6aeneHa komaHga ip dhcp pool class option.

3.36.4 ip dhcp pool debug

OnucaHue [,06aBNTb OT/Ia04UHbIE COOBLLEHWS B CUCTEMHBIN XypHa. Mo yMonyaHuio
HacTpolika OTKIOYEHa.

KomaHga ¢ npedrkcom no oTkIYaeT OTNALKY.

MNpedukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncue (config-dhcp-pool)>  debug

(config-dhcp-pool)> no debug

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.01 Job6asneHa komaHgaa ip dhcp pool debug.

3.36.5 ip dhcp pool default-router

OnucaHwue HactponTb IP-agpec wnto3a no ymonyvanumio. Ecam He ykasaH, To byget
MNCNoNIb30BaTbCA aApec, HacTpoeHHbIN Ha Ethernet-nHTtepderice,
orpegesieHHOM aBTOMaTUYeCKM 415 3alaHHOro JManasoHa range.

KomaHga ¢ npedrnkcom no oTMeHsAeT HaCTPOIKY.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dhcp-pool)>  default-router <address
(config-dhcp-pool)> no default-router
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
address IP-appec Afpec wr3a rno yMoayaHuio.
MNpumep (config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa ip dhcp pool default-router.

3.36.6 ip dhcp pool dns-server

OnucaHue HactpouTs IP-agpeca cepsepos DNS (DHCP-onuus 6). Ecnin He ykasaH, 1o
byfeT MCrnob30BaThCA agpec, HaCTPOeHHbIN Ha Ethernet-uHtepdoderice,
onpejeneHHOM aBToMaTMyeckn Ans 3a,laHHOro AranasoHa range.

KomaHza c npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKK
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Ja

Het

(config-dhcp-pool)>  dns-server («@addressl> [ address2] | disable)

(config-dhcp-pool)> no dns-server

AprymeHT 3HauyeHue OnucaHue

addressl IP-agpec Agpec nepsuyHoro DNS-cepsepa.

address2 IP-agpec Appec BTopryHoro DNS-cepsepa.

disable KniouyeBoe OTtkntounts DHCP onyuto 6.
C/10B0

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

Bepcus OnucaHve
2.00 Job6asneHa komaHgaa ip dhcp pool dns-server.
2.11 [JobaeneH aprymeHT disable.

3.36.7 ip dhcp pool domain

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YKa3aTb JOMEHHOE NMS, KOTOPOe K/IMEHT JO/IKEH NCM0Nb30BaThb Npu
paspelueHun meH yepes DNS (option 15).

KomaHga c npedrkcom no oTMeHsAeT HaCTPOIKY.
Ja

Ja

Het

(config-dhcp-pool)>  domain <domains

(config-dhcp-pool)> no domain

AprymeHT 3HauyeHue OnuncaHwue

domain CTpoka JlokanbHOEe JOMEHHOEe UMA4.

(config-dhcp-pool)> domain example.net
Dhcp::Pool: Domain option has been saved.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.05 [JobaeneHa komaHaa ip dhcp pool domain.

3.36.8 ip dhcp pool enable

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

HauaTb ncnosib3oBaTh Ny B CUCTEME.

KomaHga ¢ npedrkcomM no oTKAKYaeT UCMOoAb30BaHMe nyna.
Ja

Aa

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

Mpumep

UcTopuns nsmeHeHnii

I(config—dhcp—pool)> enable

I (config-dhcp-pool)> no enable

(config-dhcp-pool)> enable

Dhcp::Server: pool "111" is enabled.

Bepcus OnucaHve

2.03 JobasneHa komaHga ip dhcp pool enable.

3.36.9 ip dhcp pool lease

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHblIiA BBOJ,

CuvHoncuc

AprymeHTbl

YcTaHoBWUTL Bpems apeHabl IP-agpecos nyna DHCP. Mo ymonyaHutio

ncnonb3yeTtcd 3HayeHe 25200 (7 yacos).

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpallaeT 3HayeHne BpeMeHn apeHibl No

YMOJITYaHUIO.
Ja
Ja

Het

(config-dhcp-pool)>  lease <lease»

(config-dhcp-pool)> no lease

AprymeHT 3HauyeHue OnuncaHwue

lease Lenoe uucno |Bpems apeHAbl B cekyHaax. MoxeT
NPUHUMATbL 3HaYeHVs B Npejenax ot 1 4o

259200 (3 gHs).
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-dhcp-pool)> lease 259200
Dhcp::Pool: " WEBADMIN": set lease time: 259200 seconds.

(config-dhcp-pool)> no lease
Dhcp::Pool: " WEBADMIN": lease time reset to default (25200 »

seconds) .
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.00 [JobaeneHa komaHza ip dhcp pool lease.

3.36.10 ip dhcp pool next-server

OnucaHwue YkasaTtb agpec TFTP-cepBepa ana DHCP-knveHTa (onums 66).
KomaHga ¢ npedunKcom no yaanset HacTPOnKy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Ethernet

CnHoncumc (config-dhcp-pool)>  next-server «address»

(config-dhcp-pool)> no next-server

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
address IP-agpec Agppec cepsepa TFTP.
Npumep (config-dhcp-pool)> next-server 10.1.1.11

Dhcp::Pool: " WEBADMIN": set next server address: 10.1.1.11.

(config-dhcp-pool)> no next-server
Dhcp::Pool: " WEBADMIN": cleared next server address.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 Job6asneHa komaHga ip dhcp pool next-server.

3.36.11 ip dhcp pool option
OnucaHue 3ajatb gonofiHUTeNbHble napameTpbl agnd DHCP-cepsepa.
KomaHga ¢ npedunkcom no yganseT JOMNONHUTENIbHYI HAaCTPOKY.

Mpe¢ukc no [Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

Ethernet

(config-dhcp-pool)>  option <number; [ type ] «data>

(config-dhcp-pool)> no option <number>

AprymeHTsl

AprymeHT 3HauyeHue OnuncaHwue

number 4 Onuua 4, cepsep BpemeHu. Tun — IP-agpec.

6 Onuua 6, DNS-cepsep. Tun — IP-agpec.

42 Onuwa 42, NTP-cepsep. Tun — IP-agpec.

44 Onuws 44, NetBIOS-cepeep. Tun — IP-agpec.

26 Onuwsa 26, MTU. MoxeT npuHnMaTb
3HayeHWsa B npegenax ot 0 Ao 65535
BK/IHOUNTENBHO.

121 Onuwsa 121, becknaccoBble cTaTnydeckue

MapLupyTbl. Tun —IP-agpec ceT HazHayeHus
1 Macka CeTu HasHa4veHus B Buje 6UTOBOW
ANVHBI NpeduKca (Hanpumep, /24).

249 Onuwua 249, MS mapLpyThl. Tun — IP-agpec
CeTM Ha3HaYeHVsa N Macka ceTn Ha3HayeHus
B BUAe 61TOBOIM AnviHbI npedurkca
(Hanpumep, /24).

type ip IP-agpec. 3TOT TMN He NCNonb3yeTca ANA
onuun 26. He ykasbiBaeTcs B KOMaHAe Kak
K1H0YeBOe CNOBO.

hex LLlecTHaguaTepmnyHoe 4Ymcno.
ascii Uncno ASCIL
mtu Pasmep MTU. He yka3biBaeTcd B KOMaH/e Kak

Knr4yeBoe CnoBoO.

data CTpoka 3HadeHue onuun.

Mpumep

(config-dhcp-pool)> option 4 192.168.2.1
Dhcp::Pool: " WEBADMIN": set option 4.

(config-dhcp-pool)> option 121 ascii 192.168.0.0/24
Dhcp::Pool: " WEBADMIN": set option 121.

(config-dhcp-pool)> option 60 ascii "MSFT 5.0"
Dhcp::Pool: " WEBADMIN": set option 60.

(config-dhcp-pool)> option 26 1500
Dhcp::Pool: " WEBADMIN": set option 26.
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naBa 3 OnncaHme KOMaHA,

(config-dhcp-pool)> no option 6
Dhcp::Pool: " WEBADMIN": cleared option 6.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.09 Job6asneHa komaHaa ip dhcp pool option.

3.36.12 ip dhcp pool range

OnucaHwue HacTpouTtb AnanasoH gHaMNYecKnX aapecos, BblgaBaemMblix DHCP-kineHTam
HekoTopol noaceTu. lnanasoH 3ajaeTcs HayanbHbIM U KOHEYHbIM
IP-agpecom, nMb60 HavanbHbBIM agpecom 1 pasmepoM. CeTeBol MHTepdeiic,
K KOTOpOMY 6yAyT NPUIMeHeHbl HaCTPOIKK, BbIOMpPaeTcs aBTOMaTUYECKN.
Aapec BblIbpaHHOro nHTepderica NCNonb3yeTcs B Ka4ecTBe LU03a No
ymon4daHuio n DNS-cepBepa, ecv He 3aZaHbl Apyrve agpeca KoMaHgamu ip
dhcp pool default-router v ip dhcp pool dns-server.

KomaHga ¢ npedunkcom no yaansaeT jManasoH.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-dhcp-pool)>  range <begins («end> | <size»)
(config-dhcp-pool)> no range
AprymeHTbl ApryMeHT |3HaueHme |OnucaHue
begin IP-agpec HauvanbeHbIll agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size lenoe 4ucno |Pa3mep nyna.
NMpumep (config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

2.00 [Jlo6aBneHa komaHga ip dhcp pool range.

3.36.13 ip dhcp pool update-dns

OnucaHwue Jobasnatb cTatudeckme 3anmcm B DNS-npokcuv npu Bbigave DHCP-agpecos.
B kauecTBe MeHW ncrnonbsyeTtca nms xocta us DHCP-3anpoca. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHa.
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naBa 3 OnncaHme KoMaHp,

KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CnHoncuc I(config—dhcp—pool)> update-dns
I (config-dhcp-pool)> no update-dns
Mpumep (config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.
MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.06 JobasneHa komaHga ip dhcp pool update-dns.

3.36.14 ip dhcp pool wpad

OnucaHune Hactpoute DHCP onuwuto 252 — npotokon WPAD. o ymondaHuto onuusa
OTK/ItOYEHa.

KomaHgaa c npedprkcom no OTK/I0HaeT HacTPOLiKy.
Mpedunkc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dhcp-pool)>  wpad wpad>
(config-dhcp-pool)> no wpad
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
wpad Ctpoka URL-agpec npokcu-cepeepa.
Npumep (config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.
WcTopus nsmeHeHuim Bepcus onucaHve

2.05 Job6asneHa komaHgaa ip dhcp pool wpad.
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naBa 3 OnncaHme KOMaHA,

3.37 ip dhcp relay lan

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

YKaszaTb, Ha KakoM ceTeBOM nHTepdeiice peTpaHcnaTop DHCP byaet
06pabaTbiBaTh 3aNPOChl KNMEHTOB. MOXHO yKa3aTb HECKONLKO MHTepdelicos
«lan», fn5 3TOro HY>XXHO BBECTU KOMaHAy HeCKO/IbKO pas, yKa3as BCe
HeobxoaVMble nHTepdelicbl Mo 0AHOMY.

KomaHga ¢ npedurkcom no oTkatouaeT petpaHcnaTop DHCP Ha ykazaHHOM
nHTepderice. Ecn ncnonb3osatb KOMaHAy 6€3 apryMeHToB, peTpaHCIsaTop
DHCP bygeT oTKNO4eH Ha BCeX MHTepdelicax.

Ja
Ja
Aa
(config)> ip dhcp relay lan <interface

(config)> no ip dhcp relay lan [ interface]

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgeinc MonHoe nms nam NnceBAOHMM UHTepdelica
Ethernet, Ha koTopoM peTpaHcnaTop DHCP
6yAeT NPUHMMAaTE 3anpockl KIMEHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.

Bepcus OnucaHue

2.00 JobasneHa komaHgaa ip dhcp relay lan.

3.38 ip dhcp relay server

OnuncaHwune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

YkasaTb IP-agpec cepsepa DHCP, Ha KOTOpbI peTpaHciaTop byaeT
nepeHanpasBfATb 3aNpoChl KIMEHTOB 13 I0KaNIbHOM CeTu.

KomaHza ¢ npeprKkcom no ygansaeT HacTPOnKy.
Ja

Ja

Het

I (config)>  ip dhcp relay server «address>

I (config)> no ip dhcp relay server [ address ]
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IP-appec IP-agpec cepeepa DHCP.
Npumep (config)> ip dhcp relay server 192.168.1.11

using DHCP server 192.168.1.11.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobasneHa komaHaa ip dhcp relay server.

3.39 ip dhcp relay wan

OnucaHwne YKa3sbiBaeT, yepes Kakoi ceTeBol MHTepdeiic peTpaHcnaTop DHCP 6yaet
06palLaThCa K BbllecTosLweMmy cepsepy DHCP. B cncteme MoOXeT 6bITb TONbKO
OANH nHTepdelic Takoro Tnna. Eciv TouHbIN agpec cepBepa He yKasaH (cMm.
ip dhcp relay server), 3anpockl 6yayT nepefaBaTbCs LUMPOKOBeLLAaTeNbHO.
PekomeHayeTcs yKasblBaTb ajpec cepeepa.

KomaHgaa ¢ npedprKcoM no yaanset HacTPOKY.
Mpedukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbI BBOA, HeT

CuHoncuc (config)> ip dhcp relay wan <interface»
(config)> no ip dhcp relay wan [ interface]
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
interface UHTepgenc MonHoe nms nam NnceBAOHMM UHTepdelica
Ethernet, Ha KOoTOpbIN ByAyT HaNpPaBAATLCA
3anpockl ot DHCP-knneHTOB.
Npumep (config)> ip dhcp relay wan Ds10
using WAN interface Dsl0.
VICTOleﬂ I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie

2.00 Job6asneHa komaHgaa ip dhcp relay wan.

3.40 ip esp alg enable

OnucaHue BkntounTb pexxum IPSec Passthrough ana TyHHenei IPsec ESP. o ymonyaHuto
HaCTpoWKa BbIK/IlOYEHa.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

KomMaHgza ¢ npeprKCOM NO OTK/IKOUAET HACTPOWKY.
Ja

Aa

Het

I (config)> ip esp alg enable

I (config)> no ip esp alg enable

(config)> ip esp alg enable
Esp::Alg: Enabled.

(config)> no ip esp alg enable
Esp::Alg: Disabled.

Bepcus OnucaHve

3.05 [Jlo6aBneHa komaHgaa ip esp alg enable.

3.41 ip flow-cache timeout active

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTbL BpeEMA XPaHEHUNA aKTUBHbIX ceccuii B kewe. Mo YMOT4aHNIO
MNCnonb3yeTcqd 3HaueHne 10.

KomaHza ¢ npedprKcomM no Bo3BpaLLaeT 3HAUYEHME MO YMOIYaHUIO.,
Ja

Aa

Het

(config)> ip flow-cache timeout active <timeout>

(config)> no ip flow-cache timeout active

AprymeHT 3HauyeHue OnuncaHwue

timeout lenoe uyucno |3HadveHue TalriM-ayTa B MUHyTax. MoxeT

NprHMaTb 3HavYeHNs B npegenax ot 1 go 30.

(config)> ip flow-cache timeout active 1
Netflow: :Manager: Active timeout set to "1" min.

(config)> no ip flow-cache timeout active
Netflow: :Manager: Active timeout reset to "10" min.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 Jo6aeneHa komaHga ip flow-cache timeout active.

3.42 ip flow-cache timeout inactive

OnucaHwne YCTaHOBUTb BpeMsi XpaHeHUst HeaKTUBHbIX CeCCUA B KeLle. 10 yMonYaHuto
ncnonb3lyeTca 3HadveHue 20.

KomaHaa ¢ npeprkcom no Bo3BpaLLaeT 3HayeHre rno yMOAYaHIo.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

CuHoncuc (config)> ip flow-cache timeout inactive «timeout>
(config)> no ip flow-cache timeout inactive
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
timeout Lenoe 4ucno |3HayveHue TaliM-ayTa B cekyHAax. MoxeT
NPUHMMAaTL 3HaYeHWs B Npegenax ot 1 4o
600.
Mpumep (config)> ip flow-cache timeout inactive 1
Netflow: :Manager: Inactive timeout set to "1" s.
(config)> no ip flow-cache timeout inactive
Netflow: :Manager: Inactive timeout reset to "20" s.
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.1 Jlo6aBneHa komaHga ip flow-cache timeout inactive.

3.43 ip flow-export destination

OnuncaHmne 3aAaTb NnapameTpbl konnekTopa NetFlow.
KomaHaa ¢ npepurkcom no yaanseT napameTpsbl.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOA, Het
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

(config)> ip flow-export destination «address port>

(config)> no ip flow-export destination

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-agpec cbopLymka JaHHbIX.

port UYenoe uucro |Homep nopta UDP konnektopa. Moxet
npUHMMaTh 3HadeHna 2055, 2056, 4432, 4739,

9025, 9026, 9995, 9996, 6343.

(config)> ip flow-export destination 192.168.101.31 4739
Netflow: :Manager: Export destination is set to »
192.168.101.31:4739.

(config)> no ip flow-export destination
Netflow: :Manager: Export destination is unset.

Bepcus OnucaHve

2.1 [Jlo6aBneHa komaHga ip flow-export destination.

3.44 ip flow-export version

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

Yka3zaTb Bepcuto konnektopa NetFlow. Mo yMONYaHMIO NCNONb3YyeTCs
3Ha4deHwe 5.

KomaHza ¢ npedprKcomM no BO3BpaLLaeT 3HAUYEHME MO YMOIYAHUIO,
Ja

Aa

HeTt

(config)> ip flow-export version «wversion

(config)> no ip flow-export version

AprymeHT 3HauyeHue OnuncaHwue

version Ctpoka Bepcus npoTtokona.

(config)> ip flow-export version 9
Netflow: :Manager: Set export protocol version to 9.

(config)> no ip flow-export version
Netflow: :Manager: Reset export version to 5.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 Jlo6aBneHa komaHga ip flow-export version.

3.45ip ftp

OnuncaHmne Fpynna KoMaHA AN HacTpolikn goctyna K ftp.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbIia BBog, Het

Tun nHtepdeiica IP

BxoxxgeHue B rpynny (config-ftp)

CuHoncuc I (config)>  ip ftp

Npumep (config)> ip ftp
(config-ftp)>

UcTopuns nsmeHeHnii Bepcus OonucaHue

2.08 JobasneHa KomaHaa ip ftp.

3.45.1 ip ftp client-charset

OnucaHue YcTaHOBWUTL KOAMPOBKY Mo ymMmonyaHuo and FTP-cepsepa. Mo ymonyaHvio
ncnonb3yetca kognposka UTF-8.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT KoAMPOBKY MO YMONYAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config-ftp)>  client-charset «charset»

(config-ftp)> no client-charset

AprymeHTbI AprymeHTt 3HaueHue OonucaHue
charset utf-8 Tun KkognpoBKu.
utf-16
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AprymeHT

3HauyeHue

OnucaHwue

utf-16le

utf-16be

utf-32

utf-32le

utf-32be

150-8859-1

15s0-8859-2

150-8859-3

150-8859-4

150-8859-5

15s0-8859-6

1s0-8859-7

150-8859-8

150-8859-9

150-8859-10

is0-8859-11

is50-8859-12

is0-8859-13

150-8859-14

1s0-8859-15

is0-8859-16

cp-037

cp-424

cp-437

cp-500

cp-737

cp-775

cp-850

cp-852

cp-852

cp-855

cp-856

cp-857

cp-860

cp-861
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AprymeHT

3HauyeHue

OnucaHwue

cp-862

cp-863

cp-864

cp-865

cp-866

cp-869

cp-874

cp-1026

cp-1250

cp-1251

cp-1252

cp-1253

cp-1254

cp-1255

cp-1256

cp-1257

cp-1258

koi8-r

koi8-u

kz-1048

nextstep

mac-celtic

mac-centeuro

mac-croatian

mac-cyrillic

mac-gaelic

mac-greek

mac-icelandic

mac-inuit

mac-roman

mac-romanian

mac-turkish

mac-ukrainian

Mpumep

(config-ftp)> client-charset utf-16
Ftp::Server: Set client charset to "utf-16".
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WcTopusa nsmeHeHum

(config-ftp)> no client-charset
Ftp::Server: Reset client charset to default.

Bepcus OnucaHue

2.1 Job6asneHa komaHgaa ip ftp client-charset.

3.45.2 ip ftp lockout-policy

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

3aAaTb NapamMeTpbl OTCNEXMBAHWSA NOMbITOK BTOPXeHUS NyTéM nepebopa

naponei FTP-cepsepa Ans Ny6anyHbIX HTepdeincos. Mo ymMonyaHuto
byHKUMA BKAOYeHa. Ecnum B kKauecTBe apryMeHTa UCnosb3yeTtcs 0, Bce

napameTphbl oTcnexmBaHus nepebopa 6yayT coOpoLLeHbl B 3HaUYeHMs No
YMONYaHUIO.

KomaHga ¢ npedurkcom no oTk/touaeT obHapyxeHmne nogbopa.
Ja

Ja

Het

IP

(config-ftp)>  lockout-policy <threshold; [«durations
[cobservation-window]]

(config-ftp)> no lockout-policy

AprymeHT 3HauyeHue OnucaHwue

threshold Lenoe 4ucno |Konnyectso HeygayHbIX NOMbITOK
BX0Za B cuctemy. [1o ymonyaHuo
YyCTaHOB/IEHO 3HaueHne 5. MoxeTt

3 Ao 20.

MPUHNMATb 3HAYEHUA B Npeaesiax OT

duration Lenoe 4ucno |MNpogonxKmnTensHOCTL 3anpeTa
aBTOpM3aLUun AN YKa3aHHOro

IP-agpeca B MuHyTax. [No ymonyaHuio
YCTaHOB/IEHO 3HaueHue 15. MoxeTt
MPUHMMAaTb 3HaYeHU4 B Npesesiax ot
1 a0 60.

observation-window |Jesoe 4qucno |MpoAOAXNTENbHOCTL HabaAeHUS

3a NOA03PUTENIbHON aKTUBHOCTbBIO B
MUHyTax. [1o ymonyaHutio
yCTaHOB/IEHO 3HaueHne 3. MoxeTt
NPUHMMaTL 3HaUeHNs B npejenax ot
1 ao 10.
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Npumep (config-ftp)> lockout-policy 10 36 2
Ftp::Server: Bruteforce detection is enabled.

(config-ftp)> no lockout-policy
Ftp::Server: Bruteforce detection is disabled.

(config-ftp)> lockout-policy 0
Ftp::Server: Bruteforce detection reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.12 JobasneHa komaHgaa ip ftp lockout-policy.

3.45.3 ip ftp permissive

OnucaHue PaspelumnTb gocTyn k cepepy FTP a1 Bcex nonb3oBaTtenel 6e3 asTopusanmn,
KomaHga ¢ npedurkcom no 3anpeLiaeT Takon 4OCTyn.

Mpe¢ukc no Ja

MeHsieT HacTpovikm  [a

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CuHoncuc I (config-ftp)>  permissive

I (config-ftp)> no permissive

Mpumep (config-ftp)> permissive

(config-ftp)> no permissive

WcTopuns nsmeHeHWit |Bepcua onucaHue

2.08 JobasneHa koMmaHgaa ip ftp permissive.

3.45.4 ip ftp security-level

OnucaHue YcTaHoBUTL ypoBeHb 6e3onacHocTy FTP. o ymMon4aHuo yCTaHOBAEHO
3HayeHue private.

Mpe¢ukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
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CuHoncuc (config-ftp)>  security-level (public | private | protected)
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
public Knoyesoe JocTyn k FTP-cepBepy pa3peLueH gas public,
C/I0BO private 1 protected nHTepdeicos.
private Knoyesoe Joctyn Kk FTP-cepBepy pa3peLueH aas private
C/10BO nHTepodericos.
protected Knwyesoe JocTyn K FTP-cepBepy pa3speLlueH ans private
C/10BO n protected nHTepdeiicos.
Mpumep (config-ftp)> security-level protected
Ftp::Manager: Security level changed to protected.
VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onucaHvie
2.08 Job6asneHa komaHgaa ip ftp security-level.
3.46 ip host
OnucaHue [lob6aBuTb JOMEHHOEe nMa 1 agpec B Tabanuy DNS.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)>  ip host «domain> <address»
(config)> no ip host [ <domains <address> ]
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
domain CTpoka JomMmeHHOe nvs xocTa.
address IP-appec IP-agpec xocTa.
Npumep (config)> ip host zydata.local 192.168.1.22
Dns: :Manager: Added static record for "zydata.local", address »
192.168.1.22.
(config)> no ip host zydata.local 192.168.1.22
Dns::Manager: Record "zydata.local", address 192.168.1.22 deleted.
WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.00 JobasneHa komaHaa ip host.
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3.47 ip hotspot

OnucaHwue

Mpe¢ukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica
Bxo>xaeHue B rpynny

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

JocTtyn K rpynne KoMaHA Ans HacTporikn YnpasneHus JomaluHeli CeTbho.
Het

Het

Het

IP

(config-hotspot)
I(config)> ip hotspot

(config)> ip hotspot
(config-hotspot)>

Bepcus OnucaHue

2.06 Job6asneHa komaHgaa ip hotspot.

3.47.1 ip hotspot auto-scan interface

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

BikntounTtb poHOBOE CKaHMpPOBaHMe Ha 3ajaHHOM nHTepdelice. Mo
YMOYaHMIO BK/HOYEHO.

KomaHga ¢ npedrKcoM no oTK/t0HaeT HacTPOWKY.
Ja
Ja
Ja
IP

(config-hotspot)>  auto-scan interface <interface

(config-hotspot)> no auto-scan interface <interface

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgenc MonHoe nma nHTepderica A NCeBLOHUM.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster@/AccessPointl" is unchanged.
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WcTopusa nsmeHeHum

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

Bepcus OnucaHue

2.08 Job6asneHa komaHgaa ip hotspot auto-scan interface.

3.47.2 ip hotspot auto-scan interval

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3afaTb HTEepBa NPOBEPKM XOCTOB, HAXOAALLIMXCS OHAAWH. [0 yMOAYaH1Io
ncnonb3yeTtca 3HayeHue 30.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne No YMOAYaHUIo.
Ja

Ja

Het

IP

(config-hotspot)>  auto-scan interval <interval>

(config-hotspot)> no auto-scan interval

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uncno |VIHTepBan CKaHWPOBAHUS B CEKYHAAX.

(config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »
10 s.

(config-hotspot)> no auto-scan interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »
default.

Bepcus OnucaHve

2.08 [Jlo6aBneHa komaHga ip hotspot auto-scan interval.

3.47.3 ip hotspot auto-scan passive

OnucaHwne

3afaTb CKOPOCTb MACCMBHOIO CKAHNUPOBaHMSA B XOCTax B cekyHay. Mo
YMONYaHMIO NCMOb3yeTCs 3HaYeHue 3.

KomaHga ¢ npedrkcoM no BO3BpALLAET 3HAYEHME MO YMONYAHNIO.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

IP

(config-hotspot)>  auto-scan passive <rate> hps

(config-hotspot)> no auto-scan passive

AprymeHT 3HauyeHue OnuncaHwue

rate lenoe 4ucno |CKOPOCTb NacCMBHOIO CKaHMPOBaHUA.

(config-hotspot)> auto-scan passive 5 hps
Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.

(config-hotspot)> no auto-scan passive
Hotspot::Discovery: :Manager: Auto-scan rate reset to default.

Bepcus OnucaHue

2.08 JlobasneHa komaHaa ip hotspot auto-scan passive.

3.47.4 ip hotspot auto-scan timeout

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

YcTaHoBUTb 0P PaaiHOBbIN TaliM-ayT A4/19 XOCTOB. [ocnie ykazaHHOro BpeMeHun
OTCYTCTBYIOLLMIA XOCT YAANSAETCH 13 CNMCKa OBHapY>KeHHbBIX XOCTOB XOT-CMoTa.
Mo ymonuaHuio ncnonb3yercs 3HaveHve 35.

KomaHgaa ¢ npedprKcom no Bo3BpaLLaeT 3HaYeHNE N0 YMOAYaHUIO.

Ja

Ja

Het

IP

(config-hotspot)>  auto-scan timeout <timeout>»

(config-hotspot)> no auto-scan timeout

AprymeHT 3HauyeHue OnuncaHwue

timeout Lenoe umncno |OdPnaiHOBbIN TalriM-ayT B CeKyHAaX.
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NMpumep (config-hotspot)> auto-scan timeout 31
Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> no auto-scan timeout
Hotspot::Discovery: :Manager: Auto-scan host offline timeout reset »

to default.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.08 [JobaeneHa komaHza ip hotspot auto-scan timeout.

3.47.5 ip hotspot default-policy

OnucaHue OnpegennTb NOAUTUKY YNipasnieHusa JomMalwlHen CeTbio A8 BCex
NHTepdelricoB N Ha3Ha4YUTb Npodunb goctyna B IHTepHeT. MoanTurka
NpUMeHseTcs KO BceM MHTepdeiicaM, He MMeroLLIM CO6CTBEHHOTO NMpaswua
aoctyna, ip hotspot policy.

MoAnTMKa No ymon4vaHuto: permit.

KomaHAa ¢ npepunKcom no ycTaHaBNMBaEeT 3HayYeHne NOANTUKN Mo
YMONYaHUIO.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a
Tun nHTepdeiica IP

CuHoncuc (config-hotspot)>  default-policy (<access» | policy»)

(config-hotspot)> no default-policy

AprymeHTbI AprymeHTt 3HaueHue OnucaHue
access permit PaspelwnTb goctyn K ceTni IHTepHer.
deny 3anpeTuTb JOCTyN K ceTu VIHTepHeT.
policy Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.
Mpumep (config-hotspot)> default-policy permit

FHotspot: :Manager: Default policy "permit" applied.

(config-hotspot)> default-policy deny
Hotspot::Manager: Default policy "deny" applied.

(config-hotspot)> default-policy Policy®
Hotspot::Manager: Default policy "Policy0" applied.
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(config-hotspot)> no default-policy
Hotspot::Manager: Default policy cleared.

WcTopusa nsmeHeHum Bepcus onuvcaHve
2.09 Job6asneHa komaHgaa ip hotspot default-policy.
212 [JlobaeneH aprymeHT policy.

3.47.6 ip hotspot host

OnucaHune HactpouTb npasBuaa goctyna nam 61oKMpoBKn AN onpeaeneHHbIX KINEeHTOB
Ynpaenenus lomawHein CeTbto. laHHbIE NpaBuaa MMerT 6oJiee BbICOKUNA
npryopuTeT, YeM HaCTpOliKa NOANTUKK (CM. KoMaHay ip hotspot policy).

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBOg, [a
Tun uHTepderica IP

CnHoncuc (config-hotspot)>  host wmac» (<access» | schedule <schedules | policy

policys)

(config-hotspot)> no host mac> (access> | schedule | policy)

AprymeHT AprymeHT 3HauyeHune OnuncaHune

mac MAC-apgpec MAC-agpec xocTa. XoCT JO/KEH bbITb
3aperncTpuvpoBaH 3apaHee ¢
rnomMouybio komaHasl known host.

access permit PaspewwnTb goctyn K ceTvi VIHTepHer.
deny 3anpeTuTb JOCTyn K ceTu VIHTepHeT.
schedule Pacnucanmne Ha3BaHue pacnucaHus, CO34aHHOro
Mpvi NOMOLLW FPyrnbl KOMaHA
schedule.
policy Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.
Npumep (config)> known host MYTEST 54:e4:3a:8a:f3:a7

Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule "permit" applied to host »
"54:e4:3a:8a:f3:a7".
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UcTopuns nameHeHuii

(config-hotspot)> host 54:e4:3a:8a:f3:a7 deny
Hotspot: :Manager: Rule "deny" applied to host "54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 schedule MYSCHEDULE
Hotspot::Manager: Schedule "MYSCHEDULE" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 schedule
Hotspot::Manager: Host "54:e4:3a:8a:f3:a7" schedule disabled.

(config-hotspot)> host 54:e4:3a:8a:f3:a7 policy Policy®
Hotspot::Manager: Policy "Policy@" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 policy
Hotspot::Manager: Policy removed from host "54:e4:3a:8a:f3:a7".

Bepcus OnucaHve
2.06 [JobaeneHa komaHza ip hotspot host.
2.12 [JlobaBneHbl aprymeHThl permit, deny, schedule, policy.

3.47.7 ip hotspot host priority

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

HasHaunTb onpegeneHHbI NpropuTeT BceMy Tpadurky, HanpaBAeHHOMY K
3aperncTpMpoBaHHOMY XOCTY. Perncrpaumsa Xxocta BbINOAHSAETCA 3apaHee
npu noMoLm komaHasl known host.

KomaHga ¢ npedpurKcom no yaanset npropuTerT.
Ja

Ja

Het

IP

(config-hotspot)>  host wmac> priority priority;

(config-hotspot)> no host mac» priority

AprymeHT 3HayeHue OnucaHue
mac MAC-agpec MAC-agpec xocTa.
priority 1 HauBsbicLunii.

2 Kputnueckni.

3 Bbicoknia.

4 MoBbILLEHHBbINA.

5 CpegHuia.
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AprymeHT 3HauyeHue OnuncaHwue

6 HopManbHbI (MO YMOAYaHNIO).
7 Hunskum.
NMpumep (config-hotspot)> host 04:d2:cl:14:bc:59 priority 7

Hotspot::Manager: Applied priority "7" to host »
"04:d2:cl:14:bc:59".

(config-hotspot)> no host 04:d2:cl:14:bc:59 priority
Hotspot::Manager: Removed priority from host "04:d2:cl:14:bc:59".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.08 JobasneHa komaHaa ip hotspot host priority.

3.47.8 ip hotspot policy

OnucaHue OnpegennTb NOAUTUKY YnipaBneHus JomalHel CeTbto A4/18 BbIGpaHHOroO
nHTepderica. NMoanTnka NPpUMeEHSETCH KO BCEM XOCTaM, He VIMeIOLLMM
cobcTBeHHOro npaewaa goctyna ip hotspot host.

MonnTtmka no ymonuyaHuo: permit.

KomaHga ¢ ﬂpeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHne NoJINTUKU No
yMO/14aHWHO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHtepdeiica IP

CuHoncuc (config-hotspot)>  policy <interfaces (<accesss | policys)

(config-hotspot)> no policy <interfaces

AprymeHTbI AprymeHT 3HaueHue OonucaHue
interface UHTepeiic MNMonHoe nms Ethernet nHtepdeiica
WA NCEBAOHUM.
access permit PaspewwnTb goctyn K ceTvi VIHTepHer.
deny 3anpeTnTb JoCTyn K ceTn NIHTepHeT.
policy Mpoguns poctyna|Ha3BaHme npodunda gocryna.
NMpumep (config-hotspot)> policy Home permit

Hotspot::Manager: Policy "permit" applied to interface "Home".
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UcTopusa nsmeHeHwnii

(config-hotspot)> policy Home deny
Hotspot::Manager: Policy '

'deny" applied to interface "Home".

(config-hotspot)> policy Home Policy®
Hotspot::Manager: Policy "Policy@" applied to interface "Home".

(config-hotspot)>
Hotspot: :Manager:

no policy Home
Interface "Home" policy cleared.

Bepcus OnucaHue
2.06 JobasneHa komaHAa ip hotspot policy.
2.12 Job6asneH aprymeHT policy.

3.47.9 ip hotspot priority

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiKK

Ha3HaunTb onpegeneHHbIi NpyopuTeT BceMy Tpaduky, HanpaBneHHOMY K

nHTepoecy.

KomaHza c npedurKcom no yaansieTt npuopuTer.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

Tun untepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

IP

(config-hotspot)>

priority <interfaces priority

(config-hotspot)> no priority <interface»

AprymeHT

3HavyeHue

OnuncaHue

interface

UHTeppeic

MonHoe nma nHTepderica nam NCeBLOHUM.

priority

HauvBbICLLINA.

Kputnuecknii.

Bblcokuin.

MoBbILWEHHbI.

CpegHuin.

HopmankHbI (N0 yMON4aHuIo).

1
2
3
4
5
6
7

Huskui.

(config-hotspot)> priority Home 7
Hotspot::Manager: Applied priority "7" to interface "Home".
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(config-hotspot)> no priority Home
Hotspot::Manager: Removed priority from interface "Home".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.08 Job6asneHa komaHgaa ip hotspot priority.

3.47.10 ip hotspot wake

OnucaHwne OTtnpaButb Wake-on-LAN nakeT Ha private n protected nHtepdericbl xocTa.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CnHoncuc (config-hotspot)>  wake mac»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-agpec MAC-aapec xocrTa.
NMpumep (config-hotspot)> wake a8:1e:84:11:f1:22

Hotspot::Manager: WoL sent to host: a8:1e:84:11:f1:22.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobasneHa komaHaa ip hotspot wake.

3.48 ip http lockout-policy

OnucaHune 3ajaTb NapamMeTpbl OTCAEXVBAHWA NOMbITOK BTOPXeHWs NyTéM nepebopa
naponeit HTTP ansa ny6anyHbix nHTepdericos. Mo ymondaHuio GyHKUmMs
BKJIlOYeHa. Ecnuv B kayecTBe aprymeHTa Ucnosb3yeTcs 0, Bce napamMeTpsl

oTCNeXmBaHWs nepebopa byayT cOpOLLEeHbI B 3HaYEHKS MO YMOYAHMIO.
KomaHga ¢ npedurkcom no oTkaoYaeT obHapyXeHne nog6opa.
MNpedukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config)>  ip http lockout-policy «thresholds [«durations
[cobservation-windows]]

(config)> no ip http lockout-policy

AprymeHT 3HayeHue |OnucaHwue

threshold Uenoe 4ucno|Konnyectso HeyAauHbIX MOMbITOK BXOAA
B cucTemy. [10 yMONYaHUIO YCTaHOBNEHO
3HayeHune 5. MoxeT NnpuHMMaTb

3HayeHWsa B npegenax ot 4 Ao 20.

duration lenoe umncno|MpoAo/IKNTENIBHOCTL 3anpeTta
aBTOpM3aUMK Ansa ykasaHHoro IP-agpeca
B MUHYyTax. [10 yMon4aHmio yCTaHOB/IEHO
3HayveHue 15. MoxeT nprHUMaTh
3HayeHusa B npegenax ot 1 4o 60.

observation-window|ljenoe 4ucso|MpofOMKNTENEHOCTL HAabNoAeHNS 3a
NoA03PUTENBHOM aKTUBHOCTBIO B
MUHYyTax. 1o yMon4YaHWIO yCTaHOBNEHO
3HayveHue 3. MoxeT NpuHMMaTb
3HayeHusa B npegenax ot 1 o 10.

(config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is enabled.

(config)> no ip http lockout-policy
Http::Manager: Bruteforce detection is disabled.

(config)> ip http lockout-policy 0
Http::Manager: Bruteforce detection reset to default.

Bepcus OnucaHue

2.08 Job6asneHa komaHgaa ip http lockout-policy.

3.49 ip http log access

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoViKkun

BrnrounTb pexxrm 0Tnaaku Ha Beb-cepaepe (nginx). Mo ymonyaHmo GyHKLMA
OTKJIH0UEHa.

KomaHgaa ¢ npedrKcoOM no oTKAKOHaeT OTAAL0UHbIA PEXUM.
Ja
Ja

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica

IP
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.50 ip http log auth

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepderica

CvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

I(conﬂgﬁ> ip http log access

I (config)> no ip http log access

(config)> ip http log access

Http::Manager: Enabled access logging.

(config)> no ip http log access

Http::Manager: Disabled access logging.

Bepcusa

OnucaHune

3.00

JobasneHa komaHga ip http log access.

Bknrountb iormpoBaHme NonbITOK Heyp,auHoM aBTopuM3aunn B CNCTEME. Mo

YMONIYaHWNIO GYHKLNS OTK/IOYEHA.

KomMaHgaa ¢ npedrKcom no OTK/IYaEeT TOFMPOBaHME.

Ja
Ja
HeT

IP

I(conﬁgp> ip http log auth

I (config)> no ip http log auth

(config)> ip http log auth

Http::Manager: Auth logging enabled.

(config)> no ip http log auth

Http::Manager: Auth logging disabled.

Bepcusa

OnucaHune

2.08

JlobasneHa komaHaa ip http log auth

3.51 ip http log webdav

OnucaHune

BkarounTb norvpoBaHme NonbITOK HEYyAaYHOro NOAKAYEHWS K cepBepy
WebDAV. Mo ymonuaHuio GyHKLUUA OTKAOYEeHa.

KomaHza ¢ npedrKcoM no oTKIYaeT N0rMpoBaHue.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CuHoncuc I (config)> ip http log webdav

I (config)> no ip http log webdav

Mpumep (config)> ip http log webdav
WebDav: :Server: Enabled request tracing.

(config)> no ip http log webdav
WebDav: :Server: Disabled request tracing.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.04 Jlo6aBneHa komaHgaa ip http log webdav.

3.52 ip http port

OnucaHue HasHaunTtb HTTP nopT ansa Beb-nHTepderica Duo. Mo ymonyaHuto

ncnonb3yeTcsa nopt 80.

KomaHga ¢ npedurkcom no yctaHaBAMBaET MNOPT MO YMOJTUAHUIO.

MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIA BBOA, Het
Tun nHTepdeiica IP

CuiHoncuc (config)>  ip http port «port>

(config)> no ip http port

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
port lenoe umucno |Hosbli nopT HTTP.
Mpumep (config)> ip http port 8080

Http::Manager: Port changed to 8080.

(config)> no ip http port

Http::Manager: Port reset to 80.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHza ip http port.

3.53 ip http proxy

OnucaHwue JocTtyn K rpynne KomaHa ans Hactpoikm HTTP npokcun. Ecav npokcn He
HalJeH, KOMaH/a MblTaeTcs ero co3gaTb.

KomaHga c npedunkcom no yganseT NpoKcu.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-http-proxy)

CuHoncuc (config)>  ip http proxy name>
(config)> no ip http proxy name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka Vma HTTP npokcw.
Mpumep (config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.08 Job6asneHa komaHgaa ip http proxy.

3.53.1 ip http proxy auth

OnucaHwue Brnrountb asTopusaumto ansa HTTP-npokcn. o ymonyaHuio napamMmeTp
OTKJIHOUEH.

KomaHgaa ¢ npedurkcom no oTkaro4aeT aBTopmsaunto ana HTTP-npokcu.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I(config-http-proxy)> auth

I (config-http-proxy)> no auth

(config-http-proxy)> auth
Http::Manager: Proxy password auth is enabled.

(config-http-proxy)> no auth
Http::Manager: Proxy password auth is disabled.

Bepcus OnucaHve

2.10 JobasneHa komaHga ip http proxy auth.

3.53.2 ip http proxy domain

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

NcTopus nsmeHeHum

YcTaHOBUTL fJOMEHHOE M4, onpegenatowee FQDN BUPTyanbHOro XocTa.

KomaHgaa ¢ npedprKcoM no yaanset HacTPOKY.
Ja

Ja

Het

IP

(config-http-proxy)>  domain static «domain»

(config-http-proxy)> no domain

AprymeHT 3HauyeHue OnuncaHwue

domain Ctpoka JomeHHoe nm4.

(config-http-proxy)> domain static example.net

Http::Manager: Configured base domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

Bepcus OnucaHue

2.08 Job6asneHa komaHaa ip http proxy domain.
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3.53.3 ip http proxy domain ndns

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

3.53.4 ip http proxy force-host

OnucaHwune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Vicnonb3oBaTb foMeHHOe nM4, nonyyeHHoe ot cepsrica NDNS. Echv gaHHas
onumsa BKIOYEHa, HacTpoiika ip http proxy domain cTupaeTcs.

KomaHza c npedurKcom no yaansieT HacTpoiiKy.

Ja
Ja
Het

IP

I(config-http—proxy)> domain ndns

I (config-http-proxy)> no domain ndns

(config-http-proxy)> domain ndns
Http::Manager: Configured ndns domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

Bepcus

OnucaHue

2.08

Jlo6aBneHa komaHga ip http proxy domain ndns.

Bknrountb nepeonpeaeneHme 3arosioBka Host ansa upstream.

KomaHga ¢ npedurkcom no oTKIoYaeT HaCTPOKY.

Ja
Ja
Het

IP

(config-http-proxy)>

force-host «force-host»

(config-http-proxy)> no force-host

AprymeHT

3HayeHue

OonvcaHune

force-host

CTpoka

IP-agpec nnn gomeHHoe nvs.
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Mpumep

UcTopusa nsmeHeHwnii

(config-http-proxy)>
Http::Proxy:
"192.168.8.1".

(config-http-proxy)>
Http::Proxy:

(config-http-proxy)>

"modem" :

"modem" :
"modem. keenetic.pro".

force-host 192.168.8.1
enabled Host header enforcing to »

force-host modem.keenetic.pro
enabled Host header enforcing to »

no force-host

Http::Proxy: "modem": disabled Host header enforcing.
Bepcus OnucaHue
3.06 JobasneHa komaHaa ip http proxy force-host.

3.53.5 ip http proxy preserve-host

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

YCTaHOBUTb napamMeTp 4143 COXpaHeEHUA NCXOAHOI0 3arosioBka rnpu

NPOKCVMPOBaAHNM

KomaHga ¢ npedprKCcoM No OTK/HOUaEeT HAaCTPOWKY.

Aa
Ja
HeTt

IP

I(conﬁg-hup-proxyy> preserve-host

I (config-http-proxy)> no preserve-host

(config-http-proxy)>
Http::Manager: Proxy

(config-http-proxy)>
Http::Manager: Proxy

preserve-host
HTTP Host header preservation is enabled.

no preserve-host
HTTP Host header preservation is disabled.

Bepcusa

OnucaHue

2.13

JobasneHa komaHaa ip http proxy preserve-host.

3.53.6 ip http proxy security-level

OnuncaHwmne

YcTaHoBUTL ypoBeHb 6e3onacHocTy Ang HTTP-npokcwn. Mo ymonvaHuio
yCTaHOB/IEHO 3HayveHne private.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

Ja
Ja
Het

IP

(config-http-proxy)>  security-level (public | private)

(config-http-proxy)> no security-level

AprymeHT 3HauyeHue OnuncaHwue

public Knwouesoe Aoctyn Kk HTTP-npokcm pa3spetueH and public,
C/10B0 private n protected nHtepdericos.

private Krouesoe Joctyn K HTTP-npokcu paspeLueH To/IbKO ANd
C/10B0 private nHTepdelicos.

(config-http-proxy)> security-level public
Http::Proxy: "testl": set public security level.

(config-http-proxy)> no security-level
Http::Proxy: "testl": unset public security level.

Bepcus OnucaHue

3.05 JlobaBneHa komaHAa ip http proxy security-level.

3.53.7 ip http proxy upstream

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

YcraHoBuUTb agpec HTTP nnn HTTPS cepBepa, Ha KOTOpbI 6yayT
nepeHanpaBfATbLCSA 3arpochl.

KomaHga c npedunkcom no yaanseTt HacTPOKy.
Aa

Ja

Hert

IP

(config-http-proxy)> upstream(http | https)(wmac> | <ip> | «fqdns) [«ports]

(config-http-proxy)> no upstream

AprymeHT |3HauyeHue OnucaHve

http Knwyesoe cnoso |HTTP cepsep.
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Mpumep

WcTopusa nsmeHeHwnii

AprymeHT |3HauyeHue OnucaHve

https Kmouesoe cnoso |HTTPS cepsep.

mac MAC-agpec MAC-aapec cepsepa.

ip IP-agpec IP-agpec cepsepa.

fqdn FQDN MNonHoe somMeHHOE NMS cepBepa.
port Yenoe uucno Howmep nopTa.

(config-http-proxy)> upstream http 192.168.1.1 8080
Http::Manager: Proxy "TEST" upstream was set.

(config-http-proxy)> upstream https google.com 443
Http::Proxy: "modem": set https upstream google.com, port 443.

(config-http-proxy)> no upstream
Http::Manager: Remove upstream info for proxy "test".

Bepcus OnucaHue
2.08 JobaBneHa komaHAa ip http proxy upstream.
3.05 Job6aBneHo kno4eBoe CNoBo https.

3.53.8 ip http proxy x-real-ip

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

BkntounTb noaaepxky 3aronoskos X-Real-IP and X-Forwarded-For gna HTTP
NpOoKCK.

KomaHgaa ¢ npedrKCOM no OTKAKOHAET 3aro0BKuU.
Ja

Ja

HeTt

IP

I(conﬁg-hup—proxyy> x-real-ip

I (config-http-proxy)> no x-real-ip

(config-http-proxy)> x-real-ip
Http::Proxy: "testl": enabled X-Real-IP and X-Forwarded-For »
headers.

(config-http-proxy)> no x-real-ip
Http::Proxy: "testl": disabled X-Real-IP and X-Forwarded-For »
headers.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [JobaeneHa komaHza ip http proxy x-real-ip.

3.54 ip http security-level

OonucaHue YCTaHOBUTb YpOBeHb 6€30MacHOCTY A/ yAaNeHHOro AocTyna K Beb
nHTepdeiicy Keenetic. Mo ymonyaHuo ycTaHOB/EHO 3HayYeHMe private.

Mpedunkc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config)> iphttpsecurity-level (public[ssl] | private | protected)

AprymeHTbI ApryMeHT |3HaueHune OnucaHue

public Knoyesoe cnoso|[ocTyn k Be6 nHTepdeiicy paspeLleH ans
public, private n protected nHTepéeiicos no
HTTP n HTTPS.

private Knw4yesoe croso|[locTyn k Be6 nHTepdeicy paspeLleH ans
private nHTepdeiicos.

protected |KmwyeBoe cnoso|[ocCTyn K Beb nHTepdeiicy paspeLleH ans
private n protected nHtepelicos.

ssl Kno4yesoe cnoso|ocTyn k Be6 nHTepdeiicy paspeLleH ans
public nHTepdelicoB Tonbko yepes HTTPS.

Mpumep (config)> ip http security-level protected
Http::Manager: Security level changed to protected.

(config)> ip http security-level public ssl
Http::Manager: Security level set to public SSL.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.08 JobaeneHa komaHgaa ip http security-level.
3.00 Jlo6aeneH napametp ssl.

3.55 ip http ssl acme ecdsa

OnucaHwue BkntounTb noagepxky ceptudumkaToB Ha ocHoBe kpunTtorpadum ECDSA.

KomaHga ¢ npedurkcom no oTkAoYaeT 3Ty QYHKLMIO.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CuHoncuc I (config)> ip http ssl acme ecdsa

I (config)> no ip http ssl acme ecdsa

Mpumep (config)> ip http ssl acme ecdsa
Acme::Client: Enabled ECDSA chain.

(config)> no ip http ssl acme ecdsa
Acme::Client: Disabled ECDSA chain.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.09 JobasneHa komaHga ip http ssl acme ecdsa.

3.56 ip http ssl acme get

OnucaHue Co3gatb 1 nognucaTb cepTudmkat SSL Ana ykazaHHOro AOMEHHOro MMeHu
(no ymonyaHuto, KeenDNS). [lna Hero AosXeH 6blTb NpefocTaBAeH AOCTYn
13 NHTepHeTa.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> ip http ssl acme get [ <domains ]
AprymeHTbI Argument |3HaueHue |OnucaHue
domain CTpoka JdomeHHoe nvs KeenDNS.
Mpumep (config)> ip http ssl acme get mytest.keenetic.pro
Acme::Client: Obtaining certificate for domain »
"mytest.keenetic.pro" is started.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.1 Jlo6aBneHa komaHga ip http ssl acme get.
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3.57 ip http ssl acme revoke

OnucaHwue OTMeHUTb 1 yaanuTb SSL-cepTndurkat Ana ykazaHHOro AJOMeHHOro MMeHu
(KeenDNS, no ymon4vaHuio).

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config)> ip http ssl acme revoke <domain
AprymeHTbI AprymeHT 3HaueHue OonucaHue
domain Ctpoka JomeHHoe nms KeenDNS.
Npumep (config)> ip http ssl acme revoke mytest.keenetic.pro
Acme::Client: Revoking certificate for domain »
"mytest.keenetic.pro" is started.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.11 Jlo6aBneHa komaHga ip http ssl acme revoke.

3.58 ip http ssl acme list

OnucaHue MNMoka3saTb cNMcok 6ecrnnatHbIX cepTndurkaTos Let's Encrypt B cucteme.
Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(conﬂgﬁ> ip http ssl acme list

Mpumep (config)> ip http ssl acme list
certificate:
domain: cc6b5a71a7644903b51a5454.keenetic.io
should-be-renewed: no
is-expired: no
issue-time: 2018-06-20T09:16:30.000Z
expiration-time: 2018-09-17T09:16:30.000Z

certificate:
domain: mytest.keenetic.pro
should-be-renewed: no
is-expired: no
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issue-time: 2018-06-28T16:36:56.000Z

expiration-time: 2018-09-25T16:36:56.000Z

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.1

Job6asneHa komaHga ip http ssl acme list.

3.59 ip http ssl enable

OnucaHue Bkarountb SSL Ha HTTP cepsepe. o ymonyaHuto, SSL oTktoUeH.

KomaHga ¢ npedurkcom no oTkarouaet SSL.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CviHoncuc

I (config)> ip http ssl enable

I (config)> no ip http ssl enable

Mpumep (config)> ip http ssl enable
Http::Manager: Enabled SSL service.

(config)> no ip http ssl enable
Http::Manager: Disabled SSL service.

WcTopus nsmeHeHnii |Bepcus

OnucaHue

2.07

Jlo6aBneHa komaHga ip http ssl enable.

3.60 ip http ssl redirect

OonucaHue BkntounTb aBTOMaTUYECKOE NepeHanpas/ieHre Ha JOMeHaXx C cepTidUKaTom
SSL. Mo yMonyaHuio nepeHanpasieHme BKIOYEHO.

KomaHAa ¢ npeprkcom no oTK/toYaeT nepeHarnpas/ieHme.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica IP
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Cunoncuc I (config)> ip http ssl redirect

I (config)> no ip http ssl redirect

MNpumep (config)> ip http ssl redirect
Http::Manager: Redirect to SSL is enabled.

(config)> no ip http ssl redirect
Http::Manager: Redirect to SSL is disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.1 JobasneHa komaHgaa ip http ssl redirect.

3.61 ip http webdav

OnucaHune JocTtyn K rpynne KoOMaHA AN HaCTPOMKM NapaMeTpoB cepBepa WebDAV.
Mpedunkc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica IP

BxoxxgeHue B rpynny (config-webdav)

CvHoncuc I (config)>  ip http webdav

Mpumep (config)> ip http webdav
Core::Configurator: Done.
(config-webdav)>

WcTopuns nsmeHeHwnit |Bepcus onucaHue

3.04 Job6asneHa komaHgaa ip http webdav.

3.61.1 ip http webdav enable

OnucaHue BkntounTb cepsep WebDAV. o ymonyaHUIo cepBep OTK/HOUEH.
KomaHga ¢ npedurkcom no oTkntouaeT cepaep WebDAV.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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Tun nutepdeiica IP

CvHoncuc

I(config-webdav)> enable

I (config-webdav)> no enable

Mpumep (config-webdav)> enable

WebDav: :Server:

Enabled.

(config-webdav)> no enable

WebDav: :Server:

Disabled.

WcTopus nameHeHnit |Bepcus

OnucaHue

3.04

[Jlo6aBneHa komaHga ip http webdav enable.

3.61.2 ip http webdav permissive

OnucaHue PaspewwnTb goctyn K cepBepy WebDAV pnsa Bcex nosnb3oBaTenein 6es

aBTOpM3aunn.

KomaHga c npedurkcom no 3anpeLLaet aHOHMMHbIN 4OCTYm.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica IP

CviHoncuc

I (config-webdav)> permissive

I (config-webdav)> no permissive

Mpumep (config-webdav)> permissive
WebDav: :Server: Enabled permissive mode.

(config-webdav)> no permissive
WebDav: :Server: Disabled permissive mode.

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

3.04

Job6asneHa komaHgaa ip http webdav permissive.

3.61.3 ip http webdav security-level

OnucaHune YCTaHOBUTb YpOBeHb 6€30MacHOCTM A8 YAa/IeHHOro A0CTyna K cepeepy
WebDAV. o ymMON4aHUIO NCNOb3YyeTcd 3HaueHre private.
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Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CuHoncuc (config-webdav)>

security-level (public | private)

AprymeHTbI AprymeHT |3HaueHue OnucaHue

public Knw4yesoe croso|loctyn K WebDAV cepBepy pa3peLueH ans

public, private n protected nHTepdelicos.

private Knyesoe cnoso|foctyn K WebDAV cepBepy paspeLueH 15

private nHTepgericos.

Mpumep (config-webdav)> security-level public
Http::Manager: WebDAV security level set to public.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

3.04

Jlo6aBneHa komaHga ip http webdav security-level.

3.62 ip http x-frame-options

OnucaHwue YCTaHOBUTb 3HaYeHe 3aronoBka X-Frame-Options gnsa Be6-cepBepa (Nginx)
B AOMaLlHEeM CerMeHTe CeTu.

KomaHgaa ¢ npedrKcoM no OTK/IoUYaeT HacTpoliky.

MNpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOA, Het
Tun nHTepdeiica IP

CuHoncuc

(config)> ip http x-frame-options «x-frame-options»

(config)> no ip http x-frame-options «x-frame-options»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
x-frame-options|Crpoka 3HaueHune X-Frame-Option.
NMpumep (config)> ip http x-frame-options DENY

Http::Manager: Set X-Frame-Options to "DENY".
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WcTopusa nsmeHeHum

(config)> no ip http x-frame-options DENY
Http::Manager: Disabled X-Frame-Options header.

Bepcus OnucaHue

3.05 Job6asneHa komaHgaa ip http x-frame-options.

3.63 ip name-server

OnuncaHwune

Mpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

HactponTb IP-agpeca cepsepos DNS. CoxpaHeHHble TakuM 06pa3om agpeca
Ha3bIBalOTCHA CTaTUYECKMMU, B MPOTUBOMONOXHOCTb AUHAMUYECKUM —
3aperncTpupoBaHHbIM cnyxbamu PPP nan DHCP.

AKTUBHBIMW, TO €CTb NCMO/b3YeMbIMU B JAHHBIA MOMEHT ajpecaMu, ABNSOTCA
Te, KOTOopble 6bIIN 3aperncTprpoBaHbl Mo3xe ocTanbHbIX. O6bIYHO cncTema
1crnonb3yeT agpeca, NoayYeHHble HECKObKUMW NoCie4HUMM YCreLHo
NOAKNOUNBLUNMUCS cny>K6amu PPP nnn DHCP. Ecan HX o4Ha 13 CyX6 He
pernctpupyet agpeca DNS akTUBHbIMU BYAYT cTaTUYeCcKme HaCTPOMKMN.
OgaHako, ecnv nocsie perncTpaumm JUHammnyecknx afpecos rnoJib3osartesnem
6b111 V3MEHeHbI CTaTUYecKme HaCTPOMKM, OHM CTAHOBATCSA aKTUBHbLIMM, MOKa
He byAyT 3aperucTpmpoBaHbl HOBblE AHaMUYecK e ajpeca.

ip name-server MOXHO BBOAVTbL MHOFOKPaTHO, €C/IN TPebyeTcs HacTPOUTb
Heckonbko agpecoB DNS-cepBepoB. KpoMe Toro, Kaxgomy BBeeHHOMY
agpecy MOXHO COMNOCTaBUTb OAHO UM HECKONbKO OMEHHbIX UMeH A5
paboTkl co cneundrnyecknmMm 30HaMu, Hanpumep, No0KaJibHbIMU UMeHaMN B
KOPNOpaTMBHON ceTu.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIn agpec cepsepa DNS u3
CTaTMYeCKoro N akTUBHOIO CMNCKa, eC/I KOMaHAa AAeTcs C aprymMeHTamu,
60 ounLLaeT CNUCOK CTaTUYeCKUX apecoB, ecnu KOMaHAa Aaetcs 6e3
aprymMeHToB.

Aa
Ja
Ja
IP

(config)> dipname-server<address>[: port>][«domains[on<interface

11

(config)> no ip name-server [ «addresss [ : <port>]][ «domain [ on
<interface>]]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec Afpec cepBepa NMeH.

port Lenoe u4ucno |MopT cepBepa NMEH.
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AprymeHT

3HavyeHue

OnucaHue

domain

CTpoka

JlomeH, 4151 KOTOpOro 6yAeT UCMo/Ib30BaThCs
cepBep. DNS-npokcm npu paspeLleHnmn
VIMEHU B NepBYyto oyepesb BblbnpaeT agpec
cepBepa ¢ Hanbonee 6N3KMM K 3anpocy
AomeHoM. Ecav soMeH He ykasblBaTb, cepeep
6yAeT NCronb30BaTbCA ANA BCeX 3aMpoCoB.
BbipaxeHue "" Ncnonb3yeTcsd Kak JOMeH o
yMO4aHu0. MakcmManbHoe KOAn4ecTBo
AoMeHoB ansa ogHoro DNS-cepBepa — 16.

Mpumep

WcTopusa nsmeHeHwnii

3.64 ip nat

OnuncaHune

MNpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

interface

UHTEepgerc

Nma nutepderica Ana HacTponkuy.

(config)> ip name-server 8.8.8.8 "" on ISP
Dns::InterfaceSpecific: Name server 8.8.8.8 added, domain »

(default),

(config)>

interface ISP.

no ip name-server

Dns::Manager: Static name server list cleared.

Bepcus OnucaHue
2.00 [JobaBneHa koMaHAa ip name-server.
2.14 JobaBneH aprymeHT port.

BKAHOUMTL TPAHCASALMIO «/I0KA/IbHbIX» aPecoB ceTn network Unm cetu 3a
nHTepdericom interface. Hanpumep, koMaHza ip nat Home o3Hauvaert, uUTo
NS BCEX MaKeTOB 13 ceT Home, NPOXOAALLIMX Yepe3 MapLUpyTmu3aTop, byaet
BbIMOJIHEHA NOAMEHA a4pPEeCcoB UCTOUHMKA.

Ja
Aa
Ja
IP

(config)>

ip nat (<«interfaces | «address» amask»)

(config)> no ip nat (<interfaces | <address> imask>)

AprymeHT

3HayeHue

OonvcaHune

interface

UHTEepperic

Nma nHTepdeiica NcTouHmMKa (NonHoe nms
nHTepderica nan NnceBgoOHNM).
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AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec BmecTe ¢ mackon mask 3agaeT gmnanasoH
IP-appecoB ncToUHMKA, NoANexaLlmx
TpaHCaUnn.

mask IP-macka Macka gmanasoHa TpaHcnauun. Ecte aBa

cnocoba BBOAA MacKn: B KAHOHMYECKOM BUje
(Hanpumep, 255.255.255.0) 1 B Buje

61TOBOI ANVHBI NpeduKca (Hanpumep, /24).

NMpumep (config)> ip nat Home
Network::Nat: A NAT rule added.

(config)> no ip nat Home
Network::Nat: A NAT rule removed.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 [Jlob6aBneHa komaHga ip nat.

3.65 ip nat full-cone

OnucaHwue BkntounTb pexuM Full Cone NAT. TTo yMOAYaHUIO PeXNM BbIK/IHOUEH.
KomaHga ¢ npedrkcom no OTKA0YAET 3TOT PeXUM.

Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CuHoncuc I (config)>  ip nat full-cone

I (config)> no ip nat full-cone

Mpumep (config)> ip nat full-cone
Network::Nat: Full cone mode enabled.

(config)> no ip nat full-cone
Network::Nat: Full cone mode disabled.

WcTopuns nsmeHeHnit |Bepcus onucaHue

3.01 JobasneHa komaHgaa ip nat full-cone.
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3.66 ip nat restricted-cone

OnucaHwue BkntounTb pexum Restricted NAT. [0 yMOAYaHNIO PEXMM BbIK/THOYEH.
KomaHga ¢ npedrKcom no OTKA0YAET 3TOT PEXUM.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nutepdeiica IP

CnHoncuc I (config)> ip nat restricted-cone

I (config)> no ip nat restricted-cone

Npumep (config)> ip nat restricted-cone
Network::Nat: Restricted cone mode enabled.

(config)> no ip nat restricted-cone
Network: :Nat: Restricted cone mode disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 [Jlo6baBneHa koMaHgaa ip nat restricted-cone.

3.67 ip nat sstp

OnucaHue BknounTb TpaHCAALMIO aApecoB AN KAneHToB SSTP.
KomaHga ¢ npedurkcom no yaansieT npasuio.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CuHoncuc I (config)>  ip nat sstp

I (config)> no ip nat sstp

Mpumep (config)> ip nat sstp
SstpServer::Nat: SSTP VPN NAT enabled.

(config)> no ip nat sstp
SstpServer::Nat: SSTP VPN NAT disabled.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.12

[JobaeneHa KomaHza ip nat sstp.

3.68 ip nat vpn

OnucaHue Bkntoumntb TpaHcnauuio agpecos ana VPN-KNVEHTOB.

KomaHga c npedurKcom no yaansiet npasuso.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica IP

CunHoncuc

I (config)>  ip nat vpn

I (config)> no ip nat vpn

Mpumep (config)> ip nat vpn
VpnServer::Nat: PPTP VPN NAT enabled.

(config)> no ip nat vpn
VpnServer::Nat: PPTP VPN NAT disabled.

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.04

Job6asneHa komaHgaa ip nat vpn.

3.69 ip policy

OnucaHue JocTyn K rpynne KoOMaHZ4 ANs HacTPOKK Npoduns goctyna B VIHTepHeT —

npasuia Bblbopa MapLLpyTa Mo YMOAYAHWUIO A5t XOCTOB U CErMeHTOB

AoMaluHel cetu. Ecnm npodunb AocTyna He HalifeH, KOMaHAa NbITaeTcs ero
co3gatb. MoXHO co3gaTb He 6onee 16 npodunei.

KomaHza ¢ npedunkcom no yaansieT ykasaHHbI Npoduab 4OCTyna U3 cnmcka.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-policy)

CuvHoncuc

I (config)>  ip policy name>
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(config)> no ip policy name>

AprymeHTbI AprymeHT 3HauyeHune OonuncaHmne

name Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.
JonyckaeTcs ncnosb3oBaHme
CMBOJIOB JIATUHCKOro andasunTa,
undp, noguepkmBaHua n geduca. He
6o0see 32 CUMBOJIOB.

Mpumep (config)> ip policy Policy®
Network: :PolicyTable: Created policy "Policy0@".

(config)> no ip policy Policy0
Network: :PolicyTable: Removed policy "Policy0@".

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.12 JobaeneHa koMmaHaa ip policy.

3.69.1 ip policy description

OonuncaHmne Ha3HaunTb Npon3Bo/bHOE onuvcaHme Npodunto goctyna B IHTepHer.
KomaHaa ¢ npedunKcom no cTpaeT onucaHue.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nutepdeiica IP

CuHoncuc (config-policy)>  description «description

(config-policy)> no description

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

description |CTpoka Mpown3BonbHOe onvcaHmne Npodunsa 4ocTyna.
JlonyckaeTcs NCnonb30BaHWe CMMBOJIOB
natuHckoro andasuTta, undp,
noavepkmeBaHusa n gedunca. He 6onee 256
CIMBOJIOB.

Mpumep (config-policy)> description PolicyOne
Network: :PolicyTable: "Policy0": updated description.

(config-policy)> no description
Network::PolicyTable: "Policy0": updated description.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.12

[JobaeneHa komaHgaa ip policy description.

3.69.2 ip policy multipath

Brntountb GyHKLNIO O4HOBPEMEHHOr0 Mcnoib3oBaHUA WAN-NoaKkItoUeHWi

OnucaHune

B pexunme 6asaHCUPOBKU.

KomaHga ¢ npedpurkcom no oTkaoHaeT GyHKLMIO.
MNpedukc no Ja

MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-policy)>  multipath

I (config-policy)> no multipath

(config-policy)> multipath
Network: :PolicyTable:

Mpumep

(config-policy)> no multipath

"Policy0":

enable multipath.

Network: :PolicyTable: "Policy0": disable multipath.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.14 JobasneHa komaHaa ip policy multipath.

3.69.3 ip policy permit

OnucaHune

PaspeLumnTb ncnonb3oBaHme Npoduas 4oCTyna Ans rnobanbHOro nHTepderica.

Ecnn ogviH npodunnb focTyna pa3peLleH AN HeCKONbKMX MHTepdencos,
MO>XHO yKazaTb NPUOPUTET ASIA KaXA0ro 13 HUX.

KomaHaa ¢ npepurkcom no 3anpeLyaeT UCnosib3oBaHMe Nnpoduns goctyna
ANS ykasaHHoro nHtepdeiica. Ecam BBecTn KoMaHAy 6e3 aprymeHToB,
npodunb foctyna byaeT 3anpeLleH A5 Bcex MHTepdelicos.

Mpe¢ukc no Ja
MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica IP
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-policy)>  permit global<interfaces[order corder ]

(config-policy)> no permit [ global <interfaces ]

AprymeHT (3HauyeHue OnucaHwue
interface |WHTepgeic MonHoe nmsa nHTepdeinca Nan NCEBAOHNM.
order Lenoe uucno MpuopuTeT rnobansHOro nuHtepderica, Ans

KOTOPOro paspeLueH npodunb AocTyna.
MoxeTt NPMHNMaTb 3Ha4YeHNA B npejenax
oT 1 10 65534, HO He 6onee, Yem

KONMYECTBO rNobanbHbIX MHTEPHENCOoB.

(config-policy)> permit global L2TPO order 0
Network::PolicyTable: "Policy0": set permission to use L2TPO.

(config-policy)> no permit global L2TPO
Network: :PolicyTable: "Policy0": set no permission to use L2TPO.

Bepcus OnucaHve

2.12 [Jlo6aBneHa komaHga ip policy permit.

3.69.4 ip policy permit auto

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncumc

Mpumep

ABTOMaTUYeCKWN paspeLlaTb HOBble MOAKAOYEeHVS AN npodunsa gocTtyna.
Mo ymonuyaHuio GyHKLNS OTKIOYEHa.

KomaHga ¢ npedurkcom no yaansieT aBToMaTnyeckoe paspeLleHue.
Ja

Ja

Het

IP

I(config-policy)> permit auto

I (config-policy)> no permit auto

(config-policy)> permit auto
Network::PolicyTable: "Policy0": set auto permission.

(config-policy)> no permit auto
Network: :PolicyTable: "Policy0": set auto permission.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobasneHa komaHza ip policy permit auto.

3.69.5 ip policy rate-limit input

OnuncaHmne [l06aBNTb NapaMeTpbl OrpaHNYEHN BXOASLLLE CKOPOCTU ANS TN06aNnbHbIX
nHTepdericos npoduna gocryna.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

Cunoncuc (config-policy)>  rate-limit <interfaces> input (<rate> | auto)

(config-policy)>  rate-limit <interfaces no input

AprymeHTbI AprymeHT |3HauyeHue OonucaHue

interface |WHTepgesic Wms rnobaneHoro IP-nHTepdeiica ansa
orpaHunyeHuns Tpadumka rpynnom
Ha3Ha4veHHbIX Npodunen.

rate Lenoe 4ucno [MpeaenbHasa CKopocTb Nepeaayvn AaHHbIX
B K6ut/c. MoXeT NpMHMMaTh 3Ha4YeHus B
npegenax ot 64 A0 1000000.

auto KmiwyeBoe cnoBo |Pex1M aBTOHACTPONKM.

Mpumep (config-policy)> rate-limit WifiMasterl/WifiStation® input auto
Network::PolicyTable: "Policy@": set input rate limit to "auto".

(config-policy)> rate-limit WifiMasterl/WifiStation® input 100000
Network: :PolicyTable: "Policy0": set input rate limit to "100000" »
kbps.

(config-policy)> rate-limit WifiMasterl/WifiStation® no input
Network::PolicyTable: "Policy0": reset input rate limit.

VICTOleﬂ Mn3MeHeHuA Bepcmﬂ onucaHvie

3.05 JlobaBneHa komaHAa ip policy rate-limit input.
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3.69.6 ip policy rate-limit output

OonuncaHmne [06aBNTb NapaMeTpbl OrpaHNYEeHNS UCXOASALLIE CKOPOCTU AN TN06aNbHbIX
nHTepdericos npoduna gocryna.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica IP

CuHoncuc (config-policy)>  rate-limit <interface> output (<rate> | auto)

(config-policy)>  rate-limit <interfaces no output

AprymeHTbI AprymeHT |3HauyeHue OnucaHue

interface |WHTepgesc Wwms rnobansHoro IP-nHTepdeiica ans
orpaHuyeHus Tpaduka rpynnom
Ha3Ha4YeHHbIX Npoduner.

rate Lenoe 4ucno lMpeaenbHas cKopocTb Nepeaayvn AaHHbIX
B Kéut/c. MoxeT NnpMHMMaTh 3Ha4YeHus B
npegenax ot 64 go 1000000.

auto Knyesoe c10B0|PexnM aBTOHACTPOKM.

Mpumep (config-policy)> rate-limit ISP output auto
Network: :PolicyTable: "Policy@": set output rate limit to "auto".

(config-policy)> rate-limit ISP output 1000
Network::PolicyTable: "Policy0": set output rate limit to "1000" »
kbps.

(config-policy)> rate-limit ISP no output
Network::PolicyTable: "Policy0": reset ouput rate limit.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.05 [Jlo6aBneHa komaHaa ip policy rate-limit output.
3.08 JlobaBneH aprymeHT auto.

3.70 ip route

OnucaHwue Jo6aBnTb B TabanLy MapLUpyTU3aLMmM CTaTUYeCcKin MapLUpyT, KOTOPbI
3a/laeT nNpasuao nepegaun IP-nakeToB Yepes onpeeneHHbIl L3 Uan
ceTeBoW nHTepoderic.
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B kauecTBe ceTn Ha3HayYeHNA MOXHO yKa3aTtb kitoyeBoe cnoBo default. B
3TOM C/lyyae 6yzeT co3jaH MapLUPYT MO YMOAYaHUIO.

KomaHga ¢ npedurkcom no yaansieT MapLUpyT € yka3aHHbIMWU NapaMeTpamu,
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica IP

Cunoncuc (config)>  ip route ( network> <mask> | <host> | default) ( «gateway>

[interface] | <interfaces) [auto] [metric] [reject]

(config)> no ip route ( <network> amask> | <host> | default) [«gateway: |
<interfaces] [metric]

AprymeHTbI AprymeHT |3HauyeHune onuncaHue
network IP-agpec IP-agpec ceTn Ha3HayeHwus.
mask IP-macka Macka ceTu Ha3HadeHus. EcTb ABa cnocoba

BBOJa MacKn: B KAHOHNYECKOM BUje
(Hanpwnmep, 255.255.255.0) v B BUge
6uTOBOM ANNHBI NpedurKca (Hanpumep, /24).

host IP-agpec IP-agpec y3na Ha3zHaveHus.

default Krwyesoe cnoso |Vicnonb3yeTca A4 3ajaHnNs MapLUPYTOB No
YMONYaHMIO.

interface |WHTepgeric MonHoe nmsa nHTepdeinca nnv NCEBLOHNM.

YKka3blBaeTcs B kKayecTBe HanpaBaeHUs
nepejayv nakeTos, ecn K MHTepdeincy
MOAKMHOYEH KaHaN ToOYKa-Touka, He
TpebyroLLnii AONONHUTENBbHOM agpecauunmn
BHYTPW KaHana.

Ecnn Ha nHTepdelice yctaHOBNEH
npuopwuTteT interface ip global, mapwwpyT
£06aBNAeTCA B CUCTEMHYIO TabnLy TONBKO
B TOM CJly4ae, eCnu He CyLLecTByeT Apyroro
MapLLpyTa C TeM Xe apecoM Ha3HaveHus
1 661bLWIVM NPUOPUTETOM.

gateway IP-agpec IP-agpec mapLupyTmnsaTopa B
HenocpeACTBEHHO NOAKIHOUEHHOM CeTu.
Mo>eT 6bITb 3alaH BMeCTe C MMeHeM
vHTepdelica, ecin TpebyeTcs ykasaTb
npuopwutert interface ip global. Ecan
nHTepderic He ykasaH, OH onpejensieTcs
CUCTEMOU aBTOMAaTUYECKN U3 TEKYLLNX
HacTpoek IP.
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AprymeHT |(3HayeHue OnucaHwue

auto Knwuyesoe croso|lo3BoONAET MPYIMEHUTEL MapLUPYT TOr4a,
KOrfa CTaHeT AOCTYMNeH YKa3aHHbIN B HeM
LL1H03.

metric Lenoe uucsno MeTpuka MapLupyTa. B TekyLein

peannsaummn NrHopUpyeTCs.

reject Kniyesoe cnoso|BKAOUNTE MapLLpPYT, YTOObI NCNONL30BaTb
TONbLKO Bbl6paHHbIN NHTepdec ans
MapLupyTM3aunmn Tpadurka K ykazaHHOMY
MecTy HasHadeHus. Ecnm ykasaHHbI
nHTepdelic He aKTMBeH, TO TpaduK He
nepegaeTcs No ApyrumM BO3MOXHbIM
MapLupyTam. 3Ta onumsa paboTaeT TONbKO
npu NCNONb30BaHUKM oNumn auto n He
MOXeT MPUMEHATLCA K MapLUpPYTy No
YMONYaHWIO.

Mpumep (config)> ip route default Home
Network: :RoutingTable: Added static route: 0.0.0.0/0 via Home.

(config)> ip route 123.123.123.123 Wireguardl auto reject
Network: :RoutingTable: Added static route: 123.123.123.123/32 »
via Wireguardl.

(config)> no ip route 123.123.123.123 Wireguardl
Network: :RoutingTable: Deleted static route: 123.123.123.123/32 »
via Wireguardl.

(config)> no ip route default
Network: :RoutingTable: No such route: 0.0.0.0/0.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 [Job6aBneHa koMmaHza ip route.
3.08 JobaBneHa onuus reject.

3.71 ip search-domain

OnucaHune YKa3aTb fJOMeH rnoucka Ans paspeLleHnss HenoaHbIX IMeH XOCTOB.
KomaHga ¢ npedunkcom no yganset HacTPOKy.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> ip search-domain «domain>
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(config)> no ip search-domain

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
domain CTpoka JomMmeHHOoe nwvs.
Mpumep (config)> ip search-domain my.example

(config)> no ip search-domain my.example

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie

2.00 JobasneHa komaHgaa ip search-domain.

3.72 ip sip alg direct-media

OnucaHue 3ameHuTb IP-agpec B none Owner npotokona SDP. 3Ta dyHKUuA ncnonb3yercs

YTOObI He HacTpamBaTb OTAEeNbHbIN Npobpoc nopTos A1 VoIP-Tpaduka. Mo
YMOYaHMIO HAaCTPOIKa OTK/IOHeHa.

KomaHga ¢ npedrkKcom no oTKA0YaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I(conﬂg)> ip sip alg direct-media

I (config)> noip sip alg direct-media

Mpumep (config)> ip sip alg direct-media
Sip::Alg: Direct media enabled.

(config)> no ip sip alg direct-media
Sip::Alg: Direct media disabled.

WcTopuns nsmeHeHnit |Bepcua onucaHue

2.1 JobasneHa KkomaHaa ip sip alg direct-media.

3.73 ip sip alg port

OnucaHue Yka3aTb HoMep nopTa Ans SIP coobLeHuiA, OTANYHbIN OT CTaHAapTHoro. Mo
YMOJIYaHUIO NCNOoJIb3yeTcsa HoMep nopTa 5060.

KomaHza c nped1Kcom no ycTaHaBAMBaeT MOPT MO YMOAYaHUIO.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CuvHoncuc

(config)> ip sip alg port «port>

(config)> no ip sip alg port
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

port Yenoe uucno |Homep nopta.
Mpumep (config)> ip sip alg port 7090

Sip::Alg: Port set to 7090.

(config)> no ip sip alg port
Sip::Alg: Port reset to default.

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.12 [JobaeneHa komaHza ip sip alg port.
3.74 ip ssh
OnucaHune JocTtyn K rpynne KomaHa Ansa ynpasneHus SSH-cepeepom.
MNpedukc no Het

MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica IP

BxoxxgeHue B rpynny (config-ssh)

CuHoncuc

I (config)> ipssh

Mpumep (config)> ip ssh
(config-ssh)>

WcTopuns nsmeHeHnit |Bepcua

OnucaHune

2.12

JobasneHa komaHgaa ip ssh.
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3.74.1 ip ssh cipher

OnucaHue YcTaHoBUTL WindpoBaHMe CUMMETPUYHOIO KaKoYa Ans ceaHca SSH.
KomaHaa ¢ npedurKcom no yaanseT ykazaHHbIA anropuTm WndpoBaHUS.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Tuvn nHtepdeiica IP
CuHoncuc (config-ssh)>  cipher «ciphenr
(config-ssh)>  no cipher «cipher
AprymeHTbI AprymeHT |3HaueHue OnucaHue
cipher chacha20-poly1305@openssh.com|Anroput™ WwndpoBaHNS
ChaCha20-Poly1305.
aesl28-ctr Anropntm WwindpoBaHms
AES128-CTR.
aes256-ctr An encryption algorithm
AES1256-CTR.
aes128-gcm@openssh.com AnropuTm wWndpoBaHuMs
AES128-GCM.
aes256-gcm@openssh.com Anropntm WwWindpoBaHms
AES256-GCM.
Npumep (config-ssh)> cipher chacha20-polyl305@openssh.com

Ssh::Manager: Added cipher "chacha20-polyl305@openssh.com".

(config-ssh)> no cipher chacha20-polyl305@openssh.com
Ssh::Manager: Use default ciphers.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.04 JobasneHa KkomaHaa ip ssh cipher.
Bepcusa OnucaHue
3.05 JlobaBneHbl HOBbIe aNrOPUTMbI LLINGPOBAHNSA
aes128-gcm@openssh.com, aes256-gcm@openssh. com.

3.74.2 ip ssh keygen

OnucaHwune O6HoBEHME K/THO4a 3a4aHHOIO TUMa.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHni

IP

(config-ssh)>

keygen <keygen>

AprymeHT 3HauyeHue OnuncaHwue
keygen default ABTOMaTMUeCKas reHepauns HOBOro
OTKpbITOro Kntoya RSA2048 +
ECDSA-NISTP521.
rsa-1024 ABTOMaTuM4Yeckas reHepaLusa HOBOro
OTKpbITOro knto4va RSA gnavHoin 1024
6uT.
rsa-2048 ABTOMaTMUECKasa reHepaLma HOBOro
OTKpbITOro knto4a RSA gnnHoin 2048
6UT.
rsa-4096 ABTOMaTMYecCKas reHepaLs HOBOro

OTKpbITOro knto4a RSA gnanHoin 4096
6uT.

ecdsa-nistp256

ABTOMaTuM4yeckas reHepawus HoBOro
OTKpbITOro kntova ECDSA gnviHoin 256
6uT.

ecdsa-nistp384

ABTOMaTM4Yeckasa reHepaLms HOBOro
OTKpbITOro knto4va ECDSA annHoin 384
6UT.

ecdsa-nistp521

ABTOMaTM4YecKasi reHepaL s HOBOro
OTKpbITOro knto4va ECDSA gnavHon 521
6UT.

ed25519

ABTOMaTM4yeckas reHepauus HOBOro
OTKpbITOro Kro4va ED25519.

(config-ssh)> keygen default
Ssh: :Manager: Key generation

is in progress...

Bepcusa

OnucaHune

2.12

JobasneHa komaHgaa ip ssh keygen.

3.74.3 ip ssh lockout-policy

OnucaHune

3aAaTb NapaMeTpbl OTCNEXMBAHWA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponeii SSH ans nybnnyHeIx nHTepdeincos. Mo ymonvaHmo ¢yHKLmMA
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BK/tOUeHa. Ecnv B KauecTBe aprymMmeHTa UCnoJsib3yeTcd 0, Bce napamMeTpsbl
oTCNeXnBaHUA Nepebopa byayT c6poLLeHbl B 3HAYEHNS MO YMOJTHYAHUI.

KomaHaa ¢ npepurKcom no oTkntouaeT obHapyeHve nogbopa.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config)>  ip ssh lockout-policy <threshold [«duration

[<observation-window:]]

(config)> no ip ssh lockout-policy

AprymeHTbI AprymeHT 3HaueHue OnucaHue

threshold Llenoe uucno KonnyectBo HeyJa4yHbIX NOMbITOK
BXOJa B cuctemy. 1o ymonuyaHuo
yCTaHOB/IEHO 3HaveHye 5. MoxeT
NpUHMMaTbL 3Ha4YeHVa B Nnpejenax
oT 4 p0 20.

duration Yenoe uucno [MpoAo/IKNTEeNBHOCTL 3anpeTa
aBTOpU3aLMKn ANA YKa3aHHOro
IP-agpeca B MmnHyTax. Mo
YMOJIHaHWI0 YCTaHOB/IEHO 3HaYeHne
15. MoXeT NprHMMaTb 3Ha4YeHA B

npegenax ot 1 A0 60.

observation-window|lUenoe uyucsno MpoAoMKNTENBHOCTL HabIoAeHNS
3a NO403PUTENBbHON aKTUBHOCTbLIO
B MUHYyTax. 10 ymMon4aHuo
YCTaHOBJ/IEHO 3HauyeHwve 3. MoxeT
NPUHMMaTb 3Ha4YeHVsa B Npejenax
oT 10 10.

Npumep (config-ssh)> lockout-policy 10 30 2
Ssh::Manager: Bruteforce detection is reconfigured.

(config-ssh)> no lockout-policy
Ssh::Manager: Bruteforce detection is disabled.

(config-ssh)> lockout-policy 0
Ssh::Manager: Bruteforce detection reset to default.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.12 Job6asneHa komaHgaa ip ssh lockout-policy.
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3.74.4 ip ssh port

OnucaHue Ha3sHauuTb nopTt Ana SSH-coegriHeHNSA. 10 yMOTYaHUIO UCNOJIb3YeTCA HoMep
noprta 22.

KomaHga ¢ ﬂpeq)I/IKCOM Nno yCTaHaBNMBaeT HOMepP NopTa B 3Ha4YeHWe Mno
yMO/T4aHUHO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config-ssh)>  port <qumbers

(config-ssh)> no port

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
number UYenoe uucro |Homep nopta. MoXeT NpUHMMATL 3HaYEHUS
B npegenax oT 1 Ao 65535 BkaoUUTENBHO.

Mpumep (config-ssh)> port 2626
Ssh::Manager: Port changed to 2626.

(config-ssh)> no port
Ssh::Manager: Port reset to 22.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.12 JlobaBneHa komaHgaa ip ssh port.

3.74.5 ip ssh security-level

OnucaHwue YcTaHoBUTb ypoBeHb 6e3onacHoCcTY SSH. Mo ymon4aHuo ycTaHOBAEHO
3Ha4yeHue private.

Mpedunkc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun uHTepderica IP

CuHoncuc I (config-ssh)>  security-level (public | private | protected)
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AprymeHTbI AprymeHT |3HaueHme |OnucaHue
public Kniwyesoe Joctyn k SSH-cepBepy pa3speLueH ans public,
C/I0BO private u protected nHtepdeiicos.
private Knouesoe Joctyn K SSH-cepBepy pa3pelueH ans private
CJ/10BO nHTepdelicos.
protected Knoyesoe JocTyn K SSH-cepBepy pa3peLueH Ans private
C/10B0 n protected nHTepdelicos.
Npumep (config-ssh)> security-level protected

Ssh::Manager: Security level changed to protected.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.12 Jlo6aBneHa komaHgaa ip ssh security-level.

3.74.6 ip ssh session timeout

OonucaHue YCTaHOBUTL BPeMsi CyLLeCTBOBAHNS HEAaKTUBHOI ceccum ans SSH-coeanHeHus.
Mo ymonyaHuto TaliM-ayT paBeH 300, To ecTb QYHKLMSA OTCheXMBaHWS

AKTUBHOCTW BHYTPW CECCUM OTKIOYEHA.
KomaHga c npedunkcom no yctaHaBAMBaeT TaiM-ayT Mo YMOAYaHUIO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

Cunoncuc (config-ssh)>  session timeout «timeout>

(config-ssh)> no session timeout

AprymeHTbI AprymeHT 3HauyeHue OonucaHue

timeout Lenoe umucno |Bpems CyLLecTBOBaHWA HEAKTUBHOW Ceccuu.
Mo>keT NnpuHMMaTb 3HaYeHs B Npejenax oT
540 23%.1 CeKyHJ, BKNHOUNTE/IbHO.

Mpumep (config-ssh)> session timeout 123456
Ssh::Manager: A session timeout value set to 123456 seconds.

(config-ssh)> no session timeout
Ssh::Manager: A session timeout reset.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.03 [JobaeneHa komaHaa ip ssh session timeout.

3.74.7 ip ssh sftp

OnucaHune JocTyn K rpynne KoMaHA 414 ynpasneHnsa cepsepom SFTP.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica IP

BxoxxgeHue B rpynny (config-sftp)

CuHoncuc I (config)>  ip ssh sftp

Npumep (config)> ip ssh sftp
(config-sftp)>

UcTopuns nsmeHeHnii Bepcus OonucaHue

3.04 JobasneHa KkomaHaa ip ssh sftp.

3.74.7.1 ip ssh sftp enable
OnucaHwue Bkntoumntb SFTP-cepsep.
KomaHaa ¢ npedunKcom no oTKNtoOYaeT cepaep.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nutepdeiica IP

CuHoncuc I (config-sftp)>  enable

I (config-sftp)> no enable

Mpumep (config-sftp)> enable
Ssh::Manager: Enabled SFTP server.

(config-sftp)> no enable
Ssh::Manager: Disabled SFTP server.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.04 Jlo6aBneHa komaHga ip ssh sftp enable.

3.74.7.2 ip ssh sftp permissive

OnucaHwue PaspewnTb goctyn K cepBepy SFTP ans Bcex Nonb3oBaTenein 6e3
aBTopmsauunn.

KomaHga ¢ npedrkcom no 3anpeLuaeT Takowm AoCTyn.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica IP

CuHoncuc I (config-sftp)>  permissive

I (config-sftp)> no permissive

Mpumep (config-sftp)> permissive

(config-sftp)> no permissive

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

3.04 Job6asneHa komaHgaa ip ssh sftp permissive.

3.74.7.3 ip ssh sftp root
OnucaHue 3asaTb KOPHEBOW KaTanor Ha cepsepe SFTP N0 YMONYaHUIO.
KomaHaa ¢ npepurkcom no cbpacbiBaeT HaCTPOWKY KOPHEBOro KaTanora.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config-sftp)>  root («directory> | «directory»)

(config-sftp)> no root

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

directory CTtpoka [MyTb K KOPHEBOMY KaTanory no ymosyaHuo.
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Npumep (config-sftp)> root files_ssd:/
Sftp::Server: A default root directory set to "files ssd:/".

(config-sftp)> no root files_ssd:/
Sftp::Server: A default root directory reset.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.04 Jo6aBneHa komaHga ip ssh sftp root.

3.75 ip static

OnucaHune Co3aaTb NPaBWJIO TPAHCAALMN NOKaNbHbIX IP-agpecoB B rnobanbHble nan
HaobopoT. Ecnn interface nnn network cooTBeTcTBYeT UHTepdelicy C
ypoBHeM 6e3ornacHocTy public, TO 6yAeT BbIMOAHATLCA TPAHCNAUMSA ajpeca
Ha3Ha4eHuns (DNAT). Ecnu to-address cooTBeTCTBYeT MHTepdeicy C ypoBHEM
6e3omacHocTV public, TO 6yfeT BbINOAHATLCA TPAHCAALMA adpeca MCTOYHMKA
(SNAT). Homep nopta TCP/UDP Bceraa paccmaTpmBaeTcs Kak nopT
Ha3Ha4veHwus.

Ecnm network cooTBeTCTBYeT O4HOMY ajpecy, N 3TOT ajpec paBeH to-address,

TO Takoe npaBnno 6y,CI,ET 3anpewatb TPaHCALMKO YKa3aHHOro agpeca,
KOTOpada Morna 6bl 6bITb BbINO/IHEHA UCXOAS U3 3a4aHHbIX npasumn ip nat.

Mpasuna ip static nmetroT 60s1€€ BLICOKUI MPUOPUTET MO CPABHEHMIO C
npaswnamu ip nat.

[ oNoNHNTENbHYI HACTPOKY MeXCeTeBOro 3kpaHa Npon3BOANTL He HYXXHO,
T.K. IPY UCNOIb30BaHNWN NpaBMa NepeajpecaLiv MHTEPHEeT-LeHTP
CaMOCTOSITeNIbHO OTKPbIBAET AOCTYM MO YKa3aHHOMY MOPTY.

KomaHga ¢ npedunkcom no BKAKOUAET UKW YAANsSeT Npasusio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHtepdeiica IP

CuHoncuc (config)> ip static[«protocols](«interfaces | («address» masks))

(«port> through «end-ports (<to-addresss | <to-hosts) |
[port] (<to-address> | <to-hosty) [to-port] |
<to-addresss | <to-hosts | <to-interface»)

(config)> no ip static [ (protocols] («interfaces | («address» inasks))
(¢«port> through «end-port; (<to-addresss | <to-host) |
[port] (<to-address» | <to-hosty) [to-port] |
<to-address | <to-host> | <to-interfaces)
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
protocol tcp Mpotokon TCP.
udp Mpotokon UDP.
icmp Mpotokon ICMP.
tcpudp MpoTtokonbl TCP n UDP.
gre [MpoTokon GRE.
ipip MpoTokon IP in IP.

interface UHTEepperic Vims BxogHOro nHtepdeiica (nonHoe nms
nHTepderica v NCeBAOHNM).

comment CTpoka 3aMeTKM rnoJib30BaTeNs C CMMBOJIOM ! nepej
HUMN.

address IP-agpec BmecTe ¢ mackon mask 3agaeT gManasoH
IP-aapecoB HazHaueHWs, NoasexaLlmx
TpaHcasauun.

mask IP-Macka Macka gmanasoHa TpaHcnauun. Ecte aBa

cnocoba BBOAA MacKn: B KAHOHNYECKOM BUe
(Hanpumep, 255.255.255.0) v B BUAe
61TOBOI ANVHBI Npedukca (Hanpumep, /24).

port lenoe uncno |Homep nopta TCP/UDP, Ha KOTOPbIi
NPUXOANT 3aMpoc, NoANEXALLNIA TPAHCASALMN.
Ecnn He ykasaH, TpaHchsaums 6ygeT
BbIMO/HATLCA A19 BCEX BXOAALLMX 3aMpPOCOB.

end-port lenoe uncno |OKOHUaHWe AnanasoHa MopToBs.
to-address |IP-agpec Afpec HasHayeHNs nocne TpaHCcAauun.
to-host MAC-appec MAC-agpec Ha3zHayeHMs Nocae TpaHCIAUnN.

Mcnonb3yetcs Tonbko MAC-agpec 13 cnncka
known host. Ecin known host yaansaetcs, To
CBA3aHHbIe C HAM NpaBuaa Takxe byayT
yAaneHsol.

to-port Lenoe 4ucno |Homep nopta TCP/UDP nocne TpaHcnaumm.
Ecnuv He yka3aH, NopT Ha3HayeHns ocTaeTcs
NPEeXHUNM.

to-interface|WHTeppesic Nms nHTepdelica nocne TpaHcasaumn.

Mpumep MycTb MeeTCa MapLUPYTU3aTOP MeXAy «N10KabHOM» ceTbto 172.16.1.0/24
(ypoBeHb 6e3onacHOCTM private) 1 «rnobanbHOM» ceTbto 10.0.0.0/16
(ypoBeHb 6e3onacHocT public). TpebyeTcs, UTO6LI BCE 3anNpoChl,
npuxoasLume Ha «rnobanbHbI» MHTepdeic 3Toro MapLUpyTM3aTopa Ha NopT
80, TpaHCNMpPOBaANUCh Ha «NOKa/bHbIM» cepBep C agpecoM 172.16.1.33.
MocnefoBaTeNBLHOCTL KOMaHA, PEaANN3YIOLLINX TaKyH CXeMY, MOXET BbIrsaAeTh
Tak:

(config)> interface Home ip address 192.168.1.1/24
Network: :Interface::Ip: "BridgeQ@": IP address is 192.168.1.1/24.
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UcTopuns nameHeHuii

3.76 ip static rule

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

(config)> ip static
Network: :StaticNat:

(config)> ip static
Network: :StaticNat:

(config)> ip static
Network: :StaticNat:

tcp ISP 80 172.16.1.33 80
Static NAT rule has been added.

tcp ISP 21 00:0e:c6:al:22:11 !test
Static NAT rule is already there.

disable
Static NAT disable unchanged.

(config)> no ip static disable
Network::StaticNat: Static NAT rule enabled.

(config)> no ip static
Network::StaticNat: Static NAT rules have been removed.

Bepcus OnucaHve
2.00 [JobaeneHa komaHzaa ip static.
2.06 [Jlo6baBneH aprymeHT to-host.

OTKNHOUUTL NPABUAO TPAHCASALUMK IP-afpecoB UM OrPaHNYNTbL BPEMS ero
paboTbl pacnucaHmem.

KomaHga ¢ I'Ipeq)VIKCOM No BK/IKOYaET NpPaBUNIO NN OTMEHAET pacnncaHne.

Ja
Ja
Ja
IP

(config)>

ip static rule <index> (disable | schedule <schedules)

(config)> no ip static rule «<index> (disable | schedule)

AprymeHT 3HayeHue OnucaHue

index UYesnoe uucsio |Homep npaBuia TpaHCAALMN.

disable Knyesoe OTKNOUNTE MPaBUIIO TPAHCAALUN.
C/10B0

schedule Pacnncanne |HasBaHMe pacnmncaHus, CO34aHHOro npu

nomMoLum rpynnel KoMmaHa schedule.

(config)> ip static rule 0 schedule test_schedule
Network::StaticNat: Static NAT rule schedule applied.
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naBa 3 OnncaHme KOMaHA,

UcTopusa nsmeHeHwnii

(config)> ip static rule 0 disable
Network: :StaticNat: Static NAT rule disabled.

(config)> no ip static rule 0 disable
Network: :StaticNat: Static NAT rule enabled.

(config)> no ip static rule 0 schedule
Network: :StaticNat: Static NAT rule schedule removed.

Bepcus OnucaHue

2.08 [JobaBneHa KkomaHaa ip static rule.

3.77 ip telnet

OnucaHwue
MNpedukc no

MeHsieT HacTpoiKmn

JocTyn K rpynne KOMaHA, Ans ynpaesneHus Telnet-cepsepom.
Het

HeTt

MHorokpaTtHbIiA BBog Het

Tun nHTepdeiica
Bxo>xaeHue B rpynny

CviHoncmc

Mpumep

WcTopus nsmeHeHwnii

IP

(config-telnet)
I (config)> ip telnet

(config)> ip telnet
(config-telnet)>

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHga ip telnet.

3.77.1 ip telnet lockout-policy

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIii BBOA,

3aAaTb NapameTpbl OTCEXMBAHWSA NOMbITOK BTOPXEHUS NyTéM nepebopa
naponei Telnet Ana ny6anyHbIX MHTepdeincoB. Mo ymonyaHuo GyHKUMSA
BKItOYeHa. Ecnv B KavecTBe aprymeHTa ncnonb3yeTcs 0, Bce napameTpsbl

oTcnexvBaHus nepebopa 6yayT cOpOLLeHbl B 3HaUYeHUS MO YMOYaHMIO.
KomaHga ¢ npedurkcom no oTk/IH0UYaeT 0bHapyxxeHmne nogbopa.

Ja

Aa

Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

IP

(config)>

ip telnet lockout-policy «thresholad [«duration,

[<observation-window]]

(config)> no ip telnet lockout-policy

AprymeHT

3HaueHve

OnucaHue

threshold

Lenoe uucno

KonnuectBo HeyAauHbIX MOMNbITOK
BX0Ja B CUCTEMY. Mo YMONYaHUNIO
YyCTaHOBJ/IEHO 3HauyeHve 5. MoxeTt
NPMHNUMaTb 3Ha4YeHNA B npejenax ot
4 no 20.

duration

Lenoe uucno

Mpofo/mKNTEeNbLHOCTL 3anpeTa
aBTopm3auumn AN yKasaHHOro
IP-agpeca B MuHyTax. o ymonuaHutio
yCTaHOB/IEHO 3HayeHne 15. MoxeT
NPUHUMAaTbL 3Ha4YeHWs B nNpejenax ot
1 no 60.

observation-window|ljesi0e yucno

npOAOJ'I)KI/ITeﬂbHOCTb Ha6J'IFO,U,eHI/IF| 34
I'IO,D,O3pI/IT€J'IbHOM AdKTUBHOCTbLIO B
MUHYyTax. Mo YMO/14aHWKO YCTaHOBNEHO
3HauyeHue 3. MoxeTt NMPNHUMAaTb

3HaueHWA B npegenax ot 1 Ao 10.

(config-telnet)> lockout-policy 10 30 2
Telnet::Server: Bruteforce detection is reconfigured.

(config-telnet)> no lockout-policy

Telnet: :Server:

Bruteforce detection is disabled.

(config-telnet)> lockout-policy 0

Telnet: :Server:

Bruteforce detection is enabled.

Bepcusa

OnucaHune

2.08

JobasneHa KomaHaa ip telnet lockout-policy.

3.77.2 ip telnet port

HasHauuTb nopT Ans telnet-coegnHeHMs. N0 yMOAYAHMIO UCMONb3YeTCA
HoMep nopTa 23.

OnucaHune

Mpedukc no

MeHsieT HacTpoWiKKn

KomaHga ¢ I'IperI/IKCOM Nno yCTaHaBNMBaeT HOMepP NopTa B 3Ha4YeHWe Mno

yMO/T4aHWIO.

Ja
Ja
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

IP

(config-telnet)>

(config-telnet)> no port

port <numbers

AprymeHT

3HayeHue

OnvicaHune

number

Lenoe uucno

Homep nopTa. MoxeT NpuHUMaTb 3HaYeHst

B npegenax oT 1 Ao 65535 BkoUUTENBHO.

(config-telnet)> port 2525
Telnet::Server: Port unchanged.

(config-telnet)> no port
Telnet::Server: Port unchanged.

Bepcus

OnucaHmne

2.08

JobasneHa komaHgaa ip telnet port.

3.77.3 ip telnet security-level

OnuncaHwne

MNpejukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncmc

AprymeHThl

Mpumep

YcTaHOBUTbL YpoBeHb 6e3onacHocTy Telnet. Mo yMoO4aHWIO yCTaHOBEHO
3HayeHve private.

HeTt
Ja
Het

IP

(config-telnet)>

security-level (public | private | protected)

AprymeHT |3HauyeHue OnucaHue

public Kn4yesoe cnoso|octyn K Telnet-cepsepy pa3speLleH ans
public, private u protected nHTepdeiicos.

private Knio4yesoe cnoso|ocTyn K Telnet-cepsepy pa3peLueH ans
private nHTepdeiicos.

protected |KmwuyeBoe cnoso|focTyn Kk Telnet-cepBepy paspeLueH ans

private n protected nHtepdeiicos.

(config-telnet)> security-level protected
Telnet: :Manager: Security level changed to protected.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.08

[JobaeneHa komaHaa ip telnet security-level.

3.77.4 ip telnet session max-count

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YCTaHOBWUTb MaKCMMaJIbHOE YNCI0 O4HOBPEMEHHbIX ceccum ans
telnet-coegnHerms. Mo YMO/THaHWIO NCMNO/Ib3YHTCA MakCMyM 4.

KomaHgaa c I'Ipe(I)I/IKCOM No yCTaHaBNMBaAET KOJINYECTBO ceccnino YMOJTHYaHUIO.

Ja
Ja
HeT

IP

(config-telnet)>

session max-count «count»

(config-telnet)> no session max-count

AprymeHT

3HayeHue

OnvicaHune

count

Llenoe uucno

MakcrmanbHoe Yncio ogHOBPEMEHHbIX
ceccuin. MoxeT NpUHUMaTb 3HaYeHUs B
npegenax ot 1 A0 4 BK/IHOUNTENBHO.

(config-telnet)> session max-count 4

Telnet: :Server:

The maximum session count set to 4.

(config-telnet)> no session max-count

Telnet: :Server:

The maximum session count reset to 4.

Bepcus

OnucaHune

2.08

JobasneHa komaHgaa ip telnet session max-count.

3.77.5 ip telnet session timeout

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

YCTaHOBUTb BpeMs CyLLLeCTBOBaHNS HeaKTUBHOM ceccnn Ans
telnet-coegmHeHuns. Mo ymonyaHuio TainM-ayT paBeH 300, YTO 3HAUMT UTO

q)yHKLI,I/IH OTCNeXnBaHNA aKTUBHOCTU BHYTPU CECCIN OTKJ/THOUEHa.

KomaHza c npedurKcom no ycTaHaBAMBaeT TaliM-ayT Mo YMOMYaHUO.

Aa
Ja

388

CnpaBoyHuK koMaHa — Duo (KN-2110)



naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Het

IP

(config-telnet)> session timeout <timeout>

(config-telnet)> no session timeout

AprymeHT 3HauyeHue OnucaHue

timeout Lenoe umucno |Bpems cyLLecTBOBaHWA HEAKTUBHOW Ceccuu.
Mo>keT NpuHMMaTb 3Ha4YeHus B Npejenax oT
5 a0 23%.1 CeKyHJ, BKNHOUNTE/IbHO.

(config-telnet)> session timeout 600
Telnet::Server: A session timeout value set to 600 seconds.

(config-telnet)> no session timeout
Telnet::Server: A session timeout reset.

Bepcus OnucaHue

2.08 JobasneHa KkomaHaa ip telnet session timeout.

3.78 ip traffic-shape host

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

YcTaHOBUTb NpeAen CKOPOCTU Nepesayn AaHHbIX 418 YKa3aHHOMo yCTpolicTBa
AOMaLLHel ceTn B 06e CTOPOHbI. [0 YMONYaHMIO CKOPOCTb He orpaHuyeHa.

KomaHaa ¢ npedpnkcom no yaansieT HaCTPOiKy A5 YKa3aHHOro YCTPOKCTBa.
Ecnu BbINONHWTL KOMaHAY 6e3 apryMeHTOB, BCe OrpaHNYeHns A1 BCexX
YCTPOWCTB 6yAyT OTMEHEHbI.

Ja
Ja
Aa
IP

(config)> ip traffic-shape host wmac> rate <rate> [ asymmetric
<upstream-rates ][ schedule <schedules ]

(config)> no ip traffic-shape host [ mac> ]

AprymeHT 3HauyeHne |OnucaHue

mac MAC-agpec |MAC-agpec yCcTponCTBa AOMAaLLHen ceTu.
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AprymeHT 3HauyeHne |OnucaHue

rate Lenoe 4ucno |3HavyeHme CKOPOCTU Nnepesadun JaHHbIX B
KéuT/c. OrpaHnyeHne AoMXHO ObiTh B
AnanasoHe oT 64 Kéut/c go 1 rémt/c.

upstream-rate |Uesoe uyucno|CKOpPOCTb OTAAUN AaHHbIX B K6UT/C.
OrpaHunyeHve JOMXKHO BbITb B AnanasoHe
oT 64 Kéut/c go 1 reut/c.

schedule Pacnucanne |Ha3sBaHwe pacnncaHusa, coO3faHHOMo npu
nomMoLuy rpynnel KomaHa schedule.

Mpumep

UcTopusa nsmeHeHwnii

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80
TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 80 Kbits/sec.

(config)> ip traffic-shape host a8:1e:82:81:f1l:21 rate 80 »
asymmetric 64

TrafficControl: :Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec..

(config)> ip traffic-shape host a8:1e:82:81:f1l:21 rate 80 »
asymmetric 64 schedule Update

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec (controlled by schedule Update).

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host
TrafficControl::Manager: Rate limits for all hosts removed.

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga ip traffic-shape host.
2.08 Job6asneH aprymeHT schedule.

3.04 JobasneH aprymeHT upstream-rate.

3.79 ip traffic-shape unknown-host

OnuncaHune

YCTaHOBUTb OrpaHMyeHre CKOPOCTU Nnepesayn aHHbIX AN1s
He3aperncTpMpoBaHHbLIX yCTPOMCTB B 060X HanpasieHusX. Mo yMonyaHuto
CKOPOCTb He orpaHunyeHa.

KomaHga ¢ npedurKcom no yaansieT HacTpoiiky.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CuHoncnc (config)> ip traffic-shape unknown-host rate <rate> [ asymmetric

<upstream-rates ]

(config)> no ip traffic-shape unknown-host rate

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

rate Lenoe umucro |CKOPOCTb Nepesayn AaHHbIX B KbuT/c.
3HauyeHMe JONXKHO 6bITh B B AMarna3oHe oT
64 Kéut/c go 1 remt/c.

upstream-rate |Uesoe uyucsno |CKOpPOCTb OTAAUN AaHHbIX B K6UT/C.
OrpaHunyeHve JONXKHO BbITb B AVanasoHe
oT 64 Kéut/c go 1 réut/c.

NMpumep (config)> ip traffic-shape unknown-host rate 80
TrafficControl::Manager: Rate limit for unknown hosts set to 80 »
Kbits/sec.

(config)> ip traffic-shape unknown-host rate 80 asymmetric 64
TrafficControl::Manager: Rate limit for unknown hosts set to »
80/64 Kbits/sec.

(config)> no ip traffic-shape unknown-host rate
TrafficControl::Manager: Rate limit for unknown hosts removed.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue
2.09 Jlo6aBneHa komaHga ip traffic-shape unknown-host.
3.04 [JlobaBneH aprymeHT upstream-rate.

3.80 ipv6 firewall

OnucaHue Bkarountb 6paHgmayap IPv6. Mo ymonyaHumio GyHKLMA BKAKOYEHA.
KomaHga ¢ npedurkcom no yganseTt HacTPOWKy.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het
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CnHoncuc I(config)> ipv6 firewall
I (config)> no ipv6 firewall

Example (config)> ipvé firewall
(config)> no ipv6 firewall

MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.06 JobasneHa komaHgaa ipv6 firewall.

3.81 ipv6 local-prefix

OnucaHwue HacTtpontb nokanbHblin npedurkc (ULA). ApryMeHT MoXeT 6biTb 6yKBEHHbIM
npedukcom nnm knroyesbiM cnosom default, KoTopoe aBToMaTMUECKN

reHepupyeT NOCTOSAHHbIN YHUKaNbHbIV Nnpedukc.
KomaHga ¢ npednkKcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

Cunoncnc (config)> ipv6 local-prefix (default | prefix)
(config)> no ipv6 local-prefix [default | prefix; ]
AprymeHTbI AprymeHT |3HaueHue OnucaHue
default Knw4yesoe croso|leHepupoBaTb NOCTOSAHHBIN YHUKANbHbI
npedukc.
prefix Mpegpukc NokanbHbn npedukc (ULA). JomKHO 6bITb
KOppeKTHoe 3HaveHVe npedukca B 6a1oke
fd0O: : /8 c aanHol Npedurkca He 6onee 48.
Mpumep (config)> ipvé local-prefix default

Ip6::Prefixes: Default ULA prefix enabled.

(config)> ipvé local-prefix fdol:db8:43::/48
Ip6::Prefixes: Added static prefix: fd0l:db8:43::/48.

(config)> no ipv6 local-prefix default
Ip6::Prefixes: Default ULA prefix disabled.

(config)> no ipv6 local-prefix fd0l:db8:43::/48
Ip6::Prefixes: Deleted static prefix: fd0l:db8:43::/48.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga ipv6 local-prefix.

3.82 ipv6 name-server

OnucaHwue HactpounTtb IP-agpeca cepeepoB DNS. CoxpaHeHHble TakiM 06pa3om agpeca
Ha3bIBaKOTCA CTAaTUYECKVMMU, B MPOTUBOMOJIOXKHOCTb JUHAMUYECKUM —
3aperncTpmpoBaHHbIM ciyxbamu PPP nnwn DHCP.

ipv6 name-server MOXHO BBOAVTb MHOFOKPaTHO, eC/IN TpebyeTcs HaCTPOUTb
Heckosibko agpecoB DNS-cepsepos.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIn agpec cepsepa DNS u3
CTaTMYeCcKoro N akTUBHOIO CMNCKa, eC/I KOMaHAa AAeTcs C aprymMeHTamu,
NM60o ounLL@eT CNUCOK CTaTUYeCKUX apecoB, ecnu KOMaHAa Aaetca 6e3
aprymeHToB.

Mpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)> ipv6 name-server addresss [ «domains ]
(config)> no ipv6 name-server [ «address; [ <domains ]]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
address IPv6-agpec |Aapec cepsepa IMEH.
domain CTpoka JloMeH, ans KOTOpOro byaeT 1CNoNb30BaThCA
cepsep. DNS-npokcm npu paspeLueHumn
MMeHW B NepByto oyepeab BblbMpaeT agpec
cepBepa ¢ Hanbonee 6AN3KMM K 3anpocy
JomeHoM. Ecniv foMeH He yKkasblBaTb, cepeep
6yAeT NCNoNb30BaTbCA A1 BCEX 3aMpOCOoB.
BblpaxeHue "" 1CNoNb3yeTcsa Kak AOMEH Mo
YMOJITYaHUIO.
NMpumep (config)> ipvé name-server 2001:4860:4860::8888
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »

(default).

(config)> ipv6 name-server 2001:4860:4860::8888 google.com
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »
google.com.

(config)> no ipv6 name-server
Dns::Manager: Static name server list cleared.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JlobaeneHa KomaHaa ipv6 name-server.

3.83 ipv6 pass

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHum

BkntounTb CKBO3HOW pexurM Ha MapLupyTu3aTope A5 naketos IPv6. Mo
YMOYAHUIO 3Ta GYHKLNS OTKIIIOUEHa.

KomaHga ¢ npedpurkcom no oTkaoHaeT GyHKLMIO.

Ja

Aa

Het

(config)>  ipv6 pass through wan-ifaces<lan-iface

(config)> no ipv6 pass

AprymeHT 3HauyeHue OnucaHwue

wan-iface NHTepgeiic MonHoe nmsa nHtepdeinca WAN nnm
NceBAOHUM.

lan-iface UHTepgelic MonHoe nmsa nHtepdeiica LAN naun
NceBAOHUM.

(config)> ipvée pass through ISP Home
Ip6::Pass: Configured pass from "GigabitEthernetl" to "Bridge0".

(config)> no ipv6 pass
Ip6::Pass: Disabled.

Bepcus OnucaHue

2.06 JobaBneHa koMaHaa ipv6 pass.

3.84 ipv6 route

OnuncaHwne

[o6aBuTb B TabAMLy MapLUpyTU3aLMN CTAaTUYECKUIA MapLUPYT, KOTOPbIA
3ajaeT npaBwo nepegaymn IPv6-nakeToB Uepes onpeseneHHbIl L3 Uan
ceTeBOVi UHTepdelic.

B kKauecTBe ceT Ha3HauYeHNA MOXHO yKasaTtb kKntoyeBoe cnoBo default. B
3TOM C/lyyae byAeT co3aH MapLUPYT MO YMOAYaHUIO.

KomaHga ¢ npedurKcom no yaanseT MapLIpyT € ykasaHHbIMU NapaMeTpamu.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> ipv6 route («prefix> | default) (<interface [gateway] |
<gateway»)
(config)> no ipv6 route («prefix> | default) (<interfaces [gateway’] |
«gateway:)
AprymeHTbI AprymeHT  |3HaueHue |OnucaHune
prefix Mpegukc Mpedukc IPv6.
default Krouesoe Mpedrkc No ymonvaHuto.
CJ10BO
interface UHTeppenc MonHoe nma nHTepderica nam NCeBAOHUM.
gateway IP-agpec IP-agpec mapLupyTmnsatopa B
HenocpeACTBEHHO NOAKIHYEHHON CeTun
Npumep (config)> ipvé route 2002:c100:aeb5::/48 ISP
route added
(config)> no ipv6 route 2002:c100:aeb5::/48 ISP
route erased
(config)> ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route added
(config)> no ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route erased
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 [JlobaBneHa koMaHgaa ipv6 route.
2.1 [JobasneH aprymeHT gateway.

3.85 ipv6 static

OnucaHune Co3gaTtb NpasBuio, paspeLuatoLLiee BXogsLlee nogkato4eHne K 3ajgaHHoMy
NOPTY 3aperncTprupoBaHHOro yCTPOMCTBA AOMAaLLHEN ceTu.

ipv6 firewall gomkeH 6bITb BKIOYEH.
KomaHaa ¢ npedurkcom no yaanseT npasuo.

Mpedukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nsmeHeHnii

(config)>

<end-port ]

ipv6 static «protocols [ <interfaces> ] wmac> <ports [ through

(config)> no ipv6 static [ protocols [ <interfaces ] wmac> port> [through
<end-port>]]

AprymeHT 3HauyeHue OnucaHwue
protocol tcp Mpotokon TCP.
udp MpoTokon UDP.

interface UHTepgeinc Vimsa BxogHoro nHTepoderica (nonHoe nms
nHTepderica v NceBfoOHNM).

mac MAC-agpec MAC-agpec xocrTa.

port lenoe uyucno |Homep nopta TCP/UDP, Ha KOTOpbIN
NPUXOANT 3aNpoc NOAKNOUEHNS.

end-port lenoe umncno |OKOHuaHVe AnanasoHa NopTos.

(config)> ipvé static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Rule updated.

(config)> no ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Static rule removed.

Bepcusa

OnucaHune

2.12

JobasneHa KoMaHAa ipv6 static.

3.86 ipv6 subnet

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

JocTtyn K rpynne KoMaHA AN HAaCTPOMKN CerMmeHTa IokanbHom ceTu IPv6.

Ecnn cermeHT He HaI‘ZAEH, KOMaHZa NbITaeTcqa ero co3aatb.

Aa
Ja

MHorokpaTtHbIiA BBOg, [a

Bxo>xaeHue B rpynny (config-subnet)

CuvHoncuc

I (config)>  ipv6 subnet name>

I (config)> no ipv6 subnet [ <name> ]

396

CnpaBoyHuK koMaHa — Duo (KN-2110)



naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Crpoka Nms nnu nceBaoHMM noaceTw.
NMpumep (config)> ipvé subnet Default

(config-subnet)>

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobasneHa KoMaHaa ipv6 subnet.

3.86.1 ipv6 subnet bind

OnucaHune MpuBs3aTb NoAceTb K UHTepdeicy.

KomaHga ¢ npednkKcom no oTMeHSET MpuBA3KY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc (config-subnet)>  bind <bind>

(config-subnet)> no bind
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

bind UnTeppeinc MonHoe nmsa nHTepdeica nam NCeBAoOHMM.
Mpumep (config-subnet)> bind WifiMaster0/AccessPointl

Ip6::Subnets: Interface "WifiMaster®/AccessPointl" bound to »

subnet "Default".

(config-subnet)> no bind

Ip6::Subnets: Interface unbound from subnet "Default".
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga ipv6 subnet bind.

3.86.2 ipv6 subnet mode

OnucaHune BbI6paTb pexxuM HacTpolikn aApecos A1 XOCTOB B rnoaceTu. JocTynHbl ABa
BapvaHTa — dhcp 1 slaac. MNepBbIli BKAOYaeT nokanbHbln DHCPv6-cepsep
C Lief1blo NPUCBOEHUA aApecoB, BTOPOoK BktovaeT SLAAC (aBTOKOH$UrypaLuo
ajpecos).
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config-subnet)>  mode wmode>

(config-subnet)> no mode
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

mode slaac Bkatountb SLAAC (aBTOKOHUrypaumio

ajpecos).
dhcp Bkntounts DHCPv6-cepBep.

Npumep (config-subnet)> mode dhcp

Ip6::Subnets: Subnet "Default" enabled as DHCP.

(config-subnet)> no mode

Ip6::Subnets: Subnet "Default" disabled.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHga ipv6 subnet mode.

3.86.3 ipv6 subnet number

OnucaHwue MpucBonTbL NOACETU NAEHTUGUKATOP, KOTOPLIN ByseT onpesensTs
ny6AnYHbIN Npedurkc cermeHTa. igeHTndmkaTop A0/KEH BbITb YHUKANBHbBIM
cpeaun noaceten.

Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-subnet)>  number <number>
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue

number Lenoe u4ncno |YHUKanbHbIA MAEHTUGMKATOP NOACETH.
NMpumep (config-subnet)> number 2

Ip6::Subnets: Number 2 assigned to subnet "Default".
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobasneHa komaHza ipvé subnet number.

3.87 isolate-private

OnucaHune 3anpeTnTb Nepegavy AaHHbIX MeXAy NobbIMU HTepdeicamm € ypoBHEM
6esonacHocTy private. Mo yMOn4aHUO BKAOYEHO.

KomaHga ¢ npednKcom No OTMEHSIET AeNCTBME KOMaHAbI, pa3peLuas
nepeAaBaTb AaHHble MexXay VHTepdelicamu private.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> isolate-private
I (config)> no isolate-private
Mpumep (config)> isolate-private
Netfilter::Manager: Private networks isolated.
(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHaa isolate-private.

3.88 kabinet

OnucaHwue JocTyn K rpynne KoMaHA Anst HAacTPOiK NapameTpoB. aBTopu3atopa KABINET.

KomMaHgaa c npedprkcom no BO3BPALLAET 3HAUEHMS MO YMOUYAHWIO BCEM
napameTpam.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
BxoxxgeHue B rpynny (kabinet)

CuHoncunc I (config)> kabinet
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naBa 3 OnncaHme KoMaHp,

I (config)> no kabinet

Mpumep (config)> kabinet
(kabinet)>

(config)> no kabinet
Kabinet: :Authenticator: A configuration reset.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.02 Job6aBneHa komaHaa kabinet.

3.88.1 kabinet access-level

OnucaHue 3ajaTb ypoBeHb gocTyna Ana asTopusaTtopa KABINET. Mo ymonyaHuio
1CMofib3yeTca ypoBeHb A0CTyna internet.

KomaHga ¢ npednkcom no ycTaHaBANBAET YPOBEHb MO YMOAYAHNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (kabinet)> access-level <level»
(kabinet)> no access-level
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
level lan 3HaueHVe ypoBHS J0CTyNa.
internet
Mpumep (kabinet)> access-level lan
Kabinet: :Authenticator: An access level set to "lan".
(kabinet)> access-level internet
Kabinet: :Authenticator: An access level set to "internet".
(kabinet)> no access-level
Kabinet::Authenticator: An access level reset to "internet".
VICTOleﬂ V|3MEHEH|/||7| Bepcmﬂ onucaHvie

2.02 JobaeneHa komaHza kabinet access-level.
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naBa 3 OnncaHme KOMaHA,

3.88.2 kabinet interface

OnucaHue MpuBasatb aBTopu3aTop KABINET K ykazaHHOMY NHTepdeicy.
KomaHga ¢ npedunkcom no paspeiBaeT CBA3b.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (kabinet)>  interface <interface;

(kabinet)> no interface

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

interface UHTepgeinc MonHoe nma nHTepderica nam NCeBLOHUM.
CnncoK AOCTYMNHbIX NHTepdencoB MOXHO
YyBUAETb C MOMOLLbIO KOMaHAbI interface
[Tab].

Mpumep (kabinet)> interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint

(kabinet)> interface ISP
Kabinet: :Authenticator: Bound to GigabitEthernetl.

(kabinet)> no interface
Kabinet: :Authenticator: Interface binding cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.02 JobaeneHa komaHaa kabinet interface.

3.88.3 kabinet password

OnucaHue 3agaTb naponb and astopusatopa KABINET. Mo ymonuaHuoo naponb He
YyCTaHOBJIEH.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HacTpoiKmn

KomaHgza ¢ npedprKcoM no cTUpaeT 3HaYeHVe Naposis.
Ja
Aa

MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(kabinet)>  password password>

(kabinet)> no password

AprymeHT 3HauyeHue OnuncaHwue

password CTpoka Maponb ans ayteHTUdGUKaLMN.

(kabinet)> password 123456789
Kabinet: :Authenticator: A password set.

(kabinet)> no password
Kabinet: :Authenticator: A password cleared.

Bepcus OnucaHue

2.02 Job6asneHa komaHaa kabinet password.

3.88.4 kabinet port

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

YcTaHOBUTBE NOPT cepBepa Ansa asTopusaTtopa KABINET. o ymonvaHuio
1NCNONb3YyoTCA 3HavYeHnA 8314 nnm 8899.

KomaHgaa ¢ npedprKcoM no ycTaHaBAMBaeT MOPT MO YMOAYAHUIO.
Ja

Ja

HeTt

(kabinet)>  port «port>

(kabinet)> no port

AprymeHT 3HauyeHue OnuncaHwue

port Yenoe uucro |Homep nopra.

(kabinet)> port 12345
Kabinet: :Authenticator: A server port set.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(kabinet)> no port
Kabinet: :Authenticator: A server port reset.

Bepcus OnucaHue

2.14 JobasneHa komaHaa kabinet port.

3.88.5 kabinet protocol-version

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3agaTtb Bepcuto NpoTokona asTopusatopa KABINET. Mo ymonyaHwuio,
1NCMoNib3yeTca BEPCUSA NPOTOKOAA 2.

KomaHpaa c npedrkcom no Bo3BpaLLAeT 3HaUeHe No yMONYaHuHo.
Ja

Ja

Het

(kabinet)>  protocol-version «version»

(kabinet)> no protocol-version

AprymeHT 3HauyeHue OnucaHwue

version Ctpoka Bepcusa npoTtokona.

(kabinet)> protocol-version 1
Kabinet: :Authenticator: A protocol version set to "1".

(kabinet)> no protocol-version
Kabinet: :Authenticator: A protocol version reset to "2".

Bepcus OnucaHve

2.02 JobasneHa komaHaa kabinet protocol-version.

3.88.6 kabinet server

OnucaHune

Mpedukc no
MeHsieT HaCTPOWKN

MHorokpaTtHbIiA BBOJ,

3agaTb IP-agpec cepBepa ayteHTUduKaumm KABINET. Mo ymonyaHuio
ncnonesyetca IP 10.0.0. 1.

KomaHga ¢ npedrKcom no ycTaHaBAMBaET 3HaYeHMe Mo yMOHaHUIO.
Ja
Ja

Het
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naBa 3 OnncaHme KoMaHp,

CviHoncuc (kabinet)>  server address>

(kabinet)> no server

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IP-agpec Appec cepBepa ayTeHTUbMKaLnm.
Mpumep (kabinet)> server 77.222.111.1

Kabinet::Authenticator: A server address set.

(kabinet)> no server
Kabinet: :Authenticator: A server address reset.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.02 JobaeneHa komaHaa kabinet server.

3.89 known host

OnucaHune J06aBUTb YCTPOMCTBO AOMALLHER ceTu.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Cunoncnc (config)>  known host <name> <mac»

(config)> no known host [ mac ]

AprymeHTbI AprymMeHT |3HaueHme |OnucaHune

name CTpoka |_|p0VI3BOJ'IbHOG NM4A XOCTa.

mac MAC-agpec MAC-agpec xocrTa.

Mpumep (config)> known host MY 00:0e:c6:a2:22:al
Core::KnownHosts: New host "MY" has been created.

(config)> no known host 00:0e:c6:a2:22:al
Core: :KnownHosts: Host 00:0e:c6:al:26:a8 has been removed.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHaa known host.
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3.90 mdns

OnucaHwue JocTtyn K rpynne KomaHa Ans ynpasneHus cnyxe6oin mDNS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (config-mdns)

Cunoncuc I (config)> mdns

MNpumep (config)> mdns
Core::Configurator: Done.
(config-mdns)>

VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.07 JobaBneHa komaHza mdns.

3.90.1 mdns reflector disable

OnucaHune MpUHYANTENBHO OTKAOUYNTE PEXUM MPO3PavYHOCTU MeXAy cerMeHTamMm
JOMaLLHel ceTn, HeE3aBUCKMO OT U301 MN CerMeHTOB (CM. KOMaHgy interface
security-level).

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het

CrnHoncuc I (config-mdns)>  reflector disable

I (config-mdns)> no reflector disable

Mpumep (config-mdns)>reflector disable
Mdns: :Manager: Reflector disabled.

(config-mdns)>no reflector disable
Mdns: :Manager: Reflector enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.07 JobaeneHa komaHaa mdns reflector disable.
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naBa 3 OnncaHme KoMaHp,

3.90.2 mdns reflector enforce

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

MpUHYANTENBHO BKIKOYNTE PEXUM NPO3PaYHOCTV MeXAY CerMeHTamm
[LOMaLLHe ceTu, He3aBUCMMO OT U30ASLIMN CErMEHTOB (CM. KoMaHay interface
security-level).

KomaHga ¢ npedprKcoM no OTK/I0UaEeT HaCTPOWKY.
Ja
Ja

Het

I (config-mdns)> reflector enforce

I (config-mdns)> no reflector enforce

(config-mdns)>reflector enforce
Mdns::Manager: Reflector enforced.

(config-mdns)>no reflector enforce
Mdns::Manager: Reflector unenforced.

Bepcus OnucaHve

3.07 JobaBneHa komaHaa mdns reflector enforce.

3.91 mws acquire

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

MpucoeanHNTL HOBOE YCTPONCTBO K MIVS.

KomaHga ¢ npedpurkcom no npekpallaeT npucoegnHeHme.
Ja

Het

HeT

(config)> mws acquire «candidates [eula-accept] [dpn-accept]
[no-update]

(config)> no mws acquire «candidates

AprymeHT |3HayeHue OnucaHwue

candidate |Ctpoka ID yctpoiictBa — MAC-agpec nnn CID.

eula-accept |Kmwvyesoe cnoso|BbinonHNTL KOMaHAay eula accept.

dpn-accept |Knwuyesoe cnoso|lToaTBEepAUTL NprHATHE DPN.

406

CnpaBoyHuK koMaHa — Duo (KN-2110)



naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

AprymeHT |(3HayeHue OnucaHwue

no-update |Knwyesoe cnoso|lpucoeanHeHve 6e3 NnoaATBEPXAeHNS

O06HOBJIEHMS MPOLLMBKN.

(config)> mws acquire abl409a2-0f87-11e8-8f23-3d5f5921b253 »
eula-accept

Mws::Controller: Candidate "ab1409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.

(config)> mws acquire 7207838e-af7d-11e6-8029-25463bd03811 »
eula-accept dpn-accept no-update

Mws::Controller: Candidate "7207838e-af7d-11e6-8029-25463bd03811" »
acquire started.

(config)> no mws acquire 60:31:97:3f:36:00
Mws::Controller: Candidate "60:31:97:3f:36:00" acquire stopped.

Bepcus OnucaHue

2.15 JobaBneHa kOMaHAa mws acquire.

3.92 mws auto-ap-shutdown

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKu
MHorokpaTtHbIiA BBOJ,

CviHoncmc

Mpumep

WcTopus nsmeHeHum

BknrounTb aBToOMaTU4eckoe oTkaroveHue Todek goctyna Wi-Fi cuctemsl npu
OTCYTCTBMM CBA3W C KOHTponnepom. Mo ymon4aHmo 3Ta HacTporika
OTKJIH0UEHa.

KomaHga ¢ npedpurKcom no oTK/YaeT 3Ty BO3MOXHOCTb.
Ja
Ja

Het

I (config)> mws auto-ap-shutdown

I (config)> no mws auto-ap-shutdown

(config)> mws auto-ap-shutdown
Mws::Controller: Automatic access points shutdown enabled.

(config)> no mws auto-ap-shutdown
Mws::Controller: Automatic access points shutdown disabled.

Bepcus OnucaHve
3.08 JobasneHa komaHaa mws auto-ap-shutdown.
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3.93 mws backhaul shutdown

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

OTKNHOUNTL CKPbITblE 6eCNPOBOAHbIE CNYXKebHble TOUKW A0CTYNa AN CIYXObI
MWS. Mo ymon4aHnto HacTpoika BKAKOYEHa.

KomaHga ¢ npedprKCOM no BK/IOYAET CKPbIThbIe TOYKWM AOCTYNa.
Ja

Ja

Het

I(config)> mws backhaul shutdown

I (config)> no mws backhaul shutdown

(config)> mws backhaul shutdown
Mws: :Controller: Backhaul disabled.

(config)> no mws backhaul shutdown
Mws::Controller: Backhaul enabled.

Bepcus OnucaHve

3.04 JobaBneHa komaHaa mws backhaul shutdown.

3.94 mws log stp

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

BkntounTb nornposaHue STP ansa nHtepdelica. Mo3BonseT oTcnexmsaTb
oTnpaBieHHble U NonyyYeHHble BPDU-nakeThl.

KomaHaa ¢ npepurKcom no oTKIOYaeT IOrMpoBaHme AN 3aaHHOro
NHTepoeiica. ECnv apryMeHT He yKa3aH, BeCb CMUCOK IOrMpoBaHus STP byaeT
yZaneH.

Ja

Het

Ja

(config)> mws log stp <interface

(config)> no mws log stp [ <interfaces ]

AprymeHT 3HauyeHue OnuncaHwue

interface UHTeppenc MNonHoe nma nHTepderica A NCeBLOHUM.

Crnncok AOCTYMHbIX NHTEPPENCoB MOXKHO
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Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

YBUAETL C MOMOLLbIO KOMaHZAbI interface

[Tab].

(config)> mws log stp Bridge0
Network::Interface: :Rtx::WifiController: Enabled STP logging for »
"Bridge0".

(config)> no mws log stp Bridge0
Network: :Interface: :Rtx::WifiController: Disabled STP logging »
for "Bridge0".

(config)> no mws log stp
Network::Interface::Rtx::WifiController: Disabled all STP logging.

Bepcus OnucaHue

3.06 JobasneHa komaHaa mws log stp.

3.95 mws member

OnuncaHune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

KomaHga c npedrkcom no yganseT 3anncb 0 3axBadeHHOM ycTporictee MIVS.
Ecnu BbINONHWTL KOMaHAy 6e3 aprymeHTa, TO BeCb CMMCOK 3aXBayYeHHbIX
YCTPOWCTB byaeT yaaneH.

Ja
HeT

Het

(config)> no mws member [ member ]

AprymeHT 3HauyeHue OnuncaHwue

member Crpoka ID ycTpoiictBa — MAC-agpec nan CID.

(config)> mws no member 2937a388-0d00-11e7-8029-71193191f930e
Mws: :MemberList: Member 2937a388-0d00-11e7-8029-7119319f930e »
pending factory reset.

Bepcus OnucaHve

2.15 JobaBneHa komaHaa mws member.
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3.96 mws member check-update

OnucaHwue 3anycTnTb NpoBepKy 06HOBAEHWIA ANS 3aXBaYeHHOro ycTporictaa MIVS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  mws member <nember> check-update
AprymeHTbI AprymeHT 3HaueHue OonucaHue
member Ctpoka ID ycTpoiictea — MAC-agpec nawn CID.
Npumep (config)> mws member ahl409a2-0f87-11e8-8f23-3d5f5921b253 »
check-update
Mws: :MemberList: Member "50:ff:20:08:7a:6a" »
(ab1409a2-0f87-11e8-8f23-3d5f5921b253) checking for an update.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.15 Jlo6aBneHa komaHaa mws member check-update.

3.97 mws member debug

OnucaHune BrnrounTb 0TNaAKy 3axBaveHHoro yctpoiictea MIVS. Mo ymondaHuio napameTp
OTK/IHOYEH.

KomaHaa ¢ npepurKCcom no oTKIHOYaeT HAaCTPOLKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config)>  mws member <members debug
(config)> no mws member members debug
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
member Ctpoka ID yctporictea — MAC-agpec nawm CID.
Npumep (config)> mws member 60:31:97:3c:11:12 debug

Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug enabled.
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(config)> no mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.05 Job6asneHa komaHaa mws member debug.

3.98 mws member dpn-accept

OnucaHue MpuvHATE cornaweHne DPN ans 3axBaveHHoOro ycrpomcrea MINVS.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)>  mws member member; dpn-accept
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
member Crpoka ID yctpoiictBa — MAC-agpec nnwn CID.
Npumep (config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 »
dpn-accept
Mws: :Controller: Candidate "abl409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

3.05 [JobaeneHa komaHaa mws member dpn-accept.

3.99 mws member reboot

OnucaHwue Mepe3sarpy3nTb ycTpoiictBo MIVS. MNpoLecc nepesarpy3kn oTobpaxkaeTcs B
BblBOJEe KOMaHAbl show mws member.

MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

Cunoncnc I (config)>  mws member <member> reboot [ <intervals]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
member CTpoka ID ycTtpoiictBa — MAC-agpec nau CID.
interval lenoe uucno |TaliM-ayT nepesarpysku B cekyHAax. MoxeT

NnprHMMaTb 3Ha4YeHus B nNpegenax ot 0 40 60

BK/IIOUNTENbHO). ECin He ykasaH,
nepesarpyska BbIMOJHUTCA HEMeA/1eHHO.

NMpumep (config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 reboot »
10
Mws: :MemberList: Member "50:ff:21:1a:bl:f2" »
(7207838e-af7d-11e6-8029-25463bd03828) pending reboot.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

3.08 JlobaBneHa komaHaa mws member reboot.

3.100 mws reboot

OnucaHune Mepe3sarpysutb BCto MIVS.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> mws reboot

Npumep (config)> mws reboot
Mws::Controller: Pending reboot Modular Wi-Fi System in 10 »
seconds.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
3.08 [lobaBneHa komaHaa mws reboot.

3.101 mws revisit

OnucaHwue MepeunTaTb COCTOAHME NOTEHUMANBLHOrO ycTpocTea MIVS.
Mpedukc no Ja
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config)> mws revisit «candidate»

(config)> no mws revisit «candidates

AprymeHT 3HauyeHue OnuncaHwue

candidate Ctpoka ID ycTpoiictBa — MAC-agpec nan CID.

(config)> mws revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit started.

(config)> mws no revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit stopped.

Bepcus OnucaHve

2.15 JobaeneHa KoMaHAa mws revisit.

3.102 mws zone

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

OrpaHnunTb 061aCTb NOAKNOYEHUSA KIWEHTCKOrO YCTPOMCTBA YKa3aHHbIMU
y3namu MIWS.

KomaHaa ¢ npedurkcom no yaanseT ykasaHHyH HacTporiky. Ecnn BBecTu
KOMaHZAy 6e3 apryMeHTOB, byAeT yianeH BECTb CINCOK OFrPaHNYEHWIA,

Ja

Het
Ja
(config)> mws zone anac> «cid»

(config)> no mws zone [ wmac> «cids ]

AprymeHT 3HauyeHue OnucaHwue

mac MAC-appec MAC-agpec KIMeHTCKOoro yctponcraa. OH
JO/MKEH BbITb 3aperncTprupoBaH Kak
N3BECTHbI XOCT.

cid CID NaeHTudunkaTop yana MIVS.

(config)> mws zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeh8d6

Mws: :Controller: Added zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.
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(config)> no mws zone 11:22:33:ec:58:e2 »
12298160-d886-11e7-9396-176971eeh8d6

Mws: :Controller: Deleted zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone
Mws::Controller: Cleared all zones.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.06 JobaBneHa KOMaHAa mMws zone.

3.103 nextdns

OnucaHune JocTtyn K rpynne KoMaHA Ans HacTporkn npoduneii NextDNS.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

BxoxxaeHue B rpynny (nextdns)

CuHoncuc I (config)> nextdns
Mpumep (config)> nextdns
Core::Configurator: Done.
(nextdns)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.08 JobaBneHa komaHAaa netxdns.

3.103.1 nextdns assign

OnucaHwue HasHaunTb npodunb 3awnThl XOCTy. 10 yMONYaHWIO 4SS BCEX XOCTOB U
NIOKaNbHbIX CETEBbIX CErMEHTOB NCMOb3yeTcd Npoduab System.

KomaHgaa ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIo.
Mpe¢ukc no Ja
MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

Cunoncuc I (nextdns)>  assign <host> <token> | interface «ifaces <tokens
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AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(nextdns)> no assign [<host» | interface «ifaces ]

AprymeHT 3HauyeHue OnucaHwue

host MAC-agnpec MAC-agpec xocTa.

token Uenoe 4ucno |TokeH ayTeHTUdukauymu (ID).

iface UHTeppenc MNonHoe nma nHTepderica nam NCeBAOHNM.

(nextdns)> assign 11:24:c4:54:bc:59 1f2a36
NextDns::Client: Reassociated host "11:24:c4:54:bc:59" with »
profile "1f2a36".

(nextdns)> assign interface Home 1f2a36
NextDns::Client: Associated interface "Home" with profile »
"1f2a36".

(nextdns)> no assign 11:24:c4:54:bc:59
NextDns::Client: Removed profile for host "11:24:c4:54:bc:59".

(nextdns)> no assign Bridge0
NextDns::Client: Removed profile for interface "Bridge0".

Bepcus OnucaHve

3.08 JobasneHa koMaHAa nextdns assign.

3.103.2 nextdns authenticate

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoViKKn

MHorokpaTHbIVi BBOj,

CviHoncmc

AprymeHTsl

Mpumep

YKaszaTb NOrmMH Ansa ydeTHon 3anmcm NextDNS.
Het
Het

Het

(nextdns)>  authenticate <login> passwords [ «pin>]

(nextdns)> no authenticate

AprymeHT 3HayeHue OnucaHue

login Ctpoka JlorvH yyeTtHom 3anucm NextDNS.
password Crpoka Maponb yyeTHOM 3anucn NextDNS.

pin CTpoka PIN-kog ansa yueTHom 3anuncn NextDNS.

(nextdns)> authenticate account@gmail.com 123456789 1234
NextDns::Client: Authenticated successfully.
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.08 JobaBneHa komaHaa nextdns authenticate.

3.103.3 nextdns authtoken

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YKa3aTb TOKeH aBTOpM3aunm ana yyetHon 3anncu NextDNS.
KomaHga ¢ npedprKcom no yaanseTt TOKeH.

Ja

Aa

Het

(nextdns)>  authtoken «authtoken;

(nextdns)> no authtoken

AprymeHT 3HauyeHue OnuncaHwue

NextDNS.

authtoken CTpoka TokeH aBTOopU3auuu (ID) Ans ydeTHoOM 3anmncm

(nextdns)> authtoken 1f2a36
NextDns::Client: Set authentication token.

(nextdns)> no authtoken
NextDns::Client: Cleared authentication token.

Bepcusa OnucaHue

3.08 JobaeneHa komaHza nextdns authtoken.

3.103.4 nextdns check-availability

OnucaHwue

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

Mpumep

MpoBepuUTb JOCTYMHOCTL CYX6bI NextDNS.
Het
Het

Het
I (nextdns)>  check-availability

(nextdns)> check-availability

NextDns::Client: NextDNS DNS-over-HTTPS is available.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.08 [JobaeneHa komaHaa nextdns check-availability.

3.104 ndns

OnucaHwue JocTtyn K rpynne KoMaHA ans yrnpasneHus cnyxéoin KeenDNS.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

Bxo>xaeHue B rpynny (ndns)

CnHoncuc I(config)> ndns

MNpumep (config)> ndns
Core::Configurator: Done.

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.07 JobasneHa komaHga ndns.

3.104.1 ndns book-name

OnucaHue 3apesepBupoBaTb UMA XocTa B DNS.

Ansa nepegayn 3ape3epBMPOBAHHOIO MMEHM XOCTa Ha ApYroe ycTporicTBO
Keenetic ncnonb3syetca napametp transfer-code.

[ANa nepesayun MeHn XocTa He06X0ANMO:

1. BeINoNHNTb KOMaHAy ¢ napameTpoM transfer-code Ha nepegatoLein
CTOpOHe.

2. BbINOAHUTB Ty Xe caMyto KOMaHAy € TeMU Xe CaMbIMUW NapamMeTpamMm Ha
NPUHMMatOLLIEl CTOPOHE.

Ctpok geinctBus transfer-code ogHa Hegens.
Mpedunkc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc (ndns)>  book-name name> <domain [«access» [1pv6 access6)] |

<transfer-code> ]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka MmMa xocTa ana pesepBrpoBaHUs
domain CTpoka JloMeH BTOpPOro ypoBHs.
access auto ABTOMaTUYECKUIA TUM AOCTYNa
cloud Vima xocTa 3apernctpuposaHo Ha IP-agpec

obnayHoro cepeepa, HTTP-Tpaduk
TyHHenupyetca Ha Duo.

direct Mma xocTa 3aperncTtprypoBaHo Ha

WAN-agpec Duo.

access6b cloud BkntoumnTtb 061a4HbI pexum Ans
IPv6-agpeca.

transfer-code |Hex Kog ana nepegayv UMeHU Apyromy
ycTpoictBy Keenetic. AnnHa Koga 32
cuMBoONa.

Mpumep (ndns)> book-name myhome23 keenetic.pro

NDSS: :ndns/bookName »
The name booking was »

done, layout = view, title
(Public DNS Hostname Booking), sub-title
successful.:

client, geo = RU, ip = 193.0.174.200, format = »
clean, date = 2019-05-23T09:46:54.536Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:46:51.013Z
address: 193.0.174.200
access: direct
access6: none
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
column, id = type, title = Type:
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column, id = peer, title = Peer:

column, id detail, title = Detail:

column, id = elapsed, title = Time, »

variant = period, scale = 1:

item, elapsed = 18, origin
[TaskUdpSingle "ndss111h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllh2.ndm9.xyz, detail = [MsgCack]:

>

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllh2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 27, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 27, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssl120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 67, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513" , "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 68, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 70, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 79, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
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420

commited.:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated:
193.0.174.200:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed. :

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 97, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 106, origin = »
[TaskUdpSingle "ndss111lh2.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "e46H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss11l1lr3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "e46H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3465, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["rohs/bodFiraliz", "014635/373/4613", ' mphare3", "keretic.pro®, "198.0.174.200", '+ :2" undefined, "2019-C5-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3520, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
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peer = ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro", "license": "014635737374513"}],
type = complete, peer = *, detail = All done.:

\J

Ndns::Client: Booked "myhome23.keenetic.pro".

(ndns)> book-name nnttnn keenetic.pro »
121d567f901a345b289¢c121b567c903c¢

v

done, layout = view, title = NDSS::ndns/bookName
(Public DNS Hostname Booking), sub-title =
The name booking was successful.: client, geo = RU, ip = »
193.0.174.137, format =
clean, date = 2018-12-13T09:04:41.939Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: nnttnn
domain: keenetic.pro
acme: LE
updated: 2018-12-13T08:47:11.014Z
address: 0.0.0.0
access: cloud
accessb6: none
transfer: true

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
column, id

o, title = Operation:

Detail:

column, id = d, title
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column, id = t, title = Time, variant
= period, scale = 1:

item, hl = false, o = start, d = »
[TaskBookName, {"name":"nnttnn", "domain":
>

"keenetic.pro","license":"730102642155400"}], t = 0:

item, hl = false, o = lock-local, d =
the name is locked (for current transaction), t = 1:

item, hl = false, o = cluster, d = »
quorumRemaining: 2, quorumPossible: 4, quorumTotal: 4, t = 1:

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1M"),
dst="/192.168.21.14:17047")], [MsgCack], quorumLeft=2, t = 10:

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('1lc+3/pP6zalUjuE5w"'),
dst="/88.198.177.100:17047")]1, [MsgCack], quorumLeft=1, t = 57:

item, hl = false, o = lock-reply, d =
Quorum reached, finalizing, t = 57:

finalize, d = »

item, hl = false, o
local changes commited., t = 65:

item, hl
address updated: 0.0.0.0, t = 77:

false, o

finalize, d = »

item, hl = false, o
post-process triggers executed., t = 77:

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")], [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSe0Os'),
dst="/88.198.177.100:16047")]1, [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d =
Done, all replies collected., t = 79:

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1iM'),
dst="/192.168.21.14:17047")], [MsgCack], t = 84:

\J

\J

\j

\J

\j

\J

refreshed, d = »

>

>

>

>
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item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
(key=Binary( 'EbxdTB4nedef/+p/'), alt=Binary('lc+3/pP6zaUjuE5w'), »
dst="/88.198.177.100:17047")1, [MsgCack], t = 126:

\J

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'), »
dst="/46.105.148.85:17047")1, [MsgCack], t = 133:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
key=Binary ('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSeOs'), »
dst="/88.198.177.100:16047")]1, [MsgCack], t = 145:

item, hl = false, o = commit-reply, d »
= Commit stage complete., t = 146:

item, hl = false, o = complete, d = All »
done., t = 146:

Ndns::Client: Booked "nnttnn.keenetic.pro".
(ndns)> book-name myhome23 keenetic.pro cloud ipv6 cloud

NDSS: : ndns/bookName »
The name booking was »

done, layout = view, title
(Public DNS Hostname Booking), sub-title
successful.:

client, geo = RU, ip = 193.0.174.200, format = »
clean, date = 2019-05-23T09:12:29.145Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:12:16.197Z
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
transfer: false
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suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
column, id = type, title = Type:

column, id peer, title = Peer:

column, id = detail, title = Detail:
column, id = elapsed, title = Time, »
variant = period, scale = 1:

item, elapsed = 11, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 11, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 17, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 18, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndss11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllol.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 25, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited. :
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item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated: »
0.0.0.0:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed. :

item, elapsed = 49, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " : -, undefined, *2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 49, origin = »
[TaskUdpSingle "ndssl11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " -, undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 51, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 80, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " :* ,undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:
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item, elapsed = 122, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " :* ,undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 165, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " : -, undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 166, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:

Ndns::Client: Booked "myhome23.keenetic.pro".

Bepcus OnucaHue
2.07 JobaBneHa komaHaa ndns book-name.
2.14 [JobaeneH napameTtp ipvé.

3.104.2 ndns check-name

OnucaHue
Mpe¢ukc no

MeHsieT HacTpoiikmn
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHThl

Mpumep

MpoBepuTb AOCTYNHOCTb MIMEHW XOCTa AN1A pe3epBauui.
HeT
Het

Het

(ndns)>  check-name <name>

AprymeHT 3HaueHue OnucaHwue
name Ctpoka MMs xocTa Ans pesepBMpoOBaHUS.

(ndns)> check-name testname

list:
item:
name: testname
domain: mykeenetic.by
available: no

item:
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WcTopusa nsmeHeHum

3.104.3 ndns drop-name

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

name:
domain:
available:

item:

name:
domain:
available:

item:

name:
domain:
available:

item:

name:
domain:
available:

testname

mykeenetic.

yes

testname

mykeenetic.

yes

testname

mykeenetic.

yes

testname

mykeenetic.

yes

Ndns::Client: Check completed.

kz

ru

com

net

Bepcus

OnucaHmne

2.07

Jo6aeneHa komaHaa ndns check-name.

OTMeHNTbL pernctpauuno nmeHu xocta B DNS.

Hert
Ja
Hert
(ndns)>  drop-name <name> <domain»
AprymeHT 3HauyeHue OnuncaHwue
name Crpoka VMg xocTa ana yaaneHusa ns DNS.
domain CTpoka JloMeH BTOpPOro ypoBH#.

(ndns)> drop-name testname mykeenetic.net

done, title = NDSS::ndns/dropName (Delete DNS »

Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:

client, geo = RU, ip = 81.200.27.56, format

clean, date = 2016-09-

22T10:52:35.685Z,

standalone = false:
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reason: The name is un-booked.

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:
column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0:

item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:

item, hl = false, o
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:

item, hl = false, o
Success: prepare, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")]1, [MsgCack], quorumLeft=2, t = 55:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1l, t = 72:

item, hl = false, o = lock-reply, d = Quorum »

reached, finalizing, t = 73:

item, hl = false, o = finalize, d = local »
changes commited., t = 79:

item, hl = false, o = refreshed, d = address »

cluster, d = »

lock-reply, d = »

cleared, t = 85:

item, hl = false, o finalize, d = »
post-process triggers executed., t = 85:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('vNEqQUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 134:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], t = 161:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")], [MsgCack], quorumLeft=0, t = 231:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:

428

CnpaBoyHuK koMaHa — Duo (KN-2110)



naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

commit-reply, d = »

item, hl = false, o
Commit stage complete., t = 3608:
item, hl = false, o

complete, d = ALl »
done., t = 3608:

Ndns::Client: Dropped "testname.mykeenetic.net".

Bepcus OnucaHue

2.07 Job6asneHa komaHaa ndns drop-name.

3.104.4 ndns get-booked

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

Mony4unTb akTyasnbHy0 MHPOPMALMIO C cepBepa O TekyLleMm
3ape3epBMpPOBaHHOM MMeHN xocTa B DNS.

HeTt
Het

HeTt
I(ndn$> get-booked

(ndns)> get-booked

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 41.189.34.56, format = »

xml, date = 2017-09-
14708:30:19.266Z, standalone = false:

menu, Src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:

field, name domain, title = Domain Name:

field, name address, title = IP Address:

field, name = updated, title = Updated, type »
= date, variant = date:

field, name = access, title = Access Mode, »
default = unknown:

field, name = transfer, title = Transfer:
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name: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: 2017-09-11T11:27:32.167Z
access: direct
transfer: false

Ndns::Client: Get-booked completed.

WcTopusa nsmeHeHum

Bepcus OnucaHue

2.08 Job6asneHa komaHaa ndns get-booked.

3.104.5 ndns get-update

OnucaHwue

Mpejukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

O6HoBUTL perncTpaynto nmeHn xocta B DNS Ha cepeepe.
Het
Het

Het

(ndns)>  get-update [<access> [ipv6 access6s]]

AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

access auto ABTOMaTUYECKNI TN goCTyna.

cloud VMg xocTa 3apernctpmpoBaHo Ha IP-agpec
obnayHoro cepsepa, HTTP-Tpadumk
TYHHennpyeTtca Ha Duo.

direct VimMa xocTa 3apernctpriposaHo Ha WAN-agpec
Duo. KomaHaa no3BonseT BKAUNTb
noagaepxky Static NAT (NAT 1-1) co CTOPOHbI
cepsepa B napameTpax KeenDNS.

access6b cloud BkntounTb 061a4HBIN pexmM aas

IPv6-aapecos.

Mpumep

(ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 81.200.27.56, format = »

xml, date = 2016-09-
22T12:07:32.746Z, standalone = false:

menu, Src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:
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fields:
field, name =
field, name
field, name
field, name
date:
field, name = access, title

Public Name:

Domain Name:
IP Address:

Updated, type »

name, title
domain, title

address, title
updated, title

date, variant

Access Mode, »

default = unknown:
field, name = transfer, title = Transfer:
name: testname
domain: mykeenetic.net
address: 81.200.27.56
updated: 2016-09-22T12:07:32.744Z
access: direct
transfer: false

Ndns::Client: Get-update completed.

(ndns)> get-update cloud ipv6 cloud

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking Address and »

Expiration):

client, geo = RU, ip = 193.0.174.168, format = »
xml, date = 2019-05-21T15:26:45.552Z, standalone = false:
menu, Src = »
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:
fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »

(ip4), default = unknown:
field, name

address6, title

field, name = access6, title =
(ipv6), default = unknown:
field, name transfer, title = Transfer:
name: mytest
domain: keenetic.pro
acme: LE
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
updated: 2019-05-21T15:26:45.547Z
transfer: false

Ndns::Client: Get-update completed.
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(ndns)> get-update direct

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):
client, geo = RU, ip = 193.0.174.159, format = »
xml, date = 2019-11-13T16:53:30.782Z, standalone = false:
menu, Src = »
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
(ip4), default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
(ipv6), default = unknown:
field, name = transfer, title = Transfer:

name: myworknow
domain: keenetic.link
acme: LE
address: 193.0.174.159
access: direct
access6: none
updated: 2019-11-13T16:50:34.298Z
transfer: false

WcTopusa nsmeHeHum Bepcus onucaHve
2.07 JobasneHa komaHaa ndns get-update.
2.14 [JobaeneH napameTp ipvé.

3.105 ntce

OnucaHune JocTtyn K rpynne KomaHa Ana HacTporiku cepsuca NTCE.
Mpedunkc no Het

MeHsieT HacTpouikm  Het

MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (config-ntce)

CuHoncUc I(conﬁgp> ntce
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Mpumep (config)> ntce
(config-ntce)>

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.07 JobaBneHa komaHaa ntce.

3.105.1 ntce debug

OnucaHue BktounTb 0T1a40uUHbIA pexuM ansa cepuca NTCE. Mo ymondaHuto yHKLMSA
OTKJIH0OYEeHa.

KomaHga ¢ npedrkKcom no oTKAOYaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(config-ntce)> debug
I (config-ntce)> no debug
Mpumep (config-ntce)> debug
Ntce::Manager: Enabled debug.
(config-ntce)> no debug
Ntce: :Manager: Disabled debug.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHuve

3.07 JobasneHa komaHaa ntce debug.

3.105.2 ntce memory-watcher

OnucaHune BKAOUNTL MexaHM3M HabMoAeHWA 3a Harpy3kor Ha NamMATb AN CTyX6bl
NTCE. Mo ymonyaHuto GyHKLNSA BKAKOYEHA.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-ntce)> memory-watcher

I (config-ntce)> no memory-watcher
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MNpumep (config-ntce)> memory-watcher
Ntce::Manager: Enabled automatic memory pressure handler.

(config-ntce)> no memory-watcher
Ntce::Manager: Disabled automatic memory pressure handler.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.08 [JobaeneHa komaHza ntce memory-watcher.

3.105.3 ntce qos category priority
OonucaHue YKasaTb NPUOpUTETHLI A/ KaTeropuii Tpaduka.
KomaHga c nped1Kcom no Bo3BpaLLaeT 3HaYeHne No yMONYaHIO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Cunoncnc (config-ntce)>  qos category «category priority priority:
(config-ntce)> qos category «categorysno priority
AprymeHTbl AprymeHT 3HaueHue OnucaHue
category calling 0 HauBbICLWIWIA,
gaming 0 Kpntnueckuia.
streaming O BbICOKUIA.
work O MoBbILWEHHBbINA.
surfing O CpegHuia.
other 0 HopManbHbI (N0 yMOAYaHMIO).
filetransfering |0 Huskui.
priority Uenoe uucno 3HauveHue npnopuTteTa. Moxer
NPUHMUMAaTb 3HaYeHVs B npegenax ot 1
ho 7.
Npumep (config-ntce)> qos category work priority 7
Ntce::Manager: Set category "work" priority to "7".
(config-ntce)> qos category other no priority
Ntce::Manager: Reset QoS priority for category "work".
WcTopuns nsmeHeHnit |Bepcus onucaHue

3.08 JobasneHa KOMaHaa ntce qos category priority.
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3.105.4 ntce qos enable

OnucaHwue BikntounTs IntelliQoS, koTopblin 06ecneyrBaeT BXOAALLYIO N MCXOASALLYHO
Noa0Cy NPONycKaHUS AN NPUOPUTETHBLIX MPUNOXEHWT 1 3a4a4 C MOMOLLLbIO
npeABapuUTeNbHO onpejenieHHbIX rpynn kateropuii. Mo ymonyanuo cnyxba
OTK/HOYeHa.

KomaHga ¢ npednkKcom no oTKAroYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config-ntce)>  qos enable
I (config-ntce)> no qos enable
MNpumep (config-ntce)> qos enable
Ntce::Manager: Enabled QoS.
(config-ntce)> no qos enable
Ntce::Manager: Disabled QoS.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
3.07 JobasneHa koMaHaa ntce qos enable.
3.106 ntp
OnucaHune JocTtyn K HacTpoiike NTP-knneHTa.

KomaHgaa c npedurkcom no copacbiBaeT HacTpOokm NTP-KnreHTa B HAaCTPOKM
Mo YMONYaHUIO.

Mpedunkc no Ja
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> no ntp
Mpumep (config)> no ntp

Ntp::Client: Configuration reset.
VlCTOpI/Iﬂ N3MeHeHUMn BepCVlﬂ onvcaHue

2.00 [JobaBneHa koMaHga ntp.
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3.107 ntp master

OnucaHwue Bkntountb SNTP-cepBep B ceTeBbIX CerMeHTax private v protected.
KomaHga ¢ npedrkKcom no ocTaHaBINBAET CYX6Y.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> ntpmaster
I (config)> no ntp master
Mpumep (config)> ntp mater

Ntp::Server: Enabled master mode.

(config)> no ntp master
Ntp::Server: Disabled master mode.

UcTopuns nsmeHeHnii

Bepcus OnucaHve

3.09 Jlo6baBneHa koMaHAa ntp master.

3.108 ntp server

OnucaHue Jlo6aBuTb B CNUCOK HOBLI NTP-cepBep. MOXHO A06aBUTE He 6onee 8
NTP-cepBepoB.

KomaHga c npedukcom no yaanset NTP-cepBep 13 cnucka. Eciv BbIMOAHUTL
KOMaHZAy 6e3 apryMeHTa, To BeCb CMCoK NTP-cepBepoOB byAeT OUMLLIEH.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbIl/i BBog, /[la

CuHoncnc (config)> ntp server <servenr
(config)> no ntp server [ <server:]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
server Ctpoka Appec NTP-cepBepa.
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Mpumep

UcTopuns nameHeHuii

(config)> ntp server pool.ntp.org
Ntp::Client: Server "pool.ntp.org" has been added.

(config)> no ntp server
Ntp::Client: ALl NTP servers removed.

Bepcus OnucaHve

2.00 [JlobaeneHa KomaHza ntp server.

3.109 ntp sync-period

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTb nepmnoj CMHXpOHM3aunn BpeMeHN. Mo YMOTHaAHNIO NCMNO/1b3YETCA
3HayeHue 1 Hegens.

KomaHga ¢ npedurKkcom no ycTaHaBAMBAET BPEMS CUHXPOHU3ALMN MO
YMONYaHWUIO.

Ja

Aa

Het

(config)> ntp sync-period «period>

(config)> no ntp sync-period

AprymeHT 3HauyeHue OnucaHwue

period lenoe 4ucno |Bpemsi cMHXpOHU3aLMN, B MUHYTaX. MoxeT
npMHMMaTbL 3HaveHus B npegenax ot 60
MUHYT 0 1 mecaua.

(config)> ntp sync-period 60
Ntp::Client: A synchronization period set to 60 minutes.

(config)> no ntp sync-period
Ntp::Client: Synchronization period value reset.

Bepcus OnucaHue

2.00 JobasneHa komaHAa ntp sync-period.

3.110 opkg chroot

OnucaHune

Bknrountb chroot gns opkg. Ecnm BknroueHo, KOPHEBOV KaTanor n3MeHseTcs
Ha /opt nepef BbINOAHEHMEM Nt060oro cueHapus opkg. No ymonyaHuo
HaCTpoOMKa OTK/AKYeHa.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

KomaHgaa c npedrKkcom No oTKAKYaeT JaHHbIA PeXUM.
Ja

Aa

Het

I (config)> opkg chroot

I (config)> no opkg chroot

(config)> opkg chroot
Opkg: :Manager: Chroot enabled.

(config)> no opkg chroot
Opkg: :Manager: Chroot disabled.

Bepcus OnucaHve

2.05.C.3 [Jlo6aBneHa komaHaa opkg chroot.

3.111 opkg disk

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

HactpouTtb pasgen ansa opkg. 3TOT napamMeTp HEOBXOAUM ANS YCTaHOBKN U
3anycka opkg.

Mocne HaCcTPOWKK, pasgen byseT MOHTMPOBATLCS B /0pt C MCNONb30BaHMEM

mount --bind n nocneaytoLm 3anyckom ckpunTa initre cm. Takke
Pasgen 3.113 Ha cTpaHuue 439.

Ecnu katanor /opt/install He nycT, BCce cojepXalimieca B HEM apXuBbl
*.ipkwn *.tgz pacnakoBbiBatoTcA B /opt nepes BbinosHeHeM initrc. lNocne
YCTaHOBKMW apXVBbl YAaNA0TCA.

KomaHgaa ¢ npedurkcom no oTknroHaet opkg.
[Ja

Ja

Het

(config)> opkg disk («disk» | «disk>)

(config)> no opkg disk

AprymeHT 3HauyeHue OnuncaHwue

disk CTpoka MeTka pa3gena nan UUID.
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Mpumep

UcTopuns nameHeHuii

(config)> opkg disk ext4 opkg:/
Opkg::Manager: Disk is set to: ext4 opkg:/.

(config)> no opkg disk
Opkg::Manager: Disk is unset.

Bepcus OnucaHve

2.05 [JobaeneHa komaHaa opkg disk.

3.112 opkg dns-override

OnucaHwne

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

Mpumep

NcTopusa nsmeHeHum

OTkntounTe TCP n UDP 53 nopT ana DNS-npokcw.

OTkNtOYeHMe nopTa NO3BOASET 3aMeHUTb BCTPOEHHbI DNS-npokcn
cobcTBeHHOW cnyx60i, Hanpumep BIND nan Dnsmasq mns opkg.

KomaHga ¢ npedumkcom no Bo3epallaet paboty nopta ans DNS-npokcw.
Aa
Ja

Het

I(config)> opkg dns-override

I (config)> no opkg dns-override

(config)> opkg dns-override
Opkg: :Manager: DNS override enabled.

(config)> no opkg dns-override
Opkg: :Manager: DNS override disabled.

Bepcus OnucaHue

2.05 Job6asneHa komaHaa opkg dns-override.

3.113 opkg initrc

OnuncaHune

3asjaTb CTApTOBbLIV CKPUMT. 3HaYeHMe Mo yMo4aHu — /opt/etc/initrec.

Korga opkg disk cMOHTMpOBaH 1 NakeTbl yCTaHOBNEHbI, CUCTEMA BbINONHUT
cTapToBbIi ckpunT. Ecnn path 3To kaTanor, cuctemMa 6yeT BbINOMHSATL BCe

cofepalymecs B HeM CKpUNTbl B anpaBUTHOM NOPSAAKe.

KomaHga ¢ npedunkcom no c6pacbiBaeT initrc B 3HaUeHMe NO yMOMYaHMIO.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Ja
Ja
Het
(config)> opkg initrc «paths

(config)> no opkg initrc

AprymeHT 3HauyeHue OnuncaHwue

path Ums paina ®aiin nnu KaTanor co CTapToBbIM CKPUMTOM.

(config)> opkg initrc /opt/etc/init.d/rc.unslung

Opkg: :Manager: Configured init script: »
"/opt/etc/init.d/rc.unslung".

(config)> no opkg initrc

Opkg::Manager: Init script reset to default: /opt/etc/initrc.

Bepcus OnucaHue

2.05.C.3 JobasneHa komaHaa opkg initrc.

3.114 opkg timezone

OnuncaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

HactponTb nepemeHHyo okpyxeHus TZ n ¢ain /opt/var/TZ gna opkg. MNo
YMOHYaHMIO YacoBOl NOSIC He onpejeneH.

3Ha4veHue TZ 3aBucKT oT C 6UbANOTEKM 0pkg, OT TOrO, KakK Tam
WHTeprpeTUpoBaH YacoBoi nosic. OHO MoxeT 6bITb nnu B POSIX popmaTe
stdoffset[dst[offset][,start[/time],end[/time]]] nau BBUAE NMEHN

dalina 6a3bl JaHHbIX MHOPMaLMK 0 30HaX (Mcnonb3yeTcs B glibc n noyutn
Bo Bcex GNU-cucremax).

KomMaHgza ¢ npedpurKcoM No ycTaHaBANBAET 3HAaYEHME MO YMOJTHYAHUIO.
Ja

Ja

Het

(config)> opkg timezone (auto | <timezone»)

(config)> no opkg timezone

AprymeHT 3HauyeHue OnuncaHwue

timezone Crpoka YacoBow Nosc A1 3anucy B NepeMeHHyro

oKpyXeHusa TZun B /opt/var/TZ.
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Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
auto Knwouesoe ABTOMaTM4YeCcKoe Ha3HavyeHe 4acoBOro
C/10BO nosica. Cneyndurkaums reHepupyeTcsa n3

HaCTpoeK CUCTEMbI, CM.
Pasgen 3.151.4 Ha cTpaHuue 628.

(config)> opkg timezone auto

Opkg: :Manager: Enabled automatic timezone.
(config)> opkg timezone UTC

Opkg: :Manager: Enabled timezone "UTC".
(config)> no opkg timezone

Opkg::Manager: Timezone reset to undefined.

Bepcusa

OnucaHune

2.05.C.3

JobasneHa komaHaa opkg timezone.

3.115 ping-check profile

JocTtyn K rpynne KoMaHa A58 HaCTPOMKn BelbpaHHoro npodwuna Ping Check.
Ecnu npodunb He HaligeH, KOMaHAA NbITAaeTCA ero Co34aThb.

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

KomaHga ¢ npedpurkcom no yaanset npodunb Ping Check.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

BxoxxgeHue B rpynny (config-pchk)

CviHoncuc

AprymeHTbl

Mpumep

(config)>

ping-check profile name>

(config)> no ping-check profile name>

AprymeHT 3HauyeHue OnuncaHwue

name Ctpoka Wmsa npoduns Ping Check. CANCOK JOCTYMHbIX
Ansi Bblbopa npoduneli MOXHO yBUAETL BBeAS
komaHay ping-check profile [Tab].

(config)> ping-check profile [Tabl

Usage template:

Choose:

profile {name}
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TEST
MYMY

(config)> ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been created.
(config-pchk)>

(config)> no ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been deleted.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 JobasneHa komaHaa ping-check profile.

3.115.1 ping-check profile host

onuncaHune YKa3aTb yAaneHHbI XOCT A/ TeCTUPOBaHUS. 10 yMOUYaHWIO, agpec XocTa
Ha3Ha4yaeTcs B COOTBETCTBMM C KOAOM CTPaHbI.

KomaHga ¢ npedurkcom no yaanseTt nms xocTa.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-pchk)>  host <host>
(config-pchk)> no host [ <host> ]
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
host WmMs xocTa VMg nnu agpec yaaneHHoro xocTa.
Npumep (config-pchk)> host 8.8.8.8
PingCheck: :Profile: "test": add host "8.8.8.8" for testing.
(config-pchk)> host google.com
PingCheck::Profile: "test": add host "google.com" for testing.
(config-pchk)> no host
PingCheck: :Profile: "test": hosts cleared.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jo6aBneHa komaHaa ping-check profile host.
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3.115.2 ping-check profile max-fails

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

YKa3aTb KOJINYeCTBO Noc/eA0BaTe/IbHbIX HeyAa4HbIX 3arpoCoB K yAaneHHOMY
XOCTY, MO AOCTUXEHUIO KOTOPOro MHTEePHeT Ha nHTepdelice cumtaeTtcs
OTCYTCTBYHOLLMM. [10 YMOJTHaHUIO NCMOMIb3YeTCs 3HaueHue 5.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.

Ja

Ja

Het

(config-pchk)>  max-fails «count»

(config-pchk)> no max-fails

AprymeHT 3HauyeHue OnuncaHue

count Lenoe y4mucro |KonnuyectBo HeyAauHbIX 3anpocos. MoxeT
NMPUHVMAaTL 3HaUeHUs B Npegenax ot 1 Ao 10
BKIHOUNTENBHO.

(config-pchk)> max-fails 7
PingCheck::Profile: "test": uses 7 fail count for disabling »
interface.

(config-pchk)> no max-fails
PingCheck: :Profile: "test": fail count is reset to 5.

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHga ping-check profile max-fails.

3.115.3 ping-check profile min-success

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

YKasaTtb KO/INYeCTBO MocsiefoBaTesbHbIX YAAaYHbIX 3aNpOoCoB K yianeHHOMY
XOCTY, N0 AOCTUXEHWIO KOTOPOro MHTePHeT Ha nHTepdelice cumnTaeTtcs
Hann4yecTByoWYM. 10 yMOYaHUIO NCMOIb3YeTCa 3HaueHne 5.

KomaHga ¢ npednkcom no BO3BpaLLL@ET 3HaUeHme No YMOTHaHMIO.

Ja

Ja

HeT

I (config-pchk)>  min-success «count»
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(config-pchk)> no min-success

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
count Uenoe ymucno |Konnuectso yayHbIX 3anpocoB. MoxeT
NPUHVMaTL 3HaueHUA B Npegenax ot 1 Ao 10
BKHOUNTENBHO.
Npumep (config-pchk)> min-success 3

PingCheck: :Profile:

interface.

"test": uses 3 success count for enabling »

(config-pchk)> no min-success

PingCheck: :Profile:

"test": success count is reset to 5.

UcTopus nsmeHeHnii

Bepcus

OnucaHune

2.04

JobaeneHa komaHaa ping-check profile min-success.

3.115.4 ping-check profile mode

OnuncaHwmne

MNpejukc no

YcTaHoBUTb pexxnm Ping Check. Mo yMon4aHWIo yCTaHOB/IEHO 3HaYeHve icmp.

HeTt

MeHsieT HacTpoliku  [a

MHorokpaTtHbiiA BBog, Het
CnHoncuc (config-pchk)>  mode wmode>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
mode icmp TecTnpoBaHue AOCTYNHOCTW YAaIeHHOro
X0CTa byAeT OCyLLeCTBAATLCS NOCPeACTBOM
otnpasku emy ICMP-echo request (ping).
connect TecTpoBaHme [OCTYNHOCTY YAANE€HHOro
XOCTa byAeT OCyLeCcTBAATLCS NOCPeCTBOM
ycTaHoBKM TCP-NoAKAOYEHWA Ha 3a4aHHbIN
nopT.
tls TectpoBaHue fOCTYNMHOCTY YAaN€HHOTo
X0CTa By/leT OCyLLLeCTBAATLCA MOCPeACTBOM
YCTaHOBKM TLS-nogkntoueHs.
MNpumep (config-pchk)> mode tls

PingCheck::Profile: "test": uses tls mode.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.04 Jlo6aBneHa komaHga ping-check profile mode.
3.09 [JlobaBneH aprymeHT tls.

3.115.5 ping-check profile port

OnucaHune YKa3aTb NOpT 415 NOAKNOUEHNS K yAaneHHOMY XOCTy. HacTpoiika nmeet
CMbICA Npy pexume Ping Check connect (cM. koMaHgy ping-check profile
mode).

KomaHga c npedunkcom no yganseTt HacTPOKy.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOgA, Het

CuHoncnc (config-pchk)>  port «port>
(config-pchk)> no port
AprymeHTbl AprymeHT |3HayeHue |OnucaHue
port lenoe 4ucno |Homep nopta. MoxeT npnHMMaTL 3HaueHns
B npegenax oT 1 Ao 65534 BKAOUUTENBHO.
NMpumep (config-pchk)> port 860
PingCheck: :Profile: "test": uses port 80 for testing.
(config-pchk)> no port
PingCheck::Profile: "test": port is cleared.
VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.04 JlobasneHa komaHAa ping-check profile port.

3.115.6 ping-check profile power-cycle

OnucaHue BkatounTb yripaBneHme nutaHmeM ceteBoro nHTepdeiica USB. Mo ymonyaHuto
BKJIFOYEHO.

KomaHaa ¢ npepunKCcom no oTKNHOYaeT HAaCTPOUKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I (config-pchk)>  power-cycle
I (config-pchk)> no power-cycle
Mpumep (config-pchk)> power-cycle

PingCheck: :Profile: "test": enabled USB power cycle.

(config-pchk)> power-cycle
PingCheck: :Profile: "test": disabled USB power cycle.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.04

JlobasneHa komaHaa ping-check profile power-cycle.

3.115.7 ping-check profile timeout

OnucaHue YCTaHOBUTb MakcUMasibHoe BpeMA OXNAaHNA OTBETa yAa/1IEHHOIO XO0CTa Ha
O4WVH 3anpoc B ceKyHAax. Mo YMOJIHaHUIO NCMNO/Ib3YeTCA 3HaveHne 2.

KomaHga ¢ I'IperI/IKCOM Nno yCTaHaB/IMBaeT 3HaYeHNE MO YMOJTYaHUIO.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config-pchk)>  timeout «timeout>
(config-pchk)> no timeout
AprymeHTbI AprymeHT |3HaueHme |OnucaHune
timeout Uenoe uyucno |Bpemsa oxuaaHuma B cekyHaax. MoxeTt
MPUHVMaTL 3HaUeHUA B Npegenax ot 1 Ao 10
BK/IKOUNTENBHO.
Mpumep (config-pchk)> timeout 4

PingCheck: :Profile: "test": timeout is changed to 4 seconds.

(config-pchk)> no timeout
PingCheck: :Profile: "test": timeout is reset to 2.

WcTopus nsmeHeHnii |Bepcus

OnucaHue

2.04

Jlo6aBneHa komaHga ping-check profile timeout.
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3.115.8 ping-check profile update-interval

OnucaHue YCTaHOBUTbL NEPUOSMYHOCTL BbIMOSHEHWA NpoBepok Ping Check.
Mpe¢ukc no Het

MeHsieT HacTpoikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-pchk)>  update-interval «seconds>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
seconds Uenoe uucno |MNepunog o6HOBAEHMA B cekyHAax. MoxeT
NPUHNMAaTb 3HaYeHs B nNpejenax oT 3 40
3600 BK/IHOUNTENBHO.
Npumep (config-pchk)> update-interval 60
PingCheck: :Profile: "test": update interval is changed to 60 »
seconds.
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue
2.04 Jlo6aBneHa koMaHga ping-check profile
update-interval.

3.116 ppe

OnucaHune BktoUNTb MexaHn3M nakeTHor 06paboTku. Mo yMonYaHMo HacTpolika
BkAtoveHa 1 ansa HWNAT, n ana SWNAT.

KomMaHgza ¢ npedprKcomM No OTKIHOUAET BbIOPaHHbIN YCKOPUTENb.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Cunoncnc (config)>  ppe <engine»
(config)> no ppe [<engines]
AprymeHTbI AprymeHT | 3HaueHue OonucaHue
engine |software MporpamMHbIli yckopuTeb.
hardware AnnapaTHbI ycKopuTenb.
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Mpumep

UcTopuns nameHeHuii

AprymeHT | 3HauyeHue

OnucaHwune

hardware-ipv6

AnnapaTtHblin yckopuTens ans IPv6. Mo
YMOJITYaHUIO OTK/IHOYEH.

(config)>

ppe software

Network::Interface::Rtx::Ppe: Software PPE enabled.

(config)>

no ppe

Network: :Interface: :Rtx::Ppe: All PPE disabled.

(config)>

ppe hardware-ipv6
Network::Interface: :Rtx::Ppe: Hardware-ipv6 PPE enabled.

(config)> no ppe hardware-ipv6
Network: :Interface: :Rtx::Ppe: Hardware-ipv6 PPE disabled.

Bepcus OnucaHve

2.00 JobasneHa KoMaHAa ppe.

2.05 JlobaBneH aprymeHT engine.

2.07 JlobasneH napameTp hardware-ipv6.

3.117 pppoe pass

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncmc

AprymeHTsl

Bxnrountb (I)yHKLI,I/II'O CKBO3HOIO nponyckaHma. Mo>xHOo BBecCTU A0 10
NNOKaJIbHbIX CETEBbIX Y3/10B.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.

Ja
Ja
Het

Ethernet

(config)>

pppoe pass through wan-ifaces <lan-ifaces

(config)> no pppoe pass through

AprymeHTt 3HayeHue OnucaHue

wan-iface UHTepgeiic HavanbHbI MHTepdeic — nonHoe Ha3BaHMe
WAN-uHTepdeiica nnuv ero anvac.

lan-iface UHTeppenc KoHeuHbI nHTepdeinc — nosHoe Ha3BaHme
LAN-nHTepdeiica nnu ero anvac.
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Mpumep (config)> pppoe pass through Home ISP
Pppoe::Pass: Configured pass from "Bridge@" to "GigabitEthernetl".

(config)> no pppoe pass
Pppoe: :Pass: Disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JlobaeneHa KomaHza pppoe pass.

3.118 printer

OonucaHue JoCTyn K rpynne KOMaHz ANst HACTPOMKM BbI6PaHHOTo NpuHTEpa. Ecan
NPUHTEpP He HaliZieH, KOMaHAa NbITaeTCs ero Co34athb.

KomaHga ¢ npeprKcom no yaansiet npuHTEp U3 CUCTEMBI.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIi BBog, /[la

Bxo>xxgeHue B rpynny (config-printer)

Cunoncuc (config)>  printer<id>
(config)> no printer <id>
AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
id Ctpoka NaeHTudunkKaTop NpuHTEpa.
Mpumep (config)> printer 0924:3cf4
(config-printer)>
VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa printer.

3.118.1 printer bidirectional

OnucaHune BkntoumnTb Anst NpUHTepa AByHanpaBieHHbIN pexxrMm obMeHa.
KomaHga ¢ npedurkcom no oTkAoYaeT ABYHAMPAaBIEHHbIA PEXNM.
MNpejukc no Ja

MeHsieT HacTpouikm  /[la
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MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config-printer)>  bidirectional

I (config-printer)> no bidirectional

Mpumep (config-printer)> bidirectional
Printer::Manager: A bidirectional mode enabled.

(config-printer)> no bidirectional
Printer::Manager: A bidirectional mode disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 [Jlo6aBneHa komaHga printer bidirectional.

3.118.2 printer debug

OonucaHvne BKIOUNTL pexxnm OTnagKun Ana NpuHTepa. Eciv apryMeHT He ykasaH, ypoBeHb
OTNajKM yCTaHaBNNBAETCS paBHbIM 1.

KomaHga ¢ npedurkcom no oTkIoYaeT 0TAAA0UHbBIN PEXMM.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het

CuHoncuc (config-printer)>  debug [ level (level; ]

(config-printer)> no debug

AprymeHTbI AprymeHT 3HaueHue OonucaHue

level Uenoe 4ucno |YposeHb oTnagku. MoxeT npnHMMaTh
3HayeHWda B npegenax ot 1 go 3

BKHOUYNTENBbHO.

Mpumep (config-printer)> debug level 3
Printer::Manager: a debug level set to 3.

(config-printer)> no debug
Printer::Manager: A debug mode disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.04 Job6asneHa komaHaa printer debug.
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3.118.3 printer firmware

OonucaHune YcTtaHoBUTb dalin NpoLLVBKN NPUHTEpPA.
Mpe¢ukc no Ja

MeHsieT HacTpolikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-printer)>  firmware «firmwares

(config-printer)> no firmware

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

firmware CTpoka MNyTb K daliny NpoLLINBKMU.

Mpumep (config-printer)> firmware storage:sihpl018.d1l
Printer::Manager: A printer firmware set.

(config-printer)> no firmware
Printer::Manager: A printer firmware set.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobasneHa komaHgaa printer firmware.

3.118.4 printer name

OnucaHue MpncBoUTL MNPUHTEPY NPOU3BOJILHOE UMS.
Mpe¢ukc no Het

MeHsieT HacTpolikm  /[la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-printer)>  name name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name CTpoka MponsBonLHOE NMS NPUHTEpA.
Mpumep (config-printer)> name Canon
Printer::Manager: A printer name set.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa KkomaHaa printer name.
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3.118.5 printer port

OnucaHue YcTaHOBWUTbL MNOPT NPUHTEpPA, ecu TUM NpuHTepa direct. MNo ymonyaHmio
ncnonb3yetca nopt 9100.

MNpejukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config-printer)>  port port>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
port Uenoe u4ucno |lopT npuHTepa.

Mpumep (config-printer)> port 2012
Printer::Manager: A port set.

VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 [JobaeneHa KomaHaa printer port.

3.118.6 printer status-polling

OonuncaHmne BkOUMTBL ONPOC COCTOAHUS NPUHTEPA. M0 yMoNYaHNI0 YHKLNA BKAOYEHA.
KomaHaa ¢ npeprKcom no oTKAHOUaeT ONpoC COCTOSAHUA MpUHTEpa.

Mpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc I (config-printer)>  status-polling

I (config-printer)> no status-polling

Mpumep (config-printer)> status-polling
Printer::Manager: Status polling enabled.

(config-printer)> no status-polling
Printer::Manager: Status polling disabled.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

3.04 JobaBneHa komaHAa printer status-polling.
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3.118.7 printer type

OnucaHwne YCTaHOBUTb TUM npunHTEpPAa.
Mpe¢ukc no Het

MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-printer)>  type <type>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

type cifs MpunHTep noakntoveH yepes CIFS.

direct MpyHTEp NoAKIYEH HEMOCPEACTBEHHO K
yCTpOICTBY.

Mpumep (config-printer)> type direct

Printer::Manager: A printer type set.
VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa printer type.

3.119 schedule

OnucaHue JocTyn K rpynne KOMaHA A1 HaCTPOWKM BblI6paHHOro pacnucaHus. Ecan
pacnucaHne He HalileHo, KOMaH/a NbITaeTCcs ero co3athb.

KomaHga ¢ npedurkcom no yaanseT pacnucaHue.
Mpe¢ukc no Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbIiA BBOg, [a

Bxo>xaeHue B rpynny (config-sched)

CuHoncuc (config)>  schedule name>
(config)> no schedule name>
AprymeHTbI AprymMeHT  |3HaueHme |OnucaHue
name CTpoka HasBaHwue pacnncaHus.
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UcTopuns nameHeHuii

3.119.1 schedule action

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

Bepcusa

OnucaHwmne

2.06

JobasneHa komaHaa schedule.

3ajaTb AeCcTBIS, BbINMOJIHAEMble COrNacHO Bbl6paHHOMy pacnncaHnto.

KomaHga ¢ npeprKcomM no oTMeHseT AecTBMe.

Ja
Aa

MHorokpaTHbI/i BBog, /[la

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nsmeHeHnii

(config-sched)>  action actions wmins <hours «dows

(config-sched)> no action [ «actions amins <hour> «dow ]

AprymeHT 3HauyeHue OnuncaHwue
action start [JelcTBrne Havana.
stop JencTBre KoHua.
min UYenoe uucsio |MUHYTHI.
hour Llenoe uucno |Yacobl.
dow UYenoe uucro |[AHN Hepenwn, pasgeneHHble 3anaTeiMn. 0 1 7

03HayaloT BOCKpeceHbe. * o3HayvaeTt
exejgHeBHO.

(config-sched)> action start 0 9 1,2,3,4,5
Core::Schedule: :Manager: Updated schedule "WIFI".

Bepcus

OnucaHue

2.06

JobaBneHa komaHaa schedule action.

3.119.2 schedule description

OnuncaHwne

Mpedunkc no

MeHsieT HaCTpoVKKn

3agaTb onucaHue and Bbl6paHHOFO pacnncaHn4.

KomaHza c nped1Kcom no CTMpaeT onmcaHue.

Ja

Het

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config-sched)> description «description

(config-sched)> no description

AprymeHT 3HauyeHue OnuncaHwue

description |CTpoka TekcT onmncaHms.

(config-sched)> description "Schedule for on/off Access Point"
Core::Schedule: :Manager: Updated description of schedule "WIFI".

Bepcus OnucaHue

2.06 Job6asneHa komaHaa schedule description.

3.119.3 schedule led

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ha3HaunTb CBETOANOAHYIO MHANKALMIO ANSA 3aM/IaHNPOBAHHbBIX COBbITUI.
JonxeH 6bITb BbIbpaH napameTp SelectedSchedule npy NOMOLLM KOMaHAbI
system led.

KomaHga c npedurkcom no oTkoYaeT CBETOANOAHYIO MHAMKALNIO.
Ja

Ja

Het

(config-sched)>  led<actiomn

(config-sched)> no led

AprymeHT 3HayeHue OnuncaHwue

action start VIHAMKaTOp nMokasbiBaeT Hayasno
3anJaHNPOBAHHOIO CO6LITUSA.

stop |/|Hp,VIKaTOp MOKa3blBaeT OKOHYaHne

3anJ1aHNPOBAHHOIO COBLITUSA.

(config-sched)> led start
Core::Schedule::Led: Selected schedule "111".

Bepcus OnucaHve

2.08 JobaBneHa komaHaa schedule led.
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3.120 service afp

OnucaHwue 3anycTuTb cnyxoby AFP.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> service afp
I (config)> no service afp
Mpumep (config)> service afp
Afp::Server: Enabled.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHaa service afp.

3.121 service cifs

OnucaHue Bkntounts CIFS-cepBep.
Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)>  service cifs

I (config)> no service cifs

Mpumep (config)> service cifs
Cifs::ServerTsmb: Enabled.

(config)> no service cifs
Cifs::ServerTsmb: Disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaeneHa KomaHza service cifs.
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3.122 service dhcp

OnucaHwue BkntounTts DHCP-cepaep. Ecnn pns 3anycka cnyxobl HeA0CTaTOYHO HaCTpoeK
(cm. ip dhep pool), cnyxba He byaeT oTBeudaThb no ceTu. Kak ToNbKO HacTpoek
CTaHeT A0CTaTOUHO, Cy>K6a BKAIOUNTCA aBTOMaTUYECKN.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I (config)> service dhcp
I (config)> no service dhcp
Mpumep (config)> service dhcp
service enabled.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa service dhcp.

3.123 service dhcp-relay

OnucaHwue Brkntoumntb petpaHcnaTop-DHCP. Ecam gns 3anycka cnyx6bl He40CTaTOUHO
HacTpoek (cM. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyx6a He 6yseT oTBeYaThb Mo ceTu. Kak TO/IbKO HacTPOeK CTaHeT J0CTaTOUHO,
cnyxba BKIIOYNTCA aBTOMaTUYECKMU.

KomaHga ¢ npedrkKcom no ocTaHaBAIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> service dhcp-relay
I (config)> no service dhcp-relay

Mpumep (config)> service dhcp-relay
service enabled.

VlCTOpI/Iﬂ U3MeHeHU BepCVlﬂ onvcaHue

2.00 JobasneHa komaHaa service dhcp-relay.
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3.124 service dlna

OnucaHwue BrntounTs cnyx6y DLNA. Ecny ans 3anycka cny>6bl He40CTaTOYHO HaCTpoeK
(cm. dIna), cnyxxb6a He byseT oTBedaTb No ceTu. Kak TO/IbKO HacTpoeK cTaHeT
AOCTAaTOYHO, CNy>X6a BKAHOUMTCH aBTOMATUYECKM.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I (config)> servicedlna
I (config)> no service dlna
Mpumep (config)> service dlna
DLNA server enabled.
WcTopus nsmeHeHum Bepcus onucaHuve

2.00 Job6aBneHa komaHaa service dlna.

3.125 service dns-proxy

OnucaHune Bikntoumtb DNS-npokcu. 1na HacTpolikn napaMeTpoB CyX6bl, UCNOb3YNTe
rpynny KomaHg Paszgen 3.24 Ha cTpaHuLe 126.

MNpejukc no Het
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> service dns-proxy

Mpumep (config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

WcTopusa nsmeHeHum Bepcus onvcaHve

2.00 JobasneHa KoMaHaa service dns-proxy.
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3.126 service ftp

OnucaHwue BkntounTb FTP-cepBep a41s obecneveHmss Nnonb3oBaTenel 40CTynom K
noakntoveHHbIM USB-HoCcMTeNsiM, HacTpoeUHbIM dainnam n gaiinam ¢
06HOBEHMAMN MUKPONPOrpamMMbl.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Cunoncnc I (config)> service ftp

I (config)> no service ftp
Mpumep (config)> service ftp

FTP server enabled.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobasneHa KomaHaa service ftp.

3.127 service http

OnucaHwue Bikntountb HTTP-cepBep, KOTOPbI NpeAocTaBAseT Mob30BaTeNto
Web-nHTepdeiic ana HacTporiku Duo.

KomaHga ¢ npedrkKcom no ocTaHaBAIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> service http
I (config)> no service http
Mpumep (config)> service http
HTTP server enabled.
VlCTOpI/Iﬂ U3MeHeHU BepCVlﬂ OonucaHue

2.00 JobaBneHa KkomaHaa service http.
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3.128 service igmp-proxy

OnucaHwue Bkntounte IGMP-npokcn. Ans paboTbl Cy>K6bl HEO6XOAMMO Hann4vmne 0fHOro
nHTepderica upstreamm xoTa 661 ogHOro HTepdelica downstream. Ecnm ans

3anycka Cﬂy)K6bI HEeAO0CTAaTOYHO HaCTPOEK, OHa He 6yp,eT pa6OTaTb. Kak To/1bKO
HaCTpOeK CTaHEeT 4OCTaTO4HO, cny>|<6a BKZTIOUYNTCA aBTOMaTUN4YEeCKN.

KomaHga ¢ npedrKcom no ocTaHaBINBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service igmp-proxy
I (config)> no service igmp-proxy

Mpumep (config)> service igmp-proxy
IGMP proxy enabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JobaBneHa KoOMaHAa service igmp-proxy.

3.129 service internet-checker

OnucaHwue BintounTte Internet-checker gna koHTpons coctosiHna VHTepHeT coerHeHns
Ha ycTpotlictBe. o ymonuyaHuio GyHKLUSA BKIOYEHA.

KomaHaa ¢ npeprKCcom no ocTaHaBNMBAET CNyXOy.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncue I (config)> service internet-checker
I (config)> no service internet-checker
Mpumep (config)> service internet-checker

Network: :InternetChecker: Hosts check enabled.

(config)> no service internet-checker
Network: :InternetChecker: Hosts check disabled.

460 CnpaBoyHuK koMaHa — Duo (KN-2110)



naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.13 JobaBneHa komaHza service internet-checker.

3.130 service ipsec

OnuncaHmne 3anyctuTb Cyx6y [Psec. Mo ymonyaHuio cnyxba oTkItoueHa.
KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXoby.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

CuHoncuc I(config)> service ipsec
I (config)> no service ipsec
Mpumep (config)>service ipsec
IpSec::Manager: Service enabled.
WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.06 JlobaBneHa KoMaHaa service ipsec.

3.131 service kabinet

OnucaHue BrntounTb cnyxby aBTopusatopa KABINET. Mo ymonyaHuio cnyxba
OTK/ItOYEHA.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

Cunoncuc I (config)> service kabinet
I (config)> no service kabinet
Mpumep (config)> service kabinet

Kabinet: :Authenticator: Authenticator enabled.

(config)> service kabinet
Kabinet: :Authenticator: Authenticator disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.02 JobaBneHa komaHga service kabinet.

3.132 service mdns

OnucaHwue BkntounTb cnyx6y mDNS. Mo ymonvaHuio ciyxoa BKAo4eHa.
KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXoby.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

CuHoncuc I(config)> service mdns
I (config)> no service mdns
Mpumep (config)>service mdns
(config)>no service mdns
VlCTOleﬂ V|3MEHeH|/||7| Bepcmﬂ onvicaHue

2.15 JobaBneHa komaHaa service mdns.

3.133 service mws

OnucaHwue BrntounTb cnyxey MIWS. Mo ymonyaHuo cnyxba oTKaroueHa.
KomaHga c npedurkcom no octTaHaBAMBaET CyX6y.

MNpejukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOA, Het

CuHoncnc I(config)> service mws
I (config)> no service mws
Mpumep (config)> service mws

Mws::Controller: Enabled.

(config)> no service mws
Mws::Controller: Disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.15 JobaBneHa KOMaHAa service mws.

3.134 service ntce

OnucaHwue 3anyctnTb cnyxxby NTCE. Mo yMOAYaHWIO CEPBUC OTKHOYUEH.
KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXoby.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

CuHoncuc I (config)> service ntce
I (config)> no service ntce
Mpumep (config)> service ntce
Ntce::Manager: Enabled.
UcTopuns nsmeHeHnii Bepcus onucaHve

2.09 JobasneHa KoMaHAa service ntce. lNpexHee Ha3BaHWe
KoMaHZbl service dpi.

3.135 service ntp

OnucaHue 3anyctntb cnyxby NTP. Mo ymonyvaHuio cnyxba paboTaer.
KomaHaa ¢ npedrkcom no ocTaHaBNMBaET CNyXOy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

Cunoncuc I (config)> service ntp
I (config)> no service ntp
Mpumep (config)> service ntp

Ntp::Client: NTP service enabled.

(config)> no service ntp
Ntp::Client: NTP service disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie
3.09 [JobaeneHa komaHaa service ntp. [NpexHee Ha3BaHue
KOMaHAbl service ntp-client.

3.136 service snmp

OnucaHwue 3anyctntb cnyxby SNMP. o ymonyaHuio cnyxba oTKaoYeHa.
KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXoby.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

CuHoncuc I (config)> service snmp

I (config)> no service snmp

Mpumep (config)> service snmp
Snmp: :Manager: SNMP service was enabled.
(config)> no service snmp
Snmp: :Manager: SNMP service was disabled.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.08 JlobaBneHa KoMaHaa service snmp.

3.137 service ssh

OnucaHue BkntounTb cepBep SSH, KoTopbIi npefocTaBNseT Nob3oBaTento HTepdeiic
KOMaHZAHOW CTPOKW AN HAaCTPOMKM YCTPOWMCTBA.

KomaHga ¢ npedrkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CuHoncuc I (config)> service ssh
I (config)> no service ssh
Mpumep (config)> service ssh

Ssh::Manager: SSH server enabled.
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(config)> no service ssh
Ssh::Manager: SSH server disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.12 JobaBneHa komaHaa service ssh.

3.138 service sstp-server

OnucaHue Brnrountb cepsep SSTP.

KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CAyXOy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc I(config)> service sstp-server
I (config)> no service sstp-server
Mpumep (config)> service sstp-server
SstpServer: :Manager: Service enabled.
(config)> no service sstp-server
SstpServer: :Manager: Service disabled.
WcTopuns nsmeHeHWit |Bepcusa onucaHue

212 JlobaBneHa KOMaHAa service sstp-server.

3.139 service telnet

OonuncaHmne BkntounTtb cepBep telnet, koTopbIi NpeAoCTaBASeT NOb30BaTeNto NHTepdelic
KOMaHZAHOW CTPOKW AN HAaCTPOMKM YCTPOWCTBA.

KomaHga ¢ npedrkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het

CuHoncuc I (config)>  service telnet

I (config)> no service telnet
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Mpumep (config)> service tel
Telnet server enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa KoMmaHaa service telnet.

3.140 service torrent

OnucaHue Bkntounts BitTorrent-kineHT Ans obecneyeHns nosib3oBaTene o6Lmm
AOCTYyNoM K 6onbwnm daiinam (bunemam, TB-LLoy) nocpeactsom
NMUPUHIOBOro CEeTeBOro NPoToKoa.

KomaHga ¢ npednkKcom no ocTaHaBIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service torrent
I (config)> no service torrent

Mpumep (config)> service torrent
server enabled.

VICTOleﬂ N3MeHeHUun Bepcmﬂ onucaHvie

2.00 JobaBneHa kKoMaHAa service torrent.

3.141 service udpxy

OnucaHwue Brntouuntb cnyx6y udpxy.
KomaHga ¢ npedrkcom no ocTaHaBAMBAET CYX6Y.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I (config)> service udpxy

I (config)> no service udpxy
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NMpumep (config)> service udpxy
Udpxy: :Manager: a service enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.03 JobasneHa KomaHaa service udpxy.

3.142 service upnp

OnucaHwne BkntounTs cnyxby UPnP.

KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CAyXOy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> service upnp
(config)> no service upnp
WcTopuns nsmeHeHWit |Bepcusa onucaHue
2.00 JobaBneHa koMaHga service upnp.

3.143 service vpn-server

OnucaHue BkntoumnTts cepsep VPN.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CnHoncuc I (config)> service vpn-server
I (config)> no service vpn-server
MNpumep (config)> service vpn-server

VpnServer: :Manager: Service enabled.

(config)> no service vpn-server
VpnServer: :Manager: Service disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 [JlobaeneHa KomaHza service vpn-server.

3.144 show

OonucaHue [oCTyn K rpynne KOMaHZ A1 TpocMoTpa ArarHocTuyeckon nHGopmaumm o
cucTeMe. Bce KOMaHZAbI 3TOW rpynnbl HE U3MEHSIOT CUCTEMHbIE HACTPOIKM.

MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

Bxo>xxaeHue B rpynny (show)

CuHoncuc (config)> show
UcTopuns nsmeHeHnii Bepcus OonucaHue
2.00 JobaBneHa komaHaa show.

3.144.1 show access

OnucaHue MokasaTb NoNb30BaTeNbCKMIA AOCTYN K KaTanory Ha USB-ycTpoiicTse.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)> access «directory»
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
directory CTpoka MyTb K kKaTanory Ha USB-ycTpoiicTse.
Mpumep (show)> access PENDRIVE:doc
user:

name: admin
assigned: write
effective: write
exists: yes
user:
name: test
assigned: read

468 CnpaBoyHuK koMaHa — Duo (KN-2110)




naBa 3 OnncaHme KOMaHA,

effective: read
exists: yes

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa komaHaa show access.

3.144.2 show acme

OnucaHue MokasaTb cTatyc knneHTa ACME B cncteme.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I@hom0> acme
Npumep (show)> acme
acme:
real-time: yes
ndns-domain: mytest.keenetic.pro
ndns-domain-acme: yes
ndns-domain-error: no
default-domain: cc6b5a71a7644903b51a5454. keenetic.io
account-pending: no
account-running: no
get-pending: no
get-running: no
revoke-pending: no
revoke-running: no
reissue-queue-size: 0
revoke-queue-size: 0
retries: 0
checker-timer: 82499
apply-timer: 0
acme-account: 36902346
WcTopusa nsmeHeHum Bepcus onucaHve

2.1 JobaBneHa komaHaa show acme.

3.144.3 show adguard-dns availability
OnucaHune MpoBepuTb 1 NOKasaTb AOCTYNHOCTb AdGuard DNS.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (show)> adguard-dns availability
Npumep (show)> adguard-dns availability
available: yes
port: 53
VICTOleﬂ M3MeHeHU Bepcmﬂ onucaHvie
2.12 Job6asneHa komaHaa show adguard-dns availability.

3.144.4 show adguard-dns profiles
OnucaHune Moka3sate npodunun AdGuard DNS.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> adguard-dns profiles
Npumep (show)> adguard-dns profiles
profiles:
profile: default
profile: standard
profile: family
UcTopuns nsmeHeHnii Bepcus OonucaHue

2.1 Job6asneHa komaHaa show adguard-dns profiles.

3.144.5 show afp

OnucaHwue MokasaTb cTaTyc cyX6bl AFP.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpatHbiiA BBog, Het

CunHoncmc I (show)> afp
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Mpumep

WcTopusa nsmeHeHum

(show)> afp
enabled: yes
automount: yes
permissive: yes

share:
mount: C253-062D:
label: FLASH
timemachine: yes
description:
active: yes
share:
mount: C253-062D:/FOR_AFP
label: AFP
timemachine: yes
description:
active: yes
Bepcus OnucaHue
2.06 Job6asneHa komaHaa show afp.

3.144.6 show associations

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

MokasaTb CNNCOoK 6eCnpoBOAHbIX CTAHLMIA, CBA3AHHbIX C TOYKOM A0CTYyNa.
Ecnv BEINONHUTL KOMaHAy 6e3 apryMeHTa, TO Ha 3KpaH byAeT BbiBeseH BecCb
CMMCOK 6ecnpOBOAHbLIX CTAHLINA.

HeTt
Het
Het

Access Point

(show)> associations [ <name]

AprymeHT 3HauyeHue

OnvicaHune

name Crpoka

HazBaHue Touku goctyna. Cnmcok AOCTYMHbIX
ANsi Bblbopa Touek A0CTyna MOXHO YBUAETb
BBeAs KOMaHJay associations [Tab].

(show)> associations [Tab]

Usage template:

associations [{name}]

Choose:
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WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster®/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl
GuestWiFi
WifiMasterl/AccessPoint3
WifiMasterl/AccessPoint0
AccessPoint 5G

(show)> associations WifiMaster0/AccessPoint0

station:
mac: ec:1f:72:d3:6d:3f
ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 130
uptime: 3804
txbytes: 2058837
rxbytes: 25023483
ht: 20
mode: 1ln
gi: 800
rssi: -26
mcs: 15
station:
mac: 20:aa:4b:5c:09:0e
ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 270
uptime: 19662
txbytes: 19450396
rxbytes: 70800065
ht: 40
mode: 1ln
gi: 800
rssi: -41
mcs: 15
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.00 JobasneHa komaHaa show associations.
3.144.7 show button

OnucaHwne

MokasaTb MHPOPMALMIO NO YKa3aHHOW CUCTEMHO KHOMKe. ECn BINOAHUTB
KOMaHAy 6e3 aprymeHTa, TO Ha 3KpaH byAeT BblBe/leH BeCb CMNCOK KHOMOK
Ha ycTpolictBe. Habop KHOMOK 3aBUCUT OT annapaTHOn KoHUrypaumu.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

Cunoncuc (show)> button [<name>]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Crpoka HasBaHune KHoOMNKW.
Mpumep (show)> button FN1
buttons:
button, name = FN1:
is switch: no
position: 2
position count: 2
clicks: 0
elapsed: 0
hold delay: 3000
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa show button.

3.144.8 show button bindings

OnucaHue MNMoka3aTb CNVCOK AeNCTBUM, Ha3HAaYeHHbIX Ha KHOMKW YCTPOMCTBA.

MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I(shom0> button bindings

Mpumep (show)> button bindings
bindings:

binding, index = 0:
button: RESET
action: click

active handler: Reboot
default handler: Reboot
protected: yes

binding, index = 1:
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button:

action:

active handler:
default handler:
protected:

RESET

hold
FactoryReset
FactoryReset
yes

binding, index = 2:

button:

action:

active handler:
default handler:
protected:

WLAN

click
WpsStartMainAp
WpsStartMainAp
no

binding, index = 3:

button:

action:

active handler:
default handler:
protected:

WLAN
double-click
WpsStartMainAp5
WpsStartMainAp5
no

binding, index = 4:

button:

action:

active handler:
default handler:
protected:

WLAN

hold
WifiToggle
WifiToggle
no

binding, index = 5:

button:

action:

active handler:
default handler:
protected:

FN1

click
UnmountUsbl
UnmountUsbl
no

binding, index = 6:

button:

action:

active handler:
default handler:
protected:

FN1
double-click

no

binding, index = 7:

button:

action:

active handler:
default handler:
protected:

FN1
hold

no

binding, index = 8:

button:

action:

active handler:
default handler:
protected:

FN2

click
UnmountUsb2
UnmountUsb2
no
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binding, index = 9:
button: FN2
action: double-click
active handler:
default handler:
protected: no

binding, index = 10:
button: FN2
action: hold

active handler:
default handler:
protected: no

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.03 Job6asneHa komaHaa show button bindings.

3.144.9 show button handlers

OnucaHune Moka3saTb CANCOK JOCTYMHbIX 06pPaboTUNKOB KHOMOK B CUCTEME.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> button handlers

Mpumep (show)> button handlers

handlers:
handler, name = LedToggle:
short description: toggle system LED states
protected: no
switch related: no

handler, name = FactoryReset:
short description: reset a configuration to factory »
defaults
protected: yes
switch related: no

handler, name = UnmountUsbl:
short description: unmount USB 1 port storages
protected: no
switch related: no

handler, name = UnmountUsb2:
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short description: unmount USB 2 port storages
protected: no
switch related: no

handler, name = Reboot:
short description: reboot the system
protected: yes
switch related: no

handler, name = DlnaDirectoryRescan:
short description: rescan DLNA directory for newer media »
files
protected: no
switch related: no

handler, name = DlnaDirectoryFullRescan:
short description: remove a DLNA database and rescan a »
DLNA directory
protected: no
switch related: no

handler, name = DectHandsetRegistrationToggle:
short description: toggle a DECT handset registration
protected: no
switch related: no

handler, name = DectHandsetPagingToggle:
short description: toggle a DECT handset paging
protected: no
switch related: no

handler, name = OpkgRunScript:
short description: run Opkg script
protected: no
switch related: no

handler, name = TorrentAltSpeedToggle:
short description: toggle a Torrent alternative speed »
mode
protected: no
switch related: no

handler, name = TorrentClientStateToggle:
short description: toggle a Torrent client state
protected: no
switch related: no

handler, name = WifiToggle:
short description: on/off all Wi-Fi interfaces
protected: no
switch related: no

handler, name = WpsStartMainAp:
short description: start WPS (2.4 GHz main access point)
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protected: no
switch related: no

handler, name = WpsStartMainAp5:
short description: start WPS (5 GHz main access point)
protected: no
switch related: no

handler, name = WifiGuestApToggle:
short description: toggle a guest access point state »
(2.4 GHz)
protected: no
switch related: no

handler, name = WpsStartStation:
short description: start WPS (2.4 GHz Wi-Fi station)
protected: no
switch related: no

handler, name = WpsStartStation5:
short description: start WPS (5 GHz Wi-Fi station)
protected: no
switch related: no

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.03 JobaBneHa komaHaa show button handlers.

3.144.10 show chilli profiles

OnucaHwne MokasaTb CNNCOK AOCTYNHbIX Npodunel RADIUS-cepBepa.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CvHoncunc | (show)>  chilli profiles

Mpumep (show)> chilli profiles

profile:
name: Iron Wi-Fi
url: https://www.ironwifi.com/
description: Hosted RADIUS and Captive Portal

preset:
uamserver: »
https://europe-west3.ironwifi.com/api/pages/uam/
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radius:
serverl: 35.198.88.176

radiuslocationid:

custom: uamsecret

custom: radiussecret

custom: radiusnasid

WcTopusa nsmeHeHum

Bepcus

OnucaHmne

2.10

Job6asneHa komaHaa show chilli profiles.

3.144.11 show cifs

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

MNMokasaTk ctaTyc CIFS-cepBepa.

I(shom0> cifs

(show)> cifs

enabled: yes

master: no

automount: yes

permissive: yes

share:
mount: 9430B54530B52EDC:
label: 9430B54530B52EDC

UcTopuns nsmeHeHni

description:
active: no
Bepcus OnucaHve
2.00 JobaBneHa komaHaa show cifs.
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3.144.12 show clock date

OnuicaHue lNoka3aTb TekyLlee CUCTEMHOE BpeMmsl.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> clock date
Mpumep (show)> clock date
weekday: 4
day: 18
month: 1
year: 2018
hour: 8
min: 46
sec: 2
msec: 660
dst: inactive
tz:
locality: GMT
stdoffset: O
dstoffset: 0
usesdst: no
rule: GMTO
custom: no
MCTOPMH V|3MEHEH|/||7| Bepcmﬂ onvicaHue
2.00 JobasneHa komaHaa show clock date.

3.144.13 show clock timezone-list

OnucaHue Moka3aTb CANCOK AOCTYMHbIX YaCOBbIX NOSCOB.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuiHoncuc I(shom0> clock timezone-list

Mpumep (show)> clock timezone-list

timezones:
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tz:
locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
dstoffset: -1
tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:
locality: Anadyr
stdoffset: 43200
dstoffset: -1

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvcaHue

2.00 JobaBneHa komaHaa show clock timezone-list.

3.144.14 show cloudflare-dns availability

OnuicaHue MpoBepuTb 1 NokasaTk gocTynHocTb Cloudflare DNS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> cloudflare-dns availability

Mpumep (show)> cloudflare-dns availability

available: yes
doh-supported: yes
doh-available: yes
dot-supported: yes
dot-available: yes
blocked-name: »
31bd8460-89fd-e2de-8865-63ffb93d1lc9e.is-cf.cloudflareresolve.com
ipv6-supported: no
ipv6-enabled: no
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 Jlo6aeneHa komaHga show cloudflare-dns availability.

3.144.15 show cloudflare-dns profiles

OnucaHune Mokazatb npodunn Cloudflare DNS.
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(shom0> cloudflare-dns profiles
MNpumep (show)> cloudflare-dns profiles
profiles:
profile: default
profile: standard
profile: malware
profile: family
UcTtopuns nsmeHeHun Bepcums OnucaHuve

3.05 Jlo6aBneHa komaHaa show cloudflare-dns profiles.

3.144.16 show configurator status

OnucaHue MNMoka3zaTb MHGOPMaLMIO O CUCTEMHOM KoHUrypaTope.
Mpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> configurator status

Mpumep (show)> configurator status
touch: Thu, 18 Oct 2018 14:37:25 GMT

Model: Keenetic Giga

header, name

Version: 2.06.1

header, name
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GMT

header, name = Agent: http/rci
header, name = Last change: Thu, 18 Oct 2018 14:37:25 »
serving:
name: Session /var/run/ndm.core.socket

time: 0.000397

request, host = 192.168.1.42, name = admin:
parse: show configurator status

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.06 Job6asneHa komaHaa show configurator status.
3.144.17 show credits
OnucaHune Moka3saTb NNLEH3NOHHYI0 HPOPMaLMIO 06 YCTaHOB/IEHHOM NakeTe B
KeeneticOS. Ecnu BbINONHWTL KOMaHAy 6e3 aprymeHTa, TO Ha 3KpaH bygeT

BbiBeZleHa BCS MHPOPMaLMA Mo YyCTaHOBNEHHbIM NakeTam Ha YCTPOMCTBe.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

(show)>  credits [ <package; ]
AprymeHTbI AprymeHT |3HauyeHue OnucaHue
package CTtpoka Vimsa nakerta.
Mpumep (show)> credits
package:

name: accel-ppp
title: High performance accel-ppp VPN server
homepage: https://accel-ppp.org/

package:
name: accel-ppp-12tp
title: L2TP plugin for accel-ppp
homepage: https://accel-ppp.org/

package:
name: accel-ppp-pptp
title: PPTP plugin for accel-ppp
homepage: https://accel-ppp.org/
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package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:

Chilli Version)

homepage:

package:

name:
title:

management utility

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:

accel-ppp-sstp
SSTP plugin for accel-ppp
https://accel-ppp.org/

avahi-daemon
An mDNS/DNS-SD implementation (daemon)
http://www.avahi.org/

coova-chilli
Wireless LAN HotSpot controller (Coova »

http://www.coova.org/CoovaChilli

crconf
Netlink-based CryptoAPI userspace »

dhcpv6
DHCPv6 client + server
http://wide-dhcpv6.sourceforge.net/

dropbear
Small SSH2 client/server
http://matt.ucc.asn.au/dropbear/

iperf3-ssl
Internet Protocol bandwidth measuring »

tool with iperf auth support

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

https://github.com/esnet/iperf

kernel
Linux kernel
http://www.kernel.org/

kmod-ipt-account
ACCOUNT netfilter module

kmod-ipt-chaos
CHAOS netfilter module
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package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

kmod-ipt-compat-xtables
API compatibilty layer netfilter module

kmod-ipt-condition
Condition netfilter module

kmod-ipt-delude
DELUDE netfilter module

kmod-ipt-dhcpmac
DHCPMAC netfilter module

kmod-ipt-dnetmap
DNETMAP netfilter module

kmod-ipt-fuzzy
fuzzy netfilter module

kmod-ipt-geoip
geoip netfilter module

kmod-ipt-iface
iface netfilter module

kmod-ipt-ipmark
IPMARK netfilter module

kmod-ipt-ipp2p
IPP2P netfilter module

kmod-ipt-ipv4options
ipv4options netfilter module
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package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

title:

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

kmod-ipt-length2
length2 netfilter module

kmod-ipt-logmark
LOGMARK netfilter module

kmod-ipt-lscan
lscan netfilter module

kmod-ipt-netflow
Netflow netfilter module for Linux kernel
http://ipt-netflow.sourceforge.net/

kmod-ipt-psd
psd netfilter module

kmod-ipt-quota2
quota2 netfilter module

kmod-ipt-sysrq
SYSRQ netfilter module

kmod-ipt-tarpit
TARPIT netfilter module

kmod-nf-nathelper-rtsp
RTSP Conntrack and NAT helpers
https://github.com/maru-sama/rtsp-linux

kmod-wireguard
WireGuard kernel module

libattr

title: Extended attributes (xattr) manipulation »
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library
homepage: http://savannah.nongnu.org/projects/attr
package:
name: libav
title: This package contains Libav library
homepage: https://libav.org/
package:
name: libavahi
title: An mDNS/DNS-SD implementation (No D-Bus)
homepage: http://www.avahi.org/
package:
name: libcurl
title: A client-side URL transfer library
homepage: http://curl.haxx.se/
package:
name: libdaemon
title: A lightweight C library that eases the »
writing of UNIX daemons
homepage: »

http://0pointer.de/lennart/projects/libdaemon/

package:

name:
title:

1ibdb47
Berkeley DB library (4.7)

homepage: http://www.sleepycat.com/products/db.shtml

package:
name: libevent
title: Event notification library
homepage: http://www.monkey.org/~provos/libevent/
package:
name: libexif
title: Library for JPEG files with EXIF tags
homepage: https://libexif.github.io
package:
name: libexpat
title: An XML parsing library
homepage: https://libexpat.github.io/
package:
name: libgcrypt
title: GNU crypto library
homepage: »

http://directory.fsf.org/security/libgcrypt.html

package:

name: libgpg-error
title: GnuPG error handling helper library

486

CnpaBoyHuK koMaHa — Duo (KN-2110)



naBa 3 OnncaHme KOMaHA,

homepage: »
http://www.gnupg.org/related software/libgpg-error/

package:
name: libid3tag
title: An ID3 tag manipulation library
homepage: https://www.underbit.com/products/mad/

package:
name: libjpeg
title: The Independent JPEG Group's JPEG runtime »

library
homepage: http://www.ijg.org/
package:
name: liblzo
title: A real-time data compression library
homepage: http://www.oberhumer.com/opensource/1zo/
package:
name: libnghttp2
title: Library implementing the framing layer »
of HTTP/2

homepage: https://nghttp2.org/

package:
name: libopenssl
title: Open source SSL toolkit (libraries »
(libcrypto.so, libssl.so))
homepage: http://www.openssl.org/

package:
name: libpcap
title: Low-level packet capture library
homepage: http://www.tcpdump.org/

package:
name: libtommath
title: A free number theoretic multiple-precision »
integer library
homepage: https://www.libtom.net/

package:
name: libusb
title: A library for accessing Linux USB devices
homepage: http://libusb.info/

package:
name: mini snmpd
title: Lightweight SNMP daemon
homepage: http://troglobit.github.io/mini-snmpd.html

package:
name: minidlna
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suite

title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

title:

homepage:

UPnP A/V & DLNA Media Server
http://minidlna.sourceforge.net/

miniupnpd
Lightweight UPnP daemon
http://miniupnp.tuxfamily.org/

netatalk
netatalk
http://netatalk.sourceforge.net

nginx
Nginx web server
http://nginx.org/

nginx-stream-module
Nginx stream module

openvpn
Open source VPN solution using OpenSSL
http://openvpn.net

pjproject
PJSIP
http://www.pjsip.org/

pureftpd
FTP server
http://www.pureftpd.org

radvd
Router advertisement daemon
http://www.litech.org/radvd/

sstp-client
SSTP client for Linux
http://sstp-client.sourceforge.net/

strongswan
Strongswan IKEv1/IKEv2 ISAKMP and IPSec »

https://www.strongswan.org/
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package:
name: transmission-daemon
title: A free, lightweight BitTorrent client
homepage: http://www.transmissionbt.com

package:
name: tspc
title: TSP client
homepage: http://www.broker.ipv6.ac.uk

package:
name: tzdata
title: Timezone data files
homepage: https://www.iana.org/time-zones

package:
name: udpxy
title: Convert UDP IPTV streams into HTTP stream
homepage: http://sourceforge.net/projects/udpxy

package:
name: zlib
title: Library implementing the deflate »
compression method
homepage: http://www.zlib.net/

(show)> credits nginx

copying: /*
* Copyright (C) 2002-2019 Igor Sysoev
* Copyright (C) 2011-2019 Nginx, Inc.
* ALl rights reserved.
*
* Redistribution and use in source and binary
forms, with or without
* modification, are permitted provided that
the following conditions
* are met:
* 1. Redistributions of source code must »
retain the above copyright
& notice, this list of conditions and the
following disclaimer.
* 2. Redistributions in binary form must »
reproduce the above copyright

v

v

v

* notice, this list of conditions and the »
following disclaimer in the
* documentation and/or other materials »

provided with the distribution.
*
* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND »
CONTRIBUTORS "“AS IS'' AND
* ANY EXPRESS OR IMPLIED WARRANTIES, »
INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND »

Duo (KN-2110) — CripaBOYHUK KOMaH, 489



naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

3.144.18 show

OnuncaHwne

FITNESS FOR A PARTICULAR PURPOSE

* ARE DISCLAIMED. 1IN NO EVENT SHALL THE »
AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, »
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, »
PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; »

OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF »
LIABILITY, WHETHER IN CONTRACT, STRICT

* LIABILITY, OR TORT (INCLUDING NEGLIGENCE »
OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF »
ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*/
Bepcus OnucaHue
3.01 JobaBneHa komaHaa show credits.

crypto ike key

MokasaTb MHPOopMaLMIO O BbIBpaHHOM Kntoue IKE. Ecnv BbIMOAHUTL KOMaHAY
6e3 aprymeHTa, TO BeCb CNncok IKE Kntouein byaeT BbiBefeH Ha 3KpaH.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbliA BBog, Het
Cunoncuc (show)> crypto ike key [name]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka HasBaHue BbI6paHHoOro IKE knroua.
NMpumep (show)> crypto ike key
IpSec:
ike key, name = test:
type: address
id: 10.10.10.10
ike key, name = test2:
type: any
id: »
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.06

[JobaeneHa komaHza show crypto ike key.

3.144.19 show crypto map

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

Moka3aTb MH$OPMaLMIO O BbIBpaHHOW KpunTokapTe IPsec. ECin BbINOAHNUTL
KoMaHAy 6e3 aprymeHTa, TO BECb CMNCOK KPUMNTOKAPT IPsec byaeT BbiBeAeH

Ha 3KpaH.
Het
Het

HeTt

(show)> crypto map [map-name]

AprymeHT

3HayeHue

OnvcaHune

map-name

Crpoka

HasBaHwWe BbI6paHHOW KPUMNTOKAPThI.

(show)> crypto map test

IpSec:

crypto map, name = test:

config:

remote p

eer: ipsec.example.com

crypto _ipsec profile name: profl

m

ode: tunnel

local network:

net:
mask:

172.16.200.0

24

protocol: IPv4

remote network:

net:
mask:

172.16.201.0

24

protocol: IPv4

status:

primary peer: true

phasel:

name:

unique id:

ike state:
establish time:
rekey time:
reauth time:
local addr:

test

572
ESTABLISHED
1451301596
0
1451304277
10.10.10.15
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remote addr:
ike version:
local spi:
remote spi:
local init:
ike cypher:

10.10.10.20

2
00abebfc9d90f1c2
3cd201ef496df75¢
yes

aes-cbc-256

ike hmac: sh
ike dh group: 2

phase2 sa list:
phase2 sa, in

unique id:
request id:
sa_state:
mode:
protocol:
encapsulation:
local spi:
remote spi:
ipsec_cypher:
ipsec_hmac:

al

dex = 0:

304

185
INSTALLED
TUNNEL

ESP

yes
ca59%bfcf
cde23d83
esp-aes-256
esp-shal-hmac

ipsec_dh group:

in bytes:

in packets:
in time:

out bytes:
out packets:
out time:
rekey time:
local ts:
remote ts:

state: PHASE2

7152

115

1451302507

6008

98

1451302507
1451305159
172.16.200.0/24
172.16.201.0/24

~ ESTABLISHED

WcTopusa nsmeHeHum

Bepcusa

OnucaHmne

2.06

Job6asneHa komaHaa show crypto map.

3.144.20 show defaults

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

| (show)>  defaults

MNMoka3aTb 06LUMe NapaMeTpbl 6eCrpoBOAHON CETU U CUCTEMbI MO YMOIYaHUIO.
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Mpumep (show)> defaults

servicetag: 014635737374%***
servicehost: ndss.keenetic.ndmsystems.com
SerVicepaSS: 3k 3k >k 5k 5k 5k 5k >k >k >k >k >k >k >k k
wlanssid: Keenetic-0000
wlankey: XFxTH***
wlanwps: 75534%**
country: RU
ndmhwid: KN-1010
ctrisum: 4712e0849ccead77ccdd1l8e2fedb***
serial: S1749WF***
signature: valid
integrity: ok

locked: yes
WcTopusa nsmeHeHum Bepcus onuvcaHve
2.00 JobaBneHa komaHaa show defaults.
3.144.21 show dina
OnucaHue MNoka3saTb ctaTyc DLNA-cepBepa.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CrnHoncuc I (show)> dlna
Npumep (show)> dlna

running: yes
UcTopuns nsmeHeHni Bepcus OonucaHue

2.00 JobaBneHa komaHaa show dina.

3.144.22 show dns-proxy

OnucaHune MokasaTb cnucok cepsepoB DNS nosepx TLS u DNS nosepx HTTPS.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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CuHoncunc I (show)>  dns-proxy

MNpumep (show)> dns-proxy

proxy-status:
proxy-name: System

proxy-config:

rpc_port = 54321

rpc_ttl = 10000

rpc_wait = 10000

timeout = 7000

proceed = 500

stat _file = /var/ndnproxymain.stat

stat _time = 10000

dns _server = 127.0.0.1:40500 .

dns _server = 127.0.0.1:40501 .

dns _server = 127.0.0.1:40508 .

dns_server = 127.0.0.1:40509 .

static _a = my.keenetic.net 78.47.125.180
static_a = cc6b5a71a7644903b51a5454.keenetic.io 78.47.125.180
static_a = myhome23.keenetic.pro 78.47.125.180
set-profile-ip 127.0.0.1 0

set-profile-ip ::1 0

dns_tcp port = 53

dns_udp port = 53

proxy-stat:
# ndnproxy statistics file

Total incoming requests: 809

Proxy requests sent: 659
Cache hits ratio: 0.192 (155)
Memory usage: 44 41K

DNS Servers

Ip Port R.Sent A.Rcvd NX.Rcvd »
Med.Resp Avg.Resp Rank

127.0.0.1 40500 2 2 0 >~
40ms 40ms 10

127.0.0.1 40501 652 651 0 >~
17ms 17ms 10

127.0.0.1 40508 2 0 0 >~
Oms Oms 4

127.0.0.1 40509 3 1 0 >~
326ms 326ms 3

proxy-safe:
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proxy-tls:
server-tls:
address: 1.1.1.1
port: 853
sni: cloudflare-dns.com
Sspki:
interface:
server-tls:
address: 8.8.8.8
port: 853
sni: dns.google.com
Sspki:
interface:

proxy-tls-filters:

proxy-https:
server-https:
uri: https://dns.adguard.com/dns-query
format: dnsm
Sspki:
interface:

server-https:
uri: »
https://cloudflare-dns.com/dns-query?ct=application/dns-json
format: json
Sspki:
interface:

proxy-https-filters:

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.01 Job6asneHa komaHaa show dns-proxy.

3.144.23 show dns-proxy filter presets

OnucaHue MokasaTtb cNncok npeceToB dunbLTpaLmn. Bceraa ectb kak MUHUMYM 1 npecer,
HO MX MOXeT 6bITb ropaszo 6osbLue.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> dns-proxy filter presets [<lang> ]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
lang Ctpoka A3bIK AN 0TO6paxKeHms B nongax "onvcaHme"
1 "kpaTkoe onuncaHune". Ecin
3anpaluviBaeMbli A3bIK OTCYTCTBYeT, byaeT
oTObpaXKaTbCa aHrNNcKasa Bepcuns
BeiBop dnemMeHT OnucaHue
description AnvHHoe noagpobHoe onncaHme npoduns. Ecte Habop
nepeso/oB
id KopoTkoe nms, kKotopoe 6yaeT NCNoNb30BaTbLCS B
KomMaHAax dns-proxy.
short-description|KpaTkoe onvcaHme Ans ncnonab30BaHMA B KOM6060Kcax
1 3aronoskax. ECTb Habop nepesooB.
stale YcTaHaBnmMBaeTcd B true, Korga npecet ycrapen v
6onblUe He paboTaer.
Mpumep (show)> dns-proxy filter presets en

version: 4

presets:

id:
url:

opendns-family

>

https://www.opendns.com/home-internet-security/

stale:

no

short-description: OpenDNS - FamilyShield
description: Blocks domains that are categorized as »
Tasteless, Proxy/Anonymizer, Sexuality and Pornography.

presets:

id:
urtl:
stale:
short-description:
description:

quad9-security
https://quad9.net/home/individuals/

no

Quad9 - Security Protection

Blocks malicious hostnames to protect »

against a wide range of threats such as malware, phishing, »
spyware, and botnets. Improves performance in addition to »

guaranteeing
presets:
id:
urtl:
stale:

short-description:

privacy.

cleanbrowsing-security
https://cleanbrowsing.org/filters
no

CleanBrowsing - Security Filter

description: Blocks access to phishing, spam, malware »
and malicious domains.
updated hourly and considered to be one of the best in the »

industry.

Our database of malicious domains is »

Note that it does not block adult content.
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presets:
id: cleanbrowsing-adult
url: https://cleanbrowsing.org/filters
stale: no
short-description: CleanBrowsing - Adult Filter
description: Blocks access to all adult, pornographic »
and explicit sites. It does not block proxy or VPNs, nor »
mixed-content sites. Sites like Reddit are allowed. Google and »
Bing are set
to the Safe Mode. Malicious and Phishing »
domains are blocked.

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

3.08 Job6asneHa komaHaa show dns-proxy filter presets.

3.144.24 show dns-proxy filter profiles
OnucaHwne MokasaTtb cnucok npodwunein dunbTpaLnm
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncurc I(show)> dns-proxy filter profiles
Npumep (show)> dns-proxy filter profiles
profiles:
id: DnsProfile0®
description: test
UcTopuns nsmeHeHnim Bepcus OonucaHue

3.08 Job6asneHa komaHaa show dns-proxy filter profiles.

3.144.25 show dpn document
OnucaHune Moka3saTtb TeKkcT cornateHuns DPN.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

(show)>  dpn document [ «versiomn ][ «language; ]

AprymeHTsl

AprymeHT 3HauyeHue OnucaHwue

version CTpoka Bepcus DPN. Ecnv He yKa3aHa, oTobpaaeTcs
nocieHAsA Bepcus.

language Ctpoka A3bIk DPN. Ecnv He yka3aH, oTobpaxaeTcs Ha

AHTINVICKOM S13bIKE.

Mpumep

(show)> dpn document
20200330

DEVICE PRIVACY NOTICE
Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and

binding agreement between Keenetic Limited, including all »
affiliates and
subsidiaries (“Keenetic”,
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

au n au

us”, “our” or “we”) and You (as »

(show)> dpn document 20200330 en
20200330

DEVICE PRIVACY NOTICE
Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and

binding agreement between Keenetic Limited, including all »
affiliates and
subsidiaries (“Keenetic”,
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »

u ” u

us”, “our” or “we”) and You (as »
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WcTopusa nsmeHeHum

referred to

as the “Parties”, and individually as a “Party”.

Bepcus

OnucaHmne

3.05

Job6asneHa komaHaa show dpn document.

3.144.26 show dpn list

MokasaTb cnncok cornawieHnin DPN, LOCTYMHbIX B CUCTEME.

OnuncaHune
Mpejukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> dpn list

(show)> dpn list

dpn:
version: 20200330
document:
lang:
format:
format:
document:
lang:
format:
format:
document:
lang:
format:
format:
document:
lang:
format:
format:

de

txt

md

en

txt

md

es

txt

md

fr

txt

md
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document:
lang: it
format: txt
format: md
document:
lang: pl
format: txt
format: md
document:
lang: pt
format: txt
format: md
document:
lang: ru
format: txt
format: md
document:
lang: sv
format: txt
format: md
document:
lang: tr
format: txt
format: md
document:
lang: uk
format: txt
format: md
Bepcus OnucaHue
3.05 Job6asneHa komaHaa show dpn list.
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3.144.27 show dot1x

OnucaHue MokasaTb cocTosiHMe KaneHTa 802.1x Ha nHTepdelice. Ans BO3MOXHOCTU
ynpasneHusi coctosiHMeM kmneHTa 802.1x Ha nHTepdelice LOMKHa 6bITb
HaCcTpoeHa aBTopmM3aLMsa Npy NOMOLLM rpynnbl KOMaHg interface
authentication.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
Tun nHTepdeiica Ethernet
MHorokpaTtHbIiA BBog, Het

CuHoncuc (show)> dotlx[interface]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interface UHTepgeiic HasBaHune nHTepdeiica Ethernet. Cnucok
JOCTYMHBIX 415 Bbl6Opa MHTepdeincoB MOXHO
yBuaeTb BBeas koMmaHay dot1x [Tab].

Mpumep (show)> dotlx [Tab]

Usage template:
dotlx [{name}]

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster®/AccessPoint0
AccessPoint

(show)> dotlx ISP

dotlx:
id: Dsl0
state: CONNECTING

WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.02 JobaBneHa komaHaa show dot1x.

3.144.28 show drivers

OonucaHue Moka3aTb CMMCOK 3arpy>eHHbIX ApaliBepoB sApa
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

Cunoncuc I(shom0> drivers
Mpumep (show)> drivers
module:
name: rt2860v2 sta
size: 546736
used: 0
subs: -
module:
name: rt2860v2 ap
size: 554192
used: 2
subs: -
module:
name: rndis host
size: 5024
used: 0
subs: -
module:
name: dwc_otg
size: 68416
used: 0
subs: -
module:
name: 1m
size: 1344
used: 1
subs: dwc_otg, [permanent]
VICTOleﬂ N3MeHeHUn Bepcuﬂ onucaHvie
2.00 JobaeneHa komaHga show drivers.

3.144.29 show dyndns updaters

OnucaHue MokasaTb CNMCOK AOCTYMHbIX NocTaBLkoB DynDNS.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het
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CuHoncuc I(shom0> dyndns updaters
Npumep (show)> dyndns updaters
updater:
type: dyndns
url: https://account.dyn.com/dns/dyndns
api: http://members.dyndns.org/nic/update
updater:
type: noip
url: https://www.noip.com/
api: http://dynupdate.no-ip.com/nic/update
updater:
type: rucenter
url: https://www.nic.ru/login/
api: https://api.nic.ru/dyndns/update
VICTOleﬂ U3MeHeHU Bepcuﬂ onucaHvie
2.12 Jlo6aBneHa komaHaa show dyndns updaters.

3.144.30 show easyconfig status

OnucaHwue
Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

MokasaTb cocTosAHME 1 HacTpolkn EasyConfig.

CuHoncuc (show)> easyconfig status
Npumep (show)> easyconfig status
easyconfig:
checked: Tue Aug 6 11:50:21 2019
enabled: yes
reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
internet: yes
gateway:
interface: GigabitEthernetl
address: 193.0.175.2
failures: 0
accessible: yes
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WcTopusa nsmeHeHum

excluded: no

hosts:
host:
name: ya.ru
failures: 0
resolved: yes
accessible: yes

host:
name: nic.ru
failures: 0
resolved: no
accessible: no

host:
name: google.com
failures: 0
resolved: no
accessible: no

Bepcus OnucaHue

2.00 Job6asneHa komaHaa show easyconfig status.

3.144.31 show eula document

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

MHorokpaTHbIVi BBOA,

CuHoncuc

AprymeHTbl

Mpumep

[Moka3aTb TeKCT cornawleHus EULA.
HeTt
Het

Het

(show)> euladocument [<«versions ][ <language;]

AprymeHT 3HauyeHue OnuncaHwue

version Ctpoka Bepcus EULA. Ecnn He yka3aHa, oTobpaxkaeTcs
nocnefHAsA Bepcus.
language CTtpoka A3bIK EULA. Ecnun He yka3aH, oTobpaxaeTcs

Ha aHINUNCKOM si3bIKe.

(show)> eula document 20181001
20181001

KEENETIC LIMITED
End User License Agreement

This End User License Agreement (this “Agreement”) constitutes »
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a valid and binding agreement between Keenetic Limited, including »
all affiliates and subsidiaries (“Keenetic”, “us”, “our” or “we”) »
and You (as

defined below) of the Software (as defined below), including the
Software installed onto any one of our Keenetic products (the
“Product”) and/or the Software legally obtained from or provided
by an App Platform

(as defined below) authorised by Keenetic. Keenetic and You shall
be collectively referred to as the “Parties”, and individually
as a “Party”.

v

\J

\J

\J

\J

(show)> eula document 20181001 ru
20181001

KEENETIC LIMITED
JInueH3noHHoe cornaweHne C KOHeYHbIM Mosib30BaTeNeM

HacTtofwee JIMLeH3UOHHOE cOrnaweHuMe C KOHEYHbIM MOSib30BaTesNeM »
(HacToswee «CornaweHue») npencTtaBfseT coboW OEeACTBUTENbLHOE U »
oba3aTenbHoe cornaweHune Mexpy Keenetic Limited, Bkni4yas Bce »
CBSi3aHHbIE C HEW KOMMaHMM U BCe

eé noppa3peneHns («Keenetic», «HaM», «Haw» WAN «Mbl»), U Bamu »
(kak onpepeneHo Huxe) o MporpamvMHoM obecneyvyeHun (Kak ONPEQENEHO »
Huxe) , Bkwo4vasa lNporpamMmHoe obecneyeHue, yCTaHaBMBaemMoe Ha JilbHoM »
U3 NpOoYyKTOB

npoussoactea Keenetic («MpogykT») u/unu MporpamvmHoe obecnedveHune, »
Nnosly4YeHHoe Ha 3aKOHHbIX OCHOBAHWAX WM npepocTaBfieHHoe Mara3uHoMm »
MpunoxeHn (Kak onpepnenieHo HWxe), aBTopu3oBaHHOW Keenetic. »
Keenetic un Bbl BMecTe

ynoMmHaeTecb Kak «CTOpPOHb», @ MO OTAENbHOCTU — «CTOPOHa».

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.15 JobasneHa komaHaa show eula document.

3.144.32 show eula list

OnucaHwue MokasaTb CANCOK cornawueHnn EULA, BOCTYNHbIX B CUCTEME.
Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncunc I (show)> eulalist

Mpumep (show)> eula list
eula:
version: 20181001

document:

Duo (KN-2110) — CripaBOYHUK KOMaH, 505



naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

lang: en
format: md
format: txt
document:
lang: ru
format: md
format: txt
document:
lang: tr
format: md
format: txt
document:
lang: uk
format: md
format: txt
Bepcusa OnucaHue
2.15 JobaBneHa komaHaa show eula list.

3.144.33 show interface

MNMoka3aTbk AaHHble yKa3aHHOro nHTepdeiica. Ecnv BelNOAHUTL KOMaHAy 6e3
aprymMeHTa, TO Ha 3KpaH byjeT BbiBeJeH BeCb CNCOK CeTeBbIX MHTepdericoB.

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Hert

Het

Hert

IP

(show)> interface names

AprymeHT 3HauyeHue OnucaHue

name NHTepgenic MonHoe nMsa Ny NCeBAOHUM MHTepdeiica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
oTO6pasnTb.
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Mpumep

Mpumep 3.1. IpoCcMOTpP COCTOAAHUA NOPTOB KOMMYTaTopa

Komarga show interface BbIBOAWT pasnnyHyto MHbOpMaLmio B 3aBUCUMOCTH
oT Tuna nHTepdelica. B yactHocTu, Ans KommyTaTopa FastEthernet0 oHa

noMMMoO O6U.I,I/IX CBe,quVII7I NoKa3bIBa€eT TeKyLlee COCToAHNE ¢M3MH€CKI/IX

NOPTOB, CKOPOCTb A

(config)> show in

Aynnekc.

terface FastEtherneto

id: GigabitEthernet0
index: 0
type: GigabitEthernet
description:
interface-name: GigabitEthernet0
link: up
connected: yes
state: up
mtu: 1500
tx-queue: 2000
port, name = 1:
id: GigabitEthernet0/0
index: 0
interface-name: 1
type: Port
link: up
speed: 1000
duplex: full
auto-negotiation: on
flow-control: on
eee: off
last-change: 4578.185413
last-overflow: 0
public: no
port, name = 2:
id: GigabitEthernet0/1
index: 1
interface-name: 2
type: Port
link: down
last-change: 4590.205656
last-overflow: 0
public: no
port, name = 3:
id: GigabitEthernet0/2
index: 2
interface-name: 3
type: Port
link: up
role, for = GigabitEthernet0/Vlan2:

inet
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speed: 100
duplex: full
auto-negotiation: on
flow-control: off
eee: off
last-change: 4570.078144
last-overflow: 0
public: yes
port, name = 4:
id: GigabitEthernet0/3
index: 3
interface-name: 4
type: Port
link: down
last-change: 4590.202571
last-overflow: 0
public: no
Bepcus OnucaHue
2.00 JobaBneHa komaHaa show interface.

3.144.34 show interface antennas
OnucaHue lMoka3aTb ypOBeHb CMrHana aHTeHH.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbliA BBog, Het

Tun nHTepdeiica Usb
Cunoncuc (show)> interface name> antennas
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name UHTepgeiic MonHoe nmsa nHTepdeica nnn NCeBLOHNM.
CnncoK AOCTYMNHbIX UHTEePdEicOB MOXHO
yBUAETb C MOMOLLbIO KOMaHAbI interface
[Tabl.
BuiBog, dnemeHT OnucaHne
channel Homep aHTeHHbI.
rssi NHAVKaTOp YPOBHS MPUHVMAEMOrO CMrHana.
rsrq KauecTBO NpMHMMaeMoro NMAOTHOFO CUrHana. Tofbko
ans 4G,
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S51eMeHT OnucaHue

rsrp MoOLLHOCTb NPUHMMAEMOro NMUAOTHOIO CUrHana. ToNbKo
ana 4G.

phase CmeLueHune dasbl. Tonbko ansa 4G.

ecio CooTHoOLLEeHVEe Moay4YeHHOro/UmncToro curHana K
rnomexam. Tonbko ansa 3G.

NMpumep (show)> interface UsbQmi® antennas
antenna:
channel: 0
rssi: -61
rsrp: -81
rsrq: -8
phase: 0
antenna:
channel: 1
rssi: -94
rsrp: -120
rsrq: -10
phase: 6
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.05 JobaeneHa komaHga show interface antennas.

3.144.35 show interface bands

OnucaHwune MokasaTb gocTtynHble 3G/LTE gnana3oHs.l.
Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Usb

CuHoncuc (show)> interface names> bands

AprymeHTbI AprymeHT 3HaueHue OonucaHue

name UHTeppeinc MonHoe nma nHTepderica nam NCeBAOHUM.
Cnncok AOCTYMHbIX MHTEPPENCOB MOXKHO
yBUAETb C MOMOLLbIO KoMaHAbI interface
[Tab].
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Npumep (show)> interface UsbhQmi® bands

umts:
band: 1
enabled: yes

umts:

band: 5
enabled: yes
lte:

band: 1

enabled: yes

lte:

band: 3
enabled: yes
lte:

band: 7

enabled: yes

lte:
band: 20
enabled: yes

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.05 JobaBneHa komaHAa show interface bands.

3.144.36 show interface bridge

OnucaHwne MNMokasaTb cocTofAHMe nHTepdelica MocTa.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Bridge
Cunoncuc (show)> interface names> bridge
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name NHTepgeiic MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
oTO6pasnTb.
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BeiBog, 3nemMeHT 3HaueHme
members KopHeBow y3en.
interface Nma nutepdeiica.
link CocTosiHMe coeaniHeHUs nHTepdelica.
inherited Mpuv3Hak HacneaoBaHUA.
Mpumep (show)> interface Bridgel bridge
members:

interface, link = no, inherited = yes:
WifiMasterQ/AccessPoint2
interface, link = yes: UsbLte0

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHaa show interface bridge.

3.144.37 show interface cells

OonucaHue Moka3aTb 6a30Bble CTAHLUWN MOBUABHBIX CETEN.
MNpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOA, Het
Tun nHTepdeiica Usb

Cunoncuc (show)> interface <name> cells

AprymeHTbI AprymeHTt 3HauyeHue |OnucaHue

name UHTepgeinc MonHoe nma nHTepderica Nan NCeBAOHUM.
Cnncok AOCTYMHbIX MHTEPPENCOB MOXKHO
yBUAETb C MOMOLLbIO KoMaHAbI interface

[Tabl.
BeiBopA, dnemeHT OnucaHune
phy-id NaenTudunkatop cothbl (Cell ID).
rssi NHarkaTop YpOBHSA MPUHNMAaEMOro CMrHana.
NMpumep (show)> interface UsbQmi® cells
cells:
phy-id: fc
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rssi: -71
cells:
phy-id: 15b
rssi: -71
cells:
phy-id: 187
rssi: -72
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
3.05 JobasneHa komaHaa show interface cells.

3.144.38 show interface channel-utilization rrd

OnuicaHue MNoka3aTb onpejeneHHble JaHHble MOHUTOPA NCNOb30BaHNA KaHana.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

(show)> interface <name>channel-utilization rrdattributes [
«details]
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
name UHTepgeic MonHoe nmMa nnn nceBioHNM UHTepdelica
Wi-Fi.
attribute load 3arpy>keHHOCTb KaHasa B npoLeHTax
valid JlocToBEpHbI NV JaHHbIe.
detail 0 YpoBeHb geTanusaumuv RRD 64 x 3 cekyHAbI.
TO 3HaYeHVe NCNOb3YeTCs MO YMOHaHWNIO,
eCNv JaHHbI NapamMeTp SBHO He yKa3aH.
1 YpoBeHb getanusauyum RRD 64 x 1T MUHYTY.
2 YpoBeHb geTanusaymy RRD 64 X 3 MUHYTHI.
3 YpoBeHb getanmsaumm RRD 64 x 30 MUHYT.
Npumep (show)> interface WifiMasterl channel-utilization rrd load 1

data:

t: 578928.500000

Vi

data:

t: 578868.500000
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data:

data:

data:

data:

data:

data:

data:

data:

data:

data:

data:

data:

data:

: 578808.
1

: 578748.
v: 2

: 578688.
1

: 578628.
: 0

: 578568.
v: 1

: 578508.
1

: 578448.
1

: 578388.
: 0

: 578328.
1

: 578268.
1

: 578208.
v: 1

: 578148.
: 6

: 578088.
1

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000
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data:
t: 578028.500000
v: 11
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
3.09 JobaeneHa komaHga show interface channel-utilization
rrd.

3.144.39 show interface channels

OnucaHwne MNMoka3aTbk AaHHble O KaHasax yKa3aHHOro 6ecrnpoBogHOro nHTepdeiica.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Radio

Cunoncuc (show)> interface name> channels

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name NHTepgeiic MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.
BoiBog dnemeHT 3HaueHue
channels KopHeBoii y3en.

channel, index |[Homep 3anucu B crincke.

number Homep kaHana.

ext-40-above BO3MOXHOCTb paclUMpeHns kaHana BBEpX.

ext-40-below BO3MOXHOCTb pacllMpeHna KaHana BHUS.

vhc-80 Bo3MOXHOCTb pacwmpeHusa kaHana go 80 Mru.
Mpumep (show)> interface WifiMaster@ channels
channels:
channel, index = 0:
number: 1

ext-40-above: yes
ext-40-below: no
vht-80: yes

channel, index = 1:
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number: 2
ext-40-above: yes
ext-40-below: yes

vht-80: yes

channel, index = 2:
number: 3
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 3:
number: 4
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 4:
number: 5
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 5:
number: 6
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 6:
number: 7
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 7:
number: 8
ext-40-above: yes
ext-40-below: yes

vht-80: yes
VICTOleﬂ N3MeHeHUn Bepcmﬂ onvucaHue
2.03 JobaBneHa komaHaa show interface channels.

3.144.40 show interface chilli

OonuncaHmne MokaszaTtb MHGOPMALIMIO O CTaTUCTUKE KTIMEHTOB, MOAK/TIOYEHHbIX K XOT-CNOTY
RADIUS.
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Mpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

Cunoncuc (show)> interface name> chilli
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name UHTepgeic MonHoe nmsa nHTepderica nam NCeBAOHUM.
Mpumep (show)> interface Chilli@ chilli
host:
session-id: 4bf7c55f00000006
user: 44w3cl
ip: 10.1.30.3
mac: 55:a3:f9:51:b4:11
start-time: 3884
end-time: 0
idle-time: 9
idle-time-limit: ©
tx-bytes: 695682
tx-bytes-limit: 0
rx-bytes: 1627453
rx-bytes-limit: 0
tx-speed: 0O
tx-speed-limit: 0O
rx-speed: 0
rx-speed-limit: O
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.10 JobaeneHa komaHaa show interface chilli.

3.144.41 show interface country-codes

OnucaHune

MokasaTb CAMCOK AOCTYMHbIX KAHA/I0B Ha pagno-nHTepoelice

MNpedukc no

MeHsieT HacTpoiKkmn

Het

Het

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

Radio

I(shom0> interface name> country-codes
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name UHTepgenc MNMonHoe nmsa nnm NceBAOHUM UHTepdelica,
nHbOpmMaLMIo 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.
BeiBog, dnemMeHT 3HaueHue

country-codes |KopHeBoii y3en.

code Koa cTpaHbl.
country HasBaHwe cTpaHbl.
Mpumep (show)> interface WifiMaster@ country-codes

country-codes:
country-code:
code: AL
country: Albania

country-code:
code: DZ
country: Algeria

country-code:
code: AR
country: Argentina

country-code:
code: AM
country: Armenia

country-code:
code: AU
country: Australia

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHaa show interface country-codes.

3.144.42 show interface dsl disconnect-report
OnucaHwune lNMokasaTb TekyLLlee cOCTOsAHMe oTyeTa Ana DSL-coegmHeHus.
MNpejukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Dsl

CuHoncuc (show)> interface [<name>]dsl disconnect-report

AprymeHTbI AprymeHT 3HaueHue OonucaHue

name UHTepeinc MonHoe nma nHTepderica NaM NCeBAOHUM.
Cnncok AOCTYMHbIX MHTEPPENCOB MOXKHO
yBUAETb C NOMOLLbIO KoMaHAbI interface
[Tab].

NMpumep (show)> interface Ds10 dsl disconnect-report

device: READY
state: WAIT FOR DISCONNECT
finished:
file:

upload:
file:
time:
state: IDLE

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.07 JlobaeneHa komaHaa show interface dsl
disconnect-report.

3.144.43 show interface mac

OnucaHwue Mokasatb Tabnnuy MAC-agpecos KOMMyTaTopa.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog Het

Tun nutepdeiica Switch

CuHoncnc (show)> interface names> mac

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name UHTeppenc MNMonHoe nmsa nnm NceBAOHUM UHTepdelica,
nHbOpMaLMIO 0 KOTOPOM TpebyeTca
oTO6pasnTb.
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Mpumep

WcTopusa nsmeHeHum

(show)> interface FastEthernet0 mac

Port MAC Aging

1 20:6a:8a:1a:58:€9 1

3 cc:5d:4e:4f:aa:b2 1

3 cc:5d:4e:4f:aa:b2 3

1 01:00:5e:00:00: fc 7

Bepcus OnucaHue

2.00 JobaBneHa komaHaa show interface mac.

3.144.44 show interface name-server

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

MNMokasaTbk CNMCOK akTyanbHbIX cepBepos DNS, ncnonb3syembix Ha nHTepdelice

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

(show)> interface <name> name-server
AprymeHT 3HauyeHue OnuncaHwue
name UHTepgeiic MonHoe nma nnn nceBfoHNM UHTepderica.

(show)> interface WifiMasterl/WifiStation® name-server

server:
address: 1.1.1.1
port: 0O
domain:
global: 0
service: Dns::Manager
interface:
server:
address: 9.9.9.9
port: 0O
domain:
global: 0
service: Dns::Manager
interface:
server:
address: 8.8.8.8
port: 0O
domain:
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WcTopusa nsmeHeHum

global: 0
service: Dns::Manager
interface:
server:
address: 192.168.133.1
port: O
domain:
global: 65318
service: WifiMasterl/WifiStation® DHCP client
interface: WifiMasterl/WifiStation®
server-tls:
address: 8.8.8.8
port: O
sni: dns.google
Spki:
interface:
domain:
Bepcus OnucaHue
3.09 JobaBneHa komaHaa show interface name-server.

3.144.45 show interface operators

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

Moka3aTk CANCOK AOCTYMHbIX MOBUALHbBIX OrepaTopos. MNepes 3anyckom
3TOW KOMaHZAbl HEO6XOAMMO CHaYana BbIMOJHUTL KOMaHAY CKaHNPOBAaHMSA
cetu interface mobile scan. MNocne 3aBepLUeHNA CKAHMPOBAHUSA CNNCOK
6yAeT fOCTYNeH A0 Tex Nop, Noka MojeM He byjeT nepesanyLLeH.

HeTt
Het
Het

Usb

(show)>

interface name> operators

AprymeHT

3HayeHue

OnvicaHune

name

UHTEepperic

MonHoe nMs MHTepdeica v NCeBAOHMM.
CrnMCOK JOCTYMHbIX MHTepdeicoB MOXHO
YBMAETb C NOMOLLIbIO KOMaHAp! interface
[Tabl.

(show)> interface UsbQmi® operators

scanning: complete
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age: 80

operator:

plmn:
name:
mobile:
status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

25011
YOTA

4G

used
preferred
25099
Beeline
4G
available
roaming
forbidden
25020
Tele2

3G
available
roaming
forbidden
25001

MTS

3G
available
roaming
forbidden
25099
Beeline
3G
available

roaming

forbidden
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operator:
plmn: 25020
name: Tele2
mobile: 4G

status: available
status: roaming

status: forbidden

operator:
plmn: 25001
name: MTS
mobile: 4G

status: available
status: roaming

status: forbidden

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.12 Job6asneHa komaHaa show interface operators.

3.144.46 show interface rf e2p

OnuicaHue MokasaTb Tekylllee CoAepXMMOe BCex aueeK KanubpoBOUHbIX JaHHbIX
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Radio
Cunoncuc (show)> interface name> rf e2p
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name NHTepgeiic MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.
NMpumep (show)> interface WifiMaster0® rf e2p

[0x0000]:5392 [0x0002]:0103 [0x0004]:43EC [0x0006]:04F6
[0x0008]:042B [0x000A]:5392 [0x000C]:1814 [OxO00E]:8001
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[0x0010]
[0x0018]
[0x0020]
[0x0028]
[0x0030]
[0x0038]:
[0x0040]
[0x0048]
[0x0050] :
[0x0058]
[0x0060]
[0x0068]
[0x0070]
[0x0078]
[0x0080] :
[0x0088]
[0x0090]
[0x0098] :
[0x00A0]
[0x00A8]
[0x00BO] :
[0x00B8]
[0x00CO]
[0x00C8] :
[0x00DO]
[0x00D8]
[0XO0EO]
[0XOOE8]
[0XO0F0]
[OXO0F8] :
[0x0100]
[0x0108]
[0x0110]:
[0x0118]
[0x0120]
[0x0128]:
[0x0130]
[0x0138]
[0x0140]:
[0x0148]
[0x0150]
[0x0158]:
[0x0160]
[0x0168]
[0x0170]:
[0x0178]
[0x0180]
[0x0188]:
[0x0190]
[0x0198]
[0x01A0]
[0x01A8]
[0x01BO]
[0x01B8] :

:0000
10001
:FFFF
:43EC
: 758E

FFFF

:88CC
:0000

FFFF

11011
11111
:1313
:00F1
10000

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF
: AAAA
: AAAA
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF
: FFFF
: FFFF
: FFFF

FFFF

[0x0012]
[0x001A]
[0x0022]
[0x002A]
[0x0032]
[0x003A]
[0x0042]
[0x004A]

[0x005A]
[0x0062]
[0x006A]
[0x0072]
[0x007A]

[0x008A]
[0x0092]

[0x00A2]
[Ox00AA]

[0x00BA]
[0x00C2]

[0x06D2]
[Ox00DA]
[Ox00E2]
[OXO0EA]
[0x00F2]

[0x0102]
[Ox010A]

[0x011A]
[0x0122]

[0x0132]
[Ox013A]

[0x014A]
[0x0152]

[0x0162]
[Ox016A]

[Ox017A]
[0x0182]

[0x0192]
[0x019A]
[0x01A2]
[Ox01AA]
[6x01B2]

15392
: FFBA
:FFC1
:04F6
14301
:012D
:FFFF
10000
[0x0052]:
:1010
11211
11413
:1133
10000
[0x0082]:
:FFFF
:FFFF
[Ox009A] :
:FFFF
:FFFF
[0x00B2] :
:FFFF
:FFFF
[0x0OCA] :
:FFFF
:FFFF
16688
16688
:FFFF
[OxO0FA] :
:FFFF
:FFFF
[0x0112]:
:FFFF
:FFFF
[0x012A]:
:FFFF
:FFFF
[0x0142]:
:FFFF
:FFFF
[0x015A]:
:FFFF
:FFFF
[0x0172]:
:FFFF
:FFFF
[0x018A]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0x01BA]:

1111

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x0014]
[0x001C]
[0x0024]
[0x002C]
[0x0034]

[0x0044]
[0x004C]

[0x005C]
[0x0064]

[0x0074]
[0x007C]

[0x008C]
[0x0094]

[0x00A4]
[0x00AC]

[0x00BC]
[0x00C4]

[0x00D4]
[0x006DC]
[0x00E4]
[0x00EC]
[0x00F4]

[0x0104]
[0x010C]

[0x011C]
[0x0124]

[0x0134]
[0x013C]

[0x014C]
[0x0154]

[0x0164]
[0x016C]

[0x017C]
[0x0184]

[0x0194]
[0x019C]
[0x01A4]
[0x01AC]
[0x01B4]

:1814
10213
19201
:052B
:FF22
[0x003C] :
:FFOA
:0000
[0x0054] :
:1010
11212
[0x006C] :
:0000
:0000
[0x0084] :
:FFFF
:FFFF
[0x009C] :
:FFFF
:FFFF
[0x00B4] :
:FFFF
:FFFF
[6x00CC] :
:FFFF
:FFFF
:AAAA
:AAAA
:FFFF
[0XOOFC] :
:FFFF
:FFFF
[0x0114]:
:FFFF
:FFFF
[0x012C]:
:FFFF
:0000
[0x0144] :
:FFFF
:FFFF
[6x015C] :
:FFFF
:FFFF
[0x0174] :
:FFFF
:FFFF
[6x018C] :
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0x01BC] :

FFFF

1111

1414

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x0016]
[Ox001E]
[0x0026]
[0x002E]
[0x0036]
[Ox003E]
[0x0046]
[Ox004E]

[OxO05E]
[0x0066]
[Ox006E]
[0x0076]
[OxO07E]

[OxO08E]
[0x0096]

[0x00A06]
[0xO0AE]

[OxO0BE]
[0x00C6]

[0x00D6]
[0xO0DE]
[0x00E6]
[OxO0EE]
[0x00F6]

[0x0106]
[Ox010E]

[0x011E]
[0x0126]

[0x0136]
[0x013E]

[Ox014E]
[0x0156]

[0x0166]
[Ox016E]

[Ox017E]
[0x0186]

[0x0196]
[0x019E]
[0x01A6]
[OxO1AE]
[0x01B6]

10000
:FFFF
:FFFF
:FFFF
:0025
: FAD9
10000
:FFFF
[0x0056] :
:1010
11312
12264
:FC62
10000
[0x0086] :
:FFFF
:FFFF
[0x009E] :
:FFFF
:FFFF
[0x00B6] :
:FFFF
:FFFF
[0x0OCE] :
:FFFF
16666
16688
16688
:FFFF
[OXOOFE] :
:FFFF
:FFFF
[0x0116]:
:FFFF
:FFFF
[0x012E] :
:FFFF
:FFFF
[0x0146] :
:FFFF
:FFFF
[0x015E] :
:FFFF
:FFFF
[0x0176]:
:FFFF
:FFFF
[0x018E] :
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0x01BE] :

1111

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF
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WcTopusa nsmeHeHum

[0x01CO] :FFFF
[0x01C8] :FFFF
[0x01DO] : FFFF
[0x01D8] : FFFF
[0x01EQ] : FFFF
[0x01E8] :FFFF
[0x01F0] :FFFF
[0x01F8]:FFFF

[0x01C2]:FFFF
[0x01CA]:FFFF
[0x01D2] :FFFF
[0x01DA] :FFFF
[0x01E2] :FFFF
[OxO1EA] :FFFF
[0x01F2]:FFFF
[0xO01FA]:FFFF

[6x01C4] :FFFF
[6x01CC] : FFFF
[6x01D4] : FFFF
[6x01DC] : FFFF
[6x01E4] :FFFF
[6xO1EC] : FFFF
[6x01F4]:FFFF
[6x01FC] :FFFF

[6x01C6] : FFFF
[6x01CE] : FFFF
[6x01D6] : FFFF
[6xO01DE] : FFFF
[6x01E6] : FFFF
[0xO1EE] : FFFF
[6x01F6] :FFFF
[0xO1FE] : FFFF

Bepcus

OnucaHmne

2.04

Job6asneHa komaHaa show interface rf e2p.

3.144.47 show interface rrd

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiAKK

MNMokasaTb 3arpysky ceteBoro nHTepderica no npmHumny Round Robin

Database.
HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

(show)>

interface name>rrd attribute [ «details ]

AprymeHT

3HavyeHue

OnwucaHue

name

UHTEepgerc

MonHoe nmsa nHTepdeinca nim NCeBLOHNM.

attribute

rxspeed

txspeed

3HayeHMe TMNa CKOpoCcTn nepejayn AaHHbIX.

detail

YpoBeHb geTann3saumm 1 cekyHaa.

YpoBeHb geTanusaymm 2 cekyHAbl.

YpoBeHb geTannsaymu 3 cekyHAbl.

YpoBeHb feTanusaumun 5 cekyHAa.

YpoBeHb feTanusaumu 15 cekyHA.

YpoBeHb geTanusaumu 30 cekyHA.

YpoBeHb getanmsauyun 1 MyuHyTa.

YpoBeHb geTanusaymv 2 MUHYTHI.

YpoBeHb feTanvsaumnm 3 MUHYTbI.

O O (N[O B W | N[O

YpoBeHb getannsaumm 5 MUHYT.

[a)
(<}

YpoBeHb getanmsauun 15 MUHYT.

=
=

YpoBeHb getanmsayun 30 MUHYT.
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Mpumep (show)> interface GigabitEthernetl rrd rxspeed
data:
t: 90083.990183
v: 200880
data:
t: 90082.990128
: 152392
data:
t: 90081.990193
v: 110976
data:
t: 90080.990142
v: 48000
data:

t: 90079.990178
v: 38366

(show)> interface GigabitEthernetl rrd txspeed

data:
t: 87771.249486
v: 148202

data:
t: 87768.248974
v: 10694

data:
t: 87765.248977
v: 19070

data:
t: 87762.249105
v: 48909

data:

t: 87759.249105
v: 149277

(show)> interface GigabitEthernetl rrd rxspeed 1

data:
t: 90176.990054
: 164766

data:
t: 90174.990061
v: 121828
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WcTopusa nsmeHeHum

data:
t: 90172.990052
v: 95430
data:
t: 90170.990085
v: 57559
data:
t: 90168.990119
v: 97759
Bepcus OnucaHue
2.10 Job6asneHa komaHaa show interface rrd.

3.144.48 show interface spectrum rrd

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

Moka3aTb onpejenieHHble JaHHble OT aHaNM3aTopa CnekTpa.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

(show)> interface name>spectrumrrd «channels«attribute:[«details
]
AprymeHT 3HauyeHue OnuncaHwue
name UHTepgeiic MonHoe nmMsa nnn nceBgoHNM UHTepdelica
Wi-Fi.
channel Uenoe 4ucno |Homep kaHana Wi-Fi.
attribute load 3arpy>KeHHOCTb KaHana B rnpoLeHTax.
dfs BrksitoueH nu DFS.
radar O6Hapy>xeH nv pagap.
valid JlocToBepHbI NV JaHHbIe.
active Mcnonb3yeTca nu aHHbIA KaHa YKasaHHbIM
nHtepdericom Wi-Fi.
detail 0 YpoBeHb getanmsaumm RRD 64 x 1 MuHyTa.
TO 3HaYeHVe NCNO/b3YeTCs MO YMOYaHUIO,
ecnv napamMeTp SIBHO He yKa3aH.
1 YpoBeHb geTanusaymv RRD 64 X 3 MUHYTLI.
2 YpoBeHb geTanusaumu RRD 64 x 30 MUHYT.
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NMpumep (show)> interface
data:

t

v
data:

t
data:
data:

t
data:

t
data:
data:

t
data:

t
data:
data:

t
data:

t
data:
data:

t
data:

WifiMasterl spectrum rrd 36 active

: 976.

1

: 916.

: 856.

: 796.

: 736.

: 676.

: 616.

: 556.

: 496.

: 436.

: 376.

: 316.

: 256.

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000
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WcTopusa nsmeHeHum

t: 196.500000
v: 0
data:
t: 136.500000
v: 0
data:
t: 76.500000
v: 0
Bepcus OnucaHue
3.08 Job6asneHa komaHaa show interface spectrum rrd.

3.144.49 show interface stat

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

MokasaTb cTaTUCTUKY Mo uHTepdeicy

(show)> interface names> stat
AprymeHT 3HauyeHue OnuncaHwue
name UHTepgeiic MonHoe nma nHTepderica nam NCeBAOHUM.

(show)> interface

rxpackets:
rxbytes:
rxerrors:
rxdropped:
txpackets:
txbytes:
txerrors:

txdropped:

Home stat

564475

68729310

0

0

796849

870960214

0

0
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

JobaeneHa komaHaa show interface stat.

3.144.50 show interface traffic-counter

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

Moka3aTb NOAPO6HYH MHPOPMALIMIO O COCTOSIHUN cHeTYMKa Tpaduka

Usb
(show)> interface name>traffic-counter
AprymeHT 3HayeHue OnuncaHwue
name UHTepdeiic MonHoe nmsa nHTepderica nam NCeBAOHUM.

CrncoK AOCTYMHbIX UHTEPdEiCOB MOXHO
YBUAETL C MOMOLLbIO KOMaHZAbI interface
[Tab].

(show)> interface UsbQmi® traffic-counter

enabled: true

value: 1.47
threshold: 3.96
limit: 4
remaining: 2.46

unit: GiB
trigger:

limit: false
threshold: false

saved: Fri Feb 19 18:56:29 2021

Bepcus

OnucaHune

3.06

JobaBneHa komaHAa show interface traffic-counter.

3.144.51 show interface wps pin

OnuncaHwune

Mpejukc no

Het

MokasaTtb WPS PIN Touku goctyna.
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica WiFi
CuHoncuc (show)>  interface name> wps pin
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name UHTeppeic MonHoe nms HTepdeinca Nm NCeBLOHUM.
BbiBog, dnemMeHT 3HaueHMne
pin Homep PIN.
NMpumep (show)> interface WifiMaster0/AccessPoint0@ wps pin

pin: 60180360

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa show interface wps pin.

3.144.52 show interface wps status

OnucaHue MNokasaTb ctatyc WPS Toukmn goctyna.
MNpejukc no Het
MeHsieT HacTpovikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc (show)> interface name> wps status

AprymeHTbI AprymeHT 3HauyeHue OonucaHue

name UHTeppeiic MonHoe nmsa nHTepdeica nan NceBLoHNM.
BeiBopA, dnemMeHT 3HaueHue

wps KopHeBoii y3en.

configured HactpoeH nn WPS gns AaHHOI TouKM JoCTyna.

auto-self-pin |CocTtosHume pexunma auto-self-pin.
status disabled
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dnemMeHT 3HayeHue
enabled
active
direction send
receive
mode pbc
self-pin
peer
left Bpemsa A0 3aKpbITUS ceccun B CeKyHAaxX.
Mpumep (show)> interface WifiMaster0/AccessPoint@ wps status
wps:

configured: yes
auto-self-pin: yes
status: active
direction: send
mode: self-pin
left: infinite

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa show interface wps status.

3.144.53 show internet status

OnucaHue MpoBepnTb HanM4me NoAKIOYeHVs K IHTepHeTy Ha ycTpoiicTee. VIHAMKaTop
"MIHTepHeT" (rnobyc) Ha Kopnyce yCTPOCTBa ropuT, ecauv npoeepka
NOAK/IIOYEHMA K MOMYASPHbBIM CaiTamM NPOLL/Ia YCNeLLHO.

MNpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CrnHoncuc I(Sh0W0> internet status

Mpumep (show)> internet status

checked: Tue Apr 24 17:14:37 2018
reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
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internet: ye

gateway:

S

interface:
address:
failures:
accessible:
excluded:

hosts:
host

na

GigabitEthernetl
192.168.1.1

0

yes

no

me: example.net

failures: 0
resolved: yes
accessible: yes

host

na

me: google.com

failures: 0
resolved: no
accessible: no

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.11 JobaBneHa komaHaa show internet status.

3.144.54 show ip arp

OnucaHue OTobpaxaeT cogepxmmoe Ketua ARP.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuiHoncuc I(shom0> iparp

Mpumep (show)> ip arp
IP MAC Interface
192.168.75.209 9c:b7:0d:91:e7:31 Home
82.135.72.150 00:0e:0c:09:db:60 ISP
192.168.75.106 88:53:2e:5e:07:1d Home
192.168.75.201 7c:61:93:eb:6c:77 Home
192.168.75.203 00:19:d2:48:d6:dc Home
10.10.30.34 a0:88:b4:40:9c:98 GuestWiFi
192.168.75.203 7Cc:61:93:e€:88:67 Home
192.168.75.211 00:26:c7:4a:e0:16 Home
82.138.72.163 34:51:c9:c6:53:cf ISP
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192.168.75.200 60:d8:19:cb:1b:36 Home
192.168.75.204 4c:0f:6e:4b:3c:ba Home

82.138.72.129 00:30:48:89:b5:9f ISP
WcTopusa nsmeHeHum Bepcus onuvcaHve
2.00 Job6asneHa komaHaa show ip arp.

3.144.55 show ip dhcp bindings

OnucaHwue Moka3aTtk ctatyc DHCP server. ECn BbINOAHUTL KOMaHAy 6€3 apryMeHTa, To
Ha 3KpaH byAeT BbiBeAeH BeCb CMMCOK BblAeneHHbIX IP Ana Bcex nynos.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue (show)>  ip dhcp bindings [ <pool>]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
pool CTtpoka VMg nyna.
NMpumep (show)> ip dhcp bindings _WEBADMIN
lease:
ip: 192.168.15.211
mac: 00:26:c7:4a:e0:16
expires: 289
hostname: lenovo
lease:
ip: 192.168.15.208
mac: 00:19:d2:48:d6:dc
expires: 258
hostname: evo
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

2.00 [JobasneHa komaHaa show ip dhcp bindings.

3.144.56 show ip dhcp pool

OonucaHue Moka3aTb MHbOpPMaLMIO 06 onpeaeneHHOM nyne. Eciv BbINOAHWUTE KOMaHAy
6e3 apryMeHTa, TO Ha 3KpaH byaeT BbiBeAeHa MHbOopMaLMs 060 BCex nynax
CUCTEMBI.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc (show)>  ip dhcp pool [ «pool;]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
pool CTtpoka VMg nyna.
Mpumep (show)> ip dhcp pool 123
pool, name = 123:
interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0
end: 0.0.0.0
router, default = yes: 0.0.0.0
lease, default = yes: 25200
state: down
debug: no
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.03 JlobasneHa komaHaa show ip dhcp pool.
3.144.57 show ip ftp
OonucaHue MNMokasaTb AOMaLLHVE KaTanory nonb3oBaTenen, nmeroLux Ter ftp.
MNpedukc no Het

MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (show)> ip ftp

Mpumep (show)> ip ftp

enabled: yes
permissive: yes
root: ADATA SD60O:
path: /tmp/mnt/ADATA SD600

user, index = 0:
name: admin
root: ADATA SD600:
path: /tmp/mnt/ADATA SD600O
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.08

Jlo6aBneHa komaHaa show ip ftp.

3.144.58 show ip hotspot

OnucaHune
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep (show)>

I (show)>

ip hotspot

ip hotspot

host:

mac:
via:

ip:
hostname:
name:

interface:

24:92:0e:92:e5:44
24:92:0e:92:e5:44

192.168.1.41

[Moka3aTb CNMNCOK XOCTOB, MOAKNHOYEHHbIX K XOT-CMoTy.

android-41d997d510af8ff9

id: Bridge0

name: Home

description: Home network (Wired and wireless hosts)

expires:
registered:
access:
schedule:
active:
rxbytes:
txbytes:
uptime:
link:

ssid:

ap:
authenticated:
txrate:

ht:

mode:

gi:

rssi:

mcs:

host:

mac:
via:

207328
no
permit

yes

0

0

4911

up
Bewilderbeast

WifiMaster0/AccessPoint0

yes
65
20
11n
800
-24
7

20:3a:4b:5c:09:0e
20:3a:4b:5c:09:0e
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WcTopusa nsmeHeHum

ip: 192.168.1.51
hostname: Julia-PC

name:

interface:

id: Bridge0
name: Home

description: Home network (Wired and wireless hosts)

expires: 212967
registered: no
access: permit

schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 884
link: up

ssid: Bewilderbeast

ap: WifiMaster@/AccessPoint0
authenticated: yes

txrate: 130
ht: 20
mode: 11n
gi: 860
rssi: -37
mcs: 15
Bepcusa OnucaHue
2.09 Job6asneHa komaHaa show ip hotspot.

3.144.59 show ip hotspot rrd

OnuncaHwne

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

MokasaTb nHPopMaLMo 0 TpadurKe 3aperMcTpMpPOBaHHOrO XOCTa No
npuHumny Round Robin Database.

HeTt

HeTt

HeTt

(show)>  ip hotspot mac> rrd «attributes [ «details]

AprymeHT 3HaueHue OnucaHwue

mac MAC-agpec MAC-agpec
3aperncTpmpoBaHHOro
XOocCTa.
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AprymeHT 3HaueHue OnucaHwue
attribute rxspeed Tun ckopocTn nepeaayn
txspeed AAHHbIX.
rxbytes
txbytes
detail 0 YpoBeHb getannsaynu 1
cekyHaa.
1 YpoBeHb geTanmsaunm 2
CeKyHAabl.
2 YpoBeHb feTanunsauun 3
CeKyHAabI.
3 YpoBeHb feTannsauum 5
CeKyHA.
4 YpoBeHb geTanvsaymun
15 cekyHa.
5 YpoBeHb geTanusauymun
30 cekyHA,.
6 YpoBeHb geTanunsaunmn 1
MWHyTa.
7 YpoBeHb geTanunsaunm 2
MWHYTbI.
8 YpoBeHb feTannsaunn 3
MWHYTbI.
9 YpoBeHb feTannsaunm 5
MWHYT.
10 YpoBeHb geTanusaymum
15 MUHYT.
11 YpoBeHb geTanusaymn
30 MUHYT.
Npumep (show)> ip hotspot a8:1e:84:85:f2:11 rrd rxspeed
data:
t: 2180.491855
v: 16298
data:
t: 2177.492050
v: 9026
data:
t: 2174.491916
v: 11450
data:
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t: 2171.491843
V: 626
(show)> ip hotspot a8:1e:84:85:f2:11 rrd txspeed
data:
t: 2228.491841
v: 952
data:
t: 2225.491920
v: 8813
data:
t: 2222.492053
v: 28746
data:
t: 2219.491845
v: 22474
(show)> ip hotspot a8:1e:84:85:f2:11 rrd rxbytes
data:
t: 2279.491860
v: 4197
data:
t: 2276.492050
v: 362
data:
t: 2273.492040
v: 14337
data:
t: 2270.491862
v: 3281
(show)> ip hotspot a8:1e:84:85:f2:11 rrd txbytes
data:
t: 2360.491865
v: 3342
data:
t: 2357.491853
v: 142
data:
t: 2354.491949
v: 3333
data:
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t: 2351.491847

v: 3390
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.14 Job6asneHa komaHaa show ip hotspot rrd.

3.144.60 show ip hotspot summary

OonuncaHmne MokasaTb MHPOopMaLMIO O Tpadrke HECKONBKMX 3aperncTprpoBaHHbLIX XOCTOB
no npuHumny Round Robin Database.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  ip hotspot summary «attribute; [ detail «detail>][ count
«count ]
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
attribute rxspeed 3HayeHue T1Mna CKOPOCTW nepeaayv JaHHbIX.
txspeed
rxbytes
txbytes
detail 0 YpoBeHb geTannsaumm 3 ceKyHAbI.
1 YpoBeHb geTanusaumuv 60 cekyHA.
2 YpoBeHb geTanusaumu 180 cekyHA.
3 YpoBeHb getanusauun 1440 cekyHa.
count UYenoe uucno |Konmyectso xocToB. Ec/in He ykasaHo,
oTOb6paxaeTcs BeCb CNMCOK XOCTOB.
Mpumep (show)> ip hotspot summary rxspeed
t: 255
host:

active: yes
name: toshiba
rxspeed: 143964

host:
active: yes
name: lnx
rxspeed: 24749
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host:
active: yes
name: oneplus6
rxspeed: 2558

540

(show)> ip hotspot summary rxspeed detail 0

t: 0
host:
active: yes
name: toshiba
rxspeed: 186519
host:
active: yes
name: oneplus6
rxspeed: 94298
host:
active: yes
name: 1lnx
rxspeed: 8237

(show)> ip hotspot summary rxspeed count 3

t: 255
host:
active: yes
name: toshiba
rxspeed: 390322
host:
active: yes
name: 1nx
rxspeed: 53518
host:
active: yes
name: oneplus6
rxspeed: 5284
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.14 Job6asneHa komaHaa show ip hotspot summary.

3.144.61 show

OnucaHune

ip http proxy

MokasaTb cTatyc HTTP-npokcu.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

Cunoncuc I(shom0> ip http proxy
Mpumep (show)> ip http proxy
proxy:
name: modem
domain: myhomemodem.keenetic.link
upstream: http://192.168.8.1:80

allow: public

ndns: yes
VICTOleﬂ U3MeHeHU Bepcuﬂ onucaHvie

2.09 JobasneHa komaHaa show ip http proxy.

3.144.62 show ip http webdav

OnucaHwue MokasaTb cTaTyc cepsepa WebDAV.
Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

CuHoncuc I(shom0> ip http webdav

MNpumep (show)> ip http webdav

enabled: yes
permissive: yes
root: ext4-files:/

path: /tmp/mnt/7a976f42-al6f-d501-3017-6b42a16fd501

user, index = 0:
name: admin
root:
path:

user, index = 1:

name: enpa
root: ext4-files:/
path: »

/tmp/mnt/7a976f42-al6f-d501-3017-6b42a16fd501
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.04 [JobaeneHa komaHza show ip http webdav.

3.144.63 show ip name-server

OnucaHune MokasaTb cnncok TekyLmx agpecos DNS-cepBepoB B nopsijke yobiBaHWUSA
npuopuTeTa.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ip name-server
Mpumep (show)> ip name-server
server:
address: 82.131.72.251
domain:
global: no
server:
address: 82.131.72.15
domain:
global: no
server:
address: 82.132.76.130
domain: zydata.ru
global: yes
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHAaa show ip name-server.
3.144.64 show ip nat
OnucaHwue MokasaTb Tabnnuy TpaHCAALMK CeTeBbIX a4PecoB.

Mpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncunc I (show)>  ip nat [tcp]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
tcp Knwyesoe Tonbko 3anucy c Tmnom TCP 6yayT BbiBeAeHbI
CJZI0BO Ha 3KpaH.
Mpumep (show)> ip nat
Type | In | Source Port Destination Port Packets
| Out |
udp 10.1.30.34 6482 111.221.77.159 40005 1

111.221.77.159 40005 82.138.7.164 6482 1
udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1
tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11
udp 10.1.30.34 6482 84.201.228.162 44423 11
84.201.228.162 44423 82.138.7.164 6482 16
tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443 82.138.7.164 46655 0
udp 10.1.30.34 6482 213.199.179.158 40006 1
213.199.179.158 40006 82.138.7.164 6482 1

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie

2.00 Job6asneHa komaHaa show ip nat.

3.144.65 show ip neighbour

OonucaHune MokasaTb CNMCOK 06HaPYXXeHHbIX Ha CETeBOM YPOBHE XOCTOB.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)>  ip neighbour [alive]
AprymeHTbI AprymeHT |[3HaueHue OonucaHue
alive Knw4esoe cnoso|llokasaTb akTUBHbIE XOCThI.
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Npumep (show)> ip neighbour
neighbour:
id: 1
via: b8:88:el:2b:30:af
mac: b8:88:el:2b:30:af
address-family: ipv4
address: 192.168.22.16
interface: Bridge0
first-seen: 251387
last-seen: 0
leasetime: 7372
expired: no
wireless: no
neighbour:
id: 4
via: b8:88:e2:4b:30:af
mac: b8:88:e2:4b:30:af
address-family: ipv6
addresses:
address:
address: fe80::2022:a505:fae6:c891
status: active

last-seen: 3

interface: Bridge0
first-seen: 251371
last-seen: 251371
leasetime: 0

expired: no

wireless: no

VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvcaHue

2.10 Job6asneHa komaHaa show ip neighbour.

3.144.66 show ip policy

OnucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

MokasaTk cTaTyc Nnpoduas 4ocTyna B VIHTepHer.

I(shom0> ip policy [«policy:]
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AprymeHTbI AprymeHT 3HaueHue OnucaHue
policy Mpoguns poctyna|Ha3saHme npoduna gocryna.
Mpumep (show)> ip policy

policy, name =

Policy0@, description = VPN-OpenVPN:

mark: fffffdoo

table: 42

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

policy, name =

Policy3, description =

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

172.16.3.33/32
0.0.0.0
L2TPVPN

0

boot

no

192.168.1.0/24
0.0.0.0

Home

0

boot

no

Home:

mark: fffffde3

table: 45

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

172.16.3.33/32
0.0.0.0
L2TPVPN

0

boot

no
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route:

destination:
gateway:
interface:
metric:
proto:
floating:

(show)> ip policy Policy®
policy, name = Policy0:

192.168.1.0/24
0.0.0.0

Home

0

boot

no

mark: fffffdoo

table: 42

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

0.0.0.0/0
193.0.174.1
ISP

0

boot

no

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

185.230.127.84/32
193.0.174.1

ISP

0

boot

no

192.168.1.0/24
0.0.0.0

Home

0

boot

no

193.0.174.0/24
0.0.0.0

ISP

0

boot

no
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WcTopusa nsmeHeHum

destination: 193.0.175.0/25
gateway: 193.0.174.10
interface: ISP
metric: 0O
proto: boot
floating: no
route:
destination: 193.0.175.22/32
gateway: 193.0.174.1
interface: ISP
metric: 0O
proto: boot
floating: no
Bepcus OnucaHue
2.12 Job6asneHa komaHaa show ip policy.

3.144.67 show ip route

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

MokasaTb TekyLLyo TabnuLy MapLIpyTM3aLnn.

Hert
Het
Hert
(show)>  ip route[sort«criterias«direction ]
AprymeHT 3HauyeHue OnucaHue
direction ascending 3anuncy Tabnuubl MapLIpyTM3auum byayTt
ynopsago4eHbl Mo BO3pacTaHuIo.
descending |3anucu Tabnuvubl MapLlpyTmM3aumn 6yayt
yrnopsoyeHbl N0 yobIBaHWIO.
criteria interface CopTupoBka 3anvcei 6yaeT ocyLlecTBeHa
no uMeHun nHTepoderica.
gateway CopTupoBKa 3anucen 6yjeT ocyLecTBieHa
no agpecy LuJo3a.
destination |CopTupoBKa 3anucein byaeT ocyLlecTBAeHa
no ajpecy HazHayeHus

(show)> ip route sort destination ascending

Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
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WcTopusa nsmeHeHum

82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0
Bepcus OnucaHue

2.00 JobasneHa komaHaa show ip route.

3.144.68 show ip service

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

lMokasaTb cNncok OTKPbITbIX MOPTOB, NCMO/1Ib3yeMbIX CUCTEMHbBIMA cny>|<6aM|/|.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

(show)>

I(shom0> ip service

ip service

service:

service-name:
family:
protocol:

port:
security-level:

service:

service-name:
family:
protocol:

port:
security-level:

service:

service-name:
family:
protocol:

port:
security-level:

service:

service-name:
family:
protocol:

Telnet
ipv4
tecp

23
private

DNS proxy
ipv4

udp

53
protected

DNS proxy
ipv4

tecp

53
protected

DNS proxy
ipv4
udp
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port: 54321
security-level: private

WcTopuns nsmeHeHunit |Bepcus onucaHue

3.06 Job6asneHa komaHaa show ip service.
3.144.69 show ipsec
OnucaHue MokasaTtb nHPopmaLmto o cocTossHUK IPsec/IKE cnyx6bbl strongSwan.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0>ipsec

(show)> ipsec
ipsec_statusall:

Status of IKE charon daemon (strongSwan 5.3.4, Linux 2.6.36, »
mips):
uptime: 6 days, since Dec 22 10:23:36 2015
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: »
0/0/0/0, scheduled: 10
loaded plugins: charon aes des shal sha2 md5 random nonce »
openssl xcbc cmac hmac attr kernel-netlink socket-default stroke »
updown eap-mschapv2 eap-dynamic xauth-generic xauth-eap »
error-notify systime-fix
Listening IP addresses:
192.168.1.1
10.10.10.15
Connections:
test: %any...ipsec.example.org IKEv2, dpddelay=10s
test: local: [ipsec.example.org] uses pre-shared key »
authentication
test: remote: [ipsec.example.com] uses pre-shared key »
authentication
test: child: 172.16.200.0/24 === 172.16.201.0/24 TUNNEL, »
dpdaction=restart
Security Associations (1 up, 0 connecting):
test[572]: ESTABLISHED 24 minutes ago, »
10.10.10.15[ipsec.example.org]...10.10.10.20[ipsec.example.com]
test[572]: IKEv2 SPIs: 00abebfc9d90flc2 i* »
3cd201ef496df75¢c_r, pre-shared key reauthentication in 20 minutes
test[572]: IKE proposal: »
AES CBC=256/HMAC SHA1 96/PRF HMAC SHA1/MODP_1024/#
test{304}: INSTALLED, TUNNEL, reqid 185, ESP in UDP SPIs: »
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cab9bfcf i cde23d83 o

test{304}: AES CBC 256/HMAC SHA1l 96, 10055 bytes i (164 »
pkts, 0s ago), 10786 bytes o (139 pkts, 0s ago), rekeying in 34 »
minutes
test{304}: 172.16.200.0/24 === 172.16.201.0/24
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.06 JobasneHa komaHaa show ipsec.

3.144.70 show ipv6 addresses

OnucaHue
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Moka3saTb cnucok Tekywnx IPv6-agpecos.

CuHoncuc I(shom0> ipv6 addresses
Mpumep (show)> ipv6 addresses
address:
address: 2001:db8::1
interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::cebd:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01:db8:43:0:cebd:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
WcTopusa nsmeHeHum Bepcus onucaHue
2.00 Job6asneHa komaHaa show ipv6 addresses.

3.144.71 show ipv6 prefixes
OnucaHune

Mpedukc no Het

MokazaTb cnuncok TekyLunx IPve-npedukcos.
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Cunoncuc I(shom0> ipv6 prefixes
Mpumep (show)> ipv6 prefixes
prefix:
prefix: 2001:db8::/64
interface: ISP
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd3c:4268:1559::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd0l:db8:43::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHaa show ipv6 prefixes.

3.144.72 show ipv6 routes

OnucaHune
Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbliA BBog, Het

CuHoncuc I (show)>  ipv6 routes

Mpumep (show)> ipvé routes

route :
destination:
gateway:
interface:

route :
destination:
gateway:
interface:

route :

MNMoka3saTb CNUCOK TekyLwmnx IPv6-mapLLpyTOB.

2001:db8::/64
Home
fd3c:4268:1559:

Home

:/64
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destination: fd01:db8:43::/64
gateway:
interface: Home

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa show ipv6 routes.

3.144.73 show kabinet status

OnucaHue MpoBepuTb COCTOAHVE U KOH$Urypauuto asTopmsatopa KABINET.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(shom0> kabinet status
Mpumep (show)> kabinet status
kabinet:
enabled: yes
wan: yes
state: STOPPED
server: 10.0.0.1
access-level: internet
protocol-version: 2
UcTopuns nsmeHeHnim Bepcus onuvcaHue

2.02 JobaBneHa komaHaa show kabinet status.

3.144.74 show last-change

OnucaHwue MokasaTb KTO 1 KOrga nocneiHnii pas BHOCUA U3MEHEHUS B HAaCTPOMKN.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> last-change

Mpumep (show)> last-change

date: Thu, 12 Jul 2012 10:01:47 GMT
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WcTopusa nsmeHeHum

agent: cli
Bepcus OnucaHue
2.00 Job6asneHa komaHaa show last-change.

3.144.75 show led

MNMoka3zaTb MHPOPMALMIO MO yKazaHHOMY CBETOANOAHOMY MHAMKATOPY. Ecin
BbIMNONHUTbL KOMaHAy 6€3 apryMeHTa, To Ha 3KpaH byAeT BbiBeeH BeCb CMINCOK
CBETOAMOAHbIX NHAMKATOPOB Ha ycTpolicTee. Habop NHANKATOPOB 3aBUCUT
OT annapaTHOM KoHbUrypaummn.

OnuncaHune

Mpejukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

(show)>

led [ <name» ]

AprymeHT

3HavyeHune OnwucaHue

name

SYS HasBaHue nHAmKaTopa. Konnyectso

EN JOCTYMHbIX MHAVMKATOPOB 3aBUCUT OT
BbI6paHHOro yCTPOCTBA.

FW_UPD

ACT ACK
WAN
DSL
WLAN
WLAN5
WPS 1
WPS 2
WPS 3
WPS_4
WPS5_1
WPS5_2
WPS5 3
WPS5_4
USB_1
USB_2
LTE
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Mpumep

(show)> led FN_1

leds:

led, index = 0:
name: FN 1
user_configurable: yes

WcTopusa nsmeHeHum

virtual: no
Bepcus OnucaHue
2.05 JobaBneHa komaHaa show led.

3.144.76 show led bindings

MokasaTb ynpaBnsoLmii 06 beKT, CBA3aHHbIN C yKa3aHHbIMU CBETOAMOAHbLIM
NHAVKaATOpPOM. Ecm BEINOAHUTE KOMaHAy 6e3 aprymeHTa, byaeT BbiBeJeH
BeCb CMNCOK CBETOANOAHbBIX MHANKATOPOB C UX YyNPaBASOLWNMM 06 beKkTamu.

OnuncaHune

Mpejukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

HeTt
Het

Het

(show)>

led [ <name> lbindings

AprymeHTbl

AprymeHT

3HavyeHue

OnwucaHue

name

SYS

FN

FW_UPD

ACT ACK

WAN

DSL

WLAN

WLANS

WPS 1

WPS 2

WPS_3

WPS_4

WPS5 1

WPS5 2

WPS5_3

WPS5_4

HasBaHue nHankaTopa. Habop AOCTYMHbIX
MHAWNKATOPOB 3aBUCUT OT Bbl6paHHOFO
yCTpOWCTBA.
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AprymeHT 3HauyeHue OnuncaHwue
UsB_1
USB_2
LTE
Mpumep (show)> led bindings
bindings:

binding, index = 0:
led: SYS
user_configurable: no
active control: SystemState
default control: SystemState

binding, index = 1:
led: FN 1
user_configurable: yes
active control: UsblPortDeviceAttached
default control: UsblPortDeviceAttached

binding, index = 2:
led: FN 2
user_configurable: yes
active control: Usb2PortDeviceAttached
default control: Usb2PortDeviceAttached

binding, index = 3:
led: ACT_ACK
user_configurable: no
active control: ButtonActivityAcknowledgement
default control: ButtonActivityAcknowledgement

binding, index = 4:
led: FW_UPD
user_configurable: no
active control:
default control:

binding, index = 5:
led: WAN
user_configurable: no
active control: WanConnected
default control: WanConnected

binding, index = 6:
led: WLAN
user_configurable: no
active control: WlanActivity
default control: WlanActivity
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binding, index = 7:
led: WPS 1
user_configurable: no
active control: WlanWpslActivity
default control: WlanWpslActivity

binding, index = 8:
led: WPS 2
user_configurable: no
active control: WlanWps2Activity
default control: WlanWps2Activity

binding, index = 9:
led: WPS 3
user_configurable: no
active control: WlanWps3Activity
default control: WlanWps3Activity

binding, index = 10:
led: WPS 4
user_configurable: no
active control: WlanWps4Activity
default control: WlanWps4Activity

binding, index = 11:
led: WPS STA
user_configurable: no
active control: WstaWpsActivity
default control: WstaWpsActivity

binding, index = 12:
led: WLAN5
user_configurable: no
active control: Wlan5Activity
default control: Wlan5Activity

binding, index = 13:
led: WPS5 1
user_configurable: no
active control: Wlan5WpslActivity
default control: Wlan5WpslActivity

binding, index = 14:
led: WPS5 2
user_configurable: no
active control: Wlan5Wps2Activity
default control: Wlan5Wps2Activity

binding, index = 15:
led: WPS5 3
user_configurable: no
active control: Wlan5Wps3Activity
default control: Wlan5Wps3Activity
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WcTopusa nsmeHeHum

binding, index =

16:

led: WPS5 4
user_configurable: no

binding, index =

active control: Wlan5Wps4Activity
default control: Wlan5Wps4Activity

17:

led: WPS5 STA
user_configurable: no

active control: WstaSWpsActivity
default control: WstaSWpsActivity

Bepcus

OnucaHmne

2.08

Job6asneHa komaHaa show led bindings.

3.144.77 show led controls

MokasaTb CMMCOK YNPaBASOLMNX 06 EKTOB CBETOAMOAHBIX MHANKATOPOB
cucTeMbl. JocTynHble yrnpaBnsoLLme 06bekTbl 3aBUCAT OT KOHGUIypaLmn
060pyAOBaHMSA.

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> led controls

(show)> led controls

controls:

control, index
name:
short description:
owner:
user configurable:

control, index
name:
short description:
owner:
user configurable:

control, index
name:
short description:
owner:
user configurable:

= 0:
SystemState
System state
ndm

no

= 1:
ButtonActivityAcknowledgement
Button activity acknowledgement
ndm

no

= 2:

SelectedSchedule

Selected schedule is active
ndm

yes
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control, index = 3:
name: SelectedWan
short _description: Selected WAN interface has default »

owner: ndm
user_configurable: yes

control, index = 4:
name: BackupWan
short description: Backup WAN interface has default route
owner: ndm
user_configurable: yes

control, index = 5:

name: WanConnected
short description: WAN interface connected
owner: ndm
user _configurable: no

control, index = 6:

name: UsblPortDeviceAttached
short description: USB port 1 known device attached
owner: ndm

user _configurable:

yes

control, index = 7:

name: Usb2PortDeviceAttached
short description: USB port 2 known device attached
owner: ndm

user _configurable:

yes

control, index = 8:

name: UpdatesAvailable
short description: Firmware updates available
owner: ndm
user_configurable: yes
control, index = 9:
name: OpkglLedControl
short description: OPKG LED control
owner: ndm
user_configurable: yes
control, index = 10:
name: Wlan5Activity
short description: WLAN 5GHz interface activity
owner: mt7615 ap
user _configurable: no
control, index = 11:
name: Wlan5WpslActivity
short description: WLAN 5GHz SSID 1 WPS activity
owner: mt7615 ap
user _configurable: no
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control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

= 12:
Wlan5Wps2Activity
WLAN 5GHz SSID 2 WPS activity
mt7615 ap
no
= 13:
Wlan5Wps3Activity
WLAN 5GHz SSID 3 WPS activity
mt7615 ap
no
= 14:
Wlan5Wps4Activity
WLAN 5GHz SSID 4 WPS activity
mt7615 ap
no
= 15:
WlanActivity
WLAN 2.4GHz interface activity
mt7615 ap
no
= 16:
WlanWpslActivity
WLAN 2.4GHz SSID 1 WPS activity
mt7615 ap
no
= 17:
WlanWps2Activity
WLAN 2.4GHz SSID 2 WPS activity
mt7615 ap
no
= 18:
WlanWps3Activity
WLAN 2.4GHz SSID 3 WPS activity
mt7615 ap
no
= 19:
WlanWps4Activity
WLAN 2.4GHz SSID 4 WPS activity
mt7615 ap
no
= 20:
Wsta5WpsActivity
Station 5GHz WPS activity
mt7615 ap
no

Duo (KN-2110) — CripaBOYHUK KOMaH,

559



naBa 3 OnncaHme KoMaHp,

control, index = 21:
name: WstaWpsActivity

short description: Station 2.4GHz WPS activity

owner: mt7615 ap

user _configurable: no

WcTopuns nsmeHeHwnit |Bepcus

OnucaHmne

2.08

JobaBneHa komaHaa show led controls.

3.144.78 show log

OnucaHue MNoka3aTb cogepXXnMmMoe CUCTEMHOIO XypHarna (3anncu, KoTopble COXPaHUANCh
B LMKAMYeckom bydepe), a Takke HOBble 3anncy Mo Mepe 1x NocTynaeHns.
KomaHpa paboTtaeT B GOHOBOM pexrMe, TO eCTb A0 MPUHYANTENbHON
OCTaHOBKW Nonb3oBaTteneM no Haxatuo [Ctri]+[C].

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>

log [ <max- lines> ] [once]

AprymeHTbI AprymeHT

3HavyeHue OnwucaHue

max-lines

Uenoe uucno |Konmyectso BO3BpaLLaeMbIX CTPOK JIOFOB.

once

Knyesoe Moka3aTb TekyLwii nor v BelT B CLL.
cnoBo

Mpumep (show)> log

Time

Message

I [Jul 12
I [Jul 12
I [Jul 12

STA(d8:b3:

I [Jul 12
I [Jul 12
I [Jul 12

STA(d8:b3:

I [Jul 12
I [Jul 12
I [Jul 12

STA(d8:b3:

12:08:39] radvd[228]: attempting to reread config file

12:
12:
77:

08:39] radvd[228]: resuming normal operation
08:40] wmond: WifiMasterQ@/AccessPoint0O: »
36:05:cl)

occurred MIC different in key handshaking.

12:08:40] radvd[228]: attempting to reread config file

12:
12:
77:

08:40] radvd[228]: resuming normal operation
08:41] wmond: WifiMaster@/AccessPoint0O: »
36:05:cl)

occurred MIC different in key handshaking.

12:08:41] radvd[228]: attempting to reread config file

12:
12:
77:

08:41] radvd[228]: resuming normal operation
08:44] wmond: WifiMaster@/AccessPoint0: »
36:05:cl)
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STA(d8:b3:77:36:05:cl1) had

pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »

deauthenticated.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue
2.00 Job6asneHa komaHaa show log.
3.144.79 show media
OnucaHue Moka3zaTb NHGOPMaLMIO O cMcTeMHbIX USB-HakonmnTensx 1 nx pasgenax.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

manufacturer:

I(shom0> media

(show)> media

media:
name:
port: 1
state:

product:
serial:
size:

partition:
uuid:
label:
fstype:
state:
total:
free:

partition:
uuid:
label:
fstype:
state:
total:
free:

partition:
uuid:
label:

Media0

ACTIVE

Western Digital

My Passport 074A
575832314139324D36383139
1000202043392

01D55E919F06F5C0O
MyPassport

ntfs

MOUNTED
982291312640
285839884288

dd5e899f-915e-d501-101e-899f915ed501
fls wd ext4d

ext4

MOUNTED

15756732416

15741890560

00000000-0000-0000-0000-000000000000
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fstype: swap
state: MOUNTED
total: 1081077760
free: 1081077760

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

3.04

JobaBneHa komaHAa show media.

3.144.80 show mws associations

OnucaHue lNMoka3saTb CNMCOK TOYeK JOCTYMna Ha ycunuTtene, cesasaHHoM ¢ MIV/S
KOHTPOAEPOM.
Mpejukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

I(shom0> mws associations

Mpumep (show)> mws associations

station:

mac: 51l:ef:22:11:17:1a
ap: WifiMasterl/Backhaul@

authenticated: yes

txrate: 585
rxrate: 270
uptime: 31

txbytes: 33569
rxbytes: 74324

WcTopuns nsmeHeHWit |Bepcusa

ht: 80
mode: 1llac
gi: 800
rssi: -27
mcs: 7
txss: 2
ebf: yes
mu: yes
OnucaHue

3.01

JobaBneHa komaHaa show mws associations.
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3.144.81 show mws candidate

OonucaHue Moka3aTb CMMCOK KaHANAATOB WY OMVCaHNe onpeseneHHOro kKaHauaaTa
no 3aZlaHHOMY UAeHTUUKaTopYy.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> mws candidate [ <candidates ]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
candidate CTpoka ID ycTpoiictea — MAC-agpec nawm CID.
Mpumep (show)> mws candidate 50:ff:20:08:71:61
candidate:
mac: 50:ff:20:08:71:61
cid:
mode:
model:
state: DISCONNECTED
(show)> mws candidate 50:ff:20:08:71:61
candidate:
mac: 50:ff:20:08:71:61
cid: abl409a2-0f87-11e8-8f23-3d5f5921b253
mode: ap
model: Extra (KN-1710)
state: COMPATIBLE
fw: 2.15.A.4.0-1
fw-available: 2.15.A.4.0-1
license: 273720056272398
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.15 JobaeneHa komaHga show mws candidate.

3.144.82 show mws log

OnucaHue MokasaTb XXypHan NOAKAYEHNM U NePEXOA0B OT OAHON TOUKM A0CTYNa K
apyroi B npegenax M/S. KomaHaa pabotaet B POHOBOM pexumme, To eCTb
[0 NPUHYAUTENbHOM OCTaHOBKW Nojib3oBaTeneM no Haxatuto [Ctri]+[C].

MNpedukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

(show)>  mws log [ wmax-lines>][once]

AprymeHT 3HauyeHue OnuncaHwue

max-lines Lenoe uucno |OrpaHnyeHme KoMYecTBa 3anmceil B OTBeTe.

once Kriw4yesoe MNokasaTb nocnejHme 3anncKy B XXypHane.
CJ1080

(show)> mws log 1

Time Message

[Jan 17 15:04:58]
50:ff:20:00:11:82 (5 GHz)

(show)> mws log once

: 64:22:19:51:b1:82: associated -> »

Time Message

[Jan 17 14:46:37]
50:ff:20:00:11:82 (5 GHz)
[Jan 17 15:04:50]
GHz) -> disassociated
[Jan 17 15:04:58]
50:ff:20:00:11:82 (5 GHz)

: 64:22:19:51:b1:82: associated -> »
: 64:22:f9:51:b1:82: 50:ff:20:00:11:82 (5 »

: 64:32:19:51:b1:82: associated -> »

WcTopus nsmeHeHnit |Bepcus

OnucaHue

2.15

[Jlo6aBneHa komaHaa show mws log.

3.144.83 show mws member

OnucaHwne

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Moka3aTb CANCOK 3aXBaueHHbIX YCTPOMCTB U OMCAHWE ONMpeAesIeHHOMo
YCTPOiCTBa Mo 3agaHHOMY naeHTUdUKaTopy.

CuHoncuc (show)>  mws member [ <member; ]
AprymeHTbI AprymMeHT  |3HaueHme |OnucaHue
member CTpoka ID yctpoiictBa — MAC-agpec nnwn CID.
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Mpumep (show)> mws member 40f829b8-71a8-1lec-9396-5fb681led4743

fqdn

member:
cid: 40f829b8-71a8-11lec-9396-5fb681ed4743
model: Speedster (KN-3310)
mac: 50:ff:21:69:21:7d
known-host: Keenetic Hopper 116***591
ip: 192.168.15.42
mode: extender
hw-type: router
license: 116232491843591
fgdn: 1fbl1227d6b44e5863f46cb5a.keenetic.io
-certificate-valid: yes
fw: 3.8 Beta 2
fw-available: 3.8.2
region: EU
associations: 0
rebooting: yes

capabilities:
mode-hw: no
dual-band: yes
auto-ap-shutdown: yes

wpa3: yes
owe: yes
wind: yes
wpa-eap: no
acme: yes

auth-token: yes
backhaul-bss: yes
sta-mask: yes
country-code: yes

notify: yes

system:
cpuload: 2
memory: 97592/262144
uptime: 567
backhaul:

uplink: GigabitEthernet0/Vlanl
bridge: 8000.50:ff:21:69:21:7d

WcTopuns nsmeHeHunit |Bepcus

cost: 5
speed: 1000
duplex: full
rci:
errors: 0
OnucaHmne

2.15

JobaBneHa komaHaa show mws member.
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3.144.84 show ndns

OnucaHue lNokasaTb napameTpbl KeenDNS, nonyyeHHble U3 nocneHero 3anpoca Ha
cepsep (cM. komaHabl ndns get-booked v ndns get-update).

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncmc I(show)> ndns
Mpumep (show)> ndns
name: testname
booked: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: yes
access: direct
ttp:
direct: yes
interface: GigabitEthernetl
address: 41.189.34.56
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue

2.07 Job6aBneHa komaHaa show ndns.

3.144.85 show netfilter

OonucaHue Moka3aTb MHPOpMaLMo 0 paboTe ceTeBOro 3kpaHa. Heo6xoanmo aAns
obecneyeHns yaaneHHoM TeXNoAepxKU.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc (show)> netfilter
NcTopusa nsmeHeHum Bepcus onucaHue
2.00 JobasneHa komaHaa show netfilter.

566 CnpaBoyHuK koMaHa — Duo (KN-2110)



naBa 3 OnncaHme KOMaHA,

3.144.86 show nextdns availability

OnucaHue MpoBepuTb 1 NokasaTb AOCTYNHOCTL NextDNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(shom0> nextdns availability
Mpumep (show)> nextdns availability
available: yes
port: 53
doh-supported: yes
doh-available: yes
UcTopus nsmeHeHni Bepcus onucaHue

3.08 [JobaeneHa komaHaa show nextdns availability.

3.144.87 show nextdns profiles
OnucaHune Mokasatb npodunn NextDNS.
Mpedunkc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CnHoncuc I(shom0> nextdns profiles
Mpumep (show)> nextdns profiles
profiles:
profile:
name: No filtering
token: 0
profile:

name: My First Configuration

token: 1f3a36

NextDns::Client: Loaded profiles.
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.08 Jlo6aBneHa komaHaa show nextdns profiles.

3.144.88 show ntce applications

OnucaHune MokasaTb CANCOK NPUIOXEHWIA, MOAAepXKMBaeMbIX cyxb6oi NTCE.
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CnHoncuc I(shom0> ntce applications
Mpumep (show)> ntce applications
application:
id-num: 1
short: facebook
long: Facebook
group-id: 2065
group-long: Social
groupset-id: 4
groupset-short-id: surfing

groupset-long-id:

Web surfing

application:
id-num: 2
short: magicjack
long: magicJack
group-id: 2054
group-long: Voice over IP
groupset-id: 0
groupset-short-id: calling

groupset-long-id:

Calling and conferencing

application:
id-num: 3
short: itunes
long: iTunes
group-id: 2056
group-long: Streaming
groupset-id: 2
groupset-short-id: streaming

groupset-long-id:

Video & Audio streaming

application:
id-num: 4
short: myspace
long: MySpace
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group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:

2065

Social

4

surfing

Web surfing

5

facetime

FaceTime

2054

Voice over IP

0

calling

Calling and conferencing

6

truphone

Truphone

2054

Voice over IP

0

calling

Calling and conferencing

7

twitter
Twitter
2065

Social

4

surfing

Web surfing

8

xbox

XBOX gaming console
2050

Gaming

1

gaming

Gaming

9
realmedia
RealMedia
2088
Removed

5

other
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groupset-long-id: Other

application:
id-num: 10
short: google-mail
long: Google Mail
group-id: 2059
group-long: Mail
groupset-id: 3
groupset-short-id: work
groupset-long-id: Work & Learn from home

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

3.07 Job6asneHa komaHaa show ntce applications.

3.144.89 show ntce attributes

OnucaHwne Moka3aTb CNNCOK aTpMbyTOB, NoAJepKMBaeMblx cyx6oin NTCE.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ntce attributes
Mpumep (show)> ntce attributes
attribute:
id-num: 1

short: encrypted
long: Indicates that the current connection is »
encrypted traffic.

attribute:
id-num: 2
short: audio
long: Indicates that the current connection is »
an audio or voice signal.

attribute:
id-num: 3
short: out

long: Indicates that the current connection is »
a landline call, e.g. a call to a home phone.

attribute:
id-num: 4
short: video
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long: Indicates that the current
video signal.

Q

attribute:
id-num: 5
short: file-transfer
long: Indicates that the current
a file transfer.

attribute:
id-num: 6
short: web

long: Indicates that the current
a surf the Internet session.

attribute:
id-num: 7
short: chat

long: Indicates that the current
a chat session.

attribute:
id-num: 8
short: mail
long: Indicates that the current
mail traffic.

attribute:
id-num: 9
short: stream
long: Indicates that the current

connection

connection

connection

connection

connection

connection

a continues unidirectional stream of audio and / or video.

attribute:
id-num: 10
short: android

is

\J

is »

is »

is »

is »

is »

long: Indicates that the client side uses the »

operating system Android.

attribute:
id-num: 11
short: ios

long: Indicates that the client side uses the »

operating system i0S.

attribute:
id-num: 12
short: windows-mobile

long: Indicates that the client side uses the »

operating system Windows Mobile.

attribute:
id-num: 13
short: blackberry

Duo (KN-2110) — CripaBOYHUK KOMaH,

571



naBa 3 OnncaHme KoMaHp,

long: Indicates that the client side uses the »
operating system Blackberry.

attribute:
id-num: 14
short: picture
long: Indicates that the current connection »
transfers pictures.

attribute:
id-num: 15
short: ddl

long: Indicates that the current connection is »
a Direct Download Hoster.

attribute:
id-num: 16
short: google
long: Indicates that the current connection is »
a Google service.

attribute:
id-num: 17
short: outlook web access
long: Indicates that the current connection »
uses the Microsoft Exchange Outlook Web Access as authentication »
mechanism.

attribute:
id-num: 18
short: amazon-cloud
long: Indicates that the current connection is »
a service of Amazon Cloud.

attribute:
id-num: 19
short: apache
long: Indicates that the server side is an »
Apache server.

attribute:
id-num: 20
short: mysql-server
long: Indicates that the server side is a MySQL »
database server.

attribute:
id-num: 21
short: mariadb-server
long: Indicates that the server side is a »
MariaDB database server.

attribute:
id-num: 22

572 CnpaBoyHuK koMaHa — Duo (KN-2110)



naBa 3 OnncaHme KOMaHA,

short: ntlm
long: Current connection uses NTLM as »
authentication mechanism.

attribute:
id-num: 23
short: microsoft-windows
long: Indicates that the client side is the »
operating system Microsoft Windows.

attribute:
id-num: 24
short: chrome
long: Indicates that the client side is the »
operating system Chrome.

attribute:
id-num: 25
short: akamai-cloud
long: Indicates that the current connection is »
a service of Akamai Cloud.

attribute:
id-num: 26
short: dox

long: Indicates that the current connection is »
DoT (DNS over TLS) or DoH (DNS over HTTPS).

attribute:
id-num: 27
short: rcs

long: Indicates that the current connection is »
RCS (Rich Communication Services).

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.07 JobaeneHa komaHaa show ntce attributes.

3.144.90 show ntce groups

OnucaHune Moka3saTb CAMCOK rpynmn, NoAgep>xxmBaeMblix cnyxooin NTCE.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CunHoncmc I(Shom0> ntce groups
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Mpumep (show)> ntce groups

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:
long:

2048
Generic
5

other
Other

2049

Peer to Peer

6
filetransfering
File transfering

2050
Gaming
1
gaming
Gaming

2051

Tunnel

3

work

Work & Learn from home

2052

Business

3

work

Work & Learn from home

2053

E-Commerce

3

work

Work & Learn from home

2054

Voice over IP

0

calling

Calling and conferencing

2055
Messaging
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groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

0
calling
Calling and conferencing

2056

Streaming

2

streaming

Video & Audio streaming

2057

Mobile

0

calling

Calling and conferencing

2058

Remote Control

3

work

Work & Learn from home

2059

Mail

3

work

Work & Learn from home

2060

Network Management
5

other

Other

2061

Database

3

work

Work & Learn from home

2062
Filetransfer

6
filetransfering
File transfering
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id-num: 2063
long: Web
groupset-id: 4
groupset-short-id: surfing
groupset-long-id: Web surfing

group:
id-num: 2064
long: Conference
groupset-id: 0
groupset-short-id: calling
groupset-long-id: Calling and conferencing

group:
id-num: 2065
long: Social
groupset-id: 4
groupset-short-id: surfing
groupset-long-id: Web surfing

group:
id-num: 2066
long: Sharehosting
groupset-id: 6
groupset-short-id: filetransfering
groupset-long-id: File transfering

group:
id-num: 2067
long: Deprecated
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other

group:
id-num: 2068
long: Industrial
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other

group:
id-num: 2069
long: Encrypted
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other

group:
id-num: 2070
long: Advertisement and Analytic Services
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
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group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:
long:
groupset-id:

2071

News

4

surfing

Web surfing

2072

Health and Fitness
5

other

Other

2073

Cloud and CDN Services
5

other

Other

2074
Navigation
4

surfing

Web surfing

2075
Finance
5

other
Other

2076

Travel and Transportation
5

other

Other

2077
Pornography
5

other

Other

2078
Books and Magazines
5
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groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

other
Other

2079

Audio Entertainment

2

streaming

Video & Audio streaming

2080
Education
5

other
Other

2081

M2M and IoT

3

work

Work & Learn from home

2082

Device Security
4

surfing

Web surfing

2083

Multimedia Service Providers
2

streaming

Video & Audio streaming

2084

Organizers

3

work

Work & Learn from home

2085

Enterprise Services
4

surfing

Web surfing

2086
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WcTopusa nsmeHeHum

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

App-Stores and 0S Updates
6

filetransfering

File transfering

2087
Browsers

4

surfing

Web surfing

group:
id-num: 2088
long: Removed
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
group:
id-num: 2089
long: Moved
groupset-id: 5
groupset-short-id: other
groupset-long-id: Other
Bepcusa OnucaHue
3.07 Job6asneHa komaHaa show ntce groups.

3.144.91 show ntce groupsets

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

MNMoka3sbiBaTb CMNCOK HABOPOB rpynmn, Noagep>xKmBaeMblix cnyxooin NTCE.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ntce groupsets

(show)> ntce groupsets

groupset:
id-num:
short:
long:

groupset:
id-num:

0
calling
Calling and conferencing
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WcTopusa nsmeHeHum

short: gaming
long: Gaming
groupset:
id-num: 2
short: streaming
long: Video & Audio streaming
groupset:
id-num: 3
short: work
long: Work & Learn from home
groupset:
id-num: 4
short: surfing
long: Web surfing
groupset:
id-num: 5
short: other
long: Other
groupset:
id-num: 6
short: filetransfering
long: File transfering
Bepcusa OnucaHue
3.07 Job6asneHa komaHaa show ntce groupsets.

3.144.92 show ntce hosts

OnucaHue

XOCTOB.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ntce hosts

(show)> ntce hosts

host:

mac:

application:

MokasaTb CTaTUCTUKY NPUNOXEHWIA, KOTOpble cnyx6a NTCE obHapyxwvna ans

04:d4:c4:54:31:12
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id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

groupset-service-class:
rxbytes:
txbytes:

application:
id-num:
short:

7
twitter
Twitter
2065
Social
4
surfing
Web surfing
2

62274
6020

43
instagram
Instagram
2065
Social

4

surfing
Web surfing
2

57606
11148

428

spotify

Spotify

2079

Audio Entertainment
2

streaming

Video & Audio streaming
2

155317

80526

438
whatsapp
WhatsApp
2055
Messaging
0

calling
Calling and conferencing
2

826

706

461
google-cloud
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long:

group-id:

group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:
long:
group-id:

Google Cloud

2073

Cloud and CDN Services
5

other

Other

2

313

352

498
telegram
Telegram
2055
Messaging
0

calling
Calling and conferencing
2

109895
15561

559

google-play
Google Play

2086

App-Stores and 0S Updates
6
filetransfering
File transfering
2

16736

28451

590

yandex
Yandex

2085
Enterprise Services
4

surfing

Web surfing
2

606

200

611
zendesk
ZenDesk
2052
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group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:

long:
group-id:
group-long:
groupset-id:

Business

3

work

Work & Learn from home
2

101697

187527

621

slack
Slack

2064
Conference
0

calling
Calling and conferencing
2

30568

3650

632

google-services
Google Shared Services
2085

Enterprise Services
4

surfing

Web surfing

2

614512

202174

664
microsoft-services
Microsoft Services
2085

Enterprise Services
4

surfing

Web surfing

2

20243

10699

700

fastly

Fastly

2073

Cloud and CDN Services
5
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groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

other
Other
2
14859
3147

703
cloudflare
Cloudflare
2073

Cloud and CDN Services
5

other
Other

2

2172

3593

719
google-apis
Google APIs
2052
Business

3

work

Work & Learn from home
2

11837

7602

933

bamtech-media

BAMTech Media

2083

Multimedia Service Providers
2

streaming

Video & Audio streaming
2

4734

6006

1136
cloud-mail-ru
Cloud-Mail-Ru
2062
Filetransfer

6
filetransfering
File transfering
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groupset-service-class:
rxbytes:
txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

os-id: 3
os-long: Windows

host:
mac: 04:d
via: 04:d
ip: 192.
hostname: MyHo
name: MyHo
interface:
id:
name:
description:
dhcp:
static:
registered: yes
access: perm
schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 9083
first-seen: 9097
last-seen: 1
link: up
auto-negotiation: yes
speed: 1000
duplex: yes
port: 2
traffic-shape:
rx:
tx:

2
61161
86671

1281
kaspersky-services
Kaspersky Services
2082

Device Security

4

surfing

Web surfing

2

40

70

4:c4:54:31:12
4:c4:54:31:12
168.11.19

st

st

Bridge0
Home
Home network

yes

it
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mode: mac

schedule:

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

3.07

JobaBneHa komaHaa show ntce hosts.

3.144.93 show ntce oses

OnucaHue Moka3saTb CNNCOK OMepaLMOHHbIX CUCTEM, MOoAAepXmnBaeMblix cnyxooim NTCE.

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

I(shom0> ntce oses

Mpumep (show)> ntce oses

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:
long:

0s:

id-num:

1
Not detected

Other

3

Windows

Linux

0S X

i0S

7
Symbian
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WcTopusa nsmeHeHum

long: Android

0S:
id-num: 9

long: Blackberry

0S:
id-num: 10

long: WindowsMobile

0S:
id-num: 11

long: WindowsPhone

0S:
id-num: 12

long: Chrome

0S:
id-num: 13

long: Darwin

Bepcus

OnucaHmne

3.07

JobaBneHa komaHAa show ntce oses.

3.144.94 show ntce status

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

MokasaTb nHPopmaumo o cnyxbe NTCE.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ntce status

(show)> ntce status

conntrack:

hosts:
applications:

applications-flows:
applications-events:

groups:
groups-flows:
groups-events:

memory :

16
63

12
64

applications-flows: 1512
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applications-events: 0
applications: 512
groups-flows: 1536

groups-events: 0

WcTopusa nsmeHeHum

groups: 384
hosts: 72
total: 4016
event:
count: 0
memory :
total: O
database:
hosts: 1
applications: 54
groups: 30
attributes: 6
memory :
applications: 2372976
groups: 1318320
attributes: 263664
total: 3954960
Bepcusa OnucaHue
3.07 JobaBneHa komaHaa show ntce status.

3.144.95 show ntp status

OnuncaHwne

MNpedukc no
MeHsieT HaCTPOMKN
MHorokpaTHbI/ BBOJ,

CviHoncuc

MNMoka3aTb cMcTeMHble HacTporkn NTP.

OcHOBHble cBegeHNA 0 cocTosHN NTP

O00006

HeTt
HeT

HeTt

I(shom0> ntp status

Bpewms, npoLluegLuee c MOMeHTa Noc/eHen CUHXPOHM3aLMKX B CeKyHAaX.
Mpur3Hak nocnegHen CUHXPOHM3aLMN.

Mpr3HaK HayYaNbHOWM CUHXPOHMU3aLNN.

Bpems yctaHOB/IeHO B cooTBeTCTBUM € cepBepom NDSS.

Bpems ycTaHOB/IEHO NONb30BaTe1eM BPYUHYIO.
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Mpumep (show)> ntp status

status:
elapsed: 435146 ©
server: l.pool.ntp.org
accurate: yes ®
synchronized: yes ©
ndsstime: no @
usertime: no ©

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa show ntp status.

3.144.96 show ping-check

OnucaHwne Moka3saTb nHopmMaumio o npodune Ping Check. NMpu NCNoab30BaHNN
KOMaHZAbl 6e3 apryMeHTa BbIBOAATCA AaHHbIe 060 Bcex Npoduasx.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> ping-check [ «profile name>]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
profile name|Crpoka HasBaHune npoduns.
NMpumep (show)> ping-check
pingcheck:

profile: TEST
host: 8.8.8.8

port: 80
max-fails: 7
timeout: 1

mode: connect

interface: ISP
fail count: 0
status: pass

pingcheck:
profile: TEST1
mode: icmp
pingcheck:
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profile: TEST2

mode: icmp
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.04 Job6asneHa komaHaa show ping-check.
3.144.97 show printers
OnucaHue [MokasaTb CNUCOK NMPUHTEPOB B CUCTEME.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(show)> printers
Mpumep (show)> printers
printers:
printer: Canon MF8300C Series
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHuve

2.00 JobasneHa komaHaa show printers.

3.144.98 show processes

OnucaHwue MokasaTb CTaTUCTUKY NCNONB30BaHWSA NpoLeccopa cy>xbamm n npoueccamu.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> processes

MNpumep (show)> processes

process, id = NETBIOS browser:
name: nqnd

arg: -i

arg: 50ff20001e87
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state:
pid:
ppid:
vm-size:
vm-data:
vm-stk:
vm-exe:
vm-lib:
vm-swap:
threads:
fds:

statistics:

S (sleeping)
629

192
3188 kB
1548 kB
136 kB
4 kB
1448 kB
0 kB

1

15

interval: 30

service:
configured:
alive:
started:
state:

process, id

name:
arg:
arg:
arg:
arg:

state:
pid:
ppid:
vm-size:
vm-data:
vm-stk:
vm-exe:
vm-lib:
vm-swap:
threads:
fds:

statistics:

cpu:

now: 17319.483753
min: 0
max: 0
avg: 0
cur: 0

yes
yes
yes
STARTED

= Dns::Proxy::Policy0:

ndnproxy

-C

/var/ndnproxy Policy@.conf
-p

/var/ndnproxy Policy0.pid

S (sleeping)

630

192
1676 kB
504 kB
136 kB
108 kB
896 kB
0 kB

1

10

interval: 30
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WcTopusa nsmeHeHum

3.144.99 show

OnuncaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

Mpumep

cpu:
now: 17319.483764
min: 0
max: 0
avg: 0
cur: 0

service:
configured: yes
alive: yes
started: yes
state: STARTED

Bepcus OnucaHue

2.09 JobasneHa komaHaa show processes.

running-config

MokasaTb TekyLUme HaCTPOWKN, KOTOpble coaepXnT darin
system:running-config TOYHO Tak Xe, KaK 3TO AefiaeT KOMaHJa more.

HeTt
HeT

Het
I(shom0> running-config

(show)> running-config
I $$$ Model: Keenetic Start
I $$$ Version: 2.06.1
I $$$ Agent: http/rci
I $$$ Last change: Fri, 12 Jan 2017 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipv4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200
set net.ipvé4.netfilter.ip conntrack udp timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
domainname WORKGROUP

ntp server 0.pool.ntp.org
ntp server 1l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
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access-list WEBADMIN GuestWiFi
deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
!
access-list WEBADMIN ISP
permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »
port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
!
isolate-private
dyndns profile ABCD
!
dyndns profile WEBADMIN
type dyndns
!
interface FastEthernet0

up
!
interface FastEthernet0/0
switchport mode access
switchport access vlan 1
|
interface FastEthernet0/1
switchport mode access
switchport access vlan 1
|
interface Bridge0
name Home
description "Home network"
inherit FastEthernet0/Vlanl
include AccessPoint
security-level private
ip address 192.168.15.43 255.255.255.0
up
!
interface WiMax0
description Yota
security-level public
ip address auto
ip global 400
up
!
interface PPTPO
description "Office VPN"
peer crypton.zydata.ru
lcp echo 30 3
ipcp default-route
ipcp name-servers
ccp
security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe
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ip tcp adjust-mss pmtu
connect via ISP
up
!
ip route 82.138.7.141 ISP auto
ip route 82.138.7.132 ISP auto
ip route 82.138.7.27 PPTPO auto
ip dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home
|
ip dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi
|
ip dhcp host A 00:01:02:03:04:
ip dhcp host B 00:01:02:03:04:
ip nat Home
ip nat GuestWiFi
ipv6 subnet Default
bind Home
number 0
mode slaac

05 1.1.1.1
06 1.1.1.2

ipv6 local-prefix default
no ppe
upnp lan Home
torrent
rpc-port 8090
peer-port 51413
|
user admin
password md5 2320924ba6e5clfec3957e587a21535b
tag cli
tag cifs
tag http
tag ftp
|
user test
password md5 baadfb946f5d516379cfd75e31e409d9
tag readonly
|
service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp
service upnp
cifs
share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive
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VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa show running-config.

3.144.100 show schedule

OnucaHue lNoka3aTb NapamMeTpbl onpejeneHHoro pacnmcadus. Ecnm BeinofaHNUTL
KOMaHZAy 6e3 aprymeHTa, To 6yAeT oTobpaxKeH BeCb CNUCOK pacnucaHnii B
cucTeme.

Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  schedule [ <name> ]
AprymeHTbI Argument |3HauyeHue |OnucaHue
name CTpoka Ha3sBaHue pacnmncaHus.
Mpumep (show)> schedule 123
schedule, name = 123:
action, type = start, left = 561514, next = yes:
dow: Tue
time: 01:29
action, type = stop, left = 564274:
dow: Tue
time: 02:15
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.06 JobaBneHa komaHaa show schedule.

3.144.1