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BBegeHue

BBepeHme

[JaHHbIN CNPaBOYHUK COAEPXUT KOMaHAbI A5 ypaBaeHns ycTponcTBoM Runner 4G
NnocpeAcTBOM MHTepderica KOMaHAHOW CTPOKU. 34eCb NPUBEAEH MOMHbIN CANCOK BCEX
LOCTYMHbIX KOMaHA,. Takxke yKa3aHbl NprIMepbl TOro, Kak UCMNo/ib30BaThk Hanbonee
pacnpocTpaHeHHbIe U3 3TUX KOMaHJ, 06Laa nHGopmaLms o B3auMOCBSA3N MeXAy
KOMaHAaMu 1 MPUHLMNMAAbHbIE OCHOBbI TOrO, Kak MX MCMONb30BaTh.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

JaHHOe pyKOoBOACTBO NpeAHa3HauYeHo A5 CETEBbIX aAMUHNCTPATOPOB MW CNELMANNCTOB
Mo BbIYNCINTENIbHON TEXHMKE, OTBEYAIOLLMX 38 HACTPOWKY 1 NoaaepxxKy Runner 4G Ha
mMecTe. OHO Takxe npegHasHayYeHo A5 onepaTopoB, KOTOpble yrnpaBastoT Runner 4G.
[OKyMEHT OxBaTbIBaeT TeXHMYecKme NpoLesypbl MOAAEPXKKN BbICOKOrO YPOBHS A/1S
root-afMVHUCTPATOPOB U COTPYAHMKOB TEXHNYECKOW noaaepkn Runner 4G.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic

CTPOKOM KOMaHAHoOM cTpoky Runner 4G, ee nepapxmyeckyro
CTPYKTYPY, YPOBHU aBTOPM3aLNL 1 BOSMOXHOCTU
CNpaBKwu.

OnncaHve KOMaHA AndaBUTHbIN CMNCOK KOMaHJ, KOTOpble MOXHO BBOANTb

B KOMaHAHOW CTpPoOKe AN HacTporiku Runner 4G.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLme o603HaueHUs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JNnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.
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BBegeHue

I <(3aMEHSEMBIN 3JIEMEHT>

JnemMeHTbI B YrnoBbIX cKobkax nognexaTr
3aMeHe.

x|lyl2 Obs3aTenbHble aflbTepHATUBHbIE KNKO4YeBble
C/1I0Ba rpynnmMpyroTCsa B KPYr/bIX CKOBKaxX 1
pas3AenstoTcs BepTUKanbHOM YepTon.

x|y]z Heobs3aTenbHble anbTepHaTUBHbIE

KntoYueBble CNoBa rpynnupytoTcs B
KBaApPaTHbIX CKOBKaXxX N pasfensoTcs

BEPTUKaNbHON YepToN.

OnuncaHme KaxAoM KOMaH/bl paszeneHo Ha

cneayoLime nojpasgensi:

OnwncaHwe OnuncaHve TOro, YTO KOMaHAa Aenaer.
CuHoncuc O6wuin opmaT KOMaHAbI.
MNpedwukc no B03MOXHOCTb MCMONL30BaHWSA B KOMaHe

npedukca no.

MeHsieT HacTponKu

CNocobHOCTb KOMaHAbI MEHATbL HACTPOIKN.

MHOrokpaTHbIi BBOA

BO3MOXHOCTb M HOrokpaTHOro Beoja
KOMaHAbl.

BxoxzaeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KOoMaHgaa. Ecam rpynnel HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodelica

Tun nHTepdeiica, Ha KOTopbIA BAVAET
KomaHga. Pasgen He oTobpaxaeTcs, ecau
JAAHHBIA KOHTEKCT He MMeeT CMbIc/1a ANs
KOMaHZbl.

NHTepdelickl, ncnonb3yemble B CUCTEME, U
OTHOLLEHUS MeXAY HAMW MOKa3aHbl Ha
Anarpamme Hmxe.

AprymeHThI

ApryMEHTbI, eC/in eCTb, N NMOACHEHNA K HNM.

Mpumep

NnntocTpauus Toro, Kak KOMaHAa BbIFNSANT
npwv Bbi3oBe. NocKoNbKy NHTepdenc NpocrT,
HeKOTOopble MPUMEPbI OYEBUAHbI, HO OHU
BK/IFOYEHbI ANS ACHOCTW.

MpymeYaHus, NpesynpexaeHns N NpeAocTepexeHs NCNob3yoT caeayoLume

0603HaueHus.

MpnmeyaHue:  O3HadaeTt "umTatesb, NPUMU K CBeAeHUI". lNpnMeyvaHunsa cogepxxaT
nose3Hble COBETLI UM CCbUTKX Ha MaTepuaibl, He cojepKalimecs B
JaHHOM cnpaBoYHMKe.

MNpepyrnpexxaeHe:

O3HauaeT "4unTartenb, BHMMaHMe!". Ballun 4eNcTBmS MOTYT NPUBECTU K

noBpexaeHnmto O60pyAOBaHI/IFI nnan noTtepe AaHHbIX.
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3.125.7 show button handlers ..............cccciiiiiiiiiiiie 414
3.125.8 show chilliprofiles ...........cooooiiiiiii i, 416
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3.125.9 show clock date ..........cccccviiiiiiiiiiiii 417
3.125.10 show clock timezone-list ..............ccccviiiiiiiiiiiic e 417
3.125.11 show cloudflare-dns availability .............ccooooviiiiiiiiiiiiiiiiircs e, 418
3.125.12 show cloudflare-dns profiles .............coooiiiiiiiiiiiiiiin 419
3.125.13 show configurator Status ...........ccooovvviiieiiiiiiiiieiciccceeeee e 419
3.125.14 ShOW Credits ......oouuiiieiiiiiiiiiiiiie e e e e e e e e e e e e eeaaaanas 420
3.125.15 show cryptoike KeY .......cooooveiiiiiiiiiiiii 428
3.125.16 SROW CrYPto MAaP ...ooooiiiiiiiiiiiiiiiii e 429
3.125.17 show defaults ...........ooooiiiiiii 430
3.125.18 ShOW ANS-PrOXY ..coooeieieieiieeeeeeeeeeeeeeeeeee e 431
3.125.19 show dns-proxy filter presets ...........cccccciiiiiiiiiiiiiiii, 433
3.125.20 show dns-proxy filter profiles ..........ccccceviiiiiiiiiiiieeeee 435
3.125.21 show dpn doCUMENT ........cooiiiiiiiiiiciciiere s 435
3.125.22 ShOW dpN liSt ... 436
E WA TG B o To Y11V e (o b 438
3.125.24 SROW AFIVEIS ...ooviiiiiiiiiceecie e e e e e e e e e et e e e e e e e eaaaaaaaaes 439
3.125.25 show dyndns Updaters ...........cccccciiiiiiiiiiiiiii 440
3.125.26 show easyconfig Status ...........cccooiiiiiiiiiiiii 441
3.125.27 show eula document ...........ccccciiiiiiiiiiii 442
3.125.28 ShoW @UIA TSt .....ovuuniiiiiiiicie e e 443
3.125.29 ShOW iNterface ..........cccoiiiiiiiiiiiiiiiiie e 444
3.125.30 show interface antennas ...........cccccoviiiiiiiiiiiiiiiicii e 446
3.125.31 show interface bands .............ccccccciiiiiiiiiiiiii 447
3.125.32 show interface bridge ... 448
3.125.33 show interface Cells ........oooovviiiiiiiiiiiiieeecccce 449
3.125.34 show interface channel-utilization rrd ................cco.ooiiiiiii e, 450
3.125.35 show interface channels .................cccccccciiii 451
3.125.36 show interface chilli ... 453
3.125.37 show interface country-codes ............cccoeeiiiiiiiii 454
3.125.38 show interface MaAC .........ccoooeiiiiiiiiiiiiiie e 455
3.125.39 show interface NAMEe-SEIVEK ..........c.ccccccviiiiiiiiiiiiiiiii e 456
3.125.40 show interface operators ..o 457
3.125.41 show interface rf @2p .........ccoeiiiiiiii 459
3.125.42 show interface rrd ...........ccoooiiiiiiiiiiii e 461
3.125.43 show interface spectrumrrd ..............ccceeiiiiiiiiiiii 463
3.125.44 show interface stat ...........cccooeeiiiiiiiiiiiiii e 465
3.125.45 show interface traffic-counter .............ooooovviiiiiiii, 466
3.125.46 show interface WpPs Pin ... 466
3.125.47 show interface wWps status .............ccccciiiiiiiiiiiiiiii, 467
3.125.48 show internet Status .............cooiiiiiiiiiiiiiiiiice e 468
3.125.49 SROW P @IP coooiieiiiiiiii 469
3.125.50 show ip dhep bindings .......coooeieiiiiiiiiee 470
3.125.51 show ip dhCPp POOL .....oeeneeeeeeeeeeeee e 470
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3.125.52
3.125.53
3.125.54
3.125.55
3.125.56
3.125.57
3.125.58
3.125.59
3.125.60
3.125.61
3.125.62
3.125.63
3.125.64
3.125.65
3.125.66
3.125.67
3.125.68
3.125.69
3.125.70
3.125.71
3.125.72
3.125.73
3.125.74
3.125.75
3.125.76
3.125.77
3.125.78
3.125.79
3.125.80
3.125.81
3.125.82
3.125.83
3.125.84
3.125.85
3.125.86
3.125.87
3.125.88
3.125.89
3.125.90
3.125.91
3.125.92
3.125.93
3.125.94

SROW iP ROESPOL ...oooiiiiiiiiiiiiiii 471
ShOW ip ROtSPOt rrd .....oooiiiiiiiiiiiiiiiiie e 473
show ip hotSPot SUMMAKY ......ccoooiiiiiiiiiiiccec e 475
SROW P hEtP PrOXY ..o 477
SROW iP NAME-SEIVEN .......cooviiiiiiiiiiiiiii e 477
SROW P Nat L 478
ShOoW ip NEIGhBOUN ..........iiiiiiiiiiiiiiiiiiii e 479
SROW P POLICY ..o 480
ShOW P roUte ..o, 482
SROW P SEIVICE ..o 483
] 1 Lo YT T« = o PP PRPPPRPRPPPRR 484
SHOW iPV6 addreSSES .........ouviiiiiiiiiiiiiiiiiiiiiiiii et 485
Show ipV6 Prefixes ........ccccciiiiiiiiii 486
SROW IPV6 FOULES ... 487
show Kabinet StatUus .............oooiiiiiiiiiiiiie e 487
show last-change ... 488
ShOW L@ .. 488
Show led bindings ..............ouiiiiiiiiiiiiiiiiiiiiiii e 489
show led coNtrols ..........ccccooiiiiiiiiiiiii e 492
SNOW 10G .. 495
ShoWw MWs assOCiations ..........ccoocoiiiiiiiiiiiiiiiee e 496
show mws candidate ... 497
SROW MWS 10G .o 498
ShOW MWS MeMDbEr ... 499
SHOW NANS ..o e e e 500
ShOW Netfilter ... 501
show nextdns availability ..............ooooviiiiiiiiiii s 501
show nextdns profiles ...........ccccvviiiiiiiiiiii 502
show ntce applications ............ccccuiiiiiiiiiiiiiiii 502
show ntce attributes ...........cccciiiiiiiiiiii 504
SROW NECE GrOUPS ..cooeiiiiieieiie s 508
SROW NtCE GrOUPSELS ....oooiiiiiiiiiiiiiiiiiii e 514
ShOW NECE ROSES ...oooiiiiiiiii e 515
SROW NECE OS@S ...ttt 520
ShOW NECE STALUS ......ooiiiiiiiiiiiiiiiiieee et e e e 522
SROW NEP StALUS ...oooiiiiiiiiiiiiiiiiiee e 523
ShOW PING-ChECK .......oooiiiiiiiiiiiiiiiiiiee e e 523
SROW ProCESSES ....oooiiiiiiiiiiiiii 524
Show running-config .........cooovviiiiiiiiiiii 526
show schedule ... 529
SROW SEIF-L@SE ... e 529
SROW SIte-SUFVEY ....oooiiiiiiiiiii 530
Show skydns Profiles ..........ccccccvviiiiiiiiiiiiiii 531
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3.125.95 show skydns userinfo ...........ccoooviiiiiiiiiiiiiiiiieicccccee e 531
3.125.96 show ssh fingerprint ... 532
3.125.97 ShOW SSEP-SEIVEL .....oiiieieieieieieeeceeeie e s s e e s s e e e s s s sess s e se s e s e s e senean s 532
3.125.98 SROW SYStEM ...oooiiiiiiiiiiii 533
3.125.99 ShOW SYStem CPUSLAt .....ccccovviiiiiiiiiiiiieieieie e s e s 534
3.125.100 ShOW tAQGS ...coeiiiiiiiiiiiiiiiiiiieieeeeeee ettt 535
3.125.107 ShOW threads ...........coociiiiiiiiiiiii e 536
3.125.102 ShOW torrent Status .........cccooiiiiiiiiiiiiieieee s 537
3.125.103 show upnp redirect ...........oooeiiiiiiiii 537
3.125.104 SHOW VEFSION ..o s 538
3.125.105 SROW VPN-SEIVEL ....coooiiiiiiiiiieieeeeeeeeeee e 539
3126 SKYUNS ..ot nee 540
3.126.1 SKYANS @SSIGN .coeieiiieieeieeeeeeeeeeeeeeeeee 540
3.126.2 skydns check-availability ............cccccccciiiiii 541
3.126.3 SKYANS IOGIN ...ooiiiiiiiis s 542
3.126.4 skydns password ... 542
3127 SIMIS ittt e ettt e e et e bbb 543
3.127.1 SMS d@IGLE ... s 543
3.027.2 SMS TS oeeiiiiiie e e e e e e 544
3.127.3 SIMS FEAU ..o 547
31274 SMS SENE et e e e e e e e e 547
3.128 SAMP COMMUNILY oooiiiiiiiiiii 548
3.129 SNMP CONTACT ...ooniiiiiiiiiii ettt e ettt e e ettt s e e e et e e eenbaa s e eersna e eensnanaees 548
3.130 SNMP TOCALION ..o s 549
3.T3T SSEP-SEIVEL ...oeuiieieiiiieetite e ettt ettt e ettt e ettt s e ettt s e etaaa s e eeaaa s eetsaaserenaaeenesnanserennns 550
3.131.1 sstp-server allow-bridging .............ccccciiiii 550
3.131.2 sstp-server dhCp route ...........cccciiiiiiiiiiiiiii 550
3.131.3 sstp-serverinterface ... 551
3.13T.4 SSEP-SEIVEN IPVOCP ..coooeeeieieieieeeeeeeee e e e e e e s e e e s e e e s e s e s e e e s e s e e s s e e eaeneeas 552
3.131.5 sStp-Server Icp €ChO ..o 553
3.131.6 sstp-server ICP fOrCe-Pap .....ccooovvveieiiiiiiieieieeece e 554
3.137.7 SSEP-SEIVEE IMIU ...oouiiiiiiiiiiiiiiie ettt e et ettt e e e e e e teebbb e e e eeeeeesnnnaaees 554
3.1371.8 SSP-SEIVEY MEU ....ooiiiiiiiiiiiiiiii ittt e et e e e e e e rebae s erebaeeenees 555
3.131.9 sstp-server Multi-login ...........ccccooiiiii 555
3.131.10 SStp-server Pool-range ...........ccccciiiiiiiiiiiiiiii 556
3.131.11 SStp-Server SEAtIC-IP .........euuiuiiiiii 556
3132 SYSEEIM ..ottt ettt ettt e e e e e e e e e et e eearaeees 557
3.132.71 system BUtton ... 557
3.132.2 SYSEEM CAPLION ....ouiiiiiiiiiiiiiiiee ettt ettt e e e e e e eteabbaa e s e eeeeeeebsaaaa e es 558
3.132.3 system clock date ... 559
3.132.4 system clock tiMEZONE .........cccoooviiiiiiiiiiiieiiieierc s 560
3.132.5 system configuration factory-reset ............ccooriiiiiiiiiiiiiiii, 560
3.132.6 system configuration fail-safe commit ............................ 561
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3.132.7 system configuration fail-safe keep-alive ............ccooovviiiiiiiiiiiiiiiiieieeeeen 561
3.132.8 system configuration fail-safe rollback ........................ 562
3.132.9 system configuration fail-safe timer ..................oeooeeiiiiii 562
3.132.10 system configuration SAVEe ...........ccoooiiiiiiiiiiiiiiiieee s 563
313217 SYStEM deBUQG .o 563
3.132.12 system description ... 564
3.132.13 system dOmaiNNaM@ .........cccccooiiiiiiiiiiiiiisnannnnsnsnnnnnnes 565
3.132.14 system hostname ... 566
3.132.15 system led power schedule ............cooovviiiiiiiiiiiiiiii 566
3.132.16 system led power Shutdown .............ccccceviiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeee 567
3.132.17 SYStem 10g ClEar ......cooooeiiiiieeeieee e 568
3.132.18 system 1og reduction ...........ccoooiiiiiiiiiiiiii s 568
3.132.19 SYSteM lOQ SEIVEE .cooiiiiiiiiiiiii 568
3.132.20 SYStemM [0Q SUPPIESS ...cooiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeee ettt ettt ettt ettt e e e e e e e e ee e 569
3.132.27 SYSEEM MOAE ..o 570
3.132.22 system ndss dump-report disable ... 570
3.132.23 SYStEM FEDOOL ... s 571
3.132.24 SYSEEIM SO ...ttt e et e e e e eeanea 572
3.132.25 system trace lock threshold ......................ci 573
3133 00IS 574
3.133.1 t0OIS @rPING ooeeeiiieiiieeeeeeeeeceeeeece e 574
3.133.2 B0OIS PING oo 575
31333 tOOIS PINGG ..o 576
ERICERZE JoTo] R d g Tol T o] 1 - T 577
BUIBA UAPXY oot 579
3.134.17 udpXy BUFFEIr-SIiZ@ ... 579
3.134.2 udpxy buffer-timeout ............coooviiiiiiiiiiiiiierere s 580
3.134.3 udpXy interface ... 581
BUAB4.4 UAPXY PO i 581
3.134.5 udpxy renew-interval ..............cccoooiiiiii 582
3.134.6 UdpXY tIMEOUL .....coooiiiiiiiiiiiiiii 583
3135 UPNP FOrWAKA ..o 583
3136 UPNP TAN oo s 584
E R I WA VT o] o1 oI =T [T =T ot 585
3138 USEIE oottt e et et bbb s e e ea e e 586
3.138.1 USEK PASSWOIRA ... 587
3.T38.2 USEE TAQ ..uuiiiiiiuieiiiii ettt ettt e e ettt e ettt s e ettt s e ettra s e ettt s eeetba s eerana e eearraaaes 587
3139 USSA SENE ... 590
3.TAD VPN=SEIVEL ...t ettt ettt e ettt e ettt e e ettt e e e ettt e e e eetaa e eeeanaseentnasseeesnanseenrnnnees 590
3.140.1 vpn-server dhCp FOULE ... s 591
3.140.2 vpn-server INterface ..........cccoooviiiiiiiiiiiiiiii s 592
3.140.3 VPN-SEIVEF IPVOCP ..cooiiiiiiiiiiiiiiiieiee e 592
3.140.4 vpn-serverlcp echo ..........cccoiiiiiiiii 593
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1.1 AnnapaTHoe obecneyeHue

MediaTek MT7628NN MIPS® 24KEc 575 MHz

Mpoueccop
OnepaTmBHas NamMATb
dnew-namMaTb

LTE

Ethernet

Wi-Fi

128MB DDR2-800

32MB SPI

Quectel EC200A-EU, Cat. 4 3G/4G

MopTbl Mukpocxema MpnmeyaHus
4 VHTerpnpoBaHHas

MeTtka CkopocTb MpnmeuaHus
0 100 M6uT/c MopT WAN

1 100 M6éuT/c

2 100 M6éuT/c

3 100 MéuT/c

YacToTHbIVi | MnKkpocxema MpymeyaHus
AnanasoH

24TTy MediaTek MT7603 802.11bgn 2x2

(on-die)
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B 3TOM rnaBe onmncaHo, Kak Nob30BaTbCsA HTepdelricoMm koMmaHAHoM cTpoku (CLI) Runner
4G, ero nepapxmyeckas CTpykTypa, ypOBHM aBTOPM3aLMN 1 BOSMOXHOCTY KOHTEKCTHO
Mo/ CKa3Ku.

OcHOBHOEe CpeAcTBO yrpaBaeHNs MapLupyTnsatopom Runner 4G — 370 uHTepdeiic
KOMaHZAHo cTpoku (CLI). HacTpoikmn cncteMbl NOAHOCTLIO ONUCLIBAOTCSA B BUAE
nocnefoBaTe/lbHOCTM KOMaHZA, KOTOPble HY>XHO BbINO/HUTb, YTOObI MPUBECTU YCTPONCTBO
B 3aZ,laHHOE COCTOsIHMeE.

Runner 4G vimeeT Tpu BUAa HaCTpoek:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapToBble HaCTPOWKM startup config 3T0 Nocnef0BaTeNIbHOCTb KOMaHA, KOTopast
XPaHWUTCA B CreLManbHOM CEKTOpPEe SHEProHe3aBNUCMOiA
NamaTy 1 NCMONb3YeTCs AN UHULMANN3aumnm CUCTeMbI
HernocpeACTBEHHO NOC/Ie 3arpy3Ku.

Hactporikm no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3anucbliBalOTCA Npw npomssoacTee Ha Runner 4G. RESET
Ha Kopryce No3Bo/IeT COPOCUTbL CTAPTOBbIE HACTPOKN Ha
3aBojcKue.

®ainbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUYHYHO, 6e3
y4acTust KOMaHAHOW cTpoKK. MNpu 3TOM ciegyeT MOMHUTb, YTO CTPOKM HauMHatoLmecs ¢
! MITHOPUMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN04EHbI B 4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.
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2.1 BBoAg KOMaHA4 B KOMAaHAHOW CTpoKe

KomaHZHbI nHTepnpeTtaTop Runner 4G pa3paboTaH Takum 06pa3oM, 4Tobbl UM MOT
NoNb30BaTbCs KAK HAUMHAOLLMIA, Tak 1 OMbITHLIN NONb30BaTeNb. Bce KOMaHAbI 1
napaMeTpbl UMEIT SICHbIe 1 erko 3anoMuUHakoLLMecs Ha3BaHKs.

KomaHZAbl pa36buTbl Ha rpynmnbl 1 BbICTPOEHbI B epapXuto. Taknm o6pasom, Ans
BbINOHEHWNS KAKOK-1M60 HACTPOIKIN NONBb30BaTENIO HY>HO NocneAoBaTe/IbHO BBECTH
Ha3BaHWs BNOXEHHbIX rPYMN KOMaHZ, (Y310BbIX KOMaHZA) 1 3aTeM BBECTU KOHEUHYHO
KOMaHAy ¢ napameTpamu.

Hanpumep, IP-agpec ceTeBoro nHtepderica FastEthernet0/Vlan2 3agaetca komaHAoM
address, koTopas HaxoauTcsa B rpynne interface - ip:

(config)>interface FastEthernet0/Vlan2 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa, B rpynny

HekoTopble y3noBble KOMaHAbl, cogepKaLle Habop JoUYepHUX KOMaHZ, NMO3BONSIOT
MO/Ib30BaTE/0 BbIMOMHUTL «BXOA» B FPYMMy, YTO6bl BBOAUTL AOYEPHME KOMaHABI
HenocpeACTBEHHO, He TpaTsA BpeMsl Ha BBOZA MIMEHW y3/10BOM KOMaHAbl. B 3ToM cayyae
MeHSeTCA TeKCT NpUraaLleHns KOMaHAHOM CTPOKK, YTO6bI NONb30BaTe b BUAEN, B KAaKOW
rpynne oH HaxoAnTcs.

JobaBneHa koMaHAa exit nnr no HaxxaTuro KombuHaumm knasuwl [Ctrl]+[D] BbiInonHsieTcs
BbIXOZ, 13 rpynnbl.

Hanpumep, npu Bxoge B rpynny interface npurnalieHne KOMaHAHOM CTPOKW MeHsAeTCs
Ha (config-if):

(config)>interface FastEthernet0/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 /icnosib30oBaHMe CNpaBKU U
aBToOA0MNoJ/IHeHUA

28

[lna Toro 4to6bI caenaTh NPOLLECC HACTPOMKM MaKCUManbHO YAO6HbLIM, MHTepdenc
KOMaHZAHOW CTPOKN nMeeT GYHKLMI0 aBTOA0MOMHEHNS KOMaHA 1 NapamMeTpos,
noAcKkasblBas ornepaTopy, Kakme KOMaHAbl AOCTYMNHbI Ha TekyLLleM YPOBHE B/IOXKEHHOCTMU.
ABTOZ0MONHEHMe paboTaeT No HaxaTuo Knaeuwmn [Tab]l. Hanpumep:

(config)>in[Tab]
interface - network interface configuration

(config)> interface Fa[Tab]
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Usage template:
interface {name}

Variants:
FastEthernet0
FastEthernet0®/Vlanl
FastEthernet0®/Vlan2

(config)> interface FastEthernetO[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0/Vlanl
FastEthernet0/Vl1an2

(config)> interface FastEthernetO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLeil KOMaHge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface FastEthernet0/Vlan2 [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
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ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface FastEthernet0/Vlan2

2.3 NMpedunkc no

I'Ipeq>|/||<c NO NCNONBb3YeTCA AN1A OTMEHDbI ,Cl,eIZCTBI/Iﬂ KOMaHZAbl, nepes KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHaa interface oTBeuaeT 3a co3jaHMe ceTeBOro MHTepdeica c 3ajaHHbIM
nmeHeM. Npedrkc no, NCnonb3yeMblii C 3TON KOMaHAOW, Bbl3biBaeT 0bpaTHoOe JelicTBre —
yaaneHve nHtepderica:

(config)> no interface PPPoEO

Ecnn koMaHga cocTaBHasi, N0 MOXET CTaBUTLCA Nepes, obbiM ee YneHoM. Hanpumep,
koMaHga service dhcp BkarouaeT cnyx6y DHCP 1 cOCTOUT U3 ABYX YacTel: service —
NMEHW rpynnbl B nepapxum koMang, n dhecp — KoHeuHol komaHAbl. Mpedurkc no MOXKHO
CTaBUTb Kak B Hayase, Tak 1 B cepeimnHe. leincTeme B 060mx cnyyasx byaeT o4NHAKOBbIM:
OCTaHOBKa C/TyX6bl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,

30

MHorue KOMaHAbI o6na,a,a+0T CBOWVICTBOM UGEMI’)OI’I’IEHmHOCmU, KOTOpPOE NPOoABAAETCA B
TOM, YTO MHOFOKpaTHbIIZ BBOJ 3TUX KOMaHA NpUBOANT K TEM XE USMEHEHUAM, UTO U
oAHoOKpaTHbI. Hanpumep, komaHAa service http fo6asnsert ctpoky «service http» B
TekyLme HacTPOWMKKN, U MNP MOBTOPHOM BBOJE HMUYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosiseT A406aBNATb He OfHY, a8 HECKONbKO 3anuncen, ecnu
BBOAMWTb VX C Pa3HbIMW aprymeHTaMu. Hanpumep, ctatuyeckme 3anucy B Tabnvue
MapLipyTusaumu ip route nnv dunbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NpUCYTCTBYHOT B HAaCTPOMKax B BUAE CINCKA:

Mpumep 2.1. cnonb3oBaHMe KOMaHAbl C MHOFOKpPaTHbIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1
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3anucK 13 Takmnx TabauL, MOXHO yAansaTb No OAHOM, NCMOb3ys NpePUKe No, 1 yKasbiBas
B apryMeHTe KOMaHZbl, Kakyto UMEeHHO 3anucb TpebyeTcsa yaanunTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO

ip route 1.1.1.0 2
.1.3.0 255.255.255.0 PPTP1

ip route

[y

2.5 CoxpaHeHue HacTpoekK

TekyLLme 1 CTapTOBble HACTPONKK XpaHATCA B ¢painax running-config u startup-config.
Ans TOoro 4To6bl COXPaHUTL TeKyLLMe HAaCTPOKN B SHEProHEe3aBUCMMYHO NaMATb, HYXXHO
BBECTW KOMaHAY KOMMPOBaHUs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTNno)KeHHas nepesarpyska

Ecnm Runner 4G HaxoAnUTCA Ha 3HAUNTENBHOM yAaneHU oT onepaTopa 1 yrnpaBnseTcs
Mo CeTW, BO3HNKAET OMNACHOCTb MOTEPSTh CBA3b C HVM MO NPUYNHE OLUMGOYHbIX AeACTBIIA
oneparopa. B 3ToM clyyae nepesarpyska 1 BO3BPaT K COXPaHeHHbIM HacTpolikam 6yayT
3aTpyZAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/IOXXEHHO nepesarpysku,

BbINOHUTb «OMaCHbIe» HACTPOIIKM, 3aTeM BbIK/TIOUNTbL TaliMeEp Y COXPaHUTb U3MEHEHWS.
Ecnv B npoLiecce HacTPOLiKM CBSI3b C YCTPONCTBOM byAeT NoTepsiHa, onepaTopy A0CTaTOUHO
ByAeT A0XAATbCA aBTOMATNYECKOWN nepesarpy3ku 1 NOAKNHOUNTBLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OonucaHue KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

MNpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  copy ¢«sources «destinations

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

source Ums gaiina MNyTb K daliny, KOTopbI HE0H6XO0AMMO
CKOMMpoBaTh.

destination |Wma ¢aina MyTb K KaTanory, Kyga éygeT ckonmpoBaH
dann.

Mpumep Hanpuwmep, coxpaHeHmne HacTpoek genaetcsd Tak:

(config)> copy running-config startup-config
(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

VICTOleﬂ N3MeHeHWniA Bepcmﬂ onvcaHue

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHue Yaanutb paiin n3 namatu Runner 4G.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
filename Wma ganna MyTb K paliny, KOTOPLIA HEO6XOAMMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.14ls
OonucaHue BbiBecTy Ha akpaH cnncok ¢ainnos B yKkazaHHOM KaTanore.
Mpejukc no Het
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MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

CuHoncuc

(config)> s [«directory:]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
directory CTpoka MNyTb K KaTanory. [lomkeH cogepxatb NMs
bainnoBoi CUCTEMbI M HEMOCPEACTBEHHO NYTh
K kaTanory B dopmarte < painoas cmcrema
> < nyTb >. NpyMepbl GpalinoBbIX CUCTEM —
flash, temp, proc, usbn t. 4.
Mpumep (config)> 1s FILES:

rel: FILES:

entry, type = D:

name: com

entry, type = R:
name: IMAX.mkv
size: 1886912512

entry, type = D:
name: speedfan

entry, type = D:
name: portable

entry, type = D:
name: video

entry, type = D:

name: HoBas nanka
VICTOpI/Iﬂ N3MeHeHUn Bepcwﬂ onvicaHue
2.00 JlobaBneHa komaHaa ls.

3.1.5 mkdir

OnucaHwue Co3paTb HOBbI KaTasnor.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog, Het
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.1.6 more

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config)> mkdir «directory»

AprymeHT 3HauyeHue OnucaHwue

directory Ctpoka MyTb K KaTanory.

(config)> mkdir SANDSK:/test
FileSystem: :Repository: "SANDSK:/test" created.

(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.

Bepcus OnucaHve

212 JobaBneHa komaHaa mkdir.

BbiBeCTV Ha 3KpaH cofepXXmMMoe TeKCToBOro gaiina NnoCcTpoyHoO.
Het
Het

Het

(config)> more «filename>

AprymeHT 3HauyeHue OnuncaHwue

filename Wms @anna MonHoe nma gaina nam NCeBAOHUM.

(config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1 rotate

Bepcus OnucaHve

2.00 JlobaBneHa KoMaHa more.

3.2 access-list

OnucaHwne

JocTyn K rpynne KOMaHz, A5 HaCTPOVKM BbIBPAaHHOIO CMCKa NpaBu
dunbTpaumm nakeToB. ECM CNNCOK He HalAeH, KOMaHAa NbITaeTCs ero
C03/aTb. TakoW CANCOK MOXET 6bITb NPUCBOEH CeTEBOMY UHTepdericy ¢
nomoLLblo KoMaHapl interface ip access-group.

KomaHgaa ¢ npedrkcom no yaansieT Crnmcok npasul.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Bxo)xaeHue B rpynny (config-acl)

CuHoncuc (config)> access-list <name»

(config)> no access-list wname>

AprymeHTbI AprymeHT |3HauyeHue |OnucaHue

name Ctpoka Ha3BaHwne cnuncka npasun ¢unbTpaumm (Access
Control List, ACL).

Mpumep (config)> access-list test_acl
Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa access-list.

3.2.1 access-list auto-delete

OnucaHwue BkirounTb aBTOMatmnyeckoe yaaneHve npasun ACL npu yganeHun
nHTepderica. KomaHga NpUHYANTENBHO BKAKOYAETCA AN CMUCKOB A0CTYNa
c npe¢rikcom WEBADMIN .

KomaHga He MOXeT 6bITb BK/OUEHa, eI HeT NPUBA3aHHbIX MHTep¢eincoB.
NckntouveHnem aBnseTtca uteHue startup-config.

KomaHga ¢ npedurkcom no oTkIoUaeT aBToMaTnYeckoe yaaneHue.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncunc I (config-acl)>  auto-delete

I (config-acl)> no auto-delete
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Mpumep (config-acl)> auto-delete
Network::Acl: Enabled auto-deletion for " WEBADMIN Home" access »
group.

(config-acl)> no auto-delete
Network::Acl: Disabled auto-deletion for " WEBADMIN Home" access »

group.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
3.09 JlobaBneHa koMaHa access-list auto-delete.

3.2.2 access-list deny

OonucaHune Jo6aBnTb 3anpeLuatoLLiee NpaBmao GUAbTPaALMMN NaKeTOB B yKa3aHHbIA ACL.
KomaHgaa c npedurkcom no yaanseT npaBuo.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, /[la

CuHoncuc (config-acl)>  deny (tcp | udp) <sources <source-mask»

[ port((<src-port-operators <source-ports)|

( range <source-ports <source-end-port,))]
<destinations «destination-mask>

[ port((<«dst-port-operators«destination-port)|

( range «destination-port> «destination-end-port»))]

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask»

(config-acl)> no deny (tcp | udp) <sources <source-mask»
[ port((<«src-port-operator: <source-port)|
( range <source-port <source-end-port;))]
«destinations «<destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port>«destination-end-port))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
tcp Knoyesoe |TCP NpOTOKO.
cn10B0O
udp Knouyesoe |UDP npoToko.
cn10B0O
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AprymeHT 3HaueHve |OnucaHve
icmp Kmwyesoe  |ICMP npoTokon.
C/1080
esp Krwyesoe |ESP npoToKON.
C/10B0
gre Knwyesoe |GRE npoTokon.
C/10B0
ipip Kmwyesoe |IP in IP NnpOTOKON.
C/10B0
ip Knwyeoe |IP-npoToKON (BKAtOYaeET B cebsa TCP,
C/10B0O UDP, ICMP v npouwve).
source IP-agpec |AApec NCTOYHKMKA B 3arosioBKe
IP-nakerta.
source-mask IP-macka |Macka, npMMeHeHsemas K agpecy
NCTOYHVKa B 3aronoske IP-nakera,
nepe/j CpaBHeHVEM C source.
CywecTByeT ABa crnocoba BBOAa MacKu:
B KaHOHWYeckol dopme (Hanpumep,
255.255.255.0) 1 B BUAe 6UTOBOI
ANViHBI NpeduKca (Hanpumep, /24).
source-port Lenoe MopT ncrounmka s TCP nnn UDP
uncno 3aroJioBke.
source-end-port Lenoe OkoHuaHWe jrnanasoHa NoOpToB
4yucsio NCTOYHWNKaA.
src-port-operator |1t OnepaTop «MeHbLUe» A5 CPaBHEHNSA
nopTa € yKa3aHHbIM source-port.
eq OnepaTtop «paBHO» ANSA CPaBHEHMS
nopTa C yKa3aHHbIM source-port.
gt Onepatop «6onbLUe» A5 CPaBHEHNS
nopTa C YKasaHHbIM source-port.
destination IP-agpec |Appec Ha3HayeHWA B 3arosioBke
IP-nakera.
destination-mask IP-macka |Macka, npMMeHeHsaemas K agpecy
Ha3sHa4deHWA B 3arosioBke IP-nakeTa,
nepes cpaBHeHmneMm c destination.
CywecTByeT ABa cnocoba BBOJa Macku:
B KaHOHWn4eckol dopme (Hanpumep,
255.255.255.0) u B BUAe 61TOBOI
ANVHBI Npedukca (Hanpumep, /24).
destination-port Llenoe MopT Ha3HauyeHwa B TCP nan UDP
uncso 3aroJioBke.
destination-end-port|lenoe OKOHuaHwue gmnanasoHa NopToB
4yucJsio Ha3Ha4veHnA.
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AprymeHT 3HaueHve |OnucaHve

dst-port-operator |lt OnepaTop «MeHbLLe» A/ CPaBHEHUSA
nopTa C YKasaHHbIM
destination-port.

eq OnepaTtop «paBHO» AN CPaBHEHMS
nopTa € yKa3aHHbIM
destination-port.

gt Onepatop «6onbLUe» Ans CpaBHEHNS
nopTa C YKa3aHHbIM
destination-port.

Npumep (config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule deleted.

WcTopus nsmeHeHum Bepcus onucaHue
2.00 [JlobaBneHa komaHza access-list deny.
2.06 HoBoe 3HaueHue ip 6b110 f06aBNEHO B apryMeHT
protocol.
2.08 Jlo6aBneHbl HOBblE MPOTOKO/bI esp,gre 1 ipip
2.09.A.2.1 JlobaBneHbl Anana3oHbl MOPTOB.

3.2.3 access-list permit

OnucaHue Job6aBuTb paspeLuatoLee npasuno dbuabTpaLmm NnakeTos B yKasaHHbIN ACL.
KomaHga ¢ npedunkcom no yaanseT npasuo.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc I(conﬁgacD> permit (tcp | udp) <source <source-mask
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AprymeHTsl

[port((<«src-port-operators<source-port)|

( range <source-ports <source-end-port»))]
«destinations <destination-mask>

[ port((<«dst-port-operator:«destination-port)|

( range «destination-port> «destination-end-port»))]

(config-acl)> permit(icmp | esp | gre | ipip | ip)«sources«source-mask>
<destinations «destination-mask>

(config-acl)> no permit (tcp | udp) <sources <source-mask>
[ port((<«src-port-operators<source-port)|
( range <source-ports<source-end-port»))]
<destinations «destination-mask>
[ port((<«dst-port-operators«destination-port)|
( range «destination-port> «destination-end-port>))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask>
<destinations «destination-mask>

AprymeHTt 3HaueHue |OnucaHve
tecp Kriwyesoe | TCP NpOTOKO/.
CJ10BO
udp Knouyesoe |UDP npoToKo.
C/10B0
icmp Kmwyesoe  |ICMP npoTokon.
CJ/10BO
esp Krwuesoe |ESP npoToKON.
C/1080
gre Krw4esoe  |GRE NpoOTOKO.
C/1080
ipip Kmwyesoe |IP in IP NnpOTOKON.
CJ10BO
ip Knwuyeoe |IP-npoTOKON (BKAtOYaET B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
source IP-agpec |AApec NCTOYHKMKA B 3arosoBKe
IP-nakerta.
source-mask IP-macka |Macka, npMMeHeHsemMas K agpecy
NCTOYHVKa B 3aronoske IP-nakera,
nepe/ CpaBHeHVIEM C source.
CywecTByeT ABa cnocoba BBOAa Macku:
B KaHOHW4Yeckol dopme (Hanpumep,
255.255.255.0) n B BuAe 61MTOBOM
ANViHBI NpeduKca (Hanpumep, /24).
source-port Lesnoe MopT ncrouHmka s TCP nnn UDP
uncno 3aroJioBske.
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Mpumep

AprymeHT 3HaueHve |OnucaHve
source-end-port Lenoe OKoHuaHwue gmnanasoHa nopToBs
yncno NCTOYHUMKa.
src-port-operator |lt OnepaTop «MeHbLLEe» A/ CpaBHEHNA
nopTa C yKasaHHbIM source-port.
eq OnepaTop «paBHO» 4SS CPaBHEHUS
nopTa € yKasaHHbIM source-port.
gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa C yKasaHHbIM source-port.
destination IP-agpec |Aapec Ha3HayeHWs B 3aronoBke
IP-nakerta.

destination-mask IP-macka |Macka, npriMeHeHaeMas K agpecy
Ha3HayeHus B 3aronoske IP-nakera,
nepes cpaBHeHMeM c destination.
CywecTByeT ABa cnocoba BBOAa MacKu:
B KaHOHMYeckon ¢opme (Hanpumep,
255.255.255.0) 1 B BUAe 6UTOBOI
ANVIHBI NpeduKca (Hanpumep, /24).

destination-port Lenoe MopT Ha3HauyeHwa B TCP nnn UDP
4yucsio 3aronaoBke.

destination-end-port|lenoe OKoHuYaHWe AranasoHa NopTos
Ynco HasHayeHws.

dst-port-operator |1t OnepaTop «MeHbLUe» A5 CPaBHEHNSA

nopTa C YKa3aHHbIM
destination-port.

eq OnepaTtop «paBHO» ANSA CPaBHEHMS
nopTa C YKasaHHbIM
destination-port.

gt Onepatop «6obLUe» ANs CPaBHEHNS
nopTa € yKa3aHHbIM
destination-port.

(config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 8080 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.00

[JobaeneHa komaHza access-list permit.

2.06

protocol.

HoBoe 3HaueHwe ip 66110 f06aBAEHO B apryMeHT

2.08

JlobaBneHbl HOBbIE MPOTOKO/bI eSp,gre v ipip.

2.09.A.2.1

Jo6aBneHbl A1anasoHbl NOPTOB.

3.2.4 access-list rule

OnucaHue OTkNUUTL NpaBunao ACL, orpaHNUYUTL BpeMs ero paboTbl pacnmcaHmnem,
N3MEHUTb ero MecTo B CNucke Npasua Unv A4o6aBnTb ero onmcaHuve.

KomaHga ¢ npe¢|/||<c0M Nno BKNKOYaET NpaBunio, OTMEHAET pacnncaHmne nin
yAandet onncaHme.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-acl)>  rule «index> (disable | schedule «<schedule> | order
<new-indexs | description «descriptiom)
(config-acl)> no rule <index> (disable | schedule | description)
AprymeHTbI AprymeHT 3HaueHue OnucaHue
index lenoe uyncno |Homep npasuna ACL.
disable Knwyesoe OTknrounTe Npasuao ACL.
C/1080
schedule Pacnuncanune Ha3sBaHMe pacnmncaHus, CO3A4aHHOro npu
nomMoLum rpynnel KoMaH4 schedule.
order Lenoe 4ucno HoBas nosumuma npasuna ACL B cnucke.
description |CTpoka OnuncaHue npasuna ACL.
Mpumep (config-acl)> rule 0 disable

Network: :Acl:

(config-acl)>
Network: :Acl:

Rule disabled.

rule 0 schedule acl_schedule
Rule schedule set to "acl schedule".

(config-acl)>rule 0 description myacl
Network::Acl: Rule description set to "myacl".

(config-acl)>

rule 0 order 1
Network::Acl: Rule 0 moved to position 1.
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UcTopusa nsmeHeHwnii

(config-acl)> no rule 0 disable
Network::Acl: Rule enabled.

(config-acl)> no rule 0 schedule
Network: :Acl: Rule schedule removed.

(config-acl)> no rule 0 description
Network::Acl: Rule description removed.

Bepcus OnucaHue

2.08 JobaeneHa komaHaa access-list rule.

3.3 adguard-dns

OnucaHue
MNpedukc no

MeHsieT HacTpoiKmn

JocTyn K rpynne KoMaHA AN HacTporkn npodunent sawmnTel AdGuard DNS.
Het

HeTt

MHorokpaTtHbIiA BBog Het

BxoXkaeHue B rpynny

CunHoncuc

Mpumep

UcTopuns nsmeHeHnii

3.3.1 adguard-

OnuncaHwme

Mpe¢ukc no
MeHsieT HaCTPOUKMN

MHorokpaTtHbIiA BBOJ,

(adguard-dns)
I (config)> adguard-dns

(config)> adguard-dns
Core::Configurator: Done.
(adguard-dns)>

Bepcus OnucaHve

212 JobasneHa komaHaa adguard-dns.

dns assign

Ha3HaunTb npodunb 3amThl XOCTY. 10 yMONYaHMIO A/15 BCEX XOCTOB
ncnonb3yeTtca npodunb standard.

KomaHga c npedrkcom no Bo3BpaLL@eT 3HaueHe No yMonyaHmo — npodusib
standard.

Ja
Ja
Aa
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naBa 3 OnncaHme KOMaHA,

Cunoncuc (adguard-dns)>  assign [ <host» ] <types
(adguard-dns)> no assign [ <hosts ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
host MAC-appec XOCT, K KOTOpOMY NpuMeHsieTcs Nnpodub
3aWnThl. Ecnm He ykasaH, npodunb
NPYMeHsAEeTCH KO BCEM XOCTaM.
type default 3aluMTa He NCNoJIb3yeTCs.
base BroknpoBKa peksiambl, TPEKNHIa 1 GULLINHTA.
standard BesonacHoe npeobpasosaHume DNS, 6e3
6710KMPOBKN.
family BnokupoBKa peknambl, TPEKNHIa, GULLINHTA,
CaliToB A/19 B3POC/bIX, BKNHOUUTEL 6€30MacHbI
nouck B bpaysepe.
Mpumep (adguard-dns)> assign base

AdguardDns::Client: Default type set.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA default
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been associated with »
"default" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA standard

AdguardDns::Client:
with "standard" profile.

"4C:0F:6E:4B:3C:BA" has been reassociated »

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA family

AdguardDns::Client:

with "family" profile.

"4C:0F:6E:4B:3C:BA" has been reassociated »

(adguard-dns)> no assign a8:1e:84:85:f2:72
AdguardDns::Client: Host "a8:1e:84:85:f2:72" has been removed.

(adguard-dns)> no assign

AdguardDns::Client: Default type set.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.12

JobasneHa komaHaa adguard-dns assign.

3.3.2 adguard-dns check-availability

OnucaHwue MpoBepuTb JOCTYNHOCTL CNYX6bl AdGuard DNS.

MNpejukc no Het

MeHsieT HacTpoiikn  Hert
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

WcTopus nsmeHeHum

3.3.3 adguard-

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpoViKKn

I (adguard-dns)>  check-availability

(adguard-dns)> check-availability
AdguardDns::Client: AdGuard DNS is available.

Bepcus OnucaHue

2.12 Job6asneHa komaHaa adguard-dns check-availability.

dns enable

Brntoumntb cnyx6y AdGuard DNS.

KomaHga ¢ npedrkcom no ocTaHaBIMBAET CYX6Y.
Ja

Ja

MHorokpaTtHbiiA BBog, Het

CviHoncmc

Mpumep

WcTopusa nsmeHeHum

I (adguard-dns)>  enable

I (adguard-dns)> no enable

(adguard-dns)> enable
AdguardDns::Client: AdGuard DNS enabled.

(adguard-dns)> no enable
AdguardDns::Client: AdGuard DNS disabled.

Bepcus OnucaHve

2.12 JobasneHa komaHaa adguard-dns enable.

3.4 cloud control2 security-level

OnuncaHwune

Mpe¢ukc no

MeHsieT HacTpoiAKK

YcTaHoBUTL ypoBeHb 6e3onacHocTu cepBuca Cloud Control2 ang mobunbHoro
npunoxeHus Keenetic. Mo ymMon4aHWO Ha3HavYeH ypoBeHb 6e30MacHOCT
public.

Het

Ja

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

(config)> cloud control2 security-level (public | private)

AprymeHTbI AprymeHT |3HaueHue

OonvicaHune

public Knw4yeBoe cnoso

Joctyn k Cloud Control2 pa3pelueH ans
public, private n protected nHTepdeiicos.

private |KnwyeBoe cs0oB0

Joctyn k Cloud Control2 pa3peLueH TOAbKO

Ans private nHTepdericos.

Mpumep (config)> cloud control2 security-level public
CloudControl2: :Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

VlCTOleﬂ n3MeHeHunA Bepcmﬂ onvicaHue

3.05 Jlo6aBneHa komaHga cloud control2 security-level.

3.5 cloudflare-dns

OnucaHune JocTyn K rpynne KOMaHA ANns HacTporiku npodunein 3awmtel Cloudflare DNS.

Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiia BBog, Het

BxoxxaeHue B rpynny (cloudflare-dns)

CvHoncuc I(config)> cloudflare-dns

MNpumep (config)> cloudflare-dns
Core::Configurator: Done.
(cloudflare-dns)>

WcTopuns nsmeHeHnit |Bepcus onucaHue

3.05 Jo6aBneHa komaHaa cloudflare-dns.

3.5.1 cloudflare-dns assign

OnucaHwue Ha3HaunTb npodunb 3awmThl XOCTY. 10 yMOYaHMIO 415 BCEX XOCTOB
ncnonb3yetca npodunb standard.

KomaHga ¢ npe¢|/||<c0M No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Ja
Ja
Aa
(cloudflare-dns)>  assign [ <hosts ] «types

(cloudflare-dns)> no assign [ <hosts ]

AprymeHT |3HauyeHue OnucaHve

host MAC-agpec XOCT, K KOTOpPOMY NpuMeHsieTcs Npodub
3awmTbl. Ecin He ykasaH, npodunib
MPUMEHSAETCH KO BCEM XOCTaM.

type default 3almTa He UCNoJib3yeTcs.
standard BesonacHbii DNS, 6e3 610KMpoBKN.
malware BnoknpoBka BpegoHOCHbIX MPOrpamMm.
family BnokvpoBka BpeJOHOCHbLIX MPOrpamMMm 1 caliToB

AnA B3pOC/bIX.

(cloudflare-dns)> assign default
CloudflareDns: :Client: Default type set.

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 default
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "default" profile.

v

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 standard
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "standard" profile.

v

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 malware
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "malware" profile.

\J

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 family
CloudflareDns::Client: "c0:b8:83:c2:cb:11" has been reassociated
with "family" profile.

v

(cloudflare-dns)> no assign c0:b8:83:c2:ch:11
CloudflareDns::Client: Host "c0:b8:83:c2:cb:11" has been removed.

(cloudflare-dns)> no assign
CloudflareDns: :Client: Default type set.

Bepcus OnucaHve

3.05 Job6asneHa komaHaa cloudflare-dns assign.
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3.5.2 cloudflare-dns check-availability
OnucaHwne MpoBepuTb AOCTYNHOCTL cnyx6bl Cloudflare DNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(cloudflare-dns)> check-availability

Mpumep (cloudflare-dns)> check-availability
CloudflareDns: :Client: Cloudflare DNS is available.

MCTOPMH N3MeHeHU Bepcmﬂ onvicaHue

3.05 Jo6asneHa komaHga cloudflare-dns check-availability.

3.5.3 cloudflare-dns enable

OnucaHune BkntounTb cnyx6y Cloudflare DNS.
KomaHga ¢ npednkcom no ocTaHaBAMBAET CNIYXKOy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het

CnHoncuc I (cloudflare-dns)>  enable

I (cloudflare-dns)> no enable

Mpumep (cloudflare-dns)> enable
CloudflareDns::Client: Cloudflare DNS enabled.

(cloudflare-dns)> no enable
CloudflareDns: :Client: Cloudflare DNS disabled.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

3.05 JlobaBneHa komaHaa cloudflare-dns.

3.6 components

OonucaHue [0CTyn K rpynne KOMaHZ 415 ypaBieHNsi KOMMOHEHTaMV MUKPOMNPOrpaMMbl.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

UcTopuns nameHeHuii

Het
Het
Het

(config-comp)

(config)> components

Bepcus OnucaHve

2.00 JobaBneHa KOMaHAa components.

3.6.1 components auto-update channel

OnucaHune

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

3a4aTb NCTOYHMK KOMIMOHEHTOB AN4 q)yHKLl,VII/I aBToO6HOBNEHUA. 1o
YMOJTYaHUIO NCNOIb3yeTCA 3Ha4YeHne stable.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Ja
Ja
Het
(config-comp)>  auto-update channel <channel

(config-comp)> no auto-update channel

AprymeHT 3HauyeHue OnuncaHwue

channel stable KOMMOHEeHTbLI MOJIHOCTLIO MPOTECTVPOBAHbI
M peKoMeHAyrTCa 419 YCTaHOBKW. B
Beb-mHTepderice 3TOT KaHaN yKa3aH Kak
Penus.

preview KomnoHeHTbI cogep>kaTt HoBelLwme GyHKLMN
1 yCOBepLUEHCTBOBAHWS, HO MPOTEeCTVUPOBaHbI
He NoNHOCTLIO. B Be6-MHTepdelice 3TOT kaHan
yKa3aH Kak lpepBapuTenbHas Bepcus.

draft KoMnoHeHTbI cogepikaTt HoBelilume GyHKLNK
1 NCNONb3YHTCA A5 TeCTUPOBaHMA. B
Beb-nHTepdeince 3TOT KaHaN yKasaH Kak
TectoBasa cbopka.

(config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.01 [JobaBneHa komaHaa components auto-update channel.

3.6.2 components auto-update disable

OnucaHune (DyHKLl,VIﬂ aBTOMATMYecKoro 06HOBNEHUSA KOMIMOHEHTOB. o YMO/T4aHUKO
aBTOMaTU4Yeckoe 06HOBEHME BKIHOUEHO.

KomaHga c npedurkcom no BKAtOUaeT aBToMaTnyeckoe o6bHOB/EHMeE.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbI/i BBog, /[la

CnHoncuc I(config—comp)> auto-update disable

I (config-comp)> no auto-update disable

Mpumep (config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

2.09 JlobaBneHa komaHza components auto-update disable.

3.6.3 components auto-update schedule

OnucaHmne MprcBOUTL pacnucaHmne Ana paboTbl PyHKLMN aBTOMATNYECKOr0 O6HOBEHMS.
Mepes BbINOAHEHNEM KOMaHAbI pacnuncaHne A0/XXHO 6biTb CO3AaHO U
HaCcTpoeHo npu nomoLm komaHael schedule action.

KoMaHAa ¢ Nnpedunkcom no pa3pbiBaeT CBsi3b MeXAY pacnmncaHem u
aBTOMaTUYEeCKUM O6HOBNEHUNEM.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config-comp)>  auto-update schedule «<schedule;

I (config-comp)> no auto-update schedule
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
schedule Pacnncanne |Ha3BaHMe pacnmcaHus, CO34aHHOro npu
nomMoLum rpynnel KoMmaHa schedule.

Mpumep (config-comp)> auto-update schedule Update
Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
3.03 [JlobaBneHa KoMaHAa components auto-update
schedule.

3.6.4 components check-update

OnucaHue MpoBepnTb 06HOBNEHME NPOLUNBKN ANS KaHAMAATA U BEe4OMOro
yctporictea MogynbHon Wi-Fi Cnctembl.

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Curoncuc (config-comp)>  check-update [ force]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
force Knoyesoe [MoCcTOAHHO NPOBEPATL Hann4me
c/10B80 06HOBNEHWI.
Mpumep (config-comp)> check-update

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no

(config-comp)> check-update force

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.14 Jo6aBneHa koMmaHaa components check-update.

3.6.5 components commit

OnucaHune |_|pI/IMeHI/ITb n3MeHeHns, BHeCeHHble KoMaHaaMu components install n
components remove.

MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-comp)>  commit
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 [JobaBneHa KOMaHAa components commit.

3.6.6 components install

OnucaHwue OTMeTUTb KOMMOHEHT ANs nocaeaytoLlein yctaHoBk. OKOHYaTeNbHas
YyCTaHOBKa BbINOIHAETCA KOMaHAo0M components commit.

MNpejukc no Het
MeHsieT HacTpouikm  /[la

MHorokpaTtHbIiA BBOg, [a

CuHoncnc (config-comp)>  install «component>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
component CTpoka Ha3BaHVe KoMnoHeHTa. CNMCoK JOCTYMHbIX
NS YCTAHOBKW KOMMOHEHTOB MOXET 6bITb
BblBeJeH Ha 3KpaH KOMaHAolM components
list.
Mpumep (config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 JlobasneHa KoMaHAa components install.
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3.6.7 components list

OnucaHwue HGDEKJ'IFOLII/ITbCFI Ha Bbl6paHHy}O necoyHuUy n oTMeTuUTb 4114 YCTaHOBKU BCe
KOMIMOHEHTHI, Tpe6y+ou.u/|e M3MeHeEHNA ANA COOTBETCTBUA BEPCN B
rnecoyvHunue. Echm BeINONHNTL KOMaHAy 6e3 aprymeHTa, 1o 6yAET BbiBeAeH
BeCb CNCoK BCceX KOMMOHEHTOB TeKyu.|,e|7| neco4vHumubl (yCTaHOBﬂeHHbIX n
AOCTYNHbIX 4NA yCTaHOBKI/I). Ecnn OTCYTCTBYET NoAK/MH4YEHNE K MHTepHET, TO
6yp,eT BblBE€4EH TONIbKO CMNCOK y>Ke YCTaHOB/1€HHbIX KOMMOHEHTOB.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-comp)>  list [ sandbox ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
sandbox Ctpoka YpaneHHasa necoyHuua, Hanpumep stable
nnu beta.
Mpumep (config-comp)> list
firmware:
version: 2.13.C.0.0-1
sandbox: stable
local:
sandbox: beta
component:
name: base
priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb5840
installed: 2.13.B.1.0-1
preset: minimal
preset: recommended
queued: yes
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHza components list.
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2.06.A.6 Job6asneH napameTp sandbox. KomaHaa components

list 4oMKHa NCNONB30BaTLCS BMECTO yCTapeBLUeit
components sync.

3.6.8 components preset

OonucaHue Bbl6paTh roToBbI HA6OP KOMMOHEHTOB. YCTaHOBKa Habopa BbIMOHSAETCS
KoMaHZol components commit.

Mpexae Yem ycTaHOBUTbL HabOp KOMMOHEHTOB, NMPOBepbLTE NOC/eHNE BEpCUA
KOMMOHEHTOB Ha cepBepe 06HOBNEeHW KoMaHAo components list.
TpebyeTca nogkntoueHve K VIHTepHeTy.

MNpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-comp)>  preset preset>

AprymeHTbI KonnuectBo 1 Ha3BaHWsA roToBbIX HA6OPOB KOMMOHEHTOB MOTYT HbITb
N3MeHEeHbI, MO3TOMY PpeKOMeHAyeTCsl MPOBEPUTL CINCOK AOCTYMHbIX HA6OPOB
KoMaHZAol preset [Tab].

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWHMMaNbHO BO3MOXHbI AN paboTbl
yCTporicTBa Habop KOMMOHEHTOB byaeT
OoTMeueH.

recommended |PekomeHAyeMbli HA6OP KOMMOHEHTOB byAeT
OTMEYEH AN YCTAaHOBKMW.

Mpumep (config-comp)> preset [Tab]

Usage template:
preset {preset}

Choose:
minimal
recommended

(config-comp)> preset recommended

lib: :libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa components preset.
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3.6.9 components preview

OnucaHune MokasaTb pasMep NPOLUMBKW, COCTABNEHHOM 113 KOMMOHEHTOB, BbI6paHHbIX
C MOMOLLBI0 KOMaHAbl components install.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-comp)>  preview
Mpumep (config-comp)> preview
preview:
size: 7733308
WcTopus nsmeHeHnit |Bepcus onuncaHue

2.06 [JlobaBneHa KomaHza components preview.

3.6.10 components remove

OnucaHue OTMeTUTb KOMMOHEHT ANs nocneayroLwiero yganeHu4. OkoHu4aTenbHoe
yAaneHume BbINMOJIHAETCA KOMaHA0m components commit.

Mpedunkc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-comp)>  remove <component»
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
component Ctpoka Ha3sBaHue KomMnoHeHTa. CNMCOK AOCTYMHbIX
ANS yfaneHNs KOMMNOHEHTOB MOXET bbITb
BbiBeJeH Ha 3KpaH KOMaHAo components
list.
NMpumep (config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 [JobaBneHa KOMaHAa components remove.
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3.6.11 components validity-period

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

YCTaHOBWUTbL CPOK aKTyasIbHOCTU NOKabHOrO CAncKa KOMMOHeHTOB. 1o
NCTeYeHNN 3TOro BpeMeHn byaeT aBTOMaTUYeCKn BbiMoAHeHa KoMaHaa
components list Ana nony4yeHns TekyLLero Cnmcka KOMMNOHEHTOB C cepBepa
0o6HoBNEeHMA. [10 yMONYaHWMIO NCMOJIb3yeTcs 3HadeHne 1800.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.

Ja

Ja

HeTt

(config-comp)>  validity-period <seconds>

(config-comp)> no validity-period

AprymeHT 3HauyeHue OnuncaHue

seconds lenoe 4ucno |Cpok akTyasbHOCTM IOKAJIBHOIO CMMCKa
KOMMOHEHTOB B CeKyHAax. MoxeT npuHMMaTh
3HayeHWsa B npegesnax ot 0 40 604800
BKHOUNTE/IBHO.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Bepcus OnucaHve

2.03 [JobaeneHa komaHaa components validity-period.

3.7 crypto engine

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

BbibpaTh TN 06paboTkun ESP IPsec NakeToB.

KomaHgaa c npedurkcom no oTkauaeT GyHKLMHO.

Ja
Ja

HeT

I (config)> crypto engine <type>
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AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.8 crypto ike key

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

(config)> no crypto engine

AprymeHT

3HaueHve

OonvicaHune

type

software

MporpaMMHbI peXxuM.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.

Bepcus

OnucaHune

2.06

JobaBneHa KoMaHaa crypto engine.

Job6aBuTb kntou IKE ¢ naeHTNGNKaToOpoOM yAaneHHOM CTOPOHBI.

KomaHza ¢ npedurKcom no yaansieT ykasaHHbIN Koy,

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

(config)>

crypto ike key name> psk> («types<id> | any)

(config)> no crypto ike key name>

AprymeHT 3HauyeHue OnuncaHwue
name Crtpoka HasBaHwue kntoya. JlonyckaeTtcs
1CMOIb30BaHVIe CIMBOJIOB JIATUHCKOro
andasuTa, UNdp, TOUKKX, NOAYEPKUBAHUA N
deduca.
psk CTpoka MNaponb ans ayteHTUdMKaumn. JnnHa napons
MOXeT 6bITb OT 6 10 96 CMUMBOOB.
type address NaeHTudunkatopom aensetca IP-agpec.
fqdn NaeHTudnKaTopoM ABNSETCH MNOAHOE
JOMEHHOe NMA.
dn NaeHTNPrKaTopoM ABASETCH JOMEHHOE NMS.
email NaeHTndunKaTopom ABNSETCA 3N1eKTPOHHbIN
agpec e-mail.
id Ctpoka 3HaueHune naeHTudnKaTopa yaaneHHom

CTOPOHDbI.
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Mpumep

UcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

any Krmwyesoe PaspeluaeT ncnosib3oBaHMe Kao4da ans
C/I0BO nto60oi yaaneHHOM CTOPOHBI.

(config)> crypto ike key VirtualIPServer »
aDjs0C1lgvWCs0iE4Ijhs+HRnNPiheGA478 any

IpSec: :Manager: "VirtualIPServer": crypto ike key successfully »
added.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
updated.

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
removed.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto ike key.

3.9 crypto ike mtu

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

YcTaHOBUTL 3HaveHue MTU, koTopoe byaeT nepeaaHo IKE, Mo yMonyaHuio
MTU HacnepyeTcs OT HTedenca, Yepes KOTOPbIA OCYLLLEeCTBAAETCA JOCTYN B
VHTepHerT.

KomaHgaa ¢ npedurkcom no Bo3BpaLLaeT 3HadeHve MTU no ymondaHuto.

Aa

Ja

Het

(config)> crypto ike mtu (value)

(config)> no crypto ike mtu

AprymeHT 3HauyeHue OnucaHue

value UYesnoe uucro |3HaveHme MTU. MoxeT npUHUMaTb 3HaUYeHns
B npegenax oT 576 Ao 1500 BKAOUNTENLHO

(config)> crypto ike mtu 1400
IpSec::Manager: IKE MTU value is set to 1400.

(config)> no crypto ipsec mtu
IpSec: :Manager: Reset IKE MTU value.
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UcTopuns nameHeHuii

3.10 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3.11 crypto

OnucaHwmne

MNpejukc no

MeHsieT HacTpoikmn

Bepcus OnucaHve

3.08 [JobaeneHa komaHaa crypto ike mtu.

ike nat-keepalive

YcTaHOBUTb TalM-ayT MexXay NakeTamu keepalive B ciydae o6Hapy>KeHUs
NAT Mexay KnreHToM 1 cepBepoM IPsec. 1o yMo4aHNIo YCTaHOB/IEHO
3HaueHwe 20.

KomaHga ¢ npedrkKcom no Bo3BpaLLaeT 3HayYeHne Mo YMOAYaHUIO.

Ja

[Ja

Het

(config)> crypto ike nat-keepalive nat-keepalive;

(config)> no crypto ike nat-keepalive

AprymeHT 3HaueHne |OnucaHue

nat-keepalive |lYenoe umcno |Talim-ayT mexay naketamu keepalive B
cekyHAax. MoxeT NnpuHMMaTb 3HauYeHns B
npegenax ot 5 Ao 3600 BKIHOUNTENBHO.

(config)> crypto ike nat-keepalive 90
IpSec: :Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec::Manager: Reset crypto ike nat-keepalive timeout to 20 s.

Bepcus OnucaHve

2.06 [Jlo6aBneHa komaHga crypto ike nat-keepalive.

ike policy

JocTtyn K rpynne KoOMaHA ANs HaCTPOMKM Bbl6paHHOW nonnTtuku IKE. Ecnu
nonutuka IKE He HalaeHa, KOMaHAa MbiTaeTcsa eé co3aaThb.

KomaHga c npedukcom no yaanset nonntuky IKE. NMpur 3ToM gaHHas NoANTMKA
IKE aBTOMaTM4eckun yganaeTtcs u3s Bcex npounein IPsec.

Ja
Ja
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MHorokpaTHbIl/i BBog, /[la

BxoxxaeHue B rpynny (config-ike-policy)

CuHoncue (config)> crypto ike policy name>
(config)> no crypto ike policy name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name CTpoka Ha3saHve nonutuku IKE. lonyckaeTcs
1CNO/Ib30BaHMe CMBOJIOB JIATUHCKOro
andaBuTa, UNbp, TOUKW, NOAYEPKNBAHMA 1
fedwuca.
Mpumep (config)> crypto ike policy test
IpSec::Manager: "test": crypto ike policy successfully created.
(config)> no crypto ike policy test
IpSec::Manager: Crypto ike policy "test" removed.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.06 JobasneHa komaHgaa crypto ike policy.

3.11.1 crypto ike policy lifetime

OnucaHue YcTaHOBUTL BpeMs XN3HW accouunaumm IPsec IKE. o ymonuyaHmnto
1ncnonb3yeTca 3HaueHre 86400.

KomaHga ¢ npedrkcom no Bo3BpaLlaeT 3HaueHme no yMoa4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-ike-policy)>  lifetime <lifetime>
(config-ike-policy)> no Lifetime
AprymeHTbI AprymeHT  |3HaueHue |OnucaHune
lifetime UYenoe uucno |Bpemsa xunsHu accoumaumm IPsec IKE B
cekyHAax. MoxeT NpyHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.
Npumep (config-ike-policy)> lifetime 3600

IpSec::Manager: "test": crypto ike policy lifetime set to 3600 s.
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(config-ike-policy)> no lifetime
IpSec: :Manager: "test": crypto ike policy lifetime reset.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.06 JobasneHa koMmaHgaa crypto ike policy lifetime.

3.11.2 crypto ike policy mode

OnucaHwue 3ajAaTtb Bepcuto npoTtokona IKE. 1o ymonyaHnto NCNonb3yeTcd 3HadeHne
ikevl.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ike-policy)>  mode mode>

(config-ike-policy)> no mode

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

mode ikevl Bepcusa npotokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

Mpumep (config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".

(config-ike-policy)> no mode
IpSec::Manager: "test": crypto ike policy mode reset.

VICTOpI/Iﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa komaHga crypto ike policy mode.

3.11.3 crypto ike policy negotiation-mode

OnucaHwue YcTaHoBUTb pexxm obmeHa ans IKEv1 (cM. komaHay crypto ike policy mode).
Mo yMonuyaHWIo NCNob3yeTcsa 3HadYeHMe main.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHUIo.
MNpejukc no Ja

MeHsieT HacTpoiikn  [la
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MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-ike-policy)> negotiation-mode negotiation-mode>

(config-ike-policy)> no negotiation-mode

AprymeHTbI AprymeHTt 3HaueHue ‘Onmcal-me

negotiation-mode main OCHOBHOW pexum, 3aLumiiaeT
naeHTudmKaLmo nmpa.

aggressive |ArpeccmBHbIN pexunMm, He 3almiiaeT
naeHTndbmkaumo nmpa.

Mpumep (config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec: :Manager: "test": crypto ike policy negotiation-mode reset.

VICTOleﬂ Mn3MeHeHWiA Bepc”ﬂ onvcaHue

2.06 JobasneHa komaHgaa crypto ike policy
negotiation-mode.

3.11.4 crypto ike policy proposal

OnucaHue J06aBuUTb B NOANTUKY IKE CCbINKY Ha BbIbpaHHbI IKE proposal. OuepeaHoOCTb
fo6aBNeHNs MeeT 3HayveHe 415 obMeHa JaHHbIMY Mo npoTokony IKE.

KomaHga ¢ npedurkcom no yaanseT ccbinky Ha IKE proposal.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-ike-policy)>  proposal <proposal
(config-ike-policy)> no proposal <proposal
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
proposal CTpoka HassaHwe IKE proposal. JlonyckaroTcs
CUMBOJIbI TaTUHCKOro andaBunTa, undpbl,
TOUKMW, NoA4YepKMBaHUA 1 gedunchl.
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Mpumep

UcTopuns nameHeHuii

3.12 crypto

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-ike-policy)> proposal test
IpSec::Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec::Manager: "test": crypto ike policy proposal "test" »
successfully removed.

Bepcus OnucaHve

2.06 [JobaeneHa komaHza crypto ike policy proposal.

ike proposal

JocTyn K rpynne koMaHg, 4151 HacTpoliku BbibpaHHOro IKE proposal. Ecnu IKE
proposal He HaligeH, KOMaHAa NbITaeTca ero co3Aathb.

MONHbBIA CNNCOK aNroOpUTMOB WGPOBaAHMSA peann3oBaHHbIX B CUCTEME
npuBegeH B [prnoxeHnN.

KomaHga ¢ npedukcom no yaanset IKE proposal. Mpr 3ToM 13 Bcex NOANTUK
IKE aBTOMaTM4eCcKN yAanarTca CCblIKM Ha JaHHbIN IKE proposal.

Aa

[Ja

Ja

(config-ike-proposal)

(config)> crypto ike proposal name»

(config)> no crypto ike proposal name>

AprymeHT 3HayeHue OnuncaHwue

name Ctpoka HassaHwe IKE proposal. JlonyckatoTcs
CUMBOJIbI TATUHCKOro andasuTa, Lndpsbl,

TOYKWM, NOAHEPKNBaAHUA U ﬂ,eq)l/ICbI.

(config)> crypto ike proposal test
IpSec::Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

Bepcus OnucaHve

2.06 [JlobaeneHa komaHaa crypto ike proposal.
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3.12.1 crypto ike proposal aead

OnucaHue BrntounTs pexum wndpoBaHua AEADans IKE proposal.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config-ike-proposal)> aead

Npumep (config-ike-proposal)> aead
IpSec: :Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »
mode.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue
3.05 [JobaeneHa komaHaa crypto ike proposal aead.

3.12.2 crypto ike proposal dh-group

OnucaHune Jo6aBuTb BblibpaHHyto DH rpynny B IKE proposal ans paboTbl B pexume PFS.
OuepegHoCTb fo6aBNeHNS MMeeT 3HaueHKe 419 0bMeHa JaHHbIMUK NO
npotokony IKE.

KomaHga c npedurkcom no yganseT BbIbpaHHy0 rpynny.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOA, [a

CuHoncunc (config-ike-proposal)>  dh-group «dh-group»

(config-ike-proposal)> no dh-group «dh-group»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

dh-group 1 DH rpynna gns paboTbl B pexvme PFS.
2

5

14
15
16
17
18
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AprymeHT 3HauyeHue OnuncaHwue
19

20
21
25
26
31
32

Npumep (config-ike-proposal)> dh-group 14
IpSec::Manager: "test": crypto ike proposal DH group "14" »
successfully added.

(config-ike-proposal)> no dh-group 14
IpSec: :Manager: "test": crypto ike proposal "test" group type »
successfully removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 Job6asneHa komaHaa crypto ike proposal dh-group.

3.12.3 crypto ike proposal encryption

OnucaHune J06aBnTb BbIbpaHHbIN TUN WndpoBaHus B IKE proposal. O4epeaHOCTb
f[06aBNeHNs MeeT 3HayveHe 415 obMeHa gaHHbIMY Mo npoTokony IKE.

KomaHgaa ¢ npedurkcom no yaanset BolbpaHHbIA TUN WindpoBaHuS.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-ike-proposal)>  encryption «encryption;
(config-ike-proposal)> no encryption «encryption;
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
encryption |des Tun wndposaHua IKE.
3des
aes-cbc-128
aes-chc-192
aes-cbc-256
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Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

aes-ctr-128

aes-ctr-192

aes-ctr-256

(config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

Bepcus OnucaHue

2.06 Job6asneHa KkomaHgaa crypto ike proposal encryption.

3.12.4 crypto ike proposal integrity

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOVKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

Jo6aBnTb BbIbpaHHOe 3HaueHne anropmutma nognucn HVMAC B IKE proposal.
OuepegHoCTb fo6aBneHNs MMeeT 3HaueHne 419 obMeHa JaHHbIMK NO
npoTokony IKE.

KomaHga ¢ npedunkcom no yaanseT Bol6paHHbIA afiroputMm.
Ja

Ja

[Ja

(config-ike-proposal)>  integrity <integrity»

(config-ike-proposal)> no integrity <integrity»

AprymeHT 3HaueHue |OnucaHmue
integrity md5 Anropuntm nognucu HMAC IKE
shal COO6LLEeHMIA.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec: :Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.
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WcTopusa nsmeHeHum

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

Bepcus

OnucaHmne

2.06

JobasneHa komaHgaa crypto ike proposal integrity.

3.12.5 crypto ike proposal prf

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Jo6aBuTb BeibpaHHyto rpynny PRF B IKE proposal.

KomaHza c npedurKcom no yaansieT BblbpaHHbIV anropmutMm.

Ja
Ja
Aa

(config-ike-proposal)>

(config-ike-proposal)>  prf

prfs

no prf «prf

AprymeHT

3HayeHue

OnuncaHue

prf

md5

shal

aes-xcbc

sha256

sha384

sha512

aes-cmac

Anropnt™m nognuicn HMAC ana IKE
COOBLLEeHNI.

(config-ike-proposal)> prf sha256

IpSec: :Manager:

"TEST": crypto ike proposal prf algorithm »

"sha256" successfully added.

(config-ike-proposal)> no prf sha256

IpSec: :Manager:

successfully removed.

"TEST": crypto ike proposal "TEST" prf type »

Bepcus

OnucaHune

3.05

JobaBneHa komaHaa crypto ike proposal prf.
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3.13 crypto ipsec incompatible

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.14 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

OTKNUUTL NPOBEPKY COBMECTUMOCTHU [Psec TyHHenel. 1o ymonvaHuio
HaCTpoKa OTK/OYeHa.

KomaHga ¢ npedprkcom no BkOUaeT NpoBepky ob6paTHO.
Ja
Ja

Het

I(config)> crypto ipsec incompatible

I(conﬁgﬁ>nocrypto ipsec incompatible

(config)> crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is enabled.

Bepcus OnucaHve

2.10 JobasneHa KoMaHAa crypto ipsec incompatible.

ipsec mtu

YcTaHoBUTL 3HaueHune MTU, koTopoe byaeT nepesaHo [Psec. Mo ymonyaHuto
Ncnonb3yeTca 3HaveHne auto.

Het
Het

Het

(config)> crypto ipsec mtu(auto | <value))

AprymeHT 3HauyeHue OnuncaHwue

auto Knw4yeBoe MTU Ha3HavaeTcss aBTOMaTUYeCKu.
C/10BO
value UYesoe uucso |3HaveHme MTU. MoxeT npUHUMaTb 3HaUeHns

B npegenax oT 128 o 1500 BkAOUYMTENBHO.

(config)> crypto ipsec mtu auto
IpSec::Manager: MTU is set to auto.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

3.15 crypto

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

(config)> crypto ipsec mtu 1400
IpSec::Manager: Static MTU value is set to 1400.

Bepcus OnucaHue

2.08 JobasneHa koMaHaa crypto ipsec mtu.

ipsec profile

JocTyn K rpynne KoMaHZ4 ANs HaCTPOMKKW BbibpaHHOro npoguns IPsec. Ecan
npoounb He HanAeH, KOMaHAA NbITAeTCA ero Co3Aathb.

KomaHga c npedunkcom no yaanseT npodunb. Mpu 3TOM CCbIKM Ha AaHHbI
npodrab aBTOMaTUYECKN YAANAIOTCA 130 BCEX KPUMTOKAPT IPsec.

Ja
Ja
Aa

(config-ipsec-profile)

(config)> crypto ipsec profile <name»

(config)> no crypto ipsec profile <name>

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka HassaHune npoduns IPsec. lonyckaroTcs
CUMBOJIbI TaTUHCKOrO andasunTa, undpbl,

TOYKM, NOAYEPKNBAHNSA N AedUChI.

(config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHga crypto ipsec profile.

3.15.1 crypto ipsec profile authentication-local

OnucaHwne

3afaTtb TUN ayTeHTUUKALMK JIOKANIBHOFO XOocTa. Mo yMonyaHuo
MCMNONb3yeTcs 3HaueHne pre-share.

KomaHgaa c npedprkcom no BO3BPALLAET 3HAUEHME MO YMONYAHUIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CuHoncuc (config-ipsec-profile)>  authentication-local «auth

(config-ipsec-profile)> no authentication-local

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

auth pre-share Ha AaHHbIA MOMEHT eANHCTBEHHOE
AOCTYMHOEe 3HayeHue.

Npumep (config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec::Manager: "test": crypto ipsec profile authentication-local »
reset.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa komaHga crypto ipsec profile
authentication-local.

3.15.2 crypto ipsec profile authentication-remote

OonucaHue 3agaTb TUN ayTeHTUPMKALMM yaaneHHoro xocta. Mo ymonyaHuo
MCNONb3yeTcs 3HaYeHue pre-share.

KomaHza ¢ npedrKcom no Bo3BpaLLaeT 3HayeHre rno YMONYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-ipsec-profile)> authentication-remote auth»
(config-ipsec-profile)> no authentication-remote
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
auth pre-share Ha gaHHbIn MOMEHT eAVHCTBEHHOE
JAOCTYMHOEe 3HayeHue.

Runner 4G (KN-2211) — CnpaBoYHVK KOMaHZA 71



naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> authentication-remote pre-share
IpSec: :Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
authentication-remote.

3.15.3 crypto ipsec profile dpd-clear

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

3agaTb CNocob AecTBMA Npy 06HapyXeHnn HepaboTatoLero nupa IKE. Mo
YMONYaHMIO NapameTp BK/IOYEH, YTO 03HavaeT yaaneHne nHpopmaLlmm o
nupe.

KomaHga ¢ npedpurKcom no ycTaHaBAMBaeT jelicTBue B restart.
Ja
[Ja

HeT

I (config-ipsec-profile)>  dpd-clear

I (config-ipsec-profile)> no dpd-clear

(config-ipsec-profile)> dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "clear".

(config-ipsec-profile)> no dpd-clear
IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "restart".

Bepcus OnucaHve

2.1 Jlo6aBneHa koMmaHga crypto ipsec profile dpd-clear.

3.15.4 crypto ipsec profile dpd-interval

OnucaHwne

3afaTb NapameTpbl MeToAa AN 0O6HapyXeHns HepaboTatoLwmx IKE NMpoB..
Mo ymonuaHuio 3HaveHue interval paBHo 30, retry-count pasHo 3.

KomaHga ¢ I'Ide)I/IKCOM Nno BO3BpaLlaeT 3HayeHnda No yMon4aHUHo.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CuHoncuc (config-ipsec-profile)>  dpd-interval<intervals [retry-count]

(config-ipsec-profile)> no dpd-interval

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

interval Yenoe uucno |NHTepBan oTnpasku DPD NakeToB B CEKYHAAX.
MoxeT NnpnHMMaTh 3HaYeHWs B nNpejenax ot
2 1,0 3600.

retry-count |YJenoe uucno |Konnuectso nomnbITOK oTnpasku DPD nakeTos.
MoxxeT npMHMMaTbL 3Ha4YeHVsa B pejenax ot
3 70 60.

Npumep (config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.06 [Jlo6aBneHa komaHga crypto ipsec profile dpd-interval.

3.15.5 crypto ipsec profile identity-local

OnucaHwue 3ajaTb NOKanbHbIM geHTUdMKaTOP ANA Npoduns IPsec.
KomaHga ¢ npedumkcom no yganset nokanbHbl MgeHTUPUKaTop.

Mpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

el (config-ipsec-profile)>  identity-local «types <id>
(config-ipsec-profile)> no identity-local
AprymeHTbI AprymeHT 3HaueHue OnucaHue
type address Tun naeHTnomkatopa — IP-agpec.
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naBa 3 OnncaHme KoMaHp,

Example

UcTopuns nameHeHuii

AprymeHT 3HaueHve |OnucaHve
fqdn Tun naeHTndmnkaTopa — NoaHoe
JOMeHHoe NMS.
dn Tun ngeHTndnKaTopa — AOMeHHoe
NMS.
email Tun ngeHTndurkaTopa — agpec e-mail.
id CTtpoka 3HayeHVe N0KaNIbHOro
naeHtTudunkartopa.

(config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".

(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

Bepcus OnucaHve

2.06 JlobaBneHa komaHAa crypto ipsec profile identity-local.

3.15.6 crypto ipsec profile match-identity-remote

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

3agaTb aeHTUGMKATOP yAaNeHHOro XocTa 415 BblbpaHHOro npoduns IPsec.

KomaHgaa c npedurkcom no yaanseT naeHTUdUKaTop yAaneHHoro xocra.

Ja

Aa
Het
(config-ipsec-profile)> match-identity-remote ( <types<id> | any)
(config-ipsec-profile)> no match-identity-remote
AprymeHT 3HauyeHue OnuncaHwue
type address Tun naeHtTnpukaropa — IP-agpec.
fqdn Tun naeHTndrkatopa — NoAHoe AOMeHHoe
UMS.
dn Tun naeHTndrkatopa — AOMeHHOEe UMS.
email Tun naeHTndurkatopa — agpec e-mail.
id Crpoka 3HaueHune ngeHTudmnKaTopa yaaneHHoro
X0cCTa.
any Kriwyesoe PaspewnTb ncnonb3oBaHWe noboro
C/10B0 YAANEeHHOro xocTa.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
match-identity-remote.

3.15.7 crypto ipsec profile mode

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb pexuM paboTbl IPsec. 10 yMOAYaHUIO UCMOb3YyeTCs 3HaYeHne
tunnel.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHve No YMOAYaHUIO.
Ja

[Ja

HeTt

(config-ipsec-profile)> mode mode>

(config-ipsec-profile)> no mode

AprymeHT 3HauyeHve |OnucaHve

mode tunnel TYHHeNbHbIN peXxuMm, NpY KOTOPOM
Becb IP nakeT wudpyetca n/mam
npoBepsaeTcs Ha NOAJ/IMHHOCTb.

transport |TpaHCNOPTHbIM pexuMm, Korga
WndpyeTCcs TONbKO COAEPXKMMOe

IP-nakeTa.

(config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »
“transport".

(config-ipsec-profile)> no mode
IpSec: :Manager: "test": crypto ipsec profile mode reset.

Bepcus OnucaHue

2.06 JobasneHa KkomaHgaa crypto ipsec profile mode.
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naBa 3 OnncaHme KoMaHp,

3.15.8 crypto ipsec profile policy

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

3ajaTb CCbIIKY Ha CyulecTByrOLLYO noanTuky IKE (cM. KomaHay crypto ike
policy).

KomaHgaa ¢ npedrKcoM no yaanseT cCbinky.
Ja
Ja
Het
(config-ipsec-profile)>  policy «policy»

(config-ipsec-profile)> no policy

AprymeHT 3HauyeHue OnucaHwue

policy CTpoka Ha3saHwue nonutmku IKE. CNncok
AOCTYMHbIX MOJINTUK MOXHO YBUAETb
C NoMoLL b KoMaHAb! policy [Tab].

(config-ipsec-profile)> policy [Tab]
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".

(config-ipsec-profile)> no policy
IpSec::Manager: "test": crypto ipsec profile policy reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto ipsec profile policy.

3.15.9 crypto ipsec profile preshared-key

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

3afaTb CBA3aHHYO KtoYeByto ¢dpasy Ans JaHHOro npoduns IPsec.
KomaHaa ¢ npepurkcom no yaanseT kntoueyto ¢ppasy.

Aa

Ja

Het
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naBa 3 OnncaHme KOMaHA,

Cunoncuc (config-ipsec-profile)>  preshared-key preshare-key»

(config-ipsec-profile)> no preshared-key

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

preshare-key|Crpoka 3HauveHMe KnoyeBo dpasbl.

Mpumep (config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec: :Manager: "test": crypto ipsec profile preshared key reset.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
preshared-key.

3.15.10 crypto ipsec profile xauth

OnucaHune BkntounTb foNonHUTENBbHY0 ayTeHTUdUrKauumto XAuth ansa pexuma IKEv1. Mo
YMONYaHUIO QYHKLMA OTKIOYEHa.

KoMaHAa ¢ Npedrkcom no oTKIHOUAET AOMONHUTENIbHYH NPOBEPKY
NOA/IMHHOCTM.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-ipsec-profile)>  xauth <type>
(config-ipsec-profile)> no xauth
AprymeHTbI AprymeHT 3HaueHue OnucaHune
type client KnneHTckuin pexmnm,
server CepBepHbI pexumM.
Npumep (config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec: :Manager: "test": crypto ipsec profile xauth is disabled.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile xauth.

3.15.11 crypto ipsec profile xauth-identity

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YKa3aTb NOMMH A1 LOMONHNTENIbHOW ayTeHTUOUKALMK XAUth B KIIMEHTCKOM
pexunme.

KomaHga c npedunkcom no yganseT n0oruH.

Ja

Aa

Het

(config-ipsec-profile)>  xauth-identity <identity

(config-ipsec-profile)> no xauth-identity

AprymeHT 3HauyeHue OnuncaHwue

identity CTpoka JlornH pns KAMEeHTCKOro pexunma XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Bepcus OnucaHve

2.06 JlobaBneHa komaHza crypto ipsec profile xauth-identity.

3.15.12 crypto ipsec profile xauth-password

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

YKaszaTb naposb ANst AONONHUTENBHOM ayTeHTUdMKaumm XAuth B KTMEHTCKOM
pexume.

KomaHza ¢ npedprKCOM no cTMpaeT 3HaYeHne Napons.
Ja
Ja

Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.16 crypto

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTsl

Mpumep

(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

AprymeHT 3HauyeHue OnuncaHwue

password Ctpoka Maposnb Ans KNNeHTCKoro pexmnma XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
xauth-password.

ipsec rekey delete-delay

3aaatb MHTepBas nepey yaaneHvem IKE SA nocsie nonyyeHns KOMaHAbl
DELETE OT yA4aneHHON CTOPOHbI. [10 yMOA4aHMIO NCnob3yeTcs 3HaueHre 10.

KomaHza ¢ npedprKcoM Nno BO3BpPAaLLAET 3HAUEHME MO YMONYAHUIO,
Ja

Ja

Het

(config)> crypto ipsec rekey delete-delay «delay>

(config)> no crypto ipsec rekey delete-delay

AprymeHT 3HauyeHue OnuncaHwue

delay lenoe 4ucno |3HayeHve 3afepXKn B cekyHaax. MoxeTt
NMPUHMMaTL 3HaYeHNA B Npejenax ot 1 40 60.

(config)> crypto ipsec rekey delete-delay 1
IpSec::Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 [JobaeneHa komaHza crypto ipsec rekey delete-delay.

3.17 crypto ipsec rekey make-before

OnucaHwue BrkirounTb pexxmm yctaHoBKW HOBbIX IKE SA 0 paspbiBa npegblaymx. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHaA.

KomaHga ¢ npedrnKcom no OTKA0YAET 3TOT PEXUM.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het

CuHoncnc I(conﬁg)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before

Mpumep (config)> crypto ipsec rekey make-before
IpSec::Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

VlCTOleﬂ n3MeHeHunA Bepcmﬂ onvicaHue

2.1 Jlo6aBneHa koMmaHga crypto ipsec rekey make-before.

3.18 crypto ipsec transform-set

OnucaHune JocTyn K rpynne KOMaHA A5t HACTPONKW BbIBpaHHOro npeobpasosaHns IPsec
ESP BO 2 ¢a3ze. Ecnm npeobpa3oBaHme He HalgeHo, KOMaHA4a MblTaeTcs ero
Co34aThb.

KomaHaa ¢ npedpurkcom no yaanset npeobpasoBaHue. MNpu 3TOM 13 Bcex
KPpUNTOKapT IPsec aBTOMaTmnyecKkmn YAANAKTCA CCbIZIKN Ha AaHHOE
npeobpasoBaHue.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la
BxoxxaeHue B rpynny (config-ipsec-transform)

CuHoncue I (config)> crypto ipsec transform-set name>
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naBa 3 OnncaHme KOMaHA,

(config)> no crypto ipsec transform-set name>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name Ctpoka Ha3BaHune npeobpasoBaHus IPsec.
JonyckarTcs CUMMBOJIbI NaTUHCKOTO
andasnTa, UNPPBLI, TOUKN, NOAYEPKNBAHUA

n geducel.
Mpumep (config)> crypto ipsec transform-set test
IpSec::Manager: "test": crypto ipsec transform-set successfully »

created.

(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.06 JobaeneHa koMaHgaa crypto ipsec transform-set.

3.18.1 crypto ipsec transform-set aead

OnucaHue BrntounTb pexum wndposaHua AEADAnA IPsec.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-ipsec-transform)>  aead

Npumep (config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »
AEAD mode.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
3.05 Jlo6aBneHa komaHga crypto ipsec transform-set aead.

3.18.2 crypto ipsec transform-set cypher

OnucaHune Jo6aBuTb Bbl6paHHbIN TN WndpOBaHMA B Npeobpa3oBaHue IPsec.
OuepegHocTb f06aBNeHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK MO
npotokony IKE.

KomaHga ¢ npepurkcom no yaanseT BolbpaHHbIA TUN WNdPOBaHUS.

Mpejukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

Ja
Ja
(config-ipsec-transform)>  cypher «cypher>

(config-ipsec-transform)> no cypher <«cypher>

AprymeHT 3HayeHue OnucaHue

cypher esp-des Tun wndpoBaHma NnpeobpasoBaHUs
IPsec ESP.

esp-3des

esp-aes-128

esp-aes-192

esp-aes-256

(config-ipsec-transform)> cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Bepcus OnucaHue

2.06 JobaBneHa komaHga crypto ipsec transform-set cypher.

3.18.3 crypto ipsec transform-set dh-group

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncumc

AprymeHTsl

Jlo6aBuTb BeibpaHHyto DH rpynny B npeobpasoBaHue IPsec anst paboTbl B
pexunme PFS. OuepesHOCTb A0DBaBNEeHVA MeeT 3HadeHne Ans obMeHa
JaHHbIMK 1o npoTtokony IKE.

KomaHga c npedurkcom no yaanseT BbIbpaHHy rpynmny.
Ja

Ja

Ja

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

AprymeHT 3HayeHue |OnucaHve

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue |OnucaHve
2

5
14
15
16
17
18

Npumep (config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.06 JobasneHa komaHaa crypto ipsec transform-set
dh-group.

3.18.4 crypto ipsec transform-set hmac

OnucaHune J06aBnTb BbIbpaHHbIN anropntm nognmucn HVAC B npeobpasoBaHue [Psec.
OuepegHoCTb f0o6aBNeHNA NMMeeT 3HaueHre 419 obMeHa JaHHbIMM MO
npotokony IKE.

KomaHga ¢ npedunkcom no yaanseT BeI6paHHbIA anroputMm.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-ipsec-transform)>  hmac <hmac>
(config-ipsec-transform)> no hmac <hmac>
AprymeHTbI AprymeHT |3HaueHue OonucaHue

hmac esp-md5-hmac Anroputm noanmcn HMAC
npeobpasoBaHus IPsec ESP.

esp-shal-hmac

esp-sha256-hmac
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Mpumep

UcTopuns nameHeHuii

(config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set hmac »
"esp-shal-hmac" successfully added.

(config-ipsec-transform)> no hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set "test" hmac »
successfully removed.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec transform-set hmac.

3.18.5 crypto ipsec transform-set lifetime

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YCTaHOBUTb BpeMsi XN3HW BbIBpaHHOro npeobpasoBaHus IPsec. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomMaHza ¢ npedprKcomM no BO3BpaLLAET 3HAUEHME MO YMOAYAHUIO,
Ja

Ja

Het

(config-ipsec-transform)>  lifetime («lifetime>

(config-ipsec-transform)> no lifetime

AprymeHT 3HauyeHue OnuncaHwue

lifetime Uenoe uncno |Bpems Xun3HW npeobpasoBaHuns IPsec B
cekyHzax. MoxeT NnpvHMMaTb 3HaYeHns B
npeaenax ot 60 A0 2147483647.

(config-ipsec-transform)> lifetime 8640
IpSec::Manager: "test": crypto ipsec transform-set lifetime set »
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

Bepcus OnucaHve
2.06 Jlo6baBneHa koMaHga crypto ipsec transform-set
lifetime.
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3.19 crypto map

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

JocTyn K rpynne KOMaHz ANst HACTPONKM BblI6paHHOI KpMNTOKapThl IPsec.
Ecnv kpynTokapTa He HalieHa, KOMaHAa NbITaeTcs eé co34aThb.

KomaHga c npedunkcom no yganseTt KpUnTokapTy.
Ja
Ja
Aa

(config-crypto-map)

(config)> crypto map <name>

(config)> no crypto map <name>

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka Ha3BaHVe KpunTokapTbl IPsec. lonyckaroTcs
CUMBOJIbI TATUHCKOrO andasunTa, Undpsbl,
TOUKM, NoAYEePKMBaHVA N AedUChl.

(config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec::Manager: Crypto map profile "test" removed.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto map.

3.19.1 crypto map connect

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

Bk/tounTb aBTOMaTMUeckoe 6e3ycnoBHOE coeaviHeHMe [Psec C yaaneHHOoM
CTOPOHOW. HacTpoiika He MMeeT CMbICNa, eCNV OCHOBHOMY YAa/eHHOMY XOCTY
NMPUCBOEHO 3HayeHue any (CM. KOMaHAy crypto map set-peer). 1o

YMONYaHMIO HACTPOKKa OTKIKOYEHA N coeAnHeHMe byaeT yCTaHOBIeHO Npu
nonbiTke nepejaTb Tpaduk yepes npeobpasoBaHue IPsec ESP.

KomaHza c npedurKcom no oTkIo4aeT aBToMaTMyeckoe 6e3yc/ioBHoe
coeanHeHwe.

Ja
Ja

Het
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CuHoncuc I (config-crypto-map)>  connect

I (config-crypto-map)> no connect

MNpumep (config-crypto-map)> connect
IpSec: :Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.06 JobaeneHa koMaHga crypto map connect.

3.19.2 crypto map enable

OonucaHue BkntoUMTh BbIBpaHHYH KpUnTokapTy IPsec. Mo yMonyaHuio napameTp
BK/TOYEH.

KomaHga c npedurkcom no oTkatoYaeT KpUNTOKapPTY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncunc I (config-crypto-map)>  enable

I (config-crypto-map)> no enable

MNpumep (config-crypto-map)> enable
IpSec: :Manager: "test": crypto map enabled.

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JlobaeneHa KkomaHaa crypto map enable.

3.19.3 crypto map fallback-check-interval

OnucaHue Bknrountb nepmnoan4yeckyto npoBepky A40CTYNMHOCTN OCHOBHOIO XOCTa
BO3BpaTa Ha HEro B TOM C/iydae, Korga HasHa4eHbl U OCHOBHOW 1 pe3epBHb||7|
yAaneHHble XOCTbl. Mo YMON4YaHUKO HaCTpOVIKa OTK/IKOYEeHa.

KomMaHgaa ¢ npedrKcom no OTK/I0UaeT NPOBEpPKY.

Mpedukc no Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interval-value|lenoe uucso |[epnos npoBepkn B cekyHaax. MoxeT
NPUHMMaTL 3Ha4YeHNs B Npegenax oT 60 J0

86400.

NMpumep (config-crypto-map)> fallback-check-interval 120
IpSec::Manager: "test": crypto map fallback check interval is »
set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec::Manager: "test": crypto map fallback check interval is »
cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.06 JobasneHa KoMaHaa crypto map
fallback-check-interval.

3.19.4 crypto map force-encaps

OnucaHue MpUHYANTENBbHO BKAOUYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP anst o6xoaa
firewall n NAT.

KomaHga ¢ npedrKcom no OTKAOUAET 3TOT PEXUM.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-crypto-map)>  force-encaps
I (config-crypto-map)> no force-encaps

Mpumep (config-crypto-map)> force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
enabled.

(config-crypto-map)> no force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 Jlo6aBneHa komaHaa crypto map force-encaps.

3.19.5 crypto map I2tp-server dhcp route

OnucaHwue HasHaunTb MapLLpyT, nepesaBaeMblii Yepes coobuieHmns DHCP INFORM,
KnneHTam L2TP-cepBepa.

KomaHaa ¢ npe¢rkcom no oTMeHsieT NolyYeHune yKkasaHHOro MapLupyTa.
Ecnu BBeCTM KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMEeHEeHO NoJlyyeHme Bcex
MapLLpyTOB.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIii BBog, /[la

CuHoncuc (config-crypto-map)>  12tp-server dhcp route «address» inask»
(config-crypto-map)> no 12tp-server dhcp route [ «addresss amasks ]
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
address IP-agpec Ajpec ceTeBOro KiMeHTa.
mask IP-macka Macka ceteBoro knmeHTa. CyLecTsyeT jBa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B BUAe
61TOBOM ANMHbI Npedurkca (Hanpumep, /24).
Npumep (config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.
(config-crypto-map)> 12tp-server no dhcp route
IpSec: :Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.12 JobaBneHa koMmaHaa crypto map I2tp-server dhcp
route.

3.19.6 crypto map I2tp-server enable

OnucaHue Brnrountb L2TP-cepBep Ha kpunTokapTe IPsec. [1o ymon4aHuio napamMeTp
BK/IHOYEH.

KomaHza ¢ nped1KcomM no oTKIOYaeT HaCTPOWAKY.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server enable
I (config-crypto-map)> no 12tp-server enable
Mpumep (config-crypto-map)> 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.
(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
disabled.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.1 JobaBneHa koMaHaa crypto map I2tp-server enable.

3.19.7 crypto map I2tp-server interface

OnucaHwue Ces3aTb cepBep L2TP ¢ yKa3aHHbIM UHTepdelicoMm.

KomaHga c npedurkcom no paspbiBaeT CBA3b MeXy CepBepOM U
nHTepdericom.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-crypto-map)>  12tp-server interface <interface
(config-crypto-map)> no 12tp-server interface
AprymeHTbI AprymeHT |3HauyeHue OnucaHue
interface |WHTepgeric MonHoe nmsa nHTepderica NI NCEBLOHNM.

Crncok AOCTYNHbIX ANs BbI6Opa
nHTepdelicoB MOXHO YBUAETL BBEAS
KkomaHgay I12tp-server interface [Tab].

Npumep (config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}
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UcTopus nsmeHeHwnii

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl
GuestWiFi

(config-crypto-map)> 12tp-server interface ISP
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is unbound.

Bepcus OnucaHue

2.1 JobasneHa koMaHAa crypto map I12tp-server interface.

3.19.8 crypto map I2tp-server ipvécp

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

Brkntounts nogaepxky IPv6. [lnsa kaxgoro L2TP-cepBepa cO34at0TCA
DHCP-nynbl IPv6. Mo yMOAYaHMIO HAaCTPOKa OTKAKOUeHa.

KomaHga ¢ npedprKCcoM No OTK/HOUaEeT HAaCTPOWKY.
Aa
Ja

Het

I(conﬁg«xyptownapp> 12tp-server ipv6cp

I(conﬁg«xyptoqnapﬁ>nothp-serverivacp

(config-crypto-map)> 12tp-server ipv6cp
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.

(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

Bepcus OnucaHue

3.00 JobaBneHa komaHAa crypto map I2tp-server ipvécp
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3.19.9 crypto map I2tp-server Icp echo

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3afaTb NpaBuia TeCTUPOBAHUA coeanHeHns L2TP-cepBepa cpeactsamu LCP
echo.

KomaHga ¢ npedurkcom no oTknto4aeT LCP echo.

Ja

Ja

Het

(config-crypto-map)>  12tp-server lcp echo <interval> c«count»

(config-crypto-map)> no 12tp-server lcp echo

AprymeHT 3HauyeHue OnuncaHwue

interval Uenoe uucno |VHTepBan mexay otnpaskamm LCP echo, B
cekyHAax. Ecnum B TeueHue ykasaHHOro
VHTepBana BpemMmeHu oT yAa/IeHHO CTOPOHbI
He 6b1n1 nonyyeH LCP 3anpoc, e byaeT
OTNpaB/fieH Tako 3anpoc € OXUAaHMEM
oTteeTa LCP reply.

count Lenoe uncno |Konm4yecTBo OTMpPaB/AEHHbIX NOAPSA 3arnpocoB
LCP echo Ha KOTOpbIe He b6bl1 Moay4YeH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanuck 6e3 oTBeTa, coeauHeHVe byaeT
pa3opBaHo.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Bepcus OnucaHue

2.1 JlobaBneHa komaHAa crypto map I2tp-server Icp echo.

3.19.10 crypto map I2tp-server mru

OnucaHune

MNpejukc no

YcTaHoBUTb 3HaueHne VRU, koTopoe byaeT nepeaaHo cepsepy L2TP. Mo

YMOJIYaHUIO NCMNOJIb3YeTCca 3HaueHre 1200.

KomaHaa ¢ npepurKcom no ycTaHaBNMBaET 3HaYEHME M0 YMOJTYAHNIO.

Ja
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MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

3.19.11 crypto

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncmc

AprymeHTsl

Mpumep

Ja

Het

(config-crypto-map)>  12tp-server mru aru»

(config-crypto-map)> no 12tp-server mru

AprymeHT 3HauyeHue OnucaHue

mru UYesoe yucso |3HaveHne MRU. MoxXeT MpUHNUMaTh 3HaueHns
B npegenax oT 128 o 1500 BkAOUMTENBHO.

(config-crypto-map)> 12tp-server mru 1500
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

Bepcus OnucaHue

2.1 JobasneHa koMaHaa crypto map I2tp-server mru.

map I2tp-server mtu

YcTtaHoBUTL 3HaveHue MTU, koTopoe byaeT nepegaHo cepsepy L2TP. Mo
YMONYaHWIO NCMOJIb3yeTcs 3HaueHve 1400.

KomaHaa ¢ npednKCcom no ycTaHaBNMBAET 3HaYEHME MO YMOTHAHWIO.
Ja

Ja

Het

(config-crypto-map)>  12tp-server mtu amtu»

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HauyeHue OnuncaHwue

mtu lenoe 4ucno |3HauveHuwe MTU. MoOXeT NPUHUMAaTbL 3HaUYeHNS
B npegenax oT 576 4o 1500 BkKAOUMTENIBHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".
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(config-crypto-map)> no 12tp-server mtu
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.1 JobasneHa KoMaHaa crypto map l2tp-server mtu.

3.19.12 crypto map I2tp-server multi-login

OnucaHue PazpewnTtb nogkntoUeHme K cepepy L2TP HeCKONbLKMX NoNb30BaTenei ¢
OZlHOTO aKKayHTa.

KomaHga ¢ npednkKcom no oTKA0YaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login

Npumep (config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

WcTopuns nsmeHeHWit |Bepcua onucaHue

2.1 JobasneHa koMaHaa crypto map I2tp-server
multi-login.

3.19.13 crypto map I2tp-server nat

OnucaHwue BkntoumnTb TpaHCcnaLUuo agpecos ana cepsepa L2TP.
KomaHgaa c npedrKCcoM no OTK/IHYAET TPAHCASALMIO.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

Mpumep

UcTopuns nameHeHui

3.19.14 crypto

OnucaHune

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,

CuviHoncuc

AprymeHTsl

Mpumep

I(conﬂg«xyptoqnapﬁ> 12tp-server nat

I(conﬁg«xyptownapﬁ>nothp-servernat

(config-crypto-map)> 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.

(config-crypto-map)> no 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

Bepcus OnucaHve

2.1 JobasneHa KoMaHaa crypto map l2tp-server nat.

map I2tp-server range

Ha3HaunTb nyn agpecos ANF KINEHTOB cepBepa L2TP. [1o yMon4yaHuio
ncnonb3lyeTca pasmep nyna 100.

KomaHga ¢ npedunkcom no yganaet nyn.

Ja

Ja

Het

(config-crypto-map)>  12tp-server range <begin (<end> | <size»)

(config-crypto-map)> no 12tp-server range

AprymeHT 3HauyeHue OnuncaHwue

begin IP-apgpec HauanbHbI agpec nyna.
end IP-agpec KoHeuHbIl agpec nyna.
size Lenoe 4ucno |Pasmep nyna.

(config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range deleted.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 [JobaeneHa komaHga crypto map I2tp-server range.

3.19.15 crypto map I2tp-server static-ip

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

HasHaunTb NnocTosHHbLIN IP-agpec nonb3oBaTento. lonb3oBaTtenb B cUCTEME
JOJIKEH MeTb MeTKy ipsec-12tp.

KomaHga c npedunkcom no yganseT NpuBssKy.

Ja

[Ja

HeTt

(config-crypto-map)>  static-ip wsenr @address»

(config-crypto-map)> no static-ip wsenr

AprymeHT 3HauyeHue OnuncaHwue

user CTpoka VIMsi nonb3oBartens.

address IP-agpec HasHauaembiln IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHue

2.1 JlobaBneHa komaHAa crypto map I2tp-server static-ip.

3.19.16 crypto map match-address

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

YCTaHOBUTb CCbINKY Ha CYLLIECTBYHOLLMIA CNNCOK MPaBua GuabTPaLMm NakeTos
(cm. komaHgy access-list). [epBoe NpaBKo B CNucKe ByAeT MCMOb30BaTbCS
ans ¢asbl 2 IPsec.

KomaHgaa ¢ npedrKcom no yaanseT cCbinky.
Aa
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-crypto-map)> match-address <access-list

(config-crypto-map)> no match-address

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

access-list |CTpoka HasBaHwue cnwvcka npasua ¢punbTpaLmn.
Habop pocTynHbix ans BbI6Opa CNUCKOB
MOXHO YBUAETb BBeAS KOMaHAy
match-address [Tab].

NMpumep (config-crypto-map)> match-address [Tab]

Usage template:
match-address {access-list}

Choose:
_WEBADMIN GigabitEthernet0/Vlan4
_WEBADMIN ISP
_WEBADMIN Home
_WEBADMIN Bridge2
_WEBADMIN Wireguard?2

(config-crypto-map)> match-address test
IpSec::Manager: "test": crypto map match-address set to "test".

(config-crypto-map)> no match-address
IpSec::Manager: "test": crypto map match-address reset.

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie
2.06 JobasneHa koMaHaa crypto map match-address.

3.19.17 crypto map nail-up

OnucaHue BkntounTb aBTOMaTMyeckoe nepecornacoBaHme npeobpasoBaHuii IPsec ESP
npu Ux yctapesaHUW. 10 yMOYaHNIO NapameTp OTK/IHOYEH.

KomaHga c npedunkcom no oTKIoYaeT aBToMaTuyeckoe nepecoriacoBaHume.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CnHoncumc I (config-crypto-map)>  nail-up

I (config-crypto-map)> no nail-up
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

3.19.18 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3.19.19 crypto

OnucaHwne

(config-crypto-map)> nail-up
IpSec: :Manager: "test": crypto map SA renegotiation enabled.

(config-crypto-map)> no nail-up
IpSec::Manager: "test": crypto map SA renegotiation disabled.

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa crypto map nail-up.

map priority

YcTaHOBUTL NpUOPUTET AN KPUNTOKaPThI /Psec. 10 yMOYaHKIO NCMOb3YeTcs
3HayeHue 0.

KomaHga c npedurkcom no ycTaHaBAMBaET 3HaUYEHME MO YMOAYaHUIO.
Ja

[Ja

HeTt

(config-crypto-map)>  priority priority»

(config-crypto-map)> no priority

AprymeHT 3HauyeHue OnuncaHwue

priority UYenoe uucro |3HayveHUe npuoputeTa. MoxeT NpnHMMaTb
3HayeHWda B npegenax ot 0 Ao 255
BKAOUNTENBHO.

(config-crypto-map)> priority 255
IpSec: :Manager: "VPNL2TPServer": crypto map priority set to 255.

(config-crypto-map)> no priority
IpSec::Manager: "VPNL2TPServer": crypto map priority reset.

Bepcus OnucaHve

2.06 [JlobaBneHa KoMaHAa crypto map priority.

map reauth-passive

BKHOUMTBL MACCMBHYHO NepenpoBepky NOAAVNHHOCTY KpUNTOKapTbl IPsec. Mo
YMO/TYaHMIO MapaMeTp BK/IHOUYEH.

KoMaHAa ¢ npedrkcom no OTKIHYAeT NacCUBHYHO NepenpoBepky
NOA/IMHHOCTM.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-crypto-map)>  reauth-passive

I (config-crypto-map)> no reauth-passive

(config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.

(config-crypto-map)> no reauth-passive
IpSec: :Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.

Bepcus OnucaHve

2.1 JobasneHa KoMaHAa crypto map reauth-passive.

3.19.20 crypto map set-peer

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn

Ha3HaunTb OCHOBHOW yAaneHHbI XOCT AN YCTaHOBIeH WA coeagnHeHuns IPsec.
KomaHga ¢ npedunkcom no yaanset HacTPOnKy.

Ja

Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

(config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

AprymeHT 3HauyeHue OnuncaHwue
remote-ip CTpoka IP-agpec nnn gomeHHoe NMA yaaneHHoro
XocTa.
any MpuHUMaTL Ntobbie BXOASALLME COeANHEHNS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec::Manager: "test": crypto map remote primary and fallback »
peer reset.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JlobaBneHa KkomaHaa crypto map set-peer.

3.19.21 crypto map set-peer-fallback

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

HasHaunTb pe3epBHbI YAANEHHBbI XOCT 419 YCTAHOBNEHWS COEANHEHNSA
IPsec. DTa HacTpolika MOXET 6bITb BbIMOIHEHA MOC/1E HAa3HAYEHWIS OCHOBHOMO
y3/a (CM. KoMaHay crypto map set-peer).

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

(config-crypto-map)>  set-peer-fallback «remote-ip»

(config-crypto-map)> no set-peer-fallback

AprymeHT 3HauyeHue OnuncaHwue

remote-ip Ctpoka IP-agpec nan [oMeHHOoe NMS YAANEHHOMO
XocTa.

(config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

Bepcusa OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-peer-fallback.

3.19.22 crypto map set-profile

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

3ajaTb CCbIIKY Ha CyLLecTBYOLWMIA Npoduib IPsec (CM. KOMaHAy crypto ipsec
profile).

KomaHpaa ¢ npedurKcom no yaansaeT cCbinky.
Aa
Ja

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-crypto-map)>  set-profile profile
(config-crypto-map)> no set-profile
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
profile CTpoka Vmsa npoduns IPsec. CNUCOK AOCTYMHbIX AN
Bbl6opa npodunenn MoXHO yB1AeThL BBeAA
KoMaHgy set-profile [Tab].
Npumep (config-crypto-map)> set-profile [Tab]
Usage template:
set-profile {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
TEST
MYMY
VirtualIPServer
VPNL2TPServer
(config-crypto-map)> set-profile test
IpSec::Manager: "test": crypto map ipsec profile is set to "test".
(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHAa crypto map set-profile.

3.19.23 crypto map set-tcpmss

OnucaHue YCTaHOBWUTb OrpaHnyeHne MakCMaabHOro pasMepa cermMeHTa UCXoaaLLmx
ceccnin TCP B pamMKax AaHHOro TyHHens IPsec. Ecnn 3HaveHme MSS, koTopoe
nepegaetcs B noJsie 3arosioBka SYN-rakeToB, MpeBbILLaeT 3a4aHHOe, KOMaHAa
MeHsieT ero. Pexxum Path MTU Discovery no3sonsieT aBToMaTnyecku
onpeaensTb orpaHnyeHme NMSS.

KomaHpaa ¢ npedpurKcomM no CHMMaeT BCe orpaHunyeHms c MSS.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncue I (config-crypto-map)>  set-tcpmss @mss-value

I (config-crypto-map)> no set-tcpmss
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.19.24 crypto

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

Mpumep

AprymeHT

3HavyeHue

OnucaHue

mss-value

Llenoe u4ucno

3HaueHue BepxHei rpaHunupbl MSS. MoxeT
MPUHXMAaTL 3HaYeHnA B Npegenax ot 576 A0
1500.

pmtu

Bkntountb pexxum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280

IpSec: :Manager:

“test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss

IpSec: :Manager:

“test": crypto map tcpmss reset.

Bepcus

OnucaHune

2.06

[Jo6aBneHa koMaHza crypto map set-tcpmss.

map set-transform

3aaaTh CCbUIKY Ha CyllecTByoLLee Nnpeobpa3oBaHume [Psec ESP (CM. KOMaHAy
crypto ipsec transform-set).

KomaHaa ¢ npepunKcom no yaanseT CCbiKy.

Ja
Ja

Het

(config-crypto-map)>  set-

transform«transform-set,

(config-crypto-map)> no set-transform

AprymeHT

3HayeHue

OnvcaHune

transform-set |Crpoka

HasBaHune npeobpasoBaHus IPsec. CAncok
JOCTYMHbBIX NPe0bpa3oBaHMIn MOXHO YBUAETb
C NOMOLLbI KOMaHAbI set-transform [Tab].

(config-crypto-map)> set-transform [Tab]
Usage template:

set-transform {name:

Choose:

VirtualIPServer
VPNL2TPServer

{A'Z, a-z, 0'91 “ ’ _}}
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naBa 3 OnncaHme KoMaHp,

(config-crypto-map)> set-transform test
IpSec::Manager: "test": crypto map ipsec transform-set is set »
to "test".

(config-crypto-map)> no set-transform
IpSec::Manager: "test": crypto map ipsec transform-set reset.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa koMaHga crypto map set-transform.

3.19.25 crypto map virtual-ip dhcp route

OnucaHwue HasHaunTb MapLupyT, nepesaBaemMblii Yepes coobLyeHmns DHCP INFORM,
KAneHTam cepsepa Virtual IP.

KomaHaa ¢ npe¢prkcom no oTMeHsieT NolyYeHune ykasaHHOro MapLupyTa.
Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMEeHEeHO NoJlyyeHme Bcex
MapLLpyTOB.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, /[la

CuHoncuc (config-crypto-map)>  virtual-ip dhcp route <address> «mask»
(config-crypto-map)> no virtual-ip dhcp route [<address: anask> ]
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
address IP-agpec Ajpec ceTeBOro K/ineHTa.
mask IP-macka Macka ceteBoro knmeHTa. CyLecTsyeT jBa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B BUAe
61TOBOM ANMHBLI Npedurkca (Hanpumep, /24).
Mpumep (config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24

IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24
IpSec: :ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »
removed.

(config-crypto-map)> no virtual-ip dhcp route
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM routes cleared.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.06 [JobaeneHa komaHaa crypto map virtual-ip dhcp route.

3.19.26 crypto map virtual-ip dns-server

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

3.19.27 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

Yka3zaTb DNS-cepBep 411 Bbljaun KAMeHTaM B cepBepHoOM pexume Virtual
IP.

KomaHaa ¢ npedurkcom no yaanset agpec cepsepa.

Ja

Aa

Het

(config-crypto-map)>  virtual-ip dns-server «address»

(config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-agpec cepsepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec: :Manager: "test": crypto map Virtual IP DNS server deleted.

Bepcus OnucaHve

2.08 Jlo6baBneHa komaHza crypto map virtual-ip dns-server.

map virtual-ip enable

BkntounTb cepBepHbIn pexxum Virtual IP, npy KOTOpOM KnneHTam
npon3BoAMTCA pasjava ajpecoB U3 3aJ,aHHOro AManasoHa. [py 3ToM B
KayecTBe yAaneHHoWn noAceTn B cooTBeTCTBYOLWEeM ACL MOXHO yKa3aTb
NpPomn3BONbLHOE 3HaYeHNe, OHO ByAeT MPONUrHOPUPOBAHO. 10 yMONYaHUIO
pPexXum OTKHOYEH.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.
[Ja
Ja

Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

Npumep (config-crypto-map)> virtual-ip enable
IpSec: :Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JobasneHa koMaHaa crypto map virtual-ip enable.

3.19.28 crypto map virtual-ip multi-login

OonucaHue Pa3peLumnTb NogktoueHue k cepsepy Virtual IP Heckonbkrx nonb3oBaTenei
C OAHOrO0 aKKayHTa.

KomaHga ¢ npedunkcom no oTKAoYaeT HaCTPOKKY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  virtual-ip multi-login
I (config-crypto-map)> no virtual-ip multi-login

NMpumep (config-crypto-map)> virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.
(config-crypto-map)> no virtual-ip multi-login
IpSec: :Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [Job6aBneHa komaHza crypto map virtual-ip multi-login.

3.19.29 crypto map virtual-ip nat

OonucaHue BKNOUNTb TPAHCSLIMIO 4PECOB AN KIMEHTOB B cepBEPHOM pexume Virtual
IP.

KomaHga c npedurKcom no yaansiet npasuso.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I(conﬂg«xyptoqnapﬁ> virtual-ip nat
I(conﬁg«xyptownapp>novirtual-ipnat

Mpumep (config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.
(config-crypto-map)> no virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.08 JobasneHa koMaHaa crypto map virtual-ip nat.

3.19.30 crypto map virtual-ip range

OonucaHue HacTpouTb Arana3oH agpecoB AN14 BblAa4yu K/IeHTaM B CEpPBEPHOM pexnme
Virtual IP.

KomaHga ¢ npedunkcom no yaansaeT jranasoH.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-crypto-map)>  virtual-ip range <begins (<ends | <size»>)
(config-crypto-map)> no virtual-ip range
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
begin IP-agpec Hauano ananasoHa agpecos.
end IP-agpec KoHeL agnarna3oHa agpecos.
size lesnoe uucso |Pasmep AmanasoHa ajpecos.
Mpumep (config-crypto-map)> virtual-ip range 10.5.0.0 20

IpSec::Manager: "test": crypto map Virtual IP pool range set »
from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

3.19.31 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-crypto-map)> no virtual-ip range
IpSec::Manager: "test": crypto map Virtual IP pool range deleted.

Bepcus OnucaHue

2.08 JobasneHa koMaHaa crypto map virtual-ip range.

map virtual-ip static-ip

Ha3HauunTb NocTosAHHbIN IP-agpec nonb3oBaTento. Nonb3oBaTenb B cUCTEME
JOJIKEH MeTb MeTKy ipsec-xauth.

KomaHga ¢ npedurkcom no yganseTt Npmeasky.

Ja

Ja

[Ja

(config-crypto-map)>  virtual-ip static-ip wsenr <address>

(config-crypto-map)> no virtual-ip static-ip wsen

AprymeHT 3HauyeHue OnucaHwue

user CTpoka Nms nonb3oBarensi.

address IP-agpec HasHauaemsblin IP-agpec.

(config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".

(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

Bepcus OnucaHve

3.05 Jlo6aBneHa koMaHza crypto map virtual-ip static-ip.

3.20 dns-proxy

OnucaHwue
Mpedukc no

MeHsieT HaCTpoWiKKn

JocTtyn K rpynne KoMaHa ans ynpasneHus cnyxé6oit DNS-npokcu.
Het

Het
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

Bxo)xaeHue B rpynny (config-dnspx)

CnHoncuc I (config)>  dns-proxy

Mpumep (config)> dns-proxy
Core::Configurator: Done.
(config-dnspx)>

UcTopus nsmeHeHnii Bepcus onuvcaHue

2.04 JobasneHa KoMaHAa dns-proxy.

3.20.1 dns-proxy filter assign host preset

OonucaHue HasHaunTb npeceT GUNbTPALN CETEBOMY YCTPOIACTBY.

O3HaKOMUTLCS CO CNUCKOM MPeCceToB Bbl MOXeTe C MOMOLLbI0 KOMaHAbl show
dns-proxy filter presets.

KomaHga ¢ npedurkcom no yaanseT ykasaHHbI npeceT Agns xocTa. Ecam
BbINOJIHUTL KOMaHAy 6e3 apryMeHTa, TO BeCb CM1COK MpeceToB ANIA BCexX
XOCTOB byJeT OuMLLEeH.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBOg, [a

Cutoncnc (config-dnspx)>  filter assign host preset <host> preset>
(config-dnspx)> no filter assign host preset [<hosts]

AprymeHTbI AprymeHT 3HaueHue OonucaHue
host MAC-apgpec MAC-agpec ceTeBOro ycTporcTea.
preset CTpoka HasBaHue npeceTa.

Mpumep (config-dnspx)> filter assign host preset 04:d4:c1:51:b1:59 »

opendns - family
Dns::Filter::Public: Associated host "04:d4:c1:51:b1:59" with »
preset "opendns-family".

(config-dnspx)> no filter assign host preset 04:d4:cl:51:b1:59
Dns::Filter::Public: Removed preset for host "04:d4:c1:51:b1:59".

(config-dnspx)> no filter assign host preset
Dns::Filter::Public: Removed presets for hosts.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve
3.08 Jlo6aBneHa koMmaHaa dns-proxy filter assign host
preset.

3.20.2 dns-proxy filter assign host profile

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

Ha3HaunTb Npodunb GUNbLTPaLMN CETEBOMY YCTPOICTBY.

J06aBnTb HOBbIN MPOGUIBL MOXHO NpK NoMoLLM KoMaHAbl dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npodurnelt Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.

KomaHza ¢ npedurKcom no yaansieT ykasaHHblin npodunb ans xocta. Ecam
BbINOAHUTL KOMaHAy 6e3 apryMeHTa, To BeCb CMCOK Npoduein Ans Beex
XOCTOB 6yZeT OUNLLEH.

Ja

Ja

Aa

(config-dnspx)>  filter assign host profile <hosts profile»

(config-dnspx)> no filter assign host profile [<host>]

AprymeHT 3HayeHue OnuncaHwue
host MAC-appec MAC-agpec ceTeBOro ycTpoincTea.

profile CTpoka HasBaHune npoduns.

(config-dnspx)> filter assign host profile 00:d2:cl:54:bc:59 test
Dns::Filter::Public: Associated host "00:d2:cl:54:bc:59" with »
profile "test".

(config-dnspx)> no filter assign host profile 00:d2:cl:54:bc:59
Dns::Filter::Public: Removed profile for host "00:d2:cl:54:bc:59".

(config-dnspx)> no filter assign host profile
Dns::Filter::Public: Removed profiles for hosts.

Bepcus OnucaHue
3.08 Job6asneHa komaHaa dns-proxy filter assign host
profile.
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naBa 3 OnncaHme KOMaHA,

3.20.3 dns-proxy filter assign interface preset

OnuncaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HasHaunTb npeceT GUAbTPaALN BCEM YCTPOCTBAM B CErMeHTe (3a
NCK/IOYEHNEM TeX, KOTOPbIM YyXe HazHauyeHbl npodunn/npeceTsi).

O3HaKOMUTBCS CO CMIMCKOM MPEeCceToB Bbl MOXETE C MOMOLLbHO KOMaHAbI show
dns-proxy filter presets.

KomaHga ¢ npedrkcom no oTMeHSsIeT NPUBA3KY YKa3aHHOMo npeceTa K
nHTepdelicy. ECnu BbINONHUTL KOMaHAy 6e3 apryMeHTa, TO BeCb CNWCOK
NpeceToB A/151 BCEX CEFMEHTOB 6YyAeT OUMLLEH.

Ja
Aa
Ja
(config-dnspx)>  filter assign interface preset <interfaces preset>

(config-dnspx)> no filter assign interface preset [ <interface; ]

AprymeHT |3HauyeHue OnuncaHwue

interface |MHTeppeiic MonHoe nma nHTepderica nam NCeBAOHUM.
WNHTepdelic gonxeH nMeTb ypoBeHb
6e3onacHocTu private nawm protected.

preset CTpoka HasBaHue npeceTa.

(config-dnspx)> filter assign interface preset Bridge0 »
quad9-security

Dns::Filter::Public: Associated interface "Bridge@" with preset »
"quad9-security".

(config-dnspx)> no filter assign interface preset Bridge0
Dns::Filter::Public: Removed preset for interface "Bridge0".

(config-dnspx)> no filter assign interface preset
Dns::Filter::Public: Removed presets for interfaces.

Bepcus OnucaHve
3.08 Jlo6aBneHa komaHaa dns-proxy filter assign interface
preset.

3.20.4 dns-proxy filter assign interface profile

OnucaHwne

Ha3HaunTb Npodunb GunbLTPaLMM BCEM YCTPOCTBAM B CErMeHTe (3a
NCK/IOYEHNEM TeX, KOTOPbIM YXe HazHauyeHbl npodunan/npeceTs).
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naBa 3 OnncaHme KoMaHp,

J06aBnTb HOBbIN MPOGUIBE MOXHO NpY NOMoLLM KoMaHAbl dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npodurnelt Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.

KomaHaa ¢ npedrKcom no oTMeHseT NPUBA3KY YKa3aHHOro npopuas K
NHTepdelicy. ECan BbINONHNTE KOMaHAYy 6e3 aprymeHTa, TO BeCb CMNCOK
npodunein ansa Bcex cerMeHToB byeT OUnLLEeH.

Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a

Cunoncnc (config-dnspx)>  filter assigninterfaceprofile«interfacesprofile

(config-dnspx)> no filter assign interface profile [«interface]

AprymeHTbI AprymeHT |3HaueHue OnucaHue

interface |WHTepgeic MonHoe nma nHTepderica nam NCeBLOHUM.
WNHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTn private nnm protected.

profile |Ctpoka HasBaHune npoduns.

Mpumep (config-dnspx)> filter assign interface profile »
GigabitEthernet0/Vlanl DnsProfile0
Dns::Filter::Public: Associated interface »
"GigabitEthernet0/Vlanl" with profile "DnsProfile0".

(config-dnspx)> no filter assign interface profile »
GigabitEthernet0/Vlanl

Dns::Filter::Public: Removed profile for interface »
"GigabitEthernet®/Vlanl".

(config-dnspx)> no filter assign interface profile
Dns::Filter::Public: Removed profiles for interfaces.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.08 Job6asneHa komaHaa dns-proxy filter assign interface
profile.

3.20.5 dns-proxy filter engine

OnucaHune BbibpaTb MexaHn3m DNS.

KomaHga c npedurkcom no oTkatouaeT GpuabTp. B 3ToM cnydae 3anpoc
KOHGUrypaLmmn BepHeT MycToe 3HaYeHue.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config-dnspx)>  filter engine engine»
(config-dnspx)> no filter engine
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
engine interceptor |OAVH 13 JOCTYMNHLIX MEXaHN3MOB
public dunbTpaumn DNS.
nextdns
opkg
skydns
Mpumep (config-dnspx)> filter engine interceptor
Dns::Filter::Interceptor: Enabled.
(config-dnspx)> no filter engine
Dns::Manager: Disabled filter engine.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.08 Jo6aBneHa komaHaa dns-proxy filter engine.

3.20.6 dns-proxy filter profile

OnucaHue Co3aaTb Nonb3oBaTenbckuii npodunb punbtpaumm DNS.
KomaHga ¢ npedukcom no yaanaet npodub.

Mpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-dnspx)>  filter profile name>
(config-dnspx)> no filter profile name;
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka Vms npodunsa B cokpalleHHOM BUAE, ASTMHOM
He 6osiee 32 cuMBOJI0B. MakcuManbHoe
Konnuectso npodunen — 8.
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naBa 3 OnncaHme KoMaHp,

NMpumep (config-dnspx)> filter profile test
Dns::Filter::Public: Created profile "test".

(config-dnspx)> no filter profile test
Dns::Filter::Public: Removed profile "test".

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.08 Jlo6aBneHa komaHaa dns-proxy filter profile.

3.20.7 dns-proxy filter profile description

OnuncaHmne MpucBonTb onncaHune ans npodunsa ¢unbTpaumm DNS.
KomaHza ¢ npedurKcom no cTvpaeT onucaHue.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Cunoncnc (config-dnspx)>  filter profile name>description «description»
(config-dnspx)> no filter profile name>description «descriptions
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
name Crpoka HasBaHune npoduns.
description |CTpoka Mpown3BosibHOe onncaHne Nnpoduns.
Mpumep (config-dnspx)> filter profile test description MyProfilel
Dns::Filter::Public: Set description to profile "test".
(config-dnspx)> no filter profile test description
Dns::Filter::Public: Cleared description of profile "test".
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
3.08 Job6asneHa komaHaa dns-proxy filter profile
description.

3.20.8 dns-proxy filter profile dns53 upstream

OnucaHune JobasuTk [IP-agpec DNS-cepBepa B Nosib3oBaTenbCkmii npodunb GuabTpaLmu.
Mo>kHO BBecTV 40 6 cepBepoB.
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naBa 3 OnncaHme KOMaHA,

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

KomaHga ¢ npedurkcom nNo yaansieT ykasaHHbIA cepBep U3 cnmcka. Ecnm
BbIMOJIHUTL KOMaHAY 6e3 apryMeHTa, TO BeCb CMUCOK CEpPBEPOB byaeT
OUVILLIeH.

Ja
Aa
Ja
(config-dnspx)> filter profilename>dns53 upstream«<address [:«ports]

(config-dnspx)> no filter profile name>dns53 description [ «address»
Lports]]

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka HasBaHune npoduns.
address IP-agpec IP-agpec cepBepa.
port UYenoe uucno |MNopT cepsepa.

(config-dnspx)> filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Added DNS name server 1.1.1.1 to profile »
"test".

(config-dnspx)> no filter profile test dns53 upstream
Dns::Filter::Public: Removed DNS name server from profile "test".

(config-dnspx)> no filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Removed DNS name server 1.1.1.1 from profile »
“test".

Bepcus OnucaHve
3.08 Jlo6aBneHa komaHaa dns-proxy filter profile dns53
upstream.

3.20.9 dns-proxy filter profile https upstream

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIii BBOA,

Jo6aBuTb cepsep DNS nosepx HTTPS B MONb30BaTeNbCKUIA NPpOodUb
dunbTpaummn. MoxHo BBeCTU 0 6 CepBepoB.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIA cepBep U3 cnmcka. Ecam

BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BeCb CMMCOK CepBepOoB byaeT
OUULLIEH.

Ja
Aa
Ja
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naBa 3 OnncaHme KoMaHp,

Cunoncuc (config-dnspx)> filter profile cname>https upstreamwri[ spki chashs

]

(config-dnspx)> no filter profile <name>https description[«wris]

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

name CTpoka HasBaHue npoduns.

url Ctpoka URL-agpec DNS-cepBepa.

hash Ctpoka Xaw ceptnukara TLS.

NMpumep (config-dnspx)> filter profile test https upstream »
https://dns.google/resolve
Dns::Filter::Public: Added DNS-over-HTTPS name server »
https://dns.google/resolve to profile "test".

(config-dnspx)> no filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Removed DNS-over-HTTPS name server »
https://dns.google/resolve from profile "test".

(config-dnspx)> no filter profile test https upstream
Dns::Filter::Public: Removed DNS-over-HTTPS name server from »
profile "test".

WcTopuns nsmeHeHnit |Bepcua onucaHue

3.08 JobasneHa komaHaa dns-proxy filter profile https
upstream.

3.20.10 dns-proxy filter profile intercept enable

OnucaHue Brntountb nepexsaT TpaH3nTHLIX DNS-3anpocoB ans npodunsa dunstpaumn.
Mo ymonuaHuio nepexsat 3anpeLLeH.

KomaHga c npedurkcom no oTkIroYaeT nepexsaT AN Npoduns uibTpaumnn.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc (config-dnspx)>  filter profile name>intercept enable
(config-dnspx)> no filter profile <namesintercept enable
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
name Ctpoka Vimsa npodunnsa ¢unbTpauun.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-dnspx)> filter profile DnsProfile0® intercept enable
Dns::Filter::Public: Enabled intercept in profile "DnsProfile0".

(config-dnspx)> no filter profile DnsProfile® intercept enable
Dns::Filter::Public: Disabled intercept in profile "DnsProfile0".

Bepcus OnucaHve
3.09 Jlo6aBneHa komaHga dns-proxy filter profile intercept
enable.

3.20.11 dns-proxy filter profile tls upstream

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

Jo6aBuTb cepep DNS nosepx TLS B NoNb30BaTeNbCKUIA NPOodUb
dunbTpaumn. MoxHo BBeCTU 0 6 CepBepoB.

KomaHgaa ¢ npedurkcom no yaansieT ykasaHHbIN cepBep 13 cnmcka. Ecam
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BECb CMMCOK CepBepOoB byaeT
OUULLIEH.

Ja
Aa
Ja

(config-dnspx)>  filter profile <name>tls upstreamaddress [ «port»
1[ sni «fqdns> ][ spki <hash> ]

(config-dnspx)> no filter profile namestls description [ «address»][
<ports]

AprymeHT 3HauyeHue OnuncaHwue
name CTpoka HasBaHune npoguns.
address IP-appec Agpec cepepa.
FQDN
port Lenoe 4ucno |lMopT cepBepa.
fqdn CTpoka JomMmeHHOoe nwvs.
hash Ctpoka Xaw ceptmuukaTa TLS.

(config-dnspx)> filter profile test tls upstream 1.1.1.1 8853 »
sni cloudflare-dns.com

Dns::Filter::Public: Added DNS-over-TLS name server 1.1.1.1 to »
profile "test".

(config-dnspx)> no filter profile test tls upstream 1.1.1.1 8853
Dns::Filter::Public: Removed DNS-over-TLS name server 1.1.1.1 »
from profile "test".
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-dnspx)> no filter profile test tls upstream
Dns::Filter::Public: Removed DNS-over-TLS name server from »
profile "test".

Bepcus OnucaHue
3.08 Job6asneHa komaHaa dns-proxy filter profile tls
upstream.

3.20.12 dns-proxy https upstream

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

JobasuTtb cepeep DNS nosepx HTTPS.

KomaHza c npedurKcom no yaansieT ykasaHHbIin cepep 13 cnvcka. Ecam
BbINONHUTL KOMaHAYy 6e3 apryMeHTa, To BeCb CMMCOK CEpBEPOB byaeT
OUMLLEH.

Ja
Ja
Aa

(config-dnspx)>  https upstreamwrls [ «format>][ snihash>][ on
<interface>] [ domain «domain> ]

(config-dnspx)> no https upstream [ «wri>]

AprymeHT 3HauyeHue OnucaHwue
url CTpoka Monb3oeaTenbckmini URL-agpec cny>6bl DNS.
format dnsm dopmat oTobpaxkeHns gaHHbIX DNS.
json
hash Ctpoka Xaw ceptndukaTta TLS.
interface UHTepgeiic Nms nHTepdelica ans HacTpOnKU.
domain CTpoka JomMmeHHOoe nwvs.

(config-dnspx)>https upstream »
https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.
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naBa 3 OnncaHme KOMaHA,

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm on ISP

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>no https upstream https://dns.adguard.com/dns-query
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)>no https upstream
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.01 JobasneHa komaHaa dns-proxy https upstream.
3.08 Job6asneH aprymeHT domain.

3.20.13 dns-proxy intercept enable

OnucaHwue BkntounTtb nepexsaT TpaH3nUTHbIX DNS-3anpocoB. Takxe 3Ta ¢pyHKUNSA
BKJIOYaeTCs Npu paboTe nHTepHeT-GMIbTpa. Mo yMonyaHuio nepexsat
3anpeLyeH.

KomaHga ¢ npedurkcom no oTKI0YaeT nepexsar.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het

CnHoncuc I (config-dnspx)>  intercept enable
I (config-dnspx)> no intercept enable
Mpumep (config-dnspx)> intercept enable
Dns::Filter::Interceptor: Enabled.
(config-dnspx)> no intercept enable
Dns::Filter::Interceptor: Disabled.
VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie
3.06 JobaBneHa komaHAa dns-proxy intercept enable.
3.08 KomaHga dns-proxy intercept enable yaganeHa kak
ycTapesLuas.
3.09 KomaHga dns-proxy intercept enable cHoBa fo6aBneHa.
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naBa 3 OnncaHme KoMaHp,

3.20.14 dns-proxy max-ttl

OnucaHue 3agaTb MakcMManbHbIv TTL Ana kawmnpoBaHHbIX 3anuvcet DNS-npokcu.
KomaHga ¢ npedurkcom no yaanset 3HadeHue TTL.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dnspx)>  max-ttl max-ttl
(config-dnspx)> no max-ttl
AprymeHTbI AprymeHT |3HaueHme |OnucaHme
max-ttl Lenoe uucno |MakcmmanbHoe 3HayeHue TTL. Moxet
NPUHMMAaTb 3HaYeHWsa B Npejenax ot 1 4o
604800000 MmunnucekyHz (1 Hegens).
NMpumep (config-dnspx)> max-ttl 10000
Dns::Proxy: Dns-proxy set max-ttl to 10000.
(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue

2.05 [JobaeneHa komaHaa dns-proxy max-ttl.

3.20.15 dns-proxy proceed

OnucaHune 3agaTb MHTepBaJ MexJay napasne/isHbIMVY 3anpocamMm, KOTopble OTrpasiseT
DNS-npokcu Heckonbkmm DNS-cepBepam. Mo yMOAYaHUIO UCMNO/b3yeTcs
3HauyeHVe 500.

KomaHaa ¢ npedrkcom no Bo3BpaLL@eT 3HayeHre rno yMONYaHUI0.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-dnspx)>  proceed proceed:

I (config-dnspx)> no proceed
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

proceed lenoe uucno |Bpems paboTbl DNS-npokcu B
MUANNCeKYHAAxX. MoxeT NnpuH1UMaTh
3HayeHWda B npegenax ot 1 Ao 50000.

Mpumep (config-dnspx)> proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.

(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 Jlo6aBneHa komaHza dns-proxy proceed.

3.20.16 dns-proxy rebind-protect

OnucaHue BkarounTb 3awmTy oT atak DNS rebinding. Mo yMONYaHMIO NCNONb3YeTCs
napameTp auto.

KomaHaa ¢ npedrKCcoM no OTKIOYAEeT 3aLUnTY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config-dnspx)>  rebind-protect (auto | strict)
(config-dnspx)> no rebind-protect
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
auto Kriwyesoe 3awwmTa nHTepdelicoB private.
CJ10BO
strict KmwyeBoe 3awmTa noaceteit U3 cnuvcka IANA IPv4
C/10B0 Special-Purpose Address Registry1.
Npumep (config-dnspx)> rebind-protect auto
Dns::Manager: Enabled rebind protection.
(config-dnspx)> no rebind-protect
Dns::Manager: Disabled rebind protection.
VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

3.04 Jlo6aBneHa komaHaa dns-proxy rebind-protect.

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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naBa 3 OnncaHme KoMaHp,

3.20.17 dns-proxy srr-reset

OonucaHue YCTaHOBUTb BpeMsi, Yepes KoTopoe byzeT cbpacbiBaTbCa PeNTUMHT
3anpocoB-oTBeToB DNS-NpokcK. Mo yMONYaHNI0 UCMONb3YeTCst 3HaYeHne
600000.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dnspx)>  srr-reset«srr-reset>
(config-dnspx)> no srr-reset
AprymeHTbI Argument |3HaueHme |OnucaHwne
srr-reset lenoe 4ucro |3HauyeHVie BpEMEHHOIO NPOMEXYTKa B
MUAancekyHaax. MoxeT npnHnMMaTb
3HayeHWa B npegesax ot 0 A0 600000.
NMpumep (config-dnspx)> srr-reset 111
Dns::Manager: Set send-response rating reset time to 111 ms.
(config-dnspx)> no srr-reset
Dns::Manager: Reset send-response rating reset time to default.
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa dns-proxy srr-reset.

3.20.18 dns-proxy tls upstream

OnucaHune Job6aBuTb cepsep DNS nosepx TLS.
KomaHaa ¢ npedurkcom no yaanseT ykasaHHbI cepsep U3 cnmcka. Ecam
BbINONHUTL KOMaHZy 6e3 aprymeHTa, TO BeCb CrMCOK CepBepoB byseT
ounLLeH.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-dnspx)>  tls upstreamaddress; [ «port>][ sni«fqgdns ][ spki

<hash>][on<interface> ][ domain «domains ]
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naBa 3 OnncaHme KOMaHA,

(config-dnspx)> no tls upstream [ <addresss ][ «ports]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-appec IP-agpec cepsepa
port Yenoe uucno |lopT cepBepa.
fqdn CTpoka JomMeHHOoe nms.
hash Ctpoka Xaw ceptmnukara TLS.
interface UHTepdelic Nms nHTepdelica ana HacTpOnKuU.
domain CTpoka JomeHHOoe nwvs.

NMpumep (config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com »
on ISP
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>no tls upstream 1.1.1.1 853
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
deleted.

(config-dnspx)>no tls upstream
Dns: :Secure: :ManagerDot: DNS-over-TLS name servers cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.01 JobasneHa komaHaa dns-proxy tls upstream.
3.08 JobasneH aprymeHT domain.

3.21 dpn accept

OnuncaHwune MprHATL Nosib30BaTeNbCKoe cornaweHue DPN. 1o NpUHATUS cornawleHuns
KOH®UrypaTop He NpUHMMaeT HUKaKne KOMaHAbl, KpOMe KOMaHJ Ha YTeHne

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncmc I(Conﬁgp> dpn accept

Mpumep (config)> dpn accept
Core::Legal: Accepted dpn version 20200330.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.05 [JobaeneHa komaHaa dpn accept.

3.22 dyndns profile

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

3.22.1 dyndns

OnucaHwne

MNpedukc no

2 http:\\www.dyndns.com
3 http:\\www.no-ip.com

JocTyn K rpynne KOMaHA A8 HaCTPOMKM yka3aHHoro npouns DynDns. Ecan
npodunb He HalAeH, KOMaHAa MbITaeTcsa ero co3gaTe. MOXHO co34aTb He
6onee 32 npodunei.

KomaHga ¢ npedukcom no yaanset npoduab DynDns.
Ja

Aa

Ja

(config-dyndns)

(config)> dyndns profile name»

(config)> no dyndns profile name>

AprymeHT 3HauyeHue OnucaHwue

name CTpoka HasBaHune npodunsa. MakcnmanbHas AnmHa
NMeHn — 64 cnmBona.

(config)> dyndns profile _WEBADMIN
Core::Configurator: Done.
(config-dyndns)>

Bepcus OnucaHve

2.00 JobasneHa komaHaa dyndns profile.

profile domain

HasHaunTb MK nocTosiHHOE foMeHHOoe nMS. MNepes BbINOAHEHVEM KOMaHA!
Heob6X0AMMO 3aperncTpupoBaTh AOMEHHOEe NMS Ha caTe dyndns.com” nam
no-ip.com-.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.

Ja
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http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dyndns.com
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.22.2 dyndns profile password

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

Ja

Het

(config-dyndns)>

(config-dyndns)> no domain

domain «domain»

AprymeHT

3HayeHue

OnvicaHune

domain

CTpoka

JoMeHHoe ums. MakcnmanbHas gamnHa
AOMeEHHOro nmeHm — 254 cumsona.

(config-dyndns)> domain support.ddns.net
DynDns::Profile: " WEBADMIN": domain saved..

(config-dyndns)> no domain
ynDns::Profile: " WEBADMIN" domain cleared.

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dyndns profile domain.

YcTaHOBWUTL Naposib 4N goctyna Yepes DynDns.

Aa
Ja

Het

(config-dyndns)>

password (passworads

(config-dyndns)> no password

AprymeHT

3HayeHue

OnvicaHune

password

CTpoka

Maponb ans asTopmsaumn. MakcmmManbHas
ANVHa napons — 64 cmBona.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

password 123456789
" WEBADMIN": password saved.

no password
" WEBADMIN" password cleared.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

Jlo6aBneHa komaHaa dyndns profile password.

3.22.3 dyndns profile send-address

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

3.22.4 dyndns

OnucaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Bkntoumntb HEO6XOANMOCTb yKa3aHu4 IP-a,qpeca MHTEPHET-COeJNHEHNA B

3anpoce DynDns.

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

Ja
Aa

Het

I (config-dyndns)>  send-address

I (config-dyndns)> no send-address

(config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns: :Profile: Send address is disabled.

Bepcusa

OnucaHwune

2.03

Jlo6aBneHa komaHaa dyndns profile send-address.

profile type

MpucBonTb DynDns-npoduato TvM, B 3aBUCMMOCTM OT CaiiTa, Ha KOTOPOM
6b110 3apPEerncTpMpPOBaHO AOMEHHOE MMSI.

Ja
Ja

Het

I (config-dyndns)>  type <type>

I (config-dyndns)> no type
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nameHeHui

AprymeHT

3HauyeHe [OnucaHwue

type

dyndns YKasblBaeTcs, ecin JOMeHHOoe UMS

3aperncTpupoBaHo Ha canTe dyndns.com4.

noip YKasblBaeTcs, ecin JOMeHHOoe UMS

3aperncTpUpPOBaHO Ha caiTe no-ip.com”.

rucenter YKa3sblBaeTcd, ecnm JOMeHHOe MS

3aperncTpmpoBaHo Ha cante rucenterG.

custom YKa3blBaeTcd, ecnm JOMeHHOoe MS

3aperncTprupoBaHO Ha APYrom canmTe (canT
onpegensetca komaHgor dyndns profile url).

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)> no type

DynDns: :Profile:

type noip
" WEBADMIN": type saved.

" WEBADMIN" type cleared.

Bepcusa

OnucaHune

2.00

Jlo6aBneHa komaHaa dyndns profile type.

3.22.5 dyndns profile update-interval

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

4 http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru

YCTaHOBUTb MHTepBan 06HOBNEHMS agpeca Anst DynDns.

KomaHga c npedunkcom no oTMeHseT BO3MOXHOCTb 06HOBEHMS.

Ja
Aa

Het

(config-dyndns)>

update-interval «days; days [ <hours> hours ]
[ aminutes> minutes ] [ <seconds> seconds ]

(config-dyndns)> no update-interval

AprymeHT 3HauyeHue OnuncaHwue

days lenoe uymucno |BpeMeHHOW NHTepBan B AHSAX.
hours Lenoe uucno |BpemMeHHON nHTepBan B Yacax.
minutes Lenoe umucno |BpemeHHOWN nHTepBan B MUHYTaXx.
seconds Lenoe umucno |BpemMeHHOW nHTepBan B CeKyHAax.
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-dyndns)> update-interval 5 days 5 hours 5 minutes 5 »
seconds
DynDns::Profile: Interval is set to 450305 seconds.

(config-dyndns)> update-interval 5 days
DynDns: :Profile: Interval is set to 432000 seconds.

(config-dyndns)> no update-interval
DynDns::Profile: Periodic registration disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHaa dyndns profile update-interval.

3.22.6 dyndns profile url

OnucaHwue Yka3atb URL ncnonbsyemoro caiita cny6sl DynDns.
MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dyndns)>  urlwrb
(config-dyndns)> no url
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
url CTpoka Monb3oBaTenbckuii URL-agpec cnyx6bl
DynDns.
Mpumep (config-dyndns)> url http://members.dyndns.org/nic/update
DynDns::Profile: " WEBADMIN": URL saved.
(config-dyndns)> no url
DynDns::Profile: " WEBADMIN" URL cleared.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 Job6asneHa komaHaa dyndns profile url.

3.22.7 dyndns profile username
OnucaHwue YKa3aTb NOrMH yyeTHOM 3anncuy Ana goctyna dyepes DynDns.
Mpejukc no Ja

MeHsieT HacTpoiikn  [la
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-dyndns)>

username <username»

(config-dyndns)> no username

AprymeHT

3HavyeHue

OnucaHue

username

Crpoka

ViMs nonb3oBaTens ANs agTopu3ayunm,

MakcrmanbHasa gnmHa nmeHn — 64 cumBona.

(config-dyndns)> username

DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

test@gmail.com

" WEBADMIN": username saved.

no username
" WEBADMIN" username cleared.

Bepcus

OnucaHune

2.00

JlobasneHa komaHaa dyndns profile username.

3.23 easyconfig check

OnucaHune

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny
CuHoncuc

Mpumep

WcTopus nsmeHeHum

JocTyn K rpynne KOMaHA 4151 HACTPOMKM NPOBEPKM JOCTyNa B MHTepHeT. ns
NpoBepKM A0CTYNa B UHTEPHET CHayana OTNPaBASOTCA 3aMpOoChl K LLUIO3Y

no ymosndvaHwuio. Ecnv oTBeT nony4yeH, Torga onpawnBardTCa yaalieHHble

XOCTbl, YKa3aHHble B HAacTpolikax. Takxke B HAaCTPOlKax ykasblBaeTCs
NPOAOC/IKNTENBHOCTb M YacToTa 3anpocoB. Ecnv Bce mpoBepky NpoigeHsi,
3HAUWT JOCTYN B MIHTEPHET eCTb.

Het
Het

Het

(ezconfig-check)

(config)> easyconfig check

(config)> easyconfig check

(ezconfig-check)>

Bepcus

OnucaHune

2.00

Job6aBneHa

koMmaHga easyconfig check.
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naBa 3 OnncaHme KoMaHp,

3.23.1 easyconfig check exclude-gateway

OonucaHue OTK/OUMTE MPOBEPKY LLK03a MO YMOAYaHWI0. [0 yMOYaHWN0 3TOT NapameTp
BKJ/TOUEH.

KomaHga ¢ npedunkcom no BKIOYAET NpoBepky o6paTHoO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncumc I (ezconfig-check)>  exclude-gateway

I (ezconfig-check)> no exclude-gateway

Mpumep (ezconfig-check)> exclude-gateway
Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network: :InternetChecker: Gateway checking enabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.05 JobasneHa komaHga easyconfig check
exclude-gateway.

3.23.2 easyconfig check host

OonucaHue 3asaTb MMSsI XOCTa, K KOTOPOMY 6yAyT OTNPABAATLCS 3aNpochl 415 TPOBEPKN
A0CTyNa B UHTepHeT. o yMon4aHuo ncnonb3yeTcs agpec google. com.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT MIMeHa XO0CTOB MO YMOJYaHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBOg, [a

CuHoncuc (ezconfig-check)>  host <host»
(ezconfig-check)> no host [ <host» ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
host Umsa xocrta VIMa yaaneHHoOro xocra.
Mpumep (ezconfig-check)> host google.com

Network: :InternetChecker: "google.com" name added.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

(ezconfig-check)> no host google.com
Network: :InternetChecker: "google.com" name removed.

(ezconfig-check)> no host
Network: :InternetChecker: Domain name set reset to default.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHaa easyconfig check host.

3.23.3 easyconfig check max-fails

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YKa3zaTb KOINYEeCTBO Noc/ie40BaTe/IbHbIX HeYAauHbIX 3aNPOCOB K XOCTaM,
3alaHHbIM € nomoLbo KoMaHabl easyconfig check host. Mo ymonvaHunio
NCNONb3yeTcsd 3HaueHme 3.

KomMaHza ¢ npedprKcomM no BO3BpaLLAET 3HAUYEHME MO YMOIYAHUIO.,

Ja

Ja

Het

(ezconfig-check)>  max-fails «count»

(ezconfig-check)> no max-fails

AprymeHT 3HauyeHue OnuncaHwue

count UYenoe uucro |Konmyectso HeygauHbIX 3anpocos. MoxeT
MPUHXMAaTL 3HaYeHWsa B Npejenax ot 2 40 8

BKTHOYNTENbHO.

(ezconfig-check)> max-fails 5
Network: :InternetChecker: A new maximum fail count set to 5.

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

Bepcus OnucaHve

2.00 JobaBneHa komaHaa easyconfig check max-fails.

3.23.4 easyconfig check period

OnucaHwne

3ajaTb NMPOAO/HKNTENBHOCTL NMPOBEpPKU. 10 yMONUaHUIO UCMOJIb3YyeTCs
3HayeHne 15.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

KomaHza ¢ npedprKcom no Bo3BpaLLAeT 3HAUYEHME MO0 YMOIYAHUIO,
Ja

Aa

Het

(ezconfig-check)>  period «period>

(ezconfig-check)> no period

AprymeHT 3HauyeHue OnuncaHwue

period lenoe 4ucno |VIHTepBan nposepkun B cekyHAax. MoxeTt
NPUHUMAaTL 3Ha4YeHWs B npegenax ot 10 ao

60 BKIHOUYNTENBHO

(ezconfig-check)> period 20
Network: :InternetChecker: A new check period set to 20 seconds.

(ezconfig-check)> no period
Network: :InternetChecker: Check period reset to default (15 »
seconds) .

Bepcus OnucaHve

2.00 JobasneHa komaHaa easyconfig check period.

3.24 easyconfig disable

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

OTKAHOUNTL Macrtep HepBMHHOVI HaCTpOIZKI/I. Mo YMOJTH4aHWK 3TOT NapaMeTp
BK/TKOYEH.

KomaHga ¢ npedurkcom no BKAOUaeT MacTep nepBUYHON HAaCTPOKM.
[Ja
Ja

Het

I(conﬁg)> easyconfig disable

I (config)> no easyconfig disable

(config)> easyconfig disable
EasyConfig: :Manager: Disabled.

(config)> no easyconfig disable
EasyConfig: :Manager: Enabled.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.01 Jlo6aBneHa komaHaa easyconfig disable.

3.25 eula accept

OnucaHwue MprHATL NosIb30BaTeNbCKOe cornaweHve EULA. o NPUHATUA cornawleHmns
KOHUrypaTop He NprHMUMAaeT HUKaKmMe KOMaHZbl, KpOMe KOMaHA Ha uTeHune.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIia BBog, Het

CuHoncuc I (config)> eula accept
Npumep (config)> eula accept

Core::Eula: "20181001" license accepted.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.15 [Jlo6aBneHa komaHaa eula accept.

3.26 igmp-proxy

OnucaHwue JocTtyn K rpynne KoOMaHA Ans HacTpomkn IGMP.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (igmp-proxy)

CuHoncuc I(config)> igmp-proxy

MNpumep (config)> igmp-proxy
(igmp-proxy)>

WcTopuns nsmeHeHwnit |Bepcus onucaHmne

2.06 JobasneHa KoMaHAa igmp-proxy.
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naBa 3 OnncaHme KoMaHp,

3.26.1 igmp-proxy fast-leave

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTs IGMP fast-leave agna HemeaneHHOro yaaneHus nopTa 13 3anncu
nepecbIKM ANS MHOroaApecHoOn rpynnbl, KOr4a NopT noay4yaeT coobLieHmne
0 BbIX0oje.

KomaHga ¢ npedpurkcom no oTkarouaeT 3Ty GyHKLMIO.
Ja
Ja

Het

I (igmp-proxy)>  fast-leave

I (igmp-proxy)> no fast-leave

(igmp-proxy)> fast-leave
Igmp::Proxy: Enabled Fast Leave.

(igmp-proxy)> no fast-leave
Igmp::Proxy: Disabled Fast Leave.

Bepcus OnucaHve

3.09 JobasneHa KomaHaa igmp-proxy fast-leave.

3.26.2 igmp-proxy force

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

MpuHYANTENLHO BKAOUYNTL CTapyro Bepcuto IGMP. Mo ymonyaHmio 31a
HaCTPOIMKa OTK/IFOYEHa 1 BEPCUA NPOTOKO/A BbI6MPaeTcs B aBTOMaTUYECKOM
pexvme.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3HayYeHne Mo YMOAYaHUIO.
Ja

[Ja

Het

(igmp-proxy)>  force «protocol»

(igmp-proxy)> no force

AprymeHT 3HauyeHue OnuncaHwue

protocol igmp-vl MpUMeHNTL GUABTPALMIO K BXOAALLM
nakeTam.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

igmp-v2 MpMeHUTb GUABTPALMIO K UCXOASALLNM
rnaketam.
Mpumep (igmp-proxy)> force igmp-vl

Igmp::Proxy: Forced protocol: igmp-vl.

(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JlobaBneHa komaHaa igmp-proxy force.

3.27 igmp-snooping disable

OnucaHwue Otkntounte IGMP snooping. KomaHga A0CTYMHa TO/IbKO B pexumax KnveHr,
Ycnnuntens nnm Touka Jloctyna.

KomaHga c npedumkcom no BkatovaeTt IGMP snooping.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncnc I(config)> igmp-snooping disable

Mpumep (config)> igmp-snooping disable
Igmp::Snooping: Disabled.
(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.12 Jlo6aBneHa koMaHza igmp-snooping disable.

3.28 interface

OonucaHue AoCTyn K rpynne KOMaHz ANst HACTPONKM Bbi6paHHOro HTepdelica. Ecan
nHTepdeiic He HallleH, KOMaHZAA NbITaeTCs ero co3Aatb.

Nms nHTepdelica 3agaeT ero kacc, KOTOpbI HaceayeT onpeaeneHHbIe
CBOWCTBA, CM. Anarpammbl B NprinoxxeHn. KomaHabl paboTatoT
NPUMEHUTENBHO K KlaccaM. COOTBETCTBYHOLLMIA KNAcC MHTepdeiica ykasaH
B ONMMNCaHNN KOMaHAbl.

Runner 4G (KN-2211) — CnpaBoYHVK KOMaHZA 1 33



naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HacTpoiKmn

KomaHga c npedurkcom no yaanset nHtepoeic.

Ja
Aa

MHorokpaTHbIl/i BBog, /[la

BxoxxaeHue B rpynny (config-if)

CuHoncunc

AprymeHTsl

Mpumep

(config)>

interface name>

(config)> no interface name>

AprymeHT 3HauyeHue OnucaHwue

name WHTepgeiic MonHoe nmsa nHTepdeinca Nam NCeBLOHNM.
CnncoK AOCTYNHbIX NHTepdericoB MOXHO
yBUAETb C NOMOLLLIO KOMaHZb! interface
[Tab].

(config)> interface [Tab]

Usage template:
interface {name}

Choose:

Pvc

Vlan
CdcEthernet
UsbModem
RealtekEthernet
AsixEthernet
Davicom
UsbQmi
UsbLte

Yota

Bridge

PPPoE
SSTPEthernet
SSTP

PPTP

L2TP
Wireguard
Proxy
OpenVPN

IPIP
TunnelSixInFour
IKE

Gre

EoIP

MapT

DslLite

134

CnpaBoyHuK koMaHa — Runner 4G (KN-2211)




naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JlobaBneHa komaHaa interface.

3.28.1 interface authentication chap

OnucaHune BkntounTb noagaepxky ayteHTudumkaumm CHAP.
KomaHga ¢ npedpurkcom no oTkarouaeT CHAP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication chap

I (config-if)> no authentication chap

Mpumep (config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

CHAP.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa komaHaa interface authentication chap.

3.28.2 interface authentication eap-md5

OnucaHwue BrkntoumnTtb nogaepxky ayteHtTudumkaumm EAP-MDS.
KomaHgaa ¢ npedurkcom no otknrovaet EAP-MDS.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication eap-md5

I (config-if)> no authentication eap-md5
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Mpumep (config-if)> authentication eap-md5
Network::Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.

(config-if)> no authentication eap-md5
Network: :Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JlobaBneHa komaHga interface authentication eap-md5.

3.28.3 interface authentication eap-mschapv2

OnucaHwue BkntounTb noagepxky ayreHTudumnkaumm EAP-MSCHAPV2.
KomaHga ¢ npedpurkcom no oTkntouvaet EAP-MSCHAPv2, MS-CHAPV2.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Secure

CuHoncue I (config-if)>  authentication eap-mschapv2

I (config-if)> no authentication eap-mschapv2

Mpumep (config-if)> authentication eap-mschapv2
Network: :Interface::Supplicant: "IKE®": authentication is »
unchanged.

(config-if)> no authentication eap-mschapv2
Network: :Interface: :Supplicant: "IKEO": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.05 Job6aBneHa komaHaa interface authentication
eap-mschapv2.

3.28.4 interface authentication eap-ttis
OnucaHue BrntounTtb nogaepxky ayteHTuoumkaumm EAP-TTLS.
KomaHga ¢ npedurkcom no oTkntouvaet EAP-TTLS.

Mpe¢ukc no Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

Mpumep (config-if)> authentication eap-ttls
Network::Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.

(config-if)> no authentication eap-ttls
Network::Interface: :Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Job6aeneHa komaHAa interface authentication eap-ttls.

3.28.5 interface authentication identity

OnucaHune YKasaTb Ms NoNb30BaTeNs AN ayTeHTUPUKaLMIM YCTPOICTBA Ha yAaNeHHOM
cucteme. Vicnonb3yeTcs Ana noaxkntouenmnin PPTP, PPPoE, L2TP v Proxy, a
Takxe ana nHtepodericos UsbQmi.

KomaHaa ¢ npedurKcom no cTvpaeT paHee 3aZaHHOE MM MoJib30BaTens.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun uHTepdderica Secure

CuHoncnc (config-if)> authentication identity <identity»

(config-if)> no authentication identity

AprymeHTbI AprymeHT 3HaueHue OonucaHue
identity Ctpoka Vims nonb3oBaTtens Ana ayreHTudumnkaumun.
Mpumep (config-if)> authentication identity mylogin

Network: :Interface::Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network: :Interface::Supplicant: "PPTPO": identity cleared.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JlobaeneHa komaHga interface authentication identity.

3.28.6 interface authentication mschap

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb noagaepxky ayteHTudumkaumm MS-CHAP.
KomaHga ¢ npedpurkcom no oTkntovaet MS-CHAP.
Ja

Aa

Het

Secure

I (config-if)>  authentication mschap

I (config-if)> no authentication mschap

(config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPO": added authentication: »
MS-CHAP.

(config-if)> no authentication mschap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
MS-CHAP.

Bepcus OnucaHue

2.00 JobaeneHa komaHga interface authentication mschap.

3.28.7 interface authentication mschap-v2

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

BrkntounTtb nogaepxky ayteHTudumkaumm MS-CHAPV2.
KomaHpga ¢ npedurkcom no otkatouaet MS-CHAPV2.
Aa

Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Secure

I (config-if)> authentication mschap-v2

I (config-if)> no authentication mschap-v2
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Mpumep

UcTopuns nameHeHuii

(config-if)> authentication mschap-v2
Network::Interface: :Supplicant: "PPTPO": authnentication is »
unchanged.

(config-if)> no authentication mschap-v2
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
MS-CHAPv2.

Bepcus OnucaHve
2.00 JlobaBneHa komaHaa interface authentication
mschap-v2.

3.28.8 interface authentication pap

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb noasaepxxky ayteHTUduMKaumm PAP.
KomaHga ¢ npepurkcom no oTkarouaeT PAP.
Ja

Aa

Het

Secure

I (config-if)>  authentication pap

I(conﬁg-ﬁﬁ>noauthenticationpap

(config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.

(config-if)> no authentication pap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
PAP.

Bepcus OnucaHue

2.00 JobasneHa komaHAa interface authentication pap.

3.28.9 interface authentication password

OnuncaHune

YKkasaTb Naposnb Ans ayTeHTudmKaLmm ycTpoicTBa Ha yAaneHHOM cucTeme,
Wcnonb3yeTtca ana nogkntoueHuin PPTP, PPPoE, L2TP n Proxy.

KomaHga ¢ I'Ipeq)I/IKCOM No CTUPAEeT 3Ha4YeHme napona.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Secure

CuHoncnc (config-if)> authentication password password»

(config-if)> no authentication password

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
password CTpoka Maponb ans ayteHTUdGUKaLMN.
Mpumep (config-if)> authentication password Aihoi2chal

Network: :Interface: :Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network::Interface::Supplicant: "PPTPO": password cleared.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaeneHa komaHga interface authentication
password.

3.28.10 interface authentication peap

OnucaHwue Brknrountb noaaepxky EAP-PEAP meTofa NpOBepKM NOAJMHHOCTN.
KomaHga ¢ npedurkcom no oTkntoyaet wndpoBaHme EAP-PEAP.

MNpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Secure

CuHoncuc I (config-if)> authentication peap

I (config-if)> no authentication peap

Mpumep (config-if)> authentication peap
Network: :Interface: :Ethernet: "WifiMasterl/AccessPoint0": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network: :Interface::Supplicant: "WifiMasterl/AccessPoint0": »
removed authentication: PEAP.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jlo6aBneHa komaHga interface authentication peap.

3.28.11 interface authentication shared

OnucaHune BKAHOUUTL pexXnm ayTeHTUGUKaLMK C pazdesndembiM KH4YoM. DTOT PEXUM
NCMOIb3yeTCs TONbKO B COMeTaHUU € LindpoBaHuem WEP. Pazdessemble karoyu
3ajaloTca komaHgow interface encryption key.

KomaHaa c npedrKcoM no nepeBoAnT ayTeHTUUKALMIO B OTKPLITLIA PEXNM.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica WiFi

Cunoncuc I (config-if)>  authentication shared

I (config-if)> no authentication shared

Mpumep (config-if)> authentication shared
Network::Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network: :Interface: :Rtx::AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHaa interface authentication shared.

3.28.12 interface authentication wpa-psk

OnucaHue YCTaHOBUTL NpeABapUTE/IbHO COMNaCoBaHHbINV KN4 ANs ayTeHTUdrKaumm
no npotokony WPA-PSK. Bo3MOXHO 3asiaHune knto4a B Buge 256-6utHoro
LWeCcTHaALATEPMYHOrO Ymcna, Nnbo B Buge ctpokm ASCII-cumBonos. Bo
BTOPOM CJly4ae CTPOKa UCMOJIb3yeTcs Kak KogoBas ppasa /15 reHeprpoBaHUs
Knoya (napons).

KomaHaa ¢ npepunKcom no oTMeHseT HaCTPONKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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Tun nutepdeiica WiFi

Cutoncnc (config-if)> authentication wpa-psk psk>

(config-if)> no authentication wpa-psk

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

psk Ctpoka MpeaBapuTENbLHO COrNacoBaHHbIV K4 B
BUAe 256-61THOrO WeCcTHaALATEPUYHOrO
ymcna, CocTosALLero 13

64 wecTHaguaTepuyHbIX undp, NMbo B BUAE
cTpoku ASCII gnmHol oT 8 0 63 CLUMBO/IOB,

NMpumep (config-if)> authentication wpa-psk Eethaich9z
Network::Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK set.

(config-if)> no authentication wpa-psk
Network: :Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK »

removed.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.00 JlobasneHa komaHga interface authentication wpa-psk.

3.28.13 interface auto-ssid

OnucaHune CreHepurpoBaTh NoJIb30BaTeIbCKOoe UM 6ecnpoBoAHO ceT (SSID) Ha ocHoBe
MAC-agpeca poytepa.

MNpedukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica WifiMaster
CnHoncuc (config-if)> auto-ssid «template> prefix
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
template mac4 Wms wabnoHa — nocnegHue 4 nnn 6 umdp
MAC-agpeca, koTopble byayT f0b6aBneHbl K
mac6 .
prefix.
prefix Ctpoka Mpon3BonbLHasa CTpoka no Bbibopy
nonb3oBaTens.
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Npumep (config-if)> auto-ssid mac4 12313213
Network: :Interface: :AccessPoint: "WifiMaster®/AccessPoint0": »
generated SSID "12313213207E".

(config-if)> auto-ssid macé 12313213
Network: :Interface: :AccessPoint: "WifiMaster®/AccessPoint0": »
generated SSID "1231321369207E".

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.08 JlobaBneHa koMmaHa interface auto-ssid.

3.28.14 interface ccp

OnuncaHmne BknounTtb nogaep>xky npotokona CCP Ha 3Tane yCTaHOBAEHUSA COeMHEHWS.
KomaHga ¢ npedpurkcom no oTkntoyaet CCP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica PPP

CuHoncmc I (config-if)> ccp

I (config-if)> no ccp

Mpumep (config-if)> ccp
CCP enabled.

(config-if)> no ccp
CCP disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHgaa interface ccp.

3.28.15 interface channel

OnucaHwune YCTaHOBUTL pajMokaHa (4acToTy BeLLaHKA) Ans 6ecnpoBOAHbIX
nHTepoericos. HTepdencol Wi-Fi npuHMMaloT B KavecTBe HOMepa KaHana
uensle uncna ot 1 o 14 (ananasoH vactoT oT 2.412 My 8o 2.484 I'Tw). Mo
YMOTYaHUIO UCMNOJIb3YyeTCcd 3HaueHve auto.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBIMBaeT 3Ha4YeHne No yMO4aHNIO.

Mpejukc no Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Radio

CnHoncuc (config-ify)>  channel «channels

(config-if)> no channel

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
channel number Homep paavio KkaHana.
auto Homep pagvo kaHana onpejgensdercs
aBTOMaTU4YeCcKu.
Npumep (config-if)> channel 8
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": channel set »
to 8.

(config-if)> channel 36
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": channel set »
to 36.

(config-if)> no channel
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »

mode set.
VICTOleﬂ V|3MEHeHV"‘/’| Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa interface channel.

3.28.16 interface channel auto-rescan

OonuncaHmne 3aAaTb pacnucaHve 418 aBTOMaTUYEeCKOro CKaHMPOBaHWA PajMo KaHaoB.
Mo ymon4yaHuio NnapaMeTp OTKIHOYEH.

KomaHga ¢ npedrkKcom no oTKA0YaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Radio

CuHoncuc I (config-if)>  channel auto-rescan [ <hhs:cmm> Jinterval <interval

I (config-if)> no channel auto-rescan
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interval 1 VIHTepBa/i MOBTOPHOIO CKAHNPOBAaHVSA B
yacax.
6
12
24
Mpumep (config-if)> channel auto-rescan interval 1

Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": scheduled »
auto rescan, interval 1 hour.

(config-if)> no channel auto-rescan
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto rescan »

disabled.
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.07 JobaBneHa komaHaa interface channel auto-rescan.

3.28.17 interface channel width

OonucaHue YCTaHOBUTb LUMPUHY NOAOCHI MPOMYCKaHWs AN yKa3aHHOro kaHana. Mo
YMOJTYaHUNIO NCMONb3YeTCs 3HaUeHue 40-below .

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HaUEHME MO YMOAYAHUNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica Radio

CuHoncuc (config-if)>  channel width widths

(config-if)> no channel width

AprymeHTbI AprymeHT |3HauyeHue OnucaHue
width 20 YCTaHOBUTL MOJIOCY NPOMYCKaHUSA paBHYHO
20 MTu,.
40-above PacwwivpwTb nosocy nponyckaHmsa 4o 40 MIu

ncnonb3y4q Cﬂe,U,yI-OLLJ,I/IVI KaHarn.

40-below Pacumputb nonocy nponyckaHmsa o 40 MIy,
NCNoJb3ys NpeablAyLLNG KaHan.
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Mpumep

UcTopuns nameHeHuii

(config-if)> channel width 20
Network::Interface::Rtx::WifiMaster: "WifiMaster0@": channel »
bandwidth setting applied.

(config-if)> no channel width
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": channel »
bandwidth settings reset to default.

Bepcus OnucaHve

2.04 JlobaBneHa komaHaa interface channel width.

3.28.18 interface chilli coaport

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Yka3atb UDP-NopT, Ha KOTOPbIV 6yAyT OTNPaBAATLCSA 3anNpockl Ha OTK/IH0YeH e
oT RADIUS-knneHTa.

KomaHga ¢ npedunKcom no yaanset HaCTPOnKYy.
Ja

Aa

Het

Chilli

(config-if)>  chilli coaport <coaport

(config-if)> no chilli coaport

AprymeHT 3HauyeHue OnucaHwue

coaport lesnoe uucso |Homep nopta CoA.

(config-if)> chilli coaport 3940
Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.

Bepcus OnucaHue

2.10 Job6asneHa komaHgaa interface chilli coaport.

3.28.19 interface chilli dhcpif

OnuncaHune

HasHauunTb nHtepdeiic Chilli ceteBoMy cncteMHOMy MHTepdeincy.

KomaHza ¢ npedrKcoM no OTMeHsIeT NPUBA3KY.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Chilli

Cutoncnc (config-ifi>  chilli dhcpif «hcpifs

(config-if)> no chilli dhcpif

AprymeHTbI AprymeHT |3HauyeHue OonucaHue
dhcpif UHTepgeric MNonHoe nmsa nHTepdeinica nnv NCEBLOHNM.
Mpumep (config-if)> chilli dhcpif Bridgel

Chilli::Interface: "Chilli@": bound to Bridgel.

(config-if)> no chilli dhcpif
Chilli::Interface: "Chilli®": unbound.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6aeneHa komaHgaa interface chilli dhcpif.

3.28.20 interface chilli dns

OnucaHue Yka3aTb IP-agpec cepsepa DNS.
KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

CnHoncuc (config-ifi>  chilli dns «nsl [ «dns2» ]

(config-if)> no chilli dns

AprymeHTbl AprymMeHT |3HaueHme |OnucaHue
dnsl IP-agpec Agpec nepsryHoro DNS-cepBepa.
dns2 IP-agpec Appec sTopuyHoro DNS-cepBepa.
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Mpumep

UcTopuns nameHeHuii

(config-if)> chilli dns 8.8.8.8 1.1.1.1
Chilli::Interface: "Chilli®": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns

Chilli::Interface:

"Chilli@": DNS servers reset to default.

Bepcusa

OnucaHwmne

2.10

JlobaeneHa komaHaa interface chilli dns.

3.28.21 interface chilli lease

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

HacTpouTtb Bpems apeHAbl NOAKIHOUYEHHOrO KaneHTckoro IP-agpeca. o
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.

Ja
Ja
Het

Chilli

(config-if)>

chilli lease ¢

(config-if)> no chilli lease

leases

AprymeHT

3HayeHue

OnvicaHune

lease

Llenoe uucno

Bpems apeHabl B cekyHAaX. MakcvmanbHoe
3HauyeHue 259200.

(config-if)> chilli lease 1000

Chilli::Interface:

"Chilli0": lease has been set 1000 seconds.

(config-if)> no chilli lease

Chilli::Interface:

(3600 seconds).

"Chilli0": lease has been reset to default »

Bepcus

OnucaHune

2.1

JobaBneHa komaHaa interface chilli lease.

3.28.22 interface chilli login

OnuncaHune

Mpejukc no

HacTtpouTtb aBTOpM3aLuio Ana goctyna K RADIUS-cepsepy.

Het
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli login wmacs [ username «usernames password passwords

]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-appec MAC-agpec ans ayteHTUdrKaunu.
username CTpoka MMs nonb3oBaTtens Ana ayteHTuoumnkaumn.
password Ctpoka Maponb ans ayTeHTUPUKaLMN.

Npumep (config-if)> interface Chilli®@ chilli login 00:01:02:03:04:05

Chilli::Interface: "Chilli@": sent login request for »
00:01:02:03:04:05

(config-if)> interface Chilli®@ chilli login 00:01:02:03:04:05 »
username test password test

Chilli::Interface: "Chilli0@": sent login request for »
00:01:02:03:04:05

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.00 JobasneHa komaHga interface chilli login.

3.28.23 interface chilli logout

OnucaHwue MpuHyanTensHO oTkIUNTE MAC-ajpec ykasaHHOro KaveHTa.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Tun uHTepderica Chilli

CnHoncmc (config-ifi>  chilli logout (macs | all)

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-appec MAC-agpec 3aperncTpmpoBaHHOro KMeHTa.
all Keyword OTknrounTb Bce MAC-agpeca.

Npumep (config-if)> chilli logout 64:a2:22:51:b4:11
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> chilli logout all
Chilli::Interface: "Chilli@": service restarted.

Bepcus

OnucaHmne

2.10

Job6asneHa komaHgaa interface chilli logout.

3.28.24 interface chilli macauth

BrtounTb GYHKLMIO MPOBEPKN NOAAVNHHOCTY NOMb30BaTeNein TONbKO Ha
ocHoBaHuW nposepkn MAC-agpeca.

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

KomaHza c nped1KcomM no oTKIOYaEeT HaCTPOWKY.

Ja
Ja
Het

Chilli

I (config-if)>  chilli macauth

I (config-if)> no chilli macauth

(config-if)>

chilli macauth

Chilli::Interface: "Chilli®": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli®": macauth cleared.

Bepcusa

OnucaHue

2.10

JobaeneHa komaHzga interface chilli macauth.

3.28.25 interface chilli macpasswd

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

YCTaHOBUTb Naponb 419 NpoBepKku NoAnnMHHocTU MAC-agpeca.

KomaHga c npedunkcom no yganseTt HacTPOKy.

Ja
Aa
HeTt

Chilli
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>  chilli macpasswd imacpasswd>

(config-if)> no chilli macpasswd

AprymeHT 3HauyeHue OnuncaHwue

macpasswd Crtpoka [Maponb nonb3oBaTens.

(config-if)> chilli macpasswd 1234567890
Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli@": macpasswd cleared.

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga interface chilli macpasswd.

3.28.26 interface chilli nasip

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YcraHoBUTb 3HaueHue RADIUS napameTtpa IP-agpec NAS. lMossonser
HaCTPOUTL 1 UCNOB30BaTb MPON3BOJ/LHLIN IP-agpec.

KomaHga ¢ npedunKcom no yaanset HacTpOnKy.
Ja

Aa

Het

Chilli

(config-if)>  chilli nasip («address> | interface wan> | auto)

(config-if)> no chilli nasip

AprymeHT |3HaueHue OnucaHwue

address |IP-agpec KoHkpeTHbIl IP-agpec cepBepa.

wan UHTepgeiic IP-agpec ykaszaHHoro WAN-unHTepdeliica.
auto Kniwyesoe cnoso |IP-agpec Tekywero WAN-nHTepdeiica.

(config-if)> chilli nasip 95.213.215.187
Chilli::Interface: "Chilli0": NAS IP address set to »
"95,213.215.187".
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naBa 3 OnncaHme KoMaHp,

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli®": NAS IP address set to auto.

(config-if)> no chilli nasip
Chilli::Interface: "Chilli@": NAS IP address cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6aeneHa komaHgaa interface chilli nasip.

3.28.27 interface chilli nasmac

OnucaHue YcraHoBuTb MAC-agpec ana atpnbyta RADIUS Called-Station-ID. Mo
yMon4daHuo ncnonbsyetca MAC-agpec rocteBoi ceTu.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli nasmac mac>

(config-if)> no chilli nasmac

AprymeHTbl AprymMeHT  |3HaueHme |OnucaHue
mac MAC-apgpec Hosbln MAC-agpec ans RADIUS
Called-Station-ID.

Mpumep (config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli@": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli®": NAS MAC address cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 JobaeneHa komaHaa interface chilli nasmac.
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naBa 3 OnncaHme KOMaHA,

3.28.28 interface chilli profile

OnucaHwne HasHaunTb npodunb Chilli cooTBeTCTBYOWEMY NHTEpdeiicy.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Chilli

Cutoncnc (config-ifi>  chilli profile profile

(config-if)> no chilli profile

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
profile Ctpoka HassaHwve npodwuna RADIUS-cepBepa.
NMpumep (config-if)> chilli profile Wi-Fi_SYSTEM

Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6aeneHa komaHgaa interface chilli profile.

3.28.29 interface chilli radius

OnucaHue Jo6aBuTb agpeca RADIUS-cepBepa.
KomaHaa ¢ npedurkcom no yaanset agpeca.

Mpejukc no Ja

MeHsieT HacTpovikm  [a

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli

Cunoncnc I (config-if)>  chilli radius <serverl [«server2s]

I (config-if)> no chilli radius
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

serverl Crpoka Agpec nepsuyHoro RADIUS-cepBepa.

server2 Ctpoka Appec BTopryHoro RADIUS-cepBepa.

(config-if)> chilli radius radius.wifisystem.ru »
radius2.wifisystem. ru

Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.

(config-if)> no chilli radius
Chilli::Interface: "Chilli®": RADIUS servers cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHaa interface chilli radius.

3.28.30 interface chilli radiusacctport

OnucaHune

Mpejukc no

MeHsieT HaCTpPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Ha3HaunTb UDP-nopT y4uéTta RADIUS-cepBepa. [10 yMO/IHaHMIO NCNONb3YyeTCs
3HayeHue 1813.

KomaHga ¢ npedprKcom no ycTaHaBAMBaeT NOPT MO YMOAYAHUIO.
Ja

Ja

Het

Chilli

(config-if)>  chilli radiusacctport <radiusacctport;

(config-if)> no chilli radiusacctport

AprymeHT 3HauyeHue |OnucaHwue

radiusacctport Ctpoka Homep nopra.

(config-if)> chilli radiusacctport 1819
Chilli::Interface: "Chilli@": radiusacctport set to 1819.

(config-if)> no chilli radiusacctport
Chilli::Interface: "Chilli@": radiusacctport reset to default.

Bepcus OnucaHve

3.06 JobasneHa komaHga interface chilli radiusacctport.
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naBa 3 OnncaHme KOMaHA,

3.28.31 interface chilli radiusauthport

OnucaHue HasHaunTte UDP-nopT ayteHTUdUKaunm RADIUS-cepsepa. 1o ymondaHuto
ncnonb3lyeTca 3HayveHve 1812.

KomaHga ¢ npedunkcom no yctaHaBIMBaET MOPT MO YMOSUAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiusauthport <radiusauthport,

(config-if)> no chilli radiusauthport

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
radiusauthport Crpoka Homep nopra.
Mpumep (config-if)> chilli radiusauthport 1820

Chilli::Interface: "Chilli@": radiusauthport set to 1820.

(config-if)> no chilli radiusauthport
Chilli::Interface: "Chilli@": radiusauthport reset to default.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

3.06 JobasneHa komaHaa interface chilli radiusauthport.

3.28.32 interface chilli radiuslocationid

OnucaHwue 3agatb geHTUPUKaTOp MecTonosioxeHns RADIUS-cepeepa. OH AONXEH 6bITb
B dopmarte isocc=, cc=, ac=, network=.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncuc I (config-if)>  chilli radiuslocationid <radiuslocationid»

I (config-if)> no chilli radiuslocationid
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
radiuslocationid |CTpoka 3HaueHMe naeHTndmrkKaTopa
MeCTOMOIOXKEHWS.
Mpumep (config-if)> chilli radiuslocationid »

isocc=,cc=,ac=,network=WiFiSYSTEM,
Chilli::Interface: "Chilli®": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, ".

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli®": radiuslocationid cleared.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHgaa interface chilli radiuslocationid.

3.28.33 interface chilli radiuslocationname

OnucaHue 3ajaTb Ha3BaHWe MecTononoxeHus RADIUS-cepsepa.
KomaHga ¢ npedunkcom no yganseTt HacTPOWKY.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli radiuslocationname radiuslocationname;

(config-if)> no chilli radiuslocationname

AprymeHTbI AprymeHT 3HaueHme |OnucaHue
radiuslocationname|CTpoka HasBaHVe MeCTonoN0XeHUA.

Npumep (config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli@": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli0": radiuslocationname cleared.

WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.10 JobaBneHa komaHaa interface chilli
radiuslocationname.
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naBa 3 OnncaHme KOMaHA,

3.28.34 interface chilli radiusnasid

OnucaHue YcTaHOBUTb NAEHTUUKATOP CepBepa CeTeBOro A0CTyNa.
KomaHga ¢ npednkcom no yganser HacTPOnKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiusnasid <radiusnasids

(config-if)> no chilli radiusnasid

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
radiusnasid |CTpoka NaeHTudukaTop NAS.
Npumep (config-if)> chilli radiusnasid keeneticru_12

Chilli::Interface: "Chilli@": radiusnasid set to "keeneticru 12".

(config-if)> no chilli radiusnasid
Chilli::Interface: "Chilli®": radiusnasid cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHga interface chilli radiusnasid.

3.28.35 interface chilli radiussecret

OnucaHue YCTaHOBUTL 06LLMIA KoY Ansa 060omx RADIUS-cepBepoB.
KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.

Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli

CuHoncuc I (config-if)>  chilli radiussecret <radiussecret»

I (config-if)> no chilli radiussecret

Runner 4G (KN-2211) — CnpaBoYHVK KOMaHZA 1 57



naBa 3 OnncaHme KoMaHp,

AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

radiussecret|CTpoka 3HauyeHue Karua.

Mpumep

(config-if)> chilli radiussecret 12df34fd
Chilli::Interface: "Chilli0": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

WcTopus nsmeHeHwnii

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli radiussecret.

3.28.36 interfa

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

ce chilli uamallowed

YKazaTtb pecypc, K KOTOPOMY KIMEHT MMeeT JOCTYnN 6e3 ﬂepBMHHOVI
ayTEHTI/Iq)I/IKaLI,VIVI.

KomaHga ¢ npedunkcom no yaansieT pecypc 13 cnmcka. Ecnm BeIMOAHUTL
KOMaHZy 6e3 apryMeHTa, TO BeCb CMNCOK PeCcypCcoB ByAeT OUNLLEH.

Ja

Aa

Ja

Chilli

(config-if)>  chilli uamallowed wamallowed>

(config-if)> no chilli uamallowed [ «wamallowed> ]

AprymeHT 3HauyeHue OnucaHwue

uamallowed |CTpoka IP-agpec, URL nnu noaceTs.

(config-if)> chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled »
garden.

(config-if)> chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" added to walled »
garden.

(config-if)> no chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" removed from »
walled garden.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

(config-if)> no chilli uamallowed www.example.link
Chilli::Interface: "Chilli0@": "www.example.link" removed from »
walled garden.

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli uamallowed.

3.28.37 interface chilli uamdomain

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

YKa3aTb AOMEH, K KOTOPOMY K/IEHT MMeeT A0CTyn 6e3 NepBUYHOIA
ayTeHTUdMKaLuu.

KomaHaa ¢ npepurkcom no yaanseTt JOMeH 13 Cnucka. ECim BbIMOAHUTL
KOMaHzy 6e3 apryMeHTa, TOo BeCb CMNCOK JOMEHOB ByAeT OUMLLEH.

Ja

Aa

[Ja

Chilli

(config-if)>  chilli uamdomain wamdomain>

(config-if)> no chilli uamdomain [ <«wvamdomains ]

AprymeHT 3HauyeHue OnucaHwue

uamdomain CTpoka JloMeHHoe 1MA yaaneHHOoro XocTa.

(config-if)> chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli0@": "wifisystem.ru" added to walled »
garden.

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli0@": "wifisystem.ru" removed from walled »
garden.

(config-if)> no chilli uamdomain
Chilli::Interface: "Chilli0@": walled garden cleared.

Bepcusa OnucaHve

2.10 JlobaBneHa komaHa interface chilli uamdomain.
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naBa 3 OnncaHme KoMaHp,

3.28.38 interface chilli uamhomepage

OnucaHue YcraHoBuTb URL-agpec goMaluHel cTpaHuLbl 419 nepeHanpaBieHus
HeaBTOPM30BaHHbIX MOAb30BaTeNel.

KomaHza c npedurKcom no yaansieT HacTpoiiKy.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Chilli

CuHoncuc (config-ify>

chilli uamhomepage wamhomepages

(config-if)> no chilli uamhomepage

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
uamhomepage |CTpoka Monb3oBaTenbckmin URL-agpec.
Mpumep (config-if)> chilli uamhomepage http://192.168.2.1/welcome.html

Chilli::Interface:

"Chilli0@": uamhomepage set to »

"http://192.168.2.1/welcome.html".

(config-if)>
Chilli::Interface:

no chilli uamhomepage

"Chilli0": uamhomepage cleared.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.10

JobasneHa komaHaa interface chilliuamhomepage.

3.28.39 interface chilli uamport

OnucaHue Ykasatb TCP-nopT A1 NOAK/IHOYEHNA aBTOPN30BAHHbLIX KNMEHTOB. 1o
YMOJIYaHUIO NCMNOJIb3YyeTca 3HaueHre 3990.

KomaHaa ¢ npepunKcom no ycTaHaBAMBaET MOPT MO YMONUYAHWIO.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli

CviHoncmc I (config-ify>

chilli uamport wamport,
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-if)> no chilli uamport

AprymeHT 3HauyeHue OnucaHwue

uamport Uenoe u4ncno |Homep nopra.

(config-if)> chilli uamport 3922
Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

Bepcus OnucaHve

2.10 Job6asneHa KkomaHaa interface chilli uamport.

3.28.40 interface chilli uamsecret

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

YcTaHoBUTL 06K Ktod Mexay UAM-cepsepom m Chilli. UAM-knrou
MCMONb3YeTCa ANA X3LWPOBAHWA 3anpoca rnepej BblunC/IeHneM Napons.

KomaHga c npedurkcom no yganseTt HacTPOKY.
Ja

Ja

Het

Chilli

(config-if)>  chilli uamsecret wamsecret»

(config-if)> no chilli uamsecret

AprymeHT 3HauyeHue OnuncaHwue

uamsecret CTpoka 3HauyeHue KaKua.

(config-if)> chilli uamsecret 12df34fd
Chilli::Interface: "Chilli®": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret
Chilli::Interface: "Chilli®": uamsecret set to "".

Bepcus OnucaHue

2.10 JobaeneHa komaHga interface chilli uamsecret.
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naBa 3 OnncaHme KoMaHp,

3.28.41 interface chilli uamserver

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcraHoBuTb URL-agpec Beb-cepBepa And NpoBepKm NOASTMHHOCTU KNTMEHTOB.
KomaHgaa ¢ npedrKcoM no yaanset HacTPOKY.

Ja

Ja

Het

Chilli

(config-if)>  chilli uamserver wamserver

(config-if)> no chilli uamserver

AprymeHT 3HauyeHue OnuncaHwue

uamserver Ctpoka Monb3oBaTenbckmin URL-agpec Beb-cepeepa.

(config-if)> chilli uamserver »
https://auth.wifisystem.ru/hotspotlogin
Chilli::Interface: "Chilli@": uamserver set to »
"https://auth.wifisystem.ru/hotspotlogin".

(config-if)> no chilli uamserver
Chilli::Interface: "Chilli®": uamserver cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHga interface chilli uamserver.

3.28.42 interface compatibility

OnucaHune

Mpejukc no

MeHsieT HacTpoAKK

YcTaHOBUTbL CTaHAapThl 6eCNpoBOAHON CBA3M, C KOTOPbLIMUK AOJIXXEH ObITb
COBMeCTUM AaHHbI becnpoBogHon agantep (MHTepdeiic). na nHtepdelicos
Wi-Fi coBMecTMOCTb 3ajaeTcs CTPOKOM 13 naTUHCKnX 6yks B, G, N,
0603HavarLLMX AoNoHeHWs K cTaHgapTy IEEE 802.11. K npumepy, Hannune
B CTPOKe COBMeCTUMOCTU BykBbl N ByfeT 03HauaTb, YTO JaHHbIN aganTtep
CMOXKeT B3anmMogencTeoBaTth € 802.11n-COBMeCTUMbIMN YCTPONCTBaMU Yepes
pagvokaHan. Habop fonycTUMBIX CTPOK COBMECTUMOCTM onpejenseTcs
annapaTHbIMY BO3MOXHOCTSAMW KOHKPETHOro ajantepa 1 TpeboBaHuaMN
COOTBETCTBYIOLLMX AONONHEHN K cTaHAapTy IEEE 802.11.

Mo ymonuaHwuio ang yactotsl 2,4 Iy ncnonb3yeTca ctpoka «BGN».

HeTt

Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Radio

CnHoncuc (config-if)>  compatibility annex>

AprymeHTbI AprymeHT 3HaueHue OonucaHue
annex B, G, N Ana 2,4T1Tw,
Mpumep (config-if)> compatibility N

Network::Interface: :Rtx::WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network: :Interface: :Rtx: :WifiMaster: "WifiMasterl": PHY mode set.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JlobasneHa komaHaa interface compatibility.

3.28.43 interface connect

OnucaHue 3anycTuTb NpoLecc NOAKAYEHUS K YAaTleHHOMY Y311y.
KomaHaa ¢ npepunKcom no npepbiBaeT COeAnHeHMe.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica PPP, IP

Cunoncnc (config-if)>  connect [ via wia]

(config-if)> no connect

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

via UHTepgeinc VHTepdeiic, Uepes KoTopbIi OCyLLecTBAAeTCS
noAkntoyeHve K yaganeHHomy ysny. lna PPPoE
3TOT NapamMeTp ABASETCS 06a3aTeNIbHbIM.

NMpumep (config-if)> connect via ISP

(config-if)> no connect
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface connect.

3.28.44 interface country-code

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

HasHaunTb nHTepdeicy 6ykBeHHbI KO CTPaHbl, KOTOPLIV BANSET Ha Habop
paAno-kaHanos. Mo yMon4aHnio ycTaHoBNEHO 3HayeHue RU.

HeT

Ja
HeTt

Radio

(config-if)>  country-code «code>

AprymeHT 3HayeHue OnuncaHwue

code Ctpoka Koa cTpaHbl.

(config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMasterQ": country code »
set.

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface country-code.

3.28.45 interface debug

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CviHoncuc

BKlOUNTL OTNAAOUHbIN peXUM NOAKAKUeHUs PPP, B 0TNaf04yHOM pexuvme
B CUCTEMHBbIV XXypHan BbIBOAUTCA NoApobHas nHpopmMaLums o xoje
noakntoueHus. No ymonyaHuo GyHKLNSA OTKAOUEHaA.

KomaHgaa ¢ npedrKCOM No oTKAKOHaeT OTAAL0UHbIA PEXUM.
Ja

Ja

Het

PPP

I (config-if)>  debug

I (config-if)> no debug
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-if)> debug
Network: :Interface::Base: Debug enabled.

(config-if)> no debug
Network::Interface::Base: Debug disabled.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface debug.

3.28.46 interface description

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

Ha3HauunTb NponsBo/ibHOE onuncaHne ceTeBoMy UHTepdericy.
KomaHga ¢ npepurKcoM No CTMpaeT onvcaHue.

Ja

Aa

HeTt

(config-if)> description «description»

(config-if)> no description

AprymeHT 3HauyeHue OnuncaHwue
description |Ctpoka Mpown3BosibHOe onncaHne nHTepderica.

(config-if)> description MYHOME
Network::Interface::Base: "Bridge0": description saved.

(config-if)> no description
Network::Interface::Base: "Bridge0": description saved.

Bepcus OnucaHve

2.00 [Jlo6aBneHa komaHaa interface description.

3.28.47 interface down

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

OTKAUNTL CeTEBOV MHTepdeNC 1 3anncaTb B HACTPOMKIM COCTOAHME «down».

KomaHga c npedurkcom no BKIOUaeT ceTeBol MHTepdeinc n yaanset «down»
N3 HacTpoexk.

Ja
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

I(conﬁ94ﬂ>

down

I(conﬁ94ﬂ>nodown

(config-if)> down

Network: :Interface

(config-if)> up
Network::Interface::Base: "GigabitEthernet0/2": interface is up.

::Base: "GigabitEthernet0/2": interface is down.

Bepcus

OnucaHue

2.00

JobaeneHa komaHga interface down.

3.28.48 interface duplex

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

YcTaHOBUTb AyneKkcHbIn pexum Ethernet-nopTa. Mo ymonyaHuto 3agaHo
3HayeHMe auto.

KomaHga ¢ npedrkcoM no BO3BpaLLAET 3HaYEHMe MO YMONYAHNIO.

Ja
Aa
HeTt

Ethernet

(config-if)>

duplex imode>

(config-if)> no duplex

AprymeHT 3HauyeHue OnucaHwue
mode full Pexum noaHoro gynnekca.
half MonyaynnekcHbIN pexuvm.
auto ABTOMAaTUYECKNI AYNNEKCHBIA PeXuM.

(config-if)> duplex full
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex set »

to "full".

(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet@/1": duplex reset »

to default.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06.B.1 Jlo6aBneHa koMmaHga interface duplex.

3.28.49 interface dyndns profile

OnuncaHmne MpwvBsA3aTh K ceTeBOMY MHTepdericy npoduab DynDns. MNepeg BbiNnonHEHVEM
KOMaHZabl NPOodUb JOMKEH 6bITb CO34aH M HACTPOEH rpynnoi komaHg dyndns
profile.

KomaHga ¢ npedrkcom no paspbiBaeT CBA3b Mexay npodunem un
nHTepdericom.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-if)>  dyndns profile profile

(config-if)> no dyndns profile

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

profile Crpoka HasaHune npodunga DynDns.

NMpumep (config-if)> dyndns profile TEST
DynDns::Profile: Interface set.

(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.02 [Jlo6aBneHa komaHga interface dyndns profile.

3.28.50 interface dyndns update

OnucaHue O6HOBUTL BpyUYHYto IP-agpec anst DynDns. 1o ymonyaHuio koMaHza paboTtaeT
B COOTBETCTBUM C NOAUTUKOW NOCTaBLUuKa ycnyr DynDns, KOoTopblii He
rno3sonseT 06HoBAATL IP cnmwkom yacTo. KntoueBoe cnoBo force Nno3BonsieT

06HOBUTL IP B 06X04 MOANTUKM MOCTaBLUMKa YCAYT.
Mpedukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config-if)>  dyndns update [ force]

AprymeHT 3HauyeHue OnucaHwue

force Knoyesoe He yunTbiBaTb peKOMeHA0BaHHYH YacToTy
CJ10B0 obHOBNEHUS.

(config-if)> dyndns update

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface dyndns update.

3.28.51 interface encryption anonymous-dh

OnucaHune

MNpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

BkntounTts Anonymous DH ansa SSTP-cepBepoB 6e3 cepTudukaTa.
KomaHga ¢ npedurkcom no oTkatouvaet Anonymous DH.

Aa

Ja

Hert

SSTP

I (config-if)>  encryption anonymous-dh

I (config-if)> no encryption anonymous-dh

(config-if)> encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.

Bepcus OnucaHve

2.13 JobaeneHa komaHga interface encryption
anonymous-dh.

3.28.52 interface encryption disable

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKM

OTknunThL WndpoBaHme Ha 6ecnpoBoOgHOM NHTepdeiice.

Het

Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

UcTopuns nameHeHuii

Het
WiFi
I (config-if)> encryption disable

(config-if)> encryption disable

Network: :Interface: :Rtx: :AccessPoint:

wireless encryption disabled.

"WifiMaster@/AccessPoint0": »

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface encryption disable.

3.28.53 interface encryption enable

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb WwWindpoBaHme Ha 6ecnpoBoAHOM MHTepdelice. o ymonyaHuto

ncnonb3yetcs wndpoBaHue WEP.

KomaHza c npedurKcom no oTko4aeT WindpoBaHme Ha 6ecrnpoBOAHOM

nHTepderice.

Ja

[Ja

Het

WiFi

I (config-if)> encryption enable

I (config-if)> no encryption enable

(config-if)> encryption enable

Network: :Interface: :Rtx: :AccessPoint:

wireless encryption enabled.

(config-if)> no encryption enable

Network::Interface: :Rtx::AccessPoint:

wireless encryption disabled.

"WifiMaster@/AccessPoint0":

"WifiMaster®/AccessPoint0":

>

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface encryption enable.

3.28.54 interface encryption key

OnuncaHune

HazHauntb knoun wndpposaHus WEP. B 3aBUCMMOCTY OT pa3pagHOCTU, KoY
MOXeT 6bITb 3a4aH 10 WwecTHaaLaTepnUHbIMU Lndpamu (5 cumaonamu ASCII)
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naBa 3 OnncaHme KoMaHp,

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

— 40-6UTHbIN KNtod, WEP — 40-6UTHBIN KTHOY, U 26 LLIECTHAALATEPUYHBIMU
umdpamu (13 cumonamm ASCIT) WEP Bcero moxeT 6bITb 3agaHo oT 1 g0 4
KAouen wndpoBaHUS, N OANH U3 HUX AOJIXKEH OblTb Ha3HaYeH KJIHOYOM MO

YMOJTYAHWIO.

KomaHza c npedurKcom no yaansieT Kitou.

Aa
Ja
Ja
WiFi

(config-if)>

encryption key <id> («value> [default] | default)

(config-if)> no encryption key «id>

AprymeHT 3HauyeHue OnuncaHwue

id Yenoe uucno |Homep knroya. Bcero MoXHoO 3aaaThb 40
ueTblpex Katouei.

value CTpoka 3HaueHue KYa B Bue
LwecTHaAuaTepUUYHOro 4Ymcia, CoCTosLero
13 10 v n3 26 undp.

default Knwyesoe YKasbIBaeT, YTO AaHHbIN KoY byaeT

C/10BO MCMOMb30BaH N0 YMOJIYaHUIO.

(config-if)> encryption key 1 1231231234
Network: :Interface::Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »

set.

(config-if)> no encryption key 1
Network: :Interface: :Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »

removed.
Bepcus OnucaHue
2.00 Job6asneHa komaHaa interface encryption key.

3.28.55 interface encryption mppe

OnuncaHwune

Mpe¢ukc no

MeHsieT HacTpoViKKn

BrntounTtb nogaepxky wudposaHusa MPPE.

KomaHgaa ¢ npedurkcom no oTkntovaeT wundposaHune MPPE.

Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPTP

CrHoncumc I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

Mpumep (config-if)> encryption mppe
MPPE enabled.

(config-if)> no encryption mppe
MPPE disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa interface encryption mppe.

3.28.56 interface encryption owe

OnucaHune BrkntoumnTb anropmntmel obecnedeHuns 6esonacHoctn OWE Ha 6ecnpoBOgHOM
nHTepderice. Mo yMON4YaHMIO HaCTPOLiKa OTKAOYEeHa.

KomaHga ¢ npedurkcom no oTkatouaeT noagepxry OWE.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WifiMaster

CuHoncuc I (config-if)>  encryption owe

I (config-if)> no encryption owe

MNpumep (config-if)> encryption owe
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
OWE algorithms enabled.

(config-if)> no encryption owe
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
OWE algorithms disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.00 Job6aBneHa komaHAa interface encryption owe.
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naBa 3 OnncaHme KoMaHp,

3.28.57 interface encryption tkip hold-down

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

YCTaHOBUTL 3Ha4veHVe "countermeasure” Talimepa ans TKIP npu
0fHOBpPEMEHHOM 1cnonb3oBaHum WPA n WPA2 anropnTMoB 6e30MacHOCTU
Ha 6ecnpoBogHOM NHTepdeiice. [0 yMONYaHNIO NCMOJIb3YeTCa 3HaYeHme
60.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHuIo.
Ja

Ja

Hert

WiFi

(config-if)>  encryption tkip hold-down <hold-down>

(config-if)> no encryption tkip hold-down

AprymeHT 3HauyeHue OnuncaHwue

hold-down lenoe uyucno |3HauveHme TalimMepa B cekyHAax. MoxeT
NPUHNMAaTb 3Ha4YeHWA B Anana3oHe oT 0 Jo
60. Ecnm ykasaHo 3HaueHme 0, To GyHKLMS
OTK/It0YeHa.

(config-if)> encryption tkip hold-down 10
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
hold-down interval is 10 sec.

(config-if)> no encryption tkip hold-down
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
hold-down interval is reset to default (60 sec.).

Bepcus OnucaHve
3.08 JobasneHa komaHaa interface encryption tkip
hold-down.

3.28.58 interface encryption wpa

OnucaHwne

MNpejukc no

BkntounTb anropuTtMel obecneveHns 6esonacHocTy WPA Ha 6ecnpoBOAHOM
nHTepdeiice. becnpoBoaHOM NHTepdENC MOXeT NoAAepXMBaTb COBMECTHOe
ncnonb3osaHue WPA n WPAZ, ogHako noaaep>kka WEP aBToMatuyecku
OTKJIH0UaeTCs NpU BKAKYEHUN 1H060ro n3 WPA.

KomaHga c npedumkcom no otkntoyaet WPA.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica WiFi

CnHoncuc I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

MNpumep (config-if)> encryption wpa
WPA algorithms enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa interface encryption wpa.

3.28.59 interface encryption wpa2

OonucaHue BkntounTb anroputmel obecneveHuns 6esonacHoctu WPA2 (IEEE 802.11i, RSN)
Ha 6ecrnpoBoAHOM UHTepdeiice. becnpoBoAHON MHTepdelic MOXeT pa3peLuaTtb
coBMecTHoe ncrnonb3osaHue WPA n WPAZ, ogHako nogaepxka WEP
aBTOMaTMYeCKM OTKIIOHAETCA NMpKY BKAOYEHUN 1tloboro ns WPA.

KomaHgaa ¢ npedurkcom no oTknro4aet WPA2.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2

MNpumep (config-if)> encryption wpa2
WPA2 algorithms enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.00 JobasneHa komaHgaa interface encryption wpa2.

3.28.60 interface encryption wpa3

OnucaHune BkntounTb anroputMmel obecneveHumst besonacHoctu WPA3 Ha 6ecnpoBogHOM
nHTepdeiice. becnpoBogHol MHTepdeic MOXeT NoAAepPXMBaTb COBMECTHOE
ncnonb3soBaHue WPA2 n WPA3. 1o ymon4aHMIO HaCTPOIKa OTK/IloHeHa.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

KomaHga c npedurkcom no oTkatouaeT nogaepxky WPA3.
Ja

Aa

Het

WiFi

I (config-if)>  encryption wpa3

I (config-if)> no encryption wpa3

(config-if)> encryption wpa3

Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »

WPA3 algorithms enabled.

(config-if)> no encryption wpa3

Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »

WPA3 algorithms disabled.

Bepcus OnucaHue

3.00 Job6asneHa komaHaa interface encryption wpa3.

3.28.61 interface encryption wpa3 suite-b

OnuncaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb anroputmel obecnedeHuns 6esonacHoctn WPA3 ans 3awmTel
KOHbMAeHUMaNbHbIX AaHHbIX Suite-B B WPA Enterprise. o ymonyaHuio
bYHKUMA OTKOYEHa.

HeTt

Ja

HeTt

WiFi

I (config-if)> encryptionwpa3 suite-b

(config-if)> encryption wpa3 suite-b

Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »

WPA3 SuiteB enabled.

Bepcus OnucaHve

3.01 JlobaBneHa komaHga interface encryption wpa3 suite-b.
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naBa 3 OnncaHme KOMaHA,

3.28.62 interface flowcontrol

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

HacTtpolika ynpaBneHusa notokom Ethernet Tx/Rx. Mo ymonyaHuto GyHKUNS
BKJIHOYEHa.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLMIO.
Ja

Ja

Het

Ethernet

(config-if)>  flowcontrol on

(config-if)> no flowcontrol [send]

AprymeHT 3HauyeHue OnuncaHwue

send Kmoyesoe YnpasneHvie NOTOKOM paboTaeT aCHXPOHHO.
cnoBo

(config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

Bepcus OnucaHve

2.08 JobaeneHa komaHga interface flowcontrol.

3.28.63 interface ft enable

OnucaHune

Brarountb noaaepxky FT ana Toukm goctyna (FT Over the Air, OTA) B pamkax
ctaHgapTa IEEE 802.11r. Mo ymonuyaHMio napamMeTp OTK/HOYEH.

[na npaBunbHoM paboTsl FT Mexay Toukamu goctyna 2,4 n 5 My Heobxoanmo
BbIMOHUTL CNeAytoLLe YCI0BUSA:

* BKJ/ItOYeHbl 06e Touku goctyna 2,4 Mun 5 My,
* Y HUX ofMHaKoBble SSID

* OHV MMeLOT OAMHAaKOoBbIe NapameTpbl 6e30nacHOCTY (TN WKdPOBaHUA —
WPA2 nnn 6e3 napons, naponb, N T. 4.).

KomaHza ¢ npedurKcom no yaansieT HacTpoiiky.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja

MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

Tun nutepdeiica AccessPoint

CuHoncuc I (config-ify>  ft enable

I (config-if)> no ft enable

Mpumep (config-if)> ft enable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition enabled.

(config-if)> no ft enable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.13 JobaeneHa komaHgaa interface ft enable.

3.28.64 interface ft mdid

OnucaHwue YcraHoBUTb naeHTudumkaTop Mobility Domain gns FT. Mo ymon4aHuio
ncnonb3yeTcs 3HaveHme KN.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHmo.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica AccessPoint

CuHoncuc (config-ify>  ft mdid wmdid>

(config-if)> no ft mdid

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mdid CTpoka 3HauveHne ngeHTndrkaTopa Mobility Domain.
CoctonT 13 2 cnmeonos ASCIL.

Mpumep (config-if)> ft mdid 1F
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0Q/AccessPoint0": »
fast transition MDID set to "1F".
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-if)> no ft mdid
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
fast transition MDID reset to default.

Bepcus OnucaHue

2.13 JobaBneHa komaHaa interface ft mdid.

3.28.65 interface ft otd

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb noasaepxky FT Over-the-DS (Distribution System) B pamkax
ctaHgapTa IEEE 802.11r. 3TOT TMN FT UCNoNb3yeTca A1 POYMUHra B
yCTapeBLUMX abOHEHTCKMX YCTPOMCTBaXx, Hanpumep, B TenedoHe iPhone 4s.
Mo ymonuaHuo napaMmeTp OTK/HOYEH.

KomaHga c npedunkcom no yganseTt HacTPOWKy.
Ja

Ja

Hert

AccessPoint

I (config-if)> ftotd

I (config-if)> no ft otd

(config-if)> ft otd
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition OTD enabled.

(config-if)> no ft otd
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition OTD disabled.

Bepcus OnucaHve

2.13 JobaeneHa komaHzga interface ft otd.

3.28.66 interface hide-ssid

OnucaHwne

BkAtounTb pexxmm ckpbiTvs SSID. Mpr CNoAb30BaHMM 3TOW GYHKLMK, TOUKa
AO0CTYyrMa He oTobpaXaeTcs B Crncke AOCTYMNHbIX 6ecnpoBOAHbIX ceTel. Ho
€CNK NoJ/b30BaTeNto N3BECTHO O CYLLLeCTBOBAaHMN 3TON CeTU U OH 3HaeT ee
SSID, TO cMOXeT NOAKNOUYNTLCA K 3TOM ceTW. 10 yMONYaHNIo pexmm
OTK/IHOYEH.

KoMaHAa ¢ NpeprkCcoM No OTKHOYAET 3TOT PEXUM.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

Access Point

I (config-if)>  hide-ssid

I (config-if)> no hide-ssid

(config-if)> hide-ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID broadcasting disabled.

(config-if)> no hide-ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID broadcasting enabled.

Bepcus OnucaHve

2.00 JobaeneHa komaHga interface hide-ssid.

3.28.67 interface iapp auto

OnucaHwne

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

WcTopusa nsmeHeHum

CreHepupoBaTb koY JAPP B aBTOMaTN4eCckoM pexunme. [1as Toro, 4tobbl
Ha3HaYNTL KJIHOY BPYYHYIO, NCNONb3ylTe KoMaHay interface iapp key.

Het
Ja
HeT

Bridge
I (config-if)>  iapp auto

(config-if)> iapp auto
Network::Interface: :Rtx::Iapp: Bridge0® autoconfigured.

Bepcus OnucaHve

3.03 JobasneHa koMmaHgaa interface iapp auto.

3.28.68 interface iapp key

OnuncaHwune

YCTaHOBUTb K/IH0Y MOBUALHOrO JoMeHa JAPP Ans ycneLHOoM CUHXPOHU3aLnmn
MeX Ay ToUKamMu AoCTyna, rae BkatodeH FT (komaHga interface ft enable).
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naBa 3 OnncaHme KOMaHA,

Toukm focTyna AOMKHbI NpuHagnexaTtb ogHoin IP-noacetu. Mo ymonyaHumio
KJIFOY He Ha3HauyeH.

KomaHaa ¢ npepunKcom no yaanseT Kawou.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Bridge

CuHoncuc (config-ify>  iapp key key»

(config-if)> no iapp key

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
key Crtpoka 3HayeHVe koya IAPP. MakcManbHasa AMHa
Kntoya — 64 cmmBorna.

MNpumep (config-if)> iapp key 11223344556677
Network::Interface::Rtx::Iapp: Bridge0® key applied.

(config-if)> no iapp key
Network: :Interface: :Rtx::Iapp: Bridge0® key cleared.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.13 Jlo6aBneHa komaHga interface iapp key.

3.28.69 interface idle-timeout

OonucaHue YCTaHOBUTb MHTePBa OTKNOYEHWS KnveHTa STA OT TOUKM AOCTyna no
TallMayTy HeaKTUBHOCTM. [10 YyMONYaHMIO NCMONb3YyeTCs 3HaYeHe 600.

KomaHga ¢ npeprKcoM No OTKOUAET HAaCTPOIKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica WiFiMaster

Cunoncuc I (config-if)>  idle-timeout <idle-timeout>

I (config-if)> no idle-timeout
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue lOnncaHue
idle-timeout |Yenoe 3HaueHue TaliM-ayTa B cekyHgax. MoxeT
Yucso NMPUHXMaTL 3HaYeHWsa B Npejenax ot 60 o
2147483646.

(config-if)> idle-timeout 500
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
value is 500 sec.

(config-if)> no idle-timeout
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
disabled.

Bepcus OnucaHve

3.06 JlobaBneHa komaHaa interface idle-timeout.

3.28.70 interface igmp downstream

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopus nsmeHeHum

BkntounTb pexum paboTel IGMP Ha nHTepdeiice NO HanpaBieHUIO K
noTpebuTensM rpynnoBo paccblikn. Ha ycTponcTee fo/KHa 6bITh 3anyLueHa
cnyxba service igmp-proxy. lonyckaeTcs Haanume HeCKoNbKUX HTepdercos
downstream.

KomaHga ¢ npeprKCOM No oTMeHseT AeCTBME KOMaHAbI.
Ja

Aa

Het

IP
I(conﬁ94ﬂ> igmp downstream
I (config-if)> no igmp downstream

(config-if)> igmp downstream

(config-if)> no igmp downstream

Bepcus OnucaHue

2.00 Job6asneHa komaHaa interface igmp downstream.
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naBa 3 OnncaHme KOMaHA,

3.28.71 interface igmp fork

OnucaHwue BkntounTb gybnnpoBaHme ncxoaaimx naketos /GMP upstream B 3aaHHbIN
nHTepderic. JonyckaeTca Haanyme TonabKo ogHoro nHTepderica fork.

KomaHga ¢ ﬂpeq)I/IKCOM No OTMEHSIET AelCTBE KOMaHAbI.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica IP

CuHoncuc I (config-if)>  igmp fork
I (config-if)> no igmp fork

NMpumep (config-if)> igmp fork

(config-if)> no igmp fork

WcTopus nsmeHeHnii |Bepcus

OnucaHwune

2.00

Job6aBneHa komaHAa interface igmp fork.

3.28.72 interface igmp upstream

OnucaHwue BkntounTb pexum paboTbl IGMP Ha nHTepdeiice No HanpaBieHUIo K
NCTOYHMKY FPYNNOBOI paccblIkn. Ha ycTponcTBe Ao/KHa 6bITh 3anyLyeHa
cnyxba service igmp-proxy. /lonyckaeTca Haanyve ToNbKo OAHOro
nHTepderica upstream.

KomaHga ¢ npeprKCcOM Nno oTMeHseT AeCTBME KOMaH/bI.

MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CunHoncuc

I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

MNpumep (config-if)> igmp upstream

(config-if)> no igmp upstream
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa koMmaHga interface igmp upstream.

3.28.73 interface include

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

Yka3zaTb Ethernet-uHtepdeliic, koTopblii byaeT Ao6aBneH B NPOrpaMMHbIi
MOCT B KayecTBe nopra.

KomaHga ¢ npedukcom no yaanset nHtepdeinc n3 mocra.
Ja

Aa

Ja

Bridge

(config-if)>  include <interfaces

(config-if)> no include <interface»

AprymeHT 3HauyeHue OnucaHwue

interface UHTeppeic Wmsa nnn ncesgoHum Ethernet nHtepoderica,
KOTOPbI AONXEH 6bITb BKIKOUEH B MOCT.

(config-if)> include ISP
Network: :Interface::Bridge: "Bridge0": ISP included.

(config-if)> no include
Network::Interface::Bridge: "Bridge0": removed ISP.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface include.

3.28.74 interface inherit

OnuncaHwne

YkaszaTb Ethernet-uHtepdeiic, koTopbliin byaeT AobaBneH B NpOorpaMmMHbIii
MOCT B KayecTBe nopTta. B otanume ot komaHapl include, komaHaa inherit
nepefaeTt MOCTY HEKOTOpPbIE HAaCTPOIKK AobaBnseMoro nHTepdeiica, Takme
kak IP-agpec, macky v IP-ncesgoHUMbI. MNpuy yaaneHnn nmbo caMoro MocTa,
6o nHtepderica N3 MoCTa, 3TU HACTPOIKU, AaXKe eCIN OHU BbLIV MSMEHEHbI,
6yAyT CKONMpOoBaHbl 06paTHO Ha 0CBO6OAMBLLMICA NHTEepdEC.

KomaHga nossonseT Aob6aBUTb B MOCT MHTepdeiic, Yepes KOTOpbI
OCyLLeCTBNSIETCS yNpaBneHue yCTPOMCTBOM, U He NOTepsiThb ynpasBfeHue.
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naBa 3 OnncaHme KOMaHA,

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

KomaHga c npedumkcom no yaanseT nHtepdeinc ns Mocra, Bo3Bpallaer
NHTepdency HaCcTPOKK, yHac/ie0BaHHbIe paHee MOCTOM, 1 cbpacbiBaeT 3Tn
HaCTPOMKM y MOCTa.

Ja

Aa

Ja

Bridge

(config-if)>  inherit <interface»

(config-if)> no inherit <interface»

AprymeHT 3HauyeHue OnucaHue

interface UHTeppeic Nms nnm ncesgoHum Ethernet nHtepdodeiica,
KOTOPbI AONXKEH 6bITb BKIKOYEH B MOCT.

(config-if)> inherit GigabitEthernet0/Vlan3
Network::Interface::Bridge: "Bridgel": GigabitEthernet@/Vlan3 »
inherited in Bridgel.

(config-if)> no inherit
Network::Interface::Bridge: "Bridgel": inherit removed.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface inherit.

3.28.75 interface ip access-group

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

MpurBA3aTb MMEHOBaHHbIM CNUCOK NpaBun dpunbTpaunm (ACL, cm. access-list)
K nHTepelicy. NapameTp in nam out ykasbiBaeT HanpaeneHve Tpadpurka Ans

KOoToporo byaeT npnmeHaTbea ACL. K ogHOMY nHTepdericy MoXeT 6bITb
npmBs3aHo Heckonbko ACL.

KomaHga ¢ npedurkcom no oTkntoyvaeT ACL Ansa ykazaHHoro nHtepderica n
Hanpas/ieHVa Tpaduka.

Ja
Ja
Aa
IP

I (config-if)> ip access-group «acl> «direction
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naBa 3 OnncaHme KoMaHp,

(config-if)> no ip access-group «acls> «direction

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
acl CTpoka Cnuncok npasun ¢uabTpaumy,
npeABapuTeIbHO CO3aHHbIA C MOMOLLIBbIO
KoMaHAbl access-list.
direction in MpUMeHUTb GUNbTPALMIO K BXOAALLIM
nakeTam.
out MpUMEHUTb GUABTPALMIO K MCXOASALLIAM
nakeTam.
Mpumep (config-if)> ip access-group BLOCK in

UcTopuns nameHeHuii

Network: :Acl: Input "BLOCK" access list added to "CdcEthernetl".

(config-if)> ip access-group BLOCK out
Network: :Acl: Output "BLOCK" access list added to "CdcEthernetl".

(config-if)> no ip access-group BLOCK in
"BLOCK" access group deleted from "CdcEthernetl".

Network: :Acl:

(config-if)> no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".

Bepcusa

OnucaHune

2.00

Jlo6aBneHa komaHga interface ip access-group.

3.28.76 interface ip address

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

N3meHnTb IP-agpec n macky ceTeBoro nHTepdeiica. Ecnm Ha nHTepdelice
3anylieHa cnyxba aBToMaTNYeCcKon HacTpPoMKKM agpeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
afpec MoXeT 6bITb Nepe3anucaH.

KomaHga c npedurkcom no copacbiBaeT agpec Ha 0.0.0.0.

Ja
Aa
HeTt

IP

I (config-if)>  ip address address» imask>

I (config-if)> no ip address

184

CnpaBoyHUK koMaHa — Runner 4G (KN-2211)



naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-appec Appec ceTeBoro nHTepodeiica.
mask IP-macka Macka ceteBoro nHtepéelrica. Ectb gga

cnocoba BBOAA MacKn: B KAHOHMYECKOM BUje
(Hanpumep, 255.255.255.0) 1 B Buje
61TOBOI ANVHBI NpeduKkca (Hanpumep, /24).

Mpumep OAHO 1 TO Xe 3HayYeHue agpeca ceTu, cocTosLero ns IP-agpeca n macku,
MO>HO BBeCTU ABYMS CNOCO6aMM: yKasaTb Macky B KQHOHUYECKOM BUAE NN
3a4aTb OUTOBYH ANVHY Npedukca.

(config)> ip address 192.168.9.1/24
Network::Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa interface ip address.

3.28.77 interface ip address dhcp

OnucaHue 3anyctntb DHCP-kAMEeHT Ana aBTOMaTMYeCKON HaCTPOKL CeTeBbIX
napameTpos: IP-agpeca v mackn nHtepdeiica, cepsepos DNS 1 wito3a no
yMOJIHaHUIo.

KomaHga ¢ npedurkcom no octaHaBnmBaeT cnyxby DHCP-knneHTa, yaanset
AVHaMUYeCKN HaCTpOeHHble NapaMeTpbl 1 BO3BpalLlaeT npejbigyLime
HacTpolikun IP-agpeca n macku.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Ethernet

CuHoncuc (config-if)>  ip address dhcp [ hostname <hostname> ]

(config-if)> no ip address dhcp

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

hostname Ctpoka M5 xocTa, KoTopoe nepeaaeTcs B nose 12-oi
onuun DHCP. 3To nms He 0ba3aTeNbHO
JO/MKHO 6bITb TAKUM XKe, KakK MMS XOCTa,
BBeJeHHOoe B npouecce ri1obanbHoOm
HaCTPOMKM.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> ip address dhcp hostname QWERTY2
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp
Dhcp::Client: Stopped DHCP client on ISP.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip address dhcp.

3.28.78 interface ip adjust-ttl recv

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

N3mMeHUTb napameTp TTL Ana BCcex BXOAALLMX NAKeTOB Ha MHTepdeiice.
KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.

Ja

Aa

Het

IP

(config-if)>  ip adjust-ttl recv «recv>

(config-if)> no ip adjust-ttl recv

AprymeHT 3HauyeHue OnucaHwue

recv llenoe uucnio |BennumHa nameHeHumsa TTL. MoxeT
NpUHMMaTbL 3HayYeHnsa B npejenax ot 1 4o
255 BKNHOUUTENBHO.

(config-if)> dip adjust-ttl recv 1
Network::Interface::Ip: "CdcEthernet0": incoming TTL set to 1.

(config-if)> no ip adjust-ttl recv
Network: :Interface::Ip: "CdcEthernet0": incoming TTL settings »
removed.

Bepcus OnucaHue

3.07 Job6asneHa komaHgaa interface ip adjust-ttl recv.
MpeablayLiee Ha3BaHWe KOMaHAbI interface ip adjust-ttl.

3.28.79 interface ip adjust-ttl send

OnuncaHune

N3meHnTb napameTp TTL ana BCex NCXOAALLMX NaKeTOB Ha nHTepdelice.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomaHgaa c npedprKcomM no OTMEHSIET HAaCTPOWAKY.

Ja
Aa
HeTt

IP

(config-if)>

ip adjust-ttl send «send>

(config-if)> no ip adjust-ttl send

AprymeHT

3HayeHue OnvicaHune

send

Llenoe uucnio |BennumHa nameHeHumsa TTL. MoxeT
NPUHNMAaTb 3HaYeHWA B npegenax ot 1 o

255 BKNOUUTENIBHO.

(config-if)> ip adjust-ttl send 65
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

(config-if)> no ip adjust-ttl send
Network::Interface::Ip: "CdcEthernetl": outgoing TTL settings »

removed.
Bepcus OnucaHue
2.09 Job6asneHa komaHgaa interface ip adjust-ttl send.

3.28.80 interface ip alias

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoAKK
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

YCTaHOBUTL AOMNONHUTENbHBIN IP-agpec 1 Macky ceTeBoro nHTepdeiica

(NnceBROHUM).

KomaHgaa c npedrkcom no copacbiBaeT yKaszaHHbIN NCEBAOHM Ha 0.0.0.0,
TeM cambIM yaanas ero. Ecim BbINoONHUTE KOMaHAYy 6e3 aprymeHTa, To Becb
CNUCOK NCEBAOHNMOB ByAeT OUULLEH.

Ja
Ja
Ja

IP, Ethernet

I (config-if)>  ip alias address> anask»

I (config-if)> no ip alias [ «address> anask> ]
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec JlononHnTenbHbIN agpec ceTeBoro
nHTepoderica.
mask IP-mMacka JononHntenbHas Macka ceTeBoro

nHTepdeiica. Ectb ABa cnocoba BBoAa MaCKM:
B KAHOHMYeCKOM Buje (Hanpumep,
255.255.255.0u1 B BUAe BUTOBOW A/VHbI

npedukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 reset »
to 0.0.0.0/0.

(config-if)> no ip alias
Network: :Interface::Ip: "WifiMasterl/WifiStationQ": all aliases »
removed.

Bepcus OnucaHue

2.00 JobasneHa komaHga interface ip alias.

3.28.81 interface ip dhcp client broadcast

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

YcTraHoBUTL 6UT broadcast B coobuieHmsax DHCP Discover, yka3biBatoLLuii
Ha cnocob oTnpaBky oTBeTa 06paTHO KANEHTY. Mo yMonYaHuo napamMmeTp
OTKJ/IHOYEH.

KomaHga c npedurkcom no yganseTt HacTPOWKY.
Ja
Ja
Het

Ethernet

I(conﬁ94ﬂ> ip dhcp client broadcast

I(conﬁgJﬂ>|u>ipdhcpclientbroadcast

(config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.15 JlobaeneHa komaHga interface ip dhcp client broadcast.

3.28.82 interface ip dhcp client class-id

OnucaHune YKa3aTb Npon3BOANTENS YCTPOMCTBA, Ha KOTOPOM paboTtaeT DHCP-KNNeHT
(onuwsa dhcp 60).

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Ethernet

CuHoncuc (config-if)>  ip dhcp client class-id «class>

(config-if)> no ip dhcp client class-id

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
class-id Ctpoka Ha3BaHuve nponsBoanTens ycTpoiicTBa,
3aK/IlOYeHHOe B /IBOViHble KaBblYKN.

NMpumep (config-if)> ip dhcp client class-id "Runner 4G"
Dhcp::Client: ISP DHCP client vendor class is set to "Runner 4G".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.02 Job6asneHa komaHgaa interface ip dhcp client class-id.

3.28.83 interface ip dhcp client debug

OnucaHue BKHOUUTL OTNAA0UHBIN pexXnM. B 0TNag0uHOM pexiriMe B CUCTEMHbIV XXypHan
BbIBOAMTCHA NOAPOOHasa nHpopmaumnsa o pabote DHCP-knveHTa.

KomaHga ¢ npednkcom no oTkAoYaeT 0TNALA0UHBIA PEXUM.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Ethernet

I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.

(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

Bepcus OnucaHve

2.01 Jlo6aBneHa komaHga interface ip dhcp client debug.

3.28.84 interface ip dhcp client displace

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

AprymeHTsl

BbITECHUTb CTaTUUECKNA agpec nHTepdeiica what B cnyyae eciv OH

KOH}NVKTYeT ¢ agpecoM, nonyyeHHbIM DHCP-kMeHTOM OCHOBHOIO
nHTepderica.

[JaHHasa KoMaHAa BbIMOMHAETCA aBTOMATNYeCcky Npu nogkntoyeHnn USB
Ethernet aganTepa. lNocne 3T0ro NPONCXoANT COXpaHeHne KoHGUrypaumm n
nepesarpyska ycTponcTaa.

KomaHaa ¢ npepunKcom no oTMeHseT BbITeCHEHME 419 YKa3aHHOro
nHTepoderica.

Aa

Ja

Ja

Ethernet

(config-if)>  ip dhcp client displace whats[ check-session ]

(config-if)> no ip dhcp client displace whats [ check-session ]

AprymeHT 3HauyeHue OnuncaHwue
what UnTepgeric Vmsa nnn nceBgoHnUM nHtepdeiica, yen
CcTaTnYecKknii agpec byaeT BbITECHEH.
check-session |Knwyesoe Mpwv HannumMn akTBHOM cecnmn SCGI, He
C/1080 paspeLuaTb nepesarpysky 1 CMeHy

ceTeBOro agpeca poyrepa. [1o ymonyanuwo
KoMaHaa fobasnsieTcs Bdefault-config.
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Npumep (config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

WcTopusa nsmeHeHum Bepcus onuvucaHve
2.03 Job6asneHa komaHga interface ip dhcp client displace.
2.15 [JobasneH aprymeHT check-session.

3.28.85 interface ip dhcp client dns-routes

OnucaHune BraounTb aBTOMaTryeckoe JobasneHme XocT-MapLupyTos 4o DNS-cepsepos,
nony4yeHHbIx oT DHCP-cepBepa. o yMon4yaHuo HacTPOoika BKAKOYEeHa.

KomaHaa ¢ npeprKcom no oTKNoYaeT HaCTPONKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun uHTepderica Ethernet

CuHoncnc I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

NMpumep (config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa komaHga interface ip dhcp client
dns-routes.
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3.28.86 interface ip dhcp client fallback

OnucaHune YCTaHOBUTb 3alaHHbIi NOMIb30BaTeNleM CTaTUYeCcKUiA agpec B ciyvae
BO3HWKHOBEHWSA oLLn60K Npu pabote DHCP.

KomaHza ¢ nped1rKcoM no 0TMeHsIeT HacTPOIiKy, 1 ycTaHaBVBaeT agpec
0.0.0.0..

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Ethernet

Cutoncnc (config-if)>  ip dhcp client fallback <type>

(config-if)> no ip dhcp client fallback

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
type CTpoka Tun IP-agpeca. B HacTosiLee BpeMs
peannsoBaH TONIbKO OAMH TN — static.

Npumep (config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.05 JobasneHa komaHaa interface ip dhcp client fallback.

3.28.87 interface ip dhcp client hostname

OnucaHue Ha3HauunTb UM$A XoCTa, KoTopoe oTnpasnseTcd B DHCP-3anpoce.
KomaHgaa ¢ npedprkKcom no Bo3BpaLLaeT XOCTy MMS MO YMOAYaHUIO.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client hostname <hostname>
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(config-if)> no ip dhcp client hostname

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
hostname CTpoka MIMsa xocTa ans Ha3HayeHus.
Npumep (config-if)> ip dhcp client hostname MYHOME

Dhcp::Client: ISP DHCP client hostname is set to MYHOME.

(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.00 Job6asneHa komaHaa interface ip dhcp client hostname.

3.28.88 interface ip dhcp client name-servers

OnucaHue Mcnonb3oBatb agpeca cepsepos DNS, nonydeHHsle no DHCP. Mo ymondaHuio
3Ta $yHKLUMA BKAOYEHA.

KomaHga c npedrkcomM no 3anpeLaeTt UCNonbL30BaTh agpeca DNS-cepeepos,
nosiyyeHHble no DHCP.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

Mpumep (config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.00 Jlo6aBneHa komaHga interface ip dhcp client
name-servers.
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3.28.89 interface ip dhcp client release

OnucaHue DHCP-knueHT ocBoboXxAaaeT apeHay [P-agpeca n yxoanT B CASALLNA pexxmMm.
ELLe ogHO BbiNONHEHMe 3TOM KOMaHAbl nepeBoauT DHCP-knreHT B pexunm
aBToMaTtumyeckoro nosydeHus IP-agpeca.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

Cunoncnc I (config-if)>  ip dhcp client release

Mpumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Jlo6aBneHa komaHga interface ip dhcp client release.

3.28.90 interface ip dhcp client renew

OonucaHmne DHCP-knneHT ocBob60OXAaEeT apeHay IP-agpeca 1 nepexonT B pexmnm
MoJsly4eHns HOBOTO.

Mpedukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Ethernet

CuHoncmc I (config-ify>  ip dhcp client renew

Mpumep (config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.03 JobasneHa komaHaa interface ip dhcp client renew.

1 94 CnpaBoyHUK koMaHa — Runner 4G (KN-2211)



naBa 3 OnncaHme KOMaHA,

3.28.91 interface ip dhcp client routes

OnucaHue BkntounTb nonyyeHre MapLUpyToB OoT npoBaligepa (onuum dhep 33, 121,
242). Mo ymon4aHuto BKAOYeHO. B HacTpoiikax oTobpaXkaeTcs TONbKO C
npedurkcom no.

KomaHAa ¢ npedurKcom no oTKNHOYaeT HaCTPONKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes

Mpumep (config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.05 [Jlo6aBneHa komaHga interface ip dhcp client routes.

3.28.92 interface ip flow

OnucaHue Bknrountb ceHcop NetFlow Ha 3agaHHOM MHTepdelice. 1o ymon4aHuMio 3ToT
napameTp OTK/HOYEH.

KomaHga c npedurkcom no otktouaeT ceHcop NetFlow.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica IP

CuHoncuc (config-if)> ip flow<«directions

(config-if)> no ip flow

AprymeHTbl AprymeHT |3HayeHue |OnucaHue

direction ingress C6op BxogsLero Tpaduka.
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AprymeHT 3HauyeHue OnuncaHwue

egress C6op ncxogsuiero Tpaduka.

both Cbop u BxoAsLLero, N ncxogsulero tpaduka.

Mpumep

(config-if)> ip flow ingress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.

(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "both" direction.

WcTopus nsmeHeHum

Bepcus OnucaHue

2.1 Job6asneHa koMmaHgaa interface ip flow.

3.28.93 interfa

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

ce ip global

YcTaHoBUTL Anst HTepdelica cBoiicTBO «global» c napameTpoM. 3To CBONCTBO
Heo6X0AMMO ANS YCTaHOBKW MapLUpyTa No yMON4aHuto, paboTsbl
DynDNS-knveHTa 1 NAT. MoxHo npeactaBnsath global-nHtepdeicel, kak
BeAyLLMe B rnobanbHyto ceTb (B UHTEPHET).

MapameTp cBoicTBa «global» BnnseT Ha npuopuTeT HTepdeiica B Npase
YCTaHOBUTb MapLUPYT MO yMONYaHWio0. Yem npropuTeT 6onbLue, Tem
XenartesnbHee 419 NO/Ib30BaTENS BbIXOA B IN106a1bHYH CeTb Yepes yKa3aHHbIN
nHTepdeic. C NOMOLLIbIO NpropuTeTa peannsyeTcs GyHKLMSA pe3epBrpOoBaHnS
noakntoveHus B HTepHeT (WAN backup) «global».

Mo yMoAYaHMIO HaCcTpOoKa OTKOYeHa.
KomaHgaa ¢ npedurkcom no yaanseTt CBONCTBO.
Aa

Ja

Het

IP

I (config-if)> ip global (xpriority> | order <order> | auto)

I (config-if)> no ip global
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
priority Uenoe uucno |MpuoputeT nHtepdeiica Npu yctaHoBKe
MapLUpyTa no ymon4daHuto. Moxet
NPVHMMaTb 3HaYeHns B npegenax oT 1 go
65534.
order UYenoe uncno |OTHOCUTENbHbIA MPUOPUTET MEXAY
nHTepdencamm. MoxeT MpMHMMaTb 3HaYeHNA
B npejenax ot 0 Ao 65534, HO He 6onee, yuem
KONNYECTBO rnobanbHbIX MHTEPHENCOoB.
auto Knyesoe ABTOMaTM4YeCcKoe BblYMC/IeHe NpuopuTeTa
C/10B0 nHTepdelica. IHTepdeiic pacnonaraetcs
61Ke K KOHLY CNXCKa, HO Bblille nopsaaka X.
Mpumep (config-if)> ip global 10
Network: :Interface::IP: "L2TPO": global priority is 10.
(config-if)> ip global order 0
Network::Interface::IP: "L2TPO": order is 1.
(config-if)> ip global auto

Network: :Interface: :IP:

(config-if)> no ip glob
Network: :Interface: :IP:

Global priority recalculated.

al
"L2TPO": global priority cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onvcaHue
2.00 JlobaBneHa komaHaa interface ip global.
2.09 JobasneHbl aprymeHThbl order 1 auto.

3.28.94 interface ip mru

OnuncaHune

YcTaHoBUTbL 3HayveHune MRU,

KoTopoe byaeT nepesaHo yAaneHHoMY y3/1y npu

yCTaHOBNeHUU coeanHeHnsa PPP (IPCP). o ymonyaHUo UCnosib3yeTcs

3HayeHue 1460.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Mpe¢ukc no Ja
Ja

MHorokpaTtHbiiA BBog, Het

MeHsieT HaCTpPOWKMN
Tun nHTepdeiica PPP

CuHoncuc I (config-ify>  ip mru mruw

I (config-if)> no ip mru
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AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

mru Llenoe uucno |3HayveHme MRU.

Mpumep

(config-if)> ip mru 1492
Network::Interface::Ppp: "PPPoEQ": MRU saved.

(config-if)> no ip mru
Network: :Interface::Ppp: "PPPoEO": MRU reset to default.

WcTopus nsmeHeHwnii

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip mru.

3.28.95 interfa

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHuim

ceip mtu

YcTaHOBUTbL 3HaveHve MTU Ha ceTeBOM NHTepdeiice. MNpu ycTaHOBAEHNN
coefiMHeHWs No npoTokony PPP (IPCP), yaaneHHOMY y31y 6yAyT OTAPaBAsaTLCA
nakeTbl ykazaHHOro pasmepa MTU, aaxe ecnu Tot 3anpocun MTU MeHbLUero
3HaveHus.

KomaHga ¢ npedprikcomM no copackiBaeT 3HaueHue MTU Ha To, KoTopoe 6b110
40 nepBoro npuMeHeHMAa KoMaHabl.

Ja
Aa
HeTt

IP

(config-if)>  ip mtu mtw

(config-if)> no ip mtu

AprymeHT 3HauyeHue OnucaHwue

mtu lenoe 4ucno |3HauveHwe MTU. MOXeT NPUHUMAaTb 3HaYeHNs
B npejgenax oT 64 Ao 65535 BkAoUMTENBHO.

(config-if)> ip mtu 1500
Network: :Interface::Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network::Interface::Base: "GigabitEthernetl": static MTU reset »
to default.

Bepcus OnucaHve

2.00 JobasneHa KomaHaa interface ip mtu.
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3.28.96 interface ip nat loopback

OnucaHue BkntounTb 0bpaTHyto TpaHcnsauuio agpecos (NAT loopback) ana otnpasku
JIOKaNnbHbIX 3anNpocoB J1oKalbHOMY cepBepy 13 VIHTepHeTa. [1o yMoi4aHuio
3TOT NapaMeTp BK/KOUeH 418 nHTepdericos JomallHel ceTu (YypoBHM
b6e3onacHocTu private un protected).

KomaHga c npedurkcom no oTknrovaet NAT loopback.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback

Mpumep (config-if)> ip nat loopback
Network: :StaticNat: NAT loopback is explicitly enabled on "Home".

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 Jlo6aBneHa komaHga ip nat loopback.

3.28.97 interface ip remote

OnucaHue YCTaHOBUTb CTaTUYeCcKni agpec yaaneHHoro ysna.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nHtepdeiica PPP

CrnHoncuc (config-if)>  ip remote address»

(config-if)> no ip remote

AprymeHTbI AprymeHT 3HaueHue OonucaHue

address IP-agpec Appec yaaneHHoro ysna.
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Mpumep

UcTopuns nameHeHuii

(config-if)> ip remote 192.168.2.19
Network::Interface::Ppp: "L2TPO": remote address saved.

(config-if)> no ip remote
Network::Interface::Ppp: "L2TPO": remote address erased.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip remote.

3.28.98 interface ip tcp adjust-mss

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

YCTaHOBUTbL OrpaHNYeHrie MakCMMasibHOro pasmepa cerMeHTa NCXoAsaLLmx
ceccmin TCP. Ecnm 3HaveHwme MSS, KOTopoe nepejaeTcs B NOJie 3arofioBka
SYN-nakeToB, npeBsblLLaeT 3ajaHHoe, KOMaHAa MeHsieT ero. KomaHga
npuMeHseTcs K UHTepdeincy n aelicTByeT Ha Bce ncxoasaiume TCP SYN-nakeThbl.

KomaHga ¢ npeprKcoOM Nno oTMeHsieT AeCTBME KOMaH/bI.
Ja

Aa

Het

IP

(config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

AprymeHT |3HauyeHue OnucaHue

pmtu KriwyeBoe c¢/1080|YCTaHOBUTL BEPXHIOO rpaHuLy MSS,
paBHYy0 MUHUManbLHOMY MTU Ha nyTn K
yAaneHHoMy y3ny.

mss Lenoe uucrno MSS BepxHAa rpaHuua.

(config-if)> ip tcp adjust-mss pmtu
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> ip tcp adjust-mss 1300
Network::Interface::Ip: "L2TP0": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip tcp adjust-mss.
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3.28.99 interface ipcp address

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

Vicnonb3oBaTtb ajgpec yaaneHHoro yana.

KomaHza c npedurKcom no oTkNoHaeT GyHKLUIO.

Ja
Ja
Het

PPP

I (config-if)>  ipcp address

I (config-if)> no ipcp address

(config-if)> ipcp address
using address from remote peer

(config-if)> no ipcp address
not using address from remote peer

Bepcus OnucaHve

3.09 [JlobaBneHa komaHga interface ipcp address.

3.28.100 interface ipcp default-route

OnucaHwmne

MNpejukc no

MeHsieT HacTpoiKkmn

Vicnonb3oBaTh ajpec yAaseHHOro y3na Kak LW/r3 No YMONYaHuIo.

KomaHgaa c npedurkcom no 3anpeLLaeT M3MeHeHMe LW3a Mo YMOTYaHMH.

Ja
Ja

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica

CviHoncmc

Mpumep

PPP

I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

(config-if)> ipcp default-route
Using peer as a default gateway.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00

Jo6aBneHa komaHga interface ipcp default-route.

3.28.101 interface ipcp dns-routes

OnucaHwne
BK/ItOUYEHaA.

Mcnonb3oBaTb MapLUpyThl Nofay4YeHHble no IPCP. 1o yMon4YaHUo HacTpoika

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

MNpedukc no Ja
Aa

MHorokpaTtHbIiA BBOog, Het

MeHsieT HacTpoiKmn

Tun nHTepdeiica PPP

CuHoncuc I (config-if)>  ipcp dns-routes
I (config-if)> no ipcp dns-routes
Npumep (config-if)> ipcp dns-routes

DNS routes enabled

(config-if)> no ipcp dns-routes

DNS routes disabled

NcTopusa nsmeHeHum

Bepcus OnucaHue

2.02

Job6asneHa komaHaa interface ipcp dns-routes.

3.28.102 interface ipcp name-servers

OnucaHue
HaCTpoWKa BK/OYEHa.

Vcnonb3oBaTb agpeca cepsepoB DNS, nosyyeHHble no IPCP. Mo ymon4aHuio

KomaHza ¢ npedrkcomM no 3anpeLLaeT UCnonb30BaTh agpeca cepsepoB DS

nosiyyeHHble rno IPCP.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PPP

CuvHoncuc

I (config-if)>  ipcp name-servers
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

I (config-if)> no ipcp name-servers

(config-if)> ipcp name-servers
using remote name servers.

(config-if)> no ipcp name-servers
not using remote name servers.

Bepcus OnucaHue

2.00 JobasneHa komaHgaa interface ipcp name-servers.

3.28.103 interface ipcp vj

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

BknrounTb oxatme 3aronoskos TCP/IP meTogom BaH fko6coHa. Mo
YMONYaHMIO HAaCTPOKiKa OTK/IOUEHa.

KomaHgaa ¢ npedrKcoM no oTKAKOHaeT oxaTue.
Ja

Ja

Het

PPP

(config-if)>  ipcp vj [cid]

(config-if)> no ipcp vj

AprymeHT 3HauyeHue OnuncaHwue

cid KnwyeBoe Bknrountb cxatne Connection ID B
C/10BO 3aro/lIoBKax.

(config-if)> ipcp vj cid
V] compression enabled.

(config-if)> no ipcp vj
V] compression disabled.

Bepcus OnucaHve

2.03 Jlo6aBneHa komaHga interface ipcp vj.
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naBa 3 OnncaHme KoMaHp,

3.28.104 interface ipsec encryption-level

OnuncaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

3asaTb YpoBeHb LWdpoBaHUA Ans [Psec-COefNHEHWs], aBTOMATNYeCKM
CBSI3aHHOTO C TYHHesleM. 3HaueHue No ymonyaHmto — normal.

MoApo6HOe onMcaHme KaXza0ro YpoBHS MPUBOANTCS B [1pUIOXKEeHNN.

KomaHga ¢ npedprKcom no ycTaHaBAMBaeT ypoBeHb LWMGPOBAHNSA MO
YMOJTHaHUIO.

Ja
Aa
HeTt

Secure

(config-if)>

ipsec encryption-level <level»

(config-if)> no ipsec encryption-level

AprymeHT 3HauyeHue OnucaHwue
level weak Cnabbli ypoBeHb, BKAKOUEHbl anropuTmbl DES
n MD5.
normal CoBMeCTUMbII C 60NBLLUMHCTBOM CUCTEM

YypOBeHb, npunoputet otaaetca AES128 n
SHAT1.

normal-3des

CoBMeCTUMBIN C 60BLLUNHCTBOM CUCTEM
ypoBeHb, npuoputeT otaaetca 3DES n SHAT.

strong CaMmblil CUNbHBIN YPOBEHb, 0653aTelbHO
BKtOYeH PFS, npuoputeT otaaetca AES256 n
SHAT.

weak-pfs To e camoe, 4To 1 weak, HO AN BTOPOIA
da3bl BKAOYeH PFS group 1 m 2.

normal-pfs |To e camoe, 4TO U nhormal, HO A1 BTOPOWA

da3bl BKAOYeH PFS group 2 1 5.

normal-3des-pfs

To e camoe, Uto n normal-3des, HO AN
BTOPOW ¢a3bl BKAOYEH PFS group 5 1 14.

high

Habop coBpeMeHHbIX anropnuTMoB A/s
BHeLWHWX npoBangepos VPN cepBunCOB.

strong-aead

CaMblii CUNbHBIA YpOBeHb, MpUopuTeT
otaaetca AES256 n SHA1 c gobaBneHnem
anropmntmoB AEAD.

strong-aead-pfs

CaMblil CUNIbHBIV YpPOBeHb, 0ba3aTeNlbHO
BKJIHOYEH PFS, npuopuTeT otaaetcd AES256 n
SHA1 c gobaBneHnem anropnTmoBs AEAD.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-if)> ipsec encryption-level weak
Network::Interface::Secure: "Gre0": security level is set to »
"weak" .

(config-if)> no ipsec encryption-level
Network::Interface::Secure: "Gre0": security level was reset.

Bepcus OnucaHve

2.08 JobaBneHa komaHaa interface ipsec encryption-level.

3.07 JlobaBneHbl HOBbIe ypoBHU WIn$posaHusa — high,
strong-aead u strong-aead-pfs.

3.28.105 interface ipsec force-encaps

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

Mpumep

WcTopus nsmeHeHum

BkaounTb noaaep>xky NpUHyANTENbHOM MHKancynaummn ESP B UDP pns
KNVEHTCKUX TyHHenew. Mo ymonyaHunto ata pyHKUMSA OTKAOYEHaA.

KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.
Ja
Ja
Het

Secure

I(conﬂgJﬂ> ipsec force-encaps

I(conﬁg-ﬁﬁ>noipsecforce-encaps

(config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
enabled.

(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
disabled.

Bepcus OnucaHue

2.12 Job6asneHa komaHaa interface ipsec force-encaps.

3.28.106 interface ipsec ignore

OnuncaHwune

OTKNOUNTE 06PabOoTKy BXOAALLMX IKE-NakeToB cyXbbl IPsec Ha HTepdelice.

KomaHza c nped1KcoM no OTMeHsIeT HaCTPOIKy.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

Secure

I(conﬁ94ﬂ> ipsec ignore

I(conﬁ94ﬂ>noipsecignore

(config-if)> ipsec ignore

IpSec::Manager: Interface "Gre0" added to IPsec ignore list.

(config-if)> no ipsec ignore

IpSec::Manager: Interface "Gre0" removed from IPsec ignore list.

Bepcus OnucaHve

2.10

[Jlo6aBneHa komaHga interface ipsec ignore.

3.28.107 interface ipsec ikev2

OnucaHwne

MNpejukc no
M3MeHUTb HacTpoiAKun
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

Bkntountb npotokon IKEV2 ansa IPsec-coejHeHUs, aBTOMaTUYeCKMN
CBA3aHHOrO C TyHHeneM. 1o ymon4aHuio ncrnonbsyetca npotokon IKEv1.

KomaHza c nped1rkcom no Bo3BpaLLaeT 3HaueHMe No YMONYAHUIO.

Ja
Ja
Het

Secure

I(conﬂg4ﬂ> ipsec ikev2

I(conﬂ94ﬂ>noipsecikev2

(config-if)> ipsec ikev2
Network: :Interface: :Secure:

(config-if)> no ipsec ikev2

Network: :Interface: :Secure:

IKEv2 is enabled.

IKEv2 is disabled, enable IKEvl.

Bepcus OnucaHue

2.10

Job6asneHa komaHgaa interface ipsec ikev2.
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naBa 3 OnncaHme KOMaHA,

3.28.108 interface ipsec nail-up

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

3.28.109 interface ipsec name-servers

OnucaHwmne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

BKtoUuMTbL aBTOMaTNYECKME N3MEHEHNS CEKPETHBIX KNHoUein AN TYHHenein
L2TP/IPsec, EoIP/IPsec, Gre/IPsec, IPIP/IPsec. o ymon4daHuio napameTp

BKJ/TFOYEH.

KomaHza c nped1KcomM no oTKAoYaeT HaCTPOWAKY.

Ja
Ja
Het

Secure

I (config-if)>  ipsec nail-up

I (config-if)> no ipsec nail-up

(config-if)> ipsec nail-up

Network::Interface::Secure: SA renegotiation enabled.

(config-if)> no ipsec nail-up

Network: :Interface::Secure: SA renegotiation disabled.

Bepcus OnucaHve

2.12 Jlo6baBneHa komaHga interface ipsec nail-up.

Vicnonb3oBaTb agpeca cepsepoB DNS, nonyyveHHble yepes IKEv1 nnum IKEv2

IPsec-cepBep. N0 yMOn4YaHMIO PyHKLMA BKIHOYEHaA.

KomaHgaa c npedrkcom no 3anpeLLaeTt ncnonib3oBaTb agpeca DNS,

nony4veHHble Yepes IKEv1 nnn IKEv2 IPsec-cepsep.

Ja
Ja
Het

Secure

I (config-if)>  ipsec name-servers

I (config-if)> no ipsec name-servers
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> ipsec name-servers
IpSec::Interface::Ike: "IKEQ": automatic name servers via IKE »
Configuration Payload are enabled.

(config-if)> no ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are disabled.

Bepcus OnucaHve

3.06 Jlo6aBneHa komaHga interface ipsec name-servers.

3.28.110 interface ipsec preshared-key

OnucaHwne

MNpedukc no
MN3MeHUTb HaCTpPoiKu
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcTtaHoBUTb KntoY PSK ans IPsec-coegnHeEHWs, aBTOMAaTUYeCK CBA3aHHOIo
C TYHHesieM. TakxXe BK/toYaeT UCrnoib3oBaHue IPsec ANs 3TOro TYHHeNs.

KomMaHza ¢ npepurkcom no cbpackiBaeT 3HaYeHMe Ktoua.
Ja

Aa

HeTt

Secure

(config-if)>  ipsec preshared-key <key>

(config-if)> no ipsec preshared-key

AprymeHT 3HauyeHue OnucaHwue

key CTpoka 3HayeHue cekpeTHoro PSK-kntoua.

(config-if)> ipsec preshared-key 12345678
Network: :Interface::Secure: "Gre@": preshared key was set.

(config-if)> no ipsec preshared-key
Network::Interface::Secure: "Gre0@": preshared key was reset.

Bepcus OnucaHue

2.08 JobasneHa koMmaHaa interface ipsec preshared-key.

3.28.111 interface ipsec proposal lifetime

OnuncaHune

YcTaHOBUTb BpeMs XM3HU TpaHcpopmauumm IPsec Phase1 Ha nHTepdelice.
o ymonuaHuto ncnonb3yercs 3HaveHne 28800.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomaHza ¢ npedprKcom no Bo3BpaLLAeT 3HAUYEHME MO0 YMOIYAHUIO,
Ja

Aa

HeTt

Secure

(config-if)>  ipsec proposal lifetime (lifetime>

(config-if)> no ipsec proposal lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHusa IPsec B
cekyHAax. MoxeT NpvHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.

(config-if)> ipsec proposal lifetime 222222
Network: :Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.

(config-if)> no ipsec proposal lifetime
Network: :Interface::Secure: IPsec IKE proposal lifetime reset »
to 28800 s.

Bepcus OnucaHue

2.1 JobasneHa komaHga interface ipsec proposal lifetime.

3.28.112 interface ipsec proposal local-id

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpoViKKn

3asaTb NOIb30BATENbLCKUIA NOKaNbHLIN naeHTUdMKaTOp And IKE.
KomaHgaa ¢ npedurKcom no yaanseTt AaHHY HaCTPOWKY.

Ja

Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

Secure

I (config-if)>  ipsec proposal local-id <local-id>

I (config-if)> no ipsec proposal local-id
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

local-id CTpoka IP-agpec nnn goMeHHoe NMA I0OKanbHOro

XOCTa.

(config-if)> ipsec proposal local-id 192.168.8.4
Network::Interface::Secure: Set IKE local ID to "192.168.8.4".

(config-if)> no ipsec proposal local-id
Network: :Interface: :Secure: Reset IKE local ID.

Bepcus OnucaHve

3.08 [Jlo6baBneHa koMmaHza interface ipsec proposal local-id.

3.28.113 interface ipsec proposal remote-id

OnucaHwue

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncumc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3ajaTb N0/Ib30BaTENLCKUIA YAaneHHbIn naeHTueunkatop ans IKE.
KomaHga ¢ npedurkcom no yaanseT JaHHYH HaCTPOWKY.

Ja

Ja

Het

Secure

(config-if)>  ipsec proposal remote-id «remote-id>

(config-if)> no ipsec proposal remote-id

AprymeHT 3HayeHue OnucaHue

remote-id CTpoka IP-agpec nnn gomeHHoe Nmsa yaaneHHoro
X0CTa.

(config-if)> ipsec proposal remote-id my.domain.com
Network: :Interface: :Secure: Set IKE remote ID to "my.domain.com".

(config-if)> no ipsec proposal remote-id
Network::Interface::Secure: Reset IKE remote ID.

Bepcus OnucaHve
3.08 JobasneHa koMmaHgaa interface ipsec proposal
remote-id.
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naBa 3 OnncaHme KOMaHA,

3.28.114 interface ipsec transform-set lifetime

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTbL BpeMsi XN3HU TpaHchopMaunm IPsec Phase2 Ha nHtepdeiice.
Mo ymonyaHmio ncnonb3syetcs 3HayeHve 28800.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja

Ja

HeTt

Secure

(config-if)> ipsec transform-set lifetime «lifetime»

(config-if)> no ipsec transform-set lifetime

AprymeHT 3HauyeHue OnuncaHwue

lifetime Lenoe uncno |Bpems Xun3HU NnpeobpasoBaHus IPsec B
cekyHzax. MoxeT NnpyHMMaTb 3HayYeHns B
npeaenax ot 60 A0 2147483647.

(config-if)> ipsec transform-set lifetime 2222222
Network::Interface: :Secure: IPsec ESP transform-set lifetime set »
to 2222222 s.

(config-if)> no ipsec transform-set lifetime
Network: :Interface: :Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.

Bepcus OnucaHue
2.1 [Jlo6baBneHa komaHga interface ipsec transform-set
lifetime.

3.28.115 interface ipv6 address

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

HactpouTb IPv6-agpec Ha nHtepdeiice. Ecnm ykasaH aprymeHT auto, agpec
HacTpanBaeTca aBToOMaTU4Yeckn. BBoa agpeca BpyyHyto AefiaeT ero
cTaTnyecknm.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.
Ja
Ja
Ja
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-if)>  ipv6 address (<address> | auto)
(config-if)> no ipv6 address [ «address; | auto]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IPv6-agpec |Appec DNS-cepBepa.
auto Krmwyesoe BkNHOUNTL ANHaMUYecKoe HasHaueHne
c/10BO agpeca.
Mpumep (config-if)> ipv6 address 2001:db8::1

Static IPv6 address saved.

UcTopuns nsmeHeHnii

Bepcusa

OnucaHune

2.00

JobasneHa komaHga interface ipv6 address.

3.28.116 interface ipv6 force-default

OnucaHune

Ncnonb3oBaTtb nHTepdelic B kKauecTse LWAt03a No ymondaHuio ans IPvé. Mo
YMONYaHMIO NapaMeTp OTK/IHYEH.

KomaHga c npedurKcom no yaansieT HacTpoiiKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

HeT

I (config-if)>  ipv6 force-default

I (config-if)> no ipv6 force-default

(config-if)> ipv6 force-default
interface is forced to be the default IPv6 gateway

WcTopusa nsmeHeHuim

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa interface ipv6 force-default.

3.28.117 interface ipv6 name-servers

OnuncaHune

HactpounTb nonyyeHmne nHpopmaumm ot DNS. Ecnm ykasaH aprymeHT auto,
BktovaroTcss DNS-3anpocsl DHCPv6.

KomaHza c npedurKcom no yaansieT HacTpoiiky.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-if)>

ipv6 name-servers (auto)

(config-if)> no ipv6 name-servers [auto]

AprymeHT 3HauyeHue OnuncaHwue
auto Krwyesoe BkntounTb aBTOKOHGUrypaumio DNS.
C/10B0

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.

Bepcus OnucaHue

2.00 JobasneHa komaHgaa interface ipv6 name-servers.

3.28.118 interface ipv6 prefix

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

HactponTb generaumio npedukca. Ecnm ykasaH apryMmeHT auto , npedpukc
3anpaluvsaetca Yyepes DHCPv6-PD.

KomaHgaa ¢ npedrKcom no yaanset HaCTPOKY.
Ja

Ja

Het

(config-if)>  ipv6 prefix («prefix> | auto)

(config-if)> no ipv6 prefix [ «prefix> | auto]

AprymeHT 3HayeHue OnucaHue

auto Kmw4yesoe BrntounTb generauuto npedukca.
CJ10BO

prefix lpegukc YKazaTb npeduKc BPyUHYHo.

(config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa interface ipv6 prefix.

3.28.119 interface ipvécp

OnucaHwue Bkntountb nogaepxky IPv6CP Ha 3Tane ycTaHOBNeHNA coegNHEHNS.
KomaHga ¢ npedpurkcom no oTkntouaet IPv6CP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica PPP

CuHoncunc I (config-ify>  ipv6cp

I (config-if)> no ipv6cp

Mpumep (config-if)> ipvécp
IPv6CP enabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga interface ipvécp.

3.28.120 interface Icp acfc

OnucaHue BkAounTb cornacoBaHve napaMeTpoB OKaTUS Nosiell KOHA/6H020 YPO8Hs
Address u Control. Tlo yMONYaHMIO HACTPOIKa OTKAOYEHaA.

KomaHga c npedurkcom no oTkIoYaeT 4aHHYIO OMNLMIO 1 BCe 3anpochl
yZAaneHHOIM CTOPOHBbI Ha cornacoBaHme ACFC OTKIOHAROTCS.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOgA, Het
Tun nHTepdeiica PPP

CuHoncuc I (config-if)>  lcp acfc [cid]

I (config-if)> no lcp acfc
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AprymeHTbI AprymeHT |3HaueHme |OnucaHue
cid Knyesoe Brkntountb oxkatre Connection ID B
CJ10BO 3arojioBkax.
Mpumep (config-if)> lcp acfc cid

ACFC compression enabled

(config-if)> no lcp acfc cid
ACFC compression disabled

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.03 Jlo6aBneHa komaHga interface Icp acfc.

3.28.121 interface Icp echo

OnucaHune 3agaTb NpaBufa TeCTUPOBaHUSA coeanHeHnsa PPP cpeactBaMmun LCP echo.
Mo ymonuaHwuio interval paBeH 30, count paBeH 3.
KomaHga c npedumkcom no otkntouaet LCP echo.

MNpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica PPP

Cunoncuc (config-if)>  lcp echo <intervals <count> [adaptive]

(config-if)> no lcp echo

AprymeHTbI AprymMeHT |3HaueHme |OnucaHue

interval lenoe umncno |NHTepBan mexay otnpaskamu LCP echo, B
cekyHgax. Ecnu B TeyeHue yKa3aHHOro
NHTepBasia BpeMeHW OT YAaNeHHOW CTOPOHbI
He 6bln nony4yeH LCP 3anpoc, el byaeT
OTMpaB/ieH TaKol 3anpoc ¢ oXnaHnem
oTBeTa LCP reply.

count Lenoe uucno |Konn4yecTBo OTNPaBAEHHbIX MOAPSA 3arpocoB
LCP echo Ha kOTOpbIe He b6bl1 Moay4YeH oTBeT
LCP reply. Ecan count 3anpocos LCP echo
ocTanuck 6e3 oTBeTa, coeaviHeHVe byaeT

pa3opBaHo.
adaptive Knyesoe Pppd 6yaet otnpaBnATk 3anpoc LCP echo
C/10B0 TO/IbKO B TOM C/ly4ae, ecau OT yAaneHHoro

y3na HeT Tpaduika.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> lcp echo 20 2

Network: :Interface: :Ppp:

(config-if)> no lcp echo
Network: :Interface: :Ppp:

"PPPoE0®": LCP echo parameters updated.

"PPPoEQ@": LCP echo disabled.

Bepcus OnucaHve
2.00 Jlo6aBneHa komaHga interface Icp echo.
2.06 [Jlo6baBneH napameTp adaptive.

3.28.122 interface Icp pfc

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

BknrounTb cornacoBaHve napamMeTpoB CKaTus nosisa Protocol 8 3020/108Kax
PPP. Tlo yMON4YaHWIO HAaCTPOMKa OTK/IOUEeHa.

KomaHga ¢ npedurkcom no oTkIoYaeT 4aHHYIO OMNLMIO 1 BCe 3anpochl
yZAaneHHOI CTOPOHbI Ha cornacoBaHme PFC OTKIOHSAHOTCS.

Ja
Ja
Het

PPP

(config-if)>

lcp pfc [cid]

(config-if)> no lcp pfc

AprymeHT 3HayeHue OnucaHue
cid KmwyeBoe Bkntountb okatne Connection ID B
CJ/10BO 3arojioBkax.

(config-if)> lcp pfc cid
PFC compression enabled

(config-if)> no lcp pfc cid

PFC compression disabled

Bepcus

OnucaHue

2.03

JobasneHa komaHga interface lcp pfc.

3.28.123 interface lldp disable

OnuncaHwune

OTKNOUNTL areHT LLDP Ha nHTepdelice. o ymonyaHmio GyHKLUMSA BKIKOYEHA.
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Mpedukc no

MeHsieT HacTpoiKmn

KomaHga ¢ npedurikcom no BkaroyaeT LLDP areHT.
Ja
Aa

MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

I(config-if)> 1ldp disable

I (config-if)> no 1ldp disable

(config-if)> 1ldp disable
Network::DiscoveryManager: LLDP agent is disabled on interface »
"ISP".

(config-if)> no 1ldp disable
Network: :DiscoveryManager: LLDP agent is enabled on interface »
"ISP".

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga interface lldp disable.

3.28.124 interface mac access-list address

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

AprymeHTsl

Mpumep

Jo6asutb MAC-agpec B cnncok npasua ¢uabTpaumy nHTepderica. Tun
CnucKka AoCTyna ycTaHaBAnBaeTcs kKoMaHaol interface mac access-list type.

KomaHga c npedumkcom no yaanset ykasaHHbIn MAC-agpec n3 ACL.
Ja

Ja

Ja

Access Point

(config-if)> mac access-list address «address>

(config-if)> no mac access-list address «address>

AprymeHT 3HayeHue OnucaHue

address MAC-apgpec MAC-agpec, KOTOpbIi HEO6X0AMMO J,06aBUTb
BACL.

(config-if)> mac access-list address 64:a2:f9:53:b2:12
Network: :Interface::Ethernet: "WifiMaster0@/AccessPointl": added »
64:22:f9:53:b2:12 to the ACL.
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(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster0/AccessPointl": removed »
64:22:f9:53:b2:12 from the ACL.

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster®/AccessPointl": ACL »
cleared.

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jo6aBneHa komaHaa interface mac access-list address.

3.28.125 interface mac access-list type

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

YCTaHOBUTb TWM CNMCKa NpaBua ¢punbTpauum nHtTepderica. Mo ymonyaHmo
TUN He onpegeneH (MPUCBOEHO 3HAaYEeHMeE none).

HeT

Ja
HeTt

Access Point

(config-if)> mac access-list type <type

AprymeHT 3HayeHue OnuncaHwue

type none Tvn cnncka npaBua GuabTpaLun He
onpegeneH.
permit B cnucok byayT 06aBAATLCA TOILKO

pa3spelwleHHble MAC-agpeca.

deny B cnncok 6yayT A06aBAATLCA TONbKO
3anpewleHHble MAC-agpeca.

(config-if)> mac access-list type permit
Network::Interface::Ethernet: "WifiMaster0/AccessPointl": ACL »
type changed to permit.

Bepcus OnucaHve
2.00 [Jlo6baBneHa komaHgaa interface mac access-list type.

3.28.126 interface mac address

OnucaHwne

HasHaunTtb MAC-agpec Ha yka3aHHbI ceTeBO MHTepdenc. Agpec 3agaeTcs
B LWeCTHaauaTepnyHoM dopmaTe 00:00:00:00:00:00. KomaHaa no3BonseT
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Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

YCTaHOBUTL 11060 agpec, HO NpeaynpexaaeT nosib30BaTens, eC/vi B HOBOM
ajpece ycTaHoBNeH 6UT «multicast» nnu cépoweH 6ut «OUI enforced».

KomaHga c npedurkcom no Bo3BpaLlaeT nHTepdeiicy ncxogHeli MAC-agpec.

MpegynpexaeHve: M3meHeHre MAC-aapeca Ha uHTepdeiice Wi-Fi 3anpeLueHo.

Ja
Aa
HeTt

MAC

(config-if)>  mac address mac>

(config-if)> no mac address

AprymeHT 3HauyeHue OnucaHue

mac MAC-agpec HoBsblin MAC-agpec nHtepdeiica.

(config-if)> mac address 3C:1F:6E:2A:1C:BA

(config-if)> no mac address

Bepcus OnucaHue

2.00 JobaBneHa komaHaa interface mac address.

3.28.127 interface mac address factory

OnucaHue

MNpe¢ukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Ha3HauunTb 3aBogckoit MAC-agpec Ha YKa3aHHbI ceTeBO MHTepdelic.
Het

Ja

Het

MAC

(config-if)>  mac address factory name>

AprymeHT 3HauyeHue OnucaHue
name lan WHTepdelicy bypeTt npmnceoeH "LAN"
MAC-aapec.
wan NHTepodeiicy byaeT npmucsoeH "WAN"
MAC-agpec.
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Mpumep

WcTopusa nsmeHeHum

(config-if)> mac address factory lan
Core::System::UConfig: done.

Bepcus

OnucaHmne

2.00

JobasneHa komaHaa interface mac address factory.

3.28.128 interface mac bssid

OnucaHue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

Yka3atb MAC-agpec ToUkmM focTyna ana nogkntodeHnsa K WISP.

KomaHga ¢ npedpurkcom no yaanset gaHHblin MAC-agpec.

Ja
Ja
Het

WifiStation

(config-if)>

mac bssid «bssid>

(config-if)> no mac bssid

AprymeHT

3HauyeHue

OnucaHue

bssid

MAC-agpec

MAC-agpec Touku goctyna WISP.

(config-if)> mac bssid 56:ff:20:00:1e:11
Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

Bepcus

OnucaHue

2.13

JobaeneHa komaHaa interface mac bssid.

3.28.129 interface mac clone

OnucaHwue

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHTepdeiica

MpucesouTb HTEpdericy MAC-agpec Bawero K.

Het
Ja
HeT

MAC, IP

220

CnpaBoyHUK koMaHa — Runner 4G (KN-2211)



naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I(conﬂgJﬂ> mac clone

(config-

if)> mac clone

Bepcus

OnucaHue

2.00

JobaeneHa komaHga interface mac clone.

3.28.130 interface mobile Ite disable-band

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

OTKNOUNTb YKa3aHHbIV grnana3oH LTE.

KomaHga ¢ npedurkcom no BKAOYAET AnanasoH. Ecv BbINOAHUTE KOMaHAY
6e3 aprymeHTa, TO BCe AgnanasoHbl LTE 6yayT BKAOYEHbI.

Ja
Ja
Ja
Usb

(config-if)>

mobile 1te disable-band <band>

(config-if)> no mobile 1te disable-band [ <band> ]

AprymeHT 3HauyeHue

OnucaHue

band

Lenoe uucno

LTE aAnana3oH B npegenax ot 1 fo 43
BK/IOUNTENBHO

(config-if)> mobile 1lte disable-band 22
Interface: "UsbQmiO": LTE band 22 disabled.

UsbQmi::

(config-if)> no mobile lte disable-band 22
Interface: "UsbQmiO": LTE band 22 enabled.

UsbQmi::

(config-
UsbQmi: :

if)> no mobile 1lte disable-band
Interface: "UsbQmi®": all LTE bands are enabled.

Bepcus

OnucaHue

3.04

Jo6aBneHa komaHaa interface mobile Ite disable-band.
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3.28.131 interface mobile Ite lock

OnucaHue HacTponTb npmBasKy k 6a30Bo CTaHLUMKM C MOMOLLbI0 NapameTpoB EARFCN
(ABCONIOTHBIN HOMEp paamMoYacToTHOro kaHana E-UTRA) n PCI
(MaeHTndUKaTop dr3NUecKon aueikn).

KomaHaa ¢ npedrkcom no yaanseT npmuBsasKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Usb

CuHoncuc (config-if)> mobile lte lock earfcn «earfcn-values [pcipci-value ]

(config-if)> no mobile 1te lock

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

earfcn-value|lenoe uncrio |Homep kaHana, 0603HayaoLLNM HECYLLYHO
YacToTy, Ha KOTOPOW paboTaeT coTa B CeTU
LTE. MoxeT npuHUMaTh 3Ha4YeHus B
npegenax ot 1 Ao 68585 BKAHOUUTENLHO.

pci-value UYenoe uucno |NpeHTndunkatop dmnsmyeckom cotel. MoxeT
NPUHUMaTb 3Ha4YeHVs B Npejenax ot 0 4o

503 BKNHOUUTENIBHO.

Npumep (config-if)> mobile lte lock earfcn 123 pci 456
Mobile::Interface: LTE cell lock is set.

(config-if)> no mobile lte lock
Mobile::Interface: "UsbLte@": all LTE cells are unlocked.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.09 JobaBneHa koMmaHaa interface mobile Ite lock.

3.28.132 interface mobile name-servers

OnucaHue Wcnonb3oBath agpeca cepBepoB DNS, nofyyYeHHble OT MOBUALHOIO
ornepatopa. Mo ymonyaHuo GyHKLNSA BKIOYEHA.

KomaHga ¢ npedurkcom no 3anpeLlaeTt Ucnonb3oBaTth agpeca DNS,
noJly4eHHble 0T MOBWIbHOro onepaTopa.

Mpe¢ukc no [Ja

MeHsieT HacTpoliku  [a
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Usb

Cunoncuc I (config-if)> mobile name-servers

I (config-if)> no mobile name-servers

Mpumep (config-if)> mobile name-servers
UsbQmi::Interface: "UsbQmiO": automatic name servers via QMI are »
enabled.

(config-if)> no mobile name-servers
UsbQmi::Interface: "UsbQmiO": automatic name servers via QMI are »

disabled.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
3.06 Job6aBneHa komaHaa interface mobile name-servers.

3.28.133 interface mobile operator

OnucaHwue 3agaTb naeHtupukatop cetu ana PLMN.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CuHoncuc (config-if)>  mobile operator PLMN>

(config-if)> no mobile operator

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
PLMN Ctpoka VaeHTndunkatop onepartopa.
Mpumep (config-if)> mobile operator 25011

UsbQmi::Interface: Operator PLMN is set to "25011".

(config-if)> no mobile operator
UsbQmi::Interface: Operator PLMN cleared.

WcTopusa nsmeHeHwnii Bepcus OonucaHve

3.04 Jlo6aBneHa komaHga interface mobile operator.
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3.28.134 interface mobile pdp

OnuncaHwne

BbibpaTtb Bepcuto npoTokona IP ans USB-mogema. IPv6 MOXHO BbibpaTh

TO/IbKO eC/in YCTaHOB/1EH COOTBGTCTByFOUJ,I/IVI CUCTEMHbI KOMMOHEHT. Mo
YMOTYaHWIO NCNONb3yeTCd 3Ha4YeHne ipv4.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [la

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Usb
Cutoncnc (config-if)>  mobile pdp (ipv4 | ipv6 | ipv4v6)
(config-if)> no mobile pdp
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
ipv4 CTpoka Tonbko IPv4.,
ipv6 Crpoka Tonbko IPv6.
ipv4ve Ctpoka [BoliHow cTek IPv4 n IPv6.
NMpumep (config-if)> mobile pdp ipv4

UcTopuns nameHeHuii

UsbQmi::Interface: Packet data protocol is set to "ipv4".

(config-if)> mobile pdp ipv4v6

UsbQmi::Interface: Packet data protocol is set to "ipv4v6e".

(config-if)> no mobile pdp

Mobile::Interface:

"UsbLte0": packet data protocol is reset to »

default.

Bepcus OnucaHve

3.04 Jlo6aBneHa komaHga interface mobile pdp.
3.08 JlobaBneHbl aprymeHT ipv6 n npepumkc NO.

3.28.135 interface mobile roaming

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

BKAOUNTE MOBUNBHBIA POYMUHT.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOIKY.
Ja
Ja
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Usb

CuHoncuc I (config-if)> mobile roaming

I (config-if)> no mobile roaming

Mpumep (config-if)> mobile roaming
UsbQmi::Interface: "UsbQmi®": roaming is enabled.

(config-if)> no mobile roaming
UsbQmi::Interface: "UsbQmi®": roaming is disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.03 Job6asneHa komaHaa interface mobile roaming.

3.28.136 interface mobile scan

OnucaHwue 3anycTuTb CKaHVpOBaHMe MObUAbHOM ceTu. MpoLecc ckaHMPoBaHMA
3aHuMaet 20-50 cekyHA,.

KomaHga ¢ npedurkcom no npepbiBaeT CKaHMpOBaHWe.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  Her
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

CuHoncumc I (config-if> mobile scan

I (config-if)> no mobile scan

Npumep (config-if)> mobile scan
UsbQmi::Interface: Network scanning started.

(config-if)> no mobile scan
UsbQmi::Interface: Network scanning stopped.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 JlobaBneHa komaHaa interface mobile scan.

3.28.137 interface mobile umts disable-band

OnucaHwue OTKAUUTL YKa3aHHbIN gnanaszoH UMTS.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

KomMaHga ¢ npepurkcom no BkIKOYAET Anana3oH. ECnm BbINOAHUTE KOMaHAy
6e3 aprymeHTa, To Bce Anana3oHbl UMTS 6yayT BK/IHOUEHBI.

Ja
Aa
Ja
Usb

(config-if)>

mobile umts disable-band <band>

(config-if)> no mobile umts disable-band [ <band> ]

AprymeHT

3HayeHue

OnvicaHune

band

Lenoe uucno

JwnanasoH UMTS. MoxeT npnHumaThb
3Hauenus 1, 2,3,4,5,6,7,8,9, 11, 26.

(config-if)> mobile umts disable-band 6

UsbQmi::Interface:

"UsbQmi®": WCDMA band 6 disabled.

(config-if)> no mobile lte disable-band 6

UsbQmi::Interface:

(config-if)>
UsbQmi::Interface:

"UsbQmi0®": WCDMA band 6 enabled.

no mobile 1lte disable-band

"UsbQmi®": all WCDMA bands are enabled.

Bepcusa

OnucaHue

3.05

JobaeneHa komaHza interface mobile umts
disable-band.

3.28.138 interface openvpn accept-routes

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

BKNOUMTE NOyYeHMe MapLLPYTOB OT yAaNeHHOW CTOPOHbI Yepe3 OpenVPN.

KomaHgaa ¢ npedrKcom no OTK/I0UYaeT HacTpoliky.

Ja
Aa
HeTt

OpenVPN

I (config-if)>  openvpn accept-routes

I (config-if)> no openvpn accept-routes
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Mpumep

UcTopuns nameHeHuii

(config-if)> openvpn accept-routes
Network::Interface: :0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.

(config-if)> no openvpn accept-routes
Network: :Interface::0penVpn: "OpenVPNQ@": disable automatic routes »
accept via tunnel.

Bepcus OnucaHve

2.10 [JlobaBneHa komaHga interface openvpn accept-routes.

3.28.139 interface openvpn connect

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YkazaTb nHTepdeinc ansa coegnHeHmns OpenVPN. Ecam aprymMeHT He 3ajaH,
coeMHeHVe ycTaHaBAMBaeTcs Yepes Nboii nHTepoelic.

Het

Ja

Het

OpenVPN

(config-if)>  openvpn connect [viawias]

(config-if)>  openvpn connect

AprymeHT 3HauyeHue OnuncaHwue

via UHTeppeinc MonHoe nma nHTepderica nam NCeBAOHUM.

(config-if)> openvpn connect via ISP
Network::Interface::0penVpn: "OpenVPNO": set connection via ISP.

(config-if)> openvpn connect
Network: :Interface: :0OpenVpn: "OpenVPNO": set connection via any »
interface.

Bepcus OnucaHve

2.10 Jlob6aBneHa komaHga interface openvpn connect.

3.28.140 interface openvpn name-servers

OnucaHwne

Vcnonb3oBatk agpeca cepsepoB DNS, nosyyeHHble oT cepsepa OpenVPN.
Mo ymonuaHuio ¢yHKLUMA BKAOYEHA.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

KomaHga ¢ npedurkcom no 3anpeLlaet Ucnosb3oBaTth agpeca DNS,
nony4veHHble ot cepsepa OpenVPN.

Ja
Aa
HeTt

OpenVPN

I (config-if)> openvpn name-servers

I (config-if)> no openvpn name-servers

(config-if)> openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »
via tunnel are enabled.

(config-if)> no openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »
via tunnel are disabled.

Bepcus OnucaHue

3.06 JobaBneHa koMaHga interface openvpn name-servers.

3.28.141 interface peer

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Ha3HaunTb ngeHTndmKaTop yaaneHHoro ysna K KoTopomy byget
OCYLLeCTBAATLCA NoAgKIoUeHVe PPP. bonee TOUHbI CMbIC/T HACTPOKW 3aBUCUT
oT TMna uHTepderica. Hanpumep, s PPPoE komaHaa interface peer 3agaet
Ms KOHLIeHTpaTopa goctyna, agns PPTP — vMs yaaneHHOro xocra wimn ero
IP-agpec, a ansa SSTP — 3ajaeT yaaneHHbI cepeep C MOPTOM 443 Nam ntobbim

Apyrum.

KomaHga ¢ npedrkcoM No oTMeHSAEeT HaCTPOIAKY.
Ja

Ja

HeTt

PPP

I (config-if)>  peer peenr

I (config-if)> no peer
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

peer CTpoka VaeHTndmnkaTop yaaneHHom ToUKN
NMOAK/MOYEHUS UKW agpec yaaneHHoro
cepBepa host.example.net:port. o
yMo/i4aHuto, HoMep nopTa 443.

(config-if)> peer 111

(config-if)> peer host.example.net:5555

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface peer.

2.12 JlobaBneHa BO3MOXHOCTb U3MEHSATb MOPT yAaNeHHOro
cepsepa.

3.28.142 interface peer-isolation

OnucaHune

MNpejukc no

MeHsieT HaCTpPOWKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

BxntouunTb nsonaumo 6ecnpoBoHbIX KAINEHTOB B JOMAaLUHEM CerMeHTe.
Hactpoiika npumeHseTcs Ha uHTepdelice Bridge n pacnpocTpaHseTcs Ha
BCe BK/Il0UeHHble B Hero Touku goctyna. Kpome Toro, 6510kmpyeTtcsa nepegava
Tpadurka oT 6ecnpoBOAHLIX KNIMEHTOB BHYTpW L2-ceTu.

KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.
Aa

Ja

Hert

Bridge

I(config-if)> peer-isolation

I (config-if)> no peer-isolation

(config-if)> peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation disabled.

Bepcus OnucaHve

2.10 Job6asneHa komaHaa interface peer-isolation.
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3.28.143 interface ping-check profile

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HasHaunTb nHTepdeincy npoduneb Ping Check.
KomaHaa ¢ npedurKcom no oTMeHseT HaCTPONKY.
Ja

Ja

Het

(config-if)>  ping-check profile profile

(config-if)> no ping-check profile

AprymeHT 3HauyeHue OnuncaHwue

profile CTpoka Ha3sBaHne Ha3zHayaemoro npoduns.

(config-if)> ping-check profile test
PingCheck: :Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

Bepcus OnucaHve

2.04 Jo6aBneHa komaHga interface ping-check profile.

3.28.144 interface ping-check restart

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

BkntounTb nepesarpysky HTepderica npu cpabaTtbiBaHUKM Ping Check (ans
interface HegoctyneH NHTepHeT). Mo yMon4aHnio GyHKLUMS OTKAKOYEHa.

KomMaHza ¢ npeprKcom no oTKAKUaEeT GYHKLMIO.
Ja

Ja

Het

(config-if)>  ping-check restart[<interface]

(config-if)> no ping-check restart

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgenc MNMonHoe nmMsa nan nceBfoHNM UHTepdelica,
KOTOpbI ByAeT Nnepe3anyckaTbCs Npu
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AprymeHT 3HauyeHue OnuncaHwue

cpabaTtbiBaHUW Ping Check Ha CBA3aHHOM
nHTepderice. ECIM 3TOT apryMeHT He yKa3aH,
nepesanyckaTbcs byaeT uHTepoderic,
CBA3aHHbIN ¢ Nnpodunem Ping Check.

Mpumep (config-if)> ping-check restart
PingCheck::Client: Enabled "PPPoE@" interface restart.

(config-if)> ping-check restart ISP
PingCheck::Client: Enabled "ISP" interface restart for "PPPoEO".

(config-if)> no ping-check restart
PingCheck::Client: Remove restart settings for "PPPoEQ".

WcTopuns nsmeHeHnit |Bepcus onucaHue

3.04 JobasneHa KkomaHaa interface ping-check restart.

3.28.145 interface pmf

OnucaHue BkntoumnTtb QyHKLMOHaNbHOCTL PMIF.
KomaHga ¢ npedrkKcom no oTKAUaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncmc I (config-ify>  pmf

I (config-if)> no pmf

Mpumep (config-if)> pmf
Network: :Interface: :Rtx::WifiStation: "WifiMasterQ/WifiStation0": »
PMF enabled.

(config-if)> no pmf
Network::Interface: :Rtx::WifiStation: "WifiMaster@/WifiStation0": »
PMF disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie

2.09 Jlo6aBneHa koMaHga interface pmf.
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3.28.146 interface power

OnucaHwue YCTaHOBUTb MOLLHOCTb NepegaTymka 418 pagno-nHTepdpeincos.
MakcrmanbHas MOLLHOCTbL NepeaatymKka orpaHyeHa ero annapatHbIMn
BO3MOXHOCTAMU U rocyAapcTBeHHbIMY 3aKOHaMu 0 pagnoceasun. [laHHas
KOMaHJa No3BoAseT NMLUb YMEHbLLUNTb MOLLIHOCTb NepearoLLLero ycTpoicTea
OTHOCUTE/IbHO €ro MakCMManbHOM MOLLHOCTH, C Lie/Iblo BO3MOXHOI0
CHUXEHMS NoOMeX ANs APYrnX yCTPOMCTB B 3TOM AranasoHe. Mo yMonyaHuio
HaCcTpolKa MOLLHOCTW yCTaHOBNAEeHa B 100.

Mpejukc no Het
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Radio

CuHoncuc (config-if)>  power powenr

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
power lenoe uyncno |MOLLHOCTb NepeAaTymka B NpoLeHTax oT
MakcuManbHoM MmowwHocTy (oT 1 go 100).

Mpumep (config-if)> power 1
Network::Interface::Rtx::WifiMaster: "WifiMasterQ@": TX power »
level set.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHaa interface power.

3.28.147 interface pppoe service

OnucaHue Ykazatb cnyx6y PPPoE. Ecnn cnyxba He onpeaeneHa, To PPPoE-knneHT byaeT
NOAKIKYEH K MPOU3BOILHOM Cnyxbe.,

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOgA, Het
Tun nHTepdeiica PPPoOE

Cunoncuc I (config-if)>  pppoe service <service»

I (config-if)> no pppoe service

232 CnpaBoyHUK koMaHa — Runner 4G (KN-2211)



naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

service Crpoka HassaHune cnyx6bl PPPOE.

(config-if)> pppoe service TEST
Network::Interface: :Pppoe: "PPPoOEQ": service set.

(config-if)> no pppoe service
Network: :Interface: :Pppoe: "PPPOEQ": service removed.

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga interface pppoe service.

3.28.148 interface pppoe session auto-cleanup

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

BkntounTb otnpasky PADT nakeTa Ans He3aBepLueHHow ceccum PPPOE. Mo
YMOYaHUIO QYHKLMSA BKIOYEHaA.

KomaHga c npedurkcom no otkatouaeT otnpasky PADT nakeTa.
Ja

Aa

Het

PPPOE

I (config-if)>  pppoe session auto-cleanup

I (config-if)> no pppoe session auto-cleanup

(config-if)> pppoe session auto-cleanup
Network: :Interface::Ppp: "PPPoEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup
Network::Interface: :Ppp: "PPPoEQ@": disabled session auto cleanup.

Bepcus OnucaHue

3.03 JobasneHa KomaHaa interface pppoe session
auto-cleanup.

3.28.149 interface preamble-short

OnuncaHune

Mpejukc no

Ncnonb3oBaTb KOPOTKYHO npeambysy.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja
Het

Radio

I(conﬂgJﬂ> preamble-short

I(conﬁg-ﬁﬁ>nopreamble-short

(config-if)> preamble-short
Network::Interface::Rtx::WifiMaster: "WifiMasterQ@": short »
preamble enabled.

(config-if)> no preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble disabled.

Bepcusa

OnucaHune

2.00

JobasneHa komaHgaa interface preamble-short.

3.28.150 interface proxy connect

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

3anycTuTb NpoLecc NOAKNYEHNS K NPOKCU-cepBepy. Mo yMonyaHmio
noAK/YeHMe ycTaHaBAnBaeTcs Yepes 1160 nHTepdelic.

KomMaHgaa ¢ npedrKcoM No ycTaHaBNVBAET 3HAUEHME MO YMONUAHWIO.

Ja
Ja
Het

Proxy

(config-if)>

proxy connect [ via «ias ]

(config-if)> no proxy connect

AprymeHT

3HayeHue

OnwucaHune

via

UHTEepperic

NHTepddeinc, uepes KoTopbI OCyLLECTBASETCA
[OCTYN K yAaNeHHOMY y3y.

(config-if)> proxy connect via WifiMasterl/WifiStation0

Proxy::Interface:
WifiMasterl/WifiStation0®.

"Proxy0": set connection via »
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(config-if)> no proxy connect
Proxy::Interface: "Proxy0": set connection via any interface.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.09 JobasneHa komaHaa interface proxy connect.

3.28.151 interface proxy protocol

OnucaHwue 3a/aTb NPOTOKO/ coeArHeHs. 10 yMONYaHMIo UCMOo/b3YeTcs MPOTOKON
http.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tuyn nntepdeiica Proxy

CuHoncuc (config-if)>  proxy protocol protocol

(config-if)> no proxy protocol

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
protocol socks5 Mcnonb3osate npoTtokon SOCKSS5.
http Vcnonb3oBats npoTtokon HTTP unu HTTPS.
Mpumep (config-if)> proxy protocol socks5

Proxy::Interface: "Proxy0": set proxy protocol to socks5.

(config-if)> no proxy protocol
Proxy::Interface: "Proxy@": reset proxy protocol.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

3.09 JlobaBneHa komaHAa interface proxy protocol.

3.28.152 interface proxy upstream
OnucaHwue 3a/aTb NPoKCn-cepsep A/ NOLK/THOUEHNS.
KomaHgaa ¢ npedurKcom no yaanseT AaHHY HaCTPOWKY.

Mpe¢ukc no Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Proxy

(config-if)>

proxy upstrea

m <hosts [«ports]

(config-if)> no proxy upstream

AprymeHT 3HauyeHue OnuncaHwue

host CTpoka IP-agpec nnn gomeHHoe nms
npoKcu-cepeepa.

port UYenoe uucno |MNopT cepsepa.

(config-if)> proxy upstream 161.8.174.48 1080
Proxy::Interface: "Proxy0'
161.8.174.48:1080.

': set proxy upstream to »

(config-if)> no proxy upstream
Proxy::Interface: "Proxy0'

': cleared proxy upstream.

Bepcus

OnucaHune

3.09

JobaBneHa komaHAa interface proxy upstream.

3.28.153 interface reconnect-delay

OnucaHune

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncumc

AprymeHTsl

YCTaHOBUTb Mepunoz BpeMeHM Mexay NonbiTkaMu nepenogkatodeHus. Mo
YMO/TYaHWIO NCMOJIb3YeTCst 3HaYeHme 3.

KomaHza ¢ nped1kcom no Bo3BpaLLaeT 3HaYeHMe No YMONYaHUIO.

Ja
Ja
Het

PPP

(config-if)>

reconnect-delay «sec;

(config-if)> no reconnect-delay

AprymeHTt

3HayeHue

OnuncaHue

sec

Lenoe uucno

Mepvoa BpemeHW B cekyHAax. MoxeT
NPVHVMAaTbL 3Ha4YeHns B npegenax ot 3 40
600.
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Mpumep

UcTopuns nameHeHuii

(config-if)> reconnect-delay 3
Network: :Interface: :Ppp:

seconds.

"PPTP1": reconnect delay set to 3 »

(config-if)> no reconnect-delay
Network: :Interface: :Ppp:

"PPTPO": reconnect delay reset to »

default.
Bepcus OnucaHve
2.11 Jlo6aBneHa koMmaHga interface reconnect-delay.

3.28.154 interface rekey-interval

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YKasaTtb nepvoj BpeMeH Mexay aBToMaTtnyeckuMmm n3MmeHeHnsamMm
CeKPEeTHbIX K/toYer Ana A0CTyna K CeTeBbIM YCTPONCTBaMm. 1o ymMonyaHuo
ncnonb3lyeTca 3HadveHVe 86400

KomaHza ¢ nped1Kcom no oTKIOYAET U3MEHEHUe KtoYel.

Ja
Ja
Het

WiFi

(config-if)>

rekey-interval <intervals

(config-if)> no rekey-interval

AprymeHT

3HayeHue

OnvicaHune

interval

Llenoe uucno

3HayeHVe B CeKyHAaX MHTepBaJia CMeHbI

K/ro4a.

(config-if)> rekey-interval 3000
Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.

(config-if)> no rekey-interval
Network: :Interface::Rtx::WifiMaster: "WifiMasterQ": rekey »
interval disabled.

Bepcus OnucaHue

2.06 Job6asneHa komaHaa interface rekey-interval.

2.15 JobasneHo 3Ha4veHMe no ymonyaHuto 3600 cekyHA,.
3.04 3HayeHve rMo yMon4aHuio n3mMeHeHo Ha 86400 cekyHA,.
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3.28.155 interface rename

OnuncaHwne

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

NcTopusa nsmeHeHum

Ha3HaunTb NPOM3BO/IbHOE UMS CeTEBOMY UHTepdelicy. K HTepdeiicy MOXHO
o6palllaTbcsi N0 HOBOMY MMeHM Kak no ID.

KomaHgaa ¢ npedrKcoM no yaanset HacTPOKY.

MpegynpexaeHre; He nepevimeHoBbIBanTe MHTepdeic Home. 3TO MOXeT
NPUBECTU K HENPeACKa3yeMbIM CUCTEMHbLIM OLLMOKaM.

Aa

Ja

Het

(config-if)>  rename <rename>

(config-if)> no rename

AprymeHT 3HauyeHue OnucaHwue

rename CTpoka HoBoe nmsa nHtepdeiica.

(config-if)> rename PPPoEl
Network: :Interface: :Base: "PPPoEQO": renamed to "PPPoEl".

(config-if)> no rename
Network::Interface::Base: "PPPoEO": name cleared.

Bepcus OnucaHue

2.08 JobaBneHa komaHAa interface rename.

3.28.156 interface rf e2p set

OnuncaHune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

N3mMeHWTb 3HaueHe SUeinkn NamMATV KanMbpoBOYHbIX AaHHbIX, HAXOAsLLIenCs
no cMmeLleHuto of fset Ha 3HaueHue value ANa ykazaHHOro nHTepderica.

Het
HeT
Het

Radio

I (config-if) rf e2p set«offset>walue
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AprymeHTbl

Mpumep

UcTopuns nameHeHui

3.28.157 interface role

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTsl

Mpumep

AprymeHT

3HavyeHue

OnucaHue

offset

hex

CmeleHme guenkn namat. Moxet
NMPUHXMaTL 3HaYeHnA B Npegenax ot 1E0 Ao
1FE.

value

hex

HoBoe 3HaueHwe ana 3anncuy B S4eriky
namMaTtu. MoxeTt NprUHYMaTb 3Ha4YeHUs B
npeaenax ot 0 go FFFF.

(config-if)> rf e2p set 1f6 0
Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

Bepcusa

OnucaHune

2.04

Jlo6aBneHa komaHga interface rf e2p set.

HasHaunTb ponb nHTepdeincy. OgHomMy nHTepdelicy MOXeT 6bITb Ha3HaYeHO
HecKo/ibko posnieil. KoMaHAa NCnob3yeTcs 415 NpaBuibHOro oTobpaxeHus
cBsizeii VLAN B Beb-uHTepodeiice.

KomaHga ¢ npedpurkcom no yaanseT posb. ECnv BbINOAHUTE KOMaHZy 6e3
aprymMeHTa, T0 BeCb CNCOK posiei nHTepderica byaet oUnLLeH.

Ja

Het

Ja

(config-if)>

role «roles [ for «<ifors ]

(config-if)> no role[ role]

AprymeHT 3HauyeHue OnuncaHwue
role inet WNHTepdeic ncnonbsyetcs A8 NOAKII0YEHNS
K IHTepHeTy.
iptv NHTepdelic ncnonbayetca ansa cny6bl IPTV.
voip NHTepdelic ncnonb3yetcsa ans cnyxosl VoIP.
misc NHTepdeiic ncnonbsyetca ans IP Policy.
ifor UHTeppeic MonHoe nmsa nHTepderica nam NCeBAOHMM.

(config-if)> role iptv for GigabitEthernetl
Network: :Interface: :Base:
"iptv" for GigabitEthernetl.

"GigabitEthernetl": assigned role »
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UcTopuns nameHeHuii

(config-if)> no role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": deleted role "iptv".

(config-if)> no role

Network::Interface::Base: "GigabitEthernetl": deleted all roles.

Bepcus OnucaHve
2.06 JobaeneHa komaHaa interface role.
2.10 [JlobaBneH aprymeHT misc.

3.28.158 interface rrm

Bkntountb RRM ansa nomncka cocefHUX ToYyek AocTyna no ctaHgapty IEEE
802.11k c yenbto NpeAocTaBNEHNS CMIMCKA 3TUX TOYEK AOCTYNa abOHEHTCKOMY
YCTPOWCTBY No 3anpocy. [0 yMOAYaHWIO 3Ta OMums OTKJIIOUEHa.

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

Mpumep

WcTopus nsmeHeHum

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Ja
Ja
Het

AccessPoint

I (config-if)>  rrm

I (config-if)> no rrm

(config-if)> rrm

Network::Interface: :Rtx::AccessPoint:

RRM enabled.

(config-if)> no rrm

Network: :Interface: :Rtx: :AccessPoint:

RRM disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMaster@/AccessPoint0": »

Bepcus OnucaHue

2.13 JobaBneHa komaHaa interface rrm.

3.28.159 interface schedule

MpucBonTh NHTepdeiicy pacnvcaHue. Mepes BoINOAHEHNEM KOMaHAbI,
pacnuncaHmne JOMXKHO BbiTb CO34aHO U HACTPOEHO MPY MOMOLLM KOMaHAbI

OnuncaHwune

schedule action.
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KomaHga c npedurkcom no paspbiBaeT CBSA3b MeXAy pacrnmcaHem u
nHTepdericom.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config-if)>  schedule <schedules

(config-if)> no schedule

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

schedule Pacnncanne |HasBaHMe pacnmcaHus, CO34aHHOro npu
nomMoLum rpynnel KoMmaHA schedule.

Mpumep (config-if)> schedule WIFI
Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.06 JobaeneHa komaHga interface schedule.

3.28.160 interface security-level

OnucaHue YCTaHOBUTL YpOBEHb 6€30MaCHOCTU AN aHHOro MHTepdelica. YpoBHU
6e30MacHOCTM onpeaenstoT N0rMKy paboTbl MeXCeTeBOro 3KkpaHa:

* Pa3pelueHo ycTaHaBAVBaTb COeANHEHWS B HanpaB/ieHUn
private - public.

* 3anpeLueHo yCTaHaBANBaTb COeAMHEHMS, NPUXoadaLLne Ha nHTepdeiic
public, T. e. BHanpaBneHun public - private n public - public.

+ CaMo yCTPOMCTBO NPUHVMAET CETEBbIE MOAK/HOUEHMS (paspeLlaeT
yrnpaB/ieHVe) TONbKO C UHTepdeiicoB private.

+ MNepepaya gaHHbIX Mexay nHTepdericamm private MoxeT 6bITb paspeLleHa

WK 3anpeLleHa B 3aBUCUMOCTM OT YCTaHOBKM rnobanbHOro napameTtpa
isolate-private.

* protected vHTepdelicbl He MMerT AOCTyNa K YCTPOMNCTBY U APYTUM
private/protected nogcetsam, HO OHM MMEIOT JOCTYMN K public

nHTepdericam n NHTepHeTy. YCTPOICTBO obecneynBaeT 3aLlMLLeHHbIM
cermMeHTam ToNbKO JocCTyn K cny>xx6am DHCP n DNS.
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* MNepeaaya gaHHbIX OT private nHTepdeiica k protected No ymonuyaHuto
3anpeLyeHa. YTobbl paspeLlumnTb Takoe B3aMMOAeNCTBME, HEOBXOANMO
BbINOJIHUTL KOMaHAy no isolate-private.

MNpumMeyaHue: o ymMOAYaHMIO BCEM BHOBb CO34aHHbIM MHTepdeincam
npucBanBaeTcs ypoBeHb 6e3onacHocTu public.

Cnnckm goctyna access-list nmetoT 60o51ee BbICOKUIA
nNpUopuTeT, YeM YPOBHM 6€30NacHOCTK, MO3TOMY C
MOMOLLBIO HMX MOXHO BBOAUTL AOMONHUTENbHbIE NPaBMa
dunbTpPaLMM NakeTos..

Mpejukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-if)> security-level (public | private | protected)

Mpumep HecmoTps Ha TO, UTO He cyLecTByeT GyHKLMN NOMHOIO OTK/HYEHMS
MEXCeTeBOro 3KkpaHa, MOXHO OTK/IH0UaTb €ro Ha OTAeNbHbIX HarnpaBaeHUsX.
Jonyctnm, TpebyeTca NOMHOCTLIO pa3peLlnTb nepejady AaHHbIX MeXAy
«fOMaLlHeN» ceTbto Home 1 rnobanbHoM ceTbto PPPOEO. [ns 3Toro o6onm
nHTepdericam Hy>XHO Ha3HaAYNTb YPOBEeHb 6e30MacHOCTU private n
oTkMuUNTL GyHKUMto isolate-private.

(config)> interface Home security-level private
Network::Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOEO security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

MpuMeyaHne:  MexceTeBOW aKpaH U TpaHCALMA agpecoB — GyHKLMN,
npesHasHavYeHHble 419 peLleHVsa NPUHLMNVANBHO Pa3HbIX
3agady. BkntoueHne NAT mexay nHtepdericamm Home n

PPPOEO B KOHGUrypaumm, MokasaHHOW BbILLIe, He 3aKpbiBaeT
JOCTYyn B ceTb Home CO CTOPOHBI rnobanbHon ceTn. [laxe

Npv BKAKOYEHHOW TPaHCNALMY a4pecoB KOMaHAoM ip nat
Home nakeTbl 13 PPPOEO 6yayT cBO6OAHO NPOXOANTL B CETb

Home.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa KomaHaa interface security-level.
2.06 JobasneH napameTp protected.
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3.28.161 interface sim pin

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

YctaHoBuTb PIN-kog ansa SIM-kapThl.
Het

Het

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Usb

(config-if)>  sim pinpin

AprymeHT 3HauyeHue OnucaHwue

pin Ctpoka 4-8-3HauHbI PIN-koga.

(config-if)> sim pin 1455
UsbQmi::Interface: "UsbQmil": PIN code set.

Bepcus OnucaHue

3.02 Job6asneHa komaHgaa interface sim pin.

3.28.162 interface sim slot

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

MNepexntounts SIM-cniot gns QMI-mogema. 1o ymoi4aHuio NCrosib3yeTcs
cnot 1.

KomaHgaa ¢ npedprKcom no Bo3BpaLLaeT 3Ha4YeHne N0 YMOAYaHUIO.
Aa

Ja

HeTt

Usb

(config-if)> simslot«slot>

(config-if)> no sim slot

AprymeHT 3HayeHue OnuncaHwue

slot 1 Ha3Hauutb 1 nnm 2 cnor.

2
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Mpumep

UcTopuns nameHeHuii

3.28.163 interface speed

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHTepdeiica

(config-if)> sim slot 2

Mobile::Interface: "UsbQmiO":

(config-if)> no sim slot

Mobile::Interface: "UsbQmiO":

SIM slot is set to "2".

SIM slot is reset to default.

Bepcusa

OnucaHwmne

3.08

JobaeneHa komaHaa interface sim slot.

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

HactpouTtb ckopocTb Ethernet nHTepdeiica. Mo ymMonyaHmWio 3a4aH0 3HaUYeHKe

auto.

KomaHga ¢ nped)l/n(com Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.

Ja
Ja
Het

Ethernet

(config-if)>

speed «speed>

(config-if)> no speed

AprymeHT 3HauyeHue OnucaHwue

10 Kroyesoe CKopocCTb coenHeHnsa B MbuT/c.

100 CJ1080

1000

auto Kriw4yesoe ABTOMaTM4YecKasa HaCcTPOKiKa CKOPOCTU.
CJ1080

(config-if)> speed 1000
Network::Interface::Ethernet: "GigabitEthernetl/0": speed set »

to 1000.

(config-if)> no speed
Network::Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).

Bepcusa

OnucaHwune

2.06.B.1

Jlo6aBneHa komaHga interface speed.
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3.28.164 interface speed nonegotiate

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

OTKNOUNTb aBTOMATUYECKYH HAaCTPOKY ckopocTu. Mo
YMO/IYaHWN0,aBTOMAaTNYeCKas HaCTpolika BK/ItOUeHa.

KomaHgaa ¢ npedrKcoM no Bk/ItOUaeT aBTOMaTUYeCKyo HaCTPOWiKy.
Ja

Ja

Het

Ethernet

I (config-if)>  speed nonegotiate

I (config-if)> no speed nonegotiate

(config-if)> speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate
Network: :Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation enabled..

Bepcus OnucaHve

2.08 [Jlo6aBneHa komaHaa interface speed nonegotiate.

3.28.165 interface ssid

OnucaHwmne

Mpe¢ukc no

MeHsieT HacTpoViKkun

YKka3zaTb nms 6ecnposogHoit ceTu (SSID) ana nHtepdeincos WiFiStation n
AccessPoint. B 3aB1CMMOCTM OT TUNa NHTepdeiica 3HaueHme SSID
obpabaTtbiBaeTcs NO-pa3HOMY.

« [ins AccessPoint SSID — HeobxoAMMas HACTpolika, 63 KOTOPOW OHa He
6yp,eT NPUHUMAaTb NOAKNTHYEHUA.

« naWiFiStation SSID onpesensieT, K Kakol Touke AOCTyna OHa byaeT
noakntouatbcd. bes 3agaHHoro SSID WiFiStation MoXeT noAKN0UNTLCA
K 10601 AOCTYNHOM 6eCcnpoBOAHON CeTW MO CBOEMY YCMOTPEHMUIO.

KomaHza c npedurKcom no ycTaHaBnMBaeT UMs 6ecnpoBOAHOM CeTH No
YMONIYaHUIO.

Ja
Ja

MHorokpaTtHbIiA BBog, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

WiFi
(config-if)>  ssid«(ssid

(config-if)> no ssid

AprymeHT 3HauyeHue OnuncaHwue

ssid CT1poka Nms 6ecnpoBogHoii ceTtu (SSID).

(config-if)> ssid MYNETWORK
Network::Interface: :Wireless: "WifiMaster®/AccessPoint0": SSID »
saved.

(config-if)> no ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
SSID reset.

Bepcus OnucaHue

2.00 JobaeneHa komaHgaa interface ssid.

3.28.166 interface switchport access

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

YcTaHoBUTL naeHTUdUKaTop VLAN Ha MOpTy ANs paboThl B pexuvmMe JoCcTyna.
PaspeLwlaeTt nepegavy Kagpos ykasaHHoro VLAN B MOpPT v BKIKOYAET yaaneHue
Mapkepa VLAN 13 nepegaBaemMbiX KagpoB.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Aa

Ja

Het

Port

(config-if)>  switchport access vlan «id»

(config-if)> no switchport access vlan

AprymeHT 3HayeHue OnuncaHwue

vid Uenoe uucno |NpeHtuéukatop VLAN docmyna. MoxeT
NPUHMMaTbL 3HayYeHVs B npejenax ot 1 Ao
4094 BKNHOUNTE/IBHO.
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Mpumep (config-if)> switchport access vlan 1
Network::Interface::Switch: "FastEthernet0/0": set access VLAN »
ID: 1.

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.06 Job6asneHa komaHgaa interface switchport access.

3.28.167 interface switchport friend

OnucaHwne HacTpoutb ogHoHanpaBneHHbl VLAN ansa rpynnoBoro Tpadduvika B
pononHeHue K VLAN docmyna. NopT MOXeT BbITb YacTbio ogHoro VLAN
docmyna. KomaHAa BKIOYaeT nepeajpecaLmio ncxogailero tpaduka ¢
apyroro VLAN docmyna (HaseiBaemoro "friend"). MakeTsl "friend" nepeaatotca
6e3 Tera.

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Port

CuHoncuc (config-if)>  switchport friend vlan «wid>

(config-if)> no switchport friend vlan

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

vid Uenoe uncno |Vpentndukatop "friend" VLAN. MoxeT
NPVHMMAaTb 3HaYeHns B Npegenax oT 1 go
4094 BKNHOUUNTESIBHO.

Mpumep (config-if)> switchport friend vlan 2
Network::Interface::Switch: "FastEthernet0/0": set friend VLAN »
ID: 2.

VICTOPMH N3MeHeHUn Bepcmﬂ onucaHvie
2.06 JobasneHa komaHgaa interface switchport friend.

3.28.168 interface switchport mode

OnucaHune YCTaHOBUTL pexunM access Unu trunk ans sbiopaHHoro VLAN. Mo ymonyaHuto
YCTaHOBJ/IEH PEXWNM access.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

KomaHga ¢ npedurkcom no ycTaHaBAMBAET 3HAUEHME MO YMOAYAHUIO.

Ja
Aa
HeTt

Port

(config-if)>

switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

AprymeHT

3HayeHue

OnvicaHune

mode

access

Bkntoumntb pexum goctyna VLAN, To ecTb
TaKOW pexum, Korga yepes nopt nepeaaroTcs
TONbKO HeMapKMpOBaHHbIe Kapbl. Ha
BXOAdLLVe Kaapbl cTaBuTca Mmapkep PVID,
yCTaHOB/EHHbIN KoMaHAol switchport
access. [NopT ABNAETCA BbIXOAHbLIM TO/ILKO
ansa VLAN c naeHtndukatopom PVID. Mpwn
nepegade kagpos B nopT, Mmapkep VLAN ¢ H1X
CHVMaeTCs.

trunk

BKAOUNTL PeXnM MyNbTUMIEKCUPOBAHWSA
VLAN, korga yepes nopT nepejarotca Kajpsbl,
npuHagnexatyme Heckonbknum VLAN. Mpu
3TOM KaxAbl/ Kagp NoMeyeH MapkepoM.
Cnvcok ngeHTndurkatTopos ceteli VLAN, B
KOTOpbIe BXOAUT MOPT, yCTaHaBNMBAaETCA
KoMaHgol switchport trunk.

g-in-q

KrnyeBoe
CJ10BO

BklounTb ABOMIHOE TErMpoBaHue.

(config-if)> switchport mode access
Network::Interface::Switch: "FastEthernet0/1": access mode »

enabled.
Bepcus OnucaHve
2.06 JobasneHa komaHaa interface switchport mode.

3.28.169 interface switchport trunk

OnucaHune

Jo6aBuTtb nopt BO VLAN. Paspelunts Nnprem 1 nepegavy KajpoB yKa3aHHOro
VLAN B nopT, npmnyem mapkep VLAN 13 nepegaBaembiX KagpoB He yaanaeTcs.
B pexxume trunk gonyckaetcs gob6aBneHune nopTta B Heckosbko VLAN.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

KomaHga ¢ npedurkcom no yaanseTt nopT n3 ykaszaHHoro VLAN. Ecnun
NCNosib30BaTb KOMaHAy 6e3 aprymeHTOB, NopT 6yaeT yaaneH ns scex VLAN.

Ja

Aa

Ja

Port

(config-if)>  switchport trunk vlan «vid

(config-if)> no switchport trunk vlan [ vid]

AprymeHT 3HauyeHue OnucaHue

vid UYenoe umncno |NpeHtndukatop VLAN. MoxeT npuHMMaTh
3HayeHWsa B npegenax ot 1 Ao 4094
BK/IHOUNTENBHO.

(config-if)> switchport trunk vlan 100
Network: :Interface: :Switch: "FastEthernet0/1": set trunk VLAN »
ID: 100.

Bepcus OnucaHue

2.06 Job6aeneHa komaHaa interface switchport trunk.

3.28.170 interface traffic-counter action disconnect

OnucaHwue

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

MpepBaTb CBA3b C NPOBaAepOM NPU AOCTUXKEHUN TNMUTA Tpaduka.
HeTt

Aa

HeTt

Usb

(config-if)>  traffic-counter action «trigger» disconnect

AprymeHT 3HauyeHue OnuncaHwue

trigger limit Tpurrep okOYeHUs No AMMUTY Tpaduka.

(config-if)> traffic-counter action limit disconnect
UsbQmi::TrafficCounter: "UsbQmi@": set disconnect action for »
trigger "limit".
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VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
3.06 JlobaBneHa komaHa interface traffic-counter action
disconnect.

3.28.171 interface traffic-counter action sms-alert message
OnucaHue YKa3aTb TeKCT SMS-onoBeLleHus.

MNpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Usb
Cunoncnc (config-if)>  traffic-counter action (trigger> sms-alert message
«message»
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
trigger threshold Tpurrep SMS-onoseLleHNss — NOpPorosoe
3HauyeHwue.
limit Tpurrep SMS-onoseLleHNs — ANMUT
Tpaduka.
message CTtpoka Tekct SMS-onoseLyeHuns.
Npumep (config-if)> traffic-counter action threshold sms-alert message »
TEXT
UsbQmi::TrafficCounter: "UsbQmi@": set message for trigger »
"threshold".
VICTOpI/Iﬂ M3MeHeHUn Bepcmﬂ onucaHvie
3.06 JlobaBneHa koMmaHaa interface traffic-counter action
sms-alert message.

3.28.172 interface traffic-counter action sms-alert phone

OnucaHwune YkazaTb Homepa TenedpoHOB A5 SMS-onoBeLleHus.
Mpejukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBOg, [a

Tun uHTepderica Usb
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Cunoncuc (config-if)> traffic-counteraction«trigger> sms-alert phonephone;
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
trigger threshold Tpurrep SMS-onoseLleHNss — NOPoOroBoe
3HaueHue.
limit Tpurrep SMS-onoseLleHNs — ANMUT
Tpadwuka.
phone Ctpoka Homep TenedoHa ana SMS-onoseLLeHUs.
Mo>HO BBeCTU A0 Tpex TenepoHHbIX
HOMepOoB.
Npumep (config-if)> traffic-counter action threshold sms-alert phone »
+71112223344
UsbQmi::TrafficCounter: "UsbQmi@": add phone number »
"+71112223344" for action "threshold".
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

3.06 JlobaBneHa komaHaa interface traffic-counter action
sms-alert phone.

3.28.173 interface traffic-counter enable

OnucaHue BKAOUNTL CHETUMK MOBUNBHOIO TpadrKa. Mo yMOAYaHNIO OMLMA OTK/IOYEHaA.
KomaHga ¢ npedurkcom no oTKI0UaeT CHeTUMIK.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIA BBOg, Het

Tun nHTepdeiica Usb

Cunoncuc I (config-if)>  traffic-counter enable

I (config-if)> no traffic-counter enable

Mpumep (config-if)> traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi@": enabled.

(config-if)> no traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi®": disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.06 Job6aBneHa komaHaa interface traffic-counter enable.
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3.28.174 interface traffic-counter limit

OnucaHwne YCTaHOBUTb INMUT cyeT4HMKa Tpadurka B Merabaritax, rurabantax nam
TepabaiTax.

KomaHga ¢ npedurkcom no cbpacbiBaeT HaCTPOMKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Usb

CuHoncuc (config-if)>  traffic-counter limit «values wnit

(config-if)> no traffic-counter limit

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
value lenoe uyncno |3HaveHue nMmuTa Tpaduka.
unit CTpoka EanHuubl nsmepeHmnsa: MB, GB, TB, MiB, GiB,
TiB.
Mpumep (config-if)> traffic-counter limit 4 TB

UsbQmi::TrafficCounter: "UsbQmi®": set limit to 4 TB.

(config-if)> no traffic-counter limit
UsbQmi::TrafficCounter: "UsbQmi@": reset limit.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.06 JobaBneHa komaHaa interface traffic-counter limit.

3.28.175 interface traffic-counter monthly

OnucaHue 3ajaTb AeHb MecsaLa AN nepe3anycka cuetymka Tpaduka.
KomaHgaa ¢ npedurkcom no cbpacbiBaeT HaCTPOIKY.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CuHoncuc I (config-if)>  traffic-counter monthly «day-of-month>
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(config-if)> no traffic-counter monthly

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

day-of-month|lYenoe uucro |[leHb Mecaua c 1 go 31 Ana nepesanycka
cyeTymka Tpaduka.

Mpumep (config-if)> traffic-counter monthly 31
UsbQmi::TrafficCounter: "UsbQmi@": set day of month to "31".

(config-if)> no traffic-counter monthly
UsbQmi::TrafficCounter: "UsbQmi®": reset day of month.

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie

3.06 JobaeneHa koMmaHga interface traffic-counter monthly.

3.28.176 interface traffic-counter set

OnucaHune 3afaTb Tekyllee 3HaUeHne cyeTymKa Tpaduka.
Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CuHoncuc (config-if)>  traffic-counter set «values wwnit>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
value Lenoe uucno |YncnoBoe 3HauveHMe cyeTymKa (Lenoe nunu
niaBatoLLEN TOUKOMN).
unit CTpoka EAVHMLbLI U3SMepeHna: MB, GB, TB, MiB, GiB,
TiB.
NMpumep (config-if)> traffic-counter set 1.54 GB

UsbQmi::TrafficCounter: "UsbQmi®": set value to 1.54 GB.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.06 JobaBneHa komaHaa interface traffic-counter set.
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3.28.177 interface traffic-counter threshold

OonuncaHmne YCTaHOBWTb MOPOT OMOBeLLeHMsA cYeTUnKa Tpaduka.
KomaHga ¢ npedurkcom no cbpacbiBaeT HaCTPOMKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Usb

CuHoncuc (config-if)>  traffic-counter threshold «threshold>

(config-if)> no traffic-counter threshold

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

threshold lenoe 4ucno |lMoporosoe 3HayeHVe B NPOLIEHTax OT
nmmuTta. MoxeT NpUHUMaTh 3HaYeHVs B
npeaenax ot 1 40 99 npoLeHTOB.

Mpumep (config-if)> traffic-counter threshold 99
UsbQmi::TrafficCounter: "UsbQmi@": set treshold to 99 percent »
of the limit.

(config-if)> no traffic-counter threshold
UsbQmi::TrafficCounter: "UsbQmi®": reset threshold.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.06 JobaeneHa komaHga interface traffic-counter
threshold.

3.28.178 interface traffic-shape

OonucaHvne YCTaHOBUTb Npesen CKOpoCTU NepeAaydn AaHHbIX A8 yKa3aHHOro MHTepderica
B 06€ CTOPOHbI. [0 YMOYaHNIO CKOPOCTb HE OrpaHnYeHa.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-if)>  traffic-shape rate «rate>[ asymmetric «upstream-rate»]

[ schedule <schedules ]
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AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-if)> no traffic-shape

AprymeHT

3HaueHue OnucaHwue

rate

Lenoe uncno |3HayeHme CKOPOCTU Nepefaydn AaHHbIX
B K6ut/c. OrpaHnyeHve JONXKHO ObiTb B
JAnana3oHe o1 64 Kbut/c go 1 réumt/c.

upstream-rate |[enoe uyucno |CKOPOCTb OTAAYM AAHHbLIX B K6GUT/C.

OrpaHuYyeHne A0KHO 6bITh B
AnanasoHe oT 64 Kbut/c go 1 réemt/c.

schedule

PacnncaHnne Ha3BaHue pacnmncaHma, Co3gaHHOro nNpum

nomMoLuy rpynnel KomaHg schedule.

(config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »

to 800 Kbps.

(config-if)> traffic-shape rate 80 asymmetric 64
TrafficControl::Manager: "WifiMasterl/WifiStation@" interface »
rate limited to 80/64 kbit/s.

(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for »
"WifiMasterl/WifiStation@" interface.

Bepcus OnucaHve
2.05 JobasneHa komaHgaa interface traffic-shape.
3.04 [JlobaBsneH aprymeHT upstream-rate.

3.28.179 interface tty send

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTpoViKKn

OTnpaBuTb AT-KOMaHAy Ha UsbLte, UsbQmi mogemsl.

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

CvHoncuc

AprymeHTbl

Het
Ja
Usb
(config-if)>  tty send <command [ <expect> ][ «timeout>]
AprymeHT 3HauyeHue OnuncaHwue
command CTpoka AT-kOMaHzaa.
expect CTpoka Oxunpaemblin oTBeT. [10 yMON4aHUIo
ncnonbsyetca 0K | ERROR.
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AprymeHT 3HauyeHue OnuncaHwue

timeout Uenoe uucro |Bpemsa oxxXvaaHusa oTBeTa B CEKyHAAX.
3HayeHue 1o ymonyaHuio 3.

Mpumep (config-if)> tty send ATI
".Built@Aug 23 2019:16:28:33"
OK

Mobile::Interface: "UsbLte0": got expected response.

(config-if)> tty send ATI OK|ERROR 2
".Built@Aug 23 2019:16:28:33"
0K

Mobile::Interface: "UsbLte0": got expected response.

(config-if)> tty send ATI OKEY 2
".Built@Aug 23 2019:16:28:33"
0K

Mobile::Interface error[73140786]: "UsbLte0®": timeout waiting »
for expected response.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.09 JobasneHa komaHaa interface tty send.

3.28.180 interface tunnel destination

OnucaHue 3ajaTb YAaNeHHbIN KoHeL TyHHens. Ecnv oH 1cnosib3yeTcs COBMECTHO C
aBTOMaTn4yecknm IPsec-coeHEHVEM, CBA3AHHbLIM C TYHHeNeM, UHTepderic
CTaHOBUTCA NHULIMATOPOM [Psec-coeAVHEHNA.

KomaHga ¢ npedrnkKcom no oTMeHseT HaCTPOIKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Tunnel

Cunoncnc (config-if)>  tunnel destination «destination

(config-if)> no tunnel destination

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
destination |CTpoka IP-agpec nnn gomeHHoe NMA yaaneHHoro
XO0CTa.
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Mpumep

UcTopuns nameHeHuii

(config-if)> tunnel destination ya.ru
Network::Interface::Tunnel: "Gre0": destination set to ya.ru.

(config-if)> no tunnel destination
Network: :Interface: :Tunnel: "Gre0": destination was reset.

Bepcus OnucaHve

2.08 JobaeneHa komaHaa interface tunnel destination.

3.28.181 interface tunnel eoip id

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

3agaTb ngeHtnoukartop EolP-TyHHens.

KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.
Ja

Aa

Het

Eoip

(config-if)>  tunnel eoip id «id»

(config-if)> no tunnel eoip id

AprymeHT 3HauyeHue OnucaHwue

id Uenoe umucno |NpeHTndbukatop TyHHens.

(config-if)> tunnel eoip id 50
Network::Interface::Tunnel: "Gre0": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.

Bepcus OnucaHue

2.08 Job6asneHa komaHaa interface tunnel eoip id.

3.28.182 interface tunnel gre keepalive

OnuncaHune

Mpe¢ukc no

Bitountb nogaepxky Cisco-like keepalive ans TyHHeneli GRE. Mo ymonyaHuio
interval paBHo 5, count paBHoO 3.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Tunnel

CuHoncuc (config-if)>  tunnel gre keepalive <intervals> [count]

(config-if)> no tunnel gre keepalive

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

interval Lenoe uucno |VIHTepBan oTnpaBku NakeToB keepalive B
cekyHAax. MoxeT NpMHMMaTb 3HaYeHns B
npegenax ot 0 Ao 60. Ecnv npnceontb
3HaueHue 0, TO BK/IOYAETCHA TOJIbKO OTBET Ha
keepalive n poyTtep He 6yaeT pearvpoBaTh Ha
M3MeHeHMe COCTOAHNSA TYHHens.

count lenoe 4ucno |Konmuyecrso MonbITOK OTMNPaBKY MNakeToB
keepalive. MoxeT NpyHMMaTb 3Ha4YeHVs B
npeaenax ot 1 go 20.

Mpumep (config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network::Interface::Gre: "Gre0": enable only GRE keepalive »

replies.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.10 Job6asneHa komaHaa interface tunnel gre keepalive.

3.28.183 interface tunnel source

OnucaHue 3ajaTb NOKaNbHbIV KOHeL, TyHHens. Ecnm OH ncnonb3yeTcst COBMECTHO C
aBToMaTnyecknM IPsec-coeiNHEHNEM, CBA3aHHbLIM C TYHHEe/1eM, TO BKIHOYaEeTCH
pexunm npuema coegrHeHunin IPsec IKE Ha ycTaHoBAeHMe 3aLMLLEeHHOro
TYHHens.

MNpejukc no Het
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het

Tun nHTepdeiica Tunnel
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CuHoncuc (config-if)>  tunnel source (auto | <interface | <address>)
AprymeHTbI AprymeHT 3HaueHue OnwvcaHue
auto KnwouyeBoe cnoso |YCTaHOBUTbL TeKyLLWIA paboTaroLnii
WAN-uHTepdelic.
interface Untepgenc MNonHoe nmsa nHTepdeica nnun
NnceBAOHUM.
address IP-agpec NokanbHeIn IP-agpec TyHHens.
Mpumep (config-if)> tunnel source auto
Network: :Interface::Tunnel: "Gre0": set source interface to auto.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue
2.08 JobaeneHa komaHaa interface tunnel source.
2.09 [JlobaBneH aprymeHT auto.
3.08 YaaneH npedurkc no KaK yctapesBLLUA.

3.28.184 interface tx-burst

OnucaHue BkntounTb arperaumio naketoB Ha ypoBHe Wi-Fi gpaiiBepa (Tx Burst). Mo
YMOTYaHUIO NMapaMeTp OTK/HOYEH.

KomaHga ¢ npedrkcom no oTKAoUaeT HaCTPOKY.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config-if)>  tx-burst

I (config-if)> no tx-burst
Npumep (config-if)> tx-burst

Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.
VICTOleﬂ V|3MEHEH|/||7| Bepcmﬂ onucaHvie

2.07 JobaeneHa komaHaa interface tx-burst.

3.28.185 interface tx-queue length

OnucaHue YCTaHOBUTbL pa3mMep ovepesn NCXOAALLMX MakeToB Ha nHTepdeiice. Mo
YMOJIYaHUIO YCTaHOB/IEHO 3HayveHre 1000.

Runner 4G (KN-2211) — CnpaBoYHVK KOMaHZA 259



naBa 3 OnncaHme KoMaHp,

KomaHaa ¢ npe¢prKCcom no ycTaHaBNMBaEeT 3HaYEHME M0 YMOJTYAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

Cutoncnc (config-if)>  tx-queue length <lengths
(config-if)> no tx-queue length
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
length UYesoe uucro |[AnnHaoyepesn MOXeT NPUHNMAaTb 3HaUeHNs
B npegenax ot 0 A0 65536.
Mpumep (config-if)> tx-queue length 255
Network::Interface::Base: "L2TPO": TX queue length is 255.
(config-if)> no tx-queue length
Network::Interface::Base: "L2TPO": TX queue length reset to »
default.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.06 JobasneHa komaHAa interface tx-queue length.

3.28.186 interface tx-queue scheduler cake

OnucaHue YcTaHOBUTb NNAHMPOBLUMK NakeToB CAKE ana nHtepdeica. Mo ymonyaHuto
3HayeHune cake ncnone3yetca ana DSL uHTepdelicos n USB-mozgemos,
fq_codel — Ana Bcex ocTanbHbIX.

KomaHgza ¢ npedprKcomM no Ha3HayaeT NAaHNPOBLLVIK MO YMOYAHUIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  tx-queue scheduler cake
I (config-if)> no tx-queue scheduler cake

Mpumep (config-if)> tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"cake".
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(config-if)> no tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.06 JobaBneHa komaHga interface tx-queue scheduler cake.

3.28.187 interface tx-queue scheduler fq_codel

OnucaHwne YCTaHOBUTb NaHMpPOBLLUMK nakeTos FQ_CODEL ana nHtepdeiica. Mo
yMO4aHMIo 3HaueHne cake ncnonbsyetcs Ana DSL nHTepdeincos n

USB-mozemoB, fq_codel — Ans BCcex OCTa/ibHbIX.

KomaHgaa ¢ npedprKcomM no Ha3HavaeT NAaHNPOBLUVK MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  tx-queue scheduler fq_codel
I (config-if)> no tx-queue scheduler fq_codel
Mpumep (config-if)> tx-queue scheduler fq_codel
Network: :Interface::Base: "L2TPO": set TX queue scheduler to »
"fg_codel".
(config-if)> no tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set default TX queue scheduler.
VICTOleﬂ N3MeHeHUn Bepcmﬂ OonucaHvie
3.06 JobasneHa komaHaa interface tx-queue scheduler
fq_codel.

3.28.188 interface up

OnucaHune BkntounTb ceTeBol MHTepdeEC 1 3anncaTb B HACTPOMKN COCTOSIHME «Up».

KomaHgaa ¢ npedrKcOM no oTKIKOHaeT ceTeBON MHTepdenc n yaanseT «up»
13 HacTpoek. Takxe MOXeT bbITb NCNONb30BaHa koMaHga interface down.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

Mpumep

WcTopus nsmeHeHum

I (config-if)> up

I (config-if)> no up

(config-if)> up
Interface enabled.

Bepcus OnucaHue

2.00 JobasneHa KomaHga interface up.

3.28.189 interface web-api address

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

Yka3atb [P-agpec gna goctyna Kk Beb-nHTepdelicy Mmogema, NoAK/TOHEHHOro
K MapLupyTn3aTopy.

KomaHga c npedurkcom no yaanset agpec.
Ja

Ja

Hert

Usb

(config-if)> web-api address address>

(config-if)> no web-api address

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec Appec Beb-nHTepdeiica.

(config-if)> web-api address 192.168.8.1
Mobile::Interface: "CdcEthernet0": WEB address is set.

(config-if)> no web-api address
Mobile::Interface: "CdcEthernet0": WEB address cleared.

Bepcus OnucaHve

3.08 Jlo6aBneHa komaHga interface web-api address.

3.28.190 interface web-api login

OnucaHwne

YKasaTb M4 Nofib30BaTensa Ana A0CTyna K Be6-|/|HTepq>e|7|cy MojemMa,
NOAKNHOHYEHHOro K MapLlpyTm3aTopy.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomaHaa ¢ npedunkcom no yganseT nMs nonb3oBaTens.

Ja
Aa
HeTt

Usb

(config-if)>

(config-if)> no web-api login

web-api login <login

AprymeHT 3HauyeHue

OnvicaHune

login

CTpoka

VM5 nonb3oBatens 4na ayreHTudumnkaumn.
MakcrmManbHasa AnvHa UMeHW Nnoib3oBaTens
— 64 cnmBoNa.

(config-if)> web-api login myadmin
Interface: "CdcEthernet0": WEB login is set.

Mobile::

(config-if)> no web-api login

Mobile::Interface: "CdcEthernet@": WEB login cleared.
Bepcus OnucaHue
3.08 JobasneHa komaHgaa interface web-api login.

3.28.191 interface web-api password

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

YkasaTb Naponb Ansa AOCTyna K Beb-uHTepdelicy MogemMa, MOAK/IHUYEHHOro
K MapLupyTusaTopy.

KomaHza c npedurKcom no yaansiet naponb.

Ja
Ja
Het

Usb

I (config-if)>  web-api password password

I (config-if)> no web-api password
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

password

CTpoka

Maponb Ans ayTeHTUGUKaLnn.
MakcrmansHas 4nHa napons — 64 cuMBoJia

(config-if)> web-api password 12345678910

Mobile::Interface:

"CdcEthernet0": WEB password is set.

(config-if)> no web-api password

Mobile::Interface:

"CdcEthernet0": WEB password cleared.

Bepcusa

OnucaHue

3.08

JobaeneHa

koMaHga interface web-api password.

3.28.192 interface wireguard listen-port

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHuim

HasHaunTb Homep nopTa UDP, Ha KOTOPbLIV NPUHMMAKOTCA BXoAsLlme
noAKtoYeHus. Mo ymonyaHuo Homep nopTa He ornpejeneH.

KomaHga ¢ npedurkcom no cb6pacbiBaeT 3HaueHme nopTa.

Ja
Aa
HeTt

Wireguard

(config-if)>

wireguard lis

ten-port port

(config-if)> no wireguard listen-port

AprymeHT

3HayeHue

OonwvicaHune

port

Lenoe uucsno

Homep nopta. MoXxeT NpuUHMMaTh 3Ha4YeHns
B npegenax oT 1 Ao 65535 BkaoUUTENBHO.

(config-if)> wireguard listen-port 11633

Wireguard::Interface:

"Wireguard4": set listen port to "11633".

(config-if)> no wireguard listen-port

Wireguard::Interface:

"Wireguard4": reset listen port.

Bepcus

OnucaHune

3.03

JobasneHa komaHaa interface wireguard listen-port.
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3.28.193 interface wireguard peer

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica
Bxo>xgeHue B rpynny

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

J06aBuTb NyBANYHbIA KOY YAaneHHOro NMpa, YTobbl HACTPOUTL HesonacHoe
coenHeHVe nocpeacTBOM npoTtokona WireGuard.

KomaHga c npedunkcom no yganseT yKasaHHbIA Koy,
Ja

Ja

Aa

Wireguard

(config-wg-peer)

(config-if)>  wireguard peer «key>

(config-if)> no wireguard peer <key>

AprymeHT 3HauyeHue OnucaHwue

key CTpoka 3HaueHue kirYa. Jjonyckaerca
NCMONb30BaHMe NaTUHCKNX BYKB, Lndp 1
3HaKOB paBeHCTBa. J/InHa k/toya cocTaBnsieT
44 cnvBona (NpeactaBnieHne CTPOKN B
32-6aiiTHOM KoaMpoOBKe base64).

(config-if)> wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmmOg=
(config-wg-peer)>

(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI jjPmmOg=
Wireguard::Interface: "Wireguard4": removed peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmmg0o="".

Bepcusa OnucaHue

3.03 Job6asneHa komaHaa interface wireguard peer.

3.28.193.1 interface wireguard peer allow-ips

OnuncaHwne

JobaBuTb noaceTb IP-agpecoBs, Ha KOTOpbIe pa3peLleHa nepejaya NakeTos
BHYTPU TYHHens.

MNprMeyaHue:  YTobbI pa3pelLnTb Nepedady Ha fobble agpeca,
HeobxoAnmMo A06aBUTb NoAceTb 0.0.0.0/0.

KomaHga ¢ npedurkcomM no yaanseTt nogcetb. ECM BbINOAHNTE KOMaHAy 6e3
aprymMeHTa, To BeCb C1COK NoAceTeln byaeT oumLLeH.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica Wireguard

CnHoncuc (config-wg-peer)>  allow-ips address» mask>

(config-wg-peer)> no allow-ips [ <address> mask> ]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

address IP-agpec BmecTe ¢ mackoin mask 3agaeT noacetb
IP-agpecos, nognexawmx TpaHCNALUNN.

mask IP-Macka Macka noacetu. EcTb ABa cnocoba BBOAA
Macku: B KAHOHWUYEeCKOM BUAe
(Hanpuvmep,255.255.255.0) 1 B BuAe
61TOBOM ANNHLI Npedukca (Hanpumep, /24).

Npumep (config-wg-peer)> allow-ips 0.0.0.0/0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

(config-wg-peer)> no allow-ips
Wireguard::Interface: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

WcTopuns nsmeHeHwnit |Bepcusa onucaHue
3.03 JobasneHa komaHgaa interface wireguard peer
allow-ips.

3.28.193.2 interface wireguard peer endpoint

OonucaHue YKasaTb agpec yianeHHoro n1pa, c KoTopbiM byAeT yCTaHOBIEHO COeMHeHVe
WireGuard.

KomaHga ¢ npedprKcom no yaansieT KOHeYHYH TOYKY TYHHens.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

Wireguard

(config-wg-peer)>  endpoint «address: [:xports]

(config-wg-peer)> no endpoint

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-agpec nnn fomeHHoe Nma yaaneHHoro
xocTa.

port UYenoe 4uucro |Homep nopta UDP.

(config-wg-peer)> endpoint 10.0.1.10:11635
Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=" endpoint to »
"10.0.1.10:11635".

(config-wg-peer)> no endpoint
Wireguard::Interface: "Wireguard4": reset endpoint for peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

Bepcus OnucaHue
3.03 Job6asneHa komaHgaa interface wireguard peer
endpoint.

3.28.193.3 interface wireguard peer keepalive-interval

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

YcTaHOBUTb MHTEpBan OoTnpaBku NakeTos keepalive 4N MOHUTOPUHIa
coeanHeHus WireGuard. Tlo yMoN4aHMIO HTEpBas He 3a4aH.

KomaHga c npedurkcom no yaanseTt HacTPOWKy.
Ja

Ja

Hert

Wireguard

(config-wg-peer)>  keepalive-interval«intervals

(config-wg-peer)> no keepalive-interval

AprymeHT 3HauyeHue OnuncaHwue

interval lenoe umucno |NHTepBan otnpaBku nakeToB keepalive B
cekyHAax. MoxeT NpMHUMaTh 3HaYeHUs B
npegenax ot 3 40 3600 BKIHOUNTENBHO.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-wg-peer)> keepalive-interval 3

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g=" keepalive interval »
to II3II .

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHve

3.03 JobaBneHa komaHaa interface wireguard peer
keepalive-interval.

3.28.193.4 interface wireguard peer preshared-key

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

3agaTb pa3sgenseMblii knwou ana WireGuard coegnHeHUs K yaaneHHoMy nupy.
Pa3zgensiemblii Kntod (PSK) — 370 gononHUTENbHOE yay4lleHne 6e30nacHOCTr
B COOTBETCTBMMU C NpoToKosaoM WireGuard n ans MakCMManbHOW
3aLMLLEHHOCTN KaXAO0MY KAVNEHTY AO/KeH 6blTb Ha3Ha4YeH YHUKaNbHbIN
PSK. Mo ymonuyaHuio PSK He ncnonb3yeTcs.

KomaHga ¢ npedunKcom no yaanset HaCTPOnKYy.
Ja

Aa

Het

Wireguard

(config-wg-peer)>  preshared-key preshared-key»

(config-wg-peer)> no preshared-key

AprymeHT 3HaueHue |OnucaHue

preshared-key |[CTpoka 3HaueHwue kntoda PSK. [lonyckaeTtcsa
NCNOb30BaHMe NaTUHCKUX BYKB, Lndp 1
3HaKoB paBeHcTBa. [nrHa kntoya 44
cumMBoOna.

(config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=

Wireguard: :Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.03 JobaBneHa komaHaa interface wireguard peer
preshared-key.

3.28.194 interface wireguard private-key

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ha3HaunTb UKW creHeprpoBaTb NPUBATHBIN KUY ANS MOAKIUYEHWS K
yAaneHHbIM Nupam Yepes npoTokon WireGuard. Mo ymon4aHuo NpyBaTHbI
KNHOY He HaCTPOEH.

Het
Het
HeTt

Wireguard

(config-if)>  wireguard private-key [ private-key>]

AprymeHT 3HayeHue OnuncaHwue

private-key [CTpoka 3HaueHVie HOBOro NPYBATHOIO K/toYa.
JlonyckaeTcs NCNonb3oBaHMe NaTUHCKUX
6yKB, Ldp 1 3HaKoB paBeHCTBa. AnnHa
Kntova 44 cnmsona.

(config-if)> wireguard private-key
Wireguard::Interface: "Wireguard4": generated new private key.

(config-if)> wireguard private-key »
Ushaeghezail7reo8iK6ear0eomujohkeen8jahX5uo=
Wireguard::Interface: "Wireguard4": set private key.

Bepcus OnucaHve

3.03 [Jlo6aBneHa komaHga interface wireguard private-key.

3.28.195 interface wmm

OnucaHwue
Mpedukc no

MeHsieT HaCTpoWiKKn

Bkntounts WMM Ha nHTepdelice.
Ja
Ja

MHorokpaTtHbiiA BBog, Her

Tun untepdeiica

Access Point
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naBa 3 OnncaHme KoMaHp,

CuHoncuc I (config-if)>  wmm

I (config-if)> no wmm
Mpumep (config-if)> wmm

WMM extensions enabled.
WcTopus nsmeHeHum Bepcus onucaHue

2.00 JobaBneHa komaHaa interface wmm.

3.28.196 interface wpa-eap radius secret

OnucaHune YKa3aTb COBMECTHO MCMOJIb3yeMblii CEKPETHbIN KoY A5 6e30MacHoro
B3anmogencTensa mexay RADIUS cepBepom 1 RADIUS knueHToM.

KomaHga ¢ npedurkcom no yaanseT ceKpeTHbIN Karou.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Bridge

Cunoncnc (config-if)> wpa-eap radius secret <secret>

(config-if)> no wpa-eap radius secret

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
secret Crpoka 3HaueHwue kr4a RADIUS cepBepa.
MakcmnmmanbHasa gnnHa coctaBnseT 64
cMMBONa.
MNpumep (config-if)> wpa-eap radius secret »

(+>R#G™ }-INxru'i8i | LK}wBNIE~X0Xa{xFOG-N"%FaTnr|S(e(q$/1P2/tbX/#Q
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS secret applied.

(config-if)> no wpa-eap radius secret
Network: :Interface: :Rtx::WpaEap: Bridge® RADIUS secret cleared.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 [Jlo6aBneHa komaHga interface wpa-eap radius secret.
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naBa 3 OnncaHme KOMaHA,

3.28.197 interface wpa-eap radius server

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.28.198 interface wps

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

YKa3aTb agpec RADIUS cepsepa.

KomaHga c npedurKcom no yaansieT agpec cepsepa.

Ja
Ja
Het

Bridge

(config-if)>

wpa-eap radius server «addresss [: ports ]

(config-if)> no wpa-eap radius server

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec IP-appec RADIUS cepsepa.
port UYesnoe uucro |Homep nopta RADIUS cepsepa.

(config-if)> wpa-eap radius server 192.168.10.10
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10.

(config-if)> wpa-eap radius server 192.168.10.10:1111

Network::Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.160:1111.

(config-if)> no wpa-eap radius server
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server cleared.

Bepcusa

OnucaHune

3.01

JobasneHa koMmaHza interface wpa-eap radius server.

BkntounTb GyHKUMOHaNbLHOCTL WPS.

Ja
Ja

Het

WiFi

I (config-if)>  wps
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naBa 3 OnncaHme KoMaHp,

I (config-if)> no wps

Mpumep (config-if)> wps
WPS functionality enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHga interface wps.

3.28.199 interface wps auto-self-pin

OnucaHue BkntounTb pexum WPS auto-self-pin. Mo ymonyaHuo pexmnm auto-self-pin
BKJTHOUEH.

KomaHpaa ¢ npedurKcoM NO OTK/HOUAET 3TOT PEXMM.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi
CvHoncuc I (config-if)>  wps auto-self-pin
I (config-if)> no wps auto-self-pin
Mpumep (config-if)> wps auto-self-pin
Network::Interface::Rtx::Wps: an auto self PIN mode enabled.
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.04 JobaBneHa komaHAa interface wps auto-self-pin.

3.28.200 interface wps button

OnucaHwue Hauvatb npouecc WPS c ncnonb3oBaHvem KHOMKW. [pouecc AnnTca 2 MUHYTHI,
NNV MeHblLLUe, ecsin coenHeHne yCTaHOB/IeHO.

MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WiFi

Cunoncuc I (config-if)>  wps button «directiom
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
direction send OTnpasuTb HacTpokn Wi-Fi.
receive Monyunte HacTpoikn Wi-Fi oT Runner 4G.
Mpumep (config-if)> wps button send

Sending WiFi configuration process started (software button mode).

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga interface wps button.

3.28.201 interface wps peer

OnucaHwue HauaTb npouecc WPS ncnonesya PIN yaaneHHoro y3na. lNpouecc gantea 2
MUHYTbI, U MEHbLLIE, eC/IN COeAVHEHME YCTaHOB/IEHO. 10 yMONUYaHUIo
npouecc WPS PIN BbIKntOYeH.

MNpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica WiFi
Cutoncnc (config-if)>  wps peer «direction> pin
AprymeHTbl AprymeHT 3HaueHue |OnucaHue

direction send OTnpaBuTb HacTpowkun Wi-Fi.

receive MonyunTb HacTpoiku Wi-Fi oT yaaneHHoro
y3na.

pin CTtpoka PIN-koA yaaneHHoro ysna.

Npumep (config-if)> wps peer send 53794141

Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 [Jlo6aBneHa komaHga interface wps peer.

3.28.202 interface wps self-pin

OnucaHwue HauaTk npouecc WPS ncnonb3sys PIN ycTpoiicTBa. [Mpouecc AnnTes 2 MUHYTHI,
VAN MeHblUe, eCNn coeJIHeHMe YCTaHOB/IEHO.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HacTpPoAKK
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.29 ip arp

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Het
Het
Het
WiFi

(config-if)>  wps self-pin «direction
AprymeHT 3HauyeHue OnuncaHwue
direction send OTnpasuTb HacTpokn Wi-Fi.

receive Mony4unte HacTpoikn Wi-Fi oT Runner 4G.

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

Bepcusa

OnucaHune

2.00

Job6aBneHa komaHaa interface wps self-pin.

3ajaTtb cTaTnyeckoe conocTasneHne mexay IP n MAC agpecamum 4151 XOCTOB,
He NoAJep>XMBAOLLNX ANHaMnyeckuin ARP.

KomaHga c npedukcom no yaansaet 3anncb 13 Tabnamubl ARP. ECv BbINOAHUTL
KOMaHZy 6e3 apryMeHTOB, BECb CMUCOK 3anucer ARP 6yseT ounLLeH.

Ja
Ja
Ja

(config)>

ip arp dip> amac

(config)>noip arp[«ips]

AprymeHT 3HayeHue OnuncaHwue

ip IP-agpec IP-agpec B BUAe YeTbIpéx AeCATUYHbIX uncen,
pa3fenéHHbIX TOYKaMU, COOTBETCTBYHOLLNIA
JIOKasibHOMY ajpecy.

mac MAC-appec MAC-aapec B Buge wecT rpynn

wectTHaguaTepunYHbIX LI,VIq)p, pa3geneHHbIX
ABOETOUNAMN.
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naBa 3 OnncaHme KOMaHA,

Npumep (config)> ip arp 192.168.2.50 al:2e:84:85:4:21
Network: :ArpTable: Static ARP entry saved.

(config)> no ip arp 192.168.2.50
Network: :ArpTable: Static ARP entry deleted for 192.168.2.50.

(config)> no ip arp
Network: :ArpTable: Static ARP table cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa ip arp.

3.30 ip dhcp class

OnucaHwue JocTyn K rpynne KOMaHA 4151 HaCTPOMKM BeHAop-knacca DHCP (60 onuus).
Ecnm knacc BeHA0POB He HalAeH, KOMaHAa NblTaeTCs ero co3aaThb.

KomaHga ¢ npedumkcom no yaanset BbI6paHHbIN Knacc.
Mpejukc no Ja
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-dhcp-class)

CuHoncuc (config)>  ip dhcp class «class»
(config)> no ip dhcp class «class»
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
class Ctpoka Ha3BaHVe BeHAOp-K1acca.
Mpumep (config)> ip dhcp class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa ip dhcp class.

3.30.1 ip dhcp class option

OnucaHwue YKa3aTb 3HaueHwue onuuu 60 ana NpncBoeHUs BeHA0pP-Kaacca.

KomaHza c npedurKcom no yaansieT ykasaHHbIA knacc.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-dhcp-class)>  option cnumbers hex «datas

(config-dhcp-class)> no option <number>

AprymeHT 3HauyeHue OnuncaHwue

number Lenoe 4ucno |Homep onumu. Celivac MCNONb3yeTCsd TONbKO
3HayeHune 60.

data CTpoka 3HayeHue onuun.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcusa OnucaHve

2.00 JlobasneHa komaHgaa ip dhcp class option.

3.31ip dhcp host

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

HactpouTb cTaTnyeckyto npmeasky IP-agpeca k MAC-agpecy xocrta. Ecnm xoct
C YKa3aHHbIM IMeHeM He HalifileH, KOMaHAa NbITaeTcs ero co3fathb. Ecnu
yKasaHHbIn IP-agpec He BXOANT B A1anasoH HW OAHOrO nyna, KoMaHAa
COXPaHUTCA B HaCTpoOKax, HO Ha paboTy cepeepa DHCP He noBauserT.

KomaHga no3ssosiseT noMmeHATb MAC-aspec, OCTaBUB NpeXxHee 3HayveHue
IP-agpeca, n Ha060pOT — NomMeHsATb IP-agpec, oCTaBMB NpexHee 3HavyeHne
MAC-aapeca.

KomaHga ¢ npepurkcom no yaansieT XocT.

Ja

Ja

Ja

(config)> ipdhcp host chosts[mac1[ip]

(config)> no ip dhcp host <host>

AprymeHT 3HauyeHue OnucaHwue

host CTpoka Mpou3Bo/ibHOE UMS XOCTa, NCMOJIb3yeTCs AN
naeHTndurkaumm napbl MAC-IP B HacTpokax.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue
mac MAC-agpec MAC-agpec xocTa N4 CTaTUYeCcKor NPUBA3KN
IP-agpeca. Ecnn He ykaszaH, 3HayeHve b6epeTcs
13 npeablyLLiein HaCTPOMKU.
ip IP-agpec IP-agpec xocTa. Ecnm He ykasaH, 3HauveHune
6epeTca 13 NpeablayLueli HacTPOKN.
Mpumep (config)> ip dhcp host HOST 192.168.1.44

new host "HOST" has been created.

WcTopus nameHeHnit |Bepcus

OnucaHue

2.00

Jlo6aBneHa komaHga ip dhcp host.

3.32 ip dhcp pool

OnucaHue JocTyn K rpynne KkoMaHg, ans Hactpoiikm DHCP-nyna. Ecnv nyn He HaraeH,
KOMaHJa nbiTaeTcs ero co3gatb. [Ang nyna 3agaetca cnmcok DNS-cepBepoB
(komaHaa dns-server), W03 No ymon4vaHuto (komaHaa default-router) n
BpeMms apeHabl (koMaHza lease), a Taikoke guanasoH AnHamuyeckux IP-agpecos
(komaHpa range).

MNMocne HacTPOWKM NyI0B HEOH6XOANMO BKIOUNTE CTy>6y DHCP ¢ MOMOLLIbIO
KoMaHgbl service dhcp.

Mo>HO co34aTb He 6onbLue 32 nynoB. MakcMManbHasa ANVHA UMEeHU nyna

— 64 cumBona.

MprmeyaHwe:

B TekyLLel Bepcum cUCTEMbI peanin3oBaHa noajepkka He
6onee ogHOro nyna Ha uHTepdenc. Ans KOppekTHOM paboTbl
cepsepa DHCP TpebyeTcs, uTob6bI AMana3oH IP-agpecos,
YCTaHOB/EHHbIV KOMaHAOM range, NpuHaaaexan cetu,
HacTpoeHHo Ha ogHom 13 Ethernet-nHtepdeiicos
yCcTpoiicTaa.

KomaHga c npedumkcom no yganser nyn.

MNpedukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-dhcp-pool)

CuHoncuc

I (config)>  ip dhcp pool <name>

I (config)> no ip dhcp pool <name>
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Crpoka Vmsa nyna DHCP.
Mpumep (config)> ip dhcp pool test_pool

pool "test pool" has been created.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobasneHa komaHgaa ip dhcp pool.

3.32.1 ip dhcp pool bind

OnucaHue MpwBA3aTb Ny K yKazaHHOMY nHTepdelicy.
Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Ethernet

CuHoncuc (config-dhcp-pool)>  bind <interfaces

(config-dhcp-pool)> no bind <interfaces

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

interface UHTepgeinc MonHoe nma nHTepderica Nam NCeBLOHUM.

Mpumep (config-dhcp-pool)> bind FastEthernet6/Vian2
pool "test pool" bound to interface FastEthernet@/Vlan2.

VICTOleH V|3Me|'|e|'||/||7| Bepcwﬂ OonvcaHuvie

2.00 Job6asneHa komaHga ip dhcp pool bind.

3.32.2 ip dhcp pool bootfile

OnucaHue YkazaTb NyTb K paiiny HacTpoek Ha TFTP-cepBepe ans knveHta DHCP (onums
67).

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Ethernet

(config-dhcp-pool)>  bootfile <bootfile»

(config-dhcp-pool)> no bootfile

AprymeHT 3HauyeHue OnucaHue

bootfile Wms gaiina MyTb K daliny HacTpoek.

(config-dhcp-pool)> bootfile test.cnf
Dhcp::Pool: " WEBADMIN": set bootfile option to "test.cnf".

(config-dhcp-pool)> no bootfile
Dhcp::Pool: " WEBADMIN": cleared bootfile option.

Bepcus OnucaHue

2.1 Job6asneHa komaHgaa ip dhcp pool bootfile.

3.32.3 ip dhcp pool class

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

AprymeHThl

Mpumep

JocTyn K rpynne koMaHz AN HaCTPOViK1 BeHAop-knacca DHCP BblIbpaHHOro
nyna agpecos. Ecam knacc BeHAOPOB He HalAeH, KOMaHAa NblTaeTcs ero
co3pjatb.

Ansa KoppekTHOM paboTbl MMS Klacca AOKHO BbITb TakMM Xe, Kak U B
koMaHge ip dhcp class.

KomaHga ¢ npedpurkcom no yaanseT Bbl6paHHbIN Knacc.
Ja

Aa

[Ja

(config-dhcp-pool-class)

(config-dhcp-pool)>  class «class>

(config-dhcp-pool)> no class «class>

AprymeHT 3HauyeHue OnuncaHwue

class CTpoka Ha3BaHVe BeHAOp-K1acca.

(config-dhcp-pool)> class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JobaeneHa komaHza ip dhcp pool class.

3.32.3.1 ip dhcp pool class option

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHwnii

YcTaHOBWUTL A0ONOJIHUTE/IbHBIE onunmn ana DHCP KnneHTa B c/yyae
coBrageHuns BeHA0p-K1acca.

KomaHga c npedurkcom no yganseT yKkazaHHYH onuuto.

Ja

Aa

Ja

(config-dhcp-pool-class)>  option cnumber> <type> «data»

(config-dhcp-pool-class)> no option <number>

AprymeHT 3HauyeHue OnucaHwue

number 6 Onumna 6, DNS-cepsep.
42 Onuwa 42, NTP-cepBep.
43 Onums 43, nogpobHasa nHbopmauus o
npounssoguTtene.
type ip Tun aprymeHTa data — IP-agpec. 3T1oT TMnN
He 1cnosib3yeTca Ana onumm 43,
hex Tun aprymeHTa data — wectHaguaTepmyHoe
yumncso.
data Ctpoka 3HayeHve onuun.

(config-dhcp-pool-class)> option 6 ip 192.168.1.1
Dhcp::Server: Option 6 is set to 192.168.1.1.

Bepcus OnucaHve

2.00 Jlo6aeneHa komaHga ip dhcp pool class option.

3.32.4 ip dhcp pool debug

OnucaHwne

MNpedukc no

Jo6aBnTb 0TNag04HbIe COOBLLEHVS B CUCTEMHbIN XKypHarn. Mo ymonyaHuo
HaCTPOVIKa OTK/TIKOYEeHa.

KomaHga ¢ npedrkcom no oTkIYaeT OTNALKY.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncue (config-dhcp-pool)>  debug

(config-dhcp-pool)> no debug

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.01 Job6asneHa komaHgaa ip dhcp pool debug.

3.32.5 ip dhcp pool default-router

OnucaHwue HactponTb IP-agpec wnto3a no ymonyvanumio. Ecam He ykasaH, To byget
MNCNoNIb30BaTbCA aApec, HacTpoeHHbIN Ha Ethernet-nHTtepderice,
orpegesieHHOM aBTOMaTUYeCKM 415 3alaHHOro JManasoHa range.

KomaHga ¢ npedrnkcom no oTMeHsAeT HaCTPOIKY.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dhcp-pool)>  default-router <address
(config-dhcp-pool)> no default-router
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
address IP-appec Afpec wr3a rno yMoayaHuio.
MNpumep (config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa ip dhcp pool default-router.

3.32.6 ip dhcp pool dns-server

OnucaHue HactpouTs IP-agpeca cepsepos DNS (DHCP-onuus 6). Ecnin He ykasaH, 1o
byfeT MCrnob30BaThCA agpec, HaCTPOeHHbIN Ha Ethernet-uHtepdoderice,
onpejeneHHOM aBToMaTMyeckn Ans 3a,laHHOro AranasoHa range.

KomaHza c npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Ja

Het

(config-dhcp-pool)>

dns-server (<«addressl> [ address2] | disable)

(config-dhcp-pool)> no dns-server

AprymeHT 3HauyeHue OnucaHue

addressl IP-agpec Agpec nepsuyHoro DNS-cepsepa.

address2 IP-agpec Appec BTopryHoro DNS-cepsepa.

disable KniouyeBoe OTtkntounts DHCP onyuto 6.
C/10B0

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

Bepcus

OnucaHune

2.00

Job6asneHa komaHgaa ip dhcp pool dns-server.

2.11

[JobaeneH aprymeHT disable.

3.32.7 ip dhcp pool domain

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YKa3aTb JOMEHHOE NMS, KOTOPOe K/IMEHT JO/IKEH NCM0Nb30BaThb Npu
paspelueHun meH yepes DNS (option 15).

KomaHaa ¢ npedurKcom no oTMeHsIeT HaCTPOIKY.

Ja
Ja

HeT

(config-dhcp-pool)>

domain «domain»

(config-dhcp-pool)> no domain

AprymeHT

3HauvyeHue

OnucaHue

domain

CTpoka

JlokanbHOEe JOMEHHOEe UMA4.

(config-dhcp-pool)> domain example.net
Dhcp::Pool: Domain option has been saved.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.05 [JobaeneHa komaHaa ip dhcp pool domain.

3.32.8 ip dhcp pool enable

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

UcTopuns nsmeHeHnii

3.32.9ip dhcp

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHblIiA BBOJ,

CuvHoncuc

AprymeHTbl

HauaTtb ncnonb3oBaTb nyna B cMcTeMe.

KomaHga ¢ npedurkcom no oTk/IoYaeT NCMonb30BaHve nyna.
Ja

Aa

Het

I(config—dhcp—pool)> enable

I (config-dhcp-pool)> no enable

(config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.

Bepcus OnucaHve
2.03 JobasneHa komaHga ip dhcp pool enable.
pool lease

YcTaHoBWUTL Bpems apeHabl IP-agpecos nyna DHCP. Mo ymonyaHutio
ncnonb3yeTtcd 3HayeHe 25200 (7 yacos).

KomaHga ¢ ﬂpeq)I/IKCOM Nno BO3BpallaeT 3HayeHne BpeMeHn apeHibl No
yMO/T4aHWHO.

Ja
Ja
Het
(config-dhcp-pool)>  lease <lease»

(config-dhcp-pool)> no lease

AprymeHT 3HauyeHue OnuncaHwue

lease Lenoe uucno |Bpems apeHAbl B cekyHaax. MoxeT
NPUHUMATbL 3HaYeHVs B Npejenax ot 1 4o

259200 (3 gHs).
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Mpumep

UcTopuns nameHeHuii

(config-dhcp-pool)> lease 259200
Dhcp::Pool: " WEBADMIN": set lease time: 259200 seconds.

(config-dhcp-pool)> no lease
Dhcp::Pool: " WEBADMIN": lease time reset to default (25200 »

seconds) .
Bepcus OnucaHve
2.00 [JobaeneHa komaHza ip dhcp pool lease.

3.32.10 ip dhcp pool next-server

OnucaHune
MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YkasaTtb agpec TFTP-cepBepa ana DHCP-knveHTa (onums 66).

KomaHga ¢ npeprKcoM no yaanset HacTPOKY.

Ja
Aa
HeTt

Ethernet

(config-dhcp-pool)>

next-server «address»

(config-dhcp-pool)> no next-server

AprymeHT

3HayeHue

OonvcaHune

address

IP-agpec

Agppec cepsepa TFTP.

(config-dhcp-pool)> next-server 10.1.1.11
Dhcp::Pool: " WEBADMIN": set next server address: 10.1.1.11.

(config-dhcp-pool)> no next-server
Dhcp::Pool: " WEBADMIN": cleared next server address.

Bepcus

OnucaHune

2.1

Job6asneHa komaHga ip dhcp pool next-server.

3.32.11 ip dhcp pool option

OnuncaHune

Mpe¢ukc no

3ajatb gonofiHUTeNbHble napameTpbl agnd DHCP-cepsepa.

KomaHza c npedurKcom no yaansieT 4oNoNHUTENbHYH HAaCTPOLKY.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Ethernet

CuHoncuc (config-dhcp-pool)>  option <number; [ type ] «data>

(config-dhcp-pool)> no option <number>

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
number 4 Onuua 4, cepsep BpemeHu. Tun — IP-agpec.

6 Onuua 6, DNS-cepsep. Tun — IP-agpec.

42 Onuwa 42, NTP-cepsep. Tun — IP-agpec.

44 Onuws 44, NetBIOS-cepeep. Tun — IP-agpec.

26 Onuwsa 26, MTU. MoxeT npuHnMaTb
3HayeHWsa B npegenax ot 0 Ao 65535
BK/HOUMTENBHO.

121 Onuwsa 121, becknaccoBble cTaTnydeckue

MapLupyTbl. Tun —IP-agpec ceT HazHayeHus
1 Macka CeTu HasHa4veHus B Buje 6UTOBOW
ANVHBI NpeduKca (Hanpumep, /24).

249 Onuwua 249, MS mapLpyThl. Tun — IP-agpec
CeTM Ha3HaYeHVsa N Macka ceTn Ha3HayeHus
B BUAe 61TOBOIM AnviHbI npedurkca
(Hanpumep, /24).

type ip IP-agpec. 3TOT TMN He NCNonb3yeTca ANA
onuun 26. He ykasbiBaeTcs B KOMaHAe Kak
K1H0YeBOe CNOBO.

hex LLlecTHaguaTepmnyHoe 4Ymcno.
ascii Yumcno ASCIL.
mtu Pasmep MTU. He yka3biBaeTcd B KOMaH/e Kak
K/H04YeBOe CNOBO.
data CTpoka 3HadeHue onuun.
Npumep (config-dhcp-pool)> option 4 192.168.2.1

Dhcp::Pool: " WEBADMIN": set option 4.

(config-dhcp-pool)> option 121 ascii 192.168.0.0/24
Dhcp::Pool: " WEBADMIN": set option 121.

(config-dhcp-pool)> option 60 ascii "MSFT 5.0"
Dhcp::Pool: " WEBADMIN": set option 60.

(config-dhcp-pool)> option 26 1500
Dhcp::Pool: " WEBADMIN": set option 26.
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naBa 3 OnncaHme KoMaHp,

(config-dhcp-pool)> no option 6
Dhcp::Pool: " WEBADMIN": cleared option 6.

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.09

Job6asneHa komaHaa ip dhcp pool option.

3.32.12 ip dhcp pool range

OnucaHwue HacTpouTtb AnanasoH gHaMNYecKnX aapecos, BblgaBaemMblix DHCP-kineHTam
HekoTopol noaceTu. lnanasoH 3ajaeTcs HayanbHbIM U KOHEYHbIM
IP-agpecom, nMb60 HavanbHbBIM agpecom 1 pasmepoM. CeTeBol MHTepdeiic,
K KOTOpOMY 6yAyT NPUIMeHeHbl HaCTPOIKK, BbIOMpPaeTcs aBTOMaTUYECKN.
Aapec BblIbpaHHOro nHTepderica NCNonb3yeTcs B Ka4ecTBe LU03a No
ymon4daHuio n DNS-cepBepa, ecv He 3aZaHbl Apyrve agpeca KoMaHgamu ip
dhcp pool default-router v ip dhcp pool dns-server.

KomaHza c npedurKcom no yaansieT AnanasoH.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-dhcp-pool)>  range <begins («end> | <size»)
(config-dhcp-pool)> no range

AprymeHTbl ApryMeHT |3HaueHme |OnucaHue
begin IP-agpec HauvanbeHbIll agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size lenoe 4ucno |Pa3mep nyna.

NMpumep (config-dhcp-pool)> range 192.168.15.43 3

pool " WEBADMIN" range has been saved.

WcTopus nsmeHeHnii |Bepcus

OnucaHue

2.00

[Jlo6aBneHa komaHga ip dhcp pool range.

3.32.13 ip dhcp pool update-dns

OnucaHwue Jobasnatb cTatudeckme 3anmcm B DNS-npokcuv npu Bbigave DHCP-agpecos.
B kauecTBe MeHW ncrnonbsyeTtca nms xocta us DHCP-3anpoca. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHa.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.
Ja

Aa

Het

I(config—dhcp—pool)> update-dns

I (config-dhcp-pool)> no update-dns

(config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.

Bepcus OnucaHve

2.06 JobasneHa komaHga ip dhcp pool update-dns.

3.32.14 ip dhcp pool wpad

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

Hactpoute DHCP onuwuto 252 — npotokon WPAD. o ymondaHuto onuusa
OTK/ItOYEHa.

KomaHga c npedurkcom no oTk/oYaeT HacTPOKY.
Ja

[Ja

Het

(config-dhcp-pool)>  wpad wpad>

(config-dhcp-pool)> no wpad

AprymeHT 3HauyeHue OnuncaHwue

wpad Ctpoka URL-agpec npokcu-cepeepa.

(config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.

Bepcus OnucaHve

2.05 Job6asneHa komaHgaa ip dhcp pool wpad.
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naBa 3 OnncaHme KoMaHp,

3.33 ip dhcp relay lan

OnucaHwue YKaszaTb, Ha KakoM ceTeBOM nHTepdeiice peTpaHcnaTop DHCP byaet
06pabaTbiBaTh 3aNPOChl KNMEHTOB. MOXHO yKa3aTb HECKONLKO MHTepdelicos
«lan», fn5 3TOro HY>XXHO BBECTU KOMaHAy HeCKO/IbKO pas, yKa3as BCe
HeobxoaVMble nHTepdelicbl Mo 0AHOMY.

KomaHga ¢ npedurkcom no oTkatouaeT petpaHcnaTop DHCP Ha ykazaHHOM
nHTepderice. Ecn ncnonb3osatb KOMaHAy 6€3 apryMeHToB, peTpaHCIsaTop
DHCP bygeT oTKNO4eH Ha BCeX MHTepdelicax.

Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)> ip dhcp relay lan <interface
(config)> no ip dhcp relay lan [ interface]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
interface UHTepgeinc MonHoe nms nam NnceBAOHMM UHTepdelica
Ethernet, Ha koTopoM peTpaHcnaTop DHCP
6yAeT NPUHMMAaTE 3anpockl KIMEHTOB.
Npumep (config)> ip dhcp relay lan Home
added LAN interface Home.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobasneHa komaHgaa ip dhcp relay lan.

3.34 ip dhcp relay server

OnucaHue YkasaTb IP-agpec cepsepa DHCP, Ha KOTOpbI peTpaHciaTop byaeT
nepeHanpasaaTb 3aNpoCkl KIVEHTOB 13 JIOKaJIbHOWN CeTu.

KomaHga ¢ npedunkcom no yganset HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)>  ip dhcp relay server «address>

I (config)> no ip dhcp relay server [ address ]
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec IP-agpec cepeepa DHCP.

(config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.

Bepcus OnucaHve

2.00 JobasneHa komaHaa ip dhcp relay server.

3.35ip dhcp relay wan

OnuncaHwne

Mpedukc no
MeHseT HacTpPoIAKK
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHuim

YKa3sbiBaeT, yepes Kakoi ceTeBol MHTepdeiic peTpaHcnaTop DHCP 6yaet
06palLaThCa K BbllecTosLweMmy cepsepy DHCP. B cncteme MoOXeT 6bITb TONbKO
OANH nHTepdelic Takoro Tnna. Eciv TouHbIN agpec cepBepa He yKasaH (cMm.
ip dhcp relay server), 3anpockl 6yayT nepefaBaTbCs LUMPOKOBeLLAaTeNbHO.
PekomeHayeTcs yKasblBaTb ajpec cepeepa.

KomaHga c npedurkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

(config)> ip dhcp relay wan <interface»

(config)> no ip dhcp relay wan [ interface]

AprymeHT 3HayeHue OnuncaHwue

interface UHTepgenc MonHoe nms nam NnceBAOHMM UHTepdelica
Ethernet, Ha KOoTOpbIN ByAyT HaNpPaBAATLCA
3anpockl ot DHCP-knneHTOB.

(config)> ip dhcp relay wan FastEthernet0/Vlan2
using WAN interface FastEthernet0/Vlan2.

Bepcus OnucaHve

2.00 Job6asneHa komaHgaa ip dhcp relay wan.

3.36 ip esp alg enable

OnuncaHwne

BkntounTb pexxum IPSec Passthrough ana TyHHenei IPsec ESP. o ymonyaHuto
HaCTpoWKa BbIK/IlOYEHa.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

KomMaHgza ¢ npeprKCOM NO OTK/IKOUAET HACTPOWKY.
Ja

Aa

Het

I (config)> ip esp alg enable

I (config)> no ip esp alg enable

(config)> ip esp alg enable
Esp::Alg: Enabled.

(config)> no ip esp alg enable
Esp::Alg: Disabled.

Bepcus OnucaHve

3.05 [Jlo6aBneHa komaHgaa ip esp alg enable.

3.37 ip flow-cache timeout active

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTbL BpeEMA XPaHEHUNA aKTUBHbIX ceccuii B kewe. Mo YMOT4aHNIO
MNCnonb3yeTcqd 3HaueHne 10.

KomaHza ¢ npedprKcomM no Bo3BpaLLaeT 3HAUYEHME MO YMOIYaHUIO.,
Ja

Aa

Het

(config)> ip flow-cache timeout active <timeout>

(config)> no ip flow-cache timeout active

AprymeHT 3HauyeHue OnuncaHwue

timeout lenoe uyucno |3HadveHue TalriM-ayTa B MUHyTax. MoxeT

NprHMaTb 3HavYeHNs B npegenax ot 1 go 30.

(config)> ip flow-cache timeout active 1
Netflow: :Manager: Active timeout set to "1" min.

(config)> no ip flow-cache timeout active
Netflow: :Manager: Active timeout reset to "10" min.

290

CnpaBoyHUK koMaHa — Runner 4G (KN-2211)



naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 Jo6aeneHa komaHga ip flow-cache timeout active.

3.38 ip flow-cache timeout inactive

OnucaHwne YCTaHOBUTb BpeMsi XpaHeHUst HeaKTUBHbIX CeCCUA B KeLle. 10 yMonYaHuto
ncnonb3lyeTca 3HadveHue 20.

KomaHaa ¢ npeprkcom no Bo3BpaLLaeT 3HayeHre rno yMOAYaHIo.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

CuHoncuc (config)> ip flow-cache timeout inactive «timeout>
(config)> no ip flow-cache timeout inactive
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
timeout Lenoe 4ucno |3HayveHue TaliM-ayTa B cekyHAax. MoxeT
NPUHMMAaTL 3HaYeHWs B Npegenax ot 1 4o
600.
Mpumep (config)> ip flow-cache timeout inactive 1
Netflow: :Manager: Inactive timeout set to "1" s.
(config)> no ip flow-cache timeout inactive
Netflow: :Manager: Inactive timeout reset to "20" s.
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.1 Jlo6aBneHa komaHga ip flow-cache timeout inactive.

3.39 ip flow-export destination

OnuncaHmne 3aAaTb NnapameTpbl konnekTopa NetFlow.
KomaHaa ¢ npepurkcom no yaanseT napameTpsbl.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOA, Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config)> ip flow-export destination «address port>

(config)> no ip flow-export destination

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

address IP-agpec IP-agpec cbopLymka JaHHbIX.

port UYenoe uucro |Homep nopta UDP konnektopa. Moxet
npUHMMaTh 3HadeHna 2055, 2056, 4432, 4739,

9025, 9026, 9995, 9996, 6343.

Mpumep (config)> ip flow-export destination 192.168.101.31 4739
Netflow: :Manager: Export destination is set to »
192.168.101.31:4739.

(config)> no ip flow-export destination
Netflow: :Manager: Export destination is unset.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 [Jlo6aBneHa komaHga ip flow-export destination.

3.40 ip flow-export version

OnucaHue YkazaTtb Bepcuto konnektopa NetFlow. Mo yMOAYaHMIO UCMO/b3yeTcs
3HayeHwue 5.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMON4YaHuo.
MNpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOA, Het

CuHoncuc (config)> ip flow-export version «wversion
(config)> no ip flow-export version
AprymeHTbl AprymeHTt 3HaueHue |OnucaHue
version Ctpoka Bepcus npoTtokona.
Mpumep (config)> ip flow-export version 9

Netflow: :Manager: Set export protocol version to 9.

(config)> no ip flow-export version
Netflow: :Manager: Reset export version to 5.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 Jlo6aBneHa komaHga ip flow-export version.

3.41 ip host

OnucaHue Jo6aBuTb JOMeHHOe nMsa 1 agpec B Tabanuy DNS.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)>  ip host «domains <address>
(config)> no ip host [ <domains <address> ]
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
domain CTpoka JomMmeHHOe nvs xocTa.
address IP-agpec IP-apgpec xocTa.
Mpumep (config)> ip host zydata.local 192.168.1.22
Dns::Manager: Added static record for "zydata.local", address »
192.168.1.22.
(config)> no ip host zydata.local 192.168.1.22
Dns::Manager: Record "zydata.local", address 192.168.1.22 deleted.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHga ip host.

3.42 ip hotspot

OnucaHue JlocTyn K rpynne KoOMaHz, ANsi HaCTPOVikM YnpasneHus [lomaluHel CeTbio.
Mpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTHbI BBOA, HeT

Tun nHtepdeiica IP

BxoxxaeHue B rpynny (config-hotspot)
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I(config)> ip hotspot

(config)> ip hotspot
(config-hotspot)>

Bepcus OnucaHve

2.06 [Jlo6baBneHa komaHgaa ip hotspot.

3.42.1 ip hotspot auto-scan interface

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Bknrountb poHOBOE CKaHVpOBaHKMe Ha 3ajaHHOM nHTepdeiice. Mo
YMOTHYaHMIO BK/IKOUEHO.

KomaHga ¢ npedprKcoM No OTK/HOUaET HAaCTPOWKY.
Ja
Ja
Ja
IP

(config-hotspot)>  auto-scan interface <interface

(config-hotspot)> no auto-scan interface <interface

AprymeHT 3HauyeHue OnucaHwue

interface UHTeppeinc MonHoe nmsa nHtepderica Nam NCeBAOHMM.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster@/AccessPointl" is unchanged.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

Bepcus OnucaHve

2.08 JobasneHa komaHgaa ip hotspot auto-scan interface.

3.42.2 ip hotspot auto-scan interval

OnucaHune

3ajaTb HTEepBaa NPOBEPKU XOCTOB, HAXOAALLNXCA OHAaMH. Mo ymMon4aHuio
ncnonb3lyeTca 3HayveHue 30.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomaHga ¢ npedrikcoM no BO3BPALLAET 3HaYEHME MO YMONYAHUIO.

Ja
Aa
HeTt

IP

(config-hotspot)>

auto-scan interval <intervals

(config-hotspot)> no auto-scan interval

AprymeHT

3HayeHue

OnvicaHune

interval

Lenoe uucno

MHTepBaﬂ CKaHNPOBaHUA B CEKYyHAAX.

(config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »

10 s.

(config-hotspot)> no auto-scan interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »

default.

Bepcus

OnucaHmne

2.08

Job6asneHa komaHgaa ip hotspot auto-scan interval.

3.42.3 ip hotspot auto-scan passive

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

3aAaTb CKOPOCTb MACCMBHOMO CKaHMPOBAHMSA B XOCTax B cekyHay. 1o
YMONYaHMIO NCMOJb3YyeTCsA 3HaYeHme 3.

KomaHga ¢ ﬂpeq)I/IKCOM Nno BO3BpallaeT 3HayeHne no yMmoadaHuio.

Ja
Ja
Het

IP

(config-hotspot)>

auto-scan passive «rates hps

(config-hotspot)> no auto-scan passive

AprymeHT

3HavyeHue

OnucaHue

rate

Llenoe u4ucno

CKOpPOCTb NMAaCCUBHOIO CKAaHVPOBaHWS
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-hotspot)> auto-scan passive 5 hps
Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.

(config-hotspot)> no auto-scan passive
Hotspot::Discovery: :Manager: Auto-scan rate reset to default.

Bepcusa

OnucaHwmne

2.08

JobasneHa

KkomaHza ip hotspot auto-scan passive.

3.42.4 ip hotspot auto-scan timeout

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcTaHoBUTb 0bdNaliHOBbIV TaliM-ayT 415 XOCTOB. [Nocne yka3zaHHOro BpeMeHu
OTCYTCTBYIOLLNY XOCT yAANAETCA U3 CMCKa 0BHaPY>XeHHbIX XOCTOB XOT-CroTa.
Mo yMONYaHMIO NCMOb3yeTcsa 3HaveHne 35.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.

Ja
Ja
HeT

IP

(config-hotspot)>

auto-scan timeout <timeout>

(config-hotspot)> no auto-scan timeout

AprymeHT

3HayeHue

OnvicaHune

timeout

Llenoe uucno

OddnanHOBLIV TaliM-ayT B CEKYHAAX.

(config-hotspot)> auto-scan timeout 31
Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »

set to 31 s.

(config-hotspot)> no auto-scan timeout
Hotspot: :Discovery: :Manager: Auto-scan host offline timeout reset »

to default.
Bepcus OnucaHue
2.08 Job6asneHa komaHgaa ip hotspot auto-scan timeout.

3.42.5 ip hotspot default-policy

OnuncaHune

OnpegennTb NOAUTUKY YnpaBneHus JomMaliHein CeTbio 418 BCex
NHTepdelricoB NN Ha3Ha4YnTb Npodunb goctyna B HTepHeT. MoanTurka
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naBa 3 OnncaHme KOMaHA,

NpUMeHseTcs KO BceM MHTepdeincam, He MMeroLLIM CO6CTBEHHOTO NMpaBua
faocTyna, ip hotspot policy.

MonnTtmka no ymonyaHuo: permit.

KomaHga ¢ ﬂpeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHne NoJINTUKU No
yMO/T4aHUHO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHtepdeiica IP

CuHoncuc (config-hotspot)>  default-policy (<access» | policys)

(config-hotspot)> no default-policy

AprymeHTbI AprymeHT 3HaueHue OonucaHue
access permit PaspewwnTb goctyn K ceTvi VIHTepHer.
deny 3anpeTuTb AOCTYN K ceTn MIHTepHeT.
policy Mpog¢unb poctyna|Ha3BaHwe npodunnsa goctyna.
Mpumep (config-hotspot)> default-policy permit

FHotspot: :Manager: Default policy "permit" applied.

(config-hotspot)> default-policy deny
Hotspot::Manager: Default policy "deny" applied.

(config-hotspot)> default-policy Policy®
Hotspot::Manager: Default policy "Policy@" applied.

(config-hotspot)> no default-policy
Hotspot: :Manager: Default policy cleared.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.09 JlobasneHa komaHaa ip hotspot default-policy.
2.12 Job6asneH aprymeHT policy.

3.42.6 ip hotspot host

OnucaHue HacTpouTb NpaBuaa goctyna nam 6n1oKMpoBKY A5 onpegeneHHbIX KINeHTOB
Ynpasnenusa JomalwHein CeTbio. laHHbIe NpaBuia MMeroT 60/1ee BbICOKNIA
nNpuopuTeT, YeM HaCTPoKa NOAUTUKIM (CM. KoMmaHgy ip hotspot policy).

KomaHza c npedurKcom no yaansieT HacTpoiiky.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica IP

CnHoncuc (config-hotspot)>  host mac» (<access» | schedule <schedules | policy

policys)

(config-hotspot)> no host mac> (<access> | schedule | policy)

AprymeHT AprymeHT 3HaueHue OonucaHue

mac MAC-agpec MAC-agpec xocTa. XoCT JO/KEH BbITb
3aperncTprpoBaH 3apaHee
rnomMouybo komaHasl known host.

access permit PaspewwnTb goctyn K ceTvi VIHTepHer.
deny 3anpeTuTb JOCTyN K ceTu VIHTepHeT.
schedule PacnncaHne Ha3BaHve pacnncaHusa, co3faHHoro
Mpvi NOMOLLUW FPynnbl KOMaHA,
schedule.
policy Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.
Npumep (config)> known host MYTEST 54:e4:3a:8a:f3:a7

Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule "permit" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 deny
Hotspot: :Manager: Rule "deny" applied to host "54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 schedule MYSCHEDULE
Hotspot::Manager: Schedule "MYSCHEDULE" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 schedule
Hotspot::Manager: Host "54:e4:3a:8a:f3:a7" schedule disabled.

(config-hotspot)> host 54:e4:3a:8a:f3:a7 policy Policy®
Hotspot::Manager: Policy "Policy@" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 policy
Hotspot::Manager: Policy removed from host "54:e4:3a:8a:f3:a7".

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.06 [JobasneHa komaHza ip hotspot host.
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naBa 3 OnncaHme KOMaHA,

2.12 JobaBneHbl aprymeHTbl permit, deny, schedule, policy.

3.42.7 ip hotspot host priority

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHni

HasHaunTb onpegeneHHbIV NnpyopuTeT BceMy Tpaduky, HanpaBieHHOMY K
3aperncTpmpoBaHHOMY XOCTY. Perncrpaumsa XocTa BbINONHAETCA 3apaHee
npu noMowm koMmaHasl known host.

KomaHga c npedunkcom no yganseTt npuopuTerT.
Ja

Ja

Hert

IP

(config-hotspot)>  host mac» priority ¢priority»

(config-hotspot)> no host mac» priority

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-agpec MAC-agpec xocrTa.

priority HaunBbICLLNA.

Kputnuecknii.

Bbicokuin.

CpegHwnin.

HopManbHbI (Mo yMoAYaHuto).

1
2
3
4 MoBbILLIEHHbIN.
5
6
7

Huskui.

(config-hotspot)> host 04:d2:cl:14:bc:59 priority 7
Hotspot::Manager: Applied priority "7" to host »
"04:d2:cl:14:bc:59".

(config-hotspot)> no host 04:d2:cl:14:bc:59 priority
Hotspot::Manager: Removed priority from host "04:d2:cl:14:bc:59".

Bepcus OnucaHve

3.08 Job6asneHa komaHgaa ip hotspot host priority.
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naBa 3 OnncaHme KoMaHp,

3.42.8 ip hotspot policy

OnucaHue OnpeaenuTtb NOANTUKY YNpaBneHus JomaluHein CeTbto A5 BbIOpaHHOIO
nHTepderica. NMoanTnkKa NPUMeEHAETCH KO BCEM XOCTaM, He MMetoLLMM
cobcTBeHHOro npaswuna goctyna ip hotspot host.

MonnTtmka no ymonyaHuio: permit.

KomaHga ¢ npednKcom no ycTaHaBAMBAET 3HAUEHWE MOANTUKN MO
YMONYaHWUIO.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica IP

CuHoncuc (config-hotspot)>  policy «interfaces («accesss | policy»)

(config-hotspot)> no policy <interfaces

AprymeHTbI AprymeHTt 3HaueHue OonwucaHue
interface NHTepdeic MNMonHoe nms Ethernet nutepdeiica
VAU MCEeBAOHUM.
access permit PaspelwunTb goctyn K ceTi IHTepHeT.
deny 3anpeTuTb AOCTYN K ceTn IHTepHeT.
policy Mpo¢unb poctyna|Ha3BaHne npodunsa goctyna.
Mpumep (config-hotspot)> policy Home permit

Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> policy Home deny
Hotspot::Manager: Policy "deny" applied to interface "Home".

(config-hotspot)> policy Home Policy®
Hotspot::Manager: Policy "Policy@" applied to interface "Home".

(config-hotspot)> no policy Home
Hotspot::Manager: Interface "Home" policy cleared.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue
2.06 Jlo6aBneHa komaHga ip hotspot policy.
2.12 Jlo6aBneH aprymeHT policy.
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naBa 3 OnncaHme KOMaHA,

3.42.9 ip hotspot priority

OonuncaHmne Ha3HaunTb onpegeneHHbIi NpyopuTeT BCeMy Tpaduky, HanpaBneHHOMY K
nHTepodeicy.

KomaHaa ¢ npedunkcom no yganseT npropuTeT.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tuvn nHtepdeiica IP

CnHoncuc (config-hotspot)>  priority <interface> prioritys

(config-hotspot)> no priority <interface»

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
interface UHTepeinc MonHoe nma nHTepderica nam NCeBAOHUM.
priority 1 HauBbIicLLniA.
2 Kputnyecknii.
3 Bbicokunia.
4 MoBbILWEHHbIN.
5 CpeaHwnin.
6 HopManbHbI (MO yMOAYaHMIO).
7 Huskunii.
NMpumep (config-hotspot)> priority Home 7

Hotspot::Manager: Applied priority "7" to interface "Home".

(config-hotspot)> no priority Home
Hotspot::Manager: Removed priority from interface "Home".

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.08 [JobaeneHa komaHza ip hotspot priority.

3.42.10 ip hotspot wake

OnucaHwne Otnpasutb Wake-on-LAN nakeT Ha private n protected nHtepdericbl xocTa.
Mpedunkc no Het

MeHsieT HacTpoiikm  Het
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

IP

(config-hotspot)>  wake wmac>

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-agpec MAC-agpec xocrTa.

(config-hotspot)> wake a8:1e:84:11:f1:22
Hotspot::Manager: WoL sent to host: a8:1e:84:11:f1:22.

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHga ip hotspot wake.

3.43 ip http lockout-policy

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncunc

AprymeHThl

3aAaTb NapaMeTpbl OTCNEXMBAHWSA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponeit HTTP gns ny6nnyHbiX nHTepdericos. Mo ymondaHuto GbyHKLUMS
BKtOYeHa. Ecnv B KavecTBe aprymeHTa ncnonb3yeTcs 0, Bce napameTpbl

oTcnexvBaHus nepebopa 6yayT cOpoLLeHbl B 3HaUEHUS MO YMOYaHMIO.
KomaHga ¢ npedurkcom no oTK/IKOUYaeT 0bHapyxxeHme nogbopa.

Ja

Aa

Het

IP

(config)>  ip http lockout-policy <threshold [«durations
[cobservation-window]]

(config)> no ip http lockout-policy

AprymeHT 3HaueHue |OnucaHue

threshold Uenoe uucro|Konnuectso HeyAauHbIX MOMbITOK BXO/Aa
B cucTemy. o ymMonyaHmio ycTaHOB/IEHO
3HauveHue 5. MoxeT NpUHMMaTb

3HaJdeHusa B npejenax ot 4 Ao 20.

duration Uenoe yucso|lpoaoIXNUTENBHOCTL 3anpeTa
aBTopu3aumn ana ykasaHHoro IP-agpeca
B MUHYyTax. [10 ymon4yaHuio ycTaHOBAEHO
3HauyeHue 15. MoxeT npuH1MaTh

3Ha4deHusa B npegenax ot 1 A0 60.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue |OnucaHue

observation-window|lenoe wucsnio|lpofonXmnTenbHOCTb HabatoAeHVs 3a
NoAO3pUTENIbHOW aKTUBHOCTLIO B
MUHYyTax. 1o yMon4YaHWIO yCTaHOBMEHO
3HayveHue 3. MoxeT NpuHMMaTb
3HayeHwsa B npegenax ot 1 o 10.

(config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is enabled.

(config)> no ip http lockout-policy
Http::Manager: Bruteforce detection is disabled.

(config)> ip http lockout-policy 0
Http::Manager: Bruteforce detection reset to default.

Bepcus OnucaHue

2.08 JlobasneHa komaHaa ip http lockout-policy.

3.44 ip http log access

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BrnrounTb pexxrm 0TnaAku Ha Beb-cepaepe (nginx). Mo ymonyaHumio GyHKLMA
OTKJIHOUEHa.

KomaHgaa ¢ npedrKcoM no oTKAKHaeT OTNAL0UHBIA PEXUM.
Aa

Ja

HeTt

IP

I (config)> ip http log access

I (config)> no ip http log access

(config)> ip http log access
Http::Manager: Enabled access logging.

(config)> no ip http log access
Http::Manager: Disabled access logging.

Bepcus OnucaHve

3.00 JobasneHa komaHga ip http log access.
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naBa 3 OnncaHme KoMaHp,

3.45 ip http log auth

OonucaHue BkNHOUMTE NOrMpoBaHMe NonbITOK HeYAAUHOM aBTopm3aLmm B cucteme. Mo
YMONIUYaHWNIO GYHKLNS OTK/IOYEHA.

KomaHga ¢ npednkcom no oTKA0YaeT NorMpoBaHue.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nutepdeiica IP

CuHoncuc I (config)>  ip http log auth

I (config)> no ip http log auth

NMpumep (config)> ip http log auth
Http::Manager: Auth logging enabled.

(config)> no ip http log auth
Http::Manager: Auth logging disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 Jlob6aeneHa komaHga ip http log auth.

3.46 ip http log webdav

OnucaHue BkArounTb orpoBaHme nNonbITOK HeyAauyHOro NOAKIKYEHWs K cepBepy
WebDAV. No ymonuaHunio GyHKLWS OTKAOYEHa.

KomaHga ¢ npedurkcom no oTKIYaeT N0rMpoBaHue.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config)>  ip http log webdav

I (config)> no ip http log webdav

Mpumep (config)> ip http log webdav
WebDav: :Server: Enabled request tracing.
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naBa 3 OnncaHme KOMaHA,

(config)> no ip http log webdav
WebDav: :Server: Disabled request tracing.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.04 Job6asneHa komaHaa ip http log webdav.

3.47 ip http port

OnucaHune HasHauunTte HTTP nopT ana Beb-nHTepderica Runner 4G. Mo ymonyaHuto
ncnonb3yeTtca nopt 80.

KomaHga ¢ npedunkcom no yctaHaBIMBAET MOPT MO YMOSUAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config)>  ip http port «port>

(config)> no ip http port

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
port Uenoe 4ucno |Hosbln nopT HTTP.
Mpumep (config)> ip http port 8080

Http::Manager: Port changed to 8080.

(config)> no ip http port
Http::Manager: Port reset to 80.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 [Jlo6baBneHa komaHga ip http port.

3.48 ip http proxy

OnucaHwue JocTtyn K rpynne KoMaHa ans HacTpoikm HTTP npokcu. Ecav npokcn He
HanAeH, KOMaHAA NbITAaeTCcs ero co3Aathb.

KomaHgaa c npedurkcom no yaansiet npokcul.

MNpejukc no Ja
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MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

Tun nHTepdeiica

Ja
Ja
IP

BxoxxaeHue B rpynny (config-http-proxy)

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config)>

ip http proxy name»

(config)> no ip http proxy name;

AprymeHT

3HauyeHue

OnucaHue

name

CTpoka

Wma HTTP npokcn.

(config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.

Bepcusa

OnucaHune

2.08

JlobasneHa komaHgaa ip http proxy.

3.48.1 ip http proxy auth

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopusa nsmeHeHwnii

Bkntoumntb aBTopmsaumto ana HTTP-npokcu. Mo ymonyaHuoo napameTp

OTK/1HOYEeH.

KomaHga ¢ npedunkcom no oTkaro4aeT aBTopmsaumio ans HTTP-npokcu.

Ja
Ja
Het

IP

I(config-http—proxy)> auth

I (config-http-proxy)> no auth

(config-http-proxy)> auth

Http::Manager: Proxy password auth is enabled.

(config-http-proxy)> no auth
Http::Manager: Proxy password auth is disabled.

Bepcus

OnucaHune

2.10

JobasneHa komaHaa ip http proxy auth.
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3.48.2 ip http proxy domain

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcTaHOBWUTL f,OMEHHOE M4, onpegensatowee FQDN BUPTyanbHOro xXocTa.
KomaHga ¢ npednkcom no yganser HacTPOnKy.

Ja

Ja

Het

IP

(config-http-proxy)>  domain static «domain»

(config-http-proxy)> no domain

AprymeHT 3HauyeHue OnuncaHwue

domain Ctpoka JlomeHHOoe nm4.

(config-http-proxy)> domain static example.net
Http::Manager: Configured base domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

Bepcus OnucaHue

2.08 JobasneHa komaHaa ip http proxy domain.

3.48.3 ip http proxy domain ndns

OnucaHune

Mpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Vicnonb3oBaTb fOMeHHOe nM4, nonydeHHoe oT cepBrca NDNS. Echv gaHHas
onums BKAOYEHa, HacTpowka ip http proxy domain ctmpaetcs.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
Aa

Ja

Het

IP

I(config-http-proxy)> domain ndns

I (config-http-proxy)> no domain ndns
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Mpumep

UcTopuns nameHeHuii

(config-http-proxy)>

domain ndns

Http::Manager: Configured ndns domain for proxy: test.

(config-http-proxy)>

no domain

Http::Manager: Removed ndns domain for proxy: test.

Bepcusa

OnucaHwmne

2.08

[JlobaeneHa komaHaa ip http proxy domain ndns.

3.48.4 ip http proxy force-host

OnucaHune
MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

Bknrountb nepeornpejeneHne 3arojioBka Host ans upstream.

KomaHga ¢ npeprKcoM No OTKOUaET HaCTPOIKY.

Ja
Aa
HeTt

IP

(config-http-proxy)>

force-host «force-host

(config-http-proxy)> no force-host

AprymeHT

3HayeHue

OonvcaHune

force-host |Ctpoka

IP-agpec nnn gomeHHoe nms.

(config-http-proxy)>
Http::Proxy:
"192.168.8.1".

(config-http-proxy)>
Http::Proxy:

(config-http-proxy)>

"modem" :

"modem" :
"modem. keenetic.pro".

force-host 192.168.8.1
enabled Host header enforcing to »

force-host modem.keenetic.pro
enabled Host header enforcing to »

no force-host

Http::Proxy: "modem": disabled Host header enforcing.
Bepcusa OnucaHve
3.06 Jlo6aBneHa komaHga ip http proxy force-host.
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3.48.5 ip http proxy preserve-host

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

YCcTaHOBUTb napamMeTp 414 CoOXpaHeHnA NCXO4HOTro 3arosioBka rnpu
NpoKCcnpoBaHuMN.

KomaHza ¢ nped1Kcom no oTKAoYaeT HaCTPOWKY.

Ja
Ja
Het

IP

I(config-http—proxy)> preserve-host

I (config-http-proxy)> no preserve-host

(config-http-proxy)> preserve-host
Http::Manager: Proxy HTTP Host header preservation is enabled.

(config-http-proxy)> no preserve-host
Http::Manager: Proxy HTTP Host header preservation is disabled.

Bepcus

OnucaHue

2.13

[Jlo6aBneHa komaHga ip http proxy preserve-host.

3.48.6 ip http proxy security-level

OnucaHwmne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

YcTaHoBUTbL ypoBeHb 6e3onacHocTu ansg HTTP-npokcu. Mo ymoayaHuio
yCTaHOB/IEHO 3HayeHue private.

KomaHga ¢ npedrikcoM no BO3BpALLAET 3HAYEHME MO YMONYAHNIO.

Ja
Aa
HeTt

IP

(config-http-proxy)>

security-level (public | private)

(config-http-proxy)> no security-level

AprymeHT 3HauyeHue OnucaHwue
public Knoyesoe Aoctyn K HTTP-npokcm paspelueH ansa public,
C/10BO private 1 protected nHTepdeiicos.
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Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

private Knwyesoe Joctyn K HTTP-npokcu paspeLueH To/IbKO AN
C/1080 private nHTepdericos.

(config-http-proxy)> security-level public
Http::Proxy: "testl": set public security level.

(config-http-proxy)> no security-level
Http::Proxy: "testl": unset public security level.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHga ip http proxy security-level.

3.48.7 ip http proxy upstream

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YcraHoBUTb agpec HTTP nan HTTPS cepBepa, Ha KOTOpbIi 6yayT
nepeHanpaBAsATbLCA 3anpochl.

KomMaHza ¢ npedprKcom nNo yaanset HaCTPOKY.
Ja

Aa

Het

IP

(config-http-proxy)> upstream(http | https)(wmac> | <ip> | <fqdns) [«ports]

(config-http-proxy)> no upstream

AprymeHT |3HaueHue OnucaHve

http Knioyesoe cnoso |HTTP cepsep.

https Krmwyesoe cnoso |HTTPS cepsep.

mac MAC-appec MAC-aapec cepsepa.

ip IP-agpec IP-agpec cepBepa.

fqdn FQDN MNonHoe somMeHHOE NM4 cepeepa.
port Yernoe uucno Homep nopra.

(config-http-proxy)> upstream http 192.168.1.1 8080
Http::Manager: Proxy "TEST" upstream was set.

(config-http-proxy)> upstream https google.com 443
Http::Proxy: "modem": set https upstream google.com, port 443.
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(config-http-proxy)> no upstream
Http::Manager: Remove upstream info for proxy "test".

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.08 JobasneHa komaHaa ip http proxy upstream.
3.05 JobasneHo kao4yeBoe CNoBo https.

3.48.8 ip http proxy x-real-ip

OonucaHue BrntounTb nogaepixky 3aronoskos X-Real-IP and X-Forwarded-For ana HTTP
npokcu.

KomaHaa ¢ npedrKcom no oTKI0HaeT 3aro10BKU.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica IP

CuHoncuc I (config-http-proxy)>  x-real-ip

I (config-http-proxy)> no x-real-ip

Mpumep (config-http-proxy)> x-real-ip
Http::Proxy: "testl": enabled X-Real-IP and X-Forwarded-For »
headers.

(config-http-proxy)> no x-real-ip
Http::Proxy: "testl": disabled X-Real-IP and X-Forwarded-For »

headers.
VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie
3.05 JlobaBneHa komaHAa ip http proxy x-real-ip.

3.49 ip http security-level

OnucaHue YCTaHOBUTbL ypoBeHb 6e30NacHOCTU ANSA YAaNeHHOro AoCTyna K Beb
nHTepdericy Keenetic. Mo ymon4aHuio yCTaHOBNEHO 3Ha4veHve private.

Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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Tun nutepdeiica IP

CuHoncnc (config)> iphttpsecurity-level (public[ssl] | private | protected)

AprymeHTbl AprymeHT |3HaueHue OnucaHue

public KnwyeBoe cnoso|[locTyn Kk Be6 nHTepdeiicy paspeLleH ans
public, private n protected nHTepdeiicos no
HTTP n HTTPS.

private KmoueBoe cnoso|f0cTyn K Be6 MHTepdeicy paspeLueH A1s
private nHTepgericos.

protected |KmwyeBoe cnoso|[oCTyn K Beb6 nHTepdeiicy paspeLleH ans
private un protected nHtepdeiicos.

ssl Kn4yesoe cnoso|[ocTyn Kk Be6 nHTepdeiicy paspeLleH ans
public nHTepdelicoB Tonbko yepes HTTPS.

NMpumep (config)> ip http security-level protected
Http::Manager: Security level changed to protected.

(config)> ip http security-level public ssl
Http::Manager: Security level set to public SSL.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.08 Jlo6aBneHa komaHga ip http security-level.
3.00 [Jlo6aeneH napametp ssl.

3.50 ip http ssl acme ecdsa

OnucaHwue BknounTb noagepxky ceptudunkaToB Ha ocHoBe KpunTtorpadum ECDSA.
KomaHga ¢ npedurkcom no oTkArYaeT 3Ty GYHKLMIO.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncunc I (config)> ip http ssl acme ecdsa
I (config)> no ip http ssl acme ecdsa
Mpumep (config)> ip http ssl acme ecdsa

Acme: :Client: Enabled ECDSA chain.

(config)> no ip http ssl acme ecdsa
Acme: :Client: Disabled ECDSA chain.
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.09 [JobaeneHa komaHaa ip http ssl acme ecdsa.

3.51 ip http ssl acme get

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

Co3gatb 1 nognucaTb cepTudmkat SSL Ana ykazaHHOro AOMEHHOro MMeHN
(no ymonyaHuto, KeenDNS). [lna Hero fAosXeH 6blTb NpefoCcTaBAeH AOCTYn
13 NHTepHeTa.

Het
Het

HeTt

(config)> ip http ssl acme get [ <domains ]

Argument 3HauyeHue OnucaHwue

domain CTpoka JomeHHoe nvs KeenDNS.

(config)> ip http ssl acme get mytest.keenetic.pro
Acme::Client: Obtaining certificate for domain »
"mytest.keenetic.pro" is started.

Bepcus OnucaHue

2.1 JlobasneHa komaHaa ip http ssl acme get.

3.52 ip http ssl acme revoke

OnucaHune

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

OTMeHUTb 1 yaanuTb SSL-cepTndmkaT ANna yKa3aHHOro JOMEHHOM0 VIMeHN
(KeenDNS, no ymonyaHuio).

Het
HeTt

Het

(config)> ip http ssl acme revoke «domain

AprymeHT 3HauyeHue OnuncaHwue

domain CTpoka JomeHHoe nms KeenDNS.
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Mpumep

(config)> ip http ssl acme revoke mytest.keenetic.pro

Acme: :Client: Revoking certificate for domain »
"mytest.keenetic.pro" is started.

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.1

Job6asneHa komaHaa ip http ssl acme revoke.

3.53 ip http ssl acme list

OnucaHue
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

MokasaTb cnuncok becnnaTHbIx cepTudukaToB Let s Encrypt B cucteme.

ccb6b5a71a7644903b51a5454 . keenetic.io

CuHoncue I(conﬁgp> ip http ssl acme list
Mpumep (config)> ip http ssl acme list
certificate:
domain:
should-be-renewed: no
is-expired: no
issue-time:

expiration-time:

certificate:

domain:
should-be-renewed:
is-expired:
issue-time:
expiration-time:

2018-06-20T09:16:30.000Z
2018-09-17T09:16:30.000Z

mytest.keenetic.pro

no

no
2018-06-28T16:36:56.000Z
2018-09-25T16:36:56.000Z

WcTopuns nsmeHeHwnit |Bepcusa

OnucaHune

2.1

JobasneHa komaHgaa ip http ssl acme list.

3.54 ip http ssl enable

OnucaHune

Bkntoumntb SSL Ha HTTP cepsepe. Mo ymonuaHutio, SSL oTkAto4eH.

KomaHga ¢ npedpurkcom no oTkarouaet SSL.

Mpedukc no

Ja
Ja

MeHsieT HacTpoiKkmn
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc I (config)> ip http ssl enable

I (config)> no ip http ssl enable

Mpumep (config)> ip http ssl enable
Http::Manager: Enabled SSL service.

(config)> no ip http ssl enable
Http::Manager: Disabled SSL service.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.07 Job6asneHa komaHga ip http ssl enable.

3.55 ip http ssl redirect

OnucaHwue BrnounTe aBTOMaTUUeCKOe NepeHanpasBneHmne Ha JOMeHax C cepTudrKaToMm
SSL. Mo ymonyaHuio nepeHanpas/ieHne BKIHOYEHO.

KomaHga ¢ npedrkcom no oTKAOYaeT nepeHarnpaeneHue.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

Cunoncnc I (config)> ip http ssl redirect

I (config)> no ip http ssl redirect

Mpumep (config)> ip http ssl redirect
Http::Manager: Redirect to SSL is enabled.

(config)> no ip http ssl redirect
Http::Manager: Redirect to SSL is disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.11 [JobaeneHa komaHaa ip http ssl redirect.
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3.56 ip http x-frame-options

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTL 3HaYeHMe 3aronoska X-Frame-Options ansa Be6-cepBepa (Nginx)
B JlOMaLLUHeM CermeHTe CeTu.

KomaHga ¢ npedprKcOM No OTK/IOUYaEeT HaCTPOIKY.
Ja

Ja

Het

IP

(config)> ip http x-frame-options «x-frame-options,

(config)> no ip http x-frame-options «x-frame-options»

AprymeHT 3HauyeHue |OnucaHue

x-frame-options|Crpoka 3HauveHue X-Frame-Option.

(config)> ip http x-frame-options DENY
Http::Manager: Set X-Frame-Options to "DENY".

(config)> no ip http x-frame-options DENY
Http::Manager: Disabled X-Frame-Options header.

Bepcus OnucaHue

3.05 JobasneHa komaHaa ip http x-frame-options.

3.57 ip name-server

OnucaHune

HactpouTtb IP-agpeca cepeepoB DNS. CoxpaHeHHble TakiM 06pa3om agpeca
Ha3bIBalOTCHA CTAaTUYECKMMU, B MPOTUBOMOAOXHOCTb ANHAMUYECKAM —
3aperncTpmpoBaHHbIM cyxbamu PPP nnn DHCP.

AKTVBHbBIMW, TO €CTb NCMO0/b3yeMbIMU B AdHHbI MOMEHT afpecamMu, ABNSOTCA
Te, KOTOpble 6bIIN 3aperncTPUPOBaHbI MO3Xe 0cTanbHbIX. O6bIYHO cncTeMa
NCNONb3yeT ajpeca, NoyyYeHHble HECKOIbKUMW NOC/eAHMU YCneLwHo
NOAKMOUMBLLUMMUCA cnyxbamu PPP unn DHCP. Ecan H1 ogHa 13 ciyx6 He
pernctpupyet agpeca DNS akTUBHbIMYK ByAyT cTaTU4ecKne HaCcTPOMKM.
OgaHako, ecnv nocsie perncTpaumm JUHamMmmyecknx afpecos rnoJsib3osartesnem
6b111 M3MEHeHbI CTaTYeckme HaCTPOMKM, OHM CTAHOBATCHA aKTMBHbIMM, MOKa
He 6yAyT 3aperncTpmpoBaHbl HOBblE ANHaMUYecKmne agpeca.

ip name-server MOXHO BBOAWNTb MHOTOKPATHO, ec/In TpebyeTcs HaCTPOUTb
HeckoNbKo agpecoB DNS-cepBepoB. Kpome Toro, KaXaomy BBeLeHHOMY
aZpecy MOXHO COMOCTaBUTb OAHO W/IN HECKO/IbKO JOMEHHbIX UMEH A/

316

CnpaBoyHUK koMaHa — Runner 4G (KN-2211)



naBa 3 OnncaHme KOMaHA,

paboTbl co cneyndryeckIMmn 30HaMK, HanprMep, N0KabHBIMU UMEHaM B
KOprnopaTVBHOW ceTu.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIn agpec cepsepa DNS u3
CTaTMYeCcKoro N akTUBHOIO CrMNCKa, eC/I KOMaHAa AaeTcs C aprymMeHTamu,
60 ounLL@eT CNUCOK CTaTUYeCKUX afpecoB, ecnu KOMaHAa AaeTca 6e3
aprymeHToB.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica IP

CuHoncuc (config)> ipname-server<address>[: qport>][«domain [oninterfaces

11

(config)> no ip name-server [ «addresss [ : <port>]][ «domain [ on
<dnterfaces]]

AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
address IP-agpec Ajpec cepBepa NMeH.
port UYenoe uucro |I1opT cepBepa MMeH.
domain Crpoka JloMeH, ans KOTOPOro byAeT MCMoAbL30BaTbCA

cepsep. DNS-npokcn npu paspeLueHumn
NMEeHU B MepByto oyepesb BblbMpaeT agpec
cepBepa ¢ Hanbonee 6N3KMM K 3anpocy
JomeHoM. Ecin foMeH He yKasblBaTb, cepsep
6yAeT NCNoNb30BaTbCA ANA BCeX 3anpoCoB.
BblpaxeHune "" 1cnonb3yeTcs Kak 4OMeH Mo
ymosi4aHuto. MakcnmmasibHoe KONn4ecTso
AomMeHoB ansa ogHoro DNS-cepsepa — 16.

interface WHTepgelic Nmsa nHTepdelica ana HacTponKu.

Mpumep (config)> ip name-server 8.8.8.8 "" on ISP
Dns::InterfaceSpecific: Name server 8.8.8.8 added, domain »
(default), interface ISP.

(config)> no ip name-server
Dns: :Manager: Static name server list cleared.

VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.00 JobaBneHa KoMaHaa ip name-server.
2.14 JlobaBneH aprymeHT port.
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3.58 ip nat

OnuncaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncumc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

BkOUNTb TpaHCNSALUMIO «N10KaNbHbIX» apecoB ceTn network nnm ceTu 3a
nHTepdericom interface. Hanpnmep, komaHga ip nat Home o3HauvaerT, uTto
415 BCeX MaKeToB M3 ceTu Home, MPOXOAALLMX Yepes MapLupyTusaTop, byaet
BbIMOJ/IHEHA MOAMEeHa ajpecoB MCTOYHMKA.

Ja
Ja
Ja
IP
(config)> ipnat (<interfaces | <address> imask>)

(config)> no ip nat (<interfaces | <address> amask>)

AprymeHTt 3HayeHue OnuncaHue

interface UHTeppeinc Nms nHTepdelica NCToYHMKA (MONHOE NMS
nHTepderica nan NceBgoOHNM).

address IP-agpec BmecTe ¢ mackon mask 3agaeT gmnanasoH
IP-appecoB ncTOUHMKA, MOANeXaLLnX
TpaHCaUun.

mask IP-macka Macka grnanasoHa TpaHchaumn. Ectb aBa

cnocoba BBOAA MacKn: B KAHOHMYECKOM BUje
(Hanpumep, 255.255.255.0) v B BUAe
61TOBOI ANVHBI NpeduKca (Hanpumep, /24).

(config)> ip nat Home
Network::Nat: A NAT rule added.

(config)> no ip nat Home
Network::Nat: A NAT rule removed.

Bepcus OnucaHve

2.00 Jo6aBneHa komaHga ip nat.

3.59 ip nat full-cone

OnucaHwne

Mpejukc no

BrntounTb pexuM Full Cone NAT. T1o yMOAYaHUIO pPeXNM BbIK/THOUEH.

KomaHza ¢ nped1KcoM no OTKIOYAET 3TOT PEXUM.

Ja

318

CnpaBoyHUK koMaHa — Runner 4G (KN-2211)



naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

CnHoncuc I (config)>  ip nat full-cone

I (config)> no ip nat full-cone

Mpumep (config)> ip nat full-cone

Network::Nat: Full cone mode enabled.

(config)> no ip nat full-cone
Network::Nat: Full cone mode disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.01 JobasneHa komaHgaa ip nat full-cone.

3.60 ip nat restricted-cone

OnucaHwue BrntounTb pexum Restricted NAT. [0 yMOAYaHUIO PEXMM BbIK/THOYEH.

KomaHaa ¢ npeprKCcoM no OTKIHOYAET 3TOT PEXUM.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica IP

CvHoncuc

I (config)> no ip nat restricted-cone

NMpumep (config)> ip nat restricted-cone
Network: :Nat: Restricted cone mode enabled.

(config)> no ip nat restricted-cone

I (config)> ip nat restricted-cone

Network: :Nat: Restricted cone mode disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 JobaBneHa komaHgaa ip nat restricted-cone.
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3.61 ip nat sstp

OnucaHwue BkntoumnTb TpaHCAAaLUIO agpecoB AN KnneHTos SSTP.
KomaHga c npedumkcom no yganseT npaBuso.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nutepdeiica IP

CuHoncuc I (config)>  ip nat sstp

I (config)> no ip nat sstp

Mpumep (config)> ip nat sstp
SstpServer::Nat: SSTP VPN NAT enabled.

(config)> no ip nat sstp
SstpServer::Nat: SSTP VPN NAT disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.12 [JlobaBneHa komaHaa ip nat sstp.

3.62 ip nat vpn

OnucaHue Bxknouuntb TpaHcnauymio agpecos and VPN-KIMEHTOB.
KomaHga ¢ npedurkcom no yaansieT npasuio.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CuHoncnc I (config)>  ip nat vpn

I (config)> no ip nat vpn

Mpumep (config)> ip nat vpn
VpnServer::Nat: PPTP VPN NAT enabled.

(config)> no ip nat vpn
VpnServer::Nat: PPTP VPN NAT disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 [JlobaeneHa KkomaHaa ip nat vpn.

3.63 ip policy

OnuncaHmne JlocTyn K rpynne KoMaHz, ANs HacTporiku npodunsa goctyna B IHTepHeT —
npasuia Bblbopa MapLLpyTa Mo YMOAYAHWUIO 4151 XOCTOB 1 CerMeHTOB
AoMallHel ceTn. Ecam npodunb 4ocTyna He HaAeH, KOMaHAAa NbITaeTCs ero
co34aTb. MOXHO co3gaTb He 6onee 16 npodunei.

KomaHga c npedunkcomM no yaanseT ykaszaHHbIA npoduab JOCTyna 13 cnucka.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la

Bxo>xaeHue B rpynny (config-policy)

CuHoncnc (config)>  ip policy name>
(config)> no ip policy name>
AprymeHTbI AprymeHT 3HauyeHue OnucaHue
name Mpo¢unb poctyna|Ha3BaHue npodunsa goctyna.
JlonyckaeTcs ucnonb3oBaHue
CVIMBOJIOB NlaTUHCKOro andaBuTa,
umdp, noguepkmBaHua n jeduca. He
6onee 32 CUMBOIOB.
Mpumep (config)> ip policy Policy®
Network: :PolicyTable: Created policy "Policy0@".
(config)> no ip policy Policy0
Network: :PolicyTable: Removed policy "Policy0@".
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.12 Job6asneHa koMmaHaa ip policy.

3.63.1 ip policy description

OnucaHue Ha3HauunTb NponsBosibHOE onuncaHne Npoduato A4ocTyna B VIHTepHerT.
KomaHga ¢ npedunkcom no cTpaeT onncaHuve.,

Mpe¢ukc no [Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

IP

(config-policy)>

description «description

(config-policy)> no description

AprymeHT

3HayeHue

OnucaHue

description

CTpoka

Mpon3BoAbLHOE oNMcaHne Npodunsa JocTyna.
JlonyckaeTcst NCMONb30BaHWeE CMMBOJIOB
naTuHckoro andasuTta, umodp,
nog4vepkuBaHusa n geduca. He bonee 256
CIMBOJIOB,

(config-policy)> description PolicyOne
Network: :PolicyTable:

"Policy0": updated description.

(config-policy)> no description
Network: :PolicyTable:

"Policy0": updated description.

Bepcusa

OnucaHue

2.12

Jlo6aBneHa komaHga ip policy description.

3.63.2 ip policy multipath

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn

BkntounTb GYHKLNIO OAHOBPEMEHHOr0 Mcnoib3oBaHUA WAN-NoAKIt0UeHWIA
B pexunme 6asaHCUPOBKU.

KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.

Ja
Aa

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

Mpumep

IP

I(config-policy)> multipath

I (config-policy)> no multipath

(config-policy)> multipath
Network: :PolicyTable:

"Policy0": enable multipath.
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(config-policy)> no multipath
Network::PolicyTable: "Policy0": disable multipath.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.14 JobasneHa komaHgaa ip policy multipath.

3.63.3 ip policy permit

OnucaHwne PaspeLumnTb ncnosib3oBaHme Npoduas 4ocTyna Ans rnobanbHOro nHTepderica.
Ecnv oavH npodunb focTyna paspeLleH AN HeCKONbKUX NHTepdeincos,
MOXHO yKa3aTb MPMOPUTET A8 KAXKAOr0O N3 HUX.

KomaHaa ¢ npedurkcom no 3anpeLyaeT UCNosib3oBaHe Npoduns Aoctyna
AN yKazaHHoro nHtepdeiica. Ecam BBectn KoMaHAy 6e3 aprymeHToB,
npodunb foctyna bygeT 3anpeLleH 415 Bcex MHTepdelicos.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHtepdeiica IP

CuHoncuc (config-policy)>  permit global <interfaces [ order «orders]

(config-policy)> no permit [ global <interfaces ]

AprymeHTbl AprymeHT |3HaueHune OnucaHue
interface |WHTepgeinc MNMonHoe nmsa nHTepdeinica nnv NCEBLOHNM.
order Lenoe uucno MpuopuTeT rnobanbHOro nHTepdeiica, Ans

KOTOPOro paspeLlleH npodunb gocTtyna.
MoXeT NpUHMMaTb 3HaUYeHUs B Npejenax
oT 1 50 65534, HO He bornee, YeMm

KONMYecTBO rnobanbHbIX MHTep¢encoB.

Npumep (config-policy)> permit global L2TPO order 0
Network::PolicyTable: "Policy0": set permission to use L2TPO.

(config-policy)> no permit global L2TPO
Network: :PolicyTable: "Policy@": set no permission to use L2TPO.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.12 [Job6asneHa KkomaHaa ip policy permit.
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3.63.4 ip policy permit auto

OonucaHue ABTOMAaTMYECKM pa3peLlaTb HOBbIE MOAKIYEHWS ANl Npoduns JocTyna.
Mo ymonuaHuo GyHKUMUS OTK/IOYEHA.

KomaHga ¢ npedunkcom no yaanaet aBToMaTnyecKkoe paspeLleHue.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica IP

CnHoncuc I(config-policy)> permit auto

I (config-policy)> no permit auto

Mpumep (config-policy)> permit auto
Network::PolicyTable: "Policy0": set auto permission.

(config-policy)> no permit auto
Network::PolicyTable: "Policy0": set auto permission.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.12 Jlo6aBneHa komaHga ip policy permit auto.

3.63.5 ip policy rate-limit input

OnucaHune Jlo6aBUTbL NapaMeTpbl OrpaHNYeHNsT BXOASALLEN CKOPOCTU ANS TT06aNbHbIX
nHTepdercoB npoduna goctyna.

KomaHgza ¢ npedpurKcom no yaanset HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica IP

CnHoncuc I (config-policy)>  rate-limit <interfaces input (<rate> | auto)

I (config-policy)>  rate-limit <interfaces no input
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT |(3HayeHue OnucaHwue

interface |WHTepgeric Wms rnobansHoro IP-nHTepdeiica ans
orpaHnyeHus Tpaduka rpynrnom
Ha3Ha4eHHbIX Npodune.

rate Lenoe 4ucno MpegenbHas CKOPOCTbL Nepeaayn AaHHbIX
B K6UT/C. MOXET MPUHMMAaTb 3HaYeHNs B
npezenax oT 64 g0 1000000.

auto Knoyesoe €080 |PexyM aBTOHACTPOKM.

(config-policy)> rate-limit WifiMasterl/WifiStation@ input auto
Network: :PolicyTable: "Policy0": set input rate limit to "auto".

(config-policy)> rate-limit WifiMasterl/WifiStation0® input 100000
Network: :PolicyTable: "Policy@": set input rate limit to "100000" »
kbps.

(config-policy)> rate-limit WifiMasterl/WifiStation® no input
Network: :PolicyTable: "Policy0": reset input rate limit.

Bepcus OnucaHve

3.05 [JobaeneHa komaHaa ip policy rate-limit input.

3.63.6 ip policy rate-limit output

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

[l06aBNTb NapaMeTpbl OrPaHNYEHNS UCXOASLLIE CKOPOCTU AN TN06aNbHbIX
nHTepdericos npoduna gocryna.

KomaHga ¢ npedunKcom no yaanset HacTPOnKy.
Ja

Aa

Het

IP

(config-policy)>  rate-limit <interface> output (<rate> | auto)

(config-policy)>  rate-limit <interface> no output

AprymeHT |3HauyeHue OnucaHwue

interface |WHTepgesic Wms rnobaneHoro IP-nHTepdeiica ansa
orpaHunyeHuns Tpadumka rpynnom
Ha3Ha4veHHbIX Npodunen.

rate Lenoe 4ucno lMpeaenbHasa cKopocTb Nepeaayvn AaHHbIX
B K6ut/c. MoXeT NpMHMMaTh 3Ha4YeHus B
npegenax ot 64 A0 1000000.
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Mpumep

WcTopus nsmeHeHum

AprymeHT |(3HayeHue OnucaHwue

auto KniwyeBoe cn0Bo |Pex1M aBTOHACTPOMKM.

(config-policy)> rate-limit ISP output auto
Network: :PolicyTable: "Policy@": set output rate limit to "auto".

(config-policy)> rate-limit ISP output 1000
Network: :PolicyTable: "Policy0": set output rate limit to "1000" »
kbps.

(config-policy)> rate-limit ISP no output
Network::PolicyTable: "Policy0": reset ouput rate limit.

Bepcus OnucaHue
3.05 JobasneHa komaHaa ip policy rate-limit output.
3.08 JobasneH aprymeHT auto.

3.64 ip route

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHTbl

[o6aBuTb B TabnMLy MapLUpyTU3aLMN CTaTUYECKUIA MapLUPYT, KOTOPbIA
3ajaeT NpaBuao nepegayun IP-nakeToB Yepes onpegeneHHbIl W3 an
ceTeBoW nHTepodelic.

B kKauecTBe ceT Ha3HauYeHNA MOXHO yKasaTtb KntoyeBoe cnoBo default. B
3TOM C/lyyae byAeT co3aH MapLUPYT MO YMOAYaHUIO.

KomMaHgza ¢ npedrkcom no yaanseT MapLUpPyT C yKazaHHbIMY NapamMeTpamMu,
Ja
Aa
Ja
IP

(config)>  ip route ( networks mask> | <host> | default) («gateway>
[interface] | <interfaces) [auto] [metric] [reject]

(config)> no ip route ( <network> mask> | <host> | default) [«gateway: |
<interfaces] [metric]

AprymeHT |3HauyeHue OnucaHwue

network IP-agpec IP-appec ceTn Ha3HaueHus.

mask IP-macka Macka ceTu HasHa4veHus. ECTb fBa cnocoba
BBOJla Mackn: B KAHOHNYECKOM BUAe
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AprymeHT |(3HayeHue OnucaHwue

(Hanpwumep, 255.255.255.0) 1 B Buge
6uTOBON ANNHBI NpedurKca (Hanpumep, /24).

host IP-agpec IP-agpec y3na HasHaveHus.

default Kriwyesoe cnoso|cnonb3yetca ANd 3aaHNS MapLUpPyTOB Mo
YMONYaHUIO.

interface |WHTepgeric MNMonHoe nmsa nHTepdeiica nnv NCEBLOHUM.

YKa3blBaeTcs B kayecTBe HanpaBiaeHns
nepejavv rnakeTos, eC/n K UHTepdency
MOAKMOYEH KaHa/ TOYKa-Touka, He
TpebyroLLnii AONONHUTENbHOV agpecauunn
BHYTPW KaHana.

Ecnun Ha nHTepdelice yctaHOBNEH
npuopwuTteTt interface ip global, mapwpyT
£06aBNAETCS B CUCTEMHYHO TabnLy TONBKO
B TOM CJly4ae, eCnu He CyLLecTByeT Apyroro
MapLLpyTa € TeM Xe ajpecoM Ha3HaveHus
1 661bLWIVM NPUOPUTETOM.

gateway IP-agpec IP-agpec mapLupyTmn3saTopa B
HernocpeACTBEHHO NOAK/IOUYEHHON ceTu.
MoxeT bbITb 3ajjaH BMecTe C UMeHeM
nHTepdelica, ecin TpebyeTcs ykasaTb
npuopwutert interface ip global. Ecan
nHTepdelic He ykasaH, OH onpejensieTcs
CNCTEeMOI aBTOMAaTUYeCKM N3 TeKYLLX
HacTpoek IP.

auto KriwyeBoe cnoso|l1o3BoNSET MPUMEHUTL MapLUPYT TOr4a,
KOrfa CTaHeT AOCTyMneH YKa3aHHbI B HeM
LLI/THO3.

metric Lenoe uucro MeTpuka MapLupyTa. B TekyLei

peanunsaunmn UTHOPUPYeTCs.

reject Kno4yeBoe c¢/1080|BKAHOUNTE MapLLPYT, YTOObI NCNOB30BaTh
TONbLKO BbIOpPaHHbIN NHTepdenc ans
MapLLpyTM3auum Tpadumka K yKazaHHOMY
MecCTy Ha3HayeHus. Ecim ykasaHHbIN
nHTepdelic He aKkTMBEH, TO TpaduK He
nepeAaeTcs no ApyrumM BO3MOXHbIM
MapLupyTam. 3Ta onuma paboTaeT TONbKO
Npv NCNOAb30BaHUK ONUUK auto 1 He
MOXEeT MPUMEHATLCA K MapLUpyTy No
YMOYaHMIO.

Mpumep (config)> ip route default Home
Network: :RoutingTable: Added static route: 0.0.0.0/0 via Home.

(config)> ip route 123.123.123.123 Wireguardl auto reject
Network: :RoutingTable: Added static route: 123.123.123.123/32 »
via Wireguardl.
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(config)> no ip route 123.123.123.123 Wireguardl
Network: :RoutingTable: Deleted static route: 123.123.123.123/32 »
via Wireguardl.

(config)> no ip route default
Network: :RoutingTable: No such route: 0.0.0.0/0.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.00 [JobaeneHa KomaHza ip route.
3.08 JobaeneHa onuus reject.

3.65 ip search-domain

OnucaHue Yka3aTb JOMeH Nouncka A/is paspeLleHnst HeMoHbIX MMeH XOCTOB.
KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CvHoncuc (config)> ip search-domain «domain»
(config)> no ip search-domain
AprymeHTbI AprymeHT 3HaueHue OonucaHue
domain Ctpoka JomeHHoe nm4.
Mpumep (config)> ip search-domain my.example
(config)> no ip search-domain my.example
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.00 Job6asneHa komaHaa ip search-domain.

3.66 ip sip alg direct-media

OnucaHwue 3ameHuTb IP-agpec B none Owner npoTtokona SDP. 3Ta GyHKUMA NCNONb3yeTcs

UTObbI HE HAaCTpPaVBaTb OTAE/bHbIN NPo6poc NnopToB ANns VoIP-Tpaduka. Mo
YMOIYaHUIO HAaCTPOMKa OTKAKOYeHa.

KomaHza ¢ nped1KcomM no oTKIoYaeT HaCTPOWAKY.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CuHoncuc I(conﬂg)> ip sip alg direct-media

I (config)> noip sip alg direct-media

MNpumep (config)> ip sip alg direct-media
Sip::Alg: Direct media enabled.

(config)> no ip sip alg direct-media
Sip::Alg: Direct media disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.1 JobasneHa KomaHaa ip sip alg direct-media.

3.67 ip sip alg port

OnucaHwue YkazaTb HOMep nopTa A1s SIP coobLueHniA, OTANYHbIN OT CTaHAapTHoro. Mo
YMOJIYaHUIO NCNOoJIb3yeTcsa HoMep nopTa 5060.

KomaHga ¢ npedunkcom no ycTaHaB/IMBaET MOPT MO YMOUAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het

CuHoncuc (config)> ip sip alg port ort

(config)> noip sip alg port

AprymeHTbI AprymeHT |3HaueHme |OnucaHune

port Yenoe uucno |Homep noprta.

Npumep (config)> ip sip alg port 7090
Sip::Alg: Port set to 7090.

(config)> no ip sip alg port
Sip::Alg: Port reset to default.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

2.12 Jlo6aBneHa komaHga ip sip alg port.
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3.68 ip ssh

OnucaHwue JocTyn K rpynne KomMaHz4 Ana ynpasneHua SSH-cepsepom.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-ssh)

Cunoncuc I (config)>  ip ssh

Npumep (config)> ip ssh
(config-ssh)>

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.12 Job6asneHa komaHgaa ip ssh.

3.68.1 ip ssh cipher

OnucaHwue YCTaHOBUTb LWUN$POBaHME CUMMETPUYHOIO K/to4a A5 ceaHca SSH.
KomaHga ¢ npedurkcom no yaanseT yKasaHHbIn anroputM WNGpoBaHUS.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica IP

CuHoncuc (config-ssh)>  cipher «ciphenr

(config-ssh)>  no cipher «cipher

AprymeHTbI AprymeHT |3HaueHue OnucaHue
cipher chacha20-poly1305@openssh.com|Anroputm WndpoBaHUS
ChaCha20-Poly1305.
aesl28-ctr AnropuTm WndpoBaHms
AES128-CTR.
aes256-ctr An encryption algorithm
AES1256-CTR.
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AprymeHT |3HayeHue OnucaHue
aes128-gcm@openssh.com ANropnT™ WndpoBaHMS
AES128-GCM.
aes256-gcm@openssh. com AnropuTm WwWndpoBaHms
AES256-GCM.
Mpumep (config-ssh)> cipher chacha20-polyl305@openssh.com

Ssh::Manager: Added cipher "chacha20-polyl305@openssh.com".

(config-ssh)> no cipher chacha20-polyl305@openssh.com
Ssh::Manager: Use default ciphers.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.04 Job6asneHa komaHaa ip ssh cipher.
Bepcus OnucaHve
3.05 JlobaBneHbl HOBbIe anrOpPUTMbI LLINGPOBAHNSA
aes128-gcm@openssh.com, aes256-gcm@openssh. com.

3.68.2 ip ssh keygen

OnucaHmne O6HoBNEHME KNtoYa 3aJaHHOr0 TUNa.
Mpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun uHTepderica IP

CnHoncuc (config-ssh)>  keygen <keygen>

AprymeHTbI AprymeHT 3HaueHue OnwucaHue

keygen default ABTOMaTMUeCKas reHepauns HOBOro
OTKpbITOro Kito4a RSA2048 +
ECDSA-NISTP521.

rsa-1024 ABTOMaTM4YecKas reHepaLysa HOBOro
OTKpbITOro knto4a RSA gnavHoin 1024
6uT.

rsa-2048 ABTOMaTMYeCKasa reHepaLa HoBOro
OTKpPbITOro knto4a RSA ganHoin 2048
6UT.

rsa-4096 ABTOMaTMUeCKas reHepauns HOBOro
OTKpbITOro katoya RSA annHoin 4096
6uT.
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AprymeHT

3HauyeHue

OnucaHune

ecdsa-nistp256

ABTOMaTU4yeckas reHepauuna HoBoro

OTKpbITOro kntova ECDSA gnaviHon 256
o6uT.

ecdsa-nistp384 |ABTOMaTU4YecKas reHepawys HOBOro
OTKpbITOro knto4va ECDSA annHoin 384

eur.

ecdsa-nistp521 |ABTOMaTU4YecKas reHepaumsa HOBOro
OoTKpbITOro knto4va ECDSA gnvHoin 521

eur.

ed25519 ABTOMaTMUeCKas reHepauuns HOBOro

OTKpbITOro Kro4va ED25519.

(config-ssh)> keygen default
Ssh::Manager: Key generation is in progress...

Mpumep

UcTopuns nsmeHeHnii

Bepcus OnucaHve

2.12

Job6asneHa komaHga ip ssh keygen.

3.68.3 ip ssh lockout-policy

OonucaHue 3asaTb NapaMeTpbl OTCNEXMBAHNSA NOMbITOK BTOPXeHUs NyTém nepe6opa

naponeii SSH ans nybnuyHeix nHTepdeincos. Mo ymonvaHmno ¢yHKLmMA
BKAtOYeHa. Ecnu B kKavecTBe aprymeHTa ncnonb3yeTcs 0, Bce napameTpbl

oTcnexvBaHUs nepebopa 6yAyT cOpOLLEHbl B 3HaUYeHNS NO YMOYaHMIO.
KomaHga ¢ npedunkcom no oTkAouvaeT obHapyXXeHue nogoopa.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config)>  ip ssh lockout-policy <threshold; [«durations

[<observation-window]]

(config)> no ip ssh lockout-policy

AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

threshold

Llenoe uucno KonnuectBo HeyAauHbIX MOMNbITOK
BX0OJa B CUCTEMY. Mo YMONYaHUNIO
YCTaHOBJ/IEHO 3HauyeHve 5. MoxeT
NPMHUMaTb 3HaYeHNA B nNpejenax

oT 4 0 20.

332

CnpaBoyHUK koMaHa — Runner 4G (KN-2211)



naBa 3 OnncaHme KOMaHA,

AprymeHT

3HavyeHue OnucaHue

duration

llenoe 4ucno MpogomKnTeNbHOCTL 3anpeTa
aBTopu3aLmmn Ans yKkasaHHoOro
IP-apgpeca B muHyTax. Mo
YMO/JTYaHWIO YCTAaHOB/IEHO 3HaYeHMe
15. MoXeT NpnHMMaTh 3HaYeHVA B

npeaenax ot 1 4o 60.

observation-window|ljesnoe 4yucno

MpoAOC/IXNTENBHOCTb HabAAeHNS
33 NOAO3PUTENLHON aKTUBHOCTLHO
B MUHYyTax. 1o ymon4aHuo
YCTaHOBJ/IEHO 3HauyeHwue 3. MoxeTt
NPUHVMAaTL 3HaYeHWUA B npejenax
oT 140 10.

Mpumep

(config-ssh)> lockout-policy 10 30 2

Ssh::Manager: Bruteforce detection

(config-ssh)> no lockout-policy
Ssh::Manager: Bruteforce detection

(config-ssh)> lockout-policy 0
Ssh::Manager: Bruteforce detection

is reconfigured.

is disabled.

reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.12 Job6asneHa komaHgaa ip ssh lockout-policy.

3.68.4 ip ssh port

HasHauuTtb nopt aAna SSH-coegnHeHWA. 10 yMOIYaHKMIO MCNONbL3YeTca HoMep

KomaHga ¢ Hpe¢MKCOM Nno yCTaHaB/IMBaeT HOMep NopTa B 3Ha4YeHue no

OnucaHwue
nopTa 22.
YMOJIYaHWIO.
Mpe¢ukc no [Ja

MeHsieT HacTpouikm  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-ssh)>  port qumbers

I (config-ssh)> no port
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

number

Llenoe u4ucno

Homep nopta. MoxeT npUHMMaTbL 3HaYeHs
B npejenax ot 1 Ao 65535 BKAOUNTENLHO.

(config-ssh)> port 2626
Ssh::Manager: Port changed to 2626.

(config-ssh)> no port
Ssh::Manager: Port reset to 22.

Bepcusa

OnucaHue

2.12

JobaeneHa

KoMaHga ip ssh port.

3.68.5 ip ssh security-level

OnucaHwne

Mpedukc no

MeHsieT HacTpPoAKK
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YcTaHOBUTbL ypoBeHb 6e3onacHocTM SSH. Mo yMoa4aHmio ycTaHOBNEHO
3HayeHue private.

Het

Ja
Het

IP

(config-ssh)>

security-level (public | private | protected)

AprymeHT 3HauyeHue OnuncaHwue

public Knouesoe Joctyn k SSH-cepBepy pa3peLueH ans public,
C/10BO private n protected nHtepdeliicos.

private Krouesoe Joctyn K SSH-cepBepy pa3pelueH ans private
c/0BO nHTepdelicos.

protected Knoyesoe JocTyn K SSH-cepBepy pa3peLueH Ans private
C/10B0 n protected nHTepdelicos.

(config-ssh)> security-level protected
Ssh::Manager: Security level changed to protected.

Bepcusa

OnucaHune

2.12

[JlobaeneHa komaHaa ip ssh security-level.
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3.68.6 ip ssh session timeout

OnuncaHwne YCTaHOBUTL BpeMS CyLLeCTBOBaH WS HeaKTUBHOM ceccum Ans SSH-coeanHeHus.
Mo ymonuaHuio TaiM-ayT paBeH 300, To eCTb QYHKLNA OTCAEXNBaHWS

AKTUBHOCTU BHYTPU C€CCUM OTKAIOYEHa.
KomaHga ¢ npedunkcom no yctaHaB/IMBaET TallM-ayT Mo YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config-ssh)>  session timeout <timeout>

(config-ssh)> no session timeout

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

timeout Lenoe uucro |Bpems CyLLecTBOBAHMWA HEAKTUBHOW CECCUMU.
Mo>keT NpuHMMaTb 3HaYeHs B Npejenax oT
5 a0 2321 CeKyHZ, BKIOUNTENbHO.

Mpumep (config-ssh)> session timeout 123456
Ssh::Manager: A session timeout value set to 123456 seconds.

(config-ssh)> no session timeout
Ssh::Manager: A session timeout reset.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

3.03 Jlo6aBneHa komaHga ip ssh session timeout.

3.69 ip static

OnucaHwue Co3gaTtb NpaBuio TpaHCNALUN NoKanbHbIX IP-agpecoB B rnobansHble am
HaobopoT. Ecnn interface nan network cOoTBeTCTBYET MHTEpdeiicy ¢
ypoBHeM 6e3onacHocT public, To 6yAeT BbINOAHATLCA TPAHCNAUMA ajpeca
Ha3HaueHus (DNAT). Echv to-address cooTBeTCTBYeT MHTepdeiicy C ypoBHEM
6e3onacHocTy public, TO 6yfeT BbINOMHATLCA TPAHCALMA ajpeca UCTOUHMKA

(SNAT). Homep nopta TCP/UDP Bcerga paccMatpmBaeTcs Kak nopT
HasHaveHus.

Ecnu network cooTBeTCTBYeT O4HOMY ajpecy, 1 3TOT ajpec paBeH to-address,
TO Takoe NpaBuao ByaeT 3anpeLlaTb TPAHCAALMIO yKa3aHHOro ajpeca,
KOTOpas Mornaa 6bl 6b6ITb BbIMOAHEHA UCXOAS U3 3a4aHHbIX NpaBwA ip nat.
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Mpaswuna ip static nmetroT 60s1€€ BLICOKUI MPUOPUTET MO CPABHEHMIO C
npaswnamu ip nat.

AOI’IOJ’IHI/ITEJ'IbHyFO HaCTp0I7IKy MeXXCeTeBOro asxpaHa npon3BognTb HE HY>XXHO,
T.K. IpU ncnonb3oBaHUM NpaBuna nepeagpecaulnn MHTEPHET-LEHTP
CaMoCTOoATE/IbHO OTKPbIBaeT A0CTYMN NO yKa3aHHOMY MNOpPTY.

KomaHga ¢ npedunkcom no BKAOUAET U YAANSET Npasusio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica IP

CuHoncnc (config)> ip static[protocols] (<«interfaces | («address» masks))
(«port> through «end-ports (<to-addresss | <to-host) |
[port] (<to-address> | <to-hosty) [to-port] |

<to-address | <to-host> | <to-interface»)

(config)> no ip static [ (protocols] («interfaces | («address» inasks))
(«port> through «end-port; (<to-addresss | <to-host) |
[port] (<to-address> | <to-hosty) [to-port] |
«to-address | <to-host> | <to-interfaces)

AprymeHTbI AprymMeHT |3HaueHme |OnucaHwne
protocol tcp MpoTokon TCP.
udp MpoTtokon UDP.
icmp Mpotokon ICMP.
tcpudp MpoTtokonbl TCP v UDP.
gre MpoTtokon GRE.
ipip MpoTokon IP in IP.

interface UHTeppenc Vims BxogHOro nHtepdeiica (moaHoe nms
nHTepderica N NCEBAOHUM).

comment Ctpoka 3ameTKM nosnb3oBaTtens c CMMBOJIOM ! nepej
HUMN,

address IP-agpec BmecTe ¢ mackow mask 3agaeT AManasoH
IP-agpecoB Ha3HaueHKA, noanexalumx
TpaHcaauun.

mask IP-macka Macka gmnanasoHa TpaHchauun. Ecte aBa

cnocoba BBOAA Mackun: B KAHOHUYECKOM BuAe
(Hanpumep, 255.255.255.0) n B BUAe
61TOBOV ANNHLI Npedukca (Hanpumep, /24).

port Uenoe 4ucno |Homep nopta TCP/UDP, Ha KOoTOpbI
NPUXOANT 3aNpoc, MOANEXALLNN TPAHCAALUN.
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Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
Ecnn He ykasaH, TpaHciauma byaet
BbIMOJIHATLCA A1 BCEX BXOAALLMX 3aMPOCoB

end-port lenoe umucno |OKOHYaHMe AnanasoHa NOPTOB

to-address |IP-agpec Afpec HasHayeHMd nocne TpaHcAauun.

to-host MAC-appec MAC-agpec HazHaueHUs nocne TPaHCIALNN.
Mcnonb3yeTtcs Tonbko MAC-agpec 13 cnncka
known host. Echu known host yaganseTcs, To
CBA3aHHbIe C HUM NpaBua Takxe 6yayT
yAaneHsol.

to-port UYenoe uucro |Homep nopta TCP/UDP nocne TpaHchaumm.

Ecnn He ykasaH, NopT Ha3HaYeHNst 0CTaeTcs
NPEXHUM.

to-interface

UHTEepperic

Nmsa nHtepdelica nocne TpaHCaaLmMN.

MycTb MeeTCa MapLUPYTU3aTOP MeXAyY «10KafbHOM» ceTbto 172.16.1.0/24
(ypoBeHb 6e30racHOCTV private) n «rnobasbHoOn» ceTbio 10.0.0.0/16
(ypoBeHb 6e3onacHocT public). TpebyeTtcs, UTO6bI BCe 3anpocChl,

npuxoasLue Ha «rnobanbHbli» MHTepdenc 3Toro MapLIpyTM3aTopa Ha nopT
80, TpaHCAMpPOBANUCh Ha «N0Ka/bHbIV» cepBep C agpecoM 172.16.1.33.

lMocnepgoBaTesibHOCTL KOMaHA, peannsyrlWnX Takyro CXemMy, MOXET BbIrNALETb

Tak:

(config)> interface
Network::Interface::

(config)> ip static
Network: :StaticNat:

(config)> ip static
Network: :StaticNat:

(config)> ip static
Network: :StaticNat:

tcp ISP 80
Static NAT

Home ip address 192.168.1.1/24
Ip: "Bridge0": IP address is 192.168.1.1/24.

172.16.1.33 80
rule has been added.

tcp ISP 21 00:0e:c6:al:22:11 !test
Static NAT rule is already there.
disable

Static NAT disable unchanged.

(config)> no ip static disable

Network: :StaticNat: Static NAT

(config)> no ip static

Network::StaticNat: Static NAT

rule enabled.

rules have been removed.

Bepcus OnucaHve
2.00 JobasneHa KoMaHgaa ip static.
2.06 Jlo6aBneH aprymeHT to-host.
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3.70 ip static rule

OonucaHue OTKNOUNTb NPABWIO TPaHCAAUUN IP-aZpecoB UV OrpaHNUYNTL BPEMSI ero
paboTbl pacnucaHmeMm.

KomaHga ¢ npedrkcom no BKIOUAET MPaBuIo NN OTMEHSeT pacnumcaHue.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica IP

CuHoncnc (config)> ip static rule «index> (disable | schedule «<schedule»)

(config)> no ip static rule <index> (disable | schedule)

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
index lenoe 4ucno |Homep npasuia TpaHCNALMN.
disable Knoyesoe OTKNHUYNTE NPaBUIO TPAHCAALNN.
C/10B0
schedule Pacnucaune |HasBaHMe pacnncaHums, CO3gaHHOro npu
nomMoLuwy rpynnel KoMaHg schedule.

Mpumep (config)> ip static rule 0 schedule test_schedule
Network::StaticNat: Static NAT rule schedule applied.

(config)> ip static rule 0 disable
Network: :StaticNat: Static NAT rule disabled.

(config)> no ip static rule 0 disable
Network: :StaticNat: Static NAT rule enabled.

(config)> no ip static rule 0 schedule
Network: :StaticNat: Static NAT rule schedule removed.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 JobasneHa KomaHaa ip static rule.

3.71ip telnet

OnucaHwue JocTyn K rpynne komaHa Ans ynpaeneHus Telnet-cepsepom.
Mpejukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-telnet)

CuHoncuc I (config)>  ip telnet

MNpumep (config)> ip telnet
(config-telnet)>

NcTopus nsmeHeHuimi Bepcus onucaHue

2.08 [Jlo6baBneHa komaHga ip telnet.

3.71.1 ip telnet lockout-policy

OnucaHune 3agaTb NapamMeTpbl OTCEXVBaAHWA NOMbITOK BTOPXeHWs NyTéM nepebopa
naponeri Telnet Ana Nny6anyHbIX UHTepdeincoB. Mo ymonyaHuio ¢yHKLUMA
BK/ItOUeHa. Ecnuv B kavecTBe aprymeHTa Ucnosb3yeTcs 0, Bce napaMeTpsl

oTCnexnBaHNa Nepebopa byayT COPOLLEHbI B 3HAYEHWNS MO YMONYAHUIO.
KomaHga ¢ npedurkcom no oTk/r0UaeT obHapyxeHne nogbopa.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc (config)>  ip telnet lockout-policy <thresholds [«duration»

[cobservation-windows]]

(config)> no ip telnet lockout-policy

AprymeHTbI AprymeHT 3HauyeHue OnucaHue

threshold lenoe 4ucrio |Konmuyectso HeyAauHbIX MOMbITOK
BXOJ4a B cuctemy. 1o ymonuaHuo
yCTaHOB/IEHO 3HayeHve 5. MoxeTt
NpYHMMaTbL 3HayYeHnsa B Nnpejenax ot
4 po 20.

duration Lenoe 4ucno |MNpoAoIXKUTENBHOCTL 3aMpeTa
aBTOpM3aLUN ANA yKa3aHHOro
IP-agpeca B MmyHyTax. [1o ymonyaHuo
yCTaHOB/IEHO 3HayeHve 15. MoxeT
NnpMHNMaTb 3HaueH1A B Npejenax oT
1 n0 60.
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AprymeHT

3HauyeHve OnucaHue

observation-window|lenoe 4yucno |MpoAOAKUTENBHOCTL HAaBMOAEHNS 3a

NoAO3pUTENIbHON aKTUBHOCTLIO B
MUHYyTax. o yMO/I4aHMIO yCTaHOBNEHO
3HayveHue 3. MoxeT NpMHMMaTb
3HayeHWA B npegenax ot 1 o 10.

Mpumep

UcTopusa nsmeHeHwnii

(config-telnet)> lockout-policy 10 30 2
Telnet::Server: Bruteforce detection is reconfigured.

(config-telnet)> no lockout-policy
Telnet::Server: Bruteforce detection is disabled.

(config-telnet)> lockout-policy 0
Telnet::Server: Bruteforce detection is enabled.

Bepcus

OnucaHune

2.08

JlobasneHa komaHAa ip telnet lockout-policy.

3.71.2 ip telnet port

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

HasHaunTb nopT ans telnet-coearHeHms. Mo yMOAYaHMIO NCNONb3YETCS
HoMep nopTa 23.

KomaHza c npedurKcom no ycTaHaBnMBaeT HOMep NopTa B 3HaYeHue no

YMONYaHUIO.

Aa
Ja
HeTt

IP

(config-telnet)>  port <qnumber>

(config-telnet)> no port

AprymeHT

3HavyeHue OnuncaHue

number

lYenoe uucrio |Homep nopta. MoxXeT NpUHUMAaTL 3HaYeHUS
B npegenax oT 1 Ao 65535 BkioUnTENBHO.

(config-telnet)> port 2525
Telnet::Server: Port unchanged.

(config-telnet)> no port
Telnet::Server: Port unchanged.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.08

[JobaeneHa komaHzaa ip telnet port.

3.71.3 ip telnet security-level

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

YcTaHOBUTbL ypoBeHb 6e3onacHocTn Telnet. Mo ymonyaHWo yCTaHOBAEHO
3HayeHue private.

HeT
Ja
HeTt

IP

(config-telnet)> security-level (public | private | protected)

AprymeHT |3HayeHue OnucaHwue

public Kn4yesoe cnoso|ocTyn Kk Telnet-cepsepy pa3speLueH ans
public, private u protected nHTepdeiicos.

private Knw4yesoe croso|[octyn k Telnet-cepBepy pa3peLleH ans
private nHTepdeiicos.

protected |KmwuyeBoe cnoso|focTyn Kk Telnet-cepBepy paspeLueH ans

private n protected nHtepdelicos.

(config-telnet)> security-level protected
Telnet: :Manager: Security level changed to protected.

Bepcus

OnucaHue

2.08

JlobaBneHa komaHga ip telnet security-level.

3.71.4 ip telnet session max-count

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

YCTaHOBUTb MaKCVManbHOE YNCI0 Of4HOBPEMEHHbIX CECCUI ANs
telnet-coegnHeHMs. [0 yMOAYAHNIO UCMONB3YOTCA MaKCUMYM 4.

KomaHga c npedprkcom no ycTaHaBAMBAET KONMYECTBO CECCUM MO YMONYAHNIO.

Ja
Ja

HeTt

IP
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CuHoncuc (config-telnet)>  session max-count «count»
(config-telnet)> no session max-count
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
count UYenoe umucro |MakcmmanbHOe YMC/I0 O4HOBPEMEHHbIX
ceccnii. MoxeT NpUHUMaTb 3HaYeHs B
npeaenax ot 1 Ao 4 BKAOUNTE/IbHO.
Mpumep (config-telnet)> session max-count 4
Telnet::Server: The maximum session count set to 4.
(config-telnet)> no session max-count
Telnet::Server: The maximum session count reset to 4.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

2.08 [JobaeneHa komaHzaa ip telnet session max-count.

3.71.5 ip telnet session timeout

OonucaHue YCTaHOBUTb BPeMSsi CyLLLeCTBOBaHWNSI HEAaKTUBHOWN ceccun Ans
telnet-coegnHeHws. Mo yMonyaHuWio TaiM-ayT paBeH 300, YTO 3HAUUT YTO

bYHKUMA OTCNEXMBAHNSA aKTUBHOCTY BHYTPU CECCUM OTKJTIOYEHA.
KomaHga c npedunkcom no yctaHaBAMBaeT TaiM-ayT MO YMOAYaAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

Cunoncuc (config-telnet)> session timeout (timeout>

(config-telnet)> no session timeout

AprymeHTbI AprymeHT 3HaueHue OonucaHue

timeout Lenoe umucno |Bpems cyLLecTBOBaHWA HEAKTUBHOW Ceccuu.
Mo>keT NnpuHMMaTb 3HaYeHs B Npejenax oT
540 23%.1 CeKyHJ, BKNHOUNTE/IbHO.

Mpumep (config-telnet)> session timeout 600
Telnet::Server: A session timeout value set to 600 seconds.
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WcTopusa nsmeHeHum

(config-telnet)> no session timeout
Telnet::Server: A session timeout reset.

Bepcus OnucaHue

2.08 JobasneHa KoMmaHgaa ip telnet session timeout.

3.72 ip traffic-shape host

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTbL NpeAen CKOPOCTU Nepesayn AaHHbIX A1 YKa3aHHOMo yCTpolicTBa
AOMalLHel ceTn B 06e CTOPOHbI. [0 yMONYaHMIO CKOPOCTb He orpaHunyeHa.

KomaHaa ¢ npedpmnkcom no yaansieT HaCTPOViKy A5 YKa3aHHOro YCTPOKCTBa.
Ecnu BbINONHWTL KOMaHAY 6e3 apryMeHTOB, BCe OrpaHNYeHns A1 BCeX
YCTPOWCTB 6yAyT OTMEHEHbI.

Ja
Ja
Aa
IP

(config)> ip traffic-shape host wmac> rate <rate> [ asymmetric
<upstream-rates ][ schedule <schedules ]

(config)> no ip traffic-shape host [ mac> ]

AprymeHT 3HaueHune |OnucaHue
mac MAC-agpec |MAC-agpec yCcTponcTBa AOMaLLHen ceTu.
rate Lenoe 4ucno |3HaveHMe CKopoCTU nepejadnt JaHHbIX B

Kéut/c. OrpaHnyeHne A0XHO ObiTh B
AnanasoHe oT 64 Kéut/c go 1 remt/c.

upstream-rate |Uesoe uucno|CKOpPOCTb OTAAUN AaHHbIX B K6UT/C.
OrpaHunyeHve fJONXHO 6bITb B AManasoHe
oT 64 Kéut/c o 1 réut/c.

schedule Pacnucanne |Ha3BaHWe pacnuncaHusa, coO3gaHHOro npu
nomoLum rpynnbl KomaHg schedule,

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80
TrafficControl: :Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 80 Kbits/sec.

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80 »
asymmetric 64

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec..
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(config)> ip traffic-shape host a8:1e:82:81:f1l:21 rate 80 »
asymmetric 64 schedule Update

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec (controlled by schedule Update).

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"aB:1e:82:81:f1:21".

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host
TrafficControl::Manager: Rate limits for all hosts removed.

WcTopuns nsmeHeHunit |Bepcus onuvcaHue
2.05 Job6asneHa komaHgaa ip traffic-shape host.
2.08 [JobaeneH aprymeHT schedule.
3.04 [lobaBneH aprymeHT upstream-rate.

3.73 ip traffic-shape unknown-host

OnucaHwune YcTaHOBUTbL orpaHmnyeHne CKoOpoCcTn nepejayn AaHHbIX Ana
HE3aPErncTpnNpoBaHHbIX yCTpOI7ICTB B 060MX HanpaBneHnAX. Mo YMO/T4aHWIO
CKOPOCTb HE OrpaHnN4yeHa.

KomaHza ¢ npedprKcom no yaanset HaCTPOKY.
MNpedukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config)> ip traffic-shape unknown-host rate «rate> [ asymmetric

upstream-rate» ]

(config)> no ip traffic-shape unknown-host rate

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

rate Lenoe uncno |CKOpoCTb NepeAayn AaHHbIX B K6UT/c.
3HaueHune A0/IKHO 6bIThb B B AnanasoHe oT
64 Kéut/c po 1 réeut/c.

upstream-rate |Jenoe ymcro|CKOPOCTb OTAAYN AaHHbIX B K6UT/C.
OrpaHuyeHmne JOMKHO 6bITb B AMana3oHe
oT 64 Kéut/c o 1 réumt/c.
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Npumep (config)> ip traffic-shape unknown-host rate 80
TrafficControl::Manager: Rate limit for unknown hosts set to 80 »
Kbits/sec.

(config)> ip traffic-shape unknown-host rate 80 asymmetric 64
TrafficControl::Manager: Rate limit for unknown hosts set to »
80/64 Kbits/sec.

(config)> no ip traffic-shape unknown-host rate
TrafficControl::Manager: Rate limit for unknown hosts removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.09 JobasneHa komaHgaa ip traffic-shape unknown-host.
3.04 JobasneH aprymeHT upstream-rate.

3.74 ipv6 firewall

OnucaHue BrkntounTtb 6paHamayap IPv6. Mo ymonvaHumio GyHKUMSA BKIOYEHa.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(config)> ipv6 firewall
I (config)> no ipv6 firewall

Example (config)> ipvée firewall
(config)> no ipv6 firewall

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.06 JobasneHa komaHaa ipvé firewall.

3.75 ipv6 local-prefix

OnucaHue HacTtpontb nokanbHbIin npedurkc (ULA). ApryMeHT MoXeT 6biTb 6yKBEHHbIM
npedukcom nam knroyesbiM cnosom default, KoTopoe aBToOMaTMUECKN

reHepupyeT NOCTOAHHbIV YHUKaNbHbIN NpedurKc.
KomaHaa ¢ npepurKCcom no oTKNHOYaeT HaCTPONKY.

Mpe¢ukc no [Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het
Cunoncuc (config)> ipv6 local-prefix (default | prefix)
(config)> no ipv6 local-prefix [default | prefix ]
AprymeHTbI AprymeHT |3HauyeHune OonuncaHmne
default Knio4yesoe cnoso|leHepupoBaTb NOCTOAHHBIN YHUKANbHbI
npedwukc.
prefix lMpegpukc NokanbHbin npedukc (ULA). lomKHO 6bITb
KOppeKTHOe 3HaveHVe npedukca B 6a10ke
fd00: : /8 c AnnHom npedukca He bonee 48.
NMpumep (config)> ipv6 local-prefix default

Ip6::Prefixes: Default ULA prefix enabled.

(config)> ipvé local-prefix fd0l:db8:43::/48
Ip6::Prefixes: Added static prefix: fd0l:db8:43::/48.

(config)> no ipv6 local-prefix default
Ip6::Prefixes: Default ULA prefix disabled.

(config)> no ipv6 local-prefix fd0l:db8:43::/48
Ip6::Prefixes: Deleted static prefix: fd0l:db8:43::/48.

WcTopusa nsmeHeHum

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa ipv6 local-prefix.

3.76 ipv6 name-server

HactponTb IP-agpeca cepepos DNS. CoxpaHeHHble TakuM 06pa3om agpeca
Ha3bIBalOTCA CTATUYECKUMN, B MPOTUBOMOJIOXHOCTb ANHAMUYECKNM —
3aperncTpmMpoBaHHbIM cnyxxb6amu PPP nan DHCP.

OnuncaHwne

ipv6 name-server MOXHO BBOAUTb MHOIOKPaTHO, eC/IN TpebyeTcs HaCTPOoUTb
HeckoNbKo agpecoB DNS-cepsepos.

KomaHga ¢ npedunkcom no yaansert ykasaHHbI agpec cepsepa DNS u3
CTaTU4eCKoro n aktTMBHOIo Crncka, ec/in KoMaHAaa faeTcd C apryMmeHTamMmu,
60 ounLLaeT CANCOK CTaTUYECKMX aApecos, eci KOMaHAa JaeTcs 6e3

apryMeHTOB.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTHbIi BBog, /[la
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config)> ipv6 name-server «addresss [ «domains ]

(config)> no ipv6 name-server [ «address» [ <domains ]]

AprymeHT 3HauyeHue OnuncaHwue

address IPv6-agpec |Aapec cepBepa MIMeH.

domain Ctpoka JloMeH, A5 KOTOPOro byAeT NCMONb30BaTbCA
cepBep. DNS-npokcm npu paspeLleHnmn
MMEeHU B MepByto o4epesb BblbnpaeT agpec
cepBepa ¢ Hanbosnee 6M3KNM K 3aNpocy
JomeHoM. Ecniv foMeH He yKkasbliBaTh, cepeep
6yAeT NCrnonb30BaTbCA ANA BCeX 3aMpoCoB.
BbipaxeHue "" ncnonb3syeTcsd Kak JOMeH ro

YMOTYaHWIO.

(config)> ipv6 name-server 2001:4860:4860::8888
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »

(default).

(config)> ipvé name-server 2001:4860:4860::8888 google.com
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »

google.com.

(config)> no ipv6 name-server
Dns: :Manager: Static name server list cleared.

Bepcus OnucaHue
2.00 JobasneHa KoMaHaa ipvé name-server.

3.77 ipv6 pass

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTpPOWKMN
MHorokpaTtHbIiA BBOJ,

CuviHoncmc

BKHOUMTL CKBO3HOWM pexmnM Ha MapLupyTu3aTope Ans nakeTtos IPv6. Mo
YMOAYaHMIO 3Ta GYHKLNS OTKIOHEHa.

KomaHgaa ¢ npedurkcom no oTknroHaeT GyHKLUMIO.

Ja

Ja

Het

I (config)>  ipv6 pass through wan-iface><lan-iface

I (config)> no ipv6 pass
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AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

wan-iface UHTepgenc MonHoe nma nHtepderica WAN nam
NCeBAOHMUM.

lan-iface WHTepgeiic MonHoe nmsa nHtTepdeiica LAN nnm
NceBAOHUM.

(config)> ipvé pass through ISP Home
Ip6::Pass: Configured pass from "GigabitEthernetl" to "Bridge0".

(config)> no ipv6 pass
Ip6::Pass: Disabled.

Bepcus OnucaHue

2.06 JobaBneHa KoMaHaa ipv6 pass.

3.78 ipv6 route

OnuncaHune

Mpedukc no
MeHsieT HaCTPOMKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTbl

Jo6aBnTb B TabanLy MapLUpyTU3aLMmM CTaTUYECKMIA MapLUpyT, KOTOPbI
3ajaeT nNpaswio nepegayn IPv6-nakeToB Yepes onpegeneHHbIl W3 Uan
ceTeBoW nHTepoderic.

B KauecTBe ceT Ha3HayYeHNA MOXHO yKasaTtb kntoyeBoe cnoBo default. B
3TOM C/lyyae byAeT co3aH MapLUPYT MO YMOAYaHUIO.

KomaHgaa ¢ npedrkcom no yaanseT MapLUpyT C yKazaHHbIMY NapameTpamu.
Ja
Ja
Aa

(config)> ipv6 route («prefix> | default)(<interfaces [gateway] |
<gateway»)

(config)> no ipv6 route («prefix> | default) (<interfaces [gateway’] |
«gateway:)

AprymeHT 3HayeHue OnuncaHue

prefix Mpegukc Mpedukc IPv6.
default Krouesoe MpedrkKc No ymonvaHuto.
CJ10BO

interface UHTeppenc MonHoe nma nHTepderica nam NCeBAOHUM.

gateway IP-agpec IP-agpec mapLupyTmsaTopa B

HenocpeACTBEHHO I'IOAKHPO‘«IEHHOM ceTun.
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Mpumep

WcTopusa nsmeHeHum

(config)> ipv6 route 2002:c100:aeb5::/48 ISP
route added

(config)> no ipv6 route 2002:c100:aeb5::/48 ISP
route erased

(config)> ipvé route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route added

(config)> no ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route erased

Bepcus OnucaHue
2.00 JobasneHa koMaHgaa ipv6 route.
2.1 [JlobasneH aprymeHT gateway.

3.79 ipv6 static

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn

Co3zaTb NpaBuo, pa3peLLatoliiee BXOAsILLEe NOAKIOYEHME K 3aaHHOMY
MOPTY 3aperncTprpoBaHHOro YCTPOIiCTBa AOMAaLLHEN CeTH.

ipv6 firewall gomkeH 6bITb BKIHOYEH.
KomaHga c npedumkcom no yganseTt npasuso.
Ja

Ja

MHorokpaTHbIi BBog, Het

CuvHoncuc

AprymeHTbl

(config)>  ipv6 static protocols [<«interfaces> ] wmacs port> [ through
<end-port ]

(config)> no ipv6 static [ protocol [ <interfaces ] wmac> ports [through
<end-port]]

AprymeHT 3HauyeHue OnuncaHwue

protocol tcp MpoTokon TCP.

udp MpoTtokon UDP.

interface UHTeppeinc Mims BXOogHOro nHTepdeiica (NonHoe nms
nHTepderica nan NnceBgoHNM).

mac MAC-agpec MAC-agpec xocrTa.

port lenoe uyucno |Homep nopta TCP/UDP, Ha KOTOpbI
NPUXOANT 3aNpOC NOAKIHOYEHNS.

end-port UYesnoe unucso |OKOHYaHMeE JmMana3oHa rnopTos.
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Npumep (config)> ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Rule updated.

(config)> no ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Static rule removed.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JlobaeneHa KomaHza ipv6 static.

3.80 ipv6 subnet

OonucaHue JocTyn K rpynne KOMaHz ANst HACTPOWMKM CermMeHTa 1oKanbHoM ceTn IPv6.
Ec/v cerMeHT He HallieH, KOMaHZa NbITaeTcs ero co3aaTb.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Bxo)xaeHue B rpynny (config-subnet)

CuHoncuc (config)>  ipv6 subnet name>
(config)> no ipv6 subnet [ <name> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka VIMsi v nceBAOHWM MOACETN.
NMpumep (config)> ipvé subnet Default
(config-subnet)>
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 JobasneHa koMaHaa ipv6 subnet.

3.80.1 ipv6 subnet bind

OnucaHune MpuvBs3aTb NoACeTb K UHTEpdeicy.

KomaHga ¢ npeprkcomM no oTMeHseT NpUBA3KY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het
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CuHoncuc (config-subnet)>  bind <bind>

(config-subnet)> no bind
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

bind UHTepgenc MonHoe nma nHTepderica nam NCeBLOHUM.
Mpumep (config-subnet)> bind WifiMaster0/AccessPointl

Ip6::Subnets: Interface "WifiMaster@/AccessPointl" bound to »

subnet "Default".

(config-subnet)> no bind

Ip6::Subnets: Interface unbound from subnet "Default".
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga ipv6 subnet bind.

3.80.2 ipv6 subnet mode

OnucaHune BbIbpaTb pexxuM HacTpoliKn aApecos A1 XOCTOB B noAceTu. oCTynHbI ABa
BapuaHTa — dhcp 1 slaac. MNepBbIli BKAOYaeT nokanbHbln DHCPv6-cepsep

C LenbH NPUCBOEHS aapecoBs, BTopoii BktovaeT SLAAC (aBTOKOH$UIypaLmio
ajpecos).

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-subnet)>  mode <mode>
(config-subnet)> no mode
AprymeHTbI AprymeHT  |3HaueHue |OnucaHune
mode slaac BkntounTb SLAAC (aBTOKOHUIypaLmto
ajpecos).
dhcp Bkntountb DHCPv6-cepBep.
Mpumep (config-subnet)> mode dhcp

Ip6::Subnets: Subnet "Default" enabled as DHCP.

(config-subnet)> no mode
Ip6::Subnets: Subnet "Default" disabled.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.00

[JlobaeneHa komaHaa ipvé subnet mode.

3.80.3 ipv6 subnet number

OnucaHwne

MpuUCcBOMTL NOACETU NAEHTUGMKATOP, KOTOPbIV ByAeT onpeaensTb

ny6AnyUHbIf Nnpedurkc cermenTa. iaeHTUdMKaTop A0XKEH BbITh YHUKaNBHbBIM

cpean noaceTeil.

MNpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

number <number;

3HayeHue

OnvcaHune

Lenoe uucno

YHUKaNbHbIN MAEHTUOUKATOP NOACETH.

CnHoncuc (config-subnet)>

AprymeHThl AprymeHT
number

Mpumep

(config-subnet)> number 2

Ip6::Subnets: Number 2 assigned to subnet "Default".

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

Job6aBneHa komaHaa ipv6 subnet number.

3.81 isolate-private

OnucaHune

3anpeTuTb nepegavy AaHHbIX MeXAy N6bIMU NHTepdelricaMm € ypoBHEM

6esonacHocTy private. Mo yMOAUYaHUIO BK/OYEHO.

KomaHgaa ¢ npedprKCcoM no oTMeHsIeT AeliCTBME KOMaHAbl, pa3speLuas
nepeAaBaTb AaHHble Mexay HTepdelicamum private.

MNpejukc no Ja
Ja

MHorokpaTHbIi BBog, Het

MeHsieT HacTpoikmn

CuvHoncuc

I(conﬁg)> isolate-private

I(conﬂgﬁ>noisolate-private

Mpumep

(config)> isolate-private

Netfilter::Manager: Private networks isolated.
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(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHaa isolate-private.

3.82 kabinet

OnucaHue JocTyn K rpynne KOMaHZA A4/15 HacTPoKKy napameTpos aBTopmsatopa KABINET.

KomaHza ¢ nped1KcomM no Bo3BpaLLaeT 3HaYEHMs M0 YMONUYAHWNIO BCEM
napameTpam.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Bxo)xaeHue B rpynny (kabinet)

CuHoncuc I (config)>  kabinet

I (config)> no kabinet

Mpumep (config)> kabinet
(kabinet)>

(config)> no kabinet
Kabinet: :Authenticator: A configuration reset.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.02 JobaeneHa komaHaa kabinet.

3.82.1 kabinet access-level

OnucaHwue 3a4aTtb ypoBeHb goctyna ansa astopmsatopa KABINET. Mo ymonyaHuio
NCNONb3yeTcA YpoBeHb AocTyna internet.

KomaHaa ¢ npedunKcom no ycTaHaBNMBaET YPOBEHb MO YMOTYAHWIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(kabinet)>

access-level <level»

(kabinet)> no access-level

AprymeHT 3HauyeHue OnuncaHwue
level lan 3HaueHVe ypoBHS JOCTyra.
internet

(kabinet)> access-level 1lan
Kabinet: :Authenticator: An access level set to "lan".

(kabinet)> access-level internet
Kabinet: :Authenticator: An access level set to "internet".

(kabinet)> no access-level
Kabinet: :Authenticator: An access level reset to "internet".

Bepcus

OnucaHune

2.02

Job6aeneHa komaHaa kabinet access-level.

3.82.2 kabinet interface

MpuBasaTtb aBTopmsaTop KABINET K ykazaHHOMY nHTepdelicy.

OnuncaHwne
Mpe¢ukc no
MeHsieT HacTpoikmn

MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

KomaHza c npedurKcom no paspbiBaeT CBA3b.

Ja
Ja

Het

(kabinet)>

interface <interface>

(kabinet)> no interface

AprymeHTt

3HayeHue OnuncaHue

interface

NHTepdeiic MonHoe nmsa nHTepdeinca Nin NCeBLOHNM.
CnncoK AOCTYMNHbIX NHTePdEicoB MOXHO
yBUAETb C NOMOLLbIO KoMaHAbI interface
[Tabl.

(kabinet)> interface [Tab]

Usage template:
interface {interface}
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UcTopusa nsmeHeHwnii

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0
AccessPoint

(kabinet)> interface ISP
Kabinet: :Authenticator: Bound to GigabitEthernetl.

(kabinet)> no interface
Kabinet: :Authenticator: Interface binding cleared.

Bepcus OnucaHue

2.02 JobaeneHa komaHaa kabinet interface.

3.82.3 kabinet password

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

3agaTb naponb and astopusatopa KABINET. Mo ymonuaHuoo naponb He
YyCTaHOBJEH.

KomaHaa ¢ npedurKcom no CTUpaeT 3HaueHne napons.
Aa

Ja

Het

(kabinet)>  password password

(kabinet)> no password

AprymeHT 3HauyeHue OnucaHwue

password CTpoka Maponb ans ayteHTUdGUKaLUN.

(kabinet)> password 123456789
Kabinet: :Authenticator: A password set.

(kabinet)> no password
Kabinet: :Authenticator: A password cleared.

Bepcus OnucaHue

2.02 JobasneHa komaHaa kabinet password.
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3.82.4 kabinet port

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YcTaHoBUTbL NMOPT cepBepa Ans asTopmsatopa KABINET. o ymonyaHuio
ncnonb3yloTcd 3HadeHnsa 8314 nam 8899.

KomaHga ¢ npedprKcoM no ycTaHaBANBaET MOPT MO YMOAYAHUIO.
Ja

Ja

Hert

(kabinet)>  port port>

(kabinet)> no port

AprymeHT 3HayeHue OnuncaHue

port UYenoe uucro |Homep nopra.

(kabinet)> port 12345
Kabinet: :Authenticator: A server port set.

(kabinet)> no port
Kabinet: :Authenticator: A server port reset.

Bepcus OnucaHve

2.14 [JobaeneHa komaHaa kabinet port.

3.82.5 kabinet protocol-version

OnucaHwne

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

3aaaTtb Bepcuio NpoTokoa asTopusatopa KABINET. Mo ymonyaHwuio,
MNCNONb3YeTCH BEPCUSA MPOTOKOIA 2.

KomMaHza ¢ npedprKcomM Nno BO3BpaLLAET 3HAUEHME MO YMONIYAHUIO,
Ja

Ja

Het

(kabinet)>  protocol-version «version

(kabinet)> no protocol-version

AprymeHT 3HayeHue OnuncaHwue

version Ctpoka Bepcusa npotokona.
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Mpumep

UcTopuns nameHeHuii

(kabinet)> protocol-version 1
Kabinet: :Authenticator: A protocol version set to "1".

(kabinet)> no protocol-version
Kabinet::Authenticator: A protocol version reset to "2".

Bepcus OnucaHve

2.02 [JobaeneHa komaHaa kabinet protocol-version.

3.82.6 kabinet server

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3agaTb IP-agpec cepBepa ayteHTUduKaumm KABINET. Mo ymonyaHuio
ncnonesyetca IP 10.0.0. 1.

KomMaHga ¢ npedpurKcoM No ycTaHaBANBAET 3HAaYEHME MO YMOJTHYAHUIO.
Ja

Ja

Het

(kabinet)> server «address»

(kabinet)> no server

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec Azapec cepBepa ayTeHTUGMKaLUN.

(kabinet)> server 77.222.111.1
Kabinet: :Authenticator: A server address set.

(kabinet)> no server
Kabinet: :Authenticator: A server address reset.

Bepcus OnucaHve

2.02 JobaeneHa komaHaa kabinet server.

3.83 known host

OnucaHwue
Mpedunkc no

MeHsieT HacTpoiKkmn

Jlo6aBUTb YCTPOMCTBO AOMALLHEN ceTu.
Ja
[Ja
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MHorokpaTHbIl/i BBog, /[la

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config)> known host <names <mac»

(config)> no known host [ mac ]

AprymeHT 3HauyeHue OnuncaHwue

name CTtpoka Mpon3BobHOE NMS XOCTa.

mac MAC-agpec MAC-aapec xocrTa.

(config)> known host MY 00:0e:c6:a2:22:al
Core::KnownHosts: New host "MY" has been created.

(config)> no known host 00:0e:c6:a2:22:al
Core: :KnownHosts: Host 00:0e:c6:al:26:a8 has been removed.

Bepcus OnucaHue

2.00 Jo6aeneHa komaHaa known host.

3.84 mws acquire

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpouKKn

MHorokpaTtHbIiA BBOJ,

CuviHoncmc

AprymeHTsl

Mpumep

MpuvcoesHNTL HOBOE YCTPOICTBO K MIVS.

KomaHga ¢ npedurkcom no npekpallaet npucoejmHeHme.
Ja

Het

Het

(config)> mws acquire «candidates [eula-accept] [dpn-accept]
[no-update]

(config)> no mws acquire «candidate»

AprymeHT |3HauyeHue OnucaHue

candidate |Ctpoka ID yctpoiictBa — MAC-agpec nnn CID.

eula-accept |[KmwyeBoe cr080|BbinonHUTL KOMaHgy eula accept.

dpn-accept |Kmwyesoe cnoso|lNogTBepanTh npuHATHe DPN.

no-update |Kmoyesoe croso|lpucoegnHeHve 6e3 noaTBepPXAeHNS
O06HOB/IEHMA MPOLLUMBKN.

(config)> mws acquire abl409a2-0f87-11e8-8f23-3d5f5921b253 »
eula-accept
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Mws::Controller: Candidate "abl409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.

(config)> mws acquire 7207838e-af7d-11e6-8029-25463bd03811 »
eula-accept dpn-accept no-update

Mws::Controller: Candidate "7207838e-af7d-11e6-8029-25463bd03811" »
acquire started.

(config)> no mws acquire 60:31:97:3f:36:00
Mws::Controller: Candidate "60:31:97:3f:36:00" acquire stopped.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.15 [JlobaBneHa kOMaHAa mws acquire.

3.85 mws auto-ap-shutdown

OnucaHue BrknrounTb aBTOMaTryeckoe oTkntodeHue Tovek goctyna Wi-Fi cuctemsl npu
OTCYTCTBUMN €BA3W C KOHTPO/INepoMm. 1o yMON4aHUIO 3Ta HacTpolika
OTK/ItOYEHa.

KomaHga ¢ npedrkcom no oTKAKUaeT 3Ty BO3MOXHOCTb.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> mws auto-ap-shutdown

I (config)> no mws auto-ap-shutdown

Mpumep (config)> mws auto-ap-shutdown
Mws::Controller: Automatic access points shutdown enabled.

(config)> no mws auto-ap-shutdown
Mws: :Controller: Automatic access points shutdown disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.08 JobasneHa koMmaHaa mws auto-ap-shutdown.

3.86 mws backhaul shutdown

OnucaHune OTK/IIOUNTL CKPbITbIE 6eCNPOBOAHbIE CTYXXEOHbIE TOUKN AOCTYMNa ANS CIYXKObI
MWS. Mo ymonyaHuo HaCcTporika BKKOUEHa.

KomaHga ¢ I'Ipeq)I/IKCOM NO BK/IKOYAET CKPbITble TOYKNM A0CTYynMa.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

Cunoncuc I(config)> mws backhaul shutdown

I (config)> no mws backhaul shutdown

MNpumep (config)> mws backhaul shutdown
Mws: :Controller: Backhaul disabled.

(config)> no mws backhaul shutdown
Mws::Controller: Backhaul enabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.04 JobaBneHa komaHaa mws backhaul shutdown.

3.87 mws log stp

OnucaHune BrntounTtb nornposaHue STP gnsa nHtepdeiica. No3sonseT oTcIexXmBaTb
oTnpaBieHHble U NonyyYeHHble BPDU-nakeThl.

KomaHaa ¢ npepurKcom no oTKI0OYaEeT IOrMpoBaHme 415 3aaHHOro
NHTepoeiica. ECnv apryMeHT He yKa3aH, BeCb CMUCOK JIOrMpoBaHus STP byaeT
yZaneH.

Mpedunkc no Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBOg, [a

Cunoncnc (config)> mws log stp <interface
(config)> no mws log stp [ <interfaces ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interface UHTeppenc MonHoe nma nHTepderica A NCeBLOHUM.
Crnncok AOCTYMHbIX NHTEPPENCoB MOXKHO
YyBUAETb C MOMOLLIO KOMaHAbI interface
[Tab].
NMpumep (config)> mws log stp Bridge0
Network::Interface: :Rtx::WifiController: Enabled STP logging for »

"Bridge0".
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(config)> no mws log stp Bridge0
Network: :Interface: :Rtx::WifiController: Disabled STP logging »
for "Bridge0".

(config)> no mws log stp
Network::Interface: :Rtx::WifiController: Disabled all STP logging.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.06 [JobaeneHa komaHaa mws log stp.

3.88 mws member

OnucaHue KomaHaa c npedurkcom no yganseT 3anmcb 0 3axBa4eHHOM ycTporictee MIVS.
Ecnu BbINONHUTL KOMaHAy 6e3 aprymMeHTa, TO BeCb CMMCOK 3aXBaYeHHbIX
YCTPOWCTB byAeT yaaneH.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIia BBog, Het

CuHoncuc (config)> no mws member [ member ]

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
member Ctpoka ID yctpoiictBa — MAC-agpec nnwn CID.

Mpumep (config)> mws no member 2937a388-0d00-11e7-8029-7119319f930e
Mws: :MemberList: Member 2937a388-0d00-11e7-8029-7119319f930e »
pending factory reset.

VICTOleﬂ U3MeHeHU Bepcmﬂ onvucaHue

2.15 JobaBneHa komaHaa mws member.

3.89 mws member check-update

OnucaHue 3anycTnTb NPOBEPKY OBHOBNEHWIA AN 3aXBaYeHHOro ycTporictea MIVS.
MNpedukc no Het
MeHsieT HacTpoiikn  Hert
MHorokpaTtHbIiA BBOog, Het

CuHoncnc I (config)>  mws member «member> check-update
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

member CTpoka ID ycTtpoiictBa — MAC-agpec nau CID.

(config)> mws member ahl409a2-0f87-11e8-8f23-3d5f5921b253 »
check-update

Mws: :MemberList: Member "50:ff:20:08:7a:6a" »
(abl1409a2-0f87-11e8-8f23-3d5f5921b253) checking for an update.

Bepcus OnucaHve

2.15 JobasneHa komaHaa mws member check-update.

3.90 mws member debug

OnuncaHwme

Mpedukc no
MeHseT HacTpPoIAKK
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

BinrounTb 0TNasKy 3axBaveHHoro yctpoiictaa MIVS. Mo ymondaHuo napameTp
OTK/HOYEH.

KomaHga c npedurkcom no oTkIoHaeT HaCTPOKY.
Ja

Ja

Het

(config)>  mws member <members debug

(config)> no mws member <members debug

AprymeHT 3HayeHue OnuncaHwue

member Ctpoka ID ycTpoiictBa — MAC-agpec nan CID.

(config)> mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug enabled.

(config)> no mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug disabled.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHaa mws member debug.

362

CnpaBoyHUK koMaHa — Runner 4G (KN-2211)



naBa 3 OnncaHme KOMaHA,

3.91 mws member dpn-accept

OnucaHwue MpuHATL cornaweHne DPN ana 3axBayeHHOro ycrpoiicraa MIVS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  mws member <member; dpn-accept
AprymeHTbI AprymeHT 3HaueHue OonucaHue
member Ctpoka ID ycTpoiictea — MAC-agpec nawn CID.
Npumep (config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 »
dpn-accept
Mws: :Controller: Candidate "abl409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.
VICTOpI/Iﬂ N3MeHeHU Bepcmﬂ onvcaHue

3.05 Jlo6aBneHa komaHAa mws member dpn-accept.

3.92 mws member reboot

OnucaHwue Mepe3sarpy3nTb ycTpoiictBo MIVS. MNpoLecc nepesarpy3kn oTobpaxaeTcs B
BblBOZe KOMaHAbl show mws member.

Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)>  mws member <nember> reboot [ <intervals]
AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
member CTpoka ID yctpoiictBa — MAC-agpec nnwn CID.
interval lenoe umucno |TailM-ayT nepesarpysku B cekyHAax. MoxeTt
NMPUHVMAaTL 3HaUeHUs B Npezenax ot 0 40 60
BKIOUNTENLHO). ECn He yKasaH,
nepesarpyska BbIMOJIHNTCA HeMe1eHHO.
NMpumep (config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 reboot »

10
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Mws: :MemberList: Member "50:ff:21:la:bl:f2" »
(7207838e-af7d-11e6-8029-25463bd03828) pending reboot.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.08 JobaBneHa komaHAa mws member reboot.

3.93 mws reboot

OnucaHue Mepesarpysutb Bcro MIVS.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)>  mws reboot

Mpumep (config)> mws reboot
Mws::Controller: Pending reboot Modular Wi-Fi System in 10 »
seconds.

WcTopusa nsmeHeHunm Bepcus onwvcaHve
3.08 JobaBneHa komaHAa mws reboot.

3.94 mws revisit

OnucaHune MepeynTaTb COCTOAHME NOTEHUMANBLHOrO ycTpoiicTea MIVS.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> mws revisit «candidate»

(config)> no mws revisit «candidate»
AprymeHTbI AprymeHT |3HayeHue |OnucaHue

candidate CTpoka ID ycrpoiictBa — MAC-agpec nnn CID.
Npumep (config)> mws revisit 50:ff:20:08:71:62

Mws: :Controller: Candidate "50:ff:20:08:71:62" revisit started.
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WcTopusa nsmeHeHum

(config)> mws no revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit stopped.

Bepcus OnucaHue

2.15 JobaBneHa KoMaHAa mMws revisit.

3.95 mws zone

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

OrpaHnunTb 061aCTb MOAKNHOYEHMWS KIWEHTCKOro YCTPOMCTBA YKa3aHHbIMU
y3namu MIVS.

KomaHza c npedurKcom no yaansieT ykazaHHy HacTpoiiky. Eciv BBeCTu
KoMaHAy 6e3 aprymeHToB, 6yAeT yaaseH BeCTb CNMCOK OrpaHNYeHNiA.

Ja

Het
Aa
(config)> mws zone anac> «cid»

(config)> no mws zone [ wmac> «cids ]

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-agpec MAC-agpec KNMeHTCKOoro ycTpoincTea. OH
JOKEH BbITb 3aperncTpmpoBaH Kak
N3BECTHBbIN XOCT.

cid CID NaeHTndunkatop ysna MIWS.

(config)> mws zone 11:22:33:ec:58:e2 »
12298160-d886-11e7-9396-176971eebh8d6
Mws::Controller: Added zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeh8d6

Mws: :Controller: Deleted zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone
Mws: :Controller: Cleared all zones.

Bepcus OnucaHue

3.06 JobaBneHa KOMaHAa mws zone.
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3.96 nextdns

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoAKM

JocTtyn K rpynne KoMaHa Ans HacTpokm npoduneii NextDNS.

Het

Het

MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

3.96.1 nextdns assign

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

(nextdns)

I (config)> nextdns

(config)> nextdns

Core::Configurator: Done.

(nextdns)>
Bepcus OnucaHve
3.08 JobaBneHa komaHza netxdns.

HasHauuTb I'IpO(I)I/U'Ib 3alnTbl XOCTY. Mo YMOTHaHUKO ANnA BCEX XOCTOB A
NOKaJIbHbIX CETEBbLIX CErMEHTOB NCMOJIb3YETCA I'IpO(I)I/I}'Ib System.

KomaHga ¢ npedrikcoM no BO3BpALLAET 3HaYEHME MO YMONYAHNIO.

Ja
Aa
Ja

(nextdns)>

assign <hosts <tokens | interface «ifaces <token

(nextdns)> no assign [<host> | interface «iface ]

AprymeHT 3HauyeHue OnucaHwue

host MAC-agpec MAC-agpec xocrTa.

token lenoe umucno |TokeH ayTeHTUUKaLum (ID).

iface UHnTeppeinc MonHoe nmsa nHtepderica nam NCeBAOHMM.

(nextdns)> assign 11:24:c4:54:bc:59 1f2a36
NextDns::Client: Reassociated host "11:24:c4:54:bc:59" with »
profile "1f2a36".
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(nextdns)> assign interface Home 1f2a36
NextDns::Client: Associated interface "Home" with profile »
"1f2a36".

(nextdns)> no assign 11:24:c4:54:bc:59
NextDns::Client: Removed profile for host "11:24:c4:54:bc:59".

(nextdns)> no assign Bridge0
NextDns::Client: Removed profile for interface "Bridge0".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.08 JobaBneHa komaHaa nextdns assign.

3.96.2 nextdns authenticate

OnucaHwue YKa3aTb NOrmnH Ansa ydetHon 3anmcm NextDNS.
MNpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (nextdns)>  authenticate <logins passworad [ pins]
(nextdns)> no authenticate
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
login Crpoka JloruH yyeTtHom 3anucm NextDNS.,
password Ctpoka Maponb yyeTHo 3anucu NextDNS.
pin CTpoka PIN-kog ansa ydeTHoi 3anmcm NextDNS.
NMpumep (nextdns)> authenticate account@gmail.com 123456789 1234
NextDns::Client: Authenticated successfully.
VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

3.08 JobaeneHa komaHaa nextdns authenticate.

3.96.3 nextdns authtoken

OnucaHue YKa3aTb TOKeH aBTOpM3aunmy Ana yyetHon 3anncn NextDNS.
KomaHga ¢ npedurkcom no yaanseT TOKeH.

Mpe¢ukc no Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

Cunoncuc (nextdns)>  authtoken «authtoken»

(nextdns)> no authtoken

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

authtoken CTpoka TokeH aBTOpU3auuu (ID) ans yueTHoM 3anmncm
NextDNS.

Mpumep (nextdns)> authtoken 1f2a36
NextDns::Client: Set authentication token.

(nextdns)> no authtoken
NextDns::Client: Cleared authentication token.

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie

3.08 JobaBneHa komaHaa nextdns authtoken.

3.96.4 nextdns check-availability
OnucaHue MpoBepuTb AOCTYNHOCTb CNyX6bl NextDNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (nextdns)> check-availability
NMpumep (nextdns)> check-availability

NextDns::Client: NextDNS DNS-over-HTTPS is available.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.08 [JobaeneHa komaHaa nextdns check-availability.
3.97 ndns
OnucaHwue JocTtyn K rpynne KoMaHa ans ynpasneHus cnyxooin KeenDNS.
Mpedunkc no Het

MeHsieT HacTpoiikm  Het
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MHorokpaTtHbIiA BBOg, Het

Bxo>xaeHue B rpynny (ndns)

Cunoncuc I (config)> ndns

Mpumep (config)> ndns
Core::Configurator: Done.

UcTopus nsmeHeHnii Bepcus onuvcaHue

2.07 JobaBneHa komaHaa ndns.

3.97.1 ndns book-name

OnucaHwue 3ape3epBupoBaTh MMS xocTa B DNS.

[na nepepayn 3ape3epBMPOBAHHOIO MMEHM XOCTa Ha ApYyroe YCTPOCTBO
Keenetic ncrnonbsyetca napameTp transfer-code.

Ans nepeaayn MeHN XocTa HeobXoaMMo:

1. BeinonHUTL KOMaHAy ¢ napameTpoMm transfer-code Ha nepegatoLLei
CTOpPOHe.

2. BbINOMHUTB Ty e CamMyto KOMaHAy C TEMU Xe caMbIMV NapamMeTpamm Ha
NPUHUMatOLLLEl CTOPOHE.

Ctpok geicteus transfer-code ogHa Hegens.
MNpedukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (ndns)>  book-name name> «domain [«access» [1pv6 access6)] |
<transfer-code> ]
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
name CTpoka Mimsa xocTa ans pesepBmpoBaHuS.
domain CTpoka [lomeH BTOpPOro ypoBHs.
access auto ABTOMaTMYECKUI/ TN JoCTyna.
cloud Mima xocTa 3apernctpmpoBaHo Ha IP-agpec

obnayHoro cepBepa, HTTP-Tpaduk
TYHHenupyetca Ha Runner 4G.

direct ViMA XocTa 3aperncTprpoBaHo Ha
WAN-agpec Runner 4G.
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AprymeHT 3HauyeHne |OnucaHue
access6b cloud BKNOUNTE 06NaYHbIV pexum Ans
IPv6-agpeca.
transfer-code |Hex Kog ansa nepesayv UMeHU apyromy
yctpoicTBy Keenetic. AnnHa koga 32
cMmBONa.
Npumep (ndns)> book-name myhome23 keenetic.pro
done, layout = view, title = NDSS::ndns/bookName »
(Public DNS Hostname Booking), sub-title = The name booking was »
successful.:
client, geo = RU, ip = 193.0.174.200, format = »

clean, date = 2019-05-23T09:46:54.536Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:46:51.013Z
address: 193.0.174.200
access: direct
accessb: none
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
column, id = type, title

Type:

column, id = peer, title = Peer:

detail, title = Detail:

column, id

column, id = elapsed, title = Time, »
variant = period, scale = 1:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndss111lh2.ndm9.xyz" [MsgNdssMessage »
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["ndns/bookPrepare", "014635737374513" , "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl111h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllh2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 27, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 27, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssl120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 67, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 68, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 70, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 79, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited.:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated:
193.0.174.200:

item, elapsed = 91, origin = »
[TaskBookName, »

Runner 4G (KN-2211) — CnpaBoYHVK KOMaHZA 371



naBa 3 OnncaHme KoMaHp,
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{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed. :

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 97, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 106, origin = »
[TaskUdpSingle "ndss11lh2.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss11l1lr3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "e46H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3465, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["rohs/bodFiraliz", "014635/373/4613", ' mphore3", "keretic.pro®, "198.0.174.200", '+ -2 undefined, "2019-Cb-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3520, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
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{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:

Ndns::Client: Booked "myhome23.keenetic.pro".

(ndns)> book-name nnttnn keenetic.pro »
121d567f901a345b289¢c121b567c903c¢

done, layout = view, title = NDSS::ndns/bookName »

(Public DNS Hostname Booking), sub-title

The name booking was successful.: client, geo = RU, ip = »
193.0.174.137, format =
clean, date = 2018-12-13T09:04:41.939Z, standalone = false:
fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:

field, name Updated, type »
= date, variant = date:
field,
field,
unknown:
field, name
field, name
unknown:

field,

updated, title

address, title IP Address:
access, title = Access Mode »

name
name

IP4, default

IPv6 Address:
Access Mode »

address6, title
accessb, title

IPv6, default

Transfer:

name transfer, title

name:
domain:
acme:
updated:
address:
access:
access6:
transfer:

suffix, layout = message, code

nnttnn

keenetic.pro

LE
2018-12-13T08:47:11.014Z
0.0.0.0

cloud

none

true

The name booking was successful.:

200, message

>

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:

= period, scale = 1:

[TaskBookName, {"name":

column, id = t, title

item, hl = false, o
"nnttnn", "domain":

>

"keenetic.pro","license":"730102642155400"}], t

Time, variant »

start, d = »

0:

item, hl = false, o = lock-local, d = »
the name is locked (for current transaction), t

1:
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item, hl = false, o = cluster, d = »
quorumRemaining: 2, quorumPossible: 4, quorumTotal: 4, t = 1:

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJl/Wh1606j1Am1M"),
dst="/192.168.21.14:17047")], [MsgCack], quorumLeft=2, t = 10:

\J

\j

\J

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary( 'EbxdTB4nedef/+p/'), alt=Binary('lc+3/pP6zalUjuE5w'),
dst="/88.198.177.100:17047")]1, [MsgCack], quorumLeft=1, t = 57:

\j

item, hl = false, o = lock-reply, d =
Quorum reached, finalizing, t = 57:

\J

item, hl = false, o = finalize, d = »
local changes commited., t = 65:

item, hl = false, o = refreshed, d = »
address updated: 0.0.0.0, t = 77:

item, hl = false, o = finalize, d = »

post-process triggers executed., t = 77:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")], [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSels'),
dst="/88.198.177.100:16047")]1, [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o
Done, all replies collected., t = 79:

lock-reply, d = »

commit-reply, d »

item, hl = false, o
= Success: finalize, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1iM'),
dst="/192.168.21.14:17047")]1, [MsgCack], t = 84:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('1lc+3/pP6zalUjuE5w"'),
dst="/88.198.177.100:17047")1, [MsgCack], t = 126:

\j

\J

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")]1, [MsgCack], t = 133:

\j
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\J

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
key=Binary ('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSeOs'), »
dst="/88.198.177.100:16047")1, [MsgCack], t = 145:

item, hl = false, o = commit-reply, d »
= Commit stage complete., t = 146:

item, hl = false, o = complete, d = All »
done., t = 146:

Ndns::Client: Booked "nnttnn.keenetic.pro".

(ndns)> book-name myhome23 keenetic.pro cloud ipv6 cloud

done, layout = view, title = NDSS::ndns/bookName »
(Public DNS Hostname Booking), sub-title = The name booking was »
successful.:
client, geo = RU, ip = 193.0.174.200, format = »
clean, date = 2019-05-23T09:12:29.145Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:12:16.197Z
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:

columns:
column, id = type, title = Type:
column, id = peer, title = Peer:

column, id = detail, title = Detail:
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column, id = elapsed, title = Time, »
variant = period, scale = 1:

item, elapsed = 11, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 11, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 17, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 18, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndssl11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllol.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 25, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited.:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated: »
0.0.0.0:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
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type = finalize, peer = local, detail = post-process triggers
executed.:

item, elapsed = 49, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " :* ,undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 49, origin = »
[TaskUdpSingle "ndss11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " : -, undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 51, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 80, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " :* ,undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 122, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : :" ,undefined, "2019-65-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 165, origin = »
[TaskUdpSingle "ndsslllr3.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : ;" ,undefined, "2019-65-
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23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 166, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:

Ndns::Client: Booked "myhome23.keenetic.pro".

WcTopusa nsmeHeHum Bepcus onuvucaHve
2.07 JobaBneHa komaHaa ndns book-name.
2.14 [JobaeneH napameTp ipvé.

3.97.2 ndns check-name

OnucaHwue MpoBepnTb AOCTYNHOCTb UMEHW XOCTa AN pe3epBaunm.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het

Cunoncuc (ndns)>  check-name name>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
name CTpoka ViMsa xocTa Ana pesepBUpOBaHUS.
Mpumep (ndns)> check-name testname
list:
item:

name: testname
domain: mykeenetic.by
available: no

item:
name: testname
domain: mykeenetic.kz
available: yes

item:
name: testname
domain: mykeenetic.ru
available: yes

item:
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WcTopusa nsmeHeHum

name: testname
domain: mykeenetic.com
available: yes

item:
name: testname
domain: mykeenetic.net
available: yes

Ndns::Client: Check completed.

Bepcus OnucaHue

2.07 Jo6aeneHa komaHaa ndns check-name.

3.97.3 ndns drop-name

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

OTMeHNTbL pernctpauuno nmeHu xocta B DNS.

HeTt

Ja

Het

(ndns)>  drop-name <name> <domain»

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka VMg xocTa ana yaaneHusa ns DNS.

domain CTpoka JloMeH BTOpPOro ypoBHS.

(ndns)> drop-name testname mykeenetic.net

done, title = NDSS::ndns/dropName (Delete DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:
client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
22T10:52:35.685Z, standalone = false:
reason: The name is un-booked.

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:
column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
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[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0:

item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:

item, hl = false, o
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:

item, hl = false, o
Success: prepare, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")]1, [MsgCack], quorumLeft=2, t = 55:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")]1, [MsgCack], quorumLeft=1, t = 72:

item, hl = false, o = lock-reply, d = Quorum »

reached, finalizing, t = 73:

item, hl = false, o = finalize, d = local »
changes commited., t = 79:

item, hl = false, o = refreshed, d = address »

cluster, d = »

lock-reply, d = »

cleared, t = 85:

item, hl = false, o = finalize, d = »
post-process triggers executed., t = 85:

item, hl = false, o
Success: finalize, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 134:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")1, [MsgCack], t = 161:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")]1, [MsgCack], quorumLeft=0, t = 231:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 3608:

item, hl = false, o = complete, d = All »

commit-reply, d = »

done., t = 3608:

Ndns::Client: Dropped "testname.mykeenetic.net".
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.07 [JobaeneHa komaHza ndns drop-name.

3.97.4 ndns get-booked

OonucaHue MoNyunTb akTyanbHy MHGOPMaLMIO C cepBepa O TeKyLLeM
3ape3epBYPOBaHHOM MMeHM xocTa B DNS.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTHbI/i BBOA, HeT
CuHoncuc I (ndns)>  get-booked

Mpumep (ndns)> get-booked

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 41.189.34.56, format = »

xml, date = 2017-09-
14708:30:19.266Z, standalone = false:

menu, src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:

domain, title = Domain Name:

field, name
field, name = address, title = IP Address:

field, name = updated, title = Updated, type »
= date, variant = date:

field, name = access, title = Access Mode, »
default = unknown:

field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: 2017-09-11T11:27:32.167Z
access: direct
transfer: false
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Ndns::Client: Get-booked completed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.08 Job6asneHa komaHaa ndns get-booked.

3.97.5 ndns get-update

OnucaHue O6HOBUTL perncTpaynto nmeHn xocta B DNS Ha cepeepe.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (ndns)>  get-update [<access> [ipv6 access6s]]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
access auto ABTOMaTMYECKMIA TUM AOCTYNa.
cloud VMg xocTa 3apernctpmpoBaHo Ha IP-agpec
obnayHoro cepsepa, HTTP-Tpadumk
TYHHenupyetca Ha Runner 4G.
direct VimMa xocTa 3apernctprposaHo Ha WAN-aapec
Runner 4G. KomaHaa no3BoasieT BKAKUYNTb
noagaepxky Static NAT (NAT 1-1) co CTOPOHbI
cepsepa B napameTpax KeenDNS.
access6b cloud BkntounTb 061aYUHBIN pexmM aas
IPv6-aapecos.
Mpumep (ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 81.200.27.56, format = »

xml, date = 2016-09-
22T12:07:32.746Z, standalone = false:

menu, sSrc = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = address, title = IP Address:
field, name = updated, title = Updated, type »
= date, variant = date:
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field, name = access, title = Access Mode, »

default = unknown:

field, name = transfer, title Transfer:
name: testname
domain: mykeenetic.net
address: 81.200.27.56
updated: 2016-09-22T12:07:32.744Z
access: direct
transfer: false

Ndns::Client: Get-updat

e completed.

(ndns)> get-update cloud ipv6 cloud

done, layout = view, title = »

NDSS: :ndns/updateBooking (Update Name Booking Address and »

Expiration):
client,

geo = RU, ip = 193.0.174.168, format
xml, date = 2019-05-21T15:26:45.552Z,

menu, Src = »
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

fields:

field, name = name, title = Public Name:
Domain Name:

field, name = domain, title

field, name = updated, title =

= date, variant = date:

field,

standalone

name = address, title

= »

Updated, type »

IP Address:

field, name = access, title = Access Mode »
(ip4), default = unknown:
field, name = address6, title
field, name = access6, title
(ipv6), default = unknown:

IPv6 Address:
Access Mode »

field, name = transfer, title = Transfer:
name: mytest
domain: keenetic.pro
acme: LE
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
updated: 2019-05-21T15:26:45.547Z

transfer:

false

Ndns::Client: Get-update completed.

(ndns)> get-update direct

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):
client, geo = RU, ip = 193.0.174.159, format = »
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xml, date = 2019-11-13T16:53:30.782Z, standalone = false:
menu, Src = »
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
(ip4), default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
(ipv6), default = unknown:
field, name = transfer, title = Transfer:

name: myworknow
domain: keenetic.link
acme: LE
address: 193.0.174.159
access: direct
access6: none
updated: 2019-11-13T16:50:34.298Z
transfer: false

WcTopusa nsmeHeHum Bepcus onuvcaHve
2.07 JobasneHa komaHaa ndns get-update.
2.14 [JobaeneH napameTp ipvé.

3.98 ntce

OnucaHune JocTtyn K rpynne KomaHa Ana HacTporiku cepsuca NTCE.
Mpedukc no Het
MeHsieT HacTpouikm  Het
MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (config-ntce)

CuHoncUc I(conﬁgp> ntce

MNpumep (config)> ntce
(config-ntce)>
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.07 JobaBneHa komaHaa ntce.

3.98.1 ntce debug

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

BkntounTb 0TNnag0uHbI pexum ansa cepsmca NTCE. Mo ymondaHuto yHKLUMSA
OTK/ItOYEHA.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.

Ja
Aa

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-ntce)>  debug

I (config-ntce)> no debug

(config-ntce)> debug
Ntce: :Manager: Enabled debug.

(config-ntce)> no debug
Ntce::Manager: Disabled debug.

Bepcus OnucaHve

3.07 Jlo6aBneHa komaHaa ntce debug.

3.98.2 ntce memory-watcher

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

BKNOUUTL MexaHM3M HabIoAeHVA 3a Harpy3Kkor Ha NamATb AN CTyXObl
NTCE. Mo ymonyaHuio GyHKLUNSA BKAKOYEHA.

KomaHga c npedurkcom no oTkIoYaeT HaCTPOKY.
Ja
Aa

MHorokpaTtHbIiA BBOgA, Het

CuvHoncuc

Mpumep

I (config-ntce)> memory-watcher

I (config-ntce)> no memory-watcher

(config-ntce)> memory-watcher
Ntce::Manager: Enabled automatic memory pressure handler.
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(config-ntce)> no memory-watcher
Ntce::Manager: Disabled automatic memory pressure handler.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.08 JobaBneHa koMaHaa ntce memory-watcher.

3.98.3 ntce qos category priority

OnucaHwne YKka3saTb NpnopuTeThl 419 KaTeropuin Tpaduka.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoAYaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-ntce)>  qos category «categoryspriority priority»
(config-ntce)> qos category «categorysno priority
AprymeHTbI AprymeHT 3HaueHue OnucaHue
category calling O HamBblcWwnii.
gaming O Kputnueckmia.
streaming O BblcokuiA.
work O MoBbILWEHHBbI.
surfing O CpegHuia.
other 00 HopMasbHBbI (MO ymMOA4aHuto).
filetransfering |0 Huskuni.
priority Uenoe 4ncno 3Ha4veHue npropunteta. Moxer
NPUHMMaTL 3Ha4YeHUs B Npegenax ot 1
4o 7.
Mpumep (config-ntce)> qos category work priority 7
Ntce::Manager: Set category "work" priority to "7".
(config-ntce)> qos category other no priority
Ntce::Manager: Reset QoS priority for category "work".
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.08 JlobaBneHa komaHAa ntce qos category priority.
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3.98.4 ntce qos enable

OnucaHwue BikntounTs IntelliQoS, koTopblin 06ecneyrBaeT BXOAALLYIO N MCXOASALLYHO
Noa0Cy NPONycKaHUS AN NPUOPUTETHBLIX MPUNOXEHWT 1 3a4a4 C MOMOLLLbIO
npeABapuUTeNbHO onpejenieHHbIX rpynn kateropuii. Mo ymonyanuo cnyxba
OTK/HOYeHa.

KomaHga ¢ npednkKcom no oTKAroYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config-ntce)>  qos enable
I (config-ntce)> no qos enable
MNpumep (config-ntce)> qos enable
Ntce::Manager: Enabled QoS.
(config-ntce)> no qos enable
Ntce::Manager: Disabled QoS.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
3.07 JobasneHa koMaHaa ntce qos enable.
3.99 ntp
OnucaHune JocTtyn K HacTpoiike NTP-knneHTa.

KomaHgaa c npedurkcom no copacbiBaeT HacTpOokm NTP-KnreHTa B HAaCTPOKM
Mo YMONYaHUIO.

Mpedunkc no Ja
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> no ntp
Mpumep (config)> no ntp

Ntp::Client: Configuration reset.
VlCTOpI/Iﬂ N3MeHeHUMn BepCVlﬂ onvcaHue

2.00 [JobaBneHa koMaHga ntp.
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3.100 ntp master

OnuncaHwne
Mpe¢ukc no
MeHsieT HacTpoiikmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

Bkntountb SNTP-cepBep B ceTeBbIX CerMeHTax private v protected.
KomaHga ¢ npedrkKcom no ocTaHaBINBAET CYX6Y.

Ja

Ja

Het

I (config)> ntpmaster

I (config)> no ntp master

(config)> ntp mater
Ntp::Server: Enabled master mode.

(config)> no ntp master
Ntp::Server: Disabled master mode.

Bepcus OnucaHve

3.09 Jlo6baBneHa koMaHAa ntp master.

3.101 ntp server

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Jlo6aBuTb B CNUCOK HOBLI NTP-cepBep. MOXHO A06aBUTE He 6onee 8
NTP-cepBepoB.

KomaHga c npedukcom no yaanset NTP-cepBep 13 cnucka. Eciv BbIMOAHUTL
KOMaHZAy 6e3 apryMeHTa, To BeCb CMCoK NTP-cepBepoOB byAeT OUMLLIEH.

Ja
Aa
Ja
(config)> ntp server <servenr

(config)> no ntp server [ <server:]

AprymeHT 3HauyeHue OnucaHwue

server Ctpoka Appec NTP-cepBepa.
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Mpumep

UcTopuns nameHeHuii

(config)> ntp server pool.ntp.org
Ntp::Client: Server "pool.ntp.org" has been added.

(config)> no ntp server
Ntp::Client: ALl NTP servers removed.

Bepcus OnucaHve

2.00 [JlobaeneHa KomaHza ntp server.

3.102 ntp sync-period

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTb nepmnoj CMHXpOHM3aunn BpeMeHN. Mo YMOTHaAHNIO NCMNO/1b3YETCA
3HayeHue 1 Hegens.

KomaHga ¢ npedurKkcom no ycTaHaBAMBAET BPEMS CUHXPOHU3ALMN MO
YMONYaHWUIO.

Ja

Aa

Het

(config)> ntp sync-period «period>

(config)> no ntp sync-period

AprymeHT 3HauyeHue OnucaHwue

period lenoe 4ucno |Bpemsi cMHXpOHU3aLMN, B MUHYTaX. MoxeT
npMHMMaTbL 3HaveHus B npegenax ot 60

MUHYT 0 1 mecaua.

(config)> ntp sync-period 60
Ntp::Client: A synchronization period set to 60 minutes.

(config)> no ntp sync-period
Ntp::Client: Synchronization period value reset.

Bepcus OnucaHue

2.00 JobasneHa komaHAa ntp sync-period.

3.103 ping-check profile

OnucaHune

JocTyn K rpynne KoOMaHA A8 HaCTPOoWKM BelbpaHHoro npodwunsa Ping Check.

Echv npodunb He HalfeH, KOMaHAa MbITaeTcs ero co3aathb.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncunc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

KomaHga c npedukcom no yganset npodunb Ping Check.
Ja

Aa

Ja

(config-pchk)

(config)> ping-check profile name>

(config)> no ping-check profile name>

AprymeHT 3HauyeHue OnucaHwue

name Ctpoka Wmsa npodunsa Ping Check. CNCOK JOCTYMHbIX
Ansi Bblbopa npoduneri MOXHO yBUAETL BBeas
koMmaHay ping-check profile [Tab].

(config)> ping-check profile [Tabl

Usage template:
profile {name}

Choose:
TEST
MYMY

(config)> ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been created.
(config-pchk)>

(config)> no ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been deleted.

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHaa ping-check profile.

3.103.1 ping-check profile host

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

YKkazaTtb yAaHEHHbIVI XOCT And teCtTmpoBaHuA. Mo yMO/14aHWKO, agpec XoCTa
Ha3Ha4aeTcd B COOTBETCTBUN C KOAOM CTPaHbI.

KomaHga ¢ npedunkcom no yaanset nMs xocTa.
Ja
Aa

Het
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CuHoncuc (config-pchk)>  host <host»
(config-pchk)> no host [ <host> ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
host Umsa xocrta VIma nnun agpec yaaneHHoro xocra.
Mpumep (config-pchk)> host 8.8.8.8
PingCheck::Profile: "test": add host "8.8.8.8" for testing.
(config-pchk)> host google.com
PingCheck: :Profile: "test": add host "google.com" for testing.
(config-pchk)> no host
PingCheck: :Profile: "test": hosts cleared.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 JobasneHa komaHAa ping-check profile host.

3.103.2 ping-check profile max-fails

OonuncaHmne YKazaTb KONNYECTBO NOC/1e0BaTe/IbHbIX HeyAauHbIX 3anpoCoB K yAaneHHOMY
XOCTY, MO AOCTUXXEHMIO KOTOPOro MHTEPHET Ha MHTepdeiice cumTaeTcs
OTCYyTCTBYHOLWMM. [10 yMONYaHMIO UCNOb3yeTCs 3HaYeHue 5.

KomaHga ¢ npedrkcom no Bo3BpaLlaeT 3Ha4eHne No yMOAYaHUIo.
MNpejukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config-pchk)>  max-fails «count»
(config-pchk)> no max-fails
AprymeHTbI AprymeHT 3HaueHue OonucaHue
count Uenoe 4ucno |KonmuyectBo HeyAauHbIX 3anpocos. MoxeT
MPUHKVMaTL 3HaueHUsa B Npegenax ot 1 Ao 10
BKHOUNTENBHO.
NMpumep (config-pchk)> max-fails 7
PingCheck: :Profile: "test": uses 7 fail count for disabling »
interface.
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WcTopusa nsmeHeHum

(config-pchk)> no max-fails
PingCheck::Profile: "test": fail count is reset to 5.

Bepcus OnucaHue

2.04 Job6asneHa komaHaa ping-check profile max-fails.

3.103.3 ping-check profile min-success

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

YKasaTb KO/INYeCTBO NnocsieoBaTesbHbIX YAAa4HbIX 3aNpOCoB K yaaneHHOMY
XOCTY, N0 AOCTUXXEHMIO KOTOPOro MHTEePHET Ha nHTepdelice cumtaeTtcs
HaNMYecTByOLWMM. 10 YMOIYaHUIO NCMONb3YeTCA 3HaveHune 5.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne No YMOAYaHUIo.

Ja

Ja

Het

(config-pchk)>  min-success «count»

(config-pchk)> no min-success

AprymeHT 3HauyeHue OnucaHwue

count Lenoe yucno |Konnuectso yjayHbIX 3anpocoB. MoxeT
NMPUHVMaTL 3HaUYeHUA B Npegenax ot 1 Ao 10

BK/THOYNTENIbHO.

(config-pchk)> min-success 3
PingCheck: :Profile: "test": uses 3 success count for enabling »
interface.

(config-pchk)> no min-success
PingCheck: :Profile: "test": success count is reset to 5.

Bepcus OnucaHve

2.04 JobasneHa koMmaHaa ping-check profile min-success.

3.103.4 ping-check profile mode

OnucaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

YcTaHoBUTb pexum Ping Check. Mo yMon4aHMIo yCTaHOB/IEHO 3HaYeHve icmp.

Het

Ja
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-pchk)>  mode wmode>
AprymeHTbl AprymMeHT |3HaueHme |OnucaHme
mode icmp TecTrpoBaHMe JOCTYNHOCTU yAaneHHOoro
XOCTa byfeT oCyLLecTBAATLCA MOCPeACTBOM
oTnpasku emy ICMP-echo request (ping).
connect TecTnpoBaHUe AOCTYNHOCTU YAaleHHOro
X0CTa byAeT OCyLLeCcTBAATLCA NOCPeCTBOM
yCcTaHOBKM TCP-NOAKNOUYEHWA Ha 3a4aHHbI
noprT.
tls TecTnpoBaHMe AOCTYNHOCTW YAaIeHHOro
X0cTa byaeT oCyLLeCcTBAATLCA NOCPeCTBOM
yCTaHoBKM TLS-noakntoueHus.
NMpumep (config-pchk)> mode tls
PingCheck: :Profile: "test": uses tls mode.
VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie
2.04 JlobasneHa komaHAa ping-check profile mode.
3.09 Job6asneH aprymeHT tls.

3.103.5 ping-check profile port

OnucaHue YKa3aTb NOpT AN NOAKAHOUEHUS K yAaneHHOMY XOCTy. HacTpolika nmeet
CMbICn Npu pexxnme Ping Check connect (cM. komaHay ping-check profile

mode).

KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-pchk)>  port port>
(config-pchk)> no port
AprymeHTbl AprymeHT 3HauyeHue OnucaHue
port lenoe uncno |[Homep nopta. MoXeT NPUHNMaTbL 3HaYeHUS
B npegenax oT 1 Ao 65534 BkIoOUUTENBHO.
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Mpumep (config-pchk)> port 80
PingCheck::Profile: "test": uses port 80 for testing.

(config-pchk)> no port
PingCheck: :Profile: "test": port is cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jo6aBneHa komaHaa ping-check profile port.

3.103.6 ping-check profile power-cycle

OonucaHue Bk/tounTh ynpaBneHve nutaHneM ceTeBoro HTepdeiica USB. Mo ymonyaHuio
BKJTOUEHO.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-pchk)>  power-cycle

I (config-pchk)> no power-cycle

Mpumep (config-pchk)> power-cycle
PingCheck: :Profile: "test": enabled USB power cycle.

(config-pchk)> power-cycle
PingCheck: :Profile: "test": disabled USB power cycle.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.04 Jlo6aBneHa komaHga ping-check profile power-cycle.

3.103.7 ping-check profile timeout

OnucaHune YCTaHOBUTb MakcMasibHoe BpeMA OXKNAaHNA OTBETa yAa/1EHHOIO XOCTa Ha
O4WVH 3anpoc B ceKyHAax. Mo YMOJIHaHUIO NCMO/Ib3YeTCA 3HaveHne 2.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaUYeHMe M0 YMOTYAHNIO.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het
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CuHoncuc (config-pchk)>  timeout «timeouts

(config-pchk)> no timeout

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

timeout Yenoe uucno |Bpemsa oxuaaHuma B cekyHaax. MoxeTt
MPUHVMAaTL 3HaUeHUA B Npegenax ot 1 Ao 10
BK/IIOUNTE/IBHO.

Mpumep (config-pchk)> timeout 4
PingCheck: :Profile: "test": timeout is changed to 4 seconds.

(config-pchk)> no timeout
PingCheck: :Profile: "test": timeout is reset to 2.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.04 Jlo6aBneHa komaHga ping-check profile timeout.

3.103.8 ping-check profile update-interval

OnucaHune YCTaHOBUTb NEPUOSMYHOCTL BbIMOSHEHWA NpoBepok Ping Check.
MNpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CnHoncuc (config-pchk)>  update-interval «<seconds>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
seconds lenoe uucno |Mepunog obHoBNeHNS B cekyHaax. MoxeT
NPUHNMAaTb 3HaYeHNA B rnpegenax oT 3 40
3600 BK/IFOUNTENBHO.
Npumep (config-pchk)> update-interval 60
PingCheck: :Profile: "test": update interval is changed to 60 »
seconds.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.04 JobasneHa komaHaa ping-check profile
update-interval.
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3.104 ppe

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

BktoUnNTb MexaHn3M nakeTHo 06paboTku. Mo ymonyaHuo HacTpolika

BKJ/IFOYEeHa.

KomaHza c nped1KcomM no oTKAoYaEeT BbIbpaHHbI/ yckopuTens.

Ja
Ja

Het

(config)>

ppe <engine;

(config)> no ppe [<engines]

AprymeHT

3HauyeHue OnucaHwue

engine

software MporpaMMHBbIN ycKopUTesb.

(config)> ppe software
Network::Interface: :Rtx::Ppe: Software PPE enabled.

(config)> no ppe
Network::Interface: :Rtx::Ppe: All PPE disabled.

Bepcus OnucaHve
2.00 Jlo6aBneHa KoMaHaa ppe.
2.05 JlobaBneH aprymeHT engine.

3.105 pppoe pass

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

Bxnountb (I)yHKLI,I/II-O CKBO3HOIO nponyckaHmsa. Mo>xHo BBecCTU A0 10
NNOKaJIbHbIX CETEBbIX Y3/10B.

KomaHga ¢ npedumkcom no otkaroyaeT GyHKLUMIO.

Ja
Ja
Het

Ethernet

I (config)>

pppoe pass through wan-ifaces <lan-ifaces

I (config)> no pppoe pass through
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue

wan-iface UHTepgenc HauanbHbIl MHTepdelric — nonHoe Ha3BaHme
WAN-uHTepdeiica nnv ero anvac.

lan-iface WHTepgeiic KoHeuHbI nHTepdeinc — nonHoe Ha3BaHMe
LAN-nHTepdelica nnum ero anmac.

Mpumep (config)> pppoe pass through Home ISP
Pppoe::Pass: Configured pass from "Bridge@" to "GigabitEthernetl".

(config)> no pppoe pass
Pppoe: :Pass: Disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaBneHa KOMaHAa pppoe pass.

3.106 schedule

OnucaHwue JocTyn K rpynne KOMaHA A8 HaCTPOMKM BbI6paHHOro pacnucaHus. Ecan
pacnncaHne He HalieHo, KOMaHAa MblTaeTCs ero co3jathb.

KomaHga ¢ npedurKcom no yaanseT pacnucaHuve.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Bxo>xaeHue B rpynny (config-sched)

CuHoncuc (config)>  schedule name>
(config)> no schedule name>
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
name Crpoka HasBaHue pacnncaHus.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.06 JlobaeneHa komaHaa schedule.

3.106.1 schedule action

OnucaHue 3ajaTb AeCcTBIS, BbIMOJIHSAEMble COracHO Bbl6paHHOMy pacnncaHnto.

KomaHgaa ¢ npeprKcomM no oTMeHsIeT AecTBIe.

Runner 4G (KN-2211) — CnpaBoYHVK KOMaHZA 397



naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(config-sched)>

action cactions anins <hours «dows

(config-sched)> no action [ <actions mins <hours «dows ]

AprymeHT 3HauyeHue OnuncaHwue
action start [encTBMe Havana.
stop [encTBme KOHLUA.
min UYenoe uucso |MUHYTBI.
hour Llenoe uncno |Yacobl.
dow UYesnoe uucno |[HN Hepenwn, pasgeneHHble 3anaTbiMn. 0 1 7

O3Ha4aloT BOCKpeceHbe. * o3HayaeT
exejgHeBHO.

(config-sched)> action start 0 9 1,2,3,4,5
Core::Schedule: :Manager: Updated schedule "WIFI".

Bepcus

OnucaHune

2.06

Job6aBneHa komaHaa schedule action.

3.106.2 schedule description

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiKku

MHorokpaTHbIVi BBOj,

CviHoncmc

AprymeHTsl

3ajaTtb onuncaHme Ans BbI6paHHOro pacnmcaHus.

KomaHga ¢ I'Ipe¢I/IKCOM no CTUpaeT onmncaHue.

Ja
Het

Het

(config-sched)>

description «description»

(config-sched)> no description

AprymeHT

3HayeHue

OonvcaHune

description

CTpoka

TekcT onncaHus.
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Npumep (config-sched)> description "Schedule for on/off Access Point"
Core: :Schedule: :Manager: Updated description of schedule "WIFI".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.06 Job6asneHa komaHaa schedule description.

3.107 service dhcp

OnucaHwue Brntountb DHCP-cepeep. Ecnu ans 3anycka cny>K6bl HeOCTaTOYHO HacTpoeK
(cm. ip dhcp pool), cnyxxba He bygeT oTBeuaTb No ceTu. Kak ToNIbKO HacTpoek
CTaHeT AOCTaTOYHO, Cy>K6a BKAOUNTCA aBTOMaTNYECKN.

KomaHga ¢ npednkKcom no ocTaHaBIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service dhcp
I (config)> no service dhcp
Mpumep (config)> service dhcp
service enabled.
VICTOleﬂ N3MeHeHUun Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa service dhcp.

3.108 service dhcp-relay

OnucaHwue Bikntoumntb petpaHcnaTop-DHCP. Ecam gns 3anycka cnyx6bl He40CTaTOUHO
HacTpoek (c™. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyxx6a He byzieT oTBeUaTh Mo ceTu. Kak TONbKO HaCTpoeK CTaHeT JOCTaTOUHO,
cnyx6a BKIIIOUNTCA aBTOMaTUYECKMU.

KomaHga ¢ npedrkcom no ocTaHaBAMBAET CYX6Y.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service dhcp-relay
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I (config)> no service dhcp-relay

Mpumep (config)> service dhcp-relay
service enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [Jlo6baBneHa komaHaa service dhcp-relay.

3.109 service dns-proxy

OnucaHue BkntounTte DNS-npokcun. Ans HacTPOMKY NapaMeTpoB CIYXX6bI, NCNONb3yinTe
rpynny komaHg Pasgen 3.20 Ha cTpaHuvue 106.

Mpejukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CuHoncuc I(config)> service dns-proxy

NMpumep (config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.00 JobaBneHa KomaHaa service dns-proxy.

3.110 service http

OnucaHwue Bikntountb HTTP-cepBep, KOTOPbIA NpeAocTaBAseT Mob30BaTeNto
Web-nHTepdeiic gna HacTpoikm Runner 4G.

KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CNyXOby.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service http
I (config)> no service http
Mpumep (config)> service http

HTTP server enabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JlobaeneHa komaHza service http.

3.111 service igmp-proxy

OnucaHwue Brntounte IGMP-npokcu. Ans paboTbl C1y>K6bl HEO6X0AMMO Hann4vmne ogHOro
nHTepdeiica upstreamun xota 661 ogHOr0 HTEepdelica downstream. Ecnim ans

3arnycka Cl'ly)K6bI HEAO0CTAaTOYHO HAaCTPOEK, OHa He 6yp,eT pa60TaTb. Kak T0/1bK0
HaCTpoOeK CTaHeT AO0CTaTO4HO, cny>|<6a BK/TIOYNTCA aBTOMaTUYECKN.

KomaHga ¢ npedrkcom no ocTaHaBAMBAET C/IYXKOy.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

Cunoncnc I (config)> service igmp-proxy
I (config)> no service igmp-proxy

Mpumep (config)> service igmp-proxy
IGMP proxy enabled.

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.00 JobasneHa KOMaHAa service igmp-proxy.

3.112 service internet-checker

OonucaHue BkntounTb Internet-checker ans KOHTPONA COCTOAHUSA VIHTEPHET COeANHEHMS
Ha ycTpoiicTge. Mo ymonyaHuto GyHKLMS BKIOYEHA.

KomaHga ¢ npednkKcom no ocTaHaB/INBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Her

CnHoncuc I (config)> service internet-checker
I (config)> no service internet-checker
Mpumep (config)> service internet-checker

Network: :InternetChecker: Hosts check enabled.
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(config)> no service internet-checker
Network: :InternetChecker: Hosts check disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.13 JobaBneHa komaHaa service internet-checker.

3.113 service ipsec

OnucaHwue 3anyctuTb CyXo6y IPsec. Mo ymon4vaHuio ciyxba oTkatoueHa.
KomaHga ¢ npednkcom no ocTaHaB/IMBAET CYX6Y.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> service ipsec
I (config)> no service ipsec
NMpumep (config)>service ipsec
IpSec::Manager: Service enabled.
VICTOleﬂ N3MeHeHUun Bepcmﬂ onucaHvie

2.06 JobaBneHa KoMaHaa service ipsec.

3.114 service kabinet

OnucaHune Brntoumntb cnyxx6y aBTopmsatopa KABINET. Mo ymonyvaHuto cnyxba
OTK/ItOYeHa.

KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CNyXOby.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service kabinet
I (config)> no service kabinet
Mpumep (config)> service kabinet

Kabinet: :Authenticator: Authenticator enabled.
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(config)> service kabinet
Kabinet: :Authenticator: Authenticator disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.02 JobaBneHa komaHa service kabinet.

3.115 service mws

OnucaHune Brntouuntb cnyx6y MIWS. Mo ymonyaHuio cnyxxba oTKoueHa.
KomaHga ¢ npednkcom no ocTaHaB/IMBAET CYX6Y.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncumc I(config)> service mws

I (config)> no service mws

Mpumep (config)> service mws
Mws::Controller: Enabled.

(config)> no service mws
Mws::Controller: Disabled.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.15 JobaBneHa KoOMaH/a service mws.

3.116 service ntce

OnucaHue 3anyctnTb cnyxby NTCE. Mo yMOAYaHNIO CEPBUC OTKHOYEH.
KomaHga ¢ npedrkKcom no ocTaHaB/IMBAET CYX6Y.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CuHoncunc I (config)>  service ntce

I (config)> no service ntce
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NMpumep (config)> service ntce
Ntce::Manager: Enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.09 JobasneHa KoMaHaa service ntce. lpexHee Ha3BaHWe
KoMaHzAbl service dpi.

3.117 service ntp

OnucaHune 3anyctuTb cnyx6y NTP. Mo ymonyaHuio ciyxba paboTaer.
KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CAyXOy.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncumc I (config)>  service ntp

I (config)> no service ntp

Mpumep (config)> service ntp
Ntp::Client: NTP service enabled.

(config)> no service ntp
Ntp::Client: NTP service disabled.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

3.09 JobaBneHa KoMaHaa service ntp. lNpexHee Ha3BaHWe
KoMaH/bl service ntp-client.

3.118 service snmp

OnucaHue 3anyctnTb cnyxby SNMP. Mo ymonyaHuio cnyxba oTKAoYeHa.
KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I (config)>  service snmp
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I (config)> no service snmp

Mpumep (config)> service snmp
Snmp: :Manager: SNMP service was enabled.
(config)> no service snmp
Snmp: :Manager: SNMP service was disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JlobaBneHa KOMaHza service snmp.

3.119 service ssh

OnucaHue BknrounTb cepBep SSH, KoTopbIi NpegocTaBaseT Nob3oBaTento nHtepdeinc
KOMaHZAHOW CTPOKN AN HACTPOMKM YCTPOWCTBA.

KomaHga ¢ npedurkcom no ocTaHaBAMBAET CyX6y.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service ssh

I (config)> no service ssh

Mpumep (config)> service ssh
Ssh::Manager: SSH server enabled.

(config)> no service ssh
Ssh::Manager: SSH server disabled.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.12 JobaBneHa komaHaa service ssh.

3.120 service sstp-server

OnucaHwue Brnrounts cepsep SSTP.

KomaHga ¢ npedrkcom no ocTaHaBAMBAET CYX6Y.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I(config)> service sstp-server
I (config)> no service sstp-server
Mpumep (config)> service sstp-server
SstpServer: :Manager: Service enabled.
(config)> no service sstp-server
SstpServer: :Manager: Service disabled.
UcTopus nsmeHeHnii Bepcus onuvcaHue

212 JlobaBneHa KOMaHAa service sstp-server.

3.121 service telnet

OonuncaHmne BkntounTtb cepsep telnet, KoTopbIVi NpeAOCTaBASET NO/b30BaTeNto NHTepdelic
KOMaHAHOW CTPOKW AN HAaCTPOMKM YCTPOWCTBA.

KomaHga ¢ npedrKcom no ocTaHaBAMBAET C/IYXKOY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service telnet
I (config)> no service telnet

Mpumep (config)> service tel
Telnet server enabled.

VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobaBneHa koMmaHaa service telnet.

3.122 service udpxy

OnucaHue Brntoumntb cnyx6y udpxy.

KomaHga ¢ npedrkKcom no ocTaHaB/IMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het
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CuHoncuc I (config)> service udpxy

I (config)> no service udpxy
Mpumep (config)> service udpxy

Udpxy: :Manager: a service enabled.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.03 JobasneHa KomaHaa service udpxy.

3.123 service upnp

OnucaHune Brntoumntb cnyx6by UPnP.

KomaHga ¢ npedrkcom no ocTaHaBIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> service upnp
(config)> no service upnp
WcTopusa nsmeHeHum Bepcus onucaHuve
2.00 JobasneHa koMaHgaa service upnp.

3.124 service vpn-server

OnucaHue Bknrountb cepsep VPN.

KomaHga ¢ npednkKcom no ocTaHaBIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service vpn-server
I (config)> no service vpn-server
Mpumep (config)> service vpn-server

VpnServer::Manager: Service enabled.
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(config)> no service vpn-server
VpnServer: :Manager: Service disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobaBneHa KOMaHaa service vpn-server.

3.125 show

OonuncaHmne JocTyn K rpynne KOMaHZA Anst NPOCMOTpa ANarHoCTU4ecko nHopmaLumm o
cncteme. Bce KOMaHAbl 3TOV rpynnbl HE N3MEHSAIOT CUCTEMHbIE HACTPOKN.

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (show)

CuHoncuc (config)>  show
WcTopuns nsmeHeHunit |Bepcus onucaHue
2.00 JobaBneHa koMaHAa show.

3.125.1 show acme

OnucaHue MokasaTb cTatyc knneHTa ACME B cucTeme.
MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOA, Het

CuHoncuc I (show)> acme

Mpumep (show)> acme
acme:
real-time: yes
ndns-domain: mytest.keenetic.pro
ndns-domain-acme: yes
ndns-domain-error: no
default-domain: cc6b5a71a7644903b51a5454.keenetic.io
account-pending: no
account-running: no
get-pending: no
get-running: no
revoke-pending: no
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revoke-running: no
reissue-queue-size: 0
revoke-queue-size: 0
retries: 0
checker-timer: 82499
apply-timer: 0
acme-account: 36902346

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.11 JobaBneHa komaHaa show acme.

3.125.2 show adguard-dns availability
OnuicaHue MpoBepuTb 1 NOKasaTb AOCTYNHOCTb AdGuard DNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> adguard-dns availability
Mpumep (show)> adguard-dns availability
available: yes
port: 53
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.12 Job6aeneHa komaHaa show adguard-dns availability.

3.125.3 show adguard-dns profiles
OnucaHune Mokasatb npodunn AdGuard DNS.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)>  adguard-dns profiles

Mpumep (show)> adguard-dns profiles

profiles:
profile: default
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WcTopusa nsmeHeHum

profile: standard

profile: family

Bepcus OnucaHue

2.1 Job6asneHa komaHaa show adguard-dns profiles.

3.125.4 show associations

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

MokasaTb CNNCoK 6ecnpoBOAHbIX CTAHLMIA, CBA3AHHbIX C TOUKOM A0CTYyNa.
Ecnv BbINONHUTL KOMaHAy 6e3 apryMeHTa, TO Ha 3KpaH byaeT BbiBeseH Becb
CMMCOK 6eCcnpoOBOAHbLIX CTAHLINA.

HeTt
Het
Het

Access Point

(show)> associations [ <name]

AprymeHT 3HauyeHue

OnvcaHune

name Crpoka

HazBaHue Touku goctyna. Cnmcok AOCTYMHbIX
ANsi Bblbopa Touek AOCTyna MOXHO YBUAETb
BBeAs KOMaHay associations [Tab].

(show)> associations [Tab]

Usage template:

associations [{name}]

Choose:
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint
WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl

GuestWiFi
WifiMasterl/AccessPoint3
WifiMasterl/AccessPoint0
AccessPoint 5G

(show)> associations WifiMaster0/AccessPoint0
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station:
mac: ec:1f:72:d3:6d:3f
ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 130
uptime: 3804
txbytes: 2058837
rxbytes: 25023483
ht: 20
mode: 1ln
gi: 800
rssi: -26
mcs: 15
station:
mac: 20:aa:4b:5c:09:0e
ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 270
uptime: 19662
txbytes: 19450396
rxbytes: 70800065
ht: 40
mode: 1ln
gi: 800
rssi: -41
mcs: 15
WcTopuns nsmeHeHunit |Bepcus onucaHue
2.00 JobaBneHa komaHaa show associations.
3.125.5 show button

OnuncaHune

Mpejukc no

MeHsieT HacTpoiAKK

MokasaTb MH$OPMAaLMIO MO YKa3aHHOM CUCTeMHO KHoMKe. EC/iv BbINOAHUTb
KOMaHAy 6e3 aprymeHTa, TO Ha 3KpaH byzeT BbiBeeH BeCb CMNCOK KHOMOK

Ha ycTporicTee. Habop KHOMOK 3aBMCUT OT annapaTHOM KOHGUrypaumu.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

(show)> button [<name>]

AprymeHT 3HauyeHue

OnucaHue

name Crpoka

Ha3BaHme KHonku.
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Mpumep (show)> button FN1

buttons:

button,

name = FN1:

is switch: no
position: 2
position count: 2

clicks: 0
elapsed: 0
hold delay: 3000
VICTOleﬂ N3MeHeHUn Bepcmﬂ onvucaHue
2.00 JobaBneHa komaHaa show button.

3.125.6 show button bindings

OnucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

bindings:

MNMoka3aTb CNNCOK AeNCTBUIA, Ha3HAUYeHHbIX Ha KHOMKK YCTPOICTBA.

I(shom0> button bindings

(show)> button bindings

binding, index = 0:

button:

action:

active handler:
default handler:
protected:

RESET
click
Reboot
Reboot
yes

binding, index = 1:

button:

action:

active handler:
default handler:
protected:

RESET

hold
FactoryReset
FactoryReset
yes

binding, index = 2:

button:

action:

active handler:
default handler:
protected:

WLAN

click
WpsStartMainAp
WpsStartMainAp
no
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binding, index = 3:

button:

action:

active handler:
default handler:
protected:

WLAN
double-click
WpsStartMainAp5
WpsStartMainAp5
no

binding, index = 4:

button:

action:

active handler:
default handler:
protected:

WLAN

hold
WifiToggle
WifiToggle
no

binding, index = 5:

button:

action:

active handler:
default handler:
protected:

FN1

click
UnmountUsbl
UnmountUsbl
no

binding, index = 6:

button:

action:

active handler:
default handler:
protected:

FN1
double-click

no

binding, index = 7:

button:

action:

active handler:
default handler:
protected:

FN1
hold

no

binding, index = 8:

button:

action:

active handler:
default handler:
protected:

FN2

click
UnmountUsb2
UnmountUsb2
no

binding, index = 9:

button:

action:

active handler:
default handler:
protected:

binding, index =

button:
action:
active handler:

FN2
double-click

no

10:
FN2
hold
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default handler:
protected: no

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.03 Job6asneHa komaHaa show button bindings.

3.125.7 show button handlers

OnucaHune Moka3aTb CANCOK JOCTYMHbIX 06PaboTUNKOB KHOMOK B CUCTEME.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> button handlers

Mpumep (show)> button handlers

handlers:
handler, name = LedToggle:
short description: toggle system LED states
protected: no
switch related: no

handler, name = FactoryReset:
short description: reset a configuration to factory »
defaults
protected: yes
switch related: no

handler, name = UnmountUsbl:
short description: unmount USB 1 port storages
protected: no
switch related: no

handler, name = UnmountUsb2:
short description: unmount USB 2 port storages
protected: no
switch related: no

handler, name = Reboot:
short description: reboot the system
protected: yes
switch related: no

handler, name = DlnaDirectoryRescan:
short _description: rescan DLNA directory for newer media »
files
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protected: no
switch related: no

handler, name = DlnaDirectoryFullRescan:
short description: remove a DLNA database and rescan a »
DLNA directory
protected: no
switch related: no

handler, name = DectHandsetRegistrationToggle:
short description: toggle a DECT handset registration
protected: no
switch related: no

handler, name = DectHandsetPagingToggle:
short description: toggle a DECT handset paging
protected: no
switch related: no

handler, name = OpkgRunScript:
short description: run Opkg script
protected: no
switch related: no

handler, name = TorrentAltSpeedToggle:
short description: toggle a Torrent alternative speed »

mode
protected: no
switch related: no
handler, name = TorrentClientStateToggle:
short description: toggle a Torrent client state
protected: no
switch related: no
handler, name = WifiToggle:
short description: on/off all Wi-Fi interfaces
protected: no
switch related: no
handler, name = WpsStartMainAp:
short description: start WPS (2.4 GHz main access point)
protected: no
switch related: no
handler, name = WpsStartMainAp5:
short description: start WPS (5 GHz main access point)
protected: no
switch related: no
handler, name = WifiGuestApToggle:
short description: toggle a guest access point state »
(2.4 GHz)

protected: no
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WcTopusa nsmeHeHum

switch related: no

handler, name = WpsStartStation:
short description: start WPS (2.4 GHz Wi-Fi station)
protected: no
switch related: no

handler, name = WpsStartStation5:
short description: start WPS (5 GHz Wi-Fi station)
protected: no
switch related: no

Bepcus OnucaHue

2.03 JobaBneHa komaHaa show button handlers.

3.125.8 show chilli profiles

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

MokasaTb CNNCOK AOCTYNHbIX Npoduneli RADIUS-cepBepa.
Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

| (show)>  chilli profiles

(show)> chilli profiles

profile:

name: Iron Wi-Fi
url: https://www.ironwifi.com/
description: Hosted RADIUS and Captive Portal
preset:
uamserver: »

https://europe-west3.ironwifi.com/api/pages/uam/

radius:
serverl: 35.198.88.176

radiuslocationid:

custom: uamsecret

custom: radiussecret
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custom: radiusnasid

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue
2.10 Job6asneHa komaHaa show chilli profiles.
3.125.9 show clock date
OnucaHue lNMokasaTb Tekyllee CMCTEMHOE BpeMs.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> clock date
Mpumep (show)> clock date
weekday: 4
day: 18
month: 1
year: 2018
hour: 8
min: 46
sec: 2
msec: 660
dst: inactive
tz:
locality: GMT
stdoffset: 0
dstoffset: 0O
usesdst: no
rule: GMTO
custom: no
WcTopusa nsmeHeHum Bepcus onucaHve
2.00 JobaBneHa komaHaa show clock date.

3.125.10 show clock timezone-list
OonucaHue [Moka3aTb CMMCOK AOCTyI'IHbIX Y4aCOBbIX MOACOB.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

WcTopus nsmeHeHum

I(shom0> clock timezone-list

(show)>

clock timezone-list

timezones:
tz:
locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
dstoffset: -1
tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:
locality: Anadyr
stdoffset: 43200
dstoffset: -1

Bepcus

OnucaHune

2.00

JobaBneHa komaHaa show clock timezone-list.

3.125.11 show cloudflare-dns availability

OnuncaHune
MNpejukc no

MeHsieT HacTpoiKkmn

MpoBepuTb 1 NokasaTk gocTynHocTb Cloudflare DNS.

Het

HeT

MHorokpaTtHbiiA BBog, Het

CunHoncuc

Mpumep

I(shom0> cloudflare-dns availability

(show)> cloudflare-dns availability

doh-

available: yes
supported: yes
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doh-available: yes
dot-supported: yes
dot-available: yes
blocked-name: »
31bd8460-89fd-e2de-8865-63ffb93d1lc9e.is-cf.cloudflareresolve.com
ipv6-supported: no
ipv6-enabled: no

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.05 Job6asneHa komaHaa show cloudflare-dns availability.

3.125.12 show cloudflare-dns profiles

OnucaHwne Moka3sate npodunu Cloudflare DNS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> cloudflare-dns profiles
MNpumep (show)> cloudflare-dns profiles
profiles:
profile: default
profile: standard
profile: malware
profile: family
UcTopuns nsmeHeHnim Bepcus OonucaHue

3.05 Job6asneHa komaHaa show cloudflare-dns profiles.

3.125.13 show configurator status

OnucaHwue MokasaTb MHGopMaLMIo O CUCTEMHOM KOoHbUrypaTope.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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Cunoncuc I(show)> configurator status
Mpumep (show)> configurator status
touch: Thu, 18 Oct 2018 14:37:25 GMT
header, name = Model: Keenetic Giga
header, name = Version: 2.06.1
header, name = Agent: http/rci
header, name = Last change: Thu, 18 Oct 2018 14:37:25 »
GMT
serving:
name: Session /var/run/ndm.core.socket
time: 0.000397
request, host = 192.168.1.42, name = admin:
parse: show configurator status
VICTOleﬂ n3MeHeHuA Bepcuﬂ onucaHvie
2.06 [Jlo6aBneHa komaHaa show configurator status.
3.125.14 show credits
OnucaHue MNMokasaTb NNLEH3VOHHYI0 MHbOpMaLMto 06 YCTaHOB/IEHHOM MakeTe B
KeeneticOS. Ecnum BbINOAHUTE KOMaHAy 6e3 aprymeHTa, TO Ha aKpaH byaeT
BbiBeAeHa BCA MHPOpMaLMA MO YCTaHOBIEHHbIM MNakeTaM Ha YCTPOWCTBe.
Mpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc (show)> credits [ package; ]
AprymeHTbl ApryMeHT |3HaueHune OnucaHue
package CTtpoka ma nakera.
Mpumep (show)> credits
package:

name: accel-ppp
title: High performance accel-ppp VPN server
homepage: https://accel-ppp.org/
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package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:

Chilli Version)

homepage:

package:

name:
title:

management utility

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:

package:

name:
title:
homepage:

accel-ppp-12tp

L2TP plugin for accel-ppp
https://accel-ppp.org/

accel-ppp-pptp

PPTP plugin for accel-ppp
https://accel-ppp.org/

accel-ppp-sstp

SSTP plugin for accel-ppp
https://accel-ppp.org/

avahi-daemon

An mDNS/DNS-SD implementation (daemon)
http://www.avahi.org/

coova-chilli

Wireless LAN HotSpot controller (Coova »

http://www.coova.org/CoovaChilli

crconf

Netlink-based CryptoAPI userspace »

dhcpv6

DHCPv6 client + server
http://wide-dhcpv6.sourceforge.net/

dropbear

Small SSH2 client/server
http://matt.ucc.asn.au/dropbear/

iperf3-ssl

Internet Protocol bandwidth measuring »
tool with iperf auth support
homepage: https://github.com/esnet/iperf

kernel
Linux kernel

http://www.kernel.org/
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package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

kmod-ipt-account
ACCOUNT netfilter module

kmod-ipt-chaos
CHAOS netfilter module

kmod-ipt-compat-xtables
API compatibilty layer netfilter module

kmod-ipt-condition
Condition netfilter module

kmod-ipt-delude
DELUDE netfilter module

kmod-ipt-dhcpmac
DHCPMAC netfilter module

kmod-ipt-dnetmap
DNETMAP netfilter module

kmod-ipt-fuzzy
fuzzy netfilter module

kmod-ipt-geoip
geoip netfilter module

kmod-ipt-iface
iface netfilter module

kmod-ipt-ipmark
IPMARK netfilter module
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package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

title:

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:

kmod-ipt-ipp2p
IPP2P netfilter module

kmod-ipt-ipv4options
ipv4options netfilter module

kmod-ipt-length2
length2 netfilter module

kmod-ipt-logmark
LOGMARK netfilter module

kmod-ipt-lscan
lscan netfilter module

kmod-ipt-netflow
Netflow netfilter module for Linux kernel
http://ipt-netflow.sourceforge.net/

kmod-ipt-psd
psd netfilter module

kmod-ipt-quota2
quota2 netfilter module

kmod-ipt-sysrq
SYSRQ netfilter module

kmod-ipt-tarpit
TARPIT netfilter module

kmod-nf-nathelper-rtsp
RTSP Conntrack and NAT helpers
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library

homepage:

package:

name:
title:
homepage:

package:

name:

https://github.com/maru-sama/rtsp-linux

kmod-wireguard
WireGuard kernel module

libattr

title: Extended attributes (xattr) manipulation »

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
writing of UNIX daemons
homepage:

http://savannah.nongnu.org/projects/attr

libav
This package contains Libav library
https://libav.org/

libavahi
An mDNS/DNS-SD implementation (No D-Bus)
http://www.avahi.org/

libcurl
A client-side URL transfer library
http://curl.haxx.se/

libdaemon
A lightweight C library that eases the »

>

http://0pointer.de/lennart/projects/libdaemon/

package:

name:
title:

1ibdb47
Berkeley DB library (4.7)

homepage: http://www.sleepycat.com/products/db.shtml

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

libevent
Event notification library
http://www.monkey.org/~provos/libevent/

libexif
Library for JPEG files with EXIF tags
https://libexif.github.io

libexpat
An XML parsing library
https://libexpat.github.io/
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package:
name: libgcrypt
title: GNU crypto library
homepage: »
http://directory.fsf.org/security/libgcrypt.html

package:
name: libgpg-error
title: GnuPG error handling helper library
homepage: »
http://www.gnupg.org/related software/libgpg-error/

package:
name: libid3tag
title: An ID3 tag manipulation library
homepage: https://www.underbit.com/products/mad/

package:
name: libjpeg
title: The Independent JPEG Group's JPEG runtime »

library
homepage: http://www.ijg.org/
package:
name: liblzo
title: A real-time data compression library
homepage: http://www.oberhumer.com/opensource/1zo/
package:
name: libnghttp2
title: Library implementing the framing layer »
of HTTP/2

homepage: https://nghttp2.org/

package:
name: libopenssl
title: Open source SSL toolkit (libraries »
(libcrypto.so, libssl.so))
homepage: http://www.openssl.org/

package:
name: libpcap
title: Low-level packet capture library
homepage: http://www.tcpdump.org/

package:
name: libtommath
title: A free number theoretic multiple-precision »
integer library
homepage: https://www.libtom.net/

package:
name: Llibusb
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title: A library for accessing Linux USB devices
homepage:

package:

name:
title:
homepage: http://troglobit.github.io/mini-snmpd.html

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

http://libusb.info/

mini_ snmpd
Lightweight SNMP daemon

minidlna
UPnP A/V & DLNA Media Server
http://minidlna.sourceforge.net/

miniupnpd
Lightweight UPnP daemon
http://miniupnp.tuxfamily.org/

netatalk
netatalk
http://netatalk.sourceforge.net

nginx
Nginx web server
http://nginx.org/

nginx-stream-module
Nginx stream module

openvpn
Open source VPN solution using OpenSSL
http://openvpn.net

pjproject
PJSIP
http://www.pjsip.org/

pureftpd
FTP server
http://www.pureftpd.org

radvd
Router advertisement daemon
http://www.litech.org/radvd/
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name: sstp-client
title: SSTP client for Linux
homepage: http://sstp-client.sourceforge.net/

package:
name: strongswan
title: Strongswan IKEv1l/IKEv2 ISAKMP and IPSec »
suite
homepage: https://www.strongswan.org/

package:
name: transmission-daemon
title: A free, lightweight BitTorrent client
homepage: http://www.transmissionbt.com

package:
name: tspc
title: TSP client
homepage: http://www.broker.ipv6.ac.uk

package:
name: tzdata
title: Timezone data files
homepage: https://www.iana.org/time-zones

package:
name: udpxy
title: Convert UDP IPTV streams into HTTP stream
homepage: http://sourceforge.net/projects/udpxy

package:
name: zlib
title: Library implementing the deflate »
compression method
homepage: http://www.zlib.net/

(show)> credits nginx

copying: /*
* Copyright (C) 2002-2019 Igor Sysoev
* Copyright (C) 2011-2019 Nginx, Inc.
* ALl rights reserved.
*
* Redistribution and use in source and binary »
forms, with or without
* modification, are permitted provided that »
the following conditions
* are met:
* 1. Redistributions of source code must »
retain the above copyright
& notice, this list of conditions and the »
following disclaimer.
* 2. Redistributions in binary form must »
reproduce the above copyright
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WcTopusa nsmeHeHum

3.125.15 show

OnuncaHune

& notice, this list of conditions and the »
following disclaimer in the
& documentation and/or other materials »
provided with the distribution.
*
* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND »
CONTRIBUTORS "“AS IS'' AND
* ANY EXPRESS OR IMPLIED WARRANTIES, »
INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND »
FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE »
AUTHOR OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, »
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, »
PROCUREMENT OF SUBSTITUTE GOODS
* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; »
OR BUSINESS INTERRUPTION)
* HOWEVER CAUSED AND ON ANY THEORY OF »
LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE »
OR OTHERWISE) ARISING IN ANY WAY
* QUT OF THE USE OF THIS SOFTWARE, EVEN IF »
ADVISED OF THE POSSIBILITY OF
* SUCH DAMAGE.

*/
Bepcusa OnucaHue
3.01 JobaBneHa komaHaa show credits.

crypto ike key

MokasaTb MHPOopMaLMIO 0 BbIGpaHHOM Kntoue IKE. Ecnv BbINOAHUTE KOMaHAY
6e3 aprymeHTa, TO BeCb Cnncok IKE kntoyein byaeT BbiBeAeH Ha 3KpaH

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
CuHoncuc (show)> crypto ike key [name]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka HasBaHue BbI6paHHoOro IKE knroua.
Mpumep (show)> crypto ike key
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WcTopusa nsmeHeHum

IpSec:

ike key, name = test:

type:
id:

address
10.10.10.10

ike key, name = test2:

type: any
id: »
Bepcus OnucaHue
2.06 Job6asneHa komaHaa show crypto ike key.

3.125.16 show crypto map

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

MokasaTb MHbOpPMaLMIO 0 BbiIbpaHHOW KpunTokapTe IPsec. Ecnv BbINOAHUTL
KOMaHAy 6e3 aprymeHTa, To BeCb CNMUCOK KPUMTOKapPT IPsec byaeT BbiBeAeH

Ha 3KpaH.
HeTt
Het

Het

(show)> crypto map [map-name]

AprymeHT

3HavyeHue

OnwucaHue

map - name

Crpoka

HasBaHuve BbIGpaHHOM KPUMTOKAPTHI.

(show)> crypto map test

IpSec:

crypto _map, name = test:

config:

remote peer: ipsec.example.com

crypto _ipsec profile name: profl

mode: tunnel

local network:

net: 172.16.200.0
mask: 24

protocol: IPv4

remote network:

net: 172.16.201.0
mask: 24

protocol: IPv4

status:
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primary peer: true

phasel:
name: test
unique id: 572
ike state: ESTABLISHED
establish time: 1451301596
rekey time: 0
reauth time: 1451304277
local addr: 10.10.10.15
remote addr: 10.10.10.20
ike version: 2
local spi: 00abebfc9d90flc2
remote spi: 3cd201lef496df75c
local init: yes
ike cypher: aes-cbc-256
ike hmac: shal

ike dh group: 2

phase2 sa list:

phase2 sa, index = 0:
unique id: 304
request id: 185
sa_state: INSTALLED
mode: TUNNEL
protocol: ESP
encapsulation: yes
local spi: ca59bfcf
remote spi: cde23d83
ipsec_cypher: esp-aes-256
ipsec _hmac: esp-shal-hmac
ipsec_dh group:
in bytes: 7152
in packets: 115
in time: 1451302507
out bytes: 6008
out packets: 98
out time: 1451302507
rekey time: 1451305159
local ts: 172.16.200.0/24
remote ts: 172.16.201.0/24
state: PHASE2 ESTABLISHED

WcTopusa nsmeHeHum Bepcus onucaHve
2.06 Job6asneHa komaHaa show crypto map.
3.125.17 show defaults

OnuncaHune

MNMoka3aTb 06LUMe NapaMeTpbl 6eCrpoOBOAHON CETU U CUCTEMBbI MO YMOIYaHUIO.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

Cunoncuc I(shom0> defaults
MNpumep (show)> defaults
servicetag: 014635737374%***
servicehost: ndss.keenetic.ndmsystems.com
wlanssid: Keenetic-0000
wlankey: XFxTH***
wlanwps: 75534%**
country: RU
ndmhwid: KN-1010
ctrisum: 4712e0849ccead77ccdd1l8e2fedb***
serial: S1749WF***
signature: valid
integrity: ok
locked: yes
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaeneHa komaHaa show defaults.
3.125.18 show dns-proxy
OnucaHwue Moka3saTkb cnucok cepsepos DNS nosepx TLS n DNS nosepx HTTPS.

Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

CuvHoncuc

MNpumep (show)> dns-proxy

proxy-status:

I(shom0> dns-proxy

proxy-name: System

proxy-config:

rpc_port = 54321
rpc_ttl = 10000

rpc_wait = 10000
timeout = 7000
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432

proceed = 500

stat file = /var/ndnproxymain.stat

stat time = 10000

dns_server 127.0.0.1:40500 .

dns_server = 127.0.0.1:40501 .

dns_server 127.0.0.1:40508 .

dns_server = 127.0.0.1:40509 .

static a = my.keenetic.net 78.47.125.180
static a ccbb5a71a7644903b51a5454 . keenetic.io 78.47.125.180
static a = myhome23.keenetic.pro 78.47.125.180
set-profile-ip 127.0.0.1 0

set-profile-ip ::1 0

dns_tcp port = 53

dns _udp port = 53

proxy-stat:
# ndnproxy statistics file

Total incoming requests: 809

Proxy requests sent: 659
Cache hits ratio: 0.192 (155)
Memory usage: 44.41K

DNS Servers

Ip Port R.Sent A.Rcvd NX.Rcvd »

Med.Resp Avg.Resp Rank

127.0.0.1 40500 2 2 0 >
40ms 40ms 10

127.0.0.1 40501 652 651 0 >
17ms 17ms 10

127.0.0.1 40508 2 0 0 >
Oms Oms 4

127.0.0.1 40509 3 1 0 >
326ms 326ms 3

proxy-safe:

proxy-tls:
server-tls:
address: 1.1.1.1
port: 853
sni: cloudflare-dns.com
Sspki:
interface:

server-tls:
address: 8.8.8.8
port: 853
sni: dns.google.com
Sspki:
interface:
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proxy-tls-filters:

proxy-https:
server-https:
uri: https://dns.adguard.com/dns-query
format: dnsm
Sspki:
interface:

server-https:
uri: »
https://cloudflare-dns.com/dns-query?ct=application/dns-json
format: json

Sspki:
interface:
proxy-https-filters:
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
3.01 Job6asneHa komaHaa show dns-proxy.

3.125.19 show dns-proxy filter presets

OnucaHwue MNMokasaTk cnmMcok npeceToB ¢puabTpaumm. Bcerga ectb kak MUHUMYM 1 npecerT,
HO MX MOXeT 6bITb ropaszo 6osbLue.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbliA BBog, Het

CuHoncue (show)>  dns-proxy filter presets [<lang ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
lang Ctpoka AA3bIK AN 0TO6paXkeHWsa B nonsax "onmncaHmne"
1 "KpaTkoe onvicaHune". Ecnu
3anpaluviBaeMbli A3bIK OTCYTCTBYeT, byaeT
oTObpaxaTbCs aHINNCKas Bepcns
BeiBog 3nemeHT OnucaHue
description AnvHHoe noagpobHoe onucaHue npoduns. Ectb Habop
nepeBooB
id KopoTkoe nms, kotopoe 6yaeT NCNoNb30BaTbC B

KoMaHgax dns-proxy.

short-description|KpaTkoe onvicaHvie A MCNonb30BaHNSA B KOMH60OBOKCax
1 3aronoskax. ECTb Habop nepesooB.
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S/1eMeHT OnucaHue

stale YcTaHaBnMBaeTcs B true, KOrAa npecet yctapen u
6o/blUe He paboTaeT.

Mpumep

(show)> dns-proxy filter presets en

version: 4

presets:
id: opendns-family
url: »
https://www.opendns.com/home-internet-security/
stale: no

short-description: OpenDNS - FamilyShield
description: Blocks domains that are categorized as »
Tasteless, Proxy/Anonymizer, Sexuality and Pornography.

presets:
id: quad9-security
url: https://quad9.net/home/individuals/
stale: no
short-description: Quad9 - Security Protection
description: Blocks malicious hostnames to protect »
against a wide range of threats such as malware, phishing, »
spyware, and botnets. Improves performance in addition to »
guaranteeing
privacy.

presets:
id: cleanbrowsing-security
url: https://cleanbrowsing.org/filters
stale: no
short-description: CleanBrowsing - Security Filter
description: Blocks access to phishing, spam, malware »
and malicious domains. Our database of malicious domains is »
updated hourly and considered to be one of the best in the »
industry.
Note that it does not block adult content.

presets:
id: cleanbrowsing-adult
url: https://cleanbrowsing.org/filters
stale: no
short-description: CleanBrowsing - Adult Filter
description: Blocks access to all adult, pornographic »
and explicit sites. It does not block proxy or VPNs, nor »
mixed-content sites. Sites like Reddit are allowed. Google and »
Bing are set
to the Safe Mode. Malicious and Phishing »
domains are blocked.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.08 Jo6aBneHa komaHaa show dns-proxy filter presets.

3.125.20 show dns-proxy filter profiles
OnucaHune MokasaTb cnncok npodunein punbTpaunm.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CunHoncuc I(show)> dns-proxy filter profiles
Npumep (show)> dns-proxy filter profiles
profiles:
id: DnsProfile0®
description: test
WcTopus nsmeHeHuimi Bepcus onucaHue

3.08 [Jlo6aBneHa komaHaa show dns-proxy filter profiles.

3.125.21 show dpn document
OnucaHue MokasaTtk TeKkcT cornateHuns DPN.
Mpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc (show)>  dpn document [ «version ][ «language; ]
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
version CTtpoka Bepcus DPN. Ecnv He yKa3aHa, oTobpaaeTcs
nocnesHas Bepcus.
language Ctpoka A3bIk DPN. Ecnv He yka3aH, oTobpaxaeTcs Ha
AHIINACKOM fA3blKe.,
Mpumep (show)> dpn document

20200330

DEVICE PRIVACY NOTICE
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UcTopuns nameHeHuii

3.125.22 show

OnucaHwne

Mpe¢ukc no

Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and

binding agreement between Keenetic Limited, including all »
affiliates and

subsidiaries (“Keenetic”, “us”, “our” or “we”) and You (as »
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

(show)> dpn document 20200330 en
20200330

DEVICE PRIVACY NOTICE
Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and

binding agreement between Keenetic Limited, including all »
affiliates and
subsidiaries (“Keenetic”,
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

u ” u

us”, “our

n

or “we”) and You (as »

Bepcus OnucaHve

3.05 [JobaeneHa komaHaa show dpn document.

dpn list
MokasaTb cAnCcoK cornawieHnin DPN, AOCTYNHbIX B CUCTEME.

Het
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MeHsieT HacTpoAKM

Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc

Mpumep

I(shom0> dpn list

(show)> dpn list
dpn:
version: 20200330

document:
lang: de

format: txt
format: md

document:
lang: en

format: txt
format: md

document:
lang: es

format: txt
format: md

document:
lang: fr

format: txt
format: md

document:
lang: it

format: txt
format: md

document:
lang: pl

format: txt
format: md

document:
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lang: pt
format: txt
format: md

document:
lang: ru

format: txt
format: md

document:
lang: sv

format: txt
format: md

document:
lang: tr

format: txt
format: md

document:
lang: uk

format: txt

format: md
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
3.05 Job6asneHa komaHaa show dpn list.
3.125.23 show dot1x
OnucaHue Moka3saTb cocTosiHMe KaneHTa 802.1x Ha nHTepdeiice. ns BO3IMOXHOCTU

ynpaBfeHunsi CocTosiHMeM kneHTa 802.1x Ha nHTepdelice L0MKHA 6bITb
HacTpoeHa aBTopmM3aLMsa Npy NOMOLLM rpynnbl KOMaHg interface
authentication.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
Tun nHTepdeiica Ethernet

MHorokpaTtHbIiA BBog, Het
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CuHoncuc (show)> dotlx[interface]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interface WHTepgeiic HasBaHue nHTepdeiica Ethernet. Cnucok
JOCTYMHBIX 415 Bbl6Opa MHTepdeincoB MOXHO
yBuaeTb BBeas koMaHay dot1x [Tab].
Mpumep (show)> dotlx [Tab]
Usage template:
dotlx [{name}]
Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0
AccessPoint
(show)> dotlx ISP
dotlx:
id: FastEthernet0/Vlan2
state: CONNECTING
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.02 JobaBneHa komaHaa show dot1x.
3.125.24 show drivers
OnucaHue MokasaTb CANCOK 3arpy>XeHHbIX ApaliBepoB S4pa
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> drivers

Mpumep (show)> drivers

module:
name: rt2860v2 sta
size: 546736
used: 0
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WcTopusa nsmeHeHum

subs: -

module:
name: rt2860v2 ap
size: 554192
used: 2
subs: -

module:
name: rndis host
size: 5024
used: 0
subs: -

module:
name: dwc_otg
size: 68416
used: 0
subs: -

module:
name: lm
size: 1344
used: 1
subs: dwc otg, [permanent]

Bepcusa OnucaHue
2.00 JobaBneHa komaHAa show drivers.

3.125.25 show dyndns updaters

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

lMoka3aTb CNMCOK AOCTYMHbIX NocTaBLLkos DynDNS.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> dyndns updaters

(show)> dyndns updaters

updater:

type:
url:
api:

updater:

type:
url:

dyndns
https://account.dyn.com/dns/dyndns
http://members.dyndns.org/nic/update

noip
https://www.noip.com/
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api: http://dynupdate.no-ip.com/nic/update

updater:
type: rucenter
url: https://www.nic.ru/login/
api: https://api.nic.ru/dyndns/update

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

2.12 Job6asneHa komaHaa show dyndns updaters.

3.125.26 show easyconfig status

OnucaHwne MokasaTb cocTosiHMe 1 HacTpolikn EasyConfig
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> easyconfig status
Mpumep (show)> easyconfig status
easyconfig:

checked: Tue Aug 6 11:50:21 2019
enabled: yes
reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
internet: yes

gateway:
interface: GigabitEthernetl
address: 193.0.175.2
failures: 0
accessible: yes
excluded: no

hosts:
host:
name: ya.ru
failures: 0
resolved: yes
accessible: yes

host:

name: nic.ru
failures: 0
resolved: no
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accessible: no

host:
name: google.com
failures: 0
resolved: no
accessible: no

WcTopusa nsmeHeHum

Bepcus OnucaHue

2.00 Job6asneHa komaHaa show easyconfig status.

3.125.27 show

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

eula document
MokasaTb TekCT cornawleHuns EULA.
Hert

Het

Het

(show)> euladocument [<«versions ][ «language;]

AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

version Ctpoka Bepcus EULA. Ecnn He yka3aHa, oTobpaxkaeTcs
nocniefHAsA Bepcus.

language Ctpoka A3bIK EULA. Ecnun He yka3aH, oTobpaxaeTcs
Ha aHINNCKOM A3bIKe.

Mpumep

(show)> eula document 20181001
20181001

KEENETIC LIMITED
End User License Agreement

This End User License Agreement (this “Agreement”) constitutes »
a valid and binding agreement between Keenetic Limited, including
all affiliates and subsidiaries (“Keenetic”, “ “our” or “we”)
and You (as

defined below) of the Software (as defined below), including the
Software installed onto any one of our Keenetic products (the
“Product”) and/or the Software legally obtained from or provided
by an App Platform

(as defined below) authorised by Keenetic. Keenetic and You shall
be collectively referred to as the “Parties”, and individually »
as a “Party”.

v

n

us-,

v

v

v

v

v

(show)> eula document 20181001 ru
20181001
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KEENETIC LIMITED
JInueH3noHHoe cornaueHue C KOHEeYHbIM Monb30BaTeneM

HacTtoswee JIMLeH3MOHHOE COrJialleHne C KOHEYHbIM MOoJib30BaTesieM »
(HacToswee «CornaweHue») npepcraBfaseT coboW OEACTBUTENLHOE U »
oba3artenbHoe cornaweHve mexpy Keenetic Limited, Bkmwo4as Bce »
CBfi3@aHHble C HEW KOMNaHuMM u BCe

eé nopgpaspeneHna («Keenetic», «Ham», «Haw» WM «Mbl»), M Bamu »
(kak onpepeneHo Huxe) o lporpamMmHoM obecneyeHun (kak onpepeneHo
Huxe) , Bkw4vasa lNporpamMmHoe obecneyeHne, yCTaHaBIMBAeMoe Ha JioHoM
U3 NpooyKTOB

npouseoactBa Keenetic («MpomykT») u/unu lMNporpammHoe obecnevyeHue,
nosly4YeHHOEe Ha 3aKOHHbIX OCHOBaHWUAX WKW nNpepocTaBiieHHoe Mara3vHOM »
MpunoxeHnn (Kak OMpPefeneHo Hu¥e), aBTOpu3oBaHHOW Keenetic. »
Keenetic u Bbl BMecTe

yrnoMnHaeTecb Kak «CTOpPOHbI», @ MO OTOENbHOCTU — «CTOPOHa».

\J

\J

\J

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvcaHue

2.15 JobaBneHa komaHaa show eula document.

3.125.28 show eula list

OnucaHue MokasaTb cNnCoK cornallueHnn EULA, LOCTYNHbIX B CUCTEME.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbliA BBog, Het

CuHoncuc I@hom0> eula list

Mpumep (show)> eula list
eula:
version: 20181001

document:
lang: en

format: md
format: txt

document:
lang: ru

format: md

format: txt
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document:
lang: tr

format: md
format: txt

document:
lang: uk

format: md

format: txt

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

2.15 JobaBneHa komaHaa show eula list.

3.125.29 show interface

OnucaHune MNMoka3aTb AaHHble yKa3aHHOro nHTepdeiica. Ecnv BelNOAHUTL KOMaHAy 6e3
aprymMeHTa, TO Ha 3KpaH byjeT BbiBeJeH BeCb CNCOK CeTeBbIX MHTepdercoB.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
Cunoncuc (show)> interface names
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name NHTepgeiic MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.
Mpumep Mpumep 3.1. MpocMOTpP COCTOSAHUA NOPTOB KOMMYTaTopa

KomaHga show interface BbiBOANT pa3nnyHyro MHPOPMALIMIO B 3aBUCMMOCTH
OT Tuna nHTepdeiica. B yactHocTn, Ana kommyTatopa FastEthernet0 oHa

MOMMMO OB6LLNX CBEAEHWNI NMOKa3bIBaeT TeKyLliee COCTOAHNE GUINYECKNX
MOPTOB, CKOPOCTb U Aynekc.

(config)> show interface FastEthernet0

id: GigabitEthernet0
index: 0
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type: GigabitEthernet
description:
interface-name: GigabitEthernet0
link: up
connected: yes
state: up
mtu: 1500
tx-queue: 2000
port, name = 1:
id: GigabitEthernet0/0
index: 0
interface-name: 1
type: Port
link: up
speed: 1000
duplex: full
auto-negotiation: on
flow-control: on
eee: off
last-change: 4578.185413
last-overflow: 0
public: no
port, name = 2:
id: GigabitEthernet0/1
index: 1
interface-name: 2
type: Port
link: down
last-change: 4590.205656
last-overflow: 0
public: no
port, name = 3:
id: GigabitEthernet0/2
index: 2
interface-name: 3
type: Port
link: up
role, for = GigabitEthernet0/Vlan2:
speed: 100
duplex: full
auto-negotiation: on
flow-control: off
eee: off
last-change: 4570.078144
last-overflow: 0
public: yes
port, name = 4:
id: GigabitEthernet0/3

inet
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index: 3
interface-name: 4

type: Port

link: down

last-change: 4590.202571
last-overflow: 0

WcTopusa nsmeHeHum

public: no
Bepcus OnucaHue
2.00 JobaBneHa komaHaa show interface.

3.125.30 show interface antennas

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

MokasaTb ypOBEHb CUIHaNa aHTEeHH.

Tun nHTepdeiica Usb
Cunoncuc (show)> interface name> antennas
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name UHTepgelic MonHoe nma nHTepderica nam NCeBAOHUM.
Cnncok AOCTYMHbIX MHTePPEencoB MOXKHO
yBUAETb C NOMOLLbIO KoMaHAb! interface
[Tab].
BuiBog, dnemeHT OnucaHne
channel Homep aHTeHHbI.
rssi NHankaTop YpOBHS MPUHMMAEMOrO CUTHana.
rsrq KayecTBO NpMHMMaEMOro NMAOTHOro curHana. Tosnbko
ans 4G,
rsrp MoLHOCTb IPUHNMaeMOro NUA0THOrO CUrHana. Tonbko
ana 4aG.
phase CmeLueHune dasbl. Tonbko ansa 4G.
ecio CooTHOLUEeHVe Nosy4YeHHOro/4mncToro cCUrHana K
rnomexam. Tonbko ansa 3G.
Npumep (show)> interface UsbQmi® antennas

antenna:
channel: 0
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rssi: -61
rsrp: -81
rsrq: -8
phase: 0
antenna:
channel: 1
rssi: -94
rsrp: -120
rsrq: -10
phase: 6
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
3.05 JobaBneHa komaHaa show interface antennas.

3.125.31 show interface bands

OnucaHwue MokasaTb gocTtynHble 3G/LTE gnana3oHbl.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

Cunoncuc (show)> interface name> bands

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name UHTeppeic MonHoe nMs NHTepdeiica AN NCeBAOHUM.
CNmMcok JoCTYMHbIX MHTepdencoB MOXHO
YBUZETb C MOMOLLI0 KOMaHZAbl interface
[Tab].

Mpumep (show)> interface UsbQmi® bands

umts:
band: 1
enabled: yes

umts:

band: 5
enabled: yes
lte:

band: 1

enabled: yes
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lte:

band: 3
enabled: yes
lte:

band: 7

enabled: yes

lte:
band: 20
enabled: yes

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

3.05 JobaBneHa komaHAa show interface bands.

3.125.32 show interface bridge

OnucaHwne MNMokasaTb cocTofAHMEe nHTepdelica MocTa.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Bridge
Cunoncuc (show)>  interface names> bridge
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name UHTepgeiic MonHoe nMsa NIn NCceBAOHUM MHTepdeiica,
nHpopmMaLmMio 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.
BoiBog dnemeHT 3HaueHue
members KopHeBoii y3en.
interface Nmsa nHtepdeiica.
link CocTosiHME coeaniHeHUs nHTepdelica.
inherited Mpuv3Hak HacneaoBaHWA
NMpumep (show)> interface Bridgel bridge
members:

interface, link = no, inherited = yes:
WifiMaster0/AccessPoint2
interface, link = yes: UsbLte0
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jo6aeneHa komaHaa show interface bridge.

3.125.33 show interface cells

OnucaHue MNMoka3aTb 6a30Bble CTaHLUMN MOBUBHBIX CETE.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Usb

CuHoncuc (show)> interface names> cells

AprymeHTbl AprymMeHT  |3HaueHme |OnucaHue

name UHTepgeiic MonHoe nms nHTepdenca N NCeBLOHVM.
CrncoK AOCTYMHbIX UHTEPdEiCOB MOXHO
yBUAETb C MOMOLLIbIO KOMaHAb! interface

[Tab].
BbiBOA dnemeHT OnucaHue
phy-id NaeHTudunkaTop cotbl (Cell ID).
rssi VHAvKaTop ypoBHSA MprHMaeMoro curHana.
Mpumep (show)> interface UsbQmi® cells
cells:
phy-id: fc
rssi: -71
cells:
phy-id: 15b
rssi: -71
cells:
phy-id: 187
rssi: -72
VlCTOleﬂ N3MeHeHU Bepcmﬂ onvcaHue
3.05 JlobaBneHa komaHaa show interface cells.
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3.125.34 show interface channel-utilization rrd

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

lMokazaTb onpejesieHHble JaHHbIE MOHUTOPAa NCMNOoJ1b30BaHNA KaHana.

(show)> interface <name>channel-utilization rrdattributes [
«details]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name UHTepeinc MonHoe nmMsa nnn nceBgoHNM UHTepdelica
Wi-Fi.
attribute load 3arpy>KeHHoCTb KaHasa B NpoLieHTax.
valid JlocToOBEepHbI MV JaHHbIe.
detail 0 YpoBeHb geTanusaumuv RRD 64 x 3 cekyHAbI.
DTO 3HaYeHVe NCNOo/b3yeTCs MO YMOAYAHNIO,
ec/In AaHHbI NapamMeTp ABHO He yKa3aH.
1 YpoBeHb getanusauum RRD 64 x 1T MUHYTY.
2 YpoBeHb geTanusauymy RRD 64 X 3 MUHYTHI.
3 YpoBeHb getanmsaumn RRD 64 x 30 MUHYT.
Npumep (show)> interface WifiMasterl channel-utilization rrd load 1

data:

t

v
data:

t

V:
data:

t

Vi
data:

t

Vi
data:

t

Vi
data:

t

1

1

1

: 578928.500000
: 0

: 578868.500000

: 578808.500000

: 578748.500000

12

: 578688.500000

: 578628.500000
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v: 0

data:
t: 578568.500000
v: 1

data:
t: 578508.500000
v: 1

data:
t: 578448.500000
v: 1

data:
t: 578388.500000
v: 0

data:
t: 578328.500000
v: 1

data:
t: 578268.500000
v: 1

data:
t: 578208.500000
v: 1

data:
t: 578148.500000
vV: 6

data:
t: 578088.500000
v: 1

data:
t: 578028.500000
v: 11

VICTOleﬂ N3MeHeHUn Bepcmﬂ onvucaHue
3.09 JobaeneHa komaHaa show interface channel-utilization
rrd.

3.125.35 show interface channels

OnucaHwne MNMoka3aTk AaHHble O KaHanax yKa3aHHOro 6ecrnpoBoAHOro nHTepdeiica.

Mpejukc no Het
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MeHsieT HacTpoAKM

Het

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

BbiBOg,

Mpumep

Radio

(show)> interface name> channels

AprymeHT 3HauyeHue OnucaHwue

name NHTepgenic MonHoe nMsa nnn NCeBAOHUM MHTepdeiica,
nHPopMaLmMio 0 KOTOPOM TpebyeTcs
0TO6pPasnTb.

dnemMeHT 3Ha4yeHue

channels KopHeBoii y3en.

channel, index

Homep 3anuvcu B cnncke.

number

Homep kaHana.

ext-40-above

BO3MOXHOCTb pacwnpeHna KaHaia BBepX.

ext-40-below

BO3MOXHOCTb pacwmpeHna KaHaslia BHU3.

vhc-80

Bo3MOXHOCTb pacwmpeHrsa kaHana go 80 Mru.

(show)> interface WifiMaster® channels

channels:

channel, index =
number: 1
ext-40-above: yes
ext-40-below: no
vht-80: yes

channel, index =
number: 2
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 3

ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 4
ext-40-above: yes
ext-40-below: yes
vht-80: yes

0:
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channel, index = 4:
number: 5
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 5:
number: 6
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 6:
number: 7
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 7:
number: 8
ext-40-above: yes
ext-40-below: yes

vht-80: yes
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.03 JobaBneHa komaHaa show interface channels.

3.125.36 show interface chilli

OnucaHue MokazaTb MHPOPMALMIO O CTAaTUCTUKE KNNEHTOB, MOAKIOYEHHbIX K XOT-CNOTY
RADIUS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)> interface name> chilli
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name UHTepgeiic MonHoe nma nHTepderica nam NCeBAOHMM.
NMpumep (show)> interface Chilli@ chilli
host:
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session-id: 4bf7c55f00000006
user: 44w3cl
ip: 10.1.30.3
mac: 55:a3:19:51:b4:11
start-time: 3884
end-time: 0
idle-time: 9
idle-time-limit: O
tx-bytes: 695682
tx-bytes-limit: 0
rx-bytes: 1627453
rx-bytes-limit: 0

tx-speed: 0
tx-speed-limit: O
rx-speed: 0
rx-speed-limit: 0
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.10 JobasneHa komaHaa show interface chilli.

3.125.37 show interface country-codes

OnucaHune Moka3aTb CANCOK AOCTYMHbIX KAHANOB Ha paano-uHTepderice.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Radio

CuHoncuc (show)> interface name> country-codes

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name NHTepgeiic MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
oTO6pasnTb.
BoiBog dnemeHT 3HaueHue

country-codes |KopHeBOI y3en.

code Koa cTpaHbl.
country Ha3BaHWe cTpaHbl.
Npumep (show)> interface WifiMaster0® country-codes

country-codes:
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country-code:
code: AL
country: Albania

country-code:
code: DZ
country: Algeria

country-code:
code: AR
country: Argentina

country-code:
code: AM
country: Armenia

country-code:
code: AU
country: Australia

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.03 Job6asneHa komaHaa show interface country-codes.

3.125.38 show interface mac

OnucaHue Moka3aTte Tabnnuy MAC-agpecoB KOMMYyTaTopa.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Switch
Cunoncuc (show)> interface names> mac
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name NHTepgeiic MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.
Mpumep (show)> interface FastEthernet® mac
Port MAC Aging
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WcTopusa nsmeHeHum

1 20:6a:8a:1a:58:€9 1

3 cc:5d:4e:4f:aa:b2 1

3 cc:5d:4e:4f:aa:b2 3

1 01:00:5e:00:00: fc 7

Bepcus OnucaHue

2.00 JobaBneHa komaHaa show interface mac.

3.125.39 show interface name-server

OnuncaHune

Mpejukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

MNMokasaTbk CNMCOK akTyanbHbIX cepBepos DNS, ncnonb3syembix Ha nHTepdelice

(show)> interface name> name-server
AprymeHT 3HauyeHue OnuncaHwue
name UHTepgeiic MonHoe nma nnn nceBfoHNM UHTepderica.

(show)> interface WifiMasterl/WifiStation® name-server

server:
address:
port:
domain:
global:
service:
interface:

server:
address:
port:
domain:
global:
service:
interface:

server:
address:
port:
domain:
global:
service:
interface:

1.1.1.1
0

0
Dns: :Manager

9.9.9.9
0

0
Dns: :Manager

8.8.8.8
0

0
Dns: :Manager
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WcTopusa nsmeHeHum

server:
address: 192.168.133.1
port: O
domain:
global: 65318
service: WifiMasterl/WifiStation® DHCP client
interface: WifiMasterl/WifiStationO
server-tls:
address: 8.8.8.8
port: O
sni: dns.google
Spki:
interface:
domain:
Bepcus OnucaHue
3.09 JobaBneHa komaHaa show interface name-server.

3.125.40 show interface operators

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

Moka3aTk CANCOK AOCTYMHbIX MOGUALHbLIX OrepaTopos. MNepes 3anyckom
3TOW KOMaHAbl HEO6XOAMMO CHaYana BbIMOAHUTL KOMaHAY CKaHMPOBaHMSA
cetu interface mobile scan. MNocne 3aBepLUeHNA CKAHMPOBAHNSA CNNCOK
6yAeT fOCTYNeH A0 Tex Nop, Noka MojemM He byzeT nepesanyLLeH.

HeTt
Het
Het

Usb

(show)>

interface name> operators

AprymeHT

3HayeHue

OnvicaHune

name

UHTEepperic

MonHoe nMs MHTepdeica v NCeBAOHMM.
CrnMCOK JOCTYMHbIX MHTepdeicoB MOXHO
YBMAETb C NOMOLLIbIO KOMaHAp! interface
[Tabl.

(show)> interface UsbQmi® operators

scanning: complete

age: 80

operator:

plmn:

25011
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name:
mobile:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

operator:

plmn:
name:

YOTA
4G

used
preferred
25099
Beeline
4G
available
roaming
forbidden
25020
Tele2

3G
available
roaming
forbidden
25001

MTS

3G
available
roaming
forbidden
25099
Beeline
3G
available
roaming
forbidden

25020
Tele2
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WcTopusa nsmeHeHum

mobile:

status:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

4G

available

roaming

forbidden

25001
MTS
4G

available

roaming

forbidden

Bepcus

OnucaHmne

2.12

Job6asneHa komaHaa show interface operators.

3.125.41 show interface rf e2p

OnucaHue
Mpe¢ukc no

MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

MokasaTb TekyLlLiee COAEPXMMOe BCeX ayeeK KanMbpoBOUHbIX AaHHbIX

HeTt
Het
Het

Radio

(show)>

interface name> rf e2p

AprymeHT

3HayeHue

OnvicaHune

name

UHTEepperic

MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
oTO6pasnTb.

(show)> interface WifiMaster0® rf e2p

[0x0000]
[0x0008]
[0x0010]
[0x0018]
[0x0020]
[0x0028]

15392
:042B
:0000
10001
:FFFF
:43EC

[0x0002]
[Ox000A]
[0x0012]
[0x001A]
[0x0022]
[0x002A]

:0103
:5392
:5392
: FF6A
:FFC1
:04F6

[0x0004]
[0x000C]
[0x0014]
[0x001C]
[0x0024]
[0x002C]

:43EC
:1814
:1814
10213
19201
:052B

[0x0006]
[0xO00E]
[0x0016]
[0x001E]

[0x002E]

:04F6
18001
10000
: FFFF
[0x0026] :
: FFFF

FFFF
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[0x0030]:758E [0x0032]:4301 [0x0034]:FF22 [0x0036]:0025
[0x0038]:FFFF [0x003A]:012D [0x003C]:FFFF [0x003E]:FAD9
[0x0040]:88CC [0x0042]:FFFF [0x0044]:FFOA [0x0046]:0000
[0x0048]:0000 [0x004A]:0000 [0x004C]:0000 [OXxO04E]:FFFF
[0x0050] : FFFF [0x0052]:1111 [0x0054]:1111 [0x0056]:1111
[0x0058]:1011 [0x005A]:1010 [0x005C]:1010 [OxO05E]:1010
[0x0060]:1111 [0x0062]:1211 [0x0064]:1212 [0x0066]:1312
[0x0068]:1313 [0x006A]:1413 [0x006C]:1414 [OxO06E]:2264
[0x0070]:00F1 [0x0072]:1133 [0x0074]:0000 [0x0076]:FC62
[0x0078]:0000 [0x007A]:0000 [0x007C]:0000 [O0xO07E]:0000
[0x0080]:FFFF [0x0082]:FFFF [0x0084]:FFFF [0x0086]:FFFF
[0x0088]:FFFF [0x008A]:FFFF [0x008C]:FFFF [OxO08E]:FFFF
[0x0090] : FFFF [0x0092]:FFFF [0x0094]:FFFF [0x0096] :FFFF
[0x0098]:FFFF [0x009A]:FFFF [0x009C]:FFFF [OxO09E]:FFFF
[0X00A0]:FFFF [0x00A2]:FFFF [0x00A4]:FFFF [0Ox00A6]:FFFF
[0XO00A8]:FFFF [0x00AA]:FFFF [OXxO00AC]:FFFF [OxO0AE]:FFFF
[0x00BO]:FFFF [0x00B2]:FFFF [0x00B4]:FFFF [0x00B6]:FFFF
[0x00B8]:FFFF [0x00BA]:FFFF [0x00BC]:FFFF [Ox00BE]:FFFF
[0x00CO]:FFFF [0x00C2]:FFFF [0x00C4]:FFFF [0x00C6]:FFFF
[0x00C8]:FFFF [0x00CA]:FFFF [0x00CC]:FFFF [OxOO0CE]:FFFF
[0x00DO]:FFFF [0x00D2]:FFFF [0x00D4]:FFFF [0x00D6]:FFFF
[0x00D8]:FFFF [0x0OGDA]:FFFF [0x00DC]:FFFF [OxOO0DE]:6666
[OXOOEQ] : AAAA [0OxOOE2]:6688 [OxO00E4]:AAAA [OxO0E6]:6688
[OXOOE8]:AAAA [OxOOEA]:6688 [OxO0EC]:AAAA [OxOOEE]:6688
[0XO00FO]:FFFF [0x00F2]:FFFF [Ox00F4]:FFFF [Ox00F6]:FFFF
[0XO00F8]:FFFF [0xO0FA]:FFFF [0xO0OFC]:FFFF [OxOOFE]:FFFF
[0x0100]:FFFF [0x0102]:FFFF [0x0104]:FFFF [0x0106]:FFFF
[0x0108]:FFFF [0x010A]:FFFF [0x010C]:FFFF [Ox010E]:FFFF
[0x0110]:FFFF [0x0112]:FFFF [0x0114]:FFFF [0x0116]:FFFF
[0x0118]:FFFF [0x011A]:FFFF [0x011C]:FFFF [Ox011E]:FFFF
[0x0120]:FFFF [0x0122]:FFFF [0x0124]:FFFF [0x0126]:FFFF
[0x0128]:FFFF [0x012A]:FFFF [0x012C]:FFFF [Ox012E]:FFFF
[0x0130]:FFFF [0x0132]:FFFF [0x0134]:FFFF [0x0136]:FFFF
[0x0138]:FFFF [0x013A]:FFFF [0x013C]:0000 [0x013E]:FFFF
[0x0140]:FFFF [0x0142]:FFFF [0x0144]:FFFF [0x0146]:FFFF
[0x0148]:FFFF [0x014A]:FFFF [0x014C]:FFFF [Ox014E]:FFFF
[0x0150]:FFFF [0x0152]:FFFF [0x0154]:FFFF [0x0156]:FFFF
[0x0158]:FFFF [0x015A]:FFFF [0x015C]:FFFF [Ox015E]:FFFF
[0x0160]:FFFF [0x0162]:FFFF [0x0164]:FFFF [0x0166]:FFFF
[0x0168]:FFFF [0x016A]:FFFF [0x016C]:FFFF [Ox016E]:FFFF
[0x0170]:FFFF [0x0172]:FFFF [0x0174]:FFFF [0x0176]:FFFF
[0x0178]:FFFF [0x017A]:FFFF [0x017C]:FFFF [Ox017E]:FFFF
[0x0180]:FFFF [0x0182]:FFFF [0x0184]:FFFF [0x0186]:FFFF
[0x0188]:FFFF [0x018A]:FFFF [0x018C]:FFFF [Ox018E]:FFFF
[0x0190]:FFFF [0x0192]:FFFF [0x0194]:FFFF [0x0196]:FFFF
[0x0198]:FFFF [0x019A]:FFFF [0x019C]:FFFF [Ox019E]:FFFF
[0x01A0]:FFFF [0x01A2]:FFFF [0x01A4]:FFFF [0x01A6]:FFFF
[0x01A8]:FFFF [0x01AA]:FFFF [0x01AC]:FFFF [OxO1AE]:FFFF
[0x01BO]:FFFF [0x01B2]:FFFF [0x01B4]:FFFF [0x01B6]:FFFF
[0x01B8]:FFFF [0x01BA]:FFFF [0x01BC]:FFFF [Ox01BE]:FFFF
[0x01CO]:FFFF [0x01C2]:FFFF [0x01C4]:FFFF [0x01C6]:FFFF
[0x01C8]:FFFF [0x01CA]:FFFF [0x01CC]:FFFF [Ox01CE]:FFFF
[0x01DO]:FFFF [0x01D2]:FFFF [0x01D4]:FFFF [0x01D6]:FFFF
[0x01D8]:FFFF [0x01DA]:FFFF [0x01DC]:FFFF [OxO1DE]:FFFF
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[0XO1EQ]:FFFF [0x01E2]:FFFF [Ox01E4]:FFFF [Ox01E6]:FFFF

[0xO01E8]:FFFF [OxO1EA]:FFFF [OxO@1EC]:FFFF [OxO1EE]:FFFF

[0x01FO]:FFFF [0x01F2]:FFFF [Ox01F4]:FFFF [Ox01F6]:FFFF

[0xO01F8]:FFFF [0x01FA]:FFFF [0x01FC]:FFFF [OxO1FE]:FFFF
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.04 Job6asneHa komaHaa show interface rf e2p.

3.125.42 show interface rrd

OnucaHue

Database.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

MNMokasaTb 3arpysky ceteBoro nHTepderica no npmnHumny Round Robin

(show)>  interface name>rrdattribute [ «detail>]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name UHTepgeiic MonHoe nma nHTepderica nam NCeBAOHUM.
attribute rxspeed 3HayeHMe T1Mna CKOPOCTY Nepeaaydn JaHHbIX.
txspeed
detail 0 YpoBeHb geTann3saumm 1 cekyHaa.
1 YpoBeHb geTanusaymm 2 cekyHAbl.
2 YpoBeHb geTannsaymm 3 cekyHAbl.
3 YpoBeHb feTanusaumun 5 cekyHAa.
4 YpoBeHb feTanusaumu 15 cekyHA.
5 YpoBeHb geTanusaumum 30 cekyHA.
6 YpoBeHb getanmsauyun 1 MyuHyTa.
7 YpoBeHb geTannsaymv 2 MUHYTHI.
8 YpoBeHb feTannsaumm 3 MUHYTbI.
9 YpoBeHb getannsaumm 5 MUHYT.
10 YpoBeHb geTanusaumu 15 MUHYT.
11 YpoBeHb getanmsayun 30 MUHYT.
Mpumep (show)> interface GigabitEthernetl rrd rxspeed

data:

t: 90083.990183
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data:

data:

data:

data:

: 200880

: 90082.990128

152392

: 90081.990193

110976

: 90080.990142
: 48000

: 90079.990178
: 38366

(show)> interface GigabitEthernetl rrd txspeed

data:

data:

data:

data:

data:

: 87771.249486

148202

: 87768.248974

10694

: 87765.248977

19070

: 87762.249105
: 48909

: 87759.249105

149277

(show)> interface GigabitEthernetl rrd rxspeed 1

data:

data:

data:

: 90176.990054

164766

: 90174.990061

121828

1 90172.990052
: 95430
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WcTopusa nsmeHeHum

data:
t: 90170.990085
v: 57559
data:
t: 90168.990119
v: 97759
Bepcus OnucaHue
2.10 Job6aeneHa komaHaa show interface rrd.

3.125.43 show interface spectrum rrd

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

Moka3aTb onpejenieHHble JaHHble OT aHaNM3aTopa CnekTpa.

(show)> interface name>spectrumrrd «channels«attribute:[«details
]
AprymeHT 3HauyeHue OnuncaHwue
name UHTepgeiic MonHoe nmMsa nnn nceBgoHNM UHTepdelica
Wi-Fi.
channel Uenoe 4ucno |Homep kaHana Wi-Fi.
attribute load 3arpy>KeHHOCTb KaHana B rnpoLeHTax.
dfs BrksitoueH nu DFS.
radar O6Hapy>xeH nv pagap.
valid JlocToBepHbLI NV JaHHbIe.
active Mcnonb3yeTca nu aHHbIA KaHan YKasaHHbIM
nHtepdericom Wi-Fi.
detail 0 YpoBeHb getanmsaumm RRD 64 x 1 MuHyTa.
TO 3HaYeHVe NCNOb3YeTCs MO YMOYaHWUIO,
ecnv napamMeTp SIBHO He yKa3aH.
1 YpoBeHb geTanusaymv RRD 64 X 3 MUHYTLI.
2 YpoBeHb geTanusaumu RRD 64 x 30 MUHYT.

(show)> interface WifiMasterl spectrum rrd 36 active
data:

t: 976.500000

v: 1
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data:

data:

data:

data:

data:

data:

data:

data:

data:

data:

data:

data:

data:

data:

: 916.

: 856.

: 796.

: 736.

: 676.

: 616.

: 556.

: 496.

: 436.

: 376.

: 316.

: 256.

: 196.

: 136.

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000
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WcTopusa nsmeHeHum

v: 0
data:
t: 76.500000
v: 0
Bepcus OnucaHue
3.08 Job6asneHa komaHaa show interface spectrum rrd.

3.125.44 show interface stat

OnuncaHune
Mpejukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

MokasaTb cTaTUCTUKY Mo uHTepdeicy

(show)> interface name> stat
AprymeHT 3HauyeHue OnuncaHwue
name UHTepgeiic MonHoe nma nHTepderica nam NCeBAOHUM.
(show)> interface Home stat
rxpackets: 564475
rxbytes: 68729310
rxerrors: 0
rxdropped: 0
txpackets: 796849
txbytes: 870960214
txerrors: 0
txdropped: 0
Bepcus OnucaHve
2.00 JobaeneHa komaHaa show interface stat.
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3.125.45 show interface traffic-counter

OnucaHune Moka3aTb NOAPO6HYI MHPOPMALNIO O COCTOAHUM CHeTYMKa TpaduKa.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

Cunoncnc (show)> interface name>traffic-counter

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name UHTepgeiic MonHoe nmsa NHTepdeica nin NCeBLoOHNM.
CnncoK AOCTYMNHbIX NHTepdEicoB MOXHO
yBUAeTb C NOMOLLbIO KoMaHAbI interface
[Tabl.

NMpumep (show)> interface UsbQmi® traffic-counter

enabled: true

value: 1.47
threshold: 3.96
limit: 4
remaining: 2.46

unit: GiB
trigger:

limit: false
threshold: false

saved: Fri Feb 19 18:56:29 2021

VICTOleﬂ M3MeHeHWnA Bepcmﬂ onucaHvie

3.06 Job6aBneHa komaHaa show interface traffic-counter.

3.125.46 show interface wps pin

OnucaHue MokasaTtb WPS PIN Touku goctyna.
MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica WiFi
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CuHoncuc (show)>  interface name> wps pin
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name UHTeppeic MonHoe nms nHTepdeinca Nm NCeBLOHUM.
BeiBOA, dnemMeHT 3HaueHue

pin Homep PIN.
NMpumep (show)> interface WifiMaster0/AccessPoint0@ wps pin

pin: 60180360

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa show interface wps pin.

3.125.47 show interface wps status

OnucaHue MNokasaTb ctatyc WPS Toukmn goctyna.
MNpejukc no Het
MeHsieT HacTpovikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc (show)> interface name> wps status

AprymeHTbI AprymeHT 3HauyeHue OonucaHue

name UHTeppeiic MonHoe nmsa nHTepdeica nim NCeBLoHNM.
BeiBopA, dnemMeHT 3HaueHue

wps KopHeBoii y3en.

configured HactpoeH nn WPS gns AaHHOI TouKkM JoCTyna.

auto-self-pin |CocTtosHume pexunma auto-self-pin.

status disabled
enabled
active

direction send
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onemeHT 3HauyeHue
receive
mode pbc
self-pin
peer
left Bpems 0 3aKpbITUS ceccnm B CeKyHAaX.

Mpumep

(show)> interface WifiMaster0/AccessPoint0 wps status

UcTopuns nsmeHeHnii

wps:
configured: yes
auto-self-pin: yes
status: active
direction: send
mode: self-pin
left: infinite
Bepcus OnucaHve
2.00 Job6asneHa komaHaa show interface wps status.

3.125.48 show internet status

MpoBepnTb HanMuMe NOAKIOYEeHVA K IHTepHeTy Ha ycTpoiicTee. VIHAMKaTop
"MIHTepHeT" (rnobyc) Ha Kopnyce yCTPOWCTBa ropuT, ecauv nposepka
NOAK/IIOYEHUA K MOMYASPHBIM CaiTaM NPOoLL/Ia YCneLLHOo.

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoAKM

Het

HeTt

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

(show)> internet status

I(shom0> internet status

checked: Tue Apr 24 17:14:37 2018

reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
internet: yes

gateway:

interface: GigabitEthernetl

address:

192.168.1.1
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WcTopusa nsmeHeHum

failures: 0
accessible: yes
excluded: no

hosts:

host:

name: example.net
failures: 0
resolved: yes

accessible: yes

host:

name: google.com
failures: 0
resolved: no

accessible: no

Bepcus

OnucaHmne

2.1

JobaBneHa komaHaa show internet status.

3.125.49 show ip arp

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

Mpumep

OTobpaxaeT cogepxunmoe Ketua ARP.

HeTt
Het

Het

I(shom0> ip arp

(show)> ip arp

IP

MAC Interface

192.168.75.209
82.135.72.150
192.168.75.106
192.168.75.201
192.168.75.203
10.10.30.34
192.168.75.203
192.168.75.211
82.138.72.163
192.168.75.200
192.168.75.204
82.138.72.129

9c:b7:0d:91:e7:31 Home
00:0e:0c:09:db:60 ISP
88:53:2e:5e:07:1d Home
7c:61:93:eb:6c:77 Home
00:19:d2:48:d6:dc  Home
a0:88:b4:40:9c:98 GuestWiFi
7Cc:61:93:e€:88:67 Home
00:26:c7:4a:e0:16 Home
34:51:c9:c6:53:cf ISP
60:d8:19:cb:1b:36 Home
4c:0f:6e:4b:3c:ba  Home
00:30:48:89:b5:9f ISP
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

[JobaeneHa komaHaa show ip arp.

3.125.50 show ip dhcp bindings

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mokasatb cTtaTtyc DHCP server. ECnv BBINOAHUTL KOMaHAy 6e3 apryMeHTa, To
Ha 3KpaH byAeT BbiBeleH BeCb CNUCOK BblAeneHHbIX IP A1a Bcex nynos.

AprymeHThl

Mpumep

UcTopus nsmeHeHwnii

(show)>  ip dhcp bindings [ pool>]
AprymeHT 3HauyeHue OnucaHue
pool CTpoka VMg nyna.

(show)> ip dhcp bindings _WEBADMIN

lease:
ip: 192.168.15.211
mac: 00:26:c7:4a:€0:16
expires: 289
hostname: lenovo
lease:
ip: 192.168.15.208
mac: 00:19:d2:48:d6:dc
expires: 258
hostname: evo

Bepcusa

OnucaHune

2.00

JobasneHa komaHaa show ip dhcp bindings.

3.125.51 show ip dhcp pool

OnucaHune

Mpejukc no

MeHsieT HacTpoiKmn

MNMoka3saTb HbOpMaLUMto 06 onpeseneHHOM nyne. Ecm BbINOAHUTE KOMaHAy
6e3 aprymeHTa, TO Ha 3KpaH byaeT BbiBefeHa MHPopmaLmsa 060 Bcex nynax

CNCTEMBbI.

Het

HeTt
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

(show)>  ip dhcp pool [ «pools]

AprymeHT 3HauyeHue OnuncaHwue

pool Ctpoka Wma nyna.

(show)> ip dhcp pool 123

pool, name = 123:
interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0
end: 0.0.0.0

router, default = yes: 0.0.0.0
lease, default = yes: 25200
state: down
debug: no
Bepcus OnucaHve
2.03 Job6asneHa komaHaa show ip dhcp pool.

3.125.52 show ip hotspot

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

Mpumep

lMoka3aTb CNMNCOK XOCTOB, MNOAKNHOYEHHbIX K XOT-CMoTy.

Het
Het

Het

I(shom0> ip hotspot

(show)> ip hotspot

host:
mac: 24:92:0e:92:e5:44
via: 24:92:0e:92:e5:44
ip: 192.168.1.41
hostname: android-41d997d510af8ff9
name:

interface:
id: Bridge0
name: Home
description: Home network (Wired and wireless hosts)
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expires: 207328
registered: no
access: permit
schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 4911
link: up
ssid: Bewilderbeast
ap: WifiMaster@/AccessPoint0
authenticated: yes
txrate: 65
ht: 20
mode: 1ln
gi: 800
rssi: -24
mcs: 7
host:
mac: 20:aa:4b:5c:09:0e
via: 20:aa:4b:5c:09:0e
ip: 192.168.1.51
hostname: Julia-PC
name:
interface:
id: Bridge0
name: Home

description: Home network (Wired and wireless hosts)

expires: 212967
registered: no
access: permit
schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 884
link: up
ssid: Bewilderbeast
ap: WifiMaster@/AccessPoint0
authenticated: yes
txrate: 130
ht: 20
mode: 1ln
gi: 800
rssi: -37
mcs: 15
VICTOleﬂ N3MeHeHUn Bepcmﬂ onvucaHue
2.09 Job6asneHa komaHaa show ip hotspot.
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3.125.53 show ip hotspot rrd

OonuncaHmne MokasaTb NHPopMaLMo 0 TpadurKe 3aperMcTpMpPOBaHHOrO XoCTa No
npuHumny Round Robin Database.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)>  ip hotspot mac> rrd attributes [ «details]
AprymeHTbI AprymeHT 3HauyeHue OnucaHue
mac MAC-apgpec MAC-agpec
3aperncTpmpoBaHHOro
xocrTa.
attribute rxspeed Twnn ckopocTu nepegaumn
txspeed AaHHBIX.
rxbytes
txbytes
detail 0 YpoBeHb geTanumsauummn 1
ceKkyHAa.
1 YpoBeHb geTtanmsaumm 2
CeKyHAbI.
2 YpoBeHb feTanusaunn 3
CeKyHJabl.
3 YpoBeHb feTanmsaunnm 5
CeKyHa.
4 YpoBeHb geTanmsaymm
15 cekyH4a.
5 YpoBeHb geTannsauymm
30 cekyHA.
6 YpoBeHb geTanu3sauumn 1
MWHyTa.
7 YpoBeHb geTanmsaunm 2
MUHYTbI.
8 YpoBeHb geTtanmsaunm 3
MWHYTbI.
9 YpoBeHb feTanusaunn 5
MWHYT.
10 YpoBeHb geTanusauymn
15 MUHYT.
11 YpoBeHb geTanusaymn
30 MUHYT.
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Mpumep (show)> ip hotspot a8:1e:84:85:f2:11 rrd rxspeed

data:
t: 2180.491855
v: 16298

data:
t: 2177.492050
v: 9026

data:
t: 2174.491916
v: 11450

data:
t: 2171.491843

(show)> ip hotspot a8

data:

v
data:

t

v
data:

t

v
data:

v

(show)> ip hotspot a8

data:

t

v
data:

t

v
data:
data:

t

: 626

:1e:84:85:12:11 rrd txspeed

1 2228.491841
: 952

1 2225.491920
: 8813

1 2222.492053
: 28746

1 2219.491845
1 22474

:1e:84:85:12:11 rrd rxbytes

1 2279.491860
1 4197

: 2276.492050
: 362

1 2273.492040
14337

1 2270.491862
1 3281
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(show)> ip hotspot a8:1e:84:85:f2:11 rrd txbytes

data:
t: 2360.491865
v: 3342

data:
t: 2357.491853
v: 142

data:
t: 2354.491949
v: 3333

data:
t: 2351.491847
v: 3390

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.14 Job6asneHa komaHaa show ip hotspot rrd.

3.125.54 show ip hotspot summary

OonuncaHmne MokasaTb MHPOopMaLMIO O Tpadrke HECKONBKMX 3aperncTpMpOBaHHbLIX XOCTOB
no npuHumny Round Robin Database.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbliA BBog, Het

CuHoncuc (show)>  ip hotspot summary «<attribute; [ detail «detail>][ count
«count ]
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
attribute rxspeed 3HayeHue T1Mna CKOPOCTU nepeaayv JaHHbIX.
txspeed
rxbytes
txbytes
detail 0 YpoBeHb geTannsaymm 3 ceKyHAbI.
1 YpoBeHb geTanusaumu 60 cekyHA.
2 YpoBeHb geTanusaumu 180 cekyHA,.
3 YpoBeHb getanusauun 1440 cekyHa.
count Uenoe 4ucno |KonmuectBo xocToB. Ecim He ykasaHo,
oTOb6paxaeTcs BeCb CNMCOK XOCTOB.
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Mpumep
t: 255

host:
active:
name:
rxspeed:

host:
active:
name:
rxspeed:

host:
active:
name:
rxspeed:

(show)> ip hotspot summary rxspeed

yes
toshiba
143964

yes
lnx
24749

yes
oneplus6
2558

(show)> ip hotspot summary rxspeed detail 0

t: 0

host:
active:
name:
rxspeed:

host:
active:
name:
rxspeed:

host:
active:
name:
rxspeed:

yes
toshiba
186519

yes
oneplus6
94298

yes
lnx
8237

(show)> ip hotspot summary rxspeed count 3

t: 255

host:
active:
name:
rxspeed:

host:
active:
name:
rxspeed:

host:
active:

yes
toshiba
390322

yes
lnx
53518

yes
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name: oneplus6
rxspeed: 5284

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.14 Job6asneHa komaHaa show ip hotspot summary.

3.125.55 show ip http proxy

OnucaHue Moka3saTb ctaTyc HTTP-npokcu.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ip http proxy
Mpumep (show)> ip http proxy
proxy:
name: modem
domain: myhomemodem.keenetic.link
upstream: http://192.168.8.1:80
allow: public

ndns: yes

WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.09 Job6asneHa komaHaa show ip http proxy.

3.125.56 show ip name-server

OnucaHwne MokasaTb cnncok TekyLmx agpecos DNS-cepBepoB B nopsijke yobiBaHWS
npuopuTeTa.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I (show)>  ip name-server

Mpumep (show)> ip name-server

server:
address: 82.131.72.251
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domain:
global: no
server:
address: 82.131.72.15
domain:
global: no
server:
address: 82.132.76.130
domain: zydata.ru

WcTopusa nsmeHeHum

global: yes
Bepcus OnucaHue
2.00 Job6asneHa komaHaa show ip name-server.

3.125.57 show ip nat
OnucaHue Moka3zaTe Tabanuy TpaHCAALUM CeTeBbIX aApecoB.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Cunoncuc (show)>  ip nat [tcp]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
tcp Kriw4yesoe Tonbko 3anucy c Tnom TCP 6yayT BbiBeAeHbI
CJ/10BO Ha 3KpaH.
Mpumep (show)> ip nat
Type | In | Source Port Destination Port Packets
| Out |
udp 10.1.30.34 6482 111.221.77.159 40005 1
111.221.77.159 40005 82.138.7.164 6482 1
udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1
tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11
udp 10.1.30.34 6482 84.201.228.162 44423 11
84.201.228.162 44423 82.138.7.164 6482 16
tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443  82.138.7.164 46655 0
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WcTopusa nsmeHeHum

udp 10.1.30.34 6482 213.199.179.158 40006 1
213.199.179.158 40006 82.138.7.164 6482 1

Bepcus OnucaHue

2.00 Job6asneHa komaHaa show ip nat.

3.125.58 show ip neighbour

OnuncaHune
Mpejukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

(show)>

MokasaTb CNMCOK O6HapPYXXeHHbIX Ha CETEBOM YPOBHE XOCTOB.

ip neighbour [alive]

AprymeHT |(3HauyeHue

OnucaHwue

alive

Knw4yeBoe cs10B0

lMoka3aTb aKTUBHbIE XOCTbl.

(show)> ip neighbour

neighbour:
id: 1
via: b8:88:el:2b:30:af
mac: b8:88:el:2b:30:af
address-family: ipv4
address: 192.168.22.16
interface: Bridge0
first-seen: 251387
last-seen: 0
leasetime: 7372
expired: no
wireless: no
neighbour:
id: 4
via: b8:88:e2:4b:30:af
mac: b8:88:e2:4b:30:af
address-family: ipv6
addresses:
address:
address:

last-seen: 3

fe80::a022:a505:faeb6:c891
status: active
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interface: Bridge0

first-seen: 251371

last-seen: 251371
leasetime: 0
expired: no
wireless: no

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 Job6asneHa komaHaa show ip neighbour.

3.125.59 show ip policy

OnucaHue MokasaTk cTaTyc Nnpoduas 4ocTyna B VIHTepHer.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  ippolicy[«policy]
AprymeHTbI AprymeHT 3HaueHue OnucaHue

policy Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.
Mpumep (show)> ip policy

policy, name = Policy®, description = VPN-OpenVPN:
mark: fffffdoo

480

table: 42

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

172.16.3.33/32
0.0.0.0
L2TPVPN

0

boot

no

192.168.1.0/24
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gateway: 0.0.0.0
interface: Home
metric: 0
proto: boot
floating: no

policy, name = Policy3, description = Home:
mark: fffffdo3
table: 45

route:
destination: 10.1.30.0/24
gateway: 0.0.0.0
interface: Guest
metric: 0
proto: boot
floating: no

route:
destination: 172.16.3.33/32
gateway: 0.0.0.0
interface: L2TPVPN
metric: 0
proto: boot
floating: no

route:
destination: 192.168.1.0/24
gateway: 0.0.0.0
interface: Home
metric: 0
proto: boot
floating: no

(show)> ip policy Policy®
policy, name = Policy0:
mark: fffffdoo
table: 42

route:
destination: 0.0.0.0/0
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no

route:
destination: 10.1.30.0/24
gateway: 0.0.0.0
interface: Guest
metric: 0
proto: boot
floating: no
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WcTopusa nsmeHeHum

route:
destination: 185.230.127.84/32
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 192.168.1.0/24
gateway: 0.0.0.0
interface: Home
metric: 0
proto: boot
floating: no
route:
destination: 193.0.174.0/24
gateway: 0.0.0.0
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 193.0.175.0/25
gateway: 193.0.174.10
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 193.0.175.22/32
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no
Bepcus OnucaHue
2.12 Job6asneHa komaHaa show ip policy.

3.125.60 show ip route

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MokasaTb TekyLLyo TabnuLy MapLIpyTM3aLnn.
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc (show)> ip route[sort«riteria«direction]
AprymeHTbl AprymeHT |3HaueHme |OnucaHue
direction ascending 3anucy Tabnnusl MapLIpyTu3auum byayT
ynopsAo4eHbl N0 BO3PacTaHUIO.
descending |3anucu Tabanuel MapLIpyTU3aLummn byayT
ynopsgoyeHbl N0 yobIBaHWIO.
criteria interface CopTrpoBKa 3anvcei 6yaeT ocyLecTBieHa
no uMeHun nHTepoderica.
gateway CopTupoBKa 3anucei 6yseT ocyLecTBieHa
no agpecy Lw3a.
destination |CopTupoBKa 3anucei byaeT ocyLLecTBAeHa
no ajpecy HazHayeHus.
Mpumep (show)> ip route sort destination ascending
Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.00 [JobaeneHa komaHza show ip route.
3.125.61 show ip service
OnucaHue Moka3aTb CNNCOK OTKPbITBIX MOPTOB, MCNOb3YyeMbIX CUCTEMHBIMU CTYXX6amu.

MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog, Het

CuHoncumc I (show)> ip service

Mpumep (show)> ip service
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service:
service-name: Telnet
family: ipv4
protocol: tcp
port: 23
security-level: private
service:
service-name: DNS proxy
family: ipv4
protocol: udp
port: 53
security-level: protected
service:
service-name: DNS proxy
family: ipv4
protocol: tcp
port: 53
security-level: protected
service:
service-name: DNS proxy
family: ipv4
protocol: udp
port: 54321
security-level: private
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
3.06 Job6asneHa komaHaa show ip service.
3.125.62 show ipsec
OnucaHue MokasaTb nHPopmaLmto o cocTosiHUK IPsec/IKE cnyx6bbl strongSwan.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(Shom0>ipsec

Mpumep (show)> ipsec

ipsec_statusall:

Status of IKE charon daemon (strongSwan 5.3.4, Linux 2.6.36, »

mips):

uptime: 6 days, since Dec 22 10:23:36 2015
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WcTopusa nsmeHeHum

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: »
0/0/0/0, scheduled: 10
loaded plugins: charon aes des shal sha2 md5 random nonce »
openssl xcbc cmac hmac attr kernel-netlink socket-default stroke »
updown eap-mschapv2 eap-dynamic xauth-generic xauth-eap »
error-notify systime-fix
Listening IP addresses:
192.168.1.1
10.10.10.15
Connections:
test: %any...ipsec.example.org IKEv2, dpddelay=10s
test: local: [ipsec.example.org] uses pre-shared key »
authentication
test: remote: [ipsec.example.com] uses pre-shared key »
authentication
test: child: 172.16.200.0/24 === 172.16.201.0/24 TUNNEL, »
dpdaction=restart
Security Associations (1 up, 0 connecting):
test[572]: ESTABLISHED 24 minutes ago, »
10.10.10.15[ipsec.example.org]...10.10.10.20[ipsec.example.com]
test[572]: IKEv2 SPIs: 00abebfc9d90flc2 i* »
3cd201ef496df75¢c r, pre-shared key reauthentication in 20 minutes
test[572]: IKE proposal: »
AES CBC=256/HMAC SHA1 96/PRF HMAC SHA1/MODP_1024/#
test{304}: INSTALLED, TUNNEL, reqid 185, ESP in UDP SPIs: »
cab9bfcf i cde23d83 o
test{304}: AES CBC 256/HMAC SHA1l 96, 10055 bytes i (164 »
pkts, 0s ago), 10786 bytes o (139 pkts, 0s ago), rekeying in 34 »
minutes

test{304}: 172.16.200.0/24 === 172.16.201.0/24
Bepcusa OnucaHue
2.06 Job6asneHa komaHaa show ipsec.

3.125.63 show ipv6 addresses

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

lNMoka3saTb cnucok Tekywmnx IPv6-agpecos.
Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ipv6 addresses

(show)> ipv6 addresses

address:
address: 2001:db8::1
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WcTopusa nsmeHeHum

interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fed4f:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:ce5d:4eff:fed4f:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01l:db8:43:0:ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
Bepcus OnucaHue
2.00 Job6asneHa komaHaa show ipv6 addresses.

3.125.64 show ipv6 prefixes

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

Moka3saTb cnncok Tekywwmx IPve-npedurkcos.

I(shom0> ipv6 prefixes

(show)> ipv6 prefixes

prefix:
prefix: 2001:db8::/64
interface: ISP
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd3c:4268:1559::/48
interface:

valid-lifetime:
preferred-lifetime:

prefix:

prefix:

interface:
valid-lifetime:
preferred-lifetime:

infinite
infinite

fd01:db8:43::/48

infinite
infinite
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHaa show ipv6 prefixes.

3.125.65 show ipv6 routes

OnucaHwue Moka3aTb CNUCOK TekyLwmnx IPv6-mapLLpyTOB.
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ipv6 routes
Mpumep (show)> ipv6 routes
route :
destination: 2001:db8::/64
gateway: ::
interface: Home
route :
destination: fd3c:4268:1559::/64
gateway: ::
interface: Home
route :
destination: fd01l:db8:43::/64
gateway: ::
interface: Home
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 Jlo6baBneHa komaHaa show ipv6 routes.

3.125.66 show kabinet status

OnucaHwue MpoBepunTb coCTosIHUE N KOHbUrypaumto asTopusaTopa KABINET.
Mpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

Cunoncnc I(shom0> kabinet status

Mpumep (show)> kabinet status

kabinet:
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enabled: yes
wan: yes
state: STOPPED
server: 10.0.0.1
access-level: internet
protocol-version: 2

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.02 JobaBneHa komaHaa show kabinet status.

3.125.67 show last-change

OnuicaHue MokasaTb KTO 1 KOrAa nocnefHnii pas BHOCUA U3MEHEHMS B HACTPOMKN.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> last-change
Mpumep (show)> last-change
date: Thu, 12 Jul 2012 10:01:47 GMT
agent: cli
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.00 JobasneHa komaHaa show last-change.

3.125.68 show led

OonuncaHmne Moka3aTb MHPOPMaLMIO MO YKa3aHHOMY CBETOAMOAHOMY NHAMKATOPY. Ecan
BbIMNONHUTBL KOMaHAy 6€3 apryMeHTa, To Ha 3KpaH byAeT BbiBeeH BeCb CMINCOK
CBETOAMNOAHBIX MHAMKATOPOB Ha ycTpoicTee. Habop NHANKATOPOB 3aBUCUT
OT annapaTHOM KoHbUrypaumn.

Mpedukc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)>  led [ name> ]
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AprymeHTbl

AprymeHT

3HavyeHue

OnucaHue

name

SYS HasBaHue nHamkaTopa. Koinyectso

EN JOCTYMHbIX MHAWKATOPOB 3aBUCUT OT
BbIOpPaHHOro yCTPOMCTBA.

FW_UPD

ACT_ACK
WAN
DSL
WLAN
WLANS5
WPS_1
WPS 2
WPS_3
WPS_4
WPS5_1
WPS5 2
WPS5 3
WPS5_4
USB_1
USB_2
LTE

Mpumep (show)> led FN_1
leds:
led, index = 0:
name: FN 1
user_configurable: yes
virtual: no

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.05 JobaBneHa komaHaa show led.

3.125.69 show led bindings

OnucaHwne MokasaTb ynpaBnsAoLWmii 06 beKT, CBA3aHHbIN C yKa3aHHbIMU CBETOAMOAHbBIM
NHAMKATOPOM. ECin BEINONHNTL KOMaHAy 6e3 aprymeHTa, 6yaeT BbiBejeH
BeCb CMNCOK CBETOANOAHbIX UHANKATOPOB C UX YNPaBASOLWMMUN 06 bEKTaMu.
Mpedukc no Het

MeHsieT HacTpouikm  Her
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

(show)>

led [ <name> Jbindings

AprymeHT

3HavyeHue

OnucaHue

name

SYS

HasBaHwue nHgmkaTopa. Habop AOCTYMHbIX
NHAVKATOPOB 3aBUCUT OT BbIBpaHHOro

490

FN
FW_UPD
ACT_ACK
WAN

DSL
WLAN
WLANS5
WPS_1
WPS 2
WPS_3
WPS_4
WPS5_1
WPS5 2
WPS5 3
WPS5_4
USB_1
USB_2
LTE

yCTpolicTBa.

Mpumep (show)> led bindings

bindings:

binding, index = 0:
led: SYS
user_configurable: no
active control: SystemState
default control: SystemState

binding, index = 1:
led: FN 1
user_configurable: yes
active control: UsblPortDeviceAttached
default control: UsblPortDeviceAttached

binding, index = 2:
led: FN 2
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user_configurable: yes
active control: Usb2PortDeviceAttached
default control: Usb2PortDeviceAttached

binding, index = 3:
led: ACT_ACK
user_configurable: no
active control: ButtonActivityAcknowledgement
default control: ButtonActivityAcknowledgement

binding, index = 4:
led: FW_UPD
user_configurable: no
active control:
default control:

binding, index = 5:
led: WAN
user_configurable: no
active control: WanConnected
default control: WanConnected

binding, index = 6:
led: WLAN
user_configurable: no
active control: WlanActivity
default control: WlanActivity

binding, index = 7:
led: WPS 1
user_configurable: no
active control: WlanWpslActivity
default control: WlanWpslActivity

binding, index = 8:
led: WPS 2
user_configurable: no
active control: WlanWps2Activity
default control: WlanWps2Activity

binding, index = 9:
led: WPS 3
user_configurable: no
active control: WlanWps3Activity
default control: WlanWps3Activity

binding, index = 10:
led: WPS 4
user_configurable: no
active control: WlanWps4Activity
default control: WlanWps4Activity

binding, index = 11:
led: WPS STA
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user_configurable: no
active control: WstaWpsActivity
default control: WstaWpsActivity

binding, index = 12:
led: WLAN5
user_configurable: no
active control: Wlan5Activity
default control: Wlan5Activity

binding, index = 13:
led: WPS5 1
user_configurable: no
active control: Wlan5WpslActivity
default control: Wlan5WpslActivity

binding, index = 14:
led: WPS5 2
user_configurable: no
active control: Wlan5Wps2Activity
default control: Wlan5Wps2Activity

binding, index = 15:
led: WPS5 3
user_configurable: no
active control: Wlan5Wps3Activity
default control: Wlan5Wps3Activity

binding, index = 16:
led: WPS5 4
user_configurable: no
active control: Wlan5Wps4Activity
default control: Wlan5Wps4Activity

binding, index = 17:
led: WPS5 STA
user_configurable: no
active control: WstaSWpsActivity
default control: WstaSWpsActivity

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.08 Job6asneHa komaHaa show led bindings.

3.125.70 show led controls

OonuncaHmne MokasaTb CNMCOK YNPaBASOLMNX 06 EKTOB CBETOAMOAHBIX MHANKATOPOB
cncTeMsbl. IoCTynHble ynpaBastioLme 06bekTbl 3aBUCAT OT KOHPUIypaLmm
060pyAOBaHMSA.

Mpe¢ukc no Het
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(shom0> led controls
Mpumep (show)> led controls
controls:
control, index
name:
short _description:
owner:

user _configurable:

control, index
name:
short _description:
owner:
user_configurable:

control, index
name:
short _description:
owner:
user_configurable:

control, index
name:

= 0:
SystemState
System state
ndm

no

1:
ButtonActivityAcknowledgement
Button activity acknowledgement
ndm

no

2:

SelectedSchedule

Selected schedule is active
ndm

yes

3:
SelectedWan

short _description: Selected WAN interface has default »

route
owner:
user_configurable:

control, index
name:

ndm
yes

= 4:
BackupWan

short description: Backup WAN interface has default route

owner:
user _configurable:

control, index
name:
short _description:
owner:
user _configurable:

control, index
name:
short _description:
owner:
user _configurable:

control, index

ndm
yes

5k

WanConnected

WAN interface connected
ndm

no

6:

UsblPortDeviceAttached

USB port 1 known device attached
ndm

yes

7:
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name:
short description:

owner:
user _configurable:

Usb2PortDeviceAttached

USB port 2 known device attached
ndm

yes

control, index = 8:

name:
short description:

owner:
user _configurable:

UpdatesAvailable

Firmware updates available
ndm

yes

control, index = 9:

name:
short description:

owner:
user _configurable:

OpkgLedControl
OPKG LED control
ndm

yes

control, index = 10:

name:
short description:

owner:
user _configurable:

Wlan5Activity

WLAN 5GHz interface activity
mt7615 ap

no

control, index = 11:

name:
short description:

owner:
user _configurable:

Wlan5Wps1lActivity

WLAN 5GHz SSID 1 WPS activity
mt7615 ap

no

control, index = 12:

name:
short description:

owner:
user _configurable:

Wlan5Wps2Activity

WLAN 5GHz SSID 2 WPS activity
mt7615 ap

no

control, index = 13:

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

Wlan5Wps3Activity

WLAN 5GHz SSID 3 WPS activity
mt7615 ap

no

= 14:
Wlan5Wps4Activity
WLAN 5GHz SSID 4 WPS activity
mt7615 ap
no

= 15:
WlanActivity
WLAN 2.4GHz interface activity
mt7615 ap
no

= 16:
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WcTopusa nsmeHeHum

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

WlanWpslActivity
WLAN 2.4GHz SSID
mt7615 ap

no

17:
WlanWps2Activity
WLAN 2.4GHz SSID
mt7615 ap

no

= 18:
WlanWps3Activity
WLAN 2.4GHz SSID
mt7615 ap
no

= 19:
WlanWps4Activity
WLAN 2.4GHz SSID
mt7615 ap
no

= 20:
Wsta5WpsActivity
Station 5GHz WPS
mt7615 ap
no

= 21:
WstaWpsActivity

1 WPS activity

2 WPS activity

3 WPS activity

4 WPS activity

activity

Station 2.4GHz WPS activity

mt7615 ap
no

Bepcusa

OnucaHmne

2.08

JobaBneHa komaHaa show led controls.

3.125.71 show log

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

Moka3aTb CofepXXMMOe CUCTEMHOTO XXypHana (3anncu, KoTopble COXPaHWANCh
B LMKMYeckom bydepe), a Takke HOBble 3anncy o Mepe 1x NocTynaeHns.
KomaHpa paboTtaeT B GOHOBOM pexurMe, TO eCTb A0 MPUHYANTENbHON

OCTaHOBKW Nonb3oBaTteneM no Haxatuto [Ctri]+[C].

HeTt

Het

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

(show)>  log [ wmax-1lines>][once]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
max-lines UYesnoe uucro |Konnyectso Bo3BpaLLaeMbIX CTPOK /IOrOB.
once Knwyesoe Moka3aTk TekyLuiA nor v BeliAT B CLI.
C/10B0
Mpumep (show)> log
Time Message
I [Jul 12 12:08:39] radvd[228]: attempting to reread config file
I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:c1)
occurred MIC different in key handshaking.
I [Jul 12 12:08:40] radvd[228]: attempting to reread config file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation
I [Jul 12 12:08:41] wmond: WifiMaster@/AccessPoint0Q: »
STA(d8:b3:77:36:05:c1)
occurred MIC different in key handshaking.
I [Jul 12 12:08:41] radvd[228]: attempting to reread config file
I [Jul 12 12:08:41] radvd[228]: resuming normal operation
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:c1)
pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:c1) had
deauthenticated.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00

Job6asneHa komaHaa show log.

3.125.72 show mws associations

OnucaHue lNMokasaTb CNNCOK TOYeK JOCTYyMna Ha ycunurtene, ceasaHHoM ¢ MIV/S
KOHTPOAEpPOM.
Mpejukc no Het

MeHsieT HacTpovikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

I(shom0> mws associations

Mpumep (show)> mws associations
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WcTopusa nsmeHeHum

station:
mac: 5l:ef:22:11:17:1a
ap: WifiMasterl/Backhaul®
authenticated: yes
txrate: 585
rxrate: 270
uptime: 31
txbytes: 33569
rxbytes: 74324
ht: 80
mode: 1llac
gi: 800
rssi: -27
mcs: 7
txss: 2
ebf: yes
mu: yes
Bepcus OnucaHue
3.01 JobaBneHa komaHaa show mws associations.

3.125.73 show mws candidate

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

Moka3aTb CNNCOK KaHAWAATOB UM ONUCaHNE OnpeseneHHOro KaHAnAaTa
no 3alaHHOMY UAeHTUdUKaTOPY.

HeTt
Het

Het

(show)> mws candidat

e[ (candidate>]

AprymeHT 3HauyeHue

OnwucaHue

candidate Ctpoka

ID yctpomictea — MAC-agpec nawm CID.

(show)> mws candidate

candidate:
mac:
cid:
mode:
model:
state:

(show)> mws candidate

candidate:

50:ff:20:08:71:61

50:ff:20:08:71:61

DISCONNECTED

50:ff:20:08:71:61
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WcTopusa nsmeHeHum

mac: 50:ff:20:08:71:61
cid: abl409a2-0f87-11e8-8f23-3d5f5921b253
mode: ap
model: Extra (KN-1710)
state: COMPATIBLE
fw: 2.15.A.4.0-1
fw-available: 2.15.A.4.0-1
license: 273720056272398
Bepcus OnucaHue
2.15 JobaBneHa komaHaa show mws candidate.

3.125.74 show mws log

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

MokaszaTb XXypHan NoAKAUYEHNM U NepexoioB OT OAHON TOUKM A0CTYNa K
apyroii B npegenax MWS. KomaHaa paboTaeT B $OHOBOM pexume, TO eCTb
[0 NPUHYAUTENBbHOV OCTaHOBKM Nojib3oBaTeneM no Haxatuto [Ctri]+[C].

HeTt
Het

Het

(show)>  mws log [ wmax-lines>][once]

AprymeHT 3HauyeHue

OnwucaHue

max-lines Lenoe uncno |OrpaHnYeHe KOAMYeCcTBa 3anncer B oTeeTe.

once KnwyeBoe
CJ10BO

[MokasaTb nocnegHmMe 3anncuy B KypHane.

(show)> mws log 1

Time Message

[Jan 17 15:04:58]

: 64:22:19:51:b1:82: associated -> »

50:ff:20:00:11:82 (5 GHz)

(show)> mws log once

Time Message

[Jan 17 14:46:37]

: 64:22:f9:51:b1:82: associated -> »

50:ff:20:00:11:82 (5 GHz)

[Jan 17 15:04:50]
GHz) -> disassociated

: 64:22:f9:51:b1:82: 50:fT:20:00:11:82 (5 »
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WcTopusa nsmeHeHum

[Jan 17 15:04:58] : 64:a2:1f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

Bepcus OnucaHue

2.15 Job6asneHa komaHaa show mws log.

3.125.75 show mws member

OnuncaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

MokasaTb CNMCOK 3aXBaYeHHbIX YCTPOMCTB UM ONMCaHWe onpeAeseHHOro
yCTpOCTBa Mo 3ajaHHOMY naeHTudmnKaTopy.

HeTt
Het

Het

(show)>  mws member [ <member; ]

AprymeHT 3HauyeHue OnuncaHwue

member Ctpoka ID yctpoiictBa — MAC-agpec nnwu CID.

(show)> mws member 40f829b8-71a8-1lec-9396-5fh681led4743

member:
cid: 40f829b8-71a8-11ec-9396-5fb681ed4743
model: Speedster (KN-3310)
mac: 50:ff:21:69:21:7d
known-host: Keenetic Hopper 116***591
ip: 192.168.15.42
mode: extender
hw-type: router
license: 116232491843591
fqdn: 1fb1227d6b44e5863f46¢ch5a.keenetic.io
fqgdn-certificate-valid: yes
fw: 3.8 Beta 2
fw-available: 3.8.2
region: EU
associations: 0
rebooting: yes

capabilities:
mode-hw: no
dual-band: yes
auto-ap-shutdown: yes

wpa3: yes
owe: yes
wind: yes

wpa-eap: no
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acme: yes
auth-token: yes
backhaul-bss: yes
sta-mask: yes
country-code: yes

notify: yes
system:
cpuload: 2
memory: 97592/262144
uptime: 567
backhaul:

uplink: GigabitEthernet0/Vlanl
bridge: 8000.50:ff:21:69:21:7d

WcTopusa nsmeHeHum

cost: 5
speed: 1000
duplex: full
rci:
errors: 0
Bepcus OnucaHue
2.15 JobaBneHa komaHaa show mws member.

3.125.76 show ndns

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

lNokasaTb napameTpbl KeenDNS, nonyyeHHble U3 nocneHero 3anpoca Ha
cepsep (cMm. komaHAbl ndns get-booked v ndns get-update).

HeTt
Het

Het

I(shom0> ndns

(show)> ndns

name: testname
booked: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: yes
access: direct

ttp:
direct: yes
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interface: GigabitEthernetl
address: 41.189.34.56

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.07 JobaBneHa komaHAa show ndns.

3.125.77 show netfilter

OnucaHwne Moka3saTb nHopmMaLmio 0 paboTe ceTeBOro skpaHa. Heobxogmmo ans
obecneyeHus yaaneHHOM TeXNOALEPXKKU.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CviHoncuc (show)> netfilter
UcTopuns nameHeHuii Bepcus onucaHue
2.00 JobaeneHa komaHaa show netfilter.

3.125.78 show nextdns availability

OnucaHwue MpoBepuTb 1 NokasaTb A4OCTYNHOCTb NextDNS.
Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(show)> nextdns availability
MNpumep (show)> nextdns availability
available: yes
port: 53
doh-supported: yes
doh-available: yes
WcTopus nsmeHeHum Bepcus OonucaHue

3.08 Job6asneHa komaHaa show nextdns availability.
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3.125.79 show nextdns profiles
OnucaHue MokasaTtb npodunn NextDNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> nextdns profiles
Mpumep (show)> nextdns profiles
profiles:
profile:
name: No filtering
token: 0
profile:
name: My First Configuration
token: 1f3a36
NextDns::Client: Loaded profiles.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.08 Jo6aBneHa komaHaa show nextdns profiles.

3.125.80 show ntce applications

OnucaHune MokasaTb CANCOK NPUIOXEHWIA, MOAAep>XKMBaeMbIX cyxb6oi NTCE.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CnHoncuc I(shom0> ntce applications
Mpumep (show)> ntce applications
application:
id-num: 1

short: facebook
long: Facebook
group-id: 2065
group-long: Social
groupset-id: 4
groupset-short-id: surfing
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groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

Web surfing

2

magicjack

magicJack

2054

Voice over IP

0

calling

Calling and conferencing

3

itunes

iTunes

2056

Streaming

2

streaming

Video & Audio streaming

4
myspace
MySpace
2065

Social

4

surfing

Web surfing

5

facetime

FaceTime

2054

Voice over IP

0

calling

Calling and conferencing

6

truphone

Truphone

2054

Voice over IP

0

calling

Calling and conferencing
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short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

twitter
Twitter
2065

Social

4

surfing

Web surfing

8

xbox

XBOX gaming console
2050

Gaming

1

gaming

Gaming

9
realmedia
RealMedia
2088
Removed

5

other
Other

10

google-mail

Google Mail

2059

Mail

3

work

Work & Learn from home

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

3.07

Job6asneHa komaHaa show ntce applications.

3.125.81 show ntce attributes

OnucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

MNMoka3aTb CNNCOK aTpMbyTOB, NoAJepKMBaeMblx cyx6oin NTCE.
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CuvHoncuc

Mpumep

I(shom0> ntce attributes

(show)> ntce attributes

attribute:
id-num: 1
short: encrypted
long: Indicates that the current
encrypted traffic.

attribute:
id-num: 2
short: audio
long: Indicates that the current
an audio or voice signal.

attribute:
id-num: 3
short: out

long: Indicates that the current
a landline call, e.g. a call to a home phone.

attribute:
id-num: 4
short: video
long: Indicates that the current
a video signal.

attribute:
id-num: 5
short: file-transfer
long: Indicates that the current
a file transfer.

attribute:
id-num: 6
short: web

long: Indicates that the current
a surf the Internet session.

attribute:
id-num: 7
short: chat

long: Indicates that the current
a chat session.

attribute:
id-num: 8
short: mail
long: Indicates that the current
mail traffic.

attribute:

connection

connection

connection

connection

connection

connection

connection

connection
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id-num: 9
short: stream
long: Indicates that the current connection is »
a continues unidirectional stream of audio and / or video.

attribute:
id-num: 10
short: android
long: Indicates that the client side uses the »
operating system Android.

attribute:
id-num: 11
short: ios

long: Indicates that the client side uses the »
operating system i0S.

attribute:
id-num: 12
short: windows-mobile
long: Indicates that the client side uses the »
operating system Windows Mobile.

attribute:
id-num: 13
short: blackberry
long: Indicates that the client side uses the »
operating system Blackberry.

attribute:
id-num: 14
short: picture
long: Indicates that the current connection »
transfers pictures.

attribute:
id-num: 15
short: ddl

long: Indicates that the current connection is »
a Direct Download Hoster.

attribute:
id-num: 16
short: google
long: Indicates that the current connection is »
a Google service.

attribute:
id-num: 17
short: outlook web access
long: Indicates that the current connection »
uses the Microsoft Exchange Outlook Web Access as authentication »
mechanism.
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attribute:
id-num: 18
short: amazon-cloud
long: Indicates that the current connection is »
a service of Amazon Cloud.

attribute:
id-num: 19
short: apache
long: Indicates that the server side is an »
Apache server.

attribute:
id-num: 20
short: mysql-server
long: Indicates that the server side is a MySQL »
database server.

attribute:
id-num: 21
short: mariadb-server
long: Indicates that the server side is a »
MariaDB database server.

attribute:
id-num: 22
short: ntlm

long: Current connection uses NTLM as »
authentication mechanism.

attribute:
id-num: 23
short: microsoft-windows
long: Indicates that the client side is the »
operating system Microsoft Windows.

attribute:
id-num: 24
short: chrome
long: Indicates that the client side is the »
operating system Chrome.

attribute:
id-num: 25
short: akamai-cloud
long: Indicates that the current connection is »
a service of Akamai Cloud.

attribute:
id-num: 26
short: dox

long: Indicates that the current connection is »
DoT (DNS over TLS) or DoH (DNS over HTTPS).
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WcTopusa nsmeHeHum

attribute:
id-num:
short:

long: Indicates that the current connection is »

27
rcs

RCS (Rich Communication Services).

Bepcus

OnucaHmne

3.07

JobaeneHa komaHaa show ntce attributes.

3.125.82 show ntce groups

OnuncaHune
Mpejukc no

MeHsieT HacTpoiAKK

Moka3saTb CAMCOK rpynmn, NoAgep>xxmBaeMblix cnyxooin NTCE.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ntce groups

(show)> ntce groups

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

2048
Generic
5

other
Other

2049

Peer to Peer

6
filetransfering
File transfering

2050
Gaming
1
gaming
Gaming

2051

Tunnel

3

work

Work & Learn from home
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group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:
long:
groupset-id:

2052

Business

3

work

Work & Learn from home

2053

E-Commerce

3

work

Work & Learn from home

2054

Voice over IP

0

calling

Calling and conferencing

2055

Messaging

0

calling

Calling and conferencing

2056

Streaming

2

streaming

Video & Audio streaming

2057

Mobile

0

calling

Calling and conferencing

2058

Remote Control

3

work

Work & Learn from home

2059
Mail
3
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groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

work
Work & Learn from home

2060

Network Management
5

other

Other

2061

Database

3

work

Work & Learn from home

2062
Filetransfer

6
filetransfering
File transfering

2063

Web

4

surfing

Web surfing

2064

Conference

0

calling

Calling and conferencing

2065

Social

4

surfing

Web surfing

2066
Sharehosting

6
filetransfering
File transfering

2067
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long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

Deprecated
5

other
Other

2068
Industrial
5

other
Other

2069
Encrypted
5

other
Other

2070

Advertisement and Analytic Services

5
other
Other

2071

News

4

surfing

Web surfing

2072

Health and Fitness
5

other

Other

2073

Cloud and CDN Services

5
other
Other

2074
Navigation
4

surfing

Web surfing
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group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:

2075
Finance
5

other
Other

2076

Travel and Transportation

5
other
Other

2077
Pornography
5

other

Other

2078

Books and Magazines
5

other

Other

2079

Audio Entertainment
2

streaming

Video & Audio streaming

2080
Education
5

other
Other

2081

M2M and IoT
3

work

Work & Learn from home

2082

Device Security
4

surfing
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groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

Web surfing

2083

Multimedia Service Providers
2

streaming

Video & Audio streaming

2084

Organizers

3

work

Work & Learn from home

2085

Enterprise Services
4

surfing

Web surfing

2086

App-Stores and 0S Updates
6

filetransfering

File transfering

2087
Browsers

4

surfing

Web surfing

2088
Removed
5

other
Other

2089
Moved
5
other
Other
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.07

[JobaeneHa komaHza show ntce groups.

3.125.83 show ntce groupsets

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

(show)> ntce groupsets

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

Moka3biBaTb CMMCOK HAaBOPOB rpynn, NoajaepXmnBaeMblix cy>6oin NTCE.

I(shom0> ntce groupsets

0
calling
Calling and conferencing

1
gaming
Gaming

2
streaming
Video & Audio streaming

3
work
Work & Learn from home

4
surfing
Web surfing

other
Other

6
filetransfering
File transfering
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.07

[JobaeneHa komaHza show ntce groupsets.

3.125.84 show ntce hosts

MokasaTb CTaTUCTUKY NPUNOXEHWIA, KOTOpble cnyxb6a NTCE o6HapyxXuna ans

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoViKKn

XOCTOB.
Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

I(shom0> ntce hosts

(show)> ntce hosts

host:

mac: 04:d4:c4

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:
long:

:54:31:12

7
twitter
Twitter
2065
Social
4
surfing
Web surfing
2

62274
6020

43
instagram
Instagram
2065
Social

4

surfing
Web surfing
2

57606
11148

428
spotify
Spotify
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group-id:

group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:
long:
group-id:
group-long:

2079

Audio Entertainment

2

streaming

Video & Audio streaming
2

155317

80526

438
whatsapp
WhatsApp
2055
Messaging
0

calling
Calling and conferencing
2

826

706

461
google-cloud
Google Cloud
2073

Cloud and CDN Services
5

other

Other

2

313

352

498
telegram
Telegram
2055
Messaging
0

calling
Calling and conferencing
2

109895
15561

559

google-play

Google Play

2086

App-Stores and 0S Updates
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groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:

6
filetransfering
File transfering
2

16736

28451

590

yandex
Yandex

2085
Enterprise Services
4

surfing

Web surfing
2

606

200

611
zendesk
ZenDesk
2052
Business
3

work
Work & Learn from home
2

101697
187527

621

slack
Slack

2064
Conference
0

calling
Calling and conferencing
2

30568

3650

632

google-services

Google Shared Services
2085

Enterprise Services

4

surfing
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groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:

group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:

Web surfing
2

614512
202174

664
microsoft-services
Microsoft Services
2085

Enterprise Services
4

surfing

Web surfing

2

20243

10699

700
fastly
Fastly
2073
Cloud and CDN Services
5
other
Other
2
14859
3147

703
cloudflare
Cloudflare
2073

Cloud and CDN Services
5

other
Other

2

2172

3593

719

google-apis

Google APIs

2052

Business

3

work

Work & Learn from home
2
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rxbytes:
txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

os-id: 3
os-long: Windows

11837
7602

933

bamtech-media

BAMTech Media

2083

Multimedia Service Providers
2

streaming

Video & Audio streaming
2

4734

6006

1136
cloud-mail-ru
Cloud-Mail-Ru
2062
Filetransfer

6
filetransfering
File transfering
2

61161

86671

1281
kaspersky-services
Kaspersky Services
2082

Device Security

4

surfing

Web surfing

2

40

70

host:

mac: 04:d4:c4:54:31:12

via: 04:d4:c4:54:31:12

ip: 192.168.11.19

hostname: MyHost

name: MyHost
interface:

id: Bridge0

Runner 4G (KN-2211) — CnpaBoYHVK KOMaHZA

519



naBa 3 OnncaHme KoMaHp,

name: Home
description: Home network

static: yes

S
rmit

S

83
97

S
00
S

0
0
mac

dhcp:
registered: ye
access: pe
schedule:
active: ye
rxbytes: 0
txbytes: 0
uptime: 90
first-seen: 90
last-seen: 1
link: up
auto-negotiation: ye
speed: 10
duplex: ye
port: 2
traffic-shape:
rx:
tx:
mode:
schedule:

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

3.07

JobaBneHa komaHaa show ntce hosts.

3.125.85 show ntce oses

OnucaHue MNMoka3saTb CNNCOK OMepaLMOHHbIX CUCTEM, MOoAAepXMnBaeMblix cnyxoboim NTCE.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I@hom0> ntce oses
Mpumep (show)> ntce oses
0S:
id-num: 1

long: Not detected

0S:
id-num: 2
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WcTopuns nsmeHeHunit |Bepcus

long: Other
0S:
id-num: 3
long: Windows
0S:
id-num: 4
long: Linux
0S:
id-num: 5
long: 0S X
0S:
id-num: 6
long: 1i0S
0S:
id-num: 7
long: Symbian
0S:
id-num: 8
long: Android
0S:
id-num: 9
long: Blackberry
0S:
id-num: 10
long: WindowsMobile
0S:
id-num: 11
long: WindowsPhone
0S:
id-num: 12
long: Chrome
0S:
id-num: 13
long: Darwin
OnucaHue

3.07

JobaBneHa komaHAa show ntce oses.
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3.125.86 show ntce status

OnucaHue MokasaTtb nHPopmaumo o cnyxbe NTCE.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I(shom0> ntce status

Mpumep (show)> ntce status

conntrack:
hosts: 2
applications: 16
applications-flows: 63
applications-events: 0
groups: 12
groups-flows: 64
groups-events: 0

memory :
applications-flows: 1512
applications-events: 0
applications: 512
groups-flows: 1536
groups-events: 0

groups: 384
hosts: 72
total: 4016
event:
count: 0
memory:
total: O
database:
hosts: 1
applications: 54
groups: 30

attributes: 6

memory :
applications: 2372976
groups: 1318320
attributes: 263664
total: 3954960
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.07

JobasneHa komaHaa show ntce status.

3.125.87 show ntp status

OnucaHune Moka3aTb cMCTeMHble HacTponkm NTP.

OCHOBHbIe cBeaeHuA 0 cocToaHUN NTP

©® Bpewms, npollejliee C MOMEHTa Noc/ieAHelr CUHXPOHM3aLMN B CEKYHAAX.
® [Ipu3HaKk nocnegHein CUHXPOHU3ALNN.
© [pr3HaK HaYanbHOW CUHXPOHU3aLMN.
® Bpems yCcTaHOBNEHO B COOTBETCTBUMN C cepBepoM NDSS.
© Bpewms ycTaHOBNEHO NoJ/ib30BaTeNeM BPYUHYHO.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(show)> ntp status
Mpumep (show)> ntp status
status:
elapsed: 435146 ©
server: l.pool.ntp.org
accurate: yes ©
synchronized: yes ©
ndsstime: no @
usertime: no ©
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.00 [JobaeneHa komaHaa show ntp status.

3.125.88 show ping-check

OnucaHwne

MokasaTtb nHpopmaumto o npodune Ping Check. Mpwn NCNONb30BaHNM

KOMaHAbl 6e3 aprymeHTa BbIBOAATCA AdHHbIE 060 BCcex ﬂpO(I)I/IﬂFIX.

MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het
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CuHoncuc (show)>  ping-check[<«profile name>]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
profile name|Crpoka HasBaHune npoduns.
Npumep (show)> ping-check
pingcheck:
profile: TEST
host: 8.8.8.8
port: 80
max-fails: 7
timeout: 1
mode: connect
interface: ISP
fail count: O
status: pass
pingcheck:
profile: TEST1
mode: icmp
pingcheck:
profile: TEST2
mode: icmp
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.04 JobasneHa komaHaa show ping-check.

3.125.89 show processes

OnucaHwue
MNpedukc no

MeHsieT HacTpoiKkmn

Het

Het

MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

Mpumep

(show)>

I(shom0> processes

processes

process, id =

name:

arg:

MokasaTb CTaTUCTMKY MCMONb30BaHMSA NpoLieccopa cnyx6amm 1 npoLieccamu.

NETBIOS browser:
ngnd

-i
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statistics:
interval:

process,
name:

arg:

state:
pid:
ppid:
vm-size:
vm-data:
vm-stk:
vm-exe:
vm-lib:
vm-swap:
threads:
fds:

service:
configured:
alive:
started:
state:

id

arg:
arg:
arg:
arg:

state:
pid:
ppid:
vm-size:
vm-data:
vm-stk:
vm-exe:
vm-lib:
vm-swap:
threads:
fds:

50ff20001e87

S (sleeping)
629

192
3188 kB
1548 kB
136 kB
4 kB
1448 kB
0 kB

1

15

30

cpu:
now:
min:
max:
avg:
cur:

17319.483753
0

0
0
0

yes
yes
yes
STARTED

= Dns::Proxy::Policy0:
ndnproxy

-C

/var/ndnproxy Policy@.conf
-p

/var/ndnproxy Policy0.pid

S (sleeping)
630

192
1676 kB
504 kB
136 kB
108 kB
896 kB
0 kB

1

10
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WcTopusa nsmeHeHum

3.125.90 show

OnuncaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

Mpumep

statistics:
interval: 30

cpu:
now: 17319.483764
min: 0
max: 0
avg: 0
cur: 0

service:
configured: yes
alive: yes
started: yes
state: STARTED

Bepcus OnucaHue
2.09 JobasneHa komaHaa show processes.
running-config

MokasaTb TekyLlme HaCTPOWKN, KOTOpble CoaepXnT darin
system:running-config TOYHO Tak Xe, KaK 3TO AefiaeT KOMaHJa more.

HeTt
HeT

Het
I(shom0> running-config

(show)> running-config
I $$$ Model: Keenetic Start
I $$$ Version: 2.06.1
I $$$ Agent: http/rci
I $$$ Last change: Fri, 12 Jan 2017 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipv4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200
set net.ipv4.netfilter.ip conntrack udp timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
domainname WORKGROUP
|

ntp server 0.pool.ntp.org
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ntp server 1l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi
deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
!
access-list WEBADMIN ISP
permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »
port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
!
isolate-private
dyndns profile ABCD
!
dyndns profile WEBADMIN
type dyndns
!
interface FastEthernet0

up
!
interface FastEthernet0/0
switchport mode access
switchport access vlan 1
|
interface FastEthernet0/1
switchport mode access
switchport access vlan 1
|
interface Bridge0
name Home
description "Home network"
inherit FastEthernet0/Vlanl
include AccessPoint
security-level private
ip address 192.168.15.43 255.255.255.0
up
!
interface WiMax0
description Yota
security-level public
ip address auto
ip global 400
up
!
interface PPTPO
description "Office VPN"
peer crypton.zydata.ru
lcp echo 30 3
ipcp default-route
ipcp name-servers
ccp
security-level public
authentication identity "00441"
authentication password 123456
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authentication mschap
authentication mschap-v2
encryption mppe
ip tcp adjust-mss pmtu
connect via ISP
up
!
ip route 82.138.7.141 ISP auto
ip route 82.138.7.132 ISP auto
ip route 82.138.7.27 PPTPO auto
ip dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home
|
ip dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi
|
ip dhcp host A 00:01:02:03:04:
ip dhcp host B 00:01:02:03:04:
ip nat Home
ip nat GuestWiFi
ipv6 subnet Default
bind Home
number 0
mode slaac

05 1.1.1.1
06 1.1.1.2

ipv6 local-prefix default
no ppe
upnp lan Home
torrent
rpc-port 8090
peer-port 51413
|
user admin
password md5 2320924ba6e5clfec3957e587a21535b
tag cli
tag cifs
tag http
tag ftp
|
user test
password md5 baadfb946f5d516379cfd75e31e409d9
tag readonly
|
service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp
service upnp
cifs
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share 9430B54530B52EDC 9430B54530B52EDC:

automount
permissive
|
|
|
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.00 Job6asneHa komaHaa show running-config.

3.125.91 show schedule

OnucaHue lNoka3aTb NapamMeTpbl orpejeneHHoro pacnmcadus. Ecnm BeinofaHNUTL
KOMaHZAy 6e3 aprymeHTa, To 6yAeT oTobpaxKeH BeCb CNUCOK pacnucaHnii B
cncTeme.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  schedule [ <name> ]
AprymeHTbI Argument |3HauyeHue |OnucaHue
name CTpoka Ha3sBaHue pacnmncaHus.
Mpumep (show)> schedule 123
schedule, name = 123:
action, type = start, left = 561514, next = yes:
dow: Tue
time: 01:29
action, type = stop, left = 564274:
dow: Tue
time: 02:15
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue
2.06 JobaBneHa komaHaa show schedule.

3.125.92 show self-test

OonucaHue MokaszaTb COBOKYMHYH MHGOPMAaLMIO O CUCTEMHOW aKTUBHOCTW. Heo6X0AMMO
ANst obecrneyeHns yaaneHHON TeXnoAaepXKKN.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

WcTopus nsmeHeHum

3.125.93 show

OnucaHue

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHThl

Mpumep

Het
Het

Het

(show)> self-test

Bepcus OnucaHue

2.00 JobaBneHa komaHaa show self-test.

site-survey

MNMokasaTb AOCTyMHble 6eCNpoBOAHbIE CeTU.
Het
Het
HeTt

Radio

(show)> site-survey name;

AprymeHT 3HauyeHue OnucaHwue

name NHTepgeiic MonHoe nmsA nHTepdenca N NCeBAOHUM.
CnncoK AOCTYMHbIX 415 Bblbopa nHTepdelicos

MOXXHO yBMAeTb BBeAA KOMaHA4Y site-survey

[Tab].

(show)> site-survey WifiMastero0

SSID MAC Ch  Mode »
Q

Hello 123 11:22:d4:70:97:f1 1 >

11b/g/n 31

BRT 78:69:87:b3:9d:68 1 >

11b/g/n 13

SVH34-34 23:bf:45:7b:0e:2e 1 >

11b/g/n 5

Keenetic-1234 56:f4:ab:56:9a:48 3 >

11b/g/n 26

(show)> site-survey WifiMasterl

SSID MAC Ch Mode »
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Keenetic-1153 (5) 34:ff:22:3d:69:fc 36 »
lla/n/ac 2
RT-5WiFi-87F8 15:a3:b8:e6:57:fa 44 >
lla/n/ac 42
GPON5 23:9a:34:b1:b1:26 48 >

1la/n/ac 0

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHaa show site-survey.

3.125.94 show skydns profiles
OnucaHwne BbiBecTn cnuncok npoduneii SkyDNS
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> skydns profiles
Mpumep (show)> skydns profiles
profile:
name: Main
token: 821766297
profile:
name: Kids
token: 840106815
SkyDns::Client: Profile list is loaded.
WcTopusa nsmeHeHum Bepcus onucaHve

2.01 Job6asneHa komaHaa show skydns profiles.

3.125.95 show skydns userinfo

OnucaHune MokasaTtb nHGopmaLmto 0 nonb3oBaTtene SkyDNS.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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Cunoncuc I(shom0> skydns userinfo
Mpumep (config)> skydns userinfo
plan:
name: Premium
code: PREMIUM
SkyDns::Client: SkyDNS info is loaded.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.01 Job6asneHa komaHaa show skydns userinfo.

3.125.96 show ssh fingerprint

OnucaHue MokasaTb TekyLure kir4n SSH-cepsepa.
Mpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc I(shom0> ssh fingerprint
Mpumep (show)> ssh fingerprint
rsa: MD5:d0:b0:d4:f7:da:7b:c0:e0:d0:c8:8f:ea:85:3c:09:00
rsa: SHAL:Nhxg8KNeE62E8zAZJIngImcrJkmA
rsa: SHA256:1M7MyrIagq4qFGT/dyF/t8TbJk5tCzreeGuh03zaydu4
ecdsa: »
MD5:a6:db:b4:fb:3c:b9:ae:31:ca:6d:ca:ed:62:73:a5:7e
ecdsa: SHA1l:ndWg/dx/dP/P8rMkJcVC3XB8nFo
ecdsa: »
SHA256 : Wp1K9d8MsquQBt1BeB1pV1yKdCN1Vay3BtBWbjOxs+0
NcTopusa nsmeHeHum Bepcus onucaHuve

2.12 Job6asneHa komaHaa show ssh fingerprint.

3.125.97 show sstp-server

OnucaHwue lNoka3saTb TekyLMe NoakItoYeHns K cepsepy SSTP.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc I(shom0> sstp-server
Mpumep (show)> sstp-server
enabled: yes
ndns-name: mymy.keenetic.link
has-ndns-certificate: yes
tunnel:
clientaddress: 172.16.3.33
username: mymy
uptime: 29
statistic:
rxpackets: 121
rx-multicast-packets: 0
rx-broadcast-packets: 0
rxbytes: 14715
rxerrors: 0
rxdropped: 0
txpackets: 78
tx-multicast-packets: 0O
tx-broadcast-packets: 0
txbytes: 48265
txerrors: 0
txdropped: 0
timestamp: 104530.202229
last-overflow: 0.000000
VICTOleﬂ U3MeHeHU Bepcuﬂ onucaHvie
2.12 Jlo6baBneHa komaHza show sstp-server.
3.125.98 show system
OnucaHwune MokasaTb 0bLLee COCTOSIHME CUCTEMBI.

OCHOBHbIe cBeAeHNA 0 COCTOSAHUN CUCTEMbI

©® 3arpyska LieHTpanbHOro npoueccopa, B NpoLeHTax.

® VIHbopmMaLWs 0 3aHATON N NMEKLLENCA B HaIMYUW NaMATy, B
KmnnobarTax

©® ViHbopmauus 06 ucnonb3oBaHUK daliia NoAKaydku, B kunobarrtax.

(4]

BDEMH pa6OTbI CNCTEMbI C MOMEHTA 3arycKa, B CEKyHAaX.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Het

MHorokpaTtHbiia BBog, Het

CuvHoncuc

Mpumep

I(shom0> system

(config)> show system

hostname: Undefined
domainname: WORKGROUP
cpuload: 0 ©
memory: 13984/28976 ©

swap: 0/0 ©

uptime: 153787 O

WcTopusa nsmeHeHwnii

Bepcus

OnucaHune

2.00

Jlo6aBneHa komaHza show system.

3.125.99 show system cpustat

OnucaHwue
Mpejukc no

MeHsieT HacTpoiKmn

Het

HeTt

MHorokpaTtHbiiA BBog Het

CvHoncuc

Mpumep

MokasaTb cBeAeHMSA 06 NCNONb30BaHNN npoueccopa yCTpOVICTBa.

I(shom0> system cpustat

(show)> system cpustat

interval: 36

busy:
cur: 1
min: 0
max: 11
avg: 2
user:
cur: 0
min: 0
max: 10
avg: 1
nice:
cur: 0
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min: 0
max: 0
avg: 0
system:
cur: 0
min: 0
max: 2
avg: 0
iowait:
cur: 0
min: 0
max: 0
avg: 0
irq:
cur: 0
min: 0
max: 0
avg: 0
sirq:
cur: 0
min: 0
max: 0
avg: 0
WcTopusa nsmeHeHum Bepcus onvicaHue

2.09

Job6asneHa komaHaa show system cpustat.

3.125.100 show tags

OnuncaHune lNMokasaTb AOCTYMHbIE MONbL30BaTe/IbCKME TEru.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep (show)> tags

I(shom0> tags

tag:
tag:
tag:
tag:
tag:

cli
readonly
http-proxy
http
printers
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WcTopusa nsmeHeHum

tag: cifs
tag: ftp
tag: ipsec-xauth
tag: ipsec-12tp
tag: opt
tag: sstp
tag: torrent
tag: vpn
Bepcus OnucaHue
2.00 JobasneHa komaHaa show tags.

3.125.101 show threads

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

Mpumep

[Moka3aTb CNMUCOK aKTUBHbIX NoToKoB B NDM.

HeTt
Het

Het

I(shom0> threads

(show)> threads

lock list complete:

lock list complete:

thread:
tid: 518
yes
locks:
statistics:
interval: 30
cpu:
now:
min:
max:
avg:
cur:
thread:
tid: 519
yes
locks:
statistics:
interval: 30

name: Cloud agent service

17771.481435
0

0
0
0

name: FTP brute force detection
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cpu:
now: 17771.481440
min: O
max: O
avg: 0
cur: 0
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.09 JobaBneHa komaHaa show threads.
3.125.102 show torrent status
OnucaHue MNoka3aTb cocTosiHMe KnneHTa BitTorrent.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Cunoncuc I (show)>  torrent status
Mpumep (show)> torrent status
state: running
rpc-port: 8090
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.03 JobaBneHa komaHaa show torrent status.
3.125.103 show upnp redirect
OnucaHwue MokasaTb Npaswnna TpaHcaauMy noptos UPnP. Ecin BLIMOAHNTL KOMaHAY
6e3 aprymeHTa, TO BeCb CNNCOK NpaBua TpaHCSaLUK byaeT BbiBeAeH Ha
3KpaH.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

Cunoncnc I (show)>  upnp redirect [( protocol> <interfaces ports) | <index> ]
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
protocol tcp Ha skpaH 6yayT BbiBeAeHbl Nnpasuna TCP
udp Ha skpaH 6yayT BbiBegeHbl npasuna UDP.

interface UHTepgeic Ha skpaH 6yayT BbiBeAeHbI NpaBuia C
yKa3aHHbIM NHTepdencom.

port lenoe umcno |Ha skpaH 6yayT BbiBefieHbl NpaBuia ¢
yKa3aHHbIM MOPTOM.

index lenoe umcno |Ha skpaH 6yaeT BbiIBeAEHO NPaBUIO C

YKa3aHHbIM NOpPAAKOBbIM HOMEPOM.

(show)> upnp redirect udp ISP 11175

entry:
index: 1
interface: ISP
protocol: udp
port: 11175
to-address: 192.168.15.206
to-port: 11175

description: Skype UDP at 192.168.12.286:11175 (2024)

packets: 0
bytes: 0
Bepcusa OnucaHve
2.00 [JobasneHa komaHaa show upnp redirect.

3.125.104 show version

Moka3aTb BepCUio MUKPOMPOrpamMMbl.

OnucaHwne
Mpe¢ukc no

MeHsieT HacTpoWiKKn

HeT

Het

MHorokpaTtHbIiA BBog, Het

CviHoncumc

Mpumep

I(shom0> version

(show)> version

release: 2.10.C.1.0-0
arch: mips

ndm:
exact: 0-d32118a
cdate: 11 Dec 2017
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bsp:
exact: 0-cbe0525
cdate: 11 Dec 2017

ndw:
version: 4.2.3.92
features: »

wifi button, flexible menu,emulate firmware progress

components: »

ddns,dotlx,interface-extras,miniupnpd, nathelper-ftp,

>

nathelper-pptp,nathelper-sip,ppe,trafficcontrol,

>

cloudcontrol, base, components, corewireless,dhcpd, 12tp,

>

igmp,easyconfig, pingcheck, ppp, pptp, pppoe, ydns

manufacturer: Keenetic Ltd.

vendor: Keenetic
series: KN
model: Start (KN-1110)

hw version: 10118000

hw id: KN-1110
device: Start
class: Internet Center

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.00

JobaBneHa kKomaHAa show version.

3.125.105 show vpn-server
OnucaHue lNoka3saTb TekyLmMe nogkntoyveHus K cepsepy VPN.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep (show)>

I(shom0> vpn-server

vpn-server

tunnel:
clientaddress: 172.16.1.33
username: test
uptime: 3

statistic:
rxpackets: 51
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rx-multicast-packets: 0
rx-broadcast-packets: 0
rxbytes: 5440
rxerrors: 0
rxdropped: 0
txpackets: 46
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 9229
txerrors: 0
txdropped: 0
timestamp: 146237.254244
last-overflow: 0.000000

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobasneHa komaHaa show vpn-server.

3.126 skydns

OnucaHue JocTyn K rpynne KOMaHA A8 HaCcTponku napameTpoB SkyDNS.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (skydns)

CuHoncuc (config)>  skydns
WcTopuns nsmeHeHunit |Bepcus onucaHue
2.01 Job6asneHa komaHaa skydns.

3.126.1 skydns assign

OnucaHwue MpurcBonTb NPOGUL 3aLLNTLI XOCTY AN CErMEHTY JIoKanbHoM ceTu. Mo
YMOYaHMIO A/151 BCEX XOCTOB W JIOKANIbHOW CeTU UCMOob3yeTcs npodunib
System.

KomaHaa ¢ npepurKcom no Bo3BpaLLaeT 3HayYeHre Mo YMONYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a
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CnHoncuc (skydns)>  assign <host> <token> | interface <ifaces <token

(skydns)> no assign [<host> | interface <iface» ]

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

host MAC-appec MAC-agpec, KOTOpOMY Ha3HavaeTcs Npodpub.

token lenoe umucno |TokeH ayteHTUUKaLum (ID).

iface UHTepeic MonHoe nma nHTepderica nam NCeBAOHUM.

Mpumep (skydns)> assign interface Bridge® 7061161877
SkyDns::Client: Associated interface "Bridge@" with profile »
"7061161877" .

(skydns)> assign 04:12:23:54:bc:59 7061161877
SkyDns::Client: Associated host "04:12:23:54:bc:59" with profile »
"7061161877".

(skydns)> no assign interface Bridge0
SkyDns::Client: Removed profile for interface "Bridge0".

(skydns)> no assign 04:12:23:54:bc:59
SkyDns::Client: Removed profile for host "04:12:23:54:bc:59".

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.01 Jlo6aBneHa komaHaa skydns assign.

3.126.2 skydns check-availability

OnucaHune MpoBepuTb AOCTYNMHOCTb CAYX6bI SkyDNS.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog Het

Cunoncnc I(skydns)> check-availability
NMpumep (skydns)> check-availability

SkyDns::Client: SkyDNS is available.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.06 Job6asneHa komaHaa skydns check-availability.
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3.126.3 skydns login

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YKaszaTb NOrMH AN y4eTHoW 3anmncu SkyDNS.

KomaHga ¢ npedurkcom no cbpacbiBaeT HaCTPOMKY.

Ja
Ja

Het

(skydns)>

(skydns)> no login

login <logins [ password ]

AprymeHT 3HauyeHue OnuncaHwue
login Ctpoka JlornH yyeTHo 3anuncu SkyDNS.
password Ctpoka Maponb yyeTHOW 3anucu SkyDNS.

(skydns)> login myaccount@keenetic.com
SkyDns::Client: Set login.

(skydns)> no login
SkyDns::Client: Set login.

Bepcus

OnucaHue

2.01

Job6aeneHa komaHaa skydns login.

3.126.4 skydns password

OnucaHwne

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

YKa3aTb Naponb Ans ydeTHoW 3anncn SkyDNS.

KomaHga ¢ npedumkcom no copacbiBaeT HaCTPOWKY.

Ja
Ja

Het

(skydns)>

(skydns)> no password

password password>

AprymeHT

3HayeHue

OnwvcaHune

password

Crpoka

Maponb yueTHo 3anucun SkyDNS.
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Mpumep (skydns)> password g$scl)Uu(EGd*cGTv; n
SkyDns::Client: Set password.

(skydns)> no password
SkyDns::Client: Set password.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.01 [JobaeneHa komaHaa skydns password.

3.127 sms

OnucaHune JocTtyn K rpynne KoOMaHA AN HaCcTPorkm cepBuca SMS Ha nHTepdelice.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Usb

Bxo>xgeHue B rpynny (sms)

Cunoncuc (config)>  sms name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name UHTepgeic WHTepdelic c SMS cepaucom.
Mpumep (config)> sms UsbQmi@
(sms)>
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
3.03 JobaBneHa kKOMaHAa sms.

3.127.1 sms delete

OnucaHue Ypannte SMS-coobLeHue.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (sms)> delete cid>
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT

3HavyeHue

OnucaHue

id

CTpoka

NaeHTndunkaTop coobLueHus.

(sms)> delete sim-5
UsbQmi::Sms: "UsbQmi@": message deleted.

Bepcus

OnucaHune

3.03

JobaBneHa

KoMaHAa sms delete.

3.127.2 sms list

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKku

MokasaTb cANCOK NonyYeHHbIX SMS-coobLLeHNniA.

Het

HeTt

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHThl

Mpumep

(sms)> list[unread][id«id>][no-content]

AprymeHT |3HauyeHue OnucaHue

unread KnwyeBoe cnoso|lNoka3aTb CNVCOK TOIBKO HEMPOUUTAHHbIX
SMS-coobLueHuin.

id Knioyesoe cnoBo|lMoka3aTb cooblleHMe C 3a4aHHbIM

NAEHTUDMKATOPOM.

no-content

Knw4yesoe cso0B0|He noka3biBaTb co4ep>XXnmoe TeEKCTOBbIX

COOBLLEHWNA.

(sms)> list

nv-free-slots: 23
nv-total-slots: 23
sim-free-slots: 0

sim-total-slots: 15

messages, id = sim-0:

read: yes

from: +79658283425

timestamp: Thu

Aug 20 14:39:57 2020

parts: 1
total-parts: 1
text: Accepted
messages, id = sim-1:
read: yes
from: MegaFon
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timestamp:
parts:
total-parts:
text:

messages, id

read:

from:
timestamp:
parts:
total-parts:
text:

messages, id

read:

from:
timestamp:
parts:
total-parts:
text:

messages, id

read:

from:
timestamp:
parts:
total-parts:
text:

leadership,

2 weeks free!

and

listen to them without advertising on any

convenient device.

/ day.

card binding. Cancel

days

messages, id

read:

from:
timestamp:
parts:
total-parts:
text:

personal efficiency and self-development

Just subscribe to the MegaFon AudioBooks

The cost after the trial period - 1 euro

Wed Sep 9 13:57:21 2020

2

2

636-269 — your personal login code.
Do not share this code with anyone.

= sim-3:

yes

+79658283425

Wed Sep 9 16:32:26 2020
1

1

Our time to your time to yes to
= sim-4:

yes

+79658283425

Mon Sep 14 17:14:11 2020
1

1

Ok
= sim-5:

yes

MegaFon

Wed Sep 16 10:24:46 2020
7

7

Listen to audiobooks on management, »

\J

\J

\J

\J

Payment from the phone account without

\j

\J

subscriptions at any time: pay only for

of usage. Learn more:
http://i.megafon.com/Q2XadzRp9xusLwS1

= sim-12:

no

+79252384670

Fri Sep 18 19:02:27 2020

3

4

This subscriber left you 18.09.2020 at »
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18:35
voice message. You can listen to it for »
free by
number 0525. / Listen to podcasts and »
book parodies in
convenient application without advertising »
for 5 e/d. Detailed[...].

(sms)> list id xnv-64

nv-free-slots: 68
nv-total-slots: 128
sim-free-slots: 15

sim-total-slots: 15
messages-count: 1

messages, id = xnv-64:
read: yes
from: mTinkoff
timestamp: Sat Jul 3 17:30:46 2021
parts: 2
total-parts: 2
text: Replenishment: 10.00 €. Available: 31.00 €.

(sms)> list no-content

nv-free-slots: 12
nv-total-slots: 23
sim-free-slots: 10

sim-total-slots: 10
messages-count: 5

messages, id = nv-3:
read: yes

messages, id = nv-7:
read: yes

messages, id = nv-2:
read: yes

messages, id = nv-0:
read: yes

messages, id = nv-1:

read: yes
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.03 JobaeneHa komaHga sms list.
3.07 Job6asneHbl aprymeHThl id 1 no-content.
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3.127.3 sms read

OnuncaHwne

KomaHza ¢ npedrkcom no Bo3BpaLlaeT SMS HenpounTaHHyo MeTKy.

Mpedukc no Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

OTMeTnTb SMS KaK npovnTaHHoe.

Cunoncnc (sms)>  read «id»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

id CTpoka NaeHTrdunkaTop coobLueHus.
MNpumep (sms)> read sim-5

UsbQmi::Sms:

(sms)> no read sim-5

"UsbQmi0":

message marked as read.

UsbQmi::Sms: "UsbQmi®": message marked as unread.
VICTOleH I/I3MEHeHI/II7I Bepcwﬂ Orlv'caHv'e

3.03 JobaBneHa komaHaa sms read.
3.127.4 sms send

OnuncaHwne

OTnpaBuTb SMS Ha yka3aHHbI HoMep. MakcManbHoe 3HavYeHne

COXpaHeHHbIX BXOAALLMX SMS-coobLeHni B NamMATK MapLUpyTmMsaTopa —
128. Ecnv naMaTb 3anonHeHa, camble cTapble SMS 13 namaTtun 6yayTt
aBTOMaTUYeCcKN yAansaTbCsa Npm nojyydeHnm Hosoro SMS.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

(sms)> send <tos imessage>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
to CTpoka Homep TenedpoHa nonyuarensi.
message CTpoka TekcToBOE COO6LLEHME AN OTNPaBKU.
NMpumep (sms)> send +79261122777 "hello world!'"

UsbQmi: :Sms:

"UsbQmi0*":

message sent.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.03

JobaBneHa komaHAa sms send.

3.128 snmp community

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3agaTb HoBoe nMs ana SNMP coobuiectBa. 1o yMOAYaHMIO, NCNONb3YeTCs
CTaHAapTHOe nm4 public.

KomaHAacnpe¢MKanAnoBo3BpauweT3HaqumenoymonHaHmm.

Ja
Ja

HeT

(config)>

(config)> no snmp community

snmp community «community»

AprymeHT

3HavyeHue

OnucaHue

community

CTpoka

HoBoe Ha3BaHWe coobLlecTBa.

(config)> snmp community Co_test

Snmp: :Manager: SNMP community set to "Co test".
(config)> no snmp community

Snmp: :Manager: SNMP community reset to "public".

Bepcusa

OnucaHune

2.08

JobaBneHa kKOMaHAa shmp community.

3.129 snmp contact

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

MpurcBonTb KOHTakTHOE MMA SNMP areHTy. 1o yMOnYaHUIo UMSA He

onpegensieHo.

KomaHza c npedurKcom no yaansieT HacTpoiiKy.

Ja
Ja

HeT

I (config)>  snmp contact «contact>
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AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config)> no snmp contact

AprymeHT 3HauyeHue OnucaHwue

contact Ctpoka KoHTakTHas nHdopmaunsa SNMP.

(config)> snmp contact Cont_test

Snmp: :Manager: SNMP contact info set to "Cont test".
(config)> no snmp contact

Snmp: :Manager: SNMP community info reset.

Bepcus OnucaHue

2.08 JobasneHa koMaHAa snmp contact.

3.130 snmp location

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

YKasatb pacrnosioxeHune SNVP areHTa. [10 yMO/4aHWIO pacrnonoXeHne He

ornpegeneHo.

KomaHga c npedurkcom no yganseTt HacTPOKy.
Aa

[Ja

Het

(config)>  snmp location <location

(config)> no snmp Location

AprymeHT 3HayeHue OnucaHue

location Ctpoka PacnonoxeHwve SNMP ycTpoiicTBa.

(config)> snmp location Odintsovo

Snmp: :Manager: SNMP device location set to "Odintsovo".

(config)> no snmp location
Snmp: :Manager: SNMP device location reset.

Bepcus OnucaHue

2.08 Jo6aBneHa komaHaa snmp location.
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3.131 sstp-server

OnucaHwue JocTtyn K rpynne KoMaHA AN HAaCTPOMKM NapaMeTpoB cepBepa SSTP.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (sstp-server)

CuHoncuc (config)> sstp-server
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.12 JobaBneHa KoMaHaa sstp-server.

3.131.1 sstp-server allow-bridging

OnucaHwue BrntounTtb nogaepxky Ethernet B pexxume mocta ana SSTP-cepsepa. Mo
YMOJIHaHUIO PEXNM BbIK/THOUEH.

KomaHga ¢ npedrkcom no BbIKAOYaET AaHHbIA PEXUM.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (sstp-server)>  allow-bridging

I (sstp-server)> no allow-bridging

Mpumep (sstp-server)> allow-bridging
SstpServer: :Manager: Enabled Ethernet mode.

(sstp-server)> no allow-bridging
SstpServer: :Manager: Disabled Ethernet mode.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.09 JobasneHa komaHaa sstp-server allow-bridging.

3.131.2 sstp-server dhcp route

OnucaHue HasHaunTb MapLupyT, nepesaBaemMbiii Yepes coobLyeHmns DHCP INFORM,
KnueHtam SSTP-cepsepa.
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Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

KomaHaa ¢ npeprKcom no oTMeHsIeT NoslyYeHune yKkazaHHOro MapLupyTa.

Ecnv BBeCTU KOMaHy 6e3 apryMeHToB, 6yeT OTMEHEHO NoflyYeHne BCex

MapLLpYTOB.
Ja
Aa
Ja

(sstp-server)>

dhcp route

«address> <mask>

(sstp-server)> no dhcp route [ <address» amask> ]

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec Ajpec ceTeBOro K/iMeHTa.
mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTsyeT ABa

crnocoba BBOJa MacCKu: B KaHOHWNYeCKOW

dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOM ANMHBLI NpedurKkca (Hanpumep, /24).

(sstp-server)> dhcp route 192.168.2.0/24
SstpServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(sstp-server)> no dhcp route
SstpServer: :Manager: Cleared DHCP INFORM routes.

Bepcus

OnucaHune

2.12

JobasneHa komaHaa sstp-server dhcp route.

3.131.3 sstp-server interface

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoViKKn

CBsi3aTb cepBep SSTP € yKa3aHHbIM nHTepdericom.

KomaHza c npedurKcomM no pa3pbiBaeT CBA3b.

Ja
Ja

MHorokpaTtHbIiA BBog, Het

CuvHoncuc

I (sstp-server)>  interface <interface»

I (sstp-server)>

no interface
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interface UHTepgenc MNonHoe nma nHTepderica Nam NCeBLOHUM.
Crnncok AOCTYMHbIX NHTEPPENCoB MOXKHO
yBMAETb C MOMOLLbIO KOMaHAbI interface
[Tab].
Mpumep (sstp-server)> interface [Tab]

UcTopus nsmeHeHwnii

Usage template:
interface {interface}

Choose:
GigabitEthernetl

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl
GuestWiFi

(sstp-server)> interface Bridge0
SstpServer: :Manager: Bound to Bridge0.

Bepcus

OnucaHue

2.12

Jlo6baBneHa komaHaa sstp-server interface.

3.131.4 sstp-server ipv6cp

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

Brkntountb noaaepxky IPv6. Ana kaxaoro SSTP-cepBepa co34at0Tcs
DHCP-nynbl IPv6. Mo yMOAYaHMIO HAaCTPOlKa OTKAKOUeHa.

KomaHga c npedumkcom no oTkaoyaeT nogaepxky IPve.

Ja
Ja

Het

I (sstp-server)>  ipvécp

I (sstp-server)> no ipvécp

(sstp-server)> ipvécp
SstpServer: :Manager: IPv6 control protocol enabled.
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(sstp-server)> no ipvé6cp
SstpServer: :Manager: IPv6 control protocol disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.00 JobaBneHa KoMaHaa sstp-server ipvecp.

3.131.5 sstp-server Icp echo

OnucaHue OnpeaenuTb NpasBuaa TecTupoBaHus SSTP-noaxkntoveHnin cpeacteamm LCP
echo.

KomaHga ¢ npedurkcom no oTkntovaet LCP echo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (sstp-server)>  1lcp echo <intervals «count> [adaptive]
(sstp-server)> no lcp echo
AprymeHTbI AprymeHT |3HaueHune OnucaHuve
interval |Jenoe uucno WHTepBan mexay oTnpaskamu LCP echo,
B CeKyHgax. Ecnv B TeueHe yKa3aHHOro
NHTepBasia BpeMeHW OT yjaneHHON
CTOPOHbI He 6b11 NonyyeH LCP 3anpoc, e
6yAeT oTnpaBaeH Takol 3anpoc C
oxunaaHuem oteeTa LCP reply.
count lenoe 4ucno Konwnuectso oTnpasfieHHbIX NOAPSs,
3anpocos. LCP echo Ha KoTopble He bbin
nonyueH oteet LCP reply. Ecnum count
3anpocoB LCP echo ocTanuck 6e3 oTBeTa,
coeAnHeHMe byaeT pa3opBaHo.
adaptive |Kmoyesoe croso |Pppd 6yaet otnpaBnsaTb 3anpoc LCP echo
TOJ/IbKO B TOM C/ly4yae, ec/iv OT yAaneHHoro
y3na HeT Tpaduka.
Npumep (sstp-server)> lcp echo 5 3
SstpServer: :Manager: LCP echo parameters updated.
VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.12 [Jlo6baBneHa komaHgaa sstp-server Icp echo.
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3.131.6 sstp-server Icp force-pap

OnucaHue MpUHYANTENBHO NCNOb30BaThb pPeXnM ayTeHTUuduKaumm PAP ana cepsepa
SSTP.
KomaHga ¢ npednkcom no oTKIoYaeT NPUHYANTENbHOE UCNOob30BaHMe
PAP.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (sstp-server)>  lcp force-pap

I (sstp-server)> no lcp force-pap

Mpumep (sstp-server)> lcp force-pap
SstpServer: :Manager: Forced PAP-only authentication.

(sstp-server)> no lcp force-pap
SstpServer: :Manager: Disabled forcing PAP-only authentication.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.05 JobasneHa KomaHaa sstp-server Icp force-pap.

3.131.7 sstp-server mru

OnucaHwue YcTaHoBUTL 3HaveHue MRU koTopoe byaeT nepegaHo SSTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HaUEHME MO YMOAYAHUNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc (sstp-server)>  mru walues
(sstp-server)> no mru
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
value UYenoe uucro |3HauveHue MRU. MoxeT MpUHNMAaTb 3HaUeHNs
B npejenax ot 128 o 1500 BKAOUUTENBHO.
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Mpumep (sstp-server)> mru 200
SstpServer: :Manager: MRU set to 200.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.12 JobaBneHa KOMaHAa sstp-server mru.

3.131.8 sstp-server mtu

OnucaHue YcTaHoBUTL 3HaveHue MTU, koTopoe byaeT nepeaaHo SSTP-cepsepy. Mo
YMONYaHWIO NCMOJIb3yeTcs 3HaueHve 1350.

KomaHga ¢ npedrkcom no ycTaHaB/IMBAET 3HaUEHME MO YMOAYAHWNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc (sstp-server)>  mtu walue»
(sstp-server)> no mtu

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

value lenoe 4ucno |3HauveHuve MTU. MoOXeT NPUHVMAaTbL 3HaUYeHNS

B npegenax oT 128 o 1500 BkAoUMTENBHO.

Mpumep (sstp-server)> mtu 200

SstpServer: :Manager: MTU set to 200.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.12 JobaBneHa KoMaHaa sstp-server mtu.

3.131.9 sstp-server multi-login

OnwucaHue Pazpewntb nogkntoueHme K cepepy SSTP HeCKONbKMX Noib30BaTenei ¢
OJlHOTO aKKayHTa.

KomaHga ¢ npedrnKcom no oTKAUAET 3Ty BO3MOXHOCTb.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

Mpumep

WcTopus nsmeHeHum

I (sstp-server)>  multi-login

I (sstp-server)> no multi-login

(sstp-server)> multi-login
SstpServer: :Manager: Enabled multiple login.

Bepcus OnucaHue

2.12 JobaBneHa komaHaa sstp-server multi-login.

3.131.10 sstp-server pool-range

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHuim

HasHaunTb nNyn agpecos A/S KIMEHTOB, NOAKN0YaoLLNXCa K cepBepy SSTP.
Mo ymonuaHutio ncnonb3yercs pasmep nyna 10.

KomaHgaa ¢ npedurkcom no yaanset nyn.

Aa

[Ja

Het

(sstp-server)>  pool-range <begim [«sizes]

(sstp-server)> no pool-range

AprymeHT 3HauyeHue OnucaHwue

begin IP-agpec HauvanbHbIll agpec nyna.

size lenoe uucno |Pasmep nyna.

(sstp-server)> pool-range 192.168.1.22 7
SstpServer: :Manager: Configured pool range 192.168.1.22 to »
192.168.1.28.

Bepcus OnucaHue

212 JobasneHa KomaHaa sstp-server pool-range.

3.131.11 sstp-server static-ip

OnuncaHune

Ha3HauunTb NocTosAHHbIN IP-agpec nonb3oBaTento. Nosb3oBaTenb B CUCTEME
JOJIXeH VMeTb MeTKy sstp.

KomaHza c npedurKcom no yaansieT npusssky.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (sstp-server)>  static-ip name> <address»
(sstp-server)> no static-ip <name>
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
name CTpoka JlorvH.
address IP-agpec HasHauaemsbli IP-agpec.
Mpumep (sstp-server)> static-ip admin 192.168.1.22
SstpServer: :Manager: Static IP 192.168.1.22 assigned to user »
"admin".
VICTOpI/IH N3MeHeHUm Bepcmﬂ onvicaHue
2.12 JlobaBneHa KoMaHaa sstp-server static-ip.

3.132 system

OnucaHue JocTyn K rpynne KoMaHZ ANS HaCTPOMKK rnobanbHbIX NapaMeTpos.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (system)

CuHoncuc (config)> system
WcTopuns nsmeHeHwnit |Bepcus onucaHue
2.00 JobaBneHa KoMaHaa system.

3.132.1 system button

OonuncaHmne HacTpouTb KHOMKM Ha KOpMyce yCTPONCTBA Ha BbIMOHEHWEe onpeAeneHHbIX
AencTeuii. Habop 06paboTumKoB 3aBUCUT OT annapaTHON KOHGUrypawumm u
YCTaHOBNEHHbIX MOZynei.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIAKy.
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Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het
Cunoncuc (system)>  button <buttons on actions do <handler
(system)> no button <button
AprymeHTbI AprymeHT  |3HaueHune OnucaHue
button RESET KHonka cbpoca.
WLAN KHonka WLAN.
action click OAVIHOYHBIN KNNK.
double-click [BONHOW KNNK.
hold HaXaTb 1 yaepXunBaTb B
TeyeHwue 3 cekyHZA. KHormky
RESET yaepxviBaeTcs B
TeueHwne 10 cekyHA.
handler FactoryReset C6poc cnctembl B 3aBojckme
3HaYeHus rno yMo4YaHWIo.
Reboot Mepe3arpyska cMcTeMmsl.
WifiToggle BknroyveHwne/BbIKIHOYEHNEe
Wi-Fi.
WifiGuestApToggle BrkroyveHwne/BbIkItOYEeHNE
rocresoro Wi-Fi.
WpsStartMainAp 3anyctutb WPS (TON1bKO AN
2,4T1Tw).
Mpumep (system)> button WLAN on double-click do WifiGuestApToggle

Peripheral: :Manager: "WLAN/double-click" handler set.

UcTopuns nameHeHuii

Bepcus OnucaHve

2.03 JobaeneHa komaHaa system button.

3.132.2 system caption

OnucaHwne

Mpe¢ukc no

HaBurayumn.

Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOJ,

Het

YCTaHOBUTb Ha3BaHMe 1 3arofoBoK Beb-nHTepderica Ana ya06cTBa

558

CnpaBoyHUK koMaHa — Runner 4G (KN-2211)



naBa 3 OnncaHme KOMaHA,

CuvHoncuc

(system)>  caption <template»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
template default CoueTaHue bpeHga 1 Mogenu (Hanpumep,
Keenetic Speedster).
product HasBaHune mogenu (Hanpumep, Speedster).
description |OnucaHue cuctemel (Hanpumep, Speedster
(KN-3010)).
hwid NaeHTudunkaTop mogenu (Hanpumep,
KN-3010).
hostname VMg cuctembl (Hanprimep,
Keenetic-Speedster).
ndns-domain |/ma KeenDNS (Hanpumep,
mywork.keenetic.name).
default-ssid|Vma Wi-Fi no ymonuaHuio (Hanpumep,
Keenetic-8665).
Mpumep (system)> caption product

Core::System::Caption: Template set to product.

WcTopus nsmeHeHwnii

Bepcus OnucaHve

3.08

[JlobaBneHa koMaHza system caption.

3.132.3 system clock date
OnucaHwue
Het
Ja

MHorokpaTtHbiiA BBog Het

Mpedukc no

MeHsieT HacTpoWiKKn

YCTaHOBUTb CUCTEMHbIE AaTy U BpEMA.

CuHoncuc (system)> clock date «date-and-time>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
date-and-time |CTpoka Tekywias gata v Bpemsa B popmate DD MM
YYYY HH:MM:SS.
Mpumep (system)> clock date 18 07 2012 09:52:33

System date and time has been changed.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHza system clock date.

3.132.4 system clock timezone

OnucaHune YCTaHOBUTb 4aCOBOI NOSIC CUCTEMBI.

KomaHga c npe$1Kcom no ycTaHaBNMBaeT YacoBOl MOSIC MO YMONYAHMIO
(GMT).

MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (system)> clock timezone <locality»
(system)> no clock timezone <locality»
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
locality CTpoka HasBaHue ropoga, 0603HauatoLLEero YacoBow
nosc.
NMpumep (system)> clock timezone Dublin
the system timezone is set to "Dublin".
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHaa system clock timezone.

3.132.5 system configuration factory-reset
OnuncaHue BoccTaHOBUTL 3aBOACKME HACTPOIKN AN BCEX PEXMMOB.
MNpedukc no Het

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(system)> configuration factory-reset

Mpumep (system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »
defaults.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie
2.00 Jlo6aBneHa komaHaa system configuration
factory-reset.

3.132.6 system configuration fail-safe commit

OnucaHune 3adunKcnpoBaTb BCe HECOXPaHEHHbIE N3MEHEHUS U OCTaHOBUTL TaMep.
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (system)> configuration fail-safe commit
Mpumep (system)> configuration fail-safe commit
Core::System: :Mtd::ConfigStorage: Commited fail-safe »
configuration changes.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
3.08 Jlo6aBneHa komaHaa system configuration fail-safe
commit.

3.132.7 system configuration fail-safe keep-alive

OonucaHune TVX0 nepe3anycTuTb TaiMep 0TKa30yCTONUMBOCTMY.

Ecnn 0TKa3oyCcTONUMBLIN PEXMM HEaKTUBEH WUAN HET N3MEHEeHW B
KOH$Urypaumm, KOMaHAa HAYero He genaer.

MNpejukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTHbIi BBog, Het

CuHoncnc I (system)> configuration fail-safe keep-alive
Mpumep (system)> configuration fail-safe keep-alive
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
3.08 JobasneHa komaHaa system configuration fail-safe
keep-alive.
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3.132.8 system configuration fail-safe rollback

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

OTKaTUTb BCE HECOXPaHEHHbIe M3MeHeHUs 1 nepe3arpysuTb cuctemy. Mpu
nepesarpyske c1cTemMa NepexoauT B cneLmnanbHoe COCTosiHME OTKaTa. B aTom
COCTOSIHUW 6IOKUPYHOTCA AelACTBMS GUKCALMM N U3MEHEHWS KOHUTypaLumn
TailiMepa, 3a UCK/IDYEHNEM OTK/IOYEHMS TaliMepa.

Ecnv HeT nameHeHWin B KoHPUIrypaumm, KoMaHa HUYero He genaer.
Het
Het

Het
I (system)> configuration fail-safe rollback

(system)> configuration fail-safe rollback
Core: :System: :Mtd: :ConfigStorage: Ignored a fail-safe rollback: »
no pending changes.

Bepcus OnucaHve
3.08 Jlo6baBneHa komaHaa system configuration fail-safe
rollback.

3.132.9 system configuration fail-safe timer

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

HacTpouTb UM OTMEHUTL TaliMep 0TKa30ycToruMBOCTN. KoMaHaa
HacTpavBaeT (MY NepeHacTPanBaeT) COCTOsIHME TaliMepa, KOTOpOe ABASeTCs
MOCTOSIHHBIM MEXAy nepe3arpyskamMy — oHa He TpebyeT ABHOIro COXPaHEeHNs
KoHbUrypaLumm. PeannsoBaHa TONbKO A/ pexXyMa MapLupyTmusaTopa.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.

Ja

Ja

Het

(system)>  configuration fail-safe timer «action> <intervals

(system)> no configuration fail-safe timer

AprymeHT 3HauyeHue OnucaHwue

action reboot JelicTBre No ncTeyeHuto Tanmepa.

interval Lenoe umucno |3HaveHue TaliMepa B npejenax ot 60 Ao

86400 cekyHA.

562

CnpaBoyHUK koMaHa — Runner 4G (KN-2211)



naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(system)> configuration fail-safe timer reboot 60
Core::System: :Mtd::ConfigStorage: Enabled a 60-second fail-safe »
"reboot" timer.

(system)> no configuration fail-safe timer
Core::System: :Mtd: :ConfigStorage: Turned off the fail-safe mode.

Bepcus OnucaHve
3.08 Jlo6aBneHa komaHaa system configuration fail-safe
timer.

3.132.10 system configuration save

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoWiKKn

COXpaHI/ITb CNCTEMHbIE HaCTpOVIKVI.

Het

Ja

MHorokpaTtHbIiA BBog, Het

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

I(system)> configuration save

(system)> configuration save
Saving configuration.

Bepcus OnucaHve

2.05.B.1 Jlo6baBneHa komaHaa system configuration save.

3.132.11 system debug

OnucaHwune

MNpejukc no

MeHsieT HacTpoikmn

BktounTb 0TNagKy cMcTembl. 10 yMoUaHUIO NapamMeTp OTK/IHOYEH.
KomMaHgaa ¢ npedprKCOM NO OTK/IKOUAET HACTPOWKY.

Ja

Ja

MHorokpaTHbIi BBog, Het

CuvHoncuc

Mpumep

I (system)>  debug

I (system)> no debug

(system)> debug
Core: :Debug: System debug enabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.03 [JobaeneHa komaHaa system debug.

3.132.12 system description

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

3agaTb ONMcaHWe CUCTeMbl B BUAE MPON3BOJ/IbHOM CTPOKM. 10 yMONYaHWIO
ncnosb3yetca ctpoka Runner 4G (KN-2211).

KomMaHga ¢ npedurkcom no Bo3BpaLLaeT onvicaHMe No yMOAYAHMIO.
Ja

Aa

Het

(system)>  description «description»

(system)> no description

AprymeHT 3HaueHne |OnucaHue
description CTpoka OnwvcaHve cncTeMbl AIMHOM He 6onee 256
6anT.

(system)> description DEVICE
Core::System::Info: Description saved.

(config)> show version

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Ultra (KN-1810)
hw_version: 10188000
hw _id: KN-1810
device: Ultra
class: Internet Center
region: RU
description: DEVICE

(config)> show running-config

set vm.swappiness 60

set vm.overcommit memory 0

set vm.vfs cache pressure 1000
set dev.usb.force usb2 0
domainname WORKGROUP

hostname Keenetic Ultra
description DEVICE
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(system)> no description
Core::System::Info: Description reset to default.

(config)> show version

manufacturer: Keenetic Ltd.

vendor: Keenetic

series: KN

model: Ultra (KN-1810)

hw_version: 10188000

hw _id: KN-1810

device: Ultra

class: Internet Center

region: RU

description: Keenetic Ultra (KN-1810)

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.15 [JobaeneHa komaHza system description.

3.132.13 system domainname

OnuncaHmne MprncBONTb CUCTEME AOMEHHOE VIMSL.

KomaHga ¢ npedpurkcom no yganseT JOMeHHOe MS.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (system)>  domainname <domain»
(system)> no domainname
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
domain Ctpoka JomeHHoe nm4.
Mpumep (system)> domainname zydata
Domainname saved.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 [JlobaeneHa komaHza system domainname.
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3.132.14 system hostname

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb CUCTEMHOE MMS XOCTa. VIMSA XoCTa ncnosb3yeTcs ANs
naeHTUdMKaLmMmM y3na B cetn. 3To HeOH6XOANMO ANs obecneyeHns paboTsl
HEeKOTOPbIX BCTPOEHHbIX CyX6, Takmx Kak CIFS.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHWe Nno yMmoa4daHumto,
3aBucqdLllee OT Ha3BaHA MO4ENN yCTpOVICTBa.

Ja

Ja

Het

(system)>  hostname chostname>

(system)> no hostname

AprymeHT 3HauyeHue OnuncaHwue

hostname Ctpoka MIMsa xocTa cuctembl.

(system)> hostname KN1010
Core::System::Hostname: The host name set.

(system)> no hostname
Core::System: :Hostname: The host name reset.

Bepcus OnucaHve

2.00 [JlobaeneHa komaHaa system hostname.

3.132.15 system led power schedule

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

MpuvcBonTb pacnucaHve ana paboTbl CBETOAVNOAHBLIX MHANKATOPOB Ha
ycTpolicTBe. MNepes BbINOJHEHNEM KOMaHAbl pacnmMcaHne 4OMKHO bbITb
C03/aHO N HaCTPOEeHO Npu nomoLy KomaHael schedule action.

KomaHga c npe¢drkcoM no paspbiBaeT CBA3b MeXAy pacrnmncaHmem v paboToin
NHAMKATOPOB.

Ja

Aa

Het

I (system)>  led power schedule <schedule»

I (system)> no led power schedule
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
schedule Pacnncanne |Ha3BaHMe pacnmcaHus, CO34aHHOro npu
nomMoLum rpynnel KoMmaHa schedule.

Mpumep (system)> led power schedule schedulel
Core::Peripheral::Manager: Set LED power schedule "schedulel".

(system)> no led power schedule
Core::Peripheral::Manager: Clear LED power schedule.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.06 Jlo6aBneHa komaHaa system led power schedule.

3.132.16 system led power shutdown

OnucaHue BbIKNHOUNTE CBETOAMOAbI Ha YCTPOIiCTBe.
KomaHga ¢ npedunkcom no BKAOYaeT CBETOANOALI.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (system)>  led power shutdown mode>

(system)> no led power shutdown

AprymeHTbI AprymeHT 3HaueHue OonucaHue

mode all BbIKNHOUNTL BCe CBETOAVNOAbI.

front BbIKNOUMTE CBETOANOAbI HA NepeaHeit
naHenu.

back BbIK1OUNTL CBETOAMOAbLI HA 3aAHEN NaHeNn.

Mpumep (system)> led power shutdown all
Core::Peripheral: :Manager: Set LED shutdown mode to "all".

(system)> no led power shutdown
Core::Peripheral::Manager: Set LED shutdown mode to "none".

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie

3.06 [JobaeneHa komaHaa system led power shutdown.
MpeabiayLiee Ha3BaHMe KOMaHAbl system led shutdown.
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3.132.17 system log clear

OnuncaHue OUNCTUTL CUCTEMHBIV XXYpHan.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (system)>  log clear
Mpumep (system)> log clear

Syslog: the system log has been cleared.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHza system log clear.

3.132.18 system log reduction

OonucaHue BkNHOUMTE COKpaLLieHVe MOBTOPHbIX COOBLLEHNIA B CUCTEMHOM XYypHare. Mo
YMOJTYaHWIO NMapameTp BKHOYUEH.

KomaHaa ¢ npepurKcom no oTKNH0YaeT HaCTPONKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc I (system)>  log reduction
I (system)> no log reduction
Mpumep (system)> log reduction
(system)> no log reduction
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue

2.04 Jlo6aBneHa komaHaa system log reduction.

3.132.19 system log server

OonucaHue [06aBUTb yaaneHHbI cepBep ANst XpaHEHWSI CUCTEMHOIO XypHana.

Mpedukc no Ja
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MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Ja
Ja
(system)>  log server address: [: qports]

(system)> no log server [ <address; [: port>]]

AprymeHT 3HauyeHue OnucaHue

address IP-agpec Afpec yaaneHHoro cepeepa 414 XpaHeHus
CWCTEMHOrO XypHana.

port Lenoe 4ucno |Homep nopTa yAaneHHOro cepBepa.

(system)> log server 192.168.1.1:8080
Syslog: server 192.168.1.1:8080 added.

Bepcus OnucaHue

2.00 JobasneHa komaHaa system log server.

3.132.20 system log suppress

OnuncaHune
Mpe¢ukc no
MeHsieT HacTpoiikmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

Jlo6aBuTb NpaBnIo NoAaBNeHNSA COOBLLEHWIA.
KomaHga ¢ npedurkcom no yaanseT npasuso.
Ja

Ja

Ja

(system)>  log suppress <ident»

(system)> no log suppress [ <ident> ]

AprymeHT 3HauyeHue OnuncaHwue

ident Ctpoka NaeHTudnkaTop npoLecca, coobLieHns

KOTOPOro Hy>XHO NoAaBuTb.

(system)> log suppress kernel
Core::Syslog: Added suppression "kernel".

(system)> no log suppress kernel
Core::Syslog: Deleted suppression "kernel".

(system)> log suppress transmissiond
Core::Syslog: Added suppression "transmissiond".
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WcTopusa nsmeHeHum

3.132.21 system mode

OnucaHwue

Mpejukc no

MeHsieT HaCTPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(system)> no log suppress transmissiond
Core::Syslog: Deleted suppression "transmissiond".

Bepcus

OnucaHmne

2.04

JobasneHa KoMaHaa system log suppress.

BbibpaTb pexum paboTel Runner 4G.

Het
Ja
Het
(system)>  mode wmode»
AprymeHT 3HauyeHue OnuncaHwue
mode router OCHOBHOI pexumnm.
client Pexxnm ceTeBoro aganrtepa 414 NoAKIrYeHNA
ycTpoliicTB Ethernet k ceTn Wi-Fi.
repeater Pexxnm ycnnutens ansa paclumpeHuns cetu
Wi-Fi c nomoLbto 6ecnpoBogHOro
coeNHeHMs.
ap Pexxnm Toukm goctyna Ans paclumpeHns cetu
Wi-Fi c nomoubto nposogHoro Ethernet
coeAVHeHMs.

(system)> mode repeater

Core::Mode: The system switched to "repeater" mode, reboot the »
device to apply the settings.

Bepcusa

OnucaHune

2.05

JobasneHa komaHaa system mode.

3.132.22 system ndss dump-report disable

OnucaHune

Mpedukc no

OTKNOUNTB MNPOrpaMMy yyuLlieHMsi KadyecTBa. Mo yMonyYaHnio HacTpolika

BK/IFOYEHa.

KomaHga ¢ I'Ipeq)I/IKCOM No BKJ/IKOYaeT NCNOoJ1Ib30BaHMe AaHHoVI nporpamMmmeol.

Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (system)> ndss dump-report disable
I (system)> no ndss dump-report disable
Mpumep (system)> ndss dump-report disable
Core::Ndss: Dump-reporting disabled.
(system)> no ndss dump-report disable
Core::Ndss: Dump-reporting enabled.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
3.05 JobaeneHa komaHAa system ndss dump-report disable.
MpeabigyLee Ha3BaHVe KOMaHAbI system dump-report
disable.

3.132.23 system reboot

OnucaHwue BbinonHUTL nepesarpysky cmcremsl. Eciv ykasaH napameTp, rnepesarpyska
BbINOJIHUTCA 3aMJ1aHNPOBAHO Yepes 3ajaHHbI MHTepPBan B CeKyHAaXx.
Ncnonb3oBaHme KOMaHAbl NPU yXe YCTaHOB/IEHHOM TaiMepe 3aMeHsieT
CTapoe 3HayYeHve TaiiMepa HOBbIM.

Micnonb3oBaHWe 3annaHpoBaHHOW Nepesarpysky ya06HO B TOM ciydae,
KOrZa OCyLLLeCTBNSIETCS yAaNeHHOe yrpaBaeHne yCTpoicTBOM, U
nonb3oBaTesto HensBecTeH 3GdEKT OT MPUMEHEHUNSI KAKUX-TNG0 KOMaHJ,
/13 onaceHus noTepsiTb KOHTPO/Ib HaZ YCTPOCTBOM MO/Ib30BaTE b MOXET
BKJIOUMTL 3aM1aHNUPOBaHHYH Nnepesarpysky, kotopas cpaboTaeT yepes
3aflaHHbI MHTepBan BpeMeHW. CCTeMa BEPHETCS B MepBOHaYaibHoe
COCTOSIHME, B KOTOPOM OHa CHOBa 6yzeT A0OCTYMHa Mo CeTw.

KomaHaa ¢ npedurKcom no oTMeHsieT nepesarpysKky Uan yaansiet npuBasKy
K pacnucaHmtio.

Mpedunkc no Ja
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (system)> reboot [ <intervals> | schedule <schedules]

I (system)> no reboot [ schedule]
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AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe 4ucno |VHTepBas, Yepes KOTOPbIiA BbINOJHUTCS
nepesarpyska, B cekyHAax. Ecnm He ykasaH,
nepesarpyska BbIMOJHUTCS HEMEA/IEHHO.

schedule Pacnncanne |HasBaHMe pacnmcaHus, CO34aHHOro npu
nomMoLuwm rpynnel KoMaHa schedule.

(system)> reboot 20
Core::System: :RebootManager: Rebooting in 20 seconds.

(system)> no reboot
Core::System: :RebootManager: Reboot cancelled.

(system)> reboot schedule rebootroute
Core::System: :RebootManager: Set reboot schedule "rebootroute".

(system)> no reboot schedule
Core::System: :RebootManager: Schedule disabled.

Bepcus OnucaHve
2.00 Jlo6baBneHa komaHaa system reboot.
2.12 JlobasneH aprymeHT schedule.

3.132.24 system set

OnuncaHune

Mpejukc no

MeHsieT HacTpoiAKK

MHorokpaTHbIVi BBOA,

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTb 3HaYeHVe yKa3aHHOro CUCTEMHOIO NapamMeTpa 1 COXPaHUTb
N3MEHEHUs B TEKYLLIMX HAaCTPOMKaX.

KomaHga c npedrkcom no Bo3BpaLLlaeT napaMeTpy 3HaueHve, KOTopoe 6bL10
YCTaHOB/IEHO MO YMONYaHWIO, 0 MEPBOro N3MeHeHus.

Aa
[Ja
Ja
(system)>  set <names «value»

(system)> no set name»

AprymeHT 3HauyeHue OnucaHue

name CTpoka NaeHTndurKaTop cMcTeMHOro napameTpa.

value CTpoka HoBoe 3HauyeHne cMcTeMHOro napameTpa.

(config)> system
(system)> set net.ipv4.ip forward 1
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WcTopusa nsmeHeHum

(system)> set net.ipv4.tcp_fin_timeout 30
(system)> set net.ipv4.tcp_keepalive_time 120
(system)> set »
net.ipv4.netfilter.ip_conntrack tcp_timeout_established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipv4.netfilter.ip_conntrack max 4096
(system)> exit
(config)> show running-config
system
set net.ipv4.ip forward 1

set net.ipv4.tcp fin timeout 30

set net.ipv4.tcp keepalive time 120

set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200

set net.ipv4.netfilter.ip conntrack udp timeout 60

set net.ipv4.netfilter.ip conntrack max 4096
|

(config)>

Bepcus OnucaHue
2.00 JobaBneHa koMaHaa system set.

3.132.25 system trace lock threshold

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

YCTaHOBUTb NOPOr 6/10KVPOBKYM OTCEXNBAHNS ANA CUCTEMHbIX MOTOKOB.
Ecnn noporosoe 3HaveHme npeBbiwaeTcs, MHGopMaLma 06 3TOM noToke
(Hanpumep, o ceccumn SCGI) coxpaHAeTCA B CMCTEMHOM XypHane. 1o
YMOJIHaHUIO, NapameTp OTK/OYEH.

KomaHga ¢ npedumkcom no otkatoyaeT GyHKLMIO Nopora 610KMPOBKU.

Ja

Het

HeTt

(system)> system trace lock threshold «threshold:

(system)> no system trace lock threshold

AprymeHT 3HayeHue OnuncaHwue

threshold CTpoka [MoporoBoe 3HaveHMe B MUNNVCEKYHAAX.
MoxeT npnHMMaTb 3Ha4YeHVsa B Npejenax ot
100 0 100000000 BKAtOUUTENBHO. [ToporoBoe

3Ha4veHVe He coxpaHseTca B startup-config.
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Mpumep

UcTopuns nameHeHuii

3.133 tools

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

UcTopuns nsmeHeHnii

(system)> system trace lock threshold 100
Lockable: Set threshold to 100 ms.

(system)> no trace lock threshold
Lockable: Reset threshold.

Bepcus OnucaHve

3.03 [JobaeneHa komaHaa system trace lock threshold.

JocTtyn K rpynne KOMaHA AN TeCTUPOBaHUSA CUCTEMHON Ccpeabl.
HeTt
HeTt
Het

(tools)

(config)> tools

Bepcus OnucaHve

2.00 JobaBneHa komaHaa tools.

3.133.1 tools arping

OnuncaHwme

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

JecTBre KOMaHAbl aHaNornM4YHoO KoMaHze tools ping, HO B OTANYMe OT Heé
paboTaeT Ha BTOPOM ypoBHe Mogenn OSI n ncnonb3yet NnpoTokon ARP.

Het
Het

Het

(tools)> arping<address> source-interfacesource-interfaces[count
«count>][wait-time wait-time>]

AprymeHT 3HayeHue |OnucaHue

address IP-appec OnpawuBaembiii IP-agpec.

source-interface|MHTeppeiic  |Ima nHTepdelica-ncTouHMKa 3anpocos.

count Uenoe uucno [Konnyectso 3anpocoB. Ecv He yka3aHo,
KoMaHZAa 6yaeT paboTaTh A0 NpepbiBaHs

nosib3oBaTesieM.
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Mpumep

UcTopuns nameHeHuii

AprymeHT 3HayeHue |OnucaHue

wait-time Lenoe umncno |MakcmmManbHoe Bpemsi OXXUAAHWSA OTBETa,
YKa3bIBAETCS B MUIINCEKYHAAX.

(tools)> arping 192.168.15.51 source-interface Home count 4 »
wait-time 3000

Starting the ARP ping to "192.168.15.51"...

ARPING 192.168.15.51 from 192.168.15.1 bro.

Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
Sent 4 probes, received 2 responses.

Process terminated.

Bepcus OnucaHve

2.00 JobasneHa koMmaHga tools arping.

3.133.2 tools ping

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTsl

OTtnpaBuTb 3anpockl Echo-Request npoTtokona ICMP ykazaHHOMY y3ny ceTun
1 3apuKcMpoBaTh NoctynarLme oteeTbl Echo-Reply. Bpemsa mexay
OTMpaBKoM 3anpoca 1 noayyeHnem otseta Round Trip Time (RTT) no3sonsiet
onpeaenaTb ABYCTOPOHHME 3a4ePXXKM MO MapLUPYTY 1 4acTOTy NoTepun
NakeToB, TO CTb KOCBEHHO OMpeAeNiATh 3arpy>XeHHOCTb Ha KaHanax nepejaym
AAHHBIX N MTPOMEXYTOUHbIX YCTPOCTBaXx.

MonHoe otcyTcTBME ICMP-0TBETOB MOXET TakXXe 03HayaTb, UYTO YAANEHHbIN
y3en (Mnn Kakomr-1mbo 13 NPoMeXyTOUHbIX MapLLUPYTN3aTOPOB) 610KMpyeT
ICMP Echo-Reply nnu nrHopupyet ICMP Echo-Request.

Het
Het

HeT

(tools)>  ping <hosts [ count «count> ][ size «packetsizes]

AprymeHT 3HauyeHue OnuncaHue

host CTpoka JlomeHHoe nma nnn IP-agpec xocra.

count Uenoe 4ucno |Konnuectso 3anpocos ICMP Echo. Ecam He
yKa3aHo, koMaHga byzeT paboTaTtb A0
npepbiBaHNA NO/ib30BaTeNeM.

packetsize |lenoe uwucno |Pa3mep nons gaHHbix ICMP Echo-Request B
6aliTax. [lo ymonyaHmio — 56, UTo BMecTe C

8-6aliTOBbIM 3aro/I0BKOM 3aaeT pa3mep
ICMP-nakeTta — 64 6aliTa.
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Mpumep

WcTopusa nsmeHeHum

(tools)> ping 192.168.1.33 count 3 size 100

Sending ICMP ECHO request to 192.168.1.33

PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.

100 bytes from 192.168.1.33: icmp reg=1, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reg=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.65 ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.

Bepcus OnucaHue

2.00 JobasneHa KomaHaa tools ping.

3.133.3 tools ping6

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

OTtnpaBuTb 3anpockl Echo-Request npoTtokona ICMPV6 ykazaHHOMY y311y
ceTu v 3adpumKcmpoBaTh noctynarLme oteeTbl Echo-Reply. Bpemsa mexay
OTMpaBKoM 3anpoca 1 noayyeHrem oteeta Round Trip Time (RTT) no3sonser
ornpesenaTb ABYCTOPOHHME 3aePXXKM MO MapLUPYTY 1 4acToTy noTepun
NakeToB, TO eCTb KOCBEHHO OMNpeAeNiaTh 3arpy>XeHHOCTb Ha KaHanax nepegaym
AAHHbBIX M MTPOMEXYTOUHbIX YyCTPOCTBaXx.

MonHoe otcyTcTBUE ICMPV6-0TBETOB MOXKET Tak)Ke 03HayaTb, YTO YAANEHHbIN
y3en (M1n Kakol-nMbo 13 MPOMeXyTOUHbIX MapLUpyTLN3aTopoB) 610KMpyeT
ICMP Echo-Reply nnun nrHopupyet ICMP Echo-Request.

Het
Het

HeTt

(tools)>  ping6 <host> [ count «count> ][ size packetsize]

AprymeHT 3HauyeHue OnucaHue

host CTpoka JoMmeHHoe uma unn IPve-agpec xocTa.

count lenoe umncno |Konnuectso 3anpocos ICMPv6 Echo. Eciv He
yKa3aHo, koMaHga byzeT paboTaTtb A0
npepbiBaHNUSA NONb30BaTENEM.

packetsize |Uenoe umucno |Pa3mep nons gaHHbix ICMPv6 Echo-Request
B 6anTax. [lo ymonyaHmio — 56, 4To BMeCTe

C 8-6ai1TOBLIM 3aro/IOBKOM 3aaeT pa3Mep
ICMPv6-nakeTta — 64 6ainTa.

(tools)> ping6 fd4b:fl2b:5d59:0:1108:4407:b772:20cd count 3 size »
100
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Sending ICMPv6 ECHO request to »
fd4b:f12b:5d59:0:1108:4407:b772:20cd

PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=1l, ttl=64, »
time=7.18 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=2, ttl=64, »
time=8.42 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=3, ttl=64, »
time=1.51 ms.

--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.61 ms.

Round-trip min/avg/max = 1.51/5.70/8.42 ms.

Process terminated.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobasneHa KomaHaa tools ping6.

3.133.4 tools traceroute

OnucaHue loka3aTb MapLUPYT K CeTEBOMY XOCT.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbliA BBog, Het

Cunoncuc (tools)>  traceroute <hosts [count «counts] [interval <intervals]
[wait-time wait-times] [packet-size packet-sizes]
[max-ttlmax-ttD][port ports][source-address «source-addresss]
[source-interface <source-interfaces] [type <types] [tos «tos>]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host CTpoka Vma ueneBoro xocTa.
count Lenoe 4ucno |Konnuectso NpoBepoYHbIX MakeToB 3a O4MH

npoxoa. o ymonyaHuio 3HaveHne — 3.
3HaueHme A0MKHO 6bITb B Aviana3oHe [1;10].

interval Lenoe uucro |Bpems B cekyHAax Mexay OTnpaBKoWi
rnakeToB. 3HaueHue rno ymonyaHuo — 0.
3HauyeHe J0MKHO 6bITh B AnanasoHe [0;15].

wait-time Lenoe 4yucso |Bpemsa oxxngaHuma peakuymum Ha
NpOBEPOYHbI NakeT (B ceKyHAaX).
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Mpumep

AprymeHT

3HauyeHve

OnucaHwune

3HayeHve nNo ymMonyaHuwo — 1. 3HayeHune
JIOJ/IXXHO 6bITb B AMana3oHe [1, 15].

packet-size

Lenoe uucno

Pa3mep nakeTa CornacHo NpoTokony type.

Ansa tuna tep pa3Mep nakeTa no

yMonyaHuto coctaBnsaeT 52. inanasoH
3HaueHwuw [52].

[na TMnos udp 1 icmp pa3mep naketa no

ymon4aHuto coctaensieT 60. nanasoH
3HaueHun [28;65535].

max-ttl

Lenoe uucno

MakcrmanbHoe KOJIMYecTBO NpPoXoA0B
(3HayUeHVe MaKCMMaIbHOro CPOKa XU3HWN)
TPaccMpPOBKW. 3HAUEHKE N0 YMONYAHUIO —
30. 3HaueHMe JO0/IKHO BbITh B AMana3oHe
[1;255].

port

Lenoe uucno

MopT Ha3HaveHMs.

Ansa Trna tcp No yMoNYaHMIo NCNoJib3yeTcs
nopt 80.

Ana Tvina udp No yMONYaHWIO NCNOb3yeTcs
rnopt 33434.

[na Tmna icmp No yMon4yaHuo
ucnonb3yercs nopt 1.

source-address|CTpoka Aapec ucxogsulero nHTepdeiica.
source-interface|Crpoka NHTepdeiic onsa ncnonb3oBaHWA B KayecTse
nHTepderica-MCToUHNKA B UCXOAALLMNX
nakeTax.
type tcp TCP npoTtokonn.
udp UDP npotoko. Ncnonb3yeTtcsd rno
YMOJTHaHUIO.
icmp ICMP npoTokon.
tos Lenoe uucro |Tun O6cnyXurBaHusa. 3HaveHme no

ymonyaHuo — 0. 3HaueHune AONXKHO 6bITb
B AnanasoHe [0;255].

(tools)> traceroute ya.ru count 5 interval 5
starting traceroute to ya.ru...

traceroute to ya.ru (213.180.193.3), 30 hops maximum, 60 byte

packets.

1 192.168.111.1 (192.168.111.1) 0.958 ms 0.885 ms 2.946 ms

11.275 ms 10.934 ms
2 testl.ru (193.0.111.3)

ms 12.224 ms

3 test2.ru (193.0.111.2)

ms 6.327 ms

\/

\J

9.125 ms 7.263 ms 5.352 ms 2.146 »

11.610 ms 9.378 ms 7.236 ms 15.399 »
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WcTopusa nsmeHeHum

4 178.108.133.57 (178.108.133.57) 4.325 ms 20.235 ms 10.831 »
ms 8.463 ms 7.232 ms

5 iki-crs.comcor.ru (62.117.100.134) 5.153 ms 10.526 ms »
5.738 ms 3.137 ms 13.886 ms

6 213.79.127.21 (213.79.127.21) 30.260 ms 2.883 ms * 27.922 »
ms 3.487 ms

7*****

8 fol2-c4-ae8.yndx.net (87.250.239.80) 9.815 ms 8.340 ms »
fol5-c2-ae7.yndx.net (87.250.239.84) 5.451 ms 3.637 ms 5.221 ms
9 * fol5-c2-ael5.yndx.net (87.250.239.24) 2.990 ms * 19.063 »
ms *

10 * * * www.yandex.ru (213.180.193.3) 2.017 ms *

process terminated

Bepcus OnucaHue

2.00 JobaBneHa komaHaa tools traceroute.

3.134 udpxy

OnuncaHwne
Mpejukc no

MeHsieT HacTpoiAKK

JocTtyn K rpynne KoMaHA Ana HaCTPOVK/ NnapaMeTpoB udpxy.
HeTt

HeTt

MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny

CviHoncmc

NcTopusa nsmeHeHum

(udpxy)

(config)>  udpxy

Bepcus OnucaHue

2.03 JobaBneHa komaHAa udpxy.

3.134.1 udpxy buffer-size

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOj,

YcTaHoBUTL pasmep bydepa udpxy. o yMONUYaHMIO NCMONb3YETCA 3HaYeHNe
2048.

KomaHga ¢ npedurkcom no cbpacbiBaeT pa3mep bydepa B 3HaveHume no
YMONYaHWUIO.

Aa
Ja

Het
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(udpxy)> buffer-size«size

(udpxy)> no buffer-size

AprymeHT 3HauyeHue OnuncaHwue

size lenoe umucno |Pa3mep bydepa B banTax. MoxeT NpUHUMaTL
3HayeHWAa B npegenax ot 1 o 1048576.

(udpxy)> buffer-size 500
Udpxy: :Manager: a buffer size set to 500 bytes.

Bepcus OnucaHue

2.04 JobasneHa komaHaa udpxy buffer-size.

3.134.2 udpxy buffer-timeout

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

YCTaHOBUTbL TaillM-ayT AN XpaHeHWs AaHHbIX B bydepe udpxy. o ymondaHumio
ncnosb3yeTcs 3HadeHne 1.

KomaHza ¢ npe$purKcom no ycTaHaBNMBaeT TaliM-ayT Mo YMOTYaHUIO.
Ja

Ja

Het

(udpxy)>  buffer-timeout timeout>

(udpxy)> no buffer-timeout

AprymeHT 3HayeHue OnuncaHwue

timeout Uenoe uucno |3HadveHve TaliM-ayTa B cekyHAax. MoxeT
NPUHUMaTb 3HaUeHNs B Npegenax ot -1 Ao

60.-1 — HeorpaHW4eHHbIN TalM-ayT.

(udpxy)> buffer-timeout 10
Udpxy::Manager: a hold data timeout set to 10 sec.

Bepcus OnucaHue

2.04 Job6asneHa komaHaa udpxy buffer-timeout.
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3.134.3 udpxy interface

OonucaHue CBsi3aTb UdpXy C yKa3aHHbIM MHTepdelicoM. Mo yMonyYaHnio NprBsiaka He
HaCcTpOeHa 1 UCMOoNb3yeTcs TekyLlee NOAKIOYEHME K MHTEPHETY.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc (udpxy)> interface <interface

(udpxy)> no interface

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

interface UHTepgeinc MonHoe nma nHTepderica nam NCeBLOHUM.
CnncoK AOCTYMNHbIX NHTepdencoB MOXHO
YyBUAETb C MOMOLLbIO KOMaHAbI interface
[Tab].

Mpumep (udpxy)> interface [Tabl]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint

(udpxy)> interface ISP
Udpxy: :Manager: bound to FastEthernet®0/Vlan2.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.02 Jlo6aBneHa komaHaa udpxy interface.

3.134.4 udpxy port

OnucaHwue YcTaHoBWUTL NopT gna HTTP-3anpocoB. 1o yMon4aHuio NCnob3yeTcsa
3HayeHVe 4022.

KomaHga ¢ I'IpEd)I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (udpxy)>  port port>
(udpxy)> no port

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

port Yenoe uyucno |{Homep nopTa. MoXeT NpUHMMaTL 3HaUeHUA

B npegenax ot 0 Ao 65535.

MNpumep (udpxy)> port 2323

Udpxy: :Manager: a port set to 2323.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHve

2.03 JobasneHa komaHaa udpxy port.

3.134.5 udpxy renew-interval

OnucaHue YCTaHOBUTb Nepuoj BO306HOBEHWSA NOAMUCKA Ha MyAbTUKaCT-KaHan. o
YMONYaHWIO NCMONb3YeTCs 3HaYeHme 0, TO eCTb NOANMCKa He BO306HOBAAETCS.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoaYaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CnHoncuc (udpxy)> renew-interval (renew-interval

(udpxy)> no renew-interval

AprymeHTbI AprymeHT 3HaueHne |OnucaHue

renew-interval|lenoe 4ucno |lMepurog BO30O6HOBAEHNSA MNOAMNCKU B
cekyHaax. MoxeT npnH1MaTh 3Ha4YeHNA B
npegenax ot 0 Ao 3600.

Mpumep (udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 [JobaeneHa komaHza udpxy renew-interval.

3.134.6 udpxy timeout

OnucaHune YCTaHOBUTb TaIZM-ayT coegnHeHus. Mo YMON4YaHNIO NCMOJIb3YyeTCA 3HaYeHne
5.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMOAYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc (udpxy)>  timeout <timeout>
(udpxy)> no timeout

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

timeout Lenoe 4ucno |3HayeHue TaliM-ayTa B cekyHAax. MoxeT

NMPUHMMaTL 3HaYeHNA B Npesenax ot 5 40 60.

Mpumep (udpxy)> timeout 10

Udpxy: :Manager: a stream timeout set to 10 sec.
VICTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.03 JobasneHa komaHaa udpxy timeout.

3.135 upnp forward

OnucaHune JobaBuTb NepeHanpasnstoLlee npasuno UPnP.
KomaHga ¢ npedurkcom no yaanset npasuao 13 crmcka.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Tun uHTepdderica IP

CuHoncnc I (config)> upnp forward protocols [ interface]<addresss port;
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AprymeHTsl

WcTopusa nsmeHeHwnii

3.136 upnp

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

(config)> no upnp forward [ <index> | (¢protocols> <address» ports)]

AprymeHT 3HauyeHue OnucaHue

protocol tcp Jo6aBUTb/yaanuTb NPaBuIo ANS NPOMoKoaa
TCP.

udp [o6aBnTb/yaannTb NpaBuIO ANA NPOMOKOAA

UDP.

interface UHTepeinc ByaeT go6aBneHo NpaBuIo A8 yKa3aHHOIO
nHTepderica.

address IP-agpec Bbyaet gobasneHo/yganeHo NpaBuIo 4ns
yka3saHHoro IP-agpeca.

port Lenoe umucno |bypet gobasneHo/yganeHo npaBuao Ans
yKa3aHHOro ropra.

index lenoe 4ucno |bypeTyaaneHo nNpasuio C yKasaHHbIM
nopsAKOBbIM HOMEPOM.

Bepcus OnucaHve

2.00 JobasneHa komaHaa upnp forward.

lan

Ykazatb LAN-nHTepdeinc Ha KOTopoM 3anyLueHa cayxéa UPnP. Ciyxba
paboTaeT TO/IbKO A/ OAHOr0 CEerMeHTa CeTu.

KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.

Ja
Ja
Het

IP

(config)>

(config)> no upnp lan

upnp laninterface»

AprymeHT

3HavyeHue

OnucaHue

interface

UHTepgeric

MonHoe nmsa nHTepdeinca nin NCeBLoOHNM.
CnncoK AOCTYMHbIX NHTePdEiCOB MOXHO
yBUAETb C NOMOLLbIO KoMaHAbl interface
[Tabl.

(config)> upnp lan [Tab]
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Usage template:
lan {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl
GuestWiFi

(config)> upnp lan PPTPO
using LAN interface: PPTPO.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobasneHa komaHza upnp lan.

3.137 upnp redirect

OnucaHune Jo6aBuTb NpaBuao TpaHcasauum UPnP nopTa.

KomaHAa ¢ npedrkcom no yganseT npaBuio 13 cnvcka. Ecnv BbINoaHUTL
KOMaHzy 6e3 apryMeHTa, TOo BeCb CMNCOK MpaBui 6yaeT OUULLEH.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica IP

CnHoncuc (config)>  upnp redirect protocol> <interface> <port, to-address; |

to-port]

(config)> no upnp redirect [and forward | [ <index> | (¢protocols> port:)

1

AprymeHTbI AprymeHT 3HaueHue OonucaHue
protocol tcp JobaBuTb/yaanuTb NpaBuIo ANSA MPOTOKOA
TCP.
udp Jo6aBUTb/yaanuTb NPaBUIO ANA MPOTOKOA
UDP.
interface UHTepgenc byseT fobaBneHO NpaBuaIO ANS yKa3aHHOro
nHTepoderica.
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UcTopusa nsmeHeHwnii

3.138 user

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuvHoncuc

AprymeHTbl

UcTopuns nameHeHui

AprymeHT 3HauyeHue OnuncaHwue

port Uenoe uucno |bypet gobaBneHo/yaaneHo npasuio ans
yKasaHHOro rnopra.

to-address |IP-agpec Bbyaet gobaBneHo/yganeHo NpaBuIo AN
yKa3aHHOro agpeca HasHa4veHus.

to-port Lenoe umucno |byaet gobasneHo/yganeHo NpaBuao Ans

YKa3aHHOro nopta Ha3Ha4yeHUA.

and forward |Kmwyesoe Cnuvckun nNpasu NepechbIKn U
C/10B0 nepeHanpasneHus 6yayT yAaneHsl.
index UYenoe uucro |bypet yaaneHo NpaBuiIo C yKa3zaHHbIM
NopsAAKOBLIM HOMEPOM.
Bepcus OnucaHve
2.00 Jlo6aBneHa komaHza upnp redirect.

JocTyn K rpynne KOMaHZ4 AN1s HAaCTPOMKY NapamMeTpoB YYETHOW 3anmcu
nonb3oBaTens. Ecim yueTHast 3anncb He HaligeHa, KOMaHAa NblTaeTcs ee

co3aath.

MpnmeyaHwue:

YueTHas 3annckb C 3ape3epBrpoBaHHbLIM MeHeM admin He
yaaneHa. Kpome Toro, y nosb3oBartens admin

MOXeT 6bITb

Henb3s yAannTb NPaBo AOCTyrNa K KOMaHAHON CTpOKe.

KomaHga ¢ I'Ipeq)I/IKCOM No yAandeT y4eTHYH0 3arnncb Nnosib3oBaTend.

Aa
Ja
Ja

(config-user)

(config)>

user <name»

(config)> no user name>

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka Mms nonb3oBatens.
Bepcus OnucaHve

2.00 JobaBneHa kKOMaHAa user.
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3.138.1 user password

OnucaHue YKa3aTb naponb nosb3osatens. [Naponb xpaHuTtca B Buae MD5-xewa,
BbIYNC/IEHHOIO N3 CTPOKW «user:realm:password». realm 3TO Ha3BaHue

MOJenn ycTpoicTea 13 ¢aiina startup-config. txt.

KomaHza nprvHMMaeT apryMeHT B BUAE OTKPbITOM CTPOKWN UM 3HaYEHWs!
xew-GyHKUMN. COXpaHeHHbIN Naponb NCNONb3yeTcs ANs ayTeHTUdUKaLn
nonb3oBaTens.

KomaHaa ¢ npeprkcom no yaanseT naposb, YTo6bl NOb30BaTENb MOT
MONYYNTb AOCTYN K YCTPONCTBY 6€3 ayTEHTUPUKALMN.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

CuHoncuc (config-user)>  password ( md5 <hash> | passwords)
(config-user)> no password
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
hash CTpoka 3HayveHve MD5-xewwa.
password CTpoka 3HaueHVe Napons B OTKPLITOM BUAE, U3
KOTOPOro aBTOMaTn4eckn BbIUMCASETCS
3HauveHMe xeLla.
Mpumep (config-user)> password 1111
Core::Authenticator: Password set has been changed for user »
“test".
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 Jlo6aBneHa komaHaa user password.

3.138.2 user tag

OnucaHune MprCcBOUTE yYeTHOM 3anNncKy cneynansHy METKY, Hamymne KOTOpPOA
npoBepsieTcs B MOMEHT aBTOPM3aun NOIb30BaTeNS U BbINOJHEHUN UM
nobbIX fencTBui B cucteme. Habop foNyCTUMbIX 3HaYEHN METKW 3aBUCUT
OT PYHKUMOHANbHbIX BO3MOXHOCTE cUcTeMbI. [TONIHbIN CNMCOK NpuBeseH
B Tabnunue Huxe.

O,D,HOI7I yquH0|7| 3anncn MO>XHO HasHa4YnTb HECKOJ/IbKO Pa3HbIX METOK, BBOAA
KOMaHA4y MHOToKpaTHO. Ka>|<p,y+o MeTKY MO>XHO pacCMaTpuBaThb Kak
npeaoctaBsieHNe Nanm orpaHnyeHme onpeaeneHHbIX npas.

KomaHga c npedurKkcom no yaansiet 3asaHHyr MeTKy.
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MpnmeyaHwue:
MNpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

YyeTHOM 3anncy admin HeNb3A NPUCBOUNTL MeTKY readonly
M yaanute MeTky cli nam ssh.

Cunoncuc (config-user)>  tag <tag
(config-user)>no tag [ <tag> ]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
tag cli JocTyn K koMaHaHo ctpoke (TELNET m SSH).
readonly 3anpeT BbINOJHEHWA KOMaHJ, MEHSAIOLLMX
HaCTPOMKMN.
http-proxy |AocTtyn K HTTP proxy.
http Aoctyn kK Web-nHTtepdericy.
afp JocTtyn K USB xpaHunuiy 4epes Apple File
Protocol.
printers Joctyn Kk USB-npuHTepam rno npoTokony
SMB/CIFS.
cifs MoakntoveHve K cnyxobe ¢arinos 1 NPpUHTEPOB
Windows.
vpn-dlna MNogxntoveHme K DLNA ana TyHHeneh PPTP,
L2TP/IPSec, SSTP.
ftp MoaknoyeHve K BCTpoeHHOMY FTP-cepBepy.
ipsec-xauth |lMoakntoueHre K BCTPOEHHOMY
IPsec/XAuth-cepBepy.
ipsec-12tp |lMNoakntoueHre K BCTPOEHHOMY
L2TP/IPSec-cepsepy.
opt JocTyn K cepBrcam nog ynpassieHNsam
OptWare.
sftp JocTyn K pannosomy cepsepy SFTP.
sstp MogkntoyeHyie K BCTpoeHHOMY SSTP-cepsepy.
torrent Bxog B nHTepdelic ynpaBneHus KINEeHTOM
darinoobMeHHbIX ceTel BitTorrent.
vpn MoaknroyeHve K BCTpoeHHOMY PPTP-cepBepy.
webdav JocTyn K pannosomy cepsepy WebDAV.
Npumep (config-user)> tag cli

Core::Authenticator: User "admin" tagged with "cli".
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UcTopuns nameHeHuii

(config-user)> tag readonly
Core::Authenticator: User "my" tagged with "readonly".

(config-user)> tag http-proxy

Core::Authenticator: User "admin" tagged with "http-proxy".
(config-user)> tag http
Core::Authenticator: User "admin" tagged with "http".

(config-user)> tag afp
Core::Authenticator: User "test" tagged with "afp".

(config-user)> tag printers

Core::Authenticator: User "admin" tagged with "printers".
(config-user)> tag cifs
Core::Authenticator: User "admin" tagged with "cifs".

(config-user)> tag vpn-dlna
Core::Authenticator: User "enpa" tagged with "vpn-dlna".

(config-user)> tag ftp

Core::Authenticator: User "admin" tagged with "ftp".

(config-user)> tag ipsec-xauth

Core::Authenticator: User "admin" tagged with "ipsec-xauth".

(config-user)> tag ipsec-12tp

Core::Authenticator: User "admin" tagged with "ipsec-12tp".
(config-user)> tag opt
Core::Authenticator: User "admin" tagged with "opt".

(config-user)> tag sftp
Core::Authenticator: User "test" tagged with "sftp".

(config-user)> tag sstp

Core::Authenticator: User "admin" tagged with "sstp".
(config-user)> tag torrent

Core::Authenticator: User "admin" tagged with "torrent".
(config-user)> tag vpn

Core::Authenticator: User "admin" tagged with "vpn".

(config-user)> tag webdav
Core::Authenticator: User "test" tagged with "webdav".

(config-user)> no tag readonly

Core::Authenticator: User "admin": "readonly" tag deleted.
Bepcus OnucaHve

2.00 [JobaeneHa KomaHza user tag

2.04 [JlobaBneHa meTka vpn.
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2.06 JobasneHbl MeTKM opt 1 ipsec-xauth.

2.10 [JobaeneHa meTka http-proxy.

2.1 [JlobaBneHa meTka ipsec-12tp.

2.12 [JobaBneHa meTka sstp.

3.04 Job6asneHbl MeTkM vpn-dina, sftp n webdav.

3.139 ussd send

OnucaHwue OTtnpaBuTb USSD 3anpoc Mo6UAbLHOMY onepaTtopy.

Mpe¢ukc no

MeHsieT HacTpoAKK

Het

Het

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb
CuHoncuc (config)> ussdinterfaces send <request>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interface UHTeppeinc MonHoe nmsa nHTepderica nam NCeBAOHUM.
Cnncok AOCTYMHbIX MHTePPENCcoB MOXKHO
yBUAETb C NOMOLLbIO KoMaHAbl interface
[Tab].
request CTpoka USSD komaHzaa.
Npumep (config)> ussd UsbQmi® send *100#

WcTopus nsmeHeHum

request: *100#
response: Your number: +79953332211
Available: 10 dol
4.01 / 5 GB
Bepcus OnucaHue
3.05 JobaBneHa komaHaa ussd send.

3.140 vpn-server

OnucaHue JocTtyn K rpynne KomaHa Ana HacTpoliky napameTpoB cepeepa VPN.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

Bxo>xaeHue B rpynny (vpn-server)

Cunoncuc (config)> vpn-server
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.04 JlobaBneHa KOMaHAa vpn-server.

3.140.1 vpn-server dhcp route

OnucaHue HasHaunTb MapLupyT, nepesaBaeMsblii Yepes coobuieHns DHCP INFORM,
KnneHTtam VPN-cepBepa.

KomaHaa ¢ npeprkcom no oTMeHseT NoslyveHne yKkazaHHOro MapLupyTa.
Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yeT OTMEeHEeHO NoJlyYeHme Bcex
MapLLpYTOB.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a

CuHoncnc (vpn-server)>  dhcp route address> anask»

(vpn-server)> no dhcp route [ <address» anasks ]

AprymeHTbI AprymeHT 3HaueHue OonucaHue

address IP-appec Afpec ceTeBOro KaneHTa.

mask IP-macka Macka ceTeBoro knameHta. CyLiecteyeT ABa
cnocoba BBOJA MacKW: B KAHOHNYECKOM
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOM ANNHbI NpedurKkca (Hanpumep, /24).

Mpumep (vpn-server)> dhcp route 192.168.2.0/24
VpnServer::Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(vpn-server)> no dhcp route
VpnServer::Manager: Cleared DHCP INFORM routes.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.12 JobasneHa koMmaHaa vpn-server dhcp route.
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3.140.2 vpn-server interface

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

Ces3aTb cepBep VPN ¢ ykaszaHHbIM nHTepdericom.
KomaHga ¢ npedunkcom no paspeiBaeT CBA3b.

Ja

Ja

Het

(vpn-server)>  interface <interface»

(vpn-server)> no interface

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgeinc MonHoe nma nHTepderica nam NCeBLOHUM.
CnncoK AOCTYMNHbIX NHTepdencoB MOXHO
YyBUAETb C MOMOLLbIO KOMaHAbI interface
[Tab].

(vpn-server)> interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint

(vpn-server)> interface FastEthernet0/Vlanl
VpnServer: :Manager: Bound to FastEthernet®/Vlianl

(vpn-server)> no interface
VpnServer::Manager: Reset interface binding.

Bepcus OnucaHue

2.04 JobaBneHa komaHaa vpn-server interface.

3.140.3 vpn-server ipvécp

OnucaHune

Brnrounte noaaepxky IPv6. ns kaxaoro VPN-cepsepa cosgatotca DHCP-nynbl
IPv6. o ymMonyaHuo HacTpoika OTKOYeHa.

592

CnpaBoyHUK koMaHa — Runner 4G (KN-2211)



naBa 3 OnncaHme KOMaHA,

KomaHga c npedurkcom no oTkaoyaeT nogaepxky IPve.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CnHoncuc I (vpn-server)>  ipv6cp

I (vpn-server)> no ipvécp

Npumep (vpn-server)> ipvécp
VpnServer::Manager: IPv6 control protocol enabled.

(vpn-server)> no ipvécp
VpnServer: :Manager: IPv6 control protocol disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.00 JlobaBneHa KoMaHAa vpn-server ipvécp.

3.140.4 vpn-server Icp echo

OnucaHwue OnpegenuTb Npasuaa TecTUpoBaHua PPTP-noakntoveHnin cpegcreamum LCP
echo.

KomaHgaa c npedumkcom no otkntouaet LCP echo.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CuHoncnc (vpn-server)>  lcp echo <intervals> <«count> [adaptive]
(vpn-server)> no lcp echo
AprymeHTbI AprymeHT 3HauveHue |OnucaHue
interval Uenoe WNHTepBan mexay otnpaskamu LCP echo, B
uncno cekyHAaax. Ecnv B TeueHme ykasaHHOro

NHTepBana BpeMeHW OT YAaneHHOV CTOPOHbI
He 6bln nonydveH LCP 3anpoc, el byaet
oTnpaBneH Takol 3anpoc C OXXAaHNeM oTBeTa

LCP reply.
count LUenoe KonnuectBo oTrnpaBneHHbIX NOAPSS 3anpocoB
ynucso LCP echo Ha KoTOpble He 6bl1 NoNyYeH oTBeT

LCP reply. Ecnu count 3anpocos LCP echo
oCTanncb 6e3 oTBeTa, coefrHeHne byseT
pa3opBaHo.
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Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue |OnucaHve

adaptive Knmwuesoe |Pppd 6yaet oTnpasnsaTe 3anpoc LCP echo
CJ/10B0 TOJ/IbKO B TOM CJly4ae, ey OT ya/leHHOro y3/1a
HeT Tpaduka.

(vpn-server)> 1lcp echo 5 3
LCP echo parameters updated.

Bepcus OnucaHve

2.06 JobasneHa KomaHaa vpn-server lcp echo.

3.140.5 vpn-server lockout-policy

OnucaHune

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

3afaTb NapameTpbl OTC/IEXMBAHWSA MOMbITOK BTOPXeHUSA NyTéM nepebopa
naponein VPN-cepsepa. o ymonyaHuo yHKUNS BKIOUEHa. Ecin B kavecTBe
aprymMeHTa ncnosb3yeTtcs 0, Bce napamMeTpbl OTCIeXNBaHWA Nepebopa byayT
CHpoLLEeHbl B 3HaUEHWSA MO YMOAYaHUIO.

KomaHga ¢ npedurkcom no oTk/touaeT obHapyxeHme nogbopa.
Ja
Ja

Het

(vpn-server)>  vpn-server lockout-policy <threshold [«duration [
<«observation-window ]]

(vpn-server)> no vpn-server lockout-policy

AprymeHT 3HauyeHue OnucaHwue

threshold Uenoe uuncno |Konnyectso HeyAauHbIX MOMbLITOK
BXOZa B cucTtemy. 1o ymonyaHuo
YCTaHOB/IEHO 3Ha4yeHve 5. MoxeT
NPUHMMAaTb 3HaYeHUs B Npejesnax ot
2 [0 20.

duration Lenoe 4ucno |MpogonxKnTensHOCTL 3anpeTa
aBTOpM3aUUU AN YKa3aHHOro
IP-agpeca B MuHyTax. o ymonyaHumio
YyCTaHOB/IEHO 3HaueHne 15. MoxeT
MPUHNMAaTb 3HaYeHUS B Npesesiax oT
1 a0 120.

observation-window |Jesoe 4ucnio |MpoAOAXNTENbHOCTL HAabMAEHNS
3a NOAO3PUTENbHOM aKTUBHOCTLIO B
MUHyTax. [1o ymonyaHutio

YCTaHOBJ/IEHO 3Ha4yeHve 3. MoxeT
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnucaHwue

1 4o 20.

NMPMHUMATb 3Ha4vYeHWda B npeaenax ot

(vpn-server)> lockout-policy 10 30 2
VpnServer: :Manager: Bruteforce detection is reconfigured.

(vpn-server)> no lockout-policy
VpnServer: :Manager: Bruteforce detection is disabled.

(vpn-server)> lockout-policy 0

VpnServer: :Manager: Bruteforce detection reset to default.

Bepcus OnucaHue

3.01 JobasneHa komaHaa vpn-server lockout-policy.

3.140.6 vpn-server mppe

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

NcTopusa nsmeHeHum

YcTaHoBUTb pexunm ans wndposaHus MPPE. [0 yMOAYaHNIO NCMO/b3yeTCs

KAtOY AnnHom 40 6uT.

KomaHpga ¢ npedpurkcom no oTk/roUaeT Bbl6paHHbIA pexXunm.
Aa

Ja

Ja

(vpn-server)>  mppe @ode»

(vpn-server)> no mppe node»

AprymeHT 3HauyeHue OnucaHwue

mode 40 AnvHa kntova wnposaHms 40 6uT.

128 AnvHa kntova wudpoBaHna 128 6uT.

(vpn-server)> mppe 40
VpnServer: :Manager: Set encryption 40.

Bepcus OnucaHue

2.05 JobaBneHa KOMaHAa vpn-server mppe.

Runner 4G (KN-2211) — CnpaBoYHVK KOMaHZA

595



naBa 3 OnncaHme KoMaHp,

3.140.7 vpn-server mppe-optional

OnuncaHwne
Mpedukc no
MeHsieT HacTpoiikmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

BkntounTs winpposaHue MPPE.

KomaHaa ¢ npedurkcom no oTkntoyaeT WwndposaHme.
Ja

Ja

Het

I(vpn-server)> mppe-optional

I (vpn-server)> no mppe-optional

(vpn-server)> mppe-optional
VpnServer: :Manager: Unencrypted connections enabled.

Bepcus OnucaHue

2.04 JobasneHa KoMaHAa vpn-server mppe-optional.

3.140.8 vpn-server mru

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

YcTraHoBUTL 3HaveHue MRU koTopoe byaeT nepesaHo PPTP-cepsepy. Mo
YMONYaHWIO NCNOJIb3yeTca 3HaueHve 1350.

KomaHza c npedurKcom no ycTaHaBNMBaeT 3HaUYeHne Mo yMonyaHuio.
Aa

Ja

Het

(vpn-server)>  mru«alue

(vpn-server)> no mru

AprymeHT 3HauyeHue OnucaHwue

value Lenoe 4ucno |3HauveHve MRU. MoxeT MpUHMUMAaTb 3HaYeHNs
B npegenax oT 128 go 1500 BkAoUYMTENBbHO.

(vpn-server)> mru 200
VpnServer::Manager: mru set to 200.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.04

JlobaBneHa KOMaHAa vpn-server mru.

3.140.9 vpn-server mtu

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YcTaHOBUTbL 3HaveHue MTU, koTopoe byaeT nepeaaHo PPTP-cepeepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomMaHgaa ¢ npedrKcoM No ycTaHaBNVBAET 3HAUEHME MO YMONYAHWIO.

Ja
Ja

HeT

(vpn-server)>

mtu «values

(vpn-server)> no mtu

AprymeHT

3HavyeHue

OnucaHue

value

Llenoe u4ucno

3HaueHune MTU. MoxeT NpMHMMaTL 3HaYeHus
B npegenax oT 128 o 1500 BkAOUYUTENBbHO.

(vpn-server)> mtu 200
VpnServer: :Manager: mtu set to 200.

Bepcus

OnucaHune

2.04

Jo6aBneHa KOMaHza vpn-server mtu.

3.140.10 vpn-server multi-login

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

PaspewnTtb nogkntoveHme K cepsepy VPN Heckonbkux nosb3oBaTteneil ¢
O HOro aKKayHTa.

KomaHpa ¢ I'Ipe¢I/IKCOM NO OTK/NFOYaET 3TY BO3MOXHOCTb.

Ja
Ja

HeT

I (vpn-server)>  multi-login

I (vpn-server)> no multi-login
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHum

(vpn-server)> multi-login
VpnServer: :Manager: multi login enabled.

Bepcus OnucaHue

2.04 JobasneHa komaHaa vpn-server multi-login.

3.140.11 vpn-server pool-range

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

Ha3HaunTb nyn agpecos 4S9 KIMEHTOB, NoAKAtovarowmxca K cepsepy VPN.
KomaHaa ¢ npedurkcom no yaanseTt nyn.

Ja

Ja

Hert

(vpn-server)>  pool-range <begim [«size]

(vpn-server)> no pool-range

AprymeHT 3HayeHue OnuncaHwue

begin IP-agpec HauvanbeHbIll agpec nyna.

size UYenoe uucro |Pasmep nyna. MoXeT NpUHMMAaTL 3HaYeHUs
B npegenax ot 1 Ao 64 BkAroUMTeNbHO. ECn
pa3mMep He ykasaH, OH onpegesnseTcs
aBTOMaTUYeCK B 3aBUCUMOCTU OT
yCTpolicTBa.

(vpn-server)> pool-range 172.168.1.22 20
VpnServer: :Manager: Configured pool range 172.168.1.22 to »
172.168.1.41.

(vpn-server)> no pool-range
VpnServer: :Manager: Reset pool range.

Bepcus OnucaHve
2.04 [JlobaBneHa KkoMaHza vpn-server pool-range.

3.140.12 vpn-server static-ip

OnucaHune

HasHaunTb IP-agpec nonb3oBaTento. Monb3oBaTeNb B CUCTEME JO/DKEH METb
MeTKy vpn.

KomaHaa ¢ npeprkcom no yaanseT npuBs3ky.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

CuHoncuc (vpn-server)>  static-ip name> <address»

(vpn-server)> no static-ip name>

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

name CTpoka JlorvH.

address IP-agpec HasHauaemsbli IP-agpec.

Mpumep (vpn-server)> static-ip test 172.16.1.35
VpnServer: :Manager: Static IP 172.16.1.35 assigned to user "test".

(vpn-server)> static-ip test
VpnServer: :Manager: Static IP address removed for user "test".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 [JlobaBneHa KoMaHAa vpn-server static-ip.

3.141 yandexdns

OnucaHwue JocTtyn B rpynny KoMaHa Ans HacTporiku npodunein Yondex.DNS.
Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

BxoxxgeHue B rpynny (yandexdns)

CunHoncuc (config)> yandexdns
UcTopusa nsmeHeHnim Bepcus onucaHuve
2.01 Jlo6aBneHa komaHza yandexdns.

3.141.1 yandexdns assign

OnucaHune HasHaunTb TMNbI 418 XOCTOB. 10 yMONYaHWIO AN BCEX XOCTOB MUCMOJIb3yeTcs
TMn safe. default MoxeT 6bITb Ha3HaYeH TONbLKO OAHOMY XOCTY.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (yandexdns)>  assign [ <host» ] «type>
(yandexdns)> no assign [ <hosts ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
host MAC-appec XOCT, K KOTOPOMY NMpUMeHdaeTca T1n
dunnbTpaumn. Ecnm He ykasaH, Tmn
NPYIMEHSIeTCA KO BCEM XOCTaM.
type default PunbTPaLMA He NCNOoNb3YeTCs.
safe 3awmTa oT Bpe4OHOCHbIX Y MOLLEHHUYECKUX
canToB.
family 3aKkpbIT JOCTYM K BPEAOHOCHbLIM U
MOLLUEHHNYEeCKMM CaliTaMm, a Takxe K pecypcam
AN B3POC/bIX.
MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue
2.01 JobasneHa komaHaa yandexdns assign.

3.141.2 yandexdns check-availability
OnucaHune MpoBepuTb AOCTYNHOCTb CNyX6bl Yandex.DNS.
Mpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (yandexdns)>  check-availability
Mpumep (yandexdns)> check-availability
available
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.06 Jlo6aBneHa komaHaa yandexdns check-availability.

3.141.3 yandexdns enable

OnucaHune 3anycTnTb cnyxey Yandex.DNS.
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naBa 3 OnncaHme KOMaHA,

KomaHaa ¢ npeprkCcomM no oCTaHaBNMBAET CyXO6y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (yandexdns)>  enable

I (yandexdns)> no enable
Mpumep (yandexdns)> enable

YandexDns::Client: Yandex DNS is enabled.
MCTOpMﬂ N3MeHeHUn Bepc”ﬂ onvicaHue

2.01 JobasneHa komaHaa yandexdns enable.
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naBa 3 OnncaHme KoMaHp,
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noccapwin

Address and Control Field
Compression

Address Resolution Protocol

AdGuard DNS

Authenticated Encryption
with Associated Data

Automatic Certificate
Management Environment

Challenge-Handshake
Authentication Protocol

Change of Authorization

[noccapui

LCP HacTpoiika, obecneynBatoLlas cxaTue noneii Address u Control
KaHaNbHOro ypoBHS.

NPOTOKOJ onpejeneHuns agpeca, NPOTOKON KaHaNbHOro YPOBHS,
npegHa3HaveHHbIV Ana onpegeneHns MAC-agpeca no n3BecTHOMY
IP-agpecy. Hanbonbluee pacnpocTpaHeHve 3STOT NPOTOKO NOAYYn
6narofaps noBcemMecTHOCTU ceTeid IP, nocTpoeHHbIX nosepx Ethernet,
MockoJsibKy npaktnyecku B 100% cnyyaes npu TaKOM coyeTaHumn
ncnonb3yetcs ARP. MNpeobpa3oBaHuve afpecoB BbIMOIHAETCS MyTem
novcka B Tabnuue, Tak HasbiBaeMoil ARP-Tabnnue. OHa cogepxuT
CTPOKM AN5 KaXAOro y31a ceTu. B AByx ctonbuax cogepxatcs IP- 1
Ethernet-agpeca. Ecnn TpebyeTtca npeobpasoBath IP-agpec B
Ethernet-agpec, To vLLeTCA 3aNnCb C COOTBETCTBYOLWNM IP-agpecom.

cepeuc AdGuard ansa 3aWwmThl JoMalLHel ceTn. ObecneymBaeT Tpu
pexunma 3alnTbl:

+ be3 punbTpauunK: 3aLMTa He NCNOb3YeTCs;
* be3 peknambl: 610KMPOBKa peknaMbl, TPEKUHIa U GULLNHTa;

+ CemeiHbI: 610KMpPOBKa pek/iaMbl, TPeKMHra, GULLINHIG, CaliTOB ANs
B3pOC/bIX, @ TakXke 6e3onacHbI MonCK B 6pay3epe.

Takke AyTeHTUGMLIMPOBaHHOE LWdPOBaHME C NPUCOEANHEHHBIMM
AAHHbIMU

Knacc 6104YHbIX PEXMMOB LW$POBaHMSA, MPY KOTOPOM YacTb
coobLeHMa WndpyeTcs, YacTb OCTAaeTCs OTKPbITOM, U BCé coobLLeHne
LennKom ayTeHTUPULMPOBAHO.

ABNAETCA KOMMYHUKaUMOHHBIM NMPOTOKOJ/IOM ANA aBTOMaTU3alnn
B3aVMOJEeNCTBUI MeXay opraHamu ceptudukaumnm n Beb-cepsepamm
CBOUX HOﬂbBOBaTGHEVI, Nno3BOJ1IAA aBTOMaTn4ecKkoe pasBepTbiBaHE
VHOPACTPYKTYpPbl OTKPbITbIX K/IOUer N0 o4eHb HN3KOM LeHe. OH 6bia
pa3pabortaH Internet Security Research Group (ISRG) ansa cBoein cnyx6bl
wndpoBaHua Let's Encrypt.

LUIMPOKO PacrnpoCTpaHéHHbI anropmMTM NpoBepKn NOAANHHOCTH,
npeaycmMaTpuBaloLLMiA nepesady He CaMOro Naposs NonbL3oBaTens, a
KOCBEHHBbIX CBegeHu 0 HEM. CHAP aBnsieTca 6onee 6e3onacHbIM
MeToA0oM, YeM Password Authentication Protocol.

MeXaHW3M AN U3MEeHEeHWA aTpnbyToB ceaHca ayTeHTUdUKaumm u
aeTopu3auumm RADIUS. MNo3BonseT HaCTPOUTb YXXe akKTUBHbIA ceaHc
KNVeHTa.
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Cloudflare DNS

Command Line Interface

Common Applications Kept
Enhanced

Compression Control
Protocol
Dead Peer Detection

Device Privacy Notice

DHCP

DHCP server

3710 ycnyra komnanum Cloudflare no 3awmre gomaluHen ceTu.
ObecrneumBaeT TpU pexxrMma 3aLnThbI;

+ default: 3awmTa oTKNOUEHS;
+ standard: 6e3onacHbIi DNS, 6e3 610KNpoBKY;
* malware: 610kMpoBKa BpeAOHOCHbIX MPOrpamm;

+ family: 6nokrpoBka BpegoHOCHbLIX MPOrpaMm 1 CanTOB AN B3POC/bIX.

HTepderic KOMaHAHOM CTPOKWY, Pa3HOBUAHOCTb TEKCTOBOIO

vHTepderica Mexay YenoBekoM 1 KOMMbIOTEPOM, B KOTOPOM

VHCTPYKLMN KOMMbBIOTEPY Aat0TCA B OCHOBHOM MYTEM BBOJAA C
KNnaBMaTypbl TEKCTOBbLIX CTPOK (KOMaHJ). TakxKe n3BecTeH noj
Ha3BaHMEM KOHCO/Ib.

3To NopsfoK GopMMPOBaHUMA oUepean, NCNoNb3yroLwnii kak AQM, Tak
1 FQ. OH 06beanHsaeT COBALT, koTopblili aBnseTcs anroputMom AQM,
B KOTOpOM KOMBUHUMpytoTca Codel n BLUE, welinep, koTopblii paboTaeT
B pexvmMe gednunTa, 1 pasHoBUAHOCTb DRR++ ana n3onaumm notoka.
8-CTOpOHHEee MHOXeCTBEHHO-aCcCoLMaTVUBHOE X3LWMpPOBaHMe
NCNoNb3yeTcs AN1A BUPTYanbHOMO YCTPAHEHWS CTOIKHOBEHMWIA X3LLe.
MpropuTeTHasa opraHmMsauns odepean 4OCTyNHa Yepes yrpoLLEeHHYo
peanusaunto diffserv. CAKE ncnonb3syert werinep ¢ AedpuunTHbIM
pexXxMmMoM paboTbl, KOTOPbIA He NCNOob3yeT "Bcnaeck", XxapakTepHbIi
ANng "anropmTtMa TekyLlero segpa". OH aBToMaTU4yeckn nepejaeT
CTONbKO NaKeToB, CKOJIbKO TpebyeTcsa ANa NojjepXaHns yKasaHHOM
NMPONYCKHOM CNOCOBHOCTU.

MCNob3YyeTCs A5 YCTAHOBKM U HACTPOMKIM anropuTMOB OKaTUSA AaHHbIX
Ha PPP.

3TO MEeTOZ, UCMO/b3yeMblii CeTEBbIM YCTPOCTBAMM A/151 MPOBEPKU
CyLLLeCTBOBaAHMSA U AOCTYMHOCTU APYrnX CETEBbIX YCTPOMCTB.

3TO NONOXeHne 0 KOHOUAEHLUMANbHOCTY ycTpolicTBa Keenetic npwu
06paboTke JaHHbIX.

NPOTOKON AUHAMUYECKOM KOHPUTypaLmK y3na, 3To ceTeBOI NPOTOKON,
NO3BONSAOLLNA KOMMbIOTEPAM aBTOMaTHYeckn nosyyate IP-agpec n
Apyrve napameTpbl, HeobxoanMble Ans paboTbl B ceT TCP/IP. aHHbI
NPOTOKON paboTaeT Mo MOAeNU «KANeHT-cepBep». 415 aBTOMaTU4eCcKoin
KOHUrypauum KOMMbloTep-KAMeHT Ha 3Tarne KOHGUrypaummy ceTeBoro
yCTpoOMCcTBa 06palLlaeTcs K Tak Ha3biBaeMoMy cepsepy DHCP, 1
NoJsly4aeT OT Hero Hy>KHble napamMeTpbl. CeTeBon agMUHUCTPATOP
MOXEeT 3ajaTb AMarna3oH agpecos, pacnpejeniemMbix CEpBepoM Cpesmn
KOMIMbIOTEPOB. 3TO NO3BO/SET U36eXaTb PYUHON HACTPONKU
KOMIMbIOTEPOB CETN N YMeHbLUaeT KONMYecTBo owmn6b0oK. MpoTokon
DHCP ncnonb3yetcs B 60nbLUMHCTBe ceTell TCP/IP.

DHCP-cepBep ynpasnseT nynom IP-agpecos v nHdopmaumeri o
KOHOUIypaLmnmy KANeHTCKMX MapaMeTpoB, TakMX Kak L3 Mo
YMOJIHaHWVIO, JIOMEHHOE NMS, CeEPBEP UMEH, APYr1X CEPBEPOB, TaKmnX
Kak cepsep BpeMeHU 1 Tak ganee. [onyynBs KOPPEKTHLIV 3anpoc,
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noccapwin

cepsep BblgaeT KoMnbloTepy IP-agpec, apeHay (MpoMexXyToK BpeMeHu,
B TeueHume KoToporo IP-agpec gencTBuTeNeH) 1N Apyrme HacTpoeYHble
rnapametpsbl IP, Takre Kak Macka NoACceTu 1 W03 No yMOo/i4aHuto. B
3aBUCKMOCTM OT peann3aunm, DHCP-cepeep MOXET UMeTb TP MeToa
Ha3HauyeHws IP-agpecos:

+ duHamuyeckoe pacnpedeseHue: CeTeBO aAMUHUCTPATOP Ha3HayaeT
onpegeneHHbln AnanasoH IP-agpecos ans DHCP, n kaxabii
K/IMEHTCKWIA KOMMbIoTep B IOKaNbHOW CeTW HacTpOeH 3anpalunBaTb
IP-agpeca ot DHCP-cepBepa npuv nHnumanmsaumm cetn. Npouecc
3anpoca v npejocTaBAeHns NCNOob3yeT NPUHLMM apeHibl Ha
onpegeneHHbIn cpok, no3sonss DHCP-cepBepy Bo3BpaLLath (1 3aTem
nepepacnpegensts) IP-agpeca, KoTopble He 06HOBASIOTCS.

« aemomamuyeckoe pacnpedeneHue: DHCP-cepBep Ha NOCTOsSIHHOe
MCNONb30BaHWe BbigeNseT NPOM3BO/bHbIN CBO6OAHBIV IP-agpec 13
onpeAenéHHOro aiMMHNCTPATOPOM AManasoHa. 3ToT cnocob
aHanorvyeH AnMHammn4eckoMy pacrnpegeneruto, Ho DHCP-cepsep
XPaHWT TabNU1LYy NPOLLbIX Ha3HauYeHW IP-agpeca, Tak YTo OH cKopee
BCEro HasHa4unT KMEeHTY TOT Xe IP-agpec, YTo 1 paHbLue.

« cmamuyeckoe pacnpedeneHue: Cepep DHCP BbigensieT IP-agpeca
Ha ocHoBe Tabnnupl ¢ napamn MAC/IP-agpecos, KoTopeble
3aroJIHAKTCA BPYUHYH (BO3MOXHO, CETEBbLIM aAMUHVCTPaTOPOM).
IP-appeca byayT BblAENATLCSA TONLKO ANSA KIMEHTOB, b MAC-aapeca
yKasaHbl B 3TOM Tabauue. 3Ta GyHKUMA (KOTopas NojAepXnBaeTcs
He BceMu cepBepamm DHCP) Takxe HasbiBaeTcsa CTaTnyeckum
HazHaueHnem DHCP (DD-WRT), ¢uKcrpoBaHHbIM agpecom (no
aokymeHTauum dhcpd), pesepBupoBaHunem agpeca (Netgear),
PesepBupoBaHue DHCP nnu Ctatuyecknii DHCP (Cisco/Linksys) n
PesepsuposaHue IP nan MAC/IP npuBsska (MponsBoanTensiMu
PasAnNYHbIX APYriX MapLUpyTN3aToOpPoOB).

Diffie-Hellman 3TO0 YacTb IKE NpoTOoKoAa, MO3BOASAIOLLANA ABYM 1 6oflee CTOpOHaM
NONYYUTb OOLLUIA CEKPETHbLIN KNHOY, NCMONb3YSA He3allULLEeHHbIA OT
NPOCYLUNBaHWA KaHan cBsi3u. MNosly4eHHbI IPsec KoY NCMonb3yeTcs
ANa WndpoBaHNS AaNbHelLero o6MeHa ¢ MOMOLLbHO airopuTMOB
CUMMETPUYHOrO WndpoBaHKUA.

DLNA CTaHAAPT, MO3BONAOLLMIA COBMECTVMBIM YCTPOMCTBAM NepejaBaThb U
NPUHMMATL NO AOMALLHEN CeTU Pa3/INYHbIA Mena-KOHTEHT
(n306pakeHNs], My3bIKy, BUAEO), @ Tak)Xe 0TObpaxaTb ero B pexvme
peasibHOro BpeMeHu. 3T0 TEXHOIOMNA AN COeANHEHNS JOMALLHMX
KOMMbOTEPOB, MOBUBHbIX TenepOHOB, HOYTOYKOB 1 6bITOBOWA
3N1eKTPOHUKWN B e4MNHYI0 LMPPOBYHO CeTb. YCTPONCTBA, KOTOpble
nogaepxmBatoT cneundurkaymo DLNA, No xxenaHWto nonb3oBaTens
MOTYT HaCTPamBaTbCsA N 06 beANHATLCA B AOMALLIHION CeTb B
aBTOMAaTUYECKOM pexume.

Domain Name System CUCTEMA JOMEHHbBIX MMEH, KOMMbIOTEPHAs pacrpeienéHHas cuctema
ANst noNyyYeHns nHbopMaLmm o JoMeHax. Yallle BCero Ucnosb3yeTcs
ANst nonyyeHus IP-agpeca no MMeHM XocTa (KoMNbloTepa nan
yCTpOIiCTBa), NoNyYeHUs MHPOPMaLMN O MapLLpPYTU3aLUK NOYThI,
06CNYXMBAKOLLMX Y3N1aX A/ MPOTOKO/OB B JOMEHe.
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DNS nosepx HTTPS

DNS nosepx TLS

DNS rebinding

Encapsulating Security
Payload

End-user license agreement

Fast Transition

Fair Queuing Controlled
Delay

Fully Qualified Domain
Name

! https://tools.ietf.org/html/rfc8484
2 https://tools.ietf.org/html/rfc7858
3 https://tools.ietf.org/html/rfc8310

CUCTEMA AOMEHHbIX IMEH, KOMMbIOTEPHAs pacnpeeneHHas cMcTtemMa
ANS nony4vyeHns MHGopMaLMm 0 AOMEHaX C UCMOb30BaHNEM
6e3onacHoM nepefaun aHHbIX MEXAY y31aMu ceTu VIHTepHeT no
rnpotokony HTTPS. 3ToT MeToZ 3ak/ito4aeTcs B NOBbILWIEHNN
KOHPUAEHLMANbHOCTM 1 6€30MacHOCTY MoJib30BaTeNell NyTem
npeAoTBPaLLEeHMs NPOCAYLINBAHUA N MAHUMNYINPOBAHUSA AAHHBIMU
DNS c nomoLupbto atak TMna "man-in-the-middle". CtaHgapT onucaH B
RFC 8484,

CYCTeMa AOMEHHbIX VIMEH, KOMMbIOTepHasa pacrnpegeneHHas cmcrema
Ans nony4veHns MHGopMaLMm 0 AOMEHax C UCMOAb30BaHNEM
6e3onacHomn nepep,iatwl p,aHHblx3|vle>K,qy NHTepHeT-y3namn. CtaHgapT
onucaH B RFC 7858 n RFC 8310°.

dopma KoMMNbIOTEpHOW aTaku Ha Beb-cepBuUChl. B faHHO aTake
BpeJOHOCHas Beb-CTpaHMLa 3acTaBnseT bpaysep rnocetutens
3anycTUTb CKPUNT, 06paLLAloLLMACA K APYTUM CaillTaM U CepBrCcaMm.
ATaka MOXeT bbITb NCNOMb30BaHa A5 MPOHNKHOBEHUS B JIOKaNbHble
CeTu, Korja aTakyoLLmnii 3acTaBnseT Beb-6pay3ep xxepTBbl 06paLLaThcs
K yCTPOWCTBaM MO YacTHbIM (MprBaTHbIM) IP-agpecam v Bo3Bpawatb
pe3ynbTaThl 3TUX ObpaLLeHMiA aTakytoLlemy. Takxke ataka MoxeT
MCNONb30BaThCA A5 TOrO, YTOOLI MopaXaeMsblil 6pay3ep BbINOAHSAN
OTNpaBKy cnamMa Ha Beb-caliThbl, 1 gns DDOS-aTak 1 Apyrnx
BPeAOHOCHbIX AeAHUIA.

3TO YacTb Habopa NpoTokonoB IPsec. B IPSec oH obecneunBaet
MOA/IMIHHOCTb MPOUCXOXAEHUS, LLe/IOCTHOCTb W 3aLnTy
KOHPUAEHLMANBHOCTY MakeToB.

ABNAETCA pnNagn4eckmm 4oroBopomM Mexagy aBTopom nporpaMMmHOro
obecneyeHus nnun n3gartenem N nonbsoBaTtesieM 3TOro NPUIOKeHNA.

3TO HOBad KOHUeNnumna poyMmmnHra, Korga Ha4dasibHoe rnoarsepxageHume
MOAK/IHOYEHUST K HOBOW TOUKe AO0CTYyrMa BbIMNO/JIHAETCA AaXKe npexje
UeM KJIMEHT MOAK/THUYNTCSA K 3TON TOUKe A0CTyna.

3T0 NopsaAok GOpMMpPOBaHMA ovepeamn, KOTopbI coveTaeT B cebe FQ
n cxemy CoDel AQM. FQ_Codel ncnonbsyet cToxacTnyeckyo MoAenb
And Knaccm¢|/||<a|_|,|/||/| BXOAALLMX NMaKeToB B pa3/inyHble MOTOKN
NCNonb3yeTcs 418 pacnpegeneHuns nponyckHOM CnocobHOCTY MexXay
BCEMM MOTOKaMW, NCMOb3YOLWLNMN oYepelb. Kax bl Tako NOTOK
ynpasnsieTca ¢opmmpoBaHmnem odepeaun CoDel.

VMA JOMEHa, He VMetoLLiee HeOAHO3HaYHOCTel B onpejeneHnu.
BrntouaeT B ceba MMeHa BCeX poaMTeNIbCKUX AOMEHOB nepapxmm
Domain Name System. B HeM ykasblBatoTCA BCe YPOBHU AOMEHa,
BK/1HOUas JOMEH BEPXHEro ypoBHSA 1 KOPHEeBYHO 30HY. [T0/IHOCTbLIO
ornpegefieHHoe JOMEHHOEe MMS OT/IMYaeTCA OTCYTCTBMEM
ABYCMbIC/IEHHOCTW: OHO MOXET ObITb MHTEPNPEeTMPOBaHO TONBKO
OZIHMM cnocobom.
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noccapwin

Full Cone NAT

Generic Routing
Encapsulation

Hash Message
Authentication Code

HTTP Proxy

NpemMnoTeHTHOCTb

Inter-Access Point Protocol

Internet Control Message
Protocol

Internet Group
Management Protocol

Takoke Ctatudecknii NAT, NAT oguH K og4HOMY, NepeajpecaLs nopToB

3TO eANHCTBEHHbIN TN NAT, B KOTOPOM MOPT NOCTOSAHHO OTKPbLIT U
pa3peLuaeT BXoAsLLUme CoeAnHeHs ¢ 1oboro BHelwHero y3na. Full
Cone NAT conocrtaBnseT nybnnyHbii IP-agpec v nopt c IP-agpecom n
NOPTOM NOKaNbHONM ceTu. JTIo60 BHELLHWIA XOCT MOXeT OTNPaBAsATb
AaHHble Ha IP-agpec nokanbHOWM CceTn Yepes COOTBETCTBYIOLLNIA eMy
IP-agpec n nopt NAT. OTNpaBuTb AaHHbIE Yepes Apyroi NopT He
nonyumntcs. Ctatnyeckuin NAT Heo6XxoaMM, KOraa ceTeBoe YCTPOICTBO
B YaCTHOU CeTU JOMKHO 6bITb JOCTYMHO U3 VIHTepHeTa.

NPOTOKOJ1 TYHHENMPOBAHWSA CeTEBbIX NaKeToB, pa3paboTaHHbIN
KoMnaHwueli Cisco Systems. Ero ocHoBHOe Ha3HauyeHve —
VHKancynaumsa nakeTos ceTeBoro yposHs cetesori mogenu OSI B IP
nakeTbl.

OAMNH N3 MEXaHM3MOB NPOBEPKM LIeIOCTHOCTY MH$popmMaLuy,
NO3BONSAOLLNI rapaHTUPOBATb TO, UTO AaHHbIE, NepesaBaeMble UK
XpaHsiLLMecsi B HEHAAEXHOW cpese, He BblN M3MEHEHbI MOCTOPOHHUMM
NMuamm,

Hypertext Transfer Protocol (HTTP) n HTTPS (HyperText Transfer
Protocol Secure) Proxy — 3T0 npokcu-cepBep, KOTOPbIA NCNONb3yeT
NpoTOKO/ Nepegayum runeprekcra (HTTP) ansa coegrHeHms Beb-cepBepa
1 KnveHTa (bpaysepa). HTTPS (HyperText Transfer Protocol Secure)
npokcu paboTtaet c SSL (Secure Socket Layer), koTopblii sBnsieTcs
AONOMHUTENbHBIM YPOBHEM 6€30MacHOCTW, HakNajblBaeMbIM Ha HTTP
AN 3aWnThl AaHHBIX. OH Noagep>KmBaeT cepTUdMKaTbl 6€30NacHOCTY,
KOTOpble NCMONb3YITCA A1 CKBO3HOTO LWNPPOBaHUA TpaduKa u
npeAoTBpaLleHna nepexsaTa AaHHbIX BO BpeMs nepejayn.
Mpokcu-cepBep, NnogaepXxuvBatoLLmin SSL, yctaHaBnvBaeT 6e3onacHoe
coefHeHMe C KJIMeHTOM 1 Beb-cepBepoM, UTObbI n3bexaTb 1H60ro
BHeLLUHero BMeLLaTesibCTBa.

CBOWCTBO MaTeMaTMYeCKoro 06bLeKTa, KOTOpPOE NPOABIAETCA B TOM,
4YTO NOBTOPHOE AeNCTBME Haj 06EKTOM HEe U3MEHSIET ero.

NpOTOKOJ1 06MeHa cny>xebHom nHdopmaLmel Ansd nepesayvn 4aHHbIX
MeXzay TouKaMu AocTyna. laHHbI NPOTOKON ABNSETCS
pekomeHgauen, KoTopas onvcbiBaeT Heobs3aTelbHOe paclunpeHmne
IEEE 802.11, obecneuvBatoLlee 6eCnpoBOAHYH TOUKY AOCTyMa ANS
KOMMYHMKaLUW MeXay CMCTeMaMM pasHbIX Mpou3BoaUTeNe.

NPOTOKO/ MeXCeTeBbIX YNPaBAAOLLNX COO6LLEHNIA, CeTeBOV MPOTOKOS,
BXOZALLWIA B cTek npoTokosioB TCP/IP. B ocHoBHOM ICMP ncnonb3yeTcs
ANS nepegayn coobLieHnin 06 owmnbKax N APYrux NCKIHUYUTENbHBIX
CUTYaLUAX, BOSHUKLLMNX MPY nepejade JaHHbIX, HAanpumMep,
3anpallvBaemas ycnyra HefoCcTynHa, Uan XocT, Wi MapLupyTmn3aTop
He oTBeyaroT. Takxe Ha ICMP Bo3sararoTcs HEKOTOpPbIe CePBUCHbIE

byHKUNN.

3TO MHTEPHET-NPOTOKON, KOTOPbI 06ecneynBaeT BO3MOXHOCTb
KOMMbLOTEPY COOBLLMTL O CBOEW NPUHAAIEXHOCTM K Fpyrne paccbUikn
Ha coceHVe MapLUpyTU3aTopbl. FpynnoBas paccblika no3sBonseT
OZHOMY KOMMbIOTEPY MO MHTEPHETY pPaccChllaTh KOHTEHT ApYrvM
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Internet Key Exchange

Internet Protocol

Internet Protocol Control
Protocol

Internet Protocol Security

IPsec Passthrough

IPsec Security Association

IPinIP

KOMIMbIOTEpPaM, 3aMHTEPECOBAHHbLIM B MOJIyYEHNN PaCCbUIKU.
IpynnoBas paccblika MOXeT bbITb MCMO/Ib30BaHa B TaKUX CyYas,
KakK 06HOB/eHVEe agpecHbIX KHUT MoAb3oBaTenei MobUAbHbIX
KOMMbIOTEPOB, paccblika NHGOPMALIMOHHbIX broNi1eTeHel No
KOMMNaHuu, 1 "s¢npHoe BellaHre" LWNPOKOMONAOCHbIX MPOrpaMm
MOTOKOBOrO My/ibTUMeAMa AS1A ayAnTopum, KoTopas "HacTpounack"”
Ha noJslyydeHwe rpyrnnoBoi PaccbliKn.

3TO CTaHAAPTHbIV NpoTokon IPsec, ncnonb3yeMbix AN obecrneyeHns
6e30MacHOCTV B3aMOAEeNCTBUS B BUPTYasbHbIX YacTHbIX ceTax. Lenb
IKE - co3aaHume 3aLumLLeHHoro ayTeHTMdLMpoBaHHOr 0 KaHana cBsAsun
C MOMOLLbIO anropmnTma obmMeHa kntodamu Diffie-Hellman ans co3gaHums
06LLLero ceKPeTHOro K/toua C fanbHelmnm windposBaHmeM IPsec cBsi3u.

OCHOBHOW KOMMYHUKaLMOHHbI NPOTOKON B ceTU NHTepHeT. B
coBpeMeHHol ceTn HTepHeT ncnosb3yetcsa IP yeTBEpTOit Bepcmn,
TakXe N3BeCTHbIM Kak IPv4. Ero npeeMHMK — LLecTas Bepcus
npotokona, IPvé6.

NPOTOKO/ YNpaBAeHNs ceTeBbIM YPOBHEM ANA YCTAHOBKM, HACTPONKN
1 paspeslBa IP nogknroueHms nosepx Point-to-Point Protocol (PPP)
coeguHeHus. IPCP ncnonb3syeT TOT XXe MexaHM3M 0bMeHa naketamu,
uTto 1 LCP. O6MmeH naketamu IPCP He nponcxoanT J0 Tex nop, noka
PPP He HauHET dazy cornacoBaHusa NPOTOKOMNA CETEBOrO YPOBHS.
NMo6ble nakeTbl IPCP, nonyyeHHbIe J0 TOro, Kak HAYHETCS 3Ta $asa,
LO/MKHBI 6bITb OTOPOLLIEHHI,

Habop NPOTOKONOB AN 06ecneyeHs 3aLLMTbl AaHHbIX, NepejaBaeMbIX
no MexceTeBOMYy NpOToKONY Internet Protocol. Mo3BoNseT oCyLLecTBASATh
NoATBepPXAeHMe NOANNHHOCTY (ayTeHTUPUKALMIO), MPOBEPKY
LenocTHoctTn u/unu wunposaHme IP-nakeToB.. IPsec Taioke BkoYaeT
B Ce65 NPOTOKO/bl ANSA 3aLMLLEHHOIO O6MEHa KAKYamun B CeTU
NHTepHeT. B 0OCHOBHOM, NPUMEHSIETCA AN OpraHm3aLmn
VpN-CoeANHEHWIA.

3TO TexHonorusi, kotopasi nossonsieT VPN-Tpadurky npoxoanTb Yepes
NAT.

vMeeT PyHAaMeHTanbHoe 3HauveHne ans IPsec. SA — 370 CBA3b Mexay
ABYMS NN HECKONBbKMMU CYLLIHOCTAMMW, KOTOpas onucbiBaeT Kak
CYLLLHOCTUM ByAyT MCNONb30BaTb C1y>X6bl 6e30MacHOCTY ANA
6e3onacHoro obMeHa gaHHbIMU. Kaxaoe nogxknroyeHme IPsec moxeT
obecneunTb LUINPPOBAHME, LIENOCTHOCTL, MOAJIMHHOCTL UV BCE
BMmecTe. Korga ciyxba 6e3onacHoCTy onpegeneHa, Aa nupa IPsec
[LOJDKHbI OnpeAennTb, Kakue anropuTMbl UCNOAb30BaTh (Hanpumep,
DES nnu 3DES ana wndposanusa, MD5 nnn SHA ans uenoctHoctw).
Mocne NPUHATUA peLLeHnss OTHOCUTENbHO airOPUTMOB, ABa YCTPOCTBa
LOJDKHbI MOAGNNTLCSA KAoYaMM AN YCTaHOBAEHWs ceccun. SA 3TO
METOJ, KOTOpPbI/ ncrnonb3yeT IPsec, UTo6bI OTC/IEXMBATL BCE CBEAEHNS,
Kacatowmecs gaHHom ceccmm cesasm IPSec.

3To NpoToKoN IP-TyHHenpoBaHUs, KOTOPbI MHKaNCyAnpyeT O4uH
IP-nakeT B gpyroi IP-naker.
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IPv6CP OTBeYaeT 3a HaCTPOWKY, BK/HOUEHME 1 OTK/HUEHMe Moaynei
npoTtokosna IPv6 Ha o6oux KoHUax Point-to-Point (PPP) coegnHeHMs.
IPv6CP ncnonb3yeT TOT e MexaHn3M 06MeHa nakeTamMm 4To U
npoTokon Link Control Protocol. O6meH nakeTamu IPv6CP He
NPOVCXOANT A0 Tex nop, noka PPP He HauHET $pas3y cornacoBaHums
NMpPOTOKOJIa CeTEBOro ypoBHS. Jltobbie nakeTbl IPV6CP, mony4veHHbIe A0
TOro, Kak Ha4YHETCs 3Ta $a3a, A0/KHbI BbITb OTOPOLLEHBI.

Layer 2 Tunneling Protocol =~ nNpoTOKOJ TYHHENNPOBaHWSA BTOPOro YPOBHS. B KOMNbIOTEPHbIX CETAX
TYHHEe/IbHbI MPOTOKO/, NCNOAb3YIOLWMIACS ANA NOAAEPXKKN
BUPTYaNbHbIX YaCTHbIX ceTeil. [naBHoe JOoCTONHCTBO L2TP cocTtonT B
TOM, YTO 3TOT NPOTOKOJ1 MO3BOJIAET CO3/aBaTb TYHHE/b He TOJIbKO B
cetax IP, Ho 1 B Takux, kak ATM, X.25 n Frame Relay. HecmoTps Ha To,
uTo L2TP gelicTByeT Hanogo6ve NPoTOKONa KaHabHOIO YPOBHS
Mogenn OSI, Ha camoM Jiefie OH ABASETCA NPOTOKO/I0OM CeaHCOBOro
YPOBHS 1 CMONb3YeT 3aperucTpmpoBaHHblin UDP-nopT 1701.

Link Control Protocol NPOTOKON yrpas/ieHns coeriHeHviem, LCP ABnsieTcs yacTbio MpoToKoia
Point-to-Point Protocol. Mpwn ycTaHOBAEHUW coefnHeHns PPP
nepejatoLlee 1 NpUHUMatoLLee yCTpPoONCTBO O6MeHVBAIOTCA NakeTamm
LCP pns yTouHeHns cneumdunyeckoin MHpopmaumm, Kotopas
noTpebyeTcsa Npu nepegave JaHHbIX.

MakeTbl LCP genatca Ha Tpuy knacca:

* TakeTbl ANs OpraHM3aLMmy KaHana ceasu. Micnonb3yroTesa Ans
opraHv3auun 1 Belbopa KOHGUrypaLmm kaHana

* [lakeTbl 4n4 3aBepLlieHna AEeNCTBMA KaHana. V|Cl'|01'|b3yI-OTCFI anda
3aBepLlieHuns AEeNCTBUSA KaHana CBs3n

+ MNakeTbl ANa noaaepXaHus paboTocnocobHOCTY KaHana.
Mcnonb3yrotca ana nogaepxaHusa N oTaagkm KaHana

Link Layer Discovery NPOTOKO/ KaHa/lbHOro YPOBHS, MO3BONAIOLLNA ceTeBOMY

Protocol 060pyA0BaHMIO OrnoBeLLaTL 060pyA0BaHMe, paboTatoLLee B 10KaNbLHOW
ceTn, 0 CBOEM CyLLLeCTBOBaHUN 1 NepejaBaTb emMy CBOU
XapakTepuUCTUKK, a TakKe NoayyaTb OT HEro aHaNorNYHbIe CBEAEHUS.

WHpopmauums, cobpaHHas nocpeacteoM LLDP, HakannvBaeTcs B
YCTPOWCTBaxX M MOXeT ObITb C HMX 3anpoLleHa nocpeacteoM SNMP.

Maximum Receive Unit onpegensieT MakCMMasbHbIV pa3mep (B bainTax) 610Kka, KOTOPbLI MOXeET
6bITb NPUHAT Ha KAHA/IbHOM YPOBHE KOMMYHUKALIMOHHOMO MPOTOKONA.

Maximum Segment Size ABNAETCA NapaMeTpom npoTokosa TCP 1 onpeaensieT MakCUManbHbI
pa3mep 610Ka AaHHbIX B 6baiTax ans cermeHTa TCP. Takum obpa3om
3TOT MapamMeTp He yunTbiBaeT AnHY 3aronoskos TCP v IP.

Maximum Transmission MaKCMMasbHbI pa3Mmep 6noka (B 6ainTax), KOTOPbIA MOXeT bbITb

Unit rnepejaH Ha KaHaNIbHOM ypoBHe ceTeBol mogenu OSI. 3HaveHne MTU
MOXET 6bITb OnpeAeneHo CTaHAapTOM (Hanpumep ans Ethernet), nn6o
MOXeT BblOMPaTbCA B MOMEHT YCTaHOBKW COeANHEHNS (06bIYHO B
cny4ae nNpsMbIX MOAKAHOYEHWIA TOYKa-TOUKa). YeM BbiLle 3HaYeHne
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Microsoft Point-to-Point
Encryption

Modular Wi-Fi System

Network Access Control List

Network Flow

NEXTDNS

Network Time Protocol

Network Traffic
Classification Engine

MTU, TeM MeHbLLe 3aro/I0BKOB Nnepefaércs no ceTy — a 3HauuT, BblLle
NMPONYyCcKHast CNOCOB6HOCTb.

NPOTOKON LWN$POBAHNSA AAHHbBIX, NUCMONb3YeMblii MOBEPX COeAVNHEHWTA
Point-to-Point Protocol. icnonb3yeT anroputm RSA RC4. MPPE
nogaepxmeaet 40-, 56- 1 128-6UTHble KNHOUN, KOTOPbIE MEHSAIOTCA B
TeyeHue ceccum (4acToTa CMeHbI K/loYeln ycTaHaBNMBaeTCA B NpoLecce
X3HJLenKa coegnHeHns PPP, ecTb BO3MOXHOCTb FreHeprpoBaTh Mo
HOBOMY KJ1HOUY Ha Kaxablli nakeT). MPPE obecneynBaeT 6e30MacHOCTb
nepeaayv JaHHbIX Ang nogknrodeHunsa PPTP mexay VPN-knvneHToM n
VPN-cepBepom.

cMcTeMa, No3BONAKLLLAS 06 beAVNHUTL HECKOJIBKO yCTpOVICTB KnHeTtuk
B eANHOe NHTEPHET-NPOCTPAaHCTBO, pacripejeneHHoe no njaowaan.
OpHo n3 yCTpOI7ICTB Ha3Ha4vaeTcqa BegywnMm, oCTtajibHble — BE40OMbIMI.

npaBwna, 3agaHHble ans IP-nHTepdeincos, KOTopble AOCTYMHbI Ha
MapLUpyTM3aTope, KaxJoe CO CMNCKOM XOCTOB AW CeTel,
paspeluatoLiee 1K 3anpeLlaroLLee Ncnonb3oBaHve cepsuca. Cnmcku
KOHTPO/IA A0CTyMNa MOTyT YyNpaBasaTh Kak BXOAALLMM, Tak U UCXOAALLVIM
TpadpuKom.

CeTeBOli MPOTOKOA, NpejHa3HavYeHHbI AN y4éTa ceTeBoro Tpaduka,
KoTopbI ncnonbsyet UDP nnm SCTP NpoTOKO/bI ANS Nepejayin AaHHbIX
0 TpaduKe KonnekTopy. Konnekrop - 370 NpuUAoXeHne, paboTaroLLee
Ha cepBepe 1 3aHMMatoLLLeecst C6OPOM CTaTUCTUKK, KOTOpas NoslyvyeHa
OT CeHCOpPOB. B poan ceHcopa BbICTYNaeT yCTPONCTBO, KOTOpoe
cobupaeT CTaTUCTUKY O Tpaduke 1 NepepaeT ee KoAnekTopy. B
KayecTBe CeHCopa MOXeT BbICTYMNaTb MapLUpyTU3aToOp NI KOMMYTaTop
TpeTbero yposHs Cisco.

cepsuc NextDNS 3aLymLaeT Bac oT BCex BUAOB yrpo3 6e3onacHocTy,
610KMpyeT peknamy 1 Tpekepbl Ha Be6-caliTax 1 B MPUIOXEHNSAX U
obecneynBaeT 6e30MacHbIv U KOHTPOAVPYeMbI IHTepHeT Ans AeTein
- Ha BCeX YCTPONCTBaxX 1 BO BCEX CETAX.

ceTeBOW NPOTOKOAN ANA CUHXPOHMU3ALMN BHYTPEHHMX YacoB
KOMMbIOTEpPa C NCMOJIb30BaHNEM CeTel C MepeMeHHOMN TaTEHTHOCTLIO.
NTP ncnonb3yeT A5 cBoel paboTbl npotokon UDP. Hanbonee
LLIMpoKoe rnprimeHeHme npoTtokoa NTP HaxoauTt ansa peanmsauum
cepBepoB TOYHOI0 BPEMEHW.

Takoxke DPI, Deep Packet Inspection

TEXHOOr Vst HAKOMIEHNS CTaTUCTUYECKMX JaHHbIX, MPOBEPKU 1
dunbTpauMn ceTeBbIX NaKeTOB Mo UX cogepxrmomy. Deep Packet
Inspection aHanM3MpyeT He TONbKO 3aroN0BKM NaKeToB, HO Y MOMHOE
coZepxrmMoe Tpadurka Ha ypoBHsaX Mogenu OSI co BTOPOro v BblLLe.

Deep Packet Inspection moxeT onpegenunTb, Kakoe ceTeBoe
NMPpUIOXEHNE CreHEPUPOBAJIO UM MOJTyYaeT AaHHble, cobupas
NOAPOBHYH CTaTUCTUKY COeANHEHWS KaXA0ro YyCTPOMCTBa 1
npunoxeHusa B otaensHoctu. C nomoLkbto quality of service Deep
Packet Inspection KOHTpPOAMPYET CKOPOCTL Nepesaun OTAENbHbIX
MakeToB, NOBbILLUAA NN MOHW>KaA eé.
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Opportunistic Wireless
Encryption

Password Authentication

Protocol

Protected Extensible
Authentication Protocol

Perfect Forward Secrecy

Ping Check

Point-to-Point Protocol

Public Land Mobile Network

Preamble

KomnoHeHT Traffic Classification Engine paboTaeT NoONHOCTLIO
ABTOHOMHO 1 He BbIMOJIHAET HUKAKMX 0BpaLLEHN K BHELLIHNM
cepBucam.

aBnseTca pacwmpeHvem ctaHgapta IEEE 802.11, cxoxunm ¢ meTog0oMm
wrndpoBaHNA 04HOBPEMEHHON NPOBEPKM MOANVNHHOCTY paBHbIX (SAE).
3TOT MeToA LWndpOoBaHNSA NPefOoCTaBAAET No/ib30BaTENAM NYYULLYHO
3aLUTY NPU MOAKIIOYEHUN K OTKPbITbIM Wi-Fi ceTam.

3TO NPOTOKON NPOBEPKU MNOATNHHOCTN, KOTOPLIA NCMONb3YeT Naposb.
PAP ncnonb3yeTtca coeguHeHnem Point-to-Point Protocol ansi npoBepKun
nosib3oBaTenein nepey NpejocTaBieHieM UM A0CTyNa K yAaneHHoN
ceTn. PAP nepegaeT He 3alundpoBaHHble Nnaponn B popmate ASCII no
ceTu u, cnefoBaTesIbHO, cCUMTaeTCs Hebe3onacHbIM.

NpOTOKON MHKaNcynmpyrowmin Extensible Authentication Protocol (EAP)
BHYTpwu Transport Layer Security (TLS) TyHHens. MNpegHa3HayveH Ans
yCuieHus cTonkocTn EAP, KoTopel npeanosaraeT, uto Gpusmnyeckuii
KaHan 3anLLEH 1 He NPUMEeHSET crneumanbHbIX Mep A1 3amThl
obMmeHa.

CoBepLLUEHHas NpsIMasi CEKPETHOCTb, CBOCTBO HEKOTOPbLIX MPOTOKO/I0B
cornacoBaHus knto4a (Key-agreement), KOTopoe rapaHTUpYeT, YTo
CEeCCMOHHbIE KUK, NONyYeHHble NPy NoMoLLM Habopa Ktoyeid
AONrOBPEMEHHOIO N0/Ib30BaHWs, He 6yAyT CKOMMNPOMETUPOBAHbI NpY
KOMMPOMETaLMN OLHOTO U3 AONTOBPEMEHHbIX K/THYeiA.

onpejgender pa60TOCI'IOCO6HOCTb noAKNKHYEeHUA K UHTEPHETY NO
AOCTYNMHOCTN 3a4aHHOTIO y3/a. Pe3yanaT NPoBEPKN MOXET 6bITb
MCNOJIb30BaH AN nepeknoyeHna Mexay OCHOBHbIM 1 pe3epPBHbIM
MNOAKNMKOYEHNAMU K NHTEPHETY.

3TO MPOTOKOA NCMOABb3YeMbI 4151 YCTaHOBIEHUS MPAMOI CBA3WN MeXay
ABYMs y3n1amu. OH MOXeT obecneynTb ayTeHTUUKALMIO COeANHEHNS,
wndpoBaHMe nepegayn AaHHbIX 1 okatue. PPP ncnonb3yetcs BO
MHOIMX BUZax GpU3NUecKnx ceTew, BKoUas kabenb, TenedpoHHyH
JIVHWUIO, COTOBYIO CBA3b, CreLmann3npoBaHHble pagno AVHAN 1
OMTOBOOKHO. [ocne yCcTaHOB/IeHS CoOeAMHEHNS HAYMHaeTCcs
HacTpolKa AONONHUTENbHOW ceTu (ypoBeHb 3). Yalle Bcero
ncnone3yetca Internet Protocol Control Protocol.

3TO COBOKYMHOCTb YCNyr 6eCnpoBOAHOI CBA3W, Npea/iaraeMblX
KOHKpPEeTHbIM OnepaTopoM B KOHKpeTHo cTpaHe. PLMN 06bI4HO
COCTOUT N3 HECKONIbKNX COTOBLIX TEXHONOMMI, Taknx kak GSM/2G,
UMTS/3G, LTE/AG, npeanaraeMbix onepaTopoM COTOBOW ceTu.

3TO NepBas YacTb 610Ka JaHHbIX npoTokona (PDU) pumsmnueckoro
ypOBHs KOHBepreHumu (PLCP). 3arosioBKOM ABAAETCA OCTaBLUASACA
YaCTb MNaKeToB AaHHbIX, KOTOPAas COAePXUT 6osibLue nHGopmaLmm o
cxemMe MOoAynsaLmMmy, CKOPoCTY nepesadn, 1 o0 MPoMeXyTKe BpeMeH!,
TpebyoLeMcs 418 nepejaydn Bcex aHHbIX Kagpa.

Tun npeambynbl B IEEE 802.11 Ha ocHoBe 6ecnpoBOAHON CBA3N
onpegensaet annHy 6noka CRC (Cyclic Redundancy Check) ans
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Protected Management
Frames

Protocol-Field-Compression

Pseudo-Random Function

Radio Resource
Management

Remote Authentication in
Dial-In User Service

coegunHeHna Mmexay TOYKOW A40CTyrna N rocteBbiIMA 6€CHpOBOAHbIMVI
aganTtepamum.

[AnviHHas npeam6yna:

* PLCP c gnvHHOI npeamMbynoii nepegaeTcs Ha ckopocty 1 MeunT/c
He3aBNCMMO OT CKOPOCTY NepeAayn JaHHbIX Kajpa

+ ObLLee BpeMs Nepegaydn ANVIHHOW Npeamby bl iBSETCS KOHCTAHTOMN
- 192 MUKpOCEKYHAbI

+ CoBMecCTUMO C ycTapeBLnMmM cucteMamu IEEE 802.11 paboTatowmmm
Ha 112 Méut/c

KopoTkas npeambyna:

+ Mpeambyna nepeaaetca Ha ckopoctn 1 MBuT/C, a 3aro/IoBoK — Ha
2 MéwuT/c

+ ObLLee Bpems Nepeaadr KOPOTKOV Npeamby bl ABASAETCA KOHCTaHTOMN
— 96 MUKpPOCEKYHAbI

* He coBMecTUMO C ycTapeBLnMn cnctemamm IEEE* 802.11
paboTtatowmmm Ha 1 n 2 MéuT/c

IEEE 802.11w 3TO CTaHAAPT 3aLLUMThl KAAPOB yrpaBAeHns 13 ceMelicTea
ctaHaapToB IEEE 802.11. 3Ta dyHKLUMOHaNBHOCTL He06X0AMMa AN
NoBbILLEHNA 6€30NacHOCTY NyTem obecneyeHns KOHGUAEHLMANBHOCTM
JAaHHbIX B Kajpax yrpasneHus.

MeTO/ CornacoBaHums okaTns nons Protocol B 3aronoskax PPP. Mo
yMoJidaHuio, Bce peanmnsaumm JO/DKHBI nepesaBate nakeTbl C 4BYMs
okTeTamu nons Protocol.

Takxe nceBAocy4anHaa GyHKUmMA

NOXOX Ha a/IFOPUTM LLe/IOCTHOCTW, HO BMECTO TOro, YTO6bI
MCNONb30BaTbCA A5 ayTEHTUPUKALNM COOBLLIEHWIA, OH UCMOb3YeTCs
TOMbKO A/151 06ecrneyeHns Cy4anHOCTM B TakKX LieaX, Kak noayveHme
MaTtepuana karo4da. PRF B 0CHOBHOM MCNOJIb3YHOTCA C
ayTeHTUGULMPOBAHHBLIM anropuTMomM WwudposaHmnsa Tvna AES-GCM.

npeacTaBnseT coboil CUCTEMHBIN YPOBeHb yrpaB/ieHns
MeXKaHaNbHbIMU NOMexamu, pagmopecypcamm n Apyrimm
XapakTepucTKamm paguonepesayn B ccteMax 6ecrpoBOAHON CBA3N.
RRM BkntoyvaeT B ceba napaMeTpbl yripaBneHus,, Takme Kak MOLLHOCTb
nepegaun, pacnpegeneHune nonb3osateneii, bopMmpoBaHne
AvarpaMMmbl HanpaBeHHOCTM, CKOPOCTU Nepesayn AaHHbIX, KPUTEPUI
nepezaun 06CNy>XMBaHWS, CXeMy MOAYNSLNN, OLLMBKUN CXeMbl
KOANPOBaHWSI.

CeTeBOV NPOTOKOA, NpeAHa3HauYeHHbI A obecneveHns
LLeHTPaNN30BaHHOM ayTeHTUPUKaLMYM, aBTOpU3aLMN 1 YYETa
nonb3oBaTesNen, MOAKIOYAOLLNXCA K Pa3/IMYHBLIM CETEBLIM C/TY>K6aM.,
Wcnonb3yeTtca, Hanpumep, Npu ayTeHTUGUKaLMM Nonb30BaTeNnemn
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Restricted NAT

Secure Socket Tunneling
Protocol

Service Set Identifier

Simple Network Time
Protocol

SOCKS

Shared key

Short Message Service

Wi-Fi, VPN, B npowunowm, dialup-nogkntoueHunia, n gpyrnx nogo6HbIX
cny4asx.

Takxe AnHammnyeckuin NAT

paboTaeT Tak Xe, Kak v Full Cone NAT, HO NpUMeHseT AONONHUTENbHbIe
orpaHunyeHuns K IP-agpecy. lNpexae yem nosydatb NakeTbl OT IP-agpeca,
BHYTPEHHWI KNVEHT J0/IKEeH CHavasa CaMm OTMPaBuTb NakeTbl Ha Hero.
To ecTb ltl060e coeANHEHNE, NHULIMMPOBAHHOE C BHYTPEHHEro ajpeca,
No3BONAET B faNbHelLLeM Noy4YaTb eMy NakeTbl C11060ro nopTa T0ro
Ny6/IMYHOr0 XOCTa, K KOTOPOMY OH OTMpPaB/s/l NakeT(bl) paHee.

NpPOTOKO 6€30MacHOro TYHHENVMPOBaHWSA COKETOB, CMPOEKTUPOBAHHbIN
ANS CO34aHNSA CUHXPOHHOM B3aMMOCBSI3M NMPY COBMECTHOM ObMeHe
VHpopMaLmen AByx NporpamMm. bnarogaps eMy MOXHO €034aTb
HeCKONbKO MOAKIOYEHIA IPOrpaMMbl MO OAHOMY COeANHEHNIO MeXAy
y3/1amu, B pesynbTaTe yero foctmraetca 3¢ GekTBHOE UCMONb30BaHMe
ceTeBbIX pecypcoB. [TpoTokosn SSTP ocHoBaH Ha SSL, a He Ha PPTP
ncrnonb3yet TCP nopT 443 ans nepegaumn Tpaduka.

3TO NocC/e0BaTeIbHOCTb CIMBOJIOB, KOTOPAas YHUKabHbIM 06pa3om
VMeHyeT 6ecnpoBoHyto nokanbHyto ceTb (WLAN). 3To nms nossonset
6ecrnpoBOAHbBIM CTaHLMAM MOAKAOYATLCA K HYXXHO ceTu, ecnu B
AAHHOM MecTe AO0CTYNMHO HECKONbKO He3aBUCKMBbIX CeTe.

3TO UHTepHeT-NpoToKoA (IP), NCNoNb3yeMbIi ANS CUHXPOHU3aALMN
YacoB B KOMMbIOTEPHbIX CETAX.

SNTP ocHoBaH Ha Habope npoTokoaoB TCP/IP. 3To NpoTOKON BpeMeH
NpUKNaAHOro ypoBHS, YacTb 6a3oBoro nportokosa Network Time
Protocol. Hapsaay ¢ NTP, SNTP B3avMozeincTByeT C MOMOLLbIO
MPOTOKO/1a NoJib30BaTeNbCkux gatarpamm (UDP). Mo ymonyaHuio
vcnonb3yerca nopt UDP 123.

SNTP6M0>KeT pabotaTtb B ceTsix IPv4 n IPv6. CtaHaapT onucaH B RFC
4330".

3TO MHTEPHET-NPOTOKOA, KOTOPbLIA 0becrneyrBaeT 06MeH ceTeBbIMU
naketTamMum MexJay KJIMeHTOM 1 cepBepoM Yepes npokcu-cepsep. SOCKSS
OMUMOHaNbLHO NojjepXnBaeT ayTeHTUPUKaLMIO, YTO NO3BONSET
NoJlyYnTb AOCTYN K CEPBEPY TO/IbKO aBTOPM30BAHHbLIM M0/1b30BaTE/IAM.
CepBep SOCKS npokcnpyeT TCP-coeAnHEHNS HA NPOU3BONbHbI
IP-agpec n npegoctaBnseT cpeicTBa ANd nepecbiikyn UDP-nakeTos.

3TO pexuM, B KOTOPOM KOMMbLIOTEP MOXET MOJyUYNTb JOCTYN K
b6ecrnpoBoAHO ceTn, ncnonb3ytowlen npotokon Wired Equivalent
Privacy. Mpw nomoLm O6Lero katoya KOMMAbOTEP, OCHALLEHHbI
6ecnpoBOAHbIM MOAEMOM, MOXEeT NOyUYnNTb JOCTYN K itoboi ceTn WEP
1 06MeHNBaTbCA 3aWMPPOBAHHBIMU UK He3aWNGPOBaHHBIMU
JaHHbBIMW.

3TO KOMMOHEHT CNYyX6bl TEKCTOBbIX COO6LLEHN 6ONBLUMHCTBA CUCTEM
TenepoHU, VIHTepHeTa 1 MO6UIbHbIX YCTPOCTB. B HEM MCMONb3YHOTCS

6 https://www.rfc-editor.org/rfc/rfc4330
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lnoccapui

SkyDNS

Simple Network

Management Protocol

Transmission Control
Protocol

Temporal Key Integrity

Protocol

Universal Access Method

User Datagram Protocol

udpxy

Universal Plug and Play

CTaHAaAPTU3NPOBaHHbIE MPOTOKO/1bl CBA3W, NO3BOIAKOLLNE MOBUNBHBIM
yCTpOVICTBaM 0bMeHMBaTbCA KOPOTKMMW TEKCTOBbIMA COO6LLI,€HVIFIMI/I.

cnyx6a, KoTopas npefocTaBnseT BOSMOXHOCTb GUAbTPaLmn n
6710KMPOBKM ONACHBIX NN HeXxenaTenbHbIX canTtoB. SkyDNS paclumnpset
BO3MOXHOCTW Domain Name System, Ao6aBnss Takmne GyHKLMN, Kak
3almTa oT pULIKHIra 1 GUAbTPaLUA KOHTEHTa.

3TO CTaHAAPTHbLIA MHTEPHET-NPOTOKON A5 YyNPaB/IeHUs YCTPOMCTBaMM
B IP-ceTsix Ha ocHoBe apxuTtekTyp TCP/UDP. K nogaepxvsaroLmm
SNMP ycTpoiicTBaM OTHOCATCS MapLUPYTU3aToOpPbl, KOMMYTaTOpbI,
cepBepbl, paboune CTaHLMW, MPUHTEPDI, MOJEMHble CTONKW U Apyrie.

SABNAETCA OCHOBHbLIM MPOTOKOA0M 13 Habopa Internet Protocol. TCP —
3TO TPAHCMOPTHbI MeXaH13M, 0becrneurBaoLLMiA MOTOK AaHHbIX, C
npeABapuUTeNbHOM YCTAaHOBKOW COeAVHEHMS, 3@ CYET 3TOr0 AAOLLMNIA
YBEPEHHOCTb B IOCTOBEPHOCTY MOJlydaeMblX aHHbIX, OCyLLeCTBAAeT
MOBTOPHbIV 3aNPOC JaHHbIX B C1yyae notepu v ycTpaHseT
Ayb6ampoBaHve Npu NoslyvYeHnn AByX KON OAHOrO rnakeTa.

3TO NPOTOKON 6€30MacHOCTU, NCMONb3yeMblii B CTaHAApTe
b6ecnpoBoaHbIx ceTeln IEEE 802.11. TKIP 6b1n pa3paboTaH pabouein
rpynnoti IEEE 802.11i n Wi-Fi Alliance B kauecTBe NpoMeXyTOUYHOro
peLueHns Ans 3aMeHbl WEP 6e3 Heo6X0AMMOCTM 3aMeHbl yCTapeBLLIEero
0bopysoBaHMs.

3TO MeToJ, KOTOPbI N03BONsAET aBOHEHTY MNOIYUUTb JOCTYN K
6ecnposogHoin ceTu Wi-Fi. IHTepHeT-6pay3ep OTKPOeT CTpaHuLYy BXOAa,
rAe rnosib30BaTe/lb J0/KEH 3ar0o/IHNTL CBOV YUYeTHbIE aHHbIe, npex e
UeM OH CMOXeT NosyunTb gocTtyn. B UAM ana aBTopusaunm
ncnonb3yertcs knmeHT RADIUS v cepsep RADIUS.

ABNAETCA OCHOBHbIM NPOTOKONOM U3 Habopa Internet Protocol. 310
TPaHCMOPTHLIV NPOTOKON ANSA NepeAayn AaHHbIX B ceTsx IP 6e3
yCTaHoOBNeHUA coeariHeHns. OH ABNSETCHA O4HUM M3 CaMbIX MPOCTbIX
MPOTOKO/1I0B TPAHCMOPTHOr0 ypoBHA Mogenu OSI. B otanyuve ot TCP,
UDP He noaTBepxAaeT A0CTaBKY AAHHbIX, HE 3a60TUTCS O KOPPEKTHOM
rnopsifke fOCTaBKU N He AeflaeT NMoBTOPOB. 3aTO OTCYTCTBME
COeANHEHNS, LOMNONIHUTENBbHOrO TpadmkKa N BO3MOXHOCTb
LIMPOKOBeLLAaTeNbHbIX PACChIIOK AeNAKT €ro ya406HbIM A5
NMPUMEHEeHW, r4e Manbl NoTepu, B MacCOBbIX PACcCbiIKaxX N0KaAbHOM
rnoAceTu, B MeAManpoToKonax v T. n.

cepBepHoe nNpuoxeHve (daemon) 4nd nepeAayn JaHHbIX U3 CETeBOro
rnoToka My/ibTrKacT KaHana (sewaemoro no UDP) B HTTP coegmHeHme
3anpaluvBaroLLLero KaneHTa.

3TO apXuTeKTypa MHOrOPaHroBbIX COeANHEHWI MeX Ay NepCcoHaNbHbIMU
KOMIMbOTEPaMn U UHTeNNEeKTYaIbHbIMW YCTPONCTBaMu,
yCTaHOBJ/IEHHbLIMUW, Hanpumep, goMa. UPnP ctponTca Ha ocHoBe
CTaHAAPTOB W TEXHONIOMNIA MHTEepHEeTa, Takux kak TCP/IP, HTTP n XML,
1 obecrneynBaeT aBTOMaTMYeCKOe MNOoAKIYEH Ve MOA006HbIX YCTPONCTB
APYT K APYrY U NX COBMECTHYIO paboTy B ceTeBOl cpejie, B pesy/bTaTte
yero ceTb (HanprMep, JOMALLHSASA) CTAHOBUTCA NErkon AN1A HaCTPONKM
60nbLIeMYy YMCY NONb30BaTeNei.
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Unstructured
Supplementary Service
Data

Virtual LAN

Web Distributed Authoring
and Versioning

Web Proxy Auto-Discovery
Protocol

WireGuard

Wi-Fi Multimedia

3TO MPOTOKO/ CBSA3M, UCMO/b3YyeMbIl COTOBbIMU TenedoHaMM /151 CBSI3U
C KOMMblOTEPAMK onepaTopa MobunbHom ceTu. USSD 06bIvHO
1CNONb3yeTCs NPeAonIayeHHbIMU COTOBLIMY TenedoHaMM A4Jis 3anpoca
[OCTynHoro 6anaHca.

nornyeckas ("BupTyanbHasa") 1okanbHas KOMMbOTEPHas CeTb,
npeactasnset coboi rpynny XocToB ¢ 06LLMM HabopoM TpeboBaHWiA,
KOTOpble B3auMOAENCTBYOT TaK, Kak eCnv 6bl OHW 6bINM MOAKNHOYEHbI
K LUMPOKOBeLLaTe/IbHOMY lOMEHY, He3aBUCUMO OT VX PU3MNYECKOrO
MecToHaxoxgeHuns. VLAN rnmMeeT Te Xxe CBOICTBa, UTo U dpum3myeckas
JIOKanbHas ceTb, HO MO3BOSIET KOHEYHBIM CTAHLIMSAM FPYyNnmMpoBaThLCA
BMeCTe, JaXe eCVi OHU He HaXoAATCsA B O4HOMN GU3NYeCcKor ceTu.
Takasi peopraHusaLusa MOXeT bbITb cesaHa Ha OCHOBE NPOrpaMMHOro
obecrneyeHnss BMeCTo GpM3NYeCcKoro nepemMeLLeHums yCTPoncTB.

Habop paclmpeHnin N JononHeHni K npotokony HTTP,
NoAJep>XMBaKLLX COBMECTHYIO paboTy nosib3oBaTenein Haj
pesakTMpoBaHnem ¢aiinos 1 ynpasneHue daiiaMn Ha yaaneHHbIX
Beb-cepBepax. [ogaepxnBaeTt ayTeHTUPMKALMIO Beb-cepBepa n
SSL-wmnépoBaHue ana HTTPS, ncnonb3ys TCP-nopT 443 N0 yMOYaHUIO.

3TO MeTOZ, UCMOob3yeMblil KnneHTamu Ansa nomcka URL-agpeca dpainna
KOHOUrypaumm npuv nomotum DHCP n/nnn DNS meTog0B 06HapyXeHus.
Mocne okOH4YaHWA OBHapyXXeHWs 1 3arpy3ku ¢paiina KoHPUrypaumm,
OH MOXeT 6bITb BbINMOJIHEH A9 orpejeneHns NPoKCK yKasaHHoro
URL-agpeca.

6ecnnaTHoe NPorpaMMHOE MPUIoXeHe C OTKPbITbIM UCXOAHBIM KOAOM
1 NPOTOKON BUPTyanbHoM YacTtHo ceTun (VPN) ana cosgaHums
6e30MacHbIX COefMHEHNA TOUKa-TOYKa B MapLLPYTU3MPYyeMbIX
KoHurypaumsx. Npotokon WireGuard ncnonb3yeT cOBpeMeHHble
KpunTorpadumyeckmne Bo3MoxHocTn Curve255519 ana obmeHa
kntovamn, ChaCha20 ansa wndposaHusa n Poly1305 ans
ayTeHTUdMKaLMM faHHbIX, SipHash Ansa xawmpyemMblx Kao4Yer 1
BLAKE2s ans xawmpoBaHus. MNogaep>xxmsaeT TpeTuii ypoBeHb ANs
0bounx npoTtokonos IPv4 un IPv6.

agnsetcs ceptudumkaumein Wi-Fi Alliance, 6asnpyroLeiics Ha cTaHAapTe
IEEE 802.11e. OH 0becneynBaeT OCHOBHbIE BO3MOXHOCTK QoS (quality
of service) ans ceteii IEEE 802.11 nocpencTBOM NpropeTU3aumm
MakeToB AaHHbIX MO YeTblpeM kateropusm: ronoc (AC_VO), Bngeo
(AC_VI), HerapaHTMpoBaHHas goctaeka (AC_BE), n HU3knii npuoputeT
(AC_BK).

WMM Takxe nmeet ceptndukauunto Power Save, KoTopasi momoraet
HebOoNbLLMM YCTPOMCTBaM B CETV 3KOHOMUTbL 3apsj 6atapeu. PyHKUUS
Power Save no3BonsieT He6ONbLLMM YCTPONCTBAM, TakM Kak TenedoHbl
n KMK, nepeaaBaTb AaHHbIe, HAXOAACk B POHOBOM pexrMe C HU3KUM
3HepronoTpebneHnem. Ceptudrkaums gaeT pa3paboTurkam
nNporpaMMHOro obecrneyeHns 1 NPOV3BOANTENAM 060pyA0BaHNS
BO3MOXHOCTb TOHKOI HaCTPOWMKW NCMO/Ib30BaHNs 6aTapeu B yC10BUSAX
NMOCTOSHHOIO POCTa KOMIMYEeCTBa HEBONbLLMX YCTPOMCTB, OCHALLEHHbIX
Wi-Fi.
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Wi-Fi Protected Access

Wi-Fi Protected Setup

Wired Equivalent Privacy

Wireless Internet Service
Provider

npeacTaBaseT cobori 06HOBMEHHYO MporpaMMy cepTudurkaumn
yCTpoicTB 6ecnpoBogHoi cBA3n. TexHonorusa WPA npuLuna Ha 3ameHy
TEXHOJIOrMK 3aLLnTbl 6ecnpoBoAHbIX ceTeit WEP. Matocamu WPA
ABNAOTCA YCUNeHHas 6e30MacHOCTb AaHHbIX U Y>KECTOUEHHbIN
KOHTPO/Ib AOCTyNa K 6ecnpoBogHbIM ceTsiM. HemanoBaxxHom
XapaKkTepuUCTUKON ABNSETCS COBMECTMMOCTb MeXy MHOXECTBOM
6ecrnpoBOAHbIX YCTPOMCTB Kak Ha annapaTHOM YPOBHe, TakK 1 Ha
nporpaMMHoM. Ha gaHHbin MomeHT WPA, WPA2 n WPA3
paspabaTbiBalOTCA U NpoaBuratoTcs opraHusaumein Wi-Fi Alliance.

WPA3 ncnonbsyet 128-6utHoe windpposaHme B pexxrme WPA3-Personal
(192-6unT B WPA3-Enterprise). CtaHgapt WPA3 Takoke 3aMeHsieT obMmeH
kKntovamm Pre-Shared Key exchange v SAE kak onpegeneHo B IEEE
802.11-2016, uTo NpMBOAUNT K 6oNee 6e30nacHOMY HavanbHOMY 06MeHy
KNtoYaMn B NepcoHasibHOM pexurme.

WPA Enterprise — 370 peXunm ayTeHTUdMKaLmM Ha OCHOBe NPOTOKONa
IEEE 802.1X c ucnonb3oBaHVeM BHeLLHero cepeepa ayTeHTudunkaumn
RADIUS n nokanbHoro knveHta Supplicant.

CTaHAAPT (M OAHONMEHHbLI MPOTOKO) MONYaBTOMAaTUYECKOr0 CO34aHUA
6ecnpoBoaHoi cet Wi-Fi, co3gaHHbIn Wi-Fi Alliance. Llensto npoTokona
WPS aBnsieTca ynpoLleHme npoLiecca HacTpoliky 6ecnpoBOgHON ceTy,
NoO3TOMY M3Ha4anbHO OH Ha3biBanca Wi-Fi Simple Config. MpoTokon
npr3BaH OkasaTb MOMOLLb MOJib30BaTeNsIM, KOTOpble He obnajaroT
LUINPOKMMW 3HAHMAMM 0 6€30MacHOCTM B 6eCnpoBOAHbIX CeTAX, U Kak
cnefcTBMe, UMEKT CI0XKHOCTUY MNpU ocyLlecTBieHUn HacTpoek. WPS
aBTOMaTM4yeckn 0b603HavaeT UMSA CeTU 1 3a4aeT LWNPpPOBaHUe, AN
3aLUThl OT HECAHKLMOHMPOBAHHOTIO A0CTYNa B CeTb, NPV 3TOM HeT
HeobXoAMMOCTM BPYUYHYHO 3a4aBaTb BCe NapameTpbl.

3TO anropuT™M 6e3onacHoOCTU 419 6ecnpoBOAHbIX ceTeli cTaHAapTa IEEE
802.11. WEP, y3HaBaeMbIli N0 kntouy 13 10 nam 26 wectHaauaTepuyHbIxX
LMdp, ABAAETCH LUIMPOKO NCMOJIb3YeMbIM U YaCTO ABNSETCS NepBbIM
BbIGOPOM 6€30MacHOCTY, Npea/iaraeMbIM NONb30BaTENSAM CPeACcTBaMM
HaCcTpoWKM MapLupyTusaTtopos. B 2004 rogy, nocne patudukaumm
nonHoro ctaHgapta 802.11i (1.e. WPA2), IEEE o6baBuna, uto WEP-40 n
WEP-104 yTpaTnin CBOKO aKkTyanbHOCTb.

3TO UHTepHeT-npoBagep (ISP), KoTopbln No3BOASET abOHEHTaM
NOAKIOYATLCA K cepBepy B onpegeneHHbIX ToOUKax AocTyna (access
points) ¢ MOMOLLIbIO 6eCcrnpoBOAHOrO coeanHeHus, Hanpumep Wi-Fi.
STOT TMN NpoBaijepa npegnaraeT yaiyrn LUMPOKOMNOIOCHOro A0CTyNa
¥ MO3BOJIIeT KOMMboTepaM aboHEHTOB, Tak Ha3blBaeMbIM CTaHLNAM,
nony4vaTe Aoctyn K MHTepHeTy 1 CeTn 13 N1o60ro MecTa B npegenax
30HbI MNOKPBLITUS, 0becrneyrBaemMolri aHTeHHOI cepeepa. O6bIYHO 3TO
06/1aCTb PajMycoM B HECKOJIbKO KUIOMETPOB.

MpocTeinwasn ceTb WISP npegcraBnsieT cobor 6a30BbIii Habop ycayr
(BSS), cocToaLmi U3 OA4HOrO cepBepa M MHOXeCTBa CTaHUWNA,
CBA3aHHBIX C 3TUM CepBepOoM 6ecnpoBOAHO CBA3bIO. bonee cioxHbIe
cetn WISP ncnonb3yoT TONOIOrMIO paclunpeHHoro Habopa ycnyr (ESS),
COCTOSALLYHO U3 ABYX UM 6onee BSS, cBA3aHHbIX MeXy CO60 TOUKaMu
foctyna (AP). M BSS, u ESS noaaepxxumsatotca cneumdurkaumein IEEE
802.11b.
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Extended Authentication nnn XAUTH, o6ecneunBaeT 4OMONHUTE/bHbIV YPOBEHb MPOBEPKU
NOANNHHOCTY, MO3BOASAA LWAO3Y [Psec 3anpallnBaTh PacLLUVPeHHYHo
aBTOPM3aLMIO YAANEeHHbIX MONb30BaTenel, Takum 06pa3om 3acTaBnsis
yAaneHHbIX Nonb3oBaTeneli NPeAoCTaBAATb X YYETHbIEe AaHHbIe,
npexae yem nonyumtb goctyn K VPN.

Yandex.DNS cepBUC KOMNaHUKW AHAEKC ANS 3aLLnThl AoMaLLHel ceT. ObecneuynBaeT
TpY pexunmMa dunbTpayunmn:

+ 6e3 dnnbTpaumn: pecypcbl He 610KMPYHOTCS

+ 6e30MnacHbIN PpexXmnM: 610KNPYHTCA BPeLOHOCHbIE 1 MOLLEHHUYEeCKME
CanThbl

* CeMeiHbIn pexurM: 610KNPYTCS BPeAOHOCHbIE U MOLLEHHUYecKMe
CaiiTbl, @ TakXe pecypchbl AN B3POC/bIX
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Nepapxua nHtepodencos

PrncyHok A.1. BasoBble HTep¢eichl

FastEthernet GigabitEthernet

Mac IP Supplicant Peer
Ethernet Ppp Secure
I /: _____ ]
| | Pppoe PppTunnel
[ Bridge Vlan [ o o
I I
I I
| Pvc OpenVpn |
: : Pptp L2tp
I I
I I

PucyHok A.2. TYHHe N bHble NHTep¢EChbI

Ethernet P Secure Peer

Tunnel

Tunnel6

N

Tunnel6to4 Tunnel6in4

SecurelPTunnel

Eoip

Gre Iplp
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MpunoxeHune A Viepapxusi uHtepdericos

PucyHok A.3. UHTepdericbl USB

Usb

T

UsbEthernet UsblLte UsbModem
CdcEthernet YotaOne

PucyHok A.4. UHTepdeiicbl Wi-Fi

Wireless Radio

N

AccessPoint WiFiStation WiFiMaster
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SNMP MIB

ba3bl ynpasnstoLleii nHpopmaumm (MIB) 4OCTYMHBI TONBKO AN YTEHUS.

MoaaepxwvsatoTca cnegyrowye MIB:

B.1 SNMPv2-MIB

OID: 1.3.6.1.2.1.1

MoAAePXKMBAOTCS CIeAyHOLLIME SNIeMEHTbI AaHHbIX:

MoaAep>XMBaOTCA CleytoLe 31eMeHTbI AaHHbIX:

Ba3oBblii BapnaHT

SNMPv2-MIB::sysDescr

SNMPv2-MIB::sysUpTime

SNMPv2-MIB::sysContact

SNMPv2-MIB::sysName

SNMPv2-MIB::sysLocation

SNMPv2-MIB::sysServices

B.2 IF-MIB

OID: 1.3.6.1.2.1.21 1.3.6.1.2.1.31

OID: 1.3.6.1.2.1.2

IF-MIB::ifNumber
IF-MIB::ifIndex
IF-MIB::ifDescr
IF-MIB::ifType
IF-MIB::ifMtu
IF-MIB::ifSpeed
IF-MIB::ifPhysAddress

IF-MIB::ifAdminStatus
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MprnnoxeHne B SNMP MIB

« IF-MIB::ifOperStatus
+ IF-MIB:ifLastChange
+ IF-MIB::ifInOctets
+ IF-MIB::ifInUcastPkts
+ IF-MIB::ifInDiscards
+ IF-MIB::ifInErrors
+ IF-MIB::ifOutOctets
+ IF-MIB::ifOutUcastPkts
+ IF-MIB::ifOutDiscards
+ IF-MIB::ifOutErrors
PaclumpeHHbIA OID 1.3.6.1.2.1.31
sapant « IF-MIB::ifName
+ IF-MIB::ifInMulticastPkts
+ IF-MIB::ifInBroadcastPkts
+ IF-MIB::ifOutMulticastPkts
+ IF-MIB::ifOutBroadcastPkts
+ IF-MIB::ifHCInOctets
+ IF-MIB::ifHCInUcastPkts
+ IF-MIB::ifHCInMulticastPkts
+ IF-MIB::ifHCInBroadcastPkts
+ IF-MIB::ifHCOutOctets
+ IF-MIB::ifHCOutUcastPkts
+ IF-MIB::ifHCOutMulticastPkts
+ IF-MIB::ifHCOutBroadcastPkts
« IF-MIB:ifLinkUpDownTrapEnable
+ IF-MIB::ifHighSpeed
+ IF-MIB::ifPromiscuousMode
+ IF-MIB::ifConnectorPresent

« IF-MIB::ifAlias
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Mpwvnoxenne B SNMP MIB

B.3 IP-

+ IF-MIB::ifCounterDiscontinuityTime

Mpoueccop |CBUTY YcTpoiicTBO |OnucaHue
MT7621/RT63368|MT7530 Keenetic Giga III | NoaaepxvBaroTca
64-6UTHbIE CUeTUNKN BalT
RTL8376M Keenetic Ultra II no rnoptam CBUTYa,
) 32-6UTHbIE CYHETUUNKN
KeeneticLTE  |naketos no nopram centua.
MT7620 RTL8367B Keenetic Viva |EcTb knaccumkaums no
. TNy nakeTtoB.: broadcast,
Keeentic Extra |multicast n unicast.
WHTerpuposaHhbin| Keenetic 4G III |[Moaaep>xmnBaroTcs
o 32-6UTHbIe cHeTUNKN BaliT
Keenetic Lite II no nopTam CBUTYa U
L 16-6BUTHbIE CHETUNKMN
Keenetic Lite Il |55 o108 Mo nopram centua.
Keenetic Omni B cnyuae nepenosiHeHus
CYETUMKOB BbICTaBASAETCA
Keenetic Omni |BPeMs nocnesHero
I nepenosiHeHVs B
IFMIB:ifCounterDiscontinuityTime.
MT7628 WHTerpupoBaHHbi | Keenetic Start II| MNoaaep>xnBatoTcs TO/IbKO
o 16-6UTHbIE CYETUYNKM
Keenetic Lite IIl | nakeTos no noptam cemtua.
rev.B B cnyuae nepenonHeHus
) CYETUYNKOB BbICTaBASETCA
Keenetic 4G III BPeMS MOCNeAHEro
rev.B nepenonHeHvs B
Keenetic Air IFMIB:ifCounterDiscontinuityTime.
Keenetic ExtraIl

MIB

OID: 1.3.6.1.2.1.49

nOAAep)KI/IBaI-OTCFI cnegyrouine sneMeHTbl JaHHbIX:

TCP