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Preface

Preface

This guide contains Command-Line Interface (CLI) commands to maintain the Orbiter Pro
device. This guide provides a complete listing of all possible commands. The other chapters
provide examples of how to implement the most common of these commands, general
information on the interrelationships between the commands and the conceptual
background of how to use them.

1 Readership

This guide is for the networking or computer technician responsible for configuring and
maintaining the Orbiter Pro on-site. It is also intended for the operator who manages the
Orbiter Pro. This manual cover high-level technical support procedures available to Root
administrators and Orbiter Pro technical support personnel.

2 Organization

This manual covers the following topics:

Introduction to the CLI Describes how to use the Orbiter Pro Command-Line
Interface (CLI), its hierarchical structure, authorization
levels and its help features.

Command Reference Provides an alphabetical list of the available CLI commands
that you can use to configure the Orbiter Pro device.

3 Document Conventions

Command descriptions use the following conventions:

boldface font Commands and keywords are in boldface.
Must be typed exactly as shown. Bold font
is used as a user input in examples.

italic font Arguments for which you supply values are
in italics.

I [optional ] Elements in square brackets are optional.

I creplaceable> Elements in angle brackets are replaceable.

x|y]2 Alternative keywords are grouped in round
brackets and separated by vertical bars.

x|y|z Optional alternative keywords are grouped
in brackets and separated by vertical bars.
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Each command description is broken down into the following sub-sections:

Description Description of what the command does.
Synopsis The general format of the command.
Prefix no The possibility of using no prefix with

command.

Change settings

The ability of command to change the
settings.

Multiple input

The possibility of multiple input.

Group entry

Name of the group that owns the command.
If there is no group, this section does not
displayed.

Interface type

Type of interface, which can be managed by
the command. The section does not
displayed, if this context has no meaning for
the command.

Interfaces used in the system and the
relationships between them are shown in
the diagrams below.

Arguments

List of arguments if they exists, and
explanations to them.

Example

An illustration of how the command looks
when invoked. Because the interface is
straightforward, some of the examples are
obvious, but they are included for clarity.

Notes, cautionary statements, and safety warnings use these conventions.

Note:

Warning:

Means "reader take note". Notes contain helpful suggestions or
references to materials not contained in this manual.

Means "reader be careful". You are capable of doing something that
might result in equipment damage or loss of data.
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1.1 Hardware Configuration

CPU
RAM
Flash

Ethernet

Wi-Fi

Product Overview

MediaTek MT7621AT MIPS® 1004Kc 880 MHz, 2 cores / 4 threads

128MB DDR3 (on-die)

Kioxia TC58BVGOS3HBAI4 128MB NAND

Ports Chipset Notes

2 Integrated

Label Speed Notes

0 1000 Mbps PoE

1 1000 Mbps

Band Chipset Notes

2.4 GHz MediaTek MT7615DN  |802.11bgn 2x2, QAM256

5 GHz 802.11an+ac 2x2, BF, MU-MIMO
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Introduction to the CLI

This chapter describes how to use the Orbiter Pro Command-Line Interface (CLI), its
hierarchical structure, authorization levels and its help features.

The primary tool for managing the Orbiter Pro router is the command line interface (CLI).
System settings can be defined as a sequence of commands, which can be executed to
bring the device to the specified condition.

Orbiter Pro has three types of settings:

Current settings running config is a set of commands describing the current
status of the system. Current settings are stored in RAM and
reflect every change of the system settings. However, the
content of RAM is lost when the device is turned off. To
restore the settings after reboot, they must be saved in
non-volatile memory.

Startup configuration startup config is a sequence of commands, which is stored in
a specific partition of the non-volatile memory. It is used to
initialize the system immediately after startup.

Default settings default config contains factory default settings of Orbiter Pro.
RESET button is used to reset startup configuration to the
factory default.

Files startup-configand running-config can be edited manually, without participation
of the command line. It should be remembered that the lines with ! in the beginning are
ignored by the parser and the arguments which contain spaces must be enclosed in double
quotes (for example, ssid "Free Wi-Fi"). Quotes themselves are ignored by the parser.

Responsibility for the accuracy of the changes rests with their author.

2.1 Enter commands in the CLI

Command line interpreter in Orbiter Pro is designed for beginners as well as experts. All
command names and options are clear and easy to remember.

Commands are divided into groups and arranged in a hierarchy. Thus, to do a setting, the
operator needs to enter a sequence of nested command group names (node commands),
and then enter the final command with parameters.

For example, IP-address of the GigabitEthernet1 network interface is set using the address
command, which is located in the interface - ip group:

(config)>interface GigabitEthernetl ip address 192.168.15.43/24
Network address saved.
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2.1.1 Entering a group

Some of the node commands (containing a group of child commands) can be “entered”
to allow direct executing of the child commands without typing the node name as prefix.
In this case the prompt is changed to indicate the entered group.

The exit command or [Ctrl]+[D] key combination can be used to exit a group.

For example, after entering the interface group the command line prompt is changed to
(config-if):

(config)>interface GigabitEthernetl
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 Getting Help and auto-completion

28

To make the configuring process as comfortable as possible, the CLI provides
auto-completion of commands and parameters, hinting the operator, which commands

are available at the current level of nesting. Auto-completion works by pressing [Tab].
Example:

(config)>in[Tab]
interface - network interface configuration
(config)> interface Gi[Tab]

Usage template:
interface {name}

Variants:
GigabitEthernet0
GigabitEthernet0/Vlanl
GigabitEthernetl

(config)> interface GigabitEthernetO[Tab]

Usage template:
interface {name}

Variants:
GigabitEthernet0/Vlanl
GigabitEthernetl

(config)> interface GigabitEthernetO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
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mtu - set Maximum Transmit Unit size

mru - set Maximum Receive Unit size
access-group - bind access-control rules

apn - set 3G access point name

(config-if)> ip ad[Tab]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

Hint for the current command can always be displayed by pressing [Tab]. Example:

(config)> interface GigabitEthernetl [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface GigabitEthernetl

2.3 Prefix no

Prefix no is used to negate a command.

For example, the command interface is responsible for creating a network interface with
the given name. When used with this command, prefix no causes the opposite action —
removing of the interface:

(config)> no interface PPPoEO

If the command is composite, no can be placed in front of any member. For example,
service dhcp enables the DHCP service. It consists of two parts: service — the group name
in the hierarchy of commands, and dhcp — the final command. Prefix no can be placed
either at the beginning, or in the middle. The action is the same in both cases: stopping
of the service.
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(config)> no service dhcp
(config)> service no dhcp

2.4 Multiple input

Many commands have the property of idempotence, which means that multiple input of a
command has the same effect as as the single input. For example, entering service http
adds asingleline“service http”tothe currentsettings, and re-entering does not change

anything.

However, some of the commands allow you to add not a single, but multiple records, if
they are entered with different arguments. For example, static routing table entries ip
route or filters access-list are added sequentially and appear in the settings as a list:

Example 2.1. Using a command with multiple input

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1l

Records from such tables can be removed one by one, using prefix no and arguments to
identify the record you want to remove:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO
55.255.255.0 PPTP1

ip route 1.1.1.0 2
ip route 1.1.3.0 2

2.5 Saving to startup settings

30

Current and startup settings are stored in the files running-config and startup-config,
respectively. To save the current settings in the non-volatile memory, copy them as shown
below:

(config)> copy running-config startup-config
Copied: running-config -> startup-config
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2.6 Delayed restart

If Orbiter Pro device is located away from the operator and is managed remotely, there
is a risk to lose control over it because of a misoperation. In this case it will be difficult to
reboot and return to the saved settings.

The system reboot command lets you set a delayed restart timer, perform “risky” settings,
then turn off the timer and save the changes. If connection to the device is lost during
configuration, the operator will be enough to wait for automatic reboot and connect to
the device again.
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3.1 Core commands

Core commands are used to manage files on your device.

3.1.1 copy

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

3.1.2 erase
Description

Prefix no

Copy the contents of one file to another. Used for the firmware updating,
saving the current settings, resetting to factory, etc.

No
No

No

(config)>  copy ¢«sources «destinations

Argument |Value Description

source Filename Full path to the file to be copied in <file
system>:<path> format

destination |Filename Full path to the directory for the new file.

Current settings can be saved as follows:
(config)> copy running-config startup-config

(config)> copy log MyPassport:/log.txt

File names in this example are aliases. Full names of the configuration files
are system: running-config and flash:startup-config, respectively.

Version Description

2.00 The copy command has been introduced.

Delete a file from the Orbiter Pro device.

No
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Change settings
Multiple input

Synopsis

Arguments

Example

History

3.1.3 exit

Description
Prefix no
Change settings
Multiple input

Synopsis

Example

History

3.14ls

Description
Prefix no
Change settings
Multiple input

Synopsis

Yes

Yes

(config)> erase «filename>

Argument |Value Description

filename Filename

Specifies the file to be removed.

(config)> erase ext-opkg:/.dlna_files.db

FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.

Version Description

2.00 The erase command has been introduced.

Leave the command node.
No
No

No
I (config)> exit

(show)> exit
Core::Configurator: Done.

(config)>
Version Description
2.00 The exit command has been introduced.

Display list of files from the specified directory.
No
No

No

I (config)>  1s[«irectory]

34
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Arguments

Example

History

3.1.5 mkdir

Description
Prefix no
Change settings
Multiple input

Synopsis

Arguments

Argument

Value Description

directory

flash, temp, proc, usb. etc.

String Path to the directory. Must contain the name
of the file system and path to the folder
directly in the following format <file
system>:<path>. Examples of file systems —

(config)> 1s FILES:

rel: FILES:

entry, type = D:
name: com

entry, type = R:
name: IMAX.mkv
size: 1886912512

entry, type = D:
name: speedfan

entry, type = D:
name: portable

entry, type = D:
name: video

entry, type = D:
name: HoBas nanka

Version

Description

2.00

The Is command has been introduced.

Create a new directory.

No
No
No
(config)> mkdir «directory»
Argument |Value Description
directory String Path to the directory.
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Example

History

3.1.6 more

Description
Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

(config)> mkdir SANDSK:/test
FileSystem: :Repository: "SANDSK:/test" created.

(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.

Version

Description

2.12

The mkdir command has been introduced.

Display the contents of a text file line by line.

No
No
No
(config)> more «filename>
Argument |Value Description
filename Filename Full path to the file or alias.

(config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1 rotate

Version

Description

2.00

The more command has been introduced.

3.2 access-list

Description

Prefix no
Change settings
Multiple input

Group entry

Access to a group of commands to configure the selected list of packet filtering

rules. If the list is not found, the command tries to create it. Such a list can
be assigned to a network interface using interface ip access-group command.

Command with no prefix removes the list of rules.

Yes

Yes

Yes

(config-acl)

36
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Synopsis

Arguments

Example

History

(config)> access-list name»

(config)> no access-list wname>

Argument |Value Description

name String Filtering rules list name (Access Control List, ACL).

(config)> access-list test_acl
Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

Version Description

2.00 The access-list command has been introduced.

3.2.1 access-list auto-delete

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

Enable automatic deletion of the ACL rules when deleting an interface. The
command is forced on access lists with the WEBADMIN prefix.

The command cannot be enabled if there are no bound interfaces. The
exception is reading the startup-config.

Command with no prefix disables automatic deletion.
Yes
Yes

No

I (config-acl)> auto-delete

I (config-acl)> no auto-delete

(config-acl)> auto-delete
Network: :Acl: Enabled auto-deletion for " WEBADMIN Home" access »
group.

(config-acl)> no auto-delete
Network::Acl: Disabled auto-deletion for " WEBADMIN Home" access »
group.
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History Version Description
3.09 The access-list auto-delete command has been
introduced.

3.2.2 access-list deny

Description Add a packet filtering deny rule into a specified ACL.

Command with no prefix removes the rule.

Prefix no Yes
Change settings Yes
Multiple input Yes
Synopsis

(config-acl)>  deny (tcp | udp) <sources <source-mask»
[ port((<src-port-operators <source-ports)|
( range <source-ports <source-end-port,))]
<destinations «destination-mask>
[ port((<«dst-port-operators«destination-port)|
( range «destination-port> «destination-end-port»))]

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask»

(config-acl)> no deny (tcp | udp) <sources <source-mask»
[ port((<«src-port-operators <source-ports)|
( range <source-ports <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port>«destination-end-port))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask»

Arguments Argument Value Description
tcp Keyword TCP protocol.
udp Keyword UDP protocol.
icmp Keyword ICMP protocol.
esp Keyword ESP protocol.
gre Keyword GRE protocol.
ipip Keyword IP in IP protocol.
ip Keyword IPrﬁ)rotocoI (include TCP, UDP, ICMP and
other).
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Argument Value Description

source IP address|The source address in the header of
IP-packet.

source-mask IP-mask Mask to be applied to the source

address in the header of IP-packet
before comparison with source. There
are two ways to enter the mask: the
canonical form (for example,
255.255.255.0) and the form of prefix
bit length (for example, /24).

source-port Integer Source port in the TCP or UDP header.
source-end-port Integer The end of the source range of ports.
src-port-operator |lt Operator “less” to compare the port

with the specified source-port.

eq Operator “equal” to compare the port
with the specified source-port.

gt Operator “greater” to compare the port
with the specified source-port.

destination IP address|The destination address in the header
of IP-packet.

destination-mask IP-mask Mask to be applied to the destination
address in the header of IP-packet
before comparison with destination.
There are two ways to enter the mask:
in the canonical form (for example,
255.255.255.0) and in the form of
prefix with bit length (for example, /24).

destination-port Integer Destination port in the TCP or UDP

header.
destination-end-port|Integer The end of the destination range of
ports.
dst-port-operator |lt Operator “less” to compare the port

with the specified destination-port.

eq Operator “equal” to compare the port
with the specified destination-port.

gt Operator “greater” to compare the port
with the specified destination-port.

Example (config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.
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(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule deleted.

History Version Description
2.00 The access-list deny command has been introduced.
2.06 New value ip was added to the protocol argument.
2.08 New protocols esp, gre and ipip were added.
2.09.A.2.1 Port ranges were added.

3.2.3 access-list permit

Description Add a packet filtering permit rule into a specified ACL.

Command with no prefix removes the rule.

Prefix no Yes
Change settings Yes
Multiple input Yes
Synopsis

(config-acl)>  permit (tcp | udp) <sources <source-mask>
[port((<«src-port-operators<source-port)|
( range <source-ports <source-end-port»))]
«destinations «<destination-mask»
[ port((<«dst-port-operator: «destination-ports)|
(range «destination-port> «destination-end-port))]

(config-acl)> permit(icmp | esp | gre | ipip | ip)«sources«source-mask>
<«destination <destination-mask>

(config-acl)> no permit (tcp | udp) <sources <source-mask>
[port((<«src-port-operators<source-port:)|
( range <source-ports <source-end-port»))]
<«destinations <destination-mask>
[ port((<«dst-port-operator «destination-port>)|
( range «destination-port> «destination-end-port>))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask>
«destinations <destination-mask>
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Arguments Argument Value Description

tcp Keyword TCP protocol.

udp Keyword UDP protocol.

icmp Keyword ICMP protocol.

esp Keyword ESP protocol.

gre Keyword GRE protocol.

ipip Keyword IP in IP protocol.

ip Keyword IP protocol (include TCP, UDP, ICMP and
other).

source IP address|The source address in the header of
IP-packet.

source-mask IP-mask Mask to be applied to the source
address in the header of IP-packet
before comparison with source. There
are two ways to enter the mask: the
canonical form (for example,
255.255.255.0) and the form of prefix
bit length (for example, /24).

source-port Integer Source port in the TCP or UDP header.

source-end-port Integer The end of the source range of ports.

src-port-operator |lt Operator “less” to compare the port

with the specified source-port.

eq Operator “equal” to compare the port
with the specified source-port.

gt Operator “greater” to compare the port
with the specified source-port.

destination IP address|The destination address in the header
of IP-packet.

destination-mask IP-mask Mask to be applied to the destination
address in the header of IP-packet
before comparison with destination.
There are two ways to enter the mask:
in the canonical form (for example,
255.255.255.0) and in the form of

prefix with bit length (for example, /24).

destination-port Integer Destination port in the TCP or UDP

header.
destination-end-port|Integer The end of the destination range of
ports.
dst-port-operator |lt Operator “less” to compare the port

with the specified destination-port.

eq Operator “equal” to compare the port
with the specified destination-port.
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Example

History

Argument Value Description

gt Operator “greater” to compare the port
with the specified destination-port.

(config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 8080 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.

Version Description

2.00 The access-list permit command has been introduced.
2.06 New value ip was added to the protocol argument.
2.08 New protocols esp, gre and ipip were added.
2.09.A.2.1 Port ranges were added.

3.2.4 access-list rule

Description

Prefix no
Change settings

Multiple input

Disable, set operation time by schedule, change the order or set description
for the ACL rule.

Command with no prefix enables the rule, removes schedule and description
for ACL rule.

Yes
Yes

Yes

Synopsis (config-acl)>  rule <index> (disable | schedule «<schedule> | order
<new-1index> | description «descriptiom)
(config-acl)> no rule <index> (disable | schedule | description)
Arguments Argument  |Value Description
index Integer The ACL rule number.
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Example

History

Argument |Value Description

disable Keyword Disable the ACL rule.

schedule Schedule The name of the schedule that was created
with schedule group of commands.

order Integer New position of the ACL rule in the list.

description |String The ACL rule description.

(config-acl)> rule 0 disable
Network::Acl: Rule disabled.

(config-acl)> rule 0 schedule acl_schedule
Network::Acl: Rule schedule set to "acl schedule".

(config-acl)>rule 0 description myacl
Network::Acl: Rule description set to "myacl".

(config-acl)> rule 0 order 1
Network::Acl: Rule O moved to position 1.

(config-acl)> no rule 0 disable
Network::Acl: Rule enabled.

(config-acl)> no rule 0 schedule
Network: :Acl: Rule schedule removed.

(config-acl)> no rule 0 description
Network::Acl: Rule description removed.

Version Description

2.08 The access-list rule command has been introduced.

3.3 cloud control2 security-level

Description

Prefix no

Change settings

Multiple input

Synopsis

Arguments

Set Cloud Control2 service security level for Keenetic mobile application. By
default, public value is set.

No
Yes

No

(config)> cloud control2 security-level (public | private)

Argument |Value Description

public Keyword Access to the Cloud Control2 is allowed for
public, private and protected interfaces.

Orbiter Pro (KN-2810) — Command Reference Guide 43



Chapter 3 Command Reference

Example

History

Argument

Value Description

private

Keyword Access to the Cloud Control2 is allowed for
private interfaces only.

(config)> cloud control2 security-level public
CloudControl2::Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

Version

Description

3.05

The cloud control2 security-level command has been
introduced.

3.4 components

Description
Prefix no
Change settings
Multiple input
Group entry

Synopsis

History

Access to a group of commands to manage firmware components.

No

No

No

(config-comp)

(config)> components
Version Description
2.00 The components command has been introduced.

3.4.1 components auto-update channel

Description

Prefix no
Change settings
Multiple input

Synopsis

Set source of components for auto-update feature. By default, value stable

is used.

Command with no prefix resets setting to default.

Yes

Yes

No

I (config-comp)>  auto-update channel «channel>

44

Command Reference Guide — Orbiter Pro (KN-2810)



Chapter 3 Command Reference

Arguments

Example

History

(config-comp)> no auto-update channel

Argument |Value Description

channel stable Components have been fully tested and
recommended for installation. The web
interface specifies this channel as Main.

preview Components contain the latest features and
enhancements, but have not been fully tested
yet. The web interface specifies this channel
as Preview.

draft The components contain the latest features
and are used for testing. The web interface

specifies this channel as Dev.

(config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.

Version Description

3.01 The components auto-update channel command has
been introduced.

3.4.2 components auto-update disable

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

Components auto-update function. By default, automatic update is enabled.
Command with no prefix enables auto-update.

Yes

Yes

Yes

I(config-comp)> auto-update disable

I (config-comp)> no auto-update disable

(config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.
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History

Version Description

2.09 The components auto-update disable command has
been introduced.

3.4.3 components auto-update schedule

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Assign a schedule for the auto-update operation. Schedule must be created
and customized with schedule action command before execution.

Command with no prefix unbinds the schedule.
Yes
Yes

No

(config-comp)>  auto-update schedule «<schedule;

(config-comp)> no auto-update schedule

Argument |Value Description

schedule Schedule The name of the schedule that was created
with schedule group of commands.

(config-comp)> auto-update schedule Update
Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.

Version Description

3.03 The components auto-update schedule command has
been introduced.

3.4.4 components check-update

Description

Prefix no
Change settings
Multiple input

Synopsis

Check the firmware updates for the candidate or member of Modular Wi-Fi
System.

No
No

No

I (config-comp)>  check-update [ force]
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Arguments

Example

History

Argument |Value Description

force Keyword Check for updates constantly.

(config-comp)> check-update

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no

(config-comp)> check-update force

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55

valid: no
Version Description
2.14 The components check-update command has been
introduced.

3.4.5 components commit

Description

Prefix no
Change settings
Multiple input

Synopsis

History

Apply the changes made by components install and components remove
commands.

No
Yes

No

(config-comp)>  commit

Version Description
2.00 The components commit command has been
introduced.

3.4.6 components install

Description

Prefix no

Change settings

Mark component to install. Final installation carried out with components
commit command.

No

Yes
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Multiple input

Synopsis

Arguments

Example

History

Yes

(config-comp)>  install «component>

Argument |Value Description

component String Component name. List of available
components for installation can be displayed
with the components list command.

(config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.

Version Description

2.00 The components install command has been introduced.

3.4.7 components list

Description

Prefix no
Change settings

Multiple input

Switch to the selected sandbox and mark for installation all the components
that require changes to match the version in the sandbox. If you use no
argument, the entire list of all components for current sandbox (installed and
available) will be displayed. If there is no Internet connection, only the list of
installed components will be displayed.

No
No

No

Synopsis (config-comp)>  list [ sandbox ]
Arguments Argument |Value Description
sandbox String Remote sandbox, such as stable or beta.
Example (config-comp)> list
firmware:
version: 2.13.C.0.0-1
sandbox: stable
local:
sandbox: beta
component:
name: base
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History

priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb58T40
installed: 2.13.B.1.0-1

preset: minimal
preset: recommended
queued: yes

Version Description
2.00 The components list command has been introduced.
2.06.A.6 The sandbox parameter has been introduced. The

command components list should be used in favour of
components sync.

3.4.8 components preset

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

Select a predefined set of components. Installation of preset is carried out
with components commit command.

Before preset installation check the latest versions of components on the
update server with components list command. Internet connection is
required.

No
Yes

No
I (config-comp)>  preset «preset;

Number and names of presets can be changed, so check the list of available
presets with help of preset [Tab] command.

Argument |Value Description

preset minimal Minimal set of components will be marked.

recommended |Recommended set of components will be
marked for installation.

(config-comp)> preset [Tabl]

Usage template:
preset {preset}

Choose:
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History

minimal
recommended

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

Version Description

2.00 The components preset command has been introduced.

3.4.9 components preview

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

History

Show size of firmware as current set of components selected with
components install command.

No
Yes

No
I(config-comp)> preview

(config-comp)> preview

preview:
size: 7733308

Version Description
2.06 The components preview command has been
introduced.

3.4.10 components remove

Description

Prefix no
Change settings
Multiple input

Synopsis

Mark component to remove. Final removal carried out with components
commit command.

No
Yes

Yes

I (config-comp)>  remove «component»
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Arguments

Example

History

Argument |Value Description

component String Component name. List of available
components for removal can be displayed
with the components list command.

(config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.

Version Description
2.00 The components remove command has been
introduced.

3.4.11 components validity-period

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Set a validity period of a local component list. After this time the command
components list will be automalically executed to get actual list of
components from update server. By default, value 1800 is used.

Command with no prefix resets period to default.
Yes
Yes

No

(config-comp)>  validity-period <seconds>

(config-comp)> no validity-period

Argument |Value Description

seconds Integer Validity period of a local component list in
seconds. Can take values in the range from 0

to 604800 inclusively.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Version Description
2.03 The components validity-period command has been
introduced.
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3.5 crypto engine

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Select the type of ESP packets processing with IPsec. By default, the hardware
mode is used.

Command with no prefix disables the feature.
Yes
Yes

No

(config)> crypto engine <type>

(config)> no crypto engine

Argument Value Description

type software |Software mode.

hardware |Hardware mode.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.

Version Description

2.06 The crypto engine command has been introduced.

3.6 crypto ike key

Description

Prefix no
Change settings
Multiple input

Synopsis

Add IKE key with remote side ID.

Command with no prefix removes specified key.
Yes

Yes

Yes

I (config)> crypto ike key names psk> (<types«id> | any)

I (config)> no crypto ike key name>
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Arguments

Example

History

Argument |Value Description
name String Name of the key. Latin letters, numbers, dots,
hyphens and underscores are acceptable.
psk String Password for authentication. Password length
can be from 6 to 96 characters.
type address ID type is IP address.
fqdn ID type is full domain name.
dn ID type is domain name.
email ID type is e-mail address.
id String Value of the remote side ID.
any Keyword Allow the key usage for any remote side.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478 any

IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
added.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
updated.

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
removed.

Version Description

2.06 The crypto ike key command has been introduced.

3.7 crypto ike mtu

Description

Prefix no
Change settings
Multiple input

Synopsis

Set the MTU value to be transmitted to IKE. By default, the MTU value is
inherited from the interface through which the Internet is accessed.

Command with no prefix resets the MTU value to default.
Yes
Yes

No

I (config)> crypto ike mtu (value)

I (config)> no crypto ike mtu
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Arguments Argument (Value Description
value Integer MTU value. Can take values in the range from
576 to 1500 inclusively.

Example (config)> crypto ike mtu 1400
IpSec::Manager: IKE MTU value is set to 1400.

(config)> no crypto ipsec mtu
IpSec::Manager: Reset IKE MTU value.

History Version Description

3.08 The crypto ike mtu command has been introduced.

3.8 crypto ike nat-keepalive

Description Set the timeout between keepalive packets in case of NAT between the client
and server IPsec. By default, 20 value is set.

Command with no prefix resets setting to default.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config)> crypto ike nat-keepalive wnat-keepalive;

(config)> no crypto ike nat-keepalive

Arguments Argument Value Description

nat-keepalive |Integer Timeout between keepalive packets in
seconds. Can take values in the range from
5 to 3600 inclusively.

Example (config)> crypto ike nat-keepalive 90
IpSec::Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec: :Manager: Reset crypto ike nat-keepalive timeout to 20 s.

History Version Description
2.06 The crypto ike nat-keepalive command has been
introduced.
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3.9 crypto ike policy

Description

Prefix no
Change settings
Multiple input
Group entry

Synopsis

Arguments

Example

History

Access to a group of commands to configure selected IKE policy. If IKE policy
is not found, the command tries to create it.

Command with no prefix removes IKE policy. At the same time references to
this IKE policy are automatically deleted from all IPsec profiles.

Yes
Yes
Yes

(config-ike-policy)

(config)> crypto ike policy name>

(config)> no crypto ike policy name»

Argument |Value Description

name String IKE policy name. Latin letters, numbers, dots,
hyphens and underscores are acceptable.

(config)> crypto ike policy test
IpSec::Manager: "test": crypto ike policy successfully created.

(config)> no crypto ike policy test
IpSec::Manager: Crypto ike policy "test" removed.

Version Description

2.06 The crypto ike policy command has been introduced.

3.9.1 crypto ike policy lifetime

Description

Prefix no
Change settings
Multiple input

Synopsis

Set lifetime of IPsec IKE association. By default, the value 86400 is used.
Command with no prefix resets setting to default.

Yes

Yes

No

I (config-ike-policy)>  lifetime <lifetime>

I (config-ike-policy)> no lifetime
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Arguments

Example

History

Argument Value Description

lifetime Integer Lifetime of IPsec IKE association in seconds.
Can take values in the range from 60 to
2147483647.

(config-ike-policy)> lifetime 3600
IpSec::Manager: "test": crypto ike policy lifetime set to 3600 s.

(config-ike-policy)> no lifetime
IpSec::Manager: "test": crypto ike policy lifetime reset.

Version Description
2.06 The crypto ike policy lifetime command has been
introduced.

3.9.2 crypto ike policy mode

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Set IKE protocol version. By default, the value ikev1l is used.
Command with no prefix resets setting to default.

Yes

Yes

No

(config-ike-policy)>  mode node>

(config-ike-policy)> no mode

Argument |Value Description
mode ikevl Protocol version IKEv1.
ikev2 Protocol version IKEv2.

(config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".

(config-ike-policy)> no mode
IpSec::Manager: "test": crypto ike policy mode reset.

Version Description
2.06 The crypto ike policy mode command has been
introduced.
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3.9.3 crypto ike policy negotiation-mode

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Set exchange mode for IKEv1 (see crypto ike policy mode command). By
default, the value main is used.

Command with no prefix resets setting to default.
Yes
Yes

No

(config-ike-policy)>  negotiation-mode <negotiation-modes

(config-ike-policy)> no negotiation-mode

Argument Value Description
negotiation-mode main Main mode, protects the identity of the
peers.

aggressive |Aggressive mode, does not protect the
identity of the peers.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec: :Manager: "test": crypto ike policy negotiation-mode reset.

Version Description

2.06 The crypto ike policy negotiation-mode command has
been introduced.

3.9.4 crypto ike policy proposal

Description

Prefix no
Change settings
Multiple input

Synopsis

Add reference on existing IKE proposal to IKE policy. The order of adding has
a value for data exchange on the IKE protocol.

Command with no prefix removes reference on IKE proposal.
Yes
Yes

Yes

I (config-ike-policy)>  proposal <proposal
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Arguments

Example

History

3.10 crypto

Description

Prefix no
Change settings
Multiple input
Group entry

Synopsis

Arguments

(config-ike-policy)> no proposal <proposal

Argument |Value Description

proposal String IKE proposal name. Latin letters, numbers,
dots, hyphens and underscores are
acceptable.

(config-ike-policy)> proposal test
IpSec::Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec: :Manager: "test": crypto ike policy proposal "test" »
successfully removed.

Version Description
2.06 The crypto ike policy proposal command has been
introduced.

ike proposal

Access to a group of commands to configure selected IKE proposal. If IKE
proposal is not found, the command tries to create it.

A full list of encryption algorithms implemented in the system is provided in
the Appendix.

Command with no prefix removes IKE proposal. At the same time references
to this IKE proposal are automatically deleted from all IKE policy.

Yes
Yes
Yes

(config-ike-proposal)

(config)> crypto ike proposal name»

(config)> no crypto ike proposal name>

Argument |Value Description

name String IKE proposal name. Latin letters, numbers,
dots, hyphens and underscores are
acceptable.
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Example

History

(config)> crypto ike proposal test
IpSec::Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

Version Description

2.06 The crypto ike proposal command has been introduced.

3.10.1 crypto ike proposal aead

Description
Prefix no
Change settings
Multiple input

Synopsis

Example

History

Enable AEAD cypher mode on IKE proposal.
No
No

No
I(config-ike-proposal)> aead

(config-ike-proposal)> aead
IpSec: :Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »
mode.

Version Description
3.05 The crypto ike proposal aead command has been
introduced.

3.10.2 crypto ike proposal dh-group

Description

Prefix no
Change settings
Multiple input

Synopsis

Add the selected DH group to IKE proposal to work in the PFS mode. The order
of adding has a value for data exchange on the IKE protocol.

Command with no prefix removes the selected group.
Yes
Yes

Yes

I (config-ike-proposal)>  dh-group «dh-group»

I (config-ike-proposal)> no dh-group «dh-group»
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Arguments

Example

History

Argument |Value Description

dh-group 1 DH group to work in the PFS mode.
2
5

14
15
16
17
18
19
20
21
25
26
31
32

(config-ike-proposal)> dh-group 14
IpSec::Manager: "test": crypto ike proposal DH group "14" »
successfully added.

(config-ike-proposal)> no dh-group 14
IpSec::Manager: "test": crypto ike proposal "test" group type »
successfully removed.

Version Description
2.06 The crypto ike proposal dh-group command has been
introduced.

3.10.3 crypto ike proposal encryption

Description

Prefix no
Change settings

Multiple input

Add the selected type of encryption to IKE proposal. The order of adding has
a value for data exchange on the IKE protocol.

Command with no prefix removes the selected type of encryption.
Yes
Yes

Yes
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Synopsis

Arguments

Example

History

(config-ike-proposal)>  encryption «encryption;

(config-ike-proposal)> no encryption «encryption;

Argument |Value Description

encryption |des
3des

Type of IKE encryption.

aes-cbc-128
aes-chc-192
aes-chc-256

aes-ctr-128
aes-ctr-192
aes-ctr-256

(config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

Version Description
2.06 The crypto ike proposal encryption command has been
introduced.

3.10.4 crypto ike proposal integrity

Description

Prefix no

Change settings

Multiple input

Synopsis

Add the selected value of HMAC signature algorithm to IKE proposal. The
order of adding has a value for data exchange on the IKE protocol.

Command with no prefix removes the selected algorithm.
Yes
Yes

Yes

I (config-ike-proposal)>  integrity <integrity»

I (config-ike-proposal)> no integrity <integrity»
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Arguments

Example

History

Argument Value Description
integrity md5 HMAC signature algorithm of IKE
shal messages.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec: :Manager: "test":
"sha256" successfully added.

crypto ike proposal integrity algorithm »

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test":
type successfully removed.

crypto ike proposal "test" integrity »

Version

Description

2.06

The crypto ike proposal integrity command has been
introduced.

3.10.5 crypto ike proposal prf

Description Add the selected PRF group to IKE proposal.
Command with no prefix removes the selected algorithm.
Prefix no Yes
Change settings Yes
Multiple input Yes
Synopsis (config-ike-proposal)>  prf «prf>
(config-ike-proposal)>  no prf prf>
Arguments Argument |Value Description
prf md5 HMAC signature algorithm of IKE messages.
shal
aes-xchc
sha256
sha384
sha512
aes-cmac
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Example

History

3.11 crypto

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

History

3.12 crypto

Description

Prefix no

(config-ike-proposal)> prf sha256
IpSec: :Manager: "TEST": crypto ike proposal prf algorithm »
"sha256" successfully added.

(config-ike-proposal)> no prf sha256
IpSec::Manager: "TEST": crypto ike proposal "TEST" prf type »
successfully removed.

Version Description
3.05 The crypto ike proposal prf command has been
introduced.

ipsec incompatible

Disable IPsec tunnels compatibility checking. By default, the setting is disabled.
Command with no prefix enables the checking back.

Yes

Yes

No

I(config)> crypto ipsec incompatible

I (config)> no crypto ipsec incompatible

(config)> crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec::Manager: Compatibility checks is enabled.

Version Description
2.10 The crypto ipsec incompatible command has been
introduced.

ipsec profile

Access to a group of commands to configure selected IPsec profile. If profile
is not found, the command tries to create it.

Command with no prefix removes profile. At the same time references to
this profile are automatically deleted from all IPsec crypto maps.

Yes
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Change settings
Multiple input
Group entry

Synopsis

Arguments

Example

History

Yes
Yes

(config-ipsec-profile)

(config)> crypto ipsec profile name»

(config)> no crypto ipsec profile <name»

Argument |Value Description

name String IPsec profile name. Latin letters, numbers,
dots, hyphens and underscores are
acceptable.

(config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.

Version Description

2.06 The crypto ipsec profile command has been introduced.

3.12.1 crypto ipsec profile authentication-local

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

Set authentication type for local host. By default, value pre-share is used.

Command with no prefix resets setting to default.
Yes
Yes

No

(config-ipsec-profile)> authentication-local <auth»

(config-ipsec-profile)> no authentication-local

Argument |Value Description
auth pre-share A single available type of authorization for
now.

(config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.
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History

(config-ipsec-profile)> no authentication-local
IpSec::Manager: "test": crypto ipsec profile authentication-local »

reset.
Version Description
2.06 The crypto ipsec profile authentication-local command

has been introduced.

3.12.2 crypto ipsec profile authentication-remote

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Set authentication type for remote host. By default, value pre-share is used.

Command with no prefix resets setting to default.

Yes

Yes

No

(config-ipsec-profile)>  authentication-remote auths

(config-ipsec-profile)> no authentication-remote

Argument

Value Description

auth

pre-share A single available type of authorization for
now.

(config-ipsec-profile)> authentication-remote pre-share
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

Version

Description

2.06

The crypto ipsec profile authentication-remote
command has been introduced.

3.12.3 crypto ipsec profile dpd-clear

Description

Set method of action when detecting a dead IKE peer. By default, the setting
is enabled, which means deleting peer information.

Command with no prefix set action to restart.
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Prefix no
Change settings
Multiple input

Synopsis

Example

History

Yes
Yes

No

I (config-ipsec-profile)>  dpd-clear

I (config-ipsec-profile)> no dpd-clear

(config-ipsec-profile)> dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "clear".

(config-ipsec-profile)> no dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "restart".

Version Description
2.1 The crypto ipsec profile dpd-clear command has been
introduced.

3.12.4 crypto ipsec profile dpd-interval

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Set parameters of method to detect a dead IKE peer. By default, intervalis
set to 30, retry-count is set to 3.

Command with no prefix resets settings to default.
Yes
Yes

No

(config-ipsec-profile)>  dpd-interval <interval> [retry-count]

(config-ipsec-profile)> no dpd-interval

Argument |Value Description

interval Integer The interval of sending DPD packets in
seconds. Can take values in the range from 2
to 3600.

retry-count |Integer Number of attempts to send DPD packets. Can
take values in the range from 3 to 60.
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Example

History

(config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.

Version Description

2.06 The crypto ipsec profile dpd-interval command has
been introduced.

3.12.5 crypto ipsec profile identity-local

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Set a local identifier of IPsec profile.

Command with no prefix removes the local identifier.
Yes

Yes

No

(config-ipsec-profile)>  identity-local «types <id>

(config-ipsec-profile)> no identity-local

Argument |Value Description

type address ID type is IP address.
fqdn ID type is full domain name.
dn ID type is domain name.
email ID type is e-mail address.

id String Local ID value.

(config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".

(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

Version Description

2.06 The crypto ipsec profile identity-local command has

been introduced.
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3.12.6 crypto ipsec profile match-identity-remote

Description Set remote host identifier for IPsec profile.

Command with no prefix removes remote host ID.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis (config-ipsec-profile)> match-identity-remote (<type><ids | any)
(config-ipsec-profile)> no match-identity-remote
Arguments Argument (Value Description
type address ID type is IP address.
fqdn ID type is full domain name.
dn ID type is domain name.
email ID type is e-mail address.
id String Remote host ID value.
any Keyword Allow usage of any remote host.
Example (config-ipsec-profile)> match-identity-remote any

IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote reset.

History Version Description
2.06 The crypto ipsec profile match-identity-remote
command has been introduced.

3.12.7 crypto ipsec profile mode
Description Set the mode of operation IPsec. By default, tunnel value is set.

Command with no prefix resets setting to default.

Prefix no Yes
Change settings Yes
Multiple input No
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Synopsis (config-ipsec-profile)>  mode mode>

(config-ipsec-profile)> no mode

Arguments Argument (Value Description

mode tunnel Tunnel mode, when the entire IP packet is
encrypted and/or authenticated.

transport Transport mode, when only the payload of
the IP packet is encrypted and/or
authenticated.

Example (config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »
“transport".

(config-ipsec-profile)> no mode
IpSec::Manager: "test": crypto ipsec profile mode reset.

History Version Description

2.06 The crypto ipsec profile mode command has been
introduced.

3.12.8 crypto ipsec profile policy

Description Set the reference to existing IKE policy (see crypto ike policy command).

Command with no prefix removes the reference.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-ipsec-profile)>  policy «policy»

(config-ipsec-profile)> no policy

Arguments Argument |Value Description
policy String IKE policy name. You can see the list of
available policies with help of policy [Tab]
command.
Example (config-ipsec-profile)> policy [Tabl
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}
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Choose:
VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy VirtualIPServer
IpSec::Manager: "TEST": crypto ipsec profile policy set to »
"VirtualIPServer".

(config-ipsec-profile)> no policy
IpSec::Manager: "test": crypto ipsec profile policy reset.

History Version Description
2.06 The crypto ipsec profile policy command has been
introduced.

3.12.9 crypto ipsec profile preshared-key
Description Set pre-shared key for IPsec profile.

Command with no prefix removes pre-shared key.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-ipsec-profile)>  preshared-key preshare-key>

(config-ipsec-profile)> no preshared-key

Arguments Argument  |Value Description
preshare-key|String Pre-shared key value.

Example (config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec::Manager: "test": crypto ipsec profile preshared key reset.

History Version Description
2.06 The crypto ipsec profile preshared-key command has
been introduced.
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3.12.10 crypto ipsec profile xauth

Description Enable additional authentication XAuth for IKEv1 mode. By default, function
is disabled.

Command with no prefix disables additional authentication.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-ipsec-profile)>  xauth <type»

(config-ipsec-profile)> no xauth

Arguments Argument (Value Description
type client Client mode.
server Server mode.
Example (config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec::Manager: "test": crypto ipsec profile xauth is disabled.

History Version Description
2.06 The crypto ipsec profile xauth command has been
introduced.

3.12.11 crypto ipsec profile xauth-identity

Description Set login for additional authentication XAuth in client mode.

Command with no prefix removes the login.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

I (config-ipsec-profile)>  xauth-identity <identity

I (config-ipsec-profile)> no xauth-identity
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Arguments

Example

History

Argument |Value Description
identity String Login for XAuth client mode.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Version Description

2.06 The crypto ipsec profile xauth-identity command has
been introduced.

3.12.12 crypto ipsec profile xauth-password

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Set password for additional authentication XAuth in client mode.
Command with no prefix removes the password.

Yes

Yes

No

(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

Argument |Value Description

password String Password for XAuth client mode.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Version Description

2.06 The crypto ipsec profile xauth-password command has
been introduced.
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3.13 crypto

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

3.14 crypto

Description

Prefix no
Change settings
Multiple input

Synopsis

ipsec rekey delete-delay

Set interval before removing the IKE SA after receiving the DELETE command
from the remote side. By default, the 10 value is used.

Command with no prefix resets setting to default.
Yes
Yes

No

(config)> crypto ipsec rekey delete-delay «delay>

(config)> no crypto ipsec rekey delete-delay

Argument |Value Description

delay Integer Delay value in seconds. Can take value in the
range from 1 to 60.

(config)> crypto ipsec rekey delete-delay 1
IpSec: :Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.

Version Description
2.11 The crypto ipsec rekey delete-delay command has been
introduced.

ipsec rekey make-before

Set the mode when new IKE SA creates before the breaking the old one. By
default, the feature is disabled.

Command with no prefix disables the mode.
Yes
Yes

No

I(config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before
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Example

History

3.15 crypto

Description

Prefix no
Change settings
Multiple input
Group entry

Synopsis

Arguments

Example

History

(config)> crypto ipsec rekey make-before
IpSec: :Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

Version Description

2.1 The crypto ipsec rekey make-before command has
been introduced.

ipsec transform-set

Access to a group of commands to configure selected IPsec ESP transformation
during Phase 2. If transformation is not found, the command tries to create
it.

Command with no prefix removes transformation. At the same time references
to this transformation are automatically deleted from all IPsec crypto maps.

Yes
Yes
Yes

(config-ipsec-transform)

(config)> crypto ipsec transform-set name>

(config)> no crypto ipsec transform-set name>

Argument |Value Description

name String IPsec transformation name. Latin letters,
numbers, dots, hyphens and underscores are
acceptable.

(config)> crypto ipsec transform-set test
IpSec: :Manager: "test": crypto ipsec transform-set successfully »
created.

(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.

Version Description
2.06 The crypto ipsec transform-set command has been
introduced.
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3.15.1 crypto ipsec transform-set aead

Description
Prefix no
Change settings
Multiple input

Synopsis

Example

History

Enable AEAD cypher mode on IPsec.
No
No

No
I (config-ipsec-transform)>  aead

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »
AEAD mode.

Version Description

3.05 The crypto ipsec transform-set aead command has
been introduced.

3.15.2 crypto ipsec transform-set cypher

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

Add the selected type of encryption to IPsec transformation. The order of
adding has a value for data exchange on the IKE protocol.

Command with no prefix removes the selected type of encryption.
Yes
Yes

Yes

(config-ipsec-transform)>  cypher <«cypher;

(config-ipsec-transform)> no cypher «cypher»

Argument |Value Description

cypher esp-des Type of IPsec ESP encryption.

esp-3des

esp-aes-128

esp-aes-192

esp-aes-256

(config-ipsec-transform)> cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.
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History

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Version Description

2.06 The crypto ipsec transform-set cypher command has
been introduced.

3.15.3 crypto ipsec transform-set dh-group

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

Add the selected DH group to IPsec transformation to work in the PFS mode.
The order of adding has a value for data exchange on the IKE protocol.

Command with no prefix removes the selected group.
Yes
Yes

Yes

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

Argument |Value Description

dh-group 1 DH group to work in the PFS mode.
2
5
14
15
16
17
18

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.
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History

Version Description

2.06 The crypto ipsec transform-set dh-group command
has been introduced.

3.15.4 crypto ipsec transform-set hmac

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Add the selected value of HMAC signature algorithm to IPsec transformation.
The order of adding has a value for data exchange on the IKE protocol.

Command with no prefix removes the selected algorithm.
Yes
Yes

Yes

(config-ipsec-transform)>  hmac <hmac>

(config-ipsec-transform)> no hmac <hmac>

Argument |Value Description

hmac esp-md5-hmac HMAC signature algorithm of IPsec ESP
transformation.

esp-shal-hmac

esp-sha256-hmac

(config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set hmac »
"esp-shal-hmac" successfully added.

(config-ipsec-transform)> no hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set "test" hmac »
successfully removed.

Version Description

2.06 The crypto ipsec transform-set hmac command has
been introduced.

3.15.5 crypto ipsec transform-set lifetime

Description

Prefix no

Set lifetime of selected IPsec transformation. By default, the value 3600 is
used.

Command with no prefix resets setting to default.

Yes
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Change settings
Multiple input

Synopsis

Arguments

Example

History

3.16 crypto

Description

Prefix no
Change settings
Multiple input
Group entry

Synopsis

Arguments

Yes

No

(config-ipsec-transform)>  lifetime (lifetime>

(config-ipsec-transform)> no lifetime

Argument |Value Description

lifetime Integer Lifetime of IPsec transformation in seconds.
Can take values in the range from 60 to
2147483647.

(config-ipsec-transform)> lifetime 8640
IpSec: :Manager: "test": crypto ipsec transform-set lifetime set »
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

Version Description

2.06 The crypto ipsec transform-set lifetime command has
been introduced.

map

Access to a group of commands to configure selected IPsec crypto map. If
crypto map is not found, the command tries to create it.

Command with no prefix removes crypto map.
Yes
Yes
Yes

(config-crypto-map)

(config)> crypto map <name»

(config)> no crypto map <name>

Argument |Value Description

name String IPsec crypto map name. Latin letters,
numbers, dots, hyphens and underscores are
acceptable.
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Example

History

(config)> crypto map test
IpSec: :Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec::Manager: Crypto map profile "test" removed.

Version Description

2.06 The crypto map command has been introduced.

3.16.1 crypto map connect

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

History

Enable automatic unconditional IPsec connection to the remote host. Setting
has no meaning if basic remote host was set to any (see crypto map set-peer

command). By default, setting is disabled and connection is established when
attempting to transmit traffic through the IPsec £SP transformation.

Command with no prefix disables automatic unconditional connection.
Yes
Yes

No

I(config—crypto—map)> connect

I (config-crypto-map)> no connect

(config-crypto-map)> connect
IpSec::Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

Version Description

2.06 The crypto map connect command has been introduced.

3.16.2 crypto map enable

Description

Prefix no
Change settings

Multiple input

Enable selected /Psec crypto map. By default, setting is enabled.
Command with no prefix disables crypto map.

Yes

Yes

No
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Synopsis

Example

History

I (config-crypto-map)>  enable

I (config-crypto-map)> no enable

(config-crypto-map)> enable
IpSec: :Manager: "test": crypto map enabled.

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

Version Description

2.06 The crypto map enable command has been introduced.

3.16.3 crypto map fallback-check-interval

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Enable periodic checking of basic host availability and return to it in case of
presence basic and backup remote hosts both. By default, setting is disabled.

Command with no prefix disables checking.
Yes
Yes

No

(config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

Argument Value Description

interval-value|Integer Period of checking in seconds. Can take
values in the range from 60 to 86400.

(config-crypto-map)> fallback-check-interval 120
IpSec: :Manager: "test": crypto map fallback check interval is »
set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec::Manager: "test": crypto map fallback check interval is »
cleared.

Version Description

2.06 The crypto map fallback-check-interval command has
been introduced.

80

Command Reference Guide — Orbiter Pro (KN-2810)




Chapter 3 Command Reference

3.16.4 crypto map force-encaps

Description
Prefix no
Change settings

Multiple input

Synopsis

Example

History

Enforce the £SP packet wrapping mode in UDP to bypass the firewall and NAT.
Command with no prefix disables the mode.

Yes

Yes

No

I (config-crypto-map)>  force-encaps

I (config-crypto-map)> no force-encaps

(config-crypto-map)> force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
enabled.

(config-crypto-map)> no force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
disabled.

Version Description
2.08 The crypto map force-encaps command has been
introduced.

3.16.5 crypto map I2tp-server dhcp route

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Assign a route which is transmitted in DHCP INFORM messages to the L2TP
server clients.

Command with no prefix cancels the specified route. If you use no arguments,
the entire list of routes will be cleared.

Yes
Yes

Yes

(config-crypto-map)>  12tp-server dhcp route address» inask»

(config-crypto-map)> no 12tp-server dhcp route [ addresss amasks ]

Argument |Value Description
address IP address |Network client address.
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Example

History

Argument |Value Description

mask IP-mask Network client mask. There are two ways to
enter the mask: the canonical form (for
example, 255.255.255.0) and the form of
prefix bit length (for example, /24).

(config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.

(config-crypto-map)> 12tp-server no dhcp route
IpSec::Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.

Version Description

2.12 The crypto map I2tp-server dhcp route command has
been introduced.

3.16.6 crypto map I2tp-server enable

Description

Prefix no
Change settings

Multiple input

Enable L2TP server on IPsec crypto map. By default, the setting is enabled.
Command with no prefix disables the setting.

Yes

Yes

No

Synopsis I (config-crypto-map)>  12tp-server enable
I (config-crypto-map)> no 12tp-server enable
Example (config-crypto-map)> 12tp-server enable
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.
(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
disabled.
History Version Description
2.1 The crypto map I2tp-server enable command has been
introduced.
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3.16.7 crypto map I2tp-server interface

Description Bind L2TP server to the specified interface.

Command with no prefix unbinds the server.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-crypto-map)>  12tp-server interface <interface

(config-crypto-map)> no 12tp-server interface

Arguments Argument |Value Description

interface |Interface Full name or an alias of the interface. You
can see the list of available interfaces with
help of 12tp-server interface [Tab]
command.

Example (config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl
GuestWiFi

(config-crypto-map)> 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is unbound.

History Version Description
2.1 The crypto map I2tp-server interface command has
been introduced.
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3.16.8 crypto map I2tp-server ipvecp

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

History

Enable IPv6 support. DHCP IPv6 pools are created for each L2TP server. By
default, the setting is disabled.

Command with no prefix disables IPv6 support.
Yes
Yes

No

I (config-crypto-map)>  12tp-server ipvécp

I (config-crypto-map)> no 12tp-server ipvécp

(config-crypto-map)> 12tp-server ipv6cp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.

(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

Version Description
3.00 The crypto map I2tp-server ipv6cp command has been
introduced.

3.16.9 crypto map I2tp-server Icp echo

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Specify the testing rules of the L2TP server connections with LCP echo tools.
Command with no prefix disables LCP echo.

Yes

Yes

No

(config-crypto-map)>  12tp-server lcp echo <interval> «count»

(config-crypto-map)> no 12tp-server lcp echo

Argument |Value Description

interval Integer Interval between sending LCP echo, in
seconds. If within the specified time interval

thereis no LCP echo request from the remote
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Example

History

3.16.10 crypto

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

Argument |Value Description

location, the same request will be sent there
asking for response LCP reply.

count Integer The number of consecutive requests LCP echo
sent, for which no response LCP reply was
received. If count of LCP echo requests goes

unanswered, the connection is terminated.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Version Description
2.1 The crypto map I2tp-server Icp echo command has been
introduced.

map I2tp-server mru

Set MRU value to be transmitted to L2TP server. By default, 1200 value is used.
Command with no prefix resets value to default.

Yes

Yes

No

(config-crypto-map)>  12tp-server mru aru»

(config-crypto-map)> no 12tp-server mru

Argument |Value Description

mru Integer MRU value. Can take values in the range from
128 to 1500 inclusively.

(config-crypto-map)> 12tp-server mru 1500
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.
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History

3.16.11 crypto

Version Description
2.1 The crypto map I2tp-server mru command has been
introduced.

map I2tp-server mtu

Description Set MTU value to be transmitted to L27P server. By default, 1400 value is used.
Command with no prefix resets value to default.

Prefix no Yes

Change settings Yes

Multiple input No

Synopsis (config-crypto-map)>  12tp-server mtu wmtw

(config-crypto-map)> no 12tp-server mtu

Arguments Argument (Value Description

mtu Integer MTU value. Can take values in the range from
576 to 1500 inclusively.

Example (config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".
(config-crypto-map)> no 12tp-server mtu
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

History Version Description
2.11 The crypto map I2tp-server mtu command has been

introduced.

3.16.12 crypto map I2tp-server multi-login

Description Allow connection to L2TP server for multiple users from one account.
Command with no prefix disables the feature.

Prefix no Yes

Change settings Yes

Multiple input No
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Synopsis

Example

History

I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login

(config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

Version Description
2.1 The crypto map I12tp-server multi-login command has
been introduced.

3.16.13 crypto map I2tp-server nat

Description
Prefix no
Change settings

Multiple input

Synopsis

Example

History

Enable translation of addresses for L2TP server.
Command with no prefix disables the translation.
Yes

Yes

No

I (config-crypto-map)>  12tp-server nat

I (config-crypto-map)> no 12tp-server nat

(config-crypto-map)> 12tp-server nat

IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.

(config-crypto-map)> no 12tp-server nat

IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

Version Description
2.1 The crypto map 12tp-server nat command has been
introduced.
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3.16.14 crypto

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

3.16.15 crypto

Description

Prefix no

Change settings

map I2tp-server range

Assign a pool of addresses for the clients of L2TP server. By default, size 100
is used.

Command with no prefix removes a pool.
Yes
Yes

No

(config-crypto-map)>  12tp-server range begins (<end> | <size»)

(config-crypto-map)> no 12tp-server range

Argument |Value Description

begin IP address |Start address of pool.
end IP address |End address of pool.
size Integer Pool size.

(config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range deleted.

Version Description
2.1 The crypto map I12tp-server range command has been
introduced.

map I2tp-server static-ip
Bind IP address to the user. User account must have ipsec-12tp tag.

Command with no prefix removes binding.
Yes

Yes
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Multiple input

Synopsis

Arguments

Example

History

3.16.16 crypto

Description

Prefix no

Change settings

Multiple input

Synopsis

Example

History

No

(config-crypto-map)>  static-ip wsenr @address»

(config-crypto-map)> no static-ip wsenr

Argument |Value Description
user String Username.
address IP address |IP address to bind.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Version Description
2.1 The crypto map I2tp-server static-ip command has been
introduced.

map nail-up

Enable automatic renegotiation of IPsec ESP transformations at their
obsolescence. By default, setting is disabled.

Command with no prefix disables automatic renegotiation.
Yes
Yes

No

I(config-crypto-map)> nail-up

I (config-crypto-map)> no nail-up

(config-crypto-map)> nail-up
IpSec::Manager: "test": crypto map SA renegotiation enabled.

(config-crypto-map)> no nail-up
IpSec: :Manager: "test": crypto map SA renegotiation disabled.

Version Description

2.06 The crypto map nail-up command has been introduced.
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3.16.17 crypto map reauth-passive

Description Enable passive reauthentication of IPsec crypto map. By default, setting is
disabled.

Command with no prefix disables passive reauthentication.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

I (config-crypto-map)>  reauth-passive

I (config-crypto-map)> no reauth-passive

Example (config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.

(config-crypto-map)> no reauth-passive
IpSec: :Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.

History Version Description
2.1 The crypto map reauth-passive command has been
introduced.

3.16.18 crypto map set-peer

Description Set basic remote host for /Psec connection.

Command with no prefix removes the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

Arguments Argument (Value Description
remote-ip String IP address or domain name of remote host.
any Accept any incoming connections.
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Example (config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec::Manager: "test": crypto map remote primary and fallback »

peer reset.
History Version Description
2.06 The crypto map set-peer command has been introduced.

3.16.19 crypto map set-peer-fallback

Description Set backup remote host for IPsec connection. This setting can be made after
assignment of basic host (see crypto map set-peer command).

Command with no prefix removes the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-crypto-map)>  set-peer-fallback «remote-ip»

(config-crypto-map)> no set-peer-fallback

Arguments Argument (Value Description
remote-ip String IP address or domain name of remote host.
Example (config-crypto-map)> set-peer-fallback test.com

IpSec::Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

History Version Description
2.06 The crypto map set-peer-fallback command has been
introduced.

3.16.20 crypto map set-profile

Description Set the reference to existing IPsec profile (see crypto ipsec profile command).

Command with no prefix removes the reference.
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Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Yes
Yes

No

(config-crypto-map)>  set-profile profile

(config-crypto-map)> no set-profile

Argument |Value Description

profile String IPsec profile name. You can see the list of
available profiles with help of set-profile [Tab]
command.

(config-crypto-map)> set-profile [Tab]

Usage template:
set-profile {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
TEST
MYMY
VirtualIPServer
VPNL2TPServer

(config-crypto-map)> set-profile test
IpSec::Manager: "test": crypto map ipsec profile is set to "test".

(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.

Version Description
2.06 The crypto map set-profile command has been
introduced.

3.16.21 crypto map set-tcpmss

Description

Prefix no
Change settings

Multiple input

Set the limit on the segment size of outgoing TCP sessions within IPsec tunnel.
If the MSS value, which is transmitted in the header of SYN-packets, exceeds
the specified limit, command changes it. Path MTU Discovery mode allows
automatically identifiy MSS limit.

Command with no prefix removes all limits from MSS.
Yes
Yes

No
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Synopsis

Arguments

Example

History

3.16.22 crypto

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

(config-crypto-map)>  set-tcpmss anss-values

(config-crypto-map)> no set-tcpmss

Argument |Value Description

mss-value Integer MSS upper limit. Can take values in the range
from 576 to 1500.

pmtu Enable Path MTU Discovery mode.

(config-crypto-map)> set-tcpmss 1280
IpSec::Manager: "test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss
IpSec::Manager: "test": crypto map tcpmss reset.

Version Description
2.06 The crypto map set-tcpmss command has been
introduced.

map set-transform

Set the reference to existing IPsec ESP transformation (see crypto ipsec
transform-set command).

Command with no prefix removes the reference.
Yes
Yes

No

(config-crypto-map)>  set-transform«transform-set»

(config-crypto-map)> no set-transform

Argument Value Description

transform-set |String IPsec transformation name. You can see the
list of available transformations with help of
set-transform [Tab] command.

(config-crypto-map)> set-transform [Tab]
Usage template:
set-transform {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
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History

VirtualIPServer
VPNL2TPServer

(config-crypto-map)> set-transform test
IpSec::Manager: "test": crypto map ipsec transform-set is set »
to "test".

(config-crypto-map)> no set-transform
IpSec::Manager: "test": crypto map ipsec transform-set reset.

Version Description
2.06 The crypto map set-transform command has been
introduced.

3.16.23 crypto map traffic-selectors

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Assign an object group as IPsec Phase 2 selectors.
Command with no prefix removes the setting.
Yes

Yes

No

(config-crypto-map)>  traffic-selectors <locals <remote>

(config-crypto-map)> no traffic-selectors

Argument |Value Description
local String Name of local object group.
remote String Name of remote object group.

(config-crypto-map)> traffic-selectors »
_WEBADMIN_IPSEC_VPNL2TPServe-local »
_WEBADMIN_IPSEC_VPNL2TPServe-remote
IpSec::Config::CryptoMap: "test": set traffic-selectors to »
" WEBADMIN IPSEC VPNL2TPServer-local": »

" WEBADMIN IPSEC VPNL2TPServer-remote".

(config-crypto-map)> no traffic-selectors
IpSec::Config::CryptoMap: "test": reset traffic-selectors.

Version Description
4.00 The crypto map traffic-selectors command has been
introduced.
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3.16.24 crypto map virtual-ip dhcp route

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Assign a route which is transmitted in DHCP INFORM messages to the Virtual
IP server clients.

Command with no prefix deletes the specified route. If you use no arguments,
the entire list of routes will be cleared.

Yes
Yes

Yes

(config-crypto-map)>  virtual-ip dhcp route addresss mask»

(config-crypto-map)> no virtual-ip dhcp route [<address: anask> ]

Argument |Value Description
address IP address |Network client address.
mask IP-mask Network client mask. There are two ways to

enter the mask: the canonical form (for
example, 255.255.255.0) and the form of
prefix bit length (for example, /24).

(config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »
removed.

(config-crypto-map)> no virtual-ip dhcp route
IpSec: :ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM routes cleared.

Version Description

3.06 The crypto map virtual-ip dhcp route command has
been introduced.

3.16.25 crypto map virtual-ip dns-server

Description

Set DNS server issued to clients in Virtual IP server mode.

Command with no prefix deletes the address.
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Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

3.16.26 crypto

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

Yes
Yes

No

(config-crypto-map)>  virtual-ip dns-server address»

(config-crypto-map)> no virtual-ip dns-server

Argument |Value Description

address IP address |IP address of DNS server.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec: :Manager: "test": crypto map Virtual IP DNS server deleted.

Version Description

2.08 The crypto map virtual-ip dns-server command has
been introduced.

map virtual-ip enable

Enable Virtual IP server mode, when clients receive addresses from a given
range. The value of a remote subnet, specified in the corresponding access-list,
will be ignored. By default, the setting is disabled.

Command with no prefix disables the setting.
Yes
Yes

No

I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

(config-crypto-map)> virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.
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History Version Description
2.08 The crypto map virtual-ip enable command has been
introduced.

3.16.27 crypto map virtual-ip multi-login

Description Allow connection to Virtual IP server for multiple users from one account.

Command with no prefix disables the feature.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

I (config-crypto-map)>  virtual-ip multi-login

I (config-crypto-map)> no virtual-ip multi-login

Example (config-crypto-map)> virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.

(config-crypto-map)> no virtual-ip multi-login
IpSec: :Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

History Version Description
3.05 The crypto map virtual-ip multi-login command has
been introduced.

3.16.28 crypto map virtual-ip nat

Description Enable translation for remote network of Virtual IP extension server.

Command with no prefix removes the rule.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

I (config-crypto-map)>  virtual-ip nat

I (config-crypto-map)> no virtual-ip nat
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Example

History

3.16.29 crypto

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

(config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.

(config-crypto-map)> no virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

Version Description
2.08 The crypto map virtual-ip nat command has been
introduced.

map virtual-ip range

Configure the range of addresses issued to clients in Virtual IP server mode.
Command with no prefix removes the range.

Yes

Yes

No

(config-crypto-map)>  virtual-ip range <begins (<ends | <size»>)

(config-crypto-map)> no virtual-ip range

Argument |Value Description

begin IP address |The beginning of the address range.
end IP address |The end of the address range.

size Integer Address range size.

(config-crypto-map)> virtual-ip range 10.5.0.0 20
IpSec::Manager: "test": crypto map Virtual IP pool range set »
from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).

(config-crypto-map)> no virtual-ip range
IpSec: :Manager: "test": crypto map Virtual IP pool range deleted.

Version Description
2.08 The crypto map virtual-ip range command has been
introduced.
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3.16.30 crypto map virtual-ip static-ip

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Bind IP address to the user. User account must have ipsec-xauth tag.

Command with no prefix removes binding.
Yes
Yes

Yes

(config-crypto-map)>  virtual-ip static-ip wsen <address>

(config-crypto-map)> no virtual-ip static-ip wsen

Argument |Value Description
user String Username.
address IP address |IP address to bind.

(config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".

(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

Version Description
3.05 The crypto map virtual-ip static-ip command has been
introduced.

3.17 dns-proxy

Description
Prefix no
Change settings
Multiple input
Group entry

Synopsis

Access to a group of commands to manage DNS proxy service.
No
No
No

(config-dnspx)

I (config)> dns-proxy
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Example

History

(config)> dns-proxy
Core::Configurator: Done.
(config-dnspx)>

Version Description

2.04 The dns-proxy command has been introduced.

3.17.1 dns-proxy filter assign host preset

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Assign a filtering preset to a network device.

See the list of presets you can with help of show dns-proxy filter presets
command.

Command with no prefix removes the defined preset for host. If you use no
argument, the entire list of presets will be cleared for hosts.

Yes
Yes

Yes

(config-dnspx)>  filter assign host preset <host> preset>

(config-dnspx)> no filter assign host preset [<hosts]

Argument |Value Description
host MAC address |Network device MAC address.
preset String Preset name.

(config-dnspx)> filter assign host preset 04:d4:c1:51:b1:59 »
opendns-family

Dns::Filter::Public: Associated host "04:d4:c1:51:b1:59" with »
preset "opendns-family".

(config-dnspx)> no filter assign host preset 04:d4:cl:51:bl:59
Dns::Filter::Public: Removed preset for host "04:d4:c1:51:b1:59".

(config-dnspx)> no filter assign host preset
Dns::Filter::Public: Removed presets for hosts.

Version Description

3.08 The dns-proxy filter assign host preset command has

been introduced.
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3.17.2 dns-proxy filter assign host profile
Description Assign a filtering profile to a network device.
Add new profile you can with help of dns-proxy filter profile command.

See the list of profiles you can with help of show dns-proxy filter profiles
command.

Command with no prefix removes the defined profile for host. If you use no
argument, the entire list of profiles will be cleared for hosts.

Prefix no Yes
Change settings Yes
Multiple input Yes
Synopsis

(config-dnspx)>  filter assign host profile <hosts profiles

(config-dnspx)> no filter assign host profile [<host]

Arguments Argument  |Value Description
host MAC address |Network device MAC address.
profile String Profile name.
Example (config-dnspx)> filter assign host profile 00:d2:cl:54:bc:59 test

Dns::Filter::Public: Associated host "00:d2:cl1:54:bc:59" with »
profile "test".

(config-dnspx)> no filter assign host profile 00:d2:cl:54:bc:59
Dns::Filter::Public: Removed profile for host "00:d2:cl:54:bc:59".

(config-dnspx)> no filter assign host profile
Dns::Filter::Public: Removed profiles for hosts.

History Version Description
3.08 The dns-proxy filter assign host profile command has
been introduced.

3.17.3 dns-proxy filter assign interface preset

Description Assign a filtering preset to all devices on segment (exclude ones with already
assigned profiles/presets).

See the list of presets you can with help of show dns-proxy filter presets
command.
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Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Command with no prefix removes the defined preset for interface. If you use
no argument, the entire list of presets for interfaces will be cleared.

Yes
Yes

Yes

(config-dnspx)>  filter assign interface preset <interfaces preset;

(config-dnspx)> no filter assign interface preset [ «<interface; ]

Argument |Value Description

interface Interface Network interface name. Must have a private
or protected security level.

preset String Preset name.

(config-dnspx)> filter assign interface preset Bridge0® »
quad9-security

Dns::Filter::Public: Associated interface "Bridge@" with preset »
"quad9-security".

(config-dnspx)> no filter assign interface preset Bridge0
Dns::Filter::Public: Removed preset for interface "Bridge0".

(config-dnspx)> no filter assign interface preset
Dns::Filter::Public: Removed presets for interfaces.

Version Description

3.08 The dns-proxy filter assign interface preset command
has been introduced.

3.17.4 dns-proxy filter assign interface profile

Description

Prefix no

Change settings

Assign afiltering profile to all devices on segment (exclude ones with already
assigned profiles/presets).

Add new profile you can with help of dns-proxy filter profile command.

See the list of profiles you can with help of show dns-proxy filter profiles
command.

Command with no prefix removes the defined profile for interface. If you use
no argument, the entire list of profiles for interfaces will be cleared.

Yes

Yes
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Multiple input

Synopsis

Arguments

Example

History

Yes

(config-dnspx)> filter assigninterfaceprofile<interfacesprofile

(config-dnspx)> no filter assign interface profile [«interface]

Argument |Value Description

interface Interface Network interface name. Must have a private
or protected security level.

profile String Profile name.

(config-dnspx)> filter assign interface profile »
GigabitEthernet0/Vlanl DnsProfile0
Dns::Filter::Public: Associated interface »
"GigabitEthernet0/Vlanl" with profile "DnsProfile0".

(config-dnspx)> no filter assign interface profile »
GigabitEthernet0/Vlanl

Dns::Filter::Public: Removed profile for interface »
"GigabitEthernet6/Vlanl".

(config-dnspx)> no filter assign interface profile
Dns::Filter::Public: Removed profiles for interfaces.

Version Description

3.08 The dns-proxy filter assign interface profile command
has been introduced.

3.17.5 dns-proxy filter engine

Description

Prefix no

Change settings

Multiple input

Synopsis

Arguments

Selects DNS engine.

Command with no prefix disables the feature. Config request will return
empty value in case of disabled filter.

Yes
Yes

No

(config-dnspx)>  filter engine <engine»

(config-dnspx)> no filter engine

Argument |Value Description

engine interceptor |One of available DNS filtering engines.
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Example

History

3.17.6 dns-proxy filter profile

Description
Prefix no
Change settings

Multiple input

Synopsis

Arguments

Example

Argument

Value

Description

public

nextdns

opkg

skydns

(config-dnspx)> filter engine interceptor
Dns::Filter::Interceptor: Enabled.

(config-dnspx)> no filter engine
Dns::Manager: Disabled filter engine.

Version Description
3.08 The dns-proxy filter engine command has been
introduced.

Create a user-defined DNS filtering profile.

Command with no prefix removes profile.

Yes
Yes

Yes

(config-dnspx)>

filter profile name»

(config-dnspx)> no filter profile name;

Argument

Value

Description

name

String

Profile name in reduced form, not more than
32 characters. The maximum number of
profiles is 8.

(config-dnspx)> filter profile test
Dns::Filter::Public: Created profile "test".

(config-dnspx)> no filter profile test
Dns::Filter::Public: Removed profile "test".
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History Version Description
3.08 The dns-proxy filter profile command has been
introduced.

3.17.7 dns-proxy filter profile description

Description Assign description for DNS filtering profile.

Command with no prefix deletes the profile description.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-dnspx)>  filter profile name>description «description»

(config-dnspx)> no filter profile name>description «descriptions

Arguments Argument (Value Description

name String Profile name.

description |String Arbitrary description of the profile.
Example (config-dnspx)> filter profile test description MyProfilel

Dns::Filter::Public: Set description to profile "test".

(config-dnspx)> no filter profile test description
Dns::Filter::Public: Cleared description of profile "test".

History Version Description
3.08 The dns-proxy filter profile description command has
been introduced.

3.17.8 dns-proxy filter profile dns53 upstream

Description Add IP address of the DNS server to user-defined filtering profile. Number
of servers are limited to 6.

Command with no prefix removes the defined server from the list. If you use
no argument, the entire list of servers will be cleared.

Prefix no Yes
Change settings Yes
Multiple input Yes
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Synopsis

Arguments

Example

History

(config-dnspx)> filter profilename>dns53 upstream«address [:«ports]

(config-dnspx)> no filter profile <name>dns53 description [ «address»
[port] ]

Argument |Value Description

name String Profile name.

address IP address |IP address of the server.
port Integer The server port.

(config-dnspx)> filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Added DNS name server 1.1.1.1 to profile »
“test".

(config-dnspx)> no filter profile test dns53 upstream
Dns::Filter::Public: Removed DNS name server from profile "test".

(config-dnspx)> no filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Removed DNS name server 1.1.1.1 from profile »
"test".

Version Description

3.08 The dns-proxy filter profile dns53 upstream command
has been introduced.

3.17.9 dns-proxy filter profile https upstream

Description

Prefix no

Change settings

Multiple input

Synopsis

Arguments

Add DNS over HTTPS server to user-defined filtering profile. Number of servers
are limited to 6.

Command with no prefix removes the defined server from the list. If you use
no argument, the entire list of servers will be cleared.

Yes
Yes

Yes

(config-dnspx)>  filter profile <name>https upstreamwri[ spki chashs

]

(config-dnspx)> no filter profile <name>https description[«wris]

Argument |Value Description

name String Profile name.
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Argument |Value Description
url String URL of DNS service.
hash String Hash TLS certificate.
Example (config-dnspx)> filter profile test https upstream »

https://dns.google/resolve
Dns::Filter::Public: Added DNS-over-HTTPS name server »
https://dns.google/resolve to profile "test".

(config-dnspx)> no filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Removed DNS-over-HTTPS name server »
https://dns.google/resolve from profile "test".

(config-dnspx)> no filter profile test https upstream
Dns::Filter::Public: Removed DNS-over-HTTPS name server from »
profile "test".

History Version Description
3.08 The dns-proxy filter profile https upstream command
has been introduced.

3.17.10 dns-proxy filter profile intercept enable

Description Enable transit DNS requests interception for filtering profile. By default, the
interception is disabled.

Command with no prefix disables the interception for filtering profile.

Prefix no Yes
Change settings Yes
Multiple input Yes
Synopsis

(config-dnspx)>  filter profile name>intercept enable

(config-dnspx)> no filter profile <namesintercept enable

Arguments Argument |Value Description
name String Filtering profile name.
Example (config-dnspx)> filter profile DnsProfile0® intercept enable

Dns::Filter::Public: Enabled intercept in profile "DnsProfile0".

(config-dnspx)> no filter profile DnsProfile® intercept enable
Dns::Filter::Public: Disabled intercept in profile "DnsProfile0".
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History

Version Description

3.09 The dns-proxy filter profile intercept enable command
has been introduced.

3.17.11 dns-proxy filter profile tls upstream

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

Add DNS over TLS server to user-defined filtering profile. Number of servers
are limited to 6.

Command with no prefix removes the defined server from the list. If you use
no argument, the entire list of servers will be cleared.

Yes
Yes

Yes

(config-dnspx)>  filter profile <name>tls upstreamaddress [ «port»
1[ sni «fqdns> ][ spki <hash> ]

(config-dnspx)> no filter profile namestls description [ «address»][
<ports]

Argument |Value Description

name String Profile name.

address IP address |Address of the server.
FQDN

port Integer The server port.

fqdn String Full domain name.

hash String Hash TLS certificate.

(config-dnspx)> filter profile test tls upstream 1.1.1.1 8853 »
sni cloudflare-dns.com

Dns::Filter::Public: Added DNS-over-TLS name server 1.1.1.1 to »
profile "test".

(config-dnspx)> no filter profile test tls upstream 1.1.1.1 8853
Dns::Filter::Public: Removed DNS-over-TLS name server 1.1.1.1 »
from profile "test".

(config-dnspx)> no filter profile test tls upstream
Dns::Filter::Public: Removed DNS-over-TLS name server from »
profile "test".
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History

Version Description

3.08 The dns-proxy filter profile tls upstream command has
been introduced.

3.17.12 dns-proxy https upstream

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

Add DNS over HTTPS server.

Command with no prefix removes the defined server from the list. If you use
no argument, the entire list of servers will be cleared.

Yes
Yes

Yes

(config-dnspx)>  https upstreamwrls> [ «formats>][ snihash> ][ on
dnterface> ][ domain «domains ]

(config-dnspx)> no https upstream [ «wrl>]

Argument |Value Description

url String Custom URL of DNS service.

format dnsm The format to represent DNS data.
json

hash String Hash TLS certificate.

interface Interface Interface name to configure.

domain String The domain name.

(config-dnspx)> https upstream »
https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.

(config-dnspx)> https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)> https upstream https://dns.adguard.com/dns-query »
dnsm on ISP

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)> https upstream https://my.domain.com/dns-query »
dnsm domain my.lib
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History

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://my.domain.com/dns-query" (dnsm) added.

(config-dnspx)> no https upstream »
https://dns.adguard.com/dns-query

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)> no https upstream
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.

Version Description

3.01 The dns-proxy https upstream command has been
introduced.

3.08 The domain argument was added.

3.17.13 dns-proxy intercept enable

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

History

Enable transit DNS requests interception for system profile. By default, the
interception is disabled.

Command with no prefix disables the interception for system profile.
Yes
Yes

No

I (config-dnspx)>  intercept enable

I (config-dnspx)> no intercept enable

(config-dnspx)> intercept enable

Dns::Filter::Filter: Enable intercept for system profile.
(config-dnspx)> no intercept enable

Dns::Filter::Filter: Disable intercept for system profile.

Version Description

3.06 The dns-proxy intercept enable command has been
introduced.

3.08 The dns-proxy intercept enable command was removed
as obsolete.

3.09 The dns-proxy intercept enable command has been
added again.
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3.17.14 dns-proxy max-ttl

Description Set maximum TTL for DNS proxy cached entries.

Command with no prefix removes maximum TTL value.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-dnspx)>  max-ttl max-ttl

(config-dnspx)> no max-ttl

Arguments Argument (Value Description
max-ttl Integer The maximum value of TTL. Can take values
inthe range from 1 to 604800000 milliseconds
(1 week).
Example (config-dnspx)> max-ttl 10000

Dns::Proxy: Dns-proxy set max-ttl to 10000.

(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.

History Version Description

2.05 The dns-proxy max-ttl command has been introduced.

3.17.15 dns-proxy proceed

Description Set interval between concurrent requests, which is sent by DNS proxy to
multiple DNS servers. By default, 500 value is used.

Command with no prefix resets proceed to default.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

I (config-dnspx)>  proceed proceed>

I (config-dnspx)> no proceed
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Arguments

Example

History

Argument |Value Description

proceed Integer The value of DNS proxy proceed in
milliseconds. Can take values in the range
from 1 to 50000.

(config-dnspx)> proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.

(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.

Version Description

2.04 The dns-proxy proceed command has been introduced.

3.17.16 dns-proxy rebind-protect

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Enable protect against DNS rebinding attacks. By default, auto mode is used.
Command with no prefix disables protection.

Yes

Yes

No

(config-dnspx)>  rebind-protect (auto | strict)

(config-dnspx)> no rebind-protect

Argument |Value Description

auto Keyword Protect subnets for private interfaces.

strict Keyword Protect subnets from list IANA IPv4
Special-Purpose Address Registry1.

(config-dnspx)> rebind-protect auto
Dns::Manager: Enabled rebind protection.
(config-dnspx)> no rebind-protect
Dns::Manager: Disabled rebind protection.

Version Description
3.04 The dns-proxy rebind-protect command has been
introduced.

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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3.17.17 dns-proxy srr-reset

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Set DNS proxy send-response rating reset time. By default, value 600000 is
used.

Command with no prefix resets time reset to default.
Yes
Yes

No

(config-dnspx)>  srr-reset «<srr-reset

(config-dnspx)> no srr-reset

Argument |Value Description

srr-reset Integer The value of time reset in milliseconds. Can
take values in the range from 0 to 600000.

(config-dnspx)> srr-reset 111
Dns::Manager: Set send-response rating reset time to 111 ms.

(config-dnspx)> no srr-reset
Dns::Manager: Reset send-response rating reset time to default.

Version Description

2.12 The dns-proxy srr-reset command has been introduced.

3.17.18 dns-proxy tls upstream

Description

Prefix no
Change settings
Multiple input

Synopsis

Add DNS over TLS server.

Command with no prefix removes the defined server from the list. If you use
no argument, the entire list of servers will be cleared.

Yes
Yes

Yes

(config-dnspx)>  tls upstreamaddress; [ «port> ][ sni«fqdns ][ spki
<hash>][on<interface> ][ domain «domain; ]

I (config-dnspx)> no tls upstream [ <address» ][ «ports]
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Arguments Argument (Value Description
address IP address |IP address of the server.
port Integer The server port.
fqdn String Full domain name.
hash String Hash TLS certificate.
interface Interface Interface name to configure.
domain String The domain name.

Example (config-dnspx)> tls upstream 1.1.1.1 853 sni cloudflare-dns.com
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)> tls upstream 1.1.1.1 853 sni cloudflare-dns.com »
on ISP

Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)> tls upstream 144.144.144.143 853 sni »
my.domain.com domain my.lib

Dns::Secure: :ManagerDot: DNS-over-TLS name server »
144.144.144.143:853 added.

(config-dnspx)> no tls upstream 1.1.1.1 853

Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
deleted.

(config-dnspx)> no tls upstream

Dns::Secure: :ManagerDot: DNS-over-TLS name servers cleared.

History Version Description
3.01 The dns-proxy tls upstream command has been

introduced.
3.08 The domain argument was added.

3.18 dpn accept

Description Accept user agreement DPN. Until the license is accepted, the configurator
does not accept any command except READ_ONLY.

Prefix no No

Change settings No

Multiple input No

Synopsis

I(config)> dpn accept
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Example

History

(config)> dpn accept
Core::Legal: Accepted dpn version 20200330.

Version Description

3.05 The dpn accept command has been introduced.

3.19 dyndns profile

Description

Prefix no
Change settings
Multiple input
Group entry

Synopsis

Arguments

Example

History

Access to a group of commands to configure DynDns profile. If the profile is
not found, the command tries to create it. You can enter up to 32 profiles.

Command with no prefix removes DynDns profile.
Yes
Yes
Yes

(config-dyndns)

(config)> dyndns profile name>

(config)> no dyndns profile name»

Argument |Value Description

name String The profile name. Maximum name length is
64 characters.

(config)> dyndns profile _WEBADMIN
Core::Configurator: Done.
(config-dyndns)>

Version Description

2.00 The dyndns profile command has been introduced.

3.19.1 dyndns profile domain

Description

Prefix no

2 http:\\www.dyndns.com
http:\\www.no-ip.com

Assign permanent domain name to thze computer. You need to register this
domain name on the site dyndns.com® or no—ip.com3 before execution.

Command with no prefix removes the setting.

Yes
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Change settings
Multiple input

Synopsis

Arguments

Example

History

3.19.2 dyndns profile password

Description
Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

Yes

No

(config-dyndns)>

domain «domain»

(config-dyndns)> no domain

Argument

Value

Description

domain

String

The domain name. Maximum domain name
length is 254 characters.

(config-dyndns)> domain support.ddns.net
DynDns::Profile: " WEBADMIN": domain saved..

(config-dyndns)> no domain
ynDns::Profile: " WEBADMIN" domain cleared.

Version

Description

2.00

The dyndns profile domain command has been
introduced.

Set password for access via DynDns.

Yes
Yes

No

(config-dyndns)>

password (passworads

(config-dyndns)> no password

Argument

Value

Description

password

String

The password for authentication. Maximum
password length is 64 characters.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

password 123456789
" WEBADMIN": password saved.

no password
" WEBADMIN" password cleared.
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History Version Description
2.00 The dyndns profile password command has been
introduced.

3.19.3 dyndns profile send-address

Description Enable the necessity of connection IP address indication in DynDns request.

Command with no prefix removes the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis I (config-dyndns)>  send-address

I (config-dyndns)> no send-address

Example (config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns: :Profile: Send address is disabled.

History Version Description
2.03 The dyndns profile send-address command has been
introduced.

3.19.4 dyndns profile type

Description Set DynDns type depending on the site where the domain name was
registered.

Prefix no Yes

Change settings Yes

Multiple input No

Synopsis | (config-dyndns)>  type ctypes

I (config-dyndns)> no type
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Arguments

Example

History

Argument |Value Description
type dyndns Used if the domain name was registered on
the dyndns.com4 site.
noip Used if the domain name was registered on
the no—ip.com5 site.
custom Used if the domain name was registered on

the other site (defined with dyndns profile url
command).

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

type noip
" WEBADMIN": type saved.

no type
" WEBADMIN" type cleared.

Version

Description

2.00

The dyndns profile type command has been introduced.

3.19.5 dyndns profile update-interval

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

4 http://www.dyndns.com
http://www.no-ip.com

Set the address update interval for DynDns.

Command with no prefix cancels the ability to update.

Yes
Yes

No

(config-dyndns)>

update-interval «days> days [ <hours> hours ]
[ aminutes> minutes ] [ <seconds> seconds ]

(config-dyndns)> no update-interval

Argument |Value Description

days Integer Interval time in days.
hours Integer Interval time in hours.
minutes Integer Interval time in minutes.
seconds Integer Interval time in seconds.

118

Command Reference Guide — Orbiter Pro (KN-2810)



http://www.dyndns.com
http://www.no-ip.com
http://www.dyndns.com
http://www.no-ip.com

Chapter 3 Command Reference

Example (config-dyndns)> update-interval 5 days 5 hours 5 minutes 5 »
seconds
DynDns::Profile: Interval is set to 450305 seconds.

(config-dyndns)> update-interval 5 days
DynDns: :Profile: Interval is set to 432000 seconds.

(config-dyndns)> no update-interval
DynDns::Profile: Periodic registration disabled.

History Version Description
2.03 The dyndns profile update-interval command has been
introduced.

3.19.6 dyndns profile url

Description Set dynamic DNS service custom URL.
Prefix no Yes

Change settings Yes

Multiple input No

Synopsis (config-dyndns)>  urlwrb

(config-dyndns)> no url

Arguments Argument (Value Description
url String Custom URL of DNS service.
Example (config-dyndns)> url http://members.dyndns.org/nic/update

DynDns::Profile: " WEBADMIN": URL saved.

(config-dyndns)> no url
DynDns::Profile: " WEBADMIN" URL cleared.

History Version Description

2.05 The dyndns profile url command has been introduced.

3.19.7 dyndns profile username

Description Set username for access via DynDns.
Prefix no Yes
Change settings Yes
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Multiple input

Synopsis

Arguments

Example

History

No

(config-dyndns)>  username username;

(config-dyndns)> no username

Argument |Value Description

username String Username for authentication. Maximum name
length is 64 characters.

(config-dyndns)> username test@gmail.com
DynDns::Profile: " WEBADMIN": username saved.

(config-dyndns)> no username
DynDns::Profile: " WEBADMIN" username cleared.

Version Description
2.00 The dyndns profile username command has been
introduced.

3.20 easyconfig check

Description

Prefix no
Change settings
Multiple input
Group entry
Synopsis

Example

History

Access to a group of commands to configure Internet access check. To check
Internet access, first requests to the default gateway are sent. If the answer
is received, then the remote hosts specified in the settings are polled. The
duration and frequency of requests are also specified in the settings. If all
the checks have been passed, then the Internet access is provided.

No

No

No

(ezconfig-check)
(config)> easyconfig check

(config)> easyconfig check
(ezconfig-check)>

Version Description

2.00 The easyconfig check command has been introduced.
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3.20.1 easyconfig check exclude-gateway

Description Disable default gateway check. By default, the setting is enabled.

Command with no prefix enables the check back.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

I (ezconfig-check)>  exclude-gateway

I (ezconfig-check)> no exclude-gateway

Example (ezconfig-check)> exclude-gateway
Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network: :InternetChecker: Gateway checking enabled.

History Version Description
2.05 The easyconfig check exclude-gateway command has
been introduced.

3.20.2 easyconfig check max-fails

Description Specify the number of consecutive failed requests to the cloud service to
conclude that the internet is unavailable. By default, value 3 is used.

Command with no prefix resets setting to default.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(ezconfig-check)>  max-fails «count»

(ezconfig-check)> no max-fails

Arguments Argument (Value Description
count Integer Amount of failed requests. Can take values in
the range from 2 to 8 inclusively.

Example (ezconfig-check)> max-fails 5
Network::InternetChecker: A new maximum fail count set to 5.
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History

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

Version Description
2.00 The easyconfig check max-fails command has been
introduced.

3.20.3 easyconfig check period

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Set a period of checking. By default, the value 15 is used.

Command with no prefix resets setting to default.
Yes
Yes

No

(ezconfig-check)>  period «period>

(ezconfig-check)> no period

Argument |Value Description

period Integer Check interval in seconds. Can take values in

the range from 10 to 60 inclusively.

(ezconfig-check)> period 20
Network: :InternetChecker: A new check period set to 20 seconds.

(ezconfig-check)> no period
Network: :InternetChecker: Check period reset to default (15 »
seconds) .

Version Description
2.00 The easyconfig check period command has been
introduced.

3.21 easyconfig disable

Description Disable initial setup wizard. By default, the setting is enabled.
Command with no prefix enables initial setup wizard.
Prefix no Yes
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Change settings Yes
Multiple input No
Synopsis

I (config)> easyconfigdisable

I (config)> no easyconfig disable

Example (config)> easyconfig disable
EasyConfig: :Manager: Disabled.

(config)> no easyconfig disable
EasyConfig: :Manager: Enabled.

History Version Description

3.01 The easyconfig disable command has been introduced.

3.22 eula accept

Description Accept user agreement EULA. Until the license is accepted, the configurator
does not accept any command except READ_ONLY.

Prefix no No
Change settings No
Multiple input No
Synopsis

I(config)> eula accept

Example (config)> eula accept
Core::Eula: "20181001" license accepted.

History Version Description

2.15 The eula accept command has been introduced.

3.23 igmp-proxy

Description Access to a group of commands to configure IGMP.
Prefix no No

Change settings No

Multiple input No

Group entry (igmp-proxy)
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Synopsis

Example

History

I (config)>  igmp-proxy

(config)> igmp-proxy
(igmp-proxy)>

Version Description

2.06 The igmp-proxy command has been introduced.

3.23.1 igmp-proxy fast-leave

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

History

Enable the IGMP fast-leave to immediately remove a port from the forwarding
entry for a multicast group when the port receives a leave message.

Command with no prefix disables the feature.
Yes
Yes

No

I (igmp-proxy)>  fast-leave

I (igmp-proxy)> no fast-leave

(igmp-proxy)> fast-leave
Igmp::Proxy: Enabled Fast Leave.

(igmp-proxy)> no fast-leave
Igmp::Proxy: Disabled Fast Leave.

Version Description
3.09 The igmp-proxy fast-leave command has been
introduced.

3.23.2 igmp-proxy force

Description

Prefix no
Change settings

Multiple input

Force old version of IGMP. By default, the setting is disabled and the protocol
version is selected in automatic mode.

Command with no prefix resets setting to default.
Yes
Yes

No
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Synopsis

Arguments

Example

History

(igmp-proxy)>

force «protocol>

(igmp-proxy)> no force

Argument |Value Description
protocol igmp-vl Apply filtering to incoming packets.
igmp-v2 Apply filtering to outgoing packets.

(igmp-proxy)> force igmp-vl
Igmp::Proxy: Forced protocol: igmp-vl.

(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.

Version

Description

2.08

The igmp-proxy force command has been introduced.

3.24 igmp-snooping disable

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

History

Disable IGMP snooping. Command is available in Client, Repeater or AP modes

only.

Command with no prefix enables IGMP snooping.

Yes

Yes

No

I(config)> igmp-snooping disable

(config)> igmp-snooping disable
Igmp::Snooping: Disabled.

(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

Version

Description

2.12

The igmp-snooping disable command has been
introduced.
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3.25 interface

Description

Prefix no
Change settings
Multiple input
Group entry

Synopsis

Arguments

Example

Access to a group of commands to configure the selected interface. If the
interface is not found, the command tries to create it.

The interface name specifies its class that inherits certain properties, see the
diagrams in the Appendix. The commands work in relation to classes. The
corresponding interface class is specified in the command description.

Command with no prefix deletes the interface.

Yes
Yes
Yes

(config-if)

(config)> interface name>

(config)> no interface name>

Argument |Value

Description

name Interface

Full interface name or an alias. You can see
the list of available interfaces with help of
interface [Tab] command.

(config)> interface [Tab]

Usage template:
interface {name}

Choose:
Pvc
Vlan
CdcEthernet
UsbModem
RealtekEthernet
AsixEthernet
Davicom
UsbQmi
UsbLte
Yota
Bridge
PPPoOE
SSTPEthernet
SSTP
PPTP
L2TP
ZeroTier
Wireguard
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History

Proxy

OpenVPN

IPIP

XFRM

TunnelSixInFour

IKE

Gre

EoIP

Clat

MapT

DsLite

TunnelFourInSix
Chilli

Version Description

2.00 The interface command has been introduced.

3.25.1 interface atf disable

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Disable ATF for AP 2,4 GHz and 5 GHz. By default, the setting is disabled.

Command with no prefix disables the setting.
Yes
Yes
No

WiFiMaster

| (config-ifi>  atf disable

I (config-if)> no atf disable

(config-if)> atf disable

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": Airtime »

Fairness disabled.

(config-if)> no atf disable

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": Airtime »

Fairness enabled.

Version Description

3.02 The interface atf disable command has been introduced.
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3.25.2 interface atf inbound

Enable ATF for transferring inbound packets only for AP 2,4 GHz and 5 GHz.

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

By default, the setting is disabled.

Command with no prefix disables the setting.

Yes
Yes
No

WiFiMaster

I (config-if)>  atf inbound

I (config-if)> no atf inbound

(config-if)> atf inbound

Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": Airtime »

Fairness inbound is set.

(config-if)> atf inbound

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": Airtime »

Fairness inbound is set.

(config-if)> no atf inbound

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": Airtime »

Fairness inbound is unset.

Version Description

3.02 The interface atf inbound command has been
introduced.

3.25.3 interface authentication chap

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Enable CHAP authentication support.
Command with no prefix disables CHAP.
Yes

Yes

No

Secure

I (config-if)> authentication chap
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I (config-if)> no authentication chap

Example (config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface::Supplicant: "PPTPO": removed authentication: »

CHAP.
History Version Description
2.00 The interface authentication chap command has been
introduced.

3.25.4 interface authentication eap-md5

Description Enable EAP-MD5 authentication support.

Command with no prefix disables EAP-MD5.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Secure
Synopsis

I (config-if)> authentication eap-md5

I (config-if)> no authentication eap-md5

Example (config-if)> authentication eap-md5
Network::Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.

(config-if)> no authentication eap-md5
Network: :Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

History Version Description
2.00 The interface authentication eap-md5 command has
been introduced.

3.25.5 interface authentication eap-mschapv2

Description Enable EAP-MSCHAPV2 authentication support.
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Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Command with no prefix disables EAP-MSCHAPv2, MS-CHAPv2.
Yes
Yes
No

Secure

I (config-if)> authentication eap-mschapv2

I (config-if)> no authentication eap-mschapv2

(config-if)> authentication eap-mschapv2
Network: :Interface::Supplicant: "IKE®": authentication is »
unchanged.

(config-if)> no authentication eap-mschapv2
Network::Interface::Supplicant: "IKE®": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.

Version Description

3.05 The interface authentication eap-mschapv2 command
has been introduced.

3.25.6 interface authentication eap-ttis

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

Enable EAP-TTLS authentication support.
Command with no prefix disables EAP-TTLS.
Yes

Yes

No

Secure

I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

(config-if)> authentication eap-ttls
Network::Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.

(config-if)> no authentication eap-ttls
Network: :Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.
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History Version Description
2.00 The interface authentication eap-ttls command has
been introduced.

3.25.7 interface authentication identity

Description Specify user name for device authentication on the remote system. Equally
often used on PPTP, PPPoE, L2TP and Proxy connections.

Command with no prefix deletes the previously specified user name.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Secure
Synopsis

(config-if)> authentication identity <identity»

(config-if)> no authentication identity

Arguments Argument  |Value Description
identity String User name for authentication.
Example (config-if)> authentication identity mylogin

Network: :Interface::Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network::Interface::Supplicant: "PPTPO": identity cleared.

History Version Description
2.00 The interface authentication identity command has
been introduced.

3.25.8 interface authentication mschap
Description Enable MS-CHAP authentication support.

Command with no prefix disables MS-CHAP.

Prefix no Yes
Change settings Yes
Multiple input No
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Interface type Secure

Synopsis I (config-if)> authentication mschap

I (config-if)> no authentication mschap

Example (config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPO": added authentication: »
MS-CHAP.

(config-if)> no authentication mschap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

MS-CHAP.
History Version Description
2.00 The interface authentication mschap command has
been introduced.

3.25.9 interface authentication mschap-v2

Description Enable MS-CHAPv2 authentication support.

Command with no prefix disables MS-CHAPv2.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Secure
Synopsis

I (config-if)> authentication mschap-v2

I (config-if)> no authentication mschap-v2

Example (config-if)> authentication mschap-v2
Network::Interface::Supplicant: "PPTPO": authnentication is »
unchanged.

(config-if)> no authentication mschap-v2
Network::Interface::Supplicant: "PPTPO": removed authentication: »

MS-CHAPv2.
History Version Description
2.00 The interface authentication mschap-v2 command has
been introduced.
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3.25.10 interface authentication pap

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Enable PAP authentication support.
Command with no prefix disables PAP.
Yes

Yes

No

Secure

I (config-if)> authentication pap

I (config-if)> no authentication pap

(config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.

(config-if)> no authentication pap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
PAP.

Version Description
2.00 The interface authentication pap command has been
introduced.

3.25.11 interface authentication password

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Specify password for device authentication on the remote system. Equally
often used on PPTP, PPPoE, L2TP and Proxy connections.

Command with no prefix deletes the password.
Yes
Yes
No

Secure

I (config-if)> authentication password «password»

I (config-if)> no authentication password
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Arguments

Example

History

Argument

Value

Description

password

String

Password for authentication.

(config-if)> authentication password Aihoi2chal
Network::Interface::Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network: :Interface::Supplicant: "PPTPO": password cleared.

Version

Description

2.00

The interface authentication password command has
been introduced.

3.25.12 interface authentication peap

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Enable EAP-PEAP authentication support.

Command with no prefix disables EAP-PEAP.

Yes
Yes
No

Secure

I (config-if)> authentication peap

I (config-if)> no authentication peap

(config-if)> authentication peap
Network: :Interface::Ethernet: "WifiMasterl/AccessPoint@": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network::Interface::Supplicant: "WifiMasterl/AccessPoint0": »

removed authentication: PEAP.
Version Description
2.03 The interface authentication peap command has been

introduced.
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3.25.13 interface authentication shared

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Enable authentication with a shared key. This mode is used only in conjunction
with WEP encryption. Shared keys are specified by interface encryption key
command.

Command with no prefix turns authentication to open mode.
Yes

Yes

No

WiFi

I (config-if)> authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.

Version Description

2.00 The interface authentication shared command has
been introduced.

3.25.14 interface authentication wpa-psk

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Specify the pre-agreed key for authentication via WPA-PSK protocol. It is
possible to specify the key as a 256-bit hexadecimal number or as a string of
ASClII-characters. In the second case, the string is used as a code phrase to
generate the key (passphrase).

Command with no prefix removes setting.
Yes

Yes

No

WiFi

I (config-if)> authentication wpa-psk psk>
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(config-if)> no authentication wpa-psk

Arguments Argument |Value Description

psk String Pre-agreed key in the form of a 256-bit
hexadecimal number, which consists of

64 hexadecimal digits, or in the form of ASCII
string of 8 to 63 characters length.

Example (config-if)> authentication wpa-psk Eethaich9z
Network: :Interface: :Wifi: "WifiMasterl/AccessPoint@": WPA PSK set.

(config-if)> no authentication wpa-psk
Network::Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK »

removed.
History Version Description
2.00 The interface authentication wpa-psk command has
been introduced.

3.25.15 interface auto-ssid

Description Generate a custom wireless network name (SSID) based on the router's MAC
address.

Prefix no No

Changse settings Yes

Multiple input No

Interface type WifiMaster

Synopsis (config-if)>  auto-ssid «template> prefix

Arguments Argument |Value Description
template mac4 Template name — the last 4 or 6 digits of the

MAC address to be added to the prefix.
macé6

prefix String Custom string at the user's choice.

Example (config-if)> auto-ssid mac4 12313213

Network: :Interface: :AccessPoint: "WifiMaster®/AccessPoint0": »
generated SSID "12313213207E".

(config-if)> auto-ssid macé 12313213
Network: :Interface: :AccessPoint: "WifiMaster®/AccessPoint0": »
generated SSID "1231321369207E".

1 36 Command Reference Guide — Orbiter Pro (KN-2810)



Chapter 3 Command Reference

History

Version Description

3.08 The interface auto-ssid command has beenintroduced.

3.25.16 interface backhaul

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Enable support of VLAN for wireless connection between routers Keenetic in
the trunk mode. By default, setting is disabled.

Command with no prefix disables the setting.

Yes

Yes

No

WiFiMaster

| (config-if>  backhaut

I (config-if)> no backhaul

(config-if)> backhaul

Network: :Interface: :Rtx: :AccessPoint:

backhaul mode enabled.

(config-if)> no backhaul

Network::Interface: :Rtx::AccessPoint:

backhaul mode disabled.

"WifiMaster@/AccessPointl": »

"WifiMasterQ@/AccessPointl": »

Version Description

3.02 Theinterface backhaul command has beenintroduced.

3.25.17 interface band-steering

Description

Prefix no

Enable Band Steering for AP 5 GHz. By default, the setting is enabled.

For correct Band Steering operation it is necessary to fulfill the following

conditions:

*+ access points 2,4 GHz and 5 GHz are enabled both

+ they have the same SSID's

+ they have the same security settings (encryption type, key value, etc.)

Command with no prefix disables the Band Steering.

Yes
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Change settings Yes
Multiple input No
Interface type WiFiMaster
Synopsis

I (config-if)>  band-steering

I (config-if)> no band-steering

Example (config-if)> band-steering
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
enabled.

(config-if)> no band-steering
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »

disabled.
History Version Description
2.09 The interface band-steering command has been
introduced.

3.25.18 interface band-steering preference

Description Set the band to give a preference in Band Steering technology. By default, the
value is not defined.

Command with no prefix resets setting to default.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type WiFiMaster
Synopsis

(config-if)>  band-steering preference <band>

(config-if)> no band-steering preference

Arguments Argument |Value Description
band 2 2,4 GHz band.
5 5 GHz band.
Example (config-if)> band-steering preference 5

Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference is 5 GHz.
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History

(config-if)> no band-steering preference

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference disabled.

Version

Description

2.09

Theinterface band-steering preference command has
been introduced.

3.25.19 interface beamforming explicit

Description

Prefix no

Change settings

Multiple input
Interface type

Synopsis

Arguments

Example

History

Enable explicit Beamforming (eBF) for AP 5 GHz. The feature can be used for
802.11ac clients only and is incompatible with other standards. By default,
the setting is enabled.

Command with no prefix disables the explicit Beamforming.

Yes
Yes
No

WiFiMaster

(config-if)>

beamforming explicit [mu-mimo]

(config-if)> no beamforming explicit

Argument

Value

Description

mu-mimo

Keyword

Control MU-MIMO flags for explicit
Beamforming. Enable control of data flow for

multiple users.

(config-if)> beamforming explicit

Network: :Interface: :Rtx: :WifiMaster:

beamforming and SU-MIMO enabled.

(config-if)> beamforming explicit mu-mimo

"WifiMasterl":

explicit »

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": explicit »

beamforming and MU-MIMO enabled.

(config-if)> no beamforming explicit

Network::Interface: :Rtx::WifiMaster: "WifiMasterl": explicit »

beamforming and MIMO disabled.

Version Description

2.10 The interface beamforming explicit command has been
introduced.
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3.25.20 interface beamforming implicit

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Enable implicit Beamforming (iBF) for AP 5 GHz. By default, the setting is

disabled.

Command with no prefix disables the implicit Beamforming.
Yes

Yes

No

WiFiMaster

I(config-if)> beamforming implicit

I(conﬂg-ﬁﬁ>nobeamforming implicit

(config-if)> beamforming implicit

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl":

beamforming enabled.

(config-if)> no beamforming implicit

Network: :Interface: :Rtx::WifiMaster: "WifiMasterl":

beamforming disabled.

implicit »

implicit »

Version Description
2.10 The interface beamforming implicit command has been
introduced.

3.25.21 interface ccp

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

Enable CCP support during establishing connection.
Command with no prefix disables CCP.

Yes

Yes

No

PPP

I (config-if)>  ccp

I (config-if)> no ccp

(config-if)> ccp
CCP enabled.
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(config-if)> no ccp
CCP disabled.

History Version Description

2.00 The interface ccp command has been introduced.

3.25.22 interface channel

Description Set the radio channel (broadcasting frequency band) for wireless interfaces.
Wi-Fi interfaces take integers from 1 to 14 (frequency range from 2.412 GHz
to 2.484 GHz) and from 36 to 165 (frequency range from 5.180 GHz to 5.825
GHz) as channel numbers. By default, auto value is used.

Command with no prefix resets to default.

Prefix no Yes

Change settings Yes

Multiple input No

Interface type Radio

Synopsis (config-if)>  channel «channels

(config-if)> no channel

Arguments Argument (Value Description
channel number Number of radio channel.
auto Radio channel number is detected
automatically.

Example (config-if)> channel 8
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": channel set »
to 8.

(config-if)> channel 36
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": channel set »
to 36.

(config-if)> no channel
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »

mode set.
History Version Description
2.00 The interface channel command has been introduced.
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3.25.23 interface channel auto-rescan

Description Set a schedule for radio channel automatic scanning. By default, the setting
is disabled.

Command with no prefix disables the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Radio
Synopsis

(config-if)>  channel auto-rescan [ <hhs«mm> Jinterval <intervals

(config-if)> no channel auto-rescan

Arguments Argument |Value Description
interval 1 Rescan interval in hours.
6
12
24
Example (config-if)> channel auto-rescan interval 1

Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": scheduled »
auto rescan, interval 1 hour.

(config-if)> no channel auto-rescan
Network::Interface: :Rtx::WifiMaster: "WifiMaster@": auto rescan »

disabled.
History Version Description
2.07 The interface channel auto-rescan command has been
introduced.

3.25.24 interface channel width

Description Set the bandwidth for a specified channel. By default, 40-below for AP 2,4
GHz, 40-above/80 for AP 5 GHz value is used.

Command with no prefix resets to default.
Prefix no Yes

Change settings Yes
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Multiple input
Interface type

Synopsis

Arguments

Example

History

No

Radio

(config-if)>

channel width widths

(config-if)> no channel width

Argument |Value Description
width 20 Set bandwidth equal to 20 MHz.
40-above Expand the bandwidth up to 40 MHz using
next channel.
40-below Expand the bandwidth up to 40 MHz using

previous channel.

40-above/80

Expand the bandwidth up to 40/80 MHz
using next channel.

40-below/80

Expand the bandwidth up to 40/80 MHz
using previous channel.

(config-if)> channel width 20
Network: :Interface: :Rtx::WifiMaster:
bandwidth setting applied.

(config-if)> no channel width
Network::Interface: :Rtx::WifiMaster:
bandwidth settings reset to default.

"WifiMaster@": channel »

"WifiMaster0": channel »

Version Description
2.04 The interface channel width command has been
introduced.

3.25.25 interface chilli coaport

Description

Prefix no

Change settings

Multiple input
Interface type

Synopsis

Set UDP port to which disconnect requests from the RADIUS client are sent.

Command with no prefix removes the setting.

Yes
Yes
No

Chilli

I(config—if)> chilli coaport <coaport»
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Arguments

Example

History

(config-if)> no chilli coaport

Argument |Value Description

coaport Integer The CoA port number.

(config-if)> chilli coaport 3940
Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.

Version Description
2.10 The interface chilli coaport command has been
introduced.

3.25.26 interface chilli dhcpif

Description

Prefix no

Change settings

Multiple input
Interface type

Synopsis

Arguments

Example

History

Assign Chilli interface to the system network interface.
Command with no prefix cancels the association.

Yes

Yes

No

Chilli

(config-if)>  chilli dhcpif «dhcpif>

(config-if)> no chilli dhcpif

Argument (Value Description

dhcpif Interface Full interface name or an alias.

(config-if)> chilli dhcpif Bridgel
Chilli::Interface: "Chilli@": bound to Bridgel.

(config-if)> no chilli dhcpif
Chilli::Interface: "Chilli®": unbound.

Version Description
2.10 The interface chilli dhcpif command has been
introduced.
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3.25.27 interface chilli dns

Description
Prefix no
Change settings
Multiple input

Interface type

Synopsis

Arguments

Example

History

Set IP address of the DNS server.

Command with no prefix removes the setting.
Yes

Yes

No

Chilli

(config-if)>  chillidns «dns1s[«dns2;]

(config-if)> no chilli dns

Argument |Value Description
dnsl IP address |Address of primary DNS server.
dns2 IP address |Address of secondary DNS server.

(config-if)> chilli dns 8.8.8.8 1.1.1.1
Chilli::Interface: "Chilli®": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns
Chilli::Interface: "Chilli®": DNS servers reset to default.

Version Description

2.10 The interface chilli dns command has been introduced.

3.25.28 interface chilli lease

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Configure the lease time of the connected client IP addresses. By default, the
value 3600 is used.

Command with no prefix resets setting to default.
Yes
Yes
No

Chilli

I (config-if)>  chilli lease <lease>
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(config-if)> no chilli lease

Arguments Argument |Value Description
lease Integer Lease time in seconds. The maximum value
is 259200.
Example (config-if)> chilli lease 1000

Chilli::Interface: "Chilli®": lease has been set 1000 seconds.

(config-if)> no chilli lease
Chilli::Interface: "Chilli0": lease has been reset to default »
(3600 seconds).

History Version Description

2.1 The interface chilli lease command has been introduced.

3.25.29 interface chilli login

Description Configure authorization to connect to the RADIUS server.
Prefix no No
Change settings No
Multiple input No
Interface type Chilli
Synopsis (config-if)>  chilli login wnacs [ username «usernames password passwords
]
Arguments Argument |Value Description
mac MAC address |MAC address for authentication.
username String Username for authentication.
password String The password for authentication.
Example (config-if)> interface Chilli® chilli login 00:01:02:03:04:05

Chilli::Interface: "Chilli0@": sent login request for »
00:01:02:03:04:05

(config-if)> interface Chilli@ chilli login 00:01:02:03:04:05 »
username test password test

Chilli::Interface: "Chilli0@": sent login request for »
00:01:02:03:04:05
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History

Version Description

4.00 The interface chillilogin command has been introduced.

3.25.30 interface chilli logout

Description
Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Force the MAC address of the specified client to be disabled.
No
No
No

Chilli

(config-if)>  chilli logout (<mac> | all)

Argument |Value Description
mac MAC address |MAC address of the registered client.
all Keyword Disable all MAC addresses.

(config-if)> chilli logout 64:a2:22:51:b4:11

(config-if)> chilli logout all
Chilli::Interface: "Chilli®": service restarted.

Version Description
2.10 The interface chilli logout command has been
introduced.

3.25.31 interface chilli macauth

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Enable user authentication option based on MAC address detection only.

Command with no prefix disables the setting.
Yes
Yes
No

Chilli

I (config-if)>  chilli macauth

I (config-if)> no chilli macauth
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Example

History

(config-if)> chilli macauth
Chilli::Interface: "Chilli0": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli®": macauth cleared.

Version Description
2.10 The interface chilli macauth command has been
introduced.

3.25.32 interface chilli macpasswd

Description
Prefix no
Change settings
Multiple input

Interface type

Synopsis

Arguments

Example

History

Set the password for MAC address authentication.
Command with no prefix removes the setting.
Yes

Yes

No

Chilli

(config-if)>  chilli macpasswd <macpasswd>

(config-if)> no chilli macpasswd

Argument |Value Description

macpasswd String The user password.

(config-if)> chilli macpasswd 1234567890

Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli@": macpasswd cleared.

Version Description
2.1 The interface chilli macpasswd command has been
introduced.

3.25.33 interface chilli nasip

Description

Set RADIUS option NAS IP Address. Allows you to configure and use an arbitrary

IP address.

Command with no prefix removes the setting.
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Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Yes
Yes
No
Chilli

(config-if)>  chilli nasip («address> | interface wan> | auto)

(config-if)> no chilli nasip

Argument |Value Description

address |IP address Specific IP address of the server.

wan Interface IP address from the specified WAN interface.
auto Keyword IP address from the current WAN interface.

(config-if)> chilli nasip 95.213.215.187
Chilli::Interface: "Chilli®": NAS IP address set to »
"95.213.215.187".

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli®": NAS IP address set to auto.

(config-if)> no chilli nasip
Chilli::Interface: "Chilli®": NAS IP address cleared.

Version Description

2.10 The interface chilli nasip command has been introduced.

3.25.34 interface chilli nasmac

Description

Prefix no
Change settings
Multiple input

Interface type

Set MAC address for RADIUS Called-Station-ID attribute. By default, MAC
address of the guest network is used.

Command with no prefix resets setting to default.
Yes
Yes
No

Chilli
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Synopsis

Arguments

Example

History

(config-if)>  chilli nasmac mac>

(config-if)> no chilli nasmac

Argument |Value Description

mac MAC address |New MAC address for RADIUS
Called-Station-ID.

(config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli@": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli®": NAS MAC address cleared.

Version Description
2.1 The interface chilli nasmac command has been
introduced.

3.25.35 interface chilli profile

Description Assign Chilli profile to the Chilli interface.
Command with no prefix removes the setting.
Prefix no Yes
Change settings Yes
Multiple input No
Interface type Chilli
Synopsis (config-if)>  chilli profile qrofiles
(config-if)> no chilli profile
Arguments Argument  |Value Description
profile String RADIUS server profile name.
Example (config-if)> chilli profile Wi-Fi_SYSTEM
Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.
(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.
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History Version Description
2.10 The interface chilli profile command has been
introduced.

3.25.36 interface chilli radius

Description Add the RADIUS server addresses.

Command with no prefix removes the servers.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Chilli
Synopsis

(config-if)>  chilli radius <serverls [ «server2;]

(config-if)> no chilli radius

Arguments Argument  |Value Description
serverl String Address of first RADIUS server.
server2 String Address of second RADIUS server.
Example (config-if)> chilli radius radius.example.net radius2.example.net

Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.example.net, radius2.example.net.

(config-if)> no chilli radius
Chilli::Interface: "Chilli@": RADIUS servers cleared.

History Version Description
2.10 The interface chilli radius command has been
introduced.

3.25.37 interface chilli radiusacctport
Description Set accounting UDP-port of RADIUS server. By default, value 1813 is used.

Command with no prefix resets port to default.
Prefix no Yes

Change settings Yes
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Multiple input
Interface type

Synopsis

Arguments

Example

History

No

Chilli

(config-if)>  chilli radiusacctport <radiusacctport;

(config-if)> no chilli radiusacctport

Argument Value Description

radiusacctport String The port number.

(config-if)> chilli radiusacctport 1819
Chilli::Interface: "Chilli@": radiusacctport set to 1819.

(config-if)> no chilli radiusacctport
Chilli::Interface: "Chilli@": radiusacctport reset to default.

Version Description
3.06 The interface chilli radiusacctport command has been
introduced.

3.25.38 interface chilli radiusauthport

Description

Prefix no

Change settings

Multiple input
Interface type

Synopsis

Arguments

Example

Set authentication UDP-port of RADIUS server. By default, value 1812 is used.
Command with no prefix resets port to default.

Yes

Yes

No

Chilli

(config-if)>  chilli radiusauthport <radiusauthport,

(config-if)> no chilli radiusauthport

Argument Value Description

radiusauthport String The port number.

(config-if)> chilli radiusauthport 1820
Chilli::Interface: "Chilli@": radiusauthport set to 1820.

(config-if)> no chilli radiusauthport
Chilli::Interface: "Chilli@": radiusauthport reset to default.
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History Version Description
3.06 The interface chilli radiusauthport command has been
introduced.

3.25.39 interface chilli radiuslocationid

Description Set location identifier of RADIUS server. It should be in the format isocc=,
cc=, ac=, network=.

Command with no prefix removes the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Chilli
Synopsis

(config-if)>  chilli radiuslocationid radiuslocationid»

(config-if)> no chilli radiuslocationid

Arguments Argument Value Description
radiuslocationid |String Location identifier value.
Example (config-if)> chilli radiuslocationid »

isocc=,cc=,ac=,network=WiFiSYSTEM,
Chilli::Interface: "Chilli®": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, ".

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli®": radiuslocationid cleared.

History Version Description
2.10 The interface chilli radiuslocationid command has been
introduced.

3.25.40 interface chilli radiuslocationname

Description Set location name of RADIUS server.
Command with no prefix removes the setting.
Prefix no Yes

Change settings Yes
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Multiple input No
Interface type Chilli
Synopsis

(config-if)>  chilli radiuslocationname <radiuslocationname;

(config-if)> no chilli radiuslocationname

Arguments Argument Value Description
radiuslocationname|String Location name.

Example (config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli@": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli@": radiuslocationname cleared.

History Version Description

2.10 The interface chilli radiuslocationname command has
been introduced.

3.25.41 interface chilli radiusnasid

Description Set Network Access Server identifier.

Command with no prefix removes the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Chilli
Synopsis

(config-if)>  chilli radiusnasid <radiusnasids

(config-if)> no chilli radiusnasid

Arguments Argument (Value Description
radiusnasid |String NAS identifier.
Example (config-if)> chilli radiusnasid keeneticru_12

Chilli::Interface: "Chilli@": radiusnasid set to "keeneticru 12".

(config-if)> no chilli radiusnasid
Chilli::Interface: "Chilli®": radiusnasid cleared.
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History

Version Description
2.10 The interface chilli radiusnasid command has been
introduced.

3.25.42 interface chilli radiussecret

Description
Prefix no
Change settings
Multiple input

Interface type

Synopsis

Arguments

Example

History

Set shared secret for both RADIUS servers.
Command with no prefix removes the setting.
Yes

Yes

No

Chilli

(config-if)>  chilli radiussecret <radiussecret»

(config-if)> no chilli radiussecret

Argument |Value Description

radiussecret|String A secret value.

(config-if)> chilli radiussecret 12df34fd
Chilli::Interface: "Chilli®": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli@": radiussecret cleared.

Version Description
2.10 The interface chilli radiussecret command has been
introduced.

3.25.43 interface chilli uamallowed

Description

Prefix no
Change settings

Multiple input

Specify the resource to which the client has access without first authenticating.

Command with no prefix removes the resource from the list. If you use no
argument, the entire list of resources will be cleared.

Yes
Yes

Yes
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Interface type Chilli

Synopsis (config-if)>  chilli uamallowed wamallowed>

(config-if)> no chilli uamallowed [ «wamallowed: ]

Arguments Argument |Value Description
uamallowed |String IP-addrress, URL or subnetwork.

Example (config-if)> chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli®": "188.166.114.0/24" added to walled »
garden.

(config-if)> chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" added to walled
garden.

v

(config-if)> no chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" removed from
walled garden.

\J

(config-if)> no chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" removed from
walled garden.

v

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

History Version Description
2.10 The interface chilli uamallowed command has been
introduced.

3.25.44 interface chilli uamdomain

Description Specify the domain name to which the client has access without first
authenticating.

Command with no prefix removes the domain name from the list. If you use
no argument, the entire list of domain names will be cleared.

Prefix no Yes

Change settings Yes

Multiple input Yes

Interface type Chilli

Synopsis I (config-if)>  chilli uamdomain wamdomain>
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Arguments

Example

History

(config-if)> no chilli uamdomain [ <«uamdomains ]

Argument |Value Description

Domain name of remote host.

uamdomain String

(config-if)> chilli uamdomain example.net
Chilli::Interface: "Chilli@": "example.net" added to walled »
garden.

(config-if)> no chilli uamdomain example.net
Chilli::Interface: "Chilli@": "example.net" removed from walled »
garden.

(config-if)> no chilli uamdomain
Chilli::Interface: "Chilli0@": walled garden cleared.

Version Description
2.10 The interface chilli uamdomain command has been
introduced.

3.25.45 interface chilli uamhomepage

Description

Prefix no

Change settings

Multiple input
Interface type

Synopsis

Arguments

Example

Set URL of homepage to redirect unauthenticated users to.
Command with no prefix removes the setting.

Yes

Yes

No

Chilli

(config-if)>  chilli uamhomepage uamhomepage>

(config-if)> no chilli uamhomepage

Description
Custom URL.

Argument |Value

uamhomepage |String

(config-if)> chilli uamhomepage http://192.168.2.1/welcome.html
Chilli::Interface: "Chilli@": uamhomepage set to »
"http://192.168.2.1/welcome.html"”.

(config-if)> no chilli uamhomepage
Chilli::Interface: "Chilli@": uamhomepage cleared.
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History

Version Description
2.10 The interface chilliuamhomepage command has been
introduced.

3.25.46 interface chilli uamport

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Set TCP port to bind to for authenticating clients. By default, value 3990 is
used.

Command with no prefix resets port to default.
Yes
Yes
No

Chilli

(config-if)>  chilli uamport wamport>

(config-if)> no chilli uamport

Argument |Value Description

uamport Integer The port number.

(config-if)> chilli uamport 3922
Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

Version Description
2.10 The interface chilli uamport command has been
introduced.

3.25.47 interface chilli uamsecret

Description

Prefix no
Change settings

Multiple input

Set shared secret between UAM server and Chilli. The UAM secret is used to
hash the challenge before password computation.

Command with no prefix removes the setting.
Yes
Yes

No
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Interface type Chilli

Synopsis (config-if)>  chilli uamsecret wamsecret»

(config-if)> no chilli uamsecret

Arguments Argument |Value Description
uamsecret String A secret value.
Example (config-if)> chilli uamsecret 12df34fd

Chilli::Interface: "Chilli®": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret
Chilli::Interface: "Chilli®": uamsecret set to "".

History Version Description
2.10 The interface chilli uamsecret command has been
introduced.

3.25.48 interface chilli uamserver

Description Set URL of web server to use for authenticating clients.

Command with no prefix removes the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Chilli
Synopsis

(config-if)>  chilli uamserver wamserver;

(config-if)> no chilli uamserver

Arguments Argument |Value Description
uamserver String Custom URL of web server.
Example (config-if)> chilli uamserver »

https://auth.example.net/hotspotlogin
Chilli::Interface: "Chilli@": uamserver set to »
"https://auth.example.net/hotspotlogin".

(config-if)> no chilli uamserver
Chilli::Interface: "Chilli®": uamserver cleared.
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History

Version Description
2.10 The interface chilli uamserver command has been
introduced.

3.25.49 interface compatibility

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Set the standard for wireless communications, with which a given wireless
adapter (the interface) must be compatible. For Wi-Fi interfaces, the
compatibility is set by string of Latin letters A, B, G, N, that denote extensions
to the standard IEEE 802.11. For example, the presence 'N'in the compatibility
line will imply that the given adapter will be able to deal with the
802.11n-compatible devices via radio channel. The set of admissible
compatibility lines is defined by the hardware capabilities of a particular
adapter and provisions of the relevant additions to the IEEE 802.11 standard.

By default, “BGN” value is used for 2.4 GHz, “AN" — for 5 GHz.
No
Yes
No

Radio

(config-if)>  compatibility annex>

Argument |Value Description
annex B, G, N For 2,4 GHz.
A, N For 5 GHz.
A, N+AC Additional IEEE standard.

(config-if)> compatibility N
Network: :Interface: :Rtx: :WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": PHY mode set.

Version Description

2.00 The interface compatibility command has been
introduced.

2.06 New standard AC was added.

3.25.50 interface connect

Description

Start the process of connecting to a remote node.
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Command with no prefix terminates the connection.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type PPP, IP
Synopsis

(config-if)>  connect[via wia]

(config-if)> no connect

Arguments Argument  |Value Description
via Interface Interface through which remote node is
accessed. For PPPOE this option is mandatory.

Example (config-if)> connect via ISP

(config-if)> no connect

History Version Description

2.00 The interface connect command has been introduced.

3.25.51 interface country-code

Description Assign to the interface a literal country code, which influences the set of radio
channels. By default, RU value is used.

Prefix no No

Change settings Yes

Multiple input No

Interface type Radio

Synopsis (config-if)>  country-code «code>

Arguments Argument  |Value Description
code String The country code.

Example (config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": country code »
set.
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History

3.25.52 interface debug

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Version

Description

2.00

The interface country-code command has been
introduced.

Enable debug mode of PPP connection. Detailed info about connection
progress is saved to the system log. By default, setting is disabled.

Command with no prefix disables the debug mode.

Yes
Yes
No

PPP

I (config-if)>  debug

I (config-if)> no debug

(config-if)> debug
Network::Interface::Base: Debug enabled.

(config-if)> no debug
Network: :Interface::Base: Debug disabled.

Version

Description

2.00

The interface debug command has been introduced.

3.25.53 interface description

Description

Prefix no
Change settings
Multiple input

Synopsis

Assign arbitrary descrption to the specified network interface.

Command with no prefix deletes the description.

Yes

Yes

No

I (config-if)>  description «description»

I (config-if)> no description
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Arguments

Example

History

Argument |Value Description

description |String Arbitrary description of the interface.

(config-if)> description MYHOME
Network::Interface::Base: "Bridge0": description saved.

(config-if)> no description
Network::Interface::Base: "Bridge0": description saved.

Version Description
2.00 The interface description command has been
introduced.

3.25.54 interface down

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

History

Disable the network interface and persist the state “down” to the settings.

Command with no prefix enables the network interface and deletes “down”
from settings.

Yes
Yes

No

I (config-if)>  down

I (config-if)> no down

(config-if)> down
Network::Interface: :Base: "GigabitEthernet0/2": interface is down.

(config-if)> up
Network::Interface::Base: "GigabitEthernet0/2": interface is up.

Version Description

2.00 The interface down command has been introduced.

3.25.55 interface downlink-mumimo

Description

Enable the downlink (explicit) Beamforming (eBF) MU-MIMO for AP 5 GHz. The
feature can be used for 802.11ac clients only and is incompatible with other
standards. The setting cannot be enabled unless interface beamforming
explicit is set.

Command with no prefix disables the feature.
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Prefix no Yes

Change settings Yes

Multiple input No

Interface type WiFiMaster

Synopsis I (config-if)>  downlink-mumimo

I (config-if)> no downlink-mumimo

Example (config-if)> downlink-mumimo
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1llac/ax »
downlink-mumimo enabled.

(config-if)> no downlink-mumimo
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1lac/ax »
downlink-mumimo disabled.

History Version Description
3.05 The interface downlink-mumimo command has been
introduced.

3.25.56 interface duplex
Description Set the duplex mode of the Ethernet port. By default, auto value is set.

Command with no prefix resets setting to default.

Prefix no Yes

Change settings Yes

Multiple input No

Interface type Ethernet

Synopsis (config-if)>  duplex (full | half | auto)

(config-if)> no duplex

Arguments Argument  |Value Description
mode full Full duplex protocol.
half Half duplex protocol.
auto Auto duplex protocol.
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Example (config-if)> duplex full
Network: :Interface::Ethernet: "GigabitEthernet0/1": duplex set »
to "full".

(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex reset »

to default.
History Version Description
2.06.B.1 The interface duplex command has been introduced.

3.25.57 interface dyndns profile

Description Assign the DynDns profile to the interface. Profile must be created and
customized with dyndns profile commands before execution.

Command with no prefix unbinds the profile.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-if)>  dyndns profile ¢profile

(config-if)> no dyndns profile

Arguments Argument (Value Description
profile String The name of DynDns profile.
Example (config-if)> dyndns profile TEST

DynDns::Profile: Interface set.

(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

History Version Description
2.02 The interface dyndns profile command has been
introduced.

3.25.58 interface dyndns update

Description Update IP address for DynDns manually. By default command works in
accordance with the policy of the DynDns service provider, that is not allows
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to update too often. Using the keyword force allows you to update excluding
policy of the service provider.

Prefix no No
Change settings Yes
Multiple input No
Synopsis (config-if)>  dyndns update [ force]
Arguments Argument (Value Description
force Keyword Not take into account the update rate
recommended by service provider.

Example (config-if)> dyndns update

History Version Description
2.00 The interface dyndns update command has been

introduced.

3.25.59 interface encryption anonymous-dh

Description Enable Anonymous DH for SSTP servers without a certificate.

Command with no prefix disables Anonymous DH.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type SSTP
Synopsis

I (config-if)>  encryption anonymous-dh

I (config-if)> no encryption anonymous-dh

Example (config-if)> encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.

History Version Description
2.13 The interface encryption anonymous-dh command has
been introduced.
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3.25.60 interface encryption disable

Description
Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Disable encryption on the wireless interface.
No

Yes

No

WiFi

I (config-if)> encryption disable

(config-if)> encryption disable
Network::Interface: :Rtx::AccessPoint: "WifiMaster@/AccessPoint0": »
wireless encryption disabled.

Version Description
2.00 The interface encryption disable command has been
introduced.

3.25.61 interface encryption enable

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

Enable encryption on the wireless interface. By default, WEP encryption is
used.

Command with no prefix disables wireless interface encryption.
Yes

Yes

No

WiFi

I (config-if)>  encryption enable

I (config-if)> no encryption enable

(config-if)> encryption enable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
wireless encryption enabled.

(config-if)> no encryption enable
Network::Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
wireless encryption disabled.
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History

Version Description
2.00 The interface encryption enable command has been
introduced.

3.25.62 interface encryption key

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Specify the WEP encryption keys. Depending on the bit, the key can be
standard 64-bit WEP uses a 40 bit key (also known as WEP-40), or 128-bit WEP
uses a 26 hexadecimal characters (13 characters ASCII). Overall, there can be
1 to 4 encryption keys, with one of them default key must be assigned.

Command with no prefix removes key.

Yes

Yes

Yes

WiFi

(config-if)>  encryption key <ids («values [default] | default)

(config-if)> no encryption key «id>

Argument |Value Description

id Integer The key number. Overall, up to 4 keys could
be specified.

value String The key value as a hexadecimal number,

consisting of 10 or 26 digits.

default Keyword Indicates that this key will be used by default.

(config-if)> encryption key 1 1231231234
Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »
set.

(config-if)> no encryption key 1
Network: :Interface::Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »
removed.

Version Description
2.00 The interface encryption key command has been
introduced.
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3.25.63 interface encryption mppe

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Enable MPPE encryption support.

Command with no prefix disables MPPE encryption.

Yes
Yes
No

PPTP

I (config-if)>  encryption mppe

I(conﬁg-ﬁﬁ>noencryptionmppe

(config-if)> encryption mppe

MPPE enabled.

(config-if)> no encryption mppe

MPPE disabled.

Version

Description

2.00

The interface encryption mppe command has been
introduced.

3.25.64 interface encryption owe

Description

Prefix no
Changse settings
Multiple input
Interface type

Synopsis

Example

Enable OWE security algorithms on the wireless interface. By default, the

setting is disabled.

Command with no prefix disables OWE support.

Yes
Yes

No

WifiMaster

I (config-if)>  encryption owe

I (config-if)> no encryption owe

(config-if)> encryption owe

Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0":

OWE algorithms enabled.
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History

(config-if)> no encryption owe
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
OWE algorithms disabled.

Version Description
3.00 The interface encryption owe command has been
introduced.

3.25.65 interface encryption tkip hold-down

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Set the "countermeasure" timer value for TKIP when the joint use WPA and
WPAZ2 security algorithms on the wireless interface. By default, the value 60
is used.

Command with no prefix resets setting to default.

Yes

Yes

No

WiFi

(config-if)>  encryption tkip hold-down <hold-down>

(config-if)> no encryption tkip hold-down

Argument |Value Description

hold-down Integer Timer value in seconds. Can take values in the
range from 0 to 60. If timer is set to 0, the
setting is disabled.

(config-if)> encryption tkip hold-down 10
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
hold-down interval is 10 sec.

(config-if)> no encryption tkip hold-down
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
hold-down interval is reset to default (60 sec.).

Version Description

3.08 The interface encryption tkip hold-down command

has been introduced.
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3.25.66 interface encryption wpa

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Enable WPA security algorithms on the wireless interface. Wireless interface
can support the joint use of WPA and WPA2, but supporting WEP automatically
disables when any of the WPA is enabled.

Command with no prefix disables WPA support.
Yes

Yes

No

WiFi

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.

Version Description
2.00 The interface encryption wpa command has been
introduced.

3.25.67 interface encryption wpa2

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

Enable WPAZ2 (IEEE 802.11i, RSN) security algorithms on the wireless interface.
Wireless interface can support the joint use of WPA and WPA2, but supporting
WEP automatically disables when any of the WPA is enabled.

Command with no prefix disables WPA2 support.
Yes

Yes

No

WiFi

I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2

(config-if)> encryption wpa2
WPA2 algorithms enabled.

Orbiter Pro (KN-2810) — Command Reference Guide

171



Chapter 3 Command Reference

History

Version Description
2.00 The interface encryption wpa2 command has been
introduced.

3.25.68 interface encryption wpa3

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Enable WPA3 security algorithms on the wireless interface. Wireless interface
can supportthe joint use of WPA2 and WPA3. By default, the setting is disabled.

Command with no prefix disables WPA3 support.

Yes

Yes

No

WiFi

I (config-if)>  encryption wpa3

I (config-if)> no encryption wpa3

(config-if)> encryption wpa3
Network::Interface: :Rtx::AccessPoint:
WPA3 algorithms enabled.

(config-if)> no encryption wpa3
Network::Interface: :Rtx::AccessPoint:
WPA3 algorithms disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMasterQ@/AccessPoint0": »

Version Description
3.00 The interface encryption wpa3 command has been
introduced.

3.25.69 interface encryption wpa3 suite-b

Description Enable WPA3 security algorithms to protect sensitive data Suite-B for WPA
Enterprise. By default, the feature is disabled.
Prefix no No
Change settings Yes
Multiple input No
Interface type WiFi
Synopsis I (config-if)> encryptionwpa3 suite-b
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Example (config-if)> encryption wpa3 suite-b
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPointl": »
WPA3 SuiteB enabled.

History Version Description
3.01 The interface encryption wpa3 suite-b command has
been introduced.

3.25.70 interface flowcontrol

Description Configure Ethernet flow control Tx/Rx. By default, the feature is enabled.

Command with no prefix disables the feature.

Prefix no Yes

Change settings Yes

Multiple input No

Interface type Ethernet

Synopsis (config-if)>  flowcontrol on

(config-if)> no flowcontrol [send]

Arguments Argument (Value Description
send Keyword Flow control works asynchronously.
Example (config-if)> flowcontrol on
Network::Interface: :Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

History Version Description
2.08 The interface flowcontrol command has been
introduced.

3.25.71 interface follow

Description Copy settings from AP on WifiMaster0 (2.4 GHz) to the AP on WifiMaster with
an index greater than zero (5 GHz or above).
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Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

The follower automatically copies all changes applied to the master access
point.

If you change the follower settings, the link with the master access point is
terminated.

Warning: The WifiMaster0 access points are always used as a source
of settings. They never follow. They can only be followed.

No
Yes
No

AccessPoint

(config-if)>  follow«<access-point>

Argument Value Description

access-point |Interface |The name of an AccessPoint interface on
the WifiMaster0 2.4 GHz. You can see the

list of available interfaces with help of follow
[Tab] command.

(config-if)> follow WifiMaster0/AccessPoint0
Network: :Interface: :AccessPoint: "WifiMasterl/AccessPoint0": set »
to follow WifiMaster0/AccessPoint0.

Version Description

3.07 The interface follow command has been introduced.

3.25.72 interface ft enable

Description

Enable support of FT for Access Point (FT Over the Air, OTA) within the IEEE
802.11r standard. By default, the option is disabled.

For correct FT operation between 2,4 and 5 GHz APs it is necessary to fulfill
the following conditions:

* access points 2,4 GHz and 5 GHz are enabled both
+ they have the same SSID's

+ they have the same security settings (encryption type — WPA2 or without
password, password value, etc.)

Command with no prefix removes the setting.
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Prefix no Yes
Change settings Yes
Multiple input No
Interface type AccessPoint
Synopsis

I (config-if)>  ft enable

I (config-if)> no ft enable

Example (config-if)> ft enable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition enabled.

(config-if)> no ft enable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition disabled.

History Version Description

2.13 The interface ft enable command has been introduced.

3.25.73 interface ft mdid

Description Set Mobility Domain ID for FT. By default, KN value is used.

Command with no prefix resets setting to default.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type AccessPoint
Synopsis

(config-if)>  ft mdid wmdid>

(config-if)> no ft mdid

Arguments Argument  |Value Description
mdid String The value of Mobility Domain ID. Consists of
2 ASCII symbols.
Example (config-if)> ft mdid 1F

Network: :Interface: :Rtx::AccessPoint: "WifiMaster0O/AccessPoint0": »
fast transition MDID set to "1F".
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History

(config-if)> no ft mdid
Network::Interface: :Rtx::AccessPoint:

"WifiMaster®/AccessPoint0": »

fast transition MDID reset to default.

Version Description

2.13 The interface ft mdid command has been introduced.

3.25.74 interface ft otd

Enable support of FT Over-the-DS (Distribution System) within the IEEE 802.11r
standard. This type of FT is used for roaming in outdated subscriber devices,
for example, in the iPhone 4s. By default, the setting is disabled.

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Command with no prefix removes the setting.

Yes
Yes
No

AccessPoint

I (config-if)> ftotd

I (config-if)> no ft otd

(config-if)> ft otd
Network: :Interface: :Rtx: :AccessPoint:
fast transition OTD enabled.

(config-if)> no ft otd
Network: :Interface: :Rtx: :AccessPoint:
fast transition OTD disabled.

"WifiMaster@/AccessPoint0": »

"WifiMasterQ@/AccessPoint0": »

Version Description

2.13 The interface ft otd command has been introduced.

3.25.75 interface hide-ssid

Description

Prefix no

Enable hidden SSID mode. When using this feature, Access Point will not be
displayed in the list of available wireless networks. But if user informed of
the existence of this network and know its SSID, than he can connect to it.

The mode is disabled by default.

Command with no prefix disables the mode.

Yes
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Change settings
Multiple input
Interface type

Synopsis

Example

History

Yes
No

Access Point

I (config-if)>  hide-ssid

I (config-if)> no hide-ssid

(config-if)> hide-ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
SSID broadcasting disabled.

(config-if)> no hide-ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID broadcasting enabled.

Version Description

2.00 The interface hide-ssid command has been introduced.

3.25.76 interface iapp auto

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Generate IAPP key in automatic mode. To assign the key manually, use
interface iapp key command.

No
Yes
No

Bridge
I (config-if)>  iapp auto

(config-if)> iapp auto
Network::Interface::Rtx::Iapp: Bridge0 autoconfigured.

Version Description

3.03 The interface iapp auto command has been introduced.

3.25.77 interface iapp key

Description

Assign the TAPP Mobile Domain key for successful synchronization between
Access Points where FT works (interface ft enable command). Access Points

must belong to the same IP-subnet. By default, the key is not assigned.
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Command with no prefix removes key value.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Bridge
Synopsis

(config-if)>  iapp key <key>

(config-if)> no iapp key

Arguments Argument  |Value Description
key String The value of IAPP key. Maximum key length
is 64 characters.

Example (config-if)> iapp key 11223344556677
Network: :Interface: :Rtx::Iapp: Bridge0 key applied.

(config-if)> no iapp key
Network::Interface: :Rtx::Iapp: Bridge0® key cleared.

History Version Description

2.13 The interface iapp key command has been introduced.

3.25.78 interface idle-timeout

Description Set the interval for the STA client to disconnect from the Access Point by
inactivity timeout. By default, 600 value is used.

Command with no prefix disables the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type WiFiMaster
Synopsis

(config-if)>  idle-timeout <idle-timeout;

(config-if)> no idle-timeout

Arguments Argument Value Description

idle-timeout |Integer |Idle-timeoutvalueinseconds.Can take values
in the range from 60 to 2147483646.
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Example (config-if)> idle-timeout 500
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
value is 500 sec.

(config-if)> no idle-timeout
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »

disabled.
History Version Description
3.06 The interface idle-timeout command has been
introduced.

3.25.79 interface igmp downstream

Description Enable IGMP mode on the interface in the direction of the multicast recipients.
service igmp-proxy must be enabled on the device. There can be several
downstream interfaces.

Command with no prefix disables the mode.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type IP
Synopsis

I (config-if)>  igmp downstream
I (config-if)> no igmp downstream

Example (config-if)> igmp downstream

(config-if)> no igmp downstream

History Version Description
2.00 The interface igmp downstream command has been
introduced.

3.25.80 interface igmp fork

Description Enable the duplication of outgoing packets IGMPupstream to the specified
interface. There can be only one fork interface.

Command with no prefix disables the mode.

Prefix no Yes
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Change settings
Multiple input
Interface type

Synopsis

Example

History

Yes
No

IP

I (config-if)>  igmp fork

I (config-if)> no igmp fork

(config-if)> igmp fork

(config-if)> no igmp fork

Version

Description

2.00

The interface igmp fork command has been introduced.

3.25.81 interface igmp upstream

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Enable IGMP mode on the interface in the direction of the multicast source.
service igmp-proxy must be enabled on the device. Only one upstream
interface is allowed.

Command with no prefix disables the mode.

Yes
Yes
No

IP

I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

(config-if)> igmp upstream

(config-if)> no igmp upstream

Version

Description

2.00

The interface igmp upstream command has been
introduced.
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3.25.82 interface include

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Specify Ethernet-interface name which will be added to the software bridge

as a port.

Command with no prefix removes the interface from the bridge.

Yes
Yes
Yes

Bridge

(config-if)>

include <interfaces

(config-if)> no include <interface»

Argument

Value

Description

interface

Interface

Name or alias of the Ethernet-interface that
should be plugged into the bridge.

(config-if)> include ISP
Network: :Interface: :Bridge:

(config-if)> no include

"Bridge0": ISP included.

Network::Interface::Bridge: "Bridge0": removed ISP.
Version Description
2.00 The interface include command has been introduced.

3.25.83 interface inherit

Description

Prefix no

Specify the name of the Ethernet-interface which will be added to the program
bridge as a port. In contrast with the include command, inherit command
transfers some settings of the interface being added to the bridge, such as
IP address, mask and IP-aliases. On removing either the bridge itself or the
bridge interface, these settings, even if they have been changed will be copied

back to the vacant interface.

The command allows one to add the device control interface to the bridge
so that control is not lost.

Command with no prefix removes the interface from the bridge, returns the
settings that have earlier been inherited by the bridge back to the interface,
and resets these settings on the bridge.

Yes

Orbiter Pro (KN-2810) — Command Reference Guide

181



Chapter 3 Command Reference

Change settings Yes
Multiple input Yes
Interface type Bridge
Synopsis

(config-if)>  inherit <interface»

(config-if)> no inherit <interface»

Arguments Argument (Value Description

interface Interface Name or alias of the Ethernet-interface that
should be plugged into the bridge.

Example (config-if)> inherit GigabitEthernet0/Vlan3
Network::Interface::Bridge: "Bridgel": GigabitEthernet@/Vlan3 »
inherited in Bridgel.

(config-if)> no inherit
Network::Interface::Bridge: "Bridgel": inherit removed.

History Version Description

2.00 The interface inherit command has been introduced.

3.25.84 interface ip access-group

Description Assign a named list of filtering rules (ACL, see access-list) to the interface.
Parameter in or out indicates the traffic direction for which the ACL will be

applied. Several ACLs can be assigned to a single interface.

Command with no prefix disables the ACL for the specified interface and
traffic direction.

Prefix no Yes
Change settings Yes
Multiple input Yes
Interface type IP
Synopsis

(config-if)> ip access-group acls> «direction

(config-if)> no ip access-group [<acl>[«directions]]

Arguments Argument  |Value Description
acl String List of filtering rules as previously created
using access-list command.
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Example

History

Argument |Value Description
direction in Apply filtering to incoming packets.
out Apply filtering to outgoing packets.

(config-if)> ip access-group BLOCK in
Network: :Acl: Input "BLOCK" access list added to "CdcEthernetl".

(config-if)> ip access-group BLOCK out
Network: :Acl: Output "BLOCK" access list added to "CdcEthernetl".

(config-if)> no ip access-group BLOCK in
Network::Acl: "BLOCK" access group deleted from "CdcEthernetl".

(config-if)> no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".

Version Description
2.00 The interface ip access-group command has been
introduced.

3.25.85 interface ip address

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Change the IP address and the mask of the network interface. If the address
automatic configuration service is running on the interface, for instance,
DHCP client, (see interface ip address dhcp), then the manually set address
can be overwritten.

Command with no prefix resets the address t0 0.0.0.0.
Yes
Yes
No

IP

(config-if)> ip address address> amask>

(config-if)> no ip address

Argument |Value Description
address IP address |The network interface address.
mask IP-mask The network interface mask. There are two

ways to specify the mask: the canonical form
(for example, 255.255.255.0) and the prefix

with bit length (for example, /24).
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Example

History

The network address, defined by the IP address and mask, can specified in
either of the two ways: specify a mask in the canonical form, or set the prefix
bit length.

(config)> ip address 192.168.9.1/24
Network::Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.

Version Description

2.00 The interface ip address command has been introduced.

3.25.86 interface ip address dhcp

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

Start the DHCP client to automatically configure the network parameters: IP
address and mask of the interface, DNS servers and default gateway.

Command with no prefix stops the DHCP client, removes the dynamically
configured settings and restores the previous settings of IP address and
mask.

Yes

Yes

No

Ethernet

(config-if)>  ip address dhcp [ hostname <hostname> ]

(config-if)> no ip address dhcp

Argument |Value Description

hostname String Name of the host to be placed in the DHCP
option 12 field. This name need not be the
same as the host name entered in global

configuration mode.

(config-if)> ip address dhcp hostname QWERTY2
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp
Dhcp::Client: Stopped DHCP client on ISP.
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History Version Description
2.00 The interface ip address dhcp command has been
introduced.

3.25.87 interface ip adjust-ttl recv

Description Modify the TTL for all inbound packets on the interface.

Command with no prefix cancels the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type IP
Synopsis

(config-if)>  ip adjust-ttl recv «recv>

(config-if)> no ip adjust-ttl recv

Arguments Argument  |Value Description
recv Integer The value of TTL changing. Can take values in
the range from 1 to 255 inclusively.

Example (config-if)> dip adjust-ttl recv 1
Network::Interface::Ip: "CdcEthernet0": incoming TTL set to 1.

(config-if)> no ip adjust-ttl recv
Network::Interface::Ip: "CdcEthernet0": incoming TTL settings »

removed.
History Version Description
3.07 The interface ip adjust-ttl recv command has been
introduced. Previous command name is interface ip
adjust-ttl.

3.25.88 interface ip adjust-ttl send

Description Modify the TTL for all outbound packets on the interface.
Command with no prefix cancels the setting.
Prefix no Yes

Change settings Yes
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Multiple input
Interface type

Synopsis

Arguments

Example

History

No

IP

(config-if)> ip adjust-ttl send <send>

(config-if)> no ip adjust-ttl send

Argument |Value Description

send Integer The value of TTL changing. Can take values in

the range from 1 to 255 inclusively.

(config-if)> ip adjust-ttl send 65
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

(config-if)> no ip adjust-ttl send
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL settings »
removed.

Version Description
2.09 The interface ip adjust-ttl send command has been
introduced.

3.25.89 interface ip alias

Description

Prefix no

Change settings

Multiple input
Interface type

Synopsis

Arguments

Assign an additional IP address and mask to the network interface (alias).

Command with no prefix resets the specified alias to 0.0.0.0. If you use no
arguments, the entire list of aliases will be removed.

Yes
Yes
Yes

IP, Ethernet

(config-if)>  ip alias address> anask»

(config-if)> no ip alias [ «@ddress> anask> ]

Argument |Value Description

address IP address |Additional address of the network interface.

Additional mask of the network interface.
There are two ways to specify the mask: the

mask IP-mask

canonical form (for example, 255.255.255.0)
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Example

History

Argument |Value Description

and the prefix with bit length (for example,
/24).

(config-if)> ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 reset »
to 0.0.0.0/0.

(config-if)> no ip alias
Network: :Interface::Ip: "WifiMasterl/WifiStation@": all aliases »
removed.

Version Description

2.00 The interface ip alias command has been introduced.

3.25.90 interface ip dhcp client broadcast

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Set broadcast bit in the DHCP Discover messages, that indicate to a server
how the reply should be sent back to the client. By default, the setting is
disabled.

Command with no prefix removes the setting.
Yes
Yes
No

Ethernet

I (config-if)>  ip dhcp client broadcast

I (config-if)> no ip dhcp client broadcast

(config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.

Version Description

2.15 The interface ip dhcp client broadcast command has
been introduced.
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3.25.91 interface ip dhcp client class-id

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Specify the device vendor name where DHCP client is running (dhcp option
60).

Command with no prefix removes the setting.
Yes
Yes
No

Ethernet

(config-if)>  ip dhcp client class-id «class»

(config-if)> no ip dhcp client class-id

Argument |Value Description
class String Vendor class name, enclosed in double
quotes.

(config-if)> ip dhcp client class-id "Orbiter Pro"
Dhcp::Client: ISP DHCP client vendor class is set to "Orbiter »
Pro".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

Version Description
2.02 The interface ip dhcp client class-id command has been
introduced.

3.25.92 interface ip dhcp client debug

Description

Prefix no
Change settings
Multiple input

Interface type

Enable debug mode for DHCP client. Detailed info about DHCP client working
is saved to the system log.

Command with no prefix disables the debug mode.
Yes
Yes
No

Ethernet

188

Command Reference Guide — Orbiter Pro (KN-2810)




Chapter 3 Command Reference

Synopsis

Example

History

I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.

(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

Version Description
2.01 The interface ip dhcp client debug command has been
introduced.

3.25.93 interface ip dhcp client displace

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

Displace static address of what if it conflicts with an address from DHCP client
of main interface.

This command is executed automatically when you connect the USB Ethernet
adapter. After that the configuration will be saved and device will be restarted.

Command with no prefix cancels the displacement for the specified interface.
Yes
Yes
Yes

Ethernet

(config-if)>  ip dhcp client displace whats[ check-session ]

(config-if)> no ip dhcp client displace whats [ check-session ]

Argument Value Description

what Interface Name or alias of the interface whose static
address will be displaced.

check-session |Keyword With active SCGI sessions, it does not allow
rebooting and changing the router's
network address. By default, command is

added to default-config.

(config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.
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History

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

Version Description

2.03 The interface ip dhcp client displace command has
been introduced.

2.15 Argument check-session was added.

3.25.94 interface ip dhcp client dns-routes

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Enable automatic addition of host routes to the DNS server received from
the DHCP server. By default, the setting is enabled.

Command with no prefix disables the setting.

Yes
Yes
No

Ethernet

I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

(config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

Version

Description

2.00

The interface ip dhcp client dns-routes command has
been introduced.

3.25.95 interface ip dhcp client fallback

Description

Prefix no

Set static IP address in case of DHCP errors.

Command with no prefix cancels setting and sets 0.0.0.0. address.

Yes
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Change settings

Multiple input
Interface type

Synopsis

Arguments

Example

History

Yes
No

Ethernet

(config-if)>  ip dhcp client fallback <type>

(config-if)> no ip dhcp client fallback

Argument |Value Description

type String The type of IP address. Currently

implemented only one type — static.

(config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

Version Description
2.05 The interface ip dhcp client fallback command has been
introduced.

3.25.96 interface ip dhcp client hostname

Description

Prefix no

Change settings

Multiple input
Interface type

Synopsis

Arguments

Example

Assign a host name which is sent in DHCP-request.
Command with no prefix resets the host name to default.
Yes

Yes

No

Ethernet

(config-if)>  ip dhcp client hostname <hostname>

(config-if)> no ip dhcp client hostname

Argument |Value Description

hostname String The host name to assign.

(config-if)> ip dhcp client hostname MYHOME
Dhcp::Client: ISP DHCP client hostname is set to MYHOME.
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(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).

History Version Description
2.00 The interface ip dhcp client hostname command has
been introduced.

3.25.97 interface ip dhcp client name-servers

Description Use DNS server addresses which are received via DHCP. By default, the function
is enabled.

Command with no prefix denies using of DNS server addresses which are
received via DHCP.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Ethernet
Synopsis

I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

Example (config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.

History Version Description
2.00 The interface ip dhcp client name-servers command
has been introduced.

3.25.98 interface ip dhcp client release

Description DHCP client releases lease IP address and goes into sleep mode. Another
execution of this command takes DHCP client to the mode of automatical
obtaining of IP address.

Prefix no No
Change settings Yes
Multiple input No
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Interface type

Synopsis

Example

History

Ethernet
I (config-if)>  ip dhcp client release

(config-if)> ip dhcp client release
Dhcp::Client: IP address released.

Version Description
2.03 The interface ip dhcp client release command has been
introduced.

3.25.99 interface ip dhcp client renew

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

DHCP client releases lease IP address and passes in a mode of obtaining a
new one.

No
Yes
No

Ethernet
I (config-if)>  ip dhcp client renew

(config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

Version Description
2.03 The interface ip dhcp client renew command has been
introduced.

3.25.100 interface ip dhcp client routes

Description

Prefix no
Change settings
Multiple input

Interface type

Enable receiving routes from the provider (dhcp options 33, 121, 242). By
default it is enabled. In the configuration it is displayed only with no prefix.

Command with no prefix disables the setting.
Yes
Yes
No

Ethernet
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Synopsis I (config-if)>  ip dhcp client routes
I (config-if)> no ip dhcp client routes
Example (config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.
(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.
History Version Description
2.05 The interface ip dhcp client routes command has been
introduced.

3.25.101 interface ip flow

Description Enable NetFlow sensor on the specified interface. By default, the setting is
disabled.

Command with no prefix disables NetFlow sensor.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type IP
Synopsis

(config-if)> ip flow«direction

(config-if)> no ip flow

Arguments Argument |Value Description
direction ingress Collection of incoming traffic.
egress Collection of outgoing traffic.
both Collection of incoming and outgoing traffic
both.
Example (config-if)> ip flow ingress

Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.
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(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "both" direction.

History Version Description

2.1 The interface ip flow command has been introduced.

3.25.102 interface ip global

Description Set property “global” with a parameter to the interface. This property is
necessary to configure the default route, DynDNS client and NAT functioning.
Can represent global-interfaces as leading to the global network (the Internet).

Property “global” affects the interface priority in setting the default route.
The higher the priority the more desirable it is for the user to access the global
network through the specified interface. Internet access backup (WAN backup)
functionality is using priority “global”.

By default, setting is disabled.

Command with no prefix removes property.

Prefix no Yes

Change settings Yes

Multiple input No

Interface type IP

Synopsis (config-if)> ip global (xpriority> | order <order> | auto)

(config-if)> no ip global

Arguments Argument |Value Description
priority Integer Interface priority to configure the default
route. Can take values in the range from 1 to
65534.
order Integer Relative priority between interfaces. It can

take values in the range from 0 to 65534, but

not more than the number of global
interfaces.

auto Keyword Automatic priority calculation of the interface.
The interface is located near the end of the
list, but above order X.

Example (config-if)> ip global 10
Network::Interface::IP: "L2TP0": global priority is 10.
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History

(config-if)> ip global order 0
Network: :Interface::IP: "L2TPO": order is 1.

(config-if)> ip global auto
Network::Interface::IP: Global priority recalculated.

(config-if)> no ip global
Network::Interface::IP: "L2TPO": global priority cleared.

Version Description
2.00 The interface ip global command has been introduced.
2.09 The order and auto arguments were added.

3.25.103 interface ip mru

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Set the value of MRU to be transmitted to a remote node during establishing
the PPP (IPCP) connection. By default, 1460 value is used.

Command with no prefix resets the MRU value to default.
Yes
Yes
No

PPP

(config-if)>  ip mru wmru

(config-if)> no ip mru

Argument |Value Description

mru Integer MRU value.

(config-if)> ip mru 1492
Network::Interface::Ppp: "PPPoEO": MRU saved.

(config-if)> no ip mru
Network: :Interface::Ppp: "PPPoEO": MRU reset to default.

Version Description

2.00 The interface ip mru command has been introduced.
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3.25.104 interface ip mtu

Description Set the MTU value on the network interface. When establishing a connection
via PPP (IPCP), packets with defined MTU size will be sent to the remote host,
even if the host requested a lower MTU value.

Command with no prefix resets the MTU value to that which was before the
first use of the command.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type IP
Synopsis

(config-if)>  ip mtu mtw

(config-if)> no ip mtu

Arguments Argument |Value Description

mtu Integer MTU value. Can take values in the range from
64 to 65535 inclusively.

Example (config-if)> ip mtu 1500
Network::Interface::Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network::Interface::Base: "GigabitEthernetl": static MTU reset »

to default.
History Version Description
2.00 The interface ip mtu command has been introduced.

3.25.105 interface ip nat loopback

Description Enable reverse translation to send local requests to the local server from the
Internet. By default, the setting is enabled for the Home segment interfaces
(private and protected security levels).

Command with no prefix disables NAT loopback.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type IP
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Synopsis I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback

Example (config-if)> ip nat loopback
Network: :StaticNat: NAT loopback is explicitly enabled on "Home".

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

History Version Description

2.1 The ip nat loopback command has been introduced.

3.25.106 interface ip remote

Description Set a remote peer static address.
Prefix no Yes

Change settings Yes

Multiple input No

Interface type PPP

Synopsis

(config-if)>  ip remote address>

(config-if)> no ip remote

Arguments Argument (Value Description
address IP address |Aremote peer address.
Example (config-if)> ip remote 192.168.2.19

Network::Interface::Ppp: "L2TPO": remote address saved.

(config-if)> no ip remote
Network: :Interface::Ppp: "L2TPO": remote address erased.

History Version Description

2.00 The interface ip remote command has been introduced.

3.25.107 interface ip tcp adjust-mss

Description Set the limit on the segment size of outgoing TCP sessions. If the MSS value,
which is transmitted in the header of SYN-packets, exceeds the specified limit,
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Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

command changes it. The command is applied to the interface and affects

all outgoing TCP SYN packets.

Command with no prefix removes all limits from MSS.
Yes

Yes

No

IP

(config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

Argument |Value Description

pmtu Keyword Set the upper limit of MSS, equal to the
minimum MTU along the path to the remote
peer.

mss Integer MSS upper limit.

(config-if)> ip tcp adjust-mss pmtu
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> ip tcp adjust-mss 1300
Network: :Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss

Network::Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

Version Description
2.00 The interface ip tcp adjust-mss command has been
introduced.

3.25.108 interface ipcp address

Description

Prefix no
Change settings
Multiple input

Interface type

Use address from the remote peer.
Command with no prefix disables the setting.
Yes

Yes

No

PPP
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Synopsis

Example

History

I (config-if)>  ipcp address

I (config-if)> no ipcp address

(config-if)> ipcp address
using address from remote peer

(config-if)> no ipcp address
not using address from remote peer

Version

Description

3.09

The interface ipcp address command has been
introduced.

3.25.109 interface ipcp default-route

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Use the remote peer address as default gateway. By default, the setting is

enabled.

Command with no prefix denies default gateway changing.

Yes
Yes
No

PPP

I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

(config-if)> ipcp default-route
Using peer as a default gateway.

Version

Description

2.00

The interface ipcp default-route command has been
introduced.

3.25.110 interface ipcp dns-routes

Description

Prefix no

Use routes which are received via IPCP. By default, the setting is enabled.

Command with no prefix removes the setting.

Yes
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Change settings Yes
Multiple input No

Interface type PPP
Synopsis

I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

Example (config-if)> ipcp dns-routes
DNS routes enabled

(config-if)> no ipcp dns-routes
DNS routes disabled

History Version Description
2.02 The interface ipcp dns-routes command has been
introduced.

3.25.111 interface ipcp name-servers

Description Use DNS servers addresses which are received via IPCP. By default, the setting
is enabled.

Command with no prefix removes the setting.

Prefix no Yes
Change settings Yes
Multiple input No

Interface type PPP
Synopsis

I (config-if)>  ipcp name-servers

I (config-if)> no ipcp name-servers

Example (config-if)> ipcp name-servers
using remote name servers.

(config-if)> no ipcp name-servers
not using remote name servers.

History Version Description
2.00 The interface ipcp name-servers command has been
introduced.
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3.25.112 interface ipcp vj

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Enable compression of TCP/IP headers by Van Jacobson's method. By default,
the setting is disabled.

Command with no prefix disables compression.
Yes
Yes
No

PPP

(config-if)>  ipcp vj [cid]

(config-if)> no ipcp vj

Argument |Value Description
cid Keyword Enable compression of Connection ID into
headers.

(config-if)> ipcp vj cid
V] compression enabled.

(config-if)> no ipcp vj
V] compression disabled.

Version Description

2.03 The interface ipcp vj command has been introduced.

3.25.113 interface ipsec encryption-level

Description

Prefix no
Change settings
Multiple input

Interface type

Set encryption level for IPSec connection that is automatically associated with
the tunnel. By default, the normal value is used.

A detailed description of each level is given in the Appendix.
Command with no prefix resets encryption level to default.
Yes

Yes

No

Secure
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Synopsis

Arguments

Example

History

(config-if)>

ipsec encryption-level <levels

(config-if)> no ipsec encryption-level

Argument |Value Description
level weak Weak level, DES and MD5 algorithms enabled.
normal Level is compatible with most systems, priority

is given to AES128 and SHA1.

normal-3des

Level is compatible with most systems, priority
is given to 3DES and SHA1.

strong The strongest level, PFS is mandatory, priority
is given to AES256 and SHAT.

weak-pfs The same as weak, but for the second phase
PFS group 1 and 2 is enabled.

normal-pfs |Thesame asnormal, butforthe second phase

PFS group 2 and 5 is enabled.

normal-3des-pfs

The same as normal - 3des, but for the second
phase PFS group 5 and 14 is enabled.

high

A set of modern algorithms for external
providers of VPN services.

strong-aead

The strongest level, priority is given to AES256
and SHA1 with addition of AEAD algorithms.

strong-aead-pfs

The strongest level, PFS is mandatory, priority
is given to AES256 and SHA1 with addition of
AEAD algorithms.

(config-if)> ipsec encryption-level high
Network::Interface::Secure: "IKEQ": security level is set to »

"high" .

(config-if)> no ipsec encryption-level
Network::Interface::Secure: "IKEO": security level was reset.

Version Description

2.08 The interface ipsec encryption-level command has been
introduced.

3.07 New levels of encryption has been added — high,

strong-aead and strong-aead-pfs.

3.25.114 interface ipsec force-encaps

Description

Enable support of ESP forced encapsulation in UDP for client tunnels. By
default, the feature is disabled.

Command with no prefix cancels the setting.
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Prefix no Yes
Change settings Yes
Multiple input No
Interface type Secure
Synopsis

I (config-if)>  ipsec force-encaps

I (config-if)> no ipsec force-encaps

Example (config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
enabled.

(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »

disabled.
History Version Description
2.12 The interface ipsec force-encaps command has been
introduced.

3.25.115 interface ipsec ignore

Description Disable processing incoming IKE packets for IPSec service on the interface.
By default the command is disabled.

Command with no prefix cancels the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Secure
Synopsis

I (config-if)>  ipsec ignore

I (config-if)> no ipsec ignore

Example (config-if)> ipsec ignore
IpSec::Manager: Interface "Gre0" added to IPsec ignore list.

(config-if)> no ipsec ignore
IpSec::Manager: Interface "Gre0®" removed from IPsec ignore list.

204 Command Reference Guide — Orbiter Pro (KN-2810)




Chapter 3 Command Reference

History

Version Description
2.10 The interface ipsec ignore command has been
introduced.

3.25.116 interface ipsec ikev2

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Enable IKEv2 protocol for IPSec connection that is automatically associated
with the tunnel. By default, IKEv1 is used.

Command with no prefix resets setting to default.
Yes
Yes
No

Secure

I (config-if)>  ipsec ikev2

I (config-if)> no ipsec ikev2

(config-if)> ipsec ikev2
Network: :Interface: :Secure: IKEv2 is enabled.

(config-if)> no ipsec ikev2
Network: :Interface: :Secure: IKEv2 is disabled, enable IKEvl.

Version Description
2.10 The interface ipsec ikev2 command has been
introduced.

3.25.117 interface ipsec nail-up

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Enable automatic changes of the secret keys for L2TP/IPsec, EoIP/IPsec,
Gre/IPsec, IPIP/IPsec tunnels. By default, setting is enabled.

Command with no prefix disables the setting.
Yes
Yes
No

Secure

I (config-if)>  ipsec nail-up
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Example

History

I (config-if)> no ipsec nail-up

(config-if)> ipsec nail-up
Network: :Interface::Secure: SA renegotiation enabled.

(config-if)> no ipsec nail-up
Network::Interface::Secure: SA renegotiation disabled.

Version Description
2.12 The interface ipsec nail-up command has been
introduced.

3.25.118 interface ipsec name-servers

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Use DNS server addresses which are received via IKEv1 or IKEv2 IPSec server.
By default, the function is enabled.

Command with no prefix denies using of DNS server addresses which are
received via IKEv1 and IKEv2 IPSec server.

Yes
Yes
No

Secure

I (config-if)>  ipsec name-servers

I (config-if)> no ipsec name-servers

(config-if)> ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are enabled.

(config-if)> no ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are disabled.

Version Description
3.06 The interface ipsec name-servers command has been
introduced.
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3.25.119 interface ipsec preshared-key

Description Set PSK key for IPSec connection that is automatically associated with the
tunnel. Command also enables IPSec for this tunnel.

Command with no prefix resets the key.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Secure
Synopsis

(config-if)>  ipsec preshared-key key>

(config-if)> no ipsec preshared-key

Arguments Argument |Value Description
key String Secret PSK key value.
Example (config-if)> ipsec preshared-key 12345678

Network::Interface::Secure: "Gre0": preshared key was set.

(config-if)> no ipsec preshared-key
Network: :Interface::Secure: "Gre0": preshared key was reset.

History Version Description
2.08 The interface ipsec preshared-key command has been
introduced.

3.25.120 interface ipsec proposal lifetime

Description Set lifetime of IPSec transformation Phase1 on the interface. By default, the
value 28800 is used.

Command with no prefix resets setting to default.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Secure
Synopsis

I (config-if)>  ipsec proposal lifetime (lifetime>
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(config-if)> no ipsec proposal lifetime
Arguments Argument |Value Description
lifetime Integer Lifetime of IPSec transformation in seconds.
Can take values in the range from 60 to
2147483647.
Example (config-if)> ipsec proposal lifetime 222222
Network: :Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.

(config-if)> no ipsec proposal lifetime
Network::Interface::Secure: IPsec IKE proposal lifetime reset »

to 28800 s.
History Version Description
2.1 The interface ipsec proposal lifetime command has
been introduced.

3.25.121 interface ipsec proposal local-id

Description Set custom local identifier for IKE.

Command with no prefix removes the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Secure
Synopsis

(config-if)>  ipsec proposal local-id «local-id>

(config-if)> no ipsec proposal local-id

Arguments Argument (Value Description
local-id String IP address or domain name of local host.
Example (config-if)> ipsec proposal local-id 192.168.8.4

Network: :Interface: :Secure: Set IKE local ID to "192.168.8.4".

(config-if)> no ipsec proposal local-id
Network: :Interface: :Secure: Reset IKE local ID.
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History Version Description
3.08 The interface ipsec proposal local-id command has
been introduced.

3.25.122 interface ipsec proposal remote-id

Description Set custom remote identifier for IKE.

Command with no prefix removes the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Secure
Synopsis

(config-if)>  ipsec proposal remote-id <remote-id>

(config-if)> no ipsec proposal remote-id

Arguments Argument  |Value Description
remote-id String IP address or domain name of remote host.
Example (config-if)> ipsec proposal remote-id my.domain.com

Network: :Interface: :Secure: Set IKE remote ID to "my.domain.com".

(config-if)> no ipsec proposal remote-id
Network::Interface: :Secure: Reset IKE remote ID.

History Version Description
3.08 The interface ipsec proposal remote-id command has
been introduced.

3.25.123 interface ipsec transform-set lifetime

Description Set lifetime of IPSec transformation Phase2 on the interface. By default, the
value 28800 is used.

Command with no prefix resets setting to default.

Prefix no Yes
Change settings Yes
Multiple input No

Orbiter Pro (KN-2810) — Command Reference Guide 209



Chapter 3 Command Reference

Interface type Secure

Synopsis (config-if)> ipsec transform-set lifetime «lifetime;

(config-if)> no ipsec transform-set lifetime

Arguments Argument |Value Description
lifetime Integer Lifetime of IPSec transformation in seconds.
Can take values in the range from 60 to
2147483647.
Example (config-if)> ipsec transform-set lifetime 2222222

Network::Interface: :Secure: IPsec ESP transform-set lifetime set »
to 2222222 s.

(config-if)> no ipsec transform-set lifetime
Network: :Interface: :Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.

History Version Description
2.1 The interface ipsec transform-set lifetime command
has been introduced.

3.25.124 interface ipv6 address

Description Confgure an IPv6 address on the interface. If the argument is auto, address
is autoconfigured. Passing a literal address as an argument will assign it
statically.

Command with no prefix removes the setting.

Prefix no Yes
Change settings Yes
Multiple input Yes
Synopsis

(config-if)>  ipv6 address (<address> | <block> | auto)

(config-if)> no ipv6 address [ «address> | <block> | auto]

Arguments Argument |Value Description
address IPv6 address|The network interface address.
block IPv6 address|The network interface address with mask.
auto Keyword Enable stateless autoconfiguration.
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Example (config-if)> ipv6 address 2a01:291:2:612:52ff:20ff:fe00:1e87
Network: :Interface::Ip6: "GigabitEthernetl": added static address »
2a01:291:2:612:52ff:20ff:fe00:1e87.

(config-if)> ipv6 address 2001:db8::1
Network: :Interface::Ip6: "GigabitEthernetl": added static address »
2001:db8::1.

(config-if)> ipv6 address fd08:a648:e303::3/64
Network: :Interface::Ip6: "GigabitEthernetl": added static address »
fd08:a648:e303::3/64.

(config-if)> no ipv6 address 2a01:291:2:612:52ff:20ff:fe00:1e87
Network::Interface::Ip6: "GigabitEthernetl": removed static »
address 2a01:291:2:612:52ff:20ff:fe00:1e87.

(config-if)> no ipv6 address
Network: :Interface::Ip6: "GigabitEthernetl": cleared addresses.

History Version Description
2.00 The interface ipv6 address command has been
introduced.

3.25.125 interface ipv6 name-servers

Description Configure retrieval of DNS information. When auto is set, enables DHCPv6
name-server requests.

Command with no prefix removes the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-if)>  ipv6 name-servers (auto)

(config-if)> no ipv6 name-servers [auto]

Arguments Argument (Value Description
auto Keyword Enable name-server autoconfiguration.
Example (config-if)> ipv6é name-servers auto

Name servers provided by the interface network are accepted.
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History

3.25.126 interface ipv6 prefix

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Version

Description

2.00

The interface ipv6 name-servers command has been
introduced.

Configure prefix delegation. When auto is set, prefix is requested via

DHCPv6-PD.

Command with no prefix removes the setting.

Yes
Yes

No

(config-if)>

ipv6 prefix («prefix> | auto)

(config-if)> no ipv6 prefix [ prefix> | auto]

Argument |Value Description
auto Keyword Enable prefix delegation.
prefix Prefix Manual input of prefix.

(config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.

Version

Description

2.00

The interface ipv6 prefix command has been introduced.

3.25.127 interface ipvécp

Description Enable IPv6CP support during establishing connection.
Command with no prefix disables IPv6CP.
Prefix no Yes
Change settings Yes
Multiple input No
Interface type PPP
Synopsis I (config-if)>  ipvécp
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I (config-if)> no ipv6cp

Example (config-if)> ipvécp
IPv6CP enabled.

History Version Description

2.00 The interface ipv6cp command has been introduced.

3.25.128 interface Icp acfc

Description Enable compression negotiation of the Data Link Layer Address and Control
fields. By default, the feature is disabled.

Command with no prefix disables this option and all the remote peer requests
for the ACFC negotiation will be rejected.

Prefix no Yes
Change settings Yes
Multiple input No

Interface type PPP
Synopsis

(config-if)>  lcp acfc [cid]

(config-if)> no lcp acfc

Arguments Argument |Value Description
cid Keyword Enable compression of Connection ID into
headers.
Example (config-if)> lcp acfc cid

ACFC compression enabled

(config-if)> no lcp acfc cid
ACFC compression disabled

History Version Description

2.03 The interface Icp acfc command has been introduced.

3.25.129 interface Icp echo

Description Specify the testing rules of the PPP connection with LCP echo tools.

By default, interval is set to 30, count is set to 3.
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Command with no prefix disables LCP echo.

Prefix no Yes
Change settings Yes
Multiple input No

Interface type PPP
Synopsis

(config-if)>  lcp echo <intervals <count> [adaptive]

(config-if)> no lcp echo

Arguments Argument  |Value Description

interval Integer Interval between sending LCP echo, in
seconds. If within the specified time interval
thereis no LCP echo request from the remote
location, the same request will be sent there
asking for response LCP reply.

count Integer The number of consecutive requests LCP echo
sent, for which no response LCP reply was
received. If count of LCP echo requests goes
unanswered, the connection is terminated.

adaptive Keyword Pppd will send LCP echo-request frames only
if no traffic was received from the peer since
the last echo-request was sent.

Example (config-if)> lcp echo 20 2
Network: :Interface: :Ppp: "PPPoEO": LCP echo parameters updated.

(config-if)> no lcp echo
Network::Interface::Ppp: "PPPoEQ": LCP echo disabled.

History Version Description
2.00 The interface Icp echo command has been introduced.
2.06 The adaptive keyword has been added.

3.25.130 interface Icp pfc

Description Enable compression negotiation of the PPP Protocol field. By default, the
feature is disabled.

Command with no prefix disables this option and all the remote peer requests
for the PFC negotiation will be rejected.

Prefix no Yes

Change settings Yes
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Multiple input
Interface type

Synopsis

Arguments

Example

History

No

PPP

(config-if)>  lcp pfc[cid]

(config-if)> no lcp pfc

Argument |Value Description
cid Keyword Enable compression of Connection ID into
headers.

(config-if)> lcp pfc cid
PFC compression enabled

(config-if)> no lcp pfc cid
PFC compression disabled

Version Description

2.03 The interface Icp pfc command has been introduced.

3.25.131 interface Idpc

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Enable the LDPC code for AP 5 GHz. By default, the feature is disabled.
Command with no prefix disables this feature.

Yes

Yes

No

WifiMaster

I (config-if)>  ldpc

I (config-if)> no ldpc

(config-if)> ldpc
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC enabled.

(config-if)> no ldpc
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC disabled.

Version Description

2.07 The interface Idpc command has been introduced.
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3.25.132 interface led wan

Description Display the interface status by means of LED. SelectedWan control should
be chosen with system led command. By default, function is disabled.

Command with no prefix disables the feature.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis | (config-ifi>  led wan

I (config-if)> no led wan

Example (config-if)> led wan
Network::Interface::Led: Selected WAN GigabitEthernetl.

(config-if)> no led wan
Network::Interface::Led: Selected no WAN.

History Version Description

2.08 The interface led wan command has been introduced.

3.25.133 interface lldp disable

Description Disable LLDP agent on interface. By default, the feature is enabled.

Command with no prefix enables LLDP agent.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis I(config-if)> 1ldp disable

| (config-if)> no Lldp disable

Example (config-if)> 1ldp disable
Network::DiscoveryManager: LLDP agent is disabled on interface »
"ISP".

(config-if)> no 1ldp disable
Network: :DiscoveryManager: LLDP agent is enabled on interface »
"ISP".
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History Version Description
2.11 The interface lldp disable command has been
introduced.

3.25.134 interface mac access-list address

Description Add a MAC address to the permit/deny filtering list of the interface. Type of
access list is set with interface mac access-list type command.

Command with no prefix removes the specified MAC address from the ACL.

Prefix no Yes

Change settings Yes
Multiple input Yes
Interface type Access Point
Synopsis

(config-if)> mac access-1list address «address

(config-if)> no mac access-list address «address>

Arguments Argument  |Value Description
address MAC address |A MAC address to be added to the ACL.
Example (config-if)> mac access-list address 64:a2:f9:53:b2:12

Network::Interface::Ethernet: "WifiMaster0@/AccessPointl": added »
64:a2:1f9:53:b2:12 to the ACL.

(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster0/AccessPointl": removed »
64:22:19:53:b2:12 from the ACL.

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster®/AccessPointl": ACL »

cleared.
History Version Description
2.00 The interface mac access-list address command has
been introduced.

3.25.135 interface mac access-list type

Description Set the type for filtering list of the interface. Type is not defined by default
(none value assigned).
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Prefix no No
Change settings Yes
Multiple input No
Interface type Access Point
Synopsis (config-if)> mac access-list type <type
Arguments Argument (Value Description
type none Type of filtering list is not defined.
permit Only approved MAC addresses will be added
to the list.
deny Only restricted MAC addresses will be added
to the list.
Example (config-if)> mac access-list type permit

Network: :Interface: :Ethernet: "WifiMaster0/AccessPointl": ACL »
type changed to permit.

History Version Description
2.00 The interface mac access-list type command has been
introduced.

3.25.136 interface mac address

Description Set the MAC address to the specified network interface. Address is specified
in hexadecimal format 00:00:00:00:00:00. The command allows one to

assign arbitrary address, but warns the user if the new address “multicast”
bit is set or “OUI enforced” bit is cleared.

Command with no prefix resets the original MAC addresses on the interface.

Warning: Change MAC address on Wi-Fi interface is prohibited.
Prefix no Yes
Change settings Yes
Multiple input No
Interface type MAC

Synopsis I (config-if)> mac address aac>

I (config-if)> no mac address
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Arguments Argument (Value Description
mac MAC address |New MAC address of the interface.
Example (config-if)> mac address 3C:1F:6E:2A:1C:BA

(config-if)> no mac address

History Version Description
2.00 The interface mac address command has been
introduced.

3.25.137 interface mac address factory

Description Set the factory MAC address to the interface.
Prefix no No
Change settings Yes
Multiple input No
Interface type MAC
config-if)>  mac address factory <name
Synopsis ( fig-if) dd f y
Arguments Argument (Value Description
name lan "LAN" MAC address will be assigned to the
interface.
wan "WAN" MAC address will be assigned to the
interface.
wlan5 "WLANS5" MAC address will be assigned to the
interface.
Example (config-if)> mac address factory lan

Core::System::UConfig: done.

History Version Description
2.00 The interface mac address factory command has been
introduced.

3.25.138 interface mac band

Description Bind a registered host to a 2.4 GHz or 5 GHz frequency band.
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Command with no prefix removes the binding. If you use no argument, the
entire list of bindings will be cleared.

Prefix no Yes
Change settings Yes
Multiple input Yes
Interface type Bridge
Synopsis

(config-if)>  mac band wmac> <band>

(config-if)> no mac band [ mac> ]

Arguments Argument  |Value Description
mac MAC address |MAC address of the registered client.
band 0 2,4 GHz band.
1 5 GHz band.
Example (config-if)> mac band c0:b8:83:c2:cbh:11 0

Network::Interface::Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:ch:11 to 2.4 GHz.

(config-if)> mac band c0:b8:83:c2:ch:11 1
Network::Interface: :Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:cb:11 to 5 GHz.

(config-if)> no mac band c0:b8:83:c2:cbh:85
Network: :Interface: :Rtx::MacBand: "Bridge0": unbound »
c0:b8:83:c2:ch:85 from 2.4 GHz.

(config-if)> no mac band
Network: :Interface: :Rtx: :MacBand: Unbound all hosts.

History Version Description

3.05 The interface mac band command has been introduced.

3.25.139 interface mac bssid

Description Specify the Access Point's MAC address to connect to WISP.

Command with no prefix removes the MAC address.

Prefix no Yes
Change settings Yes
Multiple input No
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Interface type WifiStation

Synopsis (config-if)>  mac bssid cbssid

(config-if)> no mac bssid

Arguments Argument |Value Description
bssid MAC address |MAC address of WISP Access Point.
Example (config-if)> mac bssid 56:ff:20:00:1e:11

Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

History Version Description

2.13 The interface mac bssid command has been introduced.

3.25.140 interface mac clone

Description Clone the MAC address from the operator's PC to the interface.
Prefix no No
Change settings Yes
Multiple input No
Interface type MAC, IP
Synopsis I (config-if)> mac clone
Example (config-if)> mac clone
History Version Description
2.00 The interface mac clone command has been introduced.

3.25.141 interface mac vht40
Description Add a host to VHT40 compatibility list.

Command with no prefix removes the host from the list. If you use no
argument, the entire list of hosts will be cleared.

Prefix no Yes
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Change settings Yes
Multiple input Yes
Interface type WiFiMaster
Synopsis

(config-if)>  mac vht40 «vht40;

(config-if)> no mac vht40 [ «vht40> ]

Arguments Argument (Value Description
vht40 MAC address |MAC address of the host.
Example (config-if)> mac vht40 fa:8e:80:ec:12:11

Network::Interface: :Rtx::WifiMaster: "WifiMasterl": added »
"fa:8e:80:ec:12:11" to VHT40 compatibility list.

(config-if)> no mac vht40 fa:8e:80:ec:58:e2
Network: :Interface::Rtx::WifiMaster: "WifiMasterl": removed »
"fa:8e:80:ec:12:11" from VHT40 compatibility list.

(config-if)> no mac vht40
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": cleared VHT40 »
compatibility list.

History Version Description

3.06 The interface mac vht40 command has been introduced.

3.25.142 interface openvpn accept-routes

Description Enable receiving routes from a remote side via OpenVPN.

Command with no prefix disables the feature.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type OpenVPN
Synopsis

I (config-if)>  openvpn accept-routes

I (config-if)> no openvpn accept-routes

Example (config-if)> openvpn accept-routes
Network::Interface::0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.

222 Command Reference Guide — Orbiter Pro (KN-2810)



Chapter 3 Command Reference

History

(config-if)> no openvpn accept-routes
Network: :Interface: :0OpenVpn: "OpenVPNO": disable automatic routes »
accept via tunnel.

Version Description

2.10 The interface openvpn accept-routes command has
been introduced.

3.25.143 interface openvpn connect

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Set interface for OpenVPN connection. If you use no argument, connection
is set via any interface.

No
Yes
No

OpenVPN

(config-if)>  openvpn connect [viawias]

(config-if)>  openvpn connect

Argument |Value Description
via Interface Full interface name or an alias.

(config-if)> openvpn connect via ISP
Network: :Interface: :0penVpn: "OpenVPNO": set connection via ISP.

(config-if)> openvpn connect
Network: :Interface: :0penVpn: "OpenVPNO": set connection via any »
interface.

Version Description
2.10 The interface openvpn connect command has been
introduced.

3.25.144 interface openvpn name-servers

Description

Use DNS server addresses which are received via OpenVPN server. By default,
the function is enabled.

Command with no prefix denies using of DNS server addresses which are
received via OpenVPN server.

Orbiter Pro (KN-2810) — Command Reference Guide 223



Chapter 3 Command Reference

Prefix no Yes
Change settings Yes
Multiple input No
Interface type OpenVPN
Synopsis

I (config-if)>  openvpn name-servers

I (config-if)> no openvpn name-servers

Example (config-if)> openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO®": automatic name servers »
via tunnel are enabled.

(config-if)> no openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »
via tunnel are disabled.

History Version Description
3.06 The interface openvpn name-servers command has
been introduced.

3.25.145 interface peer

Description Specify ID of the remote peer to which the PPP connection will be used. A
more precise meaning of configurition depends on interface type. For
example, for PPPoE the interface peer command specifies the name of access
hub, for PPTP — remote host name or IP address, and for SSTP — specifies
a remote server with port 443 or another.

Command with no prefix cancels the setting.

Prefix no Yes
Change settings Yes
Multiple input No

Interface type PPP
Synopsis

(config-if)>  peer peer

(config-if)> no peer

Arguments Argument |Value Description

peer String Remote connection pointID or remote server
address host.example.net:port. By default,

port number is 443.
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Example

History

(config-if)> peer 111

(config-if)> peer host.example.net:5555

Version Description
2.00 The interface peer command has been introduced.
2.12 Added the ability to change the port of a remote server.

3.25.146 interface peer-isolation

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Enable the isolation of wireless clients in the Home segment. The setting
applies on the Bridge interface and has an effect for all access points included
in it. Also, it blocks traffic from wireless clients inside the L2 network.

Command with no prefix cancels the setting.
Yes

Yes

No

Bridge

I(config-if)> peer-isolation

I (config-if)> no peer-isolation

(config-if)> peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network: :Interface::Ethernet: "Bridge0": peer isolation disabled.

Version Description
2.10 The interface peer-isolation command has been
introduced.

3.25.147 interface ping-check profile

Description

Prefix no

Change settings

Assign Ping Check profile to the interface.
Command with no prefix cancels the setting.
Yes

Yes
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Multiple input

Synopsis

Arguments

Example

History

No

(config-if)>  ping-check profile profile»

(config-if)> no ping-check profile

Argument |Value Description

profile String Profile name to assign.

(config-if)> ping-check profile test
PingCheck::Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

Version Description
2.04 The interface ping-check profile command has been
introduced.

3.25.148 interface ping-check restart

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

Enable interface restart if Ping Check is triggered (Internet is not available on
interface). By default the function is disabled.

Command with no prefix disables the function.
Yes
Yes

No

(config-if)>  ping-check restart[<interface]

(config-if)> no ping-check restart

Argument |Value Description

interface Interface Full name or alias of the interface to be
restarted when the Ping Check on the binded
interface is triggered. If this argument is not
specified, the interface binded with Ping Check
profile will be restarted.

(config-if)> ping-check restart
PingCheck::Client: Enabled "PPPoE@" interface restart.
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(config-if)> ping-check restart ISP
PingCheck::Client: Enabled "ISP" interface restart for "PPPoEO".

(config-if)> no ping-check restart
PingCheck::Client: Remove restart settings for "PPPoEO".

History Version Description
3.04 The interface ping-check restart command has been
introduced.

3.25.149 interface pmf

Description Enable PMF functionality.

Command with no prefix disables the feature.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type WiFi
Synopsis

I (config-if)>  pmf

I (config-if)> no pmf

Example (config-if)> pmf
Network::Interface: :Rtx::WifiStation: "WifiMaster@/WifiStation0": »
PMF enabled.

(config-if)> no pmf
Network: :Interface: :Rtx::WifiStation: "WifiMasterQ/WifiStation0": »
PMF disabled.

History Version Description

2.09 The interface pmf command has been introduced.

3.25.150 interface power

Description Set the transmitter power for the radio interface. Transmitter power is limited
by the hardware capabilities and state laws applicable to radio broadcast.
This command allows one to only reduce the power of the transmitter relative
to its maximum power, such as to decrease potential interference with other
devices in this range/band. By default, the setting value of the power is set
to 100.
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Prefix no No
Change settings Yes
Multiple input No
Interface type Radio
Synopsis (config-if)>  power <powenr
Arguments Argument (Value Description
power Integer The transmitter power as the percentage of
the maximum power (from 1 to 100).

Example (config-if)> power 1
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": TX power »
level set.

History Version Description
2.00 The interface power command has been introduced.

3.25.151 interface pppoe service

Description Specify PPPoE service. If service is not defined, then PPPoE client will be
connected to an arbitrary service.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type PPPoE
Synopsis

(config-if)>  pppoe service <service;

(config-if)> no pppoe service

Arguments Argument (Value Description
service String Name of PPPoE service.
Example (config-if)> pppoe service TEST

Network::Interface: :Pppoe: "PPPoOEQ": service set.

(config-if)> no pppoe service
Network::Interface: :Pppoe: "PPPOEQ": service removed.
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History

Version

Description

2.05

The interface pppoe service command has been
introduced.

3.25.152 interface pppoe session auto-cleanup

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Enable sending a PADT packet for the unfinished PPPoE session. By default
the option is enabled.

Command with no prefix disables sending a PADT packet.

Yes
Yes
No

PPPOE

I (config-if)>  pppoe session auto-cleanup

I (config-if)> no pppoe session auto-cleanup

(config-if)> pppoe session auto-cleanup
Network::Interface::Ppp: "PPPoEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup
Network: :Interface: :Ppp: "PPPoEO": disabled session auto cleanup.

Version

Description

3.03

The interface pppoe session auto-cleanup command

has been introduced.

3.25.153 interface preamble-short

Description
Prefix no
Change settings
Multiple input
Interface type

Synopsis

Use short preamble. By default, the setting is disabled.

Yes
Yes
No

Radio

I (config-if)>  preamble-short

I (config-if)> no preamble-short
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Example

History

(config-if)> preamble-short
Network: :Interface::Rtx::WifiMaster: "WifiMasterQ@": short »
preamble enabled.

(config-if)> no preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble disabled.

Version Description
2.00 The interface preamble-short command has been
introduced.

3.25.154 interface proxy connect

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Start the process of connecting to the proxy server. By default, connection is
setvia any interface.

Command with no prefix resets value to default.
Yes
Yes
No

Proxy

(config-if)>  proxy connect [ via «via» ]

(config-if)> no proxy connect

Argument |Value Description
via Interface Interface through which remote node is
accessed.

(config-if)> proxy connect via WifiMasterl/WifiStation0
Proxy::Interface: "Proxy0": set connection via »
WifiMasterl/WifiStationO.

(config-if)> no proxy connect
Proxy::Interface: "Proxy0": set connection via any interface.

Version Description
3.09 The interface proxy connect command has been
introduced.
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3.25.155 interface proxy protocol

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Set the connection protocol. By default, the http protocol and TCP connection
is used for proxy server.

Command with no prefix resets setting to default.

Yes
Yes
No

Proxy

(config-if)>

proxy protocol protocol»

(config-if)> no proxy protocol

Argument |Value Description
protocol socks5 Use SOCKS5 protocol for connection.
http Use HTTP or HTTPS protocol for connection.

(config-if)> proxy protocol socks5
Proxy::Interface: "Proxy0": set proxy protocol to socks5.

(config-if)> no proxy protocol
Proxy::Interface: "Proxy0": reset proxy protocol.

Version

Description

3.09

The interface proxy protocol command has been
introduced.

3.25.156 interface proxy socks5-udp

Description

Prefix no
Change settings
Multiple input

Interface type

Enable UDP mode for the SOCKS5 protocol. By default, the UDP mode is

disabled.

Command with no prefix disables the mode.

Yes
Yes
No

Proxy
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Synopsis I (config-if)>  proxy socks5-udp

I (config-if)> no proxy socks5-udp

Example (config-if)> proxy socks5-udp
Proxy::Interface: "Proxy0": enable SOCKS5 UDP mode.

(config-if)> no proxy socks5-udp
Proxy::Interface: "Proxy0": disable SOCKS5 UDP mode.

History Version Description

4.1 The interface proxy socks5-udp command has been
introduced.

3.25.157 interface proxy udpgw-upstream

Description Set proxy server for UDP connection.
Note: Command is available if the SOCKS5 is the connection
protocol.

Command with no prefix removes the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Proxy
Synopsis

(config-if)>  proxy udpgw-upstream <host> [ ports]

(config-if)> no proxy udpgw-upstream

Arguments Argument |Value Description
host String IP-address or domain name of proxy server.
port Integer The UDP port of server.

Example (config-if)> proxy udpgw-upstream 202.150.93.130 8080

Proxy::Interface: "Proxy0": set proxy UDPGW upstream to »
202.150.93.130:8080.

(config-if)> no proxy udpgw-upstream
Proxy::Interface: "Proxy0": cleared proxy UDPGW upstream.

232 Command Reference Guide — Orbiter Pro (KN-2810)




Chapter 3 Command Reference

History Version Description
4.1 The interface proxy udpgw-upstream command has
been introduced.

3.25.158 interface proxy upstream

Description Set proxy server for connection.

Command with no prefix removes the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Proxy
Synopsis

(config-if)>  proxy upstream <host [port>]

(config-if)> no proxy upstream

Arguments Argument  |Value Description
host String IP-address or domain name of proxy server.
port Integer The server port.

Example (config-if)> proxy upstream 161.8.174.48 1080

Proxy::Interface: "Proxy@": set proxy upstream to »
161.8.174.48:1080.

(config-if)> no proxy upstream
Proxy::Interface: "Proxy0": cleared proxy upstream.

History Version Description
3.09 The interface proxy upstream command has been
introduced.

3.25.159 interface reconnect-delay

Description Set the period of time between reconnection attempts. By default, value 3 is
used.

Command with no prefix resets setting to default.
Prefix no Yes

Change settings Yes
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Multiple input
Interface type

Synopsis

Arguments

Example

History

No

PPP

(config-if)>  reconnect-delay «sec>

(config-if)> no reconnect-delay

Argument |Value Description

Value of time in seconds. Can take values in
the range from 3 to 600.

sec Integer

(config-if)> reconnect-delay 3
Network::Interface::Ppp: "PPTP1": reconnect delay set to 3 »
seconds.

(config-if)> no reconnect-delay
Network::Interface::Ppp: "PPTPO": reconnect delay reset to »
default.

Version Description
2.1 The interface reconnect-delay command has been
introduced.

3.25.160 interface rekey-interval

Description

Prefix no

Change settings

Multiple input
Interface type

Synopsis

Arguments

Set the period of time between automatic changes of the secret keys, which
all devices on the network share. By default, 86400 value is used.

Command with no prefix disables keys changing.
Yes

Yes

No

WiFi

(config-if)>  rekey-interval <interval

(config-if)> no rekey-interval

Argument |Value Description

interval Integer Value of rekey interval in seconds.
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Example

History

(config-if)> rekey-interval 3000
Network::Interface::Rtx::WifiMaster: "WifiMasterQ": rekey »
interval is 3000 sec.

(config-if)> no rekey-interval
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": rekey »
interval disabled.

Version Description

2.06 The interface rekey-interval command has been
introduced.

2.15 Added default value of rekey interval 3600 sec.

3.04 Default value of rekey interval is changed to 86400 sec.

3.25.161 interface rename

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Assign arbitrary name to the specified network interface. The interface can
be referred to by the new name just like by ID.

Command with no prefix removes the setting.

Warning: Do not rename Home interface. This can cause unpredictable
system errors.

Yes

Yes

No

(config-if)>  rename <rename>

(config-if)> no rename

Argument |Value Description

rename String New interface name.

(config-if)> rename PPPoEl
Network: :Interface: :Base: "PPPoEO": renamed to "PPPoEl".

(config-if)> no rename
Network: :Interface: :Base: "PPPoEQ": name cleared.

Version Description

2.08 The interface rename command has been introduced.
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3.25.162 interface rf e2p set

Description Change the memory cell value of calibration data at offset by value for the
specified interface.

Prefix no No
Change settings No
Multiple input No
Interface type Radio
Synopsis (config-if) rf e2p set«offset>walue
Arguments Argument  |Value Description
offset Hex Memory cell location. Can take values in the

range from 1EO@ to 1FE.

value Hex Value to be set. Can take values in the range
from 0 to FFFF.

Example (config-if)> rf e2p set 1f6 0
Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

History Version Description

2.04 Theinterface rf e2p set command has been introduced.

3.25.163 interface role

Description Set a role for the interface. Multiple roles can be assigned to one interface.
Command is used for correct view of VLAN connections in the web interface.

Command with no prefix removes the role. If you use no arguments, the
entire list of roles will be removed.

Prefix no Yes
Change settings No
Multiple input Yes
Synopsis

(config-if)> role«roles[ for<ifor:]

(config-if)> no role[ role]

Arguments Argument |Value Description

role inet Interface is used for Internet connection.
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Example

History

Argument |Value Description
iptv Interface is used for IPTV service.
voip Interface is used for VoIP service.
misc Interface is used for IP Policy.
ifor Interface Full interface name or an alias.

(config-if)> role iptv for GigabitEthernetl
Network: :Interface::Base: "GigabitEthernetl": assigned role »

"iptv" for GigabitEthernetl.

(config-if)> no role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": deleted role "iptv".

(config-if)> no role

Network::Interface::Base: "GigabitEthernetl": deleted all roles.

Version Description
2.06 The interface role command has been introduced.
2.10 Argument misc was added.

3.25.164 interface rrm

Enable RRM for search of nearby APs according to IEEE 802.11k standard in
order to provide this AP list to the subscriber device by request. By default,

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

the option is disabled.

Command with no prefix removes the setting.

Yes
Yes
No

AccessPoint

I (config-if)>  rrm

I (config-if)> no rrm

(config-if)> rrm

Network::Interface: :Rtx::AccessPoint:

RRM enabled.

(config-if)> no rrm

Network: :Interface: :Rtx: :AccessPoint:

RRM disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMaster0@/AccessPoint0": »
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History

Version Description

2.13 The interface rrm command has been introduced.

3.25.165 interface schedule

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Assign a schedule to the interface. Schedule must be created and customized
with schedule action command before execution.

Command with no prefix unbinds the schedule.
Yes
Yes

No

(config-if)>  schedule <schedule»

(config-if)> no schedule

Argument |Value Description

schedule Schedule The name of the schedule that was created

with schedule group of commands.

(config-if)> schedule WIFI
Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

Version Description

2.06 The interface schedule command has been introduced.

3.25.166 interface security-level

Description

Specify the interface security level. The security levels define the firewall logic:

+ Allow establishing private — public connections.

+ Prohibit establishing connections coming to the public interface, i. e. in

the direction public - private and public - public.

+ The device itself accepts network connections (allows control) only from

private interfaces.

+ Data transfer between private interfaces can be allowed or disallowed

depending on the isolate-private global parameter.
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Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

* protected interfaces have no access to device and to other
private/protected subnetworks, butthey have access to publicinterfaces

and to the internet. The device provides only DHCP and DNS services to
the protected segments.

+ Datatransfer from privateto protected interfacesis forbidden by default.
To allow such connection use the no isolate-private command.

Note: By default, to all newly created interfaces public security
level assigned.

Access lists access-list have higher priority than the security
levels, so they can be used to set additional rules of packet
filtering.

No
Yes
No

IP
I (config-if)> security-level (public | private | protected)

Despite the fact that there is no functionality to disable the firewall completely,
itis possible to disable it for particular directions. Suppose that it is necessary
to allow data transfer between the “home” network Home and global network

PPPoEO. To accomplish that, to both interfaces must be assigned private
security level and function isolate-private must be disabled.

(config)> interface Home security-level private
Network: :Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOEO security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

Note: The firewall and the address translation — are the functions
designed to solve fundamentally different problems.
Enabling NAT between Home and PPPoEO interfaces in the

configuration shown above, does not prohibit access to the
network Home from the global network. Even as the address

translation is enabled by command ip nat Home, the
packets from PPPoE® will get to Home network.
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History Version Description
2.00 The interface security-level command has been
introduced.
2.06 The protected parameter was added.

3.25.167 interface speed

Description Configure the speed of the Ethernet interface. By default, auto value is set.

Command with no prefix resets setting to default.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Ethernet
Synopsis

(config-if)> speed (10 | 100 | 1000 | auto)

(config-if)> no speed

Arguments Argument  |Value Description
10 Keyword Connection speed in Mbit/s.
100
1000
auto Keyword Automatical speed configuration.
Example (config-if)> speed 1000
Network: :Interface::Ethernet: "GigabitEthernetl/0": speed set »
to 1000.

(config-if)> no speed
Network: :Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).

History Version Description

2.06.B.1 The interface speed command has been introduced.

3.25.168 interface speed nonegotiate

Description Disable autonegotiation. By default, autonegotiation is enabled.

Command with no prefix enables autonegotiation.
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Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Yes
Yes
No

Ethernet

I (config-if)>  speed nonegotiate

I (config-if)> no speed nonegotiate

(config-if)> speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate
Network: :Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation enabled..

Version Description
2.08 The interface speed nonegotiate command has been
introduced.

3.25.169 interface ssid

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Specify the wireless network name (SSID) for WiFiStation and AccessPoint

interfaces. Depending on the interface type, the SSID value is processed
differently.

* For AccessPoint, the SSID is a necessary setting, without which the
connection will not be accepted.

+ FortheWiFiStation SSID determines which access pointWiFiStation will
connect to. Without a specified SSID, WiFiStation can connect to any
available wireless network at its discretion.

Command with no prefix resets network name to default.
Yes

Yes

No

WiFi

I (config-if)>  ssid«(ssid

I (config-if)> no ssid
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Arguments

Example

History

Argument |Value Description

ssid String Wireless Network Name (SSID).

(config-if)> ssid MYNETWORK
Network::Interface: :Wireless: "WifiMaster0/AccessPoint0": SSID »
saved.

(config-if)> no ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID reset.

Version Description

2.00 The interface ssid command has been introduced.

3.25.170 interface standby enable

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

Enable the standby mode. When the standby mode is enabled for an interface,
it is automatically turned off when another WAN connection with a higher
global priority is up and running.

The standby option is ignored in following cases:

+ the global priority is not configured;

+ the standby interface is included in a group, such as Bridge;

+ the current WAN connection operates over the standby interface.
Command with no prefix disables the standby mode.

Yes

Yes

No

I (config-if)>  standby enable

I (config-if)> no standby enable

(config-if)> standby enable
Network::Interface::Standby: "CdcEthernet0": enabled.

(config-if)> no standby enable
Network: :Interface::Standby: "CdcEthernet0": disabled.
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History

Version

Description

4.00

The interface standby enable command has been
introduced.

3.25.171 interface storm-control disable

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Enable the broadcast storm control on the Bridge interface. By default, the

setting is enabled.

Command with no prefix disables the setting.

Yes
Yes
No

Bridge

I (config-if)> storm-control disable

I (config-if)> no storm-control disable

(config-if)> storm-control disable
Network: :Interface::Bridge: "Bridge0@": disabled storm control »
and loop detector.

(config-if)> no storm-control disable
Network::Interface::Bridge: "Bridge0": enabled storm control and »

loop detector.

Version

Description

4.00

The interface storm-control disable command has been
introduced.

3.25.172 interface switchport access

Description

Prefix no
Change settings
Multiple input

Interface type

Set the port VLAN ID for access mode. Allows to transfer frames of the specified
VLAN to the port and remove VLAN marker from the transferred frames.

Command with no prefix removes the setting.

Yes
Yes
No

Port
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Synopsis

Arguments

Example

History

(config-if)>  switchport access vlan «id»

(config-if)> no switchport access vlan

Argument |Value Description

vid Integer Access VLAN ID. Can take values in the range

from 1 to 4094 inclusively.

(config-if)> switchport access vlan 1
Network: :Interface::Switch: "GigabitEthernet0/0": set access »
VLAN ID: 1.

Version Description
2.06 The interface switchport access command has been
introduced.

3.25.173 interface switchport friend

Description

Prefix no

Change settings

Multiple input
Interface type

Synopsis

Arguments

Example

Configure undirectional VLAN for multicast traffic in addition to access VLAN.
Port can be amember of one access VLAN. This command enables forwarding
of downstream traffic from a different VLAN (called "friend"). Friend packets
are transmitted without a tag.

Command with no prefix removes the setting.
Yes
Yes
No

Port

(config-if)>  switchport friend vlan «vid>

(config-if)> no switchport friend vlan

Argument |Value Description

Friend VLAN ID. Can take values in the range
from 1 to 4094 inclusively.

vid Integer

(config-if)> switchport friend vlan 2
Network: :Interface::Switch: "GigabitEthernet0/0": set friend »
VLAN ID: 2.
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History

Version Description
2.06 The interface switchport friend command has been
introduced.

3.25.174 interface switchport mode

Description
Prefix no
Change settings
Multiple input

Interface type

Synopsis

Arguments

Example

History

Set access or trunk mode for VLAN. By default, access mode is set.
Command with no prefix resets setting to default.

Yes

Yes

No

Port

(config-if)>  switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

Argument |Value Description

mode access Enable the access mode to a VLAN, that is the
mode when only the untagged frames pass
through the port. The incoming frames get
tagged with the PVID marker, which is set with
switchport access command. The portis an
output one only for VLAN with PVID ID. Once
a frame is transferred to the port, the VLAN
marker gets removed.

trunk Enable the VLAN trunk mode, that is the mode
when frames belonging to several VLANs get
transmitted through the port. In this case
each frame gets tagged. The list of IDs of VLAN
networks that include the port is set with
switchport trunk command.

g-in-q Keyword Enable double tagging.

(config-if)> switchport mode access
Network::Interface::Switch: "GigabitEthernet0/1": access mode »
enabled.

Version Description
2.06 The interface switchport mode command has been
introduced.
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3.25.175 interface switchport trunk

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Add a port to the VLAN. Allows receiving and transmitting of the given VLAN
frames to the port, such that VLAN marker from the transmitted frames is
not removed. In the trunk mode it is allowed to add a port to several VLANSs.

Command with no prefix removes the port from the specified VLAN. If you
use no argument, the port will be removed from all the VLANSs.

Yes
Yes
Yes

Port

(config-if)>  switchport trunk vian «vid»

(config-if)> no switchport trunk vlan [ vid]

Argument |Value Description

vid Integer VLAN ID. Can take values in the range from 1
to 4094 inclusively.

(config-if)> switchport trunk vlan 100
Network::Interface::Switch: "GigabitEthernet0/1": set trunk VLAN »
ID: 100.

Version Description
2.06 The interface switchport trunk command has been
introduced.

3.25.176 interface traffic-shape

Description

Prefix no
Change settings
Multiple input

Synopsis

Set the limit of data rate on a specified interface in both directions. By default
speed is not limited.

Command with no prefix removes the setting.
Yes
Yes

No

(config-if)>  traffic-shape rate rate> [ asymmetric wpstream-rate;]
[ schedule <schedule> ]
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Arguments

Example

History

(config-if)> no traffic-shape

Argument Value Description

rate Integer Value of data download rate in Kbps. Limit
sould be in the range from 64 Kbps to 1
Gbps.

upstream-rate |Integer Data upload rate in Kbps. Value can be in
the range from 64 Kbps to 1 Gbps.

schedule Schedule The name of the schedule that was created
with schedule group of commands.

(config-if)> traffic-shape rate 5000
TrafficControl::Manager: "Bridge0@" interface rate limited to »
5000 kbit/s.

(config-if)> traffic-shape rate 5000 asymmetric 500
TrafficControl::Manager: "Bridge®" interface rate limited to »
5000/500 kbit/s.

(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for "Bridge0" »
interface.

Version Description

2.05 The interface traffic-shape command has been
introduced.

3.04 The upstream-rate argument was added.

3.25.177 interface tunnel destination

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Set the remote end of tunnel. If it is used in conjunction with an automatic
IPSec connection associated with the tunnel, remote host becomes the initiator
of an IPSec connection.

Command with no prefix resets the setting.
Yes
Yes
No

Tunnel

I (config-if)>  tunnel destination «destination>

I (config-if)> no tunnel destination
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Arguments Argument (Value Description
destination |String IP address or domain name of the remote
host.
Example (config-if)> tunnel destination example.net

Network: :Interface: :Tunnel: "Gre0": destination set to »
example.net.

(config-if)> no tunnel destination
Network: :Interface::Tunnel: "Gre0": destination was reset.

History Version Description
2.08 The interface tunnel destination command has been
introduced.

3.25.178 interface tunnel eoip id

Description Set identifier of EoIP tunnel.

Command with no prefix resets the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Eoip
Synopsis

(config-if)>  tunnel eoip id «id>

(config-if)> no tunnel eoip id

Arguments Argument |Value Description
id Integer Tunnel ID.
Example (config-if)> tunnel eoip id 50

Network::Interface::Tunnel: "Gre@": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.

History Version Description
2.08 The interface tunnel eoip id command has been
introduced.
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3.25.179 interface tunnel gre keepalive

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Enable support of Cisco-like keepalive for GRE tunnel. By default, interval
is set to 5, count is set to 3.

Command with no prefix removes the setting.
Yes
Yes
No

Tunnel

(config-if)>  tunnel gre keepalive <intervals> [count]

(config-if)> no tunnel gre keepalive

Argument |Value Description

interval Integer The interval of sending keepalive packets in
seconds. Can take values in the range from 0
to 60. If 0 is set, then GRE keepalive replies is
enabled only and the router will not react on
the tunnel state change.

count Integer Number of attempts to send keepalive
packets. Can take values in the range from 1

to 20.

(config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network::Interface::Gre: "Gre0": enable only GRE keepalive »
replies.

Version Description
2.10 The interface tunnel gre keepalive command has been
introduced.
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3.25.180 interface tunnel source

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Set the local end of tunnel. If it is used in conjunction with an automatic I/PSec
connection associated with the tunnel, then the reception mode of IPsec IKE
connections is activated to establish a secure tunnel.

No
Yes
No
Tunnel

(config-if)>  tunnel source (auto | <interface | <address>)
Argument |Value Description
auto Keyword Set the current working WAN interface.
interface Interface Full interface name or an alias.
address IP address |Local IP-adress of the tunnel.

(config-if)> tunnel source auto
Network: :Interface::Tunnel: "Gre0": set source interface to auto.

Version Description

2.08 The interface tunnel source command has been
introduced.

2.09 The auto argument has been added.

3.08 The no prefix was removed as obsolete.

3.25.181 interface tx-burst

Description

Prefix no
Change settings
Multiple input

Synopsis

Enable Wi-Fi packet aggregation (Tx Burst). By default, the setting is disabled.

Command with no prefix disables the setting.

Yes
Yes

No

| (config-if)>

tx-burst

I (config-if)> no tx-burst
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Example (config-if)> tx-burst
Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.

History Version Description

2.07 The interface tx-burst command has been introduced.

3.25.182 interface tx-queue length

Description Set the size of the queue of outgoing packets on the interface. By default,
1000 value is set.

Command with no prefix resets to default.

Prefix no Yes
Change settings Yes
Multiple input No
Synopsis

(config-if)>  tx-queue length <lengths

(config-if)> no tx-queue length

Arguments Argument |Value Description
length Integer Queue length can take values in the range
from 0 to 65536.

Example (config-if)> tx-queue length 255
Network::Interface::Base: "L2TPO": TX queue length is 255.

(config-if)> no tx-queue length
Network::Interface::Base: "L2TPO": TX queue length reset to »

default.
History Version Description
3.06 The interface tx-queue length command has been
introduced.

3.25.183 interface tx-queue scheduler cake

Description Set the CAKE package scheduler for the interface. By default, the value cake
is used for DSL and USB-modem interfaces, fq_codel — for all others.

Command with no prefix resets the scheduler to default.

Prefix no Yes
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Change settings
Multiple input

Synopsis

Example

History

Yes

No

I (config-if)>  tx-queue scheduler cake

I (config-if)> no tx-queue scheduler cake

(config-if)> tx-queue scheduler cake
Network: :Interface::Base: "L2TPO": set TX queue scheduler to »
"cake".

(config-if)> no tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

Version Description

3.06 The interface tx-queue scheduler cake command has
been introduced.

3.25.184 interface tx-queue scheduler fg_codel

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

History

Set the FQ_CODEL package scheduler for the interface. By default, the value
cake is used for DSL and USB-modem interfaces, fq_codel — for all others.

Command with no prefix resets the scheduler to default.
Yes
Yes

No

I (config-if)>  tx-queue scheduler fq_codel

I (config-if)> no tx-queue scheduler fq_codel

(config-if)> tx-queue scheduler fq_codel
Network: :Interface::Base: "L2TPO": set TX queue scheduler to »
"fg_codel".

(config-if)> no tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

Version Description

3.06 The interface tx-queue scheduler fq_codel command
has been introduced.
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3.25.185 interface up

Description

Prefix no
Change settings
Multiple input

Synopsis

Example

History

Enable the network interface and persist the state “up” to the settings.

Command with no prefix disables the the network interface and deletes “up”
from settings. Also interface down command can be used.

Yes
Yes

No

I (config-if)> up

I (config-if)> no up

(config-if)> up
Interface enabled.

Version Description

2.00 The interface up command has been introduced.

3.25.186 interface wireguard listen-port

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

Specify UDP port number to which incoming connections are accepted. By
default, port number is not defined.

Command with no prefix resets the port.
Yes
Yes
No

Wireguard

(config-if)>  wireguard listen-port port>

(config-if)> no wireguard listen-port

Argument |Value Description

port Integer Port number. Can take values in the range
from 1 to 65535 inclusively.

(config-if)> wireguard listen-port 11633
Wireguard::Interface: "Wireguard4": set listen port to "11633".
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(config-if)> no wireguard listen-port
Wireguard::Interface: "Wireguard4": reset listen port.

History Version Description
3.03 The interface wireguard listen-port command has been
introduced.

3.25.187 interface wireguard peer

Description Add the remote peer public key to configure the secure connection using the
WireGuard protocol.

Command with no prefix removes specified key.

Prefix no Yes

Change settings Yes

Multiple input Yes

Interface type Wireguard

Group entry (config-wg-peer)
Synopsis

(config-if)>  wireguard peer «key>

(config-if)> no wireguard peer <key>

Arguments Argument  |Value Description

key String Value of the key. Latin letters, numbers and
equal signs are acceptable. The key length is
44 characters (Base64-encoded 32-byte string
representation).

Example (config-if)> wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmmOg=
(config-wg-peer)>

(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmmOg=
Wireguard::Interface: "Wireguard4": removed peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmmg0o="".

History Version Description
3.03 The interface wireguard peer command has been
introduced.
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3.25.187.1 interface wireguard peer allow-ips

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Add the subnet of IP addresses to which the transmission of packets inside
the tunnel is allowed.

Note: Youcanadd0.0.0.0/0 subnet to allow transmission to any
addresses.

Command with no prefix removes the subnet. If you use no argument, the
entire list of subnets will be removed.

Yes
Yes
Yes

Wireguard

(config-wg-peer)>  allow-ips address> <mask>

(config-wg-peer)> no allow-ips [ <address> amask> ]

Argument |Value Description

address IP address |Together with mask mask sets the subnet of
IP addresses to be translated.

mask IP-mask Mask of subnet. There are two ways to enter
the mask: the canonical form (for example,
255.255.255.0) and the form of prefix bit

length (for example, /24).

(config-wg-peer)> allow-ips 0.0.0.0/0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> no allow-ips
Wireguard::Interface: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Version Description

3.03 The interface wireguard peer allow-ips command has

been introduced.
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3.25.187.2 interface wireguard peer endpoint

Description Set the remote peer address to which the WireGuard connection will be
established.

Command with no prefix removes the endpoint.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Wireguard
Synopsis

(config-wg-peer)>  endpoint «address: [:xports]

(config-wg-peer)> no endpoint

Arguments Argument |Value Description
address IP address |IP address or domain name of the server.
port Integer The UDP server port.

Example (config-wg-peer)> endpoint 10.0.1.10:11635

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=" endpoint to »
"10.0.1.10:11635".

(config-wg-peer)> no endpoint
Wireguard::Interface: "Wireguard4": reset endpoint for peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g=".

History Version Description
3.03 The interface wireguard peer endpoint command has
been introduced.

3.25.187.3 interface wireguard peer keepalive-interval

Description Set the interval of keepalive packet sending for WireGuard connection
monitoring. By default, the interval is not set.

Command with no prefix removes the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Wireguard
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Synopsis (config-wg-peer)>  keepalive-interval <intervals

(config-wg-peer)> no keepalive-interval

Arguments Argument (Value Description

interval Integer The interval of keepalive packet sending in
seconds. Can take values in the range from 3

to 3600 inclusively.

Example (config-wg-peer)> keepalive-interval 3
Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g=" keepalive interval »
to II3II .

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

History Version Description

3.03 The interface wireguard peer keepalive-interval
command has been introduced.

3.25.187.4 interface wireguard peer preshared-key

Description Set preshared key for WireGuard connection to remote peer. The preshared
key (PSK) is an optional security improvement as per theWireGuard protocol
and should be a unique PSK per client for highest security. By default, PSK is
not used.

Command with no prefix removes the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Wireguard
Synopsis

(config-wg-peer)>  preshared-key preshared-key»

(config-wg-peer)> no preshared-key

Arguments Argument Value Description

preshared-key |String Secret PSK key value. Latin letters, numbers
and equal signs are acceptable. The key
length is 44 characters.
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Example

History

(config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=
Wireguard::Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Version Description

3.03 The interface wireguard peer preshared-key command
has been introduced.

3.25.188 interface wireguard private-key

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Arguments

Example

History

Set or generate the private key to connect to the remote peers via WireGuard
protocol. By default, private key is not configured.

No
No
No

Wireguard

(config-if)>  wireguard private-key [ private-key>]

Argument |Value Description

private-key |String A new private key value. Latin letters,
numbers and equal signs are acceptable. The
key length is 44 characters.

(config-if)> wireguard private-key
Wireguard::Interface: "Wireguard4": generated new private key.

(config-if)> wireguard private-key »
Ushaeghezail7reo8iK6ear0eomujohkeen8jahX5uo=
Wireguard::Interface: "Wireguard4": set private key.

Version Description

3.03 The interface wireguard private-key command has
been introduced.

3.25.189 interface wmm

Description

Enable WMM on the interface.
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Prefix no

Change settings

Multiple input
Interface type

Synopsis

Example

History

Yes
Yes
No

Access Point

I (config-if)>  wmm

I (config-if)> no wmm

(config-if)> wmm
WMM extensions enabled.

Version Description

2.00 The interface wmm command has been introduced.

3.25.190 interface wpa-eap radius secret

Description

Prefix no

Change settings

Multiple input
Interface type

Synopsis

Arguments

Example

Specify the shared secret for secure communication between a RADIUS server
and a RADIUS client.

Command with no prefix deletes the shared secret.
Yes
Yes
No

Bridge

(config-if)> wpa-eap radius secret <secret>

(config-if)> no wpa-eap radius secret

Argument |Value Description

secret String The value of RADIUS shared secret. Maximum

key length is 64 characters.

(config-if)> wpa-eap radius secret »
(+>R#G™ }-INxru'i8i | LK}wBN9E~X0Xa{xFOG-N"%FaTnr|S(e(q$/1P2/tbX/#Q
Network: :Interface: :Rtx::WpaEap: Bridge® RADIUS secret applied.

(config-if)> no wpa-eap radius secret
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret cleared.
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History Version Description
3.01 The interface wpa-eap radius secret command has
been introduced.

3.25.191 interface wpa-eap radius server
Description Specify RADIUS server address.

Command with no prefix deletes the address.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type Bridge
Synopsis

(config-if)> wpa-eap radius server address[: port,]

(config-if)> no wpa-eap radius server

Arguments Argument  |Value Description
address IP address |RADIUS server IP address.
port Integer RADIUS server port.
Example (config-if)> wpa-eap radius server 192.168.10.10

Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10.

(config-if)> wpa-eap radius server 192.168.10.10:1111
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS server set to »
192.168.10.10:1111.

(config-if)> no wpa-eap radius server
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server cleared.

History Version Description
3.01 The interface wpa-eap radius server command has
been introduced.

3.25.192 interface wps

Description Enable WPS functionality.

Prefix no Yes
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Change settings Yes
Multiple input No
Interface type WiFi
Synopsis

I (config-if)>  wps

I (config-if)> no wps

Example (config-if)> wps
WPS functionality enabled.

History Version Description

2.00 The interface wps command has been introduced.

3.25.193 interface wps auto-self-pin

Description Enable WPS auto-self-pin mode. By default auto-self-pin mode is enabled.

Command with no prefix disables this mode.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type WiFi
Synopsis

I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

Example (config-if)> wps auto-self-pin
Network::Interface::Rtx::Wps: an auto self PIN mode enabled.

History Version Description
2.04 The interface wps auto-self-pin command has been
introduced.

3.25.194 interface wps button

Description Start WPS process using a software button. Process takes 2 minutes or until
the first connection occured.

Prefix no No
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Change settings No
Multiple input No
Interface type WiFi
Synopsis (config-if)>  wps button «direction
Arguments Argument |Value Description

direction send Send WiFi configuration.

receive Receive WiFi configuration from Orbiter Pro.

Example (config-if)> wps button send

Sending WiFi configuration process started (software button mode).

History Version Description
2.00 The interface wps button command has been
introduced.

3.25.195 interface wps peer

Description Start WPS process using remote peer's PIN. Process takes 2 minutes or until
the first connection occured. By default, WPS PIN is disabled.
Prefix no No
Change settings No
Multiple input No
Interface type WiFi
Synopsis (config-if)>  wps peer «direction qpin
Arguments Argument Value Description
direction send Send WiFi configuration.
receive Receive WiFi configuration from the remote
peer.
pin String PIN code of the remote peer.
Example (config-if)> wps peer send 53794141

Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.

262 Command Reference Guide — Orbiter Pro (KN-2810)




Chapter 3 Command Reference

History Version Description

2.04 The interface wps peer command has been introduced.

3.25.196 interface wps self-pin

Description Start WPS process using self PIN. Process takes 2 minutes or until the first
connection occur.

Prefix no No
Change settings No
Multiple input No
Interface type WiFi
Synopsis (config-if)>  wps self-pin «direction
Arguments Argument |Value Description

direction send Send WiFi configuration.

receive Receive WiFi configuration from Orbiter Pro.

Example (config-if)> wps self-pin receive

Receiving WiFi configuration process started (self PIN mode).

History Version Description
2.00 The interface wps self-pin command has been
introduced.

3.25.197 interface zerotier accept-addresses

Description Enable address accepting from the ZeroTier server.

Command with no prefix disables the feature.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type ZeroTier
Synopsis

I (config-if)>  zerotier accept-addresses

I (config-if)> no zerotier accept-addresses
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Example

History

(config-if)> zerotier accept-addresses
ZeroTier::Interface: "ZeroTier0": enabled addresses accept.

(config-if)> no zerotier accept-addresses
ZeroTier::Interface: "ZeroTier0": disabled addresses accept.

Version Description

4.01 Theinterface zerotier accept-addresses command has
been introduced.

3.25.198 interface zerotier accept-routes

Description

Prefix no
Change settings
Multiple input
Interface type

Synopsis

Example

History

Enable receiving routes from a remote side via ZeroTier.
Command with no prefix disables the feature.

Yes

Yes

No

ZeroTier

I (config-if)>  zerotier accept-routes

I (config-if)> no zerotier accept-routes

(config-if)> zerotier accept-routes
ZeroTier::Interface: "ZeroTier0": enabled routes accept.

(config-if)> no zerotier accept-routes
ZeroTier::Interface: "ZeroTier0": disabled routes accept.

Version Description

4.01 The interface zerotier accept-routes command has
been introduced.

3.25.199 interface zerotier connect

Description

Prefix no

Change settings

Set interface for ZeroTier connection. If you use no argument, connection is
set via any interface.

Command with no prefix resets value to default.
Yes

Yes
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Multiple input No
Interface type ZeroTier
Synopsis

(config-if)>  zerotier connect[via«wia]

(config-if)> no zerotier connect

Arguments Argument  |Value Description
via Interface Full interface name or an alias.
Example (config-if)> zerotier connect via ISP

ZeroTier::Interface: "ZeroTier0": set connection via ISP.

(config-if)> no zerotier connect
ZeroTier::Interface: "ZeroTier0": set connection via any »

interface.
History Version Description
4.01 The interface zerotier connect command has been
introduced.

3.25.200 interface zerotier network-id

Description Set identifier of ZeroTier tunnel.

Command with no prefix resets the setting.

Prefix no Yes
Change settings Yes
Multiple input No
Interface type ZeroTier
Synopsis

(config-if)>  zerotier network-id <network-id>

(config-if)> no zerotier network-id

Arguments Argument (Value Description
network-id |[String Tunnel ID.

Example (config-if)> zerotier network-id 816227940c13c37e
ZeroTier::Interface: "ZeroTier0": set network ID to »
"816227940c13c37e".
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History

3.26 ip arp

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

(config-if)> no zerotier network-id
ZeroTier::Interface: "ZeroTier0": reset network ID.

Version Description
4.01 The interface zerotier network-id command has been
introduced.

Set static mapping between an IP address and a MAC address for hosts that
do not support dynamic ARP.

Command with no prefix removes entry from ARP table. If you use no
arguments, the whole list of ARP entrys will be removed.

Yes
Yes

Yes

(config)> ip arp «ips> mac

(config)>noip arp[«ips]

Argument |Value Description

ip IP address |IP addressinfour-part dotted decimal format
corresponding to the local data-link address.

mac MAC address |MAC address as six groups of two
hexadecimal digits separated by colons.

(config)> ip arp 192.168.2.50 al:2e:84:85:f4:21
Network: :ArpTable: Static ARP entry saved.

(config)> no ip arp 192.168.2.50
Network: :ArpTable: Static ARP entry deleted for 192.168.2.50.

(config)> no ip arp
Network: :ArpTable: Static ARP table cleared.

Version Description

2.00 The ip arp command has been introduced.
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3.27 ip dhcp class

Description Access to a group of commands to configure DHCP vendor class (option 60).
If specified class name is not found, the command tries to create it.

Command with no prefix removes selected class.

Prefix no Yes

Change settings No

Multiple input Yes

Group entry (config-dhcp-class)
Synopsis

(config)> ipdhcp class «class»

(config)> no ip dhcp class «class»

Arguments Argument (Value Description
class String The vendor-class name.
Example (config)> ip dhcp class STB-One

Dhcp::Server: Vendor class "STB-One" has been created.

History Version Description

2.00 The ip dhcp class command has been introduced.

3.27.1 ip dhcp class option

Description Set an option 60 to match the vendor-class.

Command with no prefix removes selected option.

Prefix no Yes
Change settings Yes
Multiple input Yes
Synopsis

(config-dhcp-class)>  option <number> hex «data»

(config-dhcp-class)> no option <number>

Arguments Argument (Value Description
number Integer Option number. Now the only 60 value is
used.
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Example

History

Argument |Value Description

data String Value of an option.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Version Description

2.00 The ip dhcp class option command has been introduced.

3.28 ip dhcp host

Description

Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

Configure static linking of IP address to MAC address of the host. If the host
with the specified name is not found, the command tries to create it. If the
specified IP address is not in range of any pool, the command will remain in
the settings, but will not affect the DHCP server functioning.

The command allows one to change the MAC address, leaving the old value
IP address and vice versa — to change the IP address, leaving the old MAC
address value intact.

Command with no prefix removes the host.
Yes
Yes

Yes

(config)> ipdhcp host chosts[mac ][ ip]

(config)> no ip dhcp host <host»

Argument |Value Description

host String Arbitrary host name, used to identify a MAC-IP
pair in the settings.

mac MAC address |MAC address of the host for static linking of

IP address. If not specified, the value is taken
from the previous configuration.

ip IP address |IP address of the host. If not specified, the
value is taken from the previous
configuration.

(config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.
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History Version Description

2.00 The ip dhcp host command has been introduced.

3.29 ip dhcp pool

Description Access to a group of commands to configure DHCP-pool. If the pool is not
found, the command tries to create it. For a pool one sets a list of DNS servers
(dns-server command), default gateway (default-router command) and the
lease time (lease command), as well as a range of dynamic IP addresses
(range command).

Having configured the pool, it is necessary to enable the DHCP service using
the service dhcp command.

You can enter up to 32 pools. Maximum pool name length is 32 characters.

Note: In the current version of the system no more than one pool
per interface is supported. For DHCP server to function
correctly itis required that the range of IP addresses set by
range command belong to the network that is configured
on one of the device's Ethernet-interfaces.

Command with no prefix removes the pool.

Prefix no Yes

Change settings Yes

Multiple input Yes

Group entry (config-dhcp-pool)
Synopsis

(config)>  ip dhcp pool <name>

(config)> no ip dhcp pool name>

Arguments Argument  |Value Description
name String DHCP pool name.
Example (config)> ip dhcp pool test_pool

pool "test pool" has been created.

History Version Description

2.00 The ip dhcp pool command has been introduced.
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3.29.1 ip dhcp pool bind

Description Bind the pool to specified interface.
Prefix no Yes

Change settings Yes

Multiple input No

Interface type Ethernet

Synopsis (config-dhcp-pool)>  bind <interfaces

(config-dhcp-pool)> no bind <interfaces

Arguments Argument (Value Description

interface Interface Full interface name or an alias.

Example (config-dhcp-pool)> bind GigabitEthernetl
pool "test pool" bound to interface GigabitEthernetl.

History Version Description

2.00 The ip dhcp pool bind command has been introduced.

3.29.2 ip dhcp pool bootfile

Description Set boot file path on TFTP server for DHCP client (option 67).

Command with no prefix removes the setting.

Prefix no Yes

Change settings Yes

Multiple input No

Interface type Ethernet

Synopsis (config-dhcp-pool)>  bootfile <bootfiles

(config-dhcp-pool)> no bootfile

Arguments Argument (Value Description

bootfile Filename The boot file path.

270 Command Reference Guide — Orbiter Pro (KN-2810)



Chapter 3 Command Reference

Example

History

(config-dhcp-pool)> bootfile test.cnf
Dhcp::Pool: " WEBADMIN": set bootfile option to "test.cnf".

(config-dhcp-pool)> no bootfile
Dhcp::Pool: " WEBADMIN": cleared bootfile option.

Version Description
2.11 The ip dhcp pool bootfile command has been
introduced.

3.29.3 ip dhcp pool class

Description

Prefix no
Change settings
Multiple input
Group entry

Synopsis

Arguments

Example

History

Access to a group of commands to configure DHCP vendor class for selected
pool. If specified class name is not found, the command tries to create it.

To work correctly class name should be the same as for ip dhcp class
command.

Command with no prefix removes selected class.
Yes
Yes
Yes

(config-dhcp-pool-class)

(config-dhcp-pool)>  class «class>

(config-dhcp-pool)> no class «class>

Argument |Value Description

class String The vendor-class name.

(config-dhcp-pool)> class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.

Version Description

2.00 The ip dhcp pool class command has been introduced.

3.29.3.1 ip dhcp pool class option

Description

Set additional options for DHCP client in case of vendor-class matching.

Command with no prefix removes selected option.
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Prefix no
Change settings
Multiple input

Synopsis

Arguments

Example

History

Yes
Yes
Yes
(config-dhcp-pool-class)>  option <cnumber> <type> «data»
(config-dhcp-pool-class)> no option <number>
Argument |Value Description
number 6 6 option, DNS server.
42 42 option, NTP server.
43 43 option, vendor specific information.
type ip Type of data is IP address. This type is not
u