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BBegeHue

BBepeHme

JaHHbIN CNPaBOYHNK COAEPXUT KOMaHZbl AN YyNpaBneHusa yCTPOMCTBOM Sprinter
NnocpeAcTBOM MHTepderica KOMaHAHOW CTPOKU. 34eCb NPUBEAEH MOMHbIN CANCOK BCEX
AOCTYMHBIX KOMaHA. Takke ykasaHbl MpyMepbl TOro, Kak NCnoib30BaTb Hanbonee
pacnpocTpaHeHHble 13 3TUX KOMaHj, 061was nHopMaLmsa o0 B3aMOCBS3M MeXAy
KOMaHAaMun 1 NpUHUMNMansHbIe OCHOBbLI TOTO, Kak MX UCMONb30BaThb.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

JaHHOe pyKOoBOACTBO NpeAHa3HauYeHo A5 CETEBbIX aAMUHNCTPATOPOB MW CNELMANNCTOB
MO BbIUNCANTENbHOM TEXHIMKE, OTBEYAOLLIMX 3@ HACTPOWKY 1 MoAAEP>KKY Sprinter Ha mecTe.
OHoO TakXe npegHa3Ha4yeHo 419 onepaTopoB, KOTopble ynpaBasatoT Sprinter. JokyMeHT
OXBaTblBaeT TEXHUYECKMe NpoLeaypbl MOALEPXKKN BbICOKOTO YPOBHS A1
root-afMMHUCTPATOPOB 1 COTPYAHMNKOB TEXHNYECKOWN Noaaep>Kku Sprinter.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic

CTPOKOM KOMaHAHOWM CTpOKW Sprinter, ee nepapxuyeckyro
CTPYKTYPY, YPOBHU aBTOPM3aLNL 1 BOSMOXHOCTU
CNpaBKwu.

OnncaHve KOMaHA AndaBUTHbIN CMNCOK KOMaHJ, KOTOpble MOXHO BBOANTb

B KOMaHZHOI CTpOKe AN HacTpoliku Sprinter.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLme o603HaueHUs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JNnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.
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I <(3aMEHSEMBIN 3JIEMEHT>

JnemMeHTbI B YrnoBbIX cKobkax nognexaTr
3aMeHe.

x|lyl2 Obs3aTenbHble aflbTepHATUBHbIE KNKO4YeBble
C/1I0Ba rpynnmMpyroTCsa B KPYr/bIX CKOBKaxX 1
pas3AenstoTcs BepTUKanbHOM YepTon.

x|y]z Heobs3aTenbHble anbTepHaTUBHbIE

KntoYueBble CNoBa rpynnupytoTcs B
KBaApPaTHbIX CKOBKaXxX N pasfensoTcs

BEPTUKaNbHON YepToN.

OnuncaHme KaxAoM KOMaH/bl paszeneHo Ha

cneayoLime nojpasgensi:

OnwncaHwe OnuncaHve TOro, YTO KOMaHAa Aenaer.
CuHoncuc O6wuin opmaT KOMaHAbI.
MNpedwukc no B03MOXHOCTb MCMONL30BaHWSA B KOMaHe

npedukca no.

MeHsieT HacTponKu

CNocobHOCTb KOMaHAbI MEHATbL HACTPOIKN.

MHOrokpaTHbIi BBOA

BO3MOXHOCTb M HOrokpaTHOro Beoja
KOMaHAbl.

BxoxzaeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KOoMaHgaa. Ecam rpynnel HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodelica

Tun nHTepdeiica, Ha KOTopbIA BAVAET
KomaHga. Pasgen He oTobpaxaeTcs, ecau
JAAHHBIA KOHTEKCT He MMeeT CMbIc/1a ANs
KOMaHZbl.

NHTepdelickl, ncnonb3yemble B CUCTEME, U
OTHOLLEHUS MeXAY HAMW MOKa3aHbl Ha
Anarpamme Hmxe.

AprymeHThI

ApryMEHTbI, eC/in eCTb, N NMOACHEHNA K HNM.

Mpumep

NnntocTpauus Toro, Kak KOMaHAa BbIFNSANT
npwv Bbi3oBe. NocKoNbKy NHTepdenc NpocrT,
HeKOTOopble MPUMEPbI OYEBUAHbI, HO OHU
BK/IFOYEHbI ANS ACHOCTW.

MpymeYaHus, NpesynpexaeHns N NpeAocTepexeHs NCNob3yoT caeayoLume

0603HaueHus.

MpnmeyaHue:  O3HadaeTt "umTatesb, NPUMU K CBeAeHUI". lNpnMeyvaHunsa cogepxxaT
nose3Hble COBETLI UM CCbUTKX Ha MaTepuaibl, He cojepKalimecs B
JaHHOM cnpaBoYHMKe.

MNpepyrnpexxaeHe:

O3HauaeT "4unTartenb, BHMMaHMe!". Ballun 4eNcTBmS MOTYT NPUBECTU K

noBpexaeHnmto O60pyAOBaHI/IFI nnan noTtepe AaHHbIX.
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3.122 SEIVICE SSEP-SEIVEK ....ceiiiiiiiiiiiieeeeeteiiiiiiiieeeeeeettttttaeseeeeeteetteassseeeeerresrennsseseessresrnns 411
3.123 SEIVICE tRINEL ... s 411
S -] oV (ol T e [+ )T T 412
3.125 SEIVICE UPNP oo 412
3.126 SEIVICE VPN-SEIVEL ...ccciiiiiiiiiiiiiiiiiiiie ettt e e e e e e e e e e e e e e e e e eaeees 413
3127 SO s 413
3.127.1 SROW @CIME@ ...t e ettt e e e e e 414
3.127.2 shoW @ssOCIatioNs ..........coooeiiiiiiiiiiii 414
3.127.3 ShOW BULLON ....oooiiiiiiiiiie et e 416
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3.127.4 show button bindings ..................ccc 416
3.127.5 show button handlers ..............ccccciiiiiiiiiii 418
3.127.6 show chilliprofiles ...........coooriiiiii 420
3.127.7 show clock date ... 421
3.127.8 show clock timezone-list .............cooooviiiiiiiiiiiiiiiiecccecc e 422
3.127.9 show components status ...........ccccceiiiiiiiiiiiiiiiiieeeeeeeeeeeeeee 423
3.127.10 show configurator Status ...........ccooevviiiiiiiiiiiiiieieiecceceeeee e 423
3.127.17 ShOW Credits ... 424
3.127.12 show cryptoike KeY .......coooovviiiiiiiiiiii 432
3.127.13 SROW CrYPLO MAP ..oooiiiiiiiiiiiiiiii e 433
3.127.14 SROW defaults ........cooooiiiiiiiiiiiiiie e 435
3.127.15 ShOW ANS-PrOXY ..cooieieeiieieieeee e 435
3.127.16 show dns-proxy filter presets ...........cccccciiiiiiiiiiiiiii, 437
3.127.17 show dns-proxy filter profiles ...........ccccoviiiiiiiiiiiiieeee 439
3.127.18 show dpn doCUMENT .......ccooiiiiiiiiiiicieerere e 439
3.127.19 ShOW dpN liSt ... 441
3.127.20 SHOW BOTTX ..ooiiiiiiiiiiiiiiiceeee et e et e e e e e reeeeeeees 442
3.127.21 SROW AFIVEIS ... 443
3.127.22 show dyndns UPdaters ...........ccccccviiiiiiiiiiiiiii e 444
3.127.23 show easyconfig Status ...........cocooiiiiiiiiiiii 445
3.127.24 show eula document ..........cccccciiiiiiiiiii 446
3.127.25 shoWw @U@ TiSt ... 447
3.127.26 ShOW INtErface .......oocoimiiiiiiiiiiiiiei e 448
3.127.27 show interface bridge ... 450
3.127.28 show interface channel-utilization rrd .................ooooeeviiii, 451
3.127.29 show interface channels ... 453
3.127.30 show interface chilli ...................cccc 454
3.127.31 show interface country-codes .............cooeiiiiiiiiiiii 455
3.127.32 show interface mac ............cccccciiiiiiiiiiiii 456
3.127.33 show interface NAMEe-SEIVEr ..........ccccccciiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeee 457
3.127.34 show interface rf @2p .........ccoeiiiiiiiiii 458
3.127.35 show interface rrd ... 460
3.127.36 show interface spectrumrrd ..............cccceiiiiiiiiiiiiii, 462
3.127.37 show interface stat ... 464
3.127.38 show interface Wps Pin .........cccciiiiiiiiiii, 465
3.127.39 show interface Wps Status ............cccciiiiiiiiiiii 465
3.127.40 show interface zerotier PEErsS ..........cccoovvviiiiiiiiiiiiieiiisisierssessss s ss s sssssesens 466
3.127.41 show internet status ............ccccciiiiiiiiiiiiiiieee 468
312742 SROW IP @IP coooeeeiiiiieic 469
3.127.43 show ip dhep bindings .......coooeiiiiiiiiieen 469
3.127.44 show ip dRCP POOL .....oeeeiieeeeececece e 470
3.127.45 ShoW ip ROtSPOt ....coooiiiiiiiiiiiii 471
3.127.46 show ip hotspot rrd ..o, 472
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3.127.47
3.127.48
3.127.49
3.127.50
3.127.51
3.127.52
3.127.53
3.127.54
3.127.55
3.127.56
3.127.57
3.127.58
3.127.59
3.127.60
3.127.61
3.127.62
3.127.63
3.127.64
3.127.65
3.127.66
3.127.67
3.127.68
3.127.69
3.127.70
3.127.71
3.127.72
3.127.73
3.127.74
3.127.75
3.127.76
3.127.77
3.127.78
3.127.79
3.127.80
3.127.81
3.127.82
3.127.83
3.127.84
3.127.85
3.127.86
3.127.87
3.127.88
3.127.89

show ip hotSPot SUMMAKY ......ccoooiiiiiiiiiiiccec e 475
SROW P hEtP PrOXY ..o 477
SROW iP NAME-SEIVEN .......ccoviiiiiiiiiiiiiiiii e 477
SROW P Nat L 478
ShOoW ip NEIGhBOUN ..........iiiiiiiiiiiiiiiiiiii e 479
SROW P POLICY ..o 480
ShOW P roUte ..o, 483
SROW P SEIVICE ..o 486
] 1 Lo YT T« = o PP PRPPPRPRPPPRR 487
SHOW iPV6 addreSSES .........ouviiiiiiiiiiiiiiiiiiiiiiiii et 488
show ipv6 dhcp bindings ...........cccciiii 489
ShOW ipV6 Prefixes ... 489
SROW IPV6 FOULE .....oooiiiiiiiiiiiiiiiiice e 490
show kabinet status ...........ccccceiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee 491
show last-change ..........cccccciiiiiiiii . 492
SROW 1@ ... 492
Show led bindings ...............uuviiiiiiiiiiiiiiiiiiii 493
ShOoW led CONErOIS ... 496
SNOW 10G ..o 499
show mws associations ... 500
show mws candidate ...........ccccoviiiiiiiiiiiiii 501
SROW MWS 10G .. 502
ShOW MWS MEMDBEK ......ooiiiiiiii e 503
SROW NANS ..o 504
ShOW Netfilter ... 505
show nextdns availability ... 505
show nextdns profiles ..........ccccccvviiiiiiiiiiiiii 506
show ntce applications .................euiiiiiiiiiiiiiiiii 506
show ntce attributes ...........ccccoiiiii 508
SROW NECE GrOUPS ..o 512
SROW NECE GrOUPSELS ...ocoviiiiiiiiiiiiii 518
ShOoW NtCe hOSES ... 519
SHOW NECE OSES ...t e e e e 523
SNOW NECE StALUS .....ooiiiiiiiiiiiiiiiiie e 525
SHOW NEP SLALUS ...oooiiiiiiiiiiiiiii e 526
ShOW PING-ChECK ........oooiiiiiiiiiiiiiiiiiiieeeeeeee e 527
SROW PrOCESSES ...ooooiiiiiiiiiiii 527
Show running-config ........cooooiiiiiiiiii s 529
Show schedule ............ooiiiiiiii e 532
SROW SEIf-T@ST ......oeiiiiiiiiiiiiiiii ettt eeee 533
SROW SItE-SUNVEY ....cooiiiiiiiiiiiiii 533
Show skydns profil@s ... 535
Show SKydns USErINfO ...............uuuiiiiiiiiiiiiiiiiiiiiiiiiiieiereierere . 535
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3.127.90 show ssh fingerprint ...............ccoiiiiii 535
3.127.97 ShOW SSEP-SEIVEL ....eeiiiiiieeeeeeeee e s 536
3.127.92 SROW SYSEEM .ooiiiiiiiiiiiiiiii 536
3.127.93 Show System COUNEFY ..ot 537
3.127.94 ShOW SYStem CPUSLAL ....ccooeeiviiieieieieieieieiere e e s s s s 538
3.127.95 SNOW BAGS ...euiiiiii e 539
3.127.96 ShOW threads ...........coooiiiiiiiiiiiiiiiiee et 540
3.127.97 Show torrent Status .........ccoooiiiiiiiiiiiiieeeeeeeeeee e 541
3.127.98 show upnp redirect ...........cooeviiiiiiiiii 542
3.127.99 ShOW VEISION ... s 542
3.127.100 SROW VPN-SEIVEL ....coooiiiiiiiiieeceeeeeecee e 543
3128 SKYUNS ..ot nnene 544
3.128.1 SKYANS @SSIGN ..o 545
3.128.2 skydns check-availability .............ccccccciiiiiii 545
3.128.3 SKYANS IOGIN ...ouiiiiiiiiises s 546
3.128.4 skydns password ... 546
3.129 SAMP COMMUNILY .oooiiiiiiiiiiiiiii e e e 547
3.130 SNMP CONEACT ..oiiiiiiiiiiii ettt e et e e e et e ebb e e e e e e eeeennnnneeeeeeeees 548
3.13T SNMP TOCALION ...eiiiiiiiii s 548
3.132 SSEP-SEIVEL ..ottt ettt e e ettt e e e e e ettt e e e e et e e e bbb e e e e e e eerenaaaas 549
3.132.1 sstp-server allow-bridging ...............cccccceiiii, 549
3.132.2 sstp-server dhCp route ... 550
3.132.3 sstp-serverinterface ............cccccciiiiiiiiiii 550
3.132.4 SSEP-SEIVEN IPVOCP ...oieieieieieeeeeeeee et e e e e e e e e e e e e e e e e e e e e e e 551
3.132.5 SStP-Server ICP €ChO .......coooeeeiiiiiiieceeee s 552
3.132.6 sstp-server ICPp fOrCe-Pap ....cccoooveiiiiieieieeeeeeeeee e 553
3.132.7 SSEP-SEIVEY IMIFU ....ouiiiiiiiiiiiiieeeiiiie e ettt e ettt eetttaeeertaaeeerernseeresnaeserernaeenens 553
3.132.8 SSEP-SEIVEYr MEU ...ttt e e et e e e e e e e eenebae s 554
3.132.9 sstp-server Multi-login ............cccooiiiiiiiiiiiiii 554
3.132.10 sstp-server Pool-range ...t 555
3.132.11 SStP-SEIVEr SEALIC-IP ...uvuvuriiiiiiiiiiiiiiii bbb aeaae 556
3133 SYSEOIM oo e e ettt e e e e et e e et e e e e e reees 556
3.133.1 System BULtON ......ooooiiiiiiiii 557
3.133.2 System Caption ..o 558
3.133.3 system cloCk dat@ ..........cccooviiiiiiiiiiiiiiiiiicirr s 558
3.133.4 system clock timMeZONE ... 559
3.133.5 system configuration factory-reset ............cccceeviiiiiiiiiiii e, 559
3.133.6 system configuration fail-safe commit .................... 560
3.133.7 system configuration fail-safe keep-alive ............ccooovviiiiiiiiiiiiiiiiieeien 560
3.133.8 system configuration fail-safe rollback ........................ 561
3.133.9 system configuration fail-safe timer ..................oooeviiiiii 561
3.133.10 system configuration SAVEe ...........cccooiiiiiiiiiiiiiiiieeeeer e 562
3.133.171 SYSE@M COUNLIY .oooeiiiiiiii et e e e e s e e eaae e e eennas 562
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3.133.12 SYSteM deBUQG ...ooooeeeiieiieeeeee 563
3.133.13 system description ... 564
3.133.14 system dOmaiNNaM@ .........cccccooiiiiiiiiiiiiiiiaesnanansnansnnnnnnnnnnns 565
3.133.15 system hostname ... 565
3.133.16 SYSteM @d .....ooiiiiiiiii s 566
3.133.17 system led power schedule ...........coooiiiiiiiiiiiiiii s 567
3.133.18 system led power shutdown ............ccccccceviiiiiiiiiiiiiiiiiiieeee e 568
3.133.19 SYyStemM 10g ClEAr .......ccooeeieeeeeeeeeeeeee e 568
3.133.20 system 1og reduction ............cooovviviiiiiiiiiiiiii 569
3.133.27 SYStemM lOQg SEIVEK ....cooiiiiiiiiiiie e 569
3.133.22 SYStemM I0Q SUPPIESS ...cooiviiiiiiiiiiiiiiiiiiiiieee e e e e e e e e e ee e 570
3.133.23 SYStEM MO ..o 571
3.133.24 system ndss dump-report disable ........................ 571
3.133.25 SYStem rebOOt ... ... 572
3.133.26 SYSLEIM SEU ..oooeeiiiii et et e e 573
3.133.27 system trace lock threshold ... 574
B34 B0OIS ..ot e e e e et e e e e e s et eeeeeeeens 575
313471 t0OIS @rPING oo 575
31342 TOOIS PING oooiiiiiiiiiiiic 576
3.134.3 t0OIS PING6 ..o 577
3.134.4 £0OIS traCeIrOULE .......ceeiiiiiiiiieie ettt e e e e e e e 578
BU1B5 HAPXY i 579
3.135.1 UdpPXY BUFFEI-SIiZ@ ........oeiiiiiiiiii s 580
3.135.2 udpxy buffer-timeout ... 580
3.135.3 udpXy iNterface ........coooovviiiiiiiiii 581
31354 UdPXY POt ..o 582
3.135.5 udpxy renew-interval ............c.cccooiiiiiiiiiiiiii 582
3.135.6 UdPXY tIMEOUL ....oooiiiiiiiiiiiiiiii 583
CR ISR VT ] 4T 8 o] a1 TZ- ] o IR 584
BU137 UPNP JAN s 584
S BT V1o o T o I8 =T 11 =Y ot 585
3.T39 USEIE oottt e ettt e et ettt e e e et ettt e e e et ettt eeeeeeeeernnaas 586
3.139.1 USEE PASSWOIRA ...coooeiiiiiiiiiiiiieeece e 587
3.139.2 USEE TAQ ..ouuiiiiiiiiiiiiiiee ettt ettt e ettt e e e et e e e e e e e eeenneas 588
3.TAD VPN=SEIVEL ...ttt ettt e e et e e ettt e e ettt e e e ettt e e e eataa e eeetnasseentaasseensnanseenrnannees 590
3.140.1 vpn-server dhCp FOULE ... s 591
3.140.2 vpn-server INterface ..........cccocoiiiiiiiiiiiiiiiii s 591
3.140.3 VPN-SEIVEF IPVOCP ..cooiiiiiiiiiiiiiiiieiee e 592
3.140.4 vpn-serverlcp echo ..........cccoiiiiiiiii 593
3.140.5 vpn-server 1ockout-PoliCy ........coooeiiiiiiiiiiiiieee 594
3.T40.6 VPN-SEIVEY MPPE ....ooiiiiiieeiiiiieeettiieeetttueeetttneeeettnaeeertneerrtnseeerrnseerrrnanaeees 595
3.140.7 vpn-server mppe-optional ..o, 595
3.T40.8 VPN-SEIVEE MU ....ouiiiiiiiiiiiiiiieeetiii e ettt e e ettt e eettaaeeetataeeertaaseeesnasesesnnseeennns 596
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3.T40.9 VPN-SEIVEE MUEU ....ooiiiiiiiiiiiiiiie ettt e et e e ettt e e ettt e e etenaeeeranaseeeennaeeenenns 596
3.140.10 vpn-server Multi-login ... 597
3.140.11 vpN-server POOI-range ........ccccccccviiiiiiiiiiiiiiiiiiieieeeee e ee e 597
3.140.12 vPpN-Server StatiC-iP ....cooooieiiiiiiiiieeeeeeee 598
Fnaea 4
[JONONHNTENBHAA MHQPOPMALLUS ...ceeeiiiiinneeiiiiiinneeiisisssssesssssssssssssssssssssssssssssssssssssssssssss 601
4.1 HTTP Core INterface ..o 601
4.1.7 BbIMOSTHEHUE KOMAHIDBI euuevuierieetneeteeieeteeteesnestnestnesneenessneesnsesnsesnssnsennesneesnassnnes 602
4.7.2 3ATIPOC HACTPOEK «.eerrtrrrniuieeeeetettttiiiiseeetettentriaaeeeeeteantsrnaeeeeeeenernnnaseeeeermermnns 603
4.1.3 TIAKETHDBIN BAMPOC teveeeeeieeeeereieeereieeeeeeeeeieieaeeeaeseseasaeaeseassesssesssssssssesssssssssssssssssssens 603
TIIOCCAPUIM ...cueeeineeeiecnnriecneecesnneessnesessnssssssnsssssnssssssnssssssnssssssssssssnssssssnssssssnssssssssssssassssses 605
Mpuno>xxeHne A
MepapXmsl MHTEPQPEUCOB .......ceevereruerirereserssseissssssssesssssssssssssssssssssssssssssssssssssssssssssssssssss 621
Mpwuno>xeHve B
SNIMP MIB .....ciiiiiiiennniiinniirenneessssssiressssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 623
B.T SNIMPVZ2-MIB ...ciiiiiiieiiiiiiiiitt et e e e ettt e e e e e ettt et e e e e e e s bbbt et e eeeeeasatbabaeeeeaeeseanansbanees 623
B.2 IF-IMIIB . ettt ettt e ettt e e e e e ettt e e e e e e e bbbttt e e e e e aa bt anreeeens 623
B.3 IP-IMIB ..ciiieeeeiiiiitietee e e e ettt e e e e e sttt e e e e e ettt e e e e e e e bbbt e e e e e e e e e e abbtaeeeeeeeeeennnbraeeeas 625
B4 UDP-MIB ...ttt ettt ettt e e e e e sttt et e e e e e bbbt et e e e e e s aaeeeeens 626
B.5 HOST-RESOURCES-MIB .....cuiiiiiiiiiieeee ittt e e e e ee ettt e e e e e s ettt eeeeeeeesnnnianbeeeaeeeessnnnnes 626
B.6 UCD-SNIMP-MIB .....oeiitiiiiiiiiiiiiiettee e ettt e e ettt e e e e e s et e e e e e seaabbbbeeeeeeeeesaannes 626
MpunoxxeHue C
YPOBHU LUNPPOBAHUSA IPSEC .....uueeineeiiieiiiieeiinnetnsnatinssnessssasesssssssssssessssssssssssssssssssess 629
Gl WK ettt ettt e et e e e e e e e e e s e e e e e e e e s e b ranees 629
C.2 WEAK-PFS i 630
(GG I o [o ] 1 0 -1 IO U PP P PP PRPPPROPPI 632
(G oo T g g =1 o) £SO PP PP PP PPPPPPPPPPPPPPPPPRt 633
C.5 NOMMIAI-3AES ittt e e e ettt e e e s e s bbbt e e e e e e e e st eneeeeeeeeaans 634
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O630p NpoAYyKTa

1.1 AnnapaTHoe obecneyeHue

Mpoueccop

OnepaTM BHaA NaMATb

dnew-namaTb

Ethernet

Wi-Fi

EcoNet EN7528DU/DA MIPS® 1004Kc 900MHz, 2 cores / 4 threads

256MB DDR3 (on-die)

128MB: Kioxia TC58CVGOS3HRAL, Winbond 5N01GVZEIG, XTX XT26G01CWSIGA

MopThl Mwukpocxema NMpymMmeyaHus
4 NHTerpuposaHHas

MeTka CkopocTb MpumeuaHusa
0 1000 MéwuT/c Mopt WAN

1 1000 MéuT/c

2 1000 MéwuT/c

3 1000 MéwuT/c

YacToTHbIi | MUKpocxemMa MpnmeuaHus
AvanasoH

241T1Ty, MediaTek MT7905DA  |802.11ax 2x2
5Try
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B aToIn rnaBe onmncaHo, Kak NoNb30BaThCs MHTepdecom KoMaHAHOoM cTpoku (CLI) Sprinter,
ero vepapxuyeckas CTpyKTypa, ypOBHU aBTOPM3aLMn 1 BOSMOXHOCTY KOHTEKCTHO
Mo/ CKa3Ku.

OCHOBHOe CpeAcTBO ynpaBAeHNs MapLUpyTU3aTopoM Sprinter — 31o nHTepderic
KOMaHZAHo cTpoku (CLI). HacTpoikmn cncteMbl NOAHOCTLIO ONUCLIBAOTCSA B BUAE
nocnefoBaTe/lbHOCTM KOMaHZA, KOTOPble HY>XHO BbINO/HUTb, YTOObI MPUBECTU YCTPONCTBO
B 3aZ,laHHOE COCTOsIHMeE.

Sprinter nmeeT Tpu BUAA HacTpoek:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapToBble HaCTPOWKM startup config 3T0 Nocnef0BaTeNIbHOCTb KOMaHA, KOTopast
XPaHWUTCA B CreLManbHOM CEKTOpPEe SHEProHe3aBNUCMOiA
NamaTy 1 NCMONb3YeTCs AN UHULMANN3aumnm CUCTeMbI
HernocpeACTBEHHO NOC/Ie 3arpy3Ku.

Hactporikm no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3aNKnCbIBalOTCA NPU NPOU3BOACTBE Ha Sprinter. RESET Ha
Koprnyce No3BossieT COpoCcUTb CTapTOBbIe HACTPOMKWN Ha
3aBojcKue.

®ainbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUYHYHO, 6e3
y4acTust KOMaHAHOW cTpoKK. MNpu 3TOM ciegyeT MOMHUTb, YTO CTPOKM HauMHatoLmecs ¢
! MITHOPUMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN04EHbI B 4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.
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2.1 BBoAg KOMaHA4 B KOMAaHAHOW CTpoKe

KomaHZHbIi nHTepnpeTaTop Sprinter paspaboTaH TaknuM 06pa3om, UTo6bl UM MOT
NoNb30BaTbCs KAK HAUMHAOLLMIA, Tak 1 OMbITHLIN NONb30BaTeNb. Bce KOMaHAbI 1
napaMeTpbl UMEIT SICHbIe 1 erko 3anoMuUHakoLLMecs Ha3BaHKs.

KomaHZAbl pa36buTbl Ha rpynmnbl 1 BbICTPOEHbI B epapXuto. Taknm o6pasom, Ans
BbINOHEHWNS KAKOK-1M60 HACTPOIKIN NONBb30BaTENIO HY>HO NocneAoBaTe/IbHO BBECTH
Ha3BaHWs BNOXEHHbIX rPYMN KOMaHZ, (Y310BbIX KOMaHZA) 1 3aTeM BBECTU KOHEUHYHO
KOMaHAy ¢ napameTpamu.

Hanpuwmep, IP-agpec ceteBoro nHTepderica GigabitEthernet1 3agaetca komaHgon address,
KoTopasi HaxoauTcsa B rpynne interface - ip:

(config)>interface GigabitEthernetl ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa, B rpynny

HekoTopble y3noBble KOMaHAbl, cogepKaLle Habop JoUYepHUX KOMaHZ, NMO3BONSIOT
MO/Ib30BaTE/0 BbIMOMHUTL «BXOA» B FPYMMy, YTO6bl BBOAUTL AOYEPHME KOMaHABI
HenocpeACTBEHHO, He TpaTsA BpeMsl Ha BBOZA MIMEHW y3/10BOM KOMaHAbl. B 3ToM cayyae
MeHSeTCA TeKCT NpUraaLleHns KOMaHAHOM CTPOKK, YTO6bI NONb30BaTe b BUAEN, B KAaKOW
rpynne oH HaxoAnTcs.

JobaBneHa koMaHAa exit nnr no HaxxaTuro KombuHaumm knasuwl [Ctrl]+[D] BbiInonHsieTcs
BbIXOZ, 13 rpynnbl.

Hanpumep, npu Bxoge B rpynny interface npurnalieHne KOMaHAHOM CTPOKW MeHsAeTCs
Ha (config-if):

(config)>interface GigabitEthernetl
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 /icnosib30oBaHMe CNpaBKU U
aBToOA0MNoJ/IHeHUA

28

[lna Toro 4to6bI caenaTh NPOLLECC HACTPOMKM MaKCUManbHO YAO6HbLIM, MHTepdenc
KOMaHZAHOW CTPOKN nMeeT GYHKLMI0 aBTOA0MOMHEHNS KOMaHA 1 NapamMeTpos,
noAcKkasblBas ornepaTopy, Kakme KOMaHAbl AOCTYMNHbI Ha TekyLLleM YPOBHE B/IOXKEHHOCTMU.
ABTOZ0MONHEHMe paboTaeT No HaxaTuo Knaeuwmn [Tab]l. Hanpumep:

(config)>in[Tab]
interface - network interface configuration

(config)> interface Gi[Tab]
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Usage template:
interface {name}

Variants:
GigabitEthernet0
GigabitEthernet0/Vlanl
GigabitEthernetl

(config)> interface GigabitEthernetO[Tab]

Usage template:
interface {name}

Variants:
GigabitEthernet0/Vlanl
GigabitEthernetl

(config)> interface GigabitEthernet@[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLeil KOMaHge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface GigabitEthernetl [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
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ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface GigabitEthernetl

2.3 NMpedunkc no

I'Ipeq>|/||<c NO NCNONBb3YeTCA AN1A OTMEHDbI ,Cl,eIZCTBI/Iﬂ KOMaHZAbl, nepes KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHaa interface oTBeuaeT 3a co3jaHMe ceTeBOro MHTepdeica c 3ajaHHbIM
nmeHeM. Npedrkc no, NCnonb3yeMblii C 3TON KOMaHAOW, Bbl3biBaeT 0bpaTHoOe JelicTBre —
yaaneHve nHtepderica:

(config)> no interface PPPoEO

Ecnn koMaHga cocTaBHasi, N0 MOXET CTaBUTLCA Nepes, obbiM ee YneHoM. Hanpumep,
koMaHga service dhcp BkarouaeT cnyx6y DHCP 1 cOCTOUT U3 ABYX YacTel: service —
NMEHW rpynnbl B nepapxum koMang, n dhecp — KoHeuHol komaHAbl. Mpedurkc no MOXKHO
CTaBUTb Kak B Hayase, Tak 1 B cepeimnHe. leincTeme B 060mx cnyyasx byaeT o4NHAKOBbIM:
OCTaHOBKa C/TyX6bl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,

30

MHorue KOMaHAbI o6na,a,a+0T CBOWVICTBOM UGEMI’)OI’I’IEHmHOCmU, KOTOpPOE NPOoABAAETCA B
TOM, YTO MHOFOKpaTHbIIZ BBOJ 3TUX KOMaHA NpUBOANT K TEM XE USMEHEHUAM, UTO U
oAHoOKpaTHbI. Hanpumep, komaHAa service http fo6asnsert ctpoky «service http» B
TekyLme HacTPOWMKKN, U MNP MOBTOPHOM BBOJE HMUYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosiseT A406aBNATb He OfHY, a8 HECKONbKO 3anuncen, ecnu
BBOAMWTb VX C Pa3HbIMW aprymeHTaMu. Hanpumep, ctatuyeckme 3anucy B Tabnvue
MapLipyTusaumu ip route nnv dunbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NpUCYTCTBYHOT B HAaCTPOMKax B BUAE CINCKA:

Mpumep 2.1. cnonb3oBaHMe KOMaHAbl C MHOFOKpPaTHbIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1
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3anucK 13 Takmnx TabauL, MOXHO yAansaTb No OAHOM, NCMOb3ys NpePUKe No, 1 yKasbiBas
B apryMeHTe KOMaHZbl, Kakyto UMEeHHO 3anucb TpebyeTcsa yaanunTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO

ip route 1.1.1.0 2
.1.3.0 255.255.255.0 PPTP1

ip route

[y

2.5 CoxpaHeHue HacTpoekK

TekyLLme 1 CTapTOBble HACTPONKK XpaHATCA B ¢painax running-config u startup-config.
Ans TOoro 4To6bl COXPaHUTL TeKyLLMe HAaCTPOKN B SHEProHEe3aBUCMMYHO NaMATb, HYXXHO
BBECTW KOMaHAY KOMMPOBaHUs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTNno)KeHHas nepesarpyska

Ecnwm Sprinter HAXOAMTCS Ha 3HAUUTENILHOM yAaNeHUM OT orepaTopa 1 ynpasaseTcs no
CeTu, BO3HVKAET OMacHOCTb NOTePsiTh CBA3b C HUM MO NPUYMHE OLIMBGOYHbIX AeACTBII
oneparopa. B 3ToM clyyae nepesarpyska 1 BO3BPaT K COXPaHeHHbIM HacTpolikam 6yayT
3aTpyZAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/IOXXEHHO nepesarpysku,

BbINOHUTb «OMaCHbIe» HACTPOIIKM, 3aTeM BbIK/TIOUNTbL TaliMeEp Y COXPaHUTb U3MEHEHWS.
Ecnv B npoLiecce HacTPOLiKM CBSI3b C YCTPONCTBOM byAeT NoTepsiHa, onepaTopy A0CTaTOUHO
ByAeT A0XAATbCA aBTOMATNYECKOWN nepesarpy3ku 1 NOAKNHOUNTBLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OonucaHue KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

MNpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  copy ¢«sources «destinations

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

source Ums gaiina MNyTb K daliny, KOTopbI HE0H6XO0AMMO
CKOMMpoBaTh.

destination |Wma ¢aina MyTb K KaTanory, Kyga éygeT ckonmpoBaH
dann.

Mpumep Hanpuwmep, coxpaHeHmne HacTpoek genaetcsd Tak:

(config)> copy running-config startup-config
(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

VICTOleﬂ N3MeHeHWniA Bepcmﬂ onvcaHue

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHue Yaanutb ¢ainn ns namaTtu Sprinter.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
filename Wma ganna MyTb K paliny, KOTOPLIA HEO6XOAMMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.14ls
OonucaHue BbiBecTy Ha akpaH cnncok ¢ainnos B yKkazaHHOM KaTanore.
Mpejukc no Het
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MeHsieT HacTpoAKM

Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.1.5 mkdir

OnucaHwue
Mpedukc no

MeHsieT HaCTpoViKKn

(config)> s [«directory:]
AprymeHT 3HauyeHue OnuncaHwue
directory CTpoka MNyTb K KaTanory. [lomkeH cogepxatb NMs

bainnoBoi CUCTEMbI M HEMOCPEACTBEHHO NYTh
K kaTanory B dopmarte < painoas cmcrema

> < nyTb >. NpuMepbl Gpalinosbix cnctem —

flash, temp, proc, usbn t. 4.

(config)> 1s FILES:

rel: FILES:
entry, type = D:
name: com
entry, type = R:
name: IMAX.mkv
size: 1886912512
entry, type = D:

name: speedfan

entry, type = D:
name: portable

entry, type = D:
name: video

entry, type = D:

name: HoBas nanka
Bepcus OnucaHve
2.00 JlobaBneHa komaHaa ls.

Co3paTb HOBbI KaTasnor.
HeTt

Het

MHorokpaTtHbiia BBog, Het

Sprinter (KN-3710) — CnpaBOYHMK KOMaHZ,

35




naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.1.6 more

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config)> mkdir «directory»

AprymeHT 3HauyeHue OnucaHwue

directory Ctpoka MyTb K KaTanory.

(config)> mkdir SANDSK:/test
FileSystem: :Repository: "SANDSK:/test" created.

(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.

Bepcus OnucaHve

212 JobaBneHa komaHaa mkdir.

BbiBeCTV Ha 3KpaH cofepXXmMMoe TeKCToBOro gaiina NnoCcTpoyHoO.
Het
Het

Het

(config)> more «filename>

AprymeHT 3HauyeHue OnuncaHwue

filename Wms @anna MonHoe nma gaina nam NCeBAOHUM.

(config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1 rotate

Bepcus OnucaHve

2.00 JlobaBneHa KoMaHa more.

3.2 access-list

OnucaHwne

JocTyn K rpynne KOMaHz, A5 HaCTPOVKM BbIBPAaHHOIO CMCKa NpaBu
dunbTpaumm nakeToB. ECM CNNCOK He HalAeH, KOMaHAa NbITaeTCs ero
C03/aTb. TakoW CANCOK MOXET 6bITb NPUCBOEH CeTEBOMY UHTepdericy ¢
nomoLLblo KoMaHapl interface ip access-group.

KomaHgaa ¢ npedrkcom no yaansieT Crnmcok npasul.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Bxo)xaeHue B rpynny (config-acl)

CuHoncuc (config)> access-list <name»

(config)> no access-list wname>

AprymeHTbI AprymeHT |3HauyeHue |OnucaHue

name Ctpoka Ha3BaHwne cnuncka npasun ¢unbTpaumm (Access
Control List, ACL).

Mpumep (config)> access-list test_acl
Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa access-list.

3.2.1 access-list auto-delete

OnucaHwue BkirounTb aBTOMatmnyeckoe yaaneHve npasun ACL npu yganeHun
nHTepderica. KomaHga NpUHYANTENBHO BKAKOYAETCA AN CMUCKOB A0CTYNa
c npe¢rikcom WEBADMIN .

KomaHga He MOXeT 6bITb BK/OUEHa, eI HeT NPUBA3aHHbIX MHTep¢eincoB.
NckntouveHnem aBnseTtca uteHue startup-config.

KomaHga ¢ npedurkcom no oTkIoUaeT aBToMaTnYeckoe yaaneHue.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncunc I (config-acl)>  auto-delete

I (config-acl)> no auto-delete
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Mpumep

UcTopuns nameHeHuii

(config-acl)> auto-delete
Network::Acl: Enabled auto-deletion for " WEBADMIN Home" access »

group.

(config-acl)> no auto-delete
Network::Acl: Disabled auto-deletion for " WEBADMIN Home" access »

group.
Bepcus OnucaHve
3.09 JlobaBneHa koMaHa access-list auto-delete.

3.2.2 access-list deny

Job6aBuTb 3anpeLuatoLLee npasuno dGnnbTpaLmmy NakeTos B yKaszaHHbIN ACL.

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

KomaHga c npedurKcom no yaansiet npasuso.

Ja
Aa
Ja

(config-acl)>

(config-acl)>

deny (tcp | udp) <sources <source-mask»

[ port((<src-port-operators <source-ports)|

( range <source-ports <source-end-port,))]
<destinations «destination-mask>

[ port((<«dst-port-operators«destination-port)|

( range «destination-port> «destination-end-port»))]

deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask»

(config-acl)> no deny (tcp | udp) <sources <source-mask»
[ port((<«src-port-operator: <source-port)|
( range <source-port <source-end-port;))]
«destinations «<destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port>«destination-end-port))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask»

AprymeHT 3HayeHve |OnucaHwve
tcp Knoyesoe |TCP NpOTOKO.
C/1080
udp Knouyesoe |UDP npoToko.
C/1080
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AprymeHT 3HaueHve |OnucaHve
icmp Kmwyesoe  |ICMP npoTokon.
C/1080
esp Krwyesoe |ESP npoToKON.
C/10B0
gre Knwyesoe |GRE npoTokon.
C/10B0
ipip Kmwyesoe |IP in IP NnpOTOKON.
C/10B0
ip Knwyeoe |IP-npoToKON (BKAtOYaeET B cebsa TCP,
C/10B0O UDP, ICMP v npouwve).
source IP-agpec |AApec NCTOYHKMKA B 3arosioBKe
IP-nakerta.
source-mask IP-macka |Macka, npMMeHeHsemas K agpecy
NCTOYHVKa B 3aronoske IP-nakera,
nepe/j CpaBHeHVEM C source.
CywecTByeT ABa crnocoba BBOAa MacKu:
B KaHOHWYeckol dopme (Hanpumep,
255.255.255.0) 1 B BUAe 6UTOBOI
ANViHBI NpeduKca (Hanpumep, /24).
source-port Lenoe MopT ncrounmka s TCP nnn UDP
uncno 3aroJioBke.
source-end-port Lenoe OkoHuaHWe jrnanasoHa NoOpToB
4yucsio NCTOYHWNKaA.
src-port-operator |1t OnepaTop «MeHbLUe» A5 CPaBHEHNSA
nopTa € yKa3aHHbIM source-port.
eq OnepaTtop «paBHO» ANSA CPaBHEHMS
nopTa C yKa3aHHbIM source-port.
gt Onepatop «6onbLUe» A5 CPaBHEHNS
nopTa C YKasaHHbIM source-port.
destination IP-agpec |Appec Ha3HayeHWA B 3arosioBke
IP-nakera.
destination-mask IP-macka |Macka, npMMeHeHsaemas K agpecy
Ha3sHa4deHWA B 3arosioBke IP-nakeTa,
nepes cpaBHeHmneMm c destination.
CywecTByeT ABa cnocoba BBOJa Macku:
B KaHOHWn4eckol dopme (Hanpumep,
255.255.255.0) u B BUAe 61TOBOI
ANVHBI Npedukca (Hanpumep, /24).
destination-port Llenoe MopT Ha3HauyeHwa B TCP nan UDP
uncso 3aroJioBke.
destination-end-port|lenoe OKOHuaHwue gmnanasoHa NopToB
4yucJsio Ha3Ha4veHnA.
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AprymeHT 3HaueHve |OnucaHve

dst-port-operator |lt OnepaTop «MeHbLLe» A/ CPaBHEHUSA
nopTa C YKasaHHbIM
destination-port.

eq OnepaTtop «paBHO» AN CPaBHEHMS
nopTa € yKa3aHHbIM
destination-port.

gt Onepatop «6onbLUe» Ans CpaBHEHNS
nopTa C YKa3aHHbIM
destination-port.

Npumep (config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule deleted.

WcTopus nsmeHeHum Bepcus onucaHue
2.00 [JlobaBneHa komaHza access-list deny.
2.06 HoBoe 3HaueHue ip 6b110 f06aBNEHO B apryMeHT
protocol.
2.08 Jlo6aBneHbl HOBblE MPOTOKO/bI esp,gre 1 ipip
2.09.A.2.1 JlobaBneHbl Anana3oHbl MOPTOB.

3.2.3 access-list permit

OnucaHue Job6aBuTb paspeLuatoLee npasuno dbuabTpaLmm NnakeTos B yKasaHHbIN ACL.
KomaHga ¢ npedunkcom no yaanseT npasuo.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc I(conﬁgacD> permit (tcp | udp) <source <source-mask
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(config-acl)>

[port((<«src-port-operators<source-port)|

( range <source-ports <source-end-port»))]
«destinations <destination-mask>

[ port((<«dst-port-operator:«destination-port)|

( range «destination-port> «destination-end-port»))]

permit (icmp | esp | gre | ipip | ip)<sources<source-mask»

«destinations «<destination-mask>

(config-acl)> no permit (tcp | udp) <sources <source-mask>
[ port((<«src-port-operators<source-port)|
( range <source-ports<source-end-port»))]
<destinations «destination-mask>
[ port((<«dst-port-operators«destination-port)|
( range «destination-port> «destination-end-port>))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask>
<destinations «destination-mask>

AprymeHTbI AprymeHT 3HaueHue (OnucaHue
tecp Kriwyesoe | TCP NpOTOKO/.
CJ10BO
udp Knouyesoe |UDP npoToKo.
C/10B0
icmp Kmwyesoe  |ICMP npoTokon.
CJ/10BO
esp Kro4esoe  |ESP mpoToKoO.
C/1080
gre Kroyesoe |GRE npoToKOA.
C/1080
ipip Kmwyesoe |IP in IP NnpOTOKON.
CJ10BO
ip Knwuyeoe |IP-npoTOKON (BKAtOYaET B cebsa TCP,
CJ10BO UDP, ICMP v npouwve).
source IP-agpec |AApec NCTOYHKMKA B 3arosoBKe
IP-nakerta.
source-mask IP-macka |Macka, npnMeHeHaemas K agpecy
MCTOYHMKa B 3aronoBke IP-nakera,
nepe/ CpaBHeHVIEM C source.
CywecTByeT ABa cnocoba BBOAa Macku:
B KaHOHW4Yeckol dopme (Hanpumep,
255.255.255.0) n B BuAe 61MTOBOM
AnnHbl npedukca (Hanpumep, /24).
source-port Lesnoe MopT ncrouHmka s TCP nnn UDP
4yucsio 3arosioBske.
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Mpumep

AprymeHT 3HaueHve |OnucaHve
source-end-port Lenoe OKoHuaHwue gmnanasoHa nopToBs
yncno NCTOYHUMKa.
src-port-operator |lt OnepaTop «MeHbLLEe» A/ CpaBHEHNA
nopTa C yKasaHHbIM source-port.
eq OnepaTop «paBHO» 4SS CPaBHEHUS
nopTa € yKasaHHbIM source-port.
gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa C yKasaHHbIM source-port.
destination IP-agpec |Aapec Ha3HayeHWs B 3aronoBke
IP-nakerta.

destination-mask IP-macka |Macka, npriMeHeHaeMas K agpecy
Ha3HayeHus B 3aronoske IP-nakera,
nepes cpaBHeHMeM c destination.
CywecTByeT ABa cnocoba BBOAa MacKu:
B KaHOHMYeckon ¢opme (Hanpumep,
255.255.255.0) 1 B BUAe 6UTOBOI
ANVIHBI NpeduKca (Hanpumep, /24).

destination-port Lenoe MopT Ha3HauyeHwa B TCP nnn UDP
4yucsio 3aronaoBke.

destination-end-port|lenoe OKoHuYaHWe AranasoHa NopTos
Ynco HasHayeHws.

dst-port-operator |1t OnepaTop «MeHbLUe» A5 CPaBHEHNSA

nopTa C YKa3aHHbIM
destination-port.

eq OnepaTtop «paBHO» ANSA CPaBHEHMS
nopTa C YKasaHHbIM
destination-port.

gt Onepatop «6obLUe» ANs CPaBHEHNS
nopTa € yKa3aHHbIM
destination-port.

(config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 8080 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.
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naBa 3 OnncaHme KOMaHA,

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.00

[JobaeneHa komaHza access-list permit.

2.06

protocol.

HoBoe 3HaueHwe ip 66110 f06aBAEHO B apryMeHT

2.08

JlobaBneHbl HOBbIE MPOTOKO/bI eSp,gre v ipip.

2.09.A.2.1

Jo6aBneHbl A1anasoHbl NOPTOB.

3.2.4 access-list rule

OnucaHue OTkNUUTL NpaBunao ACL, orpaHNUYUTL BpeMs ero paboTbl pacnmcaHmnem,
N3MEHUTb ero MecTo B CNucke Npasua Unv A4o6aBnTb ero onmcaHuve.

KomaHga ¢ npe¢|/||<c0M Nno BKNKOYaET NpaBunio, OTMEHAET pacnncaHmne nin
yAandet onncaHme.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-acl)>  rule «index> (disable | schedule «<schedule> | order
<new-indexs | description «descriptiom)
(config-acl)> no rule <index> (disable | schedule | description)
AprymeHTbI AprymeHT 3HaueHue OnucaHue
index lenoe uyncno |Homep npasuna ACL.
disable Knwyesoe OTknrounTe Npasuao ACL.
C/1080
schedule Pacnuncanune Ha3sBaHMe pacnmncaHus, CO3A4aHHOro npu
nomMoLum rpynnel KoMaH4 schedule.
order Lenoe 4ucno HoBas nosumuma npasuna ACL B cnucke.
description |CTpoka OnuncaHue npasuna ACL.
Mpumep (config-acl)> rule 0 disable

Network: :Acl:

(config-acl)>
Network: :Acl:

Rule disabled.

rule 0 schedule acl_schedule
Rule schedule set to "acl schedule".

(config-acl)>rule 0 description myacl
Network::Acl: Rule description set to "myacl".

(config-acl)>

rule 0 order 1
Network::Acl: Rule 0 moved to position 1.
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

(config-acl)> no rule 0 disable
Network::Acl: Rule enabled.

(config-acl)> no rule 0 schedule
Network: :Acl: Rule schedule removed.

(config-acl)> no rule 0 description
Network::Acl: Rule description removed.

Bepcus OnucaHue

2.08 JobaeneHa komaHaa access-list rule.

3.3 cloud control2 security-level

OnucaHune

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcTaHoBUTL ypoBeHb 6e3onacHocTu cepBuca Cloud Control2 ans mobunsHoro
npunoxeHus Keenetic. Mo ymMon4aHuio HasHavyeH ypoBeHb 6e30MacHOCTU
public.

Hert

Ja

HeT

(config)> cloud control2 security-level (public | private)

AprymeHT |3Ha4yeHve OnuncaHwue

public Knwuesoe cnoso |[octyn K Cloud Control2 paspelueH ans
public, private n protected nHTepdeiicos.

private |Kmw4yesoe cnoso |[ocTtyn k Cloud Control2 pa3peLueH TonbKO

Ans private nHTepoencos.

(config)> cloud control2 security-level public
CloudControl2::Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

Bepcus OnucaHue

3.05 Jlo6aBneHa komaHga cloud control2 security-level.

3.4 components

OnucaHune

,ﬂ,OCTyI’I Krpynne KoMaHA An4 yripaBneHna KOMNOHEHTaMW MUKPOTporpamMmmebil.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

UcTopuns nameHeHuii

Het
Het
Het

(config-comp)

(config)> components

Bepcus OnucaHve

2.00 JobaBneHa KOMaHAa components.

3.4.1 components auto-update channel

OnucaHune

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

3a4aTb NCTOYHMK KOMIMOHEHTOB AN4 q)yHKLl,VII/I aBToO6HOBNEHUA. 1o
YMOJTYaHUIO NCNOIb3yeTCA 3Ha4YeHne stable.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Ja
Ja
Het
(config-comp)>  auto-update channel <channel

(config-comp)> no auto-update channel

AprymeHT 3HauyeHue OnuncaHwue

channel stable KOMMOHEeHTbLI MOJIHOCTLIO MPOTECTVPOBAHbI
M peKoMeHAyrTCa 419 YCTaHOBKW. B
Beb-mHTepderice 3TOT KaHaN yKa3aH Kak
Penus.

preview KomnoHeHTbI cogep>kaTt HoBelLwme GyHKLMN
1 yCOBepLUEHCTBOBAHWS, HO MPOTEeCTVUPOBaHbI
He NoNHOCTLIO. B Be6-MHTepdelice 3TOT kaHan
yKa3aH Kak lpepBapuTenbHas Bepcus.

draft KoMnoHeHTbI cogepikaTt HoBelilume GyHKLNK
1 NCNONb3YHTCA A5 TeCTUPOBaHMA. B
Beb-nHTepdeince 3TOT KaHaN yKasaH Kak
TectoBasa cbopka.

(config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.01 [JobaBneHa komaHaa components auto-update channel.

3.4.2 components auto-update disable

OnucaHune (DyHKLl,VIﬂ aBTOMATMYecKoro 06HOBNEHUSA KOMIMOHEHTOB. o YMO/T4aHUKO
aBTOMaTU4Yeckoe 06HOBEHME BKIHOUEHO.

KomaHga c npedurkcom no BKAtOUaeT aBToMaTnyeckoe o6bHOB/EHMeE.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbI/i BBog, /[la

CnHoncuc I(config—comp)> auto-update disable

I (config-comp)> no auto-update disable

Mpumep (config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

2.09 JlobaBneHa komaHza components auto-update disable.

3.4.3 components auto-update schedule

OnucaHmne MprcBOUTL pacnucaHmne Ana paboTbl PyHKLMN aBTOMATNYECKOr0 O6HOBEHMS.
Mepes BbINOAHEHNEM KOMaHAbI pacnuncaHne A0/XXHO 6biTb CO3AaHO U
HaCcTpoeHo npu nomoLm komaHael schedule action.

KoMaHAa ¢ Nnpedunkcom no pa3pbiBaeT CBsi3b MeXAY pacnmncaHem u
aBTOMaTUYEeCKUM O6HOBNEHUNEM.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config-comp)>  auto-update schedule «<schedule;

I (config-comp)> no auto-update schedule
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

nomMoLum rpynnel KoMmaHa schedule.

schedule Pacnncanne |Ha3BaHMe pacnmcaHus, CO34aHHOro npu

(config-comp)> auto-update schedule Update
Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.

Bepcus OnucaHve
3.03 [JlobaBneHa KoMaHAa components auto-update
schedule.

3.4.4 components check-update

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTsl

Mpumep

MpoBepnTb 06HOBNEHME NPOLUNBKN ANS KaHAMAATA U BEe4OMOro
yctporictea MogynbHon Wi-Fi Cnctembl.

Het
Het

HeT

(config-comp)>  check-update [ force]

AprymeHT 3HayeHue OnuncaHue

force Knoyesoe [MoCcTOAHHO NPOBEPATL Hann4me
(o [o:10 06HOBNEHWI.

(config-comp)> check-update

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no

(config-comp)> check-update force

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.14 Jo6aBneHa koMmaHaa components check-update.

3.4.5 components commit

OnucaHune |_|pI/IMeHI/ITb n3MeHeHns, BHeCeHHble KoMaHaaMu components install n
components remove.

MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-comp)>  commit
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 [JobaBneHa KOMaHAa components commit.

3.4.6 components install

OnucaHwue OTMeTUTb KOMMOHEHT ANs nocaeaytoLlein yctaHoBk. OKOHYaTeNbHas
YyCTaHOBKa BbINOIHAETCA KOMaHAo0M components commit.

MNpejukc no Het
MeHsieT HacTpouikm  /[la

MHorokpaTtHbIiA BBOg, [a

CuHoncnc (config-comp)>  install «component>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
component CTpoka Ha3BaHVe KoMnoHeHTa. CNMCoK JOCTYMHbIX
NS YCTAHOBKW KOMMOHEHTOB MOXET 6bITb
BblBeJeH Ha 3KpaH KOMaHAolM components
list.
Mpumep (config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 JlobasneHa KoMaHAa components install.
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naBa 3 OnncaHme KOMaHA,

3.4.7 components list

OnucaHwue HGDEKJ'IFOLII/ITbCFI Ha Bbl6paHHy}O necoyHuUy n oTMeTuUTb 4114 YCTaHOBKU BCe
KOMIMOHEHTHI, Tpe6y+ou.u/|e M3MeHeEHNA ANA COOTBETCTBUA BEPCN B
rnecoyvHunue. Echm BeINONHNTL KOMaHAy 6e3 aprymeHTa, 1o 6yAET BbiBeAeH
BeCb CNCoK BCceX KOMMOHEHTOB TeKyu.|,e|7| neco4vHumubl (yCTaHOBﬂeHHbIX n
AOCTYNHbIX 4NA yCTaHOBKI/I). Ecnn OTCYTCTBYET NoAK/MH4YEHNE K MHTepHET, TO
6yp,eT BblBE€4EH TONIbKO CMNCOK y>Ke YCTaHOB/1€HHbIX KOMMOHEHTOB.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-comp)>  list [ sandbox ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
sandbox Ctpoka YpaneHHasa necoyHuua, Hanpumep stable
nnu beta.
Mpumep (config-comp)> list
firmware:
version: 2.13.C.0.0-1
sandbox: stable
local:
sandbox: beta
component:
name: base
priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb5840
installed: 2.13.B.1.0-1
preset: minimal
preset: recommended
queued: yes
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHza components list.
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naBa 3 OnncaHme KoMaHp,

2.06.A.6 Job6asneH napameTp sandbox. KomaHaa components
list 4oMKHa NCNONB30BaTLCS BMECTO yCTapeBLUeit

components sync.

3.4.8 components preset

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

Bbl6paTh roToBbI HA6OP KOMMOHEHTOB. YCTaHOBKa Habopa BbIMOHSAETCS
KoMaHZol components commit.

Mpexae Yem ycTaHOBUTbL HabOp KOMMOHEHTOB, NMPOBepbLTE NOC/eHNE BEpCUA
KOMMOHEHTOB Ha cepBepe 06HOBNEeHW KoMaHAo components list.
TpebyeTca nogkntoueHve K VIHTepHeTy.

Het
Ja
HeTt

I (config-comp)>  preset «preset;

KonnuectBo 1 Ha3BaHWsA roToBbIX HA6OPOB KOMMOHEHTOB MOTYT HbITb
N3MeHEeHbI, MO3TOMY PpeKOMeHAyeTCsl MPOBEPUTL CINCOK AOCTYMHbIX HA6OPOB
KoMaHZAol preset [Tab].

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWHMMaNbHO BO3MOXHbI AN paboTbl
yCTporicTBa Habop KOMMOHEHTOB byaeT
OoTMeueH.

recommended |PekomeHAyeMbli HA6OP KOMMOHEHTOB byAeT
OTMEYEH AN YCTAaHOBKMW.

(config-comp)> preset [Tabl]

Usage template:
preset {preset}

Choose:
minimal
recommended

(config-comp)> preset recommended

lib: :libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

Bepcus OnucaHue

2.00 JlobaBneHa komaHAa components preset.
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naBa 3 OnncaHme KOMaHA,

3.4.9 components preview

OnucaHune MokasaTb pasMep NPOLUMBKW, COCTABNEHHOM 113 KOMMOHEHTOB, BbI6paHHbIX
C MOMOLLBI0 KOMaHAbl components install.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-comp)>  preview
Mpumep (config-comp)> preview
preview:
size: 7733308
WcTopus nsmeHeHnit |Bepcus onuncaHue

2.06 [JlobaBneHa KomaHza components preview.

3.4.10 components remove

OnucaHue OTMeTUTb KOMMOHEHT ANs nocneayroLwiero yganeHu4. OkoHu4aTenbHoe
yAaneHume BbINMOJIHAETCA KOMaHA0m components commit.

Mpedunkc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-comp)>  remove <component»
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
component Ctpoka Ha3sBaHue KomMnoHeHTa. CNMCOK AOCTYMHbIX
ANS yfaneHNs KOMMNOHEHTOB MOXET bbITb
BbiBeJeH Ha 3KpaH KOMaHAo components
list.
NMpumep (config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 [JobaBneHa KOMaHAa components remove.
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naBa 3 OnncaHme KoMaHp,

3.4.11 components validity-period

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

YCTaHOBWUTbL CPOK aKTyasIbHOCTU NOKabHOrO CAncKa KOMMOHeHTOB. 1o
NCTeYeHNN 3TOro BpeMeHn byaeT aBTOMaTUYeCKn BbiMoAHeHa KoMaHaa
components list Ana nony4yeHns TekyLLero Cnmcka KOMMNOHEHTOB C cepBepa
0o6HoBNEeHMA. [10 yMONYaHWMIO NCMOJIb3yeTcs 3HadeHne 1800.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.

Ja

Ja

HeTt

(config-comp)>  validity-period <seconds>

(config-comp)> no validity-period

AprymeHT 3HauyeHue OnuncaHue

seconds lenoe 4ucno |Cpok akTyasbHOCTM IOKAJIBHOIO CMMCKa
KOMMOHEHTOB B CeKyHAax. MoxeT npuHMMaTh
3HayeHWsa B npegesnax ot 0 40 604800
BKHOUNTE/IBHO.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Bepcus OnucaHve

2.03 [JobaeneHa komaHaa components validity-period.

3.5 crypto engine

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

BblbpaTh TN 06paboTku ESP IPsec nakeToB. [10 yMOAYaHUIO UCMONb3yeTcs
annapaTHbIA pexuM.

KomaHga ¢ npedrkcom no oTkarovaeT GyHKLNLO.
Ja
Ja

HeT

I (config)> crypto engine <type>
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopuns nameHeHui

3.6 crypto ike key

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn

(config)> no crypto engine

AprymeHT 3HauyeHue |OnucaHve
type software |[porpaMmHbIN pexmnm.
hardware |AnnapaTHbI peXnMm.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.

Bepcusa

OnucaHune

2.06

JlobaBneHa KoMaHaa crypto engine.

Jo6aBuTb kntou IKE ¢ naeHTNGUKaTOPOM YAAaNeHHOM CTOPOHBI.

KomaHga ¢ npedpurKcom no yaanseT yKa3aHHbIM KoY.

Ja
Ja

MHorokpaTtHbIA BBOA, [a

CviHoncuc

AprymeHTbl

(config)>

crypto ike key names psk> (<type> <id> | any)

(config)> no crypto ike key name»

AprymeHT 3HauyeHue OnuncaHwue
name Ctpoka Ha3BaHwve ktoYa. JlonyckaeTtcs
1CMoJ/Ib30BaHVIe CIMBOJIOB JIATUHCKOro
andaBnTa, UNPP, TOUKK, MOJUYEPKNBAHNS 1
aedunca.
psk CTpoka Naponb ans ayteHTUbMKaumn. nnHa napons
MOXeT 6bITb OT 6 40 96 CMMBONOB.
type address NaeHTudunkatopom asnsetcs IP-agpec.
fqdn NaeHTndmnkaTopom ABAseTCs nosiHoe
JOMEeHHOoe Nms.
dn NaeHTndrkaTopom SBASeTCA JOMEHHOE NMS.
email NaeHTdnKaTOPOM ABAAETCH INEKTPOHHbIN

aapec e-mail.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue
id Ctpoka 3HauveHVe ngeHTndmnKaTopa yaaneHHom
CTOPOHBI.
any Kmiwyesoe Pa3peluaeT ncnonb3oBaHue Ko4a A1s
C/10BO no60oi yaaneHHoM CTOPOHBI.

(config)> crypto ike key VirtualIPServer »
aDjs0C1lgvWCs0iE4Ijhs+HRnNPiheGA478 any

IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
added.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
updated.

(config)> no crypto ike key VirtualIPServer
IpSec: :Manager: "VirtualIPServer": crypto ike key successfully »
removed.

Bepcus OnucaHue

2.06 JobasneHa KomaHaa crypto ike key.

3.7 crypto ike mtu

OnuncaHwune

Mpedukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

YcTaHoBUTL 3HaveHue MTU, koTopoe byaeT nepeaaHo IKE. Mo yMmonyaHuio
MTU HacnepayeTcs oT MHTedelica, Yepes KOTOPbI OCYyLLLeCTBASETCA A4OCTYN B
VHTepHerT.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HayeHve MTU no ymMondaHuto.
Ja

Ja

Het

(config)> crypto ike mtu (value)

(config)> no crypto ike mtu

AprymeHT 3HauyeHue OnuncaHwue

value lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHUMATL 3HaUYEeHNS
B npejenax ot 576 Ao 1500 BKAOUNTENBHO

(config)> crypto ike mtu 1400
IpSec: :Manager: IKE MTU value is set to 1400.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config)> no crypto ipsec mtu
IpSec: :Manager: Reset IKE MTU value.

Bepcus OnucaHue

3.08 JobasneHa komaHga crypto ike mtu.

3.8 crypto ike nat-keepalive

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YcTaHOBUTL TaliM-ayT Mexay naketamu keepalive B cnydae o6HapyxeHus
NAT mMexay KnreHToM 1 cepBepoM [Psec. [0 yMO/I4aHMIO YCTaHOB/IEHO
3HaueHwe 20.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoAYaHuio.

Ja

Ja

Het

(config)> crypto ike nat-keepalive nat-keepalive;

(config)> no crypto ike nat-keepalive

AprymeHT 3HayeHue |OnucaHue

nat-keepalive |Uenoe uucno |Taim-ayT mexay naketamm keepalive B
cekyHAax. MoxeT NpMHUMaTb 3HaYeHUs B
npegenax ot 5 A0 3600 BK/IHOUNTENBHO.

(config)> crypto ike nat-keepalive 90
IpSec::Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec: :Manager: Reset crypto ike nat-keepalive timeout to 20 s.

Bepcus OnucaHve

2.06 JobasneHa komaHga crypto ike nat-keepalive.

3.9 crypto ike policy

OnucaHune

JocTtyn K rpynne KoMaHa Ans HaCcTPOViky BblbpaHHOW nonnTtukn IKE. Ecnun
nonntuka IKE He HalifleHa, KOMaHAa NblTaeTca eé co3aaThb.

KomaHga c npedrkcom no yaanset nonnTtuky IKE. NMpm 3TOM AaHHas NOANTUKA
IKE aBTOMaTu4yeckn yganseTcs 13 scex npodunen IPsec.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ja

Ja

Aa

(config-ike-policy)

(config)> crypto ike policy name»

(config)> no crypto ike policy name>

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka Ha3BaHve nonutuku IKE. lonyckaeTcs
NCNONb30BaHMe CUMBOJIOB IATUHCKOTO
andaBnTa, UNPP, TOUKK, MOJUYEPKNBAHNSA 1

dedunca.

(config)> crypto ike policy test
IpSec::Manager: "test": crypto ike policy successfully created.

(config)> no crypto ike policy test
IpSec::Manager: Crypto ike policy "test" removed.

Bepcus OnucaHue

2.06 JobasneHa komaHAa crypto ike policy.

3.9.1 crypto ike policy lifetime

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

YcTaHOBWUTBL BpeMs XN3HU accoumaumu IPsec IKE. o ymonyaHmio
ncnosb3yetcd 3HaueHve 86400.

KomaHga ¢ npedrkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIo.
[Ja

Ja

Het

(config-ike-policy)>  lifetime <lifetime»

(config-ike-policy)> no lifetime

AprymeHT 3HauyeHue OnuncaHwue

lifetime UYesoe uucro |Bpemsa xun3Hu accoumaumm IPsec IKE B
cekyHAax. MoxeT npuHMMaTb 3Ha4YeHud B
npegenax ot 60 Ao 2147483647.
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naBa 3 OnncaHme KOMaHA,

Npumep (config-ike-policy)> lifetime 3600
IpSec::Manager: "test": crypto ike policy lifetime set to 3600 s.

(config-ike-policy)> no lifetime
IpSec::Manager: "test": crypto ike policy lifetime reset.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa koMmaHga crypto ike policy lifetime.

3.9.2 crypto ike policy mode

OnucaHwne 3aaaTtb Bepcuio NpoTokona IKE. 1o yMon4YaHMIo NCNOoNb3YyeTcd 3HaUeHve
ikevl.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMONYaHI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het

CuHoncuc (config-ike-policy)>  mode mode>

(config-ike-policy)> no mode

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

mode ikevl Bepcus npoTokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

Mpumep (config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".

(config-ike-policy)> no mode
IpSec::Manager: "test": crypto ike policy mode reset.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.06 JobasneHa komaHAa crypto ike policy mode.

3.9.3 crypto ike policy negotiation-mode

OnucaHwue YcTaHoBUTE pexxnm obmeHa ans IKEv1 (cm. komaHgy crypto ike policy mode).
Mo yMONYaHMIo NCNOb3YyeTCd 3HaYeHre main.

KomaHza c npedurkcom no BO3BpaLLaeT 3HaYeHMe Mo YMONYAHUIO.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

Ja

Ja

Het

(config-ike-policy)>  negotiation-mode <negotiation-modes

(config-ike-policy)> no negotiation-mode

AprymeHT 3HaueHue ‘Onwcal-wle

negotiation-mode main OCHOBHOW pexumMm, 3almuiaeT
naeHTdMKaumo nmpa.

aggressive |ArpeccMBHbIV pexuM, He 3alumLLaeT

naeHTndMKauuo nmpa.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec::Manager: "test": crypto ike policy negotiation-mode reset.

Bepcus OnucaHue

2.06 JobasneHa komaHaa crypto ike policy

negotiation-mode.

3.9.4 crypto ike policy proposal

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

J06aBuTb B NoAnTuky IKE cCblKy Ha BblbpaHHbI IKE proposal. OuepeaHoCTb

f[06aBNeHNs MeeT 3HaueHVe 415 obMeHa AaHHbIMUY Mo npoTokony IKE.

KomaHgaa ¢ npedurkcom no yaanset ccbinky Ha IKE proposal.

Aa
Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

AprymeHThl

(config-ike-policy)>  proposal <proposal

(config-ike-policy)> no proposal «<proposal

AprymeHT 3HauyeHue OnucaHue

proposal CTpoka HassaHue IKE proposal. JonyckatoTtcs
CUMBOJIbI laTUHCKOro andasuTa, umdpsl,
TOYKW, NoAYEepPKNUBaHUA N AedUChl.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

3.10 crypto

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-ike-policy)> proposal test
IpSec::Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec::Manager: "test": crypto ike policy proposal "test" »
successfully removed.

Bepcus OnucaHve

2.06 [JobaeneHa komaHza crypto ike policy proposal.

ike proposal

JocTyn K rpynne koMaHg, 4151 HacTpoliku BbibpaHHOro IKE proposal. Ecnu IKE
proposal He HaligeH, KOMaHAa NbITaeTca ero co3Aathb.

MONHbBIA CNNCOK aNroOpUTMOB WGPOBaAHMSA peann3oBaHHbIX B CUCTEME
npuBegeH B [prnoxeHnN.

KomaHga ¢ npedukcom no yaanset IKE proposal. Mpr 3ToM 13 Bcex NOANTUK
IKE aBTOMaTM4eCcKN yAanarTca CCblIKM Ha JaHHbIN IKE proposal.

Aa

[Ja

Ja

(config-ike-proposal)

(config)> crypto ike proposal name»

(config)> no crypto ike proposal name>

AprymeHT 3HayeHue OnuncaHwue

name Ctpoka HassaHwe IKE proposal. JlonyckatoTcs
CUMBOJIbI TATUHCKOro andasuTa, Lndpsbl,
TOUKM, NOAYEPKMBAHUA U AedUChHI.

(config)> crypto ike proposal test
IpSec::Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

Bepcus OnucaHve

2.06 [JlobaeneHa komaHaa crypto ike proposal.
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naBa 3 OnncaHme KoMaHp,

3.10.1 crypto ike proposal aead

OnucaHue BrntounTs pexum wndpoBaHua AEADans IKE proposal.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config-ike-proposal)> aead

Npumep (config-ike-proposal)> aead
IpSec: :Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »
mode.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue
3.05 [JobaeneHa komaHaa crypto ike proposal aead.

3.10.2 crypto ike proposal dh-group

OnucaHune Jo6aBuTb BblibpaHHyto DH rpynny B IKE proposal ans paboTbl B pexume PFS.
OuepegHoCTb fo6aBNeHNS MMeeT 3HaueHKe 419 0bMeHa JaHHbIMUK NO
npotokony IKE.

KomaHga c npedurkcom no yganseT BbIbpaHHy0 rpynny.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOA, [a

CuHoncunc (config-ike-proposal)>  dh-group «dh-group»

(config-ike-proposal)> no dh-group «dh-group»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

dh-group 1 DH rpynna gns paboTbl B pexvme PFS.
2

5

14
15
16
17
18
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

AprymeHT

3HavyeHue

OnucaHue

19

20

21

25

26

31

32

(config-ike-proposal)> dh-group 14

IpSec: :Manager:

successfully added.

"test": crypto ike proposal DH group "14" »

(config-ike-proposal)> no dh-group 14
IpSec: :Manager: "test": crypto ike proposal "test" group type »
successfully removed.

Bepcus

OnucaHune

2.06

Job6asneHa komaHaa crypto ike proposal dh-group.

3.10.3 crypto ike proposal encryption

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoKK

J06aBnTb BbIbpaHHbIN TUN WndpoBaHus B IKE proposal. O4epeaHOCTb
A06aBneHNs UMeeT 3HauveHne 415 obMeHa faHHbIMU No npoTokony IKE,

KomaHgaa ¢ npedurkcom no yaanset BolbpaHHbIA TUN WindpoBaHuS.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CviHoncmc

AprymeHTsl

(config-ike-proposal)>

encryption «encryptions

(config-ike-proposal)> no encryption «encryption;

AprymeHT

3HayeHue

OonvcaHune

encryption

des

3des

aes-chc-128

aes-cbc-192

aes-chc-256

Tun wndposaHua IKE.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

aes-ctr-128

aes-ctr-192

aes-ctr-256

(config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

Bepcus OnucaHue

2.06 Job6asneHa KkomaHgaa crypto ike proposal encryption.

3.10.4 crypto ike proposal integrity

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOVKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

Jo6aBnTb BbIbpaHHOe 3HaueHne anropmutma nognucn HVMAC B IKE proposal.
OuepegHoCTb fo6aBneHNs MMeeT 3HaueHne 419 obMeHa JaHHbIMK NO
npoTokony IKE.

KomaHga ¢ npedunkcom no yaanseT Bol6paHHbIA afiroputMm.
Ja

Ja

[Ja

(config-ike-proposal)>  integrity <integrity»

(config-ike-proposal)> no integrity <integrity»

AprymeHT 3HaueHue |OnucaHmue
integrity md5 Anropuntm nognucu HMAC IKE
shal COO6LLEeHMIA.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec: :Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

Bepcus

OnucaHmne

2.06

JobasneHa komaHgaa crypto ike proposal integrity.

3.10.5 crypto ike proposal prf

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Jo6aBuTb BeibpaHHyto rpynny PRF B IKE proposal.

KomaHza c npedurKcom no yaansieT BblbpaHHbIV anropmutMm.

Ja
Ja
Aa

(config-ike-proposal)>  prf «orf>

(config-ike-proposal)>  no prf «prf>

AprymeHT

3HayeHue OnuncaHue

prf

md5 Anropnt™m nognuicn HMAC ana IKE

shal COOBLLEeHNI.

aes-xcbc

sha256

sha384

sha512

aes-cmac

(config-ike-proposal)> prf sha256
IpSec::Manager: "TEST": crypto ike proposal prf algorithm »
"sha256" successfully added.

(config-ike-proposal)> no prf sha256

IpSec: :Manager:

successfully removed.

"TEST": crypto ike proposal "TEST" prf type »

Bepcus

OnucaHune

3.05

JobaBneHa komaHaa crypto ike proposal prf.
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naBa 3 OnncaHme KoMaHp,

3.11 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.12 crypto

OnucaHune

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

ipsec incompatible

OTKNUUTL NPOBEPKY COBMECTUMOCTHU [Psec TyHHenel. 1o ymonvaHuio
HaCTpoKa OTK/OYeHa.

KomaHga ¢ npedprkcom no BkOUaeT NpoBepky ob6paTHO.
Ja
Ja

Het

I(config)> crypto ipsec incompatible

I (config)> no crypto ipsec incompatible

(config)> crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is enabled.

Bepcus OnucaHve

2.10 JobasneHa KoMaHAa crypto ipsec incompatible.

ipsec profile

[ocTyn K rpynne KOMaHz ANst HACTPONKM BbiI6paHHOro npoduns IPsec. Ecnn
npodunb He HaliZleH, KOMaHAa NbITaeTcs ero Co3Aathb.

KomaHga ¢ npedurkcom no yaanseT npodusib. Mpm 3TOM CCbINKM Ha AaHHBLIN
NpodUIb aBTOMATUYECKM YAANSOTCS N30 BCEX KpUMTOKAPT IPsec.

Ja

Ja

Ja

(config-ipsec-profile)

I(config)> crypto ipsec profile name;

I (config)> no crypto ipsec profile name»
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

name

CTpoka

HasBaHue npoduns IPsec. lonyckaroTcs
CUMBObI 1aTUHCKOTO andasuTa, Undpsl,
TOYKM, NogvepkmMBaHUA 1 geduchl.

(config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.

Bepcus

OnucaHue

2.06

JlobaBneHa komaHAa crypto ipsec profile

3.12.1 crypto ipsec profile authentication-local

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

3afaTtb TN ayTeHTUUKALMK IOKANBHOMO XOcTa. Mo yMonyaHuto
MCMNoNb3yeTcs 3HaueHne pre-share.

KomaHga ¢ npedrikcoM no BO3BpALLAET 3HAYEHME MO YMONYAHNIO.

Ja
Aa

HeTt

(config-ipsec-profile)>

authentication-local auth»

(config-ipsec-profile)> no authentication-local

AprymeHT

3HayeHue

OnwucaHune

auth

pre-share

Ha aaHHbII MOMEHT eMHCTBEHHOEe
JLOCTYMHOEe 3HaueHue.

(config-ipsec-profile)> authentication-local pre-share
IpSec: :Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec: :Manager: "test": crypto ipsec profile authentication-local »

reset.
Bepcus OnucaHue
2.06 Job6asneHa KkomaHaa crypto ipsec profile

authentication-local.
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naBa 3 OnncaHme KoMaHp,

3.12.2 crypto ipsec profile authentication-remote

OnucaHwue 3agatb UM ayTEHTI/Iq)I/IKaLI,I/II/I YAaNneHHOro XxocTta. Mo YMONYaHUNKO
ncnonb3syeTcqd 3HavyeHne pre- share.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-ipsec-profile)>  authentication-remote auths

(config-ipsec-profile)> no authentication-remote

AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne

auth pre-share Ha AaHHbIA MOMEHT eANHCTBEHHOE
AOCTYMHOEe 3HayeHwue.

Mpumep (config-ipsec-profile)> authentication-remote pre-share
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
authentication-remote.

3.12.3 crypto ipsec profile dpd-clear

OonucaHue 3agaTh CNocob AeincTBUst NpU 06Hapy>XXeHNN HepaboTatoLero nupa /KE. Mo
YMONIYaHWNIO NMapameTp BKIOYEH, YTO 03Ha4aeT yaaneHve nHdopmaumm o
nvpe.

KomaHga ¢ npedpurKcom no ycTaHaBAMBaeT jelicTBue B restart.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het

CnHoncuc I (config-ipsec-profile)>  dpd-clear
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

I(conﬂngseoproﬁmy>nodpd-clear

(config-ipsec-profile)> dpd-clear
IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "clear".

(config-ipsec-profile)> no dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "restart".

Bepcus OnucaHue

2.1 JobasneHa koMmaHgaa crypto ipsec profile dpd-clear.

3.12.4 crypto ipsec profile dpd-interval

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

3afaTb NapameTpbl MeToAa AN 06HapyXeHns HepaboTatowmx IKE nnpos
Mo ymonuaHuto 3HayveHue interval paBHo 30, retry-count paBHo 3.

KomaHga c npedurkcom no Bo3BpaLLaeT 3HaUYeHUsi MO YMOJTHAHUIO.
Ja
Ja
HeTt
(config-ipsec-profile)>  dpd-intervalintervals[retry-count]

(config-ipsec-profile)> no dpd-interval

AprymeHT 3HayeHue OnucaHue

interval UYenoe uucno |VIHTepBan oTnpaskun DPD nakeToB B CEKYHAAX.
MoxeT npuHMMaTb 3Ha4YeHVsa B Npejenax ot
2 A0 3600.

retry-count |lJesnoe yucso |Konnyectso nonbITOK OTNPaBku DPD nakeTos
MoxeT NnpnHMaTh 3HaYeHWs B nNpejenax ot

3 40 60.

(config-ipsec-profile)> dpd-interval 5 30
IpSec: :Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.06

Jlo6aBneHa komaHga crypto ipsec profile dpd-interval.

3.12.5 crypto ipsec profile identity-local

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Example

UcTopusa nsmeHeHwnii

3agaTb NoKanbHbIA naeHTUdMKaTOp Ans Nnpoduns IPsec.

KomaHga ¢ npepurKcom no yaanseT NoKaabHbIA naeHTUduKaTop.

Ja
Aa

Het

(config-ipsec-profile)>  identity-local «types <id>

(config-ipsec-profile)> no identity-local

AprymeHT 3HaueHve |OnucaHve
type address Tun naeHTnomkatopa — IP-agpec.
fqdn Tun nageHTndmkaTopa — nosaHoe
JOMEHHOoe NMA.
dn Tvn nageHTndrkatopa — JoMeHHoe
nms.
email Tun ngeHTndurkaTopa — agpec e-mail.
id Crpoka 3HauyeHue I0KanbHOro
naeHTndmkaTopa.

(config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".

(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

Bepcus

OnucaHune

2.06

Job6asneHa komaHga crypto ipsec profile identity-local.

3.12.6 crypto ipsec profile match-identity-remote

OnucaHune

Npejukc no

3afaTb MAeHTUPNKATOP YAANEHHOI0 XOCTa AN BbIbpaHHOro npoduns IPsec.

KomaHza c npedurkcom no yaansieT naeHTMoukaTop yaaneHHoro xocra.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> match-identity-remote ( <types<id> | any)

(config-ipsec-profile)> no match-identity-remote

AprymeHT 3HauyeHue OnucaHue
type address Tun naeHtnoukatopa — IP-agpec.
fqdn Tun naeHTndrkaTopa — NOAHoe AOMeHHoe
NMs.
dn Tun ngeHTndunkaTopa — AOMEHHOE NMS.
email Tun ngeHTndukaTopa — agpec e-mail.
id Ctpoka 3HaueHuve ngeHTUdmnKaTopa yaaneHHoro
xocTa.
any Knwyesoe Pa3spelmnTb ncnosb3oBaHme 1060ro
C/10BO yAaneHHOoro xocra.

(config-ipsec-profile)> match-identity-remote any
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote reset.

Bepcus OnucaHve

2.06 JobasneHa KoMaHaa crypto ipsec profile

match-identity-remote.

3.12.7 crypto ipsec profile mode

OnucaHune

Mpedukc no

MeHsieT HaCTpoViKKN

YCTaHOBUTbL pexuM paboTbl IPsec. 10 yMOAYaHUIO UCMOb3YyeTCs 3HaYeHne
tunnel.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3HayYeHne Mo YMOAYaHUIO.
Ja
Ja

MHorokpaTtHbiiA BBog, Het

CuviHoncuc

I (config-ipsec-profile)>  mode mode>
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> no mode

AprymeHT

3HaueHue |OnucaHvie

mode

tunnel TYHHENbHbIN pexuM, NP1 KOTOPOM
Becb IP nakeT wndpyetcs n/unm
npoBepseTcs Ha MNOA/IMIHHOCTb.

transport |TpPaHCNOPTHbLIN pexXuMm, Koraa
WnpyeTcs TONbKO CoOAepXMMOoe
IP-nakerTa.

(config-ipsec-profile)> mode transport

IpSec: :Manager:
"transport".

"test": crypto ipsec profile mode set to »

(config-ipsec-profile)> no mode

IpSec: :Manager:

"test": crypto ipsec profile mode reset.

Bepcusa

OnucaHune

2.06

[Jlo6aBneHa komaHgaa crypto ipsec profile mode.

3.12.8 crypto ipsec profile policy

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

3ajaTb CCbIIKY Ha CyLlecTBYHOLLY NoanTuky IKE (CM. KoMmaHay crypto ike

policy).

KomaHaa ¢ npepurkcom no yaanseT CCbiKy.

Ja
Aa

HeTt

(config-ipsec-profile)>  policy «policy»

(config-ipsec-profile)> no policy

AprymeHT

3HauyeHue OnucaHwue

policy

Crpoka HasBaHwue nonntmnku IKE. Cnmncok
AOCTYMHbIX MOJINTUK MOXHO YBUAETb
C MoMoLLbo KoMaHApl policy [Tab].

(config-ipsec-profile)> policy [Tabl]

Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
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naBa 3 OnncaHme KOMaHA,

UcTopusa nsmeHeHwnii

VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".

(config-ipsec-profile)> no policy
IpSec::Manager: "test": crypto ipsec profile policy reset.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ipsec profile policy.

3.12.9 crypto ipsec profile preshared-key

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

3a4aTh CBA3aHHYIO KAo4UeByo dpasy ans gaHHoro npodbuns IPsec.
KomaHga ¢ npedurkcom no yaanseT kao4esyro ¢ppasy.

Aa

Ja

Hert

(config-ipsec-profile)>  preshared-key preshare-key>

(config-ipsec-profile)> no preshared-key

AprymeHT 3HauyeHue OnucaHwue

preshare-key|Crpoka 3HaueHue Knr4eBon dppassbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec::Manager: "test": crypto ipsec profile preshared key reset.

Bepcus OnucaHue

2.06 JobasneHa KoMaHaa crypto ipsec profile
preshared-key.

3.12.10 crypto ipsec profile xauth

OnuncaHune

BkntoumnTb fONONHUTENbHYI0 ayTeHTugmKaumio XAuth ansa pexxuma IKEv1. Mo
YMOAYaHUIO QYHKLMSA OTKIOYEHa.

Sprinter (KN-3710) — CnpaBOYHMK KOMaHZ, 71



naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

KomaHaa ¢ npedurKCcom no oTKAKOYaET AOMONHUTENbHYH NPOBEPKY

NOATNHHOCTW.

Ja
Aa

Het

(config-ipsec-profile)>

xauth «type>

(config-ipsec-profile)> no xauth

AprymeHT 3HaueHve |OnucaHve
type client KnneHTckuin pexnm,
server CepBepHbIi pexmnm.

(config-ipsec-profile)> xauth client

IpSec: :Manager:

"client".

"test": crypto ipsec profile xauth set to »

(config-ipsec-profile)> no xauth

IpSec: :Manager:

"test": crypto ipsec profile xauth is disabled.

Bepcus

OnucaHune

2.06

Job6asneHa KoMmaHaa crypto ipsec profile xauth.

3.12.11 crypto ipsec profile xauth-identity

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncumc

AprymeHTsl

YKa3aTb I0rvH 415 AONONHUTENbHOM ayTeHTUduKaumm XAuth B KTIMEHTCKOM

pexvme.

KomaHza c npedurKcom no yaansieT norvH.

Ja
Ja

Het

(config-ipsec-profile)>

xauth-identity <identity

(config-ipsec-profile)> no xauth-identity

AprymeHTt

3HayeHue

OnuncaHue

identity

CTpoka

JIOrVH ANSA KNMeHTCKoro pexuma XAuth.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHza crypto ipsec profile xauth-identity.

3.12.12 crypto ipsec profile xauth-password

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YkaszaTb Naposib AN AOMNONHUTENBbHON ayTeHTUdUKaLmMM XAuth B KIMEHTCKOM
pexvme.

KomaHga c npedunkcom no cTrpaeT 3HauyeHne naposs.
Ja

Aa

Het

(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

AprymeHT 3HauyeHue OnuncaHwue
password CTpoka Maponb Ans KNMeHTCKoro pexmnma XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHve

2.06 [JlobaBneHa KkomaHga crypto ipsec profile
xauth-password.
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naBa 3 OnncaHme KoMaHp,

3.13 crypto

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.14 crypto

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

ipsec rekey delete-delay

3agaTb VHTepBan nepeg yaaneHmem IKE SA nocsie nonyyeHus KoMmaHabl
DELETE OT yA4aneHHON CTOPOHbI. [10 yMon4aHMIo ncnonb3yeTcs 3HayeHve 10.

KomaHza c npe$urkcom no BO3BpaLLAET 3HaYeHMe Mo YMONYAHNIO.
Ja

Ja

Het

(config)>  crypto ipsec rekey delete-delay «delay»

(config)> no crypto ipsec rekey delete-delay

AprymeHT 3HauyeHue OnuncaHwue

delay lenoe 4ucno |3HayeHve 3afepXKn B cekKyHAax. MoxeT
NMPUHMMaTb 3HaYeHUA B Npejenax ot 1 40 60.

(config)> crypto ipsec rekey delete-delay 1
IpSec: :Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.

Bepcus OnucaHve

2.11 [JobaeneHa KomaHza crypto ipsec rekey delete-delay.

ipsec rekey make-before

BrkrounTb pexxmm yctaHoBky HOBbIX IKE SA 0 paspbiBa npegblaywmx. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHaA.

KomMaHza ¢ npeprKCOM NO OTK/KOYAET 3TOT PEXMM.
Ja

Ja

Het

I (config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

3.15 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

(config)> crypto ipsec rekey make-before
IpSec: :Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto ipsec rekey make-before.

ipsec transform-set

JocTyn K rpynne KoMaHA A5t HACTPOKW BbIBpaHHOro npeobpasosaHns IPsec
ESP BO 2 ¢a3ze. Ecnm npeobpa3oBaHme He Hal4eHo, KOMaHAa MblTaeTcs ero
Co34aThb.

KomaHga ¢ npedunkcom no ygansiet npeobpasoBaHue. MNpu 3ToM 13 BCex
KpUNTOKapT IPsec aBTOMAaTUYECKN YAANAOTCSA CChIIKM Ha AaHHOe
npeobpasoBaHue.

Ja

Aa

Ja

(config-ipsec-transform)

(config)> crypto ipsec transform-set name>

(config)> no crypto ipsec transform-set name>

AprymeHT 3HauyeHue OnucaHwue

name Ctpoka HasBaHune npeobpasoBaHus IPsec.
JlonyckarTca CMMBOJIbI NaTUHCKOTO
andasnTa, UNPPbI, TOUKN, NOAYEPKNBAHUSA

n geducel.

(config)> crypto ipsec transform-set test
IpSec: :Manager: "test": crypto ipsec transform-set successfully »
created.

(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.

Bepcus OnucaHue

2.06 JobasneHa koMaHgaa crypto ipsec transform-set.

Sprinter (KN-3710) — CnpaBOYHMK KOMaHZ, 75



naBa 3 OnncaHme KoMaHp,

3.15.1 crypto ipsec transform-set aead

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTpPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

Mpumep

UcTopuns nameHeHui

BrntounTb pexum wndposaHua AEADanA IPsec.

Het
Het

Het

I(conﬁngsecmransfornn> aead

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »

AEAD mode.

Bepcusa

OnucaHune

3.05

Jlo6aBneHa koMmaHga crypto ipsec transform-set aead.

3.15.2 crypto ipsec transform-set cypher

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

Jo6aBuTb Bbi6paHHbIN TN WndpoBaHMA B NpeobpasoBaHue IPsec.
OuepeAHOCTb A06aBNEHVA MIMeeT 3HaveHVe Ana obmeHa AaHHbIMM MO

npotokony IKE.

KomaHga ¢ npepurkcom no yaanseT Bol6paHHbIA TUN WNdPOBaHMUS.

Ja
Ja
Ja

(config-ipsec-transform)>

cypher «cypher;

(config-ipsec-transform)> no cypher «cypher»

AprymeHT

3HavyeHue

OnucaHue

cypher

esp-des

Tun wnpoBaHNsa NpeobpasoBaHms

esp-3des

IPsec ESP.

esp-aes-128

esp-aes-192

esp-aes-256

(config-ipsec-transform)> cypher esp-3des

IpSec: :Manager:

“"test": crypto

"esp-3des" successfully added.

ipsec transform-set cypher »
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Bepcus OnucaHue

2.06 JlobaBneHa komaHga crypto ipsec transform-set cypher.

3.15.3 crypto ipsec transform-set dh-group

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

Jlo6aBuTb BeibpaHHyto DH rpynny B npeobpasoBaHue IPsec anst paboTbl B
pexuvme PFS. OuepeaHOCTb J0baBneHNs MeeT 3HaveHne 415 obmMeHa
JaHHbIMK No npoTtokony IKE.

KomaHga c npedunkcom no yaanseT BbIbpaHHy rpynny.
Ja

Ja

Aa

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

AprymeHT 3HayeHue |OnucaHve

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2
5

14
15
16
17
18

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve
2.06 Jlo6aBneHa koMaHga crypto ipsec transform-set
dh-group.

3.15.4 crypto ipsec transform-set hmac

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHum

Jo6aBuTb Bbi6paHHbI anroputm noagnucn HVIAC B npeobpasoBaHue IPsec.
OuepegHocTb fo6aBNeHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npedpurkcom no yaanseT BblopaHHbIA anropuTMm.
Ja

Aa

Ja

(config-ipsec-transform)>  hmac <hmac>

(config-ipsec-transform)> no hmac <hmac>

AprymeHT |3HayeHue OnucaHve

hmac esp-md5-hmac Anroputm noanmnecn HMAC
npeobpasoBaHus IPsec ESP.

esp-shal-hmac

esp-sha256-hmac

(config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set hmac »
"esp-shal-hmac" successfully added.

(config-ipsec-transform)> no hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set "test" hmac »
successfully removed.

Bepcus OnucaHve

2.06 JobaBneHa KoMaHga crypto ipsec transform-set hmac.

3.15.5 crypto ipsec transform-set lifetime

OnuncaHwune

Mpe¢ukc no

YCTaHOBUTL BpeMsi XXN3HW BbIBpaHHOro npeobpasoBaHus IPsec. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

3.16 crypto

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Ja

Het

(config-ipsec-transform)>  lifetime (lifetime>

(config-ipsec-transform)> no lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHunsa IPsec B
cekyHAax. MoxeT NpvHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.

(config-ipsec-transform)> lifetime 8640
IpSec::Manager: "test": crypto ipsec transform-set lifetime set »
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

Bepcus OnucaHue

2.06 Job6asneHa koMmaHgaa crypto ipsec transform-set
lifetime.

map

JocTtyn K rpynne KoMaHA ANt HACTPOMKM BbIBpPaHHOWM KPUATOKapPTLI IPsec.
Ecnm kpnnTokapTa He HalieHa, KOMaHAa NblTaeTcsa eé co3aaThb.

KomaHga c npedunkcom no yganseTt KpUnTokapTy.
Ja
Ja
Aa

(config-crypto-map)

(config)> crypto map <name»

(config)> no crypto map <name»

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka Ha3BaHVve KpunTokapTbl IPsec. JlonyckaroTcs
CUMBOJIbI TATUHCKOro andasuTa, undpsbl,

TOYKW, NOAYEPKNBAHUS N fedUChI.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config)> crypto map test
IpSec: :Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec::Manager: Crypto map profile "test" removed.

Bepcus OnucaHve

2.06 [JobaeneHa KkomaHaa crypto map.

3.16.1 crypto map connect

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntoumTb aBTOMaTUYeCKoe 6e3ycnoBHOe coearHeHre IPsec ¢ yaaneHHom
CTOPOHOI. HacTpolika He MMeeT CMbICa, eC/I OCHOBHOMY YAaneHHOMY XOCTy
MPUCBOEHO 3HaYeHMe any (CM. KOMaHZAy crypto map set-peer). Mo

YMOYaHUIO HAaCTPOIKa OTK/IlOUEHa U coeanHeHre byeT yCTaHOBNEHO Mpu
nonbITke nepeAaTtb Tpadumk Yepes npeobpasoBaHme IPsec ESP.

KomaHga ¢ I'Iped)I/IKCOM NOo OTK/IKDYaeT aBTOMaTmn4yeckoe 6€3yCJ'IOBHO€
coeanHeHwue.

Ja
[Ja
HeTt
I(config—crypto—map)> connect

I (config-crypto-map)> no connect

(config-crypto-map)> connect
IpSec::Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHza crypto map connect.

3.16.2 crypto map enable

OnucaHwne

MNpedukc no

BkntounTb BbIGpaHHYO KpUnTokapTy IPsec. Mo ymonyaHuio napameTp
BKJIHOYEH.

KoMaHAa ¢ Npeprkcom no OTK/IHoYaeT KPpUNTOKapTy.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

CuiHoncuc I (config-crypto-map)>  enable

I (config-crypto-map)> no enable

Mpumep (config-crypto-map)> enable
IpSec::Manager: "test": crypto map enabled.

(config-crypto-map)> no enable
IpSec: :Manager: "test": crypto map disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 JobasneHa KomaHza crypto map enable.

3.16.3 crypto map fallback-check-interval

OonuncaHmne BknounTb neprogmyeckyto NpoBepKy AOCTYMHOCTY OCHOBHOMO XOCTa U
BO3BpaTa Ha Hero B TOM C/lyyae, Korga HasHayeHbl 1 OCHOBHOW 1 pe3epBHbIi
yAaneHHble XOCTbl. [10 yMONYaHNIO HAaCTPOiKa OTK/IHOYEeHa.

KomaHga ¢ npedrnkcom no oTKAoUaeT NpoBepkKy.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-crypto-map)>  fallback-check-interval <interval-value
(config-crypto-map)> no fallback-check-interval
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interval-value|lenoe uucso |[epnos NnpoBepkn B cekyHAax. MoxeT
NpUHMMaTL 3Ha4YeHNs B Npegenax oT 60 J0
86400.
NMpumep (config-crypto-map)> fallback-check-interval 120
IpSec::Manager: "test": crypto map fallback check interval is »

set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec: :Manager: "test": crypto map fallback check interval is »
cleared.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.06

Jo6aBneHa KoMaHAa crypto map
fallback-check-interval.

3.16.4 crypto map force-encaps

OnucaHwne

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIii BBOA,

CvHoncuc

Het

MpUHYANTENBbHO BKAOYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP anst o6xoaa
firewall n NAT.

KomMaHgaa c npedprKcomM no OTK/IOYAET 3TOT PEXUM.

I (config-crypto-map)>  force-encaps

I (config-crypto-map)> no force-encaps

Mpumep

(config-crypto-map)> force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
enabled.

(config-crypto-map)> no force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »

UcTopuns nameHeHuii

disabled.
Bepcus OnucaHve
2.08 Jlo6aBneHa komaHga crypto map force-encaps.

3.16.5 crypto map I2tp-server dhcp route

OnucaHwne

MNpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTHbIl/i BBog, /[la

CuvHoncuc

HasHaunTb MapLLpyT, nepesaBaemMblii yepes coobLieHmns DHCP INFORM,
KnneHTam L2TP-cepBepa.

KomaHaa ¢ npeprkcom no oTMeHsIeT NoslyYeHne yKkasaHHOro MapLupyTa.
Ecnu BBecT KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMeHEeHO NoJslyyeHmne Bcex
MapLLpYTOB.

I (config-crypto-map)>  12tp-server dhcp route <address» inask»
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(config-crypto-map)> no 12tp-server dhcp route[<address> inask> ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec Afpec ceTeBoro KaneHTa.
mask IP-macka Macka ceTeBoro knmeHTa. CyLiecTByeT ABa

cnocoba BBOAA MaCKW: B KAHOHNYECKOW
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOV ANMHBI NpedurKkca (Hanpumep, /24).

Mpumep (config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.

(config-crypto-map)> 12tp-server no dhcp route
IpSec::Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue
2.12 Jlo6aBneHa koMaHza crypto map I2tp-server dhcp
route.

3.16.6 crypto map I2tp-server enable

OnucaHwue Bkntountb L2TP-cepBep Ha KpunTokapTe IPsec. 1o ymonyaHuio napameTp
BKJIIOYEH.

KomaHaa ¢ npeprKcom no oTKNtoYaeT HaCTPONKY.
MNpedukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, Het

CnHoncuc I (config-crypto-map)>  12tp-server enable
I (config-crypto-map)> no 12tp-server enable
Npumep (config-crypto-map)> 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.
(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
disabled.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.1 Jlo6aBneHa KkoMaHza crypto map I2tp-server enable.
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3.16.7 crypto map I2tp-server interface

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Cesi3aTb cepBep L2TP C yKa3aHHbIM UHTepdeicoMm.

KomaHaa ¢ npedrKcom no pa3pbiBaeT CBSI3b MeXAY CepBEPOM U1
nHTepdericom.

Ja
Ja

Het

(config-crypto-map)>

12tp-server interface <interface»

(config-crypto-map)> no 12tp-server interface

AprymeHT

3HauyeHue

OnuncaHue

interface

UHTeppenc

MonHoe nmsa nHTepderica NI NCEBLOHNM.
Cnuncok AOCTYMHbIX ANA Bbl60pa
nHTepdelicoB MOXHO YBUAETL BBEAS
komaHgay I12tp-server interface [Tab].

(config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl
GuestWiFi

(config-crypto-map)> 12tp-server interface ISP

IpSec: :Manager:
is bound to ISP.

"VPNL2TPServer": crypto map L2TP/IPsec server »

(config-crypto-map)> no 12tp-server interface ISP

IpSec: :Manager:
is unbound.

"VPNL2TPServer": crypto map L2TP/IPsec server »

Bepcus OnucaHue

2.11

JlobasneHa koMaHAa crypto map I12tp-server interface.
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3.16.8 crypto map I2tp-server ipvecp

OnucaHwue Bkntoumntb nogaepxky IPv6. [lnga kaxgoro L2TP-cepBepa co34atoTcs
DHCP-nynbl IPv6. Mo ymMon4aHmio HacTporKa OTK/OYeHa.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server ipvécp
I (config-crypto-map)> no 12tp-server ipvécp

Mpumep (config-crypto-map)> 12tp-server ipv6cp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.
(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.00 JobaeneHa koMaHaa crypto map I2tp-server ipvécp.

3.16.9 crypto map I2tp-server Icp echo

OnucaHune 3afaTb NpaBuia TeCTUPOBAHUA coeanHeHns L2TP-cepBepa cpeactsamu LCP
echo.

KomaHga ¢ npedurkcom no oTkntovaeT LCP echo.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-crypto-map)>  12tp-server lcp echo <interval> «count»
(config-crypto-map)> no 12tp-server lcp echo
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

interval Uenoe uucno |VIHTepBan mexay otnpaskamm LCP echo, B
cekyHzax. Ecniv B TeueHme ykasaHHOro
WHTepBana BpemMmeHu oT yAaeHHOMN CTOPOHbI
He 6bln nonydeH LCP 3anpoc, el byaet
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Mpumep

WcTopus nsmeHeHum

3.16.10 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

AprymeHT 3HauyeHue OnuncaHwue

OTNpPaB/ieH TakoW 3anpoc € OXUAaHMNEM
oTteeTa LCP reply.

count lenoe uncno |Konm4yecTBo OTMpPaBAEeHHbIX NOAPSA 3arpocoB
LCP echo Ha KoTOpble He bbi1 Mony4yeH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanuckb 6e3 oTBeTa, coeavHeHVe byaeT
pa3opBaHo.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Bepcus OnucaHue

2.1 Job6aBneHa koMaHaa crypto map I2tp-server Icp echo.

map I2tp-server mru

YcTaHoBUTb 3HaueHne VRU, koTopoe byaeT nepeaaHo cepsepy L2TP. Mo
YMONYaHUIO NCNOJIb3yeTca 3HaueHve 1200.

KomaHAa ¢ npedrKcom no ycTaHaBAMBaeT 3HAaUYEHME MO YMOJTYAHUIO.
Aa

Ja

Het

(config-crypto-map)>  12tp-server mru anru»

(config-crypto-map)> no 12tp-server mru

AprymeHT 3HayeHue OnucaHue

mru Uenoe 4ucno |3HauveHve MRU. MoxeT MpUHUMAaTb 3HaYeHNs

B npegenax oT 128 o 1500 BkAoUYMTENIbHO.

(config-crypto-map)> 12tp-server mru 1500
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

86

CnpaBoyHuK KoMaHa — Sprinter (KN-3710)



naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 [JobaeneHa komaHza crypto map I2tp-server mru.

3.16.11 crypto map I2tp-server mtu

OnucaHune YcTaHoBUTbL 3HaveHve MTU, koTopoe byaeT nepegaHo cepsepy L2TP. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1400.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaYeHMe M0 YMOTYaHNIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het

CuHoncuc (config-crypto-map)>  12tp-server mtu wmtw

(config-crypto-map)> no 12tp-server mtu

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

mtu UYenoe uucro |3HauveHme MTU. MoxeT NPUHUMAaTb 3HaYeHNs
B npejenax ot 576 Ao 1500 BKAOUUTENBHO.

NMpumep (config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".

(config-crypto-map)> no 12tp-server mtu
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.11 [Ao6aBneHa komaHga crypto map I2tp-server mtu.

3.16.12 crypto map I2tp-server multi-login

OnucaHue PaspelunTb nogkatoveHe K cepeepy L2TP HeCKONbKMX Nosb30oBaTenel ¢
OJZIHOTO aKKayHTa.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOIKY.
MNpejukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTHbIi BBog, Het
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CuHoncuc I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login

Mpumep (config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.1 JobasneHa koMaHaa crypto map I2tp-server
multi-login.

3.16.13 crypto map I2tp-server nat

OnucaHune BkntoumnTb TpaHCcnaLUuio agpecos ana cepsepa L2TP.
KomaHga ¢ npedrnkKcom no oTKIoUaeT TpaHCIAUUIO.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server nat
I (config-crypto-map)> no 12tp-server nat

Mpumep (config-crypto-map)> 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.
(config-crypto-map)> no 12tp-server nat
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 JobaeneHa komaHaa crypto map I2tp-server nat.

3.16.14 crypto map I2tp-server range

OnucaHune Ha3HaunTb nyn agpecos AN4 KINEHTOB cepsepa L2TP. [1o ymMonyaHuio
ncnonb3lyeTca pasmep nyna 100.
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naBa 3 OnncaHme KOMaHA,

KomaHga c npedumkcom no yganset nyn.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-crypto-map)>  12tp-server range <begin (<ends | «<sizes)
(config-crypto-map)> no 12tp-server range

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
begin IP-agpec HauanbHbI agpec nyna.
end IP-agpec KoHeuHbIll agpec nyna.
size lenoe 4ucno |Pasmep nyna.

Mpumep (config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.38".
(config-crypto-map)> 12tp-server range 172.16.2.33 100
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.132".
(config-crypto-map)> no 12tp-server range
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range deleted.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.11 Jlo6aBneHa koMaHga crypto map l2tp-server range.

3.16.15 crypto map I2tp-server static-ip

OnucaHue Ha3HaunTb NnocTosHHbLIN IP-agpec nonb3oBaTento. lonb3oBaTtenb B cUCTEME
JONXKEeH UMeTb MeTKy ipsec-12tp.

KomaHga c npedunkcom no yganseT NpuBsa3ky.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIA BBOg, Het

CnHoncuc I (config-crypto-map)>  static-ip wsenr @address»

I (config-crypto-map)> no static-ip wsenr
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AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.16.16 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

user CTpoka IMa nonb3oBaTens.

address IP-agpec HasHauaembiln IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHue

2.1 JlobaBneHa komaHAa crypto map I2tp-server static-ip.

map nail-up

Bk/tounTb aBTOMaTMYECKOEe NepecoriacoBaHmne npeobpasoBaHuii IPsec ESP
npuv Ux yctapesaHun. Mo ymonyaHvio napaMmeTp OTK/IHOYUEH.

KomaHpaa c npedrkCcoM no oTk/toUaeT aBTOMaTMYeCcKoe rnepecoranacoBaHue.
Aa
Ja

Het

I (config-crypto-map)>  nail-up

I (config-crypto-map)> no nail-up

(config-crypto-map)> nail-up
IpSec::Manager: "test": crypto map SA renegotiation enabled.

(config-crypto-map)> no nail-up
IpSec: :Manager: "test": crypto map SA renegotiation disabled.

Bepcus OnucaHue

2.06 Jo6aBneHa koMaHaa crypto map nail-up.

3.16.17 crypto map reauth-passive

OnuncaHune

BknounTb NaccnBHYO NepenpoBepky NOAANHHOCTM KpUNToKapTbl IPsec. Mo
YMONYaHMIO NapameTp BK/IOYEH.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

KoMaHAa ¢ npeprkcom no OTKIHYAeT NacCUBHYHO NepenpoBepky
NOA/IMHHOCT.

Ja
Aa

Het

I (config-crypto-map)>  reauth-passive

I (config-crypto-map)> no reauth-passive

(config-crypto-map)> reauth-passive
IpSec: :Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.

(config-crypto-map)> no reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.

Bepcus OnucaHve

2.1 JlobaBneHa komaHga crypto map reauth-passive.

3.16.18 crypto map set-peer

OnucaHwue
MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

CuvHoncuc

AprymeHThl

Mpumep

Ha3HaunTb OCHOBHOW yAaeHHbI XOCT A/151 yCTaHOBEH WS coefuiHeHs IPsec.
KomaHga ¢ npedurkcom no yganseTt HaCTPOWKY.

Ja

Ja

Het

(config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

AprymeHT 3HauyeHue OnucaHwue
remote-ip CTpoka IP-agpec nnn gomeHHoe nma yaaneHHoro
XocTa.
any MpuHUMaTL Ntobble BXOASALME COeANHEHNS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".
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WcTopusa nsmeHeHum

3.16.19 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.16.20 crypto

OnucaHwne

Mpejukc no

(config-crypto-map)> no set-peer
IpSec::Manager: "test": crypto map remote primary and fallback »
peer reset.

Bepcus OnucaHue

2.06 JobasneHa koMaHaa crypto map set-peer.

map set-peer-fallback

Ha3HauunTb pe3epBHbIi yganeHHbI XOCT A/19 YCTaHOBNEHNS COeANHEH S
IPsec. 3Ta HaCTpOIKa MOXeT 6bITb BbINOJIHEHA MOC/Ie Ha3HaYeH Vs OCHOBHOIO
y3na (cM. KomaHzay crypto map set-peer).

KomaHgaa ¢ npedrKcoM no yaanset HaCTPOKY.

Ja

Ja

Hert

(config-crypto-map)>  set-peer-fallback «remote-ip»

(config-crypto-map)> no set-peer-fallback

AprymeHT 3HayeHue OnuncaHwue

remote-ip CTpoka IP-agpec nnn gomeHHoe nma yaaneHHoro
X0CTa.

(config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHaa crypto map set-peer-fallback.

map set-profile

3afaTb CCbIIKY Ha cyLecTByOLWMIA Npodunb IPsec (cM. KomaHay crypto ipsec
profile).

KomaHga c npedp1Kcom no yAansiet CChinky.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncue (config-crypto-map)>  set-profile profile»
(config-crypto-map)> no set-profile
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
profile CTpoka Nmsa npoduns IPsec. CANCOK AOCTYMHbIX ANS
Bbl6opa npoduneit MoXHO yBAeTb BBeAS
KoMaHgay set-profile [Tab].
NMpumep (config-crypto-map)> set-profile [Tab]
Usage template:
set-profile {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
TEST
MYMY
VirtualIPServer
VPNL2TPServer
(config-crypto-map)> set-profile test
IpSec::Manager: "test": crypto map ipsec profile is set to "test".
(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.
VICTOpI/Iﬂ N3MeHeHU Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa koMmaHga crypto map set-profile.

3.16.21 crypto map set-tcpmss

OnucaHune YCTaHOBUTbL OrpaHNYeHrie MakCMMaibHOro pasmepa cerMeHTa NCXoAALLMX
ceccmin TCP B pamMKax AaHHOro TyHHens IPsec. Ecnm 3HaveHme MSS, koTopoe
nepejaertca B rnose 3arosioBka SYN-rnakeTos, NpeBbILLaeT 3aJaHHoe, KOMaHja
MeHsieT ero. Pexxum Path MTU Discovery no3sonsieT aBToMaTUyecku
onpeaenaTb orpaHnyeHme MSS.

KomaHga c npedurkcom no cHMMaeT Bce orpaHmnyeHuns ¢ MSS.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.16.22 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

(config-crypto-map)>  set-

tcpmss amss-values

(config-crypto-map)> no set-tcpmss

AprymeHT

3HayeHue

OnucaHue

mss-value

Llenoe uucno

3HaueHuVe BepxHei rpaHunupbl MSS. MoxeT
NMPUHUMAaTL 3HaYyeHWa B npejenax ot 576 Ao
1500.

pmtu

BknounTb pexum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280

IpSec: :Manager:

“test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss

IpSec: :Manager:

“test": crypto map tcpmss reset.

Bepcus

OnucaHue

2.06

[o6aBneHa KOMaHga crypto map set-tcpmss.

map set-transform

3a4aTh CCbIIKY Ha CyllecTByoLLee Npeobpa3oBaHume [Psec ESP (CM. KOMaHAy
crypto ipsec transform-set).

KomaHaa ¢ npepurkcom no yaanseT CCbiKy.

Ja
Ja

HeTt

(config-crypto-map)>  set-

transform«transform-set,

(config-crypto-map)> no set-transform

AprymeHT

3HayeHue

OnvcaHune

transform-set |Crpoka

Ha3eaHwue npeobpa3soBaHus IPsec. Cnncok
[LOCTYMHbIX MPeobpas3oBaHN MOXHO YBUAETb
C noMoLbto KoMaHabl set-transform [Tab].

(config-crypto-map)> set-transform [Tab]
Usage template:

set-transform {name:

Choose:

{A'Z, a-z, 0'91 o -}}
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UcTopusa nsmeHeHwnii

3.16.23 crypto
OnucaHwue

Mpe¢ukc no

MeHsieT HacTpoiAKkmn

MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nsmeHeHnii

VirtualIPServer
VPNL2TPServer

(config-crypto-map)> set-transform test

IpSec::Manager: "test": crypto map ipsec transform-set is set »

to "test".

(config-crypto-map)> no set-transform
IpSec::Manager: "test": crypto map ipsec transform-set reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-transform.

map traffic-selectors

Ha3HaunTb 06BbeKTHY0 rpynny B kavecTBe [Psec cenektopoB Phase 2.
KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Aa

Ja

Hert

(config-crypto-map)>  traffic-selectors <locals <remote>

(config-crypto-map)> no traffic-selectors

AprymeHT 3HauyeHue OnucaHwue

local Crpoka Ha3BaHve nokanbHOM 06BbEKTHOM rpynnbl.

remote CTpoka Ha3BaHue yganeHHom 06beKTHO rpynnbl.

(config-crypto-map)> traffic-selectors »
_WEBADMIN_IPSEC_VPNL2TPServe-local »
_WEBADMIN_IPSEC_VPNL2TPServe-remote
IpSec::Config::CryptoMap: "test": set traffic-selectors to »
" WEBADMIN IPSEC VPNL2TPServer-local": »

" WEBADMIN IPSEC VPNL2TPServer-remote".

(config-crypto-map)> no traffic-selectors
IpSec::Config::CryptoMap: "test": reset traffic-selectors.

Bepcus OnucaHve

4.00 JobasneHa KoMmaHaa crypto map traffic-selectors.
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naBa 3 OnncaHme KoMaHp,

3.16.24 crypto map virtual-ip dhcp route

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

HasHaunTb MapLupyT, nepesaBaemMblii Yepes coobLyeHmns DHCP INFORM,

KAneHTam cepsepa Virtual IP.

KomaHza c nped1KcomM no 0TMeHsIeT NoslyYeHne ykazaHHOro MapLupyTa.
Ecnv BBeCTV KOMaHAy 6e3 apryMeHToB, 6yieT OTMEHEHO NoJyYeHre Bcex

MapLLpPYTOB.
Ja
Ja
Aa

(config-crypto-map)>

virtual-ip dhcp route «address> wmask>

(config-crypto-map)> no virtual-ip dhcp route [<address: anask> ]

AprymeHT 3HauyeHue OnuncaHwue
address IP-appec Afpec ceTeBOro K/neHTa.
mask IP-macka Macka ceTeBoro knmeHTa. CyLiecTsyeT ABa

crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B Buge

6UTOBOI ANNHbLI NpeduiKca (Hanpumep, /24).

(config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24

IpSec::ManagerVirtuallp:

"VirtualIPServerIKE2": crypto map »

Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24

IpSec::ManagerVirtuallp:

"VirtualIPServerIKE2": crypto map »

Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »

removed.

(config-crypto-map)> no virtual-ip dhcp route
IpSec: :ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM routes cleared.

Bepcus

OnucaHmne

3.06

Job6asneHa komaHAa crypto map virtual-ip dhcp route.

3.16.25 crypto map virtual-ip dns-server

OnuncaHune

YkazaTb DNS-cepBep 415 BblJauu KAvieHTaM B cepBepHoM pexxume Virtual

IP.

KomaHza c npedurKcom no yaansieT agpec cepsepa.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja

Ja

Het

(config-crypto-map)>  virtual-ip dns-server address»

(config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec IP-aapec cepsepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec: :Manager: "test": crypto map Virtual IP DNS server deleted.

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHaa crypto map virtual-ip dns-server.

3.16.26 crypto map virtual-ip enable

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

BkntounTb cepBepHbIn pexxum Virtual IP, npy KOTOpOM KnneHTam
NpPOV3BOAMTCA pasjava ajpecoB 13 3aaHHOoro gmnanasoHa. lMpy aTom B
KayecTse yAaneHHoN nogcety B cooTBeTcTBYOLEM ACL MOXHO yKasaTb
NPoun3BONbHOE 3HaYeHMe, OHO ByAeT MPOUrHOPUPOBAHO. [0 yMOYaHUIO
PEXVM OTK/THOYEH.

KomaHga ¢ npeprKcoM No OTKOUAET HAaCTPOIKY.
Ja
Aa

Het

I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

(config-crypto-map)> virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JlobaeneHa komaHza crypto map virtual-ip enable.

3.16.27 crypto map virtual-ip multi-login

OonucaHue Pa3peLumnTb NogxatoueHue k cepaepy Virtual IP Heckonbkyx nonb3oBaTenei
C OHOrO0 aKkKayHTa.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-crypto-map)>  virtual-ip multi-login
I (config-crypto-map)> no virtual-ip multi-login

Mpumep (config-crypto-map)> virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.
(config-crypto-map)> no virtual-ip multi-login
IpSec: :Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

3.05 [JlobaBneHa komaHga crypto map virtual-ip multi-login.

3.16.28 crypto map virtual-ip nat

OonucaHue BKIOUNTb TPAHCISLIMIO 4PeCOB ANS KIMEHTOB B cepBepPHOM pexume Virtual
IP.

KomaHga c npedumkcom no yganset npasuso.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config-crypto-map)>  virtual-ip nat

I (config-crypto-map)> no virtual-ip nat
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

3.16.29 crypto

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHum

(config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.

(config-crypto-map)> no virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

Bepcus OnucaHve

2.08 [JlobaeneHa komaHaa crypto map virtual-ip nat.

map virtual-ip range

HacTpouTb Arana3oH agpecoB A4/14 Bbl4a4ym K/IeHTaM B CEpPBEPHOM pexnme
Virtual IP.

KomaHga c npedunkcom no yganseT gr1anasoH.

Ja

Aa

Het

(config-crypto-map)>  virtual-ip range <begins (<ends | <size»>)

(config-crypto-map)> no virtual-ip range

AprymeHT 3HauyeHue OnuncaHwue

begin IP-agpec Hauano ananasoHa agpecos.
end IP-agpec KoHeL gnana3oHa agpecos.
size Uernoe uucro |Pasmep AmnanasoHa ajpecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20
IpSec::Manager: "test": crypto map Virtual IP pool range set »
from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).

(config-crypto-map)> no virtual-ip range
IpSec: :Manager: "test": crypto map Virtual IP pool range deleted.

Bepcus OnucaHve

2.08 JobasneHa koMaHaa crypto map virtual-ip range.
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naBa 3 OnncaHme KoMaHp,

3.16.30 crypto map virtual-ip static-ip

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHwnii

HasHaunTb nocTosiHHbLIN IP-agpec nonb3oBaTento. Monb3oBaTenb B cucTeMe
JOJIKEH MeTb MeTKy ipsec-xauth.

KomaHga ¢ npedunkcom no yaanseTt NpmsBasky.

Ja

Ja

Aa

(config-crypto-map)>  virtual-ip static-ip wsen <address>

(config-crypto-map)> no virtual-ip static-ip wsen

AprymeHT 3HayeHue OnuncaHue

user CTtpoka Mms nonb3oBarensi.

address IP-agpec HasHauaemsblin IP-agpec.

(config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".

(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

Bepcus OnucaHve

3.05 [Jlo6aBneHa koMaHza crypto map virtual-ip static-ip.

3.17 dns-proxy

OnucaHwue

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

JocTtyn K rpynne KoMaHa ans ynpasneHus cnyxé6oih DNS-npokcu.
Het
Het
Het

(config-dnspx)

I (config)> dns-proxy
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

(config)> dns-proxy
Core::Configurator: Done.
(config-dnspx)>

Bepcus OnucaHue

2.04 JobasneHa KomaHaa dns-proxy.

3.17.1 dns-proxy filter assign host preset

OnuncaHune

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nsmeHeHnii

HasHaunTb npeceT dmnnbTpaLmMn ceTeBOMY YCTPOMCTBY.

O3HaKOMUTBCS CO CMIMCKOM MPEeCceToB Bbl MOXETE C MOMOLLIbH KOMaHAbI show
dns-proxy filter presets.

KomMaHga ¢ npedurkcom no yaansieT ykasaHHbIN npeceT Ans xocTta. Ecnm
BbINOJHNTb KOMaHAy 6e3 aprymeHTa, TO BeCb CNCOK NpeceToB A5 BCex
XOCTOB ByZeT ounLLeH.

Ja

Aa

Ja

(config-dnspx)>  filter assign host preset <host> preset>

(config-dnspx)> no filter assign host preset [<hosts]

AprymeHT 3HauyeHue OnuncaHwue
host MAC-appec MAC-agpec ceTeBOro ycTpomncraa.

preset CTtpoka Ha3sBaHwe npecera.

(config-dnspx)> filter assign host preset 04:d4:c1:51:b1:59 »
opendns-family

Dns::Filter::Public: Associated host "04:d4:c1:51:b1:59" with »
preset "opendns-family".

(config-dnspx)> no filter assign host preset 04:d4:cl:51:bl:59
Dns::Filter::Public: Removed preset for host "04:d4:c1:51:b1:59".

(config-dnspx)> no filter assign host preset
Dns::Filter::Public: Removed presets for hosts.

Bepcus OnucaHve
3.08 JobasneHa komaHaa dns-proxy filter assign host
preset.
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naBa 3 OnncaHme KoMaHp,

3.17.2 dns-proxy filter assign host profile

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

HasHaunTb Npodunb GUNbLTPaLMN CETEBOMY YCTPOICTBY.

Jo6aBUTb HOBbI NPOdUIL MOXHO NPY NOMOLLM KOMaHAb! dns-proxy filter
profile.

O3HaKOMUTBCHA CO CNUCKOM Npodurnein Bbl MOXeTe C MOMOLLIbIO KOMaHAb!
show dns-proxy filter profiles.

KomaHza c npedurKcom no yaansieT ykasaHHblii npodunb ans xocta. Ecam
BbINOIHUTb KOMaHZYy 6e3 aprymMeHTa, To BeCb CNUCOK Npodunen ans Bcex
XOCTOB 6yZeT OUNLLEH.

Aa
Ja
Ja
(config-dnspx)>  filter assign host profile <hosts profiles

(config-dnspx)> no filter assign host profile [<host]

AprymeHT 3HauyeHue OnucaHue
host MAC-appec MAC-agpec ceTeBOro ycTpoincTea.

profile Ctpoka HasBaHune npoduns.

(config-dnspx)> filter assign host profile 00:d2:cl:54:bc:59 test
Dns::Filter::Public: Associated host "00:d2:cl:54:bc:59" with »
profile "test".

(config-dnspx)> no filter assign host profile 00:d2:cl:54:bc:59
Dns::Filter::Public: Removed profile for host "00:d2:cl:54:bc:59".

(config-dnspx)> no filter assign host profile
Dns::Filter::Public: Removed profiles for hosts.

Bepcus OnucaHve
3.08 Jlob6aBneHa komaHaa dns-proxy filter assign host
profile.

3.17.3 dns-proxy filter assign interface preset

OnucaHwne

Ha3HaunTb npeceT dUAbTPALUM BCEM YCTPOKCTBAM B CErMeHTe (3a
VICKIFOUEHMNEM TEX, KOTOPLIM Y>XKe HazHaueHbl Npoduan/npeceTsl).

O3HaKOMUTBCH CO CMUCKOM NPeCceToB Bbl MOXeTe C MOMOLLIbIO KOMaHAbl show
dns-proxy filter presets.
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naBa 3 OnncaHme KOMaHA,

KomaHga ¢ npedrKcomM no oTMEHSIET NPUBA3KY YKa3aHHOMo npeceTa K
nHTepdelicy. ECnu BbINONHUTL KOMaHAy 6e3 apryMeHTa, TO BeCb CNWCOK
NpeceToB A/151 BCEX CEFMEHTOB 6YyAeT OUMLLEH.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

Cutoncnc (config-dnspx)>  filter assign interface preset <interfaces preset;

(config-dnspx)> no filter assign interface preset [ «<interface; ]

AprymeHTbI AprymeHT |3HaueHune OnuncaHue

interface |WHTepgeiic MonHoe nma nHTepderica nam NCeBAOHMM.
WNHTepdelic gonxeH nMeTb ypoBeHb
6e3onacHocTu private nam protected.

preset CTpoka HasBaHue npecerTa.

NMpumep (config-dnspx)> filter assign interface preset Bridge0® »
quad9-security
Dns::Filter::Public: Associated interface "Bridge@" with preset »
"quad9-security".

(config-dnspx)> no filter assign interface preset Bridge0
Dns::Filter::Public: Removed preset for interface "Bridge0".

(config-dnspx)> no filter assign interface preset
Dns::Filter::Public: Removed presets for interfaces.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

3.08 Jlo6aBneHa komaHaa dns-proxy filter assign interface
preset.

3.17.4 dns-proxy filter assign interface profile

OonucaHue Ha3HaunTb Npodunb GunbLTpaLMmM BCEM YCTPOIACTBAM B CErMeHTe (3a
NCK/IOUYEHNEM TeX, KOTOPbIM YXe HazHauyeHbl npodunan/npeceTs).

J06aBnTb HOBLIN NPOodUAbL MOXHO NpY NoMoLLM KoMaHAbl dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npodurneli Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.

KomaHaa ¢ npedrKcom no oTMeHseT NPUBA3KY YKazaHHOro npopuns K
NHTepdelicy. ECan BbINONHNTE KOMaHAYy 6e3 aprymeHTa, TO BeCb CMNCOK
npodunein ansa Bcex cearmeHToB byAeT OUNLLEH.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config-dnspx)>  filter assigninterfaceprofile«interfacesprofile

(config-dnspx)> no filter assign interface profile [«interface]

AprymeHTbI AprymeHT |3HaueHue OnucaHue

interface |WHTepgeic MonHoe nma nHTepderica nam NCeBLOHUM.
NHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTn private nnm protected.

profile |Ctpoka HasBaHune npoduns.

Mpumep (config-dnspx)> filter assign interface profile »
GigabitEthernet0/Vlanl DnsProfile0
Dns::Filter::Public: Associated interface »
"GigabitEthernet0/Vlanl" with profile "DnsProfile0".

(config-dnspx)> no filter assign interface profile »
GigabitEthernet0/Vlanl

Dns::Filter::Public: Removed profile for interface »
"GigabitEthernet®/Vlanl".

(config-dnspx)> no filter assign interface profile
Dns::Filter::Public: Removed profiles for interfaces.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.08 Job6asneHa komaHaa dns-proxy filter assign interface
profile.

3.17.5 dns-proxy filter engine
OnucaHune BbibpaTb MexaHn3m DNS.

KomaHgza c npedurkcom no oTkao4aeT GpuabTp. B 3ToM cnydae 3anpoc
KOHGUrypaLmmn BepHeT MycToe 3HaveHMe.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-dnspx)>  filter engine «engine

I (config-dnspx)> no filter engine

1 04 CnpaBoyHuK KoMaHa — Sprinter (KN-3710)



naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
engine interceptor [OAVH 13 AOCTYMHbBIX MEXaHN3MOB
public dunbTpaumn DNS.
nextdns
opkg
skydns

(config-dnspx)> filter engine interceptor
Dns::Filter::Interceptor: Enabled.

(config-dnspx)> no filter engine
Dns::Manager: Disabled filter engine.

Bepcusa

OnucaHue

3.08

JobaeneHa

koMmaHza dns-proxy filter engine.

3.17.6 dns-proxy filter profile

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Co3gaTtb Nonb3oBaTenbCcknii npodunb unbTpaumm DNS.

KomaHga ¢ npedpurkcom no yaanaet npodusb.

Ja
Aa
Ja

(config-dnspx)>  filter pr

ofile <name>

(config-dnspx)> no filter profile name;

AprymeHT

3HavyeHue

OnucaHue

name

CTpoka

Wmsa npodunsa B coKpalLleHHOM BUAE, A/TMHOW
He 6onee 32 cMMBOJIOB. MakcManbHoe
Konu4ecTtso npodunen — 8.

(config-dnspx)> filter profile test
Dns::Filter::Public: Created profile "test".

(config-dnspx)> no filter profile test
Dns::Filter::Public: Removed profile "test".

Bepcus

OnucaHune

3.08

JobasneHa komaHAaa dns-proxy filter profile.
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naBa 3 OnncaHme KoMaHp,

3.17.7 dns-proxy filter profile description

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

MpucBonTb onucaHne ans npoouns dunbtpaumm DNS.

KomaHga c nped1Kcom no cTMpaeT onncaHue.

Ja
Ja

MHorokpaTtHbIiA BBog, Het

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-dnspx)>

filter profile namedescription «descriptions

(config-dnspx)> no filter profile name>description «description»

AprymeHT 3HauyeHue OnuncaHwue
name CTpoka HassaHwne npoduns.
description |CTpoka Mpow3BosibHOe onncaHne npoduns.

(config-dnspx)> filter profile test description MyProfilel
Dns::Filter::Public: Set description to profile "test".

(config-dnspx)> no filter profile test description
Dns::Filter::Public: Cleared description of profile "test".

Bepcus

OnucaHue

3.08

JobasneHa komaHaa dns-proxy filter profile
description.

3.17.8 dns-proxy filter profile dns53 upstream

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn

Jo6asnTb IP-agpec DNS-cepBepa B Nonb30BaTeIbCknii Nnpoduib dunbTpaumn.

Mo><HO BBeCTV [0 6 cepBepoB.

KomaHga ¢ npedumkcom no yganseT ykasaHHbIn cepBep U3 cnucka. Ecan
BbINONHUTbL KOMaHZAy 6e3 aprymMeHTa, TO BeCb CrMCOK CepBepoB byaeT

OYNILLLEH.
Ja
Ja

MHorokpaTtHbiiA BBOg, [a

CuHoncuc

I (config-dnspx)> filter profilename>dns53 upstream address [:«ports]
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naBa 3 OnncaHme KOMaHA,

(config-dnspx)> no filter profile name>dns53 description [ <address
[:xports] ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka HasBaHune npoduns.
address IP-agpec IP-agpec cepsepa.
port UYenoe uucno |MNopT cepsepa.
Npumep (config-dnspx)> filter profile test dns53 upstream 1.1.1.1

Dns::Filter::Public: Added DNS name server 1.1.1.1 to profile »
"test".

(config-dnspx)> no filter profile test dns53 upstream
Dns::Filter::Public: Removed DNS name server from profile "test".

(config-dnspx)> no filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Removed DNS name server 1.1.1.1 from profile »

"test".
VICTOleﬂ M3MeHeHWA Bepcmﬂ onucaHvie
3.08 Job6asneHa komaHaa dns-proxy filter profile dns53
upstream.

3.17.9 dns-proxy filter profile https upstream

OnucaHune JobasunTtb cepeep DNS nosepx HTTPS B Nofib30BaTeNbCKNA NPOPUb

dunbTpaumn. MoxHo BBeCTM 0 6 CepBepoB.

KomaHza c npedurKcom no yaansieT ykasaHHbIn cepsep 13 cnvcka. Ecam
BbINONHUTL KOMaHAy 6e3 apryMeHTa, To BeCb CMMCOK CepBepoB byaeT
OUMLLIeH.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-dnspx)> filter profile name>https upstreamwri[spki chash
1
(config-dnspx)> no filter profile name>https description [ «wris]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka HasBaHune npoduns.
url CTpoka URL-agpec DNS-cepBepa.
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naBa 3 OnncaHme KoMaHp,

Mpumep

NcTopusa nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

hash Ctpoka Xaw ceptmndumkarta TLS.

(config-dnspx)> filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Added DNS-over-HTTPS name server »
https://dns.google/resolve to profile "test".

(config-dnspx)> no filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Removed DNS-over-HTTPS name server »
https://dns.google/resolve from profile "test".

(config-dnspx)> no filter profile test https upstream
Dns::Filter::Public: Removed DNS-over-HTTPS name server from »
profile "test".

Bepcus OnucaHue
3.08 [Job6asneHa komaHaa dns-proxy filter profile https
upstream.

3.17.10 dns-proxy filter profile intercept enable

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

BrntounTb nepexsat TpaH3nTHbIX DNS-3anpocoB ana npoduna ¢puastpaumn.
Mo ymonuaHmo nepexsar 3arnpeLueH.

KomaHza c npedprKcom no oTkatouaeT nepexsat 415 Npoduaa puabTpaLmu.
Aa

Ja

Het

(config-dnspx)>  filter profile name>intercept enable

(config-dnspx)> no filter profile <name>intercept enable

AprymeHT 3HauyeHue OnucaHwue

name CTpoka Nmsa npoduns dmnnetpaumn.

(config-dnspx)> filter profile DnsProfile@ intercept enable
Dns::Filter::Public: Enabled intercept in profile "DnsProfile0".

(config-dnspx)> no filter profile DnsProfile® intercept enable
Dns::Filter::Public: Disabled intercept in profile "DnsProfile0".
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve
3.09 Jlo6aBneHa komaHza dns-proxy filter profile intercept
enable.

3.17.11 dns-proxy filter profile tls upstream

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

Job6aBuTb cepep DNS nosepx TLS B NoNb30BaTeNbCKMIA NPOdUIb
dunbTpaummn. MoxHo BBeCTU 0 6 CepBepoB.

KomaHga c npedurkcom no yaansieT ykasaHHbIN cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 aprymMeHTa, TO BECb CMMCOK CepBepOB byaeT
OUULLIEH.

Ja
Aa
Ja

(config-dnspx)>  filter profile <name>tls upstreamaddress [ «port»
1[ sni «fqdns> ][ spki <hash> ]

(config-dnspx)> no filter profile namestls description [ «address»][
<ports]

AprymeHT 3HauyeHue OnuncaHwue
name CTpoka HasBaHune npoguns.
address IP-appec Agpec cepBepa.
FQDN
port Lenoe 4ucno |lMopT cepBepa.
fqdn CTpoka JomMmeHHOoe nwvs.
hash Ctpoka Xaw ceptmuukaTa TLS.

(config-dnspx)> filter profile test tls upstream 1.1.1.1 8853 »
sni cloudflare-dns.com

Dns::Filter::Public: Added DNS-over-TLS name server 1.1.1.1 to »
profile "test".

(config-dnspx)> no filter profile test tls upstream 1.1.1.1 8853
Dns::Filter::Public: Removed DNS-over-TLS name server 1.1.1.1 »
from profile "test".

(config-dnspx)> no filter profile test tls upstream
Dns::Filter::Public: Removed DNS-over-TLS name server from »
profile "test".
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.08

Job6aBneHa komaHaa dns-proxy filter profile tis
upstream.

3.17.12 dns-proxy https upstream

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

JobaBuTb cepsep DNS nosepx HTTPS.

KomaHga c npedpurkcom no yaansieT ykasaHHbIN cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 aprymMeHTa, TO BECb CMMCOK CepBepOB byaeT

OUNLLEH.
Ja
Aa
Ja

(config-dnspx)>
dnterface> ][ domain «domains ]

https upstream«wrls [ «formats ][ sni<hash>][ on

(config-dnspx)> no https upstream [ «wrl>]

AprymeHT 3HauyeHue OnuncaHwue
url Ctpoka Monb3oBaTenbckunii URL-agpec cnyx6ul DNS.
format dnsm PopmaT oTobpaxeHMsa fJaHHbIX DNS.
json
hash CTpoka Xaw ceptmndukaTa TLS.
interface UHTepgenc Vmsa nHtepdeiica Ana HaCTPOMKM.
domain Ctpoka JomeHHoe nm4.

(config-dnspx)>https upstream »

https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm on ISP

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.
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naBa 3 OnncaHme KOMaHA,

(config-dnspx)>no https upstream https://dns.adguard.com/dns-query
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)>no https upstream
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
3.01 [JobaeneHa komaHaa dns-proxy https upstream.
3.08 [Jlo6baBneH aprymeHT domain.

3.17.13 dns-proxy intercept enable

OonucaHmne BkntounTtb nepexBaT TpaH3UTHbIX DNS-3anpocoB. Takxe 3Ta GyHKLUS
BK/IHOYAETCS NpY paboTe NHTepHeT-¢UAbTPa. Mo ymonyaHuio nepexsaTt
3anpeLleH.

KomaHga ¢ npedurkcom no oTkIoYaeT nepexsar.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, Het

CuHoncnc I (config-dnspx)>  intercept enable
I (config-dnspx)> no intercept enable
Npumep (config-dnspx)> intercept enable
Dns::Filter::Interceptor: Enabled.
(config-dnspx)> no intercept enable
Dns::Filter::Interceptor: Disabled.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue
3.06 [JobaeneHa komaHza dns-proxy intercept enable.
3.08 KomaHga dns-proxy intercept enable yazaneHa kak
ycTapeBLuas.
3.09 KomaHga dns-proxy intercept enable cHoBa fo6aBneHa.

3.17.14 dns-proxy max-ttl
OnucaHwue 3ajaTb MakcMManbHbIv TTL Ana kawmnpoBaHHbIX 3anuvcet DNS-npokcu.
KomaHga ¢ npedurkcom no yaanset 3HadeHue TTL.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-dnspx)>  max-ttl max-ttl
(config-dnspx)> no max-ttl
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
max-ttl Lenoe uucno |MakcnmanbHoe 3HayveHue TTL. MoxeT
NPUHNMAaTb 3HaYeHWA B npegenax ot 1 o
604800000 mmnnnvcekyHa (1 Hegens).
NMpumep (config-dnspx)> max-ttl 10000
Dns::Proxy: Dns-proxy set max-ttl to 10000.
(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.05 JobasneHa koMaHaa dns-proxy max-ttl.

3.17.15 dns-proxy proceed

OnucaHune 3afaTb HTepBas MeXxJy napannefibHbIMV 3anpocamMun, KoTopble oTrpasnseT
DNS-npokcu Heckonbkm DNS-cepBepam. 1o ymMoa4aHuio Ucnob3yeTcs
3HaueHVe 500.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme no yMOAYaHUIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dnspx)>  proceed proceed>
(config-dnspx)> no proceed
AprymeHTbl AprymeHT |3HayeHue |OnucaHue
proceed lenoe umucno |Bpems paboTbl DNS-npokcu B
MuUancekyHaax. MoxeT npnHMMaTb
3HayeHWsa B npegenax ot 1 Ao 50000.
NMpumep (config-dnspx)> proceed 600

Dns::Proxy: Dns-proxy set 600 msec. proceed.
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naBa 3 OnncaHme KOMaHA,

(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobasneHa KomaHaa dns-proxy proceed.

3.17.16 dns-proxy rebind-protect

OnucaHwue BkntounTb 3awwunty ot atak DNS rebinding. Mo yMONYaHUIO NCNONb3YeTCH
napameTp auto.

KomaHga ¢ npedrkKcom no oTKA0YaeT 3aLumTy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dnspx)>  rebind-protect (auto | strict)
(config-dnspx)> no rebind-protect
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
auto Knwyesoe 3awuTa nHTepdelicoB private.
€J10B0
strict Knwyesoe 3awmTa noacetein 13 cnvcka IANA IPv4
C/10BO Special-Purpose Address Registry1.
Mpumep (config-dnspx)> rebind-protect auto
Dns: :Manager: Enabled rebind protection.
(config-dnspx)> no rebind-protect
Dns: :Manager: Disabled rebind protection.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.04 Job6asneHa komaHaa dns-proxy rebind-protect.

3.17.17 dns-proxy srr-reset

OnucaHune YCTaHOBUTL BpeMs, Yepes KoTopoe byaeT copacbiBaTbCA PENTUHT
3anpocos-otBeToB DNS-npokcun. 1o yMon4aHUio NCMoib3yeTca 3HaueHmne
600000.

KomaHga ¢ npe¢|/||<c0M Nno BO3BpallaeT 3HayeHne no yMmoav4aHuio.

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-dnspx)>  srr-reset «<srr-reset

(config-dnspx)> no srr-reset

Argument 3HauyeHue OnuncaHwue

srr-reset Uenoe umucso |3HavyeHMe BPeMEHHOro NpoMeXxyTKka B
MUAnncekyHaax. MoxeTt npuHMMaTb
3HayeHWsa B npegenax ot 0 Ao 600000.

(config-dnspx)> srr-reset 111
Dns::Manager: Set send-response rating reset time to 111 ms.

(config-dnspx)> no srr-reset
Dns::Manager: Reset send-response rating reset time to default.

Bepcus OnucaHve

2.12 Jlo6aBneHa koMaHaa dns-proxy srr-reset.

3.17.18 dns-proxy tls upstream

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn

Jo6asuTb cepsep DNS nosepx TLS.
KomaHga ¢ npedpurkcom no yaanseT yKasaHHbIN cepeep U3 cnmcka. Ecam

BbIMNO/IHUTL KOMaHAy 6e3 aprymMeHTa, TO BECb CMMCOK CepBepOB byaeT
OUULLIEH.

Ja
Aa

MHorokpaTHbIi BBog, /[la

CuvHoncuc

AprymeHTbl

(config-dnspx)>  tls upstreamaddress; [ «port>][ sni«fqgdns ][ spki
<hash>][on dnterface> ][ domain «domain; ]

(config-dnspx)> no tls upstream [ <address» ][ «ports]

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec IP-agpec cepBepa.
port Lenoe 4ucno |lopT cepBepa.
fqdn CTpoka JomMeHHOoe nwvs.

114

CnpaBoyHuK KoMaHa — Sprinter (KN-3710)




naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

hash Ctpoka Xaw ceptmndumkarta TLS.
interface WHTepgeiic Nma nutepderica Ana HacTponkuy.
domain CTpoka JomMmeHHOoe nwvs.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »

added.

(config-dnspx)>tls upstream 1.1.1.1 853 sni

on ISP

Dns::Secure: :ManagerDot: DNS-over-TLS name

added.

(config-dnspx)>no tls upstream 1.1.1.1 853

Dns::Secure: :ManagerDot: DNS-over-TLS name

deleted.

(config-dnspx)>no tls upstream

Dns::Secure: :ManagerDot: DNS-over-TLS name

servers cleared.

cloudflare-dns.com »

server 1.1.1.1:853 »

server 1.1.1.1:853 »

Bepcus OnucaHve
3.01 [Jlo6aBneHa komaHaa dns-proxy tls upstream.
3.08 Job6asneH aprymeHT domain.

3.18 dpn accept

MpnHATL Nonb3oBaTeNbckoe cornawueHvie DPN. o NpUHATUSA cornalleHns
KOHUrypaTop He MpUHMMaeT H1KaKme KOMaHAbl, KooOMe KOMaHA Ha YTeHne

OnucaHune

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHuim

Het
Het

HeTt

I(conﬁg)> dpn accept

(config)> dpn accept
Core::Legal: Accepted dpn version 20200330.

Bepcus

OnucaHune

3.05

JobasneHa komaHaa dpn accept.
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naBa 3 OnncaHme KoMaHp,

3.19 dyndns profile

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

JocTyn K rpynne KOMaHA A8 HaCTPOMKM yka3aHHoro npoéuns DynDns. Ecan
npodunb He HalAeH, KOMaHAa NMbITaeTcsa ero co3gaTe. MOXHO co34aTb He
6onee 32 npodunei.

KomaHgaa ¢ npedurkcom no yaanset npodunb DynDns.
Ja

Ja

Aa

(config-dyndns)

(config)> dyndns profile name>

(config)> no dyndns profile name»

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka HasBaHue npodunsa. MakcnmanbHas Al1MHa
VMeHU — 64 cumBona.

(config)> dyndns profile _WEBADMIN
Core::Configurator: Done.
(config-dyndns)>

Bepcus OnucaHve

2.00 Jo6aeneHa komaHaa dyndns profile.

3.19.1 dyndns profile domain

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

2 http:\\www.dyndns.com
http:\\www.no-ip.com

HasHauunTb MK nocTofaHHOe JoMeHHOe nMS. [Nepey BbiNo/IHEHNEM KOMHZb!
HeobXoAMMO 3aperncTpmpoBaTh JOMeHHOe UMA Ha caliTe dyndns.com” nam
no-ip.com-.

KomaHga ¢ npedunKcom no yaanset HacTPOnKy.
Ja
Aa

Het

I (config-dyndns)>  domain «domain»
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-dyndns)> no domain

AprymeHT 3HauyeHue OnucaHwue

domain CTpoka

AOMEHHOro umeHm — 254 cumBona.

JomMeHHoe nvsa. MakcmmanbHasa 411MHa

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
ynDns: :Profile:

domain support.ddns.net
" WEBADMIN": domain saved..

no domain
" WEBADMIN" domain cleared.

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dyndns profile domain.

3.19.2 dyndns profile password

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTpPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

YcTaHOBWUTL Naposb 4N AgocTyna Yepes DynDns.

Aa
Ja

Het

(config-dyndns)>

password (passwords

(config-dyndns)> no password

AprymeHT 3HauyeHue OnucaHwue

password Crp

OKa I'Iaponb ANA aBTOpUM3aunn. MakcnmanbHas

ANVMHa naponst — 64 cumBona.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

password 123456789
" WEBADMIN": password saved.

no password
" WEBADMIN" password cleared.

Bepcusa

OnucaHune

2.00

Job6asneHa komaHaa dyndns profile password.
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naBa 3 OnncaHme KoMaHp,

3.19.3 dyndns profile send-address

OnucaHune BKOUMTL HEO6XOANMOCTL YKasaHua IP-agpeca NHTepHeT-coeAnNHEeHs B
3anpoce DynDns.

KomaHga ¢ npednkcom no yganser HacTPOnKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncunc I (config-dyndns)>  send-address

I (config-dyndns)> no send-address

Mpumep (config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns::Profile: Send address is disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Job6asneHa komaHaa dyndns profile send-address.

3.19.4 dyndns profile type

OonucaHue MpucBonTe DynDns-npodunto TvM, B 3aBUCMMOCTY OT CaiiTa, Ha KOTOPOM
6b110 3aPerncTpMpPOBaHO AOMEHHOE MMSI.

Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dyndns)>  type <type>
(config-dyndns)> no type
AprymeHTbI AprymMeHT |3HayeHue |OnuncaHue

type dyndns YKa3blBaeTcd, ecnm JOMEHHOe NMS 4
3aperncTpupoBaHo Ha caiite dyndns.com".

noip YkasbiBaeTcs, eCnv AOMeHHOe NMS s
3aperncTpupoBaHO Ha canTe no-ip.com™.

4 http:\\www.dyndns.com
http:\\www.no-ip.com
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

AprymeHT |3HauyeHme |OnucaHue

rucenter |YkasblBaeTcs, eC/iv AJOMEHHOE UMS .
3aperncTpupoBaHoO Ha caiTe rucenter”.

custom YKa3blBaeTcs, ecv JOMeHHoe UMs
3aperncTpupoBaHo Ha Apyrom caiTte (camT
onpegensertca koMmaHgon dyndns profile url).

(config-dyndns)> type noip
DynDns::Profile: " WEBADMIN": type saved.

(config-dyndns)> no type
DynDns::Profile: " WEBADMIN" type cleared.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa dyndns profile type.

3.19.5 dyndns profile update-interval

OnucaHwne
Mpe¢ukc no
MeHsieT HacTpoiikmn

MHorokpaTHbIVi BBOj,

CviHoncmc

AprymeHThl

Mpumep

6 http:\\www.dns-master.ru

YCTaHOBUTL NHTepBan 0b6HOBAeHUS agpeca Ansa DynDns.
KomaHgaa ¢ npedprKcOM Nno oTMeHsieT BO3MOXHOCTb 06HOBAEHMS.
Ja

Ja

Het

(config-dyndns)>  update-interval «days> days [ <hourss hours ]
[ aminutes> minutes ] [ <seconds» seconds ]

(config-dyndns)> no update-interval

AprymeHT 3HauyeHue OnucaHwue

days Lenoe umucno |BpemMeHHOWN nHTepBan B AHAX.
hours Lenoe umucno |BpemMeHHOW NHTepBan B Yacax.
minutes lenoe umucno |BpemeHHOWN NHTepBan B MUHYTaXx.
seconds lenoe uncno |BpeMeHHOI MHTepBas B CeKyHAAX.

(config-dyndns)> update-interval 5 days 5 hours 5 minutes 5 »
seconds
DynDns::Profile: Interval is set to 450305 seconds.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

(config-dyndns)> update-interval 5 days
DynDns::Profile: Interval is set to 432000 seconds.

(config-dyndns)> no update-interval
DynDns::Profile: Periodic registration disabled.

Bepcusa

OnucaHwmne

2.03

Jo6aeneHa komaHaa dyndns profile update-interval.

3.19.6 dyndns profile url

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Yka3zaTb URL ncnonbsyemoro caiita cnyxosl DynDns.

Ja
Ja

HeTt

(config-dyndns)>  urlwrb

(config-dyndns)> no url

AprymeHT 3HayeHue OnuncaHwue
url CTpoka Monb3oBaTenbckmini URL-agpec cnyx6bl
DynDns.

(config-dyndns)> url http://members.dyndns.org/nic/update
DynDns::Profile: " WEBADMIN": URL saved.

(config-dyndns)> no url
DynDns::Profile: " WEBADMIN" URL cleared.

Bepcusa

OnucaHune

2.05

Job6aeneHa komaHaa dyndns profile url.

3.19.7 dyndns profile username

OnucaHwue
Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTtHbIiA BBOJ,

YKa3aTb JIOTVH YYEeTHO 3anuncu ans gocTtyna Yepes DynDns.

Ja
Ja

HeTt
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-dyndns)>  username sernames

(config-dyndns)> no username

AprymeHT 3HauyeHue OnuncaHwue

username CTpoka Vimsa nonb3oBaTensa Ans asTopusauum.
MakcrmManbHasa ganMHa uMeHn — 64 cumBona.

(config-dyndns)> username test@gmail.com
DynDns::Profile: " WEBADMIN": username saved.

(config-dyndns)> no username
DynDns::Profile: " WEBADMIN" username cleared.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHaa dyndns profile username.

3.20 easyconfig check

OnucaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xaeHue B rpynny
CnHoncuc

Mpumep

WcTopus nsmeHeHwnii

[oCTyn K rpynne KOMaHA ANst HACTPOWKM NPOBePKM AOCTYNa B UHTEPHET. N5
NpoBepKN AOCTyMNa B UHTEPHET CHaYana OTNPaBAAIOTCS 3aMpoChl K LLAKO3Y
Mo yMonyaHuto. ECiv oTBET NosyyeH, TorAa onpalivBatoTcs yaaneHHble
XOCTbl, yKa3aHHble B HacTpoikax. Takxke B HaCTPOLikax yKka3blBaeTcs
NPOAOMKNTENBHOCTB Y YacToTa 3anpocoB. Ec/iv Bce NpoBepKu NpoigeHbl,
3HAUUT AOCTYN B UHTEPHET ecTb.

Het

Hert

Het

(ezconfig-check)
(config)> easyconfig check

(config)> easyconfig check
(ezconfig-check)>

Bepcus OnucaHve

2.00 Jlo6baBneHa komaHaa easyconfig check.

3.20.1 easyconfig check exclude-gateway

OnucaHwne

OTKNOUMTE MPOBEPKY LLFO3a MO YMOAYaHUIO. [0 yMONUYaHNIO 3TOT NapaMeTp

BK/THOYEH.
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naBa 3 OnncaHme KoMaHp,

KomaHga c npedunkcom no BKIKOYaeT NpoBepKy 0bpaTHO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (ezconfig-check)>  exclude-gateway

I (ezconfig-check)> no exclude-gateway

Mpumep (ezconfig-check)> exclude-gateway
Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network: :InternetChecker: Gateway checking enabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 Jlo6aBneHa komaHza easyconfig check
exclude-gateway.

3.20.2 easyconfig check max-fails

OnucaHwune YKasaTb KO/IMYeCTBO Noc/iefoBaTe/lbHbIX HeyAa4YHbIX 3arnpocoB K o6naqumy
cepsumcy uTObbI onpeaesinTb, UTo NHTEPHET HEeJO0CTYyMNeH. Mo YMOTHYaHNIO
ncnosb3yeTcs 3HaveHue 3.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHmo.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (ezconfig-check)>  max-fails «count»
(ezconfig-check)> no max-fails
AprymeHTbI AprymeHT 3HaueHue OonucaHue
count lenoe 4ucno |Konmuyecrso HeyAauHbIX 3anpocos. Moxer
NprHMMaTb 3HayYeHWaA B Npejenax ot 2 40 8
BK/IIOUMTE/NBHO.
Npumep (ezconfig-check)> max-fails 5

Network: :InternetChecker: A new maximum fail count set to 5.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

Bepcus OnucaHue

2.00 JobasneHa komaHaa easyconfig check max-fails.

3.20.3 easyconfig check period

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

3afaTb NMPOAO/IKNTENBLHOCTL NPOBepKU. 10 yMONUYaHWIO UCNO/b3YeTCH
3HayeHue 15.

KomaHaa c npedrkcom no BO3BPAaLLAET 3HaUEHME MO YMONUYAHMIO.
Ja

Ja

Het

(ezconfig-check)>  period periods

(ezconfig-check)> no period

AprymeHT 3HauyeHue OnucaHwue

period UYenoe uucno |/IHTepBan NpoBepku B cekyHAax. MoxeT
npuHMMaTb 3HaueHWA B Npejenax ot 10 go
60 BKNHOUUNTENIBHO.

(ezconfig-check)> period 20
Network::InternetChecker: A new check period set to 20 seconds.

(ezconfig-check)> no period
Network: :InternetChecker: Check period reset to default (15 »
seconds) .

Bepcus OnucaHve

2.00 JobaeneHa komaHaa easyconfig check period.

3.21 easyconfig disable

OnuncaHwme

OTKNOUNTb MacTep NepBUYHOM HACTPOIKK. M0 yMONYaHMIO 3TOT NapamMeTp
BKJ/TOYEH.

KomaHza c npedurKcom no BKIKOYAeT MacTep NepBUYHOL HaCTPOMKN.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I (config)> easyconfigdisable
I (config)> no easyconfig disable
Mpumep (config)> easyconfig disable
EasyConfig: :Manager: Disabled.
(config)> no easyconfig disable
EasyConfig: :Manager: Enabled.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

3.01 JobasneHa komaHaa easyconfig disable.

3.22 eula accept

OnucaHwue MprHATL NosIb30BaTeNbCKOe cornaleHve EULA. 1o NpUHATUA cornawleHuns
KOHUrypaTop He NpUHMMAaeT HMKaKmMe KOMaHZAbl, KpoMe KOMaHA Ha uTeHune.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> eula accept
Mpumep (config)> eula accept

Core::Eula: "20181001" license accepted.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvicaHue

2.15 Jlo6aBneHa koMmaHaa eula accept.

3.23 igmp-proxy

OnucaHune JocTtyn K rpynne KoMaHa ans HacTpowkm IGMP.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

BxoXxaeHue B rpynny (igmp-proxy)

CuHoncuc I(config)> igmp-proxy

MNpumep (config)> igmp-proxy
(igmp-proxy)>

WcTopuns nsmeHeHnit |Bepcus onucaHne

2.06 Job6aBneHa KoMaHAa igmp-proxy.

3.23.1 igmp-proxy fast-leave

OnucaHwue BkntounTs IGMP fast-leave ana HemeaneHHOro yaaneHvs nopTa 13 3anmcu
nepecbIKM AN MHOTOaApPeCcHOM rpynnbl, KOrAa NopT Noay4yaeT coobLueHmne
0 BbIXoJe.

KomaHga ¢ npednkcom no oTkAoYaeT 3Ty GYHKLMIO.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het

CuHoncUc I (igmp-proxy)>  fast-leave

I (igmp-proxy)> no fast-leave

MNpumep (igmp-proxy)> fast-leave
Igmp::Proxy: Enabled Fast Leave.

(igmp-proxy)> no fast-leave
Igmp::Proxy: Disabled Fast Leave.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.09 JobasneHa KomaHaa igmp-proxy fast-leave.

3.23.2 igmp-proxy force

OnucaHue MpHyANTENBHO BKNOUUTL CTapyto Bepcuto IGMP. o ymonyaHuto 3Ta
HaCTPOIKa OTK/IFOYeHa 1 BepCKsa NMPOTOKO/a BbI6MpaeTcs B aBTOMaTUYECKOM
pexmnme.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [la
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

Het

(igmp-proxy)>  force «protocol»

(igmp-proxy)> no force

AprymeHT 3HauyeHue OnuncaHwue
protocol igmp-vl MpUMEeHUTb GUNLTPALMIO K BXOAALLIM
rnakeTtam.
igmp-v2 MpUMeHUTb GUAbTPaLMIO K MCXOASALLIAM
naketam.

(igmp-proxy)> force igmp-vl
Igmp::Proxy: Forced protocol: igmp-vl.

(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.

Bepcus OnucaHue

2.08 JobasneHa komaHaa igmp-proxy force.

3.24 igmp-snooping disable

OnuncaHwune

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

OTtknrounTtb IGMP snooping. KomaHaa A0CTynHa TO/IbKO B pexumax KnveHr,
Yecnnutens nnu Touka floctyna.

KomaHga ¢ npedurkcom no Bkarovaet IGMP snooping.
Ja
Ja

Het
I(config)> igmp-snooping disable

(config)> igmp-snooping disable
Igmp::Snooping: Disabled.

(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

Bepcus OnucaHue

2.12 JobaBneHa koMaHaa igmp-snooping disable.
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naBa 3 OnncaHme KOMaHA,

3.25 interface

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHTsl

Mpumep

JocTtyn K rpynne KomMaHA Ans HaCcTPoViku BelbpaHHoOro nHtepderica. Ecnm
NHTepdelic He HaliAeH, KOMaHAa NblTAaeTCa ero Co34aThb

ima nHTepdelica 3agaeT ero knacc, KOTopblii HacaedyeT onpejeNeHHble
CBOIICTBA, CM. AgnarpamMmbl B [punoxeHnin. KomaHabl paboTatoT
NPUMEHNTENbHO K knaccaM. COOTBETCTBYHOLLMIA Knacc MHTepdelica ykasaH
B OMMCaHNN KOMaHAbI.

KomaHga c npedurkcom no yaanseT nHtepoeic.

Ja
Aa
Ja

(config-if)

(config)>

interface name>

(config)> no interface name>

AprymeHT 3HauyeHue OnuncaHwue

name WHTepgeiic MonHoe nmsa nHTepdeinca Nam NCeBLoOHNM.
CrnncoK AOCTYNHbIX NHTepdericoB MOXHO
yBUAETb C NOMOLLLIO KOMaHZb! interface
[Tab].

(config)> interface [Tab]

Usage template:
interface {name}

Choose:

Pvc

Vlan
CdcEthernet
UsbModem
RealtekEthernet
AsixEthernet
Davicom
UsbQmi
UsbLte

Yota

Bridge

PPPoOE
SSTPEthernet
SSTP

PPTP

L2TP
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ZeroTier

Wireguard

Proxy

OpenVPN

IPIP

XFRM

TunnelSixInFour

IKE

Gre

EoIP

Clat

MapT

DsLite

TunnelFourInSix
Chilli

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobaBneHa komaHaa interface.

3.25.1 interface authentication chap

OnucaHue BktounTb noasepxky ayreHTudumnkaummn CHAP.
KomaHga ¢ npedurkcom no oTkatouaeT CHAP.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica Secure

CuHoncuc I(conﬁ94ﬂ> authentication chap

I(conﬁg-WF>noauthenticationchap

Mpumep (config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

CHAP.
VICTOpI/Iﬂ M3MeHeHuniA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHga interface authentication chap.
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3.25.2 interface authentication eap-md5

OnucaHue BkntounTb noaaepxky ayreHTudumkaumm EAP-MD5.
KomaHga ¢ npedurkcom no oTknrovaet EAP-MDS.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica Secure

CuHoncuc I (config-if)> authentication eap-md5

I (config-if)> no authentication eap-md5

Npumep (config-if)> authentication eap-md5
Network::Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.

(config-if)> no authentication eap-md5
Network: :Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHza interface authentication eap-md5.

3.25.3 interface authentication eap-mschapv2

OnucaHwue BkntounTb noagepxky ayreHTudumnkaumm EAP-MSCHAPV2.

KomaHga c npedumkcom no otkntovaet EAP-MSCHAPv2, MS-CHAPV2.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica Secure

CuHoncuc I (config-if)> authentication eap-mschapv2
I (config-if)> no authentication eap-mschapv2

Mpumep (config-if)> authentication eap-mschapv2
Network::Interface::Supplicant: "IKE®": authentication is »
unchanged.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no authentication eap-mschapv2
Network::Interface::Supplicant: "IKE®": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.

Bepcus OnucaHue

3.05 JobaBneHa komaHaa interface authentication

eap-mschapv2.

3.25.4 interface authentication eap-ttis

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

BkntounTtb nogaepxky ayteHtTuumkaumm EAP-TTLS.
KomaHgaa ¢ npedpurkcom no oTkntoyvaeTt EAP-TTLS.
Ja

Ja

Het

Secure

I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

(config-if)> authentication eap-ttls
Network::Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.

(config-if)> no authentication eap-ttls
Network: :Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.

Bepcus OnucaHve
2.00 [JlobaBneHa komaHaa interface authentication eap-ttls.

3.25.5 interface authentication identity

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

YKasaTb Ms NoNb30BaTeNs AN ayTeHTUGUKaLMM YCTPOICTBA Ha yAaNleHHOM
cucTeme. Vicnonb3yeTcs Ana nogxkntoyenunin PPTP, PPPoE, L2TP 1 Proxy.

KomMaHga ¢ npedpurKcom no cTMpaeT paHee 3aZjaHHOE NMS NO/b30BaTeNs.
Ja
Aa

MHorokpaTtHbIiA BBOg, Het
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Secure

(config-if)> authentication identity <identity»

(config-if)> no authentication identity

AprymeHT 3HauyeHue OnuncaHwue

identity Ctpoka Vims nonb3oBaTtens Ana ayreHTudumkaumun,

(config-if)> authentication identity mylogin
Network::Interface::Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network::Interface::Supplicant: "PPTPO": identity cleared.

Bepcus OnucaHue

2.00 [JlobaeneHa komaHga interface authentication identity.

3.25.6 interface authentication mschap

OnucaHune

MNpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

Mpumep

UcTopuns nsmeHeHnii

BknounTb noagepxky ayteHTndumkaumm MS-CHAP.
KomaHga c npedumkcom no otkntouaet MS-CHAP.
Aa

Ja

Het

Secure

I(conﬂ94ﬂ> authentication mschap

I(conﬁg4ﬂ>noauthenticationmschap

(config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPQ": added authentication: »
MS-CHAP.

(config-if)> no authentication mschap
Network::Interface::Supplicant: "PPTPO": removed authentication: »
MS-CHAP.

Bepcus OnucaHve

2.00 Job6aeneHa komaHaa interface authentication mschap.
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3.25.7 interface authentication mschap-v2

OnucaHue BkntounTtb noaaepxky ayreHTudumkaumm MS-CHAPV2.
KomaHga ¢ npedurkcom no otkatouvaet MS-CHAPV2.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica Secure

CuHoncuc I (config-if)> authentication mschap-v2

I (config-if)> no authentication mschap-v2

Mpumep (config-if)> authentication mschap-v2
Network::Interface: :Supplicant: "PPTPO": authnentication is »
unchanged.

(config-if)> no authentication mschap-v2
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

MS - CHAPv?2.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa interface authentication
mschap-v2.

3.25.8 interface authentication pap

OnucaHwue BkntounTb noagepxky ayteHTugukaumm PAP.
KomaHga c npedumkcom no otkntouaeT PAP.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica Secure

CuHoncuc I (config-if)>  authentication pap

I (config-if)> no authentication pap

Mpumep (config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.
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WcTopusa nsmeHeHum

(config-if)> no authentication pap
Network::Interface::Supplicant: "PPTPO": removed authentication: »
PAP.

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface authentication pap.

3.25.9 interface authentication password

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YKka3aTb Naposb 419 ayTeHTUdUKaLmMm ycTporicTBa Ha yaaneHHON cucTeme.
Ncnonb3yeTtca ana nogkntovenuia PPTP, PPPOE, L2TP n Proxy.

KomaHgaa ¢ npedrKCOM no cTMpaeT 3HaYeHne Napons.
Ja

Ja

HeTt

Secure

(config-if)> authentication password password»

(config-if)> no authentication password

AprymeHT 3HauyeHue OnuncaHwue

password CTpoka Maponb ans ayteHTUdGUKaLUN.

(config-if)> authentication password Aihoi2chal
Network: :Interface: :Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network: :Interface::Supplicant: "PPTPO": password cleared.

Bepcus OnucaHve
2.00 JobaBneHa komaHaa interface authentication
password.

3.25.10 interface authentication peap

OnucaHwne

Mpejukc no

Bkntountb nogaepxky EAP-PEAP meToga npoBepky MOAJINHHOCTU.

KomaHga ¢ npedumkcom no otktoyaeT wndpoBaHue EAP-PEAP.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Secure

I (config-if)> authentication peap

I (config-if)> no authentication peap

(config-if)> authentication peap
Network: :Interface: :Ethernet: "WifiMasterl/AccessPoint0": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network: :Interface::Supplicant: "WifiMasterl/AccessPoint0": »
removed authentication: PEAP.

Bepcus OnucaHve

2.03 JobasneHa komaHga interface authentication peap.

3.25.11 interface authentication shared

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

BKAHOUUTL peXnm ayTeHTUGUKaLMK C pazdesndembiM KH4YoM. DTOT PEXUM
NCNOIb3YeTCs TONbKO B COMeTaHUK € indpoBaHuem WEP. Pazdesaembie karoyu
3ajatoTca KomaHgol interface encryption key.

KomaHaa c npedrkcomM no nepeBoANT ayTEHTUPUKALMIO B OTKPLITHIA PEXNM.
Ja

Ja

Het

WiFi

I (config-if)> authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface authentication shared.

3.25.12 interface authentication wpa-psk

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

YCTaHOBUTbL NpeABapuUTe/IbHO COrNacoBaHHbIV KN4 Ans ayTeHTUdrKaumm
no npotokony WPA-PSK. Bo3MOXHO 3asaHuve Knto4a B BUge 256-6MTHOro
LWecTHaALaTEPUYHOro Ymcna, 1nbo B Buge ctpokm ASCII-cmumsonos. Bo
BTOPOM CJly4ae CTPOKa 1UCMoJib3yeTcs Kak KogoBas ¢pasa 415 reHepnpoBaHUs
Kntoya (napons).

KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.
Ja

Aa

Het

WiFi

(config-if)>  authentication wpa-psk psk>

(config-if)> no authentication wpa-psk

AprymeHT 3HauyeHue OnucaHwue

psk Ctpoka MpeaBapuTENbHO COrNacoBaHHbIV KNHOY B
BUAe 256-61THOro WecTHaALaTepUYHOro
yncna, cocTosLLero 13

64 wecTHaguaTepuydHbIX undp, NMbo B BUAE
cTpoku ASCII gnmHol oT 8 40 63 CUMBO/OB.

(config-if)> authentication wpa-psk Eethaich9z
Network::Interface::Wifi: "WifiMasterl/AccessPoint@": WPA PSK set.

(config-if)> no authentication wpa-psk
Network: :Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK »
removed.

Bepcus OnucaHve

2.00 JobaBneHa komaHAa interface authentication wpa-psk.

3.25.13 interface auto-ssid

OnuncaHwne

CreHepurpoBaTh N0Jib30BaTeNbCKoe 1MS 6ecnpoBoaHoO ceTn (SSID) Ha ocHoBe
MAC-agpeca poyTtepa.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

Het

Ja

Het

WifiMaster

(config-if)> auto-ssid «template> prefix

AprymeHT 3HauyeHue OnuncaHwue

template mac4 Mms wabnoHa — nocnegHue 4 nam 6 umdp
MAC-agpeca, KoTopble 6yayT fobaBneHbl K

maco6 .

prefix.

prefix Crpoka MponsBonbLHasA CTpoka no Bbibopy
nonb3oBaTens.

(config-if)> auto-ssid mac4 12313213
Network: :Interface: :AccessPoint: "WifiMaster®/AccessPoint0": »
generated SSID "12313213207E".

(config-if)> auto-ssid macé 12313213
Network: :Interface: :AccessPoint: "WifiMaster®/AccessPoint0": »
generated SSID "1231321369207E".

Bepcus

OnucaHune

3.08

JobaeneHa komaHaa interface auto-ssid.

3.25.14 interface backhaul

BkntounTb noasaepxky VLAN pnst 6€CnpoBOAHOIO COeAMHEHVSA MEXAY
poyTepamu Keenetic B pexume trunk. [10 yMon4yaHMo HacTporka OTKAOYeHa.

OnucaHune

Mpejukc no

MeHsieT HacTpoiAKK

KomaHga ¢ npedrkcom no oTKAYaeT HaCTPOKY.

Ja
Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

WiFiMaster

I (config-if)>  backhaul

I (config-if)> no backhaul

136

CnpaBoyHuK KoMaHa — Sprinter (KN-3710)



naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-if)> backhaul
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPointl": »
backhaul mode enabled.

(config-if)> no backhaul
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »
backhaul mode disabled.

Bepcus OnucaHve

3.02 JlobaBneHa komaHa interface backhaul.

3.25.15 interface band-steering

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

3anyctnTb cnyxey Band Steering ana AP 5 Ty, Mo ymon4aHuMio HacTpoiika
BKJIIOYEHa.

Ana npaBunbHOM paboTbl Band Steering HEOGXOAMMO BbIMONHUTL CiefytoLume
yCcnoBus:

* BKJ/tOYeHbl 06e Toukun goctyna 2,4 My n 5 My,
* Y HUX ofMHaKkoBble SSID

* OHU NMEKT OAMHAKOBbIe MapameTpbl 6e3onacHoOCTY (Tun WwudpoBaHUs,
3HayeHue KNYa, UT. 4.)

KomaHga ¢ npedukcom no oTkarouaet Band Steering.
Aa

Ja

Het

WiFiMaster

I (config-if)>  band-steering

I (config-if)> no band-steering

(config-if)> band-steering
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
enabled.

(config-if)> no band-steering
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
disabled.

Bepcus OnucaHve

2.09 JobasneHa komaHgaa interface band-steering.

Sprinter (KN-3710) — CnpaBOYHMK KOMaHZ, 1 37



naBa 3 OnncaHme KoMaHp,

3.25.16 interface band-steering preference

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

3ajaTb NpeanoYTUTENbHbIM AnanasoH Ana TexHonoruu Band Steering. MNo
YMOJIHaHUIO 3HaUeHne He onpejesieHo.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja

Ja

Het

WiFiMaster

(config-if)>  band-steering preference <band>

(config-if)> no band-steering preference

AprymeHT 3HauyeHue OnuncaHwue
band 2 AnanasoH 2,4 T,

5 AnanasoH 5Ty,

(config-if)> band-steering preference 5
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference is 5 GHz.

(config-if)> no band-steering preference
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference disabled.

Bepcus OnucaHue
2.09 Job6asneHa komaHaa interface band-steering
preference.

3.25.17 interface beamforming explicit

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWKKn

BkntounTb ABHOE PopmuposaHue duazpamMmel HanpaeneHHocmu (eBF) ana AP
5Ty, 3Ta PyHKLUMA MOXKET ObITb MCNOb30BaHA TOALKO A5 KINEHTOB
802.11ac n HecoBmecTMMa C APYrumMmu ctaHgapTamu. 1o ymonyaHmio sTot
napamMeTp BK/HOYEH.

KomaHza ¢ nped1rKcom no oTKoYaeT ABHOe PopMUpOBaHLUE dU2PaMMbI
HanpaeneHHoCMu.

Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WiFiMaster

Cunoncuc (config-if)> beamforming explicit [mu-mimo]

(config-if)> no beamforming explicit

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

mu-mimo Keyword YnpaBneHve dnaramm MU-MIMO gna sBHoro
dopMMpoBaHUA JrarpamMmmbl
HanpaB/ieHHOCTU. Bk/llouaeT KOHTPOIb
NOTOKa JaHHbIX 4151 HECKONbKUX
nosib3oBaTenei.

Mpumep (config-if)> beamforming explicit
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": explicit »
beamforming and SU-MIMO enabled.

(config-if)> beamforming explicit mu-mimo
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": explicit »
beamforming and MU-MIMO enabled.

(config-if)> no beamforming explicit
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": explicit »
beamforming and MIMO disabled.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.10 Jlo6aBneHa komaHga interface beamforming explicit.

3.25.18 interface beamforming implicit

OnucaHwue BknrounTb HesiBHoe DopmuposaHue duazpamvmel HanpaesaeHHocmu (iBF) ans
AP 5 TTu. Mo yMOn4aHMIO HacTpoiKka OTK/IIOYeHa.

KomaHaa ¢ npepurKcom no oTkaouaeT HessBHOe PopMuUpo_aHUe dUazpanMMbl
Hanpas/seHHoCMu.

MNpedukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica WiFiMaster

CnHoncumc I(config-if)> beamforming implicit

I (config-if)> no beamforming implicit
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> beamforming implicit

Network: :Interfa

ce::Rtx::WifiMaster: "WifiMasterl": implicit »

beamforming enabled.

(config-if)> no beamforming implicit

Network: :Interfa
beamforming disa

ce::Rtx::WifiMaster: "WifiMasterl": implicit »
bled.

Bepcusa

OnucaHwmne

2.10

Jlo6aBneHa komaHga interface beamforming implicit.

3.25.19 interface ccp

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

Bknrountb noaAep>XXKy MpPpOTOKO/1a CCPHa3Tane YCTaHOB/IEHNA COEJNHEHUA.

KomaHga ¢ npeduk
Ja

Aa

Het

PPP

I (config-if)>  ccp

I (config-if)> no ccp

(config-if)> ccp
CCP enabled.

COM no oTkoyaeTt CCP.

(config-if)> no ccp

CCP disabled.

Bepcus OnucaHue

2.00 JobaeneHa komaHgaa interface ccp.

3.25.20 interface channel

OnucaHune

YcTaHOBUTbL paavo

KaHan (4acToTy BeLLaHua) Ans 6ecnpoBOAHbIX

nHTepoericos. HTepdencol Wi-Fi npuHMMaloT B KavecTBe HOMepa KaHana
uenble yncna ot 1 2o 14 (AnanasoH vactot oT 2.412 [Ty, ao 2.484 I'Tu) v oT
36 o 165 (ananasoH yactot o1 5.180 My Ao 5.825 Mu). Mo ymonyaHvo
NCMNo/sib3yeTcsi 3HaYeHme auto.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBIMBaeT 3Ha4YeHne No yMO4aHNIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Radio

CuHoncuc (config-if)>  channel «channel>

(config-if)> no channel

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
channel number Howmep paavo kaHana.
auto Homep paavno KaHana onpegensercs
aBTOMaTU4YecKu.
NMpumep (config-if)> channel 8
Network::Interface: :Rtx::WifiMaster: "WifiMasterQ": channel set »
to 8.

(config-if)> channel 36
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": channel set »
to 36.

(config-if)> no channel
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »

mode set.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.00 JlobaBneHa koMmaHaa interface channel.

3.25.21 interface channel auto-rescan

OnucaHwue 3ajatb pacnncaHmne And aBToMaTnyeckoro CKaHMpoBaHuUA paanmo KaHanoB.
Mo YMONYaHUIO NapaMeTp OTK/TKOYEH.

KomaHaa ¢ npeprKcom no oTKNtoYaeT HaCTPONKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Radio

CuHoncuc I (config-if)>  channel auto-rescan [ <hhs«mm> ]interval <intervals
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naBa 3 OnncaHme KoMaHp,

(config-if)> no channel auto-rescan
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interval 1 VIHTepBa/ NOBTOPHOro CKAHMPOBaHVA B
yacax.
6
12
24
Mpumep (config-if)> channel auto-rescan interval 1

Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": scheduled »
auto rescan, interval 1 hour.

(config-if)> no channel auto-rescan
Network: :Interface: :Rtx: :WifiMaster: "WifiMaster0": auto rescan »

disabled.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.07 JobaeneHa komaHga interface channel auto-rescan.

3.25.22 interface channel width

OnucaHwue YCTaHOBUTL LUMPUHY NMO0CHLI MPOMYyCKaHWs A1A yKa3aHHOro KaHana. o
YMOTYaHUIO UCMNOJIb3yeTcd 3HayveHve 40-below.

KomaHga ¢ npedurkcom no ycTaHaBAMBAaET 3HaUEHWe MO YMOAYaHUIO.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Radio

Cunoncuc (config-if)>  channel width width»

(config-if)> no channel width

AprymeHTbI ApryMeHT |3HaueHune OnucaHue
width 20 YcTaHOBWUTL NONOCY NPONYyCKaHNA PaBHYHO
20 MTlu.
40-above Pacumputb nonocy nponyckaHuns o 40 MIy,

ncnonb3ys CJ'IQAyI-OLLI,I/IVI KaHar.

40-below PacwiumpuTb nosiocy nponyckaHwmsa 4o 40 MIu
NCNOoNb3ys NpeablAyLUni KaHan.
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-if)> channel width 20
Network::Interface::Rtx::WifiMaster: "WifiMaster0@": channel »
bandwidth setting applied.

(config-if)> no channel width
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": channel »
bandwidth settings reset to default.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.04 JlobaBneHa komaHaa interface channel width.

3.25.23 interface chilli coaport

OnucaHwne Yka3atb UDP-NopT, Ha KOTOPbIV 6yAyT OTNPaBAATLCSA 3anNpockl Ha OTK/IH0YeH e
oT RADIUS-knneHTa.

KomaHga ¢ npedunKcom no yaanset HaCTPOnKYy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Chilli

CuHoncue (config-if)>  chilli coaport <coaport>

(config-if)> no chilli coaport

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
coaport lesnoe uucso |Homep nopta CoA.
Mpumep (config-if)> chilli coaport 3940

Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6asneHa komaHgaa interface chilli coaport.

3.25.24 interface chilli dhcpif

OnucaHune HasHauunTb nHtepdeiic Chilli ceteBoMy cncteMHOMy MHTepdeincy.

KomaHza ¢ npedrKcoM no OTMeHsIeT NPUBA3KY.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Chilli

Cutoncnc (config-ifi>  chilli dhcpif «hcpifs

(config-if)> no chilli dhcpif

AprymeHTbI AprymeHT |3HauyeHue OonucaHue
dhcpif UHTepgeric MNonHoe nmsa nHTepdeinica nnv NCEBLOHNM.
Mpumep (config-if)> chilli dhcpif Bridgel

Chilli::Interface: "Chilli@": bound to Bridgel.

(config-if)> no chilli dhcpif
Chilli::Interface: "Chilli®": unbound.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6aeneHa komaHgaa interface chilli dhcpif.

3.25.25 interface chilli dns

OnucaHue Yka3aTb IP-agpec cepsepa DNS.
KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

CnHoncuc (config-ifi>  chilli dns «nsl [ «dns2» ]

(config-if)> no chilli dns

AprymeHTbl AprymMeHT |3HaueHme |OnucaHue
dnsl IP-agpec Agpec nepsryHoro DNS-cepBepa.
dns2 IP-agpec Appec sTopuyHoro DNS-cepBepa.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-if)> chilli dns 8.8.8.8 1.1.1.1
Chilli::Interface: "Chilli®": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns
Chilli::Interface: "Chilli®": DNS servers reset to default.

Bepcus OnucaHve

2.10 JlobaeneHa komaHaa interface chilli dns.

3.25.26 interface chilli lease

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

HacTpouTtb Bpems apeHAbl NOAKIHOUYEHHOrO KaneHTckoro IP-agpeca. o
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHga ¢ npedrnkcom no BO3BpALLLAET 3HaUYeHMe No YMOTHaHMIO.
Ja

Ja

Het

Chilli

(config-if)>  chilli lease lease>

(config-if)> no chilli lease

AprymeHT 3HauyeHue OnucaHwue

lease Uenoe uucro |Bpemsa apeHabl B cekyHAax. MakcMmMasnsHoe
3HadeHue 259200.

(config-if)> chilli lease 1000
Chilli::Interface: "Chilli®": lease has been set 1000 seconds.

(config-if)> no chilli lease
Chilli::Interface: "Chilli0": lease has been reset to default »
(3600 seconds).

Bepcus OnucaHue

2.11 JobaBneHa komaHaa interface chilli lease.

3.25.27 interface chilli login

OnuncaHune

Mpejukc no

HacTtpouTtb aBTOpM3aLuio Ana goctyna K RADIUS-cepsepy.

Het
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli login wmacs [ username «usernames password passwords

]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-appec MAC-agpec ans ayteHTUdrKaunu.
username CTpoka MMs nonb3oBaTtens Ana ayteHTuoumnkaumn.
password Ctpoka Maponb ans ayTeHTUPUKaLMN.

Npumep (config-if)> interface Chilli®@ chilli login 00:01:02:03:04:05

Chilli::Interface: "Chilli@": sent login request for »
00:01:02:03:04:05

(config-if)> interface Chilli®@ chilli login 00:01:02:03:04:05 »
username test password test

Chilli::Interface: "Chilli0@": sent login request for »
00:01:02:03:04:05

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.00 JobasneHa komaHga interface chilli login.

3.25.28 interface chilli logout

OnucaHwue MpuHyanTensHO oTkIUNTE MAC-ajpec ykasaHHOro KaveHTa.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Tun uHTepderica Chilli

CnHoncmc (config-ifi>  chilli logout (macs | all)

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-appec MAC-agpec 3aperncTpmpoBaHHOro KMeHTa.
all Keyword OTknrounTb Bce MAC-agpeca.

Npumep (config-if)> chilli logout 64:a2:22:51:b4:11
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naBa 3 OnncaHme KOMaHA,

(config-if)> chilli logout all
Chilli::Interface: "Chilli@": service restarted.

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.10

Job6asneHa komaHgaa interface chilli logout.

3.25.29 interface chilli macauth

OnucaHune BrtounTb GYHKLMIO MPOBEPKN NOAAVNHHOCTY NOMb30BaTeNein TONbKO Ha
ocHoBaHuW nposepkn MAC-agpeca.

KomaHza c nped1KcomM no oTKIOYaEeT HaCTPOWKY.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Chilli

CvHoncuc

I (config-if)>  chilli macauth

I (config-if)> no chilli macauth

MNpumep (config-if)>

chilli macauth

Chilli::Interface: "Chilli®": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli®": macauth cleared.

WcTopus nsmeHeHnii |Bepcus

OnucaHue

2.10

JobaeneHa komaHzga interface chilli macauth.

3.25.30 interface chilli macpasswd

OonucaHue YCTaHOBUTb Naponb 419 NpoBepKku NoAnnMHHocTU MAC-agpeca.

KomaHga c npedunkcom no yganseTt HacTPOKy.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Chilli
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naBa 3 OnncaHme KoMaHp,

Cunoncuc (config-if)>  chilli macpasswd imacpasswd>

(config-if)> no chilli macpasswd

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

macpasswd Crtpoka [Maponb nonb3oBaTens.

Mpumep (config-if)> chilli macpasswd 12345678960
Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli@": macpasswd cleared.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.11 Jlo6aBneHa komaHga interface chilli macpasswd.

3.25.31 interface chilli nasip

OnucaHwue YcraHoBUTb 3HaueHue RADIUS napameTtpa IP-agpec NAS. lMossonser
HaCTPOUTL 1 UCNOB30BaTb MPON3BOJ/LHLIN IP-agpec.

KomaHga ¢ npedunKcom no yaanset HacTpOnKy.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli nasip («address> | interface wan> | auto)

(config-if)> no chilli nasip

AprymeHTbI AprymeHT |3HaueHune OnucaHue
address |IP-agpec KoHkpeTHbIl IP-agpec cepBepa.
wan UHTepgeiic IP-agpec ykaszaHHoro WAN-unHTepdeliica.
auto Kniwyesoe cnoso |IP-agpec Tekywero WAN-nHTepdeiica.
Mpumep (config-if)> chilli nasip 95.213.215.187

Chilli::Interface: "Chilli®": NAS IP address set to »
"95.213.215.187".
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naBa 3 OnncaHme KOMaHA,

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli®": NAS IP address set to auto.

(config-if)> no chilli nasip
Chilli::Interface: "Chilli@": NAS IP address cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6aeneHa komaHgaa interface chilli nasip.

3.25.32 interface chilli nasmac

OnucaHue YcraHoBuTb MAC-agpec ana atpnbyta RADIUS Called-Station-ID. Mo
yMon4daHuo ncnonbsyetca MAC-agpec rocteBoi ceTu.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli nasmac mac>

(config-if)> no chilli nasmac

AprymeHTbl AprymMeHT  |3HaueHme |OnucaHue
mac MAC-apgpec Hosbln MAC-agpec ans RADIUS
Called-Station-ID.

Mpumep (config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli@": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli®": NAS MAC address cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 JobaeneHa komaHaa interface chilli nasmac.
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naBa 3 OnncaHme KoMaHp,

3.25.33 interface chilli profile

OnucaHwne HasHaunTb npodunb Chilli cooTBeTCTBYOWEMY NHTEpdeiicy.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Chilli

Cutoncnc (config-ifi>  chilli profile profile

(config-if)> no chilli profile

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
profile Ctpoka HassaHwve npodwuna RADIUS-cepBepa.
NMpumep (config-if)> chilli profile Wi-Fi_SYSTEM

Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6aeneHa komaHgaa interface chilli profile.

3.25.34 interface chilli radius

OnucaHue Jo6aBuTb agpeca RADIUS-cepBepa.
KomaHaa ¢ npedurkcom no yaanset agpeca.

Mpejukc no Ja

MeHsieT HacTpovikm  [a

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli

Cunoncnc I (config-if)>  chilli radius <serverl [«server2s]

I (config-if)> no chilli radius
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
serverl Crpoka Agpec nepsuyHoro RADIUS-cepBepa.
server2 Ctpoka Appec BTopryHoro RADIUS-cepBepa.
NMpumep (config-if)> chilli radius radius.wifisystem.ru »

radius2.wifisystem. ru
Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.

(config-if)> no chilli radius
Chilli::Interface: "Chilli®": RADIUS servers cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli radius.

3.25.35 interface chilli radiusacctport

OnucaHue Ha3HaunTb UDP-nopT y4uéTta RADIUS-cepBepa. [10 yMO/IHaHMIO NCNONb3YyeTCs
3HayeHue 1813.

KomaHga ¢ npedurkcom no ycTaHaBAMBaET MOPT MO YMOYAHUIO.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli radiusacctport <radiusacctport;

(config-if)> no chilli radiusacctport

AprymeHTbI AprymeHT 3HaueHve |OnucaHune
radiusacctport Ctpoka Homep nopra.
NMpumep (config-if)> chilli radiusacctport 1819

Chilli::Interface: "Chilli@": radiusacctport set to 1819.

(config-if)> no chilli radiusacctport
Chilli::Interface: "Chilli@": radiusacctport reset to default.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.06 JobasneHa komaHga interface chilli radiusacctport.

Sprinter (KN-3710) — CnpaBOYHMK KOMaHZ, 1 51



naBa 3 OnncaHme KoMaHp,

3.25.36 interface chilli radiusauthport

OnucaHue HasHaunTte UDP-nopT ayteHTUdUKaunm RADIUS-cepsepa. 1o ymondaHuto
ncnonb3lyeTca 3HayveHve 1812.

KomaHga ¢ npedunkcom no yctaHaBIMBaET MOPT MO YMOSUAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiusauthport <radiusauthport,

(config-if)> no chilli radiusauthport

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
radiusauthport Crpoka Homep nopra.
Mpumep (config-if)> chilli radiusauthport 1820

Chilli::Interface: "Chilli@": radiusauthport set to 1820.

(config-if)> no chilli radiusauthport
Chilli::Interface: "Chilli@": radiusauthport reset to default.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

3.06 JobasneHa komaHaa interface chilli radiusauthport.

3.25.37 interface chilli radiuslocationid

OnucaHwue 3agatb geHTUPUKaTOp MecTonosioxeHns RADIUS-cepeepa. OH AONXEH 6bITb
B dopmarte isocc=, cc=, ac=, network=.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncuc I (config-if)>  chilli radiuslocationid <radiuslocationid»

I (config-if)> no chilli radiuslocationid
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
radiuslocationid |CTpoka 3HaueHMe naeHTndmrkKaTopa
MeCTOMOIOXKEHWS.
Mpumep (config-if)> chilli radiuslocationid »

isocc=,cc=,ac=,network=WiFiSYSTEM,
Chilli::Interface: "Chilli®": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, ".

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli®": radiuslocationid cleared.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHgaa interface chilli radiuslocationid.

3.25.38 interface chilli radiuslocationname

OnucaHue 3ajaTb Ha3BaHWe MecTononoxeHus RADIUS-cepsepa.
KomaHga ¢ npedunkcom no yganseTt HacTPOWKY.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli radiuslocationname radiuslocationname;

(config-if)> no chilli radiuslocationname

AprymeHTbI AprymeHT 3HaueHme |OnucaHue
radiuslocationname|CTpoka HasBaHVe MeCTonoN0XeHUA.

Npumep (config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli@": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli0": radiuslocationname cleared.

WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.10 JobaBneHa komaHaa interface chilli
radiuslocationname.
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naBa 3 OnncaHme KoMaHp,

3.25.39 interface chilli radiusnasid

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTb UAEHTNOUKATOP CepBepa CeTEBOro A0CTymMa.

KomaHza c npedurKcom no yaansieT HacTpoiiKy.

Ja
Ja
Het

Chilli

(config-if)>

chilli radiusnasid (radiusnasid>

(config-if)> no chilli radiusnasid

AprymeHT

3HavyeHune

OnucaHue

radiusnasid

CTpoka

NaeHTnounkatop NAS.

(config-if)> chilli radiusnasid keeneticru_12
Chilli::Interface: "Chilli@": radiusnasid set to "keeneticru 12".

(config-if)> no chilli radiusnasid

Chilli::Interface:

"Chilli®": radiusnasid cleared.

Bepcus

OnucaHune

2.10

JobaeneHa komaHga interface chilli radiusnasid.

3.25.40 interface chilli radiussecret

OnucaHune

Mpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

YcTaHOBUTb 06LWMiA KntoY Ans 06oux RADIUS-cepBepoB.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.

Aa
Ja
HeTt

Chilli

I (config-if)>  chilli radiussecret <radiussecret»

I (config-if)> no chilli radiussecret
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

radiussecret|CTpoka 3HauyeHue Karua.

(config-if)> chilli radiussecret 12df34fd

Chilli::Interface: "Chilli®": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli radiussecret.

3.25.41 interface chilli uamallowed

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

YKazaTtb pecypc, K KOTOPOMY KIMEHT MMeeT JOCTYnN 6e3 ﬂepBMHHOVI
ayTEHTI/Iq)I/IKaLI,VIVI.

KomaHga ¢ npedunkcom no yaansieT pecypc 13 cnmcka. Ecnm BeIMOAHUTL
KOMaHZy 6e3 apryMeHTa, TO BeCb CMNCOK PeCcypCcoB ByAeT OUNLLEH.

Ja

Aa

Ja

Chilli

(config-if)>  chilli uamallowed wamallowed>

(config-if)> no chilli uamallowed [ «wamallowed> ]

AprymeHT 3HauyeHue OnucaHwue

uamallowed |CTpoka IP-agpec, URL nnu noaceTs.

(config-if)> chilli uamallowed 188.166.114.0/24

Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled »

garden.

(config-if)> chilli uamallowed www.example.link

Chilli::Interface: "Chilli@": "www.example.link" added to walled »

garden.

(config-if)> no chilli uamallowed 188.166.114.0/24

Chilli::Interface: "Chilli0": "188.166.114.0/24" removed from »

walled garden.
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naBa 3 OnncaHme KoMaHp,

(config-if)> no chilli uamallowed www.example.link
Chilli::Interface: "Chilli0@": "www.example.link" removed from »
walled garden.

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JobaeneHa komaHaa interface chilli uamallowed.

3.25.42 interface chilli uamdomain

OonucaHue YKa3aTb AOMEH, K KOTOPOMY K/IEHT MMeeT A0CTyn 6e3 NepBUYHOIA
ayTeHTUdMKaLuu.

KomaHaa ¢ npepurkcom no yaanseTt JOMeH 13 Cnucka. ECim BbIMOAHUTL
KOMaHzy 6e3 apryMeHTa, TOo BeCb CMNCOK JOMEHOB ByAeT OUMLLEH.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamdomain wamdomain>

(config-if)> no chilli uamdomain [ <«wvamdomains ]

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
uamdomain Ctpoka JloMeHHoe 1MA yaaneHHOoro XocTa.

Mpumep (config-if)> chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli0@": "wifisystem.ru" added to walled »
garden.

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli0@": "wifisystem.ru" removed from walled »
garden.

(config-if)> no chilli uamdomain
Chilli::Interface: "Chilli0@": walled garden cleared.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JlobaBneHa komaHa interface chilli uamdomain.
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naBa 3 OnncaHme KOMaHA,

3.25.43 interface chilli uamhomepage

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcraHoBuTb URL-agpec goMaluHel cTpaHuLbl 419 nepeHanpaBieHus
HeaBTOPM30BaHHbIX MOAb30BaTeNel.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

Chilli

(config-if)>  chilli uamhomepage wamhomepage>

(config-if)> no chilli uamhomepage

AprymeHT 3HauyeHue OnuncaHwue

uamhomepage |CTpoka Monb3oBaTenbckmin URL-agpec.

(config-if)> chilli uamhomepage http://192.168.2.1/welcome.html
Chilli::Interface: "Chilli@": uamhomepage set to »
"http://192.168.2.1/welcome.html".

(config-if)> no chilli uamhomepage
Chilli::Interface: "Chilli@": uamhomepage cleared.

Bepcus OnucaHue

2.10 JobasneHa komaHaa interface chilliuamhomepage.

3.25.44 interface chilli uamport

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

Yka3zaTtb TCP-nopT ANF NOAK/IHOYEHUNSA aBTOPU30BaHHbLIX KIVEHTOB. Mo
YMOJIYaHUIO NCMNOJIb3YyeTca 3HaueHre 3990.

KomaHga ¢ npedprKcom no ycTaHaBAMBaeT NOPT MO YMOAYAHUIO.
Ja

Ja

HeTt

Chilli

I (config-if)>  chilli uamport wamport>
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naBa 3 OnncaHme KoMaHp,

(config-if)> no chilli uamport

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamport Lenoe uncno |Homep nopra.
NMpumep (config-if)> chilli uamport 3922

Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.10 Job6asneHa KkomaHaa interface chilli uamport.

3.25.45 interface chilli uamsecret

OnucaHwne YcTaHoBUTL 06K Ktod Mexay UAM-cepsepom m Chilli. UAM-knrou
MCMONb3YeTCa ANA X3LWPOBAHWA 3anpoca rnepej BblunC/IeHneM Napons.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli uamsecret wamsecret»

(config-if)> no chilli uamsecret

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
uamsecret CTpoka 3HauyeHue KaKua.
Mpumep (config-if)> chilli uamsecret 12df34fd

Chilli::Interface: "Chilli®": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret
Chilli::Interface: "Chilli®": uamsecret set to "".

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHga interface chilli uamsecret.
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3.25.46 interface chilli uamserver

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcraHoBuTb URL-agpec Beb-cepBepa And NpoBepKm NOASTMHHOCTU KNTMEHTOB.
KomaHgaa ¢ npedrKcoM no yaanset HacTPOKY.

Ja

Ja

Het

Chilli

(config-if)>  chilli uamserver wamserver

(config-if)> no chilli uamserver

AprymeHT 3HauyeHue OnuncaHwue

uamserver Ctpoka Monb3oBaTenbckmin URL-agpec Beb-cepeepa.

(config-if)> chilli uamserver »
https://auth.wifisystem.ru/hotspotlogin
Chilli::Interface: "Chilli@": uamserver set to »
"https://auth.wifisystem.ru/hotspotlogin".

(config-if)> no chilli uamserver
Chilli::Interface: "Chilli®": uamserver cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHga interface chilli uamserver.

3.25.47 interface compatibility

OnucaHune

Mpejukc no

MeHsieT HacTpoAKK

YcTaHOBUTbL CTaHAapThl 6eCNpoBOAHON CBA3M, C KOTOPbLIMUK AOJIXXEH ObITb
COBMeCTUM AaHHbI becnpoBogHon agantep (MHTepdeiic). na nHtepdelicos
Wi-Fi cOBMeCTMMOCTb 3aaeTcs CTPOKOM 13 NaTUHCKMX B6ykB A, B, G, N,
0603HavarLLMX AoNoHeHWs K cTaHgapTy IEEE 802.11. K npumepy, Hannune
B CTPOKe COBMeCTUMOCTU BykBbl N ByfeT 03HauaTb, YTO JaHHbIN aganTtep
CMOXKeT B3anmMogencTeoBaTth € 802.11n-COBMeCTUMbIMN YCTPONCTBaMU Yepes
pagvokaHan. Habop fonycTUMBIX CTPOK COBMECTUMOCTM onpejenseTcs
annapaTHbIMY BO3MOXHOCTSAMW KOHKPETHOro ajantepa 1 TpeboBaHuaMN
COOTBETCTBYIOLLMX AONONHEHN K cTaHAapTy IEEE 802.11.

Mo ymonuaHwio anga vyactotsl 2,4 Iy ncnonbsyetcsa ctpoka «<BGN», «<AN» —
ana 5y,

HeTt

Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Radio
(config-if)>  compatibility annex>
AprymeHT 3HauyeHue OnuncaHwue
annex B, G, N Ana 2,4T1Tw,
A, N Ana 5Ty,
A, N+AC JononHuTtenbHbIn ctaHaapT IEEE.

(config-if)> compatibility N
Network: :Interface: :Rtx: :WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": PHY mode set.

Bepcus OnucaHve
2.00 JobasneHa komaHaa interface compatibility.
2.06 Jlo6aBneH HoBbI cTaHAapT AC.

3.25.48 interface connect

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

3anycTnTb NPOLeCC MOAKMOYEHWIS K YAaneHHOMY y37y.

KoMaHAa ¢ npedunkcom no npepbIBaeT COeANHEHME.

Ja
Aa

MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

PPP, IP

(config-if)>

connect [ via ¢

(config-if)> no connect

viar]

3HayeHue

OnvcaHune

AprymeHT
via

UHTEepperic

NHTepddeinc, uepes KoTopbI OCyLLeCTBAAETCA
noaknroyeHve K yganeHHomy ysny. ina PPPoE
3TOT NapameTp ABAsSeTCA 0653aTe/IbHbIM.

(config-if)> connect via ISP
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naBa 3 OnncaHme KOMaHA,

(config-if)> no connect

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa koMmaHa interface connect.

3.25.49 interface country-code

OnucaHwne HasHaunTb nHTepdecy 6ykBeHHbI KOA CTPpaHbl, KOTOPLIV BANSET Ha Habop
pajano-kaHanos. 10 ymoi4aHuo ycTaHOB/IEHO 3HaueHue RU.

MNpejukc no Het
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Radio

CuHoncuc (config-if)>  country-code «code>

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
code CTpoka Koa cTpaHbl.
Mpumep (config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": country code »
set.
VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie
2.00 JlobaBneHa komaHgaa interface country-code.

3.25.50 interface debug

OnucaHue BkAOUNTb OTNIAA0UHBIV peXuM nogkatoueHns PPP. B 0oThagouHOM pexvime
B CMCTEMHbIN XYPHan BbIBOAUTCA NOAPOOHas nMHGopMauusa o xoae
nogknoueHus. Mo ymondaHumo pyHKLMSA OTKAOYEHA.

KomaHga ¢ npedurkcom no oTkaroYaeT 0TAAA0UHbBIN PEXMM.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica PPP
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CuHoncuc I (config-if)>  debug
I (config-if)> no debug
Mpumep (config-if)> debug

Network::Interface::Base: Debug enabled.

(config-if)> no debug
Network: :Interface::Base: Debug disabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

JobasneHa komaHaa interface debug.

3.25.51 interface description

OonucaHue HasHauMTb NPOV3BO/IbHOE OMNMCaHKe CeTEBOMY MHTepdelicy.

KomaHgaa ¢ npedrKcom no cTUpaeT onmncaHue.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (config-if)> description «description»
(config-if)> no description
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
description |CTpoka Mpon3BonbHoOe onucaHne nHtepdeiica.
Mpumep (config-if)> description MYHOME

Network: :Interface: :Base:

"Bridge0@": description saved.

(config-if)> no description
Network::Interface: :Base:

"Bridge0@": description saved.

WcTopus nsmeHeHni |Bepcus

OnucaHue

2.00

Jlo6aBneHa komaHga interface description.

3.25.52 interface down

OnucaHune OTKNOUYNTE ceTeBOV MHTepdEnC 1 3anncaTb B HACTPOMKN COCTOSAHME «down».
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KomaHga c npedurkcom no BkItOHaeT ceTeBOM MHTepdeinc n yaansaeTt «down»

13 HACTPOEK.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

Cutoncnc I (config-if)>  down
I (config-if)> no down
Mpumep (config-if)> down

Network: :Interface

(config-if)> up
Network::Interface::Base: "GigabitEthernet0/2":

::Base: "GigabitEthernet0/2": interface is down.

interface is up.

WcTopus nsmeHeHni |Bepcus

OnucaHue

2.00

JobaeneHa komaHga interface down.

3.25.53 interface downlink-mumimo

OnucaHue BktounTb HUCXoAsLLee (ABHOe) PopmuposaHue duazpanmMel HanpaeaeHHocmu
(eBF) MU-MIMO ansa AP 5 T, JlaHHasa yHKLMS MOXKET 6bITb NCMO/Ib30BaHa
TONIbKO AnAa knneHToB 802.11ac n HecoBMeCTMMaA C APYrVMU CTaHAapTaMu.
HacTtpolika He MOXeT 6bITb MCNO/Ib30BaHa 6e3 BKItUeHns kKoMaHapl interface
beamforming explicit.

KomaHga ¢ npedurkcom no oTKIoYaeT HaCTPOIKY.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het

Tun nHTepdeiica WiFiMaster

CviHoncuc

I (config-if)>  downlink-mumimo

I (config-if)> no downlink-mumimo

Mpumep (config-if)> downlink-mumimo

Network: :Interface: :Rtx::WifiMaster:

downlink-mumimo enabled.

(config-if)> no downlink-mumimo

Network: :Interface: :Rtx::WifiMaster:

downlink-mumimo disabled.

"WifiMasterl":

"WifiMasterl":

llac/ax »

1lac/ax »
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 JobaeneHa komaHaa interface downlink-mumimo.

3.25.54 interface downlink-ofdma

OnucaHwue BrntounTb HMexoaawwyro cessb 802.11ax OFDMA. To yMOAYaHUIO HacTpoiiKa
OTK/tOYeHa.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica WiFiMaster

CnHoncuc I (config-if)>  downlink-ofdma

I (config-if)> no downlink-ofdma

Mpumep (config-if)> downlink-ofdma
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1lax »
downlink-ofdma enabled.

(config-if)> no downlink-ofdma
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1llax »
downlink-ofdma disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.07 Job6aBneHa koMmaHa interface downlink-ofdma.

3.25.55 interface duplex

OnucaHue YCTaHOBUTL AynaeKcHbIn pexuMm Ethernet-nopTa. Mo ymonyaHuio 3ajaHo
3Ha4veHue auto.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncurc I (config-ify>  duplex mode>
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AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

(config-if)> no duplex

AprymeHT 3HauyeHue OnucaHwue
mode full Pexum noaHoro gynnekca.
half MonyaynnekcHbIN pexuvm.
auto ABTOMAaTUYECKNI AYNNEKCHBIA PeXUM.

(config-if)> duplex full
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex set »
to "full".

(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet@/1": duplex reset »
to default.

Bepcus OnucaHve

2.06.B.1 [Jlo6aBneHa komaHga interface duplex.

3.25.56 interface dyndns profile

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

MpuBA3aTh K ceTeBOMY MHTepdeircy npodunb DynDns. MNepes BoinofHeHNEM
KOMaHZbl NPOodUb JOMKEH 6bITb CO3A4aH M HACTPOEH rpynnoi KomaHg dyndns
profile.

KomaHga ¢ npedurkcom no paspbiBaeT CBA3b Mexay npopunem u
nHTepdericom.

Ja

Ja

Het

(config-if)>  dyndns profile «¢profile

(config-if)> no dyndns profile

AprymeHT 3HauyeHue OnucaHwue

profile Ctpoka HassaHwve npo¢unsa DynDns.

(config-if)> dyndns profile TEST
DynDns::Profile: Interface set.

(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.02

Job6aBneHa komaHga interface dyndns profile.

3.25.57 interface dyndns update

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

O6HOoBUTL BpY4HYto IP-agpec ana DynDns. o ymonyaHuio KoMaHaa pabotaeT
B COOTBETCTBMW C NOAUTMKOM NocTaBLmka ycayr DynDns, KOTopblIi He
no3BosiseT 06HoBNATL IP cavwkom yacTo. KntoueBoe c/ioBo force no3sonsiet

06HOBUTb IP B 06X04 MONUTUKM NOCTaBLLUMKA YCAYT.

Het
Ja
Het
(config-if)>  dyndns update [ force]
AprymeHT 3HauyeHue OnucaHwue
force KmwyeBoe He yunTbiBaTb peKOMEHA0BaHHYH YacToTy
c/10BO 06HOB/NIEHMS.

(config-if)> dyndns update

Bepcus

OnucaHue

2.00

[Jlo6aBneHa komaHga interface dyndns update.

3.25.58 interface encryption anonymous-dh

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

Mpumep

Bknrountbe Anonymous DH gna SSTP-cepBepoB 6e3 ceptudumkaTa.

KomaHga c npedumkcom no otkaroyaetr Anonymous DH.

Ja
Ja
Het

SSTP

I (config-if)>  encryption anonymous-dh

I (config-if)> no encryption anonymous-dh

(config-if)> encryption anonymous-dh
Network: :Interface::Sstp:

"SSTPO": anonymous DH TLS is enabled.
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(config-if)> no encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.13 Job6asneHa komaHgaa interface encryption
anonymous-dh.

3.25.59 interface encryption disable

OnucaHwne OTKNOUNTb WndpoBaHMe Ha 6ecnpoBogHOM NHTepdeiice.
Mpejukc no Het

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  encryption disable

Mpumep (config-if)> encryption disable
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
wireless encryption disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHga interface encryption disable.

3.25.60 interface encryption enable

OnucaHue Bknountb WwWindpoBaHme Ha becnpoBogHOM nHTepdelice. Mo ymonvaHuto
ncnonbsyetcs wudposaHue WEP,

KomaHga c npedumkcom no otkaroyaeT wWndpoBaHve Ha 6ecnpoBOgHOM
nHTepderice.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica WiFi

CuHoncKc I (config-if)> encryption enable

I (config-if)> no encryption enable
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Mpumep

UcTopuns nameHeHuii

(config-if)> encryption enable
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
wireless encryption enabled.

(config-if)> no encryption enable
Network::Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
wireless encryption disabled.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface encryption enable.

3.25.61 interface encryption key

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

HasHaunTtb Kntoum windpposaHuns WEP. B 3aBUCUMOCTIN OT pa3psgHOCTH, KoY
MOXeT 6bITb 3a4aH 10 WwecTHaguaTepnyHbIMU undpamu (5 cumeonamum ASCII)
— 40-6UTHbIN KntoY, WEP — 40-6UTHBIN K04, UK 26 LWeCTHaLaTepUYHbIMU
umdpamu (13 cumBonamm ASCII) WEP Bcero moxeT 6bITb 3agaHo oT 1 go 4
KAtouen wndpoBaHUS, N OANH U3 HUX AOSIXKEH OblTb Ha3Ha4YeH KAYOM Mo
YMOJIYaHUIO.

KomaHga c npedurkcom no yaanseT Ktou.

Ja

Aa

[Ja

WiFi

(config-if)>  encryption key <ids («values [default] | default)

(config-if)> no encryption key «id>

AprymeHT 3HauyeHue OnucaHwue

id lenoe unucro |Homep kntouva. Bcero MoXHO 3agath A0
yeTblipex KatuYen.

value CTpoka 3HaueHwue KaYa B BUAe
LIeCTHaALaTeEPUYHOrO YNCNa, COCTOSALLErO
13 10 nnv n3 26 umdp.

default KmwyeBoe YKasbIBaeT, YTO AaHHbIN K1Y byaeT
Cc/0BO MCMNOABb30BaH N0 YMOAYaHMIO.

(config-if)> encryption key 1 1231231234
Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »
set.

168

CnpaBoyHuK KoMaHa — Sprinter (KN-3710)



naBa 3 OnncaHme KOMaHA,

(config-if)> no encryption key 1
Network: :Interface::Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »

removed.
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.00 Job6asneHa KkomaHaa interface encryption key.

3.25.62 interface encryption mppe

OnucaHue BrntoumnTtb nogaepxky wudposaHusa MPPE.
KomaHgaa ¢ npedurkcom no oTknrovaeT wmndposaHune MPPE.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica PPTP

CuHoncuc I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

Mpumep (config-if)> encryption mppe
MPPE enabled.

(config-if)> no encryption mppe
MPPE disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface encryption mppe.

3.25.63 interface encryption owe

OnucaHue BkaounTb anropntmel obecneveHns 6esonacHocty OVWE Ha 6ecnpoBOgHOM
nHTepderice. Mo yMONYaHNIO HaCTPOMKa OTKJTHOYEHaA.

KomaHga c npedumkcom no otkatoyaeT nogaepxky OWE.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica WifiMaster
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CuvHoncuc

Mpumep

UcTopuns nameHeHui

I (config-if)>  encryption owe

I(conﬁg-ﬁﬁ>noencryptionowe

(config-if)> encryption owe
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0Q/AccessPoint0": »
OWE algorithms enabled.

(config-if)> no encryption owe
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
OWE algorithms disabled.

Bepcus OnucaHve

3.00 JobaeneHa komaHgaa interface encryption owe.

3.25.64 interface encryption tkip hold-down

OnucaHune

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTbL 3HaveHue "countermeasure” Talimepa ans TKIP npwu
0fHOBpPEMEHHOM 1cnonb3oBaHun WPA n WPA2 anropnTMoB 6e30MacHOCTU
Ha 6ecnpoBogHOM NHTepdeiice. [0 yMONYaHNIO NCMOJIb3YeTCa 3HaYeHne
60.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHMe No yMOAYaHUIO.
Ja

Ja

Het

WiFi

(config-if)>  encryption tkip hold-down <hold-down>

(config-if)> no encryption tkip hold-down

AprymeHT 3HauyeHue OnucaHwue

hold-down lenoe uucno |3HadveHue TariMepa B cekyHAax. MoxeT
NPYHVMAaTL 3HaYeHWA B AnanasoHe oT 0 g0

60. Ecnm ykasaHo 3HaueHme 0, To GyHKLUMS

OTKNKOYEeHa.

(config-if)> encryption tkip hold-down 10
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
hold-down interval is 10 sec.

(config-if)> no encryption tkip hold-down
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
hold-down interval is reset to default (60 sec.).
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie
3.08 JobaBneHa komaHga interface encryption tkip
hold-down.

3.25.65 interface encryption wpa

OnucaHune BrtounTb anropntmel obecneveHms 6esonacHocTn WPA Ha 6ecnpoBOAHOM
nHTepodeice. becnpoBogHON NHTepdENC MOXET NOAAEPXKNBATL COBMECTHOE
ncnonb3osaHmne WPA n WPAZ, oagHako nogaep>ka WEP aBToMaTUUeCKn
OTKOHaeTCs Npu BKAKOYEHUN ntoboro 13 WPA.

KomaHga ¢ npedpurkcom no oTkatouaeT WPA.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica WiFi

CunHoncuc I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

Mpumep (config-if)> encryption wpa
WPA algorithms enabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 Jlo6baBneHa komaHga interface encryption wpa.

3.25.66 interface encryption wpa2

OnucaHwue BkntounTb anroputMmel obecneveHns 6esonacHocty WPA2 (IEEE 802.11i, RSN)
Ha 6ecnpoBoAHOM NHTepdelice. becnpoBoAHON MHTepdelic MoXeT pa3peLlaTb
coBmecTHoe ncnonb3osaHune WPA n WPAZ, opHako noaaepxka WEP
aBTOMAaTMYeCKN OTK/IIOHAETCA NpU BKAKOYEHUN 1106010 13 WPA.

KomaHga c npedumkcom no otkatouaet WPA2.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOA, Het
Tun nHTepdeiica WiFi

CrHoncumc I (config-if)>  encryption wpa2
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Mpumep

WcTopusa nsmeHeHwnii

I(conﬂg-ﬁﬁ>noencryptionwpaz

(config-if)> encryption wpa2

WPA2 algorithms enabled.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface encryption wpa2.

3.25.67 interface encryption wpa3

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

Mpumep

WcTopusa nsmeHeHum

Bknoumntb anropmtMmbl obecneveHmns 6esonacHoct WPA3 Ha 6ecnpoBOAHOM
nHTepdeice. becnpoBoaHOM NHTepdeNC MOXeT NoAAepXMBaTb COBMECTHOE
ncnonb3oBaHue WPA2 n WPA3. Tlo yMON4YaHNIO HAaCTPOKa OTK/IHOUeHa.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxky WPA3.

Ja

Ja

HeTt

WiFi

I (config-if)>  encryption wpa3

I(conﬂg-ﬁﬁ>noencryptionwpa3

(config-if)> encryption wpa3

Network::Interface: :Rtx::AccessPoint:

WPA3 algorithms enabled.

(config-if)> no encryption wpa3

Network: :Interface: :Rtx: :AccessPoint:

WPA3 algorithms disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMaster@/AccessPoint0": »

Bepcus OnucaHve

3.00 JobasneHa komaHgaa interface encryption wpa3.

3.25.68 interface encryption wpa3 suite-b

OnuncaHwune

Mpejukc no

MeHsieT HacTpoiAKK

BkntounTb anroputmel obecnedeHns 6esonacHoctn WPA3 ans 3awmTel
KoHUAEHLMaNbHbIX AaHHbIX Suite-B B WPA Enterprise. [0 ymMon4aHuto

bYHKLMS OTKNKOYEHa.

Het

Ja
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

UcTopuns nameHeHuii

Het

WiFi

I (config-if)> encryptionwpa3 suite-b
(config-if)> encryption wpa3 suite-b

Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »
WPA3 SuiteB enabled.

Bepcus OnucaHve

3.01 JlobaBneHa komaHga interface encryption wpa3 suite-b.

3.25.69 interface flowcontrol

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

NcTopus nsmeHeHum

HacTtpolika ynpaBneHusa notokoM Ethernet Tx/Rx. Mo ymonyaHuto GyHKUNS
BKJIIOYEHa.

KomaHga ¢ npedrkcom no oTkarovaeT GyHKLNLO.
Ja

Ja

Het

Ethernet

(config-if)>  flowcontrol on

(config-if)> no flowcontrol [send]

AprymeHT 3HauyeHue OnucaHwue

send Kro4esoe YnpaBneHve NoTOKOM paboTaeT aCUHXPOHHO.
cnoBo

(config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

Bepcus OnucaHue

2.08 Job6aBneHa komaHaa interface flowcontrol.
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3.25.70 interface follow

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

KonupoBaTb HacTpoliku Toukun goctyna ¢ WifiMaster0 (2,4 I'Tu) B TOUKy
foctyna Ha WifiMaster ¢ nHaekcom 6onbuie Hyns (5 Iy 1 6onbLue).

Touka gocTyna "nocnefoBatenb" aBToMaTYeCcKm KOnmpyeTt Bce MU3SMeHeHUs
HaCTPOeK C rIaBHOM TOUKM JOCTYNa.

Ecnun B HacTpolikm "nocnegoBatens” BHECTU M3MEHEHWs, CBA3b C r1aBHOM
TOYKOI AOCTyNa pa3pbiBaeTcs.

MpegynpexaeHne: Toukn goctyna Ha WifiMaster0O Bcerga ncnonb3yroTcs Kak
NCTOYHMK HacTpoeK. OHM He MOryT 6bITb
"nocnegoBatensamn’.

Het

Ja
Het

AccessPoint

(config-if)>  follow<access-point»

AprymeHT 3HauyeHue OnuncaHwue

access-point |WHTeppenc Vmsa nHtepdeiica AccessPoint Ha
WifiMaster0 2,4Tu. Bbl MOXeTe yBUAETb

CMNCOK JOCTYMHBIX MHTepdencoB npu
rnomoLy komaHabl follow [Tab].

(config-if)> follow WifiMaster0/AccessPoint0
Network: :Interface: :AccessPoint: "WifiMasterl/AccessPoint0": set »
to follow WifiMaster0/AccessPoint0.

Bepcusa OnucaHue

3.07 Job6asneHa komaHaa interface follow.

3.25.71 interface ft enable

OnuncaHwmne

BrntounTb nogaepxky FT ans Toukm goctyna (FT Over the Air, OTA) B pamkax
ctaHgapTa IEEE 802.11r. o ymonuyaHuto napameTp OTK/AHOUEH.

Ana npaBuabHON paboTbl FT Mexay Toukamu goctyna 2,4 1 5 My Heobxoammo
BbINO/IHUTL C/iefytoLe yCIoBUS:

* BKJ/IHOYeHbl 06e Touku goctyna 2,4 Mu n 5 My,

* Y HUX ognHakoBble SSID
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* OHW MIMeLOT OANHAKOBbIE MapameTpbl 6e30nacHOCTY (TN WNdpoBaHNS —
WPA2 nnn 6e3 napons, naponb, N T. 4.).

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica AccessPoint

CuHoncunc I (config-ify>  ft enable

I (config-if)> no ft enable

Mpumep (config-if)> ft enable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
fast transition enabled.

(config-if)> no ft enable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

213 JobaBneHa komaHaa interface ft enable.

3.25.72 interface ft mdid

OnucaHune YcraHoBUTb ngeHTndumkatop Mobility Domain gns FT. Mo ymonvaHuio
ncnonb3yetca 3HaveHe KN.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het
Tun nutepdeiica AccessPoint

CuiHoncuc (config-if)>  ft mdid mdid>

(config-if)> no ft mdid

AprymeHTbI AprymeHT 3HaueHue OonucaHue
mdid CTpoka 3HaueHwue ngeHTndurkatopa Mobility Domain.
CocTtounT 13 2 cmeosios ASCIL.
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NMpumep (config-if)> ft mdid 1F
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
fast transition MDID set to "1F".

(config-if)> no ft mdid
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID reset to default.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.13 JobaeneHa komaHaa interface ft mdid.

3.25.73 interface ft otd

OnucaHwue BkntounTb noagepxky FT Over-the-DS (Distribution System) B pamkax
cTaHgapTa IEEE 802.11r. 3TOT TMN FT UCNOb3yeTca A1 POYMUHra B
ycTapeBLUMX abOHEHTCKMX YCTPOMCTBaX, Hanpumep, B TenedoHe iPhone 4s.
Mo ymMonuyaHuo napaMeTp OTK/IOYEH.

KomaHga ¢ npedunKcom no yaanset HacTPOnKy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica AccessPoint

CuHoncuc I (config-if)>  ft otd

I (config-if)> no ft otd

Npumep (config-if)> ft otd
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition OTD enabled.

(config-if)> no ft otd
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
fast transition OTD disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.13 JobasneHa komaHga interface ft otd.

3.25.74 interface green-ethernet

OnucaHwue BitounTtb Ha HTepdeiice pexxum Green Ethernet. 110 yMOAYaHMIO 3TOT PeXUM
BbIK/IHOYEH.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

KomMaHgza ¢ npeprKCOM NO OTK/IKOUAET HACTPOWKY.
Ja

Aa

HeTt

Ethernet

I (config-if)> green-ethernet

I (config-if)> no green-ethernet

(config-if)> green-ethernet
Network: :Interface: :Ethernet: Green ethernet enabled.

(config-if)> no green-ethernet
Network: :Interface: :Ethernet: Green ethernet disabled.

Bepcus OnucaHue

3.05 Job6asneHa komaHaa interface green-ethernet.

3.25.75 interface hide-ssid

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

BrntoumnTb pexunm ckpbiTus SSID. Mpy ncnonb3o0BaHUM 3TON GYyHKLMN, TOUKa
f0CTyna He oTobpakaeTcs B CIMCKe AOCTYMHbIX 6ecnpoBOAHbIX ceTel. Ho
eCNu NoMb30BaTesto N3BECTHO O CyLLIeCTBOBAHMM 3TON CeTU U OH 3HaeT ee
SSID, TO CMOXeT MOAKNHUNTBLCA K 3TOM ceTW. [0 yMOYaHMIO pexum
OTKJIHOUEH.

KomaHgaa ¢ npedurKcoM No OTK/AOUaeT 3TOT pexmMm.
Ja

Ja

Het

Access Point

I (config-if)>  hide-ssid

I (config-if)> no hide-ssid

(config-if)> hide-ssid

Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
SSID broadcasting disabled.
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(config-if)> no hide-ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
SSID broadcasting enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHaa interface hide-ssid.

3.25.76 interface iapp auto

OnucaHue CreHepupoBaTb KtoY JAPP B aBTOMaTUYeCKOM pexunme. 118 Toro, 4tobb!
Ha3HauUTb K4 BPYYHYIO, UCMONb3YyiNTe KoMaHgy interface iapp key.

Mpejukc no Het
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Bridge

CuHoncurc I (config-ify>  iapp auto

Mpumep (config-if)> iapp auto
Network: :Interface: :Rtx::Iapp: Bridge® autoconfigured.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.03 [Jlo6aBneHa komaHga interface iapp auto.

3.25.77 interface iapp key

OnucaHwue YCTaHOBUTb KKOY MOBUABHOIO AOoMeHa IAPP ans yCneLwHoM CMHXPOHM3aLumn
MeXxay ToukamMm AoCTyna, rae BkatoueH FT (komaHaa interface ft enable).
Toukm focTyna AOMKHbI NpuHagnexaTb ogHoi IP-noacetn. Mo ymonyaHumio
K/IFOY He Ha3HayeH.

KomaHga ¢ npedurkcom no yaanseT Ktou.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Bridge

CuiHoncuc I (config-if)> iapp key <key»

I (config-if)> no iapp key
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

key CTpoka 3HaueHwe kntoYa IAPP. MakcManbHasa A1vHa

Knro4ya — 64 cmmBoa.

(config-if)> iapp key 11223344556677
Network::Interface: :Rtx::Iapp: Bridge0® key applied.

(config-if)> no iapp key
Network: :Interface: :Rtx::Iapp: Bridge® key cleared.

Bepcus OnucaHve

2.13 [Jlo6aBneHa komaHaa interface iapp key.

3.25.78 interface idle-timeout

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

YCTaHOBUTb MHTEPBaN OTKAOYEHUs KAneHTa STA OT TOUKM A0CTyNa No
TaliMayTy HEaKTUBHOCTW. 0 yMOMYaHMIO NCMOb3yeTcs 3HaYeHe 600.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOIKY.
Ja

Aa

Het

WiFiMaster

(config-if)>  idle-timeout <idle-timeout>

(config-if)> no idle-timeout

AprymeHT 3HauyeHue (lOnucaHue
idle-timeout |Yesoe 3HaueHVe TalimM-ayTa B cekyHgax. MoxeT
uncio NPVHMMAaTbL 3Ha4YeHns B npejenax ot 60 Ao
2147483646.

(config-if)> idle-timeout 500
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
value is 500 sec.

(config-if)> no idle-timeout
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
disabled.

Bepcus OnucaHue

3.06 JobaeneHa komaHaa interface idle-timeout.
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3.25.79 interface igmp downstream

OnucaHue BkntounTb pexuim paboTel IGMP Ha nHTepdeiice No HanpaBAeHUIO K
noTpebuTensm rpynnoBo paccbUikn. Ha ycTponcTee foKHa 6bITh 3anyLueHa
cyx6a service igmp-proxy. JonyckaeTcs Haanvme HeCKoNbKNX MHTepdelicos
downstream.

KomaHga ¢ npednkKcom no oTMeHseT feiiCTBUE KOMaHAbI.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-ify>  igmp downstream

I (config-if)> no igmp downstream

Mpumep (config-if)> igmp downstream

(config-if)> no igmp downstream

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga interface igmp downstream.

3.25.80 interface igmp fork

OnucaHwune BkntounTb y6nmpoBaHme NcxoaaLmx naketos /GMP upstream B 3ajaHHbIN
nHTepderic. JonyckaeTcs Hananume ToNbKO 0AHOro NHTepdeiica fork.

KomaHga ¢ npeprKCcOM Nno oTMeHseT AeCTBME KOMaH/bI.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncuc | (config-if>  igmp fork

I (config-if)> no igmp fork

Mpumep (config-if)> igmp fork

(config-if)> no igmp fork
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Job6aBneHa komaHAa interface igmp fork.

3.25.81 interface igmp upstream

OnucaHwue BkntounTb pexum paboTel IGMP Ha nHTepdeiice No HanpaBAeHUIO K
NCTOYHMKY FPYNNOBOI paccblIkn. Ha ycTponcTBe Ao/IKHa 6bITh 3anyLyeHa
cnyxb6a service igmp-proxy. lonyckaeTca Haanyume TobKo OAHOro

nHTepderica upstream.

KomaHga ¢ nped)l/n(com Nno oTMeHdeT ,Cl,eI7ICTBI/Ie KOMaH/Abl.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica IP

CrHoncuc I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

MNpumep (config-if)> igmp upstream

(config-if)> no igmp upstream

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa interface igmp upstream.

3.25.82 interface include

OnucaHune Yka3atb Ethernet-nHtepderic, KoTopbii byaeT fobaBneH B MPOrpaMMHbIiA

MOCT B Ka4yecCTBe nopTa.

KomaHga c npedurkcom no yaansiet nHtepdelic 13 mocTa.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Bridge

CuHoncuc I (config-if)>  include <interface»

I (config-if)> no include <interface»
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgenc Vmsa nnn ncesgoHuM Ethernet nHtepdeiica,
KOTOPbIA AOKEH 6bITb BKAKOYEH B MOCT.

(config-if)> include ISP
Network::Interface::Bridge: "Bridge0": ISP included.

(config-if)> no include
Network: :Interface::Bridge: "Bridge0@": removed ISP.

Bepcus OnucaHve

2.00 JobaeneHa komaHga interface include.

3.25.83 interface inherit

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKM
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

Yka3zaTb Ethernet-uHTepdeiic, koTophlii byAeT AobaBneH B NporpaMmMHbIi
MOCT B KayecTBe nopta. B otanume ot komaHabl include, komaHaa inherit
nepejaeT MOCTY HEKOTOpPbIE HACTPOMKK AobaBnseMoro nHTepdeiica, Takme
Kak IP-agpec, macky v IP-nceBgoHMMBI. [pun yaaneHn nnb6o camoro MocTa,
6o nHTepderica U3 MocTa, 3TU HaCTPOWKK, AaXe eC/I OHU BblNn N3MEHEeHbI,
6yayT ckonupoBaHbl 06paTHO Ha 0CBOGOAMBLUMIACA MHTepdeiC.

KomaHpa nossonsieT 406aBUTb B MOCT MHTepPdEiC, Yepes KOTOpbIi
OCYLLLeCTBNSETCA yrpaBAeHve yCTPONCTBOM, U He MOTepsThb yrpaBneHue.

KomaHga c npedurkcom no yaansiet uHTepdelic 13 MocTa, Bo3BpallaeTt
nHTepdelicy HaCTPOIKK, yHace0BaHHbIe paHee MOCTOM, U COpackIBaeT 3Tn
HaCTPOWKN y MOCTa.

Ja

Ja

Ja

Bridge

(config-if)>  inherit <interface»

(config-if)> no inherit <interface»

AprymeHT 3HauyeHue OnuncaHwue

interface UHTeppenc Vmsa nnun ncesgoHuM Ethernet nHtepdeiica,
KOTOPbIN AOKEH 6bITb BKAKOYEH B MOCT.

(config-if)> inherit GigabitEthernet0/Vlan3
Network::Interface::Bridge: "Bridgel": GigabitEthernet@/Vlan3 »
inherited in Bridgel.
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WcTopusa nsmeHeHum

(config-if)> no inherit
Network::Interface::Bridge: "Bridgel": inherit removed.

Bepcus OnucaHue

2.00 JobaBneHa komaHaa interface inherit.

3.25.84 interface ip access-group

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

MpuBA3aTb MMEHOBAHHbIW CIMCOK NpaBua ¢unbTpaumm (ACL, cm. access-list)
K nHTepdericy. NapameTp in nam out ykasbiBaeT HanpaeneHve Tpadpurka Ans

KOTOporo byaeT npumeHaTbea ACL. K ogHOMY nHTepdericy MoXeT 6bITb
npmBs3aHo Heckonbko ACL.

KomaHga ¢ npedurkcom no oTkntoyvaeT ACL Ans ykazaHHoro nHtepderiica n
Hanpas/ieHVsa Tpaduka.

Ja
Ja
Ja
IP
(config-if)> ip access-group «acl> «direction

(config-if)> no ip access-group «acls> «direction

AprymeHT 3HauyeHue OnuncaHwue

acl Ctpoka Cnncok npasua puabTpaLmu,
npeABapuTeNbHO CO3aHHbIA C MOMOLLIbIO
KomaHgpbl access-list.

direction in MprMeHnTb GUAbTPaLNIO K BXOAALLMM
nakeTam.
out MpUMeHNTb GUNBLTPALMIO K NCXOAALLNM
nakeTam.

(config-if)> ip access-group BLOCK in
Network::Acl: Input "BLOCK" access list added to "CdcEthernetl".

(config-if)> ip access-group BLOCK out
Network::Acl: Output "BLOCK" access list added to "CdcEthernetl".

(config-if)> no ip access-group BLOCK in
Network::Acl: "BLOCK" access group deleted from "CdcEthernetl".

(config-if)> no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".

Sprinter (KN-3710) — CnpaBOYHMK KOMaHZ, 1 83



naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa koMaHga interface ip access-group.

3.25.85 interface ip address

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

N3meHnTb IP-agpec n macky ceTeBoro nHTepdeiica. Ecnn Ha nHTepdelice
3anyleHa cnyxba aBToMaTUYeCcKOn HacTPOMKK aapeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
afpec MOXeT 6bITb Nepe3anucaH.

KomaHga c npedurkcom no copacbiBaeT agpec Ha 0.0.0.0.
Ja

[Ja

HeTt

IP

(config-if)>  ip address address> amask>

(config-if)> no ip address

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec AZpec ceTeBOro nHTepodeiica.

mask IP-macka Macka ceTeBoro nHTepdeiica. Ectb aBa
cnocoba BBOAA MacKn: B KAHOHMYECKOM BUJe
(Hanpumep, 255.255.255.0) v B BUAe

61TOBOV ANNHLI Npedukca (Hanpumep, /24).

OAHO 1 TO Xe 3HaYeHue agpeca ceTu, coctoswero ns IP-agpeca 1 macku,
MO>HO BBeCTM ABYMS CNOCO6aMMN: yKa3aTb Macky B KAHOHUYECKOM BUAE NN
3aaTb OUTOBYH ANVHY NpeduKca.

(config)> ip address 192.168.9.1/24
Network: :Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip address.
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3.25.86 interface ip address dhcp

OnucaHue 3anyctntb DHCP-kAMEHT Ana aBTOMaTMYeCKON HaCTPOKM CceTeBbIX
napameTpoB: IP-agpeca n mackn nHtepdeliica, cepsepos DNS u winto3a no
YMONUaHUIO.

KomaHga ¢ npedpurkcom no octaHaBnmBaeT cnyxby DHCP-knneHTa, yaanset
AVHaMUYeCKN HaCTpOeHHble NapaMeTpbl 1 BO3BpalLaeT rnpejbiayLine
HacTpolikun IP-agpeca v Macku.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Ethernet

CuHoncuc (config-if)>  ip address dhcp [ hostname <hostname> ]

(config-if)> no ip address dhcp

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

hostname Ctpoka Mg xocTa, KoTopoe nepegaetcd B none 12-oi
onuun DHCP. 3To nms He obs3aTeNibHO
JO/MKHO BbITb TaKMM Xe, KaK MMS XOCTa,
BBeZeHHOe B npoLiecce rnobassHowm
HaCTPOWKN.

Mpumep (config-if)> ip address dhcp hostname QWERTY2
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp
Dhcp::Client: Stopped DHCP client on ISP.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JlobasneHa komaHaa interface ip address dhcp.

3.25.87 interface ip adjust-ttl recv

OnucaHwue N3meHunTb napameTp TTL 419 BCcex BXOAALLMX NAKETOB Ha MHTepdeiice.
KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

IP

(config-if)> ip adjust-ttl recvrecv

(config-if)> no ip adjust-ttl recv

AprymeHT 3HauyeHue OnuncaHwue

recv Llenoe uucno |BennymHa nameHeHunsa TTL. MoxeT
NPUHNMAaTb 3Ha4YeHWs B nNpegenax ot 1 Ao

255 BKNHOUUTENBHO.

(config-if)> dip adjust-ttl recv 1
Network::Interface::Ip: "CdcEthernet0": incoming TTL set to 1.

(config-if)> no ip adjust-ttl recv
Network::Interface::Ip: "CdcEthernet0": incoming TTL settings »
removed.

Bepcus OnucaHve

3.07 JobaBneHa komaHaa interface ip adjust-ttl recv.

MpeabiayLiee HasBaHMe KOMaHAb! interface ip adjust-ttl.

3.25.88 interface ip adjust-ttl send

OnucaHune

MNpejukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncmc

AprymeHTsl

Mpumep

N3meHnTb napameTp TTL ana Bcex NCXoadaLLmMx NakeToB Ha nHTepderice.
KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.

Ja

Ja

Het

IP

(config-if)>  ip adjust-ttl send <send>

(config-if)> no ip adjust-ttl send

AprymeHT 3HauyeHue OnuncaHwue

send Llenoe uucno |BennumHa nameHeHunsa TTL. MoxeT
NPMHNUMAaTbL 3HaYeHWA B rnpegenax ot 1 ao

255 BKNOUMTENBHO.

(config-if)> ip adjust-ttl send 65
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

186

CnpaBoyHuK KoMaHa — Sprinter (KN-3710)



naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-if)> no ip adjust-ttl send
Network::Interface::Ip: "CdcEthernetl": outgoing TTL settings »
removed.

Bepcus OnucaHue

2.09 Job6asneHa komaHgaa interface ip adjust-ttl send.

3.25.89 interface ip alias

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTL AOMNONHUTENbHBIN IP-agpec n Macky ceTeBoro nHTepdeiica
(NnceBROHUM).

KomaHga ¢ npedrkcoM no copacbiBaeT yKaszaHHbIN NCeBAOHM Ha 0.0.0.0,

TE€M CaMbIM yaansdaqa ero. Ecnm BbINONHUTL KOMaHA4y 6e3 aprymeHTa, To BeCb
cnncok ncesagoHMNMOB 6yp,eT oYyunLleH.

Ja

Ja

Ja

IP, Ethernet

(config-if)>  ip alias address> anask»

(config-if)> no ip alias [ «@ddress> anask> ]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec JononHnTenbHbIN agpec ceTeBoro
nHTepderica.
mask IP-macka JononHntenbHas Macka ceTeBoro

nHTepdeiica. Ectb ABa cnocoba BBOAa MaCKM:
B KAHOHMYeCKOM Bue (Hanpumep,
255.255.255.0u1 B BUAE 6BUTOBOW ANVHbI

npedukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 reset »
to 0.0.0.0/0.

(config-if)> no ip alias
Network: :Interface::Ip: "WifiMasterl/WifiStationQ": all aliases »
removed.

Sprinter (KN-3710) — CnpaBOYHMK KOMaHZ, 1 87



naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface ip alias.

3.25.90 interface ip dhcp client broadcast

OnucaHwune YcTtaHoBUTb 6UT broadcast B coobuieHmax DHCP Discover, yka3blBatoLLii
Ha cnocob oTnpaBky oTBeTa 06paTHO KANEHTY. Mo yMonyaHuo napamMeTp
OTKJIHOYEH.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client broadcast

I (config-if)> no ip dhcp client broadcast

Mpumep (config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.15 JobasneHa komaHga interface ip dhcp client broadcast.

3.25.91 interface ip dhcp client class-id

OnucaHune YKka3zaTb Npon3BoOaUTENS YCTPOMCTBA, Ha KOTOPOM paboTtaeT DHCP-KNneHT
(onuwms dhcp 60).

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

Cunoncuc I (config-if)>  ip dhcp client class-id «class>
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(config-if)> no ip dhcp client class-id

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
class-id Ctpoka Ha3BaHue npomnsBoamnTens yCTpoiicTBa,
3aKJIl0OYeHHOe B /IBOViHble KaBblYKN.

NMpumep (config-if)> ip dhcp client class-id "Sprinter"
Dhcp::Client: ISP DHCP client vendor class is set to "Sprinter".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.02 JobasneHa komaHga interface ip dhcp client class-id.

3.25.92 interface ip dhcp client debug

OnucaHune BKIOUNTL OTNAA0UHbIN PeXUM. B 0TNaZ0UHOM peXXrMe B CUCTEMHbIN XXyPHan
BbIBOANTCS NoApo6Hasa nHbopmaumsa o pabote DHCP-knneHTa.

KomaHaa ¢ npedrKcom no oTKNHYaeT OTAAA0UHbBIN PEXMM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nutepdeiica Ethernet

Cutoncnc I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

NMpumep (config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.

(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.01 [Jlo6aBneHa komaHga interface ip dhcp client debug.
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3.25.93 interface ip dhcp client displace

OnuncaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

BbITeCHUTB CTaTnuecknin agpec nHTepdeiica what B cnyyae eciv oH
KOH}NNKTYeT € agpecom, nonyvyeHHsIM DHCP-K1MeHTOM OCHOBHOIO
nHTepderica.

[JaHHasi KOMaHAa BbIMOHAETCA aBTOMATNYeCKM NpU NogkatoyeHnn USB
Ethernet aganTtepa. Mocne 3Toro NPOVCXOAUT COXPaHeHe KOHGUrypaumm 1
nepesarpyska yCcTpoiicTBa.

KomaHga ¢ npednKcom no oTMeHseT BbiITeCHeHMe AN YKa3aHHOro
nHTepderica.

Ja

Aa

Ja

Ethernet

(config-if)>  ip dhcp client displace whats[ check-session ]

(config-if)> no ip dhcp client displace whats [ check-session ]

AprymeHT 3HaueHue OnucaHwue
what NHTepgeiic MMs nnm nceBAoHUM nHTepdeiica, yei
cTaTnyeckuin agpec byaeT BblITECHEH.
check-session |Knwuyesoe Mpu Hanu4nn akTUBHOM cecnm SCGI, He
C/10B0 paspeLuaTb nepesarpysky 1 CMeHy

CeTeBOro agpeca poyrepa. [1o ymonuyaHuwo
KomaHgaa gobaensietcaBdefault-config.

(config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

Bepcus OnucaHue
2.03 Job6asneHa komaHga interface ip dhcp client displace.
2.15 Job6asneH aprymeHT check-session.
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3.25.94 interface ip dhcp client dns-routes

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BrounTb aBTOMaTryeckoe gobaBneHme XocT-MapLupyTos 4o DNS-cepsepos,
nonyyeHHbIx oT DHCP-cepBepa. o yMonyaHuo HacTpoika BKKOYEeHa.

KomaHga ¢ npedprKcoM no OTK/I0UaEeT HaCTPOWKY.
Ja

Ja

Het

Ethernet

I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

(config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

Bepcus OnucaHve
2.00 [Jlo6aBneHa komaHga interface ip dhcp client
dns-routes.

3.25.95 interface ip dhcp client fallback

OnucaHwmne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

YCTaHOBUTb 3afaHHbI MONb30BaTeNeM CTaTUYeCcKNi agpec B ciiy4dae
BO3HMKHOBeEHWs owmnboK npu pabote DHCP,

KoMaHAa ¢ npedurkcoM no 0TMeHsIeT HAaCcTPOIiKY, N YCTaHaBIMBAEeT ajpec
0.0.0.0..

Ja
Aa
HeTt

Ethernet

I (config-if)>  ip dhcp client fallback <type>

I (config-if)> no ip dhcp client fallback
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

type CTpoka Tun IP-agpeca. B HacTosiLee BpeMs
peann3oBaH TONbLKO oAVH TN — static.

(config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga interface ip dhcp client fallback.

3.25.96 interface ip dhcp client hosthame

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHuim

Ha3sHaunTb nms xocTta, koTopoe oTnpasnsetca B DHCP-3anpoce.
KomaHga c npedurkcom no Bo3BpaLlaeT XoCTy MIMs Mo YMOAYaHUIO.
Ja

Aa

Het

Ethernet

(config-if)>  ip dhcp client hostname <hostname>

(config-if)> no ip dhcp client hostname

AprymeHT 3HauyeHue OnucaHwue

hostname CTpoka MIMs xocTa ans Ha3HayeHus.

(config-if)> ip dhcp client hostname MYHOME
Dhcp::Client: ISP DHCP client hostname is set to MYHOME.

(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).

Bepcus OnucaHve
2.00 Job6aBneHa komaHga interface ip dhcp client hostname.
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3.25.97 interface ip dhcp client name-servers

OnucaHue Mcnonb3oBatk agpeca cepsepos DNS, nonydeHHsble no DHCP. Mo ymonyaHuio
3Ta $yHKLUMA BKAOYEHA.

KomaHga c npedrkcomM no 3anpeLaeT UCnonbL3oBaTh agpeca DNS-cepeepos,
nosiyyeHHble no DHCP.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

Mpumep (config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.00 [Jlo6aBneHa komaHga interface ip dhcp client
name-servers.

3.25.98 interface ip dhcp client release

OnucaHwue DHCP-knueHT ocBoboOXAaeT apeHAy IP-agpeca v yxoauT B CASLLVIA pexXunMm.
ELle ogHO BbiNOAHEHMeE 3TO KoMaHAbl nepeBoanT DHCP-kANEHT B pexumm
aBToMartuyeckoro nonyyeHus IP-agpeca.

Mpedukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica Ethernet

CuHoncnc I (config-if)>  ip dhcp client release

Npumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jo6aBneHa komaHga interface ip dhcp client release.

3.25.99 interface ip dhcp client renew

OnucaHwue DHCP-knueHT ocBoboXAaeT apeHay IP-agpeca n nepexoanT B pexmnm
noJly4eHnst HoBOro.

MNpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client renew

Mpumep (config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHaa interface ip dhcp client renew.

3.25.100 interface ip dhcp client routes

OnucaHune BikntoumnTb nonyyeHve mapLupyToB oT nposaligepa (onuyum dhep 33, 121,
242). Mo ymonuaHuo BKIOYEHO. B HacTpoikax oTobpakaeTcs TONbKO C
npedurkcom no.

KomaHga ¢ npedrkKcom no oTKAoUaeT HaCTPOKY.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Ethernet
Cunoncnc I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes
Mpumep (config-if)> ip dhcp client routes

Dhcp::Client: ISP DHCP client static routes are enabled.

(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.05

Jlo6aBneHa komaHga interface ip dhcp client routes.

3.25.101 interface ip flow

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb ceHcop NetFlow Ha 3aaaHHOM UHTepdelice. Mo yMONYaHWO 3TOT
napameTp OTK/IHOYEH.

KomaHga ¢ npedpurkcom no oTkatouaeT ceHcop NetFlow.

Ja
Aa
HeTt

IP

(config-if)>

ip flow«direction

(config-if)> no ip flow

AprymeHT 3HauyeHue OnucaHwue
direction ingress C6op Bxogsuiero Tpaduka.
egress C6op ncxogsawero Tpaduka.
both C6op 1 BxoasdLero, n ncxogsauiero Tpaduka.

(config-if)> ip flow ingress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.

(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »

"Home" in

"both" direction.

Bepcus

OnucaHune

2.11

Job6aeneHa komaHga interface ip flow.

3.25.102 interface ip global

OnucaHune

YcTaHoBUTL Ast HTepdelica cBolicTBo «global» ¢ napameTpom. 3To CBONCTBO
HeobXxoAMMO AN YCTaHOBKY MapLUpyTa Mo YMOJIYaHUI, paboThl
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Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

DynDNS-knneHTa n NAT. MoxHo npegctaenstb global-nHtepdeiicel, kak
BeAyLLMe B rNobanbHyH CeThb (B MIHTEPHET).

MapameTp cBolcTBa «global» BnnseT Ha npuopuTeT MHTepdeiica B Npase
YCTaHOBUTb MapLUPYT MO yMONYaHW0. Yem npropuTeT 6onbLue, Tem
XenartenbHee 419 N0Nb30BaTeNs BbIXOA B r106a/1bHYI0 CeTb Yepes yKa3aHHbIN
nHTepderc. C NOMOLLbIO NpropuTeTa peannsyeTcs GyHKLMA pe3epBUpOBaHNS
noakntoveHus B HTepHeT (WAN backup) «global».

Mo yMONUaHWIO HacTpolika OTKNOYEeHa.
KomaHga c npedunkcom no yganseT CBONCTBO.
Ja

Aa

Het

IP

(config-if)>  ip global (priority: | order <order> | auto)

(config-if)> no ip global

AprymeHT 3HauyeHue OnucaHue

priority Lenoe umucno |MpuoputeT nHtepderica Nnpu yctaHoBKe
MapLupyTa rno ymonvaHumio. Moxet
NPVHVMAaTbL 3Ha4YeHVs B npegenax ot 1 4o
65534.

order Lenoe uncno |OTHOCUTENbHbIV MPUOPUTET MEXAY
nHTepdericamu. MoxeT NPUHMMaTb 3HaYeHNS
B npegenax ot 0 Ao 65534, HO He 6oee, uem

KONNYeCTBO rnobanbHbIX MHTepdencoB.

auto Kno4esoe ABTOMAaTMYECKOE BbIYNC/IEHNE MPUOPUTETA
C/I0BO nHTepoderica. NHTepdeic pacnonaraercs
61Ke K KOHLY CNXCKa, HO Bbile nopsigka X.

(config-if)> ip global 10
Network::Interface::IP: "L2TP0": global priority is 10.

(config-if)> ip global order 0
Network: :Interface::IP: "L2TPO": order is 1.

(config-if)> ip global auto
Network::Interface::IP: Global priority recalculated.

(config-if)> no ip global
Network: :Interface::IP: "L2TP0": global priority cleared.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHga interface ip global.
2.09 Jlo6aBneHbl aprymeHThl order v auto.

3.25.103 interface ip mru

OnucaHue YcTaHoBUTbL 3HaueHne MRU, koTopoe byaeT nepesfaHo yaaneHHOMY y3y npu
yCTaHOBNeHNW coeanHeHuna PPP (IPCP). [lo ymon4yaHuIo Ncnonb3yeTca
3HaueHue 1460.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHo.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOgA, Het
Tun nHTepdeiica PPP

CuHoncuc (config-if)>  ip mru amru

(config-if)> no ip mru

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mru Lenoe uucno |3HaveHume MRU.
Mpumep (config-if)> ip mru 1492

Network::Interface::Ppp: "PPPoEQ": MRU saved.

(config-if)> no ip mru
Network::Interface::Ppp: "PPPoEO": MRU reset to default.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobasneHa koMmaHgaa interface ip mru.

3.25.104 interface ip mtu

OnucaHue YcTaHoBUTL 3HaveHue MTU Ha ceTeBOM MHTepdeiice. MNpu ycTaHOBAEHUN
coefMHeHWs No npoTokony PPP (IPCP), yaaneHHOMY y31y OyAyT OTAPaBAsaTLCA
nakeTbl ykazaHHoro pasmepa MTU, aaxe ecnv Tot 3anpocun MTU MeHbLUero
3Ha4veHus.

KomaHga c npedurkcom no cbpackiBaeT 3HadeHne MTU Ha To, KOTopoe 6b1/10
[0 NepBOro NPUMeEHEeHNA KOMaHAbl.

Mpedukc no Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config-if)>  ip mtu mtw

(config-if)> no ip mtu

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

mtu UYenoe uucro |3HauveHune MTU. MoXeT NPUHUMAaTb 3HaYeHNs
B npejenax oT 64 Ao 65535 BkaounTeNnbHO.

Mpumep (config-if)> ip mtu 1500
Network: :Interface: :Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network::Interface::Base: "GigabitEthernetl": static MTU reset »

to default.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue
2.00 Jo6aBneHa komaHaa interface ip mtu.

3.25.105 interface ip nat loopback

OnucaHwue BkntounTb 0bpaTHyto TpaHcnauuio agpecos (NAT loopback) ana otnpaskum
JIOKaNbHbIX 3aNpoCcoB J1I0KajbHOMY cepBepy U3 VIHTepHeTa. [1o yMoi4aHuto
3TOT NapaMeTp BKKOYEH 418 nHTepdericos JomallHel ceTu (YypoBHM
b6e3onacHocTu private u protected).

KomaHga ¢ npedpurkcom no oTkntovaet NAT loopback.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica IP

CuHoncuc I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback

Mpumep (config-if)> ip nat loopback
Network::StaticNat: NAT loopback is explicitly enabled on "Home".
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WcTopusa nsmeHeHum

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

Bepcus OnucaHue

2.1 JobasneHa KomaHaa ip nat loopback.

3.25.106 interface ip remote

OnucaHue

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTL CTaTUYeCKUiA agpec yAaneHHoro ysna.
Aa

Ja

HeTt

PPP

(config-if)>  ip remote address>

(config-if)> no ip remote

AprymeHT 3HayeHue OnuncaHwue

address IP-agpec Ajfpec yaaneHHoro ysna.

(config-if)> ip remote 192.168.2.19
Network::Interface::Ppp: "L2TPO": remote address saved.

(config-if)> no ip remote
Network::Interface::Ppp: "L2TPO": remote address erased.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip remote.

3.25.107 interface ip tcp adjust-mss

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

YCTaHOBUTbL OrpaHNYeHrie MakCMMaibHOro pasmepa cermMeHTa NcxXoAsaLLmx
ceccumin TCP. Ecnn 3Ha4veHwme MSS, KOTopoe nepejaeTcs B NOJie 3arofioBka
SYN-nakeToB, npeBsbILLaeT 3ajaHHoe, KOMaHAa MeHsieT ero. KomaHga
npuMeHseTcs K uHTepdeincy n aelicTByeT Ha Bce ncxoasiume TCP SYN-nakeThbl.

KomaHga ¢ npednkcom no oTMeHseT gelicTBMe KOMaHAbl.
Ja
Ja
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc (config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

AprymeHTbI AprymeHT |3HaueHue OnucaHue
pmtu KriwyeBoe c¢s1080|YCTaHOBWUTL BEPXHIOO rpaHuLy MSS,
paBHYy0 MUHUManbLHOMY MTU Ha nyTu K
yAaNneHHOMY y31y.
mss Lenoe uucro MSS BepxHAa rpaHuMUa.
Mpumep (config-if)> ip tcp adjust-mss pmtu

Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> ip tcp adjust-mss 1300
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss
Network: :Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHAa interface ip tcp adjust-mss.

3.25.108 interface ipcp address

OnucaHue Ncnonb3oBath agpec yianeHHoro ysna.
KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.

Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica PPP

CuHoncuc I (config-if)>  ipcp address

I (config-if)> no ipcp address

Mpumep (config-if)> ipcp address
using address from remote peer

(config-if)> no ipcp address
not using address from remote peer
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.09 Jo6aBneHa komaHga interface ipcp address.

3.25.109 interface ipcp default-route

OnucaHue Ncnonb3oBaThb agpec yAaneHHOoro y3/a Kak L3 No YMOAYaHUIO.
KomaHga ¢ npedurKcom no 3anpeLlaeT M3MeHeHMe LWA3a N0 YMOAYaHUIO.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica PPP

CuHoncuc I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

Mpumep (config-if)> ipcp default-route
Using peer as a default gateway.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga interface ipcp default-route.

3.25.110 interface ipcp dns-routes

OnucaHwue Mcnonb3oBaTb MapLUpyThl NofyYeHHble no IPCP. 1o yMon4YaHWIo HacTpoiKa
BKJIIOYEHa.

KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOgA, Het
Tun nHTepdeiica PPP

CuHoncuc I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

Mpumep (config-if)> ipcp dns-routes
DNS routes enabled
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no ipcp dns-routes
DNS routes disabled

Bepcus

OnucaHmne

2.02

JobasneHa KkomaHgaa interface ipcp dns-routes.

3.25.111 interface ipcp name-servers

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

3.25.112 interface ipcp vj

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

Mcnonb3oBaTh agpeca cepsepoB DNS, nosyyeHHble no IPCP. Mo ymon4aHuio
HaCTpoiKa BKIOYEHa.

KomaHga c npedurkcom no 3anpeLLaeT Ncnonb3oBaTb ajpeca cepeepos DNS
nosiyyeHHble no IPCP.

Ja
Ja
Het

PPP

I (config-if)>  ipcp name-servers

I (config-if)> no ipcp name-servers

(config-if)> ipcp name-servers
using remote name servers.

(config-if)> no ipcp name-servers
not using remote name servers.

Bepcusa

OnucaHue

2.00

[Jo6aeneHa komaHza interface ipcp name-servers.

Bxatountb ckaTtue 3aronoskoB TCP/IP meTtoaom BaH AkobcoHa. Mo
YMONYaHMIO HACTPOKKa OTKAOUEHa.

KomaHgaa c npedrKcom no oTk/IYaeT oxaTue.

Ja
Aa
HeTt

PPP
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>

ipcp vj [cid]

(config-if)> no ipcp vj

AprymeHT 3HauyeHue OnuncaHwue

cid Knwyesoe Brknrounte oxkaTtne Connection ID B
c/10B0 3aronoBKax.

(config-if)> ipcp vj cid

V] compression enabled.

(config-if)> no ipcp vj

V] compression disabled.

Bepcus OnucaHve

2.03 Jlo6aBneHa koMmaHga interface ipcp vj.

3.25.113 interface ipsec encryption-level

OnucaHwne

MNpejukc no

3asaTb YpoBeHb LWNbPOBaHUA Ans [Psec-COeNHEHWNS], aBTOMATNYeCKM
CBSI3aHHOTO C TYHHesleM. 3HaueHue No ymon4vaHuto — normal.

MoapobHoe onrcaHme Kaxaoro ypoBHS MPUBOAUTCS B [1pUIOXeHN .

KomaHaa ¢ npepurKcom no ycTaHaBNMBaeT ypoBeHb LW$POBaHMA MO
YMONYaHWUIO.

Ja

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Ja
Het

Secure

(config-if)>

ipsec encryption-level <levels

(config-if)> no ipsec encryption-level

AprymeHT 3HayeHue OnucaHue
level weak Cnabblii ypoBeHb, BKAKOUEHbl anropnTmbl DES
n MD5.
normal CoBMeCTUMBIN € 60BLLINHCTBOM CUCTEM

ypOBeHb, npuoputeT oTaaetca AES128 n
SHAT1.

normal-3des

CoBMeCTMbIN C 60NbLUNHCTBOM CUCTEM
ypoBeHb, npuoputeT otgaetca 3DES 1 SHA1.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue
strong CaMblii CUNBHBIA YPOBEHb, 06a3aTeIbHO
BKJIHOYEH PFS, npuopuTeT otaaeTtca AES256 n
SHAT1.
weak-pfs To e camoe, 4To 1 weak, HO AN BTOPOIA
dasbl BkAtoYeH PFS group 1 1 2.
normal-pfs |To>e camoe, 4to 1 normal, HO AN BTOPOM

dasbl BKAOYeH PFS group 2 1 5.

normal-3des-pfs

To e camoe, 4To 1 normal-3des, HO Ans
BTOpOW ¢a3bl BkAOUEH PFS group 5 1 14.

high

Habop coBpeMeHHbIX anropnTMoB AN
BHeLLHWX nposarigepos VPN cepBucoB.

strong-aead

CaMblli CUNbHBIA YPOBEHb, MPUOPUTET
oTaaetca AES256 n SHA1 c gobaeneHnem
anropuntmoB AEAD.

strong-aead-pfs

CaMblii CUNbHBI YpOBeHb, 06a3aTe/IbHO
BK/KOUeEH PFS, npnopuTteT oTaaetcsa AES256 m
SHA1 c pobaBneHnem anropntmoB AEAD.

(config-if)> ipsec encryption-level weak
Network::Interface::Secure: "Gre0@": security level is set to »

"Weak"

(config-if)> no ipsec encryption-level
Network::Interface::Secure: "Gre0": security level was reset.

Bepcus OnucaHve
2.08 JobasneHa koMmaHgaa interface ipsec encryption-level.
3.07 JobaBneHbl HOBble YpoBHU WndpoBaHusa — high,

strong-aead v strong-aead-pfs.

3.25.114 interface ipsec force-encaps

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKmn

BkntounTb noaaepxxky NpUHYANTENbHOW NHKancynaumm ESP 8 UDP ans
KNNEHTCKMX TyHHener. Mo yMonyaHuio 3ta GyHKLMA OTKI0UEHa.

KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.

Ja
Aa

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica

Secure
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naBa 3 OnncaHme KOMaHA,

CuHoncuc I (config-if)>  ipsec force-encaps
I(conﬁg-ﬁﬁ>noipsecforce-encaps

MNpumep (config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
enabled.
(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
disabled.

MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
2.12 JobasneHa komaHaa interface ipsec force-encaps.

3.25.115 interface ipsec ignore

OnucaHwne OTKNOUNTL 06paboTKy BXOAALLMX IKE-NnakeToB cnyX6bbl IPsec Ha nHTepdeiice.
KomaHga c npednkcom no oTMeHseT HaCTPOIKY.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun uHTepdderica Secure

CnHoncuc I (config-if)>  ipsec ignore

I (config-if)> no ipsec ignore

NMpumep (config-if)> ipsec ignore
IpSec::Manager: Interface "Gre0" added to IPsec ignore list.

(config-if)> no ipsec ignore
IpSec::Manager: Interface "Gre0" removed from IPsec ignore list.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobasneHa komaHAa interface ipsec ignore.

3.25.116 interface ipsec ikev2

OnucaHwune Brkntountb npotokon IKEV2 ana IPsec-coeHeHWs, aBTOMaTUYeCKMN
CBSA3aHHOrO C TyHHeneMm. 1o ymMonyaHuio ncnonbsyercs npotokon IKEv1.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HaYeHMe No YMONYaAHUIO.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
N3meHuTb HacTpoiiku [a
MHorokpaTtHbiia BBog, Het

Tun nutepdeiica Secure

CnHoncuc I (config-if)>  ipsec ikev2
I(conﬁ94ﬂ>noipsecikev2
Mpumep (config-if)> ipsec ikev2

Network: :Interface: :Secure: IKEv2 is enabled.

(config-if)> no ipsec ikev2

Network: :Interface: :Secure: IKEv2 is disabled, enable IKEvl.

WcTopus nsmeHeHni |Bepcus

OnucaHue

2.10

Jlo6aBneHa komaHga interface ipsec ikev2,

3.25.117 interface ipsec nail-up

OnucaHwne

BknounTte aBTOMaTUYeckme n3mMeHeHus CEKPETHbIX Knrouen Ana TyHHe}'IeI\/’I

L2TP/IPsec, EolP/IPsec, Gre/IPsec, IPIP/IPsec. o ymon4yaHuto napameTp

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

BKJTHOYEH.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.
[Ja

Ja

Het

Secure

I (config-if)>  ipsec nail-up

I (config-if)> no ipsec nail-up

(config-if)> ipsec nail-up

Network::Interface::Secure: SA renegotiation enabled.

(config-if)> no ipsec nail-up

Network::Interface::Secure: SA renegotiation disabled.

Bepcus OnucaHue
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naBa 3 OnncaHme KOMaHA,

3.25.118 interface ipsec name-servers

OnucaHue Vicnonb3oBaTh agpeca cepsepoB DNS, nonyyeHHble Yepes IKEv1 nnum IKEv2
IPsec-cepBep. o ymon4yaHumio pyHKLMA BKIHOYEHaA.

KomaHga ¢ npedurkcom no 3anpeLlaeTt UCcnonib3oBaTh agpeca DNS,
nony4yeHHble yepes IKEv1 nnn IKEv2 IPsec-cepBep.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Secure

CuHoncuc I (config-if)>  ipsec name-servers

I (config-if)> no ipsec name-servers

Mpumep (config-if)> ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are enabled.

(config-if)> no ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

3.06 [Jlo6baBneHa komaHga interface ipsec name-servers.

3.25.119 interface ipsec preshared-key

OnucaHue YcTtaHoBUTL KoY PSK ans IPsec-coeAHEHWS, aBTOMAaTUYeCKW CBA3AaHHOIO
C TYHHeneM. Takxe BK/KoYaeT NCMonb30BaHMe [Psec AN 3TOro TYHHens.

KomaHga c npedumkcom no cbpacbiBaeT 3Ha4YeHMe KoYa.
MNpejukc no Ja
N3meHUTb HacTpokn /a
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica Secure

Cunoncuc I (config-if)>  ipsec preshared-key «key>

I (config-if)> no ipsec preshared-key
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

key CTpoka 3HaueHwue cekpeTHoOro PSK-knoua.

(config-if)> ipsec preshared-key 12345678
Network::Interface::Secure: "Gre0": preshared key was set.

(config-if)> no ipsec preshared-key
Network: :Interface::Secure: "Gre0": preshared key was reset.

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHaa interface ipsec preshared-key.

3.25.120 interface ipsec proposal lifetime

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

YCTaHOBUTb BpeMs XN3HU TpaHchopMaunm IPsec Phase1 Ha nHTepodeiice.
Mo ymMonyaHuIo NCcnosib3yeTcs 3HaueHve 28800.

KomaHga ¢ npedprKcom no Bo3BpaLLaeT 3HAUYEHME MO YMOIYAHUIO,
Ja

Aa

HeTt

Secure

(config-if)>  ipsec proposal lifetime «lifetimes

(config-if)> no ipsec proposal lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime Lenoe umucno |Bpems xun3Hm npeobpasoBaHusa IPsec B
cekyHAax. MoxeT NnpMHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.

(config-if)> ipsec proposal lifetime 222222
Network: :Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.

(config-if)> no ipsec proposal lifetime
Network: :Interface::Secure: IPsec IKE proposal lifetime reset »
to 28800 s.

Bepcus OnucaHue

2.1 JobasneHa komaHaa interface ipsec proposal lifetime.
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naBa 3 OnncaHme KOMaHA,

3.25.121 interface ipsec proposal local-id

OnucaHwue 3ajaTb NOIb30BaTENbLCKUIA NOKaNbHbIN naeHTUdMKaTOp And IKE.
KomaHga ¢ npedurKcom no yaanseT AaHHY HaCTPOWKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica Secure

Cutoncnc (config-if)>  ipsec proposal local-id «local-id>

(config-if)> no ipsec proposal local-id

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
local-id Ctpoka IP-agpec nnn goMmeHHoe NMsA I0OKaNbHOro
xocTa.
Mpumep (config-if)> ipsec proposal local-id 192.168.8.4

Network: :Interface: :Secure: Set IKE local ID to "192.168.8.4".

(config-if)> no ipsec proposal local-id
Network: :Interface: :Secure: Reset IKE local ID.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.08 JobasneHa komaHaa interface ipsec proposal local-id.

3.25.122 interface ipsec proposal remote-id

OnucaHwue 3afaTb Nosb30BaTeNbCKUM YAANeHHbIV geHTUudunkaTop ans IKE.
KomaHga ¢ npedurkcom no yaanseT JaHHYH HAaCTPOWKY.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Secure

Cunoncnc I (config-if)>  ipsec proposal remote-id <remote-id>

I (config-if)> no ipsec proposal remote-id
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

remote-id CTpoka IP-agpec nnn gomeHHoe NMA yaaneHHoro

XOCTa.

(config-if)> ipsec proposal remote-id my.domain.com
Network: :Interface: :Secure: Set IKE remote ID to "my.domain.com".

(config-if)> no ipsec proposal remote-id
Network: :Interface: :Secure: Reset IKE remote ID.

Bepcus OnucaHve
3.08 JobasneHa komaHga interface ipsec proposal
remote-id.

3.25.123 interface ipsec transform-set lifetime

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTb BpeMs XN3HU TpaHchopMaunm IPsec Phase2 Ha nHTepodeiice.
Mo ymonyaHuio ncnosib3yeTtcs 3HadeHvie 28800.

KomaHza ¢ npedprKcomM no Bo3BpaLLaeT 3HAUYEHNE MO YMOIYAHUIO,
Ja

Aa

HeTt

Secure

(config-if)>  ipsec transform-set lifetime («lifetime»

(config-if)> no ipsec transform-set lifetime

AprymeHT 3HauyeHue OnucaHwue

lifetime Lenoe umucno |Bpems xun3Hm npeobpasoBaHunsa IPsec B
cekyHAax. MoxeT NpvHMMaTb 3HayYeHUs B
npegenax ot 60 Ao 2147483647.

(config-if)> ipsec transform-set lifetime 2222222
Network::Interface::Secure: IPsec ESP transform-set lifetime set »
to 2222222 s.

(config-if)> no ipsec transform-set lifetime
Network: :Interface: :Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve
2.1 Jlo6aBneHa komaHga interface ipsec transform-set
lifetime.

3.25.124 interface ipv6 address

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

HactpouTtb IPv6-agpec Ha nHTepderice. Ecnv ykasaH aprymeHT auto, agpec

HacTpanBaeTCcd aBTOMaTUN4YeECKN. Beoga ajpeca Bpy4Hyto genaet ero
CTaTn4eCcKnM.

KomMaHza ¢ npedprKcom No yaanseT HaCTPOWKY.

Ja

Ja

Ja

(config-if)>  ipv6 address (<address> | <blocks | auto)

(config-if)> no ipv6 address [ <address» | <blocks | auto]

AprymeHT 3HauyeHue OnuncaHwue

address IPv6-agpec |Appec ceTeBoro nHtepdeiica.

block IPv6-aagpec |Agpec ceTBOro nHTepderica ¢ Mackori.

auto Knwouyesoe BkOUNTL AUHaMMYEeCcKoe HasHaveHne
C/10B0 ajpeca.

(config-if)> ipv6 address 2a01:291:2:612:52ff:20ff:fe00:1e87
Network: :Interface::Ip6: "GigabitEthernetl": added static address »
2a01:291:2:612:52ff:20ff:fe00:1e87.

(config-if)> ipv6 address 2001:db8::1
Network: :Interface::Ip6: "GigabitEthernetl": added static address »
2001:db8::1.

(config-if)> ipv6 address fd08:a648:e303::3/64
Network: :Interface::Ip6: "GigabitEthernetl": added static address »
fd08:a648:e303::3/64.

(config-if)> no ipvée address 2a01:291:2:612:52ff:20ff:fe00:1e87
Network::Interface::Ip6: "GigabitEthernetl": removed static »
address 2a01:291:2:612:52ff:20ff:fe00:1e87.

(config-if)> no ipvé6 address
Network::Interface::Ip6: "GigabitEthernetl": cleared addresses.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface ipv6 address.

3.25.125 interface ipv6 name-servers

OnucaHwue Hactpoutb nony4veHne nHdopmauumm ot DNS. Ecam ykasaH aprymeHT auto,
BrkArovaroTcss DNS-3anpocel DHCPv6.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc (config-if)>  ipv6 name-servers (auto)
(config-if)> no ipv6 name-servers [auto]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
auto Knwyesoe BkntounTtb aBTOKOH$Urypauymto DNS.
c/10B0O
Mpumep (config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.
WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.00 JobasneHa komaHaa interface ipv6 name-servers.

3.25.126 interface ipv6 prefix

OnucaHune HactponTb generaumnio npedukca. Ecnm ykasaH apryMeHT auto , npedpukc
3anpawmnsaeTcd Yepes DHCPv6-PD.

KomaHga ¢ npedunkcom no yganset HacTPOnKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Her

CuHoncuc I (config-if)>  ipv6 prefix («prefix> | auto)

I (config-if)> no ipv6 prefix [ «prefix> | auto]
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
auto KnueBoe Brkntountb generauumto npedpukca.
C/10BO
prefix lpegukc YkazaTb NpeduKc BpyUHYHo.
Mpumep (config-if)> ipv6 prefix 2001:db8:43:abl2::/64

Static IPv6 prefix added.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Job6aBneHa komaHaa interface ipv6 prefix.

3.25.127 interface ipvécp

OnucaHwue Bkntountb noaaepxky IPv6CP Ha 3Tane ycTaHoOBNeHNA coegVHEHNS.
KomaHga ¢ npedpurkcom no oTkntouaet IPv6CP.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica PPP

CnHoncuc I (config-if)>  ipvé6cp

I (config-if)> no ipv6cp

Mpumep (config-if)> ipv6cp
IPv6CP enabled.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga interface ipvécp.

3.25.128 interface Icp acfc

OnucaHue BknounTb cornacoBaHve napaMeTpoB OKaTUS nosiell KAHA/6H020 YPO8Hs
Address u Control. Mo yMONYaHMIO HaCTPOIKa OTKAOUEHaA.

KomaHga ¢ npedurkcom no oTK/IoYaeT 4aHHYIO OMNLMIO 1 BCe 3anpochl
yAaneHHON CTOPOHbI Ha cornacoBaHme ACFC OTKNOHAKOTCS.

MNpedukc no Ja

MeHsieT HacTpoilikn  [la
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPP

CuHoncuc (config-if)>  lcp acfc [cid]

(config-if)> no lcp acfc

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
cid KnwyeBoe Bknrountb cxatne Connection ID B
C/10BO 3aro/s10BKax.
Mpumep (config-if)> lcp acfc cid

ACFC compression enabled

(config-if)> no lcp acfc cid
ACFC compression disabled

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 JobasneHa komaHgaa interface Icp acfc.

3.25.129 interface Icp echo

OnucaHue 3afaTb NpaBwaa TeCTUPOBaHMA coegmnHeHns PPP cpepctBamu LCP echo.
Mo ymonuaHwuto interval paBeH 30, count paBeH 3.
KomaHga ¢ npedukcom no otknrodaet LCP echo.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun uHTepderica PPP

CuHoncuc (config-if)>  lcp echo <intervals <count> [adaptive]

(config-if)> no lcp echo

AprymeHTbI AprymeHT 3HauyeHue OonucaHue

interval Lenoe uncno |VIHTepBan Mexgy otnpaskamu LCP echo, B
cekyHpAax. Ecnu B TeyeHue ykasaHHOro
NHTepBasia BpeMeHW OT yAaneHHOW CTOPOHbI
He 6bln nonydyeH LCP 3anpoc, el byaet
oTMpaB/eH Takol 3anpoc C oXnAaHnem
oTeeTa LCP reply.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

count Uenoe uncno |Konm4yecTBo OTApaBAeHHbIX MOAPSA 3arpocoB
LCP echo Ha KOTOpble He bbln Nony4veH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanucb 6e3 oTBeTa, coeavHeHVe byaeT
pa3opBaHo.

adaptive Knwouyesoe Pppd 6yget otnpaensaTb 3anpoc LCP echo

C/10B0 TO/IbKO B TOM C/lyyae, ec/iv OT Y4aneHHOro

y3na HeT Tpaduka.

(config-if)> lcp echo 20 2
Network: :Interface: :Ppp:

(config-if)> no lcp echo
Network: :Interface::Ppp: '

'PPPOEO": LCP echo parameters updated.

'"PPPOEO": LCP echo disabled.

Bepcus OnucaHue
2.00 Job6asneHa komaHaa interface Icp echo.
2.06 JobasneH napameTp adaptive.

3.25.130 interface Icp pfc

OnuncaHwmne

Mpe¢ukc no

MeHsieT HacTpoAKM
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

BkntounTb cornacosaHme napameTpoB OKaTuA nosis Protocol 8 3020/108Kax
PPP. Tlo yMmOA4aHMIO HAaCTPOIKa OTKJIOHeHa.

KomaHga ¢ ﬂpe¢I/IKCOM Nno OTKNKYaeT JaHHYH ONUUI0 1 BCe 3anpocChl
yAaHEHHOVI CTOPOHbI Ha corsiacoBaHne PFC OTK/IOHAIOTCA.

Ja
Ja
Het

PPP

(config-if)>

lcp pfc [cid]

(config-if)> no lcp pfc

AprymeHT 3HauyeHue OnuncaHwue
cid Kmoyesoe BknounTb cxatme Connection ID B
CJ/I0BO 3arojoBkax.

(config-if)> lcp pfc cid
PFC compression enabled
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WcTopusa nsmeHeHum

(config-if)> no lcp pfc cid
PFC compression disabled

Bepcus OnucaHue

2.03 JobasneHa komaHgaa interface lcp pfc.

3.25.131 interface Idpc

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTs LDPC kog, ana Touku goctyna 5 I'u. Mo ymonyaHumio yHKUmA
BbIK/IOUEHa.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLUMIO.
Ja

Ja

HeTt

WifiMaster
I (config-if)>  ldpc
I (config-if)> no ldpc

(config-if)> ldpc
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC enabled.

(config-if)> no ldpc
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC disabled.

Bepcus OnucaHve

2.07 Jlo6aBneHa komaHga interface ldpc.

3.25.132 interface led wan

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

MokasbIBaTb COCTOsIHME NHTepdelica C MOMOLLbIO HAMKaTOpPA. [oKeH 6bITb
Bbl6paH napameTp SelectedwWan npv nomoLLm KoMaHabl system led. Mo

YMONYaHMIO HACTPOKKa OTKIOHEHa.

KomMaHza ¢ npedpurkcom no oTkaroHaeT GyHKLMIO.
Ja

Aa

MHorokpaTtHbIiA BBOg, Het
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CuHoncurc I (config-if)>  led wan

I (config-if)> no led wan

MNpumep (config-if)> led wan
Network::Interface::Led: Selected WAN GigabitEthernetl.

(config-if)> no led wan
Network::Interface::Led: Selected no WAN.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JobaBneHa komaHaa interface led wan.

3.25.133 interface lldp disable

OnucaHwue OTKNOUNTL areHT LLDP Ha nHTepdelice. Mo ymonvaHmio GyHKLUMSA BKIKOYEHaA.
KomaHga ¢ npedurkcom no BkaroyaeT LLDP areHT.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc I(config-if)> 1ldp disable
| (config-if)> no Lldp disable
Npumep (config-if)> 1ldp disable
Network: :DiscoveryManager: LLDP agent is disabled on interface »
"ISP".
(config-if)> no 1ldp disable
Network: :DiscoveryManager: LLDP agent is enabled on interface »
"ISP".
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.11 Jlo6aBneHa komaHga interface lldp disable.

3.25.134 interface mac access-list address

OnucaHwne Jo6asutb MAC-agpec B cnncok npasua ¢uabTpaunm nHtepderica. Tun
Cnucka AoCTyna ycTaHaBAnBaeTca koMaHaol interface mac access-list type.

KomaHga ¢ npedpurkcom no yaanset ykasaHHbln MAC-agpec ns ACL.

Mpedukc no Ja

Sprinter (KN-3710) — CnpaBOYHMK KOMaHZ, 21 7



naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Access Point

(config-if)> mac access-list address «address>

(config-if)> no mac access-list address «address>

AprymeHT 3HauyeHue OnuncaHwue

address MAC-agpec MAC-aapec, KOTopblii Heob6xoAMMO A06aBUTb
BACL.

(config-if)> mac access-list address 64:a2:f9:53:b2:12
Network::Interface::Ethernet: "WifiMaster0/AccessPointl": added »
64:a2:f9:53:b2:12 to the ACL.

(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster®/AccessPointl": removed »
64:a2:f9:53:b2:12 from the ACL.

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster0/AccessPointl": ACL »
cleared.

Bepcus OnucaHue

2.00 JobaesneHa komaHaa interface mac access-list address.

3.25.135 interface mac access-list type

OnucaHune

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHTbl

YCTaHOBUTb TUN CNcka Npasua unbTpaumm nHTepderica. Mo ymonyaHmo
TWN He onpegesneH (NPUCBOEHO 3HaYeHMe none).

Het
Aa
Het

Access Point

(config-if)> mac access-list type <type>

AprymeHT 3HauyeHue OnuncaHwue

type none Tun cnrcka npasua puabTpaLn He

onpegeneH.
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Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

permit B cnucok byayT f06aBAATLCA TOLKO
pa3spelwleHHble MAC-agpeca.

deny B cnncok 6yayT A06aBnATLCA TONLKO
3anpetleHHble MAC-agpeca.

(config-if)> mac access-list type permit
Network::Interface::Ethernet: "WifiMaster0/AccessPointl": ACL »
type changed to permit.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface mac access-list type.

3.25.136 interface mac address

OnucaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

HasHaunTtb MAC-agpec Ha yka3aHHbI ceTeBO MHTepdelc. Agpec 3agaeTcsd
B LWecTHaauaTepnyHoM popmaTe 00:00:00:00:00:00. KomaHaa no3BonsieT
YCTaHOBUTbL 0601 agpec, HO NpeaynpeXxjaeT Nonb30oBaTeNs, eciv B HOBOM
ajpece yctaHoB/eH 6UT «multicast» nan cépolueH 6uT «OUI enforceds.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT nHTepdeiicy ncxogHeli MAC-agpec.

MpegynpexaeHre: M3meHeHne MAC-agpeca Ha HTepdeiice Wi-Fi 3anpelueHo.

Ja
Ja
Het

MAC

(config-if)> mac address mac>

(config-if)> no mac address

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-agpec Hoebii MAC-agpec nHtepderica.

(config-if)> mac address 3C:1F:6E:2A:1C:BA

(config-if)> no mac address

Bepcus OnucaHue

2.00 JobaBneHa komaHaa interface mac address.
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3.25.137 interface mac address factory

OnucaHwne HasHaunTb 3aBoackon MAC-agpec Ha yKasaHHbIA ceTeBO MHTepdeiic.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica MAC
Cunoncuc (config-if)>  mac address factory name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name lan NHTepdelicy byaeTt npmnceoeH "LAN"
MAC-agpec.
wan NHTepdelicy byaeTt npmucsoeH "WAN"
MAC-agpec.
wlan5 WHTepodelicy 6yaeT npmucsoeH "WLANS"
MAC-agpec.
Npumep (config-if)> mac address factory lan

Core::System::UConfig: done.

WcTopus nsmeHeHnii |Bepcus

OnucaHue

2.00

Jlo6aBneHa komaHga interface mac address factory.

3.25.138 interface mac band

OonucaHue MpurBA3aTh 3aperncTPUPOBaHHbI XOCT K YaCTOTHOMY AnanasoHy 2,4 uam 5

Mu.

KomaHaa ¢ npepurkcom no yaanset cBasb. ECv BbINOAHUTL KOMaHAy 6e3
aprymMeHTa, TO BeCb CMMCOK CBA3el byeT OUMLLEeH.

MNpejukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica Bridge

CuHoncuc

I (config-if)>  mac band wmac> <band>

I (config-if)> no mac band [ mac> ]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-appec MAC-agpec 3aperncTpmpoBaHHOro KIMeHTa.
band 0 AvanasoH 2,4 Ty,
1 AnanasoH 5T,
Npumep (config-if)> mac band c0:b8:83:c2:cbh:11 0

Network: :Interface: :Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:cb:11 to 2.4 GHz.

(config-if)> mac band c0:b8:83:c2:cb:11 1
Network: :Interface: :Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:cb:11 to 5 GHz.

(config-if)> no mac band c0:b8:83:c2:cbh:85
Network: :Interface: :Rtx::MacBand: "Bridge0": unbound »
c0:b8:83:c2:cb:85 from 2.4 GHz.

(config-if)> no mac band
Network: :Interface: :Rtx: :MacBand: Unbound all hosts.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.05 JlobaBneHa komaHaa interface mac band.

3.25.139 interface mac bssid

OnucaHwune Yka3zatb MAC-agpec ToUkmM focTyna Ansa nogkntodeHuns K WISP.
KomaHga c npedurkcom no yaanset gaHHbin MAC-agpec.
MNpedukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WifiStation
CuHoncuc (config-if)>  mac bssid <bssid
(config-if)> no mac bssid
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
bssid MAC-agpec MAC-agpec Toukum goctyna WISP.
Npumep (config-if)> mac bssid 56:ff:20:00:1e:11

Network::Interface: :WifiStation:

BSSID set to 56:ff:20:00:1e:11.
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(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.13 JobaBneHa komaHaa interface mac bssid.

3.25.140 interface mac clone

OnucaHwne MpuceonTtb nHTepdericy MAC-agpec Bawero K.
Mpejukc no Het

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica MAC, IP

CuHoncurc I (config-if)>  mac clone

Mpumep (config-if)> mac clone
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.00 JobaeneHa komaHza interface mac clone.

3.25.141 interface openvpn accept-routes

OnucaHue BkntoumnTb NosyveHre MapLLPYTOB OT yAaleHHOM cTopoHbl Yepe3 OpenVPN.
KomaHga ¢ npedurkcom no oTKIoYaeT HaCTPOIKY.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het

Tun nHTepdeiica OpenVPN

Cunoncuc I (config-if)>  openvpn accept-routes

I (config-if)> no openvpn accept-routes

Mpumep (config-if)> openvpn accept-routes
Network::Interface: :0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.
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WcTopusa nsmeHeHum

(config-if)> no openvpn accept-routes
Network: :Interface: :0OpenVpn: "OpenVPNO": disable automatic routes »
accept via tunnel.

Bepcus OnucaHue

2.10 JobasneHa komaHga interface openvpn accept-routes.

3.25.142 interface openvpn connect

OnuncaHune

Mpejukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Yka3aTtb nHTepdeiic gna coeanHeHns OpenVPN. Ecan aprymMeHT He 3ajaH,
coefiHeHVe yCTaHaBAMBaeTCs Yepes Ntobon nHTepderic.

HeTt

Ja
HeTt

OpenVPN

(config-if)>  openvpn connect [viawias]

(config-if)>  openvpn connect

AprymeHT 3HayeHue OnuncaHwue

via UHTepgesic  |TonHoe nmsa nHTepdelica UM NCeBLOHNM.

(config-if)> openvpn connect via ISP
Network: :Interface::0penVpn: "OpenVPNO": set connection via ISP.

(config-if)> openvpn connect
Network: :Interface: :0penVpn: "OpenVPNO": set connection via any »
interface.

Bepcus OnucaHve

2.10 Jo6aBneHa koMmaHga interface openvpn connect.

3.25.143 interface openvpn name-servers

OnucaHwne

Mpedukc no

Mcnonb3oBaTtb agpeca cepsepoB DNS, nosyyeHHble oT cepeepa OpenVPN.
Mo ymonuaHuio GpyHKLUMSA BKAOUEHA.

KomaHga ¢ npedunkcom no 3anpeLlaeT ncnosb3osBaTs agpeca DNS,
nony4yeHHble oT cepsepa OpenVPN.

Ja
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MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja
Het

OpenVPN

I (config-if)>  openvpn name-servers

I (config-if)> no openvpn name-servers

(config-if)> openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »
via tunnel are enabled.

(config-if)> no openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO®": automatic name servers »
via tunnel are disabled.

Bepcus OnucaHve

3.06 Job6asneHa koMaHga interface openvpn name-servers.

3.25.144 interface peer

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Ha3HauuTb ngeHTndMKaTOp YAaneHHOro ysnia K KoTopomy byget
OCYLLeCTBAATLCA NOAKIOUeHVEe PPP. bofiee TOUHbI CMbIC/T HACTPOMKI 3aBUCUT
oT TMna nHtepdeica. Hanpumep, ans PPPoE komaHaa interface peer 3agaet
MMSA KOHLIeHTpaTopa agocTyna, ana PPTP — nmsa yaganeHHOro Xxocta Wamn ero
IP-agpec, a ana SSTP — 3agaeT yaaneHHbI cepsep C NOPTOM 443 nan nobsIm

APYrm.

KomaHga ¢ npednKcom no oTMeHsIeT HaCTPOKY.
Ja

Ja

Het

PPP

(config-if)>  peer peenr

(config-if)> no peer

AprymeHT 3HauyeHue OnucaHwue

peer CTpoka NaeHTndunkaTop yaaneHHoOM ToUKkm
NOAKNOYEHNS UNW aApec yAaNeHHOoro
cepsepa host.example.net:port. 1o
yMonyaHuo, Homep nopTa 443.
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Mpumep (config-if)> peer 111

(config-if)> peer host.example.net:5555

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa koMmaHga interface peer.
2.12 JlobaBneHa BO3MOXHOCTb U3MEHSTL NOPT YAaNE€HHOro
cepBepa.

3.25.145 interface peer-isolation

OnucaHue BkarounTb n30nAumM0 6€CNpoBOAHbLIX KTMEHTOB B JOMAaLLHeM CerMeHTe.
HacTpoiika npumeHseTcs Ha uHTepdelice Bridge n pacnpocTpaHsaeTcs Ha
BCe BK/IOYEHHbIe B HEro Toukm goctyna. Kpome Toro, 6/10kmpyeTcd nepegaya
Tpadrka oT 6ecnpoBOAHbIX KNIVEHTOB BHYTpWY L2-ceTu.

KomaHga ¢ npednkcom no oTMeHsAeT HaCTPOIKY.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Bridge

CuHoncuc I (config-if)>  peer-isolation

I (config-if)> no peer-isolation

Mpumep (config-if)> peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation disabled.

VICTOleﬂ M3MeHeHWiA Bepc”ﬂ onvcaHue

2.10 Job6asneHa komaHaa interface peer-isolation.

3.25.146 interface ping-check profile
OnucaHune HasHaunTb nHTepdeincy npodunes Ping Check.

KomaHaa ¢ npedprkcoM no oTMeHsieT HacTpoLiKy.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a
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MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Het

(config-if)>  ping-check profile profile

(config-if)> no ping-check profile

AprymeHT 3HauyeHue OnuncaHwue

profile Ctpoka Ha3saHwve HasHa4vaemoro npoduns.

(config-if)> ping-check profile test
PingCheck::Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

Bepcus OnucaHue

2.04 JobasneHa komaHaa interface ping-check profile.

3.25.147 interface ping-check restart

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

BkntounTb nepesarpysky MHTepderica npu cpabaTtbiBaHUM Ping Check (ans
interface HegoctyneH ViIHTepHeT). Mo ymon4aHuio GyHKLMA OTKAKOUEeHa.

KomaHga ¢ npedurkcom no otkatoyaeT GyHKLUMIO.
Ja

Ja

Hert

(config-if)>  ping-check restart[<interface]

(config-if)> no ping-check restart

AprymeHT 3HauyeHue OnuncaHwue

interface UHTEepperic MonHoe nmsa nnn nceBgoHNM UHTepdelica,
KOTOpbIi byAeT nepesanyckaTbcsa Npu
cpabaTbiBaHUU Ping Check Ha CBA3aHHOM
nHTepdelice. ECNM 3TOT aprymMeHT He yKasaH,
nepesanyckaTbcsa byaeT nHTepodeiic,
CBA3aHHbIN ¢ npodunem Ping Check.

(config-if)> ping-check restart
PingCheck::Client: Enabled "PPPoE@" interface restart.
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(config-if)> ping-check restart ISP
PingCheck::Client: Enabled "ISP" interface restart for "PPPoEO".

(config-if)> no ping-check restart
PingCheck::Client: Remove restart settings for "PPPoEO".

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.04 Jlo6aBneHa komaHga interface ping-check restart.

3.25.148 interface pmf

OnucaHune BkntounTb GyHKUMOHaNbLHOCTL PMF.
KomaHga ¢ npedrkcomM no oTKAKOHaeT HaCTPOMKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica WiFi

CunHoncmc I (config-if)>  pmf

I (config-if)> no pmf

Mpumep (config-if)> pmf
Network::Interface: :Rtx::WifiStation: "WifiMaster@/WifiStation0": »
PMF enabled.

(config-if)> no pmf
Network: :Interface: :Rtx::WifiStation: "WifiMasterQ/WifiStation0": »
PMF disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.09 Job6asneHa komaHgaa interface pmf.

3.25.149 interface power

OnucaHue YCTaHOBUTb MOLLHOCTb NepejaTymka 418 pagno-nHTepdpeincos.
MakcrmanbHasa MOLLHOCTL NepeAaTymKa orpaHyeHa ero arnnapartHbIMun
BO3MOXHOCTAMU U rocyAapCcTBEHHbLIMY 3aKOHaMM 0 paganocesasun. [laHHas
KOMaHJa No3BoAseT NMLUb YMEeHbLUNTb MOLLHOCTb NepearoLLLero ycTpoicTea
OTHOCUTE/IbHO ero MakCMManbHOM MOLLHOCTH, C Lie/iblo BO3MOXHOI0
CHVXXEHUS MoMeX Ans APYrnX yCTPOMCTB B 3TOM AuanasoHe. o ymonyaHuto
HaCTpoKa MOLLHOCTW ycTaHOBNeHa B 100.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

Radio

(config-if)>  power <powenr

AprymeHT 3HauyeHue OnuncaHwue

power Lenoe 4ucrno |MOLLHOCTb NepeAaTymka B NPOLLeHTax oT
MakCcManbHoOM MowHocTK (oT 1 Ao 100).

(config-if)> power 1
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": TX power »
level set.

Bepcus OnucaHve

2.00 JobasneHa komaHaa interface power.

3.25.150 interface pppoe service

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YkazaTtb cny>6y PPPoE. Ecnn cnyxba He onpeaeneHa, To PPPoE-knneHT byaeT
NOAKJIOYEH K MPOM3BO/IbHON cnyx6e.

Aa
Ja
Het

PPPOE

(config-if)>  pppoe service <service;

(config-if)> no pppoe service

AprymeHT 3HauyeHue OnuncaHwue

service Crpoka HasBaHune cnyx6bl PPPOE.

(config-if)> pppoe service TEST
Network::Interface: :Pppoe: "PPPoOEQ": service set.

(config-if)> no pppoe service
Network::Interface: :Pppoe: "PPPOEQ": service removed.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.05

Jlo6aBneHa koMmaHga interface pppoe service.

3.25.151 interface pppoe session auto-cleanup

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb otnpaeky PADT nakeTta Ans He3aBepLueHHow ceccum PPPOE. Mo
YMONYaHUIO QYHKLMSA BKIOYEHA.

KomaHga ¢ npedurkcom no oTkarodaeT otnpasky PADT nakeTa.

Ja
Aa
HeTt

PPPOE

I (config-if)>  pppoe session auto-cleanup

I (config-if)> no pppoe session auto-cleanup

(config-if)> pppoe session auto-cleanup
Network::Interface::Ppp: "PPPoEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup
Network: :Interface: :Ppp: "PPPoOEO": disabled session auto cleanup.

Bepcus

OnucaHune

3.03

Job6asneHa KkomaHaa interface pppoe session
auto-cleanup.

3.25.152 interface preamble-short

OnucaHwue

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Ncnonb3oBaTth KOPOTKY npeambyy.

Ja
Aa
HeTt

Radio

I (config-if)> preamble-short

I (config-if)> no preamble-short
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Mpumep

UcTopuns nameHeHuii

(config-if)> preamble-short
Network: :Interface::Rtx::WifiMaster: "WifiMasterQ@": short »
preamble enabled.

(config-if)> no preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble disabled.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface preamble-short.

3.25.153 interface proxy connect

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

3anycTuTb NpoLecc NOAKNOYEHNS K MPOKCU-cepBepy. Mo yMOonYaHmio
noAK/ItYeHMe ycTaHaBANBaeTcs Yepes 1160 nHTepdelic.

KomaHga ¢ npednKcom no ycTaHaBAMBAET 3HAUYEHMe Mo YMOAYaHUIO.
Ja

Aa

HeTt

Proxy

(config-if)>  proxy connect [ via «via» ]

(config-if)> no proxy connect

AprymeHT 3HauyeHue OnucaHwue

AOCTYN K YAaNEeHHOMY Yy31y.

via WHTepgeiic NHTepdodeinc, uepes KoTopbI OCyLLeCTBAAETCA

(config-if)> proxy connect via WifiMasterl/WifiStation0
Proxy::Interface: "Proxy0": set connection via »
WifiMasterl/WifiStationO.

(config-if)> no proxy connect
Proxy::Interface: "Proxy0": set connection via any interface.

Bepcus OnucaHve

3.09 JobasneHa KkomaHgaa interface proxy connect.
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3.25.154 interface proxy protocol

OnucaHune 3asaTb NPOTOKON coeAnHEHNS. [10 yMONYaHUIO AN MPOKCU-CepBepa
ncnonb3yeTcd NpoTokos http n nogkntoueHve TCP.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica Proxy

CuHoncunc (config-if)>  proxy protocol protocol

(config-if)> no proxy protocol

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
protocol socks5 VMcnonb3osatk npoTtokon SOCKS5.
http Vicnonb3oBatb npoTtokon HTTP uau HTTPS.
Mpumep (config-if)> proxy protocol socks5

Proxy::Interface: "Proxy0": set proxy protocol to socks5.

(config-if)> no proxy protocol
Proxy::Interface: "Proxy0": reset proxy protocol.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.09 JobasneHa komaHgaa interface proxy protocol.

3.25.155 interface proxy socks5-udp

OnucaHwue Brnrountb pexxum UDP ansa npoTokosia SOCKS5. Mo ymonyaHuto pexxum UDP
BbIK/IHOYEH.

KomaHga ¢ npedrnKcom no OTKAUAET JaHHbIA PeXnMm.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Proxy

CuHoncuc I (config-if)>  proxy socks5-udp
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Mpumep

WcTopus nsmeHeHum

I (config-if)> no proxy socks5-udp

(config-if)> proxy socks5-udp
Proxy::Interface: "Proxy0": enable SOCKS5 UDP mode.

(config-if)> no proxy socks5-udp
Proxy::Interface: "Proxy0": disable SOCKS5 UDP mode.

Bepcus OnucaHue

4.1 JobasneHa KomaHaa interface proxy socks5-udp.

3.25.156 interface proxy udpgw-upstream

OnuncaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nsmeHeHnii

YKasaTtb npokcu-cepsep 411 nogkaoueHns UDP.

MpumeyaHve:  KomaHAa AOCTyMHa NpU NpoToKone nogkntoueHmna SOCKSS.
KomaHga c npedurkcom no yganseTt HaCTPOWKY.

Ja

[Ja

HeTt

Proxy

(config-if)>  proxy udpgw-upstream <hosts [ «ports]

(config-if)> no proxy udpgw-upstream

AprymeHT 3HauyeHue OnucaHwue

host Crpoka IP-agpec nnmn gomeHHoe nms
NpoKcu-cepeepa.

port UYesnoe uucno |UDP-nopT cepsepa.

(config-if)> proxy udpgw-upstream 202.150.93.130 8080
Proxy::Interface: "Proxy0": set proxy UDPGW upstream to »
202.150.93.130:8080.

(config-if)> no proxy udpgw-upstream
Proxy::Interface: "Proxy0": cleared proxy UDPGW upstream.

Bepcus OnucaHve

4.1 Job6aeneHa komaHga interface proxy udpgw-upstream.
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3.25.157 interface proxy upstream

OnucaHue 3afaTb NPOKCU-cepBep A1A NOAKNOYEHMS.
KomaHga ¢ npedunkcom no yaanseT JaHHYH HacTPOKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica Proxy

CuHoncuc (config-if)>  proxy upstream <host> [port>]

(config-if)> no proxy upstream

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
host Ctpoka IP-agpec nnn gomeHHoe v
npoKcu-cepsepa.
port Uenoe uucso |MNopT cepsepa.
Mpumep (config-if)> proxy upstream 161.8.174.48 1080

Proxy::Interface: "Proxy0": set proxy upstream to »
161.8.174.48:1080.

(config-if)> no proxy upstream
Proxy::Interface: "Proxy0": cleared proxy upstream.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.09 JobasneHa KkomaHaa interface proxy upstream.

3.25.158 interface reconnect-delay

OnucaHue YCTaHOBUTL Mepunoj BpemMeHn Mexay nornbiTkaMuy rnepenogxkitodeHus. No
YMOJIHaHUIO 1CMOb3yeTCa 3HaueHne 3.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica PPP

CuHoncuc I (config-if)>  reconnect-delay «sec>
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(config-if)> no reconnect-delay

AprymeHTsl

AprymeHT 3HauyeHue OnucaHwue

sec UYenoe uucno |lMNepnos BpemeHU B cekyHAax. MoxeT
NPVHVMAaTbL 3Ha4YeHns B npegenax ot 3 40

600.

Mpumep

(config-if)> reconnect-delay 3
Network::Interface::Ppp: "PPTP1": reconnect delay set to 3 »
seconds.

(config-if)> no reconnect-delay
Network::Interface::Ppp: "PPTPO": reconnect delay reset to »
default.

WcTopusa nsmeHeHum

Bepcus OnucaHue

2.1 JobasneHa komaHaa interface reconnect-delay.

3.25.159 interface rekey-interval

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YKasaTtb nepvoj BpeMeHy Mexzy asToMaTtnyecknumMm n3mMmeHeHnsamMm
CeKpeTHbIX K/toYen Ansa A4oCTyna K ceTeBbIM YCTPONCTBaMm. 1o ymonvaHmo
1ncnonb3yeTca 3HaueHre 86400.

KomaHga c npedrkcom no oTkIrYaeT N3SMEHeEHME KToYel.
Ja

Ja

Het

WiFi

(config-if)>  rekey-interval <interval

(config-if)> no rekey-interval

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uyncno |3HauYeHue B CeKYHAAX MHTEPBana CMeHbI
K/toya.

(config-if)> rekey-interval 3000
Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.
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WcTopusa nsmeHeHum

(config-if)> no rekey-interval
Network::Interface::Rtx::WifiMaster: "WifiMasterQ": rekey »
interval disabled.

Bepcus OnucaHue

2.06 Job6asneHa komaHaa interface rekey-interval.

2.15 [JobasneHo 3HaueHme nNo ymon4vaHuo 3600 cekyHA,
3.04 3HayeHVe Nno yMonyaHuno nsmeHeHo Ha 86400 cekyHA,

3.25.160 interface rename

OnucaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ha3HauunTb Npon3BonLHOE NMS ceTeBOMY MHTepdeiicy. KnHtepdericy MoXHO
obpawaTbca No HOBOMY MMeHU Kak ro ID.

KomaHga c npedunkcom no yganseTt HacTPOWKy.

MpepynpexaeHve: He nepenmeHoBbIBaliTe MHTepdeic Home. 3To MOXeT
NPUBECTU K HenpeackasyeMbiM CUCTEMHbIM OLLNGKaM.

Ja

Ja

Het

(config-if)>  rename <rename>

(config-if)> no rename

AprymeHT 3HauyeHue OnuncaHwue

rename CTpoka HoBoe nms nHtepdeiica.

(config-if)> rename PPPoEl
Network::Interface::Base: "PPPoEO": renamed to "PPPoEl".

(config-if)> no rename
Network: :Interface: :Base: "PPPoEO": name cleared.

Bepcus OnucaHve

2.08 JobaeneHa komaHaa interface rename.

3.25.161 interface rf e2p set

OnucaHwne

VI3MeHUTb 3HaueHe a4elikn NamMaT KaMBPOBOYHbIX AaHHbIX, HAXOAsLLeAcs
No cMmeLleHuto of fset Ha 3HauyeHMe value ANs yKasaHHOro nHTepoelica.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Het

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Radio

(config-if) rf e2p set«ffset>walue

AprymeHT 3HauyeHue OnuncaHwue

offset hex CmeLleHme ayeiniky namaT. MoxeT
NMPUHVMaTL 3HaYeHnA B Npegenax ot 1E0 Ao
1FE.

value hex HoBoe 3HaueHne AN 3anncn B A4enKky

namMaTtu. MoxeTt NprHYMaTb 3HaYeHUs B
npeaenax ot 0 go FFFF.

(config-if)> rf e2p set 1f6 0
Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

Bepcusa OnucaHve

2.04 JlobasneHa komaHgaa interface rf e2p set.

3.25.162 interface role

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

HasHaunTtb ponb nHtepdeincy. OgHomy nHTepdelicy MoXeT 6bITb Ha3HaYeHO
HecKo/ibko posnieil. KoMaHAa NCnonb3yeTcs 415 NPaBUAbHOro oTobpaxeHuns
cBsizei VLAN B Beb-uHTepodeiice.

KomMaHgza ¢ npedpurKcom no yaansiet posb. ECn BINOAHUTE KOMaHAy 6e3
aprymMeHTa, T0 BeCb CNCOK posieit nHTepderica byaet oUnLLeH.

Ja

Het
Ja
(config-if)> rolecroles[ forifors]

(config-if)> no role[ role]

AprymeHT 3HauyeHue OnuncaHwue

role inet VHTepdeinc ncnonblyercs Aas NoAKIHYEHNS
K IHTepHeTy.

iptv NHTepdelic ncnonbsyetcs Ansa cnyxool IPTV.
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AprymeHT 3HauyeHue OnuncaHwue
voip NHTepdelic ncnonbsyertcs ans cnyxoésl VoIP.
misc NHTepdelic ncnonbayetca ans [P Policy.
ifor UHTEepperic MonHoe nma nHTepderica nam NCeBAOHUM.
Mpumep (config-if)> role iptv for GigabitEthernetl

Network: :Interface::Base: "GigabitEthernetl": assigned role »
"iptv" for GigabitEthernetl.

(config-if)> no role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": deleted role "iptv".

(config-if)> no role
Network::Interface::Base: "GigabitEthernetl": deleted all roles.

MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
2.06 JobaeneHa komaHaa interface role.
2.10 [JlobaBneH aprymeHT misc.

3.25.163 interface rrm

OnucaHwue Bkntountb RRM ansa nomcka cocefHUX ToYek AocTyna no ctaHgapty IEEE
802.11k c uenbto NpeAocTaBAeHNS CANCKA ITUX TOYEK A0CTyNna abOHEHTCKOMY
YCTPOMCTBY NO 3anpocy. Mo yMonyaHuio 3Ta onumsa oTKAroYeHa.

KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.
MNpedukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica AccessPoint

Cunoncuc I (config-if)>  rrm

I (config-if)> no rrm

MNpumep (config-if)> rrm
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
RRM enabled.

(config-if)> no rrm
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
RRM disabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.13 JobaeneHa komaHaa interface rrm.

3.25.164 interface schedule

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

MpuceonTb nHTEpdelicy pacnucaHue. Nepes BbiNOJHEHEM KOMaHAbI,
pacnucaHmne AoKHO BbITb CO34aHO U HACTPOEHO MPY MOMOLLIM KOMaHAbI
schedule action.

KomaHga ¢ npedrnkcom no paspblBaeT CBA3b MeXAy pacnucaHnem v
nHTepdericom.

Ja

Aa

Het

(config-if)>  schedule <schedule»

(config-if)> no schedule

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnncanne |HasBaHMe pacnmcaHus, CO34aHHOro npu
nomMoLum rpynnsl kKoMmaHa schedule.

(config-if)> schedule WIFI
Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

Bepcusa OnucaHue

2.06 JobaeneHa komaHga interface schedule.

3.25.165 interface security-level

OnucaHune

YCcTaHOBUTb ypoBeHb 6e30MacHOCTU 415 JaHHOTO MHTepdelica. YpoBHU
6e30MacHOCTM onpeaenstoT N0rMKy paboTbl MeXCceTeBOro 3KpaHa:

+ PaspelueHo ycTaHaBAMBaTbL COeAMHEHMS B HanpaBieHnn
private - public.

* 3anpeLleHo yCTaHaBANBaTb COeAMHEHMSA, NPUXoasLLne Ha nHTepdeiic
public, T. e. B HanpaBneHun public - private n public - public.
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Mpe¢ukc no

MeHseT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

+ CaMo yCTpOMCTBO NPUHMMAET ceTeBble NOAKI0UEHMNS (pa3peLuaeT
yrnpaBneHune) TONIbKO C MHTepdencoB private.

+ lNepepaya AaHHbIX MEXAY HTepdelicamu private MOXeT 6bIThb pa3peLleHa

WK 3anpeLleHa B 3aBUCUMOCTM OT YCTaHOBKM rnobanbHOro napameTtpa
isolate-private.

+ protected nHTepdelicbl He MMEeKT AOCTyna K YCTPONCTBY U APYTUM
private/protected noacetam, HO OHM UMEIOT JOCTYN K public

nHTepdericam n HTepHeTy. YCTPOCTBO obecneymBaeT 3alUnLLeHHbIM
cerMeHTam TOsbKO AocTyn K cnyxx6am DHCP 1 DNS.

* lMepepaya AaHHbIX OT private nHTepdelica k protected no ymonyaHumto

3anpeLleHa. YTobbl paspelwnTb Takoe B3aMMoAelicTBme, He06XoA4MMO
BbINO/IHUTL KOMaHAy no isolate-private.

MNpvmeyaHune: o ymon4aHMIO BCEM BHOBb CO34aHHbIM MHTepdeincam
npucBanBaeTcs ypoBeHb 6e3onacHocTu public.

Cnnckm goctyna access-list metoT 6o1ee BbICOKNIA
NPUOPUTET, YEM YPOBHU 6€30MacHOCTH, MO3TOMY C
MOMOLLbH HUX MOXHO BBOAUTL AOMNONHUTENbHbIE NpaBmia
dunbTpaLMM NakeTos.

Het

Ja
HeTt

IP
I (config-if)> security-level (public | private | protected)

HecmoTps Ha To, UTO He cyliecTByeT QYHKLMW MOIHOTO OTKAUYEHUS
MeXXCeTeBOro 3KkpaHa, MOXHO OTK/104YaTh ero Ha OTAe/IbHbIX HanpaB/eHUAX.
Jonyctm, TpebyeTca NOAHOCTHIO paspeLlnTb nepejady AaHHbIX Mexay
«JloMallHeN» ceTbto Home 1 rnobanbHoM ceTbio PPPOED. 15 3TOro o6oum
MHTepdericaM Hy>XHO Ha3HauUTb ypoBeHb 6e30MacHOCTU private u
oTKNOUNTL GyHKUMIO isolate-private.

(config)> interface Home security-level private
Network::Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOEO security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

MpumeyaHne:  MexceTeBOV 3KpaH N TPAHCIAUMNS agpecoB — GyHKLUK,
npeAHasHa4eHHble A1 peLleHVs NPUHLMNMAaNbHO PasHbIX
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3agau. BkntoueHume NAT mexay nHtepéercamm Home u
PPPOEQ B KOHUrypaLmm, NnokasaHHOM BblLLe, He 3aKpbiBaeT
AOCTYyn B ceTb Home cO CTOpOHbI robanbHOM ceTu. [axe
NpY BKJIFOYEHHOM TPAHCNALMN afpecoB KOMaHAom ip nat
Home nakeTkl 13 PPPOEO 6yayT cBO6OAHO MPOXOAMUTE B CETh

240

Home.
VICTOleﬂ n3MeHeHuA Bepcmﬂ onucaHvie
2.00 JobasneHa komaHAa interface security-level.
2.06 Job6asneH napameTp protected.

3.25.166 interface spatial-reuse

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BknounTb noagepxky Spatial Reuse pns Todek goctyna 2,4 u 5Ty, Mo

YMONYAHUIO HAaCTPOIiKa BKIKOUEHA

KomaHgaa ¢ npedurkcom no oTknroHaeT GyHKLUMIO.
Aa

Ja

Hert

WiFiMaster

I(conﬁ94ﬂ> spatial-reuse

I(conﬁg-ﬁﬁ>nospatial-reuse

(config-if)> spatial-reuse

Network: :Interface: :Rtx::WifiMaster: "WifiMaster0":

reuse enabled.

(config-if)> no spatial-reuse

Network: :Interface: :Rtx::WifiMaster: "WifiMaster0":

reuse disabled.

llax spatial »

1llax spatial »

Bepcus OnucaHve

3.08 JobasneHa komaHaa interface spatial-reuse.

3.25.167 interface speed

OnucaHwne

HactpouTtb ckopocTb Ethernet nHTepdeiica. Mo ymMonuaHmMio 3a4aH0 3HaUYeHKe

auto.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No ymoa4aHuio.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

Ja
Ja
Het

Ethernet

(config-if)>  speed <speed>

(config-if)> no speed

AprymeHT 3HavyeHue OnucaHue

10 Knoyesoe CKopocCTb coegnHeHnsa B MounT/c.

100 C/10BO

1000

auto Kmwyesoe ABTOMaTM4Yeckast HaCTpPOoMKa CKOPOCTU.
C/10BO

(config-if)> speed 1000
Network::Interface::Ethernet: "GigabitEthernetl/0": speed set »
to 1000.

(config-if)> no speed
Network::Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).

Bepcusa OnucaHve

2.06.B.1 Jlo6aBneHa koMmaHga interface speed.

3.25.168 interface speed nonegotiate

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

OTKNOUNTb aBTOMATUYECKYH HaCTPOKY ckopocTu. Mo
YMO/IYaHWNI0,aBTOMAaTNYeCKas HaCTPoLika BKItOUeHa.

KomaHga ¢ npednkcom no BkIHOHaET aBTOMAaTMYeCKy HaCTPOKY.
Ja

Ja

HeTt

Ethernet

I (config-if)>  speed nonegotiate

I (config-if)> no speed nonegotiate
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NMpumep (config-if)> speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate
Network: :Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation enabled..

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.08 Jlo6aBneHa koMmaHga interface speed nonegotiate.

3.25.169 interface ssid

OnucaHune YkazaTb nms 6ecnposogHoii cetu (SSID) ana nHtepdeincoB WiFiStation n
AccessPoint. B 3aBUcKMMOCTM OT TUNa MHTepdeiica 3HayeHne SSID
obpabaTbiBaeTcsi NO-pa3HOMY.

* Ansa AccessPoint SSID — HeobxoanMast HacTpolika, 6e3 KOTOpoli OHa He
6yAeT NPUHUMATb MOAKIHOYEHNS.

« naWiFiStation SSID onpefensieT, K Kakol Touke AOCTyna OHa byaeT
nogknrouatbca. bes 3agaHHoro SSID WiFiStation MoXeT noAKNOUNTLCA
K 11060 AOCTYNHOM 6€CNPOBOAHON CETU MO CBOEMY YCMOTPEHUIO.

KomaHgaa ¢ npedpurKcom no yctaHaBAnBaeT nMsa 6ecrnpoBOfHON CeTu No
YMOYaHMIO.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc (config-ify>  ssidssid>

(config-if)> no ssid

AprymeHTbl ApryMeHT |3HaueHme |OnucaHue
ssid Ctpoka Mms 6ecnpoBogHoii ceTtu (SSID).

Npumep (config-if)> ssid MYNETWORK
Network::Interface: :Wireless: "WifiMaster0/AccessPoint0": SSID »
saved.

(config-if)> no ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID reset.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface ssid.

3.25.170 interface standby enable

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb pexxmm standby. Mpu BkatoveHHOM pexxme standby nHTepdeiic

adBTOMaTNYEeCKN OTK/TOYAETCA, €C/I NMOABAAETCA gpyroe WAN-coegHeHne
C 60/1ee BbICOKUM r/106anbHbIM npropuUTeTOM.

Pexxunm standby nrHopumpyetcsa B chefyroLmx ciyyasx:

* npuoputeT global He HacTpoeH;

* nHTepderic c pexnmoMm standby BkAtoUeH B rpynny, Hanpumep, Bridge;
+ Tekywiee WAN-coegmnHeHne paboTaeT noBepx standby nHtepodeiica.
KomaHga ¢ npedpurkcom no oTkao4aeT pexxum standby.

Ja

Ja

Het

I (config-if)>  standby enable

I (config-if)> no standby enable

(config-if)> standby enable
Network::Interface::Standby: "CdcEthernet0": enabled.

(config-if)> no standby enable
Network: :Interface::Standby: "CdcEthernet0": disabled.

Bepcus OnucaHve

4.00 [Jlo6aBneHa komaHga interface standby enable.

3.25.171 interface storm-control disable

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

BkntounTb broadcast storm control Ha nHTepdelice Bridge. Mo ymonyaHuto
3Ta HacTpoliKa BK/IOUeHa.

KomMaHga ¢ npeprKcoM NO OTK/IKOYAET HACTPOWKY.
Ja
Aa
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Het

Bridge
I (config-if)> storm-control disable

I (config-if)> no storm-control disable

(config-if)> storm-control disable
Network: :Interface::Bridge: "Bridge0@": disabled storm control »
and loop detector.

(config-if)> no storm-control disable
Network::Interface::Bridge: "Bridge0": enabled storm control and »
loop detector.

Bepcus OnucaHue

4.00 Job6aBneHa koMmaHaa interface storm-control disable.

3.25.172 interface switchport access

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

YctaHoBuUTb ngeHTndukatop VLAN Ha nopTy Ana paboTbl B pexrme goctyna.
Pa3speluaeTt nepegady kagpos ykaszaHHoro VLAN B mopT v BKIOYaET yaaneHne
Mapkepa VLAN 13 nepegaBaemMbiX KagpoB.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Het

Port

(config-if)>  switchport access vlan «id>

(config-if)> no switchport access vlan

AprymeHT 3HauyeHue OnuncaHwue

vid lenoe uucno |NpeHtnéukatop VLAN docmyna. MoxeT
NPVHUMAaTbL 3HaYeHWVs B Npegenax ot 1 Ao

4094 BKNHOUNTENBHO.

(config-if)> switchport access vlan 1
Network::Interface::Switch: "GigabitEthernet0/0": set access »
VLAN ID: 1.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga interface switchport access.

3.25.173 interface switchport friend

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

HacTpouTb ogHoHanpasneHHbli VLAN ansa rpynnoBoro Tpadduvka B
aononHeHwue K VLAN docmyna. NMopT MOXeT BbITb YacTbio ogHoro VLAN
docmyna. KoMaHAa BKIOYaeT nepeajpecaumio ncxogailero tpaduka ¢
apyroro VLAN docmyna (Ha3eiBaemoro "friend"). MakeTol "friend" nepeaatoTtca
6e3 Tera.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
Ja

Aa

Het

Port

(config-if)>  switchport friend vlan «vid»

(config-if)> no switchport friend vlan

AprymeHT 3HauyeHue OnucaHwue

vid Uenoe uucno |Npentndukartop "friend" VLAN. MoxeT
NPUHMMAaTb 3HaYeHWs B Npejenax oT 1 go
4094 BKNOUNTE/BHO.

(config-if)> switchport friend vlan 2
Network: :Interface::Switch: "GigabitEthernet0/0": set friend »
VLAN ID: 2.

Bepcus OnucaHve
2.06 JobaBneHa komaHaa interface switchport friend.

3.25.174 interface switchport mode

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn

YCTaHOBUTbL pexuM access Unu trunk gns sbliopaHHoro VLAN. Mo ymMonyaHuto
YCTaHOB/IEH PEXNM access.

KomMaHga ¢ npepurKcoM No ycTaHaBAMBAET 3HAaYEHME MO YMOJTHAHUIO.
Ja
Aa
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Port

(config-if)>  switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

AprymeHT 3HauyeHue OnucaHue

mode access Bkntoumntb pexum goctyna VLAN, To ecTb
TaKOW pexum, Korga yepes nopt nepeaaroTcs
TONbLKO HeMapKMpoOBaHHbIe Kapbl. Ha
BXOAdLLVe Kaapbl cTaBuTca Mmapkep PVID,
YyCTaHOB/EHHbIN KoMaHAol switchport
access. [NopT ABNAETCA BLIXOAHbLIM TO/ILKO
ansa VLAN c naeHtndukatopom PVID. Mpwn
nepegaye kagpos B nopT, Mmapkep VLAN ¢ HUX
CHVMaeTCs.

trunk BKAOUNTL pexXnM MynbTUMIEKCNPOBAHWSA
VLAN, korga yepes nopT nepejarotca Kajpsbl,
npuHagnexawye Heckosibkum VLAN. Mpu
3TOM KaxAbl/ Kagp NoMeyeH MapkepoM.
Cnncok naeHTnéumkatTopos cetei VLAN, B
KOTOpbIe BXOAUT MOPT, yCTaHaBNMBaETCA
KoMaHgol switchport trunk.

g-in-q Knwuyesoe BKNtOUMTL ABOMHOE TErMpPOBaHUe.
C/10B0

(config-if)> switchport mode access
Network::Interface::Switch: "GigabitEthernet0/1": access mode »
enabled.

Bepcus OnucaHve

2.06 JobasneHa KomaHaa interface switchport mode.

3.25.175 interface switchport trunk

OnucaHune

Mpedukc no

MeHsieT HacTpoWiKKn

Job6aButb nopt BO VLAN. Paspelunts npuem 1 nepegavy KajpoB yKa3aHHOro
VLAN B nopT, npmnyem mapkep VLAN 13 nepegaBaembix KagpoB He yaanaeTcs.
B pexxume trunk gonyckaetcs gobaBneHune nopTta B Heckosbko VLAN.

KomaHga ¢ npedurkcom no yaanset nopT n3 ykaszaHHoro VLAN. Ecnun
MCNoNb30BaTb KOMaHAy 6e3 apryMeHTOB, NopT 6yaeT yaaneH ns scex VLAN.

Ja
Ja
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Ja

Port

(config-if)>

switchport trunk vlan «vid»

(config-if)> no switchport trunk vlan [ vid]

AprymeHT

3HayeHue

OnvicaHune

vid

Lenoe uucno

NaeHTudukatop VLAN. MoxeT npuHUMaTh
3HayeHWsa B npegenax ot 1 Ao 4094
BK/IHOUNTENBHO.

(config-if)> switchport trunk vlan 100
Network::Interface::Switch: "GigabitEthernet0/1": set trunk VLAN »

ID: 100.
Bepcus OnucaHue
2.06 Job6aeneHa komaHga interface switchport trunk.

3.25.176 interface target-waketime

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

Mpumep

BrntounTb dyHKuUmio TWT (Target Wake Time) ans Todek goctyna 2.4 u 5w,
Mo ymMonuaHMIo HacTpoiKa oTkatoueHa ansa 2.4 'y, n BkatodveHa gna 5 Mo,

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.

Aa
Ja
HeTt

WiFiMaster

I (config-if)>  target-waketime

I (config-if)> no target-waketime

(config-if)> target-waketime
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": 1lax TWT »

enabled.

(config-if)> no target-waketime
Network::Interface: :Rtx::WifiMaster: "WifiMasterQ@": 1llax TWT »

disabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.07 Jlo6aBneHa komaHga interface target-waketime.

3.25.177 interface traffic-shape

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YcTaHOBUTbL npeaen ckopoctmn nepeiayn JaHHbIX 419 yKa3aHHOro |/|HTep¢e|7|ca
B 0b6e CTOPOHHbI. Mo YMOJTYaHWKO CKOPOCTb HE OrpaHmM4yeHa.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
Ja
Aa

Het

(config-if)>  traffic-shape raterate> [ asymmetric wpstream-rate;]
[ schedule <schedules ]

(config-if)> no traffic-shape

AprymeHT 3HauyeHue OnucaHwue

rate Lenoe uyncno |3HaueHue CKOPOCTM NMepeaavn gaHHbIX
B K6uT/C. OrpaHnyeHvie OMKHO ObITh B
AnanasoHe oT 64 Kéut/c go 1 rémt/c.

upstream-rate |Uenoe uwucno |CKOPOCTb OTAAUM AaHHbLIX B K6UT/C.
OrpaHunyeHe AOXKHO 6bITh B
AnanasoHe oT 64 K6ut/c go 1 rémt/c.

schedule Pacnuncanmne Ha3BaHwWe pacnuncaHus, co3gaHHOro npu
nomMoLuy rpynnel KomaHa schedule.

(config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

(config-if)> traffic-shape rate 80 asymmetric 64
TrafficControl::Manager: "WifiMasterl/WifiStation@" interface »
rate limited to 80/64 kbit/s.

(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for »
"WifiMasterl/WifiStation@" interface.

Bepcus OnucaHve
2.05 [Jlo6aBneHa komaHga interface traffic-shape.
3.04 JlobaBneH aprymeHT upstream-rate.
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3.25.178 interface tunnel destination

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3ajatb yAaHEHHbIIz KOHEeU TyHHenNA. Ecnn oH ncnosib3yeTcd cCOBMeCTHO C
aBToMaTu4yecknm IPsec-coegnHeHMeM, CBA3aHHbIM C TyHHEenewm, MHTep¢e|7|c
CTaHOBUTCA NHNLMNATOPOM IPsec-coegmnHeHmns.

KomaHga ¢ npedrkcoM No 0TMeHSAeT HaCTPOIAKY.
Ja

Ja

Het

Tunnel

(config-if)>  tunnel destination «destination

(config-if)> no tunnel destination

AprymeHT 3HauyeHue OnuncaHwue

destination |CTpoka IP-agpec nnn fjomeHHoe nma yaaneHHoro
XocTa.

(config-if)> tunnel destination ya.ru
Network::Interface::Tunnel: "Gre0": destination set to ya.ru.

(config-if)> no tunnel destination
Network: :Interface: :Tunnel: "Gre0": destination was reset.

Bepcus OnucaHue

2.08 JobaeneHa komaHga interface tunnel destination.

3.25.179 interface tunnel eoip id

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKMK
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

3agaTb ngeHtudukartop EolP-TyHHens.

KomaHga ¢ npedurkcomM No oTMeHsAeT HacTPOIKY.
Aa

Ja

Hert

Eoip

I (config-if)>  tunnel eoip id «id>
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(config-if)> no tunnel eoip id

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
id Uenoe uucno |NpeHTudbumkatop TyHHens.
Npumep (config-if)> tunnel eoip id 50

Network::Interface::Tunnel: "Gre@": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.

UcTopus nsmeHeHnii

Bepcus

OnucaHune

2.08

Job6asneHa komaHgaa interface tunnel eoip id.

3.25.180 interface tunnel gre keepalive

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbI

Brntountb noaaepxky Cisco-like keepalive ans TyHHeneli GRE. Mo ymonyaHuto
interval paBHO 5, count paBHoO 3.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja
Het

Tunnel

(config-if)>

tunnel gre keepalive <intervals> [count]

(config-if)> no tunnel gre keepalive

AprymeHT

3HauyeHue

OnwucaHue

interval

Llenoe u4ucrno

WHTepBan oTnpasku naketos keepalive B
cekyHgax. MoxeT npyHUMaTh 3Ha4YeHus B
npegenax ot 0 go 60. Echm npmnceonTb
3HaueHue 0, TO BKNOYAETCA TOJIbKO OTBET Ha
keepalive n poytep He byaeT pearvpoBaTb Ha
N3MeHeHWe COCTOSAHNSA TYHHe .

count

Lenoe u4ucno

KonnyecTBo NOMNbITOK OTMNPaBK/ NakeToB
keepalive. MoxeT NpMHMUMaTb 3HaYeHWs B
npegenax ot 1 Ao 20.
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Mpumep

UcTopusa nsmeHeHwnii

(config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network: :Interface::Gre: "Gre0": enable only GRE keepalive »
replies.

Bepcus OnucaHue

2.10 JobasneHa komaHga interface tunnel gre keepalive.

3.25.181 interface tunnel source

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

3a4aTb NOKaNbHbIN KOHeL, TyHHens. Ecnm oH ncnonb3yeTcs COBMECTHO C
aBTOMAaTUYeCKUM [Psec-coeHeHVeM, CBA3aHHbLIM C TYHHeNeM, TO BK/IioYaeTcs
pexuvm npuema coegnHeHnii IPsec IKE Ha ycTaHOBNeHVe 3aLyLLEeHHOr0
TYHHens.

Het
Aa
Het

Tunnel

(config-if)>  tunnel source (auto | <interface | <address>)

AprymeHT 3HaueHue OnucaHwue

auto Knoyesoe croBo |YCTaHOBWUTL TeKyLLMIA paboTaroLmii
WAN-uHTepdelic.

interface WHTepdeiic MNonHoe nmsa nHTepdeinca nnm
nceBAOHUM.

address IP-agpec NokanbHbI IP-agpec TyHHens.

(config-if)> tunnel source auto
Network: :Interface::Tunnel: "Gre0": set source interface to auto.

Bepcus OnucaHue

2.08 JobaBneHa komaHaa interface tunnel source.
2.09 JlobaBneH aprymeHT auto.

3.08 YaaneH npedurikc no Kak ycTapesLUnA.
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3.25.182 interface tx-burst

OnucaHue BkntounTb arperaumio naketoB Ha ypoBHe Wi-Fi gpaiiBepa (Tx Burst). Mo
YMONYaHMIO NapaMeTp OTK/IHYeH.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config-if)>  tx-burst

I (config-if)> no tx-burst
NMpumep (config-if)> tx-burst

Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.
VICTOleﬂ V|3MEHeHV||7| Bepcmﬂ onucaHue

2.07 Job6aBneHa koMmaHaa interface tx-burst.

3.25.183 interface tx-queue length

OnucaHwue YCTaHOBUTb pa3mep oyepeamn NCXOAALLMX NakeToB Ha MHTepdeiice. Mo
YMONYaHWIO YCTaHOBAEHO 3HaveHne 1000.

KomaHaa ¢ npepurKcom no ycTaHaBNMBaEeT 3HaYeHMe MO YMOTYAHNIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-if)>  tx-queue length <lengths
(config-if)> no tx-queue length
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
length UYesnoe uucno |[nnHaoyepean MoOXeT NPUHNMAaTb 3HaUeHN
B npegenax oT 0 Ao 65536.
NMpumep (config-if)> tx-queue length 255

Network: :Interface::Base: "L2TPO": TX queue length is 255.
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WcTopusa nsmeHeHum

(config-if)> no tx-queue length
Network: :Interface::Base: "L2TPO": TX queue length reset to »
default.

Bepcus OnucaHue

3.06 JobasneHa komaHgaa interface tx-queue length.

3.25.184 interface tx-queue scheduler cake

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

YCTaHOBUTbL NNaHNPOBLLMK NakeToB CAKE ana nHtepdeiica. Mo ymonyaHuto
3HauyeHwue cake ncnonbsyetca Ana DSL nHtepéeiicos n USB-mogemos,

fq_codel — anqa Bcex oCTanbHbIX.

KomaHgaa ¢ npedprKcomM no Ha3HavaeT NAaHNPOBLUVK MO YMOAYAHUIO.
Ja

Ja

HeTt

I (config-if)>  tx-queue scheduler cake

I (config-if)> no tx-queue scheduler cake

(config-if)> tx-queue scheduler cake
Network: :Interface::Base: "L2TPO": set TX queue scheduler to »
"cake".

(config-if)> no tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

Bepcus OnucaHue

3.06 JobasneHa komaHga interface tx-queue scheduler cake.

3.25.185 interface tx-queue scheduler fq_codel

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTHbIVi BBOj,

YCTaHOBUTb NaHMpPOBLLUMK NnakeTos FQ_CODEL ana nHtepdeiica. Mo
yMO4aHMI0 3HayeHne cake ncnonbsyetcs gna DSL nHTepdeincos n

USB-mozemoB, fq_codel — Ans BCcex OCTaJibHbIX.

KomaHgaa ¢ npedprKcomM no Ha3HayaeT NAaHNPOBLUVK MO YMOAYAHUIO.
Ja

Ja

Het
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CuHoncuc I (config-if)>  tx-queue scheduler fq_codel
I (config-if)> no tx-queue scheduler fq_codel
NMpumep (config-if)> tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"fg_codel".
(config-if)> no tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set default TX queue scheduler.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
3.06 JobasneHa komaHga interface tx-queue scheduler
fq_codel.

3.25.186 interface up

OnucaHwne BkntounTb ceTeBoli MHTepdelic 1 3anncaTb B HACTPOIKN COCTOSIHME «Up».

KomaHga ¢ npednKcom no OTK/IKOUYaeT ceTeBOM MHTepdelc n yaanseTt «up»
13 HacTpoek. Takxke MOXeT 6bITb MCMOJIb30BaHa KoMaHza interface down.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CunHoncmc I (config-ify>  up

I (config-if)> no up
MNpumep (config-if)> up

Interface enabled.
WcTopuns nsmeHeHwnit |Bepcus onucaHne

2.00 JobasneHa KomaHaa interface up.

3.25.187 interface uplink-mumimo

OnucaHwue Bkntountb Bocxogsiee coeanHeHme 802.11ax MU-MIMO. Mo ymonyaHuio
byHKUMA BKAOYEHa.

KomaHga ¢ npedrkKcom no oTKAOYaeT HaCTPOKKY.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [la
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Het

WiFiMaster

I(config-if)> uplink-mumimo

I (config-if)> no uplink-mumimo

(config-if)> uplink-mumimo

Network: :Interface: :Rtx::WifiMaster:

uplink-mumimo enabled.

(config-if)> no uplink-mumimo

Network: :Interface: :Rtx::WifiMaster:

uplink-mumimo disabled.

"WifiMasterl": 1lax »

"WifiMasterl": 1lax »

Bepcus OnucaHue

3.07 Job6asneHa komaHgaa interface uplink-mumimo.

3.25.188 interface uplink-ofdma

Bkntountb Bocxogsiee coeanHeHme 802.11ax OFDMA. Mo ymonyaHmio

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

HaCTpoKa OTK/AoYeHa.

KomaHza c nped1KcomM no oTKIOYaeT HaCTPOWAKY.

Ja
Ja
Het

WiFiMaster

I (config-if)>  uplink-ofdma

I (config-if)> no uplink-ofdma

(config-if)> uplink-ofdma

Network: :Interface: :Rtx::WifiMaster:

downlink-ofdma enabled.

(config-if)> no uplink-ofdma

Network: :Interface: :Rtx: :WifiMaster:

downlink-ofdma disabled.

"WifiMasterl": 1lax »

"WifiMasterl": 1lax »

Bepcus OnucaHve

3.07 Jo6aBneHa komaHga interface uplink-ofdma.
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3.25.189 interface whnat

OnucaHue Brntounts WHNAT (6ecnpoBoHO annapaTtHbIi yckopuTens) ans AP 5 Tw,
YckopuTenb Ncnonb3yeTcs Npu nepegave Tpadpuka mexay kameHtamm LAN
1 WLAN ogHoro cermeHTa ceTtn. Koraa HWNAT (annapaTHbIl yckopuTens)
BbiktoueH, WHNAT (6ecnpoBogHoOM annapaTHbIi yckopuTens) paboTtaet
yepe3 SWNAT (nporpaMMHBbI YCKOPUTESb), KOTOPbIA CHUXaeT CKOPOCTb B
HanpasneHun LAN-WLAN. Mo ymon4yaHmo HacTpolika BKIKOYeHa.

KomaHga ¢ npednkcom no oTKIoUaeT yckopuTesib.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nutepdeiica WiFiMaster

CuHoncuc I (config-if)>  whnat

I (config-if)> no whnat

Mpumep (config-if)> whnat
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": wireless »
hardware NAT offload is enabled.

(config-if)> no whnat
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": wireless »
hardware NAT offload is disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

3.09 JlobaBneHa komaHaa interface whnat.

3.25.190 interface wireguard listen-port

OnucaHwue HasHaunTb HomMep nopTa UDP, Ha KOTOPbIV NPUHMMAKOTCA BXoAsLLme
noaknoueHms. o ymonyaHmo HoMep NnopTa He onpejeseH.

KomaHga c npedurkcom no cbpacbiBaeT 3HaveHme nopra.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica Wireguard

CuHoncuc I (config-if)>  wireguard listen-port port>
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(config-if)> no wireguard listen-port

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

port UYenoe uucrio |Homep nopTa. MoXeT NpnUHUMAaTL 3HaYeHUS
B npegenax oT 1 Ao 65535 BkaoUnTENbHO.

Npumep (config-if)> wireguard listen-port 11633
Wireguard::Interface: "Wireguard4": set listen port to "11633".

(config-if)> no wireguard listen-port
Wireguard::Interface: "Wireguard4": reset listen port.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

3.03 Job6asneHa komaHaa interface wireguard listen-port.

3.25.191 interface wireguard peer

OnucaHwne J06aBuTb NyBANYHbIA KOY YAaneHHOro NMpa, YTobbl HACTPOUTL HesonacHoe
coenHeHVe nocpeacTBoM npoTtokona WireGuard.

KomaHaa ¢ npedrKcom no yaanseT ykasaHHbIA KA.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHtepdeiica Wireguard

BxoXxaeHue B rpynny (config-wg-peer)

CuHoncue (config-if)>  wireguard peer «key>
(config-if)> no wireguard peer <key>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
key CTpoka 3HaueHue karYa. Jjonyckaerca
NCMONb30BaHMe NaTUHCKNX BYKB, Lndp 1
3HaKOB paBeHCTBa. JInHa KtoYa cocTaBnseT
44 cnvBona (NpeactaBnieHne CTPOKN B
32-6aiTHOM KoaMpoOBKe base64).
Mpumep (config-if)> wireguard peer »

gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmmOg=
(config-wg-peer)>
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(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI jjPmmOg=
Wireguard::Interface: "Wireguard4": removed peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmmg0o="".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.03 JobasneHa komaHaa interface wireguard peer.

3.25.191.1 interface wireguard peer allow-ips

OnucaHue JobaBuTb noaceTb IP-agpecoBs, Ha KOTOpbIe pa3peLleHa nepejaya NakeTos
BHYTPW TYHHens.

MNprMeyaHue:  YTobbI pa3pelunTb Nepedady Ha fobble agpeca,
HeobxoAnMo A06aBUTbL NoAceTL 0.0.0.0/0.

KomaHga ¢ npedurkcomM no yaanseTt nogcetb. ECIM BbINOAHUTE KOMaHAy 6e3
aprymMeHTa, T0 BeCb CXCOK NoAceTern byaeT oumLLeH.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Wireguard

CvHoncuc (config-wg-peer)>  allow-ips @ddress» amask>

(config-wg-peer)> no allow-ips [ <address> amask> ]

AprymeHTbI AprymeHT 3HaueHue OonucaHue

address IP-agpec BmecTe c Mackoii mask 3ajaeT noaceTb
IP-agpecos, nognexawmx TpaHCNALNN.

mask IP-macka Macka noacetun. Ectb gBa cnocoba BBOAA
Macku: B KAHOHNYeCKOM Buae
(Hanpuvmep,255.255.255.0) n B BUAe

61TOBOV ANNHLI Npedukca (Hanpumep, /24).

Mpumep (config-wg-peer)> allow-ips 0.0.0.0/0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmm2g="".

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".
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(config-wg-peer)> no allow-ips
Wireguard::Interface: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
3.03 Job6asneHa komaHgaa interface wireguard peer
allow-ips.

3.25.191.2 interface wireguard peer endpoint

OnucaHue YKa3aTb agpec yaaneHHoro nmpa, C KOTopbIM ByAeT yCTaHOBIEHO COeANHEHME
WireGuard.

KomaHga ¢ npednkcom no yaanset KOHeUHYH TOUKY TYHHens.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIia BBog, Het
Tun nHtepdeiica Wireguard

CuHoncuc (config-wg-peer)>  endpoint «address: [:xports]

(config-wg-peer)> no endpoint

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec nnn gomeHHoe Nma yaaneHHoro
XOCTa.
port UYesnoe uucrio |Homep nopta UDP.
Npumep (config-wg-peer)> endpoint 10.0.1.10:11635

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=" endpoint to »
"10.0.1.10:11635".

(config-wg-peer)> no endpoint
Wireguard::Interface: "Wireguard4": reset endpoint for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.03 Job6asneHa komaHgaa interface wireguard peer
endpoint.
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3.25.191.3 interface wireguard peer keepalive-interval

OnuncaHwne

Mpedunkc no

MeHsieT HaCTPOUKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTb MHTEpBan OTNpaBku NakeTos keepalive 415 MOHUTOPUHIa
coeanHeHus WireGuard. o ymMon4aHUo HTEpPBa He 3a4aH.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

Wireguard

(config-wg-peer)>  keepalive-interval«intervals

(config-wg-peer)> no keepalive-interval

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uucno |VIHTepBan oTnpaBku nakeTos keepalive B
cekyHgax. MoxeT npyHUMaTh 3Ha4YeHns B
npegenax ot 3 40 3600 BK/IHOUNTENBHO.

(config-wg-peer)> keepalive-interval 3

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIj jPmm2g=" keepalive interval »
to II3II .

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHue

3.03 JobasneHa komaHaa interface wireguard peer
keepalive-interval.

3.25.191.4 interface wireguard peer preshared-key

OnucaHune

Mpejukc no

MeHsieT HacTpoAKM

3agaTb pasgenseMblii koY ana WireGuard coeiiHeHUA K yaaneHHOoMY nNupy.
Paszgensiemblii kntod (PSK) — 3T0 gononHUTeNbHOE yayulleHne 6e30MacHOCTH
B COOTBETCTBUMW C NMpOTOKOIOM WireGuard v ans MakCMmManbsHOW
3aLLNLLEHHOCTY KaXAOMY KJINEHTY AO/KEH OblTb Ha3Ha4YeH YHUKanbHbI
PSK. Mo ymonuaHwmio PSK He ncnosnb3syeTcs.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Aa
Ja
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

Het
Wireguard
(config-wg-peer)>  preshared-key preshared-key:

(config-wg-peer)> no preshared-key

AprymeHT 3HayeHve |(OnucaHue

preshared-key |[CTpoka 3HauveHMe knoya PSK. lonyckaeTcs
NCNOb30BaHMe NaTUHCKUX BYKB, Lndp 1
3HaKoB paBeHCcTBa. [nrHa kntoya 44
cuMBoONa.

(config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=
Wireguard::Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

Bepcus OnucaHve

3.03 Job6asneHa komaHgaa interface wireguard peer
preshared-key.

3.25.192 interface wireguard private-key

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

HasHaunTb UK creHeprpoBaTb NPUBATHBIN KU ANst MOAKIOUEHWS K
yAaneHHbIM Npam vepes npotokon WireGuard. Mo ymon4aHuo NpuBaTHbI
KNHOY He HaCTPOEH.

Het
Het
Het

Wireguard

(config-if)> wireguard private-key [ private-key:]

AprymeHT 3HauyeHue OnucaHwue

private-key |[CTpoka 3HayeHVie HOBOIro NPMBATHOIO KJIHOYa.
JlonyckaeTcs CNonb30BaHMeE NaTUHCKUX
6yKB, Lnbp 1 3HaKoB paBeHCTBa. AnnHa
Kno4a 44 cnmBona.
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Mpumep

UcTopuns nameHeHuii

3.25.193 interface wmm

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nsmeHeHnii

(config-if)> wireguard private-key
Wireguard::Interface: "Wireguard4": generated new private key.

(config-if)> wireguard private-key »
Ushaeghezail7reo8iK6ear0eomujohkeen8jahX5uo=
Wireguard::Interface: "Wireguard4": set private key.

Bepcusa

OnucaHwmne

3.03

Jlo6aBneHa komaHga interface wireguard private-key.

Bkntounts WMM Ha nHTepdelice.

Ja
Ja

HeTt

Access Point

I (config-if)>  wmm

I (config-if)> no wmm

(config-if)> wmm

WMM extensions enabled.

Bepcusa

OnucaHue

2.00

JobaBneHa komaHaa interface wmm.

3.25.194 interface wpa-eap radius secret

OnuncaHwune

Mpedukc no

MeHsieT HacTpoWiKKn

YKa3aTb COBMECTHO MCMOJIb3yeMblii CEKPETHbIN KoY A8 6e30nacHoro
B3auMoAencTBma mexay RADIUS cepBepom v RADIUS KnneHTomMm.

KomaHza c nped1Kcom no yAansieT CeKpeTHbIli KoY.

Ja
Ja

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

CuvHoncuc

Bridge

I (config-if)> wpa-eap radius secret <secret>
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no wpa-eap radius secret

AprymeHT 3HauyeHue OnucaHwue

secret Ctpoka 3HaueHMe knya RADIUS cepsepa
MakcnmanbHas A/MHa cocTaBnseT 64
crMBoONa.

(config-if)> wpa-eap radius secret »
(+>R#G™ }-INxru'i8i | LK}wBNIE~X0Xa{xFOG-N"%FaTnr|S(e(q$/1P2/tbX/#Q
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret applied.

(config-if)> no wpa-eap radius secret
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret cleared.

Bepcus OnucaHve

3.01 JobasneHa koMaHga interface wpa-eap radius secret.

3.25.195 interface wpa-eap radius server

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YKa3aTb agpec RADIUS cepBepa

KomaHaa ¢ npedurkcom no yaanseT agpec cepsepa.
Ja

Ja

Het

Bridge

(config-if)> wpa-eap radius server «address [: port>]

(config-if)> no wpa-eap radius server

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-apgpec RADIUS cepsepa.

port UYenoe uucro |Homep nopta RADIUS cepsepa

(config-if)> wpa-eap radius server 192.168.10.10
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10.

(config-if)> wpa-eap radius server 192.168.10.10:1111
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10:1111.
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(config-if)> no wpa-eap radius server
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS server cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.01 JobasneHa komaHza interface wpa-eap radius server.

3.25.196 interface wps

OnucaHue BkntounTtb PyHKLUMOHaNbHOCTb W/PS.
Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi

CuvHoncuc I (config-if)>  wps

I (config-if)> no wps

MNpumep (config-if)> wps
WPS functionality enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHga interface wps.

3.25.197 interface wps auto-self-pin

OnucaHune Bintoumntb pexxum WPS auto-self-pin. Mo ymonyaHumio pexum auto-self-pin
BKJTHOYEH.

KomaHga ¢ npedrKcom no OTKAUAET 3TOT PEXUM.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin
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Mpumep

WcTopusa nsmeHeHum

(config-if)> wps auto-self-pin
Network::Interface::Rtx::Wps: an auto self PIN mode enabled.

Bepcus OnucaHue

2.04 JobasneHa komaHaa interface wps auto-self-pin.

3.25.198 interface wps button

OnuncaHune

Mpejukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Hauvatb npouecc WPS c ncnonb3soBaHmem KHOMKW. [pouecc AnNTed 2 MUHYTHI,
VAN MeHbLLIe, ecNn CoeJIHeHMe YCTaHOB/EHO.

Hert
Het
Hert
WiFi

(config-if)>  wps button «directiom

AprymeHT 3HauyeHue OnucaHue

direction send OTtnpaBuTb HacTpoiikmn Wi-Fi.

receive MonyunTte HacTpoikn Wi-Fi oT Sprinter.

(config-if)> wps button send
Sending WiFi configuration process started (software button mode).

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa interface wps button.

3.25.199 interface wps peer

OnuncaHwune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

HauaTb npouecc WPS ncrnonb3ys PIN yaaneHHoro y3na. lNpouecc gantea 2
MUHYTbI, NJIN MEHbLLIe, eCNN COefMHeHMe ycTaHoB/eHo. [10 ymon4aHuio
npouecc WPS PIN Bbik1tOYeH.

Het
HeT
Het

WiFi
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-if)>  wps peer «direction> qpin
AprymeHT 3HayeHue |OnucaHue
direction send OTnpaBuTb HacTpoiiku Wi-Fi.
receive Mony4nTb HacTpolikn Wi-Fi oT yganeHHoro
y3na.
pin Ctpoka PIN-koa yaaneHHoOro ysna.

(config-if)> wps peer send 53794141
Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHga interface wps peer.

3.25.200 interface wps self-pin

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTtHbIiA BBOJ,
Tun nntepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

HauaTb npouecc WPS ncnonb3ys PIN ycTpoiicTBa. [Mpouecc AnnTes 2 MUHYTHI,
NIV MeHbLLUE, ec/iN CoeAnHEeHNE YCTaHOBJIEHO.

Het
Hert
Hert
WiFi

(config-if)>  wps self-pin «direction

AprymeHT 3HauyeHue OnuncaHwue

direction send OTnpaBuTb HacTpoiikn Wi-Fi.

receive MonyunTtb HacTpoikm Wi-Fi ot Sprinter.

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

Bepcus OnucaHve

2.00 JobaeneHa koMmaHga interface wps self-pin.
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3.25.201 interface zerotier accept-addresses

OnucaHue Bkntoumntb nonyyeHve agpeca ot cepsepa ZeroTier.
KomaHga ¢ npednkcom no oTkAoYaeT 3Ty GYHKLMIO.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica ZeroTier

CuHoncuc I (config-if)>  zerotier accept-addresses

I (config-if)> no zerotier accept-addresses

Mpumep (config-if)> zerotier accept-addresses
ZeroTier::Interface: "ZeroTier0": enabled addresses accept.

(config-if)> no zerotier accept-addresses
ZeroTier::Interface: "ZeroTier0": disabled addresses accept.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
4.01 JobaeneHa komaHaa interface zerotier
accept-addresses.

3.25.202 interface zerotier accept-routes

OnucaHue BktoumnTb NoONyyYeHre MapLUPYTOB OT yAaJeHHOW CTOPOHbI Yepes ZeroTier.
KomaHga ¢ npedurkcom no oTkArYaeT 3Ty QYHKLMIO.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica ZeroTier

CuHoncuc I (config-if)>  zerotier accept-routes

I (config-if)> no zerotier accept-routes

Mpumep (config-if)> zerotier accept-routes
ZeroTier::Interface: "ZeroTier0": enabled routes accept.

(config-if)> no zerotier accept-routes
ZeroTier::Interface: "ZeroTier0": disabled routes accept.

Sprinter (KN-3710) — CnpaBOYHMK KOMaHZ, 267



naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

4.01 Jlo6aBneHa komaHza interface zerotier accept-routes.

3.25.203 interface zerotier connect

OnuncaHmne 3aaaTb UHTepdeiic gns nogkntodeHns ZeroTier. ECin aprymMeHT He yKasaH,
noAKtYeHme ycTaHaBANBaeTcs Yepes 1160 nHTepdelic.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HAUEHME M0 YMOSIYAHMNIO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica ZeroTier

Cunoncuc (config-if)>  zerotier connect[via«via]

(config-if)> no zerotier connect

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
via UHTEepperic MonHoe nma nHTepderica nam NCeBAOHUM.
Mpumep (config-if)> zerotier connect via ISP

ZeroTier::Interface: "ZeroTier@": set connection via ISP.

(config-if)> no zerotier connect
ZeroTier::Interface: "ZeroTier0": set connection via any »

interface.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
4.01 JobaBneHa komaHaa interface zerotier connect.

3.25.204 interface zerotier network-id

OnucaHue 3agatb nageHtTuduKaTop TyHHens ZeroTier.
KomaHga ¢ npedurkcom no yaanseT JaHHYH HaCTPOKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica ZeroTier
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.26 ip arp

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

(config-if)>  zerotier network-id <network-id>

(config-if)> no zerotier network-id

AprymeHT 3HauyeHue OnuncaHwue

network-id |[CTpoka VaeHTndunkatop TyHHenNs.

(config-if)> zerotier network-id 816227940cl13c37e
ZeroTier::Interface: "ZeroTier0": set network ID to »
"816227940c13c37e".

(config-if)> no zerotier network-id
ZeroTier::Interface: "ZeroTier0": reset network ID.

Bepcus OnucaHve

4.01 JlobaBneHa koMmaHa interface zerotier network-id.

3aj4aTtb cTaTnyeckoe conocTasneHne mexay IP n MAC agpecamm A5 XOCTOB,
He NoAJepXMNBAOLLNX ANHaMnyeckuin ARP.

KomaHga c npedurkcom no yaanseT 3anucs 13 tabamusl ARP. ECnv BINOAHUTL
KOMaHZAy 6e3 apryMeHTOB, BECb CMUCOK 3anucer ARP 6yaeT ounLLeH.

Ja
Aa
Ja
(config)> ip arp «ips> mac

(config)>noip arp[«ip]

AprymeHT 3HauyeHue OnucaHwue

ip IP-agpec IP-agpec B BUAe YeTbIpéx AeCATUYHbIX Uncen,
pa3fenéHHbIX TOYKaMU, COOTBETCTBYHOLLINI
JIoKanbHOMY ajpecy.

mac MAC-appec MAC-aapec B Buge wecTu rpynn
LecTHaguaTepuyHbIx unép, pasgeneHHbix
JABOETOUNAMMN.

(config)> ip arp 192.168.2.50 al:2e:84:85:14:21
Network: :ArpTable: Static ARP entry saved.
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(config)> no ip arp 192.168.2.50
Network: :ArpTable: Static ARP entry deleted for 192.168.2.50.

(config)> no ip arp
Network: :ArpTable: Static ARP table cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa KkomaHaa ip arp.

3.27 ip dhcp class

OnucaHune JocTtyn K rpynne KOMaHA AN HaCcTporKn BeHAop-knacca DHCP (60 onuus).
Ecnn knacc BeHAOPOB He HalAeH, KOMaHAa NbITaeTcsa ero co3aathb.

KomaHga ¢ npedpurkcom no yaanseT BblopaHHbIN Knacc.
MNpedukc no Ja
MeHsieT HacTpoiikn  Het
MHorokpaTHbIi BBog, /[la

BxoxxgeHue B rpynny (config-dhcp-class)

Cunoncuc (config)> ipdhcp class «class»
(config)> no ip dhcp class «class»
AprymeHTbI AprymeHT 3HaueHue OonucaHue
class CTpoka Ha3BaHVe BeHAOp-K1acca.
Mpumep (config)> ip dhcp class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.00 Jlob6aBneHa komaHga ip dhcp class.

3.27.1 ip dhcp class option

OnucaHune YKasaTb 3HaueHue onumm 60 A5 NpUCBOEHUS BEHA0P-Kacca.
KomaHga ¢ npedurkcom no yaanseT ykasaHHbIA knacc.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-dhcp-class)>  option <cnumber> hex «data»

(config-dhcp-class)> no option <number>

AprymeHT 3HauyeHue OnuncaHwue

number lenoe uncno |Homep onuuun. Ceiyac ncnoab3yeTcsa TONAbKO
3HauyeHue 60.

data CTpoka 3HauyeHue onuunn.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcus OnucaHve

2.00 [Jlo6aBneHa komaHga ip dhcp class option.

3.28 ip dhcp host

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpouKKn

MHorokpaTtHbIiA BBOJ,

CuviHoncmc

AprymeHTsl

HacTpouTb cTaTuyeckyro npuesasky IP-agpeca k MAC-agpecy xocta. Ecnm xoct
C YKa3aHHbIM MMEHEM He HailjeH, KOMaHAa NblTaeTcs ero co3aath. Ecan
yKasaHHbI IP-agpec He BXOAUT B AMana3oH HWY O4HOro nysna, KoMaHaa
COXPaHUTCA B HAacTpoiKax, HO Ha paboTy cepeepa DHCP He noBauserT.

KomaHga no3ssosnget nomeHATb MAC-agpec, OCTaBMB NpexHee 3HayeHue
IP-agpeca, n Hao60poT — NoMeHATb [P-agpec, ocTaBMB NpeXxHee 3HaYeHne
MAC-agpeca.

KomaHga ¢ npedurkcom no yaansiet XocT.

Ja

Ja

Ja

(config)>  ipdhcp host <host>[mac ][ ip]

(config)> no ip dhcp host <host>

AprymeHTt 3HayeHue OnuncaHwue

host CTpoka Mpou3Bo/IbHOE UMS XOCTa, NCMOJIb3YeTCs 415
naeHTndunkaumm napbl MAC-IP B HacTpolikax.
mac MAC-agpec MAC-agpec xocTa AN CTaTUYeCcKor NpUBA3KN

IP-appeca. Ecnn He ykaszaH, 3HadeHve bepeTcs

13 npeablayLLiein HaCTPOKU.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

AprymeHT

3HavyeHue

OnucaHue

ip

IP-agpec

IP-agpec xocTa. Ecnum He yKka3aH, 3HayeHue
bepeTcsa 13 npeablayLueli HacTPOKN.

(config)> ip dhcp host HOST 192.168.1.44

new host "HOST"

has been created.

Bepcusa

OnucaHune

2.00

JobasneHa KomaHaa ip dhcp host.

3.29 ip dhcp pool

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

JocTtyn K rpynne KomaHa ans Hactporikm DHCP-nyna. Ecav nyn He HaligeH,
KOMaHJa nblTaeTcsa ero co3gatb. Ana nyna 3agaetca cnucok DNS-cepsepos
(komaHaa dns-server), WAO3 N0 ymondaHuto (komaHaa default-router) n

BpeMs apeHabl (KoOMaHAa lease), a Takke Arana3oH aAnHaMmmnyeckux IP-agpecos
(komaHpa range).

Mocne HacTPOMKKM NyNoB HEOHXOAMMO BKIKOUNTL CNyx6y DHCP ¢ MOMOLLbIO
KoMaHgabl service dhcp.

MoxHO co3aaTb He bonbLue 32 nynos. MakcMManbHas AanHa MMeHn nyna

— 64 cumBoOna.

MprmeyaHwe:

B TekyLLel BepcuUm CUCTEMbI peasin3oBaHa noggepka He
6onee ogHoOro Nyna Ha nHTepdeic. 1na KoppekTHON paboThbl
cepsepa DHCP TpebyeTcs, uTob6bI AMana3oH IP-agpecos,
YCTaHOBNEHHbI KOMaHAOoM range, NnpuHaanexan cetu,
HacTpoeHHo Ha ogHoM 13 Ethernet-nHtepdeiicos

yCTpOICTBa.

KomaHga c npedpurkcom no ygansiet nys.

Ja
Ja
Ja

BxoxxaeHue B rpynny (config-dhcp-pool)

CvHoncuc

AprymeHTbl

(config)>  ip dhcp pool <name>

(config)> no ip dhcp pool name>

AprymeHT

3HayeHue

OonwvcaHune

name

CTpoka

Vma nyna DHCP.
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naBa 3 OnncaHme KOMaHA,

Mpumep (config)> ip dhcp pool test pool
pool "test pool" has been created.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHgaa ip dhcp pool.

3.29.1 ip dhcp pool bind

OnucaHwne MpwBA3aTb Ny K yKazaHHOMY nHTepdelicy.
Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Ethernet

CuHoncuc (config-dhcp-pool)>  bind <interfaces

(config-dhcp-pool)> no bind <interfaces

AprymeHTbI ApryMeHT |3HaueHme |OnucaHue

interface UHnTeppeinc MonHoe nmsa nHTepderica Nan NCeBAOHNM.

Mpumep (config-dhcp-pool)> bind GigabitEthernetl
pool "test pool" bound to interface GigabitEthernetl.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa ip dhcp pool bind.

3.29.2 ip dhcp pool bootfile

OnucaHue YKkaszaTb NyTb K paiiny HacTpoek Ha TFTP-cepBepe ans knneHta DHCP (onums
67).

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Ethernet
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-dhcp-pool)>  bootfile <bootfiles

(config-dhcp-pool)> no bootfile

AprymeHT 3HauyeHue OnuncaHwue

bootfile Wms ganna MNyTb K banny HacTpoek.

(config-dhcp-pool)> bootfile test.cnf
Dhcp::Pool: " WEBADMIN": set bootfile option to "test.cnf".

(config-dhcp-pool)> no bootfile
Dhcp::Pool: " WEBADMIN": cleared bootfile option.

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga ip dhcp pool bootfile.

3.29.3 ip dhcp pool class

OnucaHwne

MNpe¢ukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuvHoncmc

AprymeHTsl

Mpumep

JocTyn K rpynne koMaHZ AN HaCTPOikn BeHAop-knacca DHCP BbIGpaHHOro
nyna agpecos. Ecin knacc BeHAOPOB He HalAeH, KOMaHAa NblTaeTcs ero
Co34aThb.

[lna KoppekTHOM paboTbl UMS K/lacca AOJ/IHKHO 6bITb TakMM Xe, KakK U B
komaHge ip dhcp class.

KomaHga ¢ npedurkcom no yaanset BbI6paHHbIN Knacc.
Aa

Ja

Ja

(config-dhcp-pool-class)

(config-dhcp-pool)>  class «class>

(config-dhcp-pool)> no class «class>

AprymeHT 3HauyeHue OnucaHue

class Ctpoka Ha3BaHVe BeHAOp-Kacca.

(config-dhcp-pool)> class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JobaeneHa komaHza ip dhcp pool class.

3.29.3.1 ip dhcp pool class option

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHwnii

YcTaHOBWUTL A0ONOJIHUTE/IbHBIE onunmn ana DHCP KnneHTa B c/yyae
coBrageHuns BeHA0p-K1acca.

KomaHga c npedurkcom no yganseT yKkazaHHYH onuuto.

Ja

Aa

Ja

(config-dhcp-pool-class)>  option cnumber> <type> «data»

(config-dhcp-pool-class)> no option <number>

AprymeHT 3HauyeHue OnucaHwue

number 6 Onumna 6, DNS-cepsep.
42 Onuwa 42, NTP-cepBep.
43 Onums 43, nogpobHasa nHbopmauus o
npounssoguTtene.
type ip Tun aprymeHTa data — IP-agpec. 3T1oT TMnN
He 1cnosib3yeTca Ana onumm 43,
hex Tun aprymeHTa data — wectHaguaTepmyHoe
yumncso.
data Ctpoka 3HayeHve onuun.

(config-dhcp-pool-class)> option 6 ip 192.168.1.1
Dhcp::Server: Option 6 is set to 192.168.1.1.

Bepcus OnucaHve

2.00 Jlo6aeneHa komaHga ip dhcp pool class option.

3.29.4 ip dhcp pool debug

OnucaHwne

MNpedukc no

Jo6aBnTb 0TNag04HbIe COOBLLEHVS B CUCTEMHbIN XKypHarn. Mo ymonyaHuo
HaCTPOVIKa OTK/TIKOYEeHa.

KomaHga ¢ npedrkcom no oTkIYaeT OTNALKY.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncue (config-dhcp-pool)>  debug

(config-dhcp-pool)> no debug

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.01 Job6asneHa komaHgaa ip dhcp pool debug.

3.29.5 ip dhcp pool default-router

OnucaHwue HactponTb IP-agpec wnto3a no ymonyvanumio. Ecam He ykasaH, To byget
MNCNoNIb30BaTbCA aApec, HacTpoeHHbIN Ha Ethernet-nHTtepderice,
orpegesieHHOM aBTOMaTUYeCKM 415 3alaHHOro JManasoHa range.

KomaHga ¢ npedrnkcom no oTMeHsAeT HaCTPOIKY.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dhcp-pool)>  default-router <address
(config-dhcp-pool)> no default-router
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
address IP-appec Afpec wr3a rno yMoayaHuio.
MNpumep (config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa ip dhcp pool default-router.

3.29.6 ip dhcp pool dns-server

OnucaHue HactpouTs IP-agpeca cepsepos DNS (DHCP-onuus 6). Ecnin He ykasaH, 1o
byfeT MCrnob30BaThCA agpec, HaCTPOeHHbIN Ha Ethernet-uHtepdoderice,
onpejeneHHOM aBToMaTMyeckn Ans 3a,laHHOro AranasoHa range.

KomaHza c npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Ja

Het

(config-dhcp-pool)>  dns-server («@addressl> [ address2] | disable)

(config-dhcp-pool)> no dns-server

AprymeHT 3HauyeHue OnucaHue

addressl IP-agpec Agpec nepsuyHoro DNS-cepsepa.

address2 IP-agpec Appec BTopryHoro DNS-cepsepa.

disable KniouyeBoe OTtkntounts DHCP onyuto 6.
C/10B0

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

Bepcus OnucaHve
2.00 Job6asneHa komaHgaa ip dhcp pool dns-server.
2.11 [JobaeneH aprymeHT disable.

3.29.7 ip dhcp pool domain

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YKa3aTb JOMEHHOE NMS, KOTOPOe K/IMEHT JO/IKEH NCM0Nb30BaThb Npu
paspelueHun meH yepes DNS (option 15).

KomaHga c npedrkcom no oTMeHsAeT HaCTPOIKY.
Ja

Ja

Het

(config-dhcp-pool)>  domain <domains

(config-dhcp-pool)> no domain

AprymeHT 3HauyeHue OnuncaHwue

domain CTpoka JlokanbHOEe JOMEHHOEe UMA4.

(config-dhcp-pool)> domain example.net
Dhcp::Pool: Domain option has been saved.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.05 [JobaeneHa komaHaa ip dhcp pool domain.

3.29.8 ip dhcp pool enable

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

HauaTb ncnosib3oBaTh Ny B CUCTEME.

KomaHga ¢ npedrkcomM no oTKAKYaeT UCMOoAb30BaHMe nyna.
Ja

Aa

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

Mpumep

UcTopuns nsmeHeHnii

I(config—dhcp—pool)> enable

I (config-dhcp-pool)> no enable

(config-dhcp-pool)> enable

Dhcp::Server: pool "111" is enabled.

Bepcus OnucaHve

2.03 JobasneHa komaHga ip dhcp pool enable.

3.29.9 ip dhcp pool lease

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHblIiA BBOJ,

CuvHoncuc

AprymeHTbl

YcTaHoBWUTL Bpems apeHabl IP-agpecos nyna DHCP. Mo ymonyaHutio

ncnonb3yeTtcd 3HayeHe 25200 (7 yacos).

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpallaeT 3HayeHne BpeMeHn apeHibl No

YMOJITYaHUIO.
Ja
Ja

Het

(config-dhcp-pool)>  lease <lease»

(config-dhcp-pool)> no lease

AprymeHT 3HauyeHue OnuncaHwue

lease Lenoe uucno |Bpems apeHAbl B cekyHaax. MoxeT
NPUHUMATbL 3HaYeHVs B Npejenax ot 1 4o

259200 (3 gHs).
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-dhcp-pool)> lease 259200
Dhcp::Pool: " WEBADMIN": set lease time: 259200 seconds.

(config-dhcp-pool)> no lease
Dhcp::Pool: " WEBADMIN": lease time reset to default (25200 »

seconds) .
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.00 [JobaeneHa komaHza ip dhcp pool lease.

3.29.10 ip dhcp pool next-server

OnucaHwue YkasaTtb agpec TFTP-cepBepa ana DHCP-knveHTa (onums 66).
KomaHga ¢ npedunKcom no yaanset HacTPOnKy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Ethernet

CnHoncumc (config-dhcp-pool)>  next-server «address»

(config-dhcp-pool)> no next-server

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
address IP-agpec Agppec cepsepa TFTP.
Npumep (config-dhcp-pool)> next-server 10.1.1.11

Dhcp::Pool: " WEBADMIN": set next server address: 10.1.1.11.

(config-dhcp-pool)> no next-server
Dhcp::Pool: " WEBADMIN": cleared next server address.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 Job6asneHa komaHga ip dhcp pool next-server.

3.29.11 ip dhcp pool option
OnucaHue 3ajatb gonofiHUTeNbHble napameTpbl agnd DHCP-cepsepa.
KomaHga ¢ npedunkcom no yganseT JOMNONHUTENIbHYI HAaCTPOKY.

Mpe¢ukc no [Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

Ethernet

(config-dhcp-pool)>  option <number; [ type ] «data>

(config-dhcp-pool)> no option <number>

AprymeHTsl

AprymeHT 3HauyeHue OnuncaHwue

number 4 Onuua 4, cepsep BpemeHu. Tun — IP-agpec.

6 Onuua 6, DNS-cepsep. Tun — IP-agpec.

42 Onuwa 42, NTP-cepsep. Tun — IP-agpec.

44 Onuws 44, NetBIOS-cepeep. Tun — IP-agpec.

26 Onuwsa 26, MTU. MoxeT npuHnMaTb
3HayeHWsa B npegenax ot 0 Ao 65535
BK/IHOUNTENBHO.

121 Onuwsa 121, becknaccoBble cTaTnydeckue

MapLupyTbl. Tun —IP-agpec ceT HazHayeHus
1 Macka CeTu HasHa4veHus B Buje 6UTOBOW
ANVHBI NpeduKca (Hanpumep, /24).

249 Onuwua 249, MS mapLpyThl. Tun — IP-agpec
CeTM Ha3HaYeHVsa N Macka ceTn Ha3HayeHus
B BUAe 61TOBOIM AnviHbI npedurkca
(Hanpumep, /24).

type hex LLlecTHagUaTepryHoOe Yncno.
ascii Uncno ASCIL
ip IP-agpec. 3TOT TMN He ncnonb3yeTcs 4NN

onuun 26. He ykasbiBaeTcq B KOMaHJe Kak
KJtoueBoe C/10BO.

data Ctpoka 3HayeHwve onuun.

Mpumep

(config-dhcp-pool)> option 4 192.168.2.1
Dhcp::Pool: " WEBADMIN BRIDGE2": set option 4.

(config-dhcp-pool)> option 60 ascii "MSFT 5.0"
Dhcp::Pool: " WEBADMIN BRIDGE2": set option 60.

(config-dhcp-pool)> option 150 ip 41.57.50.46,42.54.50.46
Dhcp::Pool: " WEBADMIN BRIDGE2": set option 150.

(config-dhcp-pool)> no option 4
Dhcp::Pool: " WEBADMIN BRIDGE2": cleared option 4.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.09 Jlo6aBneHa komaHga ip dhcp pool option.

3.29.12 ip dhcp pool range

OnuncaHmne HacTpouTb AnanasoH AHaMNYeCcKX aApecos, BblaBaeMbix DHCP-knveHTam
HekoTopol noaceTu. inanasoH 3a4aeTcs HayanbHbIM N KOHEYHbIM
IP-agpecom, 60 Ha4anbHbLIM agpecoM 1 pasmepoM. CeTeBoli MHTepdelic,
K KOTOPOMY 6yAyT NprIMeHeHbl HaCTPOWKK, BbIOMpaeTcs aBTOMaTUYeCK.
AZpec BbIbpaHHOro MHTepdeica NCnob3yeTcs B KayecTse LUA03a Mo
ymonyaHuto n DNS-cepBepa, eciv He 3aaHbl Apyrve agpeca KoMaHAaMu ip
dhcp pool default-router v ip dhcp pool dns-server.

KomaHaa ¢ npedurkcom no yaanseT gnanasoH.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-dhcp-pool)>  range <begin> (<end> | <sizes)
(config-dhcp-pool)> no range
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
begin IP-agpec HauanbHbI agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size lenoe 4ucno |Pasmep nyna.
NMpumep (config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.
VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa ip dhcp pool range.

3.29.13 ip dhcp pool update-dns

OnucaHue Jlo6aBnsaTb cTatuyeckme 3anmcm B DNS-npokcu npu Bbigave DHCP-agpecos.
B kauecTtBe nMeHn ncnonb3syetcsa MM xocta n3 DHCP-3anpoca. Mo
YMONYaHUIO GYHKLNSA OTKHOUEHa.

KomaHza ¢ npedurkcom no oTkno4aeT GyHKLUIO.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

Mpumep

WcTopus nsmeHeHwnii

Ja

Het

I (config-dhcp-pool)>  update-dns

I (config-dhcp-pool)> no update-dns

(config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.

Bepcus

OnucaHue

2.06

JobaeneHa

komaHga ip dhcp pool update-dns.

3.29.14 ip dhcp pool wpad

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

Hactpoute DHCP onuwuto 252 — npoTtokon WPAD. o ymMoi4aHuio onuus

OTK/1FOYEeHa.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.

Ja
Ja

Het

(config-dhcp-pool)>

(config-dhcp-pool)> no wpad

wpad wpad>

AprymeHT

3HayeHue

OnwucaHune

wpad

CTpoka

URL-agpec npokcu-cepsepa.

(config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.

Bepcusa

OnucaHue

2.05

Jlo6aBneHa komaHga ip dhcp pool wpad.

3.30 ip dhcp relay lan

YKa3zaTb, Ha KakoM ceTeBOM NHTepdeiice peTpaHcnaTop DHCP 6yaeT
06pabaTbiBaTh 3aMNpPOChl KNMEHTOB. MOXHO YKa3aTb HECKONLKO MHTepdericoB

OnucaHwne
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naBa 3 OnncaHme KOMaHA,

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

«lan», A5 3TOro HY>XHO BBECTM KOMaHAy HeCko/IbKO pas, yka3as Bce
HeobxoaMble NHTepdencel Mo O4HOMY.

KomaHga ¢ npedurkcom no oTktoyaeT petpaHcnaTop DHCP Ha ykazaHHOM
nHTepderice. Ecam ncnonb3osatb KOMaHAy 6€3 apryMeHTOB, peTpaHCsaTop
DHCP byaeT oTktO4eH Ha BceX MHTepdelicax.

Aa
Ja
Ja
(config)> ip dhcp relay lan <interface

(config)> no ip dhcp relay lan [ interface]

AprymeHT 3HauyeHue OnucaHue

interface UHTepgeric MonHoe nmsa nan nceBgoHNM nHTepdelica
Ethernet, Ha koTopoM peTpaHcnaTop DHCP

6yAET NMPMHUMATL 3anpPoChbl KIMEHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa ip dhep relay lan.

3.31ip dhcp relay server

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncunc

AprymeHThl

YkasaTb IP-agpec cepsepa DHCP, Ha KOTOpPLIA peTpaHciaTop byaeT
nepeHanpaBAATb 3aMpoChkl KAVNEHTOB U3 10KaJIbHOW ceTu.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKY.
Aa

Ja

Het

(config)>  ip dhcp relay server «address;

(config)> no ip dhcp relay server [ address ]

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec IP-agpec cepsepa DHCP.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHum

(config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa ip dhcp relay server.

3.32ip dhcp relay wan

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YKkasbiBaeT, yepes Kakown ceTeBol nHTepdeiic petpaHcnatop DHCP byaet
06paLLaThCs K BblLLecTosLeMy cepeepy DHCP. B cucteme MoXeT 6bITb TOIbKO
OANH nHTepdelic Takoro TMna. Ecnm TouHbIN agpec cepBepa He yKasaH (CMm.
ip dhcp relay server), 3anpocbl 6yayT nepesaBaTbCs LUVPOKOBELLATEIbHO.
PekomeHayeTcs ykasblBaTb ajpec cepeepa.

KomaHza ¢ npe$urKcom no yaanset HacTpowiky.
Ja

Ja

Het

(config)>  ip dhcp relay wan <interfaces

(config)> no ip dhcp relay wan [ interface]

AprymeHT 3HauyeHue OnuncaHwue

interface UHTeppeic MonHoe nmsa nan nceBgoHNM UHTepderica
Ethernet, Ha KOoTOpbIN ByAyT HaNpaBAATLCA

3anpocsl ot DHCP-knmeHTOB.

(config)> ip dhcp relay wan GigabitEthernetl
using WAN interface GigabitEthernetl.

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa ip dhcp relay wan.

3.33ip esp alg enable

OnuncaHune

Mpe¢ukc no

Brntoumntb pexum IPSec Passthrough ana TyHHenei IPsec ESP. Mo ymonvaHuio
HaCTpoWKa BbIK/IlOYeHa.

KomaHza ¢ nped1KcomM no oTKIOYaeT HaCTPOWAKY.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

Mpumep

WcTopus nsmeHeHum

I(config)> ip esp alg enable

I (config)> no ip esp alg enable

(config)> ip esp alg enable
Esp::Alg: Enabled.

(config)> no ip esp alg enable
Esp::Alg: Disabled.

Bepcus OnucaHue

3.05 JobasneHa komaHgaa ip esp alg enable.

3.34 ip flow-cache timeout active

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

YCTaHOBUTb BpeMs XpaHeHNs akTUBHbIX CeCCUii B KeLue. 1o ymonyaHumio
ncnonb3yerca 3HaveHye 10.

KomaHgaa ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIo.
Aa

Ja

Het

(config)> ip flow-cache timeout active <timeout»

(config)> no ip flow-cache timeout active

AprymeHT 3HauyeHue OnucaHwue

timeout lenoe uncno |3HadveHue TariM-ayTa B MUHYTax. MoxeT
NnPUHMMaTb 3HaYeHNA B Npejenax ot 1 go 30.

(config)> ip flow-cache timeout active 1
Netflow: :Manager: Active timeout set to "1" min.

(config)> no ip flow-cache timeout active
Netflow: :Manager: Active timeout reset to "10" min.

Bepcus OnucaHve

2.1 Job6asneHa komaHgaa ip flow-cache timeout active.
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naBa 3 OnncaHme KoMaHp,

3.35 ip flow-cache timeout inactive

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTL BpeMsi XpaHeHUst HeaKTUBHbIX CeCCUi B KeLle. 10 yMonyaHuto
ncnonb3lyeTca 3HayveHue 20.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHre Mo YMOAYaHUIO.
[Ja

Ja

Het

(config)> ip flow-cache timeout inactive «timeout>

(config)> no ip flow-cache timeout inactive

AprymeHT 3HauyeHue OnuncaHwue

timeout Lenoe 4ucno |3HayeHue TaliM-ayTa B cekyHAax. MoxeT
NPVHMMaTb 3HAaYeHWs B Npejenax ot 1 4o
600.

(config)> ip flow-cache timeout inactive 1
Netflow: :Manager: Inactive timeout set to "1" s.

(config)> no ip flow-cache timeout inactive
Netflow: :Manager: Inactive timeout reset to "20" s.

Bepcus OnucaHve

2.1 JobasneHa komaHaa ip flow-cache timeout inactive.

3.36 ip flow-export destination

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

3asatb NnapameTpsbl Konnektopa NetFlow.

KomaHga c npedunkcom no yganseTt napameTpbl.

Ja

[Ja

Het

I (config)> ip flow-export destination address port»

I (config)> no ip flow-export destination
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec coopLumKa JaHHBIX.
port lenoe 4ucno |Homep nopta UDP konnektopa. Moxet

npuHMMaTh 3HayeHnsa 2055, 2056, 4432, 4739,
9025, 9026, 9995, 9996, 6343.

Mpumep (config)> ip flow-export destination 192.168.101.31 4739
Netflow: :Manager: Export destination is set to »
192.168.101.31:4739.

(config)> no ip flow-export destination
Netflow: :Manager: Export destination is unset.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.1 JobasneHa komaHgaa ip flow-export destination.

3.37 ip flow-export version

OnucaHue YkazaTtb Bepcuto konnektopa NetFlow. Mo yMOAYaHMIO UCMO/b3yeTcs
3HayeHwue 5.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHne No yMOAYaHUIo.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)> ip flow-export version «wversion

(config)> no ip flow-export version

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

version Ctpoka Bepcus npoTokona.

Mpumep (config)> ip flow-export version 9
Netflow: :Manager: Set export protocol version to 9.

(config)> no ip flow-export version
Netflow: :Manager: Reset export version to 5.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

3.05 JobasneHa komaHgaa ip flow-export version.
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naBa 3 OnncaHme KoMaHp,

3.38 ip host

OnucaHwue [o6aBuTb JOMeHHOe nMa 1 agpec B Tabanuy DNS.
Mpe¢ukc no Ja
MeHsieT HacTpouikm  /la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)>  ip host «domains <address>
(config)> no ip host [ <domains <address> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
domain CTpoka JomMmeHHOe nvs xocTa.
address IP-agpec IP-agpec xocTa.
Npumep (config)> ip host zydata.local 192.168.1.22
Dns: :Manager: Added static record for "zydata.local", address »
192.168.1.22.
(config)> no ip host zydata.local 192.168.1.22
Dns::Manager: Record "zydata.local", address 192.168.1.22 deleted.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHgaa ip host.

3.39 ip hotspot

OonucaHmne JlocTyn K rpynne KoMaHz ANst HaCTPOVikM YnpasneHus [lomaluHel CeTbo.
Mpedunkc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica IP

BxoxxaeHue B rpynny (config-hotspot)

CuHoncuc I(conﬁg)> ip hotspot

Mpumep (config)> ip hotspot
(config-hotspot)>
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa ip hotspot.

3.39.1 ip hotspot auto-scan interface

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

BkntounTb GOHOBOE CKaHMpPOBaHMe Ha 3aaHHOM UHTepdelice. Mo
YMOTYaHUIO BK/IHOUEHO.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.
Ja
Aa
Ja
IP

(config-hotspot)>  auto-scan interface <interface

(config-hotspot)> no auto-scan interface <interface»

AprymeHT 3HauyeHue OnucaHwue

interface UHTEepperic MonHoe nma nHTepderica nam NCeBAOHUM.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is unchanged.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

Bepcus OnucaHue

2.08 Job6asneHa komaHgaa ip hotspot auto-scan interface.

3.39.2 ip hotspot auto-scan interval

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTHbIVi BBOA,

3afaTb HTepBaa NPOBEPKN XOCTOB, HAXOAALLIMXCS OHAANH. [10 yMOnYaHUIo
ncnonb3yeTtca 3HayeHue 30.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHre Mo YMOAYaHUIo.
Ja
Ja

Het
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naBa 3 OnncaHme KoMaHp,

Tun nutepdeiica IP

CuHoncnc (config-hotspot)>  auto-scan interval <intervals

(config-hotspot)> no auto-scan interval

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
interval lenoe 4ucno |VIHTepBan CKaHMPOBAHWUA B CEKYHAAX.
Npumep (config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »
10 s.

(config-hotspot)> no auto-scan interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »

default.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.08 JobasneHa komaHaa ip hotspot auto-scan interval.

3.39.3 ip hotspot auto-scan passive

OonuncaHmne 3a4aTb CKOPOCTb MACCMBHOIO CKAHUPOBaHMS B XOCTax B cekyHay. Mo
YMONYaHUIO MCMOb3yeTCs 3HaYeHue 3.

KomaHga ¢ npedrkcom no Bo3BpaLlaeT 3Ha4eHne No yMOAYaHUIo.
MNpejukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config-hotspot)>  auto-scan passive «rates hps

(config-hotspot)> no auto-scan passive

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
rate lenoe 4ucno |CKOPOCTb NAacCUBHOIO CKaHNPOBaHUA.
NMpumep (config-hotspot)> auto-scan passive 5 hps

Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.

(config-hotspot)> no auto-scan passive
Hotspot::Discovery: :Manager: Auto-scan rate reset to default.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 [JobaeneHa komaHaa ip hotspot auto-scan passive.

3.39.4 ip hotspot auto-scan timeout

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcTaHoBUTb 0ddNaliHOBBIN TaliM-ayT 415 XOCTOB. [Nocne yka3aHHOro BpeMeHu
OTCYTCTBYIOLLMIA XOCT YAANSAETCH U3 CNMcKa 0B6Hapy>KeHHbIX XOCTOB XOT-CroTa.
Mo yMonuaHuo NCNob3yeTcsa 3HadeHme 35.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHve No yMOAYaHUIO.

Ja

[Ja

HeTt

IP

(config-hotspot)>  auto-scan timeout <timeout>

(config-hotspot)> no auto-scan timeout

AprymeHT 3HauyeHue OnucaHwue

timeout Uenoe umucno |OddnaiiHoBbIN TaliM-ayT B CeKyHAaX.

(config-hotspot)> auto-scan timeout 31
Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> no auto-scan timeout
Hotspot::Discovery: :Manager: Auto-scan host offline timeout reset »
to default.

Bepcus OnucaHue

2.08 Job6asneHa komaHgaa ip hotspot auto-scan timeout.

3.39.5 ip hotspot default-policy

OnuncaHune

OnpegennTb NOAUTUKY YnpaBneHus JomMalwlHein CeTbio 418 BCex
NHTepdercoB Nan HasHaunTL Npoduab goctyna B MHTepHeT. NonuTtrka
NPUMEHSETCS KO BCeM HTepdeincam, He MMerLLIMM COBCTBEHHOrO NpaBuaa
faoctyna, ip hotspot policy.

MonwnTtmka no ymonuyaHuo: permit.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

KomaHga ¢ npedurkcom no ycTaHaBAMBAET 3HAUEHWE MOANTUKN MO
YMOTYAHUIO.

Ja
Aa
Ja
IP
(config-hotspot)>  default-policy (<access» | policy»)

(config-hotspot)> no default-policy

AprymeHT 3HaueHue OnucaHue

access permit PaspewwnTb goctyn K ceTvi VIHTepHer.
deny 3anpeTnTb AOCTYN K ceTu VIHTepHerT.

policy Mpoguns poctyna|Ha3BaHme npoduna gocryna.

(config-hotspot)> default-policy permit
FHotspot: :Manager: Default policy "permit" applied.

(config-hotspot)> default-policy deny
Hotspot::Manager: Default policy "deny" applied.

(config-hotspot)> default-policy Policy®
Hotspot: :Manager: Default policy "Policy@" applied.

(config-hotspot)> no default-policy
Hotspot: :Manager: Default policy cleared.

Bepcus OnucaHve
2.09 Job6asneHa komaHaa ip hotspot default-policy.
2.12 Jlo6aBneH aprymeHT policy.

3.39.6 ip hotspot host

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

HacTtponTb NpaBrna Aoctyna nam 610KMPOBKN A1 ONpeaeneHHbIX KINeHTOB
YnpasneHusa JjomalwHein CeTbio. [laHHbIe MpaBuia MeloT 6osiee BbICOKWNT
NpUOPUTET, YeM HACTPOIiKa NOAUTUKM (CM. KoMaHay ip hotspot policy).

KomaHga ¢ npedunKcom no yaanset HacTPOnKY.
Ja
Ja

MHorokpaTHbI/i BBog, /[la
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

AprymeHT

Mpumep

UcTopuns nameHeHuii

IP
(config-hotspot)>  host mac» (<access» | schedule <schedules | policy
policys)
(config-hotspot)> no host mac> (<access> | schedule | policy)
AprymeHT 3HaueHue OnucaHue
mac MAC-agpec MAC-agpec xocTa. XoCT JO/KEH BbITb
3aperncTprpoBaH 3apaHee ¢
rnomouybo komaHasl known host.
access permit PaspewwnTb goctyn K ceTvi VIHTepHer.
deny 3anpeTuTb JOCTyN K ceTu VIHTepHeT.
schedule PacnucaHne Ha3BaHve pacnncaHusa, co3gaHHoro
MNPV NOMOLLM FPYMMbl KOMaHA,
schedule.
policy Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.

(config)> known host MYTEST 54:e4:3a:8a:f3:a7
Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule "permit" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 deny
Hotspot: :Manager: Rule "deny" applied to host "54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 schedule MYSCHEDULE
Hotspot::Manager: Schedule "MYSCHEDULE" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 schedule
Hotspot::Manager: Host "54:e4:3a:8a:f3:a7" schedule disabled.

(config-hotspot)> host 54:e4:3a:8a:f3:a7 policy Policy®
Hotspot::Manager: Policy "Policy@" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 policy
Hotspot::Manager: Policy removed from host "54:e4:3a:8a:f3:a7".

Bepcus OnucaHve
2.06 [JobaeneHa komaHza ip hotspot host.
2.12 [JlobaBneHbl aprymeHThl permit, deny, schedule, policy.
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naBa 3 OnncaHme KoMaHp,

3.39.7 ip hotspot host priority

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.39.8 ip hotspot policy

OnucaHwne

Ha3HauunTb onpegeneHHbI npropuTeT BceMy Tpaduky, HanpaBaeHHOMY K
3aperncTpMpoBaHHOMY XOCTY. PercTpaLmsi XxocTa BbINOMHAETCS 3apaHee
npu nomowy koMaHabsl known host.

KomaHza c npedurKcom no yaansieTt npuopuTer.

Ja
Ja
Het

IP

(config-hotspot)>

host wmac> priority priority,

(config-hotspot)> no host mac» priority

AprymeHT

3HavyeHune

OnucaHue

mac

MAC-agpec

MAC-agpec xocTa.

priority

HauBbIcLWINA.

Kputnyecknii.

Bbicokui.

MoBbILLEHHbI.

CpeaHwnin.

HopManbHbI (MO yMOAYaHMIO).

1
2
3
4
5
6
7

Huskui.

(config-hotspot)> host 04:d2:cl:14:bc:59 priority 7
Hotspot::Manager: Applied priority "7" to host »
"04:d2:cl:14:bc:59".

(config-hotspot)> no host 04:d2:cl:14:bc:59 priority
Hotspot::Manager: Removed priority from host "04:d2:cl:14:bc:59".

Bepcusa

OnucaHune

3.08

[JobaeneHa komaHaa ip hotspot host priority.

OnpegennTtb NOANTUKY YNpasneHus [lomaluHeli CeTbio AN BbI6PaHHOro
NHTepderica. MonnTnka NPUMEHSEeTCS KO BCEM XOCTaM, He MMEeoLLMM
cobcTBeHHOro npaswuna goctyna ip hotspot host.

294

CnpaBoyHuK KoMaHa — Sprinter (KN-3710)




naBa 3 OnncaHme KOMaHA,

Mpe¢ukc no

MeHsieT HacTpoiAKK

MHorokpaTHbIVi BBOA,

Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

MonnTnKa No yMonvaHuio: permit.

KomaHga ¢ npeqwn(covvl No yCTaHaB/IMBaeT 3Ha4YeHne NONNTUKN Mo
yMoO14aHuio.

Aa
Ja
Ja

IP
(config-hotspot)>  policy <interfaces (<accesss | policys)

(config-hotspot)> no policy <interface»

AprymeHT 3HauyeHue OnucaHwue
interface WHTepgeiic MNMonHoe nmsa Ethernet nHtepdeiica
WM NCEBAOHUM.
access permit PaspewwnTb goctyn K ceTni VIHTepHer.
deny 3anpeTuTb AOCTYN K ceTn IHTepHeT.
policy Mpog¢unb poctyna|Ha3BaHne npodunsa goctyna.

(config-hotspot)> policy Home permit
Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> policy Home deny
Hotspot::Manager: Policy "deny" applied to interface "Home".

(config-hotspot)> policy Home Policy®
Hotspot::Manager: Policy "Policy@" applied to interface "Home".

(config-hotspot)> no policy Home
Hotspot::Manager: Interface "Home" policy cleared.

Bepcus OnucaHue
2.06 JobasneHa komaHAa ip hotspot policy.
2.12 Job6asneH aprymeHT policy.

3.39.9 ip hotspot priority

OnuncaHune

Mpe¢ukc no

Ha3HauunTb onpegeneHHbI npropuTeT BceMy TpadurKy, HanpasBaeHHOMY K
nHTepdericy.

KomaHza c npedurKcom no yaanseTt npuopuTer.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

IP

(config-hotspot)>

priority <interfaces priority

(config-hotspot)> no priority <interface»

AprymeHT

3HayeHue

OnucaHue

interface

UHTepgenc

MonHoe nMs NHTepderca Nnn NCeBLOHNM.

priority

HauBbicuuni,

KpuTtnuecknia.

Bbicokuin.

[MoBbILLEHHBbIN.

CpeaHuin.

HopmanbHbI (N0 ymMon4aHuo).

1
2
3
4
5
6
7

Huskui.

(config-hotspot)> priority Home 7
Hotspot::Manager: Applied priority "7" to interface "Home".

(config-hotspot)> no priority Home
Hotspot::Manager: Removed priority from interface "Home".

Bepcus

OnucaHune

3.08

Job6asneHa komaHgaa ip hotspot priority.

3.39.10 ip hotspot wake

Otnpaeutb Wake-on-LAN nakeT Ha private u protected nHtep¢ericel xocTa.

OnuncaHune
Mpejukc no

MeHsieT HacTpoiKkmn

Het

HeT

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuviHoncuc

AprymeHThl

IP
(config-hotspot)>  wake wmac>
AprymeHT 3HauyeHue OnucaHwue
mac MAC-agpec MAC-aapec xocrTa.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

(config-hotspot)> wake a8:1e:84:11:f1:22
Hotspot::Manager: WoL sent to host: a8:1e:84:11:f1:22.

Bepcus OnucaHue

2.08 Job6asneHa komaHgaa ip hotspot wake.

3.40 ip http lockout-policy

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

3aAaTb NapaMeTpbl OTCIEXNBAHWSA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponeit HTTP ana ny6anyHbix nHTepdericos. Mo ymondaHuio GyHKUmMA
BK/ItOYeHa. Ecm B kavecTBe aprymeHTa ncnosb3yeTcs 0, Bce napameTpbl

oTcnexvBaHus nepebopa 6yAyT cOpOLLEHbl B 3HaYeHNS MO YMOYaHMIO.
KomaHga ¢ npedurkcom no oTkIovaeT obHapyXXeHue nogoopa.

Ja

Ja

Het

IP

(config)>  ip http lockout-policy «thresholds [«durations
[cobservation-window]]

(config)> no ip http lockout-policy

AprymeHT 3HayeHue |OnucaHue

threshold Uenoe umucro|KonnuectBo HeyAaUHbIX MOMbLITOK BXOAA
B crcTemy. [1o yMONYaHWIO yCTaHOBMEHO
3HayveHune 5. MoxeT npuHMMaTh
3HayeHWsa B npegenax ot 4 Ao 20.

duration Uenoe uucso|[poAoKMUTENbHOCTL 3anpeTa
aBTOpM3auMK Ana ykasaHHoro IP-agpeca
B MUHYTax. [10 yMON4aHMI0 yCTaHOBNEHO
3HadeHue 15. MoxeT nprHumaTh
3HayeHusa B npegenax ot 1 A0 60.

observation-window|ljenoe 4ucso|MpofoONKNTENLHOCTL HAabNOAEHNS 3a
NoA03pUTENbHOM aKTUBHOCTBIO B
MUHyTax. 10 ymMon4aHu1o yCTaHOB/IEHO
3HayveHue 3. MoxeT NpUHMMaTb

3HadeHusa B npegenax ot 1 o 10.

(config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is enabled.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

(config)> no ip http lockout-policy
Http::Manager: Bruteforce detection is disabled.

(config)> ip http lockout-policy 0
Http::Manager: Bruteforce detection reset to default.

Bepcus OnucaHve

2.08 [JobaeneHa komaHza ip http lockout-policy.

3.41 ip http log access

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

Mpumep

NcTopusa nsmeHeHum

Brntountb pexum oTnagku Ha Beb-cepeepe (nginx). Mo ymonvaHuo ¢pyHKUmMsA
OTK/ItOYEHA.

KomaHga ¢ npeprKcoOM No OTKAHOHAET OTAAA0UHBIA PEXUM.
Ja

Aa

Het

IP

I (config)> ip http log access

I (config)> no ip http log access

(config)> ip http log access
Http::Manager: Enabled access logging.

(config)> no ip http log access
Http::Manager: Disabled access logging.

Bepcus OnucaHue

3.00 Job6asneHa komaHaa ip http log access.

3.42 ip http log auth

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

BknounTb normpoBaHme NonbITOK HeyAa4yHOM aBTopum3aunn B cucteme. Mo
YMONYaHMO GYHKLMA OTKIHOYEHa.

KomaHgaa ¢ npedprKcom no oTk/I0HaeT NorMpoBaHume.
Aa
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc I (config)>  ip http log auth

I (config)> no ip http log auth

Mpumep (config)> ip http log auth
Http::Manager: Auth logging enabled.

(config)> no ip http log auth
Http::Manager: Auth logging disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobasneHa komaHgaa ip http log auth.

3.43 ip http log webdav

OonuncaHmne BknoUnMTb norvposBaHMe NonbITOK HeyAauYHOro NOAKIHOYEHUS K cepBepy

WebDAV. o ymonyaHuio GyHKLMSA OTKIH0YEHa.
KomaHga ¢ npedrkcom no oTKI0YaeT NorpoBaHue.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config)>  ip http log webdav

I (config)> no ip http log webdav

Mpumep (config)> ip http log webdav
WebDav: :Server: Enabled request tracing.

(config)> no ip http log webdav
WebDav: :Server: Disabled request tracing.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.04 [JobaeneHa komaHza ip http log webdav.
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naBa 3 OnncaHme KoMaHp,

3.44 ip http port

OnucaHwue HasHaunTtb HTTP nopT ans Beb-uHTepdelica Sprinter. Mo ymonyaHuto
ncnonb3lyeTca nopt 80.

KomaHga ¢ npedunkcom no yctaHaBIMBaET MOPT MO YMOJTUAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config)>  ip http port «port>

(config)> no ip http port

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
port lenoe umucno |Hosbih nopT HTTP.
NMpumep (config)> ip http port 80860

Http::Manager: Port changed to 8080.

(config)> no ip http port
Http::Manager: Port reset to 80.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.08 JlobaBneHa komaHaa ip http port.

3.45 ip http proxy

OnucaHwue JocTtyn K rpynne KomaHa ans HacTporkuy HTTP-npokcn. Ecan npokcn He
HaAeH, KOMaHAa NbITaeTCca ero Co3Aathb.

KomaHga ¢ npedurkcom no yaanseTt NpoKcu.
MNpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica IP

BxoxpaeHue B rpynny (config-http-proxy)
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naBa 3 OnncaHme KOMaHA,

Cunoncuc (config)>  ip http proxy name>
(config)> no ip http proxy name>
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
name Crtpoka ma HTTP npokcw.
Mpumep (config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.08 Job6asneHa komaHgaa ip http proxy.

3.45.1 ip http proxy auth

OnucaHue Bknrountb aBTopusaumto ansa HTTP-npokcn. o ymondaHuio napamMmeTp
OTKJIHOUEH.

KomaHga ¢ npedurkcom no oTkaro4aeT aBTopmsaunto a4na HTTP-npokcu.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-http-proxy)>  auth

I (config-http-proxy)> no auth

Mpumep (config-http-proxy)> auth
Http::Manager: Proxy password auth is enabled.

(config-http-proxy)> no auth
Http::Manager: Proxy password auth is disabled.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.10 Jlo6aBneHa komaHga ip http proxy auth.

3.45.2 ip http proxy domain

OnucaHune YcTaHOBWUTL fJOMeHHOe M4, onpejensatowee FQDN BUPTyanbHOro XocTa.

KomaHga c npedunkcom no yganseTt HacTPOKY.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CnHoncuc (config-http-proxy)>  domain static «domain»

(config-http-proxy)> no domain

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
domain Ctpoka JlomeHHOoe nm4.
Mpumep (config-http-proxy)> domain static example.net

Http::Manager: Configured base domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobasneHa komaHaa ip http proxy domain.

3.45.3 ip http proxy domain ndns

OnucaHue Vicnonb3oBaTb fOMeHHOe nM4, nonyyeHHoe oT cepBrca NDNS. Echv gaHHas
onuusa BKAOYEHa, HacTpoKka ip http proxy domain ctupaetcs.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CnHoncumc | (config-http-proxy)>  domain ndns

I (config-http-proxy)> no domain ndns

Mpumep (config-http-proxy)> domain ndns
Http::Manager: Configured ndns domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JlobaeneHa komaHaa ip http proxy domain ndns.

3.45.4 ip http proxy force-host

OnucaHue BkntounTb nepeonpegeneHune 3arosioska Host Ana upstream.
KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica IP

CnHoncuc (config-http-proxy)>  force-host «force-host>

(config-http-proxy)> no force-host

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
force-host |Ctpoka IP-agpec nnn gomeHHoe nms.
Npumep (config-http-proxy)> force-host 192.168.8.1
Http::Proxy: "modem": enabled Host header enforcing to »
"192.168.8.1".

(config-http-proxy)> force-host modem.keenetic.pro
Http::Proxy: "modem": enabled Host header enforcing to »
"modem. keenetic.pro".

(config-http-proxy)> no force-host
Http::Proxy: "modem": disabled Host header enforcing.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.06 Jlo6aBneHa komaHga ip http proxy force-host.

3.45.5 ip http proxy preserve-host

OnucaHue YCTaHOBUTb napamMeTp 414 COXpaHeHnA NCXO4HOro 3arosioBka rnpu
NPOKCnpoBaHMN.

KomaHaa ¢ npeprKcom no oTKNtoUYaeT HaCTPONKY.
Mpedukc no Ja

MeHsieT HacTpoiikn  [la
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

IP

I(config-http-proxy)> preserve-host

I (config-http-proxy)> no preserve-host

(config-http-proxy)> preserve-host
Http::Manager: Proxy HTTP Host header preservation is enabled.

(config-http-proxy)> no preserve-host
Http::Manager: Proxy HTTP Host header preservation is disabled.

Bepcus OnucaHue

2.13 Job6asneHa komaHaa ip http proxy preserve-host.

3.45.6 ip http proxy security-level

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

AprymeHTsl

Mpumep

YcTaHOBUTb YpoBeHb 6e3onacHocTn Ans HTTP-npokcu. Mo ymonvaHumio
YyCTaHOB/IEHO 3HayeHue private.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Aa

Ja

HeTt

IP

(config-http-proxy)>  security-level (public | private)

(config-http-proxy)> no security-level

AprymeHT 3HauyeHue OnuncaHwue

public Krwyesoe Joctyn K HTTP-npokcm paspeleH aas public,
C/1I0BO private n protected nHtepdeiicos.

private Knwyesoe Joctyn K HTTP-npokcu paspeLueH ToJ/IbKO 414
C/I0BO private nHTepdelicos.

(config-http-proxy)> security-level public
Http::Proxy: "testl": set public security level.

(config-http-proxy)> no security-level
Http::Proxy: "testl": unset public security level.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [JobaeneHa komaHaa ip http proxy security-level.

3.45.7 ip http proxy ssl redirect

OnucaHune BrntounTb aBTOMaTMYeCKoe nepeHanpasieHme Ha JOMeHbI C cepTUdrKaToM
SSL ansa cnyx6bl HTTP-npokcw. Mo ymon4aHuio nepeHanpasieHme BKIIOYEHO.

KomaHaa ¢ npedrKcom no oTkao4YaeT nepeHarnpas/ieHme.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CnHoncumc I(config-http-proxy)> ssl redirect

I (config-http-proxy)> no ssl redirect

Mpumep (config)> ip http ssl redirect
Http::Proxy: "mytest": enabled SSL redirect.

(config)> no ip http ssl redirect
Http::Proxy: "mytest": disabled SSL redirect.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

4.00 Job6asneHa komaHgaa ip http proxy ssl redirect.

3.45.8 ip http proxy upstream

OnucaHue YcraHoBuUTb agpec HTTP nnn HTTPS cepBepa, Ha KOTOpbLI 6yayT
nepeHanpaBnsATbLCA 3anpockl.

KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

Cunoncuc I (config-http-proxy)> upstream(http | https)(wmac> | <ip> | «fqdns) [«ports]

I (config-http-proxy)> no upstream
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AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT |3HauyeHue OnucaHve

http Knouesoe cnoso |HTTP cepsep.

https Krouesoe cnoso |HTTPS cepsep.

mac MAC-appec MAC-aapec cepsepa.

ip IP-appec IP-agpec cepBepa.

fqdn FQDN MonHoe somMeHHOe nM4A cepBepa.
port Uenoe uyucno Homep nopra.

(config-http-proxy)> upstream http 192.168.1.1 8080
Http::Manager: Proxy "TEST" upstream was set.

(config-http-proxy)> upstream https google.com 443
Http::Proxy: "modem": set https upstream google.com, port 443.

(config-http-proxy)> no upstream
Http::Manager: Remove upstream info for proxy "test".

Bepcus OnucaHue
2.08 Job6asneHa komaHaa ip http proxy upstream.
3.05 JobaBneHo kao4yeBoe CNoBO https.

3.45.9 ip http proxy x-real-ip

OnuncaHwme

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

BkntounTb noaaepxky 3aronoskos X-Real-IP and X-Forwarded-For ana HTTP

npoKcu.

KomaHga ¢ I'Ipeq)I/IKCOM NO OTK/IKDYaeT 3aroJ1I0BKW.

Ja
Ja
Het

IP

I(conﬁg-hﬁp—proxyﬁ> x-real-ip

I (config-http-proxy)> no x-real-ip

(config-http-proxy)> x-real-ip

Http::Proxy:

headers.

"testl": enabled X-Real-IP and X-Forwarded-For »

(config-http-proxy)> no x-real-ip

Http::Proxy:

headers.

"testl": disabled X-Real-IP and X-Forwarded-For »
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [JobaeneHa komaHza ip http proxy x-real-ip.

3.46 ip http security-level

OonucaHue YCTaHOBUTb YpOBeHb 6€30MacHOCTY A/ yAaNeHHOro AocTyna K Beb
nHTepdeiicy Keenetic. Mo ymonyaHuo ycTaHOB/EHO 3HayYeHMe private.

Mpedunkc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config)> iphttpsecurity-level (public[ssl] | private | protected)

AprymeHTbI ApryMeHT |3HaueHune OnucaHue

public Knoyesoe cnoso|[ocTyn k Be6 nHTepdeiicy paspeLleH ans
public, private n protected nHTepéeiicos no
HTTP n HTTPS.

private Knw4yesoe croso|[locTyn k Be6 nHTepdeicy paspeLleH ans
private nHTepdeiicos.

protected |KmwyeBoe cnoso|[ocCTyn K Beb nHTepdeiicy paspeLleH ans
private n protected nHtepelicos.

ssl Kno4yesoe cnoso|ocTyn k Be6 nHTepdeiicy paspeLleH ans
public nHTepdelicoB Tonbko yepes HTTPS.

Mpumep (config)> ip http security-level protected
Http::Manager: Security level changed to protected.

(config)> ip http security-level public ssl
Http::Manager: Security level set to public SSL.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.08 JobaeneHa komaHgaa ip http security-level.
3.00 Jlo6aeneH napametp ssl.

3.47 ip http ssl acme ecdsa

OnucaHwue BkntounTb noagepxky ceptudumkaToB Ha ocHoBe kpunTtorpadum ECDSA.

KomaHga ¢ npedurkcom no oTkAoYaeT 3Ty QYHKLMIO.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config)> ip http ssl acme ecdsa

I (config)> no ip http ssl acme ecdsa

(config)> ip http ssl acme ecdsa
Acme::Client: Enabled ECDSA chain.

(config)> no ip http ssl acme ecdsa
Acme::Client: Disabled ECDSA chain.

Bepcus OnucaHve

3.09 JobasneHa komaHga ip http ssl acme ecdsa.

3.48 ip http ssl acme get

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoKK
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

Co3gatb 1 nognucaTb cepTudmkat SSL Ana ykazaHHOro AOMEHHOro MMeHu
(no ymonyaHuto, KeenDNS). [lna Hero AosXeH 6blTb NpefocTaBAeH AOCTYn
13 NHTepHeTa.

HeT
Het

Het

(config)> ip http ssl acme get [ <domains ]

Argument 3HauyeHue OnucaHwue

domain CTpoka JdomeHHoe nvs KeenDNS.

(config)> ip http ssl acme get mytest.keenetic.pro
Acme::Client: Obtaining certificate for domain »
"mytest.keenetic.pro" is started.

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga ip http ssl acme get.
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3.49 ip http ssl acme revoke

OnucaHwue OTMeHUTb 1 yaanuTb SSL-cepTndurkat Ana ykazaHHOro AJOMeHHOro MMeHu
(KeenDNS, no ymon4vaHuio).

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config)> ip http ssl acme revoke <domain
AprymeHTbI AprymeHT 3HaueHue OonucaHue
domain Ctpoka JomeHHoe nms KeenDNS.
Npumep (config)> ip http ssl acme revoke mytest.keenetic.pro
Acme::Client: Revoking certificate for domain »
"mytest.keenetic.pro" is started.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.11 Jlo6aBneHa komaHga ip http ssl acme revoke.

3.50 ip http ssl acme list

OnucaHue MNMoka3saTb cNMcok 6ecrnnatHbIX cepTndurkaTos Let's Encrypt B cucteme.
Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(conﬂgﬁ> ip http ssl acme list

Mpumep (config)> ip http ssl acme list
certificate:
domain: cc6b5a71a7644903b51a5454.keenetic.io
should-be-renewed: no
is-expired: no
issue-time: 2018-06-20T09:16:30.000Z
expiration-time: 2018-09-17T09:16:30.000Z

certificate:
domain: mytest.keenetic.pro
should-be-renewed: no
is-expired: no
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WcTopusa nsmeHeHum

issue-time: 2018-06-28T16:36:56.000Z
expiration-time: 2018-09-25T16:36:56.000Z

Bepcus

OnucaHmne

2.1

Job6asneHa komaHga ip http ssl acme list.

3.51 ip http ssl enable

Bkarountb SSL Ha HTTP cepsepe. o ymonyaHuto, SSL oTktoUeH.

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CviHoncuc

Mpumep

WcTopus nsmeHeHwnii

3.52 ip http ssl port

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn

KomaHga ¢ npedurkcom no oTkarouaet SSL.

Ja
Ja
Het

IP

I (config)> ip http ssl enable

I (config)> no ip http ssl enable

(config)> ip http ssl enable

Http: :Manager:

Enabled SSL service.

(config)> no ip http ssl enable
Http::Manager: Disabled SSL service.

Bepcusa

OnucaHue

2.07

Jlo6aBneHa komaHga ip http ssl enable.

HasHaunTe HTTPS nopt Ana Be6-nHTepdeiica Sprinter. Mo ymon4aHuio
ncnonb3yeTcsd 3HaveHve 443.

KoMaHAa ¢ Nnpedurkcom no ycTaHaBAMBAET MNOPT MO YMOYAHUIO.

Ja
Aa

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

IP
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config)> ip http sslport port>

(config)> no ip http ssl port

AprymeHT 3HauyeHue OnuncaHwue

port lenoe umcno |Hosblin nopT HTTPS.

(config)> ip http ssl port 4343
Http::Manager: SSL port changed to 4343.

(config)> no ip http ssl port
Http::Manager: SSL port reset to 443.

Bepcus OnucaHve

4.00 [JobaeneHa komaHza ip http ssl port.

3.53 ip http ssl redirect

Bk/rouUnTbL aBTOMaTMYeckoe nepeHanpaBneHme Ha J0MeHax C CepTI/I(I)VIKaTOM

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncunc

Mpumep

NcTopus nsmeHeHum

SSL. [To ymonyaHuo nepeHanpas/ieHne BKIHOYEHO.
KomaHga ¢ npedrkcom no oTKAKOYaeT nepeHanpasieHme.
Ja

Aa

HeTt

IP

I (config)> ip http ssl redirect

I (config)> no ip http ssl redirect

(config)> ip http ssl redirect
Http::Manager: Redirect to SSL is enabled.

(config)> no ip http ssl redirect
Http::Manager: Redirect to SSL is disabled.

Bepcus OnucaHue

2.1 Job6asneHa komaHgaa ip http ssl redirect.
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3.54 ip http x-frame-options

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTL 3HaYeHMe 3aronoska X-Frame-Options ansa Be6-cepBepa (Nginx)
B JlOMaLLUHeM CermeHTe CeTu.

KomaHga ¢ npedprKcOM No OTK/IOUYaEeT HaCTPOIKY.
Ja

Ja

Het

IP

(config)> ip http x-frame-options «x-frame-options,

(config)> no ip http x-frame-options «x-frame-options»

AprymeHT 3HauyeHue |OnucaHue

x-frame-options|Crpoka 3HauveHue X-Frame-Option.

(config)> ip http x-frame-options DENY
Http::Manager: Set X-Frame-Options to "DENY".

(config)> no ip http x-frame-options DENY
Http::Manager: Disabled X-Frame-Options header.

Bepcus OnucaHue

3.05 JobasneHa komaHaa ip http x-frame-options.

3.55 ip name-server

OnucaHune

HactpouTtb IP-agpeca cepeepoB DNS. CoxpaHeHHble TakiM 06pa3om agpeca
Ha3bIBalOTCHA CTAaTUYECKMMU, B MPOTUBOMOAOXHOCTb ANHAMUYECKAM —
3aperncTpmpoBaHHbIM cyxbamu PPP nnn DHCP.

AKTVBHbBIMW, TO €CTb NCMO0/b3yeMbIMU B AdHHbI MOMEHT afpecamMu, ABNSOTCA
Te, KOTOpble 6bIIN 3aperncTPUPOBaHbI MO3Xe 0cTanbHbIX. O6bIYHO cncTeMa
NCNONb3yeT ajpeca, NoyyYeHHble HECKOIbKUMW NOC/eAHMU YCneLwHo
NOAKMOUMBLLUMMUCA cnyxbamu PPP unn DHCP. Ecan H1 ogHa 13 ciyx6 He
pernctpupyet agpeca DNS akTUBHbIMYK ByAyT cTaTU4ecKne HaCcTPOMKM.
OgaHako, ecnv nocsie perncTpaumm JUHamMmmyecknx afpecos rnoJsib3osartesnem
6b111 M3MEHeHbI CTaTYeckme HaCTPOMKM, OHM CTAHOBATCHA aKTMBHbIMM, MOKa
He 6yAyT 3aperncTpmpoBaHbl HOBblE ANHaMUYecKmne agpeca.

ip name-server MOXHO BBOAWNTb MHOTOKPATHO, ec/In TpebyeTcs HaCTPOUTb
HeckoNbKo agpecoB DNS-cepBepoB. Kpome Toro, KaXaomy BBeLeHHOMY
aZpecy MOXHO COMOCTaBUTb OAHO W/IN HECKO/IbKO JOMEHHbIX UMEH A/
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naBa 3 OnncaHme KOMaHA,

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

paboTbl co cneyndryeckIMmn 30HaMK, HanprMep, N0KabHBIMU UMEHaM B
KOprnopaTVBHOW ceTu.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIn agpec cepsepa DNS u3
CTaTMYeCcKoro N akTUBHOIO CrMNCKa, eC/I KOMaHAa AaeTcs C aprymMeHTamu,
60 ounLL@eT CNUCOK CTaTUYeCKUX afpecoB, ecnu KOMaHAa AaeTca 6e3
aprymeHToB.

Aa
Ja
Ja
IP

(config)> ipname-serveraddress>[: port>][«domains[on<interface

11

(config)> no ip name-server [ «addresss [ : <port>]][ «domain [ on
<dnterfaces]]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec Ajpec cepBepa NMeH.
port UYenoe uucro |I1opT cepBepa MMeH.
domain Crpoka JloMeH, ans KOTOPOro byAeT MCMoAbL30BaTbCA

cepsep. DNS-npokcn npu paspeLueHumn
NMEeHU B MepByto oyepesb BblbMpaeT agpec
cepBepa ¢ Hanbonee 6N3KMM K 3anpocy
JomeHoM. Ecin foMeH He yKasblBaTb, cepsep
6yAeT NCNoNb30BaTbCA ANA BCeX 3anpoCoB.
BblpaxeHune "" 1cnonb3yeTcs Kak 4OMeH Mo
ymosi4aHuto. MakcnmmasibHoe KONn4ecTso
AomMeHoB ansa ogHoro DNS-cepsepa — 16.

interface WHTepgelic Nmsa nHTepdelica ana HacTponKu.

(config)> ip name-server 8.8.8.8 "" on ISP
Dns::InterfaceSpecific: Name server 8.8.8.8 added, domain »
(default), interface ISP.

(config)> no ip name-server
Dns: :Manager: Static name server list cleared.

Bepcus OnucaHue
2.00 JobaBneHa KoMaHaa ip name-server.
2.14 JlobaBneH aprymeHT port.
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3.56 ip nat

OnuncaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncumc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

BkOUNTb TpaHCNSALUMIO «N10KaNbHbIX» apecoB ceTn network nnm ceTu 3a
nHTepdericom interface. Hanpnmep, komaHga ip nat Home o3HauvaerT, uTto
415 BCeX MaKeToB M3 ceTu Home, MPOXOAALLMX Yepes MapLupyTusaTop, byaet
BbIMOJ/IHEHA MOAMEeHa ajpecoB MCTOYHMKA.

Ja
Ja
Ja
IP
(config)> ipnat (<interfaces | <address> imask>)

(config)> no ip nat (<interfaces | <address> amask>)

AprymeHTt 3HayeHue OnuncaHue

interface UHTeppeinc Nms nHTepdelica NCToYHMKA (MONHOE NMS
nHTepderica nan NceBgoOHNM).

address IP-agpec BmecTe ¢ mackon mask 3agaeT gmnanasoH
IP-appecoB ncTOUHMKA, MOANeXaLLnX
TpaHCaUun.

mask IP-macka Macka grnanasoHa TpaHchaumn. Ectb aBa

cnocoba BBOAA MacKn: B KAHOHMYECKOM BUje
(Hanpumep, 255.255.255.0) v B BUAe
61TOBOI ANVHBI NpeduKca (Hanpumep, /24).

(config)> ip nat Home
Network::Nat: A NAT rule added.

(config)> no ip nat Home
Network::Nat: A NAT rule removed.

Bepcus OnucaHve

2.00 Jo6aBneHa komaHga ip nat.

3.57 ip nat full-cone

OnucaHwne

Mpejukc no

BrntounTb pexuM Full Cone NAT. T1o yMOAYaHUIO pPeXNM BbIK/THOUEH.

KomaHza ¢ nped1KcoM no OTKIOYAET 3TOT PEXUM.

Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

CnHoncuc I (config)>  ip nat full-cone

I (config)> no ip nat full-cone

Mpumep (config)> ip nat full-cone

Network::Nat: Full cone mode enabled.

(config)> no ip nat full-cone
Network::Nat: Full cone mode disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.01 JobasneHa komaHgaa ip nat full-cone.

3.58 ip nat restricted-cone

OnucaHwue BrntounTb pexum Restricted NAT. [0 yMOAYaHUIO PEXMM BbIK/THOYEH.

KomaHaa ¢ npeprKCcoM no OTKIHOYAET 3TOT PEXUM.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica IP

CvHoncuc

I (config)> no ip nat restricted-cone

NMpumep (config)> ip nat restricted-cone
Network: :Nat: Restricted cone mode enabled.

(config)> no ip nat restricted-cone

I (config)> ip nat restricted-cone

Network: :Nat: Restricted cone mode disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 JobaBneHa komaHgaa ip nat restricted-cone.
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3.59 ip nat sstp

OnucaHwue BkntoumnTb TpaHCAAaLUIO agpecoB AN KnneHTos SSTP.

MNpuMeyaHune:  KoMaHAa MOXET 6bITb MCMOJIb30BaHa, eCn YyCTaHOBNEH
KoMnoHeHT SSTP VPN-cepBep.

KomaHga c npedumkcom no yganseTt npasuso.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncmc I (config)>  ip nat sstp

I (config)> no ip nat sstp

Mpumep (config)> ip nat sstp
SstpServer::Nat: SSTP VPN NAT enabled.

(config)> no ip nat sstp
SstpServer::Nat: SSTP VPN NAT disabled.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.12 JobasneHa KomaHaa ip nat sstp.

3.60 ip nat vpn

OnucaHue Bkntouunts TpaHcnauuo agpecos ana VPN-kKIeHTOB.

MNpuMeyaHune:  KoMaHAa MOXET 6bITb MCMOJIb30BaHa, eCn YyCTaHOBNEH
KomnoHeHT PPTP VPN-cepBep.

KomaHga c npedurKcom no yaansiet npasuso.

Mpedunkc no

MeHsieT HacTpoiKkmn

Ja
Ja

MHorokpaTtHbiiA BBog, Het

Tun uHTepderica

CuHoncuc

IP

I (config)> ip nat vpn

I (config)> no ip nat vpn

316

CnpaBoyHuK KoMaHa — Sprinter (KN-3710)



naBa 3 OnncaHme KOMaHA,

Mpumep (config)> ip nat vpn
VpnServer::Nat: PPTP VPN NAT enabled.

(config)> no ip nat vpn
VpnServer::Nat: PPTP VPN NAT disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 [JlobaeneHa KkomaHaa ip nat vpn.

3.61 ip policy

OnuncaHmne JlocTyn K rpynne KoMaHz, Ans HacTporiku npodunsa goctyna B IHTepHeT —
npaswuia Bblbopa MapLLpyTa Mo YMOAYAHWUIO 4151 XOCTOB 1 CerMeHTOB
AoMallHel ceTn. Ecam npodunb ocTyna He HaAeH, KOMaHAa NbITaeTCs ero
€o34aTtb. MOXHO co3gaTb He 6onee 16 npodunei.

KomaHga c npedunkcom no yaanseT ykaszaHHbIi npodub JOCTyna 13 cnucka.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIi BBog, /[la

Bxo>xaeHue B rpynny (config-policy)

CuHoncnc (config)>  ip policy name>
(config)> no ip policy name>
AprymeHTbI AprymeHT 3HauyeHue OnucaHue
name Mpo¢unb poctyna|Ha3BaHwe npodunsa goctyna.
JlonyckaeTcs ucnonb3oBaHue
CVIMBOJIOB NlaTUHCKOro andaBuTa,
umdp, noguepkmBaHua n jeduca. He
6onee 32 CUMBOOB.
Mpumep (config)> ip policy Policy®
Network: :PolicyTable: Created policy "Policy0@".
(config)> no ip policy Policy0
Network: :PolicyTable: Removed policy "Policy0".
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.12 Job6asneHa komaHaa ip policy.
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naBa 3 OnncaHme KoMaHp,

3.61.1 ip policy description

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ha3HaunTb NpPor3BONbHOE onucaHre Npodunto Aoctyna B IHTepHeT.

KomaHga c nped1Kcom no cTMpaeT onncaHue.

Ja
Ja
Het

IP

(config-policy)>  description «description

(config-policy)> no description

AprymeHT 3HauyeHue

OnucaHue

description |CTpoka

MNpown3BonbHOe onvcaHmne Npodunsa 4ocTyna.
JlonyckaeTcs ncnosib3oBaHve CIMBOJIOB
natuHckoro andasuTa, undp,
noauvepkmeaHus n gedunca. He 6onee 256
CUMBOJIOB.

(config-policy)> description PolicyOne

Network: :PolicyTable:

"Policy0": updated description.

(config-policy)> no description

Network: :PolicyTable:

"Policy0": updated description.

Bepcus OnucaHue

2.12 JlobasneHa komaHgaa ip policy description.

3.61.2 ip policy multipath

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

BrnrounTb GyHKLMIO OAHOBPEMEHHOMO ncnosb3oBaHna WAN-nogkaoueHmin

B pexumMe 6anaHCUpPOBKU.

KomaHza c npedurkcom no oTkno4aeT GyHKLKIO.

Aa
Ja

Het

IP
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naBa 3 OnncaHme KOMaHA,

CuHoncuc I (config-policy)>  multipath

I (config-policy)> no multipath

Mpumep (config-policy)> multipath
Network: :PolicyTable: "Policy0": enable multipath.

(config-policy)> no multipath
Network::PolicyTable: "Policy0": disable multipath.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.14 JobasneHa koMmaHgaa ip policy multipath.

3.61.3 ip policy permit

OonucaHue Pa3peLumnTb Ucrnonb30BaHWe Npodusa ZocTyna Ansa rnobanbHoro nHTepoeiica.
Ecnv oguH npodunb AocTyna paspeLueH Ans HECKONbKMX MHTepdelicoB,
MOXHO yKa3aTb NPUOPUTET AN KAXAOro U3 HUNX.

KomaHga c npedurkcom no 3anpeLLaeT NCNob30BaHMe Npoduas JocTyna
A4Ns yKasaHHoro nHtepderica. Ecnm BBecTn KOMaHAy 6€3 apryMeHToB,
npodunb focTyna byaeT 3anpeLLeH 418 Bcex nHTepdencos.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun uHTepdderica IP

CuHoncnc (config-policy)>  permit global <interfaces[ order «orders]

(config-policy)> no permit [ global <interface ]

AprymeHTbI AprymeHT |[3HaueHue OonucaHue
interface |WHTepgeic MNMonHoe nmsa nHTepdeiica nnv NCEBLOHNM.
order Lenoe uucno MpuopuTeT rnobanbHoro nHTepdelrica, ans

KOTOPOro paspeLleH npodunb gocTtyna.
MoXkeT NprHMMaTL 3HaYeHna B npejenax
oT 1 80 65534, HO He 6onee, Uem

KONNYeCTBO rnobanbHbIX NHTephEencoB.

Mpumep (config-policy)> permit global L2TPO order 0
Network::PolicyTable: "Policy0": set permission to use L2TPO.

(config-policy)> no permit global L2TPO
Network: :PolicyTable: "Policy@": set no permission to use L2TPO.
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naBa 3 OnncaHme KoMaHp,

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.12

[JobaeneHa komaHaa ip policy permit.

3.61.4 ip policy permit auto

OonucaHue ABTOMAaTMYECKM pa3peLlaTb HOBble MOAKYEHWS AN Npoduns JoCTyna.
Mo ymonuyaHuo GyHKUMUS OTK/IOYEHA.

KomaHgaa c npedurkcom no yaansieT aBToMaTnyeckoe paspeLleHue.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncuc

I(config-policy)> permit auto

I (config-policy)> no permit auto

Mpumep (config-policy)> permit auto
Network::PolicyTable: "Policy0": set auto permission.

(config-policy)> no permit auto
Network::PolicyTable: "Policy0": set auto permission.

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.12

JobasneHa komaHaa ip policy permit auto.

3.61.5 ip policy rate-limit input

OnucaHune Jo6aBnTb NapameTpbl OrpaHNYeHNs BXOASLLLe CKOPOCTU ANS r106anbHbIX
nHTepdericoB Nnpoduna goctyna.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-policy)>

I (config-policy)>

rate-limit <interface> input (<rates | auto)

rate-limit <interfaces> no input
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT |(3HayeHue OnucaHwue

interface |WHTepgeric Wms rnobansHoro IP-nHTepdeiica ans
orpaHnyeHus Tpaduka rpynrnom
Ha3Ha4eHHbIX Npodune.

rate Lenoe 4ucno MpegenbHas CKOPOCTbL Nepeaayn AaHHbIX
B K6UT/C. MOXET MPUHMMAaTb 3HaYeHNs B
npezenax oT 64 g0 1000000.

auto Knoyesoe €080 |PexyM aBTOHACTPOKM.

(config-policy)> rate-limit WifiMasterl/WifiStation@ input auto
Network: :PolicyTable: "Policy0": set input rate limit to "auto".

(config-policy)> rate-limit WifiMasterl/WifiStation0® input 100000
Network: :PolicyTable: "Policy@": set input rate limit to "100000" »
kbps.

(config-policy)> rate-limit WifiMasterl/WifiStation® no input
Network: :PolicyTable: "Policy0": reset input rate limit.

Bepcus OnucaHve

3.05 [JobaeneHa komaHaa ip policy rate-limit input.

3.61.6 ip policy rate-limit output

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

[l06aBNTb NapaMeTpbl OrPaHNYEHNS UCXOASLLIE CKOPOCTU AN TN06aNbHbIX
nHTepdericos npoduna gocryna.

KomaHga ¢ npedunKcom no yaanset HacTPOnKy.
Ja

Aa

Het

IP

(config-policy)>  rate-limit <interface> output (<rate> | auto)

(config-policy)> no rate-limit <interfaces output

AprymeHT |3HauyeHue OnucaHwue

interface |WHTepgesic Wms rnobaneHoro IP-nHTepdeiica ansa
orpaHunyeHuns Tpadumka rpynnom
Ha3Ha4veHHbIX Npodunen.

rate Lenoe 4ucno lMpeaenbHasa cKopocTb Nepeaayvn AaHHbIX
B K6ut/c. MoXeT NpMHMMaTh 3Ha4YeHus B
npegenax ot 64 A0 1000000.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

AprymeHT |(3HayeHue OnucaHwue

auto KniwyeBoe cn0Bo |Pex1M aBTOHACTPOMKM.

(config-policy)> rate-limit ISP output auto
Network: :PolicyTable: "Policy@": set output rate limit to "auto".

(config-policy)> rate-limit ISP output 1000
Network: :PolicyTable: "Policy0": set output rate limit to "1000" »
kbps.

(config-policy)> rate-limit ISP no output
Network::PolicyTable: "Policy0": reset ouput rate limit.

Bepcus OnucaHue
3.05 JobasneHa komaHaa ip policy rate-limit output.
3.08 JobasneH aprymeHT auto.

3.62 ip route

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHTbl

[o6aBuTb B TabnMLy MapLUpyTU3aLMN CTaTUYECKUIA MapLUPYT, KOTOPbIA
3ajaeT NpaBuao nepegayun IP-nakeToB Yepes onpegeneHHbIl W3 an
ceTeBoW nHTepodelic.

B kKauecTBe ceT Ha3HauY