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BBegeHue

BBepeHme

JlaHHbIV CNPaBOYHVK COAEPXUT KOMaHZAbl ANA ynpasneHus ycrponcteom Launcher DSL
NnocpeAcTBOM MHTepderica KOMaHAHOW CTPOKU. 34eCb NPUBEAEH MOMHbIN CANCOK BCEX
LOCTYMHbIX KOMaHA,. Takxke yKa3aHbl NprIMepbl TOro, Kak UCMNo/ib30BaThk Hanbonee
pacnpocTpaHeHHbIe U3 3TUX KOMaHJ, 06Laa nHGopmaLms o B3auMOCBSA3N MeXAy
KOMaHAaMu 1 MPUHLMNMAAbHbIE OCHOBbI TOrO, Kak MX MCMONb30BaTh.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

JlaHHOe pyKoBOACTBO NpeHa3HauYeHo 4/1s CeTEBbIX aAMUHMCTPATOPOB UM CMELNANNCTOB
Mo BbIUNCINTENIBHOWN TEXHVIKE, OTBEUAIOLLMX 338 HAaCTPOWKY 1 nNogaepxkky Launcher DSL
Ha mecTe. OHO Takxe npegHasHayeHo A/1s onepaTopoB, KOTOpble ynpasastoT Launcher
DSL. JokyMeHT OXBaTbIBAET TEXHNUECKME NPOLLeAyPbl MOAAEPXKKM BbICOKOTO YPOBHS ANS
root-aAMVHNCTPATOPOB U COTPYAHNKOB TEXHUUECKO noaaepxxku Launcher DSL.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic

CTPOKOM KOMaHgzHo ctpoku Launcher DSL, ee nepapxuyeckyto
CTPYKTYPY, YPOBHU aBTOPM3aLNL 1 BOSMOXHOCTU
CNpaBKwu.

OnncaHve KOMaHA AndaBUTHbIN CMNCOK KOMaHJ, KOTOpble MOXHO BBOANTb

B KOMaHAHOM CTpoke Ansa HacTpoliku Launcher DSL.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLme o603HaueHUs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JNnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.
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I <(3aMEHSEMBIN 3JIEMEHT>

JnemMeHTbI B YrnoBbIX cKobkax nognexaTr
3aMeHe.

x|lyl2 Obs3aTenbHble aflbTepHATUBHbIE KNKO4YeBble
C/1I0Ba rpynnmMpyroTCsa B KPYr/bIX CKOBKaxX 1
pas3AenstoTcs BepTUKanbHOM YepTon.

x|y]z Heobs3aTenbHble anbTepHaTUBHbIE

KntoYueBble CNoBa rpynnupytoTcs B
KBaApPaTHbIX CKOBKaXxX N pasfensoTcs

BEPTUKaNbHON YepToN.

OnuncaHme KaxAoM KOMaH/bl paszeneHo Ha

cneayoLime nojpasgensi:

OnwncaHwe OnuncaHve TOro, YTO KOMaHAa Aenaer.
CuHoncuc O6wuin opmaT KOMaHAbI.
MNpedwukc no B03MOXHOCTb MCMONL30BaHWSA B KOMaHe

npedukca no.

MeHsieT HacTponKu

CNocobHOCTb KOMaHAbI MEHATbL HACTPOIKN.

MHOrokpaTHbIi BBOA

BO3MOXHOCTb M HOrokpaTHOro Beoja
KOMaHAbl.

BxoxzaeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KOoMaHgaa. Ecam rpynnel HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodelica

Tun nHTepdeiica, Ha KOTopbIA BAVAET
KomaHga. Pasgen He oTobpaxaeTcs, ecau
JAAHHBIA KOHTEKCT He MMeeT CMbIc/1a ANs
KOMaHZbl.

NHTepdelickl, ncnonb3yemble B CUCTEME, U
OTHOLLEHUS MeXAY HAMW MOKa3aHbl Ha
Anarpamme Hmxe.

AprymeHThI

ApryMEHTbI, eC/in eCTb, N NMOACHEHNA K HNM.

Mpumep

NnntocTpauus Toro, Kak KOMaHAa BbIFNSANT
npwv Bbi3oBe. NocKoNbKy NHTepdenc NpocrT,
HeKOTOopble MPUMEPbI OYEBUAHbI, HO OHU
BK/IFOYEHbI ANS ACHOCTW.

MpymeYaHus, NpesynpexaeHns N NpeAocTepexeHs NCNob3yoT caeayoLume

0603HaueHus.

MpnmeyaHue:  O3HadaeTt "umTatesb, NPUMU K CBeAeHUI". lNpnMeyvaHunsa cogepxxaT
nose3Hble COBETLI UM CCbUTKX Ha MaTepuaibl, He cojepKalimecs B
JaHHOM cnpaBoYHMKe.

MNpepyrnpexxaeHe:

O3HauaeT "4unTartenb, BHMMaHMe!". Ballun 4eNcTBmS MOTYT NPUBECTU K

noBpexaeHnmto O60pyAOBaHI/IFI nnan noTtepe AaHHbIX.
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3.106.4 ndns get-bBooKed ..........cccooviiiiiiiiiieieic e 434
3.106.5 Ndns get-update ... 435
B.T07 NECE oottt e ettt e e e s e e e e 437
3.107.1 NECE@ AEDBUG ..o 438
3.107.2 ntce MeMOrY-WatCREr ........cccooviviiiiiiiiiiieieie s 438
3.107.3 ntce qos category Priority ..........cooooriiiiiiiiiiiiiii 439
3.107.4 ntceqosenable ............ooooiriii 440
3.107.5 ntce upstream rate-limit iNput ...........coooiiiiiiiiiiiiiin 440
3.107.6 ntce upstream rate-limit output ..................cccc, 441
3L T08 NP i et e e et ettt e e e et e eaeb e e eeeees 442
3.109 NEP MASEEE ..ottt e et e e e e et e e et e e e e ean e e eanan s 442
B.TT0 NEP SEIVEL ..ottt e e e e ettt e e e e e e e eeeb b e e e eeeeeeabbraseeeeeaenennnas 443
N I I 1 1« Yo 1V ] o PP UPPPPTRUPPPRRPPPRt 443
3112 NEP SYNC-PEIIOA ..o 444
3.113 0BJECE-GrOUP P .ooiiiiiiiiiiiiii 445
3.113.1 object-groupipexclude ... 445
3.113.2 object-group ipinclude .............ccccciiiiiiiiiiii, 446
3114 0pKG CRr0o0t ..o 448
3015 OPKG AiSK oo, 448
3.116 0pKg dNS-0VErride .........ooooiiiiiiiiiiiiiii 449
317 OPKG INILIC oo, 449
3.118 OPKG LIMEZONE ... s e e s 450
3.119 ping-check profile ..., 451
3.119.1 ping-check profile host ... 452
3.119.2 ping-check profile max-fails ................ccccceii 453
3.119.3 ping-check profile Min-SUCCESS ..........ccooiiiiiiiiiiiiiiiiiee e, 453
3.119.4 ping-check profilemode ....................cc 454
3.119.5 ping-check profile POrt ... 455
3.119.6 ping-check profile POWEer-CyCle ..........ccoovviiiiiiiiiiiiiiiiiricie e 455
3.119.7 ping-check profile timeout ................. 456
3.119.8 ping-check profile update-interval ..............ccooooiiiiiiiiiiiiiiiiierccn 457
3.119.9 ping-check profile Uri ..........cccoiiiiiiiiiiiee 457
N 2 O+ T 1 OO OPPPRRPPPPRINN 458
3.T27 PPPOC PASS ..uieeiiiiiiiiiiiieeeeetttttii e e e e ettt e e e e et ta bt e e et teebt e e e e e et eeatbraeeaeaeees 459
3122 PLINEEE oo nnn 459
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3.122.1 printer bidirectional ..............cccooiiiiiiiiiiiiii 460
3.122.2 Printer debUQ ... 461
3.122.3 printer firmMWare .........ooooovvviiiiiiieee 461
3.122.4 PrINEEY NAME ..oeeeeeeeeeeeeeeeeeeee e e e e e e e e e e e e e e e e e e 462
3.122.5 PHINEEE POIt ...oeiniiiiiii s ssnsnnnn 462
3.122.6 printer status-polling ..ot 463
31227 PHINEEE LY PO oo 463
3.123 SChEAUIE ... s 464
3.123.1 schedule action ...........cc..ooiiiiiiiiiiii e 464
3.123.2 schedule description ... 465
3.123.3 schedule led ... e 466
3124 SEIrVICE @fP oo 466
3.125 SEIVICE €IS oo e e e e e ee e 467
3.126 SEIVICE TNCP .o 467
3.127 service dNCP-relay ..., 468
3.128 SErVIC@ AINA ... 468
3.129 SEIVICE UNS-PrOXY ..oooiiiiiiiiiiiiiiiiii e 469
3.130 SEIVICE FEP oo 469
S BC N -1 oV (ol 11 1 o T 470
3.132 SEIVICE IgMIP-PrOXY ..o 470
3.133 service internet-CheCKEer .........ccccoiiiiiiiiiiiiii s 471
3134 SEIVICE IPSEC ..o 471
3.135 service KabiNet ... e e 472
3.136 SEIVICE MANS ..o e e e s e s e e e e e s e e e e e e e e e e e e e e e as 472
3.137 SEIVICE MWWS ooiiiiiiiiiiiiieee ettt e e e e e ettt et e e e e e sttt e e e e e e s sttt b et e eeeeesnnarebeeeeeeens 473
3.138 SEIVICE NECE ... 473
3.139 SEIVICE NEP oo 474
3.140 SEIVICE SNIMP .o e e e e e e e e e s e s e s e s e s e s e s e e e s e s e e e e e s e s e seseaaaeaeaananns 474
3147 SEIVICE SSI e e e e e e 475
3.142 SEIVICE SSEP-SEIVEI ... 475
3.143 SErVICe teINEt .....oooiiiii e e e e e 476
SR 27T V) (ol I o -1 1 | 476
S B Y-] oV (ol T e [+ )T T 477
3.146 SEIVICE UPNP oo 477
3.147 SEIVICE VPN-SEIVEL ...ccciiiiiiiiiiiiiiiiiiiie et e e e e e e e e e e e e e eeeees 478
BLTA8 SO s 478
3.148.1 SHOW QCCESS .....eeiiiiiiiiiieiiiee ettt ettt e e e e st e e e e e s e aanbreneeas 478
3.148.2 SROW @CIM@ ..ot 479
3.148.3 ShOW afP oo 480
3.148.4 shoW assOCIatioNs ..........coooeiiiiiiiiiiiii 481
3.148.5 ShOW BULLON .....oooiiiiiiiiiiiiiiiee et e e 482
3.148.6 show button bindings ... 483
3.148.7 show button handlers ..............ccccccciiiiiiiiiii 484
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3.148.8 show chilliprofiles .............oooiiiiii 487
3.148.9 ShOW CifS ..o e e e s 487
3.148.10 show clock date ...........cccceviiiiiiiiiii 488
3.148.11 show clock timezone-list ..............ccccviiiiiiiiiiiii e, 489
3.148.12 show components Status ...........cccccceviiiiiiiiiiiiii 490
3.148.13 show configurator Status ............coooeiiiiiiiiiiiiiiie e 490
ST S B ] Lo T ol =T [ 491
3.148.15 show cryptoike Key ... 499
3.148.16 ShOW CrYPto MAP ...ooooiiiiiiiiiiiiiiii e 500
3.148.17 ShoW defaults ..........coooiiiiiiiiiiii e 501
3.148.18 ShOW dIN@ ....ouiiiicc s 502
3.148.19 SHOW ANS-PrOXY ..cooieieeiieieieeeeeeeee e e e e 502
3.148.20 show dns-proxy filter presets ...........cccccciiiiiiiiiiiiiiiii, 504
3.148.21 show dns-proxy filter profiles ..........cccccoviiiiiiiiiiieeeee 506
3.148.22 show dpn dOCUMENT ........cooiiiiiiiiiiiiciecesee s 506
3.148.23 ShOW dpn LISt ... 508
SR 73S 2 VoY1V e [o ] B 510
3.148.25 SROW AFIVEIS ..oooveiiiiiiiiceie e e e e et e e e e e e e e eaaaaaaes 510
3.148.26 show dyndns UPdaters ...........cccccciiiiiiiiiiiiiii 511
3.148.27 show easyconfig Status ...........cccooiiiiiiiiiiiii e 512
3.148.28 show eula document ............cccciiiiiiiiiiii 513
3.148.29 ShoW @UIA TSt .....ouuuniiiiiiiiici e e e e e 514
3.148.30 ShOW iNterfacCe ..........ccooiiiiiiiiiiiiiiii e 515
3.148.31 show interface antennas ...........ccccccviiiiiiiiiiiiiiicii e 517
3.148.32 show interface bands ..............ccccccciiiiiiiiiiiii 518
3.148.33 show interface bridge ... 519
3.148.34 show interface Cells ........cooovviviiiiiiiiiiieec e 520
3.148.35 show interface channel-utilization rrd ................cc..ooiiiiiiii e, 521
3.148.36 show interface channels ..................ccccccciiiiiiii 523
3.148.37 show interface chilli ................cccooiiiii i 524
3.148.38 show interface country-codes ...........ccccceriiiiiiiiii 525
3.148.39 show interface dsl disconnect-report ............ooeeeiiiiiiiiiiiiiiiiieeeeee, 526
3.148.40 show interface Mac ............cccccciiiiiiiiiiiii 527
3.148.41 show interface NAME-SEIVEI ...........ccooiiiiiiiiiiiiiiiiiee e 528
3.148.42 show interface OpPerators ...........coooovvviiiiiiiiiiiiiiiiieie e 529
3.148.43 show interface rf @2p ... 531
3.148.44 show interface rrd ..........ccccccvvviiiiiiiiiii e 533
3.148.45 show interface spectrum rrd ... 535
3.148.46 show interface stat ..........cccceeeiiiiiiii 537
3.148.47 show interface traffic-counter ..................oooiiiiiiiii e, 538
3.148.48 show interface WPS Pin .........ccceiiiiiiiiii 538
3.148.49 show interface Wps Status ............cccciiiiiiiiiiii 539
3.148.50 show interface zerotier PEErs ..........cccoovvviiiiiiiiiiiiiiiiieieiersiesere e 540
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3.148.51
3.148.52
3.148.53
3.148.54
3.148.55
3.148.56
3.148.57
3.148.58
3.148.59
3.148.60
3.148.61
3.148.62
3.148.63
3.148.64
3.148.65
3.148.66
3.148.67
3.148.68
3.148.69
3.148.70
3.148.71
3.148.72
3.148.73
3.148.74
3.148.75
3.148.76
3.148.77
3.148.78
3.148.79
3.148.80
3.148.81
3.148.82
3.148.83
3.148.84
3.148.85
3.148.86
3.148.87
3.148.88
3.148.89
3.148.90
3.148.91
3.148.92
3.148.93

show internet Status ...........cccccoiiiiiiiiiiiiiie e 542
SO P AP e 542
show ip dhcp bindings ............cccocviiiiiiiiiiiii 543
ShOW ip dRCP POOI ... 544
SROW P FEP oo 545
SROW iP ROESPOL ...oooiiiiiiiiiiiiiiii e 545
ShOW ip hOtSPOL rrd ......cooviiiiiiiiiiiiii 547
show ip hotSpot SUMMAKY ... 549
SROW iP hEtP PrOXY ..o s 551
show ip http webdav ... 551
SROW iP NAME-SEIVEN .......cooviiiiiiiiiiiiiii e 552
SROW P Nat L 553
ShOoW ip NEIGhBOUN ..........iiiiiiiiiiiiiiiiiiii e 554
SROW P POLICY ..o 555
ShOW P roUte ..o 558
SROW P SEIVICE ..o 561
] 1 Lo YT T« = o PP PRPRPRPRPPPRIR 562
SHOW iPV6 adAreSSES .........ouviiiiiiiiiiiiiiiiiiiiiiiii e 563
show ipv6 dhcp bindings ...........ccociiiii 564
ShOW ipV6 Prefixes ... 564
SROW IPV6 FOULE .....cooiiiiiiiiiiiiiiiicc e 565
SROW iPV6 SUDNELS .....ooooiiiiiiiiiiiiiiiiiie e 566
show Kabinet StatUus .............oooiiiiiiiiiiiiie e 567
show last-Change ... 567
ShOW L@ .. 568
Show led bindings .............oouiiiiiiiiiiiiiiiiiii e 569
show led coNtrols ..........cccooiiiiiiiiiiiii e 572
SNOW 10Q . 575
ShOW Media .....oeeiiiiiiii e 576
show mws associations ... 577
show mws candidate ...........ccccoiiiiiiiiiiiiii 578
SROW MWS 10G .. 579
ShOW MWS MEMDBEK ......ooiiiiiiii e 579
SROW NANS ..ot 581
ShoW Netfilter ..o 581
show nextdns availability ... 582
show nextdns profiles ..........ccccccvviiiiiiiiiiii 582
show ntce applications .................euiiiiiiiiiiiiiiiii 583
show ntce attributes ............cccoiiiiii 585
SROW NECE GrOUPS ..o 588
SROW NECE GrOUPSELS ...ocoviiiiiiiiiiiiii 594
ShOoW NtCe hOSES ..o 595
SHOW NECE OSES ...t et e e e e e 600
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3.148.94 SROW NCE SEALUS ...oooiiiiiiiiiiiiiii e e 601
3.148.95 ShOW NP StAtUS ....ooooiiiiiiiiiiiiiii e 603
3.148.96 show PIiNG-CheCK .........cccoiiiiiiiiiiiiiiiiiiic e 603
3.148.97 ShOW PFrINEEIS ....oeiiie s 604
3.148.98 ShOW PrOCESSES .....ouuuuiuiiiiiiiiiiieiiisssissssssssss s ssssnnsssnsnsssnnns 605
3.148.99 show running-config ... 606
3.148.100 ShoW SChedUle ..........c..oiiiiiiiiiiiiee e e 609
3.148.1071 SROW SEIf-T@St ... 610
3.148.102 SHOW SIt@-SUIVEY .........uuiuiuiuiiiiiiiiiiiiiiiiiiiiiiieeaieaeaaieranennnnnanerenanenenananeraranane 610
3.148.103 show skydns profiles ... 612
3.148.104 show skydns userinfo ............ccooovviiiiiiiiiiiiiiiiicic e 612
3.148.105 ShOW SNIMP VIEW ..o 612
3.148.106 show ssh fingerprint ................cciiii 613
3.148.107 show ssh SFEP ..o 613
3.148.108 SROW SSTP-SEIVEK ......coiiiiiiiiiiieieiiieieisisssssssssss s s s s s nnas 614
3.148.109 SROW SYSTEIM ..o 615
3.148.110 show SYStem COUNTIY ......cooovviiiiiiiiiiiiiii e, 615
3.148.111 Show SyStem CPUSEAt .......ccooiiiiiiii s 617
3.148.112 ShOW SYSEtE@M Zram ..........ccciiiiiiiiiiiiiiiiiiic e 618
3.148.113 ShOW tAQGS .ooieiiiiiiiiiiiiiiiiieeeeeeeee ettt 618
3.148.114 ShOW threads ...........cooceiiiiiiiiiiiii e 619
3.148.115 ShOW torrent Status ........ccoooiiiiiiiiiiiiieeeecee e 620
3.148.116 show upnp redirect ..........ooeviiiiiiiii 620
3148117 ShOW USD .o 621
3.148.118 SROW VEISION .ottt et e e e s ee e e e e e 622
3.148.119 SROW VPN-SEIVEL ..., 623
B.T49 SKYANS ...oiiiiiiiiiiiiiiiti ettt bbbttt bttt bbbt ennbabnnnnes 624
3.149.1 SKYANS @SSIGN ..o 624
3.149.2 skydns check-availability .............cccccccciiiiiiiiiiiii 625
3.149.3 SKYANS TOGIN ... 625
3.149.4 skydns PasswWord ..........ccccoiiiiiiiiiiiii 626
B.T50 SIMIS oot e ettt e e e ettt et e e e e et e e bt e e e e e e e erabrn e as 627
3.150.1 SMS deI@ ..o e 627
3.150.2 SMS TSt oo 628
3.150.3 SMS FEAU ....eeeeiiiiiiiiee ettt e ettt e e e s et e e e e e st eeeeens 630
3.150.4 SMS SENA ..o 631
3.15T SAMP COMMUNILY .oooiiiiiiiiiiii e 631
3.152 SAMP CONEACT ..coiiiiiiiiiiiii ittt e e et e e et b e e e e e eeeeenebraeeeeeeeees 632
3.153 SNMP TOCALION ...ouiiiiiiiii s 633
3154 SNIMP VIBW <.oeeiieeeeeeeeeeeee e e e e e s e e e s e s e e e s e s e e e s e e e e e s e e e e e e e s e aeaeaeaenns 633
3.155 SNMP VIEW @XCIUAE .....oovniiiiciciccccce s 634
3.156 snmp view include ... 635
R o A 11 o« T =] V=T ST PPP P PPPPRN 635
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3.157.1 sstp-server allow-bridging .................ccccccciiiiiiii, 636
3.157.2 sstp-server dhCp route ... 636
3.157.3 sstp-serverinterface .............cccccciiiiiiiiiiii 637
3.157.4 SSEP-SEIVEN IPVOCP ..o e e e e e e e e e e e e e e e e e 638
3.157.5 SStP-Server ICP €ChO .......cooovieiiiiiiieieieeeeee s 638
3.157.6 sstp-server ICp forCe-Pap ....cccoooioiiiiiiiiieeeeeeee e 639
3.157.7 SSEP-SEIVEY IMIFU ....ouiiiiiiiiiiiiiiieeeiiii e e ettt e etetieeetttaeeertraaeerernseeresneeerernneenees 640
3.157.8 SSEP-SEIVEI MEU .....oiiiiiiiiiiiiiiiie ettt e e e re et e e e e e e e eenbne s 640
3.157.9 sstp-server Multi-login ............cccooiiiiiiiiiiiiiii 641
3.157.10 sstp-server pool-range ...t 641
3.157.11 SStP-SEIVEr SEALIC-IP ....ovvuvuiiiiiiiiiiiiii bbb 642
3158 SYSEOIM oot e e ettt e e et e e e eeeereees 643
3.158.1 System BULLON ......cooooiiiiiiiiiii 643
3.158.2 SYStem Caption ......ooooiiiiiiiiiiii 645
3.158.3 system CloCk dat@ ..........cccooveviiiiiiiiiiiiiiiicisi s 645
3.158.4 system clock tiMeZONE ... 646
3.158.5 system configuration factory-reset ............ccccceeviiiiiiiiiiiii, 646
3.158.6 system configuration fail-safe commit .................... 647
3.158.7 system configuration fail-safe keep-alive ............ccooovviiiiiiiiiiiiiiiiieieee, 647
3.158.8 system configuration fail-safe rollback ........................ 648
3.158.9 system configuration fail-safe timer ..................ooooeeiiiiii 648
3.158.10 system configuration SAVEe ............ccooiiiiiiiiiiiiiiiiiieee e 649
3.158.11 SYSEE@M COUNLIY ..o e et e e e e e eaae e eeennas 649
3.158.12 System debUQ .....ccooeeeeieeeeeeee 650
3.158.13 system description ............cccceiiiiiiiiiiiii 651
3.158.14 system dOmaiNNaMI@ ... 652
3.158.15 SYSTEIM EJECT ....ouvuiiiiiiiiii s 652
3.158.16 system hostname ... 653
3.158.17 SYSteM @d .....oooeiiiiiii s 654
3.158.18 system led power schedule ...........ccoooiiiiiiiiiiiiiii s 655
3.158.19 system led power shutdown ............cccccccvviiiiiiiiiiiiiiiiiiieeeeeeeeee e 655
3.158.20 SYStemM 10g ClEAr .......ccooeiiiieieeeeeeeeeeeee 656
3.158.21 system 1og reduction ............coooevviiiiiiiiiiiiiii 656
3.158.22 SYStemM l0Qg SEIVEK ....cooiiiiiiiiiiiei 657
3.158.23 SYStemM 10Q SUPPIESS ...ccooiiiiiiiiiiiiiiiiiiiiiieceeeeeee e e e e e e ee e 658
3.158.24 SYStE@M MO ... 658
3.158.25 SYSteM MOUNT ...oooeiiiiiiiiiiiiiiie et eerte e e et e e et e eerene e eenenaneees 659
3.158.26 system ndss dump-report disable ................. 660
3.158.27 SYStEM FEDOOL ... s 660
3.158.28 SYSEEIM S ...oiiiiiiiiiiiie et e et e e e e e eeenea 661
3.158.29 SYSTEIM SWAP ..ccovvuiiiiiiiiieiiiieeetiiie e ettt eetetueeetetaeeertraeeereraaseeresnaseresnanaenees 662
3.158.30 system trace lock threshold ................... 663
3.158.31 system usb power schedule ...........ccccccciiiiiiiiiiiiiii 664
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3.158.32 system usb power shutdown ................cccccciiiiiiiii, 664
3.158.33 SYSTEIM ZFAIM .ooeiiiiiiiiieiiiiiiiite ettt e e et ettt e e e e e e e ebb e e e e e eeeenennnaas 665
BU159 B0OIS ..ot e e e e et e e e e e e e et eeeeeeeas 665
3.159.1 tOOIS @rPING ooeeeieeeieieeeeeeeeeeeeee e 666
3.159.2 TOOIS PING ooiiiiiiiiiiiiiii 667
3.159.3 t0OIS PING6 ..o 668
3.159.4 £0OIS traCeIrOULE .......cceeeiiiiiiiiiei e e e e e e 670

S ST O I o] ¢ =1 o | TP P TP UOPPPPPPPRPNN 672
3.160.1 torrent dir@CtOrY ....ooooviiiiiiiiiiiii 672
3.160.2 tOrrent PEEIr-POIt ......cccooiiiiiiiiiiiiiie ettt e e e e rreebe e e e e e eeenneas 673
3.160.3 £OrreNt POLICY .....ouuiiiiiiiiiiiiiissr s 673
3.160.4 LOrr@NE rESEL ....oooiiiiiiiiiie et 674
3.160.5 tOrrent FPC-POIt ......cooiiiiiiiiii ettt e et e ettt e e eeaaa e e eeeaaeeeeanas 674
BUTBT HAPXY oo 675
3.161T.1 UdPXY BUFFEI-SIZ@ ... s 675
3.161.2 udpxy buffer-timeout ... 676
3.161.3 udpXy iNterface .........ooooeviviiiiiiii 677
31674 UPXY PO ..o 678
3.161.5 udpxy renew-interval .............ccccooiiiiiiiiiiiiii 678
3.167.6 UAPXY tIMEOUL ....cooiiiiiiiiiiiiiiii 679

ER NSV VT 1] o] o 1TZ- ] o IR 679
3.163 UPNP JAN s 680
S L7 VT o g T oI =T 11 =Y ot 681
R ST ¥ 1Y -] PP PP UPPPPPPPPTRTI 682
3.165.T USEF NOMI@ ...t e et e e e e e e s eeeeens 683
3.165.2 USEK PASSWOIRA ... 683
3.T65.3 USEE TAQ ..uuiiiiiiiieiiiii ettt ettt e ettt e ettt s e eetb s eeetra s e ettt s eeetba s eeraaa e eenrraaaes 684
3.166 USSH SENE ..o 687
31607 VPN=SEIVEL ...ttt ettt e e ettt e ettt e e ettt e ettt e e eeetaa s eersnaseeetnasseersnasseenrnnnsees 687
3.167.1 vpn-server dhCp FOULE ... 688
3.167.2 vpN-server iNterface ..........cccoooviiiiiiiiiiiiiiii s 688
3.167.3 VPN-SEIVEF IPVOCP ..cooiiiiiiiiiiiiiiiieiee e 689
3.167.4 vpn-server Icp echo ..........cccoiiiiiiiii 690
3.167.5 vpn-server 1ockoUut-poliCy ........cooooiiiiiiiiiiiiiiiie 691
3.167.6 VPN-SEIVEY MPPE ....ooiiiiiiiiiiiiieeettiiieeetttieeeettneeeettneerrtnaeertnseerrrnaseeerrnaneeees 692
3.167.7 vpn-server mppe-optional ..o 692
3.167.8 VPN-SEIVEE MU ....oviiiiiiiiiiiiiieeetiiieeetiiie e ettt eettinseetatneeersnnseeernaseeesnnseeennns 693
3.167.9 VPN-SEIVEI MEU ....oiiiiiiiiiiiiiiiie ettt e e e ettt e e eeeeerenbn e 693
3.167.10 vpn-server Multi-login ..........ccooviiiiiiiiiiiiic 694
3.167.11 VPN-Server POOI-FraNge ...........coooiiiiiiiiiiiiiiiiiiiiiiiieieeeeeeeeeee et 694
3.167.12 VPN-SErVEr StatiC-iP ..oooooveieiiieieieeeee e 695
TIIOCCAPUIM ...ceeeeeeieeeeiccneieccnetecsnnesessanesssnssesssnssssssnsssssssassssnssssssnssssssnsssssnsassssnssssssnsssssns 697
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MpunoxxeHne A

MNePapXUA HTEPPEUICOB .....cccccvuereerrnerecsnrecssesesssnssesssnssssssnsssssassssssnssssssnssssssnsssssasassssnsnss 715
Mpuno>xeHve B
CNPaBOUYHMK KOMAHL, NVOX .....niiiiiiiiiiiiiiiiinnnneeeteeeeiiiisisssssssssseeseeeesssssssssssssssssees 717
BT MVOX oottt e e e s a e 718
B.2 NVOX €all-hiStOry ClEAr ..............oouuiiiiiiiiiiiiiiiiiiiiie et eeeeeeeees 718
B.3 nvox call-history delete-call ................ouuiiiiiiiiiiiiiiiiiiiiiiiiiii e 719
B.4 NvoX call-hiStory dir@CtOry ...............ouuiiiiiiiiiiiiiiiiiiiiiiiiiiiiieie ettt eeeeeeeeeeeeeeeeees 719
B.5 NVOX call-RiStory dUMP ........oooiiiiiiiiiiiiiiiiiiiiiiieieie ettt eeeresereressrererene 720
B.6 NVOX Call-hiStory filter ..............ooomiiiiiiiiiii e eeeeeeeees 720
B.7 nvox call-history handset-edit .................oooviiiiiiiiiiiiiiiiiiiiiiiiiiiee 721
B.8 nvox call-history length ... 722
B.9 NVOX AECEDASE .....oooiiiiiiee e e e 723
B.9.1 nvox dect base early-encryption ............cccccooiiiiiiiiiiiiiiie 723
B.9.2 nvox dect base enCryption ................ouuviviviiiiiiiiiiiiiriiiiiriierererererere ... 724
B.9.3 nvox dect base handset-delete ...............ccoouiiiiiiiiiiiiiiiiiiiiiiiiieieeeeeeee 724
B.9.4 nvox dect base handset-Paging .............ccccuvviiiiiiiiiiiiiiiiiiiiiiriiereierereree. 725
B.9.5 nvox dect base handset-poll-interval ..................ccccciiiiiiiiiiiiiiiiiiiiiieeeeeeee 725
B.9.6 nvox dect base handset-regiSter .............ccoccuvviuiiiiiiiiiiiiiiiiiiiiiiiiii, 726
B.9.7 NvOX deCt BAsS@ PN .........ouiiiiiiiiiiiiiiiiiiiiiii e 726
B.9.8 NVOX deCt BAS@ rEPEALEI ...........uuuuiuiiiiiiiiiiiiiiiiiie bbb 727
B.10 NVOX deCt RANASEL ..........oiiiiiiiiiiiiiiiiiiiiiie ettt eeeeeeeeeeeeeeeee 728
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O630p NpoAYyKTa

1.1 AnnapaTHoe obecneyeHue

Mpoueccop

OnepaTtuBHasa namatb 128MB DDR2 (on-die)

DSL AFE

dnew-namaTb

Ethernet

DSL

UsB

Wi-Fi

EcoNet EN7556N (ADSL2+/VDSL2)

EcoNet EN7512U MIPS® 34Kc 700MHz

128MB SPI-NAND: Kioxia TC58 CVGOS3HRAIJ, Winbond 5N01GVZEIG, Nuvoton

XT26G01CWSIGA

MopTbl Mukpocxema MpnmeyaHus
4 VHTerpnpoBaHHas

MeTtka CkopocTb MpnmeuaHus
0 1000 MéwuT/c Mopt WAN

1 100 M6éuT/c

2 100 M6éuT/c

3 100 MéuT/c

MeTtka CKopocTb MpunmeuaHus
1

MeTka CkopocTb MpnmeuaHus
1 USB 2.0

YacToTHbIVi | Mnkpocxema MpnmeyaHus
AvanasoH

24T1Ty MediaTek MT7592N 802.11bgn 2x2
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B 3701 rnaBe onuncaHo, Kak Nosib30BaTbCA MHTepdeicom komaHaHoM cTpoku (CLI) Launcher
DSL, ero vepapxuueckas CTpykTypa, YPOBHM aBTOPM3aLnM 1 BOSMOXKHOCTY KOHTEKCTHOM
NOACKa3KW.

OcHOBHOe CpeAcTBO yrpaBaeHns MapLpyTmnsatopom Launcher DSL — 3To nHtepdeinc
KOMaHZAHo cTpoku (CLI). HacTpoikmn cncteMbl NOAHOCTLIO ONUCLIBAOTCSA B BUAE
nocnefoBaTe/lbHOCTM KOMaHZA, KOTOPble HY>XHO BbINO/HUTb, YTOObI MPUBECTU YCTPONCTBO
B 3aZ,laHHOE COCTOsIHMeE.

Launcher DSL nmeeT Tpu BUAa HaCcTpoek:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapToBble HaCTPOWKM startup config 3T0 Nocnef0BaTeNIbHOCTb KOMaHA, KOTopast
XPaHWUTCA B CreLManbHOM CEKTOpPEe SHEProHe3aBNUCMOiA
NamaTy 1 NCMONb3YeTCs AN UHULMANN3aumnm CUCTeMbI
HernocpeACTBEHHO NOC/Ie 3arpy3Ku.

Hactporikm no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3anuCbIBaOTCA NPy Npom3BoAcTBe Ha Launcher DSL. RESET
Ha Kopryce No3Bo/IeT COPOCUTbL CTAPTOBbIE HACTPOKN Ha
3aBojcKue.

®ainbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUYHYHO, 6e3
y4acTust KOMaHAHOW cTpoKK. MNpu 3TOM ciegyeT MOMHUTb, YTO CTPOKM HauMHatoLmecs ¢
! MITHOPUMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN04EHbI B 4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.
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2.1 BBoAg KOMaHA4 B KOMAaHAHOW CTpoKe

KomaHaHbI nHTepnpetaTop Launcher DSL pa3paboTaH TakiM 06pa3oM, YTobbl UM MOT
NONb30BaTbCA Kak HAYMHAKLLNIA, TaK W OMbITHbIM NONb30BaTeNb. Bce KOMaHAbI U
napamMeTpbl MMEIT ACHbIE 1 Nerko 3anoMUHaKLLMeCs Ha3BaHWS.

KomaHZAbl pa36buTbl Ha rpynmnbl 1 BbICTPOEHbI B epapXuto. Taknm o6pasom, Ans
BbINOHEHWNS KAKOK-1M60 HACTPOIKIN NONBb30BaTENIO HY>HO NocneAoBaTe/IbHO BBECTH
Ha3BaHWs BNOXEHHbIX rPYMN KOMaHZ, (Y310BbIX KOMaHZA) 1 3aTeM BBECTU KOHEUHYHO
KOMaHAy ¢ napameTpamu.

Hanpwumep, IP-agpec ceTeBoro nHTepderica Dsl0 3agaeTca komaHgol address, koTopas
HaxoawuTcsa B rpynne interface - ip:

(config)>interface Ds10 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa, B rpynny

HekoTopble y3noBble KOMaHAbl, cogepKaLle Habop JoUYepHUX KOMaHZ, NMO3BONSIOT
MO/Ib30BaTE/0 BbIMOMHUTL «BXOA» B FPYMMy, YTO6bl BBOAUTL AOYEPHME KOMaHABI
HenocpeACTBEHHO, He TpaTsA BpeMsl Ha BBOZA MIMEHW y3/10BOM KOMaHAbl. B 3ToM cayyae
MeHSeTCA TeKCT NpUraaLleHns KOMaHAHOM CTPOKK, YTO6bI NONb30BaTe b BUAEN, B KAaKOW
rpynne oH HaxoAnTcs.

JobaBneHa koMaHAa exit nnr no HaxxaTuro KombuHaumm knasuwl [Ctrl]+[D] BbiInonHsieTcs
BbIXOZ, 13 rpynnbl.

Hanpumep, npu Bxoge B rpynny interface npurnalieHne KOMaHAHOM CTPOKW MeHsAeTCs
Ha (config-if):

(config)>interface Ds10

(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 /icnosib30oBaHMe CNpaBKU U
aBToOA0MNoJ/IHeHUA

34

[lna Toro 4to6bI caenaTh NPOLLECC HACTPOMKM MaKCUManbHO YAO6HbLIM, MHTepdenc
KOMaHZAHOW CTPOKN nMeeT GYHKLMI0 aBTOA0MOMHEHNS KOMaHA 1 NapamMeTpos,
noAcKkasblBas ornepaTopy, Kakme KOMaHAbl AOCTYMNHbI Ha TekyLLleM YPOBHE B/IOXKEHHOCTMU.
ABTOZ0MONHEHMe paboTaeT No HaxaTuo Knaeuwmn [Tab]l. Hanpumep:

(config)>in[Tab]
interface - network interface configuration

(config)> interface Gi[Tab]
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Usage template:
interface {name}

Variants:
GigabitEthernet0
GigabitEthernet0/Vlanl
Ds10

(config)> interface GigabitEthernetO[Tab]

Usage template:
interface {name}

Variants:
GigabitEthernet0/Vlanl
Ds10

(config)> interface GigabitEthernet@[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLeil KOMaHge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface Ds10 [Tabl]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
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ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface Ds10

2.3 NMpedunkc no

I'Ipeq>|/||<c NO NCNONBb3YeTCA AN1A OTMEHDbI ,Cl,eIZCTBI/Iﬂ KOMaHZAbl, nepes KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHaa interface oTBeuaeT 3a co3jaHMe ceTeBOro MHTepdeica c 3ajaHHbIM
nmeHeM. Npedrkc no, NCnonb3yeMblii C 3TON KOMaHAOW, Bbl3biBaeT 0bpaTHoOe JelicTBre —
yaaneHve nHtepderica:

(config)> no interface PPPoEO

Ecnn koMaHga cocTaBHasi, N0 MOXET CTaBUTLCA Nepes, obbiM ee YneHoM. Hanpumep,
koMaHga service dhcp BkarouaeT cnyx6y DHCP 1 cOCTOUT U3 ABYX YacTel: service —
NMEHW rpynnbl B nepapxum koMang, n dhecp — KoHeuHol komaHAbl. Mpedurkc no MOXKHO
CTaBUTb Kak B Hayase, Tak 1 B cepeimnHe. leincTeme B 060mx cnyyasx byaeT o4NHAKOBbIM:
OCTaHOBKa C/TyX6bl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,
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MHorue KOMaHAbI o6na,a,a+0T CBOWVICTBOM UGEMI’)OI’I’IEHmHOCmU, KOTOpPOE NPOoABAAETCA B
TOM, YTO MHOFOKpaTHbIIZ BBOJ 3TUX KOMaHA NpUBOANT K TEM XE USMEHEHUAM, UTO U
oAHoOKpaTHbI. Hanpumep, komaHAa service http fo6asnsert ctpoky «service http» B
TekyLme HacTPOWMKKN, U MNP MOBTOPHOM BBOJE HMUYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosiseT A406aBNATb He OfHY, a8 HECKONbKO 3anuncen, ecnu
BBOAMWTb VX C Pa3HbIMW aprymeHTaMu. Hanpumep, ctatuyeckme 3anucy B Tabnvue
MapLipyTusaumu ip route nnv dunbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NpUCYTCTBYHOT B HAaCTPOMKax B BUAE CINCKA:

Mpumep 2.1. cnonb3oBaHMe KOMaHAbl C MHOFOKpPaTHbIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1
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3anucK 13 Takmnx TabauL, MOXHO yAansaTb No OAHOM, NCMOb3ys NpePUKe No, 1 yKasbiBas
B apryMeHTe KOMaHZbl, Kakyto UMEeHHO 3anucb TpebyeTcsa yaanunTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

ip route
ip route

[y

.1.1.0 255.255.255.0 PPTPO
.1.3.0 2

1.
3. 55.255.255.0 PPTP1

2.5 CoxpaHeHue HacTpoekK

TekyLLme 1 CTapTOBble HACTPONKK XpaHATCA B ¢painax running-config u startup-config.
Ans TOoro 4To6bl COXPaHUTL TeKyLLMe HAaCTPOKN B SHEProHEe3aBUCMMYHO NaMATb, HYXXHO
BBECTW KOMaHAY KOMMPOBaHUs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTNno)KeHHas nepesarpyska

Ecnm Launcher DSL HaxoamUTcs Ha 3HAaUMTENIbHOM yAaneHUN OT orepaTopa 1 ynpasnseTcs
Mo CeTW, BO3HNKAET OMNACHOCTb MOTEPSTh CBA3b C HVM MO NPUYNHE OLUMGOYHbIX AeACTBIIA
oneparopa. B 3ToM clyyae nepesarpyska 1 BO3BPaT K COXPaHeHHbIM HacTpolikam 6yayT
3aTpyZAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/IOXXEHHO nepesarpysku,

BbINOHUTb «OMaCHbIe» HACTPOIIKM, 3aTeM BbIK/TIOUNTbL TaliMeEp Y COXPaHUTb U3MEHEHWS.
Ecnv B npoLiecce HacTPOLiKM CBSI3b C YCTPONCTBOM byAeT NoTepsiHa, onepaTopy A0CTaTOUHO
ByAeT A0XAATbCA aBTOMATNYECKOWN nepesarpy3ku 1 NOAKNHOUNTBLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OonucaHue KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

MNpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  copy ¢«sources «destinations

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

source Ums gaiina MNyTb K daliny, KOTopbI HE0H6XO0AMMO
CKOMMpoBaTh.

destination |Wma ¢aina MyTb K KaTanory, Kyga éygeT ckonmpoBaH
dann.

Mpumep Hanpuwmep, coxpaHeHmne HacTpoek genaetcsd Tak:

(config)> copy running-config startup-config
(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

VICTOleﬂ N3MeHeHWniA Bepcmﬂ onvcaHue

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHwne Yaanutb ¢ainn ns namatu Launcher DSL.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
filename Wma ganna MyTb K paliny, KOTOPLIA HEO6XOAMMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.14ls
OonucaHue BbiBecTy Ha akpaH cnncok ¢ainnos B yKkazaHHOM KaTanore.
Mpejukc no Het
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MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

CuHoncuc

(config)> s [«directory:]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
directory CTpoka MNyTb K KaTanory. [lomkeH cogepxatb NMs
bainnoBoi CUCTEMbI M HEMOCPEACTBEHHO NYTh
K kaTanory B dopmarte < painoas cmcrema
> < nyTb >. NpyMepbl GpalinoBbIX CUCTEM —
flash, temp, proc, usbn t. 4.
Mpumep (config)> 1s FILES:

rel: FILES:

entry, type = D:

name: com

entry, type = R:
name: IMAX.mkv
size: 1886912512

entry, type = D:
name: speedfan

entry, type = D:
name: portable

entry, type = D:
name: video

entry, type = D:

name: HoBas nanka
VICTOpI/Iﬂ N3MeHeHUn Bepcwﬂ onvicaHue
2.00 JlobaBneHa komaHaa ls.

3.1.5 mkdir

OnucaHwue Co3paTb HOBbI KaTasnor.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog, Het

41

Launcher DSL (KN-2012) — CnipaBO4YHMK KOMaHZ



naBa 3 OnncaHme KoMaHp,

CuHoncuc (config)> mkdir «directory»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
directory Ctpoka MyTb K KaTanory.
Mpumep (config)> mkdir SANDSK:/test
FileSystem: :Repository: "SANDSK:/test" created.
(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.
VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue
212 JobaBneHa komaHaa mkdir.
3.1.6 more
OnucaHue BbiBeCTV Ha 3KpaH cofepXXmMMoe TeKCToBOro gaiina NnoCcTpoyHoO.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)> more «filename>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
filename Wms @anna MonHoe nma gaina nam NCeBAOHUM.
Mpumep (config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1l rotate
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.00 JlobaBneHa KoMaHa more.
3.2 access
OnucaHwue HacTponTb nonb3oBaTenbCKniA 4OCTYN K KaTanory Ha USB-ycTpolicTse.
KomMaHza ¢ npedpurkcom no 3anpeLLaeT 4oCTyn K narike.
MNpedukc no Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)> access «directoryswser> modes [ recursive ]
(config)> no access «directorys wusers [ recursive ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
directory Ctpoka HasBaHue KaTanora Ha USB-ycTpoiicTse.
user CTpoka ViMsa nonb3oBarens.
mode forbidden JocTyn 3anpeLueH.
read JocTyn TONBKO AN1A UTEeHUS.
write JlocTyn ToNbKO ANF 3anncK.
read/write |[ocTyn AN YTEHUSA N 3aNUCU.
inherited [MpaBa gocTtyna HacneayoTca oT
pPOANTENbCKOro KaTaiora.
recursive Knoyesoe MpaBa focTyna NPUMEHSIOTCA KO BCEM
C/10BO B/IOXKEHHbIM KaTasoram.
Npumep (config)> access OD5F-1DB6:Downloads test read/write
(config)> no access OD5F-1DB6:Downloads test
VICTOleﬂ N3MeHeHNnN Bepcmﬂ onucaHvie

2.00 JlobaBneHa KOMaH/a access.

3.3 access-list

OnucaHune JocTtyn K rpynne KOMaHA A5 HaCTPOWKN BbIGPaHHOMO CMcKa nNpasun
dnneTpaumm nakeTos. Ecn cNncok He HaldeH, KOMaHAa NbITaeTcs ero
C03/aTb. TaKoW CANCOK MOXET 6bITb NPUCBOEH CeTeBOMY MHTepdeiicy ¢
nomolLLbro koMaHabl interface ip access-group.

KomaHga ¢ npedurkcom no yaansiet cnmcok npasu.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a
Bxo>xaeHue B rpynny (config-acl)

Cunoncuc I (config)> access-list name»
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config)> no access-1list name»

AprymeHT

3HaueHue

OnucaHwue

name

Ctpoka

HasBaHuve cnucka npasun ¢unbtpaumn (Access
Control List, ACL).

(config)> access-list

test_acl

Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

Bepcus

OnucaHune

2.00

JobaBneHa komaHaa access-list.

3.3.1 access-list auto-delete

OnuncaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Bkntountb aBTOMaTmnyeckoe yaaneHune npasun ACL npw yganeHnm
nHTepderica. KomaHaa NpUHYANTENBbHO BKAOYAETCS AN CNNCKOB A0CTyNa
c npedurkcom WEBADMIN .

KomMaHgaa He MoXeT 6bITb BK/IFOUEHa, eC/IN HeT NPUBS3aHHbIX MHTepdelicoB.
NcknoyeHmem aendeTcs YteHme startup-config.

KomaHga c nped1Kcom no oTKItoYaeT aBToMaTMyeckoe yaaneHue.

Ja
Aa

Het

I(conﬁg-acD> auto-delete

I(conﬁg—adﬁ>noauto-de1ete

(config-acl)> auto-delete
Network::Acl: Enabled auto-deletion for " WEBADMIN Home" access »

group.

(config-acl)> no auto-delete
Network::Acl: Disabled auto-deletion for " WEBADMIN Home" access »

group.
Bepcus OnucaHve
3.09 JlobaBneHa koMaHa access-list auto-delete.
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3.3.2 access-list deny

OnuncaHwmne

Mpedukc no

MeHsieT HacTpoVikm

Job6aBuTb 3anpeLuatoLee npasuno dGnnbTpaLmm NakeTos B yKasaHHbIN ACL.
KomaHga ¢ npedumkcom no yaanseT npasuo.

Ja

Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

(config-acl)>  deny (tcp | udp) <sources <source-mask»
[port((<«src-port-operators<source-port:)|
( range <source-ports <source-end-port»))]
<«destinations <destination-mask>
[ port((<«dst-port-operator «destination-port>)|
( range «destination-port> «destination-end-port>))]

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
«destination <destination-mask>

(config-acl)> no deny (tcp | udp) <sources <source-mask»
[ port((<«src-port-operators<source-ports)|
( range <source-ports <source-end-port»))]
<destinations «destination-mask>
[ port((<«dst-port-operator:«destination-port)|
( range «destination-port> «destination-end-port»))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask>

AprymeHT 3HayeHue OnucaHue

tcp Krwyesoe | TCP NpOTOKO.
C/10B0

udp Kmiwyesoe |UDP npoToKon.
C/1080

icmp Kmwyesoe  |ICMP npoTokKo.
CJ10BO

esp Krmwyesoe |ESP npoTokon.
CJ10BO

gre Krw4esoe  |GRE NpoTOKO.
CJ10BO

ipip Kroyesoe |IP in IP npoTOKO.
CJ10BO

ip Knwyeoe |IP-npoToKON (BKAtOYaeT B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
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AprymeHT 3HaueHve |OnucaHve
source IP-agpec |AApec UCTOYHKKA B 3arojioBke
IP-nakera.
source-mask IP-macka |Macka, npriMeHeHaeMas K agpecy
MCTOYHKKa B 3aronoske IP-nakera,
nepe/ cpaBHeHVEM C source.
CywecTByeT ABa cnocoba BBOJa MacKu:
B KaHOHWN4eckol dopme (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOW
ANVHBI Npedukca (Hanpumep, /24).
source-port Llenoe MopT ncrtouHwka B TCP nnn UDP
uncnao 3aroJioBke.
source-end-port Lenoe OkoHYaHwue frarnasoHa nopTos
4yucJsio NCTOYHWKa.
src-port-operator |1t OnepaTop «MeHbLLe» A/ CPpaBHEHNSA
nopTa C YKasaHHbIM source-port.
eq OnepaTop «paBHO» /1Al CPaBHEHUS
nopTa C YKasaHHbIM source-port.
gt OnepaTtop «6osbLUe» 418 CpaBHeEHUS
nopTa C yKasaHHbIM source-port.
destination IP-agpec |Aapec Ha3HayeHWs B 3aronoske
IP-nakerta.
destination-mask IP-macka |Macka, npMMeHeHsaeMas K agpecy
Ha3HaueHWA B 3aronoBke IP-nakeTa,
nepes cpaBHeHneM c destination.
CywecTByeT AiBa cnocoba BBOJa MacKu:
B KaHOHWn4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuJe 6UTOBOI
ANViHbI Npedukca (Hanpumep, /24).
destination-port Llenoe MopT Ha3HauveHwA B TCP namn UDP
uncso 3aroJioBke.
destination-end-port|lenoe OKoH4YaHWe AranasoHa nopTos
uncriio Ha3Ha4yeHunA.
dst-port-operator |lt OnepaTop «MeHbLLe» A/ CPaBHEHNSA
nopTa C YKasaHHbIM
destination-port.
eq OnepaTop «paBHO» AN CPaBHEHUS
nopTa C yKasaHHbIM
destination-port.
gt Onepatop «6onbLUe» Ans CpaBHEHNS

nopTa C YKa3aHHbIM
destination-port.
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Npumep (config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule deleted.

WcTopuns nsmeHeHunit |Bepcus onucaHue
2.00 JobasneHa KomaHaa access-list deny.
2.06 HoBoe 3HaueHue ip 6b110 fO06aBNEHO B apryMeHT
protocol.
2.08 Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre v ipip.
2.09.A.2.1 Jlo6aBneHbl AnanasoHbl MOPTOB.

3.3.3 access-list permit

OnucaHwue Jlob6aBunTb paspeLuatoLLiee npasuio GpuabTpaLmm NakeTos B yKasaHHbIA ACL.
KomaHga ¢ npedurkcom no yaansiet npasuio.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-acl)>  permit (tcp | udp) <sources <source-mask»
[ port((<«src-port-operator: <source-ports)|
( range <source-port <source-end-port;))]
<destinations «destination-mask»

[ port((<«dst-port-operator>«destination-port)|
(range «destination-port «destination-end-port))]

(config-acl)> permit (icmp | esp | gre | ipip | ip)«<sources<source-mask»
<destinations «destination-mask»

(config-acl)> no permit (tcp | udp) <source> <source-mask>
[ port((<«src-port-operator: <source-ports)|
(range <source-port <source-end-port;))]
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«destinations «<destination-mask>
[ port((<«dst-port-operator:«destination-port)|
( range «destination-port> «destination-end-port»))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask>
<destinations «destination-mask>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
tecp Kriwyesoe | TCP NpOTOKO/.
CJ/10B0
udp Knouyesoe |UDP npoToKoO.
CJ10BO
icmp Kmwyesoe  |ICMP npoTokon.
CJ10BO
esp Krw4esoe  |ESP mpoToKo.
C/1080
gre Krw4esoe |GRE NpoOTOKO.
C/1080
ipip Kmwyesoe |IP in IP NnpOTOKON.
C/1080
ip Knwuyeoe |IP-npoTOKON (BKAtOYaET B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
source IP-agpec |AApec NCTOYHKMKA B 3arosioBKe
IP-nakerta.
source-mask IP-macka |Macka, npnMeHeHsaemas K agpecy
NCTOYHVKa B 3aronoske IP-nakera,
nepe/ cpaBHeHVIEM C source.
CywecTByeT ABa cnocoba BBOAa Macku:
B KaHOHWYeckolr dopme (Hanpumep,
255.255.255.0) 1 B BUuAe 61UTOBOI
AnnHbl npedukca (Hanpumep, /24).
source-port Lesnoe MopT ncrouHmka s TCP nnn UDP
uncno 3aroJioBke.
source-end-port Lenoe OkoHuaHWe gmnanasoHa NnopToB
4yucsio NCTOYHWNKaA.
src-port-operator |1t Onepartop «MeHbLUe» Ana CpaBHEHUS
nopTa C YKasaHHbIM source-port.
eq OnepaTop «paBHO» AN CPaBHEHUS
nopTa C YKasaHHbIM source-port.
gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa C YKasaHHbIM source-port.
destination IP-agpec |Appec Ha3Ha4yeHWA B 3arosioBke
IP-nakera.

48 CnpaBo4HMK komaHg — Launcher DSL (KN-2012)



naBa 3 OnncaHme KOMaHA,

AprymeHT

3HauyeHve

OnucaHue

destination-mask IP-macka

Macka, npumeHeHsemMas K agpecy
Ha3HaueHus B 3arososke IP-nakera,
nepes cpaBHeHMeM c destination
CywiecTByeT ABa cnocoba BBOAA Macku:
B KaHOHW4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuAe 6UTOBOI
ANViHBI NpeduKca (Hanpumep, /24).

destination-port Lenoe

4yucrsio

MopT Ha3HauyeHwa B TCP nnn UDP
3arosoBke.

destination-end-port|l4enoe

OKoHuYaHWe AranasoHa nopTos

yncio Ha3Ha4yeHunA.
dst-port-operator |1t Onepartop «MeHbLUe» ANA CpaBHEHUS

nopTa C YKa3aHHbIM
destination-port.

eq OnepaTtop «paBHO» ANSA CPaBHEHMS
nopTa C YKa3aHHbIM
destination-port.

gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa C YKasaHHbIM
destination-port.

Npumep (config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »

255.255.255.0

Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 8080 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.00

JobasneHa komaHaa access-list permit.

2.06

HoBoe 3HaueHue ip 66110 A06aBNEHO B apryMeHT

protocol.

2.08

Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre v ipip.

2.09.A.2.1

JlobaBneHbl Anana3oHbl NOPTOB.
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3.3.4 access-list rule

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

OTkNUUTL Npasuio ACL, orpaHNYUTL BpeMsi ero paboTbl pacnmcaHmnem,
N3MEHUTb ero MecTo B CNucKke Npasua Unu Ao6aBnTb ero onncaHuve.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BKNKOYaET NpaBunio, OTMEHAET pacnncaHne nin
yAandaeT onncaHme.

Ja
Ja
Aa

(config-acl)>

rule <index> (disable | schedule <schedules | order

<new-index> | description «descriptiom)

(config-acl)> no rule <index> (disable | schedule | description)

AprymeHT 3HauyeHue OnuncaHue
index lenoe uyncno |Homep npasuna ACL.
disable Knwyesoe OTknrounTe Npasuio ACL.

c/10B80
schedule Pacnucanune HasBaHue pacnucaHmsa, CO34aHHOro npwu

nomMoLuwm rpynnel KoMaHA schedule.

order Lllenoe 4ucno HoBas nosunuma npasuna ACL B cnucke.
description |CTpoka OnuncaHune npasuna ACL.

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

rule 0 disable
Rule disabled.

rule 0 schedule acl_schedule
Rule schedule set to "acl schedule".

(config-acl)>rule 0 description myacl

Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

Rule description set to "myacl".

rule 0 order 1
Rule 0 moved to position 1.

no rule 0 disable
Rule enabled.

no rule 0 schedule
Rule schedule removed.

no rule 0 description
Rule description removed.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JobaBneHa komaHaa access-list rule.

3.4 afp

OnucaHune JocTtyn K rpynne KOMaHA Ans yrnpasneHus cnyxo6omn AFP.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

BxoXxaeHue B rpynny (config-afp)

CuvHoncuc I(config)> afp

Mpumep (config)> afp
Core::Configurator: Done.
(config-afp)>

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.06 Job6asneHa KomaHaa afp.

3.4.1 afp automount

OnucaHwue BrkntounTtb aBTOMaTnyeckoe nogxntoueHne USB-ycTpoiicTs gna goctyna kK
HUM yepe3 AFP. 1o ymonyaHmio GyHKLMA BKAKOYEHa.

KomaHga ¢ I'Ipeq)I/IKCOM no OTK/IKo4aeT (I)yHKLJ,I/II-O aBToMaTmn4yeckoro
noaknr4yeHumsa.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-afp)>  automount
I (config-afp)> no automount
Mpumep (config-afp)> automount

Afp::Server: Automount enabled.

(config-afp)> no automount
Afp::Server: Automount disabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga afp automount.

3.4.2 afp permissive

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BKOUNTb pa3peLuatoLLii pexim, Koraa Bce Nnosib3oBaTeiv MOTyT NoyyYnTb
AocTyn K dpainam Ha USB-ycTporicTe. 10 yMONYaHMIO PEXMM OTKOYEH.

KomaHga ¢ npedrKcoOM Nno OTKAOHAEeT paspeLlaroLLnii pexxmm, 1 JoCTyn K
daiinam MMetoT ToNIbKO MoAb30BaTeNn ¢ meTkon "afp".

Ja

Aa

Het

I (config-afp)>  permissive

I (config-afp)> no permissive

(config-afp)> permissive
Afp::Server: Permissive mode enabled.

(config-afp)> no permissive
Afp::Server: Permissive mode disabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHza afp permissive.

3.4.3 afp share

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

OTKpbITb 06LLMIA AOCTYN K KaTanory Ha USB-ycTpoiicTee.

KomaHga ¢ npedurkcoM nNo 3akpbiBaeT 061 AOCTYN K KaTanory. Ecin
BbIMOIHUTL KOMaHAY 6e3 apryMeHTa, TO KO BCEM KaTasioram Ha
USB-ycTpolicTBe byaeT 3aKpbIT 06LMIA JOCTY.

Ja
Aa

MHorokpaTHbIl/i BBog, /[la

CuvHoncuc

I (config-afp)>  share <label> cmount> [timemachine] [ description]

I (config-afp)> no share [ label ]
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.5 cifs

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Bxo>xaeHue B rpynny

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

label Ctpoka HasBaHwue obLero pecypca a4
nosb3oBaTenen.
mount Ctpoka MMs KaTanora, K KOTOpPOMY OTKpbIBaeTcs
ob6LwKMin focTyn.
timemachine |Knwuesoe JocTtyn ana npunoxeHusa Time Machine.
C/10B0
description |CTpoka [MpounsBonbHOE onurcaHve KaTasnora.

(config-afp)> share AFP C253-062D:/FOR_AFP timemachine
Afp::Server: Added share "AFP".

(config-afp)> no share AFP
Afp::Server: Removed share "AFP".

Bepcus OnucaHve

2.06 Job6asneHa komaHaa afp share.

JocTtyn K rpynne KoMaHA Ansa ynpasneHus cnyxooin CIFS.
Het
Het
Het

(config-cifs)
I (config)> cifs

(config)> cifs
Core::Configurator: Done.
(config-cifs)>

Bepcus OnucaHue

2.00 JobasneHa komaHza cifs.

3.5.1 cifs automount

OnucaHune

BkarounTtb aBTOMatmyeckoe nogkatoyveHne USB-ycTponcTs Ana Aoctyna K
HUM yepe3 CIFS. o ymonyaHuio GyHKLNSA BKAKOYEHA.
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KomaHga c npedunkcom no otkaroyaeT GyHKLMIO aBTOMaTUYECKOro
NOAKJTIOYEHNS.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CnHoncuc I (config-cifs)>  automount

I (config-cifs)> no automount

Mpumep (config-cifs)> automount
Cifs::ServerTsmb: Automount enabled.

(config-cifs)> no automount
Cifs::ServerTsmb: Automount disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHgaa cifs automount.

3.5.2 cifs map-hidden

OnucaHwue BrntounTb noagepxky ACL n ckpbITbix pannos ans CIFS. Mo ymonyaHuto
dYHKLMS OTK/IHOYEeHa.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het

CnHoncuc I (config-cifs)>  map-hidden

I (config-cifs)> no map-hidden

NMpumep (config-cifs)> map-hidden
Cifs::ServerTsmb: Map hidden enabled.

(config-cifs)> no map-hidden
Cifs::ServerTsmb: Map hidden enabled.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.14 Job6aeneHa komaHga cifs map-hidden.
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3.5.3 cifs master

OnucaHue BkntounTb macmep-6paysep Ha TSMB-cepsepe. 1o ymMon4aHuio HacTpoika
BbIK/TIOYEHa.

KomaHga ¢ npedumkcom no oTkaouaeT macmep-6paysep.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config-cifs)> master
I (config-cifs)> no master
MNpumep (config-cifs)> master
Cifs::ServerTsmb: Master browser enabled.
(config-cifs)> no master
Cifs::ServerTsmb: Master browser disabled.
MCTOPMH N3MeHeHUm Bepc”ﬂ onvicaHue
2.00 JobaBneHa komaHaa cifs master.
2.04 KomaHga cifs master ysaneHa kak yctapeBLuas.
3.03 BHoBb gobaBneHa komaHga cifs master.

3.5.4 cifs permissive

OnucaHue BrntounTb paspeLuaroLmin pexmnM, Korga Bce nosib3o0BaTesiv MoryT NofyunTs
foctyn K avnam Ha USB-ycTpoiicTse. [0 yMOAYaHMIO PeXNM OTK/OUEH.

KomaHaa ¢ npedurKcom no oTKNOYaeT paspeLuatoLnii pexmm, 1 4OCTyn K
dainam MMetoT TONbKO NoNb30oBaTeNn ¢ MeTkoi "cifs".

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config-cifs)> permissive
I (config-cifs)> no permissive
Mpumep (config-cifs)> permissive

Cifs::ServerTsmb: Permissive mode enabled.
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WcTopusa nsmeHeHum

(config-cifs)> no permissive
Cifs::ServerTsmb: Permissive mode disabled.

Bepcus OnucaHue

2.00 JobasneHa koMmaHgaa cifs permissive.

3.5.5 cifs share

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

OTKpbITb 06N AOCTYN K KaTanory Ha USB-ycTpolicTse.

KomaHaa ¢ npedurKcom no 3akpbiBaeT o6LWMiA A0CTYN K KaTanory. Ecam
BbIMONHUTbL KOMaHZAy 6e3 aprymMmeHTa, TO KO BCeM KaTasoram Ha
USB-ycTpolicTBe byaeT 3aKkpbIT 06LWMIA JOCTYN.

[Ja
Ja
Aa
(config-cifs)>  share <label> <mount> [ description]

(config-cifs)> no share [ label ]

AprymeHT 3HayeHue OnuncaHwue

label Ctpoka Mms KaTanora, koTopoe byaeT BUAHO
nosib3oBaTensm.
mount CTpoka Mm@ kaTanora, K KOTOpOMY OTKpbIBaeTcs

o6t focTyn.

description |CTpoka lNMpomn3BonbHOe onurcaHve Katasnora.

(config-cifs)> share MYHOME1l 10A0CDE9AOCDD4FE: /
Cifs::ServerTsmb: Added share "MYHOME1l".

(config-cifs)> share MYHOME 10A0CDE9AOCDD4FE:/Video/
Cifs::ServerTsmb: Added share "MYHOME".

(config-cifs)> no share MYHOME1l
Cifs::ServerTsmb: Removed share "MYHOME1l".

Bepcus OnucaHve

2.00 JobaBneHa komaHgaa cifs share.
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3.6 cloud control2 security-level

OnucaHwne YcTaHoBUTL ypoBeHb 6e3onacHocTu cepBuca Cloud Control2 ang mobuneHoro
npunoxeHus Keenetic. Mo ymMon4aHWIO Ha3HavYeH ypoBeHb 6e30MacHoCT
public.

Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> cloud control2 security-level (public | private)

AprymeHTbI AprymeHT |3HaueHune OnuncaHue

public Knw4esoe cnoso |foctyn k Cloud Control2 paspelueH ans
public, private n protected nHtep¢eiicos.

private |Knmw4esoe cnoso |focTtyn k Cloud Control2 pa3peLueH TonbKO
Ans private nHtepdeiicos.

Mpumep (config)> cloud control2 security-level public
CloudControl2: :Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

VICTOleﬂ Mn3MeHeHWiA Bepc”ﬂ onvcaHue

3.05 Job6asneHa komaHga cloud control2 security-level.

3.7 components

OnucaHune JocTyn K rpyrnne KoMaHzA 415 ynpasneHns KOMMOHEeHTaMM MUKPOMporpamMmel.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (config-comp)

Cunoncuc (config)> components
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa KOMaHAa components.
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3.7.1 components auto-update channel

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

3a4aTb NCTOYHMK KOMMOHEHTOB AN14 q)yHKLI,I/II/I aBToO6HOBNEHUA. 1o
YMOTYaHWIO NCNONb3yeTCd 3Ha4YeHne stable.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja

HeTt

(config-comp)>

auto-update channel «channel;

(config-comp)> no auto-update channel

AprymeHT

3HavyeHue

OnuncaHue

channel

stable

KOMMNOHEeHTbI NOMHOCTLIO NPOTECTUPOBAaHbI
N PEKOMEHAYHTCA ANS YCTaHOBKW. B
Be6-nHTepdeince 3TOT KaHaN ykasaH Kak
Penus.

preview

KoMnoHeHTbI cogepykaT Hoselilmne GyHKLnK
1 yCOBepLUEHCTBOBAHWS, HO MPOTECTMPOBAaHbI
He MNOoNHOCTLIO. B Be6-HTepdelice 3TOT kKaHan
yKa3aH Kak MpenBaputensHas Bepcus

draft

KoMnoHeHTbI cogepikaTt HoBelilme GyHKLNK
N NCNONIb3YHTCA ANS TeCTUpoBaHuA. B
Beb-nHTepdeice 3TOT KaHaN yKalaH Kak
TectoBasa cbopka.

(config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.

Bepcus

OnucaHune

3.01

JobaBneHa

KoMaHza components auto-update channel.

3.7.2 components auto-update disable

OnucaHune

Mpejukc no

CDyHKLI,I/Iﬂ aBTOMAaTM4YeCcKoro 06HOBAEHNSA KOMAOHEHTOB. 1o YyMO/T4YaHUIO
aBTOMaTu4yeckoe 06HOBNEHME BK/IHOYEHO.

KomaHga ¢ I'Ipeq)I/IKCOM no BKJIIOYAET aBTOMAaTN4YeCcKkoe 06HOBEHME.

Aa
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MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

CuHoncuc I(config-comp)> auto-update disable

I (config-comp)> no auto-update disable

Mpumep (config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.09 JobaeneHa komaHza components auto-update disable.

3.7.3 components auto-update schedule

OnucaHune MprcBonTL pacnuncaHmne ans paboTbl GyHKLMN aBTOMATUHECKOro 06HOBAEHNS.
MepeA BbINOAHEHVEM KOMaHAbI pacnmcaHne AoMXHO ObiTb CO34aHO U
HacTpoeHo npu nomowm komaHAael schedule action.

KomaHza c nped1Kcom no pa3pbiBaeT CBSA3b MeXJAy pacrnvcaHneMm U
aBTOMAaTNYeCKM 06HOBNEHNEM.

Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-comp)>  auto-update schedule <schedule>
(config-comp)> no auto-update schedule
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
schedule Pacnucanne |HasBaHMe pacnncaHums, CoO3gaHHOro npu
nomMoLum rpynnel KoMaHa schedule.
NMpumep (config-comp)> auto-update schedule Update

Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
3.03 [JlobaeneHa komaHAa components auto-update
schedule.

3.7.4 components check-update

OnuncaHmne MpoBepuTb 06HOBNAEHME NPOLUNBKA AN1A KaHAMAATa U BEAOMOTO
ycTpoinctBa MogynbHoi Wi-Fi Cuctembl.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-comp)>  check-update [ force]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
force Knoyesoe [MoCTOAHHO NMPOBEPATL Hannyme
C/I0BO 06HOBNEHUIA.
Npumep (config-comp)> check-update
release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no
(config-comp)> check-update force
release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.14 JobasneHa komaHaa components check-update.

3.7.5 components commit

OnucaHue MpUMeHUTb U3MeHeHUs, BHeCeHHble kKoMaHAamu components install n
components remove.

Mpejukc no Het

MeHsieT HacTpouikm  /[la
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MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-comp)>  commit
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue
2.00 [JlobaBneHa KomaHZa components commit.

3.7.6 components install

OnucaHue OTMeTUTb KOMMOHEHT ANs I'IOCﬂeﬂ,yFOLLI,EVI YCTaHOBKW. OkoHu4aTenbHas
YCTaHOBKa BbIMNOJ/IHAETCA KOMaHAomM components commit.

Mpedunkc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-comp)>  install <component;
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
component Ctpoka Ha3sBaHue KomMnoHeHTa. CNMCOK AOCTYMHbIX
[ANS YyCTaHOBKW KOMMOHEHTOB MOXET ObITb
BbiBeJeH Ha 3KpaH KOMaHAo components
list.
Mpumep (config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 [Jlob6aBneHa koMaHAa components install.

3.7.7 components list

OonucaHue MepeknruUnTLCA Ha BbIBpaHHY NeCOUYHMLY U OTMETUTbL A/1s1 YCTAHOBKU BCe
KOMMOHEHTbI, TpebyoLme N3MEeHEH M /151 COOTBETCTBUS BEPCUUN B
necoyHuue. Ecnm BeINOAHUTL KOMaHAy 6e3 aprymeHTa, TO byAeT BblBeAeH
BECb CMNCOK BCEX KOMMOHEHTOR TeKYLLIEM NeCOYHMLbI (YCTAaHOBIEHHbIX U
AOCTYMHBIX 4151 YCTaHOBKM). ECnv oTCyTCTBYET NogkntoueHne K MIHTepHeT, To
6YZAET BbiBeAEH TO/IbKO CMMCOK Y>Ke YCTaHOBMAEHHbIX KOMMOHEHTOB.

Mpejukc no Het
MeHsieT HacTpoiikn  Hert

MHorokpaTtHbIiA BBOg, Het

Launcher DSL (KN-2012) — CnipaBO4YHMK KOMaHZ 61



naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config-comp)>  list [ sandbox ]

AprymeHT 3HauyeHue OnucaHwue
sandbox Ctpoka YpaneHHasa necoyHuua, HanpumMep stable
nnu beta.
(config-comp)> list
firmware:
version: 2.13.C.0.0-1
sandbox: stable
local:
sandbox: beta
component:
name: base
priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb5840
installed: 2.13.B.1.0-1
preset: minimal
preset: recommended
queued: yes
Bepcus OnucaHue
2.00 Job6aBneHa komaHAa components list.
2.06.A.6 Job6asneH napameTp sandbox. KomaHaa components
list goMKHa NCNONBL30BaTLCSA BMECTO yCTapeBLUeit
components sync.

3.7.8 components preset

OnuncaHwune

Mpe¢ukc no

MeHsieT HacTpoViKKn

BbibpaTh roToBbIli HA6OP KOMMOHEHTOB. YCTaHOBKAa Habopa BbIMOHAETCH
KOMaHAoM components commit.

Mpexae YemM ycTaHOBUTbL HAbOp KOMMOHEHTOB, NMPOBeEpPbLTE NOCNeHNE BEPCUA
KOMMOHEHTOB Ha cepBepe 06HOBNeHW KoMaHAo components list.
TpebyeTca nogkntoueHve K VIHTepHeTy.

HeT

Ja
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MHorokpaTtHbIiA BBOg, Het

CuHoncuc I(conﬁg{0ﬂuﬂ> preset preset

AprymeHTbI KonnuyecTBo 1 Ha3BaHWsA roTOBbIX HAOOPOB KOMMOHEHTOB MOIYT 6bIThb
13MeHeHbI, MO3TOMY PeKOMeHAYeTCs MPOBepUTb CMMCOK AOCTYMHbIX HA6OPOB
KOMaHzom preset [Tab].

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWHMMaNbHO BO3MOXHBbIN 419 paboThbl
yCTPOCTBa Habop KOMMNOHEHTOB byaeT
oTMeYeH.

recommended |PekomeHAyemblii HA6OP KOMMOHEHTOB byaeT
OTMeYeH ANs yCTaHOBKM.

Mpumep (config-comp)> preset [Tab]

Usage template:
preset {preset}

Choose:
minimal
recommended

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.00 JobasneHa KOMaHAa components preset.

3.7.9 components preview

OnucaHune MokaszaTb pasMep NPOLUMBKW, COCTABNEHHOM 113 KOMMOHEHTOB, BbI6paHHbIX
C MOMOLLI0 KOMaHAbl components install.

Mpe¢ukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-comp)>  preview

Mpumep (config-comp)> preview
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

preview:

size: 7733308

Bepcus

OnucaHmne

2.06

JobasneHa KOMaHAa components preview.

3.7.10 components remove

OnuncaHune

Mpejukc no

MeHsieT HacTpoiAKK

OTMETUTb KOMMOHEHT A5t Moc/eAytoLLero yaaneHus. OKkoH4YaTeNnbHoe
yAaneHve BbINONHSAETCH KOMaHA0M components commit.

HeTt

Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-comp)>  remove «co

mponent»

AprymeHT

3HavyeHune

OnucaHue

component

CTpoka

HasBaHune KoMnoHeHTa. CNNCoK AOCTYMHbIX
ANS yfaneHns KOMMOHEHTOB MOXET 6bITb
BbIBeJEH Ha 3KpaH KOMaHAoM components
list.

(config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.

Bepcusa

OnucaHue

2.00

JobaeneHa

KOMaH/Zia components remove.

3.7.11 components validity-period

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBO,

YcTaHOBUTbL CPOK aKTya/ibHOCTW JTOKAJZIbHOTO Crnncka KOMMOHEHTOB. Mo

NCTEYEHUN 3TOI0 BpeEMEHN 6y,CI,ET aBToMaTn4yeckun BblNnoJsiIHeEHa KOMaHAa

components list 419 nony4YeHns TeKyLLLero Cnucka KOMMOHEHTOB € cepBepa
06HOBNEHMA. [10 yMONYaHWIO NCMOJIb3YyeTcs 3HaYeHe 1800.

KomaHga ¢ I'IpEd)I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.

Ja
Aa

Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-comp)>  validity-period <seconds>

(config-comp)> no validity-period

AprymeHT 3HauyeHue OnuncaHwue

seconds UYenoe uncro |CpoK aKTyasIbHOCTU NOKAJBLHOMO Crncka
KOMIMOHEHTOB B CekyHAax. MoXeT NpuHMMaTb
3HayeHWAa B npejenax ot 0 Ao 604800

BK/TOYNTEJIbHO.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Bepcus OnucaHve

2.03 Jlo6aBneHa komaHAa components validity-period.

3.8 crypto engine

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

BblbpaTh TN 06paboTku ESP IPsec nakeToB. [10 yMOAYaHWUIO UCMONb3yeTcs
annapaTHbI pexuM.

KomaHga ¢ npepurkcom no oTkaoHaeT GyHKLMIO.
Ja

Aa

Het

(config)> crypto engine <type>

(config)> no crypto engine

AprymeHT 3HaueHve |OnucaHve

type software |[porpaMMHbI pexunm.

hardware |AnnapaTHbIN pexunMm.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JlobaeneHa komaHaa crypto engine.

3.9 crypto ike key

OnucaHwue Job6aBuTb kntou IKE ¢ naeHTUGNKaTOPOM YAAaNeHHON CTOPOHBI.
KomaHga ¢ npedprKcoM no yaanseT yKa3aHHbIN KoY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, /[la

Cutoncnc (config)> crypto ike key names psk» (<type> <ids | any)
(config)> no crypto ike key name»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka Ha3BaHwve ktoya. lonyckaeTtcs
1CN0/b30BaHMe CIMBOJIOB JIATUHCKOro
andasnTa, UNPP, TOUKK, MOJUYEPKNBAHNS 1
fedunca.
psk CTpoka Naponb ans ayteHTUdMKaumn. nnHa napons
MOXeT 6bITb OT 6 40 96 CMMBOOB.
type address NaeHTndunkatopom aensetcs IP-agpec.
fqdn VaeHTndmnKkaTopom a9BAseTCs nosiHoe
AOMeHHoe 1MS.
dn NaeHTndrKaTopoM ABAAETCH JOMEHHOE NMS.
email NaeHTUdnKaTOPOM ABNAETCH 3NEKTPOHHbI
agpec e-mail.
id CTpoka 3HaueHuve ngeHTudmnKaTopa yaaneHHowm
CTOPOHBI.
any Kriw4yesoe Paspeluaet rcrnosib3oBaHme Kao4a ANs
C/I0BO nto60in yaaneHHOM CTOPOHBI.
Npumep (config)> crypto ike key VirtualIPServer »

aDjs0C1lgvWCs0iE4Ijhs+HRnNPiheGA478 any
IpSec: :Manager: "VirtualIPServer": crypto ike key successfully »
added.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
updated.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

3.10 crypto

OnuncaHwune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.11 crypto

OnucaHwne

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
removed.

Bepcus OnucaHue
2.06 JobasneHa KomaHaa crypto ike key.
ike mtu

YcTaHoBUTL 3HaveHue MTU, koTopoe byaeT nepeaaHo IKE. Mo ymonyaHuto
MTU HacnepyeTcs OT HTedeinca, Yepes KOTOPbIA OCYLLLeCTBAAETCA JOCTYN B
VHTepHerT.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HayeHve MTU no ymMondaHuto.
Ja

Ja

Het

(config)> crypto ike mtu (value)

(config)> no crypto ike mtu

AprymeHT 3HauyeHue OnuncaHwue

value lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHUMAaTL 3HaUYeHNS
B npegenax oT 576 o 1500 BkAOUMTENIbHO.

(config)> crypto ike mtu 1400
IpSec: :Manager: IKE MTU value is set to 1400.

(config)> no crypto ipsec mtu
IpSec::Manager: Reset IKE MTU value.

Bepcus OnucaHve

3.08 [JobaeneHa komaHaa crypto ike mtu.

ike nat-keepalive

YcTaHOBUTb TallM-ayT MexXay naketamu keepalive B ciydae o6Hapy>KeHUs
NAT Mexay KnveHToM 1 cepBepoM IPsec. 1o yMo4aHNIO YCTaHOB/IEHO
3HaueHwe 20.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.12 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Bxo>kaeHue B rpynny

CuHoncuc

AprymeHThl

Ja

Ja

Het

(config)> crypto ike nat-keepalive «nat-keepalive;

(config)> no crypto ike nat-keepalive

AprymeHT 3HayeHne |OnucaHue

nat-keepalive |lesoe uucno |TainM-ayT mexay naketamm keepalive B
cekyHAax. MoxeT NpMHMMaTh 3Ha4YeHus B
npegenax ot 5 Ao 3600 BKIHOUNTENLHO.

(config)> crypto ike nat-keepalive 90
IpSec: :Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec::Manager: Reset crypto ike nat-keepalive timeout to 20 s.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ike nat-keepalive.

ike policy

JocTtyn K rpynne KOMaHA ANs HaCTPOViKM BblbpaHHOW nonnTtuku IKE. Ecnun
nonntuka IKE He HalijleHa, KOMaHAa NblTaeTca eé co3aathb.

KomaHga c npedurkcom no yaanset nonnTtuky IKE. NMpn 3TOM AaHHas NOANTUKA
IKE aBTOMaTu4yeckn ygansaeTcs 13 scex npounen IPsec.

Ja
Aa
Ja
(config-ike-policy)

(config)> crypto ike policy name>

(config)> no crypto ike policy name>

AprymeHT 3HauyeHue OnucaHwue

name CTpoka Ha3saHve nonutuku IKE. lonyckaeTcs

ncnoab3oBaHMe CMMBOJ10B JTATUHCKOIO
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

andasuTa, UNp, TOUKKW, NOAYEPKUBAHUA N
Jeduca.

(config)> crypto ike policy test
IpSec::Manager: "test": crypto ike policy successfully created.

(config)> no crypto ike policy test
IpSec::Manager: Crypto ike policy "test" removed.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ike policy.

3.12.1 crypto ike policy lifetime

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcTaHOBWUTL BpeMA XU3HW accoumaumm IPsec IKE. 1o ymonyaHuto
ncnosb3lyetcd 3HaueHve 86400.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHne No yMOAYaHUIO.
Ja

Aa

Het

(config-ike-policy)>  lifetime <lifetime>

(config-ike-policy)> no lifetime

AprymeHT 3HauyeHue OnuncaHwue

lifetime UYenoe uucro |Bpemsa xun3Hu accoumaumm IPsec IKE B
cekyHAax. MoxeT npuHMMaTb 3Ha4YeHud B

npegenax oT 60 Ao 2147483647.

(config-ike-policy)> lifetime 3600
IpSec: :Manager: "test": crypto ike policy lifetime set to 3600 s.

(config-ike-policy)> no lifetime
IpSec: :Manager: "test": crypto ike policy lifetime reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto ike policy lifetime.
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naBa 3 OnncaHme KoMaHp,

3.12.2 crypto ike policy mode

OnucaHue 3afaTb Bepcuto npoTtokosa IKE. [To yMon4YaHUIo UCMOJIb3YyeTCa 3HaYeHne
ikevl.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-ike-policy)>  mode mode>

(config-ike-policy)> no mode

AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne

mode ikevl Bepcusa npoTtokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

Mpumep (config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".

(config-ike-policy)> no mode
IpSec::Manager: "test": crypto ike policy mode reset.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 Jlo6aBneHa komaHga crypto ike policy mode.

3.12.3 crypto ike policy negotiation-mode

OnucaHwue YcTaHoBUTb pexxm obmeHa ans IKEv1 (cM. komaHay crypto ike policy mode).
Mo yMOnuaHWIo NCNob3yeTca 3HadYeHme main.

KomaHza ¢ npedrkcom no Bo3BpaLLAeT 3HayeHre rno yMOAYaHI0.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOA, Het

CuHoncuc I (config-ike-policy)> negotiation-mode negotiation-mode>

I (config-ike-policy)> no negotiation-mode
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HaueHue ‘Onwcal-wle

negotiation-mode main OCHOBHOV pexumMm, 3almuiaeT
naeHTndmKaumio nmpa.

aggressive |ArpeccmBHbIV pexuMm, He 3alymiaeT
naeHTdMKaLmo nnpa.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec::Manager: "test": crypto ike policy negotiation-mode reset.

Bepcus OnucaHue

2.06 Job6asneHa komaHgaa crypto ike policy
negotiation-mode.

3.12.4 crypto ike policy proposal

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

J06aBuTb B NoAnTuKy IKE cCblKy Ha BblbpaHHbI IKE proposal. OuepeaHoCTb
L06aBneHNs UMeeT 3HauveHne 415 obMeHa AaHHbIMU No npoTokony IKE,

KomaHgaa ¢ npedurkcom no yaanset ccbinky Ha IKE proposal.
Ja

[Ja

Ja

(config-ike-policy)>  proposal <proposal

(config-ike-policy)> no proposal <proposal

AprymeHT 3HauyeHue OnucaHwue

proposal CTpoka HassaHwe IKE proposal. JonyckatoTtcs
CUMBO/IbI laTUHCKOro andasuTa, udpsbl,
TOYKW, NoAYepKNBaHUA N AedUChl.

(config-ike-policy)> proposal test
IpSec::Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec: :Manager: "test": crypto ike policy proposal "test" »
successfully removed.
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UcTopuns nameHeHuii

3.13 crypto

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JobaeneHa komaHza crypto ike policy proposal.

ike proposal

JocTtyn K rpynne koMaHg, 4151 HacTpoliku BbibpaHHOro IKE proposal. Ecnu IKE
proposal He HaligeH, KOMaH/Aa NbITaeTca ero co3Aathb.

MONHbBIA CNNCOK aNropUTMOB WGPOBaAHMSA peann3oBaHHbIX B CUCTEME
npuBegeH B [prnoxKeHnNn.

KomaHga ¢ npedukcom no yaanset IKE proposal. Mpy 3ToM 13 Bcex NOANTUK
IKE aBTOMaTM4eCcKN yAanarTca CCblIKM Ha AaHHbIN IKE proposal.

Aa

[Ja

Ja

(config-ike-proposal)

(config)> crypto ike proposal name>

(config)> no crypto ike proposal name>

AprymeHT 3HayeHue OnuncaHwue

name Ctpoka HassaHwe IKE proposal. JlonyckatoTtcs
CUMBOJIbI TATUHCKOro andasuTa, Lndpsl,

TOYKWM, NoOAYHEPKNBaAHUA U ﬂ,eq)l/ICbI.

(config)> crypto ike proposal test
IpSec::Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

Bepcus OnucaHve

2.06 [JlobaeneHa komaHaa crypto ike proposal.

3.13.1 crypto ike proposal aead

OnucaHwne
Mpe¢ukc no

MeHsieT HacTpoWiKKn

BrntounTs pexum wndpoBaHua AEADans IKE proposal.
Het

Het
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIii BBOA,

CvHoncuc

Mpumep

WcTopus nsmeHeHum

Het

I(config—ike—proposal)> aead

(config-ike-proposal)> aead
IpSec::Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »

mode.
Bepcus OnucaHue
3.05 Job6asneHa komaHaa crypto ike proposal aead.

3.13.2 crypto ike proposal dh-group

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Job6aBunTb BbiIbpaHHyto DH rpynny B IKE proposal ans paboTbl B pexunme PFS.
OuepeAHOCTb A06aBNEeHVA MIMeeT 3HaveHne AN obmMeHa AaHHbIMY MO

npotokony IKE.

KomaHza c npedurKcom no yaansieT BblbpaHHyto rpynny.

Ja
Ja
Ja

(config-ike-proposal)>

dh-group «dh-groups

(config-ike-proposal)> no dh-group «dh-group»

AprymeHT

3HayeHue

OnucaHue

dh-group

1

2

5

14

15

16

17

18

19

20

21

25

26

DH rpynna ans paboTbl B pexume PFS.

Launcher DSL (KN-2012) — CnipaBO4YHMK KOMaHZ

73



naBa 3 OnncaHme KoMaHp,

Mpumep

AprymeHT 3HauyeHue OnuncaHwue
31
32
(config-ike-proposal)> dh-group 14

IpSec: :Manager:

"test":

successfully added.

(config-ike-proposal)>
IpSec: :Manager:

no
“test":

successfully removed.

crypto ike proposal DH group "14" »

dh-group 14

crypto ike proposal "test" group type »

WcTopusa nsmeHeHwnii

Bepcus

OnucaHune

2.06

JobasneHa komaHAa crypto ike proposal dh-group.

3.13.3 crypto ike proposal encryption

OnucaHune

J0o6aBnTb BbIbpaHHbIN TUN WndpoBaHus B IKE proposal. OuepeaHOCTb

f[06aBNeHNs MeeT 3HaueHVe 415 obMeHa AaHHbIMUY Mo npoTokony IKE.

Mpe¢ukc no

MeHsieT HacTpoiAKK

KomaHpaa ¢ npedpurkcom no yaanseT BblopaHHbIA TUN WindpoBaHus.

Aa
Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

(config-ike-proposal)>

enc

ryption cencryptions

(config-ike-proposal)> no encryption «encryption;

AprymeHThl

AprymeHT

3HayeHue

OnvicaHune

encryption

des

3des

aes-chc-128

aes-chc-192

aes-chc-256

aes-ctr-128

aes-ctr-192

aes-ctr-256

Tun wndposaHua IKE.
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Mpumep

UcTopuns nameHeHuii

(config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa crypto ike proposal encryption.

3.13.4 crypto ike proposal integrity

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

Jo6aBuTb BbIbpaHHOe 3HaveHue anroputma nognucyn HVAC B IKE proposal.
OuepegHocTb fo6aBNeHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npedpurkcom no yaanseT BblopaHHbIA anropuTMm.
Ja

Aa

Ja

(config-ike-proposal)>  integrity <integrity»

(config-ike-proposal)> no integrity <integrity»

AprymeHT 3HauyeHue |OnucaHve
integrity md5 Anroputm nognucu HMAC IKE
shal COOBLLIeHWIA.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec::Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

Bepcus OnucaHve

2.06 [Jlo6aBneHa komaHga crypto ike proposal integrity.
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3.13.5 crypto ike proposal prf

OnucaHwne Jo6aBuTb BbibpaHHyto rpynny PRF B IKE proposal.
KomaHaa c npedpurkcom no yaansieT BbIOpaHHbI anroputm.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-ike-proposal)>  prf «prf>
(config-ike-proposal)>  no prf «prf>
AprymeHTbI AprymeHT |3HaueHme |OnucaHme
prf md5 Anropunt™m nognucu HMAC ans IKE
shal COObLLEHNI.
aes-xchc
sha256
sha384
sha512
aes-cmac
Npumep (config-ike-proposal)> prf sha256
IpSec::Manager: "TEST": crypto ike proposal prf algorithm »
"sha256" successfully added.
(config-ike-proposal)> no prf sha256
IpSec: :Manager: "TEST": crypto ike proposal "TEST" prf type »
successfully removed.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.05 JobasneHa komaHaa crypto ike proposal prf.

3.14 crypto ipsec incompatible

OnucaHue OTKNOUNTL NMPOBEPKY COBMECTUMOCTU IPsec TyHHenel. 1o yMon4aHuio
HaCTpoOMKa OTK/AKYeHa.

KomaHaa ¢ npepurkcom no BkItoUaeT NpoBepKy 06paTHO.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CuHoncuc I(config)> crypto ipsec incompatible

I (config)> no crypto ipsec incompatible

Npumep (config)> crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec::Manager: Compatibility checks is enabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 [Jlo6baBneHa KkomaHga crypto ipsec incompatible.

3.15 crypto ipsec profile

OnucaHune JocTtyn K rpynne KOMaHA AN HaCcTPOMKM BblbpaHHoro npouns IPsec. Ecnn
npodunb He HalngeH, KOMaHAA NbITAeTCA ero co3Aathb.

KomaHga ¢ npedurkcom no yaanset npodusb. Mpy 3TOM CCbINKM Ha AaHHBIN
npoduab aBTOMaTUYECKM YAANSAIOTCA N30 BCeX KpMAToKapT IPsec.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a

Bxo)xaeHue B rpynny (config-ipsec-profile)

Cunoncuc (config)> crypto ipsec profile name»
(config)> no crypto ipsec profile name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka HasBaHune npoduns IPsec. lonyckaroTcs
CUMBOJIbI TaTUHCKOro andasuTa, udpsl,
TOYKW, NoAYepKNBaHUA N AedurChbl.
Npumep (config)> crypto ipsec profile test

IpSec::Manager: "test": crypto ipsec profile successfully created.

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.06

JobaBneHa komaHAa crypto ipsec profile.

3.15.1 crypto ipsec profile authentication-local

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3ajaTtb TMN ayTEHTI/I(I)I/IKaLI,I/IVI NlokanbHoOro xocra. o YyMO/T4aHWIO
Mncnonb3yeTcd 3HaveHne pre- share.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoan4aHuio.

Ja
Ja

HeT

(config-ipsec-profile)>

authentication-local auth»

(config-ipsec-profile)> no authentication-local

AprymeHT

3HavyeHue

OnucaHue

auth

pre-share

Ha aaHHbII MOMEHT eJHCTBEHHOE
JAOCTYMHOE 3HaueHue.

(config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec: :Manager: "test": crypto ipsec profile authentication-local »

reset.
Bepcus OnucaHve
2.06 [JlobaBneHa KkomaHga crypto ipsec profile

authentication-local.

3.15.2 crypto ipsec profile authentication-remote

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIiA BBOA,

3afaTtb TMM ayTeHTUOUKALUN YAANEHHOrO XOCTa. [0 yMoAYaHuo
MCMNoNb3yeTcs 3HayeHne pre-share.

KomaHgaa c npedrkcom no BO3BPALLAET 3HAUEHME MO YMONYAHMIO.

Ja
Ja

HeTt

78

CnpaBo4HMK komaHg — Launcher DSL (KN-2012)



naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)>  authentication-remote auths

(config-ipsec-profile)> no authentication-remote

AprymeHT 3HauyeHue OnuncaHwue

auth pre-share Ha AaHHbIA MOMEHT eANHCTBEHHOE
AOCTYMHOEe 3HayeHue.

(config-ipsec-profile)> authentication-remote pre-share
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ipsec profile
authentication-remote.

3.15.3 crypto ipsec profile dpd-clear

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

3agaTb CNocob AecTBMA NpU 06HapyXXeHUW HepaboTatoLero nupa IKE. Mo
YMONYaHMIO NapameTp BK/IOYEH, YTO 03HavaeT yaaneHne nHpopmaLmm o
nupe.

KomaHga c npedunkcom no yctaHaBAMBaeT JeicTBue B restart.
Ja
Aa

Het

I (config-ipsec-profile)>  dpd-clear

I (config-ipsec-profile)> no dpd-clear

(config-ipsec-profile)> dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "clear".

(config-ipsec-profile)> no dpd-clear
IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "restart".
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto ipsec profile dpd-clear.

3.15.4 crypto ipsec profile dpd-interval

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3afaTb NapameTpbl MeToAa AN 0O6HapyXeHns HepaboTatowmx IKE NMpoB..
Mo ymonuaHuio 3HaveHue interval paBHo 30, retry-count pasHo 3.

KomMaHgza ¢ npedprKcomM no BO3BpaLLAeT 3HAUYEHWS MO YMONYAHUIO.
Ja

Ja

Het

(config-ipsec-profile)>  dpd-interval<intervals[retry-count]

(config-ipsec-profile)> no dpd-interval

AprymeHT 3HauyeHue OnuncaHwue

interval UYenoe uucno |HTepBan oTnpasku DPD rnakeToB B CEKYHAAX.
Mo>ceT NnpuHMMaTb 3HaYeHus B Npejenax oT
2 [0 3600.

retry-count |Jenoe uucno |Konmuectso nomnbITOK oTNpaskuy DPD nakeTos.
MoxxeT npMHMMaTb 3Ha4YeHVsa B npejenax ot
3 70 60.

(config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHga crypto ipsec profile dpd-interval.

3.15.5 crypto ipsec profile identity-local

OnucaHune

Mpe¢ukc no

3azaTb NOKanbHbI ngeHTUdUKaTOp Ana npoduns IPsec.
KomaHgaa c npedpurkcom no yaansieT nokanbHblli ngeHTnoukaTop.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-ipsec-profile)>  identity-local type> «<id>
(config-ipsec-profile)> no identity-local
AprymeHTbI AprymeHT 3HaueHue OnucaHue
type address Tun nageHTnomkatopa — IP-agpec.
fqdn Tvn ngeHTndmrkatopa — nonaHoe
AOMeHHoe nMS.
dn Tun naeHTndrkKaTopa — JOMeHHoe
M.
email Tun ngeHtTndumkatopa — agpec e-mail.
id CTtpoka 3HaueHVe NoKabHOro
naeHTndumkaTopa.

Example (config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".
(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.06 Job6aeneHa komaHAa crypto ipsec profile identity-local.

3.15.6 crypto ipsec profile match-identity-remote

OnucaHune 3afaTb MAEHTNPNKATOP YAAaNEHHOI0 XOCTa AN BbIbpaHHOro npoduns IPsec.
KomaHga ¢ npedumkcom no yganaet naeHTuGuKaTop yaaneHHoro xocra.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ipsec-profile)> match-identity-remote («type><ids | any)
(config-ipsec-profile)> no match-identity-remote
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
type address Tun naeHtTndumkatopa — IP-agpec.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
fqdn Tun naeHTndrkaTopa — NoJHOe JOMEeHHOoe
nms.
dn Tun ngeHTndunkaTopa — AOMEHHOE NMS.
email Tun naeHTndurkatopa — agpec e-mail.
id CTpoka 3HadveHne naeHTUdMKaTopa yaaneHHoro
XocTa.
any Kriw4yesoe Pa3spewwnTb ncnonb3oBaHme n060ro
CJ1080 yAa/IeHHOro xocTa.

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ipsec profile

match-identity-remote.

3.15.7 crypto ipsec profile mode

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

YCTaHOBUTb pexuM paboTbl IPsec. 10 yMOAYaHUIO UCMOb3YyeTCs 3HaYeHne
tunnel.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHWIO.
Ja

Aa

Het

(config-ipsec-profile)>  mode mode»

(config-ipsec-profile)> no mode

AprymeHT 3HaueHve |OnucaHve

mode tunnel TYHHeNbHbIN pexuMm, Npu KOTOPOM
Becb IP nakeT wupyetca n/mam
npoBepseTcs Ha NOAJIMHHOCTb.

transport |TpaHCNOPTHbLIV peXxuMm, Koraa
wndpyeTcs TONbKO CoOAepXMMOoe
IP-nakeTa.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »
"transport".

(config-ipsec-profile)> no mode
IpSec::Manager: "test": crypto ipsec profile mode reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec profile mode.

3.15.8 crypto ipsec profile policy

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHum

3ajaTb CCbIIKY Ha CyLlecTBYyHOLLYO NoanTuky IKE (cM. KomaHay crypto ike
policy).

KomMaHza ¢ npeprKCoM No yaansaeT CCbiaky.
Ja
Aa
Het
(config-ipsec-profile)>  policy «policy»

(config-ipsec-profile)> no policy

AprymeHT 3HaueHue OnucaHwue

policy Crpoka HasBaHwue nonntmnkun IKE. Cnmncok
AOCTYMHbIX MOUTUK MOXHO YBUAETH

€ nomoLbo KomaHabl policy [Tabl.

(config-ipsec-profile)> policy [Tabl
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".

(config-ipsec-profile)> no policy
IpSec: :Manager: "test": crypto ipsec profile policy reset.

Bepcus OnucaHve

2.06 Job6asneHa KkomaHaa crypto ipsec profile policy.
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naBa 3 OnncaHme KoMaHp,

3.15.9 crypto ipsec profile preshared-key

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3afaTb CBA3aHHYO KtoueByto dpasy Ans jaHHoro npoduns IPsec.
KomaHga c npedunkcom no yganseT kio4veByr Gpasy.

Ja

Ja

Het

(config-ipsec-profile)>  preshared-key preshare-key»

(config-ipsec-profile)> no preshared-key

AprymeHT 3HauyeHue OnuncaHwue

preshare-key|Crpoka 3HauveHMe KntoyeBo hpasbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec: :Manager: "test": crypto ipsec profile preshared key reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec profile
preshared-key.

3.15.10 crypto ipsec profile xauth

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

BkntounTb foNoAHUTENBHY0 ayTeHTUdUrKauumio XAuth ana pexuma IKEv1. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHa.

KoMaHAa ¢ Npedurkcom no OTKIHOYAET AOMONHUTENIbHYH NPOBEPKY
NOA/IMHHOCTM.

Ja

Aa

Het

I (config-ipsec-profile)>  xauth <type>

I (config-ipsec-profile)> no xauth
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HaueHve |OnucaHve
type client KnneHTckuin pexxmm.
server CepBepHbI pexmnm.

(config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec::Manager: "test": crypto ipsec profile xauth is disabled.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ipsec profile xauth.

3.15.11 crypto ipsec profile xauth-identity

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

NcTopusa nsmeHeHum

YKa3aTb 0rvH 415 AONONHUTENbHOM ayTeHTudukaumm XAuth B KIMEHTCKOM
pexvme.

KomaHaa ¢ npepurkcom no yaanseT noruH.

Aa

Ja

Het

(config-ipsec-profile)>  xauth-identity <identity»

(config-ipsec-profile)> no xauth-identity

AprymeHT 3HauyeHue OnucaHue

identity Crpoka JIOrvH ANSA KNMeHTCKoro pexuma XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Bepcus OnucaHue

2.06 JobasneHa komaHza crypto ipsec profile xauth-identity.
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naBa 3 OnncaHme KoMaHp,

3.15.12 crypto ipsec profile xauth-password

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.16 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

YKazaTb Naposib AN JONONHUTENbHOM ayTeHTUdMKaLmmn XAuth B KIMEHTCKOM
pexvme.

KomaHga ¢ npedrKCOM no CcTMpaeT 3HaYeHne Napons.
Ja
Ja
Het
(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

AprymeHT 3HauyeHue OnuncaHwue

password Ctpoka Maponb Ans KINeHTCKOoro pexnma XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
xauth-password.

ipsec rekey delete-delay

3aAatb MHTepBas nepey yaaneHvem IKE SA nocsie nonyyeHns KOMaHAbl
DELETE OT yA4aneHHON CTOPOHbI. [10 yMOA4aHMIO NCNob3yeTcs 3HaueHre 10.

KomMaHza ¢ npedprKcoM Nno BO3BPALLAET 3HAUEHME MO YMONYAHUIO,
Ja

Ja

Het

I (config)> crypto ipsec rekey delete-delay «delay>

I (config)> no crypto ipsec rekey delete-delay
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

delay lenoe umucro |3HayveHMe 3ajepXKKU B ceKyHAax. MoxeT
NMPUHMMaTL 3HaYeHNA B Npesenax ot 1 40 60.

Mpumep (config)> crypto ipsec rekey delete-delay 1
IpSec::Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 Jlo6aBneHa komaHga crypto ipsec rekey delete-delay.

3.17 crypto ipsec rekey make-before

OnucaHune BrntounTb pexunm yctaHoBkU HOBbIX IKE SA A0 pa3pbiBa npeapiayLumx. o
YMONYaHUIO QYHKLMA OTKIOYEHaA.

KomaHga ¢ npedrkcom no OTKIYAET 3TOT PeXUM.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOA, Het

CuHoncnc I(config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before

Mpumep (config)> crypto ipsec rekey make-before
IpSec::Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.1 [Jlo6baBneHa komaHga crypto ipsec rekey make-before.

3.18 crypto ipsec transform-set

OonuncaHmne JocTyn K rpynne KOMaHA 4151 HACTPOIKM BbI6paHHOro NpeobpasoBaHus IPsec
ESP BO 2 dpase. Ecnm npeobpasoBaHuMe He HalAeHO, KOMaHAA NbITaeTcs ero
co3aaTb.
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naBa 3 OnncaHme KoMaHp,

KomaHaa ¢ npedpurkcom no yaanset npeobpasoBaHue. MNpu 3TOM 13 Bcex
KPpUNTOKapT IPsec aBTOMaTmnyecKkmn YAANAKTCA CCbI/IKN Ha AaHHOE
npeobpasoBaHue.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

BxoxxaeHue B rpynny (config-ipsec-transform)

CuHoncue (config)> crypto ipsec transform-set name>
(config)> no crypto ipsec transform-set name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka HasBaHune npeobpasoBaHus IPsec.
JonyckatoTca CMMBObI NATUHCKOTO
andasuTa, Unbpbl, TOUKK, NOAYEPKNBAHUSA
n geducel.
Mpumep (config)> crypto ipsec transform-set test
IpSec: :Manager: "test": crypto ipsec transform-set successfully »
created.
(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.06 JobasneHa koMaHgaa crypto ipsec transform-set.

3.18.1 crypto ipsec transform-set aead

OnucaHue Brntountb pexxum wndposaHua AEADAnS IPsec.
MNpe¢ukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue I(config-ipsec—transform)> aead

Mpumep (config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »
AEAD mode.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHza crypto ipsec transform-set aead.

3.18.2 crypto ipsec transform-set cypher

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

[o6aBuTb Bbl6paHHbIN TN WndpOBaHMA B Npeobpa3oBaHue IPsec.
OuepegHoCTb f06aBNEHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npepurkcom no yaanseT BolbpaHHbIA TUN WNdpPOBaHUS.
Ja

Aa

Ja

(config-ipsec-transform)>  cypher <«cypher;

(config-ipsec-transform)> no cypher <«cypher;

AprymeHT 3HauyeHue |OnucaHve

cypher esp-des Tun wndpoBaHma NpeobpaszoBaHUs
IPsec ESP.

esp-3des

esp-aes-128

esp-aes-192

esp-aes-256

(config-ipsec-transform)> cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHga crypto ipsec transform-set cypher.

3.18.3 crypto ipsec transform-set dh-group

OnucaHune

Jlo6aBuTb BbIbpaHHyto DH rpynny B npeobpa3osaHue IPsec ans paboTbl B
pexuvme PFS. OuepefHOCTb Jo6aBNeHNS NMeeT 3HaueHue 419 obMeHa
JaHHbIMW No npoTokony IKE.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

KomaHga c npedurkcom no yaanseT BoIbpaHHY0 rpynny.
Ja

Aa

[Ja

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

AprymeHT 3HauyeHue |OnucaHve

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2

5

14
15
16
17
18

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.

Bepcusa OnucaHve
2.06 Jlo6aBneHa koMaHgaa crypto ipsec transform-set
dh-group.

3.18.4 crypto ipsec transform-set hmac

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

Jo6aBuTb BbibpaHHbI anroputm noagnucn HVIAC B npeobpasoBaHue IPsec.
OuepegHoCTb fo6aBNeHNA MMeeT 3HaueHKe 419 obMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npedunkcom no yaanseTt BbIOpaHHbI aaropuTM.
Ja
[Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

CnHoncuc (config-ipsec-transform)>  hmac <hmac

(config-ipsec-transform)> no hmac <hmac>

AprymeHTbI AprymeHT |3HaueHue OonucaHune

hmac esp-md5-hmac Anroputm noanmuecn HMAC
npeobpasoBaHus IPsec ESP.

esp-shal-hmac

esp-sha256-hmac

Mpumep (config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set hmac »
"esp-shal-hmac" successfully added.

(config-ipsec-transform)> no hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set "test" hmac »
successfully removed.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.06 JobaBneHa koMaHga crypto ipsec transform-set hmac.

3.18.5 crypto ipsec transform-set lifetime

OnucaHwue YCTaHOBUTL BpeMsi XXN3HW BbIbpaHHOro npeobpasoBaHus IPsec. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ipsec-transform)>  lifetime <lifetimes
(config-ipsec-transform)> no lifetime
AprymeHTbl AprymMeHT |3HaueHme |OnucaHwne
lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHunsa IPsec B
cekyHaax. MoxeT NnpyHUMaTh 3Ha4YeHns B
npegenax ot 60 Ao 2147483647.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

3.19 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

(config-ipsec-transform)> lifetime 8640
IpSec::Manager: "test": crypto ipsec transform-set lifetime set »
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec transform-set
lifetime.

map

JocCTyn K rpynne KOMaHz ANst HACTPOWMKM BblI6paHHOI KpUNToKapThl IPsec.
Ecnv kpynTokapTa He HalieHa, KOMaHAa NbiTaeTcs eé co34aThb.

KomaHga ¢ npedrkcom no yaanset KpUnTokapTy.
Ja
Aa
Ja

(config-crypto-map)

(config)> crypto map <name»

(config)> no crypto map <name»

AprymeHT 3HauyeHue OnucaHwue

name Ctpoka Ha3BaHVe KpunTokapThl IPsec. lonyckaroTcs
CUMBOJIbI TIATUHCKOrO andasuTa, Lndpsbl,
TOUKM, NoAYEPKMBAHUA U AedUChI.

(config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec: :Manager: Crypto map profile "test" removed.

Bepcus OnucaHue

2.06 JobaBneHa KoMaHaa crypto map.
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naBa 3 OnncaHme KOMaHA,

3.19.1 crypto map connect

OonucaHue BkntoumTb aBTOMaTU4YeCcKoe 6e3ycoBHOE coearHeHme IPsec ¢ yaaneHHowm
CTOPOHOI. HacTpolika He MeeT CMbICa, eC/I OCHOBHOMY YaneHHOMY XOCTy
NPUCBOEHO 3HauYeHue any (CM. KOMaHZy crypto map set-peer). Mo

YMOYaHMIO HAaCTPOIiKa OTK/IlOUeHa U coeAnHeHne byaeT yCTaHOBNEHO Nnpu
noneiTKe Nepegatb TpaduK Yepes npeobpasoBaHue IPsec ESP.

KomaHga ¢ ﬂpe¢I/IKCOM No OTK/1F0YaeT aBToOMaTmn4yeckoe 6e3yCﬂOBHOE
coeanHeHwme.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-crypto-map)>  connect

I (config-crypto-map)> no connect

Mpumep (config-crypto-map)> connect
IpSec::Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.06 JobaBneHa koMaHga crypto map connect.

3.19.2 crypto map enable

OnucaHue BkntounTb BbIGpaHHYO KpUnToKapTy IPsec. Mo ymonyaHuio napameTp
BKJIHOYEH.

KomaHga ¢ npedrnKcom no oTKIoUaeT KPUNTOKaPTY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I (config-crypto-map)>  enable
I (config-crypto-map)> no enable
NMpumep (config-crypto-map)> enable

IpSec: :Manager: "test": crypto map enabled.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

Bepcus OnucaHue

2.06 JobasneHa KoMaHaa crypto map enable.

3.19.3 crypto map fallback-check-interval

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

BknounTb neprogmyeckyto NpoBepKy AOCTYMHOCTY OCHOBHOMO XOCTa U
BO3BpaTa Ha Hero B TOM C/lyyae, Korfa HasHayeHbl 1 OCHOBHOW 1 pe3epBHbIi
yAaneHHble XOCTbl. 10 yMONYaHUIO HAaCTPOiKa OTKHOYEeHa.

KomaHga ¢ npedrnkcom no oTKIoUaeT NpoBepky.

Ja

Ja

Het

(config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

AprymeHT 3HaueHne |OnucaHue

interval-value|lesoe uuco |[lepnos NnpoBepkn B cekyHAax. MoxeT
NPpUHMMaTL 3Ha4YeHNs B Npejenax oT 60 J0
86400.

(config-crypto-map)> fallback-check-interval 120
IpSec::Manager: "test": crypto map fallback check interval is »
set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec: :Manager: "test": crypto map fallback check interval is »
cleared.

Bepcus OnucaHve

2.06 JobasneHa KoMaHAa crypto map

fallback-check-interval.

3.19.4 crypto map force-encaps

OnucaHune

MpUHYANTENbHO BKAOYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP ans o6xoaa
firewall n NAT.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

KoMaHAa ¢ Npe¢prkCcoM No OTK/HOYAET 3TOT PEXUM.

Ja
Aa

Het

I (config-crypto-map)>  force-encaps

I (config-crypto-map)> no force-encaps

(config-crypto-map)> force-encaps

IpSec::Manager: "test":

enabled.

(config-crypto-map)> no force-encaps

IpSec: :Manager: "test":

crypto map force ESP in UDP encapsulation »

crypto map force ESP in UDP encapsulation »

disabled.
Bepcus OnucaHve
2.08 [Jlo6baBneHa komaHga crypto map force-encaps.

3.19.5 crypto map I2tp-server dhcp route

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHThl

HasHaunTb MapLupyT, nepesaBaeMblii Yepes coobuieHns DHCP INFORM,
KnneHTam L2TP-cepBepa.

KomaHaa ¢ npeprKcom no oTMeHseT NoslyveHune yKkazaHHOro MapLupyTa.

Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yeT OTMEeHeHO noJlyyeHme Bcex

MapLLpYTOB.
[Ja
Ja
Ja

(config-crypto-map)>

12tp-server dhcp route address> mask»

(config-crypto-map)> no 12tp-server dhcp route [ <addresss masks ]

AprymeHT 3HauyeHue OnucaHwue
address IP-appec Afpec ceTeBOro KaneHTa.
mask IP-macka Macka ceTeBoro knmeHTta. CyLecTsyeT ABa

crocoba BBOJa MacCKu: B KaHOHWNYeCKOW

dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOM ANNHbI NpedurKkca (Hanpumep, /24).
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.

(config-crypto-map)> 12tp-server no dhcp route
IpSec::Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.

Bepcus OnucaHve
2.12 [JlobaeneHa komaHza crypto map I2tp-server dhcp
route.

3.19.6 crypto map I2tp-server enable

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Bkntouuntb L2TP-cepBep Ha KpunTokapTe IPsec. [To ymonyaHuio napameTp
BKJIHOYEH.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.
Ja
Aa

Het

I(conﬁg«xyptownapp> 12tp-server enable

I(conﬁg«xypto¢napﬁ>nothp-serverenable

(config-crypto-map)> 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.

(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
disabled.

Bepcus OnucaHve

2.1 Jlo6aBneHa koMaHza crypto map I2tp-server enable.

3.19.7 crypto map I2tp-server interface

OnucaHwne

MNpejukc no

CsizaTb cepBep L2TP € yKa3aHHbIM UHTepdelicoM.

KomaHaa ¢ npedunKcom no paspbiBaeT CBSi3b MeXAy CepBepOM U1
nHTepdericom.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-crypto-map)>  12tp-server interface <interface

(config-crypto-map)> no 12tp-server interface

AprymeHT

3HaueHue OnvicaHune

interface

NHTeppeiic MonHoe Msa nHTepderca Nm NCeBLAOHUM.
CnncoK AOCTYNHbIX ANt Bbl6opa
nHTepdelicoB MOXHO yBMAETb BBEASA
KoMaHay 12tp-server interface [Tab].

(config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl

GuestWiFi

(config-crypto-map)> 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »

is unbound.
Bepcus OnucaHve
2.11 Jlo6aBneHa komaHga crypto map I12tp-server interface.

3.19.8 crypto map I2tp-server ipvecp

OnucaHwne

Brnrounte nogaepxky IPv6. [ina kaxgoro L2TP-cepBepa co34ar0Tcs
DHCP-nynbl IPv6. Mo ymMOn4aHMIO HacTPOMKa OTK/IOYEHa.

KomaHgaa ¢ npedrKcom no OTK/I0UYaeT HacTpoliky.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja
Ja

Het

I (config-crypto-map)>  12tp-server ipvécp

I (config-crypto-map)> no 12tp-server ipvécp

(config-crypto-map)> 12tp-server ipv6cp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.

(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

Bepcus OnucaHve

3.00 JobasneHa koMaHaa crypto map I2tp-server ipvécp.

3.19.9 crypto map I2tp-server Icp echo

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

3afaTb NpaBuia TeCTUPOBAHUA coeanHeHna L2TP-cepBepa cpeactsamu LCP
echo.

KomaHga ¢ npedpurkcom no oTknto4aeT LCP echo.
Ja
[Ja
HeTt
(config-crypto-map)>  12tp-server lcp echo <interval> «count»

(config-crypto-map)> no 12tp-server lcp echo

AprymeHT 3HauyeHue OnuncaHwue

interval Uenoe uucno |VHTepBan mexay otnpaskamm LCP echo, B
cekyHzax. Ecniv B TeueHme ykasaHHOro
WHTepBana BpemMeHu oT yAaieHHON CTOPOHbI
He 6bln nonydeH LCP 3anpoc, el byaet
OTNpPaB/ieH TaKo 3anpoc € OXUAAHMNEM
oTteeTa LCP reply.

count lenoe uyncno |Konm4yecTBo OTMpaBAEeHHbIX NOAPSA 3arpocoB
LCP echo Ha KoTOpble He 6bi1 Mony4yeH oTBeT

LCP reply. Ecnn count 3anpocos LCP echo
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopus nsmeHeHwnii

3.19.10 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

ocTanucb 6e3 oTBeTa, coeavHeHVe byaeT
pa3opBaHo.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Bepcus OnucaHve

2.1 [Jlo6baBneHa koMaHgaa crypto map I2tp-server Icp echo.

map I2tp-server mru

YcTaHoBUTbL 3HaveHue MRU, koTopoe byaeT nepesaHo cepsepy L2TP. Mo
YMOJIYaHUIO NCMNOJIb3YeTCHa 3HaueHre 1200.

KomaHga ¢ npedurkcom no yctaHaBAMBaET 3HaUEHKMeE MO YMOAYaHUIO.
Ja

Aa

Het

(config-crypto-map)>  12tp-server mru aru»

(config-crypto-map)> no 12tp-server mru

AprymeHT 3HauyeHue OnuncaHwue

mru UYesoe uucro |3HaveHue MRU. MoxeT MpUHNUMaTb 3HaUeHnNs
B npegenax oT 128 o 1500 BkAOUMTENBHO.

(config-crypto-map)> 12tp-server mru 1500
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

Bepcus OnucaHue

2.1 JlobaBneHa komaHAa crypto map 12tp-server mru.

Launcher DSL (KN-2012) — CnipaBO4YHMK KOMaHZ

99



naBa 3 OnncaHme KoMaHp,

3.19.11 crypto map I2tp-server mtu

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

3.19.12 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

YcTraHoBUTL 3HaveHve MTU, koTopoe byaeT nepegaHo cepsepy L2TP. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1400.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HAaUEHME MO YMOAYAHUNIO.
Ja

Ja

Het

(config-crypto-map)>  12tp-server mtu mtu»

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HayeHue OnuncaHue

mtu lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHVMATbL 3HaUYeHNS
B npegenax oT 576 o 1500 BkAoUMTENIbHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".

(config-crypto-map)> no 12tp-server mtu
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

Bepcus OnucaHve

2.11 [JobaeneHa komaHaa crypto map I2tp-server mtu.

map I12tp-server multi-login

PaspewnTb nogxntoyeHme K cepepy L2TP HeCKONbLKMX NoNb30BaTenei ¢
OfHOro aKKayHTa.

KomaHga c npedurkcom no oTK/IoYaeT HaCTPOKY.
Ja

[Ja

Het

I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.11 [JobaeneHa komaHaa crypto map I2tp-server
multi-login.

3.19.13 crypto map I2tp-server nat

OnucaHune BkntoumnTb TpaHCcnaLUuo agpecoB ana cepsepa L2TP.
KomaHga ¢ npednkKcom no oTkItoUaeT TpaHCIAUUIO.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-crypto-map)>  12tp-server nat
I (config-crypto-map)> no 12tp-server nat

Mpumep (config-crypto-map)> 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.
(config-crypto-map)> no 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.1 Jlo6aBneHa koMaHaa crypto map l2tp-server nat.

3.19.14 crypto map I2tp-server range

OnucaHune Ha3HaunTb Ny agpecos AN14 KINEHTOB cepBepa L2TP. [1o yMonyaHuio
ncnonb3lyeTca pasmep nyna 100.

KomaHgaa c npedpurkcom no ygansiet nysn.

MNpedukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

3.19.15 crypto

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHThl

(config-crypto-map)>  12tp-server range <begin (cends | <size»)

(config-crypto-map)> no 12tp-server range

AprymeHT 3HauyeHue OnucaHue

begin IP-agpec HauvanbHbIll agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size UYenoe uucno |Pasmep nyna.

(config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range deleted.

Bepcus OnucaHue

2.11 JobasneHa KoMmaHaa crypto map l2tp-server range.

map I2tp-server static-ip

HasHaunTb nocTosiHHbLIN IP-agpec nonb3oBaTento. lonb3oBaTenb B cUCTEME
JOJIKEH MeTb MeTKy ipsec-12tp.

KomaHgaa ¢ npedurkcom no yaanset npmuBasky.

Aa

Ja

Hert

(config-crypto-map)>  static-ip wsenr @address»

(config-crypto-map)> no static-ip wsenr

AprymeHT 3HayeHue OnucaHue

user CTpoka Nms nonb3osarens.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHwnii

3.19.16 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

3.19.17 crypto

OnucaHune

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec HasHauvaemsblin IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHve

2.1 [Jlo6aBneHa komaHga crypto map l2tp-server static-ip.

map nail-up

BkntounTb aBTOMaTMYecKoe nepecoriacoBaHme npeobpasoBaHuii IPsec ESP
npuv Ux yctapeBaHuW. [10 yMOYaHNIO NapameTp OTK/IHOYEH.

KomMaHgaa c npedurKCOM no OTK/KOUaeT aBTOMaTMYECKOe NepecoraiacoBaHue.
Ja
Aa

HeTt

I (config-crypto-map)>  nail-up

I (config-crypto-map)> no nail-up

(config-crypto-map)> nail-up
IpSec::Manager: "test": crypto map SA renegotiation enabled.

(config-crypto-map)> no nail-up
IpSec::Manager: "test": crypto map SA renegotiation disabled.

Bepcus OnucaHve

2.06 [JlobaBneHa koMaHga crypto map nail-up.

map reauth-passive

BKHOUMTBL MACCMBHYHO NepenpoBepky NOAANHHOCTY KPUNTOKapTbl IPsec. Mo
YMOJTYaHMIO MapaMeTp BK/IHOYEH.

KomaHza c nped1KcomM no oTKIOYAET NAacCMBHYHO NepenpoBepky
NOANNHHOCTM.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-crypto-map)>  reauth-passive

I (config-crypto-map)> no reauth-passive

(config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.

(config-crypto-map)> no reauth-passive
IpSec: :Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.

Bepcus OnucaHve

2.1 JobasneHa KoMaHAa crypto map reauth-passive.

3.19.18 crypto map set-peer

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn

Ha3HaunTb OCHOBHOW yAaneHHbI XOCT AN YCTaHOBIeH WA coeagnHeHuns IPsec.
KomaHga ¢ npedunkcom no yaanset HacTPOnKy.

Ja

Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

(config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

AprymeHT 3HauyeHue OnuncaHwue
remote-ip CTpoka IP-agpec nnn gomeHHoe NMA yaaneHHoro
XocTa.
any MpuHUMaTL Ntobbie BXOASALLME COeANHEHNS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec::Manager: "test": crypto map remote primary and fallback »
peer reset.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JlobaBneHa KkomaHaa crypto map set-peer.

3.19.19 crypto map set-peer-fallback

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

HasHaunTb pe3epBHbI YAANEHHBbI XOCT 419 YCTAHOBNEHWS COEANHEHNSA
IPsec. DTa HacTpolika MOXET 6bITb BbIMOIHEHA MOC/1E HAa3HAYEHWIS OCHOBHOMO
y3/a (CM. KoMaHay crypto map set-peer).

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

(config-crypto-map)>  set-peer-fallback «remote-ip»

(config-crypto-map)> no set-peer-fallback

AprymeHT 3HauyeHue OnuncaHwue

remote-ip Ctpoka IP-agpec nan [oMeHHOoe NMS YAANEHHOMO
XocTa.

(config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

Bepcusa OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-peer-fallback.

3.19.20 crypto map set-profile

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

3ajaTb CCbIIKY Ha CyLLecTBYOLWMIA Npoduib IPsec (CM. KOMaHAy crypto ipsec
profile).

KomaHpaa ¢ npedurKcom no yaansaeT cCbinky.
Aa
Ja

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-crypto-map)>  set-profile profile
(config-crypto-map)> no set-profile
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
profile CTpoka Vmsa npoduns IPsec. CNUCOK AOCTYMHbIX AN
Bbl6opa npodunenn MoXHO yB1AeThL BBeAA
KoMaHgy set-profile [Tab].
Npumep (config-crypto-map)> set-profile [Tab]
Usage template:
set-profile {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
TEST
MYMY
VirtualIPServer
VPNL2TPServer
(config-crypto-map)> set-profile test
IpSec::Manager: "test": crypto map ipsec profile is set to "test".
(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHAa crypto map set-profile.

3.19.21 crypto map set-tcpmss

OnucaHue YCTaHOBWUTb OrpaHnyeHne MakCMaabHOro pasMepa cermMeHTa UCXoaaLLmx
ceccnin TCP B pamMKax AaHHOro TyHHens IPsec. Ecnn 3HaveHme MSS, koTopoe
nepegaetcs B noJsie 3arosioBka SYN-rakeToB, MpeBbILLaeT 3a4aHHOe, KOMaHAa
MeHsieT ero. Pexxum Path MTU Discovery no3sonsieT aBToMaTnyecku
onpeaensTb orpaHnyeHme NMSS.

KomaHpaa ¢ npedpurKcomM no CHMMaeT BCe orpaHunyeHms c MSS.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncue I (config-crypto-map)>  set-tcpmss @mss-value

I (config-crypto-map)> no set-tcpmss
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.19.22 crypto

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

Mpumep

AprymeHT

3HavyeHue

OnucaHue

mss-value

Llenoe u4ucno

3HaueHue BepxHei rpaHunupbl MSS. MoxeT
MPUHXMAaTL 3HaYeHnA B Npegenax ot 576 A0
1500.

pmtu

Bkntountb pexxum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280

IpSec: :Manager:

“test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss

IpSec: :Manager:

“test": crypto map tcpmss reset.

Bepcus

OnucaHune

2.06

[Jo6aBneHa koMaHza crypto map set-tcpmss.

map set-transform

3aaaTh CCbUIKY Ha CyllecTByoLLee Nnpeobpa3oBaHume [Psec ESP (CM. KOMaHAy
crypto ipsec transform-set).

KomaHaa ¢ npepunKcom no yaanseT CCbiKy.

Ja
Ja

Het

(config-crypto-map)>  set-

transform«transform-set,

(config-crypto-map)> no set-transform

AprymeHT

3HayeHue

OnvcaHune

transform-set |Crpoka

HasBaHune npeobpasoBaHus IPsec. CAncok
JOCTYMHbBIX NPe0bpa3oBaHMIn MOXHO YBUAETb
C NOMOLLbI KOMaHAbI set-transform [Tab].

(config-crypto-map)> set-transform [Tab]
Usage template:

set-transform {name:

Choose:

VirtualIPServer
VPNL2TPServer

{A'Z, a-z, 0'91 “ ’ _}}
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UcTopuns nameHeHuii

3.19.23 crypto
OnucaHune
MNpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHum

(config-crypto-map)> set-transform test

IpSec: :Manager:

to "test".

"test": crypto map ipsec transform-set is set »

(config-crypto-map)> no set-transform

IpSec: :Manager:

"test": crypto map ipsec transform-set reset.

Bepcusa

OnucaHwmne

2.06

[Jo6asneHa KomaHga crypto map set-transform.

map traffic-selectors

HasHaunTb 06beKTHYI0 rpynny B kavecTse [Psec cenektopos Phase 2.

KomaHga ¢ npeprKcoM no yaanset HacTPOKY.

Ja
Aa

Het

(config-crypto-map)>  traf

fic-selectors <local> cremotes

(config-crypto-map)> no traffic-selectors

AprymeHT 3HauyeHue OnuncaHwue
local CTpoka Ha3BaHwue nokanbHOM 06beKTHOM rpynnbl.
remote CTpoka HasBaHwve yaaneHHoM 06 beKTHOM rpynnbl.

(config-crypto-map)> traffic-selectors »
_WEBADMIN_IPSEC_VPNL2TPServe-local »
_WEBADMIN_IPSEC_VPNL2TPServe-remote
IpSec::Config::CryptoMap:
" WEBADMIN IPSEC VPNL2TPServer-local": »
" WEBADMIN IPSEC VPNL2TPServer-remote".

"test": set traffic-selectors to »

(config-crypto-map)> no traffic-selectors
IpSec::Config::CryptoMap:

"test": reset traffic-selectors.

Bepcus

OnucaHune

4.00

[JobasneHa komaHaa crypto map traffic-selectors.
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3.19.24 crypto map tunnel-interface

OnucaHue HasHaunTb nHTepdeinc XFRV kpuntokapTe A5 MapLupyTm3aumm Tpaduka
MeXay caiTamu.

KomaHga ¢ npednkcom no yganser HacTPOnKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-crypto-map)>  tunnel-interface <interface»

(config-crypto-map)> no tunnel-interface

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

interface UHTepgeiic MonHoe nma nHTepoderica.

Mpumep (config-crypto-map)> tunnel-interface XFRMO
IpSec::Config: :CryptoMap: "TEST": linked tunnel interface "XFRMO".

(config-crypto-map)> no tunnel-interface
IpSec::Config::CryptoMap: "TEST": reset tunnel interface.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

4.01 Jlo6aBneHa koMaHga crypto map tunnel-interface.

3.19.25 crypto map virtual-ip dhcp route

OnucaHwue HasHaunTb MapLupyT, nepesaBaemMblii yepes coobLeHmns DHCP INFORM,
KAneHTam cepsepa Virtual IP.

KomaHaa ¢ npeprkcom no oTMeHsieT NoslyYeHne ykasaHHOro MapLupyTa.
Ecnu BBeCTM KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMeHEeHO NoJslyyeHme Bcex
MapLLpYyTOB.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la

CuHoncuc I (config-crypto-map)>  virtual-ip dhcp route <address> amask»

I (config-crypto-map)> no virtual-ip dhcp route [<address: anask> ]
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec Afpec ceTeBOro K/MeHTa.

mask IP-macka Macka ceteBoro knmeHTa. CyLiecTsyeT jBa
crnocoba BBOAA MacKW: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B BUAe

6UTOBOI ANNHbLI NpeduKca (Hanpumep, /24).

(config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »
removed.

(config-crypto-map)> no virtual-ip dhcp route
IpSec: :ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM routes cleared.

Bepcus OnucaHve

3.06 JobasneHa KomaHAa crypto map virtual-ip dhcp route.

3.19.26 crypto map virtual-ip dns-server

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YkazaTb DNS-cepBep 415 BblJauu KAvieHTaM B cepBepHoOM pexxme Virtual
IP.

KomaHzaa c npepurkcom no yaanseT agpec cepsepa.

Ja

Ja

Het

(config-crypto-map)>  virtual-ip dns-server «address>

(config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec IP-aapec cepsepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".
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(config-crypto-map)> no virtual-ip dns-server
IpSec::Manager: "test": crypto map Virtual IP DNS server deleted.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.08 JobasneHa komaHaa crypto map virtual-ip dns-server.

3.19.27 crypto map virtual-ip enable

OnucaHwne BkntounTb cepBepHbIi pexxum Virtual IP, npy KOTOpoM KnneHTam
Npon3BOAMTCA pasjaya afpecoB 13 3ajjlaHHOro gmnanasoHa. lMpy aTom B
KayecTBe yAaneHHoW NoAceTy B cooTBeTCTBYOLEeM ACL MOXHO yKa3aTb
Npoun3BOAbHOE 3HaYeHMe, OHO ByAeT MPOUrHOPMPOBAHO. [0 yMOAYaHMIO
PEXVM OTKJIHOYEH.

KomaHga ¢ npedrkKcom no oTKA0YaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

NMpumep (config-crypto-map)> virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.

WcTopuns nsmeHeHWit |Bepcua onucaHue

2.08 JobasneHa koMmaHaa crypto map virtual-ip enable.

3.19.28 crypto map virtual-ip multi-login

OnucaHue PaspewnTtb noakntoueHne kK cepaepy Virtual IP HeckonbKmx nonb3oBaTtenei
C OZJHOr0 aKkKayHTa.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I (config-crypto-map)>  virtual-ip multi-login
I (config-crypto-map)> no virtual-ip multi-login

Npumep (config-crypto-map)> virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.
(config-crypto-map)> no virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

3.05 Job6asneHa koMaHa crypto map virtual-ip multi-login.

3.19.29 crypto map virtual-ip nat

OonucaHue BKNOUNTb TPAHCISILMIO A4PECOB ANS KIMEHTOB B cepBEpPHOM pexume Virtual
IP.

KomaHga ¢ npedunkcom no yaanseT npasuo.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(conﬁg«xyptownapp> virtual-ip nat
I(conﬁg«xypto«napp>novirtual-ipnat

NMpumep (config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.
(config-crypto-map)> no virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JlobaeneHa komaHaa crypto map virtual-ip nat.

3.19.30 crypto map virtual-ip range

OonucaHue HacTpouTb frana3oH agpecoB A4N15 Bbl4a4yu K/IeHTaM B CEPBEPHOM pexunme
Virtual IP.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

3.19.31 crypto

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

KomaHga c npedrKcom no yaanseT AnanasoH.

Ja
Aa

Het

(config-crypto-map)>  virt

ual-ip range <begin (<end> | <size»>)

(config-crypto-map)> no virtual-ip range

AprymeHT 3HauyeHue OnuncaHwue

begin IP-agpec Hauano ananasoHa agpecos.
end IP-agpec KoHeL agnana3oHa aapecos.
size UYenoe uucro |Pasmep AmnanasoHa aApecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20

IpSec: :Manager:

"test": crypto map Virtual IP pool range set »

from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).

(config-crypto-map)> no virtual-ip range

IpSec::Manager: "test":

crypto map Virtual IP pool range deleted.

Bepcus

OnucaHune

2.08

JobaBneHa koMaHaa crypto map virtual-ip range.

map virtual-ip static-ip

Ha3HaunTb NOCTOSAHHbIN IP—ap,pec rnosb3oBaTento. [Nonb3oBaTtesb B cMCTeMe

JOJIKEH MeTb MeTKy ipsec-xauth.

KomaHga c npedurKcom no yaansiet npusssky.

Ja
Ja
Aa

(config-crypto-map)>  virt

ual-ip static-ip wsenr address,

(config-crypto-map)> no virtual-ip static-ip wsen

AprymeHT 3HauyeHue OnuncaHwue
user Ctpoka ViMst nonb3oBarens.
address IP-agpec HasHauaemsbli IP-agpec.
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Mpumep (config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".

(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [JobaeneHa komaHaa crypto map virtual-ip static-ip.

3.20 dlna

OnucaHune JocTtyn K rpynne KomMaHa Ans ynpasneHus cnyxo6oin DLNA.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

BxoxxaeHue B rpynny (config-dlna)

CuHoncuc I(config)> dlna

MNpumep (config)> dlna
Core::Configurator: Done.
(config-dlna)>

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.00 Jo6aBneHa komaHaa dina.

3.20.1 dina container

OnucaHune YCTaHOBUTb KOHTEMHep N0 YMOAYaHUIO Ans cayxobl DLNA.
KomaHga ¢ npednkcom no oTMeHsAeT HaCTPOIKY.

Mpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config-dina)>  container «container;

I (config-dina)> no container
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nameHeHui

AprymeHT 3Ha4yeHuve | OnucaHve

container browse |[TokasblBaTb MO yMOMYaHNIO COAEPXMMOE
KOHTeHepa npocMoTpa.

music loka3biBaTb MO YMOIYAHWIO COAEPXMMOe
KOHTeliHepa My3blKW.

video lNokasbiBaTb MO YMOYaHMIO CoAepXKmmMmoe
KOHTeliHepa BuAeO.

images lNoka3biBaTb MO YMONYAHUIO COAEPXMMOe
KOHTeHepa n3o06paxeHunin.

(config-dlna)> container browse
Dlna::Server: Set default container to "browse".

(config-dlna)> no container
Dlna: :Server: Reset default container.

Bepcus OnucaHve

2.11 JobaeneHa komaHza dina container.

3.20.2 dina db-directory

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YKa3zaTb NyTb K KaTanory ¢ 6a3oi AaHHbIX MyNbTUMEAVNNHBLIX GannoB.
KomaHga c npedurkcom no yganseTt HacTPOWKy.

Ja

Aa

Het

(config-dina)>  db-directory «directory>

(config-dina)> no db-directory

AprymeHT 3HauyeHue OnuncaHwue

directory CT1poka MyTb K Nanke ¢ 6a30 AaHHbIX.

(config-dlna)> db-directory 46E243F4E243E6B1:/components/dlna/
Dlna::Server: DB directory set.

(config-dlna)> no db-directory
Dlna::Server: DB directory removed.

Bepcus OnucaHue

2.06 JobaBneHa komaHaa dina db-directory.
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3.20.3 dIna directory

OnucaHue YKa3aTb NyTb K KaTanory ¢ Mejna-KOHTEHTOM.
KomaHga ¢ npednkcom no yganser HacTPOnKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-dina)>  directory «directory,[media-type]

(config-dina)> no directory «directory:»

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

directory CTpoka [MyTb K KaTanory c Mefma-KOHTEHTOM.

media-type |audio CofepxmnMoe katanora — ayamo-dannbl.

video Cogepxunmoe kaTanora — Bugeo-paiinbl.

images CoaepxvmMoe KaTanora — n3o6paxeHus.

Mpumep (config-dlna)> directory »
46E243F4E243E6B1: /components/transmission/download/
Dlna::Server: »
"46E243F4E243E6B1: /components/transmission/download/" directory »
added.

(config-dlna)> no directory »

46E243F4E243E6B1: /components/transmission/download/
Dlna::Server: »

"46E243F4E243E6B1: /components/transmission/download/" directory »
removed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 Job6asneHa komaHaa dina directory.

2.06 [JobaeneH napameTp media-type.

3.20.4 dIna display-name

OnucaHune Ha3HaunTb nosib3oBaTenbckoe nMsa DLNA-cepBepy.
KomaHgaa c npedpurkcom no yaanseT HacTPOriKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-dina)>

display-name «display-name>

(config-dina)> no display-name

AprymeHT

3HavyeHue

OnucaHue

display-name

CTpoka

[Monb3oBaTenbCKOe M4 cepeepa.

(config-dlna)> display-name MYDLNA
Dlna::Server: Set a display name.

Bepcusa

OnucaHwmne

2.12

Jo6aBneHa komaHaa dina display-name.

3.20.5 dlna interface

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YKasaTb HTepdelic MapLLpyTM3aTopa, Yepes KOTopbIl byeT nepesjaBaThCs
MeAna-KoOHTeHT. MOXHO BBeCTU He 6onee 16 nHTepdelicos.

KomaHga ¢ npedunkcom no yaanseTt ykasaHHbI nHTepdeinc n3 cnvcka. Ecam
BbINO/HNTb KOMaHAy 6e3 aprymeHTa, To BeCb CNNCOK NHTepdeincos aAns
nepefayuv Meana-KOHTEHTa ByAeT OUNLLEH.

Ja
Aa
Ja
IP

(config-dina)>

interface <interface>

(config-dina)> no interface <interface;

AprymeHT

3HaueHve

OnucaHue

interface

UHTepgeric

MonHoe nmsi nHTepdeiica NN NCeBLOHNM.
CnMCoK AOCTYMHbIX UHTEPPENCOB MOXHO
yB/AETb C NOMOLLbIO KOMaHAb! interface
[Tab].

(config-dlna)> interface [Tab]

Usage template:
interface {interface}
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UcTopusa nsmeHeHwnii

Choose:

GigabitEthernetl

ISP

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint?2
WifiMaster0/AccessPointl

GuestWiFi

(config-dlna)> interface GigabitEthernet0/Vlanl

(config-dlna)> no interface GigabitEthernet0/Vlanl

Bepcus

OnucaHune

2.00

JobaeneHa komaHaa dina interface.

3.20.6 dina port

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Yka3atb nopT DLNA-cepBepa ans HTTP-Tpaduka (onucaHnii, SOAP, nepeaaun
KOHTeHTa). [1o ymMonuyaHuio ncnosib3yeTcsd 3HayueHve 8200.

KomaHza ¢ nped1Kcom no Bo3BpaLLaeT 3HaYeHMe No YMONYAHUIO.

Ja
Ja

Het

(config-dina)>

port port

(config-dina)> no port

AprymeHT

3HayeHue OnvicaHune

port

Yesoe uucro |Homep nopra.

(config-dlna)> port 8999
Dlna::Server: Port changed to 8999.

(config-dlna)> no port

Dlna: :Server:

Port reset to 8200.

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dina port.

118

CnpaBo4HMK komaHg — Launcher DSL (KN-2012)




naBa 3 OnncaHme KOMaHA,

3.20.7 dlna rescan

OonucaHue O6HOBUTL NHOPMaLKIo o dalinax B kaTanore ¢ MeAna-KOHTEHTOM.

MprmeyaHwe: EcnnykasaThk kntovesoe cnoeo full, 6a3a faHHbLIX KOHTEHTa
byneT yaaneHa 1 co3gaHa 3aHOBO. OTO MOXET 3aHATb

Kakoe-TO BpeMsl, MO3TOMY TaKyto KOMaHAy peKkoMeHAyeTcs
BbINOIHATE TO/IbKO C/IN CTPYKTYpPa 6a3bl AJAHHbIX KOHTEHTa
noBpexgeHa.

MNpedukc no Het

MeHsieT HacTpoiikn  Hert

MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config-dina)>  rescan|[ full]
AprymeHTbI AprymeHT |3HaueHme |OnucaHme
full Knwyesoe Mpu3HaK HeO6XOANMOCTM NMepeco3jaHuns
C/10B0 6a3bl AAHHbIX KOHTEHTa.
Mpumep (config-dlna)> rescan
(config-dlna)> rescan full
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa dina rescan.

3.20.8 dina sort

OnucaHune 3agaTb KpuTepuii copTupoBkn dainos DLNA-cepBepa.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc I (config-dina)>  sort <key> [«order ]

I (config-dina)> no sort
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AprymeHTbl

Mpumep

UcTopuns nameHeHui

AprymeHT |3HauyeHue OnucaHve
key class CopTrpoBaTth Mo Kaccy Mefmna-KoHTeHTa
(ayano, Bnaeo, nsobpaxeHus).
title CopTupoBaTtb MO Ha3BaHWIo.
date CopTupoBartk Mo gare.
track CopTupoBaTb MO JOPOXKe.
album CopTvpoBaTb NO anbbomy.
order ascending CopTupoBka ¢alinoB B nopsake BO3pacTaHUs
OTOT NapaMeTp UCMO/b3yeTcs MO YMOAYaHUIO.
descending |CopTupoBka ¢alinoB no ybbiBaHuUIo.

(config-dlna)> sort date

Dlna: :Server:

"date by ascending" sort criterion appended.

(config-dlna)> sort date ascending

Dlna: :Server:

(config-dlna)> no sort
Dlna: :Server:

"date by ascending" sort criterion appended.

Sort criteria removed.

Bepcusa

OnucaHune

2.11

JobasneHa komaHga dina sort.

3.21 dns-proxy

OnucaHwue
Mpe¢ukc no

MeHsieT HacCTpoViKKn

[oCTyn K rpynne KOMaHz Anst ynpasneHus cnyx6oi DNS-npokcu.

Het

Het

MHorokpaTtHbIiA BBog, Het

BxoxxaeHue B rpynny (config-dnspx)

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

I(conﬁg)>

dns-proxy

(config)> dns-proxy
Core::Configurator: Done.
(config-dnspx)>

Bepcus

OnucaHune

2.04

JlobaBneHa komaHAa dns-proxy.
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naBa 3 OnncaHme KOMaHA,

3.21.1 dns-proxy filter assign host preset

OonucaHue HasHaunTb npeceT GUNbLTPALN CETEBOMY YCTPOIACTBY.

O3HaKOMUTBCS CO CMIMCKOM MPEeCceToB Bbl MOXETE C MOMOLLbHO KOMaHAbI show
dns-proxy filter presets.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIA npeceT Ans xocTta. Ecam
BbIMNO/IHNTb KOMaHA4Y 6e3 adprymMmeHTa, To BeCb CNMCOK NpeceToB A/1d BCEX
XOCTOB 6yZleT OUnLLEH.

MNpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTHbIl/i BBog, /[la

Cutoncnc (config-dnspx)>  filter assign host preset <host> ¢preset>
(config-dnspx)> no filter assign host preset [<host>]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
host MAC-agpec MAC-azpec ceTeBOro ycTpoincraa.
preset Ctpoka Ha3BaHue npeceTa.

Mpumep (config-dnspx)> filter assign host preset 04:d4:c1l:51:b1:59 »
opendns-family
Dns::Filter::Public: Associated host "04:d4:c1:51:b1:59" with »
preset "opendns-family".
(config-dnspx)> no filter assign host preset 04:d4:cl:51:bl:59
Dns::Filter::Public: Removed preset for host "04:d4:c1:51:b1:59".
(config-dnspx)> no filter assign host preset
Dns::Filter::Public: Removed presets for hosts.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue
3.08 JobasneHa komaHaa dns-proxy filter assign host

preset.

3.21.2 dns-proxy filter assign host profile

OonucaHue HasHaunTb Npodunb GUNbLTPaLMN CETEBOMY YCTPOICTBY.

Jlo6aBUTb HOBbI NPOdUIL MOXKHO NPY NOMOLLM KOMaHAbI dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npodurnelt Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.
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Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

KomaHga c npedumkcom no yaanseT ykasaHHbIn npoduib 4 xocta. Ecim
BbIMO/IHNTL KOMaHAY 6e3 apryMeHTa, TO BeCb CMUCOK Npodunein ansa Bcex
XOCTOB 6yZleT OUNLLEH.

Ja
Aa
Ja
(config-dnspx)>  filter assign host profile <hosts> profiles

(config-dnspx)> no filter assign host profile [<host]

AprymeHT 3HauyeHue OnuncaHwue
host MAC-apgpec MAC-agpec ceTeBOro ycTpoicTea.

profile Ctpoka HasBaHune npoduns.

(config-dnspx)> filter assign host profile 00:d2:cl:54:bc:59 test
Dns::Filter::Public: Associated host "00:d2:c1:54:bc:59" with »
profile "test".

(config-dnspx)> no filter assign host profile 00:d2:cl:54:bc:59
Dns::Filter::Public: Removed profile for host "00:d2:cl:54:bc:59".

(config-dnspx)> no filter assign host profile
Dns::Filter::Public: Removed profiles for hosts.

Bepcus OnucaHve
3.08 JobasneHa komaHaa dns-proxy filter assign host
profile.

3.21.3 dns-proxy filter assign interface preset

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

Ha3HaunTb npeceT GbUNbTPaLN BCEM YCTPOCTBAM B CErMeHTe (3a
NCK/IOYEHNEM TeX, KOTOPbIM YyXe HazHauyeHbl npoduan/npeceTs).

O3HaKOMUTLCS CO CNCKOM MPECeToB Bbl MOXETe C MOMOLLbI0 KOMaHAbl show
dns-proxy filter presets.

KomaHaa ¢ npepunkcom no oTMeHsieT NPUBA3KY yKa3zaHHOro npeceTa K
nHTepdelicy. Ecnv BbINOAHUTL KOMaHAy 6e3 aprymeHTa, TO BeCb CMUCOK
npeceToB A/15 BCeX CErMeHTOB byfeT ounLLeH.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a
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CuHoncuc (config-dnspx)>  filter assign interface preset <interfaces preset>

(config-dnspx)> no filter assign interface preset [<interface;]

AprymeHTbI AprymeHT |3HaueHue OnucaHue

interface |WHTepgeic MonHoe nma nHTepderica nam NCeBLOHUM.
NHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTn private nnm protected.

preset CTpoka Ha3sBaHue npeceTa.

Mpumep (config-dnspx)> filter assign interface preset Bridge0 »
quad9-security
Dns::Filter::Public: Associated interface "Bridge@" with preset »
"quad9-security".

(config-dnspx)> no filter assign interface preset Bridge0
Dns::Filter::Public: Removed preset for interface "Bridge0".

(config-dnspx)> no filter assign interface preset
Dns::Filter::Public: Removed presets for interfaces.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.08 Job6asneHa komaHaa dns-proxy filter assign interface
preset.

3.21.4 dns-proxy filter assign interface profile

OnucaHune HasHaunTb Nnpodunb dpunbTpaLmm Bcem yCTPOMCTBaM B CerMeHTe (3a
NCKAOYEHMEM TeX, KOTOPbIM yXe Ha3HaveHbl npoduan/npeceTsbl).

Jo6aBuTb HOBbIV NPpodUIL MOXHO NPY NOMOLLM KOMaHAb! dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npoduiein Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.

KomaHaa ¢ npeprKcom no oTMeHseT NPUBA3KY YKazaHHOro Npopuns K
nHTepdelicy. ECnv BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO BeCb CNUCOK
npodunein ana Bcex CerMeHToB byAeT OUnLLEeH.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a

CuHoncnc I (config-dnspx)> filter assigninterfaceprofile<interfaceprofile

I (config-dnspx)> no filter assign interface profile [<interface]
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT |3HauyeHue OnuncaHwue

interface |WHTepgeinc MNonHoe nma nHTepderica Nam NCeBLOHUM.
WHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTu private nnwm protected.

profile |Crpoka HassaHwne npoduns.

(config-dnspx)> filter assign interface profile »
GigabitEthernet0/Vlanl DnsProfile0
Dns::Filter::Public: Associated interface »
"GigabitEthernet0@/Vlanl" with profile "DnsProfile0".

(config-dnspx)> no filter assign interface profile »
GigabitEthernet0/Vlanl

Dns::Filter::Public: Removed profile for interface »
"GigabitEthernet6/Vlanl".

(config-dnspx)> no filter assign interface profile
Dns::Filter::Public: Removed profiles for interfaces.

Bepcus OnucaHve

3.08

profile.

JobasneHa komaHaa dns-proxy filter assign interface

3.21.5 dns-proxy filter engine

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTbl

BbibpaTb MexaHmn3m DNS.

KomaHga c npedurkcom no oTkatouaeT dpuabTp. B 3TOoM cnyyae 3anpoc
KOHGUrypaL M BepHeT MycToe 3HaveHue.

Ja
Ja

Het

(config-dnspx)>

filter engine <engines

(config-dnspx)> no filter engine

AprymeHT 3HauyeHue OnuncaHwue
engine interceptor |OAvH 13 JOCTYMNHLIX MEXaHN3MOB
public dunbTpaumn DNS.
nextdns
opkg
skydns
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Mpumep

UcTopuns nameHeHuii

(config-dnspx)> filter engine interceptor
Dns::Filter::Interceptor: Enabled.

(config-dnspx)> no filter engine
Dns::Manager: Disabled filter engine.

Bepcus OnucaHve

3.08 Jo6aBneHa komaHaa dns-proxy filter engine.

3.21.6 dns-proxy filter profile

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

Co3gaTtb Nonb3oBaTenbCkni Nnpodunb dunbTpaumm DNS.
KomaHga c npedukcom no yaanaet npodub.

Ja

Aa

Ja

(config-dnspx)>  filter profile name;

(config-dnspx)> no filter profile name;

AprymeHT 3HauyeHue OnuncaHwue

name Ctpoka Vmsa npoduns B cokpallleHHOM BUAE, A/IMHOI
He 6onee 32 cMMBO/IOB. MakcMManbHoe
Konu4ecTtso npodunen — 8.

(config-dnspx)> filter profile test
Dns::Filter::Public: Created profile "test".

(config-dnspx)> no filter profile test
Dns::Filter::Public: Removed profile "test".

Bepcusa OnucaHue

3.08 JobasneHa komaHAaa dns-proxy filter profile.

3.21.7 dns-proxy filter profile description

OnucaHune

Mpe¢ukc no

MpucsouTb onucaHne ana npoouns ¢punetpaumm DNS.

KomaHza c npedurKcom no cTrpaeT onucaHue.

Aa
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-dnspx)>  filter profile namesdescription «description»

(config-dnspx)> no filter profile name>description «description»

AprymeHT 3HauyeHue OnucaHue

name CTpoka HasBaHwue npoduns.

description |CTpoka Mpon3BonbLHOe onucaHne Npoduns.

(config-dnspx)> filter profile test description MyProfilel
Dns::Filter::Public: Set description to profile "test".

(config-dnspx)> no filter profile test description
Dns::Filter::Public: Cleared description of profile "test".

Bepcusa OnucaHve
3.08 JlobasneHa komaHza dns-proxy filter profile
description.

3.21.8 dns-proxy filter profile dns53 upstream

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

Job6aBuTb IP-agpec DNS-cepBepa B nNosib3oBaTeNbCkni npoduis dunsTpayun.
Mo>HO BBeCTU A0 6 CepBepoB.

KomaHga ¢ npedrkcom no yaansieT ykasaHHbIn cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BECb CMMCOK CepBEPOB byaeT
OUNLLIEH.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

(config-dnspx)> filter profilename>dns53 upstream«<address [:«ports]

(config-dnspx)> no filter profile name>dns53 description [ <address>
Lports]]

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka HasBaHwne npoduns.
address IP-agpec IP-agpec cepsepa.
port UYenoe uucro |MNopT cepsepa.
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NMpumep (config-dnspx)> filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Added DNS name server 1.1.1.1 to profile »
"test".

(config-dnspx)> no filter profile test dns53 upstream
Dns::Filter::Public: Removed DNS name server from profile "test".

(config-dnspx)> no filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Removed DNS name server 1.1.1.1 from profile »

"test".
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.08 JobasneHa komaHaa dns-proxy filter profile dns53
upstream.

3.21.9 dns-proxy filter profile https upstream

OnucaHwue Job6aBunTtb cepBep DNS nosepx HTTPS B Nofib30BaTeNbCKNA NPOPUb
dunneTpaumn. MoxKHO BBeCTU A0 6 CepBepOB.

KomaHga ¢ npedurkcom no yaanseT ykasaHHbIn cepBep 13 cnucka. Ecan
BbINONHUTbL KOMaHZAy 6e3 aprymMmeHTa, TO BeCb CMMCOK CepBepoB byaeT
OuMLLeH.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncue (config-dnspx)> filter profile <nameshttps upstreamwri[ spki hashs
]
(config-dnspx)> no filter profile name>https description[«wris]
AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
name Ctpoka HasBaHune npoduns.
url CTpoka URL-agpec DNS-cepBepa.
hash Crpoka Xaw ceptndumkarta TLS.
Mpumep (config-dnspx)> filter profile test https upstream »

https://dns.google/resolve
Dns::Filter::Public: Added DNS-over-HTTPS name server »
https://dns.google/resolve to profile "test".

(config-dnspx)> no filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Removed DNS-over-HTTPS name server »
https://dns.google/resolve from profile "test".
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WcTopusa nsmeHeHum

(config-dnspx)> no filter profile test https upstream
Dns::Filter::Public: Removed DNS-over-HTTPS name server from »
profile "test".

Bepcus OnucaHue
3.08 JobasneHa komaHaa dns-proxy filter profile https
upstream.

3.21.10 dns-proxy filter profile intercept enable

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

BrntounTb nepexsat TpaH3nTHbIX DNS-3anpocos ana npoduna ¢puastpaumu.
Mo ymonuaHuio nepexsaT 3anpeLLeH.

KomaHza c npeprKkcom no oTkItouaeT nepexsat 415 Npoduia puabTpaLmu.
Ja

Ja

Het

(config-dnspx)>  filter profile name>intercept enable

(config-dnspx)> no filter profile <namesintercept enable

AprymeHT 3HayeHue OnuncaHwue

name CTpoka Nmsa npoduns dmnneTpaumn.

(config-dnspx)> filter profile DnsProfile@ intercept enable
Dns::Filter::Public: Enabled intercept in profile "DnsProfile0".

(config-dnspx)> no filter profile DnsProfile® intercept enable
Dns::Filter::Public: Disabled intercept in profile "DnsProfile0".

Bepcus OnucaHve
3.09 Jlo6aBneHa komaHza dns-proxy filter profile intercept
enable.

3.21.11 dns-proxy filter profile tls upstream

OnucaHwne

Jo6aBuTb cepep DNS nosepx TLS B noNb30BaTeNbCKUA Npodub
dunbTpaumn. MoxHo BeecTn 0 6 CepBepoB.

KomaHga c npedurkcom no yaansieT ykasaHHbIN cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, To BECb CMMCOK CepBEPOB byaeT
OUNLLIEH.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja
Ja
Aa
(config-dnspx)>  filter profile name>tls upstreamaddress [ «port>
1[ sni«fqdns> ][ spki <hashs ]
(config-dnspx)> no filter profile namestls description [ «address>][
<ports]
AprymeHT 3HayeHue OnuncaHwue
name CTpoka HasBaHune npoduns.
address IP-appec Agppec cepBepa.
FQDN
port UYenoe uucro |lMNopT cepsepa.
fqdn Crpoka JomeHHoe nm4.
hash CTpoka Xaw ceptmndukaTta TLS.

(config-dnspx)> filter profile test tls upstream 1.1.1.1 8853 »
sni cloudflare-dns.com

Dns::Filter::Public: Added DNS-over-TLS name server 1.1.1.1 to »
profile "test".

(config-dnspx)> no filter profile test tls upstream 1.1.1.1 8853
Dns::Filter::Public: Removed DNS-over-TLS name server 1.1.1.1 »
from profile "test".

(config-dnspx)> no filter profile test tls upstream
Dns::Filter::Public: Removed DNS-over-TLS name server from »
profile "test".

Bepcus OnucaHve
3.08 Job6aeneHa komaHaa dns-proxy filter profile tis
upstream.

3.21.12 dns-proxy https upstream

OnucaHwne

MNpejukc no

Jo6aBuTb cepeep DNS nosepx HTTPS.

KomaHga c npedpurkcom no ygansieT ykasaHHbIN cepBep 13 cnvcka. Ecam
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BECb CMMCOK CepBepOB byaeT
OUULLIEH.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHuim

(config-dnspx)>  https upstreamwrls [ «format>]1[ snihash>]1[ on
<interfaces> ][ domain «domains ]

(config-dnspx)> no https upstream [ «wurl]

AprymeHT 3HauyeHue OnucaHwue

url CTpoka Monb3oBaTenbckmin URL-agpec cny>6bl DNS.
format dnsm dopmat oTobpaxkeHns gaHHbIX DNS.

json
hash CTpoka Xaw ceptudukaTta TLS.

interface WHTepgeiic Nma nutepdeiica Ana HacTponkuy.

domain CTpoka JomMmeHHOoe nwvs.

(config-dnspx)>https upstream »
https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm on ISP

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>no https upstream https://dns.adguard.com/dns-query
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)>no https upstream
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.

Bepcus OnucaHve
3.01 JobasneHa koMmaHaa dns-proxy https upstream.
3.08 [JobasneH aprymeHT domain.

130

CnpaBo4HMK komaHg — Launcher DSL (KN-2012)



naBa 3 OnncaHme KOMaHA,

3.21.13 dns-proxy intercept enable

OnucaHue BkntounTb nepexsaTt TpaH3uTHbIX DNS-3anpocoB. Takxe 3Ta ¢yHKLUSA
BK/IlOYaeTCs Npu paboTe nHTepHeT-GUAbTpa. Mo yMonyaH1Io nepexsat
3anpeLyeH.

KomaHga ¢ npedunkcom no oTKIoYaeT rnepexsar.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-dnspx)>  intercept enable
I (config-dnspx)> no intercept enable
Mpumep (config-dnspx)> intercept enable
Dns::Filter::Interceptor: Enabled.
(config-dnspx)> no intercept enable
Dns::Filter::Interceptor: Disabled.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.06 JobasneHa komaHaa dns-proxy intercept enable.
3.08 KomaHga dns-proxy intercept enable yganeHa kak
ycTapeBLUas.
3.09 KomaHga dns-proxy intercept enable cHoBa go6aBneHa.

3.21.14 dns-proxy max-ttl

OnucaHwue 3agaTb MakcMManbHbIv TTL Ana KaWrpoBaHHbIX 3anuvcen DNS-npokcu.
KomaHga ¢ npedpurkcom no yaanset 3HadeHue TTL.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config-dnspx)>  max-ttlwmax-ttl
(config-dnspx)> no max-ttl
AprymeHTbl AprymeHTt 3HaueHue |OnucaHue
max-ttl Uenoe uucno |MakcumanbHoe 3HadeHume TTL. MoxeT
NPUHMMaTL 3HaYeHUs B Npejenax ot 1 4o
604800000 mmnnnvcekyHa (1 Hegens).
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-dnspx)> max-ttl 10000
Dns::Proxy: Dns-proxy set max-ttl to 10000.

(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.05 [JobaeneHa komaHaa dns-proxy max-ttl.

3.21.15 dns-proxy proceed

OnucaHune 3agaTb MHTepBaJ Mexay napasne/ibHbIMVY 3anpocamMm, KOTopble OTrpasiseT
DNS-npokcu Heckonbknm DNS-cepsepam. Mo yMOAYaHUIO UCMNO/b3yeTCs
3HauyeHVe 500.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMONYaHI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc (config-dnspx)>  proceed proceed>
(config-dnspx)> no proceed
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
proceed Uenoe umncno |Bpemsa pabotbl DNS-npokcn B
MuanancekyHaax. MoxeT npuHMMaTb
3HayeHWAa B npegenax ot 1 Ao 50000.
Mpumep (config-dnspx)> proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.04 [Jlo6baBneHa komaHza dns-proxy proceed.

3.21.16 dns-proxy rebind-protect

OnucaHwue BkntounTb 3aWwmnTy oT atak DNS rebinding. Mo yMONYaHWIO NCNONb3YyeTCs
napameTp auto.
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naBa 3 OnncaHme KOMaHA,

KomaHaa ¢ npepurKCcoM no OTKIOYaEeT 3aLUNTY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-dnspx)>  rebind-protect (auto | strict)
(config-dnspx)> no rebind-protect
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
auto Knwouesoe 3awmTa nHTepdeiicos private.
CJ10BO
strict KmwyeBoe 3awmTa noaceteit U3 cnurcka IANA IPv4
C/10B0 Special-Purpose Address Registry1.
Npumep (config-dnspx)> rebind-protect auto
Dns::Manager: Enabled rebind protection.
(config-dnspx)> no rebind-protect
Dns::Manager: Disabled rebind protection.
VlCTOleﬂ M3MeHeHunA Bepcmﬂ onvicaHue

3.04 Jlo6aBneHa komaHaa dns-proxy rebind-protect.

3.21.17 dns-proxy srr-reset

OonucaHue YCTaHOBUTb BpeMsi, Uepes KoTopoe byzeT cbpacbiBaTbCA PENTUMHT
3anpocoB-0TBeToB DNS-MpoKcK. Mo YMONYaHNIO NCMONb3YeTCst 3HaYeHne
600000.

KomaHza ¢ npedrkcom no Bo3BpaLLAeT 3HayeHre o YMONYaHUI0.
MNpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config-dnspx)>  srr-reset«srr-reset

I (config-dnspx)> no srr-reset

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml

Launcher DSL (KN-2012) — CnipaBO4YHMK KOMaHZ 1 33


https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml

naBa 3 OnncaHme KoMaHp,

AprymeHTbI Argument |3HaueHme |OnucaHue
srr-reset lenoe umucno |3HaveHMe BpEMEHHOro NPOMEeXYTKa B
MUNCEKYHAAX. MOXeT NpuUHNUMaTb
3HayeHWsa B npegenax ot 0 Ao 600000.
Npumep (config-dnspx)> srr-reset 111

Dns::Manager: Set send-response rating reset time to 111 ms.

(config-dnspx)> no srr-reset
Dns::Manager: Reset send-response rating reset time to default.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.12 Jlo6aBneHa koMmaHaa dns-proxy srr-reset.

3.21.18 dns-proxy tls upstream

OnucaHune Jo6asuTb cepsep DNS nosepx TLS.
KomaHga ¢ npedurkcom no yaansieT ykasaHHbIA cepBep U3 cnmcka. Ecam
BbINOJIHUTL KOMaHAy 6e3 apryMeHTa, TO BeCb CMNCOK cepBepoB byaeT
OuMILLIEH.

MNpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTHbIl/i BBog, /[la

CuHoncnc (config-dnspx)>  tls upstreamaddress; [ «port> ][ sni«fqdns ][ spki
<hash>][on dnterface> ][ domain «domain; ]
(config-dnspx)> no tls upstream [ <addresss [ port]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
address IP-appec IP-agpec cepBepa.
port Uesnoe uucso |lMNopT cepsepa.
fqdn CTpoka JomMmeHHOoe nwvs.
hash Crpoka Xaw ceptndumkarta TLS.
interface UHTeppenc Nms nHTepdelica Ana HacTpOKuU.
domain Ctpoka JomeHHoe nm4.
Npumep (config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com

Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.
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naBa 3 OnncaHme KOMaHA,

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com »
on ISP
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>no tls upstream 1.1.1.1 853
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
deleted.

(config-dnspx)>no tls upstream
Dns::Secure: :ManagerDot: DNS-over-TLS name servers cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.01 JobaBneHa komaHAa dns-proxy tls upstream.
3.08 Job6asneH aprymeHT domain.

3.22 dpn accept

OnucaHwue MprHATL Nonb3oBaTeNbckoe cornawueHvie DPN. 1o NpUHATUSA cornalleHns
KOHUrypaTop He MpUHMMaeT HMKaKme KOMaHAbl, KoOMe KOMaHA Ha YTeHune.

MNpejukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTHbIi BBog, Het

CvHoncuc I(config)> dpn accept
Mpumep (config)> dpn accept

Core::Legal: Accepted dpn version 20200330.
WcTopuns nsmeHeHunit |Bepcus onucaHue

3.05 JobasneHa komaHaa dpn accept.

3.23 dyndns profile

OnucaHue JocTyn K rpynne KoMaHA AN HAacCTPOKKM yka3aHHoro npoduns DynDns. Ecin
npodunb He HalifleH, KOMaHAa NbITaeTcs ero co3gatb. MOXHO co34aTh He
6onee 32 npodunei.

KomaHgaa ¢ npedurkcom no yaanset npodunb DynDns.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a

Launcher DSL (KN-2012) — CnipaBO4YHMK KOMaHZ 1 35



naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIl/i BBog, /[la

Bxo>kaeHue B rpynny

CuHoncunc

(config-dyndns)

(config)> dyndns profile name>

(config)> no dyndns profile name>

AprymeHTsl

AprymeHT 3HauyeHue OnucaHwue

name CTpoka HasBaHwue npodunsa. MakcmansHas AnnHa

NMeHn — 64 cnmBona.

Mpumep

(config)> dyndns profile _WEBADMIN
Core::Configurator: Done.
(config-dyndns)>

UcTopusa nsmeHeHwnii

Bepcus OnucaHue

2.00 JobasneHa komaHaa dyndns profile.

3.23.1 dyndns profile domain

OnucaHune

MNpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

2 http:\\www.dyndns.com
http:\\www.no-ip.com

Ha3HauunTb MK nocTtosiHHOE foMeHHOoe nMS. [epe BbIMOSIHEHVIEM KOMgHAbI
Heo6X0AVIMO 3apPerncTprpoBaTh AJOMEHHOE UMS Ha caliiTe dyndns.com” unm
no-ip.com-.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Aa

[Ja

Hert

(config-dyndns)>  domain «domain»

(config-dyndns)> no domain

AprymeHT 3HauyeHue OnucaHwue

domain CTpoka JomMeHHoe nvsa. MakcmmansHasa g11MHa
AOMEeHHOro nmeHm — 254 cumsona.

(config-dyndns)> domain support.ddns.net
DynDns::Profile: " WEBADMIN": domain saved..
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naBa 3 OnncaHme KOMaHA,

(config-dyndns)> no domain
ynDns::Profile: " WEBADMIN" domain cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa dyndns profile domain.

3.23.2 dyndns profile password

OnucaHue YcTaHOBUTL Naposib 415 AocTyna Yepes DynDns.
Mpejukc no Ja

MeHsieT HacTpolikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dyndns)>  password «passwords

(config-dyndns)> no password

AprymeHTbI AprymeHT 3HauyeHue OonucaHue

password CTpoka Maponb anda asTopusaymn. MakcrumanbHas
ANVHa napons — 64 cmBona.

Mpumep (config-dyndns)> password 123456789
DynDns::Profile: " WEBADMIN": password saved.

(config-dyndns)> no password
DynDns::Profile: " WEBADMIN" password cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.00 Job6asneHa komaHaa dyndns profile password.

3.23.3 dyndns profile send-address

OnucaHue BkntounTtb HEOOX0ANMOCTL YKasaHua IP-agpeca HTepHeT-CcoeANHEHNS B
3anpoce DynDns.

KomaHga ¢ npednkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Launcher DSL (KN-2012) — CnipaBO4YHMK KOMaHZ 1 37



naBa 3 OnncaHme KoMaHp,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-dyndns)>  send-address

I (config-dyndns)> no send-address

(config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns::Profile: Send address is disabled.

Bepcusa

OnucaHune

2.03

Job6asneHa komaHaa dyndns profile send-address.

3.23.4 dyndns profile type

OnucaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

4 http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru

MpucBonTe DynDns-npodunto TV, B 3aBUCMMOCTY OT CaiiTa, Ha KOTOPOM
6b110 3aPEerncTpPMPOBaHO AOMEHHOE MMSI.

Ja
Ja

Het

(config-dyndns)>

type <type»

(config-dyndns)> no type

AprymeHT |3HauyeHue OnucaHue
type dyndns YKa3blBaeTcd, ecnm JOMEHHOe NMS 4
3aperncTpupoBaHo Ha caiite dyndns.com".
noip YKa3blBaeTcd, ecnm JOMeHHOoe MS s
3aperncTpupoBaHO Ha canmTe no-ip.com™.
rucenter |YKa3sblBaeTcs, eciv JOMEHHOe NMS 6
3aperncTpupoBaHo Ha caiiTe rucenter .
custom YKa3sblBaeTcs, ec/in JOMeHHOoe UMS

3aperncTpupoBaHoO Ha Apyrom calite (cait
onpegenseTtca komaHgoi dyndns profile url).

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

type noip
" WEBADMIN": type saved.

no type
" WEBADMIN" type cleared.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

JobasneHa

komaHgza dyndns profile type.

3.23.5 dyndns profile update-interval

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YCTaHOBUTb MHTepBa 06HOBNEHMs agpeca Anst DynDns.

KomaHaa ¢ npepunKcom no oTMeHsieT BO3MOXHOCTb 06HOBNEHNS.

Ja
Aa

Het

(config-dyndns)>

update-interval «days> days [ <hours> hours ]
[ aminutes> minutes ] [ <seconds> seconds ]

(config-dyndns)> no update-interval

AprymeHT 3HauyeHue OnuncaHwue

days Lenoe 4ucno |BpemeHHON NHTepBan B AHAX.
hours lenoe uncno |BpeMeHHOI MHTepBan B Yacax.
minutes lenoe umucno |BpemeHHOWN nHTepBan B MUHYTaXx.
seconds lenoe umucno |BpemeHHOWN NHTepBan B CEKyHAAX

(config-dyndns)>

seconds

DynDns::Profile: Interval

(config-dyndns)>

DynDns::Profile: Interval

(config-dyndns)>

DynDns: :Profile: Periodic

update-interval 5 days 5 hours 5 minutes 5 »

is set to 450305 seconds.

update-interval 5 days

is set to 432000 seconds.

no update-interval

registration disabled.

Bepcus

OnucaHue

2.03

Jlo6aBneHa komaHaa dyndns profile update-interval.

3.23.6 dyndns profile url

OnucaHwue
Mpedukc no

MeHsieT HacTpoiKkmn

Yka3zaTb URL ncnons3yemoro caiita cnyxosl DynDns

Ja
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Het

(config-dyndns)>  urlwrb

(config-dyndns)> no url

AprymeHT

3HavyeHue

OnucaHue

url

Crpoka

MNonb3oBaTenbcknii URL-agpec cnyx6bb
DynDns.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)> no url

DynDns: :Profile:

url http://members.dyndns.org/nic/update
" WEBADMIN": URL saved.

" WEBADMIN" URL cleared.

Bepcus

OnucaHune

2.05

JobasneHa komaHaa dyndns profile url.

3.23.7 dyndns profile username

OnucaHwue
MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

YKa3aTb NOrMH yyeTHOM 3anuncuy Ana goctyna dyepes DynDns.

Ja
Aa

Het

(config-dyndns)>

username <username»

(config-dyndns)> no username

AprymeHT

3HavyeHue

OnucaHue

username

Crpoka

ViMa nonb3oBaTtensa Ans aBTopursauyunn.
MakcrmanbHasa gnMHa nMmeHn — 64 cumBona.

(config-dyndns)> username

DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

test@gmail.com

" WEBADMIN": username saved.

no username
" WEBADMIN" username cleared.

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dyndns profile username.
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naBa 3 OnncaHme KOMaHA,

3.24 easyconfig check

OonucaHue [oCTyn K rpynne KOMaHA ANnsi HACTPOWKM NPOBePKM A0CTyNa B UHTEPHET. 15
NPOBEpPKMN AOCTyMNa B UHTEPHET CHaYana OTNPaBAAIOTCSA 3aNpPOoChl K L3y
Mo yMonyaHuto. Eciv oTBET NosyyeH, Torga onpalivBatoTcs yaaneHHble
XOCTbl, yKa3aHHble B HacTpoikax. Takxke B HaCTpolikax yka3blBaeTcs
NPOAOMKNTENBHOCTL Y YacTOTa 3anpocoB. Ec/iv Bce NpoBepKy NpoijeHbl,
3HAUUT AOCTYN B UHTEPHET ecTb.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

BxoxxaeHue B rpynny (ezconfig-check)
CuHoncuc (config)> easyconfig check

NMpumep (config)> easyconfig check
(ezconfig-check)>

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHaa easyconfig check.

3.24.1 easyconfig check exclude-gateway

OonucaHue OTK/OUMTE MPOBEPKY LLK03a MO YMOAYaHWI0. [0 yMOYaHWNo 3TOT NapameTp
BK/TOYEH.

KomaHga ¢ npedunkcom no BKAOYaET NpoBepky obpaTHo.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (ezconfig-check)>  exclude-gateway
I (ezconfig-check)> no exclude-gateway
Mpumep (ezconfig-check)> exclude-gateway

Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network: :InternetChecker: Gateway checking enabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga easyconfig check
exclude-gateway.

3.24.2 easyconfig check max-fails

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YKa3zaTb KONM4YeCcTBO Noc/ie0BaTe/IbHbIX HeYAauHbIX 3aMpoCoB K 06n1ayuHOMYy
cepBuCy YTO6bI ONpeaenunTb, YTO MHTEPHET HefoCTyneH. 1o yMonyaHuto
MCNoNb3yeTcd 3HaveHve 3.

KomaHga ¢ npedrkcom no BO3BpaLLLAET 3HaUYeHMe No YMOTHaHMIO.

Ja

Ja

HeT

(ezconfig-check)>  max-fails «count»

(ezconfig-check)> no max-fails

AprymeHT 3HauyeHue OnuncaHwue

count UYenoe uucro |Konmyectso HeygauHbIX 3anpocos. MoxeT
MPUHXMAaTL 3HaYeHWsa B Npejenax ot 2 40 8

BKTHOYNTENbHO.

(ezconfig-check)> max-fails 5
Network: :InternetChecker: A new maximum fail count set to 5.

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

Bepcus OnucaHve

2.00 JobaBneHa komaHaa easyconfig check max-fails.

3.24.3 easyconfig check period

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

3ajaTb NMPOAO/HKNTENBHOCTL NMPOBEPKU. 10 yMONUaHUIO UCMOJIb3YyeTCs
3HayeHne 15.

KomaHza ¢ npedprKcom no Bo3BpaLLaeT 3HAYEHNE MO YMOIYaHUIO,
Ja
Aa
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc (ezconfig-check)>  period «period>
(ezconfig-check)> no period
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
period Uenoe 4ucno |VIHTepBan npoBepkun B cekyHAax. MoxeTt
NPUHNMAaTb 3HaYeHs B Npegenax ot 10 go
60 BKIHOUNTE/ILHO.
Mpumep (ezconfig-check)> period 20
Network: :InternetChecker: A new check period set to 20 seconds.
(ezconfig-check)> no period
Network: :InternetChecker: Check period reset to default (15 »
seconds) .
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa komaHaa easyconfig check period.

3.25 easyconfig disable

OonucaHmne OTKNOYNTL MacTep NepBUYHON HAaCTPOLKK. 10 yMONYaHMIO 3TOT NapamMeTp
BK/IFOYEH.

KomaHga ¢ npedurkcom no BKAKOUaeT MacTep NepBUYHON HAaCTPOKM.
MNpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> easyconfigdisable
I (config)> no easyconfig disable
Mpumep (config)> easyconfig disable
EasyConfig: :Manager: Disabled.
(config)> no easyconfig disable
EasyConfig: :Manager: Enabled.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.01 JlobasneHa komaHaa easyconfig disable.
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3.26 eula accept

OnuncaHwne MprHATL NosIb30BaTeNIbCKOe cornaweHve EULA. 1o NPUHATUA cornawleHuns
KOHGUrypaTop He NpUHMMaeT HMKaKne KOMaHAbl, KpOMe KOMaH/J Ha YTeHue.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> eula accept
Npumep (config)> eula accept

Core::Eula: "20181001" license accepted.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.15 [JobaeneHa komaHaa eula accept.

3.27 igmp-proxy

OnucaHune JocTtyn K rpynne KoMaHa Ans HacTpowku IGMP.
MNpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (igmp-proxy)

CuHoncuc I (config)>  igmp-proxy

Mpumep (config)> igmp-proxy
(igmp-proxy)>

WcTopus nsmeHeHum Bepcus onucaHmne

2.06 JobaBneHa komaHAa igmp-proxy.

3.27.1 igmp-proxy fast-leave

OnucaHwune BkntounTb IGMP fast-leave ana HemeaneHHOro yaaneHvs nopTa 13 3anucu
nepecbIKM AN MHOTOaAPEeCHO rpynnbl, KOrAa NopT Noay4yaeT coobLueHmne
0 BbIXoje.

KomaHza ¢ npedurKcomM no oTkAoYaeT 3Ty GyHKLUIO.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (igmp-proxy)>  fast-leave

I (igmp-proxy)> no fast-leave

(igmp-proxy)> fast-leave
Igmp::Proxy: Enabled Fast Leave.

(igmp-proxy)> no fast-leave
Igmp::Proxy: Disabled Fast Leave.

Bepcus OnucaHve

3.09 JobasneHa KomaHAa igmp-proxy fast-leave.

3.27.2 igmp-proxy force

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

MprHYANTENLHO BKAOUYNTL CTapyto Bepcuto IGMP. Mo ymonyaHmio 31a

HaCTpOIZKa OTKJ/IKOUEHa N BEPCUA NPOTOKO/1a Bbl6|/|paeTCﬂ B aBTOMaTN4eCKoOM

pexvme.

KomaHga ¢ npedrKcomM no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja

Ja

HeTt

(igmp-proxy)>  force «protocol»

(igmp-proxy)> no force

AprymeHT 3HauyeHue OnuncaHwue
protocol igmp-vl MpuMeHUTb GUNLTPALMNIO K BXOAALLINM
naketam.
igmp-v2 MpUMeHUTb GUABLTPALMIO K MCXOASALLIAM
rnakeTam.

(igmp-proxy)> force igmp-vl
Igmp::Proxy: Forced protocol: igmp-vl.

(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 Jlo6aBneHa koMmaHaa igmp-proxy force.

3.28 igmp-snooping disable

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

Mpumep

UcTopus nsmeHeHnim

OTkntountb IGMP snooping. KomaHga A0CTYMHa TOJIbKO B pexumax KnveHr,
Ycnnutenb nnu Toyka floctyna.

KomaHga ¢ npedurkcom no Bkatovaet IGMP snooping.
Ja
Aa

Het
I(config)> igmp-snooping disable

(config)> igmp-snooping disable
Igmp::Snooping: Disabled.

(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

Bepcus OnucaHve

2.12 JobaeneHa koMaHaa igmp-snooping disable.

3.29 interface

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

JocTtyn K rpynne KoMaHA Ans HacTPoriky BelbpaHHoOro nHtepderica. Ecnm
NHTepdelic He HaliAeH, KOMaHAa NblTAaeTCA ero Co34athb.

Nma nHtepdelica 3agaeT ero kacc, KOTOPbIA HacleayeT onpegeneHHble
CBOWCTBA, CM. AnarpamMmel B [NprinoxeHun. KomaHabl paboTatoT
NpUMeHUTeNbHO K Knaccam. COOTBETCTBYHOLLMI KlacC MHTepdeiica ykasaH
B OMMCaHUU KOMaHABI.

KomaHga ¢ npedurkcom no yaansiet nHtepoeric.
Ja

Ja

Ja

(config-if)

I (config)> interface name>
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AprymeHTsl

Mpumep

NcTopusa nsmeHeHum

(config)> no interface name>

AprymeHT 3HauyeHue

OonvicaHune

name UHTepgeric

MonHoe nmsa nHTepdeica nin NCeBLOHNM.
CnncoK AOCTYMNHbIX NHTepdEicoB MOXHO
yBUAETb C NOMOLLbIO KoMaHAbl interface
[Tabl.

(config)> interface [Tab]

Usage template:
interface {name}

Choose:
Pvc
Vlan
CdcEthernet
UsbModem
RealtekEthernet
AsixEthernet
Davicom
UsbQmi
UsbLte
Yota
Bridge
PPPoOE
SSTPEthernet
SSTP
PPTP
L2TP
ZeroTier
Wireguard
Proxy
OpenVPN
IPIP
XFRM
TunnelSixInFour
IKE
Gre
EoIP
Clat
MapT
DsLite
TunnelFourInSix

Chilli

Bepcus OnucaHue

2.00 Job6aeneHa komaHaa interface.
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3.29.1 interface adsl snr-margin-offset

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

HacTtpouTb cooTHoLleHue curHan/wym angd ADSL-nnHnn. o ymonydaHuio
NCNONb3yeTcsa 3HaueHue 0.

KomaHga c npedrikcomM no copacbiBaeT napameTp B 3HaUYEHMe Mo YMONYaHUIO.
Ja

Ja

HeTt

Dsl

(config-if)> adsl snr-margin-offset «offset>

(config-if)> no adsl snr-margin-offset

AprymeHT 3HauyeHue OnuncaHwue

offset CTpoka Llenoe uucno, nsmepsietcs B geyunbenax u
oTObpaxkaeT COOTHOLLEHME CUTHaI/LWYM.
MoxeT NpUHUMaTb 3HaYeHVs B AManasoHe
oT -10 go +10 ab.

(config-if)> adsl snr-margin-offset -10
Network: :Interface::Tc3262::Dsl: ADSL SNR margin offset is set »
to -10 dB.

(config-if)> adsl snr-margin-offset 10
Network: :Interface::Tc3262::Dsl: ADSL SNR margin offset is set »
to 10 dB.

(config-if)> no adsl snr-margin-offset
Network::Interface::Tc3262::Dsl: ADSL SNR margin reset to default.

Bepcus OnucaHue

3.03 Job6asneHa komaHga interface adsl snr-margin-offset.

3.29.2 interface authentication chap

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN

MHorokpaTtHbIiA BBOJ,

BrntounTtb nogaepxky aytreHtTudumkaumm CHAP.
KomaHga ¢ npedurkcom no oTkatouaeT CHAP.
Ja

Ja

HeTt
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Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Secure

I(conﬁ94ﬂ> authentication chap

I(conﬁg-ﬁﬁ>noauthenticationchap

(config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
CHAP.

Bepcus OnucaHve

2.00 [Jlo6baBneHa komaHga interface authentication chap.

3.29.3 interface authentication eap-md5

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

BkntounTb noagepxky ayteHTndumkaumm EAP-MD5.
KomaHga c npedurkcom no otkntoyaet EAP-MD5.
Ja

Ja

Het

Secure

I(conﬁg4ﬂ> authentication eap-md5

I(conﬁg—ﬁﬁ>noauthenticationeap-mdS

(config-if)> authentication eap-md5
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.

(config-if)> no authentication eap-md5
Network::Interface: :Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

Bepcus OnucaHue

2.00 JobaBneHa komaHga interface authentication eap-mds5.
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3.29.4 interface authentication eap-mschapv2

OnucaHue BkntounTb noaaepxky ayreHTudumkaumm EAP-MSCHAPV2.
KomaHga ¢ npedurkcom no otkatouaet EAP-MSCHAPvV2, MS-CHAPV2.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica Secure

CuHoncuc I (config-if)> authentication eap-mschapv2

I (config-if)> no authentication eap-mschapv2

Mpumep (config-if)> authentication eap-mschapv2
Network::Interface::Supplicant: "IKEO": authentication is »
unchanged.

(config-if)> no authentication eap-mschapv2
Network::Interface::Supplicant: "IKEO": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
3.05 JobaBneHa komaHaa interface authentication
eap-mschapv2.

3.29.5 interface authentication eap-ttis

OnucaHwue BkntounTe noasepxky ayteHTndumkaumm EAP-TTLS.
KomaHga c npedurkcom no otkatouaet EAP-TTLS.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

Mpumep (config-if)> authentication eap-ttls
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.
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(config-if)> no authentication eap-ttls
Network::Interface: :Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaeneHa komaHaa interface authentication eap-ttls.

3.29.6 interface authentication identity

OnucaHwne YKazaTb UMS Nonb3oBaTens Ang ayTeHTudrKaLmm ycTpoicTea Ha yAaneHHon
cucteme. VicnonbsyeTtca ans nogkaodeHnin PPTP, PPPoE, L2TP 1 Proxy, a
Takxke Ana nHtepéericos UsbQmi.

KomaHaa ¢ npedrKcom no cTvpaeT paHee 3aAaHHOE MMS Mo/b30BaTenNs.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Secure

CuHoncuc (config-if)> authentication identity <identity»

(config-if)> no authentication identity

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
identity Ctpoka Vma nonb3oBaTens Ansa ayteHTuomKaumn.
Mpumep (config-if)> authentication identity mylogin

Network::Interface::Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network: :Interface::Supplicant: "PPTPO": identity cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHga interface authentication identity.

3.29.7 interface authentication mschap
OnucaHue Bkarountb nogaepxky ayteHTudmkaumm MS-CHAP.
KomaHga c npedumkcom no otkntovaet MS-CHAP.

Mpejukc no Ja

Launcher DSL (KN-2012) — CnipaBO4YHMK KOMaHZ 1 51



naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Secure

I(conﬂgJﬂ> authentication mschap

I(conﬁg4ﬂ>noauthenticationmschap

(config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPO": added authentication: »
MS-CHAP.

(config-if)> no authentication mschap
Network::Interface::Supplicant: "PPTPO": removed authentication: »
MS-CHAP.

Bepcus OnucaHve

2.00 Job6aeneHa komaHaa interface authentication mschap.

3.29.8 interface authentication mschap-v2

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepdderica

CuvHoncuc

Mpumep

BkntounTb noaaepxky ayreHTudumnkaumm MS-CHAPV2.
KomaHga ¢ npedpurkcom no otkaroyaet MS-CHAPV2.
Ja

Ja

HeTt

Secure

I(conﬁ94ﬂ> authentication mschap-v2

I(conﬁg-ﬁﬁ>noauthenticationmschap-v2

(config-if)> authentication mschap-v2
Network: :Interface::Supplicant: "PPTPO": authnentication is »
unchanged.

(config-if)> no authentication mschap-v2
Network: :Interface: :Supplicant: "PPTPO": removed authentication: »
MS-CHAPv2.
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VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa komaHaa interface authentication
mschap-v2.

3.29.9 interface authentication pap

OnucaHune BkntounTb noagaepxky ayteHTudmnkaumm PAP.
KomaHga ¢ npepurkcom no oTkarouaeT PAP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Secure

CuHoncuc I (config-if)>  authentication pap

I (config-if)> no authentication pap

Mpumep (config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.

(config-if)> no authentication pap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

PAP.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.00 JobasneHa komaHAa interface authentication pap.

3.29.10 interface authentication password

OnucaHue YKkasaTb Naponb Ans ayTeHTudmKaLmm yCTpoicTBa Ha yAaneHHOM cucTeme,
Wcnonb3yeTtca ana nogkntoueHuin PPTP, PPPoE, L2TP n Proxy.

KomaHga ¢ npednkcom no cTrpaeT 3HaueHne napons.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Secure

CuHoncuc I (config-if)> authentication password «password»
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(config-if)> no authentication password

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
password Ctpoka Maponb ans ayteHTUGUKaLUN.
NMpumep (config-if)> authentication password Aihoi2chal

Network::Interface::Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network: :Interface: :Supplicant: "PPTPO": password cleared.

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.00 JobaBneHa komaHaa interface authentication
password.

3.29.11 interface authentication peap

OnucaHue Bkntoumntb noaaepxky EAP-PEAP meToga npoBepKy MOAJINHHOCTU.
KomaHga ¢ npedpurkcom no oTkatouaeT wundpoBaHme EAP-PEAP.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Secure

CuHoncuc I (config-if)> authentication peap

I (config-if)> no authentication peap

Mpumep (config-if)> authentication peap
Network::Interface::Ethernet: "WifiMasterl/AccessPoint0": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network: :Interface::Supplicant: "WifiMasterl/AccessPoint0": »
removed authentication: PEAP.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 [Jlo6aBneHa komaHaa interface authentication peap.
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3.29.12 interface authentication shared

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BKAHOUUTL peXxnm ayTeHTUUKaLNK € pazdesndembiM KH4YoM. DTOT PEXUM
NCNOIb3YeTCs TONbKO B codeTaHnK € LundpoBaHuem WEP. Pazdessembie karoyu
3ajaTca KomaHgol interface encryption key.

KomaHga c npedurkcomM no nepeBoanT ayTeHTUOUKALMIO B OTKPLITLIV PEXUM.
Ja

Ja

Het

WiFi

I (config-if)> authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface authentication shared.

3.29.13 interface authentication wpa-psk

OnucaHwune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

YCTaHOBUTb NMpeABapuUTeNbHO COracoBaHHbIN KU A9 ayTeHTUGMKaumm
no npotokony WPA-PSK. Bo3MOXHO 3asaHune knroda B Buge 256-61MTHOro
LecTHaaLaTepuyHoro ymcna, 1nmbo B suge ctpokun ASCII-cumsonos. Bo
BTOPOM C/ly4vae CTpOKa 1UCMonb3yeTcd Kak KogoBas dpasa And reHepnpoBaHus
KnroYa (napons).

KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.
Ja

Ja

Het

WiFi

I (config-if)> authentication wpa-psk psk>
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(config-if)> no authentication wpa-psk

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

psk CTpoka MpeABapuTeIbHO COrNacoBaHHbIN KN4 B
BUAe 256-6MTHOrO WecTHaALaTepnYHOro
yncna, CocTosiLLero 13

64 WwecTHaguaTepuydHbIX undp, N1Mb60 B BUAE
cTpoku ASCII gnmHoi oT 8 A0 63 CUMBO/OB.

Mpumep (config-if)> authentication wpa-psk Eethaich9z
Network: :Interface::Wifi: "WifiMasterl/AccessPoint@": WPA PSK set.

(config-if)> no authentication wpa-psk
Network::Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK »

removed.
WcTopuns nsmeHeHwnit |Bepcus onucaHue
2.00 JobaBneHa komaHAa interface authentication wpa-psk.

3.29.14 interface auto-ssid

OnucaHue CreHepurpoBaThb NoJib30BaTeNbCKoe 1MS 6ecnpoBoiHoO ceTu (SSID) Ha ocHoBe
MAC-aapeca poyTepa.

Mpe¢ukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WifiMaster
CuHoncuc (config-if)>  auto-ssid «template> prefix
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
template mac4 VM8 wabnoHa — nocnegHue 4 nnm 6 umdp
MAC-agpeca, KoTopble byayT f06aBneHbl K
mac6 .
prefix.
prefix Crtpoka Mpon3BonbHasa cTpoka no Bbl6opy
nonb3oBaTens.
Mpumep (config-if)> auto-ssid mac4 12313213

Network: :Interface: :AccessPoint: "WifiMaster®/AccessPoint0": »
generated SSID "12313213207E".
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(config-if)> auto-ssid mac6 12313213
Network: :Interface: :AccessPoint: "WifiMaster®/AccessPoint0": »
generated SSID "1231321369207E".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.08 JobaBneHa komaHa interface auto-ssid.

3.29.15 interface ccp

OnucaHue BrirounTb nogaepxxky npotokosa CCP Ha 3Tane ycTaHOB/IEHNA COeANHEHNS.
KomaHga ¢ npedurkcom no oTknrovaet CCP.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica PPP

CuHoncuc I (config-if)>  ccp

I (config-if)> no ccp

Mpumep (config-if)> ccp
CCP enabled.

(config-if)> no ccp
CCP disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 [Jlo6aBneHa komaHga interface ccp.

3.29.16 interface channel

OnucaHue YCTaHOBUTb paAnoKaHan (4acToTy BeLlaHus) s 6ecnpoBoHbIX
nHTepodericos. IHTepdeincel Wi-Fi npuHMMalOT B KayecTBe HOMepa KaHana
uenble uncna ot 1 o 14 (ananasoH yactoT oT 2.412 My ao 2.484 I'Tw). Mo
YMOJTYaHUIO UCMONb3YeTCa 3HayeHue auto.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaUYeHMe M0 YMOTYAHNIO.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het
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Tun nutepdeiica Radio

CuHoncuc (config-if)>  channel «channel>

(config-if)> no channel

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
channel number Howmep paavo kaHana.
auto Homep paavno KaHana onpegensercs
aBTOMaTU4YecKu.
NMpumep (config-if)> channel 8
Network::Interface::Rtx::WifiMaster: "WifiMasterQ": channel set »
to 8.

(config-if)> channel 36
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": channel set »
to 36.

(config-if)> no channel
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »

mode set.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.00 JlobaBneHa komaHa interface channel.

3.29.17 interface channel auto-rescan

OnucaHue 3ajatb pacnncaHmne And aBToMaTnyeckoro CKaHMpoBaHuUA paanmo KaHanoB.
Mo YMONYaHUIO NapaMeTp OTK/TKOYEH.

KomaHaa ¢ npeprKcom no oTKNtoYaeT HaCTPONKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Radio

CuHoncuc (config-if)>  channel auto-rescan [ <hhs«mm> ]interval <intervals

(config-if)> no channel auto-rescan

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
interval 1 VIHTepBa/ MOBTOPHOIO CKAHMPOBAaHVA B
yacax.
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AprymeHT 3HauyeHue OnuncaHwue
6
12
24
Mpumep (config-if)> channel auto-rescan interval 1

Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": scheduled »
auto rescan, interval 1 hour.

(config-if)> no channel auto-rescan
Network: :Interface: :Rtx: :WifiMaster: "WifiMaster0": auto rescan »

disabled.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.07 Job6aBneHa komaHaa interface channel auto-rescan.

3.29.18 interface channel width

OnwucaHue YCTaHOBUTL LLMPUHY NOAOCLI NPOMNYyCKaHWA ANA yKa3aHHOro KaHarna. o
YMOJIHaHUIO NCMOJb3yeTca 3HayeHne 40-below .

KomaHga ¢ npedurkcom no ycTaHaBAMBAET 3HaUEHWE MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Radio

CuHoncuc (config-ify>  channel width width

(config-if)> no channel width

AprymeHTbI ApryMeHT |3HaueHune OnucaHue
width 20 YCTaHOBUTb MOM0CY NPOMNYCKaHNSA PaBHYHO
20 Ml
40-above PacLumputb nonocy nponyckaHuns o 40 MIy,

NCNONb3Ys CNefyroLLNi KaHan.

40-below Pacwimputb nonocy nponyckaHnsa o 40 MIy,
NCNONb3ysA NpeablAyLLni KaHan.

Mpumep (config-if)> channel width 20
Network: :Interface: :Rtx::WifiMaster: "WifiMaster@": channel »
bandwidth setting applied.
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WcTopusa nsmeHeHum

(config-if)> no channel width
Network::Interface: :Rtx::WifiMaster: "WifiMaster@": channel »
bandwidth settings reset to default.

Bepcus OnucaHue

2.04 Job6aBneHa komaHaa interface channel width.

3.29.19 interface chilli coaport

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

Ykazatb UDP-NopT, Ha KOTOPbIV 6yAyT OTNPaBAATLCSA 3anNpoCkl Ha OTK/IHOYEHe
oT RADIUS-knueHTa.

KomaHga c npedunkcom no yganseTt HacTPOWKy.
Ja

Ja

Hert

Chilli

(config-if)>  chilli coaport <coaport>

(config-if)> no chilli coaport

AprymeHT 3HauyeHue OnuncaHwue

coaport UYenoe uucrio |Homep nopta CoA.

(config-if)> chilli coaport 3940
Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.

Bepcus OnucaHve

2.10 JlobaBneHa komaHga interface chilli coaport.

3.29.20 interface chilli dhcpif

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

HasHaunTb nHTepdeinc Chilli ceteBoMy cncteMHomy nHTepdericy.

KomaHaa ¢ npeprkcom no oTMeHseT NpUBSA3KY.

Ja
Ja
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli dhcpif «hcpifs

(config-if)> no chilli dhcpif

AprymeHTbI AprymeHT |3HauyeHune OonuncaHmne
dhcpif UnTepgeric MNMonHoe nmsa nHTepdeinica nnv NCEBLOHNM.
Mpumep (config-if)> chilli dhcpif Bridgel

Chilli::Interface: "Chilli@": bound to Bridgel.

(config-if)> no chilli dhcpif
Chilli::Interface: "Chilli@": unbound.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.10 Job6asneHa komaHgaa interface chilli dhcpif.

3.29.21 interface chilli dns

OnucaHue Ykasatb IP-agpec cepsepa DNS.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-ifi>  chilli dns «@nsl [ «dns2> ]

(config-if)> no chilli dns

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
dnsl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
dns2 IP-agpec Appec BTopryHoro DNS-cepBepa.
Mpumep (config-if)> chilli dns 8.8.8.8 1.1.1.1

Chilli::Interface: "Chilli0": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns
Chilli::Interface: "Chilli®": DNS servers reset to default.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.10

JlobaeneHa komaHaa interface chilli dns.

3.29.22 interface chilli lease

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

HacTpouTtb Bpems apeHAbl NOAKIHOUYEHHOrOo KaneHTckoro IP-agpeca. o
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoan4aHuio.

Ja
Ja
HeT

Chilli

(config-if)>

chilli lease ¢

(config-if)> no chilli lease

leases

AprymeHT

3HayeHue

OnvicaHune

lease

Llenoe uucno

Bpems apeHabl B cekyHAaX. MakcmanbHoe
3HauyeHue 259200.

(config-if)> chilli lease 1000

Chilli::Interface:

"Chilli0": lease has been set 1000 seconds.

(config-if)> no chilli lease

Chilli::Interface:

(3600 seconds).

"Chilli0": lease has been reset to default »

Bepcus

OnucaHune

2.1

Job6aBneHa komaHaa interface chilli lease.

3.29.23 interface chilli login

OnucaHue
Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

HacTtpouTtb aBTOpM3aLuio Ana goctyna K RADIUS-cepsepy.

Het
HeT
Het

Chilli
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CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

(config-if)>  chilli login wmacs [ username «usernames password passwords

]

AprymeHT 3HauyeHue OnucaHwue

mac MAC-appec MAC-agpec ans ayteHTUduKaunu.
username CTpoka VimMa nonb3oBaTens Ans ayteHTudumkaumn.
password CTpoka Maponb ans ayteHTUGUKaLUN.

(config-if)> interface Chilli®@ chilli login 00:01:02:03:04:05
Chilli::Interface: "Chilli@": sent login request for »
00:01:02:03:04:05

(config-if)> interface Chilli®@ chilli login 00:01:02:03:04:05 »
username test password test

Chilli::Interface: "Chilli0@": sent login request for »
00:01:02:03:04:05

Bepcus OnucaHve

4.00 JobasneHa komaHga interface chilli login.

3.29.24 interface chilli logout

OnucaHwue

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

MpuHyanTensHo oTkI4YUTE MAC-agpec yKa3saHHOro KJIneHTa.
HeTt
HeTt
Het

Chilli

(config-if)>  chilli logout (<mac» | all)

AprymeHT 3HauyeHue OnuncaHwue
mac MAC-appec MAC-agpec 3aperncTpmpoBaHHOro K/MeHTa.

all Keyword OTknrounTb Bce MAC-agpeca.

(config-if)> chilli logout 64:a2:22:51:b4:11

(config-if)> chilli logout all
Chilli::Interface: "Chilli®": service restarted.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 Jlo6aBneHa komaHga interface chilli logout.

3.29.25 interface chilli macauth

OnucaHune BrtounTb GYHKLMIO MPOBEPKN NOAAVNHHOCTY NO/b30BaTeNeil TONbKO Ha
ocHoBaHUW npoeepkn MAC-agpeca.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Chilli

CnHoncuc I (config-if)>  chilli macauth

I (config-if)> no chilli macauth

Mpumep (config-if)> chilli macauth
Chilli::Interface: "Chilli®": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli®": macauth cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHga interface chilli macauth.

3.29.26 interface chilli macpasswd

OnucaHue YcTaHOBWUTE Napob AN nposepku noganHHoctn MAC-agpeca.
KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli

Cunoncuc I (config-if)>  chilli macpasswd imacpasswd>

I (config-if)> no chilli macpasswd
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

macpasswd Crpoka Maponb nonb3oBaTens.

(config-if)> chilli macpasswd 1234567890
Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli0@": macpasswd cleared.

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga interface chilli macpasswd.

3.29.27 interface chilli nasip

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

YcTtaHoBUTL 3HaueHue RADIUS napameTtpa IP-agpec NAS. lMossonser
HaCTPOUTL 1 UCNOBL30BaTb MPON3BOJLHLIN IP-agpec.

KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.
Ja

Aa

Het

Chilli

(config-if)>  chilli nasip («address> | interface wan> | auto)

(config-if)> no chilli nasip

AprymeHT |3HaueHue OnucaHwue

address |IP-agpec KoHkpeTHbIl IP-agpec cepBepa.

wan WHTepgeiic IP-agpec ykazaHHoro WAN-unHTepdeiica.
auto KnwueBoe cnoso |IP-agpec Tekyuiero WAN-uHTepderica.

(config-if)> chilli nasip 95.213.215.187
Chilli::Interface: "Chilli0": NAS IP address set to »
"95,213.215.187".

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli@": NAS IP address set to auto.
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WcTopusa nsmeHeHum

(config-if)> no chilli nasip
Chilli::Interface: "Chilli@": NAS IP address cleared.

Bepcus OnucaHue

2.10 Job6asneHa komaHgaa interface chilli nasip.

3.29.28 interface chilli nasmac

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

YctaHoBuTb MAC-agpec ansa atpmbyta RADIUS Called-Station-ID. Mo
ymonyaHuto ncnonbsyetca MAC-agpec rocteBoi ceTu.

KomaHga ¢ npedprKcom no Bo3BpaLLaeT 3HaYeHne Mo YMOAYaHUIO.
Ja
Ja
HeTt

Chilli

(config-if)>  chilli nasmac wmac»

(config-if)> no chilli nasmac

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-apgpec HoBsbiin MAC-agpec ans RADIUS
Called-Station-ID.

(config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli®": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli®": NAS MAC address cleared.

Bepcusa OnucaHue

2.11 JobaeneHa komaHga interface chilli nasmac.

3.29.29 interface chilli profile

OnucaHune

Mpe¢ukc no

HasHaunTe npodunb Chilli cooTBeTCTBYOLWEMY NHTEPdeCy.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Aa
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli profile qprofile

(config-if)> no chilli profile

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
profile Crtpoka HasBaHune npodunsa RADIUS-cepBepa.
Mpumep (config-if)> chilli profile Wi-Fi_SYSTEM

Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.10 Job6aeneHa komaHaa interface chilli profile.

3.29.30 interface chilli radius

OnucaHwue JobaBuTb agpeca RADIUS-cepBepa.
KomaHaa ¢ npedurkcom no yaanset agpeca.

Mpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli radius <serverl [«server2s]

(config-if)> no chilli radius

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
serverl Ctpoka Agpec nepsuyHoro RADIUS-cepsepa.
server2 CTtpoka Agpec BTopuyHoro RADIUS-cepBepa.
NMpumep (config-if)> chilli radius radius.wifisystem.ru »

radius2.wifisystem. ru

Launcher DSL (KN-2012) — CnipaBO4YHMK KOMaHZ 1 67



naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.

(config-if)> no chilli radius
Chilli::Interface: "Chilli®": RADIUS servers cleared.

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli radius.

3.29.31 interface chilli radiusacctport

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Ha3sHaunTb UDP-nopT yuéta RADIUS-cepBepa. 10 yMonuyaHmIo NCMoJib3yeTcs
3HayeHve 1813.

KomaHga ¢ npedrkcom no yctaHaBAMBaET NOPT MO YMOAYAHULO.
Ja

Ja

Het

Chilli

(config-if)>  chilli radiusacctport <radiusacctport,

(config-if)> no chilli radiusacctport

AprymeHT 3HaueHue |OnucaHue

radiusacctport Ctpoka Homep nopra.

(config-if)> chilli radiusacctport 1819
Chilli::Interface: "Chilli@": radiusacctport set to 1819.

(config-if)> no chilli radiusacctport
Chilli::Interface: "Chilli@": radiusacctport reset to default.

Bepcus OnucaHue

3.06 Job6asneHa komaHaa interface chilli radiusacctport.

3.29.32 interface chilli radiusauthport

OnuncaHune

HasHauunTtb UDP-nopt ayTeHTUdUKaumm RADIUS-cepBepa. Mo ymonvaHumio
ncnonb3yeTca 3HayveHe 1812,

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBAMBaeT NOPT MO yYMO/YaHNIO.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Chilli

CuHoncnc (config-if)>  chilli radiusauthport <radiusauthport,

(config-if)> no chilli radiusauthport

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
radiusauthport Ctpoka Homep nopra.
NMpumep (config-if)> chilli radiusauthport 1820

Chilli::Interface: "Chilli@": radiusauthport set to 1820.

(config-if)> no chilli radiusauthport
Chilli::Interface: "Chilli@": radiusauthport reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.06 Job6aeneHa komaHga interface chilli radiusauthport.

3.29.33 interface chilli radiuslocationid

OnucaHwue 3agaTb naeHTUdMKaTOp MecTonosioxxeHns RADIUS-cepeepa. OH A0/MKeH ObITb
B dopmarte isocc=, cc=, ac=, network=.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli radiuslocationid «radiuslocationid»

(config-if)> no chilli radiuslocationid

AprymeHTbI AprymeHT 3HaueHne |OnucaHue
radiuslocationid |CTpoka 3HaueHune ngeHTdmMKaTopa
MECTOMOJIOXKEHUS.
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NMpumep (config-if)> chilli radiuslocationid »
isocc=,cc=,ac=,network=WiFiSYSTEM,
Chilli::Interface: "Chilli0": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, ".

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli®": radiuslocationid cleared.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JobaeneHa komaHaa interface chilli radiuslocationid.

3.29.34 interface chilli radiuslocationname

OnucaHune 3a4aTb Ha3BaHMe MecTononoxeHus RADIUS-cepBepa.
KomaHga ¢ npedunKcom no yaanset HaCTPOnKYy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli radiuslocationname <radiuslocationname;

(config-if)> no chilli radiuslocationname

AprymeHTbI AprymeHT 3HaueHue (OnucaHue
radiuslocationname|CTpoka HasBaHVe MeCcTonoN0XeHUA.

Mpumep (config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli@": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli0": radiuslocationname cleared.

VICTOleﬂ V|3MEHeHV||‘/’| Bepcmﬂ onucaHvie
2.10 Jo6aeneHa komaHaa interface chilli
radiuslocationname.

3.29.35 interface chilli radiusnasid

OonucaHue YCTaHOBUTb UAEHTNOUKATOP CepBepa CEeTEBOro A0CTyMa.
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KomaHga c npedurkcom no yganseTt HacTPOWKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli radiusnasid <radiusnasids

(config-if)> no chilli radiusnasid

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
radiusnasid |Crpoka NaeHTrndukaTop NAS.
NMpumep (config-if)> chilli radiusnasid keeneticru_12

Chilli::Interface: "Chilli®": radiusnasid set to "keeneticru 12".

(config-if)> no chilli radiusnasid
Chilli::Interface: "Chilli@": radiusnasid cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.10 JobaBneHa komaHza interface chilli radiusnasid.

3.29.36 interface chilli radiussecret

OnucaHune YcTaHOBUTbL 06LWMIA KNtoY Ansa 06oux RADIUS-cepBepoB.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiussecret <radiussecret»

(config-if)> no chilli radiussecret

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

radiussecret|CTpoka 3HauyeHue KaKua.
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Npumep (config-if)> chilli radiussecret 12df34fd
Chilli::Interface: "Chilli@": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JobaeneHa komaHaa interface chilli radiussecret.

3.29.37 interface chilli uamallowed

OonucaHue YKa3aTb pecypc, K KOTOPOMY K/IMEHT MMeeT A0CTyn 6e3 nepBUYHOIA
ayTeHTUdMKaLuu.

KomaHgaa c npedurkcom no yaansieT pecypc U3 cnucka. Ecnm BbInonHNUTL
KOMaHzy 6e3 apryMeHTa, To BeCb CMNCOK PeCYpCcoB BYAeT OUUNLLEH.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamallowed wamallowed»

(config-if)> no chilli uamallowed [ «wamallowed> ]

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
uamallowed |CTpoka IP-agpec, URL nnu noaceTs.

Mpumep (config-if)> chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled »
garden.

(config-if)> chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" added to walled »
garden.

(config-if)> no chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" removed from »
walled garden.

(config-if)> no chilli uamallowed www.example.link
Chilli::Interface: "Chilli0@": "www.example.link" removed from »

walled garden.

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli@": walled garden cleared.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli uamallowed.

3.29.38 interface chilli uamdomain

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

YKa3aTb AOMEH, K KOTOPOMY K/IEHT MMeeT A0CTyn 6e3 NepBUYHOIA
ayTeHTUdMKaLuu.

KomaHaa ¢ npepurkcom no yaanseTt JOMeH 13 Cnncka. ECam BbIMOAHUTL
KOMaHzy 6e3 apryMeHTa, TOo BeCb CMNCOK JOMEHOB ByAeT OUMLLEH.

Ja

Aa

[Ja

Chilli

(config-if)>  chilli uamdomain wamdomain>

(config-if)> no chilli uamdomain [ <«wvamdomains ]

AprymeHT 3HauyeHue OnucaHwue

uamdomain CTpoka JloMeHHOoe 1MA yaaneHHOro XocTa.

(config-if)> chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli0@": "wifisystem.ru" added to walled »
garden.

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli0®": "wifisystem.ru" removed from walled »
garden.

(config-if)> no chilli uamdomain
Chilli::Interface: "Chilli0@": walled garden cleared.

Bepcus OnucaHve

2.10 JlobaBneHa koMmaHa interface chilli uamdomain.

3.29.39 interface chilli uamhomepage

OnucaHwne

Mpedukc no

YcraHoBuTb URL-agpec goMallHel cTpaHuLbl 419 nepeHanpaBieHus
HeaBTOPM30BaHHbIX MOAb30BaTeNel.

KomaHza c nped1Kcom no yaansieT HacTpoiKy.

Ja
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MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Chilli

(config-if)>  chilli uamhomepage wamhomepage>

(config-if)> no chilli uamhomepage

AprymeHT 3HauyeHue OnuncaHwue

uamhomepage [CTpoka Monb3oBaTenbckuin URL-agpec.

(config-if)> chilli uamhomepage http://192.168.2.1/welcome.html
Chilli::Interface: "Chilli@": uamhomepage set to »
"http://192.168.2.1/welcome.html".

(config-if)> no chilli uamhomepage
Chilli::Interface: "Chilli@": uamhomepage cleared.

Bepcus OnucaHve

2.10 Jlo6aBneHa komaHga interface chilli uamhomepage.

3.29.40 interface chilli uamport

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YKka3zaTb TCP-nopT ANF NOAKIHOYEHUNSA aBTOPU30BaHHbIX KNMEHTOB. o
YMOJIYaHUIO NCNOoJIb3yeTca 3HadeHre 3990.

KomaHga ¢ npedrkcom no yctaHaBAMBaET NOPT MO YMOAYAHULO.
Ja

Ja

Het

Chilli

(config-if)>  chilli uamport wamport>

(config-if)> no chilli uamport

AprymeHT 3HauyeHue OnuncaHwue

uamport Yenoe uucro |Homep nopra.

(config-if)> chilli uamport 3922
Chilli::Interface: "Chilli@": uamport set to 3922.
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(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 Job6asneHa komaHaa interface chilli uamport.

3.29.41 interface chilli uamsecret

OnucaHwne YcTaHOBUTbL 06LWmiA kntou mexay UAM-cepsepom u Chilli. UAM-kntou
NCNoNIb3yeTCa AN X3WMPOBaHNA 3anpoca nepes BbluncieHeM Napons.

KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli uamsecret wamsecret>

(config-if)> no chilli uamsecret

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
uamsecret CTpoka 3HaueHwue KaYa.
Mpumep (config-if)> chilli uamsecret 12df34fd

Chilli::Interface: "Chilli®": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret
Chilli::Interface: "Chilli®": uamsecret set to "".

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHga interface chilli uamsecret.

3.29.42 interface chilli uamserver

OnucaHue YcraHoBuTb URL-agpec Beb6-cepBepa A1 NPoBepPKM NOAJANHHOCTU KINEHTOB.
KomaHga ¢ npedurkcom no yganseTt HacTPOKY.
Mpejukc no Ja

MeHsieT HacTpouikm  /[la
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Chilli

(config-if)>  chilli uamserver wwamserver;

(config-if)> no chilli uamserver

AprymeHT 3HauyeHue OnucaHue

uamserver Ctpoka Monb3oBaTenbcknint URL-agpec Beb-cepBepa.

(config-if)> chilli uamserver »
https://auth.wifisystem.ru/hotspotlogin
Chilli::Interface: "Chilli@": uamserver set to »
"https://auth.wifisystem.ru/hotspotlogin”.

(config-if)> no chilli uamserver
Chilli::Interface: "Chilli@": uamserver cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHaa interface chilli uamserver.

3.29.43 interface compatibility

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTsl

YCTaHOBUTL CTaHAAPThl 6€CNPOBOAHON CBA3K, C KOTOPLIMU JOMKEH bBbITh
COBMeCTUM AaHHbI becnpoBogHoM agantep (MHTepdeiic). ina nHtepdericos
Wi-Fi coBMecTMMOCTb 3aaeTcs CTPOKOM 13 naTUHCKnX 6ykB B, G, N,
0603HavarLLMX AoNoNHeHWs K ctaHgapTy IEEE 802.11. K npumepy, Hannune
B CTPOKe COBMeCTUMOCTU b6ykBbI N ByaeT 03Ha4aTb, UTO AaHHbIN agantep
CMOXeT B3anmogencTeosaTthb € 802.11n-COBMeCTMMbIMU YCTPOCTBaMM Yepes
pagnokaHan. Habop fonNyCTUMbIX CTPOK COBMECTMMOCTU onpejenseTcs
annapaTHbIMY BO3MOXHOCTAMU KOHKPETHOro agantepa 1 TpeboBaHnaMN
COOTBETCTBYIOLLMX JONOAHEHN K cTaHgapTy IEEE 802.11.

Mo ymonuaHuio ans 4actoTsl 2,4 T ncnonb3syercsd cTpoka «BGN».
Het

Ja

Het

Radio

(config-if)>  compatibility <annex>

AprymeHT 3HauyeHue OnuncaHwue

annex B, G, N Ana 2,4T1Tud.
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NMpumep (config-if)> compatibility N
Network: :Interface: :Rtx: :WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": PHY mode set.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHga interface compatibility.

3.29.44 interface connect

OnuncaHmne 3anycTuTb NPOLEeCC NOAKNOYEHNS K YAANEHHOMY Y3/y.
KomaHga ¢ npedurkcom no npepbiBaeT coejnHEHMe.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica PPP, IP

CviHoncuc (config-if)> connect [ via«wia ]

(config-if)> no connect

AprymeHTbI AprymeHT 3HauyeHue OonucaHue

via WHTepgeiic NHTepdodeinc, uepes KoTopbI OCyLLeCTBAAETCA
noaknroyeHve K yganeHHomy ysny. ina PPPoE
3TOT NapameTp ABAsSeTCA 0653aTeNIbHbIM.

Mpumep (config-if)> connect via ISP

(config-if)> no connect

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.00 JobaBneHa koMmaHa interface connect.

3.29.45 interface country-code

OnucaHwne HasHaunTb nHTepdecy 6ykBeHHbI KO CTPpaHbl, KOTOPLIV BANSET Ha Habop
pajano-kaHanos. 1o ymoii4aHuo ycTaHOB/IEHO 3HaueHue RU.

Mpejukc no Het

MeHsieT HacTpouikm  /[la
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Het

Radio

(config-if)>  country-code «code>

AprymeHT 3HauyeHue OnuncaHwue

code CTpoka Koa cTpaHbl.

(config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": country code »
set.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface country-code.

3.29.46 interface debug

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

BKAOUNTL OTNAAOUHbIN pexrM NoAkatoueHus PPP. B 0TNaj04YHOM pexurme
B CUCTEMHbIV XXYpHan BbIBOAUTCA NogpobHas nHpopMaums o xoje
noAknto4veHus. No ymonyaHuio GyHKLMA OTKAOUEHaA.

KomaHga c npedunkcom no oTkIoYaeT 0TAAA0UHbBIN PEXMM.
Ja

Aa

Het

PPP

I (config-if)>  debug

I (config-if)> no debug

(config-if)> debug
Network::Interface::Base: Debug enabled.

(config-if)> no debug
Network::Interface::Base: Debug disabled.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa interface debug.
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3.29.47 interface description

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HasHaunTb Npon3BOIbHOE ONMCaHVe ceTeBOMY NHTepdelicy.
KomaHga ¢ npedurkcom no cTmpaeT onvcaHue.

Ja

Ja

Het

(config-if)>  description «description»

(config-if)> no description

AprymeHT 3HauyeHue OnuncaHwue

description |CTpoka Mpoun3BonbHOe onucaHne nHTepderica.

(config-if)> description MYHOME
Network::Interface::Base: "Bridge0": description saved.

(config-if)> no description
Network::Interface::Base: "Bridge0": description saved.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface description.

3.29.48 interface down

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

Mpumep

OTKNOUYNTE ceTeBOV MHTepdEnC 1 3anncaTb B HACTPOMKN COCTOSAHME «downNn».

KomaHga c npedrnKcomM no BKAOUaeT ceTeBoOV HTepdeinc n yaanset «down»
N3 HaCcTpOeK.

Ja

Aa

HeTt

I (config-if)>  down

I (config-if)> no down

(config-if)> down
Network::Interface::Base: "GigabitEthernet0/2": interface is down.
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WcTopusa nsmeHeHum

(config-if)> up

Network::Interface::Base: "GigabitEthernet0/2":

interface is up.

Bepcus OnucaHue

2.00 JobaBneHa komaHaa interface down.

3.29.49 interface dsl disconnect-report

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Bkntountb oTueT 06 oTKAOUeHUn DSL.
KomaHga ¢ npedrkcoM no oTK/toUaeT oTHeT.
Ja

Ja

HeTt

Dsl

I(conﬁ94ﬂ> dsl disconnect-report

I (config-if)> no ds1 disconnect-report

(config-if)> dsl disconnect-report

Network: :Interface::Tc3262::DisconnectReport:

disconnect report.

(config-if)> no dsl disconnect-report

Network: :Interface::Tc3262::DisconnectReport:

disconnect report.

Enabled a line »

Disabled a line »

Bepcus OnucaHve

3.07 Jlo6aBneHa komaHga interface dsl disconnect-report.

3.29.50 interface dsl dmt init

Jo6aBuTb KOMaHAY HULUManmsaumu DM T BbINOAHAEMYIO MNP NOAHATUN
nnHUN. Kaxaasa KomaHaa init copacbkiBaeT DSL-coefmHeHMe, eciv OHO

ycTaHoBneHo. KoMaHAabl init coxpaHarTca B running-config.

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

KomaHaa ¢ npedurKcom no yaanseT ykasaHHYH KOMaHAy HULMann3aLmm.
Ecnu BbINONHWTL KOMaHAy 6e3 aprymeHTa, TO BeCb CMUCOK KOMaHA byaeT

OUMLLIEH.
Ja
Aa
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MHorokpaTHbIl/i BBog, /[la
Tun nHTepdeiica Dsl

Cunoncuc (config-if)>  dsldmt init [ index ] <ccommand>

(config-if)> no dsl dmt init [ index ][ command ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
index Uenoe umucno |MNopsaKkoBbli HOMep KOMaHAbl B CrnCKe.
command CTpoka KomaHza DMT.

Npumep (config-if)> dsl dmt init @ "wan adsl reset"
Network: :Interface::Tc3262::Dsl: Added "wan adsl reset" DMT »
command.

(config-if)> no dsl dmt init 0
Network: :Interface::Tc3262::Dsl: Removed "wan adsl reset" DMT »
command at index 0.

(config-if)> no dsl dmt init "wan adsl reset"
NeNetwork: :Interface::Tc3262::Dsl: Removed "wan adsl reset" DMT »
command.

(config-if)> no dsl dmt init
Network: :Interface: :Tc3262::Dsl: Removed all DMT commands.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.09 Job6aBneHa koMmaHaa interface dsl dmt init.

3.29.51 interface dsl dmt run

OnucaHwue OTnpaBuTb KOMaHAY NHUYManusauum DMT.
Mpejukc no Het
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Dsl

Cunoncuc (config-if)>  dsl dmt run <command>

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
command CTpoka KomaHga DMT.
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Mpumep (config-if)> dsl dmt run "wan adsl reset"
Network: :Interface::Tc3262::Dsl: Ran "wan adsl reset".

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

3.09

JobaBneHa komaHaa interface dsl dmt run.

3.29.52 interface dsl isp-profile

OnucaHwne Yka3aTtb npodunb nposaligepa VDSL & ADSL.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Dsl

CvHoncuc

(config-if)>

dsl isp-profile[ country ][ profile ]

(config-if)> no ds1 isp-profile

AprymeHTbl AprymeHT

3HauyeHue OnucaHue

country

BG

A Byx6yKBeHHBbIN Kog cTpaHbl (ISO 3166-1

CA

alpha-2).

CS

DE

DK

EE

ES

FI

FR

GR

HR

HU

IT

KZ

LT

LV

NO
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Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

PL
PT
RO
RS
RU
SE
SI
SK
TR
UA

profile CTpoka Mpodunb npoBaiigepa.

(config-if)> dsl isp-profile DE "Deutsche Telekom (VDSL & ADSL)"
Network: :Interface::Dsl: "Ds10": set ISP profile to DE, "Deutsche »
Telekom (VDSL & ADSL)".

(config-if)> no dsl isp-profile
Network::Interface::Dsl: "Dsl0": cleared ISP profile.

Bepcus OnucaHue

3.09 JobasneHa komaHaa interface dsl isp-profile.

3.29.53 interface duplex

OnucaHune

Mpejukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

YCTaHOBUTL AynaeKcHbI pexuM Ethernet-nopTa. Mo ymonyaHuio 3ajaHo
3HayeHue auto.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne N0 YMOAYaHUIO.
Aa

Ja

HeTt

Ethernet

(config-if)>  duplex mode>

(config-if)> no duplex

AprymeHT 3HayeHue OnuncaHwue

mode full Pexum noaHoro gynnekca.
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AprymeHT 3HauyeHue OnuncaHwue

half MonyaynnekcHbIn pexuvm.
auto ABTOMaTUYECKUIA JYNAEKCHbIA PEeXUM.
Mpumep (config-if)> duplex full
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex set »

to "full".

(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex reset »

to default.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.06.B.1 Job6aeneHa komaHga interface duplex.

3.29.54 interface dyndns profile

OnucaHue MpuBasaTk k ceTeBoMy NHTepdeicy npodunb DynDns. MNepea BbinoAHeHWEM
KOMaHAbl NPodn/b JOKeH BbITb CO34aH 1 HAaCTPOeH rpynnor komaHg dyndns
profile.

KomaHaa ¢ npeprKcom no paspbiBaeT CBSA3b MexXAy npoduiem n
nHTepdericom.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ify)>  dyndns profile profile

(config-if)> no dyndns profile

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

profile Ctpoka HasBaHune npodunga DynDns.

Mpumep (config-if)> dyndns profile TEST
DynDns::Profile: Interface set.

(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.02 Job6asneHa komaHaa interface dyndns profile.
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3.29.55 interface dyndns update

OnucaHue O6HOoBUTL BpY4Hyto IP-agpec ana DynDns. Mo ymonuaHuio KoMaHaa paboTtaeT
B COOTBETCTBWM C MOAUTUKOI NocTaBLLUmKa ycayr DynDns, KoTopbii He
nossonseT 06HoBAATL IP canwkom yacto. KntoveBoe cn1oBo force nossonseTr

06HOBUTL IP B 06X0A4 MOAUTUKM MOCTaBLLUMKa YCAYT.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-if)>  dyndns update [ force]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
force Kmi4yesoe He yunTbiBaTb peKOMEHAOBAHHYH YacTOTy
C/I0BO 06HOBNEHMS.
Npumep (config-if)> dyndns update
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHaa interface dyndns update.

3.29.56 interface encryption anonymous-dh

OnucaHwue BkntounTts Anonymous DH ansa SSTP-cepepoB 6e3 cepTudukaTa.
KomaHga ¢ npedpurkcom no oTkarovaetT Anonymous DH.

Mpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

Tun nHTepdeiica SSTP

CuHoncuc I (config-if)>  encryption anonymous-dh

I (config-if)> no encryption anonymous-dh

Mpumep (config-if)> encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.13 Jlo6aBneHa koMmaHga interface encryption
anonymous-dh.

3.29.57 interface encryption disable

OnucaHune OTknunThL WndpoBaHme Ha 6ecnpoBOgHOM NHTepdeiice.
MNpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica WiFi

CnHoncuc I (config-if)>  encryption disable

NMpumep (config-if)> encryption disable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
wireless encryption disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa interface encryption disable.

3.29.58 interface encryption enable

OnucaHue BktounTs lWnppoBaHme Ha becnpoBoAHOM MHTepdelice. o ymonyaHuio
ncnonbsyetcs wndpoBaHue WEP.,

KomaHaa ¢ npepurkcom no oTkntoyaeT WwindpoBaHme Ha 6ecrpoBOgHOM
nHTepoderice.

Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica WiFi

CuHoncuc I (config-if)>  encryption enable

I (config-if)> no encryption enable

NMpumep (config-if)> encryption enable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
wireless encryption enabled.
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(config-if)> no encryption enable
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
wireless encryption disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHaa interface encryption enable.

3.29.59 interface encryption key

OnucaHwue HasHauntb knoun wnpposaHus WEP. B 3aBUCMMOCTY OT Pa3psagHOCTH, KoY
MOXeT ObITb 3a4aH 10 WwecTHaaLaTepnyHbIMU Undpamu (5 cumsonamum ASCII)
— 40-6UTHbIN Kntod, WEP — 40-6UTHBbIN KNTHOY, UK 26 LLeCTHaALaTePUYHbBIMU
umdpamu (13 cumBonamm ASCII) WEP Bcero moxeT 6bITb 3agaHo oT 1 g0 4
KAouen wndpoBaHUS, N OANH U3 HUX AOJIXKEH OblTb Ha3Ha4YeH KAYOM Mo
YMONYaHUIO.

KomaHaa ¢ npedurKcom no yaanseT Kawou.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHtepdeiica WiFi

CuHoncuc (config-if)>  encryption key <ids («values [default] | default)

(config-if)> no encryption key «id>

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

id UYenoe uucro |Homep knrouva. Bcero MoXHO 3a4aTh A0
yeTbIpex Katye.

value Crpoka 3HauyeHVe K/K4a B BuAe
LWwecTHaAuaTepryHOro Yncna, CocTosLLero
13 10 nnuv n3 26 undp.

default KnoyeBoe YKasblBaeT, YTO AaHHbIN KoY byaeT
C/1080 MCMOJIb30BaH MO YMOJIYaHUIO.
Mpumep (config-if)> encryption key 1 1231231234
Network: :Interface::Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »
set.

(config-if)> no encryption key 1
Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »
removed.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface encryption key.

3.29.60 interface encryption mppe

OnucaHune BkntounTb noasaepxky wndposaHua MPPE.
KomaHga ¢ npedpurkcom no oTktoyaeT wudposaHune MPPE.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica PPTP

CnHoncuc I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

Mpumep (config-if)> encryption mppe
MPPE enabled.

(config-if)> no encryption mppe
MPPE disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHAa interface encryption mppe.

3.29.61 interface encryption owe

OnucaHwue BrntoumnTb anropmntmel obecneveHuns 6esonacHoctn OWE Ha 6ecnpoBOgHOM
nHTepoerice. Mo yMon4aHMIO HaCTPOMKa OTKJTHOYEHaA.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxry OWE.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WifiMaster

CuHoncuc I (config-if)>  encryption owe

I (config-if)> no encryption owe
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Mpumep

UcTopuns nameHeHuii

(config-if)> encryption owe

Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0":

OWE algorithms enabled.

(config-if)> no encryption owe

Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0":

OWE algorithms disabled.

>

>

Bepcusa

OnucaHwmne

3.00

Jlo6aBneHa koMmaHga interface encryption owe.

3.29.62 interface encryption tkip hold-down

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTb 3HaveHue "countermeasure” Talimepa ans TKIP npwu
0fHOBpPEMEHHOM Ucnonb3oBaHun WPA n WPA2 anropnTMoB 6e30MacHOCTU
Ha 6ecnpoBogHOM NHTepdeiice. [0 yMONYaHWNIO NCMOJIb3YeTCs 3HaYeHme

60.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmon4aHuio.

Ja
Ja
Het

WiFi

(config-if)>

encryption tkip hold-down <hold-down»

(config-if)> no encryption tkip hold-down

AprymeHT

3HayeHue OnvicaHune

hold-down

Uenoe umcno |3HadveHve TaliMepa B cekyHzAax. MoxeT

OTK/KOYeHa.

npMHMMaTb 3HayeHA B Anana3oHe oT 0 Jo
60. Ecnun ykasaHo 3HaueHue 0, To dpyHKLUNSA

(config-if)> encryption tkip hold-down 10

Network: :Interface: :Rtx: :AccessPoint:

hold-down interval is 10 sec.

(config-if)> no encryption tkip hold-down

Network: :Interface: :Rtx: :AccessPoint:

hold-down interval is reset to default (60 sec.).
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UcTopuns nameHeHuii

Bepcus OnucaHve
3.08 JobaBneHa komaHga interface encryption tkip
hold-down.

3.29.63 interface encryption wpa

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

UcTopuns nameHeHuii

BrtounTb anropntmel obecneveHms 6esonacHocTn WPA Ha 6ecnpoBOAHOM
nHTepodeice. becnpoBogHON NHTepdENC MOXET NOAAEPXKNBATL COBMECTHOE
ncnonb3osaHmne WPA n WPAZ, oagHako nogaep>ka WEP aBToMaTUUeCKn
OTKOHaeTCs Npu BKAKOYEHUN ntoboro 13 WPA.

KomaHga ¢ npedpurkcom no oTkatouaeT WPA.
Ja

Aa

Het

WiFi

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.

Bepcus OnucaHve

2.00 Jlo6baBneHa komaHga interface encryption wpa.

3.29.64 interface encryption wpa2

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

BkntounTb anroputMmel obecneveHns 6esonacHocty WPA2 (IEEE 802.11i, RSN)
Ha 6ecnpoBoAHOM NHTepdelice. becnpoBoAHON MHTepdelic MoXeT pa3peLlaTb
coBmecTHoe ncnonb3osaHune WPA n WPAZ, opHako noaaepxka WEP
aBTOMAaTMYeCKN OTK/IIOHAETCA NpU BKAKOYEHUN 1106010 13 WPA.

KomaHga c npedumkcom no otkatouaet WPA2.
Ja

Aa

Het

WiFi

I (config-if)>  encryption wpa2
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I (config-if)> no encryption wpa2

Mpumep (config-if)> encryption wpa2
WPA2 algorithms enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa interface encryption wpa2.

3.29.65 interface encryption wpa3

OnucaHue Bknoumntb anropmtMmbl obecneveHmns 6esonacHoct WPA3 Ha 6ecnpoBOAHOM
nHTepdeice. becnpoBoaHOM NHTepdeNC MOXeT NoAAepXMBaTb COBMECTHOE
ncnonb3oBaHue WPA2 n WPA3. Tlo yMON4YaHNIO HAaCTPOKa OTK/IHOUeHa.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxky WPA3.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc | (config-if)>  encryption wpa3

I (config-if)> no encryption wpa3

Mpumep (config-if)> encryption wpa3
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
WPA3 algorithms enabled.

(config-if)> no encryption wpa3
Network::Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
WPA3 algorithms disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.00 JobasneHa komaHgaa interface encryption wpa3.

3.29.66 interface encryption wpa3 suite-b

OnucaHwue BkntounTb anroputmel obecnedeHns 6esonacHoctn WPA3 ans 3awmTel
KoHUAEHLMaNbHbIX AaHHbIX Suite-B B WPA Enterprise. [0 ymMon4aHuto
byHKUMS OTKAOYEHa.

Mpejukc no Het

MeHsieT HacTpolikm  [la
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

UcTopuns nameHeHuii

Het

WiFi

I (config-if)> encryptionwpa3 suite-b
(config-if)> encryption wpa3 suite-b

Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »
WPA3 SuiteB enabled.

Bepcus OnucaHve

3.01 JlobaBneHa komaHga interface encryption wpa3 suite-b.

3.29.67 interface flowcontrol

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

NcTopus nsmeHeHum

HacTtpolika ynpaBneHusa notokoM Ethernet Tx/Rx. Mo ymonyaHuto GyHKUNS
BKJIIOYEHa.

KomaHga ¢ npedrkcom no oTkarovaeT GyHKLNLO.
Ja

Ja

Het

Ethernet

(config-if)>  flowcontrol on

(config-if)> no flowcontrol [send]

AprymeHT 3HauyeHue OnucaHwue

send Kro4esoe YnpaBneHve NoTOKOM paboTaeT aCUHXPOHHO.
cnoBo

(config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

Bepcus OnucaHue

2.08 Job6aBneHa komaHaa interface flowcontrol.
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3.29.68 interface ft enable

OnuncaHwmne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

BrntounTb nogaep>xky FT ana Toukm goctyna (FT Over the Air, OTA) B pamkax
ctaHaapTa IEEE 802.11r. o ymon4aHuio napaMeTp OTK/IHOYEH.

Ana npaBuabHON paboTbl FT Mexay Toukamu goctyna 2,4 1 5 My Heobxogmmo

BbIMONIHNTbL CeAyrome ycnosua:

* BKJ/IHOYeHbl 06e Touku goctyna 2,4 Mun 5 My,

* Y HUX ognHakoBble SSID

* OHN UMEKT OAMNHAKOBbIE MapaMeTpPbl 6e3onacHocTK (Tun LLII/Iq)pOBaHI/IFI —

WPA2 nnun 6e3 napons, naponb, N T. 4.).

KomaHgaa ¢ npedurkcom no yaansiet HacTporiky.

Ja

Aa

Het

AccessPoint

I (config-if)>  ft enable

I (config-if)> no ft enable

(config-if)> ft enable

Network: :Interface: :Rtx: :AccessPoint:

fast transition enabled.

(config-if)> no ft enable

Network::Interface: :Rtx::AccessPoint:

fast transition disabled.

"WifiMaster@/AccessPoint0": »

"WifiMasterQ@/AccessPoint0": »

Bepcus OnucaHue

2.13 [obaBneHa koMmaHa interface ft enable.

3.29.69 interface ft mdid

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOj,

YctaHoBuTb naeHTumkatop Mobility Domain ans FT. Mo ymon4vaHuto

ncnonb3lyeTca 3HayveHme KN.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Aa
Ja

Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

AccessPoint

(config-if)>  ft mdid wndid>

(config-if)> no ft mdid

AprymeHT 3HauyeHue OnuncaHwue

mdid CTpoka 3HaueHwue ngeHTndrkatopa Mobility Domain.
Coctont 13 2 cumeonos ASCIL

(config-if)> ft mdid 1F
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID set to "1F".

(config-if)> no ft mdid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
fast transition MDID reset to default.

Bepcus OnucaHue

2.13 JobaeneHa komaHga interface ft mdid.

3.29.70 interface ft otd

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

BkntounTb noasaepxky FT Over-the-DS (Distribution System) B pamkax
ctaHgapta IEEE 802.11r. 3TOT TMN FT UCNONb3yeTCa A1 POYMUHra B
yCTapeBLUMX aBOHEHTCKMX YCTPOMCTBAX, Hanpumep, B TenedoHe iPhone 4s.
Mo ymonyaHuio NnapaMeTp OTKIIHOYEH.

KomaHga c npedunkcom no yaanseTt HacTPOKy.
Aa

Ja

Hert

AccessPoint

I (config-if)> ftotd

I (config-if)> no ft otd

(config-if)> ft otd
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
fast transition OTD enabled.

(config-if)> no ft otd
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition OTD disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.13 JobaeneHa komaHzaa interface ft otd.

3.29.71 interface hide-ssid

OnucaHwue BktounTb pexkmm ckpbiTvs SSID. Mpy cNonb30BaHUM 3TOM GYHKLMK, TOUKa
A0CTYyNa He oTObpaXaeTcsa B CncKe AOCTYMNHbIX 6ecnpoBOAHbIX ceTel. Ho
eCNu No/b30BaTeNto N3BECTHO O CYLLLeCTBOBAHMN 3TON CeTN U OH 3HaeT ee
SSID, TO CMOXeT NOAKNHOUYNTLCA K 3TOM ceTu. 10 yMONYaHNIo pexmm
OTK/IHOYEH.

KomaHga ¢ npedrnKcom no OTKA0YAET 3TOT PEXUM.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Access Point

CuHoncuc I (config-if)>  hide-ssid

I (config-if)> no hide-ssid

Mpumep (config-if)> hide-ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID broadcasting disabled.

(config-if)> no hide-ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
SSID broadcasting enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 [Job6aeneHa komaHaa interface hide-ssid.

3.29.72 interface iapp auto

OnucaHue CreHepupoBaTb koY JAPP B aBTOMaTU4YeCKOM pexunme. s Toro, Ytobbl
Ha3HauUTb K04 BPYYHYIO, UCMONb3YyNTe KoMmaHgy interface iapp key.

MNpejukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Bridge
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I (config-if)>  iapp auto

(config-if)> iapp auto
Network: :Interface: :Rtx::Iapp: Bridge® autoconfigured.

Bepcus OnucaHve

3.03 JobasneHa komaHaa interface iapp auto.

3.29.73 interface iapp key

OnucaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb KKOY MOBUIBHOTO AOoMeHa IAPP ans ycneLwwHoM CMHXPOHM3aLumn
MeXxay ToukamMm A0CTyna, rae BkatoueH FT (komaHaa interface ft enable).
Toukm focTyna fOMKHbI NpuHagnexaTb ogHon IP-nogcetn. Mo ymonyaHumio
KJIlOY He Ha3Hau4eH.

KomaHza ¢ npedrKCOM No yaanseT K.

Ja

Ja

Het

Bridge
(config-if)>  iapp key <key>

(config-if)> no iapp key

AprymeHT 3HauyeHue OnucaHwue

key CTpoka 3HauyeHwue kntoYa IAPP. MakcManbHasa An1vHa

Knto4a — 64 cmmvBona.

(config-if)> iapp key 11223344556677
Network::Interface: :Rtx::Iapp: Bridge0® key applied.

(config-if)> no iapp key
Network::Interface: :Rtx::Iapp: Bridge® key cleared.

Bepcusa OnucaHve

2.13 Jlo6aBneHa komaHaa interface iapp key.

3.29.74 interface idle-timeout

OnucaHwne

YCTaHOBUTb MHTEPBas OTKNOYEHWS KveHTa STA OT TOUKM AOCTyna no
TallMayTy HeaKTUBHOCTM. [10 yMONYaHWIO UCNONb3YyeTCs 3HaYeHne 600.
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naBa 3 OnncaHme KOMaHA,

KomaHga ¢ npedurkcom no oTK/IoYaeT HaCTPOKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WiFiMaster

Cunoncuc (config-if)>  idle-timeout <idle-timeout>

(config-if)> no idle-timeout

AprymeHTbI AprymeHT 3HaueHue ([OnucaHue
idle-timeout |Yesoe 3HaueHVe TalimM-ayTa B cekyHgax. MoxeT
uncio NPVHKMAaTbL 3Ha4YeHWs B npejenax ot 60 Ao
2147483646.
Mpumep (config-if)> idle-timeout 500

Network::Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
value is 500 sec.

(config-if)> no idle-timeout
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »

disabled.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie
3.06 JobaBneHa komaHaa interface idle-timeout.

3.29.75 interface igmp downstream

OnucaHune BkntounTb pexuim paboTel IGMP Ha nHTepdeiice No HaNpPaBIEHUIO K
noTpebuTensmM rpynnoBo paccbikv. Ha ycTponcTee fokHa 6bITh 3anyLueHa
cyxba service igmp-proxy. JonyckaeTcs Haan4vme HeCKONbKNX MHTepdelicos
downstream.

KomaHga ¢ npedmnkKcom no oTMeHseT feiiCTBNE KOMaHAbI.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncumc I (config-ify>  igmp downstream
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

I (config-if)> no igmp downstream

(config-if)> igmp downstream

(config-if)> no igmp downstream

Bepcus

OnucaHune

2.00

JobasneHa komaHaa interface igmp downstream.

3.29.76 interface igmp fork

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb aybnnpoBaHme NcxoaaLmx naketoB /GMP upstream B 3ajaHHbIN
nHTepderic. JonyckaeTca Haanyme ToabKo ogHoro nHTepderica fork.

KomaHga ¢ I'Ipe¢I/IKCOM Nno OTMeHdeT AEMCTBME KOMaHAbI.

Aa
Ja

Het

IP

I (config-if)>  igmp fork

I (config-if)> no igmp fork

(config-if)> igmp fork

(config-if)> no igmp fork

Bepcusa

OnucaHune

2.00

Job6aBneHa komaHaa interface igmp fork.

3.29.77 interface igmp upstream

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

BkntounTb pexuim paboTbl IGMP Ha nHTepdeiice No HanpaBAeHUIO K
MCTOYHMKY FPYNNOBOI paccblIkn. Ha ycTponcTBe fo/KHa 6bITh 3anyLyeHa
cnyxba service igmp-proxy. /lonyckaeTca Haanune TobKo OAHOro
nHTepderica upstream.

KomaHga ¢ I'Ipe¢I/IKCOM Nno OTMeHdeT AGIZCTBMG KOMaH/Abl.

Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

MNpumep (config-if)> igmp upstream

(config-if)> no igmp upstream

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa interface igmp upstream.

3.29.78 interface include

OnucaHune Yka3atb Ethernet-nHtepderiic, KoTopbii byaeT fob6aBeH B MPOrpaMMHbIiA
MOCT B KayecTBe rnopra.

KomaHga ¢ npedurkcom no yaanset nHtepderic s mocTa.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Bridge

CuHoncuc (config-if)>  include <interfaces

(config-if)> no include <interface»

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

interface UHTepgenc Vmsa nnn ncesgoHuM Ethernet nHtepdeiica,
KOTOPbIN AOKEH 6bITb BKAKOYEH B MOCT.

NMpumep (config-if)> include ISP
Network::Interface::Bridge: "Bridge0": ISP included.

(config-if)> no include
Network: :Interface::Bridge: "Bridge0@": removed ISP.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHza interface include.
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naBa 3 OnncaHme KoMaHp,

3.29.79 interface inherit

OnuncaHwmne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

YkaszaTb Ethernet-uHtepdelic, koTopblin byaeT AobaBneH B NpOorpaMmMHbIi
MOCT B KayecTBe nopTta. B otanume ot komaHapl include, komaHaa inherit
nepeAaeT MOCTY HEKOTOpPble HacTPOIikn fobaBnsemMoro nHTepderica, Takme
kak IP-agpec, macky n IP-nceBgoHMMBI. Mpun yaaneHun nnb6o camoro MocTa,
nnbo nHtepdeiica N3 MOCTa, 3T HACTPOIKU, AaXKe eCIN OHW BbLIV M3SMEHEHbI,
6yAyT CKONMpPOBaHbl 06PaTHO Ha 0CBOBOAMBLUNICA MHTepdeliC.

KomaHga nossonseT fob6aBUTb B MOCT MHTepdeiic, Yepes KOTOopbI
OCyLLeCTBNSIETCS ypaBneHue yCTPONCTBOM, U He NOTepsiThb ynpasBfeHue.

KomaHga c npedumkcom no yaanseT nHtepdeinc ns Mocra, Bo3Bpallaer
NHTepdency HaCcTPOIKK, yHac/ieoBaHHbIe paHee MOCTOM, 1 cbpacbiBaeT 3Tn
HaCTPOMKM y MOCTa.

Ja

Aa

[Ja

Bridge

(config-if)>  inherit <interface»

(config-if)> no inherit <interface»

AprymeHT 3HauyeHue OnucaHue

interface UHTeppeic Nms nnm ncesgoHum Ethernet nHtepodeiica,

KOTOprI7I A0J1KeH 6bITb BK/IKOYEH B MOCT.

(config-if)> inherit GigabitEthernet0/Vlan3
Network::Interface::Bridge: "Bridgel": GigabitEthernet@/Vlan3 »
inherited in Bridgel.

(config-if)> no inherit
Network::Interface::Bridge: "Bridgel": inherit removed.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface inherit.

3.29.80 interface ip access-group

OnuncaHwne

MpurBA3aTb MMEHOBaHHbIM CNUCOK NpaBun dpunbTpaunm (ACL, cm. access-list)
K nHTepelicy. NapameTp in nam out ykasbiBaeT HanpaeneHve Tpadurka Ans
KOTOporo byaeT npumeHaTbea ACL. K ogHOMY nHTepdericy MoXeT 6bITb
npmBs3aHo Heckonbko ACL.
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naBa 3 OnncaHme KOMaHA,

KomaHga c npedumkcom no otkntoyvaeT ACL Ans ykaszaHHOro nHTepdeiica n
HanpasfieHWsa Tpaduika.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la
Tun nHTepdeiica IP

Cunoncuc (config-if)> ip access-group acls>«direction

(config-if)> no ip access-group «acls> «direction

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

acl Ctpoka Cnncok npasun ¢uabTpaumy,
npejBapuTeibHO CO3aHHbIN C MOMOLLbIO
KomaHapbl access-list.

direction in MpUMeHUTb GUNbTPALMIO K BXOAALLIM
naketam.
out MpyMeHNTb PUABTPAaLMIO K NCXOAALLVM
nakeTam.
Mpumep (config-if)> ip access-group BLOCK in

Network: :Acl: Input "BLOCK" access list added to "CdcEthernetl".

(config-if)> ip access-group BLOCK out
Network: :Acl: Output "BLOCK" access list added to "CdcEthernetl".

(config-if)> no ip access-group BLOCK in
Network::Acl: "BLOCK" access group deleted from "CdcEthernetl".

(config-if)> no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa koMmaHga interface ip access-group.

3.29.81 interface ip address

OonuncaHmne N3meHnTb IP-agpec n macky ceTeBoro nHtepéeiica. Ecnm Ha nHtepdeiice
3anylieHa cnyxba aBToMaTNYeCKOn HacTPOMKKM aapeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
afpec MoXeT 6bITb Nepe3anucaH.

KomaHga c npedumkcom no cbpacbiBaeT agpec Ha 0.0.0. 0.

Mpedukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

IP

(config-if)>  ip address <address> amask>

(config-if)> no ip address

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec Appec ceTeBoro nHTepodeiica.

mask IP-macka Macka ceteBoro nHTepdeiica. Ectb aBa
cnocoba BBOAA MacKn: B KAHOHNYECKOM BUe
(Hanpumep, 255.255.255.0) v B BUAe
61TOBOI ANVHBI Npedukca (Hanpumep, /24).

OpHo 1 TO Xe 3HayeHVe agpeca ceTu, coctosallero s IP-agpeca n macku,
MOXHO BBECTU ABYMS CMOCOBaMM: yKa3aTb MacKy B KAHOHUYECKOM BUAe UK
3ajaTb 6UTOBYIO ANHY NpedurKca.

(config)> ip address 192.168.9.1/24
Network::Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.

Bepcus OnucaHue

2.00 JobasneHa komaHgaa interface ip address.

3.29.82 interface ip address dhcp

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

3anyctute DHCP-kAneHT Ana aBToMaTMYeCckom HacTPOKN ceTeBblX
napameTpos: IP-agpeca v mackn nHtepdeiica, cepsepos DNS 1 wito3a no
YMOJIHaHUIO.

KomaHga ¢ npedurkcom no octaHaBnmBaeT cnyxby DHCP-knneHTa, yaanset
AVHaMUYeCK HaCTpoeHHble NapaMeTpbl 1 BO3BpalLlaeT rnpejbigyLime
HacTpolikun IP-agpeca n Macku.

Ja
Ja
Het

Ethernet

I (config-if)>  ip address dhcp [ hostname <hostname> ]
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no ip address dhcp

AprymeHT

3HayeHue OonvicaHune

hostname

CTpoka M5 xocTa, KoTopoe nepegaeTcs B none 12-oi
onuun DHCP. 3To nmsa He oba3aTeNbHO
AO/MKHO BbITb TaKUM Xe, Kak MMS XOCTa,
BBeJeHHoe B npoLiecce rnobanbHoOwM
HaCTPOMKMN.

(config-if)> ip address dhcp hostname QWERTY2
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp
Dhcp::Client: Stopped DHCP client on ISP.

Bepcusa

OnucaHune

2.00

JobasneHa KkomaHaa interface ip address dhcp.

3.29.83 interface ip adjust-ttl recv

OnuncaHwme

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

N3meHnTb NnapameTp TTL Ans Bcex BXOAALLMX NakeToB Ha nHTepodelice.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Ja
Ja
Het

IP

(config-if)>

ip adjust-ttl recv «recvs

(config-if)> no ip adjust-ttl recv

AprymeHT

3HayeHue OnwucaHune

recv

Llenoe uucno |BennymHa nameHeHumsa TTL. MoxeT
NPUHNMAaTb 3Ha4YeHWNs B Npegenax ot 1 go

255 BKNHOUUTENBHO.

(config-if)>

ip adjust-ttl recv 1

Network::Interface::Ip: "CdcEthernet0": incoming TTL set to 1.

(config-if)> no ip adjust-ttl recv
Network::Interface::Ip: "CdcEthernet0": incoming TTL settings »

removed.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.07 Jlo6aBneHa komaHga interface ip adjust-ttl recv.
MpegblayLiee HasBaHWe KOMaHAbI interface ip adjust-ttl.

3.29.84 interface ip adjust-ttl send

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

N3mMeHUTb napameTp TTL Ana BCex MCXOAALLMX NaKeTOB Ha nHTepdelrice.
KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.

Ja

Aa

Het

IP

(config-if)>  ip adjust-ttl send «<send>

(config-if)> no ip adjust-ttl send

AprymeHT 3HauyeHue OnucaHwue

send llenoe uucno |BennumHa nameHeHumsa TTL. MoxeT
NPUHNMAaTb 3HaYeHNA B npegenax ot 1 Ao

255 BKNOUUTENBHO.

(config-if)> ip adjust-ttl send 65
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

(config-if)> no ip adjust-ttl send
Network::Interface::Ip: "CdcEthernetl": outgoing TTL settings »
removed.

Bepcus OnucaHue

2.09 Job6asneHa komaHaa interface ip adjust-ttl send.

3.29.85 interface ip alias

OnuncaHune

Mpe¢ukc no

YCcTaHOBUTb AOMONHUTENbHBIV IP-agpec 1 Macky ceTeBOro nHTepderica
(nceBgOHUM).

KomaHpaa c npedurkcom no copacbiBaeT yKaszaHHbIN NCeBAOHM Ha 0.0.0.0,

TEéM CaMbIM yaansdaqa ero. Ecnm BbINONHNUTL KOMaHA4y 6e3 aprymeHTa, To BeCb
cnncok ncesgoHMNMoOB 6y,£],ET oyuLleH.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

IP, Ethernet

(config-if)>  ip alias address> anask»

(config-if)> no ip alias [ «address> anask> ]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec JononHnTenbHbIN agpec ceTeBoro
nHTepoderica.
mask IP-macka JononHntenbHas Macka ceTeBoro

nHTepdeiica. Ectb ABa cnocoba BBOAA MaCKM:
B KAHOHWNYECKOM BUje (Hanpumep,
255.255.255.0u1 B BUAe 6UTOBOW ANHbI
npedukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24
Network::Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 reset »
to 0.0.0.0/0.

(config-if)> no ip alias
Network: :Interface::Ip: "WifiMasterl/WifiStation@": all aliases »
removed.

Bepcus OnucaHue

2.00 Job6asneHa KkomaHga interface ip alias.

3.29.86 interface ip dhcp client broadcast

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTpPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

YcTaHoBUTL 6UT broadcast B coobuieHmsax DHCP Discover, yka3biBatoLLuii
Ha Ccrnocob oTnpaBKy oTBeTa 06paTHO KIMeHTY. Mo ymonyaHuio napameTp
OTKJIFOYEH.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Hert

Ethernet
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naBa 3 OnncaHme KoMaHp,

CuHoncuc I (config-if)>  ip dhcp client broadcast

I (config-if)> no ip dhcp client broadcast

MNpumep (config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.15 JobaeneHa komaHga interface ip dhcp client broadcast.

3.29.87 interface ip dhcp client class-id

OnucaHune YKa3aTb Npon3BOAUTENS YCTPOMCTBA, Ha KOTOPOM paboTtaeT DHCP-KNMeHT
(onuwusa dhcp 60).

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun uHTepdderica Ethernet

CuHoncnc (config-if)>  ip dhcp client class-id «class>

(config-if)> no ip dhcp client class-id

AprymeHTbI AprymeHT 3HaueHue OonucaHue
class-id CTpoka Ha3BaHwve nponsBoAnTens ycTporicTea,
3aK/IlOYEHHOE B /IBOViHbIe KaBbIYKN.

Npumep (config-if)> ip dhcp client class-id "Launcher DSL"
Dhcp::Client: ISP DHCP client vendor class is set to "Launcher »
DSL".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.02 Job6asneHa komaHga interface ip dhcp client class-id.
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naBa 3 OnncaHme KOMaHA,

3.29.88 interface ip dhcp client debug

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BKAIOUNTL OTNAA0UHbIN peXVM. B 0TNIaZ0UHOM peXXMe B CUCTEMHbIN XXypHan
BbIBOAUTCA Noapo6bHasa nHdopmaumsa o pabote DHCP-knneHTa.

KomaHga ¢ npedrKCOM No OTKAKOYaEeT OTAAL0UHBIA PEXNM.
Ja

Ja

Het

Ethernet

I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.

(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

Bepcus OnucaHve
2.01 Jlo6aBneHa komaHga interface ip dhcp client debug.

3.29.89 interface ip dhcp client displace

OnucaHwune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

BbITeCHUTb cTaTnuecknin agpec nHTepderica what B cnyyae eciv oH
KOH}NVKTYeT ¢ agpecoM, nonyyeHHbIM DHCP-k1eHTOM OCHOBHOIO
nHTepderica.

[JaHHasA KoMaHAa BbIMOMHAETCA aBTOMATNYeCcky Npu nogkntoyeHnn USB
Ethernet aganTepa. lNocne 3T0ro NPONCXoANT COXpaHeHne KoH$Urypaumm n
nepesarpyska ycTponcTaa.

KomaHaa ¢ npepunKCcom no oTMeHseT BbITECHEHME 419 YKa3aHHOro
nHTepoderica.

Aa
Ja
Ja

Ethernet

I (config-if)>  ip dhcp client displace whats[ check-session ]
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(config-if)> no ip dhcp client displace whats [ check-session ]

AprymeHTbI AprymeHT 3HaueHue OnwucaHue
what NHTepgeiic MMs nnm nceBAOHUM NHTepdeiica, yei
CTaTU4ecKnin agpec byaeT BbITeCHEH.
check-session|Knwyesoe Mpw Hann4ynm akTneHom cecnmn SCGI, He
C/1080 paspeLuaTb nepesarpysky 1 CMeHy

ceTeBOro agpeca poytepa. o ymonyaHuio
KomaHga gobaensetcaBdefault-config.

Npumep (config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

WcTopus nsmeHeHum Bepcus onuvcaHve
2.03 Job6asneHa koMmaHga interface ip dhcp client displace.
2.15 [JobasneH aprymeHT check-session.

3.29.90 interface ip dhcp client dns-routes

OnucaHune BraounTb aBTOMaTryeckoe JobasneHme XocT-MapLupyTos 4o DNS-cepsepos,
nonyyeHHbIx oT DHCP-cepBepa. o yMon4yaHuo HaCcTPOika BKAKOYEHa.

KomaHaa ¢ npeprKcom no oTKNtoYaeT HaCTPONKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

Mpumep (config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.00 Job6asneHa komaHgaa interface ip dhcp client
dns-routes.

3.29.91 interface ip dhcp client fallback

OonuncaHmne YCTaHOBUTb 3ajaHHbIVi NONb30BaTeNeM CTaTuyecknii agpec B ciyvae
BO3HMKHOBeHMS owmnbok npu pabote DHCP.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCcTPOIAKy, 1 yCTaHaBVBaeT agpec
0.0.0.0..

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Ethernet

Cunoncnc (config-if)>  ip dhcp client fallback <type>

(config-if)> no ip dhcp client fallback

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
type CTpoka Tun IP-agpeca. B HacTosiLee BpeMs
peannsoBaH TONIbKO OAMH TN — static.

NMpumep (config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 [Jlo6aBneHa komaHga interface ip dhcp client fallback.

3.29.92 interface ip dhcp client hostnhame
OnucaHue Ha3HauunTb UM$A XoCTa, KoTopoe oTnpasnseTcd B DHCP-3anpoce.
KomaHga ¢ npedurkcom no Bo3BpaLlaeT XoCTy MIMs MO YMOAYAHUIO.

MNpejukc no Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc (config-if)>  ip dhcp client hostname <hostname>

(config-if)> no ip dhcp client hostname

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
hostname CTpoka VIMsi XOCTa ANsi Ha3HaYeHWs.
Mpumep (config-if)> ip dhcp client hostname MYHOME

Dhcp::Client: ISP DHCP client hostname is set to MYHOME.

(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 JlobaBneHa komaHaa interface ip dhcp client hostname.

3.29.93 interface ip dhcp client name-servers

OnucaHune VMicnonb3oBatbk agpeca cepsepoB DNS, nonydeHHble no DHCP. Mo ymondaHuio
3Ta $yHKLMSA BKAOYEHA.

KomaHga c npedurkcomM no 3anpeLlaeT UcnonbL3oBaTh agpeca DNS-cepeepos,
nosiydeHHble rno DHCP.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Ethernet

CuHoncue I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

Mpumep (config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHga interface ip dhcp client
name-servers.

3.29.94 interface ip dhcp client release

OnucaHwue DHCP-knueHT ocBoboXxAaaeT apeHay IP-agpeca n yxoanT B CASALLNA pexXmMm.
ELle ogHO BbINOAHEHME 3TOW KOMaHAbl nepeBoanT DHCP-knreHT B pexunm
aBToMaTtumyeckoro nosydyeHuns IP-agpeca.

MNpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client release

Npumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHgaa interface ip dhcp client release.

3.29.95 interface ip dhcp client renew

OnucaHue DHCP-knueHT ocBoboXxaaeT apeHay IP-agpeca n nepexoanT B pexunm
NnoJly4yeHns HOBOrO.

MNpejukc no Het
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client renew

Mpumep (config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jlo6aBneHa komaHga interface ip dhcp client renew.
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3.29.96 interface ip dhcp client routes

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb nonyyeHre MapLUpyToB OoT npoBaligepa (onuum dhep 33, 121,
242). Mo ymon4aHuto BKAOYeHO. B HacTpoiikax oTobpaXkaeTcs TONbKO C

npedurkcom no.

KomaHza c nped1KcomM no oTKAoYaeT HaCTPOWAKY.

Ja
Ja
Het

Ethernet

I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes

(config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.

Bepcus

OnucaHue

2.05

[Jlo6aBneHa komaHga interface ip dhcp client routes.

3.29.97 interface ip flow

OnucaHwune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Bknrountb ceHcop NetFlow Ha 3agaHHOM MHTepdelice. 1o ymon4aHuMio 3ToT
napameTp OTK/HOYEH.

KomaHga c npedurkcom no otktouaeT ceHcop NetFlow.

Ja
Ja
Het

IP

(config-if)>

ip flow<«direction

(config-if)> no ip flow

AprymeHT

3HayeHue

OonvcaHune

direction

ingress

C6op BxogsLero Tpaduka.
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Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

egress C6op ncxogsuiero Tpaduka.

both Cbop u BxoAsLLero, N ncxogsulero tpaduka.

(config-if)> ip flow ingress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.

(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "both" direction.

Bepcus OnucaHue

2.1 Job6asneHa koMmaHgaa interface ip flow.

3.29.98 interface ip global

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

YcTaHoBUTL Anst HTepdelica cBoiicTBO «global» c napameTpoM. 3To CBONCTBO
Heo6X0AMMO ANS YCTaHOBKW MapLUpyTa No yMON4aHuto, paboTsbl
DynDNS-knveHTa 1 NAT. MoxHo npeactaBnsath global-nHtepdeicel, kak
BeAyLLMe B rnobanbHyto ceTb (B UHTEPHET).

MapameTp cBoicTBa «global» BnnseT Ha npuopuTeT HTepdeiica B Npase
YCTaHOBUTb MapLUPYT MO yMONYaHWio0. Yem npropuTeT 6onbLue, Tem
XenartesnbHee 419 NO/Ib30BaTENS BbIXOA B IN106a1bHYH CeTb Yepes yKa3aHHbIN
nHTepdeic. C NOMOLLIbIO NpropuTeTa peannsyeTcs GyHKLMSA pe3epBrpOoBaHnS
noakntoveHus B HTepHeT (WAN backup) «global».

Mo yMoAYaHMIO HaCcTpOoKa OTKOYeHa.
KomaHgaa ¢ npedurkcom no yaanseTt CBONCTBO.
Aa

Ja

Het

IP

I (config-if)> ip global (xpriority> | order <order> | auto)

I (config-if)> no ip global
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AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

priority Uenoe uucno |MpuoputeT nHtepdeiica Npu yctaHoBKe
MapLUpyTa no ymon4daHuto. Moxet
NPVHMMaTb 3HaYeHns B npegenax oT 1 go
65534.

order UYenoe uncno |OTHOCUTENbHbIA MPUOPUTET MEXAY
nHTepdencamm. MoxeT MpMHMMaTb 3HaYeHNA
B npejenax ot 0 Ao 65534, HO He 6onee, yuem
KONNYECTBO rnobanbHbIX MHTEPHENCOoB.

auto Knwvesoe ABTOMaTM4YeCcKoe BblYMCNEHWE NMpMopuTeTa

C/10B0 nHTepdelica. IHTepdeiic pacnonaraetcs

6anxe K KOHLY CrNMncCKa, HO Bblllie NopAAKa X.

(config-if)> ip global

Network: :Interface: :IP:

(config-if)> ip global

Network: :Interface: :IP:

(config-if)> ip global

Network: :Interface: :IP:

(config-if)> no ip global

Network: :Interface: :IP:

10
"L2TPO": global priority is 10.

order 0
"L2TPO": order is 1.

auto
Global priority recalculated.

"L2TPO": global priority cleared.

Bepcus OnucaHve
2.00 JlobaBneHa komaHaa interface ip global.
2.09 JobasneHbl aprymeHThbl order 1 auto.

3.29.99 interface ip mru

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

YcTaHoBUTB 3HaueHme MRU, koTopoe byzeT nepesaHo yaaneHHOMY y3/1y npu

3HayeHue 1460.

yCTaHOBNeHUU coeanHeHnsa PPP (IPCP). o ymonyaHUo UCnosib3yeTcs

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Aa
Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

PPP

I (config-if)>  ip mru wmru

I (config-if)> no ip mru
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

mru Llenoe uucno |3HayveHme MRU.

(config-if)> ip mru 1492
Network::Interface::Ppp: "PPPoEQ": MRU saved.

(config-if)> no ip mru
Network: :Interface::Ppp: "PPPoEO": MRU reset to default.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip mru.

3.29.100 interface ip mtu

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHuim

YcTaHOBUTbL 3HaveHve MTU Ha ceTeBOM NHTepdeiice. MNpu ycTaHOBAEHNN
coefiMHeHWs No npoTokony PPP (IPCP), yaaneHHOMY y31y 6yAyT OTAPaBAsaTLCA
nakeTbl ykazaHHOro pasmepa MTU, aaxe ecnu Tot 3anpocun MTU MeHbLUero
3HaveHus.

KomaHga ¢ npedprikcomM no copackiBaeT 3HaueHue MTU Ha To, KoTopoe 6b110
40 nepBoro npuMeHeHMAa KoMaHabl.

Ja
Aa
HeTt

IP

(config-if)>  ip mtu mtw

(config-if)> no ip mtu

AprymeHT 3HauyeHue OnucaHwue

mtu lenoe 4ucno |3HauveHwe MTU. MOXeT NPUHUMAaTb 3HaYeHNs
B npejgenax oT 64 Ao 65535 BkAoUMTENBHO.

(config-if)> ip mtu 1500
Network: :Interface::Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network::Interface::Base: "GigabitEthernetl": static MTU reset »
to default.

Bepcus OnucaHve

2.00 JobasneHa KomaHaa interface ip mtu.
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3.29.101 interface ip nat loopback

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

BkntounTb 0bpaTHyto TpaHcnsauuio agpecos (NAT loopback) ana otnpasku
NOKanbHbIX 3aNPOCOB /I0KaNIbHOMY cepBepy U3 VIHTepHeTa. 10 ymonyaHumto
3TOT NapamMeTp BKAOYEH AN nHTepdelicos [lomallHel ceTn (ypoBHMU
b6e3onacHocTu private un protected).

KomaHga c npedurkcom no oTknrovaet NAT loopback.
Ja

Ja

Het

IP

I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback

(config-if)> ip nat loopback
Network: :StaticNat: NAT loopback is explicitly enabled on "Home".

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga ip nat loopback.

3.29.102 interface ip remote

OnucaHwue

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

YCTaHOBUTb CTaTUUECKNA ajgpec yaaneHHoro y3ssa.

Ja

Ja

Het

PPP

(config-if)>  ip remote address»

(config-if)> no ip remote

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec Appec yaaneHHoro ysna.
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NMpumep (config-if)> ip remote 192.168.2.19
Network::Interface::Ppp: "L2TPO": remote address saved.

(config-if)> no ip remote
Network::Interface::Ppp: "L2TPO": remote address erased.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface ip remote.

3.29.103 interface ip tcp adjust-mss

OnucaHune YCTaHOBUTbL OrpaHNYeHrie MakCMMasibHOro pasmepa cerMeHTa NCXoAsaLLmx
ceccmin TCP. Ecnm 3HaveHwme MSS, KOTopoe nepejaeTcs B NOJie 3arofioBka
SYN-nakeToB, npeBsblLLaeT 3ajaHHoe, KOMaHAa MeHsieT ero. KomaHga
npuMeHseTcs K UHTepdeincy n aelicTByeT Ha Bce ncxoasaiume TCP SYN-nakeThbl.

KomaHga ¢ npeprKcoOM Nno oTMeHsieT AeCTBME KOMaH/bI.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncue (config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

AprymeHTbI AprymeHT |[3HaueHue OnucaHue
pmtu KriwyeBoe c¢/1080|YCTaHOBUTL BEPXHIOO rpaHuLy MSS,
paBHYy0 MUHUManbLHOMY MTU Ha nyTn K
yAaneHHoMy y3ny.
mss Lenoe uucrno MSS BepxHAa rpaHuua.
NMpumep (config-if)> ip tcp adjust-mss pmtu

Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> ip tcp adjust-mss 1300
Network::Interface::Ip: "L2TP0": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga interface ip tcp adjust-mss.
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3.29.104 interface ipcp address

OnucaHune Mcnonb3oBatb agpec yaaneHHoro y3na.
KomaHga ¢ npedunkcom no otkatoyaeT GyHKLMIO.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica PPP
CuHoncuc I(config—if)> ipcp address
I (config-if)> no ipcp address
Mpumep (config-if)> ipcp address
using address from remote peer
(config-if)> no ipcp address
not using address from remote peer
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

3.09 [JlobaBneHa komaHga interface ipcp address.

3.29.105 interface ipcp default-route

OnucaHue Ncnonb3oBaTh agpec yaaneHHOoro y3/a Kak L3 N0 YMOAYaHWIO.
KomaHga c npedurkcom no 3anpeLlaet M3MeHeHMe LW3a N0 yMOAYaHUIO.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica PPP

CuHoncuc I (config-ify>  ipcp default-route

I (config-if)> no ipcp default-route

Mpumep (config-if)> ipcp default-route
Using peer as a default gateway.

21 8 CnpaBo4HMK komaHg — Launcher DSL (KN-2012)



naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHga interface ipcp default-route.

3.29.106 interface ipcp dns-routes

OnucaHwue Mcnonb3oBaTb MapLUpyThl Nofay4YeHHble no IPCP. 1o yMon4YaHUo HacTpoika
BKJIIOYEHa.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica PPP

CrnHoncuc I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

Mpumep (config-if)> ipcp dns-routes
DNS routes enabled

(config-if)> no ipcp dns-routes
DNS routes disabled

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.02 Job6asneHa komaHaa interface ipcp dns-routes.

3.29.107 interface ipcp name-servers

OnucaHue Vcnonb3oBaTb agpeca cepsepoB DNS, nosyyeHHble no IPCP. Mo ymon4aHuio
HaCTpoWKa BK/OYEHa.

KomaHga ¢ npedrkcom no 3anpeLlaeT Cnoib30BaTh ajpeca cepsepoB DNS
nosiyyeHHble rno IPCP.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PPP

Cunoncuc I (config-if)>  ipcp name-servers
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I (config-if)> no ipcp name-servers

Mpumep (config-if)> ipcp name-servers
using remote name servers.

(config-if)> no ipcp name-servers
not using remote name servers.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa interface ipcp name-servers.

3.29.108 interface ipcp vj

OnucaHwue BknrounTb oxatme 3aronoskos TCP/IP meTogom BaH fko6coHa. Mo
YMONYaHMIO HAaCTPOKiKa OTK/IOUEHa.

KomaHga ¢ npedurkcom no oTkAoUaeT oxaTue.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica PPP

CnHoncunc (config-if)>  ipcp vj [cid]

(config-if)> no ipcp vj

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
cid Kroyesoe Brknrountb coxkatmne Connection ID B
c/10BO 3aro/ioBKax.
Mpumep (config-if)> ipcp vj cid

V] compression enabled.

(config-if)> no ipcp vj
V] compression disabled.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.03 Jlo6aBneHa komaHga interface ipcp vj.
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3.29.109 interface ipsec encryption-level

OnuncaHwmne

MNpedukc no

3asaTb YpoBeHb LWdpoBaHUA Ans [Psec-COefNHEHWs], aBTOMATNYeCKM
CBSI3aHHOTO C TYHHesleM. 3HaueHue No ymonyaHmto — normal.

MoApo6HOe onMcaHme KaXza0ro YpoBHS MPUBOANTCS B [1pUIOXKEeHNN.

KomaHga ¢ npedprKcom no ycTaHaBAMBaeT ypoBeHb LWMGPOBAHNSA MO
YMOJTHaHUIO.

Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Secure
CuHoncue (config-if)>  ipsec encryption-level <level>
(config-if)> no ipsec encryption-level
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
level weak Cnabbli ypoBeHb, BKAKOUEHbl anropuTmbl DES
n MD5.
normal CoBMeCTUMBI C 60NBLUMHCTBOM CUCTEM

YypOBeHb, npunoputet otaaetca AES128 n
SHAT1.

normal-3des

CoBMeCTUMBIN C 60BLLUNHCTBOM CUCTEM
ypoBeHb, npuoputeT otaaetca 3DES n SHAT.

strong

CaMblii CUNbHBIA YPOBeHb, 06a3aTeIbHO
BKtOYeH PFS, npuoputeT otaaetca AES256 n
SHAT1.

weak-pfs

To e camoe, 4To 1 weak, HO AN BTOPOIA
da3bl BKAOYeH PFS group 1 m 2.

normal-pfs

To e camoe, 4To 1 normal, HO AN BTOPOM
da3bl BKAOYeH PFS group 2 1 5.

normal-3des-pfs

To e camoe, Uto n normal-3des, HO AN
BTOPOW ¢a3bl BKAOYEH PFS group 5 1 14.

high

Habop coBpeMeHHbIX anropnuTMoB A/s
BHeLWHWX npoBangepos VPN cepBunCOB.

strong-aead

CaMblii CUNbHBIA YpOBeHb, MpUopuTeT
otaaetca AES256 n SHA1 c gobaBneHnem
anropmntmoB AEAD.

strong-aead-pfs

CaMblil CUNIbHBIV YpPOBeHb, 0ba3aTeNlbHO
BKJIHOYEH PFS, npuopuTeT otaaetcd AES256 n
SHA1 c gobaBneHnem anropnTmoBs AEAD.
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Mpumep (config-if)> ipsec encryption-level weak
Network::Interface::Secure: "Gre0": security level is set to »
"weak" .

(config-if)> no ipsec encryption-level
Network::Interface::Secure: "Gre0": security level was reset.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onucaHvie
2.08 JobaBneHa komaHaa interface ipsec encryption-level.
3.07 JlobaBneHbl HOBbIe YpoBHU WndposaHusa — high,
strong-aead u strong-aead-pfs.

3.29.110 interface ipsec force-encaps

OnucaHwue BkounTb noagepxxky NPUHYANTENbHOW NHKancynaumm ESP B UDP ans
KAVNEHTCKUX TYHHenen. Mo yMonyaHuio 3Ta yHKLMA OTKAOYEHa.

KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Secure

CuHoncuc I (config-if)>  ipsec force-encaps

I (config-if)> no ipsec force-encaps

Mpumep (config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
enabled.

(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »

disabled.
VICTOleﬂ M3MeHeHWiA Bepc”ﬂ onvcaHue
2.12 Job6asneHa komaHaa interface ipsec force-encaps.

3.29.111 interface ipsec ignore

OnucaHune OTKNOUNTE 06PabOoTKy BXOAALLMX IKE-NakeToB cyXbbl IPsec Ha HTepdelice.

KomaHza c nped1KcoM no OTMeHsIeT HaCTPOIKy.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
Ja

MHorokpaTtHbiia BBog, Het

MeHsieT HaCTpoWiKKn

Tun nutepdeiica Secure

CuHoncnc I (config-if)>  ipsec ignore
I (config-if)> no ipsec ignore
Mpumep (config-if)> ipsec ignore

IpSec: :Manager: Interface "Gre0"

(config-if)> no ipsec ignore

added to IPsec ignore list.

IpSec::Manager: Interface "Gre0" removed from IPsec ignore list.

UcTopusa nsmeHeHwnii

Bepcus OnucaHve

2.10

[Jlo6aBneHa komaHga interface ipsec ignore.

3.29.112 interface ipsec ikev2

OnucaHwne

Bkntountb npotokon IKEV2 ansa IPsec-coejHeHUs, aBTOMaTUYeCKMN

CBA3aHHOrO C TyHHeneM. 1o ymon4aHuio ncrnonbsyetca npotokon IKEv1.

KomaHza c nped1rkcom no Bo3BpaLLaeT 3HaueHMe No YMONYAHUIO.

MNpejukc no Ja
Ja

Het

M3MeHUTb HacTpoiAKun
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica Secure

Cunoncuc I (config-if)>  ipsec ikev2
I (config-if)> no ipsec ikev2
Mpumep (config-if)> ipsec ikev2

Network: :Interface: :Secure:

(config-if)> no ipsec ikev2
Network: :Interface: :Secure:

IKEv2 is enabled.

IKEv2 is disabled, enable IKEvl.

WcTopusa nsmeHeHum

Bepcus OnucaHue

2.10

Job6asneHa komaHgaa interface ipsec ikev2.
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3.29.113 interface ipsec nail-up

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BKtoUuMTbL aBTOMaTNYECKME N3MEHEHNS CEKPETHBIX KNHoUein AN TYHHenein
L2TP/IPsec, EoIP/IPsec, Gre/IPsec, IPIP/IPsec. o ymon4daHuio napameTp

BKJ/TFOYEH.

KomaHza c nped1KcomM no oTKAoYaeT HaCTPOWAKY.

Ja
Ja
Het

Secure

I (config-if)>  ipsec nail-up

I (config-if)> no ipsec nail-up

(config-if)> ipsec nail-up
Network: :Interface: :Secure

: SA renegotiation enabled.

(config-if)> no ipsec nail-up

Network: :Interface: :Secure

: SA renegotiation disabled.

Bepcus OnucaHve

2.12 Jlo6baBneHa komaHga interface ipsec nail-up.

3.29.114 interface ipsec name-servers

OnucaHwune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

Vicnonb3oBaTb agpeca cepsepoB DNS, nonyyveHHble yepes IKEv1 nnum IKEv2
IPsec-cepBep. Mo yMmon4aHuio GyHKLNSA BKAKOYEHA.

KomaHga c npedurkcom no 3anpeLaeT ncnosb3oBaTb agpeca DNS,
nony4veHHble Yepes IKEv1 nnn IKEv2 IPsec-cepsep.

Ja
Ja
Het

Secure

I (config-if)>  ipsec name-servers

I (config-if)> no ipsec name-servers
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Mpumep

UcTopuns nameHeHuii

(config-if)> ipsec name-servers
IpSec::Interface::Ike: "IKEQ": automatic name servers via IKE »
Configuration Payload are enabled.

(config-if)> no ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are disabled.

Bepcus OnucaHve

3.06 Jlo6aBneHa komaHga interface ipsec name-servers.

3.29.115 interface ipsec preshared-key

OnucaHwne

MNpedukc no
MN3MeHUTb HaCTpPoiKu
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcTtaHoBUTb KntoY PSK ans IPsec-coegnHeEHWs, aBTOMAaTUYeCK CBA3aHHOIo
C TYHHesieM. TakxXe BK/toYaeT UCrnoib3oBaHue IPsec ANs 3TOro TYHHeNs.

KomMaHza ¢ npepurkcom no cbpackiBaeT 3HaYeHMe Ktoua.
Ja

Aa

HeTt

Secure

(config-if)>  ipsec preshared-key <key>

(config-if)> no ipsec preshared-key

AprymeHT 3HauyeHue OnucaHwue

key CTpoka 3HayeHue cekpeTHoro PSK-kntoua.

(config-if)> ipsec preshared-key 12345678
Network: :Interface::Secure: "Gre@": preshared key was set.

(config-if)> no ipsec preshared-key
Network::Interface::Secure: "Gre0@": preshared key was reset.

Bepcus OnucaHue

2.08 JobasneHa koMmaHaa interface ipsec preshared-key.

3.29.116 interface ipsec proposal lifetime

OnuncaHwne

YcTaHOBUTb BpeMs XM3HU TpaHcpopmauumm IPsec Phase1 Ha nHTepdelice.
o ymonuaHuto ncnonb3yercs 3HaveHne 28800.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomaHza ¢ npedprKcom no Bo3BpaLLAeT 3HAUYEHME MO0 YMOIYAHUIO,
Ja

Aa

HeTt

Secure

(config-if)>  ipsec proposal lifetime (lifetime>

(config-if)> no ipsec proposal lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHusa IPsec B
cekyHAax. MoxeT NpvHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.

(config-if)> ipsec proposal lifetime 222222
Network: :Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.

(config-if)> no ipsec proposal lifetime
Network: :Interface::Secure: IPsec IKE proposal lifetime reset »
to 28800 s.

Bepcus OnucaHue

2.1 JobasneHa komaHga interface ipsec proposal lifetime.

3.29.117 interface ipsec proposal local-id

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpoViKKn

3asaTb NOIb30BATENbLCKUIA NOKaNbHLIN naeHTUdMKaTOp And IKE.
KomaHgaa ¢ npedurKcom no yaanseTt AaHHY HaCTPOWKY.

Ja

Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

Secure

I (config-if)>  ipsec proposal local-id <local-id>

I (config-if)> no ipsec proposal local-id
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
local-id CTpoka IP-agpec nnn goMeHHoe NMA I0OKanbHOro
XocTa.
Mpumep (config-if)> ipsec proposal local-id 192.168.8.4

Network: :Interface: :Secure: Set IKE local ID to "192.168.8.4".

(config-if)> no ipsec proposal local-id
Network: :Interface: :Secure: Reset IKE local ID.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.08 [Jlo6baBneHa koMmaHza interface ipsec proposal local-id.

3.29.118 interface ipsec proposal remote-id

OnucaHwue 3ajaTb N0/Ib30BaTENLCKUIA YAaneHHbIn naeHTueunkatop ans IKE.
KomaHga ¢ npedurkcom no yaanseT JaHHYH HaCTPOWKY.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Secure

Cunoncuc (config-if)>  ipsec proposal remote-id «remote-id>

(config-if)> no ipsec proposal remote-id

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
remote-id CTpoka IP-agpec nnn gomeHHoe Nmsa yaaneHHoro
XOoCTa.
Npumep (config-if)> ipsec proposal remote-id my.domain.com

Network: :Interface: :Secure: Set IKE remote ID to "my.domain.com".

(config-if)> no ipsec proposal remote-id
Network::Interface::Secure: Reset IKE remote ID.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
3.08 JobasneHa koMmaHgaa interface ipsec proposal
remote-id.
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3.29.119 interface ipsec transform-set lifetime

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTL BpeMsi XN3HU TpaHchopMaunm IPsec Phase2 Ha nHtepodeiice
Mo ymonyaHmio ncnonb3syetcs 3HayeHve 28800.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja
Het

Secure

(config-if)>

ipsec transform-set lifetime <lifetime;

(config-if)> no ipsec transform-set lifetime

AprymeHT

3HauyeHue

OnucaHune

lifetime

Llenoe u4ucno

Bpems xun3Hn npeobpasoBaHus IPsec B
cekyHzax. MoxeT NnpyHMMaTb 3HayYeHns B
npeaenax ot 60 A0 2147483647.

(config-if)> ipsec transform-set lifetime 2222222
Network::Interface: :Secure: IPsec ESP transform-set lifetime set »

to 2222222 s.

(config-if)> no ipsec transform-set lifetime
Network: :Interface: :Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.

Bepcus

OnucaHune

2.11

lifetime.

[Jlo6baBneHa komaHga interface ipsec transform-set

3.29.120 interface ipv6 address

HactpouTb IPv6-agpec Ha nHtepdeiice. Ecnm ykasaH aprymeHT auto, agpec
HacTpanBaeTca aBToOMaTU4Yeckn. BBoa agpeca BpyyHyto AefiaeT ero

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

CTaTn4veckKkmnm.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.

Ja
Ja
Ja

228

CnpaBo4HMK komaHg — Launcher DSL (KN-2012)



naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

(config-if)>  ipv6 address (<address> | <blocks | auto)

(config-if)> no ipv6 address [ «address» | <block> | auto]

AprymeHT 3HauyeHue OnuncaHwue

address IPv6-agpec |Appec ceteBoro nHTepodeiica.

block IPv6-agpec |Appec ceTBOro MHTepdeinica c Mackom.

auto Knwyesoe BkoUNTb AMHaMMYeCcKOe Ha3HaveHne
CJ10BO ajpeca.

(config-if)> ipv6 address 2a01:291:2:612:52ff:20ff:fe00:1e87
Network: :Interface::Ip6: "GigabitEthernetl": added static address »
2a01:291:2:612:52ff:20ff:fe00:1e87.

(config-if)> ipv6 address 2001:db8::1
Network: :Interface::Ip6: "GigabitEthernetl": added static address »
2001:db8::1.

(config-if)> ipv6 address fd08:a648:e303::3/64
Network: :Interface: :Ip6: "GigabitEthernetl": added static address »
fd08:a648:e303::3/64.

(config-if)> no ipv6 address 2a01:291:2:612:52ff:20ff:fe00:1e87
Network::Interface::Ip6: "GigabitEthernetl": removed static »
address 2a01:291:2:612:52ff:20ff:fe00:1e87.

(config-if)> no ipvé6 address
Network::Interface::Ip6: "GigabitEthernetl": cleared addresses.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa interface ipv6 address.

3.29.121 interface ipv6 dhcp client pd hint

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

HactpouTb nogckasky genervpoBaHus npedukca DHCPv6-knmeHTa.
KomaHgaa ¢ npedrKcoM no yaanset HaCTPOKY.

Aa

Ja

MHorokpaTtHbiiA BBog, Het

CuHoncuc

I (config-if)>  ipv6 dhcp client pd hint prefix;

I (config-if)> no ipv6 dhcp client pd hint
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AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

AprymeHT

3HavyeHue

OnucaHue

prefix

Mpegukc

Heobxognmblii npedukc IPv6 nnm Tonbko ero
ANVIHA, eCNN OH YKasaH Kak : :/length.

(config-if)> ipv6 dhcp client pd hint fd08:a648:e303::/64
Ip6::Dhcp::Client: "GigabitEthernetl": set a prefix delegation »
hint to "fd08:a648:e303::/64".

(config-if)> ipv6 dhcp client pd hint ::/64
Ip6::Dhcp::Client: "GigabitEthernetl": set a prefix delegation »
hint to "::/64".

(config-if)> no ipv6 dhcp client pd hint
Ip6::Dhcp::Client: "GigabitEthernetl": reset prefix delegation »

hint.
Bepcus OnucaHue
4.01 JobasneHa komaHga interface ipv6 dhcp client pd hint.

3.29.122 interface ipv6 id

OnuncaHwmne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

3ajaTb crnocob popmMurpoBaHua naeHTrndmkaTopa nHtepoerica IPv6. Mo
YMOJIYaHUIO NCNOJIb3YeTCca 3HayeHre euibd

KomaHga ¢ I'Ipeq)I/IKCOM No yCTaHaBIMBaeT 3Ha4YeHne Nno yMmoa4aHumto.

Aa
Ja

Het

(config-if)>

ipv6 id («suffix> | eui64 | random)

(config-if)> no ipv6 id

AprymeHT 3HauyeHue OnucaHue

suffix Cydpukc Cratnueckunii cybdukc.

eui64 Knoyesoe NaeHTdunkaTop ocHoBaH Ha MAC-agpece
C/10BO nHTepoderica.

random Kriw4yesoe dopmMmurpoBaHne ngeHTudunKaTopa
C/10BO cyyariHbIM 06pasom.

(config-if)> ipv6 id :
Network::Interface::Ip6:

12

"Bridge0": interface ID is set to ::2.
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(config-if)> ipv6 id eui64
Network::Interface::Ip6: "Bridge0": interface ID is set to eui64.

(config-if)> ipv6 id random
Network::Interface::Ip6: "Bridge0": interface ID is set to random.

(config-if)> no ipv6 id
Network::Interface::Ip6: "Bridge0": interface ID is reset to »
default value.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.01 JobasneHa komaHaa interface ipvé6 id.

3.29.123 interface ipv6 name-servers

OnucaHue HactpouTtb nonyueHmne nHpopmaumu ot DNS. Ecim ykasaH aprymeHT auto,
BktoyatoTcd DNS-3anpocsl DHCPv6.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKY.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config-if)>  ipv6 name-servers (auto)
(config-if)> no ipv6 name-servers [auto]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
auto Kroyesoe BknounTb aBTokoH$uUrypauumio DNS.
CJ10BO
Mpumep (config-if)> ipv6é name-servers auto
Name servers provided by the interface network are accepted.
VlCTOleﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.00 Jlo6baBneHa komaHga interface ipv6 name-servers.

3.29.124 interface ipv6 prefix

OnucaHue HactponTb generaumio npedukca. Ecnm ykasaH apryMeHT auto , npepukc
3anpatvsaeTtca Yyepes DHCPv6-PD.

KomaHgaa c npedrkcom no yaansiet HacTporiky.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config-if)>  ipv6 prefix («prefix> | auto)
(config-if)> no ipv6 prefix [ «prefix> | auto]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
auto Knwyesoe BkntounTb generauuto npedukca.
CJ10BO
prefix lpegukc YKasatb npedpurkc BpyUHYHo.
Mpumep (config-if)> ipv6 prefix 2001:db8:43:abl2::/64

Static IPv6 prefix added.

WcTopuns nsmeHeHwnit |Bepcusa

OnucaHune

2.00

JobasneHa komaHgaa interface ipv6 prefix.

3.29.125 interface ipvécp

OnucaHune

Bkntountb nogaepxky IPv6CP Ha 3Tane ycTaHoBNeHNSA coegVHEHNS.

KomaHga ¢ npedukcom no otkaroudaeT IPv6CP.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun uHTepdderica PPP

CuvHoncuc

I (config-if)>  ipvécp

I (config-if)> no ipv6cp

Mpumep

(config-if)> ipv6cp
IPv6CP enabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

Jlo6aBneHa koMmaHga interface ipvécp.
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naBa 3 OnncaHme KOMaHA,

3.29.126 interface Icp acfc

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

BknrounTe cornacoaHume napamMeTpoB OKaTnA nosell KAHA/bHO20 ypoeHA

Address u Control. Tlo yMON4YaHMIO HaCTPOIKa OTKAOYEHa.

KomaHga ¢ npednkcom no oTKI0YaeT aHHYIO OMNLUIO 1 BCe 3anpochl
yAaneHHOI CTOPOHbI Ha cornacoBaHme ACFC OTKIOHAKOTCS.

Ja
Ja
Het

PPP

(config-if)>  lcp acfc [cid]

(config-if)> no lcp acfc

AprymeHT 3HauyeHue OnuncaHwue

cid KnyeBoe Bknrountb cxatne Connection ID B
CJ10BO 3arojioBkax.

(config-if)> lcp acfc cid
ACFC compression enabled

(config-if)> no lcp acfc cid
ACFC compression disabled

Bepcus OnucaHve

2.03 Jlob6aBneHa komaHga interface Icp acfc.

3.29.127 interface Icp echo

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKu
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

3agaTtb NpaBuaa TeCTMpoBaHUA coeanHeHnsa PPP cpeactBamm LCP echo.

Mo ymonuaHwuio interval paBeH 30, count paBeH 3.
KomaHgaa ¢ npedurkcom no oTkntovaet LCP echo.

Ja

Ja

Hert

PPP
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Cunoncuc (config-if)>  lcp echo <intervals <count> [adaptive]
(config-if)> no lcp echo
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
interval Uenoe uucno |VHTepBan mexay otnpaBkamm LCP echo, B
cekyHgax. Ecnu B TeueHVe yka3aHHOIMo
WNHTepBa/ia BPEMEHW OT yAaNeHHOM CTOPOHbI
He 6b1n1 nonyyeH LCP 3anpoc, e byaeT
OTMpaB/ieH Takol 3anpoc C OXnAaHneMm
oTteeTa LCP reply.
count Lenoe umucno |Konnuectso oTrpaBieHHbIX NOAPSL 3anpocoB
LCP echo Ha KoTOpbIe He 6bi1 Mony4YeH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanucb 6e3 oTBeTa, coeaviHeHVe byaeT
pa3opBaHo.
adaptive Knwyesoe Pppd 6yaeT otnpaBnATe 3anpoc LCP echo
C/10B0 TONbKO B TOM C/lyyae, eciv OT yAaneHHOro
y3na HeT Tpaduka.
NMpumep (config-if)> lcp echo 20 2

WcTopus nsmeHeHum

Network::Interface::Ppp: '

(config-if)> no lcp echo
Network::Interface::Ppp: '

'"PPPoEQ": LCP echo parameters updated.

'"PPPOEO": LCP echo disabled.

Bepcus OnucaHve
2.00 Job6asneHa komaHaa interface Icp echo.
2.06 [JobaeneH napameTtp adaptive.

3.29.128 interface Icp pfc

BKkntoumnTb cornacoBaHme napamMeTpoB CKaTus nos/s Protocol 8 3020108KaX
PPP. 0 yMON4YaHWMIO HaCTPOiKa OTK/KOYEeHa.

OnucaHune

Mpe¢unkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHtepdeiica

CuvHoncuc

KomaHgaa ¢ npedrKcoM no oTKAKOYaeT AaHHYIO OMLMIO 1 BCe 3anpockl
YAA/IeHHOI CTOPOHbI Ha cornacoBaHme PFC OTKNIOHSAHOTCS.

Ja
Ja
Het

PPP

| (config-if)>  Lcp pfe [cid]
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AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-if)> no lcp pfc

AprymeHT 3HauyeHue OnucaHwue

cid Knoyesoe Bknrountb cxatne Connection ID B
CJ/10BO 3arojioBkax.

(config-if)> lcp pfc cid
PFC compression enabled

(config-if)> no lcp pfc cid
PFC compression disabled

Bepcus OnucaHue

2.03 JobasneHa komaHga interface lcp pfc.

3.29.129 interface led wan

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

MNMoka3blBaTb COCTOSIHME MHTepeica C MOMOLLLI0 MHAMKATOPA. [loXeH 6bITb
BblbpaH napameTp SelectedWan npu nomoLLm KomaHgbl system led. Mo

YMONYaHMIO HAaCTPOKiKa OTK/IOUEHa.

KomaHgaa ¢ npedurkcom no oTkaroHaeT GyHKLUMIO.
Ja

Ja

Het

I (config-if)> led wan

I (config-if)> no led wan

(config-if)> led wan
Network::Interface::Led: Selected WAN GigabitEthernetl.

(config-if)> no led wan
Network::Interface::Led: Selected no WAN.

Bepcus OnucaHve

2.08 JobaBneHa komaHaa interface led wan.

3.29.130 interface lldp disable

OnuncaHwune

OTKNUNTL areHT LLDP Ha nHTepdelice. o ymonyaHmio GyHKLUMSA BKIKOYEHa.
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Mpedukc no

MeHsieT HacTpoiKmn

KomaHga ¢ npedurikcom no BkaroyaeT LLDP areHT.
Ja
Aa

MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

I(config-if)> 1ldp disable

I (config-if)> no 1ldp disable

(config-if)> 1ldp disable
Network::DiscoveryManager: LLDP agent is disabled on interface »
"ISP".

(config-if)> no 1ldp disable
Network: :DiscoveryManager: LLDP agent is enabled on interface »
"ISP".

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga interface lldp disable.

3.29.131 interface mac access-list address

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

AprymeHTsl

Mpumep

Jo6asutb MAC-agpec B cnncok npasua ¢uabTpaumy nHTepderica. Tun
CnucKka AoCTyna ycTaHaBAnBaeTcs kKoMaHaol interface mac access-list type.

KomaHga c npedumkcom no yaanset ykasaHHbIn MAC-agpec n3 ACL.
Ja

Ja

Ja

Access Point

(config-if)> mac access-list address «address>

(config-if)> no mac access-list address «address>

AprymeHT 3HayeHue OnucaHue

address MAC-apgpec MAC-agpec, KOTOpbIi HEO6X0AMMO J,06aBUTb
BACL.

(config-if)> mac access-list address 64:a2:f9:53:b2:12
Network: :Interface::Ethernet: "WifiMaster0@/AccessPointl": added »
64:22:f9:53:b2:12 to the ACL.
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(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster0/AccessPointl": removed »
64:22:f9:53:b2:12 from the ACL.

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster®/AccessPointl": ACL »

cleared.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.00 Jo6aBneHa komaHaa interface mac access-list address.

3.29.132 interface mac access-list type

OonucaHue YCTaHOBUTb TWM CNMCKa NpaBua ¢punbTpauum nHtTepderica. Mo ymonyaHmo
TUN He onpegeneH (MPUCBOEHO 3HAaYEeHMeE none).

Mpedunkc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Access Point

Cunoncnc (config-if)> mac access-list type <type

AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
type none Tvn cnncka npaBua GuabTpaLun He

onpegeneH.
permit B cnucok byayT 06aBAATLCA TOILKO

pa3spelwleHHble MAC-agpeca.

deny B cnncok 6yayT A06aBAATLCA TONbKO
3anpewleHHble MAC-agpeca.

Mpumep (config-if)> mac access-list type permit
Network::Interface::Ethernet: "WifiMaster0/AccessPointl": ACL »
type changed to permit.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 [Jlo6baBneHa komaHgaa interface mac access-list type.

3.29.133 interface mac address

OnucaHue HasHaunTtb MAC-agpec Ha yka3aHHbI ceTeBO MHTepdenc. Agpec 3agaeTcs
B LWeCTHaauaTepnyHoM dopmaTe 00:00:00:00:00:00. KomaHaa no3BonseT
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YCTaHOBUTL 11060 agpec, HO NpeaynpexaaeT nosib30BaTens, eC/vi B HOBOM
ajpece ycTaHoBNeH 6UT «multicast» nnu cépoweH 6ut «OUI enforced».

KomaHga c npedurkcom no Bo3BpaLlaeT nHTepdeiicy ncxogHeli MAC-agpec.

MpegynpexaeHve: M3meHeHre MAC-aapeca Ha uHTepdeiice Wi-Fi 3anpeLueHo.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica MAC

CuiHoncuc (config-if)>  mac address mac>

(config-if)> no mac address

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
mac MAC-agpec HoBsblin MAC-agpec nHtepdeiica.
NMpumep (config-if)> mac address 3C:1F:6E:2A:1C:BA

(config-if)> no mac address

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobaBneHa komaHaa interface mac address.

3.29.134 interface mac address factory

OnucaHune Ha3HauunTb 3aBogckoit MAC-agpec Ha YKa3aHHbI ceTeBO MHTepdelic.
MNpe¢ukc no Het

MeHsieT HacTpoiiku  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica MAC
CuHoncuc (config-if)>  mac address factory name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name lan WHTepdelicy bypeTt npmnceoeH "LAN"
MAC-aapec.
wan NHTepodeiicy byaeT npmucsoeH "WAN"
MAC-agpec.
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Mpumep

WcTopusa nsmeHeHum

(config-if)> mac address factory lan
Core::System::UConfig: done.

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface mac address factory.

3.29.135 interface mac bssid

OnucaHue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

Yka3atb MAC-agpec ToUkmM focTyna ana nogkntodeHnsa K WISP.
KomaHga ¢ npedpurkcom no yaanset gaHHblin MAC-agpec.

Ja

Ja

Hert

WifiStation

(config-if)> mac bssid «bssid

(config-if)> no mac bssid

AprymeHT 3HauyeHue OnuncaHwue

bssid MAC-agpec MAC-agpec Touku goctyrna WISP.

(config-if)> mac bssid 56:ff:20:00:1e:11
Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

Bepcus OnucaHve

2.13 JobaeneHa komaHaa interface mac bssid.

3.29.136 interface mac clone

OnucaHwue

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHTepdeiica

MpucesouTb HTEpdericy MAC-agpec Bawero K.
Het

Ja

Het

MAC, IP
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I(conﬂgJﬂ> mac clone

(config-if)> mac clone

Bepcus OnucaHve

2.00 JobaeneHa komaHga interface mac clone.

3.29.137 interface mobile Ite disable-band

OnucaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

OTKNOUNTb YKa3aHHbIV grnana3oH LTE.

KomaHga ¢ npedurkcom no BKAOYAET AnanasoH. Ecv BbINOAHUTE KOMaHAY
6e3 aprymeHTa, TO BCe AgnanasoHbl LTE 6yayT BKAOYEHbI.

Ja
Ja
Ja
Usb

(config-if)>

mobile 1te disable-band <band>

(config-if)> no mobile 1te disable-band [ <band> ]

AprymeHT

3HayeHue

OnucaHue

band

Lenoe uucno

LTE aAnana3oH B npegenax ot 1 fo 43
BK/IOUNTENBHO

(config-if)> mobile 1lte disable-band 22

UsbQmi::Interface:

"UsbQmiO": LTE band 22 disabled.

(config-if)> no mobile lte disable-band 22

UsbQmi::Interface:

(config-if)>

UsbQmi::Interface:

"UsbQmi0®": LTE band 22 enabled.

no mobile 1lte disable-band

"UsbQmi®": all LTE bands are enabled.

Bepcus

OnucaHue

3.04

Jo6aBneHa

koMaHga interface mobile Ite disable-band.

3.29.138 interface mobile name-servers

OnucaHwne

Vcnonb3oBaTtb agpeca cepepoB DNS, nofyyeHHble 0T MOBUABLHOIO
onepaTtopa. Mo ymonyaHuo GyHKLNA BKAOYEHA.
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KomaHga ¢ npedurkcom no 3anpeLlaet Ucnosb3oBaTth agpeca DNS,
NoJlyYeHHbIe OT MOBWILHOrO onepaTtopa.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Usb

Cunoncuc I (config-if)> mobile name-servers

I (config-if)> no mobile name-servers

Mpumep (config-if)> mobile name-servers
UsbQmi::Interface: "UsbQmiO": automatic name servers via QMI are »
enabled.

(config-if)> no mobile name-servers
UsbQmi::Interface: "UsbQmiO": automatic name servers via QMI are »

disabled.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
3.06 Job6aBneHa komaHaa interface mobile name-servers.

3.29.139 interface mobile operator

OnucaHwue 3agaTb naeHtupukatop cetu ana PLMN.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CuHoncuc (config-if)>  mobile operator «PLMN>

(config-if)> no mobile operator

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
PLMN Ctpoka VaeHTndunkatop onepartopa.
Mpumep (config-if)> mobile operator 25011

UsbQmi::Interface: Operator PLMN is set to "25011".
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WcTopusa nsmeHeHum

(config-if)> no mobile operator
UsbQmi::Interface: Operator PLMN cleared.

Bepcus

OnucaHmne

3.04

Job6asneHa komaHgaa interface mobile operator.

3.29.140 interface mobile pdp

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

BbibpaTh Bepcuto npoTokona IP ana USB-mogema. IPv6 MOXHO BblbpaTh
TOJ/IbKO €CNV YCTAaHOB/EH COOTBETCTBYIOLLNIM CUCTEMHbIN KOMMNOHEHT. o
YMONYaHMIO MCNOJb3yeTCA 3HaYeHmne ipv4.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoav4aHuio.

Ja
Ja
Het

Usb

(config-if)>

mobile pdp (ipv4 | ipv6 | ipv4v6)

(config-if)> no mobile pdp

AprymeHT 3HauyeHue OnuncaHwue

ipv4 CTpoka Tonbko IPv4.,

ipv6 Ctpoka Tonbko IPv6.

ipv4ve CTpoka [BoiiHow cTek IPv4 n IPv6.

(config-if)> mobile pdp ipv4
UsbQmi::Interface: Packet data protocol is set to "ipv4".

(config-if)> mobile pdp ipv4vé
UsbQmi::Interface: Packet data protocol is set to "ipv4v6e".

(config-if)> no mobile pdp

Mobile::Interface:

"UsbLte0": packet data protocol is reset to »

default.

Bepcus OnucaHve

3.04 Jo6aBneHa komaHga interface mobile pdp.
3.08 [Jlo6aBneHbl aprymeHT ipv6 n npedumkc NO.
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3.29.141 interface mobile roaming

OonuncaHmne BKAOUNTL MOBUNBHBIE POYMUHT.
KomaHAa ¢ npedurKcom no oTKNHOYaeT HaCTPONKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Usb

CuHoncuc I (config-if)>  mobile roaming

I (config-if)> no mobile roaming

Mpumep (config-if)> mobile roaming
UsbQmi::Interface: "UsbQmi@": roaming is enabled.

(config-if)> no mobile roaming
UsbQmi::Interface: "UsbQmi@": roaming is disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

3.03 JobasneHa komaHga interface mobile roaming.

3.29.142 interface mobile scan

OnucaHue 3anycTnTb CKaHMpOBaHVe MObUAbLHOM ceTu. MNpouecc ckaHNpoBaHUS
3aHuMaeT 20-50 cekyHA,

KomaHga ¢ npedurkcom no npepbiBaeT CKaHMPOBaHMe.
MNpejukc no Ja
MeHsieT HacTpouikm  Hert
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica Usb

CuHoncnc I (config-ify> mobile scan

I (config-if)> no mobile scan

Mpumep (config-if)> mobile scan
UsbQmi::Interface: Network scanning started.

(config-if)> no mobile scan
UsbQmi::Interface: Network scanning stopped.
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.05 JlobaBneHa komaHaa interface mobile scan.

3.29.143 interface mobile umts disable-band

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

OTKNUUTL YKa3aHHbIN gnanaszoH UMTS.

KomaHga ¢ npedunkcom no BkaOUaeT AnanasoH. Ecim BbINOAHUTL KOMaHAay
6e3 aprymeHTa, To Bce Anana3oHbl UMTS 6yayT BK/IHOUEHBI.

Ja

Aa

[Ja

Usb

(config-if)> mobile umts disable-band <band>

(config-if)> no mobile umts disable-band [ <band> ]

AprymeHT 3HauyeHue OnucaHwue

band UYesnoe uucno |[AnanasoH UMTS. MoxeT npnHumaTh
3HaueHunsa 1, 2,3,4,5,6,7,8,9, 11, 26.

(config-if)> mobile umts disable-band 6
UsbQmi::Interface: "UsbQmi@": WCDMA band 6 disabled.

(config-if)> no mobile lte disable-band 6
UsbQmi::Interface: "UsbQmi@": WCDMA band 6 enabled.

(config-if)> no mobile lte disable-band
UsbQmi::Interface: "UsbQmi®": all WCDMA bands are enabled.

Bepcus OnucaHve
3.05 JlobaBneHa koMmaHa interface mobile umts
disable-band.

3.29.144 interface modem connect

OnucaHwne

Mpejukc no

Moaxkntounte USB-mogem. Mepes BbINOIHEHVEM KOMaHAbI HE06X0ANMO
WHNLMANU3NPOBaTb MOAEM KOMaHAON tty init.

KoMaHAa ¢ npedurkcom no npepbIBaeT COeANHEHME.

Ja
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MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

UsbModem

(config-if)> modem connect ( dial (phone> | <strings)

(config-if)> no modem connect

AprymeHT 3HauyeHue OnuncaHwue

phone CTpoka TenedpoHHbI HOMep and Habopa.

string CTpoka MpounsBonbHasd KOMaHAa.

(config-if)> modem connect dial *99#
Network::Interface: :UsbModem: "UsbModem@": connect sequence saved.

(config-if)> modem connect dial *99#
Network: :Interface: :UsbModem: "UsbModem0@": connect sequence »
cleared.

Bepcus OnucaHve

2.00 JobaeneHa komaHga interface modem connect.

3.29.145 interface modem timeout

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

3agaTtb TaviM-ayT NOAKIOUYEeHNS Modema. HacTpoiika ncnonb3yeTcs Ans
MeA/IeHHbIX MOAEeMOB/CcoeANHEHN. 10 yMOAYaHWIO NCNONb3YeTCA 3HaUeHe
30.

KomMaHza ¢ npedprKcom no yaanset HaCTPOKY.

Ja

Ja

Het

UsbModem

(config-if)> modem timeout <timeout>

(config-if)> no modem timeout

AprymeHT 3HauyeHue OnucaHwue

timeout Lenoe umucno |3HaveHme TaliM-ayTa B ceKyHAax. MoxeT
NpUHMMaTbL 3HayYeHna B Npejenax ot 1 4o
600 BKNOUUTENIbHO.
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Mpumep

UcTopuns nameHeHuii

(config-if)> modem timeout 300
Network: :Interface: :UsbModem: "UsbModem0@": connect timeout is »
300 seconds.

(config-if)> no modem timeout
Network: :Interface: :UsbModem: "UsbModem0": connect timeout is »
unchanged, defaults to 30 seconds.

Bepcus OnucaHve

2.05 JobaeneHa komaHaa interface modem timeout.

3.29.146 interface openvpn accept-routes

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BKAOUMTL NOsTyYeHre MapLLPYTOB OT yAaneHHON cTopoHbl Yepe3 OpenVPN.
KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.

Ja

Aa

Het

OpenVPN

I(conﬁgJﬂ> openvpn accept-routes

I(conﬂg-ﬁﬁ>noopenvpnaccept-routes

(config-if)> openvpn accept-routes
Network::Interface: :0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.

(config-if)> no openvpn accept-routes
Network: :Interface::0OpenVpn: "OpenVPNQ@": disable automatic routes »
accept via tunnel.

Bepcus OnucaHue

2.10 JobaBneHa komaHja interface openvpn accept-routes.

3.29.147 interface openvpn connect

OnuncaHune

MNpejukc no

MeHsieT HacTpoiKkmn

Yka3aTtb nHTepderic gnsa coegnHeHns OpenVPN. Ecav aprymeHT He 3ajaH,
coefViHeHVe yCTaHaBAMBaeTCs Yepes ntobon nHTepdelic.

Het

Aa
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Het
OpenVPN
(config-if)>  openvpn connect [via«ias]
(config-if)>  openvpn connect
AprymeHT 3HauyeHue OnucaHue
via UHTepperic MonHoe nmsa nHtepderica nam NCeBAOHUM.

(config-if)> openvpn connect via ISP
Network: :Interface: :0penVpn: "OpenVPNO": set connection via ISP.

(config-if)> openvpn connect
Network: :Interface: :0OpenVpn: "OpenVPNO": set connection via any »

interface.
Bepcus OnucaHue
2.10 JobasneHa komaHgaa interface openvpn connect.

3.29.148 interface openvpn name-servers

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

Vicnonb3oBatb agpeca cepsepoB DNS, nosyyeHHble oT cepsepa OpenVPN.
Mo ymonuaHuio GyHKLMSA BKAOUEHaA.

KomaHga ¢ npedurkcom no 3anpeLlaeTt Ucnonib3oBaTth agpeca DNS,
nony4yeHHble oT cepsepa OpenVPN.

Ja
Ja
Het

OpenVPN

I(conﬁ94ﬂ> openvpn name-servers

I(conﬁg-WF>noopenvpnname-servers

(config-if)> openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO®": automatic name servers »

via tunnel are enabled.

(config-if)> no openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »

via tunnel are disabled.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.06

Job6aeneHa

KomaHga interface openvpn name-servers.

3.29.149 interface operating-mode

OnucaHwne
Mpe¢ukc no

MeHsieT HacTpoWKKn

HactpouTb pexxrim paboTbl ADSL. Mo yMOnYaHWIO MCNO/b3yeTCd peXxnm auto.

HeT

Ja

MHorokpaTtHbiiA BBog, Het

Tuyn nntepdeiica

CvHoncuc

AprymeHTsl

Switch

(config-if)>

operating-mode ( (adsl12 | adsl2+)[annex(a |1 | 1| al |

m)] | ansi-dmt | itu-dmt | glite | auto)

AprymeHT

3HayeHue

OnucaHue

mode

adsl2

HactpauBaeT paboty pexuma ADSL2 — ITU
G.992.3 Annex A, Annex L n Annex M. Ecnn
HW OANH PeXnM SBHO He BblbpaH, To Annex
A, Annex L n Annex M Bce 6yayT BKAOYEHbI.
OKoHuYaTeNbHbIV pexnm byaeT onpesensTeCs
MyJSibTUNAEeKcopoM gocTyrna DSL (DSLAM).

ads12+

HactpaunBaet paboty pexuma ADSL2+ — ITU
G.992.5 Annex A n Annex M. Ecnin
pexrMAnnex A He BblbpaH, TO byayT
BK/IlOYeHbl 1 Annex A, n Annex M.
OKoHuYaTenbHbIN pexnm bygeT onpesenaTbes
MynbTUNAeKcopom goctyna DSL (DSLAM).

ansi-dmt

PaboTa ycTpoiicTBa B MOIHOCKOPOCTHOM
pexunme ANSI — ANSI T1.413.

itu-dmt

PaboTa ycTpoiicTBa B MOJIHOCKOPOCTHOM
pexunme ITU G.992.1 Annex A.

glite

Pa6boTa B pexxume ctaHgapTta ITU G.992.2 ¢
1NCNOAb30BaHMEM ANCKPETHOM
MYNbTUTOHaNbHOM MOAYNALMNN.

auto

HacTpaunBaeT yCcTpONCTBO TakM 06pasom,
uTto DSLAM aBTOMAaTNUYECKW BbIOMpPAET peXxxmm
paboTbl ADSL. Bce gocTyrnHble pexuMbl
BKJTIOYEHbI.

annex

annex a

PexuM paboTbl MOCpPeACTBOM aHaN0roBown
TenedoHuN.

annex i

PacwwnpeHve ADSL nonocel gns
NCMONb30BaHNSA rOJIOCOBbIX YacToT, 32
NCXOAALLMX TOHA AN AOMONHUTENbHBLIX 256
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

KéuTt/c ncxopsiero Tpadrika no aHanorosomMy
TenedpoHHOMY KaHany.

annex 1 YBennyeHme MOLHOCTM Ha HU3KKMX YacToTax,
UTO NO3BOJISET YCTaHOBUTb CBA3b Ha
paccToaHNN A0 7 KM.

annex al OpgHoBpemeHHoe 1cno/ib3oBaHMe Annex A v
Annex L.
annex m Mcxoadawas/BxoaaLasn yacToThl CABUTaOTCA

c 138 kl'y, Ao 276 k', obecneynBas
yBe/iMyeHne MakCcMManbHOM NPONYCKHOWM
CMOCoBbHOCTU ncxogsauero kaHanac 1,4
MéwuT/c ao 3,3 MéuT/c.

VICTOpI/Iﬂ n3MeHeHuniA Bepcmﬂ onvcaHue

2.01 Jlo6aBneHa komaHga interface operating-mode.

3.29.150 interface peer

OnucaHune Ha3HaunTb ngeHTNdMKaTOP YAaNeHHOro y3na K KoTopomy byaet
OCYLLECTBNIATLCA NOAKNOUEeHVe PPP. bosiee TOUHbI CMbIC/T HACTPOMKW 3aBUCUT
oT TMna nHTepodeinca. Hanpumep, ans PPPOE koMaHaa interface peer 3agaet
MMSA KOHLIeHTpaTopa AocTyna, gna PPTP — nma yganeHHoOro Xxocta Wamn ero
IP-agpec, a ana SSTP — 3agaeT yAaneHHbI cepsep C NOPTOM 443 nam nobsIm

APYrMm.

KomaHga c npedrkcom no oTMeHsAeT HaCTPOIKY.
Mpejukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPP

CuHoncuc (config-if)>  peer peenr

(config-if)> no peer

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

peer CTpoka NaeHTudnkKaTop yaaneHHOM ToUKN
NoAKNKYEHNS AU agpec yAaneHHOoro
cepBepa host.example.net:port. o

yMo/i4aHuto, Homep nopTta 443.

Mpumep (config-if)> peer 111
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> peer host.example.net:5555

Bepcus OnucaHue

2.00 JobasneHa komaHgaa interface peer.

2.12 JlobaBneHa BO3MOXHOCTb U3MEHSTb NOPT yAaleHHOro
cepsepa.

3.29.151 interface peer-isolation

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncumc

Mpumep

UcTopusa nsmeHeHwnii

BknounTtb n3onaumo 6ecnpoBoAHbIX KNIMEHTOB B AOMAaLLHEM CerMeHTe.
HacTtpolika npumMeHseTca Ha nHTepdelice Bridge n pacnpoctpaHsaeTca Ha
BCe BK/IHOYEHHbIe B HEro Toukm goctyna. Kpome Toro, 610KMpyeTcs nepeaada
Tpadurka OoT 6eCNpPOBOAHbLIX KNINEHTOB BHYTpW L2-ceTn.

KomaHga ¢ npednKkcom no oTMeHseT HaCTPOKY.
Ja

Ja

Het

Bridge
I(conﬁgJﬂ> peer-isolation

I (config-if)> no peer-isolation

(config-if)> peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network: :Interface::Ethernet: "Bridge0": peer isolation disabled.

Bepcus OnucaHue

2.10 JlobasneHa komaHaa interface peer-isolation.

3.29.152 interface ping-check profile

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoAKM

HasHaunTb nHtepdeiicy npodunb Ping Check.
KomaHga ¢ npedurKcoM No oTMeHseT HacTPOIKY.
Aa

Ja

MHorokpaTtHbiiA BBog, Het

250

CnpaBo4HMK komaHg — Launcher DSL (KN-2012)



naBa 3 OnncaHme KOMaHA,

Cunoncuc (config-if)>  ping-check profile profile

(config-if)> no ping-check profile

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

profile Crtpoka Ha3sBaHve Ha3zHavyaemoro npoduns.

Mpumep (config-if)> ping-check profile test
PingCheck: :Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.04 Jo6aBneHa komaHga interface ping-check profile.

3.29.153 interface ping-check restart

OnucaHune BkntounTb nepesarpysky nHTepderica npu cpabaTteiBaHUW Ping Check (ans
interface HegocTtyneH NHTepHeT). o yMon4aHnio GyHKLMS OTKAKOYEHa.

KomaHaa ¢ npedrKcom no oTkatouaeT GyHKLUMHO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

CuHoncuc (config-if)>  ping-check restart[<interface]
(config-if)> no ping-check restart
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interface UHTeppeinc MNMonHoe nmMa nnn nceBfoHNM UHTepdelica,

KOTOpbI ByAeT Nnepe3anyckaTbCs Npu
cpabaTtbiBaHUW Ping Check Ha cBA3aHHOM
nHTepderice. ECn 3TOT apryMeHT He yKasaH,
nepesanyckaTbca byaeT HTepdeiic,
CBA3aHHbIV ¢ npodunem Ping Check.

Mpumep (config-if)> ping-check restart

PingCheck::Client: Enabled "PPPoEQ" interface restart.

(config-if)> ping-check restart ISP
PingCheck::Client: Enabled "ISP" interface restart for "PPPoEO".
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no ping-check restart

PingCheck::Client: Remove restart settings for "PPPoEQ".

Bepcus OnucaHue

3.04 JobasneHa KkomaHaa interface ping-check restart.

3.29.154 interface pmf

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntoumnTtb GyHKLMOHaNbHOCTL PVIF.

KomaHza ¢ nped1KcomM no oTKIOYaEeT HaCTPOWAKY.

Ja

Ja

Het

WiFi

I (config-if)>  pmf

I (config-if)> no pmf

(config-if)> pmf

Network: :Interface: :Rtx::WifiStation:

PMF enabled.

(config-if)> no pmf

Network: :Interface: :Rtx::WifiStation:

PMF disabled.

"WifiMaster0/WifiStation0":

"WifiMaster@/WifiStation0":

>

>

Bepcus OnucaHve

2.09 Jlo6aBneHa komaHga interface pmf.

3.29.155 interface pmksa-lifetime

OnucaHwne

Mpedukc no

MeHsieT HacTpoWiKKn

Vi3aMeHUTb BpeMs X13HU KaLa PMK. 1o yMOn4YaHUIO yCTaHOB/IEHO 3HaYeHVe

1440.

HeTt

Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

WiFiMaster
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config-if)>  pmksa-lifetime pmksa- lifetimes

AprymeHT 3HauyeHue lOnncaHue
pmksa-lifetime |[esnoe Bpems XU3HW, B MUHYTax.
uncso

(config-if)> interface WifiMasterl pmksa-lifetime 43200
Network: :Interface::Mtk::WifiMaster: "WifiMasterl": PMKSA cache »
lifetime updated.

Bepcus OnucaHue

4.01 JobaBneHa komaHaa interface pmksa-lifetime.

3.29.156 interface power

OnucaHune

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb MOLLHOCTb NMepejaTyurka AN pagmo-nHrepdeincos.
MakcManbHast MOLLIHOCTb NnepesaTyrika orpaHmMYeHa ero annapaTHbIMU
BO3MOXHOCTAMU U FOCYAapCTBEHHBLIMM 3aKOHaMM O pagnocBsa3n. laHHas
KOMaHZAa NO3BOASET NNLLb YMEHbLUNTb MOLLIHOCTb MNepeAatoLLEero yCTponcTea
OTHOCUTE/IbHO ero MakCMManbHOM MOLLHOCTH, C Lie/ibl0 BO3MOXHOI0O
CHDKEHUSI MOMEX ANS APYTUX YCTPOMCTB B 3TOM Anana3oHe. [1o ymoivaHuio
HaCTpOMKa MOLLHOCTW yCTaHOBAeHa B 100.

Het
Ja
HeT

Radio

(config-if)>  power <power

AprymeHT 3HauyeHue OnucaHwue

power Lenoe uyncno |MoLHOCTL NepeAaTumka B NPOLLEHTax OT

MakcuManbHoW MolHocTy (0T 1 ao 100).

(config-if)> power 1
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": TX power »
level set.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface power.
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naBa 3 OnncaHme KoMaHp,

3.29.157 interface pppoe service

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YkazaTtb cny6y PPPoE. Ecan cnyx6a He onpeaeneHa, To PPPoE-knneHT byaet
NOAKJIIOYEH K MPON3BOJIbHON cnyx6e

Aa
Ja
Het

PPPOE

(config-if)>

pppoe service

(config-if)> no pppoe service

<services

AprymeHT

3HayeHue

OnuncaHue

service

Ctpoka

HasBaHue cnyx6bl PPPOE.

(config-if)> pppoe service TEST

Network: :Interface: :Pppoe:

"PPPoEQ@": service set.

(config-if)> no pppoe service

Network: :Interface: :Pppoe:

"PPPoEQ@": service removed.

Bepcusa

OnucaHune

2.05

Jlo6aBneHa koMmaHga interface pppoe service.

3.29.158 interface pppoe session auto-cleanup

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

BkntounTb otnpaeky PADT nakeTta Ans He3aBepLueHHow ceccum PPPOE. Mo
YMONYAHUIO QYHKLMSA BKIHOYEHaA.

KomaHga ¢ npedurkcom no oTkarodaeT otnpasky PADT nakeTa.

Ja
Aa
HeTt

PPPOE

I(conﬁgJﬂ> pppoe session auto-cleanup

I(conﬁg-ﬁﬁ>nopppoesession auto-cleanup
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-if)> pppoe session auto-cleanup
Network: :Interface: :Ppp: "PPPoEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup
Network: :Interface: :Ppp: "PPPoOEQ@": disabled session auto cleanup.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie
3.03 Jlo6aBneHa komaHga interface pppoe session
auto-cleanup.

3.29.159 interface preamble-short

OnuncaHmne Ncnonb3oBaTb KOPOTKYHO npeambysy.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Radio

CuHoncuc I (config-if)>  preamble-short

I (config-if)> no preamble-short

Mpumep (config-if)> preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble enabled.

(config-if)> no preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface preamble-short.

3.29.160 interface proxy connect

OnuncaHmne 3anycTuTb NpoLecc NOAKIYEHNS K MPOKCU-cepepy. Mo ymonuaHuto
noAKIt0YeHNe ycTaHaBANBaeTCs Yepes 1160 MHTepdelic.

KomaHaa ¢ npe¢purKcom no ycTaHaBNMBaEeT 3HaYeHMe M0 YMOTYAHNIO.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Proxy

(config-if)>

proxy connect [ via «vias ]

(config-if)> no proxy connect

3HavyeHue

OnucaHue

AprymeHT

Vlia

UHTEppelc

NHTepdeiic, yepes KOTOPbIN OCyLLeCTBASEeTCS
[OCTYN K yAaNeHHOMY y31y.

(config-if)> proxy connect via WifiMasterl/WifiStation0

Proxy::Interface:
WifiMasterl/WifiStation®.

"Proxy0": set connection via »

(config-if)> no proxy connect

Proxy::Interface:

"Proxy0": set connection via any interface.

Bepcus

OnucaHune

3.09

JobaBneHa komaHAa interface proxy connect.

3.29.161 interface proxy protocol

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

3afaTb MPOTOKON coefMHeHVS. [10 yMONYaHUIo A1 NPOKCU-cepBepa
1CNoNb3yeTcs NPoTokos http n nogkntoueHve TCP.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HaYeHMe Mo YMONYAHUIO.

Aa
Ja
HeTt

Proxy

(config-if)>

proxy protocol <protocol»

(config-if)> no proxy protocol

AprymeHT 3HayeHue OnuncaHwue
protocol socks5 Vicnonb3oBaTb NpoTokon SOCKSS.
http Vicnonb3oBaTb npoTtokon HTTP uau HTTPS.

(config-if)> proxy protocol socks5

Proxy::Interface:

"Proxy0": set proxy protocol to socks5.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no proxy protocol
Proxy::Interface: "Proxy0": reset proxy protocol.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.09 JobasneHa komaHgaa interface proxy protocol.

3.29.162 interface proxy socks5-udp

OnucaHue Brarountb pexxum UDP ansa npoTokosa SOCKS5. o ymonyaHuto pexxum UDP
BbIK/IHOYEH.

KomaHga ¢ npedrnKcom no OTKNOUAET JaHHbIN PexXnMm.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Proxy

CrnHoncuc I (config-if)>  proxy socks5-udp

I (config-if)> no proxy socks5-udp

Mpumep (config-if)> proxy socks5-udp
Proxy::Interface: "Proxy0": enable SOCKS5 UDP mode.

(config-if)> no proxy socks5-udp
Proxy::Interface: "Proxy0": disable SOCKS5 UDP mode.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

4.1 Jlo6aBneHa komaHga interface proxy socks5-udp.

3.29.163 interface proxy udpgw-upstream

OnucaHune YKa3saTb NpoKcu-cepeep Ana nogkntoveHma UDP.
MpnmeyaHue:  KomaHga AOCTyrMHa Npu NpPoTOoKoe noAkntodeHmns SOCKSS5.
KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpatHbiiA BBog, Het

Tun nHTepdeiica Proxy
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-if)>  proxy udpgw-upstream <hosts [ «ports]
(config-if)> no proxy udpgw-upstream

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

host Ctpoka IP-agpec nnun gomeHHoe nms
npokcu-cepsepa.
port Uenoe uucno [UDP-nopT cepsepa.

Npumep (config-if)> proxy udpgw-upstream 202.150.93.130 8080
Proxy::Interface: "Proxy0": set proxy UDPGW upstream to »
202.150.93.130:8080.

(config-if)> no proxy udpgw-upstream
Proxy::Interface: "Proxy0": cleared proxy UDPGW upstream.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

4.1 Job6asneHa komaHaa interface proxy udpgw-upstream.

3.29.164 interface proxy upstream

OnucaHwue 3a/aTb NPoKCn-cepsep AN NOAK/THOUEHNS.
KomaHga ¢ npedurkcom no yaanseT JaHHYH HAaCTPOWKY.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Proxy

CuHoncuc (config-if)>  proxy upstream <hosts [«port]

(config-if)> no proxy upstream

AprymeHTbI AprymMeHT  |3HaueHme |OnucaHue
host CTpoka IP-agpec nnn gomeHHoe nms
NpoKcu-cepeepa.
port UYenoe uucro |MNopT cepsepa.
Mpumep (config-if)> proxy upstream 161.8.174.48 1080

Proxy::Interface: "Proxy0": set proxy upstream to »
161.8.174.48:1080.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no proxy upstream
Proxy::Interface: "Proxy0": cleared proxy upstream.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.09 JobasneHa KkomaHaa interface proxy upstream.

3.29.165 interface pvc

OnucaHue HactpounTb nocmosHHbIU supmyasnsHsil KaHO Ha MHTepdelice ATM.
Mpejukc no Het

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica PVC

BxoxpaeHue B rpynny (config-if-atm-vc)

CuHoncuc (config-if)>  pvec «pis«vcis
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
vpi lenoe umucno |ATM ceTn udeHmupukamop eupmyasnsHo20
nymu 3toro PVC. MoxXxeT NnpuHNMaTh
3HayeHWsa B npegesnax ot 0 Ao 255.
vci Uenoe umncno |ATM ceTn udeHmMuUPuUKamop 8upmyanbHo20
kaHasa 3Toro PVC. MoxeT nprHuUMaTh
3HayeHWAa B npegenax ot 0 Ao 65535.
VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie
2.00 Jlo6aBneHa komaHga interface pvc.

3.29.165.1 interface pvc encapsulation

OnucaHwune HacTpouTb ypoBeHb agantaunn ATM (AAL) n TMn nHukancynauum ATM PVC.
Mpejukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTHbI BBOA, HeT

Tun nutepdeiica PvC

CuHoncnc I (config-if-atm-vc)  encapsulation (aal5mux | aal5snap)
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue
encapsulation|aal5mux BbiaenuTtb yKkasaHHbIV PVC ana ogHOro
npoToKoNa (Tak Ha3blBaeMoe
MyNbTUMAEKCUPOBaHME BUPTYaibHOro
KaHana, VC-MynbTuniekcnpoBaHme).
aal5snap MynbTunaekcMpoBaHue AByX 1 6onee

NPOTOKO0B Ha 0g4HOM PVC (Tak Ha3biBaeMoe
MYNbTUMNEKCUPOBaHMe yrpasieHns
noruyeckom ceasblo, LLC multiplexing).

(config-if-atm-vc)> encapsulation aal5mux
Network: :Interface::Pvc: using Ethernet encapsulation, VC mux.

Bepcus

OnucaHue

2.00

[Jlo6aBneHa komaHga interface pvc encapsulation.

3.29.166 interface reconnect-delay

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTbL nepmnoj sBpeMeHn Mexay nornbiITKkaMn nepenoakitoyeHn4. Mo
YMOHYaHNIO NCNOJIb3YeTCA 3Ha4YeHne 3.

KoMaHga ¢ npedrikcoM no BO3BpALLAET 3HaYEHMEe MO YMONYAHNIO.

Ja
Aa
HeTt

PPP

(config-if)>

reconnect-delay «sec;

(config-if)> no reconnect-delay

AprymeHT

3HayeHue

OnvcaHune

sec

Lenoe uucno

Mepvoa BpemeHW B cekyHAax. MoxeT
NPVHVMAaTL 3Ha4YeHVs B npegenax ot 3 40
600.

(config-if)> reconnect-delay 3
Network: :Interface: :Ppp:

seconds.

"PPTP1": reconnect delay set to 3 »

(config-if)> no reconnect-delay
Network: :Interface: :Ppp:

default.

"PPTPO": reconnect delay reset to »
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 Jo6aBneHa komaHaa interface reconnect-delay.

3.29.167 interface rekey-interval

OnucaHune YKasaTtb nepvoj BpeMeH1 Mexay aBToMaTtnyeckuMmm n3MmeHeHnsamMm
CeKPEeTHbIX K/toYen AN A0CTyna K CeTeBbIM YCTPONCTBaM. 10 yMonyaHuo
ncnonb3lyetcd 3HaveHve 86400.

KomaHaa ¢ npedurKcom no oTKNOYaeT N3MEHEHME K/oYen.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica WiFi

CuHoncuc (config-if)>  rekey-interval <interval

(config-if)> no rekey-interval

AprymeHTbI AprymeHTt 3HauyeHue |OnucaHue
interval lesoe uucso |3HayveHMe B CeKyHAaAX MHTepBasa CMeHbl
Kntoya.
Npumep (config-if)> rekey-interval 3000

Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.

(config-if)> no rekey-interval
Network: :Interface::Rtx::WifiMaster: "WifiMasterQ": rekey »
interval disabled.

WcTopuns nsmeHeHnit |Bepcus onucaHue
2.06 Job6asneHa komaHaa interface rekey-interval.
2.15 JobasneHo 3Ha4veHMe no ymonyaHuto 3600 cekyHA,.
3.04 3HayeHVe No yMon4yaHuno nsmeHeHo Ha 86400 cekyHA,

3.29.168 interface rename

OonucaHue Ha3HaunTb NPOM3BO/IbHOE UMS CeTEBOMY UHTepdelicy. K HTepdelicy MOXHO
o6pallaTbcsi 1o HOBOMY MMeHM Kak no ID.

KomaHgaa c npedurkcom no yaansiet HacTporiky.
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MpegynpexaeHne; He nepeviMeHoBbIBanTe MHTepdelic Home. 3TO MOXeT
NpVBeCTU K HernpeackasyeMbiM CUCTEeMHbIM OLLNBKaM.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CrnHoncuc (config-if)>  rename <rename>

(config-if)> no rename

AprymeHTbl AprymeHT |3HayeHue |OnucaHue

rename Ctpoka HoBoe nmsa nHtepdeiica.

NMpumep (config-if)> rename PPPOEl
Network::Interface::Base: "PPPoEO": renamed to "PPPoEl".

(config-if)> no rename
Network::Interface::Base: "PPPoEO": name cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 JobaBneHa komaHaa interface rename.

3.29.169 interface rf e2p set

OnucaHune N3mMeHWTb 3HaueHe SUeinkn NamMATV KanmbpoBOYHbIX AaHHbIX, HAXOAsLLeACs
no cMmeLleHuto of fset Ha 3HaueHue value ANa ykazaHHOro nHTepderica.

MNpejukc no Het
MeHsieT HacTpovikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Radio

CunHoncuc (config-ify  rf e2p set«ffset> walues

AprymeHTbI AprymeHT 3HaueHue OonucaHue

offset hex CmelleHmMe ayenikn namaTn. MoxeT
NPUHKMMaTL 3HaYeHWA B Npegenax ot 1E0 Ao

1FE.

value hex HoBoe 3HaueHne AN 3anncu B a4eliky
namMaTu. MoxeTt NpUHVYMaTb 3Ha4YeHUs B
npegenax ot 0 Ao FFFF.
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Mpumep (config-if)> rf e2p set 1f6 0
Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobasneHa komaHgaa interface rf e2p set.

3.29.170 interface role

OnucaHune Ha3zHaunTb ponb nHTepdericy. OgHoMy nHTepdeincy MoxeT 6biTb Ha3HaYeHO
Hecko/ibko posneil. KoMaHAa NCnob3yeTcs 415 NPaBUAbHOro 0TobpaxeHus
cBsizern VLAN B Beb-uHTepodeiice.

KomaHaa ¢ npepurkcom no yaanset posb. ECav BbINOAHUTL KOMaHZy 6e3
aprymeHTa, TO BeCb CNNCOK posieil nHTepdeica byaeT oumLLEeH.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config-if)> role«roles[ for<ifor:]
(config-if)> no role[ role]
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
role inet NHTepdeic ncnonb3syetcs AN NOAKIOYEHNS
K IHTepHeTy.
iptv WNHTepdelic ncnonbsyertcsa Ansa cnyxonl IPTV.
voip NHTepdelic ncnonbsyetcs Ans cnyxobl VoIP.
misc NHTepdelic ncnonbayetca ana [P Policy.
ifor UHTeppeinc MonHoe nmsa nHtepdeiica Nan NCeBAOHUM.
Npumep (config-if)> role iptv for GigabitEthernetl
Network: :Interface::Base: "GigabitEthernetl": assigned role »
"iptv" for GigabitEthernetl.
(config-if)> no role iptv for GigabitEthernetl
Network::Interface: :Base: "GigabitEthernetl": deleted role "iptv".
(config-if)> no role
Network::Interface::Base: "GigabitEthernetl": deleted all roles.
VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie
2.06 JobaeneHa komaHga interface role.
2.10 JobasneH aprymeHT misc.
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3.29.171 interface rrm

OnucaHwue Bkntountb RRM gna nomcka cocefHUX Toyek AocTyna no ctaHgapty IEEE
802.11k c yenbto NpeAoCTaBNEHNSA CMICKA ITUX TOHEK AOCTYrNa aboHEeHTCKOMY
YCTPOMCTBY NO 3anpocy. Mo ymonyaHumto 3Ta onumsa oTKAYeHa.

KomaHga ¢ npednkcom no yganser HacTPOnKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica AccessPoint

CnHoncuc I (config-if)> rrm

I (config-if)> no rrm

Mpumep (config-if)> rrm
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
RRM enabled.

(config-if)> no rrm
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
RRM disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.13 JobaeneHa komaHga interface rrm.

3.29.172 interface rssi-threshold

OnucaHune 3agaTb NOPOroBoe 3HayYeHme ypoBHSA curHana RSSI ansa Toukum goctyna, npu
KOTOpOM KnneHTbl Wi-Fi 6yayT OTK/IF0UEHbl 1 He CMOTYT K Hel MOAKAKYNTLCS.
Mo ymonuaHumio ncnonb3lyetcs 3HadveHme RSSI 0.

KomaHza ¢ npedrkcom no Bo3BpaLLAeT 3HayeHre rno yMONYaHIo.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOA, Het
Tun nHTepdeiica AccessPoint

Cunoncuc I (config-if)>  rssi-threshold «rssi-threshold>

I (config-if)> no rssi-threshold
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AprymeHTbI AprymeHT 3HaueHue (lOnucaHue
rssi-threshold |Jenoe 3HauveHune RSSI B npegenax ot -100 4o 0. Ecnn
uncno yKasaHo 3Ha4deHuvie 0, To GyHKLMSA OTK/IOUeHa.
NMpumep (config-if)> rssi-threshold -30

Network: :Interface: :Mtk: :AccessPoint: "WifiMaster@/AccessPoint0": »
rssi threshold is set to -30.

(config-if)> no rssi-threshold
Network: :Interface: :Mtk: :AccessPoint: "WifiMaster@/AccessPoint0": »
rssi threshold reset to 0.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

4.01 JlobaBneHa koMmaHaa interface rssi-threshold.

3.29.173 interface schedule

OonucaHue MpuceonTb nHTEpdelicy pacnucaHue. Nepes BbINOJHEHEM KOMaHAbI,
pacnucaHne AoIHKHO BbITb CO34aHO M HACTPOEHO MPY MOMOLLIM KOMaHAbI
schedule action.

KomaHga c npedurkcom no paspbiBaeT CBSA3b MeXAy pacrnmcaHem n
nHTepdericom.

MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config-if)>  schedule <schedules

(config-if)> no schedule

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

schedule Pacnucaune |HasBaHMe pacnncaHums, CO34aHHOro rnpu
nomMoLum rpynnel KoMaHA schedule.

Mpumep (config-if)> schedule WIFI
Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.06 JobaeneHa komaHga interface schedule.
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3.29.174 interface security-level

OnuncaHwmne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

YCTaHOBUTb YpOoBeHb 6€30MacHOCTY AN JaHHOTO UHTepdeiica. YpoBHU
6e30MacHOCTY ONpeAensitoT NOrnky paboTbl MeXCeTeBOro 3KpaHa:

* Pa3pelueHo ycTaHaBNVIBaTb COeANHEHWS B Harnpas/ieHUN
private - public.

* 3anpeLueHo ycTaHaBAMBaTb COeANHEHUS, MpUXoasLLme Ha nHTepdelic
public, T. e. B HanpasneHun public - private n public - public.

+ CaMo yCTpONCTBO NPUHMMAET CeTeBble NOAKIUEHMA (pa3peLuaeT
yrnpaBfieHVe) ToNbKO C nHTepdeicos private.

* TNepepgaya AaHHbIX MEXAY HTepdelicamu private MOXeT 6bIThb pa3peLleHa

WK 3anpeLlieHa B 3aBUCUMOCTY OT YCTaHOBKM r1obanbHOro napamerpa
isolate-private.

+ protected HTepdelicbl He MMeroT JOCTyNa K YCTPOMCTBY 1 APYTM
private/protected noacetam, HO OHM UMeEOT JOCTYN K public

nHTepdericam 1 HTepHeTy. YCTPOMCTBO obecneymBaeT 3allnLLEeHHbIM
cerMeHTam TOJsbKO AocTyn K cny>xx6am DHCP n DNS.

+ lMepefaya AaHHbIX OT private nHTepdeiica k protected Nno ymonuaHuio
3anpeLleHa. Ytobbl paspelwnTb Takoe B3aMMoAelicTBre, He06XxoANMO
BbINOJIHUTL KOMaHAy no isolate-private.

MpumMeyaHune: o ymon4aHMIO BCEM BHOBb CO34aHHbIM MHTepdeincam
npucBanBaeTcs ypoBeHb 6e3onacHocTu public.

Cnunckm goctyna access-list nmeroT 60o51ee BbICOKUNA
nNpUopuTeT, YeM YPOBHM 6€30NacHOCTK, MO3TOMY C
MOMOLLBIO HVX MOXHO BBOAUTL AOMONHUTENbHbIE NPaBMNa
dunbTPaLMM NakeToB..

Het

Ja
HeT

IP
I (config-if)> security-level (public | private | protected)

HecmoTps Ha TO, UTO He cyLecTByeT QyHKLMN NOIHOTO OTK/HUYEHMS
MEXCEeTeBOro 3KpaHa, MOXHO OTK/IH0UaTb €ro Ha OTAE/NbHbIX HarnpaBaeHUsX.
Jonyctnm, TpebyeTca NOMHOCTLIO pa3peLlnTb nepesady AaHHbIX MeXAy
«flOMaLUHeN» ceTbto Home 1 rnobanbHoM ceTbto PPPOEO. [ns 3Toro o6omnm
HTepdericaMm HYXXKHO Ha3HaUUTb YPOBEHb He30nacHoOCTU private n
oTKNOUNTL GyHKUMIO isolate-private.
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WcTopusa nsmeHeHwnii

(config)> interface Home security-level private
Network: :Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOE@ security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

MNpuMeuaHune:  MexceTeBOW 3KpaH U TpaHCALMA agpecoB — GyHKLMN,
npeAHasHayeHHble A9 peLleHNs NPUHLMNAaNbLHO PasHbIX
3agau. BkntoueHure NAT mexay nHtepdercamm Home u

PPPOEQ B KOHUrypaLmm, NnokasaHHOM BblLLe, He 3aKpbliBaeT
AOCTyn B ceTb Home cO CTOPOHbI robanbHOM ceTu. [axe

NpY BKJIFOYEHHOM TPaAHCNALMK a4pecoB KOMaHAom ip nat
Home nakeTkl 13 PPPOEO 6yayT cBO6OAHO MPOXOAMUTE B CETh

Home.
Bepcus OnucaHve
2.00 JobaBneHa komaHAa interface security-level.
2.06 Job6asneH napameTp protected.

3.29.175 interface sim pin

OnuncaHune

Mpejukc no

MeHsieT HaCTPOMKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YctaHoBuTb PIN-kog ansa SIM-kapTbl.
KomaHga ¢ npedurkcom no yaanset PIN-koga,.
Aa

Het

Hert

Usb
(config-if)>  sim pin«pin

(config-if)> no sim pin

AprymeHT 3HauyeHue OnuncaHwue

pin CTpoka 4-8-3HauHbIn PIN-kog.

(config-if)> sim pin 0000
Mobile::Interface: "UsbLte@": PIN code has been set.

(config-if)> no sim pin
Mobile::Interface: "UsbLte0": PIN code has been reset.

Launcher DSL (KN-2012) — CnipaBO4YHMK KOMaHZ 267



naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve
3.02 Jlo6aBneHa komaHga interface sim pin.
4.00 JobasneH npedukc no.

3.29.176 interface sim slot

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

MepekntounTts SIM-cnoT ansg QMI-mogema. No ymonyaHmo Ncnosb3yeTcs
cnort 1.

KomaHza ¢ npedprKcom no Bo3BpaLLaeT 3HAYEHNE N0 YMOIYaHUIO,
Ja

Aa

HeTt

Usb

(config-if)> simslot«slot>

(config-if)> no sim slot

AprymeHT 3HauyeHue OnucaHwue

slot 1 HasHauutb 1 nnm 2 cnor.
2

(config-if)> sim slot 2
Mobile::Interface: "UsbQmi@": SIM slot is set to "2".

(config-if)> no sim slot
Mobile::Interface: "UsbQmi0": SIM slot is reset to default.

Bepcus OnucaHve

3.08 JlobaBneHa koMmaHa interface sim slot.

3.29.177 interface speed

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

HactponTb ckopocTh Ethernet uHtepderica. Mo ymon4yaHuto 3ajaHo 3HaueHme
auto.

KomaHga ¢ npednKcom no BO3BpALLLAET 3HaUYeHMe No YMOTHaHMIO.
Ja
Ja
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Ethernet

(config-if)>  speed <speed>

(config-if)> no speed

AprymeHT 3HauyeHue OnucaHue

10 Knoyesoe CKopocCTb coegnHeHnsa B MbuUT/c.

100 c/10B0

1000

auto Knwyesoe ABTOMaTM4YeCKas HaCTPOliKa CKOPOCTU.
C/10B0

(config-if)> speed 1000
Network::Interface::Ethernet: "GigabitEthernetl/0": speed set »
to 1000.

(config-if)> no speed
Network::Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).

Bepcus OnucaHue

2.06.B.1 [JlobaBneHa komaHga interface speed.

3.29.178 interface speed nonegotiate

OnucaHune

Mpejukc no

MeHsieT HacTpoiAKK

OTKNOYNTL aBTOMATUNYECKYH HACTpoiKy ckopocTu. Mo
YMONYaHM0,aBTOMaTNYeCcKas HacTPoKa BKAKOYEHA.

KomaHga ¢ npedurkcom no BKAKOYaeT aBTOMaTUYECKYO0 HAaCTPOIKY.
[Ja
Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Ethernet

I (config-if)>  speed nonegotiate

I (config-if)> no speed nonegotiate
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Mpumep

UcTopuns nameHeHuii

(config-if)> speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate
Network: :Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation enabled..

Bepcus OnucaHve

2.08 Jlo6aBneHa koMmaHga interface speed nonegotiate.

3.29.179 interface ssid

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YkazaTb nms 6ecnposogHoii cetu (SSID) ana nHtepdeincoB WiFiStation n
AccessPoint. B 3aBUcKMMOCTM OT TUNa MHTepdeiica 3HayeHne SSID
obpabaTbiBaeTcsi NO-pa3HOMY.

* Ansa AccessPoint SSID — HeobxoanMast HacTpolika, 6e3 KOTOpoli OHa He
6yAeT NPUHUMATb MOAKIHOYEHNS.

« naWiFiStation SSID onpefensieT, K Kakol Touke AOCTyna OHa byaeT
nogknrouatbca. bes 3agaHHoro SSID WiFiStation MoXeT noAKNOUNTLCA
K 11060 AOCTYNHOM 6€CNPOBOAHON CETU MO CBOEMY YCMOTPEHUIO.

KomaHgaa ¢ npedpurKcom no yctaHaBAnBaeT nMsa 6ecrnpoBOfHON CeTu No
YMOYaHMIO.

Aa

Ja

HeTt

WiFi

(config-if)>  ssid«ssid

(config-if)> no ssid

AprymeHT 3HayeHue OnuncaHwue

ssid Ctpoka Mms 6ecnpoBogHoii ceTtu (SSID).

(config-if)> ssid MYNETWORK
Network::Interface: :Wireless: "WifiMaster0/AccessPoint0": SSID »
saved.

(config-if)> no ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID reset.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaeneHa komaHaa interface ssid.

3.29.180 interface standby enable

OnucaHwue BkntounTb pexxmm standby. Mpu BkatoveHHOM pexxme standby nHTepdeiic

adBTOMaTNYEeCKN OTK/TOYAETCA, €C/I NMOABAAETCA gpyroe WAN-coegHeHne
C 60/1ee BbICOKUM r/106anbHbIM npropuUTeTOM.

Pexwum standby nrHopupyetca B c/iefyroLLnxX cayyaax:
* npuopwuteT global He HacTpoeH;
* nHTepdelic ¢ pexxmmoM standby BkntoueH B rpynny, Hanpumep, Bridge;
+ Tekywiee WAN-coegmnHeHne paboTaeT noBepx standby nHtepodeiica.
KomaHga ¢ npedpurkcom no oTkao4aeT pexxum standby.

Mpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc I (config-if)>  standby enable

I (config-if)> no standby enable

Mpumep (config-if)> standby enable
Network::Interface::Standby: "CdcEthernet0": enabled.

(config-if)> no standby enable
Network: :Interface::Standby: "CdcEthernet0": disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

4.00 [Jlo6aBneHa komaHga interface standby enable.

3.29.181 interface storm-control disable

OnucaHue BkntounTb broadcast storm control Ha nHTepdelice Bridge. Mo ymonyaHuto
3Ta HacTpoliKa BK/IOUeHa.

KomaHaa ¢ npeprKcom no oTKAtoYaeT HaCTPOVKY.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Het

Bridge
I (config-if)> storm-control disable

I (config-if)> no storm-control disable

(config-if)> storm-control disable
Network: :Interface::Bridge: "Bridge0@": disabled storm control »
and loop detector.

(config-if)> no storm-control disable
Network::Interface::Bridge: "Bridge0": enabled storm control and »
loop detector.

Bepcus OnucaHue

4.00 Job6aBneHa koMmaHaa interface storm-control disable.

3.29.182 interface switchport access

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

YctaHoBuUTb ngeHTndukatop VLAN Ha nopTy Ana paboTbl B pexrme goctyna.
Pa3speluaeTt nepegady kagpos ykaszaHHoro VLAN B mopT v BKIOYaET yaaneHne
Mapkepa VLAN 13 nepegaBaemMbiX KagpoB.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Het

Port

(config-if)>  switchport access vlan «id>

(config-if)> no switchport access vlan

AprymeHT 3HauyeHue OnuncaHwue

vid lenoe uucno |NpeHtnéukatop VLAN docmyna. MoxeT
NPVHUMAaTbL 3HaYeHWVs B Npegenax ot 1 Ao

4094 BKNHOUNTENBHO.

(config-if)> switchport access vlan 1
Network::Interface::Switch: "GigabitEthernet0/0": set access »
VLAN ID: 1.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga interface switchport access.

3.29.183 interface switchport friend

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

HacTpouTb ogHoHanpasneHHbli VLAN ansa rpynnoBoro Tpadduvka B
aononHeHwue K VLAN docmyna. NMopT MOXeT BbITb YacTbio ogHoro VLAN
docmyna. KoMaHAa BKIOYaeT nepeajpecaumio ncxogailero tpaduka ¢
apyroro VLAN docmyna (Ha3eiBaemoro "friend"). MakeTol "friend" nepeaatoTtca
6e3 Tera.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
Ja

Aa

Het

Port

(config-if)>  switchport friend vlan «vid»

(config-if)> no switchport friend vlan

AprymeHT 3HauyeHue OnucaHwue

vid Uenoe uucno |Npentndukartop "friend" VLAN. MoxeT
NPUHMMAaTb 3HaYeHWs B Npejenax oT 1 go
4094 BKNOUNTE/BHO.

(config-if)> switchport friend vlan 2
Network: :Interface::Switch: "GigabitEthernet0/0": set friend »
VLAN ID: 2.

Bepcus OnucaHve
2.06 JobaBneHa komaHaa interface switchport friend.

3.29.184 interface switchport mode

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn

YCTaHOBUTbL pexuM access Unu trunk gns sbliopaHHoro VLAN. Mo ymMonyaHuto
YCTaHOB/IEH PEXNM access.

KomMaHga ¢ npepurKcoM No ycTaHaBAMBAET 3HAaYEHME MO YMOJTHAHUIO.
Ja
Aa
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Port

(config-if)>  switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

AprymeHT 3HauyeHue OnucaHue

mode access Bkntoumntb pexum goctyna VLAN, To ecTb
TaKOW pexum, Korga yepes nopt nepeaaroTcs
TONbLKO HeMapKMpoOBaHHbIe Kapbl. Ha
BXOAdLLVe Kaapbl cTaBuTca Mmapkep PVID,
YyCTaHOB/EHHbIN KoMaHAol switchport
access. [NopT ABNAETCA BLIXOAHbLIM TO/ILKO
ansa VLAN c naeHtndukatopom PVID. Mpwn
nepegaye kagpos B nopT, Mmapkep VLAN ¢ HUX
CHVMaeTCs.

trunk BKAOUNTL pexXnM MynbTUMIEKCNPOBAHWSA
VLAN, korga yepes nopT nepejarotca Kajpsbl,
npuHagnexawye Heckosibkum VLAN. Mpu
3TOM KaxAbl/ Kagp NoMeyeH MapkepoM.
Cnncok naeHTnéumkatTopos cetei VLAN, B
KOTOpbIe BXOAUT MOPT, yCTaHaBNMBaETCA
KoMaHgol switchport trunk.

g-in-q Knwuyesoe BKNtOUMTL ABOMHOE TErMpPOBaHUe.
C/10B0

(config-if)> switchport mode access
Network::Interface::Switch: "GigabitEthernet0/1": access mode »
enabled.

Bepcus OnucaHve

2.06 JobasneHa KomaHaa interface switchport mode.

3.29.185 interface switchport trunk

OnucaHune

Mpedukc no

MeHsieT HacTpoWiKKn

Job6aButb nopt BO VLAN. Paspelunts npuem 1 nepegavy KajpoB yKa3aHHOro
VLAN B nopT, npmnyem mapkep VLAN 13 nepegaBaembix KagpoB He yaanaeTcs.
B pexxume trunk gonyckaetcs gobaBneHune nopTta B Heckosbko VLAN.

KomaHga ¢ npedurkcom no yaanset nopT n3 ykaszaHHoro VLAN. Ecnun
MCNoNb30BaTb KOMaHAy 6e3 apryMeHTOB, NopT 6yaeT yaaneH ns scex VLAN.

Ja
Ja
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MHorokpaTHbIl/i BBog, /[la
Tun nHTepdeiica Port

Cunoncuc (config-if)>  switchport trunk vlan «vid»

(config-if)> no switchport trunk vlan [ vid]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
vid UYenoe umncno |NpeHtndukatop VLAN. MoxeT npuHMMaTh
3HayeHWsa B npegenax ot 1 Ao 4094
BKJIHOUNTENBHO.
Mpumep (config-if)> switchport trunk vlan 100
Network::Interface::Switch: "GigabitEthernet0/1": set trunk VLAN »
ID: 100.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.06 Job6aeneHa komaHga interface switchport trunk.

3.29.186 interface traffic-counter action disconnect

OnucaHune MpepBaThb CBSA3b C NPOBaAePOM MpPU JOCTMXKEHUM MMMUTa Tpaduka.
Mpejukc no Het

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Usb

CuHoncue (config-if)>  traffic-counter action «trigger» disconnect

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
trigger limit Tpurrep okOYeHUs No AMMUTY Tpaduka.
Npumep (config-if)> traffic-counter action limit disconnect

UsbQmi::TrafficCounter: "UsbQmi®@": set disconnect action for »
trigger "limit".

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
3.06 JlobaBneHa komaHaa interface traffic-counter action
disconnect.
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3.29.187 interface traffic-counter action sms-alert message
OnucaHwue YKa3saTtb TekCT SMS-onoeLleHus.

Mpe¢ukc no Het

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb
CuHoncuc (config-if)>  traffic-counter action «trigger> sms-alert message
message»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
trigger threshold Tpwurrep SMS-onoseLleHna — Noporosoe
3HauyeHwue.
limit Tpurrep SMS-onoseLleHNs — ANMUT
Tpadwuka.
message CTpoka TekcT SMS-onoBeLyeHUA.
NMpumep (config-if)> traffic-counter action threshold sms-alert message »
TEXT
UsbQmi::TrafficCounter: "UsbQmi@": set message for trigger »
"threshold".
MCTOPMH N3MeHeHUnA Bepcmﬂ onucaHvie
3.06 JlobaBneHa komaHa interface traffic-counter action
sms-alert message.

3.29.188 interface traffic-counter action sms-alert phone

OnucaHune Yka3zaTb HoMepa TenedoHOB a1 SVS-onoBeLleHus.
Mpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Tun nHtepdeiica Usb

Cunoncnc I (config-if)> traffic-counteraction«trigger> sms-alert phonephone;
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
trigger threshold Tpurrep SMS-ornoBseLyeHNs — MNOporosoe
3HayveHue.
limit Tpwurrep SMS-onoseLeHNa — NUMUT
Tpaduka.
phone CTpoka Homep TenedoHa ana SMS-onoseLLeHUs.
MOo>XHO BBeCTU f0 Tpex TenedoHHbIX
HOMepOB.
Mpumep (config-if)> traffic-counter action threshold sms-alert phone »
+71112223344

UsbQmi::TrafficCounter: "UsbQmi@": add phone number »
"+71112223344" for action "threshold".

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.06 JobaBneHa komaHaa interface traffic-counter action
sms-alert phone.

3.29.189 interface traffic-counter enable

OnucaHwue BKAOUNTBL CHETUMK MOBMABHOrO TpaduKa. Mo yMoAYaHNIO ONLMA OTK/IOYEHa.
KomaHga ¢ npedrkcom no oTKA0UaeT CHeTU UK.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CuHoncuc I (config-if)>  traffic-counter enable

I (config-if)> no traffic-counter enable

Mpumep (config-if)> traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi0": enabled.

(config-if)> no traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi®": disabled.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

3.06 JlobaBneHa koMmaHa interface traffic-counter enable.
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3.29.190 interface traffic-counter limit

OnucaHwne YCTaHOBUTb INMUT cyeT4HMKa Tpadurka B Merabaritax, rurabantax nam
TepabaiTax.

KomaHga ¢ npedurkcom no cbpacbiBaeT HaCTPOMKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Usb

CuHoncuc (config-if)>  traffic-counter limit «values wnit

(config-if)> no traffic-counter limit

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
value lenoe uyncno |3HaveHue nMmuTa Tpaduka.
unit CTpoka EanHuubl nsmepeHmnsa: MB, GB, TB, MiB, GiB,
TiB.
Mpumep (config-if)> traffic-counter limit 4 TB

UsbQmi::TrafficCounter: "UsbQmi®": set limit to 4 TB.

(config-if)> no traffic-counter limit
UsbQmi::TrafficCounter: "UsbQmi@": reset limit.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.06 JobaBneHa komaHaa interface traffic-counter limit.

3.29.191 interface traffic-counter monthly

OnucaHue 3ajaTb AeHb MecsaLa AN nepe3anycka cuetymka Tpaduka.
KomaHgaa ¢ npedurkcom no cbpacbiBaeT HaCTPOIKY.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CuHoncuc I (config-if)>  traffic-counter monthly «day-of-month>
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(config-if)> no traffic-counter monthly

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

day-of-month|lYenoe uucro |[leHb Mecaua c 1 go 31 Ana nepesanycka
cyeTymka Tpaduka.

Mpumep (config-if)> traffic-counter monthly 31
UsbQmi::TrafficCounter: "UsbQmi@": set day of month to "31".

(config-if)> no traffic-counter monthly
UsbQmi::TrafficCounter: "UsbQmi®": reset day of month.

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie

3.06 JobaeneHa koMmaHga interface traffic-counter monthly.

3.29.192 interface traffic-counter set

OnucaHune 3afaTb Tekyllee 3HaUeHne cyeTymKa Tpaduka.
Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CuHoncuc (config-if)>  traffic-counter set «values wwnit>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
value Lenoe uucno |YncnoBoe 3HauveHMe cyeTymKa (Lenoe nunu
niaBatoLLEN TOUKOMN).
unit CTpoka EAVHMLbLI U3SMepeHna: MB, GB, TB, MiB, GiB,
TiB.
NMpumep (config-if)> traffic-counter set 1.54 GB

UsbQmi::TrafficCounter: "UsbQmi®": set value to 1.54 GB.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.06 JobaBneHa komaHaa interface traffic-counter set.
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3.29.193 interface traffic-counter threshold

OonuncaHmne YCTaHOBWTb MOPOT OMOBeLLeHMsA cYeTUnKa Tpaduka.
KomaHga ¢ npedurkcom no cbpacbiBaeT HaCTPOMKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Usb

CuHoncuc (config-if)>  traffic-counter threshold «threshold>

(config-if)> no traffic-counter threshold

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

threshold lenoe 4ucno |lMoporosoe 3HayeHVe B NPOLIEHTax OT
nmmuTta. MoxeT NpUHUMaTh 3HaYeHVs B
npeaenax ot 1 40 99 npoLeHTOB.

Mpumep (config-if)> traffic-counter threshold 99
UsbQmi::TrafficCounter: "UsbQmi@": set treshold to 99 percent »
of the limit.

(config-if)> no traffic-counter threshold
UsbQmi::TrafficCounter: "UsbQmi®": reset threshold.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.06 JobaeneHa komaHga interface traffic-counter
threshold.

3.29.194 interface traffic-shape

OonuncaHmne YCTaHOBUTb Npesen CKOpoCTU NepeAaydn AaHHbIX A8 yKa3aHHOro MHTepderica
B 06€ CTOPOHbI. [0 YMOYaHNIO CKOPOCTb HE OrpaHnYeHa.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-if)>  traffic-shape rate «rate>[ asymmetric «upstream-rate»]

[ schedule <schedules ]
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(config-if)> no traffic-shape

AprymeHTbI AprymeHT 3HauyeHune OonuncaHmne

rate Lenoe uncno |3HayeHme CKOPOCTU Nepefaydn AaHHbIX
B K6ut/c. OrpaHnyeHve JONXKHO ObiTb B
JAnana3oHe o1 64 Kbut/c go 1 réumt/c.

upstream-rate |Uenoe uyucno |CKOpPOCTb OTAAUUN AaHHbIX B K6uT/C.
OrpaHuYyeHne A0KHO 6bITh B
AnanasoHe oT 64 Kbut/c go 1 réemt/c.

schedule Pacnucanne  |Ha3BaHMe pacnmncaHus, CO34aHHOro rnpwu
nomMoLuy rpynnel KomaHg schedule.

Mpumep (config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

(config-if)> traffic-shape rate 80 asymmetric 64
TrafficControl::Manager: "WifiMasterl/WifiStation@" interface »
rate limited to 80/64 kbit/s.

(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for »
"WifiMasterl/WifiStation@" interface.

VICTOleﬂ V|3Me|'|e|'||/||7| Bepcwﬂ Orlv'caHv'e
2.05 JobasneHa komaHgaa interface traffic-shape.
3.04 [JlobaBsneH aprymeHT upstream-rate.

3.29.195 interface tty init

OonucaHue J06aBnTb CTPOKY MHMLMANM3aLMM Ha YKa3aHHY no3nuuto index ans
mozemoB RAS (UsbModem), NDIS (UsbLte), QMI (UsbQmi).

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Usb

Cunoncuc I (config-if)>  tty init [<index» ]<«strings [ sleep «delay> ]

I (config-if)> no tty init [ <index> ]
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

index UYenoe uucro |lNo3vuus, HOMep CTPOKU KyAa BCTaBseTCA
yKa3aHHas cTpoka.

string Ctpoka Ctpoka nHnyuanmsaumm Mogema.

delay Uesoe yucso |3HayveHUe 3afepXKKU, B CEKYHAAX.

(config-if)> tty init AT~SYSCFG=14,2,3fffffff,0,1

Mobile::Interface:

"UsbQmi0@": initialization string inserted.

(config-if)> tty init AT"SYSCFG=14,2,3fffffff,0,1 sleep 1
Mobile::Interface: "UsbQmi@": initialization string inserted.

(config-if)> no tty init

Mobile::Interface:

"UsbQmi0@": initialization strings erased.

Bepcusa

OnucaHune

4.00

Jlo6aBneHa komaHga interface tty init.

3.29.196 interface tty send

OTnpaBuTb AT-KOMaHAy Ha UsbLte, UsbQmi mogemsl.

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoKM
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

Het

Ja

Het

Usb

(config-if)>  tty send <command [ <expect» ][ «timeout>]

AprymeHT 3HauyeHue OnuncaHwue

command CTpoka AT-komMaHzaa.

expect CTpoka Oxunpaemblin oTBeT. [10 yMOn4aHUIo
ncnonbsyetca 0K | ERROR.

timeout Lenoe 4ucno |Bpemsa oxnaaHus oTBeTa B CeKyHAax.
3Ha4veHve No yMoNYaHuto 3.

(config-if)> tty send ATI

".Built@Aug 23 2019:16:28:33"

0K

Mobile::Interface:

"UsbLte0": got expected response.
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UcTopuns nameHeHuii

(config-if)> tty send ATI OK|ERROR 2
".Built@Aug 23 2019:16:28:33"
0K

Mobile::Interface: "UsbLte@": got expected response.

(config-if)> tty send ATI OKEY 2
" Built@Aug 23 2019:16:28:33"
0K

Mobile::Interface error[73140786]: "UsbLte@": timeout waiting »
for expected response.

Bepcus OnucaHve

3.09 Jlo6aBneHa koMmaHga interface tty send.

3.29.197 interface tunnel destination

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

3agjatb yAaHEHHbIVI KOHEeU TyHHeNA. Ecnn oH Mcnosib3yeTcd COBMeCTHO C
aBToOMaTun4yecknm IPsec-coegnHeHMeM, CBA3aHHbIM C TyHHEnNnewm, MHTGPCI)EVIC
CTaHOBUTCA NHMLMNATOPOM IPsec-coegmnHeHmns.

KomaHga ¢ npeprkcoM No OTMEeHSAEeT HaCTPOIKY.
Ja

Aa

Het

Tunnel

(config-if)>  tunnel destination «destination>

(config-if)> no tunnel destination

AprymeHT 3HauyeHue OnucaHwue

destination |CTpoka IP-agpec nnn gomeHHoe Nmsa yaaneHHoro
X0oCTa.

(config-if)> tunnel destination ya.ru
Network: :Interface::Tunnel: "Gre@": destination set to ya.ru.

(config-if)> no tunnel destination
Network::Interface::Tunnel: "Gre0@": destination was reset.

Bepcus OnucaHve

2.08 JobaBneHa komaHaa interface tunnel destination.
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3.29.198 interface tunnel eoip id

OnucaHue 3agaTb ngeHtnoukartop EolP-tyHHens.
KomaHga ¢ npednkKcom no oTMeHsAET HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica Eoip

CuHoncuc (config-if)>  tunnel eoip id id>

(config-if)> no tunnel eoip id

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
id Uenoe uucno |VpeHTudumkaTop TyHHens.
NMpumep (config-if)> tunnel eoip id 50

Network::Interface::Tunnel: "Gre0": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 Jo6aBneHa komaHaa interface tunnel eoip id.

3.29.199 interface tunnel gre keepalive

OnucaHue Brntountb nogaepxky Cisco-like keepalive ana tyHHeneli GRE. o ymonyaHuio
interval paBHo 5, count paBHoO 3.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Tunnel

Cunoncuc I (config-if)>  tunnel gre keepalive <intervals> [count]

I (config-if)> no tunnel gre keepalive
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interval Lenoe uucno |VIHTepBan oTnpasBku nakeToB keepalive B
cekyHAax. MoxeT NpvHMMaTb 3HaYeHNs B
npegenax ot 0 go 60. Echm npmncsonTb
3HauveHue 0, TO BK/IHOUAETCHA TO/IbKO OTBET Ha
keepalive n poytep He byaeT pearvpoBaTh Ha
M3MeHeHMe COCTOAHNSA TYHHens.

count lenoe 4ucno |Konmuyecrso MonbITOK OTMPaBKY MNakeToB
keepalive. MoxeT npMHMMaTb 3HaYeHWs B
npeaenax ot 1 go 20.

Mpumep (config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network::Interface::Gre: "Gre0": enable only GRE keepalive »

replies.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.10 JobasneHa komaHaa interface tunnel gre keepalive.

3.29.200 interface tunnel source

OnucaHue 3afaTtb IoKanbHbI KOHeL, TYHHens. Ecn oH 1cnonb3yeTcs COBMECTHO C
aBTOMaTUYeCcKUM IPsec-coeiHeHVieM, CBA3aHHbLIM C TYHHeNneM, TO BK/IHoYaeTcs
pexuvmM npuema coeanHeHuni IPsec IKE Ha ycTaHOBNEHMe 3aLyLIeHHOro
TYHHens.

Mpejukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Tunnel
CuHoncuc (config-if)>  tunnel source (auto | <interface | <address>)
AprymeHTbI AprymeHT 3HaueHue OonwvcaHue
auto KnwoyeBoe cnoBo |YCTaHOBUTbL TeKyLLWIA paboTaroLnii
WAN-uHTepdelic.
interface WHTepgeiic MNonHoe nmsa nHTepdeinca nnm
NceBAOHUM.
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AprymeHT 3HauyeHue OnucaHue
address IP-agpec NokanbHbIn IP-agpec TyHHens.
Mpumep (config-if)> tunnel source auto

Network: :Interface::Tunnel: "Gre0": set source interface to auto.

WcTopusa nsmeHeHuim Bepcus onucaHve
2.08 JobaBneHa komaHaa interface tunnel source.
2.09 Jlo6aBneH aprymeHT auto.
3.08 YaaneH npedunkc no Kak ycTapeBLUNiA.

3.29.201 interface tx-burst

OnucaHue BkaounTb arperaumio naketos Ha ypoBHe Wi-Fi gparisepa (Tx Burst). No
YMOJIHaHUIO NapaMeTp OTKJIHOYEH.

KomaHga ¢ npedurkcom no oTKAUaeT HaCTPOKY.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  tx-burst

I (config-if)> no tx-burst
Mpumep (config-if)> tx-burst

Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.
VICTOpI/Iﬂ V|3MEHeHV||7| Bepcmﬂ onvcaHue

2.07 JobaBneHa komaHaa interface tx-burst.

3.29.202 interface tx-queue length

OnucaHune YCTaHOBUTbL pa3mep ouyepesn NCXOAALLMX NakeToB Ha MHTepdeiice. Mo
YyMOJIYaHWIO YCTaHOB/IEHO 3HaveHre 1000.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaUYeHMe N0 YMOTYaHNIO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-if)>  tx-queue length <lengths
(config-if)> no tx-queue length
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
length Yenoe uyucno |[nnHaouvepesm MOXET MPUHNMATL 3HaYeHNA
B npegenax oT 0 Ao 65536.
Mpumep (config-if)> tx-queue length 255
Network::Interface::Base: "L2TPO": TX queue length is 255.
(config-if)> no tx-queue length
Network: :Interface::Base: "L2TPO": TX queue length reset to »
default.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue
3.06 Jlo6aBneHa koMmaHga interface tx-queue length.

3.29.203 interface tx-queue scheduler cake

OnucaHwue YCTaHOBUTb NNaHNPOBLLMK nakeToB CAKE ana nHTepdeiica. Mo ymonyaHuto
3HayeHune cake ncnonb3yetca ana DSL uHTepdelicos n USB-moaemos,
fq_codel — ana Bcex ocTanbHbIX.

KomaHga c npednkcom no HazHayaeT NIaHNPOBLLMK MO YMOIUYAHUIO.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  tx-queue scheduler cake

I (config-if)> no tx-queue scheduler cake

Mpumep (config-if)> tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"cake".

(config-if)> no tx-queue scheduler cake
Network::Interface::Base: "L2TP0": set default TX queue scheduler.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.06 JlobaBneHa komaHza interface tx-queue scheduler cake.
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naBa 3 OnncaHme KoMaHp,

3.29.204 interface tx-queue scheduler fq_codel

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHuim

YCTaHOBUTbL NAaHUPOBLUMK NakeToB FQ_CODEL ana nHtepdeiica. Mo
YMON4YaHU0 3HaveHne cake ncnonbsyetcs ana DSL nHTepdelicoB v

USB-mozemoB, fq_codel — ans BCcex OCTasibHbIX.

KomaHga c npednkcom no HazHayaeT NAaHNPOBLLMK MO YMOAUYaHNIO.
Ja

Ja

Hert

I (config-if)>  tx-queue scheduler fq_codel

I (config-if)> no tx-queue scheduler fq_codel

(config-if)> tx-queue scheduler fq_codel
Network: :Interface::Base: "L2TPO": set TX queue scheduler to »
"fq_codel".

(config-if)> no tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

Bepcus OnucaHve
3.06 JobasneHa komaHaa interface tx-queue scheduler
fq_codel.

3.29.205 interface up

OnuncaHwune

Mpedukc no
MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

BkntounTb ceTeBoli MHTepdeiC 1 3anncaTb B HACTPOKN COCTOSIHME «Up».

KomaHga ¢ npedrKcoM no oTKIKOHaeT ceTeBON MHTepdenc n yaanseT «up»
13 HacTpoek. TakXe MOXeT bbITb NCNONb30BaHa koMaHga interface down.

Ja

Ja

Het

I (config-if)> up

I (config-if)> no up

(config-if)> up
Interface enabled.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jo6aBneHa komaHaa interface up.

3.29.206 interface usb acq

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

3adukcmpoBatb pexum 3G\LTE gns USB-mogemos Huawei.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

Usb

(config-if)>  usb acq acq

(config-if)> no usb acq

AprymeHT 3HauyeHue OnucaHwue

acq gsm CeTb 2G.
umts CeTtb 3G.
lte Cetb 4G.

(config-if)> usb acq lte
Network::Interface::Usb: "UsbLte0": ACQ saved.

(config-if)> no usb acq
Network: :Interface: :Usb: "UsbLte0": ACQ cleared.

Bepcus OnucaHve

2.09 Jlo6aBneHa komaHga interface usb acq.

3.29.207 interface usb apn

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

HasHaunTb nms Toukn goctyna (APN) ans USB-mogema B NDIS pexume.
Mogem nepesarpy>aeTcs nocsie NnpUMeHeHss KOMaHbl.

KomMaHza ¢ npedpurKcom No yaanset HaCTPOKY.
Ja
Aa

Het
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naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Usb

(config-if)>  usb apn apn>

(config-if)> no usb apn

AprymeHT 3HauyeHue OnuncaHwue

apn Ctpoka HasBaHue Touku goctyna.

(config-if)> usb apn example.net
Network: :Interface: :Usb: "UsbModem0": APN saved.

(config-if)> no usb apn
Network: :Interface: :Usb: "UsbModem0": APN cleared.

Bepcus OnucaHue

2.04 JobaBneHa komaHga interface usb apn.

3.29.208 interface usb device-id

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbI

Jlo6aBuTb nHPopmMaLmio 0 Mogenu 1 npomssogutene USB-mogema B
nHTepderic. 3To He0b6X0AVMO ANIA MPUBA3KN MOAEMA K MHTepdeicy.

Ecnn ectb nHtepdeinc UsbModem[N] c coBnagatormm DevicelD, To npu
NOAK/IIOYEHMN MOZemMa Npoun3oiijeT aBToMaTyeckas NpmBa3Ka ero K
nHTepdeincy. Ecam takoro nHTepdeinca HeT, OH ByaeT co34aH aBToOMaTMYecKn
¢ DevicelD noaknto4eHHOro mogema.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Hert

Usb

(config-if)>  usb device-id «vendors amodel»

(config-if)> no usb device-id

AprymeHT 3HauyeHue OnucaHwue

vendor Crpoka MHpopmaLums o npomssogmTene.,

model Crpoka MHdopmaumsa o mogenn mogema.
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naBa 3 OnncaHme KOMaHA,

Npumep (config-if)> usb device-id 12d1 1001
Device ID saved.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa komaHaa interface usb device-id.

3.29.209 interface usb port-id

OnucaHue MpuBasatb nHTepderic RAS (UsbModem), CdcEthernet, NDIS (UsbLte), QMI
(UsbQmi) mogema k ngeHtndumkatopy USB-nopra.

KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Usb

CuHoncuc (config-if)>  usb port-id («port> | auto)

(config-if)> no usb port-id

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
port Ctpoka NaeHTudukatop USB-nopra.
auto Knwuyesoe ABTOMaTM4yeckmii Bblbop USB-nopTa.
c/10B80
Mpumep (config-if)> usb port-id 1

Network: :Interface::Usb: "CdcEthernet0": port ID is set to "1".

(config-if)> usb port-id auto
Network: :Interface::Usb: "CdcEthernet0": port ID is automatically »
set to "2/4".

(config-if)> no usb port-id
Network::Interface::Usb: "CdcEthernet0": port ID removed.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

4.01 Job6asneHa komaHgaa interface usb port-id.
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naBa 3 OnncaHme KoMaHp,

3.29.210 interface usb power-cycle

OonuncaHmne OTKNOYNTL NUTaHME Ha usb-MogeMe Ha 3aZaHHbIV MPOMEXYTOK BPeMeHW.
3Ta GyHKLUMS NCnonb3yeTca A8 annapaTHoro cépoca usb-mogema B cyyae
3aBUCaHMA.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

Cunoncnc (config-if)>  usb power-cycle pause>

AprymeHTbI AprymeHT |3HaueHue |OnucaHue
pause Uenoe MpoMeXyToK BpeMeHU OTK/IloYeHUst usb-moaema
uncsno B MUMCEKYHAAX.
NMpumep (config-if)> usb power-cycle 3000

Network: :Interface::Usb: "UsbLte0": started 3000 ms. power cycle.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 JobasneHa komaHaa interface usb power-cycle.

3.29.211 interface usb power-fail

OnucaHue YKasaTtb fanbHele AeNcTBUSA B Clyyae, ecin BblkatoveHve USB-moaema
He MOMOrJ0.
MNpedukc no Het

MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica Usb

Cunoncuc (config-if)>  usb power-fail <intervals ( retry pauses | reboot)

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

interval lenoe uucno |Bpems oxuaHns obHapyxXeHUsa MogemMa
nocne c6poca ero No NUTaHUIO, B CEKyHAAX.
MoxeT NpMHMMaTb 3Ha4YeHVs B npejenax ot
0 A0 60 BKNKOUYUTENIBHO.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

pause lenoe uucno |[poMexyToK BpeMeHU OTKAoYEeHNS
USB-mogema B cekyHAax. MoxXeT npnHMMaTh
3HayeHWA B npegenax ot 0 Ao 60

BKJTHOUNTE/NBHO.
reboot Knwyesoe Mepe3arpyska Bcen cMcTeMbI.
C/10B0O
Mpumep (config-if)> usb power-fail 60 reboot
Network::Interface::Usb: "YotaOnel": enabled power fail action: »
reboot.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue
2.10 Jlo6aBneHa koMmaHga interface usb power-fail.

3.29.212 interface usb wwan-force-connected

OnucaHwue OTKkNMtounTL onpoc nnMHka CDC-mogema rno HTTP. Mo ymonyaHuio gaHHas
bYHKUMA BbIK/IIOYEHa.

KomaHga ¢ npedrkcom no oTkarodaeT GyHKLNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Usb

CuHoncuc I (config-if)>  usb wwan-force-connected

I (config-if)> no usb wwan-force-connected

Mpumep (config-if)> usb wwan-force-connected
Network::Interface::Usb: "UsbLte0": force WWAN link status.

(config-if)> no usb wwan-force-connected
Network: :Interface::Usb: "UsbLteO": unforce WWAN link status.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.12 JobaeneHa komaHga interface wwan-force-connected.
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naBa 3 OnncaHme KoMaHp,

3.29.213 interface vdsl snr-margin

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

HacTtpouTb cooTHoLleHue curHan/wym ang VDSL-nnHWK. o ymonyaHuo
NCNONb3yeTcsa 3HaueHue 8.

KomaHga ¢ npedurkcom no cbpackiBaeT napameTp B 3HaUEHMe MO YMOTYaHWIO.

Ja
Ja
Het

Dsl

(config-if)>

vdsl snr-margin anargin,

(config-if)> no vdsl snr-margin

AprymeHT

3HauyeHue

OnucaHune

margin

Llenoe u4ucno

Yncno, nsmepsietcs B geumbenax un
oTObpaxkaeT COOTHOLLEHME CUTHaI/LWYM.
MoxeT NpUHMMaTb 3HaYeHNs B AMana3oHe
oT 4 po 30 ab.

(config-if)> vdsl snr-margin 30
Network::Interface::Tc3262::Dsl: VDSL SNR margin is set to 30 dB.

(config-if)> no vdsl snr-margin
Network: :Interface::Tc3262::Dsl: VDSL SNR margin reset to default.

Bepcus

OnucaHune

3.03

[Jlo6baBneHa komaHga interface vdsl snr-margin.

3.29.214 interface web-api address

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

Ykazatb IP-agpec ans soctyna k Be6-mHTepdelicy MogemMa, NOAKIHOYEHHOrO
K MapLupyTU3aTopy.

KomaHza c npedurkcom no yaansieT agpec.

Ja
Ja

Het

Usb
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-if)> web-api address address>
(config-if)> no web-api address
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IP-appec Appec Beb-nHTepdeiica.
Mpumep (config-if)> web-api address 192.168.8.1
Mobile::Interface: "CdcEthernet@": WEB address is set.
(config-if)> no web-api address
Mobile::Interface: "CdcEthernet0": WEB address cleared.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

3.08 Jlo6aBneHa komaHga interface web-api address.

3.29.215 interface web-api login

OonucaHue YKa3aTb MMsi Mo/ib30BaTeNs Ans A0CTyna K Beb-uHTepdeiicy Mogema,
NOAK/IIOYEHHOTO K MapLLpyTU3aTopy.

KomaHga ¢ npedunkcom no yganseT Msa nonb3oBaTens.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Usb

CuvHoncnc (config-ify)>  web-api login «login

(config-if)> no web-api login

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
login CTpoka Vims nonb3oBatens Ana ayreHTuoumnkaumun.
MakcnmanbHas gavHa UMeHV NoNb30BaTens
— 64 cumBona.
Mpumep (config-if)> web-api login myadmin

Mobile::Interface: "CdcEthernet@": WEB login is set.

(config-if)> no web-api login
Mobile::Interface: "CdcEthernet0": WEB login cleared.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.08 Job6aBneHa komaHga interface web-api login.

3.29.216 interface web-api password

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YKasaTb Naponb 415 AOCTyna K Be6-nHTepdelicy Mmogema, NoAKIHOYEHHOMO
K MapLupyTm13aTopy.

KomaHga c npedumkcom no yganset naposb.
Ja

Aa

Het

Usb

(config-if)>  web-api password «password»

(config-if)> no web-api password

AprymeHT 3HauyeHue OnucaHwue

password CTpoka Maponb ans ayteHTUdGUKaLUN.
MakcnmManbHas AiMHa napons — 64 cumBona.

(config-if)> web-api password 12345678910
Mobile::Interface: "CdcEthernet@": WEB password is set.

(config-if)> no web-api password
Mobile::Interface: "CdcEthernet@": WEB password cleared.

Bepcus OnucaHue

3.08 Job6asneHa komaHaa interface web-api password.

3.29.217 interface wireguard listen-port

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN

MHorokpaTtHbIiA BBOJ,

HasHaunTb HomMep nopTa UDP, Ha KOTOPbIV MPUHMMAKTCA BXOAsALLME
noAkaoueHus. o ymonyaHmo HoMep nopTa He onpejesneH.

KomaHga ¢ npedurkcom no cbpacbiBaeT 3HaveHme nopTa.
Ja
Ja

Het
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naBa 3 OnncaHme KOMaHA,

Tun nutepdeiica Wireguard

Cutoncnc (config-if)>  wireguard listen-port port>

(config-if)> no wireguard listen-port

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
port lenoe 4ucno |Homep nopta. MoxeT npnHMMaTL 3HaUeHNs
B npegenax oT 1 Ao 65535 BkAOUUTENBHO.

NMpumep (config-if)> wireguard listen-port 11633
Wireguard::Interface: "Wireguard4": set listen port to "11633".

(config-if)> no wireguard listen-port
Wireguard::Interface: "Wiregquard4": reset listen port.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.03 JobasneHa komaHaa interface wireguard listen-port.

3.29.218 interface wireguard peer

OnucaHune Jlo6aBUTb NyBANYHbI KHOY YAAaNEHHOMO NMPa, YTO6bI HACTPOUTL HesonacHoe
coeaviHeHMe nocpeacTBOM npoTtokona WireGuard.

KomaHga ¢ npedumkcom no yganseT yKasaHHbIA Koy,
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Wireguard

Bxo)xaeHue B rpynny (config-wg-peer)

Cunoncnc (config-if)>  wireguard peer <key>
(config-if)> no wireguard peer «key>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

key CTpoka 3HaueHwue kYa. Jonyckaerca
NCNOIb30BaHMe NaTUHCKUX BYKB, undp v
3HaKOB paBeHCTBa. JInHa Ktoya cocTasnseT
44 cvmBona (npeacras/ieHne CTPOKN B
32-6aTHOM KOAMpPOBKe base64).
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI jjPmmOg=
(config-wg-peer)>

(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmm0Og=
Wireguard::Interface: "Wireguard4": removed peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmmgo="".

Bepcus OnucaHve
3.03 Job6aBneHa komaHga interface wireguard peer.

3.29.218.1 interface wireguard peer allow-ips

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncmc

AprymeHTsl

Mpumep

[o6aBuTb NoaceTb IP-aApecoB, Ha KOTOpble paspeLleHa nepejava nakeTos
BHYTPY TYHHenNs.

MpumMmedaHve:  YTobbl paspelunTb Nepegady Ha ntobble agpeca,
HeobxoAMMO A06aBUTL NoAceTh 0.0.0.0/0.

KomaHga ¢ npedurkcom no yaanset noaceTb. ECiv BbINOAHUTL KOMaHAy 6e3
aprymMeHTa, TO BeCb CMNCOK NoaceTel 6yAeT OUmLLEH.

Ja

Ja

Ja

Wireguard

(config-wg-peer)>  allow-ips address> mask>

(config-wg-peer)> no allow-ips [ <address> amask> ]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec BmecTte c mackon mask 3agaeT nNoaceTb
IP-agpecos, noanexatiyx TpaHcIaummn.

mask IP-macka Macka noaceTu. EcTb fBa cnocoba BBOAA
MacKu: B KAHOHWYEeCKOM BuAe
(Hanpumep,255.255.255.0) n B Buge
61TOBOV ANNHLI Npedukca (Hanpumep, /24).

(config-wg-peer)> allow-ips 0.0.0.0/0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g=".
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

(config-wg-peer)> no allow-ips
Wireguard::Interface: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHve
3.03 JobaBneHa komaHaa interface wireguard peer
allow-ips.

3.29.218.2 interface wireguard peer connect

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YKazaTb nHTepderic ana coegnHeHnsa WireGuard. Mo ymonyaHuio coegrHeHme
ycTaHaBMBaeTcsa Yepes foboi nHTepdelic.

KomaHga ¢ npednKcom no ycTaHaBAMBAET 3HAYEHMe Mo YMOIYaHUIO.
Ja

Aa

HeTt

WireGuard

(config-wg-peer)>  connect viawia»

(config-wg-peer)> no connect

AprymeHT 3HauyeHue OnuncaHwue

via UHTEppelic MonHoe nma nHTepderica nam NCeBAOHUM.

(config-wg-peer)> connect via ISP
Wireguard::Interface: "Wireguard0": set peer »
"IrtvFcVtI5wcgxn4cCmuWc+p8s8byP0zK/MAI67VmXs=" connect via "ISP"

(config-wg-peer)> no connect
Wireguard::Interface: "Wireguard0": disabled peer »
"IrtvFcVtI5wcqxn4cCmuWc+p8s8byP0zK/MAI67VmXs=".

Bepcus OnucaHue

4.01 JobaBneHa komaHAa interface wireguard peer connect.
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naBa 3 OnncaHme KoMaHp,

3.29.218.3 interface wireguard peer endpoint

OonucaHue YKasaTb agpec yaneHHoro n1pa, c KoTopbiM byAeT yCTaHOBEHO COefMHeHVe
WireGuard.

KomaHaa ¢ npepunKcom no yaanseT KOHeYHY TOUKY TYHHenNs.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica Wireguard

CuHoncuc (config-wg-peer)>  endpoint «address: [:xports]

(config-wg-peer)> no endpoint

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec nnn fjomeHHoe Nma yaaneHHoro
xocTa.
port UYenoe uucro |Homep nopta UDP.
Mpumep (config-wg-peer)> endpoint 10.0.1.10:11635

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=" endpoint to »
"10.0.1.10:11635".

(config-wg-peer)> no endpoint
Wireguard::Interface: "Wireguard4": reset endpoint for peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

VICTOleﬂ Mn3MeHeHuiA Bepcmﬂ onucaHvie
3.03 Job6asneHa komaHgaa interface wireguard peer
endpoint.

3.29.218.4 interface wireguard peer keepalive-interval

OnucaHune YcTaHOBUTb MHTEpBan oTnpaBku NakeTos keepalive 4nss MOHUTOPUHIa
coeanHenuns WireGuard. Tlo yMon4aHMio HTepBas He 3a4aH.

KomaHga ¢ npedrkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Wireguard

(config-wg-peer)>  keepalive-interval<intervals

(config-wg-peer)> no keepalive-interval

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uucno |VIHTepBan oTnpaBku nakeTos keepalive B
cekyHgax. MoxeT npyHUMaTh 3Ha4YeHns B
npegenax ot 3 40 3600 BK/IHOUMNTENBHO.

(config-wg-peer)> keepalive-interval 3

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIj jPmm2g=" keepalive interval »
to II3II .

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

Bepcus OnucaHue

3.03 JobasneHa komaHaa interface wireguard peer
keepalive-interval.

3.29.218.5 interface wireguard peer preshared-key

OnucaHune

Mpejukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

3agaTb pa3sgenseMblii Koy ana WireGuard coeiiHeHUA K yaaneHHOoMY nupy.
Pa3zaensiemblii kntod (PSK) — 370 gononHUTeNbHOE yayulleHne 6e30MacHOCTU
B COOTBETCTBUMW C MpOTOKOSIOM WireGuard v ans MakCMmManbHOW
3aLLNLLEHHOCTY KaXAOMY KJINEHTY AO/KeH OblTb Ha3Ha4YeH YHUKanbHbI
PSK. Mo ymonuaHwmio PSK He ncnosnb3syeTcs.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.
Aa

Ja

Het

Wireguard

(config-wg-peer)>  preshared-key preshared-key>

(config-wg-peer)> no preshared-key

AprymeHT 3HauyeHne |OnucaHue

preshared-key |[CTpoka 3HauveHMe knoya PSK. [lonyckaeTca
MCMONb30BaHWe NaTUHCKNX BYKB, Lndp v
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Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHne |OnucaHue

3HaKoOB paBeHcTBa. [nvHa kntoya 44
cMmBoOna.

(config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=
Wireguard::Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib133J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHve

3.03 JobasneHa komaHaa interface wireguard peer
preshared-key.

3.29.219 interface wireguard private-key

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepderica

CuHoncumc

AprymeHTbl

Mpumep

Ha3HauuTb MM creHepmMpoBaTh NPUBATHbIV KAOY 4151 MOAK/IOYEHUS K
yZAaneHHbIM Npam Yepes npotokon WireGuard. Mo yMonyaHuto NnpuBaTHbIN
K/IIOY He HaCTPOEeH.

Het
Het
HeT

Wireguard

(config-if)> wiregquard private-key [ private-key>]

AprymeHT 3HauyeHue OnuncaHwue

private-key |Ctpoka 3HauyeHVie HOBOro NPYBATHOrO K/toYa.
JonyckaeTca ncnonb3oBaHMe TAaTUHCKUX
6yKB, uMdp 1 3HAKOB paBeHCTBa. JarHa
Kno4ya 44 cmBorna.

(config-if)> wireguard private-key
Wireguard::Interface: "Wireguard4": generated new private key.

(config-if)> wireguard private-key »
Ushaeghezail7reo8iK6ear0eomujohkeen8jahX5uo=
Wireguard::Interface: "Wireguard4": set private key.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.03 Jlo6aBneHa komaHga interface wireguard private-key.

3.29.220 interface wmm

OnucaHune Bkntounts WMM Ha nHTepdelice.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Access Point

CuHoncuc I (config-ify>  wmm

I (config-if)> no wmm

Mpumep (config-if)> wmm
WMM extensions enabled.

WcTopuns nsmeHeHWit |Bepcua onucaHue

2.00 JobaBneHa komaHaa interface wmm.

3.29.221 interface wpa-eap radius secret

OnucaHune YKa3aTb COBMECTHO MCMOJIb3yeMblii CEKPETHbIN KoY A8 6e30nacHoro
B3auMoAencTBma mexay RADIUS cepepom v RADIUS kKnneHTomMm.

KomaHga ¢ npedunkcom no yaanseT cekpeTHbIN Krou.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica Bridge

CuHoncuc (config-if)> wpa-eap radius secret <secret>

(config-if)> no wpa-eap radius secret

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
secret Ctpoka 3HadeHue kntoya RADIUS cepsepa.
MakcnmanbHaga gnmnHa coctaBnsaeT 64
cMMBONa.
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Mpumep

UcTopuns nameHeHuii

(config-if)> wpa-eap radius secret »
(+>R#G™ }-INxru'i8i | LK}wBN9E~X0Xa{xFOG-N~%FaTnr|S(e(q$/1P2/tbX/#Q
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret applied.

(config-if)> no wpa-eap radius secret
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS secret cleared.

Bepcus OnucaHve

3.01 Jlo6aBneHa komaHga interface wpa-eap radius secret.

3.29.222 interface wpa-eap radius server

OnucaHune
MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

YKa3aTb agpec RADIUS cepBepa

KomaHga ¢ npedpurkcom no yaanseT ajpec cepsepa.

Ja

Aa

Het

Bridge

(config-if)> wpa-eap radius server address[: port]

(config-if)> no wpa-eap radius server

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec IP-agpec RADIUS cepsepa.

port UYesnoe uucro |Homep nopta RADIUS cepBepa.

(config-if)> wpa-eap radius server 192.168.10.10
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10.

(config-if)> wpa-eap radius server 192.168.10.10:1111
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS server set to »
192.168.10.10:1111.

(config-if)> no wpa-eap radius server
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server cleared.

Bepcus OnucaHve

3.01 [Jlo6aBneHa komaHza interface wpa-eap radius server.
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3.29.223 interface wps

OnucaHue BkntounTb GyHKLMOHaNbLHOCTL WPS.
Mpe¢ukc no Ja

MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi

CuvHoncuc I (config-if)>  wps

I (config-if)> no wps

MNpumep (config-if)> wps
WPS functionality enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa interface wps.

3.29.224 interface wps auto-self-pin

OnucaHune Bintountb pexxum WPS auto-self-pin. Mo ymonyaHumio pexum auto-self-pin
BKJTHOYEH.

KomaHga ¢ npedrkKcom no OTKAUAET 3TOT PEXUM.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica WiFi

CrnHoncuc I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

Mpumep (config-if)> wps auto-self-pin
Network::Interface::Rtx::Wps: an auto self PIN mode enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.04 JobasneHa komaHaa interface wps auto-self-pin.
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3.29.225 interface wps button

OnucaHue HauaTb npouecc WPS c ncnonb3oBaHmeM KHOMKW. [pouecc AnnTca 2 MUHYTHI,
NV MeHbLLUE, ecsin coefHeHE YCTaHOBJIEHO.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

Cunoncnc (config-if)>  wps button «directiom

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
direction send OTtnpaBuTb HacTpoiikmn Wi-Fi.
receive MonyunTb HacTporiku Wi-Fi ot Launcher DSL.
Mpumep (config-if)> wps button send

Sending WiFi configuration process started (software button mode).

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa interface wps button.

3.29.226 interface wps peer

OnucaHue HauaTb npouecc WPS vcnonbsys PIN yaaneHHoro y3na. lNpouecc gantea 2
MUHYTbI, 1IN MeHbLLIe, eCNN CoefMHeHMe ycTaHoB/eHo. [10 ymon4aHuio
npouecc WPS PIN BbikntoYeH.

MNpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi
CuHoncuc (config-if)>  wps peer «directions pin
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
direction send OTnpaBuTb HacTpoiiku Wi-Fi.
receive MonyunTb HacTpolikn Wi-Fi oT yaaneHHoro
y3na.
pin CTpoka PIN-koA yaaneHHOro ysna.
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Mpumep (config-if)> wps peer send 53794141
Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobasneHa komaHgaa interface wps peer.

3.29.227 interface wps self-pin

OnucaHue HauaTtb npouecc WPS ncrnonbsys PIN yctpoiicTsa. Mpouecc AAnTesa 2 MAUHYTI,
VAN MeHbLLIe, ecNn CoeJIHeHMe YCTaHOB/EHO.

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc (config-ifj>  wps self-pin «direction

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
direction send OTtnpaBuTb HacTpoiikmn Wi-Fi.
receive MonyunTte HacTpolikn Wi-Fi ot Launcher DSL.
Npumep (config-if)> wps self-pin receive

Receiving WiFi configuration process started (self PIN mode).

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa interface wps self-pin.

3.29.228 interface zerotier accept-addresses

OnucaHue BrirounTb nonyyeHvne ajgpeca ot cepsepa ZeroTier.
KomaHga ¢ npedrnkcom no oTKAYaeT 3Ty GYHKLMIO.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica ZeroTier
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CuHoncuc I (config-if)>  zerotier accept-addresses

I (config-if)> no zerotier accept-addresses

Mpumep (config-if)> zerotier accept-addresses
ZeroTier::Interface: "ZeroTier0": enabled addresses accept.

(config-if)> no zerotier accept-addresses
ZeroTier::Interface: "ZeroTier0": disabled addresses accept.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

4.01 JobaBneHa komaHaa interface zerotier
accept-addresses.

3.29.229 interface zerotier accept-routes

OnucaHune BKAOUMTL NONyYeHWe MapLUPYTOB OT yAaJeHHOW CTOPOHbI Yepes ZeroTier.
KomaHga ¢ npedurKcom no oTkAruaeT 3Ty GYHKLMIO.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun uHTepdderica ZeroTier

CuHoncnc I (config-if)>  zerotier accept-routes

I (config-if)> no zerotier accept-routes

Mpumep (config-if)> zerotier accept-routes
ZeroTier::Interface: "ZeroTier0": enabled routes accept.

(config-if)> no zerotier accept-routes
ZeroTier::Interface: "ZeroTier0": disabled routes accept.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.01 JobaBneHa komaHza interface zerotier accept-routes.

3.29.230 interface zerotier connect

OnucaHue 3agaTtb MHTepdelic ana noakntoueHns ZeroTier. ECnv apryMeHT He yKasaH,
noAkKoYeHne ycTtaHaBAMBaeTCs vepes 11060 nHrepdeiic.

KomaHaa ¢ npepurKcom no ycTaHaBNMBaET 3HaYeHMEe M0 YMOTYAHNIO.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

ZeroTier

(config-if)>  zerotier connect[via wia]

(config-if)> no zerotier connect

AprymeHT 3HauyeHue OnuncaHwue

via NHTepgeiic MonHoe nmsa nHTepdeinca nim NCeBLOHNM.

(config-if)> zerotier connect via ISP
ZeroTier::Interface: "ZeroTier0@": set connection via ISP.

(config-if)> no zerotier connect
ZeroTier::Interface: "ZeroTier0": set connection via any »
interface.

Bepcus OnucaHue

4.01 JobaeneHa komaHaa interface zerotier connect.

3.29.231 interface zerotier network-id

OnucaHune

MNpe¢ukc no

MeHsieT HacTpoiAKK

3agaTb naeHTUPUKaTop TyHHens ZeroTier.

KomaHza ¢ npedurKcom no yaanseTt AaHHYH HaCTPOWKY.
Aa

Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CvHoncuc

AprymeHTsl

ZeroTier

(config-if)>  zerotier network-id <network-id>

(config-if)> no zerotier network-id

AprymeHT 3HayeHue OnuncaHwue

network-id |Crpoka NaeHTrdunKaTop TyHHens.
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Mpumep

UcTopuns nameHeHuii

3.30ip arp

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHui

(config-if)> zerotier network-id 816227940c13c37e
ZeroTier::Interface: "ZeroTier0": set network ID to »
"816227940c13c37e".

(config-if)> no zerotier network-id
ZeroTier::Interface: "ZeroTier0": reset network ID.

Bepcus OnucaHve

4.01 JlobaBneHa komaHa interface zerotier network-id.

3ajaTb cTaTnyeckoe conocTasneHne mexay IP n MAC agpecamum A5t XOCTOB,
He NoAJepXNBAOLLNX ANHaMnyeckuin ARP.

KomaHga c npedurkcom no yaanseT 3anuck 13 tabamusl ARP. ECnv BINOAHUTL
KOMaHZAy 6e3 apryMeHTOB, BECb CMUCOK 3anucer ARP 6yaeT ounLLeH.

Ja
Aa
Ja
(config)> ip arp «ips> mac

(config)>noip arp[«ip]

AprymeHT 3HauyeHue OnucaHwue

ip IP-agpec IP-agpec B BUAe YeTbIpéx AeCATUYHbIX Uncen,
pa3fenéHHbIX TOUYKaMU, COOTBETCTBYHOLLINI
JIoKanbHOMYy ajgpecy.

mac MAC-appec MAC-aapec B Buge wecT rpynn
LecTHaguaTepuyHbIX unép, pasgeneHHblx
JABOETOUNAMMN.

(config)> ip arp 192.168.2.50 al:2e:84:85:14:21
Network: :ArpTable: Static ARP entry saved.

(config)> no ip arp 192.168.2.50
Network: :ArpTable: Static ARP entry deleted for 192.168.2.50.

(config)> no ip arp
Network: :ArpTable: Static ARP table cleared.

Bepcus OnucaHve

2.00 [JobaeneHa KkomaHaa ip arp.
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3.31ip dhcp class

OnucaHwue JocTtyn K rpynne KoMaHA Ans HacTporkn BeHAop-knacca DHCP (60 onuus).
Ecnm knacc BeHAOPOB He HalAeH, KOMaHAa NbITaeTcsa ero co3aathb.

KomaHga ¢ npedurkcom no yaansieT Bbl6paHHbIN Knacc.
Mpedukc no Ja
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-dhcp-class)

CuHoncuc (config)> ipdhcp class «class»
(config)> no ip dhcp class «class»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
class Ctpoka Ha3BaHVe BeHAOp-K/1acca.
Mpumep (config)> ip dhcp class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHza ip dhcp class.

3.31.1 ip dhcp class option

OonucaHune YKaszaTb 3HaueHne onumm 60 Ans NpMCBOEHNs BeHAOpP-Kaacca.
KomaHpaa c npedpurkcom no yaanseT yKasaHHbIA Knacc.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIA BBOA, [a

CuHoncuc (config-dhcp-class)>  option <number> hex «data»
(config-dhcp-class)> no option <number>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
number lenoe uncno |Homep onumun. Ceilvac NCNoNb3yeTcs TONbKO
3HauyeHue 60.
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Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

data CTpoka 3HayeHue onuun.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcus OnucaHve

2.00 JobasneHa komaHaa ip dhcp class option.

3.32ip dhcp host

OnuncaHwne

MNpedukc no

MeHsieT HaCTPOMKN

MHorokpaTHbIiA BBOA,

CviHoncuc

AprymeHTbl

Mpumep

HacTpouTb cTaTuyeckyro npusasky IP-agpeca Kk MAC-agpecy xocta. Ecnm xoct
C YKa3aHHbIM IMeHeM He HalifjleH, KOMaHAa NbITaeTcs ero co3jathb. Ecnu
yKa3saHHbI IP-agpec He BXOANT B AManasoH HW OAHOrO nyna, KoMaHAa
COXPaHUTCA B HaCTpoOKax, HO Ha paboTy cepeepa DHCP He noBauserT.

KomaHga nossonset nomeHATs MAC-agpec, oCcTaBMB MNpexHee 3HaveHve
IP-agpeca, n Hao6opoT — NoMeHATL IP-agpec, ocTaBMB NpeXxHee 3HaYeHne
MAC-agpeca.

KomaHga ¢ npepurKcom no yaansieT XocT.

Ja

Ja

Ja

(config)> ipdhcp host chosts[mac ][ ip]

(config)> no ip dhcp host <host»

AprymeHT 3HauyeHue OnuncaHwue

host Ctpoka Mpou3BoIbHOE UMS XOCTa, NCNOJIb3yeTCs A5
naeHTndurkaumm napbl MAC-IP B HacTpomkax.

mac MAC-apgpec MAC-agpec xocTa Ans CTaTU4eCcKor NpUBA3KN
IP-agpeca. Ecnv He yka3saH, 3HadeHMe bepeTcs
13 NpeablayLLei HaCTPOMKK.

ip IP-appec IP-agpec xocTta. Echn He yka3aH, 3HaueHune
6epeTca U3 npeabliayLieit HacTPOVKN.

(config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHaa ip dhcp host.

3.33 ip dhcp pool

OnucaHwue JocTtyn K rpynne KomaHa ans Hactpoiiku DHCP-nyna. Ecav nyn He HaligeH,
KOMaHJa nbiTaeTcsa ero co3gatb. Ana nyna 3agaetca cnucok DNS-cepsepos
(komaHaa dns-server), WAO3 N0 ymMon4daHuto (komaHaa default-router) n
BpeMs apeHabl (KOMaHAa lease), a Takke Arana3oH aAnHaMmnyeckux IP-agpecos
(komaHpa range).

Mocne HacTPOIKK NyI0B HEOH6XOANMO BKIOUNTE CTyX6y DHCP ¢ MOMOLLbLO
KoMaHgbl service dhcp.

MoxHO co3aaTb He 6onbLue 32 nynos. MakcMManbHasa AanHa MMeHn nyna
— 64 cMmBona.

MpuMeyaHune: B TekyLleil BepcUn CUCTEMBI peann3oBaHa NoAdepXKKa He
6onee ogHOro Nyna Ha nHTepdeic. 1na KoppekTHON paboThbl
cepsepa DHCP TpebyeTcs, uTob6bI AMnana3oH IP-agpecos,
YCTaHOBNEHHbI KOMaHAOoM range, NnpuHaaaexan cetu,
HacTpoeHHo Ha ogHoMm 13 Ethernet-nHtepdeiicos
yCTpOICTBa.

KomaHga c npedumkcom no yganset nyn.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIi BBog, /[la

Bxo>xaeHue B rpynny (config-dhcp-pool)

CuHoncnc (config)>  ip dhcp pool <name>
(config)> no ip dhcp pool name>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
name Ctpoka Wmsa nyna DHCP.
Mpumep (config)> ip dhcp pool test_pool
pool "test pool" has been created.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga ip dhcp pool.
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naBa 3 OnncaHme KoMaHp,

3.33.1 ip dhcp pool bind

OnucaHue

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

MpwBsA3aTh Ny K yKazaHHOMY UHTepdelicy.

Aa
Ja
Het

Ethernet

(config-dhcp-pool)>

bind <interfaces

(config-dhcp-pool)> no bind <interfaces

AprymeHT

3HayeHue

OnuncaHue

interface

UHTepgeic

MonHoe nMs NHTepderca Nnn NCeBLOHNM.

(config-dhcp-pool)> bind Ds10
pool "test pool" bound to interface Dsl0.

Bepcus

OnucaHmne

2.00

Job6asneHa komaHgaa ip dhcp pool bind.

3.33.2 ip dhcp pool bootfile

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuyHoncuc

AprymeHTbI

YkaszaTb NyTb K paiiny HacTpoek Ha TFTP-cepBepe ansi knneHta DHCP (onums

67).

KomaHza c npedrKcom no yaansieT HacTpoiiky.

Ja
Ja
Het

Ethernet

(config-dhcp-pool)>

bootfile <bootfiles

(config-dhcp-pool)> no bootfile

AprymeHT

3HayeHue

OnucaHue

bootfile

Ums panna

MyTb K paliny HacTpoek.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-dhcp-pool)> bootfile test.cnf
Dhcp::Pool: " WEBADMIN": set bootfile option to "test.cnf".

(config-dhcp-pool)> no bootfile
Dhcp::Pool: " WEBADMIN": cleared bootfile option.

Bepcus OnucaHve

2.11 Jo6aBneHa komaHga ip dhcp pool bootfile.

3.33.3 ip dhcp pool class

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

JocTyn K rpynne koMaHA AN HaCTPOiky BeHAop-knacca DHCP BbIBpaHHOroO
nyna agpecos. Ecin knacc BeHAOPOB He HalAeH, KOMaHAa NblTaeTcs ero
Co34aThb.

[lna KoppeKkTHOM paboTbl UMS Klacca AO/IHKHO 6bITb TakMM Xe, KaK U B
komaHge ip dhcp class.

KomaHga ¢ npedurkcom no yaanset BbI6paHHbIN Knacc.
Aa

Ja

Ja

(config-dhcp-pool-class)

(config-dhcp-pool)>  class «class>

(config-dhcp-pool)> no class «class>

AprymeHT 3HauyeHue OnucaHwue

class Ctpoka Ha3BaHVe BeHAOpP-K1acca.

(config-dhcp-pool)> class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.

Bepcus OnucaHue

2.00 JobasneHa komaHgaa ip dhcp pool class.

3.33.3.1 ip dhcp pool class option

OnuncaHune

YcTaHOBWUTE J0OMNOJIHUTENIbHBIE onunmn ana DHCP knneHTa B c/lyyae
coBnajeHna BeHAop-Knacca.

KomaHza c npedurKcom no yaansieT ykazaHHy onuuio.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-dhcp-pool-class)>  option <number> <types «data»
(config-dhcp-pool-class)> no option <number>
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
number 6 Onuuna 6, DNS-cepsep.
42 Onuwusa 42, NTP-cepsep.
43 Onuws 43, nogpobHas nHpopmaums o
npowssoguTene.
type ip Tun aprymeHTa data — IP-agpec. 3T0T TUN
He 1cnosb3yeTca 4na onumm 43.
hex Tnn aprymeHTa data — wectHaguarepunyHoe
yuncno.
data Ctpoka 3HayeHve onuun.
Mpumep (config-dhcp-pool-class)> option 6 ip 192.168.1.1

Dhcp::Server: Option 6 is set to 192.168.1.1.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

Job6asneHa komaHaa ip dhcp pool class option.

3.33.4 ip dhcp pool debug

OonucaHue [06aBUTb OTNAA0YHbIE COOBLLEHNS B CUCTEMHBbIN XypHa. [0 yMonyaHumio
HacTpoiKa OTK/I0YeHa.

KomMaHgaa ¢ npedprKCcoM No OTK/IOYAET OTIAAKY.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuvHoncuc

(config-dhcp-pool)>  debug

(config-dhcp-pool)> no debug

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.01

[JobaeneHa komaHza ip dhcp pool debug.

316

CnpaBo4HMK komaHg — Launcher DSL (KN-2012)




naBa 3 OnncaHme KOMaHA,

3.33.5ip dhcp pool default-router

OnucaHue HactpouTtb IP-agpec wnto3a no ymondaHuto. Ecnum He ykasaH, To byget
MNCNONb30BaTbCS afpec, HacTpoeHHbI Ha Ethernet-nHtepdeiice,
orpeesieHHOM aBTOMaTUYeCKM 415 3alaHHOro JManasoHa range.

KomaHga ¢ npednkcom no oTMeHsAET HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dhcp-pool)>  default-router <address;
(config-dhcp-pool)> no default-router
AprymeHTbI AprymeHT |3HaueHme |OnucaHme
address IP-appec Afpec Wwr3a rno yMmoayaHuio.
Mpumep (config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 Job6asneHa komaHaa ip dhcp pool default-router.

3.33.6 ip dhcp pool dns-server

OnucaHue Hactpouts IP-agpeca cepsepoB DNS (DHCP-onuusa 6). Ecin He ykasaH, To
byneT 1Ccnonb30BaThCA agpec, HaCTpoeHHbIN Ha Ethernet-uHtepdoderice,
oripesesieHHOM aBTOMaTUYeCKM 415 3alaHHOro JManasoHa range.

KomaHga ¢ npedrnkcom no oTMeHsAEeT HaCTPOIKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIia BBog, Het

CuHoncuc (config-dhcp-pool)>  dns-server (<addressl [ address2] | disable)
(config-dhcp-pool)> no dns-server
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
addressl IP-agpec Agpec nepsryHoro DNS-cepBepa.

Launcher DSL (KN-2012) — CnipaBO4YHMK KOMaHZ 31 7



naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHui

AprymeHT 3HauyeHue OnuncaHwue

address2 IP-agpec Appec sTopuyHoro DNS-cepBepa.

disable Knwyesoe Otkntountse DHCP onuuito 6.
C/10B0

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

Bepcus OnucaHve

2.00 [JobasneHa komaHgaa ip dhcp pool dns-server.

2.11 [Jlo6aBneH aprymeHT disable.

3.33.7 ip dhcp pool domain

OnucaHune

MNpejukc no
MeHsieT HaCTPOMKN
MHorokpaTHbI/ BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YKa3aTb JOMEHHOE NMS, KOTOPOE K/IMEHT JO/IKEH NCMO0Nb30BaTh Npu
pa3spelleHnn nmeH yepes DNS (option 15).

KomaHga ¢ npednkcom no oTMeHsAeT HaCTPOIKY.
Ja
Ja

HeTt

(config-dhcp-pool)>  domain <domain»

(config-dhcp-pool)> no domain

AprymeHT 3HauyeHue OnuncaHwue

domain Ctpoka JlokanbHoe JOMeHHOoe NM4.

(config-dhcp-pool)> domain example.net
Dhcp::Pool: Domain option has been saved.

Bepcus OnucaHve

2.05

Job6aeneHa komaHga ip dhcp pool domain.

3.33.8 ip dhcp pool enable

OnucaHwne

HauaTtb ncnonb3oBatb nyna B cMcTeMe.

KomaHaa ¢ npeprKcom no oTkItoYaeT NCNOoNb30BaHMe nyna.

318

CnpaBo4HMK komaHg — Launcher DSL (KN-2012)



naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I (config-dhcp-pool)>  enable
I (config-dhcp-pool)> no enable
NMpumep (config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHgaa ip dhcp pool enable.

3.33.9 ip dhcp pool lease

OnucaHwue YcraHoBUTbL BpeMsa apeHabl IP-agpecos nyna DHCP. o ymonvaHuio
1cnonb3yeTcs 3HayeHue 25200 (7 yacos).

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpallaeT 3HaveHne BpeMeH apeHabl No
yMO/i4aHuio.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncue (config-dhcp-pool)>  lease <lease
(config-dhcp-pool)> no lease
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
lease UYernoe uucno |Bpemsa apeHabl B cekyHAax. MoxeT
NPVHNMAaTb 3HaYeHUs B nNpejenax oT 1 4o
259200 (3 gH1).
NMpumep (config-dhcp-pool)> lease 259200

Dhcp::Pool: " WEBADMIN": set lease time: 259200 seconds.

(config-dhcp-pool)> no lease
Dhcp::Pool: " WEBADMIN": lease time reset to default (25200 »
seconds) .
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

[JobaeneHa komaHza ip dhcp pool lease.

3.33.10 ip dhcp pool next-server

OnucaHune
MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YkasaTtb agpec TFTP-cepBepa ana DHCP-knmeHTa (onums 66).

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

Ja
Aa
HeTt

Ethernet

(config-dhcp-pool)>

next-server «address»

(config-dhcp-pool)> no next-server

AprymeHT

3HayeHue

OonvcaHune

address

IP-agpec

Agppec cepsepa TFTP.

(config-dhcp-pool)> next-server 10.1.1.11
Dhcp::Pool: " WEBADMIN": set next server address: 10.1.1.11.

(config-dhcp-pool)> no next-server
Dhcp::Pool: " WEBADMIN": cleared next server address.

Bepcus

OnucaHune

2.1

Job6asneHa komaHga ip dhcp pool next-server.

3.33.11 ip dhcp pool option

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

3ajatb gonofiHUTeNbHble napameTpbl and DHCP-cepsepa.

KomaHza c npedurKcom no yaansieT 4oNoNHUTENbHYH HAaCTPOLKY.

Ja
Ja
[Ja
Ethernet
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-dhcp-pool)>  option <number; [ type ] «data>

(config-dhcp-pool)> no option <number>

AprymeHT 3HauyeHue OnuncaHwue

number 4 Onuua 4, cepsep BpemeHu. Tun — IP-agpec.

6 Onuua 6, DNS-cepsep. Tun — IP-agpec.

42 Onuwa 42, NTP-cepsep. Tun — IP-agpec.

44 Onuws 44, NetBIOS-cepeep. Tun — IP-agpec.

26 Onuwsa 26, MTU. MoxeT npnHnMaThb
3HayeHWsa B npegenax ot 0 Ao 65535
BK/IOUNTENBHO.

121 Onuwsa 121, becknaccoBble cTaTnydeckue

MapLupyTbl. Tun —IP-agpec ceT HazHayeHus
1 Macka CeTu HasHa4veHus B Buje 6UTOBOW
ANVHBI NpeduKca (Hanpumep, /24).

249 Onuwua 249, MS mapLpyThl. Tun — IP-agpec
CeTM Ha3HaYeHVsa N Macka ceTn Ha3HayeHus
B BUAe 61TOBOIM AnviHbI npedurkca
(Hanpumep, /24).

type hex LLlecTHagUaTepryHoOe YnCno.
ascii Uncno ASCIL
ip IP-agpec. 3TOT TMN He ncnonb3yeTcs 4NN

onuun 26. He ykasbiBaeTcq B KOMaH/e Kak
KJtoueBoe C/10BO.

data Ctpoka 3HayeHve onuun.

(config-dhcp-pool)> option 4 192.168.2.1
Dhcp::Pool: " WEBADMIN BRIDGE2": set option 4.

(config-dhcp-pool)> option 60 ascii "MSFT 5.0"
Dhcp::Pool: " WEBADMIN BRIDGE2": set option 60.

(config-dhcp-pool)> option 150 ip 41.57.50.46,42.54.50.46
Dhcp::Pool: " WEBADMIN BRIDGE2": set option 150.

(config-dhcp-pool)> no option 4
Dhcp::Pool: " WEBADMIN BRIDGE2": cleared option 4.

Bepcus OnucaHve

2.09 Jlo6aBneHa komaHga ip dhcp pool option.
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naBa 3 OnncaHme KoMaHp,

3.33.12ip dhcp pool range

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

HacTtpouTtb AnanasoH gHaMNYyeckmnx aapecos, BblgaBaemMblix DHCP-kineHTam
HekoTopol noaceTu. lnanasoH 3ajaeTcsa HayanbHbIM N KOHEYHbIM
IP-agpecom, 60 HavanbHLIM agpecomM 1 paamepoM. CeTeBoli MHTepdelic,
K KOTOpOMY 6yAyT NPUMeHeHbl HaCTPOIKK, BbIOMPaeTcs aBTOMaTUYECKN.
Ajpec BbI6paHHOro nHTepdeinca Ncnosib3yeTcs B KadecTse LLK03a No
ymonyaHuto 1 DNS-cepBepa, ecin He 3ajaHbl Apyrve agpeca KoMaHAgamMu ip
dhcp pool default-router v ip dhcp pool dns-server.

KomaHaa ¢ npedurkcom no yaanseT gnanasoH.

Ja

Ja

Het

(config-dhcp-pool)>  range <begins (<end> | <size»)

(config-dhcp-pool)> no range

AprymeHT 3HauyeHue OnuncaHwue

begin IP-apgpec HauanbHbI agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size Lenoe 4ucno |Pasmep nyna.

(config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga ip dhcp pool range.

3.33.13 ip dhcp pool update-dns

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Job6aenatb cTatuyeckme 3anmcm B DNS-npokcu npu Beigave DHCP-agpecos.
B kauecTBe MeHW ncnonbsyeTtca nms xocta s DHCP-3anpoca. Mo
YMOYaHUIO QYHKLMSA OTKIOYEHaA.

KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.
Ja
Aa

HeTt

I (config-dhcp-pool)>  update-dns
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naBa 3 OnncaHme KOMaHA,

I (config-dhcp-pool)> no update-dns

Mpumep (config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 Jlo6aBneHa komaHga ip dhcp pool update-dns.

3.33.14 ip dhcp pool wpad

OnucaHue Hactpouts DHCP onuwuto 252 — npoTtokon WPAD. 1o ymMoi4aHuio onuus
OTKJIHOYEHaA.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOIKY.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-dhcp-pool)>  wpad wpad>
(config-dhcp-pool)> no wpad
AprymeHTbI AprymeHT 3HaueHue OonucaHue
wpad Ctpoka URL-agpec npokcu-cepeepa.
Mpumep (config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.
VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 [Jlo6aBneHa komaHga ip dhcp pool wpad.

3.34 ip dhcp relay lan

OnucaHue YKkaszaTtb, Ha KakoM ceTeBoM MHTepdelice peTpaHcnaTop DHCP 6yaet
0obpabaTtbiBaTh 3aNpPOChl KAMEHTOB. MOXHO yKa3aTb HECKO/IbKO NHTepdencoB
«lan», ANa 3TOro HY>XHO BBECTU KOMaHAY HeCKo/IbKO pas, ykasaB Bce
HeobxoAnMble NHTepdelicbl M0 OAHOMY.

KomaHga ¢ npedurkcom no oTktouaeT petpaHcnaTop DHCP Ha ykazaHHOM
nHTepderice. Ecam ncnonb3osate KOMaHAy 6€3 apryMeHTOB, peTpaHCIsaTop
DHCP byaeT oTKNO4EH Ha BCeX MHTepdelicax.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config)>

ip dhcp relay lan <interfaces

(config)> no ip dhcp relay lan [ interface]

AprymeHT

3HayeHue

OnucaHue

interface

UHTepgenc

MonHoe nmsa nan nceBgoHNM nHTepdelica
Ethernet, Ha koTopom peTpaHcnaTop DHCP

6y,qu NMPMHUMATL 3anpPoChbl KIMEHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.

Bepcus

OnucaHmne

2.00

JobasneHa komaHgaa ip dhcp relay lan.

3.35ip dhcp relay server

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YkazaTb IP-agpec cepsepa DHCP, Ha KOTOpbI peTpaHciaTop byaeT
nepeHanpaBfATb 3aNpoChl KIMEHTOB 13 I0KaNbHON CeTu.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiKy.

Ja
Ja

Het

(config)>

ip dhcp relay server address

(config)> no ip dhcp relay server [ address ]

AprymeHT

3HavyeHue

OnuncaHue

address

IP-agpec

IP-agpec cepsepa DHCP.

(config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JobaeneHa komaHza ip dhcp relay server.

3.36 ip dhcp relay wan

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

YKa3blBaeT, yepes Kakoi ceTeBol MHTepdeiic peTpaHcaaTop DHCP 6yaet
06paLLaThCa K BblLecTosweMmy cepsepy DHCP. B cncteme MOXeT 6bITb TONbKO
OAMNH NHTepdelic Takoro Tuna. ECv ToUHbIN agpec cepBepa He yKasaH (cMm.
ip dhcp relay server), 3anpockl 6yayT nepefaBaTbCs LUMPOKOBELLAaTeNbHO.
PekomeHayeTcs yKasblBaTb ajpec cepeepa.

KomaHga ¢ npedunKcom no yaanset HacTpOnKy.
Ja

Aa

Het

(config)> ip dhcp relay wan <interface»

(config)> no ip dhcp relay wan [ interface]

AprymeHT 3HauyeHue OnucaHwue

interface UHTeppenc MonHoe nmMa nnn nceBfoHNM UHTepdelica
Ethernet, Ha KOTOpPbIN ByAYT HaNPaBAATLCS
3anpockl ot DHCP-knneHTOB.

(config)> ip dhcp relay wan Ds10
using WAN interface Dsl0.

Bepcus OnucaHve

2.00 [JobasneHa komaHaa ip dhcp relay wan.

3.37 ip esp alg enable

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

BkntounTb pexxum IPSec Passthrough ana TyHHenei IPsec ESP. o ymonyaHuto
HaCTPOKa BbIK/IlOYEHa.

KomaHga ¢ npedrkcomM no oTKAKOYaeT HaCTPOMKY.
Ja
Ja

HeT

Launcher DSL (KN-2012) — CnipaBO4YHMK KOMaHZ

325



naBa 3 OnncaHme KoMaHp,

CuHoncnc I(config)> ip esp alg enable

I (config)> no ip esp alg enable

Mpumep (config)> ip esp alg enable
Esp::Alg: Enabled.

(config)> no ip esp alg enable
Esp::Alg: Disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

3.05 JobasneHa komaHgaa ip esp alg enable.

3.38 ip flow-cache timeout active

OnucaHune YCTaHOBUTbL BpeMsi XpaHeHUst akTUBHbIX CeCcCUii B Kelle. 10 ymMondaHuto
ncnonb3lyeTca 3HayveHWe 10.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

Cunoncnc (config)>  ip flow-cache timeout active «timeout>

(config)> no ip flow-cache timeout active
AprymeHTbI AprymeHT |3HaueHme |OnucaHune

timeout lenoe umucno |3Ha4veHme TaiM-ayTa B MUHYyTax. MoxeT

NMPUHMMaTbL 3HaYeHNA B Npegenax ot 1 4o 30.

Mpumep (config)> ip flow-cache timeout active 1

Netflow: :Manager: Active timeout set to "1" min.

(config)> no ip flow-cache timeout active

Netflow: :Manager: Active timeout reset to "10" min.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvicaHue

2.11 Jlo6aBneHa komaHga ip flow-cache timeout active.
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3.39 ip flow-cache timeout inactive

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTL BpeMsi XpaHeHUst HeaKTUBHbIX CeCCUi B KeLle. 10 yMonyaHuto
ncnonb3lyeTca 3HayveHue 20.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHre Mo YMOAYaHUIO.
[Ja

Ja

Het

(config)> ip flow-cache timeout inactive «timeout>

(config)> no ip flow-cache timeout inactive

AprymeHT 3HauyeHue OnuncaHwue

timeout Lenoe 4ucno |3HayeHue TaliM-ayTa B cekyHAax. MoxeT
NPVHMMaTb 3HAaYeHWs B Npejenax ot 1 4o
600.

(config)> ip flow-cache timeout inactive 1
Netflow: :Manager: Inactive timeout set to "1" s.

(config)> no ip flow-cache timeout inactive
Netflow: :Manager: Inactive timeout reset to "20" s.

Bepcus OnucaHve

2.1 JobasneHa komaHaa ip flow-cache timeout inactive.

3.40 ip flow-export destination

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

3asatb NnapameTpsbl Konnektopa NetFlow.

KomaHga c npedunkcom no yganseTt napameTpbl.

Ja

[Ja

Het

I (config)> ip flow-export destination address port»

I (config)> no ip flow-export destination
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AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec IP-agpec coopLumKa JaHHBIX.
port lenoe 4ucno |Homep nopta UDP konnektopa. Moxet

npuHMMaTh 3HayeHnsa 2055, 2056, 4432, 4739,
9025, 9026, 9995, 9996, 6343.

(config)> ip flow-export destination 192.168.101.31 4739
Netflow: :Manager: Export destination is set to »
192.168.101.31:4739.

(config)> no ip flow-export destination
Netflow: :Manager: Export destination is unset.

Bepcus

OnucaHune

2.11

JobasneHa komaHgaa ip flow-export destination.

3.41 ip flow-export version

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Yka3zaTb Bepcuto konnektopa NetFlow. Mo yMONUYaHUIO NCNONb3YyeTCs

3HayeHne 5.

KomaHza ¢ npedurkcom no BO3BpaLLaeT 3HaYeHMe Mo YMONYAHMUIO.

Ja
Ja

Het

(config)>

ip flow-export version «versions

(config)> no ip flow-export version

AprymeHT

3HayeHue

OonvcaHune

version

CTpoka

Bepcusi npoTtokona.

(config)> ip flow-export version 9
Netflow: :Manager: Set export protocol version to 9.

(config)> no ip flow-export version
Netflow: :Manager: Reset export version to 5.

Bepcus

OnucaHune

3.05

JobasneHa komaHgaa ip flow-export version.
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3.42ip ftp

OonuncaHmne Fpynna KoMaHA AN HacTpolikm gocTtyna K ftp.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica IP

BxoxaeHue B rpynny (config-ftp)

CuHoncuc I (config)>  ip ftp

anMep (Config)> lp ftp
(config-ftp)>

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.08 Job6asneHa KomaHaa ip ftp.

3.42.1 ip ftp client-charset

OnucaHwue YCTaHOBUTbL KOAMPOBKY MO yMo4aHuio Ans FTP-cepsepa. 1o ymonyaHuto

ncnonb3yerca kogmuposka UTF-8.

KomaHza ¢ nped1Kcom no Bo3BpaLLaeT KOAUPOBKY MO YMONYaHKIO.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
CnHoncuc (config-ftp)>  client-charset «charset>
(config-ftp)> no client-charset
AprymeHTbI AprymeHT 3HaueHue OnucaHue
charset utf-8 Tnn KoANPOBKMN.
utf-16
utf-16le
utf-16be
utf-32

Launcher DSL (KN-2012) — CnipaBO4YHMK KOMaHZ

329



naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauveHue OnucaHue
utf-321le
utf-32be
is0-8859-1
is0-8859-2
is0-8859-3
1s0-8859-4
is0-8859-5
is0-8859-6
is0-8859-7
is0-8859-8
is0-8859-9
is0-8859-10
is0-8859-11
is0-8859-12
1s0-8859-13
is0-8859-14
is0-8859-15
is0-8859-16
cp-037
cp-424
cp-437
cp-500
cp-737
cp-775
cp-850
cp-852
cp-852
cp-855
cp-856
cp-857
cp-860
cp-861
cp-862
cp-863
cp-864
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AprymeHT

3HauyeHue

OnucaHwue

cp-865

cp-866

cp-869

cp-874

cp-1026

cp-1250

cp-1251

cp-1252

cp-1253

cp-1254

cp-1255

cp-1256

cp-1257

cp-1258

koi8-r

koi8-u

kz-1048

nextstep

mac-celtic

mac-centeuro

mac-croatian

mac-cyrillic

mac-gaelic

mac-greek

mac-icelandic

mac-inuit

mac-roman

mac-romanian

mac-turkish

mac-ukrainian

Mpumep (config-ftp)> client-charset utf-16
Ftp::Server: Set client charset to "utf-16".

(config-ftp)> no client-charset

Ftp::Server: Reset client charset to default.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga ip ftp client-charset.

3.42.2 ip ftp lockout-policy

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHTbl

Mpumep

3aAaTb NapameTpbl OTCNEXMBAHWSA NOMbITOK BTOPXEHUS NyTéM nepebopa
naponeii FTP-cepeepa Ansa ny6nnyHbIX HTepdeiicoB. o ymonyaHuto
dyHKUMA BKAOYeHa. Ecam B kauecTBe apryMeHTa ncnosb3yercs 0, Bce

napamMeTpbl OTCEXMBaHNA Nepebopa 6yayT COPOLLEHbI B 3HAUEHWsI MO
YyMONIYaHWUIO.

KomMaHga ¢ npedurKcom no oTK/OYaeT 06HapyXeHe nogbopa.
Ja

Ja

Het

IP

(config-ftp)>  lockout-policy <threshold [«durations
[cobservation-windows]]

(config-ftp)> no lockout-policy

AprymeHT 3HauyeHue OnucaHue

threshold Lenoe 4ucno |Konnyectso HeyfauyHbIX NOMbITOK
BX0Ja B cucteMy. [1o yMo4aHuio
yCTaHOB/IEHO 3HaueHne 5. MoxeTt
NPUHNMAaTb 3HaYeHWs B Npejenax ot
3 40 20.

duration Lenoe 4ucno |MpogonxkmnTenbsHOCTb 3anpeTa
aBTopu3aLunmn ANA yKasaHHOro
IP-agpeca B MUHYyTax. 1o ymonyaHuio
yCTaHOB/IEHO 3HaueHue 15. MoxeTt
NnpuHMMaTh 3Ha4YeHus B npejenax ot
1 p0 60.

observation-window |Jesoe uwucno |MpoAOAXNTENBbHOCTb HabaAeHNs
3a NoA03pUTENbHON aKTUBHOCTBIO B
MUHyTax. 1o ymonyaHuio
YyCTaHOB/IEHO 3HaueHwue 3. MoxeT

NMPMHUMATb 3Ha4YeHWd B npeaenax ot

140 10.

(config-ftp)> lockout-policy 10 30 2
Ftp::Server: Bruteforce detection is enabled.
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(config-ftp)> no lockout-policy
Ftp::Server: Bruteforce detection is disabled.

(config-ftp)> lockout-policy 0
Ftp::Server: Bruteforce detection reset to default.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 Jo6aBneHa komaHga ip ftp lockout-policy.

3.42.3 ip ftp permissive

OnuncaHmne PaspewwnTb gocTyn K cepepy FTP Ansi Bcex Nonb3oBaTesein 6e3 aBTopmsaLmn.
KomaHga ¢ npedrkcom no 3anpeLaeT Takowm AoCTyn.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica IP

CuHoncunc I (config-ftp)>  permissive

I (config-ftp)> no permissive

Mpumep (config-ftp)> permissive

(config-ftp)> no permissive

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 JlobasneHa komaHaa ip ftp permissive.

3.42.4 ip ftp security-level

OnucaHwue YcTaHOBUTb YpoBeHb 6e3onacHocTy FTP. Mo yMOon4YaHWto yCTaHOB/EHO
3Ha4yeHue private.

MNpedukc no Het
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc I(config-ftp)> security-level (public | private | protected)
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AprymeHTbI AprymeHT |3HaueHme |OnucaHue
public Kniwyesoe Joctyn k FTP-cepBepy pa3speLueH ans public,
C/10B0 private 1 protected nHTepdeiicos.
private Knwyesoe Joctyn Kk FTP-cepBepy pa3speLueH aa4 private
CJ/I0BO I/IHTepq)eI‘/JICOB.
protected Knoyesoe JocTyn k FTP-cepBepy pa3pelueH ans private
C/10B0 n protected nHTepdelicos.
Npumep (config-ftp)> security-level protected

Ftp::Manager: Security level changed to protected.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvicaHue
2.08 Jlo6aBneHa komaHga ip ftp security-level.
3.43 ip host
OnucaHue Jo6aBuTb JOMeHHOe nMsa 1 agpec B Tabanuy DNS.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)>  ip host «domains <address>
(config)> no ip host [ <domains <address> ]
AprymeHTbI AprymMeHT |3HaueHme |OnucaHune
domain Crtpoka JlomeHHOoe nmMs xocTa.
address IP-agpec IP-agpec xocTa.
Mpumep (config)> ip host zydata.local 192.168.1.22

Dns: :Manager:
192.168.1.22.

Dns: :Manager:

(config)> no

Added static record for "zydata.local", address »

ip host zydata.local 192.168.1.22
Record "zydata.local", address 192.168.1.22 deleted.

WcTopus nsmeHeHwnii

Bepcus

OnucaHue

2.00

[Jlo6baBneHa komaHga ip host.
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3.44 ip hotspot

OnucaHwue

Mpe¢ukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica
Bxo>xaeHue B rpynny

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

JocTtyn K rpynne KoMaHA Ans HacTporikn YnpasneHus JomaluHeli CeTbho.
Het

Het

Het

IP

(config-hotspot)
I(config)> ip hotspot

(config)> ip hotspot
(config-hotspot)>

Bepcus OnucaHue

2.06 Job6asneHa komaHgaa ip hotspot.

3.44.1 ip hotspot auto-scan interface

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

BikntounTtb poHOBOE CKaHMpPOBaHMe Ha 3ajaHHOM nHTepdelice. Mo
YMOYaHMIO BK/HOYEHO.

KomaHga ¢ npedrKcoM no oTK/t0HaeT HacTPOWKY.
Ja
Ja
Ja
IP

(config-hotspot)>  auto-scan interface <interface

(config-hotspot)> no auto-scan interface <interface

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgenc MonHoe nma nHTepderica A NCeBLOHUM.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster@/AccessPointl" is unchanged.
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WcTopusa nsmeHeHum

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

Bepcus OnucaHue

2.08 Job6asneHa komaHgaa ip hotspot auto-scan interface.

3.44.2 ip hotspot auto-scan interval

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3afaTb HTEepBa NPOBEPKM XOCTOB, HAXOAALLIMXCS OHAAWH. [0 yMOAYaH1Io
ncnonb3yeTtca 3HayeHue 30.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne No YMOAYaHUIo.
Ja

Ja

Het

IP

(config-hotspot)>  auto-scan interval <interval>

(config-hotspot)> no auto-scan interval

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uncno |VIHTepBan CKaHWPOBAHUS B CEKYHAAX.

(config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »
10 s.

(config-hotspot)> no auto-scan interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »
default.

Bepcus OnucaHve

2.08 [Jlo6aBneHa komaHga ip hotspot auto-scan interval.

3.44.3 ip hotspot auto-scan passive

OnucaHwne

3afaTb CKOPOCTb MACCMBHOIO CKAHNUPOBaHMSA B XOCTax B cekyHay. Mo
YMONYaHMIO NCMOb3yeTCs 3HaYeHue 3.

KomaHga ¢ npedrkcoM no BO3BpALLAET 3HAYEHME MO YMONYAHNIO.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

IP

(config-hotspot)>  auto-scan passive <rate> hps

(config-hotspot)> no auto-scan passive

AprymeHT 3HauyeHue OnuncaHwue

rate lenoe 4ucno |CKOPOCTb NacCMBHOIO CKaHMPOBaHUA.

(config-hotspot)> auto-scan passive 5 hps
Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.

(config-hotspot)> no auto-scan passive
Hotspot::Discovery: :Manager: Auto-scan rate reset to default.

Bepcus OnucaHue

2.08 JlobasneHa komaHaa ip hotspot auto-scan passive.

3.44.4 ip hotspot auto-scan timeout

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

YcTaHoBUTb 0P PaaiHOBbIN TaliM-ayT A4/19 XOCTOB. [ocnie ykazaHHOro BpeMeHun
OTCYTCTBYIOLLMIA XOCT YAANSAETCH 13 CNMCKa OBHapY>KeHHbBIX XOCTOB XOT-CMoTa.
Mo ymonuaHuio ncnonb3yercs 3HaveHve 35.

KomaHgaa ¢ npedprKcom no Bo3BpaLLaeT 3HaYeHNE N0 YMOAYaHUIO.

Ja

Ja

Het

IP

(config-hotspot)>  auto-scan timeout <timeout>»

(config-hotspot)> no auto-scan timeout

AprymeHT 3HauyeHue OnuncaHwue

timeout Lenoe umncno |OdPnaiHOBbIN TalriM-ayT B CeKyHAaX.
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Mpumep

UcTopuns nameHeHuii

(config-hotspot)> auto-scan timeout 31
Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> no auto-scan timeout
Hotspot::Discovery: :Manager: Auto-scan host offline timeout reset »
to default.

Bepcus OnucaHve
2.08 [JobaeneHa komaHza ip hotspot auto-scan timeout.

3.44.5 ip hotspot default-policy

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

OnpegennTb NOAUTUKY YNipasnieHusa JomMalwlHen CeTbio A8 BCex
NHTepdelricoB N Ha3Ha4YUTb Npodunb goctyna B IHTepHeT. MoanTurka
NpUMeHseTcs KO BceM MHTepdeiicaM, He MMeroLLIM CO6CTBEHHOTO NMpaswua
aoctyna, ip hotspot policy.

MoAnTMKa No ymon4vaHuto: permit.

KomaHAa ¢ npepunKcom no ycTaHaBNMBaEeT 3HayYeHne NOANTUKN Mo
YMONYaHUIO.

Ja
Ja
Ja
IP
(config-hotspot)>  default-policy (<access» | policy»)

(config-hotspot)> no default-policy

AprymeHT 3HauyeHue OnucaHue

access permit PaspelwnTb goctyn K ceTni IHTepHer.
deny 3anpeTnTb JoCTyn K ceTn IHTepHeT.

policy Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.

(config-hotspot)> default-policy permit
FHotspot: :Manager: Default policy "permit" applied.

(config-hotspot)> default-policy deny
Hotspot::Manager: Default policy "deny" applied.

(config-hotspot)> default-policy Policy®
Hotspot::Manager: Default policy "Policy0" applied.
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(config-hotspot)> no default-policy
Hotspot::Manager: Default policy cleared.

WcTopusa nsmeHeHum Bepcus onuvcaHve
2.09 Job6asneHa komaHgaa ip hotspot default-policy.
212 [JlobaeneH aprymeHT policy.

3.44.6 ip hotspot host

OnucaHune HactpouTb npasBuaa goctyna nam 61oKMpoBKn AN onpeaeneHHbIX KINEeHTOB
Ynpaenenus lomawHein CeTbto. laHHbIE NpaBuaa MMerT 6oJiee BbICOKUNA
npryopuTeT, YeM HaCTpOliKa NOANTUKK (CM. KoMaHay ip hotspot policy).

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBOg, [a
Tun uHTepderica IP

CnHoncuc (config-hotspot)>  host wmac» (<access» | schedule <schedules | policy

policys)

(config-hotspot)> no host mac> (access> | schedule | policy)

AprymeHT AprymeHT 3HauyeHune OnuncaHune

mac MAC-apgpec MAC-agpec xocTa. XoCT JO/KEH bbITb
3aperncTpuvpoBaH 3apaHee ¢
rnomMouybio komaHasl known host.

access permit PaspewwnTb goctyn K ceTvi VIHTepHer.
deny 3anpeTuTb JOCTyn K ceTu VIHTepHeT.
schedule Pacnucanmne Ha3BaHue pacnucaHus, CO34aHHOro
Mpvi NOMOLLW FPyrnbl KOMaHA
schedule.
policy Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.
Npumep (config)> known host MYTEST 54:e4:3a:8a:f3:a7

Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule "permit" applied to host »
"54:e4:3a:8a:f3:a7".
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UcTopuns nameHeHuii

(config-hotspot)> host 54:e4:3a:8a:f3:a7 deny
Hotspot: :Manager: Rule "deny" applied to host "54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 schedule MYSCHEDULE
Hotspot::Manager: Schedule "MYSCHEDULE" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 schedule
Hotspot::Manager: Host "54:e4:3a:8a:f3:a7" schedule disabled.

(config-hotspot)> host 54:e4:3a:8a:f3:a7 policy Policy®
Hotspot::Manager: Policy "Policy@" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 policy
Hotspot::Manager: Policy removed from host "54:e4:3a:8a:f3:a7".

Bepcus OnucaHve
2.06 [JobaeneHa komaHza ip hotspot host.
2.12 [JlobaBneHbl aprymeHThl permit, deny, schedule, policy.

3.44.7 ip hotspot host priority

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

HasHaunTb onpegeneHHbI NpropuTeT BceMy Tpadurky, HanpaBAeHHOMY K
3aperncTpMpoBaHHOMY XOCTY. Perncrpaumsa Xxocta BbINOAHSAETCA 3apaHee
npu noMoLm komaHasl known host.

KomaHga ¢ npedpurKcom no yaanset npropuTerT.
Ja

Ja

Het

IP

(config-hotspot)>  host wmac> priority priority;

(config-hotspot)> no host mac» priority

AprymeHT 3HayeHue OnucaHue
mac MAC-agpec MAC-agpec xocTa.
priority 1 HauBsbicLunii.

2 Kputnueckni.

3 Bbicoknia.

4 MoBbILLEHHBbINA.

5 CpegHuia.
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AprymeHT 3HauyeHue OnuncaHwue

6 HopManbHbI (MO YMOAYaHNIO).
7 Hunskum.
NMpumep (config-hotspot)> host 04:d2:cl:14:bc:59 priority 7

Hotspot::Manager: Applied priority "7" to host »
"04:d2:cl:14:bc:59".

(config-hotspot)> no host 04:d2:cl:14:bc:59 priority
Hotspot::Manager: Removed priority from host "04:d2:cl:14:bc:59".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.08 JobasneHa komaHaa ip hotspot host priority.

3.44.8 ip hotspot policy

OnucaHue OnpegennTb NOAUTUKY YnipaBneHus JomalHel CeTbto A4/18 BbIGpaHHOroO
nHTepderica. NMoanTnka NPpUMeEHSETCH KO BCEM XOCTaM, He VIMeIOLLMM
cobcTBeHHOro npaewaa goctyna ip hotspot host.

MonnTtmka no ymonuyaHuo: permit.

KomaHga ¢ ﬂpeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHne NoJINTUKU No
yMO/14aHWHO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHtepdeiica IP

CuHoncuc (config-hotspot)>  policy <interfaces (<accesss | policys)

(config-hotspot)> no policy <interfaces

AprymeHTbI AprymeHT 3HaueHue OonucaHue
interface UHTepeiic MNMonHoe nms Ethernet nHtepdeiica
WA NCEBAOHUM.
access permit PaspewwnTb goctyn K ceTvi VIHTepHer.
deny 3anpeTnTb JoCTyn K ceTn NIHTepHeT.
policy Mpoguns poctyna|Ha3BaHme npodunda gocryna.
NMpumep (config-hotspot)> policy Home permit

Hotspot::Manager: Policy "permit" applied to interface "Home".
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UcTopusa nsmeHeHwnii

(config-hotspot)>
Hotspot: :Manager:

(config-hotspot)>
Hotspot: :Manager:

(config-hotspot)>
Hotspot: :Manager:

policy
Policy

policy
Policy

Home deny
"deny" applied to interface "Home".

Home Policy0
"Policy0" applied to interface "Home".

no policy Home
Interface "Home" policy cleared.

Bepcus

OnucaHune

2.06

JobasneHa komaHAa ip hotspot policy.

2.12

Job6asneH aprymeHT policy.

3.44.9 ip hotspot priority

OnuncaHune

Ha3HaunTb onpegeneHHbIi NpyopuTeT BceMy Tpaduky, HanpaBneHHOMY K

nHTepoecy.

Mpe¢ukc no

MeHsieT HacTpoiKK

KomaHza c npedurKcom no yaansieTt npuopuTer.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHtepdeiica IP
Cunoncnc (config-hotspot)>  priority <interfaces priority
(config-hotspot)> no priority <interface»
AprymeHTbI AprymMeHT |3HaueHme |OnucaHune
interface UHTeppenc MonHoe nma nHTepderica nam NCeBLOHUM.
priority 1 HaunBbICLLNIA.
2 Kputnuecknii.
3 Bbicokmia.
4 MoBbILLIEHHbIN.
5 CpegHuin.
6 HopmankHbI (N0 yMON4aHuIo).
7 Hu3kuia.
Mpumep (config-hotspot)> priority Home 7

Hotspot::Manager: Applied priority "7" to interface "Home".
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(config-hotspot)> no priority Home
Hotspot::Manager: Removed priority from interface "Home".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.08 Job6asneHa komaHgaa ip hotspot priority.

3.44.10 ip hotspot wake

OnucaHwne OTtnpaButb Wake-on-LAN nakeT Ha private n protected nHtepdericbl xocTa.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CnHoncuc (config-hotspot)>  wake mac»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-agpec MAC-aapec xocrTa.
NMpumep (config-hotspot)> wake a8:1e:84:11:f1:22

Hotspot::Manager: WoL sent to host: a8:1e:84:11:f1:22.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobasneHa komaHaa ip hotspot wake.

3.45 ip http lockout-policy

OnucaHune 3ajaTb NapamMeTpbl OTCAEXVBAHWA NOMbITOK BTOPXeHWs NyTéM nepebopa
naponeit HTTP ansa ny6anyHbix nHTepdericos. Mo ymondaHuio GyHKUmMs
BKJIlOYeHa. Ecnuv B kayecTBe aprymeHTa Ucnosb3yeTcs 0, Bce napamMeTpsl

oTCNeXmBaHWs nepebopa byayT cOpOLLEeHbI B 3HaYEHKS MO YMOYAHMIO.
KomaHga ¢ npedurkcom no oTkaoYaeT obHapyXeHne nog6opa.
MNpedukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
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Cunoncuc (config)>  ip http lockout-policy «thresholds [«durations
[<observation-window:]]
(config)> no ip http lockout-policy
AprymeHTbI AprymeHT 3HaueHve |OnucaHune
threshold Uenoe 4ucno|Konnyectso HeyAauHbIX MOMbITOK BXOAA
B cucTemy. [10 yMONYaHUIO YCTaHOBNEHO
3HayeHune 5. MoxeT NnpuHMMaTb
3HayeHWsa B npegenax ot 4 Ao 20.
duration Uenoe uucso|[poAoKNUTENbHOCTE 3arnpeTa
aBTOpM3aUMK Ansa ykasaHHoro IP-agpeca
B MUHYTax. [10 yMON4YaHMI0 yCTaHOBEHO
3HayveHue 15. MoxeT nprHUMaTh
3HayeHusa B npegenax ot 1 4o 60.
observation-window|ljenoe 4ucso|MpofOMKNTENEHOCTL HAabNoAeHNS 3a
NoA03PUTENBHOM aKTUBHOCTBIO B
MUHYyTax. 1o yMon4YaHWIO yCTaHOBNEHO
3HayveHue 3. MoxeT NpuHMMaTb
3HayeHusa B npegenax ot 1 o 10.
Mpumep (config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is enabled.
(config)> no ip http lockout-policy
Http::Manager: Bruteforce detection is disabled.
(config)> ip http lockout-policy 0
Http::Manager: Bruteforce detection reset to default.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.08 Job6asneHa komaHgaa ip http lockout-policy.

3.46 ip http log access

OnucaHwue BrnrounTb pexxrm 0Tnaaku Ha Beb-cepaepe (nginx). Mo ymonyaHmo GyHKLMA
OTKJIH0UEHa.

KomaHga ¢ npedrkcom no oTkAoYaeT 0TNAAA0UHbBIA PEXMM.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica IP
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config)> ip http log access

I (config)> no ip http log access

(config)> ip http log access
Http::Manager: Enabled access logging.

(config)> no ip http log access
Http::Manager: Disabled access logging.

Bepcus OnucaHve

3.00 JobasneHa komaHga ip http log access.

3.47 ip http log auth

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepderica

CvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

BkNHOUMTE NOrMpoBaHMe NonbITOK HeyAauYHOoM aBTopm3aLmmn B cucteme. Mo
YMONIYaHWNIO GYHKLNS OTK/IOYEHA.

KomaHga ¢ npednKcom no OTK/AKYaET IOrMpoBaHme.
Ja

Ja

Het

IP

I (config)> ip http log auth

I (config)> no ip http log auth

(config)> ip http log auth
Http::Manager: Auth logging enabled.

(config)> no ip http log auth
Http::Manager: Auth logging disabled.

Bepcusa OnucaHue

2.08 JobasneHa komaHaa ip http log auth.

3.48 ip http log webdav

OnucaHune

BkarounTb norvpoBaHme NonbITOK HEYyAaYHOro NOAKAYEHWS K cepBepy
WebDAV. Mo ymonuaHuio GyHKLUUA OTKAOYEeHa.

KomaHza ¢ npedrKcoM no oTKIYaeT N0rMpoBaHue.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CuHoncuc I (config)> ip http log webdav

I (config)> no ip http log webdav

Mpumep (config)> ip http log webdav

WebDav: :Server: Enabled request tracing.

(config)> no ip http log webdav
WebDav: :Server: Disabled request tracing.

WcTopus nsmeHeHni |Bepcus

OnucaHue

3.04

Jlo6aBneHa komaHgaa ip http log webdav.

3.49 ip http port

OnucaHwne

HasHaunTtb HTTP nopT ansa Beb6-uHTepderica Launcher DSL. Mo ymon4yaHuto

ncnonb3yeTcsa nopt 80.

KomaHga ¢ npedurkcom no yctaHaBAMBaET MNOPT MO YMOJTUAHUIO.

MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIA BBOA, Het
Tun nHTepdeiica IP

CuHoncuc (config)>

ip http port «port»

(config)> no ip http port

AprymeHTbI AprymeHT

3HayeHue

OonvicaHune

port

lenoe umucno |Hosbli nopT HTTP.

Mpumep

(config)> ip http port 8080

Http::Manager: Port changed to 8080.

(config)> no ip http port

Http: :Manager:

Port reset to 80.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHza ip http port.

3.50 ip http proxy

OnucaHwue JocTtyn K rpynne KomaHa ans HacTpoiiku HTTP-npokcn. Ecan npokcn He

HalJeH, KOMaH/a MblTaeTcs ero co3gaTb.
KomaHga c npedunkcom no yganseT NpoKcu.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-http-proxy)

CuHoncuc (config)>  ip http proxy name>
(config)> no ip http proxy name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka Vma HTTP npokcw.
Mpumep (config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.08 Job6asneHa komaHgaa ip http proxy.

3.50.1 ip http proxy auth

OnucaHwue Brnrountb asTopusaumto ansa HTTP-npokcn. o ymonyaHuio napamMmeTp
OTKJIHOUEH.

KomaHgaa ¢ npedurkcom no oTkaro4aeT aBTopmsaunto ana HTTP-npokcu.

Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
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CuHoncnc I (config-http-proxy)>  auth

I (config-http-proxy)> no auth

Mpumep (config-http-proxy)> auth
Http::Manager: Proxy password auth is enabled.

(config-http-proxy)> no auth
Http::Manager: Proxy password auth is disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JobasneHa komaHga ip http proxy auth.

3.50.2 ip http proxy domain

OnucaHune YcTaHOBUTL fJOMEHHOE M4, onpegenatowee FQDN BUPTyanbHOro XocTa.
KomaHga ¢ npedunkcom no yaanset HacTPonKy.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun uHTepdderica IP

CnHoncuc (config-http-proxy)>  domain static «domain»

(config-http-proxy)> no domain

AprymeHTbI AprymeHT 3HaueHue OonucaHue
domain Ctpoka JomeHHoe nm4.
Mpumep (config-http-proxy)> domain static example.net

Http::Manager: Configured base domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 Job6asneHa komaHaa ip http proxy domain.
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3.50.3 ip http proxy domain ndns

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

Vicnonb3oBaTb foMeHHOe nM4, nonyyeHHoe ot cepsrica NDNS. Echv gaHHas
onumsa BKIOYEHa, HacTpoiika ip http proxy domain cTupaeTcs.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

IP

I(config-http—proxy)> domain ndns

I (config-http-proxy)> no domain ndns

(config-http-proxy)> domain ndns
Http::Manager: Configured ndns domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

Bepcus OnucaHve
2.08 Jlo6aBneHa komaHga ip http proxy domain ndns.

3.50.4 ip http proxy force-host

OnucaHwune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

BknounTtb nepeonpegeneHne 3aronoska Host ans upstream.
KomaHga ¢ npedurkcom no oTKIoYaeT HaCTPOKY.

[Ja

Ja

Het

IP

(config-http-proxy)>  force-host «force-host»

(config-http-proxy)> no force-host

AprymeHT 3HayeHue OnucaHue

force-host |Ctpoka IP-agpec nnn gomeHHoe nvs.
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Mpumep

UcTopusa nsmeHeHwnii

(config-http-proxy)> force-host 192.168.8.1

Http::Proxy:
"192.168.8.1".

"modem": enabled Host header enforcing to »

(config-http-proxy)> force-host modem.keenetic.pro

Http::Proxy:

"modem": enabled Host header enforcing to »

"modem. keenetic.pro".

(config-http-proxy)> no force-host

Http::Proxy: "modem": disabled Host header enforcing.
Bepcus OnucaHue
3.06 JobasneHa komaHaa ip http proxy force-host.

3.50.5 ip http proxy preserve-host

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

YCTaHOBUTb napamMeTp 4143 COXpaHeEHUA NCXOAHOI0 3arosioBka rnpu

NPOKCVMPOBaAHNM

KomaHga ¢ npedprKCcoM No OTK/HOUaEeT HAaCTPOWKY.

Aa
Ja
HeTt

IP

I(conﬁg-hup-proxyy> preserve-host

I (config-http-proxy)> no preserve-host

(config-http-proxy)> preserve-host
Http::Manager: Proxy HTTP Host header preservation is enabled.

(config-http-proxy)> no preserve-host
Http::Manager: Proxy HTTP Host header preservation is disabled.

Bepcusa

OnucaHue

2.13

JobasneHa komaHaa ip http proxy preserve-host.

3.50.6 ip http proxy security-level

OnuncaHwmne

YcTaHoBUTL ypoBeHb 6e3onacHocTy Ang HTTP-npokcwn. Mo ymonvaHuio
yCTaHOB/IEHO 3HayveHne private.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CnHoncuc (config-http-proxy)>  security-level (public | private)

(config-http-proxy)> no security-level

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
public Knwouesoe Aoctyn Kk HTTP-npokcm pa3spetueH and public,
C/10B0 private n protected nHtepdericos.
private Krouesoe Joctyn K HTTP-npokcu paspeLueH To/IbKO ANd
C/10B0 private nHTepdelicos.
Mpumep (config-http-proxy)> security-level public

Http::Proxy: "testl": set public security level.

(config-http-proxy)> no security-level
Http::Proxy: "testl": unset public security level.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.05 JlobaBneHa komaHAa ip http proxy security-level.

3.50.7 ip http proxy ssl redirect

OnucaHwue BrkntounTb aBTOMaTM4Yeckoe nepeHanpas/eHme Ha JOMeHbl C cepTUdrKaTom
SSL ansa cny>x6bl HTTP-npokcu. Mo ymMonyaHuio nepeHanpasneHmne BKIlOYEHO.

KomaHga ¢ npedurkcom no oTKA0YaeT nepeHanpaeneHue.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncnc I(config-http-proxy)> ssl redirect

I (config-http-proxy)> no ssl redirect

MNpumep (config)> ip http ssl redirect
Http::Proxy: "mytest": enabled SSL redirect.
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(config)> no ip http ssl redirect
Http::Proxy: "mytest": disabled SSL redirect.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

4.00 Job6asneHa komaHgaa ip http proxy ssl redirect.

3.50.8 ip http proxy upstream

OnucaHwne YcraHoBuUTb agpec HTTP nan HTTPS cepBepa, Ha KOTOpbI 6yayT
nepeHanpaBATbLCA 3aNpockl.

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica IP
CuHoncuc (config-http-proxy)> upstream(http | https)(wmac> | <ip> | «fqdns) [«ports]
(config-http-proxy)> no upstream
AprymeHTbl AprymeHT |3HauyeHue OonucaHune
http Knouesoe cnoso |HTTP cepsep.
https Kmw4esoe cnoso |HTTPS cepsep.
mac MAC-agnpec MAC-agpec cepBepa.
ip IP-agpec IP-agpec cepBepa.
fqdn FQDN MonHoe somMeHHOEe NMs cepBepa.
port UYenoe uucno Homep nopra.
Npumep (config-http-proxy)> upstream http 192.168.1.1 8080

Http::Manager: Proxy "TEST" upstream was set.

(config-http-proxy)> upstream https google.com 443
Http::Proxy: "modem": set https upstream google.com, port 443.

(config-http-proxy)> no upstream
Http::Manager: Remove upstream info for proxy "test".

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.08 JobasneHa KkomaHaa ip http proxy upstream.
3.05 JobaBneHo ko4yeBoe C1oBO https.
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3.50.9 ip http proxy x-real-ip

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb noaaepxky 3aronoskos X-Real-IP and X-Forwarded-For ana HTTP
npokcu.

KomaHga ¢ npedrKCOM Nno OTKAKOHAaEeT 3arooBKuN.
Ja

Ja

Het

IP

I (config-http-proxy)>  x-real-ip

I (config-http-proxy)> no x-real-ip

(config-http-proxy)> x-real-ip
Http::Proxy: "testl": enabled X-Real-IP and X-Forwarded-For »
headers.

(config-http-proxy)> no x-real-ip
Http::Proxy: "testl": disabled X-Real-IP and X-Forwarded-For »
headers.

Bepcus OnucaHve

3.05 [Jlo6aBneHa komaHga ip http proxy x-real-ip.

3.51 ip http security-level

OnucaHwne

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

YCTaHOBUTb YpOBEHb 6€30MacHOCTL A1 YAAIEHHOIO A0CTyra K Be6
nHTepoelicy Keenetic. Mo yMonyaHMIO yCTaHOB/IEHO 3HaUeHe private.

Het
Ja
Het

IP

(config)> iphttpsecurity-level (public[ssl] | private | protected)

AprymeHT (3HauyeHue OnucaHwue

public Knwyesoe cnoso|[locTyn Kk Be6 nHTepdeiicy paspeLueH aAns
public, private n protected nHTepdeiicos no

HTTP n HTTPS.
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AprymeHT |(3HayeHue OnucaHwue

private Knwyesoe cnoso|[locTyn Kk Be6 nHTepdeiicy paspeLleH Ans
private nHTepdericos.

protected |Kmwoyesoe croso|[ocTyn K Beb6 MHTepdency paspeLueH A5
private n protected nHtepdelicos.

ssl Kno4yesoe cnoso|ocTyn Kk Be6 nHTepdeiicy paspeLleH ans
public nHTepdelicoB Tonbko yepes HTTPS.

Npumep (config)> ip http security-level protected
Http::Manager: Security level changed to protected.

(config)> ip http security-level public ssl
Http::Manager: Security level set to public SSL.

WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.08 JobasneHa komaHgaa ip http security-level.
3.00 Jlo6aBneH napametp ssl.

3.52 ip http ssl acme ecdsa

OnucaHwue BkntounTb noagepxky ceptudumkaToB Ha ocHoBe kpunTtorpadum ECDSA.
KomaHga c npedurkcom no oTkaYaeT 3Ty QYHKLMIO.

MNpedukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config)> ip http ssl acme ecdsa

I (config)> no ip http ssl acme ecdsa

Mpumep (config)> ip http ssl acme ecdsa
Acme: :Client: Enabled ECDSA chain.

(config)> no ip http ssl acme ecdsa
Acme::Client: Disabled ECDSA chain.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onucaHvie

3.09 Jlo6aBneHa komaHga ip http ssl acme ecdsa.
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naBa 3 OnncaHme KOMaHA,

3.53 ip http ssl acme get

OnucaHwue Co3gatb 1 nognucaTb cepTudmkat SSL Ana ykazaHHOro AOMEHHOro MMeHu
(no ymonyaHuto, KeenDNS). [lna Hero AosxeH 6blTb NpefocTaBAeH AOCTYN
13 NHTepHeTa.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config)> ip http ssl acme get [ <domains ]
AprymeHTbI Argument |3HaueHne |OnucaHue
domain Ctpoka JomeHHoe nms KeenDNS.
Mpumep (config)> ip http ssl acme get mytest.keenetic.pro
Acme::Client: Obtaining certificate for domain »
"mytest.keenetic.pro" is started.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.11 Jlo6aBneHa komaHga ip http ssl acme get.

3.54 ip http ssl acme revoke

OnucaHue OTMeHUTb 1 yaanuTb SSL-cepTndmrkat Ana ykasaHHOro AOMeHHOro UMeH
(KeenDNS, no ymon4aHwuio).

Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)> ip http ssl acme revoke «domain
AprymeHTbI AprymeHTt 3HayeHue |OnucaHue

domain CTpoka JomeHHoe nms KeenDNS.
NMpumep (config)> ip http ssl acme revoke mytest.keenetic.pro

Acme::Client: Revoking certificate for domain »
"mytest.keenetic.pro" is started.
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naBa 3 OnncaHme KoMaHp,

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.11

[JobaeneHa komaHza ip http ssl acme revoke.

3.55 ip http ssl acme list

OnucaHune
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIia BBog, Het

Moka3aTb CnMCcoK 6ecnnaTHbIX cepTndurKaToB Let s Encrypt B cucteme.

ccbb5a71a7644903b51a5454 . keenetic.io

CuHoncuc I(conﬂgp» ip http ssl acme list
Mpumep (config)> ip http ssl acme list
certificate:
domain:
should-be-renewed: no
is-expired: no
issue-time:

expiration-time:

certificate:

domain:
should-be-renewed:
is-expired:
issue-time:
expiration-time:

2018-06-20T09:16:30.000Z
2018-09-17T09:16:30.000Z

mytest.keenetic.pro

no

no
2018-06-28T16:36:56.000Z
2018-09-25T16:36:56.000Z

WcTopus nameHeHni |Bepcus

OnucaHue

2.1

[Jlo6aBneHa komaHga ip http ssl acme list.

3.56 ip http ssl enable

OnucaHwne

Bkntountb SSL Ha HTTP cepsepe. No ymonyaHuto, SSL oTktoueH.

KomaHga c npedurkcom no otkarouaet SSL.

MNpejukc no Ja
Ja

MHorokpaTHbIi BBog, Het

MeHsieT HacTpoiKkmn

Tun nHTepdeiica IP
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config)> ip http ssl enable

I (config)> no ip http ssl enable

(config)> ip http ssl enable
Http::Manager: Enabled SSL service.

(config)> no ip http ssl enable
Http::Manager: Disabled SSL service.

Bepcus OnucaHve

2.07 JobasneHa komaHgaa ip http ssl enable.

3.57 ip http ssl port

OnucaHune

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,
