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BBegeHue

BBepeHme

JaHHbIN CNPaBOYHUK COAEPXUT KOMaHZbl AN ypaBneHWsa yCTpoMcTBOM Giant
NnocpeAcTBOM MHTepderica KOMaHAHOW CTPOKU. 34eCb NPUBEAEH MOMHbIN CANCOK BCEX
AOCTYMHBIX KOMaHA. Takke ykasaHbl MpyMepbl TOro, Kak NCnoib30BaTb Hanbonee
pacnpocTpaHeHHble 13 3TUX KOMaHj, 061was nHopMaLmsa o0 B3aMOCBS3M MeXAy
KOMaHAaMun 1 NpUHUMNMansHbIe OCHOBbLI TOTO, Kak MX UCMONb30BaThb.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

[JlaHHOe pyKOBOACTBO NpeAHa3Ha4vyeHo Ans ceTeBbIX aAMUHUCTPATOPOB NN CNeLmancToB
MO BbIYMC/INTENIBHOM TEXHMKE, OTBEYAKOLLIMX 3a HAaCTPOMKY 1 noaaepky Giant Ha mecTe.
OHo TaKke nNpegHa3HayYeHo AN ornepaTopoB., KOTopble ynpasnsaoT Giant. lokyMeHT
OXBaTbIBaeT TeXHNYecKme npoLesypbl NOAAEP>KKN BbICOKOro YPOBHSA AN
root-afMUHUCTPATOPOB U COTPYAHMKOB TEXHMYECKOM Noaaep>xku Giant.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic
CTPOKOM KOMaHAHOW CTpoKK Giant, ee nepapxuyeckyro CTpyKTypy,
YPOBHW aBTOPM3aLMM 1 BOSMOXHOCTW CAPaBKN.

OnucaHvie KOMaHj AndaBUTHbIV CNMCOK KOMaHA, KOTOPbIE MOXHO BBOAUTH
B KOMaHZHOW CTpoKe AN HacTpoliku Giant.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLlme o603HaueHs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.

JneMeHThI B YrnoBblX ckobkax noanexat

I <3aMeHSAEMbI 3/1EMEHT>
3aMeHe.
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BBegeHue

x|y]2 Obs3aTenbHble anbTepHaTUBHbIE K/HOYeBble
C/I0Ba rpynnuvpyoTcs B KPYrabiX CKOBKax 1
pasfensoTca BepTUKaNbLHOM YepToi.
x|yl zl Heobsi3aTenbHble anbTepHaTUBHbIE

K/It0YEBbIE C/I0BA FPYNNMpPYHTCS B
KBaApaTHbIX CKOBKax 1N pa3gensioTcs

BepTMKa/NbHOWN YepTo.

OnurcaHmne Kaxaoi KOMaHAbl pa3zefieHo Ha ciegyroLye noapasaens:

OnwcaHwne OnuncaHwe TOro, 4To KOMaHZAa AenaerT.
CnHoncuc O6Lwnin popmaTt KOMaHAbI.
Mpedukc no BO3MOXHOCTb NCMNONb30BaHMA B KOMaHAe

npedukca no.

MeHsieT HaCTpPOoiKK

CnocobHOCTb KOMaHAbI MEHATL HAaCTPOKM.

MHorokpaTHbIi BBOA,

BO3MOXHOCTb MHOFOKPATHOrO BBO/AA
KOMaHAbI.

BxoxzeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KomaHaa. Ecam rpynnbl HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodeiica

Tvn nHTepodeiica, Ha KOTOpbIN BAVSET
KomaHgaa. Pasgen He oTobpaxaeTcs, ecam
AAHHbIN KOHTEKCT He MeeT CMbIcNa ANs
KOMaHgbl.

NHTepdelicbl, NCnonb3yemMble B CUCTEME, U
OTHOLUEHUSI MEXAY HAMW NOKa3aHbl Ha
Aarpamme Huxe.

AprymeHThl

AprMeHTbI, eCc/in eCTb, N NMNoACHEHNA K HNM.

Mpumep

MnntocTpauums Toro, Kak KOMaHAa BbIrNaANT
npv Bbi3oBe. MockoNbKy MHTepdeiic NpocT,
HeKoTopble NPVMepbl 0YEBUAHbI, HO OHU
BKJ/IOUEHbI A1 ICHOCTW.

an/IMeL'IaHVIﬂ, npeaynpexaeHma n npejocrepexeHnda ncnonb3yroT ciegyrome

0603HayeHus.

MpumeyaHve:  O3HauvaeT "unTaTtesnb, NPUMK K CBefeHUID". MprMeYvaHuns cogepxar
rnosne3sHble COBEThI UK CCbIIKW Ha MaTtepuansl, He cojepXalimecs B

AAaHHOM CMpaBOYHUKKE.

MpeaynpexaeHve: O3HayaeT "untaTenb, BHUMaHMe!". Bawmn geicTBns MoryT NnpmeecTi K
noBpexaeHnto obopyf0BaHNSA AW NoTepe AaHHbIX.
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3.106.3 NANS drop-Name .........ooooiiiiiiiiiiiiii 437
3.106.4 ndns get-booKed ... 439
3.106.5 NAdNs get-update ..........ooiiiiiiiiiiiii 440
B.T07 NECE ettt e e ettt e e e et et et e e e et et et e e e e e eeeernaaas 442
3.107.1 NECE AEDBUG ...coooiiiiiiiiiiii e 443
3.107.2 ntce MemMOry-WatCRer ... 443
3.107.3 ntce qos category Priority .........ccccceeviiiiiiiiiiii 444
3.107.4 ntceqosenable ... 445
3.107.5 ntce upstream rate-limit iNput ...........cooovvviiiiiiiiiiiii 445
3.107.6 ntce upstream rate-limit output ... 446
I 01T 1 | 1 « T PP PP OPPPPPPPPPPRIN 447
3.T09 NEP MASTEE ..oeieiii e e ettt e e e e e et e e e e e e e er b e 447
3.TT0 NEP SEIVEE ...ttt e e e e tet e e ettt e e eeeba s e etasa e eeabaseeessaaseersnnnseennen 448
SBTTT NEP SOUICE ..ottt e e e et et e e e e e e e eeebbbe e e e eeeeeeasnnnnaeeeeesenes 448
3112 NEP SYNC-PEIIOU ... 449
3.113 0BJECE-GrOUP P coooiiiiiiiiiiii e 450
3.113.1 object-groupipexclude .............cceeriiiiiiii 450
3.113.2 object-group ipinclude ... 451
3114 0PKG CRFO0t ..o, 453
3115 OPKG AiSK ..o 453
3.116 0pKg dNS-0VErride ..........ccooiiiiiiiiiiiii 454
317 OPKG INIEIC oo 454
S I RS T o1 e IR o [ 4 1= o 1= 455
3.119 ping-check profile ... 456
3.119.1 ping-check profile host ...............ccciii 457
3.119.2 ping-check profile max-fails ................cooo 458
3.119.3 ping-check profile Min-SUCCESS ..........ccoovvvviiiiiiiiiiiiiiieee e, 458
3.119.4 ping-check profilemode ... 459
3.119.5 ping-check profile Port ........ccooooviiiiiiiiiii 460
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3.119.6 ping-check profile POWer-CyCle ..........ccoooviiiiiiiiiiiiiiiiiriece e 460
3.119.7 ping-check profile timeout .................. 461
3.119.8 ping-check profile update-interval ...............cooooiiiiiiiiiiiiiiiiiieccc s 462
3.119.9 ping-check profile Uri ..........cccoiiiiiiiiiiiiee 462
N 2 O+ T 1 OO POPPTRRPPPPPINN 463
3.T27T PPPOC PASS -.eeieiiiiiiiiiiiieeeeetttieti e e e e ettt e e e ettt bt e e e et trett b e e e e e et eeatrraeeaeaeees 464
3122 PLINEEE oo nnn 464
3.122.1 printer bidirectional ... 465
3.122.2 Printer debUQG ....coooeeeeeieeeeeeeeee 466
3.122.3 printer firmware ... 466
3.122.4 PrINEEY NAME ..o e e s e e e e e e e s e e e s e e e e e s e s e seaenas 467
3.122.5 PHINEEE POI .. 467
3.122.6 printer status-polling ...........ccccviiiiiiiiiiiiii 468
3.1 22,7 PN By PO e 468
3,123 SChedUI@ ...t e e e e e e e e 469
3.123.1 schedule action ...........cooiiiiiiiiii i 469
3.123.2 schedule description ...........cccciiiiiiiii 470
3.123.3 schedule led ... 471
324 SEIVICE AP oo 471
3.125 S@rVICe CifS oo 472
ST DL ST =1 Y/ Lol =T s | o« 472
3.127 service dNCP-relay ... 473
3.128 SEIVICE GINA ..ottt e e e e e e e s st e e e e e e e 473
3.129 SEIVICE ANS-PrOXY ..coooiiiiiiiiiiiiiiie e 474
3.130 SEIVICE FEP cooiiiiiiiiiiiii e 474
3131 SEIVICE Mt oo 475
3.132 SEIVICE IgMP-PIrOXY ....ocveieiiiiiiieieiiseissssssessssssssssssssssssssssssssssssssssnsssssssssssssssnsssssnsnsnnnns 475
3.133 service internet-CheCker ........... e 476
B34 SEIVICE IPSEC oooiiiiiiiiiiiiii 476
3.135 service Kabinet ... 477
3.136 SEIVICE MUUNS ....ooiiiiiiiiiiiitiie et e ettt e e e e s ettt e e e e e e e s aabbbbeeeeeeessanaans 477
3.137 SEIVICE IMWUS ..ottt ettt e et ettt e e et e e e e e e e e e e eeees 478
3.138 SEIVICE NECE ..ottt e e e e ettt e e e e e e bbbttt e e e e e s aaaabbbeneeeeeeeaanans 478
3.139 SEIVICE NEP oo 479
S BT I Y-Y oV (oI 0T 1] ST 479
3147 SErVICe SSN oo 480
3.1T42 SEIVICE SSEP-SEIVEE ....cceiiiiiiiiiiiieeeeeeettiiiiiieeeeeeetttttaaeseeeeeeeettaassseeeeeererrennsseseesseesnens 480
3.143 SEIVICE tRINET ... s 481
3.144 SEIVICE LOFT@NT ...oooiiiiiiiiiiiiiiiiee et ettt e e e e e et e et e e e e e sabbb e e e eeeessaanes 481
3.145 SEIVICE UAPXY o e e e e e e s e s e e e s e e e e e s e e e e e s e e e e e e e e nas 482
3146 SEIVICE UPNIP ooiiiiiiiiiiiiiiii e 482
3.147 SEIVICE VPN-SEIVEL ...coiiiiiiiiiiiiiiiieieeee ettt ettt ettt ettt e e e e e e e e e e e ee e 483
BUTA8 SROW ..ottt ettt e e e e s e e e e e e et eeeeeeeeeaaaaree 483
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3.148.1 SNHOW QCCESS ....ovvviiiieiieeeeecee ettt e e e e e e e e e bt e e e e e e e eeaasa s 483
3.148.2 SHOW QCIME .....oiiiiiiiii e e e et e e e et e e e et e e e eaaeeeeanas 484
3.148.3 ShOW afP oo 485
3.148.4 ShOW @SSOCIAtIONS .........cccoiiiiiiiiiiiiii e eeaa e 486
3.148.5 ShOW BULEON ....ooooiiiiiiiii e e e e e e e eaa s 487
3.148.6 show button bindings ... 488
3.148.7 show button handlers ... 489
3.148.8 show chilliprofiles ... 492
3.148.9 SHOW CifS ..ot e 492
3.148.10 ShOW ClOCK dAte ..........iiiiiiiei e e e e eeaaan 493
3.148.11 show clock timezone-list ..............cccccoiiiiiiiiiiiiiiicce e, 494
3.148.12 show components Status ...........ccccceiiiiiiiiiiiiiiiee 495
3.148.13 show configurator Status ...........ccooovviiiiiiiiiiiiiiiicccccceeeee e 495
3.148.14 ShOW Credifs ......oouniiiiiiiiii e e e e 496
3.148.15 show cryptoike Key ........oooovviiiiiiiiiiii 504
3.148.16 SHOW CrYPto MAP ..coooiiiiiiiiiiiiiiiii e 505
3.148.17 ShoW defaults ...........coooiiiiiiiiiiiic e 506
3.148.18 ShOW dINA .......ooiiii e e 507
3.148.19 ShOW ANS-PrOXY ..coooeiiiiiiieieieieieeeeeeecccecceeeee e e e e e e e e e 507
3.148.20 show dns-proxy filter presets ... 509
3.148.21 show dns-proxy filter profiles ..........cccccccciiiiiiiiiiiii 511
3.148.22 show dpn dOCUMENT ... s 511
3.148.23 ShOW dPn LISt ..ccoeieieieeeeeeeeeeeeeeeeeee 513
3.148.24 ShOW AOTTX .ouniiiiiiiiiei e et e et e e e et e e e e e e e 515
3.148.25 SHOW AFIVEIS ....ovveeiiiiieeeicce e e e e e e e e e e e aa s 515
3.148.26 show dyndns UPdaters ...........ccccciiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeee 516
3.148.27 show easyconfig StatUs ...........cccoovviiiiiiiiiiiiiiiiiiiiisisrsssss e 517
3.148.28 show eula dOCUMENL ..........ccooiiiiiiiiiiiiii e e e e 518
3.148.29 ShowW @UIA TSt .......ouuiiiiiiiic e e 519
3.148.30 SHOW INEEIFACE ......coovnniiiii e eaaaas 520
3.148.31 show interface antennas ............ccccccceiiiiiiiiiiiiiiiiie e 522
3.148.32 show interface bands ...............ccoooiiiiiiiii e 523
3.148.33 show interface bridge ..............ccciiiiii 524
3.148.34 show interface cable-diagnostics ..................ccc 525
3.148.35 show interface cells ............ccoooeiiiiiiiiiiiiiii e 526
3.148.36 show interface channel-utilizationrrd ... 527
3.148.37 show interface channels ................ccoooiiiiiiiiiiiii e, 529
3.148.38 show interface chilli ................cccooiiiii e, 531
3.148.39 show interface country-codes ...........ccccceriiiiiiiiiii e, 531
3.148.40 show interface MaAC ..........coooiiiiiiiiiiii e e 532
3.148.41 show interface NAME-SEIVEI ..........cccooeiiiiiiiiiiiiiiieeeee e e e e 533
3.148.42 show interface operators ..o 534
3.148.43 show interface rf @2p .........ccceiiiiiiiiii 536
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3.148.44
3.148.45
3.148.46
3.148.47
3.148.48
3.148.49
3.148.50
3.148.51
3.148.52
3.148.53
3.148.54
3.148.55
3.148.56
3.148.57
3.148.58
3.148.59
3.148.60
3.148.61
3.148.62
3.148.63
3.148.64
3.148.65
3.148.66
3.148.67
3.148.68
3.148.69
3.148.70
3.148.71
3.148.72
3.148.73
3.148.74
3.148.75
3.148.76
3.148.77
3.148.78
3.148.79
3.148.80
3.148.81
3.148.82
3.148.83
3.148.84
3.148.85
3.148.86

show interface rrd ..o 538
show interface spectrum rrd ............cccoiiiiiiiiiiii 540
show interface stat ..o 542
show interface traffic-counter ................ccoovviiiiiiiiiiiiiiiiiiiiees 543
show interface WPSs Pin .......ooooeviiiiiiiiiiiiic s 544
show interface Wps status ............cccciiiiiiiiiii 544
show interface zerotier peers .........ccccccciiiiiiiiiiiiiiiiiiii 545
show internet status ...........ccccciiiiiiiiiiiiiiiiiieee 547
SROW P @FP o e 548
show ip dhcp bindings .............oouiiiiiiiiiiiiiiii 548
ShOW iP dRCP POOL ....ooeiiiiiiiiiiiiiiiiiii i 549
SROW P FEP oo 550
SROW iP ROESPOL ...oooiiiiiiiiiiiiiii 550
ShOW ip ROtSPOt rrd .....oooiiiiiiiiiiiiiiiiieeeee 552
show ip hotSPot SUMMAKY ......ccoooiiiiiiiiiiiiecr e 554
SROW P P ProOXY ..o 556
show ip http webdav ...........ccccoviiiiiiiiii 557
SROW iP NAME-SEIVEI ......cooiiiiiiiiiiiiiiiiiiieee e 557
SROW IP NAt ... s 559
ShOoW ip NEIGhBOUN .........oiiiiiiiiiii e 559
ShOW P POLICY ..o 560
ShOW P route ... 563
] 0 Lo N T o YT oV 1 of 566
SROW IPSEC ...ttt et ebeeeeeeeeneeenee 567
SHOW iPV6 QdAreSSES ........ouvviiiiiiiiiiiiiiiiiiiiiiiiiiiierereierarerarereeer e 568
show ipv6 dhcp bindings ... 569
Show ipV6 Prefixes ........ccccciiiiiiiiii 569
SROW IPVB FOULE ....coooiiiiiiiiiiiiiiiiie e 570
SHOW iPV6 SUBNELS ......cooiiiiiiiiiiiiiiiiii 571
show kabinet Status ...........ccccceiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeee e 572
show last-change ..........cccccciiiiiii 573
SROW 1@ ... 573
Show led bindings ..............ouuviiiiiiiiiiiiiiiiiiiii 574
ShOW led CONErOIS ... 577
SNOW 10G ..o 580
ShOW Media ....ooooiiiiiiii 581
ShoW MWs assOCiations ..........ccoocoiiiiiiiiiiiiiiiiiee e 582
show mws candidate ... 583
SROW MWS 10g ..coooiiiiiiieeee e 584
ShOW MWS MemMDbEr ... 585
SROW NANS .. e e e e 586
ShOW nNetfilter ... 587
show nextdns availability ..............ooooviiiiiiiiiii s 587
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3.148.87 show nextdns profiles ...........cccccciiiiiiiiiiii, 587
3.148.88 show ntce applications ... 588
3.148.89 show ntce attributes ............ccccoiiiiiiiiiiiii e 590
3.148.90 SROW NECE GrOUPS ...cooiiiiiiiiiiiiiiiii e 594
3.148.917 ShOW NtCE GrOUPSELS ....coooiiiiiiiiiiiiiiii 599
3.148.92 ShOW NtCE NOSES .....eiii s 600
3.148.93 SROW NECE OSES ...ocoiiiiiiiiiiiiieeeei ettt e e e e et e e e e e e s einbraeeeeeens 605
3.148.94 ShOW NtCE SEALUS ....ooooiiiiiiieieeeee e 607
3.148.95 ShowW NtP StAtUS ......coooiiiiiiiiiiiiii 608
3.148.96 show PIiNG-CheCK ..........ccooiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeee e 608
R SR A 3 o TV T g [ =T o 609
3.148.98 ShOW PrOCESSES .....uuuiui s 610
3.148.99 show running-config ............cccceiiiiiii 611
3.148.100 show schedule ... 614
3.148.107T SROW SEIf-t@St ..coeeieiiiiiiiieeeee e 615
3.148.102 ShOW SIt@-SUIVEY ........eiuiiiiiiiiiiiii e 615
3.148.103 show skydns profiles ...........cccccciiiiiiiiiiiiiiii, 617
3.148.104 show skydns userinfo ... 617
3.148.105 ShOW SNMP VIEW .oooiiiiiiiiiiiiiiiii e, 617
3.148.106 show ssh fingerprint ... 618
3.148.107 show ssh sfEP ...oooooiiiiiiiiii 618
3.148.108 SROW SSTP-SEIVEF ... 619
3.148.109 ShOW SYSTOM ..cooiiiiiiiiiiiiiii 620
3.148.110 show System COUNEIY ........ooooiiiiiiiiiiiiii 621
3.148.111 ShOW SYStem CPUSLAL ......cccovviiiiiiiiiiiiiiieieicce s 622
3.148.112 ShOW SYSEE@M Zram ........coooiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeee e 623
3.148.113 ShOW tAQGS ..ooiiiiiiiiiiiiiiiiiici e e e e e e e e e e e e e e e 623
3.148.114 show threads ... 624
3.148.115 ShOW tOrrent StAatUS .........cccooiiiiiiiiiiiiiiniiiiiiiieee e e ee e 625
3.148.116 show upnpredirect ... 625
3148117 ShOW USD ..ot 626
3.148.118 SHOW VEFSION ... e 627
3.148.119 SROW VPN-SEIVEL ...ccoooiiiiiieieieeeee e 628
B.T49 SKYUNS ..ottt anene 629
3.149.1 SKYANS @SSIGN ..cooieiiieieieieceeeeccceeeeee e 629
3.149.2 skydns check-availability ............cccccccciiiiiiii 630
3.149.3 SKYANS IOGIN ....ouiiiiiiiiiissss s 630
3.149.4 skydns PassWord ...t 631
3150 SIMIS ittt et e ettt e e et e e s 632
3.150.71 SMS d@IGLE ... s 632
3.150.2 SMIS IS ooeiiiiiiie e e e e e e 633
3.150.3 SIMS FEAU ..oeeiieieeeeeee e 635
3.150.4 SMS SENE ..eveiiieiiiiiiie e e e e e e e e e 636
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3.15T SAMP COMMUNILY oooiiiiiiiiiiii e 637
3.152 SAMP CONEACT .coiiiiiiiiiiii ittt e e et e ettt e e e e eeeeenenbneeeeeeeees 637
3.153 SNMP TOCALION ...ouiiiiiiiiiiii s 638
3154 SNMP VIBW <.oeeieeeeeeeeeeeee e e e e e s e e e s e s e e e s e e e e e s e e e e e s e e e e e e e s e aeaeaanenns 638
3.155 SNMP VIEW @XCIUAE .....oovniiiieiiecececc s 639
3.156 snmp view include ... 640
3.T57 SSEP-SEIVEL ....eeiiieiiiie et e ettt e ettt e ettt s e etaaa s e e tta s e eeaaa e eeeaaa e erenn e eeerneeeenaas 640
3.157.1 sstp-server allow-bridging .............ccccciii 641
3.157.2 sstp-server dhCp route ...........ccccciiiiiiiiiiiiiii 641
3.157.3 sstp-serverinterface ... 642
3.157.4 SSEP-SEIVEI IPVOCP ..coooeieieieieieieeeieeeeeeeee e e e e e s e e e e e s e e e s e s e s e s e s e s e e e e e aeaenenas 643
3.157.5 SStp-Server Icp €ChO ... 643
3.157.6 sstp-server ICP fOrCe-Pap .....cccoovvvevviiiiiiieieiecccece e 644
3.157.7 SSEP-SEIVEY IMIFU ....ooiiiiiiiiiiiiiiie ettt e e ettt e e e e et eeebb e e e e e eeeesnnanaees 645
3.157.8 SSP-SEIVEYr MEU ....ooiiiiiiiiiiiiiiii ittt e et e e e eaie e e rerae s ereraeeenees 645
3.157.9 sstp-server Multi-login ...........ccccooiiiiii 646
3.157.10 SStp-Sserver Pool-range ...........cccccciiiiiiiiiiiiiiii 646
3.157.11 SStp-Server SEAtiC-IP .......ccoooiiiiiiii 647
3.T58 SYSLEIM ..ottt et e et e e et e e et e e et e eearneees 648
3.158.1 system BUtton ... 648
3.158.2 SYSEEM CAPLION ....ouiiiiiiiiiiiiiiiie ettt ereer e s e e e e e eetbbar e s e e e e eeeesbaaaees 650
3.158.3 system clock date ..o 650
3.158.4 system cloCk tiMEZONE .........ccccovveiiiiiiiiiiiiiiiiiirc s 651
3.158.5 system configuration factory-reset ............ccoeeeiiiiiiiiiiiiii, 651
3.158.6 system configuration fail-safe commit ............................ 652
3.158.7 system configuration fail-safe keep-alive ...........ccoooiiiiiiiiiiiiiiiii, 652
3.158.8 system configuration fail-safe rollback ................................. 653
3.158.9 system configuration fail-safe timer ..................oooiiii 653
3.158.10 system configuration SAVE ............ccooevviiiiiiiiiiiiiiiiieieiece e 654
3.158.TT SYStEM COUNLIY L..iiiiiiiiiiiiiii ettt et e e e e e er e e e 654
3.158.12 SYSteM deBUQG ...cooooviiiiiiiieecee 655
3.158.13 system description ...t 656
3.158.14 system dOmaiNNaM@ .........cccccooiiiiiiiiiiiiiiiiinnnnsnannnnnnsnsnnnnnnnnnnnnns 657
3.158.15 SYSEEIM @JECT .....eeiiiiii s 657
3.158.16 system hostname ...........ccccciiiiiiiiiiiii 658
3.158.17 system led ... 659
3.158.18 system led power schedule ............cooooviiiiiiiiiiiiiiiii 660
3.158.19 system led power Shutdown .............ccccceiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeee 661
3.158.20 SYystemM 10g Clear .......cccooviiiiiiiiiieieeeeeeeeeeeee 661
3.158.21 system 1og reduction ............ooooiiiiiiiiiiiiii s 662
3.158.22 SYStEM lOQ SEIVEE ..cocoiiiiiiiiiiiiiii 662
3.158.23 SYStemM [0Q SUPPIESS ...cooiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeetee ettt ettt e e e e e ee e 663
3.158.24 SYStEM MO ....cooiiiiiiiiiieeieeeeeeeeeeeeeeee e 664
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3.158.25 SYSLeM MOUNT ...oooeiiiiiiiiiiiii et e e e et e e e et s eerene e eenenaeees 664
3.158.26 system ndss dump-report disable ... 665
3.158.27 SYStEM FEDOOL .......ouiiiiiiiiiiss s 665
3.158.28 SYSEEIM S ...oiiiiiiiiiiii et e et e e e e e eeenee 666
3.158.29 SYSTEIM SWAP ..ccovuuniiiiiiieieiiiieeetiiie e ettt e ettt e eetetaeeertraaeerernaseeresnaseerernaneenees 667
3.158.30 system trace lock threshold ... 668
3.158.31 system usb power schedule ...........cccccccviiiiiiiiiiiiiii 669
3.158.32 system usb power shutdown ...............ccccciiiiiii 669
3.158.33 SYSEIM ZFrAIM ....coouiniiiiiiiieeiii ettt ettt e et e e et e e e eeta e e e eetna e eenanaeeees 670
3.159 H00IS .. 671
3.159.1 tOOIS @rPIiNG .cooeeeiiieiiieieeeeeeeeeeeeee e 671
3.159.2 £0OIS PING .ooiiiiiiiiiiiii e 672
3.159.3 tOOIS PINGG ...coooiiiiiiiiiiiii 674
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3160 TOFF@NT ...ooniiiiiiiiii et e et e e et e e 677
3.160.1 torrent dir@CtOrY ....ocoooiiiiiiiiiii i 678
3.160.2 tOrreNt PEEI-POIt ......cooomiiiiiiiiiiiiiiie et et eetre e e et s e eetr s eeetna s eeeeran s 678
3.160.3 £OrreNt POLICY ... 679
3.160.4 LOrreNt reSet ......coooiiiiiiiiiiiiiii e 679
3.160.5 £Orrent rPC-POIE ...t 680
BB T HAPXY oot 680
3.1671.1 udpXy BUFFEIr-SIZ@ ... 681
3.161.2 udpxy buffer-timeout ............ccooeviiiiiiiiiiiiier e 681
3.161.3 udpXy interface ... 682
B6T.4 UAPXY PO i 683
3.161.5 udpxy renew-interval ..............cccoooiiiiii 684
3.167.6 UPXY tIMEOUL .....coooiiiiiiiiiiiiiii 684
3.162 UPNP FOrWAKA ..o 685
ST 3G T V1o o ¥ T - T o T 686
3.164 UPNP FEAIFECT ..o 687
I LT ¥ Y = PP PPPPPTPN 688
3.165.1 USEF MOMI@ ..o 688
3.165.2 USEE PASSWOIA ...ccoooiiiiiiiiiieiieee e 689
3.T65.3 USEE TAQG ...uuieiiiiiiiiiiiiiie ettt e e et et e e e et e e e e e e e e eeaneas 690
3.166 USSA SENA ...ooiiiiiiiiiiiieee e e et e e e e e et eeeens 692
B.T07 VPN=SEIVELE ..ottt e e e ettt e e e e e ettt ebt b e e s e e e e eeebtbna e e eeeeeeennnrnaaseeeaeees 693
3.167.1 vpn-server dhCPp FOULE .......cccoovviiiiiiiiiiiiieiece s 693
3.167.2 vpn-server iNterface ... 694
3.167.3 VPN-SEIVEI IPVOCP ....cooviiiiiiiiiiieeeeeiiiiiiiiieeeeeetretriiiineeeeeeetttttaaeeeeeeerenmnannnnens 695
3.167.4 vpn-server Icp @cho ... 695
3.167.5 vpn-server 1ockout-poliCy .........ccoeeviiiiiiiiiiiii 696
3.167.6 VPN-SEIVEY IMPPE ...ooiiiieiiiiiiiiiiiieeeeeettttttiiiaaeeeeeeettettnaeeeeeeteertnaaaeeeeseressnnnnns 697
3.167.7 vpn-server mppe-optional ..........cceoeviiiiiiiiiiin 698

CnpaBo4HMK KoMaHa — Giant (KN-2610)



CozepxaHune
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3.167.9 VPN-SEIVEI MEU ....ooiiiiiiiiiiiiiiiie ettt e e e e e ere e e e e e e erenbn e 699
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B.6 interface vdsl PSAMASK ..............uuuiiiiiiiiiiiiiiiiiiiiiiiiiiii . 727
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B.9 show interface dsl DitsS ...............oooiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii e 731
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O630p NpoAYyKTa

1.1 AnnapaTHoe obecneyeHue

Mpoueccop MediaTek MT7621AT MIPS® 1004Kc 880 MHz, 2C/4T

OnepatuBHasa namaTb 256MB DDR3: Winbond W632GU6NB-11 256MB DDR3L-1866, Nanya
NT5CC128M16)R-EK

dnew-namaTb Toshiba TC58BVG0OS3HBAI4 128MB NAND (BGA63)
Ethernet MeTka CKopocTb Mukpocxema MpumeuaHus
0 1000 M6uT/c |MT7530 MopT WAN
1 RTL8211F GPHY SFP
2 RTL8370MB
3
4
5
6
7
8
9
usB MeTka CKopocTb NpumeyaHus
1 USB 2.0
2 USB 3.0
Wi-Fi YacToTHbIN | MuKpocxema MpuMeyaHus
ANanasoH
241Ty MediaTek MT7615DN  |802.11bgn 2x2, QAM256
51Ty 802.11an+ac 2x2, BF, MU-MIMO
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B aToIn rnaBe onmcaHo, Kak Nonb30BaTbCs MHTepdelricoMm KomaHaHoM cTpoku (CLI) Giant,
ero vepapxuyeckas CTpyKTypa, ypOBHU aBTOPM3aLMn 1 BOSMOXHOCTY KOHTEKCTHO
Mo/ CKa3Ku.

OCHOBHOE CPeACTBO YNpaB/eHVst MapLUpyTU3aTopoM Giant — 3To nHTepdelic KOMaHAHOW
cTpoku (CLI). HacTpOMKM CUCTEMbI MOHOCTBHO ONUCLIBAKOTCS B BUAE NOC/eL0BaTeNIbHOCTH
KOMaH4, KOTOpble HY>XHO BbIMOIHNTb, YTOBbI MPUBECTI YCTPONCTBO B 3alaHHOE COCTOsIHME.

Giant nmeeT Tpu BUAA HacTpoek:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapToBble HaCTPOWKM startup config 3T0 Nocnef0BaTeNIbHOCTb KOMaHA, KOTopast
XPaHWUTCA B CreLanbHOM CEKTOpPe SHEProHe3aBNUCMONA
NamaTy 1 NCMONb3YeTCs AN UHULMANN3aumnm CUCTeMbI
HernocpeACTBEHHO NOC/Ie 3arpy3Ku.

Hactporikum no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3aNKMCbIBaOTCA NPV NPom3BoACTBe Ha Giant. RESET Ha
Koprnyce No3BossieT COpoCcUTb CTapTOBbIe HACTPOMKWN Ha
3aBojcKue.

®ainbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUYHYHO, 6e3
y4acTust KOMaHAHOW cTpoKK. MNpu 3TOM ciegyeT MOMHUTb, YTO CTPOKM HauMHatoLmecs ¢
! MITHOPMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN04EHbI B 4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.
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2.1 BBoAg KOMaHA4 B KOMAaHAHOW CTpoKe

KomaHZHbIi nHTepnpeTaTop Giant pa3paboTaH Takum 06pa3oM, UTo6bl UM MoT
NoNb30BaTbCs KAK HAUMHAOLLMIA, Tak 1 OMbITHLIN NONb30BaTeNb. Bce KOMaHAbI 1
napaMeTpbl UMEIT SICHbIe 1 erko 3anoMuUHakoLLMecs Ha3BaHKs.

KomaHZAbl pa36buTbl Ha rpynmnbl 1 BbICTPOEHbI B epapXuto. Taknm o6pasom, Ans
BbINOHEHWNS KAKOK-1M60 HACTPOIKIN NONBb30BaTENIO HY>HO NocneAoBaTe/IbHO BBECTH
Ha3BaHWs BNOXEHHbIX rPYMN KOMaHZ, (Y310BbIX KOMaHZA) 1 3aTeM BBECTU KOHEUHYHO
KOMaHAy ¢ napameTpamu.

Hanpuwmep, IP-agpec ceteBoro nHTepderica GigabitEthernet1 3agaetca komaHgon address,
KoTopasi HaxoauTcsa B rpynne interface - ip:

(config)>interface GigabitEthernetl ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa, B rpynny

HekoTopble y3noBble KOMaHAbl, cogepKaLle Habop JoUYepHUX KOMaHZ, NMO3BONSIOT
MO/Ib30BaTE/0 BbIMOMHUTL «BXOA» B FPYMMy, YTO6bl BBOAUTL AOYEPHME KOMaHABI
HenocpeACTBEHHO, He TpaTsA BpeMsl Ha BBOZA MIMEHW y3/10BOM KOMaHAbl. B 3ToM cayyae
MeHSeTCA TeKCT NpUraaLleHns KOMaHAHOM CTPOKK, YTO6bI NONb30BaTe b BUAEN, B KAaKOW
rpynne oH HaxoAnTcs.

JobaBneHa koMaHAa exit nnr no HaxxaTuro KombuHaumm knasuwl [Ctrl]+[D] BbiInonHsieTcs
BbIXOZ, 13 rpynnbl.

Hanpumep, npu Bxoge B rpynny interface npurnalieHne KOMaHAHOM CTPOKW MeHsAeTCs
Ha (config-if):

(config)>interface GigabitEthernetl
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 /icnosib30oBaHMe CNpaBKU U
aBToOA0MNoJ/IHeHUA

36

[lna Toro 4to6bI caenaTh NPOLLECC HACTPOMKM MaKCUManbHO YAO6HbLIM, MHTepdenc
KOMaHZAHOW CTPOKN nMeeT GYHKLMI0 aBTOA0MOMHEHNS KOMaHA 1 NapamMeTpos,
noAcKkasblBas ornepaTopy, Kakme KOMaHAbl AOCTYMNHbI Ha TekyLLleM YPOBHE B/IOXKEHHOCTMU.
ABTOZ0MONHEHMe paboTaeT No HaxaTuo Knaeuwmn [Tab]l. Hanpumep:

(config)>in[Tab]
interface - network interface configuration

(config)> interface Gi[Tab]
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Usage template:
interface {name}

Variants:
GigabitEthernet0
GigabitEthernet0/Vlanl
GigabitEthernetl

(config)> interface GigabitEthernetO[Tab]

Usage template:
interface {name}

Variants:
GigabitEthernet0/Vlanl
GigabitEthernetl

(config)> interface GigabitEthernet@[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLeil KOMaHge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface GigabitEthernetl [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
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ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface GigabitEthernetl

2.3 NMpedunkc no

I'Ipeq>|/||<c NO NCNONBb3YeTCA AN1A OTMEHDbI ,Cl,eIZCTBI/Iﬂ KOMaHZAbl, nepes KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHaa interface oTBeuaeT 3a co3jaHMe ceTeBOro MHTepdeica c 3ajaHHbIM
nmeHeM. Npedrkc no, NCnonb3yeMblii C 3TON KOMaHAOW, Bbl3biBaeT 0bpaTHoOe JelicTBre —
yaaneHve nHtepderica:

(config)> no interface PPPoEO

Ecnn koMaHga cocTaBHasi, N0 MOXET CTaBUTLCA Nepes, obbiM ee YneHoM. Hanpumep,
koMaHga service dhcp BkarouaeT cnyx6y DHCP 1 cOCTOUT U3 ABYX YacTel: service —
NMEHW rpynnbl B nepapxum koMang, n dhecp — KoHeuHol komaHAbl. Mpedurkc no MOXKHO
CTaBUTb Kak B Hayase, Tak 1 B cepeimnHe. leincTeme B 060mx cnyyasx byaeT o4NHAKOBbIM:
OCTaHOBKa C/TyX6bl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,

38

MHorue KOMaHAbI o6na,a,a+0T CBOWVICTBOM UGEMI’)OI’I’IEHmHOCmU, KOTOpPOE NPOoABAAETCA B
TOM, YTO MHOFOKpaTHbIIZ BBOJ 3TUX KOMaHA NpUBOANT K TEM XE USMEHEHUAM, UTO U
oAHoOKpaTHbI. Hanpumep, komaHAa service http fo6asnsert ctpoky «service http» B
TekyLme HacTPOWMKKN, U MNP MOBTOPHOM BBOJE HMUYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosiseT A406aBNATb He OfHY, a8 HECKONbKO 3anuncen, ecnu
BBOAMWTb VX C Pa3HbIMW aprymeHTaMu. Hanpumep, ctatuyeckme 3anucy B Tabnvue
MapLipyTusaumu ip route nnv dunbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NpUCYTCTBYHOT B HAaCTPOMKax B BUAE CINCKA:

Mpumep 2.1. cnonb3oBaHMe KOMaHAbl C MHOFOKpPaTHbIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1
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3anucK 13 Takmnx TabauL, MOXHO yAansaTb No OAHOM, NCMOb3ys NpePUKe No, 1 yKasbiBas
B apryMeHTe KOMaHZbl, Kakyto UMEeHHO 3anucb TpebyeTcsa yaanunTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO

ip route 1.1.1.0 2
.1.3.0 255.255.255.0 PPTP1

ip route

[y

2.5 CoxpaHeHue HacTpoekK

TekyLLme 1 CTapTOBble HACTPONKK XpaHATCA B ¢painax running-config u startup-config.
Ans TOoro 4To6bl COXPaHUTL TeKyLLMe HAaCTPOKN B SHEProHEe3aBUCMMYHO NaMATb, HYXXHO
BBECTW KOMaHAY KOMMPOBaHUs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTNno)KeHHas nepesarpyska

Ecnm Giant HaxoAUTCA Ha 3HAYMTENIbHOM YAANIEHMM OT ornepaTopa 1 ynpaBasieTcs no ceTu,
BO3HMKAET ONACHOCTb NOTEPSITh CBA3b C HAM MO NPUUYMHE OLLUNBOUHbIX AeNCTBUIA
oneparopa. B 3ToM clyyae nepesarpyska 1 BO3BPaT K COXPaHeHHbIM HacTpolikam 6yayT
3aTpyZAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/IOXXEHHO nepesarpysku,

BbINOHUTb «OMaCHbIe» HACTPOIIKM, 3aTeM BbIK/TIOUNTbL TaliMeEp Y COXPaHUTb U3MEHEHWS.
Ecnv B npoLiecce HacTPOLiKM CBSI3b C YCTPONCTBOM byAeT NoTepsiHa, onepaTopy A0CTaTOUHO
ByAeT A0XAATbCA aBTOMATNYECKOWN nepesarpy3ku 1 NOAKNHOUNTBLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OonucaHue KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

MNpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  copy ¢«sources «destinations

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

source Ums gaiina MNyTb K daliny, KOTopbI HE0H6XO0AMMO
CKOMMpoBaTh.

destination |Wma ¢aina MyTb K KaTanory, Kyga éygeT ckonmpoBaH
dann.

Mpumep Hanpuwmep, coxpaHeHmne HacTpoek genaetcsd Tak:

(config)> copy running-config startup-config
(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

VICTOleﬂ N3MeHeHWniA Bepcmﬂ onvcaHue

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHwne Yaanutb paiin ns namatun Giant.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
filename Wma ganna MyTb K paliny, KOTOPLIA HEO6XOAMMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.14ls
OonucaHue BbiBecTy Ha akpaH cnncok ¢ainnos B yKkazaHHOM KaTanore.
Mpejukc no Het
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MeHsieT HacTpoAKK

Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.1.5 mkdir

OnucaHwue
Mpedukc no

MeHsieT HaCTpoViKKn

(config)> s [«directory:]
AprymeHT 3HauyeHue OnuncaHwue
directory CTpoka MNyTb K KaTanory. [lomkeH cogepxatb NMs

bainnoBoi CUCTEMbI M HEMOCPEACTBEHHO NYTh
K kaTanory B dopmarte < painoas cmcrema

> < nyTb >. NpuMepbl Gpalinosbix cnctem —

flash, temp, proc, usbn t. 4.

(config)> 1s FILES:

rel: FILES:
entry, type = D:
name: com
entry, type = R:
name: IMAX.mkv
size: 1886912512
entry, type = D:

name: speedfan

entry, type = D:
name: portable

entry, type = D:
name: video

entry, type = D:

name: HoBas nanka
Bepcus OnucaHve
2.00 JlobaBneHa komaHaa ls.

Co3paTb HOBbI KaTasnor.
HeTt

Het

MHorokpaTtHbiia BBog, Het
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CuHoncuc (config)> mkdir «directory»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
directory Ctpoka MyTb K KaTanory.
Mpumep (config)> mkdir SANDSK:/test
FileSystem: :Repository: "SANDSK:/test" created.
(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.
VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue
212 JobaBneHa komaHaa mkdir.
3.1.6 more
OnucaHue BbiBeCTV Ha 3KpaH cofepXXmMMoe TeKCToBOro gaiina NnoCcTpoyHoO.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)> more «filename>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
filename Wms @anna MonHoe nma gaina nam NCeBAOHUM.
Mpumep (config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1l rotate
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.00 JlobaBneHa KoMaHa more.
3.2 access
OnucaHwue HacTponTb nonb3oBaTenbCKniA 4OCTYN K KaTanory Ha USB-ycTpolicTse.
KomMaHza ¢ npedpurkcom no 3anpeLLaeT 4oCTyn K narike.
MNpedukc no Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)> access «directoryswser> modes [ recursive ]
(config)> no access «directorys wusers [ recursive ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
directory Ctpoka HasBaHue KaTanora Ha USB-ycTpoiicTse.
user CTpoka ViMsa nonb3oBarens.
mode forbidden JocTyn 3anpeLueH.
read JocTyn TONBKO AN1A UTEeHUS.
write JlocTyn ToNbKO ANF 3anncK.
read/write |[ocTyn AN YTEHUSA N 3aNUCU.
inherited [MpaBa gocTtyna HacneayoTca oT
pPOANTENbCKOro KaTaiora.
recursive Knoyesoe MpaBa focTyna NPUMEHSIOTCA KO BCEM
C/10BO B/IOXKEHHbIM KaTasoram.
Npumep (config)> access OD5F-1DB6:Downloads test read/write
(config)> no access OD5F-1DB6:Downloads test
VICTOleﬂ N3MeHeHNnN Bepcmﬂ onucaHvie

2.00 JlobaBneHa KOMaH/a access.

3.3 access-list

OnucaHune JocTtyn K rpynne KOMaHA A5 HaCTPOWKN BbIGPaHHOMO CMcKa nNpasun
dnneTpaumm nakeTos. Ecn cNncok He HaldeH, KOMaHAa NbITaeTcs ero
C03/aTb. TaKoW CANCOK MOXET 6bITb NPUCBOEH CeTeBOMY MHTepdeiicy ¢
nomolLLbro koMaHabl interface ip access-group.

KomaHga ¢ npedurkcom no yaansiet cnmcok npasu.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a
Bxo>xaeHue B rpynny (config-acl)

Cunoncuc I (config)> access-list name»
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config)> no access-1list name»

AprymeHT

3HaueHue

OnucaHwue

name

Ctpoka

HasBaHuve cnucka npasun ¢unbtpaumn (Access
Control List, ACL).

(config)> access-list

test_acl

Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

Bepcus

OnucaHune

2.00

JobaBneHa komaHaa access-list.

3.3.1 access-list auto-delete

OnuncaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Bkntountb aBTOMaTmnyeckoe yaaneHune npasun ACL npw yganeHnm
nHTepderica. KomaHaa NpUHYANTENBbHO BKAOYAETCS AN CNNCKOB A0CTyNa
c npedurkcom WEBADMIN .

KomMaHgaa He MoXeT 6bITb BK/IFOUEHa, eC/IN HeT NPUBS3aHHbIX MHTepdelicoB.
NcknoyeHmem aendeTcs YteHme startup-config.

KomaHga c nped1Kcom no oTKItoYaeT aBToMaTMyeckoe yaaneHue.

Ja
Aa

Het

I(conﬁg-acD> auto-delete

I(conﬁg—adﬁ>noauto-de1ete

(config-acl)> auto-delete
Network::Acl: Enabled auto-deletion for " WEBADMIN Home" access »

group.

(config-acl)> no auto-delete
Network::Acl: Disabled auto-deletion for " WEBADMIN Home" access »

group.
Bepcus OnucaHve
3.09 JlobaBneHa koMaHa access-list auto-delete.
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3.3.2 access-list deny

OnucaHue Job6aBuTb 3anpeLuatoLee npasuno dGnnbTpaLmm NakeTos B yKasaHHbIN ACL.
KomaHga ¢ npedumkcom no yaanseT npasuo.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-acl)>  deny (tcp | udp) <sources <source-mask»
[port((<«src-port-operators<source-port:)|
( range <source-ports <source-end-port»))]
<«destinations <destination-mask>
[ port((<«dst-port-operator «destination-port>)|
( range «destination-port> «destination-end-port>))]
(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
«destination <destination-mask>
(config-acl)> no deny (tcp | udp) <sources <source-mask»
[ port((<«src-port-operators<source-ports)|
( range <source-ports <source-end-port»))]
<destinations «destination-mask>
[ port((<«dst-port-operator:«destination-port)|
( range «destination-port> «destination-end-port»))]
(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
«destinations <destination-mask>
AprymeHTbI AprymeHT 3HaueHue OnucaHue
tcp Krwyesoe | TCP NpOTOKO.
C/10BO
udp Kmiwyesoe |UDP npoToKon.
C/10BO
icmp Kmwyesoe  |ICMP npoTokKo.
C/10BO
esp Krmwyesoe |ESP npoTokon.
C/10BO
gre Krw4esoe  |GRE NpoTOKO.
CJ/10BO
ipip Kroyesoe |IP in IP npoTOKO.
CJ10BO
ip Knwyeoe |IP-npoToKON (BKAtOYaeT B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
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AprymeHT 3HaueHve |OnucaHve
source IP-agpec |AApec UCTOYHKKA B 3arojioBke
IP-nakera.
source-mask IP-macka |Macka, npriMeHeHaeMas K agpecy
MCTOYHKKa B 3aronoske IP-nakera,
nepe/ cpaBHeHVEM C source.
CywecTByeT ABa cnocoba BBOJa MacKu:
B KaHOHWN4eckol dopme (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOW
ANVHBI Npedukca (Hanpumep, /24).
source-port Llenoe MopT ncrtouHwka B TCP nnn UDP
uncnao 3aroJioBke.
source-end-port Lenoe OkoHYaHwue frarnasoHa nopTos
4yucJsio NCTOYHWKa.
src-port-operator |1t OnepaTop «MeHbLLe» A/ CPpaBHEHNSA
nopTa C YKasaHHbIM source-port.
eq OnepaTop «paBHO» /1Al CPaBHEHUS
nopTa C YKasaHHbIM source-port.
gt OnepaTtop «6osbLUe» 418 CpaBHeEHUS
nopTa C yKasaHHbIM source-port.
destination IP-agpec |Aapec Ha3HayeHWs B 3aronoske
IP-nakerta.
destination-mask IP-macka |Macka, npMMeHeHsaeMas K agpecy
Ha3HaueHWA B 3aronoBke IP-nakeTa,
nepes cpaBHeHneM c destination.
CywecTByeT AiBa cnocoba BBOJa MacKu:
B KaHOHWn4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuJe 6UTOBOI
ANViHbI Npedukca (Hanpumep, /24).
destination-port Llenoe MopT Ha3HauveHwA B TCP namn UDP
uncso 3aroJioBke.
destination-end-port|lenoe OKoH4YaHWe AranasoHa nopTos
uncriio Ha3Ha4yeHunA.
dst-port-operator |lt OnepaTop «MeHbLLe» A/ CPaBHEHNSA
nopTa C YKasaHHbIM
destination-port.
eq OnepaTop «paBHO» AN CPaBHEHUS
nopTa C yKasaHHbIM
destination-port.
gt Onepatop «6onbLUe» Ans CpaBHEHNS

nopTa C YKa3aHHbIM
destination-port.
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Mpumep

WcTopusa nsmeHeHum

(config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule deleted.

Bepcus OnucaHue

2.00 JobasneHa KomaHaa access-list deny.

2.06 HoBoe 3HaueHue ip 66110 A06aBNEHO B apryMeHT
protocol.

2.08 Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre v ipip.

2.09.A.2.1 JlobaBneHbl AnanasoHbl MOPTOB.

3.3.3 access-list permit

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn

JobaBuTb pa3speluatoLee Npasuno GuabTpaLMm NaKeToB B yKa3aHHbIN ACL.
KomaHga ¢ npedurkcom no yaansiet npasuio.

[Ja

Ja

MHorokpaTtHbiiA BBOg, [a

CuHoncuc

(config-acl)>  permit (tcp | udp) <sources <source-mask»
[ port((<«src-port-operator: <source-ports)|
( range <source-port <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port «destination-end-port))]

(config-acl)> permit (icmp | esp | gre | ipip | ip)«<sources<source-mask»
<destinations «destination-mask»

(config-acl)> no permit (tcp | udp) <source> <source-mask>
[ port((<«src-port-operator: <source-ports)|
(range <source-port <source-end-port;))]
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«destinations «<destination-mask>
[ port((<«dst-port-operator:«destination-port)|
( range «destination-port> «destination-end-port»))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask>
<destinations «destination-mask>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
tecp Kriwyesoe | TCP NpOTOKO/.
CJ/10B0
udp Knouyesoe |UDP npoToKoO.
CJ10BO
icmp Kmwyesoe  |ICMP npoTokon.
CJ10BO
esp Krw4esoe  |ESP mpoToKo.
C/1080
gre Krw4esoe |GRE NpoOTOKO.
C/1080
ipip Kmwyesoe |IP in IP NnpOTOKON.
C/1080
ip Knwuyeoe |IP-npoTOKON (BKAtOYaET B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
source IP-agpec |AApec NCTOYHKMKA B 3arosioBKe
IP-nakerta.
source-mask IP-macka |Macka, npnMeHeHsaemas K agpecy
NCTOYHVKa B 3aronoske IP-nakera,
nepe/ cpaBHeHVIEM C source.
CywecTByeT ABa cnocoba BBOAa Macku:
B KaHOHWYeckolr dopme (Hanpumep,
255.255.255.0) 1 B BUuAe 61UTOBOI
AnnHbl npedukca (Hanpumep, /24).
source-port Lesnoe MopT ncrouHmka s TCP nnn UDP
uncno 3aroJioBke.
source-end-port Lenoe OkoHuaHWe gmnanasoHa NnopToB
4yucsio NCTOYHWNKaA.
src-port-operator |1t Onepartop «MeHbLUe» Ana CpaBHEHUS
nopTa C YKasaHHbIM source-port.
eq OnepaTop «paBHO» AN CPaBHEHUS
nopTa C YKasaHHbIM source-port.
gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa C YKasaHHbIM source-port.
destination IP-agpec |Appec Ha3Ha4yeHWA B 3arosioBke
IP-nakera.
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Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HaueHve |OnucaHve

destination-mask IP-macka |Macka, nprimeHeHseMas K agpecy
Ha3HaueHus B 3arososke IP-nakera,
nepes cpaBHeHMeM c destination
CywiecTByeT ABa cnocoba BBOAA Macku:
B KaHOHW4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuAe 6UTOBOI
ANViHBI NpeduKca (Hanpumep, /24).

destination-port Lenoe MopT Ha3HauyeHwa B TCP nnn UDP
uncsno 3arosioBKe.

destination-end-port|lesnoce OkoHuaHWe grnanasoHa NOpPToB
yncio Ha3Ha4yeHunA.

dst-port-operator |1t Onepartop «MeHbLUe» ANA CpaBHEHUS

nopTa C YKa3aHHbIM
destination-port.

eq OnepaTtop «paBHO» ANSA CPaBHEHMS
nopTa C YKa3aHHbIM
destination-port.

gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa € yKa3aHHbIM
destination-port.

(config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 8080 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.

Bepcus OnucaHue

2.00 JobasneHa komaHaa access-list permit.

2.06 HoBoe 3HaueHue ip 66110 A06aBNEHO B apryMeHT
protocol.

2.08 Jlo6aBneHbl HOBLIE MPOTOKO/bI esp,gre U ipip

2.09.A.2.1 JlobaBneHbl Arana3oHbl NOPTOB.
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3.3.4 access-list rule

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

OTkNUUTL Npasuio ACL, orpaHNYUTL BpeMsi ero paboTbl pacnmcaHmnem,
N3MEHUTb ero MecTo B CNucKke Npasua Unu Ao6aBnTb ero onncaHuve.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BKNKOYaET NpaBunio, OTMEHAET pacnncaHne nin
yAandaeT onncaHme.

Ja
Ja
Aa

(config-acl)>

rule <index> (disable | schedule <schedules | order

<new-index> | description «descriptiom)

(config-acl)> no rule <index> (disable | schedule | description)

AprymeHT 3HauyeHue OnuncaHue
index lenoe uyncno |Homep npasuna ACL.
disable Knwyesoe OTknrounTe Npasuio ACL.

c/10B80
schedule Pacnucanune HasBaHue pacnucaHmsa, CO34aHHOro npwu

nomMoLuwm rpynnel KoMaHA schedule.

order Lllenoe 4ucno HoBas nosunuma npasuna ACL B cnucke.
description |CTpoka OnuncaHune npasuna ACL.

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

rule 0 disable
Rule disabled.

rule 0 schedule acl_schedule
Rule schedule set to "acl schedule".

(config-acl)>rule 0 description myacl

Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

Rule description set to "myacl".

rule 0 order 1
Rule 0 moved to position 1.

no rule 0 disable
Rule enabled.

no rule 0 schedule
Rule schedule removed.

no rule 0 description
Rule description removed.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JobaBneHa komaHaa access-list rule.

3.4 afp

OnucaHune JocTtyn K rpynne KOMaHA Ans yrnpasneHus cnyxo6omn AFP.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

BxoXxaeHue B rpynny (config-afp)

CuvHoncuc I(config)> afp

Mpumep (config)> afp
Core::Configurator: Done.
(config-afp)>

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.06 Job6asneHa KomaHaa afp.

3.4.1 afp automount

OnucaHwue BrkntounTtb aBTOMaTnyeckoe nogxntoueHne USB-ycTpoiicTs gna goctyna kK
HUM yepe3 AFP. 1o ymonyaHmio GyHKLMA BKAKOYEHa.

KomaHga ¢ I'Ipeq)I/IKCOM no OTK/IKo4aeT (I)yHKLJ,I/II-O aBToMaTmn4yeckoro
noaknr4yeHumsa.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-afp)>  automount
I (config-afp)> no automount
Mpumep (config-afp)> automount

Afp::Server: Automount enabled.

(config-afp)> no automount
Afp::Server: Automount disabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga afp automount.

3.4.2 afp permissive

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BKOUNTb pa3peLuatoLLii pexim, Koraa Bce Nnosib3oBaTeiv MOTyT NoyyYnTb
AocTyn K dpainam Ha USB-ycTporicTe. 10 yMONYaHMIO PEXMM OTKOYEH.

KomaHga ¢ npedrKcoOM Nno OTKAOHAEeT paspeLlaroLLnii pexxmm, 1 JoCTyn K
daiinam MMetoT ToNIbKO MoAb30BaTeNn ¢ meTkon "afp".

Ja

Aa

Het

I (config-afp)>  permissive

I (config-afp)> no permissive

(config-afp)> permissive
Afp::Server: Permissive mode enabled.

(config-afp)> no permissive
Afp::Server: Permissive mode disabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHza afp permissive.

3.4.3 afp share

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

OTKpbITb 06LLMIA AOCTYN K KaTanory Ha USB-ycTpoiicTee.

KomaHga ¢ npedurkcoM nNo 3akpbiBaeT 061 AOCTYN K KaTanory. Ecin
BbIMOIHUTL KOMaHAY 6e3 apryMeHTa, TO KO BCEM KaTasioram Ha
USB-ycTpolicTBe byaeT 3aKpbIT 06LMIA JOCTY.

Ja
Aa

MHorokpaTHbIl/i BBog, /[la

CuvHoncuc

I (config-afp)>  share <label> cmount> [timemachine] [ description]

I (config-afp)> no share [ label ]

54

CnpaBo4HMK KoMaHa — Giant (KN-2610)



naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.5 cifs

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Bxo>xaeHue B rpynny

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

label Ctpoka HasBaHwue obLero pecypca a4
nosb3oBaTenen.
mount Ctpoka MMs KaTanora, K KOTOpPOMY OTKpbIBaeTcs
ob6LwKMin focTyn.
timemachine |Knwuesoe JocTtyn ana npunoxeHusa Time Machine.
C/10B0
description |CTpoka [MpounsBonbHOE onurcaHve KaTasnora.

(config-afp)> share AFP C253-062D:/FOR_AFP timemachine
Afp::Server: Added share "AFP".

(config-afp)> no share AFP
Afp::Server: Removed share "AFP".

Bepcus OnucaHve

2.06 Job6asneHa komaHaa afp share.

JocTtyn K rpynne KoMaHA Ansa ynpasneHus cnyxooin CIFS.
Het
Het
Het

(config-cifs)
I (config)> cifs

(config)> cifs
Core::Configurator: Done.
(config-cifs)>

Bepcus OnucaHue

2.00 JobasneHa komaHza cifs.

3.5.1 cifs automount

OnucaHune

BkarounTtb aBTOMatmyeckoe nogkatoyveHne USB-ycTponcTs Ana Aoctyna K
HUM yepe3 CIFS. o ymonyaHuio GyHKLNSA BKAKOYEHA.
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Mpedukc no

MeHsieT HacTpoiKmn

KomaHga c npedunkcom no otkaroyaeT GyHKLMIO aBTOMaTUYECKOro
NOAKJTIOYEHNS.

Ja
Aa

MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

3.5.2 cifs map-

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

I(config-cifs)> automount

I (config-cifs)> no automount

(config-cifs)> automount
Cifs::ServerTsmb: Automount enabled.

(config-cifs)> no automount
Cifs::ServerTsmb: Automount disabled.

Bepcus OnucaHve

2.00 JobaeneHa komaHgaa cifs automount.

hidden

BrntounTb noagepxky ACL n ckpbITbix pannos ans CIFS. Mo ymonyaHuto
dYHKLMS OTK/IHOYEeHa.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.
[Ja
Ja

MHorokpaTHbI/i BBog, Het

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

I (config-cifs)> map-hidden

I (config-cifs)> no map-hidden

(config-cifs)> map-hidden
Cifs::ServerTsmb: Map hidden enabled.

(config-cifs)> no map-hidden
Cifs::ServerTsmb: Map hidden enabled.

Bepcus OnucaHue

2.14 Job6aeneHa komaHga cifs map-hidden.
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3.5.3 cifs master

OnucaHue BkntounTb macmep-6paysep Ha TSMB-cepsepe. 1o ymMon4aHuio HacTpoika
BbIK/TIOYEHa.

KomaHga ¢ npedumkcom no oTkaouaeT macmep-6paysep.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config-cifs)> master
I (config-cifs)> no master
MNpumep (config-cifs)> master
Cifs::ServerTsmb: Master browser enabled.
(config-cifs)> no master
Cifs::ServerTsmb: Master browser disabled.
MCTOPMH N3MeHeHUm Bepc”ﬂ onvicaHue
2.00 JobaBneHa komaHaa cifs master.
2.04 KomaHga cifs master ysaneHa kak yctapeBLuas.
3.03 BHoBb gobaBneHa komaHga cifs master.

3.5.4 cifs permissive

OnucaHue BrntounTb paspeLuaroLmin pexmnM, Korga Bce nosib3o0BaTesiv MoryT NofyunTs
foctyn K avnam Ha USB-ycTpoiicTse. [0 yMOAYaHMIO PeXNM OTK/OUEH.

KomaHaa ¢ npedurKcom no oTKNOYaeT paspeLuatoLnii pexmm, 1 4OCTyn K
dainam MMetoT TONbKO NoNb30oBaTeNn ¢ MeTkoi "cifs".

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config-cifs)> permissive
I (config-cifs)> no permissive
Mpumep (config-cifs)> permissive

Cifs::ServerTsmb: Permissive mode enabled.
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WcTopusa nsmeHeHum

(config-cifs)> no permissive
Cifs::ServerTsmb: Permissive mode disabled.

Bepcus OnucaHue

2.00 JobasneHa koMmaHgaa cifs permissive.

3.5.5 cifs share

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

OTKpbITb 06N AOCTYN K KaTanory Ha USB-ycTpolicTse.

KomaHaa ¢ npedurKcom no 3akpbiBaeT o6LWMiA A0CTYN K KaTanory. Ecam
BbIMONHUTbL KOMaHZAy 6e3 aprymMmeHTa, TO KO BCeM KaTasoram Ha
USB-ycTpolicTBe byaeT 3aKkpbIT 06LWMIA JOCTYN.

[Ja
Ja
Aa
(config-cifs)>  share <label> <mount> [ description]

(config-cifs)> no share [ label ]

AprymeHT 3HayeHue OnuncaHwue

label Ctpoka Mms KaTanora, koTopoe byaeT BUAHO
nosib3oBaTensm.
mount CTpoka Mm@ kaTanora, K KOTOpOMY OTKpbIBaeTcs

o6t focTyn.

description |CTpoka lNMpomn3BonbHOe onurcaHve Katasnora.

(config-cifs)> share MYHOME1l 10A0CDE9AOCDD4FE: /
Cifs::ServerTsmb: Added share "MYHOME1l".

(config-cifs)> share MYHOME 10A0CDE9AOCDD4FE:/Video/
Cifs::ServerTsmb: Added share "MYHOME".

(config-cifs)> no share MYHOME1l
Cifs::ServerTsmb: Removed share "MYHOME1l".

Bepcus OnucaHve

2.00 JobaBneHa komaHgaa cifs share.
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3.6 cloud control2 security-level

OnucaHwne YcTaHoBUTL ypoBeHb 6e3onacHocTu cepBuca Cloud Control2 ang mobuneHoro
npunoxeHus Keenetic. Mo ymMon4aHWIO Ha3HavYeH ypoBeHb 6e30MacHoCT
public.

Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> cloud control2 security-level (public | private)

AprymeHTbI AprymeHT |3HaueHune OnuncaHue

public Knw4esoe cnoso |foctyn k Cloud Control2 paspelueH ans
public, private n protected nHtep¢eiicos.

private |Knmw4esoe cnoso |focTtyn k Cloud Control2 pa3peLueH TonbKO
Ans private nHtepdeiicos.

Mpumep (config)> cloud control2 security-level public
CloudControl2: :Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

VICTOleﬂ Mn3MeHeHWiA Bepc”ﬂ onvcaHue

3.05 Job6asneHa komaHga cloud control2 security-level.

3.7 components

OnucaHune JocTyn K rpyrnne KoMaHzA 415 ynpasneHns KOMMOHEeHTaMM MUKPOMporpamMmel.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (config-comp)

Cunoncuc (config)> components
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa KOMaHAa components.
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3.7.1 components auto-update channel

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

3a4aTb NCTOYHMK KOMMOHEHTOB AN14 q)yHKLI,I/II/I aBToO6HOBNEHUA. 1o
YMOTYaHWIO NCNONb3yeTCd 3Ha4YeHne stable.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja

HeTt

(config-comp)>

auto-update channel «channel;

(config-comp)> no auto-update channel

AprymeHT

3HavyeHue

OnuncaHue

channel

stable

KOMMNOHEeHTbI NOMHOCTLIO NPOTECTUPOBAaHbI
N PEKOMEHAYHTCA ANS YCTaHOBKW. B
Be6-nHTepdeince 3TOT KaHaN ykasaH Kak
Penus.

preview

KoMnoHeHTbI cogepykaT Hoselilmne GyHKLnK
1 yCOBepLUEHCTBOBAHWS, HO MPOTECTMPOBAaHbI
He MNOoNHOCTLIO. B Be6-HTepdelice 3TOT kKaHan
yKa3aH Kak MpenBaputensHas Bepcus

draft

KoMnoHeHTbI cogepikaTt HoBelilme GyHKLNK
N NCNONIb3YHTCA ANS TeCTUpoBaHuA. B
Beb-nHTepdeice 3TOT KaHaN yKalaH Kak
TectoBasa cbopka.

(config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.

Bepcus

OnucaHune

3.01

JobaBneHa

KoMaHza components auto-update channel.

3.7.2 components auto-update disable

OnucaHune

Mpejukc no

CDyHKLI,I/Iﬂ aBTOMAaTM4YeCcKoro 06HOBAEHNSA KOMAOHEHTOB. 1o YyMO/T4YaHUIO
aBTOMaTu4yeckoe 06HOBNEHME BK/IHOYEHO.

KomaHga ¢ I'Ipeq)I/IKCOM no BKJIIOYAET aBTOMAaTN4YeCcKkoe 06HOBEHME.

Aa
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MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

CuHoncuc I(config-comp)> auto-update disable

I (config-comp)> no auto-update disable

Mpumep (config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.09 JobaeneHa komaHza components auto-update disable.

3.7.3 components auto-update schedule

OnucaHune MprcBonTL pacnuncaHmne ans paboTbl GyHKLMN aBTOMATUHECKOro 06HOBAEHNS.
MepeA BbINOAHEHVEM KOMaHAbI pacnmcaHne AoMXHO ObiTb CO34aHO U
HacTpoeHo npu nomowm komaHAael schedule action.

KomaHza c nped1Kcom no pa3pbiBaeT CBSA3b MeXJAy pacrnvcaHneMm U
aBTOMAaTNYeCKM 06HOBNEHNEM.

Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-comp)>  auto-update schedule <schedule>
(config-comp)> no auto-update schedule
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
schedule Pacnucanne |HasBaHMe pacnncaHums, CoO3gaHHOro npu
nomMoLum rpynnel KoMaHa schedule.
NMpumep (config-comp)> auto-update schedule Update

Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
3.03 [JlobaeneHa komaHAa components auto-update
schedule.

3.7.4 components check-update

OnuncaHmne MpoBepuTb 06HOBNAEHME NPOLUNBKA AN1A KaHAMAATa U BEAOMOTO
ycTpoinctBa MogynbHoi Wi-Fi Cuctembl.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-comp)>  check-update [ force]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
force Knoyesoe [MoCTOAHHO NMPOBEPATL Hannyme
C/I0BO 06HOBNEHUIA.
Npumep (config-comp)> check-update
release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no
(config-comp)> check-update force
release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.14 JobasneHa komaHaa components check-update.

3.7.5 components commit

OnucaHue MpUMeHUTb U3MeHeHUs, BHeCeHHble kKoMaHAamu components install n
components remove.

Mpejukc no Het

MeHsieT HacTpouikm  /[la
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MHorokpaTHbIii BBOA,

CvHoncuc

UcTopuns nameHeHuii

Het

(config-comp)>  commit

Bepcus OnucaHve

2.00 [JlobaBneHa KomaHZa components commit.

3.7.6 components install

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

OTMeTUTb KOMMOHEHT ANs I'IOCﬂeﬂ,yFOLLLEVI YCTaHOBKW. OkoHu4aTenbHas
YCTaHOBKa BbIMNOJ/IHAETCA KOMaHAomM components commit.

Het
Ja
Ja

(config-comp)>  install «component>

AprymeHT 3HauyeHue OnucaHwue

component Ctpoka HasBaHue koMnoHeHTa. CNMCcoK AOCTYMHbIX
ANt YCTAHOBKW KOMMOHEHTOB MOXET 6bIThb
BblBeAeH Ha 3KpaH KOMaHAoW components
list.

(config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.

Bepcusa OnucaHue

2.00 [Jlob6aBneHa koMaHAa components install.

3.7.7 components list

OnucaHune

Mpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBO,

MepeknruUnTLCA Ha BbIBpaHHY NeCOUYHMLY U OTMETUTbL A/1s1 YCTAHOBKU BCe
KOMMOHEHTbI, TpebyoLme N3MEeHEH M /151 COOTBETCTBUS BEPCUUN B
necoyHuue. Ecnm BeINOAHUTL KOMaHAy 6e3 aprymeHTa, TO byAeT BblBeAeH
BECb CMNCOK BCEX KOMMOHEHTOR TeKYLLIEM NeCOYHMLbI (YCTAaHOBIEHHbIX U
AOCTYMHBIX 4151 YCTaHOBKM). ECnv oTCyTCTBYET NogkntoueHne K MIHTepHeT, To
6YZAET BbiBeAEH TO/IbKO CMMCOK Y>Ke YCTaHOBMAEHHbIX KOMMOHEHTOB.

Het
HeTt

Het
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config-comp)>  list [ sandbox ]

AprymeHT 3HauyeHue OnucaHwue
sandbox Ctpoka YpaneHHasa necoyHuua, HanpumMep stable
nnu beta.
(config-comp)> list
firmware:
version: 2.13.C.0.0-1
sandbox: stable
local:
sandbox: beta
component:
name: base
priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb5840
installed: 2.13.B.1.0-1
preset: minimal
preset: recommended
queued: yes
Bepcus OnucaHue
2.00 Job6aBneHa komaHAa components list.
2.06.A.6 Job6asneH napameTp sandbox. KomaHaa components
list goMKHa NCNONBL30BaTLCSA BMECTO yCTapeBLUeit
components sync.

3.7.8 components preset

OnuncaHwune

Mpe¢ukc no

MeHsieT HacTpoViKKn

BbibpaTh roToBbIli HA6OP KOMMOHEHTOB. YCTaHOBKAa Habopa BbIMOHAETCH
KOMaHAoM components commit.

Mpexae YemM ycTaHOBUTbL HAbOp KOMMOHEHTOB, NMPOBeEpPbLTE NOCNeHNE BEPCUA
KOMMOHEHTOB Ha cepBepe 06HOBNeHW KoMaHAo components list.
TpebyeTca nogkntoueHve K VIHTepHeTy.

HeT

Ja
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MHorokpaTtHbIiA BBOg, Het

CuHoncuc I(conﬁg{0ﬂuﬂ> preset preset

AprymeHTbI KonnuyecTBo 1 Ha3BaHWsA roTOBbIX HAOOPOB KOMMOHEHTOB MOIYT 6bIThb
13MeHeHbI, MO3TOMY PeKOMeHAYeTCs MPOBepUTb CMMCOK AOCTYMHbIX HA6OPOB
KOMaHzom preset [Tab].

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWHMMaNbHO BO3MOXHBbIN 419 paboThbl
yCTPOCTBa Habop KOMMNOHEHTOB byaeT
oTMeYeH.

recommended |PekomeHAyemblii HA6OP KOMMOHEHTOB byaeT
OTMeYeH ANs yCTaHOBKM.

Mpumep (config-comp)> preset [Tab]

Usage template:
preset {preset}

Choose:
minimal
recommended

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.00 JobasneHa KOMaHAa components preset.

3.7.9 components preview

OnucaHune MokaszaTb pasMep NPOLUMBKW, COCTABNEHHOM 113 KOMMOHEHTOB, BbI6paHHbIX
C MOMOLLI0 KOMaHAbl components install.

Mpe¢ukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-comp)>  preview

Mpumep (config-comp)> preview
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WcTopusa nsmeHeHum

preview:

size: 7733308

Bepcus

OnucaHmne

2.06

JobasneHa KOMaHAa components preview.

3.7.10 components remove

OnuncaHune

Mpejukc no

MeHsieT HacTpoiAKK

OTMETUTb KOMMOHEHT A5t Moc/eAytoLLero yaaneHus. OKkoH4YaTeNnbHoe
yAaneHve BbINONHSAETCH KOMaHA0M components commit.

HeTt

Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-comp)>  remove «co

mponent»

AprymeHT

3HavyeHune

OnucaHue

component

CTpoka

HasBaHune KoMnoHeHTa. CNNCoK AOCTYMHbIX
ANS yfaneHns KOMMOHEHTOB MOXET 6bITb
BbIBeJEH Ha 3KpaH KOMaHAoM components
list.

(config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.

Bepcusa

OnucaHue

2.00

JobaeneHa

KOMaH/Zia components remove.

3.7.11 components validity-period

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBO,

YcTaHOBUTbL CPOK aKTya/ibHOCTW JTOKAJZIbHOTO Crnncka KOMMOHEHTOB. Mo

NCTEYEHUN 3TOI0 BpeEMEHN 6y,CI,ET aBToMaTn4yeckun BblNnoJsiIHeEHa KOMaHAa

components list 419 nony4YeHns TeKyLLLero Cnucka KOMMOHEHTOB € cepBepa
06HOBNEHMA. [10 yMONYaHWIO NCMOJIb3YyeTcs 3HaYeHe 1800.

KomaHga ¢ I'IpEd)I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.

Ja
Aa

Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-comp)>  validity-period <seconds>

(config-comp)> no validity-period

AprymeHT 3HauyeHue OnuncaHwue

seconds UYenoe uncro |CpoK aKTyasIbHOCTU NOKAJBLHOMO Crncka
KOMIMOHEHTOB B CekyHAax. MoXeT NpuHMMaTb
3HayeHWAa B npejenax ot 0 Ao 604800

BK/TOYNTEJIbHO.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Bepcus OnucaHve

2.03 Jlo6aBneHa komaHAa components validity-period.

3.8 crypto engine

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

BblbpaTh TN 06paboTku ESP IPsec nakeToB. [10 yMOAYaHWUIO UCMONb3yeTcs
annapaTHbI pexuM.

KomaHga ¢ npepurkcom no oTkaoHaeT GyHKLMIO.
Ja

Aa

Het

(config)> crypto engine <type>

(config)> no crypto engine

AprymeHT 3HaueHve |OnucaHve

type software |[porpaMMHbI pexunm.

hardware |AnnapaTHbIN pexunMm.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JlobaeneHa komaHaa crypto engine.

3.9 crypto ike key

OnucaHwue Job6aBuTb kntou IKE ¢ naeHTUGNKaTOPOM YAAaNeHHON CTOPOHBI.
KomaHga ¢ npedprKcoM no yaanseT yKa3aHHbIN KoY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, /[la

Cutoncnc (config)> crypto ike key names psk» (<type> <ids | any)
(config)> no crypto ike key name»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka Ha3BaHwve ktoya. lonyckaeTtcs
1CN0/b30BaHMe CIMBOJIOB JIATUHCKOro
andasnTa, UNPP, TOUKK, MOJUYEPKNBAHNS 1
fedunca.
psk CTpoka Naponb ans ayteHTUdMKaumn. nnHa napons
MOXeT 6bITb OT 6 40 96 CMMBOOB.
type address NaeHTndunkatopom aensetcs IP-agpec.
fqdn VaeHTndmnKkaTopom a9BAseTCs nosiHoe
AOMeHHoe 1MS.
dn NaeHTndrKaTopoM ABAAETCH JOMEHHOE NMS.
email NaeHTUdnKaTOPOM ABNAETCH 3NEKTPOHHbI
agpec e-mail.
id CTpoka 3HaueHuve ngeHTudmnKaTopa yaaneHHowm
CTOPOHBI.
any Kriw4yesoe Paspeluaet rcrnosib3oBaHme Kao4a ANs
C/I0BO nto60in yaaneHHOM CTOPOHBI.
Npumep (config)> crypto ike key VirtualIPServer »

aDjs0C1lgvWCs0iE4Ijhs+HRnNPiheGA478 any
IpSec: :Manager: "VirtualIPServer": crypto ike key successfully »
added.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
updated.
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WcTopusa nsmeHeHum

3.10 crypto

OnuncaHwune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.11 crypto

OnucaHwne

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
removed.

Bepcus OnucaHue
2.06 JobasneHa KomaHaa crypto ike key.
ike mtu

YcTaHoBUTL 3HaveHue MTU, koTopoe byaeT nepeaaHo IKE. Mo ymonyaHuto
MTU HacnepyeTcs OT HTedeinca, Yepes KOTOPbIA OCYLLLeCTBAAETCA JOCTYN B
VHTepHerT.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HayeHve MTU no ymMondaHuto.
Ja

Ja

Het

(config)> crypto ike mtu (value)

(config)> no crypto ike mtu

AprymeHT 3HauyeHue OnuncaHwue

value lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHUMAaTL 3HaUYeHNS
B npegenax oT 576 o 1500 BkAOUMTENIbHO.

(config)> crypto ike mtu 1400
IpSec: :Manager: IKE MTU value is set to 1400.

(config)> no crypto ipsec mtu
IpSec::Manager: Reset IKE MTU value.

Bepcus OnucaHve

3.08 [JobaeneHa komaHaa crypto ike mtu.

ike nat-keepalive

YcTaHOBUTb TallM-ayT MexXay naketamu keepalive B ciydae o6Hapy>KeHUs
NAT Mexay KnveHToM 1 cepBepoM IPsec. 1o yMo4aHNIO YCTaHOB/IEHO
3HaueHwe 20.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.12 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

Ja
Ja

Het

(config)>

crypto ike nat

-keepalive nat-keepalive

(config)> no crypto ike nat-keepalive

AprymeHT

3HauyeHve

OnucaHue

nat-keepalive

Lenoe uucno |Tarim-ayT mexay naketamu keepalive B

cekyHAax. MoxeT NnpuH1UMaTb 3Ha4YeHUs B
npegenax ot 5 Ao 3600 BKIHOUNTENLHO.

(config)> crypto ike nat-keepalive 90
IpSec: :Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec::Manager: Reset crypto ike nat-keepalive timeout to 20 s.

Bepcusa

OnucaHwmne

2.06

Jlo6aBneHa komaHga crypto ike nat-keepalive.

ike policy

JocTtyn K rpynne KOMaHA ANs HaCTPOViKM BblbpaHHOW nonnTtuku IKE. Ecnun
nonntuka IKE He HalijleHa, KOMaHAa NblTaeTca eé co3aathb.

KomaHga c npedurkcom no yaanset nonnTtuky IKE. NMpn 3TOM AaHHas NOANTUKA
IKE aBTOMaTu4yeckn ygansaeTcs 13 scex npounen IPsec.

Ja
Aa
Ja

BxoxxaeHue B rpynny (config-ike-policy)

CuHoncuc

AprymeHThl

(config)>

crypto ike policy name>

(config)> no crypto ike policy name>

AprymeHT

3HayeHue

OnvcaHune

name

CTpoka

Ha3saHve nonutuku IKE. lonyckaeTcs
NCMONb30BaHe CMMBOJIOB JIaTUHCKOro
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Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

andasuTa, UNp, TOUKKW, NOAYEPKUBAHUA N
Jeduca.

(config)> crypto ike policy test
IpSec::Manager: "test": crypto ike policy successfully created.

(config)> no crypto ike policy test
IpSec::Manager: Crypto ike policy "test" removed.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ike policy.

3.12.1 crypto ike policy lifetime

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcTaHOBWUTL BpeMA XU3HW accoumaumm IPsec IKE. 1o ymonyaHuto
ncnosb3lyetcd 3HaueHve 86400.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHne No yMOAYaHUIO.
Ja

Aa

Het

(config-ike-policy)>  lifetime <lifetime>

(config-ike-policy)> no lifetime

AprymeHT 3HauyeHue OnuncaHwue

lifetime UYenoe uucro |Bpemsa xun3Hu accoumaumm IPsec IKE B
cekyHAax. MoxeT npuHMMaTb 3Ha4YeHud B

npegenax oT 60 Ao 2147483647.

(config-ike-policy)> lifetime 3600
IpSec: :Manager: "test": crypto ike policy lifetime set to 3600 s.

(config-ike-policy)> no lifetime
IpSec: :Manager: "test": crypto ike policy lifetime reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto ike policy lifetime.
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3.12.2 crypto ike policy mode

OnucaHue 3afaTb Bepcuto npoTtokosa IKE. [To yMon4YaHUIo UCMOJIb3YyeTCa 3HaYeHne
ikevl.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-ike-policy)>  mode mode>

(config-ike-policy)> no mode

AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne

mode ikevl Bepcusa npoTtokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

Mpumep (config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".

(config-ike-policy)> no mode
IpSec::Manager: "test": crypto ike policy mode reset.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 Jlo6aBneHa komaHga crypto ike policy mode.

3.12.3 crypto ike policy negotiation-mode

OnucaHwue YcTaHoBUTb pexxm obmeHa ans IKEv1 (cM. komaHay crypto ike policy mode).
Mo yMOnuaHWIo NCNob3yeTca 3HadYeHme main.

KomaHza ¢ npedrkcom no Bo3BpaLLAeT 3HayeHre rno yMOAYaHI0.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOA, Het

CuHoncuc I (config-ike-policy)> negotiation-mode negotiation-mode>

I (config-ike-policy)> no negotiation-mode
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AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HaueHue ‘Onwcal-wle

negotiation-mode main OCHOBHOV pexumMm, 3almuiaeT
naeHTndmKaumio nmpa.

aggressive |ArpeccmBHbIV pexuMm, He 3alymiaeT
naeHTdMKaLmo nnpa.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec::Manager: "test": crypto ike policy negotiation-mode reset.

Bepcus OnucaHue

2.06 Job6asneHa komaHgaa crypto ike policy
negotiation-mode.

3.12.4 crypto ike policy proposal

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

J06aBuTb B NoAnTuKy IKE cCblKy Ha BblbpaHHbI IKE proposal. OuepeaHoCTb
L06aBneHNs UMeeT 3HauveHne 415 obMeHa AaHHbIMU No npoTokony IKE,

KomaHgaa ¢ npedurkcom no yaanset ccbinky Ha IKE proposal.
Ja

[Ja

Ja

(config-ike-policy)>  proposal <proposal

(config-ike-policy)> no proposal <proposal

AprymeHT 3HauyeHue OnucaHwue

proposal CTpoka HassaHwe IKE proposal. JonyckatoTtcs
CUMBO/IbI laTUHCKOro andasuTa, udpsbl,
TOYKW, NoAYepKNBaHUA N AedUChl.

(config-ike-policy)> proposal test
IpSec::Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec: :Manager: "test": crypto ike policy proposal "test" »
successfully removed.
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UcTopuns nameHeHuii

3.13 crypto

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JobaeneHa komaHza crypto ike policy proposal.

ike proposal

JocTtyn K rpynne koMaHg, 4151 HacTpoliku BbibpaHHOro IKE proposal. Ecnu IKE
proposal He HaligeH, KOMaH/Aa NbITaeTca ero co3Aathb.

MONHbBIA CNNCOK aNropUTMOB WGPOBaAHMSA peann3oBaHHbIX B CUCTEME
npuBegeH B [prnoxKeHnNn.

KomaHga ¢ npedukcom no yaanset IKE proposal. Mpy 3ToM 13 Bcex NOANTUK
IKE aBTOMaTM4eCcKN yAanarTca CCblIKM Ha AaHHbIN IKE proposal.

Aa

[Ja

Ja

(config-ike-proposal)

(config)> crypto ike proposal name>

(config)> no crypto ike proposal name>

AprymeHT 3HayeHue OnuncaHwue

name Ctpoka HassaHwe IKE proposal. JlonyckatoTtcs
CUMBOJIbI TATUHCKOro andasuTa, Lndpsl,

TOYKWM, NoOAYHEPKNBaAHUA U ﬂ,eq)l/ICbI.

(config)> crypto ike proposal test
IpSec::Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

Bepcus OnucaHve

2.06 [JlobaeneHa komaHaa crypto ike proposal.

3.13.1 crypto ike proposal aead

OnucaHwne
Mpe¢ukc no

MeHsieT HacTpoWiKKn

BrntounTs pexum wndpoBaHua AEADans IKE proposal.
Het

Het
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MHorokpaTHbIii BBOA,

CvHoncuc

Mpumep

WcTopus nsmeHeHum

Het

I(config—ike—proposal)> aead

(config-ike-proposal)> aead
IpSec::Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »

mode.
Bepcus OnucaHue
3.05 Job6asneHa komaHaa crypto ike proposal aead.

3.13.2 crypto ike proposal dh-group

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Job6aBunTb BbiIbpaHHyto DH rpynny B IKE proposal ans paboTbl B pexunme PFS.
OuepeAHOCTb A06aBNEeHVA MIMeeT 3HaveHne AN obmMeHa AaHHbIMY MO

npotokony IKE.

KomaHza c npedurKcom no yaansieT BblbpaHHyto rpynny.

Ja
Ja
Ja

(config-ike-proposal)>

dh-group «dh-groups

(config-ike-proposal)> no dh-group «dh-group»

AprymeHT

3HayeHue

OnucaHue

dh-group

1

2

5

14

15

16

17

18

19

20

21

25

26

DH rpynna ans paboTbl B pexume PFS.
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Mpumep

AprymeHT 3HauyeHue OnuncaHwue
31
32
(config-ike-proposal)> dh-group 14

IpSec: :Manager:

"test":

successfully added.

(config-ike-proposal)>
IpSec: :Manager:

no
“test":

successfully removed.

crypto ike proposal DH group "14" »

dh-group 14

crypto ike proposal "test" group type »

WcTopusa nsmeHeHwnii

Bepcus

OnucaHune

2.06

JobasneHa komaHAa crypto ike proposal dh-group.

3.13.3 crypto ike proposal encryption

OnucaHune

J0o6aBnTb BbIbpaHHbIN TUN WndpoBaHus B IKE proposal. OuepeaHOCTb

f[06aBNeHNs MeeT 3HaueHVe 415 obMeHa AaHHbIMUY Mo npoTokony IKE.

Mpe¢ukc no

MeHsieT HacTpoiAKK

KomaHpaa ¢ npedpurkcom no yaanseT BblopaHHbIA TUN WindpoBaHus.

Aa
Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

(config-ike-proposal)>

enc

ryption cencryptions

(config-ike-proposal)> no encryption «encryption;

AprymeHThl

AprymeHT

3HayeHue

OnvicaHune

encryption

des

3des

aes-chc-128

aes-chc-192

aes-chc-256

aes-ctr-128

aes-ctr-192

aes-ctr-256

Tun wndposaHua IKE.
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Mpumep

UcTopuns nameHeHuii

(config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa crypto ike proposal encryption.

3.13.4 crypto ike proposal integrity

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

Jo6aBuTb BbIbpaHHOe 3HaveHue anroputma nognucyn HVAC B IKE proposal.
OuepegHocTb fo6aBNeHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npedpurkcom no yaanseT BblopaHHbIA anropuTMm.
Ja

Aa

Ja

(config-ike-proposal)>  integrity <integrity»

(config-ike-proposal)> no integrity <integrity»

AprymeHT 3HauyeHue |OnucaHve
integrity md5 Anroputm nognucu HMAC IKE
shal COOBLLIeHWIA.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec::Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

Bepcus OnucaHve

2.06 [Jlo6aBneHa komaHga crypto ike proposal integrity.
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3.13.5 crypto ike proposal prf

OnucaHwne Jo6aBuTb BbibpaHHyto rpynny PRF B IKE proposal.
KomaHaa c npedpurkcom no yaansieT BbIOpaHHbI anroputm.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-ike-proposal)>  prf «prf>
(config-ike-proposal)>  no prf «prf>
AprymeHTbI AprymeHT |3HaueHme |OnucaHme
prf md5 Anropunt™m nognucu HMAC ans IKE
shal COObLLEHNI.
aes-xchc
sha256
sha384
sha512
aes-cmac
Npumep (config-ike-proposal)> prf sha256
IpSec::Manager: "TEST": crypto ike proposal prf algorithm »
"sha256" successfully added.
(config-ike-proposal)> no prf sha256
IpSec: :Manager: "TEST": crypto ike proposal "TEST" prf type »
successfully removed.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.05 JobasneHa komaHaa crypto ike proposal prf.

3.14 crypto ipsec incompatible

OnucaHue OTKNOUNTL NMPOBEPKY COBMECTUMOCTU IPsec TyHHenel. 1o yMon4aHuio
HaCTpoOMKa OTK/AKYeHa.

KomaHaa ¢ npepurkcom no BkItoUaeT NpoBepKy 06paTHO.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CuHoncuc I(config)> crypto ipsec incompatible

I (config)> no crypto ipsec incompatible

Npumep (config)> crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec::Manager: Compatibility checks is enabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 [Jlo6baBneHa KkomaHga crypto ipsec incompatible.

3.15 crypto ipsec profile

OnucaHune JocTtyn K rpynne KOMaHA AN HaCcTPOMKM BblbpaHHoro npouns IPsec. Ecnn
npodunb He HalngeH, KOMaHAA NbITAeTCA ero co3Aathb.

KomaHga ¢ npedurkcom no yaanset npodusb. Mpy 3TOM CCbINKM Ha AaHHBIN
npoduab aBTOMaTUYECKM YAANSAIOTCA N30 BCeX KpMAToKapT IPsec.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a

Bxo)xaeHue B rpynny (config-ipsec-profile)

Cunoncuc (config)> crypto ipsec profile name»
(config)> no crypto ipsec profile name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka HasBaHune npoduns IPsec. lonyckaroTcs
CUMBOJIbI TaTUHCKOro andasuTa, udpsl,
TOYKW, NoAYepKNBaHUA N AedurChbl.
Npumep (config)> crypto ipsec profile test

IpSec::Manager: "test": crypto ipsec profile successfully created.

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.06

JobaBneHa komaHAa crypto ipsec profile.

3.15.1 crypto ipsec profile authentication-local

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3ajaTtb TMN ayTEHTI/I(I)I/IKaLI,I/IVI NlokanbHoOro xocra. o YyMO/T4aHWIO
Mncnonb3yeTcd 3HaveHne pre- share.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoan4aHuio.

Ja
Ja

HeT

(config-ipsec-profile)>

authentication-local auth»

(config-ipsec-profile)> no authentication-local

AprymeHT

3HavyeHue

OnucaHue

auth

pre-share

Ha aaHHbII MOMEHT eJHCTBEHHOE
JAOCTYMHOE 3HaueHue.

(config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec: :Manager: "test": crypto ipsec profile authentication-local »

reset.
Bepcus OnucaHve
2.06 [JlobaBneHa KkomaHga crypto ipsec profile

authentication-local.

3.15.2 crypto ipsec profile authentication-remote

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIiA BBOA,

3afaTtb TMM ayTeHTUOUKALUN YAANEHHOrO XOCTa. [0 yMoAYaHuo
MCMNoNb3yeTcs 3HayeHne pre-share.

KomaHgaa c npedrkcom no BO3BPALLAET 3HAUEHME MO YMONYAHMIO.

Ja
Ja

HeTt
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)>  authentication-remote auths

(config-ipsec-profile)> no authentication-remote

AprymeHT 3HauyeHue OnuncaHwue

auth pre-share Ha AaHHbIA MOMEHT eANHCTBEHHOE
AOCTYMHOEe 3HayeHue.

(config-ipsec-profile)> authentication-remote pre-share
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ipsec profile
authentication-remote.

3.15.3 crypto ipsec profile dpd-clear

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

3agaTb CNocob AecTBMA NpU 06HapyXXeHUW HepaboTatoLero nupa IKE. Mo
YMONYaHMIO NapameTp BK/IOYEH, YTO 03HavaeT yaaneHne nHpopmaLmm o

nmpe.
KomaHga c npedunkcom no yctaHaBAMBaeT JeicTBue B restart.
Ja

Aa

Het

I(config—ipsec-profile)> dpd-clear

I (config-ipsec-profile)> no dpd-clear

(config-ipsec-profile)> dpd-clear

IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »

set to "clear".

(config-ipsec-profile)> no dpd-clear

IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »

set to "restart".
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto ipsec profile dpd-clear.

3.15.4 crypto ipsec profile dpd-interval

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3afaTb NapameTpbl MeToAa AN 0O6HapyXeHns HepaboTatowmx IKE NMpoB..
Mo ymonuaHuio 3HaveHue interval paBHo 30, retry-count pasHo 3.

KomMaHgza ¢ npedprKcomM no BO3BpaLLAeT 3HAUYEHWS MO YMONYAHUIO.
Ja

Ja

Het

(config-ipsec-profile)>  dpd-interval<intervals[retry-count]

(config-ipsec-profile)> no dpd-interval

AprymeHT 3HauyeHue OnuncaHwue

interval UYenoe uucno |HTepBan oTnpasku DPD rnakeToB B CEKYHAAX.
Mo>ceT NnpuHMMaTb 3HaYeHus B Npejenax oT
2 [0 3600.

retry-count |Jenoe uucno |Konmuectso nomnbITOK oTNpaskuy DPD nakeTos.
MoxxeT npMHMMaTb 3Ha4YeHVsa B npejenax ot
3 70 60.

(config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHga crypto ipsec profile dpd-interval.

3.15.5 crypto ipsec profile identity-local

OnucaHune

Mpe¢ukc no

3azaTb NOKanbHbI ngeHTUdUKaTOp Ana npoduns IPsec.
KomaHgaa c npedpurkcom no yaansieT nokanbHblli ngeHTnoukaTop.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-ipsec-profile)>  identity-local type> «<id>
(config-ipsec-profile)> no identity-local
AprymeHTbI AprymeHT 3HaueHue OnucaHue
type address Tun nageHTnomkatopa — IP-agpec.
fqdn Tvn ngeHTndmrkatopa — nonaHoe
AOMeHHoe nMS.
dn Tun naeHTndrkKaTopa — JOMeHHoe
M.
email Tun ngeHtTndumkatopa — agpec e-mail.
id CTtpoka 3HaueHVe NoKabHOro
naeHTndumkaTopa.

Example (config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".
(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.06 Job6aeneHa komaHAa crypto ipsec profile identity-local.

3.15.6 crypto ipsec profile match-identity-remote

OnucaHune 3afaTb MAEHTNPNKATOP YAAaNEHHOI0 XOCTa AN BbIbpaHHOro npoduns IPsec.
KomaHga ¢ npedumkcom no yganaet naeHTuGuKaTop yaaneHHoro xocra.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ipsec-profile)> match-identity-remote («type><ids | any)
(config-ipsec-profile)> no match-identity-remote
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
type address Tun naeHtTndumkatopa — IP-agpec.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
fqdn Tun naeHTndrkaTopa — NoJHOe JOMEeHHOoe
nms.
dn Tun ngeHTndunkaTopa — AOMEHHOE NMS.
email Tun naeHTndurkatopa — agpec e-mail.
id CTpoka 3HadveHne naeHTUdMKaTopa yaaneHHoro
XocTa.
any Kriw4yesoe Pa3spewwnTb ncnonb3oBaHme n060ro
CJ1080 yAa/IeHHOro xocTa.

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ipsec profile

match-identity-remote.

3.15.7 crypto ipsec profile mode

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

YCTaHOBUTb pexuM paboTbl IPsec. 10 yMOAYaHUIO UCMOb3YyeTCs 3HaYeHne
tunnel.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHWIO.
Ja

Aa

Het

(config-ipsec-profile)>  mode mode»

(config-ipsec-profile)> no mode

AprymeHT 3HaueHve |OnucaHve

mode tunnel TYHHeNbHbIN pexuMm, Npu KOTOPOM
Becb IP nakeT wupyetca n/mam
npoBepseTcs Ha NOAJIMHHOCTb.

transport |TpaHCNOPTHbLIV peXxuMm, Koraa
wndpyeTcs TONbKO CoOAepXMMOoe
IP-nakeTa.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »
"transport".

(config-ipsec-profile)> no mode
IpSec::Manager: "test": crypto ipsec profile mode reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec profile mode.

3.15.8 crypto ipsec profile policy

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHum

3ajaTb CCbIIKY Ha CyLlecTBYyHOLLYO NoanTuky IKE (cM. KomaHay crypto ike
policy).

KomMaHza ¢ npeprKCoM No yaansaeT CCbiaky.
Ja
Aa
Het
(config-ipsec-profile)>  policy «policy»

(config-ipsec-profile)> no policy

AprymeHT 3HaueHue OnucaHwue

policy Crpoka HasBaHwue nonntmnkun IKE. Cnmncok
AOCTYMHbIX MOUTUK MOXHO YBUAETH

€ nomoLbo KomaHabl policy [Tabl.

(config-ipsec-profile)> policy [Tabl
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".

(config-ipsec-profile)> no policy
IpSec: :Manager: "test": crypto ipsec profile policy reset.

Bepcus OnucaHve

2.06 Job6asneHa KkomaHaa crypto ipsec profile policy.
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naBa 3 OnncaHme KoMaHp,

3.15.9 crypto ipsec profile preshared-key

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3afaTb CBA3aHHYO KtoueByto dpasy Ans jaHHoro npoduns IPsec.
KomaHga c npedunkcom no yganseT kio4veByr Gpasy.

Ja

Ja

Het

(config-ipsec-profile)>  preshared-key preshare-key»

(config-ipsec-profile)> no preshared-key

AprymeHT 3HauyeHue OnuncaHwue

preshare-key|Crpoka 3HauveHMe KntoyeBo hpasbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec: :Manager: "test": crypto ipsec profile preshared key reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec profile
preshared-key.

3.15.10 crypto ipsec profile xauth

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

BkntounTb foNoAHUTENBHY0 ayTeHTUdUrKauumio XAuth ana pexuma IKEv1. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHa.

KoMaHAa ¢ Npedurkcom no OTKIHOYAET AOMONHUTENIbHYH NPOBEPKY
NOA/IMHHOCTM.

Ja

Aa

Het

I (config-ipsec-profile)>  xauth <type>

I (config-ipsec-profile)> no xauth
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HaueHve |OnucaHve
type client KnneHTckuin pexxmm.
server CepBepHbI pexmnm.

(config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec::Manager: "test": crypto ipsec profile xauth is disabled.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ipsec profile xauth.

3.15.11 crypto ipsec profile xauth-identity

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

NcTopusa nsmeHeHum

YKa3aTb 0rvH 415 AONONHUTENbHOM ayTeHTudukaumm XAuth B KIMEHTCKOM
pexvme.

KomaHaa ¢ npepurkcom no yaanseT noruH.

Aa

Ja

Het

(config-ipsec-profile)>  xauth-identity <identity»

(config-ipsec-profile)> no xauth-identity

AprymeHT 3HauyeHue OnucaHue

identity Crpoka JIOrvH ANSA KNMeHTCKoro pexuma XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Bepcus OnucaHue

2.06 JobasneHa komaHza crypto ipsec profile xauth-identity.
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naBa 3 OnncaHme KoMaHp,

3.15.12 crypto ipsec profile xauth-password

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.16 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

YKazaTb Naposib AN JONONHUTENbHOM ayTeHTUdMKaLmmn XAuth B KIMEHTCKOM
pexvme.

KomaHga ¢ npedrKCOM no CcTMpaeT 3HaYeHne Napons.
Ja
Ja
Het
(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

AprymeHT 3HauyeHue OnuncaHwue

password Ctpoka Maponb Ans KINeHTCKOoro pexnma XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
xauth-password.

ipsec rekey delete-delay

3aAatb MHTepBas nepey yaaneHvem IKE SA nocsie nonyyeHns KOMaHAbl
DELETE OT yA4aneHHON CTOPOHbI. [10 yMOA4aHMIO NCNob3yeTcs 3HaueHre 10.

KomMaHza ¢ npedprKcoM Nno BO3BPALLAET 3HAUEHME MO YMONYAHUIO,
Ja

Ja

Het

I (config)> crypto ipsec rekey delete-delay «delay>

I (config)> no crypto ipsec rekey delete-delay
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

delay lenoe umucro |3HayveHMe 3ajepXKKU B ceKyHAax. MoxeT
NMPUHMMaTL 3HaYeHNA B Npesenax ot 1 40 60.

Mpumep (config)> crypto ipsec rekey delete-delay 1
IpSec::Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 Jlo6aBneHa komaHga crypto ipsec rekey delete-delay.

3.17 crypto ipsec rekey make-before

OnucaHune BrntounTb pexunm yctaHoBkU HOBbIX IKE SA A0 pa3pbiBa npeapiayLumx. o
YMONYaHUIO QYHKLMA OTKIOYEHaA.

KomaHga ¢ npedrkcom no OTKIYAET 3TOT PeXUM.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOA, Het

CuHoncnc I(config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before

Mpumep (config)> crypto ipsec rekey make-before
IpSec::Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.1 [Jlo6baBneHa komaHga crypto ipsec rekey make-before.

3.18 crypto ipsec transform-set

OonuncaHmne JocTyn K rpynne KOMaHA 4151 HACTPOIKM BbI6paHHOro NpeobpasoBaHus IPsec
ESP BO 2 dpase. Ecnm npeobpasoBaHuMe He HalAeHO, KOMaHAA NbITaeTcs ero
co3aaTb.
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naBa 3 OnncaHme KoMaHp,

KomaHaa ¢ npedpurkcom no yaanset npeobpasoBaHue. MNpu 3TOM 13 Bcex
KPpUNTOKapT IPsec aBTOMaTmnyecKkmn YAANAKTCA CCbI/IKN Ha AaHHOE
npeobpasoBaHue.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

BxoxxaeHue B rpynny (config-ipsec-transform)

CuHoncue (config)> crypto ipsec transform-set name>
(config)> no crypto ipsec transform-set name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka HasBaHune npeobpasoBaHus IPsec.
JonyckatoTca CMMBObI NATUHCKOTO
andasuTa, Unbpbl, TOUKK, NOAYEPKNBAHUSA
n geducel.
Mpumep (config)> crypto ipsec transform-set test
IpSec: :Manager: "test": crypto ipsec transform-set successfully »
created.
(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.06 JobasneHa koMaHgaa crypto ipsec transform-set.

3.18.1 crypto ipsec transform-set aead

OnucaHue Brntountb pexxum wndposaHua AEADAnS IPsec.
MNpe¢ukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue I(config-ipsec—transform)> aead

Mpumep (config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »
AEAD mode.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHza crypto ipsec transform-set aead.

3.18.2 crypto ipsec transform-set cypher

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

[o6aBuTb Bbl6paHHbIN TN WndpOBaHMA B Npeobpa3oBaHue IPsec.
OuepegHoCTb f06aBNEHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npepurkcom no yaanseT BolbpaHHbIA TUN WNdpPOBaHUS.
Ja

Aa

Ja

(config-ipsec-transform)>  cypher <«cypher;

(config-ipsec-transform)> no cypher <«cypher;

AprymeHT 3HauyeHue |OnucaHve

cypher esp-des Tun wndpoBaHma NpeobpaszoBaHUs
IPsec ESP.

esp-3des

esp-aes-128

esp-aes-192

esp-aes-256

(config-ipsec-transform)> cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHga crypto ipsec transform-set cypher.

3.18.3 crypto ipsec transform-set dh-group

OnucaHune

Jlo6aBuTb BbIbpaHHyto DH rpynny B npeobpa3osaHue IPsec ans paboTbl B
pexuvme PFS. OuepefHOCTb Jo6aBNeHNS NMeeT 3HaueHue 419 obMeHa
JaHHbIMW No npoTokony IKE.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

KomaHga c npedurkcom no yaanseT BoIbpaHHY0 rpynny.
Ja

Aa

[Ja

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

AprymeHT 3HauyeHue |OnucaHve

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2

5

14
15
16
17
18

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.

Bepcusa OnucaHve
2.06 Jlo6aBneHa koMaHgaa crypto ipsec transform-set
dh-group.

3.18.4 crypto ipsec transform-set hmac

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

Jo6aBuTb BbibpaHHbI anroputm noagnucn HVIAC B npeobpasoBaHue IPsec.
OuepegHoCTb fo6aBNeHNA MMeeT 3HaueHKe 419 obMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npedunkcom no yaanseTt BbIOpaHHbI aaropuTM.
Ja
[Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

CnHoncuc (config-ipsec-transform)>  hmac <hmac

(config-ipsec-transform)> no hmac <hmac>

AprymeHTbI AprymeHT |3HaueHue OonucaHune

hmac esp-md5-hmac Anroputm noanmuecn HMAC
npeobpasoBaHus IPsec ESP.

esp-shal-hmac

esp-sha256-hmac

Mpumep (config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set hmac »
"esp-shal-hmac" successfully added.

(config-ipsec-transform)> no hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set "test" hmac »
successfully removed.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.06 JobaBneHa koMaHga crypto ipsec transform-set hmac.

3.18.5 crypto ipsec transform-set lifetime

OnucaHwue YCTaHOBUTL BpeMsi XXN3HW BbIbpaHHOro npeobpasoBaHus IPsec. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ipsec-transform)>  lifetime <lifetimes
(config-ipsec-transform)> no lifetime
AprymeHTbl AprymMeHT |3HaueHme |OnucaHwne
lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHunsa IPsec B
cekyHaax. MoxeT NnpyHUMaTh 3Ha4YeHns B
npegenax ot 60 Ao 2147483647.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

3.19 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

(config-ipsec-transform)> lifetime 8640
IpSec::Manager: "test": crypto ipsec transform-set lifetime set »
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec transform-set
lifetime.

map

JocCTyn K rpynne KOMaHz ANst HACTPOWMKM BblI6paHHOI KpUNToKapThl IPsec.
Ecnv kpynTokapTa He HalieHa, KOMaHAa NbiTaeTcs eé co34aThb.

KomaHga ¢ npedrkcom no yaanset KpUnTokapTy.
Ja
Aa
Ja

(config-crypto-map)

(config)> crypto map <name»

(config)> no crypto map <name»

AprymeHT 3HauyeHue OnucaHwue

name Ctpoka Ha3BaHVe KpunTokapThl IPsec. lonyckaroTcs
CUMBOJIbI TIATUHCKOrO andasuTa, Lndpsbl,
TOUKM, NoAYEPKMBAHUA U AedUChI.

(config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec: :Manager: Crypto map profile "test" removed.

Bepcus OnucaHue

2.06 JobaBneHa KoMaHaa crypto map.
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naBa 3 OnncaHme KOMaHA,

3.19.1 crypto map connect

OonucaHue BkntoumTb aBTOMaTU4YeCcKoe 6e3ycoBHOE coearHeHme IPsec ¢ yaaneHHowm
CTOPOHOI. HacTpolika He MeeT CMbICa, eC/I OCHOBHOMY YaneHHOMY XOCTy
NPUCBOEHO 3HauYeHue any (CM. KOMaHZy crypto map set-peer). Mo

YMOYaHMIO HAaCTPOIiKa OTK/IlOUeHa U coeAnHeHne byaeT yCTaHOBNEHO Nnpu
noneiTKe Nepegatb TpaduK Yepes npeobpasoBaHue IPsec ESP.

KomaHga ¢ ﬂpe¢I/IKCOM No OTK/1F0YaeT aBToOMaTmn4yeckoe 6e3yCﬂOBHOE
coeanHeHwme.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-crypto-map)>  connect

I (config-crypto-map)> no connect

Mpumep (config-crypto-map)> connect
IpSec::Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.06 JobaBneHa koMaHga crypto map connect.

3.19.2 crypto map enable

OnucaHue BkntounTb BbIGpaHHYO KpUnToKapTy IPsec. Mo ymonyaHuio napameTp
BKJIHOYEH.

KomaHga ¢ npedrnKcom no oTKIoUaeT KPUNTOKaPTY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I (config-crypto-map)>  enable
I (config-crypto-map)> no enable
NMpumep (config-crypto-map)> enable

IpSec: :Manager: "test": crypto map enabled.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

Bepcus OnucaHue

2.06 JobasneHa KoMaHaa crypto map enable.

3.19.3 crypto map fallback-check-interval

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

BknounTb neprogmyeckyto NpoBepKy AOCTYMHOCTY OCHOBHOMO XOCTa U
BO3BpaTa Ha Hero B TOM C/lyyae, Korfa HasHayeHbl 1 OCHOBHOW 1 pe3epBHbIi
yAaneHHble XOCTbl. 10 yMONYaHUIO HAaCTPOiKa OTKHOYEeHa.

KomaHga ¢ npedrnkcom no oTKIoUaeT NpoBepky.

Ja

Ja

Het

(config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

AprymeHT 3HaueHne |OnucaHue

interval-value|lesoe uuco |[lepnos NnpoBepkn B cekyHAax. MoxeT
NPpUHMMaTL 3Ha4YeHNs B Npejenax oT 60 J0
86400.

(config-crypto-map)> fallback-check-interval 120
IpSec::Manager: "test": crypto map fallback check interval is »
set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec: :Manager: "test": crypto map fallback check interval is »
cleared.

Bepcus OnucaHve

2.06 JobasneHa KoMaHAa crypto map

fallback-check-interval.

3.19.4 crypto map force-encaps

OnucaHune

MpUHYANTENbHO BKAOYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP ans o6xoaa
firewall n NAT.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

KoMaHAa ¢ Npe¢prkCcoM No OTK/HOYAET 3TOT PEXUM.

Ja
Aa

Het

I (config-crypto-map)>  force-encaps

I (config-crypto-map)> no force-encaps

(config-crypto-map)> force-encaps

IpSec::Manager: "test":

enabled.

(config-crypto-map)> no force-encaps

IpSec: :Manager: "test":

crypto map force ESP in UDP encapsulation »

crypto map force ESP in UDP encapsulation »

disabled.
Bepcus OnucaHve
2.08 [Jlo6baBneHa komaHga crypto map force-encaps.

3.19.5 crypto map I2tp-server dhcp route

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHThl

HasHaunTb MapLupyT, nepesaBaeMblii Yepes coobuieHns DHCP INFORM,
KnneHTam L2TP-cepBepa.

KomaHaa ¢ npeprKcom no oTMeHseT NoslyveHune yKkazaHHOro MapLupyTa.

Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yeT OTMEeHeHO noJlyyeHme Bcex

MapLLpYTOB.
[Ja
Ja
Ja

(config-crypto-map)>

12tp-server dhcp route address> mask»

(config-crypto-map)> no 12tp-server dhcp route [ <addresss masks ]

AprymeHT 3HauyeHue OnucaHwue
address IP-appec Afpec ceTeBOro KaneHTa.
mask IP-macka Macka ceTeBoro knmeHTta. CyLecTsyeT ABa

crocoba BBOJa MacCKu: B KaHOHWNYeCKOW

dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOM ANNHbI NpedurKkca (Hanpumep, /24).
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.

(config-crypto-map)> 12tp-server no dhcp route
IpSec::Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.

Bepcus OnucaHve
2.12 [JlobaeneHa komaHza crypto map I2tp-server dhcp
route.

3.19.6 crypto map I2tp-server enable

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Bkntouuntb L2TP-cepBep Ha KpunTokapTe IPsec. [To ymonyaHuio napameTp
BKJIHOYEH.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.
Ja
Aa

Het

I(conﬁg«xyptownapp> 12tp-server enable

I(conﬁg«xypto¢napﬁ>nothp-serverenable

(config-crypto-map)> 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.

(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
disabled.

Bepcus OnucaHve

2.1 Jlo6aBneHa koMaHza crypto map I2tp-server enable.

3.19.7 crypto map I2tp-server interface

OnucaHwne

MNpejukc no

CsizaTb cepBep L2TP € yKa3aHHbIM UHTepdelicoM.

KomaHaa ¢ npedunKcom no paspbiBaeT CBSi3b MeXAy CepBepOM U1
nHTepdericom.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-crypto-map)>  12tp-server interface <interface

(config-crypto-map)> no 12tp-server interface

AprymeHT

3HaueHue OnvicaHune

interface

NHTeppeiic MonHoe Msa nHTepderca Nm NCeBLAOHUM.
CnncoK AOCTYNHbIX ANt Bbl6opa
nHTepdelicoB MOXHO yBMAETb BBEASA
KoMaHay 12tp-server interface [Tab].

(config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl

GuestWiFi

(config-crypto-map)> 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »

is unbound.
Bepcus OnucaHve
2.11 Jlo6aBneHa komaHga crypto map I12tp-server interface.

3.19.8 crypto map I2tp-server ipvecp

OnucaHwne

Brnrounte nogaepxky IPv6. [ina kaxgoro L2TP-cepBepa co34ar0Tcs
DHCP-nynbl IPv6. Mo ymMOn4aHMIO HacTPOMKa OTK/IOYEHa.

KomaHgaa ¢ npedrKcom no OTK/I0UYaeT HacTpoliky.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja
Ja

Het

I (config-crypto-map)>  12tp-server ipvécp

I (config-crypto-map)> no 12tp-server ipvécp

(config-crypto-map)> 12tp-server ipv6cp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.

(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

Bepcus OnucaHve

3.00 JobasneHa koMaHaa crypto map I2tp-server ipvécp.

3.19.9 crypto map I2tp-server Icp echo

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

3afaTb NpaBuia TeCTUPOBAHUA coeanHeHna L2TP-cepBepa cpeactsamu LCP
echo.

KomaHga ¢ npedpurkcom no oTknto4aeT LCP echo.
Ja
[Ja
HeTt
(config-crypto-map)>  12tp-server lcp echo <interval> «count»

(config-crypto-map)> no 12tp-server lcp echo

AprymeHT 3HauyeHue OnuncaHwue

interval Uenoe uucno |VHTepBan mexay otnpaskamm LCP echo, B
cekyHzax. Ecniv B TeueHme ykasaHHOro
WHTepBana BpemMeHu oT yAaieHHON CTOPOHbI
He 6bln nonydeH LCP 3anpoc, el byaet
OTNpPaB/ieH TaKo 3anpoc € OXUAAHMNEM
oTteeTa LCP reply.

count lenoe uyncno |Konm4yecTBo OTMpaBAEeHHbIX NOAPSA 3arpocoB
LCP echo Ha KoTOpble He 6bi1 Mony4yeH oTBeT

LCP reply. Ecnn count 3anpocos LCP echo
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

ocTanucb 6e3 oTBeTa, coeavHeHVe byaeT

pa3opBaHo.
Npumep (config-crypto-map)> 12tp-server lcp echo 5 3
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »

set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 [Jlo6baBneHa koMaHgaa crypto map I2tp-server Icp echo.

3.19.10 crypto map I2tp-server mru

OnucaHwue YcTaHoBUTbL 3HaveHue MRU, koTopoe byaeT nepesaHo cepsepy L2TP. Mo
YMONYaHUIO NCMOJIb3yeTcd 3HaueHve 1200.

KomaHga ¢ npedurkcom no yctaHaBAMBaET 3HaUEHKMeE MO YMOAYaHUIO.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-crypto-map)>  12tp-server mru aru»

(config-crypto-map)> no 12tp-server mru

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

mru UYesoe uucro |3HaveHue MRU. MoxeT MpUHNUMaTb 3HaUeHnNs
B npegenax oT 128 o 1500 BkAOUMTENBHO.

Mpumep (config-crypto-map)> 12tp-server mru 1500
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.1 JlobaBneHa komaHAa crypto map 12tp-server mru.
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naBa 3 OnncaHme KoMaHp,

3.19.11 crypto map I2tp-server mtu

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

3.19.12 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

YcTraHoBUTL 3HaveHve MTU, koTopoe byaeT nepegaHo cepsepy L2TP. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1400.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HAaUEHME MO YMOAYAHUNIO.
Ja

Ja

Het

(config-crypto-map)>  12tp-server mtu mtu»

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HayeHue OnuncaHue

mtu lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHVMATbL 3HaUYeHNS
B npegenax oT 576 o 1500 BkAoUMTENIbHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".

(config-crypto-map)> no 12tp-server mtu
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

Bepcus OnucaHve

2.11 [JobaeneHa komaHaa crypto map I2tp-server mtu.

map I12tp-server multi-login

PaspewnTb nogxntoyeHme K cepepy L2TP HeCKONbLKMX NoNb30BaTenei ¢
OfHOro aKKayHTa.

KomaHga c npedurkcom no oTK/IoYaeT HaCTPOKY.
Ja

[Ja

Het

I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

3.19.13 crypto

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

3.19.14 crypto

OnucaHwne

MNpedukc no

(config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

Bepcus OnucaHve
2.11 [JobaeneHa komaHaa crypto map I2tp-server
multi-login.

map I2tp-server nat

BkntoumnTb TpaHCcnaLUuo agpecoB ana cepsepa L2TP.
KomaHga ¢ npedprKCOM No OTKAOUAEeT TPAHCAALMIO.
Ja
Aa

Het

I (config-crypto-map)>  12tp-server nat

I (config-crypto-map)> no 12tp-server nat

(config-crypto-map)> 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.

(config-crypto-map)> no 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

Bepcus OnucaHve
2.1 Jlo6aBneHa koMaHaa crypto map l2tp-server nat.

map l2tp-server range

Ha3HaunTb Ny agpecos AN14 KINEHTOB cepBepa L2TP. [1o yMonyaHuio
ncnonb3lyeTca pasmep nyna 100.

KomaHgaa c npedpurkcom no ygansiet nysn.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

3.19.15 crypto

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHThl

(config-crypto-map)>  12tp-server range <begin (cends | <size»)

(config-crypto-map)> no 12tp-server range

AprymeHT 3HauyeHue OnucaHue

begin IP-agpec HauvanbHbIll agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size UYenoe uucno |Pasmep nyna.

(config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range deleted.

Bepcus OnucaHue

2.11 JobasneHa KoMmaHaa crypto map l2tp-server range.

map I2tp-server static-ip

HasHaunTb nocTosiHHbLIN IP-agpec nonb3oBaTento. lonb3oBaTenb B cUCTEME
JOJIKEH MeTb MeTKy ipsec-12tp.

KomaHgaa ¢ npedurkcom no yaanset npmuBasky.

Aa

Ja

Hert

(config-crypto-map)>  static-ip wsenr @address»

(config-crypto-map)> no static-ip wsenr

AprymeHT 3HayeHue OnucaHue

user CTpoka Nms nonb3osarens.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHwnii

3.19.16 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

3.19.17 crypto

OnucaHune

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec HasHauvaemsblin IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHve

2.1 [Jlo6aBneHa komaHga crypto map l2tp-server static-ip.

map nail-up

BkntounTb aBTOMaTMYecKoe nepecoriacoBaHme npeobpasoBaHuii IPsec ESP
npuv Ux yctapeBaHuW. [10 yMOYaHNIO NapameTp OTK/IHOYEH.

KomMaHgaa c npedurKCOM no OTK/KOUaeT aBTOMaTMYECKOe NepecoraiacoBaHue.
Ja
Aa

HeTt

I (config-crypto-map)>  nail-up

I (config-crypto-map)> no nail-up

(config-crypto-map)> nail-up
IpSec::Manager: "test": crypto map SA renegotiation enabled.

(config-crypto-map)> no nail-up
IpSec::Manager: "test": crypto map SA renegotiation disabled.

Bepcus OnucaHve

2.06 [JlobaBneHa koMaHga crypto map nail-up.

map reauth-passive

BKHOUMTBL MACCMBHYHO NepenpoBepky NOAANHHOCTY KPUNTOKapTbl IPsec. Mo
YMOJTYaHMIO MapaMeTp BK/IHOYEH.

KomaHza c nped1KcomM no oTKIOYAET NAacCMBHYHO NepenpoBepky
NOANNHHOCTM.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-crypto-map)>  reauth-passive

I (config-crypto-map)> no reauth-passive

(config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.

(config-crypto-map)> no reauth-passive
IpSec: :Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.

Bepcus OnucaHve

2.1 JobasneHa KoMaHAa crypto map reauth-passive.

3.19.18 crypto map set-peer

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn

Ha3HaunTb OCHOBHOW yAaneHHbI XOCT AN YCTaHOBIeH WA coeagnHeHuns IPsec.
KomaHga ¢ npedunkcom no yaanset HacTPOnKy.

Ja

Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

(config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

AprymeHT 3HauyeHue OnuncaHwue
remote-ip CTpoka IP-agpec nnn gomeHHoe NMA yaaneHHoro
XocTa.
any MpuHUMaTL Ntobbie BXOASALLME COeANHEHNS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec::Manager: "test": crypto map remote primary and fallback »
peer reset.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JlobaBneHa KkomaHaa crypto map set-peer.

3.19.19 crypto map set-peer-fallback

onucaHune HasHaunTb pe3epBHbI YAANEHHBbI XOCT 419 YCTAHOBNEHWS COEANHEHNSA
IPsec. DTa HacTpolika MOXET 6bITb BbIMOIHEHA MOC/1E HAa3HAYEHWIS OCHOBHOMO
y3/a (CM. KoMaHay crypto map set-peer).

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-crypto-map)>  set-peer-fallback «remote-ip»

(config-crypto-map)> no set-peer-fallback

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

remote-ip Ctpoka IP-agpec nan [oMeHHOoe NMS YAANEHHOMO
XocTa.

Npumep (config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHAa crypto map set-peer-fallback.

3.19.20 crypto map set-profile

OnucaHwue 3ajaTb CCbIIKY Ha CyLLecTBYOLWMIA Npoduib IPsec (CM. KOMaHAy crypto ipsec
profile).

KomaHga ¢ npedumkcom no yganset cCbiKy.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-crypto-map)>  set-profile profile
(config-crypto-map)> no set-profile
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
profile CTpoka Vmsa npoduns IPsec. CNUCOK AOCTYMHbIX AN
Bbl6opa npodunenn MoXHO yB1AeThL BBeAA
KoMaHgy set-profile [Tab].
Npumep (config-crypto-map)> set-profile [Tab]
Usage template:
set-profile {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
TEST
MYMY
VirtualIPServer
VPNL2TPServer
(config-crypto-map)> set-profile test
IpSec::Manager: "test": crypto map ipsec profile is set to "test".
(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHAa crypto map set-profile.

3.19.21 crypto map set-tcpmss

OnucaHue YCTaHOBWUTb OrpaHnyeHne MakCMaabHOro pasMepa cermMeHTa UCXoaaLLmx
ceccnin TCP B pamMKax AaHHOro TyHHens IPsec. Ecnn 3HaveHme MSS, koTopoe
nepegaetcs B noJsie 3arosioBka SYN-rakeToB, MpeBbILLaeT 3a4aHHOe, KOMaHAa
MeHsieT ero. Pexxum Path MTU Discovery no3sonsieT aBToMaTnyecku
onpeaensTb orpaHnyeHme NMSS.

KomaHpaa ¢ npedpurKcomM no CHMMaeT BCe orpaHunyeHms c MSS.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncue I (config-crypto-map)>  set-tcpmss @mss-value

I (config-crypto-map)> no set-tcpmss
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.19.22 crypto

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

Mpumep

AprymeHT 3HauyeHue OnuncaHwue

mss-value Lenoe 4ucno |3HauveHwne BepxHen rpaHmubl MSS. MoxeT
nprHMMaTb 3Ha4YeHnA B Npejenax oT 576 A0
1500.

pmtu Bkntountb pexxum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280
IpSec::Manager: "test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss
IpSec::Manager: "test": crypto map tcpmss reset.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto map set-tcpmss.

map set-transform

3aaaTh CCbUIKY Ha CyllecTByoLLee Nnpeobpa3oBaHume [Psec ESP (CM. KOMaHAy
crypto ipsec transform-set).

KomaHga ¢ npedunkcom no yaanset cCbiky.

[Ja

Ja

Het

(config-crypto-map)>  set-transform«transform-set»

(config-crypto-map)> no set-transform

AprymeHT 3HauyeHue lOnncaHue

transform-set |Crpoka HasBaHune npeobpasoBaHus IPsec. CAncok
JOCTYMHbBIX NPe0bpa3oBaHMIn MOXHO YBUAETb
C NOMOLLbI KOMaHAbI set-transform [Tab].

(config-crypto-map)> set-transform [Tab]
Usage template:
set-transform {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

3.19.23 crypto
OnucaHune
MNpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHum

(config-crypto-map)> set-transform test

IpSec: :Manager:

to "test".

"test": crypto map ipsec transform-set is set »

(config-crypto-map)> no set-transform

IpSec: :Manager:

"test": crypto map ipsec transform-set reset.

Bepcusa

OnucaHwmne

2.06

[Jo6asneHa KomaHga crypto map set-transform.

map traffic-selectors

HasHaunTb 06beKTHYI0 rpynny B kavecTse [Psec cenektopos Phase 2.

KomaHga ¢ npeprKcoM no yaanset HacTPOKY.

Ja
Aa

Het

(config-crypto-map)>  traf

fic-selectors <local> cremotes

(config-crypto-map)> no traffic-selectors

AprymeHT 3HauyeHue OnuncaHwue
local CTpoka Ha3BaHwue nokanbHOM 06beKTHOM rpynnbl.
remote CTpoka HasBaHwve yaaneHHoM 06 beKTHOM rpynnbl.

(config-crypto-map)> traffic-selectors »
_WEBADMIN_IPSEC_VPNL2TPServe-local »
_WEBADMIN_IPSEC_VPNL2TPServe-remote
IpSec::Config::CryptoMap:
" WEBADMIN IPSEC VPNL2TPServer-local": »
" WEBADMIN IPSEC VPNL2TPServer-remote".

"test": set traffic-selectors to »

(config-crypto-map)> no traffic-selectors
IpSec::Config::CryptoMap:

"test": reset traffic-selectors.

Bepcus

OnucaHune

4.00

[JobasneHa komaHaa crypto map traffic-selectors.
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3.19.24 crypto map tunnel-interface

OnucaHue HasHaunTb nHTepdeinc XFRV kpuntokapTe A5 MapLupyTm3aumm Tpaduka
MeXay caiTamu.

KomaHga ¢ npednkcom no yganser HacTPOnKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-crypto-map)>  tunnel-interface <interface»

(config-crypto-map)> no tunnel-interface

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

interface UHTepgeiic MonHoe nma nHTepoderica.

Mpumep (config-crypto-map)> tunnel-interface XFRMO
IpSec::Config: :CryptoMap: "TEST": linked tunnel interface "XFRMO".

(config-crypto-map)> no tunnel-interface
IpSec::Config::CryptoMap: "TEST": reset tunnel interface.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

4.01 Jlo6aBneHa koMaHga crypto map tunnel-interface.

3.19.25 crypto map virtual-ip dhcp route

OnucaHwue HasHaunTb MapLupyT, nepesaBaemMblii yepes coobLeHmns DHCP INFORM,
KAneHTam cepsepa Virtual IP.

KomaHaa ¢ npeprkcom no oTMeHsieT NoslyYeHne ykasaHHOro MapLupyTa.
Ecnu BBeCTM KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMeHEeHO NoJslyyeHme Bcex
MapLLpYyTOB.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la

CuHoncuc I (config-crypto-map)>  virtual-ip dhcp route <address> amask»

I (config-crypto-map)> no virtual-ip dhcp route [<address: anask> ]
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec Afpec ceTeBOro K/MeHTa.

mask IP-macka Macka ceteBoro knmeHTa. CyLiecTsyeT jBa
crnocoba BBOAA MacKW: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B BUAe

6UTOBOI ANNHbLI NpeduKca (Hanpumep, /24).

(config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »
removed.

(config-crypto-map)> no virtual-ip dhcp route
IpSec: :ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM routes cleared.

Bepcus OnucaHve

3.06 JobasneHa KomaHAa crypto map virtual-ip dhcp route.

3.19.26 crypto map virtual-ip dns-server

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YkazaTb DNS-cepBep 415 BblJauu KAvieHTaM B cepBepHoOM pexxme Virtual
IP.

KomaHzaa c npepurkcom no yaanseT agpec cepsepa.

Ja

Ja

Het

(config-crypto-map)>  virtual-ip dns-server «address>

(config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec IP-aapec cepsepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

3.19.27 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

3.19.28 crypto

OnuncaHwme

Mpedukc no
MeHsieT HaCTPOWKN

MHorokpaTtHbIiA BBOJ,

(config-crypto-map)> no virtual-ip dns-server
IpSec::Manager: "test": crypto map Virtual IP DNS server deleted.

Bepcus OnucaHue

2.08 JobasneHa komaHaa crypto map virtual-ip dns-server.

map virtual-ip enable

BkntounTb cepBepHbIi pexxum Virtual IP, npy KOTOpoM KnneHTam
Npon3BOAMTCA pasjaya afpecoB 13 3ajjlaHHOro gmnanasoHa. lMpy aTom B
KayecTBe yAaneHHoW NoAceTy B cooTBeTCTBYOLEeM ACL MOXHO yKa3aTb
Npoun3BOAbHOE 3HaYeHMe, OHO ByAeT MPOUrHOPMPOBAHO. [0 yMOAYaHMIO
PEXVM OTKJIHOYEH.

KomaHga ¢ npedprKcoM no OTK/I0UaeT HacTPOIKY.
Ja
Ja

HeTt

I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

(config-crypto-map)> virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.

Bepcus OnucaHve

2.08 JobasneHa koMmaHaa crypto map virtual-ip enable.

map virtual-ip multi-login

PaspeLumnTb NogkntoueHue k cepsepy Virtual IP Heckonbkuyx nonb3oBaTeneii
C OAHOrO0 aKKayHTa.

KomaHga ¢ npedprKcoOM no OTK/IOYaEeT HaCTPOIKY.
Ja
Ja

Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc I (config-crypto-map)>  virtual-ip multi-login
I (config-crypto-map)> no virtual-ip multi-login

Npumep (config-crypto-map)> virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.
(config-crypto-map)> no virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

3.05 Job6asneHa koMaHa crypto map virtual-ip multi-login.

3.19.29 crypto map virtual-ip nat

OonucaHue BKNOUNTb TPAHCISILMIO A4PECOB ANS KIMEHTOB B cepBEpPHOM pexume Virtual
IP.

KomaHga ¢ npedunkcom no yaanseT npasuo.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(conﬁg«xyptownapp> virtual-ip nat
I(conﬁg«xypto«napp>novirtual-ipnat

NMpumep (config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.
(config-crypto-map)> no virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JlobaeneHa komaHaa crypto map virtual-ip nat.

3.19.30 crypto map virtual-ip range

OonucaHue HacTpouTb frana3oH agpecoB A4N15 Bbl4a4yu K/IeHTaM B CEPBEPHOM pexunme
Virtual IP.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

3.19.31 crypto

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

KomaHga c npedrKcom no yaanseT AnanasoH.

Ja
Aa

Het

(config-crypto-map)>  virt

ual-ip range <begin (<end> | <size»>)

(config-crypto-map)> no virtual-ip range

AprymeHT 3HauyeHue OnuncaHwue

begin IP-agpec Hauano ananasoHa agpecos.
end IP-agpec KoHeL agnana3oHa aapecos.
size UYenoe uucro |Pasmep AmnanasoHa aApecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20

IpSec: :Manager:

"test": crypto map Virtual IP pool range set »

from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).

(config-crypto-map)> no virtual-ip range

IpSec::Manager: "test":

crypto map Virtual IP pool range deleted.

Bepcus

OnucaHune

2.08

JobaBneHa koMaHaa crypto map virtual-ip range.

map virtual-ip static-ip

Ha3HaunTb NOCTOSAHHbIN IP—ap,pec rnosb3oBaTento. [Nonb3oBaTtesb B cMCTeMe

JOJIKEH MeTb MeTKy ipsec-xauth.

KomaHga c npedurKcom no yaansiet npusssky.

Ja
Ja
Aa

(config-crypto-map)>  virt

ual-ip static-ip wsenr address,

(config-crypto-map)> no virtual-ip static-ip wsen

AprymeHT 3HauyeHue OnuncaHwue
user Ctpoka ViMst nonb3oBarens.
address IP-agpec HasHauaemsbli IP-agpec.
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".

(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [JobaeneHa komaHaa crypto map virtual-ip static-ip.

3.20 dlna

OnucaHune JocTtyn K rpynne KomMaHa Ans ynpasneHus cnyxo6oin DLNA.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

BxoxxaeHue B rpynny (config-dlna)

CuHoncuc I(config)> dlna

MNpumep (config)> dlna
Core::Configurator: Done.
(config-dlna)>

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.00 Jo6aBneHa komaHaa dina.

3.20.1 dina container

OnucaHune YCTaHOBUTb KOHTEMHep N0 YMOAYaHUIO Ans cayxobl DLNA.
KomaHga ¢ npednkcom no oTMeHsAeT HaCTPOIKY.

Mpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config-dina)>  container «container;

I (config-dina)> no container
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue | OnucaHmne

container browse |[TokasblBaTb MO yMOMYaHNIO COAEPXMMOE
KOHTeHepa npocMoTpa.

music loka3biBaTb MO YMOIYAHWIO COAEPXMMOe
KOHTeliHepa My3blKW.

video lNokasbiBaTb MO YMOYaHMIO CoAepXKmmMmoe
KOHTeliHepa BuAeO.

images lNoka3biBaTb MO YMONYAHUIO COAEPXMMOe
KOHTeHepa n3o06paxeHunin.

Npumep (config-dlna)> container browse
Dlna::Server: Set default container to "browse".

(config-dlna)> no container
Dlna: :Server: Reset default container.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.11 JobaeneHa komaHza dina container.

3.20.2 dina db-directory

OnucaHwne YKa3zaTb NyTb K KaTanory ¢ 6a3oi AaHHbIX MyNbTUMEAVNNHBLIX GannoB.
KomaHga c npedurkcom no yganseTt HacTPOWKy.

Mpejukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config-dina)>  db-directory «directory:

(config-dina)> no db-directory

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

directory CT1poka MyTb K Nanke ¢ 6a30 AaHHbIX.

Mpumep (config-dlna)> db-directory 46E243F4E243E6B1:/components/dlna/
Dlna::Server: DB directory set.

(config-dlna)> no db-directory
Dlna::Server: DB directory removed.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.06 JobaBneHa komaHaa dina db-directory.
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naBa 3 OnncaHme KoMaHp,

3.20.3 dIna directory

OnucaHue YKa3aTb NyTb K KaTanory ¢ Mejna-KOHTEHTOM.
KomaHga ¢ npednkcom no yganser HacTPOnKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-dina)>  directory «directory,[media-type]

(config-dina)> no directory «directory:»

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

directory CTpoka [MyTb K KaTanory c Mefma-KOHTEHTOM.

media-type |audio CofepxmnMoe katanora — ayamo-dannbl.

video Cogepxunmoe kaTanora — Bugeo-paiinbl.

images CoaepxvmMoe KaTanora — n3o6paxeHus.

Mpumep (config-dlna)> directory »
46E243F4E243E6B1: /components/transmission/download/
Dlna::Server: »
"46E243F4E243E6B1: /components/transmission/download/" directory »
added.

(config-dlna)> no directory »

46E243F4E243E6B1: /components/transmission/download/
Dlna::Server: »

"46E243F4E243E6B1: /components/transmission/download/" directory »
removed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 Job6asneHa komaHaa dina directory.

2.06 [JobaeneH napameTp media-type.

3.20.4 dIna display-name

OnucaHune Ha3HaunTb nosib3oBaTenbckoe nMsa DLNA-cepBepy.
KomaHgaa c npedpurkcom no yaanseT HacTPOriKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

Cutoncnc (config-dina)>  display-name «display-name>
(config-dina)> no display-name
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
display-name|CTpoka MNonb3oBaTenibCcKoe NMs cepsepa.
Npumep (config-dlna)> display-name MYDLNA
Dlna::Server: Set a display name.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.12 Jo6aBneHa komaHaa dina display-name.

3.20.5 dlna interface

OnuncaHmne YKasaTb HTepdelic MapLLpyTM3aTopa, Yepes KOTopbIl byeT nepesjaBaThCs
MeAna-KoOHTeHT. MOXHO BBeCTU He 6onee 16 nHTepdelicos.

KomaHga ¢ npedunkcom no yaanseTt ykasaHHbI nHTepdeinc n3 cnvcka. Ecam
BbINO/HNTb KOMaHAy 6e3 aprymeHTa, To BeCb CNNCOK NHTepdeincos aAns
nepefayuv Meana-KOHTEHTa ByAeT OUNLLEH.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica IP

Cunoncuc (config-dina)>  interface <interface»

(config-dina)> no interface <interface;

AprymeHTbI AprymeHT |3HauyeHune OonuncaHune

interface |WHTeperic MNMonHoe nmsa nHTepdeinca nnv NCEBLOHNM.
Cnncok AOCTYMHbIX NHTepdencoB MOXHO
yBUAETb C NOMOLLbLI0 KOMaHAbl interface
[Tab].

Mpumep (config-dlna)> interface [Tab]

Usage template:
interface {interface}
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

Choose:

GigabitEthernetl

ISP

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint?2
WifiMaster0/AccessPointl

GuestWiFi

(config-dlna)> interface GigabitEthernet0/Vlanl

(config-dlna)> no interface GigabitEthernet0/Vlanl

Bepcus

OnucaHune

2.00

JobaeneHa komaHaa dina interface.

3.20.6 dina port

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Yka3atb nopT DLNA-cepBepa ans HTTP-Tpaduka (onucaHnii, SOAP, nepeaaun
KOHTeHTa). [1o ymMonuyaHuio ncnosib3yeTcsd 3HayueHve 8200.

KomaHza ¢ nped1Kcom no Bo3BpaLLaeT 3HaYeHMe No YMONYAHUIO.

Ja
Ja

Het

(config-dina)>

port port

(config-dina)> no port

AprymeHT

3HayeHue OnvicaHune

port

Yesoe uucro |Homep nopra.

(config-dlna)> port 8999
Dlna::Server: Port changed to 8999.

(config-dlna)> no port

Dlna: :Server:

Port reset to 8200.

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dina port.
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naBa 3 OnncaHme KOMaHA,

3.20.7 dlna rescan

OonucaHue O6HOBUTL NHOPMaLKIo o dalinax B kaTanore ¢ MeAna-KOHTEHTOM.

MprmeyaHwe: EcnnykasaThk kntovesoe cnoeo full, 6a3a faHHbLIX KOHTEHTa
byneT yaaneHa 1 co3gaHa 3aHOBO. OTO MOXET 3aHATb

Kakoe-TO BpeMsl, MO3TOMY TaKyto KOMaHAy peKkoMeHAyeTcs
BbINOIHATE TO/IbKO C/IN CTPYKTYpPa 6a3bl AJAHHbIX KOHTEHTa
noBpexgeHa.

MNpedukc no Het

MeHsieT HacTpoiikn  Hert

MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config-dina)>  rescan|[ full]
AprymeHTbI AprymeHT |3HaueHme |OnucaHme
full Knwyesoe Mpu3HaK HeO6XOANMOCTM NMepeco3jaHuns
C/10B0 6a3bl AAHHbIX KOHTEHTa.
Mpumep (config-dlna)> rescan
(config-dlna)> rescan full
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa dina rescan.

3.20.8 dina sort

OnucaHune 3agaTb KpuTepuii copTupoBkn dainos DLNA-cepBepa.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc I (config-dina)>  sort <key> [«order ]

I (config-dina)> no sort
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT |3HaueHue OonucaHune
key class CopTupoBaTb Mo Knaccy MeAna-KoOHTeHTa
(ayano, Bnaeo, nsobpaxeHus).

title CopTrpoBaTh MO Ha3BaHWUIo.
date CopTupoBartk Mo gare.
track CopTunpoBaTb MO JOPOXKeE.
album CopTvpoBaTb NO anbbomy.

order ascending CopTupoBka ¢aiifioB B NopsjKe BO3pacTaHUS.

3TOT NapaMeTp UCMONb3YyeTCs MO YMONYAHUIO.

descending |CopTupoBka ¢alinoB no ybbiBaHuUIo.

Mpumep (config-dlna)> sort date
Dlna::Server: "date by ascending" sort criterion appended.

(config-dlna)> sort date ascending
Dlna::Server: "date by ascending" sort criterion appended.

(config-dlna)> no sort
Dlna::Server: Sort criteria removed.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

2.11 JobasneHa komaHga dina sort.

3.21 dns-proxy

OnuncaHmne JocTyn K rpynne KomaHg Ans ynpasneHus cnyxé6oii DNS-npokcu.
MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBog, Het

BxoxxaeHue B rpynny (config-dnspx)

Cunoncnc I (config)>  dns-proxy

Mpumep (config)> dns-proxy
Core::Configurator: Done.
(config-dnspx)>

NcTopusa nsmeHeHum Bepcus onucaHue

2.04 JlobaBneHa komaHAa dns-proxy.
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naBa 3 OnncaHme KOMaHA,

3.21.1 dns-proxy filter assign host preset

OnuncaHwmne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HasHaunTb npeceT GUNbLTPALN CETEBOMY YCTPOIACTBY.

O3HaKOMUTBCS CO CMIMCKOM MPEeCceToB Bbl MOXETE C MOMOLLbHO KOMaHAbI show
dns-proxy filter presets.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIA npeceT Ans xocTta. Ecam
BbIMNO/IHNTb KOMaHA4Y 6e3 adprymMmeHTa, To BeCb CNMCOK NpeceToB A/1d BCEX
XOCTOB 6yZleT OUnLLEH.

Ja
Aa
Ja
(config-dnspx)>  filter assign host preset <host> ¢preset>

(config-dnspx)> no filter assign host preset [<host>]

AprymeHT 3HauyeHue OnuncaHwue
host MAC-agpec MAC-azpec ceTeBOro ycTpoincraa.

preset Ctpoka HasBaHue npeceTa.

(config-dnspx)> filter assign host preset 04:d4:c1l:51:b1:59 »
opendns-family

Dns::Filter::Public: Associated host "04:d4:c1:51:b1:59" with »
preset "opendns-family".

(config-dnspx)> no filter assign host preset 04:d4:cl:51:bl:59
Dns::Filter::Public: Removed preset for host "04:d4:c1:51:b1:59".

(config-dnspx)> no filter assign host preset
Dns::Filter::Public: Removed presets for hosts.

Bepcus OnucaHve
3.08 JobasneHa komaHaa dns-proxy filter assign host
preset.

3.21.2 dns-proxy filter assign host profile

OnucaHwne

HasHaunTb Npodunb GUNbLTPaLMN CETEBOMY YCTPOICTBY.

Jlo6aBUTb HOBbI NPOdUIL MOXKHO NPY NOMOLLM KOMaHAbI dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npodurnelt Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.

Giant (KN-2610) — CnpaBOYHNK KOMaHA 1 23



naBa 3 OnncaHme KoMaHp,

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

KomaHga c npedumkcom no yaanseT ykasaHHbIn npoduib 4 xocta. Ecim
BbIMO/IHNTL KOMaHAY 6e3 apryMeHTa, TO BeCb CMUCOK Npodunein ansa Bcex
XOCTOB 6yZleT OUNLLEH.

Ja
Aa
Ja
(config-dnspx)>  filter assign host profile <hosts> profiles

(config-dnspx)> no filter assign host profile [<host]

AprymeHT 3HauyeHue OnuncaHwue
host MAC-apgpec MAC-agpec ceTeBOro ycTpoicTea.

profile Ctpoka HasBaHune npoduns.

(config-dnspx)> filter assign host profile 00:d2:cl:54:bc:59 test
Dns::Filter::Public: Associated host "00:d2:c1:54:bc:59" with »
profile "test".

(config-dnspx)> no filter assign host profile 00:d2:cl:54:bc:59
Dns::Filter::Public: Removed profile for host "00:d2:cl:54:bc:59".

(config-dnspx)> no filter assign host profile
Dns::Filter::Public: Removed profiles for hosts.

Bepcus OnucaHve
3.08 JobasneHa komaHaa dns-proxy filter assign host
profile.

3.21.3 dns-proxy filter assign interface preset

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

Ha3HaunTb npeceT GbUNbTPaLN BCEM YCTPOCTBAM B CErMeHTe (3a
NCK/IOYEHNEM TeX, KOTOPbIM YyXe HazHauyeHbl npoduan/npeceTs).

O3HaKOMUTLCS CO CNCKOM MPECeToB Bbl MOXETe C MOMOLLbI0 KOMaHAbl show
dns-proxy filter presets.

KomaHaa ¢ npepunkcom no oTMeHsieT NPUBA3KY yKa3zaHHOro npeceTa K
nHTepdelicy. Ecnv BbINOAHUTL KOMaHAy 6e3 aprymeHTa, TO BeCb CMUCOK
npeceToB A/15 BCeX CErMeHTOB byfeT ounLLeH.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-dnspx)>  filter assign interface preset <interfaces preset>

(config-dnspx)> no filter assign interface preset [<interface;]

AprymeHTbI AprymeHT |3HaueHue OnucaHue

interface |WHTepgeic MonHoe nma nHTepderica nam NCeBLOHUM.
NHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTn private nnm protected.

preset CTpoka Ha3sBaHue npeceTa.

Mpumep (config-dnspx)> filter assign interface preset Bridge0 »
quad9-security
Dns::Filter::Public: Associated interface "Bridge@" with preset »
"quad9-security".

(config-dnspx)> no filter assign interface preset Bridge0
Dns::Filter::Public: Removed preset for interface "Bridge0".

(config-dnspx)> no filter assign interface preset
Dns::Filter::Public: Removed presets for interfaces.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.08 Job6asneHa komaHaa dns-proxy filter assign interface
preset.

3.21.4 dns-proxy filter assign interface profile

OnucaHune HasHaunTb Nnpodunb dpunbTpaLmm Bcem yCTPOMCTBaM B CerMeHTe (3a
NCKAOYEHMEM TeX, KOTOPbIM yXe Ha3HaveHbl npoduan/npeceTsbl).

Jo6aBuTb HOBbIV NPpodUIL MOXHO NPY NOMOLLM KOMaHAb! dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npoduiein Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.

KomaHaa ¢ npeprKcom no oTMeHseT NPUBA3KY YKazaHHOro Npopuns K
nHTepdelicy. ECnv BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO BeCb CNUCOK
npodunein ana Bcex CerMeHToB byAeT OUnLLEeH.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a

CuHoncnc I (config-dnspx)> filter assigninterfaceprofile<interfaceprofile

I (config-dnspx)> no filter assign interface profile [<interface]
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT |3HauyeHue OnuncaHwue

interface |WHTepgeinc MNonHoe nma nHTepderica Nam NCeBLOHUM.
WHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTu private nnwm protected.

profile |Crpoka HassaHwne npoduns.

(config-dnspx)> filter assign interface profile »
GigabitEthernet0/Vlanl DnsProfile0
Dns::Filter::Public: Associated interface »
"GigabitEthernet0@/Vlanl" with profile "DnsProfile0".

(config-dnspx)> no filter assign interface profile »
GigabitEthernet0/Vlanl

Dns::Filter::Public: Removed profile for interface »
"GigabitEthernet6/Vlanl".

(config-dnspx)> no filter assign interface profile
Dns::Filter::Public: Removed profiles for interfaces.

Bepcus OnucaHve

3.08

profile.

JobasneHa komaHaa dns-proxy filter assign interface

3.21.5 dns-proxy filter engine

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTbl

BbibpaTb MexaHmn3m DNS.

KomaHga c npedurkcom no oTkatouaeT dpuabTp. B 3TOoM cnyyae 3anpoc
KOHGUrypaL M BepHeT MycToe 3HaveHue.

Ja
Ja

Het

(config-dnspx)>

filter engine <engines

(config-dnspx)> no filter engine

AprymeHT 3HauyeHue OnuncaHwue
engine interceptor |OAvH 13 JOCTYMNHLIX MEXaHN3MOB
public dunbTpaumn DNS.
nextdns
opkg
skydns
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-dnspx)> filter engine interceptor
Dns::Filter::Interceptor: Enabled.

(config-dnspx)> no filter engine
Dns::Manager: Disabled filter engine.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.08 Jo6aBneHa komaHaa dns-proxy filter engine.

3.21.6 dns-proxy filter profile

OonucaHue Co3zaTb nonb3oBaTenbckuii npodpunb dunbTpaumm DNS.
KomaHga c npedukcom no yaanaet npodub.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIii BBog, /[la

CuHoncuc (config-dnspx)>  filter profile name;
(config-dnspx)> no filter profile name;
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
name CTpoka Vms npoduna B cokpalleHHOM BUAE, ASTMHOM
He 6onee 32 cuMBONOB. MakcManbHoe
KonmnyecTso npodunen — 8.
Mpumep (config-dnspx)> filter profile test
Dns::Filter::Public: Created profile "test".
(config-dnspx)> no filter profile test
Dns::Filter::Public: Removed profile "test".
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.08 JobasneHa komaHAaa dns-proxy filter profile.

3.21.7 dns-proxy filter profile description
OnucaHwue MpucsouTb onucaHne ana npoouns ¢punetpaumm DNS.
KomaHgaa c npedumkcom no cTupaeT onmncaHue.

Mpe¢ukc no Ja

Giant (KN-2610) — CnpaBOYHNK KOMaHA 1 27



naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-dnspx)>  filter profile namesdescription «description»

(config-dnspx)> no filter profile name>description «description»

AprymeHT 3HauyeHue OnucaHue

name CTpoka HasBaHwue npoduns.

description |CTpoka Mpon3BonbLHOe onucaHne Npoduns.

(config-dnspx)> filter profile test description MyProfilel
Dns::Filter::Public: Set description to profile "test".

(config-dnspx)> no filter profile test description
Dns::Filter::Public: Cleared description of profile "test".

Bepcusa OnucaHve
3.08 JlobasneHa komaHza dns-proxy filter profile
description.

3.21.8 dns-proxy filter profile dns53 upstream

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

Job6aBuTb IP-agpec DNS-cepBepa B nNosib3oBaTeNbCkni npoduis dunsTpayun.
Mo>HO BBeCTU A0 6 CepBepoB.

KomaHga ¢ npedrkcom no yaansieT ykasaHHbIn cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BECb CMMCOK CepBEPOB byaeT
OUNLLIEH.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

(config-dnspx)> filter profilename>dns53 upstream«<address [:«ports]

(config-dnspx)> no filter profile name>dns53 description [ <address>
Lports]]

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka HasBaHwne npoduns.
address IP-agpec IP-agpec cepsepa.
port UYenoe uucro |MNopT cepsepa.
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-dnspx)> filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Added DNS name server 1.1.1.1 to profile »
"test".

(config-dnspx)> no filter profile test dns53 upstream
Dns::Filter::Public: Removed DNS name server from profile "test".

(config-dnspx)> no filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Removed DNS name server 1.1.1.1 from profile »

"test".
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.08 JobasneHa komaHaa dns-proxy filter profile dns53
upstream.

3.21.9 dns-proxy filter profile https upstream

OnucaHwue Job6aBunTtb cepBep DNS nosepx HTTPS B Nofib30BaTeNbCKNA NPOPUb
dunneTpaumn. MoxKHO BBeCTU A0 6 CepBepOB.

KomaHga ¢ npedurkcom no yaanseT ykasaHHbIn cepBep 13 cnucka. Ecan
BbINONHUTbL KOMaHZAy 6e3 aprymMmeHTa, TO BeCb CMMCOK CepBepoB byaeT
OuMLLeH.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncue (config-dnspx)> filter profile <nameshttps upstreamwri[ spki hashs
]
(config-dnspx)> no filter profile name>https description[«wris]
AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
name Ctpoka HasBaHune npoduns.
url CTpoka URL-agpec DNS-cepBepa.
hash Crpoka Xaw ceptndumkarta TLS.
Mpumep (config-dnspx)> filter profile test https upstream »

https://dns.google/resolve
Dns::Filter::Public: Added DNS-over-HTTPS name server »
https://dns.google/resolve to profile "test".

(config-dnspx)> no filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Removed DNS-over-HTTPS name server »
https://dns.google/resolve from profile "test".
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WcTopusa nsmeHeHum

(config-dnspx)> no filter profile test https upstream
Dns::Filter::Public: Removed DNS-over-HTTPS name server from »
profile "test".

Bepcus OnucaHue
3.08 JobasneHa komaHaa dns-proxy filter profile https
upstream.

3.21.10 dns-proxy filter profile intercept enable

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

BrntounTb nepexsat TpaH3nTHbIX DNS-3anpocos ana npoduna ¢puastpaumu.
Mo ymonuaHuio nepexsaT 3anpeLLeH.

KomaHza c npeprKkcom no oTkItouaeT nepexsat 415 Npoduia puabTpaLmu.
Ja

Ja

Het

(config-dnspx)>  filter profile name>intercept enable

(config-dnspx)> no filter profile <namesintercept enable

AprymeHT 3HayeHue OnuncaHwue

name CTpoka Nmsa npoduns dmnneTpaumn.

(config-dnspx)> filter profile DnsProfile@ intercept enable
Dns::Filter::Public: Enabled intercept in profile "DnsProfile0".

(config-dnspx)> no filter profile DnsProfile® intercept enable
Dns::Filter::Public: Disabled intercept in profile "DnsProfile0".

Bepcus OnucaHve
3.09 Jlo6aBneHa komaHza dns-proxy filter profile intercept
enable.

3.21.11 dns-proxy filter profile tls upstream

OnucaHwne

Jo6aBuTb cepep DNS nosepx TLS B noNb30BaTeNbCKUA Npodub
dunbTpaumn. MoxHo BeecTn 0 6 CepBepoB.

KomaHga c npedurkcom no yaansieT ykasaHHbIN cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, To BECb CMMCOK CepBEPOB byaeT
OUNLLIEH.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja
Ja
Aa
(config-dnspx)>  filter profile name>tls upstreamaddress [ «port>
1[ sni«fqdns> ][ spki <hashs ]
(config-dnspx)> no filter profile namestls description [ «address>][
<ports]
AprymeHT 3HayeHue OnuncaHwue
name CTpoka HasBaHune npoduns.
address IP-appec Agppec cepBepa.
FQDN
port UYenoe uucro |lMNopT cepsepa.
fqdn Crpoka JomeHHoe nm4.
hash CTpoka Xaw ceptmndukaTta TLS.

(config-dnspx)> filter profile test tls upstream 1.1.1.1 8853 »
sni cloudflare-dns.com

Dns::Filter::Public: Added DNS-over-TLS name server 1.1.1.1 to »
profile "test".

(config-dnspx)> no filter profile test tls upstream 1.1.1.1 8853
Dns::Filter::Public: Removed DNS-over-TLS name server 1.1.1.1 »
from profile "test".

(config-dnspx)> no filter profile test tls upstream
Dns::Filter::Public: Removed DNS-over-TLS name server from »
profile "test".

Bepcus OnucaHve
3.08 Job6aeneHa komaHaa dns-proxy filter profile tis
upstream.

3.21.12 dns-proxy https upstream

OnucaHwne

MNpejukc no

Jo6aBuTb cepeep DNS nosepx HTTPS.

KomaHga c npedpurkcom no ygansieT ykasaHHbIN cepBep 13 cnvcka. Ecam
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BECb CMMCOK CepBepOB byaeT
OUULLIEH.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHuim

(config-dnspx)>  https upstreamwrls [ «format>]1[ snihash>]1[ on
<interfaces> ][ domain «domains ]

(config-dnspx)> no https upstream [ «wurl]

AprymeHT 3HauyeHue OnucaHwue

url CTpoka Monb3oBaTenbckmin URL-agpec cny>6bl DNS.
format dnsm dopmat oTobpaxkeHns gaHHbIX DNS.

json
hash CTpoka Xaw ceptudukaTta TLS.

interface WHTepgeiic Nma nutepdeiica Ana HacTponkuy.

domain CTpoka JomMmeHHOoe nwvs.

(config-dnspx)>https upstream »
https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm on ISP

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>no https upstream https://dns.adguard.com/dns-query
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)>no https upstream
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.

Bepcus OnucaHve
3.01 JobasneHa koMmaHaa dns-proxy https upstream.
3.08 [JobasneH aprymeHT domain.
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naBa 3 OnncaHme KOMaHA,

3.21.13 dns-proxy intercept enable

OnucaHue BkntounTb nepexsaTt TpaH3uTHbIX DNS-3anpocoB. Takxe 3Ta ¢yHKLUSA
BK/IlOYaeTCs Npu paboTe nHTepHeT-GUAbTpa. Mo yMonyaH1Io nepexsat
3anpeLyeH.

KomaHga ¢ npedunkcom no oTKIoYaeT rnepexsar.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-dnspx)>  intercept enable
I (config-dnspx)> no intercept enable
Mpumep (config-dnspx)> intercept enable
Dns::Filter::Interceptor: Enabled.
(config-dnspx)> no intercept enable
Dns::Filter::Interceptor: Disabled.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.06 JobasneHa komaHaa dns-proxy intercept enable.
3.08 KomaHga dns-proxy intercept enable yganeHa kak
ycTapeBLUas.
3.09 KomaHga dns-proxy intercept enable cHoBa go6aBneHa.

3.21.14 dns-proxy max-ttl

OnucaHwue 3agaTb MakcMManbHbIv TTL Ana KaWrpoBaHHbIX 3anuvcen DNS-npokcu.
KomaHga ¢ npedpurkcom no yaanset 3HadeHue TTL.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config-dnspx)>  max-ttlwmax-ttl
(config-dnspx)> no max-ttl
AprymeHTbl AprymeHTt 3HaueHue |OnucaHue
max-ttl Uenoe uucno |MakcumanbHoe 3HadeHume TTL. MoxeT
NPUHMMaTL 3HaYeHUs B Npejenax ot 1 4o
604800000 mmnnnvcekyHa (1 Hegens).
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-dnspx)> max-ttl 10000
Dns::Proxy: Dns-proxy set max-ttl to 10000.

(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.05 [JobaeneHa komaHaa dns-proxy max-ttl.

3.21.15 dns-proxy proceed

OnucaHune 3agaTb MHTepBaJ Mexay napasne/ibHbIMVY 3anpocamMm, KOTopble OTrpasiseT
DNS-npokcu Heckonbknm DNS-cepsepam. Mo yMOAYaHUIO UCMNO/b3yeTCs
3HauyeHVe 500.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMONYaHI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc (config-dnspx)>  proceed proceed>
(config-dnspx)> no proceed
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
proceed Uenoe umncno |Bpemsa pabotbl DNS-npokcn B
MuanancekyHaax. MoxeT npuHMMaTb
3HayeHWAa B npegenax ot 1 Ao 50000.
Mpumep (config-dnspx)> proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.04 [Jlo6baBneHa komaHza dns-proxy proceed.

3.21.16 dns-proxy rebind-protect

OnucaHwue BkntounTb 3aWwmnTy oT atak DNS rebinding. Mo yMONYaHWIO NCNONb3YyeTCs
napameTp auto.
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naBa 3 OnncaHme KOMaHA,

KomaHaa ¢ npepurKCcoM no OTKIOYaEeT 3aLUNTY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-dnspx)>  rebind-protect (auto | strict)
(config-dnspx)> no rebind-protect
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
auto Knwouesoe 3awmTa nHTepdeiicos private.
CJ10BO
strict KmwyeBoe 3awmTa noaceteit U3 cnurcka IANA IPv4
C/10B0 Special-Purpose Address Registry1.
Npumep (config-dnspx)> rebind-protect auto
Dns::Manager: Enabled rebind protection.
(config-dnspx)> no rebind-protect
Dns::Manager: Disabled rebind protection.
VlCTOleﬂ M3MeHeHunA Bepcmﬂ onvicaHue

3.04 Jlo6aBneHa komaHaa dns-proxy rebind-protect.

3.21.17 dns-proxy srr-reset

OonucaHue YCTaHOBUTb BpeMsi, Uepes KoTopoe byzeT cbpacbiBaTbCA PENTUMHT
3anpocoB-0TBeToB DNS-MpoKcK. Mo YMONYaHNIO NCMONb3YeTCst 3HaYeHne
600000.

KomaHza ¢ npedrkcom no Bo3BpaLLAeT 3HayeHre o YMONYaHUI0.
MNpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config-dnspx)>  srr-reset«srr-reset

I (config-dnspx)> no srr-reset

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI Argument |3HaueHme |OnucaHue
srr-reset lenoe umucno |3HaveHMe BpEMEHHOro NPOMEeXYTKa B
MUNCEKYHAAX. MOXeT NpuUHNUMaTb
3HayeHWsa B npegenax ot 0 Ao 600000.
Npumep (config-dnspx)> srr-reset 111

Dns::Manager: Set send-response rating reset time to 111 ms.

(config-dnspx)> no srr-reset
Dns::Manager: Reset send-response rating reset time to default.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.12 Jlo6aBneHa koMmaHaa dns-proxy srr-reset.

3.21.18 dns-proxy tls upstream

OnucaHune Jo6asuTb cepsep DNS nosepx TLS.
KomaHga ¢ npedurkcom no yaansieT ykasaHHbIA cepBep U3 cnmcka. Ecam
BbINOJIHUTL KOMaHAy 6e3 apryMeHTa, TO BeCb CMNCOK cepBepoB byaeT
OuMILLIEH.

MNpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTHbIl/i BBog, /[la

CuHoncnc (config-dnspx)>  tls upstreamaddress; [ «port> ][ sni«fqdns ][ spki
<hash>][on dnterface> ][ domain «domain; ]
(config-dnspx)> no tls upstream [ <addresss [ port]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
address IP-appec IP-agpec cepBepa.
port Uesnoe uucso |lMNopT cepsepa.
fqdn CTpoka JomMmeHHOoe nwvs.
hash Crpoka Xaw ceptndumkarta TLS.
interface UHTeppenc Nms nHTepdelica Ana HacTpOKuU.
domain Ctpoka JomeHHoe nm4.
Npumep (config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com

Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.
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naBa 3 OnncaHme KOMaHA,

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com »
on ISP
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>no tls upstream 1.1.1.1 853
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
deleted.

(config-dnspx)>no tls upstream
Dns::Secure: :ManagerDot: DNS-over-TLS name servers cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.01 JobaBneHa komaHAa dns-proxy tls upstream.
3.08 Job6asneH aprymeHT domain.

3.22 dpn accept

OnucaHwue MprHATL Nonb3oBaTeNbckoe cornawueHvie DPN. 1o NpUHATUSA cornalleHns
KOHUrypaTop He MpUHMMaeT HMKaKme KOMaHAbl, KoOMe KOMaHA Ha YTeHune.

MNpejukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTHbIi BBog, Het

CvHoncuc I(config)> dpn accept
Mpumep (config)> dpn accept

Core::Legal: Accepted dpn version 20200330.
WcTopuns nsmeHeHunit |Bepcus onucaHue

3.05 JobasneHa komaHaa dpn accept.

3.23 dyndns profile

OnucaHue JocTyn K rpynne KoMaHA AN HAacCTPOKKM yka3aHHoro npoduns DynDns. Ecin
npodunb He HalifleH, KOMaHAa NbITaeTcs ero co3gatb. MOXHO co34aTh He
6onee 32 npodunei.

KomaHgaa ¢ npedurkcom no yaanset npodunb DynDns.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIl/i BBog, /[la

Bxo>kaeHue B rpynny

CuHoncunc

(config-dyndns)

(config)> dyndns profile name>

(config)> no dyndns profile name>

AprymeHTsl

AprymeHT 3HauyeHue OnucaHwue

name CTpoka HasBaHwue npodunsa. MakcmansHas AnnHa

NMeHn — 64 cnmBona.

Mpumep

(config)> dyndns profile _WEBADMIN
Core::Configurator: Done.
(config-dyndns)>

UcTopusa nsmeHeHwnii

Bepcus OnucaHue

2.00 JobasneHa komaHaa dyndns profile.

3.23.1 dyndns profile domain

OnucaHune

MNpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

2 http:\\www.dyndns.com
http:\\www.no-ip.com

Ha3HauunTb MK nocTtosiHHOE foMeHHOoe nMS. [epe BbIMOSIHEHVIEM KOMgHAbI
Heo6X0AVIMO 3apPerncTprpoBaTh AJOMEHHOE UMS Ha caliiTe dyndns.com” unm
no-ip.com-.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Aa

[Ja

Hert

(config-dyndns)>  domain «domain»

(config-dyndns)> no domain

AprymeHT 3HauyeHue OnucaHwue

domain CTpoka JomMeHHoe nvsa. MakcmmansHasa g11MHa
AOMEeHHOro nmeHm — 254 cumsona.

(config-dyndns)> domain support.ddns.net
DynDns::Profile: " WEBADMIN": domain saved..
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naBa 3 OnncaHme KOMaHA,

(config-dyndns)> no domain
ynDns::Profile: " WEBADMIN" domain cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa dyndns profile domain.

3.23.2 dyndns profile password

OnucaHue YcTaHOBUTL Naposib 415 AocTyna Yepes DynDns.
Mpejukc no Ja

MeHsieT HacTpolikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dyndns)>  password «passwords

(config-dyndns)> no password

AprymeHTbI AprymeHT 3HauyeHue OonucaHue

password CTpoka Maponb anda asTopusaymn. MakcrumanbHas
ANVHa napons — 64 cmBona.

Mpumep (config-dyndns)> password 123456789
DynDns::Profile: " WEBADMIN": password saved.

(config-dyndns)> no password
DynDns::Profile: " WEBADMIN" password cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.00 Job6asneHa komaHaa dyndns profile password.

3.23.3 dyndns profile send-address

OnucaHue BkntounTtb HEOOX0ANMOCTL YKasaHua IP-agpeca HTepHeT-CcoeANHEHNS B
3anpoce DynDns.

KomaHga ¢ npednkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-dyndns)>  send-address

I (config-dyndns)> no send-address

(config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns::Profile: Send address is disabled.

Bepcusa

OnucaHune

2.03

Job6asneHa komaHaa dyndns profile send-address.

3.23.4 dyndns profile type

OnucaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

4 http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru

MpucBonTe DynDns-npodunto TV, B 3aBUCMMOCTY OT CaiiTa, Ha KOTOPOM
6b110 3aPEerncTpPMPOBaHO AOMEHHOE MMSI.

Ja
Ja

Het

(config-dyndns)>

type <type»

(config-dyndns)> no type

AprymeHT |3HauyeHue OnucaHue
type dyndns YKa3blBaeTcd, ecnm JOMEHHOe NMS 4
3aperncTpupoBaHo Ha caiite dyndns.com".
noip YKa3blBaeTcd, ecnm JOMeHHOoe MS s
3aperncTpupoBaHO Ha canmTe no-ip.com™.
rucenter |YKa3sblBaeTcs, eciv JOMEHHOe NMS 6
3aperncTpupoBaHo Ha caiiTe rucenter .
custom YKa3sblBaeTcs, ec/in JOMeHHOoe UMS

3aperncTpupoBaHoO Ha Apyrom calite (cait
onpegenseTtca komaHgoi dyndns profile url).

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

type noip
" WEBADMIN": type saved.

no type
" WEBADMIN" type cleared.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

JobasneHa

komaHgza dyndns profile type.

3.23.5 dyndns profile update-interval

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YCTaHOBUTb MHTepBa 06HOBNEHMs agpeca Anst DynDns.

KomaHaa ¢ npepunKcom no oTMeHsieT BO3MOXHOCTb 06HOBNEHNS.

Ja
Aa

Het

(config-dyndns)>

update-interval «days> days [ <hours> hours ]
[ aminutes> minutes ] [ <seconds> seconds ]

(config-dyndns)> no update-interval

AprymeHT 3HauyeHue OnuncaHwue

days Lenoe 4ucno |BpemeHHON NHTepBan B AHAX.
hours lenoe uncno |BpeMeHHOI MHTepBan B Yacax.
minutes lenoe umucno |BpemeHHOWN nHTepBan B MUHYTaXx.
seconds lenoe umucno |BpemeHHOWN NHTepBan B CEKyHAAX

(config-dyndns)>

seconds

DynDns::Profile: Interval

(config-dyndns)>

DynDns::Profile: Interval

(config-dyndns)>

DynDns: :Profile: Periodic

update-interval 5 days 5 hours 5 minutes 5 »

is set to 450305 seconds.

update-interval 5 days

is set to 432000 seconds.

no update-interval

registration disabled.

Bepcus

OnucaHue

2.03

Jlo6aBneHa komaHaa dyndns profile update-interval.

3.23.6 dyndns profile url

OnucaHwue
Mpedukc no

MeHsieT HacTpoiKkmn

Yka3zaTb URL ncnons3yemoro caiita cnyxosl DynDns

Ja
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Het

(config-dyndns)>  urlwrb

(config-dyndns)> no url

AprymeHT

3HavyeHue

OnucaHue

url

Crpoka

MNonb3oBaTenbcknii URL-agpec cnyx6bb
DynDns.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)> no url

DynDns: :Profile:

url http://members.dyndns.org/nic/update
" WEBADMIN": URL saved.

" WEBADMIN" URL cleared.

Bepcus

OnucaHune

2.05

JobasneHa komaHaa dyndns profile url.

3.23.7 dyndns profile username

OnucaHwue
MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

YKa3aTb NOrMH yyeTHOM 3anuncuy Ana goctyna dyepes DynDns.

Ja
Aa

Het

(config-dyndns)>

username <username»

(config-dyndns)> no username

AprymeHT

3HavyeHue

OnucaHue

username

Crpoka

ViMa nonb3oBaTtensa Ans aBTopursauyunn.
MakcrmanbHasa gnMHa nMmeHn — 64 cumBona.

(config-dyndns)> username

DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

test@gmail.com

" WEBADMIN": username saved.

no username
" WEBADMIN" username cleared.

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dyndns profile username.
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naBa 3 OnncaHme KOMaHA,

3.24 easyconfig check

OonucaHue [oCTyn K rpynne KOMaHA ANnsi HACTPOWKM NPOBePKM A0CTyNa B UHTEPHET. 15
NPOBEpPKMN AOCTyMNa B UHTEPHET CHaYana OTNPaBAAIOTCSA 3aNpPOoChl K L3y
Mo yMonyaHuto. Eciv oTBET NosyyeH, Torga onpalivBatoTcs yaaneHHble
XOCTbl, yKa3aHHble B HacTpoikax. Takxke B HaCTpolikax yka3blBaeTcs
NPOAOMKNTENBHOCTL Y YacTOTa 3anpocoB. Ec/iv Bce NpoBepKy NpoijeHbl,
3HAUUT AOCTYN B UHTEPHET ecTb.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

BxoxxaeHue B rpynny (ezconfig-check)
CuHoncuc (config)> easyconfig check

NMpumep (config)> easyconfig check
(ezconfig-check)>

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHaa easyconfig check.

3.24.1 easyconfig check exclude-gateway

OonucaHue OTK/OUMTE MPOBEPKY LLK03a MO YMOAYaHWI0. [0 yMOYaHWNo 3TOT NapameTp
BK/TOYEH.

KomaHga ¢ npedunkcom no BKAOYaET NpoBepky obpaTHo.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (ezconfig-check)>  exclude-gateway
I (ezconfig-check)> no exclude-gateway
Mpumep (ezconfig-check)> exclude-gateway

Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network: :InternetChecker: Gateway checking enabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga easyconfig check
exclude-gateway.

3.24.2 easyconfig check max-fails

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YKa3zaTb KONM4YeCcTBO Noc/ie0BaTe/IbHbIX HeYAauHbIX 3aMpoCoB K 06n1ayuHOMYy
cepBuCy YTO6bI ONpeaenunTb, YTO MHTEPHET HefoCTyneH. 1o yMonyaHuto
MCNoNb3yeTcd 3HaveHve 3.

KomaHga ¢ npedrkcom no BO3BpaLLLAET 3HaUYeHMe No YMOTHaHMIO.

Ja

Ja

HeT

(ezconfig-check)>  max-fails «count»

(ezconfig-check)> no max-fails

AprymeHT 3HauyeHue OnuncaHwue

count UYenoe uucro |Konmyectso HeygauHbIX 3anpocos. MoxeT
MPUHXMAaTL 3HaYeHWsa B Npejenax ot 2 40 8

BKTHOYNTENbHO.

(ezconfig-check)> max-fails 5
Network: :InternetChecker: A new maximum fail count set to 5.

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

Bepcus OnucaHve

2.00 JobaBneHa komaHaa easyconfig check max-fails.

3.24.3 easyconfig check period

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

3ajaTb NMPOAO/HKNTENBHOCTL NMPOBEPKU. 10 yMONUaHUIO UCMOJIb3YyeTCs
3HayeHne 15.

KomaHza ¢ npedprKcom no Bo3BpaLLaeT 3HAYEHNE MO YMOIYaHUIO,
Ja
Aa

144

CnpaBo4HMK KoMaHa — Giant (KN-2610)



naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (ezconfig-check)>  period «period>
(ezconfig-check)> no period
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
period Uenoe 4ucno |VIHTepBan npoBepkun B cekyHAax. MoxeTt
NPUHNMAaTb 3HaYeHs B Npegenax ot 10 go
60 BKIHOUNTE/ILHO.
Mpumep (ezconfig-check)> period 20
Network: :InternetChecker: A new check period set to 20 seconds.
(ezconfig-check)> no period
Network: :InternetChecker: Check period reset to default (15 »
seconds) .
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa komaHaa easyconfig check period.

3.25 easyconfig disable

OonucaHmne OTKNOYNTL MacTep NepBUYHON HAaCTPOLKK. 10 yMONYaHMIO 3TOT NapamMeTp
BK/IFOYEH.

KomaHga ¢ npedurkcom no BKAKOUaeT MacTep NepBUYHON HAaCTPOKM.
MNpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> easyconfigdisable
I (config)> no easyconfig disable
Mpumep (config)> easyconfig disable
EasyConfig: :Manager: Disabled.
(config)> no easyconfig disable
EasyConfig: :Manager: Enabled.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.01 JlobasneHa komaHaa easyconfig disable.
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3.26 eula accept

OnuncaHwne MprHATL NosIb30BaTeNIbCKOe cornaweHve EULA. 1o NPUHATUA cornawleHuns
KOHGUrypaTop He NpUHMMaeT HMKaKne KOMaHAbl, KpOMe KOMaH/J Ha YTeHue.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> eula accept
Npumep (config)> eula accept

Core::Eula: "20181001" license accepted.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.15 [JobaeneHa komaHaa eula accept.

3.27 igmp-proxy

OnucaHune JocTtyn K rpynne KoMaHa Ans HacTpowku IGMP.
MNpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (igmp-proxy)

CuHoncuc I (config)>  igmp-proxy

Mpumep (config)> igmp-proxy
(igmp-proxy)>

WcTopus nsmeHeHum Bepcus onucaHmne

2.06 JobaBneHa komaHAa igmp-proxy.

3.27.1 igmp-proxy fast-leave

OnucaHwune BkntounTb IGMP fast-leave ana HemeaneHHOro yaaneHvs nopTa 13 3anucu
nepecbIKM AN MHOTOaAPEeCHO rpynnbl, KOrAa NopT Noay4yaeT coobLueHmne
0 BbIXoje.

KomaHza ¢ npedurKcomM no oTkAoYaeT 3Ty GyHKLUIO.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CuHoncurc I (igmp-proxy)>  fast-leave

I (igmp-proxy)> no fast-leave

Mpumep (igmp-proxy)> fast-leave
Igmp::Proxy: Enabled Fast Leave.

(igmp-proxy)> no fast-leave
Igmp::Proxy: Disabled Fast Leave.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.09 JobasneHa KomaHAa igmp-proxy fast-leave.

3.27.2 igmp-proxy force

OnucaHune MprHYANTENLHO BKAOUYNTL CTapyto Bepcuto IGMP. Mo ymonyaHmio 31a
HaCTPOIMKa OTK/IFOYEHa N BEPCUA NPOTOKO/a BbI6MPaeTcs B aBTOMaTUYECKOM
pexvme.

KomaHgaa c npedprkcom no Bo3BpaLLaeT 3HaUYeHe Mo yMONYaHMIO.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (igmp-proxy)>  force «protocol»
(igmp-proxy)> no force
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
protocol igmp-vl MpuMeHUTb GUNLTPALMNIO K BXOAALLINM
nakeTam.
igmp-v2 MpUMeHUTb GUABLTPALMIO K MCXOASALLIAM

nakeTam.

Npumep (igmp-proxy)> force igmp-vl

Igmp::Proxy: Forced protocol: igmp-vl.

(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 Jlo6aBneHa koMmaHaa igmp-proxy force.

3.28 igmp-snooping disable

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

Mpumep

UcTopus nsmeHeHnim

OTkntountb IGMP snooping. KomaHga A0CTYMHa TOJIbKO B pexumax KnveHr,
Ycnnutenb nnu Toyka floctyna.

KomaHga ¢ npedurkcom no Bkatovaet IGMP snooping.
Ja
Aa

Het
I(config)> igmp-snooping disable

(config)> igmp-snooping disable
Igmp::Snooping: Disabled.

(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

Bepcus OnucaHve

2.12 JobaeneHa koMaHaa igmp-snooping disable.

3.29 interface

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

JocTtyn K rpynne KoMaHA Ans HacTPoriky BelbpaHHoOro nHtepderica. Ecnm
NHTepdelic He HaliAeH, KOMaHAa NblTAaeTCA ero Co34athb.

Nma nHtepdelica 3agaeT ero kacc, KOTOPbIA HacleayeT onpegeneHHble
CBOWCTBA, CM. AnarpamMmel B [NprinoxeHun. KomaHabl paboTatoT
NpUMeHUTeNbHO K Knaccam. COOTBETCTBYHOLLMI KlacC MHTepdeiica ykasaH
B OMMCaHUU KOMaHABI.

KomaHga ¢ npedurkcom no yaansiet nHtepoeric.
Ja

Ja

Ja

(config-if)

I (config)> interface name>
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AprymeHTsl

Mpumep

NcTopusa nsmeHeHum

(config)> no interface name>

AprymeHT 3HauyeHue

OonvicaHune

name UHTepgeric

MonHoe nmsa nHTepdeica nin NCeBLOHNM.
CnncoK AOCTYMNHbIX NHTepdEicoB MOXHO
yBUAETb C NOMOLLbIO KoMaHAbl interface
[Tabl.

(config)> interface [Tab]

Usage template:
interface {name}

Choose:
Pvc
Vlan
CdcEthernet
UsbModem
RealtekEthernet
AsixEthernet
Davicom
UsbQmi
UsbLte
Yota
Bridge
PPPoOE
SSTPEthernet
SSTP
PPTP
L2TP
ZeroTier
Wireguard
Proxy
OpenVPN
IPIP
XFRM
TunnelSixInFour
IKE
Gre
EoIP
Clat
MapT
DsLite
TunnelFourInSix

Chilli

Bepcus OnucaHue

2.00 Job6aeneHa komaHaa interface.
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3.29.1 interface atf disable

OnucaHwue OtknounTtb ATF ana AP 2,4 TTuy 1 5 T, Mo ymon4yaHmio HacTpoiika
BbIK/IHOYEHa.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica WiFiMaster

CuHoncuc I (config-ify>  atf disable

I (config-if)> no atf disable

Mpumep (config-if)> atf disable
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": Airtime »
Fairness disabled.

(config-if)> no atf disable
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": Airtime »
Fairness enabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

3.02 JlobaBneHa koMmaHaa interface atf disable.

3.29.2 interface atf inbound

OnucaHue Bkntountb ATF TONIBKO ANS Nepejayun BXOAALLMX NakeToB ansa AP 2,4TTun 5
Iy, Mo ymMmon4aHWo HacTpoliKa BbIK/IHOYeHa.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica WiFiMaster

CuHoncunc I (config-if)>  atf inbound

I (config-if)> no atf inbound

1 50 CnpaBo4HMK KoMaHa — Giant (KN-2610)



naBa 3 OnncaHme KOMaHA,

NMpumep (config-if)> atf inbound
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": Airtime »
Fairness inbound is set.

(config-if)> no atf inbound
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": Airtime »
Fairness inbound is unset.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.02 JlobaBneHa komaHaa interface atf inbound.

3.29.3 interface authentication chap

OnucaHune BkntounTb noasaepxky ayreHTudmnkaummn CHAP.
KomaHga ¢ npedpurkcom no oTkarouaeT CHAP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication chap

I (config-if)> no authentication chap

Mpumep (config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

CHAP.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa komaHaa interface authentication chap.

3.29.4 interface authentication eap-md5

OnucaHwue BrkntounTtb nogaepxky ayteHtTudumkaumm EAP-MDS.
KomaHgaa ¢ npedurkcom no otknrovaet EAP-MDS.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Het

Secure

I(conﬁ94ﬂ> authentication eap-md5

I(conﬂg-ﬁﬁ>noauthenticationeap-mdS

(config-if)> authentication eap-md5
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.

(config-if)> no authentication eap-md5
Network::Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

Bepcus OnucaHue

2.00 JobaBneHa komaHa interface authentication eap-mds5.

3.29.5 interface authentication eap-mschapv2

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTtb nogaepxky ayteHTudumkaumm EAP-MSCHAPV2.

KomaHga ¢ npedurkcom no otkntouvaet EAP-MSCHAPV2, MS-CHAPV2.
Ja

Ja

Het

Secure

I(conﬂg4ﬂ> authentication eap-mschapv2

I(conﬁg-ﬁﬁ>noauthenticationeap-mschapvz

(config-if)> authentication eap-mschapv2
Network::Interface::Supplicant: "IKE®": authentication is »
unchanged.

(config-if)> no authentication eap-mschapv2
Network::Interface::Supplicant: "IKE®": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.

Bepcus OnucaHve

3.05 JlobaBneHa komaHaa interface authentication
eap-mschapv2.
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3.29.6 interface authentication eap-ttis

OnucaHue BkntounTb noasaepxky ayteHTudbumkaumm EAP-TTLS.
KomaHga ¢ npedpurkcom no oTkntoyvaeTt EAP-TTLS.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica Secure

CuHoncuc I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

Mpumep (config-if)> authentication eap-ttls
Network::Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.

(config-if)> no authentication eap-ttls
Network: :Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHAa interface authentication eap-ttls.

3.29.7 interface authentication identity

OnucaHwune YKasaTb UM Nob30BaTeNs Ana ayTeHTudrKaLmm ycTponcTea Ha yaaneHHoN
cucteme. VicnonbsyeTtcs ansa nogkntodeHuin PPTP, PPPoE, L2TP mn Proxy, a
Taioke aAna nHrepdericos UsbQmi.

KomaHga ¢ npedumkcom no cTrpaeT paHee 3agaHHOe NMS MoAb30BaTens.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica Secure

CuHoncuc I (config-if)> authentication identity <identity»

I (config-if)> no authentication identity
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
identity Ctpoka VIMs nonb3oBaTtens Ana ayteHTuoumkaumn.
Mpumep (config-if)> authentication identity mylogin

Network::Interface: :Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network: :Interface::Supplicant: "PPTPO": identity cleared.

WcTopus nsmeHeHwnii

Bepcusa

OnucaHue

2.00

Jo6aBneHa

koMaHAa interface authentication identity.

3.29.8 interface authentication mschap

OnucaHwne

BkntounTb noagepxky ayteHTudumkaumm MS-CHAP.

KomaHga c npedumkcom no otkntovaet MS-CHAP.

MNpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

HeTt

Secure

I (config-if)> authentication mschap

I (config-if)> no authentication mschap

(config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPO": added authentication: »

MS - CHAP.

(config-if)> no authentication mschap
Network::Interface::Supplicant: "PPTPO": removed authentication: »

MS-CHAP.
Bepcus OnucaHue
2.00 JobaeneHa komaHga interface authentication mschap.

3.29.9 interface authentication mschap-v2

OnuncaHwne

BkntounTtb nogaepxky ayteHTudumkaumm MS-CHAPV2.

KomaHga ¢ npedurkcom no otkatoyvaet MS-CHAPV2.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

Secure

I(conﬁ94ﬂ> authentication mschap-v2

I(conﬁg-ﬁﬁ>noauthenticationmschap-v2

(config-if)> authentication mschap-v2
Network::Interface: :Supplicant: "PPTPO": authnentication is »
unchanged.

(config-if)> no authentication mschap-v2
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
MS-CHAPv2.

Bepcus OnucaHve
2.00 JobaBneHa komaHaa interface authentication
mschap-v2.

3.29.10 interface authentication pap

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

BkntounTb noagepxky ayteHTudumkaumm PAP
KomaHga c npedumkcom no otkntouaeT PAP.
Ja

Ja

Het

Secure

I(conﬁg4ﬂ> authentication pap

I(conﬁg—ﬁﬁ>noauthenticationpap

(config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.

(config-if)> no authentication pap
Network::Interface::Supplicant: "PPTPO": removed authentication: »
PAP.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface authentication pap.

3.29.11 interface authentication password

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YKa3aTb Naposb 418 ayTeHTUdUKaLmMmM yCTporicTBa Ha yAaneHHON cucTeMe,
Ncnonb3yeTtca ana nogkntoueHuin PPTP, PPPOE, L2TP n Proxy.

KomaHga ¢ npednKcom no cTmpaeT 3HaveHre napons.
Ja

Aa

HeTt

Secure

(config-if)>  authentication password «password»

(config-if)> no authentication password

AprymeHT 3HauyeHue OnucaHwue

password CTpoka Maponb ans ayteHTUdGUKaLUN.

(config-if)> authentication password Aihoi2chal
Network: :Interface::Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network::Interface: :Supplicant: "PPTPO": password cleared.

Bepcus OnucaHue
2.00 JobaBneHa komaHaa interface authentication
password.

3.29.12 interface authentication peap

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

Brarountb nogaepxky EAP-PEAP meTofa NpoBepKn NOAAMHHOCTN.

KomaHga ¢ npedurkcom no oTktouaeT wndpoBaHme EAP-PEAP.

Ja
Ja

Het

Secure
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Cunoncuc I (config-if)> authentication peap

I (config-if)> no authentication peap

NMpumep (config-if)> authentication peap
Network: :Interface: :Ethernet: "WifiMasterl/AccessPoint0": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network: :Interface::Supplicant: "WifiMasterl/AccessPoint0": »
removed authentication: PEAP.

MCTOpMﬂ U3MeHeHUnA Bepc”ﬂ onvicaHue

2.03 JobasneHa komaHaa interface authentication peap.

3.29.13 interface authentication shared

OnucaHune BKAHOUUTL peXnm ayTeHTUGUKaLMK C pazdesndembiM KH4YoM. DTOT PEXUM
NCNOIb3YeTCs TONbKO B COMeTaHnK € ndpoBaHuem WEP. Pazdessemsle karoyu
3ajatoTca KomaHgol interface encryption key.

KomaHga c npedpunkcomM no nepeBouT ayTeHTUOUKALMIO B OTKPbITHIV PEXMM.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun uHTepdderica WiFi

CuHoncnc I (config-if)> authentication shared

I (config-if)> no authentication shared

Mpumep (config-if)> authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHaa interface authentication shared.
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3.29.14 interface authentication wpa-psk

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

YCTaHOBUTL NpeABapUTe/IbHO COrNacoBaHHbIV KN4 Ans ayTeHTUdrKaumm
no npotokony WPA-PSK. Bo3MOXHO 3asiaHune Knto4a B Buge 256-6mTtHoro
LWecTHaALaTePUYHOro Ymcna, 1nbo B Buge ctpokm ASCII-cmumsonos. Bo
BTOPOM CJly4ae CTPOKa 1UCMoJb3yeTes Kak KogoBas pasa /15 reHeprpoBaHus
Kntoya (napons).

KomaHga c npednkcom no oTMeHseT HaCTPOIKY.
Ja

Ja

Het

WiFi

(config-if)> authentication wpa-psk psk>

(config-if)> no authentication wpa-psk

AprymeHT 3HauyeHue OnuncaHwue

psk CTpoka MpeaBapuTENbLHO COrNacoBaHHbINV KHOY B
BUAe 256-6MTHOrO WeCcTHaALATEPUYHOrO
uncna, CoCTosALLLEero 13

64 WecTHagUaTepUUHbIX Lndp, 11M6o B BUAE
cTpoku ASCII gnnHo oT 8 A0 63 CUMBO/IOB,

(config-if)> authentication wpa-psk Eethaich9z
Network::Interface::Wifi: "WifiMasterl/AccessPoint@": WPA PSK set.

(config-if)> no authentication wpa-psk
Network: :Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK »
removed.

Bepcus OnucaHue

2.00 Jlob6asneHa komaHga interface authentication wpa-psk.

3.29.15 interface auto-ssid

OnucaHune

MNpedukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIiA BBOA,

CreHepurpoBaTh N0JIb30BaTe/IbCKOe UMS 6ecnpoBoAHO ceTu (SSID) Ha ocHoBe
MAC-agpeca poytepa.

Het
Aa

Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

WifiMaster

(config-if)> auto-ssid «template> prefix

AprymeHT 3HauyeHue OnuncaHwue

template mac4 Mms wabnoHa — nocnegHue 4 nam 6 umdp
nacé MAC-agpeca, KoTopble 6yayT fobaBneHbl K
prefix.
prefix Crpoka MponsBonbLHasa CTpoka no Bbibopy
nosb3oBaTens.

(config-if)> auto-ssid mac4 12313213
Network: :Interface: :AccessPoint: "WifiMaster®/AccessPoint0": »

generated SSID "12313213207E".

(config-if)> auto-ssid macé 12313213
Network: :Interface: :AccessPoint: "WifiMaster@/AccessPoint0": »

generated SSID "1231321369207E".

Bepcus OnucaHue

3.08 JobaeneHa komaHaa interface auto-ssid.

3.29.16 interface backhaul

OnucaHune

Mpejukc no

MeHsieT HaCTpPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

BkntounTb noasaepxky VLAN pnst 6€CnpoBOAHOIO COeAMHEHVS MEXAY
poyTepamu Keenetic B pexume trunk. [10 yMon4aHMo HacTporika OTKAOYeHa.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.

Ja
Ja
Het

WiFiMaster

I (config-if)>  backhaul

I (config-if)> no backhaul

(config-if)> backhaul
Network::Interface: :Rtx::AccessPoint:
backhaul mode enabled.

(config-if)> no backhaul
Network: :Interface: :Rtx: :AccessPoint:
backhaul mode disabled.

"WifiMasterQ@/AccessPointl": »

"WifiMaster®/AccessPointl": »
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.02 JlobaBneHa komaHa interface backhaul.

3.29.17 interface band-steering

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

3anycTnTb cnyxey Band Steering ana AP 5 Ty, Mo ymon4aHuMio HacTpoiika

BK/IFOYEHa.

Ana npaBunbHoOM paboTbl Band Steering HEOGXOAMMO BbIMONHUTL CiefytoLume

yCcnoBus:

* BKJ/OYeHbl 06e Touku goctyna 2,4 My n 5 My,

* Y HUX ofMHaKkoBble SSID

* OHN NMEKT OAMNHAKOBbIE NapaMeTpbl 6e3onacHoOCTU (Tvin LIJVICI)pOBaHI/Iﬂ,

3HayeHue KNYa, UT. 4.)

KomaHga ¢ npedukcom no oTkarouaet Band Steering.

Aa
Ja
HeTt

WiFiMaster

I (config-if)>  band-steering

I (config-if)> no band-steering

(config-if)> band-steering

Network: :Interface::Rtx::WifiMaster:

enabled.

(config-if)> no band-steering

Network: :Interface: :Rtx: :WifiMaster:

"WifiMasterl": band steering »

"WifiMasterl": band steering »

disabled.
Bepcus OnucaHve
2.09 JobasneHa komaHgaa interface band-steering.

3.29.18 interface band-steering preference

OnuncaHwmne

3ajaTb NpeanoYTUTENbHbIN Ananas3oH Ana TexHonoruu Band Steering. MNo

YMOJZIYaHWIO 3Ha4YeHne He onpejesieHo.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpallaeT 3HayeHne no yMmoad4aHuio.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

Tun nutepdeiica WiFiMaster

CuHoncnc (config-if)>  band-steering preference <band>

(config-if)> no band-steering preference

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
band 2 [AvanasoH 2,4 Ty,
5 AnanasoH 5Ty,
Npumep (config-if)> band-steering preference 5

Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference is 5 GHz.

(config-if)> no band-steering preference
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference disabled.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.09 Job6asneHa komaHaa interface band-steering
preference.

3.29.19 interface beamforming explicit

OnucaHue BkntounTb ABHOE PopmuposaHue duazpammel HanpaeneHHocmu (eBF) ana AP
5Ty n AP 2,4 Ty, 3Ta PyHKUMA MOXET ObITb MCNOMb30BaHa TONLKO A/
KnveHTos 802.11ac n HecoBMeCTMMa C APYrvMu cTaHgapTamu. 1o ymonyaHuio
3TOT MapamMeTp BK/IHOYEH.

KomaHza ¢ nped1Kcom no oTKoYaeT ABHOe PopMUpOBaHUE dUa2paMMbI
HanpaeneHHoCMu.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica WiFiMaster

CuHoncuc I (config-if)> beamforming explicit [mu-mimo]

I (config-if)> no beamforming explicit
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AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT

3HavyeHue OnucaHue

mu-mimo

Keyword YnpasneHve dnaramm MU-MIMO gnsa aBHoro
dbopmMumpoBaHusa gnarpaMmmbl
HanpaBneHHOCTU. BkatovaeT KOHTPO/Ib
NOTOKA AaHHbIX ANS HECKOJIbKUX
nosb3oBaTenen.

(config-if)> beamforming explicit
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": explicit »
beamforming and SU-MIMO enabled.

(config-if)> beamforming explicit mu-mimo
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": explicit »
beamforming and MU-MIMO enabled.

(config-if)> no beamforming explicit
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": explicit »
beamforming and MIMO disabled.

Bepcus

OnucaHune

2.10

Job6asneHa komaHaa interface beamforming explicit.

3.29.20 interface beamforming implicit

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoAKK
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

BkntounTb HeaBHOe ®opmuposaHue duazpamMmel HanpasaeHHocmu (iBF) ans
AP 5TTuwn AP 2,4 Ty, Mo ymon4aHMo HaCTPOIiKa OTK/IlOHeHa.

KomaHza c npedurKcom no oTkIo4HaeT HesaBHOe PopMuposaHUe OUuazpammel
HanpaeneHHocMu.

Ja
Ja
Het

WiFiMaster

I(conﬁg4ﬂ> beamforming implicit

I(conﬁg-ﬁﬁ>nobeamf0rming implicit

(config-if)>

beamforming implicit

Network::Interface: :Rtx::WifiMaster: "WifiMasterl": implicit »
beamforming enabled.

(config-if)> no beamforming implicit
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": implicit »
beamforming disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 Jlo6aBneHa komaHga interface beamforming implicit.

3.29.21 interface cable-diagnostics

OonucaHue BkOUMTE NpoLesypy ANarHoCTKM Ha NopTy. Heckosbko 3anyckoB
ANArHOCTUKW C yCMeLHbIM pe3y/ibTaTOM Ha OAHOM 1 TOM Xe MopTy
MFHOPUPYHOTCSA A0 TeX MOp, MOKa He 3aBepLUMTCS 3anyLLEeHHbI npoLecc.
Moapo6Has MHGOPMaLMSA 0 XoAe COeAMHEHMS COXPAHSETCS B CCTEMHOM
XypHane.

MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Ethernet

CrnHoncuc I (config-if)> cable-diagnostics

Mpumep (config-if)> cable-diagnostics
Network::Interface: :Mtk::Switch: "GigabitEthernetQ/1": started »
a cable diagnostics.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.07 Job6asneHa komaHaa interface cable-diagnostics.

3.29.22 interface ccp

OnucaHwue BrknrounTb nogaepxky npotokosa CCP Ha 3Tane ycTaHOB/IEHNA COeANHEHMS.
KomaHgaa ¢ npedurkcom no oTkntovaet CCP.

Mpe¢ukc no [Ja

MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica PPP

CunHoncuc I (config-if)>  ccp

I (config-if)> no ccp

MNpumep (config-if)> ccp
CCP enabled.
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(config-if)> no ccp
CCP disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHgaa interface ccp.

3.29.23 interface channel

OnucaHwue YCTaHOBUTL pajmokaHa (4acToTy BeLlaHus) Ans 6ecnpoBOAHbIX
nHTepdericos. Htepdericel Wi-Fi npuHMMaloT B KayecTBe HOMepa KaHana
uenble yncna ot 1 fo 14 (AnanasoH vactot ot 2.412 Ty a0 2.484 I'Tu) v oT
36 go 165 (ananasoH vactot ot 5.180 'y, Ao 5.825 ITw). Mo ymonyaHwvio
NCMNoNb3yeTcs 3HayeHne auto.

KomaHga ¢ npednkcom no ycTaHaB/AIMBAET 3HaUEHWE MO YMOAYAHUNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Radio

CuHoncuc (config-if)>  channel «channels

(config-if)> no channel

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
channel number Homep pagvio kaHana.
auto Homep paano KaHana onpejgensieTcs
aBTOMaTM4YecKu.
Mpumep (config-if)> channel 8
Network::Interface: :Rtx::WifiMaster: "WifiMasterQ": channel set »
to 8.

(config-if)> channel 36
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": channel set »
to 36.

(config-if)> no channel
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »

mode set.
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.00 JobaBneHa komaHaa interface channel.
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3.29.24 interface channel auto-rescan

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3ajatb pacnncaHmne And aBToMmaTnyeckoro CKaHmMpoBaHuA paano KaHanoB.
Mo YMONYaHUIO NapaMeTp OTK/IKOYEH.

KomaHga ¢ npedprKcoM no OTK/I0UaEeT HaCTPOWKY.
Ja

Ja

Het

Radio

(config-if)>  channel auto-rescan [ <hhs:<mm> Jinterval <interval

(config-if)> no channel auto-rescan

AprymeHT 3HauyeHue OnuncaHwue

interval 1 VIHTepBa/ NOBTOPHOIro CKaHNPOBaHUSA B
6 yacax.
12
24

(config-if)> channel auto-rescan interval 1
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": scheduled »
auto rescan, interval 1 hour.

(config-if)> no channel auto-rescan
Network::Interface: :Rtx::WifiMaster: "WifiMaster@": auto rescan »
disabled.

Bepcus OnucaHve

2.07 JobaeneHa komaHaa interface channel auto-rescan.

3.29.25 interface channel width

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

YCTaHOBUTb LUMPUHY NO0CHI NPONYCKaHWA A1 yKa3aHHOro kaHana. Mo
YMOJIYaHUIO UCMob3yeTcs 3HaveHe 40-below ana AP 2,4 1Ty, 40-above/80

ansa AP 51T,

KomaHga ¢ npednKcom no ycTaHaBAMBAET 3HAUYEHMe MO YMOYaHUIO.
Ja

Ja
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Radio

CuHoncuc (config-if)>  channel width width»

(config-if)> no channel width

AprymeHTbI AprymeHT |3HaueHue OnucaHue
width 20 YcTaHOBWUTL NONOCY NPOMNYyCKaHNA paBHYHO
20 Mrl'y,
40-above Pacumputb nonocy nponyckaHunsa o 40 MIy,

ncnonb3ys CﬂGAyI-OLLLI/II7I KaHarnl.

40-below Pacumputb nonocy nponyckaHms o 40 MIy,
NCNONb3Ys NpeablAyLLni KaHan.

40-above/80 Pacwmnputb nonocy nponyckaHusa go 40/80
Ml vcnonb3ysa cneayowmin KaHan.

40-below/80 PacwimpnTb nosiocy nponyckaHusa go 40/80
MI'y vcnonb3ysa npeablayLwmnii KaHan.

Mpumep (config-if)> channel width 20
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": channel »
bandwidth setting applied.

(config-if)> no channel width
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": channel »
bandwidth settings reset to default.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.04 JlobaBneHa komaHaa interface channel width.

3.29.26 interface chilli coaport

OnucaHwne Yka3atb UDP-NopT, Ha KOTOPbIV 6yAyT OTNPaBAATLCSA 3anNpoCkl Ha OTK/IHOYEHe
oT RADIUS-knneHTa.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Chilli

Cunoncuc I(config—if)> chilli coaport <coaport»
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AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-if)> no chilli coaport

AprymeHT

3HayeHue

OonvicaHune

coaport

Lenoe uucno

Homep nopta CoA.

(config-if)> chilli coaport 3940

Chilli::Interface:

"Chilli0@": coaport set to 3940.

(config-if)> no chilli coaport

Chilli::Interface:

"Chilli0@": coaport reset to default.

Bepcus

OnucaHune

2.10

Job6asneHa komaHga interface chilli coaport.

3.29.27 interface chilli dhcpif

HasHaunTb nutepdeiic Chilli ceteBomy cnctemHomy nHTepdericy.

OnucaHue
Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

KomaHza ¢ npedrKcoM no OTMeHsIeT NPUBA3KY.

Ja
Ja
Het

Chilli

(config-if)>

chilli dhcpif

(config-if)> no chilli dhcpif

«dhcpif»

AprymeHT

3HaueHve

OnucaHwue

dhcpif

UnTepgeric

MonHoe nms nHTepderica NI NCeBAOHNM.

(config-if)> chilli dhcpif Bridgel

Chilli::Interface:

"Chilli0@": bound to Bridgel.

(config-if)> no chilli dhcpif

Chilli::Interface:

"Chilli®": unbound.

Bepcus

OnucaHune

2.10

Job6aeneHa komaHgaa interface chilli dhcpif.
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3.29.28 interface chilli dns

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

Yka3aTb IP-agpec cepsepa DNS.

KomaHza c npedurKcom no yaansieT HacTpoiiKy.

Ja
Ja
Het

Chilli

(config-if)>

chilli dns «dns1> [ «dns2s ]

(config-if)> no chilli dns

AprymeHT 3HauyeHue OnuncaHwue
dnsl IP-anpec Appec nepsuyHoro DNS-cepBepa.
dns2 IP-agpec Agppec sTopuyHoro DNS-cepBepa.

(config-if)> chilli dns 8.8.8.8 1.1.1.1
Chilli::Interface: "Chilli®": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns

Chilli::Interface:

"Chilli0": DNS servers reset to default.

Bepcus

OnucaHune

2.10

Jo6aeneHa komaHaa interface chilli dns.

3.29.29 interface chilli lease

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

HacTtpouTtb Bpems apeHAbl NOAKIOUYEHHOro KaneHTckoro IP-agpeca. No
YMONYaHWIO NCMOJIb3yeTcs 3HaueHve 3600.

KomaHga ¢ npe¢|/||<c0M Nno BO3BpalLlaeT 3HayeHne No ymoa4aHuio.

Ja
Ja
Het

Chilli

I (config-if)>  chilli lease <lease>

168

CnpaBo4HMK KoMaHa — Giant (KN-2610)



naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no chilli lease

AprymeHT 3HauyeHue OnucaHwue

lease lenoe uucso |Bpema apeHabl B cekyHAax. MakcMmMasbHoe

3HayeHune 259200.

(config-if)> chilli lease 1000
Chilli::Interface: "ChilliO": lease has been set 1000 seconds.

(config-if)> no chilli lease
Chilli::Interface: "Chilli0": lease has been reset to default »
(3600 seconds).

Bepcus OnucaHve

2.1 JobaBneHa komaHaa interface chilli lease.

3.29.30 interface chilli login

OnucaHue

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

HactpouTtb aBTOpU3aumio ana goctyna Kk RADIUS-cepsepy.
Het
Het
Het

Chilli

(config-if)>  chilli login macs[ username «usernames password passwords

]

AprymeHT 3HayeHue OnucaHune

mac MAC-appec MAC-agpec ans ayteHTUdrKaunu.
username CTpoka VimMa nonb3oBaTens 4ns ayteHTUdmKaumn.
password CTpoka Maponb ans ayteHTUGUKaLMN.

(config-if)> interface Chilli® chilli login 00:01:02:03:04:05
Chilli::Interface: "Chilli0@": sent login request for »
00:01:02:03:04:05

(config-if)> interface Chilli@ chilli login 00:01:02:03:04:05 »
username test password test

Chilli::Interface: "Chilli0@": sent login request for »
00:01:02:03:04:05
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

4.00 Job6aeneHa komaHga interface chilli login.

3.29.31 interface chilli logout

OnucaHune
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Chilli

CvHoncuc

MpUHYANTENBHO OTKNOUNTL MAC-agpec yka3aHHOro KIneHTa.

(config-if)>  chilli logout (<mac> | all)

AprymeHTbl AprymMeHT  |3HaueHme |OnucaHue
mac MAC-agpec MAC-agpec 3aperncTpmpoBaHHOro KIMeHTa.
all Keyword OtknrounTb Bce MAC-agpeca.

Mpumep (config-if)> chilli logout 64:a2:22:51:b4:11

(config-if)> chilli logout all
Chilli::Interface: "Chilli@":

service restarted.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.10 JlobaBneHa komaHga interface chilli logout.

3.29.32 interface chilli macauth

OnucaHue BintoumnTtb GYHKLMIO MPOBEPKM NOANVHHOCTY NMOMb30BaTenein TONbKO Ha
OCHoBaHWW rnpoeepkn MAC-agpeca.
KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOIKY.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc I (config-ify)>  chilli macauth

I (config-if)> no chilli macauth
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NMpumep (config-if)> chilli macauth
Chilli::Interface: "Chilli0": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli®": macauth cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JlobaeneHa komaHaa interface chilli macauth.

3.29.33 interface chilli macpasswd

OnuncaHmne YcTaHOBUTbL Naponb A8 NpoBepkun noaanHHocTn MAC-agpeca.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli macpasswd <macpasswd>

(config-if)> no chilli macpasswd

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
macpasswd CTpoka Maponb nonb3osaTens.
Mpumep (config-if)> chilli macpasswd 1234567890

Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli@": macpasswd cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.11 Job6asneHa komaHga interface chilli macpasswd.

3.29.34 interface chilli nasip

OnucaHue YctaHoBUTL 3HaueHue RADIUS napameTtpa IP-agpec NAS. lMossonsieT
HaCTPOWUTb 1 UCNO/B30BaTb NPOM3BO/bHLIN IP-agpec.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Mpe¢ukc no [Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli nasip («address> | interface wan> | auto)

(config-if)> no chilli nasip

AprymeHTbI AprymeHT |3HaueHue OnucaHue
address |IP-agpec KoHkpeTHbIN IP-agpec cepsepa.
wan UHTepgelic IP-agpec ykazaHHoro WAN-unHTepdelica.
auto Knw4esoe cnoso |IP-agpec Tekywiero WAN-nHTepdelica.
Mpumep (config-if)> chilli nasip 95.213.215.187

Chilli::Interface: "Chilli®": NAS IP address set to »
"95.213.215.187".

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli@": NAS IP address set to auto.

(config-if)> no chilli nasip
Chilli::Interface: "Chilli®": NAS IP address cleared.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.10 [Jlo6aBneHa komaHga interface chilli nasip.

3.29.35 interface chilli nasmac

OnucaHune YcraHoBuUTb MAC-agpec ans atpmbyta RADIUS Called-Station-ID. MNo
yMon4yaHuto ncnosnbsyetcd MAC-agpec rocteBoi ceTu.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHUo.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica Chilli

Cunoncuc I (config-if)>  chilli nasmac mac>
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(config-if)> no chilli nasmac

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-apgpec HoBsblin MAC-agpec ans RADIUS
Called-Station-ID.

Mpumep (config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli@": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli0": NAS MAC address cleared.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.1 JobaBneHa komaHaa interface chilli nasmac.

3.29.36 interface chilli profile

OnucaHwne HasHaunTb npodunb Chilli cooTBeTCTBYOWEMY NHTEpdeiicy.
KomaHga ¢ npednkcom no yganseTt HacTPOnKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nutepdeiica Chilli

Cutoncnc (config-ifi>  chilli profile qrofile

(config-if)> no chilli profile

AprymeHTbI AprymeHT 3HaueHue OonucaHue
profile Ctpoka HassaHwue npoduna RADIUS-cepBepa.
Mpumep (config-if)> chilli profile Wi-Fi_SYSTEM

Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHgaa interface chilli profile.
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3.29.37 interface chilli radius

OnucaHue JobaBuTb agpeca RADIUS-cepBepa.
KomaHaa ¢ npedurkcom no yaanset agpeca.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radius <serverl [ «server2s]

(config-if)> no chilli radius

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
serverl Ctpoka Appec nepsuyHoro RADIUS-cepBepa.
server2 Ctpoka Agpec sTopuyHoro RADIUS-cepBepa.
Npumep (config-if)> chilli radius radius.wifisystem.ru »

radius2.wifisystem. ru
Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.

(config-if)> no chilli radius
Chilli::Interface: "Chilli@": RADIUS servers cleared.

VICTOleﬂ M3MeHeHWA Bepcmﬂ onucaHvie

2.10 Job6aBneHa komaHza interface chilli radius.

3.29.38 interface chilli radiusacctport

OnucaHwue HasHaunTb UDP-nopT yuéta RADIUS-cepBepa. 10 yMmonyaHmto NCrnosib3yeTcd
3HayeHVe 1813.

KomaHga ¢ npedurkcom no yctaHaBAMBaET MOPT MO YMOSYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>  chilli radiusacctport <radiusacctport;

(config-if)> no chilli radiusacctport

AprymeHT 3HauyeHue |OnucaHue

radiusacctport Crtpoka Homep nopTa.

(config-if)> chilli radiusacctport 1819
Chilli::Interface: "Chilli@": radiusacctport set to 1819.

(config-if)> no chilli radiusacctport
Chilli::Interface: "Chilli@": radiusacctport reset to default.

Bepcus OnucaHve

3.06 Jlo6aeneHa komaHga interface chilli radiusacctport.

3.29.39 interface chilli radiusauthport

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

HasHaunTte UDP-nopT ayteHTUdUKaumnm RADIUS-cepBepa. 1o ymondaHuto
ncnonb3yeTca 3HadeHue 1812.

KomaHga ¢ npedrkcom no yctaHaBAMBaET NOPT MO YMOAYAHULO.
Ja

Ja

Het

Chilli

(config-if)>  chilli radiusauthport <radiusauthport,

(config-if)> no chilli radiusauthport

AprymeHT 3HaueHue |OnucaHue

radiusauthport Ctpoka Homep nopra.

(config-if)> chilli radiusauthport 1820
Chilli::Interface: "Chilli@": radiusauthport set to 1820.

(config-if)> no chilli radiusauthport
Chilli::Interface: "Chilli@": radiusauthport reset to default.

Bepcus OnucaHue

3.06 Job6asneHa komaHaa interface chilli radiusauthport.
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3.29.40 interface chilli radiuslocationid

OnucaHue 3apatb uaeHTUdVKaTOP MecTononoxeHns RADIUS-cepsepa. OH AOMXKeH 6bITb
B dopmate isocc=, cc=, ac=, network=.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiuslocationid «radiuslocationid»

(config-if)> no chilli radiuslocationid

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
radiuslocationid |CTpoka 3HaueHune ngeHTudmMKaTopa
MeCTOMOOXEHWS.
NMpumep (config-if)> chilli radiuslocationid »

isocc=,cc=,ac=,network=WiFiSYSTEM,
Chilli::Interface: "Chilli®": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, ".

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli@": radiuslocationid cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli radiuslocationid.

3.29.41 interface chilli radiuslocationname

OnucaHue 3ajaTb Ha3BaHWe MecTononoxeHua RADIUS-cepsepa.
KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica Chilli

Cunoncnc I (config-if)>  chilli radiuslocationname <radiuslocationname;
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(config-if)> no chilli radiuslocationname

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
radiuslocationname|CTpoka HasBaHVe MeCTonoN0XeHUA.

NMpumep (config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli@": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli0": radiuslocationname cleared.

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ Onv'caHv'e
2.10 JobaBneHa komaHaa interface chilli
radiuslocationname.

3.29.42 interface chilli radiusnasid

OnucaHue YcTaHOBUTb NAeHTUUKATOP CepBepa CeTeBOro A0CTyNa.
KomaHga ¢ npedrkcom no yganseTt HacTPOnKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiusnasid <radiusnasids

(config-if)> no chilli radiusnasid

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
radiusnasid |CTpoka NaeHTudukaTop NAS.
Mpumep (config-if)> chilli radiusnasid keeneticru_12

Chilli::Interface: "Chilli@": radiusnasid set to "keeneticru 12".

(config-if)> no chilli radiusnasid
Chilli::Interface: "Chilli®": radiusnasid cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHga interface chilli radiusnasid.
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3.29.43 interface chilli radiussecret

OnucaHue YCTaHOBUTL 06LLMIA KoY And 06omx RADIUS-cepBepoB.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiussecret <radiussecret»

(config-if)> no chilli radiussecret

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
radiussecret|CTpoka 3HauyeHue KKua.
Mpumep (config-if)> chilli radiussecret 12df34fd

Chilli::Interface: "Chilli®": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHga interface chilli radiussecret.

3.29.44 interface chilli uamallowed

OnucaHue YKkasaTb pecypc, K KOTOPOMY KANEHT MMeeT A0CTYN 6e3 NepBUYHON
ayTeHTUPUKaLnmn.

KomaHga ¢ npedurkcom no yaanseT pecypc 13 cnmcka. Ecnm BeInOAHUTb
KOMaHZy 6e3 aprymMmeHTa, TO BeCb CMNCOK pecypcoB byAeT OUnLLEH.

Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Chilli

Cunoncnc I (config-if)>  chilli uamallowed wamallowed>

I (config-if)> no chilli uamallowed [ wamallowed> ]
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

uamallowed |CTpoka IP-agpec, URL nnu noaceTs.

(config-if)> chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled
garden.

v

(config-if)> chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" added to walled
garden.

v

(config-if)> no chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" removed from
walled garden.

\J

(config-if)> no chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" removed from
walled garden.

v

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

Bepcus OnucaHve
2.10 JobaeneHa komaHaa interface chilli uamallowed.

3.29.45 interface chilli uamdomain

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

YKa3aTtb fOMEH, K KOTOPOMY KJ/IMEHT NMeeT A0CTYN be3 I'IepBl/I‘-IH017I
ayTEHTI/Iq)I/IKaLI,VIVI.

KomaHaa ¢ npepurkcom no yaanaeTt JOMeH 13 Cnucka. Ecam BbIMOAHUTL
KOMaHzy 6e3 apryMeHTa, TOo BeCb CMNCOK JOMEHOB ByAeT OUMLLEH.

Ja

Aa

[Ja

Chilli

(config-if)>  chilli uamdomain wamdomain>

(config-if)> no chilli uamdomain [ <«wvamdomain: ]

AprymeHT 3HauyeHue OnucaHwue

uamdomain CTpoka JloMeHHoe 1MA yaaneHHOoro XocTa.
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Mpumep

UcTopusa nsmeHeHwnii

(config-if)> chilli uamdomain wifisystem.ru

Chilli::Interface:

garden.

"Chillie": "wifisystem.ru" added to walled »

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli@": "wifisystem.ru" removed from walled »

garden.

(config-if)> no chilli uamdomain

Chilli::Interface:

"Chillio": walled garden cleared.

Bepcus

OnucaHune

2.10

Job6aBneHa

komaHga interface chilliuamdomain.

3.29.46 interface chilli uamhomepage

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YcraHoBuTb URL-agpec gomalluHel cTpaHuLbl ANA NepeHanpaBieHns
HeaBTOPV30BaHHbIX NO/ib30BaTeNeN.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Aa
Ja
HeTt

Chilli

(config-if)>

chilli uamhomepage wamhomepages

(config-if)> no chilli uamhomepage

AprymeHT

3HayeHue

OnuncaHue

uamhomepage

CTpoka

Monb3oBaTenbckmini URL-agpec.

(config-if)> chilli uamhomepage http://192.168.2.1/welcome.html
Chilli::Interface: "Chilli@": uamhomepage set to »
"http://192.168.2.1/welcome.html".

(config-if)>

Chilli::Interface:

no chilli uamhomepage

"Chilli0@": uamhomepage cleared.

Bepcusa

OnucaHune

2.10

Jlo6aBneHa komaHga interface chilli uamhomepage.
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3.29.47 interface chilli uamport

OnuncaHwmne YKka3aTtb TCP-nopT A4 NOAK/IHOYEHNSA aBTOPU30BaHHbLIX KAVMEHTOB. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3990.

KomaHga ¢ npedunkcom no yctaHaBIMBaET MOPT MO YMOSUAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli uamport wamport>

(config-if)> no chilli uamport

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamport Lenoe 4ucno |Homep noprta.
Mpumep (config-if)> chilli uamport 3922

Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.10 JobasneHa komaHga interface chilli uamport.

3.29.48 interface chilli uamsecret

OnucaHue YcTaHoBUTb 06LWni knrod mexay UAM-cepsepom n Chilli. UAM-kntou
NCMNONb3yeTCa ANA X3LWMPOBaHNA 3anpoca nepes BbluncaeHneM napons.

KomaHga ¢ npedurkcom no yganseTt HaCTPOWKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncuc I (config-if)>  chilli uamsecret wamsecret>

I (config-if)> no chilli uamsecret
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

uamsecret

CTpoka

3HauyeHune Kaua.

(config-if)> chilli uamsecret 12df34fd

Chilli::Interface:

"Chilli0": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret

Chilli::Interface:

"Chilli@": uamsecret set to "".

Bepcusa

OnucaHue

2.10

JobaeneHa komaHaa interface chilli uamsecret.

3.29.49 interface chilli uamserver

OnucaHune
MNpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHuim

YctaHoBuTb URL-aapec Be6-cepBepa 415 NpoBepKM MOAANHHOCTA KJIVEHTOB

KomaHga c npedunkcom no yganseTt HacTPOKy.

Ja
Aa
HeTt

Chilli

(config-if)>

chilli uamserver wvamserver;

(config-if)> no chilli uamserver

AprymeHT

3HayeHue

OonwvicaHune

uamserver

CTpoka

Monb3oBaTenbcknint URL-agpec Beb6-cepBepa.

(config-if)> chilli uamserver »
https://auth.wifisystem.ru/hotspotlogin

Chilli::Interface:

"Chilli®": uamserver set to »

"https://auth.wifisystem.ru/hotspotlogin”.

(config-if)> no chilli uamserver

Chilli::Interface:

"Chilli0": uamserver cleared.

Bepcus

OnucaHune

2.10

JobaBneHa komaHaa interface chilli uamserver.
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3.29.50 interface compatibility

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb CTaHAaPTbl 6eCNpPOBOAHOI CBA3W, C KOTOPLIMUK AOJIXXEH 6bITb
COBMECTVM JaHHbI 6ecnpoBoaHol aganTep (MHTepdeiic). Ans nHtepdeiicos
Wi-Fi coBMeCcTMMOCTb 3aaeTcsa CTPOKOM 13 NaTUHCKNX BykB A, B, G, N,
0603HavarLWKx gononHeHns K ctaHaapty IEEE 802.11. K npumepy, Hannume
B CTPOKe COBMeCTUMOCTW BykBbl N ByfieT 03HauaTb, YTO JaHHbIN aganTtep
CMOXeT B3anMogencTBoBaTh € 802.11Nn-COBMeCTUMbIMIN YCTPOMCTBaMM Yepes
pagnokaHan. Habop fonNyCTUMBbIX CTPOK COBMECTMMOCTU onpejenseTcs
annapaTHbIMY BO3MOXHOCTAMW KOHKPETHOro agantepa 1 TpeboBaHnsaMun
COOTBETCTBYIOLUMX AONONHEHN K cTaHaapTy [EEE 802.11.

Mo ymonuaHuio ans yactoTsl 2,4 Ty ncnonb3syetcd cTpoka «BGN», «AN» —
ana 51y,

Het
Ja
Het

Radio

(config-if)>  compatibility annex>

AprymeHT 3HauyeHue OnuncaHwue
annex B, G, N Ana 2,4T1Tu.
A, N Ana 51Tu.
A, N+AC JononHuTtenbHbIn ctaHaapT IEEE.

(config-if)> compatibility N
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network: :Interface: :Rtx: :WifiMaster: "WifiMasterl": PHY mode set.

Bepcus OnucaHue
2.00 Job6asneHa komaHaa interface compatibility.
2.06 Job6asneH HoBbI cTaHAapT AC.

3.29.51 interface connect

OnuncaHwne

Mpedukc no

3anycTnUTb NPOLLECC MOAKIOYEHWS K yAaNeHHOMY y3ny.

KomaHga c nped1Kcom no rnpepbiBaeT coejuHeHMe.

Ja
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MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

PPP, IP

(config-if)>

connect [ via«ia]

(config-if)> no connect

3HayeHue OnucaHue

AprymeHT

vla

UHTepgeinc VHTepdeiic, yepes KoTopbIi OCyLLeCTBAAETCS
noAxntoyeHve K yaganeHHomy ysny. lnsa PPPoE
3TOT NapamMeTp ABASETCSA 06a3aTesNIbHbIM.

(config-if)> connect via ISP

(config-if)> no connect

Bepcusa

OnucaHune

2.00

JobaeneHa komaHaa interface connect.

3.29.52 interface country-code

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuyHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

HasHaunTb nHTepdeicy 6ykBeHHbI KO CTPaHbl, KOTOPLIV BANSET Ha Habop
paAno-kaHanos. Mo yMon4aHnio yctTaHoBneHO 3HayeHme RU.

Het

Ja
HeTt

Radio

(config-if)>

country-code «code;

AprymeHT

3HavyeHue OnuncaHue

code

CTpoka Koz cTpaHbl.

(config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMaster@": country code »

set.
Bepcus OnucaHue
2.00 JobasneHa komaHaa interface country-code.
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3.29.53 interface debug

OnucaHwue BkOUNTL OTAAAOUHBIN pexuM NoAkaYeHns PPP. B 0TNaf04HOM pexurme
B CUCTEMHBbIV XXypHan BbIBOAUTCA NogpobHas nHpopmMaums o xoje
noaxnto4eHus. No ymonyaHuo GyHKLNSA OTKAOUEHaA.

KomaHga ¢ npednkcom no oTkAoYaeT 0TNALA0UHbBIA PEXUM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica PPP

CuHoncumc | (config-if)>  debug

I (config-if)> no debug

Mpumep (config-if)> debug
Network::Interface::Base: Debug enabled.

(config-if)> no debug
Network::Interface::Base: Debug disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga interface debug.

3.29.54 interface description

OnucaHue Ha3HauuTb Npon3Bo/IbHOE onKncaHne ceTeBoMy UHTepdericy.
KomaHga c npedumkcom no cTupaeT onncaHuve.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

CvHoncuc (config-if)> description «description»
(config-if)> no description
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
description |Crpoka Mpown3BosibHOe onncaHne nHTepderica.

Giant (KN-2610) — CnpaBOYHNK KOMaHA 1 85



naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> description MYHOME
Network::Interface::Base: "Bridge0": description saved.

(config-if)> no description
Network::Interface::Base: "Bridge0": description saved.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface description.

3.29.55 interface down

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

OTKNOUYNTE ceTeBOV MHTepdenC 1 3anncaTb B HACTPOMKM COCTOAHME «down».

KomaHga c npedrnKcomM no BKAOUaeT ceTeBO MHTepdeinc n yaanset «down»
13 HacTpoexk.

Ja

Aa

Het

I (config-if)>  down

I (config-if)> no down

(config-if)> down
Network::Interface::Base: "GigabitEthernet0/2": interface is down.

(config-if)> up
Network::Interface::Base: "GigabitEthernet0/2": interface is up.

Bepcus OnucaHve

2.00 JobaeneHa komaHza interface down.

3.29.56 interface downlink-mumimo

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

BkitounTb HUCXoAsLLee (ABHOe) PopmuposaHue duazpanMel HanpaeaeHHocmu
(eBF) MU-MIMO. JaHHasa GyHKUNSA MOXKeT 6bITb MCM0/Ib30BaHa TONLKO ANS
KnueHToB 802.11ac 1 HecoBMeCTMMa C APYrMK cTaHAapTaMun. HacTporika
He MOXeT bbITb MCNO/Ib30BaHa 6e3 BKIoUeHUst KOMaHAbl interface
beamforming explicit.

KomaHga c npedurkcom no oTKAoYaeT HaCTPOKY.
Ja
Aa
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WiFiMaster

CuHoncurc I (config-if)>  downlink-mumimo

I (config-if)> no downlink-mumimo

Mpumep (config-if)> downlink-mumimo
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1llac/ax »
downlink-mumimo enabled.

(config-if)> no downlink-mumimo
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1llac/ax »
downlink-mumimo disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.05 Job6aBneHa komaHaa interface downlink-mumimo.

3.29.57 interface duplex

OnucaHwue YcTaHOBUTb AynnekcHbi pexxm Ethernet-nopTa. Mo ymonyaHuio 3agaHo
3HayeHwue auto.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc (config-if)>  duplex anode>

(config-if)> no duplex

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
mode full PeXxnm nonHoro gynnekca.
half MonyaynnekcHbIA pexum.
auto ABTOMATUYECKN AYNNEKCHBIA PeXUM.
Npumep (config-if)> duplex full
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex set »
to "full".
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WcTopusa nsmeHeHum

(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex reset »
to default.

Bepcus OnucaHue

2.06.B.1 JobasneHa komaHgaa interface duplex.

3.29.58 interface dyndns profile

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

MpuBasaTk Kk ceTeBoMy NHTepdeicy npodunb DynDns. MNepea BbinoAHeHWEM
KOMaHZbl NPOodub AOMKEH BbITb CO34aH U HACTPOEH rpynnoi komaHa dyndns
profile.

KomaHaa ¢ npedrKcom no paspbiBaeT CBsA3b MeXAy npoduaem n
nHTepdericom.

[Ja
Ja
Het
(config-if)>  dyndns profile (profile

(config-if)> no dyndns profile

AprymeHT 3HayeHue OnuncaHwue

profile Ctpoka HasBaHune npo¢unsa DynDns.

(config-if)> dyndns profile TEST
DynDns::Profile: Interface set.

(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

Bepcus OnucaHve

2.02 Jlo6aBneHa komaHga interface dyndns profile.

3.29.59 interface dyndns update

OnucaHwne

Mpe¢ukc no

O6HOoBUTL BpY4HYto IP-agpec ana DynDns. o ymonyaHuio KoMaHaa pabotaeT
B COOTBETCTBMW C NONUTMKOM NocTaBLmka ycayr DynDns, KOTopbIi He
nosBosisieT 06HoBNATL IP canwkom yacTo. KntoueBoe cioBo force no3sonsiet

06HOBUTb IP B 06X04 MONUTUKM NOCTaBLLUMKA YCAYT.

HeT
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-if)>  dyndns update [ force]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
force Knio4yesoe He yunTbiBaTh pEKOMEHAOBAHHYIO YacToOTy
C/10BO 06HOBNEHMS.
Npumep (config-if)> dyndns update
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue
2.00 Jlo6aBneHa komaHga interface dyndns update.

3.29.60 interface encryption anonymous-dh

OnucaHwue BkntounTts Anonymous DH ansa SSTP-cepepoB 6e3 cepTudukaTa.
KomaHga ¢ npedpurkcom no oTkatovaet Anonymous DH.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica SSTP

CuHoncue I (config-if)>  encryption anonymous-dh

I (config-if)> no encryption anonymous-dh

Mpumep (config-if)> encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.13 JobasneHa komaHga interface encryption
anonymous-dh.

3.29.61 interface encryption disable

OnucaHue OTKNOUNTL WndpoBaHMe Ha becnpoBogHOM NHTepdeiice.
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Mpedukc no

Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het
Tun nutepdeiica WiFi
CuHoncnc I (config-if)>  encryption disable
NMpumep (config-if)> encryption disable

Network::Interface: :Rtx::AccessPoint:

wireless encryption disabled.

"WifiMaster®/AccessPoint0": »

WcTopusa nsmeHeHum

Bepcus OnucaHue

2.00 Job6asneHa KomaHaa interface encryption disable.

3.29.62 interfa

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

ce encryption enable

BkntoumnTb WwWndpoBaHMe Ha 6ecnpoBogHOM MHTepdelice. [1o ymonyaHuio

ncnonb3yetca wWnpposaHme WEP.

KomaHga c npedurKcom no oTkto4aeT WindpoBaHme Ha 6ecnpoBOAHOM

nHTepoderice.

Ja

Ja

Hert

WiFi

I (config-if)> encryption enable

I (config-if)> no encryption enable

(config-if)> encryption enable

Network: :Interface: :Rtx: :AccessPoint:

wireless encryption enabled.

(config-if)> no encryption enable

Network: :Interface: :Rtx: :AccessPoint:

wireless encryption disabled.

"WifiMaster@/AccessPoint0": »

"WifiMaster@/AccessPoint0": »

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface encryption enable.
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3.29.63 interface encryption key

OnucaHue HasHaunTtb Kntoum windpposaHuns WEP. B 3aBUCMMOCTIN OT pas3psgHOCTY, KoY
MOXeT ObITb 3a4aH 10 WwecTHaauaTepnyHbIMU Undpamu (5 cumaonamum ASCII)
— 40-6UTHbIN KNtoY, WEP — 40-6UTHBIN K04, UK 26 LLeCTHaALaTePUYHbIMU
umdpamu (13 cumBonamm ASCII) WEP Bcero moxeT 6bITb 3agaHo oT 1 fo 4
KAouen wndpoBaHUS, N OANH U3 HUX AOSIXKEH OblTb Ha3HaYeH KAYOM Mo
YMOJIYaHUIO.

KomaHaa ¢ npedurKcom no yaanseT Kawou.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica WiFi

CuHoncuc (config-if)>  encryption key <ids («values [default] | default)

(config-if)> no encryption key «id>

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

id Uenoe uucro |Homep kntouva. Bcero MoXHO 3a4ath 40
yeTbIpex Katyen.

value CTpoka 3Ha4yeHue K/K4a B BuAe
LWwecTHaALaTeprUYHOro Yncna, CocTosLero
13 10 nnv n3 26 undp.

default KnoyeBoe YKasblBaeT, YTO AaHHbIN K1Y byaeT
C/10B0 MCMOJIb30BaH MO YMOJIYaHMIO.
Npumep (config-if)> encryption key 1 1231231234
Network: :Interface::Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »
set.

(config-if)> no encryption key 1
Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »

removed.
VICTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.00 JobasneHa komaHaa interface encryption key.

3.29.64 interface encryption mppe

OnucaHune BkntounTb noaaepxky wndposaHua MPPE.

KomaHga ¢ npedurkcom no oTkatovaeT wundposaHune MPPE.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

PPTP

I(conﬁ94ﬂ> encryption mppe

I(conﬁg-ﬁﬁ>noencryptionmppe

(config-if)> encryption mppe
MPPE enabled.

(config-if)> no encryption mppe
MPPE disabled.

Bepcus OnucaHve

2.00 Jo6aBneHa komaHga interface encryption mppe.

3.29.65 interface encryption owe

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

BknounTb anropntMmbl obecneveHmns 6esonacHoctm OVWE Ha 6ecnpoBOAHOM
nHTepderice. Mo yMONYaHNIO HAaCTPOMKa OTKJTHOYEHaA.

KomaHga ¢ npedurkcom no otkaroyaeT nogaepxky OWE.

Ja
Ja
Het

WifiMaster

I (config-if)>  encryption owe

I (config-if)> no encryption owe

(config-if)> encryption owe

Network: :Interface: :Rtx: :AccessPoint:

OWE algorithms enabled.

(config-if)> no encryption owe

Network::Interface: :Rtx::AccessPoint:

OWE algorithms disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMaster®/AccessPoint0": »

Bepcus OnucaHue

3.00 JobasneHa komaHgaa interface encryption owe.
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3.29.66 interface encryption tkip hold-down

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

YCTaHOBUTL 3Ha4veHVe "countermeasure” Talimepa ans TKIP npu
0fHOBpPEMEHHOM 1cnonb3oBaHum WPA n WPA2 anropnTMoB 6e30MacHOCTU
Ha 6ecnpoBogHOM NHTepdeiice. [0 yMONYaHNIO NCMOJIb3YeTCa 3HaYeHme
60.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHuIo.
Ja

Ja

Hert

WiFi

(config-if)>  encryption tkip hold-down <hold-down>

(config-if)> no encryption tkip hold-down

AprymeHT 3HauyeHue OnuncaHwue

hold-down lenoe uyucno |3HauveHme TalimMepa B cekyHAax. MoxeT
NPUHNMAaTb 3Ha4YeHWA B Anana3oHe oT 0 Jo
60. Ecnm ykasaHo 3HaueHme 0, To GyHKLMS
OTK/IHOYeHa.

(config-if)> encryption tkip hold-down 10
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
hold-down interval is 10 sec.

(config-if)> no encryption tkip hold-down
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
hold-down interval is reset to default (60 sec.).

Bepcus OnucaHve
3.08 JobasneHa komaHaa interface encryption tkip
hold-down.

3.29.67 interface encryption wpa

OnucaHwne

MNpejukc no

BkntounTb anropuTtMel obecneveHns 6esonacHocTy WPA Ha 6ecnpoBOAHOM
nHTepdeiice. becnpoBoaHOM NHTepdENC MOXeT NoAAepXMBaTb COBMECTHOe
ncnonb3osaHue WPA n WPAZ, ogHako noaaep>kka WEP aBToMatuyecku
OTKJIH0UaeTCs NpU BKAKYEHUN 1H060ro n3 WPA.

KomaHga c npedumkcom no otkntoyaet WPA.

Ja
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MeHsieT HacTpoliku  [a

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa

MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica WiFi
CuHoncuc

Mpumep

WPA algorithms enabled.

WcTopus nsmeHeHum

Bepcus

OnucaHune

2.00

JobasneHa komaHaa interface encryption wpa.

3.29.68 interface encryption wpa2

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

WcTopusa nsmeHeHum

BkntounTb anroputmel obecneveHuns 6esonacHoctu WPA2 (IEEE 802.11i, RSN)
Ha 6ecrnpoBoAHOM UHTepdeiice. becnpoBoAHON MHTepdelic MOXeT pa3peLuaTtb
coBMecTHoe ncrnonb3osaHue WPA n WPAZ, ogHako nogaepxka WEP
aBTOMaTMYeCKM OTKIIOHAETCA NMpKY BKAOYEHUN 1tloboro ns WPA.

KomaHgaa ¢ npedurkcom no oTknro4aet WPA2.

Ja
Ja
Het

WiFi

I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2

(config-if)> encryption wpa2
WPA2 algorithms enabled.

Bepcus

OnucaHune

2.00

JobasneHa komaHgaa interface encryption wpa2.

3.29.69 interface encryption wpa3

OnuncaHune

BkntounTb anroputMmel obecneveHumst besonacHoctu WPA3 Ha 6ecnpoBogHOM
nHTepdeiice. becnpoBogHol MHTepdeic MOXeT NoAAepPXMBaTb COBMECTHOE
ncnonb3soBaHue WPA2 n WPA3. 1o ymon4aHMIO HaCTPOIKa OTK/IloHeHa.
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KomaHga c npedurkcom no oTkatouaeT nogaepxky WPA3.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  encryption wpa3

I (config-if)> no encryption wpa3

Npumep (config-if)> encryption wpa3
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
WPA3 algorithms enabled.

(config-if)> no encryption wpa3
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
WPA3 algorithms disabled.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

3.00 Job6asneHa komaHaa interface encryption wpa3.

3.29.70 interface encryption wpa3 suite-b

OnucaHwue BkntounTb anroputmel obecnedeHuns 6esonacHoctn WPA3 ans 3awmTel
KOHbMAeHUMaNbHbIX AaHHbIX Suite-B B WPA Enterprise. o ymonyaHuio
bYHKUMA OTKOYEHa.

MNpejukc no Het
MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  encryption wpa3 suite-b

Mpumep (config-if)> encryption wpa3 suite-b
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »
WPA3 SuiteB enabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

3.01 JlobaBneHa komaHga interface encryption wpa3 suite-b.
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3.29.71 interface flowcontrol

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

HacTtpolika ynpaBneHusa notokom Ethernet Tx/Rx. Mo ymonyaHuto GyHKUNS
BKJIHOYEHa.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLMIO.
Ja

Ja

Het

Ethernet

(config-if)>  flowcontrol on

(config-if)> no flowcontrol [send]

AprymeHT 3HauyeHue OnuncaHwue

send Kmoyesoe YnpasneHvie NOTOKOM paboTaeT aCHXPOHHO.
cnoBo

(config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

Bepcus OnucaHve

2.08 JobaeneHa komaHga interface flowcontrol.

3.29.72 interface follow

OnucaHune

KonunpoBaTb HacTpoliku Toukun goctyna ¢ WifiMaster0 (2,4 I'Tu) B TOUky
focTtyna Ha WifiMaster ¢ nHgekcom 6onbuie Hyns (5 My 1 6onbLue).

Touka gocTtyna "nocnegosartens" aBTOMaTYeCcKm KONnmpyeT Bce MU3SMeHeHUs
HaCTPOeK C rNaBHOM TOUKM AOCTyNa.

Ecnwn B HacTpoiikm "nocnegoBatens” BHECTU U3MEHEHWS, CBS3b C INTaBHOM
TOUKOW JOCTyrNa pa3pbiBaeTcs.

MpegynpexaeHne; Toukm goctyna Ha WifiMasterQ Bcerga ncnonb3yroTcs Kak
WNCTOYHMK HacTpoek. OHU He MOryT 6bITb
"nocnepoBatensamun”.

196

CnpaBo4HMK KoMaHa — Giant (KN-2610)



naBa 3 OnncaHme KOMaHA,

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

Tun nutepdeiica AccessPoint

CuHoncnc (config-if)>  follow<access-point»

AprymeHTbI AprymeHT 3HaueHune OonucaHue

access-point |WHTeppenc Vmsa nHtepdeiica AccessPoint Ha
WifiMaster0 2,4Tu. Bbl MOXeTe yBUAETb
CNUCOK JOCTYMNHbIX MHTEpdEeicoB Npu
rnomoLy komaHabl follow [Tab].

Npumep (config-if)> follow WifiMaster0/AccessPoint0
Network: :Interface: :AccessPoint: "WifiMasterl/AccessPoint0": set »
to follow WifiMaster0/AccessPoint0.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.07 Job6asneHa komaHaa interface follow.

3.29.73 interface ft enable

OnucaHue BrntounTb nogaepxky FT ans Toukm goctyna (FT Over the Air, OTA) B pamkax
ctaHpapTa IEEE 802.11r. o ymonuyaHuto napameTp OTK/AHOUEH.

Ana npaBuabHON paboTbl FT Mexay Toukamu goctyna 2,4 1 5 My Heobxoammo
BbINO/IHUTL C/iefytoLe yCIoBUS:

* BKJ/OYeHbl 06e Touku goctyna 2,4 Mu n 5 My,
* Y HUX ognHakoBble SSID

* OHW MMeIOT OANHAKOBbIE MapamMeTpbl 6e30NacHOCTY (TUN WNPPOBaAHNS —
WPA2 nnn 6e3 napons, naponb, N T. 4.).

KomaHga ¢ npedunKcom no yaanset HacTPOnKy.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica AccessPoint

CuHoncnc I (config-if)>  ft enable
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I (config-if)> no ft enable

Mpumep (config-if)> ft enable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition enabled.

(config-if)> no ft enable
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
fast transition disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.13 Job6aBneHa komaHaa interface ft enable.

3.29.74 interface ft mdid

OnucaHune YctaHoBuUTb naeHTumkatop Mobility Domain ans FT. Mo ymon4vaHumio
ncnonb3lyeTcsa 3HayveHme KN.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme no yMOAYaHUIo.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica AccessPoint

CuHoncuc (config-ify>  ft mdid wmdid>

(config-if)> no ft mdid

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
mdid Ctpoka 3HaueHve ngeHTudnkaTopa Mobility Domain.
CoctonT 13 2 cumeonos ASCIL

NMpumep (config-if)> ft mdid 1F
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID set to "1F".

(config-if)> no ft mdid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID reset to default.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.13 JobaeneHa komaHga interface ft mdid.
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naBa 3 OnncaHme KOMaHA,

3.29.75 interface ft otd

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BrntounTb noasaepxky FT Over-the-DS (Distribution System) B pamkax
ctaHgapTa IEEE 802.11r. 3TOT TUN FT ncnonb3yeTtca A pOyMUHra B
ycTapeBLUMX abOHEHTCKNX YCTPOMCTBaX, Hanpumep, B TenedoHe iPhone 4s.

Mo YMONYaHUIO NapaMeTp OTK/IKOYEH.

KomaHza ¢ npedurKcom no yaansieT HacTpoiKy.

Ja
Ja
Het

AccessPoint

I (config-if)> ftotd

I (config-if)> no ft otd

(config-if)> ft otd

Network: :Interface: :Rtx: :AccessPoint:

fast transition OTD enabled.

(config-if)> no ft otd

Network: :Interface: :Rtx: :AccessPoint:

fast transition OTD disabled.

"WifiMaster0@/AccessPoint0": »

"WifiMaster@/AccessPoint0": »

Bepcus OnucaHve

2.13 JobaeneHa komaHza interface ft otd.

3.29.76 interface green-ethernet

OnucaHwune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

BrntounTb Ha nHTepdelice pexxnm Green Ethernet. T10 yMONYaHWUIO 3TOT peXuM

BbIK/TFOYEH.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.

Ja
Ja
Het

Ethernet

I (config-if)> green-ethernet

I (config-if)> no green-ethernet
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-if)> green-ethernet
Network: :Interface: :Ethernet: Green ethernet enabled.

(config-if)> no green-ethernet
Network: :Interface: :Ethernet: Green ethernet disabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

3.05

Jlo6aBneHa koMmaHga interface green-ethernet.

3.29.77 interface hide-ssid

OnucaHwue BktounTb pexxmm ckpbiTvs SSID. Mpy cnonb30BaHUM 3TOM GYHKLMK, TOUKa
A0CTYyNa He oTobpaXaeTcs B crncke AOCTYMNHbIX 6ecnpoBOAHbIX ceTel. Ho
eCNu No/b30BaTeNto N3BECTHO O CYLLLeCTBOBAHMN 3TON CeTN U OH 3HaeT ee
SSID, TO cMOXeT NOAKNHOUYNTLCA K 3TOM ceTu. 10 yMONYaHNIo pexmm

OTK/THOYEeH.

KomMaHgaa ¢ npedprKcomM no OTK/IOYAET 3TOT PEXUM.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Access Point

CuHoncuc

I (config-if)>  hide-ssid

I (config-if)> no hide-ssid

Mpumep (config-if)> hide-ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID broadcasting disabled.

(config-if)> no hide-ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0O/AccessPoint0": »
SSID broadcasting enabled.

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.00

Job6aBneHa komaHaa interface hide-ssid.

3.29.78 interface iapp auto

OnucaHue CreHepupoBaThb koY JAPP B aBTOMaTU4YeCKOM pexunme. s Toro, Ytobbl
Ha3HauUTb K04 BPYYHYIO, UCMONb3yTe KoMmaHgy interface iapp key.

MNpejukc no Het
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Bridge

CuHoncurc I (config-ify>  iapp auto

Mpumep (config-if)> iapp auto
Network: :Interface: :Rtx::Iapp: Bridge® autoconfigured.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.03 JobasneHa komaHaa interface iapp auto.

3.29.79 interface iapp key

OnucaHwune YCTaHOBUTb KKOY MOBUIBHOIO AOoMeHa IAPP ans ycneLwHOoM CMHXPOHM3aLumn
MeXxay ToukaMm A0CTyna, rae BkatoueH FT (komaHaa interface ft enable).
Toukm focTyna fOMKHbI NpuHagnexaTtb ogHoin IP-noacetn. Mo ymonyaHumio
K/IFOY He Ha3HauyeH.

KomaHaa ¢ npepunkcom no yaanseT Kawou.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Bridge

CunHoncuc (config-ify>  iapp key key»

(config-if)> no iapp key

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
key CTpoka 3HaueHwue kntoYa IAPP. MakcManbHasa AnvHa
Kn4Ya — 64 cumBona.

Mpumep (config-if)> iapp key 11223344556677
Network::Interface: :Rtx::Iapp: Bridge0® key applied.

(config-if)> no iapp key
Network::Interface: :Rtx::Iapp: Bridge0® key cleared.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.13 Jlo6aBneHa komaHga interface iapp key.
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naBa 3 OnncaHme KoMaHp,

3.29.80 interface idle-timeout

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

YCTaHOBWUTL NHTEPBa OTKNOUEeHUs KaneHTa STA oT ToOUKM gocTyna no
TalMayTy HeaKTUBHOCTU. [10 yMOAYaHMIO UCMOJIb3YyeTcs 3HaveHve 600.

KomaHga ¢ npedprKcoOM No OTK/H0UaeT HaCTPOWKY.
Ja

Ja

HeTt

WiFiMaster

(config-if)>  idle-timeout <idle-timeout;

(config-if)> no idle-timeout

AprymeHT 3HauyeHue lOnncaHue
idle-timeout |Yenoe 3HadveHue TaliM-ayTa B cekyHAax. MoxeT
Yucro NMPUHXMaTL 3HaYeHWsa B Npejenax ot 60 o
2147483646.

(config-if)> idle-timeout 500
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
value is 500 sec.

(config-if)> no idle-timeout
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
disabled.

Bepcus OnucaHve

3.06 JlobaBneHa komaHaa interface idle-timeout.

3.29.81 interface igmp downstream

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

BkntounTb pexunmM paboTel IGMP Ha nHTepdeiice N0 HanNPaBieHUIO K
noTpebuTensm rpynnoBoi paccbUikn. Ha ycTporicTBe foKHa ObITh 3anyLueHa
cnyxba service igmp-proxy. lonyckaeTcsa Hannume HeCKoJIbKnX HTeppeincos
downstream.

KomaHga c npedunkcom no oTMeHseT feNcTBNe KOMaHAbI.
Ja
Aa

MHorokpaTtHbIiA BBOgA, Het
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naBa 3 OnncaHme KOMaHA,

Tun nutepdeiica IP

CuHoncuc I (config-ify>  igmp downstream

I (config-if)> no igmp downstream

Mpumep (config-if)> igmp downstream

(config-if)> no igmp downstream

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6baBneHa komaHgaa interface igmp downstream.

3.29.82 interface igmp fork

OnucaHwune Bknountb gybnmpoBaHme ncxogawmx naketos IGMP upstream B 3agaHHbIN
nHTepderic. JonyckaeTcs Haanume TobKO 0A4HOro NHTepdeiica fork.

KomaHga c npedunkcom no oTMeHseT feNCTBMe KOMaHAbI.
MNpedukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOgA, Het
Tun nHTepdeiica IP

CuHoncuc | (config-if>  igmp fork

I (config-if)> no igmp fork

Mpumep (config-if)> igmp fork

(config-if)> no igmp fork

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa KkomaHaa interface igmp fork.

3.29.83 interface igmp upstream

OnucaHune BkntoumnTb pexxum paboTtbl /[GMP Ha nHTepderice Mo HanpaBAeHUIo K
WNCTOYHMKY FPYNMNoBOM pPaccblikKX, Ha yCTpOCTBe A0/XKHA ObITb 3anyLleHa
cnyxba service igmp-proxy. /lonyckaeTcs Haanuve ToAbKO OAHOMO
nHTepderica upstream.

KomaHga ¢ I'Ipeq)I/IKCOM Nno OTMeHdeT AEIZCTBME KOMaHAbI.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

IP
I (config-if)>  igmp upstream
I (config-if)> no igmp upstream

(config-if)> igmp upstream

(config-if)> no igmp upstream

Bepcus OnucaHve

2.00 [Jlo6aBneHa komaHga interface igmp upstream.

3.29.84 interface include

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

AprymeHTsl

Mpumep

Yka3zaTb Ethernet-uHTepdeiic, koTopblin byaeT AobaBneH B NporpaMmMHbIi
MOCT B KayecTBe nopTa.

KomaHga c npedumkcom no yaanset nHtepderic ns mocTta.
Ja

Ja

Ja

Bridge

(config-if)>  include <interface»

(config-if)> no include <interface»

AprymeHT 3HayeHue OnucaHue

interface UHTepgeiic Nms nnm ncesaoHum Ethernet nHtepdodeiica,

KOTOprI7I AOMKEH 6bITb BKJIKOYEH B MOCT.

(config-if)> include ISP
Network: :Interface::Bridge: "Bridge@": ISP included.

(config-if)> no include
Network::Interface::Bridge: "Bridge0": removed ISP.

204

CnpaBo4HMK KoMaHa — Giant (KN-2610)




naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 JobaeneHa komaHga interface include.

3.29.85 interface inherit

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Yka3zaTb Ethernet-uHtepdeliic, koTopblii byaeT Ao6aBneH B NPOrpaMMHbIi
MOCT B KayecTBe nopTa. B otanume ot komaHapl include, komaHaa inherit
nepeAaeT MOCTY HEKOTOpPbIE HAacTPOKiKK fobaBnsiemMoro nHTepderica, Takme
Kak IP-agpec, macky u IP-nceBgoHMMBI. Mpun yaaneHn nn6o camoro MocTa,
nnbo nHtepdeiica N3 MOCTa, 3T HACTPOIKU, AaXKe eCI OHW BblIV U3SMEHEHbI,
6yayT CKONMpPOBaHbl 06PaTHO Ha OCBOBOAMBLUNICA MHTepdeiC.

KomaHga nossonseT fob6aBUTb B MOCT MHTepdeiic, Yepes KOTopbI
OCyLLeCcTBASETCS ynpas/ieHne yCTPOMCTBOM, N He NOTepsTb ynpasfeHune.

KomaHga ¢ npedurkcom no yaanset nHtepderic n3 MocTa, Bo3Bpallaer
NHTepdency HacTPOIKK, yHacne0BaHHbIE paHee MOCTOM, U cbpackiBaeT 3Tn
HaCTPOWNKM y MOCTa.

Aa

Ja

Ja

Bridge

(config-if)>  inherit <interface»

(config-if)> no inherit <interface»

AprymeHT 3HayeHue OnuncaHwue

interface WHTepgeiic Nmsa nnm ncesaoHum Ethernet nHtepdeiica,

KOTOprVI AOJ/IKEH 6bITb BKJIKOYEH B MOCT.

(config-if)> inherit GigabitEthernet0/Vlan3
Network::Interface::Bridge: "Bridgel": GigabitEthernet0/Vlan3 »
inherited in Bridgel.

(config-if)> no inherit
Network::Interface::Bridge: "Bridgel": inherit removed.

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface inherit.
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naBa 3 OnncaHme KoMaHp,

3.29.86 interface ip access-group

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

MpurBA3aTb MMEHOBaHHbIM CNUCOK NpaBun dunbTpauunm (ACL, cm. access-list)
K nHTepelicy. NapameTp in nam out ykasbiBaeT HanpaeneHve Tpadpurka Ans

KOTOporo byaet npumeHATbca ACL. K ogHOMY MHTepdelicy MoXeT 6biTb
npmBs3aHo Heckonbko ACL.

KomaHga ¢ npedurkcom no oTkntoyaeT ACL Ansa ykazaHHoro nHtepderica n
Hanpas/ieHVa Tpaduka.

Ja
Ja
Aa
IP
(config-if)> ip access-group acl> «direction

(config-if)> no ip access-group «acl> «direction

AprymeHT 3HauyeHue OnuncaHwue

acl Ctpoka Cnncok npasua punbTpaLmu,
npeaBapuTeibHO CO34aHHbIN C MOMOLLBIO
KomaHabl access-list.

direction in MpYMeHUTb GUNbTPALMIO K BXOAALLIM
nakeTam.
out MpUMeHNTbL GUNBLTPALMIO K NCXOAALLUM
nakeTam.

(config-if)> ip access-group BLOCK in
Network::Acl: Input "BLOCK" access list added to "CdcEthernetl".

(config-if)> ip access-group BLOCK out
Network::Acl: Output "BLOCK" access list added to "CdcEthernetl".

(config-if)> no ip access-group BLOCK in
Network: :Acl: "BLOCK" access group deleted from "CdcEthernetl".

(config-if)> no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".

Bepcus OnucaHue

2.00 Job6asneHa komaHaa interface ip access-group.
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naBa 3 OnncaHme KOMaHA,

3.29.87 interface ip address

OnucaHue N3meHnTb IP-agpec n macky ceteBoro nHtepdeiica. Ecnm Ha nHtepdelice
3anyLleHa cnyx6a aBToMaTUYeCcKon HaCTPONKK agpeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
ajjpec MOXeT bbITb NepesanncaH.

KomaHga ¢ npedurkcom no copacbiBaeT agpec Ha 0.0.0.0.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config-if)>  ip address «address> amask>

(config-if)> no ip address

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec AZpec ceTeBOro nHTepdeiica.
mask IP-macka Macka ceteBoro nHTepéelrica. Ectb aBa

cnocoba BBOAA MacKn: B KAHOHMYECKOM BUje
(Hanpumep, 255.255.255.0) v B BUAe

61TOBOI ANVHBI NpeduKca (Hanpumep, /24).

Mpumep OAHO 1 TO Xe 3HauYeHue agpeca ceTu, cocTosLero ns IP-agpeca n macku,
MO>HO BBeCTU ABYMS CNOCO6aMM: yKa3aTb Macky B KQHOHUYECKOM BUAE NN
3a4aTb OUTOBYH ANVHY Npedukca.

(config)> ip address 192.168.9.1/24
Network: :Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobasneHa komaHgaa interface ip address.

3.29.88 interface ip address dhcp

OnucaHue 3anyctntb DHCP-kAMEHT Ana aBTOMaTMYeCKON HaCTPOKM ceTeBbIX
napameTpoB: IP-agpeca n mackn nHtepdeliica, cepsepos DNS n winto3a no
YMONUaHUIO.
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naBa 3 OnncaHme KoMaHp,

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

KomaHga c npedurkcom no octaHaBnmBaeT cnyx6y DHCP-knveHTa, yaansaet
AVHaMMYeCcKn HacTpOeHHble NapamMeTpbl 1 BO3BpaLlaeT npeabigyLume
HacTpouku IP-agpeca 1 macku.

Ja
Aa
HeTt

Ethernet

(config-if)>

ip address dhcp [ hostname <hostnames ]

(config-if)> no ip address dhcp

AprymeHT

3HayeHue

OnvicaHune

hostname

CTpoka

M5 xocTa, KoTopoe nepegaeTcs B none 12-oi
onuum DHCP. 3To nms He 0ba3aTenbHO
JAOMKHO 6bITb TAKUM Xe, Kak UMS XOCTa,
BBeJleHHOoe B npovecce rnobansHoOMn
HaCTPOMKMN.

(config-if)> ip address dhcp hostname QWERTY2
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp
Dhcp::Client: Stopped DHCP client on ISP.

Bepcus

OnucaHune

2.00

Job6asneHa komaHga interface ip address dhcp.

3.29.89 interface ip adjust-ttl recv

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

N3meHnTb NnapameTp TTL Ans Bcex BXOAALLMX NaKeToB Ha nHTepodelice.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Ja
Ja
Het

IP

I (config-if)> ip adjust-ttl recvrecvs

I (config-if)> no ip adjust-ttl recv
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

recv Llenoe uucno |BennumHa nameHeHunsa TTL. MoxeT
NPUHMMaTb 3HaYeHVsa B npejenax ot 1 4o

255 BKNHOUUTENBHO.

(config-if)> 4ip adjust-ttl recv 1
Network::Interface::Ip: "CdcEthernet0": incoming TTL set to 1.

(config-if)> no ip adjust-ttl recv
Network: :Interface::Ip: "CdcEthernet0": incoming TTL settings »
removed.

Bepcus OnucaHve

3.07 Jlo6aBneHa komaHga interface ip adjust-ttl recv.
MpeabiayLiee HasBaHWe KOMaHAbI interface ip adjust-ttl.

3.29.90 interface ip adjust-ttl send

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

N3meHnTb NnapameTp TTL Ans Bcex NCXoAALLMX NAKeTOB Ha MHTepdelice.
KomaHga ¢ npepurkcom N0 OTMEeHSeT HACTPOIKY.

Ja

Aa

HeTt

IP

(config-if)> ip adjust-ttl send <send>

(config-if)> no ip adjust-ttl send

AprymeHT 3HauyeHue OnucaHue

send Llenoe uucno |BennumHa nameHeHumsa TTL. MoxeT
NpUHMMaTL 3HayYeHnsa B npejenax ot 1 4o
255 BKNKHOUUTENBHO.

(config-if)> ip adjust-ttl send 65
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

(config-if)> no ip adjust-ttl send
Network::Interface::Ip: "CdcEthernetl": outgoing TTL settings »
removed.

Giant (KN-2610) — CnpaBOYHNK KOMaHA 209



naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.09 Jlo6aBneHa komaHga interface ip adjust-ttl send.

3.29.91 interface ip alias

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHui

YCTaHOBUTb AOMNONHUTENbHBIN IP-agpec 1 Macky ceTeBOro nHTepdeiica
(nceBAOHUM).

KomaHga c npedurkcom no cbpacbiBaeT ykasaHHbI NceBAOHNM Ha 0.0.0.0,
TeéM CaMbIM yaandaa ero. Ecnwv BbIMONHUTL KOMaHA4y 6e3 aprymMmeHTa, TO BeCb
Crnnmcok ncesaoHMMOB 6yAET o4nLleH.

Ja

Ja

Ja

IP, Ethernet

(config-if)>  ip alias «address> anask»

(config-if)> no ip alias [ <address> amask> ]

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec JonoNHUTENbHbIN ajpec ceTeBoro
nHTepoderica.
mask IP-macka JornonHnTenbHas Macka ceTeBoro

nHTepodeiica. EcTb ABa cnocoba BBOAa Macku:
B KAHOHMYeCKOM BUje (Hanpumep,
255.255.255.0u B BUAe 61TOBOW AJINHBI

npedukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24
Network::Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStationQ": alias 0 reset »
to 0.0.0.0/0.

(config-if)> no ip alias
Network: :Interface::Ip: "WifiMasterl/WifiStation0@": all aliases »
removed.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip alias.
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naBa 3 OnncaHme KOMaHA,

3.29.92 interface ip dhcp client broadcast

OnucaHue YcraHoBUTL 6UT broadcast B coobuieHmsax DHCP Discover, yka3biBatoLLuii
Ha cnocob oTnpaBkKy oTBeTa 06paTHO KANEHTY. Mo yMOonyYaHuo napamMeTp
OTKJ/IHOYEH.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client broadcast

I (config-if)> no ip dhcp client broadcast

Npumep (config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.15 [JlobaBneHa komaHga interface ip dhcp client broadcast.

3.29.93 interface ip dhcp client class-id

OnucaHwue YKa3aTb NPOU3BOANTENS YCTPOMNCTBA, Ha KOTOPOM paboTtaeT DHCP-KNMeHT
(onumsa dhcp 60).

KomaHgza ¢ npedpurKcom no yaanset HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client class-id «class>

I (config-if)> no ip dhcp client class-id
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

class-id Ctpoka HasBaHne nponssoanTens yCTPonCTBa,
3aK/t0YeHHOe B [iBOVHbIE KaBblYKN.

Mpumep

(config-if)> ip dhcp client class-id "Giant"
Dhcp::Client: ISP DHCP client vendor class is set to "Giant".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

UcTopus nsmeHeHwnii

Bepcus OnucaHve

2.02 Jlob6aBneHa komaHga interface ip dhcp client class-id.

3.29.94 interfa

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

3.29.95 interfa

OnuncaHwne

ce ip dhcp client debug

BKNOUNTL OTNAA0YUHBIN PeXUM. B 0TNaf0UHOM pexxrMe B CUCTEMHbI XXYpHan
BbIBOAUTCA NOApO6Hasa nHopmaumsa o pabote DHCP-knneHTa.

KomaHza ¢ npedprKcomM no oTKAKUAET OTNAL0UHBIA PEXUM.
Ja

Ja

HeTt

Ethernet

I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.

(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

Bepcus OnucaHve
2.01 Job6asneHa komaHgaa interface ip dhcp client debug.

ce ip dhcp client displace

BbITecHUTB cTaTnuecknin agpec nHTepdeiica what B cnyyae ecim oH
KOH®NNKTYeT C agpecom, nonyvyeHHsiM DHCP-K1MeHTOM OCHOBHOIO
nHTepderica.
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naBa 3 OnncaHme KOMaHA,

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

[JaHHasa KoMaHAa BbIMONHAETCA aBTOMATNUYeCcKky Npu nogkntoyeHnn USB
Ethernet aganTepa. lNocsie 3T0ro NPONCXoANT COXpaHeHre KoHUIypaumm n
nepesarpyska ycTpowncTBa.

KomaHaa ¢ npepunKcom no oTMeHseT BbITECHEHME 419 YKa3aHHOro
nHTepoderica.

Aa

Ja

Ja

Ethernet

(config-if)>  ip dhcp client displace whats[ check-session ]

(config-if)> no ip dhcp client displace whats [ check-session ]

AprymeHT 3HauyeHue OnuncaHwue
what NuTepgenc NMs nnm nceBAoHUM NHTepdeiica, yei
CTaTUYecKnin agpec byaeT BbITECHEH.
check-session|Knwyesoe Mpu HanuuMu akTUBHOM cecnm SCGI, He
C/10B80 pa3peLuaTb nepesarpysky 1 CMeHy

ceTeBOro agpeca poytepa. 1o ymonyaHuto
KoMaHaa fobasnsieTcs Bdefault-config.

(config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

Bepcus OnucaHve
2.03 Jlo6aBneHa koMmaHga interface ip dhcp client displace.
2.15 Jlo6aBneH aprymeHT check-session.

3.29.96 interface ip dhcp client dns-routes

OnucaHune

BrntounTb aBTOMaTnyeckoe gobaBneHue xocT-MapLUpyToB Ao DNS-cepsepoB,
nonyyeHHbIx oT DHCP-cepBepa. Mo yMon4yaHuio HaCcTPoika BKAKOYEHa.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Ethernet

CuHoncnc I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

NMpumep (config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue
2.00 [Jlo6aBneHa komaHga interface ip dhcp client
dns-routes.

3.29.97 interface ip dhcp client fallback

OnucaHue YCTaHOBUTb 3af,aHHbI MONb30BaTeNeM CTaTUYeCcKNi agpec B ciiyydae
BO3HMKHOBeEHWs owmnboK npu pabote DHCP,

KomaHza ¢ npedb1KcoM no OTMeHsIeT HaCTPOIAKyY, 1 yCTaHaBMBaeT agpec
0.0.0.0..

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Ethernet

CuHoncuc (config-if)>  ip dhcp client fallback <type>

(config-if)> no ip dhcp client fallback

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
type CTpoka Tunn IP-agpeca. B HacTosLee BpeMs
peanin3oBaH TONbKO OAMH TN — static.

Mpumep (config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.05 Job6asneHa komaHgaa interface ip dhcp client fallback.

3.29.98 interface ip dhcp client hostname

OnucaHue HasHaunTb nms xocTta, KoTopoe oTrnpasndetca B8 DHCP-3anpoce.
KomaHga ¢ npedunkcom no Bo3BpaLlaeT XocTy MMs Mo YMONYaHUIO.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Ethernet

CuHoncuc (config-if)>  ip dhcp client hostname <hostname>

(config-if)> no ip dhcp client hostname

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
hostname CTpoka MIMa xocTa Ana Ha3Ha4veHus.
Mpumep (config-if)> ip dhcp client hostname MYHOME

Dhcp::Client: ISP DHCP client hostname is set to MYHOME.

(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHaa interface ip dhcp client hostname.

3.29.99 interface ip dhcp client name-servers

OnucaHue Vcnonb3oBatb agpeca cepsepoB DNS, nonyyeHHble no DHCP. Mo ymoiyaHuio
3Ta PyHKLUMSA BKAOYEHA.

KomaHga c npedukcom no 3anpeLlaeT ncnonb3osaTtk agpeca DNS-cepsepos,
nony4yeHHble no DHCP.

Mpejukc no Ja

MeHsieT HacTpouikm  /[la
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Ethernet

CnHoncuc I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

Mpumep (config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHgaa interface ip dhcp client
name-servers.

3.29.100 interface ip dhcp client release

OnucaHwue DHCP-knneHT ocBoboxaaeT apeHay IP-agpeca 1 yxoauT B CALLNYT pexXnm.
ELLe ogHO BbINONHEHME 3TOM KOMaHAbl nepeBoauT DHCP-knreHT B pexunm
aBTOMaTU4eckoro nosayyeHus IP-agpeca.

MNpejukc no Het
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client release

Mpumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.03 Jlo6aBneHa komaHga interface ip dhcp client release.

3.29.101 interface ip dhcp client renew

OnucaHwue DHCP-knueHT ocBoboXaaeT apeHay IP-agpeca n nepexoanT B pexmnm
noJly4eHns1 HoBOrO.

MNpedukc no Het

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Ethernet

CuHoncnc I (config-if)>  ip dhcp client renew

NMpumep (config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jlo6aBneHa komaHga interface ip dhcp client renew.

3.29.102 interface ip dhcp client routes

OnucaHwue BkntounTb nonyveHre MapLUpyToB OoT npoBakigepa (onuun dhep 33, 121,
242). Mo ymon4aHuto BKAOYeHO. B HacTpoiikax oTobpakaeTcs TONbKO C
npedrkcom no.

KomaHaa ¢ npeprKcom no oTKNtoYaeT HaCTPONKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Ethernet

Cunoncuc I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes

Mpumep (config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.05 JobasneHa komaHaa interface ip dhcp client routes.

3.29.103 interface ip flow

OnucaHue BkntounTb ceHcop NetFlow Ha 3aaaHHOM MHTepdelice. Mo yMONYaHuo 3TOT
napamMeTp OTK/IHOYEH.

KomaHga ¢ npedurkcom no oTkatouaet ceHcop NetFlow.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

IP

(config-if)> ip flow«direction

(config-if)> no ip flow

AprymeHT 3HauyeHue OnuncaHwue
direction ingress C6op BxogdLLero Tpaduka.
egress Cbop ncxogsawero Tpaduka.
both C6op 1 BXOAALLEro, N UCXOAALLLero Tpaduka.

(config-if)> ip flow ingress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.

(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "both" direction.

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga interface ip flow.

3.29.104 interface ip global

OnucaHwne

YcTaHoBUTb Anst HTepdelica cBolicTBo «global» c napameTpoM. 3To CBONCTBO
Heo6X0AMMO ANS YCTaHOBKW MapLUpyTa No yMOA4aHuto, paboTsl
DynDNS-knveHTa 1 NAT. MoxHo npeactaBnate global-nHtepdeincel, kak
BejyLLue B r106anbHy0 CeTb (B MHTEPHET).

MapameTp cBolicTBa «global» BansieT Ha npuopuTeT nHTepdelica B Npase
YCTaHOBUTb MapLUpPYT N0 yMOAYaHWIO. Yem npnopuTeT 6onbLue, Tem
XenatenbHee 415 NO/1b30BaTess BbIXOJ B r1106anbHY0 CeTb Yepes yKa3aHHbI
nHTepdeiic. C NOMOLLbHO NpropuTeTa peannsyeTcs GyHKLMSA pe3epBUpoBaHms
nogkntoveHmsa B uHTepHeT (WAN backup) «global».

Mo YMONYaHUNKO HaCTpOIZKa OTK/1FO4EeHa.

KomaHga c npedurKcom no yaansieT CBONCTBO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

Ja
Ja
Het
IP
(config-if)> ip global (xpriority> | order <order> | auto)
(config-if)> no ip global
AprymeHT 3HauyeHue OnuncaHwue
priority Lenoe uncno |MpuoputeT nHTepdeinca Npmn ycTaHoBKe
MapLUupyTa rno ymon4vaHuio. Moxer
NPUHUMAaTbL 3Ha4YeHUs B Npejenax ot 1 o
65534.
order Lenoe uncro |OTHOCUTENbLHbLIV MPUOPUTET MEXAY
nHTepdericamu. MoxeT NPUHMMaTb 3HaYeHNs
B npegenax ot 0 4o 65534, Ho He 6onee, yem
KONM4ecTBOo rnobanbHbIX MHTEpdEencosB.
auto Knwyesoe ABTOMaTM4YeCcKoe BblYMC/IeHNe NpuopuTeTa
C/10BO nHtepodelica. IHTepdeiic pacnonaraeTcs
611Ke K KOHLY CNIKCKa, HO Bblille nopsaaka X.

(config-if)> ip global 1
Network: :Interface: :IP:

(config-if)> ip global o
Network: :Interface: :IP:

(config-if)> ip global a
Network: :Interface: :IP:

0
"L2TPO": global priority is 10.

rder 0
"L2TPO": order is 1.

uto
Global priority recalculated.

(config-if)> no ip global
Network: :Interface: :IP:

"L2TPO": global priority cleared.

Bepcus OnucaHue
2.00 Job6asneHa komaHaa interface ip global.
2.09 JobasneHbl aprymeHThbl order 1 auto.

3.29.105 interface ip mru

OnuncaHwne

YcTaHoBUTL 3Ha4veHme MRU, koTopoe byzeT nepeaaHo yaaneHHOMY y3/1y npu
ycTaHoBAeHUN coeanHeHusa PPP (IPCP). To ymon4yaHMo NCNONb3yeTcs
3HaueHVe 1460.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

PPP

(config-if)>  ipmru wmru

(config-if)> no ip mru

AprymeHT 3HauyeHue OnuncaHwue

mru Llenoe uucno |3HayveHue MRU.

(config-if)> ip mru 1492
Network: :Interface::Ppp: "PPPoEO": MRU saved.

(config-if)> no ip mru
Network::Interface::Ppp: "PPPoEO": MRU reset to default.

Bepcus OnucaHue

2.00 Job6aBneHa komaHgaa interface ip mru.

3.29.106 interface ip mtu

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

YcTaHoBUTL 3HadveHve MTU Ha ceTeBoM MHTepdelice. MNMpu ycTaHOBAEHUN
coeAviHeHUs No npotokony PPP (IPCP), ynaneHHOMY y3/1y 6yAyT OTNPaBAAaTLCA
nakeTbl yKkasaHHoro pasmMepa MTU, paxe ecnu 1ot 3anpocwun MTU meHbLlero
3HayeHws.

KomaHga c npedurkcom no cobpackiBaeT 3HadeHue MTU Ha To, KOTopoe 6b110
4,0 NepBOro NpUMeHeHNs KOMaHAbl.

Aa
Ja
HeTt

IP

(config-if)>  ip mtu wmtw

(config-if)> no ip mtu

AprymeHT 3HayeHue OnuncaHwue

mtu lenoe 4ucno |3HauveHuwe MTU. MOXeT NPUHUMAaTL 3HaUYeHNS

B npegenax oT 64 o 65535 BkaoUMTEIBHO.
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-if)> ip mtu 1500
Network: :Interface::Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network::Interface::Base: "GigabitEthernetl": static MTU reset »

to default.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jo6aBneHa komaHaa interface ip mtu.

3.29.107 interface ip nat loopback

OnucaHwue BkntounTb 06paTHyto TpaHcnsauuio agpecos (NAT loopback) ana otnpasku
JIOKaNbHbIX 3aNpoCcoB J1IoKajbHOMY cepBepy U3 VIHTepHeTa. [1o yMoi4aHuto
3TOT NapaMeTp BKKOUeEH 418 nHTepdericos JomallHel ceTu (YypoBHM
b6e3onacHocTu private un protected).

KomaHga ¢ npedpurkcom no oTkntovaet NAT loopback.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica IP

CuHoncuc I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback

Mpumep (config-if)> ip nat loopback
Network::StaticNat: NAT loopback is explicitly enabled on "Home".

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.1 JobaBneHa komaHAa ip nat loopback.

3.29.108 interface ip remote

onuncaHmne YCTaHOBUTb CTaTUYeCKN aApec yAaleHHOro y3na.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het
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naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

PPP

(config-if)>  ip remote address»

(config-if)> no ip remote

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec Ajpec yaaneHHoro ysna.

(config-if)> ip remote 192.168.2.19
Network::Interface::Ppp: "L2TPO": remote address saved.

(config-if)> no ip remote
Network::Interface::Ppp: "L2TPO": remote address erased.

Bepcus OnucaHue

2.00 [JobaBneHa komaHga interface ip remote.

3.29.109 interface ip tcp adjust-mss

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

YCTaHOBUTb OrpaHnYeHie MakCMMasibHOro pasmepa cerMeHTa MCXoAALLmMX
ceccuin TCP. Ecnm 3HadveHue MSS, KOTopoe nepeaaeTcs B NoJsie 3arofioBka
SYN-nakeToB, npeBbIllaeT 3ajaHHOe, KOMaH4a MeHdeT ero. KomaHza
nprMeHsieTca K nHTepdelicy 1 gelicTByeT Ha Bce ncxogsiume TCP SYN-nakeThbl.

KomaHga ¢ npedunkcom no oTMeHseT feicTBNEe KOMaHAbI.
Aa

Ja

Het

IP

(config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

AprymeHT |3HayeHue OnucaHwue

pmtu KriwyeBoe ¢s1080|YCTaHOBNTL BEPXHIOKO rpaHunLy MSS,
paBHYy0 MUHVManbHOMY MTU Ha nyTn K
yAaneHHOoMY y3ny.

mss Llenoe uucno MSS BepxHASA rpaHuua.

(config-if)> ip tcp adjust-mss pmtu
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

(config-if)> ip tcp adjust-mss 1300
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

Bepcus OnucaHve

2.00 Jo6aBneHa komaHga interface ip tcp adjust-mss.

3.29.110 interface ipcp address

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

Wcnonb3oBatb agpec yaaneHHoro ysna.
KomaHga ¢ npepurkcom no oTkaoHaeT GyHKLMIO.
Ja

Aa

Het

PPP

I (config-if)>  ipcp address

I (config-if)> no ipcp address

(config-if)> ipcp address
using address from remote peer

(config-if)> no ipcp address
not using address from remote peer

Bepcus OnucaHue

3.09 JobasneHa komaHaa interface ipcp address.

3.29.111 interface ipcp default-route

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

Vicnonb3oBaTb agpec yaaneHHOoro y3na Kak LWJr3 rno yMoa4yaHuio.
KomaHga ¢ npedurkcom no 3anpeLlaet M3MeHeHWe LLJ03a N0 YMOAYaHUIO.
Aa

Ja

HeTt

PPP
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

(config-if)> ipcp default-route
Using peer as a default gateway.

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa interface ipcp default-route.

3.29.112 interface ipcp dns-routes

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHui

Ncnonb3oBaTtb MapLUpyThl nofy4eHHble no IPCP. Mo ymon4aHuio HacTpoiika
BK/IlOYEHa.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Hert

PPP

I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

(config-if)> ipcp dns-routes
DNS routes enabled

(config-if)> no ipcp dns-routes
DNS routes disabled

Bepcus OnucaHve

2.02 Jlo6aBneHa komaHga interface ipcp dns-routes.

3.29.113 interface ipcp name-servers

OnucaHwne

Mpedukc no

Vicnonb3oBaTh agpeca cepsepoB DNS, noayyeHHble no IPCP. o ymon4aHuio
HaCTpoiiKa BKIOYEHa.

KomaHga c npedumkcomM no 3anpeLlaeT Ncnonb30oBaTh ajpeca cepsepos DNS
noJsiyyeHHsble ro IPCP.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica PPP

Cunoncuc I (config-if)>  ipcp name-servers

I (config-if)> no ipcp name-servers

Mpumep (config-if)> ipcp name-servers
using remote name servers.

(config-if)> no ipcp name-servers
not using remote name servers.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHgaa interface ipcp name-servers.

3.29.114 interface ipcp vj

OnucaHue Bkntountb cxaTtume 3aronoekoB TCP/IP meTogom BaH flkobcoHa. Mo
YMONYaHMIO HAaCTPOIiKa OTKIOUEHa.

KomaHaa ¢ npedrKcom no oTKNtoYaeT cxaTume.
Mpedunkc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun uHTepdderica PPP

CuiHoncuc (config-if)>  ipcp vj [cid]

(config-if)> no ipcp vj

AprymeHTbI AprymeHT 3HaueHue OonucaHue
cid Knwyesoe Brknrountb coxkatne Connection ID B
C/10BO 3aroJioBKax.
NMpumep (config-if)> ipcp vj cid

V] compression enabled.

(config-if)> no ipcp vj
V] compression disabled.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.03 Jo6aBneHa komaHga interface ipcp vj.

3.29.115 interface ipsec encryption-level

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncmc

AprymeHTsl

3asaTb YpoBeHb LNPOBaHUA Ans [Psec-COeNHEHWNS], aBTOMATNYeCKM
CBSI3aHHOTO C TYHHesleM. 3HaueHue No ymon4vaHuto — normal.

Moapo6bHOe onrcaHme Kaxaoro ypoBHS MPUBOAUTCS B [1pUIoXeHN .

KomaHaa ¢ npepurKcom no ycTaHaBNMBaeT ypoBeHb LW$POBaHMA NO
YMONYaHUIO.

Ja
Ja
Het

Secure

(config-if)>

ipsec encryption-level <level>

(config-if)> no ipsec encryption-level

AprymeHT 3HauyeHue OnucaHwue
level weak Cnabblii ypoBeHb, BKAKOUYeHbl anropnTmbl DES
n MD5.
normal CoBMeCTUMBIN € 60BLLINHCTBOM CUCTEM

ypoOBeHb, npuoputeT oTaaetca AES128 n
SHAT1.

normal-3des

CoBMeCTMbIN C 60NbLUNHCTBOM CUCTEM
ypoBeHb, npuoputeT otgaetca 3DES 1 SHA1T.

strong CaMblii CUNbHBIA YpOBeHb, 06a3aTe/IbHO
BKKOUeH PFS, nprnopuTteT oTtgaetcsa AES256 v
SHA1.

weak-pfs To xe camoe, UToO N weak, HO AN BTOPOWA
da3bl BKAOYUeH PFS group 1 1 2.

normal-pfs |To e camoe, YTO U normal, HO AN BTOPOWA

dasbl BkAOYeH PFS group 2 n 5.

normal-3des-pfs

To e camoe, Uto 1 normal-3des, HO AN
BTOPOV pa3bl BKAOUEH PFS group 51 14.

high

Habop coBpeMeHHbIX anropnuTMoB AA
BHeLLHWX npoBaligepos VPN cepBucoB.

strong-aead

CaMblii CUIbHBIV YPOBEHb, MpUOPUTET
oTgaetca AES256 n SHA1 ¢ gobaBneHnem
anropuntmoB AEAD.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

strong-aead-pfs|Camblii CUNBbHbLIV YPOBEHb, 0613aTENIbHO
BK/ItOUeH PFS, nprnopuTtet otgaetca AES256 n
SHA1 c gobaBneHvnem anropntmos AEAD.

(config-if)> ipsec encryption-level weak
Network: :Interface::Secure: "Gre0": security level is set to »
"weak" .

(config-if)> no ipsec encryption-level
Network: :Interface::Secure: "Gre@": security level was reset.

Bepcus OnucaHve

2.08 JobaBneHa komaHaa interface ipsec encryption-level.

3.07 Job6asneHbl HoBble ypoBHU WindposaHmsa — high,
strong-aead u strong-aead-pfs.

3.29.116 interface ipsec force-encaps

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BntoumnTtb nogaepxky NpUHYANTENbHOM NHKancynaumm ESP B UDP ans
KANEHTCKMX TyHHenel. Mo yMonyaHuto ata yHKLMSA OTKIH0YEHa.

KomaHpga ¢ npedurkcom Nno oTMeHsAeT HacTPOIKY.
Aa

Ja

Het

Secure

I (config-if)>  ipsec force-encaps

I(conﬁg-ﬁﬁ>noipsecforce-encaps

(config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
enabled.

(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
disabled.

Bepcusa OnucaHve

2.12 Jo6aBneHa komaHga interface ipsec force-encaps.

Giant (KN-2610) — CnpaBOYHNK KOMaHA 227



228

naBa 3 OnncaHme KoMaHp,

3.29.117 interface ipsec ignore

OnuncaHwmne

OTKNOUNTL 06paboTKy BXOAALLMX IKE-NnakeToB cnyx6bbl IPsec Ha nHTepdeiice.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Mpedukc no Ja
Ja

MHorokpaTtHbIiA BBog, Het

MeHsieT HaCTpoWiKKn

Tuvn nHtepdeiica Secure

CuHoncuc I (config-if)>  ipsec ignore
I (config-if)> no ipsec ignore
Mpumep (config-if)> ipsec ignore

IpSec: :Manager: Interface "Gre0"

(config-if)> no ipsec ignore
IpSec::Manager: Interface "Gre0"

added to IPsec ignore list.

removed from IPsec ignore list.

WcTopusa nsmeHeHwnii

Bepcus OnucaHve

2.10

[Jlo6aBneHa komaHga interface ipsec ignore.

3.29.118 interface ipsec ikev2

OnucaHwune

Bkntountb npotokon IKEV2 ansa IPsec-coejHeHUs, aBTOMaTUYeCKMN

CBA3aHHOrO C TyHHeneM. 1o ymMon4aHuio ncrnonbsyetca npotokon IKEv1.

KomaHgaa c npedrkcom no BO3BPALLAET 3HAUEHME MO YMONYAHMIO.

MNpejukc no Ja
Ja

Het

M3MeHUTb HacTpoiAKun
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica Secure

Cunoncuc I (config-if)>  ipsec ikev2
I (config-if)> no ipsec ikev2
Mpumep (config-if)> ipsec ikev2

Network: :Interface: :Secure:

(config-if)> no ipsec ikev2
Network: :Interface: :Secure:

IKEv2 is enabled.

IKEv2 is disabled, enable IKEvl.
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naBa 3 OnncaHme KOMaHA,

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.10

Jlo6aBneHa komaHga interface ipsec ikev2.

3.29.119 interface ipsec nail-up

OnucaHune BkounTb aBTOMaTNYECKME NU3MeHeHWs CeKpeTHbIX KoYen ans TyHHe}'IEI7|

L2TP/IPsec, EoIP/IPsec, Gre/IPsec, IPIP/IPsec. [To ymonuyaHuto napameTp

BK/THOYEH.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Secure

CuHoncuc

I (config-if)>  ipsec nail-up

I (config-if)> no ipsec nail-up

Mpumep (config-if)> ipsec nail-up
Network::Interface::Secure: SA renegotiation enabled.

(config-if)> no ipsec nail-up
Network::Interface::Secure: SA renegotiation disabled.

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.12

JobasneHa komaHaa interface ipsec nail-up.

3.29.120 interface ipsec name-servers

OnucaHwue VMcnonb3oBatk agpeca cepsepos DNS, nonyyeHHble yepes IKEv1 vnun IKEv2
IPsec-cepBep. o yMonyaHuto GpyHKLNS BKIIOYEHA.

KomaHga ¢ npedurkcom no 3anpeLliaet Ucnonb3oBaTth agpeca DNS,

nonyyeHHble yepes IKEv1 vnn IKEv2 IPsec-cepsep.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Secure

CuvHoncuc

I (config-if)>  ipsec name-servers
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

I (config-if)> no ipsec name-servers

(config-if)> ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are enabled.

(config-if)> no ipsec name-servers
IpSec::Interface::Ike: "IKEQ": automatic name servers via IKE »
Configuration Payload are disabled.

Bepcus OnucaHue

3.06 Job6asneHa KkomaHaa interface ipsec name-servers.

3.29.121 interface ipsec preshared-key

OnuncaHune

Mpe¢ukc no
N3MeHNTb HacTpoiiku
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YctaHoBUTb KoY PSK ansa IPsec-coeAnHEHWS, aBTOMaTUYeCK CBA3aHHOIO
C TYHHeneM. TakxKe BK/IFOYAET UCNOoJIb30BaHme IPsec AN 3TOro TyHHens.

KomaHgaa ¢ npedrkcom no copacbiBaeT 3Ha4eHMe Katoua.
Ja

Ja

Het

Secure

(config-if)>  ipsec preshared-key key>

(config-if)> no ipsec preshared-key

AprymeHT 3HauyeHue OnuncaHwue

key CTpoka 3HaueHue cekpeTHoro PSK-knroua.

(config-if)> ipsec preshared-key 12345678
Network::Interface::Secure: "Gre0": preshared key was set.

(config-if)> no ipsec preshared-key
Network::Interface::Secure: "Gre0": preshared key was reset.

Bepcus OnucaHve

2.08 [JlobaBneHa komaHga interface ipsec preshared-key.
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naBa 3 OnncaHme KOMaHA,

3.29.122 interface ipsec proposal lifetime

OnucaHue YCTaHOBUTbL BpeMsi XN3HU TpaHchopMaumm IPsec Phase1 Ha nHtepdeiice.
Mo ymonyaHmio ncnonb3syetcs 3HayeHve 28800.

KomaHaa ¢ npeprKcom no Bo3BpaLLaeT 3HayYeHne Mo YMONYaHWIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica Secure

Cutoncnc (config-if)>  ipsec proposal lifetime (lifetime>

(config-if)> no ipsec proposal lifetime

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

lifetime Lenoe uncno |Bpems Xun3HU NnpeobpasoBaHus IPsec B
cekyHzax. MoxeT NnpyHMMaTb 3HayYeHns B
npeaenax ot 60 A0 2147483647.

Npumep (config-if)> ipsec proposal lifetime 222222
Network::Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.

(config-if)> no ipsec proposal lifetime
Network: :Interface::Secure: IPsec IKE proposal lifetime reset »

to 28800 s.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvcaHue
2.11 [Jlo6baBneHa komaHaa interface ipsec proposal lifetime.

3.29.123 interface ipsec proposal local-id

OnucaHwue 3ajaTb N0/Ib30BaTENLCKUIA NOKANbHLIN naeHTUdMKaTop ans IKE.
KomaHga ¢ npedurkcom no yaanseT JaHHYH HaCTPOKY.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Secure
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>  ipsec proposal local-id «local-id>

(config-if)> no ipsec proposal local-id

AprymeHT 3HauyeHue OnuncaHwue

local-id Crtpoka IP-agpec nnn goMmeHHoe NMA 10KaabHOro
XocTa.

(config-if)> ipsec proposal local-id 192.168.8.4
Network::Interface::Secure: Set IKE local ID to "192.168.8.4".

(config-if)> no ipsec proposal local-id
Network: :Interface: :Secure: Reset IKE local ID.

Bepcus OnucaHve

3.08 [Jlo6aBneHa komaHza interface ipsec proposal local-id.

3.29.124 interface ipsec proposal remote-id

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

3agaTb N0/Ib30BaTENLCKUIA YaaneHHbIn naeHTuounkatop ans IKE.
KomaHza ¢ npedpurKcom no yaanseTt AaHHYH HaCTPOKY.

Ja

Aa

HeTt

Secure

(config-if)>  ipsec proposal remote-id «remote-id>

(config-if)> no ipsec proposal remote-id

AprymeHT 3HauyeHue OnucaHue

remote-id CTpoka IP-agpec nnn gomeHHoe nmsa yaaneHHoro
xocTa.

(config-if)> ipsec proposal remote-id my.domain.com
Network: :Interface::Secure: Set IKE remote ID to "my.domain.com".

(config-if)> no ipsec proposal remote-id
Network::Interface::Secure: Reset IKE remote ID.

232

CnpaBo4HMK KoMaHa — Giant (KN-2610)



naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve
3.08 Jlo6aBneHa koMmaHga interface ipsec proposal
remote-id.

3.29.125 interface ipsec transform-set lifetime

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb BpeMs XN3HU TpaHchopMaumm IPsec Phase2 Ha nHTepdeiice.
Mo ymonyaHwmio ncnonb3syercs 3HayeHve 28800.

KomaHga ¢ npedrkcom no BO3BpaLLLAET 3HaUYeHMe No YMOTHaHMIO.
Ja

Ja

Het

Secure

(config-if)> ipsec transform-set lifetime «lifetimes

(config-if)> no ipsec transform-set lifetime

AprymeHT 3HauyeHue OnucaHwue

lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHusa IPsec B
cekyHzaax. MoxeT NnpvHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.

(config-if)> ipsec transform-set lifetime 2222222
Network::Interface: :Secure: IPsec ESP transform-set lifetime set »
to 2222222 s.

(config-if)> no ipsec transform-set lifetime
Network::Interface::Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.

Bepcus OnucaHue
2.11 Job6asneHa komaHaa interface ipsec transform-set
lifetime.

3.29.126 interface ipv6 address

OnuncaHune

HactpouTtb IPv6-agpec Ha nHTepderice. Ecnm ykasaH aprymeHT auto, agpec

HacTpanBaeTcs aBToMaTU4ecku. BBog agpeca BpyUYHyto fenaeT ero
CTaTUYECKUM.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiky.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-if)>  ipv6 address (<address> | <blocks | auto)
(config-if)> no ipv6 address [ «address» | <block> | auto]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IPv6-agpec |Appec ceteBoro nHTepodeiica.
block IPv6-appec |Appec ceTBOro MHTepdeinica c Mackom.
auto Knwyesoe BKNtOUMTb AMHaMUUecKoe Ha3HaveHne
CJ10BO ajpeca.
Mpumep (config-if)> ipv6 address 2a01:291:2:612:52ff:20ff:fe00:1e87

WcTopusa nsmeHeHwnii

Network: :Interface::Ip6: "GigabitEthernetl": added static address »
2a01:291:2:612:52ff:20ff:fe00:1e87.

(config-if)> ipv6 address 2001:db8::1
Network: :Interface::Ip6: "GigabitEthernetl": added static address »

2001:db8::1

(config-if)> ipv6 address fd08:a648:e303::3/64
Network: :Interface: :Ip6: "GigabitEthernetl": added static address »
fd08:a648:e303::3/64.

(config-if)> no ipv6 address 2a01:291:2:612:52ff:20ff:fe00:1e87

Network: :Interface::Ip6:

"GigabitEthernetl": removed static »

address 2a01:291:2:612:52ff:20ff:fe00:1e87.

(config-if)> no ipvé6 address

Network: :Interface::Ip6:

"GigabitEthernetl": cleared addresses.

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa interface ipv6 address.

3.29.127 interface ipv6 dhcp client pd hint

HacTtpouTb nogckasky genervpoBaHus npedukca DHCPv6-knmeHTa.

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Aa
Ja

Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-if)>  ipv6 dhcp client pd hint prefix

(config-if)> no ipv6 dhcp client pd hint

AprymeHT 3HauyeHue OnuncaHwue

prefix Mpegukc Heobxoanmelii npedunkc IPv6 nam Tonbko ero

ANVIHA, eC/IN OH YKasaH Kak : :/length.

(config-if)> ipv6 dhcp client pd hint fd08:a648:e303::/64
Ip6::Dhcp::Client: "GigabitEthernetl": set a prefix delegation »
hint to "fd08:2648:e303::/64".

(config-if)> ipv6 dhcp client pd hint ::/64
Ip6::Dhcp::Client: "GigabitEthernetl": set a prefix delegation »
hint to "::/64".

(config-if)> no ipv6 dhcp client pd hint
Ip6::Dhcp::Client: "GigabitEthernetl": reset prefix delegation »
hint.

Bepcus OnucaHue

4.01 JobaeneHa komaHga interface ipvé dhcp client pd hint.

3.29.128 interface ipvé6 id

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

3agaTtb cnocob popmmpoBaHus naeHtTndmnkatopa nHTepdeiica IPvé. Mo
YMOJIYaHUIO NCMO/Ib3YeTCs 3HaueHre euib4.

KomaHga ¢ npedurKcom no ycTaHaBAMBaET 3HaYeHMe Mo yMOHaHUIo.
Ja

Ja

HeTt

(config-if)>  ipv6 id («suffixs | eui64 | random)

(config-if)> no ipv6 id

AprymeHT 3HauyeHue OnuncaHwue

suffix Cydpukc Cratnueckunii cybodukc.

eui64 Knoyesoe NaeHTdnkaTop ocHoBaH Ha MAC-agpece
C/10BO nHTepoderica.

random Knwyesoe dopmMmpoBaHue naeHTNdrKaTopa
C/10BO cnyYaiiHbIM 06pa3oMm.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHum

(config-if)> ipv6 id ::2
Network::Interface::Ip6: "Bridge0": interface ID is set to ::2.

(config-if)> ipv6 id eui64
Network::Interface::Ip6: "Bridge0": interface ID is set to euib4.

(config-if)> ipv6 id random
Network::Interface::Ip6: "Bridge0": interface ID is set to random.

(config-if)> no ipv6 id
Network::Interface::Ip6: "Bridge0": interface ID is reset to »
default value.

Bepcus OnucaHue

4.01 JobasneHa KomaHaa interface ipvé6 id.

3.29.129 interface ipv6 name-servers

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

HactponTb nonyyeHmne nHpopmaumm ot DNS. Ecnm ykasaH aprymeHT auto,
BktovaroTcss DNS-3anpocsl DHCPv6.

KomaHgaa ¢ npedrKcoM no yaanset HacTPOKY.
Ja

Ja

Het

(config-if)>  ipv6 name-servers (auto)

(config-if)> no ipv6 name-servers [auto]

AprymeHT 3HauyeHue OnucaHwue

auto Knoyesoe BknounTtb aBToKOH$uUrypauumto DNS.
C/10B0

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa interface ipv6 name-servers.
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3.29.130 interface ipv6 prefix

OonucaHue HacTpouTb generaumto npedukca. ECnm ykasaH aprymeHT auto , npedukc

3anpaluvBaetca Yyepes DHCPv6-PD.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-if)>  ipv6 prefix («prefix> | auto)
(config-if)> no ipv6 prefix [ «prefix> | auto]

AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne

auto Knwuyesoe BknounTb generaunto npedukca.

C/10B0

prefix lMpegukc Ykasatb npedpurKc BpyUHYHO.
Mpumep (config-if)> ipv6 prefix 2001:db8:43:abl2::/64

Static IPv6 prefix added.
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobasneHa komaHgaa interface ipv6 prefix.

3.29.131 interface ipv6cp

OnucaHue Bkntountb nogaepxky IPv6CP Ha 3Tane ycTaHoBNeHNS coegNHEHNS.

KomaHga ¢ npedurkcom no oTkatouaet IPv6CP.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun untepdeiica PPP

CuHoncnc I (config-if)>  ipvécp

I (config-if)> no ipvecp

NMpumep (config-if)> ipv6cp
IPv6CP enabled.

Giant (KN-2610) — CnpaBOYHNK KOMaHA

237



naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHga interface ipvécp.

3.29.132 interface Icp acfc

OnucaHue BknounTb cornacoBaHve napaMeTpoB OKaTUS nosiell KOHA/6H020 YPO8Hs
Address u Control. No yMONYaHMIO HAaCTPOIKa OTKAOHEHa.

KomMaHga ¢ npedprKcoM no oTKAOHaeT AaHHYIO OMLMIO 1 BCe 3anpockl
YAaNeHHOM CTOPOHbI Ha cornacoBaHue ACFC OTK/IOHAROTCA.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica PPP

CuHoncuc (config-if)>  lcp acfc [cid]

(config-if)> no lcp acfc

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
cid Knoyesoe Bkntountb okaTtne Connection ID B
€080 3aroJioBKax.
Mpumep (config-if)> lcp acfc cid

ACFC compression enabled

(config-if)> no lcp acfc cid
ACFC compression disabled

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 JobasneHa komaHgaa interface Icp acfc.

3.29.133 interface Icp echo

OnwucaHue 3ajaTb NpaBuia TeCTUPOBaHUA coeanHeHusa PPP cpeacteamum LCP echo.
Mo ymonuaHwuio interval paBeH 30, count paBeH 3.
KomaHga ¢ npedpurkcom no oTkntoyaeT LCP echo.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPP

Cunoncuc (config-if)>  lcp echo <intervals <count> [adaptive]

(config-if)> no lcp echo

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

interval Uenoe umncno |NHTepBan mexay otnpaskamu LCP echo, B
cekyHgax. Ecnu B TeyeHe yka3aHHOrMo
NHTepBasia BpeMeHW OT yAaneHHOW CTOPOHbI
He 6bln nony4yeH LCP 3anpoc, eli byaet
oTMpaB/ieH Takol 3anpoc € oXnAaHneM
oTBeTa LCP reply.

count lYenoe uucno |Konmyecrso oTrpaBieHHbIX MOAPAs 3anpocoB
LCP echo Ha KOTOpble He bbls1 Nony4veH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanucb 6e3 oTBeTa, coenHeHWe byaeT

pa3opBaHo.
adaptive Knuesoe Pppd 6yaeT otnpaBnsATe 3anpoc LCP echo
C/10B0 TO/IbKO B TOM C/lyyae, ec/iv OT YAaNeHHOro

y3na HeT Tpaduka.

Mpumep (config-if)> lcp echo 20 2
Network: :Interface: :Ppp: "PPPoEO": LCP echo parameters updated.

(config-if)> no lcp echo
Network::Interface::Ppp: "PPPoEQ": LCP echo disabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHga interface Icp echo.
2.06 Job6asneH napameTp adaptive.

3.29.134 interface Icp pfc

OnucaHue BknrounTb cornacoBaHve napamMeTpoB CKaTusa noss Protocol e 3020/108Kkax
PPP. Mo yMON4YaHMIO HAaCTPOMKa OTK/KOYEHa.

KomaHga ¢ npe¢|/||<c0M Nno OTKNK4YaeT AaHHYH Onunio 1 BCe 3anpochl
yp,aneHHon CTOPOHbI Ha corsinacoBaHne PFC OTKNIOHAOTCS.

Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica PPP
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CuHoncuc (config-if)>  lcp pfc [cid]

(config-if)> no lcp pfc

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

cid KnwyeBoe Bkntountb okatme Connection ID B
CJ10BO 3arosioBkKkax.

MNpumep (config-if)> lcp pfc cid
PFC compression enabled

(config-if)> no lcp pfc cid
PFC compression disabled

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jo6aBneHa komaHga interface Icp pfc.

3.29.135 interface Idpc

OnucaHue BkntounTs LDPC KO ANA TOUKK goctyna 5 . Mo ymonyaHuio yHKUms
BbIK/IFOUEHa.

KomaHga c npedumkcom no otkatoyaeT GyHKLMIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WifiMaster

CuHoncunc I (config-if)>  ldpc

I (config-if)> no ldpc

MNpumep (config-if)> ldpc
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC enabled.

(config-if)> no ldpc
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC disabled.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.07 JobasneHa komaHgaa interface ldpc.

240 CnpaBo4HMK KoMaHa — Giant (KN-2610)



naBa 3 OnncaHme KOMaHA,

3.29.136 interface led wan

OonucaHue MokasblBaTb COCTOsIHME UHTepdEelica C MOMOLLbIO MHAMKATOPA. [oKeH 6bITb
Bbl6paH napameTp SelectedwWan npv nomMoLLm KoMaHabl system led. Mo

YMONYaHUIO HaCTpOVIKa OTK/1FOYeHa.

KomaHza ¢ npedurKcom no oTkno4HaeT GyHKLKIO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config-if)> led wan
I (config-if)> no led wan
Mpumep (config-if)> led wan

Network::Interface::Led: Selected WAN GigabitEthernetl.

(config-if)> no led wan
Network::Interface::Led: Selected no WAN.

WcTopuns nsmeHeHnit |Bepcusa

OnucaHune

2.08

JobaBneHa komaHaa interface led wan.

3.29.137 interface lldp disable

OnucaHue OTkNUNTL areHT LLDP Ha nHTepdelice. o ymonyaHmio GyHKUMSA BKIOYEHA.

KomaHga ¢ npedurkcom no BkaroyaeT LLDP areHT.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I(config-if)> 1ldp disable

| (config-if)> no Lldp disable

NMpumep (config-if)> 1ldp disable
Network::DiscoveryManager: LLDP agent is disabled on interface »

"ISP".

(config-if)> no 1ldp disable
Network: :DiscoveryManager: LLDP agent is enabled on interface »

"ISP".
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga interface lldp disable.

3.29.138 interface mac access-list address

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

Jobasutb MAC-agpec B cnncok npasua ¢uabTpaunm nHTepderica. Tun
Cnucka AoCTyna ycTaHaBAnBaeTcs koMaHgol interface mac access-list type.

KomaHga ¢ npedpurkcom no yaanset ykasaHHbln MAC-agpec ns ACL.
Ja

Aa

Ja

Access Point

(config-if)> mac access-1list address «address

(config-if)> no mac access-list address «address>

AprymeHT 3HauyeHue OnucaHwue

address MAC-apgpec MAC-agpec, KOTOpbIi HEO6X0AMMO f,06aBUTb
BACL.

(config-if)> mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster@/AccessPointl": added »
64:a2:f9:53:b2:12 to the ACL.

(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster0/AccessPointl": removed »
64:22:19:53:b2:12 from the ACL.

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster®/AccessPointl": ACL »
cleared.

Bepcus OnucaHve

2.00 Jo6aBneHa koMmaHaa interface mac access-list address.

3.29.139 interface mac access-list type

OnucaHwne

Mpe¢ukc no

YCTaHOBUTb TWM CN1CKa NpaBua ¢punbTpaumum nHtTepoerica. Mo ymonyaHmo
TUN He onpegeneH (MPUCBOEHO 3HAaYEeHME none).

HeT
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MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja
Het

Access Point

(config-if)> mac access-list type <type

AprymeHT 3HauyeHue OnucaHwue

type none Tun cnncka npasun GunbTPaLnm He
ornpejeneH.
permit B cnncok 6yayT A06aBAATLCA TONBLKO

pa3spelwleHHble MAC-agpeca.

deny B cnncok 6yayT A06aBAATECA TONLKO
3anpeweHHble MAC-agpeca.

(config-if)> mac access-list type permit
Network::Interface::Ethernet: "WifiMaster0/AccessPointl": ACL »
type changed to permit.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHaa interface mac access-list type.

3.29.140 interface mac address

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTpPOWKMK
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

HasHaunTe MAC-agpec Ha yka3aHHbIn ceTeBol nHTepdeiic. Agpec 3agaeTcs
B LWeCTHaauaTepu4HoM ¢popmaTe 00:00:00:00:00:00. KomaHaa no3BonseT

YyCTaHOBUTL 10601 agpec, HO NpejynpexaaeT NoNb30BaTeNs, eCNv B HOBOM
ajpece yctaHoB/eH 6UT «multicast» nnn cépolueH 6uT «OUI enforceds.

KomaHga c npedurkcom no Bo3BpaLlaeT nHTepdericy ncxoaHboln MAC-agpec.

MpeaynpexaeHve: M3ameHeHne MAC-agpeca Ha nHTepdeiice Wi-Fi 3anpeLieHo.

Ja
Ja
Het

MAC

I (config-if)> mac address wmac>

I (config-if)> no mac address
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

mac

MAC-agpec

HoBbii MAC-aapec nHtepdeliica.

(config-if)> mac address 3C:1F:6E:2A:1C:BA

(config-if)> no mac address

Bepcusa

OnucaHue

2.00

JobaeneHa komaHaa interface mac address.

3.29.141 interface mac address factory

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

HasHaunTb 3aBoackon MAC-agpec Ha yKa3aHHbIN ceTeBO MHTepdeiic.

Het
Ja
Het
MAC
(config-if)> mac address factory name>
AprymeHT 3HauyeHue OnuncaHwue
name lan WHTepodeiicy byaeT npncsoeH "LAN"
MAC-agpec.
wan WHTepodeiicy byaeT npmcsoeH "WAN"
MAC-agpec.
wlan5 NHTepdelicy byaeT npucsoeH "WLANS"

MAC-agpec.

(config-if)> mac address factory lan
Core::System::UConfig: done.

Bepcus

OnucaHune

2.00

JobasneHa komaHaa interface mac address factory.

3.29.142 interface mac band

OnucaHune

MprBA3aTb 3aperncTpPUPOBaHHbIV XOCT K YaCTOTHOMY AManasony 2,4 nam 5

Mu.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

KomaHaa ¢ npepurkcom no yaanset cBasb. ECv BbINOAHUTL KOMaHAy 6e3
aprymMeHTa, TO BeCb CMMCOK CBA3eli byAeT OUMLLEeH.

Ja

Aa

[Ja

Bridge

(config-if)>  mac band wmac> <band>

(config-if)> no mac band [ mac> ]

AprymeHT 3HauyeHue OnucaHwue
mac MAC-agpec MAC-agpec 3aperncTpMpoBaHHOro KAneHTa.
band 0 AnanasoH 2,4 T,

1 AnanaszoH 5w,

(config-if)> mac band c0:b8:83:c2:ch:11 0
Network::Interface::Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:ch:11 to 2.4 GHz.

(config-if)> mac band c0:b8:83:c2:ch:11 1
Network::Interface: :Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:cb:11 to 5 GHz.

(config-if)> no mac band c0:b8:83:c2:cbh:85
Network: :Interface: :Rtx::MacBand: "Bridge0": unbound »
c0:b8:83:c2:ch:85 from 2.4 GHz.

(config-if)> no mac band
Network: :Interface: :Rtx: :MacBand: Unbound all hosts.

Bepcus OnucaHve
3.05 JobaBneHa komaHaa interface mac band.

3.29.143 interface mac bssid

OnuncaHwme

Mpedukc no

MeHsieT HacTpoWiKKn

Yka3atb MAC-agpec ToUkM focTyna Ana nogkntoveHnsa K WISP.
KomaHga ¢ npedpurkcom no yaanset gaHHblin MAC-agpec.

Ja

Ja

MHorokpaTtHbiia BBog Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

WifiStation

(config-if)>

mac bssid «bssid»

(config-if)> no mac bssid

AprymeHT

3HavyeHue

OnucaHue

bssid

MAC-agpec

MAC-agpec Touku goctyna WISP.

(config-if)> mac bssid 56:ff:20:00:1e:11
Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

Bepcus

OnucaHune

2.13

JobaeneHa komaHga interface mac bssid.

3.29.144 interface mac clone

OnucaHwue
Mpejukc no

MeHsieT HacTpoiKmn

MpucsounTb HTepdericy MAC-agpec Bawero MK.

Het

Aa

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica

CuHoncuc

Mpumep

UcTopus nsmeHeHnii

MAC, IP

| (config-if)>

mac clone

(config-if)> mac clone

Bepcus

OnucaHune

2.00

JobaBneHa komaHaa interface mac clone.

3.29.145 interface mac vht40

OnucaHune

Mpedukc no

[06aBnTb XOCT B CMNCOK COBMECTUMOCTM VHT40.

KomaHga c I'Ipeq)I/IKCOM No yAansaeT XoCT U3 cnmcka. Eciv BbINOMIHUTL KOMaHA4y
be3 aprymMmeHTa, To BeCb CMCOK XOCTOB 6y,qu OYnLLEH.

Ja
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MeHsieT HacTpouikm  /la

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica WiFiMaster

Cunoncuc (config-if)>  mac vht40 «vht40>

(config-if)> no mac vht40 [ «vht40> ]

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
vht40 MAC-appec MAC-agpec xocrTa.
Mpumep (config-if)> mac vht40 fa:8e:80:ec:12:11

Network::Interface: :Rtx::WifiMaster: "WifiMasterl": added »
"fa:8e:80:ec:12:11" to VHT40 compatibility list.

(config-if)> no mac vht40 fa:8e:80:ec:58:e2
Network: :Interface::Rtx::WifiMaster: "WifiMasterl": removed »
"fa:8e:80:ec:12:11" from VHT40 compatibility list.

(config-if)> no mac vht40
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": cleared VHT40 »
compatibility list.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.06 JobaeneHa komaHga interface mac vht40.

3.29.146 interface mobile Ite disable-band

OnucaHue OTKAUUTBL YKa3aHHbIN Anana3oH LTE.

KomaHga ¢ npedurkcom no BKAOYaET AnanasoH. Eciv BbINOAHUTE KOMaHAY
6e3 aprymeHTa, TO BCe gnanasoHbl LTE 6yayT BKAOYEHbI.

MNpe¢ukc no Ja
MeHsieT HacTpouikm  /la
MHorokpaTtHbiiA BBOg, [a

Tun nHTepdeiica Usb

CuHoncuc I (config-if)> mobile lte disable-band <band>

I (config-if)> no mobile lte disable-band [ <band> ]
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AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

band UYenoe uucro |LTE gnana3oH B npegenax ot 1 g0 43
BKJIOUNTE/BHO.

(config-if)> mobile 1lte disable-band 22
UsbQmi::Interface: "UsbQmiO": LTE band 22 disabled.

(config-if)> no mobile lte disable-band 22
UsbQmi::Interface: "UsbQmi®": LTE band 22 enabled.

(config-if)> no mobile lte disable-band
UsbQmi::Interface: "UsbQmi@": all LTE bands are enabled.

Bepcus OnucaHue

3.04 Jo6aBneHa komaHaa interface mobile Ite disable-band.

3.29.147 interface mobile name-servers

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ncnonb3oBath agpeca cepeepos DNS, nofyyeHHble OT MOBMIBHOrO
onepatopa. Mo yMonyaHuto GyHKLNS BKAOYEHA.

KomaHga ¢ npedurkcom no 3anpeLlaet Ucnonb3oBaTth agpeca DNS,
noJiy4yeHHble 0T MOBWJIbHOro onepaTopa.

Aa
Ja
Het

Usb

I (config-if)> mobile name-servers

I (config-if)> no mobile name-servers

(config-if)> mobile name-servers
UsbQmi::Interface: "UsbQmiO": automatic name servers via QMI are »
enabled.

(config-if)> no mobile name-servers
UsbQmi::Interface: "UsbQmiO": automatic name servers via QMI are »
disabled.

Bepcusa OnucaHve

3.06 JlobaBneHa koMmaHaa interface mobile name-servers.
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3.29.148 interface mobile operator

OnucaHwue 3agaTb ngeHtndukartop cetu ana PLMN.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Usb

CnHoncuc (config-if)>  mobile operator PLMN>

(config-if)> no mobile operator

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
PLMN CTpoka NaeHTudunkaTop onepaTopa.
Mpumep (config-if)> mobile operator 25011

UsbQmi::Interface: Operator PLMN is set to "25011".

(config-if)> no mobile operator
UsbQmi::Interface: Operator PLMN cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.04 Job6aBneHa komaHaa interface mobile operator.

3.29.149 interface mobile pdp

OnucaHue BbibpaTtb Bepcuto npoTokona IP ans USB-moaema. IPv6 MOXHO BbibpaTh
TOJIbKO eCNN YCTaHOB/IEH COOTBETCTBYHOLLNI CUCTEMHbIA KOMMAOHEHT. 1o
YMOJTYaHUIO UCMOJIb3YyeTCA 3HaUeHve ipv4.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIo.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

Cunoncuc I (config-if)>  mobile pdp (ipv4 | ipv6 | ipv4v6)

I (config-if)> no mobile pdp

Giant (KN-2610) — CnpaBOYHNK KOMaHA 249



naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

ipv4 CTpoka Tonbko IPv4.,

ipv6 Ctpoka Tonbko IPv6.

ipv4ve CTpoka [BoiiHow cTek IPv4 n IPv6.
Mpumep (config-if)> mobile pdp ipv4

UsbQmi::Interface: Packet data protocol is set to "ipv4".

(config-if)> mobile pdp ipv4v6
UsbQmi::Interface: Packet data protocol is set to "ipv4v6e".

(config-if)> no mobile pdp

Mobile::Interface:

"UsbLte0": packet data protocol is reset to »

UcTopuns nameHeHuii

default.

Bepcus OnucaHve

3.04 Jo6aBneHa komaHga interface mobile pdp.
3.08 [Jlo6aBneHbl aprymeHT ipv6 n npedukc NO.

3.29.150 interface mobile roaming

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

BKoUNTE MOBUNBHBIA POYMUHT.

KomaHgaa ¢ npedrKcom no OTK/IoUYaeT HacTpoliky.

Ja
Aa
HeTt

Usb

I(conﬁ94ﬂ> mobile roaming

I(conﬂg-ﬁﬁ>n0|nobi1e roaming

(config-if)> mobile roaming

UsbQmi::Interface:

(config-if)>
UsbQmi::Interface:

"UsbQmi®": roaming is enabled.

no mobile roaming

"UsbQmi0®": roaming is disabled.

Bepcus

OnucaHune

3.03

Job6asneHa komaHaa interface mobile roaming.
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3.29.151 interface mobile scan

OnucaHune 3anycTuUTb CKaHWpOBaHMe MObUNBLHOM ceTu. MpoLecc ckaHMPoBaHKWA
3aHMMaeT 20-50 cekyHA,.

KomaHaa ¢ npedrKcom no npepbiBaeT CKaHMpOBaHMe.
Mpedukc no Ja
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Usb

CnHoncuc I (config-if)> mobile scan

I (config-if)> no mobile scan

Npumep (config-if)> mobile scan
UsbQmi::Interface: Network scanning started.

(config-if)> no mobile scan
UsbQmi::Interface: Network scanning stopped.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

3.05 JlobaBneHa komaHaa interface mobile scan.

3.29.152 interface mobile umts disable-band

OnucaHue OTKNOUNTBL YKasaHHbIV gnana3zoH UMTS.

KomaHga ¢ npedurkcom no BKAOYaeT Arnanas3oH. Eciv BbINOAHNTE KOMaHAY
6e3 aprymeHTa, To BCe gmnanasoHel UMTS 6yayT BKAOUEHbI.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a
Tun nHTepdeiica Usb

CuHoncuc (config-if)>  mobile umts disable-band <band>

(config-if)> no mobile umts disable-band [ <band> ]

AprymeHTbl AprymeHT |3HayeHue |OnucaHue
band Uenoe wucno |AnanasoH UMTS. MoxeT npyHMMaTb
3HaueHus 1, 2,3,4,5,6,7,8,9, 11, 26.
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Mpumep

UcTopusa nsmeHeHwnii

(config-if)> mobile umts disable-band 6
UsbQmi::Interface: "UsbQmi@": WCDMA band 6 disabled.

(config-if)> no mobile lte disable-band 6
UsbQmi::Interface: "UsbQmi®": WCDMA band 6 enabled.

(config-if)> no mobile lte disable-band
UsbQmi::Interface: "UsbQmi®": all WCDMA bands are enabled.

Bepcus OnucaHue
3.05 JobaeneHa komaHga interface mobile umts
disable-band.

3.29.153 interface modem connect

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

Moakntounte USB-mogem. Mepes BbINONHEHMEM KOMaHAbI HEOBX0ANMO
NHNLMANU3NPOBaTb MOAeM KOMaHAoN tty init.

KomaHgaa ¢ npedurKcom no npepbiBaeT coegnHeHume.
Aa

Ja

HeTt

UsbModem

(config-if)> modem connect ( dial (phone> | <strings)

(config-if)> no modem connect

AprymeHT 3HayeHue OnuncaHwue

phone CTpoka TenedoHHbIVi HOMep ans Habopa.

string CTpoka MpounsBonbHasd KOMaHAa.

(config-if)> modem connect dial *99#
Network::Interface: :UsbModem: "UsbModem@": connect sequence saved.

(config-if)> modem connect dial *99#
Network: :Interface: :UsbModem: "UsbModem0@": connect sequence »
cleared.

Bepcus OnucaHve

2.00 JobaeneHa komaHga interface modem connect.
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3.29.154 interface modem timeout

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

3agaTb TaiM-ayT NoAKNOHeHNa MogeMa. HacTpolika ncnonb3syeTca Ans
MeZANeHHbIX MOAeMOB/coeauHeHNA. [10 yMOYaHMIO NCMOJIb3yeTCa 3HayYeHne
30.

KomaHgaa ¢ npedrKcoM no yaanset HaCTPOKY.

Ja

Ja

Het

UsbModem

(config-if)> modem timeout <timeout>

(config-if)> no modem timeout

AprymeHT 3HauyeHue OnuncaHwue

timeout lenoe uymucno |3HauveHme TaiM-ayTa B cekyHAax. MoxeT
NPUHMMaTb 3Ha4YeHVsa B npejenax ot 1 4o
600 BK/IHOUNTENBHO.

(config-if)> modem timeout 300
Network: :Interface: :UsbModem: "UsbModemO": connect timeout is »
300 seconds.

(config-if)> no modem timeout
Network: :Interface: :UsbModem: "UsbModem@": connect timeout is »
unchanged, defaults to 30 seconds.

Bepcus OnucaHve

2.05 JobaeneHa komaHaa interface modem timeout.

3.29.155 interface openvpn accept-routes

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

BitoumnTb NoyveHre MapLLPYTOB OT yAaleHHOM cTopoHbl yepe3 OpenVPN.
KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.

Ja

Ja

Het

OpenVPN
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CuvHoncuc

Mpumep

UcTopuns nameHeHui

I(conﬂgJﬂ> openvpn accept-routes

I(conﬁg-ﬁﬁ>noopenvpnaccept-routes

(config-if)> openvpn accept-routes
Network::Interface: :0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.

(config-if)> no openvpn accept-routes
Network: :Interface: :0OpenVpn: "OpenVPNO": disable automatic routes »
accept via tunnel.

Bepcus OnucaHve

2.10 Job6asneHa komaHga interface openvpn accept-routes.

3.29.156 interface openvpn connect

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YkazaTb nHTepdeinc ansa coeanHeHmns OpenVPN. Ecam aprymMeHT He 3ajaH,
coeMHeHVe ycTaHaBAMBaeTcs Yepes Nboii nHTepoelic.

HeT

Ja
Het

OpenVPN

(config-if)>  openvpn connect [viawias]

(config-if)>  openvpn connect

AprymeHT 3HauyeHue OnuncaHwue

via UHTepgenc MonHoe nma nHTepderica Nnm NCeBLOHUM.

(config-if)> openvpn connect via ISP
Network: :Interface: :0penVpn: "OpenVPNO": set connection via ISP.

(config-if)> openvpn connect
Network: :Interface: :0penVpn: "OpenVPNO": set connection via any »
interface.

Bepcus OnucaHve

2.10 Jlo6aBneHa komaHga interface openvpn connect.
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3.29.157 interface openvpn name-servers

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

Vicnonb3oBaTh aapeca cepsepoB DNS, nonyyeHHble oT cepsepa OpenVPN.
Mo ymonuaHuio GpyHKLMSA BKAOUEHA.

KomaHga ¢ npedurkcom no 3anpeLlaeTt UCcnonib3oBaTh agpeca DNS,
nonyyeHHble oT cepsepa OpenVPN.

Ja
Ja
Het

OpenVPN

I (config-if)>  openvpn name-servers

I (config-if)> no openvpn name-servers

(config-if)> openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO®": automatic name servers »
via tunnel are enabled.

(config-if)> no openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »
via tunnel are disabled.

Bepcus OnucaHve

3.06 [JlobaBneHa koMmaHza interface openvpn name-servers.

3.29.158 interface peer

OnucaHwune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

HasHaunTb ngeHTMdMKaTOp yaaneHHOoro y3a K KoTopomy byaet
OCYLLEeCTBAATLCA NoAKNtoUeHme PPP, bonee TOUHbI CMbICA HACTPOMKW 3aBUCUT
OT TUNa nHTepdeica. Hanpumep, ans PPPOE komaHAa interface peer 3azaet
MMSA KOHLleHTpaTopa goctyna, Anga PPTP — nma yaaneHHOro xocta Uian ero
IP-agpec, a ansa SSTP — 3apaeT yaaneHHbI cepBep C MOPTOM 443 nnuv ntobbim

Apyrum.

KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.
[Ja

Ja

Het

PPP

I (config-if)>  peer peenr
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AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-if)> no peer

AprymeHT 3HauyeHue OnucaHwue

peer CTpoka NaeHTdunKaTop yaaneHHOM ToUKN
NoAKIIOYEHNS NN agpec yaaleHHoro
cepBepa host.example.net:port. o

yMo/i4aHuto, Homep nopTta 443.

(config-if)> peer 111

(config-if)> peer host.example.net:5555

Bepcus OnucaHue

2.00 JobasneHa komaHgaa interface peer.

2.12 Jlob6aBneHa BO3MOXHOCTb U3MEHSTb NOPT yAaleHHOro
cepsepa.

3.29.159 interface peer-isolation

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkaounTb n3onaumo 6ecnpoBofHbIX KNMEHTOB B AOMAaLLHEM CerMeHTe.
HacTtpoiika npumMeHseTca Ha nHTepdelice Bridge n pacnpoctpaHsaeTcs Ha
BCe BK/IHOYEHHbIe B HEro Toukm Aoctyna. Kpome Toro, 610KMpyeTcs nepeaada
Tpadurka oT 6eCcNpPOBOAHbLIX KNINEHTOB BHYTpW L2-ceTn.

KomaHga ¢ npednKkcom no oTMeHseT HaCTPOKY.
Ja

Ja

Het

Bridge

I (config-if)> peer-isolation

I (config-if)> no peer-isolation

(config-if)> peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network: :Interface::Ethernet: "Bridge0": peer isolation disabled.

Bepcus OnucaHue

2.10 JobasneHa komaHaa interface peer-isolation.
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3.29.160 interface ping-check profile

OnucaHwne HasHaunTb nHTepdeincy npoduneb Ping Check.
KomaHgaa c npeprKcomM no oTMeHSeT HaCTPOAKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (config-if)>  ping-check profile profile

(config-if)> no ping-check profile

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

profile CTpoka Ha3sBaHne Ha3zHayaemoro npoduns.

Mpumep (config-if)> ping-check profile test
PingCheck: :Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.04 Jo6aBneHa komaHga interface ping-check profile.

3.29.161 interface ping-check restart

OnucaHune BkntounTb nepesarpysky HTepderica npu cpabaTtbiBaHUKM Ping Check (ans
interface HegoctyneH NHTepHeT). Mo yMon4aHnio GyHKLUMS OTKAKOYEHa.

KomaHaa ¢ npedurKcom no oTkatouaeT GyHKLMHO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

CuHoncuc (config-if)>  ping-check restart[<interface]
(config-if)> no ping-check restart
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interface UHTepgenc MNMonHoe nmMsa nan nceBfoHNM UHTepdelica,
KOTOpbI ByAeT Nnepe3anyckaTbCs Npu
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Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

cpabaTtbiBaHUW Ping Check Ha CBA3aHHOM
nHTepderice. ECIM 3TOT apryMeHT He yKa3aH,
nepesanyckaTbcs byaeT uHTepoderic,
CBA3aHHbIN ¢ Nnpodunem Ping Check.

(config-if)> ping-check restart
PingCheck::Client: Enabled "PPPoEQ"

(config-if)> ping-check restart ISP

interface restart.

PingCheck::Client: Enabled "ISP" interface restart for "PPPoEO".

(config-if)> no ping-check restart

PingCheck::Client: Remove restart settings for "PPPoEQ".

Bepcus OnucaHue

3.04 JobasneHa KkomaHaa interface ping-check restart.

3.29.162 interface pmf

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoAKK
MHorokpaTtHbIiA BBOJ,
Tun nntepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntoumnTtb QyHKLMOHaNbHOCTL PMIF.

KomaHza c nped1KcomM no oTKIOYaeT HaCTPOWAKY.

Ja

Ja

Het

WiFi

I (config-if)>  pmf

I (config-if)> no pmf

(config-if)> pmf
Network::Interface: :Rtx::WifiStation:
PMF enabled.

(config-if)> no pmf
Network: :Interface: :Rtx::WifiStation:
PMF disabled.

"WifiMasterQ@/WifiStation0":

"WifiMaster@/WifiStation0":

>

>

Bepcus OnucaHve

2.09 Jlo6aBneHa koMaHga interface pmf.
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3.29.163 interface pmksa-lifetime

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

V3MeHUTb BpeMs X13HU KaLwa PMK. 1o yMon4aHUIo yCTaHOB/IEHO 3HaYeHne
1440.

HeTt

Ja
Het

WiFiMaster

(config-if)>  pmksa-lifetime pmksa- lifetimes

AprymeHT 3HayeHue | OnucaHue
pmksa-lifetime |[esnoe Bpems XU3HW, B MUHYTax.
uncso

(config-if)> interface WifiMasterl pmksa-lifetime 43200
Network::Interface::Mtk::WifiMaster: "WifiMasterl": PMKSA cache »
lifetime updated.

Bepcus OnucaHve

4.01 JobasneHa komaHaa interface pmksa-lifetime.

3.29.164 interface power

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepderica

CuHoncuc

YCTaHOBUTb MOLLHOCTb MepejaTyurka AN pagno-nHrepdeincos.
MakcrmmanbHas MOLLHOCTL NepejaTyumka orpaHryeHa ero arnnapaTHbIMy
BO3MOXHOCTAMW U roCyapCTBEHHbLIMY 3aKOHaMU O paanocesasn. JaHHada
KOMaH/a No3BoAseT AMLLb YMeHbLUWUTb MOLLIHOCTb NepeAatoLL,ero ycTpomncTea
OTHOCUTE/IbHO ero MakCMMaabHOM MOLLIHOCTH, C Lie/iblo BO3MOXHOr0
CHUXXEHUs NoMeX ANs ApYrX YCTPOWCTB B 3TOM AManasoHe. [1o ymonyaHunto
HaCTpOMKa MOLLHOCTW yCTaHOBAeHa B 100.

Het

Ja
HeT

Radio

I (config-if)>  power <power
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

power Uenoe 4ucrno |MOLLHOCTb NepeAaTymka B NPoLLeHTax oT
MakCcManbHoOM MmowHocTn (oT 1 Ao 100).

(config-if)> power 1
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": TX power »
level set.

Bepcus OnucaHve

2.00 JobasneHa komaHaa interface power.

3.29.165 interface pppoe service

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoAKK
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YkazaTtb cny>6y PPPoE. Ecnn cnyxba He onpeaeneHa, To PPPoE-knneHT bygeT
NOAKJIIOUEH K MPOUN3BOJIbHON cnyx6e.

Ja
Ja
Het

PPPOE

(config-if)>  pppoe service <service;

(config-if)> no pppoe service

AprymeHT 3HauyeHue OnuncaHwue

service Ctpoka HasBaHue cnyx6bl PPPOE.

(config-if)> pppoe service TEST
Network::Interface: :Pppoe: "PPPoOEQ": service set.

(config-if)> no pppoe service
Network::Interface: :Pppoe: "PPPOEQ": service removed.

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga interface pppoe service.

3.29.166 interface pppoe session auto-cleanup

OnucaHwne

BkntounTb otnpasky PADT nakeTta Ans He3aBepLueHHow ceccum PPPOE. Mo
YMOYaHUIO QYHKLMSA BKIOYEHaA.
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KomaHga c npedurkcom no otkatouaet otnpaeky PADT nakeTa.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPPoOE

Cunoncuc I (config-if)> pppoe session auto-cleanup

I (config-if)> no pppoe session auto-cleanup

Mpumep (config-if)> pppoe session auto-cleanup
Network::Interface::Ppp: "PPPoEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup
Network::Interface: :Ppp: "PPPoOEQ@": disabled session auto cleanup.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie
3.03 JobasneHa KkomaHaa interface pppoe session
auto-cleanup.

3.29.167 interface preamble-short

OnucaHwue Mcnonb3oBaTb KOPOTKYHO npeambysy.
MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

Tun nHTepdeiica Radio

CuHoncuc I (config-if)>  preamble-short

I (config-if)> no preamble-short

Mpumep (config-if)> preamble-short
Network::Interface::Rtx::WifiMaster: "WifiMasterQ@": short »
preamble enabled.

(config-if)> no preamble-short
Network::Interface::Rtx::WifiMaster: "WifiMaster@": short »
preamble disabled.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa interface preamble-short.
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3.29.168 interface proxy connect

OonuncaHmne 3anycTuTb Npouecc NOAKIYEHNS K MPOKCU-cepeepy. Mo ymonvaHuto
noAKIYeHMe ycTaHaBANBaeTcs Yepes 1160 nHTepdelic.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHWe Nno yMmoa4d4aHuio.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Proxy

CuHoncuc (config-ify>

proxy connect [ via «vias ]

(config-if)> no proxy connect

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
via NHTepgeiic NHTepdeiic, yepes KOTOPbIN OCyLLeCTBASEeTCS
AOCTYN K yAaNeHHOMY y371y.
Mpumep (config-if)> proxy connect via WifiMasterl/WifiStation0

Proxy::Interface:
WifiMasterl/WifiStation®.

"Proxy0": set connection via »

(config-if)> no proxy connect

Proxy::Interface:

"Proxy0": set connection via any interface.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

3.09

JobasneHa komaHAa interface proxy connect.

3.29.169 interface proxy protocol

OnucaHue 3afaTb MPOTOKON coefMHEeHVS. [10 yMOnYaHUIO A1 NPOKCU-cepBepa
ncnosb3yeTtcs nportokon http v noaxkntodeHne TCP.

KomaHza ¢ nped1kcom no Bo3BpaLLaeT 3HaYeHMe Mo YMONYaAHUIO.

Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica Proxy

CuvHoncuc I (config-ify>

proxy protocol <protocol»
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(config-if)> no proxy protocol

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
protocol socks5 Vcnonb3oBaTb NpoTokon SOCKSS.
http Wcnone3osatb npoTtokon HTTP uau HTTPS.
NMpumep (config-if)> proxy protocol socks5

Proxy::Interface: "Proxy0": set proxy protocol to socks5.

(config-if)> no proxy protocol
Proxy::Interface: "Proxy0": reset proxy protocol.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

3.09 Jlo6aBneHa komaHga interface proxy protocol.

3.29.170 interface proxy socks5-udp

OnucaHune Bkntouuntb pexum UDP ana npotokona SOCKS5. Mo ymonyaHuto pexum UDP
BbIK/TIOYEH.

KomaHga ¢ npeprKcoM No OTKAOYAET AAHHbLIN peXxXuM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Proxy

CvHoncuc I (config-if)>  proxy socks5-udp

I (config-if)> no proxy socks5-udp

Mpumep (config-if)> proxy socks5-udp
Proxy::Interface: "Proxy0": enable SOCKS5 UDP mode.

(config-if)> no proxy socks5-udp
Proxy::Interface: "Proxy0": disable SOCKS5 UDP mode.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

4.1 JlobaBneHa komaHaa interface proxy socks5-udp.
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3.29.171 interface proxy udpgw-upstream

OnuncaHwmne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YKa3aTb NpoKcu-cepeep Ana nogkntoveHunsa UDP.

MpumeyaHve:  KomaHAa AOCTYMNHa NpU NpoToKone nogkntoueHna SOCKSS.
KomaHga c npedurkcom no yganseTt HacTPOKy.

Ja

Aa

Het

Proxy

(config-if)>  proxy udpgw-upstream <host> [ «port:]

(config-if)> no proxy udpgw-upstream

AprymeHT 3HayeHue OnucaHue

host CTpoka IP-agpec nnn gomeHHoe nms
NpoKcu-cepeepa.

port Yenoe uucno [UDP-nopt cepsepa.

(config-if)> proxy udpgw-upstream 202.150.93.130 8080
Proxy::Interface: "Proxy0": set proxy UDPGW upstream to »
202.150.93.130:8080.

(config-if)> no proxy udpgw-upstream
Proxy::Interface: "Proxy0": cleared proxy UDPGW upstream.

Bepcus OnucaHve

4.1 JlobaeneHa komaHga interface proxy udpgw-upstream.

3.29.172 interface proxy upstream

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

3agjatb NMPOKCcn-cepBep 4nd NOAKAKYEHNA.

KomaHza c npedrKcom no yaansieT JaHHY HacTPOIKY.

Ja
Ja

Het

Proxy
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-if)>  proxy upstream hosts [port]

(config-if)> no proxy upstream

AprymeHT 3HauyeHue OnuncaHwue

host CTpoka IP-agpec nan JoMeHHOe NMs
npokcun-cepeepa.

port UYenoe uucro |MNopT cepsepa.

(config-if)> proxy upstream 161.8.174.48 1080
Proxy::Interface: "Proxy0": set proxy upstream to »
161.8.174.48:1080.

(config-if)> no proxy upstream
Proxy::Interface: "Proxy0": cleared proxy upstream.

Bepcus OnucaHue

3.09 JobaBneHa komaHAa interface proxy upstream.

3.29.173 interface reconnect-delay

OnucaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncumc

AprymeHTsl

Mpumep

YCTaHOBUTb Mepunoz BpeMeHM Mexay NonbiTkaMu nepenogkatodeHus. Mo
YMOTYaHMIO NCMO/Ib3YeTCst 3HaYeHme 3.

KomaHgaa ¢ npedprKcom no Bo3BpaLLaeT 3HaYeHNE N0 YMOAYaHUIO.
Ja

Ja

HeTt

PPP

(config-if)>  reconnect-delay «sec>

(config-if)> no reconnect-delay

AprymeHTt 3HayeHue OnucaHue

sec UYenoe uucno |lNepnos BpemeHU B cekKyHAax. MoxeT
NPVHVMAaTbL 3Ha4YeHns B npegenax ot 3 40
600.

(config-if)> reconnect-delay 3
Network: :Interface::Ppp: "PPTP1": reconnect delay set to 3 »
seconds.
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WcTopusa nsmeHeHum

(config-if)> no reconnect-delay
Network::Interface::Ppp: "PPTPO": reconnect delay reset to »
default.

Bepcus OnucaHue

2.1 Job6asneHa komaHaa interface reconnect-delay.

3.29.174 interface rekey-interval

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YKasaTb nepuvoj BpeMeH Mexay aBToMaTnyeckKnMm n3MeHeHnaMun
CeKpeTHbIX K/IHoYein AN f0CTyNa K ceTeBbIM YCTPOMCTBaM. [10 ymMondaHuto
1ncnonb3yeTca 3HaueHre 86400.

KomaHga ¢ npedprKcoM no oTk/toUaeT U3MeHeHMe Kto4Yel.

Ja

Ja

Het

WiFi

(config-if)>  rekey-interval <interval

(config-if)> no rekey-interval

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uyncno |3Ha4YeHWe B CeKyHAAX MHTEPBana CMeHbI
K/toya.

(config-if)> rekey-interval 3000
Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.

(config-if)> no rekey-interval
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": rekey »
interval disabled.

Bepcus OnucaHve

2.06 JobasneHa komaHaa interface rekey-interval.

2.15 Jo6asneHo 3HauveHme no ymonvaHumto 3600 cekyHA,
3.04 3HayeHVie No YMONYaHNIO n3MeHeHo Ha 86400 cekyHA,.
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3.29.175 interface rename

OonucaHue Ha3HaunTb NPOM3BO/IbHOE UMS CeTEBOMY UHTepdelicy. K HTepdeiicy MOXHO
o6palllaTbcsi N0 HOBOMY MMeHM Kak no ID.

KomaHgaa ¢ npedrKcoM no yaanset HacTPOKY.
MpegynpexaeHre; He nepevimeHoBbIBanTe MHTepdeic Home. 3TO MOXeT
NpVBeCTU K HernpeackasyeMbiM CUCTEMHbIM OLLMBKaM.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CrnHoncuc (config-if)>  rename <rename>

(config-if)> no rename

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

rename CTpoka HoBoe nmsa nHtepdeiica.

NMpumep (config-if)> rename PPPOEl
Network::Interface::Base: "PPPoEO": renamed to "PPPoEl".

(config-if)> no rename
Network::Interface::Base: "PPPoEO": name cleared.

VICTOleﬂ Mn3MeHeHuiA Bepcmﬂ onucaHvie

2.08 JobaBneHa komaHAa interface rename.

3.29.176 interface rf e2p set

OnucaHune N3mMeHWTb 3HaueHe SUeinkn NamMATV KanMbpoBOYHbIX AaHHbIX, HAXOAsLLIenCs
no cMmeLleHuto of fset Ha 3HaueHue value ANa ykazaHHOro nHTepderica.

MNpejukc no Het
MeHsieT HacTpovikm  Hert
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Radio

CuHoncuc I (config-if)y rf e2p setwoffsetswalues
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AprymeHTbl

Mpumep

UcTopuns nameHeHui

AprymeHT

3HavyeHue

OnucaHue

offset

hex

CmeleHme guenkn namat. Moxet
NMPUHXMaTL 3HaYeHnA B Npegenax ot 1E0 Ao
1FE.

value

hex

HoBoe 3HaueHwe ana 3anncuy B S4eriky
namMaTtu. MoxeTt NprUHYMaTb 3Ha4YeHUs B
npeaenax ot 0 go FFFF.

(config-if)> rf e2p set 1f6 0
Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

Bepcusa

OnucaHune

2.04

Jlo6aBneHa komaHga interface rf e2p set.

3.29.177 interface role

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTsl

Mpumep

HasHaunTb ponb nHTepdeincy. OgHomMy nHTepdelicy MOXeT 6bITb Ha3HaYeHO
HecKo/ibko posnieil. KoMaHAa NCnob3yeTcs 415 NpaBuibHOro oTobpaxeHus

cBsizeii VLAN B Beb-uHTepodeiice.

KomaHga ¢ npedpurkcom no yaanseT posb. ECnv BbINOAHUTE KOMaHZy 6e3
aprymMeHTa, T0 BeCb CNCOK posiei nHTepderica byaet oUnLLeH.

Ja

Het

Ja

(config-if)>

role «roles [ for «<ifors ]

(config-if)> no role[ role]

AprymeHT 3HauyeHue OnuncaHwue
role inet WNHTepdeic ncnonbsyetcs A8 NOAKII0YEHNS
K IHTepHeTy.
iptv NHTepdelic ncnonbayetca ansa cny6bl IPTV.
voip NHTepdelic ncnonb3yetcsa ans cnyxosl VoIP.
misc NHTepdeiic ncnonbsyetca ans IP Policy.
ifor UHTeppeic MonHoe nmsa nHTepderica nam NCeBAOHMM.

(config-if)> role iptv for GigabitEthernetl

Network: :Interface: :Base:

"GigabitEthernetl": assigned role »

"iptv" for GigabitEthernetl.
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UcTopuns nameHeHuii

(config-if)> no role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": deleted role "iptv".

(config-if)> no role
Network::Interface::Base: "GigabitEthernetl": deleted all roles.

Bepcus OnucaHve
2.06 JobaeneHa komaHaa interface role.
2.10 [JlobaBneH aprymeHT misc.

3.29.178 interface rrm

OnucaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

Mpumep

WcTopus nsmeHeHum

Bkntountb RRM ansa nomncka cocefHUX ToYyek AocTyna no ctaHgapty IEEE
802.11k c yenbto NpeAocTaBNEHNS CMIMCKA 3TUX TOYEK AOCTYNa abOHEHTCKOMY
YCTPOWCTBY No 3anpocy. [0 yMOAYaHWIO 3Ta OMums OTKJIIOUEHa.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
[Ja

Ja

Het

AccessPoint

I (config-if)>  rrm

I (config-if)> no rrm

(config-if)> rrm
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
RRM enabled.

(config-if)> no rrm
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster0@/AccessPoint0": »
RRM disabled.

Bepcus OnucaHue

2.13 JobaBneHa komaHaa interface rrm.

3.29.179 interface rssi-threshold

OnuncaHwne

3afaTb NOPOroBoe 3HayveHWe ypoBHSa curHana RSSI ansa Toukm goctyna, npu
KOTOpOM KnneHTbl Wi-Fi 6yAyT OTKNHOUEHbI U He CMOTYT K Hel NOAKIYNTBCS.
Mo ymonuaHutio ncnonb3yeTcs 3HaveHe RSSI 0.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoadaHuio.
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Mpedukc no Ja

MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

Tun nutepdeiica AccessPoint

CuHoncnc (config-if)>  rssi-threshold «rssi-threshold;

(config-if)> no rssi-threshold

AprymeHTbI AprymeHTt 3HayeHue (lOnuncaHue
rssi-threshold |Jenoe 3HauveHune RSSI B npegenax ot -100 o 0. Ecin
ymncno yKa3aHo 3HauveHvie 0, To GyHKLMSA OTKIOYeHa.
NMpumep (config-if)> rssi-threshold -30

Network: :Interface: :Mtk: :AccessPoint: "WifiMaster@/AccessPoint0": »
rssi threshold is set to -30.

(config-if)> no rssi-threshold
Network: :Interface: :Mtk: :AccessPoint: "WifiMaster@/AccessPoint0": »
rssi threshold reset to 0.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.01 JobaeneHa komaHgaa interface rssi-threshold.

3.29.180 interface schedule

OnucaHune MpunceouTb MHTepdelcy pacnucaHme. MNMepes BbINOAHEHVEM KOMaHAbI,
pacnucaHve A0KHO 6bITb CO34aHO M HACTPOEHO MPY MOMOLLM KOMaHAbI
schedule action.

KomaHaa ¢ npedunKcom no paspbiBaeT CBSi3b MeXAY pacnuncaHnem u
nHTepdericom.

MNpejukc no Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  schedule «<schedules

I (config-if)> no schedule

270 CnpaBo4HMK KoMaHa — Giant (KN-2610)



naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
schedule Pacnncanne |Ha3BaHMe pacnmcaHus, CO34aHHOro npu
nomMoLum rpynnel KoMmaHa schedule.

Mpumep (config-if)> schedule WIFI
Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 JobaeneHa komaHaa interface schedule.

3.29.181 interface security-level

onucaHune YCTaHOBUTb YpOBEHb 6€30MacHOCTL /19 AAaHHOTO UHTepdeiica. YpoBHU
6e30MacHOCTU OMPeAeNstoT IOrMKY PaboTbl MEXCETEBOMO 3KpaHa:

+ PaspelueHo ycTaHaBAMBaTbL COeAVHEHVS B HanpaBieHnN
private - public.

* 3anpeLleHo yCTaHaBANBaTb COeAMHEHMSA, NpUXoadLme Ha nHTepdeiic
public, T. e. B HanpaBneHun public - private n public - public.

+ CaMo yCTPOICTBO NPMHMMAET ceTeBble NMOAKNOYEHMS (pa3peLuaeT
ynpas/ieHue) ToNbKO ¢ MHTepdeiicoB private.

+ [Nepeaaya AaHHbIX MeXAay nHTepdencamu private MoOXeT 6bITb pa3peLLeHa
VAU 3anpeLleHa B 3aBUCMOCTU OT YCTaHOBKM r106anbLHOro napameTpa
isolate-private.

+ protected nHTepdelicbl He MMerT AOCTyNa K YCTPOMNCTBY U APYrM
private/protected noacetsam, HO OHM MMEIOT JOCTYMN K public

nHTepdericaMm U UHTepHeTY. YCTPOMCTBO obecrneymBaeT 3allnLLEeHHbIM
cermeHTam TONbKO JocTyn K cny>xx6am DHCP n DNS.

+ MNepeaaya faHHbIX OT private nHTepodeiica Kk protected no ymonyaHuwo

3anpeLyeHa. Ytobbl paspeLlnTb Takoe B3aMOAEeNCTBIE, HeO6X0ANUMO
BbINOIHUTL KOMaHAy no isolate-private.

MpumMeyaHue: 10 yMONYaHUIO BCEM BHOBb CO3JaHHbLIM MHTepdeincam
npucBavBaeTcs ypoBeHb 6e3onacHOCTU public.

Cnunckm goctyna access-list nmeroT 60s1ee BbICOKUN
npuopuTeT, YeM YPOBHU 6€30MacHOCTU, NO3TOMY C
NOMOLLIbHO HUX MOXHO BBOAUTL AOMOIHUTE/IbHbIE NPaBua
buneTpaummn NnakeTos.

MNpe¢ukc no Het
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MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

IP
I (config-if)> security-level (public | private | protected)

HecmoTps Ha To, UTo He cyLecTByeT QYHKLMN MOAHOIO OTKIOYEH S
MeXCEeTeBOro 3KpaHa, MOXHO OTK/1H0UaTb €ro Ha OTAeNbHbIX HanpaB/eHAX.
JonycTm, TpebyeTcs NOMHOCTBIO paspeLlnTb nepegady AaHHbIX MeXay
«JlOMaLLHen» ceTbto Home 1 rnobanbHoOM ceTbto PPPOEQ. ns 3Toro o6ounm

NHTepdelicaM HY>XHO Ha3Ha4YnTb YpPOBEeHb 6e30nacHoCTM private u
oTKNOUNTL dyHKUMIO isolate-private.

(config)> interface Home security-level private
Network::Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOE® security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

MprmMmedaHve:  MexceTeBOW 3KPaH N TpaHCaLUMSA aapecoB — GYHKLNY,
npeHa3HayeHHble ANS peLleHVs NPUHLMNVANBHO Pa3HbIX
3ajay. BkntoueHre NAT mexay nHtepdericamm Home u

PPPoEO B KOH®UIypaLmu, MOKa3aHHOM BbiLLe, He 3aKpbiBaeT
JOCTYyN B ceTb Home CO CTOPOHbI rNobanbHon ceTn. [laxe

Npwv BKIKOYEHHOW TPaHCAALMY aapecoB KOMaHAoM ip nat
Home nakeTkl 13 PPPOEO 6yayT cBO60OAHO NPOXOAUTE B CETb

Home.
Bepcus OnucaHve
2.00 Jlo6aBneHa komaHga interface security-level.
2.06 JlobasneH napameTp protected.

3.29.182 interface sim pin

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

YctaHoBuTb PIN-kog anda SIM-kapTbl.
KomaHga c npedukcom no yganset PIN-kog.
Ja

HeT

MHorokpaTtHbiiA BBog, Het
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Tun nutepdeiica Usb

CuHoncuc (config-ify>  sim pin in

(config-if)> no sim pin

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
pin Ctpoka 4-8-3HauyHbl PIN-kog,
NMpumep (config-if)> sim pin 0000

Mobile::Interface: "UsbLte0": PIN code has been set.

(config-if)> no sim pin
Mobile: :Interface: "UsbLte0": PIN code has been reset.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.02 [Job6aBneHa komaHaa interface sim pin.
4.00 Job6asneH npedukc no.

3.29.183 interface sim slot

OnucaHwue MNepexkntounts SIM-cnot gns QMI-mogema. o ymon4aHuoo NCnosb3yeTca
cnot 1.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

CnHoncuc (config-ify>  simslot«slot

(config-if)> no sim slot

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
slot 1 HasHaunTb 1 nan 2 cnor.
2
Mpumep (config-if)> sim slot 2

Mobile::Interface: "UsbQmi@": SIM slot is set to "2".
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(config-if)> no sim slot
Mobile::Interface: "UsbQmi@": SIM slot is reset to default.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.08 JobaBneHa koMmaHa interface sim slot.

3.29.184 interface speed

OnucaHune HactpouTb ckopocTb Ethernet nHtepdeiica. Mo ymonyaHuio 3a4aHo 3HaueHme
auto.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Ethernet
CuHoncuc (config-if)>  speed <speed>
(config-if)> no speed
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
10 Knwyesoe CKOpOCTb coeanHeHnsa B MbUT/c.
100 C/10B0
1000
auto Knwuyesoe ABTOMaTM4YeCcKas HaCcTpPOolika CKOPOCTW.
C/10B0
Mpumep (config-if)> speed 1000
Network::Interface::Ethernet: "GigabitEthernetl/0": speed set »
to 1000.

(config-if)> no speed
Network: :Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.06.B.1 JobaeneHa komaHgaa interface speed.
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3.29.185 interface speed nonegotiate

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

OTKNOUNTb aBTOMATUYECKYH HAaCTPOKY ckopocTu. Mo
YMO/IYaHWN0,aBTOMAaTNYeCKas HaCTpolika BK/ItOUeHa.

KomaHgaa ¢ npedrKcoM no Bk/ItOUaeT aBTOMaTUYeCKyo HaCTPOWiKy.
Ja

Ja

Het

Ethernet

I (config-if)>  speed nonegotiate

I (config-if)> no speed nonegotiate

(config-if)> speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate
Network: :Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation enabled..

Bepcus OnucaHve

2.08 [Jlo6aBneHa komaHaa interface speed nonegotiate.

3.29.186 interface ssid

OnucaHwune

Mpe¢ukc no

MeHsieT HacTpoViKkun

YKka3zaTb nms 6ecnposogHoit ceTu (SSID) ana nHtepdeincos WiFiStation n
AccessPoint. B 3aB1CMMOCTM OT TUNa NHTepdeiica 3HaueHme SSID
obpabaTtbiBaeTcs NO-pa3HOMY.

« [ins AccessPoint SSID — HeobxoAMMas HACTpolika, 63 KOTOPOW OHa He
6yp,eT NPUHUMAaTb NOAKNTHYEHUA.

« naWiFiStation SSID onpesensieT, K Kakol Touke AOCTyna OHa byaeT
noakntouatbcd. bes 3agaHHoro SSID WiFiStation MoXeT noAKN0UNTLCA
K 10601 AOCTYNHOM 6eCcnpoBOAHON CeTW MO CBOEMY YCMOTPEHMUIO.

KomaHza c npedurKcom no ycTaHaBnMBaeT UMs 6ecnpoBOAHOM CeTH No
YMONIYaHUIO.

Ja
Ja

MHorokpaTtHbIiA BBog, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

WiFi
(config-if)>  ssid«(ssid

(config-if)> no ssid

AprymeHT 3HauyeHue OnuncaHwue
ssid CT1poka Nms 6ecnpoBogHoii ceTtu (SSID).

(config-if)> ssid MYNETWORK
Network::Interface: :Wireless: "WifiMaster®/AccessPoint0": SSID »
saved.

(config-if)> no ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
SSID reset.

Bepcus OnucaHue

2.00 JobaeneHa komaHgaa interface ssid.

3.29.187 interface standby enable

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

Bkarountb pexum standby. Mpuv BkatoueHHOM pexume standby nHtepdeiic
aBTOMaTUYeCcKU OTK/IIoYaeTcs, ecnv nossnsaetca gpyroe WAN-coegviHeHne
c 6onee BbICOKMM r106abHbIM MPUOPUTETOM.

Pexxum standby nrHopupyetca B cnegyroLLmx cayyaax:

* npuopwutet global He HacTpoeH;

* nHTepdelic ¢ pexxumoM standby BkntoueH B rpynny, Hanpumep, Bridge;
+ Tekywee WAN-coeanHeHme paboTtaeT noBepx standby nHtepdeiica.
KomaHga ¢ npedurkcom no otkatouaeT pexxum standby.

Ja

Ja

Hert

I (config-if)>  standby enable

I (config-if)> no standby enable

(config-if)> standby enable
Network: :Interface::Standby: "CdcEthernet0": enabled.
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(config-if)> no standby enable
Network::Interface::Standby: "CdcEthernet0": disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

4.00 Job6asneHa komaHgaa interface standby enable.

3.29.188 interface storm-control disable

OnucaHwne BrkntounTb broadcast storm control Ha nHTepdeiice Bridge. Mo ymonuaHuio
3Ta HaCTpoOliKa BKAOYEHa.

KomaHga ¢ npedrkKcom no oTKAOYaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Bridge

CuHoncuc I (config-if)>  storm-control disable

I (config-if)> no storm-control disable

Npumep (config-if)> storm-control disable
Network::Interface::Bridge: "Bridge0": disabled storm control »
and loop detector.

(config-if)> no storm-control disable
Network::Interface::Bridge: "Bridge@": enabled storm control and »
loop detector.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

4.00 JlobaBneHa koMmaHa interface storm-control disable.

3.29.189 interface switchport access

OnucaHwue YcTaHoBUTb UaeHTUdUKaTop VLAN Ha NOpTY AN paboThl B pexuvmMe JocTyna.
PaspeLuaeTt nepegady Kagpos ykasaHHoro VLAN B MOpT v BKIKOYaET yaaneHue
Mapkepa VLAN 13 nepegaBaembiX KagpoB.

KomaHga c npedurkcom no yganseTt HaCTPOWKY.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Port

(config-if)>  switchport access vlan «vid>

(config-if)> no switchport access vlan

AprymeHT 3HauyeHue OnuncaHwue

vid Uenoe uuncno |Vpentudukatop VLAN docmyna. MoxeT
NPUHUMaTbL 3Ha4YeHVs B Npejenax ot 1 4o

4094 BKNHOUNTENBHO.

(config-if)> switchport access vlan 1
Network: :Interface::Switch: "GigabitEthernet0/0": set access »
VLAN ID: 1.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga interface switchport access.

3.29.190 interface switchport friend

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

HacTpouTb ogHoHanpaBneHHbli VLAN ansa rpynnosoro Tpadduvka B
aononHeHwue K VLAN docmyna. NMopT MOXeT BbITb YacTbio ogHoro VLAN
docmyna. KoMaHAa BKIOUaeT nepeajpecaumio ncxogailero tpaduka ¢
apyroro VLAN docmyna (Ha3biBaemoro "friend"). MakeTol "friend" nepeaatotca
6e3 Tera.

KomaHga ¢ npedprKcom no yaanset HacTPOnKY.
Ja

Ja

Het

Port

(config-if)>  switchport friend vlan «vid>

(config-if)> no switchport friend vlan

AprymeHT 3HauyeHue OnuncaHwue

vid UYenoe uucno |Npentndukartop "friend" VLAN. MoxeT
NPUHUMaTb 3Ha4YeHVs B Npejenax ot 1 4o

4094 BKNHOUNTENBHO.
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Mpumep

WcTopusa nsmeHeHum

(config-if)> switchport friend vlan 2
Network::Interface::Switch: "GigabitEthernet0/0": set friend »
VLAN ID: 2.

Bepcus OnucaHue

2.06 JobasneHa komaHgaa interface switchport friend.

3.29.191 interface switchport link-group

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

BkntounTb azpezuposaHue kaHasn08 ana nopTtos Ethernet 5+6 vnun 7+8. MNpu
pacnpegeneHun Tpaduka ncnonbsyetca pexxmm XOR (balance-xor).

KomaHga c npedunkcom no yganseT rpynny nopTos.
Ja

Ja

Hert

Ethernet

I (config-if)>  switchport link-group

I (config-if)> no switchport link-group

(config-if)> switchport link-group
Network::Interface::Switch: "GigabitEthernet0/7": link »
aggregation is enabled.

(config-if)> no switchport link-group
Network: :Interface::Switch: "GigabitEthernet@/7": link »
aggregation is unchanged.

Bepcus OnucaHve

3.06 Jlo6aBneHa komaHga interface switchport link-group.

3.29.192 interface switchport mode

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

YCTaHOBUTb pexuM access Unu trunk gns selopaHHoro VLAN. o ymMonyaHuto
YCTaHOBJ/IEH PEXWNM access.

KomaHga ¢ npednKcom no ycTaHaBAMBAET 3HAYEHMe Mo YMOIYaHUIO.
Ja
Aa
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Port

(config-if)>  switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

AprymeHT 3HauyeHue OnucaHue

mode access Bkntoumntb pexum goctyna VLAN, To ecTb
TaKOW pexum, Korga yepes nopt nepeaaroTcs
TONbLKO HeMapKMpoOBaHHbIe Kapbl. Ha
BXOAdLLVe Kaapbl cTaBuTca Mmapkep PVID,
YyCTaHOB/EHHbIN KoMaHAol switchport
access. [NopT ABNAETCA BLIXOAHbLIM TO/ILKO
ansa VLAN c naeHtndukatopom PVID. Mpwn
nepegaye kagpos B nopT, Mmapkep VLAN ¢ HUX
CHVMaeTCs.

trunk BKAOUNTL pexXnM MynbTUMIEKCNPOBAHWSA
VLAN, korga yepes nopT nepejarotca Kajpsbl,
npuHagnexawye Heckosibkum VLAN. Mpu
3TOM KaxAbl/ Kagp NoMeyeH MapkepoM.
Cnncok naeHTnéumkatTopos cetei VLAN, B
KOTOpbIe BXOAUT MOPT, yCTaHaBNMBaETCA
KoMaHgol switchport trunk.

g-in-q Knwuyesoe BKNtOUMTL ABOMHOE TErMpPOBaHUe.
C/10B0

(config-if)> switchport mode access
Network::Interface::Switch: "GigabitEthernet0/1": access mode »
enabled.

Bepcus OnucaHve

2.06 JobasneHa KomaHaa interface switchport mode.

3.29.193 interface switchport trunk

OnucaHune

Mpedukc no

MeHsieT HacTpoWiKKn

Job6aButb nopt BO VLAN. Paspelunts npuem 1 nepegavy KajpoB yKa3aHHOro
VLAN B nopT, npmnyem mapkep VLAN 13 nepegaBaembix KagpoB He yaanaeTcs.
B pexxume trunk gonyckaetcs gobaBneHune nopTta B Heckosbko VLAN.

KomaHga ¢ npedurkcom no yaanset nopT n3 ykaszaHHoro VLAN. Ecnun
MCNoNb30BaTb KOMaHAy 6e3 apryMeHTOB, NopT 6yaeT yaaneH ns scex VLAN.

Ja
Ja
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MHorokpaTHbIl/i BBog, /[la
Tun nHTepdeiica Port

Cunoncuc (config-if)>  switchport trunk vlan «vid»

(config-if)> no switchport trunk vlan [ vid]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
vid UYenoe umncno |NpeHtndukatop VLAN. MoxeT npuHMMaTh
3HayeHWsa B npegenax ot 1 Ao 4094
BKJIHOUNTENBHO.
Mpumep (config-if)> switchport trunk vlan 100
Network::Interface::Switch: "GigabitEthernet0/1": set trunk VLAN »
ID: 100.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.06 Job6aeneHa komaHga interface switchport trunk.

3.29.194 interface traffic-counter action disconnect

OnucaHune MpepBaThb CBSA3b C NPOBaAePOM MpPU JOCTMXKEHUM MMMUTa Tpaduka.
Mpejukc no Het

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Usb

CuHoncue (config-if)>  traffic-counter action «trigger» disconnect

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
trigger limit Tpurrep okOYeHUs No AMMUTY Tpaduka.
Npumep (config-if)> traffic-counter action limit disconnect

UsbQmi::TrafficCounter: "UsbQmi®@": set disconnect action for »
trigger "limit".

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
3.06 JlobaBneHa komaHaa interface traffic-counter action
disconnect.
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3.29.195 interface traffic-counter action sms-alert message
OnucaHwue YKa3saTtb TekCT SMS-onoeLleHus.

Mpe¢ukc no Het

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb
CuHoncuc (config-if)>  traffic-counter action «trigger> sms-alert message
message»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
trigger threshold Tpwurrep SMS-onoseLleHna — Noporosoe
3HauyeHwue.
limit Tpurrep SMS-onoseLleHNs — ANMUT
Tpadwuka.
message CTpoka TekcT SMS-onoBeLyeHUA.
NMpumep (config-if)> traffic-counter action threshold sms-alert message »
TEXT
UsbQmi::TrafficCounter: "UsbQmi@": set message for trigger »
"threshold".
MCTOPMH N3MeHeHUnA Bepcmﬂ onucaHvie
3.06 JlobaBneHa komaHa interface traffic-counter action
sms-alert message.

3.29.196 interface traffic-counter action sms-alert phone

OnucaHune Yka3zaTb HoMepa TenedoHOB a1 SVS-onoBeLleHus.
Mpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Tun nHtepdeiica Usb

Cunoncnc I (config-if)> traffic-counteraction«trigger> sms-alert phonephone;

282 CnpaBo4HMK KoMaHa — Giant (KN-2610)



naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
trigger threshold Tpurrep SMS-ornoBseLyeHNs — MNOporosoe
3HayveHue.
limit Tpwurrep SMS-onoseLeHNa — NUMUT
Tpaduka.
phone CTpoka Homep TenedoHa ana SMS-onoseLLeHUs.
MOo>XHO BBeCTU f0 Tpex TenedoHHbIX
HOMepOB.
Mpumep (config-if)> traffic-counter action threshold sms-alert phone »
+71112223344

UsbQmi::TrafficCounter: "UsbQmi@": add phone number »
"+71112223344" for action "threshold".

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.06 JobaBneHa komaHaa interface traffic-counter action
sms-alert phone.

3.29.197 interface traffic-counter enable

OnucaHwue BKAOUNTBL CHETUMK MOBMABHOrO TpaduKa. Mo yMoAYaHNIO ONLMA OTK/IOYEHa.
KomaHga ¢ npedrkcom no oTKA0UaeT CHeTU UK.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CuHoncuc I (config-if)>  traffic-counter enable

I (config-if)> no traffic-counter enable

Mpumep (config-if)> traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi0": enabled.

(config-if)> no traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi®": disabled.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

3.06 JlobaBneHa koMmaHa interface traffic-counter enable.
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3.29.198 interface traffic-counter limit

OnucaHwne YCTaHOBUTb INMUT cyeT4HMKa Tpadurka B Merabaritax, rurabantax nam
TepabaiTax.

KomaHga ¢ npedurkcom no cbpacbiBaeT HaCTPOMKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Usb

CuHoncuc (config-if)>  traffic-counter limit «values wnit

(config-if)> no traffic-counter limit

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
value lenoe uyncno |3HaveHue nMmuTa Tpaduka.
unit CTpoka EanHuubl nsmepeHmnsa: MB, GB, TB, MiB, GiB,
TiB.
Mpumep (config-if)> traffic-counter limit 4 TB

UsbQmi::TrafficCounter: "UsbQmi®": set limit to 4 TB.

(config-if)> no traffic-counter limit
UsbQmi::TrafficCounter: "UsbQmi@": reset limit.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.06 JobaBneHa komaHaa interface traffic-counter limit.

3.29.199 interface traffic-counter monthly

OnucaHue 3ajaTb AeHb MecsaLa AN nepe3anycka cuetymka Tpaduka.
KomaHgaa ¢ npedurkcom no cbpacbiBaeT HaCTPOIKY.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CuHoncuc I (config-if)>  traffic-counter monthly «day-of-month>
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(config-if)> no traffic-counter monthly

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

day-of-month|lYenoe uucro |[leHb Mecaua c 1 go 31 Ana nepesanycka
cyeTymka Tpaduka.

Mpumep (config-if)> traffic-counter monthly 31
UsbQmi::TrafficCounter: "UsbQmi@": set day of month to "31".

(config-if)> no traffic-counter monthly
UsbQmi::TrafficCounter: "UsbQmi®": reset day of month.

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie

3.06 JobaeneHa koMmaHga interface traffic-counter monthly.

3.29.200 interface traffic-counter set

OnucaHune 3afaTb Tekyllee 3HaUeHne cyeTymKa Tpaduka.
Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CuHoncuc (config-if)>  traffic-counter set «values wwnit>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
value Lenoe uucno |YncnoBoe 3HauveHMe cyeTymKa (Lenoe nunu
niaBatoLLEN TOUKOMN).
unit CTpoka EAVHMLbLI U3SMepeHna: MB, GB, TB, MiB, GiB,
TiB.
NMpumep (config-if)> traffic-counter set 1.54 GB

UsbQmi::TrafficCounter: "UsbQmi®": set value to 1.54 GB.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.06 JobaBneHa komaHaa interface traffic-counter set.
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3.29.201 interface traffic-counter threshold

OonuncaHmne YCTaHOBWTb MOPOT OMOBeLLeHMsA cYeTUnKa Tpaduka.
KomaHga ¢ npedurkcom no cbpacbiBaeT HaCTPOMKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Usb

CuHoncuc (config-if)>  traffic-counter threshold «threshold>

(config-if)> no traffic-counter threshold

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

threshold lenoe 4ucno |lMoporosoe 3HayeHVe B NPOLIEHTax OT
nmmuTta. MoxeT NpUHUMaTh 3HaYeHVs B
npeaenax ot 1 40 99 npoLeHTOB.

Mpumep (config-if)> traffic-counter threshold 99
UsbQmi::TrafficCounter: "UsbQmi@": set treshold to 99 percent »
of the limit.

(config-if)> no traffic-counter threshold
UsbQmi::TrafficCounter: "UsbQmi®": reset threshold.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.06 JobaeneHa komaHga interface traffic-counter
threshold.

3.29.202 interface traffic-shape

OonuncaHmne YCTaHOBUTb Npesen CKOpoCTU NepeAaydn AaHHbIX A8 yKa3aHHOro MHTepderica
B 06€ CTOPOHbI. [0 YMOYaHNIO CKOPOCTb HE OrpaHnYeHa.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-if)>  traffic-shape rate «rate>[ asymmetric «upstream-rate»]

[ schedule <schedules ]
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(config-if)> no traffic-shape

AprymeHTbI AprymeHT 3HauyeHune OonuncaHmne

rate Lenoe uncno |3HayeHme CKOPOCTU Nepefaydn AaHHbIX
B K6ut/c. OrpaHnyeHve JONXKHO ObiTb B
JAnana3oHe o1 64 Kbut/c go 1 réumt/c.

upstream-rate |Uenoe uyucno |CKOpPOCTb OTAAUUN AaHHbIX B K6uT/C.
OrpaHuYyeHne A0KHO 6bITh B
AnanasoHe oT 64 Kbut/c go 1 réemt/c.

schedule Pacnucanne  |Ha3BaHMe pacnmncaHus, CO34aHHOro rnpwu
nomMoLuy rpynnel KomaHg schedule.

Mpumep (config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

(config-if)> traffic-shape rate 80 asymmetric 64
TrafficControl::Manager: "WifiMasterl/WifiStation@" interface »
rate limited to 80/64 kbit/s.

(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for »
"WifiMasterl/WifiStation@" interface.

VICTOleﬂ V|3Me|'|e|'||/||7| Bepcwﬂ Orlv'caHv'e
2.05 JobasneHa komaHgaa interface traffic-shape.
3.04 [JlobaBsneH aprymeHT upstream-rate.

3.29.203 interface tty init

OonucaHue J06aBnTb CTPOKY MHMLMANM3aLMM Ha YKa3aHHY no3nuuto index ans
mozemoB RAS (UsbModem), NDIS (UsbLte), QMI (UsbQmi).

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Usb

Cunoncuc I (config-if)>  tty init [<index» ]<«strings [ sleep «delay> ]

I (config-if)> no tty init [ <index> ]
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

index UYenoe uucro |lNo3vuus, HOMep CTPOKU KyAa BCTaBseTCA
yKa3aHHas cTpoka.

string Ctpoka Ctpoka nHnyuanmsaumm Mogema.

delay Uesoe yucso |3HayveHUe 3afepXKKU, B CEKYHAAX.

(config-if)> tty init AT~SYSCFG=14,2,3fffffff,0,1

Mobile::Interface:

"UsbQmi0@": initialization string inserted.

(config-if)> tty init AT"SYSCFG=14,2,3fffffff,0,1 sleep 1
Mobile::Interface: "UsbQmi@": initialization string inserted.

(config-if)> no tty init

Mobile::Interface:

"UsbQmi0@": initialization strings erased.

Bepcusa

OnucaHune

4.00

Jlo6aBneHa komaHga interface tty init.

3.29.204 interface tty send

OTnpaBuTb AT-KOMaHAy Ha UsbLte, UsbQmi mogemsl.

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoKM
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

Het

Ja

Het

Usb

(config-if)>  tty send <command [ <expect» ][ «timeout>]

AprymeHT 3HauyeHue OnuncaHwue

command CTpoka AT-komMaHzaa.

expect CTpoka Oxunpaemblin oTBeT. [10 yMOn4aHUIo
ncnonbsyetca 0K | ERROR.

timeout Lenoe 4ucno |Bpemsa oxnaaHus oTBeTa B CeKyHAax.
3Ha4veHve No yMoNYaHuto 3.

(config-if)> tty send ATI

".Built@Aug 23 2019:16:28:33"

0K

Mobile::Interface:

"UsbLte0": got expected response.
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UcTopuns nameHeHuii

(config-if)> tty send ATI OK|ERROR 2
".Built@Aug 23 2019:16:28:33"
0K

Mobile::Interface: "UsbLte@": got expected response.

(config-if)> tty send ATI OKEY 2
" Built@Aug 23 2019:16:28:33"
0K

Mobile::Interface error[73140786]: "UsbLte@": timeout waiting »
for expected response.

Bepcus OnucaHve

3.09 Jlo6aBneHa koMmaHga interface tty send.

3.29.205 interface tunnel destination

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

3agjatb yAaHEHHbIVI KOHEeU TyHHeNA. Ecnn oH Mcnosib3yeTcd COBMeCTHO C
aBToOMaTun4yecknm IPsec-coegnHeHMeM, CBA3aHHbIM C TyHHEnNnewm, MHTGPCI)EVIC
CTaHOBUTCA NHMLMNATOPOM IPsec-coegmnHeHmns.

KomaHga ¢ npeprkcoM No OTMEeHSAEeT HaCTPOIKY.
Ja

Aa

Het

Tunnel

(config-if)>  tunnel destination «destination>

(config-if)> no tunnel destination

AprymeHT 3HauyeHue OnucaHwue

destination |CTpoka IP-agpec nnn gomeHHoe Nmsa yaaneHHoro
X0oCTa.

(config-if)> tunnel destination ya.ru
Network: :Interface::Tunnel: "Gre@": destination set to ya.ru.

(config-if)> no tunnel destination
Network::Interface::Tunnel: "Gre0@": destination was reset.

Bepcus OnucaHve

2.08 JobaBneHa komaHaa interface tunnel destination.
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3.29.206 interface tunnel eoip id

OnucaHue 3agaTb ngeHtnoukartop EolP-tyHHens.
KomaHga ¢ npednkKcom no oTMeHsAET HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica Eoip

CuHoncuc (config-if)>  tunnel eoip id id>

(config-if)> no tunnel eoip id

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
id Uenoe uucno |VpeHTudumkaTop TyHHens.
NMpumep (config-if)> tunnel eoip id 50

Network::Interface::Tunnel: "Gre0": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 Jo6aBneHa komaHaa interface tunnel eoip id.

3.29.207 interface tunnel gre keepalive

OnucaHue Brntountb nogaepxky Cisco-like keepalive ana tyHHeneli GRE. o ymonyaHuio
interval paBHo 5, count paBHoO 3.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Tunnel

Cunoncuc I (config-if)>  tunnel gre keepalive <intervals> [count]

I (config-if)> no tunnel gre keepalive
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AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uucno |VIHTepBan oTnpasBku nakeToB keepalive B
cekyHAax. MoxeT NpvHMMaTb 3HaYeHNs B
npegenax ot 0 go 60. Echm npmncsonTb
3HauveHue 0, TO BK/IHOUAETCHA TO/IbKO OTBET Ha
keepalive n poytep He byaeT pearvpoBaTh Ha
M3MeHeHMe COCTOAHNSA TYHHens.

count lenoe 4ucno |Konmuyecrso MonbITOK OTMPaBKY MNakeToB
keepalive. MoxeT npMHMMaTb 3HaYeHWs B
npeaenax ot 1 go 20.

(config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network::Interface::Gre: "Gre0": enable only GRE keepalive »
replies.

Bepcus OnucaHue

2.10 JobasneHa komaHaa interface tunnel gre keepalive.

3.29.208 interface tunnel source

OnuncaHune

Mpejukc no

MeHsieT HaCTpPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

3afaTtb IoKanbHbI KOHeL, TYHHens. Ecn oH 1cnonb3yeTcs COBMECTHO C
aBTOMaTUYeCcKUM IPsec-coeiHeHVieM, CBA3aHHbLIM C TYHHeNneM, TO BK/IHoYaeTcs
pexuvmM npuema coeanHeHuni IPsec IKE Ha ycTaHOBNEHMe 3aLyLIeHHOro
TYHHens.

Het
Ja
Het

Tunnel

(config-if)>  tunnel source (auto | <interface | <address>)

AprymeHT 3HauyeHue OnucaHue

auto KnwoyeBoe cnoBo |YCTaHOBUTbL TeKyLLWIA paboTaroLnii
WAN-uHTepdelic.

interface WHTepgeiic MNonHoe nmsa nHTepdeinca nnm
NnceBAOHNM.
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AprymeHT 3HauyeHue OnucaHue
address IP-agpec NokanbHbIn IP-agpec TyHHens.
Mpumep (config-if)> tunnel source auto

Network: :Interface::Tunnel: "Gre0": set source interface to auto.

WcTopusa nsmeHeHuim Bepcus onucaHve
2.08 JobaBneHa komaHaa interface tunnel source.
2.09 Jlo6aBneH aprymeHT auto.
3.08 YaaneH npedunkc no Kak ycTapeBLUNiA.

3.29.209 interface tx-burst

OnucaHue BkaounTb arperaumio naketos Ha ypoBHe Wi-Fi gparisepa (Tx Burst). No
YMOJIHaHUIO NapaMeTp OTKJIHOYEH.

KomaHga ¢ npedurkcom no oTKAUaeT HaCTPOKY.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  tx-burst

I (config-if)> no tx-burst
Mpumep (config-if)> tx-burst

Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.
VICTOpI/Iﬂ V|3MEHeHV||7| Bepcmﬂ onvcaHue

2.07 JobaBneHa komaHaa interface tx-burst.

3.29.210 interface tx-queue length

OnucaHune YCTaHOBUTbL pa3mep ouyepesn NCXOAALLMX NakeToB Ha MHTepdeiice. Mo
YyMOJIYaHWIO YCTaHOB/IEHO 3HaveHre 1000.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaUYeHMe N0 YMOTYaHNIO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het
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CuHoncuc (config-if)>  tx-queue length <lengths
(config-if)> no tx-queue length
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
length Yenoe uyucno |[nnHaouvepesm MOXET MPUHNMATL 3HaYeHNA
B npegenax oT 0 Ao 65536.
Mpumep (config-if)> tx-queue length 255
Network::Interface::Base: "L2TPO": TX queue length is 255.
(config-if)> no tx-queue length
Network: :Interface::Base: "L2TPO": TX queue length reset to »
default.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue
3.06 Jlo6aBneHa koMmaHga interface tx-queue length.

3.29.211 interface tx-queue scheduler cake

OnucaHwue YCTaHOBUTb NNaHNPOBLLMK nakeToB CAKE ana nHTepdeiica. Mo ymonyaHuto
3HayeHune cake ncnonb3yetca ana DSL uHTepdelicos n USB-moaemos,
fq_codel — ana Bcex ocTanbHbIX.

KomaHga c npednkcom no HazHayaeT NIaHNPOBLLMK MO YMOIUYAHUIO.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  tx-queue scheduler cake

I (config-if)> no tx-queue scheduler cake

Mpumep (config-if)> tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"cake".

(config-if)> no tx-queue scheduler cake
Network::Interface::Base: "L2TP0": set default TX queue scheduler.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.06 JlobaBneHa komaHza interface tx-queue scheduler cake.
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3.29.212 interface tx-queue scheduler fg_codel

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHuim

YCTaHOBUTbL NAaHUPOBLUMK NakeToB FQ_CODEL ana nHtepdeiica. Mo
YMON4YaHU0 3HaveHne cake ncnonbsyetcs ana DSL nHTepdelicoB v

USB-mozemoB, fq_codel — ans BCcex OCTasibHbIX.

KomaHga c npednkcom no HazHayaeT NAaHNPOBLLMK MO YMOAUYaHNIO.
Ja

Ja

Hert

I (config-if)>  tx-queue scheduler fq_codel

I (config-if)> no tx-queue scheduler fq_codel

(config-if)> tx-queue scheduler fq_codel
Network: :Interface::Base: "L2TPO": set TX queue scheduler to »
"fq_codel".

(config-if)> no tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

Bepcus OnucaHve
3.06 JobasneHa komaHaa interface tx-queue scheduler
fq_codel.

3.29.213 interface up

OnuncaHwune

Mpedukc no
MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

BkntounTb ceTeBoli MHTepdeiC 1 3anncaTb B HACTPOKN COCTOSIHME «Up».

KomaHga ¢ npedrKcoM no oTKIKOHaeT ceTeBON MHTepdenc n yaanseT «up»
13 HacTpoek. TakXe MOXeT bbITb NCNONb30BaHa koMaHga interface down.

Ja

Ja

Het

I (config-if)> up

I (config-if)> no up

(config-if)> up
Interface enabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jo6aBneHa komaHaa interface up.

3.29.214 interface usb acq

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

3adukcmpoBatb pexum 3G\LTE gns USB-mogemos Huawei.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

Usb

(config-if)>  usb acq acq

(config-if)> no usb acq

AprymeHT 3HauyeHue OnucaHwue

acq gsm CeTb 2G.
umts CeTtb 3G.
lte Cetb 4G.

(config-if)> usb acq lte
Network::Interface::Usb: "UsbLte0": ACQ saved.

(config-if)> no usb acq
Network: :Interface: :Usb: "UsbLte0": ACQ cleared.

Bepcus OnucaHve

2.09 Jlo6aBneHa komaHga interface usb acq.

3.29.215 interface usb apn

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

HasHaunTb nms Toukn goctyna (APN) ans USB-mogema B NDIS pexume.
Mogem nepesarpy>aeTcs nocsie NnpUMeHeHss KOMaHbl.

KomMaHza ¢ npedpurKcom No yaanset HaCTPOKY.
Ja
Aa

Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Usb

(config-if)>  usb apn apn>

(config-if)> no usb apn

AprymeHT 3HauyeHue OnuncaHwue

apn Ctpoka HasBaHue Touku goctyna.

(config-if)> usb apn example.net
Network: :Interface: :Usb: "UsbModem0": APN saved.

(config-if)> no usb apn
Network: :Interface: :Usb: "UsbModem0": APN cleared.

Bepcus OnucaHue

2.04 JobaBneHa komaHga interface usb apn.

3.29.216 interface usb device-id

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbI

Jlo6aBuTb nHPopmMaLmio 0 Mogenu 1 npomssogutene USB-mogema B
nHTepderic. 3To He0b6X0AVMO ANIA MPUBA3KN MOAEMA K MHTepdeicy.

Ecnn ectb nHtepdeinc UsbModem[N] c coBnagatormm DevicelD, To npu
NOAK/IIOYEHMN MOZemMa Npoun3oiijeT aBToMaTyeckas NpmBa3Ka ero K
nHTepdeincy. Ecam takoro nHTepdeinca HeT, OH ByaeT co34aH aBToOMaTMYecKn
¢ DevicelD noaknto4eHHOro mogema.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Hert

Usb

(config-if)>  usb device-id «vendors amodel»

(config-if)> no usb device-id

AprymeHT 3HauyeHue OnucaHwue

vendor Crpoka MHpopmaLums o npomssogmTene.,

model Crpoka MHdopmaumsa o mogenn mogema.
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Npumep (config-if)> usb device-id 12d1 1001
Device ID saved.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa komaHaa interface usb device-id.

3.29.217 interface usb port-id

OnucaHue MpuBasatb nHTepderic RAS (UsbModem), CdcEthernet, NDIS (UsbLte), QMI
(UsbQmi) mogema k ngeHtndumkatopy USB-nopra.

KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Usb

CuHoncuc (config-if)>  usb port-id («port> | auto)

(config-if)> no usb port-id

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
port Ctpoka NaeHTudukatop USB-nopra.
auto Knwuyesoe ABTOMaTM4yeckmii Bblbop USB-nopTa.
c/10B80
Mpumep (config-if)> usb port-id 1

Network: :Interface::Usb: "CdcEthernet0": port ID is set to "1".

(config-if)> usb port-id auto
Network: :Interface::Usb: "CdcEthernet0": port ID is automatically »
set to "2/4".

(config-if)> no usb port-id
Network::Interface::Usb: "CdcEthernet0": port ID removed.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

4.01 Job6asneHa komaHgaa interface usb port-id.
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3.29.218 interface usb power-cycle

OonuncaHmne OTKNOYNTL NUTaHME Ha usb-MogeMe Ha 3aZaHHbIV MPOMEXYTOK BPeMeHW.
3Ta GyHKLUMS NCnonb3yeTca A8 annapaTHoro cépoca usb-mogema B cyyae
3aBUCaHMA.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

Cunoncnc (config-if)>  usb power-cycle pause>

AprymeHTbI AprymeHT |3HaueHue |OnucaHue
pause Uenoe MpoMeXyToK BpeMeHU OTK/IloYeHUst usb-moaema
uncsno B MUMCEKYHAAX.
NMpumep (config-if)> usb power-cycle 3000

Network: :Interface::Usb: "UsbLte0": started 3000 ms. power cycle.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 JobasneHa komaHaa interface usb power-cycle.

3.29.219 interface usb power-fail

OnucaHue YKasaTtb fanbHele AeNcTBUSA B Clyyae, ecin BblkatoveHve USB-moaema
He MOMOrJ0.
MNpedukc no Het

MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica Usb

Cunoncuc (config-if)>  usb power-fail <intervals ( retry pauses | reboot)

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

interval lenoe uucno |Bpems oxuaHns obHapyxXeHUsa MogemMa
nocne c6poca ero No NUTaHUIO, B CEKyHAAX.
MoxeT NpMHMMaTb 3Ha4YeHVs B npejenax ot
0 A0 60 BKNKOUYUTENIBHO.
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AprymeHT 3HauyeHue OnuncaHwue

pause lenoe uucno |[poMexyToK BpeMeHU OTKAoYEeHNS
USB-mogema B cekyHAax. MoxXeT npnHMMaTh
3HayeHWA B npegenax ot 0 Ao 60

BKJTHOUNTE/NBHO.
reboot Knwyesoe Mepe3arpyska Bcen cMcTeMbI.
C/10B0O
Mpumep (config-if)> usb power-fail 60 reboot
Network::Interface::Usb: "YotaOnel": enabled power fail action: »
reboot.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue
2.10 Jlo6aBneHa koMmaHga interface usb power-fail.

3.29.220 interface usb wwan-force-connected

OnucaHwue OTKkNMtounTL onpoc nnMHka CDC-mogema rno HTTP. Mo ymonyaHuio gaHHas
bYHKUMA BbIK/IIOYEHa.

KomaHga ¢ npedrkcom no oTkarodaeT GyHKLNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Usb

CuHoncuc I (config-if)>  usb wwan-force-connected

I (config-if)> no usb wwan-force-connected

Mpumep (config-if)> usb wwan-force-connected
Network::Interface::Usb: "UsbLte0": force WWAN link status.

(config-if)> no usb wwan-force-connected
Network: :Interface::Usb: "UsbLteO": unforce WWAN link status.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.12 JobaeneHa komaHga interface wwan-force-connected.
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3.29.221 interface web-api address

OonucaHue Yka3aTb IP-agpec ans focTyna K Be6-vHTepdelicy Mogema, MoAKIUYEHHOMO
K MapLUpyTU3aTopy.

KomaHaa ¢ npedurkcom no yaanseT agpec.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Usb

CuHoncunc (config-if)>  web-api address <address»

(config-if)> no web-api address

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
address IP-agpec Azpec Beb-nHTepdeiica.
Npumep (config-if)> web-api address 192.168.8.1

Mobile::Interface: "CdcEthernet0": WEB address is set.

(config-if)> no web-api address
Mobile::Interface: "CdcEthernet0": WEB address cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.08 Jo6aBneHa komaHaa interface web-api address.

3.29.222 interface web-api login

onuncaHue YKaszaTb UMsi Monb30BaTens A1 40CTyna K Beb-nHTepdelicy Mogema,
NOAK/IHOYEHHOro K MapLUpyT13aTopy.

KomaHga ¢ npedurkcom no yaanseTt MMs nosb3oBaTens.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Usb

CuHoncuc I (config-if)> web-api login <login»

I (config-if)> no web-api login
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

login CTpoka ViMsa nonb3oBaTensa ana ayteHTudukayun.
MakcrmansHasa AnvHa UMeHW nonb3oBaTens
— 64 cnmBoOna.

(config-if)> web-api login myadmin
Mobile::Interface: "CdcEthernet@": WEB login is set.

(config-if)> no web-api login
Mobile::Interface: "CdcEthernet@": WEB login cleared.

Bepcus OnucaHve

3.08 JobaeneHa komaHga interface web-api login.

3.29.223 interface web-api password

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHuim

YKasaTb Naponb 415 AOCTyna K Be6-nHTepdelicy Mmogema, NoAKIHOYEHHOMO
K MapLupyTm13aTopy.

KomaHgza ¢ npedpurkcom no yaanseTt naposb.
Ja

Aa

Het

Usb

(config-if)> web-api password password

(config-if)> no web-api password

AprymeHT 3HauyeHue OnucaHwue

password Ctpoka Maponb ans ayteHTUGUKaLUN.
MakcrmMansHas A/iMHa naposs — 64 cmsona.

(config-if)> web-api password 12345678910
Mobile::Interface: "CdcEthernet@": WEB password is set.

(config-if)> no web-api password
Mobile::Interface: "CdcEthernet@": WEB password cleared.

Bepcus OnucaHve

3.08 Job6asneHa KkomaHaa interface web-api password.
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3.29.224 interface wireguard listen-port

OnucaHue HasHaunTb HomMep nopTa UDP, Ha KOTOPbIV NPUHMMAKOTCA BXOAsLLMe
noAxntoyeHus. Mo ymonyaHuo Homep nopTa He onpegeneH.

KomaHaa ¢ npe¢prkcom no cobpacbiBaeT 3HaueHne nopra.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Wireguard

Cutoncnc (config-if)>  wireguard listen-port port>

(config-if)> no wireguard listen-port

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
port lenoe 4ucno |Homep nopta. MoxeT npnHMMaTh 3HaUeHns
B npegenax oT 1 Ao 65535 BkAOUUTENBHO.

NMpumep (config-if)> wireguard listen-port 11633
Wireguard::Interface: "Wireguard4": set listen port to "11633".

(config-if)> no wireguard listen-port
Wireguard::Interface: "Wiregquard4": reset listen port.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.03 JobasneHa komaHaa interface wireguard listen-port.

3.29.225 interface wireguard peer

OnucaHue Jlo6aBUTb NyBANYHbIA KOY YAAaNEHHOMO NMPa, YTO6bI HACTPOUTL HesonacHoe
coeaViHeHMe nocpeacTBOM npoTtokona WireGuard.

KomaHga ¢ npedurkcom no yganseT yKasaHHbIA Koy,
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Wireguard

Bxo>xaeHue B rpynny (config-wg-peer)
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Cunoncuc (config-if)>  wireguard peer <key>

(config-if)> no wireguard peer <key>

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

key CTpoka 3HaueHwue K4a. Jonyckaercs
NCMONb30BaHMe NAaTUHCKNX BYKB, Lndp w1
3HaKOB paBeHCTBa. [J/IHa KtoYa cocTaBaseT
44 cnmBona (NpeacTaB/ieHMe CTPOKA B
32-6ariTHOM KoagupoBke base64).

Npumep (config-if)> wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI jjPmmOg=
(config-wg-peer)>

(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmmOg=
Wireguard::Interface: "Wireguard4": removed peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmmgo="".

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

3.03 JobaeneHa komaHaa interface wireguard peer.

3.29.225.1 interface wireguard peer allow-ips

OonucaHue [o6aBuTb NoaceTb IP-aApecoB, Ha KOTOpble paspeLleHa nepejava nakeTos
BHYTPY TYHHenNs.

MNprMeyaHune:  YTOObI pa3pewnTb Nepejady Ha fobble agpeca,
HeobxoAMMO A06aBUTL NoAceTh 0.0.0.0/0.

KomaHga ¢ npedurkcom no yaansaet noaceTb. ECiv BbINOAHWUTL KOMaHAy 6e3
aprymeHTa, TO BeCb CNUCOK NoaceTen byaeT ounLLeH.

Mpejukc no Ja
MeHsieT HacTpovikm  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Wireguard

CnHoncuc I (config-wg-peer)>  allow-ips @address» amask>

I (config-wg-peer)> no allow-ips [ <address> amask> ]
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AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec BmecTe c Mackov mask 3ajaeT NoaceTb
IP-agpecoBs, nognexalux TpaHCcAALnN.

mask IP-macka Macka noaceTtun. EcTb gBa cnocoba BBoOAa

MacKu: B KAHOHNYECKOM Buje
(Hanpumep,255.255.255.0) 1 B BUje

61TOBOI ANVHBI NpeduKca (Hanpumep, /24).

(config-wg-peer)> allow-ips 0.0.0.0/0

Wireguard::Interface:

"Wireguard4": add allowed IPs »

"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0

Wireguard::Interface:

"Wireguard4": add allowed IPs »

"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib133J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> no allow-ips
Wireguard::Interface: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

Bepcus

OnucaHune

3.03

Job6aBneHa
allow-ips.

KkoMaHga interface wireguard peer

3.29.225.2 interface wireguard peer connect

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoViKKn

Ykazatb nHTepeiic ana coeagnHeHms WireGuard. Mo ymonyaHumio coegnHeHve
yCTaHaBAMBaeTCs Yepes Nt06oin nHTepderic.

KomaHga ¢ ﬂpe¢I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHWe Nno yMmoa4aHuio.

Ja
Ja

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica

CvHoncuc

AprymeHTbl

WireGuard

(config-wg-peer)>

connect via «wia»

(config-wg-peer)> no connect

AprymeHT

3HavyeHune

OnucaHue

via

UHTeppenc

MonHoe nmsa nHTepdenca Nnm NCeBLOHVIM.
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Mpumep (config-wg-peer)> connect via ISP
Wireguard::Interface: "Wireguard0": set peer »
"IrtvFcVtI5SwcgxndcCmuWc+p8s8byP0zK/MAI67VmXs=" connect via "ISP"

(config-wg-peer)> no connect
Wireguard::Interface: "Wireguard0": disabled peer »
"IrtvFcVtI5wcqxndcCmuWc+p8s8byP0zK/MAI67VmXs="".

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

4.01 [JlobaBneHa komaHaa interface wireguard peer connect.

3.29.225.3 interface wireguard peer endpoint

OonucaHue YKkasaTb agpec yianeHHoro nvpa, c KoTopbiM byAeT yCTaHOBEHO CoefMHeHne
WireGuard.

KomaHga ¢ npeprKcom no yaansiet KOHeYHYH TOYKY TYHHens.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica Wireguard

CuHoncuc (config-wg-peer)>  endpoint «address» [:«port>]

(config-wg-peer)> no endpoint

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
address IP-agpec IP-agpec nnn fjomeHHoe nmsa yaaneHHoro
X0CTa.
port UYenoe uucno |Homep nopta UDP.
Mpumep (config-wg-peer)> endpoint 10.0.1.10:11635

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=" endpoint to »
"10.0.1.10:11635".

(config-wg-peer)> no endpoint
Wireguard::Interface: "Wireguard4": reset endpoint for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue
3.03 JobasneHa komaHgaa interface wireguard peer
endpoint.
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3.29.225.4 interface wireguard peer keepalive-interval

OnuncaHwne

Mpedunkc no

MeHsieT HaCTPOUKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTb MHTEpBan OTNpaBku NakeTos keepalive 415 MOHUTOPUHIa
coeanHeHus WireGuard. o ymMon4aHUo HTEpPBa He 3a4aH.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

Wireguard

(config-wg-peer)>  keepalive-interval«intervals

(config-wg-peer)> no keepalive-interval

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uucno |VIHTepBan oTnpaBku nakeTos keepalive B
cekyHgax. MoxeT npyHUMaTh 3Ha4YeHns B
npegenax ot 3 40 3600 BK/IHOUNTENBHO.

(config-wg-peer)> keepalive-interval 3

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIj jPmm2g=" keepalive interval »
to II3II .

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHue

3.03 JobasneHa komaHaa interface wireguard peer
keepalive-interval.

3.29.225.5 interface wireguard peer preshared-key

OnucaHune

Mpejukc no

MeHsieT HacTpoAKM

3agaTb pasgenseMblii koY ana WireGuard coeiiHeHUA K yaaneHHOoMY nNupy.
Paszgensiemblii kntod (PSK) — 3T0 gononHUTeNbHOE yayulleHne 6e30MacHOCTH
B COOTBETCTBUMW C NMpOTOKOIOM WireGuard v ans MakCMmManbsHOW
3aLLNLLEHHOCTY KaXAOMY KJINEHTY AO/KEH OblTb Ha3Ha4YeH YHUKanbHbI
PSK. Mo ymonuaHwmio PSK He ncnosnb3syeTcs.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Aa
Ja
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

Het
Wireguard
(config-wg-peer)>  preshared-key preshared-key:

(config-wg-peer)> no preshared-key

AprymeHT 3HayeHve |(OnucaHue

preshared-key |[CTpoka 3HauveHMe knoya PSK. lonyckaeTcs
NCNOb30BaHMe NaTUHCKUX BYKB, Lndp 1
3HaKoB paBeHCcTBa. [nrHa kntoya 44
cuMBoONa.

(config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=
Wireguard::Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

Bepcus OnucaHve

3.03 Job6asneHa komaHgaa interface wireguard peer
preshared-key.

3.29.226 interface wireguard private-key

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

HasHaunTb UK creHeprpoBaTb NPUBATHBIN KU ANst MOAKIOUEHWS K
yAaneHHbIM Npam vepes npotokon WireGuard. Mo ymon4aHuo NpuBaTHbI
KNHOY He HaCTPOEH.

Het
Het
Het

Wireguard

(config-if)> wireguard private-key [ private-key:]

AprymeHT 3HauyeHue OnucaHwue

private-key |[CTpoka 3HayeHVie HOBOIro NPMBATHOIO KJIHOYa.
JlonyckaeTcs CNonb30BaHMeE NaTUHCKUX
6yKB, Lnbp 1 3HaKoB paBeHCTBa. AnnHa
Kno4a 44 cnmBona.
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Mpumep

UcTopuns nameHeHuii

3.29.227 interface wmm

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nsmeHeHnii

(config-if)> wireguard private-key
Wireguard::Interface: "Wireguard4": generated new private key.

(config-if)> wireguard private-key »
Ushaeghezail7reo8iK6ear0eomujohkeen8jahX5uo=
Wireguard::Interface: "Wireguard4": set private key.

Bepcusa

OnucaHwmne

3.03

Jlo6aBneHa komaHga interface wireguard private-key.

Bkntounts WMM Ha nHTepdelice.

Ja
Ja

HeTt

Access Point

I (config-if)>  wmm

I (config-if)> no wmm

(config-if)> wmm

WMM extensions enabled.

Bepcusa

OnucaHue

2.00

JobaBneHa komaHaa interface wmm.

3.29.228 interface wpa-eap radius secret

OnuncaHwme

Mpedukc no

MeHsieT HacTpoWiKKn

YKa3aTb COBMECTHO MCMOJIb3yeMblii CEKPETHbIN KoY A8 6e30nacHoro
B3auMoAencTBma mexay RADIUS cepBepom v RADIUS KnneHTomMm.

KomaHza c nped1Kcom no yAansieT CeKpeTHbIli KoY.

Ja
Ja

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

CuvHoncuc

Bridge

I (config-if)> wpa-eap radius secret <secret>
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no wpa-eap radius secret

AprymeHT

3HayeHue

OonvicaHune

secret

CTpoka

3HaueHMe knya RADIUS cepsepa
MakcnmanbHas A/MHa cocTaBnseT 64
crMBoONa.

(config-if)> wpa-eap radius secret »
(+>R#G™ }-INxru'i8i | LK}wBNIE~X0Xa{xFOG-N"%FaTnr|S(e(q$/1P2/tbX/#Q
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret applied.

(config-if)> no wpa-eap radius secret
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret cleared.

Bepcusa

OnucaHune

3.01

JobasneHa koMaHga interface wpa-eap radius secret.

3.29.229 interface wpa-eap radius server

OnuncaHwme

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YKa3aTb agpec RADIUS cepBepa

KomaHga c npedurKcom no yaansieT agpec cepsepa.

Ja
Ja
Het

Bridge

(config-if)>

wpa-eap radius server «addresss [: ports ]

(config-if)> no wpa-eap radius server

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec IP-apgpec RADIUS cepsepa.
port UYenoe uucro |Homep nopta RADIUS cepsepa

(config-if)> wpa-eap radius server 192.168.10.10
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10.

(config-if)> wpa-eap radius server 192.168.10.10:1111
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10:1111.
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(config-if)> no wpa-eap radius server
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS server cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.01 JobasneHa komaHza interface wpa-eap radius server.

3.29.230 interface wps

OnucaHue BkntounTtb PyHKLUMOHaNbHOCTb W/PS.
Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi

CuvHoncuc I (config-if)>  wps

I (config-if)> no wps

MNpumep (config-if)> wps
WPS functionality enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHga interface wps.

3.29.231 interface wps auto-self-pin

OnucaHune Bintoumntb pexxum WPS auto-self-pin. Mo ymonyaHumio pexum auto-self-pin
BKJTHOYEH.

KomaHga ¢ npedrKcom no OTKAUAET 3TOT PEXUM.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin
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Mpumep (config-if)> wps auto-self-pin
Network::Interface::Rtx::Wps: an auto self PIN mode enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobasneHa komaHaa interface wps auto-self-pin.

3.29.232 interface wps button

OnucaHue Hauvatb npouecc WPS c ncnonb3soBaHmem KHOMKW. [pouecc AnNTed 2 MUHYTHI,
VAN MeHbLLIe, ecNn CoeJIHeHMe YCTaHOB/EHO.

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

Cunoncuc (config-if)>  wps button «directiom

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
direction send OTtnpaBuTb HacTpoiikmn Wi-Fi.
receive MonyunTte HacTpokn Wi-Fi ot Giant.
Mpumep (config-if)> wps button send

Sending WiFi configuration process started (software button mode).

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa interface wps button.

3.29.233 interface wps peer

OnucaHue HauaTb npouecc WPS ncrnonb3ys PIN yaaneHHoro y3na. lNpouecc gantea 2
MUHYTbI, NJIN MEHbLLIe, eCNN COefMHeHMe ycTaHoB/eHo. [10 ymon4aHuio
npouecc WPS PIN Bbik1tOYeH.

MNpejukc no Het
MeHsieT HacTpovikm  Hert
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-if)>  wps peer «direction> qpin
AprymeHT 3HayeHue |OnucaHue
direction send OTnpaBuTb HacTpoiiku Wi-Fi.
receive Mony4nTb HacTpolikn Wi-Fi oT yganeHHoro
y3na.
pin Ctpoka PIN-koa yaaneHHoOro ysna.

(config-if)> wps peer send 53794141
Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHga interface wps peer.

3.29.234 interface wps self-pin

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTtHbIiA BBOJ,
Tun nntepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

HauaTb npouecc WPS ncnonb3ys PIN ycTpoiicTBa. [Mpouecc AnnTes 2 MUHYTHI,
NIV MeHbLLUE, ec/iN CoeAnHEeHNE YCTaHOBJIEHO.

Het
Hert
Hert
WiFi

(config-if)>  wps self-pin «direction

AprymeHT 3HauyeHue OnuncaHwue

direction send OTnpaBuTb HacTpoiikn Wi-Fi.

receive MonyunTtb HacTpoikm Wi-Fi oT Giant.

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

Bepcus OnucaHve

2.00 JobaeneHa koMmaHga interface wps self-pin.
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3.29.235 interface zerotier accept-addresses

OnucaHue Bkntoumntb nonyyeHve agpeca ot cepsepa ZeroTier.
KomaHga ¢ npednkcom no oTkAoYaeT 3Ty GYHKLMIO.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica ZeroTier

CuHoncuc I (config-if)>  zerotier accept-addresses

I (config-if)> no zerotier accept-addresses

Mpumep (config-if)> zerotier accept-addresses
ZeroTier::Interface: "ZeroTier0": enabled addresses accept.

(config-if)> no zerotier accept-addresses
ZeroTier::Interface: "ZeroTier0": disabled addresses accept.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
4.01 JobaeneHa komaHaa interface zerotier
accept-addresses.

3.29.236 interface zerotier accept-routes

OnucaHue BktoumnTb NoONyyYeHre MapLUPYTOB OT yAaJeHHOW CTOPOHbI Yepes ZeroTier.
KomaHga ¢ npedurkcom no oTkArYaeT 3Ty QYHKLMIO.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica ZeroTier

CuHoncuc I (config-if)>  zerotier accept-routes

I (config-if)> no zerotier accept-routes

Mpumep (config-if)> zerotier accept-routes
ZeroTier::Interface: "ZeroTier0": enabled routes accept.

(config-if)> no zerotier accept-routes
ZeroTier::Interface: "ZeroTier0": disabled routes accept.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

4.01 Jlo6aBneHa komaHza interface zerotier accept-routes.

3.29.237 interface zerotier connect

OnuncaHmne 3aaaTb UHTepdeiic gns nogkntodeHns ZeroTier. ECin aprymMeHT He yKasaH,
noAKtYeHme ycTaHaBANBaeTcs Yepes 1160 nHTepdelic.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HAUEHME M0 YMOSIYAHMNIO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica ZeroTier

Cunoncuc (config-if)>  zerotier connect[via«via]

(config-if)> no zerotier connect

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
via UHTEepperic MonHoe nma nHTepderica nam NCeBAOHUM.
Mpumep (config-if)> zerotier connect via ISP

ZeroTier::Interface: "ZeroTier@": set connection via ISP.

(config-if)> no zerotier connect
ZeroTier::Interface: "ZeroTier0": set connection via any »

interface.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
4.01 JobaBneHa komaHaa interface zerotier connect.

3.29.238 interface zerotier network-id

OnucaHue 3agatb nageHtTuduKaTop TyHHens ZeroTier.
KomaHga ¢ npedurkcom no yaanseT JaHHYH HaCTPOKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica ZeroTier
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.30ip arp

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

(config-if)>  zerotier network-id <network-id>

(config-if)> no zerotier network-id

AprymeHT 3HauyeHue OnuncaHwue

network-id |[CTpoka VaeHTndunkatop TyHHenNs.

(config-if)> zerotier network-id 816227940cl13c37e
ZeroTier::Interface: "ZeroTier0": set network ID to »
"816227940c13c37e".

(config-if)> no zerotier network-id
ZeroTier::Interface: "ZeroTier0": reset network ID.

Bepcus OnucaHve

4.01 JlobaBneHa koMmaHa interface zerotier network-id.

3aj4aTtb cTaTnyeckoe conocTasneHne mexay IP n MAC agpecamm A5 XOCTOB,
He NoAJepXMNBAOLLNX ANHaMnyeckuin ARP.

KomaHga c npedurkcom no yaanseT 3anucs 13 tabamusl ARP. ECnv BINOAHUTL
KOMaHZAy 6e3 apryMeHTOB, BECb CMUCOK 3anucer ARP 6yaeT ounLLeH.

Ja
Aa
Ja
(config)> ip arp «ips> mac

(config)>noip arp[«ip]

AprymeHT 3HauyeHue OnucaHwue

ip IP-agpec IP-agpec B BUAe YeTbIpéx AeCATUYHbIX Uncen,
pa3fenéHHbIX TOYKaMU, COOTBETCTBYHOLLINI
JIoKanbHOMY ajpecy.

mac MAC-appec MAC-aapec B Buge wecTu rpynn
LecTHaguaTepuyHbIx unép, pasgeneHHbix
JABOETOUNAMMN.

(config)> ip arp 192.168.2.50 al:2e:84:85:14:21
Network: :ArpTable: Static ARP entry saved.
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naBa 3 OnncaHme KoMaHp,

(config)> no ip arp 192.168.2.50
Network: :ArpTable: Static ARP entry deleted for 192.168.2.50.

(config)> no ip arp
Network: :ArpTable: Static ARP table cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa KkomaHaa ip arp.

3.31ip dhcp class

OnucaHune JocTtyn K rpynne KOMaHA AN HaCcTporKn BeHAop-knacca DHCP (60 onuus).
Ecnn knacc BeHAOPOB He HalAeH, KOMaHAa NbITaeTcsa ero co3aathb.

KomaHga ¢ npedpurkcom no yaanseT BblopaHHbIN Knacc.
MNpedukc no Ja
MeHsieT HacTpoiikn  Het
MHorokpaTHbIi BBog, /[la

BxoxxgeHue B rpynny (config-dhcp-class)

Cunoncuc (config)> ipdhcp class «class»
(config)> no ip dhcp class «class»
AprymeHTbI AprymeHT 3HaueHue OonucaHue
class CTpoka Ha3BaHVe BeHAOp-K1acca.
Mpumep (config)> ip dhcp class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.00 Jlob6aBneHa komaHga ip dhcp class.

3.31.1ip dhcp class option

OnucaHune YKasaTb 3HaueHue onumm 60 A5 NpUCBOEHUS BEHA0P-Kacca.
KomaHga ¢ npedurkcom no yaanseT ykasaHHbIA knacc.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-dhcp-class)>  option <cnumber> hex «data»

(config-dhcp-class)> no option <number>

AprymeHT 3HauyeHue OnuncaHwue

number lenoe uncno |Homep onuuun. Ceiyac ncnoab3yeTcsa TONAbKO
3HauyeHue 60.

data CTpoka 3HauyeHue onuunn.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcus OnucaHve

2.00 [Jlo6aBneHa komaHga ip dhcp class option.

3.32 ip dhcp host

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpouKKn

MHorokpaTtHbIiA BBOJ,

CuviHoncmc

AprymeHTsl

HacTpouTb cTaTuyeckyro npuesasky IP-agpeca k MAC-agpecy xocta. Ecnm xoct
C YKa3aHHbIM MMEHEM He HailjeH, KOMaHAa NblTaeTcs ero co3aath. Ecan
yKasaHHbI IP-agpec He BXOAUT B AMana3oH HWY O4HOro nysna, KoMaHaa
COXPaHUTCA B HAacTpoiKax, HO Ha paboTy cepeepa DHCP He noBauserT.

KomaHga no3ssosnget nomeHATb MAC-agpec, OCTaBMB NpexHee 3HayeHue
IP-agpeca, n Hao60poT — NoMeHATb [P-agpec, ocTaBMB NpeXxHee 3HaYeHne
MAC-agpeca.

KomaHga ¢ npedurkcom no yaansiet XocT.

Ja

Ja

Ja

(config)>  ipdhcp host <host>[mac ][ ip]

(config)> no ip dhcp host <host>

AprymeHTt 3HayeHue OnuncaHwue

host CTpoka Mpou3Bo/IbHOE UMS XOCTa, NCMOJIb3YeTCs 415
naeHTndunkaumm napbl MAC-IP B HacTpolikax.
mac MAC-agpec MAC-agpec xocTa AN CTaTUYeCcKor NpUBA3KN

IP-appeca. Ecnn He ykaszaH, 3HadeHve bepeTcs

13 npeablayLLiein HaCTPOKU.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

AprymeHT

3HavyeHue

OnucaHue

ip

IP-agpec

IP-agpec xocTa. Ecnum He yKka3aH, 3HayeHue
bepeTcsa 13 npeablayLueli HacTPOKN.

(config)> ip dhcp host HOST 192.168.1.44

new host "HOST"

has been created.

Bepcusa

OnucaHune

2.00

JobasneHa KomaHaa ip dhcp host.

3.33 ip dhcp pool

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

JocTtyn K rpynne KomaHa ans Hactporikm DHCP-nyna. Ecav nyn He HaligeH,
KOMaHJa nblTaeTcsa ero co3gatb. Ana nyna 3agaetca cnucok DNS-cepsepos
(komaHaa dns-server), WAO3 N0 ymondaHuto (komaHaa default-router) n

BpeMs apeHabl (KoOMaHAa lease), a Takke Arana3oH aAnHaMmmnyeckux IP-agpecos
(komaHpa range).

Mocne HacTPOMKKM NyNoB HEOHXOAMMO BKIKOUNTL CNyx6y DHCP ¢ MOMOLLbIO
KoMaHgabl service dhcp.

MoxHO co3aaTb He bonbLue 32 nynos. MakcMManbHas AanHa MMeHn nyna

— 64 cumBoOna.

MprmeyaHwe:

B TekyLLel BepcuUm CUCTEMbI peasin3oBaHa noggepka He
6onee ogHoOro Nyna Ha nHTepdeic. 1na KoppekTHON paboThbl
cepsepa DHCP TpebyeTcs, uTob6bI AMana3oH IP-agpecos,
YCTaHOBNEHHbI KOMaHAOoM range, NnpuHaanexan cetu,
HacTpoeHHo Ha ogHoM 13 Ethernet-nHtepdeiicos

yCTpOICTBa.

KomaHga c npedpurkcom no ygansiet nys.

Ja
Ja
Ja

BxoxxaeHue B rpynny (config-dhcp-pool)

CvHoncuc

AprymeHTbl

(config)>  ip dhcp pool <name>

(config)> no ip dhcp pool name>

AprymeHT

3HayeHue

OonwvcaHune

name

CTpoka

Vma nyna DHCP.
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naBa 3 OnncaHme KOMaHA,

Mpumep (config)> ip dhcp pool test pool
pool "test pool" has been created.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHgaa ip dhcp pool.

3.33.1ip dhcp pool bind

OnucaHwne MpwBA3aTb Ny K yKazaHHOMY nHTepdelicy.
Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Ethernet

CuHoncuc (config-dhcp-pool)>  bind <interfaces

(config-dhcp-pool)> no bind <interfaces

AprymeHTbI ApryMeHT |3HaueHme |OnucaHue

interface UHnTeppeinc MonHoe nmsa nHTepderica Nan NCeBAOHNM.

Mpumep (config-dhcp-pool)> bind GigabitEthernetl
pool "test pool" bound to interface GigabitEthernetl.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa ip dhcp pool bind.

3.33.2 ip dhcp pool bootfile

OnucaHue YKkaszaTb NyTb K paiiny HacTpoek Ha TFTP-cepBepe ans knneHta DHCP (onums
67).

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Ethernet
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-dhcp-pool)>  bootfile <bootfiles

(config-dhcp-pool)> no bootfile

AprymeHT 3HauyeHue OnuncaHwue

bootfile Wms ganna MNyTb K banny HacTpoek.

(config-dhcp-pool)> bootfile test.cnf
Dhcp::Pool: " WEBADMIN": set bootfile option to "test.cnf".

(config-dhcp-pool)> no bootfile
Dhcp::Pool: " WEBADMIN": cleared bootfile option.

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga ip dhcp pool bootfile.

3.33.3 ip dhcp pool class

OnucaHwne

MNpe¢ukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuvHoncmc

AprymeHTsl

Mpumep

JocTyn K rpynne koMaHZ AN HaCTPOikn BeHAop-knacca DHCP BbIGpaHHOro
nyna agpecos. Ecin knacc BeHAOPOB He HalAeH, KOMaHAa NblTaeTcs ero
Co34aThb.

[lna KoppekTHOM paboTbl UMS K/lacca AOJ/IHKHO 6bITb TakMM Xe, KakK U B
komaHge ip dhcp class.

KomaHga ¢ npedurkcom no yaanset BbI6paHHbIN Knacc.
Aa

Ja

Ja

(config-dhcp-pool-class)

(config-dhcp-pool)>  class «class>

(config-dhcp-pool)> no class «class>

AprymeHT 3HauyeHue OnucaHue

class Ctpoka Ha3BaHVe BeHAOp-Kacca.

(config-dhcp-pool)> class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHza ip dhcp pool class.

3.33.3.1ip dhcp pool class option

OnucaHune YcTaHOBWUTL A0ONOJIHUTE/IbHBIE onunmn ana DHCP KnneHTa B c/yyae
coBrageHuns BeHA0p-K1acca.

KomaHaa ¢ npedurKcom no yaanseT ykasaHHYH Onuuio.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbIi BBog, /[la

CuHoncuc (config-dhcp-pool-class)>  option cnumber> <type> «data»
(config-dhcp-pool-class)> no option <number>
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
number 6 Onumna 6, DNS-cepsep.
42 Onuwa 42, NTP-cepBep.
43 Onums 43, nogpobHasa nHbopmauus o
npovsBoguTene.
type ip Tun aprymeHTa data — IP-agpec. 3T1oT TMnN
He 1cnosib3yeTca Ana onumm 43,
hex Tun aprymeHTa data — wectHaguaTepmyHoe
ymcno.
data Ctpoka 3HayeHve onuun.
Mpumep (config-dhcp-pool-class)> option 6 ip 192.168.1.1
Dhcp::Server: Option 6 is set to 192.168.1.1.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvicaHue

2.00 Jlo6aeneHa komaHga ip dhcp pool class option.

3.33.4 ip dhcp pool debug

OnucaHue [,06aBNTb OT/Ia04UHbIE COOBLLEHWS B CUCTEMHBIN XypHa. Mo yMonyaHuio
HacTpolika OTKIOYEHa.

KomaHga ¢ npedrkcom no oTkIYaeT OTNALKY.

MNpedukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncue (config-dhcp-pool)>  debug

(config-dhcp-pool)> no debug

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.01 Job6asneHa komaHgaa ip dhcp pool debug.

3.33.5ip dhcp pool default-router

OnucaHwue HactponTb IP-agpec wnto3a no ymonyvanumio. Ecam He ykasaH, To byget
MNCNoNIb30BaTbCA aApec, HacTpoeHHbIN Ha Ethernet-nHTtepderice,
orpegesieHHOM aBTOMaTUYeCKM 415 3alaHHOro JManasoHa range.

KomaHga ¢ npedrnkcom no oTMeHsAeT HaCTPOIKY.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dhcp-pool)>  default-router <address
(config-dhcp-pool)> no default-router
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
address IP-appec Afpec wr3a rno yMoayaHuio.
MNpumep (config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa ip dhcp pool default-router.

3.33.6 ip dhcp pool dns-server

OnucaHue HactpouTs IP-agpeca cepsepos DNS (DHCP-onuus 6). Ecnin He ykasaH, 1o
byfeT MCrnob30BaThCA agpec, HaCTPOeHHbIN Ha Ethernet-uHtepdoderice,
onpejeneHHOM aBToMaTMyeckn Ans 3a,laHHOro AranasoHa range.

KomaHza c npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKK
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Ja

Het

(config-dhcp-pool)>  dns-server («@addressl> [ address2] | disable)

(config-dhcp-pool)> no dns-server

AprymeHT 3HauyeHue OnucaHue

addressl IP-agpec Agpec nepsuyHoro DNS-cepsepa.

address2 IP-agpec Appec BTopryHoro DNS-cepsepa.

disable KniouyeBoe OTtkntounts DHCP onyuto 6.
C/10B0

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

Bepcus OnucaHve
2.00 Job6asneHa komaHgaa ip dhcp pool dns-server.
2.11 [JobaeneH aprymeHT disable.

3.33.7 ip dhcp pool domain

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YKa3aTb JOMEHHOE NMS, KOTOPOe K/IMEHT JO/IKEH NCM0Nb30BaThb Npu
paspelueHun meH yepes DNS (option 15).

KomaHga c npedrkcom no oTMeHsAeT HaCTPOIKY.
Ja

Ja

Het

(config-dhcp-pool)>  domain <domains

(config-dhcp-pool)> no domain

AprymeHT 3HauyeHue OnuncaHwue

domain CTpoka JlokanbHOEe JOMEHHOEe UMA4.

(config-dhcp-pool)> domain example.net
Dhcp::Pool: Domain option has been saved.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.05 [JobaeneHa komaHaa ip dhcp pool domain.

3.33.8 ip dhcp pool enable

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

HauaTb ncnosib3oBaTh Ny B CUCTEME.

KomaHga ¢ npedrkcomM no oTKAKYaeT UCMOoAb30BaHMe nyna.
Ja

Aa

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

Mpumep

UcTopuns nsmeHeHnii

I(config—dhcp—pool)> enable

I (config-dhcp-pool)> no enable

(config-dhcp-pool)> enable

Dhcp::Server: pool "111" is enabled.

Bepcus OnucaHve

2.03 JobasneHa komaHga ip dhcp pool enable.

3.33.9 ip dhcp pool lease

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHblIiA BBOJ,

CuvHoncuc

AprymeHTbl

YcTaHoBWUTL Bpems apeHabl IP-agpecos nyna DHCP. Mo ymonyaHutio

ncnonb3yeTtcd 3HayeHe 25200 (7 yacos).

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpallaeT 3HayeHne BpeMeHn apeHibl No

YMOJITYaHUIO.
Ja
Ja

Het

(config-dhcp-pool)>  lease <lease»

(config-dhcp-pool)> no lease

AprymeHT 3HauyeHue OnuncaHwue

lease Lenoe uucno |Bpems apeHAbl B cekyHaax. MoxeT
NPUHUMATbL 3HaYeHVs B Npejenax ot 1 4o

259200 (3 gHs).
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-dhcp-pool)> lease 259200
Dhcp::Pool: " WEBADMIN": set lease time: 259200 seconds.

(config-dhcp-pool)> no lease
Dhcp::Pool: " WEBADMIN": lease time reset to default (25200 »

seconds) .
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.00 [JobaeneHa komaHza ip dhcp pool lease.

3.33.10 ip dhcp pool next-server

OnucaHwue YkasaTtb agpec TFTP-cepBepa ana DHCP-knveHTa (onums 66).
KomaHga ¢ npedunKcom no yaanset HacTPOnKy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Ethernet

CnHoncumc (config-dhcp-pool)>  next-server «address»

(config-dhcp-pool)> no next-server

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
address IP-agpec Agppec cepsepa TFTP.
Npumep (config-dhcp-pool)> next-server 10.1.1.11

Dhcp::Pool: " WEBADMIN": set next server address: 10.1.1.11.

(config-dhcp-pool)> no next-server
Dhcp::Pool: " WEBADMIN": cleared next server address.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 Job6asneHa komaHga ip dhcp pool next-server.

3.33.11 ip dhcp pool option
OnucaHue 3ajatb gonofiHUTeNbHble napameTpbl agnd DHCP-cepsepa.
KomaHga ¢ npedunkcom no yganseT JOMNONHUTENIbHYI HAaCTPOKY.

Mpe¢ukc no [Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

Ethernet

(config-dhcp-pool)>  option <number; [ type ] «data>

(config-dhcp-pool)> no option <number>

AprymeHTsl

AprymeHT 3HauyeHue OnuncaHwue

number 4 Onuua 4, cepsep BpemeHu. Tun — IP-agpec.

6 Onuua 6, DNS-cepsep. Tun — IP-agpec.

42 Onuwa 42, NTP-cepsep. Tun — IP-agpec.

44 Onuws 44, NetBIOS-cepeep. Tun — IP-agpec.

26 Onuwsa 26, MTU. MoxeT npuHnMaTb
3HayeHWsa B npegenax ot 0 Ao 65535
BK/IHOUNTENBHO.

121 Onuwsa 121, becknaccoBble cTaTnydeckue

MapLupyTbl. Tun —IP-agpec ceT HazHayeHus
1 Macka CeTu HasHa4veHus B Buje 6UTOBOW
ANVHBI NpeduKca (Hanpumep, /24).

249 Onuwua 249, MS mapLpyThl. Tun — IP-agpec
CeTM Ha3HaYeHVsa N Macka ceTn Ha3HayeHus
B BUAe 61TOBOIM AnviHbI npedurkca
(Hanpumep, /24).

type hex LLlecTHagUaTepryHoOe Yncno.
ascii Uncno ASCIL
ip IP-agpec. 3TOT TMN He ncnonb3yeTcs 4NN

onuun 26. He ykasbiBaeTcq B KOMaHJe Kak
KJtoueBoe C/10BO.

data Ctpoka 3HayeHwve onuun.

Mpumep

(config-dhcp-pool)> option 4 192.168.2.1
Dhcp::Pool: " WEBADMIN BRIDGE2": set option 4.

(config-dhcp-pool)> option 60 ascii "MSFT 5.0"
Dhcp::Pool: " WEBADMIN BRIDGE2": set option 60.

(config-dhcp-pool)> option 150 ip 41.57.50.46,42.54.50.46
Dhcp::Pool: " WEBADMIN BRIDGE2": set option 150.

(config-dhcp-pool)> no option 4
Dhcp::Pool: " WEBADMIN BRIDGE2": cleared option 4.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.09 Jlo6aBneHa komaHga ip dhcp pool option.

3.33.12ip dhcp pool range

OnuncaHmne HacTpouTb AnanasoH AHaMNYeCcKX aApecos, BblaBaeMbix DHCP-knveHTam
HekoTopol noaceTu. inanasoH 3a4aeTcs HayanbHbIM N KOHEYHbIM
IP-agpecom, 60 Ha4anbHbLIM agpecoM 1 pasmepoM. CeTeBoli MHTepdelic,
K KOTOPOMY 6yAyT NprIMeHeHbl HaCTPOWKK, BbIOMpaeTcs aBTOMaTUYeCK.
AZpec BbIbpaHHOro MHTepdeica NCnob3yeTcs B KayecTse LUA03a Mo
ymonyaHuto n DNS-cepBepa, eciv He 3aaHbl Apyrve agpeca KoMaHAaMu ip
dhcp pool default-router v ip dhcp pool dns-server.

KomaHaa ¢ npedurkcom no yaanseT gnanasoH.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-dhcp-pool)>  range <begin> (<end> | <sizes)
(config-dhcp-pool)> no range
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
begin IP-agpec HauanbHbI agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size lenoe 4ucno |Pasmep nyna.
NMpumep (config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.
VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa ip dhcp pool range.

3.33.13 ip dhcp pool update-dns

OnucaHue Jlo6aBnsaTb cTatuyeckme 3anmcm B DNS-npokcu npu Bbigave DHCP-agpecos.
B kauecTtBe nMeHn ncnonb3syetcsa MM xocta n3 DHCP-3anpoca. Mo
YMONYaHUIO GYHKLNSA OTKHOUEHa.

KomaHza ¢ npedurkcom no oTkno4aeT GyHKLUIO.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK
MHorokpaTHbIVi BBOj,

CuHoncuc

Mpumep

WcTopus nsmeHeHwnii

Ja

Het

I (config-dhcp-pool)>  update-dns

I (config-dhcp-pool)> no update-dns

(config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.

Bepcus

OnucaHue

2.06

JobaeneHa

komaHga ip dhcp pool update-dns.

3.33.14 ip dhcp pool wpad

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

Hactpoute DHCP onuwuto 252 — npoTtokon WPAD. o ymMoi4aHuio onuus

OTK/1FOYEeHa.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.

Ja
Ja

Het

(config-dhcp-pool)>

(config-dhcp-pool)> no wpad

wpad wpad>

AprymeHT

3HayeHue

OnwucaHune

wpad

CTpoka

URL-agpec npokcu-cepsepa.

(config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.

Bepcusa

OnucaHue

2.05

Jlo6aBneHa komaHga ip dhcp pool wpad.

3.34 ip dhcp relay lan

YKa3zaTb, Ha KakoM ceTeBOM NHTepdeiice peTpaHcnaTop DHCP 6yaeT
06pabaTbiBaTh 3aMNpPOChl KNMEHTOB. MOXHO YKa3aTb HECKONLKO MHTepdericoB

OnucaHwne
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Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

«lan», A5 3TOro HY>XHO BBECTM KOMaHAy HeCko/IbKO pas, yka3as Bce
HeobxoaMble NHTepdencel Mo O4HOMY.

KomaHga ¢ npedurkcom no oTktoyaeT petpaHcnaTop DHCP Ha ykazaHHOM
nHTepderice. Ecam ncnonb3osatb KOMaHAy 6€3 apryMeHTOB, peTpaHCsaTop
DHCP byaeT oTktO4eH Ha BceX MHTepdelicax.

Aa
Ja
Ja
(config)> ip dhcp relay lan <interface

(config)> no ip dhcp relay lan [ interface]

AprymeHT 3HauyeHue OnucaHue

interface UHTepgeric MonHoe nmsa nan nceBgoHNM nHTepdelica
Ethernet, Ha koTopoM peTpaHcnaTop DHCP

6yAET NMPMHUMATL 3anpPoChbl KIMEHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa ip dhep relay lan.

3.35ip dhcp relay server

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncunc

AprymeHThl

YkasaTb IP-agpec cepsepa DHCP, Ha KOTOpPLIA peTpaHciaTop byaeT
nepeHanpaBAATb 3aMpoChkl KAVNEHTOB U3 10KaJIbHOW ceTu.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKY.
Aa

Ja

Het

(config)>  ip dhcp relay server «address;

(config)> no ip dhcp relay server [ address ]

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec IP-agpec cepsepa DHCP.
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Mpumep

WcTopusa nsmeHeHum

(config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa ip dhcp relay server.

3.36 ip dhcp relay wan

OnuncaHwune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YKkasbiBaeT, yepes Kakown ceTeBol nHTepdeiic petpaHcnatop DHCP byaet
06paLLaThCs K BblLLecTosLeMy cepeepy DHCP. B cucteme MoXeT 6bITb TOIbKO
OANH nHTepdelic Takoro TMna. Ecnm TouHbIN agpec cepBepa He yKasaH (CMm.
ip dhcp relay server), 3anpocbl 6yayT nepesaBaTbCs LUVPOKOBELLATEIbHO.
PekomeHayeTcs ykasblBaTb ajpec cepeepa.

KomaHza ¢ npe$urKcom no yaanset HacTpowiky.
Ja

Ja

Het

(config)>  ip dhcp relay wan <interfaces

(config)> no ip dhcp relay wan [ interface]

AprymeHT 3HauyeHue OnuncaHwue

interface UHTeppeic MonHoe nmsa nan nceBgoHNM UHTepderica
Ethernet, Ha KOoTOpbIN ByAyT HaNpaBAATLCA

3anpocsl ot DHCP-knmeHTOB.

(config)> ip dhcp relay wan GigabitEthernetl
using WAN interface GigabitEthernetl.

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa ip dhcp relay wan.

3.37 ip esp alg enable

OnuncaHune

Mpe¢ukc no

Brntoumntb pexum IPSec Passthrough ana TyHHenei IPsec ESP. Mo ymonvaHuio
HaCTpoWKa BbIK/IlOYeHa.

KomaHza ¢ nped1KcomM no oTKIOYaeT HaCTPOWAKY.

Ja

330

CnpaBo4HMK KoMaHa — Giant (KN-2610)



naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

CuiHoncuc I(conﬂg)> ip esp alg enable

I (config)> no ip esp alg enable

Mpumep (config)> ip esp alg enable
Esp::Alg: Enabled.

(config)> no ip esp alg enable
Esp::Alg: Disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.05 JobasneHa komaHgaa ip esp alg enable.

3.38 ip flow-cache timeout active

OnucaHwue YCTaHOBUTb BpeMs XpaHeHNs akTUBHbIX CeCCUii B KeLue. 1o ymonyaHumio
ncnonb3yerca 3HaveHye 10.

KomaHaa ¢ npedrKcom no Bo3BpaLLaeT 3HayeHre Mo YMONYaHWIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> ip flow-cache timeout active <timeout»

(config)> no ip flow-cache timeout active
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

timeout lenoe umucno |3HaveHme TaliM-ayTa B MUHYyTax. MoxeT

NnPUHMMaTb 3HaYeHNA B Npejenax ot 1 go 30.

Mpumep (config)> ip flow-cache timeout active 1

Netflow: :Manager: Active timeout set to "1" min.

(config)> no ip flow-cache timeout active

Netflow: :Manager: Active timeout reset to "10" min.
VICTOleﬂ V|3Me|'|e|'||/||7| Bepcwﬂ Orlv'caHv'e

2.1 Job6asneHa komaHgaa ip flow-cache timeout active.

Giant (KN-2610) — CnpaBOYHNK KOMaHA 331



naBa 3 OnncaHme KoMaHp,

3.39 ip flow-cache timeout inactive

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTL BpeMsi XpaHeHUst HeaKTUBHbIX CeCCUi B KeLle. 10 yMonyaHuto
ncnonb3lyeTca 3HayveHue 20.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHre Mo YMOAYaHUIO.
[Ja

Ja

Het

(config)> ip flow-cache timeout inactive «timeout>

(config)> no ip flow-cache timeout inactive

AprymeHT 3HauyeHue OnuncaHwue

timeout Lenoe 4ucno |3HayeHue TaliM-ayTa B cekyHAax. MoxeT
NPVHMMaTb 3HAaYeHWs B Npejenax ot 1 4o
600.

(config)> ip flow-cache timeout inactive 1
Netflow: :Manager: Inactive timeout set to "1" s.

(config)> no ip flow-cache timeout inactive
Netflow: :Manager: Inactive timeout reset to "20" s.

Bepcus OnucaHve

2.1 JobasneHa komaHaa ip flow-cache timeout inactive.

3.40 ip flow-export destination

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

3asatb NnapameTpsbl Konnektopa NetFlow.

KomaHga c npedunkcom no yganseTt napameTpbl.

Ja

[Ja

Het

I (config)> ip flow-export destination address port»

I (config)> no ip flow-export destination
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec coopLumKa JaHHBIX.
port lenoe 4ucno |Homep nopta UDP konnektopa. Moxet

npuHMMaTh 3HayeHnsa 2055, 2056, 4432, 4739,
9025, 9026, 9995, 9996, 6343.

Mpumep (config)> ip flow-export destination 192.168.101.31 4739
Netflow: :Manager: Export destination is set to »
192.168.101.31:4739.

(config)> no ip flow-export destination
Netflow: :Manager: Export destination is unset.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.1 JobasneHa komaHgaa ip flow-export destination.

3.41 ip flow-export version

OnucaHue YkazaTtb Bepcuto konnektopa NetFlow. Mo yMOAYaHMIO UCMO/b3yeTcs
3HayeHwue 5.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHne No yMOAYaHUIo.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)> ip flow-export version «wversion

(config)> no ip flow-export version

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

version Ctpoka Bepcus npoTokona.

Mpumep (config)> ip flow-export version 9
Netflow: :Manager: Set export protocol version to 9.

(config)> no ip flow-export version
Netflow: :Manager: Reset export version to 5.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

3.05 JobasneHa komaHgaa ip flow-export version.
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3.42ip ftp

OonuncaHmne Fpynna KoMaHA AN HacTpolikm gocTtyna K ftp.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica IP

BxoxaeHue B rpynny (config-ftp)

CuHoncuc I (config)>  ip ftp

anMep (Config)> lp ftp
(config-ftp)>

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.08 Job6asneHa KomaHaa ip ftp.

3.42.1 ip ftp client-charset

OnucaHwue YCTaHOBUTbL KOAMPOBKY MO yMo4aHuio Ans FTP-cepsepa. 1o ymonyaHuto

ncnonb3yerca kogmuposka UTF-8.

KomaHza ¢ nped1Kcom no Bo3BpaLLaeT KOAUPOBKY MO YMONYaHKIO.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
CnHoncuc (config-ftp)>  client-charset «charset>
(config-ftp)> no client-charset
AprymeHTbI AprymeHT 3HaueHue OnucaHue
charset utf-8 Tnn KoANPOBKMN.
utf-16
utf-16le
utf-16be
utf-32
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AprymeHT

3HauyeHue

OnucaHwue

utf-321le

utf-32be

1s0-8859-1

150-8859-2

150-8859-3

150-8859-4

15s0-8859-5

150-8859-6

150-8859-7

150-8859-8

1s0-8859-9

is0-8859-10

is0-8859-11

150-8859-12

150-8859-13

is0-8859-14

is0-8859-15

is0-8859-16

cp-037

cp-424

cp-437

cp-500

cp-737

cp-775

cp-850

cp-852

cp-852

cp-855

cp-856

cp-857

cp-860

cp-861

cp-862

cp-863

cp-864
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AprymeHT

3HauyeHue

OnucaHwue

cp-865

cp-866

cp-869

cp-874

cp-1026

cp-1250

cp-1251

cp-1252

cp-1253

cp-1254

cp-1255

cp-1256

cp-1257

cp-1258

koi8-r

koi8-u

kz-1048

nextstep

mac-celtic

mac-centeuro

mac-croatian

mac-cyrillic

mac-gaelic

mac-greek

mac-icelandic

mac-inuit

mac-roman

mac-romanian

mac-turkish

mac-ukrainian

Mpumep

(config-ftp)> client-charset utf-16
Ftp::Server: Set client charset to "utf-16".

(config-ftp)> no client-charset

Ftp::Server: Reset client charset to default.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 Jlo6aBneHa komaHga ip ftp client-charset.

3.42.2 ip ftp lockout-policy

OnuncaHmne 3aAaTb NapameTpbl OTCNEXMBAHWSA NOMbITOK BTOPXEHUS NyTéM nepebopa
naponeii FTP-cepeepa Ansa ny6nnyHbIX HTepdeiicoB. o ymonyaHuto
dyHKUMA BKAOYeHa. Ecam B kauecTBe apryMeHTa ncnosb3yercs 0, Bce

napamMeTpbl OTCEXMBaHNA Nepebopa 6yayT COPOLLEHbI B 3HAUEHWsI MO
YyMONIYaHWUIO.

KomaHaa ¢ npedpurkcom no oTkntoyaeT obHapyeHme nogbopa.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica IP

CuHoncuc (config-ftp)>  lockout-policy <threshold [«durations

[cobservation-windows]]

(config-ftp)> no lockout-policy

AprymeHTbI AprymeHT 3HauveHue OonucaHue

threshold Lenoe 4ucno |Konnyectso HeyfauyHbIX NOMbITOK
BX0Ja B cucteMy. [1o yMo4aHuio
yCTaHOB/IEHO 3HaueHne 5. MoxeTt
NPUHNMAaTb 3HaYeHWs B Npejenax ot
3 40 20.

duration Lenoe 4ucno |MpogonxkmnTenbsHOCTb 3anpeTa
aBTopu3aLunmn ANA yKasaHHOro
IP-agpeca B MUHYyTax. 1o ymonyaHuio
yCTaHOB/IEHO 3HaueHue 15. MoxeTt
NnpuHMMaTh 3Ha4YeHus B npejenax ot
1 p0 60.

observation-window |Jesoe uwucno |MpoAOAXNTENBbHOCTb HabaAeHNs
3a NoA03pUTENbHON aKTUBHOCTBIO B
MUHyTax. 1o ymonyaHuo
yCTaHOB/IEHO 3Ha4veHve 3. MoxeT
MPUHMMAaTL 3HaYeHU B Npeaenax ot
140 10.

Mpumep (config-ftp)> lockout-policy 10 30 2
Ftp::Server: Bruteforce detection is enabled.
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(config-ftp)> no lockout-policy
Ftp::Server: Bruteforce detection is disabled.

(config-ftp)> lockout-policy 0
Ftp::Server: Bruteforce detection reset to default.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 Jo6aBneHa komaHga ip ftp lockout-policy.

3.42.3 ip ftp permissive

OnuncaHmne PaspewwnTb gocTyn K cepepy FTP Ansi Bcex Nonb3oBaTesein 6e3 aBTopmsaLmn.
KomaHga ¢ npedrkcom no 3anpeLaeT Takowm AoCTyn.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica IP

CuHoncunc I (config-ftp)>  permissive

I (config-ftp)> no permissive

Mpumep (config-ftp)> permissive

(config-ftp)> no permissive

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 JlobasneHa komaHaa ip ftp permissive.

3.42.4 ip ftp security-level

OnucaHwue YcTaHOBUTb YpoBeHb 6e3onacHocTy FTP. Mo yMOon4YaHWto yCTaHOB/EHO
3Ha4yeHue private.

MNpedukc no Het
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc I(config-ftp)> security-level (public | private | protected)
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AprymeHTbI AprymeHT |3HaueHme |OnucaHue
public Kniwyesoe Joctyn k FTP-cepBepy pa3speLueH ans public,
C/10B0 private 1 protected nHTepdeiicos.
private Knwyesoe Joctyn Kk FTP-cepBepy pa3speLueH aa4 private
CJ/I0BO I/IHTepq)eI‘/JICOB.
protected Knoyesoe JocTyn k FTP-cepBepy pa3pelueH ans private
C/10B0 n protected nHTepdelicos.
Npumep (config-ftp)> security-level protected

Ftp::Manager: Security level changed to protected.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.08 Jlo6aBneHa komaHga ip ftp security-level.

3.43 ip host

OnucaHue Jo6aBuTb JOMeHHOe nMsa 1 agpec B Tabanuy DNS.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)>  ip host «domains <address>
(config)> no ip host [ <domains <address> ]
AprymeHTbI AprymMeHT |3HaueHme |OnucaHune
domain Crtpoka JlomeHHOoe nmMs xocTa.
address IP-agpec IP-agpec xocTa.
Mpumep (config)> ip host zydata.local 192.168.1.22
Dns::Manager: Added static record for "zydata.local", address »
192.168.1.22.
(config)> no ip host zydata.local 192.168.1.22
Dns: :Manager: Record "zydata.local", address 192.168.1.22 deleted.
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 [Jlo6baBneHa komaHga ip host.
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3.44 ip hotspot

OnucaHwue

Mpe¢ukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica
Bxo>xaeHue B rpynny

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

JocTtyn K rpynne KoMaHA Ans HacTporikn YnpasneHus JomaluHeli CeTbho.
Het

Het

Het

IP

(config-hotspot)
I(config)> ip hotspot

(config)> ip hotspot
(config-hotspot)>

Bepcus OnucaHue

2.06 Job6asneHa komaHgaa ip hotspot.

3.44.1 ip hotspot auto-scan interface

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

BikntounTtb poHOBOE CKaHMpPOBaHMe Ha 3ajaHHOM nHTepdelice. Mo
YMOYaHMIO BK/HOYEHO.

KomaHga ¢ npedrKcoM no oTK/t0HaeT HacTPOWKY.
Ja
Ja
Ja
IP

(config-hotspot)>  auto-scan interface <interface

(config-hotspot)> no auto-scan interface <interface

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgenc MonHoe nma nHTepderica A NCeBLOHUM.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster@/AccessPointl" is unchanged.
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WcTopusa nsmeHeHum

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

Bepcus OnucaHue

2.08 Job6asneHa komaHgaa ip hotspot auto-scan interface.

3.44.2 ip hotspot auto-scan interval

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3afaTb HTEepBa NPOBEPKM XOCTOB, HAXOAALLIMXCS OHAAWH. [0 yMOAYaH1Io
ncnonb3yeTtca 3HayeHue 30.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne No YMOAYaHUIo.
Ja

Ja

Het

IP

(config-hotspot)>  auto-scan interval <interval>

(config-hotspot)> no auto-scan interval

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uncno |VIHTepBan CKaHWPOBAHUS B CEKYHAAX.

(config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »
10 s.

(config-hotspot)> no auto-scan interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »
default.

Bepcus OnucaHve

2.08 [Jlo6aBneHa komaHga ip hotspot auto-scan interval.

3.44.3 ip hotspot auto-scan passive

OnucaHwne

3afaTb CKOPOCTb MACCMBHOIO CKAHNUPOBaHMSA B XOCTax B cekyHay. Mo
YMONYaHMIO NCMOb3yeTCs 3HaYeHue 3.

KomaHga ¢ npedrkcoM no BO3BpALLAET 3HAYEHME MO YMONYAHNIO.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CuHoncnc (config-hotspot)>  auto-scan passive <rate> hps

(config-hotspot)> no auto-scan passive

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
rate lenoe 4ucno |CKOPOCTb NacCMBHOIO CKaHMPOBaHUA.
NMpumep (config-hotspot)> auto-scan passive 5 hps

Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.

(config-hotspot)> no auto-scan passive
Hotspot::Discovery: :Manager: Auto-scan rate reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JlobasneHa komaHaa ip hotspot auto-scan passive.

3.44.4 ip hotspot auto-scan timeout

OnucaHue YcTaHoBUTb 0P PaaiHOBbIN TaliM-ayT A4/19 XOCTOB. [ocnie ykazaHHOro BpeMeHun
OTCYTCTBYIOLLMIA XOCT YAANSAETCH 13 CNMCKa OBHapY>KeHHbBIX XOCTOB XOT-CMoTa.
Mo ymonuaHuio ncnonb3yercs 3HaveHve 35.

KomaHga ¢ npedrkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIo.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config-hotspot)>  auto-scan timeout <timeout>»

(config-hotspot)> no auto-scan timeout

AprymeHTbI AprymeHT  |3HaueHue |OnucaHune

timeout Lenoe umncno |OdPnaiHOBbIN TalriM-ayT B CeKyHAaX.
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Mpumep

UcTopuns nameHeHuii

(config-hotspot)> auto-scan timeout 31
Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> no auto-scan timeout
Hotspot::Discovery: :Manager: Auto-scan host offline timeout reset »
to default.

Bepcus OnucaHve
2.08 [JobaeneHa komaHza ip hotspot auto-scan timeout.

3.44.5 ip hotspot default-policy

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

OnpegennTb NOAUTUKY YNipasnieHusa JomMalwlHen CeTbio A8 BCex
NHTepdelricoB N Ha3Ha4YUTb Npodunb goctyna B IHTepHeT. MoanTurka
NpUMeHseTcs KO BceM MHTepdeiicaM, He MMeroLLIM CO6CTBEHHOTO NMpaswua
aoctyna, ip hotspot policy.

MoAnTMKa No ymon4vaHuto: permit.

KomaHAa ¢ npepunKcom no ycTaHaBNMBaEeT 3HayYeHne NOANTUKN Mo
YMONYaHUIO.

Ja
Ja
Ja
IP
(config-hotspot)>  default-policy (<access» | policy»)

(config-hotspot)> no default-policy

AprymeHT 3HauyeHue OnucaHue

access permit PaspelwnTb goctyn K ceTni IHTepHer.
deny 3anpeTnTb JoCTyn K ceTn IHTepHeT.

policy Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.

(config-hotspot)> default-policy permit
FHotspot: :Manager: Default policy "permit" applied.

(config-hotspot)> default-policy deny
Hotspot::Manager: Default policy "deny" applied.

(config-hotspot)> default-policy Policy®
Hotspot::Manager: Default policy "Policy0" applied.
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(config-hotspot)> no default-policy
Hotspot::Manager: Default policy cleared.

WcTopusa nsmeHeHum Bepcus onuvcaHve
2.09 Job6asneHa komaHgaa ip hotspot default-policy.
212 [JlobaeneH aprymeHT policy.

3.44.6 ip hotspot host

OnucaHune HactpouTb npasBuaa goctyna nam 61oKMpoBKn AN onpeaeneHHbIX KINEeHTOB
Ynpaenenus lomawHein CeTbto. laHHbIE NpaBuaa MMerT 6oJiee BbICOKUNA
npryopuTeT, YeM HaCTpOliKa NOANTUKK (CM. KoMaHay ip hotspot policy).

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBOg, [a
Tun uHTepderica IP

CnHoncuc (config-hotspot)>  host wmac» (<access» | schedule <schedules | policy

policys)

(config-hotspot)> no host mac> (access> | schedule | policy)

AprymeHT AprymeHT 3HauyeHune OnuncaHune

mac MAC-apgpec MAC-agpec xocTa. XoCT JO/KEH bbITb
3aperncTpuvpoBaH 3apaHee ¢
rnomMouybio komaHasl known host.

access permit PaspewwnTb goctyn K ceTvi VIHTepHer.
deny 3anpeTuTb JOCTyn K ceTu VIHTepHeT.
schedule Pacnucanmne Ha3BaHue pacnucaHus, CO34aHHOro
Mpvi NOMOLLW FPyrnbl KOMaHA
schedule.
policy Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.
Npumep (config)> known host MYTEST 54:e4:3a:8a:f3:a7

Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule "permit" applied to host »
"54:e4:3a:8a:f3:a7".
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UcTopuns nameHeHuii

(config-hotspot)> host 54:e4:3a:8a:f3:a7 deny
Hotspot: :Manager: Rule "deny" applied to host "54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 schedule MYSCHEDULE
Hotspot::Manager: Schedule "MYSCHEDULE" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 schedule
Hotspot::Manager: Host "54:e4:3a:8a:f3:a7" schedule disabled.

(config-hotspot)> host 54:e4:3a:8a:f3:a7 policy Policy®
Hotspot::Manager: Policy "Policy@" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 policy
Hotspot::Manager: Policy removed from host "54:e4:3a:8a:f3:a7".

Bepcus OnucaHve
2.06 [JobaeneHa komaHza ip hotspot host.
2.12 [JlobaBneHbl aprymeHThl permit, deny, schedule, policy.

3.44.7 ip hotspot host priority

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

HasHaunTb onpegeneHHbI NpropuTeT BceMy Tpadurky, HanpaBAeHHOMY K
3aperncTpMpoBaHHOMY XOCTY. Perncrpaumsa Xxocta BbINOAHSAETCA 3apaHee
npu noMoLm komaHasl known host.

KomaHga ¢ npedpurKcom no yaanset npropuTerT.
Ja

Ja

Het

IP

(config-hotspot)>  host wmac> priority priority;

(config-hotspot)> no host mac» priority

AprymeHT 3HayeHue OnucaHue
mac MAC-agpec MAC-agpec xocTa.
priority 1 HauBsbicLunii.

2 Kputnueckni.

3 Bbicoknia.

4 MoBbILLEHHBbINA.

5 CpegHuia.
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AprymeHT 3HauyeHue OnuncaHwue

6 HopManbHbI (MO YMOAYaHNIO).
7 Hunskum.
NMpumep (config-hotspot)> host 04:d2:cl:14:bc:59 priority 7

Hotspot::Manager: Applied priority "7" to host »
"04:d2:cl:14:bc:59".

(config-hotspot)> no host 04:d2:cl:14:bc:59 priority
Hotspot::Manager: Removed priority from host "04:d2:cl:14:bc:59".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.08 JobasneHa komaHaa ip hotspot host priority.

3.44.8 ip hotspot policy

OnucaHue OnpegennTb NOAUTUKY YnipaBneHus JomalHel CeTbto A4/18 BbIGpaHHOroO
nHTepderica. NMoanTnka NPpUMeEHSETCH KO BCEM XOCTaM, He VIMeIOLLMM
cobcTBeHHOro npaewaa goctyna ip hotspot host.

MonnTtmka no ymonuyaHuo: permit.

KomaHga ¢ ﬂpeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHne NoJINTUKU No
yMO/14aHWHO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHtepdeiica IP

CuHoncuc (config-hotspot)>  policy <interfaces (<accesss | policys)

(config-hotspot)> no policy <interfaces

AprymeHTbI AprymeHT 3HaueHue OonucaHue
interface UHTepeiic MNMonHoe nms Ethernet nHtepdeiica
WA NCEBAOHUM.
access permit PaspewwnTb goctyn K ceTvi VIHTepHer.
deny 3anpeTnTb JoCTyn K ceTn NIHTepHeT.
policy Mpoguns poctyna|Ha3BaHme npodunda gocryna.
NMpumep (config-hotspot)> policy Home permit

Hotspot::Manager: Policy "permit" applied to interface "Home".
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(config-hotspot)> policy Home deny
Hotspot::Manager: Policy "deny" applied to interface "Home".

(config-hotspot)> policy Home Policy®
Hotspot::Manager: Policy "Policy@" applied to interface "Home".

(config-hotspot)> no policy Home
Hotspot::Manager: Interface "Home" policy cleared.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.06 JobasneHa komaHAa ip hotspot policy.
2.12 Job6asneH aprymeHT policy.

3.44.9 ip hotspot priority

OnucaHwue Ha3HauunTb onpeaeneHHbI npropuTeT BceMy TpadurKy, HanpasBaeHHOMY K
nHTepoecy.

KomaHga c npedurkcom no yganseTt npuopuTerT.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHtepdeiica IP

Cunoncnc (config-hotspot)>  priority <interfaces priority

(config-hotspot)> no priority <interface»

AprymeHTbI AprymMeHT |3HaueHme |OnucaHune
interface UHTeppenc MonHoe nma nHTepderica nam NCeBLOHUM.
priority 1 HaunBbICLLNIA.
2 Kputnuecknii.
3 Bbicokmia.
4 MoBbILLIEHHbIN.
5 CpegHuin.
6 HopmankHbI (N0 yMON4aHuIo).
7 Hu3kuia.
Mpumep (config-hotspot)> priority Home 7

Hotspot::Manager: Applied priority "7" to interface "Home".
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(config-hotspot)> no priority Home
Hotspot::Manager: Removed priority from interface "Home".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.08 Job6asneHa komaHgaa ip hotspot priority.

3.44.10 ip hotspot wake

OnucaHwne OTtnpaButb Wake-on-LAN nakeT Ha private n protected nHtepdericbl xocTa.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CnHoncuc (config-hotspot)>  wake mac»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-agpec MAC-aapec xocrTa.
NMpumep (config-hotspot)> wake a8:1e:84:11:f1:22

Hotspot::Manager: WoL sent to host: a8:1e:84:11:f1:22.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobasneHa komaHaa ip hotspot wake.

3.45 ip http lockout-policy

OnucaHune 3ajaTb NapamMeTpbl OTCAEXVBAHWA NOMbITOK BTOPXeHWs NyTéM nepebopa
naponeit HTTP ansa ny6anyHbix nHTepdericos. Mo ymondaHuio GyHKUmMs
BKJIlOYeHa. Ecnuv B kayecTBe aprymeHTa Ucnosb3yeTcs 0, Bce napamMeTpsl

oTCNeXmBaHWs nepebopa byayT cOpOLLEeHbI B 3HaYEHKS MO YMOYAHMIO.
KomaHga ¢ npedurkcom no oTkaoYaeT obHapyXeHne nog6opa.
MNpedukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config)>  ip http lockout-policy «thresholds [«durations
[cobservation-windows]]

(config)> no ip http lockout-policy

AprymeHT 3HayeHue |OnucaHwue

threshold Uenoe 4ucno|Konnyectso HeyAauHbIX MOMbITOK BXOAA
B cucTemy. [10 yMONYaHUIO YCTaHOBNEHO
3HayeHune 5. MoxeT NnpuHMMaTb

3HayeHWsa B npegenax ot 4 Ao 20.

duration lenoe umncno|MpoAo/IKNTENIBHOCTL 3anpeTta
aBTOpM3aUMK Ansa ykasaHHoro IP-agpeca
B MUHYyTax. [10 yMon4aHmio yCTaHOB/IEHO
3HayveHue 15. MoxeT nprHUMaTh

3HayeHusa B npegenax ot 1 4o 60.

observation-window|ljenoe 4ucso|MpofOMKNTENEHOCTL HAabNoAeHNS 3a
NoA03PUTENBHOM aKTUBHOCTBIO B
MUHYyTax. 1o yMon4YaHWIO yCTaHOBNEHO
3HayveHue 3. MoxeT NpuHMMaTb

3HayeHusa B npegenax ot 1 o 10.

(config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is enabled.

(config)> no ip http lockout-policy
Http::Manager: Bruteforce detection is disabled.

(config)> ip http lockout-policy 0
Http::Manager: Bruteforce detection reset to default.

Bepcus OnucaHue

2.08 Job6asneHa komaHgaa ip http lockout-policy.

3.46 ip http log access

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoViKkun

BrnrounTb pexxrm 0Tnaaku Ha Beb-cepaepe (nginx). Mo ymonyaHmo GyHKLMA
OTKJIH0UEHa.

KomaHgaa ¢ npedrKcoOM no oTKAKOHaeT OTAAL0UHbIA PEXUM.
Ja
Ja

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica

IP
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.47 ip http log auth

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepderica

CvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

I(conﬂgﬁ> ip http log access

I (config)> no ip http log access

(config)> ip http log access

Http::Manager: Enabled access logging.

(config)> no ip http log access

Http::Manager: Disabled access logging.

Bepcusa

OnucaHune

3.00

JobasneHa komaHga ip http log access.

Bknrountb iormpoBaHme NonbITOK Heyp,auHoM aBTopuM3aunn B CNCTEME. Mo

YMONIYaHWNIO GYHKLNS OTK/IOYEHA.

KomMaHgaa ¢ npedrKcom no OTK/IYaEeT TOFMPOBaHME.

Ja
Ja
HeT

IP

I(conﬁgp> ip http log auth

I (config)> no ip http log auth

(config)> ip http log auth

Http::Manager: Auth logging enabled.

(config)> no ip http log auth

Http::Manager: Auth logging disabled.

Bepcusa

OnucaHune

2.08

JlobasneHa komaHaa ip http log auth

3.48 ip http log webdav

OnucaHune

BkarounTb norvpoBaHme NonbITOK HEYyAaYHOro NOAKAYEHWS K cepBepy
WebDAV. Mo ymonuaHuio GyHKLUUA OTKAOYEeHa.

KomaHza ¢ npedrKcoM no oTKIYaeT N0rMpoBaHue.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CuHoncuc I (config)> ip http log webdav

I (config)> no ip http log webdav

Mpumep (config)> ip http log webdav
WebDav: :Server: Enabled request tracing.

(config)> no ip http log webdav
WebDav: :Server: Disabled request tracing.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.04 Jlo6aBneHa komaHgaa ip http log webdav.

3.49 ip http port

OnucaHue HasHaunTtb HTTP nopT ana Beb-uHTepderica Giant. Mo ymonyaHuto

ncnonb3yeTcsa nopt 80.

KomaHga ¢ npedurkcom no yctaHaBAMBaET MNOPT MO YMOJTUAHUIO.

MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIA BBOA, Het
Tun nHTepdeiica IP

CuiHoncuc (config)>  ip http port «port>

(config)> no ip http port

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
port lenoe umucno |Hosbli nopT HTTP.
Mpumep (config)> ip http port 8080

Http::Manager: Port changed to 8080.

(config)> no ip http port

Http::Manager: Port reset to 80.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHza ip http port.

3.50 ip http proxy

OnucaHwue JocTtyn K rpynne KomaHa ans HacTpoiiku HTTP-npokcn. Ecan npokcn He
HalJeH, KOMaH/a MblTaeTcs ero co3gaTb.

KomaHga c npedunkcom no yganseT NpoKcu.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-http-proxy)

CuHoncuc (config)>  ip http proxy name>
(config)> no ip http proxy name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka Vma HTTP npokcw.
Mpumep (config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.08 Job6asneHa komaHgaa ip http proxy.

3.50.1 ip http proxy auth

OnucaHwue Brnrountb asTopusaumto ansa HTTP-npokcn. o ymonyaHuio napamMmeTp
OTKJIHOUEH.

KomaHgaa ¢ npedurkcom no oTkaro4aeT aBTopmsaunto ana HTTP-npokcu.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I(config-http-proxy)> auth

I (config-http-proxy)> no auth

(config-http-proxy)> auth
Http::Manager: Proxy password auth is enabled.

(config-http-proxy)> no auth
Http::Manager: Proxy password auth is disabled.

Bepcus OnucaHve

2.10 JobasneHa komaHga ip http proxy auth.

3.50.2 ip http proxy domain

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

NcTopus nsmeHeHum

YcTaHOBUTL fJOMEHHOE M4, onpegenatowee FQDN BUPTyanbHOro XocTa.

KomaHgaa ¢ npedprKcoM no yaanset HacTPOKY.
Ja

Ja

Het

IP

(config-http-proxy)>  domain static «domain»

(config-http-proxy)> no domain

AprymeHT 3HauyeHue OnuncaHwue

domain Ctpoka JomeHHoe nm4.

(config-http-proxy)> domain static example.net

Http::Manager: Configured base domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

Bepcus OnucaHue

2.08 Job6asneHa komaHaa ip http proxy domain.
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3.50.3 ip http proxy domain ndns

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

3.50.4 ip http proxy force-host

OnucaHwune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Vicnonb3oBaTb foMeHHOe nM4, nonyyeHHoe ot cepsrica NDNS. Echv gaHHas
onumsa BKIOYEHa, HacTpoiika ip http proxy domain cTupaeTcs.

KomaHza c npedurKcom no yaansieT HacTpoiiKy.

Ja
Ja
Het

IP

I(config-http—proxy)> domain ndns

I (config-http-proxy)> no domain ndns

(config-http-proxy)> domain ndns
Http::Manager: Configured ndns domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

Bepcus

OnucaHue

2.08

Jlo6aBneHa komaHga ip http proxy domain ndns.

Bknrountb nepeonpeaeneHme 3arosioBka Host ansa upstream.

KomaHga ¢ npedurkcom no oTKIoYaeT HaCTPOKY.

Ja
Ja
Het

IP

(config-http-proxy)>

force-host «force-host»

(config-http-proxy)> no force-host

AprymeHT

3HayeHue

OonvcaHune

force-host

CTpoka

IP-agpec nnn gomeHHoe nvs.
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Mpumep

UcTopusa nsmeHeHwnii

(config-http-proxy)>
Http::Proxy:
"192.168.8.1".

(config-http-proxy)>
Http::Proxy:

(config-http-proxy)>

"modem" :

"modem" :
"modem. keenetic.pro".

force-host 192.168.8.1
enabled Host header enforcing to »

force-host modem.keenetic.pro
enabled Host header enforcing to »

no force-host

Http::Proxy: "modem": disabled Host header enforcing.
Bepcus OnucaHue
3.06 JobasneHa komaHaa ip http proxy force-host.

3.50.5 ip http proxy preserve-host

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

YCTaHOBUTb napamMeTp 4143 COXpaHeEHUA NCXOAHOI0 3arosioBka rnpu

NPOKCVMPOBaAHNM

KomaHga ¢ npedprKCcoM No OTK/HOUaEeT HAaCTPOWKY.

Aa
Ja
HeTt

IP

I(conﬁg-hup-proxyy> preserve-host

I (config-http-proxy)> no preserve-host

(config-http-proxy)>
Http::Manager: Proxy

(config-http-proxy)>
Http::Manager: Proxy

preserve-host
HTTP Host header preservation is enabled.

no preserve-host
HTTP Host header preservation is disabled.

Bepcusa

OnucaHue

2.13

JobasneHa komaHaa ip http proxy preserve-host.

3.50.6 ip http proxy security-level

OnuncaHwmne

YcTaHoBUTL ypoBeHb 6e3onacHocTy Ang HTTP-npokcwn. Mo ymonvaHuio
yCTaHOB/IEHO 3HayveHne private.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CnHoncuc (config-http-proxy)>  security-level (public | private)

(config-http-proxy)> no security-level

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
public Knwouesoe Aoctyn Kk HTTP-npokcm pa3spetueH and public,
C/10B0 private n protected nHtepdericos.
private Krouesoe Joctyn K HTTP-npokcu paspeLueH To/IbKO ANd
C/10B0 private nHTepdelicos.
Mpumep (config-http-proxy)> security-level public

Http::Proxy: "testl": set public security level.

(config-http-proxy)> no security-level
Http::Proxy: "testl": unset public security level.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.05 JlobaBneHa komaHAa ip http proxy security-level.

3.50.7 ip http proxy ssl redirect

OnucaHwue BrkntounTb aBTOMaTM4Yeckoe nepeHanpas/eHme Ha JOMeHbl C cepTUdrKaTom
SSL ansa cny>x6bl HTTP-npokcu. Mo ymMonyaHuio nepeHanpasneHmne BKIlOYEHO.

KomaHga ¢ npedurkcom no oTKA0YaeT nepeHanpaeneHue.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncnc I(config-http-proxy)> ssl redirect

I (config-http-proxy)> no ssl redirect

MNpumep (config)> ip http ssl redirect
Http::Proxy: "mytest": enabled SSL redirect.
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(config)> no ip http ssl redirect
Http::Proxy: "mytest": disabled SSL redirect.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

4.00 Job6asneHa komaHgaa ip http proxy ssl redirect.

3.50.8 ip http proxy upstream

OnucaHwne YcraHoBuUTb agpec HTTP nan HTTPS cepBepa, Ha KOTOpbI 6yayT
nepeHanpaBATbLCA 3aNpockl.

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica IP
CuHoncuc (config-http-proxy)> upstream(http | https)(wmac> | <ip> | «fqdns) [«ports]
(config-http-proxy)> no upstream
AprymeHTbl AprymeHT |3HauyeHue OonucaHune
http Knouesoe cnoso |HTTP cepsep.
https Kmw4esoe cnoso |HTTPS cepsep.
mac MAC-agnpec MAC-agpec cepBepa.
ip IP-agpec IP-agpec cepBepa.
fqdn FQDN MonHoe somMeHHOEe NMs cepBepa.
port UYenoe uucno Homep nopra.
Npumep (config-http-proxy)> upstream http 192.168.1.1 8080

Http::Manager: Proxy "TEST" upstream was set.

(config-http-proxy)> upstream https google.com 443
Http::Proxy: "modem": set https upstream google.com, port 443.

(config-http-proxy)> no upstream
Http::Manager: Remove upstream info for proxy "test".

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.08 JobasneHa KkomaHaa ip http proxy upstream.
3.05 JobaBneHo ko4yeBoe C1oBO https.

Giant (KN-2610) — CnpaBOYHNK KOMaHA 357



naBa 3 OnncaHme KoMaHp,

3.50.9 ip http proxy x-real-ip

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb noaaepxky 3aronoskos X-Real-IP and X-Forwarded-For ana HTTP
npokcu.

KomaHga ¢ npedrKCOM Nno OTKAKOHAaEeT 3arooBKuN.
Ja

Ja

Het

IP

I (config-http-proxy)>  x-real-ip

I (config-http-proxy)> no x-real-ip

(config-http-proxy)> x-real-ip
Http::Proxy: "testl": enabled X-Real-IP and X-Forwarded-For »
headers.

(config-http-proxy)> no x-real-ip
Http::Proxy: "testl": disabled X-Real-IP and X-Forwarded-For »
headers.

Bepcus OnucaHve

3.05 [Jlo6aBneHa komaHga ip http proxy x-real-ip.

3.51 ip http security-level

OnucaHwne

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

YCTaHOBUTb YpOBEHb 6€30MacHOCTL A1 YAAIEHHOIO A0CTyra K Be6
nHTepoelicy Keenetic. Mo yMonyaHMIO yCTaHOB/IEHO 3HaUeHe private.

Het

Ja
Het

IP

(config)> iphttpsecurity-level (public[ssl] | private | protected)

AprymeHT (3HauyeHue OnucaHwue

public Knwyesoe cnoso|[locTyn Kk Be6 nHTepdeiicy paspeLueH aAns
public, private n protected nHTepdeiicos no
HTTP n HTTPS.
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AprymeHT |(3HayeHue OnucaHwue

private Knwyesoe cnoso|[locTyn Kk Be6 nHTepdeiicy paspeLleH Ans
private nHTepdericos.

protected |Kmwoyesoe croso|[ocTyn K Beb6 MHTepdency paspeLueH A5
private n protected nHtepdelicos.

ssl Kno4yesoe cnoso|ocTyn Kk Be6 nHTepdeiicy paspeLleH ans
public nHTepdelicoB Tonbko yepes HTTPS.

Npumep (config)> ip http security-level protected
Http::Manager: Security level changed to protected.

(config)> ip http security-level public ssl
Http::Manager: Security level set to public SSL.

WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.08 JobasneHa komaHgaa ip http security-level.
3.00 Jlo6aBneH napametp ssl.

3.52 ip http ssl acme ecdsa

OnucaHwue BkntounTb noagepxky ceptudumkaToB Ha ocHoBe kpunTtorpadum ECDSA.
KomaHga c npedurkcom no oTkaYaeT 3Ty QYHKLMIO.

MNpedukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config)> ip http ssl acme ecdsa

I (config)> no ip http ssl acme ecdsa

Mpumep (config)> ip http ssl acme ecdsa
Acme: :Client: Enabled ECDSA chain.

(config)> no ip http ssl acme ecdsa
Acme::Client: Disabled ECDSA chain.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onucaHvie

3.09 Jlo6aBneHa komaHga ip http ssl acme ecdsa.
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3.53 ip http ssl acme get

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Co3gatb 1 nognucaTb cepTudmkat SSL Ana ykazaHHOro AOMEHHOro MMeHu
(no ymonyaHuto, KeenDNS). [lna Hero AosxeH 6blTb NpefocTaBAeH AOCTYN
13 NHTepHeTa.

Het
Het

Het

(config)> ip http ssl acme get [ <domains ]

Argument 3HauyeHue OnuncaHwue

domain Ctpoka JomeHHoe nms KeenDNS.

(config)> ip http ssl acme get mytest.keenetic.pro
Acme::Client: Obtaining certificate for domain »
"mytest.keenetic.pro" is started.

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga ip http ssl acme get.

3.54 ip http ssl acme revoke

OnucaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

OTMeHUTb 1 yaanuTb SSL-cepTndmrkat Ana ykasaHHOro AOMeHHOro UMeH
(KeenDNS, no ymon4aHwuio).

Het
Het

Het

(config)> ip http ssl acme revoke «domain

AprymeHT 3HauyeHue OnucaHwue

domain CTpoka JomeHHoe nms KeenDNS.

(config)> ip http ssl acme revoke mytest.keenetic.pro
Acme::Client: Revoking certificate for domain »
"mytest.keenetic.pro" is started.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.11

[JobaeneHa komaHza ip http ssl acme revoke.

3.55 ip http ssl acme list

OnucaHune
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIia BBog, Het

Moka3aTb CnMCcoK 6ecnnaTHbIX cepTndurKaToB Let s Encrypt B cucteme.

CuHoncuc I(conﬂgp» ip http ssl acme list
Mpumep (config)> ip http ssl acme list
certificate:
domain: cc6b5a71a7644903b51a5454.keenetic.io
should-be-renewed: no
is-expired: no
issue-time: 2018-06-20T09:16:30.000Z

expiration-time:

certificate:

domain:
should-be-renewed:
is-expired:
issue-time:
expiration-time:

2018-09-17T09:16:30.000Z

mytest.keenetic.pro

no

no
2018-06-28T16:36:56.000Z
2018-09-25T16:36:56.000Z

WcTopus nameHeHni |Bepcus

OnucaHue

2.1

[Jlo6aBneHa komaHga ip http ssl acme list.

3.56 ip http ssl enable

OnucaHwne

Bkntountb SSL Ha HTTP cepsepe. No ymonyaHuto, SSL oTktoueH.

KomaHga c npedurkcom no otkarouaet SSL.

MNpejukc no Ja
Ja

MHorokpaTHbIi BBog, Het

MeHsieT HacTpoiKkmn

Tun nHTepdeiica IP
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CuHoncuc I (config)>  ip http ssl enable

I (config)> no ip http ssl enable

MNpumep (config)> ip http ssl enable
Http::Manager: Enabled SSL service.

(config)> no ip http ssl enable
Http::Manager: Disabled SSL service.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.07 JobasneHa komaHgaa ip http ssl enable.

3.57 ip http ssl port

OnucaHwue HasHaunTte HTTPS nopt ansa Be6-nHTepdeiica Giant. Mo ymonvaHuto
ncnonb3lyeTcd 3HaveHue 443.

KomaHga ¢ npedunkcom no yctaHaB/IMBaET MOPT MO YMOYAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het
Tun nutepdeiica IP

Cutoncnc (config)> ip http sslport port»

(config)> no ip http ssl port

AprymeHTbI AprymeHT 3HaueHue OonucaHue
port lenoe umucno |HoBbln nopT HTTPS,
Mpumep (config)> ip http ssl port 4343

Http::Manager: SSL port changed to 4343.

(config)> no ip http ssl port
Http::Manager: SSL port reset to 443.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

4.00 JlobaBneHa komaHaa ip http ssl port.
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3.58 ip http ssl redirect

OnucaHune BrnounTb aBTOMaTUYECKOE NepeHanpaBneHmne Ha JOMeHax ¢ cepTudrKaToMm
SSL. Mo ymonyaHuio nepeHanpas/ieHVie BKIFOYEHO.

KomaHga ¢ npednkKcom no oTKIOYaeT rnepeHarpasneHue.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nutepdeiica IP

CuHoncnc I (config)> ip http ssl redirect

I (config)> no ip http ssl redirect

Mpumep (config)> ip http ssl redirect
Http::Manager: Redirect to SSL is enabled.

(config)> no ip http ssl redirect
Http::Manager: Redirect to SSL is disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 [Jlo6aBneHa komaHga ip http ssl redirect.

3.59 ip http webdav

OnucaHwue JocTyn K rpynne KOMaHA A5 HaCcTPOWKM NapaMeTpoB cepBepa WebDAV.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBog, Het

Tun uHTepderica IP

Bxo>xaeHue B rpynny (config-webdav)

CuHoncuc I (config)>  ip http webdav

NMpumep (config)> ip http webdav
Core::Configurator: Done.
(config-webdav)>
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.04 [JobaeneHa komaHzaa ip http webdav.

3.59.1 ip http webdav enable

OnucaHwue BkntounTb cepep WebDAV. Mo ymonyaHuio cepeep OTKIHOUEH.
KomaHga ¢ npedpurkcom no oTkntouaeT cepaep WebDAV.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica IP

CuHoncunc I (config-webdav)>  enable

I (config-webdav)> no enable

Mpumep (config-webdav)> enable
WebDav: :Server: Enabled.

(config-webdav)> no enable
WebDav: :Server: Disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.04 JobasneHa komaHaa ip http webdav enable.

3.59.2 ip http webdav permissive

OnucaHue Pa3pewntb goctyn K cepepy WebDAV pns Bcex nonb3oBaTtenei 6es
aBTOpM3aLuNn.

KomaHga ¢ npedurkcom no 3anpeLlaet aHOHUMHbIN JOCTym.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-webdav)>  permissive

I (config-webdav)> no permissive
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Mpumep (config-webdav)> permissive
WebDav: :Server: Enabled permissive mode.

(config-webdav)> no permissive
WebDav: :Server: Disabled permissive mode.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.04 [JobaeneHa komaHza ip http webdav permissive.

3.59.3 ip http webdav security-level

OnucaHune YCTaHOBUTb YpOBeHb 6€30MacHOCTU A/1A YAaJIeHHOro A0CTyna K cepsepy
WebDAV. Mo ymon4YaHWIO NCNONb3yeTcd 3HaueHre private.

Mpedunkc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config-webdav)>  security-level (public | private)

AprymeHTbI ApryMeHT |3HaueHune OnucaHue

public Kno4yesoe cnoso|ocTtyn kK WebDAV cepBepy pa3peLueH ans
public, private v protected nHTepdeiicos.

private Knw4yesoe cnoso|[octyn kK WebDAV cepBepy pa3speLleH ans
private nHTepdeiicos.

Mpumep (config-webdav)> security-level public
Http::Manager: WebDAV security level set to public.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.04 [JobaeneHa komaHza ip http webdav security-level.

3.60 ip http x-frame-options

OnucaHwue YCTaHOBUTbL 3HaYeHe 3aronoBka X-Frame-Options ansa Be6-cepBepa (Nginx)
B AOMaLLHEeM CerMeHTe CeTu.

KomaHaa ¢ npeprKcom no oTKNt0YaeT HaCTPONKY.
Mpedukc no Ja

MeHsieT HacTpoiikn  [la
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Het

IP

(config)> ip http x-frame-options «x-frame-options»

(config)> no ip http x-frame-options «x-frame-options»

AprymeHT 3HayeHne |OnucaHue

x-frame-options|Crpoka 3HaueHune X-Frame-Option.

(config)> ip http x-frame-options DENY
Http::Manager: Set X-Frame-Options to "DENY".

(config)> no ip http x-frame-options DENY
Http::Manager: Disabled X-Frame-Options header.

Bepcus OnucaHue

3.05 Job6asneHa komaHgaa ip http x-frame-options.

3.61 ip name-server

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoAKM

HactpounTb IP-agpeca cepsepos DNS. CoxpaHeHHble TakuM 06pa3om agpeca
Ha3bIBaKOTCA CTAaTUYECKUMU, B NPOTUBOMOJIOXHOCTb JUHAMUYECKUM —
3aperncTpupoBaHHbIM cnyxxb6amu PPP nan DHCP.

AKTUBHBIMW, TO €CTb NCMO/b3YeMbIMU B JAHHbI MOMEHT ajpecaMu, ABNSOTCA
Te, KOTOopble 6bIIN 3aperncTprpoBaHbl Mo3Xe ocTanbHbIX. O6bIYHO cncTemMa
NCNONb3YeT ajpeca, NoyYeHHble HECKOIbKUMW NOC/eAHMMY YCNeLwHo
NOAKNUMBLLUNMUCS cyXbamu PPP nnn DHCP. ECAv HX OfAHa U3 CyX6 He
perncrpupyet agpeca DNS akTUBHbIMY 6yAyT cTaTU4ecKne HacTpOomKu.
OgaHako, ecnv nocsie perncTpaumm JUHaMmm4ecknx afpecos rnoJib3osartesnem
6b111 M3MEHeHbI CTaTUYecKme HaCTPOMKM, OHM CTAHOBATCA aKTUBHbLIMU, MOKa
He 6yAyT 3aperncTpnpoBaHbl HOBbIE ANHaMUYecKne ajpeca.

ip name-server MOXHO BBOAVTbL MHOFOKPaTHO, €C/IN TPebyeTcs HacTpOUTb
HeckobKo agpecoB DNS-cepsepoB. Kpome Toro, kaxaomy BBejleHHOMY
azpecy MOXHO COMNOCTaBUTb OAHO UM HECKONbKO OMEHHbIX MeH AN
paboTbl CO creunpuUecKMMm 30HaMK1, HanpuMep, I0KaAbHbLIMU UMEHaAMK B
KOpnopaTUBHOM ceTu.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIn agpec cepsepa DNS u3
CTaTMYeCcKoro N akTUBHOIO CMMNCKa, eC/I KOMaHAa AAeTcs C aprymMeHTamu,
60 ounLL@eT CNUCOK CTaTUYeCKUX apecoB, ecnu KOMaHAa Aaetcs 6e3
aprymeHToB.

Aa
Ja
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MHorokpaTHbIl/i BBog, /[la

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

3.62 ip nat

OnuncaHune

Mpejukc no

MeHsieT HacTpoiKmn

IP

(config)> dipname-server<address>[: port>][«domains[on<interface

1]

(config)> no ip name-server [ <address> [ : <port>]][ «domain [ on
<dnterfaces]]

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec Afpec cepsepa NMeH.
port lenoe 4ucno |lopT cepsepa NMeH.
domain CTpoka JlomeH, 415 KOToOporo 6yaeT UCMo/ib30BaTbCS

cepBep. DNS-npokcm npu paspeLlleHnmn
MMeHW B NepByto oyepeb BblbMpaeT agpec
cepBepa C Hanbonee 6AN3KMM K 3anpocy
JomeHoM. Eciv foMeH He yKkasblBaTh, cepeep
6yAeT NCNonb30BaTbCA A/15 BCEX 3aMpOCOoB.
BbipaxeHue "" 1CNONb3YyeTcsa Kak AOMeH Mo
ymonyaHuo. MakcnmanbHoe Kom4yecTso
AoMeHoB ans ogHoro DNS-cepBepa — 16.

interface NHTepgeiic Nma nutepderica Ana HacTponkuy.

(config)> ip name-server 8.8.8.8 "" on ISP
Dns::InterfaceSpecific: Name server 8.8.8.8 added, domain »
(default), interface ISP.

(config)> no ip name-server
Dns::Manager: Static name server list cleared.

Bepcus OnucaHue
2.00 JlobaBneHa koMaHza ip name-server.
2.14 JlobaBneH aprymeHT port.

BkAtoUNTb TpaHCAALMIO «10KaNbHbIX» aApecoB ceTn network nnn ceTtn 3a
nHTepdericom interface. Hanpnmep, komaHga ip nat Home o3HauaerT, 4Tto
4151 BCeX MaKeToB 13 ceTu Home, MPOXOAALLMX Yepe3 MapLupyTusaTop, byaeT
BbIMOJ/IHEHA MOAMEHa ajpecoB MCTOYHMKA.

Ja
Ja
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MHorokpaTHbIl/i BBog, /[la

Tun nHTepdeiica IP
Cunoncuc (config)> ipnat (<interfaces | <address> imask>)
(config)> no ip nat (<interfaces | <address> mask>)
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interface UHTepgeic Nms nHTepdelica NCToYHMKa (MONHOE NMS
nHTepderica nan NnceBgoHNM).
address IP-agpec BmecTe c mackon mask 3agaeT AgManasoH
IP-aapecoB NcTouHMKa, nognexatumx
TpaHcasauun.
mask IP-mMacka Macka gmanasoHa TpaHcnauun. Ecte aBa
cnocoba BBOAA MacKn: B KAHOHNYECKOM BUje
(Hanpumep, 255.255.255.0) v B BUAe
61TOBOI ANVHBI Npedukca (Hanpumep, /24).
Mpumep (config)> ip nat Home

Network::Nat: A NAT rule added.

(config)> no ip nat Home
Network::Nat: A NAT rule removed.

WcTopus nsmeHeHni |Bepcus

OnucaHwune

2.00

Jlo6aBneHa komaHga ip nat.

3.63 ip nat full-cone

OnucaHwue BrntounTb pexuM Full Cone NAT. T1o yMOAYaHUIO peXnM BbIK/THOUEH.
KomaHga ¢ npedrkcom no oTKAYaET 3TOT PeXUM.
Mpejukc no Ja

MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOA, Het
Tun nHTepdeiica IP

CuHoncuc

I (config)>  ip nat full-cone

I (config)> no ip nat full-cone

(config)> ip nat full-cone
Network: :Nat:

Mpumep

Full cone mode enabled.

368

CnpaBo4HMK KoMaHa — Giant (KN-2610)



naBa 3 OnncaHme KOMaHA,

(config)> no ip nat full-cone
Network::Nat: Full cone mode disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.01 JobasneHa komaHgaa ip nat full-cone.

3.64 ip nat restricted-cone

OnucaHue BkntounTb pexxum Restricted NAT. TTo yMONYaHNIO PeXUM BbIK/THOYEH.
KomaHga ¢ npedrKcom no OTKAYAET 3TOT PEXUM.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica IP

CnHoncumc I (config)> ip nat restricted-cone

I (config)> no ip nat restricted-cone

Npumep (config)> ip nat restricted-cone
Network::Nat: Restricted cone mode enabled.

(config)> no ip nat restricted-cone
Network: :Nat: Restricted cone mode disabled.

VlCTOleﬂ M3MeHeHuA Bepcmﬂ onvicaHue

3.01 Jlo6aBneHa koMmaHgaa ip nat restricted-cone.

3.65 ip nat sstp

OnucaHwune BkntoumnTb TpaHCAaLUIO aapecoB ANa KnneHTos SSTP.

MNpuMeuaHune:  KomMaHAa MOXET 6bITb MCMOJIb30BaHa, eCn yCTaHOBNEH
KOMMoHeHT SSTP VPN-cepsep.

KomaHaa ¢ npepurkcom no yaanseT npasuo.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

IP

I (config)> ip nat sstp

I (config)> no ip nat sstp

(config)> ip nat sstp
SstpServer::Nat: SSTP VPN NAT enabled.

(config)> no ip nat sstp
SstpServer::Nat: SSTP VPN NAT disabled.

OnucaHue

Bepcus

2.12

JlobaBneHa komaHaa ip nat sstp.

3.66 ip nat vpn

OnucaHwne

MpnmeyaHwue:

Bxknountb TpaHcnaymio agpecos and VPN-KIMEHTOB.

KomaHpga moxet 6bITb NCMONb30BaHa, ecnm YyCTaHOB/NEH

Mpe¢ukc no

MeHsieT HacTpouiKKn

KomroHeHT PPTP VPN-cepsep.

KomaHga ¢ npedurkcom no yaanseT npasuso.
Ja
Ja

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

IP

I (config)>  ip nat vpn

I (config)> no ip nat vpn

(config)> ip nat vpn
VpnServer::Nat: PPTP VPN NAT enabled.

(config)> no ip nat vpn
VpnServer::Nat: PPTP VPN NAT disabled.

Bepcus OnucaHve

2.04

JobasneHa koMaHaa ip nat vpn.
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3.67 ip policy

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

JlocTyn K rpynne KoMaHz Ans HacTporiku npodunsa goctyna B IHTepHeT —
npaswua Bblbopa MapLLpyTa No YMONYAHWUIO A5t XOCTOB 1 CerMeHTOB
AoMallHel ceTn. Ecnim npodunb ocTyna He HaAeH, KOMaHAA NbITaeTCs ero
co34aTtb. MOXHO co3gaTb He 6onee 16 npoduneii.

KomaHga c npedurkcom no yaansiet ykasaHHbIZ npoduab focTyrna 13 cnmcka.
Ja

Ja

Aa

(config-policy)

(config)>  ip policy name»

(config)> no ip policy name>

AprymeHT 3HaueHue OnucaHue

name Mpo¢gunb poctyna|Ha3BaHme Nnpodunsa goctyna.
JlonyckaeTcsa ncnonb3oBaHme
CMMBOJ1I0OB 1aTUHCKOT O aanaBMTa,
umop, noguepkneaHus n geduca. He
6o0s1ee 32 cUMBO/IOB.

(config)> ip policy Policy®
Network: :PolicyTable: Created policy "Policy0@".

(config)> no ip policy Policy0
Network::PolicyTable: Removed policy "Policy0".

Bepcus OnucaHue

2.12 JlobaBneHa komaHAa ip policy.

3.67.1 ip policy description

OnucaHune

MNpe¢ukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

HasHaunTb Npon3Bo/ibHOE onncaHme npoduato goctyna B IHTepHer.
KomaHga ¢ npedurkcom no cTMpaeT onvcaHue.

Aa

Ja

Het
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Tun nutepdeiica IP

CvHoncuc

(config-policy)>  description «description

(config-policy)> no description

AprymeHTbI AprymeHT

3HavyeHue OnucaHue

description

CTpoka Mpown3BonbHOe onvcaHmne Npodunsa 4ocTyna.
JlonyckaeTca ncnosib3oBaHve CIMBOJIOB
natuHckoro andasuTa, undp,
noayvepkmBaHus n gedunca. He 6onee 256
CUMBOJIOB.

NMpumep (config-policy)> description PolicyOne
Network: :PolicyTable: "Policy0": updated description.

(config-policy)> no description
Network::PolicyTable: "Policy0": updated description.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.12

JlobasneHa komaHgaa ip policy description.

3.67.2 ip policy multipath

OnucaHwue BkntounTb GyHKLMIO O4HOBPEMEHHOTO McNosib3oBaHUA WAN-noakntoueHuin
B pexunmMe 6anaHCUpPOBKU.

Mpe¢ukc no

MeHsieT HacTpoiAKK

KomaHgaa ¢ npedurkcom no oTknroHaeT GyHKLUMIO.
Aa
Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Mpumep

IP

I(config-policy)> multipath

I (config-policy)> no multipath

(config-policy)> multipath
Network: :PolicyTable: "Policy0": enable multipath.

(config-policy)> no multipath
Network::PolicyTable: "Policy0": disable multipath.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.14 [JobaeneHa komaHzaa ip policy multipath.

3.67.3 ip policy permit

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nsmeHeHnii

Pa3peLuunTb Mcrnonb3oBaHWe Npodusa AocTyna Ans rnobanbHoro nHTepoeiica.
Ecnv ognH npodunb AocTyna paspeLleH Anst HECKONbKMX MHTepdelicoB,
MOXHO yKa3aTb NPUOPUTET AN KAXKAOro U3 HUNX.

KomaHaa ¢ npedurkcom no 3anpeLlaeT UCnosib3oBaHme npoduns Aoctyna
415 yKasaHHoOro nHtepderica. Ecnm BBeCTn KOMaHAy 6e3 aprymeHToB,
npodunb JocTyna byaeT 3anpeLleH Ansd Bcex nHTepdericos.

Ja
Aa
Ja
IP

(config-policy)>  permit global <interfaces[ order corders]

(config-policy)> no permit [ global <interface ]

AprymeHT |3HauyeHue OnucaHue
interface |WHTeperic MonHoe nmsa nHTepdeinca nnv NCEBLOHNM.
order Lenoe uucno MpuopuTeT rnobanbHoro nHTepderica, ans

KOTOPOro paspeLleH npodunb AocTyna.
MoXkeT NprHMMaTL 3HayYeHnsa B npejenax
oT 1 po 65534, HO He 6osiee, Yem

KONNYeCTBO rnobanbHbIX NHTepHEncoB.

(config-policy)> permit global L2TPO order 0
Network: :PolicyTable: "Policy0": set permission to use L2TPO.

(config-policy)> no permit global L2TPO
Network: :PolicyTable: "Policy@": set no permission to use L2TPO.

Bepcus OnucaHve

2.12 JobasneHa KomaHaa ip policy permit.

3.67.4 ip policy permit auto

OnuncaHwme

ABTOMAaTMYECKM pa3peLlaTb HOBblE MOAKYEHWS AN Npoduns JoCTyna.
Mo ymonuaHuo GyHKUMUS OTK/IYEHA.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

KomaHgaa c npedurkcom no yaanset aBToMaTnyeckoe paspeLleHue.

Ja
Aa
HeTt

IP
I(config-policy)> permit auto
I (config-policy)> no permit auto

(config-policy)> permit auto
Network: :PolicyTable:

(config-policy)> no permit auto

"Policy0":

set auto permission.

Network::PolicyTable: "Policy0": set auto permission.
Bepcus OnucaHue
2.12 Job6asneHa KkomaHaa ip policy permit auto.

3.67.5 ip policy rate-limit input

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Jl0o6aBnTb NapameTpbl OrpaHNYeHNs BXOASALLLE CKOPOCTU AN r106anbHbIX

nHTepdericoB npodunsa gocryna.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja
Het

IP

(config-policy)>

(config-policy)>

rate-limit <interface> input (<rate> | auto)

rate-limit <interfaces> no input

AprymeHT |(3HauyeHue

OnucaHwue

interface |WHTepgpeic

Wms rnobansHoro IP-nHTepdeiica ans
orpaHnyeHus Tpaduka rpynrnom
Ha3Ha4eHHbIX Npodune.

rate Lenoe u4ucno

MNpeaenbHas CKOPOCTb NepeAayn JaHHbIX
B K6UT/C. MOXeT MPUHMMAaTb 3HaYeHNs B
npezenax oT 64 g0 1000000.
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Mpumep

WcTopus nsmeHeHum

AprymeHT |(3HayeHue OnucaHwue

auto KniwyeBoe cn0Bo |Pex1M aBTOHACTPOMKM.

(config-policy)> rate-limit WifiMasterl/WifiStation® input auto
Network: :PolicyTable: "Policy@": set input rate limit to "auto".

(config-policy)> rate-limit WifiMasterl/WifiStation® input 100000
Network: :PolicyTable: "Policy0": set input rate limit to "100000" »
kbps.

(config-policy)> rate-limit WifiMasterl/WifiStation® no input
Network: :PolicyTable: "Policy0": reset input rate limit.

Bepcus OnucaHue

3.05 Job6asneHa komaHaa ip policy rate-limit input.

3.67.6 ip policy rate-limit output

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

Jo6aBnTb NapamMeTpbl OrpaHNYEHNS NCXOASLLLE CKOPOCTU 415 TN06anbHbIX
nHTepdericoB Nnpoduna goctyna.

KomaHga c npedunkcom no yaanseTt HacTPOKy.
Aa

Ja

Hert

IP

(config-policy)>  rate-limit <interfaces output («rate> | auto)

(config-policy)> no rate-limit <interface> output

AprymeHT |(3HauyeHue OnucaHwue

interface |MHTepgeric Vmsa rnobansHoro IP-nHtepdeinca ans
orpaHnyeHus Tpaduka rpynnom
Ha3Ha4eHHbIX Npodunen.

rate Lenoe 4ucno MpegenbHas CKOPOCTL Nepeaayn AaHHbIX
B K6nT/C. MOXET MPUHMMAaTb 3HaYeHNs B
npezenax oT 64 g0 1000000.

auto Knyesoe €080 |PexuM aBTOHACTPOKM.

(config-policy)> rate-limit ISP output auto
Network::PolicyTable: "Policy0": set output rate limit to "auto".
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UcTopuns nameHeHuii

(config-policy)> rate-limit ISP output 1000
Network::PolicyTable: "Policy0": set output rate limit to "1000" »
kbps.

(config-policy)> rate-limit ISP no output
Network: :PolicyTable: "Policy0": reset ouput rate limit.

Bepcus OnucaHve
3.05 [JobaeneHa komaHzaa ip policy rate-limit output.
3.08 [JlobaBneH aprymeHT auto.

3.68 ip route

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Jlo6aBuTb B TabAMLy MapLUPYyTU3aLMN CTAaTUYECKUIA MapLUPYT, KOTOPbIA
3ajlaeT NpaBuao nepegaun IP-nakeToB Yepes onpeaeneHHbIl L3 Uan
ceTeBON NHTepdeiic.

B KauecTBe ceTn Ha3HayeHNA MOXHO yKasaTb KatoyeBoe c1oBo default. B
3TOM cnyyae ByfeT co3j4aH MapLUpyT MO YMOAYaHUIO.

KomaHga ¢ npedurkcom no yaanseT MapLUpyT € yka3aHHbIMW NapaMeTpamu.
Ja
Ja
Ja
IP

(config)>  ip route ( networks <mask> | <host> | default) («gateway>
[interface] | <interfaces) [auto] [metric] [reject]

(config)> no ip route ( <network> amask> | <host> | default) [«gateway: |
dnterfaces] [metric]

AprymeHT |3HayeHue OnucaHwue
network IP-agpec IP-agpec ceTn Ha3HaueHUs.
mask IP-macka Macka ceTn Ha3HauyeHus. EcTb aBa cnocoba

BBOJa MacKn: B KAHOHNYECKOM BUje
(Hanpumep, 255.255.255.0) n B BUAE
6uTOBOM ANNHBI NpedurKca (Hanpumep, /24).

host IP-agpec IP-agpec y3na Ha3HauveHUs.

default Kriwyesoe cnoso|cnonb3yetca ANd 3aaHNS MapLUpPyTOB Mo
YMONYaHUIO.

interface |WHTepgeric MNMonHoe nmsa nHTepdeiica nv NCeBAOHUM.

YKa3blBaeTCHa B KayecTBe HanpaBneHnA
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AprymeHT |(3HayeHue OnucaHwue

nepegauyu nakeTos, eciuv K nHTepdericy
MOAKMHOYEH KaHa/ TOYKa-Touka, He
TpebyoLwmnii 4ONOAHUTENbHOW agpecaunm
BHYTPU KaHana.

Ecnv Ha nHTepdeiice yctaHoBNeH
npuopwurer interface ip global, mapwpyT
£06aBnAeTCa B CUCTEMHYHO TabanLy TONbKO
B TOM CJly4ae, eCnu He CyLLecTByeT Apyroro
MapLLpyTa C TeM Xe apecoM Ha3HaveHus
1 661bLWINM NPUOPUTETOM.

gateway IP-agpec IP-agpec mapLupyTmn3aTopa B
Hernocpe/ACTBEHHO NOAKIOUEHHON ceTu.
MoxeT 6bITb 3ajjaH BMecTe C UMeHeM
nHTepdelica, ecin TpebyeTcs ykasaTb
npuopwuTteT interface ip global. Ecin
nHTepdelic He yKasaH, OH onpejenseTcs
CNCTEMOI aBTOMAaTUYECKM N3 TeKYLLNX
HacTpoek IP.

auto Knwuyesoe croso|lo3BoNAET MPYIMEHUTE MapLUPYT TOr4a,
KOrfa CTaHeT AOCTYMNeH YKa3aHHbI B HeM
LLJ1HO3.

metric Lenoe uucro MeTpuka mapLupyTa. B TekyLen

peannsaummn NrHOpUpyeTCs.

reject Kniwyesoe cnoso|BKAOUNTL MapLLPYT, YTOObI NCNONL30BaTh
TONbKO Bbl6paHHbIN NHTepdeiic ans
MapLupyTM3aunmn Tpadurka K ykazaHHOMY
MecTy Ha3HadeHus. Ecnm ykasaHHbI
nHTepdelic He aKTMBeH, TO TpaduK He
nepegaeTcs No ApyrumM BO3MOXHbIM
MapLupyTam. 3Ta onumsa paboTaeT TONbKO
npw NCNoNb30BaHUKM ONuUMK auto 1 He
MOXeT MPUMEHATLCA K MapLLUpPYTy No
YMONYaHWUIO.

Mpumep (config)> ip route default Home
Network: :RoutingTable: Added static route: 0.0.0.0/0 via Home.

(config)> ip route 123.123.123.123 Wireguardl auto reject
Network: :RoutingTable: Added static route: 123.123.123.123/32 »
via Wireguardl.

(config)> no ip route 123.123.123.123 Wireguardl
Network: :RoutingTable: Deleted static route: 123.123.123.123/32 »
via Wireguardl.

(config)> no ip route default
Network: :RoutingTable: No such route: 0.0.0.0/0.
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UcTopuns nameHeHuii

Bepcus OnucaHve
2.00 [JobaeneHa KomaHza ip route.
3.08 JobaeneHa onuus reject.

3.69 ip search-domain

OnucaHune

MNpedukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

YKkasaTb fOMeH Moucka A1si paspeLleHnst HEMOHbIX IMEH XOCTOB.
KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.

Ja

Ja

Hert

(config)> ip search-domain «domain»

(config)> no ip search-domain

AprymeHT 3HauyeHue OnuncaHwue

domain Ctpoka JomeHHoe nm4.

(config)> ip search-domain my.example

(config)> no ip search-domain my.example

Bepcus OnucaHue

2.00 [Job6aBneHa komaHaa ip search-domain.

3.70 ip sip alg direct-media

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

3ameHuTb IP-agpec B none Owner npotokona SDP. 3Ta dyHKLMSA ncnonb3yercs

UTObbI HE HAaCTPaVBaTh OTAE/bHbIV NPo6poc NopToB ANns VoIP-Tpaduka. Mo
YMOIYaHUIO HAaCTPOMKa OTKAKOYeHa.

KomaHpaa ¢ npedprKcoM no OTK/HOUaeT HaCTPOWKY.
Aa
Ja

Het

I(config)> ip sip alg direct-media
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I (config)> noip sip alg direct-media

Mpumep (config)> ip sip alg direct-media
Sip::Alg: Direct media enabled.

(config)> no ip sip alg direct-media
Sip::Alg: Direct media disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 JobasneHa KkomaHaa ip sip alg direct-media.

3.71ip sip alg port

OnucaHune Yka3saTb HoMep nopTa A5 SIP coobLeHniA, OTANYHBIN OT cTaHAapTHoro. Mo
YMONYaHUIO NCMOJIb3yeTca HoMep nopTa 5060.

KomaHga ¢ npedrkcom no ycTaHaBAMBaET MOPT MO YMOSUAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> ip sip alg port «port>
(config)>no ip sip alg port
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
port UYenoe uucro |Homep nopra.
NMpumep (config)> ip sip alg port 7090
Sip::Alg: Port set to 7090.
(config)> no ip sip alg port
Sip::Alg: Port reset to default.
WcTopuns nsmeHeHnit |Bepcua onucaHue
2.12 JobasneHa komaHgaa ip sip alg port.
3.72ip ssh
OnucaHue JocTyn K rpynne KomMaHza Ana ynpasneHua SSH-cepsepom.
Mpe¢ukc no Het
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MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-ssh)

CuHoncunc I (config)>  ip ssh

Mpumep (config)> ip ssh
(config-ssh)>

WcTopus nsmeHeHum Bepcus onvicaHue

2.12 JobasneHa komaHgaa ip ssh.

3.72.1 ip ssh cipher

OnucaHwue YCTaHOBUTb LWUN$POBaHME CUMMETPUYHOIO K/to4a A5 ceaHca SSH.
KomaHaa ¢ npepunKcom no yaanseT ykasaHHbIA anropuTm WndpoBaHUS.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica IP
CuHoncuc (config-ssh)>  cipher «ciphenr
(config-ssh)>  no cipher «ciphenr
AprymeHTbI AprymeHT |3HaueHue OnuncaHue
cipher chacha20-poly1305@openssh.com|Anroputm WndpoBaHUS
ChaCha20-Poly1305.
aesl28-ctr AnropuTm WndpoBaHms
AES128-CTR.
aes256-ctr An encryption algorithm
AES1256-CTR.
aes128-gcm@openssh.com ANropnt™ WindpoBaHms
AES128-GCM.
aes256-gcm@openssh.com AnropuTm WwWndpoBaHms
AES256-GCM.
Mpumep (config-ssh)> cipher chacha20-polyl305@openssh.com

Ssh::Manager: Added cipher "chacha20-polyl305@openssh.com".
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(config-ssh)> no cipher chacha20-polyl365@openssh.com
Ssh::Manager: Use default ciphers.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
3.04 JobasneHa komaHga ip ssh cipher.
Bepcus OnucaHue
3.05 JlobaBneHbl HOBbIE aNrOPUTMbI LLINGPOBAHNSA
aes128-gcm@openssh.com, aes256-gcm@openssh. com.

3.72.2 ip ssh keygen

OnucaHue O6HoOB/IEHME K/1H0Ya 3aJ]JaHHOro TUMa.
MNpedukc no Het

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica IP

CuHoncuc (config-ssh)>  keygen keygen>

AprymeHTbI AprymeHTt 3HaueHue OnucaHue

keygen default ABTOMaTMUeECKasa reHepauma HOBOro
OTKpbITOro Kntoya RSA2048 +
ECDSA-NISTP521.

rsa-1024 ABTOMaTMYECKasa reHepaLma HOBOro
OTKpbITOro knto4a RSA gnavHoin 1024
6UT.

rsa-2048 ABTOMaTMYeCKas reHepaLa HoBOro
OTKpPbITOro knto4a RSA gnanHoin 2048
6UT.

rsa-4096 ABTOMaTMUeCKas reHepauns HOBOro
OTKpbITOro Knto4va RSA gnanHoin 4096
6uT.

ecdsa-nistp256 |ABTOMaTU4YecKas reHepawumsa HOBOro
oTKpbITOro knto4va ECDSA gnavHoin 256
6uT.

ecdsa-nistp384 |ABTOMaTU4YecKasa reHepaumsa HOBOro
OTKpbITOro kntoya ECDSA annHoi 384
6UT.

ecdsa-nistp521 |ABTOMaTM4Yeckasi reHepaLus HOBOro
OTKpbITOro kntoya ECDSA annHoin 521
6uT.
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AprymeHT 3HauyeHue OnucaHue

ed25519 ABTOMaTMUeCKas reHepauums HOBOro
OTKpbITOro Kro4va ED25519.

Mpumep (config-ssh)> keygen default
Ssh::Manager: Key generation is in progress...

MCTOpMﬂ U3MeHeHUnA Bepc”ﬂ onvicaHue

2.12 JobasneHa komaHga ip ssh keygen.

3.72.3 ip ssh lockout-policy

OonuncaHmne 3aAaTb NapaMeTpbl OTCNEXMBAHWA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponeii SSH ans nybnnyHeIx nHTepdeincos. Mo ymonvaHno ¢yHKLmMA
BKtOYeHa. Ecnv B KavecTBe aprymeHTa ncnonb3yeTcs 0, Bce napameTpsbl

oTcnexvBaHUs nepebopa 6yAyT COpOLLEHbl B 3HaYeHNs MO YMOTYaHMIO.
KomaHga ¢ npedunkcom no oTkIouvaeT obHapy>XeHue nogéopa.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nutepdeiica IP

CuHoncnc (config)>  ip ssh lockout-policy <threshold: [«durations

[cobservation-windows]]

(config)> no ip ssh lockout-policy

AprymeHTbI AprymeHTt 3HaueHune OnuncaHue

threshold llenoe uucno KonnyectBo HeyauHbIX NOMbITOK
BX0Ja B cucteMy. 1o ymon4vaHuio

YyCTaHOBJ/IEHO 3HauyeHve 5. MoxeTt

NPUHNMAaTb 3Ha4YeHUs B nNpegenax
oT 4 f0 20.

duration Uernoe yucno Mpofo/mKNTeNbLHOCTL 3anpeTa
aBTopmM3auumn AN yKasaHHoOro
IP-agpeca B MmnHyTax. Mo
YMOJTYaHWIO YCTAaHOB/IEHO 3HayeHune
15. MoXeT npnHMMaTh 3HaYeHsA B

npeaenax ot 1 40 60.

observation-window|lenoe uucno MpoAoMKNTENbHOCTL HabnAeHNs
3a NOAO3PUTENLHON aKTUBHOCTbLIO
B MUHYyTax. 10 yMOn4aHuo
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Mpumep

UcTopusa nsmeHeHwnii

AprymeHT

3HavyeHue OnucaHue

oT 140 10.

yCTaHOBNEHO 3HaueHMe 3. MoxeT
NPUHMMATbL 3HAYeHWs B Npeaenax

(config-ssh)> lockout-policy 10 30 2
Ssh: :Manager: Bruteforce detection is reconfigured.

(config-ssh)> no lockout-policy
Ssh::Manager: Bruteforce detection is disabled.

(config-ssh)> lockout-policy 0
Ssh::Manager: Bruteforce detection reset to default.

Bepcus

OnucaHune

2.12

JobasneHa komaHaa ip ssh lockout-policy.

3.72.4 ip ssh port

Ha3HauuTtb nopT ana SSH-coegriHeHMSA. 10 yMOTYaHUIO UCNOJIb3YeTCc HOMep

OnucaHune

Mpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

rnopra 22.

KomaHza c npedurKcom no ycTaHaBnMBaeT HOMep NopTa B 3HaYeHue no
YMOTYaHUIO.

Aa
Ja
HeTt

IP

(config-ssh)>

port <number>

(config-ssh)> no port

AprymeHT

3HavyeHue OnuncaHue

number

lYenoe uucrio |Homep nopTa. MoxXeT NpUHUMAaTL 3HaYeHUS
B npegenax oT 1 Ao 65535 BkioUnTENBHO.

(config-ssh)> port 2626
Ssh::Manager: Port changed to 2626.

(config-ssh)> no port
Ssh::Manager: Port reset to 22.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.12

[JobaeneHa komaHaa ip ssh port.

3.72.5 ip ssh security-level

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoAKM
MHorokpaTtHbIiA BBOJ,

Tuyn nntepdeiica

CvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

YCTaHOBUTb ypoBeHb 6e3onacHocTM SSH. Mo ymMoa4aHmnio yctaHOBNEHO
3HayeHue private.

Het

Ja

Hert

IP

(config-ssh)>  security-level (public | private | protected)

AprymeHT 3HayeHue OnuncaHwue

public Kriwyesoe JocTyn kK SSH-cepBepy paspeLueH ans public,
C/10BO private 1 protected nHTepdeiicos.

private Krouesoe JocTtyn K SSH-cepBepy paspelueH an4d private
c/10B0O nHTepdecos.

protected Knouesoe Joctyn K SSH-cepBepy pa3pelueH ans private
C/10BO n protected nHTepdeincos.

(config-ssh)> security-level protected
Ssh::Manager: Security level changed to protected.

Bepcusa

OnucaHune

2.12

JobasneHa komaHgaa ip ssh security-level.

3.72.6 ip ssh session timeout

OnucaHune

Mpedukc no

MeHsieT HaCTpoWiKKn

YCTaHOBUTL BPeMsi CyLLLeCTBOBaHWS HEAaKTUBHOI ceccum ans SSH-coegnHeHus.
Mo ymonyaHuto TaliM-ayT paBeH 300, To ecTb GYHKLMSA OTCneXMBaHWS
aKTUBHOCTM BHYTPY CECCUM OTKIHOUEHa.

KomaHza c npedurKcom no ycTaHaBAMBaeT TaliM-ayT Mo YMONYaHUIO.

Ja
Ja

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

IP

(config-ssh)>  session timeout <timeout>

(config-ssh)> no session timeout

AprymeHT 3HauyeHue OnuncaHwue

timeout Lenoe uucno |Bpems CyLLecTBOBaHMWA HEAKTUBHOW CECCUMU.
Mo>KeT NpuHMMaTb 3HaYeHs B Npejenax oT
5 a0 2321 CeKyH/ BKNHOYNTEIBHO.

(config-ssh)> session timeout 123456
Ssh::Manager: A session timeout value set to 123456 seconds.

(config-ssh)> no session timeout
Ssh::Manager: A session timeout reset.

Bepcus OnucaHue

3.03 JobaeneHa komaHga ip ssh session timeout.

3.72.7 ip ssh sftp

OnucaHune

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica
Bxo>xaeHue B rpynny

CuvHoncmc

Mpumep

WcTopus nsmeHeHwnii

JlocTyn K rpynmne KoMaHz A5 yripas/ieHnsa cepsepom SFTP.

Hert
Hert
Het
IP

(config-sftp)

I (config)> ip sshsftp

(config)> ip ssh sftp
(config-sftp)>

Bepcus OnucaHve

3.04 Jlo6aBneHa komaHaa ip ssh sftp.

3.72.7.1 ip ssh sftp enable

OnucaHwne

Bkntountb SFTP-cepsep.
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naBa 3 OnncaHme KoMaHp,

KomaHza ¢ npedurKcom no oTkatouaeT cepsep.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncunc I (config-sftp)>  enable

I (config-sftp)> no enable

Mpumep (config-sftp)> enable
Ssh::Manager: Enabled SFTP server.

(config-sftp)> no enable
Ssh::Manager: Disabled SFTP server.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

3.04 Job6asneHa komaHgaa ip ssh sftp enable.

3.72.7.2 ip ssh sftp permissive

OnucaHwue Pa3spewwnTb gocTyn K cepBepy SFTP Ans Bcex Nosib3oBaTenein 6es
asTopusauun.

KomaHaa ¢ npedurkcom no 3anpeLyaeT Takon JocTyn.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuHoncumc I (config-sftp)>  permissive

I (config-sftp)> no permissive

Mpumep (config-sftp)> permissive

(config-sftp)> no permissive

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.04 Jlo6aBneHa koMmaHga ip ssh sftp permissive.
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3.72.7.3 ip ssh sftp root

OnuncaHwne

Mpedunkc no

MeHsieT HaCTpoWiKKn

3asaTb KOPHEBOW KaTanor Ha cepsepe SFTP N0 YMOAYaHUIo.

KomaHga ¢ npedunkcom no copacbiBaeT HaCTPONKY KOPHEBOro KaTasora.
Ja

Ja

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

IP

(config-sftp)>  root («directory> | «directory»)

(config-sftp)> no root

AprymeHT 3HauyeHue OnuncaHwue

directory Ctpoka MNyTb K KOPHEBOMY KaTasnory no yMmonyaHuto.

(config-sftp)> root files_ssd:/
Sftp::Server: A default root directory set to "files ssd:/".

(config-sftp)> no root files_ssd:/
Sftp::Server: A default root directory reset.

Bepcus OnucaHue

3.04 JobasneHa komaHaa ip ssh sftp root.

3.73 ip static

OnucaHune

Co3paTtb NpaBuIo TPaHIALWN NoKanbHbIX IP-aapecoB B rnobanbHble Uamn
HaoboporT. Ecnn interface wnn network cooTBeTCTBYyeT MHTepdericy ¢

ypoBHeM 6e3onacHocT public, To 6yAeT BbINONHATLCA TPAHCNALUMSA agpeca
Ha3HayeHWs (DNAT). Ecnum to-address cooTBeTCTBYeT MHTepdeicy CypoBHEM
6e3onacHocTv public, TO ByAeT BbINOAHATLCA TPAHCAALMSA ajpeca UCTOYHMKA

(SNAT). Homep nopta TCP/UDP Bcerga paccMatpmBaeTcs Kak nopT
Ha3Ha4veHws.

Ecnum network cooTBeTCTBYeT O4HOMY ajipecy, 1 3TOT ajpec paBeH to-address,
TO Takoe NpaBuo ByaeT 3anpeLlaTb TPAHCAALMIO YKa3aHHOro ajgpeca,
KOTOpasi Morna 6bl 6bITb BbIMOJHEHA UCXOAS V3 3afaHHbIX MpaBun ip nat.

Mpasuna ip static nmetoT 60n1€e BLICOKUIA MPUOPUTET MO CPABHEHUIO C
npaswnamu ip nat.
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Mpe¢ukc no

MeHsieT HacTpoAKM

JOoNoNHUTENBbHYO HAaCTPOLiKY MEXCETEBOI0 3KpaHa MPOM3BOANTL HE HYXKHO,
T.K. MPY UCMONB30BaHUM NpaBua nepeagpecaumm NHTEPHET-LEHTP
CaMOCTOSITE/IbHO OTKPbLIBAET AOCTYM MO yKa3aHHOMY MOpPTY.

KomaHga ¢ Hpeq)I/IKCOM NO BKIKOYAET UNN yaAaNndeT npaBunio.

Aa
Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

IP

(config)>

ip static [ «protocols] (<interface | (address> amask>))
(«port> through <end-port (<to-address, | <to-hosts) |

[port] (<to-address, | <to-hosty) [to-port] |

<to-addresss | <to-hosts | <to-interface»)

(config)> no ip static [ (protocols] (<«interfaces | («address» inasks))
(«port> through «end-port; (<to-address» | <to-host) |
[port] (<to-address> | <to-hosty) [to-port] |
<to-addresss | <to-hosts | <to-interface»)

AprymeHT 3HauyeHue OnuncaHwue
protocol tcp MpoTtokon TCP.
udp MpoTtokon UDP.
icmp MpoTtokon ICMP.
tcpudp MpoTtokonbl TCP v UDP.
gre MpoTtokon GRE.
ipip Mpotokon IP in IP.
interface UHnTeppeic Mims BXOogHOro nHTepdeiica (MoaHoe nms
nHTepderica NN NCEBAOHUM).
comment Ctpoka 3aMeTKW MoJib30BaTess C CMMBOJIOM ! nepej
HUMN.
address IP-appec BmecTe ¢ Mackoin mask 3agaeT AnanasoH
IP-agpecoB Ha3zHaveHWA, NoanexaLimx
TpaHcaauun.
mask IP-Macka Macka gmanasoHa TpaHcnauun. Ecte aBa
cnocoba BBOAA MacKn: B KAHOHMYECKOM BUje
(Hanpumep, 255.255.255.0) v B BUAe
61TOBOV ANNHLI Npedukca (Hanpumep, /24).
port lenoe umncno |Homep nopta TCP/UDP, Ha KOTOpbIN
NPUXOAUT 3aMpoc, NoAaexXaLLnii TPaHCASALMN.
Ecnn He ykasaH, TpaHcnaums byget
BbIMOJIHATLCSA /159 BCEX BXOAALLMX 3aMpOCOoB.
end-port lenoe 4ucno |OKOHUaHMe jManasoHa NopToB.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

to-address |IP-agpec Afpec HasHa4vyeHNs nocae TpaHcIauun.

to-host MAC-agpec MAC-agpec Ha3zHayeHMNA Nocne TpaHCAAaUnn.
Mcnonb3yetca Tonbko MAC-agpec U3 cnvcka
known host. Ecin known host yaansercs, To
CBSA3aHHbIe C HUM NpaBwua Takxke 6yayT
yAaneHsol.

to-port UYesnoe uucno |Homep nopta TCP/UDP nocne TpaHchaumm.
Ecnuv He yka3aH, NopT Ha3HavyeHns ocTaeTcs
NPEXHUM.

to-interface|WHTepgeiic Nms nHTepdelica nocne TpaHCAALMN.

Mpumep MycTb MeeTCa MapLUPYTU3aTOP MeXAY «10Ka/IbHOM» CeTbto 172.16.1.0/24
(ypoBeHb 6e3onacHOCTM private) n «rnobanbHOM» ceTbto 10.0.0.0/16
(ypoBeHb be3onacHocTV public). TpebyeTcs, UTO6LI BCE 3anNpoChl,
npuxoAsLme Ha «r106anbHbIn» MHTepdelnc 3Toro MapLUpyTmM3aTopa Ha NopT
80, TPaHCAMPOBANNCL Ha «0KaNbHbIN» cepBep € agpecom 172.16.1.33.

lMocnepoBaTesibHOCTL KOMaHA, peann3yrWnX Takyro CXemMy, MOXET BbIrMALETb
Tak:

(config)> interface Home ip address 192.168.1.1/24
Network: :Interface::Ip: "Bridge@": IP address is 192.168.1.1/24.

(config)> ip static tcp ISP 80 172.16.1.33 80
Network::StaticNat: Static NAT rule has been added.

(config)> ip static tcp ISP 21 00:0e:c6:al:22:11 !test
Network::StaticNat: Static NAT rule is already there.

(config)> ip static disable
Network::StaticNat: Static NAT disable unchanged.

(config)> no ip static disable
Network: :StaticNat: Static NAT rule enabled.

(config)> no ip static
Network: :StaticNat: Static NAT rules have been removed.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 Jo6aBneHa komaHgaa ip static.
2.06 Job6asneH aprymeHT to-host.

3.74 ip static rule

OnucaHwue OTKNOUUTL NpaBuio TpaHaauum IP-agpecoB nam orpaHNUYnNTL BpeMs ero
paboTbl pacnmcaHnem.

KomaHga ¢ npe¢|/||<c0M Nno BKNIKDYAET NpaBnio NN OTMEHAET pacnncaHue.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica IP

CuHoncnc (config)> ip static rule «index> (disable | schedule «<schedule»)

(config)> no ip static rule <index> (disable | schedule)

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
index lenoe 4ucno |Homep npasuia TpaHCNALMN.
disable Knoyesoe OTKNHUYNTE NPaBUIO TPAHCAALNN.
€080
schedule Pacnucaune |HasBaHMe pacnncaHums, CO3gaHHOro npu
nomMoLuwy rpynnel KoMaHg schedule.

Mpumep (config)> ip static rule 0 schedule test_schedule
Network: :StaticNat: Static NAT rule schedule applied.

(config)> ip static rule 0 disable
Network: :StaticNat: Static NAT rule disabled.

(config)> no ip static rule 0 disable
Network: :StaticNat: Static NAT rule enabled.

(config)> no ip static rule 0 schedule
Network::StaticNat: Static NAT rule schedule removed.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 JobasneHa KomaHaa ip static rule.

3.75ip telnet

OnucaHue JocTyn K rpynne komaHa Ans ynpaeneHus Telnet-cepsepom.
Mpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-telnet)
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I (config)> ip telnet

(config)> ip telnet
(config-telnet)>

Bepcus OnucaHve

2.08 [Jlo6baBneHa koMmaHga ip telnet.

3.75.1 ip telnet lockout-policy

OnucaHune

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

AprymeHTsl

3ajaTb NapamMeTpbl OTCIEXVBaHWA NOMbITOK BTOPXeHWs NyTéM nepebopa
naponer Telnet Ana Nny6anyHbIX MHTepdeincoB. Mo yMmonyaHuio ¢yHKUMSA
BK/IIOYeHa. Ecnuv B kayecTBe aprymeHTa Ucnosb3yeTcs 0, Bce napamMeTpsl
oTCNeXmBaHWs nepebopa byayT COpOLLEeHbI B 3HaYEHKS N0 YMOYAHMIO.

KomaHga c npedumkcom no oTkaroyaeT obHapy>KeHve nogoopa.
Ja

Ja

Het

IP

(config)>  ip telnet lockout-policy <thresholds [«duration
[cobservation-windows]]

(config)> no ip telnet lockout-policy

AprymeHT 3HauyeHue OnucaHwue

threshold lenoe 4ucso |Konnyectso HeyAauHbIX MOMbITOK
BXOJa B cuctemy. 1o ymonuyaHuo
yCTaHOB/IEHO 3HayeHve 5. MoxeTt
NpUHMMaTbL 3HayYeHnsa B npejenax ot
4 po 20.

duration Lenoe 4ucno |MNpoAocIXKUTENBHOCTL 3aMpeTa
aBTOpM3aLUN ANA yKa3aHHOro
IP-agpeca B MyHyTax. [1o ymonyaHuo
yCTaHOB/IeHO 3HaveHve 15. MoxeT
NpUHNMaTb 3HaUYeHA B Npejenax oT
1 p0 60.

observation-window|lJenoe uwucno |MpofoKUTENbHOCTL HAabMOAEHMS 3a
NoAO3PUTENbHOWN aKTUBHOCTLIO B
MUHYyTax. o yMO/IYaHMIO YCTaHOBNEHO
3HauyeHue 3. MoXeT NpuH1MaTh

3HayeHusa B npegenax ot 1 ao 10.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopusa nsmeHeHwnii

(config-telnet)> lockout-policy 10 30 2
Telnet::Server: Bruteforce detection is reconfigured.

(config-telnet)> no lockout-policy
Telnet::Server: Bruteforce detection is disabled.

(config-telnet)> lockout-policy 0
Telnet::Server: Bruteforce detection is enabled.

Bepcus

OnucaHune

2.08

JobasneHa komaHAa ip telnet lockout-policy.

3.75.2 ip telnet port

HasHaunTb nopTt A4 telnet-coegrHeHMs. N0 yMOAYaHMIO UCNO/b3YyeTCs
HoMep nopTa 23.

OnucaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

KomaHza c npedurKcom no ycTaHaBnMBaeT HOMep NopTa B 3HaYeHue no

YMONYaHUIO.

Ja
Ja
Het

IP

(config-telnet)>  port <number;

(config-telnet)> no port

AprymeHT

3HayeHue OnucaHue

number

lYenoe uucno |Homep nopta. MoXeT NpuHUMaTL 3HaYeHUS
B npegenax oT 1 Ao 65535 BkaoUnTENBHO.

(config-telnet)> port 2525
Telnet::Server: Port unchanged.

(config-telnet)> no port
Telnet::Server: Port unchanged.

Bepcus

OnucaHune

2.08

JobasneHa KoMmaHaa ip telnet port.
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3.75.3 ip telnet security-level

OnucaHume YcTaHoBUTL ypoBeHb 6e3onacHocTy Telnet. Mo ymonyaHuMo yCTaHOBAEHO
3HayeHue private.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config-telnet)>  security-level (public | private | protected)

AprymeHTbI AprymeHT |3HaueHue OnucaHue

public Kn4yesoe cnoso|[octyn Kk Telnet-cepsepy pa3speLleH ans
public, private u protected nHTepdeiicos.

private KmoueBoe cnoso|focTyn K Telnet-cepBepy paspeLueH s
private nHTepdelicos.

protected |KmwuyeBoe cnoso|focTyn Kk Telnet-cepBepy paspeLueH ans
private n protected nHtepodeiicos.

Mpumep (config-telnet)> security-level protected
Telnet: :Manager: Security level changed to protected.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHaa ip telnet security-level.

3.75.4 ip telnet session max-count

OnucaHune YCTaHOBUTb MakKCMMaJibHOE YNCI0 O4HOBPEMEHHbIX ceccum ans
telnet-coegnHeHrms. Mo YMO/THaHWIO NCMNO/Ib3YHTCA MakCMyM 4.

KomaHga c npedurkcom no ycTaHaBAMBaET KONMYECTBO CECCUM MO YMONYAHNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica IP

CuHoncuc I (config-telnet)>  session max-count «count»

I (config-telnet)> no session max-count
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue

count UYenoe umucrio |MakcmmanbHOe YMC/I0 O4HOBPEMEHHbIX
ceccnii. MoxeT NpUHUMaTb 3HaYeHVs B
npeaenax ot 1 A0 4 BKAHOUNTE/IbHO.

Mpumep (config-telnet)> session max-count 4
Telnet::Server: The maximum session count set to 4.

(config-telnet)> no session max-count
Telnet::Server: The maximum session count reset to 4.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 Jlo6baBneHa komaHga ip telnet session max-count.

3.75.5 ip telnet session timeout

onucaHune YCTaHOBUTb BpeMsi CyLLLeCTBOBaHNS HEAaKTUBHOW ceccum gns
telnet-coegnHeHMa. Mo yMOAYaHUIO TailiM-ayT paBeH 300, YTO 3HAYUT UTO

bYHKUMA OTCNeXMBaHNSA aKTUBHOCTY BHYTPU CECCUM OTKJTIOYEHA.
KomaHga c npedunkcom no yctaHaBAMBaeT TaiM-ayT MO YMOAYAHMIO.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

Cunoncuc (config-telnet)> session timeout <timeout>

(config-telnet)> no session timeout

AprymeHTbI AprymeHT |3HauyeHue |OnucaHue

timeout Lenoe umucno |Bpems cyLLecTBOBaHWA HEAKTUBHOW Ceccuu.
Mo>keT NnpuHMMaTb 3HaYeHs B Npejenax oT
540 23%.1 CeKyHJ, BKNHOUNTE/IbHO.

NMpumep (config-telnet)> session timeout 600
Telnet::Server: A session timeout value set to 600 seconds.

(config-telnet)> no session timeout
Telnet::Server: A session timeout reset.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.08 JobasneHa KoMaHaa ip telnet session timeout.
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3.76 ip traffic-shape host

OnucaHwue YcTaHOBUTb npeaen CKopocTtn nepegayn JaHHbIX 1A YKa3aHHOro yCTpOI7ICTBa
,U,OMaLLIHeI7I ceTu B 0be CTOPOHDbI. Mo YMONYaHUKO CKOPOCTb HE OrpaHmn4yeHa.

KomaHaa ¢ npedpunkcom no yaansieT HaCTPOiKy A5 YKa3aHHOro YCTPOiCTBa.
Ecnu BbINONHWTL KOMaHAY 6e3 apryMeHTOB, BCe OrpaHNYeHns Ana BCexX
YCTPOWCTB 6yAyT OTMEHEHbI.

Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica IP

CuHoncuc (config)> ip traffic-shape host wmac> rate <rate> [ asymmetric

<upstream-rates ][ schedule <schedules ]

(config)> no ip traffic-shape host [ mac> ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-agpec |MAC-agpec ycTpOCTBa JOMALLHER CeTu.,
rate Lenoe 4ucno |3HaueHne CKOPOCTU Nepeaayn AaHHbIX B

Kéut/c. OrpaHunyeHmne J0MKHO ObiTb B
AnanasoHe oT 64 K6ut/c go 1 rémt/c.

upstream-rate |Uesoe uucno|CKOpPOCTb OTAAUN AaHHbIX B K6UT/C.
OrpaHunyeHve JONXHO bbITb B AManasoHe
oT 64 Kéut/c o 1 réumt/c.

schedule Pacnucanne |Ha3BaHMe pacnmcaHus, CO3AaHHOIo nNpu
nomoLum rpynnbl kKomaHg schedule,

Npumep (config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80
TrafficControl: :Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 80 Kbits/sec.

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80 »
asymmetric 64

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec..

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80 »
asymmetric 64 schedule Update

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec (controlled by schedule Update).

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".
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UcTopuns nameHeHuii

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host
TrafficControl::Manager: Rate limits for all hosts removed.

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga ip traffic-shape host.
2.08 [Jlo6aBneH aprymeHT schedule.

3.04 JlobaBneH aprymeHT upstream-rate.

3.77 ip traffic-shape unknown-host

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

YCTaHOBUTbL OrpaHNYeHe CKOPOCTY Nepesayn AaHHbIX 4SS
He3aperncTpUpPOBaHHLIX YCTPOCTB B 060MX HanpasneHusx. Mo ymonyaHuwo
CKOPOCTb He OrpaHunyeHa.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Hert

IP

(config)> ip traffic-shape unknown-host rate <rate> [ asymmetric
<upstream-rates ]

(config)> no ip traffic-shape unknown-host rate

AprymeHT 3HaueHne |OnucaHue

rate Lenoe 4ucno |CKOpoCTb Nepesayn gaHHbIx B K6ut/c.
3HayeHne JOJ/IKHO 6bITb B B AVlana3oHe OT
64 Kéut/c go 1 réeut/c.

upstream-rate |Uesoe uyucno|CKOpPOCTb OTAAUN AaHHbIX B K6UT/C.
OrpaHunyeHve JONXKHO 6bITb B AVlanasoHe

oT 64 Kéut/c go 1 reut/c.

(config)> ip traffic-shape unknown-host rate 80
TrafficControl::Manager: Rate limit for unknown hosts set to 80 »
Kbits/sec.

(config)> ip traffic-shape unknown-host rate 80 asymmetric 64
TrafficControl::Manager: Rate limit for unknown hosts set to »
80/64 Kbits/sec.
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(config)> no ip traffic-shape unknown-host rate
TrafficControl::Manager: Rate limit for unknown hosts removed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.09 Job6asneHa komaHaa ip traffic-shape unknown-host.
3.04 [JlobaeneH aprymeHT upstream-rate.

3.78 ipv6 local-prefix

OnucaHwue HacTtponTb nokanbHbIin npedurkc (ULA). ApryMeHT MOXeT 6bITb 6yKBEHHbIM
npedukKcom nnm KnroyesbiM cosom default, KoTopoe aBToMaTMUECKN

reHepypyeT NOCTOAHHbIN YHUKaNbHbIV npedukc.
KomaHga c npedurkcom no oTk/oYaeT HaCcTPOKY.
Mpedukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

Cunoncnc (config)> ipv6 local-prefix (default | prefix)

(config)> no ipv6 local-prefix [default | prefix;]

AprymeHTbI ApryMeHT |3HaueHune OnucaHue

default Knw4yesoe cnoso|leHepnpoBaTb NOCTOAHHBLIN YHUKANbHbI
npedukc.

prefix Mpegukc NokanbHbin npedukc (ULA). JomKHO 6bITb
KOppeKTHoe 3HaveHVe npedurkca B 61oke
fd0O: : /8 c aanHol Npedukca He 6onee 48.

Mpumep (config)> ipvé local-prefix default
Ip6::Prefixes: Default ULA prefix enabled.

(config)> ipvé local-prefix fdol:db8:43::/48
Ip6::Prefixes: Added static prefix: fd01l:db8:43::/48.

(config)> no ipv6 local-prefix default
Ip6::Prefixes: Default ULA prefix disabled.

(config)> no ipv6 local-prefix fd0l:db8:43::/48
Ip6::Prefixes: Deleted static prefix: fd0l:db8:43::/48.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Job6aBneHa komaHaa ipv6 local-prefix.
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3.79 ipv6 name-server

OnuncaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

HactpouTts IP-agpeca cepsepoB DNS. CoxpaHeHHble TakiM 06pa3om agpeca
Ha3bIBaKOTCA CTAaTNYECKUMMU, B MPOTUBOMOJIOXKHOCTb JUHAMUYECKUM —
3aperucTpmpoBaHHbIM cyxbamu PPP nnn DHCP.

ipv6 name-server MOXHO BBOAUTb MHOIOKPaTHO, eC/IN TpebyeTcs HaCTPOUTb
HecKkonbKo agpecoB DNS-cepsepos.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIn agpec cepsepa DNS u3
CTaTU4eCKoro N aktTMBHOro Cnncka, ecsin KoMaHza faeTcd C aprymMmeHTamu,
60 ounLLaeT CNMCOK CTaTUYeCKVX apecoB, ecnu KOMaHAa AaeTcs 6e3
apryMeHTOB.

Ja
Aa
Ja
(config)>  ipv6 name-server «address [ «domains [ on <interfaces]]

(config)> no ipv6 name-server [ «address [ «domain [ on <interface>]1]]

AprymeHT 3HauyeHue OnuncaHwue

address IPv6-agpec |Appec cepsepa VIMEH.

domain CTpoka JlomeH, ans KOTOporo byaeT 1CNonbL30BaTbCA
cepsep. DNS-npokcm npu paspeLleHnmn
NMEeHU B NepByto oyepesb BblbMpaeT agpec
cepsepa C Hanbonee 6M3KNM K 3anpocy
JomeHoM. Eciv foMeH He yKasblBaTb, cepBep
6yAeT NCNoNb30BaTbCA AN BCEX 3anpoCoB.
BblpaxeHune "" 1cnonb3yeTcs Kak 4OMeH Mo

YMON4YaHUIO.

interface UHTepgeiic Nms nHTepdeiica ans HacTpOnKuU.

(config)> ipvé name-server 2001:4860:4860::8888
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »
(default).

(config)> ipv6 name-server 123::456 "" on ISP
Dns::InterfaceSpecific: "GigabitEthernetl": name server 123::456 »
added, domain (default).

(config)> ipvé name-server 2001:4860:4860::8888 google.com
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »
google.com.

(config)> no ipv6 name-server 2001:4860:4860::8888
Dns::Manager: Name server 2001:4860:4860::8888, domain (default) »
deleted.
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UcTopusa nsmeHeHwnii

(config)> no ipv6 name-server 123::456 "" on ISP
Dns::InterfaceSpecific: Name server 123::456 deleted, domain »
(default).

(config)> no ipv6 name-server 2001:4860:4860::8888 google.com
Dns: :Manager: Name server 2001:4860:4860::8888, domain google.com »
deleted.

(config)> no ipv6 name-server
Dns::Manager: Static name server list cleared.

Bepcus OnucaHue
2.00 JlobaBneHa KoMaHAa ipvé name-server.
4.00 Job6asneH aprymeHT interface.

3.80 ipv6 pass

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

BKHOUMTL CKBO3HOW pexXmnM Ha MapLLpyTmu3aTope Ans nakeTtos IPv6. Mo
YMOMYaHMIO 3Ta GYHKLNS OTKIIOHEHa.

KomaHgaa ¢ npedurkcom no oTknroHaeT GyHKLUMIO.

Ja

Ja

HeTt

(config)>  ipv6 pass through wan-ifaces<lan-iface

(config)> no ipv6 pass

AprymeHT 3HayeHue OnucaHue

wan-iface UHTepgeiic MonHoe nma nHtepderica WAN mnam
NceBAOHUM.

lan-iface UHTepgenc MonHoe nmsa nHtepoderica LAN nan
NCeBAOHMNM.

(config)> ipv6 pass through ISP Home
Ip6::Pass: Configured pass from "GigabitEthernetl" to "Bridge0".

(config)> no ipv6 pass
Ip6::Pass: Disabled.

Bepcus OnucaHve

2.06 Jlo6baBneHa KkoMaHgaa ipv6 pass.
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3.81 ipv6 route

OonuncaHmne [06aBNTb B TabANLY MapLUPYTM3aLMN CTaTUHECKNIA MapLLPYT, KOTOPbIA
3ajaeT NnpaBuao nepesaymn IPv6-nakeToB Yepes onpesenieHHbIN LWA3 UIn
ceTeBoW nHTepodelic.

B kauecTBe ceT Ha3HavYeHNA MOXHO yKasaTtb KntoyeBoe cnoBo default. B
3TOM C/lyyae byAeT co3aH MapLUPYT MO YMOAYaHUIO.

KomaHaa ¢ npepurkcom no ygansieT MapLUpyT C yKa3aHHbIMW NapameTpamMu.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbIi BBog, /[la

CuHoncuc (config)> ipv6 route («prefix> | default) (<interfaces [gateway’] |
«gateway:)
(config)> no ipv6 route («prefix> | default) (<interface [gateway’] |
«gateway:)
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
prefix Mpepunkc Mpedwnkc IPv6.
default Kriw4esoe Mpedunkc No ymonyaHumo.
c/10B0
interface UHTEpperic MonHoe nma nHTepderica Nan NCeBAOHUM.
gateway IP-agpec IP-agpec mapLupyTmnsaTopa B
HenocpeACTBEHHO NOAKIHOUYEHHON ceTun
NMpumep (config)> ipvé route 2002:c100:aeb5::/48 ISP
route added
(config)> no ipv6 route 2002:c100:aeb5::/48 ISP
route erased
(config)> ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route added
(config)> no ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route erased
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa KoMaHaa ipv6 route
2.11 JobaBneH aprymeHT gateway.
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3.82 ipv6 static

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

Co3zaTb NpaBWo, pa3peLLatoliiee BXOAsLLEe NOAKIOYEHME K 3aaHHOMY
MOPTY 3aperncTprMpoBaHHOro YCTPOLCTBA AOMALLHEN CEeTH.

KomaHga ¢ npedurkcom no yaanseT npasuso.
Ja
Ja

Het

(config)>  ipv6 static ¢protocols (<«interfaces wac> | amac>) [ ports [
through <end-ports]]

(config)> no ipvé static [ protocols (<«interfaces amac> | mac> ) [ ports[
through <end-ports11]

AprymeHT 3HauyeHue OnuncaHwue

protocol tcp MpoTokon TCP.
udp MpoTtokon UDP.
tcpudp MpoTtokonbl TCP n UDP.
icmp6 Mpotokon ICMPv6.

interface UHTeppeic Mims BXOgHOro nHTepdeiica (NonHoe nms
nHTepderica nan NceBgoOHNM).

mac MAC-agpec MAC-agpec xocrTa.

port lenoe uyncno |Homep nopta TCP/UDP, Ha KOTOpbIN
NPUXOANT 3aNpoC NOAKIHOYEHNS.

end-port lenoe umucro |OKOHYaHMeE JMarna3oHa nopTos.

(config)> ipvée static tcp ISP 04:dl:c3:24:bc:19 81
Ip6::Firewall: Static rule added.

(config)> ipvé static tcp 04:dl:c3:24:bc:19 8080
Ip6::Firewall: Static rule added.

(config)> ipv6 static tcp ISP 04:dl:c3:24:bc:19 8080 through 8681
Ip6::Firewall: Static rule added.

(config)> ipvé static icmpvée ISP 04:dl:c3:24:bc:19
Ip6::Firewall: Static rule added.

(config)> no ipv6 static icmpv6 ISP 04:dl:c3:24:bc:19
Ip6::Firewall: Static rule removed.

(config)> no ipv6 static
Ip6::Firewall: Static rules cleared.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.12 [JlobaeneHa KomaHza ipv6 static.
4.00 JlobaBneH aprymeHT icmpv6.

3.83 ipv6 subnet

OonucaHune JocTyn K rpynne KOMaHA AN1s HaCTPOMKW CErMeHTa /lIokanbHo ceTu IPv6.
Ecnn cermMeHT He HalifeH, KOMaHAa NbITAaeTCs ero co3aath.

Mpedukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-subnet)

CuHoncnc (config)>  ipv6 subnet name>
(config)> no ipv6 subnet [ <name> ]
AprymeHTbl AprymeHT |3HayeHue |OnucaHue
name Crpoka Nmsa nnn nceBAOHNM NoAceTu.
Mpumep (config)> ipv6 subnet Default
(config-subnet)>
VICTOpI/Iﬂ N3MeHeHWiA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa koMaHga ipv6 subnet.

3.83.1 ipv6 subnet bind

OnucaHune MpuBs3aTb NOACETb K UHTEPdECY.
KomaHga c npedurkcom no oTMeHseT NpUBA3KY.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CnHoncuc I (config-subnet)>  bind <bind>

I (config-subnet)> no bind
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

bind UnTeppeinc MonHoe nmsa nHTepdeca nam NCeBAoHMM.

(config-subnet)> bind WifiMaster0/AccessPointl
Ip6::Subnets: Interface "WifiMaster®/AccessPointl" bound to »
subnet "Default".

(config-subnet)> no bind
Ip6::Subnets: Interface unbound from subnet "Default".

Bepcus OnucaHve

2.00 Jlo6baBneHa komaHga ipv6 subnet bind.

3.83.2 ipv6 subnet mode

OnucaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHwnii

BbI6paTh pexxuM HacTPoKKm aApecos A1 XOCTOB B rnoaceTu. JocTynHbl ABa
BapuaHTa — dhcp 1 slaac. lNepBbIli BKAOYaeT nokanbHbIn DHCPv6-cepsep

C Lenbio NPUCBOeHUs agapecoBs, BTopoii BktovaeT SLAAC (aBTOKOH$UIypaLmio
ajpecos).

Ja

Ja

Het

(config-subnet)>  mode <mode>

(config-subnet)> no mode

AprymeHT 3HauyeHue OnuncaHwue
mode slaac Bkatountb SLAAC (aBTOKOHUrypaLumio
ajpecos).
dhcp Bkntounts DHCPv6-cepBep.

(config-subnet)> mode dhcp
Ip6::Subnets: Subnet "Default" enabled as DHCP.

(config-subnet)> no mode
Ip6::Subnets: Subnet "Default" disabled.

Bepcus OnucaHue

2.00 JlobaBneHa komaHga ipv6 subnet mode.
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3.83.3 ipv6 subnet number

OonuncaHmne MpucBonTb NoAceTN naeHTUGMKATOP, KOTOPLI ByaeT onpesensTb
ny6AnUHbIN Npedurkc cermeHTa. iaeHTUbMKaTOP A0KEH BbITh YHUKANBHbBIM
cpean noaceTei.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-subnet)>  number <number>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

number lenoe umncno |YHUKanbHbIA NAEHTUGUKATOP NOACETU.
Mpumep (config-subnet)> number 2

Ip6::Subnets: Number 2 assigned to subnet "Default".
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga ipvé subnet number.

3.83.4 ipv6 subnet prefix delegate

OnucaHune YkasaTb AAVHY Aenernpyemoro npedukca.
KomaHga c npedurkcom no yganseTt HacTPOWKY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOgA, Het

Cutoncnc (config-subnet)> prefix delegate «delegate>

(config-subnet)> no prefix delegate

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

delegate Llenoe 4ucno |3Ha4veHue AOMKHO 6bITb MEHbLUE AVHbI
npedukca.

Mpumep (config-subnet)> prefix delegate 63
Network: :Ip6::Subnets: Delegate length is /63 assigned to subnet »
"Default".
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WcTopusa nsmeHeHum

(config-subnet)> no prefix delegate
Network: :Ip6::Subnets: Prefix delegation disabled for subnet »
"Default".

Bepcus OnucaHue

4.00 JobasneHa komaHgaa ipv6 subnet prefix delegate.

3.83.5 ipv6 subnet prefix length

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

Ykasatb AnviHy npedurkca noacetu. Mo yMon4YaHMIO NCNONb3yeTcs 3HayYeHne
/64.

KomaHaa ¢ npedrkcom no BO3BpaLLAET 3HaUeHMe Mo YMONYaHUI0.
Ja

Ja

Het

(config-subnet)>  prefix length <length>

(config-subnet)> no prefix length

AprymeHT 3HauyeHue OnucaHwue

length lenoe umucno |AnviHa npedukca. MoxeT NPUHUMaTb

3HayeHusa oT /32 fo /64.

(config-subnet)> prefix length 62
Network::Ip6::Subnets: Length is /62 assigned to subnet "Default".

(config-subnet)> no prefix length
Network: :Ip6::Subnets: Length reset to defalut for subnet »
"Default".

Bepcus OnucaHve

4.00 JobasneHa koMmaHgaa ipv6 subnet prefix length.

3.84 isolate-private

OnucaHune

3anpeTnTb Nepegavy AaHHbIX MeXAy NobbIMU HTepdeicamm € ypoBHEM
6esonacHocTy private. Mo ymMonyaHuo BKAOYEHO.

KomaHza c npedrKcoM no OTMeHsIeT AeliCcTBMe KOMaHAbl, paspeLuas
nepesaBaTh JaHHble MexXay nHTepdeiicamm private.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Cunoncuc I(config)> isolate-private
I (config)> no isolate-private
Mpumep (config)> isolate-private
Netfilter::Manager: Private networks isolated.
(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHaa isolate-private.

3.85 kabinet

OnucaHwue JocTyn K rpynne KoMaHA Anst HAacTPOikn NnapameTpoBs aBTopu3atopa KABINET.

KomaHaa ¢ npeprkcom no BO3BpaLLAET 3HaUYEHMS MO YMONYaHMIO BCEM
napameTpam.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
BxoxxgeHue B rpynny (kabinet)

CuHoncuc I (config)>  kabinet

I (config)> no kabinet

Mpumep (config)> kabinet
(kabinet)>

(config)> no kabinet
Kabinet: :Authenticator: A configuration reset.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.02 JobaBneHa komaHaa kabinet.
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3.85.1 kabinet access-level

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

3ajaTb ypoBeHb AocTyna ansa astopmsatopa KABINET. o ymonyaHuio
NCNONb3yeTcA YpoBeHb AocTyna internet.

KomaHga ¢ npedpurKcom no ycTtaHaBAMBaET YPOBEHb MO yMOYAHUIO.
Ja

Ja

Het

(kabinet)> access-level <level

(kabinet)> no access-level

AprymeHT 3HayeHue OnuncaHue

level lan 3HaueHVie ypoBHS fOCTyMa.

internet

(kabinet)> access-level lan
Kabinet: :Authenticator: An access level set to "lan".

(kabinet)> access-level internet
Kabinet: :Authenticator: An access level set to "internet".

(kabinet)> no access-level

Kabinet: :Authenticator: An access level reset to "internet".

Bepcus OnucaHue

2.02 Job6aeneHa komaHaa kabinet access-level.

3.85.2 kabinet interface

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

MpuBasatb aBTopu3aTop KABINET K ykazaHHOMY MHTepdeicy.
KomaHgza c npedunkcom no paspbiBaeT CBA3b.

Ja

Ja

MHorokpaTtHbiiA BBog, Het

CviHoncmc

I (kabinet)> interface <interface;

I (kabinet)> no interface
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interface UHTepgenc MNonHoe nma nHTepderica Nam NCeBLOHUM.
Crnncok AOCTYMHbIX NHTEPPENCoB MOXKHO
yBMAETb C MOMOLLbIO KOMaHAbI interface
[Tab].
Mpumep (kabinet)> interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint

(kabinet)> interface ISP

Kabinet: :Authenticator: Bound to GigabitEthernetl.

(kabinet)> no interface

Kabinet: :Authenticator: Interface binding cleared.

WcTopus nsmeHeHum

Bepcus

OnucaHune

2.02

Jo6aBneHa komaHaa kabinet interface.

3.85.3 kabinet password

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKK
MHorokpaTtHbIiA BBOJ,

CviHoncmc

3agaTb naponb Ana astopursatopa KABINET. Mo ymonyaHuto naponb He

YyCTaHOB/EH.

KomaHza c nped1Kcom no CTMpaeT 3HaueHre Naponsi.

Ja
Ja

Het

(kabinet)>

(kabinet)> no password

password (passwords

AprymeHTsl

AprymeHT

3HayeHue

OonvicaHune

password

CTpoka

Maponb Ans ayTeHTUdUKaLMn.
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Mpumep

UcTopuns nameHeHuii

(kabinet)> password 123456789
Kabinet: :Authenticator: A password set.

(kabinet)> no password
Kabinet: :Authenticator: A password cleared.

Bepcus OnucaHve

2.02 [JobaeneHa komaHaa kabinet password.

3.85.4 kabinet port

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YcTaHOBUTBL NMOPT cepBepa Ansa asTopmsatopa KABINET. No ymonyaHuio
ncnonb3ytoTca 3HadeHns 8314 nauv 8899.

KomMaHgza ¢ npedprKcom No ycTaHaBANBAET MNOPT MO YMOJTUAHUIO.
Ja

Ja

Het

(kabinet)>  port «port>

(kabinet)> no port

AprymeHT 3HauyeHue OnuncaHwue

port UYenoe uucro |Homep nopra.

(kabinet)> port 12345
Kabinet: :Authenticator: A server port set.

(kabinet)> no port
Kabinet: :Authenticator: A server port reset.

Bepcus OnucaHve

2.14 [Jlob6aBneHa komaHaa kabinet port.

3.85.5 kabinet protocol-version

OnucaHwne

MNpejukc no

3ajaTb Bepcuio npoTokosia asTopmlaTopa KABINET. Mo ymonyaHuto,
1MCNONb3yeTcsa Bepcusa NpoToKona 2.

KomaHga ¢ npedrkcoM no BO3BpALLAET 3HAYEHME MO YMONYAHNIO.

Ja
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MeHsieT HacTpoAKK
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Ja

Het

(kabinet)>  protocol-version «version

(kabinet)> no protocol-version

AprymeHT 3HauyeHue OnucaHue

version Ctpoka Bepcusa npoTtokona.

(kabinet)> protocol-version 1
Kabinet: :Authenticator: A protocol version set to "1".

(kabinet)> no protocol-version
Kabinet: :Authenticator: A protocol version reset to "2".

Bepcus OnucaHue

2.02 Job6asneHa komaHaa kabinet protocol-version.

3.85.6 kabinet server

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

3apatb IP-agpec cepsepa ayteHTUdUMKaumm KABINET. Mo ymonvaHumio
ncrnonbsyetca IP 10.0.0. 1.

KomaHpaa c npedrKkcom no ycTaHaBNMBAET 3HaUYeHne No yMONYaHWIO.
Ja

Ja

Het

(kabinet)>  server «address>

(kabinet)> no server

AprymeHT 3HauyeHue OnucaHue

address IP-agpec Azpec cepBepa ayTeHTUbMKaLUN.

(kabinet)> server 77.222.111.1
Kabinet::Authenticator: A server address set.

(kabinet)> no server
Kabinet: :Authenticator: A server address reset.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.02 JobaBneHa komaHza kabinet server.

3.86 known host

OnucaHwne Jl06aBUTb YCTPOMCTBO AOMALLHER ceTu.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

(config)> no known host [ mac

(config)>  known host <name> <mac»

]

AprymeHTbI AprymeHT |3HaueHue

OnuncaHue

name Ctpoka

|_|p0VI3BOJ'IbHOG NM4A XO0CTa.

mac MAC-apgpec

MAC-agpec xocTa.

Mpumep (config)> known host MY 00:0e:c6:a2:22:al

Core::KnownHosts: New host "MY" has been created.

(config)> no known host 00:0e:c6:a2:22:al

Core: :KnownHosts: Host 00:0e:c6:al:26:a8 has been removed.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 JlobaBneHa

komaHga known host.

3.87 mdns

OnucaHwue JocTtyn K rpynne KomaHa Ans ynpasneHus cnyxoeoin mDNS.

Mpedunkc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTHbI BBOA, HeT
BxoxxaeHue B rpynny (config-mdns)

CuHoncuc I (config)>  mdns
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Mpumep

WcTopusa nsmeHeHum

(config)> mdns
Core::Configurator: Done.
(config-mdns)>

Bepcus OnucaHue

3.07 JobaBneHa komaHaa mdns.

3.87.1 mdns reflector disable

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

MPUHYANTENBHO OTKOUNTE PEXUM NPO3PaYHOCTN MeXAY CerMeHTamu
AOMaLLHE ceTu, He3aBUCMMO OT U30NSALIMN CErMEHTOB (CM. KoMaHay interface
security-level)

KomaHga ¢ npedprKcoM no OTK/IH0UaeT HacTPOIKY.
Ja
Ja

HeTt

I (config-mdns)> reflector disable

I (config-mdns)> no reflector disable

(config-mdns)>reflector disable
Mdns::Manager: Reflector disabled.

(config-mdns)>no reflector disable
Mdns: :Manager: Reflector enabled.

Bepcus OnucaHve
3.07 JobaBneHa komaHaa mdns reflector disable.

3.87.2 mdns reflector enforce

OnuncaHwme

Mpedukc no

MeHsieT HacTpoWiKKn

MpUHYANTENBHO BKIKOYNTE PEXUM NPO3PaYHOCTV MeXAY CerMeHTamm
[LOMaLLHe ceTu, He3aBUCMMO OT U30NSLIMMN CErMEHTOB (CM. KoMaHay interface
security-level).

KomaHga ¢ npedprKcoOM no OTK/IOYaEeT HaCTPOIKY.
Ja
Ja

MHorokpaTtHbiiA BBog, Het

412

CnpaBo4HMK KoMaHa — Giant (KN-2610)



naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-mdns)> reflector enforce

I (config-mdns)> no reflector enforce

(config-mdns)>reflector enforce
Mdns::Manager: Reflector enforced.

(config-mdns)>no reflector enforce
Mdns::Manager: Reflector unenforced.

Bepcus OnucaHve

3.07 JobaBneHa komaHaa mdns reflector enforce.

3.88 mws acquire

OnucaHune
Mpedunkc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

MpucoeanHNTL HOBOE YCTPONCTBO K MIVS.

KomaHga ¢ npedurkcom no npekpaLllaeT npucoeanHeHme.
Ja

Het

HeT

(config)> mws acquire «candidates [eula-accept] [dpn-accept]
[no-update]

(config)> no mws acquire «candidate»

AprymeHT (3HauyeHue OnucaHwue

candidate |Ctpoka ID yctpoiictBa — MAC-agpec nnn CID.

eula-accept |Kmwvyesoe croso|BbinonHNTL KOMaHAay eula accept.

dpn-accept |Knwuyesoe cnoso|lloaTBepanTb NpnHATVE DPN.

no-update |Kmwyesoe cnoso|lpucoeanHeHne 6e3 NoaTBEPXAEHNS
06HOBNEHVISAA NMPOLUNBKMU.

(config)> mws acquire abl409a2-0f87-11e8-8f23-3d5f5921b253 »
eula-accept

Mws: :Controller: Candidate "abl409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.

(config)> mws acquire 7207838e-af7d-11e6-8029-25463bd03811 »
eula-accept dpn-accept no-update

Mws: :Controller: Candidate "7207838e-af7d-11e6-8029-25463bd03811" »
acquire started.
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WcTopusa nsmeHeHum

(config)> no mws acquire 60:31:97:3f:36:00
Mws::Controller: Candidate "60:31:97:3f:36:00" acquire stopped.

Bepcus

OnucaHmne

2.15

JobaBneHa kOMaHAa mws acquire.

3.89 mws auto-ap-shutdown

OnuncaHwune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

BknrounTb aBTOMaTU4eckoe oTkaroveHne Tovek goctyna Wi-Fi cuctemsl npu
OTCYTCTBMMN CBA3W C KOHTponnepom. Mo ymon4aHmo 3Ta HacTporika

OTK/1FO4eHa.

KomaHga ¢ ﬂpe¢I/IKCOM No OTKNKYaEeT 3Ty BO3SMOXHOCTb.

Ja
Ja

HeTt

I (config)> mws auto-ap-shutdown

I (config)> no mws auto-ap-shutdown

(config)> mws auto-ap-shutdown
Mws: :Controller: Automatic access points shutdown enabled.

(config)> no mws auto-ap-shutdown
Mws::Controller: Automatic access points shutdown disabled.

Bepcusa

OnucaHune

3.08

JobasneHa koMaHaa mws auto-ap-shutdown.

3.90 mws backhaul shutdown

OTKNHOUNTL CKPbITbIE 6eCNPOBOAHbIE CNYXKebHble TOUKW A0CTYNa AN CYXObI
MWS. Mo ymon4aHnto HacTpoika BKAKOYEHa.

OnuncaHwme

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CvHoncuc

KomaHga ¢ I'Ipe¢I/IKCOM No BKNKOYaAET CKPbITble TOUKN A0CTYMNa.

Ja
Ja

Het

I(config)> mws backhaul shutdown
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Mpumep

WcTopus nsmeHeHum

I (config)> no mws backhaul shutdown

(config)> mws backhaul shutdown
Mws: :Controller: Backhaul disabled.

(config)> no mws backhaul shutdown
Mws::Controller: Backhaul enabled.

Bepcus OnucaHue

3.04 Job6aBneHa komaHaa mws backhaul shutdown.

3.91 mws log stp

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

BrkntounTb nornposaHue STP gnsa nHtepderica. Mo3BonseT oTciexmBaTb
oTrnpas/ieHHble 1 noayvyeHHble BPDU-nakeTsl.

KomaHga ¢ npedprKcom no oTk/toUaeT NormpoBaHme 4as 3ajaHHOro
nHTepdeiica. Ecnm aprymeHT He ykasaH, BeCb CNCOK NornposaHus STP byaeT
yAaneH.

Ja

Het

Ja

(config)> mws log stp <interface

(config)> no mws log stp [ <interfaces ]

AprymeHT 3HayeHue OnuncaHwue

interface UHnTeppeic MonHoe nmsa nHtepderica Nam NCeBAOHUM.
CrnncoK AOCTYNHbIX NHTepdericoB MOXHO
yBUAETb C NOMOLLbIO KoMaHAb! interface

[Tab].

(config)> mws log stp Bridge0
Network::Interface: :Rtx::WifiController: Enabled STP logging for »
"Bridge0".

(config)> no mws log stp Bridge®
Network: :Interface: :Rtx::WifiController: Disabled STP logging »
for "Bridge0".

(config)> no mws log stp
Network::Interface: :Rtx::WifiController: Disabled all STP logging.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.06 [JobaeneHa komaHaa mws log stp.

3.92 mws member

OnucaHue KomaHaa c npedurkcom no yganseT 3anmcb 0 3axBa4eHHOM ycTporicTee MIVS.
Ecnu BbINONHUTL KOMaHAy 6e3 aprymMeHTa, TO BeCb CMMCOK 3aXBaYeHHbIX
YCTPOWCTB byAeT yaaneH.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIia BBog, Het

Cunoncnc (config)> no mws member [ member ]

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
member Ctpoka ID yctpoiictBa — MAC-agpec nnwn CID.

Mpumep (config)> mws no member 2937a388-0d00-11e7-8029-7119319f930e
Mws: :MemberList: Member 2937a388-0d00-11e7-8029-7119319f930e »
pending factory reset.

VICTOleﬂ U3MeHeHU Bepcmﬂ onvucaHue

2.15 JobaeneHa komaHza mws member.

3.93 mws member debug

OnucaHwue BrrounTL 0TNaAKY 3axBaveHHoro yctpoictea MIVS. Mo ymondaHuo napameTp
OTK/IHOYEH.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)>  mws member member; debug

I (config)> no mws member <members debug
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
member CTpoka ID ycTtpoiictBa — MAC-agpec nau CID.
NMpumep (config)> mws member 60:31:97:3c:11:12 debug

Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug enabled.

(config)> no mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.05 Jlo6aBneHa komaHaa mws member debug.

3.94 mws member dpn-accept

OnucaHwue MpWHATE cornaweHmne DPN ana 3axBayeHHOro ycrporictea MIVS.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTHbI BBOA, HeT

CuHoncuc (config)>  mws member <members dpn-accept
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
member CTpoka ID yctpoiictBa — MAC-agpec nnwn CID.
NMpumep (config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 »
dpn-accept
Mws: :Controller: Candidate "abl409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHue

3.05 Job6asneHa koMmaHAa mws member dpn-accept.

3.95 mws member reboot

OnucaHue Mepe3sarpy3nTtb ycTporictBo MIWS. MNpoLecc nepesarpyskm oTobpaxkaeTcs B
BblBOZE KOMaHAabl show mws member.

MNpedukc no Het
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config)>  mws member <nember> reboot [<intervals]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
member Ctpoka ID yctpoiictea — MAC-agpec nawm CID.
interval lenoe umucno |TailM-ayT nepesarpysku B cekyHgax. Moxert
NMPUHKXMaTL 3HaueHUA B Npeenax ot 0 A0 60
BKIOUNTENLHO). ECin He ykasaH,
nepesarpyska BbIMOJIHUTCA HeMe1eHHO.
NMpumep (config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 reboot »
10
Mws: :MemberList: Member "50:ff:21:1la:bl:f2" »
(7207838e-af7d-11e6-8029-25463bd03828) pending reboot.
VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

3.08 JobaBneHa komaHaa mws member reboot.

3.96 mws member update check

OnucaHue MpoBepuTb HanMune 0bHOBNEHN ANa ycTponcTBa MIVS.
Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  mws member <members update check
AprymeHTbI AprymMeHT  |3HaueHme |OnucaHue
member CTpoka ID yctpoiictBa — MAC-agpec nnn CID.
Mpumep (config)> mws member 21:ff:22:32:18:af update check
Mws::Controller::Updater: "21:ff:22:32:18:af": checking for an »
update.
VICTOleﬂ U3MeHeHUn Bepcmﬂ onucaHvie
4.00 Job6asneHa komaHaa mws member update check.
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3.97 mws member update start

OnucaHwue 3anycTnTb 06HOBNEeHMe ycTpoincTea MINS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  mws member <nember> update start

AprymeHTbI AprymeHT 3HaueHue OonucaHue
member Ctpoka ID ycTpoiictea — MAC-agpec nawn CID.

Npumep (config)> mws member 21:ff:22:32:18:af update start
Mws::Controller::Updater: "21:ff:22:32:18:af": pending update, »
"(auto)" sandbox.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

4.00 Jlo6aBneHa komaHAa mws member update start.

3.98 mws member update stop

OnucaHune OcTaHOBUTL 0O6HOBAEHWe ycTpolicTBa MIVS.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)>  mws member anember> update stop
AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
member CTpoka ID yctpoiictBa — MAC-agpec nnn CID.
Mpumep (config)> mws member 21:ff:22:32:18:af update stop
Mws::Controller: :Updater: "21:ff:22:32:18:af": update stopped.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

4.00 JlobaBneHa komaHAa mws member update stop.
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3.99 mws reboot

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

Mpumep

UcTopuns nameHeHui

3.100 mws revisit

OnucaHune
Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Mepesarpysutb Bcto MIVS.

Het
Het

Het

I(conﬁg)> mws reboot

(config)> mws reboot
Mws::Controller: Pending reboot Modular Wi-Fi System in 10 »

seconds.
Bepcus OnucaHve
3.08 JobaBneHa komaHAa mws reboot.

MepeynTaTb COCTOAHME NOTEHUMANBHOrO ycTpoiicTea MIVS.

Ja
Het

HeTt

(config)>

mws revisit «candidates

(config)> no mws revisit «candidate»

AprymeHT

3HayeHue

OnucaHue

candidate

CTpoka

ID ycrpoiictBa — MAC-agpec nnn CID.

(config)> mws revisit 50:ff:20:08:71:62

Mws: :Controller:

Candidate "50:ff:20:08:71:62" revisit started.

(config)> mws no revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit stopped.

Bepcusa

OnucaHune

2.15

JobaBneHa KoMaHAa mws revisit.
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naBa 3 OnncaHme KOMaHA,

3.101 mws stp priority

OnucaHwue YctaHoBUTL NpuoputeT MocTa STP. [10 yMO/IYaHMIO NCMOb3YeTCs 3HayueHve
32768.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoa4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)> mws stp priority ¢priority,
(config)> no mws stp priority
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
priority 0 3HayveHMe npropuTeTa.
4096
8192
12288
16384
20480
24576
28672
32768
36864
40960
45056
49152
53248
Mpumep (config)> mws stp priority 4096
Mws::Controller: :Manager: Applied STP priority 4096.
(config)> no mws stp priority
Mws::Controller: :Manager: STP priority reset to default (32768).
WcTopusa nsmeHeHunm Bepcus onuvcaHue

4.01 JlobaBneHa KOMaHAa mws stp priority.
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3.102 mws update start

OnucaHwue 3anycTnTb obHoBneHme MIVS.

Ecnn ectb o6bHOBNEHMSA ANA yCTpOVICTB, TO OHU 0BHOBASAOTCS
nocsefoBaTesibHO. 3aTeM, eCn eCTb 06HOBNEHME AN1S KOHTpO/11epa, TO
3anyckaeTcA obHOBNEHME KOHTpO/1epa. Ecniv 06HOBAEHUIA HET, TO HNYEro
HE NMponcxoanT.

Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog Het

CuHoncuc (config)> mws update start [controller | members]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

controller |Knw4yesoe O6HOBUTL KOHTpOANEp 6e3 06HOBNEeHUS
C/10B0 yCTporicTB. Ecm 3anyLeH npouecc
06HOBNEHUSA YCTPOICTB, KOHTpoONNep byaet
06HOB/IEH NOC/1e HUX.

members Knio4yesoe O6HOBUTL yCTpOICTBa 6€3 06HOBNEH S
CJ10BO KOHTpOANEPa.

Mpumep (config)> mws update start
Mws::Controller::Manager: Updating MWS.

(config)> mws update start controller
Mws::Controller: :Manager: Updating controller.

(config)> mws update stop
Mws::Controller: :Manager: Updating members.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

4.00 JlobaBneHa komaHaa mws update start.

3.103 mws update stop

OnucaHwue OcTaHOBUTL 06HOBAEHWe ycTpoKcTBa MIVS.
Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I (config)> mws update stop

(config)> mws update stop
Mws::Controller: :Manager: Update stopped.

Bepcus OnucaHve

4.00 JlobaBneHa komaHAa mws update stop.

3.104 mws zone

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

Mpumep

OrpaHn4nTb 061aCTb NOAK/IHOUYEHNSA K/IMEHTCKOr0 YCTPOWCTBA YKa3aHHbIMU
y3namu MIVS.

KomaHga c npedumkcom no yganseT ykasaHHYH HacTpoiiky. Eciv BBecTn
KOMaHAy 6e3 aprymeHToB, byAeT yjaneH BeCTb CMMCOK OrPaHNYeHNA.

Ja

Het
Ja
(config)> mws zone @nac> «cid

(config)> no mws zone [ «mac> «cids ]

AprymeHT 3HauyeHue OnucaHwue

mac MAC-appec MAC-agpec KNMeHTCKoro yctpoincraa. OH
JOMKEH BbITh 3aperncTpmpoBaH Kak
N3BECTHbIN XOCT.

cid CID NaeHTrdunkaTop y3na MIVS.

(config)> mws zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeh8d6

Mws: :Controller: Added zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone 11:22:33:ec:58:e2 »
12298160-d886-11e7-9396-176971eeh8d6

Mws: :Controller: Deleted zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone
Mws::Controller: Cleared all zones.
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.06 JobaBneHa KOMaHAa mMws zone.

3.105 nextdns

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

JocTtyn K rpynne KoMaHA Ans HacTporkn npoduneii NextDNS.
Het

Het

MHorokpaTtHbIia BBog, Het

BxoXkaeHue B rpynny

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

(nextdns)

I (config)> nextdns

(config)> nextdns
Core::Configurator: Done.

(nextdns)>
Bepcus OnucaHue
3.08 JobaBneHa komaHAaa netxdns.

3.105.1 nextdns assign

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Ha3HaunTb Npoduab 3amThl XOCTY. 10 yMONUYaHMIO AN1A BCEX XOCTOB U
NOKaNbHbIX CETeBbIX CErMEHTOB NCMONb3yeTcst Npoduab System.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4YeHMe No yMOAYaHUIo.
Aa

Ja

Ja

(nextdns)>  assign <host> <token> | interface «ifaces <tokens

(nextdns)> no assign [<host» | interface «ifaces ]

AprymeHT 3HauyeHue OnucaHue

host MAC-agpec MAC-aapec xocrTa.

token lenoe umcno |TokeH ayTeHTUUKaLum (ID).

iface UHTeppenc MonHoe nma nHTepderica Nam NCeBLOHUM.
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NMpumep (nextdns)> assign 11:24:c4:54:bc:59 1f2a36
NextDns::Client: Reassociated host "11:24:c4:54:bc:59" with »
profile "1f2a36".

(nextdns)> assign interface Home 1f2a36
NextDns::Client: Associated interface "Home" with profile »
"1f2a36".

(nextdns)> no assign 11:24:c4:54:bc:59
NextDns::Client: Removed profile for host "11:24:c4:54:bc:59".

(nextdns)> no assign Bridge0
NextDns::Client: Removed profile for interface "Bridge0".

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

3.08 JobasneHa komaHaa nextdns assign.

3.105.2 nextdns authenticate

OnucaHue YKa3aTb NOruH Ans yyuetHol 3anucm NextDNS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (nextdns)>  authenticate <logins ¢password [ pin]
(nextdns)> no authenticate
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
login Crpoka JlorvH yyeTtHom 3anucm NextDNS.
password Ctpoka Maponb y4eTHOM 3anucy NextDNS.
pin CTpoka PIN-kog ansa yueTtHom 3anucm NextDNS.
Mpumep (nextdns)> authenticate account@gmail.com 123456789 1234
NextDns::Client: Authenticated successfully.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

3.08 JobaBneHa komaHAa nextdns authenticate.

3.105.3 nextdns authtoken

OnucaHue YKasaTb TOKeH aBToOpu3aLnm Ana yuetHon 3anncu NextDNS.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

KomaHaa ¢ npepurkcom no yaanseT TOKeH.

Ja
Aa

Het

(nextdns)>

authtoken authtoken»

(nextdns)> no authtoken

AprymeHT

3HavyeHue

OnucaHue

authtoken

Crpoka

TokeH aBTOopM3aumm (ID) ana ydeTHoM 3anmncm
NextDNS.

(nextdns)> authtoken 1f2a36
NextDns::Client: Set authentication token.

(nextdns)> no authtoken
NextDns::Client: Cleared authentication token.

Bepcus

OnucaHune

3.08

JobaeneHa komaHza nextdns authtoken.

3.105.4 nextdns check-availability

OnucaHwue
MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

3.106 ndns

OnuncaHwne

MpoBepuUTb JOCTYMHOCTL CYX6bI NextDNS.

Het
Het

Het

I(nextdns)> check-availability

(nextdns)> check-availability
NextDns::Client: NextDNS DNS-over-HTTPS is available.

Bepcus

OnucaHune

3.08

Job6asneHa komaHaa nextdns check-availability

JocTyn K rpynne KoMaHA Ans ynpasneHus cnyxooi KeenDNS.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het
Bxo>xaeHue B rpynny (ndns)

CuHoncuc I (config)>  ndns

(config)> ndns
Core::Configurator: Done.

Mpumep

WcTopus nsmeHeHum

Bepcus OnucaHue

2.07

JobaBneHa komaHAa ndns.

3.106.1 ndns book-name

OnuncaHune

3apesepBupoBaTb UMA XocTa B DNS.

Ansa nepefayun 3ape3epBMPOBAHHOIO MMEHM XOCTa Ha ApYyroe ycTporicTBO
Keenetic ncnone3syetca napametp transfer-code.

[Na nepesayn MeHn XoctTa He06X0ANMO:

1. BbInonHUTL KOMaHAy ¢ napameTpoM transfer-code Ha nepegatoLein

CTOpOHe.

2. BbeInonHnTtb Ty XK€ CaMyr0 KOMaHAy C TeMIU >Xe CaMbIMW NapaMeTpamMn Ha

NpUHUMatoLLLEli CTOPOHE.

Ctpok geincteus transfer-code ogHa Hegens.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuvHoncuc

(ndns)>  book-name name> <domain [«access» [1pv6 access6)] |
<transfer-code; ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name CTpoka VimMs xocTa ansa pesepBnpoBaHuS.
domain CTpoka [loMeH BTOpPOro ypoBHs.
access auto ABTOMaTMYeCcKMiA TN JocTyna.
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Mpumep

AprymeHT 3HauyeHne |OnucaHue
cloud Mmsa xocTa 3apernctprpoBaHo Ha IP-agpec
obnauHoro cepsepa, HTTP-Tpaduk
TYHHenupyetca Ha Giant.
direct M5t XoCTa 3aperncTtprpoBaHo Ha
WAN-agpec Giant.
access6 cloud BkntounTb 06nauHbIlv pexmm ans
IPv6-agpeca.
transfer-code |Hex Koa ans nepesayv UMeHU Apyromy
ycTporicty Keenetic. AnnHa koga 32
cuMBoONa.

(ndns)> book-name myhome23 keenetic.pro

done, layout
(Public DNS Hostname Booking), sub-title

successful.:

clean, date =

IP4, default

IPv6, default

= view, title = NDSS::ndns/bookName »

The name booking was »

client, geo = RU, ip = 193.0.174.200, format = »
2019-05-23T09:46:54.536Z, standalone = false:

fields:

field, name = name, title = Public Name:

field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »

= unknown:

field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »

= unknown:

field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro

acme: LE

updated: 2019-05-23T09:46:51.013Z
address: 193.0.174.200
access: direct
access6: none
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:

columns:

column, id = type, title = Type:

column, id peer, title = Peer:

column, id = detail, title = Detail:
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column, id = elapsed, title = Time, »
variant = period, scale = 1:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndss111h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllh2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllh2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 27, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 27, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 67, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 68, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 70, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 79, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited. :

item, elapsed = 91, origin = »
[TaskBookName, »
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{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated:
193.0.174.200:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed. :

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 97, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 106, origin = »
[TaskUdpSingle "ndssl11lh2.ndm9.xyz" [MsgNdssMessage »
["rohs/bodFiraliz", "014635/373/4613", ' mphare3", "keretic.pro®, "198.0.174.200", '+ :2" undefined, "2019-C5-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "e46H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss11l1lr3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "keanetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3465, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "e46H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3520, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
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{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro", "license": "014635737374513"}],
type = complete, peer = *, detail = All done.:

\J

Ndns::Client: Booked "myhome23.keenetic.pro".

(ndns)> book-name nnttnn keenetic.pro »
121d567f901a345b289¢c121b567c903c¢

v

done, layout = view, title = NDSS::ndns/bookName
(Public DNS Hostname Booking), sub-title =
The name booking was successful.: client, geo = RU, ip = »
193.0.174.137, format =
clean, date = 2018-12-13T09:04:41.939Z, standalone = false:

fields:
field, name name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: nnttnn
domain: keenetic.pro
acme: LE
updated: 2018-12-13T08:47:11.014Z
address: 0.0.0.0
access: cloud
accessb6: none
transfer: true

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:

columns:
column, id = o, title = Operation:
column, id = d, title = Detail:

column, id = t, title = Time, variant »
= period, scale = 1:

item, hl = false, o = start, d = »
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[TaskBookName, {"name":"nnttnn", "domain":

>

"keenetic.pro","license":"730102642155400"}], t = 0:

item, hl = false, o = lock-local, d = »
the name is locked (for current transaction), t = 1:

item, hl = false, o = cluster, d = »
quorumRemaining: 2, quorumPossible: 4, quorumTotal: 4, t = 1:

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1M"),
dst="/192.168.21.14:17047")], [MsgCack], quorumLeft=2, t = 10:

\J

\j

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('lc+3/pP6zaUjuE5w'),
dst="/88.198.177.100:17047")]1, [MsgCack], quorumLeft=1, t = 57:

\J

\j

\J

item, hl = false, o = lock-reply, d =
Quorum reached, finalizing, t = 57:

item, hl = false, o = finalize, d = »
local changes commited., t = 65:

item, hl = false, o = refreshed, d = »
address updated: 0.0.0.0, t = 77:

item, hl = false, o = finalize, d = »

post-process triggers executed., t = 77:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")], [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSels'),
dst="/88.198.177.100:16047")]1, [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o
Done, all replies collected., t = 79:

lock-reply, d = »

commit-reply, d »

item, hl = false, o
= Success: finalize, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1iM'),
dst="/192.168.21.14:17047")]1, [MsgCack], t = 84:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('1lc+3/pP6zaUjuE5w'), »
dst="/88.198.177.100:17047")1, [MsgCack], t = 126:
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item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")]1, [MsgCack], t = 133:

\j

\J

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSeOls"'),
dst="/88.198.177.100:16047")]1, [MsgCack], t = 145:

\J

item, hl = false, o = commit-reply, d
= Commit stage complete., t = 146:

\J

item, hl = false, o = complete, d = All »
done., t = 146:

Ndns::Client: Booked "nnttnn.keenetic.pro".

(ndns)> book-name myhome23 keenetic.pro cloud ipv6 cloud

done, layout = view, title = NDSS::ndns/bookName »
(Public DNS Hostname Booking), sub-title = The name booking was »
successful.:
client, geo = RU, ip = 193.0.174.200, format = »
clean, date = 2019-05-23T09:12:29.145Z, standalone = false:
fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »

IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode
IPv6, default = unknown:
field, name = transfer, title = Transfer:

v

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:12:16.197Z
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
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column, id = type, title = Type:

column, id peer, title = Peer:

column, id = detail, title = Detail:

column, id
variant = period, scale = 1:

elapsed, title = Time, »

item, elapsed = 11, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 11, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 17, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 18, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssl120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndssl11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllol.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 25, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited. :

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
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type = complete, peer = finalizer, detail = address updated: »
0.0.0.0:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed. :

item, elapsed = 49, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " : -, undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 49, origin = »
[TaskUdpSingle "ndss11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " -, undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 51, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 80, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " :* ,undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 122, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["nons/bookFiralize', "014635737374513", "‘mphane3", “keenetic.pro”, "0.0.0.0", " : ;" ,undefined, "2019-65-
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23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 165, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " :* ,undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 166, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:

Ndns::Client: Booked "myhome23.keenetic.pro".

WcTopusa nsmeHeHum Bepcus onuvcaHve
2.07 JobaBneHa komaHaa ndns book-name.
2.14 [JobaeneH napameTp ipvé.

3.106.2 ndns check-name

OonucaHune MpoBepuTb AOCTYNHOCTb MMEHM XOCTa ANt pe3epBaLu.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbIiA BBog, Het

Cunoncuc (ndns)>  check-name name>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
name CTpoka ViMsa xocTa Ansa pesepBUpOBaHUS.
Npumep (ndns)> check-name testname
list:
item:

name: testname
domain: mykeenetic.by
available: no

item:
name: testname
domain: mykeenetic.kz
available: yes
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WcTopusa nsmeHeHum

item:

name:
domain:
available:

item:

name:
domain:
available:

item:

name:
domain:
available:

testname
mykeenetic. ru
yes

testname
mykeenetic.com
yes

testname
mykeenetic.net
yes

Ndns::Client: Check completed.

Bepcus OnucaHue

2.07

Jo6aeneHa komaHaa ndns check-name.

3.106.3 ndns drop-name

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

OTMeHNTbL pernctpauuno nmeHu xocta B DNS.

Hert
Ja
Hert
(ndns)>  drop-name <name> <domain»
AprymeHT 3HauyeHue OnuncaHwue
name Crpoka VMg xocTa ana yaaneHusa ns DNS.
domain CTpoka JloMeH BTOpPOro ypoBH#.

(ndns)> drop-name testname mykeenetic.net

done, title =

Hostname Booking), code =

200,

icon = tick, hl = true, layout = message:

client, geo =

clean, date = 2016-09-
22T10:52:35.685Z,
reason:

standalone =
The name is un-booked.

false:

detail, layout = list:

columns:

NDSS: :ndns/dropName (Delete DNS »

RU, ip = 81.200.27.56, format = »

Giant (KN-2610) — CnpaBOYHNK KOMaHA

437



naBa 3 OnncaHme KoMaHp,

column, id = o, title = Operation:

column, id = d, title = Detail:

column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0:

item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:

item, hl = false, o
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:

item, hl = false, o
Success: prepare, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")]1, [MsgCack], quorumLeft=2, t = 55:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1l, t = 72:

item, hl = false, o = lock-reply, d = Quorum »

reached, finalizing, t = 73:

item, hl = false, o = finalize, d = local »
changes commited., t = 79:

item, hl = false, o = refreshed, d = address »

cluster, d = »

lock-reply, d = »

cleared, t = 85:

item, hl = false, o = finalize, d = »
post-process triggers executed., t = 85:

item, hl = false, o
Success: finalize, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 134:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")1, [MsgCack], t = 161:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")], [MsgCack], quorumLeft=0, t = 231:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 3608:

item, hl = false, o = complete, d = All »

commit-reply, d = »

done., t = 3608:
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WcTopusa nsmeHeHum

Ndns::Client: Dropped "testname.mykeenetic.net".

Bepcus OnucaHue

2.07 Job6asneHa komaHaa ndns drop-name.

3.106.4 ndns get-booked

OnuncaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

MonyunTb akTyanbHy0 MHPOPMALMIO C cepBepa O TekyLleMm
3ape3epBMpPOBaHHOM MMeHN xocTa B DNS.

HeTt
Het

HeTt
I(ndn$> get-booked

(ndns)> get-booked

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 41.189.34.56, format = »

xml, date = 2017-09-
14708:30:19.266Z, standalone = false:

menu, src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name

name, title = Public Name:

field, name domain, title = Domain Name:

field, name address, title = IP Address:

field, name = updated, title = Updated, type »
= date, variant = date:

field, name = access, title = Access Mode, »
default = unknown:

field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: 2017-09-11T11:27:32.167Z
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WcTopusa nsmeHeHum

access: direct
transfer: false

Ndns::Client: Get-booked completed.

Bepcus OnucaHue

2.08 Job6asneHa komaHaa ndns get-booked.

3.106.5 ndns get-update

OnucaHwue

Mpejukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

O6HOBUTL perncTpaynto nmeHn xocta B DNS Ha cepeepe.
Het
Het

Het

(ndns)>  get-update [<access> [ipv6 access6s]]

AprymeHT 3HauyeHue OnuncaHwue

access auto ABTOMaTUYECKNI TN goCTyna.

cloud VMg xocTa 3apernctpmpoBaHo Ha IP-agpec
obnayHoro cepsepa, HTTP-Tpadumk
TYHHennpyeTtca Ha Giant.

direct VimMa xocTa 3apernctprposaHo Ha WAN-agpec
Giant. KomaHga no3BonsgeT BKAOUNTb
noagaepxky Static NAT (NAT 1-1) co CTOPOHbI
cepsepa B napameTpax KeenDNS.

access6b cloud BkntounTb 061a4HBIN pexmM aas

IPv6-aapecos.

(ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 81.200.27.56, format = »

xml, date = 2016-09-
22T12:07:32.746Z, standalone = false:

menu, src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:
field, name domain, title = Domain Name:
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field, name
field, name

= date, variant = date:

field, name = access, title

IP Address:
Updated, type

address, title
updated, title

Access Mode,

default = unknown:
field, name = transfer, title = Transfer:
name: testname
domain: mykeenetic.net
address: 81.200.27.56
updated: 2016-09-22T12:07:32.744Z
access: direct
transfer: false

>

>

Ndns::Client: Get-update completed.

(ndns)> get-update cloud ipv6 cloud

done, layout = view, title = »

NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):

= »

client, geo = RU, ip = 193.0.174.168, format
2019-05-21T15:26:45.552Z, standalone = false:

menu, src

/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

xml, date

>

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:

field, name = updated, title = Updated, type »
= date, variant = date:

field,

field,

(ip4), default = unknown:

field, name

address, title IP Address:
access, title = Access Mode

name
name

address6, title = IPv6 Address:

field, name = access6, title = Access Mode »
(ipv6), default = unknown:
field, name = transfer, title = Transfer:
name: mytest
domain: keenetic.pro
acme: LE
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
updated: 2019-05-21T15:26:45.547Z
transfer: false

Ndns::Client: Get-update completed.

(ndns)> get-update direct

done, layout

view, title >
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NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):
client, geo = RU, ip = 193.0.174.159, format = »
xml, date = 2019-11-13T16:53:30.782Z, standalone = false:
menu, Src = »
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
(ip4), default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
(ipv6), default = unknown:
field, name = transfer, title = Transfer:

name: myworknow
domain: keenetic.link
acme: LE
address: 193.0.174.159
access: direct
access6: none
updated: 2019-11-13T16:50:34.298Z
transfer: false

WcTopusa nsmeHeHum Bepcus onuvcaHve
2.07 JobasneHa komaHaa ndns get-update.
2.14 [JobaeneH napameTp ipvé.

3.107 ntce

OnucaHune JocTtyn K rpynne KomaHa Ana HacTporiku cepsuca NTCE.
Mpedunkc no Het

MeHsieT HacTpouikm  Het

MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (config-ntce)

CuHoncUc I(conﬁgp> ntce

MNpumep (config)> ntce
(config-ntce)>
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.07 JobaBneHa komaHaa ntce.

3.107.1 ntce debug

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

BkntounTb 0TNnag0uHbI pexum ansa cepsmca NTCE. Mo ymondaHuto yHKLUMSA
OTK/ItOYEHA.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.
Ja
Aa

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-ntce)>  debug

I (config-ntce)> no debug

(config-ntce)> debug
Ntce: :Manager: Enabled debug.

(config-ntce)> no debug
Ntce::Manager: Disabled debug.

Bepcus OnucaHve

3.07 Jlo6aBneHa komaHaa ntce debug.

3.107.2 ntce memory-watcher

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

BKNOUUTL MexaHM3M HabIoAeHVA 3a Harpy3Kkor Ha NamATb AN CTyXObl
NTCE. Mo ymonyaHuio GyHKLUNSA BKAKOYEHA.

KomaHga c npedurkcom no oTkIoYaeT HaCTPOKY.
Ja
Aa

MHorokpaTtHbIiA BBOgA, Het

CuvHoncuc

Mpumep

I (config-ntce)> memory-watcher

I (config-ntce)> no memory-watcher

(config-ntce)> memory-watcher
Ntce::Manager: Enabled automatic memory pressure handler.
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(config-ntce)> no memory-watcher
Ntce::Manager: Disabled automatic memory pressure handler.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.08 JobaBneHa koMaHaa ntce memory-watcher.

3.107.3 ntce qos category priority
OnucaHwne YKka3saTb NpnopuTeThl 419 KaTeropuin Tpaduka.
KomaHgaa c npedprkcom no Bo3BpaLLaeT 3HaUYeHMe Mo YMONYaHMIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-ntce)>  qos category «categoryspriority priority»
(config-ntce)> qos category «categorysno priority
AprymeHTbI AprymeHT 3HaueHue OnucaHue
category calling O HamBblcWwnii.
gaming O Kputnueckmia.
streaming O BblcokuiA.
work O MoBbILWEHHBbI.
surfing O CpegHuia.
other 00 HopMasbHBbI (MO ymMOA4aHuto).
filetransfering |0 Huskuni.
priority Uenoe 4ncno 3Ha4veHue npropunteta. Moxer
NPUHMMaTL 3Ha4YeHUs B Npegenax ot 1
4o 7.
Mpumep (config-ntce)> qos category work priority 7
Ntce::Manager: Set category "work" priority to "7".
(config-ntce)> qos category other no priority
Ntce::Manager: Reset QoS priority for category "work".
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.08 JlobaBneHa komaHAa ntce qos category priority.
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3.107.4 ntce qos enable

OnucaHwue BikntounTs IntelliQoS, koTopblin 06ecneyrBaeT BXOAALLYIO N MCXOASALLYHO
Noa0Cy NPONycKaHUS AN NPUOPUTETHBLIX MPUNOXEHWT 1 3a4a4 C MOMOLLLbIO
npeABapuUTeNbHO onpejenieHHbIX rpynn kateropuii. Mo ymonyanuo cnyxba
OTK/HOYeHa.

KomaHga ¢ npednkKcom no oTKAroYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config-ntce)>  qos enable
I (config-ntce)> no qos enable
MNpumep (config-ntce)> qos enable
Ntce::Manager: Enabled QoS.
(config-ntce)> no qos enable
Ntce::Manager: Disabled QoS.
MCTOPMH N3MeHeHUn Bepcmﬂ onucaHuve

3.07 JobasneHa koMaHaa ntce qos enable.

3.107.5 ntce upstream rate-limit input

OnucaHune 3afaTtb orpaHnyeHue Tpadurka Ha NpmvemM A4 yKka3saHHOro nHTepdeiica.
KomaHga ¢ npednkcom no yaanset HacTPOnKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ntce)>  upstream rate-limit <interface> input (<rate> | auto)
(config-ntce)> no upstream rate-limit <interface> input
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
interface UHTEepgelc Vimsa rnobanbHoro nHtepdeiica ans
orpaHunuyeHus Tpaduka.
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Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue
rate lenoe 4ucno |lpesenbHas CKOPOCTb Mepesadn JaHHbIX B
Kéut/c. MoxeT npyHUMaTh 3Ha4YeHns B
npeaenax ot 64 40 1000000.
auto Knwyesoe Pexxnm aBTOHaCTPOMKM.
CJ10BO

(config-ntce)> upstream rate-limit ISP input auto
Ntce::Upstreams: Set ISP input rate limit to "auto".

(config-ntce)> upstream rate-limit ISP input 1000000
Ntce::Upstreams: Set ISP input rate limit to "1000000" kbps.

(config-ntce)> no upstream rate-limit ISP input
Ntce::Upstreams: Reset ISP input rate limit.

Bepcus

OnucaHune

4.01

JobasneHa koMaHaa ntce upstream rate-limit input.

3.107.6 ntce upstream rate-limit output

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoViKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

3afaTtb orpaHnyeHue Tpadurka Ha nepegavy Al yka3aHHOro nHTepdeiica.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiky.

Ja
Ja

Het

(config-ntce)>

upstream rate-limit <interface> output (<rates | auto)

(config-ntce)> no upstream rate-limit <interface> output

AprymeHT 3HauyeHue OnuncaHwue

interface WHTepgeiic Mms rnobansHoro nHtepdeiica ans
orpaHuyeHus Tpaduka.

rate lenoe 4ucno |lpesenbHas CKOPOCTb Mepesadn JaHHbIX B
Kéut/c. MoxeT npyHUMaTh 3Ha4YeHus B
npeaenax ot 64 40 1000000.

auto Knw4yesoe PexXnm aBTOHaCTPOMKM.

CJ10B0

(config-ntce)> upstream rate-limit ISP output auto
Ntce::Upstreams: Set ISP output rate limit to "auto".
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(config-ntce)> upstream rate-limit ISP output 1000000
Ntce::Upstreams: Set ISP output rate limit to "1000000" kbps.

(config-ntce)> no upstream rate-limit ISP output
Ntce::Upstreams: Reset ISP output rate limit.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

4.01 [JobaeneHa koMaHAa ntce upstream rate-limit output.

3.108 ntp

OnucaHune JocTtyn K HacTpoike NTP-knneHTa.

KomaHga ¢ npedrikcom no cbpacbiBaeT HAacTPOku NTP-KNNEHTa B HACTPOWKIN
MO YMOJTYaHWIO.

MNpedukc no Ja
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBog Het

CuHoncuc I (config)> no ntp
MNpumep (config)> no ntp

Ntp::Client: Configuration reset.
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobasneHa koMaHga ntp.

3.109 ntp master

OnwucaHue Bkntountb SNTP-cepBep B ceTeBbIX CerMeHTax private v protected.
KomaHgaa ¢ npedpurkcom no octaHaBAMBaET Cayxoy.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)>  ntp master

I (config)> no ntp master
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Mpumep

UcTopuns nameHeHuii

(config)> ntp mater
Ntp::Server: Enabled master mode.

(config)> no ntp master
Ntp::Server: Disabled master mode.

Bepcus OnucaHue

3.09 JobaBneHa koMaHAa ntp master.

3.110 ntp server

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Jlo6aBuUTL B cNUCOK HOBLI NTP-cepBep. MOXHO A06aBUTL He 6osee 8
NTP-cepBepoB.

KomaHga c npedukcom no yaanset NTP-cepep 13 cnucka. ECiv BbINOAHUTL
KOMaHAy 6e3 aprymeHTa, To BeCb Cnncok NTP-cepBepoB byAeT OUMLLIeH.

Aa
Ja
Ja
(config)> ntp serverserver

(config)> no ntp server [ «server:]

AprymeHT 3HauyeHue OnucaHwue

server Ctpoka Appec NTP-cepBepa.

(config)> ntp server pool.ntp.org
Ntp::Client: Server "pool.ntp.org" has been added.

(config)> no ntp server
Ntp::Client: ALl NTP servers removed.

Bepcus OnucaHue

2.00 JobasneHa KoMaHAa ntp server.

3.111 ntp source

OnuncaHune

YcTaHOBUTb onpeAeneHHbIn IP-agpec nctouHmka ansa cnyx6éel NTP.

KomaHza c npedurKcom no yaansieT HacTpoiiky.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config)> ntp source «address»

(config)> no ntp source

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-agpec ncrouHuka ana scex NTP-nakeTtos.

(config)> ntp source 192.168.2.2
Ntp::Client: Source has been set.

(config)> no ntp source
Ntp::Client: Source has been reset.

Bepcus OnucaHve

4.01 [JlobaeneHa KomaHza ntp source.

3.112 ntp sync-period

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTb nepmnoj CMHXpOHM3aunn BpeMeHN. Mo YMOTHaHNIO NCMNOJ/1b3YETCA
3HayeHue 1 Hegens.

KomaHga ¢ npedurkcom no ycTaHaBAMBAET BPEMS CUHXPOHU3ALMN MO
YMONYaHWUIO.

Ja

Aa

Het

(config)> ntp sync-period «period>

(config)> no ntp sync-period

AprymeHT 3HauyeHue OnucaHwue

period lenoe 4ucno |Bpemsi cMHXpOHU3aLMN, B MUHYTaX. MoxeT
npMHMMaTbL 3HaveHus B npegenax ot 60

MUHYT 0 1 mecaua.

(config)> ntp sync-period 60
Ntp::Client: A synchronization period set to 60 minutes.
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WcTopusa nsmeHeHum

(config)> no ntp sync-period
Ntp::Client: Synchronization period value reset.

Bepcus OnucaHue

2.00 JobasneHa koMaHaa ntp sync-period.

3.113 object-group ip

OnuncaHwune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

BxoXkaeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

3.113.1 object-

OnuncaHwune

Mpe¢ukc no

Co3paTb 06BbEKTHYH rpynny Tuna IP, B KOTOpOR MOryT XpaHUTLCA NOACETU
IPv4 c gononHnTenbHoM nHdopmaLmeri o npoTokose L4 n gnanasoHe NopTos.

KomaHga c npedunkcom no yganset rpynny.
Ja
Ja
Aa
IP

(config-ogrp-ip)

(config)> object-group ip name>

(config)> no object-group ip name>

AprymeHT 3HauyeHue OnucaHwue

name CTpoka HasBaHune 06bekTHOM rpynnbl IPv4.

(config)> object-group ip test
Network: :0bjectGroup: "test": group created.

(config)> no object-group ip test
Network: :0bjectGroup: "test": group removed.

Bepcus OnucaHue

4.00 JobasneHa komaHaa object-group ip.

group ip exclude

[lo6aBUTbL UKW yAANUTL HE COBMaAAoLWLNIA 3N1eMeHT 06 bEeKTHOW rpynnbl.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
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MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

(config-ogrp-ip)> exclude «protos <address> [ port> [<end-ports]]

(config-ogrp-ip)> no exclude «protos <address, [ ports [«end-ports]]

AprymeHT 3HauyeHue OnuncaHwue
proto ip IP npoTokon (Bk/itouas npoTtokosbl TCP, UDP,
ICMP w ppyrue).
tecp TCP npoToKko”.
udp UDP npoTokon.
tcpudp TCP v UDP npOTOKObI.
icmp ICMP npoTokon.
esp ESP npoToKo/.
gre GRE npoToKo-.
ipip IP in IP npoToKO.
address CTpoka IP-agpec nnn noacets (B BUAE 6UTOBOM
ANviHbl npedukca (Hanpumep, 1.2.3.0/24)).
port Lenoe uucno |Homep TCP/UDP-nopTa, Ha KOTOpbI
NocTyrnaeT 3anpoc Ha TpaHchsaumto. Eciv nopt
He yKasaH, TO BCe BXOZsLLue 3anpockl byayT
TpaHCAMpoBaTbLCA.
end-port lenoe uncno |OKOHUaHVe AnanasoHa NopTos.

(config-ogrp-ip)> exclude tcpudp 1.2.3.0/24 70 80

Network: :0bjectGroup:

70-80.

"test": added exclude tcpudp 1.2.3.0/24 »

(config-ogrp-ip)> no exclude tcpudp 1.2.3.0/24 70 80
Network: :0ObjectGroup: "test": removed exclude tcpudp 1.2.3.0/24 »

70-80.
Bepcus OnucaHve
4.00 JobasneHa komaHaa object-group ip exclude.

3.113.2 object-group ip include

OnuncaHwme

[06aBuUTb NNV yAanUTb COBNAAAIOLLMIA 31eMeHT 06 bEeKTHOM rpynnbl.

KomaHza c npedurKcom no yaansieT HacTpoiiky.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config-ogrp-ip)> include «protos «address; [ ¢ports [<end-ports]]

(config-ogrp-ip)> no include «protos <address, [ ports [<end-port>]]

AprymeHT 3HauyeHue OnucaHue
proto ip IP npoTokon (BkAtoYasa npoTtokonsl TCP, UDP,
ICMP v gpyrune).
tcp TCP npoTokKon.
udp UDP npoTokonn.
tcpudp TCP v UDP npoTOKOJIbI.
icmp ICMP npoTokon.
esp ESP npoToko/.
gre GRE npoTokon.
ipip IP in IP npoToOKO/.
address CTpoka IP-agpec nnn noacets (B BUAE 6MTOBOM
AnviHbl npedukca (Hanpumep, 1.2.3.0/24)).
port Lenoe uucno |Homep TCP/UDP-nopTa, Ha KOTOpPbI
nocTyrnaeT 3anpoc Ha TpaHcasauuto. Eciv nopt
He yKasaH, TO BCe BXOsLLue 3anpockl byayT
TpaHCAVpoBaTbCA.
end-port lenoe 4ucno |OKOHYaHMe JManasoHa NopToB.

(config-ogrp-ip)> include tcpudp 1.2.3.0/24 75 80

Network: :0ObjectGroup:

75-80.

"test": added include tcpudp 1.2.3.0/24 »

(config-ogrp-ip)> no include tcpudp 1.2.3.0/24 75 80
Network: :0bjectGroup: "test": removed include tcpudp 1.2.3.0/24 »

75-80.
Bepcus OnucaHve
4.00 Jlo6aBneHa komaHza object-group ip include.
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3.114 opkg chroot

OonucaHue BkntoumnThb chroot ansi opkg. ECiv BKNHOUEHO, KOPHEBO KaTanor U3MeHsieTcst
Ha /opt nepea BbinonHeHVeM Nto6oro cLueHapust opkg. Mo ymonuaHuto

HaCcTpoiKa OTK/AoYeHa.

KomaHga ¢ npedrnKcom no OTKNHOUAET JaHHbIN PeXnM.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncurc I(conﬂg)> opkg chroot

I (config)> no opkg chroot

Npumep (config)> opkg chroot
Opkg: :Manager: Chroot enabled.

(config)> no opkg chroot
Opkg: :Manager: Chroot disabled.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.05.C.3 JobasneHa komaHaa opkg chroot.

3.115 opkg disk

OnucaHue HactpouTb pasgen ans opkg. 3ToT NnapaMeTp HEO6XOANUM AN YCTaHOBKMU U
3anycka opkg.

Mocne HaCTpOVIKM, pa3aen 6y,u,eT MOHTMPOBAaTbLCA B /0pt C MCNOJ/Ib30BaAHNEM

mount --bind 1 nocneaytoLmm 3anyckom ckpunTa initre cm. Takxe
Pa3gen 3.117 Ha cTpaHuLe 454.

Ecnum katanor /opt/install He nycT, BCce cofepXaliriecs B HEM apXuBbl
*.ipkwn *.tgz pacnakoBbiBatoTCA B /opt Nepes BbinosHeHeM initrc. lNocne
YCTaHOBKW apXuBbl YAANAIOTCA.

KomaHga c npedurkcom no otkatouaeT opkg.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

CvHoncumc I(config)> opkg disk («disk> | «disk>)
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(config)> no opkg disk

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
disk Ctpoka MeTka pa3gena nan UUID.
Mpumep (config)> opkg disk ext4_opkg:/

Opkg::Manager: Disk is set to: ext4 opkg:/.

(config)> no opkg disk
Opkg::Manager: Disk is unset.

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie

2.05 JobasneHa komaHaa opkg disk.

3.116 opkg dns-override

OnucaHue OTknrounte TCP 1 UDP 53 nopT ansa DNS-npokcw.

OTK/tOYeHVe nopTa NO3BOSET 3aMeHUTb BCTPOeHHbI DNS-npokcn
cobcTBeHHoOW cnyxb6oii, Hanpumep BIND nan Dnsmasq 13 opkg.

KomaHga ¢ npedurkcom no Bo3BpaLLaeT paboTty nopta Ana DNS-npokcu.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOgA, Het

CrnHoncwuc I(config)> opkg dns-override

I (config)> no opkg dns-override

Mpumep (config)> opkg dns-override
Opkg::Manager: DNS override enabled.

(config)> no opkg dns-override
Opkg: :Manager: DNS override disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 Jlo6aeneHa komaHaa opkg dns-override.

3.117 opkg initrc

OonucaHune 3ajaTb CTaPTOBLIV CKPUMT. 3HAYEHMe Mo yMonYaHuo — /opt/etc/initrec.
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MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

Koraa opkg disk cMOHTVpOBaH 1 NakeTbl YCTAaHOB/EHbI, CUCTEMa BbIMOAHUT
CTapTOoBbIN ckpunT. Ecnv path 370 KaTanor, cnctema 6yaeT BoINOHATL BCE

coaepxallmecs B HEM CKpUNTbI B andaBUTHOM Mopsaake.

KomaHpaa ¢ npedrkcom no cobpacbiBaeT initrc B 3HaveHme no ymon4daHuio.
Ja

Ja

Het

(config)> opkg initrc path

(config)> no opkg initrc

AprymeHT 3HauyeHue OnucaHwue

path Umsa ¢anina daiin nnun kaTanor co CTapTOBbIM CKPUMATOM.

(config)> opkg initrc /opt/etc/init.d/rc.unslung
Opkg::Manager: Configured init script: »
"/opt/etc/init.d/rc.unslung".

(config)> no opkg initrc

Opkg::Manager: Init script reset to default: /opt/etc/initrc.

Bepcus OnucaHve
2.05.C.3 JobaBneHa komaHAa opkg initrc.

3.118 opkg timezone

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

HactpounTtb nepemeHHyto okpyxeHus TZ u daiin /opt/var/TZ pna opkg. Mo
YMONYaHMIO YaCoOBOW NOSAC He onpejeneH.

3HadveHune TZ 3aBncKT oT C BrubamnoTtekun opkg, OT TOro, Kak Tam
WHTEepPNpeTUpPOBaH YacoBol nosc. OHO MoxeT 6bITb nnu B POSIX popmaTe
stdoffset[dst[offset][,start[/time],end[/time]]] vnn B BNAE MeHN
daina 6a3bl AaHHBIX MHPOPMaLMKM O 30HaxX (Mcnosib3yeTcs B glibc n nouTtn
BO Bcex GNU-cncTemax).

KomaHpaa ¢ npedurKcom no ycTaHaBAMBaeT 3HavYeHMe No yMOYaHUIo.
Aa
Ja

MHorokpaTtHbiiA BBog, Het

CuHoncuc

I (config)> opkg timezone (auto | <timezone»)
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AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(config)> no opkg timezone

AprymeHT 3HauyeHue OnucaHwue
timezone CTpoka YacoBol Nosic ANS 3anNncn B NepemMeHHYo
OKpYy>XeHua TZu B /opt/var/TZ.
auto Knouesoe ABTOMaTM4YeCcKoe Ha3HavyeHe 4acoBoro
C/10BO nosica. Cneyndurkaums reHepupyeTcsa n3

HacTpoeK CUCTeMbl, CM.
Pasaen 3.158.4 Ha cTpaHuLe 651.

(config)> opkg timezone auto

Opkg::Manager: Enabled automatic timezone.
(config)> opkg timezone UTC

Opkg: :Manager: Enabled timezone "UTC".
(config)> no opkg timezone

Opkg: :Manager: Timezone reset to undefined.

Bepcus

OnucaHune

2.05.C.3

JobasneHa komaHaa opkg timezone.

3.119 ping-check profile

JocTyn K rpynne KoOMaHZ4 ANs HacTPOMKK BibpaHHoOro npoduns Ping Check.
Ecnn npodunb He HalaeH, KOMaHAa NbITaeTCcsa ero co3Aathb.

OnuncaHwune

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbliA BBOJ,
Bxo>xgeHue B rpynny

CvHoncuc

AprymeHTbl

Mpumep

KomaHga ¢ npedurkcom no yaanset npodunb Ping Check.

Ja
Ja
Aa
(config-pchk)

(config)>

ping-check profile name>

(config)> no ping-check profile name>

AprymeHT

3HavyeHune

OnucaHue

name

CTpoka

Wmsa npoduns Ping Check. CMNCOK JOCTYMHbIX
Ans Bblbopa npoduneil MOXHO YyBUAETb BBeAA
komaHgy ping-check profile [Tab].

(config)> ping-check profile [Tab]
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UcTopusa nsmeHeHwnii

Usage template:
profile {name}

Choose:
TEST
MYMY

(config)> ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been created.
(config-pchk)>

(config)> no ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been deleted.

Bepcus OnucaHue

2.04 JobasneHa komaHaa ping-check profile.

3.119.1 ping-check profile host

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

YKaszaTtb yAaneHHbI XOCT ANS TeCTUPOBaHUA. 1o ymonyaHuto, agpec XocTa
Ha3Ha4aeTCsl B COOTBETCTBUM C KOAOM CTPaHbI.

KomaHpaa ¢ npedurKcom no yaanseT nmsi XocTa.
Aa

[Ja

Hert

(config-pchk)>  host <host»

(config-pchk)> no host [ <host> ]

AprymeHT 3HauyeHue OnucaHwue

host WmMs xocTa VMg nnu agpec yaaneHHoro xocra.

(config-pchk)> host 8.8.8.8
PingCheck: :Profile: "test": add host "8.8.8.8" for testing.

(config-pchk)> host google.com
PingCheck::Profile: "test": add host "google.com" for testing.

(config-pchk)> no host
PingCheck: :Profile: "test": hosts cleared.

Bepcusa OnucaHve

2.04 Jo6aBneHa komaHaa ping-check profile host.
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3.119.2 ping-check profile max-fails

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

YKa3aTb KOJINYeCTBO Noc/eA0BaTe/IbHbIX HeyAa4HbIX 3arpoCoB K yAaneHHOMY
XOCTY, MO AOCTUXEHUIO KOTOPOro MHTEePHeT Ha nHTepdelice cumtaeTtcs
OTCYTCTBYHOLLMM. [10 YMOJTHaHUIO NCMOMIb3YeTCs 3HaueHue 5.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.

Ja

Ja

Het

(config-pchk)>  max-fails «count»

(config-pchk)> no max-fails

AprymeHT 3HauyeHue OnuncaHue

count Lenoe y4mucro |KonnuyectBo HeyAauHbIX 3anpocos. MoxeT
NMPUHVMAaTL 3HaUeHUs B Npegenax ot 1 Ao 10
BKIHOUNTENBHO.

(config-pchk)> max-fails 7
PingCheck::Profile: "test": uses 7 fail count for disabling »
interface.

(config-pchk)> no max-fails
PingCheck: :Profile: "test": fail count is reset to 5.

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHga ping-check profile max-fails.

3.119.3 ping-check profile min-success

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

YKasaTtb KO/INYeCTBO MocsiefoBaTesbHbIX YAAaYHbIX 3aNpOoCoB K yianeHHOMY
XOCTY, N0 AOCTUXEHWIO KOTOPOro MHTePHeT Ha nHTepdelice cumnTaeTtcs
Hann4yecTByoWYM. 10 yMOYaHUIO NCMOIb3YeTCa 3HaueHne 5.

KomaHga ¢ npednkcom no BO3BpaLLL@ET 3HaUeHme No YMOTHaHMIO.

Ja

Ja

HeT

I (config-pchk)>  min-success «count»
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(config-pchk)> no min-success

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

count Uenoe ymucno |Konnuectso yayHbIX 3anpocoB. MoxeT
NPUHVMaTL 3HaueHUA B Npegenax ot 1 Ao 10

BKJTFOYNTENTIBHO.

Mpumep (config-pchk)> min-success 3
PingCheck: :Profile: "test": uses 3 success count for enabling »
interface.

(config-pchk)> no min-success
PingCheck: :Profile: "test": success count is reset to 5.

VICTOleﬂ N3MeHeHUnA Bepc”ﬂ onvcaHue

2.04 JobaeneHa komaHaa ping-check profile min-success.

3.119.4 ping-check profile mode

OnucaHue YcTaHoBUTb pexxnm Ping Check. Mo yMon4aHWIo yCTaHOB/IEHO 3HaYeHve icmp.
MNpejukc no Het

MeHsieT HacTpovikm  [a

MHorokpaTtHbiiA BBog, Het

CuHoncunc (config-pchk)>  mode «node>

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

mode icmp TecTnpoBaHue AOCTYNHOCTW YAaIeHHOro
X0CTa byAeT OCyLLeCTBAATLCS NOCPeACTBOM
oTnpasku emy ICMP-echo request (ping).

connect TecTnpoBaHMe AOCTYNHOCTW YAaIeHHOro
X0CTa byAeT OCyLLeCcTBAATLCA NOCPeCTBOM
ycTaHoBKM TCP-NoAKAOYEHWA Ha 3a4aHHbIN
nopr.

tls TectpoBaHue fOCTYNMHOCTY YAaN€HHOTo
X0CTa By/leT OCyLLLeCTBAATLCA MOCPeACTBOM
YCTaHOBKM TLS-nogkntoueHs.

uri TecTnpoBaHue AOCTYNMHOCTW YAaJIEHHOrO
XOCTa byzeT OCyLLecTBAATLCA NOCPeCTBOM
nposepku URL

Mpumep (config-pchk)> mode tls
PingCheck: :Profile: "test": uses tls mode.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHga ping-check profile mode.
3.09 [JlobaBneH aprymeHT tls.

4.00 JlobaBneH aprymeHT uri.

3.119.5 ping-check profile port

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YKa3aTb NopT 415 NOAKNOUEHNS K YAaneHHOMY XOCTy. HacTpoiika nmeet
CMbICA Npy pexume Ping Check connect (cM. koMaHgy ping-check profile
mode).

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
Ja

Ja

Het

(config-pchk)>  port «port>

(config-pchk)> no port

AprymeHT 3HauyeHue OnucaHwue

port UYesnoe uucso |Homep nopta. MoXeT NprHMMATL 3HaYEHUS
B npegenax oT 1 Ao 65534 BkaoUUTENBHO.

(config-pchk)> port 860
PingCheck: :Profile: "test": uses port 80 for testing.

(config-pchk)> no port
PingCheck::Profile: "test": port is cleared.

Bepcus OnucaHue

2.04 Job6asneHa KkomaHaa ping-check profile port.

3.119.6 ping-check profile power-cycle

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

BxaounTh yripaeneHve nuTaHvieM ceteBoro nHTepderica USB. Mo ymonyaHmnio
BKJ/1HOYEHO.

KomaHpaa ¢ npedprKcomM no oTK/t0UaeT HaCTPOIKY.
Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIii BBOA,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Het

I (config-pchk)>  power-cycle

I(conﬁg-pchkﬁ>nopower-cycle

(config-pchk)> power-cycle
PingCheck: :Profile: "test": enabled USB power cycle.

(config-pchk)> power-cycle
PingCheck: :Profile: "test": disabled USB power cycle.

Bepcus

OnucaHue

2.04

[Jlo6aBneHa komaHga ping-check profile power-cycle.

3.119.7 ping-check profile timeout

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

YCTaHOBUTb MakcUMasibHoe BpeMA OXXngaHnAa OTBeTa yAa/IeHHOIo XoCTa Ha
OAVH 3anpocC B CeEKyHAax. Mo YMOTYaHUIO NCMOJIb3YeTCs 3HaveHue 2.

KomaHga ¢ npedrKcom no ycTaHaBAMBAET 3HAUEHME MO YMOAYAHUIO.

Ja
Aa

Het

(config-pchk)>  timeout <timeout>

(config-pchk)> no timeout

AprymeHT

3HayeHue OonvcaHune

timeout

Lenoe 4ucno |Bpemsa oxmnaaHus B cekyHAax. Moxet
nprHMMaTb 3HaYeHusa B Npegenax ot 1 40 10

BKNHOYNTENBbHO.

(config-pchk)> timeout 4
PingCheck: :Profile: "test": timeout is changed to 4 seconds.

(config-pchk)> no timeout
PingCheck: :Profile: "test": timeout is reset to 2.

Bepcus

OnucaHune

2.04

JobasneHa komaHAa ping-check profile timeout.
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3.119.8 ping-check profile update-interval

OnucaHue YCTaHOBUTbL NEPUOSMYHOCTL BbIMOSHEHWA NpoBepok Ping Check.
Mpe¢ukc no Het

MeHsieT HacTpoikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-pchk)>  update-interval «seconds>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
seconds Uenoe uucno |MNepunog o6HOBAEHMA B cekyHAax. MoxeT
NPUHNMAaTb 3HaYeHs B nNpejenax oT 3 40
3600 BK/IHOUNTENBHO.
Npumep (config-pchk)> update-interval 60
PingCheck: :Profile: "test": update interval is changed to 60 »
seconds.
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue
2.04 Jlo6aBneHa koMaHga ping-check profile
update-interval.

3.119.9 ping-check profile uri

OnucaHwne Yka3atb URI (Uniform Resource Identifier7) X0CTa ANl MPOBEPKMU.
KomaHga c npedumkcom no yganseT XocT.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

CuHoncuc (config-pchk)>  uriwri»
(config-pchk)>no uri[ wri>]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uri MmMa xocrta Uma nnn agpecypaneHHoro HTTP unn HTTPS
XocTa.

/ https://ru.wikipedia.org/wiki/URI
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Mpumep

WcTopusa nsmeHeHum

3.120 ppe

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

(config-pchk)> uri http://localhost:8888/
PingCheck::Profile: "TEST": add URI "http://localhost:8888/" for »
testing.

(config-pchk)> uri https://localhost:4343/
PingCheck: :Profile: "TEST": add URI "https://localhost:4343/" »
for testing.

(config-pchk)> no uri http://localhost:8888/
PingCheck: :Profile: "TEST": URIs cleared.

(config-pchk)> no uri
PingCheck::Profile: "TEST": URIs cleared.

Bepcus OnucaHue

4.00 JobasneHa komaHaa ping-check profile uri.

BKHOUMTL MeXaHM3M NakeTHOM 06paboTkK. Mo yMOAYaHUIO HacTpoiika
BkatoveHa 1 ana HWNAT, n gna SWNAT.

KomaHga c npedunkcom no oTkoYaeT BblIbpaHHbI yCKOpUTESb.
Ja

Ja

Het

(config)>  ppe <engine»

(config)> no ppe [<engines]

AprymeHT | 3HauyeHue OnucaHwue
engine |software MporpaMMHBbI ycKopUTenb.
hardware AnnapaTHbI ycKopUTenb.

(config)> ppe software
Network::Interface: :Rtx::Ppe: Software PPE enabled.

(config)> no ppe
Network: :Interface: :Rtx::Ppe: All PPE disabled.

Bepcus OnucaHve
2.00 Jlo6aBneHa KoMaHza ppe.
2.05 JlobaBneH aprymeHT engine.
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3.121 pppoe pass

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepderica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

2.07

Job6asneH aprymeHT hardware-ipvé.

4.00

AprymeHT hardware-ipv6 yAaneH Kak ycTapeBLUNiA.

BkntounTb GYHKLMIO CKBO3HOMO NponyckaHusi. MoxHo BBecTr 4o 10
NOKaNbHbIX CETEBbIX Y3/10B.

KomaHgaa c npedurkcom no oTkaouaeT GyHKLMIO.

Ja
Ja
HeT

Ethernet

(config)>

pppoe pass through wan-ifaces <lan-iface»

(config)> no pppoe pass through

AprymeHT 3HauyeHue OnuncaHwue

wan-iface WHTepgeiic HavanbHbI nHTepdenc — nosHoe Ha3BaHme
WAN-nHTepdeiica nan ero anvac.

lan-iface UHTepgeiic KoHeuHbI UHTepdeiic — NonHoe Ha3BaHue
LAN-nHTepdeiica nnu ero anvac.

(config)> pppoe pass through Home ISP
Pppoe::Pass: Configured pass from "Bridge@" to "GigabitEthernetl".

(config)> no pppoe pass
Pppoe: :Pass: Disabled.

Bepcusa

OnucaHune

2.00

Jo6aBneHa KOMaHAa pppoe pass.

3.122 printer

OnuncaHwne

Mpedunkc no

JocTyn K rpynne KOMaHz ANst HACTPONKM BbI6paHHOTo NpuHTepa. Ecan

NPUHTEpP HE Ha|7|,qu, KOMaH/Aa NbITaeTCA ero co3aatb.

KomaHga ¢ I'Ipeq)I/IKCOM no yaandaet NpuHTep U3 CNCTemMbl.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-printer)

Cunoncuc (config)>  printer<id>
(config)> no printer <id>
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
id CTtpoka NaeHTudmnkaTop npuHTEpa.
Mpumep (config)> printer 0924:3cf4
(config-printer)>
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobaBneHa koMaHga printer.

3.122.1 printer bidirectional

OnucaHue BkntoumnTb N5 NnpuHTepa AByHanpaBieHHbIN pexnm obMeHa.
KomaHga ¢ npedrkcom no oTKAt0YaeT ABYHAMPaBeHHbIN PeXNM.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CnHoncumc I (config-printer)>  bidirectional

I (config-printer)> no bidirectional

MNpumep (config-printer)> bidirectional
Printer::Manager: A bidirectional mode enabled.

(config-printer)> no bidirectional
Printer::Manager: A bidirectional mode disabled.

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvcaHue

2.04 Job6asneHa komaHgaa printer bidirectional.
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3.122.2 printer debug

OonucaHue BKOUNTL pexmM 0TNagKN Ans NpuHTepa. ECn apryMeHT He ykasaH, ypoBeHb
OTNajKWN YCTaHaBNNBAETCS PaBHbIM 1.

KomaHga ¢ npednkcom no oTkAoYaeT 0TNAAL40UHbIA PEXUM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-printer)>  debug [ level <level ]

(config-printer)> no debug

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

level Uenoe uucno |YpoBeHb OoTNajku. MoxeT NnpUHNUMaTh
3HayeHusa B npegenax ot 1 go 3

BK/THOYNTEJIbHO.

Mpumep (config-printer)> debug level 3
Printer::Manager: a debug level set to 3.

(config-printer)> no debug
Printer::Manager: A debug mode disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.04 [JobasneHa komaHza printer debug.

3.122.3 printer firmware

OnucaHune YcTaHOBUTb $palin NPoLINBKN NPUHTepa.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIia BBog, Het

CnHoncuc (config-printer)>  firmware «firmware»
(config-printer)> no firmware
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
firmware CTpoka MyTb K painy NpoLLINBKMU.
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Mpumep (config-printer)> firmware storage:sihpl018.d1l
Printer::Manager: A printer firmware set.

(config-printer)> no firmware
Printer::Manager: A printer firmware set.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Job6aBneHa komaHaa printer firmware.

3.122.4 printer name

OnucaHune MprcBOUTL NPUHTEPY NPON3BOJIbLHOE UMSA.
MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-printer)>  name name>
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
name CTpoka Mpon3BonbLHOE UM NPUHTEpA.
Mpumep (config-printer)> name Canon
Printer::Manager: A printer name set.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 [JobaBneHa koMaHza printer name.

3.122.5 printer port

OnucaHue YcTaHOBWUTBL MNOPT MPUHTEPA, ecuv TUM NpuHTepa direct. Mo ymonyaHuio
ncnonb3yetca nopt 9100.

Mpedukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-printer)>  port «port>
AprymeHTbl AprymeHT |3HayeHue |OnucaHue
port UYenoe uucno |MNopT npuHTEpa.
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Mpumep (config-printer)> port 2012
Printer::Manager: A port set.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa koMmaHgaa printer port.

3.122.6 printer status-polling

OnucaHue BKAOUNTBL ONPOC COCTOAHMA NpUHTEpa. 10 yMonYaHmio GyHKLMA BKIKOYEHa.
KomaHga ¢ npedrkKcom no oTKAYaeT Onpoc COCTOAHWSA MPUHTepa.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-printer)>  status-polling

I (config-printer)> no status-polling

Mpumep (config-printer)> status-polling
Printer::Manager: Status polling enabled.

(config-printer)> no status-polling
Printer::Manager: Status polling disabled.

WcTopuns nsmeHeHWit |Bepcua onucaHue

3.04 JobasneHa komaHaa printer status-polling.

3.122.7 printer type

OnucaHwne YCTaHOBUTb TUM npunHTEpPAa.
Mpe¢ukc no Het

MeHsieT HacTpouikm  /la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-printer)>  type <type>
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
type cifs MpunHTep noakntoveH Yepes CIFS.
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AprymeHT 3HauyeHue OnuncaHwue

direct MpuHTep NoAK/IFYEeH HeNnocpeaCTBEHHO K
yCTpolicTBY.
Mpumep (config-printer)> type direct

Printer::Manager: A printer type set.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa koMaHga printer type.

3.123 schedule

OonucaHue JocTyn K rpynne KOMaHz ANst HACTPOMKM BbI6paHHOro pacnucaHus. Ecan
pacnuncaHve He HalijeHo, KOMaHZa NbITaeTcs ero Co3zath.

KomaHaa ¢ npedurKcom no yganseT pacnmcaHue.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

BxoxxgeHue B rpynny (config-sched)

CuHoncnc (config)>  schedule name>
(config)> no schedule name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name CTpoka HasBaHwue pacnncaHus.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.06 JobaeneHa komaHaa schedule.

3.123.1 schedule action

OnucaHue 3asjaTb AeNCTBUSA, BbIMOJIHAEMbIE COTJIaCHO BbIOpaHHOMY pacinCcaHuIo.
KomaHaa ¢ npepurKcom no oTMeHseT AelicTBue.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config-sched)>

action cactions anins <hours «dows

(config-sched)> no action [ <actions mins <hours «dows ]

AprymeHT 3HauyeHue OnuncaHwue
action start [encTBMe Havana.
stop [encTBme KOHLUA.
min UYesoe uucso |MUHYTBI.
hour Llenoe uncno |Yacobl.
dow UYenoe uucno |[HN Hepenwn, pasgeneHHble 3anaTbiMn. 0 1 7

O3Ha4aloT BOCKpeceHbe. * o3HayvaeT
exeagHeBHO.

(config-sched)> action start 0 9 1,2,3,4,5
Core::Schedule: :Manager: Updated schedule "WIFI".

Bepcus

OnucaHune

2.06

Job6aBneHa komaHaa schedule action.

3.123.2 schedule description

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKku

3ajaTtb onuncaHme Ans BbI6paHHOIo pacnmcaHust.

KomaHga ¢ I'Ipe¢I/IKCOM no CTUpaeT onmncaHue.

Ja

Het

MHorokpaTtHbiiA BBog, Het

CviHoncmc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

(config-sched)>

description «description»

(config-sched)> no description

AprymeHT

3HayeHue OonvcaHune

description

CTpoka TekcT onmncaHms.

(config-sched)> description "Schedule for on/off Access Point"
Core::Schedule: :Manager: Updated description of schedule "WIFI".

Bepcus

OnucaHune

2.06

Job6asneHa komaHaa schedule description.
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naBa 3 OnncaHme KOMaHA,

3.123.3 schedule led

OnuncaHwmne

HasHauunTb CBeTOANOAHYH UHANKAUWMKO ANA 3an/1aHUPOBaHHbIX CcobbITUA.

JonxeH 6bITb BbibpaH NapameTp SelectedSchedule npy nOMOLLM KOMaHAbI

system led.

KomaHga ¢ ﬂpe¢I/IKCOM Nno OTKNKYaeT CBETOANOAHYH NHAUNKALNIO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-sched)>  led<action
(config-sched)> no led
AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne
action start VIHAMKaTOp nMokasbiBaeT Hayaso
3anJ1aHNPOBAHHOIO CO6LITUSA.
stop MHankaTop nokasbiBaeT OKOHYaHMe

3anJ1aHNPOBAHHOIO COBLITUSA.

Mpumep (config-sched)> led start

Core::Schedule::Led: Selected schedule "111".

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.08

JobasneHa komaHaa schedule led.

3.124 service afp

OnucaHune
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuvHoncuc

3anycTuTb Cyxoéy AFP.

I (config)> service afp

I (config)> no service afp

Mpumep

(config)> service afp

Afp::Server: Enabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa komaHaa service afp.

3.125 service cifs

OnucaHwue Bknrounte CIFS-cepBep.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIia BBog, Het

CuHoncmc I (config)> service cifs

I (config)> no service cifs

Mpumep (config)> service cifs
Cifs::ServerTsmb: Enabled.

(config)> no service cifs
Cifs::ServerTsmb: Disabled.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.00 JobaBneHa komaHaa service cifs.

3.126 service dhcp

OnucaHue BkntounTts DHCP-cepaep. Ecnn pns 3anycka cnyxobl HeA0CTaTOYHO HaCTpoeK
(cm. ip dhep pool), cnyxba He bygeT oTBeudaThb NMo ceTu. Kak ToNbKO HacTpoek
CTaHeT A0CTaTOUHO, Cy>K6a BKAIOUNTCA aBTOMaTUYECKN.

KomaHga ¢ npednkcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CuHoncuc I (config)> service dhcp
I (config)> no service dhcp
Mpumep (config)> service dhcp

service enabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga service dhcp.

3.127 service dhcp-relay

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

BkntounTb petpaHcnaTop-DHCP. Ecam ansa 3anycka cnyx6bl HefoCTaToOuHO
HacTpoek (cM. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cyx6a He 6yseT oTBeyaTb Mo ceTu. Kak TONIbKO HacTPoeK CTaHeT JOCTaTOUHO,
cnyx6a BKJIIOUNTCA aBTOMaTUYECKM.

KomMaHga ¢ npeprKcomM no ocTaHaBAUBAET Cyx6y.
Ja

Aa

HeTt

I (config)> service dhcp-relay

I (config)> no service dhcp-relay

(config)> service dhcp-relay
service enabled.

Bepcus OnucaHve

2.00 JobasneHa komaHaa service dhcp-relay.

3.128 service dlna

OnuncaHwme

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

BrntounTs cnyx6y DLNA. Ecnn ans 3anycka cny>6bl He40CTaTOYHO HacTpoeK
(cm. dIna), cnyxx6a He byseT oTBedaTb No ceTu. Kak TO/IbKO HacTpoek cTaHeT
AOCTAaTOYHO, CNy>X6a BKAHOUMTCH aBTOMATUYECKM.

KomaHga ¢ npedprkcom no octaHaBAMBAaET Cnyxoy.
Ja

Ja

Het

I (config)> servicedlna

I (config)> no service dlna

(config)> service dlna
DLNA server enabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa service dlna.

3.129 service dns-proxy

OnucaHune BrntounTtb DNS-npokcu. 118 HacTporikn napaMeTpoB CyX6bl, UCNONbL3YNTe
rpynny KomaHg Pasgen 3.271 Ha cTtpaHuue 122.

MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIia BBog, Het

CuHoncuc I(config)> service dns-proxy

Mpumep (config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 Jlo6baBneHa KkomaHga service dns-proxy.

3.130 service ftp

OnucaHue Bknountb FTP-cepBep ans obecneveHnsi Nosb3oBaTeneil 4OCTYyNoMm K
noAkAtYeHHbIM USB-HocuTensm, HacTpoeuHbiM ¢ainnam n panam c
0BHOBNEHNSMU MUKPOMNPOrpamMMeil.

KomaHga ¢ npedurkcom no ocTaHaBAMBAaET CyX6y.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het

CuHoncnc I (config)> service ftp

I (config)> no service ftp
NMpumep (config)> service ftp

FTP server enabled.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHaa service ftp.
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3.131 service http

OnucaHwue BkntounTts HTTP-cepBep, KOTOPbIA NpeAoCTaBAseT Nosb30BaTeNto
Web-nHTtepodelic ana HacTpoliku Giant.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Cunoncnc I (config)> service http
I (config)> no service http
Mpumep (config)> service http
HTTP server enabled.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobaBneHa koMmaHaa service http.

3.132 service igmp-proxy

OnucaHune Brnrounte IGMP-npokcn. Ans paboTbl cny>X6bl HEO6XOAMMO Hanue 04HOMo
nHTepderica upstreamn xoTsa 661 04HOr0 HTepdelica downstream. Ecav ans

3anycka c1y>6bl He0CTaTOUHO HAaCTPOEK, OHa He ByaeT paboTaTk. Kak ToNbKO
HaCTPOEK CTaHeT A0CTAaTOYHO, CyX6a BKAOUNTCS aBTOMATUYECKMN.

KomaHaa ¢ npeprKCcom no ocTaHaBNMBAET CNyXOy.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> service igmp-proxy
I (config)> no service igmp-proxy

Mpumep (config)> service igmp-proxy
IGMP proxy enabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa service igmp-proxy.
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3.133 service internet-checker

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb Internet-checker ans KOHTPONA COCTOAHUSA VIHTEPHET COeANHEHMS
Ha ycTpoiicTge. Mo ymonyaHuto GyHKLMS BKIOYEHA.

KomaHga ¢ npedrKcomM no octaHaBAUBAET CNyxoy.
Ja
Ja

Het

I (config)> service internet-checker

I (config)> no service internet-checker

(config)> service internet-checker
Network: :InternetChecker: Hosts check enabled.

(config)> no service internet-checker
Network: :InternetChecker: Hosts check disabled.

Bepcus OnucaHve

213 JobaBneHa komaHaa service internet-checker.

3.134 service ipsec

OnucaHune
Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

WcTopusa nsmeHeHum

3anycTnTb cnyxeby IPsec. o ymon4aHuto ciy>k6a oTKAtoHeHa.
KomaHga ¢ npednkcom no ocTaHaBAMBAET CNYXKOy.

Ja

Ja

Het

I (config)> service ipsec

I (config)> no service ipsec

(config)>service ipsec
IpSec: :Manager: Service enabled.

Bepcus OnucaHue

2.06 JobasneHa KoMaHaa service ipsec.
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3.135 service kabinet

OnucaHwue BrkntounTb cnyxby aBTopusatopa KABINET. Mo ymonyaHuio cnyxba
OTK/OYEHa.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het

CuHoncuc I (config)> service kabinet

I (config)> no service kabinet

Mpumep (config)> service kabinet
Kabinet: :Authenticator: Authenticator enabled.

(config)> service kabinet
Kabinet: :Authenticator: Authenticator disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.02 JobaBneHa komaHaa service kabinet.

3.136 service mdns

OnucaHwue BrntounTb cnyx6y mDNS. Mo ymonvaHuio ciyxoa Bkao4eHa.
KomaHga ¢ npednkcom no ocTaHaBAMBAET CNYXKOy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(config)> service mdns
I (config)> no service mdns
Mpumep (config)>service mdns
(config)>no service mdns
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

2.15 JobaBneHa komaHAa service mdns.
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3.137 service mws

OnucaHwue BkntounTb cnyxby MIWVS. Mo ymonuaHuio cnyxba oTkarYeHa.
KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I(config)> service mws

I (config)> no service mws

Mpumep (config)> service mws
Mws::Controller: Enabled.

(config)> no service mws
Mws::Controller: Disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.15 JobaBneHa KoOMaHa service mws.

3.138 service ntce

OnucaHwue 3anyctnTb cnyxby NTCE. [0 yMOAYaHNIO CEPBUC OTK/HOYEH.
KomaHga ¢ npedrkcom no ocTaHaBAMBAET CNYXKOY.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> service ntce
I (config)> no service ntce
Mpumep (config)> service ntce
Ntce::Manager: Enabled.
WcTopusa nsmeHeHum Bepcus onucaHuve

2.09 JobasneHa KoMaHaa service ntce. lNpexHee Ha3BaHVe
KoMaHAbl service dpi.
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3.139 service ntp

OnucaHwue 3anyctntb cnyxby NTP. Mo ymonyaHuio cnyxba paboTaer.
KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXOy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I (config)>  service ntp

I (config)> no service ntp

Mpumep (config)> service ntp
Ntp::Client: NTP service enabled.

(config)> no service ntp
Ntp::Client: NTP service disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.09 JobaBneHa KoMaHaa service ntp. lNpexHee Ha3BaHWe
KoMaH/bl service ntp-client.

3.140 service snmp

OnucaHwue 3anyctntb cnyxby SNMP. o ymonyaHuio cnyxoba oTKaoYeHa.
KomaHga ¢ npednkcom no ocTaHaBAMBAET CNYXKOy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> service snmp
I (config)> no service snmp
Mpumep (config)> service snmp

Snmp: :Manager: SNMP service was enabled.
(config)> no service snmp
Snmp: :Manager: SNMP service was disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JlobaBneHa KomaHaa service snmp.

3.141 service ssh

OonucaHue BkntounTh cepBep SSH, KOTOpbIV NpesocTaBnsieT Nob30BaTeN0 UHTEPdeic

KOMaHZAHOW CTPOKW AN HAaCTPOMKW YCTPOWCTBA.
KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXoby.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het

CnHoncuc I (config)> service ssh

I (config)> no service ssh

Mpumep (config)> service ssh
Ssh::Manager: SSH server enabled.

(config)> no service ssh
Ssh::Manager: SSH server disabled.

VlCTOleﬂ n3MeHeHunA Bepcmﬂ onvicaHue

2.12 JobaBneHa komaHaa service ssh.

3.142 service sstp-server

OnucaHune BkntoumnTth cepsep SSTP.

KomaHga c npedurkcom no ocTaHaBAMBaET CyX6y.
MNpejukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOA, Het

CnHoncuc I (config)> service sstp-server
I (config)> no service sstp-server
Mpumep (config)> service sstp-server

SstpServer: :Manager: Service enabled.
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(config)> no service sstp-server
SstpServer: :Manager: Service disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.12 JlobaBneHa KOMaHAa service sstp-server.

3.143 service telnet

OnucaHwne BrntouunTb cepBep telnet, KOTOpbIV NpeAoCTaBAseT NoJ/ib30BaTeNto NHTepdeinc
KOMaHAHO CTPOKM ANIA HACTPOIKK yCTPOiCTBa.

KomaHga ¢ npednkKcom no ocTaHaBIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> service telnet
I (config)> no service telnet

Mpumep (config)> service tel
Telnet server enabled.

VICTOleﬂ N3MeHeHUun Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHga service telnet.

3.144 service torrent

OonucaHue BknrounTtb BitTorrent-knueHT gns obecnedeHns noab3oBaTenei 06wmm
AOCTYNOM K 6onbLinM daiinam (drunbmam, TB-uoy) nocpeacTeoM
NMUPUHIOBOro CETEBOro NMPOTOKOaA.

KomaHga ¢ npedrkc